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˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мрф ˪˷ DigitalWhisper. 

.˭ˣˬˤ˸ ˪˷ ˭˧˧ˮ˰ ˡ˧ˬ˸ ˢˤ 

ˣˬ˯˶ˣ˲ ˷ˡˣ˥ˢ ˰˴ˬ˞˟  ˧˶˴ˣ˸ ˫˷˟ ˸˧ˮ˧˯ ˸˶˟˥ˬ ˰ˡ˧ˬ ˱˪ˡiSOON  /Anxun Information ˡˣ˞ˬ ˶˧˟˯ .

) ˫˧ˬˣ˯˶˲ˢ ˧˲˪ ˨˞ ,˸˞ˤˢ ˢ˶˟˥ˢ ˪˰ ˫˸˰ˬ˷ ˞˪ ˫˪ˣ˰ˬ˷˲˪ˡ˷ ˫˧˩ˬ˯ˬˢ ˧˲˪ˣ ,(ˢ˶˟˥ˢ ˨ˣ˸ˬ ˣ

 .˭˧˯ ˸˪˷ˬˬ˪ ˧˲˵˸ˢˢ ˶˟˧˧˯ˢ ˫ˣ˥˸˟ ˧˦˶˲ ˭˪˟˵˩ ˸˷ˬ˷ˬ ˢ˶˟˥ˢ 

 ˭˧˧ˡ˰ ˣ˞) ˢ˵˲˧˯ ˫˸˶ˤ˰˟ˣ ˢ˥˦˟˞ ˧˶˵ˣ˥ˣ ˫˧˶˵˞ˢ ˢ˵˧˯˰ˬ ˢ˶˟˥ˢ˷ ˨˩ ˪˰ ˫˧ˡ˧˰ˬ ˣ˲˪ˡ˷ ˫˧˩ˬ˯ˬˢ

˫˪ˣ˰˟ˣ ˢ˧˯˞˟ ˸ˣ˸˷˶ ˪˪˷˪ ˢ˷˧ˠ ˭˧˯ ˸˪˷ˬˬ˪ (?˸˵˲˯ˬ : ˪˷ˬˬ ˸ˣ˸˷˶ ,˫ˣ˵˪˦ ˸ˣ˧˵˲˯ ˪˷ ˸ˣ˸˷˶

˷ / ˸ˣ˟˧˶˧ ˸ˣˮ˧ˡˬ ˪˷ ˭ˣ˥˦˟ ˧˲ˣˠˣ ,˸ˣˮ˩˟ˣ˭˧˟ ˫˧˧˦˧˪ˣ˲ ˫˧ˮˣˠ˶˞ ˪˷ ,˸ˣ˞˦˧˯˶˟˧ˮˣ˞ ˪˷ ˸ˣ˸˷˶- ,˫˧˧ˬˣ˞˪

NATO .ˡˣ˰ˣ  

 ,˭˧˯ ˸˪˷ˬˬ˪ ˸˵˲˯ˬ ˢ˶˟˥ˢ˷ ˫˧˲˯ˣˮ ˫˧˶˴ˣˬ ˪˰ ˫ˠ ˫˧˶˲˯ˬ ˣ˲˪ˡ˷ ˫˧˩ˬ˯ˬˢ ,˸ˣ˸˷˶˪ ˢ˷˧ˠ ˡ˟˪ˬ

 ˧˟˷˥ˬ ˪˰ ˵ˣ˥˶ˬ ˢ˦˧˪˷ˣ ˢ˲˧˵˸ ˧˪˩ˬ ˪˥ˢWindows ,Linux ,macOS x ˭˩ ˧˯˯ˣ˟ˬ) ˫˧ˬ˩˥ ˫˧ˮˣ˲˪˦

Android x-iOS ˸˪ˣ˩˧ ˭ˣˠ˩) ˫˧˧˟ˬˣ˲ ˫˧˸ˣ˶˧˷˟ ˸ˣ˷˪ˣ˥ ˨˶ˡ ,(1-Click  ˸˲˧˵˰ ˸˟ˣ˦˪2FA ˟-Twitter (ˣ ˢ˪˩

˦˵˪˞ ˧˶˴ˣˬ˟˶˪ ˢ˵˧ˮˣ ,˸ˮ˲˴ˣˬ ˸˶ˣ˷˵˸ ˸ˣ˸˷˶˪ ˢ˶˧ˡ˥Wireless ˡˣ˰ˣ.  ˪˰ ˫˧ˡ˧˰ˬ ˫˧˩ˬ˯ˬˢ ,˱˯ˣˮ˟

˪ ˢ˶˟˥ˢ ˪˷ ˶˧˷˧ ˶˷˵πAPT41 Φ ˸˴ˣ˟˵ˢ ˫˧˲˵ˣ˸ˢ ˸˧˸ˬ˴˰ˬˢ ˸˧ˮ˧˯ˢ.ˢ˴ˬ˷˪ ˢ˰ˣˡ˧ 

 ˱˧˪ˡˬˢˢ ˢ˪˰ ˭ˣ˟˷˥˪ ˫˧˩ˬ˯ˬˢ ˪˪˩ ˸˞GitHub  ˫˷˟I-S00N˭˩ˬ ˶˥˞˪ ˶˴˵ ˭ˬˤ ˵˶˲ ˵˥ˬˮ ˢˤ ˨˞ , .

,˸˞ˤ ˫˰ ) ˣ˸˪ˣ˩˸ ˸˞ ˡ˧˶ˣˢ˪ ˣ˵˧˲˯ˢ ˫˧˟˶˸ˣ˪˰ˢ˪ˣ  ˸˧˪ˠˮ˞˪ ˢˮˣ˩ˬ ˫ˣˠ˶˸ ˫˰ ,˸˧ˮ˷ ˣ˸ˣ˞-  ˞ˬˠˣˡ˪

˪˭˞˩˩ ˸˪˪ˣ˩ ˞˧ˢˣ (-180 ˪˷ ˯ˣ˥ˡ ˟"ˬ ˢ˶˟˥ˢ ˢˮ˟ˬ ,ˢ˧˸ˣ˶˧˷ˣ ˢ˶˟˥ˢ ˧˶˴ˣˬ ˪˰ ˭˩˸ ˧˩ˬ˯ˬ˸ˣˮˣˬ˸ , ,

˸ˣˠ˴ˬ) ˡˣ˰ˣ ˢ˶˟˥ˢ ˪˷ ˸ˣ˧ˬ˧ˮ˲ ˪˧˧ˬ ˸ˣ˧ˣ˟˸˩˸ˢ ,ˣ ˧˸ˮ˟ˢ ˟˦˧ˬ˪-  ˸˪˪ˣ˩ ˞˪ ˢ˲˧˪ˡˢˡˣ˵ ˧˰˦˵  ˭˩ˣ˸ ˣ˞

˧˶˞ˮ˧˟( ,ˢ˲˷ˢˣ ˭˩ˣ˸ˢ ˪˷ ˪ˡˣˠˢ ˸˞˲ˬ . ˢˬ ˪˷ ˫˧ˬˣ˩˧˯ ˡˣ˰ˣ ˡˣ˰ ˣ˞˴˧˧ ˢ˟ˣ˶˵ˢ ˢ˲ˣ˵˸˟˷ ˨˧˶˰ˬ ˧ˮ˞

ˡ˷˪˶ˣ˵ˬ ˢˮ˧ˢ ,˭˧˧ˮˣ˰ˬ˷ ˧ˬ˪ ,˫˧˧˸ˮ˧˟ .˪˪ˣ˩ ˪"ˮˢ ˰ˡ˧ˬˢ ˱ ˸˴˵ ˡˣ˰ˣ ˱˪ˡ˷ ˢˬˬ ˵˪˥ ˶˵˯ˬ˷: 

https://blog.bushidotoken.net/2024/02/lessons-from-isoon-leaks.html 

 ˸˥˞˟ ˢ˞˶ˮ˩ ˶˟ˣˡˬ ,˧ˮˣ˶˩ˤ ˟˦˧ˬ˪ ˸˪˷ˬˬ˪ ˰ˠˣˮˢ ˪˩˟ ˢ˷˥˶˸ˢ˷ ˶˸ˣ˧˟ ˢ˪ˣˡˠˢ ˫˧˩ˬ˯ˬˢ ˸˲˧˪ˡˬ

 ˭˧˯˟.˶˟˧˧˯ˢ ˫ˣ˥˸ ˮˬˣ˞ ˧˰ˣ˶˧˞ ˣˬ˩ ˪ˡˣˠ ˶ˡ˯ ˣ˸ˣ˞˟ ˞˪ ˫-sShadowBrokers ˰ˣ˶˧˞ ˦˪˥ˢ˟ ˨˞ ,

.ˣ˪˞˷ˮ˷ ˣˮ˰ˬ˷ ˞˪ ˫˪ˣ˰ˬ˷ ˸ˣ˪˞˷˪ ˸ˣ˟ˣ˷˸ ˡˣ˞ˬ ˢ˟˶ˢ ˵˲˯˧ ˢ˞˶ˮ˩˷ ˧˸ˣ˰ˬ˷ˬ 

˧ˠˣ˪ˣˮ˩˦ ˸ˣ˷ˡ˥ ˶˸˞ ˦˰ˬ˩ ˭˧˞ s ˸ˣ˶ˣ˵ˬˢ ˪˷ ˦˪˥ˣˬˢ ˟˶˟ˣ ,ˣ˧˪˰ ˶˲˧˯ˣ ˰ˣ˶˧˞ˢ ˸˞ ˶˵˧˯ ˞˪˷ ˣˮˡ

.˱˧˪ˡˬˢ ˪˷ ˣ˸ˣˢˤ ˸˪˞˷˟  ˸ˣ˶˰˷ˢ˷˧˸˞˶˵  ˧˪ˣ˞˷ ˣ˧ˢ ˢ˩ ˡ˰˶ˬ˶ˣˬˬ ˡ˟ˣ˰ ˪˷ ˢˬ˵ˮ˟ ˶˟ˣˡˬ ˧˩ ,

ˬ ˸ˣ˧ˬ˧ˮ˲ˢ ˸ˣ˥˧˷ˢ ˢ˪ˣ˰ ˣ˲˪ˡ˷˫ˢ˪˷ ˸ˣ˶ˣ˩˷ˬˢˬ ˫˧˴ˣ˶ˬ ˞˪ ˫˧ˡ˟ˣ˰ˢ˷,  ˧˪ˣ˞˷ ˣ˞ ˪ˣˠ˧˶˟ ˶˟ˣˡˬ

https://en.wikipedia.org/wiki/Double_Dragon_(hacking_group)
https://github.com/soufianetahiri/Anxun-isoon
https://blog.bushidotoken.net/2024/02/lessons-from-isoon-leaks.html
https://en.wikipedia.org/wiki/The_Shadow_Brokers
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 ˧˵˯˰ˣ˲˪ˡ ˫˧˩ˬ˯ˬˢˣ  ˢ˶˟˥ ˧"˰ˢ˶˥˸ˬ ˸˧˦˶˲,  ˸˞˴ˣ˸ ˞˧ˢ ˢ˪ˣ˰˲ˢ˷ ˧˪ˣ˞ ˣ˞ ˶˟ˣˡˬˣ ˷ˬˬ ˪˷ ˪ˣˠ˧˶

ˢ˪ˣ˰˲˟ ˢ˟˧˶˧ ˸ˬ˴˰ˬ ˪˷ . 

 ,ˢ˰ˣ˦ ˧ˮ˞˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧˨˞ ˟˰ˢ ˭˥˟ˬ ˧˲˪˫˧˪˧˟˵ˬ ˫˧˰ˣ˶˧˞ ˪˰ ˦˟ˬˣ ˶ )ˢ ˣˬ˩-ShadowBrokers  ˣ˞ ˱˪ˡ

ˢˬ ˰ˡ˧ˬˢ-nNTC Vukla ˨˶ˡ .ˢ˟ˣ˷˸ˢ ˸˞ ˢ˧˪˰ ˰ˡˮ ˞˪˷ ˫ˣ˥˸˟ ˸˲˯ˣˮ ˢ˪˞˷ ˢ˧ˢ˸ ˢ˞˶ˮ˩ ˸˞ˤ ,(

 ˞˵ˣˣˡ ˫˯˶ˣ˲ ˢˤˢ ˰ˡ˧ˬˢ ˢˬ˪ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ ˞˧ˢ ˢˤˢ ˰ˣ˶˧˞ˢ ˪˰ ˪˩˸˯ˢ˪ ˭˧˧ˮ˰ˬ ˧˸˰ˡ˪˷ ˸˶˥˞˸˰˩ .

˷ ˯˶˦ˮ˧˞ ˷˧ ˧ˬ˪?˶ˣ˞ ˢ˞˶˧ ˢˤˢ ˰ˡ˧ˬˢ ˪˩ ˸˰˩ ˞˵ˣˣˡ 

 ˸˧˧˷˶˲ ˞˧ˢ ˨˩˪ ˢ˟ˣ˦ ˞ˬˠˣˡRussiagate  ˪˰ ˷ˬˬ ˸˧˶˟˰˟ ˸˞ˤˢ ,˸˧˪ˠˮ˞ˢ ˢ˯˶ˠˢ ˪˰ ˡˣ˞ˬ ˳˧˪ˬˬ)

 (˫˧ˮ˲ˢ˧˸ˣ˧ˣ˲˰˸˯ˢ ˪˪˷ ˪˰ s˫˧ˮ˷ˢ ˨˪ˢˬ˟. ˪ ˣ˲˪ˡ ˶˷˞˩ ˢ˪˥ˢ ˢ˧˧˷˶˲ˢ-Wikileaks  ˢ˦ˬˬ ˫˧˩ˬ˯ˬ

˟ ˡˣ˰ ˭ˣ˦ˮ˧˪˵ ˧˶˪˧ˢ ˪˷ ˸ˣ˶˧˥˟ˢ-2016  ˪˷ ˸˧ˬ˧ˮ˲ˢ ˸ˣ˪ˢˮ˸ˢˢ ˪˰ ˰ˡ˧ˬ ˣ˲˷˥ˣ ˸ˡˬ˰ˣˬˢ ˸˞ ˣ˷˧˲˩ˢˣ

 ,˭˩ˬ ˶˥˞˪ ˫˧ˮ˷ ˶˲˯ˬ˩ ,˸˞ˤ ˫˰ .˸ˣ˶˧˥˟ˢ ˢ˦ˬˢ ˪˷ ˥"ˣˡ-FBI  ˢ˧˯ˣ˶˷ ˸˧˰ˬ˷ˬ ˡ˥ ˰˟˵ ˸˞ˤ ˢ˸˧˧ˢ

˪ ˢ˸˪˰ˢ˷-Wikileaks ˣˠ˷ˣˢ ˫ˢ .˫˧˩ˬ˯ˬˢ ˸˞  ,˭ˣ˦ˮ˧˪˵ ˪˷ ˸ˣ˶˧˥˟ˢ ˢ˦ˬ ˧˟˷˥ˬ ˪˷ ˢ˲˧˵˸ ˧"˰

˸ˣ˶˧˥˟˟ ˸ˣ˩ˤ˪ ˲ˬ˞˶˦˪ ˫ˣ˶ˠ˪ ˢ˶˦ˬ˟ˣ˶˲ ˢ˧ˢ˷ ,-.ˢ˲ˣ˵˸ˢ ˢ˸ˣ˞˟ ˢ˧˯ˣ˶  ˲ˬ˞˶˦ ˨˷ˬˢ˟ ,˟ˠ˞

 ˧˶˷˵ˢ˟ ˢ˧˯ˣ˶ ˫˰ ˢ˪ˣ˰˲ ˱ˣ˸˧˷ ˪˰ (ˢ˶˧˵˥ˢ ˨˪ˢˬ˟ ˣ˶˵˧˷˷ ˣˡˣˢ ˱˞ ˫˵˪˥ˣ) ˣ˶˵˥ˮ ˣ˧˴˰ˣ˧ˬ ˶˲˯ˬˣ

.ˢ˧˧˷˶˲ˢ 

˩ ,ˢ˪˧˥˸˟˩˷ ˭˟ˣˬ ˫˯˶˲˸ˬ ˢ˧ˢ ˥"ˣˡˢ ˫˞ ˨˞ ,˫˧˶˵˯˟ ˡˣ˞ˬ ˢ˰ˠ˲ˮ ˭ˣ˦ˮ˧˪˵ ˫˧˩ˬ˯ˬˢ ˣˬ˯˶ˣ˲ ˶˷˞

 ˧ˮ˲˪ ˡ˰ˣˬˣ ˸ˣ˶˧˥˟ˢ˭˟ˣˬ ˢ˧ˢ  ˡ˰ˣˬ˟ ˞˵ˣˣˡ ˫˧ˬ˯˶ˣ˲ˬ ˫ˢˣ ˫˧ˬˣ˯˶˲ˢ ˧˶ˣ˥˞ˬ ˸ˡˬˣ˰ ˢ˧˯ˣ˶ ˧˩ ˶ˣ˟˧˴˪

 ˸˞ˤˢ ˢˡ˟ˣ˰ˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ ˢ˧ˢ ˭ˣ˦ˮ˧˪˵ ˪˷ ˸ˣ˶˧˥˟ˢ ˢ˦ˬ˷ ˢ˞˶ˮ˩ ,˫˧˯ˣ˶ˢ ˪˷ ˦˯˶˦ˮ˧˞˩ ˢˤˢ

ˢ ˪˷ ˥"ˣˡˢ ˪˷ ˫ˣ˯˶˲ˢ ˪˰ ˫ˠ ,˟ˠ˞ .ˢ˸ˣ˩ˤ˟ ˸ˣ˶˧˥˟˟ ˥˴ˮ˪ ˱˞ ˧˪ˣ˞ˣ ˣ˸˟ˣ˦˪-FBI ˟-2019  ˶˷˲˞

˵ˣˣˡ ˫˯˶ˣ˲ ˞ˣˢ ˢˬ˪ ˪ˣ˞˷˪.˯˶˦ˮ˧˞ˢ ˢ˧ˢ ˧ˬ˪ˣ ˤ˞ ˞ 

.˭ˣˬˤ˸ ˪˷ ˭˧˧ˮ˰ ˢˤ ˪˩ˢ ,˱ˣ˯˟ ˧˩ 

 ˢ˧ˢ˧˷ˣ!ˢ˥˪˴ˢ˟ ˣˮ˪ˣ˩˪ 

 ,˭˟ˣˬ˩ˣˢˡˣ˸  ˸˧˵ˮ˰ ˪˩˪˫˧˟˸ˣ˩ˢ .ˢˤ ˭ˣ˧˪ˠ˪ ˫˧˶ˬ˞ˬ ˟ˣ˸˩˪ ˫ˮˬˤˬ ˣˮ˲˸ˢ˷ ˪ ˢ˟˶ ˢˡˣ˸˶˴˶ˣˣ˷ ˣˡ˧˰ ,

˪ ˢ˟˶ ˢˡˣ˸˧˵˯˵ ˧˪˞ x˪ ˢ˟˶ ˢˡˣ˸˶˷˧˲ ˱˯˞! 

ˢ˞˧˶˵ ˢˬ˧˰ˮ, 

   ˵˧˲˞ ˪˞˧˦˯˵  

https://en.wikipedia.org/wiki/Vulkan_files_leak
https://en.wikipedia.org/wiki/Russian_interference_in_the_2016_United_States_elections
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¢ƻŘŘƭŜǊΩǎ .ƻǘǘƭŜ -  ˭ˣ˶˸˲˵˪˥ ˞' 

˸˞ˬ ˣˡ˧˰ ˶˴˶ˣˣ˷ 

 

0x00 

˫˞ ˫˸˞ ˫˧˵˯˰˸ˬ x˞ ˫˸˵˯˰˸ˢ ˶˟˰˟ ˟πbinary exploitation ˫˸˞ ˪˩˩ ˢ˞˶ˮˢ ˫˧˶˧˩ˬ ˸˞ ˶˸˞ 

˫˧˶ˠ˸˞ˢ pwnable.kr x˞ ˣ˧ˣˮ˧˩˟Ϧ Υ˪˟˞ˮˣ˲" Φ˶˸˞ ˢˤ ˞˧˟ˬ ˣˮ˪ ˸ˣ˶˷˰ ˫˧˶ˠ˸˞ ˫˧ˮˣˣˠˬ ˢˬ˶ˢˬ ˧˩ˢ ˸˧˯˧˯˟ 

ˡ˰ ˢˬ˶ ˢˬˡˬ˷ ˸ˣ˷˪ˣ˥ ˸ˣ˧˸˧ˬ˞ ˣ˞˴ˬˮ˷ ˶˟˰˟ Φ 

˶ˬ˞ˬ˟ ˢˤ ˠ˧˴˞ ˸˞ ˨˶ˡ ˢ˟˧˷˥ˢ ˸ˣˮˣ˶˸˲ˢˣ ˧˪˷ ˪πsection ˭ˣ˷˞˶ˢ ˶˸˞˟ Σπstoddler's bottle Φ˸ˣˢˬ 

˫˧˶ˠ˸˞ ˢ˪˞ ˞˧ˢ ˠ˧˴ˢ˪ ˫˧˦˲˯ˮˣ˵ ˫˧˧˯˧˯˟ ˫˪ˣ˰˟ sπbinary exploitation ˨ˣ˸ ˧ˡ˩ ˢ˧˧˷˰Φ 

 

˨˧˞ ˫˧˪˧˥˸ˬΚ 

˭˲ˣ˞˟ ˧˷˧˞ Σ˧˸˲˷˥ˮ ˶˸˞˪ ˶˷˞˩ ˢ˧ˢ ˧˪ ˰ˡ˧ ˧˯˲˞ ˪˩˟ ˶ˣ˷˵ˢ ˪πbinary exploitation ˧˪˪˩˟ˣ ˸ˣ˲˷ low 

level Φ˧˸ˡˬ˪ ˨ˣ˸ ˧ˡ˩ ˢ˧˧˷˰ˢ ˪˷ ˫˧˶ˠ˸˞ˢ Φ˸˶ˤ˰˟ ˸˞˧˶˵ ˫˧ˠˣ˪˟ ˸ˣˮˣ˶˸˲ˣ ˪˷ ctfπ˫˧ ˫˧ˬˣˡ 

ύpwnable.tw, pwnable.xyz, picoCTFΦό ˨˞ ˧˲˪ ˧˸˰ˡ ˧˞ˡ˩ ˞ˣ˟˪ ˧ˮ˲˪ ˫˰Υ 

мΦ ˢ˟˧˸˩ ˢˮ˟ˢˣ ˢ˟ˣ˦ ˟πC  

нΦ ˢˮ˟ˢ ˪˷ Assembly x86 ύ˫ˠ ˰ˡ˧ ˟πARM ˞˪ ˵˧ˤ˧ ˶ˠ˸˞˪ ϦlegόϦ 

оΦ ˸˰ˡ˪ ˟ˣ˸˩˪ ˫˧˦˲˧˶˵˯ ˭ˣ˸˧˧˲˟ Σ˱˯ˣˮ˟ ˳˪ˬˣˬ ˶˧˩ˢ˪ ˸˞ ˢ˧˧˶˲˯ˢ wntoolsP 

˱˯ˣˮ˟ Σ˧ˮ˞ ˳˧˪ˬˬ ˨ˣ˸ ˧ˡ˩ ˸˶˧˸˲ ˫˧˶ˠ˸˞ˢ ˪˩˸˯ˢ˪ ˸˶ˡ˯˟ ˟ˣ˧˦ˣ˧ˢ ˪˷ liveoverflow ˪˰ inaryB

xploitationEΦ 

 

https://docs.pwntools.com/en/stable/
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
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˫˧˪˩ ˫ˢ˟˷ ˷ˬ˸˷ˮΥ 

¶ GDB ύGNU DeBugger όπ ˶ˠ˞˟˧ˡ ˯˯ˣ˟ˬ command-line ˠˣ˟˧ˡ˪ ˫˧˩˧˪ˢ˸ ΦGDB ˶˷˲˞ˬ ˠ˟ˡ˪ ˨˧˪ˢ˸ Σ

˶˟˥˸ˢ˪ ˨˧˪ˢ˸˪ ˳˶ˢ Σ˸ˣ˲˴˪ ˨ˣ˶˰˪ˣ ˸˞ ˭ˣ˶˩˧ˤˢ ˫˧˶˦˯˧ˠ˶ˢˣ Σ˰ˣ˴˧˟ Disassembling ύ˸˩˧˲ˢ ˡˣ˵ 

ˢˮˣ˩ˬ ˧˪˟ˬ˯˞˪ Σό˸˟˴ˢ ˸ˣˡˣ˵ˮ ˢ˶˧˴˰ ύBreakpoints Φό˸ˣˡˣ˵˲ˢ ˨˶˦˴ˮ˷ ˸˰ˡ˪ ˟˪˷˪ ˢˤˢ ˸ˣ˞˴ˬˮ 

˫˧˲ˡ˟ ˫˧˞˟ˢ. 

¶ ύIDA (free π ˧˪˩ ˸˶ˤ˰˟˷ ˪˩ˣˮ ˸ˣ˷˰˪ Decompile ˫˧˴˟˵˪ ύ˶˧ˬˬ ˣˮ˪ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˡˣ˵˪ C Σό˪˩ˣˮ 

˸ˣ˞˶˪ function tree Σ˪˩ ˧ˮ˧ˬ subviews ˡˣ˰ˣ ˢ˟˶ˢ ˫˧˷ˣˬ˧˷ ˫˧ˮˣˣˠˬ π ˶ˣ˷˧˵ ˢˡ˶ˣˢ˪Φ 

 

FD - 0x01 

˶ˠ˸˞ˢ ˭ˣ˷˞˶ˢ ˣˮ˪˷ Ηˣ˞ˣ˟ ˪˧˥˸ˮΥ 

άaƻƳƳȅΗ ǿƘŀǘ ƛǎ ŀ ŦƛƭŜ ŘŜǎŎǊƛǇǘƻǊ ƛƴ [ƛƴǳȄΚέ 

˶˥˞˪ ˣˮ˞˶˵˷ ˸˞ ˢˬ ˣ˟˸˩˷ ˣˮ˪ Σˡˣ˰ˣ ˧ˮ˲˪ ˶˟˥˸ˮ˷ ˢˮˣ˩ˬ˪ Σˣ˞ˣ˟ ˢ˯ˮˮ ˭˧˟ˢ˪ ˢˬ ˢˤ file descriptorΥ 

file descriptor x˞ ˢ˶˴˵˟ fd ˞ˣˢ ˶˲˯ˬ ˢˢˤˬ ύidentifier ό˭˸˧ˮ˷ ˨˧˪ˢ˸˪ ˪˰ ˧ˡ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧ˡ˩ 

ˠ˴˧˧˪ ˳˟ˣ˵ x˞ ˫˶ˤ ˫˧ˮˣ˸ˮ Φ-sfdπ˫˧ ˧˩ˢˢ ˫˧˶˩ˣˬ л Σм Σн π stdin, stdout, stderr ˢˬ˞˸ˢ˟ Φ˶˷˞˩ л ˠ˴˧˧ˬ 

˦˪˵ ύ˸˩˶˰ˬˢ ˢ˲˴˸ ˦˪˵˪ ˡ˴ˬ ˷ˬ˸˷ˬˢ Σ όм ˠ˴˧˧ˬ ˦˪˲ xπн ˠ˴˧˧ˬ ˢ˞˧ˠ˷ Φˢ˞˧˶˵˪ ˸˲˯ˣˮ. 

˸˰˩ ˶˟˥˸ˮ ˢˮˣ˩ˬ˪ ,˶˥˞˪ ˸˴˶ˢ ls -la ˢ˞˶ˮ ˸˞ ˶˟ˡˢ ˞˟ˢΥ 

 

ˢ˞˶ˮ ˪˩ˢ˷ ˣˬ˩ ˣˮ˧˲˧˴˷ ύˣ˞˶ ˸˥˸ ˸˶˸ˣ˩ˢ Ϧˢˬ ˱˸ˣ˷ˬ ˪˩˪ ˫˧˶ˠ˸˞ˢΦόϦ 

  

https://darkdust.net/files/GDB%20Cheat%20Sheet.pdf
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://www.computerhope.com/jargon/f/file-descriptor.htm#std
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˯˧˲ˡˮ ύx˞ ˶˧˟˰ˮ ˣˮ˧˪˞ ˥˸˲ˮˣ ˨˶ˣ˰˟ ˦˯˵˦ˢ ˱ˡ˰ˣˬˢ ˣˮ˧˪˰ ό˸˞ fd.cΥ 

 

ˣ˞ˣ˟ ˢ˯ˮˮ ˭˧˟ˢ˪ ˢˬ ˡˣ˵ˢ ˢ˷ˣ˰ Φ˧ˮ˲˪ ˸˧˧˴˵ˮˣ˲ main ˫˧˶˧ˡˠˬ ˸˞ ˳˴ˣ˥ˢ ύbuffer ό˸ˣ˧ˢ˪ он ˫˧˸˟ Σ˶˥˞˪ 

˭˩ˬ ˢ˞˶ˮ ˧˩ main ˸˪˟˵ˬ ˸˞ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˟˧˦ˬ˶ˣˮˢ ˢ˪˷ Φ˶˷˧˧ˮ x˵ ˢ˶˴˵˟ Υ 

мΦ int argc π ˶˲ˣ˯ ˸˞ ˸ˣˬ˩ ˫˧˶˦ˬ˶˲ˢ ˣ˯ˮ˩ˣˢ˷ ˢ˧˴˵ˮˣ˲˪ Σ˶˷˞˩ ˫˴˰ ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ ˞˧ˢ ˶˦ˬ˶˲Φ 

нΦ char* argv ώϐπ ˭˯˥˞ˬ ˨˶˰ˬ˟ ˸ˣˤˣ˶˥ˬ ˸˞ ˪˩ ˫˧˶˦ˬ˶˲ˢ ˣ˯ˮ˩ˣˢ˷Φ 

оΦ char* envp π ˠ˴˧˧ˬ ˸˞ ˫˧ˮ˸˷ˬˢ ˫˧˧˸˟˧˟˯ˢ Σ˞˪ ˧˦ˮˣˣ˪˶ ˶ˠ˸˞˪ ˢˤˢΦ 

˶˥˞˪ ˭˩ˬ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˧ˮ˩ˣ˸ˢ˷ ˸˷˵˟ˬ ˦˪˵ Φ˶˥˞ ˨˩ Σ˶˦ˬ˶˲ˢ ˣˮ˯ˮ˩ˢ˷ ˶˯˶ˣ˲ˬ ˪πint ύˢˡ˧ˬ˟ ˦˪˵ˢˣ 

˞˪ ˭˧˵˸ ˨˶˰ˢ ˢ˧ˢ˧ ˢˣˣ˷ ˪πл Φόˣˮ˥ˮ˞ ˣˮ˟ˢ ˶˷˞˩˷ fd ˢˣˣ˷ ˪πл ˸˧ˮ˩ˣ˸ˢ ˸˪˟˵ˬ ˦˪˵ Σˤ˞ ˧˪ˣ˞ ˨˶˦˴ˮ 

˯˲˞˪ ˣ˸ˣ˞ Κ˱ˣ˯˟˪ ˭˸˧ˮ ˭˧˟ˢ˪ ˢˡ˧ˬ˟˷ xπfd ˢˣˣ˷ ˪πл ˤ˞ ˭˸˧ˮ ˟ˣ˸˩˪ ˨ˣ˸˪ ˳˴ˣ˥ˢ Σˢˡ˧ˬ˟ˣ ˳˴ˣ˥ˢˣ ˢ˧ˢ˧ 

˪ˣ˵˷ ˪πϦLETMEWIN Ϧˤ˞ ˪˟˵ˮ ˸˞ ˪ˠˡˢΦ 

˰ˠ˶ Σ˨˧˞ ˭˸˧ˮ ˯˲˞˪ ˸˞ fd Κ˪˩˸˯ˮ ˟ˣ˷ ˡˣ˵˟ ˢ˞˶ˮˣ ˫˧˶˯˥ˬ˷ ˶˦ˬ˶˲ˢˬ ˣˮ˪˷ ˸˞ ˶˲˯ˬˢ лxмноп Σ

˰ˬ˷ˮ ˪˩˷ ˢˬ ˣˮ˧˪˰˷ ˸ˣ˷˰˪ ˞ˣˢ ˯˧ˮ˩ˢ˪ ˸˞ ˶˲˯ˬˢ ˢˤˢ Σπsfd ˯˲˞˸˧ ˤ˞ˣ ˪˩ˣˮ ˟ˣ˸˩˪ ˢ˧˴˵ˮˣ˲˪ ˢˬ 

ˢ˴˶ˮ˷Φ 

˪˩ ˶˸ˣˮ˷ ˸ˣ˷˰˪ ˞ˣˢΥ 

мΦ ˞ˣ˴ˬ˪ ˨˶ˡ ˯˲˞˪ ˸˞ ˢˮ˸˷ˬˢ fd 

нΦ ˶˥˞˪ ˣˮ˰ˠˢ˷ ˢˤ˪ ˡ˧˪˵ˮ ˸˞ LETMEWINΦ 

˫˞ˢ ˫˸˯ ˯˧ˮ˩ˢ˪ ˶˦ˬ˶˲˩ Ϧмноп0x Ϧˡˣ˟˰˧ Κ˭˟ˣˬ˩ ˞˪˷ Σ˶˷˞˩ ˶˧ˬˮ ˣ˸ˣ˞ ˪πint ˪˟˵ˮ ˢ˞˧ˠ˷ Σ˞ˣˢˣ ˯˲ˣ˞˧ 

˭˩˪ ˶˧ˬˮ ˸˞ ˨˶˰ˢ ˧˪ˬ˧˴ˡ˯˵ˢˢ ˧˪ˬ˧˴ˡ˪ ˪˟˵ˮˣ псслΦ 
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ˢ˯ˮˮ ˰˴˟˪ ˸˞ˤ ˸˰˩Υ 

 

˪ˠˡˢΥ 

mommy! I think I know what a file descriptor is!! 

˸˰˩ Σ˰ˠ˶ ˧ˮ˲˪ ˣˮ˥ˮ˞˷ ˫˧˶˟ˣ˰ ˶ˠ˸˞˪ ˞˟ˢΣ ˷ˬˬˮ ˸˞ ˢˤ ˭ˣ˸˧˧˲˟ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˶˲˯ˢ pwntoolsΥ 

 

˳˧˶ˮ ˢ˞˶ˮˣ ˫ˠ˷ ˢ˲ ˣˮ˪˟˧˵ ˸˞ sπflagΦ 

 

collision - 0x02 

˟˪˷ ˭ˣ˷˞˶Υ 

ά5ŀŘŘȅ ǘƻƭŘ ƳŜ ŀōƻǳǘ Ŏƻƻƭ a5р ƘŀǎƘ Ŏƻƭƭƛǎƛƻƴ ǘƻŘŀȅΦ L ǿŀƴƴŀ Řƻ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ ǘƘŀǘ ǘƻƻΗέ 

ˢˬ ˢˤ md5 hash Κˢˬ ˢˤ ˶ˬˣ˞ ˸ˣ˷ˠˮ˸ˢ ύcollision ό˪˷ ˢˤ Κ˭˧˧ˮ˰ˬΧ ˰ˬ˷ˮ ˡ˪˧ˢ˷ ˨˪ˣˢ ˷ˬˬ˪ ˣˢ˷ˬ 

ˣ˸ˣ˞˟ ˭ˣˣ˧˩ˢ Σ˪˧˥˸ˮ ˶ˣ˵˥˪Η 

˪˧˥˸ˮ ˭˧˟ˢ˪ˬ ˢˬ ˢˤ HashΥ 

˸˧˧˴˵ˮˣ˲ ˟ˣ˟˧ˠ ύhash όπ ˞˧ˢ ˢ˪ˣ˰˲ ˢ˟˷ ˫˧˥˵ˣ˪ ˳˟ˣ˵ ˰ˡ˧ˬ ˫˧ˣ˯ˬ ύ˶˷˞˩ ˭˧˞ ˢ˪˟ˠˢ ˨˶ˣ˞˪ ˣ˪˷ ό

˫˧˪˧˰˲ˬˣ ˣ˧˪˰ ˸˞ ˢ˧˴˵ˮˣ˲ˢ Σ˦˪˲ˢ ˭˸˧ˮˢ ˞ˣˢ ˸ˤˣ˶˥ˬ ˫˧˦˧˟ ˨˶ˣ˞˟ ˰˟˵ˮ˷ ˷˞˶ˬ Φ˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ ˶˸ˣ˧ Σ

ˢ˧˴˵ˮˣ˲ˢ ˸˥˵ˣ˪ ˪˩ ˶˟ˡ ˸˩˲ˣˢˣ ˣ˸ˣ˞ ˦˪˲˪ ˨˶ˣ˞˟ ˰ˣ˟˵ Φˤ˞ ˢˬ ˡ˥ˣ˧ˬ ˢˤ˟ Κˢ˟˧˯ˢ ˢ˪˪ˠ˟˷ ˸˧˧˴˵ˮˣ˲ 

˟ˣ˟˧ˠ ˞˧ˢ ˪˩ ˨˩ ˸˧˷ˣˬ˧˷ ˢ˴ˣ˲ˮˣ ˞˧ˢ ˧˩ ˞˧ˢ ˢˮ˲˴ˢ ˡ˥ ˸˧ˮˣˣ˧˩ Σ˫˞ ˞˧˟˞ ˫˩˪ ˦˪˲ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˞˪ ˣ˪˩ˣ˸ 

˸˰ˡ˪ ˢˬ ˧˸˟˸˩Φ 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ ˪˰ hash Σ˫˧˷ˣˬ˧˷ˢ ˣ˪˷ Σ˶˵˧˰˟ˣ Hash Collison ˳˧˪ˬˬ ˞ˣ˶˵˪ ˸˞ s˶ˬ˞ˬ ˪˷ ˵˧˲˞ 

˪˞˧˦˯˵  ˡˠˣ ˧˳˧˟ˣ˶ˡˮ˯˩˪˞' ˞˷ˣˮ˟ . 

https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
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˸˰˩ Σ˶˴ˣˮ ˟˴ˬ ˧˸˧˧˰˟ ˶˷˞˩ ˷˧ ˱ˣ˯ˮ˧˞ ˸ˣ˧ˣ˶˷˲˞ ˪˷ ˫˧˦˪˵ ˸ˣˬ˩ˣ ˸˪˟ˠˣˬ ˪˷ ˫˧˦˪˲ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ 

˭˲ˣ˞˟ ˢˤˢ ˱˧˧ˤ˪ ˸˞ sπhash Σ˞ˣ˴ˬ˪ ˦˪˵ ˢ˞˴ˣ˸ˢ˷ ˣ˪˷ ˢ˧ˢ˸ ˢˢˤ ˦˪˵˪ ˡ˰ˣ˧ˬˢ ˨˩˟ˣ Ϧˣˮ˧ˬ˧˶ Ϧ˸˞ 

˸˩˶˰ˬˢΦ 

˟˪˷ ˧ˮ˷Υ 

 

˪˩˸˯ˮ ˪˰ ˸˧˧˴˵ˮˣ˲ main ˢ˶˦ˬ˟ ˣˮ˧˪˰˷ ˰˧ˠˢ˪ ˢ˶ˣ˷˪ нр ˯˧˲ˡ˸˷ ˣˮ˪ ˸˞ ˪ˠˡˢ Σ˭˧˟ˮ ˨˶˦˴ˮ˷ ˯˧ˮ˩ˢ˪ 

˸ˣ˥˲˪ ˧ˮ˷ ˫˧˶˦ˬ˶˲ Σ˶˷˞˩ ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ύ˶˧˩ˤˬ ˧˩ ˭ˣ˷˞˶ˢ ˞ˣˢ ˫˴˰ ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ ό˨˶ˣ˞˟ ˪˷ нл 

˫˧˸˟ Φ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˢˣˣ˷ˬ ˢˮ˸˷ˬ ˰ˣ˟˵ ˫˷˟ hashcode ˢ˞˴ˣ˸˪ ˪˷ ˸˧˧˴˵ˮˣ˲ check_password ˪˰ 

˶˦ˬ˶˲ˢ ˣˮ˪˷Φ 

 ˢ˯ˮˮ ˭˧˟ˢ˪ ˢˬ ˢ˧˴˵ˮˣ˲ˢ check_password ˢ˷ˣ˰ Φ˶˷˲˞ ˡ˧ˠˢ˪ ˡ˪˧ˢ˷ ˢ˯ˮˬ ˷ˬˬ˪ ˠˣ˯ ˦ˣ˷˲ ˪˷ hash 

ˣˬ˩ ˶ˬ˞˷ ˢ˷˰˧˷ ˤˬ˶˟ Σˢ˯ˮˮ ˭˧˟ˢ˪ ˨˧˞ ˞ˣˢ ˡ˟ˣ˰ π ˞ˣˢ ˶˧ˬˬ ˸˞ p ˪πint ˶˴ˣ˧ˣ ˨˶˰ˬ ˫˧˰˧˟˴ˬ 

ύpointers ό˸˥˸ ˢˮ˸˷ˬˢ ip ˶˷˞˩ p ˞ˣˢ ˶˟˧˞ˢ ˭ˣ˷˞˶ˢ ˨˶˰ˬ˟ Φ˶˥˞ ˨˩ Σˢˮ˸˷ˬˢ res ˫˩ˣ˯ ˸˞ ˸˷ˬ˥ 

˫˧˶˟˧˞ˢ ˫˧ˮˣ˷˞˶ˢ ˟πip Σ˶ˤ˥ˣˬˣ ˢ˴ˣ˥ˢ Φ˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ ˶˸ˣ˧ Σˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˸˞ ˦˪˵ˢ ˣˮ˪˷ Σ

˸˵˶˲ˬ ˣ˸ˣ˞ ˷ˬ˥˪ ˸ˣ˩˧˸˥ ˸ˣˣ˷ ˶˷˞˩ ˨˩ ˸˥˞ ˭ˢˬ п ˫˧˸˟ Σˤ˞ˣ ˢ˶˧ˬˬ ˸˞ ˫˧˩˶˰ˢ ˫˧˧˪ˬ˴˧ˡ˯˵ˢˢ 

˫˧˪ˬ˧˴ˡ˪ ˸ˬ˩ˣ˯ˣ ˫˸ˣ˞Φ 
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˥˧ˮˮ ˧˩ ˣˮ˯ˮ˩ˢ ϦмϝϦнл Σˢˬ ˢ˶˵˧Κ 

 

ˤ˞ ˣ˞ˣ˟ ˢ˯ˮˮ ˸˩˪˪ ˱ˣ˯ˢˬ ˢ˪˥˸ˢ˪ Σ˦˪˲ˢ ˧˲ˣ˯ˢ ˶ˣˬ˞ ˸ˣ˧ˢ˪ рсуΣмопΣмнп ύhashcode ˶ˬˣˬ ˧˪ˬ˧˴ˡ˪ Φό

ˢ˯ˮˮ ˵˪˥˪ ˸˞ sπhashcode ˷ˬ˥˟ Σ˶˷˞˩ ˪ˠ˰ˮ ˣ˸ˣ˞ ˢ˦ˬ˪ Σ˸˞ˣ ˸˧˶˞˷ˢ ˱˧˯ˣˮ ˸˧˟˟ ˭ˣ˶˥˞ˢΥ 

 

num1 = 113626824, numн  Ґммоснсуну Φπspayload ˣˮ˪˷ ˢ˧ˢ˧ ˦ˣ˷˲ num1*4 + numн Φ˟ˣ˸˩ˮ 

˦˲˧˶˵˯ ˫˧˞˸ˬΥ 

 

ˣˮ˪˟˧˵ˣ ˸˞ sπflagΥ 

daddy! I just managed to create a hash collision :) 
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bof - 0x03 

"Nana told me that buffer overflow is one of the most common software vulnerability. Is that 
true?" 

˧˲˪ ˢ˧ˡ˲˧˵˧ˣ Σ˸˷˧˪ˠ ˳˴ˣ˥ ύbuffer overflow, bof ό˞˧ˢ ˸˞˧ˠ˷ ˸ˣˮ˩˸ ˸˞˦˟˸ˬˢ ˨˩˟ ˸˧ˮ˩ˣ˸˷ ˟˷˥ˬ 

˸˟˸ˣ˩ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤ˟ ˟˷˥ˬˢ ύ˳˴ˣ˥ˢ ό˶˸ˣ˧ ˰ˡ˧ˬ ˶˷˞ˬ ˣ˸ˣ˞ ˶ˣˤ˞ ˪ˠˣ˯ˬ ˪˧˩ˢ˪ Φ 

ˢ˞˴ˣ˸˩ ˨˩ˬ Ϧ˷˪ˣˠ Ϧ˵˪˥ ˰ˡ˧ˬˢˬ ˪˞ ˳ˣ˥ˬ ˸ˣ˪ˣ˟ˠ˪ ˳˴ˣ˥ˢ Σˢˮ˷ˬˣ ˫˧ˮˣ˸ˮ ˞˪˷ ˣ˧ˢ ˫˧˶ˣˬ˞ ˸ˣˮ˸˷ˢ˪ Φ

˪˩˸˯ˮ ˪˰ ˡˣ˵ˢ ˨ˣ˸ˣ ˧ˡ˩ ˭˧˟ˮ ˸˞ ˦˲˯ˮˣ˵ˢΥ 

 

ˢˬ ˢ˧˰˟ˢ ˡˣ˵˟ Κˢ˧˴˵ˮˣ˲ˢ gets ˞˪ ˢ˟˧˴ˬ ˸ˣ˪ˣ˟ˠ ˫˧˩˶˰˪ ˭˸˧ˮ˷ ˯˧ˮ˩ˢ˪ ˢ˧˪˞ Σ˰ˬ˷ˬ ˫˞ ˯˧ˮ˩ˮ рл 

˸ˣ˧˸ˣ˞ ˪πoverflowme Σˡˣ˵ˢ ˢ˧ˢ˧ ˭˧˵˸ ˸ˣ˶ˬ˪ ˞ˣˢ˷ ˶ˡˠˣˬ ˪˪˩˟ ˪πон Φ˶˥˞˪ ˞˪ˬˮ˷ ˸˞ overflowme Σ

˪˩ˣˮ ˦ˣ˪˷˪ ˪˰ sπbsp ύ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ό˶˥˞˪ˣ ˭˩ˬ ˫ˠ ˪˰ ˶˞˷ ˫˧ˮ˸˷ˬˢ ˢ˧˴˵ˮˣ˲˟ Φ 

ˢ˶˦ˬˢ ˣˮ˪˷ ˶ˠ˸˞˟ ˢˤˢ ˞˧ˢ ˥˧˪˴ˢ˪ ˰˧ˠˢ˪ ˢ˶ˣ˷˪ мс Σ˸ˣˮ˷˪ˣ ˸˞ ˶˦ˬ˶˲ˢ ˪π0xcafebabe Σ˨˩ ˪˟˵ˮ˷ 

˸˞ ˪ˠˡˢ Φ˨˧˞ ˰ˡˮ ˢˬ˩ ˫˧˸˟ ˨˶˦˴ˮ ˯ˣ˶ˡ˪Κ 
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˥˸˲ˮ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˟πgdb Σˢ˷˰ˮ ˢ˪ disassemble ˢ˯ˮˮˣ ˭˧˟ˢ˪ ˢˬ ˣˮ˥ˮ˞ ˫˧˞ˣ˶Υ 

 

˪˩˸˯ˮ ˸ˣ˶ˣ˷˟ ˸ˣˮˬˣ˯ˬˢ Φ˪˧˥˸ˮ ˱ˣ˯ˢˬ Σ˞ˣˢ ˢˣˣ˷ˬ ebp+8 ˪π0xcafebabe Σˤ˞ ˣˮ˞ ˫˧ˮ˧˟ˬ ˢˤ˷ ˧˞ˮ˸ˢ xπ

ebpҌу ˢˤ ˦˪˵ˢ ˪˷ func Φˢ˶ˣ˷ ˸˥˞ ˧ˮ˲˪ ˢˤ ˢ˞˶ˮ ˞˧ˢ˷ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ ˸˧ˮˣ˴˧˥ Σ˫˞ ˢˣˣ˷ˮ ˸˞ ˢˤ ˪πC 

˪˩ˣˮ ˷˥ˮ˪ ˢˤ˷ puts Φ˰ˬ˷ˬ ˦˪˵ˢ ˣˮ˥ˮ˞˷ ˫˧ˬ˷ˣ˶ ύ˶ˣˬ˷˷ ˟πeax ό˯ˮ˩ˮ ˪πgets Φ 

ˢ˪˰ˮ ˡˣ˰ ˢ˶ˣ˷ ˫˧˷ˮˣ ˟˪ ˦˪˵ˢ˷ ˣˮ˪˷ ˢˣˣ˷ ˪πebp-0x2c x˞ ebp-44 Φ˸˞ˤ ˸˶ˬˣ˞ Σ˧ˡ˩ ˰˧ˠˢ˪ ˫ˣ˵ˬ˪ ˣ˟˷ 

˪˩ˣˮ ˟ˣ˸˩˪ 0xcafebabe ˨˶˦˴ˮ ˶ˣ˟˰˪ ˸˞ ˧ˮ˷ ˸ˣ˲˯ˣ˸ˢ ˣ˷˰˷ ˫˧˶˦˯˧ˠ˶˪ ˫˧˧˶ˣ˵ˬˢ Φ˰ˬ˷ˬ sπoffset 

ˢ˶˵ˬ˟ ˢˤ ˞ˣˢ рн ύппҌу Φό 

˭˞˩ˬ ˵˶ ˶˸ˣˮ ˭˧˩ˢ˪ ˦˲˧˶˵˯ ˦ˣ˷˲Υ 

 

˪ˠˡˢΥ 

daddy, I just pwned a buFFer :) 
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flag - 0x04 

άtŀǇŀ ōǊƻǳƎƘǘ ƳŜ ŀ ǇŀŎƪŜŘ ǇǊŜǎŜƴǘΗ ƭŜǘϥǎ ƻǇŜƴ ƛǘΦ ¢Ƙƛǎ ƛǎ ǊŜǾŜǊǎƛƴƎ ǘŀǎƪΦ ŀƭƭ ȅƻǳ ƴŜŜŘ ƛǎ ōƛƴŀǊȅέ 

˨˯ ˪˩ˢ ˧l straight-forward Σˣˮ˪˟˧˵ ˢˮ˸ˬ ˞˧ˢ˷ packed ˵˶ˣ ˨˧˶˴ ˯˶˟˶˪ ˢ˸ˣ˞ ύ˭˧˞ ˨˶ˣ˴ ˸˟˧˸˩˟ 

˦˲˧˶˵˯ Σό˭˧˟ˮ ˢˬ ˢˤ ˶ˬˣ˞Υ 

ˤ˶ˣ˞ ύpacker ό˧˶˞ˮ˧˟˪ ˷ˬˣ˷ˬ ˧ˡ˩ ˭ˠˢ˪ ˪˰ ˡˣ˵ˢ ˧˶ˣ˵ˬˢ ˸ˣ˧ˢ˪ˬ ˢˢˣˤˬ ˭˩ˣ˯ˬ˩ ˪˰ ˧ˡ˧ ˧˦ˮ˞π˫˧˯ˣ˶˧ˣˣ 

ˢˬˣˡ˩ˣ Φˢ˞˧˶˵˪ ˸˲˯ˣˮ. 

ˡˣ˰ ˧ˮ˲˪ ˣˮ˥ˮ˞˷ ˫˧˥˸ˣ˲ ˸˞ ida ˫˧˪˧˥˸ˬˣ ˯˶˟˶˪ Σ˨˧˞ ˣˮ˥ˮ˞ ˫˧˞˴ˣˬκ˫˧˰ˡˣ˧ ˣ˰˴˧˟˷ packing ˳˟ˣ˵˪ Κˣ˞ 

˪˰ ˧ˡ˧ ˧ˬ Κˢ˟˸˩˟ ˸˞ˤˢ ˫ˣ˷˶ ˪˰ ˶˯ˣ˥ ˸ˣˤˣ˶˥ˬ˟ ύstrings Σόˣ˞ˣ˟ ˵ˣˡ˟ˮ ˢˤ˧˞ ˸ˣˤˣ˶˥ˬ ˷˧ ˣˮ˪ ˧˶˞ˮ˧˟˟Φ 

˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˟πida ˥˸˲ˮˣ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˳˟ˣ˵˟Υ 

view -> Open subviews -> Strings: 

 

˦˟ˬ ˱ˣ˦˥ ˪˰ ˸ˣˤˣ˶˥ˬˢ ˵˧˲˯ˬ ˪˧˟˷˟ ˭˧˟ˢ˪ ˧ˮ˷ˢ˷ ˢˤ url Σ˵˧˸˰ˮ ˥˸˲ˮˣ ˭˲ˡ˲ˡ˟ ˱ˡ˰ˣˬˢ ˣˮ˧˪˰Υ 

 

https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://book.hacktricks.xyz/crypto-and-stego/cryptographic-algorithms/unpacking-binaries
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ˣˮ˞˴ˬ ˸˞ sπpacker ˣ˷ˬ˸˷ˢ˷ x˟ ˪˰ ˳˟ˣ˵ˢ Σˣ˧˷˩˰ ˶˞˷ˮ ˣˮ˪ ˞ˣ˴ˬ˪ ˨˧˞ ˨ˣ˲ˢ˪ ˸˞ ˨˧˪ˢ˸ˢΦ ˥˸˲ˮ ˸˞ 

˪ˮ˧ˬ˶˦ˢ ˟ˣ˸˩ˮˣ man upx Σ˞˴ˬˮ ˧˩ ˸˶ˤ˰˟ ˶˦ˬ˶˲ˢ πd ˥˧˪˴ˮ ˨ˣ˲ˢ˪ ˸˞ ˨˧˪ˢ˸ˢΥ 

 

˥˸˲ˮ ˷ˡ˥ˬ ˟πida ˪˩˸˯ˮˣ ˪˰ ˸ˣˤˣ˶˥ˬˢ ˸ˣ˞˶˪ ˢˬ ˢˮ˸˷ˢ Σˢ˞˶ˮ ˸ˣˬ˩ ˢ˪ˣˡˠ ˡˣ˞ˬ ˪˷ ˸ˣˤˣ˶˥ˬ Σ˪˟˞ 

˰ˠ˶ ˢˬ ˢˤ ˸ˤˣ˶˥ˬˢ ˢˮˣ˷˞˶ˢΚ 

 

˪ˠˡˢΥ 

UPX...? sounds like a delivery service :) 
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passcode - 0x05 

άaƻƳƳȅ ǘƻƭŘ ƳŜ ǘƻ ƳŀƪŜ ŀ ǇŀǎǎŎƻŘŜ ōŀǎŜŘ ƭƻƎƛƴ ǎȅǎǘŜƳΦ My initial C code was compiled 
without any error! ²ŜƭƭΣ ǘƘŜǊŜ ǿŀǎ ǎƻƳŜ ŎƻƳǇƛƭŜǊ ǿŀǊƴƛƴƎΣ ōǳǘ ǿƘƻ ŎŀǊŜǎ ŀōƻǳǘ ǘƘŀǘΚέ 

˧˪˟ ˸ˣˬˡ˵ˢ Σ˥˸˲ˮ ˸˞ ˳˟ˣ˵ sπCΥ 

 

˪˩˸˯ˮ ˪˰ ˸˧˴˵ˮˣ˲ login ˢ˞˶ˮˣ ˞˧ˢ˷ ˸˷˵˟ˬ ˧ˮ˷ ˫˧˦˪˵ ˢˣˣ˷ˬˣ ˫˸ˣ˞ ˫˧˶˲˯ˬ˪ ˫˧˰ˣ˟˵ Σˢˡ˧ˬ˟ ˫ˢˣ 

˫˧ˮˣ˩ˮ ˤ˞ ˫˧˪˟˵ˬ ˸˞ ˪ˠˡˢ Σ˰ˬ˷ˮ ˦ˣ˷˲ ˧ˡˬΧ ˢ˯ˮˮ ˳˧˶ˢ˪Υ 

 

ˢ˞˶ˮ ˢˤ˷ ˞˪ ˡ˟ˣ˰ Σ˶˩ˤˮ ˤˬ˶˟ ˷˧˷ ˸˧ˮ˩ˣ˸˪ compiler warning Σˢ˯ˮˮ ˸ˣ˞˶˪ ˧ˢˬΥ 
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ˢˬ ˢ˧˰˟ˢ Κ˫ˣ˵ˬ˟ ˦ˮˬˣˠ˶˞ˢ˷ ˢ˧ˢ˧ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ˪ ύpasswordn Σόϧ˞ˣˢ ˢˮ˸˷ˬˢ ˣˬ˴˰ ˢ˩˩ ˦˪˵ˢ˷ 

˯˧ˮ˩ˮ˷ ˟˸˩˷˸ ˸˞ ˸˟ˣ˸˩ˢ ˭ˣ˶˩˧ˤ˟Φ 

˶ˣ˵˥ˮ ˢ˲˧˦ ˪˰ ˸ˣ˷ˬ˷ˢ ˪˷ ˢ˷˪ˣ˥ ˸˞ˤ˩ Σ˪˵˸ˮˣ ˥ˮˣˬ˟ GOTΥ 

ϦGOT x˞ Global Offset Table ˞˧ˢ ˢ˪˟˦ ˸˞˴ˬˮˢ ˸˧ˮ˩ˣ˸˟ Σˢ˪˧˩ˬˢ ˫˧˰˧˟˴ˬ ˫˧˦˵˧˧˟ˣ˞˪ ˫˸˟ˣ˸˩˷ ˢˮ˧˞ 

ˢ˰ˣˡ˧ ˭ˬˤ˟ ˢ˴˧˶ Φ˭ˬˤ˟ ˸˴˧˶ ˸˧ˮ˩ˣ˸ˢ Σ˶˵ˮ˧˪ˢ ύ˵˪˥ ˨˧˪ˢ˸ˬ ˢ˧˴˪˧˲ˬˣ˵ˢ ˣ˸˶˦ˬ˷ ˡˠ˞˪ ˸˞ ˪˩ ˸ˣ˧ˮ˩ˣ˸ˢ 

˸˧ˮ˩ˣ˸˪ ˸˥˞ όˠ˞ˣˡ ˞˪ˬ˪ ˸˞ ˢ˪˟˦ˢ ˢ˶ˣ˴˟ Ϧ˸˧ˮ˪˴˰ ΦϦˢˬ ˸˞ˤ ˸˶ˬˣ˞ Κ˶˷˞˩ ˸˧ˮ˩ˣ˸ˢ ˸˷˵˟ˬ ˸˷ˠ˪ 

˦˵˧˧˟ˣ˞˪ ˣ˸˟ˣ˸˩˷ ˢˮ˧˞ ˢ˰ˣˡ˧ Σ˞˧ˢ ˢˮˣ˲ ˪˞ sπGOT Φˢˡ˧ˬ˟ ˸˟ˣ˸˩ˢˣ ˸ˬ˧˧˵ ˫˷ ΣπsGOT ˶˧ˤ˥˸ ˢ˪ ˸˞ 

˦˵˧˧˟ˣ˞ˢ Φ˨˞ ˢˡ˧ˬ˟ ˸˟ˣ˸˩ˢˣ ˡˣ˰ ˞˪ ˢ˟˸˩ˮ ˟πGOT Σ˶˵ˮ˧˪ˢ ˪˧˰˲˧ ˸˞ ˣ˧ˬ˯˵ Σ˞˴ˬ˧ ˸˞ ˸˟ˣ˸˩ˢ ˟ˣ˸˩˧ˣ 

ˢ˸ˣ˞ ˟πGOT Φˢ˦˧˷˪ xʕ ˣˮ˞ ˫˧˞˶ˣ˵ loading lazy Σ˭ˣˣ˧˩ ˞˪˷ ˪˩ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˰ˣˡ˧ ˪˰ ˢ˪˥˸ˢˢ Σ˞˪˞ 

˸˧ˮ˩ˣ˸ˢ ˸˧ˮ˪˴˰ ˸˵ˡˣ˟ˣ ˸˞ ˸˟ˣ˸˩ˢ ˵˶ ˸˰˟ ˨˶ˣ˴ˢ Φˢ˦˧˷ xʕ ˸˪˰˧˧ˬ ˸˞ ˭ˬˤ ˸ˮ˧˰˦ ˸˧ˮ˩ˣ˸ˢ ˭˲ˣ˞˟ 

˧˸ˣ˰ˬ˷ˬ Σ˭˩˷ ˣˮ˞ ˞˪ ˫˧˩˧˶˴ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˟ˣ˸˩ ˪˩ sπsymbols ˫ˮ˧˞˷ ˫˧˰ˣˡ˧ ˭ˬˤ˟ ˢ˴˧˶ ˭ˬˤ˟ ˢˮ˧˰˦ˢϦΦ 

ϐ˭ˣ˧˪ˠ мопϦ Υˢ˶ˤ˥˟ ˸ˣ˶ˣ˵ˬ˪ π ret2dlresolve  Ϧ  Ϧώ 

˧˶˥˞ ˣˮ˟ˢ˷ ˸˞ ˢˤ Σ˰ˬ˷ˮ ˧˩ ˫˞ ˥˧˪˴ˮ ˱˧˪˥ˢ˪ ˪˩ ˨˶˰ ˪˷ GOT ˫˰ ˸˟ˣ˸˩ˢ ˪˷ ˢ˶ˣ˷ˢ ˢ˯˧˲ˡˬ˷ ˸˞ 

˪ˠˡˢ ˣˮ˥˪˴ˢΦ ˨˧˞ ˢ˷˰ˮ ˸˞ ˢˤ Κ˭˩˟ˣ Σˣˮ˞ ˫˧˰ˡˣ˧ ˧˩ ˶˟˰ˬ˟ ˢ˧˴˵ˮˣ˲ˬ ˸˥˞ ˸˶˥˞˪ ˫ˮˬ˞ ˰ˡ˧ˬˢ 

˸˧ˮ˯˥ˬ˟ ˯˶ˢˮ ˪˟˞ sπbase pointer ˶˞˷˧ ˣ˸ˣ˞ ˶˟ˡˢ Φ˨˩˟ Σ˫˞ ˭˧˟ˮ ˢˬ ˦˯˲ˣ˞ˢ ˪˷ ebp ˶˷˞˩ ˣˮ˥ˮ˞ 

˫˧˟˸ˣ˩ ˪πpasscode1 ˫ˠˣ ˪πname Σ˪˩ˣˮ ˭˧˟ˢ˪ ˧˸ˬ ˫˧˷˪ ˸˞ ˸˟ˣ˸˩ˢ ˢ˧ˣ˴˶ˢ ύˢ˸ˣ˞˷ ˞˴ˬˮ ˶˥˞˪ ˭˩ˬό 

˰˴˟ˮ disassemble ˪πlogin ˪˰ ˸ˮˬ ˭˧˟ˢ˪ ˢ˧˪˰ ˸˴˵ ˶˸ˣ˧Υ 

 

˫˧˷ˮ ˟˪ ˸ˣ˶ˣ˷ˢ˷ ˸ˣˮˬˣ˯ˬˢ ˭s ˢ˞˧˶˵ˢ ˢˮˣ˷˞˶ˢ ˪πscanf Σˢ˶˵ˬ˟ˣ ˢˤˢ ˦˯˲ˣ˞ˢ ˞ˣˢ мл Φ 

  

https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-7-ret2dlresolve.pdf
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˶ˣ˟˰ˮ ˪πnameΥ 

 

˭˞˩ ˢ˞˶ˮ ˯˲ˣ˞ˢ˷ ˞ˣˢ тл0x Φ˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˢˡˣ˵ˮ˪ ˪˷ passcode1 Σ˰ˬ˷ˬ ˯ˣ˶ˡ˪ ˣ˸ˣ˞ Σ˨˶˦˴ˮ ˶˯˥˪ ˭˧˟ 

˫˧˧ˮ˷ˢΦ 

0x70 - 0x10 = 0x60 = 96 

ˢˤ˧˞˪ ˸˟ˣ˸˩ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˳ˣ˲˵˪ Κ˯˧˲ˡˮ ˸˞ ˪˩ ˢ˪˟˦ˢΥ 

 

ˢ˞˶ˮ ˧˩ fflush ˞˧ˢ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˷˲˥ˬ Σ˫ˠ ˭ˣ˧˩ˬ ˞˧ˢ˷ ˢ˴˶ ˡ˧ˬ ˶˥˞˪ passcode1 Φ˸˟ˣ˸˩ˢ ˢ˪˷ Υ

0x0804a004 

  

https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time
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˪˩˸˯ˮ ˪˰ ˨˷ˬˢ ˢ˧˴˵ˮˣ˲ˢ login ˶˦ˬ˟ ˞ˣ˴ˬ˪ ˸˞ ˫ˣ˵ˬˢ ˭ˣ˶˩ˤ˟ ˪˷ ˢ˶ˣ˷ˢ ˢ˶˧ˤ˥ˬ˷ ˸˞ ˪ˠˡˢΥ 

 

ˢ˞˶ˮ ˸ˣ˪˵˟ ˢˤ˷ 0x080485e3Φ 

˶˟˥ˮ ˪˩ˢ ˦˲˧˶˵˯˪ ˡ˥˞Υ 

 

˪ˠˡˢΥ 

Sorry mom.. I got confused about scanf usage :( 
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random - 0x06 

ά5ŀŘŘȅΣ ǘŜŀŎƘ ƳŜ Ƙƻǿ ǘƻ ǳǎŜ ǊŀƴŘƻƳ ǾŀƭǳŜ ƛƴ ǇǊƻƎǊŀƳƳƛƴƎΗέ 

˭˧˞ ˪˩ ˨˩ ˢˬ ˶ˣ˵˥˪κ˭˧˟ˢ˪ Σ˳ˣ˲˵ˮ ˡˣ˵˪Υ 

 

ˡˣ˵ˢ ˡˣ˞ˬ ˦ˣ˷˲ Σ˞ˣˢ ˶˴˧˧ˬ ˨˶˰ ˧˪ˬˣˡˮ˶ Σ˷˵˟ˬ ˣˮ˸˧˞ˬ ˥˸˲ˬ ˤ˞ˣ ˰˴˟ˬ xor  όϣύ˪˰ ˥˸˲ˬˢ ˶˲˯ˬˢˣ 

˧˪ˬˣˡˮ˶ˢ Σˢˡ˧ˬ˟ ˫ˢˣ ˫˧ˣˣ˷ ˨˶˰˪ ˰ˣ˟˵ ύ0xdeadbeef ό˪˟˵ˮ ˸˞ ˪ˠˡˢΦ 

ˢˬ ˪˩ˣˮ ˸ˣ˷˰˪ Κ 

bruteforce ˡˣ˟˰˧ Κˢ˞˶ˮ˩ ˞˪˷ Σ˫ˠ ˪˪ˠ˟ ˸ˣˬ˩ ˸ˣ˧ˣ˶˷˲˞ˢ ˢˬˣ˴˰ˢ ˫ˠˣ ˧˩ ˧˵ˣ˥˟ ˶˸˞ˢ ˫˧˷˵˟ˬ ˞˪˷ ˤ˞ 

˸˧˧˴ˮ ˣˬ˩ ˫˧ˡ˪˧ ˫˧˟ˣ˦ όΥ 

˞˪ ˢ˞˶ˮ ˷˧˷ ˢ˧˰˟ ˡˣ˵˟ Χ˞˶˵ˮ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ()rand: ˧˲˪ ˶ˬ˞ˬˢ Σ˸˧˴˵ˮˣ˲ όύrand ˶˧ˤ˥˸ ˸˞ ˸ˣˣ˞ ˨˶˰ˢ 

˪˩ ˢ˴˶ˢ ˷ˡ˥ˬ ˢˡ˧ˬ˟ ˞˪ˣ ˸˲˯ˣˣ˸ˬ ˸˧ˮ˩ˣ˸˪ ˢ˧˴˵ˮˣ˲ˢ  όύsrand ˷Ϧ˸˰˶ˣˤ Ϧseed ˷ˡ˥ ˪˩˟ ˢ˴˶ˢ Σ˭˧˩ˮ 

˸˧ˮ˩ˣ˸ ˣˮ˪˷ˬ ˫˰ ˢ˧˴˵ˮˣ˲ˢ ˯˧˲ˡˮˣ ˸˞ ˨˶˰ˢΥ 

 

ˢ˞˴ˣ˸ˢˣΥ 

 

random = 1,804,289,383 = 0x6B8B4567 

https://www.cs.yale.edu/homes/aspnes/pinewiki/C(2f)Randomization.html


 
 

¢ƻŘŘƭŜǊΩǎ .ƻǘǘƭŜ -   ' 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 159, ˳˶ˬ нлнп  нл 
 

˸˰˩ ˢ˯ˮˮ ˨ˣ˲ˢ˪ ˸˞ ˨˧˪ˢ˸ˢ xorΥ 

 

 

ˣ˞ ˦˲˧˶˵˯˟Υ 

 

˪ˠˡˢΥ 

aƻƳƳȅΣ L ǘƘƻǳƎƘǘ ƭƛōŎ ǊŀƴŘƻƳ ƛǎ ǳƴǇǊŜŘƛŎǘŀōƭŜΧ 
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input - 0x07 

ϦaƻƳΚ Ƙƻǿ Ŏŀƴ L Ǉŀǎǎ Ƴȅ ƛƴǇǳǘ ǘƻ ŀ ŎƻƳǇǳǘŜǊ ǇǊƻƎǊŀƳΚέ 

˞˪ ˢ˞˶ˮ ˷˧˷ ˶˸ˣ˧ ˧ˡˬ ˶˷˟ ˤˬ˶˟ Φ˥˸˲ˮ ˸˞ ˡˣ˵ˢ C Σˢ˞˶ˮ ˞ˣˢ˷ ˵˪ˣ˥ˬ ˪πр ˸ˣˬ˧˷ˬ Σ˫˧˧˯ˮ˷˩ ˪˟˵ˮ ˸˞ 

˪ˠˡˢΦ 

ˢˬ˧˷ˬ мΥ 

 

˧˞ˮ˸ˢ ˭ˣ˷˞˶ˢ ˟˧˧˥ˬ ˣˮ˸ˣ˞ ˱˧˯ˣˢ˪ ˡˣ˰ фф ˫˧˶˦ˬ˶˲ ύ˶˟˰ˬ ˸˞˧˶˵˪ ˸˧ˮ˩ˣ˸ˢΦό ˶˥˞ ˨˩ ˫˧˵ˡˣ˟ 

˶˦ˬ˶˲ˢ˷ sπср ύ˨˶˰ˢ ˪˷ A ˟πASCII όˢˣˣ˷ ˪πл Σ˭˲ˣ˞˟ ˢˢˤ ˫˧˵ˡˣ˟ ˶˦ˬ˶˲ˢ˷ sπсс ˢˣˣ˷ ˪π

Ϧx20\x0a\x0edξ ΦϦ˷ˬˬˮΥ 

 

˫˧˷ˮ ˟˪ ˫˰˲ˢ˷ Σˡˣˠ˧ˮ˟ ˫˧˶ˠ˸˞˪ ˫˧ˬˡˣ˵ Σ˥˸˲ˮ ˢ˧˵˧˸ ύdirectory ό˪˰ ˢˮˣ˩ˬˢ ˫˷ˬˣ ˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ Φ

ˢ˩˩ ˪˩ˣˮ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˸ˣˬ˪˷ ˢ˧ˢ˧ˣ ˣˮ˪ ˶˸ˣ˧ ˪˵ ˥ˣ˪˷˪ ˫˧˶˟ˡ ύ˸ˬˣ˰˪ ˵ˣ˥˶ˬ Σό˭˩˪ ˟ˣ˶ ˸ˣˡˣ˵˲ˢ ˭˞˩ ˣ˧ˢ˧ 

˸ˣˮˣ˷ ˪˧ˠ˶ˢˬΦ 

ˢˬ˧˷ˬ нΥ 

 

˵˪˥˟ ˢˤˢ Σ˫˧˞˶ˣ˵ ˢ˪˥˸ˢ˟ ˸˞ ˸˰˟˶˞ ˫˧˸˟ˢ ˟πbuf Σ˫˧ˣˣ˷ˬˣ ˪πϦx00\x0a\x00\xffξ ΦϦ˶˥˞˪ ˭˩ˬ 

˫˧˞˶ˣ˵ ˬπbuf ˢ˰˟˶˞ ˫˧˸˟ ˪˟˞ ˫˰˲ˢ fd=2 Φˢˬ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˸ˣ˷˰˪ Κ˟˸˩˷˪ ˸˞ buf ˫˞˸ˢ˟ ˸˧ˮ˩ˣ˸˪ 

˸ˣ˶ˬ˪ ˷π=2fd Φ˫˧˷ˮ ˟˪ ˟˱ˡ ˪˷ ˢ˧ˡ˲˧˵˧ˣ ˪˰ fd ˷˧˷ ˢˬ˩ ˸ˣ˧˴˵ˮˣ˲ ˭˸˶ˤ˰˟˷ ˶˷˲˞ ˶ˣ˴˧˪ fd Φ˸˥˞ ˭ˢˬ 

˞˧ˢ pipe Φ˭ˣ˸˧˧˲˟ Σos.pipe() ˶˧ˤ˥ˬ ˠˣˤ file descriptors Σˡ˥˞ ˪πread ˡ˥˞ˣ ˪πwrite Φ˶˥˞ ˨˩ ˨˶˦˴ˮ 

˟ˣ˸˩˪ ύwrite ό˸˞ ˢˬ ˣ˷˵˧˟˷ ˪˩˟ ˡ˥˞ ˫˧˶˵ˬˢˬΥ 

 

https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
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ˢˬ˧˷ˬ оΥ 

 

˫˧˷˵˟ˬ ˢˮ˸˷ˬ˷ ˢ˟˧˟˯ˢ ύenvironment variable ό˶ˡˠˣˬ˷ ˪π0xefbeadde ˢ˧ˢ˧ ˢˣˣ˷ ˪π0xbebafecaΦ 

˸˧˯˥˧ straight-forward Σ˞˶˵ˮ˷˩ ˸˧ˮ˩ˣ˸˪ Σ˭˸˧ˮ ˱˧˯ˣˢ˪ ˢ˞˧˶˵˟ env Σ˫˷ ˢ˷˰ˮ ˵ˣ˧ˡ˟ ˸˞ ˢˬ ˣ˷˵˧˟˷Υ 

 

ˢˬ˧˷ˬ пΥ 

 

ˡˣ˵ˢ ˥˸ˣ˲ ˳˟ˣ˵ ˞˶ˣ˵ˣ ˣˮˬˬ Φ˶˥˞˪ ˭˩ˬ ˢˣˣ˷ˬ ˢ˰˟˶˞ ˫˧˸˟ ˣˮˬˬ ˪-лллллллл0xΦ ˣˮ˧˪˰ ˵˶ ˥ˣ˸˲˪ ˸˞ 

˳˟ˣ˵ˢ ˟ˣ˸˩˪ˣ ˣ˧˪˞ лллллл0лxлΥ 

 

ˢˬ˧˷ˬ рΥ 
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˧ˮ˲˪ ˟˪˷ˢ ˭˧˟ˮ ˢ˶˴˵˟ Σsocket ˣˢˤ ˶ˣ˟˧˥ ˭˧˟ ˧ˮ˷ ˫˧˶˧˷˩ˬ ύ˸˶˷ π ˥ˣ˵˪ Φό˟˪˷ ˢˤ ˫ˮˬ˞ ˢ˞˶ˮ ˨˟ˣ˯ˬ 

˪˟˶ˣ˯ˬˣ Σ˨˞ ˫˞ ˡ˵ˬ˸ˮ ˫˧˷ˮ ˟˪ ˪˩˷ ˢˬ ˫˧˷˵˟ˬ˷ ˣˮ˸˧˞ˬ ˞ˣˢ ˥ˣ˪˷˪ xde\xad\xbe\xefξ ˦˶ˣ˲˪ 

argv['C']=argv[67] Φ˶˩ˤˮ ˦˲˧˶˵˯˟ ˣˮ˧˷˰˷ ˶ˠ˸˞˟ bof ˣˮ˷ˬ˸˷ˢ˷˩ ˢˡˣ˵˲˟ remote ˭˧˟ˮˣ ˢˤ˷ ˢˮˣ˰ ˣˮ˪ 

˪˰ ˨˶ˣ˴ˢ Φ˵˪˥ ˷ˬ˥  Ҍ˶˞˷ ˦˲˧˶˵˯ˢΥ 

 

˰ˠ˶ Σ˞˪ ˣˮ˧˷˰ ˧˶˥˞ ˶ˣ˟˧˥ ˵ˣ˥˶ˬ ˣˬ˩ ˨˶ˡ˟ ˪˪˩ Σˤ˞ ˨˧˞ ˢ˲˧˞ˬˣ ˳˧˶ˮ ˸˞ ˢˤΚ ˶ˣ˟˰ˮ ˢ˧˧˵˧˸˪ tmp κ˫˷ˬˣ 

˥˸˲ˮ ˢ˧˧˵˧˸ ˣˮ˪˷ˬ ˱˧˯ˣˮˣ ˸˞ ˳˟ˣ˵ˢ Φ˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˠ˪ˡˢΦ 

˪ˠˡˢΥ 

Mommy! I learned how to pass various input in Linux :) 
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leg - 0x08 

ά5ŀŘŘȅ ǘƻƭŘ ƳŜ L ǎƘƻǳƭŘ ǎǘǳŘȅ ŀǊƳΦ .ǳǘ L ǇǊŜŦŜǊ ǘƻ ǎǘǳŘȅ Ƴȅ ƭŜƎΗέ 

˨˪ˣˢ ˸ˣ˧ˢ˪ ˣˮ˪ ˶ˠ˸˞ ˫˰ assembly ARM ύ˫ˣ˵ˬ˟ xус sϦ˪˧ˠ˶ ΣόϦ˭˩˸˧ ˢˤˣ ˶˸ˣ˧ ˫˩˥ ˡˣˬ˪˪ ˣ˧˷˩˰ ARM 

ˤ˞ˣ ˶ˣ˸˲˪ ˸˞ ˶ˠ˸˞ˢ ˸ˣ˪˵˟ Σ˪˟˞ ˶ˡ˸˯ˮ ˨ˣ˸ ˢˬ˩ ˫˧˪ˣˠ˧ˠ Σ˨˩˟ˣ ˨ˣ˯˥ˮ ˭ˬˤ ˡˡ˥ˮˣ ˸˞ ˸ˣ˪ˣ˩˧ ˪ˣˠ˧ˠˢ Φ

˥˸˲ˮ ˸˞ ˳˟ˣ˵ sπCΥ 

 

ˢ˞˶ˮ ˨˯˟˷ ˪˩ˢ ˫˧˶˴˧˧ˬ ˭˞˩ о ˸ˣ˥˸˲ˬ ˢ˶ˣ˴˟ ˸˧˞˶ˮ˷ ˧l ˢ˦ˣ˷˲ Σ˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˢˬ˧ˮ˲ ˪˩˸˯ˮ ˟πmainΥ 

 

π˟main ˫˧˩˲ˣ˷ ˣˮ˪ ˶ˣ˞ ˪˰ ˡˣ˵ˢ Ϧ˨˟ˣ˯ˬˢ Ϧˡˡˣˬ˸ˮ˷ ˣ˸˧˞ Φ˸˷ˣ˪˷ ˫˧˥˸˲ˬˢ ˸ˣ˷ˣ˰ ˶˲˯ˬ ˸ˣ˪ˣ˰˲ ˞˪˪ 

˶˷˵ ˫ˣ˪˩˪ Σˢ˞˴ˣ˸ˢ ˫ˢ˪˷ ˢ˰ˣ˟˵ Σˢˡ˧ˬ˟ ˫ˣ˩˯ˣ ˸˥ˣ˸˲ˬˢ ˢˣˣ˷ ˦˪˵˪ ˣˮ˪˟˧˵ ˸˞ ˪ˠˡˢ Κ˶ˤˣˬ Χ˫ˢ 
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˫˧˞˧˟ˬ ˣˮ˪ ˢ˸ˣ˞ ˢ˶ˣ˴˟ ˢ˶ˤˣˬ ˫˰˲ˢ Σ˞˪ ύϦsystem("/bin/cat flagΦ ˥˸˲ˮ ˸˞ ˳˟ˣ˵ ˧˪˟ˬ˯˞ˢ Σ˪˩˸˯ˮ ˪˰ 

˸ˣ˥˸˲ˬˢ Σ˰ˠ˶˩ main ˞˪ ˭˧˧ˮ˰ˬ ˣˮ˸ˣ˞ ˶˸ˣ˧ ˧ˡˬΥ 

 

ˢ˧˴˵ˮˣ˲ ˢ˶˧ˤ˥ˬ˷ ˣˮ˪ ˸˞ ˨˶˰ˢ ˪˷ pc ˢ˶ˣ˷˟ 0x00008cdcΦ ˟πARM Σ˶˦˯˧ˠ˶ˢ pc ˰˧˟˴ˬ ˪˰ ˸˟ˣ˸˩ˢ ˪˷ 

ˢˡˣ˵˲ˢ ˸˧˥˩ˣˮˢ  Ҍу ˫˧˸˟ Φˤ˞ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˷πpc ˢˣˣ˷ ˪Υ 

0x00008cdc + 0x00000008 = 0x00008ce4 

˶˥˞˪ ˣˮ˞˴ˬ˷ ˢˬ ˥˸˲ˬˢ ˭ˣ˷˞˶ˢ ˶˧ˤ˥˧ Σ˦˧˟ˮ ˢ˧˴˵ˮˣ˲˟ ˢ˧˧ˮ˷ˢΥ 

 

ˢ˶ˣ˷˟ рф ˫˧˶˧˟˰ˬ ˸˞ ˨˶˰ˢ ˪˷ pc ˶˦˯˧ˠ˶˪ ˪˷ rо ˱˯ˣˮ˟ˣ ˫˧˲˧˯ˣˬ x˪ п ˫˧˸˟ Υ 

0x00000008 + 0x00000004 + 0x00008d04 = 0x00008dмл 

ˢˤˣ ˫ˠ ˢˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˶˧ˤ˥ˬ Σ˨˩ ˣˮˠ˷ˢ˷ ˸˞ ˥˸˲ˬˢ ˧ˮ˷ˢΦ ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˧˪˷ˢ ˢˮˣ˶˥˞ˢˣΥ 
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˭˞˩ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˤ˥ˬ ˣˮ˪ ˸˞ sπreturn address ˪˷ ˢ˧˴˵ˮˣ˲ˢ Σ˭˩˪ ˨˪ˮ ˪πmain ˢ˞˶ˮˣ ˢ˲˧˞ ˫˧˞˶ˣ˵ ˢ˪Υ 

 

˫˧˷ˮ ˟˪ ˧˩ ˢ˶ˣ˷˟ мф ύ0x00008d7c ό˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ key3 ˭˩˪ˣ ˢˤ ˫ˠ ˢ˧ˢ˧ ˨˶˰ˢ ˢ˪˷Υ 

0x00008d80 
˫ˣ˩˯ˮ ˪˩ˢΥ 

0x8ce4 + 0x8d0c + 0x8d80 = 0x1a770 
 

 :˪˟˵ˮˣ ˧˶ˬˣˮ ˶˲˯ˬ˪ ˶˧ˬˮмлуплл Φ˶˟˥˸ˮ ˢˮˣ˩ˬ˪ ˧ˮ˩ˮˣ:˯ 

 

˪ˠˡˢΥ 

My daddy has a lot of ARMv5te muscle! 
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mistake - 0x09 

ά²Ŝ ŀƭƭ ƳŀƪŜ ƳƛǎǘŀƪŜǎΣ ƭŜǘϥǎ ƳƻǾŜ ƻƴΦ 
(don't take this too seriously, no fancy hacking skill is required at all) 
This task is based on real event 
Thanks to dhmonkey 
Ƙƛƴǘ Υ ƻǇŜǊŀǘƻǊ ǇǊƛƻǊƛǘȅέ 

˫˧˶˲˯ˬ ˣˮ˪ ˶ˠ˸˞ˢ˷ ˦ˣ˷˲ Σ˶ˣ˷˵ˣ ˶ˡ˯˪ ˸ˣ˧ˣ˲˧ˡ˰ ˪˷ ˸ˣ˪ˣ˰˲ Φ˥˸˲ˮ ˸˞ ˳˟ˣ˵ sπCΥ 

 

˸˪˧˥˸˟ ˡˣ˵ˢ ˷ˬˣˬˬ ˸˧˴˵ˮˣ˲˧˸ xor Σˢ˴˶˷ ˪˰ ˸ˤˣ˶˥ˬ Σ˞˧ˢ ˸˷ˬ˸˷ˬ ˢˮ˸˷ˬ˟ ˰ˣ˟˵ˢ xorkey ˷˷ˣsx 

π˪м Σˢˣˣ˷ˬˣ ˣ˸˧˞ ˪˩ ˸ˣ˞ ˸ˤˣ˶˥ˬ˟ Φ˨˧˷ˬˮ ˶˞˷˪ ˡˣ˵ˢΥ 
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˸˧ˮ˩ˣ˸ˢ ˸˞˶ˣ˵ ˢˬ˯˧˯ ˢ˰ˣ˟˵ ˢ˯˧ˮ˩ˬˣ ˪πpw_buf Σ˶˥˞ ˨˩ ˸˷˵˟ˬ ˣˮ˸˧˞ˬ ˦˪˵ ˶˟ˣ˰˷ ˨˧˪ˢ˸ xor 

ύ˶ˬ˷˧ ˩πpw_buf2 Σόˢˡ˧ˬ˟ ˢ˞˴ˣ˸ˢˣ ˪˷ ˨˧˪ˢ˸ˢ ˢˣˣ˷ ˪πpw_buf Σˣˮ˥˪˴ˢ Φ˪˪ˠ˟ ˣˮ˸ˮ˷ ˣˮ˪ ˸˞ ˤˬ˶ˢ ˪˷ 

operator priority ˡ˵ˬ˸ˮ ˸ˣ˶ˣ˷˟ мт xπнт Σ˫˷ ˷˧ ˪˞˧˴ˮ˦ˣ˲ ˸ˣ˰˦˪ ˣˮ˧˧˴˷ Φπsoperator priority ˟πcΥ 

Precedence Operator Description Associativity 

1 

++ -- Suffix/postfix increment and decrement 

Left-to-right 

() Function call 

[] Array subscripting 

. Structure and union member access 

-> Structure and union member access through pointer 

(type){list} Compound literal(C99) 

2 

++ -- Prefix increment and decrement[note 1] 

Right-to-left 

+ - Unary plus and minus 

! ~ Logical NOT and bitwise NOT 

(type) Cast 

*  Indirection (dereference) 

& Address-of 

sizeof Size-of[note 2] 

_Alignof Alignment requirement(C11) 

3 *  /  % Multiplication, division, and remainder 

Left-to-right 

4 + - Addition and subtraction 

5 << >> Bitwise left shift and right shift 

6 
< <= CƻǊ ǊŜƭŀǘƛƻƴŀƭ ƻǇŜǊŀǘƻǊǎ ғ ŀƴŘ Җ ǊŜǎǇŜŎǘƛǾŜƭȅ 

> >= CƻǊ ǊŜƭŀǘƛƻƴŀƭ ƻǇŜǊŀǘƻǊǎ Ҕ ŀƴŘ җ ǊŜǎǇŜŎǘƛǾŜƭȅ 

7 == != CƻǊ ǊŜƭŀǘƛƻƴŀƭ Ґ ŀƴŘ ґ ǊŜǎǇŜŎǘƛǾŜƭȅ 

8 & Bitwise AND 

9 ^ Bitwise XOR (exclusive or) 

10 |  Bitwise OR (inclusive or) 

11 && Logical AND 

12 ||  Logical OR 

13 ?: Ternary conditional[note 3] 

Right-to-left 
14 

= Simple assignment 

+= -= Assignment by sum and difference 

*= /= %= Assignment by product, quotient, and remainder 

<<= >>= Assignment by bitwise left shift and right shift 

&= ̂ = |=  Assignment by bitwise AND, XOR, and OR 

15 , Comma Left-to-right 
ϐ˶ˣ˵ˬ Υhttps://en.cppreference.com/w/c/language/operator_precedenceώ 

 

˶˥˞˪ ˣˮ˟ˢ˷ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˸˞ ˶ˡ˯ ˸ˣ˧ˣ˲˧ˡ˰ˢ Σ˶ˣ˟˰ˮ ˪˰ ˢ˶ˣ˷ мтΥ 

 

˸˶˦ˬ ˢ˶ˣ˷ˢ ˞˧ˢ ˵ˣˡ˟˪ ˫˞ˢ sπfile descriptor ˶ˤ˥ˣˢ˷ ˢ˧˴˵ˮˣ˲˟ open ˭˦˵ ˬπл Φ˵ˣˡ˟ˮ ˢ˪˟˦˟ Σ˫˧˷ˮˣ 

˟˪ ˶ˣ˦˶˲ˣ˞ˢ˷ ϦғϦ ˶˸ˣ˧ Ϧ˵ˤ˥ Ϧ˶ˣ˦˶˲ˣ˞ˢˬ ϦҐϦ Φˣˮ˞˴ˬ ˸˞ ˸ˣ˰˦ˢΗ 

https://en.cppreference.com/w/c/language/operator_precedence#cite_note-1
https://en.cppreference.com/w/c/language/operator_precedence#cite_note-2
https://en.cppreference.com/w/c/language/operator_precedence#cite_note-3
https://en.cppreference.com/w/c/language/operator_precedence
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ˤ˞ ˢˬ ˣ˧˷˩˰ ˢ˶ˣ˵ ˢ˶ˣ˷˟ ˸˞ˤˢ Κopen ˸˰˴˟˸ˬ ˣˮ˞ˣ ˫˧˰ˡˣ˧ ˢ˷ fd=1 Φ˵˧ˬ˰ˮ ˫ˣ˥˸˟ ˢ˵˧˦ˬ˸ˬˢ Σ˶˥˞˪ 

ˣˮ˟ˢ˷ ˧˩ ˢˬ˧˷ˬˢ ˞˪ ˪˩ ˨˩ ˢ˦ˣ˷˲ Σ˯ˮ˩ˮ ˶˸˞˪ ˞˟ˢ Σ˭˧ˤˮ л xπм ˢ˪ˠˮˣ ˷ Υмғл ˭˩˪ˣ ˢˮ˸˷ˬˢ fd ˯˲ˣ˞˧ 

ύ˨˶˰ ˧˦ˬ˸˧˶˞ ˧ˣˠ˷ ˶˧ˤ˥ˬ ˯˲˞Φό 

˸˰˩ Σ˸ˣ˟˵˰˟ ˠ˞˟ˢ ˷˧ ˣˮ˪ ˢ˦˧˪˷ ˢ˞˪ˬ ˪˰ pw_buf, pw_buf2 Φ˨˧˞ ˢˤ ˡ˟ˣ˰ Κ˳˧˶ˮ˷˩ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˞˧ˢ 

˷˵˟˸ ˦˪˵ ˧˩ fd=0 Σόˣ˸ˣ˞ ˦˪˵ˢ ˶ˬ˷˧˧ ˪πpw_buf ύ˫ˣ˵ˬ˟ ˢˬ˯˧˯ˢ ˸˧˸˧ˬ˞ˢ Σό˶˥˞˪ ˭˩ˬ ˸˧ˮ˩ˣ˸ˢ 

˷˵˟˸ ˢˬ˯˧˯ ύ˶ˣ˟˰˸˷ xor ˶ˬ˷˸ˣ ˪πpw_buf2 Φό˫˧˪˧ˬ˟ ˸ˣ˶˥˞ Σ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ ˪ˠˡˢ ˣˮ˧˪˰ ˡ˧˪˵ˢ˪ 

˦˪˵ ˨˶ˣ˞˟ мл ˫˧ˣˣ˸ Σˤ˞ˣ ˸˞ ˣ˸ˣ˞ ˦˪˵ˢ ˶˥˞˪ xor Σ˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˫˧˞˸ˬΥ 

 

˪ˠˡˢΥ 

Mommy, the operator priority always confuses me :( 

 

shellshock - 0x0A 

άaƻƳƳȅΣ ǘƘŜǊŜ ǿŀǎ ŀ ǎƘƻŎƪƛƴƎ ƴŜǿǎ ŀōƻǳǘ ōŀǎƘΦ I bet you already know, but lets just make it 
ǎǳǊŜ Υύέ 

˪ˠˠˮ ˢˬ ˢˤ shellshock ˶˷˵ˢ˟ ˪πbash Φ" ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ,˭˧˧ˮˣ˰ˬ˷ ˧ˬ˪ ˳˧˪ˬˬShellShock -  ˸ˣ˰˧ˠ˲ˢ

ˢˬˣˡ˶ˢˢ ˭ˣ˧˪ˠ˟ ˫˯˶ˣ˲ˣ) ˢ˲˵˸ˬˢ ˪˰ ˪˞˧˦˯˵ ˵˧˲˞ˣ ˟˧˸ˮ ˪˟ˣ˧ ˧"˰ ˟˸˩ˮ˷ "-54.( 

 ˶ˬ˞ˬ˟˸ˠ˴ˣˬ s ˢ˷ˬ˷ˢ˞˟ˢ ˭˲ˣ˞˟Υ 

ŜƴǾ ȄҐΩόύ ϑ ΥΤϒΤ ŜŎƘƻ ǾǳƭƴŜǊŀōƭŜΩ ōŀǎƘ -Ŏ άŜŎƘƻ ǘŜǎǘέ 

ˢˬ ˢ˶ˣ˷ˢ ˸˞ˤˢ ˢ˷ˣ˰Κ 

 

  

https://www.whichnumberislarger.com/
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
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˫˦˯˵ˮ ˸˞ sπexploit ˣˮ˧˩˶˴˪ Φˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˯˧˲ˡˢ˪ ˸˞ ˪ˠˡˢ ˤ˞ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˪˧˰˲ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 

/bin/cat flag 

ˣˮ˥ˮ˞ˣ ˫˧˴ˣ˶ ˢˤ˷ ˡˣ˟˰˧ ˳˟ˣ˵˟ shellshock Σ˧˩ ˷˧ x˪ ˸ˣ˷˧ˠ ˢ˴˶ˢ root Φˤ˞ ˶˥˞˪ ˣˮ˟ˢ˷ ˢˬ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ 

˫˧˷˪ ˟πexploit Σ˥˪˷ˮ ˢ˞˶ˮˣ ˫˞ ˡ˟˰Υ 

 

˪ˠˡˢΥ 

only if I knew CVE-2014-6271 ten years ago..!! 

 

˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˪˟˧˵ ˢ˴˴ˢ ˫˪ˣ˰˪ sπpwn Σˣˮ˟ˢ ˣˮ˷ˬˬˣ ˸ˣ˷˪ˣ˥ ˸ˣ˧˯˧˯˟ ˫ˣ˥˸˟ Φˣˮ˶˵˯ ˸ˣ˵˧ˮ˩˦ ˸ˣ˧˯˧˯˟ 

˪˷ Binary Exploitation ˣˬ˩ BoF, shellshock, GOT ExploitationΦ  ˧ˮ˞ˢˣˣ˵ˬ ˧˸˶ˤ˰˷ ˫˩˪ ˯ˮ˩ˢ˪ ˫˪ˣ˰˪ 

πspwn ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˢ˷˧ˠˮˣ ˶˸ˣ˧ Σˣ˩˧˷ˬ˸ ˶ˣ˸˲˪ ˫˧˶ˠ˸˞ ˭˧˧ˮ˰˸ˢ˪ˣΦ 

ˢˡˣ˸ ˪˰ ˢ˞˧˶˵ˢΗ 

 

˪˰ ˶˟˥ˬˢ 

ˣˡ˧˰ ˶˴˶ˣˣ˷ Σ˭˟ мр Φ ˧˶ˠ˸˞ ˟ˢˣ˞pwn x˟ ˫˧˦˲˯ˮˣ˵˸ˣ˩˶˰ˬ ˢ˪˰˲ˢΦ ˧˸˶˩ˢ ˸˞ ˭˧ˤˠˬˢ ˧ˮ˲˪ ˢˮ˷ ˤ˞ˬˣ ˞˪ 

˧˸˵˯˲ˢ ˞ˣ˶˵˪ ˫˧˶ˬ˞ˬ Φ 

ˢˡ˧ˬ˟ ˷˧ˣ ˫˩˪ ˸ˣ˷˵˟ Σ˸ˣ˪˞˷ Σ˸ˣ˶˰ˢ x˞ ˫˸˯ ˫˧˴ˣ˶ ˶ˣ˸˲˪ Pwnable ˧ˮ˞ ˭˧ˬˤ ˫˶ˠ˪˦˟Υ 

@Ox01Do 

ˣ˞ ˪˧˧ˬ˧˞˟Υ 

ido.schwartzer@gmail.com 

ˢˣˣ˵ˬ ˫˸˧ˮˢˮ˷! όΥ 

 

 

˪ ˢ˟˶ ˢˡˣ˸˯˵˯ˣ˵ ˶˧˞˧ˬ˞ˬˢ ˭˩ˣ˸ ˪˰ ˧˪ ˳˰˧˧ˣ ˶ˤ˰ ˶˷˞ ,.˶ 

˪ ˢ˟˶ ˢˡˣ˸˪˞˧˦˯˵ ˵˧˲˞ ˶ˬ˞ˬˢ ˸˩˧˶˰ ˪˰.  

mailto:ido.schwartzer@gmail.com
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˫˧˯ˮ˶˲˶ 

˦˯˧˪˧˧˪˲ Binary ExploitationΥ 

https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy 

ˢ˧˴˦ˮˬˣ˵ˣˡ ˪˷ PwntoolsΥ 

https://docs.pwntools.com/en/stable 

˶˟˯ˢ ˪˰ GDB ύˡˣˬ˰ оΥό 

https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-5-PwningEFLs.pdf 

ˢ˧˴˦ˮˬˣ˵ˣˡ ˪˷ GDB Υ 

https://www.sourceware.org/gdb/documentation 

ˢˮ˵˸ˢ ˪˷ IDA FreeΥ 

https://hex-rays.com/ida-free/#download 

ˢˮˣˬ˸ ˪˷ ˸ˣ˞˷˶ˢΥ 

https://linuxcommand.org/lc3_lts0090.php 

ˢˬ ˢˤ ˸˧˧˴˵ˮˣ˲ ˟ˣ˟˧ˠ ˢˬˣ ˢˤ ˸ˣ˷ˠˮ˸ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢΥ 

https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf 

ˢˬ ˢˤ Binary Packer ˨˧˞ˣ ˞ˣˢ ˡ˟ˣ˰Υ 

https://cyberpedia.reasonlabs.com/EN/binary%20packers.html 

˨˧˞ ˫˧˯˧˲ˡˬ ˸˞ ˪˩ ˸ˣ˯˧ˮ˩ sπGOTΥ 

https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time 

˸˪˟˦ Operator PriorityΥ 

https://en.cppreference.com/w/c/language/operator_precedence 

ˢ˶˴˵˟ ˪˰ ShellshockΥ 

https://en.wikipedia.org/wiki/Shellshock_(software_bugύ 

˶˟˯ˢ ˦˶ˣ˲ˬ ˪˰ shellshockΥ 

https://www.exploit-db.com/docs/english/48112-the-shellshock-attack-%5Bpaper%5D.pdf?ref=benheater.com 

https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf 

  

https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://docs.pwntools.com/en/stable
https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-5-PwningEFLs.pdf
https://www.sourceware.org/gdb/documentation
https://hex-rays.com/ida-free/#download
https://linuxcommand.org/lc3_lts0090.php
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time
https://en.cppreference.com/w/c/language/operator_precedence
https://en.wikipedia.org/wiki/Shellshock_(software_bug
https://www.exploit-db.com/docs/english/48112-the-shellshock-attack-%5Bpaper%5D.pdf?ref=benheater.com
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
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Practical Python Internals 

˵˪˥ '˞ - ˶ˣ˦˶˲ˣ˞ ҌҌ 

˸˞ˬ ˧˪˞ ˧˵˯˵ 

 

ˢˬˡ˵ˢ 

ˣˢˤ ˶ˬ˞ˬˢ ˭ˣ˷˞˶ˢ ˸˶ˡ˯˟ ˫˧˶ˬ˞ˬ ˢ˟˷ ˧ˮ˞ ˠ˧˴ˬ ˫˧˦˵˲˯˞ ˫˧ˮˣ˷ ˷ˣˬ˧ˬ˟ ˪˷ CPython Φ˧˸˶˥˟ 

˱˧˯ˣˢ˪ ˸˞ ˢ˪˧ˬˢ ϦPractical Ϧ˸˶˸ˣ˩˪ ˭ˣˣ˧˩ˬ ˪˩˪˷ ˨˶ˣ˞ ˶ˬ˞ˬˢ Σ˨ˣ˸ ˧ˡ˩ ˢˡ˧ˬ˪ˢ ˪ˣ˪˴ˮ ˵ˣˬ˰ ˷ˣˬ˧ˬ˪ 

˪˷ CPython ˰˴˟ˮˣ ˪˰ˣ˲˟ ˫˧˧ˣˮ˧˷ ˢ˲˷˟Φ 

˸˶ˠ˯ˬ˟ ˶ˬ˞ˬ ˢˤ ˡ˵ˬ˸˞ ˨˧˪ˢ˸˟ ˢ˧˴˪˧˲ˬˣ˵ˢ ˪˷ ˡˣ˵ Python Σ˨ˣ˸ˣ ˧ˡ˩ ˨˩ ˠ˧˴˞ ˨˧˞ ˧˸˲˯ˣˢ ˢ˲˷˪ ˸˞ 

˶ˣ˦˶˲ˣ˞ˢ ҌҌΥ 

 

 

ˢ˧˴˟˧˦ˣˬ 

ˤ˞ˬ ˡ˧ˬ˸ˬˣ ˧˸˟ˢ˞ ˪˩ ˢˬ ˶ˣ˷˵˷ ˨˧˞˟ ˫˧˶˟ˡ˷ ˫˧ˡ˟ˣ˰ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Φ˶˷˵ˢ˟ ˪˷ ˸ˣ˲˷ ˸ˣˮ˩˸ 

˶˟ˣˡˬ ˪˰ ˫˯˵ˢ ˢ˶ˣ˵˷ ˨˧˪ˢ˸˟ ˶˟˰ˬˢ ˭˧˟ ˦˯˵˦ ˢ˲˷˟ ˢˢˣ˟ˠ ˭˧˟˪ ˱˴˶ ˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞ ˡ˟˰ˬˢ˷ 

˳˧˶ˬ ˱ˣ˯˟ Φˢ˲˷ˢ ˢˢˣ˟ˠˢ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˧˯˥˧ ˢ˟ˣ˶˵ ˸˧˪ˠˮ˞˪ ˸˵˲˯ˬˣ ˣˮ˪ ˢ˧˴˵˶˦˯˟˞ ˡˣ˞ˬ ˢ˵ˤ˥ Σ

ˡˣ˰˟ ˸ˣˡˣ˵˲˷ ˧˪˟ˬ˯˞ˢ ˡ˟˰ˬˢ˷ ˳˧˶ˬ ˭s ˸ˣ˧˯˧˯˟ ˸ˣ˧˟˧˦˧ˬ˧˶˲ˣ ˡˣ˞ˬ Φ˶ˬ˞ˬ˟ ˢˤ ˞˪ ˰˧ˠ˞ ˡ˰ ˢˬ˶˪ ˪˷ 

˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞ Σ˞˪˞ ˡ˰ ˢˬ˶˪ ˪˷ ˸ˣˡˣ˵˲ Bytecode Σ˭ˢ˷ ˸ˣˡˣ˵˲ Ϧˣˬ˩ ˧˪˟ˬ˯˞ Ϧ˪˷ ˸˲˷ PythonΦ 

˨˷ˬ˟ ˭ˣˬˢ ˭ˬˤ ˧˸˧˴˶ ˭˧˟ˢ˪ ˸˞ ˸˲˷ Python ˶˸ˣ˧ ˵ˬˣ˰˪ ˡˣˬ˪˪ˣ ˨˧˞ ˞˧ˢ ˸˷ˬˣˬˬ ˪˰ˣ˲˟ Φ˧ˡ˩ ˸ˣ˷˰˪ 

˸˞ˤ ˥˧˩ˣˢ˪ˣ ˧ˬ˴˰˪ ˧ˮ˞˷ ˭˩˞ ˡˬˣ˪ ˶˟ˡ x˞ ˫˧˧ˮ˷ ˨˧˪ˢ˸˟ Σ˧˸˦˪˥ˢ ˯˧ˮ˩ˢ˪ ˫˧˧ˣˮ˧˷ ˫˧ˬ˧ˣ˯ˬ ˢ˲˷˟ ˨ˣ˸ 

˧ˡ˩ ˢˡ˧ˬ˪ˢ Φ˱ˣ˯˟˪ ˧˸˟˴ˢ ˧ˬ˴˰˪ ˢ˶˦ˬ˪ ˶ˣ˴˧˪ ˸˞˯˶ˠ Python ˧˪˷ˬ ˢ˟˷ ˢ˧ˢ˧ ˶ˣ˦˶˲ˣ˞ˢ  ΣҌҌ˰ˣˡ˧˩˷ 

˞˪ ˫˧˧˵ ˟πPython Φ˪˪ˠ˟ ˧˸˰ˡ˪˷ ˢ˞˴˧ ˢ˞˴ˣ˸ ˧l ˢ˟˧ˮˠˬ Σ˧˸˦˪˥ˢ ˟ˣ˸˩˪ ˶ˬ˞ˬ ˪˰ ˨˧˪ˢ˸ ˢˡ˧ˬ˪ˢ ˧˪˷Φ 
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ϐˢ˥˧˷ ˫˰ ChatGPTώ 

˧ˮ˞ ˞˪ ˧˸˰ˮ˩˸˷ˢ ˢ˟ˣ˷˸ˢˬ ˪˷ ChatGPT Σ˫˸˞ˣΚ 

 

˸˴˵ ˪˰ CPython 

˸ˣˬ˧˧˵ ˶˲˯ˬ ˸ˣ˴˲ˢ ύdistributions ό˪˷ Python ˢ˴˲ˢˢ˷˩ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˞˧ˢ CPython Φ˧ˢˣˤ ˢ˴˲ˢ 

open-source Σˢ˟ˣ˸˩ ˸˲˷˟ C Σ˞˧ˢˣ ˸˧˶˪ˣ˲ˣ˲ˢ ˶˸ˣ˧˟ Φ˭ˣ˩ˮ ˸˟˧˸˩˪ ˸ˣ˶ˣ˷ ˢ˪˞ ύ˶˞ˣ˶˟˲ нлнп Σό˞˯˶ˠˢ 

˸˧ˮ˩ˡ˰ˢ ˶˸ˣ˧˟ ˪˷ CPython ˞˧ˢ оΦмоΦл ˭˩˪ˣ ˪˩ ˧˰˦˵ ˡˣ˵ˢ ˫˧˧ˣˮ˧˷ˢˣ ˠ˧˴˞˷ ˶ˬ˞ˬ˟ ˢˤ ˫˧˦ˮˣˣ˪˶ ˞˯˶ˠ˪ 

ˣˤ ˡ˟˪˟ Φ˷˧ ˭˧˧˴˪ ˦˵˧ˣ˶˲ˢ˷ CPython ˧˥ ˢˮ˸˷ˬˣ ˭˲ˣ˞˟ ˸˧˯˥˧ ˶˧ˡ˸ ύ˩πмл commitπ˫˧ ˫ˣ˧˟ ˰˴ˣˬˬ˟ ό˭˩˪ˣ 

ˡˣ˵ ˠ˧˴˞˷ ˶ˬ˞ˬ˟ ˢˤ ˪ˣ˪˰ ˸ˣˮ˸˷ˢ˪ ˡ˧˸˰˟ Φ˫˰ ˸˞ˤ Σ˶ˬ˞ˬ˟ ˢˤ ˢˮ˷˞ ˡˣ˵ ˞ˣˢ˷ ˧˯˧˯˟ ˡˣ˞ˬ ˸˲˷˟ 

Python ˞˪ˣ ˢˮ˸˷ˬ ˶˸ˣ˧ ˧ˡˬ Σ˭˩˪ˣ ˶˧˟˯ ˞ˣˢ˷ ˢ˧ˢ˧ ˧˦ˮˣˣ˪˶ ˫ˠ ˸ˣ˞˯˶ˠ˟ ˸ˣ˞˟ˢΦ 

˸ˣ˧˥ˣˮ˪ ˞˶ˣ˵ˢ ˪˩ ˫˧˧ˣˮ˧˷ˢ ˫˧˰˧˲ˣˬ˷ ˶ˬ˞ˬ˟ ˫˧˞˴ˬˮ ˟πfork ˧˸˧˷˰˷ ˦˵˧ˣ˶˲˪ CPython ˧ˬ˷˶ˢ ˟˶ˣ˷˧˵Φ 

 

˨˧˞ ˸ˣˮ˟˪ ˸˞ CPython 

˧ˡ˩ ˸ˣˮ˟˪ ˸˞ CPython ˷˧ ˰˴˟˪ git clone ˦˵˧ˣ˶˲˪ Φ˧ˮ˞ ˡ˟ˣ˰ ˸˟˧˟˯˟ Windows ˭˩˪ˣ ˡ˵ˬ˸˞ ˢ˟ Σ˨˞ 

˭˟ˣˬ˩ ˭˸˧ˮ˷ ˫ˠ ˡˣ˟˰˪ ˸ˣ˟˧˟˯˟ ˸ˣ˶˥˞ Φ˸ˣ˞˶ˣˢ ˢ˧ˮ˟ˢ ˪˩˪ ˢ˟˧˟˯ ˸ˣ˞˴ˬˮ ˡˣˬ˰˟ sπGitHub ˪˷ 

CPython Φπ˟Windows ˷˧ ˭˧˵˸ˢ˪ Microsoft Visual Studio 2017 x˞ ˶˥ˣ˞ˬ ˶˸ˣ˧ Σ˳˧˶ˢ˪ˣ ˸˞ ˦˲˧˶˵˯ˢ 

build.bat Φ˶˥˞˪ ˭˩ˬ ˥ˣ˸˲˪ ˸˞ ˳˟ˣ˵ˢ PCbuild/pcbuild.sln ˟πVisual Studio Σ˶ˣ˥˟˪ ˞˯˶ˠ˟ ˢ˧ˣ˴˶ˢ 

ύWin32/x64/ARM/ARM64 xπDebug/Release ό˳ˣ˥˪˪ˣ ˪˰ Build Solution Φ˸˥˸ ˢ˧˵˧˸ˢ PCbuild/amd64 

˶˴ˣˮ ˳˟ˣ˵ python.exe ˪˧˩ˬ˷ ˸˞ ˞˯˶ˠˢ ˣˮ˪˷Φ 

  

https://github.com/python/cpython
https://github.com/elikaski/cpython/tree/plusplus
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Bytecode ˪˰ ˢ˴˵ ˠ˪ˤˬˢ 

˧˪ˣ˞ ˫˸˰ˬ˷ ˷πPython ˞˧ˢ ˢ˲˷ Interpreted ˞˪ˣ Compiled Σ˪˟˞ ˢˬ ˢˤ ˶ˬˣ˞ ˪˰ˣ˲˟ Κˢ˲˷˟ ˞˧ˢ˷ 

Compiled Σˣˬ˩ C ˪˷ˬ˪ Σˡˣ˵ˢ ˶˟ˣ˰ ˢ˧˴˪˧˲ˬˣ˵ ύCompilation ό˸ˣ˶˧˷˧ ˸ˣˡˣ˵˲˪ ˧˪˟ˬ˯˞ ˡ˟˰ˬˢ˷ ˪ˣ˩˧ 

˳˧˶ˢ˪ Φ˸ˬˣ˰˪ ˸˞ˤ ˢ˲˷˟ ˞˧ˢ˷ Interpreted Σˣˬ˩ Python ˪˷ˬ˪ Σˡˣ˵ˢ ˶˟ˣ˰ ˢ˧˴˪˧˲ˬˣ˵ ˸ˣˡˣ˵˲˪ 

Bytecode ˶˥˞˪ˣ ˭˩ˬ ˸ˣˡˣ˵˲ ˢ˪˞ ˸ˣ˴˶ˣˬ ˸˶ˤ˰˟ Interpreter Φ˶˷˲˞ ˟ˣ˷˥˪ ˪˰ ˸ˣˡˣ˵˲ ˢ˪˞ ˩Ϧ˸˲˷ 

˫˧˧ˮ˧˟ Ϧ˭˧˟ Python ˭˧˟˪ ˧˪˟ˬ˯˞ ˳˶˷ ˪˰ ˡ˟˰ˬ ΦπsInterpreter ˞˶˵ˮ ˫ˠ Ϧˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ΣϦ˪ˣˡˠ˟ˣ ˟˪˟ 

ˢ˪ˣ˰˲ˢ ˣ˪˷ ˞ˣˢ ˪˧˩ˬ switch-case ˧˵ˮ˰ ˫˰ case ˪˩˪ ˸ˡˣ˵˲ Bytecode Σ˰˴˟ˬˣ ˭˸ˣ˞ ˸˥˞ ˧˶˥˞ ˢ˧ˮ˷ˢΦ 

πsInterpreter ˪˷ Python ˞ˣˢ ˯˯ˣ˟ˬ ˸˧ˮ˯˥ˬ Σˢˬ ˶ˬˣ˞˷ ˡ˴˪˷ ˱˴˶ ˸ˣˡˣ˵˲ Bytecode ˸ˬ˧˧˵ ˸˧ˮ˯˥ˬ Σ

˦˰ˬ˩ˣ ˪˩ ˸ˣˡˣ˵˲ˢ ˸ˣ˲˥ˣˡ x˞ ˸ˣ˞˧˴ˣˬ ˫˧˦˵˧˧˟ˣ˞ ˸˧ˮ˯˥ˬˬ xʕ ˪˧˟˷˟ ˰˴˟˪ ˸ˣ˪ˣ˰˲ Φ˪˷ˬ˪ ˸ˡˣ˵˲ 

ϦBINARY_OP + Ϧˢˡ˧˵˲˸˷ ˶˟˥˪ ˭˧˟ ˧ˮ˷ ˫˧˶˟˧˞ Σˢ˷ˣ˰ ˸˞ˤ ˪˰ ˧ˡ˧ ˢ˞˴ˣˢ ˪˷ ˧ˮ˷ ˫˧˶˟˧˞ˢ ˫˧ˮˣ˧˪˰ˢ 

˸˧ˮ˯˥ˬ˟ Σ˟ˣ˷˧˥ ˸˞˴ˣ˸ ˶ˣ˟˧˥ˢ ˫ˢ˪˷ Σ˸˲˧˥ˡˣ ˢ˞˴ˣ˸ˢ ˸˧ˮ˯˥ˬ˪Φ 

ˣˮ˪ˤˬ˪ ˸ˬ˧˧˵ ˟πCPython ˢ˧˶˲˯ ˫˷˟ dis ˢˠ˧˴ˬˢ ˢ˶ˣ˴˟ ˢ˥ˣˮ ˸˞ ˸ˣˡˣ˵˲ sπBytecode ˸ˣ˶˴ˣˮ˷ ˶ˣ˟˰ 

˧˰˦˵ ˡˣ˵ Python Φ˨˩ ˪˷ˬ˪ ˸ˣˡˣ˵˲ˢ ˸ˣ˶˴ˣˮ˷ ˶ˣ˟˰ ˧ˣ˦˧˟ˢ Ϧx+1 Ϧ˭ˢΥ 

 

¶ ˢˡˣ˵˲ˢ LOAD_NAME ˸˲˥ˣˡ ˸˧ˮ˯˥ˬ˪ ˸˞ ˢˮ˸˷ˬˢ xΦ 

¶ ˢˡˣ˵˲ˢ LOAD_CONST ˸˲˥ˣˡ ˸˧ˮ˯˥ˬ˪ ˸˞ ˰ˣ˟˵ˢ мΦ 

¶ ˢˡˣ˵˲ˢ BINARY_OP ˸˲˪ˣ˷ ˸˧ˮ˯˥ˬˢˬ ˸˞ ˧ˮ˷ ˫˧˩˶˰ˢ ˣ˪˪ˢ Σ˸˰˴˟ˬ ˸˞ ˟ˣ˷˧˥ˢ Σ˸˲˥ˣˡˣ ˸˞ 

ˢ˞˴ˣ˸ˢ ˸˧ˮ˯˥ˬ˪Φ 

˭˸˧ˮ ˞ˣ˶˵˪ ˶˸ˣ˧ ˵ˬˣ˰˪ ˪˰ Bytecode ˪˰ˣ sπInterpreter ˟˷πCPython ˟˶ˣ˷˧˵Φ 

 

  

https://docs.python.org/3/library/dis.html
https://devguide.python.org/internals/interpreter/
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˨˧˪ˢ˸ ˢ˧˴˪˧˲ˬˣ˵ˢ ˟πCPython 

ˢ˧˴˪˧˲ˬˣ˵ˢ ˟πCPython ˞˧ˢ ˨˧˪ˢ˸ ˪˷ ˸˶ˬˢ ˡˣ˵ ˶ˣ˵ˬ ˟ˣ˸˩˷ ˟πPython ˸ˣˡˣ˵˲˪ Bytecode Σ˞˧ˢˣ 

˸˟˩˶ˣˬ ˫˧˟˪˷ˢˬ ˫˧˞˟ˢΥ 

мΦ ˥ˣ˸˧ˮ ˧˪˵˧˯˵˪ ˪˷ ˦˯˵˦ˢ ˢ˵ˣ˪˥ˣ ˪˷ ˫˧˪˧ˬˢ x˟ ˱˴˶˪ ˪˷ Tokenπ˫˧ ύTokensΦό 

Tokenπ˫˧ ˞ˬˠˣˡ˪ ˫ˢ Υ˶˲˯ˬ Σ˸ˤˣ˶˥ˬ Σ˫˷ ύˢˮ˸˷ˬ x˞ ˢ˧˴˵ˮˣ˲ Σό˶ˣ˦˶˲ˣ˞ ˧˦ˬ˸ˬ Σˡˣ˰ˣΦ 

нΦ ˸ˬ˞˸ˢ ˱˴˶ sπTokenπ˫˧ ˪˰ ˧˲ ˧˵ˣ˥ ˵ˣˡ˵ˡˢ ύGrammar ό˪˷ ˢ˲˷ˢ ˢ˶˧˴˧ˣ ˪˷ AST ύAbstract 

Syntax Tree ό˫ˢˬ Φ˧˵ˣ˥ ˵ˣˡ˵ˡ ˞ˬˠˣˡ˪ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪Υ 

term: name | constant  
sum: term | sum ƥ˩Ʀ ÔÅÒÍ 

 

˞ˬˠˣˡ˟ xʕ ˵ˣ˥ˢ ˣˬ˷˷ term ˪ˣ˩˧ ˫˧˞˸ˢ˪ ˫˷ ˪˷ ˢˮ˸˷ˬ x˞ ˰ˣ˟˵ Σ˵ˣ˥ˢˣ ˣˬ˷˷ sum ˪ˣ˩˧ ˫˧˞˸ˢ˪ 

term x˞ ˱˴˶ ˪˷ sum, +, term Φˣˬ˧˷ ˟˪ ˢ˶ˡˠˢ˪ ˸˧˟˧˯˶ˣ˵˶ˢ Φˢ˷˰ˬ˪ ˵ˣ˥ˢ sum ˪ˣ˩˧ ˫˧˞˸ˢ˪ 

˱˴˶˪ Tokenπ˫˧ ˪˷ ˶ˣ˟˧˥ ˫˧˶˲˯ˬ ˫˧ˮ˸˷ˬˣ ˪˩˟ ˨˶ˣ˞Φ 

оΦ ˸˩˧˲ˢ sπAST ˱˴˶˪ ˪˷ ˸ˣˡˣ˵˲ Bytecode Φ˟˪˷˟ ˢˤ ˸ˣˡˣ˵˲ sπBytecode ˠˣ˯ˬ˷ Jump ˸ˣ˶˴ˣˮ ˞˪˪ 

ˡ˰˧ˢ Σ˨˷ˬˢ˟ˣ ˸ˣˡˣ˵˲ ˢ˪˞ ˸ˣˮ˩ˡ˰˸ˬ ˫˞˸ˢ˟ ˪πCFGΦ 

пΦ ˸˧˧ˮ˟ CFG ύControl Flow Graph ό˨ˣ˸ˬ ˱˴˶ ˸ˣˡˣ˵˲ sπBytecode Φ˪˩ ˸ˬˣ˴ ˱˶ˠ˟ ˞˧ˢ ˱˴˶ ˪˷ 

˸ˣˡˣ˵˲ Bytecode ˸˞˶˵ˮˣ basic block Σ˷ˬˬ ˣˬ˩ ˡˣ˵˟ ˧˪˟ˬ˯˞ Φ˟˪˷˟ ˢˤ ˸ˣ˰˴˟˸ˬ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ 

˸ˣˮˣ˷ ˪˰ ˱˶ˠˢ ˣˬ˩ ˪˷ˬ˪ ˢ˶˯ˢ ˪˷ basic blocks ˫˧˵˧˶ x˞ ˞˪˷ ˭˸˧ˮ ˰˧ˠˢ˪ ˫ˢ˧˪˞ Σˢ˶˯ˢ ˪˷ 

˸ˣˡˣ˵˲ NOP ˣ˩ˣΦϥ 

рΦ ˟ˣ˷˧˥ offsetπ˫˧ ˸ˣ˟ˣ˸˩˪ ˡ˰˧ˢ ˪˷ ˸ˣˡˣ˵˲ sπJump ˨ˣ˸ˬ sπCFG Σ˭ˣ˩ˡ˰ˣ sπBytecode ˶˴ˣˮ˷ ˫ˡˣ˵ 

˭˩˪ ˸˪˟˵˪ sπBytecode ˧˲ˣ˯ˢΦ 

˦˪˲ ˨˧˪ˢ˸ˢ ˢˤˢ ˞ˣˢ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ PyCodeObject ˪˧˩ˬ˷ ˡˣ˵ Bytecode ˭˸˧ˮ˷ ˢ˴˶ˢ˪ Φ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬ 

ˢˤ ˞˪ ˯ˮ˩ˮ ˫˧˦˶˲˪ ˪˰ ˦˵˧˧˟ˣ˞ ˢˤ Σ˨˞ ˫˧˶ˬ˞ˬ˟ ˫˧˞˟ˢ ˭˩ ˡˬ˪ˮ ˪˰ ˨˧˪ˢ˸ ˢ˴˶ˢˢ ˪˷ sπBytecodeΦ  

˭˪ˢ˪ ˫˧˷˶˸ ˶˞˸ˬˢ ˸˞ ˧˟˪˷ ˢ˧˴˪˧˲ˬˣ˵ˢ Σ˪˪ˣ˩ ˸ˣˬ˷ ˫˧˴˟˵ˢ ˫˧˦ˮˣˣ˪˶ˢΥ 

 

ˮ˭˸˧ ˞ˣ˶˵˪ ˶˸ˣ˧ ˵ˬˣ˰˪ ˪˰ ˪˩ ˡ˥˞ ˫˧˟˪˷ˢˬ ˟ˡˣ˰˧˸ ˧ˬ˷˶ˢ ˪˷ ˶˪˧˧˲ˬˣ˵ˢ ˪˷ PythonΦ 

https://devguide.python.org/internals/compiler/
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˸˶ˠ˯ˬ˟ ˶ˬ˞ˬ ˢˤ ˡ˵ˬ˸ˮ ˵˶ ˵˪˥˟ ˪˷ sπCompiler Σ˶˞ˣ˸ˬ˷ ˭˟˪ˬ˟ ˧˪˞ˬ˷ˢ ˫˧˷˶˸˟˷ Φ˶ˬ˞ˬ˟ ˞˟ˢ 

ˡ˵ˬ˸ˮ ˵˪˥˟ ˪˷ sπInterpreter Σ˶˞ˣ˸ˬ˷ ˭˟˪ˬ˟ ˧ˮˬ˧ˢ ˫˧˷˶˸˟˷Φ 

 

˸˲˯ˣˢ ˶ˣ˦˶˲ˣ˞ˢ ҌҌ 

Disclaimer 

ˡˣ˵ˢ Ϧ++x Ϧ˞ˣˢ ˡˣ˵ ˧˵ˣ˥ ˟πPython ύˣ˯ˮ ˫˩ˬ˴˰˟ ΦόΗ˰ˣˡ˧˩ ˟πPython ˫˧˧˵ ˶ˣ˦˶˲ˣ˞ ˧˶ˮˣ˞ ύunary 

operator ό˪˷ ˢ˪˧˪˷ ˫˧˞˸ˬ˷ ˣ˸˪ ϥ-ύ ϥ˯ˣˮ˧ˬ Σό˪˷ˬ˪ ˫˞ x ˞ˣˢ ˶˲˯ˬ ˤ˞ ˡˣ˵ˢ Ϧ-x Ϧ˶˧ˤ˥˧ ˸˞ ˶˲˯ˬˢ ˫˰ 

˭ˬ˧˯ ˨ˣ˲ˢ Φ˭˲ˣ˞˟ ˧˶˦ˬ˧˯ ˫˧˧˵ ˟πPython ˶ˣ˦˶˲ˣ˞ ˧˶ˮˣ˞ ˪˷ ˟ˣ˧˥ ˫˧˞˸ˬ˷ ˣ˸˪ ύ ϥҌϥ˯ˣ˪˲ Σό˪˷ˬ˪ ˫˞ x ˞ˣˢ 

˶˲˯ˬ ˤ˞ ˡˣ˵ˢ Ϧ+x Ϧ˶˧ˤ˥˧ ˸˞ ˶˲˯ˬˢ ˣˬ˴˰ ˞˪˪ ˧ˣˮ˧˷ Φ 

˧ˮ˞ ˞˪ ˶˧˩ˬ ˷ˣˬ˧˷ ˧˦˵˶˲ ˶ˣ˦˶˲ˣ˞˪ ˢˤ ˟πtypes ˫˧˞˴ˬˮˢ ˸˶˧˶˟˩ ˪ˡ˥ˬ ˟πPython Σ˨˞ ˷ˣˬ˧˷ 

˧˪˞˧˴ˮ˦ˣ˲ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˶˧˴˧˟ ˢ˵˪˥ˬ ˸˷ˬˬˬ˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ __pos__ ˫˰ ˢ˵˧ˠˣ˪ ˸˧˸ˣ˰ˬ˷ˬ ύˢ˧˴˵ˮˣ˲ˢ 

˸˧ˠˣ˪ˮ˞ˢ ˢ˪˧˪˷˪ ˞˧ˢ __neg__ Φό˪˷ˬ˪ ˫˞ ˶˧ˡˠˮ ˢ˵˪˥ˬ mylist ˢˬˣˡ˟ ˪πlist ˪˷ Python Σ˶˧ˡˠˮˣ 

˶ˣ˦˶˲ˣ˞˷ ˧˶ˮˣ˞ ˧˟ˣ˧˥ ˶˧ˤ˥ˬ ˵˶ ˸˞ ˫˧˶˟˧˞ˢ ˫˧˧˟ˣ˧˥ˢ ˢˬ˧˷˶˟ Σ˶ˣ˦˶˲ˣ˞ˣ ˧˶ˮˣ˞ ˧˪˧˪˷ ˶˧ˤ˥ˬ ˵˶ ˸˞ 

˫˧˶˟˧˞ˢ ˫˧˧˪˧˪˷ˢ ˢˬ˧˷˶˟ Σˤ˞ ˶ˣ˦˲ˣ˞ˢ ˵˧ˡ˴˧ ˸˞ ˣˬ˴˰Υ 

 

˪˩˟ ˢ˶˵ˬ Σˡˣ˵ˢ Ϧ++x Ϧ˪˧˰˲ˬ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˧˶ˮˣ˞ˢ ˧˟ˣ˧˥ˢ ˪˰ x Σˤ˞ˣ ˪˧˰˲ˬ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˧˶ˮˣ˞ˢ ˧˟ˣ˧˥ˢ 

˪˰ ˢ˞˴ˣ˸ˢ Φ˧ˣˮ˧˷ˢ ˯˧ˮ˩ˮ˷ ˢ˲˷˪ ˫ˣ˶ˠ˧ ˨˩˪ ˪˩˷ ˢ˰˲ˣˢ ˪˷ Ϧ++ Ϧˡˣ˵˟ ˟˷˥˧˸ ˶ˣ˦˶˲ˣ˞˩ ˷ˡ˥ˢ ˣˮ˪˷Φ 
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˸˲˯ˣˢ Token ˫˧˞˸ˬ 

˟˪˷ˢ ˭ˣ˷˞˶ˢ ˨˧˪ˢ˸˟ ˞ˣˢ ˢ˲˯ˣˢ ˪˷ Token ˶ˣ˟˰ ˶ˣ˦˶˲ˣ˞ˢ  ΦҌҌ˳˟ˣ˵ˢ ˪˧˩ˬ˷ ˸˞ ˪˩ sπTokenπ˫˧ ˞ˣˢ 

Grammar/Tokens Σˣ˟ˣ ˱˧˯ˣˮ ˢ˶ˣ˷ ˶ˣ˟˰ sπToken ˪˷ ΥҌҌ 

 
 

ˢ˶˰ˢ :˸˧ˮ˩˦ ˫ˮ˷˧ ˫˧˴˟˵ ˫˧ˬ˧ˣ˯ˬ ˟πCPython Σˣˬ˩ ˪˷ˬ˪ ˳˟ˣ˵ ˢˤ Σˠˬ˷ϥ˫˧˦˶ˮˣ ˫ˢˬ ˧˴˟˵ .c xπ.h ˫˧ˮˣ˷ Φ

˶˥˞˪ ˧ˣˮ˧˷ ˫˧˴˟˵ ˢ˪˞ ˸˟˧˟˯˟ Windows Σ˷˧ ˳˧˶ˢ˪ ˸˞ ˦˲˧˶˵˯ˢ ˧˞˶˥˞˷ ˠ˪ϥ˦˶ˮ ˸˞ ˧˴˟˵ sπ.c xπ.h 

˫˰ ˢˡˣ˵˲ˢΥ 

build.bat -- regen  

˧ˡ˩ ˵ˣˡ˟˪ ˸˞ ˧ˣˮ˧˷ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˧˶˲˯˟ tokenize ˸˪˟˵ˬ˷ ˡˣ˵ Python ˢ˯˧˲ˡˬˣ ˸˞ sπTokenπ˫˧ 

˫˧˞˴ˬˮ˷ x˟ Φ˶˥˞˪ ˸˲˯ˣˢ ˢ˶ˣ˷ˢ ˪ˣ˲ˬ˧˵ˣ ˪˷ CPython ˫˧˞ˣ˶ ˭˩˞˷ ˫˧˪˵˸ˮ˷˩ ˡˣ˵˟ ˟- ΣϦҌҌϦ˶˟˩ ˞˪ 

˶˟ˣˡˬ ˶ˣ˦˶˲ˣ˞˟ ˧˶ˮˣ˞ ˧˟ˣ˧˥ ˰˧˲ˣˬ˷ ˫˧˧ˬ˰˲ Σ˞˪˞ ˶ˣ˦˶˲ˣ˞˟ ˧˶ˮˣ˞ ˷ˡ˥ Φ 

˧ˮ˲˪ ˧ˣˮ˧˷ˢΥ 

 

˧˶˥˞ ˧ˣˮ˧˷ˢΥ 

 

  

https://docs.python.org/3/library/tokenize.html


 
 

Practical Python Internals 
 ϥ  π  ++ 

www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 159, ˳˶ˬ нлнп  оу 
 

˭ˣ˩ˡ˰ ˵ˣˡ˵ˡ ˢ˲˷ˢ 

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˶˧ˡˠˢ˪ ˵ˣ˥ ˵ˣˡ˵ˡ ύGrammar ό˶ˣ˴˧˷ ˦˵˧˧˟ˣ˞ AST ˫˧˪˵˸ˮ˷˩ ˟πToken ˷ˡ˥ˢ ˣˮ˪˷ Φ

˟˪˷ ˢˤ ˵˪˥˸ˬ ˧ˮ˷˪ ˫˧˵˪˥Υ 

мΦ ˶˧ˡˠˢ˪ ˵˧ˣˡˬ˟ ˢˤ˧˞ ˱˴˶ ˪˷ Tokenπ˫˧ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˫˧˞˸ˢ˪ 

нΦ ˶˧ˡˠˢ˪ ˪˩˪ ˱˴˶ ˢˤ˩˷ ˢˤ˧˞ ˠˣ˯ ˦˵˧˧˟ˣ˞ AST ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˶ˣ˴˧˪ 

˵˪˥ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˪˵ - ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˫˧˞˸ˢ˪ ˸˞ ˢ˶˵ˬˢ ˪˷ Ϧx++ Ϧ˸˞ˣ ˢ˶˵ˬˢ ˪˷ 

Ϧ++x ΦϦ˳˟ˣ˵ˢ ˣ˟˷ ˫˧˶ˡˠˣˬ ˧˵ˣ˥ ˵ˣˡ˵ˡˢ ˞ˣˢ Python.gram Σˣˢˤ ˳˟ˣ˵ ˧l ˪ˣˡˠ ˪˧˩ˬ˷ ˭ˣˬˢ ˫˧˵ˣ˥ ˢ˷˰ˬ˪ˣ 

˞ˣˢˣ ˫˴˰˟ ˶˧ˡˠˬ ˸˞ ˪˩ ˸˲˷ Python Φ˭˸˧ˮ ˞ˣ˶˵˪ ˪˰ ˨˧˞ ˞ˣˢ ˧ˣˮ˟ ˪˰ˣ sπsyntax ˸˟˧˸˩˪ ˫˧˵ˣ˥ˢ ˡˣ˰˧˸˟ 

˞˴ˬˮ˷ ˸˪˧˥˸˟ ˳˟ˣ˵ˢΦ 

˪˧˟˷˟ ˰˴˟˪ ˸˞ ˵˪˥ˢ ˧ˮ˷ˢ ˧˞ˡ˩ ˯˯˟˸ˢ˪ ˪˰ ˵ˣ˥ ˪˷ ˶ˣ˦˶˲ˣ˞ ˶˥˞ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˢˬˣˡ˷ ˶ˣ˦˶˲ˣ˞˪ 

ˣˮ˪˷ Φ˸˪ˣ˰˲˟  ҌҌˣˮ˪˷ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˞ˣ˶˵˪ ˨˶˰ ˪˷ ˢˮ˸˷ˬ Σ˟ˣ˸˩˪ ˨˶˰ ˢ˶ˤ˥˟ ˣ˸ˣ˞˪ ˢˮ˸˷ˬ Σ˫ˠˣ 

˶˧ˤ˥ˢ˪ ˨˶˰ Φˢˤ ˸˴˵ ˶˧˩ˤˬ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ walrus Ϧύ:= όϦ˱˯ˣˣ˸ˢ˷ ˪πPython ˟˞˯˶ˠ оΦу ˶˷˲˞ˬˣ ˟˷˥˪ 

˧ˣ˦˧˟ Σ˟ˣ˸˩˪ ˸˞ ˢ˞˴ˣ˸ˢ ˢˮ˸˷ˬ˪ Σ˫ˠˣ ˶˧ˤ˥ˢ˪ ˸˞ ˢ˞˴ˣ˸ˢ Φ˭˪ˢ˪ ˵ˣ˥ˢ ˪˷ ˶ˣ˦˶˲ˣ˞ ˢˤΥ 

 

˵ˣ˥ ˢˤ ˫˧˞˸ˬ ˸˞ ˱˴˶ˢ ϦNAME := expression Ϧ˶˴ˣ˧ˣ ˣˮˬˬ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ NamedExpr Σ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸˞ 

ˣ˸˶ˡˠˢ ˳˟ˣ˵˟ pycore_ast.h Φ˦˵˧˧˟ˣ˞ ˢˤ ˪˟˵ˬ ˶˦ˬ˶˲˩ ˦˵˧˧˟ˣ˞ target ˦˵˧˧˟ˣ˞ˣ valueΦ 

˦˵˧˧˟ˣ˞ sπvalue ˞ˣˢ ˦˵˧˧˟ˣ˞ˢ ˫˧˞˸ˬ˷ ˪πexpression ˞˴ˬˮ˷ ˭˧ˬ˧ˬ ˶ˣ˦˶˲ˣ˞˪ Σ˞ˣˢˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˩ˬ ˠˣ˯ Φ

˵ˣ˥˟ ˵ˣˡ˵ˡˢ ˢˤˢ ˸˧˲˧˴˲˯ Σ˦˵˧˧˟ˣ˞ sπtarget ˞ˣˢ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ Name Φ˦˵˧˧˟ˣ˞ ˢˤ ˪˟˵ˬ ˶˦ˬ˶˲˩ ˸˞ 

˫˷ ˢˮ˸˷ˬˢ Σπxcontext ˢ˶˵ˬ˟˷ ˢˤ ˞ˣˢ Store ύ˪ˣ˩˧ˣ ˸ˣ˧ˢ˪ Load/Store/DelΦό 

˧ˠˣ˯ ˫˧˦˵˧˧˟ˣ˞ ˫˧˧˶˷˲˞ ˫˧˲˯ˣˮ ˪˷ expression ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ Name π ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ ˢˮ˸˷ˬ˪ ΣBinOp 

- ˢ˪ˣ˰˲ ˸˧˶˞ˮ˧˟ ˣˬ˩ ˫˧˧ˣ˦˧˟ ˫˧˧˦ˬ˸ˬ ˪˷ˬ˪ ΣCall - ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ Σˡˣ˰ˣ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˸ˬ˧˷˶ ˧ˠˣ˯ 

πsexpressionπ˫˧ ˸ˣˡ˷ˢˣ ˫ˢ˪˷ ˳˟ˣ˵˟ pycore_ast.hΦ ˭˸˧ˮ ˸ˣ˞˶˪ ˭˲ˣ˞˟ ˥ˣˮ ˸˞ sπAST ˶˴ˣˮ˷ ˵ˣ˥˟ ˢˤ 

˸ˣ˰˴ˬ˞˟ ˢ˧˶˲˯ˢ astΥ 

 

https://docs.python.org/3/whatsnew/3.8.html
https://docs.python.org/3/library/ast.html
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˸˶ˡˠˢ ˦˵˧˧˟ˣ˞ AST ˷ˡ˥ 

ˢ˴˶ˮ ˶ˣ˴˧˪ ˠˣ˯ ˦˵˧˧˟ˣ˞ ˷ˡ˥ ˪˷ expression ˠ˴˧˧˷ ˸˞ ˵ˣ˥ ˵ˣˡ˵ˡˢ ˪˷ ˶ˣ˦˶˲ˣ˞ˢ ˣˮ˪˷ Φˣˮ˥ˮ˞ ˫˧˴ˣ˶ 

˸ˣˡ˷ˢ˷ ˪˷ ˦˵˧˧˟ˣ˞ˢ ˣ˧ˢ˧ ˫˷ ˢˮ˸˷ˬˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˸ˣˮ˷˪ Σˢˡ˷ˣ op ˶˧ˡˠ˧˷ ˫˞ˢ ˣˮ˥ˮ˞ ˫˧˰˴˟ˬ 

˸˪ˣ˰˲ Pre-increment x˞ Post-increment ύ˶ˬˣ˪˩ ˫˞ˢ ˫˧˰˴˟ˬ ++x x˞ x++ Σόˢˬˣˡ˟ ˢˡ˷˪ sπcontext 

˪˷ ˠˣ˯ˢ Name Φ˧˦˵˧˧˟ˣ˞ sπAST ˫˧˶ˡˠˣˬ ˳˟ˣ˵˟ Python.asdl ˣˮˬˬˣ ˠˬϥ˫˧˦˶ˮˣ ˧˴˟˵ .h ˫˧ˮˣ˷ ˨˧˪ˢ˸˟ 

ˢ˧˴˪˧˲ˬˣ˵ˢ ˪˷ CPython Φ˱˧˯ˣˮ ˳˟ˣ˵˪ ˢˤ ˢ˶ˡˠˢ ˦˵˧˧˟ˣ˞˪ ˣˮ˪˷ Σ˞˶˵ˮˣ x˪ UnaryExprΥ 

 

˱˧˯ˣˮ ˫ˠ ˢ˶ˡˠˢ ˪πop ˣˮ˪˷ Σ˞˶˵ˮ x˪ unaryexp_op ˫˧˩˶˰ˢˣ ˫˧˧˶˷˲˞ˢ ˣ˪˷ ˣ˧ˢ˧ Pre_inc xπPost_incΥ 

 

˸˞ˤ˟ ˣˮˬ˧˧˯ ˶˧ˡˠˢ˪ ˸˞ ˦˵˧˧˟ˣ˞ sπAST ˣˮ˪˷ Σˣ˧˷˩˰ˣ ˪˩ˣˮ ˟ˣ˸˩˪ ˸˞ ˵ˣ˥ˢ ˷ˡ˥ˢ ˣˮ˪˷ ˭˲ˣ˞˟ ˞˪ˬΦ 

˧ˮ˲˪ ˢˮ˷ˮ˷ ˸˞ ˵ˣˡ˵ˡˢ Σ˧˞ˡ˩ ˭˧˧˴˪ ˡˣ˰˧˸˟˷ ˧ˬ˷˶ˢ ˪˷ CPython ˣˮ˷˧ Checklist ˪˷ ˫˧˴˟˵ ˷˧˷ ˨ˣ˶˰˪ 

˫˧˰˴˟ˬ˷˩ ˫˧˧ˣˮ˧˷ ˵ˣˡ˵ˡ˪ ˢ˲˷ˢΦ 

˶ˣ˴˧ˮ ˵ˣ˥ unaryexp ˫˧˞˸˧˷ ˱˴˶ Tokenπ˫˧ ˪˧˩ˬ˷ ˫˷ ˢˮ˸˷ˬ ˣ˧˶˥˞˷  ΣҌҌ˫ˠˣ ˱˴˶ ˪˧˩ˬ˷  ҌҌˣ˧˶˥˞˷ 

˫˷ ˢˮ˸˷ˬ Φ˵ˣ˥ˢ ˶ˣ˴˧˧ ˦˵˧˧˟ˣ˞ UnaryExpr ˫˰ ˶˦ˬ˶˲ op ˫˧˞˸ˬΥ 

 

˧˶˥˞ ˣˮ˶ˡˠˢ˷ ˢ˥˪˴ˢ˟ ˵ˣ˥ ˵ˣˡ˵ˡ ˷ˡ˥ Σ˨˧˶˴ ˭˧˟ˢ˪ ˨˧˞ ˞ˣˢ ˟˪˸˷ˬ ˧˵ˣ˥˟ ˵ˣˡ˵ˡˢ ˫˧ˬ˧˧˵ˢ ˪˷ 

Python Φ˧˸ˬ ˢ˴˶ˮ ˪˧˰˲ˢ˪ ˸˞ ˵ˣ˥ˢ ˢˤˢ Κ˶˷˲˞ ˪˩˸˯ˢ˪ ˪˰ ˫˧˵ˣ˥ ˫˧˶˥˞ ˸ˣ˯ˮ˪ˣ ˭˧˟ˢ˪ ˢ˲˧˞ ˣˮ˧˧ˢ 

˫˧˴ˣ˶ ˶˷˲˞˪ ˷ˣˬ˧˷ ˵ˣ˥˟ ˣˮ˪˷ Σ˫˰ˣ ˧ˣ˯˧ˮ ˢ˧˰˦ˣ ˶˷˲˞ ˞ˣ˴ˬ˪ x˪ ˫ˣ˵ˬ ˫˧˞˸ˬΦ 

˭ˣ˧˰˶ˢ ˞ˣˢ ˶˷˲˞˪ ˶ˣ˦˶˲ˣ˞˪ ˣˮ˪˷ ˢˬ˩ ˶˸ˣ˧˷ ˷˲ˣ˥ ˸ˣ˧ˢ˪ ˶˷˵ˢ˟ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˶˥˞ Σ˶ˬˣ˪˩ ˶˷˲˞˪ x˪ 

˸ˣ˧ˢ˪ ˨ˣ˸˟ ˧ˣ˦˧˟ ˧˦ˬ˸ˬ ˟˩˶ˣˬ ˣˮˮˣ˴˶˩ Φˢ˶˧˥˟ˢ ˣˤˢ ˞˧ˢ ˢ˞˶ˮ˩ ˵˪˥ˢ ˧˩ˢ ˢ˷˵ ˨˧˪ˢ˸˟ ˸˲˯ˣˢ 

˶ˣ˦˶˲ˣ˞ˢ ˢ˲˷˪Φ 

˧ˮ˞ ˧˸˞˴ˬ ˥˪˴ˣˬ˷ ˫˧˷˪ ˸˞ ˵ˣ˥ˢ ˷ˡ˥ˢ ˸˥˞˩ ˸ˣ˧ˣ˶˷˲˞ˢ ˵ˣ˥˟ ˞˶˵ˮ˷ primary Φ˵ˣ˥ ˢˤ ˞˴ˬˮ ˸˧˯˥˧ 

˱ˣ˯˟ ˸˶˷˶˷ ˫˧˵ˣ˥ˢ ˢ˶˧ˡˠˬ˷ ˫˧˧ˣ˦˧˟ ˫˧˧˦ˬ˸ˬ Σ˧˶˥˞ ˸ˬ˞˸ˢ Tokenπ˫˧ ˪˷ ˸ˣ˪ˣ˰˲ bitwise Σ˶ˣ˟˧˥ Σ

https://devguide.python.org/developer-workflow/grammar/index.html#checklist


 
 

Practical Python Internals 
 ϥ  π  ++ 

www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 159, ˳˶ˬ нлнп  пл 
 

˪˲˩ Σ˸ˣ˪ˣ˰˲ ˸ˣ˧˶ˮˣ˞ Σˢ˵ˤ˥ˣ Φˢ˷˰ˬ˪ ˵ˣ˥ ˢˤ ˞˴ˬˮ ˷ˬˬ ˧ˮ˲˪ ˵ˣ˥ ˫˷˟ atom ˫˧˞˸ˬ˷ ˫˧˶˲˯ˬ˪ ˫˧˰ˣ˟˵ 

ˣ˞ ˸ˣˬ˷ ˫˧ˮ˸˷ˬΥ 

 

ˢ˶˧˥˟ ˫ˣ˵˧ˬ˟ ˢˤ ˸˶˷˲˞ˬ ˣˮ˪ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟  ҌҌ˫˰ ˪˩ ˢ˪ˣ˰˲ ˸˧˦ˬ˸ˬ ˸˶˥˞Φ 

˧˶˥˞ ˪˩ ˨˧˪ˢ˸ˢ ˢˤˢ ˱ˣ˯ ˱ˣ˯ ˣˮ˲˯ˣˢ ˸˞ ˵ˣ˥ˢ ˷ˡ˥ˢ ˣˮ˪˷ Σˣ˪˧˲˞ˣ Python ˠ˧˴ˬ ˸˞ sπAST ˫˧˞˸ˬˢ x˪ 

ˢ˶ˣ˴˟ ˢ˥ˣˮΥ 

 

˨˞ ˭˧˧ˡ˰ ˞˪ ˣˮ˶ˡˠˢ ˣ˪˧˞ ˸ˣˡˣ˵˲ Bytecode ˣ˶˴ˣˣ˧ ˢ˯ˮˮ˷˩ ˪˲ˬ˵˪ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˷ˡ˥ˢ ˢˤˢΦ 

˸˶ˡˠˢ ˢ˧˴˪˧˲ˬˣ˵ˢ ˪˷ ˦˵˧˧˟ˣ˞ sπAST ˱˴˶˪ ˸ˣˡˣ˵˲ Bytecode 

˧˞ˡ˩ ˶˧ˡˠˢ˪ ˢˬ ˢ˶˵˧ ˫˧˯ˮˬ˷˩ ˪˲ˬ˵˪ ˸˞ ˦˵˧˧˟ˣ˞ sπUnaryExpr ˣˮ˶˴˧˷ Φ˳˟ˣ˵ˢ ˣ˟˷ ˫˧˶˧ˡˠˬ ˢˤ˧˞˪ 

˸ˣˡˣ˵˲ Bytecode ˫˧˪˲ˬ˵ˬ ˪˩ ˦˵˧˧˟ˣ˞ AST ˞ˣˢ compile.c Φ˸˧˲˧˴˲˯ ˢ˧˴˵ˮˣ˲ˢ ˢ˟˷ ˫˧˪˲ˬ˵ˬ 

˫˧˦˵˧˧˟ˣ˞ ˠˣ˯ˬ expression ˞˧ˢ compiler_visit_expr1 Σ˷˧ˣ ˢ˟ ˢ˵ˣ˪˥ ˫˧˶˵ˬ˪ ˧˲˪ ˠˣ˯ sπexpression Φ

˭˪ˢ˪ ˸˪˧˥˸ ˢ˧˴˵ˮˣ˲ˢΥ 
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˱˧˯ˣˮ ˢ˧˴˵ˮˣ˲˪ xʕ ˸ˣ˯˥˧˧˸ˢ ˢ˶˵ˬ˪ ˪˷ ˦˵˧˧˟ˣ˞ sπUnaryExpr ˣˮ˪˷ Σ˫˧˧˸ˮ˧˟˪ˣ ˶˧ˡˠˮ ˞ˣˢ˷ ˪˲ˬ˵˸˧ 

˸ˡˣ˵˲˪ NOP ˞˪˷ ˢ˷ˣ˰ ˫ˣ˪˩Υ 

 

˶˥˞˪ ˫˧˪˲ˬ˵ˬ˷ ˸˞ CPython ˫˧˯ˮˬˣ ˷ˬ˸˷ˢ˪ ˶ˣ˦˲ˣ˞˟  ҌҌ˫˧˪˵˸ˮ ˢ˞˧ˠ˷˟Υ 

 

˷ˣ˲˧˥ˬ ˢ˞˧ˠ˷ˢ ˡˣ˵˟ ˰˧ˠˮ ˢ˧˴˵ˮˣ˲˪ calculate_stackdepth ˳˟ˣ˵˟ flowgraph.c Φˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ 

basic block Σ˸˶˟ˣ˰ ˪˰ ˸ˣˡˣ˵˲ sπBytecode ˸ˣ˞˴ˬˮ˷ x˟ Σ˸˞ˡˣˣˬˣ ˱˞˷ ˢˡˣ˵˲ ˞˪ ˸˰ˠˣˮ ˧˩˶˰˟ ˸˧ˮ˯˥ˬ 

˫˧˞˴ˬˮ˷ ˳ˣ˥ˬ ˣ˸ˣ˞˪ basic block Φ˪˧˟˷˟ ˭˧˟ˢ˪ ˢˬ˪ ˶ˣ˦˶˲ˣ˞ˢ ˣˮ˪˷ ˫˶ˣˠ ˨˩˪ ˪˩˸˯ˮ ˪˰ ˱˴˶ ˸ˣˡˣ˵˲ sπ

Bytecode ˶˴ˣˮ˷ ˢ˧˴˪˧˲ˬˣ˵˟ ˪˷ ˧ˣ˦˧˟ ˶˥˞Υ 

 

ˢ˞˶ˮ ˢ˲ˣ˴ˬ˷ ˱˴˶˷ ˸ˣˡˣ˵˲ sπBytecode ˶˴ˣˮ˷ ˢ˧˴˪˧˲ˬˣ˵˟ ˪˷ ˦˵˧˧˟ˣ˞ sπAST ˶˧˞˷˧ ˸˞ ˨˶˰ ˢ˞˴ˣ˸ˢ 

˪˰ ˸˧ˮ˯˥ˬˢ ˧ˡ˩ ˞ˣˢ˷ ˶˟˰ˣ˧ ˢ˞˪ˢ Φˡˣ˰˟ ˫˧˧˸ˮ˧˟˷ ˣˮ˶ˡˠˢ ˢ˷πBytecode ˶˴ˣˣ˧˷ ˢ˧˴˪˧˲ˬˣ˵˟ ˪˷ 

˦˵˧˧˟ˣ˞ˢ UnaryExpr ˪˧˩˧ ˸ˡˣ˵˲ NOP ˡ˟˪˟ Σ˶ˬˣ˪˩ ˞˪ ˶˧˞˷˧ ˸˞ ˨˶˰ ˢ˞˴ˣ˸ˢ ˪˰ ˸˧ˮ˯˥ˬˢ Φˤ˞ ˸ˡˣ˵˲ 

πsRETURN_VALUE ˢ˞˧˴ˣˬ ˸˧ˮ˯˥ˬˢˬ ˨˶˰ ˞˪˷ ˞˴ˬˮ ˟πbasic block ˧˥˩ˣˮˢ Φ 
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˧ˡ˩ ˞ˡˣˣ˪ ˸˞ˤ Σ˱˧˪˥ˮ ˸˞ ˸ˡˣ˵˲ sπNOP ˣˮ˪˷ ˢˡˣ˵˲˟ ˢˬ˷˷ ˪˰ ˸˧ˮ˯˥ˬˢ ˨˶˰ ˰ˣ˟˵Υ 

 

˫˰˲ˢ ˫˧˷ˬ˸˷ˬ˷˩ ˶ˣ˦˶˲ˣ˞˟ ˣˮ˪˷ - ˸˞˴ˣ˸ ˧ˣ˦˧˟ˢ ˞˧ˢ ˨˶˰ˢ моот ˧ˣ˲˴˩ˣ ˨˶˰ˢ ˪˷ ˢˮ˸˷ˬˢ ˶˞˷ˮ 

ˢˢˤ - ˧˩ ˞˪ ˣˮ˰˴˧˟ ˫ˣ˷ ˢ˪ˣ˰˲ ˣ˧˪˰Φ 

 

˰˧ˠˢ ˭ˬˤˢ ˸ˬ˞˟ ˶˧ˡˠˢ˪ ˣ˪˧˞ ˸ˣˡˣ˵˲ Bytecode ˣ˶˴ˣˣ˧ ˶ˣ˟˰ UnaryExpr Φ˧ˡ˩ ˪˟˵˪ ˢ˞˶˷ˢ ˭˸˧ˮ ˪˩˸˯ˢ˪ 

˪˰ ˸ˣˡˣ˵˲ˢ ˸ˣ˶˴ˣˮ˷ ˷ˣˬ˧˷˟ ˶ˣ˦˶˲ˣ˞˟ walrusΥ 

 

ˢ˞˶ˮ ˫˧˰˴˟ˬ˷ evaluation ˪πexpression ˪˷ sπvalue ύ˭˧ˬ˧ˬ˷ ˪πϦ:=Ϧ Σό˫˧˪˲˩˷ˬ ˣ˸ˣ˞ ύCOPY Σό˸˞ˣ 

˵˸ˣ˰ˢ ˫˧˶ˬˣ˷ ˪πexpression ˪˷ sπtarget ύ˪˞ˬ˷ˬ˷ ˪πϦ:=Ϧ Σό˞ˣˢ˷ ˠˣ˯ˬ Name ˶ˣ˩ˤ˩ Φ˧ˣ˲˴˩ Σ˱˴˶ 

˸ˣˡˣ˵˲ ˢˤ ˭˩˞ ˶˧˞˷ˬ ˸˞ ˨˶˰ ˢ˶ˤ˥ˢ ˷˞˶˟ ˸˧ˮ˯˥ˬˢΦ ˢ˷˰ˬ˪ ˣˮ˧˞˶ ˶˟˩ ˫ˡˣ˵ ˨˧˞ ˢ˞˶ˮ ˡˣ˵ˢ 

˧˦ˮˣˣ˪˶ˢ ˪πwalrusΥ 

 

ˢ˞˶ˮ ˫˞ˣ˸ ˥ˣ˸˧ˮ˪ ˣˮ˪˷ ˪xπdisassembly ˣˮ˧˞˶˷ Φ˷˧ ˭˧˧˴˪ ˣ˶˵˞ˬˢ˷ VISIT ˞˶ˣ˵ ˸˧˟˧˯˶ˣ˵˶ ˢ˧˴˵ˮˣ˲˪ 

compiler_visit_expr1 Σ˶ˣ˟˰ˣ ˢˡ˷ sπtarget ύ˶ˣ˩ˤ˩˷ ˵ˣ˥˟ ˵ˣˡ˵ˡˢ ˶ˡˠˣˬ ˩πNAME ό˫˧˯ˮ˩ˮ ˪πcase 

˫˧˞˸ˬ˷ ˦˵˧˧˟ˣ˞˪ Name_kindΥ 
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ˢ˧˴˵ˮˣ˲ˢ compiler_nameop ˸˶˴ˣ˧ ˸ˡˣ˵˲ Bytecode ˢ˞˧˴ˣˬ˷ ˨˶˰ ˸˧ˮ˯˥ˬˢˬ ˨ˣ˸˪ ˢˮ˸˷ˬˢ Σˣ˞ 

˸˲˥ˣˡ ˸˞ ˨˶˰ ˢˮ˸˷ˬˢ ˸˧ˮ˯˥ˬ˪ Σ˪˩ˢ ˫˞˸ˢ˟ ˢˡ˷˪ sπcontext ˦˵˧˧˟ˣ˞˟˷ Φ˶ˣ˩ˤ˩ Σ˵ˣ˥˟ ˵ˣˡ˵ˡˢ 

ˣˮ˪˷ ˣˮ˶˴˧ ˸˞ ˦˵˧˧˟ˣ˞ sπNAME ˫˰ ˢˡ˷ context ˣ˩˶˰˷ Store Φ˨˞ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˫ˠ ˞ˣ˶˵˪ ˸˞ ˨˶˰ 

ˢˮ˸˷ˬˢ ˫ˠˣ ˟ˣ˸˩˪ ˣ˧˪˞ ˨˷ˬˢ˟ Φ˭˩˪ ˞˪ ˷ˬ˸˷ˮ ˣ˶˵˞ˬ˟ VISIT Σ˞˪˞ ˞˶˵ˮ ˢ˧˴˵ˮˣ˲˪ 

compiler_nameop ˸ˣ˶˧˷˧ ˫˰ context ˫˞˸ˢ˟ ˨˶ˣ˴˪ ˣˮ˪˷Φ 

˸˰˩ ˷˧ ˣˮ˪ ˸˞ ˪˩ ˫˧˪˩ˢ ˧ˡ˩ ˟ˣ˸˩˪ ˡˣ˵ ˢˬˣˡ ˫˧˞˸˧˷ ˷ˣˬ˧˷˪ ˣˮ˪˷Υ 

 

ˢ˶˵ˬ˟ ˪˷ Pre_inc Σˣˮ˥ˮ˞ ˫˧˟˷˥ˬ ˸˞ ˸˪ˣ˰˲ ˶ˣ˟˧˥ˢ Σ˫˧˪˲˩˷ˬ ˸˞ ˢ˞˴ˣ˸ˢ Σ˫˧˟˸ˣ˩ ˵˸ˣ˰ ˡ˥˞ 

ˢ˶ˤ˥˟ ˢˮ˸˷ˬ˪ ˫˧˶˧ˤ˥ˬˣ ˸˞ ˵˸ˣ˰ˢ ˧ˮ˷ˢ Φ˸ˣˡˣ˵˲ˢ ˸ˣ˶˴ˣˮ˷ ˭sΥ 

¶ ˸˲˧˥ˡ ˨˶˰ ˢˮ˸˷ˬˢ ˸˧ˮ˯˥ˬ˪Φ 

¶ ˸˲˧˥ˡ ˰ˣ˟˵ˢ м ˸˧ˮ˯˥ˬ˪Φ 

¶ ˸˪ˣ˰˲ ˶ˣ˟˧˥Φ 

¶ ˸˪ˣ˰˲ ˪ˣ˲˩˷Φ 

¶ ˸˲˧˪˷ ˷˞˶ ˸˧ˮ˯˥ˬˢ ˸˶˧ˬ˷ˣ ˨˶˰ˢ ˱˪˷ˮˢ ˢ˶ˤ˥˟ ˨ˣ˸˪ ˢˮ˸˷ˬˢΦ 

ˢ˶˵ˬ˟ ˪˷ Post_inc ˣˮ˥ˮ˞ ˫ˡˣ˵ ˫˧˪˲˩˷ˬ ˸˞ ˨˶˰ˢ ˭˷˧ˢ ˪˷ ˢˮ˸˷ˬˢ Σ˫˧˰˴˟ˬ ˸˪ˣ˰˲ ˶ˣ˟˧˥ ˫˧˶ˬˣ˷ˣ 

˸˞ ˢ˞˴ˣ˸ˢ ˢ˶ˤ˥˟ ˢˮ˸˷ˬ˪Φ 
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˨˶˰ ˢ˶ˤ˥ˢ ˞ˣˢ ˨˶˰ˢ ˪˲˩ˣ˷ˬˢ Σ˞ˣˢ˷ ˨˶˰ˢ ˫ˡˣ˵ˢ ˪˷ ˢˮ˸˷ˬˢ Φ˸ˣˡˣ˵˲ˢ ˸ˣ˶˴ˣˮ˷ ˭sΥ 

¶ ˸˲˧˥ˡ ˨˶˰ ˢˮ˸˷ˬˢ ˸˧ˮ˯˥ˬ˪Φ 

¶ ˸˪ˣ˰˲ ˪ˣ˲˩˷Φ 

¶ ˸˲˧˥ˡ ˰ˣ˟˵ˢ м ˸˧ˮ˯˥ˬ˪Φ 

¶ ˸˪ˣ˰˲ ˶ˣ˟˧˥Φ 

¶ ˸˲˧˪˷ ˷˞˶ ˸˧ˮ˯˥ˬˢ ˸˶˧ˬ˷ˣ ˨˶˰ˢ ˱˪˷ˮˢ ˢ˶ˤ˥˟ ˨ˣ˸˪ ˢˮ˸˷ˬˢΦ 

˟˪˷˟ ˢˤˢ ˱ˣ˯ ˱ˣ˯ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ˷ˡ˥ˢ ˣˮ˪˷Η 

 

ˢ˶ˣ˞˩˪ ˢ˞˶ˮ ˣˮˬ˧˧˯˷ Φ˫˧˪˲ˬ˵ˬ˷˩ ˸˞ CPython ˸˞˯˶ˠ˟ Release Σ˶ˣ˦˶˲ˣ˞ˢ ˷ˡ˥ˢ ˭˩˞ ˡ˟ˣ˰ ˢ˲ˣ˴ˬ˩ Φ

˨˞ ˫˧˪˲ˬ˵ˬ˷˩ ˸˞ CPython ˸˞˯˶ˠ˟ Debug Σ˸ˣ˲˯ˣˣ˸ˬ ˸ˣ˵˧ˡ˟ ˭ˬˤ˟ ˢ˴˧˶ ˸ˣ˪˷˩ˮ˷ ˫˧˯ˮˬ˷˩ ˸ˣ˷˰˪ 

˷ˣˬ˧˷ ˶ˣ˦˶˲ˣ˞˟ ˷ˡ˥ˢ Φ˨˶ˣ˴˪ ˸ˣˬ˪˷ ˧ˣˮ˧˷ˢ ˣˮ˥ˮ˞˷ ˫˧˲˧˯ˣˬ Σ˭˩ ˯˥˧˧˸˞ ˫˧ˮˣ˵˧˸˪ ˷˧˷ ˰˴˟˪ Σ˨˞ 

˞˶ˣ˵ˢ ˪ˣ˩˧ ˠ˪ˡ˪ ˪˰ ˵˪˥ ˢˤΦ 

 

˭ˣ˵˧˸ ˸ˣ˵˧ˡ˟ ˸ˣ˪˷˩ˮ˷ ˸˞˯˶ˠ˟ Debug 

˫˧˪˲ˬ˵ˬ˷˩ ˸˞ CPython ˸˞˯˶ˠ˟ Debug ˫˧˯ˮˬˣ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ++ Σ˫˧˪˟˵ˬ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢΥ 

 

˫˧˷˲˥ˬ˷˩ ˢ˸ˣ˞ ˡˣ˵˟ ˫˧˰˧ˠˬ ˢ˧˴˵ˮˣ˲˪ validate_expr ˳˟ˣ˵˟˷ ast.c Φˢ˧˴˵ˮˣ˲˟ xʕ ˫˧˞ˡˣˣˬ ˸ˣˡ˷ˢ˷ 

˪˷ ˦˵˧˧˟ˣ˞ sπAST ˶˴ˣˮ˷ ˫ˢ ˢ˲ˣ˴ˬ˩ Φ˪˷ˬ˪ ˶ˣ˟˰ ˦˵˧˧˟ˣ˞ NamedExpression ˧ˣ˦˧˟˟ ˣˬ˩ Ϧx=5 Ϧ˫˧˞ˡˣˣˬ 

ˢ˷πcontext ˪˷ x ˞ˣˢ Store ˞˪ˣ Load Σ˫˧˞ˡˣˣˬˣ ˫˷ˢ˷ Ϧx Ϧ˞ˣˢ ˧˵ˣ˥ ˞˪ˣ ϦTrue Ϧˣ˩ˣ Φϥ˭˲ˣ˞˟ ˢˬˣˡ Σ˪˩˪ 

ˠˣ˯ ˦˵˧˧˟ˣ˞ ˷˧ ˸˞ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˣ˧˪˞ Φˢ˧˴˵ˮˣ˲˟ xʕ ˭˧˞ ˸ˣ˯˥˧˧˸ˢ ˦˵˧˧˟ˣ˞˪ ˷ˡ˥ˢ ˣˮ˪˷ ˭˩˪ˣ ˞˧ˢ 

ˢ˶˧ˤ˥ˬ ˢ˞˧ˠ˷Φ 
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ˢ˶˵ˬ˟ ˪˷ ˦˵˧˧˟ˣ˞ˢ ˷ˡ˥ˢ ˣˮ˪˷ ˷˧ ˵˶ ˧ˮ˷ ˸ˣˡ˷ Σ˫˩ˣ˸ˬˣ ˷˧ ˢ˪˟ˠˢ ˵˶ ˪˰ ˢˡ˷ˢ target ˟˧˧˥˷ ˸ˣ˧ˢ˪ 

˫˷ ˪˷ ˢˮ˸˷ˬ ˫˰ˣ context ˪˷ Store ύ˧˲˩ ˣˮ˶ˡˠˢ˷ ˵ˣ˥˟ ˵ˣˡ˵ˡˢ ˣˮ˲˯ˣˢ˷ Φό˭˩˪ ˱˧˯ˣˮ ˢ˵˧ˡ˟ ˸˞ˤ˩ 

˦˵˧˧˟ˣ˞˪ ˣˮ˪˷Υ 

 

˶˥˞˪ ˭ˣ˵˧˸ ˢˤ Σ˫˧˯ˮˬ˷˩ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ˫˧˪˟˵ˬ ˢ˞˧ˠ˷ ˸˶˥˞ Σ˫˰˲ˢˣ ˸˧ˮ˩ˣ˸ˢ ˫ˠ ˸˯˶ˣ˵Υ 

 

˸˧ˮ˩ˣ˸ˢ ˸˯˶ˣ˵ ˪˪ˠ˟ assert ˰˴˟ˬ˷ ˢ˵˧ˡ˟ ˪˰ ˫˷ ˢˮ˸˷ˬˢ sxπscope ˣ˟˷ ˞ˣˢ ˞˴ˬˮ Φ˫˞ ˫˧ˠ˟ˡˬ ˦˰ˬ 

˸˞ ˡˣ˵ˢ ˭˸˧ˮ ˭˧˟ˢ˪ ˢˮ˸˷ˬˢ˷ x ˞˪ ˞˴ˬˮ ˟πsymbol table Φˢ˷˰ˬ˪ Σ˧ˮ˲˪ ˫˧˪˲ˬ˵ˬ˷ ˸˞ ˦˵˧˧˟ˣ˞ sπAST 

˸ˣˡˣ˵˲˪ Bytecode Σ˰˴˟˸ˬ ˶˟˰ˬ ˧ˮˣ˷˞˶ ˪˰ sπAST ˣ˟˷ ˫˧˶˴ˣ˧ symbol table ˫˧˯˧ˮ˩ˬˣ ˣ˧˪˞ ˸˞ ˪˩ 

˫˧ˮ˸˷ˬˢ ˫˧˷ˬ˸˷ˬ˷ ˫ˢ˟ ˟πAST Φ 

˭˸˧ˮ ˞ˣ˶˵˪ ˪˰ ˨˩ ˢ˟˥˶ˢ˟ ˟ˡˣ˰˧˸ Φ˨˧˪ˢ˸ˢ ˧ˮˣ˷˞˶ˢ ˢˤˢ ˢ˶ˣ˵ ˳˟ˣ˵˟ symtable.c ˦˶˲˟ˣ ˢ˧˴˵ˮˣ˲˟ 

_PySymtable_Build ˸˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲˪ symtable_visit_expr Φ 

https://peps.python.org/pep-0339/#ast-to-cfg-to-bytecode
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ˢ˧˴˵ˮˣ˲˟ xʕ ˶ˡˠˣˬ ˪˩˪ ˠˣ˯ expression ˣ˪˧˞ ˭˧˟ˬ ˸ˣˡ˷ˢ ˣ˪˷ ˫˧˩˧˶˴ ˯˧ˮ˩ˢ˪ ˨ˣ˸˪ sπsymbol table Φ

ˢ˶˵ˬ˟ ˣˮ˪˷ ˶˟ˣˡˬ ˢˡ˷˟ sπtarget Φ˱˧˯ˣˮ ˸ˣ˯˥˧˧˸ˢ ˦˵˧˧˟ˣ˞˪ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˟ xʕΥ 

 

˶˥˞˪ ˭ˣ˵˧˸ ˢˤ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ˷ˡ˥ˢ ˫ˠ ˫˧˪˲ˬ˵ˬ˷˩ ˸˞ CPython ˸˞˯˶ˠ˟ DebugΦ 

˸˲˯ˣˢ ˢ˩˧ˬ˸ ˟πast.unparse 

ˣˮ˧˞˶ ˢ˧˶˲˯ˢ˷ ast ˢ˪ˣ˩˧ ˠ˧˴ˢ˪ ˸˞ sπAST ˪˷ ˡˣ˵ Python ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ ast.parse Φˢ˧˶˲˯ xʕ 

ˢ˪ˣ˩˧ ˫ˠ ˠ˧˴ˢ˪ ˢ˶ˤ˥˟ ˡˣ˵ Python ˭˸ˮ˧ˢ˟ sπAST ˫˧˞˸ˬˢ x˪ Φ˶˟ˡˢ ˭ˣ˶˥˞ˢ ˷˧˷ ˯˥˧˧˸ˢ˪ ˣ˧˪˞ ύ˨˞ ˞˪ 

ˢ˟ˣ˥ ό˞ˣˢ ˸˲˯ˣˢ ˢ˩˧ˬ˸ ˶ˣ˦˶˲ˣ˞˟ ˷ˡ˥ˢ ˢ˪ˣ˰˲˟ xʕ: 

 

ˣˮ˪ˤˬ˪ ˡˣ˵ ˢˤ ˶˟˩ ˟ˣ˸˩ ˟πPython ˭˩˪ˣ ˢ˧ˢ˧ ˪˵ ˶˸ˣ˧ ˯˧ˮ˩ˢ˪ ˸˞ ˧ˣˮ˧˷ˢ ˷˶ˡˮˢ Φˡˣ˵ˢ ˞˴ˬˮ ˳˟ˣ˵˟ ast.py 

˸˥˸˷ ˢ˧˵˧˸ˢ Lib Φˢ˧˵˧˸ xʕ ˢ˪˧˩ˬ ˸ˣ˧˶˲˯ ˸ˣˮ˟ˣˬ ύbuiltin ό˸˴˲ˢ˟ sπPython ˫˧ˮ˧˵˸ˬ˷ Σ˸ˣ˧˶˲˯ˣ ˢ˪˞ 

˸ˣ˟ˣ˸˩ ˟πPython Φ˫˧ˮ˧˵˸ˬ˷˩ ˸˞ Python Σ˫˧˴˟˵ˢ ˢ˧˵˧˸˟˷ ˫˧˵˸˰ˣˬ ˸˧˧˵˧˸˪ ˢˮ˵˸ˢˢ ˭˸˧ˮˣ 

˷ˬ˸˷ˢ˪ ˫ˢ˟ ˫˰ import ˧˪˟ˬ ˠˣ˞ˡ˪ ˧˟ˠ˪ ˫ˣ˵˧ˬˢ ˫ˢ˪˷Φ 
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˭˪ˢ˪ ˡˣ˵ˢ ˷˶ˡˮˢ ˪˧˟˷˟ ˱˧˯ˣˢ˪ ˸˞ ˢ˩˧ˬ˸ˢ ˶ˣ˦˶˲ˣ˞˟Υ 

 

˶˥˞˪ ˸˲˯ˣˢ ˡˣ˵ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟πast.unparse ˪˰ AST ˪˧˩ˬ˷ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ΥҌҌ 

 

 

ˢ˞˴ˣ˸ˢ 

˪˪ˠ˟ ˭˲ˣ˞ˢ ˣ˟˷ ˣˮ˶ˡˠˢ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˵ˣˡ˵ˡ˟ ˪˷ ˢ˲˷ˢ ˧ˣ˦˧˟˩ ˠˣ˯ˬ factor Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ x˟ ˢˤ˩˩ 

˳˧˶ˢ˪ˣ ˫˧˟ˣ˷˧˥ ˫˧˧˦ˬ˸ˬ ˫˧ˮˣˣˠˬΥ 
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˭˸˧ˮ ˫ˠ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ˧˞ˮ˸˩ ˟πif x˞ ˢ˞˪ˣ˪˟Υ 

 

˶˦ˬ˶˲˩ ˢ˞˧˶˵˟ ˢ˧˴˵ˮˣ˲˪Υ 

 

π˟yieldΥ 

 

ˡˣ˰˟ˣ ˢ˟˶ˢ ˫˧˩˶ˡΦ 

˱˯ˣˮ˟ ˨˩˪ Σ˪˪ˠ˟ ˣˮ˶˥˟˷ ˪˲ˬ˵˪ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˸ˡˣ˵˲˪ Bytecode ˪˷ BINARY_OP (+) Σˢ˷˰ˬ˪ 

˶ˣ˦˶˲ˣ˞ˢ ˞˪ ˪˟ˠˣˬ ˫˧˶˲˯ˬ˪ ˫˧ˬ˪˷ ˡ˟˪˟ Σ˞˪˞ ˪˩˪ type ˨ˬˣ˸˷ ˶ˣ˦˶˲ˣ˞˟  Ҍ˫˰ ˶˲˯ˬ ˫˪˷ ˶˦ˬ˶˲˩ Φ

˪˷ˬ˪ ˶ˣ˟˰ ˢˮ˸˷ˬ ˠˣ˯ˬ floatΥ 
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˶ˣ˦˶˲ˣ˞ˢ ˫ˠ ˡˣ˟˰˧ ˪˰ ˪˩ ˦˵˧˧˟ˣ˞ ˢ˵˪˥ˬˬ ˸˷ˬˬˬ˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ __add__Υ 

 

˫˰ ˸˞ˤ Σ˭ˣˣ˧˩ˬ ˵ˣˡ˵ˡ˟˷ ˢ˲˷ˢ ˣˮ˶ˡˠˢ ˢ˷πToken ˫˧˪˧˰˲ˬ˷ ˣ˧˪˰ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˠˣ˯ˬ 

Name Σ˧˞ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˶ˣ˦˶˲ˣ˞˟ ˫˧˧ˣ˦˧˟˟ ˣˬ˩ x[0]++ Φ˭ˣ˧˯˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˪˵˸˧ ˸˞˧ˠ˷˟ syntax 

errorΦ 

 

˫˧˶ˣ˦˶˲ˣ˞ ˫˧˲˯ˣˮ 

˭˸˧ˮ ˪˧˪˩ˢ˪ ˸˞ ˶ˣ˦˶˲ˣ˞ˢ ˣˮ˪˷ ˱˧˯ˣˢ˪ˣ ˡˣ˰ ˸ˣ˪ˣ˰˲ ˪ˣ˟ˠ˩ ˭ˣ˧ˬˡˢ ˣˮ˪˷ Φ˪˷ˬ˪Υ 

¶ ππ π ˶ˣ˯˧˥ ˡ˥˞ 

¶ ғ<ғ π ˦˯˧ˢ ˢ˪˞ˬ˷ ˡ˥˞ ύshift leftό 

¶ Ҕ>Ҕ π ˦˯˧ˢ ˢˮ˧ˬ˧ ˡ˥˞ ύshift rightό 

¶ ^^ π bitwise xor ˫˰ ˡ˥˞ 

¶ && π bitwise and ˫˰ ˡ˥˞ 

¶ || π bitwise or ˫˰ ˡ˥˞ 

¶ ϝϝϝ π ˪˲˩ ˡ˥˞˟ 

¶ /// π ˢ˵ˣ˪˥ ˡ˥˞˟ 

¶ ҈҈ π ˸˧˶˞˷ ˢ˵ˣ˪˥ˢ ˡ˥˞˟ 

˸˷ˣ˪˷ ˫˧˶ˣ˦˶˲ˣ˞ˢ ˫˧ˮˣ˶˥˞ˢ ˢˬ˧˷˶˟ ˧˪ˣ˞ ˫˧˵˧˥˴ˬ ˪˟˞ ˦˪˥ˢ˟ ˫˧˧˶˷˲˞ Η˧ˬ ˰ˡˣ˧ Σ˧˪ˣ˞ ˣˢ˷˧˸ˬ 

ˣˢ˷˧ˬ ˶ˣ˴˧ type ˷ˡ˥ ˣ˟˷ ˸ˣ˞˧˶˵ˢ ˪π__mul__ Σ__floordiv__ Σˣ˞ __mod__ ˫˰ ˰ˣ˟˵ˢ м ˸ˣ˰˴˟ˬ 

˸ˣ˪ˣ˰˲ ˸ˣ˧˸ˣ˰ˬ˷ˬΦ 
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ˣˮ˸˥ˬ˷˪ ˣˮ˧˷˰ ˶˟˩ ˸˞ ˟ˣ˶ ˢˡˣ˟˰ˢ ˭˩˪ˣ ˫˧˧ˣˮ˧˷ˢ ˨˶˦˴ˮ˷ ˱˧˯ˣˢ˪ ˢ˶˵ˬ˟ ˢˤ˩ ˣ˧ˢ˧ ˫˧˧˪ˬ˧ˮ˧ˬΥ 

мΦ ˸˲˯ˣˢ sπToken ˷ˡ˥ˢΦ 

нΦ ˭ˣ˩ˡ˰ ˵ˣ˥ ˵ˣˡ˵ˡˢΦ 

оΦ ˸˲˯ˣˢ enum ˪πop ˱˯ˣˮˢΦ 

пΦ ˸˶˧˥˟ ˸ˣˡˣ˵˲ sπBytecode ˣ˶˴ˣˣ˧˷ ˶ˣ˟˰ sπop ˱˯ˣˮˢΦ 

˧ˮ˞ ˧˸˷ˬ˧ˬ ˪˰ˣ˲˟ ˸˞ ˪˩ ˫˧˶ˣ˦˶˲ˣ˞ˢ ˧˸˶˩ˤˢ˷ ˭˞˩ ˟πfork ˧˪˷ ˪πCPython ˟˶ˣ˷˧˵Φ 

 

 

˸ˣˮˣ˧˰˶ ˨˷ˬˢ˪ 

˧˲˩ ˣˮ˲˯ˣˢ˷ ˶ˣ˦˶˲ˣ˞  ҌҌπ˪Python Σ˭˸˧ˮ ˰˴˟˪ ˫˧˧ˣˮ˧˷ ˫˧˲˯ˣˮ ˣˮˮˣ˴˶˩ Φˢˬ˩ ˸ˣˮˣ˧˰˶ˢˬ ˣ˪˰˷ ˧˪ ˫ˢΥ 

˸˲˪˥ˢ ˫˧˪˧ˬ ˪˷ Tokenπ˫˧ ˫˧ˮˣ˷ Σ˪˷ˬ˪Ϧ Υcontinue Ϧ ˟ϦtryagainϦ ΣϦbreak Ϧπ˟ϦgetoutϦ ΣϦreturn Ϧπ˟

ϦgivebackϦ ΣϦwhile Ϧπ˟Ϧaslongas ΣϦˣ˩ˣ Φϥˢ˞˴ˣ˸ˢ ˢ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˞˧ˢ ˡˣ˵ ˢ˞˶ˮ˷ ˸˴˵ ˢˮˣ˷ ˵˧˥˴ˬˣΦ 

˭ˣ˧˰˶ ˡˬ˥ˮ ˱˯ˣˮ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˲˯ˣˢ ˶ˣ˦˶˲ˣ˞ˢ ˧˶ˮ˶˦ˢΥ 

x = a ? b : c 

˸ˣˮˣ˧˰˶ˣ ˸˴˵ ˶˸ˣ˧ ˫˧ˮ˧˧ˮ˰ˬ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫˧˧ˣˮ˧˷ ˫˧˰˧˲˷ˬ˷ ˶˸ˣ˧ ˪˰ sπcontrol flow Σ˪˷ˬ˪ ˸˲˯ˣˢ 

˸ˣ˶˷˲˞ ˸ˣ˷˰˪ ˸˞˪ˣ˪ do-while Σˣ˞ switch-case Φ˫˞ ˧˩ ˢ˪˞ ˣ˩˧˶˴˧ ˯˧ˮ˩ˢ˪ ˫˧˧ˣˮ˧˷ ˸ˣˬˣ˵ˬ˟ ˞˪˷ 

˧˸˯˥˧˧˸ˢ ˫ˢ˧˪˞ ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬ ˢˤΦ 

 

˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮˡˬ˪ ˪˰ ˵ˣ˶˧˲ ˡˣ˵ ˶ˣ˵ˬˢ ˪πTokenπ˫˧ Σ˧˵ˣ˥ ˵ˣˡ˵ˡˢ ˪˷ ˢ˲˷ˢ Σ˭˲ˣ˞ ˸˧˧ˮ˟ sπAST ˸˶ˡˠˢˣ 

˫˧˦˵˧˧˟ˣ˞ˢ ˣ˟˷ Σ˸˶˧˥˟ˣ ˸ˣˡˣ˵˲ sπBytecode ˣ˶˴ˣˣ˧˷ ˨˧˪ˢ˸˟ ˢ˧˴˪˧˲ˬˣ˵ˢ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˢ˪˞ Φˣˮ˧˷˰ 

˸˞ˤ ˨ˣ˸ ˧ˡ˩ ˸˩˧˶˰ ˢ˲˷ˢ ˪˰ˣ˲˟ Σˢˤ˷ ˧l ˟˧ˮˠˬ Φ˱˯ˣˮ˟ ˣˮ˟˷˥ ˪˰ ˡˣ˰ ˸ˣˮˣ˧˰˶ ˫˧˧ˣˮ˧˷˪ ˣˮ˧˞˶ˣ ˪ˣ˟ˠˢ˷ 

˞ˣˢ ˭ˣ˧ˬ˧ˡˢ ˣˮ˪˷ ˶˷˲˞˷ˣ ˸ˣˮ˷˪ ˢ˲˷˟ ˫˧˶˟ˡ ˣˮˮˣ˴˶˩Φ 

https://github.com/elikaski/cpython/tree/plusplus
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ˣˮ˧˞˶ ˪˰ ˢ˴˵ ˠ˪ˤˬˢ ˦˰ˬ ˸ˣˡˣ˵˲ Bytecode ˪˟˞ ˞˪ ˣ˯ˮ˩ˮ ˵ˬˣ˰˪ ˪˰ ˨˧˞ ˸ˣˡˣ˵˲ ˢ˪˞ ˸ˣ˴˶ ˪˰ˣ˲˟ Φ

˶ˬ˞ˬ˟ ˞˟ˢ ˡˬ˪ˮ ˪˰ ˨˧˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˴˶ ˪˰ˣ˲˟ ˟πCPython Σ˪˰ ˷ˣˬ˧ˬ ˸˧ˮ˯˥ˬˢ ˪˷ ˢ˲˷ˢ Σˣ˪˧˲˞ˣ ˱˧˯ˣˮ 

˸ˡˣ˵˲ Bytecode ˢ˷ˡ˥ ˣˮ˪˷ˬ Η˱˯ˣˮ˟ ˡˬ˪ˮ ˵ˬˣ˰˪ ˪˰ ˫˧˦˵˧˧˟ˣ˞ˢ ˫ˬ˴˰ ˟πCPython ˫ˠˣ˴˧˧ˣ ˭ˣ˶˩˧ˤ˟ Φ

˨˷ˬˢ˟ ˫ˠ ˞˴ˬˮ ˫˧ˠ˞˟ ˷ˣˬ˧ˬ˟ ˪˷ CPython Σˢ˷˰ˮˣ ˡˣ˰ ˫˧˶˟ˡ ˫˧˟˧ˮˠˬ ΦStay tunedΗ 

 

˪˰ ˶˟˥ˬˢ 

˧ˮ˞ ˧˪˞ ˧˵˯˵ Σ˭˟ нф Σ˟ˢˣ˞ ˟ˣ˸˩˪ ˶ˣ˸˲˪ˣ ˧˶ˠ˸˞ CTF Σˡ˥ˣ˧ˬ˟ ˸ˣ˧˶ˣˠ˦˵˟ Reverse Engineering 

ˢ˧˲˶ˠˣ˦˲˧˶˵ˣ Σ˟ˢˣ˞ˣ ˸ˣ˷˰˪ ˫˧˶˟ˡ ˫˧˟˧ˮˠˬ ˫˰ ˡˣ˵Φ 

˸ˣ˧ˮ˲˪ ˪˩˟ ˞˷ˣˮ ˫˧ˮˬˤˣˬ ˶ˣ˴˧˪ ˧˸˧˞ ˶˷˵ ˟πelikaski94@gmail.com x˞ ˟πLinkedInΦ 

  

mailto:elikaski94@gmail.com
https://www.linkedin.com/in/elikaski/
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ˢ˷˰ˬ ˠ˞˟˟ ˧ˠˣ˪ ˟-GDB 

˯˵ˣˮ˧˪˟ ˫˧˶˥˞ ˫˧˶ˠ˞˟˧ˡˣ)( 

˸˞ˬ ˱˯˞ ˶˷˧˲ 

 

ˢˬˡ˵ˢ 

ˠ˞˟ ˠ˧˴˞ ˧ˮ˞ ˢˤ ˶ˬ˞ˬ˟ ˧˸˞˴ˬ˷ ˟πGDB Φ ˧˸˶˦ˬ˟ˢˮ˧ˢ ˢˤ ˶ˬ˞ˬ ˸˟˧˸˩ ˪˱˸˷ ˸ˣ˦˧˷ ˭ˢ˟ ˧ˮ˞˷ 

˷ˬ˸˷ˬ ˶˵ˣ˥ ˧ˮ˞ ˶˷˞˩ ˸ ˡ˴˧˩˸ˣˮ˩ˣ ˭ˣˠ˩ GDB ˰ˣ˲˪˸ˣ ˧˪˟ˬ ˯ˮ˩˧ˢ˪ ˯˧˯˟˪ ˡˣ˵ ˪ˣˡˠ. ˶ˡ˯ˢ ˧ˠˣ˪ˢ ˢ˲ 

˞ˣˢ ˣ˞˪ ˞˵ˣˣˡ ˨˶ˡˢ ˢ˟ ˧˸˞˴ˬ ˸˞ ˠ˞˟ˢ Σ˞˨ ˧ˮ˞ ˯˥˧˧˸ˬ ˪˞ ˠ˞˟ˢ ˭˞˩ ˢ˯˲ˣ˵˩ ˢ˶ˣ˥˷Φ 

˱˯ˣˮ˟,  ˸ˣ˯˯ˣ˟ˬ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˰ˡ˧ ˫˧˧˵ ˞˶ˣ˵˪˷ ˥˧ˮˬ ˧ˮ˞ ˶ˬ˞ˬ˟Unix .˸ˣ˪˰ˣ˲ ˭ˢ ˡ˴˧˩ˣ 

˸˞ ˠ˞˟ˢ ˧˸˞˴ˬ ˢ˶˵ˬ˟ ˶˷˞˩ ˧˸ˮ˧˧ˮ˰˸ˢ ˭˲ˣ˞˟ ˸ˮ˧˰˦ s-Symbols ˟πGDB ˢ˧˴˵ˮˣ˲ˢˬ dlopen ˶ˣ˟˰ 

˫˧˩˧˪ˢ˸ ˞ˣˢ˷ ˠ˟ˡˬ (aka inferior) Φ˸˞ ˠ˞˟ˢ ˩ ˪˴ˮ˪ ˭˸˧ˮ˸˦˧˷ Anti-Debugging ˡˣ˟˰˸˷ ˟ˣ˶˟ ˸ˣ˟˧˟˯ 

ˢˡˣ˟˰ ˬˢ˸ˣ˯˯ˣ˟ ˯˵ˣˮ˧˪ Φˠ˞˟ˢ ˢˤˢ ˡ˥ˣ˧ˬ ˧ˮ˧˰˟ ˫ˣ˷ˬ ˞ˣˢ˷ ˢ˞˶ˬ ˨˧˞ ˭˸˧ˮ ˸ˣ˷˰˪ ˢ˧˴˵ˣˡ˶ ˭˧˟ ˫˧ˠ˞˟ 

˫˧˧ˠˣ˪ ˧˯˧˯˟˟ ˡˣ˵ ˫˧ˮˣ˷ ˪˪ˠ˟ ˶˯ˣ˥ ˸ˬˣ˷˸ ˟˪ ˨˶ˡ˟ ˢ˪ˣ˰˲ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

ˤ˞ ˣ˞ˣ˟ ˪˧˥˸ˮ! 

 

memfd_create 

˭˰ˣ˦ ˞˟ˢ ˡˣ˵ˢ ˳˟ˣ˵ .so ˳˟ˣ˵ˬ ˢ˲ˣˬˬˢ ˭ˣ˶˩˧ˤ˪ Φ˨˶ˡ˟ ˪˪˩ Σˢˬ ˣ˴˶˸˷ ˸ˣ˷˰˪ ˞ˣˢ ˭ˣ˰˦˪ ˳˟ˣ˵ .so 

˭ˣ˶˩˧ˤ˪ ˪˷ ˸˧ˮ˩˸ˢ ˟ˣ˸˩˪ˣ ˣ˸ˣ˞ ˳˟ˣ˵˪ ˢ˲ˣˬˬ ˭ˣ˶˩˧ˤˢ Φ˨˶ˣ˴˪ ˢˬˠˡˢˢ ˟ˣ˸˩ˮ ˸˞ ˡˣ˵ˢ ˦˯˞˶˟Υ 
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ˢˬ ˶˧˩ˬ ˞˪˷ ˧ˬ˪ ˢˤ mfd/memory mapped file ˢˬ˪ ˭˸˧ˮ ˟ˣ˸˩˪ ˣ˧˪˞ Σˤ˞ ˢˮ˧ˢ sπmanΥ 

 

˫˴˰˟ Σπ˟ϐм Σώˣˮ˥ˮ˞ ˫˧˵˧ˤ˥ˬ ˟πfd ˳˟ˣ˵˪ ˧˥˷ ˟πRAM ˪˷ ˟˷˥ˬˢΦ ˰ˡ˧ˬ˪ ˱˯ˣˮ Σˢ˧˴˦ˮˬ˪˲ˬ˧˞ˢ ˯˵ˣˮ˧˪˟ 

˪ˮ˶˵ ˟: 

¶ /mm/shmem.c 

¶  /fs/hugetlbfs/inode.c 

˶˥˞˪ ˭˩ˬ Σπ˟ϐн ώˣˮ˞ ˫˧˟˸ˣ˩ ˸˞ ˧ˮˣ˸ˮ sπ.so ˪πmemory mapped fileΦ ˸˰˩ Σ˧ˡ˩ ˷ˬ˸˷ˢ˪ ˟πdlopen Σ

˨˶˦˴ˮ ˟˧˸ˮ ˱˵˸ ˪π.so Σ˫˷˪ ˨˩ ˷ˬ˸˷ˮ ˟πϦprocκϦΦ 

˸˶ˣ˩ˤ˸: 

procέκέ sˣˮ˧ ˟˧˸ˮ ˡ˥ˣ˧ˬ ˟ˣ˶˟ ˸ˣ˴˲ˢ ˯˵ˣˮ˧˪ Σ˫˰ ˸˩˶˰ˬ ˫˧˴˟˵ ˫˷˟ άprocfsέ Φ˨˧˪ˢ˸ˢ ˭ˣ˷˞˶ˢ ˨˶ˡ˟ 

˪˪˩ ύinit όˢ˷ˣ˰ mount ˪πȫprocfs ȫ˭ˬˤ˟ ˢ˧˪˰ˢ ˪πάκprocέΦ 

procfs ˸˵˲˯ˬ ˢ˟˶ˢ ˰ˡ˧ˬ ˪˰ ˟˷˥ˬˢ Σ˫˧˩˧˪ˢ˸ Σ˪ˣˢ˧ˮ ˭ˣ˶˩˧ˤ ˡˣ˰ˣΦ ˢˬˠˣˡ˪ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˪˩ ˫˧˴˟˵ˢ 

˫˧˥ˣ˸˲ˢ ˪˷ ˨˧˪ˢ˸ ˪˰ ˧ˡ˧ ˸˴˶ˢ: 

ls -all /proc/[PID]/fd 

˪˩ ˳˟ˣ˵ ˟˧˸ˮ˟ ˢˤ ˞ˣˢ ˶ˣ˷˧˵ ˳˟ˣ˵˪ ˫˧˧˵Φ  ,˱˯ˣˮ˟˨˧˪ˢ˸ ˪ˣ˩˧ ˸˷ˠ˪ ˰ˡ˧ˬ˪ ˪˰ pid ˪˷ ˣˬ˴˰ ˭˲ˣ˞˟ ˶˴ˣ˵ˬ 

˸ˣ˰˴ˬ˞˟ ˸ˬˣˡ˧˵ˢ κproc/selfΦκ 

 

  

https://elixir.bootlin.com/linux/latest/source/mm/shmem.c#L3877
https://elixir.bootlin.com/linux/latest/source/fs/hugetlbfs/inode.c#L1168
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ˢ˪ˣ˰ˬ Σˤ˞ ˸˰˩ ˷˧˷˩ ˣˮ˪ ˸˞ sπ.so ˣˮ˪˷ ˢ˲ˣˬˬ ˪πfd Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟πdlopen ˣ˧˪˰ ˸ˣ˰˴ˬ˞˟: 

/proc/self/fd/[fd of memory mapped .so] 

 

ˢ˷˰ˬ˪ Σ˶˷˞˩ ˢ˧˴˵ˮˣ˲ˢ ύdlopen ό˸˪˰˲ˣˬ ˫˰Υ 

/proc/self/fd/[fd_num] 

˶˦ˬ˶˲˩ Σ˪ˮ˶˵ˢ ˢ˲ˬˬ ˸˞ ˣ˸ˣ˞ sπfilestructure ˪πfd ˷ˡ˥ ˷ˬ˷ˬˢ ˸˞ dlopen ˧ˣ˲˧ˬ˪ sπsoΦ ˣ˞ˣ˟  ˢ˞˶ˮ

:˳˟ˣ˵ˢ ˸˞ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ 

 

ˢˤ ˳˶ ˭˩˞ Ηˣˮ˥ˮ˞ ˣˮ˰˦ ˸˞ memory mapped file ˭ˣ˶˩˧ˤ˪ ˪˷ s˨˧˪ˢ˸Η :ˢˤˢ ˭˧˧ˮ˰ˢ ˸˞ ˠ˟ˡˮ ˣ˞ˣ˟ 
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GDB ˸˰˵˸ˮ ˣˮ˪ Σˢˬ ˢˤ Κ˧˞ ˶˷˲˞ ˸ˣ˷˰˪  ctrl-d, ctrl-z, ctrl-c Σ˫ˣ˪˩ΦΦΦ 

 

GDB ˵˧˯˲ˬ ˟˧ˠˢ˪ ˧˶ˬˠ˪Φ 

˫˧ˠ˟ˡˬ ˶ˠ˞˟˧ˡ 

ˣ˞ˣ˟ ˵˧ˬ˰ˮ ˶˸ˣ˧ ˢˬ˟ ˢ˶ˣ˵˷Υ 

 

ˢˡˣˬ˰ˢˬ ˢ˧˧ˮ˷ˢ ˸ˣ˞˶˪ ˭˸˧ˮ ˷˪˨˧˪ˢ˸ ˣˮ˪˷ ˷˧ ˸˞ ˪ˠˡˢ t ˣ˸ˣ˰ˬ˷ˬ˷ ύ˧˲˪ man psΥό 

T    stopped, either by a job control signal or because it is being traced. 

ˢ˪ˣ˰ˬ Σˤ˞ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ ˟˴ˬ˟ ˢ˶˧˴˰ ˣ˟˷ ˪ˮ˶˵ˢ ˢ˩˥ˬ ˟πflow ˪˷ ptrace ύˢˡˣˬ˰ˢ sπмм ˢ˞˶ˬ ˣˤ˧˞ 

ˢ˧˴˵ˮˣ˲ ˪ˮ˶˵˟ ˨˧˪ˢ˸ˢ ˞˴ˬˮ ΦΦΦό˧ˬ˧˦˧ˠ˪Φ  ˟ˣ˦ ˪˩˸˯ˮ ˫˞ˢ˞˶ˮ ˷πGDB ˞˶ˣ˵ ˢˤ ˟˪˷˟ ˬπpipeΗ ˣ˞ˣ˟ 

ˢ˞˶ˮ ˸˞ ˢˤ ˟πstraceΥ 
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ˢ˶ˣ˷ˢ ˸˧˰˧˟˷ˢ ˸˧˞˶ˮ ˸˶˩ˣˬ Σ˭ˣ˩ˮΚ ˣˢˤ ˟˧˸ˮ ˳˟ˣ˵ˢ ˢ˲ˣˬˬ ˭ˣ˶˩˧ˤ ˨˧˪ˢ˸˟ sπintferior ύ˨˧˪ˢ˸ˢ ˷πGDB 

ˠ˟ˡˬΦό ˢˬ˪ ˷-GDB ˥˸˲˸ ˟˧˸ˮ ˨˧˪ˢ˸ˢ˷ ˧ˮ˷ˬˢ ˥˸˲Κ 

˷ ˶˟˸˯ˬπ˪GDB ˷˧ ύhook ό˪˰ dlopen ˪˩ˣ ˫˰˲ ˸˧ˮ˩ˣ˸ˢ˷ ˢ˷ˣ˰ dlopen ˳˟ˣ˵˪ ΣGDB ˸˥˸ˣ˲ ˣ˸ˣ˞ ˧ˡ˩ 

˞ˣ˶˵˪ ˸˞ ˫˧˪ˬ˯ˢ ˣ˪˷ Φ˶˥˞˪ ˭˷˯ ˶˴˵ ˪˷ ˠˣ˟˧ˡ Σ˧˸˧˞˶ ˞˷˭˩ ˶˷˞˩˷ ˸˞˶˵ˮ dlopen Σ˨˧˪ˢ˸ˢ ˪˟˵ˬ 

˸ˣ˞ ˢ˶˧˴˰ xπGDB ˸˰˵˸ˮΦ 

ˤ˞ GDB ˢ˯ˮˬ ˞ˣ˶˵˪ ȫso ȫΦπˬȫproc/self/fdκо ȫκ˪˷ ˨˧˪ˢ˸ˢ sπinferiorΗ 

π˪GDB ˭˧˞ ˳˟ˣ˵ ˢ˲ˣˬˬ ˭ˣ˶˩˧ˤ˪ ˫˰ fd ˪˷ о Σˢ˷˰ˬ˪ȫ Σproc/self/fdκо ȫκ˪˷ GDB ˪˧˩ˬ ȫpipe Φȫ 

 

ˤ˞ ˠ˞˟ˢ ˞ˣˢ ˫˴˰˟ ˷πGDB ˞˪ ˢ˲˴ˬ ˪˟˵˪ ˟˧˸ˮ ˪ˣ˩˧˷ ˸ˣˮ˷˪ ˸ˣ˰ˬ˷ˬ ˫˞˸ˢ˟ ˨˧˪ˢ˸˪ ˥˸ˣ˲˷ ˣ˸ˣ˞ΦΦΦ 

ˣ˞ˣˣ Σˢˤ ˶ˬˣ˞ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˫ˣ˶ˠ˪ ˪πGDB/GDBServer ˞ˣ˶˵˪ ˪˩ˬ file/pipe ˞ˣˢ˷ ˥˸ˣ˲ Η˱˶ˣ˦ˬ ΦΦΦˣˮ˧˧ˬˡ 

ˢ˞˧˶˵ ˪˷ ˢˬ˩ ˫˧˸˟ ˬπpipe ˸ˬ˶ˣˠ˷ ˪πGDBServer ˷˶˲˪ ˢˡˣ˵˲ ˥ˣ˵˪ˢˬ ˭˲ˣ˞˟ ˢˮˣ˷ Φ˪ˣ˩˧ ˫ˣ˶ˠ˪ 

˫˧˶˟ˡ˪ ˫˧˶ˤˣˬ ˡˣ˞ˬΦ 
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ˠ˞˟ˢ ˸˞˧˴ˬ 

˶˥˞˪ ˢ˪˧˪˴ ˪˷ ˩πмл ˸ˣ˵ˡ ˪˷ ˷ˣ˲˧˥ ˢ˷˵ ˳ˬˣ˞ˬˣ ˯˧˯˟˟ ˡˣ˵ˢ ˧˸˞˴ˬ ˸˞ ˳˟ˣ˵ˢ solib-svr4.c ˪˧˩ˬˢ 

˸˞ ˡˣ˵ˢ ˭˰ˣ˦˷ ȫso ȫΦ˨˧˪ˢ˸ˢˬ sπinferiorΥ 

 

ˠ˞˟ˢ ˞˴ˬˮ ˢ˶ˣ˷˟ мотп Σ˸˵˸˰ˢ ˟˧˸ˮˢ ˧ˬ˪ˣˠˢ ˪˷ sπso ˸ˬ˧˷˶˪ sπȫsoȫΦ˫˧ ˷πGDB ˸˪ˢˮˬΦ 

 

 

˭ˣ˶˸˲ ˧ˮˬˤ 

ˣˮ˷˧ ˭ˣ˶˸˲ ˧ˮˬˤ ˥˧˦˟ˢ˪ ˷πGDB ˞˪ ˰˵˸˸ Σ˨˞ ˞ˣˢ ˷˶ˣˡ ˪˦˟˪ ˸˞ ˸ˮˣ˩˸ GDB ˪˷ ˢˮ˧˰˦ ˸˧˦ˬˣ˦ˣ˞ ˪˷ 

˫˧˦˵˧˧˟ˣ˞ ˫˧˲˸ˣ˷ˬ ˸˰˟ ˢ˥˧˸˲ Φ˭˩˪ Σ˞˪ ˣ˧ˢ˧ ˫˧˪ˬ˯ ˶ˣ˟˰ sπΦso's Υό 

set auto-solib-add off 

  






