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˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мру ˪˷ DigitalWhisper. 

ˢ ˸ˣˣ˴ ,˷ˡˣ˥ˢ-Threat intelligence  ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ˣˬ˯˶˲  ˧˩ ˢ˶˟˥ˢ ˠˣ˪˟˟ ˣˢ˧ˤ ˫ˢ ˷ˡˣ˥ˢ ˸˪˧˥˸˟

 ˢ˲˧˵˸ˢ ˸˴ˣ˟˵ ˪˷ ˠˮ˧˵˞ˢ ˸ˣ˪˧˰˲ ˢ˶˟˥ˢ ˸˷˶˟Midnight Blizzard ˩ ˫ˠ ˶˸˧ˢ ˭˧˟ ˸˶˩ˣˬˣ)-

NOBELIUM ,Cozy Bear  ˣ˞APT29 ˶˟ˬ˟ˣˮˬ ˸ˣ˥˲˪ ˢ˶˟˥ˢ ˧˯˩ˮ ˪˰ ˢ˪˰˲˷ (2023 ˢ˲˧˵˸ˢ ˸˴ˣ˟˵ .

 ˣˤˢˢ) ˢ˧˯ˣ˶ ˪˷ ˳ˣ˥ˢ ˭ˣ˧˟ ˧˸ˣ˶˧˷ ˪˷ ˶˟˧˧˯ˢ ˸ˣ˲˧˵˸ ˸ˡ˧˥˧˩ ˢ˰ˣˡ˧-SVR ( ˣˢˣˤ ˢ˪˷ ˶˟˰ ˸ˣ˲˧˵˸˷

˧˟ˢˤ˩˷ ˪ˡˣˠ ˶ˡ˯˟ ˫˧ˡ˰ xˤ ˫ˠ ˞˧ˢ x ˶˴ˣˬˢ ˪˰ "ˢ˵˲˯˞ˢ ˸˶˷˶˷ ˸˲˧˵˸" ˸˞ ˢ˰˴˧˟˷SolarWinds  ˪˷

 ˸˧˞˵˧˶ˬ˞ˢ ˢˮ˩ˣ˸ˢ ˸˶˟˥Orion ˟-2020. 

ˮ˧˰ ˸˞ ˢ˯˲˸˷ ˸ˣ˶ˣ˷ˢ ˸˥˞˧:ˢ˞˟ˢ ˢ˶ˣ˷ˢ ˞˧ˢ ˫˧˦˯ˣ˲ˢ ˸˞˧˶˵ ˨˪ˢˬ˟ ˧ 

ñThe attack was not the result of a vulnerability in Microsoft products or servicesò 

 ˣ˲˵˸ˮ ˭ˢ˷ ˸ˣˬ˯˶˲ˬ ˭ˢ˷˩ ˸ˣ˟˸ˣ˩ ˸ˣ˶˟˥˷ ˸ˣ˶ˣ˷ ˡˣ˰ ˪˷ ˱˯ˣ˞ˬ ˵˪˥˩ ˢ˟˸˩ˮ ˸˞ˤˢ ˢ˶ˣ˷ˢ

 ˞˪" ,"ˢ˶˟˥ˢ ˸ˣ˥ˣ˵˪ ˪˰ ˰ˡ˧ˬ ˰ˠ˲ˮ˷ ˨˩˪ ˸ˣ˧ˣˡ˰ ˣ˪˰ ˞˪ ˰ˣ˶˧˞ˢ ˸˶˧˵˥ ˧˦˶˲ˬ ,ˢ˩ ˡ˰" ˭ˣˠ˩ ˫˧˦˲˷ˬ)

 ˫˶ˠˮˢ ˸˟˧˟˯˪ ˵ˤˮ-Production  ˟˷ˣ˥ ˧ˮ˞ ˪˟˞ ("ˣ˟ˮˠˮ ˸ˣˡˣ˯˷ ˨˩˪ ˸ˣ˧˴˵˧ˡˮ˧˞ ˣ˪˰ ˞˪" ˣ˞ "ˢ˶˟˥ˢ ˪˷

.ˢ˧˪˰ ˟˩˰˸ˢ˪ ˡˣ˞ˬ ˢˣˣ˷˷ ˢ˶ˣ˷ ˸˞ˤ˷ 

ˬ ˪˷ ˢ'˶˟˥ˢ˷ ˫˧˦˶˲ˢMSRC ˠ˧˷ˢ˪ ˥˧˪˴ˢ ˭˵˥˷ ˣ˸ˣ˞ ˧˩ ˢ˪ˣ˰ ,ˣˬ˯˶˲  ˱ˣ˯˟ ˪˧˧ˬ˧˞ ˸ˣˮˣ˟˷˥˪ ˢ˷˧ˠ

 ˪˷ :˟˸˩ˮ ˢ˶˟˥ˢ ˠˣ˪˟˟ .ˢ˶˟˥ˢ ˧ˡ˟ˣ˰ ˦˰ˬ ˞˪ 

Ϧvery small percentage of Microsoft corporate email accounts" 

:˪˧˧ˬˢ ˸ˣ˟˧˸˪ ˢ˷˧ˠˢ ˰˴ˣ˟ ˫ˢ˧˪˞˷ ˫˧ˡ˧˵˲˸ˢ ˧ˠˣ˯ ˫˧˦˶ˣ˲ˬ ˤ˞ˣ 

"our senior leadership team and employees in our cybersecurity, legal, and other functionsϦ 

˪˪˩˪ ˢ˷˧ˠ ˢ˸˧˧ˢ ˭˵˥˷ ˣ˸ˣ˞˪˷ ˡ˧˰ˬ ˢ˞˶ˮ˩˷ ˢˬ ˶˪ ˸ˣ˥˲˪ ˣ˞)ˣ(˟  ,ˢ˶˟˥ˢ ˧ˡ˟ˣ˰ ˪˷ ˪˧˧ˬˢ ˸ˣ˟˧˸

 ˞ˣˢ ˪˟˞ ˶˥˟ ˠ˧˷ˢ ˞ˣˢ˷ ˧ˣ˩˧˯ˢ ˧˩) ˣ˸ˣ˞ ˣˮ˧˧ˮ˰˷ ˸ˣ˟˧˸ˢˬ ˵˶ ˫˧˪˧˧ˬ ˞ˣ˶˵˪ ˢ˷˧ˠ ˵˶ ˸ˣ˟˧˸ ˸˴ˣ˟˵˪

˸ˬ˴ˬˣ˴ˬ ˵ˣ˧ˡ˟ ˪˟˞ ,ˢˮ˧˧ˮ˰˷ ˢ˴˟˵ ˢ˸ˣ˞˪ (˧ˮ˧˰˟ ˶˧˟˯ ˞˪ ˡˣ˞ˬ ,ˣ˸ˣ˞ ˢˬ˷ ˟˸˩ˮ ,˧ˮˣ˶˧˞ ˭˲ˣ˞˟ ,˟ˠ˞ .

˶˲ ˧˟ˠ˪ ˰ˡ˧ˬ ˢˤ ˣ˸ˣ˞ ˭˧˧ˮ˰˷!ˣ˧˸ˣˡˣ˞ ...˸˰˴˟ˬ ˦˲ˣ˯ˣ˶˵˧ˬ˷ ˢ˶˧˵˥ ˧˦ 

 ˰ˣ˴˧˟ ˧"˰ ˢ˷˧ˠˢ ˢ˸ˣ˞ ˸˞ ˠ˧˷ˢ ˞ˣˢ ˧˩ ,˭˵˥˷ˢ ˪˰ ˟˸˩ˮ ˡˣ˰Password Spary  ˪˰Tenant  ˸˟˧˟˯˟ ˭˷˧

 ˣ˧˪˰ ˪˰˲ˣˢ ˞˪˷ ˢˤ˩) ˢ˶˟˥ˢ ˪˷ ˸ˣ˵˧ˡ˟ˢMFA .(ˣ ˭˸˧ˮ ,ˢˮ˷˧ ˸ˣ˵˧ˡ˟ ˸˟˧˟˯˟ ˶˟ˣˡˬ˷ ˸ˣ˶ˬ˪˷ ˢ˞˶ˮ

 ˢ˧ˢ ˸ˣ˧˴˵˧˪˲˞ ˶˲˯ˬ˪ ˸ˣ˞˷˶ˢ ˢˮˬˬ ˠ˧˷ˢ˪OAuth  ˵˪˥ ˪˰ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˢ˸˧˧ˢ ,˭ˢˬ ˸˥˞˪ˣ

https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://en.wikipedia.org/wiki/Cozy_Bear
https://he.wikipedia.org/wiki/%D7%A9%D7%99%D7%A8%D7%95%D7%AA_%D7%91%D7%99%D7%95%D7%9F_%D7%94%D7%97%D7%95%D7%A5_%D7%A9%D7%9C_%D7%A8%D7%95%D7%A1%D7%99%D7%94
https://www.mandiant.com/resources/blog/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor
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ˢ ˸ˣ˧˸˷˸ˬ-Production  ˢ˶˟˥ˢ ˪˷ˣ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˣˬ˴˰˪ ˶ˡ˧˯ ˭˵˥˷ ˣ˸ˣ˞ ˸˞ˤˢ ˢ˞˷˶ˢˢ ˸˶ˤ˰˟

ˢ ˸˶˷ ˪˰ ˡˣ˞ˬ-Office 365 Exchange .ˢ˶˟˥ˢ ˪˷ 

ˬ˧ˮ˲ ˸ˣ˧˸˷˸ ˪˰ (ˢ˧˴˪ˣ˲˧ˮˬ ˰˴˟˪ ˸ˣ˥˲˪ ˣ˞) ˢ˷˧ˠ ˠ˧˷ˢ˪ ˥˧˪˴ˢ ˭˵˥˷ˢ˷ ˟˸˩ˮ ˫ˠ ˫ˣ˵ˬˢ ˣ˸ˣ˞˟ ˸ˣ˧

ˢ ˸ˣ˟ˣ˸˩ ˸˞ ˶˧˸˯ˢ˪ ˧ˡ˩ ˢ˶˟˥ˢ ˪˷ ˸ˣ˲˯ˣˮ-IP  ˰˧ˠˬ ˞ˣˢ ˣ˪˧˞˩ ˶ˣ˦˧ˮˢ ˸ˣ˩˶˰ˬ˪ ˢ˞˶˧˷ ˨˩ ˣ˪˷

.ˣ˪˷ ˸ˣ˪˧˰˲ˢ ˧ˣˢ˧ˤ ˪˰ ˢ˷˵ˢ˷ ˢˬ ,˫˧˲˯ˣˮ ˫˧ˡ˟ˣ˰ ˫ˠ ˫˧˶˟˥˸ˬ ˭ˢˬ˷ ˸ˣ˧ˬ˧˦˧ˠ˪ ˸ˣ˟ˣ˸˩ˬ 

˧ˮ˧˰˟ ˱˶ˣ˦ˬ ˧ˡ ˢˤ˧ ˸˷˶˪ ˢ˷˧ˠ ˠ˧˷ˢ˪ ˨˩ ˸ˣ˩ˤ˟ˣ ˶˴ˣˬ˟ ˣ˞ ˡˣ˵˟ ˢ˷˪ˣ˥ ˪˴ˮ˪ ˥˧˪˴ˬ ˭˵˥˷ ˶˷˞˩ .

,˳˪ˬˣˬ ˞˪ ˢˤ˷ ˸ˣ˶ˬ˪ .ˢ˶˵ ˢˤ ˨˧˞ ˭˧˟ˢ˪ ˸˧˯˥˧ ˧˪ ˪˵ ˭ˣˠ˶˞ˢ  ˸˥˞ ˱˞ ˪˰ ˨ˣˬ˯˪ ˞˪ ˸ˬ˞˟ ˶˷˲˞ ˧˞

˸˥˞˟ ˫˞ˣ ,˭ˣˠ˶˞ˢ ˸˷˶˟ ˸ˣ˧˸˷˸ˢˬ  ˢ˷˪ˣ˥ ˞˴ˬ ˟˧˶˧ˢ ,˸˧˦˧˶˵ ˵˧˲˯ˬ-  ˵˶˲˪ ˸ˣ˥˲˪˷ ˥˧ˮˢ˪ ˶˧˟˯

 ˶˴˵ ˭ˬˤ-  ˣˮ˵˸ˣˢ˷ ˶ˣ˦˧ˮˢ ˸ˣ˩˶˰ˬ˷ ˢˤ˩ ˪ˡˣˠ ˶ˡ˯˟ ˸ˣ˰˦ ˢ˷˰˧ ˞ˣˢ˷ ˡ˰ ˭˟ˣˬ˩) ˥˴˧ˮ ˞ˣˢ ˣˢˤ˧ ˸˷˶˟

 ˧˰ˣ˶˧˞˟ ˣˬ˩ ˵ˣ˧ˡ˟ ,ˣ˸ˣ˞SUNBURSTˮ˧˰˟ ˱˶ˣ˦ˬ ˢˤˣ .(˧ ˶ˣ˲˧˯ ,ˢˤˢ ˢ˶˵ˬ˟ ˧˩ ˧ ˸ˣ˶˧˲ ˪˷ ˱˯ˣ˞ ˪˰

 ˣˬ˩ ˫˧˩ˣˬˮ" ˪˷ ˱ˣ˶˧˴˟ "˸ˣ˵ˤ˥ ˸ˣ˞ˬ˯˧˯ ˣ˶˧ˡˠˢ ˞˪˷ ˫˧ˡ˟ˣ˰"Tanent  ˸˞ ˣ˧˪˰ ˪˧˥ˢ˪ ˣˮ˥˩˷˷ ˭˷˧

 ˸˟˧˟˯" ˫˰ "˸˧ˮ˩ˡ˰ˢ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸ˣ˵˧ˡ˟˦ˣˮˬ ˞˪˸ˣ˵ˤ˥ ˸ˣ˞˷˶ˢ ˢ˪ ˷˧˷ ˸˶ ˢ ˸˟˧˟˯ ˪˰-

Production  "˭ˣˠ˶˞ˢ ˪˷ ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞˷ ˸ˣ˸˷˶ˢˬ ˸˥˞˪ ˢ˷˧ˠ ˠ˧˷ˢ˪ ˥˧˪˴ˢ ˧ˮ˧˴˶ ˟˧˶˧˷ ˨˩˪ ˞˧˟ˢ

ˣ˧˟ ˸ˣ˶˦ˣˮˬˢˬ ˧ˮ˶˴˧ ,˶˸ˣ˧˟ ˸ˣ˴ˣ˲ˮˢ ˸ˣˮ˩ˣ˸˪ ˢˮ˩ˣ˸ˢ ˸˧˟ ,˸ˣ˪ˣˡˠˢ ˭ˮ˰ˢ ˸ˣ˧˵˲˯ˬ ˸˥˞ ˵˶ ˫ˢ) ˶˸

˶ ˫˧˯˯˟˸ˬ ˢ˧˪˰˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˫˧˟˸ˣ˩ ˵˶ˣ ˶˸ˣ˧˟ ˸ˣ˴ˣ˲ˮˢ ˸ˣ˶ˬˣ˥ˢˬ ˢ˶ˬˣ˥ˣ ˫˧ˮˣˠ˶˞ˢ ˟

.(˧˸ˣ˰ˬ˷ˬ ˣˢ˷ˬ ˡˣ˰ ˧˸˥˩˷ ˥˦˟ˣ ˫˪ˣ˰˟ 

˵ ˠ˞ˡ˸ ˪˞") ˞˶ˣ˵ˢ ˸˞ ˰˧ˠ˶ˢ˪ ˢ˶˦ˬ˟ ˢ˟˸˩ˮ ˢ˶ˣ˷ ˢ˸ˣ˞˷ ˰ˮ˩ˣ˷ˬ ˧ˮ˞ ˶˟ˣˡˬ ˞˪ ˫˰˲ˢ ˶˵˧ ˞˶ˣ

 ˰ˣˠ˶ ˶˸ˣ˧ ˢ˟˶ˢ ˧˸˧˧ˢ ,˧˸ˣ˞ ˣ˪˞˷˸ ˫˞ ,˸˧˷˧˞ ˪˟˞ ,("ˣˮ˪˷ ˸ˣ˧˸˷˸˟ ˢ˞˴ˬˮ˷ ˸˧˦˧˶˵ ˢ˷˪ˣ˥ ˡˣ˰˟

ˢ ˸˞ ˞˶ˣ˵ ˢ˸˞˷˩˷ ˸˞ˤ˩ ,˶˴ˣˬ ˢˤ˧˞˟ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ˟ ˶˟ˣˡˬ ˢ˧ˢ ˭˩˞ ˫˞-Writeup  ˢ˸˞ ˢ˪˷

"ˢ˸ˣ˞ ˣ˵˥˧˷ ,ˢ˟˧ˮˠˬ ˢ˷˪ˣ˥ ,ˢ˪˞ˣˣ" :˨ˬ˴˰˪ ˶ˬˣ˞ ˸˴˵ )˳˶ ˤ˞ˣ ˪ ˶ˢˬ˭ˣˠ˶˞˟ ˫˧˸˶˷ˢ ˪˩ ˸˞ ˭˩ˡ˰( ,

˷ ˰ˡˣ˧ ˧˸˧˧ˢ ˸ˣ˥˲˪ ˤ˞ ˧˩.˸ˣˮ˪˷˶ ˭˞˩ ˢ˸˧˧ˢ ˞˪ 

 ˪˷ ˸˷˶˟ ˫ˠ ˫˧ˬ˧ ˶˲˯ˬ ˧ˮ˲˪ ˷ˬˬ ˢ˸ˢˣˤ ˢ˴ˣ˟˵ ˢ˸ˣ˞ ,˟ˠ˞HPE Σ ˪˰ ˫˧˧ˮ˩˦ ˫˧˦˶˲ ˣˬ˯˶ˣ˲ ˞˪ ˭˧˧ˡ˰

 ˨˧˞.˭˧˧ˮ˰ˬ ˢ˧ˢ˧ ˥˦˟ ˢˤ ˪˟˞ ,˫˷ ˣ˷˲˧˥ ˫ˢ ˢˬ ˣ˞ ˸˷˶˪ ˣ˯ˮ˩ˮ ˫ˢ 

!ˢ˥˪˴ˢ˟ ˣˮ˪ˣ˩˪ ˢ˧ˢ˧˷ ˤ˞ 

 ,˭˟ˣˬ˩ˣˢˡˣ˸  ˸˧˵ˮ˰ ˪˩˪˫˧˟˸ˣ˩ˢ .ˢˤ ˭ˣ˧˪ˠ˪ ˫˧˶ˬ˞ˬ ˟ˣ˸˩˪ ˫ˮˬˤˬ ˣˮ˲˸ˢ˷  ˢˡˣ˸˪ ˢ˟˶˟˪˟ˮ ˭˸˧˞ ,

˪ ˢ˟˶ ˢˡˣ˸-Tomer Snuf , ˢˡˣ˸˪ ˢ˟˶ˬ˧ˡ ˫ˣ˪˷˦ˮ , ˢˡˣ˸˪ ˢ˟˶˭˪˧˞ ˡ˵˷ ˪ ˢ˟˶ ˢˡˣ˸ˣ ˭˸ˮˣˢ˧

˯˟˵˪˞! 

ˢ˞˧˶˵ ˢˬ˧˰ˮ, 

   ˵˧˲˞ ˪˞˧˦˯˵  

https://www.mandiant.com/resources/blog/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor
https://securityaffairs.com/158097/security/midnight-blizzard-hacked-hpe.html
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˸˞ˬ  ˭˸˧˞˟˪˟ˮ 

 

ˢˬˡ˵ˢ 

˭ˣ˩ˮ ˫ˣ˧ˢ˪ Σ˪˩ ˭ˣˠ˶˞ ˡ˟˩ˬ˷ ˸˞ ˣˬ˴˰ ˠ˞ˣˡ ˭˯ˣ˥˪ ˧˸˥˦˟˞ˢ ˪˷ ˸ˣ˩˶˰ˬ ˸ˣ˸˷˶ˣ ˭ˣˠ˶˞ˢ Σ˵˪˥˩ 

˫˧˴ˬ˞ˬˢˬ ˫˧˟˥˶ˢ ˫˧˰˵˷ˣˬˢ ˢˬ˧˷ˬ˟ ˥˧˩ˣˬ ˪˩ ˫˰˲ ˫˰˲ˣ ˸˞ ˣ˸ˣ˪˧˰˧ Σ˫˪ˣ˰ sπRed Teamers sxπ

Pentesters Σ˫˧˷ˮ˞ ˫˧ˬˡˬ˷ ˟˧ˣ˞ ˸ˣ˰˴ˬ˞˟ˣ ˸ˣ˵˧ˮ˩˦ ˸ˣ˧˩˧˯˲ ˸ˣ˪ˣ˩˧ˣ ˸ˣˬˡ˵˸ˬ ˫˧˞˴ˣˬ ˸˞ ˫˧˶˰˲ˢ 

˫˧˧˸˥˦˟˞ˢ ˫˧˧ˤ˩˶ˬˢ ˭ˣˠ˶˞˟ ˫˧˥˵ˣ˪ˣ ˵˪˥ ˭ˣ˵˧˸˟ ˫ˢ˪˷ ˨ˣ˸ ˸ˬˣ˷˸ ˟˪ ˸ˣ˶ˬˣ˥˪ ˫˧˶˰˲ˢ ˡˣ˵˧ˬˣ ˡ˴ˢ 

˪ˣ˥˩ˢΦ 

˶ˬ˞ˬ˟  ˞˶˵ˮ ˫˸ˣ˞˪ ˫˧˷ˮ˞ ˫˧˲˵ˣ˸Φ ˫˧˲˵ˣ˸ˢ ˵˪˥˩ ˸˶ˠ˷ˬ ˫˸ˡˣ˟˰ ˫˧˷ˬ˸˷ˬ ˸ˣ˟˧˟˯˟ ˫˧˪˩ˣ 

˫˧ˮˣ˷ Σ˫ˮ˷˧ ˸ˣˬ˩ ˢ˞˶ˮ˩ ˸˪˸ ˸˧˸˶˲˯ ˪˷ Frameworks  ˫˧ˮˣ˷˪˷ нC ˫˧˪˩ˣ ˫˧˧˟ˬˣ˲ ˫˧˲˵ˣ˸ˢˣ ˫˧˶˥ˣ˟ 

˸˞ ˢˬ ˧˩ˢ˷ ˫˧˞˸ˬ ˭ˣˠ˶˞˪ ˣ˧˪˰ ˫ˢ ˫˧ˡ˟ˣ˰ ˸˰˩ ˸˞ˣ ˢˬ ˧˩ˢ˷ ˥ˣˮ ˫ˢ˪ ˪˰˲˸˪ Σ˱ˣ˯˟ ˪˩˪ ˧˪˩ ˷˧ 

˸ˣˮˣ˶˯˥ ˸ˣˮˣ˶˸˧ˣ ˪˰ ˫˧˪˩ ˫˧ˬˣˡ x˪ Σˣ˸ˣ˞ ˶˟ˡˢ ˢ˶ˣ˵ ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣˮˣ˷ Σ 

˭ˣ˩ˮ ˫ˣ˧ˢ˪ ˧˪˞˵ ύKali ό˞˧ˢ ˢ˞˶ˮ˩ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸˧˶˞˪ˣ˲ˣ˲ˢ ˶˸ˣ˧˟ ˟˶˵˟ ˫˧˲˵ˣ˸ ˪˪ˠ˟ ˞˧ˢ˷ ˸ˬ˞˟ 

ˢ˰˧˴ˬ ˭ˣˣˠˬ ˡˣ˞ˬ ˟˥˶ ˪˷ ˫˧˪˩ ˪˰ ˧˟ˠ ˢ˟˧˟˯ ˸˥˞ ˢ˥ˣˮˣ Σ˪˟˞ Σ˭ˣ˶˯˧˥ˢ ˪˷ ˧˪˞˵ ˞˧ˢ Opsecπ˸ˣ˧ 

ύˢˬˬ˸ˢ Σό˱ˣ˯˟ ˫˞ ˢ˯ˮˮ ˫˧ˬ˸ˢ˪ ˧˪˞˵ ˸˷˶˟ ˫˧˷ˬ˸˷ˬ ˨˶˦˴ˮ ˢˡˣ˟˰ ˸˧˟˧˯ˬ ˪˷ ˫ˣ˦˯˧˵ Σ˫˞ ˢˤ 

˸ˣ˶ˣ˷˵˸ ˸ˣˠ˧˶˥ Σ˷ˣˬ˧˷ ˟-Clientπ˫˧ ˫˧ˠ˧˶˥ ˱ˣˮ˟ ˡˣ˰ˣ ˭ˣˬˢ ˸ˣ˞ˬˠˣˡ ˸ˣ˲˯ˣˮ Σ˸ˬˣ˰˪ ˸˞ˤ Σ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ Windows ˢ˪˧˥˸˩˪ˬ ˡˣ˞ˬ ˸˧˪˶˦ˮ ˸˷˶˟ ˫˧˷ˬ˸˷ˬ ˭˩˪ ˣ˧ˢ˧ ˫˧˲˵ˣ˸ ˞˵ˣˣˡ˷ ˣ˲˧ˡ˰˧ ˷ˬ˸˷ˢ˪ 

ˢ˟ ˷ˬ˸˷ˢ˪ˣ ˫˧˪˩˟ Windows-˫˧ ˫ˣ˵ˬ˟ Σˢ˧˰˟ˢ ˸˧ˤ˩˶ˬˢ ˷ˬ˸˷ˢ˪˟ ˟-Windows ˞˧ˢ ˡˣ˵ ˶ˣˠ˯ ˶˯ˣ˥ˣ 

ˡˣ˰˧˸˟ Σ˨˩ ˢˬ˷ ˣˮ˪ˣ˩˧˷ ˫˦˯˵˪ ˧˪˞˵˟ ˣˮ˥ˮ˞ ˢ˞˶ˮ˩ ˰˵˸˧ˮ ˣ˸˧˞ ˨˶˦˴ˮˣ ˭˧˟ˢ˪ ˨˧˞ ˡˡˣˬ˸ˢ˪ ˣ˸˧˞ 

˫˧˩˶ˡ˟ ˸ˣ˧˸˶˧˴˧Φ 

˫ˣ˧ˢ ˣˮ˥ˮ˞ ˪ˣ˪˴ˮ ˨ˣ˸˪ ˭ˣˮˠˮˬ ˸ˣ˸ˬ˞˸ˢˢ ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˫˪ˣ˰˟ Σ˪ˣ˵ˣ˦ˣ˶˲ˢ NTLM Σ˭˧˟ˮ ˡ˴˧˩ ˨˧˪ˢ˸ˢ 

Lsass.exe ˧˞˶˥˞˷ ˪˰ ˨˧˪ˢ˸ˢ ˸ˣˡˬ˰˟ Windows ˷ˬˬˬ ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˡ˴˧˩ˣ ˣˮ˥ˮ˞ ˫˧˲˵ˣ˸˩ ˪˩ˣˮ 

˟˶˰˸ˢ˪ ˨˧˪ˢ˸˟ ˫˧˞˸ˢ˪ˣ ˣ˸ˣ˞ ˫˧˩˶˴˪ ˣˮ˪˷ Σ˶˵˥ˬ˪ ˫˧˞˶ˣ˵ Haim EtgarΦ 

˶ˬ˞ˬˢ ˫˧˞˸ˬ ˧ˬ˪ ˶˧˩ˬ˷ ˸ˣ˲˵˸ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˫˧˧˯˧˯˟ Σ˪˰˟ ˰˵˶ ˟πWindows Internals xπҌҌC ˢ˶˩ˢˣ 

˫˰ ˸ˣˮ˩ˣ˸ ˣˬ˩ IDA xπWindbg ˫ˢ˟ ˶ˤ˰˧ˮ ˷ˣˬ˧ˬ˟ ˢ˶˟˯ˢ˟ˣΦ 

˶ˬ˞ˬ˟ ˷ˬ˸˷˞ ˢˡˬ˰˟ ˧˪˷ DESKTOP-ETHAN2 ˸˟ˣ˸˩˟ мфнΦмсуΦмууΦм ˡ˥˧ ˫˰ ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˢ 

DESKTOP-UC0LM08 ˸˟ˣ˸˩˟ мфнΦмсуΦмууΦмну 
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 ˪ˣ˵ˣ˦ˣ˶˲ˢNew Technology LAN Manager (NTLM) 

˸ˣ˸ˬ˞˸ˢˢ ˸˧˶ˣ˵ ˢ˷ˣ˪˷˟ ˫˧˟˪˷ ˸˧˯˥˧ ˫˧˦ˣ˷˲Υ 

мΦ NEGOTIATE π ˥ˣ˵˪ˢ ˶ˬˣ˞ ˸˶˷˪ ˧˩ ˞ˣˢ ˭˧˧ˮˣ˰ˬ ˸ˬ˞˸ˢ˪Φ 

нΦ CHALLENGE π ˸˶˷ˢ ˟˧ˠˬ ˫˰ challenge ˪˧˩ˬ˷ ˸ˤˣ˶˥ˬ ˪ˡˣˠ˟ у ˫˧˸˟ ˪˷ ˫˧ˣˣ˸ ˫˧˧˪ˬˣˡˮ˶Φ 

оΦ AUTHENTICATE π ˥ˣ˵˪ˢ ˭˧˲˴ˬ ˸˞ sπchallenge ˸ˣ˰˴ˬ˞˟ sπNT Hash ˣ˪˷ ˱ˣ˶˧˴˟ ˫˷ ˷ˬ˸˷ˬ ˫˷ 

ˢˡˬ˰ ˭˧˧ˬˣˡˣ ˥˪ˣ˷ˣ ˣ˸ˣ˞ ˪˞ ˸˶˷ˢΦ 

˸˶˦ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˞ˣˢ ˸ˣˬ˧˞ ˷ˬ˸˷ˬˢ ˨˶ˣ˴˪ ˷ˣˬ˧˷ ˸ˣ˶˧˷˟ ˸˶˷˷ ˣˢ˷˪˩ ˰˧˴ˬ Σˢˬˠˣˡ˪ ˸˶˷ ˫˧˴˟˵ 

ˣ˧˪˞ ˢ˴˶˧ ˷ˬ˸˷ˬ ˸˷ˠ˪ ˪˰ ˸ˮˬ ˨ˣ˷ˬ˪ ˫˧˴˟˵ ˪˰ˬ SMB Σ˸˶˷ˢ ˨˶˦˴˧ ˸ˬ˞˪ ˸˞ ˥ˣ˵˪ˢ ˸ˣˢˤ˪ˣ ˣ˸ˣ˞ Σ

˨˩ ˸˶˷ˢ ˰ˡ˧˧ ˣ˪˧˞ ˸ˣ˞˷˶ˢ ˵˧ˤ˥ˬ ˥ˣ˵˪ˢ ˣ˪˧˞˪ˣ ˫˧˴˟˵ ˢˤ˧˞ˣ ˸ˣ˪ˣ˰˲ ˫ˢ˧˪˰ ˞ˣˢ ˪ˣ˩˧ ˰˴˟˪ ύˢ˞˧˶˵ Σ

ˢ˟˧˸˩ Σˢ˵˧˥ˬΦό 

˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩Υ 

 

˱ˣ˯˟˪ ˧˶˥˞ ˸˶˷˷ ˡ˰˧ˢ ˸ˬ˞ˬ ˸˞ ˥ˣ˵˪ˢ Σ˥˸˲ˮ ˭˧˟ ˫˧˧ˮ˷ˢ ˭˷˯ x˟ ˥ˣ˵˪ˢ ˪ˣ˩˧ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˪˰ ˸˶˷ˢΦ 

˭ˣ˶˸˧ˢ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˞ˣˢ ˫ˠ˷ ˸˲˵˸ˬ MITM ˢ˞˶˸˷ ˸˞ ˢ˦˵˲ˢ ˸˧˷˧˪˷ˢ ˞˪ ˢ˞˶˧ ˸˞ ˢˬ˯˧˯ˢ 

˶˧˪˵˟ ˦˯˵˦ Φˬ ˪˟˞ s˰ˮˣˬ ˱˵ˣ˸ˬ ˨ˣ˶˰˪ ˸˞ ˸ˣ˦˵˲ˢ ˰˴ˬ˞˟ Κ˭ˣˮˠˮˬ ˫˷˟ odeCntegrity Iessage M 

)MIC( sπMIC ˟˷ˣ˥ˬ ˢ˦˵˲˟ ˸˧˷˧˪˷ˢ ˞ˣˢˣ ˢ˷ˣ˰ ˢˤ ˟˷˥˸ˢ˟ ˪˩˟ ˸ˣ˰ˡˣˢˢ ˧ˮ˲˪ˬ ˭˩ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

HMAC_MD5( Session key, NEGOTIATE_MESSAGE + CHALLENGE_MESSAGE + AUTHENTICATE_MESSAGE) 

ˢˬˣ ˰ˮˣˬ ˱˵ˣ˸ˬ ˦ˣ˷˲ ˡ˧˶ˣˢ˪ ˸˞ sπMIC ˢ˦˵˲ˢˬ ˸˧˷˧˪˷ˢ ˤ˞ˣ ˨ˣ˶˰˪ ˸˞ ˸ˣ˦˵˲ˢ Κ˪ˠˡ sπmsAvFlag Σ

˶˷˞˩ ˪ˠˡˢ ˞˴ˬˮ ΣπsMIC ˟˧˧˥ ˸ˣ˧ˢ˪ ˢ˦˵˲˟ Σˢˬ˪ˣ ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ ˦ˣ˷˲ ˶˧ˡˠˢ˪ ˪ˠˡˢ˷ ˢˣˣ˷ ˪πл Κ 
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˪˪ˠ˟ ˞ˣˢ˷ ˪˩ˣˬ ˨ˣ˸˟ s-NTLMv2 HASH ˞ˣˢ˷ ˢ˟ˣ˷˸ˢ ˪πChallenge ˰˧ˠˬ˷ ˢ˦˵˲˟ ˢ˧˧ˮ˷ˢ Σˢˤˣ ˫˴˰˟ 

ˢ˞˶ˮ ˨˩Υ 

 

˫ˮ˷˧ ˸ˣ˷˪ˣ˥ ˫ˢ˟ ˫˧ˡ˧˶ˣˬ ˸˞ sπMIC ˣˬ˩ Drop The MIC ˪˟˞ ˞˪ ˯ˮ˩ˮ ˢ˧˪˞ ˭˫ˣ˧ˢΦ ˢ˯ˮˮ ˟ˣ˷˥˪ ˪˰ 

˫˧˷˧˥˶˸ ˫ˢ˟ ˢ˴˶ˮ ˟˶˰˸ˢ˪ ˨˧˪ˢ˸˟ ˸ˣ˸ˬ˞˸ˢˢ ˧˦˪ˣ˲˧ˡˢ ˶ˣ˸˟ ˱˵ˣ˸Φ 

 

PTH 

ˢ˧ˢ˧ ˟˴ˬ ˢ˴˶ˮ˷ ˸ˬ˞˸ˢ˪ ˸ˣ˰˴ˬ˞˟ ˧˦˶˲ ˸ˣˢˡˤˢ ˫˧ˮˣ˷ Σˢˬ ˢˮˣˣ˩ˢΚ ˱˵ˣ˸ ˵˧ˤ˥˧˷ ˟πNT Hashπ˫˧ ˪˷ 

˫˧˷ˬ˸˷ˬ ˠ˧˷ˢ˷ ˨˪ˢˬ˟ ˰˴˟ˬ ˸˷˶ ˢ˴˶˧ ˸ˬ˞˸ˢ˪ ˫˸ˣ˰˴ˬ˞˟ ˪˞ ˧ˮ˸ˣˮ ˸ˣ˶˧˷ ˫˧ˮˣ˷ ˸˷˶˟ ˭˧˟ ˫˞ ˢˤ 

˫˧˸˶˷ x˞ ˣ˪˧˲˞ ˸ˣˡˬ˰ ˢ˴˵ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˪ˣˢ˧ˮ ˵˥ˣ˶ˬ ˣˬ˩ RMWinΦ ˪˧˟˷˟ ˸ˣ˷˰˪ ˸˞ˤ ˷ˬ˸˷ˮ ˟πass P

ashHhe T Σˢ˶˴˵˟ ˪˰ ˢ˲˵˸ˬˢΥ 

ˢˬˠˣˡ˟ ˢ˞˟ˢ ˷ˬ˸˷ˬˢ ˞˴ˬˮ˷ x˪ ˸˞ s-NT Hash ˞ˣˢ ˪˰˟ ˸ˣ˞˷˶ˢ ˭˧ˬˡ˞ ˢˡˬ˰˪ ˸˵˥ˣ˶ˬˢ ˭˩˪ ˢ˴˶ˮ 

˷ˬ˸˷ˢ˪ ˧˦˶˲˟ ˸ˣˢˡˤˢˢ ˣ˪˷ ˪˰ ˸ˮˬ ˶˟˥˸ˢ˪ ˪πϷC ˪˷ ˢˡˬ˰ˢ ύ˱ˣ˸˧˷ ˧˦˪ˣ˲˧ˡ ˪˰˟ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ 

ˢ˟˧˸˩ˣ ˫˧ˮ˪ˢˮˬ˪όΦ 

˸ˣ˸ˬ˞˸ˢ˟ NTLM ˸˧˦˶ˡˮ˦˯ ˢ˦˵˲ˢ ˸˧˷˧˪˷ˢ ˢ˞˶˸ ˨˩Υ 
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˞˧˴ˣˮ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˸ˣ˰˴ˬ˞˟ mimikatzΥ 

 

˸˰˩ˣ mimikatz ˵˧˶ˤ˧ struct ˷ˡ˥ ˪˷ ˧˦˶˲ ˸ˣˢˡˤˢ ˪˪ˣ˩˷ ˸˞ s-NTHASH ˫˷ˣ ˷ˬ˸˷ˬˢ ˣˮ˸ˮ˷ x˪ Σ

˥˸˲˧ˣ ˣˮ˪ ˨˧˪ˢ˸ ˷ˡ˥ύ Φˢ˵˧ˮ˩˦ˢ ˢˬ˴˰˟ ˸˲˶ˣ˦ˬ Σ˫˧˷˞ ˵ˮ˧˪ ˢ˦ˬ˪ ˶˧˟˯ˬ˷ ˢ˸ˣ˞ ˵ˬˣ˰˪ ˫˧ˮ˧˧ˮ˰˸ˬ˪όΥ 

 

˱ˣ˯˟˪ ˷ˬ˸˷ˮ˷˩ ˧˦˶˲˟ ˸ˣˢˡˤˢˢ ˣ˪˪ˢ Σˢ˦˵˲ˢ ˸˧˷˧˪˷ˢ ˢ˞˶˸ :˨˩ 

 

˪˧˟˷˟ ˷ˬˬˬ˪ ˸˞ ˢ˲˵˸ˬˢ ˫˧ˬ˧˧˵ ˸ˬ˞˟ ˪˪˷ ˫˧˪˩ ˣˬ˩ mimikatz ˤ˞ ˫ˡ˵˸ˮ ˷˧˥˶˸˪ ˞˟ˢ Φ 
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Haim Etgar 

ˬ˞;˵˪ π ˧ˣˮ˧˷ ˸ˣˡ˷ ˸ˣ˸ˬ˞˸ˢˢ ˟πType 3 Message NTLM ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ 

˷˧˥˶˸ˢ ˧˶˵˧˰ˢ ˰˟ˣˮ ˪ˣˮ˧˦ˬ ύTunneling Σό˵˪˥˩ ˪˩ˬ ˢ˲˧˵˸ Σˢ˞˶ˮ˩ ˢ˧ˢ˧˷ ˷ˣˬ˧˷ ˪ˣˮ˧˦˟ ˡ˧˥˧ ˸ˣ˥˲˪ ˪˰ 

˸ˮˬ ˱ˣ˵˰˪ ˸ˣˬ˧˯˥ ˸ˣ˧˸˶ˣ˷˵˸ ˣˬ˩ Firewallπ˫˧ xπACLπ˫˧ ˪˰ ˫˧˟˧˩˶ Σ˭˩˪ Σˢ˪ˣ˰ ˴ˢ˨˶ˣ ˶˧˟˰ˢ˪ ˸˞ 

ˢ˶ˣ˟˰˸ˢ ˣˮ˪˷ ˨˶ˡ ˢˡˬ˰ ˸˧ˬ˧˦˧ˠ˪ ˸˷˶˟ ˫˴˰˟ˣ ˪ˮ˦˪ ˢ˩˶ˡ Σ˫˞ ˟ˣ˷˥ˮ ˪˰ ˢˤ ˢ˶ˣ˴˟ Opsecπ˸˧ ˭˧˟ˮ 

˷˧˷ ˨˩˟ ˸ˣ˧˸˧˧˰˟Σ ˪ˣˮ˧˦ˢ ˰˴˟˸ˬ ˨˶ˡ ˢˡˬ˰ ˨˩ ˪˩˷ ˸˶ˣ˷˵˸ˢ ˣˮ˞˷ ˫˧˶˧˟˰ˬ ˸˲˵ˣ˸ˢ ˢˡˬ˰ˢˬ ˢ˞˶˧ 

ˣ˪˧˞˩ ˞˴˧ ˢˡˬ˰ˢˬ ˸˧ˬ˧˦˧ˠ˪ˢ ˪˟˞ ˧ˬ ˷˫ˤˣ˧ ˸˞ ˸˶ˣ˷˵˸ˢ ˞ˣˢ ˪˩˟ ˸˞ˤ ˱˵ˣ˸ˢ ˪˷ ˣ˸ˡˬ˰ ΣϦ˞ʕ ˫˞˷ 

˶˩ˤ˧ˮ ˢ˦˵˲˟ ˠˣ˯ˬ о ˪˷ NTLM Σˢ˞˶ˮ ˧˩ ˫˧ˬ˧˧˵ ˫˷ ˸ˣˡ˷ ˫˧˪ˣ˩˧˷ ˶˧ˠ˯ˢ˪ ˸˞ ˱˵ˣ˸ˢ ˣˬ˩ HostnameΗ 

˰ˣ˶˧˞ ˢˤ˩ ˶ˣ˴˧ Security Event ˣˢ˷˪˩ x˟ ˢ˧ˢ˧ ˟ˣ˸˩ ˫˷ ˟˷˥ˬˢ ˪˷ ˱˵ˣ˸ˢ ˱˞ ˪˰ ˧˲ ˸˟ˣ˸˩˷ ˶ˣ˵ˬˢ ˪˷ 

˸˶ˣ˷˵˸ˢ ˢ˧ˢ˧˸ ˪˪˩˟ ˢˡˬ˰ˢ ˸˧ˬ˧˦˧ˠ˪ˢΗ 

 

˸ˮˬ ˪˰ ˶ˣ˸˲˪ ˸˞ ˢ˧˰˟ˢ ˪ˣ˪˴ˮ ˪˞ ˨˧˪ˢ˸ ˸˶˧˴˧ ˸ˣ˦˵˲ˢ ˪˷ ˲ˢ˪ˣ˵ˣ˦ˣ˶ NTLM ˸ˬ˶˟ ˸ˣ˧˴˵ˮˣ˲ˢ 

Winapi  ˫ˢ˟ ˷ˬ˸˷ˬ LSASS ˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˨ˣ˶˰˪ ˸˞ ˸ˣˡ˷ˢ ˭ˬˤ˟ ˸ˬ˞Φ 

˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡˣ˰ ˸ˣˡ˷ ˫˧˧˸˧˧˰˟˷ ˣˮ˪ Σ˫˞ ˢˤ ˫˷ ˭˧˧ˬˣˡˢ ύ˸ˣ˧ˣ˶˟˥˸ˢ˟ ˫˰ ˷ˬ˸˷ˬ ˧ˬˣ˵ˬ ˷˧ ˢ˟˶ˢ 

˸ˣ˪˦˵ ˫˰ ˢˬ ˥˪˷ˮ˷ OTW Σό˧˪ˣ˞ˣ ˫ˠ ˫˰ ˫˧˶˟ˡ ˡˣ˰˷ ˞˪ ˞˴˧ ˧˪ ˟ˣ˷˥˪ ˫ˢ˧˪˰ Σ˪˟˞ ˶˵˥ˬ˟ ˢˤˢ ˤ˩˶˸ˮ 

ˢˡ˷˟ ˫˷ ˟˷˥ˬˢΦ 

 

˧˟ˠ˪ ˢˮ˦˵˟ Security Support Provider Interface ύSSPIό 

SSPI ˞ˣˢ ˵˷ˬˬˢ ˣ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵˧˪˲˞ ˫˧˸ˣ˶˧˷ˣ ˫˧ˮˣ˷ ˫˧˪ˣ˩˧ ˷ˬˬ˸ˢ˪ ˵˫˰ ˸ˣ˪˧˟˥ ˸ˣˢˡˤˢ ύecurity S

ackagePuthentication Arovider/Pupport S Σό˶ˣ˟˰ ˪˩ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˢˡˤˢ ˫˧˧˵ DLL ˞ˣˢ˷ sπSSP ˪˷ 

ˢ˸ˣ˞ ˢ˪˧˟˥ˢ ˞ˣˢˣ ˫˴˰˟ ˷ˬˬˬ ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ˢΦ ˢˬˠˣˡ˪Σ ˶ˣ˟˰ Kerberos ˷ˬ˸˷ˮ ˟πSSP 
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Ϧkerberos.dll\System32\Windir%% ΣϦ˶ˣ˟˰ LDAP ˷ˬ˸˷ˮ ˟πSSP ϦWdigest.dll\System32\%Windir% ΣϦ

˶ˣ˟˰ NTLM ˷ˬ˸˷ˮ ˟πSSP Ϧmsv1_0.dll\System32\%Windir% Ϧˡˣ˰ˣΥ 

 

 ˟ˣ˸˩˪ ˪ˣ˩˧ ˡ˥˞ ˪˩˷ ˞ˣˢ ˱˶ˣ˦ˬ˷ ˢˬSSPΗ  ˣ˟˸˩˸ ˨˧˞ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˫˧˶˧˟˯ˬ ˞˪˲ˢ ˢ˟˶ˬ˪ ˦˲ˣ˯ˣ˶˵˧ˬ

SSP ˸˧˦˶ˡˮ˦˯ ˢ˪˧˟˥˩ ˭˰˦˧ˢ˪ ˪˩ˣ˧˷ ˫˩˪˷ˬ.  

˸˰˟ ˢ˟˧˸˩ ˪˷ SSP ˷˧ ˷ˬˬ˪ ˸˞ ˪˩ s˸ˣ˧˴˵ˮˣ˲ ˪˷ sπstruct SECPKG_FUNCTION_TABLE ˸˰˟ˣ ˢˮ˧˰˦ 

˪˷ sπSSP ˞˶ˣ˵ sπLSA ˢ˧˴˵ˮˣ˲˪ Splsamodeinitialize ˪˟˵ˬˣ ˰˧˟˴ˬ ˪-struct ˮsϦ˪ Σ˨˩ ˸˰˩˷ ˪ˣ˩˧ LSASS 

˷ˬ˸˷ˢ˪ ˸ˣ˧˴˵ˮˣ˲˟ ˪˷ ˪˩ ˡ˥˞ ˢˬπSSPπ˫˧ ˫˧ˮˣ˰˦ˢ ˣ˧˪˞, ˫˴˰˟ˣ ˸˸˪ ˢˮ˰ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲˪ ˫˧ˮˣ˷ˢ  ˫˞ ˫ˠ

˫ˢ˪˷ ˷ˣˬ˧ˬˢ ˸˞ ˶˧˩ˬ ˢˮ˧ˢ ˞ˣˢ ˞˪˷ ˢ˟˧˪ˢ ˡˣ˵˟Υ 
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˪˧˥˸ˮ ˭˧˟ˢ˪˟ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ sπSSP ύ˸˧˲˧˴˲˯ NTLMSSP ό˸˞ˣ ˶ˡ˯ ˸ˣ˞˧˶˵ˢ ˫ˢ˪˷Υ 

SSPI & NTLMSSP 

The SSPI interface, or Security Support Provider Interface, is an interface proposed by Microsoft to standardize 

authentication, regardless of the type of authentication used. Different packages can connect to this interface to 

handle different types of authentication. 

In our case, it is the NTLMSSP package (NTLM Security Support Provider) that interests us, but there is also a package 

for Kerberos authentication, for example. 

Without going into details, the SSPI interface provides several functions, 

including AcquireCredentialsHandle, InitializeSecurityContext and AcceptSecurityContext. 

During NTLM authentication, both the client and the server will use these functions. The steps are only briefly 

described here. 

1. The client calls AcquireCredentialsHandle in order to gain indirect access to the user credentials. 

2. The client then calls InitializeSecurityContext, a function which, when called for the first time, will create a 

message of type 1, thus of type b9Dh¢L!¢9Φ ²Ŝ ƪƴƻǿ ǘƘƛǎ ōŜŎŀǳǎŜ ǿŜΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ b¢[aΣ ōǳǘ ŦƻǊ ŀ 

ǇǊƻƎǊŀƳƳŜǊΣ ƛǘ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ǿƘŀǘ ǘƘƛǎ ƳŜǎǎŀƎŜ ƛǎΦ All that matters is to send it to the server. 

3. The server, when receiving the message, calls the AcceptSecurityContext function. This function will then create 

the type 2 message, the CHALLENGE. 

4. When receiving this message, the client will call InitializeSecurityContext again, but this time passing 

the CHALLENGE as an argument. The NTLMSSP package takes care of everything to compute the response by 

encrypting the challenge, and will produce the last AUTHENTICATE message. 

5. Upon receiving this last message, the server also calls AcceptSecurityContext again, and the authentication 

verification will be performed automatically. 

˟˧ˮˠˬ Σˢ˞˶ˮ ˣˮ˸ˣ˞˷ ˸ˮ˧˧ˮ˰ˬ ˢ˦˵˲ˢ ˸˧˷˧˪˷ˢ Υ˫˷ ˫˧˥˪˷ˮ ˪˩ ˸ˣˡ˷ˢ ˫˧ˮ˧˧ˮ˰ˬˢΦ ˤ˞ ˪˧˥˸ˮ ˪˩˸˯ˢ˪˟ 

˪˰ ˢ˧˴˵ˮˣ˲ˢ SpInitLsaModeContext ˭ˣˣ˧˩ˬ ˞˧ˢ˷ ˢ˶ˣˬ˞ ˞˶˵˧ˢ˪ ˫˰˲˟ ˢ˧˧ˮ˷ˢ ˸˰˟ ˸˪˟˵ ˢ˦˵˲ˢ 

ˢ˧˧ˮ˷ˢ ˢ˧˶˥˞ˣ ˢ˶ˣˬ˞ ˶˴ˣˣ˧ˢ˪ ˢ˦˵˲ˢ ˸˧˷˧˪˷ˢΥ 

 

ˣˬ˧˷˸ ˟˪ ˷˧˷ ˭ˣˬˢ ˸ˣ˧˴˵ˮˣ˲ ˡˣ˵˟ ˸ˣˠ˴ˣ˧ˬ˷ ˰Ϧ˧ ˢˮ˸˷ˬˢ LsaFunctions ˯ˣ˪˲ index ˣˢ˷˪˩ ˢˤˣ ˞˪ ˶ˬˣ˞ 

ˣˮ˪ ˢ˟˶ˢ ˨˧˞ ˢˤ˷ ˢ˞˶ˮ ˣ˧˷˩˰Φ 
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˧ˮ˞ ˰ˡˣ˧ ˢ˷πSSP ˪˟˵ˬ ˸˞ LsaFunctions ˢ˞˧˶˵ˬ ˢ˧˴˵ˮˣ˲˪ SpInitialize ˢˮ˸˷ˬˢˣ ˠ˴˧˧ˬ struct ˠˣ˯ˬ 

LSA_SECPKG_FUNCTION_TABLEΥ 

The LSA_SECPKG_FUNCTION_TABLE structure contains pointers to the LSA functions that 

a security package can call. The Local Security Authority (LSA) passes this structure to a security 

package when it calls the package's SpInitialize function. 

˸˰˩ ˶ˣ˴˧ˮ ˸˞ s-struct ˶˷˵ˮˣ ˣ˸ˣ˞ ˪˞ ˢˮ˸˷ˬˢΥ 

 

˸˰˩, ˷˧˷˩ ˣˮ˪ ˢˮ˟ˢ ˸˧˯˧˯˟ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Σ˨˶˦˴ˮ ˷˲˥˪ ˡ˴˧˩ ˞˧ˢ ˢˡ˧˶˲ˬ ˭˧˟ ˢ˞˧˶˵ˢ ˢˮˣ˷˞˶ˢ ˭˧˟˪ 

ˢ˞˧˶˵ˢ ˢ˧˧ˮ˷ˢΥ 

 

  

https://learn.microsoft.com/en-us/windows/desktop/SecGloss/s-gly
https://learn.microsoft.com/en-us/windows/desktop/SecGloss/l-gly
https://learn.microsoft.com/en-us/windows/desktop/api/ntsecpkg/nc-ntsecpkg-spinitializefn
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ˣˠˮ˧˟Η ˨˪ˮ ˸˧˧˴˵ˮˣ˲˪ SsprHandleChallengeMessage ˷˲˥ˮˣ ˢ˟ ˸ˣˬ˷ ˫˧˪ˣ˩˧˷ ˶˷˵˧ˢ˪ ˷ˬˬ ˢ˧˧ˮ˟˪ ˪˷ 

˶˲˞˟ˢΥ 

 

 

 

˶˷˲˞ ˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲˟ ˧˸˷ ˸ˣ˞˧˶˵ ˫˧ˮ˸˷ˬ˪ ˫˧˶ˣˬ˷ ˪˷ msv1_0 ˫˧˪ˣ˩˧˷ ˤˣˬ˶˪ ˫ˢˬ˷ ˞˶˵ˮ ˢˡ˷ˢ 

˪˷ sπhostname Σ˷˲˥ˮ ˪˰ ˢˬ ˰˧˟˴ˬ ˢˮ˸˷ˬˢ ˭ˣ˶˥˞ˢΥ msv1_0!NtlmGlobalUnicodeComputerNameString 

˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˯˶ˣˡ ˸˞ ˢˬ ˢ˞˧˶˵ˢ˷ ˧ˮ˲˪ ˭˩ ˢ˯˧ˮ˩ˢ ˢˮ˸˷ˬ˪Φ 

˪˧˥˸ˮ ˠ˟ˡ˪˟ ˸˞ ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˶ˣ˟˰˪ˣ ˦˯˵˦ˮˣ˵˪ ˪˷ LSASSΥ 

 

˸˰˩ˣ ˭˰˦ˮ ˸˞ ˫˧˪ˣ˟ˬ˧˯ˢ ˪˷ msv1_0.dll ˪πwindbg ˣˮ˪˷ ˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˶ˣ˵˥˪ ˣ˸ˣ˞Υ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˸ˬ˞˟˷ ˢˮ˸˷ˬˢ ˞ˣˢ struct ˪˷ UNICODE_STRING ˫ˣ˵ˬˢˣ ˣ˧˪˞˷ ˞ˣˢ ˰˧˟˴ˬ ˭ˣ˶˩˧ˤ˟ ˞ˣˢ 

msv1_0!NtLmGlobalUnicodeComputerName Σˢˮ˷ˮ ˸˞ ˨˶˰ˢ ˪˷ ˢˮ˸˷ˬˢ ˸ˣ˞˶˪ ˫˞ˢ ˢˤ ˸ˬ˞˟ 

˰˧˲˷ˬ ˪˰ ˸˦˵˲ sπNTLM ˸˧˷˧˪˷ˢΥ 
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ˢˡ˧˧ˢ Η˪˩ ˢˬ ˶˸ˣˮ˷ ˣˮ˪ ˞ˣˢ ˞ˣ˴ˬ˪ ˸˞ sπbuffer ˵˧ˤ˥ˬ˷ ˸˞ ˢ˰ˡˣˢˢ ˢ˞ˣ˪ˬ˟ ˧ˡ˩ ˪˩ˣˮ˷ ˨ˣ˶˰˪ ˸˞ ˪˩ 

˫˧ˮ˸˷ˬˢ ˧˲˪ ˣˮˮˣ˴˶ ˸ˣ˷˰˪ˣ ˸˞ ˧ˣˮ˧˷ˢ ˧ˮ˲˪ ˰˴˟˸ˬ˷ ˟ˣ˷˧˥ sπMICΦ 

˪˧˟˷˟ ˸ˣ˷˰˪ ˸˞ ˢˤ ˧˸˷ˬ˸˷ˢ ˟πGeppetto Σ˭˧ˠ˞˪˲ ˪πIDA ˷ˬ˸˷ˬ˷ ˧˰ˣˮˬ˟ GPT ˪˧˟˷˟ ˸ˣˮ˷˪ ˸ˣˬ˷ 

˪˷ ˫˧ˮ˸˷ˬ ˫˞˸ˢ˟ ˢˬ˪ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˷ˣ˰ ˫˸˧˞ ˫˩˯˪ˣ ˢˬ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˷ˣ˰ ˪ˣˡˠ˟ Σ˪˩˸˯ˮ ˪˰ ˰˦˵ˢ 

˞˟ˢ ˣ˟˷ ˷˧ ˢ˟˶ˢ ˸ˣ˵˸˰ˢ ˪˷ bufferπ˫˧ ˪πPUCHAR_BUFFER ύ˫˷ ˞˪ ˧˟˧˦˵˧ˡˮ˧˞ ˧˪˷ Σόˡ˥˞ s-ufferb-

˫˧ ˣ˪˞ˢ ˞ˣˢ ˢˮ˸˷ˬ sπHostname ˣˮ˪˩˸˯ˢ˷ ˣ˧˪˰ ˧ˮ˲˪ ˭˩ Σ˪ ˵˸˰ˣˬ ˞ˣˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-buffer ˷-

Geppetto ˪ ˶˷ˣ˵ˬ ˞ˣˢ ˧˩ ˭˰ˣ˦-MICΥ 
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˫˧˷ˮ ˟˪ ˷ˬˬ˷ ˧ˮ˲˪ ˭˩ ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ SsprMICHandshakeMessages ˶˟˰ˣˬ˷ ˢ˧˪˞ 

PUCHAR_BUFFER ˶˦ˬ˶˦˲ˢ ˶ˣ˸˟ ˧˰˧˟˷ˢ Σˢ˶˧˵˥ˬ ˢ˶˴˵ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶ˮ ˞˧ˢ˷ ˭˩˞ xʕ ˸˶˴ˣ˧˷ 

˸˞ sπMIC ˧˲˪ ˟ˣ˷˧˥ˢ ˧˸ˮ˧˧˴˷ ˧ˮ˲˪ ˭˩Υ 

 

 

ˤ˞ ˢ˯ˮˮ ˸ˣ˷˰˪ ˢ˪ hook ˨˩ˣ ˸ˣˮ˷˪ ˸˞ ˶˲˞˟ˢ ˧ˮ˲˪ ˸ˬ˧˸˥ sπMICΦ ˫˧˷ˮ ˪˰ ˢ˧˴˵ˮˣ˲ˢ pointbreak Υ 
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" ˶˦ˬ˶˲˟ ˶˟˰ˣˬ ˭˩˞arg_30"Φ ˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˡ˟˰ˬ˟ ˪˷ сп ˸ˣ˧˟˧˯ Σ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˶˵ˮ ˸ˣ˰˴ˬ˞˟ 

fastcallψψ-˫˧ ʕxϦ˞ ˸˞˷ ˶˦ˬ˶˲ˢ ˧˰˧˟˷ˢ ˣˮ˥ˮ˞ ˱ˣ˪˷ˮ ˵˞˦˯ˢˬ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Σˢ˶˵ˬ˟ ˢˤˢ ˫ˣ˵ˬˢˬ sπ

0x38 ˧˶˥˞ ˶ˠˣ˞ˢ RSP ˰˧˴˟ˬ˷ ˪˰ ˶˟˧˞ˢ ˭ˣ˧˪˰ˢ ˸˧ˮ˯˥ˬ˟Φ 

˞ˡˣˣˮ ˸ˬ˞˟˷ ˶˲˞˟ˢ ˣ˧˪˰˷ ˣˮ˥ˮ˞ ˫˧ˡ˟ˣ˰ ˡˣ˰ ˞˪ ˪˧˩ˬ ˸˞ sπMIC ˶ˣˬ˞˷ ˸ˣ˧ˢ˪ ˫˧˸˟˟ ут-тнΥ

 

˭˸˧ˮ ˸ˬ˞˟ ˸ˣ˞˶˪ ˷-мс ˫˧˸˟ˢ ˣ˪˪ˢ ˫˧˵˧˶ Σ˸˰˩ ˷ˠ˧ˮ ˦˯˲ˣ˞˪ [rsp+38h] ˵˞˦˯˟ ˫ˡ˵˸ˮˣ 0x2c ˫˧ˡ˰˴ 

ˣˮˬˬ: 

 

ˢ ˵ˣ˧ˡ˟ ˞˪ ˢˤ˷ ˢ˞˶ˮ-hostnameˢ ˸ˣ˰˴ˬ˞˟ ˭˧˟ˢ˪ ˢ˯ˮˮ ,-pcap  ˢ˧˴˵ˮˣ˲ˢ ˡ˴˧˩SsprContextCopyString 

ˣˮ˪˷ ˶˲˞˟˪ ˦˵˞˶˦˯ˢ ˸˞ ˢ˵˧˸˰ˬΥ 

 

ˢ˞˶ˮ ˢˤ˷ ˰˧˟˴ˬˢ ˪˷ sπhostname ˢ˦˵˲˟ Η˵˶ ˢ˷-offset ˣ˧˷˩˰ ˞ˣˢ offset ˸˪˧˥˸ˬ ˢ˰ˡˣˢˢΥ 
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˸ˬ˞˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˦˯˲ˣ˞˟˷ 0x80 ˞˴ˬˮ ˶˲˞˟ˢ ˪˷ sπhostname Σ˧˲˪ ˢ˦˧˷ˢ ˣˤˢ ˢ˲ˬ˞ ˸˞ ˪˩ ˶˞˷ 

˫˧ˮ˸˷ˬˢ ˣ˟˸˩ˮ˷ ˶˲˞˟˪: 

 

 ˷ˠ˧ˮ ,˸˰˩˟ ˟˷˥ˬˢ ˫˷˪-offset [rsp+38] + 2c + 4  ˨˶˦˴ˮ ˣˤ ˢ˦˧˷˟˷ ˶ˣ˩ˤ˪ ˟ˣ˷˥) ˢˡ˷ˢ ˸˞ ˨ˣ˶˰ˮˣ

 ˶˵˥ˬˢ ˪˷ ˰ˣ˴˟ˬ˪ ,ˢ˦˵˲˟ ˫˧˶˥˞ˢ ˫˧˦˯˲ˣ˞ˢ ˸˞ ˯ˣ˶ˢ˪ ˞˪ ˧ˡ˩ ˫ˡˣ˵ˢ ˫˷˪ ˫˞ˣ˸ ˨˶ˣ˞˟ ˫˷ ˟ˣ˸˩˪

:(ˢ˪˟ˠˬˢ ˪˰ ˶˟ˠ˸ˢ˪ ˨˩ˣ ˫˧˩ˣ˶˰ ˫˧˦˯˲ˣ˞ ˫˰ ˧˶ˬˠ˪ ˷ˡ˥ ˶˲˞˟ ˢ˧˴˵ˮˣ˲˪ ˸˸˪ ˨˶˦˴ˮ ˢ˞˶ˮ˩ 
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˸˰˩ˣ ˫˰˲˟ ˢˮˣ˶˥˞ˢ ˪˧˥˸˞ ˸ˣ˸ˬ˞˸ˢ NTLM ˧˶˥˞ ˧˸˩˶˰˷ ˸˞ ˪˩ ˸ˣˡ˷ˢ ˣˮ˧˧ˮ˧˰˷ ˧˸ˣ˞ ˨˩ ˢ˦˵˲ˢ˷ 

˫˧˞˸˸ ˷˧˥˶˸˪ ˣ˧˪˞ ˧ˮ˞ ˢ˯ˮˬ ˸ˣ˵˥˸ˢ˪: 

 

˪˩ˣˮˣ ˸ˣ˞˶˪ ˠˣ˪ˢ˷ ˶˴ˣˮ˷ ˫˞ˣ˸ ˵ˣ˧ˡ˟ ˷˧˥˶˸˪ ˣˮ˶˞˧˸˷ ˢ˪˥˸ˢ˟: 

 

˸ˬˣ˰˪ ˠˣ˪ˢ ˢ˧ˢ˷ ˶˴ˣˮ ˞˪˪ sπhook ˣˮ˪˷: 

 

˞˪ ˱˶˴˞ ˶ˬ˞ˬ˪ ˸˞ ˫˧˷ˣˬ˧ˬˢ ˧˪˷ ˪˷ ˢ˲˵˸ˬˢ ˪˟˞ Σ˪˧˟˷˟ ˷ˬˬ˪ ˸˞ ˢ˲˵˸ˬˢ ˨˶ˡ˟ ˢ˦ˣ˷˲ˢ sxπ

Ϧ˸˧ˬ˧˦˧ˠ˪ Ϧ˶˸ˣ˧˟ ˣ˩˶˦˴˸ ˟ˣ˸˩˪ SSP ˫˩˪˷ˬ ˭˰˦ˮ˷ ˟˥˶ˬ˪ ˸ˣ˟ˣ˸˩ˢ ˪˷ LSASS ˢ˷ˣ˰ˣ hook ˢ˧˴˵ˮˣ˲˪ Σ

˧˪˩ˢ Lsarelayx ˢ˷ˣ˰ ˢ˟˶ˢ ˷ˬˬ ˧˸˶ˬ˞˷ ˸ˣ˶˦ˬ˪ ˸ˣ˶˥˞ ˪˟˞ ˪ˣ˩˧ ˸ˣˣˢ˪ ˢ˪˥˞ ˪˷ ˯˧˯˟ ˦˵˧ˣ˶˲˪! 

 

˫ˣ˩˧˯˪ 

 ˢˮ˲ˬ ˸ˡˣ˵ˮ ˢˣˣˢˬ ˶˵˥ˬˢˢ ˫˪ˣ˰ ˪˩˟-ecSOp  ˸˞ˣ ˫˸ˬ˶ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˪˰˪ ˪ˣ˩˧ ˞ˣˢ ,˫˧˲˵ˣ˸ ˪˷

˭ˣˠ˶˞˟ ˢˮˠˢˢ ˧˷ˮ˞ ˪˷ ˫ˢ˪˷ ˪ˣˠ˶˸ˢ ˧˲ˣ˞.  ˶ˣ˟˰ ˢ˟˷˥ˬ˪ ˸ˣˡˣ˵ˮ ˣ˪˰˧˷ ˢˣˣ˵ˬ ˧ˮ˞ ˶ˬ˞ˬˢ ˸ˣ˟˵˰˟

˸ˣ˰˴ˬ˞˟ ˧˪ˣ˞ ,ˢ˪˷ ˫˧ˮˣ˷ ˫˧˷ˣˬ˧ˬ ˫ˠˣ ˢ˲˵˸ˬˢ ˶ˣ˦˧ˮ˪ ˸ˣ˷ˡ˥ ˸ˣ˵˧ˮ˩˦ hook- ˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˫˧

ˬ-SsprMICHandshakeMessages. 

ˢ ˸˦˵˲ ˨ˣ˸ˬ ˡ˥˞ ˢˡ˷ ˪˷ ˵˶ ˧ˣˮ˧˷ ˪˰ ˸˶˟ˡˬ ˶ˬ˞ˬ˟ ˸˧˲˧˴˲˯ˢ ˢˬˠˡˢˢ˷ ˶ˣ˩ˤ˪ ˟ˣ˷˥-

Authenticate ˟-NTLM ˢ˵˧ˮ˩˦ˢ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˧˧ˣˮ˧˷˪ ˫˧ˮ˸˧ˮ ˫ˠ˷ ˫˧˟˶ ˸ˣˡ˷ ˡˣ˰ ˨ˣ˸ˬ J.  ˢ˸ˣ˞˟

˭˧˧ˬˣˡˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˸ˣˮ˷˪ ˣˤ ˢ˦˧˷˟ ˣˮ˪ˣ˩˧ ,ˢˡ˧ˬ ˢ ˸˞ ˸ˣˮ˷˪ ˫ˠ ˸˧ˮˣ˶˵˰ˣ-Response NTLMv2 

˪˧˩˧˷ ˨˩ NTLM Hash ˪˷ ˷ˣˬ˧ˬ ˰˴˟˪ ˨˩ˣ ˣˮ˸˶˧˥˟˪ ˢˬ˯˧˯ ˪˷ PTH ˣˮ˪˷ˬ! 
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 ˣ ˫˧˧ˣˮ˧˷ ˪˷ ˫˧˲˯ˣˮ ˫˧˶˵˥ˬ˪ ˥˸˲ ˢˣˣˢˬ ˶ˬ˞ˬˢ-hookπ˟ ˫˧-SSP-˫˧  ˞˪ ˡˣ˰ ˧˸˰ˡ˪˷ ˫˪ˣ˰ ,˫˧ˮˣ˷

ˣ˪˷ ˸˪ˣ˩˧ˢ ˪ˣ˟ˠ ˢ˴˵˪ ˣˮ˰ˠˢ .˫˸ˮˢˮ˷ ˢˣˣ˵ˬ  ˫ˢ˧˪˰ ˧˸ˠ˪˧ˡ˷ ˸ˣ˲˵˸ˬˣ ˫˧ˠ˷ˣˬ ˭ˣˬˢ ˢ˲ ˷˧ ,ˢ˞˧˶˵ˢˬ

˪˰ ˞ˣ˶˵˪ ˫ˣ˥˟ ˳˧˪ˬˬ ,˶˵˥ˬˢ ˪˰ ˯ˣ˵ˣ˲ˢ ˸˞ ˶˧˞˷ˢ˪ ˪˧˟˷˟ ˵˧˲˯ˬ ˫ˢ˧˪˰ ˧˸˶˟˯ˢ ˞˪ ˣ˞  ˣ˪˞ ˪˩

.˫˸ˮ˟ˢ ˞˪˷ 

 

˧˪˰ ˸˴˵ 

˭˸˧˞ ˟˪˟ˮ Σ˭˟ нм Σ˶˵ˣ˥ ˢ˥˦˟˞ ˷˞˶ˣ ˸ˣˣ˴ Σ˸ˣ˪˞˷˪ ˧˟ˠ˪ ˶˵˥ˬˢ ˥ˬ˷˞ ˸ˣˮ˰˪ ˪˧˧ˬ˟ x˞ ˶˦˧ˣˣ˦˟Υ 

https://twitter.com/EthanNevelev 

bob.bestofbuild@gmail.com 

˸ˣ˶ˣ˵ˬ 

 

˟˶ ˶˵˥ˬˢ ˯˯˟˸ˬ ˪˰ ˫˧˶ˬ˞ˬ ˣ˟˸˩ˮ˷ ˰Ϧ˧ Pixis ˫˧˲ˡ˟ ˣ˪˷ ˟πhackndo Σ˫˧˶ˬ˞ˬˢ ˫˧˪˵ ˢ˞˧˶˵˪ ˢˬ˶˟ˣ 

ˢˢˣ˟ˠ ˡˣ˞ˬ Σ˳˧˪ˬˬ ˫˪ˣ˩˪ ˷˧ˡ˵ˢ˪ ˸˞ ˫˧˧˸˰˷ˢ ˢ˪˞ˢ Σ˞˪ ˣ˟ˤ˩˞˸˸: 

https://en.hackndo.com/ntlm-relay/ 

https://en.hackndo.com/pass-the-hash/ 

πsRFC ˪˷ NTLM ˟ˣ˸˩ ˵ˮ˧˪˟ ˞˟ˢΥ 

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-

4868-a9ff-8dd3182128e4 

˧˪˩ˢ Lsarelax ˷ˬˬˬ˷ ˢ˟˶ˢ ˸ˣ˪ˣ˩˧ˢˬ ˭ˢ˧˪˰˷ ˣˮ˶˟˧ˡ ˶ˣ˟˰ ˢ˲˵˸ˬˢΥ 

https://github.com/CCob/lsarelayx 

˭ˣˬˢ ˭ˣˬˢ ˢ˞˧˶˵ ˪˰ Structπ˫˧ ˫˧ˮˣ˷ ˸ˣ˧˴˵ˮˣ˲ˣ ˪˷ Lsass ˶˸˞˟ ˪ˣˡˠˢ ˫˪ˣ˩ˬΥ 

https://learn.microsoft.com/en-us/windows/win32/ 

˫ˠˣ ˸˴˵ ˢ˞˶˷ˢ ˢ˞˴˶ˢˢˬ ˪˷ James Forshaw ˟πbluehat ˭ˣ˶˥˞ˢ ˳˶˞˟ ˷ˡˣ˵ˢΥ 

https://www.youtube.com/watch?v=YLOr_cPlUF8 

˶˟˯ˢ ˵˧ˬ˰ˬ ˪˰ PTHΥ 

https://www.praetorian.com/blog/inside-mimikatz-part2/ 

  

https://twitter.com/EthanNevelev
https://en.hackndo.com/ntlm-relay/
https://en.hackndo.com/pass-the-hash/
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://github.com/CCob/lsarelayx
https://learn.microsoft.com/en-us/windows/win32/
https://www.youtube.com/watch?v=YLOr_cPlUF8
https://www.praetorian.com/blog/inside-mimikatz-part2/
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˶ˣ˵˧˯ ˢ˷˪ˣ˥ˢ π CVE-2010-2568 

˸˞ˬ Tomer Snuf 

 

ˢˬˡ˵ˢ 

ˢ˷˪ˣ˥ˢ CVE-2010-2568 ˞˧ˢ ˢ˷˪ˣ˥ ˠˣ˯ˬ Lateral Movement ˸˥˲˷ˬˬ sπPost Exploitation Φˢ˷˪ˣ˥ 

ˣˤ ˞˧ˢ ˸˥˞ ˸ˣ˷˪ˣ˥ˢˬ ˪˷ ˧˪˩ˢ Stuxnet ˰˴˧˟˷ ˸˞ ˢ˲˵˸ˬˢ ˪˰ ˶ˣ˩ˢ ˧ˮ˧˰˶ˠˢ ˭˞˶˧˞˟ ˸ˮ˷˟ нлмл Φ

ˢ˲˵˸ˬ xʕ ˢ˸˧˧ˢ ˭˟˞ ˨˶ˡ ˢ˟ˣ˷˥ ˫˪ˣ˰˟ ˶˵˥ˬ ˶˟˧˧˯ˢ Σ˭ˢ ˡ˴ˬ ˢˮˠˢˢ ˭ˢˣ ˡ˴ˬ ˢ˲˵˸ˢˢΦ 

ˢ˞˧˶˵ ˢˮˢˬ J 

 

ˢ˧˶ˣ˦˯˧ˢ ˦˰ˬ 

˧ˣˢ˧ˤˢ ˭ˣ˷˞˶ˢ ˪˷ ˢ˵ˤˣˮˢ Stuxnet ˢ˧ˢ ˧ˮˣ˧˟ нлмл Σ˥ˣˣˡˣ ˪˰ ˧ˡ˧ ˸˶˟˥ ˸˥˦˟˞ ˰ˡ˧ˬ ˢˮ˦˵ ˸˧˯ˣ˶˞˪˟ 

˫˷˟ VirusBlokAda1 Φ˥ˣˣ˧ˡˢ ˪˪ˣ˩ ˶ˣ˞˧˸ ˭˶˵˯ˬ ˡˣ˞ˬ ˪˷ ˢ˵ˤˣˮ ˢ˸˴˶ˢ˷ ˸˶˷˲˞˸ˬ ˪˰ ˧ˡ˧ ˢˠ˴ˢ ˪˷ 

˫˧˴˟˵ ˭˵˸ˢ˟ USB ˶˟˥˸ˬˢ ˟˷˥ˬ˪ Φ˶˧ˢ˟ˮ ˟ˣ˷ Υ˞˪ ˸˰˴ˣ˟ˬ ˫ˣ˷ ˸˪ˣ˰˲ ˢ˴˶ˢ ˪˷ ˳˟ˣ˵ ˣˢ˷˪˩ Σˣ˪˧˲˞ 

˞˪ ˢ˴˧˥˪ ˢ˪ˣ˲˩ ˣ˧˪˰ Σ˞˪˞ ˢˠ˴ˢ ˣ˪˷ ˡ˟˪˟ Φ˶ˬˣ˪˩ Σ˸˥˧˸˲ ˢ˧˵˧˸ˢ ˢ˟˷ ˳˟ˣ˵ˢ ˞˴ˬˮ Φˢ˷˪ˣ˥ xʕ ˢ˞˶˵ˮ 

Zero-Day2 π ˢ˷˪ˣ˥ ˢ˸˪ˠ˸ˢ˷ ˷ˣˬ˧˷˟ ˧˪˟ ˢˬ˯˶˲˸ˢ˷ ˧ˮ˲˪ ˫˪ˣ˰˟ ˸˥˦˟˞ ˰ˡ˧ˬˢ Σ˨˩ ˰ˠ˶˟˷ ˭ˣ˸ˮ 

˰ˣˡ˧ ˧˩ ˫˧˲˵ˣ˸ ˫˧˷ˬ˸˷ˬ ˢ˟ ˨˞ ˭˧˧ˡ˰ ˞˪ ˞˴˧ ˭ˣ˩ˡ˰ ˢ˯˶ˠ ˶ˠˣ˯˷ ˢ˸ˣ˞Φ 

˷ˡˣ˥ ˶˥˞˪ ˭˩ˬ ˫˯˶ˣ˲ ˦˯ˣ˲ ˪˷ ˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬˢ KrebsOnSecurity ˪˰ ˣ˸ˣ˞ ˢ˶˵ˬˢ Φ˦˯ˣ˲˟3 

˫˧ˮ˧ˣ˴ˬ ˫˧˞˴ˬˬˢ ˪˷ VirusBlokAda ˣˬ˩ ˫ˠ ˶˟˯ˢ ˪˰ ˸ˣ˧ˣ˰ˬ˷ˬˢ ˫ˢ˪˷ sx˧ˡˣ˥˧ ˫ˢ˪˷ Φ˧˲˪ ˶ˬ˞ˮˢ ˫˷ Σ

ˢ˵ˤˣˮ xʕ ˢˮ˧˞ ˢˮˣ˷˞˶ˢ ˢ˷ˣ˰˷ ˷ˣˬ˧˷ ˸˦˧˷˟ ˸ˣ˦˷˲˸ˢ ˪˰ ˧ˡ˧ ˭˵˸ˢ USB Σ˫˪ˣ˞ ˞˧ˢ ˢˮˣ˷˞˶ˢ 

ˢ˸˲˴ˮ˷ ˸˰˴˟ˬ ˸˞ˤ ˪˰ ˧ˡ˧ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ ˸˧˧˴˵˧˪˲˞˟ windows explorer ύˢˮ˧˞˷ ˸ˡ˰ˣ˧ˬ ˸˴˶ˢ˪ ˡˣ˵ 

˭˲ˣ˞˟ ˢˤ ό˸ˬˣ˰˪ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˶˥˞ ˣ˲˴ˮ˷ ˸ˣ˪˴ˣˮˬ ˫˧˷˧˥˶˸˟ ˢ˪˞˩ Σ˭ˣˠ˩ Autorun xπAutoplay Φ˸ˣ˰ˬ˷ˬ 

˞˴ˬˬˢ ˢˤˢ ˞˧ˢ ˢˬˣ˴˰ ΥWindows Explorer ˞ˣˢ ˧˪˩ ˧˯˧˯˟ ˸ˣ˪˧˰˲˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows ˪˰ ˪˩ 

                                                           
 

1 http://anti -virus.by/en/tempo.shtml 
2 https://www.kaspersky.com/resource-center/definitions/zero-day-exploit 
3 https://krebsonsecurity.com/2010/07/experts-warn-of-new-windows-shortcut-flaw/ 

http://anti-virus.by/en/tempo.shtml
https://www.kaspersky.com/resource-center/definitions/zero-day-exploit
https://krebsonsecurity.com/2010/07/experts-warn-of-new-windows-shortcut-flaw/
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ˢ˧˸ˣ˞˯˶ˠ Σ˨˩ ˪˩˷ ˸ˣ˞˯˶ˠˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˡ˰ ˢ˸ˣ˞˪ ˢˡˣ˵ˮ ˣ˞˴ˬˮ ˸ˣ˰˧ˠ˲ ˸˷˪ˣ˥˪ RCE4 

˸˶˷˲˞ˬˢ ˸˴˶ˢ ˡˣ˵ ˭˲ˣ˞˟ ˵˥ˣ˶ˬ Φˢˬ ˞˶˵ˮ˷ π ˢ˷˪ˣ˥ ˸˧˦˧˶˵Φ 

Krebs ˫ˠ ˭˧˧˴ˬ ˸˞ ˣ˧˶˟ˡ ˪˷ ˶˵ˣ˥ ˢ˥˦˟˞ˢ Frank Boldewin5 ˶˵˥˷ ˸˞ ˫˸ˣ˞ ˫˧˞˴ˬˬˢ ˷-

VirusBlokAda ˣ˰˧˟˴ˢ ˫ˢ˧˪˰ ˱˧˯ˣˢˣ ˧˩ ˢ˵ˤˣˮˢ ˢ˞˴ˬˮ˷ ˢ˶ˣ˷˵ ˸ˣ˩˶˰ˬ˪ SCADA Σ˸˷˲˥ˬˣ ˸ˣ˧ˢ˪ ˸˷˶˟ 

˸˶ˤˣ˟ˬ ˢ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˪˰˲ˬ x˞ ˸ˮ˥˸ ˥ˣ˩ Φ˥ˮˣˬˢ SCADA ˯˥˧˧˸ˬ ˸ˣ˩˶˰ˬ˪ ˢ˶˵˟ ˢ˦˧˪˷ˣ ˸ˣ˧˸˧˧˷˰˸6 π 

ˣˢˤ ˤˬ˶ˢ ˭ˣ˷˞˶ˢ ˶˷˵˪ ˪˷ ˢ˵ˤˣˮˢ ˪˞ ˶ˣ˩ˢ ˧ˮ˞˶˧˞ˢΦ 

˟˪˷˟ ˢˤ ˸˪˧ˢ˵ ˶˵˥ˬˢ ˢ˵˧ˤ˥ˢ ˢ˰ˡ˟ ˧˪˩ˢ˷ ˡ˰ˣˮ ˸˶˦ˬ˪ ˸˟˧ˮˠ ˰ˡ˧ˬ ˧˸˧˧˷˰˸ ˣ˸ˣ ˞˪ Σ˷˰˶ˢˣ ˟˧˟˯ 

˧ˣ˪˧ˠ ˢ˵ˤˣˮˢ ˨˩˷Φ 

˶˥˞˪ ˭˩ˬ Σ˸˶˟˥ ˸˥˦˟˞ ˰ˡ˧ˬˢ Symantec ˢ˥˧ˮˢ ˢ˧ˡ˧ ˪˰ ˡ˥˞ ˫˧˪˲ˬ˯ˢ ˪˷ ˧˪˩ˢ ˭ˣˣ˧˩ˬ ˪˧˩ˢ˷ ˫˧ˢˤˬ 

˞˪˷ ˣ˧ˢ ˫˧ˬˣˡ ˶˞˷˪ ˸ˣ˵ˤˣˮˢ ˸ˣ˶˟ˣ˰˷ ˢ˶˟˥˟ ˭˲ˣ˞˟ ˧ˬˣ˧ˬˣ˧ Φˢ˵˧ˡ˟ ˸˧˸˶ˠ˷ ˢ˥˸˲˸ˢ ˸ˣ˶˧ˢˬ˟ ˶˥˞˪ 

˧˪˩ˢ˷ ˢˢˣˤ ˭˧˧ˮ˰ˬ˩ ˡ˥ˣ˧ˬ˟ Σ˭˧˟ ˶˞˷ˢ ˪˪ˠ˟ ˣ˪ˡˣˠ ˦˪ˣ˟ˢ π 500k ˸ˬˣ˰˪ 10-15k ˪˷ ˢ˵ˤˣˮ ˸˰˴ˣˬˬ Σ

˭ˣˣ˧˩ˬˣ ˶˥˞˪˷ ˢ˵˧ˡ˟ ˶˶˟˸ˢ ˧˩ ˪ˡˣˠˢ ˞˪ ˶˴ˣˮ ˭˧˧˲˞ˬˬ ˧˦˶ˡˮ˦˯ ˭ˣˠ˩ ˢˮˣˬ˸ Σˣ˞ ˱ˡ ˢ˸˧˥ˮ Σ˞˪˞ ˪˷˟ 

˸ˣ˟˩˶ˣˬˢ ˫ˣ˩˥˸ˢˣ ˪˷ ˡˣ˵ˢΦ ˨˪ˢˬ˟ ˶˵˥ˬˢ ˣ˪˰ ˫˧˞˴ˬˬ ˫˧ˡ˧˰ˬˢ ˪˰ ˸˶ˣ˷˵˸ C2 ˧˪˩ˢ˷ ˰˴˟ˬ ˪˞ ˧ˮ˷ 

˫˧ˮ˧˧ˬˣˡ Υwww.mypremierfutbol.com πwww.todaysfutbol.comΦ 

˧ˮ˷ ˫˧ˮ˧˧ˬˣˡˢ ˭˟ˣˬ˩ ˣˬ˯˥ˮ ˪˰ ˧ˡ˧ ˸ˣ˧˵˲˯ˢ ˸ˣˬ˧˞˸ˬˢ ˡ˧ˬ ˱˷˥ˮ˷˩ ˧˪˩ˢ ΦSymantec ˢ˸ˮ˲ ˪˞ ˸ˣ˧˵˲˯ˢ 

ˢ˷˵˧˟ˣ ˭ˢˬ ˦ˣ˵ˮ˪ ˢ˷˧ˠ˟ ˸˶˥˞ ˫ˣ˵ˬ˟ ˢˬ˧˯˥ Σ˟˸ˮ˪ˣ ˸˞ ˸˶ˣ˷˵˸ˢ ˸˧˦ˮˣˣ˪˶ˢ ˪˞ ˧˸˶˷ Sinkhole7 

ˢ˪˷ Φ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˸˶ˣ˷˵˸˷ ˸˧ˮˣˡˤ ˪˷ ˫˧˪˩ˢ ˰˧ˠ˸ ˪˞ ˧˸˶˷ ˢ˶˟˥ˢ Σˢˬ ˶˷˲˞˧˷ ˢ˪ ˶ˣ˴˧˪ Ϧ˸˲ˬ 

˫ˣ˥ Ϧ˪˷ ˢ˵ˤˣˮˢ ˭˧˟ˢ˪ˣ ˸˞ ˟˴ˬ ˸ˣ˦˷˲˸ˢˢ ˢ˪˷Φ 

˫˧˞˴ˬˬˢ ˬ-sSinkhole ˣ˧ˢ ˡ˥ ˫˧˧˰ˬ˷ˬ Υ˟ˣ˶ ˪ˣˡˠ ˪˷ ˫˧˟˷˥ˬˢ ˫˧˵˟ˡˣˬˢ ˪˰ ˧ˡ˧ ˢ˵ˤˣˮˢ ˣ˧ˢ ˭˞˶˧˞˟ Σ

˦˰ˬˣ ˸ˣˮ˧ˡˬ˟ ˸ˣ˲˯ˣˮ ˣˬ˩ ˢ˧ˤˮˣˡˮ˧˞ Σˣˡˣˢ Σ˫˧ˡˡˣ˟ˣ ˷ˬˬ ˸ˣ˴˶˞˟ ˸˧˶˟ˢ Φ˫˧ˮˣ˸ˮˢ ˫˧˷ˡ˥ˢ Σ˸˲˯ˣ˸˟ 

ˢ˰˧ˡ˧ˢ ˧˩ ˶˟ˣˡˬ ˢ˵ˤˣˮ˟ ˢ˷ˡ˥ ˢˠˣ˯ˬ ˫˰ ˸˷ˬ˷ˢ ˶˲˯ˬ ˸ˣ˷˪ˣ˥ ˸ˣ˷ˡ˥ ˸ˣˬˡ˵˸ˬˣ Σˣ˪˰ˢ ˢ˶˰˷ˢ ˧˩ 

˶˟ˣˡˬ ˧˪˩˟ ˪˷ ˱ˣˠ ˧˸ˬ˴˰ˬ ˪˰˟ ˫˧˟˞˷ˬ ˫˧˟˶ Σ˧˪ˣ˞ ˣ˪˧˲˞ ˸˪˷ˬˬ ˢ˶˞Ϧ˟Φ 

˭˞˩ˬ ˨˶ˡˢ ˢ˸˧˧ˢ ˢ˶˴˵ ˢˮ˟ˢ˪ ˧˩ ˶˟ˣˡˬ ˧˪˩˟ ˧˸ˬ˴˰ˬ ˡ˰ˣ˧ˬˢ ˸˲˧˵˸˪ ˶ˣ˩ˢ ˧ˮ˧˰˶ˠˢ ˭˞˶˧˞˟ Σ˸ˣ˰˟˴˞ˢˣ 

˸ˣˬ˧˷˞ˬˢ ˣˮ˲ˣˢ ˢ˶ˢˬ˟ ˪˞ ˸ˣ˪˷ˬˬ ˪˞˶˷˧ ˢ˶˞ˣϦ˟ Σ˞˪˪ ˢ˟ˣˠ˸ ˸˧ˬ˷˶ ˭ˢ˪˷ ˡ˰ ˫ˣ˧ ˢˤ ύˡ˰ ˧ˡ˩ ˦˶˯ˢ 

Zero-days ˸ˣ˲˪ˡˢˣ ˭˞ˡˣˮ˯Φό 

                                                           
 

4 https://www.netsparker.com/blog/web-security/remote-code-evaluation-execution/ 
5 https://twitter.com/r3c0nst 
6 https://www.inductiveautomation.com/resources/article/what-is-scada 
7 https://www.enisa.europa.eu/topics/csirts-in-europe/glossary/dns-sinkhole 

http://www.mypremierfutbol.com/
http://www.todaysfutbol.com/
https://www.netsparker.com/blog/web-security/remote-code-evaluation-execution/
https://twitter.com/r3c0nst
https://www.inductiveautomation.com/resources/article/what-is-scada
https://www.enisa.europa.eu/topics/csirts-in-europe/glossary/dns-sinkhole
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 ˸˲˧˵˸Lateral Movement 

˸˲˧˵˸ Lateral Movement8 ˢ˷ˣ˶˧˲ ˰ˣ˴˧˟ ˸ˣ˦˷˲˸ˢ ˢˮ˥˸ˬ ˸˥˞ ˸˲˵˸ˮ ˸˞ ˸ˣˮ˥˸ ˸ˣ˲˯ˣˮ ˸ˣ˲˵˸ˮ Φ

˸ˣ˦˷˲˸ˢˢ ˢ˪ˣ˩˧ ˸ˣ˶˵˪ ˢ˸ˣ˞˟ ˸˷˶ Σ˪˞ ˸˷˶ ˸ˡ˶˲ˮ Σ˪˞ ˸ˣˮˣ˟˷˥ ˫˧ˮˣ˷ ˫˧˶˷ˣ˵ˬˢ ˪˞ ˟˷˥ˬˢ 

˱˵˸ˮˢ ˭ˣ˷˞˶ˢ π ˪˩ ˸ˣ˦˷˲˸ˢ ˢ˸˪˧˥˸˷ ˢˮ˥˸˟ ˸˲˵˸ˮˢ Σˢ˲ˣ˯ˣ ˦˵˧˧˟ˣ˞˟ ˱˵˸ˮ ˷ˡ˥Φ ˸ˣ˟˧˷˥ˢ ˪˷ 

Lateral Movement ˢ˲˧˵˸˪ ˢ˪ˣ˩ ˞˧ˢ ˸˧˦˧˶˵ Υ˫˞ ˣˮ˧˧ˢ ˫˧˵˲˸˯ˬ ˸˲˧˵˸˟ ˢˮ˥˸ˢ ˸˥˞ˢ ˢ˧˪˞˷ ˣˮ˰ˠˢ 

ˢ˲˧˵˸˟ ˸˧ˮˣ˷˞˶ˢ Σˣˮ˧˧ˢ ˫˧ˡ˟˞ˬ ˰ˡ˧ˬ ˟˶ ˧˩˶˰ˣ ˪ˣ˩˧˷ ˰˧ˠˢ˪ ˸ˣˮ˥˸ˬ ˸ˣ˲˯ˣˮ ˸ˣ˶ˣ˷˵ˢ ˢ˸ˣ˞˪ ˸˥˞Φ 

˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˪˞ ˫˧˟˷˥ˬˢ ˫˧˧˩˶˰ˢ ˪˷ ˶ˣ˩ˢ ˧ˮ˞˶˧˞ˢ ˢ˧ˢ ˨˶ˣ˴ ˶ˣˡ˥˪ ˸˷˶˪ ˸˧ˬ˧ˮ˲ˢ ˸˪ˡˣ˟ˬˢˣ ˪˷ 

˶ˣ˩ˢ ˞˧ˢ˷ ˢˮ˧˞ ˢ˷˧ˠˮ ˨˶ˡ ˦ˮ˶˦ˮ˧˞ˢ Φ˧˥˸˲ˬ ˧˪˩ˢ Stuxnet ˣ˷˶ˡˮ ˟ˣ˷˥˪ ˪˰ ˨˶ˡ ˸˶˥˞ ˰˧ˠˢ˪ ˪˞ 

ˢ˸ˣ˞ ˸˷˶ Σˡˣˠ˧ˮ˟ ˫˧˩˶ˡ˪ ˸ˣ˥ˣˣ˶ˢ ˸ˣ˷ˬ˷ˬˢ ˸˲˧˵˸˪ ˸ˣ˸˷˶ ˭˩˷ ˸ˣ˷˧ˠˮ ˦ˮ˶˦ˮ˧˞˪ Φ˭ˣ˧˰˶ˢ ˢ˪˰˷ 

˫˷˞˶˟ ˢ˧ˢ ˨˩ Υˢ˧ˢ ˶ˣ˶˟ ˫ˢ˪ ύ˨˶ˡ˟ ˣˤ˩ x˞ ˸˶˥˞ ό˧˩ ˨˶ˣ˴˪ ˪ˣ˰˲˸ˢ ˪˷ ˸˷˶ˢ ˫˧˷ˠ˧ˮ ˢ˧˪˞ ˧˷ˮ˞ IT xπ

SYSTEM ˫˧˶˧˟˰ˬˢ ˢ˧˪˞ ˰ˡ˧ˬ ˢ˶ˣ˴˟ ˸˧ˤ˧˲ π ˪˰ ˧ˡ˧ ˭˵˸ˢ ˡ˧˧ˮ Φ˭˩˪ ˢ˯˧ˮ˩ˢ ˪˞ ˸˷˶ˢ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˨˶ˡ 

˫˸ˣ˞ ˫˧ˮ˵˸ˢΦ 

˭˞˩ˬ ˭ˣ˩ˮ ˪˧˥˸ˢ˪ ˸˞ ˶ˣ˞˧˸ ˢ˷˪ˣ˥ˢΦ 

 

ˢ˷˪ˣ˥ˢ ˶ˣ˞˧˸ 

CVE-2010-2568 ˞˧ˢ ˢ˷˪ˣ˥ ˸˧ˠˣ˪ ˷ˣˬ˧ˬ˟ ˪˷ ˸ˣ˵˷ˬˬ˸ˢ ˭˧˟ ˧ˮ˷ ˸ˣ˩˶˰ˬ ˸ˣ˧ˬ˧˦˧ˠ˪ ˪˩˷ ˸˥˞ ˸ˣ˪˰ˣ˲ 

˶ˡˢˮ ˧ˮ˲˟ ˢˬ˴˰Φ ˷ˣ˲˧˥ˢ ˶˥˞ ˢ˷˪ˣ˥ˢ ˷˶ˡ ˢ˵ˬ˰ˢ ˢ˟˶ ˡˣ˞ˬ ˫˧ˮˣˮˠˮˬ˟ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σˡ˰ ˶˷˞ 

ˢ˧ˢ ˫ˡ˞ ˶˷˞ ˢ˞˶ ˧˩ ˣˢ˷ˬ ˞˪ ˷ˬˣˬ ˷˶ˡˮ˩ Σ˨˷ˬˢ˟ ˵˪˥ ˢˤ ˭˧˧˴ˮ ˸˞ ˸ˣˡˣ˵ˮ ˨˶ˡˢ ˶˷˞ ˶˵ˣ˥ˢ ˢ˧ˢ 

˷˶ˡˮ ˶ˣ˟˰˪ ˧ˡ˩ ˰˧ˠˢ˪ ˸˞˧˴ˬ˪ ˢ˷˪ˣ˥ˢ Σ˭˧˞ ˢˤ ˤˬ˶ x˞ ˧˴˥ ˸ˬ˞ ˧˟ˠ˪ ˭˲ˣ˞ˢ ˧˶ˣ˦˯˧ˢˢ ˭ˣ˩ˮˢ x˟ ˢ˷˪ˣ˥ˢ 

ˢ˸˪ˠ˸ˢ ύ˞˪ ˷˧˷ ˣˮ˪ ˠ˷ˣˬ ό˪˟˞ ˣˢˤ ˶ˡ˯ˢ ˶˷˞ ˣˮ˞ ˫˧ˮ˧ˬ˞ˬ ˧˩ ˶˧˟˰˧ ˸˞ ˭ˣ˧˰˶ˢ ˭˲ˣ˞˟ ˶ˣ˶˟ˢ ˶˸ˣ˧˟ π 

˞˪˪ ˨˶ˣ˴ ˰ˡ˧˟ ˵˧ˬ˰ˬ ˟πREΦ 

˵˪˥ˢ ˟˧ˮˠˬˢ ˶˸ˣ˧˟ ˞ˣˢ ˢ˷˪ˣ˥˷ xʕ ύ˞˧ˢ˷ ˸˶˯˥ ˫˧ˡ˵˸ ˫ˠ ˣˮ˧ˬ˧˟ ό˸ˮ˸˧ˮ ˷ˣˬ˧ˬ˪ ˞˪ˬ Σˢˮ˟ˢ Σˢ˞˧˴ˬˣ 

˵˶ ˪˰ ˧ˡ˧ ˢ˞˧˶˵ ˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ύ˭˟ˣˬ˩ ˸˧˲˧˴˲˯ˢ ˢˮˣ˩ˮˣ ˣ˩ˣ ϥπ ˪˟˞ ˧˧ˢ! xʕ ˢˡˣ˟˰ˢό 

  

                                                           
 

8 https://awakesecurity.com/glossary/lateral-movement/ 

https://awakesecurity.com/glossary/lateral-movement/
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˭ˣˮˠˮˬˢ ˭ˣ˷˞˶ˢ π Control Panel AppletsΥ 

˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Windows ˸ˬ˧˧˵ ˢ˧˴˵˧˪˲˞ ˶˷˞ ˸˞˶˵ˮ Control Panel Φ˳˟ˣ˵ˢ ˪˰ ˵˯˧ˡˢ ˢ˞˶˵ˮ 

Control.exe ˣˬˣ˵˧ˬˣ ˞ˣˢΥ 

%windir%\system32 

ˢ˧˴˵˧˪˲˞ xʕ ˢˬˣˡ ˡˣ˞ˬ ˢ˸˶ˣ˴˟ ˵˷ˬˬ˪ ˧˪˞ˣˤ˧ˣˣˢ ˪˷ Windows Explorer ˭ˬˤ˟ ˸ˠ˴ˢ ˢ˧˧˵˧˸Υ 

 

˪˟˞ ˭˧˞ ˪˟˪˟˸ˢ˪ ˧˩ ˣ˪˧˞ ˸ˣ˧˴˵˧˪˲˞ ˸ˣˮˣ˷Φ 

-sControl Panel ˪˷ Windows ˠ˧˴ˬ ˧ˮ˲˟ ˷ˬ˸˷ˬˢ ˢˬ˧˷˶ ˪˷ ˸˸π˸ˣ˧˴˵˧˪˲˞ ˶˷˞ ˸ˣ˷ˬ˷ˬ ˪ˣˢ˧ˮ˪ 

˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧ˡ˧˟ ˫˧˷ˬ˸˷ˬ ˫˧˯ˣˮˬ ˶˸ˣ˧ Σ˭˧˟ ˸˸ˢπ˸ˣ˧˴˵˧˪˲˞ ˶˷˞ ˧ˬ˸ˣˮ˴˥ˣ ˪˰ ˧ˡ˧ sControl-

Panel ˶˷˲˞ ˴ˬ˪ˣ˞ ˸ˣ˧˴˵˧˪˲˞ ˶˷˞ ˸ˣ˶˷˲˞ˬ ˶˧ˡˠˢ˪ ˸˞ ˸ˬˣ˥ ˷˞ˢ ˪˷ ˟˷˥ˬˢ Σ˪ˢˮ˪ ˸ˣˮˣ˟˷˥ 

˫˧˷ˬ˸˷ˬ ˸ˣˮ˷˪ˣ ˸˞ ˸ˣ˶ˡˠˢ ˸˶ˣ˷˵˸ˢ ˪˷ ˢˮˣ˩ˬˢΦ 
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˭ˣ˧˪ˠ мру , ˶˞ˣ˶˟˲ нлнп  нп 
 

˟˧˥˶ˮ ˸˞ ˰ˡ˧ˢ ˣˮ˪˷ ˸ˣˡˣˢ sπControl PanelΥ 

 

 Υ ϐhttps://en.wikipedia.org/wiki/Control_Panel_(Windows)ώ 

˱ˡˢ ˢ˧ˡ˲˧˵˧ˣˣ˟ ˭˸ˣˮ ˣˮ˪ ˸ˣˬ˷ ˫˸ˣ˞˪ ˫˧˶˟ˡ ˫˧ˠˣ˪ ˫˸ˣ˞ ˣˮ˧˞˶ ˭˲ˣ˞˟ ˧˪˞ˣˤ˧ˣˣΦ ˭˸ˣ˞ ˸˸π˸ˣ˧˴˵˧˪˲˞ 

˸ˣ˞˶˵ˮ Applets ˭ˢˣ ˸ˣ˶ˣˬ˷ ˴˟˵˩ ˧CPLΦ ˢ˞˶ˮ ˫˞ˢ ˫ˢ ˫˧ˬ˧˧˵ ˪˰ ˸ˮˣ˩ˬ Windows ˸˧˦˶ˡˮ˦˯Φ ˨˶ˣ˴˪ ˨˩ 

˷ˬ˸˷ˮ ˧˪˩˟ ˞˶˵ˮ˷ MasterSeeker ˶˷˲˞ˬ˷ ˸ˣ˷˰˪ ˷ˣ˲˧˥ ˶˧ˢˬ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˪˷ ˟˷˥ˬˢ ύ˨ˣ˸ 

˞ˣˢ˷ ˫˪˷ˬ ˪˰ ˢˤ ˸˩˧˶˴˟ ˭ˣ˶˩˧ˤ ˢ˪ˣˡˠ Σόˡ˟˪ˬ ˷ˣ˲˧˥ˢ ˬˢ˧ˢ ˶MS ˶˷˲˞ˬ ˫ˠ ˰˴˟˪ ˫˧˷ˣ˲˧˥ ˫˧˟˩˶ˣˬ 

˭ˣˠ˩ ˷ˣ˲˧˥ ˶˥˞ ˫˧˟˧˸ˮ ˶˷˞ ˫˧ˮˣ˰ ˸ˤˣ˶˥ˬ˪ ˸˧˶˪ˣˠ˶Υ 

 

˭˩ˢˣ ˫ˢ ˫˷Φ 

https://en.wikipedia.org/wiki/Control_Panel_(Windows)
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˭ˣ˧˪ˠ мру , ˶˞ˣ˶˟˲ нлнп  нр 
 

˨˧˷ˬˮ ˸˞ ˶˵˥ˬˢ ˣˮ˪˷ ˸ˣˡˣˢ ˫˧˴˟˵ ˣ˪˧˞ π ˫˷˪ ˨˩ ˷ˠ˧ˮ ˪-MSDN ύMicrosoft Developer Network ό

˞ˣˢ˷ ˶˸˞ ˸˧˟ˬ Microsoft ˶˷˞ ˤ˩˶ˬ ˣ˧˸˥˸ ˡˣ˰˧˸ ύˢ˧˴˦ˮˬˣ˵ˣˡ όˢˬ˶˟ ˡˣ˞ˬ ύˡˣ˞ˬ όˢ˟ˣ˦ ˪˰  ˟˶ ˶˲˯ˬ

 ˪˷˸ˣ˧ˠˣ˪ˣˮ˩˦ π ˸ˣ˪ˣ˩˧ Σ˴˦˧˲ϥ˫˧˶ ˡˣ˰ˣ ˪˷ ˧˶˴ˣˬ Microsoft ˦˶˲˟ˣ ˪˰ WindowsΥ 

 

ϐ˶ˣ˵ˬ Υapplications-panel-us/windows/win32/shell/control-https://docs.microsoft.com/enώ 

˱ˡ ˢˤ ˵˲˯ˬ ˣˮ˪ ˰ˡ˧ˬ ˟˶ ˨˶˰ Η˫˸ˣ˞ ˧˴˟˵ CPL ˫ˢ ˞˪ ˶˥˞ ˶˷˞ˬ ˧˴˟˵ ˢ˴˶ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

windows ύ˧˴˟˵ MZ-PE x˞ ˢ˶˴˵˟ ˵˶ ˧˴˟˵ PEό Φ˨˧˷ˬˮ ˶˵˥ˬ˟ ˣˮ˪˷Υ 

 

ˢˡ˧ˬ˟ ˢ˴˶ˮˣ ˟ˣ˸˩˪ CPL ˣˮ˧ˬ˴˰˟ ˸˥˞ ˫˧˩˶ˡˢ ˞˧ˢ ˰Ϧ˧ DLL π ˫˞ ˶˥˟ˮ ˸ˣ˷˰˪ ˭˩, ˷˶ˡˮ ˧˩ ˞ˣˢ ˭˴˥˧˧ 

ˢ˧˴˵ˮˣ˲ ˫˷˟ CPIAppletΦ  

˨˧˷ˬˮ ˸ˣ˪ˡ˪ ˰ˡ˧ˬΥ 

 

https://docs.microsoft.com/en-us/windows/win32/shell/control-panel-applications
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˪˰ ˧˲ ˞˶˵ˬ ˸ˣ˶˸ˣ˩ˢ ˶˷˞ ˸ˣ˞˴ˬˮ ˸˥˸ ˞˷ˣˮ s-Control Panel ˭˸˧ˮ ˸ˣ˞˶˪ ˧˸˷ ˸ˣ˶˸ˣ˩ ˶˷˞ ˸ˣ˯˥˧˧˸ˬ 

˸ˮ˵˸ˢ˪ ˧˴˟˵ sCPL- π ˡ˥˞ ˶˷˞˩ ˳˟ˣ˵ s-CPL ˞ˣˢ ˳˟ˣ˵ ˢ˴˶ˢ ύEXE ό˶˥˞ˢˣ ˶˷˞˩ ˳˟ˣ˵ s-CPL ˞ˣˢ DLLΦ  

˫˩˯ˮ ˸˞ ˧˸˷ ˫˧˩˶ˡˢ Φ˶˷˞˩ ˳˟ˣ˵ˢ ˞ˣˢ EXEΥ 

 

˷˶ˡˮ ˨ˣ˶˰˪ ˸˞ s-Registry ˫˷ˣ ˭˧˧˴˪ ˷˶ˣ˲ˬ˟ ˧˩ ˣˮˮˣ˴˶˟ ˱˧˯ˣˢ˪ CPL ˷ˡ˥Φ 
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˶˷˞˩ˣ ˳˟ˣ˵ˢ ˞ˣˢ DLLΥ 

 

˫ˠ ˭˞˩ ˷˶ˡˮ ˨ˣ˶˰˪ ˸˞ ˸ˣ˶ˡˠˢˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φ˪˟˞ π ˸ˬ˧˧˵ ˫ˠ ˨˶ˡ ˸˲˯ˣˮΥ 

 



 
 

  - CVE-2010-2568 
www.DigitalWhisper.co.il 
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˶ˬˣ˪˩ π ˫˧ˬ˧˧˵ ˫˧˟˧˸ˮ ˫˞˷ ˫ˢ˟ ˣ˞˴ˬ˧ ˫˧˴˟˵ˢ ˣ˪˞ˢ ˫ˢ ˣ˟˷˥˧ ˫˧ˮ˵˸ˣˬ˩ ˰Ϧ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

˨˧˷ˬˮ ˞ˣ˶˵˪ ˸˞ ˸˶˸ˣ˩ˢ ˢ˞˟ˢΥ 

 

˭˞˩ ˭˸˧ˮ ˡˣˬ˪˪ ˧˩ ˣ˸ˣ˞ ˳˟ˣ˵ CPL ˞ˣˢ ˳˟ˣ˵ HOST ˪˷ ˶˲˯ˬ ˸ˣ˧˴˵˧˪˲˞ ˸ˣˮˣ˷ Σ˶ˬˣ˪˩ π ˨ˣ˸˟ ˳˟ˣ˵ CPL 

ˡ˥˞ ˸ˣ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶˲˯ˬ ˟˶ ˪˷ ˸˸π˸ˣ˧˴˵˧˪˲˞ Σ˶˷˞ ˫˧ˮˣ˸ˮˢ ˭ˢ˧˪˰ ύ˫ˬ˷ Σ˶ˣ˞˧˸ˢ ˭ˢ˷ Σ-sicon ˭ˢ˪˷ 

ˡˣ˰ˣ ό˶ˤ˥ˣˬ ˪˰ ˧ˡ˧ ˢ˴˶ˢ ˪˷ ˳˟ˣ˵ˢ CPL ˶˥˞˪ ˢˮ˧˰˦ ˣ˪˷ ˢ˞˧˶˵ˣ ˢ˧˴˵ˮˣ˲˪ CPLApplet ˣ˪˷Φ 
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ˡˡ˥˞ Ηπ ˶˷˞˩ sπControl Panel ˳˶ Σ˞ˣˢ ˭˰ˣ˦ ύLoadLibaray ό˸˞ ˧˴˟ˣ˵ s-CPL ˫ˢ˷ ˭˧˟ ˶˸˧ˢ ˸ˣ˧˶˲˯ 

ˢ˴˶ˢ ύdll ό˭ˢ˟ˣ ˷˧ ˡˣ˵ ˳ˣ˶˧˷ ˭˧˟ˣ ˶˸˧ˢ ˶˧ˤ˥˧ ˪-Control Panel ˰ˡ˧ˬ ˪˷ ˨˧˞ ˠ˧˴ˢ˪ ˸˞ sπApplets ˭ˢ˪˷ 

˭˲ˣ˞˟ ˧˪˞ˣˤ˧ˣˣ Σ˫˷ Σ˪ˡˣˠ Σ˭ˣ˵˧˧˞ ˣ˩ˣΦϥ 

˫˧˪˧ˬˢ ˢˠ˴ˢ ˭˲ˣ˞˟ ˧˪˞ˣˤ˧ˣˣ ˸ˣ˪˴˪˴ˬ ˶˩ˣˬ Σˢˤ ˞ˣˢ ˟˪˷ˢ x˟ ˟˧˩˶ˮ ˸˴˵ˬ˟ ˪˰ ˭ˣˮˠˮˬ ˶˥˞ ˪˷ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ Windows ˞ˣˢˣ ˧˴˟ˣ˵ s LNK π ˭ˣˮˠˮˬ ˢˤ ˞˪ ˶˥˟ˮ ˢ˶˵ˬ˟ Σˢˠ˴ˢˢ ˪˷ ˭ˣ˵˧˧˞ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˢˤ 

ˣˢ˷ˬ ˶˷˞ ˷ˬˣˬˬ ˫ˠ ˭ˣˮˠˮˬ˟ s-LNK ˶˷˞ ˠ˧˴ˬ ˸˞ ˭ˣ˵˧˧˞ˢ ˪˷ ˳˟ˣ˵ˢ ˣ˧˪˞ ˞ˣˢ ˰˧˟˴ˬΦ 

 

˭ˣˮˠˮˬˢ ˧ˮ˷ˢ π Ϧ˶ˣ˴˧˵ ˨˶ˡϦΥ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows ˢ˸˴˶ ˷ˬˬ˪ ˴˧˲ϥ˶ ˪˷ Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧπ ˶ˬˣ˪˩ Υ˫˧˧˵ ˳˟ˣ˵ ˟˧˸ˮ˟ ˫˧ˣ˯ˬ ˣˮ˧˧ˢˣ 

ˢ˴ˣ˶ ˳˧˶ˢ˪ ˣ˸ˣ˞ x˞ ˥ˣ˸˲˪ ˣ˸ˣ˞ x˞ ˸˷ˠ˪ ˣ˧˪˞ ˫ˣ˵ˬˬ ˶˥˞Φ 

˶˟ˡˢ ˢ˞˶ˮ ˨˩Υ 

 

ˢˮˣˬ˸˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ Ϧ˶ˣ˴˧˵ ˨˶ˡˢύ Ϧπsicon ˡ˴˟ ˞ˬ˷ ˪όˣˮ˧ˬ˧ˬ ˭˸˧ˮ ˸ˣ˞˶˪ ˭ˣ˪˥ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

˶˷˞ ˠ˧˴ˬ ˸ˣ˶ˡˠˢ ˪˷ ˣ˸ˣ˞ Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ˶˷˞ ˸ˣ˪˪ˣ˩ ˸˞ ˟˧˸ˮˢ ˪˷ ˳˟ˣ˵ˢ ˣ˧˪˞ ˶ˣ˴˧˵ ˨˶ˡˢ ˢˮ˲ˬ ˣˮ˧ˬ˧˪ˣ 

ύ˭ˣ˪˥ˢ ˸˧ˮ˧ˬ˧ˢ ˶˸ˣ˧˟ό ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ ˣ˧˪˰ Ϧ˶ˣ˴˧˵ ˨˶ˡˢ ˰˧˟˴ˬΦϦ 

˭ˣˮˠˮˬ ˶ˣ˴˧˵ ˨˶ˡˢ ˷ˬˣˬ ˰Ϧ˧ Microsoft ˸˶ˤ˰˟ ˫˧˴˟˵ ˫˰ ˸ˬˣ˧˯ ˸ˡ˥ˣ˧ˬ ύ.lnk όπ ˪˩˟ ˫˰˲ ˷ Windows 

explorer Ϧˢ˞ˣ˶ Ϧ˳˟ˣ˵ ˫˰ ˸ˬˣ˧˯ xʕ ˞ˣˢ ˢ˯ˮˬ ˯˥˧˧˸ˢ˪ ˣ˧˪˞ ˳ˣ˟˵˩ Ϧ˶ˣ˴˧˵ ˨˶ˡ Σ Ϧ˶ˬˣ˪˩Υ 

Windows Explorer ˞˶ˣ˵ ˸˞ ˭˩ˣ˸ ˳˟ˣ˵ˢ ˥˸ˮˬˣ ˣ˸ˣ˞ ˪˰ ˨ˬ˯ ˢˮ˟ˬˢ ˰ˡ˧ˢ ˷˞˶ˬ ˪˷ ˳˟ˣ˵ LNK ˨˩˟ˣ 

˰ˡˣ˧ ˢˬ ˞ˣˢ ˳˟ˣ˵ˢ ˶˷˞ Ϧ˶ˣ˴˧˵ ˨˶ˡˢ ˰˧˴˟ˬ ˣ˧˪˰ΦϦ 
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˨˶ˣ˴˪ ˥ˣ˸˧ˮ ˪˷ ˫˧˴˟˵ ˦ˬ˶ˣ˲˟ ˧˶˞ˮ˧˟ ˣˮ˞ ˶ˤ˰ˮ ˢˮ˩ˣ˸˟ 010Editor Σˢˮ˩˸ xʕ ˸˰ˡˣ˧ ˠ˧˴ˢ˪ ˨ˣ˶˰˪ ˸˞ ˭˩ˣ˸ 

˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˢˬ˩˟ ˫˧ˡˣˡ˧˵ ˫˧ˮˣ˷ ˸˥˞ˣ ˸ˣ˵ˤˣ˥ˢ ˸ˣˡ˥ˣ˧ˬˢ ˢ˪˷ ˞ˣˢ ˸˪ˣ˩˧ˢ Ϧ˷˧˟˪ˢ˪ Ϧ˪˰ ˰ˡ˧ˬˢ 

˞˴ˬˮ˷ ˳˟ˣ˵˟ ˶˟ˡ ˞˶˵ˮ˷ Template ˶ˬˣ˞˷ ˢˬ ˸ˣ˰ˬ˷ˬˢ ˪˷ ˪˩ ˨˶˰ ˪˩˟ ˢˡˣ˵ˮ ˳˟ˣ˵˟ Σ˶ˬˣ˪˩ ˣˮ˥ˮ˞ 

˫˧˪ˣ˩˧ ˶ˬˣ˪ ˢˮ˩ˣ˸˪ π ˢˤ ˳˟ˣ˵ˢ ˢˤˣ ˫˷ˢ ˸ˣ˰ˬ˷ˬˢˣ ˪˷ ˨˶˰ˢ ˷˧˷ ˞˸˟ ˭ˣ˷˞˶ˢ ˢˤˣ ˨˶˰ˢ ˸ˣ˰ˬ˷ˬˢˣ 

˪˷ ˞˸ˢ ˧ˮ˷ˢ π ˦ˬ˶ˣ˲˟ ˢˬˡˬ˷ C Structs π ˞˧ˢˣ ˢ˸ˣˡˬ˥ˮ˟ ˡ˧ˠ˸ ˣˮ˪ ˸˞ ˢˤ ˭˲ˣ˞˟ ˧˪˞ˣˤ˧ˣˣ ˢ˲˧Φ 

ˢ˞˶ˮ ˢˬˠˣˡ ˢˮ˟ˬ˪ ˧ˬ˧ˮ˲ ˪˷ ˳˟ˣ˵ LNK ˥ˣ˸˧ˮˣ ˧˵˪˥ ˣ˪˷ ˪˰ ˧ˡ˧ ˢˮ˩ˣ˸ˢ 010Editor ˡ˥˧ ˫˰ sπTemplate 

˧˦˪ˣ˲˧ˡˢ ˪˷ ˢˮ˩ˣ˸ˢ ˶ˣ˯˶˲˪ ˧˴˟˵ LNKΥ 

 
[010editor - lnk file template] 
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˭˧˟ ˶˸˧ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˵˪˥˩ ˳˟ˣ˵ˢˬ LNK ˭˧ˣ˴ˬ ˟˧˸ˮˢ ˪˷ ˳˟ˣ˵ ˡ˰˧ˢΦ 

ˡ˰ ˭˞˩ ˪ˣ˩ˢ ˟ˣ˦ ˢ˲˧ˣ Φ˨˞ ˫˞ ˣˮ˥ˮ˞ ˫˧˶˩ˤˮ ˢ˶˦ˬ˟ ˢˬ˷˪˷ ˣˮ˯ˮ˩˸ˢ π ˶˧˩ˤˮ ˶˷˞˩˷ s-Control Panel 

˥˸˲ˮ ˞ˣˢ ˭˰ˣ˦ ˸˞ ˪˩ s-CPL ˣ˪˷ ˪˩ˣ ˡ˥˞ ˫ˢˬ ˭˧˧˴ˬ ˣ˧ˮ˲˟ ˨˧˞ ˠ˧˴ˢ˪ ˸˞ s- Appletsˣ˟˷ ˭˲ˣ˞˟ ˭ˣ˩ˮΦ 

˨˧˞ ˸ˡ˟ˣ˰ ˢˠˣ˴˸ˢ ˪˷ LNKΚ ˣˬ˩ ˣˮ˧˞˶˷ π ˶˷˞˩ ˣˮ˥ˮ˞ ˫˧˪˩˸˯ˬ ˪˰ ˳˟ˣ˵ LNK ˰˧˲ˣˬ ˣˮ˧ˮ˲˟ ˵ˣ˧ˡ˟ s-

icon ˪˷ ˳˟ˣ˵ˢ ˣ˧˪˰ ˣˮ˥ˮ˞ ˫˧ˮ˲ˬ ˸˯˲ˣ˸˟ ˳˥ ˭˦˵ ˡ˴˟ Φ 

˨˞ ˪˧˟˷˟ ˠ˧˴ˢ˪ ˸˞ s-icon ˪˷ ˳˟ˣ˵ CPL ˷˶ˡˮ ˭ˣ˰˦˪ ˣ˸ˣ˞ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ˢ ˣ˪˷ Φ 

˟˴ˬ ˢˤ˩˷ ˞ˣˢ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ ˫ˣ˷ˬ ˫˞˷ ˟ˣ˷˥ˮ ˪˰ ˟˴ˬ ˣ˟ˣ ˷˶ˡˮ ˨ˣˬ˸˪ ˟-Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ˪˞ Applets ˪˷ s-

Control Panel π ˶ˣ˴˧˵ ˨˶ˡˢ ˷˶ˡ˧˧ ˠ˧˴ˢ˪ icon ˶˷˞ ˷˶ˡˮ ˶˥˟˧ˢ˪ ˪˰ ˧ˡ˧ ˢ˴˶ˢ ˪˷ s-CPL ˞ˣˢ˷ ˳˟ˣ˵ 

DLLΦ 

˟ˣ˷ π ˢˡ˧ˬ˟ ˸˩˶˰ˬˣ ˢ˪˰˲ˢˢ Windows ˢ˸˧˧ˢ ˢ˴ˣ˶ ˨ˣˬ˸˪ ˟Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ˪˞ Control Panel Applet π 

˪˩˟ ˫˰˲ ˶˷˞ ˣˮ˧˧ˢ ˫˧˪˩˸˯ˬ ˪˰ Ϧ˶ˣ˴˧˵ ˨˶ˡˢ Ϧˢˤˢ π ˢ ˳˶ˣ ˭˰˦ˮ ˢ˧ˢ ˰˵˶˟-DLL ˢ ˸˞ ˪˧˩ˬ ˶˷˞-

ppletsA ˢ ˸˞ ˪˟˵˪ ˪˩ˣˮ˷ ˧ˡ˩-icon ˢ ˪˷-ppletsA  ˫˧˪˩˸˯ˬ ˣˮ˥ˮ˞Φ 

˫˞ˢ ˪˪˩˟ ˷˧ ˸ˣ˶˷˲˞ ˶˴˧˧˪ Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ-˪Applet Κπ ˶˟˸˯ˬ ˭˩˷ύ Φ˭˴˥˪ ˧ˮ˧ˬ˧ ˪˰ ˭ˣ˵˧˧˞ˢό: 

 

˪˰ ˸ˮˬ ˷˷˞˪ ˸˞ ˸ˣˠˢˮ˸ˢˢ ˣˮ˥ˮ˞˷ ˫˧˲ˣ˴ ˸˧˷˞˶ ˟ˣ˸˩ˮ CPL ˣˮ˪˷ˬΦ  

 ˸˞˸˧˧˵˧˸ ˦˵˧ˣ˶˲ˢ ˟˸˩ˮ˷ ˟πVisual Studio 2017 ύ˪˧˟˷˟ ˢ˩˧ˬ˸ ˟-XPό  ˡ˧˶ˣˢ˪ ˭˸˧ˮ˭˞˩ˬ. 

 

https://digitalwhisper.co.il/files/Zines/0x9E/CPLapplec.7z
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˪˲ˬ˵ˮ ˳˟ˣ˵˩ DLL Σˢˮ˷ˮ ˸˞ ˣˬ˷ ˸ˣ˧ˢ˪ test.cpl ˟˧˴ˮˣ ˣ˸ˣ˞ ύˣˬ˩ ˣˮˡˬ˪˷ ˧˩ ˧˶˷˲˞ όˢ˧˵˧˸˟: 

%windir%\system32 

ˢ˶˦ˬˢ ˪˷ ˡˣ˵ˢ ˞˧ˢ ˯˧˲ˡˢ˪ ˸ˣ˶ˣ˷ ˠ˞˟˧ˡ ύ˫˸ˣ˞ ˭˸˧ˮ ˠ˧˴ˢ˪ ˫˰ ˧˪˩ˢ Dbgview ό˨˩ˣ ˫˞ ˢ˞˶ˮ ˸˞ 

˸ˣ˶ˣ˷ˢ ˣˮ˪˷ ˰ˡˮ ˷-sDLL ˳˶. 

ˣ˧˷˩˰ ˯ˮ˩ˮ ˪-Control Panel ˢ˞˶ˮˣ ˢˬ ˢ˶ˣ˵Υ 

 

ˡ˟ˣ˰ π ˫˧˞ˣ˶ ˸˞ ˸ˣ˶ˣ˷ˢ ˣˮ˪˷ ˸ˣ˯˲ˡˣˬ ˪πDbgView π ˭˞˩ˬ ˣˮ˥ˮ˞ ˫˧ˮ˧˟ˬ ˧˩ sCPL- ˣ˟˸˩˷ ˭˰˦ˮ ˳˶ˣΦ 

˶ˣ˴˧ˮ Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ˪˞ ˸˸ˢπˢ˧˴˵˧˪˲˞ ˣˮ˪˷ ˪˰ ˧ˡ˧ ˢ˴˧˥˪ ˪˰ ˭˴˥˪ˢ ˧ˮ˧ˬ˧ ˶˟˩˰˟ ˪˰ ˭ˣ˵˧˧˞ˢ ˢ˪˷ ˤ˞ˣ 

ˢ˴˧˥˪ ˪˰ ϦCreate ShortcutϦΥ 
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˶˧˟˰ˮ ˸˞ ˶ˣ˴˧˵ ˨˶ˡˢ ˪˞ ˢ˧˵˧˸ ˢ˷ˡ˥ ˢ˞˶ˮˣ ˢˬ ˢ˶ˣ˵ ˶˷˞˩ ˣˮ˥ˮ˞ ˫˧˯ˮ˩ˮ ˢ˧˪˞Υ 

 

˫ˣ˪˩ Σ˪˟˞ ˢˤ ˞˪ ˶ˣ˴˰˧ ˣˮ˸ˣ˞ π ˣˬ˩ˣ ˸˯˲ˡˬ π ˫˞ ˢˤ ˞˪ ˡ˟ˣ˰ ˢ˷˰ˮ ˦˶˦˯˧˶ ˢ˯ˮˮˣ ˟ˣ˷ π ˢˤˣ ˡ˟˰ Η˪˟˞ 

ˢˬ˪Κ 

ˢ˶˵ˬ˟ ˭ˣ˷˞˶ˢ π Windows Explorer ˦˧˪˥ˢ ˧˩ ˞˪ ˷˶ˡˮ ˭ˣ˰˦˪ ˸˞ ˳˟ˣ˵ sπCPL ˧ˡ˩ ˪˟˵˪ ˸˞ s-icon ˪˷ 

ˢApplet- ˣˮ˥ˮ˞˷ ˯ˬ˸˫˧˪˩ ˣ˧˪˰Φ 

πsϦˢ˧˰˟ Ϧˣˤˢ ˸˶ˬˠˮ ˫ˣ˷ˬ ˢ˷πExplorer.exe ˷ˬˬˬ ˭ˣˮˠˮˬ ˪˷ Cache ˶˷˞ ˪˰ˣ˲ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˨˩Υ 

мΦ Ϧ˫˞ˢ ˧ˮ˞ ˶˩ˣˤ ˬ s-icon ˪˷ ˶ˣ˴˧˵ ˢˤˢΥϦΚ 

aΦ ˫˞ ˞˪ Υ 

iΦ ˢ˷˰˸ ˢˬ ˷˶ˡˮ˷ ˧ˡ˩ ˴ˬ˪ˣ˞ ˸˞ sicon- 

iiΦ ˠ˧˴˸ ˸˞ sπicon 

iiiΦ ˶ˣˬ˷˸ ˸˞ sicon- ˨˩ ˫˞˷ ˷˵˟˸˞ ˠ˧˴ˢ˪ ˸˞ sicon- ˶ˣ˴˧˵˪ ˨˶ˡˢ ˢˤˢ ˟ˣ˷ ˦ˣ˷˲ ˢ˧ˢ˧ 

˨˪ ˣ˸ˣ˞ ˶ˠ˞ˬ˟ π Ϧ˶ˣ˩ˤ˸ ˸˞ sπiconϦ 

bΦ ˫˞ ˭˩Υ 

ivΦ ˦ˣ˷˲ ˠ˧˴˸ ˣ˸ˣ˞ ˧˩ ˷˧ ˨˪ ˣ˸ˣ˞ ˶˟˩Φ 

˪˰ ˭˩ π ˣˮ˥ˮ˞ ˫˧ˮ˧˟ˬ ˧˩ ˢ˷˪ˣ˥ˢ ˡˣ˟˰˸ ˫˰˲ ˸˥˞ ˶ˣ˟˰˟ ˸ˣ˶˟˥˸ˢ ˪˷ ˷ˬ˸˷ˬˢ ύExplorer.exe ˶˴ˣˮ 

˷ˡ˥ˬ ˪˩˟ ˫˰˲ ˷ˬ˸˷ˬ˷ ˶˟˥˸ˬ ˟˷˥ˬ˪ ˭˲ˣ˞˟ˣ ˧˦˶ˡˮ˦˯όΦ 

˭˩˪ ˧ˡ˩ ˫ˡ˵˸ˢ˪ ˷ˣˬ˧ˬ˟ ˢ˷˪ˣ˥ˢ ˣˮ˥ˮ˞ ˶ˣˠ˯ˮ ˸˞ sπExplorer ˥˸˲ˮˣ ˣ˸ˣ˞ ˷ˡ˥ˬ ˧ˮ˲˪ ˪˩ ˢ˵˧ˡ˟ Φ 
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˶ˣˤ˥ˮ ˸˵˧ˡ˟˪ s-LNK π ˥˸˲ˮ ˸˞ EXPLOERE ˷ˡ˥ˬ ˨˧˷ˬˮˣΥ 

 

ˣ˧˷˩˰ ˯ˮ˩ˮ ˟ˣ˷ ˢ˧˵˧˸˪Υ 

 

ˡ˟ˣ˰Η ˣˮ˥˪˴ˢ ˰˴˟˪ ˢ˴˶ˢ ˪˷ ˡˣ˵ ˵˶ ˪˪˩˟ ˣˮˠ˴ˢ˷ ˢ˧˵˧˸ ˸ˬ˧ˣ˯ˬΗ 
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˥˸˲ˮ ˸˞ ˳˟ˣ˵ s-LNK ˢ˯ˮˮˣ ˭˧˟ˢ˪ ˨˧˞ ˞ˣˢ ˢ˞˶ˮ ˶˸ˣ˧ ˵ˬˣ˰˪Υ 

 

ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˟ˣ˷ ˢˮ˩ˣ˸˟ 010editor ˶˷˞ ˸˰ˡˣ˧ ˥˸ˮ˪ ˫˧ˮ˟ˬ ˫˧˧˶˞ˮ˧˟ ˠ˧˴ˢ˪ˣ ˫˸ˣ˞ ˭˲ˣ˞˟ ˥ˣˮ 

˷ˬ˸˷ˬ˪Φ ˪˟˞ ˧ˣ˟˞ Σˢˮ˩ˣ˸ˢ ˢˠ˧˴ˬ ˣˮ˪ ˢ˞˧ˠ˷ ύˢ˶ˣ˷ˢ ˢ˟ˣˢ˴ˢ ˢ˦ˬ˪ όπ ˶˟˸˯ˬ ˢ˷πTemplate ˣ˸˯˶ˠ˟ 

ˢˮˣ˶˥˞ˢ ύлΦо ό˪˲ˣˮ ˶˷˞˩ ˞ˣˢ ˢ˯ˮˬ ˥˸ˮ˪ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷Φ  

˧˶˥˞ ˳ˬ˞ˬ ˪˵ ˣˮ˥˪˴ˢ ˱˧˯ˣˢ˪ ˢˬ˩ ˸ˣ˶ˣ˷ ˪πTemplate ˨˩ ˞ˣˢ˷ ˥˧˪˴˧ ˶˯˶˲˪ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˨˩˟ˣ 

ˣˮ˶˴˧ ˸˞ Lnk_2.bt  Σˢ˧˰˟ˢ ˢ˸˧˧ˢ ˪˪ˠ˟˷ ˢˤ˷ ˢ˶˵ˬ ˧l ˶˧ˡˮ ύ˶ˣ˴˧˵ ˨˶ˡ ˢ˧˴˵˧˪˲˞˪ ˟-CP ό˨˶ˡˢ ˢ˟˷ 

˫˧˶ˬ˷ˮ ˫˧ˮˣ˸ˮˢ ˳˟ˣ˵˟ ˞˪ ˢ˸˧˧ˢ ˸˷ˬˣˬˬ Σ˪˰ ˭˩ ˣˮ˥˸˲ ˸˞ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ ˦ˬ˶ˣ˲ sπLNK ύ˭˩ ˭˩ ό

ˣˮ˲˯ˣˢˣ ˸˞ ˷˶ˡˮˢ ύˡ˧ˬ˸ ˱˧˩ ˸ˣ˷˰˪ ˸˞ ˢˡˣ˟˰ˢ ˪˷ ˫˧˥˸˲ˬˢ ˪˷ 010editorόΦ 
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˭ˣ˧˪ˠ мру , ˶˞ˣ˶˟˲ нлнп  от 
 

,˸˰˩ˣ ˫˞ ˷ˬ˸˷ˮ ˟-Template ˷ˡ˥ˢ π ˥ˣ˸˧ˮ ˳˟ˣ˵ˢ ˧ˢ˞˶ ˨˩Υ 

 

˶˷˲˞ ˸ˣ˞˶˪ ˧˩ ˸˰˩ ˭˧˞ ˢ˞˧ˠ˷ ύˢ˶ˣ˷ ˢ˟ˣˢ˴ ˢˡ˧˥˲ˬ ˢ˦ˬ˪ ό˫ˠˣ ˪˪˩ ˫˧ˮˣ˸ˮˢ ˫˧˰˧˲ˣˬ ˣˮ˧ˮ˲˪Φ ˭˞˩ˬ  ˭˸˧ˮ

 ˸˞ ˡ˧˶ˣˢ˪-sTemplate ˷ˡ˥ˢΦ 

ˣˮ˞ ˫˧ˡˬ˪ ˥ˣ˸˧ˮˬ ˳˟ˣ˵ sπLNK ˧˩ ˞ˣˢ ˪˧˩ˬ ˸˞ ˟˧˸ˮˢ ˞˪ˬˢ ˳˟ˣ˵˪ s-CPL ˸˞ˣ ˫˷ s-Applate ˳˟ˣ˵ˢ˷ 

LNK ˢˮ˲ˬ ˣ˧˪˞Φ 

https://digitalwhisper.co.il/files/Zines/0x9E/LNK_2.bt
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˭ˣ˧˪ˠ мру , ˶˞ˣ˶˟˲ нлнп  оу 
 

˭˧˧ˮ˰ˬΣ ˣˮ˧˧ˢ ˫˧˲˴ˬ ˞ˣˢ˷ ˢ˧ˢ ˪˧˩ˬ ˸˞ ˫˷ˢ ˟- Registry˫˷ˬˣ ˞ˣˢ ˢ˧ˢ ˱˪ˣ˷ ˸˞ ˟˧˸ˮ ˳˟ˣ˵ s-CPL 

ˢ˴˶ˢ ΦΦΦ˪˟˞ ˡ˴ˬ ˧ˮ˷ ˫˞ ˞ˣˢ ˢ˧ˢ ˢ˷ˣ˰ ˢ˩˩ ˢˤ ˞˪ ˢ˧ˢ ˶˷˲˞ˬ ˸ˣ˷˰˪ ˵ˮ˧˪ ˳˟ˣ˵˪ CPL ˦ˣ˷˲˷ Ϧ˵ˣ˶ˤ Ϧ

-˟System32 ύ˫ˠ ˸˶ˣ˴ ˢˮ˵˸ˢ ˸˧ˬ˧˦˧ˠ˪ ˣˬ˩ ˣˮ˧˞˶˷ ΦΦΦόˤ˞ ˢˬ ˫˰˦ˢ ˫ˣ˷˧˶˟ ˟-Registry ˪˪˩˟ΦΦΦΚ 

˨˧˷ˬˮ ˶ˠ˸˞˪ ˸˞ ˭ˣˮˠˮˬˢ ˢˤˢΦΦ Φ˟˧˴ˮ ˸˞ ˳˟ˣ˵ sπCPL ˣˮ˪˷ ˪˰ ˭ˮˣ˩ ˡ˧˧ˮ ύE: όˣ˰˴˟ˮ ˢˮ˵˸ˢ ˣ˪˷ ˨˶ˡ s-

Registry ˣˬ˩ ˣˮˡˬ˪˷ ˶˷˲˞˷Υ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢˮ˵˸ˢˢ˷ ˨˶ˡ sπRegistry ˰˴˟˸ˢ ˢ˥˪˴ˢ˟ ˳˟ˣ˵ˢˣ ˳˶ ˫ˠ ˶˷˞˩ ˳˟ˣ˵ˢ CPL ˞˴ˬˮ ˪˰ sπ

DOKΦ ˧ˮ˞ ˟ˢˣ˞ ˸˞ ˭ˣˣ˧˩ˢ ˢˤ˷ ˨˪ˣˢ ˣ˧˪˞ΦΦΦ ˸˞˩ ˶ˣ˴˧ˮ ˶ˣ˴˧˵ ˨˶ˡ ˪˞ s-CPL ˣˮ˪˷ ˭˵˸ˣˬ˷ ˟- Registry˪˟˞ 

˞˴ˬˮ ˪˪˩˟ ˪˰ ˭ˮˣ˩ˢ ˡ˧˧ˮˢΥ 

 

˪˧˰˲ˮ ˸˞ Explorer ˷ˡ˥ˬ ˯ˮ˩ˮˣ ˪˞ ˢ˧˵˧˸ˢ ˪˷ ˭ˮˣ˩ˢΦΦΦ 
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ˢˤˣ ˡ˟ˣ˰ Ηπ ˵˶ ˪˰ ˧ˡ˧ ˢˠ˴ˢ ˪˷ ˢ˧˵˧˸ ύˢ˶˵ˬ˟ ˢˤ ˪˷ ˭ˮˣ˩ ˡ˧˧ˮ ό˞˪˪ ˫ˣ˷ ˢ˷˧˶ˡ ˸ˣ˞˴ˬˢ˪ ˳˟ˣ˵ ˫˧ˣ˯ˬ 

˟˧˸ˮ˟ ˧˲˧˴˲˯ ˟˷˥ˬ˟ ˣˮ˥˪˴ˢ ˫ˣ˶ˠ˪ ˸˴˶ˢ˪ ˡˣ˵ π ˧˞ˮ˸ˢ ˧ˡ˧˥˧ˢ ˶˷˞ ˲ˬ˶˰˧ ˣˮ˪ ˞ˣˢ ˢ˷˧˶ˡˢ ˧˩ s-CPL 

ˢ˧ˢ˧ ˭˵˸ˣˬ ˟-Registry ˪˷ ˟˷˥ˬ ΦΗ˫ˮˬˣ˞ˢΚ 

 

˩ˣ˰˸ ˪-Ϧˢ˷˪ˣ˥ϦΥ ˢ˯ˮˮ ˵ˣ˥ˬ˪ ˸˞ ˢ˶ˡˠˢˢ ˪˷ ˳˟ˣ˵ˢ CPL ˣˮ˪˷ ˢˬπRegistry ς ˶ˬˣ˪˩, ˶˧˯ˮ ˣ˸ˣ˞ π ˪˧˰˲ˮ 

˷ˡ˥ˬ ˸˞ Explorer ˢ˞˶ˮˣ ˫˞ˢ ˢˤ ˭˧˧ˡ˰ ˡ˟ˣ˰Κ 

 

˦˪˥ˢ˟Η ˳˟ˣ˵ˢ ˞˪ ˟˧˧˥ ˸ˣ˧ˢ˪ ˭˵˸ˣˬ ˪˰ ˟˷˥ˬˢ ύ˟ˣ˸˩ ˟-Registry ό˧ˡ˩ ˞ˣˢ˷ ˳˶ˣ˧ ˶˷˞˩ ˣˮ˥ˮ˞ 

˫˧˪˩˸˯ˬ ˪˰ Ϧ˶ˣ˴˧˵ ˨˶ˡ Ϧ˪˞ s-applate ˣ˪˷ π ˶˸ˣ˧ˣ ˨˩ˬ Σ˳˟ˣ˵ s CPL ˞˪ ˟˧˧˥ ˸ˣ˧ˢ˪ ˪˰ ˭ˮˣ˩ˢ ˧˷˞˶ˢ ˪˷ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˪˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫ˠ ˪˰ ˭ˮˣ˩ ˡ˧˧ˮΗ 
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˯˪˩˸˟ Σˢ˷˪ˣ˥ˢ ˸˰˟ˣˮ ˶˯ˣ˥ˬ ˷˸˸ˬˣ ˟˪ ˪˷ ˥˸˲ˬˢ Σ˞ˣˢ ˢ˴˶ ˨ˣˬ˸˪ ˫ˠ ˨˩˟ ˶˷˲˞˷ ˸ˣ˷˰˪ ˵ˮ˧˪ ˪-

CPL Σ˫ˠˣ Ϧ˵ˣ˶ˤ˪ Ϧ˸˞ CPL ˟-system32 ˫ˠˣ ˫ˣ˷˶˪ ˢ˲˧˞ ˞ˣˢ ˞˴ˬˮ ˟-Registry Σ˪˩ ˸ˣ˷˧˶ˡˢ ˣ˪˞ˢ ˣ˶˴˧ 

˟˴ˬ ˪˩˷ ˢˬ ˷˶ˡˮ˷ ˢˤ ˳˟ˣ˵˷ s-LNK ˪˧˩˧ ˸˞ ˟˧˸ˮˢ ˪˷ ˳˟ˣ˵ s-CPL ˧˪˟ ˶˷˵ ˢ˲˧˞˪ ˞ˣˢ ˫˞ˢˣ ˞ˣˢ 

˫˧˧˵ ˟- Registry x˞ ˞˪Φ 

˟˧ˮˠˬ J Σ˪˟˞ Η˷ˣˬ˧ˬˢ ˞˪ ˶ˬˠˮΗ 

 

˷ˣˬ˧˥ˢ 

˪˩ ˫˯˵ˢ ˢˤˢ ˷˶ˣˡ ˰ˡˮ˷ ˧ˮ˷˩ ˫˧˶˟ˡ ˫˧ˬ˧ˡ˵ˬ ˪˰ ˸ˮˣ˩ˬ ˭˟˶ˣ˵ˢΥ 

¶ ˸˧˷˞˶ π ˢˬ ˞ˣˢ ˫˷ ˭ˮˣ˩ˢ ˭ˮˣ˩ˢ˷ ˡ˧ˮˢ ˣˮ˪˷ ˪˟˵˧ ύE: D: G:όΚ ˫ˣ˷ˬ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˟ˣ˶˴˪ ˸˞ ˫˷ 

˭ˮˣ˩ˢ ˵˪˥˩ ˳˟ˣ˵ˬ s-LNK ˣˬ˩ ˣˮ˧˞˶˷Φ 

¶ ˸˧ˮ˷ π ˢˬ ˞˧ˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˣˮ˥ˮ˞˷ ˫˧˞˴ˬˮ ˢ˟Κ ˫˞ xʕ ˸˩˶˰ˬ он ˦˧˟ ˧ˤ˞ 

˳˟ˣ˵ s-CPL ˣˮ˪˷ ˨˧˶˴ ˸ˣ˧ˢ˪ ˪˲ˬˣ˵ˬ ˸˯˶ˠ˟ он ˦˧˟ π ˸˶˥˞ ˫˞ xʕ ˸˩˶˰ˬ ˢ˪˰˲ˢ сп ˦˧˟ ˳˟ˣ˵ s-

CPL ˣˮ˪˷ ˨˧˶˴ ˸ˣ˧ˢ˪ ˪˲ˬˣ˵ˬ ˪-сп ˦˧˟Φ 

˸ˣ˧ˢ ˣˮ˥ˮ˞ˣ ˞˪ ˫˧˪ˣ˩˧ ˥˧ˮˢ˪ ˢˬ ˢ˟˧˟˯ˢ ˣˮ˥ˮ˞˷ ˫˧ˡˬˣ˰ Ϧ˪ˣ˲˧˪ Ϧˢ˧˪˰ ˣˮ˥ˮ˞ ˫˧˷˶ˡˮ ˸ˣ˧ˢ˪ ˫˧ˮ˩ˣˬ ˪˩˪ 

˸ˣ˧ˣ˶˷˲˞ˢΦ 

 

˰ˠ˶ ˪˷ ˸ˣˮ˩Υ 

˨˶ˣ˴˪ ˭ˣ˶˸˲ ˸ˣ˧˰˟ˢ ˣ˪˞ˢ ˷˧ ˶˲˯ˬ ˧˩˶ˡ ˢ˪ˣ˰˲ Σˢˮˣ˷˞˶ˢ π ˞˧ˢ ˨˶ˡˢ ˶˷˞ ˠ˴ˣ˸ ˨˷ˬˢ˟ Σ˨˶ˡ ˞˪˷ 

˸˷˶ˣˡ ˫ˣ˷ ˰ˡ˧ ˵˧ˬ˰ˬ ˫˧ˮˣˮˠˮˬ˟ ˫˧˲˯ˣˮΦ 

˨˶ˡˢ ˢ˧˧ˮ˷ˢ ˞˧ˢˣ ˨˶ˡˢ ˶˷˞ ˢ˷˰ˮ ˢ˟ ˷ˣˬ˧˷ ˷ˣˬ˧ˬ˟ ˧˶ˣ˵ˬˢ π ˨˶ˡ xʕ ˸˪˴ˮˬ ˭ˣˮˠˬ ˱˯ˣˮ ˪˷ Windows 

˞˶˵ˮ˷ UNC Path ˶˷˲˞ˬ˷ ύ˭˧˟ ˶˸˧ˢ ό˸˷ˠ˪ ˫˧˦˵˧˧˟ˣ˞˪ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧ˮ˲˪ ˣ˲ˣˬ˷ π ˢˬˠˣˡ˪ π 

˭ˮˣ˩ˢ C ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˞ˣˢ ˦˵˧˧˟ˣ˞ Σ˶˷˲˞ ˸ˣˮ˲˪ ˣ˧˪˞ ˨˶ˡ ˟˧˸ˮˢ ˣˮ˪ˣ˩˷ ˫˧˶˧˩ˬ ά/Υ\\έ ˪˟˞ ˢˤ 

˞ˣˢ ˞˪ ˶˸ˣ˧ ˧ˣ˲˧ˬˬ ˪˷ ˦˵˧˧˟ˣ˞ˢ ˞˴ˬˮ˷ ˟˧˸ˮ˟ Volume4\\Harddisk\\Device\\ π ˨˩ ˭˸˧ˮ ˶˴˧˧˪ ˟˧˸ˮ ˪˞ 

˳˟ˣ˵ sπCPL ˞˪ ˧˲˪ ˭ˮˣ˩ˢ ˶˷˞ sπDOK ˢ˲ˣˬ˧ ˣ˧˪˞ ˢ˪˞ ˪˰ ˨ˬ˯ ˟˧˸ˮ s-UNC ˣ˪˷ π ˶˷˞ ˫˸˷˥˧ˮ ˭ˣ˩ˮ π 

˭˸˧ˮ ˧ˣˤ˧˥˪ ˞˪˪ ˢ˷˧ˠ ˟˷˥ˬ˪Φ 

ˣˮ˶˥˟ ˠ˧˴ˢ˪ ˸˞ ˢ˦˧˷ˢ ˢˮˣ˷˞˶ˢ ˧˩ ˞˧ˢ ˬˣ˷˶˸ ˪˰ ˸ˬ˶ ˧˷ˣ˵ ˢˮˣ˩ˮ ˯˥˧˟ ˶˞˷˪ ˫˧˞˷ˣˮˢ ˣˮ˪˰ˢ˷Φ 

 

file://Device/Harddisk/Volume4
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ˢ˦˧˷ˢ ˢˮˣ˷˞˶ˢΥ 

ˤ˞ ˨˶ˣ˴˪ ˭ˣ˶˸˲ ˢ˧˰˟ˢ ˢˮˣ˷˞˶ˢ ˦ˣ˵ˮˮ ˢ˷˧ˠ˟ sπϦ˥ˣ˩ ˧˪˦ˣ˶˟ˢ Ϧπ ˸ˣ˶˷˲˞ˢ ˢˮˣ˷˞˶ˢ ˡˣ˟˰˸˷ ˭˧˟ˬ ˪˪˩ 

˸ˣ˧ˣ˶˷˲˞ˢΦ 

˶˴˧˧ˮ ˩-нс ˧˶ˣ˴˧˵ ˨˶ˡ ˫˧ˮˣ˷ ˶˷˞˩ ˪˩ ˡ˥˞ ˡ˥˞ˣ ˫ˢˬ ˰˧˟˴˧ ˪˰ ˳˟ˣ˵ CPL ˞˴ˬˮ˷ ˟-ROOT ˪˷ ˭ˮˣ˩ ˶˥˞ Φ

ˢˬˠˣˡ˪Υ 

¶ A:\ test.cpl 

¶ B:\ test.cpl 

¶ C:\ test.cpl 

¶ D:\ test.cpl 

¶ ΦΦΦ 

ϐˣˮ˥ˮ˞ ˫˪˰˸ˮ ˰ˢˬˣ˟ˢˡ ˧˩ ˷˧ ˸ˣˬ˷ ˭ˮˣ˩ ˫˪ˣ˰˪˷ DOK ˞˪ ˪˟˵˧ π ˨˶ˣ˴˪ ˸˶˟˰ˢ ˢ˦ˮ˞ˣ˲ˢώ 

˪˧˟˷˟ ˶˟ˠ˸ˢ˪ ˪˰ ˢ˧˰˟ˢ ˢ˧˧ˮ˷ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˰ˡˣ˧ ˢˬ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˣˮ˥ˮ˞˷ ˢ˧˪˰ 

π ˦ˣ˵ˮˮ ˢ˸ˣ˞˟ ˢ˷˧ˠ π ˵ˣ˶ˤˮ ˧ˮ˷˩ DLL-˫˧ π ˡ˥˞ˢ он ˡ˥˞ˢˣ сп ˪˰ ˭ˮˣ˩ˢ ˭˟ˣˬ˩ˣ ˪˩˪˷ ˡ˥˞ ˫ˢˬ ˣ˧ˢ ˟-нс 

˧˶ˣ˴˧˵ ˨˶ˡ ˫˧˯ˮˬ˷ ˸ˣˮ˲˪ ˣ˧˪˞ π ˡ˥˞ ˶ˣ˟˰ ˪˩ ˫˷ ˭ˮˣ˩ ˧˶˷˲˞ π ˨˯ ˪ˣ˩ˢ рн ˧˶ˣ˴˧˵ ˨˶ˡ ˶˷˞ ˫˧˷ˬ˷ˬˬ 

˸˞ ˪˪˩ ˸ˣ˧˴ˮ˧˟ˬˣ˵ˢ ˪˷ Ϧ˫˷ ˭ˮˣ˩ˢ ϦX Ϧ˸˶ˣ˦˵˦˧˩˶˞ ˡ˟˰ˬΦϦ 

˪˪˩ˬ ˸ˣ˧ˣ˶˷˲˞ˢ ˣ˪˪ˢ ˵˶ ˸˥˞ ˸ˬ˞˟ ˢˮˣ˩ˮ ˞˧ˢˣ xʕ ˳ˣ˶˸˷ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˪˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

˷ˠ˧ˮ ˸˟˧˸˩˪ ˡˣ˵ˢ ˶˷˞ ˶ˣ˴˧ ˸˞ рн ˧˶ˣ˴˧˵ ˨˶ˡˢ ˣ˪˪ˢΥ 

 

ˬ ˡ˧˶ˣˢ˪ ˭˸˧ˮ ˡˣ˵ˢ ˸˞˭˞˩. 
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˭ˣ˧˪ˠ мру , ˶˞ˣ˶˟˲ нлнп  пн 
 

ˢˬ ˡˣ˵ˢ˷ ˢ˷ˣ˰ ˢˤ ˷˲˥˪ ˸˞ ˸ˤˣ˶˥ˬˢ E:\ test.cpl ˱˧˪˥˪ˣ ˢ˸ˣ˞ ˪˩˟ ˸˥˞ ˸ˣˤˣ˶˥ˬˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ Φ

ˢˬ ˟˧ˮ˧˷ ˣˮ˶ˣ˟˰˟ ˸˞ ˭ˮˣ˩ˢ ˷ˬˣ˥ˬˢ ˣ˞˪ˬ˟ ˞ˣˢˣ ˢ˞˶˧ ˨˩Υ 

 

˶ˣ˴˧ˮ ˢˮˣ˩ˬ ˢ˯˶ˠ˟ ˢˮˣ˷ ˢˮˣ˩ˬˢˬ ˶˷˞ ˣˮˡ˟˰ ˢ˧˪˰ ˡ˰ ˣ˧˷˩˰ ˭˟ˣˬ˩ˣ ˪˰ ˢˮˣ˩ˬˢ ˢ˷ˡ˥ˢ ˭ˮˣ˩ˢ ˣ˧˪˰ ˣˮˡ˟˰ 

ˡ˰ ˣ˧˷˩˰ ˶˟˩ ˢ˧ˢ˧ ˷ˣˬ˧˷˟ π ˨˩ ˵ˣˡ˟ˮ ˣˮ˥ˮ˞˷ ˸ˬ˞˟ ˫˧ˡˡˣˬ˸ˬ ˫˰ ˪˪˩ ˫˧˶˵ˬˢΥ 

 

  


































































































































