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27U DNPIOINIRD 7Y DR MY VA7 NIPY? DNA'W NN - Relay-n DX 17X Y¥27 nxaw SPN
MW RPC Channel-2 "annn nip'7n 178w Hostname-n :Decoupling 7w axn ¥ ny) .Kerberos
nnd 117 v 7aN [Relay nopnn y¥a? Mwor Nt axna P71 Kerberos-n Nwpaa wniwnw SPN-nn
NIVl

(N7 NP7 wnn 11X XX N'ONIVIK NYXaNn X7) RPC NINIEY? T 70 NUNIYN '"WIpa IT X190 @
.PRIVACY-Y7 Level-n Nk n"Tani Negotiate-2 o'wnnwn RPC-n NINIR7 'O 0ynd e

-1 wnnwnn 71p10no Xin DCOM ?DCOM Dy nn 72X 'M*'ya Ny Kin Relay yix'a MSRPC 11y X
-¥ XIN RPC-7 DCOM |2 'miyawnn 1w .0'7ninn COM 'op'aIx? nwa? *15 Windows-2 MSRPC
NwIT DCOM Relay nopnnn .7ninn COM 0p"aIX 7¢ NIN'KY? NIYAITA N'ONIVIX 7900 DCOM
DONY 17'9NI 'TOINN MNARNA NNIX XN James Forshaw .NT 1IXN2 N'™7W V9K K7 271 2071 120N

.(ANXNN 9102 NIWR 'MD0IN) N7V 191¥D0 NN
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Technologic

HTTP

D'OP" IR HTML '9T navn? Twiw MIYpn 21710109 Xin (Hyper Text Transfer Protocol) HTTP

NIPNY NXN MY DTN Windows-2 NIM'RA JnIn HTTP .0IX101'KA1 LINVI'RA D'7'ON DY

2 Y¥AN' N7 1700 NARNY

DWW HTTP nwpa n2iv nipan .1

-1 17 NARNNT 1Y NP7 ¥nn (Unauthorized) 401 iz 01000 DY NAIAN 17 'Thn NwN .2
.(Negotiate Nn¥11 N9PNNN V1Y) NIM'RN NO'Y NIX ['¥nn 1Y OY WWW-Authenticate

Base64-7 INIX 1mn ,Authentication Token XI'W InitializeSecurityContext-2 wnnwn nipn .3

.Authorization Header-n Dy NNwn 78 NWp12 INIX N7V

HTTP Request

HTTP Response with:
» Status Code: 401 (Unauthorized)
Client *+  WWW-Authenticate: Negotiate Server

HTTP Request with:
» Authorization: Negotiate + [Authentication Token converted to Baseé4]

.Chromium w1 WinINET 7w :(TIv w'¥ |21nD) User-Agents 1w Ti72N1 ,NINNAN 1AV

NN DYDY [I2OX 7 N'NDIN'0I9 NWA KRN Intranet Zone .Intranet Zone :21wN AWINY 17 D'w)
91X Windows-2 nim'Na 790%7 Chrome-71 WinINET-7 01127 T3 .[IAORN 'wnnwn? Y N72an

.(MITI71 "2 Hostname ,qni73) Intranet Zone-7 o*kNnn URL 7907 1Y ,'0NIVIX

-0 OV NMipnn NYI '0NIvIXK NIN'K Y¥2? 102' DN http://evilhost 't URL-n DX ,Dxy2

NTANN IT X7 DN http://evilhost.domain.local :n'n' URL-n DX 72X wnnwnn 7@ Credentials

(Q1mn 7w HTTP-n Nw7 11wRIN 112'Nn) URL-QW 27 0N 27 .11'w7 NINf X' X NY0219'Th

.Intranet Zone-%7 D'XN' Hostname-n

YN NIFON IFR'w DNS nmivn nnd 7y 1101 1'wnivy 197

APv4 MaImdY7 "niTa Hostname A nonMm ATnNIYY ;A e

IPv6 N2INDY7 |''MITA Hostname |2 nonn AAAA nniwn :AAAA e

"1T2 DNS-N 'MN'Y NIX 7907 D'RINKY D'MIYA DR N TAN NS NNIWY NS e

.NX Hostname-? Hostname nonn (Canonical Name) CNAME nniwn :CNAME e
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Technologic

WIinINET :HTTP

*T3 FTP-1 HTTP 021710190 DY ©WWPN7 Nirypr7oX7 "woNnn APl Rin (Windows Internet) WinINET
2wunY (IE) Internet Explorer .(HTTP 7w nm'xI nMia'na 790n 7wn%) onorx 'axwn? nwa?

.(IE 11-2 yad Tpnna X Office D n'wnnwn Ty D1w') WinINET-2 wnnwn

D NRT NIV NN L,(4559) RFC-n '97 ?Negotiate 112y SPN-n NN valg WInINET 'R
NwpPaa URL-Nn N121 SPN-NY AT MIPY NNy NX11 NIWKRY Nawnna oxva . HTTP/Hostname
nn X7 ot 2uioa ("HTTP/" ntnnn%? INIX 0'9'0nl XInW '9D Hostname-n NX URL-nn 0'ni717)

MY

-0 DMK wpan KIN SPN-n naY%7 axaoaw K78 URL-2 Hostname-n 7y nnon X7 WinINET
vana 0'hepn NInkn "HTTP/" nTnnnn 1o INIX 9'oini DNS niyv¥nxa Nwin 7w Canonical Name
Canonical -0 NXI Host-n 7y 0'019n NR X'an? *1 DNS Lookup y¥xann ,HTTP-2 1N |1'01 Uy

.Name

n"nw m> CNAME nniwan X71 DNS-2 (AAAA IX) A Nniwan y'an '¥ja19a Canonical Name-n

:0'OxXN

Queries
testme.domain.local: type A, class IN
v Answers
testme.domain.local: type CNAME, class IN, cname primarydc.domain.local
v primarydc.domain.local: type A, class IN, addr‘
[Name: primarydc.domain.local |
Type: A (Host Address) (1)
Class: IN (©x0001)
Time to live: 3660 (1 hour)
Data length: 4
Address: 10.0.0.10

[OffensiveCon22 - James Forshaw -These Are My Principals, If You Don't like Them, | Have Others]

1%7¢ DOPNNN 1Y ATA UYNNWAT? 7151 N

TIya Relay y¥a7 0'¥N R I'78 MmN NWN 7Y nne Canonical Name-nw 0D DXV 1R
117w NaIMdY7 NaNNNY? NIRY? 0N N (qimn nTw 1Tt Web-n naw) 09¢ N N2IMDnY

JI¥N Nwn e Canonical Name-n Xinw SPN-nw TIva HTTP-2 (11TTa DNwn)

Hostname-n 7X NM19N IMn 7w Hostname-n N1ayw CNAME Nniwn o717 NX11 ,N1IIWKRY NAwNnl

Microsoft DNS -w n'va21 77nt ANk 2awnn? n1onn CNAME Nniwn 971 11X DX 72X TV MY Y
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Technologic

A-n nnivn oy TN' CNAME-N Nnivwn DX A'Thn XIN 91021 NIRTAL "'oY WID'N yXan Server

N'RNNN

NNIN TR DNS-n N [ Fileserver-7 n1onn Evilhost 7112y CNAME nniwn man Ywn? qpinn ox
N0 NIP7NW 27 DA AT 1T JFileserver 7¢ nrmmxn IP-n NAIMD DX 279NN A-N NNIYA NN

(NOPNNa ' W N XY7) qpImn 7 X71 Fileserver 78 7annnY

nN1N2) MDNS-a IX LLMNR-2 wnnwa ,n7w nniwan X VIW9 'TNn? DNS-n nw'7 nNa? '

.(byn nIY) DNS NLPS 7¥ NIAN] D'UNNYA N7XN D7IRIVINSN Y .(NWI] DNYDINAY

NNy DN 72171009 .Link-Local Multicast Name Resolution) LLMNR-2 wnnwl nnaTnn 1Ay
[N NOIXNAN NN 7wn? (Windows-1 Niaim 7171019 - DNS N win'y X77 nmipnn Nyl
:Evilhost N1ay A NN'7'RYY qinn 7w LLMNR Naian Nk

(9{1nn) 10.0.0.80 X'N MITNINY NAIMDN NN  »

.(Relay y¥2'7 n¥x71 X 'R 'n'Kn DC-n) primarydc.domain.local :Canonical Name o

XM N7t

Link-local Multicast Name Resolution (response)
Transaction ID: @x45f5
Flags: ©x8000 Standard query response, No error
¥ Queries
[evilhost]: type A, class IN
v Answers
~ primarydc.domain.local: type A, class IN, addr
[Name: primarydc.domain.locall
Type: A (Host Address) (1)
Class: IN (©xee081)
Time to live: 1 (1 second)
Data length: 4
Address: 10.0.0.80

[OffensiveCon22 - James Forshaw -These Are My Principals, If You Don't like Them, | Have Others]

72X (TY'n MY INIXY 2IWN7 NIR77 0'maia ,NTLM Relay-2 7wn%?) Tv'n D NX 09"t 775 T2
[271 (Evilhost 7X) 1*7% N2NNN7 NIP77 DMK wnn X978 DR INYMY7 0'TNNN X7 11X 17¥ N9pnna

YN MY 9w K71 Evilhost 7w nniwnn nfnn ' nv nnivan

ATN NI NOPNNA VINA 7Y NRNNY
INNKRY [I1'DN .YXI NIR7NY NN7'RYN IT D (971iNn) Evilhost NX 0'RIN 12X Query Name NTwa o
112y 7wn?) Ty N Iy DNS NN7'RY y¥ar Nip'n oX Evilhost N1y X'D 'Y nniviny

X NNIYEN NIMIYN2 1259 X7 D IThN 17W NMmRn NAImdn | (primarydc.domain.local
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Technologic

D'WAI9 N7 1IN IT NI¥a ,0xva (Evilhost y'oI' 571 Query Name-n y'oin Mimwn A Nnivia

D70 MIwpn

LLMNR ny) n7¥ nopnna 728 NwNa 0w Host 7w Dw 917 N1 ,MITM 7w D21 D'win'wa
DNS Lookup-n ,0"j7 Host 112y .n¥1Iw nn 72 Nirn'? 21>' DNS-n nn'7'Rwa nwin (MITM Dy K71
YINAY? DYR TIKA DN N9PNNnNE MNP U LLMNR-n y2an miwnnw fnon P71 70 Ty

.(mijm) LLMNR-2 wim'w ', (Evilhost 13) Niniwa 0" X7w Host 1Ay ,NKT NNy

NTAIY NOPNINN N

:Fileserver XIn Ty'n NI Evilhost XN 971NN 7w "My N

Multicast Domain

( Computer \ FILESERVER

Relayed Authentication

LSA - - | LSA
| |
WinINET Client : » Network Service
| @ ;/

DNS Resolver | '—'-MNF&)SeMne

o

[https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html :17n]

:017wN 7y 11

NnTyw 17 0w .(Evilhost) 17w nTayn 72y LLMNR nN'w D' 97inn :LLMNR NNy nxia
-0 N2 NWRAT NdNNAI'TRA PINN DY) .NIR7N D Multicast Domain ININA NIFM7 N2'N qINN
HTTP nn'w qpinn 7w nNwa y1 Daw 17 0'wa .(Responder Dy 7wn?) Evilhost XIn Target

7> 12aNNNYI Internet Explorer-2 wnnwn'? Nip?? 0Na? 31X qpinn :DNS Lookup + IE-2 win'y
.DNS Lookup-7 Dina* Nt 12T .http://Evilhost :qpinn 7w nw?

NINI QN7 |1'0'N WNKRY7 Lookup-n NWPa DX 72'7 7NN 7¥X LLMNR-N nN'w :LLMNR naian

NV KIN (SPN-nI Canonical Name-n n'n'w) Hostname-n N2 A nniwn ny LLMNR naian n7iv

A
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Technologic

D" X7 Evilhost-w [nw 17 D'wa .qpimn 7w namdn AN IP-n namdi (Fileserver) Ty
7apnny TR R qINNA LLMNR-D nann , nimivna

Q71NN L (NNIYI2 NAIMDN '9Y7) QIMn 78 HTTP-N 11N DX vy wnn Np?n HTTP-2 ninTra 4
Canonical -2 wnnw' NIP7n .AP_REQ-n NX NI7WY? NIZ77 Dna'w an NNt winTi 401 17 v tne
(Fileserver) Ty'n Nnw nxya XIN SPN-nw 17 n'wa (HTTP/Fileserver) SPN-n NX 1Ix'I Name
(HTTP 2'na Tv'n) inn 7w namdn X'n AP_REQ-n N7w'N N7 NAIMDNW TIva

,O'XNN SPN-NW I'on .Fileserver-7 Relay y¥a%7 710" Xinl AP_REQ-n NX 72'p qpinn :Relay .5

HTAY' NINNRNNNTNOPNNN

Chromium :HTTP

n> 0'-Browser TIv1) 1'7v 00ann Chrome-w (*-Open-Source) Web Browser 0?'N® Xin Chromium

JIPXPI79R N2ON D'YNYN TIZnn DUNIynyn 0'R'701 Google T 7y 17'va nNio Chromium .(Edge

*12) NNX DNS nwjpa yyxanw WiInINET-7 TIana ?Negotiate 11ay SPN-n NX val? Chromium 'K
*TD NNX :0"NY y¥an Chromium ,Canonical Name-n NX N717 nmni (Web-n nw oy WwpnY
XN N"IUN NWRaN 7w aRXIMnn .Canonical Name-n NX 7277 *1 nnXI Web-n NN Dy WWpn?

.Canonical Name-n oy "HTTP/" ntnnnn 7w 21'7'w X' 09 DA SPN-n Nty .SPN-n NX X1

-N 112 URL-Nn Host-n X Nj** 0Iwo Chromium ,GPO-1 701an 1wn DNS Lookup-n DX 17 0'w)]

[...70120 X7 XINW X'D N'0T19' TN NNTANN ,DNAYWNY ') .N9PNNN NIX YX¥17 7011 X721 SPN

N7 MWD DX Y'TNNY NXN1 MIYKIN DNS-N Nwjpaa 1w aspnna 1Ay N wnnwa 'nn X
Rp?IIT NX¥M (Canonical Name-n 11ay) n*awn DNS-N NWj722 .12'7X "2NN' NIR7NY NN 7y (971InN0)
'R N7RWA poyniw 1197 .Relay-n NN Y¥27 70111 DXIN ARt SPN-NYW 1D TY'N NNW NIX 'TNNY

OTIZ DT NND 2vaTm,nTaw nopPNNN
nnnnos + ni'va

17w Cache-2 MIwNN NX WMWY NIR77 ANim ar nnd yaipn TTLw DNS nwn naiwn 757 :TTL e
AW DN7'RYUN DR Y¥a' XL ngnnl - Cache-a nniwan ,0"NON AT UKD
DX ,17¥ NOPNNN N1*Nan .Cache-a NN A1 21Ta TTL 'Rt 792 0712 DNS nimiwn? 772 pixa
nn) Y¥ann X7 7701 nmwn an'7'kwinl Cache-a 1nw'n X ma TTL e n1WRIN nniwy
0 IX 1 7wnY) nron' [LP TTL D' NAIWRIN NNIYA?Y DT NIWYT7 ¥ nn L P7 .(nva n? nnaw

DY Ny¥ian bDa nirn? a7 nopNNNY 27 0'Y1 .NMIUN NNY'RYN YXANN NNDNA Bkl (nmw
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Technologic

nMwn NN7'kwal Cache-a 1w nawnn) 1M TTL 0'wa X7 N1 2axnal Local DNS Resolution
(own np''n nawnn

2v 71011 nwna woNnn 7171009 KIn (Lightweight Directory Access Protocol) LDAP :LDAP e
TIX Y¥11 IX N1) |"NIT D202 17 0'wl L(TIVI D'¥AR NIFP'N ,0'WNNYN 1nd) YN yTn
-0 MW7 NIYTN DNS NINiwA §'oin? 0'71>' D'MNIXA D'UNNYNAY N'07I9T YTAmM (nopnnn
INKY? RIN NIWYY? 21w nn .(dnsNode :ni77nn 17y oy AD 0" aIX DY YT 7u) LDAP 1T DNS
-0 712Y N"MYN YAy 1) CNAME Nniwna 07200 A-d NNiv DR 9170 ,NIYRIN NYjpan
n'wan .(SPN-2 y'oI'y 1) Ty'n MY ¥ Hostname-n NX V'TN' MWD 971NN 7W Hostname
NUYXIN DNS-N MY a1 DMIvIn DX DTY7 ' Ny 180 Nind? Npi7 DNS-n Mwhw NN
NT WYY NN LPY7 L(PTYNNT? 2'90n X7 nniwan D7) AT vyn ¥ nMawn DNS-n nwpa?
DNS Lookup-nw 117 "w9xn N1 12T .wXIN NS nniwn 2ind1 ,CNAME nniwa 2indY7? nipnaw
.12 017w7 211w DNS N 7m e

?NTAIY NOPNNN N

:Fileserver XIn Ty'n NI Evilhost XN 971NN 7w "Mwnw N

Computer FILESERVER

Relayed Authentication
LSA il = = = - > LSA

| |
. HTTP Network .
Chromium Network Service
DNS Service

| < Y
| DNS Resolver |« —

N S

()

C EVILHOST
NS Record

l

FILESERVER
Address Record

\ DNS Server/

[ https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html :q1jmn]

~ LDAP Service

®
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:07wn 7Y 1A

(MIxw wnnwn ny) LDAP Niy¥nNa |"iTa DNS-N nwa NS nnivwn q'oin g7inn :NS nniwn
.NNIX DIYY' DNS-n nww ndnnl Evilhost.domain.com 112y

:URL-? "annn? nip?n 7w Browser-7 DI QpINn :DMWNIN DNS-n Nwpa + NINTM
.("onivIX ni'R y¥a' Chromium-w nin 2y Intranet Zone-7 n'xnnin URL) http://evilhost
.(17w DNS Suffix-n NX g'o1n) Evilhost.domain.com 7y DNS-n MW7 NN7'Xw yx¥2a' Browser-n
7722) qinn 7w DNS-n nw'? DNS Lookup-n NX 11ay' DNS-N MY :qina 7w DNS-n N
91NN 7w DNS-N MWL N0 1AV NNZ'RWN DYV L(NS-D Dnivwn

M TTL oy qinn 7w HTTP-n 1WAV A DRI TN qpinn 7w DNS-N 1w A nniwn
NNIYINY TV DN qQRINN .q7IMn 7w HTTP-N MWY 1annn? noa* nip'7n :HTTP-n nwY 1A
X TIXA AT AT M TTL-W [N - (WX TN qimnw TTL-n '9%) Cache-nn Xxn DTN
17m Nin'R yx¥a' Browser-nw 13 401 NI77 27N DN X7 (DM 7wn?)

[N .(Canonical Name-n 11ay) nooin DNS nwpa yxa' Browser-n :nmwn DNS-n nwjpa
.Evilhost.domain.com 112y 21w yxan' DNS Lookup-n ,Cache-2 X7 12D NnTIgn nnivanw
["nIT2 'NMRN DNS-N MW 7 TN RiIn,9imn 7w DNS-n N 71m yxann Lookup-nw [11'on
N7 |"NIT2 DNS-N 1Y, Nwd .Tvn MY RInY fileserver.domain.com-7 n1onw CNAME nnivn
Canonical Name-n ,0xva .ANIXK 'R (Fileserver 7w IP-0 N2IND) NA'RNNN A-N NNIwN NI
fileserver-n n'n¢

Canonical Name-n niy¥nxa SPN-n nX 1Ix' Browser-n :AP_REQ nn™¢ + SPN-n naye
AP_REQ-n NX N7w' Ni77n .AP_REQ-n NX SPN-n niv¥nka 11Xl (Fileserver-n) 0TI WTNINY
(52%waann vy 7R ) qEmn YW HTTP-n mw?

-N) V' N7 Relay y¥a%1 ninn 72w AP_REQ-n DX NNZ'? Nwd 7' qpinn :Relay

I(Fileserver

i

DNS

DAT 7V Jnnoni Relaying Kerberos Over DNS 2v 1'aon Xin 2022-2 Dirk-jan 2anow nxna

and XInw Krbrelayx 750 Niy¥nxa winmY NN nnxy nopnnn James Forshaw 7w Wnxnnn

DA XNPY Y7nmw Jamd) Relay-n 7w 27w Ty 790 [91X2 NOPNNA VAR IX NT 7702 .(QWNnna 019))

.(Relay-n AnX7 nixwnnn Nn70n 7y naonn 0NIYE7 N1on Kin D Dirk-jan YW Mmxnn Nx

-0 'MW M 1901 Hostname-IP 19 112y 7wn?) Kerberos-2 Mj7'v 2> XN DNS ,D'TI* KW '9D

N71y9) "Secure Dynamic Updates" y¥xan DNS-w Xin o2 1'7X 17 n0'waw nn .(Tivi w1 KDC
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Technologic

N'YPZ'0INIR NI7IYO NIN 021 (NIMM*T NIAIMD Y NINIRY 7w DNS-N NimivA 7w |1N>100 In'y 11y

.DNS 221 7y Kerberos niyxnxa

:D'N'TPN DAYIN

-N 7w DB-7 011D>TY NnXY? DNS-7 2woxnn nwA 717101N9 K1 TSIG .Transaction Signature :TSIG e
NILRPSNY NNIMN DNS NP7 nn'nn 9'omn DNS 71710097 Extension DXV XIn TSIG .DNS
(D17 DIDTY NINR7 WNWN Ip'V) 0T 1DV K71 NNIRN IPNRN YA

|'2 Secret Keys-n qM'w? nunwnin DNS 7w nniwn 7w 210 RIn TKEY .Transaction Key :TKEY e
(TSIG-2 win'w 112y 7wunY) nip?'? DNS-n nw

INM M> Zone-n 7V 'M7n1m vy n'7'on (Start Of Authority) DNS-2 SOA nnivwN :SOA Nniwn e

.'9'¥90 Host 112y noimn DNS-N v Nn7a77 SOA NWpaa Tpnna X 'WXIN DNS-N N

IMNITTA [IDTYA '70ana DN

All 3 can be the same server

f—%

1) SOA Query (get the authoritative DNS Server) DNS
Server

2) The Server responds with the authoritative DNS Server

3) The Client sends a dynamic update request

If the update succeeds, done. But if it fails:
4) The dynamic update is refused — authentication is required

Client 5) The client sends a TGS-REQ to the DC DC

—
6) If ok, the DC returns a TGS-REP (with a Service Ticket) DNS

T . . o . Server
7) The Client sends a TKEY Query to prove his authentication and to negotiate a (Authoritative)

secret key for DNS queries (includes the Service Ticket)

8) The Server sends a TKEY Reply accompanied by a TSIG (like a signature)

9) The Client sends the dynamic update again + the TSIG

10) The Server acknowledges the dynamic update + the TSIG

:(DNS 2121019 112y 77) NIVEON N1'NAN

Standard query 0xafib SOA ICORP-W1@.internal.corp

Standard query response 0xafib SOA ICORP-W1@.internal.corp SOA icorp-dc.internal.corp A 192.168.111.2
Dynamic update ©x40cc SOA internal.corp CNAME AAAA A A 192.168.111.73

Dynamic update response 0x40cc Refused SOA internal.corp CNAME AAAA A A 192.168.111.73

Standard query Oxad45 TKEY 1448-ms-7.3-5987ec.db7c7870-9307-11ec-3882-001a7dda7115 TKEY

Standard query response 0xad45 TKEY 1448-ms-7.3-5987ec.db7c7870-9307-11ec-3882-001a7dda7115 TKEY TSIG
Dynamic update ©x488c SOA internal.corp CNAME AAAA A A 192.168.111.73 TSIG

Dynamic update response 0x488c SOA internal.corp CNAME AAAA A A 192.168.111.73 TSIG

[https://dirkjanm.io/relaying-kerberos-over-dns-with-krbrelayx-and-mitm6 :11jm]
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Sv19a M o Nt '7ar DC-n 7in TGS_REP-n nXI TGS_REQ-n NX D'RIN X7 n7yn%? namnaw 17 n'wa
TKEY Query n71wI mxy NX NnX? 'O Kerberos-2 wnnwn Nip7n Kerberos-2 win'y w' ,nxya
JDTYN 7w nivizan nx "oimn?" 11 imRw (TSIG) nnon N2 Daw nn LService Ticket-2 nimin
¥ 720 niInTtn '70N2a > AP_REQ Dw D wnnw arl 1R TKEY Query-n 7y '7DM01 O

.Kerberos
1%7¥ DOPNNN 1Y ATA YNNWA'? 151 N

vx¥2"7 75310 nwni DNS-n nw 27X j1onw Service Ticket 127 NI7WY Ni'77 nNa%? Nt niwy? nxw nn
I'7V 1172 TW NN DR 11 72X DNS RN NiR7nn SPN-1 'I¥xnw NN'WRY 17 0'w1 ANK NNYY Relay
Dy SPN-n NX 7"'wn DC-n ,HOST-n INIX 7y D'¥N D2IW D'NN'Y 1Y Kerberos Relay 7w nnTzna
'MITA DAYNNN 72 7V NIRYN IT DNTAN) 17w Nno'onn 1T NNonnl (Awnnn [Iawn) HOST-n

17V YW NNt 207 TIayt Relay-n 21 DNS-n NN 1'7y yaw Host 0'D"MI¥ IR, D7 .(N'r0719'T

2w Role XIn (Active Directory Certificate Services) AD CS !AD CS-n Nnw ?117w TV'n MW At '
NITIVN ,"N1A'Y N9 7 0'91A109" 7 790471 (Public Key Infrastructure) PKI nina7 twosxnn nw
NIVTIN NN'MN ,N19¥N NIV DIvniyn N NIz nmannn JTIve Dr700T nimnn  nreoarT

JIN'NI

Certificates w27 N'¥9IXN DX 117 |NNW AD CS-7 Relay 7y 12T XIn Dirk-jan DON9W INXK 1NRN2

.12 yan X7 nyd 071 Relay-n WNKRY y¥xann N1 770 X Privilege Escalation yxa71

2IwUN7 NIP?? onaw (Dirk-jan 2aNdw "7D) mitm6-2 wnnwn? 7311 ,n9pnnn NX yxa? nn
1701 OX) 17 NNXRNY 19X SOA-N NWRA DR N7 KIN 271 DNS-N MY XIN 9INn 79 Myuny

(a1 IpTYY

71 019 T DNS-N w7y 09NWNYG 1D Ta Windows 12 [9IRN IR 7¥IN ') KIN mitmé6
IPv6-1 (win'wa X7 DX D2) IPv6-2 Nd'n Na'u1o'T n7yoim Windows Vista Tkn Windows NIXOA

IPv4 119 7y qITy'na XIn Windows-2

[P INKY7 .(N'2'0719'T NIY¥ANN NIYpan) DHCPY6 NIyynNa IPV6 1Ay NIWRAY 'TRN 750 0¥V
1110719 TN DNS-N MW N2 9INN DX Tl NIE7n 1Ay IPv6 NAIMD 9axn ,NIVTING Ny XN

(9TVIm' 9EInn YW nwn 71 1Pv4 112y DNS nw 19 7y qirTy'na 't IPv6 112y DNS nw)

X [NIX 1"ayn? DX 1IN27 2211 KINE NIR7Nn DNS-N NIN7'RY DR 737' Qpinn 7¢ 1w N7 axna
INIX2 D'AVYNN 7V Y¥aNn? NdNX N¥INNY Q%7 0'va InYYa N2IYN TRNY I 'MMRn DNS-N nw

VLAN IX LAN
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?NTAIY N9pPNNA N

7¢ win'wa pai Dirk-jan '9%7 nopnnn 02 7v191 X Relay-n 7w 27wn TV N1'N N NAYINY N97NAN
7¥ TN 7V nIkwAN 0*70nY7 1O Certificates-2 nwnnwnl AD CS-n DX N7¥IN 2ANd XINY "0

Japn

(VILAN

1) DHCPv6 Query (to all the nodes)

2) DHCPvé Reply (IPvé + I'm your IPvé DNS Server)

3) SOA Query (to the DNS Server)

. 4) The attacker (DNS Server) says he is the authoritative one
Client Attacker

5) Dynamic Update Request (to the authoritative server)

6) The dynamic update is refused — anthentication is required

9 TKEY Query (with the Service Ticket) — prove authentication + negotiate

7) TGS Request

8) TGS Reply (with

10) Relay the
a Service Ticket)

authentication

DC —— ADCS

:017wn 7y 1

DHCPv6 MIWza? Nyd |'TRN XKINI 17U MWN 7Y mitm6 Yy qzinn :DHCPv6 niwjza? maityn .1
NIy¥NX2A IPv6 NNTAN (VLAN-2 1X) LAN-2 wjan Ni7n D¥ya N7 272 (V1A [91K2 NIYXINNY)
WUNNWN? DNS DY NT'RA N7RWUN NY'SIN DA IT NN7'Xwal DHCPv6

NIV 790'w IPv6 11ay DNS-N My X" miIxl NIp?7 ny qpimn 9w nawn :DNS Spoof .2
Windows-aw [1'oni DNS-n MW 1IN2 NIE7n 78X DY qpinn 7w nwin Nt 2%7va "
NN M9' NIZ7N 178 DNS-N MY At qpinn 7 nwn LIPv4 19 7 IPv6 9w qITy'n 0'pnn
.NIP'70 12y IPv6 NAIMD N71YW RIN L9011 NIYpAN

noimn DNS-n MY M Ny T? ' 1> SOA NN'RY (9;7INn) DNS-N MW7 n7w' nip'7n :SOA Query .3
.DNS-D NIYa DX NI7W7 X RIN 17

[N 5N, nomin DNS-N MW AR Nip'?'? mix (971nn) DNS-n N :SOA Response .4

.Dynamic Update nwpa (971Mn) qJnomn DNS-n MW7 N7¢ Nip?n :marT DTV nawpa .5

JIN'R YXIA NIRINY NN Y (15TY7 200 NN TR 7INN YW NNwn anto .6
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Service Ticket 7277 *1> DC-n 7% TGS_REQ n%w' Nip'7n ,aN'on oy TTIANNY? 1> :TGS_REQ .7
JINIR RINY (QINn 17w 1pna) DNS-N nw? noinfl

.(Mnixni nT'N1) NI?77 Service Ticket oy TGS_REP 7' DC-n :TGS_REP .8

.Service Ticket-2 NI'7n DY9N 71 QPINN 7w MW 70 M2 T [IDTY Yy¥a7 AW No2* NIp'7n :TKEY .9
.NNon 7V Negotiate y¥27 nan 7v TKEY Query N71¥ XIn 0¥

Service Ticket-n NX Y707 713' XIN ,(Service Ticket-n) n¥w nn NX 72'p qpInn N7 27w2 :Relay .10

.(HTTP niy¥nxa 7wn?) AD CS-n,1n7¢ TV'N MY 710 78 NIN'K y¥an XNl

o'

n1mNn X KrbRelayUp-1 KrbRelay ,KrbRelayx Dn nix1% 7 X¥'w 0"'m™Inn ,0m"p 0'70 n1nan

n'on' a'XK ,NISpnnn v n1ama N 1701V "MRNNY |1I'oN Jma 'r,7nnn'7 'MN1 X D'7d TV W'Y

NI D'0I9AN DINKNIDIIVIO0 [INN W'Y [aMd X (Relay-n 2A%w 7y waTa) 0'790 DX NY7a

KrbRelayX
D'XNN 7D DA AND NI ,Relay Kerberos Over DNS 7y Dirk-jan 2n>w Wnxnn 7y 0TI 172 '9)
7w Abuse-7 DA X7X IT NOPNNT7 1 wnwn X7 "0 77 91K Krbrelayx X730 nopnnn vixa?

NNNA NT 77N2 Va1 X7 R Unconstrained Delegationniyxnxa Kerberos

mitm6 701 win'y Nivyxnxa (IPve-1 N'9'¥o0) DNS-2 nwnnwnn MITM nopnn wnnn Krbrelayx
2V 1112'T) 'Y DNS Nwa wnnwin? IPv4 Ny (*o1m'il) Host-7 niNa? * 1> DHCPv6-2 wnnwnin
.OTIZ MXNY NOPNNN DX wnn y¥an 220 ,AD CS-7 Relay-n 7w 2%win Ty .(DNS 7w 7702 Nt "D
22N 7110 '01D 7V wnn 01D X7) AD CS-n 7w 71X N1y DAY Nnd yxa? 7'Nnn XN L Pn NKY

.(NTLM ny AD CS-7 Relay 7y "'nkn 12y X¥In Dirk-jan

Ticket-n NIy¥nX2 N'N NI'RN) HTTP 7w GET Nwpa DY NRT 1'WY Relay-n DX 1IYX UKD ,NI¥7A
17 MnRNNY nN7¥nw 0w 1R ,200 Status Code Dy nalan 2'tnn AD CS-n UKD .(Relay-nn

.Certificate w727 D'¥N 1IX N2 NTIA7 VAN, NYD

qwninal (DC-n 7m nnxnnY) TGT 7217 0*1d' X Certificate-n NX 17 'thn AD CS-nw yaa

J201PN YW awnna nwa 727 *15 Domain Admin-7 NITNNNY?
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https://github.com/dirkjanm/krbrelayx
https://github.com/cube0x0/KrbRelay
https://github.com/ShorSec/KrbRelayUp

Technologic

-n PCAP-2 wnnwa .Relay-n 7¥ 7700 TV DA%WUN '©% N'R11 NOPNAN 'R NIVRO NN A'Y)

nya MiIvpnn 9w https://vuls.cert.org/confluence/pages/viewpage.action?pageld=102793321

DY N2 TzAn P71 N9pNN7 NP0 K7W nnayn Ty Wt PCAP-1 .KrbRelayX Dy nopnnn yixa

MIYPNI NIAImdn

Name “ Role IPv4 IPvé

ADCS Active Directory Certificate Services | 192.168.3.103 | £280::2531:5a7b:adb4:4ed5
tapioca Attacker 192.168.3.100 | feB0::20c:29ff:felc:758a
win10 Victim 192.1658.3.108 | fe80::acY6:beed:%9ce:dB8d9

WIN-6ERMGJ5SECLO = Domain Controller 192.1658.3.1 fe80::8914:c328:b7d%:28ae

[https://vuls.cert.org/confluence/pages/viewpage.action?pageld=102793321 :1jm]

:1-2 pnahvw

qomnal DHCPv6 NNTan? DHCPv6-1 LAN*-2 NN'7'Kw y¥an NIp7n NX NIXIYZ [N NINAN NIV79]
AN 17Y NAUNDN DX NAIWNA 17 77NN (mitm6) q7Inn DRI (17 NuP9) oY DNS Nw N7

.(18 nvjpPo) a*oNN DNS-N MY

-N NAIMD7 [NIN N7Y' XIN NINZ'RY V¥ NIRZ70 WKL DR 7w DNS-N DX 7'Y1n qRINn 0¥y NS

971NN 7w IPv6

No, Time  Source Destination Protocol  Length  Info
17 32.3.. fe80::ac96:beed:99ce:d8d9 ffe2::1:2 DHCPVE 157 Solicit XID: @x8a7a58 CID: ©0010001255cc6d5000c295f4a48
= 18 32.3.. fe80::20c:29ff:felc:758a fe80::ac96:beed:99ce:d8d9 DHCPv6E 176 Advertise XID: @x8a7a58 CID: ©0010001255cc6d5000c295f4a48 IAA: fe80::192:168:3:108
M Wireshark - Packet 17 - krbrelayx_mitm6_full pcapng - (u} X | &
Frame 17: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on inter Frame 18: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)-
Ethernet II, Src: VMware_5f:4a:48 (80:0c:29:5f:4a:48), Dst: IPvémcast_01:00:02 ( Ethernet II, Src: VMware_1c:75:8a (00:8c:29:1c:75:8a), Dst: VMware_5f:4s
Internet Protocol Version 6, Src: fe80::ac96:beed:99ce:d8d9, Dst: ff@2::1:2 Internet Protocol Version 6, Src: fe80::20c:29ff:felc:758a, Dst: fe80:::
User Datagram Protocol, Src Port: 546, Dst Port: 547 User Datagram Protocol, Src Port: 547, Dst Port: 546
v DHCPv6 v DHCPv6
Message type: Solicit (1) Message type: Advertise (2)
Transaction ID: @x8a7a58 Transaction ID: @x8a7as58
Elapsed time Client Identifier
Client Identifier Server Identifier
Identity Association for Non-temporary Address v DNS recursive name server
Fully Qualified Domain Name Option: DNS recursive name server (23)
Vendor Class Length: 16
v Option Request Value: fe80000000000000020c29fffelc758a
Option: Option Request (6) 1 DNS server address: fe8@::20c:29ff:felc:758a
Length: 8 Domain Search List
Value: ©011001700180027 Identity Association for Non-temporary Address
Requested Option code: Vendor-specific Information (17)
Requested Option code: DNS recursive name server (23)
Requested Option code: Domain Search List (24)
Requested Option code: Fully Qualified Domain Name (39)

.LAN-1 DHCPv6 YW n-Agent-in 71 X Nax'nn IPv6 Yw Multicast nama xin ff02::1:2 *
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Technologic

YNNY' XIN N2l NIR77 [N (mitm6 NIy¥nXa) Qpinnw IPv6-n NAIMD NX DA NIXYY? N1 18 nujoa

MIYPNN Jwnna

18 32.3.. fe8@::2@c:29ff:felc:758a fe8@::ac96:beed:99ce:d8d9 DHCPvE 176 Advertise XID: ©x8a7a58 CID:

M Wireshark - Packet 18 - krbrelayx_mitm6_full.pcapng

Message type: Advertise (2)

Transaction ID: @x8a7a58

Client Identifier

Server Identifier

DNS recursive name server

Domain Search List

Identity Association for Non-temporary Address

(v v v v

Option: Identity Association for Non-temporary Address (3)

Length: 4@

Value: @38@ec2 8 faoeesee18fesel
IAID: @3eeec29
T1: 2ee
T2: 25@
~ IA Address
Option: IA Address (5)
Length: 24

Value: fe800000002000000192016530008301080000012c0080012C

IPv6 address: fe8@::192:168:3:1e8
Preferred lifetime: 3ee
Valid lifetime: 3ee

- (m]

:3-4 pnawvw

QMmN 2w Nwn) 17 7Tame 0NN DNS-N MYY N7IW NIR7NY NIRAYT AWOKR NINAN NIVPO]

qQEINNY NIXIZ N1 90112 .(611 NLPO) NWIA Jnoinn DNS-N MW NX 7277 nan 7y SOA NN7'RY

-1 X (Authoritative Nameservers-n NnN) adcs.wd.local bwa Jnom N Dy NN7'RY7 Ny

DYV X'N ades.wd.local 7w namdnw niz77 ny'Tim oxyvaw A nnivn ow Kin Additional Records

971NN 7w NandN

(612 huPo) NomMn DNS-N MY KINY 2IWNY7 NIR77 DA QRINN D

¢ v v v

Frame 611: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interfac
Ethernet II, Src: VMware_5f:4a:48 (0€:0¢:29:5f:4a:48), Dst: VMware_1c:75:8a (@o:1
Internet Protocol Version 6, Src: fe8@::192:168:3:108, Dst: fe8@::2@c:29ff:felc:’
User Datagram Protocol, Src Port: 55535, Dst Port: 53
Domain Name System (guery)
Transaction ID: @xSe@7
> Flags: @x@1@@ Standard query
Questions: 1
Answer RRs:
Authority RRs: 8
Additional RRs: @
~ Queries
+ winl®@.wd.local: type S0A, class IN
Name: winl@.wd.local
[Name Length: 14]
[Label Count: 3]
Type: SOA (Start OFf a zene of Authority) (6)
Class: IN (@xeeel)
Response In: 612

N Tge Soweee Destingfigfnation Protocol prgggth Info

611 39.2.. fe89::192:168:3:108 fe80::20c:29ff:felc:758a  DNS 94 Standard query ©x9e@7 SOA winl@.wd.local

612 39.2.. fe8@::28c:29ff:felc:758a fe88::192:168:3:108 DNS 232 Standard query response ©x9e87 SOA winl®.wd.local SOA adcs.wd.local NS adcs.w
M Wireshark - Packet 611 - krbrelayx_mitmé_full.pcapng - [} X | M Wireshark - Packet 612 - krbrelayx_mitmé_full pcapng

> Queries
> Answers
v Authoritative nameservers
~ winl@.wd.local: type NS, class IN, ns adcs.wd.local
Name: winl1@.wd.local
Type: NS (authoritative Name Server) (2)
Class: IN (@xeee1)
Time to live: 108 (1 minute, 48 seconds)
Data length: 15
Name Server: adcs.wd.lecal
v Additional records
~ adcs.wd.local: type A, class IN, addr 192.168.3.160
Name: adcs.wd.local
Type: A (Host Address) (1)
Class: IN (8x8001)
Time to live: 308 (5 minutes)
Data length: 4
Address: 192.168.3.1080
Reguest In: 611

Kerberos Relay
www.DigitalWhisper.co.il

23

2024 AN

, 157 ji''a



Technoloqgic

:5-6 n"aYvw

[oni (615 NLES) AT [IDTY? NWpa (Anoinn DNS-N M) QNN 7w MYY N72Iv nipn ,nyd

.(616 NLED) [1IPTY7 AN'0 NAIANA 17 V'TNN KIN,NIN'R VX' NIP7AW XN QRINNY

No. Time  Source Destination Protocol  Length Infa
615 39.2.. 192.168.3.108 192.168.3.100 NS 148 Dynamic update @x7b9f SOA winl@.wd.local CNAME AAAA A A 192.168.3.168
616 39.3.. 192.168.3.100 192.168.3.188 DNS 176 Dynamic update response @x7b9f Refused SOA winl@.wd.local AAAA :: A ©.8.8.9 A 192.1.
M Wireshark - Packet 615 - krbrelayx mitmé full pcapng = o X | ol wiresha relayx_mitmé.fullpcapng o
» Frame 615: 140 bytes on wire (1120 bits), 148 bytes captured (1120 bits) on inte > Frame 616: 176 bytes on wire (1488 bits), 176 bytes captured (1488 bits) on inte
Ethernet II, Src: VMware_5f:4a:48 (@0:8c:29:5f:4a:48), Dst: VMware_1c:75:8a (@@:( » Ethernet II, Src: VMware_1lc:75:8a (8@:0c:29:1c:75:8a), Dst: VMware_S5f:4a:48 (@e:

Internet Protocol Version 4, Src: 192.168.3.108, Dst: 192.168.3.100
> User Datagram Protocol, Src Port: 58722, Dst Port: 53
~ Domain Name System (query)
Transaction ID: @x7bof
Flags: ©x2880 Dynamic update
Zones: 1
Prerequisites: 1
Updates: 3
Additional RRs: @
Zone
> Prerequisites
~ Updates
> winl@.wd.local: type AAAA, class ANY
winle.wd.local: type A, class ANY
> winle.wd.local: type A, class IN, addr 192.168.3.188
[Response In: 616]

Internet Protocol Version 4, Src: 192.168.3.100, Dst: 192.168.3.108
» User Datagram Protocel, Src Port: 53, Dst Port: 58722
~ Domain Name System (response)
Transaction ID: @x7bof
© Flags: @xa3%e5 Dynamic update response, Refused
Zones: 1
Prerequisites: @
Updates: 3
Additional RRs: @
> Zone
Updates
> winl@.wd.local: type AAMA, class ANY, addr ::
winle.wd.local: type A, class ANY, addr 0.2.8.8
winl@.wd.local: type A, class IN, addr 192.168.3.108
Request T 15
[Time: @.847814612 seconds]

22i7' 15 DC-n 7 TGS Nwjza yxan Nip'n

:7-8 nnaYvw

971NN 7v NN 7w an'on oy TTIMNNY? N 7y ,nyd

-NW 2% 0'w (620 NLPS) qPINN NTY DNS-N DMWY 7 My NX NDINY 2210 IN'X Service Ticket

.DNS nnXa Xin n7v Service

Service -n X 1701 NIRYN YW AwNNN 12WN7 NN TGS-REP naiwn 17 'tnn DC-n ,|on WNKNY

:(622 nuPo) Ticket

No. Time Source Destination Protocol  Length Info
619 39.3.. 192.168.3.108 192.168.3.1 TCP 60 49700 » 88 [ACK] Seq=1 Ack=1 Win=2102272 Len=0
620 39.3.. 192.168.3.108 192.168.3.1 KRB5 1689 TGS-REQ
621 39.3.. 192.168.3.1 192.168.3.108 TCP 60 88 » 49700 [ACK] Seq=1 Ack=1636 Win=2102272 Len=@
622 39.3.. 192.168.3.1 192.168.3.108 KRB5 1619 TGS-REP
M Wireshark - Packet 620 - krbrelayx_mitmé_full.pcapng M Wireshark - Packet 622 - krbrelayx_mitm6_full.pcapng = m]
> Record Mark: 1631 bytes Frame 622: 1619 bytes on wire (12952 bits), 1619 bytes captured
v tgs-req Ethernet II, Src: VMware_68:3c:27 (@0:0c:29:68:3c:27), Dst: VMy
pvno: 5 Internet Protocol Version 4, Src: 192.168.3.1, Dst: 192.168.3.1

msg-type: krb-tgs-req (12)
padata: 2 items
v req-body
Padding: ©
kdc-options: 40810000
realm: WD.LOCAL
sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: DNS
SNameString: adcs.wd.local
till: 2037-09-13 02:48:85 (UTC)
nonce: 222187290
etype: 5 items

Transmission Control Protocol, Src Port: 88, Dst Port: 49700, <
Kerberos
Record Mark: 1561 bytes
v tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13)
crealm: WD.LOCAL
cname
name-type: KRBS-NT-PRINCIPAL (1)
v cname-string: 1 item
CNameString: WIN1@$
ticket
enc-part

v
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911

1017 *1O Service Ticket-n NX N7 (971Mn) DNS-n MW 72X TKEY Nwpa 71w Nig7n Nt 2%wa
iy T (TSIG NTY NA'MNN) NN9A 7w 10 7277 XN XIN 0NV .NAINA KDY NYW? NNy

:(630 NLEY) YXAN' MITA [IDTYNWI DNS-N MW DY WWPN7 1'wnn?

No. Time Source Destination Protocol Length Info
630 39.3.. 192.168.3.108 192.168.3.100 DNS 1920 Standard query ©x8c4@ TKEY 1096-ms-7.1-449a.4a8fc40f-a468-11lec-9c72-000c295f4a48 TKEY

M Wireshark - Packet 630 - krbrelayx_mitm6_full.pcapng

v Domain Name System (query)
Length: 1864
Transaction ID: ©x8c40
Flags: ©x@000 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: 1
Queries
v Additional records
v 1096-ms-7.1-449a.4a8fc40f-a468-11ec-9¢c72-000c295f4a48: type TKEY, class ANY
Name: 1096-ms-7.1-449a.4a8fc40f-a468-11ec-9¢c72-000c295f4a48
Type: TKEY (Transaction Key) (249)
Class: ANY (exeeff)
Time to live: © (@ seconds)
Data length: 1728
Algorithm name: gss-tsig
Signature Inception: Mar 15, 2022 16:00:38.000000000 Jerusalem Standard Time
Signature Expiration: Mar 16, 2022 16:00:38.000000000 Jerusalem Standard Time
Mode: GSSAPI (3)
Error: No error (©)
Key Size: 1702
v Key Data: 608206a206062b0601050502a082069630820692a0183016...
v GSS-API Generic Security Service Application Program Interface
0ID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation)
v Simple Protected Negotiation
v negTokenInit
mechTypes: 2 items
mechToken: 6082066c06092a864886171201020201006e82065b308206...
v krb5_blob: 6082066c06092a864886171201020201006e82065b308206...
KRBS OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRBS_AP_REQ (@x0001)
v Kerberos
v ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: ©
> ap-options: 20000000
v ticket
tkt-vno: 5
realm: WD.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: DNS
SNameString: adcs.wd.local
enc-part
v authenticator
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: 78f3d5323f54f2c2lee2366ad84873a6439a534dd66576ce..
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:10 2w

215' X1n NI Ticket-n NX TKEY-n nwpan Y7nn KrbRelayX .mxy Relay-n NX D'vxan 12X N7 27w2
17¢ NOPNNA TY'N NY KINW ,AD CS-n MW 7In NINARNN NWpA7 Ticket-n NX 91x71 Relay yxaY

:(705 NUPS) NIN'RN DR TWNN AD CS-N MWW NIKTYT N1 .(642 nLeD)

642 39.3.. 192.168.3.100 192.168.3.183  HTTP 2439 GET /certsrv/ HTTP/1.1
765 39.3.. 192.168.3.183 192.168.3.180 HTTP 4301 HTTP/1.1 208 OK (text/html)
A 1 | M Wireshark - Packet 705 - krbrelayx_mitmé_full pcapng - o X
~ Hypertext Transfer Protocol Frame 7085: 4301 bytes on wire (34408 bits), 4301 bytes captured (34408 bits) o
GET /certsrv/ HTTP/1.1\r\n Ethernet II, Src: VMware_77:7d:42 (@@:@c:29:77:7d:42), Dst: VMware_1c:75:8a (@
Host: adcs.wd.local\r\n Internet Protocol Version 4, Src: 192.168.3.103, Dst: 192.168.3.100
Accept-Encoding: identity\r\n Transmission Control Protocol, Src Port: 88, Dst Port: 48020, Seq: 1511, Ack:
v [truncated]Authorization: Negotiate YIIGogYGKwYBBQUCoIIG1jCCBpKgGDAWBgkghk v Hypertext Transfer Protocol
v GSS-API Generic Security Service Application Program Interface HTTP/1.1 280 OK\r\n
0ID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Negotiation) Cache-Control: private\r\n
v Simple Protected Negotiation Content-Type: text/html\r\n
v negTokenInit Server: Microsoft-IIS/18.8\r\n
mechTypes: 2 items Set-Cookie: ASPSESSIONIDCCRT: =PDLBBLEAOMELKGPP: ; path=/\r\n
mechToken: 6082066¢06092a864886171201020201006e82065b308206... [truncated ]WWW-Authenticate: Negotiate oYG: Y AQChCWYJKoZIgv 006
v krb5_blob: 68820866c 71201020201006e8! 206, Persistent-Auth: true\r\n
KRBS OID: 1.2.840.113554.1.2.2 (KRBS - Kerberos 5) X-Powered-By: ASP.NET\r\n
krb5_tok_id: KRBS_AP_REQ (@x0e81) Date: Tue, 15 Mar 2022 14:00:37 GMT\r\n
v Kerberos Content-Length: 3689\r\n
v ap-req \r\n
pvno: S [HTTP response 2/4]
msg-type: krb-ap-req (14) [Time since request: ©.845220848 seconds]
Baddin~. & TPrev reniest in frame: 6391
—_—

:n'©@011 DAY

NIXWIN 070071 1'wnin? 7210 721 Certificate-n NN wiza! Q7imn ,N'2xn AD CS-n 7n NI'RnW INKRY

.(unnwn KrbRelayX N2 0'9011 0'70 NIY¥NNA) DI NVY'OY '9)

KrbRelay

Kerberos nx wnnn "0 .James Forshaw 7w nmnxnin 7y ooannn cubeOx0 T 7y andn '
wUnnun ¥ axnn yan? [N ‘250 nivxnxa (1wl SMB ,LDAP ,HTTP 7un%) n™17101no '947 Relay

.NTAYN 7y SYSTEM-7 |'"'iTa nTny 7y Low-Privilege oy i1

KrbRelayUp

1n3) DINX 072 TNKRN 70 .Mor Davidovich ' 2y andai KrbRelay 7w "anTw" 2w 210 11'0 0T "D
D'DMIX I'N 122 0'700N) MNP A7 NTONIVIK NNIXA N9PNNAN DX yxa7 nan v (KrbRelay-1 Rubeus
2750 712 NIYAT N7 2% 0'wl L(NOPNNN 7w IRXINYT YN YTD 71912 TNX 70 D'wnivn NifnY
.(Mr2'0719r T PTANN I1T) LDAP Signing W Tam 'Rt K7W X qpinn LDAP Signing e

N'V2I9' T MTANN 7Y Janon P71 "ITa Aawnn X "N :Ms-DS-MachineAccountQuota e

20" 'MITA ATIF DU XD NY0719'TR DNTANN) AWNA [1AWN 9'0INYT 710 *MiITa 1TIr 7D n'oY

(Dawnn 10 TV 11X
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OQIx¥RW NN .(Kerberos Relaying (KrbRelayUp) Attack & Detection) 107001 NXIN? NAAIT NP1

D'N¥YM X .NTAYN 7y SYSTEM-7 NIXWAN 0701 ,N0YNA 720 wnnwnny T nYYav nn .own I’

.clint.barton :7':21 1'"IT wnnwn XN N7Y wnnwnn "W Winl0 nTny 7y

NI71YON 7y i)

I'mimuTnavnniixa 1

p -
+ ting function table
[+] Rewriting PEB

[+] Init COM server

ilcorp$" added with password "evi

EM authentication
NT/SYSTEM. Relying to LDAP

pawn - lab.com -cn evilcorp$ -cp evill23$
\clint.barton\Desktop> '

[INN TIV YN RIN V1921 "720 NIVYAKRD ["NI1ITA 2UNn DY 7 n71V90 NN VX 1R 0¥V
(M1 D n7wo 7D y¥a? oMy 1 Nava) LDAP-7 Relay ) pw7pn MInxkn NIRIVe

.21 ANKYT NIWYT7 0'DMX 1IX NN 17 IR 17'9X RINW 17 0'e)

:SYSTEM oy Shell 07 XMW NTIPON IR YN, NYd .2

PS C:\Users\clint.barton\Desktop> ./KrbRelayUp spawn hacklab.com evilcorp$ evili23$
KrbRelayUp - Relaying you to SYSTEM N

721

B Administrator: CAWINDOWS\system32\cmd.exe

evilcorp$ evili23$

Impersonating user 'Administrator' to target SPN 'HOST/HOST2-WIN1O'
Building S4U2proxy request for service: 'HOST/HOST2-WIN1@'

Using domain controller: 2016-Lab-DC.hacklab.com (192.168.136.10)
Sending S4U2proxy request to domain controller 192.168.136.10:88
S4U2proxy succ !

Ticket cuccescefullv imnorted!
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nexaromi 'in't T

MNN2 XTIV W'Y 2INd) NI9ZNAN 191 IaNNY N 7y Nir¥arum / T DAT 190N DD val
AS -0 7w 71¥1 ,Delegation 12> MNX NIWYY? N1w 02QT? X71 Relay-7 N'9'¥90 on'na (1782 TpnnnY

.TIvI CS

nrrxarom

jon LIPv4 19 7y Windows-1 IPv6 7w nDTYNN RIN mitm6 nnon 1" Mp'wn 7180 :DHCPv6 o
0X) DHCPv6 7w MIWPNN 7D X TWOKRYT K7 XIN NIYYYT 7211 DY NN L,Ya0) 12'Y N2 1R DT NQTY

(MwNa IPv6-7 win'w 'R
7027 nyo 21w1 7027 ,7027 :mDNS / LLMNR o

Kerberos 112y '0an7y v'7nnal NTLM Relay 1oy 1ava Nl 12d :Signing / Channel Binding

VU¥27 N1 .(v¥xann? nopnn? ©wWor' X7 wnn KrbRelayUp "701 7wn7w LDAP N1y TIN™2) Relay

.GPO-n NIy¥nKX2 NNT

10 NXIn '2'0719'TN Wi LKrbRelayUp *720 NNN 111200 '9) :Ms-DS-MachineAccountQuota e

N7 W NRYY Yonm qpimn v niwpn? nan v .(0nawnn 10 Ty X 20 i T 72 mid)

.0-7

"'t

Ry bRl
NRRNNE NIN7'RYN 79 TIV'N 17 ' ox ,SOA-N NN7'RYY qpinn 7w NaIWNN N1'Nan :SOA e

.|121 SOA-N NN7'KYW7 Na1aN2 Hostname-n DX pITA7 7011 ,(0'a17)

:Windows Event Viewer

271 TN OWA )'70N N NNNA 0YTRINNA TINA DRP'7N) 0700 7Y InT 1Ay Sigma 'pIn nnd o'ty

XN 72V W7 01710 TR 017 XN 0'XAN 0'Timya L (DN 02T KD

Kerberos Relay
www.DigitalWhisper.co.il
28 2024 ANt 157 12




.(Security a1'7 nNN) An Account Was Successfully Logged On :4624

Technologic

Event 4624, Microsoft Windows security

auditing.

General Details

Subject:
Security ID:
Account Name:
Account Domain:

Logon ID:

Logon Information:
Logon Type:
Restricted Admin Mode:
Virtual Account:
Elevated Token:

Impersonation Level:

New Logon:
Security ID:
Account Name:
Account Domain:
Logon ID:
Linked Logon ID:
Network Account Name:
Network Account Domain:
Logon GUID:

Process Information:
Process D:
Process Name:

Network Information:
Workstation Name:
Source Network Address:
Source Port:

Logon Process:
Authentication Package:
Transited Services:

Key Length:

An account was successfully logged on.

NULL SID

0x0

3

No
Yes

Impersonation

HACKLAB\Administrator
Administrator
HACKLAB.COM
0x3A8189

0x0

{8e7429f9-8d0d-39d0-03e1-c93e335¢c0chba}

0x0

127.00.)
50063

Detailed Authentication Information:

Kerberos
Kerberos

Package Name (NTLM only): -

0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

Log Name: Security

Source: Microsoft Windows security Logged: 5/17/2022 10:51:56 AM
Event ID: 4624 Task Category: Logon

Level: Information Keywords: Audit Success

User: N/A Computer: HOST2-WIN10.hacklab.com

[Kerberos Relaying (KrbRelayUp) Attack & Detection - https://www.youtube.com/watch?v=KcTJN6Wy1AM&t=897s :1I1jm]

DT NND 1 Wi KrbRelayUp XN INKY7 (4624) XA YIN'RN NIX NIXY7 D'710' 1IX Security Log-2
Administrator wnnwn oy Kerberos-a (Localhost - 127.0.0.1) inxy 7X 1ann' Host-w nn% :0'an

.(Network Logon) 3 XIn Logon Type-n ,90I2 .AwNN? NaINAN 2"0iTn Wnnwnn oy X971

KrbRelayUp-2 win'w NINt? NITIvn NN'7'RW ND2'7 071" 178 7D

29
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P71 17w dxMa nN'w 'pnn KrbRelayUp *70n.(System 217 nnn) New Service Was Installed :7045

NINT NINT? D710 X

Event 7045, Service Control Manager

General Details

A service was installed in the system.

Service Name: KrbSCM|
Service File Name: "C:\Users\clint.barton\Desktop\KrbRelayUp.exe" system 2

Service Type: user mode service
Service Start Type: demand start
Service Account: LocalSystem

[Kerberos Relaying (KrbRelayUp) Attack & Detection - https://www.youtube.com/watch?v=KcTJN6Wy1AM&t=897s :1Ijmn]

DN MM AT 271 (KrbSCM XIN Nrr0'719'T) NN'WN 7w DWN IR NIRYWY 710! 7NN 17 D'

X'¥In XIn ,yxan KrbRelayUp "nw nizivonn 270> .(Sysmon a7 nnn) Network Connection :3
J"7nNn NIxNXA Kerberos-2 MIWpN IN'NI' WA NITAY 775 10T .(Kerberos) 88 01192 NMIWPN
NIYPA NINT? 0213 11X Isass.exe )'7NNn DY X7 88 U192 NMIWPN O'RIN IR OX |27 .Isass.exe

1250 7w XA TIvnYi niann

197 .(TIv1 iexplore.exe ,firefox.exe ,chrome.exe 7wn%) D'-False byn X7 W' AT ZIN7Y 17 D'w)

17w nwNn 197 0'-False-n 72 NN 2107 DY ,NNTAD DT PINY D'ON'NNY

nniwn oy (Kerberos oy 4624) Kerberos Logons Nwonnin nN'7'xw 1¥' Cyb3r-Monk :4769-1 4624
INIX DY IpAddress IMIXNN NIINNXN NIV 12-1 (4769) Ticket Request X DAY NN K7W AwNn
P71 O'-False nIrn'? 0"70'w |amd .('0719Tn Ticket Expiration-n Nt Nivw 10) TargetUserName-n

.N01dN 197 NXT ALY NNY

4769 € 4768 € 4741 71¥ qxn

.A Computer Account Was Created :4741 e

.A Kerberos Authentication Ticket (TGT) Was Requested :4768 o

.A Kerberos Service Ticket Was Requested :4769 e

Service Ticket NWzal AawWNNN j1I2wWN Dy Login ,awnn [IAwN N'Y') N7RN DWVN'RD DWW 7Y gx0

.KrbRelayUp-2 win'w 2y Twn'? 710 ,(NI7T 2 7wn%?) ¥y AT No9Ipn2a (Qwnnn [1awn oy

:evilcomputer5$ awnnn jlawn Nty
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Description

A computer account was created.

Subject:
Security ID:
Account Name:
Account Domain:
Logon 1D

New Computer Account:
Security ID:
Account Name:
Account Domain:

WIN-B75R251AB4 T hacke
WIN-875R251404 T hacks
WIN-875R251494 T hacke

4688 Microsoft-Windows Process Creation
4689 Microsoft-Windows| Process

MA

11:16:50 PR NfA

5-1-5-21-773804565-1744777611-616028847-500
Adminktrator

5-1-5-21-773804565-1744777611-616028847-1110
evicomputerss
HACKER

Attrbutes:
SAM Account Nama:
Display Name:

User Principal Name:
Home Directory:
Home Drive:

Script Path:

Profie Path:

User Warkstabions:
Password Last Set:
Account Expires:
Prirary Group 1D:
AlowedToDelegate To:
Old UAC Value:
Mew UAC Value:
User Account Co

avicomputerss

:mmzz 11:17:21 PM
<never>
513

0x80
ntrol:
n Trust Account’ - Enabled

rkstato

[ https://systemweakness.com/krbrelayup-attack-and-detection-6fcd491af4fc :q1jn]

:evilcomputer5$ 112y Kerberos oy ninnxnn N

04-May-22
04-May-22

Vindows! Kerberos Authenticat! N/A

€, Audt Success 233 Ph 4703 Mcrosoft-Windows Token Right Adjusted N/A
Description

A Kerberos authentication ticket (TGT) was requested.

11: WIN-87SR2S1A94 T.hacke

<

Account Information:

Account Name: evicomputerSs

Suppled Reaim Name:  hacker.ab

User ID: $-1-5-21-773894565-1744777611-616028847-1110
Service Information:

Service Name: krbtgt

Service ID: $-1-5-21-773894565-1744777611-616028847-502
Network Information:

Clent Address: £280::6967:5323:4beb:4956

Clent Port: 54276
Addttional Informaton:

Ticket Options: 0x40800010

Resuk Code: 0x0

Ticket Encrypton Type: 0x12

Pre-Authentication Type: 2
Certficate Information:

Certificate Issuer Name:

Certificate Serial Number:

Certficate Thumbprint:
Certficate information & only provided ff 2 was used for pr
Pre-authentication types, ticket options, encryption types and resuk codes are defined n RFC 4120.

ooy

[ https://systemweakness.com/krbrelayup-attack-and-detection-6fcd491af4fc :ipn]

:evilcomputer5$ Niyxnx1 INK [12wN7 Service Ticket Nwpa

04-May-22

4769 | Microsoft-Windows{ Kerberos Service Ticki N/A

WIN-875R25IAS4T hacks|

04-May-22 4769 Mcrosoft-Windows Kerberos Service Ticki N/A WIN-875R2SIAS4 T.hacke
Q, Audit Success 04-May-22 4768 Microsoft-Windows Kerberos Authenticati N/A WIN-87SR2SIAG4 T.hacke -
Description x

A Kerberos service ticket was requested.

Account [nformation:

Account Nama: evicomputerSSGHACKER.LAB

Account Doman: HACKER.LAB

Logon GUID: {8894865F-3197-85CE-BOEC-ESIEBIFNH2AB)
Service Informaton:

Service Name: WIN-875R2SIA94TS

Service ID: §-1-5-21-773894565-1744777611-616028847-1000
Network Information:

Clent Address: fe80::6967:5323:4beb:4956

Clent Port: 54278
Addtional Information:

Ticket Options: 0x40820010

Ticket Encryption Type: 0x12

Falure Code: 0x0

Transted Services:

evicomputer 5S$@HACKER.LAB

Th event & generated every tme ccess s requested to 3 resource such 35 3 computer o 3 Windows service. The senvice name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields in each event. The logon event occurs on the machine that was accessed, which is often a dfferent machine than the
domain controler which ssued the service ticket,

Ticket options, encryption types, and falure codes are defined in RFC 4120.

[ https://systemweakness.com/krbrelayup-attack-and-detection-6fcd491af4fc :nipn]
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nid'o

M72 N1 MAT 'N LN DINNA 72X NMWON 'M71 nopnn nawnl Kerberos Relay ,20 7 qwna
1IX DYD 72 X,['0I7N7 NVAINNA RIN TR NVAIXA NI' INYN DXY 2IYN7 D01 1IX DY [InN "MYOR
DA ,D1N 700 Y1anT7 n710' NOPNNNY 'AN7 X'N NIIDIN NYIAN .DINT 11907 TWONR 'R WTNN D720

JI9X X7 XIn DX

N"ya oy NTTINNN Flow-N DX 1120 ,N9NNN DX 11YX¥2 DNIYYARA 071710119 NNd] 11Y21 1NXKN]
nnd) Kerberos Relay 191 [an71 NINt? 1721 n9pnn? 0"'9'¥90 0'75 111dn Kerberos-2 SPN-n

.Qwony

DY DININAY D'RYIAN 722 'Nyal X7 (11N James Forshaw 7w anxnn NX XNp? nx'7nn p ax

.(SYSTEM-7 nIxwnn Nn70n 1nd) Relay-n WNX7 y¥xannw *7nnn 2y X7 [amoi

,0'721710N9 TIY NpPNY7 ,Kerberos Relay 7y ni* XNi77 Nix1? 07 0% '"MN7xnw nlpn TIXA IR
720 NIO7I9TR NNTANN DR Y'Y DIIANA DTP7 71N N9PNNN NIX Y¥I7 NIDO0N D'DOT NIXNYT

© .97 TV "D 7Y ITVIY W [ntn

ALORP Ly et

(nmnxn [Han Ty v'y |3.IYJ3) om=Tn o'xwnYy oy

e NTLM - https://en.hackndo.com/pass-the-hash/#protocol-ntim

e NTLM Relay - https://en.hackndo.com/ntim-relay/

e Kerberos - https://www.techtarget.com/searchsecurity/definition/Kerberos

https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%91%D7%A8%D7%95%D7%A1 (%D7%A4%D7%A

8%D7%95%D7%98%D7%95%D7%A7%D7%95%D7%9C)

:0"'TOIN NN
:(lunon +) 'monnon 1'7v1 Kerberos Relay-1 nynn 'mann 1nxnn

e James Forshaw, Project Zero - https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-

authentication-relay.html

o Video: https://www.youtube.com/watch?v=yXZQOKKI8nO

e Relaying Kerberos over DNS - https://dirkjanm.io/relaying-kerberos-over-dns-with-krbrelayx-and-

mitm6
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https://en.hackndo.com/pass-the-hash/#protocol-ntlm
https://en.hackndo.com/ntlm-relay/
https://www.techtarget.com/searchsecurity/definition/Kerberos
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%91%D7%A8%D7%95%D7%A1_(%D7%A4%D7%A8%D7%95%D7%98%D7%95%D7%A7%D7%95%D7%9C)
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%91%D7%A8%D7%95%D7%A1_(%D7%A4%D7%A8%D7%95%D7%98%D7%95%D7%A7%D7%95%D7%9C)
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://www.youtube.com/watch?v=yXZQ0KKI8n0
https://dirkjanm.io/relaying-kerberos-over-dns-with-krbrelayx-and-mitm6/
https://dirkjanm.io/relaying-kerberos-over-dns-with-krbrelayx-and-mitm6/
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0"

https://github.com/ShorSec/KrbRelayUp

https://github.com/cube0x0/KrbRelay

https://github.com/dirkjanm/krbrelayx

:0"753n 7Y VN'OI AT

https://vuls.cert.org/confluence/pages/viewpage.action?pageld=102793321

https://www.youtube.com/watch?v=KcTIN6Wy1AM&t=897s - Kerberos Relaying (KrbRelayUp) Attack

& Detection

https://www.youtube.com/watch?v=DmYOmNOfCTU - KrbRelayUp Privilege Escalation | Threat

SnapShot

https://posts.bluraven.io/detecting-kerberos-relaying-e6be66fa647c

https://systemweakness.com/krbrelayup-attack-and-detection-6fcd491af4fc

:MVOPIN

DCOM Relay: https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-

relaying.html
PetitPotam:

o https://github.com/topotam/PetitPotam

o https://cyberint.com/blog/techtalks/petitpotam-ntim-relay-attack/#REFERENCES
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https://github.com/ShorSec/KrbRelayUp
https://github.com/cube0x0/KrbRelay
https://github.com/dirkjanm/krbrelayx
https://vuls.cert.org/confluence/pages/viewpage.action?pageId=102793321
https://www.youtube.com/watch?v=KcTJN6Wy1AM&t=897s
https://www.youtube.com/watch?v=DmYOmNOfCTU
https://posts.bluraven.io/detecting-kerberos-relaying-e6be66fa647c
https://systemweakness.com/krbrelayup-attack-and-detection-6fcd491af4fc
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://github.com/topotam/PetitPotam
https://cyberint.com/blog/techtalks/petitpotam-ntlm-relay-attack/#REFERENCES

