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˸ˣˮˣ˶˸˲ ˧˶ˠ˸˞ Flare-On 2023 

˸˞ˬ ˧˪˞ ˧˵˯˵ 

 

ˢˬˡ˵ˢ 

˪˩˟ ˢˮ˷ ˸ˣ˟˧˟˯˟ ˷ˡˣ˥ ˶˟ˣ˦˵ˣ˞ ˸˴ˣ˟˵ FLARE ύFront Line Applied Research and Expertise ό˸˶˟˥˟ 

Google ύ˶˟˰˷˪ Mandiant ό˸ˬ˯˶˲ˬ ˸˶ˡ˯ ˫˧˶ˠ˸˞ ˫˷˟ Flare-On Φ˫˧˶ˠ˸˞ˢ ˫˧ˡ˵ˬ˸ˬ ˟πReverse 

Engineering xπMalware Analysis Σ˭ˣˮˠ˯˟ CTF Σ˸ˬ˶˟ˣ ˧˷ˣ˵ ˸˩˪ˣˢ ˢ˪ˡˠˣ Φˢˮ˷ˢ ˞˧ˢ ˢˮ˷ˢ ˸˧˶˧˷˰ˢ 

ˢ˟˷ ˫˧˶ˠ˸˞ˢ ˫˧ˬ˯˶˲˸ˬ ˧ˡ˩ˣ ˭˧˧˴˪ ˸˞ˤ Σ˸˴ˣ˟˵ FLARE ˢˬ˷ ˢˬ˴˰˪ ˢ˶˦ˬ˪ ˶ˣ˴˧˪ ˸˞ ˸˶ˡ˯ ˫˧˶ˠ˸˞ˢ 

ˢ˷˵ˢ ˶˸ˣ˧˟ ˡ˰ ˢ˩ Φ˭˩˞ˣ Σ˶ˣ˰˧˷ ˫˧˲˸˸˷ˬˢ ˣ˶˸˲˷ ˸˞ ˪˩ ˫˧˶ˠ˸˞ˢ ˢˮ˷ˢ ˢ˧ˢ ˨ˣˬˮˢ ˶˸ˣ˧˟ ˧˞ ˫˰˲Φ 

ˢˮ˷ˢ Σπ˟м ˶˟ˣ˦˵ˣ˞˟ Σˣˬ˯˶ˣ˲ мо ˫˧˶ˠ˸˞ Φ˸ˣ˶˥˸ˢ ˢˬ˧˧˵˸ˢ ˨˷ˬ˟ с ˸ˣ˰ˣ˟˷ Σˣ˲˸˸˷ˢ ˢ˟ нтму 

˫˧ˮ˵˥˷ ˪˩ˬ ˫˪ˣ˰ˢ Σ˫˩ˣ˸ˬ нмф ˣ˥˧˪˴ˢ ˶ˣ˸˲˪ ˸˞ ˪˩ мо ˫˧˶ˠ˸˞ˢ Σ˫˩ˣ˸ˬˣ с ˪˞˶˷˧ˬΦ 

 

˶ˬ˞ˬ˟ ˢˤ ˠ˧˴˞ ˸˞ ˸ˣˮˣ˶˸˲ˢ ˧˪˷ ˫˧˶ˠ˸˞˪ ˸˞ˣ ˢ˷˧ˠˢ ˧˪˷ ˶˵˥ˬ˪ ˪˩˟ ˡ˥˞ ˫ˢˬΦ 

˪˩ ˫˧˴˟˵ˢ ˣ˵˲ˣ˯˷ ˫˰ ˫˧˶ˠ˸˞ˢ ˫˧˞˴ˬˮ ˭˞˩ Φ˸˞ ˫˧˴˟˵ˢ ˧˸˶˴˧˷ ˨˪ˢˬ˟ ˭ˣ˶˸˲ ˫˧˶ˠ˸˞ˢ ˭˸˧ˮ ˞ˣ˴ˬ˪ 

˭˞˩ Σ˫ˢ˧ˮ˧˟ ˷˧ ˧˴˟˵ .idb Σ˧˴˟˵ ˡˣ˵ Σˡˣ˰ˣΦ 

ˢ˞˧˶˵ ˢˮˢˬΗ 

http://flare-on.com/files/Flare-On10_Challenges.zip
https://github.com/elikaski/Flare-On10
https://github.com/elikaski/Flare-On10
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˶ˠ˸˞ м π X 

Welcome to the 10th Annual Flare-On Challenge! 

{ǘŀǘƛǎǘƛŎŀƭƭȅΣ ȅƻǳ ǇǊƻōŀōƭȅ ǿƻƴΩǘ ŦƛƴƛǎƘ ŜǾŜǊȅ ŎƘŀƭƭŜƴƎŜΦ 9ǾŜǊȅ ƧƻǳǊƴŜȅ ǘƻǿŀǊŘ ŜȄŎŜƭƭŜƴŎŜ ǎǘŀǊǘǎ 

somewhere though, and yours starts here. Maybe it ends here too. 

¢Ƙƛǎ ǇŀŎƪŀƎŜ Ŏƻƴǘŀƛƴǎ Ƴŀƴȅ ŦƛƭŜǎ ŀƴŘΣ L ŎŀƴΩǘ ōŜƭƛŜǾŜ ƛΩƳ ǎŀȅƛƴƎ ǘƘƛǎΣ ŎƭƛŎƪ ǘƘŜ ƻƴŜ ǿƛǘƘ ǘƘŜ άΦŜȄŜέ 

ŦƛƭŜ ŜȄǘŜƴǎƛƻƴ ǘƻ ƭŀǳƴŎƘ ǘƘŜ ǇǊƻƎǊŀƳΦ aŀȅōŜ ŦƻŎǳǎ ȅƻǳǊ άǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊƛƴƎέ ŜŦŦƻǊǘǎ ƻƴ ǘƘŀǘ 

one too. 

˶ˠ˸˞˟ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˶˲˯ˬ ˫˧˴˟˵Υ 

 

˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ X.exe ˰˧˲ˣˬ ˨˯ˬˢ ˞˟ˢΥ 
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ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˳ˣ˥˪˪ ˪˰ ˫˧˶ˣ˸˲˩ˢ ˶ˣ˥˟˪ˣ ˸˞ ˶˲˯ˬˢ ˰˧˲ˣ˧˷ ˪˰ ˸ˠˣ˴˸ ˫˧˶˲˯ˬˢ Σ˱˯ˣˮ˟ˣ ˳ˣ˥˪˪ ˪˰ ˶ˣ˸˲˩ 

ˢ˪˧˰ˮˢ ˧ˡ˩ ˵ˣˡ˟˪ ˫˞ˢ ˶˲˯ˬˢ ˣˮ˶˥˟˷ ˭ˣ˩ˮΦ 

ˡˣˠ˧ˮ˟ ˢ˴˰˪ ˶ˣ˞˧˸ˬ ˶ˠ˸˞ˢ Σ˳˟ˣ˵ˢ ˪˧˩ˬ˷ ˸˞ ˢ˵˧ˠˣ˪ˢ ˪˷ ˵˥˷ˬˢ ˞ˣˢ X.dll ˞˪ˣ X.exe Φˣˢˤ ˳˟ˣ˵ .NET 

˭˩˪ˣ ˥˸˲ˮ ˣ˸ˣ˞ ˟πdnSpy Σˣˢˤ˷ ˧˪˩ ˥ˣ˸˧ˮ˪ ˧˴˟˵ .NET Φˢ˵˧ˠˣ˪ˢ ˸˰˴˟˸ˬ˷ ˢ˴˧˥˪˟ ˪˰ ˶ˣ˸˲˩ ˢ˪˧˰ˮˢ 

˸˞˴ˬˮ ˟πstruct ˫˷˟  <_lockButton_Click>d__14˞˴ˬˮ˷ ˨ˣ˸˟ ˢ˵˪˥ˬˢ Game1Υ 

 

ˢ˶ˣ˷˟ но ˡˣ˵˟ ˫˧˞ˣ˶ ˶˲˯ˬˢ˷ ˷˵ˣ˟ˬˢ ˞ˣˢ пн Σ˫˧˯˧ˮ˩ˬ˷˩ˣ ˣ˸ˣ˞ ˫˧˪˟˵ˬ ˸˞ ˪ˠˡˢΥ 

 

ˢ˷˰ˬ˪ ˪ˠˡˢ ˰˧˲ˣˬ ˢ˶ˣ˴˟ plaintext ˢ˸ˣ˞˟ ˢ˧˴˵ˮˣ˲ˢ ˭˩˪ˣ ˶˷˲˞ ˦ˣ˷˲ ˵˧˸˰ˢ˪ ˣ˸ˣ˞ ˨ˣ˸ˬ ˡˣ˵ˢΦ ˪ˠˡˢ 

˞ˣˢΥ  

glorified_captcha@flare-on.com 
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˶ˠ˸˞ н π ItsOnFire 

The FLARE team is now enthusiastic about Google products and services but we suspect there is 

more to this Android game than meets the eye. 

˟˶ˠ˸˞ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸˞ ˳˟ˣ˵ˢ ItsOnFire.apkΦ 

 ˠˣ˯ˬ ˳˟ˣ˵ ˣˢˤAndroid Package ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˧˸˶˥˟ ˣ˸ˣ˞ ˥˸ˮ˪ ˧ˡ˩ .ˡ˧˞ˣ˶ˡˮ˞˪ ˢ˧˴˵˧˪˲˞ ˶ˬˣ˪˩ ,

JADX  ˰˴˟ˬ˷decompilation  ˪˷APK  ˡˣ˵˪Java. ˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˟πJADX ˪˩˸˯ˮˣ ˪˰ ˡˣ˵ˢ ˞˴ˬˮ˷ 

˸˥˸ Source code/com/secure.itsonfireΥ 

 

˧˲˪ ˸ˣˬ˷ˢ ˪˷ ˸ˣ˵˪˥ˬˢ Σˢ˞˶ˮ˩ ˶˟ˣˡˬ˷ ˞˯˶ˠ˟ ˪˷ ˵˥˷ˬˢ Space Invaders Φ 

  

https://github.com/skylot/jadx
https://github.com/skylot/jadx
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ˢ˵˪˥ˬ ˢˬ˷˷ ˢ˞˶ˮ ˭˧˧ˮ˰ˬ ˞˧ˢ MessageWorker Σ˸˷˶ˣ˧˷ ˬπFirebaseMessagingServiceΥ 

 

ˢ˵˪˥ˬ˟ ˢ˷˰ˮ ˷ˣˬ˧˷ ˟˸ˣˤˣ˶˥ˬ ˨ˣ˸ˬ ˢ˵˪˥ˬˢ R ,˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˸ˣ˞ ˳˟ˣ˵˟ res/values/strings.xml 

˞˴ˬˮ˷ ˸˥˸ Resources/resources.arscΥ 
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ˢ˵˪˥ˬ˟ R ˭ˮ˷˧ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ Σ˪˷ˬ˪ ˸ˤˣ˶˥ˬˢ Ϧc2 Ϧˢ˪˧˩ˬˣ: Ϧhttps://flare-on.com/evilc2server Ϧ

ˣ˞ ˸ˤˣ˶˥ˬˢ ˢˬ˷˷ Ϧalg Ϧˢ˪˧˩ˬˣ ϦAES/CBC/PKCS5Padding Ϧˡˣ˰ˣΦ 

ˢ˵˪˥ˬˢˬ MessageWorker ˫˧˞˶ˣ˵ ˸ˣ˧˴˵ˮˣ˲˪ ˶˲˯ˬˬ ˸ˣ˵˪˥ˬ ˸ˣ˶˥˞ Φ˪˷ˬ˪ Σˢ˧˴˵ˮˣ˲˟ onNewToken 

˫˧˶˴ˣ˧ ˸ˤˣ˶˥ˬ ˢ˪˧˩ˬ˷ ˸˟ˣ˸˩ URL ˸˯˯˟˸ˬ˷ ˪˰ ˸ˤˣ˶˥ˬˢ Ϧc2 ΣϦ˫˧˶˴ˣ˧ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ PostByWeb 

˫˧˶˧˟˰ˬˣ x˪ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˶˴ˣˮ˷ Φˢ˵˪˥ˬ˟ PostByWeb ˢ˞˶ˮ ˷˧˷ ˭ˣ˧˯˧ˮ ˶˟˥˸ˢ˪ ˸˟ˣ˸˩˪ xʕ Σ˨˞ ˸˶˷ 

πsevilc2server ˞˪ ˸ˬ˞˟ ˫˧˧˵ Σ˪˩˟ˣ ˢ˶˵ˬ ˞˪ ˢ˞˶ˮ ˢ˶ˣ˵˷ ˣˢ˷ˬ ˶˥˞˪ ˭ˣ˧˯˧ˮ ˸ˣ˶˟˥˸ˢˢΦ 

˸ˣ˪˩˸˯ˢ˟ ˸˲˯ˣˮ ˪˰ ˢ˵˪˥ˬˢ MessageWorker ˞˴ˬˮ ˫˧˷ˬ˸˷ˬ˷ ˸ˤˣ˶˥ˬ˟ ˫˷˟ Ϧf356b Ϧˢ˵˪˥ˬˬ 

˫˷˟ Ϧaύ Ϧˢ˶ˣ˷ рл Σό˫ˠˣ ˷˧ ˢ˟ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ ˫˷˟ Ϧa Ϧˢ˵˪˥ˬˬ ˫˷˟ Ϧc.f362aύ Ϧˢ˶ˣ˷ сф Φόˢˬπ

importπ˫˧ ˸˪˧˥˸˟˷ ˢ˵˪˥ˬˢ MessageWorker ˭˸˧ˮ ˸ˣ˞˶˪ ˧˸˷˷ ˸ˣ˵˪˥ˬ ˢ˪˞ ˸ˣ˞˴ˬˮ ˸˥˸ ˢ˪˧˟˥ 

ύpackage ό˫˷˟ ϦfΦϦ 

˫˞ ˭˥˟ˮ ˸˞ ˢ˪˧˟˥ˢ f Σˢ˪ˠˮ ˷˧˷ ˢ˟ ˶˲˯ˬ ˸ˣ˵˪˥ˬ ˸ˣ˪˧˩ˬ˷ ˢ˵˧ˠˣ˪ ˸ˮ˧˧ˮ˰ˬ Σ˭ˢˬˣ ˢ˵˪˥ˬˢ b ˸˯˲ˣ˸ 

˸˞ ˸ˬˣ˷˸ ˣˮ˟˪ ˡ˥ˣ˧ˬ˟ ˭ˣˣ˧˩ˬ ˷˧˷ ˢ˟ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˶ˣ˷˵˷ ˢˮ˲˴ˢ˪Υ 
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˸ˣ˪˩˸˯ˢˬ ˪˰ ˡˣ˵ˢ ˪˷ ˢ˵˪˥ˬˢ b ˭˸˧ˮ ˭˧˟ˢ˪ ˸˞ ˫˧˶˟ˡˢ ˫˧˞˟ˢΥ 

¶ ˢ˧˴˵ˮˣ˲ˢ a ˸˪˟˵ˬ ˨˶˰ˬ ˫˧˸˟ ˢ˶˧ˤ˥ˬˣ ˸˞ ˨˶˰ sπCRC32 ˣ˪˷Φ 

¶ ˢ˧˴˵ˮˣ˲ˢ b ˸˪˟˵ˬ ˸ˤˣ˶˥ˬ ˢ˪˧˩ˬ˷ ˠˣ˯ ˢˮ˲˴ˢ Σ˨˶˰ˬ ˫˧˸˟ Σ˥˸˲ˬ ˢˮ˲˴ˢ xπIV Σ˸˰˴˟ˬ ˥ˣˮ˰˲ ˪˷ 

˨˶˰ˬˢ ˧˲˪ ˫˧˶˦ˬ˶˲ˢ ˢ˪˟˧˵˷ Σˢ˶˧ˤ˥ˬˣ ˸˞ ˢ˞˴ˣ˸ˢ ύ˶˦ˬ˶˲ˢ н ˢ˞˧˶˵˟ ˪πcipher.init ˢ˶ˣ˷˟ рл 

˫˧˞˸ˬ ˨˶˰˪ Cipher.DECRYPT_MODEΦό 

¶ ˢ˧˴˵ˮˣ˲ˢ c ˞˧ˢ ˸˧˶˵˧˰ˢ π ˞˧ˢ ˢˮ˧˩ˬ ˸˞ ˫˧˶˦ˬ˶˲ˢ ˶˞˷˪ ˸ˣ˧˴˵ˮˣ˲ˢ Σ˸˞˶ˣ˵ ˭ˢ˪ Σˢ˶˧ˤ˥ˬˣ 

˦˵˧˧˟ˣ˞ ˥ˮ˰ˣ˲ˬ ˠˣ˯ˬ FileΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ d ˸˪˟˵ˬ context Σˣˮˬˬ ˞˧ˢ ˸˥˵ˣ˪ ˸˞ ˧˩˶˰ ˸ˣˤˣ˶˥ˬˢ Σ˸˟˷˥ˬˣ ˭ˢˬ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ 

ˢ˶˧ˤ˥ˬˣ ˣ˸ˣ˞Φ 

¶ ˢ˧˴˵ˮˣ˲ˢ e ˸˪˟˵ˬ ˯˵ˡˮ˧˞ ˪˷ resource Σ˸˞˶ˣ˵ ˸˞ ˭˩ˣ˸ˢ ˣ˪˷ ˢ˶˧ˤ˥ˬˣ ˣ˸ˣ˞Φ 

 

ˢ˯ˮˮ ˸ˣ˵˥˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ c ˥ˮ˰˲˪ˣ ˣˮˬ˴˰˟ ˸˞ ˢˬ ˞˧ˢ˷ ˸˥ˮ˰˲ˬΦ 

мΦ ˢ˧˴˵ˮˣ˲ˢ ˸ˮ˰ˣ˦ resource Σ˸˞˷ ˯˵ˡˮ˧˞ˢ ˣ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˶˦ˬ˶˲˩ Φ˫˞ ˟ˣ˵˰ˮ ˧˶˥˞ ˶˦ˬ˶˲ˢ 

ˢˤˢ ˢ˞˶ˮˣ ˭˩˧ˢˬ ˞ˣˢ ˰˧ˠˬ Σˢ˪ˠˮ ˞ˣˢ˷ ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢˬ Ϧa Ϧˢ˵˪˥ˬ˟˷ Ϧcύ Ϧ˫ˠ˷ ˢ˪˧˟˥˟ f Σόˣ˩˶˰ˣ 

˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡ˥˞ ˫˧˧ˮ˷ˢˬ ΥR.raw.ps x˞ R.raw.iv Φ˞˧˴ˣˮ ˣˮˬ˴˰˟ ˸˞ ˧ˮ˷ sπresourceπ˫˧ ˣ˪˞ˢ ˪˰ ˧ˡ˧ 

ˢ˴˧˥˪ ˪˰ File->Save All Σ˸˶˧˥˟ ˸˧˧˵˧˸ ˡ˰˧ˢ Σˤ˞ˣ ˧ˮ˷ sπresourceπ˫˧ ˣ˪˞ˢ ˫˧˶ˬ˷ˮ ˢ˧˵˧˸˟ 

resources\res\ rawΦ 

нΦ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ d Φ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 

 

ˢ˧˴˵ˮˣ˲ˢ d ˸˰˴˟ˬ ˨ˣ˸˧˥ ˶ˣ˟˧˥ˣ ˪˷ ˸ˣˤˣ˶˥ˬˢ w1 xπc2 ˭ˢ˧˩˶˰˷ Ϧwednesday ϦπxϦhttps://flare-

on.com/evilc2server/report_token/report_token.php?token ϦҐˢˬ˞˸ˢ˟Φ 
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˪˵ ˭˧˟ˢ˪ ˶˥˞˪˷ ˢ˶ˣ˷ ус Σ˨˶˰ˢ ˪˷ sb2 ˞ˣˢ Ϧs://fldne ΦϦ˫˧˴˧˶ˬ ˪˰ ˨˶˰ˢ ˢˤˢ ˸˞ ˢ˧˴˵ˮˣ˲ˢ a Σ

˞˧ˢ˷ ˫˴˰˟ ˟ˣ˷˧˥ CRC32 Φˢ˞˴ˣ˸ˢ ˞˧ˢ прлуолрот Φ˶˥˞˪ ˢ˶ˣ˷ фп Σ˨˶˰ˢ ˪˷ sb4 ˞ˣˢ 

Ϧ450830537450830537 ΦϦ˱ˣ˯˟˪ˣ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˤ˥ˬ ˸˞ ˸ˤˣ˶˥ˬˢ ϦпрлуолротпрлуолрΦϦ 

оΦ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˸˞ ˸ˤˣ˶˥ˬˢ alg ˢ˩˶˰˷ ϦAES/CBC/PKCS5Padding ΣϦ˸˞ˣ ˸ˤˣ˶˥ˬˢ iv ˢ˩˶˰˷ 

ϦabcdefghijklmnopΦϦ 

пΦ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ b ˫˰ ˸˰˟˶˞ ˫˧˶˦ˬ˶˲ˢ ˣ˟˷ˣ˥˷ ˫˧˟˪˷˟ м-о Φ˸˞˴ˣ˸ ˥ˣˮ˰˲ˢ ˸˶ˬ˷ˮ 

˨˶˰ˬ˟ b2Φ 

рΦ ˢ˧˴˵ˮˣ˲ˢ ˸˟˸ˣ˩ ˸˞ ˸˞˴ˣ˸ ˥ˣˮ˰˲ˢ ˳˟ˣ˵˪Φ 

˷˧ ˣˮ˪ ˸˞ ˪˩ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˧ˡ˩ ˥ˮ˰˲˪ ˸˞ sπresourceπ˫˧ ˣˮˬ˴˰˟ Φ˭˪ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˢ˷ˣ˰˷ ˸˞ˤΥ 

def decrypt ( filename ):  
    print ( "decrypting" , filename)  
    data = open(filename, "rb" ). read ()  
     
    # function d  
    import binascii  
    a = "https://flare - on.com/evilc2server/report_token/report_token.php?token="  
    b = "wednesday"  
    sb2 = a[ 4: 10] + b[ 2: 5]  
    a2 = binascii. crc32 (sb2. encode())  
    sb4 = str (a2) + str (a2)  
    d_result = sb4[: 16]  
     
    key = d_result. encode()  
    iv = b"abcdefghijklmnop"  
     
    from Crypto.Cipher import AES 
    # "AES/CBC/PKCS5Padding" 
    cipher = AES.new(key, AES.MODE_CBC, iv) 
    decrypted = cipher. decrypt (data)  
    open(filename + ".decrypted.png" , "wb" ). write (decrypted)  
 
decrypt ( "iv.png" )  
decrypt ( "ps.png" )  

˶˥˞˪ ˸˴˶ˢ ˡˣ˵ˢ ˫˧˪˟˵ˬ ˢˬπresource ˣˬ˷˷ ps.png ˸˞ ˢˮˣˬ˸ˢΥ 
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ˢˬˣπresource ˣˬ˷˷ iv.png ˸˞ ˢˮˣˬ˸ˢΥ 

 

˪ˠˡˢ ˞ˣˢΥ 

Y0Ur3_0N_F1r3_K33P_601N6@flare-on.com 

 

 

˶ˠ˸˞ о π mypassion 

This is one of those ones that will work under the right circumstances, Steve. May I call you 

Steve? Before you take to twitter complaining about a broken challenge, think about how you 

can be the change you want to see in the world, Steve. 

˟˶ˠ˸˞ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸˞ ˳˟ˣ˵ˢ mypassion.exeΦ 

˫˧˥˸ˣ˲˷˩ ˣ˸ˣ˞ ˟πIDA Pro ˫˧˞ˣ˶ ˢ˧˴˵ˮˣ˲˟˷ main Σˢ˸˟ˣ˸˩˷ 0x140001020 Σˢ˵˧ˡ˟ˢ ˢˮˣ˷˞˶ˢ ˞˧ˢ ˷π

argc ˢˣˣ˷ ˪πн Φ˶ˬˣ˪˩ ˨˧˪ˢ˸ˢ ˢ˲˴ˬ ˪˟˵˪ ˦ˮˬˣˠ˶˞ ˟πcommand line Φ˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˸˞ 

˦ˮˬˣˠ˶˞ˢ ˭ˣ˷˞˶ˢ ˸˵ˡˣ˟ˣ ˞ˣˢ˷ ˡˬˣ˰ ˫˧ˮˣ˧˶˦˧˶˵˟ ˫˧˞˟ˢΥ 

мΦ ˣ˸ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ϥлΦϥ 

нΦ ˣ˸ˢ ˧˷˧˪˷ˢ ˡˣ˰ˣ п ˫˧ˬ˰˲ ˣ˸ˢ ˧ˮ˷ˢ ˢˣˣ˷ ˨˶˰˪ нфрΦ 

оΦ ˣ˸ˢ ˧˷˧˷ˢ ˞ˣˢ ϥRΦϥ 

˶˥˞˪ ˭˩ˬ ˢˮ˷˧ ˢ˞˧˶˵ ˪πVirtualAlloc Σ˶˷˞˩ ˣ˸ˢ ˧˰˧˟˷ˢ ˦ˮˬˣˠ˶˞˟ ˨˧˪ˢ˸˪ ˷ˬ˷ˬ ˶˦ˬ˶˲˩ sπ

flProtect Φ˨˷ˬˢ˟ ˫˧˵˧˸˰ˬ ˪πbuffer ˶˴ˣˮ˷ shellcode ˫˧˞˶ˣ˵ˣ x˪ Φ˭˩˪ ˶˦ˬ˶˲ˢ ˪˷ sπflProtect ˨˧˶˴ 

˸ˣ˧ˢ˪ PAGE_EXECUTE_READWRITE ˣ˩˶˰˷ 0x40 Σ˶ˬˣ˪˩ ˣ˸ˢ ˧˰˧˟˷ˢ ˨˧˶˴ ˸ˣ˧ˢ˪ ΦϥϪϥ 

ˡ˰ ˢ˩ ˦ˮˬˣˠ˶˞ ˡˬˣ˰˷ ˪˩˟ ˫˧ˮˣ˧˶˦˧˶˵ˢ ˞ˣˢ 01c??R@??????? ˪˷ˬ˪Φ 
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˧ˮ˲˪ ˢ˞˧˶˵ˢ ˪πshellcode ˫˧˷ˬ˸˷ˬ ˣ˸˟ sπмо ˦ˮˬˣˠ˶˞˟ ˷ˬ˸˷ˬˢˬ ˫˧˟˸ˣ˩ˣ ˣ˸ˣ˞ ˪πoffset 0x41 ˟π

shellcode Φ˧ˡ˩ ˭˧˟ˢ˪ ˢˤ˧˞ ˣ˸ ˨˧˶˴ ˫˷ ˠ˟ˡˮ ˸˞ ˨˧˪ˢ˸ˢ ˫˰ ˦ˮˬˣˠ˶˞ˢ ˣˮ˪˷ ˪˩˸˯ˮˣ ˪˰ sπshellcode 

˶˴ˣˮ˷Υ 

 

˸˧˟ˢ ˯˶ˡˮ˷ ˪˰ ˧ˡ˧ ˣ˸ˢ ˦ˮˬˣˠ˶˞ˢˬ ˭ˬˣ˯ˬ Φˣ˧ˮ˲˪ ˷˧ ˱˴˶ ˪˷ ˶˲˯ˬ ˸ˣˡˣ˵˲ ˢ˶ˣ˴ˢˬ: 

mov byte ptr [ rbp - x] , value  

˭ˡˣˡ˧˵˷ ˪˧˥˸ˬ ˟ C645 Σ˭˩˪ ˣ˸ˢ ˷˵ˣ˟ˬˢ ˞ˣˢ ˣ˸ˢ ˣ˩˶˰˷ 0x45 ˶ˬˣ˪˩ ˣ˸ˢ ϥEϥΥ 

 

˫˞ ˫˧˩˧˷ˬˬ ˠˣ˟˧ˡ˟ ˪˷ sπshellcode ˫˧˪ˠˬ ˞ˣˢ˷ ˶˴ˣ˧ ˪˰ ˸˧ˮ˯˥ˬˢ ˸˞ ˸ˤˣ˶˥ˬˢ ϦbrUc3 Ϧˢˣˣ˷ˬˣ ˢ˸ˣ˞ 

˫˧ˣˣ˸˪ sπу ˡ˰ sπмн ˦ˮˬˣˠ˶˞˟ Φ 

˭˩˪ ˡ˰ ˢ˩ ˦ˮˬˣˠ˶˞ ˡˬˣ˰˷ ˪˩˟ ˫˧ˮˣ˧˶˦˧˶˵ˢ ˞ˣˢ: 01c??R@brUc3EΦ 
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˶˥˞˪ ˸ˣ˵˧ˡ˟ ˣ˪˞ Σˢ˧˴˵ˮˣ˲ˢ main ˢ˶˧ˡˠˬ struct ˪˧˩ˬ˷ ˫˧˰˧˟˴ˬ ˸ˣ˧˴˵ˮˣ˲˪ ΦStruct ˢˤ ˢˣˣ˪˧ ˣˮ˸ˣ˞ 

˨˷ˬˢ˟ ˶ˠ˸˞ˢ Σ˞ˣˢ ˶˟˰ˣˬ ˦ˮˬˣˠ˶˞˩ ˪˩˪ ˫˧˟˪˷ˢ ˫˧˞˟ˢ Φ ˢ˧˴˵ˮˣ˲ˢ˷ ˭ˣ˶˥˞ˢ ˶˟ˡˢmain  ˞ˣˢ ˢ˷ˣ˰

ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸˟ˣ˸˩˟˷ 0x1400013E0 Σ˞˶˵ˮ ˢ˪ stage_2 Σ˫˰ ˶˦ˬ˶˲ ˞ˣˢ˷ sπstructΦ 

ˢ˧˴˵ˮˣ˲ˢ stage_2 ˸˷˲˥ˬ ˦ˮˬˣˠ˶˞˟ ˨˧˪ˢ˸˪ ˸ˤˣ˶˥ˬ ˸˞˴ˬˮ˷ ˭˧˟ ˧ˮ˷ ˧ˣˣ˸ slash ύ/ Φόˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˬˬ 

˸˞ ˵˪˥ˢ ˭ˣ˷˞˶ˢ ˪˷ ˸ˤˣ˶˥ˬˢ ˪πint Σ˸˷ˬ˸˷ˬˣ ˵˪˥˟ ˧ˮ˷ˢ ˪˷ ˸ˤˣ˶˥ˬˢ ˫˷˩ ˪˷ ˳˟ˣ˵ Φˢ˧˴˵ˮˣ˲ˢ 

˸˶˴ˣ˧ ˸˞ ˳˟ˣ˵ˢ ˢ˸ˣ˞˟ ˢ˧˵˧˸ˢ ˨˧˪ˢ˸ˢ˷ ˣˬ˴˰ ˞˴ˬˮ Σ˸˟˸ˣ˩ˣ ˣ˧˪˞ ˭˩ˣ˸ ˥ˮ˰ˣ˲ˬ˷ ˸˶ˤ˰˟ ˵˪˥ˢ ˪˷ sπ

int ˸ˤˣ˶˥ˬ˟Φ 

˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ stage_2 ˸˷ˬ˸˷ˬ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ WinAPI ˧ˡ˩ ˥ˮ˰˲˪ ˸˞ sπ

shellcode ˞˟ˢ ˸˴˲ˣ˵ˣ ˣ˧˪˞ Φ˧ˡ˩ ˨˧˷ˬˢ˪ ˠˣ˟˧ˡ˟ ˵˲˯ˮ ˟˪˷˪ ˢˤ ˸˞ ˦ˮˬˣˠ˶˞ˢ 123test.txt Φ 

˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˡ˰ ˢ˩ ˞ˣˢΥ 01c??R@brUc3E/123test.txt/ 

˶˥˞˪ ˢ˷πshellcode ˥ˮ˰˲˸ˬ Σˢ˷˰ˮ x˪ memory dump ˳˟ˣ˵˪ ˫˷˟ stage_3.mem ˥˸˲ˮˣ ˣ˸ˣ˞ ˟πIDA 

Pro Φ˭˪ˢ˪ ˡˣ˵ˢΥ 

 

ˡˣ˵ˢ ˪˧˩ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ stage_3 ˡ˟˪˟ Σ˞˧ˢ ˸˥˵ˣ˪ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˧˷˧˪˷ˢ ˭˧˟˷ ˧ˣˣ˸ slash Σˢ˶˧ˬˬ ˣ˸ˣ˞ 

π˪int ˯˧˯˟˟ п Σ˸˟˷˥ˬ ˸˞ ˨˶ˣ˞ ˶˞˷ ˸ˤˣ˶˥ˬˢ ˦ˮˬˣˠ˶˞˟˷ Σˢˣˣ˷ˬˣ ˭˧˟ ˸ˣ˞˴ˣ˸ˢ Φ˫˞ ˢ˞ˣˣ˷ˢˢ 

ˢ˥˧˪˴ˬ ˤ˞ ˰˴˟˸ˬ Sleep ˪˷ ˶˲˯ˬ ˸ˣ˧ˮ˷ ˨˶˰˩ ˶˲˯ˬˢ ˦ˮˬˣˠ˶˞˟˷ Σ˶˥˞˪ˣ ˭˩ˬ ˢˮ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ 

stage_4 ˳ˣ˥ˬ˷ ˪πshellcode Σ˸˟ˣ˸˩˟ 0x1400018B0 Φ˧ˡ˩ ˶ˣ˟˰˪ ˸˞ ˟˪˷ˢ ˢˤˢ ˵˲˯ˮ ˟˪˷˪ ˸˞ 

˦ˮˬˣˠ˶˞ˢ 1A Φ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˡ˰ ˢ˩ ˞ˣˢΥ 01c??R@brUc3E/123test.txt/1A/ 

ˢ˧˴˵ˮˣ˲ˢ stage_4 ˸˥˵ˣ˪ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˧˰˧˟˶ˢ ˭˧˟˷ ˧ˣˣ˸ slash Σ˸˵ˡˣ˟ˣ ˪˥ˢ˷ ˣ˸ˢˬ ˧ˮ˷ˢ ˞ˣˢ ˢˢˤ 

˸ˤˣ˶˥ˬ˪ Ϧpizza ΦϦ˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˸˞ ˳˟ˣ˵ˢ ˶˴ˣˮ˷ ˟˪˷˟ н Σ˸˵ˡˣ˟ˣ ˢ˷πп ˫˧˸˟ ˫˧ˮˣ˷˞˶ˢ 

ˣˮ˩ˣ˸˟ ˫ˢ 0x11333377 ύ˟πbig endian Φό 

ˠ˟ˡˮ ˸˞ ˟˪˷ ˢˤ ˸˶ˤ˰˟ ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢΥ 01c??R@brUc3E/123test.txt/1A/_pizza/ 
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ˢ˞˶ˮˣ ˢ˷πп ˫˧˸˟ ˫˧ˮˣ˷˞˶ˢ ˳˟ˣ˵˟ ˫ˢ 0x112233 Σˣˢˤ˷ ˫˴˰˟ ˶˲˯ˬˢ ˣˮ˯ˮ˩ˢ˷ ˦ˮˬˣˠ˶˞˟ ˪˷ ˟˪˷ н Φ

˫˞ ˶ˣˤ˥ˮ ˟˪˷˪ н ˢ˪ˠˮ ˫˧˟˸˩ˮ˷ ˶˲˯ˬ ˫˧˩˶˰ ˫˧˟ˣ˷˥ ˳˟ˣ˵˪ Σˣˬ˩ ˨˶˰ sπTickCount Σ˶˲˯ˬˣ ˫ˣ˧ˢ 

˷ˡˣ˥˟ ύ˶˲˯ˬ ˭˧˟ м ˪πом όˡˣ˰ˣ ˨˶˰ˢ ˰ˣ˟˵ˢ 0x1F Φ˨˷ˬˢ˟ ˢ˧˴˵ˮˣ˲ˢ stage_4 Σ˶˥˞˪ ˢ˵˧ˡ˟ˢ ˪˷ п 

˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˳˟ˣ˵˟ Σ˸˥ˮ˰˲˸ˬ ˸ˤˣ˶˥ˬˢ Ϧpr.ost Ϧˢˮ˷˧ˣ ˢ˵˧ˡ˟ ˸ˤˣ˶˥ˬ˷ xʕ ˢˢˤ ˵˪˥˪ ˸ˤˣ˶˥ˬˢ 

ˢ˯ˮ˩ˣˢ˷ ˟˪˷˟ н Φ˭˩˪ ˦ˮˬˣˠ˶˞ˢ ˭ˣ˩ˮˢ ˟˪˷˪ н ˨˧˶˴ ˸ˣ˧ˢ˪ 1337pr.ostΦ 

˶˥˞˪ ˢ˵˧ˡ˟ xʕ ˢˮ˷˧ ˢ˵˧ˡ˟ ˪˷ ˨˶˰ sπTickCount ˧˥˩ˣˮˢ ˪ˣˬ ˨˶˰ sπTickCount ˞˶˵ˮ˷ ˳˟ˣ˵ˢˬ Σˡˣ˰ˣ 

уллл Φ˶ˬˣ˪˩ ˢˮ˷˧ ˢ˵˧ˡ˟ ˣ˶˟˰˷ у ˸ˣ˧ˮ˷ ˟˪˷ˬ н ˟˪˷˪ п Φ˨˶ˣ˴˪ ˨˩ ˶ˣˤ˥ˮ ˭˵˸ˮˣ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˟˪˷˪ о Σ

˰˧˲˷ˬ˷ ˪˰ ˨˶˰ sπSleep Σ˸ˣ˧ˢ˪ у Φ˶ˣ˩ˤ˩ Σ˸ˤˣ˶˥ˬˢ ˸˶ˬˣˬ ˶˲˯ˬ˪ ˯˧˯˟˟ п Σ˭˩˪ˣ ˦ˮˬˣˠ˶˞ˢ ˟˪˷˪ н 

˨˧˶˴ ˸ˣ˧ˢ˪ ˪˷ˬ˪ 20AAAAAAAAΦ 

˟ˣ˪˧˷ˬ ˸ˣ˵˧ˡ˟ ˢ˪˞ Σˢˮ˟ˮ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˡ˰ ˢ˩Υ 

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/_pizza/ 

˱ˣ˯˟ stage_4 ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ stage_5 ˢ˸˟ˣ˸˩˷ 0x140002170 Σ˞˧ˢˣ ˢˮˣ˟ ˧ˮ˷ ˧˰˦˵ shellcode Φ

ˢ˧˴˵ˮˣ˲ˢ ˸˥˵ˣ˪ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˧˷˧ˬ˥ˢ ˭˧˟˷ ˧ˣˣ˸ sπslash Σ˸˷ˬ˸˷ˬˣ ˵˪˥˟ ˫˧˸˟ˢˬ x˟ ˧ˡ˩ ˯ˣ˶ˡ˪ ˫˧˸˟ 

˫˧ˬ˧ˣ˯ˬ ˧ˮ˷˟ ˧˰˦˵ sπshellcode Φ˱˯ˣˮ˟ Σˢ˧˴˵ˮˣ˲˟ stage_5 ˫˧˵ˡˣ˟ ˦ˮˬˣˠ˶˞˟˷ ˧˷˧ˬ˥ˢ ˣ˸ˢ ˭ˣ˷˞˶ˢ 

ˢˢˤ ˣ˸˪ sπмм Φ˧ˡ˩ ˸ˣ˞˶˪ ˸ˣ˪˵˟ ˸˞ ˫˧ˣˣ˸ˢ ˫˧˟˸˩ˮ˷ ˪πshellcode Σ˵˲˯ˮ ˟˪˷˪ ˢˤ ˸˞ ˦ˮˬˣˠ˶˞ˢ 

ΣΚΚΚΚΚΚΚΚΚΚΚΚΚΚΚΚ ˪˩˸˯ˮ ˪˰ ˡˣ˵ˢ ˶˴ˣˮ˷ ˢ˯ˮˮˣ ˭˧˟ˢ˪ ˢˬ ˡˣ˵ˢ ˶ˣˬ˞ ˸ˣ˷˰˪ Φ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˧ˮˬˤˢ 

˞ˣˢΥ 01c??R@brUc3E/1337pr.ost/20AAAAAAAA/_pizza/????????????????/ 

ˡˣ˵ˢ ˶ˣ˟˷ˢ ˶˴ˣˮ˷ ˞ˣˢΥ 
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˪˩˟ ˫ˣ˵ˬ ˰˧˲ˣˬ˷ ˸˧˟ˢ 0x3F Σ˫˧˞˸ˬ˷ ˣ˸˪  ΣϥΚϥ˦ˮˬˣˠ˶˞ˢ ˫˧˵˲˯ˬ˷ ˯˶ˣˡ ˸˞ ˣ˸ˣ˞ ˸˧˟ Φ˧˶˥˞ ˦˰ˬ 

˫˧˧ˣˮ˧˷ ˫˧ˮ˵˸ˬ˷ ˸ˣˡˣ˵˲ ˞˪ ˸ˣ˧˵ˣ˥ ˭˸˧ˮ ˸ˣ˞˶˪ ˡˣ˵ˢ˷ ˷˲˥ˬ ˟πPEB ˸˞ sπmodule kernel32.dll Φ˭˪ˢ˪ 

˫˧˧ˣˮ˧˷ˢ ˫˧˷˶ˡˮˢΥ 

¶ ˸˧˟ˢ ˭ˣ˷˞˶ˢ ˨˧˶˴ ˸ˣ˧ˢ˪ 0x65 ˧ˡ˩ ˢˡˣ˵˲ˢ˷ ˞˶˵˸ ˸˞ sπPEB ˨ˣ˸˪ raxΦ 

¶ ˸˧˟ˢ ˟πoffset 0x18 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x60 ˧ˡ˩ ˸˷ˠ˪ ˢˡ˷˪ ˫˷ sπmodule ˨ˣ˸˟ sπ 

InMemoryOrderModuleListΦ 

¶ ˸˧˟ˢ ˟πoffset 0x1D Σ˱˴˶˟ ˸ˣˡˣ˵˲ sπcmp Σ˨˧˶˴ ˸ˣ˧ˢ˪ 0x2E ˧ˡ˩ ˷˲˥˪ ˸˞ ˣ˸ˢ ˢˡˣ˵ˮ  όϥΦϥύ˧˶˥˞˷ 

˫˧ˣˣ˸ˢ ϦL32 Ϧ˱ˣ˯˟˷ ˫˷ˢ ˪˷ sπmodule KERNEL32.dllΦ 

¶ ˸˧˟ˢ ˟πoffset 0x36 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x66 ˧ˡ˩ ˢˡˣ˵˲ˢ˷ ˢ˧ˢ˸ js ˢˬˣˡ˟ ˢˡˣ˵˲˪ ˢ˧ˮ˲˪˷Φ 

¶ ˸˧˟ˢ ˟πoffset 0x50 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x52 ˧ˡ˩ ˸˷ˠ˪ ˶˟˧˞˪ ˞˟ˢ ˢˬ˧˷˶˟ ˸˶˷ˣ˵ˬˢ ˪˷ sπmoduleπ˫˧Φ 

¶ ˸˧˟ˢ ˟πoffset 0x63 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x30 ˧ˡ˩ ˶˧ˤ˥ˢ˪ ˸˞ ˰˧˟˴ˬˢ ˪πmodule ˞˴ˬˮ˷ ˟πoffset ˢˤΦ 

˶˥˞˪ ˫˧˧ˣˮ˧˷ ˣ˪˞ ˪˟˵ˮ ˸˞ ˡˣ˵ˢ ˭˧˵˸ˢΥ 

 

˭˸˧ˮ ˭˧˟ˢ˪ ˟πIDA ˢˤ˧˞ ˣ˸ ˫˧˞˸ˬ ˢˤ˧˞˪ ˫ˣ˵˧ˬ ˦ˮˬˣˠ˶˞˟ Σ˶˥˞˪ ˢ˷˰ˮ˷ ˸˞ˤ ˵˧˯ˮ ˦ˮˬˣˠ˶˞ˢ˷ ˡ˰ ˢ˩ 

˨˧˶˴ ˸ˣ˧ˢ˪Υ ?????`0R.f??e?????? 

ˢ˷˰ˮ ˸˞ ˣ˸ˣ˞ ˨˧˪ˢ˸ˢ ˟πshellcode ˧ˮ˷ˢ Φ 
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ˡˣ˵ˢ ˶ˣ˟˷ˢ ˶˴ˣˮ˷ ˞ˣˢΥ 

 

ˡˣ˵ˢ ˷˲˥ˬ ˫˷ ˪˷ ˢ˧˴˵ˮˣ˲ ˸ˬ˧˷˶˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˟˷πmodule ˣ˸ˣ˞˷ ˞ˣˢ ˪˟˵ˬ ˶˦ˬ˶˲˩ Φ˭˪ˢ˪ ˫˧˧ˣˮ˧˷ˢ 

˫˧˷˶ˡˮˢΥ 

¶ ˫˧˸˟ˢ ˟πoffset 0x18 ˫˧˩˧˶˴ ˸ˣ˧ˢ˪ 0x4D xπ0x5A ˪˧˟˷˟ ˢ˞ˣˣ˷ˢˢ ˫˰ sπmagic ϦMZΦϦ 

¶ ˸˧˟ˢ ˟πoffset 0x29 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x45 ˪˧˟˷˟ ˢ˞ˣˣ˷ˢˢ ˫˰ sπmagic ϦPEΦϦ 

¶ ˸˧˟ˢ ˟πoffset 0x6C ˨˧˶˴ ˸ˣ˧ˢ˪ 0x75 ˪˧˟˷˟ ˢˡˣ˵˲ˢ jne ˢˬˣˡ˟ ˢˡˣ˵˲˪ ˢ˧ˮ˲˪˷Φ 

¶ ˸˧˟ˢ ˟πoffset 0x8A ˨˧˶˴ ˸ˣ˧ˢ˪ 0x24 ˪˧˟˷˟ ˸˷ˠ˪ ˸˟ˣ˸˩˪ ˢ˧˴˵ˮˣ˲ˢ ˸˞˴ˬˮ˷ ˟πoffset ˢˤΦ 

¶ ˸˧˟ˢ ˟πoffset 0x92 ˨˧˶˴ ˸ˣ˧ˢ˪ 0x41 ˪˧˟˷˟ ˢˡˣ˵˲ˢ˷ ˞˶˵˸ ˰˧˟˴ˬ ˨ˣ˸˪ ˶˦˯˧ˠ˶ ecx Σ

˫˧˷ˬ˸˷ˬ˷ x˟ ˢˡˣ˵˲˟ ˧˶˥˞˷Φ 
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˶˥˞˪ ˫˧˧ˣˮ˧˷ ˣ˪˞ ˪˟˵ˮ ˸˞ ˡˣ˵ˢ ˭˧˵˸ˢΥ 

 

˶˥˞˪ ˫˧˧ˣˮ˧˷ ˢ˪˞ Σˡ˰ ˢ˩ ˦ˮˬˣˠ˶˞ˢ ˟˪˷˪ ˢˤ ˨˧˶˴ ˸ˣ˧ˢ˪Υ AMu$E`0R.fAZe?????? 

˭˧˞ ˶˸ˣ˧ ˸ˣ˪˟ˠˢ ˪˰ ˦ˮˬˣˠ˶˞ˢ ˭˩˪ˣ ˶˷˲˞ ˶˦˲ˢ˪ ˧ˮˬ˧˯ˬ ˢ˪˞˷ˢ Φ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˡ˰ ˢ˩ ˞ˣˢΥ 

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/_pizza/AMu$E`0R.fAZe/ 

˫˰ ˦ˮˬˣˠ˶˞ ˢˤ ˭˸˧ˮ ˥˧˪˴ˢ˪ ˶ˣ˟˰˪ ˸˞ stage_5 Φ˱ˣ˯˟ ˢ˧˴˵ˮˣ˲ˢ ˢˮ˷˧ ˢ˞˧˶˵ ˪πstage_6 Φ˫ˠ ˢ˧˴˵ˮˣ˲˟ xʕ 

˞˶˵ˮ ˦ˮˬˣˠ˶˞ˢ ˧˷˧˷ˢ ˭˧˟˷ ˧ˣˣ˸ sπslash Φ˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ ˢ˲ˬˬ ˪˩ ˣ˸ ˦ˮˬˣˠ˶˞˟ ˣ˸˪ ˶˥˞ Σ˧˲˪ 

˧ˣ˲˧ˬˢ ˞˟ˢΥ AZBQCEDTEXFHGOHLIMJFKKLDMVNNOUPBQWRYSGTIUPVAWCXJYRZS 

˶˷˞˩ ˣ˸ˢ Z ˢ˲ˣˬˬ ˣ˸˪ A Σˣ˸ˢ Q ˢ˲ˣˬˬ ˣ˸˪ B Σˣ˸ˢ E ˢ˲ˣˬˬ ˣ˸˪ C Σ˨˩ˣ ˢ˞˪ˢ Φˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ 

˥ˣˮ˰˲ ˸ˤˣ˶˥ˬ˪ ˸˞˴ˬˮ˷ ˪˰ ˸˧ˮ˯˥ˬˢ Σˢˣˣ˷ˬˣ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˞˴ˣ˸˪ ˪˷ ˧ˣ˲˧ˬˢ ˪˷ ˦ˮˬˣˠ˶˞ˢ Φ

˸ˤˣ˶˥ˬˢ ˸˥ˮ˰ˣ˲ˬ˷ ˞˧ˢ RUECKWAERTSINGENIEURWESENΦ 

˭˩˪ ˦ˮˬˣˠ˶˞ˢ ˟˪˷˪ ˢˤ ˨˧˶˴ ˸ˣ˧ˢ˪ YPXEKCZXYIGMNOXNMXPYCXGXN Φˡ˰ ˢ˩ ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˞ˣˢΥ 

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/_pizza/AMu$E`0R.fAZe/YPXEKCZXYIGMNOXNMXPYCXGXN/ 

˶˥˞˪ ˢ˞ˣˣ˷ˢˢ Σˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˸˧˧˴˵ˮˣ˲˟ sπshellcode ˣˮ˧ˮ˟˷ ˟˪˷˟ р ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

WriteConsoleA Φˢ˧˴˵ˮˣ˲ xʕ ˸˞˶˵ˮ ˫˰ ˸ˤˣ˶˥ˬˢ RUECKWAERTSINGENIEURWESEN Φ˱ˣ˯˟˪ ˢ˧˴˵ˮˣ˲ˢ 

stage_6 ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ stage_7Φ 
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ˢ˧˴˵ˮˣ˲ˢ stage_7 ˸˥˵ˣ˪ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˧˰˧˟˷ˢ ˭˧˟ ˧ˣˣ˸ sπslash Φˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˫˧ˣˣ˸˟ ˪˷ 

˦ˮˬˣˠ˶˞ˢ ˭ˣ˷˞˶ˢ ˧ˡ˩ ˸ˣˮ˟˪ ˸˞ ˸ˤˣ˶˥ˬˢ Ϧob5cUr3 Ϧˢˣˣ˷ˬˣ ˸˞ ˸ˤˣ˶˥ˬˢ ˣˤˢ ˦ˮˬˣˠ˶˞˪ ˧˰˧˟˷ˢ Φ˧ˡ˩ 

˥ˮ˰˲˪ ˸˞ sπshellcode ˞˟ˢ ˫˧˞˶ˣ˵˷ x˪ Σˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˟πbuffer ˶˴ˣˮ˷ ˟˪˷˟ п Σ˸˟˷˥ˬ ˣ˧˪˰ 

hash ˸˵ˡˣ˟ˣ ˞ˣˢ˷ ˭ˣ˩ˮ Φ˫˞ ˶ˣˤ˥ˮ ˟˪˷˪ п Σˢ˞˶ˮ ˫˧˥˵ˣ˪˷ ˸˞ ˣ˸ˢ ˭ˣ˷˞˶ˢ ˦ˮˬˣˠ˶˞˟ ˧˰˧˟˶ˢ ˫˧˶˯˥ˬˣ 

ˣ˸ˣ˞ ˶˲˯ˬˬ ˫˧˸˟ ˟˷πbuffer ˣˮˬˬ˷ ˫˧˶˴ˣ˧ ˸˞ sπshellcode ˟˪˷˟ т Φ 

˫˞ˣ ˶ˣˤ˥ˮ ˟˪˷˪ н ˢ˞˶ˮ ˵˪˥˪˷ ˫˧˸˟ˢˬ ˪˷ sπbuffer ˫˧˲˧˯ˣˬ ˸˞ ˨˶˰ˢ ˞ˣˢ˷ ˶˲˯ˬ ˫ˣ˧ˢ ˷ˡˣ˥˟ ˡˣ˰ˣ 

0x1F Φ˭˩˪ ˟˪˷˟ п ˨˧˶˴ Ϧ˪˦˟˪ Ϧ˸˞ ˸˪ˣ˰˲ ˢ˲˯ˣˢˢ ˸˧˶ˣ˵˷ ˟˪˷˟ н Φ˶ˬˣ˪˩ ˣ˸ˢ ˭ˣ˷˞˶ˢ ˦ˮˬˣˠ˶˞˪ 

˧˰˧˟˶ˢ ˨˧˶˴ ˸ˣ˧ˢ˪ ˫ˣ˧ˢ ˷ˡˣ˥˟ Σˡˣ˰ˣ 0x1F Φ˪˷ˬ˪ Σ˫˞ ˫ˣ˧ˢ ˧˶˧˷˰ˢ ˷ˡˣ˥˪ Σˣ˸ˢ ˭ˣ˷˞˶ˢ ˦ˮˬˣˠ˶˞˟ 

˧˰˧˟˶ˢ ˨˧˶˴ ˸ˣ˧ˢ˪ ˪˰˟ ˨˶˰ 0x29 Σ˶ˬˣ˪˩ ˣ˸ˢ Φϥύϥ 

˭˩ˡ˰ˮ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˣˮ˪˷ ˸ˣ˧ˢ˪Υ 

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/)pizza/AMu$E`0R.fAZe/YPXEKCZXYIGMNOXNMXP

YCXGXN/ob5cUr3/ 

˫˰ ˧ˣˮ˧˷ˢ ˢˤˢ Σπshash ˟˷ˣ˥ˬˢ ˪˰ sπshellcode ˶˟ˣ˰ ˸˞ ˢ˵˧ˡ˟ˢ Σˢ˧˴˵ˮˣ˲ˢˣ ˸˞˶ˣ˵ ˪πshellcode 

˶˴ˣˮ˷ Φˢ˷˰ˮ x˪ memory dump ˨ˣ˸˪ ˳˟ˣ˵ ˫˷˟ stage_8.mem ˥˸˲ˮˣ ˣ˸ˣ˞ ˟πIDA ProΦ ˢ˧˴˵ˮˣ˲ˢ 

stage_8 ˸˥˵ˣ˪ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˧ˮ˧ˬ˷ˢ ˭˧˟ ˧ˣˣ˸ slash Σˢˣˣ˷ˬˣ ˣ˸ˣ˞ ˸ˤˣ˶˥ˬ˪ ϦfinΦϦ 

˦ˮˬˣˠ˶˞ˢ ˫˪˷ˢ ˞ˣˢΥ 

01c??R@brUc3E/1337pr.ost/20AAAAAAAA/)pizza/AMu$E`0R.fAZe/YPXEKCZXYIGMNOXNMXP

YCXGXN/ob5cUr3/fin/ 

˫˰ ˦ˮˬˣˠ˶˞ˢ ˢˤˢ Σ˟˪˷˟ у ˥˸˲ˮ ˡˣˬ˰ HTML ˪˧˩ˬ˷ ˸˞ ˢˮˣˬ˸ˢΥ 
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˯˲ˡˣˬˣ ˪πconsole ˪ˠˡˢΥ 

 

˪ˠˡˢ ˞ˣˢΥ 

b0rn_t0_5truc7_b4by@flare-on.com 

 

 

˶ˠ˸˞ п π aimbot 

I hope this is the only aimbot on your system. Twitch streaming probably pays better than being 

a mediocre reverse engineer though. 

˟˶ˠ˸˞ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸˞ ˳˟ˣ˵ˢ aimbot.exeΦ 

˳˪ˬˣˬ ˳˧˶ˢ˪ ˶ˠ˸˞ ˢˤ ˢˮˣ˩ˬ˟ ˸˧˪˞ˣ˦˶˧ˣ ˭ˣˣ˧˩ˬ ˨˷ˬˢ˟˷ ˢ˞˶ˮ ˡˣ˞ˬ˷ ˥ˣˮ ˷ˬ˸˷ˢ˪ ˸˪ˣ˩˧˟ sπ

snapshotΦ 

˫˧˥˸ˣ˲˷˩ ˸˞ ˳˟ˣ˵ˢ ˟πCFF Explorer ˫˧˪ˠˬ ˫˧ˬ˧˧˵˷ x˟ ˢ˷ˣ˪˷ resourceπ˫˧ Φ˫˧˥˸ˣ˲˷˩ˣ ˣ˸ˣ˞ ˟πIDA 

Free ˫˧˞ˣ˶ ˢ˧˴˵ˮˣ˲˟˷ WinMain ˸˰˴˟˸ˬ ˢ˶˧˴˧ ˪˷ ˦˵˧˧˟ˣ˞ ˭ˣ˪˥ ˧˪˞ˣˤ˧ˣ ύwindow class ό˫˷˟ 

ϦBananaAimBot ΦϦ˸˧˧˴˵ˮˣ˲ sπcallback ˸˶˟˰ˣˬ˷ ˦˵˧˧˟ˣ˞˪ ˢˤ ˞˧ˢ sub_402AF0Φ 

ˢ˧˴˵ˮˣ˲˟ sub_402AF0 ˢˮ˷˧ ˢ˶˧˴˧ ˪˷ ˸˟˧˸ ˦˯˵˦ ˭ˣ˪˥˟ ˢ˶˧˴˧ˣ ˪˷ ˶ˣ˸˲˩ Φˡˣ˵ˢ ˶˧ˡˠˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

˸˞˶˵ˮ˷ ˫˧˴˥ˣ˪˷˩ ˪˰ ˶ˣ˸˲˩ˢ Σ˞˧ˢˣ sub_402150 Φ 
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˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ Σ˭ˣ˪˥ˢ ˢ˞˶ˮ ˨˩Υ 

 

˭˪ˢ˪ ˸˪˧˥˸ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ sub_402150Υ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˸˞ ˳˟ˣ˵ˢ %PROGRAMFILES(X86)%\ Sauerbraten\ bin64\ sauerbraten.exe Φ˷ˣ˲˧˥ 

˫˷ ˳˟ˣ˵ˢ ˢˤˢ ˪ˠˣˠ˟ ˞˧˟˧ ˣˮ˸ˣ˞ ˵˥˷ˬ˪ Cube 2: Sauerbraten Σ˵˥˷ˬ ˸ˣ˧˶˧ ˱ˣˠ˟ ˭ˣ˷˞˶Υ 

 

http://sauerbraten.org/
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˭˸˧ˮ ˸ˣ˞˶˪ ˨˷ˬˢ˟ ˡˣ˵ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ˷ ˸˞˶ˣ˵ ˸˥ˮ˰˲ˬˣ ˸˞ ˸˷ˣ˪˷ sπresourceπ˫˧ Σ˸˶˴ˣ˧ˣ ˸˞ 

˸˷ˣ˪˷ ˫˧˴˟˵ˢ Υminer.exe, config.json, aimbot.dll Φ˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ ˢ˴˧˶ˬ ˸˞ ˳˟ˣ˵ˢ miner.exe Φ

˵˪˥ˢ ˭˧˧ˮ˰ˬˢ ˞˟ˢ ˢ˧˴˵ˮˣ˲˟ ˭˪ˢ˪Υ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˶˴ˣ˧ ˨˧˪ˢ˸ ˳˟ˣ˵ˢˬ sauerbraten.exe Σˣˢˤ˷ ˵˥˷ˬˢ Σ˶˥˞˪ˣ ˭˩ˬ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ 

sub_401E80 Φ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 

 

ˢ˧˴˵ˮˣ˲ xʕ ˸˰˴˟ˬ DLL Injection ˨˧˪ˢ˸ˢ˪ ˵˥˷ˬˢ ˶˴ˣˮ˷ ˫˰ ˳˟ˣ˵ˢ aimbot.dll ˶˴ˣˮ˷ ˫ˡˣ˵ ˭˩˪Φ 

˶˥˞˪ ˸ˡ˶ˣˢ ˵˥˷ˬˢ ˣ˸ˮ˵˸ˢˣ Σˢ˴˧˥˪ ˪˰ ˶ˣ˸˲˩ˢ ˸ˬ˶ˣˠ ˶˲˯ˬ˪ ˫˧˶˟ˡΥ 

мΦ ˸˶˧˴˧ ˸˷ˣ˪˷ ˫˧˴˟˵ˢ ˢ˧˵˧˸˟ APPDATA%\BananaBot҈Φ 

нΦ ˸˴˶ˢ ˳˟ˣ˵ˢ miner.exeΦ 

оΦ ˸˴˶ˢ ˵˥˷ˬˢΦ 

˟˪˷˟ ˢˤ ˷˧ ˣˮ˪ ˸˞ ˳˟ˣ˵ˢ aimbot.dll ˭˩˪ˣ ˭˸˧ˮ ˥˸ˮ˪ ˣ˸ˣ˞ Φ 

  

https://en.wikipedia.org/wiki/DLL_injection
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˭˪ˢ˪ ˡˣ˵ˢ ˣ˪˷Υ 

 

πsDLL ˶˴ˣ˧ ˢ˷ˣ˪˷ threadπ˫˧ Σ˭˥˟ˮ ˪˩ ˡ˥˞ ˫ˢˬΥ 

πsthread ˭ˣ˷˞˶ˢ ˪˧˩ˬ ˸ˣ˞˧˶˵ ˪πGetAsyncKeyState Σ˰˴˟ˬˣ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˫˞ ˷ˬ˸˷ˬˢ ˳˥ˣ˪ ˪˰ 

˫˧˷˵ˬˢ numeric keypad 5 xπnumeric keypad 6 Φ˱˯ˣˮ˟ ˨˩˪ Σπsthread ˭ˣ˷˞˶ˢ ˪˧˩ˬ ˫˧˰ˣ˟˵ ˫˧ˮ˧˧ˮ˰ˬ Φ

˪˷ˬ˪ ˰ˣ˟˵ˢ оΦмпмрфнсроруфтфо ˞ˣˢ˷ ˟ˣ˶˧˵ ˨˶˰˪ ˪˷ ˧˞˲ Σ˰ˣ˟˵ˢˣ ртΦнфрттфрмолунон 

˫˧˷ˬ˸˷ˬ˷ x˟ ˨˶ˣ˴˪ ˢ˶ˬˢ ˫˧ˮ˞˧ˡ˶ˬ ˸ˣ˪˰ˬ˪ Φ˷ˬ˸˷ˬˢ˷˩ ˳˥ˣ˪ ˷˵ˬˢ numeric keypad 5 ˭ˬˤ˟ 

˵˥˷ˬˢ Σ˸ˣˬˡ ˭˵˥˷ˢ ˸ˮˣˣ˩ˬ ˪˞ ˟˧ˣ˞ˢ ˟ˣ˶˵ˢ ˸˰˴˟ˬˣ ˢ˧˶˧ Φ 

 ˷˵ˬˢ ˪˰ ˳˥ˣ˪ ˷ˬ˸˷ˬˢ˷˩numeric keypad 6 ˸ˣˬˡ ˤ˞ ˭˵˥˷ˢ ˪˷ ˸ˮˣˣ˩˟ ˶˟ˣ˰ ˟˧ˣ˞˷ ˫˰˲ ˪˩˟ ,

ˢ˷ ˫˧˵˧˯ˬ ˭˞˩ˬ .ˢ˧˶˧ ˸˰˴˟ˬ ˭˵˥˷ˢ-thread  ˪˷ ˸˪ˣ˩˧ ˵˲˯ˬ ˭ˣ˷˞˶ˢaimbot  ˣˢˤ ˪˩ˢ ˧˶˥˞ .˵˥˷ˬ˟

˟ ˡ˵ˬ˸ˮ ˞˪ ˭˩˪ .˶ˠ˸˞ˢ ˫˷-thread .ˢˤˢ 

πsthread ˧˷˧˪˷ˢ ˰˴˟ˬ ˸ˣ˪ˣ˰˲ anti-debug Φ˞ˣˢ ˳˧˶ˬ ˢ˞˪ˣ˪ ˸˧˲ˣ˯ˮ˧˞ ˸˵ˡˣ˟˷ ˫˞ˢ ˨˧˪ˢ˸ˢ ˞˴ˬˮ 

˸˥˸ debug Σ˫˞ˣ ˭˩ ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ExitProcess ˸˞˶˵ˮ ˨˧˪ˢ˸ˢˣ ˫˧˧˸˯ˬΦ 

πsthread ˧ˮ˷ˢ ˪˧˩ˬ ˢ˵˧ˠˣ˪ ˸ˮ˧˧ˮ˰ˬ ˢ˲ˣ˯˟˷ ˰˴˟˸ˬ ˥ˣˮ˰˲ ˪˷ shellcode ˤ˞ˣ ˢ˴˶ˢ ˣ˪˷ Φ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ 

ˡˣ˵ˢ ˥ˮ˰ˣ˲ˬˢ ˥˸ˮ˪ˣ ˣ˸ˣ˞ ˨˧˶˴ ˠ˟ˡ˪ ˸˞ ˨˧˪ˢ˸ˢ Φ˧˲˩ ˣˮ˧˞˶˷ Σ˞˪ ˭˸˧ˮ ˦ˣ˷˲ ˸ˣ˷˰˪ attach ˨˧˪ˢ˸˪ 

˵˥˷ˬˢ ˪˪ˠ˟ sπanti debug ˟πthread ˧˷˧˪˷ˢ Φ˧ˡ˩ ˶˟ˠ˸ˢ˪ ˪˰ ˨˩ Σˢ˷˰ˮ attach ˨˧˪ˢ˸˪ ˵˥˷ˬˢ ˶˥˞˪ 

˞ˣˢ˷ ˶˴ˣˮ ˪˟˞ ˧ˮ˲˪ ˢ˷πthread ˧˷˧˪˷ˢ ˪˧˥˸ˬ ˳ˣ˶˪Φ 

˨˶ˣ˴˪ ˨˩ Σ˶˧ˡˠˮ breakpoint ˪˰ ˢ˧˴˵ˮˣ˲ˢ sub_401E80 ˨˧˪ˢ˸˟ aimbot.exe Φ˳˧˶ˮ ˣ˸ˣ˞ ˳˥˪ˮˣ ˪˰ 

˶ˣ˸˲˩ˢ ˭ˣ˪˥˟ BananaAimBot Φ˶˥˞˪ ˵˥˷ˬˢ˷ ˥˸˲ˮ Σ˨˧˪ˢ˸ˢ aimbot.exe ˶˴˰ˮ ˟πbreakpoint Φ˟˪˷˟ 

ˢˤ ˢ˷˰ˮ attach ˨˧˪ˢ˸˪ ˵˥˷ˬˢ Σ˶˧ˡˠˮˣ breakpoint ˪˰ ˢ˧˴˵ˮˣ˲ˢ CreateThread Φ˨˧˷ˬˮ ˸˞ ˢ˴˧˶ˢ ˪˷ 

˨˧˪ˢ˸ˢ aimbot.exe Σˤ˞ˣ ˨˧˪ˢ˸ ˵˥˷ˬˢ ˶˴˰ˮ ˟πbreakpoint Σ˷ˬˬ ˧ˮ˲˪ ˸˶˧˴˧ sπthread ˭ˣ˷˞˶ˢ Φ˨˧˷ˬˮ 

˸˞ ˢ˴˧˶ˢ ˡ˰ ˷ˬˬ ˧ˮ˲˪ ˸˶˧˴˧ sπthread ˧ˮ˷ˢ Φ˧ˮ˲˪ ˞ˣˢ˷ ˶˴ˣˮ Σ˶˧ˡˠˮ breakpoint ˸˪˧˥˸˟ ˢ˧˴˵ˮˣ˲ˢ 

˞ˣˢ˷ ˪˟˵ˬΣ sub_62F43070 ˞˶˵ˮ˷ ˢ˪ thread2_main Φ˨˧˷ˬˮ ˸˞ ˢ˴˧˶ˢ ˡ˰ ˷ˬˬ ˧ˮ˲˪ ˸˶˧˴˧ sπ

thread ˧˷˧˪˷ˢ Σ˧ˮ˲˪ˣ ˞ˣˢ˷ ˶˴ˣˮ ˠ˪ˡˮ ˪˰ ˢ˞˧˶˵ˢ ˪πCreateThread ύ˪˰ ˧ˡ˧ ˸˩˧˶˰ ˶˦˯˧ˠ˶ rip x˞ ˪˰ ˧ˡ˧ 

˧ˣˮ˧˷ ˡˣ˵ˢ ˞˶ˣ˵˷ ˪πCreateThread ˪πNOPπ˫˧ Φό˨˧˷ˬˮ ˸˞ ˢ˴˧˶ˢ ˶˴˰ˮˣ ˢ˧˴˵ˮˣ˲˟ ˪˷ sπthread ˧ˮ˷ˢΦ 
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ˢ˶˰ˢ ˧ˮ˲˪ ˨˷ˬˢ ˭ˣ˶˸˲ˢ π ˶ˠ˸˞ˢ ˪˧˩ˬ ˢ˟˶ˢ ˸ˣ˪ˣ˰˲ ˨˧˶˴˷ ˸ˣ˷˰˪ ˪˰ ˸ˮˬ ˫ˡ˵˸ˢ˪ ˟πflow ˭˧˵˸ˢ ˪˷ 

˨˧˪ˢ˸ˢ ˭ˬˤ˟ ˫˧ˠ˟ˡˬ˷ ˣ˸ˣ˞ Φˡˣ˞ˬ ˶˧˟˯ ˣˢ˷ˤ˧˞˟˷ ˟˪˷ ˢ˷˰ˮ ˸ˣ˰˦ x˞ ˢ˴˶ˮ ˶ˣˤ˥˪ ˢ˶ˣ˥˞ Φ˧ˡ˩ ˞˪˷ 

˨˶˦˴ˮ ˰˴˟˪ ˢ˪˥˸ˢˬ ˸˞ ˪˩ ˸ˣ˪ˣ˰˲ˢ Σ˳˪ˬˣˬ ˶ˣˬ˷˪ snapshot ˢˮˣ˩ˬ˪ ˸˧˪˞ˣ˦˶˧ˣˢ ˧˶˥˞ ˪˩ ˱˴˶ 

˸ˣ˪ˣ˰˲ ˣˮ˥ˮ˞˷ ˫˧˷ˣ˰ Φ˪˷ˬ˪ Σ˟˪˷˟ ˢˤˢ ˳˪ˬˣˬ ˰˴˟˪ snapshotΦ 

˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ thread2_main Σ˶˥˞˪ ˧˸˸ˮ˷ ˸ˣˬ˷ ˫˧˧˸ˣ˰ˬ˷ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧ˮ˸˷ˬ˪ˣΥ 

 

˶˟ˡˢ ˭ˣ˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˷ˣ˰ ˞ˣˢ ˢ˵˧ˡ˟ ˢˬ ˭ˬˤˢ ˧˥˩ˣˮˢ Σsleep ˨˷ˬ˪ о ˸ˣ˵ˡ Σˢ˵˧ˡ˟ˣ ˸ˣˬ˩˷ ˭ˬˤˢ 

ˢ˶˟˰˷ ˞˧ˢ ˭˩˞ ˸ˣ˥˲˪ о ˸ˣ˵ˡ Φ˫˞ ˢ˵˧ˡ˟ˢ ˢ˶˟˰ Σ˸˰˴˟˸ˬ ˢ˵˧ˠˣ˪ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢΦ 

ˢ˧˴˵ˮˣ˲ˢ ˸˶˴ˣ˧ ˸˞ ˢ˧˵˧˸ˢ ϦC:\depot ΦϦ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ sub_62F43A20 Σ˧˸˞˶˵˷ ˢ˪ 

read_from_URL Σ˭ˣˣ˧˩ˬ ˢ˧˴˵ˮˣ˲˟˷ xʕ ˫˧˥ˮ˰˲ˬ ˧˸˷ ˸ˣˤˣ˶˥ˬ ˫˧˷ˬ˸˷ˬˣ ˭ˢ˟ ˢ˞˧˶˵˟ ˪π

InternetOpenUrlA Σ˪ˣπInternetReadFile Φ 



 
 

  Flare-On 2023 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 157, ˶˞ˣˮ˧ нлнп  нн 
 

˧ˮ˲˪ ˥ˣˮ˰˲ ˸ˣˤˣ˶˥ˬˢ ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ sub_62F42300 Σ˧˸˞˶˵˷ ˢ˪ get_decryption_key ˧˩ ˨˶˰ 

ˢ˶ˤ˥ˢ ˢ˪˷ ˷ˬ˷ˬ ˥ˣˮ˰˲˪ ˸ˣˤˣ˶˥ˬˢ Φˢ˧˴˵ˮˣ˲ xʕ ˢ˪˧˩ˬ ˶˲˯ˬ ˸ˣ˵˧ˮ˩˦ anti-debugging ˸ˣˮˣ˷ Φ˭˪ˢ˪ 

ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢΥ 

 

˶ˣ˟˰ˮ ˸ˣ˵˧ˡ˟ ˢ˪˞ ˪˰ ˧ˡ˧ ˠˣ˪˧ˡ ˪˰ ˸ˣ˞˧˶˵ˢ Σˣ˞ ˭˸˲˪˥ˢ ˟πNOPπ˫˧ Σˣ˞ ˧ˣˮ˧˷ ˨˶˰ˢ ˢ˶ˤ˥ˢ x˞ zero flag 

ˣ˩ˣ' Φ˨˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ xʕ ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢˬ sub_62F42020 ˭˩˪ˣ ˡ˵ˬ˸ˮ ˢ˟Φ 

ˢ˧˴˵ˮˣ˲˟ xʕ ˸˧˷˞˶ ˸ˣ˰˴˟˸ˬ ˡˣ˰ ˸ˣ˵˧ˮ˩˦ anti-debuggingΥ 

 

ˢ˵˧ˮ˩˦ˢ ˢˮˣ˷˞˶ˢ ˞˧ˢ ˸ˣ˞˶˪ ˶˷˲˞˷ ˷ˣˬ˧˷ ˟πNtQueryInformationProcess ˫˰ ˰ˣ˟˵ˢ ˞˪ˢ ˡ˰ˣ˸ˬ 

ProcessDebugObjectHandle ˣ˩˶˰˷ ол Σˢ˵˧ˡ˟ˣ ˨˶˰˷ ˢ˶ˤ˥ˢ ˞ˣˢ ˯˲˞Φ 

ˢ˵˧ˮ˩˦ˢ ˢ˧ˮ˷ˢ ˞˧ˢ ˷ˣˬ˧˷ ˪ˠˡ˟ BeingDebugged ˢˮ˟ˬ˟˷ sπPEB ˢ˵˧ˡ˟ˣ ˣ˩˶˰˷ ˯˲˞Φ 

ˢ˵˧ˮ˩˦ˢ ˸˧˷˧˪˷ˢ ˞˧ˢ ˢ˩ˣ˶˞ ˶˸ˣ˧ π ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ Process Enumeration ˪˰ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶˷ 

˪˰ ˢˮˣ˩ˬˢ Σ˸˟˷˥ˬ hash ˪˰ ˫˷ˢ ˪˷ ˪˩ ˨˧˪ˢ˸ Σ˸˷˲˥ˬˣ ˸˞ sπhash ˨˶˰ˬ˟ ˶ˡˠˣˬ ˷˞˶ˬ ˪˷ hashπ

˫˧ Φ˶˷˞˩ ˷˧ ˢˬ˞˸ˢ ˭˧˟ hash ˨˶˰ˬˢˬ ˫˷˪ ˨˧˪ˢ˸ ˳˶˷ ˪˰ ˢˮˣ˩ˬˢ Σˢ˧˴˵ˮˣ˲ˢ ˢ˪˧ˡˠˬ counter 

˸˯˲˞ˬˣ ˸˞ ˨˶˰ˢ ˫˧˞˸ˬˢ ˨˧˪ˢ˸˪ ˨˶˰ˬ˟ Φ˭˸˧ˮ ˠ˟ˡ˪ ˸˞ ˢ˞˪ˣ˪ˢ ˣˤˢ ˪˩˟ˣ ˫˰˲ ˫˧˪˵˸ˮ˷ ˨˧˪ˢ˸˟ 

˫˧˞˸ˬ˷ ˪πhash Σ˵ˣˡ˟ˮ ˫˞ ˞ˣˢ ˨˧˪ˢ˸ Ϧ˧ˬ˧˦˧ˠ˪ Ϧˣ˞ ˨˧˪ˢ˸ ˶ˣ˷˵˷ ˪πdebugging Φ˫˞ ˪˵˸ˮ ˨˧˪ˢ˸˟ 

˶ˣ˷˵˷ ˪πdebugging ˤ˞ ˠ˪ˡˮ ˪˰ ˢ˵˧ˠˣ˪ˢ ˸˰˴˟˸ˬ˷ ˣ˧˟ˠ˪ Φ˨˩ ˢˬˡˮ ˣ˪˧˞˩ ˞˪ ˫˧˴˶ ˣˮ˪˴˞ ˫˧˩˧˪ˢ˸ 

ˢ˪˞˩ Σˢ˧˴˵ˮˣ˲ˢˣ ˶˧ˤ˥˸ ˸˞ ˨˶˰ˢ ˭ˣ˩ˮˢΦ 

https://anti-debug.checkpoint.com/techniques/debug-flags.html#using-win32-api-ntqueryinformationprocess-processdebugobjecthandle
https://anti-debug.checkpoint.com/techniques/debug-flags.html#using-win32-api-ntqueryinformationprocess-processdebugobjecthandle
https://learn.microsoft.com/en-us/windows/win32/api/winternl/ns-winternl-peb
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˭˸˧ˮ ˶˧ˡˠˢ˪ breakpoint ˪˰ ˸˟ˣ˸˩ˢ 0x62F42246 ˢ˧˪˞˷ ˫˧˰˧ˠˬ ˷˧˷˩ ˢˬ˞˸ˢ ˭˧˟ hashπ˫˧ Σ˸ˣ˞˶˪ ˢˬ 

˫˷ ˨˧˪ˢ˸ˢ ˫˧˞˸ˬˢ ύ˰˧˟˴ˬ ˸ˤˣ˶˥ˬ˪ ˞˴ˬˮ ˪˰ ˸˧ˮ˯˥ˬˢ Σό˶ˣ˥˟˪ˣ ˫˞ˢ ˠ˪ˡ˪ ˪˰ ˸˪ˡˠˢ sπcounter x˞ 

˞˪ ύ˪˷ˬ˪ ˪˰ ˧ˡ˧ ˧ˣˮ˧˷ rip ˸ˣ˧ˢ˪ 0x62F42253 Φˢˮˣ˩ˬ˟ ˧˪˷ ˷˧ ˢˬ˞˸ˢ ˪πhash ˪˷ ˫˧˩˧˪ˢ˸ˢ 

explorer.exe, x64dbg.exe, taskmgr.exe Φ˷˧ ˠ˪ˡ˪ ˪˰ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˫ˮ˧˞˷ explorer.exe Φ˭˸˧ˮ ˫ˠ 

˶˧ˡˠˢ˪ breakpoint ˪˰ ˸˟ˣ˸˩ˢ 0x62F42260 ˞˧ˢ˷ ˱ˣ˯ ˢ˞˪ˣ˪ˢΦ 

˱ˣ˯˟ ˢ˧˴˵ˮˣ˲ˢ ˫˧˷ˬ˸˷ˬ ˟πcounter ˫˧˟˷˥ˬ˷˩ ˸˞ ˫ˣ˩˯ ˸˞ ˪˩ ˫˧˩˶˰ˢ ˫˧˞˟ˢΥ 

мΦ ˢ˞˧˶˵ ˪˷ п ˫˧˸˟ ˭ˣ˶˩˧ˤˢˬ ˪˷ ˨˧˪ˢ˸ˢ ˢ˶ˣˢˢ ύ˨˧˪ˢ˸ˢ aimbot.exe όπ˟offset 0x406220Φ 

нΦ ˰ˣ˟˵ˢ 0x1337Φ 

оΦ ˨˶˰ sπcounterΦ 

пΦ ˢ˞˧˶˵ ˪˷ п ˫˧˸˟ ˭ˣ˶˩˧ˤˢˬ ˪˷ ˨˧˪ˢ˸ˢ ˧˥˩ˣˮˢ ύ˵˥˷ˬˢ όπ˟offset 0x13E8Φ 

˫ˣ˩˯ ˫˧˩˶˰ˢ ˣ˪˪ˢ ˞ˣˢ ˨˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Φ˟˴ˬ˟ Ϧ˭˧˵˸ Ϧ˨˶˰˷˩ sπcounter ˞ˣˢ м Σ˨˶˰ ˢ˶ˤ˥ˢ 

˪˷ ˢ˧˴˵ˮˣ˲ˢ ˞ˣˢ 0x6499F8A9 Σ˸ˤˣ˶˥ˬˢˣ ˭˩˞ ˸˥ˮ˰˲˸ˬ ˢ˥˪˴ˢ˟ Φ˧ˡ˩ ˞˪˷ ˨˶˦˴ˮ ˰˴˟˪ ˸˞ ˪˩ 

˨˧˪ˢ˸ˢ ˢˤˢ ˸˧ˮˡ˧ ˪˩˟ ˫˰˲ Σ˭˸˧ˮ ˸ˣˮ˷˪ ˭ˣ˶˩˧ˤ˟ ˸˞ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ get_decryption_key ˸ˣ˧ˢ˪Υ 

mov eax, 0x6499F8A9 
ret  

ˣ˞ ˭˧˲ˣ˪˧˥˪ ˪˩˟ ˫˰˲ ˫˧˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲˪ Σˠ˪ˡ˪ ˸˧ˮˡ˧ ˪˰ ˢ˞˧˶˵ˢ ˫˧˷˪ˣ ˶˦˯˧ˠ˶˟ eax ˸˞ ˨˶˰ ˢ˶ˤ˥ˢΦ 

˟˪˷˟ ˢˤ ˳˪ˬˣˬ ˰˴˟˪ snapshotΦ 

" ˸ˤˣ˶˥ˬˢ ˸˥ˮ˰˲˸ˬ˷ ˢ˞˶ˮ ˠˣ˟˧ˡˢ ˨˷ˬˢ˟bananabot 5000 ˢ˧˴˵ˮˣ˲˪ ˸˶˟˰ˣˬ ˞˧ˢˣ ,"

InternetOpenA. ˶˥˞˪ ˭˩ˬ ˸˥ˮ˰˲˸ˬ ˸ˤˣ˶˥ˬˢ Ϧhttp://127.0.0.1:57328/2/summary Ϧ˞˧ˢˣ ˸˶˟˰ˣˬ 

ˢ˧˴˵ˮˣ˲˪ InternetOpenUrlA ˶˥˞˪ˣ ˭˩ˬ ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ InternetReadFileΦ 

˫˧˷ˠ˧ˮ˷˩ ˸˟ˣ˸˩˪ xʕ ˭˲ˡ˲ˡˢˬ ˫˧˞ˣ˶ ˞˧ˢ˷ ˭˩˞ ˸ˬ˧˧˵ Φˢ˷˰ˬ˪ ˣˢˤ ˸˶˷ http ˨˧˪ˢ˸ˢ˷ miner.exe 

˳˧˶ˬ Σ˭˸˧ˮˣ ˸ˣ˞˶˪ ˳˟ˣ˵˟ config.json ˭˧˟ ˶˸˧ˢ ˸˞ ˢ˶ˡˠˢˢ ˣ˪˷Υ 

"http" : {  
    "enabled" : true ,  
    "host" : "127.0.0.1" ,  
    "port" : 57328,  
    "access - token" : null ,  
    "restricted" : true  
},  

ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˸˯ˬ ˶˥˞˪ ˪˩˷ ˭˩ˣ˸ ˡˣˬ˰ sπhttp ˞˶˵ˮ Φ˨˷ˬˢ˟ ˢ˧˴˵ˮˣ˲ˢ thread2_main ˰˴˟˸ˬ 

˷ˣˬ˧˷ ˭˩ˣ˸˟ ˡˣˬ˰ˢ ˞˶˵ˮ˷ ˧ˡ˩ ˥ˮ˰˲˪ buffer ˪ˡˣˠ˟ 0x4470 ˪˧˩ˬ˷ ˸˞ sπshellcode ˳˶ˣˬ˷ Φ˭˧˞ ˨˶ˣ˴ 

˭˧˟ˢ˪ ˸˞ ˷ˣˬ˧ˬ ˥ˣˮ˰˲ˢ ˢˤˢ Φ˶˥˞˪ ˢ˷πbuffer ˥ˮ˰ˣ˲ˬ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ ˷πпн ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˫ˢ 

˸ˤˣ˶˥ˬˢ Ϧthe decryption of this blob was successful ΣϦ˫˞ˣ ˢ˵˧ˡ˟ˢ ˢ˥˧˪˴ˬ ˤ˞ ˫˧˞˶ˣ˵ ˪πshellcode Φ

˷˧ ˨˧˷ˬˢ˪ ˸˞ ˢ˴˧˶ˢ ˡ˰ ˢˡˣ˵˲ˢ Ϧcall rsi Ϧ˸˟ˣ˸˩˟˷ 0x62F431FB Σ˪˥ˢˣ ˢˮˬˬ ˫˧˪˧˥˸ˬ ˳˧˶ˢ˪ ˸˞ sπ

shellcodeΦ 
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˧ˡ˩ ˥˸ˮ˪ ˸˞ ˡˣ˵ˢ ˷˧ ˸ˣ˷˰˪ memory dump ˪πbuffer ˨ˣ˸˪ ˳˟ˣ˵ ˥ˣ˸˲˪ˣ ˣ˸ˣ˞ ˟πIDA Pro Φ˧ˮ˞ ˧˸˞˶˵ 

˳˟ˣ˵˪ ˢˤ shellcode1.bin Φ˨˷ˬˢ˟ ˢ˞˶ˮ ˨˧˪ˢ˸ˢ˷ ˶˴ˣ˧ ˡˣ˰ ˶˲˯ˬ shellcodeπ˫˧ Σ˭˩˪ˣ ˳˪ˬˣˬ ˸˪˧˥˸˟ ˪˩ 

ˢ˴˶ˢ ˪˷ shellcode ˷ˡ˥ ˰˴˟˪ snapshotΦ 

ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˞˶ˢ ˟πshellcode1.bin ˸˞˴ˬˮ ˟πoffset ˪˷ пн ˫˧˸˟ ˸˪˧˥˸ˬ ˳˟ˣ˵ˢ ˧˸˶˥˟ˣ ˞ˣ˶˵˪ ˢ˪ 

shellcode_start Φ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 

 
ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˷˞˶ˢ ˸˞˶˵ˮ˷ ˞˧ˢ resolve_function_table Σ˞˧ˢ ˸˪˟˵ˬ ˨˶˰ˬ ˪˷ ˧˩˶˰ hash ˪˷ 

˸ˣ˧˴˵ˮˣ˲ WinAPI Σ˪˩˪ ˡ˥˞ ˫ˢˬ ˸˞˴ˣˬ ˸˞ ˸˟ˣ˸˩ ˢ˧˴˵ˮˣ˲ˢ ˢˬ˧˞˸ˬˢ x˪ Σ˸˟˸ˣ˩ˣ ˸˞ ˸˟ˣ˸˩ˢ ˨ˣ˸˟ 

˸˪˟˦ ˸ˣ˧˴˵ˮˣ˲ Φ˫˞ ˠ˟ˡˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ Σˢ˞˶ˮ ˞˧ˢ˷ ˸˶˟ˣ˰ ˪˰ ˢˮ˟ˬ sπPEB ˸˷˲˥ˬˣ ˸ˬ˧˷˶˟ sπ

Modules ˫˧ˮˣ˰˦ˢ ˭ˣ˶˩˧ˤ˟ ΣInMemoryOrderModuleList Σ˸˞ sπModule ˷˵ˣ˟ˬˢ Σˣ˟ˣ ˫˧˶˟ˣ˰ ˪˰ ˸ˬ˧˷˶ 

˸ˣ˧˴˵ˮˣ˲ˢ ˟˷πExport Directory ˫˧˷˲˥ˬˣ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˷˵ˣ˟ˬˢ ˰Ϧ˧ ˸˞ˣˣ˷ˢ hash ˪˷ ˫˷ ˢ˧˴˵ˮˣ˲ˢ 

˫˰ ˨˶˰ ˰ˣ˟˵ ˣˢ˷˪˩ Φ˧ˢˣˤ ˢ˵˧ˮ˩˦ ˢ˴ˣ˲ˮ ˧ˡˬ˪ ˪˷ malwareπ˫˧ ˫˧˯ˮˬ˷ ˸ˣˣ˯ˢ˪ ˸˞ ˸ˣ˪˧˰˲ˢ ˫ˢ˪˷ Φ˧ˬ˪ 

˭˧˧ˮˣ˰ˬ˷ ˞ˣ˶˵˪ ˡˣ˰ ˭˧˟ˢ˪ˣ ˶˸ˣ˧ ˵ˬˣ˰˪ ˸˞ ˢ˦˧˷ˢ ˸˞ˤˢ Σ˧˸˞˴ˬ ˸˞ ˶ˬ˞ˬˢ ˞˟ˢΦ 

˭˸˧ˮ ˪˰ ˧ˡ˧ ˠˣ˟˧ˡ ˪˩˸˯ˢ˪ ˪˰ ˸˪˟˦ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˧ˮ˟ˮ˷ ˸ˣ˲ˬ˪ˣ ˨˶˰ hash ˫˷˪ ˢ˧˴˵ˮˣ˲ Φ˧ˮ˞ ˧˸˶ˡˠˢ 

struct ˟πIDA ˸˪˟˦˪ ˸ˣ˧˴˵ˮˣ˲ˢ ˧ˡ˩ ˢ˧ˢ˧˷ ˶˸ˣ˧ ˪˵ ˭˧˟ˢ˪ ˸˞ ˡˣ˵ˢ Φˢ˵˧ˠˣ˪ˢ ˢˬ˴˰ ˸˞˴ˬˮ ˢ˧˴˵ˮˣ˲˟ 

shellcode_main ˸˞˴ˬˮ˷ ˟πoffset ˪˷ 0x626 ˫˧˸˟ ˸˪˧˥˸ˬ ˳˟ˣ˵ˢ Φ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 

 

https://blog.nviso.eu/2021/09/02/anatomy-and-disruption-of-metasploit-shellcode/#Import-Resolution-Analysis
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 ˳˟ˣ˵ˢ ˸˞ ˸˥˸ˣ˲ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮϦC:\Program Files (x86)\Steam\config\config.vdfϦ ˸˞˶ˣ˵ ,

 ˣ˩ˣ˸ˬpath " ˢˡ˷˪ ˫˧˞˸ˬ˷ ˳˟ˣ˵ ˪˷SentryFileˢ ˳˟ˣ˵ ˸˞ ˢ˵˧˸˰ˬˣ ,"-SentryFile  ˪˞

"C:\depot\steam_ssfn." ˱ˣ˯˟˪ ˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˟πмс ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˪˷ ˳˟ˣ˵ˢ config.vdf ˧ˡ˩ 

˥ˮ˰˲˪ shellcode ˱˯ˣˮ Φ 

ˣˬ˩ ˫ˡˣ˵ ˸˰˴˟˸ˬ ˢ˞ˣˣ˷ˢ ˪˷ пн ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˸ˤˣ˶˥ˬ˪ ˢ˰ˣ˟˵ Σ˫˞ˣ ˢ˞ˣˣ˷ˢˢ ˢ˥˧˪˴ˬ ˤ˞ ˫˧˴˲ˣ˵ 

π˪shellcode Φ˷ˣ˲˧˥ˬ ˪ˠˣˠ˟ ˢ˞˶ˮ ˳˟ˣ˵ˢ˷ config.vdf ˨˧˧˷ ˢˬ˶ˣ˲˦˪˲˪ Steam Φ˭˸˧ˮ ˭˧˵˸ˢ˪ Steam ˧ˡ˩ 

˶ˣ˴˧˪ ˸˞ ˳˟ˣ˵ˢ ˢˤˢ Σ˨˞ ˨˶ˣ˴˪ ˭ˣ˶˸˲ˢ ˶˸ˣ˧ ˪˵ ˷ˬ˸˷ˢ˪ ˳˟ˣ˵˟ ˞˴ˬˮ˷ ˦ˮ˶˦ˮ˧˞˟ Σ˪˷ˬ˪ ˢˤ Φ 

˱˧˪˥ˮ x˟ ˸˞ sπpath ˢˡ˷˪ ϦSentryFile Ϧ˫˰ path ˳˟ˣ˵˪ ˵˧˶ ˣˢ˷˪˩ Φ˸˶˧˴˧ ˫˧˴˟˵ ˢ˪˞ ˸ˬ˶ˣˠ ˥ˣˮ˰˲˪ sπ

buffer ˷˶ˡˮ˩Υ 

 

ˢ˷˰ˮ memory dump ˪πbuffer ˥ˮ˰ˣ˲ˬˢ ˫˰ ˪ˡˣˠˢ ˣ˪˷ Σ0x3B19 Σ˥˸˲ˮˣ ˸˞ ˳˟ˣ˵ˢ ˶˴ˣˮˢ ˟πIDA Pro Φ

˧ˮ˞ ˧˸˞˶˵ x˪ shellcode2.bin Φ 

ˢ˪ˠˮ ˢˮ˟ˬˢ˷ ˪˷ sπshellcode ˢˬˣˡ ˡˣ˞ˬ ˢˮ˟ˬ˪ ˪˷ sπshellcode ˫ˡˣ˵ˢ ˣˮ˧˞˶˷Υ 

 

˷˧ ˥ˣˮ˰˲ ˸ˣ˧˴˵ˮˣ˲ Σ˸˶ˡˠˢ buffer ˥ˮ˰˲˪ ˣ˪ˡˣˠˣ Σˢ˞˧˶˵ˣ ˪πshellcode_main Φ  

https://store.steampowered.com/
https://gist.github.com/Velaxtor/4695312
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˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢΥ 

 

˫ˠ ˢ˧˴˵ˮˣ˲ xʕ ˢˬˣˡ ˢ˧˴˵ˮˣ˲˪ ˟˪˷ˢˬ ˫ˡˣ˵ˢ ˨˞ ˫˰˲ˢ ˞˧ˢ ˸˪˩˸˯ˬ ˪˰ ˧˴˟˵ ˢˬ˶ˣ˲˦˪˲ˢ Discord Φ

ˢ˧˴˵ˮˣ˲ˢ ˸˵ˡˣ˟ ˫˧˧˵˷ ˸ˣ˥˲˪ ˳˟ˣ˵ .ldb ˡ˥˞ ˪˧˩ˬ˷ ˸˞ ˸ˤˣ˶˥ˬˢ ϦdQw4w9WgXcQύ ϦYouTube ό

ˢ˵˧˸˰ˬˣ ˫ˠ ˣ˸ˣ˞ ˪˞ C:\depot Φ 

ˣˢˤ ˳˟ˣ˵ ˪˧˩ˬ˷ ˭˧˟ ˶˸˧ˢ ˸˞ ˸ˣ˰ˡˣˢˢ ˸ˣ˥˪˷ˮ˷ ˸ˣ˪˟˵˸ˬˣ ˫˧˷ˬ˸˷ˬ˷˩ ˢˬ˶ˣ˲˦˪˲˟ Φ˷˧ ˶ˣ˴˧˪ ˳˟ˣ˵ 

ˢˤ˩˷ Φ˶˥˞˪ ˭˩ˬ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ мс ˫˧˸˟ ˳˟ˣ˵ˢˬ Cookies ˸˷ˬ˸˷ˬˣ ˫ˢ˟ ˥˸˲ˬ˩ ˢˮ˲˴ˢ Φ˧ˡ˩ ˶ˣ˴˧˪ 

˳˟ˣ˵ ˢˤ ˭˧˵˸ˮ ˸˞ ˢˬ˶ˣ˲˦˪˲ˢ DiscordΦ 

 

 

  

https://discord.com/
https://www.youtube.com/watch?v=dQw4w9WgXcQ
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:ˢ˞˶ˮ ˢˤ ˨˩ˣ 

 

˟ˣ˷ ˶˥˞˪ ˥ˣˮ˰˲ˢ ˰˴˟ˮ memory dump ˪πbuffer ˥ˮ˰ˣ˲ˬˢ ˣ˪ˡˣˠ˷ 0x2BA8 Φ˧ˮ˞ ˧˸˞˶˵ ˳˟ˣ˵˪ ˶˴ˣˮ˷ 

shellcode3.bin Φ 
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˧ˣ˲˴˩ ˪˟˵ˮ ˟ˣ˷ shellcode ˪˰˟ ˣ˸ˣ˞ ˢˮ˟ˬ Σ˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ shellcode_mainΥ 

 

˟˪˷˟ ˢˤ ˫˧˪˩˸˯ˬ ˪˰ ˧˴˟˵ ˵ˮ˶˞ˢ ˧˪˦˧ˠ˧ˡˢ Sparrow Φ˫˞ ˫˧˧˵ ˸ˣ˥˲˪ ˳˟ˣ˵ .db ˪˷ ˵ˮ˶˞ ˡ˥˞ ˤ˞ 

ˢ˧˴˵ˮˣ˲ˢ ˢ˵˧˸˰ˬ ˸˞ ˳˟ˣ˵ˢ ˪πC:\depot Σ˸˞˶ˣ˵ˣ ˨ˣ˸ˬ ˳˟ˣ˵ sπconfig ˶˲˯ˬ ˫˧˸˟ ˫˧˞˴ˬˮ˷ ˧ˮ˲˪ ˫˷ 

˵ˮ˶˞ˢ Φ˧ˡ˩ ˶ˣ˴˧˪ ˸˞ ˫˧˴˟˵ˢ ˣ˪˪ˢ ˷˧ ˨˶ˣ˴ ˭˧˵˸ˢ˪ ˸˞ ˢˮ˩ˣ˸ˢ ˶ˣ˴˧˪ˣ ˵ˮ˶˞ Σ˫˧˟˪˷ˢ ˨˩˪ ˫˧˞˴ˬˮ ˭˞˩ Φ 

˶˥˞˪ ˫˧˷ˣ˰˷ ˸˞ˤ ˫˧˶˴ˣˮ ˧˴˟˵ config xπwallet.db Φ˫˧˸˟ˢ ˫˧˞˶˵ˮ˷ ˫ˢ ˸ˤˣ˶˥ˬˢ ϦrecentWalletFiles Ϧ

˫˧˷ˬ˸˷ˬˣ ˢ˟ ˥˸˲ˬ˩ sπRC4Φ 

 

  

https://sparrowwallet.com/
https://sparrowwallet.com/docs/quick-start.html
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:ˢ˞˶ˮ ˢˤ ˨˩ˣ 

 

˟ˣ˷ Σˢ˷˰ˮ memory dump ˪πbuffer ˫˰˲ˢ˷ ˣ˪ˡˣˠ 0x1BCC ˫˧˸˟ Φ˧ˮ˞ ˧˸˞˶˵ ˳˟ˣ˵˪ ˶˴ˣˮ˷ 

shellcode4.bin Φ 

  



 
 

  Flare-On 2023 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 157, ˶˞ˣˮ˧ нлнп  ол 
 

˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ shellcode_mainΥ 

 

˸˧˷˞˶ ˢ˧˴˵ˮˣ˲ˢ ˸˲˯ˣ˞ ˸˞ ˪˩ ˫˧˴˟˵ˢ ˣ˶ˬ˷ˮ˷ ˢ˧˵˧˸˟ C:\depot ˫˧˟˪˷˟ ˫˧ˬˡˣ˵ˢ Σ˸ˡ˥˞ˬˣ ˫˸ˣ˞ 

˳˟ˣ˵˪ ˡ˥˞ ˫˷˟ output Φ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸˞˶ˣ˵ ˸˞ ˭˩ˣ˸ ˳˟ˣ˵ˢ output Σ˸˥˪ˣ˷ˣ ˣ˸ˣ˞ ˟πHTTP POST 

Request ˸˟ˣ˸˩˪ Ϧbighackies.flare-on.com/stolen ΦϦ 
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˭˩ˬ ˶˥˞˪ ˞˧ˢ ˸˞˶ˣ˵ ˸˞ ˢ˟ˣ˷˸ˢ ˸˷˵˟˪ sπHTTP ˢ˥˪˷ˮ˷ Σ˸˰˴˟ˬ ˶˲˯ˬ ˸ˣ˞ˣˣ˷ˢ ˪˷ CRC32 ˪˷ 

˵˪˥ ˭˩ˣ˸ˢˬ ˪˷ output ˪˞ ˪ˣˬ ˫˧˸˟ˢ ˣ˪˟˵˸ˢ˷ ˢ˟ˣ˷˸˟ ˸˷˵˟˪ sπHTTP Φ˫˞ ˪˩ ˣ˷ˢˢˣ˸ˣ˞ ˸ˣ˶˟ˣ˰ 

ˢ˥˪˴ˢ˟ ˤ˞ ˰˦˵ ˡˣ˵ˢ ˞˟ˢ ˥ˮ˰˲˸ˬ Φ˫˰˲ˢ ˢ˞˶ˮ ˷˧˷ flow ˸˴˵ ˢˮˣ˷ ˱ˣ˯˟ Σ˭˧˞ ˸ˮ˲˴ˢ RC4 ˞˪˞ 

rotating xor Φ˥˸˲ˬ ˢˮ˲˴ˢˢ ˞ˣˢ ˸˪˲˩ˬ ˶˲˯ˬ ˫˧˸˟ˢ ˣ˪˟˵˸ˢ˷ ˢ˟ˣ˷˸˩ ˸˷˵˟˪ sπHTTP Σ˶˲˯ˬ˟ 

0x1234567 Φ˷ˬ˸˷ˮ ˢˡ˟ˣ˰˟ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˷πп ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˥ˮ˰˲ˣˬˢ ˫ˢ Ϧthe  ΣϦ˨˶˰ˢ˷ 

˧˶˲˯ˬˢ ˫˧˞˸ˬˢ ˫ˢ˪ ˞ˣˢ 0x20656874 Σ˫˧˞ˣ˶ˣ ˷πп ˫˧˸˟ˢ ˫˧ˮ˲˴ˣˬˢ ˫˧ˮˣ˷˞˶ˢ ˫ˢ 0x32513E04 Φ 

˸˞˴ˣ˸ sπxor ˪˷ ˧ˮ˷ ˫˧˩˶˰ ˣ˪˞ ˞˧ˢ 0x12345670 Φ˶ˬˣ˪˩ ˨˶ˣ˞ ˢ˟ˣ˷˸ˢ ˸˷˵˟˪ sπHTTP ˨˧˶˴ ˸ˣ˧ˢ˪ 

0x10 ˫˧˸˟Φ 

˫ˣ˵ˬ˟ ˶ˣ˴˧˪ ˸˶˷ HTTP ˢˮˣ˰˷ ˸˧ˮ˩ˣ˸˪ ˡˬˣ˰ˣ ˪˩˟ ˸ˣ˷˧˶ˡˢ ˣ˪˪ˢ Σ˭˸˧ˮ ˦ˣ˷˲ ˠ˪ˡ˪ ˪˰ ˪˩ ˢ˵˧ˠˣ˪ˢ ˪˷ 

˸ˣ˷˵˟ sπHTTP ˰˧ˠˢ˪ˣ ˸ˣ˶˧˷˧ ˥ˣˮ˰˲˪ ˢ˴˧˲˵ˣ ˪πshellcode ˞˟ˢ Φˢˮ˷ˮ ˸˞ ˶˦˯˧ˠ˶ rip ˸ˣ˧ˢ˪ ˡ˧ˬ ˧˶˥˞ 

ˢ˞˧˶˵ˢ ˢˮˣ˶˥˞ˢ ˪πHeapFree Σπ˟offset 0xB70 ˸˪˧˥˸ˬ ˳˟ˣ˵ˢ Φ˶˥˞˪ ˢ˞˧˶˵ˢ ˪˷ ˨˶˰ˢ 

http_response_size ˨ˣ˸˪ ˶˦˯˧ˠ˶ eax Σ˯ˣ˶ˡˮ ˸˞ ˨˶˰ eax ˸ˣ˧ˢ˪ 0x10Υ 

 

˨˧˷ˬˮ ˸˞ ˢ˴˧˶ˢ ˡ˰ ˱ˣ˯ ˥ˣˮ˰˲ˢ ˢ˷˰ˮˣ ˟ˣ˷ memory dump ˪π0xDA8 ˫˧˸˟ˢ ˫˧˥ˮ˰ˣ˲ˬˢ Φ˧ˮ˞ ˧˸˞˶˵ 

˳˟ˣ˵˪ ˶˴ˣˮˢ shellcode5.bin Φ˟˪˷˟ ˢˤ ˭˧˞ ˢ˶ˡˠˢ ˪˷ encrypted buffer ˣ˪ˡˣˠˣ ˭˩˪ˣ ˢ˞˶ˮ˩ ˣˢˤ˷ ˟˪˷ˢ 

˭ˣ˶˥˞ˢΥ 
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˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ shellcode_mainΥ 

 

-˟shellcode  ˨˧˪ˢ˸ˢ ˭ˣ˶˩˧ˤˬ ˫˧˸˟ ˫˧˞˶ˣ˵ ˢˤˢ ˫˧˩˶˰˪ ˫˸ˣ˞ ˫˧ˣˣ˷ˬˣ ,ˣˬ˴˰ ˵˥˷ˬˢ ˣˢˤ˷ ,˧˥˩ˣˮˢ

˷ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˢ˵˧ˡ˟ˢ .˷˞˶ˬ ˫˧˰ˣ˟˵-п " ˫ˢ ˵˥˷ˬ˟ ˸˧˥˩ˣˮˢ ˢ˲ˬˢ ˫˷˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢspcr ,"

-xп  ˨˶ˣ˞˟ ˸ˣ˧ˢ˪ ˨˧˶˴ ˢ˲ˬˢ ˫˷ ˶ˬˣ˪˩ .˯˲˞ˬ ˫˧ˮˣ˷ ˫˧˞˟ˢ ˫˧˸˟ˢр ˟ ˪˧˥˸ˢ˪ˣ ˸ˣ˥˲˪-"spcr." 
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˷˧ ˵˶ ˢ˲ˬ ˸˥˞ ˢˬ˧˞˸ˬ˷ ˧˞ˮ˸˪ ˢˤ π Ϧspcr2 ΦϦ˭˩˪ ˢ˴˶ˮ ˶ˣ˥˟˪ ˢ˸ˣ˞ ˵˥˷ˬ˪Υ 

 

ˣˮ˥ˮ˞ ˫˧ˠ˟ˡˬ ˸˞ ˵˥˷ˬˢ ˭˩˪ˣ ˧˞ ˶˷˲˞ ˟˴ˬ˟ ˧˥˩ˣˮˢ ˶ˣ˥˟˪ ˢ˲ˬ ˧˪˟ ˨˧˷ˬˢ˪ ˸˞ ˢ˴˧˶ˢ ˪˷˩ˢ˪ˣ 

˸ˣ˵˧ˡ˟˟ ˪˷ sπshellcode Φ˧ˡ˩ ˞˪˷ ˨˶˦˴ˮ ˳˧˶ˢ˪ ˷ˡ˥ˬ ˸˞ ˵˥˷ˬˢ ˸ˣ˷˰˪ˣ ˸˞ ˪˩ ˨˧˪ˢ˸ˢ ˨ˣ˶˞ˢ 

ˣˮ˧˷˰˷ ˟πdebug ˧ˡ˩ ˰˧ˠˢ˪ ˟˪˷˪ ˢˤ Σˢˮ˷ˮ ˢˡˣ˵˲ ˸˥˞ ˭ˣ˶˩˧ˤ˟ ˸ˣ˧ˢ˪: 

jmp $ 

˶ˬˣ˪˩ ˢ˴˧˲˵ ˪˞ ˢˡˣ˵˲ˢ ˸˧˥˩ˣˮˢ ˨˧˷ˬˮˣ ˸˞ ˢ˴˧˶ˢ Φπsthread ˣˮ˥ˮ˞˷ ˫˧ˠ˟ˡˬ ˧˧˶˞˷ ˟πbusy loop 

ˢˤˢ Σ˶˞˷ˣ sπthreadπ˫˧ ˣ˴ˣ˶˧ ˪˧ˠ˶˩ Φ ,˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢ˲ˬˢ ˸˞ ˶ˣ˥˟˪ˣ ˵˥˷ˬ˟ ˵˥˷˪ ˭˸˧ˮ ˢˤ ˟˪˷˟

˪ ˶ˣˤ˥˪ ˭˩ˬ ˶˥˞˪ˣ-x64dbg  ˶˧ˡˠˢ˪ˣbreakpoint ˢ ˸ˡˣ˵˲ ˪˰-jmp  ˷˧ ˶˴ˣ˰ ˨˧˪ˢ˸ˢ˷˩ .ˣˮ˟˸˩˷

.˪˧ˠ˶˩ ˠˣ˟˧ˡ˟ ˨˧˷ˬˢ˪ˣ ,˫˷ ˢ˸˧˧ˢ˷ ˸˧˶ˣ˵ˬˢ ˢˡˣ˵˲ˢ ˸˞ ˶˧ˤ˥ˢ˪ 

ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˸˞ у ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˳˟ˣ˵ˬ sπconfig ˪˷ ˢ˲ˬˢ ˤ˞ˣ ˢˮˣ˟ ˸˞ ˪ˠˡˢ ˫˧˵˪˥˟ ˨˩ ˪˩˷ 

˵˪˥ ˢˮ˟ˮ ˶˥˞˪ ˸˵˧ˡ˟ ˧˞ˮ˸ ˫˧ˣ˯ˬ Φˢ˧˴˵ˮˣ˲ˢ ˸˷ˠ˧ˮ ˦˵˧˧˟ˣ˞˪ ˭ˣ˶˩˧ˤ˟ ˠ˴˧˧ˬ˷ ˸˞ ˭˵˥˷ˢ Σ˸˞˶ˣ˵ˣ ˣˮˬˬ 

˸˞ ˸ˣˬ˩ ˸ˣˠ˧˶ˢˢ ˪˷ ˭˵˥˷ˢ ˸ˣˬ˩ˣ ˫˧˶ˣˡ˩ˢ ˞ˣˢ˷ ˢ˶˧ Φˢ˧˴˵ˮˣ˲ˢ ˢˣˣ˷ˬ ˸˞ ˧ˮ˷ ˫˧˩˶˰ˢ ˣ˪˞ˢ ˰ˣ˟˵˪ 

моот Φ˱˯ˣˮ˟ ˢ˧˴˵ˮˣ˲ˢ ˸˵ˡˣ˟ ˵˥˷ˬˢ˷ ˧˥˩ˣˮˢ ˳˶ ˸ˣ˥˲ ˬπр ˸ˣ˵ˡ Φ 

˧ˡ˩ ˸ˣˮ˟˪ ˸˞ ˪ˠˡˢ ˷˶ˡˮ˩ ˠ˟ˡˮ ˪˩˟ˣ ˫˰˲ ˸˰˴˟˸ˬ˷ ˢ˞ˣˣ˷ˢ ˸˞ˤ˩˷ Σˢˮ˷ˮ ˸˞ sπzero flag ˧ˡ˩ 

ˢ˧˴˵ˮˣ˲ˢ˷ ˨˧˷ˬ˸ ˟πflow ˭ˣ˩ˮˢ Φ˨˯˟ ˪˩ˢ ˨˧˶˴ ˸ˣˮ˷˪ ˸˞ sπzero flag ˷ˣ˪˷ ˫˧ˬ˰˲ ˱ˣ˯˟˪ˣ ˪ˠˡˢ ˢˮ˟ˮ 

ˣ˞ˣ˪ˬ˟ Φˢ˧˴˵ˮˣ˲ˢ ˸˟˷˥ˬ ˣ˧˪˰ CRC32 ˢˣˣ˷ˬˣ ˸˞ ˢ˞˴ˣ˸ˢ ˰ˣ˟˵˪ 0xA5561586 Φ 
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ˢ ˪˰ ˸˶˴ˣˮ ,ˢ˥˧˪˴ˬ ˢ˵˧ˡ˟ˢ ˫˞-heap :˸ˤˣ˶˥ˬˢ 

 

˪ˠˡˢ ˞ˣˢΥ 

computer_ass1sted_ctfing@flare-on.com 
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˶ˠ˸˞ р π where_am_i 

I wish we had more easy challenges for you this year for you to rack up your personal high score. 

Lǘ ǿƻǳƭŘƴΩǘ ƘŜƭǇ ȅƻǳ ƛƳǇǊƻǾŜ ōǳǘ ƛǘ ǿƻǳƭŘ ŦŜŜƭ ƎǊŜŀǘ ŀƴŘ ǘƘŀǘ ƛǎ ǿƘŀǘ ƛǎ Ƴƻǎǘ ƛƳǇƻǊǘŀƴǘΦ 

˟˶ˠ˸˞ ˢˤ ˫˧˪˟˵ˬ ˸˞ ˳˟ˣ˵ˢ where_am_i.exeΦ 

˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˭ˬˤ˟ ˷πProcmon ˥ˣ˸˲ ˰˵˶˟ Σ˫˧˞ˣ˶ ˶˟ˡˢ˷ ˭˧˧ˮ˰ˬˢ ˡ˧˥˧ˢ ˢ˶ˣ˵˷ ˞ˣˢ ˨˧˪ˢ˸ˢ˷ 

where_am_i.exe ˶˴ˣ˧ ˸˞ ˨˧˪ˢ˸ˢ Explorer.exe Φ˶˥˞˪ ˭˩ˬ ˳˲ˣ˵ ˪˰ ˨˯ˬˢ MessageBox ˪˧˩ˬ˷ ˸˞ sπ

path ˪˷ ˳˟ˣ˵ˢΥ 

 

˫˧˥˸ˣ˲˷˩ ˸˞ ˳˟ˣ˵ˢ ˟πIDA Pro ˫˧˪˩˸˯ˬˣ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˞˶ˢ WinMain Σ˫˧˪ˠˬ ˧˲˪ ˸ˣˬ˷ 

˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˶˵ˮˢ ˢˮˬˬ ˶˟ˣˡˬ˷ ˸˧ˮ˩ˣ˸˟ MFC ˢ˟˸˩ˮ˷ ˟πC++Υ 

 

https://learn.microsoft.com/en-us/cpp/mfc/mfc-desktop-applications?view=msvc-170
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ˢ˷˵ ˭˧˟ˢ˪ ˢ˶ˣ˴˟ ˸˧˦˦˯ ˢˬ ˢ˶ˣ˵ ˟πWinMain ˭˩˪ˣ ˧˞ˡ˩ ˸ˣ˯ˮ˪ ˥˸ˮ˪ ˸˞ ˳˟ˣ˵ˢ ˢ˶ˣ˴˟ ˸˧ˬˮ˧ˡ Φ˶˥˞˪ 

˫˧˥˸ˣ˲˷ ˸˞ ˳˟ˣ˵ˢ ˟πx32dbg Σ˫˧˶˧ˡˠˬˣ breakpoint ˪˰ WinMain ˪˰ˣ CreateProcessA Σ˫˧˪ˠˬ 

˫˧˴˧˶ˬ˷˩˷ ˸˞ ˨˧˪ˢ˸ˢ Σ˞ˣˢ ˶˴ˣ˰ ˟πbreakpoint ˟˷πCreateProcessA ˧ˮ˲˪ sπbreakpoint ˟˷π

WinMain Φ˶ˬˣ˪˩ ˣˢ˷˲˧˞ ˟πflow ˢ˞˶ˮ˩ ˣ˞˧˟˥ˢ˷ ˡˣ˵ ˧˦ˮˣˣ˪˶ ˣˮ˪ ˳˶˷ ˧ˮ˲˪ WinMain Φ 

˧ˡ˩ ˞ˣ˴ˬ˪ ˢ˲˧˞ ˞ˣˢ ˞˴ˬˮ ˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˟ˣ˷ ˟ˣ˷ˣ Σ˰˴˟˪ step over ˪˰ ˸ˣ˞˧˶˵ ˸ˣ˧˴˵ˮˣ˲˪ Σ

˫˞˸ˢ˟ˣ ˫˞ˢ˪ ˨˧˪ˢ˸ˢ ˶˴˰ ˟πbreakpoint x˞ ˞˪ Σ˸˰ˡ˪ ˫˞ˢ ˡˣ˵ˢ ˭˧˧ˮ˰ˬˢ ˢ˧ˢ ˢ˧˴˵ˮˣ˲˟ ˣˮˠ˪˧ˡ˷ ˢ˧˪˰ 

ˣ˞ ˞˪ Φ˶˥˞˪ ˶˲˯ˬ ˸ˣ˧˴˶˦˧˞ ˢ˪˞˩ ˢ˪ˠˮ ˢ˷πflow ˞ˣˢΥ 

tmainCRTStartup -> setargv -> initmbctable -> setmbcp -> setmbcp_nolock -> sub_448650 

ˢ˧˴˵ˮˣ˲ˢ˷˩ sub_448650 ˸˞˶˵ˮ ˟πflow ˢˤˢ Σ˰˦˵ ˡˣ˵ˢ ˞˟ˢ ˳˶ ˱ˣ˯˟ ˢ˧˴˵ˮˣ˲ˢΥ 

 

˰˦˵˟ ˡˣ˵ ˢˤ ˞˶˵ˮ ˭˩ˣ˸ sπresource ˣˬ˷˷ Ϧм Ϧˣ˪ˡˣˠˣ 0x6C44 Σ˞ˣˢ ˥ˮ˰ˣ˲ˬ ˪˰ ˫˸˧˶ˣˠ˪˞ RC4 ˥˸˲ˬˣ 

˞˴ˬˮ˷ ˟πoffset ˫˧ˣ˯ˬ ˳˟ˣ˵˟ where_am_i.exe Φ˸˞˴ˣ˸ ˥ˣˮ˰˲ˢ ˞˧ˢ shellcode ˫˧˴˲ˣ˵˷ ˣ˧˪˞ Φ˧ˡ˩ ˥˸ˮ˪ 

˸˞ sπshellcode ˢˤˢ ˷˧ ˶˧ˡˠˢ˪ breakpoint ˢˡˣ˵ˮ˟ ˶˥˞˪˷ ˥ˣˮ˰˲ˢ Σ˸˟ˣ˸˩˟ 0x448725 ˸ˣ˷˰˪ˣ 

memory dump ˪πbuffer ˪˧˩ˬ˷ ˸˞ sπshellcode ˥ˮ˰ˣ˲ˬˢ ˪˞ ˨ˣ˸ ˳˟ˣ˵ ˫˷˟ shellcode.binΦ 
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˫˧˥˸ˣ˲˷˩ ˸˞ ˳˟ˣ˵ˢ shellcode.bin ˟πIDA Pro ˫˧˪ˠˬ ˞ˣˢ˷ ˪˧˩ˬ ˸˞ ˶˟ˡˢ ˢ˲ˢ˲˧ˢ ˞˟ˢΥ 

 

πsshellcode ˶˟˰ Control Flow Obfuscation ˧ˮ˧˴˶Φ 



 
 

  Flare-On 2023 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 157, ˶˞ˣˮ˧ нлнп  оу 
 

˫˧˪˩˸˯ˬ˷˩ ˪˰ ˡˣ˵ˢ ˧ˡ˩ ˭˧˟ˢ˪ ˢˬ ˵ˣ˧ˡ˟ ˢ˶ˣ˵ Σ˫˧˪ˠˬ ˪˩˷ basic block ˪˧˩ˬ ˶˲˯ˬ ˸ˣˡˣ˵˲ Ϧ˸ˣ˶˸ˣ˧ˬ Ϧ

˸ˣ˪˧˩ˬ˷ ˧˟ˣ˷˧˥ xor, add, sub ˣ˩ˣ Σϥˣ˲ˣ˯˟ˣ ˷˧ ˢ˴˧˲˵ ˪πbasic block ˞˟ˢΦ ˞ˬˠˣˡ˪Υ 

 

˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ sπobfuscation ˢˤˢ Σ˧˸˶˥˟ ˶ˣ˴˧˪ ˦˲˧˶˵˯ IDAPython ˫˪˰˸ˬ˷ ˪˩ˬ ˸ˣˡˣ˵˲ 

˫˧˟ˣ˷˧˥ˢ ˸ˣ˶˸ˣ˧ˬˢ ˸ˣˡˣ˵˲ˣ sπjmp ˸ˣ˶˸ˣ˧ˬˢΦ ˱˯ˣˮ˟ ˨˩˪ ˧˸˲˯ˣˢ ˦˲˧˶˵˯˪ ˸ˣ˶˷˲˞ ˟ˣ˸˩˪ ˸ˣ˶˰ˢ ˪˰ 

˸ˣ˧˴˵ˮˣ˲ ˦˲˧˶˵˯ˢˣ ˠ˧˴ˬ ˸˞ ˢ˶˰ˢˢ ˡ˧˪ ˪˩ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ Φ˴˧˲ϥ˶ ˢˤ ˶ˤˣ˰ ˡˣ˞ˬ ˭˧˟ˢ˪ ˸ˣ˧˴˵ˮˣ˲ 

Ϧ˸ˣ˟˩˶ˣˬ Ϧ˸ˣ˞˶ˣ˵˷ ˶˲˯ˬ˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˦ˣ˷˲ Σ˶˥˞˪ ˫˧˥˸ˮˬ˷ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˦ˣ˷˲ˢ ˭˲ˣ˞˟ ˧ˮˡ˧ 

˫˧˲˧˯ˣˬˣ ˭ˢ˪ ˢ˶˰ˢΦ 

ˢˮ˥˟ˢ ˸ˮ˧˧ˮ˰ˬ ˞˧ˢ ˢ˷πshellcode ˞˶ˣ˵ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˴ˬˮ˷ ˟πimport table ˪˷ where_am_i.exe Σ

˭ˣˣ˧˩ˬˣ ˪˷πIDA ˭˧˞ ˢ˷˧ˠ ˢ˪˟˦˪ ˸˞ˤˢ ˫˧˥˸ˮˬ˷˩ ˸˞ ˳˟ˣ˵ˢ shellcode.bin Σ˧˞ˡ˩ ˵˲˯˪ ˦˲˧˶˵˯˪ ˸˪˟˦ 

˧ˣ˲˧ˬ ˭˧˟ ˸˟ˣ˸˩ ˢ˧˴˵ˮˣ˲ ˫˷˪ ˢ˪˷ Φ˧ˡ˩ ˶ˣ˴˧˪ ˸˞ ˢ˪˟˦ˢ ˸˞ˤˢ ˧˸˟˸˩ ˸˞ ˦˲˧˶˵˯ˢ ˞˟ˢΥ 

# based on https://reverseengineering.stackexchange.com/questions/13627/ida - python - list - all - imported - functions  

import idaapi  
function_mapping = dict()  
 
def imp_cb(ea, name, ord) :  
    global function_mapping  
    function_mapping[ea] = name 
    return True  
 
nimps = idaapi.get_import_module_qty()  
print "Found %d import(s)..." % nimps 
 
for i in xrange(0, nimps) :  
    name = idaapi.ge t_import_module_name(i)  
    if not name: 
        print "Failed to get import module name for #%d" % i  
        continue  
 
    print "Walking - > %s" % name 
    idaapi.enum_import_names (i, imp_cb)  
 
print "All done..."  
print (function_mapping)  
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˷˧ ˶ˣˬ˷˪ ˣ˸ˣ˞ ˨ˣ˸˪ ˳˟ˣ˵ ˫˷˟ create_functions_mapping.py ˳˧˶ˢ˪ˣ ˣ˸ˣ˞ ˟πIDA Pro ˥ˣ˸˲˷ ˪˰ 

˳˟ˣ˵ˢ where_am_i.exe Φ˷˧ ˶ˣ˥˟˪ ˭ˣ˪˥˟ sπOutput Window ˸˞ ˸ˣ˶˷˲˞ˢ ˪˷ Python ˳˧˶ˢ˪ˣ x˟ ˸˞ 

ˢˡˣ˵˲ˢΥ 

execfile ƽƧÃÒÅÁÔÅʍÆÕÎÃÔÉÏÎÓʍÍÁÐÐÉÎÇƚÐÙƨƾ 

˸˞ ˵˪˥ˢ ˧˦ˮˣˣ˪˶ˢ ˪˷ ˦˪˲ ˦˲˧˶˵˯ˢ ˧˸˪˪˩ ˦˲˧˶˵˯˟ ˧˶˵˧˰ˢ Σdeobfuscate_shellcode.py Φ˭˪ˢ˪ ˡˣ˵ˢ 

ˣ˪˷Υ 

# partial output that got from create_functions_mapping.py  
function_mapping = {4588048L: 'SetErrorMode' , 4686732L: 'GetSystemDefaultLangID' , 
4686736L: 'GetAtomNameA', 4588076L: 'Sleep' , 4686708L: 'OpenMutexA' , 4588080L: 
'ExitProcess' , 4686712L: 'CreateProcessA' , 4686716L: 'VirtualAllocEx' , 4686720L: 
'WriteProcessMemory' , 4686724L: 'QueueUserAPC' , 4686728L: 'ResumeThread' , 4588440L: 
'GetModuleFileNameA' , 4686788L: 'InitializeSecurityDescriptor' , 4686792L: 
'SetS ecurityDescriptorDacl' , 4588076L: 'Sleep' , 4588080L: 'ExitProcess' , 4588016L: 
'CreateFileA' , 4588076L: 'Sleep' , 4588280L: 'WriteFile' , 4588352L: 'CloseHandle' , 
4588080L: 'ExitProcess' , 4686760L: 'PathFileExistsA' , 4686704L: 'GetProcessHeap' , 
4588060L: 'HeapAlloc' , 4686704L: 'GetProcessHeap' , 4588056L: 'HeapFree' , 4588504L: 
'FindResourceA' , 4588516L: 'SizeofResource' , 4588508L: 'LoadResource' , 4588512L: 
'LockResource' , 4588092L: 'VirtualAlloc' }  
 
def addr_to_string(address) :  
    return "loc_{:04X}" .format (address)  
 
function_comments = {  
0x2BC7: "load resource" ,  
0x26C1: "get base address" ,  
0x380D: "get pointer to value 1" ,  
0x620D: "get pointer to value 2" ,  
0x19F0: "decryption of resource" ,  
0x0E2F: "memset" ,  
0x21AB: "get decoded string (1='Explorer.exe')" ,  
0x4DDE: "expand key" ,  
0x29C5: "RC6 decrypt" ,  
}  
 
def parse_function(address) :  
    # returns code and list of function called from this function, if we want to parse 
them too...  
    code = []  
    functions_called = set() # functions that are called from this  function  
    print ( "Processing function " + addr_to_string(address))  
     
    addresses_to_parse = [ address ] # start address of every basic block in this 
function (to include conditional branches)  
    addresses_parsed = []  
     
    while addresses_to_parse:  
        address = addresses_to_parse.pop()  
        code.append (addr_to_string(address) + ":" )  
         
         
        while True:  
            if address in addresses_parsed:  
                break  
            addresses_parsed.append (address)  
             
            addr_string = addr_to_string(address)  
            instruction = GetMnem(address)  
            if instruction == "jmp" :  
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                address = GetOperandValue(address, 0)  
                continue  
            if instructi on == "call" :  
                call_address = GetOperandValue(address, 0)  
                if call_address >= 0x460000: # function in where_am_i.exe  
                    code.append (addr_string + ": " + GetDisasm(address) + " ; " + 
function_mapping [ call_address ] )  
                else :  
                    functions_called.add (call_address)  
                    if call_address in function_comments:  
                        code.append (addr_string + ": " + GetDisasm(address) + " ; " + 
function_comments [ call_address ] )  
                    else :  
                        code.append (addr_string + ": " + GetDisasm(address))  
             
            elif instruction not in [ "mov" , "xor" , "sub" , "add" , "pop" , "push" ] :  
                code.append (addr_string + ": " + GetDisasm(address))  
            elif instruction in [ "mov" , "xor" , "sub" , "add" ] : # add instructions that 
are not on constants  
                if GetOpType(address, 1) ! = 5: # immediate value  
                    code.append (addr_string + ": " + GetDisasm(address))  
 
            if instruction in [ "jz" , "jnz" , "jg" , "jge" , "jnb" ] :  
                addresses_to_parse.append (GetOperandValue(address, 0))  
            elif instruction in [ "retn" , "ret" ] :  
                break  
 
            address = NextHead(address)  
 
    return code, functions_called  
 
 
def parse_functions_recursively(start_address, out_path) :  
    functions_to_parse = [ start_address ]  
    functions_parsed = []  
 
    while functions_to_parse:  
        address = functions_to_parse.pop()  
        functions_parsed.append (address)  
         
        function_code, extra_functions = parse_function(address)  
        if function_code:  
            open(out_path + addr_to_string(address) + ".asm" , 
"wt" ) .write ( " \ n" .join(function_code))  
         
        for call_addr in extra_functions:  
            if call_addr not in functions_to_parse and call_addr not in 
functions_parsed:  
                functions_to_parse.append (call_addr)  
 
 
start_address = 0  
out_path = "C: \ \ temp\ \ where_am_i\ \ "  
parse_functions_recursively (start_address, out_path)  
print ( "done" )  

˸˞ ˦˲˧˶˵˯ ˢˤ ˷˧ ˳˧˶ˢ˪ ˟πIDA Pro ˥ˣ˸˲˷ ˪˰ ˳˟ˣ˵ˢ shellcode.binΦ 

˷˧ ˭˧˧˴˪ ˦˲˧˶˵˯ˢ˷ ˣˮ˧˞ ˫˪˷ˣˬ Φ˦˪˲ˢ ˫˧ˬ˰˲˪ ˞˪ ˠ˧˴ˬ ˸˞ sπflow ˢ˶ˣ˴˟ ˢ˥ˣˮ Σ˫ˠˣ ˶˧˸˯ˬ ˢ˵˧ˠˣ˪ 

ˢ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˢ˟ˣ˷˥ Φ˪˟˞ ˞ˣˢ ˵˧˲˯ˬ ˪˧˟˷˟ ˭˧˟ˢ˪ ˶ˣ˸˲˪ˣ ˸˞ ˶ˠ˸˞ˢ Φ˦˪˲ˢ ˪˟˵˸ˬ˷ ˵˲˯ˬ ˸˞ 

˰ˡ˧ˬˢ ˧˯˧˯˟ˢ ˪˷ ˣˤ˧˞ ˢ˧˴˵ˮˣ˲ ˸˞˶˵ˮ ˣˤ˧˞ˬ ˢ˧˴˵ˮˣ˲ ˣ˪˧˞˟ˣ ˸ˣ˟ˣ˸˩ ˸ˣ˞˴ˬˮ ˸ˣ˞˧˶˵ˢ Φ˰ˡ˧ˬ ˢˤ ˶ˤˣ˰ 
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ˡˣ˞ˬ ˭˧˟ˢ˪ ˢˬ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˶ˣ˵˷ Σ˸˰ˡ˪ˣ ˭˩˧ˢ ˶˧ˡˠˢ˪ breakpoint ˧ˡ˩ ˠ˟ˡ˪ ˸˧ˬˮ˧ˡ Φ˸˞ ˸ˣ˶˰ˢˢ ˪˰ 

˸ˣ˧˴˵ˮˣ˲ˢ ˧˸˲˯ˣˢ ˶˥˞˪ ˥ˣ˸˧ˮ ˧ˬˮ˧ˡΦ 

˭˪ˢ˪ ˦˪˲ ˦˲˧˶˵˯ˢ ˶ˣ˟˰ ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˷˞˶ˢ ˟πshellcodeΥ 

 

˶ˢˬ ˡˣ˞ˬ ˭˸˧ˮ ˭˧˟ˢ˪ ˷˧˷ ˢ˲ flow ˡˣ˞ˬ ˢˬˣˡ ˢˬ˪ ˣˮ˧˞˶˷ ˫ˡˣ˵ π ˸˞˧˶˵ ˭˩ˣ˸ sπresource ˣˬ˷˷ Ϧн Ϧ

ˣ˪ˡˣˠˣ 0x15160 ˪˞ ˨ˣ˸ buffer Σ˥ˣˮ˰˲ˣ ˣ˪˷ ˸˶ˤ˰˟ ˧ˮ˷ ˫˧˩˶˰ ˫˧˞˴ˬˮ˷ ˟πoffset ˫˧ˣ˯ˬ ˸˪˧˥˸ˬ sπ

shellcodeΦ ˶˥˞˪ ˥ˣˮ˰˲ sπbuffer ˢˮ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ sub_A74 ˫˰ ˶ˬ˶˲ ˞ˣˢ˷ sπbuffer ˥ˮ˰ˣ˲ˬˢ Φ

˭˪ˢ˪ ˡˣ˵ ˧˵˪˥ ˪˷ ˢ˧˴˵ˮˣ˲ˢ sub_A74 ˪˧˩ˬ˷ ˸˞ ˸ˣˡˣ˵˲ sπcall ˷˧˷ ˢ˟ ˡ˟˪˟Υ 
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˭˸˧ˮ ˸ˣ˞˶˪ ˶ˣ˶˧˟˟ ˸ˣ˧˴˵ˮˣ˲˷ sπWinAPI ˸ˣ˞˶˵ˮ˷ ˢˮˬˬ ˭s ˭˧˟ ˶˸˧ˢΥ 

¶ CreateProcessA 

¶ VirtualAllocEx 

¶ WriteProcessMemory 

¶ QueueUserAPC 

¶ ResumeThread 

˱˯ˣˮ˟ ˢˮ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ sub_21AB ˥ˣ˸˧ˮˬ˷ ˧ˬˮ˧ˡ ˢ˪ˠˮ ˞˧ˢ˷ ˸˥ˮ˰˲ˬ ˸˞ ˸ˤˣ˶˥ˬˢ 

ϦExplorer.exe ΦϦ 

˸ˣˮ˥˟ˢˬ ˣ˪˞ ˶ˣ˶˟ ˢ˧˴˵ˮˣ˲˷ xʕ ˸˶˴ˣ˧ ˨˧˪ˢ˸ Explorer.exe ύ˧˲˩ ˣˮ˧˞˶˷ ˟πProcmon Σόˢ˵˧˶ˤˬ ˣ˧˪˞ ˸˞ 

πsshellcode ˥ˮ˰ˣ˲ˬˢ Σˢ˪˧˥˸ˬˣ ˸˞ ˢ˴˶ˢˢ ˣ˪˷Φ 

˫˧ˠ˟ˡˬ˷˩ ˸˞ ˢ˧˴˵ˮˣ˲ˢ sub_A74 Σ˫˧˞ˣ˶ ˸˪˧˥˸˟˷ sπbuffer ˥ˮ˰ˣ˲ˬˢ ˭ˮ˷˧ ˶˲˯ˬ ˸ˣˤˣ˶˥ˬ ˧ˮ˲˪ sπ

shellcode ˣˬ˴˰ Φˢ˞˧˶˵˟ ˢ˧˴˵ˮˣ˲˪ WriteProcessMemory ˶˟˰ˣˬ ˶˦ˬ˶˲ ˞ˣˢ˷ ˰˧˟˴ˬ ˪πbuffer ˟π

offset ˪˷ 0x31 ˫˧˸˟ π ˭˩ˣ˸ˢ ˶˥˞˪˷ ˸ˣˤˣ˶˥ˬˢ Φ 

ˣˬ˩ ˫ˡˣ˵ Σ˧ˡ˩ ˶ˣˬ˷˪ ˸˞ ˡˣ˵ˢ ˨ˣ˸˪ ˳˟ˣ˵ ˷˧ ˶˧ˡˠˢ˪ breakpoint ˪˰ ˢ˞˧˶˵ˢ ˸˧˧˴˵ˮˣ˲˪ ˥ˣˮ˰˲ˢ Σ

˸˟ˣ˸˩˟ 0x69DF Σ˸ˣ˷˰˪ˣ memory dump ˪πbuffer ˥ˮ˰ˣ˲ˬˢ ˪˥ˢ ˬπoffset ˪˷ 0x31 ˫˧˸˟ ˵ˣ˧ˡ˟ ˧˲˩ 

˞ˣˢ˷ ˟˸˩ˮ ˪πExplorer.exe Φ˳˟ˣ˵˪ ˢˤ ˞˶˵ˮ shellcode_explorer.binΦ 

˧ˡ˩ ˸˰ˡ˪ ˢˬ ˢ˧˴˵ˮˣ˲ˢ sϦˢˮˣ˷˞˶ Ϧˢ˴˶˷ Σ˶˧ˡˠˮ breakpoint ˟πwhere_am_i.exe ˪˰ ˢ˞˧˶˵ˢ ˪π

QueueUserApc Φ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˶˟˰ˣˬ˷ ˢ˧˴˵ˮˣ˲˪ xʕ ˞ˣˢ ˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ ˳ˣ˶˸˷ ˨˧˪ˢ˸˟ 

Explorer.exe ˶˥˞˪ ˢ˞˧˶˵ˢ ˪πResumeThread Φˢ˞˶ˮ ˸˟ˣ˸˩ˢ˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˴˶˷ ˞˧ˢ ˵ˣ˧ˡ˟ ˸˪˧˥˸ sπ

buffer ˟˸˩ˮ˷Φ 

˧ˮ˲˪ ˫˧˪˧˥˸ˬ˷ ˥˸ˮ˪ ˸˞ shellcode_explorer.bin ˟πIDA Pro Σ˧˞ˡ˩ ˰˧ˠˢ˪ ˟˴ˬ˪ ˫˧ˠ˟ˡˬ˷ ˸˞ ˨˧˪ˢ˸ˢ 

Explorer.exe Φ˨˶ˣ˴˪ ˨˩ ˷˧ ˶˧ˡˠˢ˪ breakpoint ˶˥˞˪ ˢ˞˧˶˵ˢ ˪π WriteProcessMemory˨˞ ˧ˮ˲˪ 

ˢ˞˧˶˵ˢ ˪πResumeThread Φ 

˨˧˪ˢ˸ˢ˷˩ ˶˴ˣ˰ ˟πbreakpoint Σ˷˧ ˸ˣ˷˰˪ attach ˨˧˪ˢ˸˪ Explorer.exe ˷ˡ˥ˢ ˶˴ˣˮ˷ Σ˶˧ˡˠˢ˪ x˟ 

breakpoint ˪˰ ˸˟ˣ˸˩ˢ ˢ˧˪˞˷ ˟˸˩ˮ sπbuffer ˢ˞˧˶˵˟ ˪πWriteProcessMemory Σ˶˥˞˪ˣ ˭˩ˬ ˶ˣˤ˥˪ 

˨˧˪ˢ˸˪ where_am_i.exe ˨˧˷ˬˢ˪ˣ ˸˞ ˢ˴˧˶ˢ ˣ˪˷ Φ 

ˡ˧ˬ ˶˥˞˪ ˭˩ˬ ˨˧˪ˢ˸ˢ Explorer.exe ˶˴˰˧ ˟πbreakpoint ˶ˡˠˣˢ˷Φ 

˫˧˥˸ˣ˲˷˩ ˸˞ shellcode_explorer.bin ˟πIDA Pro ˫˧˪ˠˬ ˫ˠ˷ ˞ˣˢ ˶˟˰ Control Flow Obfuscation 

˭˲ˣ˞˟ ˢˬˣˡ ˪πshellcode ˫ˡˣ˵ˢ Φ 



 
 

  Flare-On 2023 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 157, ˶˞ˣˮ˧ нлнп  по 
 

˧ˡ˩ ˶ˣ˵˥˪ ˸˞ ˡˣ˵ˢ Σˣˬ˩ ˫ˡˣ˵ Σ˷˧ ˳˧˶ˢ˪ ˸˞ ˦˲˧˶˵˯ˢ Φ˭˪ˢ˪ ˦˪˲ˢ ˣ˪˷ ˶ˣ˟˰ ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˷˞˶ˢΥ 

 

˦˪˲˟ ˦˲˧˶˵˯ˢ ˢˮ˷˧ ˢ˞˧˶˵ ˪-[ebp+var_4] ˦˲˧˶˵˯ˢ˷ ˞˪ ˠ˧˴ˬ ˢ˶ˣ˴˟ ˵˧˲˯ˬ ˢ˟ˣ˦ ˭˩˪ˣ ˷˧ ˠ˟ˡ˪ ˧ˡ˩ 

˸ˣ˞˶˪ ˣˤ˧˞ ˢ˧˴˵ˮˣ˲ ˸˞˶˵ˮ Φ˫˧ˠ˟ˡˬ˷˩ ˭˸˧ˮ ˸ˣ˞˶˪ ˸ˣ˞˧˶˵ˢ˷ ˪πsub_2FF ˸ˣ˥ˮ˰˲ˬ ˸˞ ˶˞˷ sπ

shellcode Σ˶˥˞˪ˣ ˭˩ˬ ˢ˞˧˶˵ˢ ˪π[ebp+var_4] Σ˞˧ˢ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ sub_E9F Φ˧ˡ˩ ˨˧˷ˬˢ˪ ˯˶˟˶˪ ˷˧ 

˸ˣ˷˰˪ memory dump ˶˥˞˪ ˥ˣˮ˰˲ ˶˞˷ sπshellcode Σ˵ˣ˧ˡ˟ ˣˬ˩ ˣˮ˧˷˰˷ ˫ˡˣ˵ Σ˫˰˲ˢ ˪˞ ˳˟ˣ˵ˢ 

shellcode_explorer_decoded.binΦ 

˫˧˥˸ˣ˲˷˩ ˸˞ ˳˟ˣ˵ˢ shellcode_explorer_decoded.bin ˟πIDA Pro Σ˭˸˧ˮ ˸ˣ˞˶˪ ˡˣ˵ˢ˷ x˟ ˶˟˩ ˞˪ ˶˟˰ 

˸˞ sπobfuscation ˣˮ˧˞˶˷ ˡ˰ ˢ˩ Φ˶˥˞˪ ˦˰ˬ ˥ˣ˸˧ˮ ˧˦˦˯ ˠˣ˟˧ˡˣ ˪˵ ˭˧˟ˢ˪ ˢ˧˴˵ˮˣ˲ˢ˷ sub_E9F ˸˞˴ˣˬ 

˫˧˰˧˟˴ˬ ˸ˣ˧˴˵ˮˣ˲˪ LoadLibrary, GetProcAddress, VirtualAlloc Φ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸˞˶ˣ˵ ˪πVirtualAlloc Σ

˸˟˸ˣ˩ ˪˞ sπbuffer ˶˴ˣˮˢ ˸˞ ˨˷ˬˢ ˡˣ˵ˢ Σ˱ˣ˯˟˪ˣ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ sub_188D ˸˞˴ˬˮ˷ x˟ Φ˟ˣ˷ Σ˷˧ 

˸ˣ˷˰˪ memory dump ˪πbuffer ˢˤ Σˣ˪ˡˣˠ˷ 0x19000 Σ˳˟ˣ˵˪ shellcode_explorer2.bin Φ˭˸˧ˮ ˸ˣ˷˰˪ 

˸˞ˤ ˷ˬˬ ˧ˮ˲˪ ˢ˞˧˶˵ˢ ˪πsub_188D ˸˰˴˟˸ˬ˷ ˸˟ˣ˸˩˟ 0x1291Φ 

˸˧˧˴˵ˮˣ˲ sπmain ˟πshellcode_explorer2.bin ˞˧ˢ sub_1000 ˞˧ˢˣ ˢ˶˴˵ ˸˧˯˥˧ ˭˩˪ˣ ˭˸˧ˮ ˭˧˟ˢ˪ ˢ˸ˣ˞ ˫ˠ 

˸ˣ˰˴ˬ˞˟ ˠˣ˟˧ˡ ˡ˟˪˟ Φ˪ ˸ˣ˞˧˶˵ ˭ˮ˷˧ ˣˤ ˢ˧˴˵ˮˣ˲˟-CreateNamedPipe x-ConnectNamedPipe  ˪˰pipe 

 ˫˷˟Ϧ\\ .\pipe\whereami ˨˧˪ˢ˸˟ ˭˩˪ ˫ˡˣ˵ ˥˸˲ˮ˷ "where_am_i.exe˪ ˢ˞˧˶˵ ˢˮ˷˧ ˭˩ˬ ˶˥˞˪ .-

ReadFile ˢ ˪˰-pipeˢ ˞˶˵ˮ ˢ˟˷ ,-path  ˳˟ˣ˵ˢ ˪˷where_am_i.exe. ˫˞ ˶ˣˤ˥ˮ ˡˣ˵˪ ˢ˧˴˵ˮˣ˲ˢ 

sub_A74 ˟πwhere_am_i.exe Σˢ˞˶ˮ ˶˴ˣˮ˷ x˟ sπpipe ˢˤˢ ˟˸˩ˮˣ ˣ˧˪˞ path ˢˤΦ 

˶˥˞˪ ˭˩ˬ ˭ˮ˷˧ н ˸ˣ˵˧ˡ˟ Σˢˮˣ˷˞˶ˢ ˞˧ˢ ˢ˞˧˶˵ ˪πGetUserNameA ˸˞ˣˣ˷ˢˣ ˢ˞˴ˣ˸ˢ ˪πϦflare ΦϦˢ˵˧ˡ˟ˢ 

ˢ˧ˮ˷ˢ ˞˧ˢ ˸˞ˣˣ˷ˢ sπpath ˪˷ where_am_i.exe ˪πϦC:\Users\Public ΦϦ 
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˫˞ ˧˸˷ ˸ˣ˵˧ˡ˟ ˢ˪˞ ˸ˣ˶˟ˣ˰ ˤ˞ ˢˮ˷˧ ˢ˵˧ˡ˟ ˨˶˰ˢ˷ ˟πoffset 0x3FC ˭ˣ˶˩˧ˤ˟ ˞ˣˢ 0xBAADBEEF Σˤ˞ˣ 

˳˲ˣ˵ sπMessageBoxΥ 

 

˶˥˞˪ ˭˩ˬ ˢˮ˷˧ ˢ˞˧˶˵ ˪πExitProcess ˞˪ˣ ˢ˶ˣ˵ ˡˣ˰ ˫ˣ˷ ˶˟ˡ ˱˞˟ ˡ˥˞ ˫˧˩˧˪ˢ˸ˢˬ Φ˫˞ ˭˩ ˢ˲˧˞ ˪ˠˡˢΚ 

˧ˮ˷ ˫˧ˤˬ˶ˢ ˣˮ˪˟˧˵˷ ˭˞˩ ˫ˢ ˷πbuffer ˫˧ˣ˯ˬ ˪˧˥˸ˬ ˟π0xBAADBEEF Σˢˮ˷˧ˣ ˸ˮ˲˴ˢ RC6 Φ˶˧˟˯ ˥˧ˮˢ˪ 

ˢ˷πbuffer ˢˤˢ ˭˲˴ˣˬ ˫˰ RC6 ˨˧˶˴ˣ ˥ˮ˰˲˪ ˣ˸ˣ˞ Σ˪˟˞ ˞˪ ˶ˣ˶˟ ˫˰ ˢˤ˧˞ ˥˸˲ˬ Φ˫˧˪˩˸˯ˬ˷˩ ˪˰ sπ

buffer ˢˤˢ Σ˫˧˞ˣ˶ ˞ˣˢ˷ ˟˩˶ˣˬ ˬπ0x280 ˫˧˸˟ ˫˧˞˴ˬˮ˷ ˭˧˟ ˧ˮ˷ ˧˩˶˰ 0xBAADBEEFΦ 

˨˪ˢˬ˟ ˢ˴˧˶ˢ ˡ˰ ˢ˩ ˣ˰˴˟˸ˢ ˶˲˯ˬ ˫˧˥ˣˮ˰˲ ˞˪˷ ˣˮ˵ˬ˰˸ˢ ˷ˣˬ˧ˬ˟ ˫ˢ˪˷ Σ˶ˣ˟˰ˮ ˫ˢ˧˪˰ ˵ˬˣ˰˪ ˧˪ˣ˞ˣ 

˞˴ˬˮ ˫˧ˤˬ˶ Φ˥ˣˮ˰˲ˢ ˭ˣ˷˞˶ˢ ˟πwhere_am_i.exe ˞ˣˢ ˪˷ sπshellcode ˭ˣ˷˞˶ˢ ˞ˣˢˣ ˰˴˟˸ˬ ˸˶ˤ˰˟ RC4 

π ˞˪ ˧˦ˮˣˣ˪˶ Φ 
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˥ˣˮ˰˲ˢ ˞˟ˢ ˢ˶ˣ˵ ˢ˧˴˵ˮˣ˲˟ sub_19F0 ˨ˣ˸˟ sπshellcode ˭ˣ˷˞˶ˢ Σ˳˶˷ ˨˧˪ˢ˸˟ where_am_i.exe Σˣ˟ˣ 

˫˧˥ˮ˰˲ˬ ˸˞ sπshellcode ˧ˮ˷ˢ ˵˶ˤˣ˧˷ ˨˷ˬˢ˟ ˪πExplorer.exeΥ 

 

˫˧ˠ˟ˡˬ˷˩ ˸˞ ˸˧˧˴˵ˮˣ˲ ˢˮ˲˴ˢˢ Σsub_19F0 Σ˫˧˞ˣ˶ ˞˧ˢ˷ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ sub_4DDE ˫˰ ˰˧˟˴ˬ ˪π

buffer ˨˶˰ˢˣ 0xBAADBEEF Σ˸˞˪ˬˬˣ ˸˞ sπbuffer ˢˤˢΥ 
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˶˥˞˪ ˭˩ˬ sπbuffer ˢˤˢ ˶˟˰ˣˬ ˢ˧˴˵ˮˣ˲˪ sub_29C5 ˡ˥˧˟ ˫˰ sπbuffer ˪˧˩ˬ˷ ˸˞ ˰ˡ˧ˬˢ ˭˲˴ˣˬˢ ˣ˪ˡˣˠˣΥ 

 

˸ˣˠˢˮ˸ˢ xʕ ˸˧˞˶ˮ ˣˬ˩ ˢ˞˧˶˵ ˸˧˧˴˵ˮˣ˲˪ key expansion ˶˥˞˪ˣ ˭˩ˬ ˢ˞˧˶˵ ˸˧˧˴˵ˮˣ˲˪ ˥ˣˮ˰˲ Φ˟˷˥˸ˢ˟ 

ˢˡ˟ˣ˰˟ ˢ˞˶ˮ˷ ˥˸˲ˬˢ˷ ˞ˣˢ 0xBAADBEEF Σˣˢˤˣ ˨˶˰ˢ ˞˴ˬˮ˷ ˸˪˧˥˸˟ sπbuffer ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˥ˮ˰˲˪ Σ

ˢ˯ˮˮ ˷ˬ˸˷ˢ˪ ˢ˧˴˵ˮˣ˲˟ sub_29C5 ˧ˡ˩ ˥ˮ˰˲˪ ˸˞ sπbuffer ˣˮ˪˷Φ 

˧ˡ˩ ˸ˣ˷˰˪ ˸˞ˤ ˵˧˸˰ˮ ˸˞ ˫˧˸˟ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˥ˮ˰˲˪ π ˫ˢ ˫˧˞˴ˬˮ ˟πoffset 0x400 ˳˟ˣ˵˟ 

shellcode_explorer2.bin Φ 
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˟ˣ˸˩ˮ ˫˸ˣ˞ ˭ˣ˶˩˧ˤ˟ ˧ˮ˲˪ ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ sub_29C5 ˭˩ˡ˰ˮˣ ˸˞ ˶˦ˬ˶˲ ˪ˡˣˠˢ ˶˟˰ˣˬ˷ ˢ˧˴˵ˮˣ˲˪Υ 

 

˶˥˞˪ ˸˴˶ˢ ˢ˧˴˵ˮˣ˲ˢ Σπsbuffer ˥ˮ˰˲˸ˬ ˧ˣ˞˶˩Υ 
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˭˪ˢ˪ ˭˩ˣ˸ sπbuffer ˪˟˵˸ˬˢΥ 

Where am I? I'm lost in cyber,  
A place where bits and bytes conspire,  
To take me on a journey far,  
From where I am to where you are.  
 
The world is vast and full of wonder,  
But here I am, just lost in thunder,  
Of data streams and endless code,  
A place where ones and zeroes explode.  
 
But still I search, for what I seek,  
A place where answers come to meet,  
My questions de ep and full of thought,  
A place where knowledge can be sought.  
 
And then I see, a light so bright,  
It shines so true, it's quite a sight,  
Oh my FLARE, there you are, WheR3_4m_I_fr0m_0TF@flare - on.com 
My guiding star, my shining star.  

 

˪ˠˡˢ ˞ˣˢΥ 

WheR3_4m_I_fr0m_0TF@flare-on.com 
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˶ˠ˸˞ с π FlareSay 

¸ƻǳΩǊŜ ŘƻƛƴƎ ƎǊŜŀǘ ŎƘŀƳǇΗ ¢Ƙƛǎ ŎƘŀƭƭŜƴƎŜ ƛǎ ŀ ƳƻŘŜǊƴ όŀƴŘ ǊŜǘǊƻύ ǘŀƪŜ ƻƴ ǘƘŜ ŎƭŀǎǎƛŎ ƎŀƳŜ {ƛƳƻƴ 

Says. The cool thing about this one though is it will make you give up, and maybe take that sales 

job after ŀƭƭΦ LǘΩǎ ōŜǘǘŜǊ ŦƻǊ ŜǾŜǊȅōƻŘȅ ǘƘŀǘ ǿŀȅΦ 

˟˶ˠ˸˞ ˢˤ ˫˧˪˟˵ˬ ˸˞ ˳˟ˣ˵ˢ FlareSay.exeΦ ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˞˪ ˢ˶ˣ˵ ˫ˣ˷ ˶˟ˡ Σ˫˧˥˸ˣ˲˷˩ˣ ˸˞ 

˳˟ˣ˵ˢ ˟πIDA Pro ˫˧ˠ˟ˡˬˣ ˫˧ˮ˧˟ˬ ˢˬ˪ Φ˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ startΥ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ get_buffer_pointer ˢ˪ˣ˩˧˷ ˪˟˵˪ ˡ˥˞ ˭˧˟ˬ ˫˧˩˶˰ˢ 1, 2, 3 ˞˧ˢˣ ˢ˶˧ˤ˥ˬ 

˰˧˟˴ˬ ˪πbuffer ˣˢ˷˪˩ Φ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 
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˞˧ˢ ˢ˷ˣ˰ ˸˞ˤ ˪˰ ˧ˡ˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ get_rip_and_returnΥ 

 

ˢ˧˴˵ˮˣ˲ˢ get_rip_and_return ˸˲˪ˣ˷ ˸˧ˮ˯˥ˬˢˬ ˸˞ ˨˶˰ˢ ˭ˣ˶˥˞ˢ ˯ˮ˩ˣˢ˷ ˢ˧˪˞ Σˣˢˤ˷ ˫˴˰˟ ˸˟ˣ˸˩ 

Ϧsˢˡˣ˵˲ Ϧ˧˶˥˞˷ ˢ˞˧˶˵ˢ ˪πget_rip_and_return Σ˸˰˴˟ˬˣ ret ˶ˬˣ˪˩ ˸˶ˤˣ˥ ˢˡˣ˵˲˪ ˧˶˥˞˷ ˢ˞˧˶˵ˢ 

ˢ˧˴˵ˮˣ˲˪ ˢ˧ˮ˲˪˷ Σget_buffer_pointer Φ˶ˬˣ˪˩ sπbuffer ˢ˧˴˵ˮˣ˲ˢ˷ get_buffer_pointer ˢ˶˧ˤ˥ˬ ˞˴ˬˮ 

Ϧ˟ˡˣ˵ Ϧˢ˧˴˵ˮˣ˲ˢ ˢˬ˴˰ Φ˨˩ ˪˷ˬ˪ sπbuffer ˶ˤ˥ˣˬ˷ ˶ˣ˟˰ ˨˶˰ˢ о ˞ˣˢ ˸ˤˣ˶˥ˬˢ ϦWinningΥϦ 

 

ˢ˧˴˵ˮˣ˲˟ start ˢˮ˷˧ ˢ˞˧˶˵ ˪πget_buffer_pointer ˫˰ ˨˶˰ˢ м Φπsbuffer ˶ˤ˥ˣˬ˷ ˢ˞˧˶˵˟ xʕ ˞ˣˢ ˨˶˰ˬ 

˪ˡˣˠ˟ мс ˫˧˸˟ ˫˪ˣ˩˷ ˫˧˯˲˞Υ 

 

ˢ˧˴˵ˮˣ˲ˢ start ˸˟˷˥ˬ ˣˢ˷ˤ˧˞ hash ˪˰ ˨˶˰ˬˢ ˢˤˢ ˢˣˣ˷ˬˣ ˣ˸ˣ˞ ˰ˣ˟˵˪ 0x31D9F5FF Φ˵˶ ˫˞ ˷˧ 

ˢˬ˞˸ˢ ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ˢ˩˧˷ˬˬ Σ˸˶˥˞ˣ ˸˧ˮ˩ˣ˸ˢ ˸ˬ˧˧˸˯ˬ ˧˪˟ ˢ˶ˣ˵˷ ˫ˣ˪˩ Φ˫˧ˠ˟ˡˬ˷˩ ˸˞ ˨˧˪ˢ˸ˢ 

˫˧˞ˣ˶ ˢ˷πhash ˪˷ ˨˶˰ˬˢ ˯˲ˣ˞ˬˢ ˞ˣˢ л ˭˩˪ˣ ˸ˬ˞˟ ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˞˪ ˢ˶ˣ˵ ˫ˣ˪˩ Φ˫˞ ˭ˬˤ˟ 

ˠˣ˟˧ˡ ˢˮ˷ˮ ˸˞ sπzero flag ˧˶˥˞ ˢ˞ˣ˷ˢˢ ˪˷ sπhash ˸ˣ˧ˢ˪ л Σˤ˞ ˨˧˷ˬˮ ˟πflow Ϧ˭˧˵˸ Ϧ˨˧˪ˢ˸ˢˣ ˳˧˲˵˧ 

MessageBox ˫˰ ˦˯˵˦ ˞˪ ˞˧˶˵ Σ˸˶˸ˣ˩ˢˣ WinningΥ 
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˞˪ ˢ˞˶ˮ ˷˧˷ ˢˬ ˸ˣ˷˰˪ ˪˩ ˨˩ ˫˰ ˳˟ˣ˵ˢ ˢˤˢ Φ˫˞ ˷˲˥ˮ ˫˧ˤˬ˶ ˳˟ˣ˵˟ ˢ˪ˠˮ ˸˞ ˸ˤˣ˶˥ˬˢ Ϧ A220 I7 D1 

H5 T6 ΣϦ˷ˣ˲˧˥ˬˣ ˪ˠˣˠ˟ ˢ˪ˠˮ ˞˧ˢ˷ ˢ˶ˣ˷˵ ˪πBLASTER Variable ˸˩˶˰ˬ˟ ˢ˪˰˲ˢ DOSΦ 

˞˫ ˢ˯ˮˮ Σˢ˪ˠˮ ˭˸˧ˮ˷ ˳˧˶ˢ˪ ˸˞ ˨˧˪ˢ˸ˢ ˢˤˢ ˫ˠ ˩πexecutable ˧ˮ˶ˡˣˬ ˫ˠˣ ˩πexecutable ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ DOS Φ˧˲˩ ˶ˣ˞˧˸˷ ˶ˠ˸˞ˢ ˤˬ˶ Σ˶˟ˣˡˬ ˟ˣ˪˧˷˟ ˪˷ modern xπretroΦ 

˧ˮ˞ ˧˸˞˴ˬ ˨˶ˡˢ˷ ˧˩ˢ ˢ˪˵ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˞˧ˢ ˸ˣ˰˴ˬ˞˟ ˶ˣ˦˪ˣˬ˧˞ˢ DOSBox Φ˧ˡ˩ ˸˷ˠ˪ ˳˟ˣ˵˪ ˷˧ 

˳˧˶ˢ˪ ˶ˣ˦˪ˣˬ˞˟ ˸˞ ˢˡˣ˵˲ˢ: 

mount C: < directory path > 

˶˥˞˪ˣ ˭˩ˬ ˶ˣ˟˰˪ ˢ˧˵˧˸˪ C: ˪˰ ˧ˡ˧ ˸˴˶ˢ ˢˡˣ˵˲ˢ: 

C:  

ˤ˞ˣ ˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˪˧ˠ˶˩Υ 

 

  

https://dos.fandom.com/wiki/BLASTER_Variable
https://en.wikipedia.org/wiki/DOS
https://www.dosbox.com/
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˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˪˟˵˸ˬ ˭ˣ˪˥ˢ ˞˟ˢΥ 

 

ˣ˧˶˥˞ˣΥ 
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˫˧˴˥ˣ˪˷˩ Enter ˫˧˰˧ˠˬ ˭ˣ˪˥˪ ˵˥˷ˬΥ 

 

˶˟ˣˡˬ ˵˥˷ˬ˟ ˫˯˶ˣ˲ˬˢ ˭ˣˬ˧˧˯ ˣ˟˷ ˟˷˥ˬˢ ˣ˶ˣ˸˟ ˶˥ˣ˟ ˧˞˶˵˞˟ ˰˟˴ Σ˶˧˞ˬ ˣ˸ˣ˞ ˰˧ˬ˷ˬˣ ˪˧˪˴ ˫˧˞˸ˬ˷ 

ˣ˪ Φ˭˵˥˷ˢ ˣ˶ˣ˸˟ ˨˧˶˴ ˶ˣˤ˥˪ ˪˰ ˪˩ ˫˧˰˟˴ˢ ˟˷˥ˬˢ˷ ˶˥˟ ˡ˰ ˩ sΣ˨˩ ˪˩˟˷ ˟ˣ˟˧˯ ˱˯ˣˣ˸ˬ ˰˟˴ ˱˯ˣˮ 

˱˴˶˪ Φ˫˞ ˭˵˥˷ˢ ˢ˰ˣ˦ ˡ˥˞˟ ˫˧˰˟˴ˢ ˤ˞ ˵˥˷ˬˢ ˶ˬˠˮ Σ˭ˠˮ˸ˬ ˶˧˷ˢ Never Gonna Give You Up ύ˧l 

ˡˬ˥ˮ ό˸ˠ˴ˣˬˣ ˢ˰ˡˣˢˢΥ 

 

˵˥˷ˬˢ˷˩ ˶ˬˠˮ ˸˧ˮ˩ˣ˸ˢ ˸ˬ˧˧˸˯ˬ Σ˧ˡ˩ˣ ˵˥˷˪ ˟ˣ˷ ˨˧˶˴ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˷ˡ˥ˬ Φ˫˞ ˵˥˷ˮ ˵˥˷ˬ˟ 

˶˲˯ˬ ˫˧ˬ˰˲ ˫˧˷ˮ ˟˪ ˪˩˟˷ ˫˰˲ ˱˴˶ ˫˧˰˟˴ˢ ˟˷˥ˬˢ˷ ˶˥ˣ˟ ˢˮ˸˷ˬ Φ˱˯ˣˮ˟ ˪˥ˢ ˟˪˷ˬ мл Σ˟˴˵ 

˵˥˷ˬˢ ˪ˡˠ π ˫˧˰˟˴ˢ ˫˧˶˞ˣˬ ˵˶˲˪ ˭ˬˤ ˶˴˵ ˶˸ˣ˧Φ  ˳˟ˣ˵ˢ ˸˞ ˫˧˴˧˶ˬ˷˩ ˳˶˷ ˡˣ˵ˢ ˸˞ ˸ˣ˞˶˪ ˧ˡ˩

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟DOS˟ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ,-IDA Pro  ˸ˣ˶˷˲˞˟ ˶˥˟ˮˣMS-DOS executable. 

https://en.wikipedia.org/wiki/Simon_(game)
https://en.wikipedia.org/wiki/Simon_(game)
https://en.wikipedia.org/wiki/Simon_(game)
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:˨˩ 

 

πsEntry Point ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˞˴ˬˮ ˸˟ˣ˸˩˟ 0x10000 ˢ˧˴˵ˮˣ˲˟ˣ xʕ ˢˮ˷˧ ˵˶ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ Ϧmain Ϧ

˸˟ˣ˸˩˟˷ 0x10030 Φˢ˧˴˵ˮˣ˲˟ xʕ ˢˮ˷˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ Ϧgame_loop Ϧ˸˟ˣ˸˩˟˷ 0x10411 ˞˧ˢˣ ˢ˪˧˩ˬ 

˸˞ ˢ˵˧ˠˣ˪ˢ ˪˷ ˵˥˷ˬˢ ˣˬ˴˰ Φ˭˪ˢ˪ ˶˵˧˰ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ game_loopΥ 
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ˢ˧˴˵ˮˣ˲˟ game_loop ˷˧ ˢ˞˪ˣ˪ ˢ˴˶˷ мну ˫˧ˬ˰˲ π ˣ˩˶˰ ˪˷ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ levels_left Φ˸ˣ˧˴˵ˮˣ˲ˢ 

˸ˣˮ˧˧ˮ˰ˬˢ ˸ˣ˞˶˵ˮ˷ ˢ˞˪ˣ˪˟ ˭sΥ 

¶ ˢ˧˴˵ˮˣ˲ˢ add_new_random_color Σˢ˟ ˶˥˟ˮ ˢ˶ˣ˴˟ ˸˧˞˶˵˞ ˰˟˴ˢ ˞˟ˢ ˱˯ˣˣ˸ˬˣ ˨˶˰ˬ˪ ˫˧˰˟˴ˢ 

ˣ˶˥˟ˮ˷ ˡ˰ ˢ˩ Φ˪˩ ˶˟˧˞ ˨˶˰ˬ˟ ˠ˴˧˧ˬ ˨˶˰ ˪˷ ˡ˥˞ ˭˧˟ˬ ˸˰˟˶˞ ˧˷˵ˬ ˫˧˴˥ˢ ˸ˡ˪˵ˬ˟ Σ˫˧ˬ˧˞˸ˬ˷ 

˫˧˰˟˴˪ ˫˧˞˴ˬˮ˷ ˭ˣ˪˥˟ ˵˥˷ˬˢΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ display_colors_so_far Σˢ˟ ˫˧ˠ˴ˣˬ ˭˵˥˷˪ ˪˩ ˫˧˰˟˴ˢ ˣ˶˥˟ˮ˷ ˡ˰ ˢ˩ ˪˰ ˧ˡ˧ ˟ˣˢ˟ˢ ˪˩ 

˰˟˴ ˸˰ˬ˷ˢˣ ˪ˣ˵ ˧˲˪ ˶ˡ˯ˢΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ player_turn Σˢ˪ˣ˩˧˷ ˶˧ˤ˥ˢ˪ ˡ˥˞ ˭˧˟ˬ ˫˧˩˶˰ˢ 0, 1 π2 Φ˨˶˰˷˩ ˢ˶ˤ˥ˢ ˞ˣˢ л ˧ˢˣˤ 

ˢ˧˴˧˵ˮˡ˧˞ ˭˵˥˷ˢ˷ ˢ˰˦ ˣ˶ˣ˸˟ ˢ˞˪ˣ˪ˢˣ ˸ˬ˧˧˸˯ˬ Φ˨˶˰˷˩ ˢ˶ˤ˥ˢ ˞ˣˢ 1 ˧ˢˣˤ ˢ˧˴˵˧ˡˮ˧˞ ˭˵˥˷ˢ˷ 

˥˧˪˴ˢ ˶ˣˤ˥˪ ˪˰ ˪˩ ˫˧˰˟˴ˢ ˣ˶ˣ˸˟ ˶˟˰ˣ ˟˪˷˪ ˞˟ˢ Φ˨˶˰˷˩ ˢ˶ˤ˥ˢ ˞ˣˢ н ˤ˞ ˸˰˴˟˸ˬ ˢ˧˴˶˦˧˞ 

˸˲˯ˣˮ ˪˷ ˢ˞˪ˣ˪ˢ ˧˪˟ˬ ˶ˣ˟˰˪ ˟˪˷ π ˶˟ˡˢ ˡ˰ˣˮ ˶˷˲˞˪ ˭˵˥˷˪ ˠ˧˴ˢ˪ ˟ˣ˷ ˸˞ ˪˩ ˫˧˰˟˴ˢ ˣ˶˥˟ˮ˷ 

ˡ˰ ˢ˩Φ 

˱˯ˣˮ˟ ˷˧ ˷ˣˬ˧˷ ˨˪ˢˬ˟ ˪˩ ˸˧ˮ˩ˣ˸ˢ ˢ˧˴˵ˮˣ˲˟ decrypt_string ˸˥ˮ˰˲ˬ˷ ˸ˣˤˣ˶˥ˬ ˸ˣˡˡˣ˵ˬ ˳˟ˣ˵˟ Φ

ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˰˧˟˴ˬ ˨˶˰ˬ˪ ˫˧˸˟ Σˣ˪ˡˣˠ Σ˸˧˟ˣ ˥˸˲ˬ Σ˸˰˴˟ˬˣ ˥ˣˮ˰˲ xor ˦ˣ˷˲ Φ˭˸˧ˮ ˶ˤ˰˧ˢ˪ 

˸ˣˤˣ˶˥ˬ˟ ˣ˪˞ˢ ˧ˡ˩ ˞ˡˣˣ˪ ˣˮ˥ˮ˞˷ ˫˧ˮ˧˟ˬ ˭ˣ˩ˮ ˸˞ sπflow ˪˷ ˸˧ˮ˩ˣ˸ˢ ˫˧˥˸ˮˬ˷˩ ˸˞ ˡˣ˵ˢΦ ˭˪ˢ˪ ˡˣ˵ 

ˢ˧˴˵ˮˣ˲ˢ player_turnΥ 
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ˢ˧˴˵ˮˣ˲˟ ˢˮ˷˧ ˢ˞˪ˣ˪ ˢ˴˶˷ ˶˲˯ˬ ˫˧ˬ˰˲ ˶˲˯ˬ˩ ˟˪˷ˢ ˧˥˩ˣˮˢ Φ˪˩˟ ˢ˧˴˶˦˧˞ ˢˮ˷˧ ˢ˞˧˶˵ ˪˷ ˨˶˰ 

˷˵ˬˢ ˭˵˥˷ˢ˷ ˳˥˪ ˣ˧˪˰ ˸ˡ˪˵ˬ˟ ˣ˸˞ˣˣ˷ˢˣ ˶˟˧˞˪ ˧˥˩ˣˮˢ ˨˶˰ˬ˟ selected_colors Φ˫˞ ˭˧˞ ˢˬ˞˸ˢ ˤ˞ 

ˢ˞˪ˣ˪ˢ ˸ˬ˧˧˸˯ˬ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˶˧ˤ˥ˬ ˸˞ ˨˶˰ˢ л Φ 

˱˯ˣˮ˟ ˪˩˟ ˢ˧˴˶˦˧˞ ˢˮ˷˧ ˢˬ˧˩˯ ˪˷ ˨˶˰ ˰˟˴ˢ ˧˥˩ˣˮˢ ύ˨˶˰ ˷˵ˬˢ ˫˧˞˸ˬ˷ ˡ˥˞˪ ˸˰˟˶˞ˬ ˫˧˴˥ˢ 

˸ˡ˪˵ˬ˟ ό˪˞ ˨ˣ˸ ˢˮ˸˷ˬ ˫˷˟ sum_player_keyboard_inputs Σ˱ˣ˯˟ˣ ˢ˞˪ˣ˪ˢ ˢˮ˸˷ˬ ˢˤ ˟˸˩ˮ 

ˢˮ˸˷ˬ˪ ˫˷˟ player_score Φ˶ˬˣ˪˩ sπscore ˪˷ ˭˵˥˷ˢ ˞ˣˢ ˫ˣ˩˯ ˪˩ ˧˩˶˰ ˫˧˷˵ˬˢ ˸ˡ˪˵ˬ˟ 

˫˧ˬ˧˞˸ˬ˷ ˫˧˰˟˴˪ ˣ˶˥˟ˮ˷ ˡ˰ ˢ˩ Φ˱˯ˣˮ˟ ˨˩˪ Σ˱ˣ˯˟ ˢ˞˪ˣ˪ˢ ˰˴˟˸ˬ ˭ˣ˩ˡ˰ ˪˷ ˨˶˰ˬ ˫˷˟ 

result_buffer ˢ˧˴˵ˮˣ˲ˢˣ ˢ˶˧ˤ˥ˬ мΦ 

˶˥˞˪ мну ˫˧˟ˣ˟˧˯ ˫˧˥˪˴ˣˬ ˫˧˰˧ˠˬ ˪πbasic block ˞˟ˢ ˢ˧˴˵ˮˣ˲˟ game_loop Σ˭˧˟˷ ˶˸˧ˢ ˟˸ˣ˩ ˸˞ 

result_buffer ˨ˣ˸˪ ˳˟ˣ˵ˢ FlareSay.exeΥ 

 

˶˟ˡˢ ˭ˣ˷˞˶ˢ ˧˞ˡ˩˷ ˸ˣ˯ˮ˪ ˞ˣˢ ˸ˣ˷˰˪ patch ˳˟ˣ˵˪ ˨˩ ˫ˣ˵ˬ˟˷ ˶ˣ˟˰˪ мну ˫˧˟˪˷ Σ˨˶˦˴ˮ ˶ˣ˟˰˪ ˵˶ н 

˫˧˟˪˷ Σ˧ˡ˩ ˸ˣ˞˶˪ ˢˬ ˢ˶ˣ˵ ˵˥˷ˬˢ˷˩ ˫˧˧˸˯ˬ Φ˸˧˟ˢ ˪˧˩ˬ˷ ˸˞ ˸ˣˬ˩ ˸ˣ˧˴˶˦˧˞ˢ ˪˷ ˢ˞˪ˣ˪ˢ ˞˴ˬˮ ˟π

offset ˪˷ 0x9EB ˫˧˸˟ ˸˪˧˥˸ˬ ˳˟ˣ˵ˢ Φ˶˥˞˪ ˫˧ˮ˷ˬ˷ ˣ˸ˣ˞ ˸ˣ˧ˢ˪ 2 ˫˧˵˥˷ˬˣ ˵˥˷ˬ˟ Σ˵˥˷ˬˢ 

˫˧˧˸˯ˬ ˶˥˞˪ н ˫˧˟ˣ˟˧˯ ˡ˟˪˟ ˠ˴ˣˬˣ ˭ˣ˪˥ˢ ˞˟ˢΥ 
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˶˥˞˪ ˢ˴˧˥˪ ˪˰ ˷˵ˬ Enter ˸˧ˮ˩ˣ˸ˢ ˸ˬ˧˧˸˯ˬ Σ˶˥˞˪ˣ ˸˧ˮ˩ˣ˸ˢ˷ ˢˬ˧˧˸˯ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˳˟ˣ˵ˢ˷ 

FlareSay.exe ˢˮ˸˷ˢ ˫ˠ ˭˩ Φ˫˞ ˢˣˣ˷ˮ ˸˞ ˳˟ˣ˵ˢ ˭˩ˡˣ˰ˬˢ ˳˟ˣ˵˪ ˧˶ˣ˵ˬˢ ˢ˪ˠˮ ˶˲˯ˬ˷ ˫˧˸˟ ˟πoffset 

˪˷ 0x8E85 ˣˮ˸˷ˢΥ 

 

˳˧˶ˮ˷˩ ˸˞ ˳˟ˣ˵ˢ ˭˩ˡˣ˰ˬˢ ˩πx64 executable ˠ˟ˡˮˣ Σˢ˪ˠˮ ˫˧˸˟ˢ˷ ˣ˪˞ˢ ˫ˢ ˵ˣ˧ˡ˟ ˨˶˰ˬ˟ ˫˧˟˷˥ˬ˷ 

ˣ˧˪˰ ˸˞ sπhashΥ 
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˭ˣˣ˧˩ˬ ˣˮ˶˟˰˷ ˵˶ н ˫˧˟ˣ˟˧˯ ˤ˞ ˵˶ ˢˬ˩ ˫˧˶˟˧˞ˢ ˫˧ˮˣ˶˥˞ˢ ˨˶˰ˬ˟ ˣˮ˩ˡ˰˸ˢ Σ˭˩˪ˣ ˢ˶ˣ˞˩˪ ˫˞ ˶ˣ˟˰ˮ ˸˞ 

˪˩ мну ˫˧˟ˣ˟˧˯ˢ ˪˟˵ˮ ˨˶˰ˬ ˞˪ˬ ˢ˷πhash ˣ˪˷ ˫˧˞˸˧ Φ˨˶ˡ ˸˥˞ ˸ˣ˷˰˪ ˸˞ˤ ˞˧ˢ ˦ˣ˷˲ ˵˥˷˪ ˸˞ 

˵˥˷ˬˢ π ˡˣ˞ˬ ˞˪ ˳˪ˬˣˬ Η˨˶ˡ ˶˸ˣ˧ ˢ˪˵ ˞˧ˢ ˸ˣ˷˰˪ patch ˳˟ˣ˵˪ ˨˩ ˪˩˷ ˫˧˟ˣ˟˧˯ˢ ˣ˴ˣ˶˧ ˷˶ˡˮ˩ ˧˪˟ˬ 

˪˟˵˪ ˦˪˵ ˭˵˥˷ˢˬ ˪˪˩ Φ 

˱˯ˣˮ˟ Σ˧ˡ˩ ˫ˣ˶ˠ˪ ˵˥˷ˬ˪ ˫˧˧˸˯ˢ˪ ˶ˢˬ ˶˸ˣ˧ Σˠ˪ˡ˪ ˪˰ ˸ˣ˞˧˶˵ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˧˞˶˥˞˷ ˪˰ ˟ˣˢ˟ˢ 

˫˧˰˟˴ˢ ˸˰ˬ˷ˢˣ ˸ˣ˪ˣ˵ˢ Φ˭˪ˢ˪ ˡˣ˵ˢ ˶˥˞˪ sπpatchΥ 
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˫˧˞ˣ˶ ˢ˷πpatch ˭˩˞ ˡ˟ˣ˰ Σ˧˩ ˡ˧ˬ ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˵˥˷ˬˢ ˶ˬˠˮ ˰˧˲ˣˬˣ score ˢˣ˟ˠ ˟˪˷ˢˣ мнуΥ 

 

˫˧ˮ˥ˣ˟˷˩ ˸˞ ˳˟ˣ˵ˢ ˶˥˞˪ ˵˥˷ˬˢ˷ ˶ˬˠˮ ˫˧˪ˠˬ ˪˟˵˸ˢ˷ ˨˶˰ˬ ˞˪ˬ Σ˨˞ ˸˴˶ˢ˟ ˳˟ˣ˵ˢ ˩πx64 

executable ˢ˞˶ˮ ˭˧˧ˡ˰˷ sπhash ˟˷ˣ˥ˬ˷ ˢˮˣ˷ ˨˶˰ˢˬ ˷˵ˣ˟ˬˢΗ 

 

˶ˣ˩ˤ˩ Σ˪˩˟ ˫˰˲ ˫˧˴˧˶ˬ˷ ˸˞ ˵˥˷ˬˢ ˫˧˰˟˴ˢ ˟˷˥ˬˢ˷ ˶˥ˣ˟ ˫˧ˮˣ˷ Σ˫˞ˣ ˵˥˷ˮ ˵˥˷ˬ˟ ˟ˣ˷ ˟ˣ˷ˣ ˢ˞˶ˮ 

˟˸˩ˮ˷ ˪˩˟ ˫˰˲ ˨˶˰ˬ ˢˮˣ˷ ˪˟˵˸ˬˣ ˣ˶ˣ˟˰ ˨˶˰ hash ˢˮˣ˷ Φ˭˞˩ˬ ˫˧˵˧˯ˬ ˪˩˩˷ ˢ˞˶ˮˢ ˨˶˰ˬˢ ˧ˣ˪˸ 

˫˧˰˟˴˟ ˫˧˶˥˟ˮˢ ˵˥˷ˬ˟ Σ˨˧˶˴ˣ ˥˴ˮ˪ ˵˥˷ˬ˟ ˶ˣ˟˰ ˱˴˶ ˫˧˰˟˴ ˫˧ˣ˯ˬ ˧ˡ˩ ˪˟˵˸˧˷ sπhash ˭ˣ˩ˮˢΦ 
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˧˲˩ ˣˮ˧˞˶˷ ˫ˡˣ˵ Σ˨˶˰ˬˢ ˞˴ˬˮ ˟πbuffer ˫˷˟ result_buffer ˞ˣˢˣ ˭˩ˡ˰˸ˬ ˣ˲ˣ˯˟ ˪˷ ˪˩ ˶ˣ˸ ˪˷ ˭˵˥˷ˢ Φ

˱ˣ˯˟ ˢ˧˴˵ˮˣ˲ˢ player_turn ˢˮ˷˧ ˢ˞˧˶˵ ˪-modify_result_buffer ˫˰ ˫˧˶˦ˬ˶˲ˢ result_buffer xπ

player_score Φ.˪˞ˬ˷ ˡ˴˟ ˰˧˲ˣˬ ˢ˪˷ ˡˣ˵ˢ 

ˢ˧˴˵ˮˣ˲˟ xʕ ˰˴˟˸ˬ ˟ˣ˷˧˥ˢ ˞˟ˢΥ 

мΦ ˰ˣ˴˧˟ shift left ˪˰ result_buffer ˪˷ с ˫˧˦˧˟Φ 

нΦ ˰ˣ˴˧˟ shift left ˪˰ result_buffer ˪˷ мс ˫˧˦˧˟Φ 

оΦ ˶ˣ˟˧˥ ˧˸˷ ˸ˣ˞˴ˣ˸ˢ ύм όπxύнΦό 

пΦ ˶ˣ˟˧˥ sπplayer_score ˧˥˩ˣˮˢ ˢ˞˴ˣ˸˪ ύоΦό 

рΦ ˶ˣ˯˧˥ ˪˷ result_buffer ˢ˞˴ˣ˸ˢˬ ύпΦό 

˸˞˴ˣ˸ ˟ˣ˷˧˥ ˢˤ ˞˧ˢ ˨˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Σ˨˷ˬˢ˟ˣ 

˞˧ˢ ˸˟˸˩ˮ ˨ˣ˸˪ result_bufferΦ 

ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰ˮ ˸ˣ˧˴˵ˮˣ˲˟ ˶ˤ˰ ˸˧˯˥˧˷ ˪˵ ˭˧˟ˢ˪ ˢ˶ˣ˴˟ 

˸˧˦˦˯Φ 

˨˩ ˪˷ˬ˪ ˢ˧˴˵ˮˣ˲ˢ add_buffers ˸˪˟˵ˬ ˧ˮ˷ bufferπ˫˧ Σ

ˢ˴˶ ˱ˣ˯ˢˬ ˢ˪˥˸ˢ˪ ˪˰ н ˫˧˸˟ ˪˩˟ ˢ˧˴˶˦˧˞ Σ˸˰˴˟ˬˣ 

adc ύ˶ˣ˟˧˥ ˫˰ ˸˧˶˞˷Φό  

˪˩˟ ˢ˧˴˶˦˧˞ ˢ˞˴ˣ˸ˢ ˸˧˥˩ˣˮˢ ˸˟˸˩ˮ ˫ˣ˵ˬ˪ ˫˧˞˸ˬˢ ˟π

buffer ˧˷˧˪˷ ˫˷˟ result_of_add_buffers Σ˰˧˟˴ˬˣ ˪π

buffer ˢˤˢ ˞ˣˢ ˨˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Σ˞ˣˢˣ ˪˧˩ˬ ˸˞ 

˸˞˴ˣ˸ ˶ˣ˟˧˥ˢΦ 

ˢ˧˴˵ˮˣ˲ˢˬ modify_result_buffer ˢ˞˶ˮ ˨˶˰ˬˢ˷ ˶˴ˣˮ˷ 

˱ˣ˯˟ ˵˥˷ˬˢ ˧ˣ˪˸ ˨˞ ˵˶ˣ ˟πscore ˪˷ ˭˵˥˷ˢ ˪˩˟ ˟ˣ˟˧˯ Φ

ˣˮ˧˞˶ ˫ˡˣ˵ ˢ˷πscore ˞ˣˢ ˦ˣ˷˲ ˫ˣ˩˯ ˧˩˶˰ ˫˧˰˟˴ˢ 

ˣ˶˥˟ˮ˷ ˡ˰ ˢ˩Φ 

˭ˣˣ˧˩ˬ ˷˧˷ ˵˶ п ˫˧˰˟˴ ˫˧˧˶˷˲˞ Σˢ˶ˣ˞˩˪ ˶˷˲˞ ˸ˣ˷˰˪ 

Brute force ˪˰ ˪˩ ˧˩˶˰ sπscore ˫˧˧˶˷˲˞ˢ Σ˪˟˞ ˶˲˯ˬ 

˸ˣ˧ˣ˶˷˲˞ˢ ˪ˣˡˠ ˡˣ˞ˬ π ˫ˮ˷˧ мну ˫˧˟˪˷ ˪˩˟˷ ˡ˥˞ ˪ˣ˩˧ 

˶˥˟ˢ˪ ˡ˥˞ ˬπп ˫˧˰˟˴ Φ˭˩˪ ˨˯˟ ˪˩ˢ ˫ˮ˷˧ п ˸˵ˤ˥˟ мну 

˫˧˵˥˷ˬ ˫˧ˮˣ˷ ˫˧˧˶˷˲˞ Σˢˤ˷ ˶˲˯ˬ ˢ˟˶ˢ ˶˸ˣ˧ ˧ˡˬ ˪ˣˡˠ 

˸ˣ˷˰˪ ˣ˧˪˰ Brute force Φ 
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ˢˤ ˣ˪˧˲˞ ˶˸ˣ˧ ˰ˣ˶ˠ ˶˷˞ˬ ˸ˣ˷˰˪ Brute force ˪˰ ˨˶˰ˬˢ ˣˬ˴˰ Σˢˤ˷ нрс ˸˵ˤ˥˟ мсΦ ˵ˣˡ˟ˮ ˡ˴˧˩ ˫˧˰˟˴ˢ 

˫˧˶˥˟ˮ ˫˞ˢˣ ˷˧ ˣˮ˪ ˨˶ˡ ˫˴ˬ˴˪ ˸˞ ˪ˡˣˠ ˟˥˶ˬ ˫˧˵˥˷ˬˢ ˫˧˧˶˷˲˞ˢΦ 

˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ add_new_random_colorΥ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ generate_prng_in_range ˫˰ ˫˧˶˦ˬ˶˲ˢ л xπо Σˢ˲ˬˬ ˸˞ ˢ˞˴ˣ˸ˢ ˨˶˰˪ 

˷˵ˬˢ ˸ˡ˪˵ˬ˟ ˫˧˞˸ˬˢ Σ˸˟˸ˣ˩ˣ ˸˞ ˢ˞˴ˣ˸ˢ ˨˶˰ˬ˪ selected_colors ˯˵ˡˮ˧˞˟ ˞ˣˢ˷ ˟˪˷ˢ ˧˥˩ˣˮˢ Φ

˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˧ˣ˲˧ˬˢ ˸ˣ˞˪˟˦˟ ˪˷ DOS keyboard scan codes Σ˪˷ˬ˪ ˭˞˩ Φ 

˫˩˯ˮ ˸˞ ˸˰˟˶˞ ˫˧˩˶˰ˢ ˢ˪˟˦˟Υ 

PRNG Value ˨˶˰ ˷˵ˬ ˷˵ˬ 

0 48 ˳˥ ˢ˪˰ˬ˪ 

1 50 ˳˥ ˢ˦ˬ˪ 

2 4B ˳˥ ˢ˪˞ˬ˷ 

3 4D ˳˥ ˢˮ˧ˬ˧ 

 

  

https://stanislavs.org/helppc/scan_codes.html
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˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵ˮˣ˲ˢ generate_prng_in_range Σˢ˧˴˵ˮˣ˲ˢˣ prng_next ˸˞˶˵ˮ˷ ˢˮˬˬΥ 

 

 

 

 

 

 

 

 

 

 

ˢ˧˴˵ˮˣ˲ˢ generate_prng_in_range ˸˪˟˵ˬ ˨˶˰ ˫ˣˬ˧˯˵ˬ ˨˶˰ˣ ˫ˣˬ˧ˮ˧ˬ Σ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ prng_next 

ˢ˪˧˲˩ˬˣ ˢ˞˴ˣ˸ˢ ˷˶˲ˢ˟ ˭˧˟ ˨˶˰ ˫ˣˬ˧˯˵ˬˢ ˫ˣˬ˧ˮ˧ˬ˪ ˡˣ˰ˣ м Φ˸˞˴ˣ˸ˬ ˪˲˩ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˥˵ˣ˪ ˸˞ н 

˫˧˸˟ˢ ˫˧ˮˣ˧˪˰ˢ ύ˫˧˞˴ˬˮ˷ ˟πdx ˶˥˞˪ ˸ˡˣ˵˲ sπmul Σόˢ˲˧˯ˣˬˣ ˫ˢ˪ ˸˞ ˨˶˰ ˫ˣˬ˧ˮ˧ˬˢ Φ 

ˢ˶˵ˬ˟ ˣˮ˪˷ Σˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˪πprng_next Σˢ˪˧˲˩ˬ ˸˞ ˢ˞˴ˣ˸ˢ ˟πп Σˢ˶˧ˤ˥ˬˣ ˸˞ н ˫˧˸˟ˢ ˫˧ˮˣ˧˪˰ˢ 

˪˷ ˢ˞˴ˣ˸ˢ Σ˫˩˶˰˷ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡ˥˞ ˭˧˟ˬ 0, 1, 2, 3Φ 

Ϧ˟˪ Ϧˢ˶˧˥˟ˢ ˣˡˣ˞˯˲ˢπ˸˧˞˶˵˞ ˞˴ˬˮ ˢ˧˴˵ˮˣ˲˟ prng_next Φˡˣ˵ˢˬˣ ˢ˪˷ ˢ˞˶ˮ ˶˟ˣˡˬ˷ ˫˸˧˶ˣˠ˪˞˟ LCG 

˦ˣ˷˲ Φ ˰ˣ˟˵˟ ˣ˸˪˲˩ˢ ˧ˡ˧ ˪˰ ˫ˡˣ˵ˢ ˨˶˰ˢˬ ˪˟˵˸ˬ ˞˟ˢ ˨˶˰ˢ ˢ˟˷ ˸˧˶˞ˮ˧˪ ˢ˧˴˵ˮˣ˲ ˧ˢˣˤ ˪˷ ˢ˲˯ˣˢˣ

˫˞ .˰ˣ˟˵ ˢ˷˰ˮ ˷ˣ˲˧˥ cross-reference ˟πIDA Pro ˪˰ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ current_prng_num Σ˞˴ˬˮ 

˨˶˰ˢ˷ ˧ˮˣ˷˞˶ˢ ˟˸˩ˮ˷ ˣ˧˪˞ Σ˞ˣˢ˷ sπseed ˫˸˧˶ˣˠ˪˞˪ sπLCG Σ˟˸˩ˮ ˢ˧˴˵ˮˣ˲˟ ˸˟ˣ˸˩˟˷ 0x10094 Σ

˷ˬˬ ˧ˮ˲˪ ˢ˞˧˶˵ˢ ˪πgame_loop Φ˨˶˰ ˢˤ ˧ˣ˪˸ ˭ˬˤ˟ ˧˥˩ˣˮˢ ˸˩˶˰ˬ˟Φ 

˭ˣˣ˧˩ˬ ˪˩˷ ˫˧˟ˣ˷˧˥ˢ ˫˧˷˰ˮ ˟πмс ˦˧˟ Σ˭˸˧ˮ ˰˴˟˪ Brute force ˪˰ ˨˶˰ sπseed ˢ˧˴˵ˮˣ˲˟ prng_next Σ

˪˩˪ˣ ˨˶˰ ˟˷˥˪ ˸˞ ˪˩ ˫˧˰˟˴ˢ ˣ˶˥˟˧˧˷ ˣ˶ˣ˟˰ Φ 

˫ˮ˷˧ ˨˯˟ ˪˩ˢ н ˸˵ˤ˥˟ мс ˧˩˶˰ seed ˫˧˧˶˷˲˞ Σ˫˧ˬ˧˞˸ˬ˷ ˪π65,536 ˫˧˵˥˷ˬ ˫˧˧˶˷˲˞ Φˣˢˤ ˶˲˯ˬ ˞˪ 

˪ˣˡˠ ˪˧˟˷˟ ˸ˣ˷˰˪ ˣ˧˪˰ Brute forceΦ 

  

https://en.wikipedia.org/wiki/Linear_congruential_generator
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˭˪ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˶˟ˣ˰˷ ˪˰ ˪˩ 65,536 ˫˧˵˥˷ˬˢ ˫˧˧˶˷˲˞ˢ ˟˷˥ˬˣ ˸˞ ˫˧˩˶˰ˬˢ ˫˧ˬ˧˞˸ˬˢ ˫ˢ˪Υ 

def get_scores ( seed_value ):  
    prng_to_key_value = { 0: 0x48, 1: 0x50, 2: 0x4B, 3: 0x4D}  
    prng_value = seed_value  
    current_score = 0 
    scores = []  
    for _ in range ( 128):  
        prng_value = (prng_value * 23167 + 12409) & 0xFFFF 
        prng_value_in_range = (prng_value * 4) >> 16 
        current_score += prng_to_key_value[prng_value_in_range]  
        scores. append(current_score)  
    return scores  
 
def scores_to_result_array ( scores ):  
    value = 0 
    for score in scores:  
        value = (value << 6) + (value << 16) + score -  value  
        # limit value to 0x10 bytes  
        value = value & 0xFFFFFFFF_FFFFFFFF_FFFFFFFF_FFFFFFFF 
     
    # reverse, swap every 2 bytes, and convert to bytes object  
    result = b""  
    for _ in range ( 8):  
        result = bytes ([value & 0xFF]) + bytes ([(value >> 8) & 0xFF]) + result  
        value >>= 16 
    return result  
 
def get_all_possible_arrays ():  
    all_arrays = b""  
    for seed in range ( 0xFFFF):  
        scores = get_scores (seed)  
        array = scores_to_result_array (scores)  
        all_arrays += array  
    return all_arrays  
 
 
all_arrays = get_all_possible_arrays ()  
open( "all_arrays.bin" , "wb" ). write (all_arrays)  
 

 ˪˩˷ ˨˩ ˡ˥˞ ˳˟ˣ˵˪ ˫˧˩˶˰ˬˢ ˪˩ ˸˞ ˟˸ˣ˩ ˡˣ˵ˢмс .ˡ˥˞ ˨˶˰ˬ ˫ˢ ˣ˟ ˫˧˸˟ ˭˸˧ˮ ˞ˡˣˣ˪ ˡˣ˵ˢ˷ ˭ˣ˩ˮ ˪˰ 

˧ˡ˧ ˷ˣ˲˧˥ ˣ˧˸ˣ˞˴ˣ˸˟ ˸˞ ˡ˥˞ ˫˧˩˶˰ˬˢ ˫˧˪˟˵˸ˬ˷ ˫˧˴˧˶ˬ˷˩ ˸˞ ˞˯˶ˠˢ sπpatched ˪˷ FlareSay.exe Φ

˷˧ ˭˧˧˴˪ ˭ˣˣ˧˩ˬ˷ ˫˧˟ˣ˷˧˥ˢ˷ ˫˧˷˰ˮ ˟πмс ˦˧˟ ˠˣ˴˧˧ˢˣ ˭ˣ˶˩˧ˤ˟ ˞ˣˢ ˟πlittle endian Σ˷˧ ˨˶ˣ˴ ˨ˣ˲ˢ˪ ˸˞ ˶ˡ˯ 

˫˧˸˟ˢ ˫˧˵ˣ˪˟˟ ˪˷ н ˫˧˸˟ Σ˧˲˩ ˢ˷˰ˮ˷ ˡˣ˵˟Φ 

ˣ˧˷˩˰ ˷˧˷˩ ˣˮ˪ ˸˞ ˪˩ ˫˧˩˶˰ˬˢ ˫˧˧˶˷˲˞ˢ Σ˨˧˶˴ ˞ˣ˴ˬ˪ ˸˞ ˢˤ ˫˧˞˸ˬ˷ ˨˶˰˪ sπhash ˢ˧˴˵ˮˣ˲ˢ˷ start 

ˢˣˣ˷ˬ ˣ˧˪˞ Φ˷˧ ˣˮ˪ ˸˞ ˡˣ˵ ˧˪˟ˬ˯˞ˢ ˟˷˥ˬ˷ ˸˞ sπhash Φ˸ˣ˯ˮ˪ ˭˧˟ˢ˪ ˣˮˬˬ ˸˞ ˸˧˧˴˵ˮˣ˲ sπhash ˟ˣ˸˩˪ˣ 

ˢ˸ˣ˞ ˣˮˬ˴˰˟ xʕ ˢˡˣ˟˰ ˞˪ ˢˬ˧˰ˮ Σ˶˸ˣ˧ ˡˬ˥ˮ ˷ˬ˸˷ˢ˪ ˡˣ˵˟ ˣˬ˴˰ Φ 

˨˶ˣ˴˪ ˨˩ ˰˴˟ˮ patch ˳˟ˣ˵˪ FlareSay.exe ˨˩ ˢ˧˴˵ˮˣ˲ˢ˷ start ˪˟˵˸ ˨˶˰ˬ ˶˦ˬ˶˲˩ Σ˰˴˟˸ ˸˞ ˟ˣ˷˧˥ 

πshash Σ˶˧ˤ˥˸ˣ ˸˞ ˢ˞˴ˣ˸ˢ Φ˶˥˞˪ ˭˩ˬ ˳˧˶ˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˣˤˢ ˫˰ ˪˩ ˡ˥˞ ˫˧˩˶˰ˬˢˬ ˣˮ˞˴ˬ˷ Σˡ˰ 

˞˴ˬˮ˷ ˸˞ ˢˤ ˫˧˞˸ˬ˷ ˪πhash ˷˵ˣ˟ˬˢΦ 
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π˟patch ˢˮ˷ˮ ˸˞ ˧ˮ˷ ˫˧˶˟ˡˢ ˫˧˞˟ˢΥ 

мΦ ˫ˣ˵ˬ˟ ˢ˞˧˶˵ˢ ˪πget_buffer_pointer Σ˟ˣ˸˩ˮ ˸˞ ˢˡˣ˵˲ˢ: 

mov eax, ecx  

˸˞ˤ ˧ˡ˩ ˶˧˟˰ˢ˪ ˸˞ ˶˦ˬ˶˲ˢ ˶˟˰ˣˬ˷ ˢ˧˴˵ˮˣ˲˪ start ˪˞ ˶˦˯˧ˠ˶ eax Σˣ˟˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˲˴ˬ ˸ˣ˞˶˪ 

˸˞ ˰˧˟˴ˬˢ ˨˶˰ˬ˪ ˪˟˵˸ˢ˷ ˬπget_buffer_pointerΦ 

нΦ ˫ˣ˵ˬ˟ ˸˞ˣˣ˷ˢ ˸˞˴ˣ˸ sπhash ˨˶˰˪ 0x31D9F5FF Σ˟ˣ˸˩ˮ ˸˞ ˸ˣˡˣ˵˲ˢ: 

mov eax, ecx  
jmp 0x409068 

ˣ˪˞ ˧ˡ˩ ˶˧˟˰ˢ˪ ˸˞ ˸˞˴ˣ˸ sπhash ˶˦˯˧ˠ˶˪ eax π ˨˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Φ˶˥˞˪ˣ ˭˩ˬ ˢ˴˧˲˵ ˪˞ 

˱ˣ˯ ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˩ ˰˴˟˪ retΦ 

˭˪ˢ˪ ˡˣ˵ˢ ˶˥˞˪ sπpatchΥ 

 

˶ˣˬ˷ˮ ˣ˸ˣ˞ ˳˟ˣ˵˪ FlareSay_patched.exe Φ˧ˡ˩ ˞ˣ˶˵˪ ˢ˧˴˵ˮˣ˲˪ ˪˰ ˪˩ ˫˧˩˶˰ˬˢ ˫˧˧˶˷˲˞ˢ ˷ˬ˸˷ˮ 

ˡˣ˵˟ C++ ˞˟ˢΥ 

#include <windows.h>  
#include <stdio.h>  
 
int main() {  
    HINSTANCE hmodule = LoadLibrary ( "FlareSay_patched.exe" );  
     
    int offset_to_hash_function = 0x8F40;  
    int (*hash_func)( char *) = ( int (__cdecl *)( char *))(( char *)hmodule + 
offset_to_hash_function);  
     
    FILE* file = fopen ( "all_arrays.bin" , "rb" );  
    byte array[ 16] = { 0};  
    for ( int i = 0; i < 0xFFFF; i++) {  
        fread (array, 1, 16, file);  
        int hash = hash_func (( char *)array);  
        if (hash == 0x31D9F5FF) {  
            printf ( "Found hash match: \ n" );  
            for ( int i = 0; i < 16; i++)  
                printf ( " %x " , array[i] & 0xff );  
            printf ( " \ n" );  
        }  
    }  
}  
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˶ˣˬ˷ˮ ˣ˸ˣ˞ ˳˟ˣ˵˪ find_array.cpp Φ˧ˡ˩ ˪˲ˬ˵˪ ˷˧ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢ ˟πVisual C++ 64-bit 

Command PromptΥ 

cl find_array.cpp  

˶˥˞˪ ˭˩ˬ ˷˧ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ find_array.exe ˶˷˞˩ ˢ˸ˣ˞˟ ˢ˧˵˧˸ˢ ˞ˣˢ˷ ˞˴ˬˮ ˢ˟ ˫˧˞˴ˬˮ ˫˧˴˟˵ˢ 

FlareSay_patched.exe xπall_arrays.bin Φ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˞˴ˬˮ ˨˶˰ˬ ˡ˥˞ ˡ˟˪˟ ˫˧˞˸ˬ˷ ˨˶˰˪ sπ

hash Σ˯˲ˡˣˬˣ ˦˪˲ˢ ˞˟ˢΥ 

C:\ FlareSay>find_array.exe  
Found hash match:  
2b 4f 9d f2 e6 85 93 b8 12 d0 c1 c6 4c 4b 8b 30  

˫˧˟˸ˣ˩˷˩ ˸˞ ˫˧˸˟ˢ ˣ˪˞ˢ ˨ˣ˸˪ ˳˟ˣ˵ˢ FlareSay.exe ˟πoffset ˪˷ 0x8E85 ˫˧˴˧˶ˬˣ ˸˞ ˳˟ˣ˵ˢ Σ˳˲ˣ˵ sπ

MessageBox ˧ˣ˲˴˩Υ 

 

˪ˠˡˢ ˞ˣˢΥ 

Ha$htag_n0_rc4_aNd_Th3n_s0me@flare-on.com 
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˶ˠ˸˞ т π flake 

Subject: need your help... 

Oliver Shrub, Gardens Department Head, keeps bragging about his high score for this rip off 

Snake game called Flake. I'm pretty sure he found a way to cheat the game because there is no 

way it's possible to score 10,000 points...I mean the game ships with a sketchy TXT file so there 

must be something fishy going on here. 

Can you look at the game and let me know how I can beat Oliver's high score? 

Best, Nox 

Shadows Department Head 

˸˞ ˶ˠ˸˞ ˢˤ ˧˸˶˸˲ ˨˶ˡ˟ ˞˪˷ ˢ˸˧˧ˢ ˸ˮˣˣ˩ˬ Φ 

ˡ˟˰˧ˡ˟ ˧˸˧˪˧ˠ ˫˧˷ˮ˞˷ ˫˧ˮˣ˷ ˣ˶˸˲ ˸˞ ˶ˠ˸˞ˢ ˢˤˢ ˢ˟˶ˢ˟ ˫˧˩˶ˡ ˸ˣˮˣ˷ Σ˧ˮ˞ˣ ˳˧˪ˬˬ ˞˶ˣ˵˪ ˶ˣ˟˰˪ ˪˰ 

writeupπ˫˧ ˫˧˲˯ˣˮ ˧ˡ˩ ˶˧˩ˢ˪ ˫˧˩˶ˡ ˸ˣ˲˯ˣˮ ˸˷ˠ˪ ˶ˣ˸˲˪ ˶ˠ˸˞ ˢˤ˩˷ Φ˭˧˧˴˞ ˞˪˷ ˧˸˞˴ˬ writeup 

˶˞˸ˬ˷ ˸˞ ˨˶ˡ ˭ˣ˶˸˲ˢ ˧˪˷Φ ˶ˠ˸˞˟ ˢˤ ˫˧˪˟˵ˬ ˸˞ ˫˧˴˟˵ˢ: 

¶ flake.exe 

¶ demo_conf.txt 

¶ mail.txt 

˭˩ˣ˸ ˳˟ˣ˵ˢ mail.txt ˢˢˤ ˶ˣ˞˧˸˪ ˶ˠ˸˞ˢ Φ˭˩ˣ˸ ˳˟ˣ˵ˢ demo_conf.txt ˞ˣˢΥ 

WTOh3Rgz17NjWtTfd33llk9w5ZoCQeOQAmegzwI51ZpPfrjdDjOg3Rgkvd0QM6vPDjOi3Rgj7A== 

˭˩ˣ˸ˢ ˢ˞˶ˮ ˣˬ˩ ˸ˤˣ˶˥ˬ base64 ˪˟˞ ˞˧ˢ ˞˪ ˸˥ˮ˰˲˸ˬ ˣˢ˷ˬ˪ ˪˰˟ ˸ˣ˰ˬ˷ˬΦ ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ 

flake.exe ˥˸˲ˮ ˭ˣ˪˥ console ˭ˣ˪˥ˣ ˵˥˷ˬ Φ˭ˣ˪˥˟ sπconsole ˸˯˲ˡˣˬ ˢ˰ˡˣˢˢΥ 

[!]could not find configuration file in directory C: \ flake -  using prod configuration  
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˭ˣ˪˥ˣ ˵˥˷ˬˢ ˪˧˩ˬ ˵˥˷ˬ ˧ˣˬˡ snake Σ˸ˬ˞ˢ˷ ˞˧ˢ ˧ˡ˷ ˡˬ˥ˮ ˵˥˷˪ x˟Υ 

 

˧˲˩ ˟ˣ˸˩˷ ˶ˣ˞˧˸˟ ˶ˠ˸˞ˢ Σπshigh score ˨˧˧˷ ˭˵˥˷˪ Oliver Σˢ˶˦ˬˢˣ ˣˮ˪˷ ˞˧ˢ ˠ˧˷ˢ˪ ˡˣ˵˧ˮ ˢˣ˟ˠ ˶˸ˣ˧ 

˱ˣ˵˰˪ˣ ˣ˸ˣ˞ Φ˸ˣ˯ˮ˪ ˸ˣ˷˰˪ ˸˞ˤ ˨˶ˡ˟ ˪˷ ˵˥˷˪ ˵˥˷ˬ˟ ˞˧ˢ ˨˶ˡ ˧˸˪˟ ˸˧˶˷˲˞ Φ˪˩˩ ˢ˞˶ˮˢ ˪˩ˣˮ 

˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˳˟ˣ˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˵˲ˣ˯˷ ˣˮ˪ Σ˨˞ ˸˧ˮ˩ˣ˸ˢ ˞˪ ˢ˞˴ˬ ˣ˸ˣ˞Φ 

˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˭ˬˤ˟ ˷πProcmon ˥ˣ˸˲ ˰˵˶˟ Σ˫˧˞ˣ˶ ˨˧˪ˢ˸ˢ˷ ˶˴ˣ˧ ˢ˧˵˧˸ ˟˧˸ˮ˟ 

C:\Users\<user>\AppData\Local\Temp Σˢˬ˷˷ ˪˧˩ˬ ˸˞ ˢ˪˧ˬˢ onefile Σˢ˧˸˥˸ˣ ˞ˣˢ ˶˴ˣ˧ ˶˲˯ˬ 

˫˧˴˟˵Υ 
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 ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˬ ˨˧˪ˢ˸ˢ ˭˩ˬ ˶˥˞˪flake.exe  ,ˣ˶˴ˣˮ˷ ˫˧˴˟˵ˢ ˸˞ ˭˰ˣ˦ ˷ˡ˥ˢ ˨˧˪ˢ˸ˢ .˶˴ˣˮ˷ ˷ˡ˥ˢ

 ˫˷˟ ˳˟ˣ˵ ˥ˣ˸˲˪ ˢ˯ˮˬˣd3m0_c0nf.txt ˧˵˧˸ˢ ˢ˸ˣ˞ˬ˧˞˴ˬˮ ˧˶ˣ˵ˬˢ ˳˟ˣ˵ˢ ˢ˟˷ ˢ: 

 

 ˢ˸ˣ˞ ˵˧˸˰ˢ˪ ˷˧ ˫˧˶˴ˣˮ˷ ˫˧˴˟˵ˢ ˸˞ ˥˸ˮ˪ ˸ˮˬ ˪˰ ˭˩˪ˣ ,˸˵˥ˬˮ ˢ˧˵˧˸ˢ ˫˧˧˸˯ˬ ˨˧˪ˢ˸ˢ˷ ˶˥˞˪

 ˳˟ˣ˵ˢ ˪˰ ˫ˣ˵ˬ˟ ˢ˧˵˧˸˟˷ ˫˧˴˟˵ˢ ˪˰ ˵˶ ˪˩˸˯ˮ ˣˤ ˢˡˣ˵ˮˬ .ˢˡ˧˴ˢflake.exe .˧˶ˣ˵ˬˢ ˶˥˞˪ ˧ˣˮ˧˷ ˫˷ 

ˢ˳˟ˣ˵ ˣˮ˪˟˧˵˷ ˪πd3m0_c0nf.txt ˸˴˶ˢˣ ˳˟ˣ˵ˢ flake.exe Σ˭ˣ˪˥˟ sπconsole ˸˯˲ˡˣˬ ˰ˡˣˢˢΥs 

[!] configuration file found and decoded with key -  using demo configuration  

˶ˬˣ˪˩ ˢ˞˶ˮ ˳˟ˣ˵˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˡˡˣ˵ˬ ˫˰ ˥˸˲ˬ ˫˧ˣ˯ˬΦ 

˫˞ ˫˧˪˩˸˯ˬ ˪˰ ˳˟ˣ˵ˢ flake.exe Σ˫˧˪ˠˬ ˷˧˷ x˟ ˭ˣˬˢ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ Φ˪˷ˬ˪ ˸ˣˤˣ˶˥ˬ ˸ˣ˞˶ˮ˷ ˣˬ˩ 

˧˵˪˥ ˡˣ˵ ˭ˣ˸˧˧˲ Σ˧ˡˣ˰˧˸ docstrings Σ˸ˣˬ˷ moduleπ˫˧ ˫˧˴ˣ˲ˮ ˭ˣ˸˧˧˲˟ Σ˸ˣ˧˴˵ˮˣ˲ Σ˫˧ˮ˸˷ˬ ˡˣ˰ˣ Φ˭˩˪ ˶˧˟˯ 

˥˧ˮˢ˪ ˳˟ˣ˵ˢ˷ ˢˤˢ ˞ˣˢ ˡˣ˵ ˭ˣ˸˧˧˲ ˪˲ˬˣ˵˷ ˪πexecutable Φˢˡ˟ˣ˰ˢ ˫˧˶˴ˣˮ˷ ˡ˥˧˟ ˣ˸˧˞ ˧˴˟˵ .pyd ˫˰ 

˸ˣˬ˷ ˪˷ moduleπ˫˧ ˫˧˴ˣ˲ˮ ˸˵ˤ˥ˬ ˸˞ ˢ˶˰˷ˢˢ ˣˤˢΦ ˸ˤˣ˶˥ˬˢ ˢ˞˟ˢ ˳˟ˣ˵˟ flake.exe ˸˯˲ˣ˸ ˸˞ 

˸ˬˣ˷˸ ˣˮ˟˧˪ ˡ˥ˣ˧ˬ˟Υ 
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ˢ˶˰ˢˢ ˸˞ˤˢ ˸˶˞˸ˬ ˨˧˞ ˡˣˡ˧˵ˢ ˪˷ ˳˟ˣ˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˰˴˟˸ˬ Φ˭˪ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˥ˮ˰˲ˬ˷ ˸˞ 

ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˢ˵˲ˣ˯˷ ˣˮ˪Υ 

import base64 
 
def decode_configuration ( base64_string ):  
    key = [ 0x22, 0x11, 0x91, 0xff ]  
    data = base64. b64decode(base64_string)  
    decoded = "" . join ( chr (data[i] ^ key[i % 4]) for i in range ( len (data)))  
    return decoded 
 
print ( decode_configuration ( "WTOh3Rgz17NjWtTfd33llk9w5ZoCQeOQAmegzwI51ZpPfrjdDjOg3Rgkvd0QM6vPDjOi3Rgj7A=="))  
 

˦˪˲ ˡˣ˵ˢ ˞ˣˢΥ 
{ "0" : "FLAKE Ultimate Pro v10 (Demo)" , "1" : 5, "2" : 0, "3" : 2}  

˶˟ˡˢ ˭ˣ˷˞˶ˢ ˢ˯ˮˮ˷ ˸ˣ˷˰˪ ˞ˣˢ ˸ˣˮ˷˪ ˫˧˩˶˰ ˳˟ˣ˵˟ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ Σˡˡˣ˵˪ ˣ˸ˣ˞ ˢ˶ˤ˥˟ Σ˵˲˯˪ˣ ˣ˸ˣ˞ 

˵˥˷ˬ˪ Φ˭˪ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˡˡˣ˵ˬ˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸˥ˮ˰ˣ˲ˬ ˢ˶ˤ˥˟ ˦ˬ˶ˣ˲˪ ˵˥˷ˬˢ˷ ˢ˲˴ˬ x˪Υ 

import base64 
 
def encode_configuration ( configuration_string ):  
    key = [ 0x22, 0x11, 0x91, 0xff ]  
    encoded = b"" . join ( bytes ([ ord (configuration_string[i]) ^ key[i % 4]]) for i in 
range ( len (configuration_string)))  
    base64_string = base64. b64encode(encoded). decode()  
    return base64_string  
 
print ( encode_configuration ( '{"0":"FLAKE Ultimate Pro v10 (Demo)","1":5,"2":0,"3":2}' ))  
 

˶˥˞˪ ˶˲˯ˬ ˫˧˧ˣ˯˧ˮ ˪˷ ˧ˣˮ˧˷ ˫˧˩˶˰ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˟ ˸˵˧ˡ˟ˣ ˫˸˰˲˷ˢ ˪˰ ˵˥˷ˬˢ Σˢ˪ˠˮ ˸˞ ˫˧˶˟ˡˢ 

˫˧˞˟ˢΥ 

¶ ˢˡ˷ˢ л ˧˞˶˥˞ ˪˰ ˸˶˸ˣ˩ˢ ˪˷ ˭ˣ˪˥ ˵˥˷ˬˢΦ 

¶ ˢˡ˷ˢ м ˧˞˶˥˞ ˪˰ ˸ˣˬ˩ ˪˩ˣ˞ˢ ˪˰ ˵˥˷ˬˢ ˪˩˟ ˰ˠ˶ ˭ˣ˸ˮΦ 

¶ ˢˡ˷ˢ н ˧˞˶˥˞ ˪˰ ˸ˣˬ˩ ˡˣ˵˧ˮˢ ˸˪˧˥˸˟ ˵˥˷ˬˢΦ 

¶ ˢˡ˷ˢ о ˧˞˶˥˞ ˪˰ ˸ˣˬ˩ ˡˣ˵˧ˮˢ ˪˟˵˸ˬ˷ ˪˩˟ ˫˰˲ ˷˥ˮˢ˷ ˪˩ˣ˞Φ 

 ˭˧˟ˣ ˧˸˪˥˸ˢˢ ˡˣ˵˧ˮˢ ˧ˡ˧ ˪˰ ˫˞ ˭˧˟ ,ˣˮ˪˷ ˡˣ˵˧ˮˢ ˪˰ ˰˧˲˷ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˢ˯ˮˮ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ˷ ˭˟ˣˬ˩

.˪˩ˣ˞ ˷˥ˮˢ˷ ˫˰˲ ˪˩˟ ˪˟˵˸ˬ˷ ˡˣ˵˧ˮˢ ˸ˣˬ˩ ˧ˡ˧ ˪˰ ˫˞ ˫˧˷ˣ˰˷˩ ˸˞ˤ ˫˧˪ˠˬ ˵˥˷ˬˢ˷ ˢˢˤˬ ˸˞ 

˸ˣ˞ˬ˶ˢ ˸˞ˤˢ ˞˪ˣ ˶˷˲˞ˬ ˶ˣˬ˷˪ ˸˞ ˡˣ˵˧ˮˢ ˠ˷ˣˢ˷ Σ˧˩ ˱ˣ˯˟ ˵˥˷ˬˢ ˸˯˲ˡˣˬ ˪πconsole ˢ˰ˡˣˢˢΥ 

[!] Snake.length property, not including start length, is 2 but it must equal the final 
score which is 10004!  

˟˪˷˟ ˢˤ ˧˸˧˯˧ˮ ˪˩ ˧ˮ˧ˬ ˫˧ˮˣˣ˧˩ ˪˷ ˫˧˵˥˷ˬ ˫˰ ˳˟ˣ˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ Φ˭˧˟ ˶˸˧ˢ ˧˸˧˯˧ˮ ˵˲˯˪ x˪ ˫˧˩˶˰ ˞˪ 

˫˧˧ˮˣ˧ˠˢ Σ˪˷ˬ˪ ˸ˣˤˣ˶˥ˬ x˞ ˸ˣˬ˧˷˶ ˫ˣ˵ˬ˟ ˫˧˶˲˯ˬ Σ˫˧˶˲˯ˬ ˫˧˧˪˧˪˷ ˣ˩ˣ Φϥ˸ˣˮˣ˧˯˧ˮ ˢ˪˞ ˞˪ ˣˡ˟˰ Φ˱˯ˣˮ˟ 

˧˸˧˯˧ˮ ˪˧˸˷ˢ˪ x˟ ˡˣ˵ ˭ˣ˸˧˧˲ ˸˥˸ ˢ˥ˮˢˢ ˣˢ˷ˣ˲˧˞˷ ˰˴˟˸ˬ eval ˨˧˪ˢ˸ˢ˷˩ ˞˶ˣ˵ ˸˞ ˭˩ˣ˸ ˳˟ˣ˵ˢ Σ˨˞ 

˱ˣ˯˟˪ ˧˸˧˪˧ˠ ˭˩ˣ˸ˢ˷ ˶˯˶ˣ˲ˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˶˲˯ˢ json ˭˩˪ˣ ˭ˣˣ˧˩ ˢˤ ˷˦ˮˮ ˫ˠΦ 
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 ˸˶ˤ˰˟ ˳˟ˣ˵ˢ ˸˞ ˠ˟ˡ˪ ˞ˣˢ ˸ˣ˷˰˪ ˧˸˧˯˧ˮ˷ ˞˟ˢ ˶˟ˡˢx64dbg ˟ ˧˦˦˯ ˥ˣ˸˧ˮ ˧ˡ˩ ˨ˣ˸-IDA ˧˸˧˷˰˷˩ .

 ˡˣ˵ ˪˧˩ˬ ˭˩˞ ˳˟ˣ˵ˢ˷ ˧˸˧˪˧ˠ ˸˞ˤPython  ˧˸˦˪˥ˢ ˭˩˪ .ˣ˸ˣ˞ ˠ˟ˡ˪ ˣ˞ ˯˶˟˶˪ ˢ˷˵ ˡˣ˞ˬ˷ˣ ,˪˲ˬˣ˵ˬ

.˶˸ˣ˧ ˢ˪˵ ˭ˣ˶˸˲ ˨˶ˡ ˢˮ˷˧ ˥˦˟˷ˣ ˧ˡˬ ˨˟ˣ˯ˬ ˢˤ ˭ˣˣ˧˩˷ 

˭ˣˣ˧˩ˢ ˞˟ˢ ˧˸˟˷˥˷ ˣ˧˪˰ ˞ˣˢ Library Hijacking Φ˨˧˪ˢ˸ˢ flake.exe ˭˰ˣ˦ ˣ˧˪˞ ˸ˣ˧˶˲˯ ˭ˣ˸˧˧˲ ˸ˣˮˣ˷ ˨ˣ˸ˬ 

˧˴˟˵ .pyd ˫˧˞˴ˬˮ˷ ˢ˧˵˧˸˟ ˣ˪˷ Φ˫˞ ˧ˮ˞ ˶ˣ˴˞ ˳˟ˣ˵ .pyd ˧˪˷ˬ ˱˧˪˥˞ˣ ˸˞ ˡ˥˞ ˫˧˴˟˵ˢ ˫˧ˬ˧˧˵ˢ ˳˟ˣ˵˟ 

˧ˮ˞˷ ˧˸˶˴˧ Σˤ˞ ˨˧˪ˢ˸ˢ ˭˰˦˧ ˸˞ ˳˟ˣ˵ˢ ˧˪˷ ˨˩ˣ ˪˩ˣ˞ ˳˧˶ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˧˪˷ˬ ˨ˣ˸˟ sπcontext ˪˷ 

˵˥˷ˬˢ ˣˬ˴˰Φ 

ˡ˟˰˧ˡ˟ ˶˥˞˪ ˢˬ˧˧˸˯ˢ˷ ˸ˣ˶˥˸ˢ Σ˶˟˸˯ˢ ˧˪ ˷˧˷ ˨˶ˡ ˢ˪˵ ˢ˟˶ˢ˟ ˳˧˶ˢ˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˨ˣ˸˟ context ˪˷ 

˨˧˪ˢ˸ ˶˥˞ Φ˫˧˧˵ ˧˪˩ ˫˷˟ PyInjector ˶˷˲˞ˬ˷ ˸ˣ˷˰˪ ˸˞ˤ ˵ˣ˧ˡ˟ Σ˞ˣˢˣ ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˸˧˪˪˩ ˶˸ˣ˧ Φ ˸ˣ˶ˬ˪

.ˢˤ ˧˪˩˟ ˷ˣˬ˧˷ ˫˰ ˫ˠ ˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˭ˬˤˣˬ ˞˶ˣ˵ˢ ˨˞ ,˧˪˷ ˭ˣ˶˸˲ˢ ˨˶ˡ ˸˞ ˠ˧˴ˢ˪ ˧˸˶˥˟ ˸˞ˤ 

˫˞ ˶ˣˤ˥ˮ ˸ˤˣ˶˥ˬ˪ ˸ˮ˧˧ˮ˰ˬˢ ˣˮ˞˴ˬ˷ ˫ˡˣ˵ Σˢ˞˶ˮ ˬ˷˶˩ˤˣ ˢ˟ ˧˪˩ˢ Nuitka Φˣˢˤ ˧˪˩ ˪˲ˬ˵ˬ˷ ˡˣ˵ ˭ˣ˸˧˧˲ 

π˪executable x˞ ˳˟ˣ˵˪ .pyd Σˢ˞˶ˮˣ ˣ˷ˬ˸˷ˢ˷ x˟ ˧ˡ˩ ˶ˣ˴˧˪ ˸˞ flake.exe Φ˷ˬ˸˷ˮ x˟ ˧ˡ˩ ˶ˣ˴˧˪ ˳˟ˣ˵ 

.pyd ˣˮ˪˷ˬ Φ˫˧˥˸ˣ˲˷˩ ˸˞ flake.exe ˟πCFF Explorer ˫˧˞ˣ˶ ˷˧˷ x˟ import ˪πmodule python38.dll Σ

˭˩˪ˣ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˷ˬ˸˷ˮ˷ ˟πNuitka ˪˰ ˭ˣ˸˧˧˲ ˞˯˶ˠ˟ 3.8Φ 

˧˲˩ ˟ˣ˸˩˷ ˡˣ˰˧˸˟ ˪˷ Nuitka Σ˧ˡ˩ ˶ˣ˴˧˪ ˳˟ˣ˵ .pyd ˷˧ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 

python - m nuitka -- module some_module.py 

˳˟ˣ˵˟ˣ ˭ˣ˸˧˧˲ˢ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˢ˧˴˵ˮˣ˲ ˫˷˟ PyInit_some_moduleΦ 

˭˧˟ˬ ˪˩ ˸ˣ˧˶˲˯ˢ ˸ˣ˞˴ˬˮ˷ ˢ˧˵˧˸˟ ˪˷ flake.exe Σ˨˧˶˴ ˶ˣ˥˟˪ ˢ˧˶˲˯ ˧ˢ˷˪˩ ˪˧˟˷˟ ˱˧˪˥ˢ˪ ˡˣ˵˟ ˣˮ˪˷ˬ Φ

ˢˮ˥˟ˢ ˢˮˣ˷˞˶ ˞˧ˢ ˷˧˷ ˶˲˯ˬ ˸ˣ˧˶˲˯ ˨˧˪ˢ˸ˢ˷ ˪˪˩ ˞˪ ˷ˬ˸˷ˬ ˭ˢ˟ Σ˫ˠˣ ˫˞ ˫˧˵˥ˣˬ ˭˸ˣ˞ ˢ˧˵˧˸ˢˬ Σ

˨˧˪ˢ˸ˢ ˳˶ ˪˧ˠ˶˩ Φ˭˩˪ ˧ˡ˩ ˶ˣ˥˟˪ ˢ˧˶˲˯ ˸˧˷˞˶ ˷˧ ˵ˣ˥ˬ˪ ˶˲˯ˬ ˧˴˟˵ .pyd ˵ˣˡ˟˪ˣ ˢˤ˧˞ ˫ˢˬ ˫˶ˣˠ 

˨˧˪ˢ˸˪ ˞˪ ˳ˣ˶˪ Φ˳˟ˣ˵ ˢˤ˩˷ ˞ˬˠˣˡ˪ ˞ˣˢ Crypto/Cipher/_ARC4.pyd Φ˫˧˦˧ˬ˷ˬ˷˩ ˣ˸ˣ˞ ˫˧˴˧˶ˬˣ ˸˞ 

flake.exe ˫˧˪˟˵ˬ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˴ˣ˲ˮˢ ˭ˣ˸˧˧˲˟ ˞˪˷ ˞˴ˬˮ sπmoduleΥ 

 

https://github.com/call-042PE/PyInjector
https://github.com/Nuitka/Nuitka
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˧ˡ˩ ˶ˣ˴˧˪ .pyd ˣˮ˪˷ˬ ˷˧ ˶ˣ˴˧˪ ˳˟ˣ˵ ˫˷˟ _ARC4.py ˣ˩ˣ˸˟ˣ ˡˣ˵ˢ ˞˟ˢΥ 
print ( "Loaded ARC4!" )  
def PyInit_ARC4 ():  
    print ( "PyInit_ARC4" )  

 

˶˥˞˪ ˭˩ˬ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 
python - m nuitka -- module _ARC4.py 

 

˸ˬ˶ˣˠ˷ ˸ˣ˶˴ˣˣ˧ˢ˪ ˳˟ˣ˵ ˫˷˟ _ARC4.cp38-win_amd64.pyd Φ˷˧ ˵˧˸˰ˢ˪ ˣ˸ˣ˞ ˪˞ Crypto/Cipher/ Σ

˶˥˞˪ˣ ˭˩ˬ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ flake.exe Φ˫˧˷ˣ˰˷˩ ˸˞ˤ ˫˧˪ˠˬ ˳˟ˣ˵ˢ˷ ˳˶ ˨˞ ˡˣ˵ˢ ˣˮ˟˸˩˷ ˣˮ˧˞ ˳˶ Σ˶ˬˣ˪˩ 

˪˩˩ ˢ˞˶ˮˢ ˵˥˷ˬˢ ˞˪ ˰˧ˠˬ ˢˡˣ˵ˮ˪ ˢ˟˷ ˞ˣˢ ˢ˯ˮˬ ˷ˬ˸˷ˢ˪ ˢ˧˶˲˯˟ ARC4Φ 

˷ˣ˲˧˥˟ ˶˥˞ ˸ˣ˧˶˲˯ ˸ˣ˧˶˷˲˞ ˸ˣ˲˯ˣˮ Σˡˬ˰ˣˬ ˧˪˞˧˴ˮ˦ˣ˲ ˞ˣˢ ˳˟ˣ˵ˢ _tkinter.pyd Φ 

˧ˢˣˤ ˢ˧˶˲˯ ˸˧˞˶˥˞˷ ˪˰ GUI Σ˭ˣˣ˧˩ˬˣ ˷˧˷ ˢ˵˧˲˶ˠ ˵˥˷ˬ˟ Σ˶˧˟˯ ˥˧ˮˢ˪ ˵˥˷ˬˢ˷ ˭˩ ˰˧ˠ˧ ˢˡˣ˵ˮ˪ ˢ˟˷ 

˞ˣˢ ˳˧˶ˬ ˡˣ˵ ˨ˣ˸ˬ ˢ˧˶˲˯ˢ ˸˞ˤˢ Φ˭˟ˣˬ˩ ˵˥˷ˬˢ˷ ˞˪ ˪˰˲˧ ˣˬ˩ ˨˧˶˴˷ ˪˟˞ ˧˪ˣ˞ ˢˤ ˟˴ˬ ˵˧˲˯ˬ ˟ˣ˦ 

˪˧˟˷˟ ˶ˣ˸˲˪ ˸˞ ˶ˠ˸˞ˢΦ 

˶˥˞˪ ˰ˣ˴˧˟ ˸ˣ˪ˣ˰˲ ˸ˣˬˣˡ ˧ˡ˩ ˶ˣ˴˧˪ ˳˟ˣ˵ _tkinter.pyd ˣˮ˪˷ˬ Σˢ˪ˠˮ ˢ˯˲ˡˢˢ˷ ˸˧ˮˣ˷˞˶ˢ ˣˮ˪˷ ˢ˴˶ Σ

˶˥˞˪ˣ ˭˩ˬ ˸˪˟˵˸ˬ ˢ˞˧ˠ˷ ˪˷ Missing attributeΥ 

 

˧ˮˣ˧ˠˢ Σ˞˪ ˣˮ˯ˮ˩ˢ ˡˣ˵˟ ˣˮ˪˷ ˫ˣ˷ ˢ˵˧ˠˣ˪ ˱˧˪˥˸˷ ˸˞ ˢ˵˧ˠˣ˪ˢ ˸˧˶ˣ˵ˬˢ Φ˪˟˞ ˢ˞˴ˣ˸ˢ ˣˤˢ ˵˧˲˯ˬ ˢ˟ˣ˦ 

ˣˮ˪ Σ˧˩ ˣ˧˷˩˰ ˭˩˞ ˭˸˧ˮ ˳˧˶ˢ˪ ˡˣ˵ ˨ˣ˸˟ ˵˥˷ˬˢΦ 

˧ˡ˩ ˨ˣ˯˥˪ ˸˞ ˢ˪ˣ˰˲ˢ ˪˷ ˪˲ˬ˵˪ ˪π.pyd ˵˧˸˰ˢ˪ˣ ˸˞ ˳˟ˣ˵ˢ ˪˞ ˢ˧˵˧˸ˢ ˪˷ flake.exe ˪˩˟ ˫˰˲ ˫˧˴ˣ˶˷ 

˸ˣˮ˷˪ ˸˶ˣ˷ ˡˣ˵ Σ˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˭˩ˣ˸ ˳˟ˣ˵ˢ _tkinter.py ˸ˣ˧ˢ˪Υ 

from flake_inject import *  

˪˲ˬ˵˪ ˣ˸ˣ˞ ˫˰˲ ˸˥˞ ˷ˬ˸˷ˢ˪ˣ ˟π_tkinter.pyd ˶˴ˣˮ˷ Φ 

˶ˣ˴˧˪ ˳˟ˣ˵ ˫˷˟ flake_inject.py ˢ˧˵˧˸˟ ˪˷ flake.exe Σˤ˞ˣ ˧ˡ˩ ˨ˣ˶˰˪ ˸˞ ˡˣ˵ˢ ˳˶˷ ˭˸˧ˮ ˦ˣ˷˲ ˨ˣ˶˰˪ 

˸˞ flake_inject.py ˧˪˟ˬ ˪˲ˬ˵˪ ˷ˡ˥ˬΦ 
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˶˟ˡˢ ˭ˣ˷˞˶ˢ ˧˞ˡ˩˷ ˸ˣ˯ˮ˪ ˞ˣˢ ˰˧ˠˢ˪ ˟˴ˬ˪ ˫˧ˠ˟ˡˬ˷ ˸˞ ˨˧˪ˢ˸ˢ ˸˶ˤ˰˟ Python debugger Σ˪˷ˬ˪ 

pdb Φ˫˧˯ˮˬ˷˩ ˸˞ˤ ˫˧˪ˠˬ ˞˪˷ ˭˸˧ˮ ˠ˟ˡ˪ ˶˟ˣˡˬ˷˩ ˟πNuitkaΥ 

 

˶˟ˡˢ ˞˟ˢ ˧˞ˡ˩˷ ˵ˣˡ˟˪ ˞ˣˢ ˫˞ˢ ˫˧ˬ˧˧˵ ˫˧˩˶˰ ˫˧ˮ˧˧ˮ˰ˬ Σ˪˷ˬ˪Υ 

print ( globals ())  
print ( locals ())  

˨˞ ˞˪ ˢ˞˶ˮ ˯˲ˡˣˬ˷ ˫ˢ˟ ˣˢ˷ˬ ˭˧˧ˮ˰ˬ Φ˧˪ˣ˞ ˢˤ ˪˪ˠ˟ ˡˣ˵ˢ˷ ˣˮ˪˷ ˳˶ ˵ˣˬ˰ ˧ˡˬ ˟πcall stack Σ˭˧˞ˣ x˪ ˢ˷˧ˠ 

˫˧ˮ˸˷ˬ˪ ˫˧ˮ˧˧ˮ˰ˬ ˫˧ˬ˧˧˵˷ ˟π__main__ ˪˷ˬ˪ Φ˨˶ˣ˴˪ ˢ˵˧ˡ˟ˢ ˯˲˦ˮ ˢ˪˰ˬ˟ sπstack frames ˡ˰ ˰˧ˠˮ˷ 

π˪__main__ Σ˯˧˲ˡˮˣ x˟ ˸˞ sπglobals ˸˞ˣ sπlocalsΥ 

print ( "hello from flake_inject!" )  
 
def find_main_frame ():  
    import inspect  
    frames = inspect. stack ()  
    for frame_info in frames:  
        frame = frame_info.frame  
        if frame.f_globals[ '__name__' ] == '__main__' :  
            return frame  
 
main_frame = find_main_frame ()  
print (main_frame.f_locals)  
print (main_frame.f_globals)  

˭˪ˢ˪ ˦˪˲ ˡˣ˵ˢΥ 

 

https://docs.python.org/3/library/pdb.html
https://docs.python.org/3/library/pdb.html
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˭˸˧ˮ ˸ˣ˞˶˪ ˫˧ˬ˧˧˵˷ ˵˶ ˫˧ˮ˸˷ˬ ˫˧˧˯˧˯˟ π moduleπ˫˧ ˫˧˶˥˞ ˣˬ˩ sys, json ˣ˩ˣ Φϥˢ˞˶ˮ˩ ˡˣ˵ˢ˷ ˣˮ˪˷ ˳˶ 

˟˪˷˟ ˧ˮˣ˷˞˶ ˡˣ˞ˬ Σ˶˟ˡˢ˷ ˡ˧˥˧ˢ ˢ˶ˣ˵˷ ˣ˧ˮ˲˪ ˞ˣˢ importπ˫˧ ˸ˣ˧˶˲˯˪ ˸ˣ˶˥˞ Σ˧ˮ˲˪ ˸˶ˡˠˢ ˫˧ˮ˸˷ˬ 

˫˧˶ˣ˷˵˷ ˢ˵˧ˠˣ˪˪ ˪˷ ˵˥˷ˬˢ Φ 

˧ˡ˩ ˶˟ˠ˸ˢ˪ ˪˰ ˢˤ Σ˱˞˷ˮ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ˢ ˣˮ˪˷ ˟˪˷˟ ˶˥ˣ˞ˬ ˶˸ˣ˧ ˟πflow ˪˷ ˸˧ˮ˩ˣ˸ˢ Φ˨˶ˣ˴˪ ˨˩ ˢ˯ˮˮ 

˭˵˸˪ ˸˞ ˸ˣ˞˧ˠ˷ sπPython ˡˣ˵ˢ˷ ˣˮ˪˷ ˫˶ˣˠ ˫ˢ˪ Σ˧ˡ˩ ˢ˷πflow ˨˧˷ˬ˧ ˡ˰ ˢˡˣ˵ˮ˪ ˢ˟˷ ˶ˣ˟˰ˮ ˸˞ sπ

import ˢ˥˪˴ˢ˟ Φˢ˞˧ˠ˷ˢ ˢˮˣ˷˞˶ˢ ˸˪˟˵˸ˬ˷ ˞˧ˢ ˞˪˷ ˫˧˧˵ ˢˮ˸˷ˬ ˫˷˟ TclError Σ˭˩˪ˣ ˱˧˯ˣˮ ˡˣ˵˪ 

ˣˮ˪˷ ˸˞ ˢ˶ˣ˷ˢ TclError=1 Φ˫˧˴˧˶ˬ˷˩ ˸˞ ˳˟ˣ˵ˢ ˶˥˞˪ ˭˩ˬ ˫˧˪˟˵ˬ ˢ˞˧ˠ˷ ˢˬˣˡ ˫˰ ˢˮ˸˷ˬ ˶˥˞ Φ

˶˥˞˪ ˶˲˯ˬ ˸ˣ˧˴˶˦˧˞ ˪˷ ˢ˴˶ˢ ˸˲˯ˣˢˣ ˢˮ˸˷ˬ ˶˯˥˷ Σ˰˧ˠˮ ˡˣ˵˪ ˞˟ˢΥ 

print ( "hello from flake_inject!" )  
 
TclError =1 
TK_VERSION=1 
TCL_VERSION=1 
READABLE=1 
WRITABLE=1 
EXCEPTION=1 

˦˪˲˪ˣ ˞˟ˢ: 

 

˫˰˲ˢ ˸˯˲ˡˣˬ ˢ˶ˣ˷ˢ ˳˟ˣ˵˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˭˰˦ˮ ˢ˥˪˴ˢ˟ Σ˵˶ˣ ˶˥˞˪ ˭˩ˬ ˢ˰˧˲ˣˬ ˢ˞˧ˠ˷ˢ ˢ˶˯˥˷ 

ˢ˧˴˵ˮˣ˲ Φ˧ˣ˩˧˯ ˟ˣ˦ ˟˪˷˟˷ ˢˤ ˫˧ˬ˧˧˵ ˫˧ˮ˸˷ˬ ˫˧ˮ˧˧ˮ˰ˬ ˟π__main__ Φ˶˥˞˪ ˸˲˯ˣˢ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˯˥ˢ 

˸˶˟˰ˢˣ ˡˣ˵ˢ ˣˮ˪˷ ˢ˧˪˞Υ 

print ( "hello from flake_inject!" )  
 
TclError =1 
TK_VERSION=1 
TCL_VERSION=1 
READABLE=1 
WRITABLE=1 
EXCEPTION=1 
 
def find_main_frame ():  
    import inspect  
    frames = inspect. stack ()  
    for frame_info in frames:  
        frame = frame_info.frame  
        if frame.f_globals[ '__name__' ] == '__main__' :  
            return frame  
 
def create ( * args ):  
    main_frame = find_main_frame ()  
    print (main_frame.f_globals. keys ())  
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ˢ˪ˠˮ ˟˪˷˟˷ ˢˤ ˭˩˞ ˫˧ˬ˧˧˵ ˫˧ˮ˸˷ˬ ˫˧˶ˣ˷˵˷ ˵˥˷ˬ˪Υ 

 
ˡˬ˰ˣˬˢ ˭ˣ˷˞˶ˢ ˸ˠ˷ˢ˪ ˪ˠˡˢ ˞ˣˢ ˢ˧˴˵ˮˣ˲ˢ game_win Σ˨˞ ˫˧˯ˮˬ˷˩ ˞ˣ˶˵˪ ˢ˪ ˸˪˟˵˸ˬ ˢ˞˧ˠ˷ Φ

˫ˣ˵ˬ˟ ˸ˣ˯ˮ˪ ˭˵˸˪ ˸˞ ˢ˞˧ˠ˷ˢ Σ˶ˣ˟˰ˮ ˡˬ˰ˣˬ˪ ˞˟ˢ ˸ˠ˷ˢ˪ ˪ˠˡˢ π ˢ˧˴˵ˮˣ˲ˢ get_flag Φ˫˧˞˶ˣ˵˷˩ ˢ˪ 

˸˪˟˵˸ˬ ˢ˞˧ˠ˷ ˢ˪˵ ˶˸ˣ˧Υ 

TypeError : get_flag () missing 1 required positional argument: 'xk'  

ˢ˞˶ˮ ˟˷πglobals ˫˧˧˵ ˫ˠ ˢˮ˸˷ˬ ˫˷˟ xk Φ˵˲˯ˮ ˣ˸ˣ˞ ˶˦ˬ˶˲˩ ˢ˧˴˵ˮˣ˲˪Υ 
print ( "hello from flake_inject!" )  
TclError =1 
TK_VERSION=1 
TCL_VERSION=1 
READABLE=1 
WRITABLE=1 
EXCEPTION=1 
 
def find_main_frame ():  
    import inspect  
    frames = inspect. stack ()  
    for frame_info in frames:  
        frame = frame_info.frame  
        if frame.f_globals[ '__name__' ] == '__main__' :  
            return frame  
def create ( * args ):  
    main_frame = find_main_frame ()  
    flag = main_frame.f_globals[ 'get_flag' ](main_frame.f_globals[ 'xk' ])  
    print ( "The flag is:" , flag)  

 ˪˟˵ˮˣ ˸˞ ˪ˠˡˢΥ 

 

˪ˠˡˢ ˞ˣˢΥ 

n0Pe_N0t_T0dAy_Nu1TkA@flare-on.com 

 



 
 

  Flare-On 2023 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 157, ˶˞ˣˮ˧ нлнп  тр 
 

˶ˠ˸˞ у π AmongRust 

Our customer recently found the following malware executing on one of their machines. The 

system was left with a very silly looking wallpaper, and a lot of executables on the machine had 

stopped working. The customer had successfully restored from backup, but we are still 

interested in understanding all capabilities of the malware. A packet capture file has been 

provided to aid your analysis. 

 

˞˟˶ˠ˸ ˢˤ ˫˧˪˟˵ˬ ˸˞ ˫˧˴˟˵ˢ: 

¶ infector.exe.mal 

¶ 06_27_2023_capture.pcapng 

¶ readme.txt 

˭˪ˢ˪ ˭˩ˣ˸ ˳˟ˣ˵ˢ readme.txtΥ 

Hi FLARE! Our customer recently found the following malware executing on one of their 

machines. The system was left with a very silly looking wallpaper, and a lot of 

executables on the machine had stopped working. The customer had successfully restored 

from backup, but we are still interested in understanding all capabilities of the 

malware. A packet capture file has been provided to aid your an alysis.  

˪˧˥˸ˮ ˭ˣ˥˟˪˟ ˸˞ ˳˟ˣ˵ sπpcap Φ˨˶ˡ ˢ˟ˣ˦ ˞ˣ˴ˬ˪ ˸˞ ˢ˥˧˷ˢ ˸˧˦ˮˣˣ˪˶ˢ ˞˧ˢ ˥ˣ˸˲˪ ˣ˸ˣ˞ ˟πWireshark Σ

˸˷ˠ˪ ˪πStatistics->Conversations->TCP Σ˭˧˧ˬ˪ˣ ˧˲˪ ˶˲˯ˬ ˸ˣ˦˵˲ˢ x˞ ˶˲˯ˬ ˫˧˸˟ˢ ˣ˶˟˰ˣˢ˷ ˢ˥˧˷˟: 

 

 ˦˶ˣ˲ ˭˧˟ ˸ˮ˧˧ˮ˰ˬ ˢ˥˧˷ ˸ˬ˧˧˵˷ ˫˧˪ˠˬ ˢ˶˴˵ ˢ˵˧ˡ˟ ˶˥˞˪рмуур  ˦˶ˣ˲˪уопр. 
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˨˩ ˞˧ˢ ˸˧˞˶ˮ: 

 

˟ˣ˶ ˢ˥˧˷ˢ ˸˟˩˶ˣˬ ˭˩ˣ˸ˬ ˳˟ˣ˵ˢ ˭˲˴ˣˬˢ wallpaper.PNG Σ˱ˣ˯ˣ ˢ˥˧˷ˢ ˞ˣˢΥ 
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ˢ˞˶ˮ ˶˟ˣˡˬ˷ ˸˶˷˟ backdoor ˶˷˲˞ˬ˷ ˱˵ˣ˸˪ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˶˧˟˰ˢ˪ˣ ˫˧˴˟˵ Φ˧˲˩ ˟ˣ˸˩˷ ˶ˣ˞˧˸˟ 

˶ˠ˸˞ˢ Σπsbackdoor ˢˤˢ ˳˶ ˪˰ ˢˮˣ˩ˬˢ ˪˷ ˭˟˶ˣ˵ˢ Σ˞ˣˢˣ ˫˶ˠ ˧ˣˮ˧˷˪ sπwallpaper Φˢ˞˶ˮ ˳˟ˣ˵ˢ˷ 

wallpaper.PNG ˥˪˷ˮ ˢ˶ˣ˴˟ ˸ˮ˲˴ˣˬ Φˢ˶˦ˬˢ ˣˮ˪˷ ˞˧ˢ ˥ˮ˰˲˪ ˣ˸ˣ˞Φ 

˪˧˥˸ˮ ˥˸ˮ˪ ˸˞ ˳˟ˣ˵ˢ infector.exe Φ˫˧˴˧˶ˬ˷˩ ˣ˸ˣ˞ ˭ˬˤ˟ ˷πProcmon ˥ˣ˸˲ ˰˵˶˟ Σ˫˧˞ˣ˶ ˨˧˪ˢ˸ˢ˷ 

ˢˮ˷ˬ ˧˴˟˵ .exe ˫˧˞˴ˬˮ˷ ˸˩˶˰ˬ˟Υ 

 

˫˧˴˟˵˪ ˫˧˰ˣˠˮˢ ˷˧ ˭ˣ˵˧˧˞ ˪˷ ˸ˣˬˡ ˵˥˷ˬˢˬ AmongUsΦ ˫˧˴˧˶ˬ˷˩ ˸˞ ˡ˥˞ ˫˧˴˟˵ˢ ˫˧˰ˣˠˮˢ ˸˯˲ˡˣˬ 

ˢ˰ˡˣˢ ˢ˪˧˟ˣˬ˷ ˣˮ˸ˣ˞ ˶˧˷˪ Never gonna give you upΦ 

 

 

ˢ˯ˮˮ ˭˧˟ˢ˪ ˢˬ ˟˸˩ˮ ˧˴˟˵˪ sπ.exe Φ˫˧˥˸ˣ˲˷˩ ˸˞ ˳˟ˣ˵ˢ infector.exe ˟πIDA Free ˫˧˞ˣ˶ ˶˟ˣˡˬ˷ ˡˣ˵˟ 

˟˸˩ˮ˷ ˟πRust Φ˧ˡ ˢ˷˵ ˯˶˟˶˪ ˧˴˟˵ Rust ˭˩˪ˣ ˞˪ ˢ˯ˮˮ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˪˩ ˶˟ˡ ˢ˶ˣ˵˷ x˟ Φ˫˧˪˩˸˯ˬ˷˩ ˪˰ 

˸ˣˤˣ˶˥ˬˢ Σ˫˧˪ˠˬ ˸ˬ˧˧˵˷ ˸ˤˣ˶˥ˬˢ ϦC:\Windows\System32\svchost.exe ΣϦ˫˧˷ˬ˸˷ˬˣ ˢ˟ ˵˶ 

ˢ˧˴˵ˮˣ˲˟ sub_140007A50 Φˣˮ˧˞˶ ˫ˡˣ˵ ˣˢˤ˷ ˡ˥˞ ˫˧˴˟˵ˢˬ ˨˧˪ˢ˸ˢ˷ ˶˴ˣ˧ ˭˩˪ˣ ˡ˵ˬ˸ˮ ˢ˧˴˵ˮˣ˲˟ xʕ ˧ˡ˩ 

˷˲˥˪ ˢˬ ˟˸˩ˮ ˳˟ˣ˵˪ ˢˤ Φ 

  

https://www.youtube.com/watch?v=a3Z7zEc7AXQ
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˭˪ˢ˪ ˡˣ˵ ˱ˣ˯ˬ ˢ˧˴˵ˮˣ˲ˢΥ 

 

˫˧ˠ˟ˡˬ˷˩ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˫˧˷ˣ˰ˣ step-over ˪˰ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˶˵ˮ˷ ˢˮˬˬ Σ˫˧˪ˠˬ ˳˟ˣ˵ˢ˷ svchost.exe 

˰ˣˠˮˢ ˶˴ˣˮ ˶˥˞˪ ˢ˞˧˶˵ˢ ˪πsub_140006780 Φ˫˧˶˦ˬ˶˲ˢ ˢ˧˴˵ˮˣ˲˷ xʕ ˸˪˟˵ˬ ˫ˢ sπpath ˣ˪˷ Σ˨˶ˣ˞ sπ

path ˣ˪˷ Σ˰˧˟˴ˬ ˨˶˰ˬ˪ ˣˢ˷˪˩ Σ˪ˡˣˠˣ ˪˷ ˨˶˰ˬˢ Φ 

ˡ˧ˬ ˢ˪ˣ˰ ˡ˷˥ˢ ˨˶˰ˬˢ˷ ˪˧˩ˬ ˸˞ ˭˩ˣ˸ˢ ˟˸˩˧˷ ˨ˣ˸˪ ˳˟ˣ˵ˢ Σˢ˶ˣ˴˟ ˸ˮ˲˴ˣˬ Φ˫˧ˠ˟ˡˬ˷˩ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

sub_140006780 ˫˧˪ˠˬ ˰˴˟˸ˬ˷ ˢ˟ ˥ˣˮ˰˲ xor ˦ˣ˷˲ ˫˰ ˥˸˲ˬˢ Ϧ@cPeterr ΣϦ˫˧˸˟ˢˣ ˫˧˥ˮ˰ˣ˲ˬˢ 

˫˧ˮˣ˷˞˶ˢ ˫ˢ MZ Σ˶ˬˣ˪˩ ˶˟ˣˡˬ ˳˟ˣ˵˟ executable Φ˫˧˷˲˥ˬ˷˩ cross-references ˢ˧˴˵ˮˣ˲˪ ˣˤˢ Σ˫˧˪ˠˬ 

˞˧ˢ˷ ˸˞˶˵ˮ ˫ˠ ˢ˧˴˵ˮˣ˲ˢˬ sub_140007E30 ˨˞ ˫˰ ˨˶˰ˬ ˶˥˞ ˶˦ˬ˶˲˩Φ 

ˡ˰ ˢ˩ ˣˮ˧˪˧ˠ ˳˟ˣ˵ˢ˷ infector ˪ˣ˩˧ ˵˧˟ˡˢ˪ ˧˴˟˵ .exe ˫˧ˬ˧˧˵˷ ˪˰ ˸˩˶˰ˬˢ ˟ˣ˸˩˪ˣ ˫ˢ˧˪˞ ˡ˥˞ ˧ˮ˷ˬ 

˧˴˟˵ executable ˫˧ˮˣ˷ Φ˭˸˧ˮ ˠ˧˷ˢ˪ ˸˞ ˧ˮ˷ ˫˧˴˟˵ˢ ˣ˪˞ˢ ˪˰ ˧ˡ˧ ˠˣ˟˧ˡ π ˷˧ ˶˧ˡˠˢ˪ breakpoint ˪˰ 

ˢ˧˴˵ˮˣ˲ˢ sub_140006780 Σ˸ˣˮ˷˪ˣ ˸˞ ˶˦ˬ˶˲ ˨˶˰ˬˢ ˣ˪ˡˣˠˣ ˸ˣ˧ˢ˪ ˢˤ˧˞ ˫˧˩˶˰ˬˢˬ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ Φ

ˢ˧˴˵ˮˣ˲ˢ ˥ˮ˰˲˸ ˣ˸ˣ˞ ˟ˣ˸˩˸ˣ ˸˞ ˢ˞˴ˣ˸ˢ ˳˟ˣ˵˪ ˞˧ˢ˷ ˸˪˟˵ˬ ˶˦ˬ˶˲˩ Φ 

˸ˣ˶˷˲˞ ˸˲˯ˣˮ ˞˧ˢ ˟ˣ˸˩˪ ˡˣ˵ ˭ˣ˸˧˧˲ ˥ˮ˰˲ˬ˷ ˸˞ ˧ˮ˷ ˫˧˴˟˵ˢ Φ 
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˭˪ˢ˪ ˡˣ˵ ˢˤ˩˷Υ 

key = "@cPeterr"  
 
def extract_MZ ( buffer_offset , buffer_size , filepath ):  
    result = b""  
    for i in range (buffer_size):  
        result += bytes ([data[buffer_offset +i] ^ ord (key[i %len (key)])])  
    open(filepath, "wb" ). write (result)  
 
data = open( "infector.exe" , "rb" ). read ()  
extract_MZ ( 0x3A200, 0x2AC00, "file1.bin" )  
extract_MZ ( 0x64E00, 0x4C400, "file2.bin" )  

 

˶˥˞˪ ˡˣ˵ˢ˷ ˳˶ ˫˧˶˴ˣˮ ˣˮ˪ ˫˧˴˟˵ˢ file1.bin xπfile2.bin Φ˫˧˥˸ˣ˲˷˩ ˸˞ file1.bin ˟πIDA Free ˫˧˞ˣ˶ ˪˩˷ 

ˢˬ ˢ˶ˣ˵˷ x˟ ˞ˣˢ ˢ˯˲ˡˢ ˪˷ ˸ˤˣ˶˥ˬˢ ˣˮ˧˞˶˷ ˫˧˴˟˵˟ ˫˧˰ˣˠˮˢ: 

 

˭˩˪ ˡ˵ˬ˸ˮ ˳˟ˣ˵˟ file2.bin Φ˫˧˥˸ˣ˲˷˩ ˣ˸ˣ˞ ˟πIDA Free ˫˧˪ˠˬ ˷˧˷ x˟ ˸ˣˤˣ˶˥ˬ ˸ˣ˶ˣ˷˵˷ ˸˶ˣ˷˵˸˪ ˪˷ 

πsbackdoor ˫˰ ˱˵ˣ˸ˢ Σ˵˪˥ ˭ˢˬ ˱˞ ˣˮ˧˞˶ ˳˟ˣ˵˟ sπpcap Σ˫ˠˣ ˦˶ˣ˲ˢ уопр ˣˮ˞˴ˬ˷ ˟πpcap ˰˧˲ˣˬ 

˸˥˞˟ ˭ˢˬΥ 

 

˸ˣˤˣ˶˥ˬ ˢ˪˞ ˸ˣ˪˧˟ˣˬ ˣˮ˸ˣ˞ ˸˧˧˴˵ˮˣ˲˪ ˸˶ˣ˷˵˸ˢ ˪˷ sπbackdoor Σsub_140001490 Φ˧˪˟ˬ ˥˸ˮ˪ ˢ˸ˣ˞ 

˶˸ˣ˧ ˧ˡˬ Σ˭˸˧ˮ ˸ˣˢˤ˪ ˶˲˯ˬ ˸ˣ˪ˣ˰˲ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˷ˣ˰Υ 

мΦ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˢˬπsocket 0x20 ˫˧˸˟ Σ˸˶ˬˣ˷ ˫˸ˣ˞ Σ˸˥˪ˣ˷ˣ ACK_K Φ˫˞ ˣ˪˟˵˸ˢ ˸ˣ˥˲ ˬπ0x20 

˫˧˸˟ ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ˸˥˪ˣ˷ ϦInvalid key size Ϧ˸ˬ˧˧˸˯ˬˣΦ 

нΦ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˢˬπsocket 0x20 ˫˧˸˟ Σ˸˶ˬˣ˷ ˫˸ˣ˞ Σ˸˥˪ˣ˷ˣ ACK_N Φ˫˞ ˣ˪˟˵˸ˢ ˸ˣ˥˲ ˬπ0x20 

˫˧˸˟ ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ˸˥˪ˣ˷ ϦInvalid nonce size Ϧ˸ˬ˧˧˸˯ˬˣΦ 

оΦ ˢ˧˴˵ˮˣ˲˟ ˷˧ ˢ˞˪ˣ˪ ˢ˪ˣˡˠ ˢ˟˷ ˢˮ˷˧ ˸˞˧˶˵ ˢˡˣ˵˲ ˢˬπsocket Σˢ˵˧ˡ˟ ˞˧ˢ˷ ˢˡˣ˵˲ ˸˧˵ˣ˥ Σ˰ˣ˴˧˟ 

ˢ˪˷ Σ˸˥˧˪˷ˣ ˦˪˲ˢ ˢ˪˷Φ 
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˧ˢˣˤ ˢ˧˴˵ˮˣ˲ ˧l ˢ˩ˣ˶˞ Φ˫ˣ˵ˬ˟ ˥˸ˮ˪ ˢ˸ˣ˞ ˵ˬˣ˰˪ ˭˧˟ˢ˪ˣ ˧ˢˬ ˢˮ˲˴ˢˢ ˢ˟˷ ˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˧ˡ˩ 

˥ˮ˰˲˪ ˸˞ ˫˧˴˟˵ˢ ˫˧˥˪˷ˮˢ Σˢ˟˶ˢ ˶˸ˣ˧ ˪˵ ˦ˣ˷˲ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˶˷˵˸˪ˣ ˣ˸˧˞ ˣˮˬ˴˰˟ Φ˥˪˷ˮ x˪ ˸˞ 

˳˟ˣ˵ sπwallpaper ˭˲˴ˣˬˢ ˥˪˷ˮ˷ ˟πpcap ˨˧˪ˢ˸ˢˣ ˥ˮ˰˲˧ ˣ˸ˣ˞ ˣˮ˪˧˟˷˟Φ 

˟˪˷˟ ˭ˣ˷˞˶ˢ ˶ˣˬ˷ˮ ˸˞ ˫˧˸˟ˢ ˪˷ ˳˟ˣ˵ˢ ˭˲˴ˣˬˢ ˢˬπpcap ˨ˣ˸˪ ˳˟ˣ˵ Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ 

˦˲˧˶˵˯ ˭ˣ˸˧˧˲ ˨˞ ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˫ˠ ˟πWireshark Φ˭ˣ˪˥˟ sπFollow TCP Stream ˶˥˟ˮ ˠ˧˴ˢ˪ ˵˶ ˸˞ 

˫˧˸˟ˢ ˣ˥˪˷ˮ˷ ˢˬπclient ˪πserver Σ˸ˠˣ˴˸˟ˣ Raw Φ˶˥˞˪ ˭˩ˬ ˷˧ ˳ˣ˥˪˪ Save as ˶ˣˬ˷˪ˣ ˳˟ˣ˵˪ ˫˷˟ 

client_to_server.binΥ 

 

˭ˣˣ˧˩ˬ ˨˧˪ˢ˸ˢ˷ ˥˪ˣ˷ ˸˞ ˸ˣ˰ˡˣˢ sπACK ˣ˪˷ ˶˥˞˪ ˪˩ ˟˪˷ ˸˶ˣ˷˵˸˟ Σ˧˞ ˶˷˲˞ ˦ˣ˷˲ ˥ˣ˪˷˪ ˨˧˪ˢ˸˪ 

˸˞ ˪˩ ˳˟ˣ˵ˢ ˣˮ˶˴˧˷ ˣˬ˩ ˞ˣˢ˷ Φ˷˧ ˥ˣ˪˷˪ ˪˩ ˟˪˷ ˡ˶˲ˮ˟ ˞ˣ˶˵˪ˣ ˢˬπsocket ˸˞ ˦˪˲ˢ ˨˧˪ˢ˸ˢ˷ ˥˪ˣ˷ 

ˢ˶ˤ˥˟Φ ˭˪ˢ˪ ˦˲˧˶˵˯ ˭ˣ˸˧˧˲ ˶˷˵˸ˬ˷ ˫˰ ˨˧˪ˢ˸ˢ ˥˪ˣ˷ˣ x˪ ˸˞ ˳˟ˣ˵ sπwallpaperΥ 

import socket  
s = socket. socket (socket.AF_INET, socket.SOCK_STREAM) 
s. connect (( '127.0.0.1' , 8345))  
data = open( "client_to_server.bin" , "rb" ). read ()  
 
# key  
s. send(data[: 0x20])  
print (s. recv ( 1024))  
 
# nonce  
s. send(data[ 0x20: 0x40])  
print (s. recv ( 1024))  
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# make sure everything works  
s. send( b"exec whoami \ r \ n" )  
print (s. recv ( 1024))  
 
# upload file  
s. send( b"upload C: \ \ AmongRust\ \ wallpaper.PNG 122218 \ r \ n" )  
print (s. recv ( 1024))  
file_size = 122218 
offset_to_file = 0xA6 
s. send(data[offset_to_file:offset_to_file +file_size])  
print (s. recv ( 1024))  
 
s. close ()  

 

˶˥˞˪ ˸˴˶ˢ ˦˲˧˶˵˯ˢ ˭ˬˤ˟ ˨˧˪ˢ˸ˢ˷ ˳˶ Σ˶˴ˣˮ ˳˟ˣ˵ˢ wallpaper.PNGΥ 

 

ˣ˪ˠˡˢ ˞ˣˢΥ 

n0T_SuS_4t_aLl@flare-on.com 
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˶ˠ˸˞ ф π mbransom 

¸ƻǳΩǊŜ ŘƻƛƴƎ ǎƻ ƎǊŜŀǘΗ Dƻ ƻǳǘ ŀƴŘ ŎŜƭŜōǊŀǘŜΦ ¢ŀƪŜ ŀ Řŀȅ ƻŦŦ ƪƛŘΣ ȅƻǳΩǾŜ ŜŀǊƴŜŘ ƛǘΦ ²ŀǘŎƘ ȅƻǳǊ 

scoreboard position fall like the sand through the hourglass. Avoid this VM and feel the joy the 

outside world has to offer. Or crush this one and earn even more internet points, those will 

come in handy. 

˶ˠ˸˞˟ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸˞ ˫˧˴˟˵ˢ:  

¶ hda.img 

¶ TIPS.txt 

 ˸˥˸ˣ ˢ˧˵˧˸ ˫˷˟ vmware ˸˞ ˫˧˴˟˵ˢ: 

¶ hda.vmdk 

¶ mbransom.vmx 

¶ mbransom.vmxf 

˭˪ˢ˪ ˭˩ˣ˸ ˳˟ˣ˵ˢ TIPS.txtΥ 

qemu 
==== 
qemu- system- i386 - soundhw pcspk - drive file=hda.img,format=raw  
 
bochs 
===== 
bochs - n "ata0 - master: type=disk, path=hda.img" "boot: disk"  
 
vmware 
====== 
import vmware/mbransom.vmx into VMware  
 
other  
===== 
hda.img is a raw disk image. make sure the VM guest uses BIOS (not UEFI) boot  

 

˶ˣ˞˧˸ˬ ˶ˠ˸˞ˢ ˢˡ˟ˣ˰ˢˬˣ ˣˮ˪˟˧˵˷ ˳˟ˣ˵ ˵˯˧ˡ ˫˧ˮ˧˟ˬ ˶˟ˣˡˬ˷ ˟πVM Φ˧˲˩ ˟ˣ˸˩˷ ˳˟ˣ˵˟ TIPS Σ˷˧ ˰˴˟˪ 

import ˳˟ˣ˵˪ vmware/mbransom.vmx ˨ˣ˸˪ VMware Φ˫˧˪˧˰˲ˬ˷˩ ˸˞ ˢˮˣ˩ˬˢ ˪˟˵˸ˬ ˨˯ˬˢ ˞˟ˢΥ 
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˧˲˩ ˫˷˷ ˶ˠ˸˞ˢ ˶˞˸ˬ Σ˶˟ˣˡˬ ˟πransomware ˳˶˷ ˟πMBR Σˢ˶˴˵˟˷ ˣˢˤ sector ˵˯˧ˡ˟ ˥˧˷˵ˢ ˪˧˩ˬ˷ 

˭˧˟ ˶˸˧ˢ ˡˣ˵ ˶˷˲˞ˬ˷ ˸˞ ˪ˣ˥˸˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ ˧˲˩ ˫ˣ˷˶˷ ˸˰ˡˣˢ˟ sπransom Σ˵˯˧ˡˢ ˥˧˷˵ˢ ˪˷ 

ˢˮˣ˩ˬˢ ˣˤˢ ˭˲˴ˣˬ Σ˧ˡ˩ˣ ˥ˮ˰˲˪ ˣ˸ˣ˞ ˷˧ ˯˧ˮ˩ˢ˪ ˸˞ ˸˞ˬ˯˧˯ ˥ˣˮ˰˲ˢ ˸˟˩˶ˣˬ˷ ˬπмс ˧ˣˣ˸ hexΦ 

˟˪˷˟ ˢˤ ˭˧˞ ˢ˶˧˶˟ ˞˪˞ ˪˩˸˯ˢ˪ ˪˰ ˡˣ˵ˢ ˣˬ˴˰ ˠ˟ˡ˪ˣ ˣ˸ˣ˞ Φˢ˦˧˷ˢ ˢ˪˵ˢ ˶˸ˣ˧˟ ˧˸˞˴ˬ˷ ˸ˣ˷˰˪ ˸˞ˤ 

˞˧ˢ ˸ˣ˰˴ˬ˞˟ IDA Pro ˫˰ Local Bochs debugger Φ˞˯˶ˠˢ ˪˷ Bochs ˢˡ˟˰˷ ˧˪ ˸˞˴ˬˮ ˭˞˩ Σ˨˧˶ˡˬˣ 

˸˶ˡˠˢ˪ ˢ˟˧˟˯ˢ ˞˴ˬˮ ˭˞˩ Φ˶ˣ˴˧˵˟ Σ˷˧ ˶ˣ˴˧˪ ˳˟ˣ˵ ˫˷˟ bochsrc.bxrc ˭˩ˣ˸ˢ˷ ˣ˪˷ ˞ˣˢΥ 

megs: 512  
romimage: file="BIOS - bochs- latest"  
vgaromimage: file="VGABIOS - lgpl - latest"  
boot: cdrom, disk  
ata0 - master: type=disk, path="hda.img", mode=flat  
mouse: enabled=0  
cpu: ips=3000000  

˶˥˞˪ ˭˩ˬ ˷˧ ˥ˣ˸˲˪ ˸˞ ˳˟ˣ˵ˢ bochsrc.bxrc ˟πIDA Pro ˶ˣ˥˟˪ˣ ˸˞ Local Bochs debugger ˶ˣ˸˟ sπ

debugger Φ˫˧˶˧ˡˠˬ˷˩ breakpoint ˪˰ ˢ˧˴˵ˮˣ˲ˢ start ˫˧˴˧˶ˬˣ Σ˭ˣ˪˥ˢ ˢ˞˶ˮ ˨˩Υ 

 
˟˪˷˟ ˢˤ ˭˸˧ˮ ˠ˟ˡ˪ ˸˞ ˡˣ˵ˢ ˳˶˷ ˟πMBRΦ 

https://en.wikipedia.org/wiki/Master_boot_record
https://sourceforge.net/projects/bochs/files/bochs/2.6.11/Bochs-win64-2.6.11.exe/download
https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/Debugging%20MBR%20-%20IDA%20+%20Bochs%20Emulator/Debugging%20MBR%20-%20IDA%20+%20Bochs%20Emulator.md
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˫˞ ˫˧ˮ˸ˣˮ ˡˣ˵˪ ˳ˣ˶˪ ˸ˣ˩˥˪ˣ ˦˪˵˪ ˷ˬ˸˷ˬ Σˤ˞ˣ ˫˧˴˥ˣ˪ ˪˰ suspend ˟πIDA Σ˫˧˞ˣ˶ ˫˧˶˴˰ˮ˷ ˢ˧˴˵ˮˣ˲˟ 

˸˟ˣ˸˩˟ 0xFE869 ˢ˪˧˩ˬ˷ ˢ˞˪ˣ˪ ˢ˩˥ˬ˷ ˦˪˵˪ ˷ˬ˸˷ˬˢˬΥ 

 

˫˞ ˫˧˶˧ˡˠˬ breakpoint ˪˰ ˢ˞˧˴˧ˢ ˢ˞˪ˣ˪ˢˬ Σ˸˟ˣ˸˩˟ 0xFE876 Σ˫˧ˮ˸ˣˮˣ ˶ˠ˟˧ˡ˪ ˨˧˷ˬˢ˪ ˳ˣ˶˪ Σˤ˞ 

˫˧˴˥ˣ˪˷˩ ˪˰ ˷˵ˬ ˸ˡ˪˵ˬ˟ ˟πBochs Σ˫˧˶˴˰ˮ ˟πbreakpoint ˣˮ˶ˡˠˢ˷ Φ˫˧˷ˣ˰˷˩ ˶˲˯ˬ ˧ˡ˰˴ step over 

˫˧˞˴ˣ˧ˣ ˢ˧˴˵ˮˣ˲ˢˬ Σ˫˧˰˧ˠˬ ˢ˧˴˵ˮˣ˲˪ ˸˧˷˞˶ˢ ˸˟ˣ˸˩˟˷ 0x11CA Φ˭˪ˢ˪ ˢ˸˪˧˥˸Υ 
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˶˦˯˧ˠ˶ˢ al ˪˧˩ˬ ˸˞ ˨˶˰ ˷˵ˬˢ ˳˥˪ˮ˷ ˸ˡ˪˵ˬ˟ Σ˨˶˰ˢ˷˩ 0x0D ˪ˬ˯ˬ 

˸˞ ˷˵ˬˢ Enter Φ˧ˣ˯˧ˮˬ ˢ˧˰˦ˣ ˫˧˪ˠˬ ˶˦˯˧ˠ˶˷ di ˪˧˩ˬ ˰˧˟˴ˬ ˱ˣ˯˪ ˦˪˵ˢ 

˷ˬ˸˷ˬˢ˷ ˯˧ˮ˩ˢ ˡ˰ ˢ˩ Σˣ˩˶˰˷˩ˣ 0x2A5C ˷ˬ˸˷ˬˢ ˯˧ˮ˩ˢ мс ˣ˸ˣ˫˧ Φ 

ˢ˧˴˵ˮˣ˲ˢ ˸˟ˣ˸˩˟˷ 0x1296 ˞˧ˢ xʕ ˸˵ˡˣ˟˷ ˫˞ˢ ˦˪˵ˢ ˷ˬ˸˷ˬˢˬ ˭˧˵˸ 

˭˩˪ˣ ˡ˵ˬ˸ˮ ˢ˟ Φ˫˞ ˞˧ˢ ˢ˶˧ˤ˥ˬ ˸˞ ˨˶˰ˢ л ˤ˞ ˢ˞˪ˣ˪ˢ ˸ˬ˧˧˸˯ˬ ˷˧ˣ 

ˢ˞˧˴˧ ˢ˧˴˵ˮˣ˲ˢˬ Φ˸˶˥˞ Σˢ˞˪ˣ˪ˢ ˢ˩˧˷ˬˬ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˩˥ˬ ˢ˴˧˥˪˪ ˪˰ 

˷˵ˬ ˸ˡ˪˵ˬ˟Φ 

ˢ˧˴˵ˮˣ˲ˢ ˸˟ˣ˸˩˟˷ 0x1296 ˸˧˷˞˶ ˸ˡ˟˰ˬ ˸˞ ˦˪˵ˢ ˷ˬ˸˷ˬˢˬΦ 

˦˪˵ˢ ˷ˬ˸˷ˬˢˬ ˞˴ˬˮ ˸˟ˣ˸˩˟ 0x2A4C ˠ˴ˣ˧ˬˣ ˨˶˰ˬ˩ ˪˷ мс ˫˧˸˟ Σ˨˩ ˪˩˟˷ ˸˧˟ ˫˧˷ˬ˸˷ˬ ˵˶ ˟πп 

˫˧˦˧˟ ˧ˡ˩ ˠ˴˧˧˪ ˸˞ ˫˧˩˶˰ˢ 0-F ˡ˟˪˟Φ 

ˢ˧˴˵ˮˣ˲ˢ ˸ˡ˥˞ˬ ˸˞ мс ˫˧˸˟ˢ ˪πу ˫˧˸˟ ˨˩ ˪˩˟˷ ˸˧˟ ˫˧˷ˬ˸˷ˬ ˪˩˟ у ˫˧˦˧˟ˢ Σ˸˟˸ˣ˩ˣ ˸˞ ˢ˞˴ˣ˸ˢ 

˸˟ˣ˸˩˪ 0x2A5CΦ ˢˮˣˬ˸˟ ˢ˞˟ˢ ˭˟˪ˬ˟ ˫ˣˡ˞ˢ ˞˴ˬˮ ˠˣ˴˧ ˦˪˵ˢ ˧ˮ˲˪ ˡˣ˟˧˰ˢ Σ˪ˣ˥˩˟ˣ ˧˧ˠˣ˴ ˦˪˵ˢ ˧˶˥˞ 

ˡˣ˟˧˰ˢΥ 
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˶˥˞˪ ˭˩ˬ ˢˮ˷˧ ˢ˞˪ˣ˪ ˢ˴˶˷ о ˫˧ˬ˰˲ Σˢ˟˷ ˪˩˟ ˢ˧˴˶˦˧˞ ˫˧˰˴˟ˬ xor ˭˧˟ ˧ˮ˷ ˫˧˸˟ ˦˪˵ˢˬ ˡ˟ˣ˰ˬˢ Σ

˭˧˟˪ н ˫˧˸˟ ˨˶˰ˬˬ ˞˴ˬˮ˷ ˸˟ˣ˸˩˟ 0x19FC Φ˸˞ ˸˞˴ˣ˸ ˟ˣ˷˧˥ˢ ˫˧ˣˣ˷ˬ ˨˶˰˪ ˰ˣ˟˵ˢ 0x5555Υ 

 

˫˞ ˸˥˞˟ ˸ˣ˧˴˶˦˧˞ˢ ˢ˵˧ˡ˟ˢ ˸˪˷˩ˮ ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˸˯ˬ ˸ˠ˴ˣˬˣ ˪˰ ˨˯ˬˢ 

˸ˤˣ˶˥ˬˢ Invalid KeyΦ 

˭˩ˣ˸ ˨˶˰ˬˢ ˟π0x19FC ˞ˣˢΥ [0x34, 0x87, 0xB3, 0xB4, 0x1F, 0x20] 

˭˩˪ с ˨ˣ˸ˬ у ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˩˧˶˴ ˸ˣ˧ˢ˪ [0x61, 0xD2, 0xE6, 0xE1, 0x4A, 0x75] Φ

˶ˬˣ˪˩ мн ˨ˣ˸ˬ мс ˸ˢˣ˫˧ˣ ˫˧ˮˣ˷˞˶ˢ ˪˷ ˦˪˵ˢ ˷ˬ˸˷ˬˢˬ ˫˧˩˧˶˴ 

˸ˣ˧ˢ˪ Υ61D2 E6E1 4A75Φ ˭˩˞ˣ ˫˧˯˧ˮ˩ˬ˷˩ ˫˧ˣˣ˸ ˢ˪˞ ˣˮ˥ˮ˞ ˫˧˶˟ˣ˰ ˸˞ 

ˢ˞˪ˣ˪ˢ ˢ˥˪˴ˢ˟ Φ˭˪ˢ˪ ˨˷ˬˢ ˢ˧˴˵ˮˣ˲ˢΦ 

˨˷ˬˢ˟ ˢ˧˴˵ˮˣ˲ˢ ˢˮ˷˧ ˡˣ˰ ˢ˞˪ˣ˪ ˢ˟˷ ˷˧ ˟ˣ˷˧˥ xor ˫˰ ˫˧˸˟ ˨˶˰ˬˬ 

˱˯ˣˮ Σˢ˧˶˥˞˪ˣ ˭ˮ˷˧ ˧˸˷ ˸ˣ˞˧˶˵ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˟ˣ˸˩˟ 0x1674 xπ0x1619Φ 

˸ˣ˧˴˵ˮˣ˲ ˢ˪˞ ˸ˣ˪˧˩ˬ ˡˣ˵ ˨˟ˣ˯ˬ ˢˮ˟ˢ˪Φ 

ˢ˷˧ˠˢ ˧˪˷ ˞˧ˢ Ϧ˶˯˶˟˶ ˟ˣ˦ ˞ˣˢ ˶˯˶˟˶ ˰ˮˬˮ˷ ˯˶˟˶˪ˬ ˪˩˩ ˶˷˲˞˷ϦΦ 

˫ˣ˵ˬ˟ ˡˣ˟˰˪ ˢ˷˵ ˯˶˟˶˪˟ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˣ˪˞ˢ ˭˧˟ˢ˪ˣ ˵ˣ˧ˡ˟ ˨˧˞ ˵ˡ˟ˮ 

˫˞ˢ ˦˪˵ˢ ˭ˣ˩ˮ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡ˟ˣ˰˟ ˰ˣˡ˧˷ ˣˮ˪ ˟ˣ˶ ˦˪˵ˢ ˭ˣ˩ˮˢ Σ

˫˧˶˯˥ˣ ˣˮ˪ ˵˶ н ˫˧˸˟ ύп ˫˧ˣˣ˸Φό 

ˢ˧ˢ˧ ˢ˟˶ˢ ˶˸ˣ˧ ˪˵ ˸ˣ˷˰˪ Brute force ˪˰ н ˫˧˸˟ˢ ˫˧ˮˣ˶˥˞ˢΦ ˶˟˩ 

ˣˮ˧˞˶ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˟ˣ˸˩˟ 0x1296 ˢ˶˧ˤ˥ˬ л ˦˪˵ˢ˷˩ ˭˧˵˸ Φ˞˧ˢ ˞˪ 

˸˪˟˵ˬ ˫˧˶˦ˬ˶˲ Σ˞˧ˢˣ ˢ˥˧ˮˬ ˦˪˵ˢ˷ ˷ˬ˸˷ˬˢˬ ˞˴ˬˮ ˨˶˰ˬ˟ 

˸˟ˣ˸˩˟˷ 0x2A4C Φ˭˩˪ ˞˧ˢ ˸ˡˬ˰ˣˬ ˢ˟ˣ˦ ˢ˧˴˵ˮˣ˲˪ ˸ˣ˷˰˪ ˢ˧˪˰ Brute 

forceΦ  
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˟ˣ˸˩ˮ ˡˣ˵ IDAPython ˳˶˷ ˪˰ ˪˩ ˫˧˩˶˰ˢ ˫˧˧˶˷˲˞ˢ ˪πп ˫˧˸˟ˢ ˫˧ˮˣ˶˥˞ˢ ˦˪˵˟ Σ˟˸ˣ˩ ˫˸ˣ˞ ˪πп 

˫˧˞˸ˢ ˫˧ˮˣ˶˥˞ˢ ˨˶˰ˬ˟ ˭ˣ˶˩˧ˤ˟˷ Σ˳˧˶ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˵ˡˣ˟˷ ˫˞ˢ ˦˪˵ˢ ˭˧˵˸ Σ˪˩˸˯ˬˣ ˪˰ ˨˶˰ 

ˢ˶ˤ˥ˢΦ ˧ˮ˲˪ ˳˧˶ˮ˷ ˸˞ ˡˣ˵ˢ Σ˯˧ˮ˩ˮ ˦˪˵˩ ˸˧ˮ˩ˣ˸˪ ˸˞ мн ˫˧ˣˣ˸ˢ ˫˧ˮˣ˷˞˶ˢ Σ˳˥˪ˮ Enter Σ˶ˣ˴˰ˮˣ ˷ˬˬ 

˧ˮ˲˪ ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ Σ˸˟ˣ˸˩˟ 0x11FCΥ 

 

˭˪ˢ˪ ˡˣ˵ IDAPython ˰˴˟ˬ˷ ˸˞ sπBrute force ˶˞ˣ˸ˬˢΥ 

def expand_int_to_4_bytes ( x): # 0xABCD -- > 0x0D0C0B0A 
    return ((x & 0xf ) << 24) | ((x & 0xf0 ) << 12) | (x & 0xf00 ) | ((x & 0xf000 ) >> 12)  
 
def test_input ( last_4_bytes ):  
    set_reg_value ( 0x11fc , 'eip' )  
    PatchDword( 0x2A58, expand_int_to_4_bytes (last_4_bytes))  
    step_over ()  
    GetDebuggerEvent (WFNE_SUSP, - 1) # required to sync with the process  
    eax_val = get_reg_value ( "eax" )  
    return eax_val == 0 
 
def brute_force ():  
    for i in range ( 0xffff ):  
        if i % 0x100 == 0:  
            print ( "Testing" , hex(i))  
        if test_input (i):  
            print ( "Found last 4 characters:" , hex(i))  
            break  
    print ( "Done" )  
 
brute_force ()  
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˷˧ ˶ˣˬ˷˪ ˣ˸ˣ˞ ˨ˣ˸˪ ˳˟ˣ˵ bruteforce.py ˧ˡ˩ˣ ˳˧˶ˢ˪ ˣ˸ˣ˞ ˷˧ ˶ˣ˥˟˪ ˭ˣ˪˥˟ sπOutput Window ˟πIDA 

Pro ˸˞ ˸ˣ˶˷˲˞ˢ ˪˷ Python ˳˧˶ˢ˪ˣ x˟ ˸˞ ˢˡˣ˵˲ˢ: 

execfile ƽƧÂÒÕÔÅÆÏÒÃÅƚÐÙƨƾ 

 ˦˪˲ˢ ˫˰ ˶˴ˣ˰ ˡˣ˵ˢ ˸ˣ˵ˡ ˶˲˯ˬ ˶˥˞˪0x4ADC ˦˪˵ˢ ˸˞ ˫˧˯˧ˮ˩ˬ˷˩ .61D2 E6E1 4A75 4ADC ˢ ˤ˞-

ransomware ˵˯˧ˡˢ ˭˩ˣ˸ ˸˞ ˥ˮ˰˲˪ ˪˧˥˸ˬ: 

 

˶˥˞˪ ˫˧˴˥ˣ˪˷ Enter ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˪ˣ˰ ˭˲ˣ˞˟ ˭˧˵˸ Σ˭˸˧ˮˣ ˸˷ˠ˪ ˫˧˴˟˵˪Υ 

 

˪ˠˡˢ ˞ˣˢΥ 

bl0wf1$h_3ncrypt10n_0f_p@rt1t10n_1n_r3al_m0d3@flare-on.com 
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˶ˠ˸˞ мл π kupo 

Did you know the PDP-11 and the FOURTH programming language were both released 53 years 

ago, in 1970? We like to keep our challenges fresh here at Flare-On, in-line with the latest 

malware trends. 

ˢˬˡ˵ˢ 

˪˧˥˸˞ ˶ˬˣ˞ˣ ˶ˠ˸˞˷ ˢˤ ˢ˧ˢ ˧˪ ˧˩ˢ ˢ˷˵ ˢˮ˷ˢ ˫ˠˣ ˥˵˪ ˧˪ ˧˩ˢ ˢ˟˶ˢ ˭ˬˤ ˶ˣ˸˲˪ Φ˞ˣˢ ˪˧˩ˬ ˷ˣˬ˧˷ ˸˲˷˟ 

FORTH ˪˰ ˧˟ˠ ˟˷˥ˬ 11-PDP ˠˣ˟˧ˡˣ ˸˶ˤ˰˟ adb Φ˧ˮ˞ ˶˯˥ ˭ˣ˧˯˧ˮ ˭˧˦ˣ˪˥˪ ˪˩˟ ˡ˥˞ ˣ˪˞ˬΦ 

˥˵˪ ˧˪ ˢ˟˶ˢ ˭ˬˤ ˡˣˬ˪˪ ˭˧˟ˢ˪ˣ ˫˧˦˲˯ˮˣ˵ ˣ˪˞ π ˨˧˞ ˫˧˪˧ˬ ˸ˣˡ˟ˣ˰ ˟πFORTH Σˣˢˬ ˦˶˯ˢ ˶˟ˣˡˬˢ ˟πPDP-

11 Σˢˬ sπsyntax ˪˷ adb ˡˣ˰ˣ Φ˪˩˟ ˰ˠ˶ ˭ˣ˸ˮ ˣ˧ˢ ˧˪˴˞ ˫˧˥ˣ˸˲ ˶˲˯ˬ tabπ˫˧ ˪˰ ˪˩ ˡ˥˞ ˫˧˪˩ˬ ˣ˪˞ Φ

˱˯ˣˮ˟ Σ˧˸˟˩˰˸ˢ ˪˰ ˫˧˵ˢ˪ ˸˞ ˢ˟˧˟˯ˢ Σ˭˧˟ˢ˪ ˢˬ ˢ˶˦ˬˢ ˰˧ˠˢ˪ˣ ˟˴ˬ˪ ˧ˮ˞˷ ˳˧˶ˬ ˸˞ ˳˟ˣ˵ˢ ˧˷˞˶ˢΦ 

˭ˣ˶˸˲˟ ˢˤ ˠ˧˴˞ ˸˞ ˰˵˶ˢ ˫˧˦˶˲ˢˣ ˫˧˟ˣ˷˥ˢ ˪˩˟ ˡ˥˞ ˫˧˵˪˥ˬ ˣ˪˞ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬΦ 

˸ˬ˵ˢ ˸˟˧˟˯ ˶ˣ˦˪ˣˬ˧˯ˢ 

˶ˠ˸˞˟ ˢˤ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸˞ ˫˧˴˟˵ˢ ˫˧˞˟ˢΥ 

¶ mog.dsk 

¶ mog.cfg 

¶ forth.tap 

¶ README.md 

˭˪ˢ˪ ˭˩ˣ˸ ˳˟ˣ˵ˢ README.mdΥ 

Kupo 
==== 
 
This challenge will likely require some reading.  To begin with, it's for 2.11BSD on 
the PDP- 11.  It's also embedded in a tape image.  And it's a Forth interpreter.  
There's a lot going on here.  
 
Bootstrapping the emulator  
--------------------------  
You're welcome to try bootstrapping your own 2.11BSD installation, of course;  
there's nothing particula rly special needed, and the installation tapes and  
instructions are readily available. But it's a long process with a lot of pitfalls and 
I am not trying to give you _too _ much homework here.  So I'm including a ready - to - go 
system along with a SIMH configuration file (SIMH is a very good emulator for many 
systems, and it is easily available on most modern package managers).  Just run ` pdp11 
mog.cfg ` (or ` simh- pdp11` , if your  install is prefixed) and read the config file and 
the manual to figure out how to boot from the disk.  Hit enter once you're in the 
bootloader, then once you're at the root prompt, hit Ctrl - D to finish booting into user 
mode (otherwise your terminal will be funkier than you're used to).  
 

https://en.wikipedia.org/wiki/Forth_(programming_language)
https://en.wikipedia.org/wiki/Forth_(programming_language)
https://en.wikipedia.org/wiki/PDP-11_architecture
https://en.wikipedia.org/wiki/Advanced_Debugger
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Of course, if you have a real PDP - 11 with 2.11 BSD, you won't need to fool with an 
emulator, but you will need to get the image onto a tape.  Let me know if you need 
that, I can write one out for you.  
 
Booting  
-------  
 
The root password is ` Flare - Oǹ .  
 
You'll also need to mount the tape to tape drive TS0 and extract the executable.  
There's a welcome message in the first file on the tape; just ` cat /dev/rmt12 ` to read 
it.  Beyond that, see the man page for ` mt` and branch out from there!  
 
Other notes  
-----------  
 
The entire challenge, Forth engine and everything, is written in less than a thousand 
lines of assembler (with macros, and with a significant amount of Forth code embedded 
in the assembly).  I hope you enjoy pulling it apart as much as I enjoyed writing it!  
 
-  Dave 

˟˸ˣ˩ ˶ˠ˸˞ˢ ˨˧˶ˡˬ ˣˮ˸ˣ˞ ˷ˬ˸˷ˢ˪ ˶ˣ˦˪ˣˬ˧˯˟ SIMH Σ˵˲˯ˬˣ ˣˮ˪ ˸˞ ˢˡˣ˵˲ˢ ˢ˸˶ˤ˰˟˷ ˫˧˴˧˶ˬ ˸˞ 

ˢ˟˧˟˯ˢ Φ˞ˣˢ ˫ˠ ˥˪ˣ˷ ˣˮ˸ˣ˞ ˞ˣ˶˵˪ ˸˞ ˳˟ˣ˵ sπconfig Σ˶˧˟˯ˬˣ ˨˧˞ ˸ˣ˷˰˪ boot ˪πuser mode Φ˱ˣ˯˟˪ 

˞ˣˢ ˶˧˟˯ˬ ˨˶˦˴ˮ˷ ˸ˣ˷˰˪ mount ˦˶˯˪ ύtape Φό˟˸ˣ˩ ˶ˠ˸˞ˢ ˭˧˧˴ˬ ˪˰˷ ˦˶˯ˢ ˢˮ˷˧ ˢ˰ˡˣˢ ˧ˢ˷˪˩ ˫ˠˣ 

˸˞ sπexecutable ˡˣ˟˰ˮ˷ ˣ˸˧˞Φ 

) ˣ˞ˡ˧ˣˣˢ ˣ˞ ˰ˬ˷ˢ ˸ˣ˦˪˵˪ ˢˬˣˡ˟ ,˪ˠ˪ˠ ˪˰ ˱˲ˣ˪ˬ ˧˦ˮˠˬ ˦˶˯ ˣˮ˧ˢ ˶˟ˣˡˬˢ ˦˶˯ˢVHS.˸ˣˮ˷˧ˢ ( ˣˢˤ 

˧˰˴ˬ˞ ˭ˣ˯˥˞˪ ˰ˡ˧ˬ ˣ˟˷ ˣ˷ˬ˸˷ˢ ˪˥ˢ ˸ˣˮ˷ˬ sπрл Φ˟˷˥ˬ˟ sπPDP-11 ˣˮ˷˧ ˭ˮˣ˩ ˸ˣ˦˪˵ ύtape drive ό

˪ˣ˩˧˷ ˞ˣ˶˵˪ ˟ˣ˸˩˪ˣ ˰ˡ˧ˬ ˪˰ ˧˟ˠ ˦˶˯ˢ Σˣ˧˪˞ ˫˧˯˧ˮ˩ˬ ˸˞ ˪ˠ˪ˠ ˦˶˯ˢ ˢ˶ˣ˴˟ˣ xʕ ˫˧˶˧˟˰ˬ ˢ˧ˡˬ ˟˷˥ˬˢˬ 

ˣ˞ ˟˷˥ˬ˪ Φ˭˪ˢ˪ ˭ˣ˦˶˯ ˠ˧˴ˬ˷ ˸˞ ˭˲ˣ˞ ˷ˣˬ˧˷ˢ ˦˶˯˟Φ 

˶ˣ˦˪ˣˬ˧˯ˢ SIMH ˶˷˲˞ˬ ˣˮ˪ ˭ˣ˰˦˪ ˳˟ˣ˵ ˳˪ˬ˯˪ˣ ˣ˸ˣ˞ ˦˶˯˩ ˣˮ˩ˣ˸˷ ˞ˣˢ ˰ˡ˧ˬˢ ˳˟ˣ˵˟˷ Φ˨˶ˡˢ ˶˧ˡˠˢ˪ 

˸˞ˤ ˞˧ˢ ˪˰ ˧ˡ˧ ˸˩˧˶˰ ˳˟ˣ˵ sπconfig Σˢ˶˵ˬ˟ ˣˮ˪˷ ˞ˣˢ mog.cfg Σ˭˪ˢ˪ˣ ˣˮ˩ˣ˸Υ 

; Make it a PDP - 11/44 with 2MB of RAM and an FPU (because 2.11BSD didn't have  
; a working FPU emulator until 2006 (!)  
set cpu 11/ 44 fpp 2m  
 
; Disable some of the default devices we don't use.  
set tm dis  
set rp dis  
set rx dis  
set rk dis  
set hk dis  
 
; Enable the hard drive and attach it.  
set rq en  
set rq0 ra80  
attach rq0 mog.dsk  
 
; Enable  the TS11 tape controller and drive.  
set ts en  
; Normally we'd have this here, but I'm being mean and making you use the SIMH  
; console so you know how to attach the tape later.  
echo Enter "boot <disk>" to boot.  Make sure to read the config file and manua l!  

https://github.com/open-simh/simh
https://youtu.be/H-uFzBDQQjw?t=162
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˳˟ˣ˵˟ mog.cfg ˶ˡˠˣˬ ˵˯˧ˡˢ ˥˧˷˵ˢ ˪˷ ˟˷˥ˬˢ Σ˞ˣˢˣ ˶˷ˣ˵ˬ ύattach ό˳˟ˣ˵˪ mog.dsk Φ˱˯ˣˮ˟ ˨˩˪ 

˶ˡˠˣˬ ˭ˮˣ˩ ˸ˣ˦˪˵ˢ ˨˞ ˞ˣˢ ˣˮ˧˞ ˶˷ˣ˵ˬ ˳˟ˣ˵˪ ˣˢ˷˪˩ Φ˸ˣ˶˰ˢ˟ ˳˟ˣ˵ˢ ˟˸ˣ˩ ˶ˠ˸˞ˢ ˶˧˟˯ˬ ˨˶˦˴ˮ˷ 

˸ˣ˷˰˪ ˸˞ ˶ˣ˷˧˵ˢ ˳˟ˣ˵˪ ˣˮˬ˴˰˟ Φ˭˩˪ ˱˧˯ˣˮ ˪˞ ˳˟ˣ˵ˢ ˢ˶ˣ˷˟ мф ύ˶˥˞˪ ˢ˶ˣ˷ˢ Ϧset ts en όϦ˸˞ ˢ˶ˣ˷ˢ 

ˢ˞˟ˢΥ 

attach ts0 forth.tap  

˪˧˟˷˟ ˳˧˶ˢ˪ ˸˞ ˢ˟˧˟˯ˢ ˷˧ ˡ˧˶ˣˢ˪ ˸˞ ˶ˣ˦˪ˣˬ˧˯ˢ SIMH Σ˞˯˶ˠˢ ˧ˮ˞˷ ˧˸˷ˬ˸˷ˢ ˢ˟ ˢˡ˟˰ˣ ˧˪ ˸˞˴ˬˮ 

˭˞˩ Φ˷˧ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 

pdp11.exe mog.cfg  

˨ˣ˸ˬ ˶ˣ˦˪ˣˬ˧˯ˢ ˳˧˶ˢ˪Υ 

boot rq  

˶˥˞˪ ˭˩ˬ Σ˧˲˩ ˶˞ˣ˸ˬ˷ ˳˟ˣ˵˟ README.md Σ˷˧ ˳ˣ˥˪˪ Enter Φ˶ˣ˦˪ˣˬ˧˯ˢ˷˩ ˫˧˧˯ˬ ˭˰˦ˢ˪ ˢ˩˥ˬˣ ˦˪˵˪ 

˷ˬ˸˷ˬˢˬ Σ˷˧ ˳ˣ˥˪˪ Ctrl+D Φˤ˞ ˫˧˰˧ˠˬ ˨˯ˬ˪ sπlogin ˷˧˷ ˯˧ˮ˩ˢ˪ x˟ ˸˞ ˫˷ ˷ˬ˸˷ˬˢ root ˞ˬ˯˧˯ˢˣ 

Flare-OnΥ 

 

˨˩˟ˣ ˣˮˬ˧˧˯ ˫˧˵ˢ˪ ˸˞ ˸˟˧˟˯ ˶ˣ˦˪ˣˬ˧˯ˢΦ 

https://github.com/open-simh/simh/actions/runs/6432787282
https://github.com/open-simh/simh/actions/runs/6432787282
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˸ˮ˩ˢ ˸˟˧˟˯ FORTH 

˧˲˩ ˳˟ˣ˵˷ sπREADME.md ˶˞˸ˬ Σ˧ˡ˩ ˞ˣ˶˵˪ ˸˞ ˢ˰ˡˣˢˢ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢ ˸˞˶ˣ˵˷ ˳˟ˣ˵ 

˦˶˯ˢˬΥ 

cat /dev/rmt12  

˪˟˵ˮ ˸˞ ˢ˰ˡˣˢˢ ˢ˞˟ˢΥ 

Welcome to MoogleForth!  
 
This may be an interesting challenge for you.  The next file on this tape is an  
executable Forth environment which contains a secret and the means for decoding  
and decrypting that secret.  You'll need Ken Thompson's password, which I trust  
you'll be able to find.  Beyond that, you'll need to figure out how the various  
Forth words want their inpu t, which will require some detective work on your  
part.  
 
You can solve this challenge with nothing but the tools available to you on a  
standard 2.11BSD system, such as nm and adb (and if you're not familiar, you  
should read their man pages).  You may find it easier to use a more modern  
disassembler, though you'll need to be able to extract the file from the tape  
for that.  And, of course, you need to know (or learn) how Forth works.  On the  
bright side, I did leave all the symbols in the executable for you,  I'm not a  
monster.  
 
The Forth environment is fairly stripped down, but where possible, I've tried  
to conform to standard behaviors for all the standard words.  You can find much  
documentation for Forth 2012 online, with an excellent reference at:  
 
http://lars.nocrew.org/forth2012/alpha.html  
 
Some caveats:  
 
-  There's very little error checking here.  You'll probably crash a lot if you  
provide unexpected input (or fail to provide expected input).  Sometimes,  
especially if you underflow the stack, the interpreter can get confused.  
You can always ctrl - C to quit if 'bye' isn't working for you.  
 
-  I've basically implemented just enough of the words to build this challenge.  
In particular, there's no compiler system, so you can't write your own colon  
definit ions.  Sorry!  There was only so much time.  
 
-  Some of the words are defined in assembly, most are defined as more Forth.  
This may make disassembly interesting, but doable.  
 
-  It is dark.  You are likely to be eaten by a grue.  

ˢ˰ˡˣˢ˟ xʕ ˸˶˟˯ˣˬ ˸˶˦ˬ ˶ˠ˸˞ˢ π ˞ˣ˴ˬ˪ ˸˞ ˡˣ˯ˢ ˶˸˸˯ˬ˷ ˨ˣ˸˟ sπexecutable Φ˱˯ˣˮ˟ Σ˫˧ˤˬˣ˶ ˣˮ˪ 

˨˶˦˴ˮ˷ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˡˣ˯ˢ: 

a secret and the means for decoding and decrypting that secret  

decoding and decrypting π ˶ˣ˩ˤˮ ˸˞ ˢˤ Φˢ˞˶ˮ˩ ˟˪˷˟˷ ˣˢ˷˪˩ ˨˶˦˴ˮ ˸˞ ˞ˬ˯˧˯ˢ ˪˷ ˭˵ ˭ˣ˯˲ˬˣ˸ Σ

˷ˣ˲˧˥ˬˣ ˶˴˵ ˪ˠˣˠ˟ ˫˧˞˴ˣˬ ˞ˬ˯˧˯ˢ˷ ˞˧ˢ: p/q2-q4!Φ 

˪˧˥˸ˮ ˳˧˶ˢ˪˟ ˸˞ sπexecutable Φˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˞ˣˢ˷ ˳˟ˣ˵ˢ ˞˟ˢ ˪˰ ˦˶˯ˢ ˭˩˪ˣ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢΥ 

cat /dev/rmt12 > file_from_tape  
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˫˧˯ˮˬ˷˩ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˫˧˪˟˵ˬ ˸˞ ˢ˞˧ˠ˷ˢΥ 

./file_from_tape: cannot execute  

˫˧˴˧˶ˬ˷˩ˣ ˸˞ ˢˡˣ˵˲ˢ file ˪˰ ˳˟ˣ˵ˢ ˫˧˪ˠˬ ˢˬ˪Υ 

file_from_tape: block compressed 12 bit code data  

˳˧˶ˮ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢΥ 

uncompress < file_from_tape > forth  
chmod +x forth  

˸˰˩ ˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ forth Φ˳˟ˣ˵ ˢˤ ˷ˬˬˬ interpreter ˪˷ ˸˲˷ FORTH ˶˷˲˞ˬˣ ˣˮ˪ ˳˧˶ˢ˪ x˟ 

ˡˣ˵Φ 

˸˴˵ ˪˰ FORTH 

FORTH ˞˧ˢ ˢ˲˷ ˸˯˯ˣ˟ˬ ˸˧ˮ˯˥ˬ Σ˶ˬˣ˪˩ ˫˧˶˦ˬ˶˲ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˶˟ˣ˰ ˫˧˶ˤˣ˥ˣ ˪˰ ˧˟ˠ ˸˧ˮ˯˥ˬ Φ˫˞˸ˢ˟ 

˨˩˪ sπsyntax ˪˷ ˢ˲˷ˢ ˞ˣˢ ˟πpostfix notation Σ˶ˬˣ˪˩ ˫˧˶˦ˬ˶˲ˢ ˢ˧˴˵ˮˣ˲˪ ˫˧˞˴ˬˮ ˧ˮ˲˪ ˢ˞˧˶˵ˢ 

ˢ˧˴˵ˮˣ˲˪ ˢˬ˴˰ Φ˪˷ˬ˪ Σ˫˞ ˢ˴˶ˮ ˰˴˟˪ ˶ˣ˟˧˥ ˪˷ ˫˧˶˲˯ˬˢ м xπн Σ˨˶˦˴ˮ ˟ˣ˸˩˪ ˸˞ ˧ˣ˦˧˟ˢ Ϧ1 2 + Ϧπ 

˫ˣ˶ˠ˷ ˢ˲˧˥ˡ˪ ˪˷ ˶˲˯ˬˢ м ˸˧ˮ˯˥ˬ˪ Σ˶˥˞˪ ˭˩ˬ ˢ˲˧˥ˡ ˪˷ ˶˲˯ˬˢ н Σ˱ˣ˯˟˪ˣ ˢ˞˧˶˵ ˢ˪˧ˬ˪  ΦϦҌϦ

ˢ˪˧ˬˢ ˱ˣ˪˷˸ ˸˧ˮ˯˥ˬˢˬ ˸˞ ˧ˮ˷ ˫˧˶˦ˬ˶˲ˢ Σ˰˴˟˸ ˸˞ ˟ˣ˷˧˥ˢ ύ˶ˣ˟˧˥ ˢ˶˵ˬ˟ ˢˤˢ Σό˱ˣ˥ˡ˸ˣ ˸˧ˮ˯˥ˬ˪ 

˸˞ ˢ˞˴ˣ˸ˢΦ 

ˣˮ˥ˮ˞˷˩ ˫˧˴˧˶ˬ ˸˞ ˸˧ˮ˩ˣ˸ˢ forth ˣˮ˪˟˧˵˷ ˶ˠ˸˞˟ Σ˸˯˲ˡˣˬ ˣˮ˪ ˢ˶ˣ˷ˢΥ 

MoogleForth starting. Stack: 3802  

˞˧ˢ ˸˯˲ˡˣˬ ˫ˠ ˶˥˞˪ ˷ˬ˸˷ˬˢ˷ ˯˧ˮ˩ˬ ˧ˣ˦˧˟ ˞˪ ˧˵ˣ˥ Φ˷ˬ˸˷ˬˢ˷˩ ˯˧ˮ˩ˬ ˧ˣ˦˧˟ ˧˵ˣ˥ Σ˯˲ˡˣˬ ϦokΦϦ 

ˮ˫˧˷ ˟˪ ˷ˬ˸˷ˬˢ˷˩˷ ˱˥ˣˡ ˨˶˰ ˣˢ˷˪˩ ˸˧ˮ˯˥ˬ˪ Σ˨˶˰ˢ ˪˷ Stack ˯˲ˡˣˬ˷ ˭˦˵ ˟πн ˪˩˟ ˫˰˲ Φ

˷ˬ˸˷ˬˢ˷˩ˣ ˱˪ˣ˷ ˸˧ˮ˯˥ˬˢˬ Σ˨˶˰ˢ ˪ˡˠ ˟πн Φ˞ˬˠˣˡ˟ xʕ ˧˸˷ˬ˸˷ˢ ˣ˸˟  ϦΚϦ˶ˣ˸˟ ˧ˣ˦˧˟ ˞˪ ˧˵ˣ˥ ˧ˡ˩ 

˯˲ˡˣ˧˷ ˨˶˰ sπStackΥ 

 

˨˩ˬ ˣˮ˥ˮ˞ ˫˧ˡˬˣ˪ ˸˧ˮ˯˥ˬˢ˷ ˢ˪ˡˠ Ϧˢ˦ˬ˪ Ϧπ ˫˧˩˶˰ˢˬ ˫˧˪ˣˡˠˢ ˶˸ˣ˧ ˭ˣˣ˧˩˪ ˫˧˩˶˰ˢ ˫˧ˮ˦˵ˢ ˶˸ˣ˧Φ 

https://en.wikipedia.org/wiki/Stack-oriented_programming
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ˢ˲˷ˢ ˢ˪˧˩ˬ ˱˯ˣ˞ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˦˵ ˸ˣ˞˶˵ˮˢ ˫˧˪˧ˬ ύwords ό˸ˣ˷ˬˬˬ˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧˯˧˯˟ Φˢ˰ˡˣˢ˟ 

˸˲˶ˣ˴ˬ˷ ˶ˠ˸˞˪ ˢˤ ˣˮ˷˧ ˶ˣ˷˧˵ ˱˯ˣ˞˪ ˫˧˪˧ˬˢ ˟˸ˣ˩˷ ˶ˠ˸˞ˢ ˳˧˪ˬˬ ˷ˬ˸˷ˢ˪ x˟Φ 

ˢ˪˧ˬˢ words ˢ˯˧˲ˡˬ ˣˮ˪ ˸˞ ˪˩ ˫˧˪˧ˬˢ ˸ˣ˶ˡˠˣˬ˷ ˢ˟˧˟˯˟ ˣˮ˪˷ ˭˸˧ˮ˷ˣ ˷ˬ˸˷ˢ˪ ˭ˢ˟: 

 

˧˲˩ ˤˬ˶ˮ˷ ˣˮ˪ ˢ˰ˡˣˢ˟ ˸˲˶ˣ˴ˬ˷ ˶ˠ˸˞˪ Σˡ˵ˬ˸ˮ ˸˷ˣ˪˷˟ ˫˧˪˧ˬˢ: secret, decode, decryptΦ 

˧ˮ˲˪ ˨˧˷ˬˮ˷ ˭ˣ˶˸˲˟ ˶ˠ˸˞ˢ Σ˭˪ˢ˪ ˶˲˯ˬ ˫˧˪˧ˬ ˸ˣ˧˯˧˯˟ ˷ˬ˸˷ˮ˷ ˭ˢ˟ ˨˷ˬˢ˟ Υ 

¶ dup ύdupeό π ˪ˣ˲˩˷ ˶˟˧˞ˢ ˷˞˶˟˷ ˸˧ˮ˯˥ˬˢ ύ˸˲˧˪˷ ˨˶˰ ˸˧ˮ˯˥ˬˢˬ ˣ˸˲˧˥ˡˣ ˸˧ˮ˯˥ˬ˪ ˫˧˧ˬ˰˲Φό 

¶ 2dup ύtwo-dupeό π ˪ˣ˲˩˷ ˧ˮ˷ ˫˧˶˟˧˞ˢ ˷˞˶˟˷ ˸˧ˮ˯˥ˬˢ Φ 

¶ cell+ ύcell-plusό π ˸˲˧˪˷ ˸˟ˣ˸˩ ˸˧ˮ˯˥ˬˢˬ Σˢ˲˯ˣˢ ˸˟ˣ˸˩˪ ˸˞ ˣ˪ˡˣˠ ˪˷ ˞˸ ˭ˣ˶˩˧ˤ˟ Σ˸˲˧˥ˡˣ 

ˢ˞˴ˣ˸ˢ ˸˧ˮ˯˥ˬ˪ ύˢ˶˵ˬ˟ ˪˷ PDP-11 ˪ˡˣˠ ˪˷ ˞˸ ˭ˣ˶˩˧ˤ˟ ˞ˣˢ н ˫˧˸˟Φό 

¶ ύ Φdotό π ˸˲˧˪˷ ˨˶˰ ˸˧ˮ˯˥ˬˢˬ ˣ˸˯˲ˡˢˣΦ 

¶ ύ Ϫfetchό π ˸˲˧˪˷ ˸˟ˣ˸˩ ˸˧ˮ˯˥ˬˢˬ Σ˸˞˧˶˵ ˨˶˰ˢ ˞˴ˬˮ˷ ˸˟ˣ˸˩˟ Σˣ˸˲˧˥ˡˣ ˸˧ˮ˯˥ˬ˪Φ 

¶ type π ˸˲˧˪˷ ˨˶ˣ˞ ˪˷ ˸ˤˣ˶˥ˬ ˸˧ˮ˯˥ˬˢˬ Σ˸˲˧˪˷ ˸˟ˣ˸˩ ˸ˤˣ˶˥ˬˢ ˸˧ˮ˯˥ˬˢˬ Σ˸˯˲ˡˢˣ 

˸ˤˣ˶˥ˬˢΦ 

˫˧˴˧˶ˬ˷˩ ˸˞ ˢ˪˧ˬˢ secret ˫˧˪˟˵ˬ ˸˞ ˦˪˲ˢ Ϧok ΣϦ˱˥ˡˮˣ ˨˶˰ ˸˧ˮ˯˥ˬ˪ π ˨˶˰ˢ нтну: 

 

  

http://lars.nocrew.org/forth2012/alpha.html
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ˣˢˤ ˰˧˟˴ˬ ˨˶˰ˬ˪ π ˭˸˧ˮ ˸ˣ˞˶˪ ˸˟ˣ˸˩˟˷ xʕ ˫ˮ˷˧ ˫˧˩˶˰ ˫ˢ˷˪˩: 

 

˶ˣ˟˰ˮ ˢ˪˧ˬ˪ decode Φ˶˧˟˯ ˥˧ˮˢ˪ ˞˧ˢ˷ ˸˪˟˵ˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˸˞ ˰˧˟˴ˬˢ ˣˮ˪˟˧˵˷ ˬπsecret ˸˰˴˟ˬˣ 

˥ˣˮ˰˲ Φ˨˞ ˫˧˯ˮˬ˷˩ ˸ˣ˷˰˪ ˸˞ˤ ˸˪˟˵˸ˬ ˢ˞˧ˠ˷ ˸˧ˮ˩ˣ˸ˢˣ forth ˸˯˶ˣ˵: 

 

ˢ˞˶ˮ˩ ˢ˪˧ˬˢ˷ ˢ˲˴ˬ ˪˟˵˪ ˫˧˶˦ˬ˶˲ ˢ˶ˣ˴˟ ˸˶˥˞ Φ˟˪˷˟ ˢˤ ˭˧˞ ˢ˟˶ˢ ˢ˶˧˶˟ ˨˧˶˴ˣ ˪˧˥˸ˢ˪ ˯˶˟˶˪ 

ˠ˟ˡ˪ˣ Φ˧˲˩ ˳˪ˬˣˢ˷ ˣˮ˪ ˢ˰ˡˣˢ˟ Σ˷ˬ˸˷ˮ ˟πdebugger ˫˷˟ adbΦ 

 

˸˴˵ ˪˰ ADB 

Advanced Debugger Σˣ˞ ˶ˣ˴˧˵˟ adb Σ˞ˣˢ sπdebugger ˧˦˶ˡˮ˦˯ˢ ˸ˣ˩˶˰ˬ˟ UNIX ˪˥ˢ ˸ˮ˷ˬ мфтф Φ

˳˪ˬˣˬ ˞ˣ˶˵˪ ˸˞ sπman page ˪˷ ˞˯˶ˠˢ ˣ˪˷ ˢ˟˧˟˯˟˷ ˣˮ˪˷ Σ˨˞ ˸ˬ˧˧˵ ˫ˠ ˞˯˶ˠ ˢˬˣˡ ˣ˪˷ ˟˶ˣ˷˧˵ Φ˧ˡ˩ 

˷ˬ˸˷ˢ˪ x˟ ˫˰ ˳˟ˣ˵ˢ forth ˷˧ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 

adb forth  

πssyntax ˪˷ adb ˟˩˶ˣˬ ˦ˬ˶ˣ˲ˢˬ ˧˯˧˯˟ˢ ˞˟ˢΥ 

[address] [ , count ] [ command]  
  

https://www.unix.com/man-page/v7/1/adb/
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˭˪ˢ˪ ˸ˣˡˣ˵˲ˢ ˷ˬ˸˷ˮ˷ ˭ˢ˟Υ 

¶ :b π ˸˶ˡˠˢ breakpointΦ 

¶ ? π ˸˯˲ˡˢ ˨˶˰ˢ ˞˴ˬˮ˷ ˸˟ˣ˸˩˟ Φ˭˸˧ˮ ˵˲˯˪ ˦ˬ˶ˣ˲ ˢ˯˲ˡˢ π o ˧˪˦˵ˣ˞ Σd ˧˪ˬ˧˴ˡ Σx ˧˪ˬ˧˴ˡ˯˵ˢ Σˣ˞ 

i ˪˧˟˷˟ ˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞Φ 

˨˩ ˪˷ˬ˪ ˫˞ ˢ˴˶ˮ ˯˧˲ˡˢ˪ ˶˲˯ˬ ˫˧˸˟ ˦ˬ˶ˣ˲˟ ˧˪ˬ˧˴ˡ˯˵ˢ ˸˟ˣ˸˩ˢˬ нтну Σ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢΥ 

2728 , 32 ? x 

 

˭˩˞ˣ ˢ˞˶ˮ ˫˧˩˶˰ˢ˷ ˣˮ˥ˮ˞˷ ˫˧˞ˣ˶ ˨˶ˡ adb ˫˧ˢˤ ˫˧˩˶˰˪ ˣˮ˧˞˶˷ ˣˮ˯˲ˡˢ˷˩ ˸˞ ˸˷ˣ˪˷ ˫˧˞˸ˢ 

˫˧ˮˣ˷˞˶ˢ ˨˶˰ˬ˟ secret ˫ˡˣ˵ ˭˩˪ Φ˫˧˷ˮ ˟˪ ˞˸ˢ˷ ˭ˣ˷˞˶ˢ ˨˶˰ˬ˟ ˪˧˩ˬ ˵˶ ˸˧˟ ˡ˥˞ Σˡˣ˰˟ ˪˩˷ ˶˞˷ 

˫˧˞˸ˢ ˨˶˰ˬ˟ ˫˧˪˧˩ˬ п ˫˧˸˟ Φ˨˶˰ ˸˧˟ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ 0x2E ˷˧ˣ ˣ˧˶˥˞ 0x30 ˫˧˸˟ ˞˪ ˫˧˯˲ˣ˞ˬ Φ˸ˣˡ˟ˣ˰ 

ˣ˪˞ ˸ˣˬ˶ˣˠ ˣˮ˪ ˶˰˷˪ ˫˧˩˶˰ˬ˷ ˫˧ˠ˴ˣ˧ˬ ˭ˣ˶˩˧ˤ˟ ˨˩ ˞˸ˢ˷ ˭ˣ˷˞˶ˢ ˪˧˩ˬ ˸˞ ˪ˡˣˠ ˨˶˰ˬˢ ˫˧˸˟˟ Σˣ˧˶˥˞ˣ 

˶˞˷ ˫˧˞˸ˢ ˫˧˪˧˩ˬ ˸˞ ˭˩ˣ˸ ˨˶˰ˬˢ ˣˬ˴˰Φ 

˱˯ˣˮ˟ ˷ˬ˸˷ˮ ˸ˣˡˣ˵˲˟ ˸ˣ˞˟ˢ ˞˪˪ ˸˟ˣ˸˩ Υ 

¶ r Ϸπ ˸˯˲ˡˢ ˧˩˶˰ ˪˩ ˫˧˶˦˯˧ˠ˶ˢΦ 

¶ < r0 = π ˸˯˲ˡˢ ˨˶˰ ˶˦˯˧ˠ˶ ˫˧ˣ˯ˬ ˦ˬ˶ˣ˲˟ ˫˧ˣ˯ˬΦ 

¶ :r π ˸˴˶ˢ ˸˧ˮ˩ˣ˸ˢΦ 

¶ :s π single stepΦ 

¶ :c π continueΦ 

˧ˮ˲˪ ˪˧˥˸ˮ˷ ˶ˣ˵˥˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ decode ˢ˷˰ˮ ˢ˶˧˵˯ ˢ˶˴˵ ˪˰ PDP-11Φ 

 

˸˴˵ ˪˰ PDP-11 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ ˟˷˥ˬ sπ11-PDP ˞˧ˢ ˸˶ˣ˦˵˦˧˩˶˞ мсπ˦˧˟Ϧ Φ˞˸ Ϧ˭ˣ˶˩˧ˤ˟ ˪˧˩ˬ мс ˫˧˦˧˟ Σ˶ˬˣ˪˩ н 

˫˧˸˟ ˢ˞˴ˣ˸˩ˣ ˨˩ˬ ˸˟ˣ˸˩ ˪˷ ˞˸ ˞˧ˢ ˡ˧ˬ˸ ˢ˪ˣ˲˩ ˪˷ н Φˣˬ˩ ˭˩ ˣˢˤ ˫ˠ ˫˪ˡˣˠ ˪˷ ˫˧˶˦˯˧ˠ˶ˢΦ ˸ˣˬ˷ 

˫˧˶˦˯˧ˠ˶ˢ ˫ˢ r0-r7 ˶˷˞˩ ˶˦˯˧ˠ˶ r6 ˞ˣˢ sπStack Pointer ύsp ό˷ˬ˷ˬ˷ ˪πhardware interrupts Σ

˶˦˯˧ˠ˶ˣ r7 ˞ˣˢ sπProgram Counter ύpc Φό˷˧ ˭˧˥˟ˢ˪ ˭˧˟ Stack Pointer ˪˷ ˸˶ˣ˦˵˦˧˩˶˞ PDP-11 ˭˧˟˪ 

https://en.wikipedia.org/wiki/PDP-11_architecture
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Stack Pointer ˪˷ ˸˧ˮ˩ˣ˸ˢ forth Φ˭ˣ˷˞˶ˢ π ˷ˬ˷ˬ ˸˞ ˡ˟˰ˬˢ ˧ˮ˷ˢˣ ˞ˣˢ ˰˧˟˴ˬ ˨ˣ˸˟ ˸˧ˮ˩ˣ˸ˢ forth 

ˡ˰ˣˮ˷ ˶˧˟˰ˢ˪ ˫˧˶˦ˬ˶˲ ˫˧˪˧ˬ˪Φ 

˧ˣ˯˧ˮˢ ˞˟ˢ ˫˧ˠˡˬ ˸˟ˣ˸˩˷ ˷˞˶ ˸˧ˮ˯˥ˬˢ ˸˧ˮ˩ˣ˸˟˷ forth ˸˞˴ˬˮ ˶˦˯˧ˠ˶˟ r5Υ 

 

˧ˣ˯˧ˮ˟ ˢˤ ˧˸˴˶ˢ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˫˧˧ˬ˰˲ Φˢ˴˧˶˟ ˢˮˣ˷˞˶ˢ ˧˸˶˴˰ ˡ˧ˬ ˫˰ ˸˪˧˥˸ ˸˧ˮ˩ˣ˸ˢ ˧˸ˮ˥˟ˣ ˸˞ ˨˶˰ 

r5 Σ˞ˣˢ˷ отфн ˡˣ˰˟ ˨˶˰ ˸˧ˮ˯˥ˬˢ ˞ˣˢ оулн Φˢ˴˧˶˟ ˢ˧ˮ˷ˢ ˧˸˲˥ˡ ˨˶˰ ˸˧ˮ˯˥ˬ˪ Σ˧˸˶˴˰ ˸˞ ˸˧ˮ˩ˣ˸ˢ 

˧˸ˮ˥˟ˣ ˸˞ ˨˶˰ r5 ˞ˣˢ˷ отфл ˡˣ˰˟ ˨˶˰ ˸˧ˮ˯˥ˬˢ ˞ˣˢ оулл Φ˭˞˩ˬ ˣˮ˞ ˫˧ˡˬˣ˪ ˶˥˞˪˷ ˷ˬ˸˷ˬˢ˷ 

˸˧ˮ˩ˣ˸˟ forth ˱˥ˣˡ ˫˧˩˶˰ ˸˧ˮ˯˥ˬ˪ Σ˫˧˪˧ˬˢ ˞ˣˢ˷ ˞˶ˣ˵ ˭ˢ˪ ˸ˣ˷ˠ˧ˮ ˫˧˩˶˰˪ ˣ˪˞ ˨˶ˡ ˶˦˯˧ˠ˶ r5Φ 

˧ˡ˩ ˞ˡˣˣ˪ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˭˧˟ˢ˪ ˡˣ˵ ˯˧˯˟ ˧Σ˪˩˸˯ˮ ˪˰ ˢ˪˧ˬ ˢ˦ˣ˷˲ ˸˧˯˥˧ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˢˬ ˞˧ˢ ˢ˷ˣ˰ Σ

˪˷ˬ˪ swap π ˢ˲˧˪˥ˬ˷ ˭˧˟ ˸ˣˬˣ˵ˬˢ ˪˷ ˧ˮ˷ ˫˧˶˟˧˞ˢ ˫˧ˮˣ˶˥˞ˢ ˣ˯ˮ˩ˣˢ˷ ˸˧ˮ˯˥ˬ˪: 

 

ˢ˪˧ˬ˪ xʕ ˷˧ п ˸ˣˡˣ˵˲ ˡ˟˪˟ Φπsconvention ˪˷ ˢˡˣ˵˲ ˟πPDP-11 ˞˧ˢ: op src, dst Φˣˬ˩ ˭˩Υ 

¶ ˭ˣˬ˧˯ ˪˷ ˫˧˧˶ˠˣ˯ ˣ˰ˬ˷ˬ dereference Σ˶ˬˣ˪˩ ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˭ˣ˶˩˧ˤ˟Φ 

¶ ˶ˣ˦˶˲ˣ˞  Ҍˣ˞ π ˞ˣˢ ˢ˪ˡˠˢ x˞ ˢˮ˦˵ˢ ˪˷ ˨˶˰ ˶˦˯˧ˠ˶ˢ Φ˫ˣ˵˧ˬ ˶ˣ˦˶˲ˣ˞ˢ ˢˬˣˡ ˸ˣˠˢˮ˸ˢ˪ postfix xπ

prefix ˸˲˷˟ CΦ 

¶ ˭ˣˬ˧˯ˢ x(register) ˣ˰ˬ˷ˬ dereference ˸˟ˣ˸˩˪ ˟πoffset ˪˷ x ˫˧˸˟Φ 
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˭˩˪ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˯˧˯˟ˢ ˢ˪˧ˬˢ˷ swap ˸˰˴˟ˬΥ 

мΦ ˸˲˧˪˷ ˨˶˰ ˸˧ˮ˯˥ˬˢˬ ˟πr5 ˪˞ ˨ˣ˸ ˶˦˯˧ˠ˶ r0 ύˢ˞˧˶˵ ˸˟ˣ˸˩ˬ ˟˷πr5 Σ˸˪ˡˠˢˣ ˨˶˰ r5Φό 

нΦ ˸˞˧˶˵ ˨˶˰ˢ ˷˞˶˟˷ ˸˧ˮ˯˥ˬˢ ˟πr5 Σˣ˸˲˧˥ˡˣ ˪˞ ˷˞˶ ˸˧ˮ˯˥ˬˢ ύ˸ˮ˦˵ˢ ˸˟ˣ˸˩ ˷˞˶ ˸˧ˮ˯˥ˬˢ 

˸˟˧˸˩ˣ ˨˶˰ˢ ˪˞ ˣ˸˟ˣ˸˩ ˢ˷ˡ˥ˢ ˪˷ ˷˞˶ ˸˧ˮ˯˥ˬˢΦό 

оΦ ˸˟˧˸˩ ˨˶˰ˢ ˞˴ˬˮ˷ ˶˦˯˧ˠ˶˟ r0 ˨ˣ˸˪ ˸˧ˮ˯˥ˬˢ ˟πr5 Σπ˟offset ˪˷ ˧ˮ˷ ˫˧˸˟ Σ˶ˬˣ˪˩ ˪˞ ˶˟˧˞ˢ 

˞˴ˬˮ˷ Ϧ˸˥˸ˬ Ϧ˷˞˶˪ ˸˧ˮ˯˥ˬˢΦ 

пΦ ˸˲˧˪˷ ˸˟ˣ˸˩ ˸˧ˮ˯˥ˬˢˬ ˟πr4 ˪˞ ˨ˣ˸ ˶˦˯˧ˠ˶ pcΦ 

˭˞˩ˬ ˭˸˧ˮ ˭˧˟ˢ˪ ˢ˷πconvention ˸˧ˮ˩ˣ˸˟ ˣˮ˪˷ ˞˧ˢ ˢ˞˧˶˵˟˷ ˢ˧˴˵ˮˣ˲˪ ˫˧˶ˬˣ˷ ˸˞ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ 

˸˧ˮ˯˥ˬ˟ ˶˦˯˧ˠ˶˷ r4 ˰˧˟˴ˬ ˢ˧˪˰Φ 

ˢˡˣ˵˲ ˸˲˯ˣˮ ˨˧˶˴˷ ˭˧˧˴˪ ˞˧ˢ jsr π jump to subroutine Φ˸˧ˮ˩ˣ˸˟ ˣˮ˪˷ ˸ˣˡˣ˵˲ˢ ˭s Ϧjsr r4, address ΦϦ

ˢˡˣ˵˲ xʕ ˸˲˥ˣˡ ˸˞ ˨˶˰ ˶˦˯˧ˠ˶ r4 ˸˧ˮ˯˥ˬ˪ Σ˸ˮ˰ˣ˦ ˶˦˯˧ˠ˶˪ r4 ˸˞ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ π ˢˡˣ˵˲ˢ ˢ˞˟ˢ 

˧˶˥˞ jsr Σ˸ˮ˰ˣ˦ˣ ˸˞ address ˨ˣ˸˪ ˶˦˯˧ˠ˶ pcΦ 

˸˶ˤ˰˟ ˶ˬˣ˥ ˰˵˶ˢ ˪˧˰˪˷ ˷˧ ˣˮ˪ ˸˞ ˪˩ ˰ˡ˧ˢ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˧ˡ˩ ˶ˣ˸˲˪ ˸˞ ˶ˠ˸˞ˢΦ 

 

˭ˣ˶˸˲ ˶ˠ˸˞ˢ 

˶ˣˬ˞˩ ˢ˶˦ˬˢ ˞˧ˢ ˭˧˟ˢ˪ ˨˧˞ ˞ˣ˶˵˪ ˢ˪˧ˬ˪ decode Σ˶ˬˣ˪˩ ˢˬ ˫˧˶˦ˬ˶˲ˢ ˢ˪˧ˬˢ˷ ˢ˲˴ˬ ˪˟˵˪ Φ˪˩˸˯ˮ 

˪˰ ˡˣ˵ˢ ˪˷ ˢ˪˧ˬˢΥ 

 

ˢˡˣ˵˲ˢ ˢˮˣ˷˞˶ˢ ˞˧ˢ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ _docol Σ˸ˣˡˣ˵˲ˢˣ ˢ˧˶˥˞˷ ˞˪ ˸ˣ˧ˮˣ˧ˠˢ ˪˩ ˨˩ Φ 
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˭˸˧ˮ ˸ˣ˞˶˪ ˫˞˷ ˫˧˶˧ˡˠˬ breakpoint ˪˰ ˢ˪˧ˬˢ decode ˶˥˞˪ˣ ˭˩ˬ ˫˧˰˴˟ˬ ˶˲˯ˬ single step Σ˸˧ˮ˩ˣ˸ˢ 

˸˴˲ˣ˵ ˭˧˟ ˫˧˪˧ˬ ˸ˣˮˣ˷ π zero, tor, dup ˡˣ˰ˣΥ 

 

˧ˡ˩ ˭˧˟ˢ˪ ˢˬ˪ ˢˤ ˢ˶ˣ˵ ˪˩˸˯ˮ ˪˰ ˡˣ˵ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ _docol ύˢˮ˧˞˷ ˢ˪˧ˬ ˸˟˧˟˯˟ forth ˣˮ˪˷Υό 

 

ˢ˧˴˵ˮˣ˲ˢ ˨˯˟ ˪˩ˢ ˸˞˶ˣ˵ ˸˟ˣ˸˩ˬ ˸˞˴ˬˮ˷ ˶˦˯˧ˠ˶˟ r4 Σ˸ˬˡ˵ˬ ˣ˸ˣ˞ Σ˸˴˲ˣ˵ˣ ˪˞ ˸˟ˣ˸˩ˢ Φ˪˟˞ 

˶˦˯˧ˠ˶˟ r4 ˸˞˴ˬˮ ˸˟ˣ˸˩ ˢˡˣ˵˲ˢ ˧˶˥˞˷ Ϧjsr r4, _docol Ϧˢ˰˴˟˸ˢ˷ ˢ˪˧ˬ˟ decode Φ˶ˬˣ˪˩ 

Ϧs˸ˣˡˣ˵˲ Ϧ˸ˣ˞˟ˢ ˧˶˥˞ ˸ˡˣ˵˲ sπjsr ˢ˪˧ˬ˟ decode ˭ˮ˧˞ ˸ˣˡˣ˵˲ Σ˞˪˞ ˸ˣ˟ˣ˸˩ ˪˷ ˫˧˪˧ˬ ˸ˣ˩˧˶˴˷ 

˰˴˟˸ˢ˪Φ 

˭˟ˣˬ˩ ˱˧ˡ˰˷ ˠ˟ˡ˪ ˸ˬ˶˟ ˫˧˪˧ˬˢ ˞˪ˣ ˸ˬ˶˟ ˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞ˢ Σ˭˩˪ˣ ˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˭ˣ˸˧˧˲ ˶˯˶˲˧˷ ˸˞ 

˫˧˪˧ˬˢ ˸ˣ˰˴˟˸ˬ˷ ˢ˧˴˵ˮˣ˲˟ decode Φ˨˶ˣ˴˪ ˨˩ ˨˶˦˴ˮ ˞˧˴ˣˢ˪ ˸˞ ˳˟ˣ˵ˢ forth ˨ˣ˸ˬ SIMH ˪˞ ˢˮˣ˩ˬˢ 

ˣˮ˪˷ Φ˨˶ˡ ˢ˥ˣˮ ˸ˣ˷˰˪ ˸˞ˤ ˞˧ˢ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ Ϧod -x forth Ϧˢ˯˧˲ˡˬ˷ ˸˞ ˭˩ˣ˸ ˳˟ˣ˵ˢ ˩π

hexdump Φ˭˸˧ˮ ˵˧˸˰ˢ˪ ˸˞ ˦˯˵˦ˢ ˨ˣ˸˪ hex editor ˶ˣˬ˷˪ˣ ˣ˸ˣ˞ ˳˟ˣ˵˩ ˢˮˣ˩ˬ˟ ˣˮ˪˷ Φ˱˯ˣˮ˟ ˨˩˪ ˨˧˶˴ 

˸˥˵˪ ˸˞ sπsymbolπ˫˧ ˪˷ forth ˧ˡ˩ ˸˰ˡ˪ ˸ˣ˲ˬ˪ ˭˧˟ ˸˟ˣ˸˩ ˢ˪˧ˬ ˫˷˪ ˢ˪˧ˬˢ Φ˨˶ˣ˴˪ ˨˩ ˧˲˩ ˳˪ˬˣˢ˷ 

ˢ˰ˡˣˢ˟ ˶ˠ˸˞˟˷ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡˣ˵˲˟ Ϧnm forth Ϧ˵˧˸˰ˢ˪ˣ ˸˞ ˦˪˲ˢ ˢ˪˷ ˢˮˣ˩ˬ˪ ˣˮ˪˷ Φ˧˸˷˟ 

˸ˣˡˣ˵˲ ˢ˪˞ ˶ˣ˩ˤˮ ˸ˣ˟ˣ˸˩ˢ˷ ˦˪˲˟ ˭s ˯˧˯˟˟ ˧˪˦˵ˣ˞Φ 
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˭˪ˢ˪ ˦˲˧˶˵˯ ˭ˣ˸˧˧˲ ˰˴˟ˬ˷ ˸˞ ˶ˣ˯˶˧˲ˢ ˢˤˢΥ 

def parse_symbols ():  
    result = dict ()  
    data = open( "nm.txt" , "rt" ). readlines ()  
    for line in data:  
        offset, _, name = line. split ()  
        result[ int (offset, 8)] = name 
    return result  
     
def print_words ( forth_content , symbols , start_name , start_address ):  
    offset_in_file = 0x10 
    start_address += offset_in_file  
    print (start_name + ":" )  
    address = start_address + 4  # skip "jsr r4, _docol" and 2 more bytes  
    while True :  
        word_address = int . from_bytes (forth_content[address:address +2], byteorder ="big" )  
        if word_address == 0:  
            break  
        word_name = symbols[word_address]  
        if word_name == f " {start_name} _xt" :  
            break  
 
        prefix = f " {start_name} +{address -  start_address} : "  
        if word_name in [ "goto" , "if" ]:  
            destination_address = int . from_bytes (forth_content[address +2:address +4],  

     byteorder ="big" )  
            destination_offset_in_word = destination_address -  start_address + offset_in_file  
            print ( f " {prefix}{word_name} {start_name} +{destination_offset_in_word} " )  
            address += 4 
        else :  
            print ( f " {prefix}{word_name} " )  
            address += 2 
 
data = open( "forth" , "rb" ). read ()  
symbols = parse_symbols ()  
decode_addr = 0o226  # taken from nm.txt  
print_words (data, symbols, "decode" , decode_addr)  

˫˧˷ˮ ˟˪ ˸ˣ˟ˣ˸˩ˢ˷ ˟πnm ˸ˣ˟ˣ˸˩ˢˣ ˳˟ˣ˵˟ forth ˞˪ ˸ˣˢˤ ˷˶ˡˮˣ ˰˴˟˪ ˭ˣ˵˧˸ ˪˷ 0x10 ˫˧˸˟ Φ˱˯ˣˮ˟ 

˫˧˪˧ˬ˟ goto xπif ˫˧˧˵ ˶˦ˬ˶˲ ˪˷ ˸˟ˣ˸˩ ˡ˰˧ ˭˩˪ˣ ˷˧ ˯˥˧˧˸ˢ˪ ˫˧˶˵ˬ˪ ˣ˪˞ ˭˲ˣ˞˟ ˡ˥ˣ˧ˬ ˡˣ˵˟ Φ ˦˪˲ˢ ˪˷ 

˦˲˧˶˵˯ˢ ˞ˣˢΥ 

decode:  
 decode+4: zero  
 decode+6: tor  
 decode+8: dup  
 decode+10: if decode+ 42 
 decode+14: swap  
 decode+16: dup  
 decode+18: cat  
 decode+20: rto  
 decode+22: plus  
 decode+24: twodup  
 decode+26: swap  
 decode+28: cbang  
 decode+30: tor  
 decode+32: oneplus  
 decode+34: swap  
 decode+36: oneminus  
 decode+38: goto decode+ 8 
 decode+42: rdrop  
 decode+44: twodrop  
 decode+46: exit  

˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˫˧˪˧ˬˢ ˫˧˞˶ˣ˵˷ ˭ˢ˪ ˨ˣ˸ˬ decode ˟˵˰ˬˣ ˧˶˥˞ ˷˞˶ ˸˧ˮ˯˥ˬˢ Σ˭˸˧ˮ ˭˧˟ˢ˪ ˢˬ ˡ˧˵˲˸ˢ ˪˷ 

˪˩ ˡ˥˞ ˫˧˶˦ˬ˶˲ˢˬ ˫˧˪˟˵˸ˬˢ ˪˰ ˸˧ˮ˯˥ˬˢ Φ 
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˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˫ˠ ˪˰ ˧ˡ˧ ˠˣ˟˧ˡ Φ˭˪ˢ˪ ˲ˢ˦˪ ˸˲˯ˣ˸˟ ˟˵˰ˬ ˧˶˥˞ ˷˞˶ ˸˧ˮ˯˥ˬˢ Σ˸ˣ˶˰ˢ ˸ˣˮ˵˯ˬˣΥ 

decode:                   ; (arg1, arg2)  
 decode+4: zero           ; (arg1, arg2, 0)     push 0 
 decode+6: tor            ; (arg1, arg2)  pop r5, push sp (sp holds prev_val, set prev_val =0)  
 decode+8: dup            ; (arg1, arg2, arg2)  
 decode+10: if decode+42  ; (arg1, arg2)  if (arg2 != 0)  (arg2 is loop counter)       
 decode+14: swap          ; (arg2, arg1)  
 decode+16: dup           ; (arg2, arg1, arg1)  
 decode+18: cat           ; (arg2, arg1, * arg1)  read one byte from arg1 (arg1 is a pointer)  
 decode+20: rto           ; (arg2, arg1, * arg1, prev_val)   pop sp, push r5  
 decode+22: plus          ; (arg2, arg1, * arg1 +prev_val)  
 decode+24: twodup        ; (arg2, arg1, * arg1 +prev_val, arg1, * arg1 +prev_val)  
 decode+26: swap          ; (arg2, arg1, * arg1 +prev_val, * arg1 +prev_val, arg1)  
 decode+28: c bang         ; (arg2, arg1, * arg1 +prev_val) * arg1 =*arg1 +prev_val  
 decode+30: tor           ; (arg2, arg1)     pop r5, push sp ( set prev_val =*arg1 +prev_val)  
 decode+32: oneplus       ; (arg2, arg1 +1)  
 decode+34: swap          ; (arg1 +1, arg2)  
 decode+36: oneminus      ; (arg1 +1, arg2 - 1)  
 decode+38: goto decode +8 ; (arg1 +1, arg2 - 1)  
 decode+42: rdrop         ; (arg1 +arg2, 0)   pop sp  
 decode+44: twodrop       ; ()  
 decode+46: exit          ; ()  

ˢ˪ˠˮ ˢ˪˧ˬˢ˷ decode ˢ˪˧˩ˬ ˢ˞˪ˣ˪ ˧˞ˮ˸ˢ˷ ˢ˪˷ ˞ˣˢ ˶˦ˬ˶˲ˢ˷ ˧ˮ˷ˢ ˢˮˣ˷ ˯˲˞ˬ Φ˨ˣ˸˟ ˢ˞˪ˣ˪ˢ 

˸˰˴˟˸ˬ ˢ˞˧˶˵ ˢ˟˧˸˩ˣ ˪˷ ˸˧˟ ˡ˥˞ ˶˦ˬ˶˲ˢˬ ˭ˣ˷˞˶ˢ Φ˱ˣ˯˟ ˢ˞˪ˣ˪ˢ ˫˧ˬˡ˵ˬ ˸˞ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ 

ˡ˥˞˟ ˫˧˶˧˯˥ˬˣ ˶˦ˬ˶˲ˢˬ ˧ˮ˷ˢ ˸˞ ˨˶˰ˢ ˡ˥˞ Φ˸ˣˮ˥˟ˢˬ ˢ˪˞ ˣˮ˥ˮ˞ ˫˧ˮ˧˟ˬ ˶˦ˬ˶˲ˢ˷ ˭ˣ˷˞˶ˢ ˢ˪˧ˬ˪ 

decode ˞ˣˢ ˰˧˟˴ˬ ˨˶˰ˬ˪ Σ˶˦ˬ˶˲ˢˣ ˧ˮ˷ˢ ˢ˧˴˵ˮˣ˲˪ ˞ˣˢ ˪ˡˣˠ ˨˶˰ˬˢ Φ˭˩˞ˣ ˫˧˵˲˯ˬ˷˩ ˢ˪˧ˬ˪ ˸˞ 

˫˧˩˶˰ˢ ˣ˪˞ˢ ˪˟˵˸ˬ ˦˪˲ˢ ϦokΥϦ 

 

˶ˣ˩ˤ˩ Σ˞˸ˢ ˭ˣ˷˞˶ˢ ˨˶˰ˬ˟ ˞ˣˢ ˪ˡˣˠˢ ˣ˪˷ Σ˭˩˪ˣ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˢ˪˧ˬ˪ decode ˢ˧ˢ˧ ˸˟ˣ˸˩ ˞˸ˢ ˧ˮ˷ˢ 

˪˷ ˨˶˰ˬˢ Σ˸˪˟˵˸ˬ˷ ˢ˪˧ˬˢˬ cell+ Φ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ˢ˧ˢ˧ ˶˟˧˞ˢ ˭ˣ˷˞˶ˢ ˪˷ ˨˶˰ˬˢ secret Σ˪˟˵˸ˬ˷ 

ˢ˪˧ˬˢˬ @ ύfetchΦό  

˫˧˪˩˸˯ˬ˷˩ ˟πadb ˪˰ ˨˶˰ˬˢ ˶˥˞˪ ˸˪˰˲ˢ ˢ˪˧ˬˢ decode Σ˭˩˞ ˫˧˞ˣ˶ ˫˧˩˶˰ˢ˷ x˟ ˣˮ˸˷ˢΥ 
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˶ˣ˟˰ˮ ˢ˪˧ˬ˪ decrypt Σ˭˪ˢ˪ ˡˣ˵ˢ ˢ˪˷Υ 

 

ˢ˪˧ˬˢ decrypt ˸˞˶ˣ˵ ˢ˪˧ˬ˪ bl Σˢ˶˧ˤ˥ˬ˷ ˸˞ ˣ˸ˢ ˥ˣˣ˶ ύspaceΦό 

˶˥˞˪ ˭˩ˬ ˢ˪˧ˬˢ decrypt ˸˞˶ˣ˵ ˢ˪˧ˬ˪ parse Φˢ˪˧ˬˢ parse ˸˪˟˵ˬ ˣ˸ ˸ˤˣ˶˥ˬˣ Σ˸˷˲˥ˬˣ ˸˞ ˣ˸ˢ 

˸ˤˣ˶˥ˬ˟ Φˢ˪˧ˬˢ ˢ˶˧ˤ˥ˬ ˸˞ ˸˟ˣ˸˩ ˸˪˧˥˸ ˸ˤˣ˶˥ˬˢ Σ˸˞ˣ ˨˶ˣ˞ ˸ˤˣ˶˥ˬˢ ˡ˰ ˣ˸ˢΦ 

˶˥˞˪ ˭˩ˬ ˫˧˞˶ˣ˵ ˢ˰˟˶˞ ˫˧˩˶˰ ˸˧ˮ˯˥ˬˢˬ ˶˦˯˧ˠ˶˷ r5 ˰˧˟˴ˬ ˢ˧˪˰ Φ˫˧˧ˮ˷ ˫ˢˬ ˣ˰˧ˠˢ ˢ˪˧ˬˢˬ parse Σ

˫˧˧ˮ˷ˣ ˫ˢˬ ˣ˶˟˰ˣˢ ˢ˪˧ˬ˪ decrypt ˢˬ˴˰ ˷ˬ˸˷ˬˢˬ ˨˶ˡ ˸˧ˮ˯˥ˬˢΦ 

˨˷ˬˢ˟ ˢˮ˷˧ ˢ˞˪ˣ˪ ˢ˟˷ ˫˧˰˴˟ˬ ˭˧˟ ˶˸˧ˢ ˸˪ˣ˰˲ xorΦ 

˭˧˞ ˨˶ˣ˴ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˸˞ ˶˞˷ ˢ˵˧ˠˣ˪ˢ ˪˷ decrypt ύ˶˪˧ˣ˲˯ π ˣˢˤ rotating xor ˦ˣ˷˲ ό˞˪˞ ˵˶ ˸˞ 

˫˧˶˦ˬ˶˲ˢ ˞˧ˢ˷ ˢ˲˴ˬ ˪˟˵˪Φ 

 

http://lars.nocrew.org/forth2012/core/BL.html
http://lars.nocrew.org/forth2012/core/PARSE.html
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˧ˣ˯˧ˮˢ ˞˟ˢ ˷˧˥ˬ˧ ˣˮ˪ ˢ˪˧ˬˢ˷ parse ˢ˲˴ˬ ˪˟˵˪ ˸˞ ˣ˸ˢ ˡ˧˶˲ˬˢ ˨˶ˡ ˸˧ˮ˯˥ˬˢ Σ˸˞ˣ ˸ˤˣ˶˥ˬˢ ˨˶ˡ sπ

input buffer Σ˶ˬˣ˪˩ ˸˶ˣ˷ ˢˡˣ˵˲ˢ ˢˬ˴˰Υ 

 

˧ˣ˯˧ˮ˟ ˢˤ ˣˮ˲˥ˡ ˸˧ˮ˯˥ˬ˪ ˸˞ ˣ˸ˢ ˥ˣˣ˶ Σˣˮ˴˶ˢ ˸˞ parse ˫˰ ˦˪˵ˢ Ϧhello goodbye ΦϦˢ˪˧ˬˢ parse 

Ϧˢ˞˶˵ Ϧ˦˪˵ˢˬ ˵˶ ˸˞ Ϧhello  ΣϦ˸˞ˣ ˶˞˷ ˦˪˵ˢ sπinterpreter ˞˶˵ ˢˡˣ˵˲˩ ˸ˡ˶˲ˮ ύ˞˪ˣ ˸˧˵ˣ˥ Φό˶˥˞˪ 

˭˩ˬ ˣˮ˪˲˩˷ ˸˞ ˧ˮ˷ ˧˩˶˰ ˢ˶ˤ˥ˢ ˪˷ ˢ˪˧ˬˢ parse ˣˮ˯˲ˡˢˣ ˪˩ ˡ˥˞ ˡ˶˲ˮ˟ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˨˶˰ˢ˷ ˭ˣ˷˞˶ˢ 

˞ˣˢ ˨˶ˣ˞ ˦˪˵ˢ ˢ˪˧ˬˢ˷ ˢ˞˶˵ ύ˞˪˪ ˣ˸ˢ ˥ˣˣ˶ Σό˨˶˰ˢˣ ˧ˮ˷ˢ ˞ˣˢ ˸˟ˣ˸˩ Φˣˮ˯˲ˡˢ˷˩ ˸˞ ˸ˤˣ˶˥ˬˢ 

˸˶ˤ˰˟ type ˣˮ˧˞˶ ˭˩˞˷ ˯˲ˡˣˬ ˵˪˥ˢ ˷πparse ˢ˞˶˵ π ϦhelloΦϦ 

˧ˣ˯˧ˮˢˬ ˭˸˧ˮ ˭˧˟ˢ˪ ˶˷˞˩˷ ˢ˪˧ˬˢ decrypt ˸˞˶ˣ˵ ˢ˪˧ˬ˪ parse Σˢ˪˧ˬˢ parse ˸˪˟˵ˬ ˸˞ ˦˪˵ˢ ˢ˪˷ 

˨ˣ˸ˬ ˨˷ˬˢˢ ˸˶ˣ˷ˬ ˢˡˣ˵˲ˢ ˧˶˥˞˷ decrypt Φ˭˩˪ ˷˧ ˞ˣ˶˵˪ ˪πdecrypt ˫˰ ˶˦ˬ˶˲ ˸˶ˣ˷˟ ˢˡˣ˵˲ˢ Σ

˱˯ˣˮ˟ ˧ˮ˷˪ ˫˧˶˦ˬ˶˲ˢ ˪˰˷ ˸˧ˮ˯˥ˬˢΦ 

˭˞˩ˬ ˣˮ˞ ˫˧˵˧˯ˬ ˢ˪˧ˬˢ˷ decrypt ˢ˲˴ˬ ˪˟˵˪ ˥˸˲ˬ ˥ˣˮ˰˲ ˸˶ˣ˷˟ ˢˡˣ˵˲ˢ Σ˪˰ˣ ˧˟ˠ ˸˧ˮ˯˥ˬˢ ˸˞ 

˨˶˰ˬˢ ˰˧ˠˢ˷ ˬπsecret ˸˞ˣ ˪ˡˣˠˢ ˣ˪˷ Σ˭˲ˣ˞˟ ˢˬˣˡ ˢ˪˧ˬ˪ decode Φ˶ˣ˩ˤ˩ Σˢ˰ˡˣˢˢˬ ˣˮ˪˟˧˵˷ ˫ˡˣ˵ ˭˩˪ Σ

˶˧˟˯ ˥˧ˮˢ˪ ˥˸˲ˬ˷ ˥ˣˮ˰˲ˢ ˞ˣˢ ˞ˬ˯˧˯ˢ ˪˷ ˭˵ ˭ˣ˯˲ˬˣ˸Ϧ Σp/q2-q4!ΦϦ 

˟˪˷ˮ ˸˞ ˧˸˷ ˸ˣ˞˧˶˵ˢ ˫˧˪˧ˬ˪ decode xπdecrypt ˫˰ ˥˸˲ˬˢ ˯˧˲ˡˮˣ ˸˞ ˢ˞˴ˣ˸ˢΥ 
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˞˪ ˣˮ˪˟˧˵ ˸˞ ˪ˠˡˢ Φ˪˟˞ ˫˞ ˰˴˟ˮ ˫ˡˣ˵ decrypt ˶˥˞˪ˣ ˭˩ˬ decode ˪˟˵ˮ ˸˞ ˪ˠˡˢΥ 

 

˶˟˯ˢ ˸ˣˡˣ˵˲˪Υ 

мΦ ˢ˲˧˥ˡ ˸˧ˮ˯˥ˬ˪ ˰˧˟˴ˬ ˪˞ ˸˪˧˥˸ ˨˶˰ˬˢ Φˣˢˤ ˞˸ˢ ˞˟ˢ ˧˶˥˞ ˰˧˟˴ˬˢ ˰˧ˠˬ˷ ˬπsecretΦ 

нΦ ˢ˲˧˥ˡ ˸˧ˮ˯˥ˬ˪ ˸˞ ˪ˡˣˠ ˨˶˰ˬˢ Φˣˢˤ ˨˶˰ ˞˸ˢ ˭ˣ˷˞˶ˢ ˰˧˟˴ˬ˟ ˰˧ˠˬ˷ ˬπsecretΦ 
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