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Application
API
C, C++, Java, C#, ...

PRESENTATION

Data, Topics, Types, Serialization, QoS, Cache, Filtering...

PROTOCOL
Session, Reliability, QoS, Discovery, ...

OPERATING SYSTEM
Windows, Unix (Linux, MacOS), VxWorks, Android, ...

NETWORK
UDP, TCP, STCP, ...

LINK / PHYSICAL LAYER
Ethernet, IEEE 802.11, 3G, 4G

PLatform
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YW |2 NnNaWY Handshake-n NNl NITyNN Nk 79NN W pav? a'nn X7 :nnya
vin'y 90nw yisa yiIT '7nn K78 DDS-7 TNt '7nn X7 ntw > DomainParticipants
Digital -2 |'I¥xn XN 0" ,0T D71V 7@ pniv? 2197 "1yn Inwm DX .07 DINN2A 0'¥I9] D'NNIATN]

2V IN0%7 'R - NI'70AT NITIVN 2V :PNAIY? RYNN 70 IR 110Ny 0ap7R MmNt "'y andiw Whisper

0'1'on

NI'70 T NITIYN 0'02 7y DDS Domain-2 NIN'R 7*70N 17am 12 XML yalz nkan Xnama NIXY? [N
:DomainParticipants-n 772> 712y ,DH NINN9N |IN210 DNMIANI

profile name="secure_domainparticipant_conf_auth_plugin_xml profile">

>

>

>dds.sec.auth.plugin</
>builtin.PKI-DH</ >
>

>
>dds.sec.auth.builtin.PKI-DH.identity_ca</
>/path/to/CAcert/identity ca.pem</ >

>

>
>dds.sec.auth.builtin.PKI-DH.identity certificate</
>/path/to/identity/cert/identity.pem</ >

>

>

>dds.sec.auth.builtin.PKI-DH.private_key</
>/path/to/private/private.pem</ >
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Technologic

- Kerberos Authentication-1 DDS |'2 2%7w1 DX NI NN N7RWN 7V mavn Plugin-aarm :DDS-C .2
NN NP7 N1 D2*1vnY? 7ax ,a'nNa XY Kerberos 7y .DDS-Cerberus 7271 nO¥p7n naIwnnl
NPIRT'M TYI (DN RN "ANIDN TRR) [N 781N 7 1nRnn

1-st Step to Tame a Kerberos: Know Your Enemy

tickets-n X7) *TIon NNoNN NX 7On XIn ,Keytab yaizn nx 1'Dn% 12*72y Ta1y DDS-C 'R Fany? '
(HTTP/srv.exmpl.com@EXAMPLE.COM 7wn%7) 0'-SPN 112y ('ID1 nN'win N9 ,wnnwn NNoN X7X
NN NI7A7 '22 NIYTINN IR NY9Y7 1D 12 WNNWN? NMYONNN NIXA MY N1 Yl .Kerberos Nin'xa

.DomainParticipant 727 D'z NT yal .1xY "TION NN9NN

IINQN NANARTTN 7V 701101 D W'Y, 221 21Xy NIN'RN 1'70N K17 070N 'R 72K 21an ynv IR

Domain Participant Kerberos Server KDC
utilizing KDC

A. DP1 Authentication J
(0) Authentication request

(1) Approvcd to authenticate
] (2) Sends keytab

- Sends TGT for TGS and the shared key
: after authenticating DP1

§(4) Seﬁds TGT and request message for TGS
:_(5) Ticket is granted

B. DP1 Authenticated )

:(6) Publisher sends Initial Message with Topic

C.DP2 Authentlcatxon J
(7) Authentication request

(8)Approvcd to authenticate

{(9) Sends keytab
(10) Sends TGT for TGS and the shared key
: after authenticating DP2

: ((11) Sends TGT and request message for TGS
gl 2) T1cket is granted

D. DPZ Authentlcated J

L(13) Subscnber reads Message with Topic

E. Subsguent Mwsgges ]

:(14) Publisher Sends Message i with Topic

)

Subscriber Reads Message i

with Topic
(16) Publlsher Sends M i+1 with Topic
(17) Subscriber Reads Message i+1

with Topic

orJorg]

[https://link.springer.com :11pn]

IX ID2T Y¥2N' NINTINN )*70N 72 170 KDC - 1727 MW wAIT Discovery-n 170N NIKNY? [NIY 19D
:D'27WUN NX VYO IXIA .DDS Domain-nNn 27N N'NN X7 NIY'N
.KDC-n 7 Keytab-n yal n1rya imyy Nk nax1 n'wxa .1
DDS Nnd2 0'aNn 1K DX 173 .17w SSO-N 'Rt NTw TGT-N DX 7271 NN7¥N2 1Ay NIN'Rn DR .2
7¥ NINWANYT OXNN 2Md) "AIT 73 1y TGS-n NXR 727 1O TGT IMIXA wnnwl Domains

(M
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https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-3-KerberosAttacks-part1.pdf
https://link.springer.com/
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N1y TGS-n NX 72711 '9'¥90 "It 27N NIFfn'? TGS-n 2N wizdl pnnx? .3

NIY{7a 75 .DDS Domain-7 910xn KIN TWKD 771 IR nwWY1 DomainParticipant 72 7w ninTran '7nn
D7 NINT NIXYYT N1 .0'ATIPN DP9 IRINY '9D 712713 1YXAN' MNX IYXIN'Y N2 RN
.E-1D,B

D"I'Y N9'V DY D71 Kerberos-n 71R10ND 7 7'aa0 NINTTAN '7NN7 ANT DIVTINN PINY WA
2V a0 DT 'R 7200 2¥na 7aX NNDIMN NIdRNnn 2N Unnwa? [N oafnd QwTnn nIxng

971NN MIYPNN

Step 4: Kerberos Server:

/ %owded.

M
: ¢ > Step 1: Attacker

Step 3: DDS-C impersonates a
communicates with Step 2: Impersonated node.
Kerberos server. Node: Requests ticket.

[https://apps.dtic.mil/sti/trecms/pdf/AD1166912.pdf :ijpn]

1221 .DDS Domain-2 D¥aRwNnN XNP'72/2IM>7 713' X7 qimn NINTrn 7w Plugin-n 2pyw Nik? (N1
wUnnun? NITNNNY 712! 1'K QINN MI7 ,NNRNN7 N8 X7 DA XIN NIY'H NITIo oy Keytab-n yalp

.Inxya Keytab-n yalj7 DX 212 XIN DX X7X |'"IT

:(DDS 7w Security NINTANA WIN'W7 112 VN9 ANDI) NNAIT? XML

>Kerberos</
>

>dds-service@YOUR-REALM.COM
>

>/path/to/dds-service.keytab</

>true</
>
>3600</
>
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https://apps.dtic.mil/sti/trecms/pdf/AD1166912.pdf
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Access Control Plugin

DomainParticipant 72 7w NIXWANN DX NNK71 7207 N710' oon Nt Plugin ,0wnn ['an? [Naw 'o)

,AX 29 nINWAN W' DomainPatricipant NT'R7 ' TanY% [N .Domain-2 17w NINTIAN DI'O INKY

:D'N2N DVNT9N NX INY' DomainParticipant 73,72 oWY7 .Topic NT'X7? N2'MDI NRMP ,N0MN

Permissions-n 7 MI2'¥n NN9nn NX n7'onn X.509 a10n NTIvN - Permissions CA Certificate .1
.DomainParticipants-n 72 7w nixw1nn 'pnon 7y oninn,CA

,12 Topics-n 722 nxI DDS Domain-n X NVAX7 WIT1 T¥'D 019NN XML Jnon - Governance .2
.Permissions CA-n "y DINNN

-n "y oimnn ,DomainParticipant-7 ¥ NIXwAn 17'K vONN XML Jnon - Permission .3

.Permissions CA

757 A1 TanYT? AWOK pIrTa NIRWAN 17°K ?Topics-n 7y IX DDS Domain-n |anY%7 MNIX 71'Ta AT An

|'2an'?21 Permission-nl Governance-n '¥aj7 (N7 717¥7 0'>My nNax Nt 7'awa ?DomainParticipants

119w yTmn Y a0 15 17 0'Rpoon 0N NNTANI N7 IR

:Topics-n 112vI DDS Domain-n 112y ' Tan? |NIY D' WON D'PIN 1901 7'on Governance-n 1NoN

Domain Rules

JINTTN Y¥aY NN - False
AWpPNYT [N NINTIN Y¥A7 Nain 'R - True

JDINTTN V¥ X7 Participant oy

yx17 Dpaunn DomainParticipants Dxn vaIp
D'KYY DN DRI Domain-7 DN01) nya NINTm

JDIN7¥IN NINTT WX K7W Participants Dy YWjpn?

Allow
Unauthenticated

Participants

T2 X7 Permissions-n - False

7T’ Permissions-n - True

-N 7w Permissions-n NX QIDX7 WIT1 DRN YaIp

.Domain Participants

Enable Join Access

Control

.N1AN NYNTI X7 - NONE

N7 NRMY AT 70N DY TINN - SIGN
Jmimn

NRNX TR )'7NN2 NWTINN - ENCRYPT

.NNoXIN NIirfnY

Domain Participants 12 “In'Tn *7nN DXN vaIp
JAM NIrn%? M Topics-N DRI QWD DX TR D720

LTXDI

Discovery Protection

Kind

.N2AN NWNTI X7 - NONE
INIMN N7 NNy NI - SIGN

.N19XIN NI'N7 NIDX NIYTINN - ENCRYPT

X1 Nmam ' Liveliness miyTin oxn valp
"D N17 0T 0'N71W Domain Participants-w NIyTIN)

(Dnnmt N pImY

Liveliness Protection

Kind

.N1AN NWNT X7 - NONE
MmN N7 NNY DWTINN - SIGN

N19XIN NI'N7 NIdNX NIYTINN - ENCRYPT

Real-Time ) T¥1 niam 10 RTPS NIV TIN DXN vaIp
Domain -n 12 71710N90 NN Publish-Subscribe

.(NT7 AT NIV TIN D'N'71IW Participants
p

RTPS Protection
Kind
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https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#allow-unauthenticated-participants
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#allow-unauthenticated-participants
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#allow-unauthenticated-participants
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-join-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-join-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#discovery-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#discovery-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#liveliness-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#liveliness-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#rtps-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#rtps-protection-kind

Technologic

Topic Rules

.N1AN NYNT X7 - False
19D NNVAINA NIXA IN7Y' NIYTINN - True

.Domain Rule-2 yajv

PIND Y3y NN IR NN DR vaip
19'¥90n Topic-n 7y ”Discovery Protection Kind“

N

Enable Discovery

Protection

.N1AN MW X7 - False
190 NNVAIXA NI¥A IN7Y' NIVTINN - True

.Domain Rule-2 yajv

PN NYa7IY NnaNn DX 7'Nn%7 DN Yvaip
19:'¥90n Topic-n 7V ”Liveliness Protection Kind“

N

Enable Liveliness

Protection

JDIRYNN K7 WO X7 - False

JIRYAN QDRYT WATY - True

-7 (Subscribe) NXMP NIXWAN IDXY W' DXN VIR

.NTN '9'¥90n Topic

Enable Read Access

Control

JIXWIN D7 WNT K7 - False

DIRYIN QDXR? WAT) - True

-7 (Publish) na'md> nixwIN X7 W' DXN VaIp

.NTN '9'¥90N Topic

Enable Write Access

Control

.N2aN NYNT X7 - NONE
.NN'MN NYIT - SIGN

.N19¥N NWNTI - ENCRYPT

NIYTIN 7¥ Metadata-n 7y [an7 W' X1 DR Y2IR

.NTN '9'¥00n Topic-? NNIWPN RTPS

Metadata

Protection Kind

.N2AN NYNTI X7 - NONE
.NN'NN NYIT - SIGN

.N19¥N NYNM - ENCRYPT

nITIN 7¥ Payload-n 7y ]an% w' T¥'DI DR YaIp

.NTN '9'¥90n Topic-7 NNIwjpn RTPS

Data Protection Kind
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https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-discovery-protection
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-discovery-protection
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-liveliness-protection
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-liveliness-protection
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-read-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-read-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-write-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#enable-write-access-control
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#metadata-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#metadata-protection-kind
https://fast-dds.docs.eprosima.com/en/latest/fastdds/security/access_control_plugin/access_control_plugin.html#data-protection-kind
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DDS -7 on*nn yalpn .Fast DDS win' 112y Governance Yalp 7¥ winm NIX1Y7 [N NXAN XNNAITA
N7202 NANINY '9D 17wn D'IN W' Topic 727 .bar-1 Topics: foo 1w 7'onn 10 11w oy ID 7w Domain

;11770 DNIX Domain Rules-n NX Y2172 NIXYY7 [N )27 90112 .01W 0D DY

>true</
>ENCRYPT</
>ENCRYPT</
>ENCRYPT</

>foo</
>true
>
>false
>
>true</
>true
>
>ENCRYPT</
>ENCRYPT</

>bar</
>false
>

>false
>
>true</
>true
>
>SIGN</
>ENCRYPT</

7¢ w17 oRN VYONN ,DomainParticipant 22 1AV NIRWAN 7w VO 7'dn Permissions-n Yyl
D'YNNYNN 7¢ NIRYINN DX V' Tan7 N1 .0'm1on Domains-2 0M'ion Topics-7 N2'Md I ARNP
NN 72207 QX N1 .Deny Rules N1ty Blacklist n1ixna Ix Allow Rules natya Whitelist niixna

SO DAY NN DN DDIRN 7Y NH0YT DT YAl NINIY NIRYANN
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NIXYIN ' TaNn Yalpn .Fast DDS winm 1Ay Permissions Yalp 7w win'm NIX17 [N NN XNAITA
.10 7w oy ID 2va DDS Domain N2 foo owa Topic 1Iay P2-1 P1 nwa DomainParticipants w7
AWKD LAllow Rules NMItya AXMp NIKWAN NTAIY P2 112yl Topic-7 N2t NIXWAN DTk P11y

:D'I0N D'INT NIV NININN I'N' D'YNNYAN MY 27U NIRWINN

name="P1lPermissions">
>emailAddress=P1@gmail.com</

>2020-01-01T12:00:00</
>2029-12-31T12:00:00</

>DENY</

name="P2Permissions">
> emailAddress=P2@gmail.com</

>2020-01-01T12:00:00</
>2029-12-31T12:00:00</

>foo</
</

>
>DENY</

.Secure DDS-2 winm7 Nadm DN N1ann N7101 1A - Access Control Plugin-n NX Dd07 DX
X TNR 75 PIT2 NIRWAN 17'R 707 avni Topics 19'K7 D'wa D'wNNWN 17'K 7aIy7 1an? wam

1ITN]I DX .NIYWD MTAM X'N AYWKRD NI AITN NMIX2 N1an NpySonvy N712'2 M2ITA ,NNT DY .DNN
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N TINNI Domain-n 7y |an%7 N1 Governance Yalp NYTan 'y L[P7 DT YXIAW DMI'KN NIN2Y7
X7 nwan Topics-n 7' 7y [an7 [N Permissions yalz NTan 'y .3 1900 DI'NK 71 7K 12 NIn7wan

.2-1 17900 DMk 7m X nvnin

Cryptographic Plugin

-0 .DDS Domain-2 NIN7wWIN NIYTINN 112V NIRIY NIADWA NIMK IR/ NITIo 7V Naan NI poon
771 NT'R YIAP7 N1 Authentication NNN :Mzow oMTIZN Plugins-n WY qwpnn ntn Plugin
Access NNN .N7¥IN NINTTN )'70N INKY? 111210 DomainParticipants-n N19¥n DNMIA7RI NNON

.Liveliness-1 Discovery ,RTPS NIy TIN 10D YT |9¥I' IK DNN'' DNMIAYR NT'RA VIAR7 [N Control

:N1AN PO0N NIN [N'7Y YT'AN 7Y NIIYA NI2OWY Yaina Nivma 790n Plugin-n
.DDS Domain-2 MWW RTPS-n TWTIN 2 7 an7 N e
.0'9011 Headers 1o0nl Payload ,Metadata-n NX 7'onn Submessage-n 7y [AN7 N1 e

.12 Payload-n 7y pan7 N e

RTPS Hdr SHdr Metadata Serialized Payload

Serialized Data

rotection

Submessage Protection

RTPS Protection

[https://community.rti.com 1]

NO0INI YTNN 7V N19¥N 790nn AES-GCM DNMINYX 'V AN7 NNTYA NYXANN AT YT'AN 7V naann
NTN NNONN .256-bit IX 128-bit 7w AES NN9n 77122 NN Plugin-n .ANI'MX DR XTI7 ' 7D MAC nTY
01X WOT DN DN NIYTINT MAC-N Y NIX QX7 1D 02 XX ,N19¥NN DW? 71 K7 WM
NIY IX MAC-N DT NIX IXY 1D AES-GCM-2 wnnwin%? N1 ,1imioxn X77 yTnn v ninny

.NA'VINVTIRD HMAC-256 DN"7K wnnwin?

-1 DI'R 71 7R DNA N2AN 117 NPOOoN VTN NN 7V "MMwI N19xN 7w N7 ,0miI'k N1'Nan
N2™Md -2 DI'R 7M1 (Eavesdropping) ANNN 11T NWAY ['TRN7 NN 2ITT DA TWKRD ,NWAIM X7 NNMj?

.Man-in-the-Middle NopNN2 YTMN NN NIWY? NOIN ITT DA 12 W'NINY ,NWIIm XY
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https://community.rti.com/static/documentation/connext-dds/6.1.0/doc/manuals/connext_dds_secure/users_manual/p2_core/cryptography.html#30j0zll

Technologic

Logging Plugin

7w 01217 TYNT N1 .ankNn Mpow Plugins-n IXW 'V DMIXIY NNVANX 'YK TIV'N D710 Poon
-0 NNTAN T TANT [N DNIX D170 AWRA NP N2ND NNIXA NNVAXK NIFYA 7Y IR D19Y NIANINN

.QoS

:0'N2N NITYN DX 71 02170 naan

aman LY
TVIN VRN N2 DYWL IRDN Timestamp
"W 2170 DR NNIRLVEN Category
170 7w nninn nnn Verbosity Level
2'¥N 2170 ANIX DY TINN Message
TVINW VN'RY? A DINNY NNIWnI yalgn File Context
TVINY YN'R? 17N D'HNNY D'¥2190 Function Name

;122 TYNN XIN DNIX D177 NNNIN DM 7W INIEF 2NN 1901 Y 1an'7 "wWoKn Plugin-n, D 1>

nNTan nnin NN
TIN DIXVYY? 'RTD ,07 20 X7 NIX2 NANINN NDwnin
EMERGENCY_LEVEL
nNI7'vo
NITA [PN7 'RTOY D' MY ALERT_LEVEL
N'TOIN N'YP79NA NI IR [ITUD W CRITICAL_LEVEL
n'770 N'wa XYM ERROR_LEVEL
N71Y9 y¥xann X7 OX N'T'NY Nl 7y vaaxn? 1y WARNING_LEVEL
N'va 7y Ny'ax¥n N1dn2 X7v nann NIy NOTICE_LEVEL
N71Y9 y¥a7 NIX 'K ,NI'PN N7IYO INFORMATIONAL_LEVEL
NIP'TA DYT7 NN N71Y9 TIV'N DEBUG_LEVEL
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https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-timestamp
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-timestamp
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-category
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-category
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-verbosity-level
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-verbosity-level
https://fast-dds.docs.eprosima.com/en/latest/fastdds/logging/logging_configuration.html#dds-layer-log-message
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