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Are the built-in security features enough?
The built-in security features for Android offer a great base level of protection, but they're simply not enough

to keep you safe.

For optimal device security, antivirus protection is by far the best option. While you don't have to worry
about traditional viruses, these antivirus apps will offer security software to protect you from malicious
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Does Android need an antivirus?

As we've explained so far, Android has a number of protections to deal with threats, like malware,

adware, and other viruses. So, do you need an antivirus on Android? The answer for most people is

no.
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Antiviruses have the effect of slowing down the system, consuming more resources and

sometimes even being disastrous for thephone autonomy.
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https://www.eset.com/uk/about/newsroom/blog/do-i-need-antivirus-for-android/
https://www.xda-developers.com/android-antivirus-app/
https://www.funinformatique.com/en/android-antivirus/
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Here, | have listed a few issues that you will have to face after installing Antivirus app:

« |t scans the phone regularly, so your device will perform slower than expected.

» Your device will heat too much due to high CPU use.

» Device battery will drain much faster.

It can collect unnecessary information from your device, so your privacy will always be at the risk.
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Do | really need antivirus on my Android?

Do you want to be safe or sorry? The more defenses and locked doors that criminals have to overcome, the better.
The consequences of not having this inexpensive and unobtrusive line of defense can be disastrous for both

individuals and small businesses.

@®amsung Insight x & _

Do | really need Android antivirus?

Is an antivirus app essential for Android phones and tablets? With so much personal data at stake,
you should seriously consider protecting your devices.
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Android phones do not usually need antivirus apps. The built-in Google Play Protect software is
sufficient. If you have an older device that no longer receives security patches or regularly

sideload apps from untrustworthy sources, a dedicated antivirus app might be worth using.

howtogeek.com Y 6

Yo% bedxIsd v x o K@ " i ] x

Android Antivirus Apps Are Useless -- Here's
What to Do Instead

It's still on you to be aware of threats to stay safe, but Android is by its very nature more secure than a desktop computer. Still,

you've probably already got what you need.

@xtremetech.com{ * & _
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Play Protect by itself performed worse in recent tests by AV-Test and AV Comparatives than its rivals,
protecting against 81.7% of malware in AV Comparatives’ 2021 tests, 80.7% of malware in AV-Test's
real world exposure tests, and 90% of malware in a sample set of recent Android malware. A number
of third-party anti-malware tools achieved 100% protection in all of these tests.

drustedreviews.com Y 6

Avast, AVG, Bitdefender, G Data, Kaspersky, and Trend Micro Maximum Security caught 100

percent of the samples. Several others managed better than 98%. Play Protect came in last with
87.9% protection. Google's entry also exhibited the most false positive results, a total of 11, where

more than half showed no none at all. All the tested antivirus products received the lab's seal of

approval. All, that is, except Play Protect.
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Google immediately removes any malware that it finds in the Google Play Store, but the key word
here is removes. First, the malware shows up in the store, second, however long this takes, Google

removes it. The Play Store doesn't have the same stringent vetting process that comes with Apple's

App Store. Malware does get into the store, and you may well download it before Google cleans up.
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Most Android Anti-Malware Apps Don't Offer
Any Protection

A new analysis from Austrian antivirus testers AV-Comparatives claims that most AV apps on Android are ineffective, and some

are downright frauds.
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The Scare Tactics

In a 2019 report from AV-Comparatives, we learned that most of the antivirus apps
on Android don't even do anything to check apps for malicious behavior. They just
use white/blacklists to flag apps, which is ineffective and makes them little more than

advertising platforms with some fake buttons. Shocking and upsetting, right? They
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The solution pushed by AV companies is to install a security suite that manually scans
every app, monitors your Web traffic, and so on. These apps tend to be a drain on
resources and are generally annoying with plentiful notifications and pop-ups. You
probably don't need to install Lookout, AVG, Norton, or any of the other AV apps on
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AntiVirus
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AVG AntiVirus & Security
AVG Mobile « Tools « Antivirus
48% 27TMB & 100M+

Avast Antivirus & Security
Avast Software + Tools
48% 27MB [ 100M+

ESET Mobile Security Antiv...
ESET « Tools « Antivirus
48% 23MB [ 10M+

Kaspersky Antivirus & VPN
Kaspersky ME + Tools * Antivirus
48% 69MB @ 100M+

Malwaretytes

Bitdefender Antivirus
Bitdefender + Tools * Antivirus
48% 89MB [ SM+

Malwarebytes Mobile Secu...
Malwarebytes + Tools * Antivirus
47% 2TMB @ 10M+

McAfee Security: VPN Anti...
McAfee LLC « Tools * Antivirus
43% 42MB [ 50M+
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Antivirus Free is a powerful antivirus app with ultra-fast virus scanner, removal and virus
cleaner capabilities. It is especially designed to keep your Android device safe from malware,
viruses, ransomware, adware and trojans posing as legitimate apps, no matter their install source.
You get maximum protection without slowing down your phone or draining your battery. Simply
install the app on your Android and it’s ready to go - nothing to configure.
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public void m13267g(int i, boolean z, String str, String str2, File file) {

int i2;

boolean z2;

String str3;

String str4;

if ((1073741824 & i) !'= 0) {
return;

¥

Integer num = this.f13604c.get(str2);
if (num != null) {
i2 = num.intValue();
} else {
iz = 0;
}
this.f13604c.put(str2, Integer.valueOf(i | i2));
if ((1 &3) =0 && (i2 & i) !=0) {
return;

b
if (i ==8 || 1i==16) {
this. f13604c.remove(str2);

}
int m13274e = C4001b.m13274e(i);

if (this.f13603b.contains(Integer.value0f(m13274e)) && m13274e '= -1) {

Y «
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public void processFileSystemEventAndPassToListerners(int currentEventType, boolean isCreatingEvent, String

S

X

int previousEventTypes;

boolean isHidden;

String extension;

String extension2;

if ((1073741824 & currentEventType) != 0) {
return;

Integer observedEventTypes = this.pathToObservedEventTypesMap.get(path);

if (observedEventTypes != null) {

previousEventTypes = observedEventTypes.intValue();

} else {
previousEventTypes = 0;

}
this.pathToObservedEventTypesMap.put(path, Integer.valueOf(currentEventType | previousEventTypes));
if ((currentEventType & 3) != @ && (previousEventTypes & currentEventType) != @) {

return;

}

if (currentEventType == 8 || currentEventType == 16) { // in case of CLOSE_WRITE and CLOSE_NOWRITE

this.pathToObservedEventTypesMap. remove(path);

int convertedEventType = FileSystemEvent.convertEventType(currentEventType);
if (this.eventsTypesToObserve.contains(Integer.valueOf(convertedEventType)) && convertedEventType != -1)
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android:name="android.permission.INTERNET"
android:name="android. ission.READ_PHONE_STATE"

1 android:name="android.permission.ACCESS_NETWORK_STATE"

n android:name="android.permission.ACCESS_WIFI_STATE"
android:name="android.permission.WAKE_LOCK"
android:name="android.permission.FOREGROUND_SERVICE"

n android:name="android.permission.REQUEST_DELETE_PACKAGES"
android:name="com. .security.CHECK_STATUS"
android:name="android.permission.VIBRATE"
android:name="com. security.GET_SCAN_INFO"

5sion android:name="android.permission.POST_NOTIFICATIONS"
android:name="com. ".security.CHECK_STATUS" android:protectionLevel="signature"
android:name="android.permission.RECEIVE_BOOT_COMPLETED"

n android:name="android.permission.READ_EXTERNAL_STORAGE"
android:name="android.permission.WRITE_EXTERNAL_STORAGE" android:maxSdkVersion="30"
android:name="android.permission.QUERY_ALL_PACKAGES"
android:name="android.permission.MANAGE_EXTERNAL_STORAGE"

X 7 d gsst¢ s, o X { o SIXX X T XU s, s ] e e XXTL 8] Is ¥

~ > >v

¥ o4ow f Il o 4 X X5 7 1 1 .« - Activities: 7 1 1 x s 1 .

s L Activitys dgoogleédd _ 4L T X W 45 4« . ¥ 8 ¥ 4 x| x OAGtivities™ S« _ s X
WainActivity 04 © 1 X « p 08 S v % o {0 4B 4%
ty android:them styl osTl ct .antivirus.MainActivity

) android:name= droid. int
ry android:name="android.i

>

> android:name="c
ce android:name="com. er. jer. FalxService" android:exported="false" android:process=":scanner"
" android:exported="false" android:process=":scanner"

vice android:name="com. «5C8 ScanServic

Modern Mobile AntiVirus Deep Dive
www.DigitalWhisper.co.il
T HaoH * _ 1667 x { L ¥

~




="'com.google. firebase.components.ComponentDiscoveryService" andr
="'com.google.android.gms.auth.api.signin.RevocationBoundService"

="androidx.work.impl.background.gcm.WorkManagerGecmService" andro
=""com.google. firebase.messaging.FirebaseMessagingService" androi
="'com.google.android.gms.measurement.AppMeasurementService" andr
="'com.google.android.gms.measurement.AppMeasurementJobService" a

="androidx.work.impl.background.systemalarm.SystemAlarmService"

="androidx.work.impl.background.systemjob.SystemJobService" andr
="androidx.work.impl. foreground.SystemForegroundService" android
="androidx.room.MultiInstancelnvalidationService" android:export
="*com.google.android.datatransport. runtime.backends.TransportBac
=""com.google.android.datatransport. runtime.scheduling. jobschedul

S¢anner+ _ ¥ . Process'+ 1 ScanServicéFalxService * _ sefvicess

X« 4"

Normally, all components of an application run in the default process created for the application.

WX 8

If the name assigned to this attribute begins with a colon (:), a new process, private to the applicatiop, is

created when it's needed and the serviems in that process.

wx8
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fragments. _ _- activitys

fragmentss « . _1 X -~ 4% « v I ¥e8/navigation/nav_graph.xm| * x « s

X a X 7IXX Y X o

1
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version="1.0" encoding="utf-8"
android: id="@+id/nav_graph" app:startDestination="@+id/onboardingFragment"

android: label="fragment_onboarding" android:nami om.antivirus.onboarding.OnboardingFragment" android:id="@+id/onboar
android:name="source" android:defaultValue="@null" app:argType="string" app:nullable="true"

android: label="fragment_overlay_is_premium_installed" android:name="com.antivirus.dashboard.0OverlayIsPremiumInstalledF
android: label="fragment_dashboard" android:name="com.antivirus.dashboard.DashboardFragment" android:id="@+id/dashboard

android: label="fragment_dashboard" android:name:
android:name="source" android:defaultValue="@

android: 1d/action7dashbnardFragmentitofsettingsFragment'fapp:destinatio
android: id="@+id/action_dashboardFragment_to_overlayUpsellFragment" app:destination=

android: id/action_dashboardFragment_to_overlaylUpgradeFragment" app:destinatio
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|

OverlaylsPremium
InstalledFragment

l

completeProtection |
OwerlayFragment

TryPremium

[ OverlayUpsellFragment

Y‘I W ‘||-|_'| 'I\.”x|- ‘I\w9(: \-15” ~ x|5'| ”..\.S ” XYX.“qu x
Start
Fragment
‘ OnboardingFragment ‘
‘ DashboardFragment |
) ¥ o ¥ o ¥ . i}
. OverlayUpgrade
‘ SettingsFragment Fragment ThreatsFragment
F ‘f y
‘ AboutFragment ‘
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Welcome to
Antivirus Free

What's included:

E , Automatic protection against any
dangerous app

* Powerful, fast and lightweight mobile
security

Award-winning protection technology

U I agree with the Terms of use

Privacy Policy will apply

AN

e
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Let's run a scan to check if your
device is clean

Add more protection

VPN on any device, from
mobile to desktop

Start using VPN

Share free protection with

‘Bﬂ friends
g

Share Antivirus Free

_ Protect your online activity
oy & 7 against phishing, fraud and
= = dangerous pages

Try Securit

_!_<0OnboardingFragment . 1 1 :
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L S v ®e SIS, 44 1Y . tekeivers 1t < 8 *yss

v o ~

Y A4 17 %xxg% X, 4 1 x DOxIx _{suy Oreceivers

17 0 XA w0 1SE ST o ATy ¥ seld  dJdiHx 1 x- ScanReceiver |

DS AR

~

(MEDIA_ MOUNTEDR 1 _ I 4ud "¢ 1 4 1 x % H# & BdCardBroadcastReceivery
MEDIA_EJECMEDIA_REMOVED L + 1 » 4 X 4x14 x - "x: s

@

20 K A w4 sl Y~ 1 XAVScanReceiver

Tl o X0 0 d 1 IsxqTise A e B30 4Y ~ 1 xMyPackageReplacedReceiver|

BOX A 4 F e

xpoox 40 " i oA x | receivert L _packages 1 X 4~ _dqsssq ] issxpxs 1ox (7

S v " X ¥ 4

~

Y XAAKART 07 1%
antimalware™ * _ SdiCardBroadcastReceivef
antivirus.scanner 1 * _ SchnReceiver
antivirus.receivers 1 * _ AWScanReceiver{

.shared.receivers 1 * _ MyPackageReplacedReceivef

I R R B R T TRk B TAR B I A G e S

® 1 ~ Treceiverss ~ - ¥ 47" {ScdnReceiveEdCardBroadcastReceiver

- antimalwarex antivirus~ 4

Fodos ey X3

> A

<receiver android:name="com.

oo LT ST LN X s se 4SS 4 1 s | s]loxlx

>

© bk oxss_ X | f D ox 4 L] axgTss

>

ScanReceiver 1 x « 1

1”4 Xxx_amtivirus.scanner «~ v 1 " 4% _ ~StanReceiver L 1 17

N

YA _ oo kst b . @2l &Cxs 4 x4

a

.scanner.ScanReceiver" android

<intent-filter android:priority="2147483647">
<action android:name:"@ndroid.intent.action.BOOTﬁCOMPLETEQT/>

</intent-filter>

<intent-filter android:priority="2147483647">
<action android:name=“@ndroid.intent.action.MEDIA_MOUNTEDf)>
<data android:scheme="TiT&e"/>

</intent-filter>
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public class ScanReceiver extends BroadcastReceiver {

/* renamed from: a */
private static BroadcastReceiver _ScanReceiver = new ScanReceiver();

/% renamed from: a */

public static void registerCONNECTIVITY_CHANGE_and_PACKAGED_ADDED_receivers(Context context) {
IntentFilter intentFilter = new IntentFilter("android.net.conn.CONNECTIVITY_ CHANGE");
IntentFilter intentFilter2 = new IntentFilter("android.intent.action.PACKAGE_ADDED");
intentFilter2.addDataScheme("package");
context.registerReceiver(_ScanReceiver, intentFilter);
context.registerReceiver(_ScanReceiver, intentFilter2);

S T4 E s Xxx CF4LF X Xo 1, DnReceive 1 v Y X gL X k] % 44

Y sted " 1A~ _
public void onReceive(Context context, Intent intent) {
String action;
if (context == null || intent == null || (action = intent.getAction()) == null) {
return;
}

UtilsAndLogger.Log(null, "ScanSDK ScanReceiver onReceive with action = " + action);
char event_action = 65535;
switch (action.hashCode()) {
case -1514214344:
if (action.equals("android.intent.action.MEDIA_MOUNTED")) {
event_action = 0;
break;
}
break;
case -1172645946:
if (action.equals("android.net.conn.CONNECTIVITY_CHANGE")) {
event_action = 1;
break;
}
break;
case 798292259:
if (action.equals("android.intent.action.BOOT_COMPLETED")) {
event_action = 2;
break;

break;
case 1544582882:
if (action.equals("android.intent.action.PACKAGE_ADDED")) {
event_action = 3;
break;

break;
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switch (event_action) {
case 0:
if (Scanner.isInit() && Scanner.getInstance().ge
WorkManager.getInstance(context).beginWith(n
return;
H
return;
case 1:
if (Scanner.isInit() && ScannerUtils.networkIsNo
Scanner.getInstance().expensiveMobileDataAnd
return;
H
return;
case 2:
ScanSDK_settingsWrappers.initScanSDK_SettingsWra
return;
case 3:
if (intent.getData() != null && Scanner.isInit()
WorkManager.getInstance(context).beginWith(n
return;
H
return;
default:
return;
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switch (event_action) {
case 0:
if (Scanner.isInit && Scanner.getInstance().getON_MOUNT_STATUS_andEULA_3rd_party()) {
WorkManager.getInstance(context).beginWith

new OneTimeWorkRequest.Builder(ScanOnMountWorker.class).setExpedited(
Out0fQuotaPolicy.RUN_AS_NON_EXPEDITED_WORK_REQUEST).build());

return;

return;

X X . BX L s "EDLA A~ ¢
BOX 1% B4 w A A X ST ISHI _sLT x Xy

~ v

R s 1~ X1 Bcanner, v 1 « o® % X

410 x _x 14 OnéTimeWorkRequest & + HXx « s 1« 4. x{ ., X
e x A CX o4 X x WarkManagers ¢ X e A e x L X

~ v
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case 1:
if

ScannerUtils.networkIsNotMetered(context) &&
ScannerUtils.registerReceiverFor_BATTERY_CHANGED_isHighBattery(context)) {

1
J

(Scanner.isInit

o kA s o717 ox g@hnOnMountWorker 1 s

q S

A e S S LA X g

1 s . X X 4 1 s LoXoxX
T58 8 & © v4i
< Settings
7] storage Scan
Include fi na
[i] Sendreports (@)
Send for P
mp to Pr P
(1) Upload suspicious apps .
Upload suspicious app information tc
improve
& Theme >
fau
@ Ccontactus >
[E] About Antivirus Free >
(Z] Termsof use >
(Z] Privacy Policy >
(Z] Third party license terms >

&&

Scanner.getInstance

return;

return;

Y XbXos XX ]s”

LX X s

.expensiveMobileDataAndBatteryTask();

X + X

@ xsosoox X3 D Scanner, + 1« X448, &

LAX 105 % 4 4% . sadl OMétered]

r”

¥ X

v~

vost A s XA fE L ¥

rpedered networkl : - | ¥ x 4 L ¥
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if (intExtra <= (intExtra2 x 50) / 100) {
return false;

¥
return

., X .§

case 2:

true;

A7 1 s 40 Xpd AT A = ] ] T o

Yoot ~ X X x ., T8 sT [ 1]s o A1l x s, X

ScanSDK_settingsWrappers.initScanSDK_SettingsWrappers(context).setLAST_BOOT_TIMESTAMP(

TimeZonesManager.getCurrentTimeMillis());
return;

Y-, - L XK ST
. XX 4] X S L L
- S X .« . ‘X"',tL
’” 'I J S ~ L | s X
s L1 % X s X

case 3:

if (intent.getData != null & Scanner.isInit &&
Scanner.getInstance().getON_INSTALL_STATUS_and_EULA_3rd_party
WorkManager.getInstance(context
.beginWith(new OneTimeWorkRequest
.Builder(ScanOnInstallWorker.class)
.setExpedited(Out0fQuotaPolicy.RUN_AS_NON_EXPEDITED_WORK_REQUEST)

.setInputDatal
new Data.Builder().putString(
"packageName", intent.getData().toString().substring(8))
.putBoolean("android. intent.extra.REPLACING",
intent.getBooleanExtra("android. intent.extra.REPLACING",

return;

) 3
s

return;

¢

AP0 YhyLyadd £ 122 NG SN LTS

) .build()).build());

" d e fOFLYhyLyatd f Tr22INJXSNG - X 4 s
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x
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X
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ScanOnlnstallWorket x - A

Y OF yhyLy&ddit:2"2 NJ §NJ

5 ScanOnInstallWorker extends CoroutineWorker {
Context _context;

String classSimpleName;

Map<String, Long> packagesNamesToTime;

> ScanOnInstallService implements ScannerServicelnterface {

boolean isReplacing;

a

¢ ScanOnInstallService(boolean z5
this.isReplacing = z5;

@Override
void reportProgress(int i3, String str, int il@
ScanOnInstallWorker.this.sendBroadcastWithProgress(i3, str, i10);

@Override
void reportResult(ArrayList<ScanResultEntry> arraylList

Intrinsics.checkParameterIsNotNull(arrayList, "resultScan");
ScanOnInstallWorker.this.sendBroadcastWithResult(arraylList,

pu

.isReplacing);

L 1% x ¥4 . kKScanOnlinstallService . < _ {cfass- ' Y{xQF yhy Ly a&it %2 2N] SN
S Il < s s

~
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120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142

11 G {odoWorks 1 <« K{sGl Y hy LYy &0l NJIS.NJ 7 x
Yecoroutine* 1 ~» « Hx &8 4 ., x 1< =+ $Qoroutines

esult> dvar) {

UtilsAndLogger.Log(this.classSimpleName, "doWork started");
5tring packageName = getInputData().getString("packageName");
if (packageName == null) { ]
ListenableWorker.Result failure = ListenableWorker.Result.failure();
Intrinsics.checkNotNullExpressionValue(failure, "failure()");
return failure;

Scanner, initNonV2ScannerWithNulls(this._context);
Scanner scanner = Scanner.getInstance();

"if (scanner.getON_INSTALL_STATUS_and_EULA_3rd_party()] {

synchronized (this.packagesNamesAndElapsedTime) {
this. packagesNamesAndElapsedTime. put (packageName, Converter.getLongObject(SystemClock.elapsedRealtime()))

scanner, scanPackage (packageName, new  ScanOnInstallService(getInputData().getBoolean("android.intent.extra.
ListenableWorker.Result success = ListenableWorker.Result.success();
Intrinsics.checkNotNullExpressionvalue(success, "{\n synchroniz..esult.success()\n P
return success;

+

ListenableWorker.Result failure2 = ListenableWorker.Result.failure();
Intrinsics.checkNotNullExpressionValue(failure2, "{\n Result.failure()\n I H
return failure2;

® x s L. Packages v _- «+ 1 « tclss™+ v ¥ %4 . 450t T A*SOM H-MIH ‘HX .~ X X

falure~ 1 -9 3 4 .packages r _* L * X" T+ pS8 - (BX YT SUMH-M@HTX . X X

V2 scanner _stanners. _+ 4 ¥4x" d | dsdanner- 4 . 1 v "X OMH-MH X ~ X _ X

s AP H XX ES . v X ¥ "xd de@acy Scanner, FALX

private void setScannerType() {
long millis;

boolean z5;

if (usev2Scanner) {

UtilsAndLoager.Loa("INS", "V2 scanner forced at initialization"):

if (!this.f6409g) {
UtilsAndLogger.logStr(this.logger, "set FALX scanner");
NimbusCloudFunctions.setScanner_to_use(this.context, 1);

} else {

UtilsAndLogger.logStr(this.logger, '"reverting to legacy scanner");
NimbusCloudFunctions.setScanner_to_use(this.context, 0);

!

ofinstall: * « 4 ¥ A LT Hx 410.98 [~ 4~ ¢ 7 O1JBsOmo-moyx o XX

~ ~ v ~ v ~ ~

haéshmapt 1 1 1 ” ‘packages + _- ~ MIOSH~ 0r_4 | 17ZPA_{ %

TLL XX v xS 4L X AxX L F x x {4 IX "S5 4 s x| s

N

¥ 48187 ¢

synchronized (this.packagesNamesAndElapsedTime) A
if (this.packagesNamesAndElapsedTime.containsKey(scanResultEntry2._package) &&

long elapsedRealtime = SystemClock.elapsedRealtime() - remove.longValue();
StringBuilder sb2 = new StringBuilder();

sb2.append(elapsedRealtime);

intent.putExtra("DURATION", sb2.toString());

XB oA, BOF YL IALRIE Tl
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sdrcess

ook, or L oesixesx s {1 s s x Y H failure~ 4 - 18 1 X OM opn mx . XX

~

@11

¥ « 1 _notification: ~ + X H% L Is_*x o ¥ * |

public Object startForgroundNotification(CoRoutinesRelated.d<? super startForground> dvar) {
return new startForground(9999, ScannerUtils.getPermanentForegroundNotification(this._context).build());
+

ScanOnMountWorked x - 4 ”

Ycanner 1 1 1 d@Workd x = %{s., « { x s {s3¥s ¥

UtilsAndLogger. Log(this._simpleName, "doWork started");
Scanner.initNonV2Scanner(this._context);
this._scanner = Scanner.getInstance();

ScanSDK_settingsWrappers initScanSDK_SettingsWrappers = ScanSDK_settingsWrappers.initScanSDK_SettingsWrappers(this._context);

IV, 41U X " %4 {MOUNtSs X 1 Xin X "a 4w 0 p 8 B4l x X

'~ ~ o~ ~

Scanner scanner = this._scanner;
boolean canScanStorage = false;

if (scanner != null && scanner.getON_MOUNT_STATUS_andEULA_3rd_party()) {
canScanStorage = true;
}

¥ dd THp I8k { X

if (canScanStorage) {

if (!initScanSDK_SettingsWrappers.getSCAN_AT_BOOT_STATUS() && last_boot_timestamp >
result = ListenableWorker.Result.failure();
Intrinsics.checkNotNullExpressionValue(result, “failure()");

} else {
this._elapsedRealtime = SystemClock.elapsedRealtime();
ScanOnMountService bScanOnMountService = new ScanOnMountService();
this._onMountScanService = bScanOnMountService;
Scanner scanner2 = this._scanner;
if (scanner2 != null) {

scanner2.scan(bScanOnMountService); )

17 4 A4

x X, HA1E, T 054 x X d 1% mauntss ~ X - ScanOnMountWorker «+ ¥ 7 7%« 7

BoctCOmpeled { Ol }/h Y L ya U et xf1d 2XN~1‘|~S-|N§
” X, 4 & L, L X

A v (O A v o~
onnectivty Changed Upluad data to X n .
server (OB IR BN
Start package
ScanReceiver Package Added > scan

rd X sy 4% Wotkerss 1 7 2 x ox X

Start mounts
scan
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S o 1Z”xv1 ‘*“iHLX*EA‘tXi xlva&<i R \s§lv >Zst,, L X o e - F 3L ok sx

@ - % |} ..xx_sSdCardBroadcastReceiver~ X «1*"% | 3@anner

SdCardBroadcastReceiverx = 4 ”

SdCardBroadcastReceiver xs” x « 1 : % |« x4 17 % X, peceivers

public class SdCardBroadcastReceiver extends BroadcastReceiver {

/* renamed from: a */
private static String _lastPath;

/* renamed from: b */
private static String _lastAction;

/* renamed from: a */

private boolean isEmptyEvent(Intent intent) {
if (intent == null || intent.getData() == null || intent.getData().getPath() == null) {

return true;

return false;

/* renamed from: b */
private boolean isRepeatedEvent(Intent intent) {
if (_lastPath == null || _lastAction == null || intent.getData() == null || !_lastPath.equals(intent.getData().getPath())

return false;

return true;

A T giph A G g d BVt ER {19

YX -I 7 T:,:X>'|
X 1 4v L, TA89YLIeP @Sy

DA 4 I X L intert-S ko
5 « | x-i{sRepeatedEvent 1

¢

© X« sl x (Isqs 1 T ] xsI % 1" Xintert-S +

~

onReceivel x - 4 7

YnReceive s « L T, Xxs{*Xx s4s. (7 X s 7 |

public void onReceive(Context context, Intent intent) {
if (!isEmptyEvent(intent) && !isRepeatedEvent(intent)) {

String path = intent.getData().getPath();
if ("android.intent.action.MEDIA_MOUNTED".equals(intent.getAction()})) {

FileSystemObservationManager.startObserving(path);

}
if ("android.intent.action.MEDIA_EJECT".equals(intent.getAction())} {
FileSystemObservationManager.stopObserving(path);

_lastAction = intent.getAction();
_lastPath = path;

P X T F sy IR X K LT % T 4 L L Xftentss w1 X s 11k F

S I I S IR L ENU JPALE LR IR S IO I S I
P L X DAL X X 4 X D o] intent-s 4 X paths © v L3 4TS T~
*4 00 94y 181 ‘FileSystemObservationManager_ ™ « 4 41 xx d.5x X 4 3 % |
®x .5, K4 Y | sxo.sq gstartObserving. * ~ © s
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s-|‘“"+<l)_p|(£:\s~x\A-|s D X « 15 x ., s 3’$§’<“Z§i<,, 1 s, 4+ s

QX il x o ms, sy X ] xX¥.sd wosx | X iisRepeatedEvent

~ ~

stopObservingl x = {7

S ow FA XX AN T AL, s ss T LT T, ik 4 X TS sy

s X g
public static void stopObserving(String path) {
FileObserverManager bFileObserverManager = _FileObserverManager;
if (bFileObserverManager !'= null) {
bFileObserverManager.stopObserving(path};
H

YileObserverManager _ 3 « 1 1 XstopObserving 4 « « " &« %X 3 7 «

public void stopObserving(String path) {

FileObserver fileObserver = this.pathToObserverMap.get(path);

if (fileObserver != null) {

fileObserver.stopWatching();

}

this.pathToObserverMap. remove(path);
}

pathToObserverMap _ *Hashmap  FileObserven _ X 4 « X ¢ I 1"« 4 X% Xs0] x 0 X

xdp Qbserver. v 1 « Xk X AT HX L4 ]

KFileObserver s _
®ileObserver xss s .« w X T7XX0 T Sy, X (LT XIS XL X 4 sl o]

YileObservet ~» ** | ™ « xp B4 7 x x|

A

a2yAl2NBR TFAfSa X8 G2 FANSDB changed BydeRy/ piocessToii dldledice f S a
(including this one). FileObserver is an abstract class; subclasses must implement the| event
handleronEvent(int, java.lang.String)

Each FileObserver instance can monitor multiple files or directories. If a directory is monitored, events will
be triggered for all files and subdirectories inside the monitored directory.

I AT BT I N SR O I DRTRNE U BN IR L S 5 IR BV B

~ v~ v~

B4 IS XD X Lo fohREvent 4 < < T X s XKD L os 3 X .4y

A A oA> ~ ~ v v v o ~
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Y oxosT X Sl ) X3t 1Sl 4y x ]

~

s 4.7 x s -« XileQbserver 14454 * x + stopQGbsewing® H « « 7.X1 Sy

FileObservep * * x 1t ] $x 458 4+ {7s]. 1-dai1 "~  x%$1 X stopWatching
M X .« sqdsx” {Flows: «+ 1 % _ x@athToObserverMap

SdCardBroadcastReceiver FileSystemObservationManager FileObserverManager FileObserver( )

onReceive —stopObserving» stopObserving —stopObserving—»  stopObserving —5f°PW3t5h1"94>[ stopWatching

| —

startObservingl x - A

FooX s gs o x I s e« .1 1 = X 8 ¥ ostartObserving: < 1 5 T x X7
topObserving
SdCardBroadcastReceiver FileSystemObservationManager FileObserverManager

sta rtObserving¥» startObserving sta rtObserving—b{ startObserving

VA4 X4l % 4 5™ x ,slaf, o X

public void startObserving(String path) {
for (String pathToObserve : this.pathToObserverMap.keySet()) {
if (pathToObserve.startsWith(path)) {
stopObserving(pathToObserve);
¥
}

try {

_startObservingPath(path);
} catch (Exception ex) {

UtilsAndLogger.Log(logTag, Arrays.toString(ex.getStackTrace()));
}

® {11y FileObserves = 1¥ 4« s X T HX ¥ GKC2hoadSNDPSNRI LI

private ConcurrentHashMap<String, FileObserver> pathToObserverMap = new ConcurrentHashMap<>();

LS~ AdX2 1@ 4. 1x 1 X9: "4s. A4S Rashmaps L _° X 1 : _sl » o x o |
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[files/user/apps

R T B ok BTN PP BN
[files/user

X k. e A% x> fHes/user/apps: ~~ 1, B u ffiles/user: « 4 px 7

<

XX X 81 4.Xxx g %S 44 @ Jfiles/user/apps/filel, * X~ s¥ ¥4 m s 4 1 x X L.
P x . q-

XA DX e d X HL p d RB] D7s ] o Lsipixd 4 X ] 8T s TEP L X

AR R AT X X fasy] x

S S BT L IENYTR N 20 S IIE S (IR S S I

®1x

¥ 4714 9% L7 L X (startObservingPath 1 « « 7 % 4 17 1,
private void _startObservingPath(String path) {

CustomFileSystemObserver customFileSystemObserver = new CustomFileSystemObserver(path, path);
customFileSystemObserver.startWatching();

this.pathToObserverMap.put(path, customFileSystemObserver);

U

}

x "o 1* 47 hashmaps | {4 xx 2x { Paths . Observer . .sx{{. " x s

>

® " ., Observers = {18 s €

F1, X e d s T

K X a0 p 1% -2 X K | XX Sf1]" s « Xss

s L]

~L s X "XA"L" X XA ”Jx

cls ¥ xdsss. L 11 T 1 WustomFileSystemObservers ” x: « @ss| « s x s

d . Isvw L 1- ASXG L T S XX, T T

public class CustomFileSystemObserver extends RecursiveDirectoryObserver {

FiL <+, 40hEvents 1 « « 7 x s s ] {FileObserver - _ ~» x4+ 1 1 Jx 7|

FoLoXSy .o X Ossqy o P ¥ s« CustomFileSystemObserv@r i x ™ {s " § {1 X

A

¥ X . X o5 0]

~ v v v

~

v

~

public void onEvent(int i3, String str) {
if (str != null) {
File file = new File(this.parentObservedDirectory, str);
RecursiveDirectoryObserver.this.handleEvent (i3, file.getAbsolutePath(), file);
}
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C XL ALZAOY o X o A seS D A, kST X onEvent, k4.1 . S

d. 1xs 'L‘S:'I 1 f 4+ 44xss ¢ x - @ Lo, A ’é><~5-| RN

Parameters

event int: The type of event which happened

path String: The path, relative to the main monitored file or directory, of the file or directory
which triggered the event. This value can be null for certain events, such as MOVE _
SELF.

X0 A X 4 X 8 4w« "X LS 1e S 5 _ssfonEvent + X oXXT,S

P X X A A AL A Fox O% ) P9 4s {14450 HandleEvent 4 « < " x| L

>

YandleEvent «~ 1 * "

public void handleEvent(int i3, String str, File file) {
boolean z5;
super.onEvent(i3, str);
if ((i3 & 256) != @) {

z5 = true;
} else {
z5 = false;

}
FileObserverManager.this.processFileSystemEventAndPassToListerners(i3, z5, this.path, str, file);

b S ol X F® X X S 4 A 00X ST X L X {XIUSE Ly xIsel | X o fsx | S ]
CxXppt@eLd v d e X T X $SEd e L X4 . XISy o 44, J.s s
IR N

¢ProcessFileSystemEventAndPassToListernerss 1 « 14 ~ 1751, 1+ 1

processFileSystemEventAndPassToListerriers - 1

bitwiseand- « X 3 4 T x Xs, @& RS xT TS ] XL w8 {0 XTOx

XP T, QAMY « $FS D X4 %d Y MmnToT Nl My Higvent types

Lo Xl =X L, Osx{]. WX S{ANDS -« . B 1§ x

a

if ((1073741824 & currentEventType) !'= 0) {
return;
}
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a

private final HashMap<String, Integer> pathToObservedEventTypesMap = new HashMap<>();

A T X WU AT R X (s o x

a >
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XowoxipxbgsXoqo 48 o Aol kAN A s "0 4 {1 wpon N noR ppen | s

@& X8 XX TR X X x| s X
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g " s DSy " os{ x T I N D G OE S 1< NN I SR B S B

> ~
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a > ~ A

Yio _-tnapX e A @ 4L SxR e 4 T oAsflxq X

Integer observedEventTypes = this.pathToObservedEventTypesMap.get(path);

if (observedEventTypes != null) {
previousEventTypes = observedEventTypes.intValue();

} else {
previousEventTypes = @;
}
L‘|~=SX JAI\ x fvj,,v'l oL

FAdAdhes o XX A0 8 X SX L A X R, C o X
x4 X

~

this.pathToObservedEventTypesMap.put(path, Integer.valueOf(currentEventType | previousEventTypes));
if ((currentEventType & 3) !'= 0 && (previousEventTypes & currentEventType) != @) {

return;

}
if (currentEventType == 8 || currentEventType == 16) { // in case of CLOSE_WRITE and CLOSE_NOWRITE

this.pathToObservedEventTypesMap. remove(path);
}
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int convertedEventType = AVFileSystemEvent.convertEventType(currentEventType);

N I I T N I I

" Endroide 4 AR sxs o
s voTsh 4 x & x4 s 4 x dnduzn-ud

> ~

X & X WISk XGeHALE Il or 1 x .4 s
_~Sqss v{é: X ’kl x.|~‘y-u-|x~2 <L I) x 81 4 X))
public static int convertEventType(int android_filesystem_event_type) {
if (android_filesystem_event_type != 2) {
if (android_filesystem_event_type != 4) {
if (android_filesystem_event_type != 8) {
if (android_filesystem_event_type !'= 16) {
if (android_filesystem_event_type != 32) {
if (android_filesystem_event_type != 64) {
if (android_filesystem_event_type != 128) {
if (android_filesystem_event_type != 256) {
if (android_filesystem_event_type != 512) {
return android_filesystem_event_type '= 2048 7 -1

@wade 1L %

1 300;

}

return 900;

ieturn 100;
return 500;
ieturn 400;
return 800;
return 600;
) return 700;

return 0;

return 200;

skl { SWSYia¢aLISACRhOASNIS X Hw A S0 X0 X7 L T4y

~ o~

P *d IR T NN 7ox .S

if (this.eventsTypesToObserve.contains(Integer.valueOf(convertedEventType)) & convertedEventType != -1) {

X b L2 O 1 H | P sxIok &

I < o L

K v D% 40 K r 4 v 47 x o SISy G ace LISa"c2h%0 3ISNBFS . 7
¢~v S)(l i(”:\-x LL\-~

exosy L, fsx s X W D X xS e sl X, oX X, Yy xS sy s X

Yoo X" 4d < " 40N S x

String name = file.getName();
if (name.startswith(".")) {

name = name.substring(1);

isHidden = true;
} else {

isHidden = false;
}
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Yedtensio), * *i« 5 x4 8 XU 1+

int lastIndexOf = name.lastIndexOf(".");

if (lastIndex0f == -1) {
extension = "";
} else {
extension = name.substring(lastIndex0f).toLowerCase();
}
s L, %47 _"xs Y extensionsToObserved _ * ~ _ : ¥ . extensions r « & I * 7 x

Y 44 Xss | oxopo«

boolean isExtensionToObserved = this.extensionsToObserved.contains(extension);
if (!isExtensionToObserved) {

extension2 = "";
} else {
extension2 = extension;
1
if (!isExtensionToObserved) {

return;
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N

2 X' A4 X L xRS ] 4 % 1 AVFileSystemEvent X 1 o 4 A8 Xk X
S T X L ASS T O X D ES D X ] L X XX s s
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FileSystemObservationManager.sendFileSystemEventToListener

new AVFileSystemEvent(path, extension2, convertedEventType, isHidden, externalStoragePath));

Listeners. s L 1
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Observerl

onReceive

!

Observer2

onReceive

]

Observer3

XX des Pl e A e s LT D xR X X O F X

®ileSystemListener » & « { HP¥IX X, 4«

Yoxxshof o x P oo Tk 0 6] 4 o 1 e 1] S ks 6
LD v xisd | 4 ¥ X 44N vYdm oL
@ hoxisx {4 dN Y@L

Px..dx X448 chxg 4] W

IR e I SR SR L 7 NN

Event:
OPEN on fsdcardfpic.png\) ) Listener1
Event: B P .
MODIFY on — vent Fracessing Listener2
itylcacert: iciousCert.pem

Listenerd

Event:

. DELETE on /data/system/gesture ke

LA

-]

-L events -

SEox A 0T x 44 3 x> e 4 - File Observers 4 i dr 4L Xk d X0 4

~

O * xiosx 4x xfxys x4 s ¥4+ ‘listeners » - XX [ 1+ PO DD

sendFileSystemEventToListenerx - 4 "
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void sendFileSystemEventToListener(AVFil vent fileSystemEvent) {
String extension = fileSystemEvent.getExtensio
int eventType = fileSystemEvent.getEventType();
b an isHidden = fileSystemEvent.isHidden();
if (extension == 1 ) {

return;

ReentrantReadWriteLock reentrantReadWritelLock = RWlock;
reentrantReadWriteLock.readLock().lock();

emListenerInterface> listeners = listenersForExtensionMap.get(extension);
&& listeners.size()
stenerInterface> it = listeners.iterator();

e erInterface next = it.next();
f (isListenerSetForEventType(eventType, next, isHidden)) {
next.receiveSystemEvent(fileSystemEvent);

}

return;

UtilsAndLogger.Log(logTag, String.format(" There are no listeners for %s nsion", extension));
reentrantReadWritelLock. readLock().unlock();

r fin {

RWlock. readLock().unlock();

Lor 1 - MMM HOY L ] T L XX 4 wxs {7 4] oL _KOgM X 0% XS T X

vA

@ 1 ] xxX.sd extension. s _ {1 -« ‘isteperss - _ 1 _ -

S T sTEREX {41 | xX 5 veventtyper r 1+ 1 X s< | 7 |istener. | 1L

»

x4 Fex s4H 1 listeners o _receiveSystemEvent

K X o4 s ¥ox s34«

void receiveSystemEvent (AVFileSystemEvent fileSystemEvent) {
Context context;
String str = simpleName;
UtilsAndLogger.Log(str, "Received system event: " + fileSystemEvent);
if (!Scanner.getInstance().agreedLicensesAnd_ON_DOWNLOAD_STATUS | |

fileSystemEvent == null ||
fileSystemEvent.getPath() == null)

return;

S X e b T XIS i W R X@ X s X L fd s v x| TN X s x

Gx o XXX T x4 8 e 4~ Iscarner

~

Y X T I8 g N x sxas]ho X s DN ge X 82X D s X, e b T AXT

x " Ix"s s @canOnDownloadManager . 1 « 4 4 X ¥ 4+ X T X X s
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String path = fileSystemEvent.getPath();

Intrinsics.checkNotNullExpressionValue(path, "systemEvent.path");
lisPending(path) &&

ScanOnDownloadManager.getMonitoredEventTypes().contains
Integer.valueOf(fileSystemEvent.getEventType())) &&
context = ._context.get()) !=

String path2 = fileSystemEvent.getPath();
Intrinsics.checkNotNullExpressionValue(path2, "systemEvent.path");

rScanOnDownloadManager.startNewOnDownloadScan(context, path2,)
OperationTypeEnum.ADD_ELEMENT, , 8, g J

40 s A4 1:80FNIDbSohy523dyEZEREON X { psxd {4 *
P x . d-~s

1 A 447X XA

« X T 1 @ " {S#CGardBroadcastReceiverx " 1 12 "I L 4+ L S x . 3¢ §
mounth _ ! 184 ¥4 44 sXwp 4. 1bbserversr 1~ “o¢ % H41% 1 04 " x « {11
@ X B X I X Uxd, ST X0 X Isspox X L, {%. L« debint
MODIF¥ { / /| 9f{ § T AH ¥ _ %A1 d . x _

s 4, -t x 4384 rdd s distenerx v X A I IX O HS TALL T 0
Fdo X JEKtenSioss 1 01 ) 4 oy X o 4 o X R A X st 1+ X Hsistener
®4 14X,

x "y .ss -ScanOnDownloadManager- . 1SdCardBroadcastReceiver- * & 7 1 s { ¢
DX wL T AT xx{im™s T ox o x & 1A XX %X, xTsy & | xx{X% " §$ s ¢

~

sqi x VZ :VSL ~ZSXL1 "ZxxH'|-|Z~+<,i,x "3( X g X <3 "y Ul xs

v o~ v v~

1Y ¥ v+ {1« 1 ¢ JextensionsToObservedeventsTypesToObserve _ {1 | ~Xx " {02~ 1
X i d X T Fox @ F LA 98 X Tl XTI T exs, X T X s, us
® 1~ lpysk{r ¥ _ Listerers

F Y 4 - drle¥e X crBedlia mountgr 1~ X 4 X YObservers 1 ~ AXI7¥] %I {TSX, ]
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SdCardBroadcastReceiver FileSystemObservationManager FileObserverManager FileObserver( )
—_—

onReceive —stopObserving—» stopObserving ——stopObserving—» stopObserving |»5t°PwatChi“9—> stopWatching
1 _ _ -x_ " 1-"SdCardBroadcastReceiverMEDIA_MOUNTED * | X (1%« ¢ _ 21,

Observers 1 A I »s_ 1 1T @] 4044

DAos XX % o e X ATX] A K

Y 4 X4sliq - NZZ\x LT ke S X Y 8 TIUXXLSY XS < 1L s X % .

K 4 rTH. M kX xx i {dn
N e L S T -

K 11> 10bserverd H ~» It v xs @
K 1 _ listénersx L <

L

X

x I xs , 49 ]

T® 4« dw _uXsT idedsy 5 4 Isiox v, X OS] XX oy 00X "4 1]

1 . sl onCreates - | x @VApplicationr _ activity~ 184 « « 10X +.5 <4 « 81 _ s

Y X 1.x

@Ooverride // android.app.Application

public void onCreate() {
List<ActivityManager.RunningAppProcessInfo> list;
super.onCreate();
k.o().a().a(new ApplicationLifecycleListener());
Application_instance = this;
UtilsAndLogger.v(false);
SharedUtils.showDebugToast(this, "! AV_FREE Application START !");

YhitScannep 4 « « 7 ¥ 4s s &, x {5 4,17 x

if (PrefAndStorageManager.getPrefsWrapper().getAgreedEula()) {
initScanner();

} else {
LicenseAndVersionUtils.getLicenseAndVersionUtils().handleTHIRD_PARTY_LICENSE_STATUS(false);

dalxx fegacy ~ *¥, x¢ 140 ¥s 4t " AL, 19 x
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Scanner.initScannér4 « « 7 xS {4 X 7 T, 48 * X

Wain_FileSystemListenérx 4 * 4\ {1 1 *startMonitoringr _ 3 41 « s 4 s , x . X

Lo_L X1 CledsL 817 % t EXos s x 7oL ‘va~x S 4 kKis e R R xs”\N,, "

~

disteners

Monitored event typesi x + {1 ¥

Y 17 A 447, 51 N 7 uktartMonitorings 4 < 7 x| X

Main_FileSystemListenerx 1 « {1 + X % ®& x 4 _{1s*

© «s 1+ 1 1 vinitDefaultObservers _ % 7 4 4.7 X 4 « »8" « w"AXc A 0 1%

®”  hd XX

® " 44 %< 4 r-¥"getMonitoredEventTypes _ 3 4 « « " K~ m X o 9 X
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