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Modern Mobile Anti-Virus Deep Dive 

˸˞ˬ ˢ˧ˮ˟ 

 

ˢˬˡ˵ˢ 

 ˨˧˶˴ ˡ˧˞ˣ˶ˡˮ˞ ˶˧˷˩ˬ ˫˞ˢ˽ ˢ˪˞˷ˢ ˪˷ ˪ˠˣˠ˟ ˶˴˵ ˷ˣ˲˧˥˧˦ˮ˞-˯ˣ˶˧ˣ ˽? ˸˵ˣ˪˥ˬ˟ ˧ˣˮ˷ ˞˷ˣˮˢ˷ ˢ˪ˠˬ

.ˢˤ˰ 

ˡ˴ˬ ˡ˥˞ Σ˸ˣ˶˟˥ s˧˦ˮ˞-˯ˣ˶˧ˣ ˸ˣˮ˰ˣ˦ ˱˵ˣ˸˟ ˧˦ˮ˞˷π˯ˣ˶˧ˣ ˪˧˧˟ˣˬ˪ ˞ˣˢ ˟ˣ˷˥ ˡ˰ ˧˥˶˩ˢΥ 

 

 

ϐESETώ 

 

ˡ˴ˬ ˧ˮ˷ Σ˫ˮ˷˧ ˞˪ ˦˰ˬ ˫˧˶ˠˣ˪˟ ˫˧˧ˠˣ˪ˣˮ˩˦ ˧˥ˬˣˬˣ ˢ˥˦˟˞ ˫˧˰˟ˣ˵˷ ˸ˣ˴˶˥ˮ ˷˧˦ˮ˞-˯ˣ˶˧ˣ ˞ˣˢ ˶˸ˣ˧ˬ ˞˪ˣ 

˪˧˰˧ ˢ˶˵ˬ˟ ˟ˣ˦ˢΥ 

 

]˨ˣ˸ˬ: developers-xda[ 

ˣ˞ ˱˞ ˵˧ˤˬΥ 

 

 Υ ϐfuninformatique.comώ 

https://www.eset.com/uk/about/newsroom/blog/do-i-need-antivirus-for-android/
https://www.xda-developers.com/android-antivirus-app/
https://www.funinformatique.com/en/android-antivirus/
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ϐ :˨ˣ˸ˬpcmobitech.com[ 

˫˧ˮ˧ˤˠˬ ˫˧˧ˠˣ˪ˣˮ˩˦ ˫˧ˮˣ˷ ˫˧˦˵ˣˮ ˸ˣˡˬ˰˟ ˸ˣˮˣˣˠˬ Φ˫ˮ˷˧ ˣ˪˞˩ ˫˧ˮ˰ˣ˦˷ ˶˟ˡˢ˷ ˧˥˶˩ˢ x˞ ˷˶ˡˮΥ 

 

ϐ˨ˣ˸ˬ: Samsung Insightsώ 

 

 

 Υ ϐtechadvisor.comώ 

ˣ˪˞˩ ˫˧ˮ˰ˣ˦˷ ˟ˣ˶˷ ˫˧˷ˬ˸˷ˬˢ ˫˧˪ˣ˩˧ ˵˲˸˯ˢ˪ ˢˮˠˢ˟ ˸˵˲˯ˬ˷ ˪ˠˣˠΥ 

 
 Υ ϐhowtogeek.comώ 

ˣ˪˞˩ˣ ˫˧ˮ˰ˣ˦˷ ˷˧˦ˮ˞-˯ˣ˶˧ˣ ˡ˧˞ˣ˶ˡˮ˞˪ ˞ˣˢ ˶˸ˣ˧ˬ ˭˧˦ˣ˪˥˪Υ 

 

ϐ˨ˣ˸ˬ: extremetech.comώ 

  

https://www.pcmobitech.com/do-you-really-need-a-antivirus-for-android/
https://insights.samsung.com/2021/04/12/do-i-need-antivirus-software-on-my-smartphone-3/
https://www.techadvisor.com/article/730642/do-i-really-need-android-antivirus.html
https://www.howtogeek.com/793462/does-your-android-phone-need-an-antivirus-app/
https://www.extremetech.com/internet/104827-android-antivirus-apps-are-useless-heres-what-to-do-instead
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ˣ˪˞ ˡ˰˟˷ ˸ˮ˵˸ˢ ˧˦ˮ˞-˯ˣ˶˧ˣ ˫˧ˮ˰ˣ˦ ˶˧˷˩ˬ˷ ˭ˣ˲˪˦ ˡ˧˧ˮ ˞ˣˢ ˣ˯˧˯˟˟ ˟˷˥ˬ-˫˧ˬˣ˧˞ˢˣ ˣ˧˪˰ ˞˪ ˫˧ˮˣ˷ 

˸˧˸ˣ˰ˬ˷ˬ ˫˧ˬˣ˧˞ˢˬ ˪˰ PC Σ˪˰ˣ ˭˩ ˫ˠ ˞ˣˢ ˨˧˶˴ ˧˦ˮ˞-˯ˣ˶˧ˣΦ 

˱˯ˣˮ˟ Σˢˮˠˢˢ ˸˵˲˯ˬ˷ ˪ˠˣˠ ˨˶ˡ google play protect ˢˮˮ˧˞ ˸˵˲˯ˬ - ˫ˢˣ ˫˧ˠ˧˴ˬ ˫˧ˮˣ˸ˮ ˫˧˥˩ˣˬˢ 

˸ˣ˵˧ˡ˟˟˷ ˣ˩˶˰ˮ˷ ˪˰ ˧ˡ˧ ˫˧ˮˣ˩ˬ ˫˧˵ˡˣ˟˷ ˸ˣ˧˟˧˦˵˲˞ ˪˷ ˧˶˴ˣˬ ˢ˥˦˟˞ - ˪ˠˣˠ ˣˠ˧˴ˢ ˸ˣ˞˴ˣ˸ ˸ˣ˸ˣ˥ˮ 

ˢ˞ˣˣ˷ˢ˟ ˸ˣˮ˩ˣ˸˪ ˧˦ˮ˞-˯ˣ˶˧ˣ ˸ˣ˶˩ˣˬΥ 

 
 Υ ϐtrustedreviews.comώ 

 
 Υ ϐpcmag.comώ 

ˢ˷˧ˠˢ˷ ˫˧ˮ˰ˣ˦ ˫ˢ ,˱˯ˣˮ˟  ˸˧ˮˣˡˤ ˢ˧˴˵˧˪˲˞ ˢ˰˧˲ˣˬ ˫ˡˣ˵ .˸˧˟˧˦˵˞ˣ˶˲ ˞˪ˣ ˸˧˟˧˦˵˞˧˶ ˞˧ˢ ˪ˠˣˠ ˪˷

ˡ˟˰˧ˡ˟ ˢ˸ˣ˞ ˢ˶˧˯ˬ ˪ˠˣˠ ,˨ˣ˶˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˭ˬˤ ˵˶˲ ˱ˣ˪˥˟ ,˨˩ ˶˥˞ ˵˶ˣ ,˫˧˷ˬ˸˷ˬ˪ ˸˴˲ˣˬˣ ˸ˣˮ˥˟: 

 

ˡˣˠ˧ˮ˟ ˸ˣˮ˩ˣ˸˪ ˧˦ˮ˞-˯ˣ˶˧ˣ ˸ˣ˶ˣˬ˞˷ ˸ˣ˧ˢ˪ ˸ˣˮ˩ˡˣ˰ˬ ˶˸ˣ˧ ˪˧˩ˢ˪ˣ ˢˮˠˢ ˭ˬˤ˟ ˸ˬ˞ Σ˞˪ˣ ˡ˟˰˧ˡ˟Φ 

˫˧ˡˠˮ˸ˬˢ Σ˫˸ˬˣ˰˪ Σ˫˧ˮ˰ˣ˦ ˢ˶ˣ˦˵˦˧˩˶˞ˢ˷ ˪˷ ˡ˧˞ˣ˶ˡˮ˞ Σˢ˴˧˶ˬ˷ ˸ˣ˧˴˵˧˪˲˞ ˭˧˰ˬ˟ sandbox ˪ˡˣˬˣ 

˸ˣ˞˷˶ˢˢ ˢ˪˷ ˸˩˲ˣˢ ˢ˸ˣ˞ ˸˥˦˟ˣ˞ˬ˪ ˶˸ˣ˧ ˟˷˥ˬˬΦ ˱˯ˣˮ˟ Σ˭ˢ ˫˧ˮ˰ˣ˦ ˟˧˩˶˷ ˢˮˠˢˢ ˪˷ ˪ˠˣˠ Σgoogle 

play protect ˰˴˟ˬ ˶ˣ˸˧˞ ˭ˬˤ˟ ˸ˬ˞ - ˞˪ˣ ˵˶ ˢ˶˯ˢ ˡ˟˰˧ˡ˟ ˪˷ ˸ˣ˧˴˵˧˪˲˞ ˣ˪ˠ˸ˢ˷ ˸ˣ˧ˮˣˡˤ˩Φ 

˞˵ˣˣˡ ˸ˣ˧˴˵˧˪˲˞ ˢ˥˦˟˞ˢ ˪˧˧˟ˣˬ˪ ˭s ˣ˪˞ ˞˪˷ ˸ˣ˧˟˧˦˵˲˞ ˸ˣ˶ˬ˪˷ˣ ˸ˣˡ˥˲ˢˢ ˪˷ ˸ˣ˶˟˥ s˧˦ˮ˞-˯ˣ˶˧ˣπ 

ˢ˟˶ˢ˟ ˫˧˶˵ˬ ˫˧˶˴ˣˬˢ ˭ˢ˪˷ ˭s ˫˸˯ UI ˭˧˞˷ ˣ˧˶ˣ˥˞ˬ ˫ˣ˷ ˢˮˠˢ ˸˧˸˧ˬ˞Υ 

 
]˨ˣ˸ˬ extremetech.com[ 

https://www.trustedreviews.com/explainer/do-you-need-antivirus-for-android-4230326
https://www.pcmag.com/how-to/do-you-really-need-to-buy-antivirus-or-vpn-anymore
https://www.extremetech.com/mobile/287790-most-android-anti-malware-apps-dont-offer-any-protection
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˨˞ ˡˣˠ˧ˮ˟ ˢˮˠˢ˪ ˪˷ ˪ˠˣˠ Σ˧˶˴ˣˬ ˧˦ˮ˞-˯ˣ˶˧ˣ ˫˧˧˶˥˯ˬ ˫˧˦ˣˮ ˵˧˰ˢ˪ ˪˰ ˧˟˞˷ˬ ˶˧˷˩ˬˢ ˵˧˴ˢ˪ˣ 

˫˧˷ˬ˸˷ˬ˪ ˫˰ ˸ˣ˞˶˸ˢ x-pop-ups Φ˫˵˪˥ ˫ˠ ˸ˣ˵˧˴ˬ ˫˰ ˸ˣˬˣ˯˶˲ ˸ˣ˲˯ˣ˞ˣ ˰ˡ˧ˬ ˨˶ˣ˴˪ ˫ˣ˯˶˲ ˰ˠˣ˲˷ 

˸ˣ˧˦˶˲˟ ˫˧˷ˬ˸˷ˬˢΦ 

 

˸ˣ˶ˬ˪ ˸˵ˣ˪˥ˬˢ ˢˤ˰ˢ Σ˵ˣ˷ ˧˦ˮ˞ˢπ˫˧˯ˣ˶˧ˣ ˧˶˴ˣˬˣ ˢ˥˦˟˞ˢ ˪˧˧˟ˣˬ˪ ˠ˷ˠ˷ˬ ˫˰ ˸ˣ˞ˬ ˧ˮˣ˧˪˧ˬ ˸ˣˡ˶ˣˢΥ 

 

˵˪˥ ˸ˣ˧˴˵˧˪˲˞ˢˬ ˸ˣ˧ˬˮ˧˥ Σ˫˪ˣ˞ ˭˵˪˥ ˫ˣ˪˷˸˟ ˪ˣ˩˧˷ ˰˧ˠˢ˪ ˱˞ ˪-млл Ϸˢˮ˷˪ ύ˰˴ˣˬˬˢ ˞ˣˢ ˸ˣ˟˧˟˯˟ 

мр-ол ΦόϷ 
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˨˧˞ ˧˦ˮ˞-˯ˣ˶˧ˣ ˡ˟ˣ˰Κ 

˶ˬ˞ˬ˟ ˢˤ Σˢ˯ˮˮ ˶ˤ˲˪ ˵˪˥ ˪˲˶˰ˢˬ ˧˞ˬˣ ˸ˣ˞ˡˣˢ ˟˧˟˯ ˞˷ˣˮˢ ˪˷ ˧˶˴ˣˬ ˢ˥˦˟˞ ˡ˧˞ˣ˶ˡˮ˞˪Φ ˸˪˞˷ 

˶˵˥ˬˢ ˸˧ˤ˩˶ˬˢ ˧˪˷ ˞˧ˢ ˢˬ ˧˦ˮ˞-˯ˣ˶˧ˣ ˪˧˧˟ˣˬ˪ ˢ˷ˣ˰Φ Κ ˧˸˦˪˥ˢ ˸ˣˮ˰˪ ˪˰ ˢ˪˞˷ˢ ˸ˣ˰˴ˬ˞˟ ˶˵˥ˬ 

˧˦˦˯ ˧ˬ˞ˮ˧ˡˣ ˪˷ ˶˴ˣˬ ˧˦ˮ˞-˯ˣ˶˧ˣΦ 

˧˸˶˥˟ ˧˦ˮ˞-˯ˣ˶˧ˣ ˪˧˟ˣˬ Σ˪˷ ˸˶˟˥ ˢ˥˦˟˞ ˢ˰ˣˡ˧ ˸˥˸˲ˬ˷ ˧˶˴ˣˬ ˢ˥˦˟˞ ˭ˣˣˠˬ˪ ˟˥˶ ˪˷ ˸ˣˬ˶ˣ˲˦˪˲Φ 

˭ˣˣ˧˩ˬ ˸ˣ˶˦ˬ˷ ˶˵˥ˬˢ ˭s ˸ˣ˧ˡˣˬ˧˪ ˡ˟˪˟ Σ˧˸˦˪˥ˢ ˞˪˷ ˱ˣ˷˥˪ ˸˞ ˫˷ ˢ˶˟˥ˢ ˪˰ˣ ˴ ˭˩˧ˬˣ˪˧ ˨˯ˬˢ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˫˧˩ˣ˶˰ ˣ˶˯ˣˢˣ ˫ˢˬ ˫˧˦˶˲ ˫˧ˢˤˬ Φ 

˫˧˸˧˰˪ Σ˪˷ˬ˪ ˢ˶˵ˬ˟ ˪˷ ˫˧ˢˤˬ hardcoded ˡ˴ˬ˷ ˡ˥˞ ˫˧˟ˣ˷˥ ˢˮ˟ˢ˪ ˪˷ ˞˶ˣ˵ˢ ˨˞ ˡ˴ˬ ˧ˮ˷ ˫˧˲˷ˣ˥ 

˫˧˦˶˲ ˫˧ˢˤˬ - ˢ˰˴ˣ˟ ˢ˲˪˥ˢ ˫˧ˢˤˬ˪ ˧˪˰˟ ˸ˣ˰ˬ˷ˬ ˸˧˦ˮˬ˯ ˢˬˣˡ Φ 

˧˶˴ˣˬ ˡ˧˞ˣ˶ˡˮ˞ˢ ˪˷ ˢ˶˟˥ˢ ˢ˶˥˟ˮ˷ ˣ˞˶ˢ ˫˧˰ˣ˴˧˟ ˫˧ˬ˧˷˶ˬ ˸ˣ˥ˣˡ˟ ˪˷ ˫˧ˮˣˠ˶˞ ˫˧˰˴˟ˬ˷ ˸ˣ˵˧ˡ˟ 

˧˦ˮ˞-˯ˣ˶˧ˣ˫˧Φ 

˧˸˶˥˟ ˸˞ ˢ˯˶ˠˢ ˸˧ˬˮ˧˥ˢ ˪˷ ˶˴ˣˬˢ Φ˷˧ ˢ˪ ˩-р-мл ˭ˣ˧˪˧ˬ ˸ˣˡ˶ˣˢ ˞˧ˢˣ ˸ˮ˰ˣ˦ ˞˧ˢ˷ ˸˶˴ˣ˰ ˭ˣˣˠˬ ˟˥˶ 

˪˷ ˫˧ˬˣ˧˞ Σ˧˪˟ˬ ˦˞ˢ˪ ˸˞ ˶˧˷˩ˬ ˭ˣ˲˪˦ˢ ˧˪˟ˬˣ ˭˵ˣ˶˪ ˸˞ ˢ˪˪ˣ˯ˢΥ 

 

ˢ˶˟˥˪ ˷˧ ˫ˠ ˶˴ˣˬ ˧˶˥˯ˬ ˫ˣ˪˷˸˟ π ˪˧˩ˬ˷ ˸˞ ˸ˣ˪ˣ˩˧ˢ ˪˷ ˶˴ˣˬˢ ˧ˬˮ˧˥ˢ ˸˲˯ˣ˸˟ ˴˧˲˫˧˶ ˣˬ˩ Anti-

Theft x-VPN Φ˶˴ˣˬ˪ ˫ˣ˪˷˸˟ ˷˧ ˩-рл-млл ˭ˣ˧˪˧ˬ ˸ˣˡ˶ˣˢ Φˢ˯˶ˠˢ ˧˸˥˸˧ˮ˷ ˶ˬ˞ˬ˟ ˢ˥˵˪ˮ ˶ˣˤ˞˟ ˧˪ˣ˧ Σ

ˢˮ˷ˢ ύнлноΦό 
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˸ˣ˧ˣˠ˧˧˸˯ˢ 

ˡˣ˵ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ Σ˶˟˰ obfuscation ύ˧ˣ˲˴˩ όˢ˧ˢˣ ˣ˟ˣ˶˟ ˦˪˥ˣˬˢ ˞˪˪ symbolsΦ ˢˬˠˣˡ˪ π ˨˩ ˢ˞˶ˮ 

˰˦˵ ˡˣ˵ ˧ˮ˲˪ ˸˪˧˥˸ ˶˵˥ˬˢΥ 

 

˶˥˞˪ˣ ˰ˣ˴˧˟ ˶˵˥ˬ ˡˣ˵Υ 

 

ˣˬ˩ ˧ˡ˷ ˶˩˧ˮ ˨˷ˬˢ˟ Σ˟ˣ˶ ˫˧˪ˣ˟ˬ˧˯ˢ ύ˸ˣˬ˷ ˫˧ˮ˸˷ˬ Σ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˵˪˥ˬˣ όˣˮ˸˧ˮ ˪˰ ˨ˬ˯ ˥ˣ˸˧ˮ ˡˣ˵ˢ 

˭˲ˣ˞˟ ˧ˮˡ˧Φ ˪˧˞ˣˢ ˨˧˪ˢ˸ˣ ˢˤ ˞ˣˢ error prone Σ˷˧ ˸ˣ˶˧˟˯ ˢˢˣ˟ˠ ˵˪˥˷ ˫˧˪ˣ˟ˬ˧˯ˢˬ ˞˪ ˫˧˲˵˷ˬ ˢˮˬ˞ˮ 

˸˞ ˫ˬ˷ ˧˶ˣ˵ˬˢ Σ˧˞ ˨˩˪ Viewer discretion is advisedΦ 
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!˫˧˪˧˥˸ˬ 

˟˪˷˟ ˭ˣ˷˞˶ ˱ˣ˯˞ˮ ˰ˡ˧ˬ ˧˪˪˩ ˪˰ ˢ˧˴˵˧˪˲˞ˢ Φ˭˧˟ˮ ˨˧˞ ˞˧ˢ ˢ˧ˣˮ˟ ˫˧ˣˣ˵˟ ˫˧˧˪˪˩ ˶˥˞˪ˣ ˭˩ˬ ˡ˵ˬ˸ˮ 

˫˧˶ˣˤ˞˟ ˶˸ˣ˧˷ ˫˧ˮ˧˧ˮ˰ˬ ˣˮ˸ˣ˞Φ 

 

ˢ ˥ˣ˸˧ˮ-Manifest 

˫ˣ˵ˬˢ ˧˩ˢ˷ ˧˞ˡ˩ ˪˧˥˸ˢ˪ x˟ ˞ˣˢ ˦˯˲˧ˮˬˢ ˣ˟˷ ˫˧˦˶ˣ˲ˬ ˧˟˧˩˶ ˢ˧˴˵˧˪˲˞ˢ ˸ˣ˞˷˶ˢˢˣ ˞˧ˢ˷ ˢ˴ˣ˶Φ 

˳˟ˣ˵ ˦˯˲˧ˮˬˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˪ˣˡˠ ˡˣ˞ˬ: 

 

ˡ˧ˬ ˢ˪˥˸ˢ˟ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˷˧˷ ˢ˧˴˵˧˪˲˞˪ ˸ˣ˞˷˶ˢ ˸ˣ˟˥˶ˮ - ˸ˬ˞ˢˣ ˸˧˲˧˴˲˯˷ ˢ˶˵ˬ˟ ˢˤˢ ˞˪ ˣˮ˧˧ˢ 

˫˧˲˴ˬ ˣˢ˷ˬ˪ ˶˥˞Φ ˸ˮ˧˥˟ˬ Activities - ˢ˧˴˵˧˪˲˞˪ ˷˧ т ˣ˪˞˩ Σ˪˟˞ ˵˶ п ˸ˬ˞˟ ˸ˣ˩˧˧˷ ˢ˧˴˵˧˪˲˞˪Υ 

 

˶˞˷ˢˣ ˭s Activities ˣ˲˯ˣˣ˸ˢ˷ ˢ˞˴ˣ˸˩ ˢ˧˴˶ˠ˦ˮ˧˞ˬ ˫˰ ˧˸ˣ˶˧˷ ˡ˴ ˧˷˧˪˷ ύgoogleΦό s-Activity ˢ˪˰˧˷ 

ˡ˧ˬ ˸˥˧˸˲˟ ˢ˧˴˵˧˪˲˞ˢ ˞˷ˣˮ ˸˞ ˫˷ˢ ύ˞˪ˢ ˡˣ˞ˬ ˰˧˸˲ˬ όMainActivityΥ 

 

ˢ˧˴˵˧˪˲˞˪ ˷˧ ˢ˯ ˩мр services - ˪˟˞ ˵˶ о ˫ˢ ˸ˬ˞˟ ˢ˪˷Υ 
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˶˞˷ˢˣ ˫˧˧ˮˣ˴˧˥Υ 

 

˭˧˧ˮ˰ˬ ˸ˣ˞˶˪ ˢ˷-services ˸ˣˬ˷˟ FalxService x- ScanService˫˧˴˶ ˟-Process ˡ˶˲ˮ ˫˷˟ scannerΥ 

Normally, all components of an application run in the default process created for the application.  
ώΧϐ 
If the name assigned to this attribute begins with a colon (:), a new process, private to the application, is 
created when it's needed and the service runs in that process. 

ϐ˶ˣ˵ˬώ 

˶ˬˣ˪˩ Σ˶˟˩ ˷˧ ˣˮ˪ ˢ˧˴˲ˣ˞ ˸ˮ˧˧ˮ˰ˬ ˪˧˥˸ˢ˪ ˢ˟ ˪˧˥˸ˮ˷˩ ˞ˣ˶˵˪ ˡˣ˵Φ ˧ˮ˲˪ ˫˧˧˯ˮ˷ ˸˞ ˱ˣ˯˧˞ ˰ˡ˧ˬˢ 

˧˯˧˯˟ˢ ˣˮ˪˷ Σ˷˧ ˫ˣ˵ˬ ˱˯ˣˮ ˧˞ˡ˩˷ ˪˩˸˯ˢ˪ x˟ Φ 

ˣˮ˧˞˶ ˷˧˷ ˢ˧˴˵˧˪˲˞˪ ˵˶ ˢ˰˟˶˞ activities Σˢˤ˷ ˧l ˦˰ˬΦ ˭˩˪ ˶˧˟˯ ˥˧ˮˢ˪ ˷˧˷ ˷ˣˬ˧ˬ ˶˥˞ ˶˷˲˞ˬ˷ 

˶˲˯ˬ ˸ˣˠˣ˴˸ ˸ˣˮˣ˷ ˢ˸ˣ˞˟ activity - ˪˷ˬ˪ fragments. 

˭˩˞ˣ Σ˫˞ ˭˥˟ˮ ˸˞ ˳˟ˣ˵ˢ res/navigation/nav_graph.xml ˪˩ˣˮ ˸ˣ˞˶˪ ˦ˣ˶˧˲ ˪˷ ˪˩ s-fragments 

˫˧ˬ˧˧˵˷ ˢ˧˴˵˧˪˲˞˟ ύ˳˟ˣ˵ˢ ˨˶˰ˮ ˨˶ˣ˴˪ ˸ˣ˦˷˲ˢΥό 

 

˸˞ˣ ˸ˣ˧˶ˣ˷˧˵ˢ ˫ˢ˧ˮ˧˟ - ˢ˲˧˞ˬ ˶˷˲˞ ˰˧ˠˢ˪ ˢ˲˧˞˪Υ 

 

  

https://developer.android.com/guide/topics/manifest/service-element#proc
https://developer.android.com/guide/fragments
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˸˶ˤ˰˟ ˳˟ˣ˵ˢ Σˢˮ˟ˮ ˸˞ ˫˧˷˶˸ˢ ˞˟ˢ ˦˶˲ˬ˷ ˸˞ ˫˧˶˟˰ˬˢ ˫˧˧˶˷˲˞ˢ ˢ˧˴˵˧˪˲˞˟Υ 

 

ύ˧ˣ˪˧ˠ ˸ˣ˞ˮ Σ˧˸˧˯˧ˮ ˸˸˪ ˪-ChatGPT ˸˞ ˳˟ˣ˵ s-XML ˷˵˟˪ˣ ˣˮˬˬ ˢˮ˟˧˷ ˧˪ ˸˞ ˱˶ˠˢ ˮˢ ˪˪˟˞ ˞ˣˢ ˢ˷˰ 

ˢˡˣ˟˰ ˸˧˵˪˥ ˞˪ˣ ˸˥˪˴ˣˬ Φˣˮ ˟ˣ˦ ΦΦΦ˧˪ˣ˞ ˢ˯˶ˠ˟ ˢ˞˟ˢόΦΦΦ 

˶˧˟˯ˮ ˰ˠ˶ ˸˞ ˫˧˷˶˸ˢΥ 

¶ s-fragments s˫˧˵ˣ˶˧ ˫˧˶ˣ˷˵ ˢ˯˶ˠ˪ ˸˧ˬˮ˧˥ˢ sx˫˧˪ˣˠ˯ ˫˧˶ˣ˷˵ ˶˴ˣˬ˪ ˶˲˧˫ˣ˧ˬΦ 
 

¶ ˷ˬ˸˷ˬˢ ˪˧˥˸ˬ ˟-OnboardingFragment ύˡ˴ˬ ˪˞ˬ˷ ό- ˫˷ ˷˧ ˢˬ˩ ˸ˣ˧ˣ˶˷˲˞Φ ˫˞ ˷˧ x˪ ˸˯˶ˠ 

premium ˞ˣˢ ˢˮ˲ˣˬ ˢ˧˪˞Φ ˞ ˫˞˪ Σ˞ˣˢ ˶˟˰ˣˬ ύ˶˥˞˪ ˶ˣ˷˧˞ ˸ˣˮˣ˧˷˧˶ 

˷ˣˬ˧˷ˢ ό˨˯ˬ˪ ˧˷˞˶ˢ - s-DashboardFragment (ˢ˦ˬ) 

¶ ˫˷ˬ ˞ˣˢ ˪ˣ˩˧ ˠ˶ˡ˷˪ ˶˴ˣˬ˪ premium Σ˸˷ˠ˪ ˸ˣ˶ˡˠˢ˪ x˞ ˭ˣ˥˟˪ ˸˞ 

˫˧ˬˣ˧˞ˢ ˫˧˞˴ˬˮ˷ x˪ ˰ˠ˶˩ ˪˰ ˶˧˷˩ˬˢ Φ 

˟ˣ˦ Σˤ˞ ˣˮˬ˧˧˯ ˫˰ ˢˬˡ˵ˢˢΦ 

˶ˣ˟˰ˮ ˯˪˩˸˪Κ 
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˧˶˵˥ˬ ˭ˣˣ˧˩ ˪˰ ˢ˦˪˥ˢ 

ˤ˞ ˰ˠ˶ ˧ˮ˲˪ ˳ˣ˲˵ˮ˷ ˫˧ˬ˪ ˫˧˵ˣˬ˰ˢ Σˢ˧˴˵˧˪˲˞ˢ ˢˬˣ˴˰ ˢˤˣ ˢˣˣˢˬ ˶ˠ˸˞ ˣˬ˴˰˪˷˩Φ ˶ˣ˵˥˪ ˭˧˟ˢ˪ˣ ˪˩ ˟˧˩˶ 

ˣ˵ˬˣ˰˪ ˞˧ˢ ˢˬ˧˷ˬ ˞˪ ˸˧˪˟ˤ˧˲ ˭˩˪ˣ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˡ˵ˬ˸ˢ˪ ˸ˣ˪˞˷˟ ˶˵˥ˬ ˸ˣ˧˲˧˴˲˯ Φ˷˧ ˢˬ˩ ˫˧˶ˣˤ˞ 

ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˡ˵ˬ˸ˢ˪ ˫ˢ˟Υ 

 

мΦ ˶˵˥ˬ ˭ˣˮˠˮˬ ˢ˵˧˶˯ˢ 

¶ ˢˬ ˢ˶ˣ˵ ˷ˬ˸˷ˬˢ˷˩ ˳˧˶ˬ ˢ˵˧˶˯ ύon-demand scanΚό 

¶ ˫˞ˢ ˢˮˠˢˢ ˸˯˯ˣ˟ˬ ˫ˠ ˪˰ ˸ˣˠˢˮ˸ˢ Κˣ˞ ˵˶ ˪˰ ˸ˣˬ˧˸˥ Κˣ˪˞ ˸ˣˬ˧˸˥ ˸ˣˬ˧˧˵ Κ 

¶ ˣ˪˞ ˸ˣˬ˧˸˥ ˸ˣ˰˧ˠˬ ˸˶˷ˢˬ ˣ˪˧˞ˣ ˸ˣ˟ˣ˶˴ ˢ˧˴˵˧˪˲˞˟ Κ 

¶ ˨˧˞ ˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ s-detection Κ 

 

нΦ ˶˵˥ˬ ˸ˣˮˠˢˢ ˭ˬˤ˟ ˸ˬ˞ 

¶ ˫˞ˢ ˣ˪˞ˣ ˸ˣˮˠˢ ˭ˬˤ ˸ˬ˞ ˸ˣˬ˧˧˵ Κ 

¶ ˢˬ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˶˦ˮˬ ˣ˪˞˪ˣ ˫˧˰ˣ˶˧˞ ˞ˣˢ ˱ˣ˷˥ Κ 

¶ ˣ˪˞ ˫˧˰ˣ˶˧˞ ˫˧ˬ˶ˣˠ x˪ ˡˣ˷˥˪Κ 

¶ ˨˧˞ ˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˸ˮˠˢ ˭ˬˤ ˸ˬ˞ˢΚ 

 

оΦ ˸ˣˮˠˢ ˸ˣ˧ˬ˴˰ 

¶ ˨˧˞ ˢ˧˴˵˧˪˲˞ˢ ˢˮˠˬ ˪˰ ˢˬ˴˰ Κ˫˞ˢ ˶˷˲˞ ˸ˣ˯ˮ˪ ˪˶˦ˮ˪ ˢ˸ˣ˞Κ 

 

˶˟˰ˬ ˢˤ˪ Σ˷˧ ˭ˣˬˢ ˡˣ˵ ˞˪˷ ˰ˠˣˮ ˢ˟˧˪˟ ˦˰ˬ˩ˣ ˞˪ ˵˯˰˸ˮ x˟ Σ˪˷ˬ˪Υ 

мΦ ˭ˣ˯˥˞ ˪ˣˢ˧ˮˣ ˸ˣ˲ˡ˰ˢ ˷ˬ˸˷ˬ Φ 

нΦ ˸˶ˣ˷˵˸ ˪ˣˬ ˸˶˷ˢ ύnimbusΦό 

оΦ  ˫˧ˠˣ˪ ˸ˣ˞˧ˠ˷ˣΣ caching ˡ˩ˣΦΦΦ 

пΦ ˢ˧˴˶ˠ˦ˮ˧˞ ˫˰ ˫˧˶˴ˣˬ ˫˧˲˯ˣˮΦ 

˞˷ˣˮˢ ˣ˪˷ ˭˸ˮ˧˧ ˷ˠˡˢ ˪ˣˡˠˢ ˶˸ˣ˧˟ ˞ˣˢ ˸ˣˮˠˢˢ ˭ˬˤ˟ ˸ˬ˞ Σ˶˥˞˪ ˭˩ˬ ˰ˠ˧ˮ ˫ˠ ˞˷ˣˮ˟ ˢ˵˧˶˯ˢ ˸˶ˣ˷˵˸˟ˣ 

˪ˣˬ ˸˶˷ˢΦ ˦˰ˬ˩ ˞˪ˣ ˶˟ˡˮ ˪˰ ˸ˣˮˠˢ ˸ˣ˧ˬ˴˰ ˧˩ ˢ˶˵ˬ˟ ˢˤˢ ˭˧˞ ˣ˪˞˩Φ 

˟ˣ˷˥ ˭˧˧˴˪ ˫ˠ˷ ˶˷˞˩ ˣˮˡ˵˧ˬ ˸˞ ˯ˣ˵ˣ˲ˢ ˣˮ˪˷π ˞˪ ˪˩ˣˮ ˸ˣ˯˩˪ ˸˞ ˪˩ˢ ˵˪˥˟ˣ ˫˧˶˵ˬˢˬ ˠ˧˴ˮ ˵˶ ˫˧˞˷ˣˮ 

˫˧˧ˤ˩˶ˬ x˞ ˫˧ˣˣ˵˟ ˫˧˧˪˪˩Φ 
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˸ˬ˞ ˭ˬˤ ˸ˮˠˢ 

ˢˮˠˢˢ ˭ˬˤ˟ ˸ˬ˞ ˸˩ˬ˸˯ˬ ˪˰ receivers ˫˧ˠ˶˦ˣˬ˷ ˪˰ ˧ˡ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ ˷˧ ˢ˧˴˵˧˪˲˞˪ ˶˲˯ˬ ˟˶ ˪˷ 

receivers ύнс ˫˞ ˸ˣ˧ˢ˪ ˵˧ˣˡˬ Φό˫˩ˣ˸ˬ ˷˧ ˢ˰˟˶˞ ˫˧˞˶ˮ˷ ˫˧˧˦ˮˣˣ˪˶Υ 

¶ ScanReceiver - ˠ˶˦ˣˬ˷ ˪˰ ˧ˡ˧ ˫˧˰ˣ˶˧˞ ˣˬ˩ ˸ˮ˵˸ˢ ˢ˧˴˵˧˪˲˞ ˢ˷ˡ˥ Σ˸˵˪ˡˢ ˶˧˷˩ˬ Σ˶ˣ˟˧˥ ˧ˮˣ˴˧˥ 

ˣ˞ ˧ˣˮ˧˷ ˟˴ˬ˟ ˸˷˶ˢΦ 
 

¶ SdCardBroadcastReceiver ˭˧ˤ˞ˬ˷ ˫˧˰ˣ˶˧˞˪ ˪˷ ˫˧˶ˣ˟˧˥ ˫˧˧ˮˣ˴˧˥ ˶˧˷˩ˬ˪ ύ(MEDIA_MOUNTED 

˪˷ˣ ˸ˣ˧ˣ˵˸ˮ˸ˢ ˪˷ ˫˧˶ˣ˟˧˥ ˣ˪˞˩ ύMEDIA_EJECT\MEDIA_REMOVED Φό 
 

¶ AVScanReceiver ˠ˶˦ˣˬ˷ ˪˰ ˧ˡ˧ ˸˶˯ˢ ˸ˣ˧˴˵˧˪˲˞ ˧ˣˮ˧˷ˣ ˟˴ˬ˟ ˸˷˶ˢΦ 
 

¶ MyPackageReplacedReceiver ˠ˶˦ˣˬ˷ ˪˰ ˧ˡ˧ ˸˲˪˥ˢ ˢ˧˴˵˧˪˲˞ˢ ˸˧˥˩ˣˮˢ ύ˪˷ˬ˪ ˫˞ ˰˴ˣ˟ ˭ˣ˩ˡ˰ 

˪˷ s˧˦ˮ˞-˯ˣ˶˧ˣΦό 

ˢˡˣ˵ˮ ˢˣˣ˷˷ ˟˩˰˸ˢ˪ ˢ˧˪˰ ˞˧ˢ ˨ˣ˧˷ˢ ˪-packages ˪˷ ˪˩ receiver ˧ˣ˷˰˷ ˡˬ˪˪ ˪˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˣ˪˷ 

˸ˮ˧˥˟ˬ ˧˥˸˲ˬ s˧˦ˮ˞-˯ˣ˶˧ˣΥ 

¶ SdCardBroadcastReceiver ˟˷ˣ˧ ˟-.antimalware 

¶ ScanReceiver ˟˷ˣ˧ ˸˥˸ antivirus.scanner  

¶ AVScanReceiver ˟˷ˣ˧ ˸˥˸ antivirus.receivers  

¶ MyPackageReplacedReceiver ˟˷ˣ˧ ˸˥˸ .shared.receivers 

˶ˬˣ˪˩ ˫˞ ˣˮ˧˧ˢ ˫˧˩˧˶˴ ˷˥ˮ˪ ˟˪˷˟ ˣ˪˞ ˫˧˟˧˩˶ ˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˦˟˧ˢ˟ ˧˸˟˧˪ˢ ˪˷ s˧˦ˮ˞-˯ˣ˶˧ˣ - ˢ˞˶ˮ ˷ 

SdCardBroadcastReceiver x ScanReceiver ˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˢˬ-receivers ˫˧˶˥˞ˢΦ 

ˡˣ˰ ˢˡˣ˵ˮ ˧˞ˡ˩˷ ˭˧˥˟ˢ˪ ˢ˟ ˞˧ˢ ˢˬ ˪ˡ˟ˢˢ ˸ˮ˧˥˟ˬ ˧˥˸˲ˬ ˢ˧˴˵˧˪˲˞ˢ ˭˧˟ antivirus x-antimalware - 

ˢˬ ˫ˢ ˧ˬˣ˥˸ ˸ˣ˧˶˥˞ˢ ˪˷ ˪˩ ˟˧˩˶ ˢˬ˟ˣ ˞ˣˢ ˞˟ ˪˲˦˪Φ 

 

 ˥ˣ˸˧ˮScanReceiver 

˪˧˥˸ˮ ˫˰ ScanReceiver ˶ˣˬ˞˩˷ Σˣˮ˧ˢ ˵˪˥ ˬ-antivirus.scanner Φ˞ˣˢ ˰˧˲ˣˬ ˦˯˲˧ˮˬ˟ ˫˷ˣ ˫˧˶ˡˠˣˬ 

˫˧˰ˣ˶˧˞ˢ ˞ˣˢ˷ ˭˧ˤ˞ˬ ˫ˢ˪ - ˫˧˶ˣ˟˧˥ ˫˧˷ˡ˥ ˸˵˪ˡˢˣ ˶˧˷˩ˬΥ 

 

https://developer.android.com/guide/components/broadcasts
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˟˪˷˟ ˫ˡ˵ˣˬ ˸˧˯˥˧ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ˢ˲˧˯ˣˬ˷ ˡˣ˰ ˧ˮ˷ ˫˧˰ˣ˶˧˞ ˪-receiver Φ ˢ˧˴˵ˮˣ˲˪

˫˧˞˶ˣ˵ :registerCONNECTIVITY_CHANGE_and_PACKAGED_ADDED_receivers ˫ˢ ˫˧˰ˣ˶˧˞ˢˣ ˸˲˯ˣˢ 

˸ˣ˪˧˟˥ ύ˶ˬˣ˪˩ ˸ˮ˵˸ˢ ˸ˣ˧˴˵˧˪˲˞ ό˧ˣˮ˧˷ˣ ˸ˣ˧˶ˣ˷˧˵˟ ύ˪˷ˬ˪ ˵ˣ˸˧ˮ ˸˷˶ˢˬόΥ 

 

˶˷˞˩ ˫˧˰ˣ˶˧˞ ˣ˪˞ ˫˧˪˰˲ˣˬ - ˞˶˵˧˸ ˢ˧˴˵ˮˣ˲ˢ onReceive ˟˪˷˟˷ ˭ˣ˷˞˶ ˭˧˟˸ ˣˤ˧˞ ˢ˪ˣ˰˲ ˢ˰˴ˣ˟ ˭˧˟ˬ s-

п ˫˧ˮ˧ˤ˞ˬ˷ ˭ˢ˪Υ 
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˟˪˷˟ˣ ˧ˮ˷ˢ ˰˴˟˸ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˢ˟ˣˠ˸˟ ˪˩˪ ˰ˣ˶˧˞Υ 

 

˦ˣ˶˲ˮ ˸˞ ˪ˣ˲˧˦ˢ ˫˧˶˵ˬ˪Υ 

мΦ ˫˧˶ˣ˟˧˥ ˫˧˧ˮˣ˴˧˥ ύƳŜŘƛŀ ƳƻǳƴǘŜŘό 

нΦ ˧ˣˮ˧˷ ˟˴ˬ ˶ˣ˟˧˥ˢ ύŎƻƴƴŜŎǝǾƛǘȅ ŎƘŀƴƎŜŘό 

оΦ ˸˵˪ˡˢ ˶˧˷˩ˬ ύōƻƻǘ ŎƻƳǇƭŜǘŜŘό 

пΦ ˸˲˯ˣˢ ˢ˪˧˟˥ ύǇŀŎƪŀƎŜ ŀŘŘŜŘό 

 

˫˧˧ˮˣ˴˧˥ ˫˧˶ˣ˟˧˥˟ ˪ˣ˲˧˦ 

Jadx ˠ˧˴ˬ ˸˞ ˡˣ˵ˢ ˸ˣ˶ˣ˷˟ ˸ˣ˩ˣ˶˞ ˡˣ˞ˬ Σˤ˞ ˨˶ˣ˴˪ ˸ˣ˥ˣˮ ˢ˞˧˶˵ˢ Σ˧˸˶ˡ˧˯ ˸˞ ˡˣ˵ˢ ˟-VS CodeΥ 

 

˟ˢ˶ˣ˷ оπ ˫˧˵ˡˣ˟ ˷-Scanner ˪˥˸ˣ˞ ˫˧˵ˡˣ˟ˣ ˷ˬ˸˷ˬˢ˷ ˶˷˧˞ EULA Σ˧˞ˮ˸ ˷ˣˬ˧˷ ˣ˩ˣύ ˱˵ˣˬ ˰ˣ˟˧˶˟ 

˪ˣˠ˯ ˢˮˣˬ˸˟ ˢ˦ˬ˪ ό˭˩ˣ ˞ˣˢ˷ ˶˷˧˞ ˸˵˧˶˯ ˢ˧ˡˬ ύ˰ˣ˟˧˶ ˫ˣ˥Φό 

˦˵˧˧˟ˣ˞ˢ ˸˞ ˫˧˶˴ˣ˧ ,˶˷ˣ˞ ˪˩ˢˣ ˢˡ˧ˬ˟ OneTimeWorkRequest  ˫˧˥˪ˣ˷ˣ ,˸˧ˬ˰˲ ˡ˥ ˢˬ˧˷ˬ ˠ˴˧˧ˬ˷

˫˷˟ ˦˵˧˧˟ˣ˞˪ ˣ˸ˣ˞, WorkManager ˸ˣˬ˧˷ˬ ˰ˣ˴˧˟ˣ ˪ˣˢ˧ˮ ˪˰ ˧˞˶˥˞˷Φ 
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ˢˬ˧˷ˬˢ ˞˧ˢ ScanOnMountWorker Φ˶ˬˣ˪˩ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˵˧˯ˢ˪ ˭˞˩ˬ ˶˷˞˩˷ ˰˴˟˸ˬ ˶ˣ˟˧˥ ˧ˮˣ˴˧˥ - 

˰˴˟˸˸ ˢ˵˧˶˯ ˪˷ ˫˧˟˧˸ˮˢ ˷ˡ˥ˢ ˶ˣ˟˧˥ˢ ˸ˣ˟˵˰˟ ˫˧˴˟˵ˢ ˸˩˶˰ˬ˪ ˣ˲˯ˣˣ˸˧˷: 

 

    

˶ˣ˟˧˥ˢ ˟˴ˬ ˧ˣˮ˧˷˟ ˪ˣ˲˧˦ 

˶˷˞˩ ˢˮ˸˷ˬ ˟˴ˬ ˶ˣ˟˧˥ˢ Σ˞˶˵ˮ ˡˣ˵ˢ ˞˟ˢΥ 

 

˟ˢ˶ˣ˷ ˢ˧˧ˮ˷ˢ π ˫˧˵ˡˣ˟ ˷-Scanner ˪˥˸ˣ˞ Σˣˬ˩ ˢ˶˵ˬ˟ ˫ˡˣ˵ˢΦ 

˟ˢ˶ˣ˷ ˸˧˷˧˪˷ˢ π ˫˧˵ˡˣ˟ ˸˷˶ˢ˷ ˞˪ ˸˶ˡˠˣˬ ˩-Metered ύ˶˸ˣ˧ ˶˵˧ ˶˧˟˰ˢ˪ ˰ˡ˧ˬ ˸˷˶˟ Σ˪˷ˬ˪ ˸˪˧˟˥ 

ˢ˷˧˪ˠ ˸˶ˡˠˣˬ ˩-metered network Φό 
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˟ˢ˶ˣ˷ ˸˧˰˧˟˶ˢ ˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ ˢ˷ˣ˰˷ ˧˸˷ ˸ˣ˪ˣ˰˲ - ˢ˶˧ˡˠˬ ˢˮˤ˞ˢ ˫˧˰ˣ˶˧˞˪ ˪˷ ˧ˣˮ˧˷ ˟˴ˬ ˢ˧˶˦˟ˢ 

ύ˪˷ˬ˪ Σ˫˧ˡ˶ˣ˧˷˩ ˧ˤˣ˥˞ ˢ˪˪ˣ˯ ό˭˩ˣ ˢ˶˧ˤ˥ˬ true ˫˞ ˶ˡˠˣˬ ˢ˪˪ˣ˯ˢ˷ ˸˧˯˥˧ ˢ˞˪ˬΦ 

ˢˬ ˢˤ ˸˧˯˥˧ Κ˶˸ˣ˧ ˬ-рл҈Υ 

 

 ˧˦ˮ˶˦ˮ˧˞ ˶ˣ˟˧˥ˣ ˢ˪˪ˣ˯ ˵˧˲˯ˬ ˷˧ ˭˩˞ ˫˞- ˫˧˴˟˵ ˣ˪˰ˣ˧ ˢ˷˧˦ˮ˞-˯ˣ˶˧ˣ ˢ˶˟˥ˢ ˧˸˶˷˪ ˭ˬ˧˯.  ˶ˣˤ˥ˮ

˞˷ˣˮ˪ ˶ˬ˞ˬˢ ˱ˣ˯ ˸˞˶˵˪ ˢˤ. 

 

˶˧˷˩ˬˢ ˸˵˪ˡˢ˟ ˪ˣ˲˧˦ 

ˢ˶˵ˬ˟ ˢˤ ˡˣ˵ˢ ˦ˣ˷˲ ˸˧˯˥˧ ˢ˯˟ˣ ˩˭˩ˡ˰ˬ ˸˞ ˭ˬˤˢ ˭ˣ˶˥˞ˢ ˣ˟˷ ˰˴ˣ˟ bootΥ 

 

ˢ˪˧˟˥ ˸˲˯ˣˢ˟ ˪ˣ˲˧˦ 

 

ˢ˶˵ˬ˟ ˢˤ ˰˴˟˸˸ ˢˬ˧˷ˬ ˡ˥ ˸˧ˬ˰˲ ˸˷ˬˣˬˬ˷ ˢ˵˪˥ˬ˟ {ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ - ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ˤ 

ˢ˶ˣ˷˟ отΦ 

ˢ˶ˣ˷ ˸ˮ˧˧ˮ˰ˬ ˸˲˯ˣˮ ˞˧ˢ ˢ˶ˣ˷ по - ˢ˟ ˫˧˥˪ˣ˷ ˢ˵˪˥ˬ˪ {ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ ˨˶˰ ˧ˮ˞˧˪ˣ˟ ˭ˬ˯ˬ˷ 

˫˞ˢ ˢ˧˴˵˧˪˲˞ˢ ˣˮ˧˵˸ˢ˷ ˞˧ˢ ˢˮ˵˸ˢ ˢ˷ˡ˥ x˞ ˞˧ˢ˷ ˢ˧˴˵˧˪˲˞ ˢ˲˧˪˥ˬ˷ ˢ˧˴˵˧˪˲˞ ˸ˬˡˣ˵ ύ˪˷ˬ˪ 

˭ˣ˩ˡ˰ x˞ ˢˡ˶ˣˢ ˪˷ ˢ˯˶ˠ ˢˮ˷˧ ˶˸ˣ˧ Φό 
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˫˧˧ˮ˧˟ ˫ˣ˩˧˯ 

˟ˣ˦ Σˣ˞ˣ˟ ˫˩˯ˮ ˶ˣ˴˰ˮ ˰ˠ˶ ˫˩˯ˮˣ ˸˞ ˢˬ ˣˮ˧˞˶˷ ˡ˰ ˢ˩ Φˣˮ˧˪˧ˠ ˢˬ ˫˧˟˧˩˶ˢ ˫˧˧ˤ˩˶ˬˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

ˣˮ˦˪˥ˢ ˟˪˷˟ ˢˤ ˡ˵ˬ˸ˢ˪ ˭˲ˣ˞˟ ˧˲˧˴˲˯ ˧˟˧˩˶˟ ˢˮˠˢˢ ˭ˬˤ˟ ˸ˬ˞ Φˣˮ˧˪˧ˠ ˣ˪˞ Receivers ˫˧ˬ˧˧˵ ˣ˪˞˪ˣ 

˫˧˰ˣ˶˧˞ ˫ˢ ˫˧˟˧˷˵ˬΦ 

ˣˮ˥˸˧ˮ ˸˞ ScanReceiver ˣˮ˧˪˧ˠˣ ˸ˣ˶ˬ˪˷ ˞ˣˢ˷ ˟˧˷˵ˬ ˢ˰˟˶˞˪ ˧ˠˣ˯ ˫˧˰ˣ˶˧˞ Σ˞ˣˢ ˰˴˟ˬ ˸ˣ˪ˣ˰˲ ˢ˵˧˶˯ 

˵˶ ˶ˣ˟˧˥˟ ˢ˧ˡˬ ˸ˮ˵˸ˢ˟ˣ ˸ˣ˧˴˵˧˪˲˞ Φ˱˯ˣˮ˟ Σ˞ˣˢ ˢ˪˰ˬ ˫˧˴˟˵ ˫˧ˡˣ˷˥ ˶˷˞˩ ˢ˪˪ˣ˯ˢ ˶˧˷˩ˬ˟ ˸˵˲˯ˬ 

˸˷˶ˢˣ ˢˮˮ˧˞ ˸˶ˡˠˣˬ ˩-meteredΦ 

˸˰˩ ˵˧ˬ˰ˮ ˸ˣ˪ˣ˰˲˟ ˞ˣˢ˷ ˰˴˟ˬ ˶ˣ˟˧˥˟ ˢ˧ˡˬ ˸ˮ˵˸ˢ˟ˣ ˸ˣ˪˧˟˥ Φ˸ˣ˵˪˥ˬˢ ˭ˢ˟ ˷ˬˣˬˬ ˡˣ˵ˢ ˪ˣ˲˧˦˪ 

˫˧˰ˣ˶˧˞˟ ˣ˪˞ ˭s ˧˲˩ ˣˮ˧˞˶˷ ScanOnMountWorker xπ{ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ Φ 

 

˥ˣ˸˧ˮ ScanOnInstallWorker 

˪˧˥˸ˮ ˬ-{ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊΥ 

 

˨ˣ˸˟ {ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ ˶ˡˠˣˬ class ˧ˬ˧ˮ˲ ˫˷˟ ScanOnInstallService ˪˧˩ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˥ˣˣ˧ˡ ˪˰ 

˸ˣˬˡ˵˸ˢˢ Φ 
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ˢ˧˴˵ˮˣ˲ˢ ˢ˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˟-{ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ doWork ύ˞˧ˢ ˵˪˥ ˸˧˸˷˸ˬ ˪˷Kotlin 

Coroutines ˞˟ˣ ˥˸˲ˬˢ ˶ˣˬ˞ ˫˧˷˪ ˸˞ ˡˣ˵ˢ ˧˶˵˧˰ˢ ˟-coroutineόΥ 

 

˸ˣ˶ˣ˷˟ мнм-мнн ύ˭˟˪ˬ ˵ˣ˶˧ˢ ό˫˧˯˧˲ˡˬ ˠˣ˪ ˫˰ ˫˷ s-class ˫˧˴˪˥ˬˣ ˸˞ ˫˷ s-package ˢ˴˶ˮ˷ ˵ˣ˶˯˪Φ 

˸ˣ˶ˣ˷˟ мно-мнт ύ˭˟˪ˬ ˪ˣˠ˯ˢ ό- ˢˡ˧ˬ˟ ˞˪ˣ ˣˮ˥˪˴ˢ ˪˟˵˪ ˸˞ ˫˷ s-package ˢ˵˧˶˯˪ - ˶˧ˤ˥ˮ failure Φ 

˸ˣ˶ˣ˷˟ мну-мнф ύ˭˟˪ˬ ˫ˣˡ˞ ό˫˧˪˥˸˞ˬ scanner Φ˷˧ ˪˩ ˧ˮ˧ˬ ˫˧ˠˣ˯ ˪˷ scanners ˣˬ˩ V2 scanner Σ

legacy Scanner, FALX ˣ˩ˣ ΦΦΦ˞˪ˣ ˟˧˥˶ˮ ˸˶ˠ˯ˬ˟ xʕ ˪˰ ˫˧˪ˡ˟ˢˢ ˫ˢ˧ˮ˧˟Φ 

  

 

˸ˣ˶ˣ˷˟ мол-моу ύ˵ˣ˶˧ όˣˮ˥ˮ˞ ˷ˬ˸˷ˬˢ˷ ˶˷˧˞ 9¦[! Σˡ˴ ˧˷˧˪˷ ˭˩ˣ ˫˧˩˯ˬ ˰ˣ˴˧˟˪ ˸ˣ˵˧˶˯ onInstall Φ 

ˢˡ˧ˬ˟ ˭˩ˣ Σ˫˧˲˧˯ˣˬ ύˢ˶ˣ˷ мон ό˸˞ ˫˷ s-package ˭ˬˤˢˣ ˧˥˩ˣˮˢ ˪-hashmap Φ 

ˢ˟˧˯ˢ ˫˧˲˧˯ˣˬ˷ ˸˞ ˭ˬˤˢ ˧˥˩ˣˮˢ ˞˧ˢ ˭ˣˣ˧˩ˬ ˟˪˷˟˷ ˶˥ˣ˞ˬ ˶˸ˣ˧ Σ˶˷˞˩ ˣ˶ˤ˥˧ ˸ˣ˞˴ˣ˸ˢ Σ˪˩ˣˮ ˟˷˥˪ ˢˬ˩ 

˭ˬˤ ˢ˥˵˪ ˢ˵˧˶˯ˢΥ 

 

˶˥˞˪ ˭˩ˬ ˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ ǎŎŀƴtŀŎƪŀƎŜ ˪˷ ˵˶ˣ˯ˢ ˣˮ˶˴˧˷ Φ 
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˫˧˥˪ˣ˷ x˪ ˸˞ ˫˷ ˢ˪˧˟˥ˢ Σ˸˞ ˢ˵˪˥ˬˢ ScanOnInstallService ύ˶ˣˬ˞˩ Σˢ˪˧˩ˬ ˶˵˧˰˟ ˸ˣ˧˴˵ˮˣ˲ ˥ˣˣ˧ˡ ˪˰ 

˸ˣ˞˴ˣ˸ˢ ˸ˣˬˡ˵˸ˢˣ ό˧ˮ˞˧˪ˣ˟ˣ ˶ˬˣ˞˷ ˫˞ˢ ˶˟ˣˡˬ ˸˲˪˥ˢ˟ ˢ˧˴˵˧˪˲˞ x˞ ˢˮ˵˸ˢ ˢ˷ˡ˥Φ ˶˥˞˪ ˭˩ˬ ˶˧ˤ˥ˮ 

success Φ 

˸ˣ˶ˣ˷˟ моф-мпм ύ˰ˣ˟˧˶ ˪ˣ˥˩ ό- ˶˧ˤ˥ˮ failure ˧˩ ˷˧ ˣˮ˪ ˢ˧˰˟ ˪˧˥˸ˢ˪ ˢ˵˧˶˯ ˪˧˞ˣˢ ˷ˬ˸˷ˬˢˣ ˞˪ ˶˷˧˞ 

ˣˮ˪Φ 

˶˟ˡ ˱˯ˣˮ ˢ˶ˣ˵˷ ˢ˵˪˥ˬ˟ Σ˞ˣˢ ˸˶˧˴˧ notification ˪˷ ˢ˵˧˶˯Υ 

 

 

˥ˣ˸˧ˮ ScanOnMountWorker 

˫ˠ ˢ˲ Σ˷ˣˬ˧ˬˢ ˧˶˵˧˰ˢ ˞ˣˢ ˨ˣ˸˟ doWork Φ˫˧˪˥˸˞ˬ scannerΥ 

 

˫˧˵ˡˣ˟ ˫˞ˢ ˷ˬ˸˷ˬˢ ˶˷˧˞ ˣˮ˪ ˸ˣ˶˷˲˞ ˵ˣ˶˯˪ mounts ˶˷˧˞ˣ ˸ˣˮˣ˧˷˧˶ ˡ˴ ˧˷˧˪˷ Υ 

 

ˢˡ˧ˬ˟ ˪˩ˢˣ ˭˧˵˸ Σ˫˧˴˧˶ˬ ˢ˵˧˶˯Υ 

 

˫ˣ˩˧˯ ˫˧˧ˮ˧˟ ˧ˮ˷ 

ˤ˞ ˣˮ˥˸˧ˮ ˫ˠ ˸˞ ScanOnMountWorker - ˵˶ˣ˯˷ mounts ˪˰˲ˣˬˣ ˶ˣ˟˧˥˟ ˢ˧ˡˬ ύ˪˷ˬ˪ ˯˧˦˶˩ ˭ˣ˶˩˧ˤ x˞ 

˭˵˸ˢ ˧ˮˣ˴˧˥ ό˸˞ˣ {ŎŀƴhƴLƴǎǘŀƭƭ²ƻǊƪŜǊ 

˪˰˲ˣˬ˷ ˶˷˞˩ ˪˟˵˸ˬ ˰ˣ˶˧˞ ˸˩˶˰ˬˬ 

ˢ˪˰˲ˢˢ ˪˰ ˸ˮ˵˸ˢ ˢ˪˧˟˥Φ 

ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ Σ˧ˮ˷ s-Workers ˫˧ˬˣˡ ˫˸ˣˢˬ˟ Φ 
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˫ˢ ˫˧˪˰˲ˣˬ ˪˟˵˸ˬ˷˩ ˰ˣ˶˧˞ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˫˧˰˴˟ˬ x˪ ˡˣ˟˧˰ ˫˧ˣ˯ˬ ˤ˞ˣ ˫˧˪˧˰˲ˬ ˸ˣ˧˴˵ˮˣ˲ ˢ˵˧˶˯ 

˪˷ Scanner Φ˟˪˷˟ ˞˟ˢ ˶ˣ˵˥ˮ ˸˞ SdCardBroadcastReceiver ˞ˣˢ˷ ˟˩˶ˣˬ ˶˸ˣ˧Φ 

 

˥ˣ˸˧ˮ SdCardBroadcastReceiver 

-sreceiver ˢ˞˶ˮ˷ ˧˦ˮˣˣ˪˶ ˡˣ˞ˬ ˸ˣ˪˞˷˪ ˶˵˥ˬˢ ˣˮ˪˷ ˞ˣˢ SdCardBroadcastReceiverΥ 

 

ˡ˧ˬ ˭˧˥˟ˮ ˫˧ˮ˸˷ˬ˟ ƭŀǎǘtŀǘƘψ xπƭŀǎǘ!Ŏǝƻƴψ Φˣˬ˩ ˭˩ ˷˧ ˣˮ˪ ˧˸˷ ˸ˣ˧˴˵ˮˣ˲ ˶ˤ˰ ˸ˣ˧ˬ˧ˮ˲Υ 

¶ ƛǎ9ƳǇǘȅ9ǾŜƴǘ - ˸˧˞˶˥˞˷ ˵ˣˡ˟˪ ˫˞ s-intent ˣˮ˪˟˧˵˷ ˞ˣˢ ˵˧˶ x˞ ˣˮ˧˞ ˪˧˩ˬ ˰ˡ˧ˬΦ 

¶ isRepeatedEvent - ˸˵ˡˣ˟˷ ˫˞ˢ s-intent ˣˮ˪˟˧˵˷ ˢˬˣˡ ˭˩ˣ˸˟ ˢ˪˷ ˰ˡ˧ˬ˪ ˫ˡˣ˵ˢ ˪˟˵˸ˢ˷Φ 

 

˥ˣ˸˧ˮ onReceive 

˸˰˩ ˭˥˟ˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˢ˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˢ˵˪˥ˬ˟ - onReceiveΥ 

 

ˡ˧ˬ ˢ˪˥˸ˢ˟ ˞˧ˢ ˸˵ˡˣ˟ ˢ˷-intent ˣˮ˪˟˧˵˷ ˣˮ˧˞ ˵˧˶ ˣˮ˧˞ˣ ˰ˣ˶˧˞ ˶ˤˣ˥Φ ˭˩˸˧˧ ˢˤˣ ˭ˣˣ˧˩ˬ ˫˧˰ˣ˶˧˞˷ 

˫˧ˬ˧ˣ˯ˬ ˫˧˰˧ˠˬ ˶˲˯ˬ ˫˧ˬ˰˲ x˞ ˫˰ ˰ˡ˧ˬ ˵˧˶ ˢ˧˴˵ˮˣ˲ˢˣ ˸ˮ˧˧ˮˣ˰ˬ ˭ˮ˯˪ ˫˧˰ˣ˶˧˞ ˣ˪˞˩Φ 

˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸˴˪˥ˬ ˸˞ s-path ˨ˣ˸ˬ s-intent ˸˵ˡˣ˟ˣ ˫˞ ˶˟ˣˡˬ ˶ˣ˟˧˥˟ ˢ˧ˡˬ x˞ ˵ˣ˸˧ˮ˟ ˢ˪˷Φ ˫˞ 

˶˟ˣˡˬ ˶ˣ˟˧˥˟ ˞˧ˢ ˢ˶ˣˬ ˦˵˧˧˟ˣ˞˪ ˫˷˟ FileSystemObservationManager ˪˧˥˸ˢ˪ ˥˧ˠ˷ˢ˪ ˪˰ ˟˧˸ˮˢ 

˪˟˵˸ˢ˷ ύstartObservingΦό ˢˬ ˷ˣ˶˧˲ ˥˧ˠ˷ˢ˪ Κˢ˞˶ˮ ˟ˣ˶˵˟Φ 
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ˢˡ˧ˬ˟ ˶˟ˣˡˬˣ ˵ˣ˸˧ˮ˟ ˢ˧ˡˬ Σ˞˧ˢ ˢ˶ˣˬ ˦˵˧˧˟ˣ˞˪ ˵˧˯˲ˢ˪ ˟ˣ˵˰˪ ˢ˧˶˥˞ Φ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸ˮ˩ˡ˰ˬ ˸˞ 

˰ˣ˶˧˞ˢ ˭ˣ˶˥˞ˢ ˪˟˵˸ˢ˷ ˸˞ˣ ˟˧˸ˮˢ ˭ˣ˶˥˞ˢ ˪˟˵˸ˢ˷Φ ˢˬ˪ ˞˧ˢ ˢ˷ˣ˰ ˸˞ ˢˤ Κ˧ˡ˩ ˢ˧˴˵ˮˣ˲˟˷ 

isRepeatedEvent ˪˩ˣˮ ˵ˣˡ˟˪ ˫˞ ˰ˣ˶˧˞ˢ ˧˥˩ˣˮˢ ˪˟˵˸ˢ˷ - ˢˢˤ ˰ˣ˶˧˞˪ ˫ˡˣ˵ˢ ˪˟˵˸ˢ˷Φ 

 

˥ˣ˸˧ˮ stopObserving 

˰˧ˠˢ ˭ˬˤˢ ˪ˣ˪˴˪ ˦˰ˬ ˶˸ˣ˧ ˵ˬˣ˰˪Φ ˪˧˥˸ˮ ˥˸ˮ˪ˬ ˢˬ ˢˤ ˶ˬˣ˞ ˵˧˯˲ˢ˪ ˟ˣ˵˰˪ ˧˶˥˞ ˟˧˸ˮ ˫˧ˣ˯ˬ ˢ˶˵ˬ˟ 

˪˷ ˵ˣ˸˧ˮ ˢ˧ˡˬ: 

 
ˣˮ˥ˮ˞ ˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ stopObserving ˪˷ ˦˵˧˧˟ˣ˞ ˫˷˟ FileObserverManagerΥ 

 

ˢ˩ˣ˸˟ ˫˧˪˟˵ˬ ˦˵˧˧˟ˣ˞ ˪˷ ˡ˧˞ˣ˶ˡˮ˞ ˫˷˟ FileObserver ˬ-Hashmap ˫˷˟ pathToObserverMap 

˪˧˩ˬ˷ ˧ˣ˲˧ˬ ˭˧˟ ˟˧˸ˮ ˸˩˶˰ˬ˟ ˫˧˴˟˵ ˪-Observer ˣ˪˷ Φ 

ˣˢˬ FileObserverΚ 

˧ˡ˩ ˭˧˟ˢ˪ ˶˸ˣ˧ ˟ˣ˦ ˸˞ ˞˷ˣˮˢ Σ˶ˣ˴˰ˮ ˰ˠ˶ ˸˞ ˥ˣ˸˧ˮˢ ˶˞˸ˮˣ ˢ˶˴˵˟ ˢˬ ˞ˣˢ FileObserverΦ 

ˢ˧˴ˮˬˣ˵ˣˡ˟ ˪˷ ˡ˧˞ˣ˶ˡˮ˞ ˟˸˩ˮ ˨˶˰˟ FileObserverΥ 

aƻƴƛǘƻǊǎ ŦƛƭŜǎ ώΧϐ ǘƻ ŦƛǊŜ ŀƴ ŜǾŜƴǘ ŀŦǘŜǊ ŦƛƭŜǎ ŀǊŜ ŀŎŎŜǎǎŜŘ ƻǊ changed by any process on the device 
(including this one). FileObserver is an abstract class; subclasses must implement the event 
handler onEvent(int, java.lang.String). 

Each FileObserver instance can monitor multiple files or directories. If a directory is monitored, events will 
be triggered for all files and subdirectories inside the monitored directory. 

˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ Σ˶˟ˣˡˬ ˦˵˧˧˟ˣ˞˟ ˧˦˵˶˦˯˟˞ ˷ˬ˷ˬ˷ ˶ˣ˦˧ˮ˪ ˸˩˶˰ˬ ˫˧˴˟˵ˢ Φ˧ˡ˩ ˷ˬ˸˷ˢ˪ x˟ ˨˧˶˴ 

˶ˣ˴˧˪ ˢ˵˪˥ˬ ˸˷˶ˣ˧˷ ˣˮˬˬ ˷ˬˬ˪ˣ ˸˞ ˢ˧˴˵ˮˣ˲ˢ onEvent ˞˶˵˧˸˷ ˶˷˞˩ ˸˰˴˟˸ˬ ˢ˪ˣ˰˲ ˪˰ ˟˧˸ˮˢΦ 

˭˸˧ˮ ˶˦ˮ˪ ˣ˸ˣ˰˴ˬ˞˟ ˫˧˴˟˵ ύ˫ˠ ˶˸ˣ˧ ˡ˥˞ˬ όˣ˞ ˸ˣ˧˵˧˸ Φ˫˞ ˫˧˶˦ˮˬ ˸ˣ˧˵˧˸ - ˣ˪˟˵˸˧ ˫˧˰ˣ˶˧˞ ˪˰ ˪˩ 

˷ ˢ˪ˣ˰˲ ˢ˰˴ˣ˟˨ˣ˸˟  ˫˧˴˟˵ˢ˸ˣ˧˵˧˸ˢ ˧˸˸ˣ ˸˶˦ˣˮˬˢ ˢ˧˧˵˧˸˟ Φ 

  

https://developer.android.com/reference/android/os/FileObserver
https://developer.android.com/reference/android/os/FileObserver#onEvent(int,%20java.lang.String)
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˫˧˷ˣˬ˥ ˰ˡ˧˟ ˷ˡ˥ˢ Σ˪˩ˣˮ ˸˰˩ ˶ˣˤ˥˪ ˥˸ˮ˪ ˸˞ ˡˣ˵ˢΥ 

˶˥˞˪ ˷ˢ˧˴˵ˮˣ˲ˢ stopObserving ˢ ˦˵˧˧˟ˣ˞ ˸˞ ˢ˪˟˧˵-FileObserverΣ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˢ˪˧˰˲ˬ ˞˧ˢ 

stopWatching ˢ˶ˣˬ˷ x˪ ˵˧˯˲ˢ˪ ˶˦ˮ˪Φ ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˢ˶˧˯ˬ ˸˞ ˧ˣ˲˧ˬˢ ˪˷ ˸˟ˣ˸˩ˢ sx- FileObserver 

-ˬpathToObserverMapΦ ˶ˬˣ˪˩ ˫˞ ˫˩˯ˮ ˸˞ s-Flow ˣˮ˧˞˶˷ ˢ˧ˢ˷ ˸˴˵ ˨ˣ˶˞Υ 

 

 

 

˥ˣ˸˧ˮ startObserving 

˶ˣ˟˰ˮ ˥˸ˮ˪ ˸˞ startObserving Φ˫ˠ ˞ˣˢ ˪˧˥˸ˬ ˸˶˷˶˷ ˪˷ ˸ˣ˞˧˶˵ Σˢˬˣˡ ˢˬ˪ ˣˮ˧˞˶˷ ˫˰ 

stopObservingΥ 

 

ˢ˞˧˶˵˟ ˢˮˣ˶˥˞ˢ ˫˧˷ˮ ˟˪ ˡˣ˵ˢ˷ ˸˴˵ ˶˸ˣ˧ ˭˧˧ˮ˰ˬΥ 

 

˶ˣ˩ˤ˩ ΣǇŀǘƘ¢ƻhōǎŜǊǾŜǊaŀǇ ˞ˣˢ ˧ˣ˲˧ˬ ˭˧˟ ˟˧˸ˮ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˭˧˟˪ s-FileObserver ˥˧ˠ˷ˬ˷ ˣ˧˪˰Φ 

 

˶ˬˣ˪˩ ˸ˬ˧˷˶ ˸ˣ˥˸˲ˬˢ ˪˷ s-hashmap ˢˤˢ ˞˧ˢ ˸ˬ˧˷˶ ˫˧˟˧˸ˮˢ ˫˧˶˦ˣˮˬˢΦ ˣˮ˥ˮ˞ ˫˧˴˶ ˢ˞˪ˣ˪˟ ˪˰ 

˸ˬ˧˷˶ ˫˧˟˧˸ˮ ˣˤˢ ˫˧˵ˡˣ˟ˣ ˫˞ ˷˧ ˟˧˸ˮ ˪˧˥˸ˬ˷ ˣˬ˩ ˟˧˸ˮ˟ ˣˮ˪˷Φ ˢˡ˧ˬ˟ ˭˩ˣ ˣˮ˥ˮ˞ ˫˧˵˧˯˲ˬ ˭˧ˤ˞ˢ˪ ˣ˧˪˰ Φ 

˰ˣˡˬ? ˢ˶˰˷ˢˢ ˧˪˷ ˞˧ˢ ˫˧˷ˣ˰˷ ˸˞ˤ ˭ˣˣ˧˩ˬ ˷˫˧˰ˣ˶˧˞˟ ˪ˣ˲˧˦˟ˣ ˶ˣ˦˧ˮ˟ ˸ˣ˪˧˲˩ ˰ˣˮˬ˪ ˫˧˴ˣ˶. 
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˭˥˟ˮ ˢˬˠˣˡ˪ ˸˞ ˢ˶˵ˬˢ ˞˟ˢ: 

˥˧ˮˮ sxˮ˟˧˸ )˫˧˶˦ˣˮˬˢ ˫˧˟˧˸ˮˢ ˸ˬ˧˷˶˟ ˞˴ˬˮ ˶˟˩ ˞˟ˢ (˞˴ˬˣˬˢΥ 

 /files/user/apps 

˶˥˞˪ˣ ˭˩ˬ ˫˧˪˟˵ˬ ˢ˷˵˟ ˭˧ˤ˞ˢ˪ ˪˰ ˟˧˸ˮˢ: 

 /files/user  

˞˫ ˱˧˯ˣˮ ˸˞ /files/user ˧˪˟ˬ ˶˧˯ˢ˪ ˸˞ /files/user/apps Σˣ˰˴˟˸˧˷˩ ˫˧˰ˣ˶˧˞ ˸˩˶˰ˬ˟ ˫˧˴˟˵ ˟˧˸ˮ˟ 

˧˦ˮˣˣ˪˶˷ ˫ˢ˧ˮ˷˪π ˪˷ˬ˪ ˫˞ ˶˴ˣˣ˧ ˳˟ˣ˵ˢ /files/user/apps/file1 ˤ˞ ˫ˢ˧ˮ˷ ˣ˪˟˵˧ ˢ˰˶˸ˢ ˣ˪˲˦˧ˣ ˣ˸ˣ˞˟ 

˰ˣ˶˧˞Φ 

˭˩˪ˣ Σ˱˧ˡ˰ˮ ˶˧˯ˢ˪ ˸˞ ˟˧˸ˮˢ ˧˲˧˴˲˯ˢ ˶˸ˣ˧ ˶˧˞˷ˢ˪ˣ ˸˞ ˟˧˸ˮˢ ˶˴˵ˢ  ˧˪˪˩ˢˣ˶˸ˣ˧ - ˭ˣˣ˧˩ˬ ˧˲˩˷ ˣˮ˧˞˶˷ Σ

˶ˣ˦˧ˮ ˪˰ ˢ˧˵˧˸ ˪˪ˣ˩ ˶ˣ˦˧ˮ ˫ˠ ˪˰ ˫˧˴˟˵ ˸˸ˣ ˸ˣ˧˵˧˸ˢ ˢ˩ˣ˸˟˷ Σˤ˞ ˭˧˞ ˢ˟˧˯ ˶˦ˮ˪ ˭˲ˣ˞˟ ˧˲˧˴˲˯ ˫ˣ˷ ˟˧˸ˮ 

ˢ˩ˣ˸˟Φ 

˶˥˞˪ ˭˩ˬ ˫˧˪˧˰˲ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ startObservingPath ˸˪˟˵ˬ˷ ˸˞ ˟˧˸ˮˢ ˭˧ˤ˞ˢ˪ ˣ˧˪˰Υ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˶˴ˣ˧ Observer ˪˰ s-Path Σˢ˪˧˰˲ˬ ˣ˸ˣ˞ ˢ˲˧˯ˣˬˣ ˪-hashmap ˢ˲ˬˬ˷ ˭˧˟ ˟˧˸ˮˢ ˣˮ˪˥˸ˢ˷ 

ˢˤ ˢ˸˰ ˶˦ˮ˪ ˭˧˟˪ s-Observer ˣˮ˶˴˧˷Φ 

 

˪ˣ˲˧˦ ˫˧˰ˣ˶˧˞˟ 

˸˰˩ Σˣˮˮˣ˴˶˟ ˸ˣˮ˰˪ ˪˰ ˢ˪˞˷ˢ ˢ˞˟ˢ - ˨˧˞ ˢ˞˶ˮ ˪ˣ˲˧˦ ˫˧˰ˣ˶˧˞˟ Κ˶ˬˣ˪˩ Σˢˬ ˫˧˷ˣ˰ ˪˟˵˸ˬ˷˩ ˰ˣ˶˧˞Κ 

ˢ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˸˞ˤˢ ˢˮˣˬ˦ ˟-CustomFileSystemObserverΦ ˭˥˟ˮ ˸˞ ˢ˵˪˥ˬˢ ˣˤˢ Φˡ˧ˬ ˢ˪˥˸ˢ˟ 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˢ˵˪˥ˬˢ˷ ˸˷˶ˣ˧ ˢ˵˪˥ˬˬ ˸˶˥˞Φ 

 

ˣˮˡˬ˪ ˪˩˷ ˢ˵˪˥ˬ ˸˷˶ˣ˧˷ ˬ-FileObserver ˢ˩˧˶˴ ˷ˬˬ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ onEvent ˸˞˶˵ˮ˷ ˫˧˪˟˵˸ˬ˷˩ 

˫˧˰ˣ˶˞ ˪˰ ˟˧˸ˮˢ ˶˦ˣˮˬˢΦ CustomFileSystemObserver ˞˪ ˸˷ˬˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ ˢˬ˴˰˟ Σ˫˪ˣ˞ 

˸˵˪˥ˬ ˟˞ˢ ˸˷ˬˬˬ ˢ˸ˣ˞Υ 
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˫˧˶˦ˬ˶˲ˢ ˷-onEvent ˸˪˟˵ˬ ˫ˢ ˨˶˰ ˧˶˲˯ˬ ˶˞˸ˬ˷ ˸˞ ˰ˣ˶˧˞ˢ ˢ˶˵˷ ύ˪˷ˬ˪ Σ˸˶˧˴˧ ˳˟ˣ˵ ό˸ˤˣ˶˥ˬˣ 

˸˶˞˸ˬ˷ ˸˞ ˟˧˸ˮˢ ˣ˟˷ ˰ˣ˶˧˞ˢ ˷˥˶˸ˢ Φ˸ˤˣ˶˥ˬ xʕ ˞˧ˢ ˸˧˟˧˦˪˶ ˢ˧˵˧˸˪ ˸˶˦ˣˮˬˢΦ 

 

ˢˬ ˣˮ˞˷ ˫˧˞ˣ˶ ˫˴˰˟ ˟-onEvent ˢˤ ˢ˶ˬˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˪˟˵ˬ ˰ˡ˧ˬ˪ ˥ˣˮ ˶˸ˣ˧ ˣ˸˥˧˪˷ˣ 

ˢ˧˴˵ˮˣ˲˪ handleEvent Φ˟˧˸ˮˢ ˧˯˥˧ˢ ˨ˣ˲ˢ˧ ˟˧˸ˮ˪ ˧˦ˣ˪ˣ˯˟˞ ˱˯ˣˮ˟ˣ ˥˪˷˧˧ ˦˵˧˧˟ˣ˞ ˠ˴˧˧ˬ˷ ˸˞ ˳˟ˣ˵ˢΦ 

˭˥˟ˮ ˸˞ handleEventΥ 

 

˶ˣ˩ˤ˩ ˞˧ˢ ˸˪˟˵ˬ ˸˞ ˠˣ˯ ˰ˣ˶˧˞ˢ Σ˟˧˸ˮˢ ˧˦ˣ˪ˣ˯˟˞ˢ ˪˷ ˰ˣ˶˧˞ˢ ˦˵˧˧˟ˣ˞ˣ ˪˷ ˳˟ˣ˵ˢΦ ˞˧ˢ ˸˵ˡˣ˟ ˫˞ˢ 

˨˶˰ˢ ˧˶˲˯ˬˢ ˠ˴˧˧ˬ˷ ˸˞ ˠˣ˯ ˰ˣ˶˧˞ˢ ˪˪ˣ˩ ϦнрсϦ ˢˡ˧ˬ˟ ˭˩ˣ ˞˧ˢ ˸˩˲ˣˢ ˨˶˰ ˧ˮ˞˧˪ˣ˟ ˪-true Φнрс ˞ˣˢ 

ˡˣ˵ˢ ˪ˬ˯ˬ˷ ˸˶˧˴˧ ˳˟ˣ˵ x˞ ˢ˧˧˵˧˸Φ  

˶˥˞˪ ˭˩ˬ ˞˧ˢ ˢ˪˧˰˲ˬ ˢ˧˴˵ˮˣ˲ ˫˷˟ processFileSystemEventAndPassToListernersΦ 

 

˥ˣ˸˧ˮ processFileSystemEventAndPassToListerners 

ˣˤ ˢ˧˴˵ˮˣ˲ ˸˴˵ ˢ˩ˣ˶˞ ˤ˞ ˥˸ˮˮ ˢ˸ˣ˞ ˡ˰˴πˡ˰˴Φ ˟˪˷˟ ˭ˣ˷˞˶ ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ ˸˪ˣ˰˲ bitwise and ˭˧˟ 

-sevent type ˭˧˟˪ ˨˶˰ˢ млтотпмунп ˫˞˷ ˶˧ˬˮ ˣ˸ˣ˞ ˧˶˞ˮ˧˟˪ ˢ˪ˠˮ ˢˤ˷ ˠ˴˧˧ˬ м x-ол ˫˧˯˲˞ ˣ˧˶˥˞ Φ 

ˢˡ˧ˬ˟ ˸˞˴ˣ˸ˣ s-AND ˞˧ˢ ˞˪ л - ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤˣ˥ - ˞˪ˣ ˸˰˴˟ˬ ˶˟ˡ: 
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˫˞ ˪˩˸˯ˮ ˡ˟ˣˢ˧˴ˮˬˣ˵ ˪˷ ˡ˧˞ˣ˶ˡˮ˞ Σ˭˧˥˟ˮ ˪˪˩˟˷ ˭˧˞ event types ˫˧˟˶˵˸ˬ˷ ˶˲˯ˬ˪ ˢˤˢΦ ˶ˬˣ˪˩ ˧ ˭˩˸˧

˷˧˷ ˢ˲ ˭ˣˮ˧˯ ˪˷ event types ˫˧ˬˣˠ˲Φ 

˧ˮ˲˪ ˨˧˷ˬˮ˷ ˥˸ˮ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ Σ˭˞˩ ˫ˣ˵ˬˢ ˶˲˯˪ ˪˰ ˡˣ˰ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˭˧˧ˮ˰ˬ ˫˧˧˵˷ ˢ˵˪˥ˬ˟Φ ˢˬˣˡ˟ 

˧ˣ˲˧ˬ˪ ˣˮ˧˞˶˷ ˭˧˟ ˟˧˸ˮ ˸˩˶˰ˬ˟ ˫˧˴˟˵ ˪-FileObserver ˣ˪˷ Σ˫˧˧˵ ˣˮ˪ ˡˣ˰ ˧ˣ˲˧ˬ ˭˧˧ˮ˰ˬΦ 

 

˧ˣ˲˧ˬ ˢˤ ˶˷˵ˬ ˭˧˟ ˟˧˸ˮ ˸˩˶˰ˬ˟ ˫˧˴˟˵ ˫˧˰ˣ˶˧˞˪ ˣ˲˴ˮ˷ ˪˰ ˟˧˸ˮˢΦ 

˫˧˰ˣ˶˧˞ˢ ˣ˲˴ˮ˷ ˫˧ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˢˮ˸˷ˬ ˧˶ˬˣˮ Φ˶˷˞˩ ˪˟˵˸ˬ ˰ˣ˶˧˞ ˷ˡ˥ Σ˞ˣˢ ˱˯ˣˣ˸˧ ˨˶˰˪ ˫ˡˣ˵ˢ 

˶ˣˬ˷˷ ˫˷ ˸ˣ˰˴ˬ˞˟ ˸˪ˣ˰˲ OR Φ 

˨˩ ˪˷ˬ˪ Σ˥˧ˮˮ ˢ˰˴ˣ˟ˣ ˸˪ˣ˰˲ ˢ˶˧˴˧ ˪˷ ˳˟ˣ˵ Σ˶ˬ˷˧˧ ˨˶˰ˢ нрс ύмлллллллл ˧˶˞ˮ˧˟˟ όˠ˴˧˧ˬ˷ ˸˞ 

ˢ˪ˣ˰˲ˢΦ ˫˞ ˶˥˞˪ ˭˩ˬ ˰˴ˣ˟˸ ˸˪ˣ˰˲ ˧ˣˮ˧˷ ˪˷ ˳˟ˣ˵ˢ Σ˸ˠ˴ˣ˧ˬ˷ ˪˰ ˧ˡ˧ ˨˶˰ˢ н ύмл ˧˶˞ˮ˧˟˟ ό- ˶ˬ˷˧˧ 

˨˶˰ˢ нру ύмллллллмл Φό˨˩ˣ Σ˪˰ ˧ˡ˧ ˢˮ˸˷ˬ ˧˶˲˯ˬ ˡ˧˥˧ Σ˪˩ˣˮ ˸˰ˡ˪π ˸ˣ˰˴ˬ˞˟ ˸˵˧ˡ˟ ˸ˣ˧˟˧˯ˢ ˸ˣ˵ˣ˪ˡˢ 

˸ˣ˟ˣ˩ˬˢˣπ ˣ˪˞ ˸ˣ˪ˣ˰˲ ˣ˰˴ˣ˟ ˪˰ ˳˟ˣ˵ˢ Φ 

˸˰˩ ˶ˣˤ˥ˮ ˥ˣ˸˧ˮ˪ ˢ˧˴˵ˮˣ˲ˢ Φ˟˪˷˟ ˧ˮ˷ Σˢ˧˴˵ˮˣ˲ˢ ˸˲˪ˣ˷ ˧ˣ˲˧ˬˢˬ ˮˢ ˪˸˞ ˢˮ˸˷ˬˢ ˠ˴˧˧ˬˢ ˸˞ 

˫˧˰ˣ˶˧˞ˢ ˣ˲˴ˮ˷ ˪˰ ˟˧˸ˮˢΦ 

ˢˡ˧ˬ˟ ˭˧˞ˣ ˫˧˰ˣ˶˧˞ ˣ˪˞˩Σ ˶ˬˣ˪˩ ˟˧˸ˮˢ ˞˪ ˫˧˧˵ ˟-map - ˶ˬ˷˧˧ лΥ 

 

˶˥˞˪ ˭˩ˬ ˰˴˟˸ˬ ˭ˣ˩ˡ˰ ˪˷ ˧ˣ˲˧ˬˢ ˶˩ˤˣˢ˷ ˪˧˰˪π ˠˣ˯ˣ ˰ˣ˶˧˞ˢ ˪˰˲ˣˢ˷ ˪˰ ˟˧˸ˮˢ ˱˯ˣˣ˸˧ ˨˶˰˪ ˫˧˧˵ˢ 

ˣ˲˧ˬ˟:˧ 

 

˶˥˞˪ ˭˩ˬ ˷˧ ˢ˵˧ˡ˟ ˫˞ˢ ˰ˣ˶˧˞ˢ ˧˥˩ˣˮˢ ˞ˣˢ ˠˣ˯ˬ !//9{{ x˞ ˠˣ˯ˬ ah5LC¸ - ˢˡ˧ˬ˟ ˢˤˣ ˟˴ˬˢ Σ

ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˯ˬ Φ 

ˢˬ˪ Κ˭˩˸˧˧ ˣ˪˞ˣ ˫˧˰ˣ˶˧˞ˢ ˧˩ˢ ˫˧˴ˣ˲ˮ ˫˧˪˟˵˸ˬ˷ ˸ˣ˶˧ˡ˸˟ ˢˬˣ˴˰ - ˪˰ˣ ˭˩ ˷˧ ˨˶ˣ˴ ˸˧˥˲ˢ˪ ˫˧˷˰˶Φ 

˱˯ˣˮ˟ ˢ˧˴˵ˮˣ˲ˢ ˸˵ˡˣ˟ ˫˞ ˰ˣ˶˧˞ˢ ˞ˣˢ ˠˣ˯ˬ /[h{9ψ²wL¢9 ύˢ˶˧ˠ˯ ˶˥˞˪ ˳˟ˣ˵ˢ˷ x˞ ˢ˧˧˵˧˸ˢ ˣ˥˸˲ˮ 

ˢ˟˧˸˩˪ όˣ˞ /[h{9ψbh²wL¢9 ύ˸˶˧ˠ˯ ˳˟ˣ˵ x˞ ˢ˧˧˵˧˸ ˢ˞˧˶˵˪ ˡ˟˪˟ ό- ˢˡ˧ˬ˟ ˭˩ˣ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˧˯ˬ ˸˞ 

https://developer.android.com/reference/android/os/FileObserver#constants_1
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˟˧˸ˮˢ ˧ˣ˲˧ˬˢˬΦ ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ Σ˫˞ ˪˟˵˸ˢ ˰ˣ˶˧˞ ˪˷ ˸˶˧ˠ˯ ˳˟ˣ˵ˢ ύx˞ ˢ˧˵˧˸ ό- ˢ˧˴˵ˮˣ˲ˢ ˢ˵ˮˬ ˸˞ 

˸˧˶ˣ˦˯˧ˢ ˫˧˰ˣ˶˧˞ˢ ˣ˪˷ Φ 

˪˰˲ˣˬ ˫ˠ ˸ˢ˧˴˵ˮˣ˲ ˫˷˟ ŎƻƴǾŜǊǘ9ǾŜƴǘ¢ȅǇŜΥ 

 

ˢˡ˧˵˲˸˷ ˞ˣˢ ˶˧ˬˢ˪ ˭˧˟ ˫˧˰ˣ˶˧˞ ˪˷ android ˭˧˟˪ ˢ˧˴ˮ˟ˮˣ˵ ˸˧ˬ˧ˮ˲ ˢ˟˷ s˧˦ˮ˞-˯ˣ˶˧ˣ ˶˥ˣ˟ ˠ˴˧˧˪ ˸˞ 

˫˧˰ˣ˶˧˞ˢ ˣ˪˷Φ ˨˩ ˪˷ˬ˪ Σάнέ ύ˧ˣˮ˧˷ ˭˩ˣ˸ ˳˟ˣ˵ˢ ό˨˲ˣˢ ˪-нлл Σп ύ˧ˣˮ˧˷ ˧ˮ˧˧˲˞ˬ ˳˟ˣ˵ˢ ό˨˲ˣˢ ˪-л ˭˩ˣ ˢ˞˪ˢ 

)˟ˠ˞ Σˢ˟˧˯ˢ ˡˣ˵˪ ˧˸˴˪˲ˬˢ ύ˷˧ˣ ˣˡ˧ˠ˧˷ ˧˸ˣˮˬˣ˞ όˢ˦ˬ˪ ˞˧ˢ ˢ˶ˬˢ ˞˪ ˸˥˪˴ˣˬ ˪˷ JadxΦό 

 

˶˥˞˪ ˭˩ˬ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ ˰ˣ˶˧˞ˢ˷ ˣˮ˪˟˧˵˷ ˞˴ˬˮ ˨˶˰ˬ˟ ˫˷˟ ŜǾŜƴǘǎ¢ȅǇŜǎ¢ƻhōǎŜǊǾŜ Φˢˡ˧ˬ˟ ˞˪ˣ π 

ˢ˧˴˵ˮˣ˲ˢ ˞˪ ˢ˷ˣ˰ ˶˟ˡΦ 

 

˶ˬˣ˪˩ ˭˞˩ˬ ˣˮ˞ ˫˧ˡˬ˪ ˞˪˷ ˪˩ ˧ˠˣ˯ ˫˧˰ˣ˶˧˞ˢ ˣ˶˟˰˷ ˸˞ ˫˧ˮˣˮ˧˯ˢ ˫˧ˬˡˣ˵ˢ ˣ˩ˤ˧ ˪ˣ˲˧˦˪ Σ˞˪˞ ˵˶ ˣ˪˞ 

˫˧˞˴ˬˮ˷ ˢˬ˧˷˶˟ ˸ˮ˧˧ˮ˰ˬˢ ŜǾŜƴǘǎ¢ȅǇŜǎ¢ƻhōǎŜǊǾŜ Φˣ˪˞ ˫˧˰ˣ˶˧˞ ˫˧˞˴ˬˮ ˫˷ Κ˧˸ˬˣ ˫˧ˬ˷ ˫˸ˣ˞ ˫˷Κ 

˪˰ ˸ˣ˪˞˷ ˣ˪˞ ˢˮ˰ˮ ˨˷ˬˢ˟Φ 

ˢ˥ˮˢ˟ ˭˩˞ˣ ˠˣ˯ ˰ˣ˶˧˞ˢ ˞˴ˬˮ ˨˶˰ˬ˟ - ˵ˡ˟ˮ ˫˞ˢ ˫˷ ˳˟ˣ˵ˢ ˪˧˥˸ˬ ˢˡˣ˵ˮ˟ Φˢˡ˧ˬ˟ ˭˩ˣ ˧˶ˢ ˞ˣˢ˷ 

˶˸˯ˣˬ ύ˧˲˪ ˢ˧˴ˮ˟ˮˣ˵ˢ ˪˷ ˯˵ˣˮ˧˪Υό 
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˶˥˞˪ ˭˩ˬ ˸˴˪ˣ˥ˬ ˸ˬˣ˧˯ˢ ˪˷ ˳˟ˣ˵ˢ ύextensionΥό 

 

˵ˡ˟ˮˣ ˫˞ˢ s-extension ˸˞˴ˬˮ ˨˶˰ˬ˟ ˫˷˟ extensionsToObserved ˫ˠ˷ ˞ˣˢ ˰ˬ˷ˮ ˭˧˧ˮ˰ˬ ˢ˪˰ˬˣ 

˸ˣ˪˞˷ ˪˰ ˢˬ ˞ˣˢ ˪˧˩ˬΥ 

 

ˢˡ˧ˬ˟ ˸ˬˣ˧˯ˢˣ ˞˪ ˸˞˴ˬˮ ˫˷ Σˢ˧˴˵ˮˣ˲ˢ ˫˧˧˯˸ ˧˪˟ˬ ˸ˣ˷˰˪ ˶˟ˡΦ 

˱ˣ˯˟˪ ˢˮ˟˧˧ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ  AVFileSystemEvent ˠ˴˧˧ˬ˷ ˸˞ ˧ˮ˧˧˲˞ˬ ˳˟ˣ˵ˢ ˰ˣ˶˧˞ˢˣ ˣ˧˪˰ ύˡˣ˵ ˰ˣ˶˧˞ˢ Σ

˫˞ˢ ˳˟ˣ˵ˢ ˶˸˯ˣˬ Σ˸ˬˣ˧˯ˢ ˣ˪˷ Σ˟˧˸ˮˢ ˣ˩ˣΦό ˦˵˧˧˟ˣ˞ ˢˤ ˥˪˷˧˧ ˢ˧˴˵ˮˣ˲˪ 

ǎŜƴŘCƛƭŜ{ȅǎǘŜƳ9ǾŜƴǘ¢ƻ[ƛǎǘŜƴŜǊΥ 

 

 

 

ˢ˪˧ˬ ˪˰ Listeners 

˧ˮ˲˪ ˥˸ˮˮ˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˣˤˢ Σ˶˟ˡˮ ˪˰ ˦˵˧˧˟ˣ˞ ˱˯ˣˮ ˸˧˸˷˸˟ ˪˷ s˧˦ˮ˞-˯ˣ˶˧ˣΦ ˣˮ˧˞˶ ˶˟˰˟ ˷˧˷ ˣˮ˪ 

Observers - ˫˧˪˟˵ˬ˷ ˫˧˰ˣ˶˧˞ ˫˧˰ˠˣˮˢ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢΦ 

ˡ˰ ˢ˩ ˣˮ˧˞˶ ˢ˷-Observers ˫˧˰˴˟ˬ ˣˬ˩ ˸ˣ˪ˣ˰˲ ˣˬ˩ ˭ˣˮ˧˯ ύ˸˶˯ˢ ˫˧˰ˣ˶˧˞ ˫˧ˬˣˠ˲ x˞ ˞˪ ˫˧˧˦ˮˣˣ˪˶ Σό

ˡˣ˟˧˰ˣ ύˣˬ˩ ˳ˣ˪˧˥ s-extension Σˢˮ˟ˢ ˫˞ ˶˟ˣˡˬ ˳˟ˣ˵˟ ˶˸˯ˣˬ Σ˸˶ˬˢ s-event type ˡˣ˵˪ ˧ˬ˧ˮ˲ ˪˷ 

˧˦ˮ˞ˢπ˯ˣ˶˧ˣΦό ˨˞ ˭˧˧ˡ˰ Σ˫˧˪˟˵˸ˬ ˭ˣˬˢ ˫˧˰ˣ˶˧˞ ˫˧˷˶ˣˡ˷ ˫˧˪ˣ˲˧˦ ˫˧ˮˣ˷Φ 

˸ˣ˶˷˲˞ ˸˥˞ ˞˧ˢ ˸ˣ˷˰˪ ˢˡ˧˥˧ ˸˧ˠˣ˪ ˸˧˵ˮ˰ ˸˥˞ ύˢ˧˴˵ˮˣ˲ Σˢ˵˪˥ˬ ό˸˪˟˵ˬ˷ ˸˞ ˪˩ ˫˧˰ˣ˶˧˞ˢ ˸˪˲˦ˬˣ 

˫ˢ˟ Σ˪˟˞ ˢ˷˧ˠˢ ˣˤˢ ˸˩˲ˣˢ ˸˞ ˡˣ˵ˢ ˞˪˪ ˧˶ˣ˪ˣˡˣˬ ˨˟ˣ˯ˬ˪ˣ ˡˣ˞ˬ Φ 
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˭˩˪ˣ ˣ˷ˬ˧ˬ ˧˦ˮ˞˟π˯ˣ˶˧ˣ ˸˧˸˷˸ ˢ˟˧ˮˠˬ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˫˧ˮˣ˷ ˪˩˷ ˡ˥˞ ˫ˢˬ ˪˲˦ˬ ˠˣ˯˟ ˢˮˣ˷ ˪˷ 

˫˧˰ˣ˶˧˞Φ ˦˵˧˧˟ˣ˞ ˢˤ ˞˶˵ˮ FileSystemListenerΦ 

ˣˢˤ ˦˵˧˧˟ˣ˞ ˧˦˵˶˦˯˟˞ ύ˯˧˧˲˶˦ˮ˧˞ ό˸ˣ˷ˬˬ˷ ˣ˸ˣ˞ ˸ˣ˵˪˥ˬ ˸ˣˮˣ˷ ˣˡ˧˵˲˸ˣ ˞ˣˢΥ 

мΦ ˶˧ˡˠˢ˪ ˣ˪˧˞˟ ˧ˠˣ˯ ˫˧˰ˣ˶˧˞ ˞ˣˢ ˪˲˦ˬ Φ 

нΦ  ˶˧ˡˠˢ˪ ˣ˪˧˞˟ ˸ˣˬˣ˧˯ ˞ˣˢ ˪˲˦ˬΦ 

оΦ ˪˧˩ˢ˪ ˸˞ ˸˞ ˸˧˴˵ˮˣ˲ ˪ˣ˲˧˦ˢ ˰ˣ˶˧˞˟Φ 

˫˞ ˦˷˲ˮ ύˡˣ˞ˬ όΗ˸˞ ˭ˣˮˠˮˬˢ ˢˤ˷ ˢ˸˰ ˣˮ˶˞˧˸ Σ˞ˣˢ ˢ˞˶ˮ ˨˩Υ 

 

˫˧˰ˣ˶˧˞ ˫˧˪˟˵˸ˬ ˪˰ ˧ˡ˧ s-File Observers ˫˧˰˴˟ˬ˷ ˶ˣ˦˪˧˲ ˧˯˧˯˟ ˡˣ˟˧˰ˣ ˣ˪˷ ύ˳ˣ˪˧˥ ˸ˬˣ˧˯ Σ˟˧˸ˮ ˞˪ˬ 

ˣ˩ˣ ΦόΦΦΦ˶˥˞˪ ˭˩ˬ ˶˸ˣ˞ˬ s-listener ˫˧˞˸ˬˢ ˪˲˦˧˷ ˰ˣ˶˧˞˟ ˪˰ ˨ˬ˯ ˠˣ˯ ˰ˣ˶˧˞ˢ ˸ˬˣ˧˯ˣ ˳˟ˣ˵ˢΦ 

 

˥ˣ˸˧ˮ sendFileSystemEventToListener  

˸˰˩ ˪˩ˣˮ ˭ˮˣ˟˸ˢ˪ ˢ˧˴˵ˮˣ˲˟ ǎŜƴŘCƛƭŜ{ȅǎǘŜƳ9ǾŜƴǘ¢ƻ[ƛǎǘŜƴŜǊ ˢ˷ˣ˰˷ ˵ˣ˧ˡ˟ ˸˞ ˢˤπ ˸˥˧˪˷ s-event ˪-

listener ˫˧˞˸ˬˢ x˪Υ 



 
 

Modern Mobile Anti-Virus Deep Dive 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 156, ˶˟ˬ˴ˡ нлно  ну 
 

 

˭˟˪ˬ˟ s˵ˣ˶˧ ύ˸ˣ˶ˣ˷ млф-ммп ό˫˧˴˪ˣ˥ˬ ˣ˧ˮ˧˧˲˞ˬ ˪˷ ˰ˣ˶˧˞ˢΦ ˭˟˪ˬ˟ˣ ˸˪˩˸ˢ ύмму-мну ό˫˧˶˟ˣ˰ ˪˰ 

˸ˬ˧˷˶ s-listeners ˢˬ˧˞˸ˬ˷ ˪-extension ˪˷ ˰ˣ˶˧˞ˢ ˧˥˩ˣˮˢΦ 

˪˩˪ listener ˢˤ˩ ˵ˡ˟ˮ ˞ˣˢ˷ ˫˧˞˸ˬ ˪-event type ˪˷ ˰ˣ˶˧˞ˢ ˧˥˩ˣˮˢ - ˢˡ˧ˬ˟ ˭˩ˣ Σ˸˪˰˲ˣˬ ˢ˧˴˵ˮˣ˲ˢ 

receiveSystemEvent ˪˷ s-listener ˢ˪˧˥˸ˬ˷ ˪ˣ˲˧˦ ˧˲˧˴˲˯ ˰ˣ˶˧˞˟Φ 

˨˧˞ ˢ˞˶ˮ ˪ˣ˲˧˦ ˧˲˧˴˲˯ ˰ˣ˶˧˞˟Κ 

 

˟˪˷˟ ˭ˣ˷˞˶ˢ ˫˧˯˧˲ˡˬ ˠˣ˪ ˫˰ ˧˦˶˲ ˰ˣ˶˧˞ˢ ˪˟˵˸ˢ˷Φ ˤ˞ˣ ˫˧˵ˡˣ˟ ˸˞ ˸ˣˮ˧˵˸ ˫˧ˮˣ˸ˮˢ Σ˸˞ ˫ˣ˧˵ s-

scanner ˫˧˵ˡˣ˟ˣ ˷ˬ˸˷ˬˢ˷ ˫˧˩˯ˢ ˸ˣˮˣ˧˷˧˶˪ ˷ˣˬ˧˷ ˸˵˧˶˯˪ˣ ˸ˣˡ˶ˣˢΦ 

˶˥˞˪ ˭˩ˬ ˫˧˵ˡˣ˟ ˰ˣ˶˧˞ˢ˷ ˪˟˵˸ˢ˷ ˞ˣˢ ˞˪ ˳˟ˣ˵ ˨˧˪ˢ˸˟ ˢˡ˶ˣˢ - ˶ˬˣ˪˩ ˢˡ˶ˣˢ ˸˧˵˪˥ Σ˭˩ˣ ˠˣ˯˷ 

˰ˣ˶˧˞ˢ ˞˴ˬˮ ˢˬ˧˷˶˟ ˸˲˯ˣˮ ˸˩˧˧˷˷ ˦˵˧˧˟ˣ˞˪ ˫˷˟ ScanOnDownloadManagerΦ ˫˷ˢˬ ˣ˪˷ ˣˮ˥ˮ˞ 

˫˧˪ˣ˩˧ ˵˧˯ˢ˪ ˶˟ˣˡˬ˷ ˦˵˧˧˟ˣ˞˟ ˧˞˶˥˞ˢ ˪˰ ˸˵˧˶˯ ˫˧˴˟˵ ˣˡ˶ˣˢ˷: 
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ˢˡ˧ˬ˟ ˪˩ˣ ˸ˣ˵˧ˡ˟ˢ ˣ˥˪ˣ˴,˸ ˞˶˵˧˸ ˢ˧˴˵ˮˣ˲ˢ ǎǘŀǊǘbŜǿhƴ5ƻǿƴƭƻŀŘ{Ŏŀƴ ˪˧˥˸˸˷ ˢ˵˧˶˯ ˪˰ ˟˧˸ˮˢ 

˪˷ ˰ˣ˶˧˞ˢΦ 

 

˫ˣ˩˧˯ ˫˧˧ˮ˧˟ ˧˷˧˪˷ 

˵˪˥˟ ˭ˣ˶˥˞ˢ ˞˪ˢˣ ˪˩ ˨˩ ˦ˣ˷˲ Σˣˮ˥˸˧ˮ ˸˞ SdCardBroadcastReceiver Φˣˮ˧˞˶ ˪˩˟˷ ˫˰˲ ˶˟ˣ˥ˬ˷ ˭˵˸ˢ 

˧ˮˣ˴˧˥ ύ˪˷ˬ˪ ˯˧˦˶˩ ˭ˣ˶˩˧ˤ ό˫˧˶˴ˣˮ observers ˫˧˶˦ˮˬ˷ ˸˞ ˫˧˴˟˵ˢ ˸ˣ˧˵˧˸ˢˣ ˟˧˸ˮ˟ ˷ˡ˥ˢ ύmount 

pointό Φ˶˷˞˩ ˪˟˵˸ˬ ˰ˣ˶˧˞ ˪˰ ˢ˪ˣ˰˲ ˢ˰˴˟˸ˢ˷ ˟˧˸ˮ˟ Σ˰ˣ˶˧˞ˢ ˥˸ˣˮ˧ Σˡ˰ˣ˸˧ ˶ˣ˟˰˧ˣ ˭ˣˮ˧˯Φ ˭ˣˮ˧˯˟ 

˫˧ˡ˧˶ˣˬ ˫˧˰ˣ˶˧˞ ˫˧ˬˣˠ˲ ˭˩ˣ ˫˧˰ˣ˶˧˞ ˠˣ˯ˬ !//9{{ x˞ MODIFYΦ 

˶˥˞˪ ˭˩ˬ ˨˶˰˧ ˷ˣ˲˧˥ ˧ˡ˩ ˞ˣ˴ˬ˪ x˪ listener ˫˧˞˸ˬ ˨˧˷ˬ˧˷ ˸˞ ˪ˣ˲˧˦ˢ x˟ - ˪˷ˬ˪ Σ˰˴˟˧ ˢ˵˧˶˯ Φ

Listener ˞ˣˢ ˦˵˧˧˟ˣ˞ ˪˷ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˣˡ˧˵˲˸˷ ˪˲˦˪ ˠˣ˯˟ ˳˟ˣ˵ ˧˲˧˴˲˯ ύ˧˲˪ s-Extension ό˫˧˰ˣ˶˧˞˟ˣ 

˫˧ˬ˧ˣ˯ˬΦ 

ˣˮ˧ˢ˧ˤ ˶˷˵ ˭˧˟ SdCardBroadcastReceiver ˢ˵˪˥ˬ˪ ScanOnDownloadManager - ˢˬ ˤˬ˶ˬ˷ ˭ˣˮˠˮˬˢ˷ 

ˢˤ˷ ˢ˸˰ ˣˮ˧˲˴ x˟ ˡ˰ˣ˧ˬ ˭ˠˢ˪ ˪˰ ˸ˣˡ˶ˣˢ ˣ˰˴ˣ˟˷ ˶˧˷˩ˬ˪Φ ˣˮˡˬ˪ ˭ˣˬˢ ˪˰ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˸ˣ˵˪˥ˬˢˣ 

˸ˣ˷ˬˬ˷ ˸˞ ˭ˣˮˠˮˬˢ Σ˪˟˞ ˫ˠ ˣ˴˴ ˣ˪˰ˣ ˣˮ˪ ˸ˣ˪˞˷ ˸ˣ˧˦˧˶˵ ˸ˣ˧ˮˣ˧˥˷ ˸ˬ˪˷ˢ˪ ˢˮˣˬ˸ˢ Φ 

˪˷ˬ˪ Σˣˮ˧˞˶ ˫˧˩˶˰ˬ ˣˬ˩ eventsTypesToObserve πextensionsToObserved - ˫˧˵˧ˤ˥ˬ˷ ˸˞ ˧ˠˣ˯ 

˫˧˰ˣ˶˧˞ˢ ˸ˣˬˣ˧˯ˢˣ ˣ˶˟˰˧˷ ˸˞ ˭ˣˮ˧˯ˢ Σ˫˪ˣ˞ ˣˮ˞ ˞˪ ˫˧˰ˡˣ˧ ˢˬ ˫ˢ ˫˧˪˧˩ˬΦ ˱˯ˣˮ˟ Σˣˮ˞ ˞˪ ˫˧˰ˡˣ˧ ˣ˪˞ 

Listeners ˫˧ˬ˧˧˵ ˨˧˞ˣ ˫ˢ ˫˧˶ˡˠˣˬΦ 

ˣˬ˩ ˭˩ Σˣˮ˧˞˶ ˣˮ˥ˮ˞˷ ˫˧˶˧ˡˠˬ Observers ˢ˟ˣˠ˸˩ ˫˧˶ˣ˟˧˥˪ ύmedia mounts Σό˪˟˞ ˫˞ˢ ˫˧˶˧ˡˠˬ ˫ˠ 

Observers ˫˧˧˟˧˦˪ˣ˲˧ˡ ˫˧˶˦ˮˬ˷ ˫˧˟˧˸ˮ ˫˧˧˲˧˴˲˯ ˪˩˟ ˢ˶˵ˬ Κ 
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˸ˮˬ ˪˰ ˸ˣˮ˰˪ ˪˰ ˸ˣ˪˞˷ ˣ˪˞ Σ˶˩ˤ˧ˮ ˨˶ˣ˞˪˷ ˶˵˥ˬˢ ˣˮ˧˞˶ ˫˧˦˵˧˧˟ˣ˞ ˣˬ˩ CƛƭŜhōǎŜǊǾŜǊaŀƴŀƎŜǊ x-

CƛƭŜ{ȅǎǘŜƳhōǎŜǊǾŀǝƻƴaŀƴŀƎŜǊ Φ 

 

˫˴˰˟ Σ˪˟˵˸ˬ˷˩ ˰ˣ˶˧˞ ˠˣ˯ˬ MEDIA_MOUNTED ˟-SdCardBroadcastReceiver - ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ 

˸˧˸˷˸˟ ˸ˬ˧˧˵ ˶˟˩˷ ˢ˪˥˸ˣ˞ ˷˞˶ˬ ˧ˡ˩ ˫˧˷˪ Observers Φ 

˫˪ˣ˞ Σ˭˩˸˧˧ ˷˧ˣ ˫ˠ ˫˧ˬ˶ˣˠ ˫˧˶˥˞ ˫˧˷ˣ˰˷ ˷ˣˬ˧˷ ˢ˸ˣ˞˟ ˸˧˸˷˸Φ 
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