
- 

7h3r3 15 n0 5p00n- 

Mimikatz Internals 

˸˞ˬ ˧ˡ˰ ˶˵ˮ˞˧˪ˬ x˭˸ˮˣˢ˧ ˯˟˵˪˞ 

 

ˢˬˡ˵ˢ 

˪˩˪ ˸ˣˮ˩ˣ˸ˢ ˸ˣ˲˧˵ˬ˷ ,ˣˮ˸ˣ˞ ˣˬ˩ ˫ˠ ˟ˣ˶˪ ˸ˣ˩˶˰ˬˢ ,˪˪˩˩ ˷˧ ˢ˶˦ˬ ˡˣ˞ˬ ˸˶ˡˠˣˬ Φ˭˧˟ ˫˞ ˶˟ˣˡˬ 

˸ˣ˩˶˰ˬ˟ ˸ˣ˦ˣ˷˲ ˸˧˪˞ˣ˦˲˯ˮˣ˵ ˣˬ˩ ˯ˣ˟ˣ˦ˣ˞ ˧ˮˣ˶˧˰ ˣ˸˶˦ˬ˷ ˰˧˯ˢ˪ ˶˲˯ˬ ˫˧˰˯ˣˮ ˪ˣ˪˯ˬ˟ ˰ˣ˟˵ ˭˧˟ˣ ˫˞ 

˶˟ˣˡˬ ˶˟˧˧˶ˡ˟ ˪˷ ˸ˡ˪˵ˬ ˣ˸˶˦ˬ˷ ˶˷˵˸˪ ˸˞ ˸ˣ˪ˣ˰˲ sπI/O ˪˞ ˸ˣ˩˶˰ˬ ˟ˣ˷˥ˬˢ ˸ˣˮˣ˷ˢ Φ˫˧˷ˣˬ˧˷ 

˫˧˶˥˞ ύ˫ˢ˪ ˞˪ ˣˮˣˣ˩˸ˢ ˧˟˪˷˟ ˥ˣ˸˧˲ˢ ό˫ˢ ˟ˣ˶˪ ,˫˧˪˟˶ˣ˯ˬ ˫˧˶ˣ˯˞ x˞ ˪˩˪ ˸ˣ˥˲ˢ ˫˧˪˟ˠˣˬ ˡˣ˞ˬ Φ˫˞ 

˨˧˷ˬˮ ˫˰ ˢˬˠˣˡˢ ˫˪ˣ˰ˢˬ ˧ˤ˧˲ˢ ˣˮ˥˸˲˷ ,ˢˬ˧˰ ˧˶ˢ ˸˷˧˪˸˷ ˪˪˩ ˸ˣ˞˯˧˩ˢ ˯ˣ˟ˣ˦ˣ˞˟ ˫˧˰˯ˣˮ ˪˰ ˸ˮˬ 

ˣ˟˯ˢ˪ ˧˩˶˴˪ ˫˧˶ˣˠˬ ˸˶˞˸ˬ ˸˞ ˦˲˯ˮˣ˵ˢ ˟˦˧ˢ Τ˵ˣ˧ˡ˟ˣ ˨˩ ˫ˠ ˶˟ˡˢ ˡ˟ˣ˶˟ ˧˪˦˧ˠ˧ˡˢΦ 

˭˧˟ ˫˞ ˶˟ˣˡˬ ˪˰ ˷ˣˬ˧˷ ˟πLOLbins ˪˧˟˷˟ ˳˧˶ˢ˪ Payload ˧ˮˣˡˤ ˵ˣˬ˥˪ˣ ˬπAV xξx˞ ˧˶˴ˣˬ EDR, ˢˮ˧˰˦˟ 

˪˷ ˶˟˧˧˶ˡ ˰˧ˠ˲ ύ(BYOVD ˪˰ ˸ˮˬ ˣ˪˴ˮ˪ ˧ˣ˟˧˩˪ ˧˸ˣ˶˧˷ ˢˮˠˢ ,˸˩˶˰ˬ˟ ˸˟˧˸˩ ˢ˵ˤˣˮ ˸˪˴ˮˬˢ syscalls ˞˪ 

˫˧ˡ˰ˣ˸ˬ ˟πWinAPI ˫˷˪ ˸ˣ˵˷ˬˬ˸ˢ ˫˧˩˧˪ˢ˸˪ ˫˧˪˧˩ˬˢ ˸ˣˡˣ˯ ˭˧˟ˣ ˫˞ ˶˟ˣˡˬ ˪ˣ˴˧ˮ˟ ˢ˷˪ˣ˥ ˸˧ˠˣ˪ ˟π

Process ˪˷ ˸˯˲ˡˬˢ ˪˧˟˷˟ ˞ˣ˶˵˪ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˭ˣ˶˩˧ˤˢˬ ˪˷ ˨˧˪ˢ˸ ˶˥˞ Τ˧˶ˢ ˷ˣˬ˧˷ˢ˷ sϦ˞˪ 

˧˦˶ˡˮ˦˯ Ϧ˦˲˯ˮˣ˵˟ ˧˶˦ˮˬ˪˞ ˞ˣˢ ˢˬ ˱˥ˣˡ˷ ˢˬ˧ˡ˵ ˸˞ ˫˪ˣ˰ ˶˟˧˧˯ˢ ˸˥˦˟˞ˣ ˰ˡ˧ˬˢΦ  

˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ Inside LSASS ˣˮ˶˟˧ˡ ˪˰ ˸ˣˮˣ˶˸˲ ˢˮˠˢˢ ˸˶˟˥˷ Microsoft ˢˬ˷˧˧ ˸ˬ˶ˣ˲˦˪˲˟ 

Windows ˪˧˟˷˟ ˰ˣˮˬ˪ ˫˧ˮ˵˥˷ˬ ˫˧˧˲˵˸ˢ ˳˪˥˪ ˫˧ˮˣ˸ˮ ˸˧˸˷˸ˬ sπLSA ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Φ˶ˬ˞ˬˢ 

˵˯˰ ˶ˣ˞˧˸˟ sπflow ˪˷ ˧ˮˣ˸ˮ ˧˷ˬ˸˷ˬˢ ˸˰˟ ˸ˣ˶˟˥˸ˢ ˸ˡˬ˰˪ ˢ˴˵ ύ˸˧˪˞˵ˣ˪ ˸˧ˮ˧˧ˬˣˡˣ όˣ˪˧˞ˣ ˧˶˰˲ 

ˢ˥˦˟˞ ˫˧˪ˣ˰ ˸˶ˣ˦˵˦˧˩˶˞ˬ xʕ Φ˟˪ ˶ˬ˞ˬˢ ˵˯˰ ˦ˣ˶˧˲˟ ˪˰ ˭ˣˮˠˮˬ Protected Process Light ˶˷˲˞ˬˢ 

˸ˣˬ˶ ˢˬ˧˸˥ ˸ˣˮˣ˷ ˶ˣ˟˰ ˧˴˟˵ ˢ˴˶ˢ ˫˧˧˲˧˴˲˯ ˧ˡ˩ ˰ˣˮˬ˪ ˸ˣ˧˴˵˶˦ˮ˧˞ Ϧ˞˪ ˸ˣ˧˦˶ˡˮ˦˯ Ϧ˭˧˟ ˫˧˩˧˪ˢ˸ ˟xπ

Credential Guard ˷ˬ˸˷ˬˢ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˟ ˸˯˯ˣ˟ˬ ˢ˶ˬˣ˥ ˧ˡ˩ ˡˡˣ˟˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˸ˣ˰˴ˬ˞˟ sπ

hypervisor ύˣ˸ˣ˞ ˦˪˥ˢ˟ ϥ˸˴˵ ϥ˶˸ˣ˧ ˢ˷˵ ˸ˮ˩ˣ˸˪ Userland ˱ˣ˵˰˪Φό 
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˶ˬ˞ˬˢ ˧˥˩ˣˮˢ ˶˧˟˰ˬ ˸˞ ˷ˠˡˢ ˡ˴ˢˬ ˪ˣ˥˩ˢ ˪˞ ˡ˴ˢ ˫ˣˡ˞ˢ ˨˲ˣ˷ˣ ˶ˣ˞ ˪˰ ˵ˣ˧ˡ˟ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ ˞˪ 

˸ˣ˧˦˶ˡˮ˦˯ ˢ˶ˣ˴˟ ˸˧˦˵˶˲ ˡ˴˧˩ˣ ˭˸˧ˮ ύx˞ ˞˪ ό˱ˣ˵˰˪ ˸˞ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞ˢ ˳˪˥˪ˣ ˸˞ ˸ˣˡˣ˯ˢ ˪˷ LSASS Φ

˪˧˟˷˟ ˷ˬˬ˪ ˢ˶˦ˬ ,ˣˤ ˣˮ˶˟˰ ˪˰ ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ ˡ˥˞ ˸ˣ˟˞ˬ ˧˪˩ ˢ˲˧˵˸ˢ ˫˧˧˶˞˪ˣ˲ˣ˲ˢ ˶˸ˣ˧˟ :

Mimikatz, ˣˮ˶˟˯ˢˣ ˡ˴˧˩ ˞ˣˢ ,ˡ˟ˣ˰ ˶˷˵˸ˬ ˪˴ˮˬˣ ˸˞ ˧˟˧˩˶ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˧˟˷˟ ˞˧˴ˣˢ˪ ˸˞ ˸ˣˡˣ˯ˢ 

˪˷ LSASS Φ 

˸˶ˠ˯ˬ˟ ,˶˵˥ˬˢ ˡˣˬ˴˟ ˶˟˰ˬ˪ ˪˰ ύ˭ˣˬˢ ό˧˰˦˵ ,ˡˣ˵ˢ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˶˧˟˯ˢ˪ ˪˰ ˫˧ˮˣˮˠˮˬ ˫˧˧ˬ˧ˮ˲ ˪˷ 

˸˩˶˰ˬ ˢ˪˰˲ˢ ˶˧˟˯ˢ˪ˣ ˢˬ˶˟ ˢ˵˧ˬ˰ˬ ˪˰ ˸ˣ˧ˠˣ˪ˣˡˣ˸ˬ ˸ˣ˧˲˵˸ˢ ˢˬ˶˟ ˸˧˦˵˶˲ˢ Φ˶ˣ˴˧˵˟ - ˢˣˣ˷ 

ˡ˧˧˦˴ˢ˪ ˯ˣ˩˟ ˢ˲˵ ˸ˣˮˢ˪ˣ ˨˶ˡˢˬΦ 

 

ˢˬ ˰˦˵ˢ ˪˷ Mimikatz 

mimikatz ύ˫˷ˢ ˢˣˣˢˬ ˠˮ˪˯ ˧˸˲˶˴ ˡˬ˴˪ ˫˧˪˧ˬˢ - ˪ˣ˸˥ ˡˣˬ˥ ό˞ˣˢ ˡ˥˞ ˫˧˪ˣ˸˥ˢ ˫˧˧˶˞˪ˣ˲ˣ˲ˢ ˶˸ˣ˧˟ 

˫˪ˣ˰˟ ˢ˲˧˵˸ˢ ˞˪˪ˣ ˵˲˯ ˶˧˯˥ˢ ˢˮ˧˷ ˶˲˯ˬˬ ˟˶ ˪˷ ˫˧˸ˣˣ˴ ˫˧˪ˣ˥˩ Φ17K ˫˧˟˩ˣ˩ ˪˰ˬˣ 3k ˪˷ forks 

ˡˣˬ˰˟ sπGithub ˪˷ ˧˪˩ˢ ˣˬ˧˩˯˧ ˫˰ ˢˮ˰˦ˢ ˣˤˢ Φ˸ˣ˶ˬ˪ ˦˲˷ˬˢ ˫˯˶ˣ˲ˬˢ ˪˷ ˧˲˪ˡ ˰ˠˣˮ˟ ˣ˸˟˧˸˩˪Υ 

άaƛƳƛƪŀǘȊ ƛǎ ŀ ǘƻƻƭ LϥǾŜ ƳŀŘŜ ǘƻ ƭŜŀǊƴ / ŀƴŘ ƳŀƪŜ ǎƻƳŜǎ ŜȄǇŜǊƛƳŜƴǘǎ ǿƛǘƘ ²ƛƴŘƻǿǎ ǎŜŎǳǊƛǘȅΦέ 

˥ˣ˦˟ ˶ˬˣ˪ ˧˩ ˶˥˞˪ ˨˶˰˟ ˶ˣ˷˰ ˧˴˥ˣ ˫ˣ˯˶˲ˢˬ ˧˪˞ˬ˶ˣ˲ˢ ˪˷ ,˧˪˩ˢ ˸ˣ˞ˬ ˫˧ˮˣ˩ˡ˰ ,˫˧˧ˣˮ˧˷ˣ ˢ˲˯ˣˢ ˪˷ 

˸ˣ˵˧ˮ˩˦ ˢ˲˧˵˸ ˸ˣ˲˯ˣˮ ˪˰ ˯˧˯˟ ˶˵˥ˬ ˪˩ˬ ˧˟˥˶ ,˫˪ˣ˰ˢ ˣ˸ˬ˧˸˶ ˶ˣ˲˯ˮ˧˞˪ ˧˪˩ ˢ˲˧˵˸ ύ˫˵˪˥ ˱˞ ˫˰ 

˧ˮˬˬ˯ IoC ˪˴˞ ˸ˣ˴ˣ˟˵ APT ˸ˣ˶˩ˣˬ ό˧˩ mimikatz ˶˟˰ ˪˰ˬ ˶˟˰ˬˣ ˸˞ ˣ˸ˣ˞ ˭ˣˮ˩˸ Ϧ˰ˣˮ˴ Ϧ˪˷ ˶ˬ ˧˲˪ˡ Φ 

ˢˡˠ˞ ˸˧ˮ˟˶ˣ˞ ˸ˣˡˣ˞ ˧˪˩ˢ ˞˧ˢ ˟˧˟˯ ˧ˣ˸˧˰ˢ x˟ ˧˪˩ˢ ˨˲ˢ ˪πopen source Φ˧˲˪ ˶ˣ˲˧˯ˢ, ˧˲˪ˡ ˪˧˥˸ˢ 

ˡˣ˟˰˪ ˪˰ mimikatz ˡˣ˰ ˟πнллт ˫˰ˣ ˸ˣˬˡ˵˸ˢ ˶˵˥ˬˢ ˨˶ˣ˞˪ ˫˧ˮ˷ˢ ˪˥ˢ ˶˧˟˰ˢ˪ ˸ˣ˞˴˶ˢ ˞˷ˣˮ˟ Φ˟˧˟˯ 

нлмн, ˸˰˟ ˶ˣ˵˧˟ˢ ˣ˪˷ ˢ˟˵˯ˣˬ˟ ˸˸˪ ˢ˞˴˶ˢ ,ˢˬˣˡ ˞ˣˢ ˡ˧˰ˬ ˯˲˸˷ ˪˰ ˫˥ ˫ˡ˞ˮ˟ ˡˣ˷˥ ˷ˣ˟˪ ˶ˣ˥˷˟ 

˵˯˰˸ˬ x˪ ˟˷˥ˬ˟ ˶ˡ˥˟ ˭ˣ˪ˬˢ Φˣˬ˩ ,˭˩ ˶˥˞˪ ,ˢ˞˴˶ˢˢ ˢˮ˲ ˣ˧˪˞ ˶ˣ˥˟ ˧ˮ˷ ˶ˣ˥˷˟ ˷˶ˡˣ ˣˮˬˬ ˞˧˟ˢ˪ x˪ 

˸˞ ˸ˣˠ˴ˬˢ ˠ˧˴ˢ˷ ˵˸ˣ˰ˣ ˪˷ mimikatz ˪˰ ˧˟ˠ usb ˠˮ˟ˣϥ˭˧ˬ ˶˸˰ˮ ˢ˷˵˟˪ Φ˸˴˵ ˧ˮ˲˪ ˟ˤ˰˷ ˸˞ ,ˢ˧˯ˣ˶ 

˨ˣ˸ˬ ˡ˥˲ ˣˮˣ˥˦˧˟˪ ˧˷˧˞ˢ ˫˞ ˧˪˩ˢ ˢ˧ˢ˧ ,˧ˡˣ˯ ˫˯˶˧˲ ˠˮ˟ϥ˭˧ˬ ˸˞ ˧˪˩ˢ ˨˩˟ˣ ˨˲ˢ ˣ˸ˣ˞ ˡˣ˵˪ ˥ˣ˸˲ Φ,˱˯ˣˮ˟ 

˭˰˦ ˫˞˷ ˫˧˲˵ˣ˸ ˣ˷ˬ˸˷˧ ,˧˪˩˟ ˪˰ ˫˧ˮ˧ˠˬ ˶˧˩ˢ˪ x˟ ˫ˠΦ 

˦˪˥ˢ˟ ˰ˬ˷ˮ ,ˡ˧˥˲ˬ ˪˟˞ ˸ˣ˧˶˵˸ˢ ˮˢϦ˪ ˞˪ ˣ˧ˢ ˶ˠ˧˶˦ˢ ˧ˤ˩˶ˬˢ ˣˬ˶ˠ˷ x˪ ˱˸˷˪ ˸˞ ˧˪˩ˢ ˫˰ ˫˪ˣ˰ˢ Φ

˸ˣ˞˧˴ˬ˟, ˠˮ˟ϥ˭˧ˬ ˶˶˥˧˷ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢ ˧ˮ˲˪ ˯ˮ˩ˢ˷ ˢ˧˯ˣ˶˟ ˪˪˩˟ ˷˥˶˸ˢ ˶˸ˣ˧ˣ ˢˮ˷ˬ ˫ˡˣ˵ ˭˩˪ ˶˟˩ 

˱˸˧˷ ˫˧˧˶˞ˮ˧˟ ˢ˧˴˦ˮˬˣ˵ˣˡˣ ˪˷ ˧˪˩ˢ ˫˰ ˫˧˷ˮ˞ ˫˧˟˶ Φ˪˟˞ ˣˬ˩ ˫˧˶ˬˣ˞˷ ˡˣˣ˧˪ˣˢ˟ - ˪˞ ˣˮ˸˸ ˸ˣˡ˟ˣ˰˪ 

˰˧˶˲ˢ˪ ˶ˣ˲˧˯˪ ˟ˣ˦Φ 

https://github.com/gentilkiwi/mimikatz
https://www.wired.com/story/how-mimikatz-became-go-to-hacker-tool/
https://twitter.com/gentilkiwi/status/929672352522219520
https://twitter.com/gentilkiwi/status/929672352522219520
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˪˩˟ ,ˢ˶˵ˬ ˢˡˣ˵ˮˢ ˧˩ˢ˷ ˟ˣ˷˥ ˶ˣ˩ˤ˪ ˪˩ˬ ˶ˣ˲˧˯ˢ ˞˧ˢ ˵˶˷ ˟π2013, ˦˰ˬ˩ ˢˮ˷ ˶˥˞˪ ˫ˣ˯˶˧˲ˢ ˪˷ 

,˧˪˩ˢ Microsoft ˣ˦˧˪˥ˢ ˢˤ˷ ˢ˧ˢ˧ ˭ˣ˧˰˶ ˟ˣ˦ ˪˦˟˪ ˸˞ WDigest ˟πWindows 8.1 ˶˷˞ ˢ˧ˢ ˶ˣ˦˵ˣˢ 

˧˶˵˧˰ˢ ˪˷ ˧˪˩ˢ ˡ˰ ˢ˸ˣ˞ ˢ˲ˣ˵˸ ˸˲˧˪˷˪ ˸ˣˬ˷ ˫˧˷ˬ˸˷ˬ ˸ˣ˞ˬ˯˧˯ˣ ˣ˶ˬ˷ˮ˷ ˟πclear next Φ 

˟˧ˮˠˬ Ηˤ˞ ˣ˞ˣ˟ ˪ˣ˪˴ˮ ˨˧˞˪ ˧˪˩ˢ ˡ˟ˣ˰ ˫˧˪ˡˣˬˢˣ ˫˧ˮˣ˷ˢ ˞ˣˢ˷ ˰˧˴ˬΦ 

ˢ˶˰ˢΥ ˶˟˩ ˣ˧˷˩˰ ˟ˣ˷˥ ˣˮ˪ ˶ˣ˴˰˪ ˶ˬˣ˪ˣ ˶ˬ˞ˬˢ˷ ˨˪ˣˢ ˵˯˰˸ˢ˪ ˥ˣ˸˧ˮ˟ ˧ˮ˩˦ ύˡˣ˞ˬ ό˪˷ ˡˣ˵ ˶ˣ˵ˬˢ 

˫˧˷ˣˬ˧˷ˢˣ ˫˧ˮˣ˷ˢ ˧˪˩ˢ˷ ˶˷˲˞ˬ ˸ˣ˥˲ˣ ˟πϦˡ˴˧˩ ˷ˬ˸˷ˢ˪ ˧˪˩˟ ˭˲ˣ˞˟ ˧˦˶ˡˮ˦˯Ϧ, ˪˧˟˷˟ ˨˩ ˫˧ˬ˧˧˵ 

˸ˣ˞ˬ ˫˧˶ˬ˞ˬ ˫˧˶˥˞ ˦ˮ˶˦ˮ˧˞˟ Φ˫˰ ,˸˞ˤ ˢˬˣˡ˟ ˶˞˷˪ ˫˧˶ˬ˞ˬˢ ˣˮ˟˸˩˷ ,˭˧ˤˠˬ˪ ˟ˣ˷˥ ˣˮ˪ ˡˣ˞ˬ ˞ˡˣˣ˪ 

˸˞ ˢˮ˟ˢˢ ˪˷ ˞˶ˣ˵ˢ ˭˩˪ˣ ˫ˠ ˢˡ˧ˬ˟ ˫˸˞ˣ ˞˪ ˧˩ˢ ˫˧˥˸ˣ˸ ˟πC x˞ ˟πWindows Internals, ˭˧˞ ˫˩˪ ˢˬˬ 

˷ˣ˷˥˪ ύ˸ˣ˶ˬ˪ ˣˮ˥ˮ˞˷ ˷ˬˬ ˫˧˴˧˪ˬˬ ˸ˣ˥˲˪˷ ˣ˶˟˰˸ ˪˰ ˶ˬ˞ˬˢ ˫ˡˣ˵ˢΦό 

 

˭ˣ˧˪˧ˬ ˭ˣ˧˪˧ˬ ˫˧˪ˡˣˬ ˸ˣˡˣ˵˲ˣ 

ˣˬ˩ ˫˩˟ˣ˶˷ ˧˞ˡˣˣ˟ ˶˟˩ ,˰ˡˣ˧ Mimikatz ˞ˣˢ ˧˪˩ consoleπ˧ ˳˶ˣˬ˷ ˪ˮ˧ˬ˶˦ˢˬ Φˢˡ˧ˬ˟ ˞˪ˣ ˞˴˧ ˫˩˪ ˭˧˧ˡ˰ 

˸ˣ˯ˮ˸ˢ˪ ˫˰ ˧˪˩ˢ ˫˸˞ ˫˧˪ˣ˩˧ ˸ˣ˷˰˪ ˸˞ˤ ˷ˬˬ ˨ˣ˸ ˢˬ˩ ˸ˣ˵ˡ ύ˫ˠ ˢˡ˧ˬ˟ ˭˧˞ˣ ˫˩˪ ˢ˟˧˟˯ ˸˧˪˞ˣ˦˶˧ˣ 

˨˩˪ ό˸ˣ˰˴ˬ˞˟ ˶ˡ˥ˢ ˪˷ Exploitation Basics-Post ˸ˬ˶ˣ˲˦˪˲˟ Try Hack Me Φ˫˧˴˧˪ˬˬ ˫ˣ˥˟ Φ˪˩˟ 

,ˢ˶˵ˬ ˣ˪˞˪ ˭˩˷ ˞˴˧ ˵˥˷˪ ˸˴˵ ˫˰ mimikatz, ˧˞ˡˣˣ˟ ˫˸ˬ˷ ˟˪ ˢ˷˧˪˩ ˪˧˩ˬ ˢ˟˶ˢ ˸ˣ˶˰ˢ debug ˡ˴ˬ˷ 

ˡ˥˞ ˸ˣ˥˲ ˥ˣˮ ˣˮ˪ ˶ˣ˸˟ ,˫˧˷ˬ˸˷ˬ ˪˟˞ ˡ˴ˬ ˧ˮ˷ ˢˤ ˡˣ˞ˬ ˧˷ˣˬ˧˷ ˟πtroubleshooting ˢˮ˟ˢˣ ˪˷ ˡ˴˧˩ 

ˡˣ˵ˢ ˳˶ Φ˧˪˩ˢ ˢ˞˶ˮ ˨˩Υ  

 

˪˩ ˢ˧˴˵ˮˣ˲ ˪˷ ˧˪˩ˢ ˸ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˸˧ˮ˟˸ ˪˷ Module-name::Command ˧˲˪ˣ ˫ˢ ˸˧˧˴˵ˮˣ˲ sπmain ˪˷ 

mimikatz ˸˰ˡˣ˧ ˢˤ˧˞˪ ˪ˣˡˣˬ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˞ˣ˶˵˪ ˣˤ˧˞˪ˣ ˢˡˣ˵˲ ˣ˩ˣ˸˟˷ Φ˳˟ˣ˵˟ mimikatz.c ˡˣ˵˟ ˶ˣ˵ˬˢ 

˶˷˲˞ ˸ˣ˞˶˪ ˵ˣ˧ˡ˟ ˸˞ ˢ˵ˣ˪˥ˢ ˣˤˢ ˸ˣ˧˴˵ˮˣ˲˟ mimikatz_doLocal ˟xπmimikatz_dispatch Φ 

https://www.digitalwhisper.co.il/files/Zines/0x95/DW149-1-InsideLSASS.pdf
https://tryhackme.com/room/postexploit
https://github.com/gentilkiwi/mimikatz/blob/master/mimikatz/mimikatz.c
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˨˯ ˪˩ˢ ˫ˮ˷˧ мт ˫˧˪ˡˣˬ ˫˧ˮˣ˷ ˟πMimikatz Φ˦˶˲ˮ ˫ˢ˧˪˰ ˢ˶˴˵˟ ˵˶˲˟ˣ ˟ˣ˶˵ˢ ύˢ˷˰ˬ˪ˣ ˟ˣ˶˟ ˶ˬ˞ˬˢό 

˵˯˰˸ˮ ˥ˣ˸˧ˮ˟ ˪˷ ˡ˴˧˩ ˫˸ˣ˞ ˫˧˪ˡˣˬ ˫˧ˡ˟ˣ˰ ˢˬˣ ˡ˥˧˧ˬ ˸˞ ˸˦˧˷ ˢ˪ˣ˰˲ˢ ˪˷ ˡ˥˞ ˣˢ˞˶ˬ Φˣˬ˩ ,˭˩ ˶˴ˣ˸ 

˧˞ˣˣ˪ ˥˧ˣˣ˶ˮ˷ ˨˶ˡˢˬ ˫ˢ ˫˧˷˧˥˶˸ˢ ˫˧˧˶˷˲˞ˢ ˪˷ ˧˸ˬ ˢ˧ˢ˧ ˧˩ˢ ˭ˣ˩ˮ ˪˧˰˲ˢ˪ ˪ˡˣˬ ˫˧ˣ˯ˬ ˧ˮ˷ˣ ˞˪ Φ 

˫˧˪ˡˣˬ ˧˧˸ˣ˟˶, ˫˧˪ˡˣˬΥ 

мΦ Sekurlsa - ˢ˞˶ˮ˩ ˪ˡˣˬˢ ˧˩ˢ ˳ˣ˲ˮ ˪˷ mimikatz Τˢ˟˧˯ˬˣ ˢ˟ˣ˦ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˵˯˰˸ˬ ˸ˣ˶˧˷˧ ˳ˣ˪˧˥˟ 

,˸ˣ˞ˬ˯˧˯ ,˸ˣ˥˸˲ˬ pin codes xπticketπ˫˧ ˭ˣ˶˩˧ˤˢˬ ˪˷ LSASS Φˣˮ˥ˮ˞ ˰˧˵˷ˮ ˞˪ ˦˰ˬ ˭ˬˤ ύ,˶ˬˣ˪˩ 

˫˧˲ˡό ˨˷ˬˢ˟ ˪˧˟˷˟ ˶˧˟˯ˢ˪ ˡ˴˧˩ ˪˩ ˫˯˵ˢ ˢˤˢ ˢ˶ˣ˵ Φ˦˲˷ˬ ˞˪˲ˮ ˪˷ ˧˲˪ˡ ˦ˣ˷˲˷ ˫˧˟˧˧˥ ˦˦˴˪Υ 

άƻƴŜ Řŀȅ ǇŜƻǇƭŜ ǿƛƭƭ ŘƛǎŎƻǾŜǊ ǘƘŀǘ aƛƳƛƪŀǘȊ ƛǎ ƳƻǊŜ ǘƘŀƴ ǎŜƪǳǊƭǎŀΥΥƭƻƎƻƴǇŀǎǎǿƻǊŘǎ έ 

нΦ Lsadump - ˪ˡˣˬˢ ˳˪˥ˬ ˸ˣ˞ˬ˯˧˯ ˬπLSA ˢˬˣπSAM Φ˞ˣˢ ˪˧˩ˬ ˢˬ˩ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢˬ ˸ˣ˶˩ˣˬˢ ˶˸ˣ˧˟ 

˪˷ mimikatz ˭ˣˠ˩ DCSync, DCShadowΦ 

оΦ Kerberos - ˰˴˟ˬ ˸˞ ˪˪˩ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˶ˣ˷˵˷ ˸ˣˬ˧˞˟ ˯˯ˣ˟ˬ Kerberos ˫˰ ˫˧˦˵˧˦ - ˪˩ ˢˬ ˶ˣ˷˵˷ 

π˪TGT, TGS ˪ˣˢ˧ˮˣ Sessions Φˢ˞˴ˣ˸˩ ˨˩ˬ ˪ˡˣˬ˟ ˢˤˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˸ˣ˲˵˸ˬ Pass-The-Hash, 

golden ticket ˡˣ˰ˣ ˫˧˟˶ ˫˧˶˥˞ Φ,˶ˣˬ˞˩ ˫˪ˣ˩ ˫˧˯˯˟˸ˬ ˪˰ Kerberos Φ˫˧˵˪˥ ˫˧˟˥˶ˮ ˡˣ˵ˬ ˶ˣ˵ˬˢ 

˪˷ Rubeus ύ˧˪˩ ˢ˲˧˵˸ ˧˶˞˪ˣ˲ˣ˲ ˱˯ˣˮ όˣ˥˵˪ˮ ˶˷˧ ˪ˡˣˬˢˬ ˧˥˩ˣˮˢΦ 

пΦ Crypto - ˪˩ ˢˬ ˶ˣ˷˵˷ ˫˪ˣ˰˪ ˞˪˲ˣˬˢ ˪˷ ˢ˧˲˶ˠˣ˦˲˧˶˵ ˟πWindowsΥ ,ˢˮ˲˴ˢ ,˥ˣˮ˰˧˲ ,˸ˣ˥˸˲ˬ 

˫˧˟ˣ˟˧ˠ ˡˣ˰ˣ ˞˪ˬ ˞˪ˬ ˸ˣ˪˪˵ ˪˷ ˫˧˞˵˧˦ˬ˸ˬ ˣ˶˥˟˷ ˡˣˬ˪˪ ˸˞ ˶˞ˣ˸ˢ ˞˪ˢ ˭ˣ˩ˮ Φ˪ˡˣˬ˟ ˣ˪˩ˣ˸ ˞ˣ˴ˬ˪ 

˫ˠ ˳ˣ˪˧˥ ˪˷ ,˸ˣˡˣ˰˸ ˫˧˯˧˦˶˩ ˫˧ˬ˩˥ ˡˣ˰ˣΦ 

рΦ Dpapi - ˳ˣ˪˧˥ ˸ˣ˞ˬ˯˧˯ ˸ˣ˶˧˷ˬ sπDPAPI ˰˧˴ˬ˷ ˸ˮ˲˴ˢ credentials ˸ˬ˶˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˶ˣ˟˰ 

˸ˣ˧˴˵˧˪˲˞ Φ˞˪ ˵ˬ˰˸ˮ x˟ ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˞˪ ˧˦ˮˣˣ˪˶ ˪˞ ˧˩˧˪ˢ˸ ˸ˣˢˡˤˢˢ ˪˞ˣ ˸˧˸˷˸ 

LSASS ˢ˟˧˟˥ˢ Φ 

сΦ Event - ˪ˡˣˬˢ ˵˯˰˸ˬ ˪˩˟ ˶ˣ˷˵ˢ ˪˞ Windows Event logs Τˢ˶˧˴˰ ˧ˣ˵˧ˮˣ ˪˷ ˫˧ˠˣ˪ˢ ˶˥˞˪ 

˸ˣ˦˪˸˷ˢ ˸˥˪˴ˣˬ ˪˰ ˢˮˣ˩ˬˢΦ 

тΦ Misc - ˪ˡˣˬ ˪˧˩ˬ˷ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˸ˣˮˣ˷ ˪˩˸˷ϥ˯ ˞˪ ˢ˧ˢ ˫ˣ˵ˬ ˶˥˞ ˵ˣ˶ˤ˪ ˭˸ˣ˞ Φ˪˩ˣˮ ˞ˣ˴ˬ˪ ˫˷ 

˪˷ˬ˪ ˷ˣˬ˧ˬ ˪˷ PrintNightmare, Print Spooler, ˷ˣˬ˧ˬ ˪˷ ˸ˣ˦˧˷ persistence ˸ˣˮˣ˷ ˣˬ˩ 

Skeleton Key, ˸˵˶ˤˢ Windows SSP ˸˶˧˴˵˪ ˧˦˶˲ ˸ˣ˶˟˥˸ˢ ,˫˧˧˪˞˵ˣ˪ ˸˥˧˸˲ ˸ˣˮ˩ˣ˸ ˸ˣˮˣ˷ 

˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˡˣ˰ˣ ˞˪ˬ ˞˪ˬ ˴˧˲ϥ˫˧˶ ˫˧˧˶ˣ˦ˣˤ˧˞ ˣ˲˯ˣˮ˷ ˧˪˩˪ ˨˶ˣ˞˪ ˫˧ˮ˷ˢΦ 

уΦ Net - ˵˪˥ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˪ˣˡˣˬ˟ ˢˤ ˸ˣˬˣˡ ˸ˣˡˣ˵˲˪ net ˸ˣ˶˩ˣˬˢ ˪˷ Windows Φ˷˧ x˟ ˫ˠ ˢ˧˴˶ˬˣˮ˞ 

˪˷ sessionπ˫˧ ˫˧˸˶˷ˣ ˫˧˶ˡˠˣˬˢ ˫˰ delegation ˫˧ˮˣ˷ Φ˪˩˸ϥ˯ ˞˪ ˢ˞ˣ˶ ˢ˟˧˯ ˷ˬ˸˷ˢ˪ ˪ˡˣˬ˟ 

˧˥˩ˣˮˢ ˞˪ˣ ˧˪˩˟ ˣˬ˩ PowerView x˞ ActiveDirectory module ύ˫ˠ˷ ˫ˣ˸˥ ˪˰ ˧ˡ˧ ˦˲ˣ˯ˣ˶˵˧˧ˬ ό˪˧˟˷˟ 

˸ˣ˶˦ˬˢ ˢ˪˞ˢ Φ 

фΦ Privilege - ˪ˣˡˣˬ ˧˞˶˥˞ˢ ˪˰ ˸˧˧˴˪ˣ˲˧ˮˬ ˸ˣ˞˷˶ˢ ˸˟˧˟˯˟ Windows Φ˶˲˯ˬ ˟˶ ˪˷ ˫˧˪ˡˣˬ 

˸ˣ˧˴˵ˮˣ˲ˣ ˸ˣˮˣ˷ ˟πmimikatz ˫˧˷˶ˣˡ ˧ˣˮ˧˷ ύ˧ˮˬˤ ˪˩˪ ˸ˣ˥˲ˢ ό˪˷ ˸ˣ˞˷˶ˢ ˨˧˪ˢ˸ˢ Φ˪ˣˡˣˬ ˶˴˵ ˧ˡˣ 

straight forward ˷ˣˬ˧ˬ˟ ˣ˪˷Φ 

https://github.com/GhostPack/Rubeus
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
https://learn.microsoft.com/en-us/powershell/module/activedirectory/?view=windowsserver2022-ps
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млΦ Process - ˵˯˰˸ˬ ˪˩˟ ˶ˣ˷˵ˢ ˸˲˧˯˞˪ ˰ˡ˧ˬ ˪˰ ˫˧˩˧˪ˢ˸ ˪˰ˣ ˢ˧˴˵˶˦ˮ˧˞ ˫˸˧˞ Υ,ˢ˶˧˴˰ ,ˢ˧˧ˢ˷ˢ 

ˢ˴˶ˢ ˢˠ˴ˢˣ ˫ˢ˪˷ Φ˸ˣˬ˧˧˵ ˪ˡˣˬ˟ ˫ˠ ˸ˣ˧˴˵ˮˣ˲ ˪˷ process injection, parent process spoofing 

ˣ˩ˣΦϥ 

ммΦ Sid - ˪˩ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˶ˣ˷˵˷ ˪˞ SID ύSecurity Identifier όˢˡˣ˟˰ˢˣ ˣ˸˧˞ Φ˪˷ˬ˪ ˷ˣ˲˧˥ SID ˧˲˪ ˫˷ 

,˷ˬ˸˷ˬ ˸˧˩˶˰ SID, ˸˲˯ˣˢ ˭˧˧˲˞ˬ ˪˷ sIDHistory ˦˵˧˧˟ˣ˞˪ ˪˷ ˷ˬ˸˷ˬ ύ˧˷ˣˬ˧˷ ˸ˣ˲˵˸ˬ˪ ˭˧˟ 

˫˧ˮ˧˧ˬˣˡ όˡˣ˰ˣΦ 

мнΦ Standard - ˸ˣ˪ˣ˰˲ ˸ˣ˧˦˶ˡˮ˦˯ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ύ˞˪˷ ˸ˣ˶ˣ˷˵ ˪πexploitation όˣˬ˩ ˶˟˰ˬ ˭˧˟ 

,˸ˣ˧˵˧˸ ˧ˣ˵˧ˮ ,˨˯ˬ ˸˪˟˵ sπhostname ˪˷ ˢˮˣ˩ˬˢ ˸ˮ˩ˢˣ ˢ˲˵ ˠˣ˯ˬ ASCIIΦ 

моΦ Token - ˶˷˲˞ˬ ˪πMimikatz ˫˧˧˵˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ Windows authentication tokens, ˪˪ˣ˩ 

˸ˣˤ˥˸ˢ ˪˞ tokenπ˫˧ ,˫˧ˬ˧˧˵ ˢ˯˲ˡˢ ˫ˢ˪˷ ˨˯ˬ˪ ˢ˞˧˴ˬˣ ˢ˪˞˩ ˫˧˩˧˧˷ˢ ˪˞ Domain admins ˪˰ 

ˢˮˣ˩ˬˢΦ  

мпΦ Ts - ˪˩ ˶ˣ˷˵ˢ ˪π Terminal Services˪ˣπsessions ˫˧˧˟˧˦˵˶˦ˮ˧˞ ˪˷ Remote Desktop ˪˰ ˟˷˥ˬ 

˵˥ˣ˶ˬ ˸˷˶˟ Φ 

мрΦ Vault - ˳ˣ˪˧˥ ˸ˣ˞ˬ˯˧˯ ˣ˶ˬ˷ˮ˷ ˟πVault ˪˧˟˷˟ ˷ˣˬ˧˷ˢ ,˭˲ˡ˲ˡ˟ ˸ˣˬ˧˷ˬ ,˸ˣˮˬˤˣ˸ˬ RDP ˫˧˸ˣ˶˧˷ˣ 

˫˧˲˯ˣˮ Φ 

мсΦ Rpc - ˢ˦˧˪˷ ˵ˣ˥˶ˬ ύ˸˯˯ˣ˟ˬ ˪ˣ˵ˣ˦ˣ˶˲ RPC όπ˟Mimikatz Φ˭˩ ˭˩ ˢˬ ˫˸˰ˬ˷˷ Φ˫˧ˮ˷ ˧˸˧˴˶ ˟ˣ˷˥˪ 

˧ˮ˞˷ ˶˧˩ˬ ˟˦˧ˢ ˸˞ ˧˪˩ˢ ˤ˞ˣ ˫ˣ˞˸˲ ˣˮ˥ˮ˞ ˫˧˪ˠˬ ˪˰ ˴˧˲ϥ˶ Ϧ˧ˮ˷ˬϦ ˢˤ˩˷ Φ 

мтΦ Service - ,ˢˮ˵˸ˢ ˢ˵˧˥ˬ ˪ˣˢ˧ˮˣ ˪˷ Mimikatz service - άmimikatzsvcέ Φˢˬˣˡ˟ ˪ˣˡˣˬ˪ sπRPC 

˶˟ˣˡˬ ˭ˣ˶˸˲˟ ˧l ˥ˣˮ ˸ˣ˶˟˥˸ˢ˪ ύ˫˰ ˫˷ ˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ x˞ ˧˪˟ ό˸ˣ˶˧˷˪ ˪˷ ˧˪˩ˢ ˪ˢˮ˪ˣ ˣ˸ˣ˞ 

˵ˣ˥˶ˬ Φ 

ˢˡˣ˵ˮ ˟ˣ˷˥˷ ˸˸˪ ˢ˧˪˰ ˞˧ˢ ˸˞ ˷ˠˡˢ ˞˧ˢ ˢˬ˪ ˴˧˲ϥ˫˧˶ ˣˬ˩ mimikatzsvc x˞ mimikatz RPC ˫ˢ ˸ˣ˥˲ 

˫˧˶˩ˣˬ ˢ˷˰ˬ˪ˣ ˫ˠ ˸ˣ˥˲ ˫˧˧˷ˣˬ˧˷ Φ˪˧˥˸ˮ ˷˧˥˶˸ˢˬ ˧˯˞˪˵ˢ ˢ˲˧˵˸˟ ˸˩˷ˣˬˬ - ˢˬ˪ ˣˮ˪ ˶ˣˬ˷˪ 

persistence ˯˯ˣ˟ˬ ˢˬ˧˷ˬ ˸ˮˬˤˣ˸ˬ ˢ˪˰ˬ˷ ˢˤ˧˞ beacon ˸ˣ˶˟˥˸ˢ˪ ˪˞ ˸˶˷ C&C ˵˥ˣ˶ˬ ˸ˬˠˣˡ˩ 

cobalt strike ˧˪ˣˣ˶˦ˮ˧˞˟ ˭ˬˤ ˧˴˥ ,˫˧˧˪˞ˬˣˡˮ˶ ˶˥˞ ,˨˩ ˫˧ˮ˧˧ˮˣ˰ˬ˷˩ ˵ˣˡ˟˪ ˫˞ ˫˧˷ˬ˸˷ˬ ˫˧˷ˡ˥ 

ˣ˶˟˥˸ˢ ˢˡˬ˰˪ ύ˶ˣˬ˞˩˷ ˣˮ˸˦˧˪˷˟ όˤ˞ ˶˟˥˸ˢ˪ ˢˡˬ˰˪ ˸ˣ˰˴ˬ˞˟ sπclient ˪˷ sπC&C ˱ˣ˯˟˪ˣ ˭ˣ˰˦˪ 

˪ˣˡˣˬ ˢˤ˩ x˞ ˶˥˞ ˪˷ ˸˶˧˴˵ ˸ˣ˞ˬ˯˧˯ ˭ˣ˶˩˧ˤˢˬ Φˢˬ˪ ˸ˣ˷˰˪ ˣˤ˩ ˨˶ˡ ˸˪˟˶ˣ˯ˬ ˫˞ ˫ˣ˵ˬ˟ ˪˩ ˢˤ ˦ˣ˷˲ 

˶˷˲˞ ˵ˣ˶ˤ˪ ˪˰ ˢˡˬ˰ˢ ˸ˣ˶˧˷ ˪˷ mimikatz ˸ˣˢˡˤˢ˪ˣ ˸ˣ˶˧˷˧ ˣ˧˪˞ ˶˷˞˩ ˫˧ˮ˧˧ˮˣ˰ˬ ˳˪˥˪ ˸ˣ˞ˬ˯˧˯ 

˭ˣ˶˩˧ˤˢˬ ˪˧˟˷˟ ˵ˣˡ˟˪ ˫˞ ˣˮˠ˷ˢ credentials ˫˧˷ˡ˥ Κ 

ˢ˟ˣ˷˸ˢ ˢ˦ˣ˷˲ˢ - OPSEC Φˢˤ ˦ˣ˷˲ ˷˰ˣ˶ ˧ˡ˧ˬ Φ˫ˠ ˫˞ ˞˪ ˯˥˧˧˸ˮ ˪˩˪ ˸ˣ˧˪˞ˬˣˮ˞ˢ ˣ˶˶ˣ˰˸˧˷ ˢ˞˴ˣ˸˩ 

,˨˩ˬ ˣ˧ˢ˸ ˫˧˥ˣ˦˟ ˸ˣ˶˧˷ˢ˷ ˪˷ mimikatz ύˣˬ˩ ˫ˠ ˭˲ˣ˞ ˢ˪ˣ˰˲ˢ ˪˷ ˧˪˩ˢ ˣˬ˴˰ όˢ˞˶ˮ˩ ˫ˣ˸˥ ˪˩˟ ˨˶ˡ 

˸˧˶˷˲˞ ˪˰ ˧ˡ˧ ˪˩ ˸˶˟˥ EDR\AV ˸˧˶˷˲˞ ˵ˣ˷˟ Φˢˡ˟ˣ˰ˢ ˟ˣ˶˷ ˫˧˪˩ˢ ύˡ˟˪ˬ Pypykatz όˣ˥˸˲˸ˢ˷ ˬπ

Mimikatz ˣˬ˩ Invoke-Mimi, SafetyKatz, BetterSafetyKatz, SharpKatz ˣ˶˥˟ ˡ˵ˬ˸ˢ˪ ˸ˣ˪ˣ˰˲˟ ˢ˟˧˪ˢ 

˪˷ ˧˪˩ˢ ˞˪ˣ ˷ˬˬ˪ ˸ˣ˪ˣ˩˧ ˣ˪˞ ˫ˠ ˫˧˵ˤ˥ˬ ˸˞ ˢˮ˰˦ˢΦ 
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ˢˬ˧ˮ˟ ˸˴˵ ˶˸ˣ˧ ˸˧˷˧˞ ˸ˣ˥˲ˣ ,˸˧ˮ˩˦ ˧ˮ˲˪ ˶˲˯ˬ ˫˧ˮ˷ ˞˴˧˷˩ ˧˪ ˳˧˶ˢ˪ ˸˞ ˧˪˩ˢ ˫˰˲˟ ˢˮˣ˷˞˶ˢ ˪˰ 

ˢ˯˶ˠ ˞˪ ˴ˣ˲ˬϥ˴˲ϥ˸ ˪˷ Windows 10 ˸ˣˣ˥˪ˣ ˢ˶ˣ˷ˢˬ ˢˮˣ˷˞˶ˢ ˸˞ Ϧ˫˯˵ˢ Ϧˢˤˢ ˪˷ ˫ˣ˞˸˲ ˞˪˪ ˢˮ˩ˢ 

˸ˬˡ˵ˣˬ ˪˩ ˸ˣ˞ˬ˯˧˯ˢ ˸ˣ˥˸˲ˬˢˣ ˫˧˵˶ˤˮ ˨˯ˬ˪ ˪ˮ˧ˬ˶˦ˢ ˪˩ˣ ˢˬ ˶˞˷ˮ˷ ˧˪ ,ˢˤ ˢ˶ˣ˴˟ ˡˣ˞ˬ ˸˶˰˶ˣ˰ˬ 

˸˶˯˥ˣ ,˭ˣ˥˦˧˟ ˳˧˶ˢ˪ Runas ˪˧˟˷˟ ˸ˣˢˡˤˢ˪ ˷ˬ˸˷ˬ˩ ˶˥˞ ˣ˸ˣ˰˴ˬ˞˟ˣ ˤˣˤ˪ ˢˮˣ˩ˬ˪ ˸˶˥˞ ˸˷˶˟ ˢˤ˷ˣ 

ˢ˶˩˷˞ ˡˣ˟˰˧ Φ˧˸˷ˠ˶ˢ ˢˤ˷ ˞˪ ˸ˣ˥˲ ˫˯˵ˬ Φ 

˶ˬ˞ˬˢ ˮˢϦ˪ ˞˟ ˵ˣ˧ˡ˟ ˪˧˟˷˟ ˨˩ - ˶˧ˬˢ˪ ˸˞ ˸ˣ˷ˠ˶ˢ ˣ˪˞ˢ ύ˧˪ˣ˞˷ ˫˩˵˪˥ ˫˧˵˪ˣ˥ ˫ˠ ό˪˞ ˢˮ˟ˢˢ ˪˷ 

ˡ˴˧˩ mimikatz ˡ˟ˣ˰ Ϧ˸ˬ˞˟ Ϧ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Φˤ˞ ˢˡ˧ˬ˟ ˣˮ˧˷˰ˣ ˫˩˪ ˵˷˥ - ˢˤ ˭ˬˤˢ ˪ˣ˪˴˪ ˡˣ˵˪ ,˶ˣ˵ˬˢ 

˶ˣ˟˰˪ ˪ˡˣˬ ˪ˡˣˬ ˥˸ˮ˪ˣ ˡ˴˧˩ ˫˧˵˪˥ˢ ˫˧ˮˣ˷ˢ ˫˧ˡ˟ˣ˰ Φ 

ˢ˶˰ˢ мΥ ˨ˣ˸ˬ ˭ˣ˴˶ ˨˧˷ˬˢ˪ ˫˰ ˟˧˦˶ˮˢ ˪˷ ˶ˬ˞ˬˢ ,˫ˡˣ˵ˢ ˸ˣ˶ˬ˪ ˣˮˡ˰˧˸˷ ˸˞ ˪˩ ˡˣ˵ˢ ˪˷ mimikatz, 

ˣˮ˶˥˟ ˡ˵ˬ˸ˢ˪ ˶ˬ˞ˬ˟ ˢˤ ˵˶ ˸ˣ˦˧˷˟ ˸ˣ˶ˣ˷˵ˢ ˸ˣˢˡˤˢ˪ ˸˧˸˷˸˪ˣ LSASS ύˣˮ˟˧˪ ˫˰ ˣ˪˞ ˣ˲˧˴˷ ˶˧˟˯ˮ˷ 

ˡ˴˧˩ mimikatz ˰˧˧˯ˬ ˭ˬ˯˪ ˸˞ ˪˩ ˫˧˷˵ˣˬˢ ˢ˪ˣ˷˟ ˫˧˷˵ˣˬ ˸˶ˤ˰˟ ˪ˣˡˣˬˢ minesweeper Φό˵ˣ˧ˡ˟ 

ˢ˟˧˯ˬ xʕ ˞˪ ˣˮ˯ˮ˩ˢ ˶ˬ˞ˬ˪ ˧˥˩ˣˮˢ ˸˞ ˭˲ˣ˞ ˢˡˣ˟˰ˢ ˪˷ DPAPI Φ 

 

ˢ˶˰ˢ нΥ ˨˶ˣ˞˪ ˪˩ ˪ˣˡˣˬ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˱˧˯ˣˢ˪ ˶˲˯ˬ ˫˧˶ˣ˷˧˵ ˫˧ˮ˧˧ˮ˰ˬ ˫˧˦ˮˣˣ˪˶ˣ ˢ˞˧˶˵˪ ˢ˵˧ˬ˰ˬ  Ҍ˸˞ 

˶ˣ˷˧˵ˢ ˪˷ ˳˟ˣ˵ˢ ˡˣ˵˟ ˶ˣ˵ˬ ˣˬ˴˰ ˨˩ ˫˞˷ ˣ˴˶˸ ˶ˣ˟˰˪ ˡ˥˧˟ ˫˰ ˶ˬ˞ˬˢ ˪˰ ˡˣ˵ˢ ύ˪˧˟˷˟ ˡˡ˥˪ ˢˮ˟ˢ 

˪˷ ˸ˣˡˣ˵ˮ ˸ˣˬ˧˧ˣ˯ˬ ό˫˸˞ ˦˪˥ˢ˟ ˫˧˪ˣ˩˧ ύ˫˧ˮˬˤˣˬˣΦόΗ 

 

˫˧˪˧˥˸ˬ 

ˡ˟˪ˬ ˪ˡˣˬˢ ˭ˣ˷˞˶ˢ ύcryptoό ˠ˧˴ˮ˷ ,˟ˣ˶˵˟ ˣˮ˶˥˟ ˠ˧˴ˢ˪ ˸˞ ˫˧˪ˡˣˬˢ ˣ˞˪ ˞˵ˣˣˡ ˶ˡ˯˟ x˟ ˫ˢ ˫˧˰˧˲ˣˬ 

ˢ˧˴˦ˮˬˣ˵ˣˡ˟ ˞˪˞ ˧˲˪ ˸ˣ˥˧˩˷ Φ,˶ˬˣ˪˩ ˪˧˥˸ˮ ˫˧˪ˡˣˬˢˬ ˧˩ˢ ˫˧˶˩ˣˬ ˫˧˞˴ˬˮ˷ ˷ˣˬ˧˷˟ ˟˥˶ˮˢ ˶˸ˣ˧˟ 

˶ˣ˟˰ˮˣ ˣ˪˞˪ ˫˰ ˸ˣ˶˩˧ˢ ˢ˩ˣˬˮ ˶˷˞˩ ˪˩ ˪ˡˣˬ ˪˟˵˧ ˵˶˲ ˣ˪˷ˬ Φ˸˞ˤˣ ˣ˦ˮ ˢ˟˧˯ˢˬ ˣ˪˞˷ ˫˧˞˷ˣˮˢ ˪˩˸˷ϥ˯ 

˧˩ˢ ˣˮ˧˧ˮ˰˧ ˫˩˸˞ ύˡˣ˞ˬ ˸˲˩˞ ˣˮ˪ ˸˞ˮˢˬ ˢ˞˧˶˵ˢ ˪˷ ˧˞˶ˣ˵ ˭˧ˤˠˬˢ όˢˡ˟ˣ˰ˢˬˣ ˫˞˷ ˣ˪˞˷˧ ˫˩˸˞ Ϧxˮ ˤ˞ 

˨˧˞ Mimikatz ˡ˟ˣ˰ ϦΚ˭ˣ˧˞˶˟ ˢˡˣ˟˰ˢ ˞˟ˢ ˫˩˪˷ - ˣ˰ˡ˸ ˸ˣˮ˰˪ ˢˬ˶˟ ˸˵˲˯ˬ Φ 

˫˰ ,˸˞ˤ ˣˮ˶˥˟ ˪˧˥˸ˢ˪ ˸˞ ˶˟˰ˬˢ ˪˰ ˡˣ˵ ˶ˣ˵ˬˢ ˫˰ ˪ˡˣˬ sπcrypto ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˸˧˯˥˧ ˦ˣ˷˲ ˯˧ˮ˩˧ˣ 

ˣˮ˸ˣ˞ ύ˫˩˸˞ ό˫˧ˮ˧˧ˮ˧˰˪ ˢ˶ˣ˴˟ ˢ˥ˣˮ Φ˸˞ˤ ˫ˠ ˰ˣˡˬ ˣˮ˶˥˟ ˠ˧˴ˢ˪ ˸˞ ˟ˣ˶ sπflow ˪˷ ˸ˡˣ˵˲ crypto::hash 

˞˪ˣ ύˢˬˣˡ˟ ˫˧˶˟˯ˢ˪ ˫˧˶˥˞ ό˵˲˸˯ˢ˪ ˶˲˯ˬ˟ ˸ˣ˞˵˯˲ ˡˡˣ˟ ΦShall weΚ 

 

  

https://www.youtube.com/watch?v=ExnVM1lI_Wo
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Crypto Module - ˧˩ ˫˧˟˧˧˥ ˢ˧ˢ˧˷ ˣˢ˷ˬ ˨˟ˣ˯ˬ 

˪ˡˣˬˢ ˵˯˰˸ˬ ˟˪˩ ˢˬ ˶ˣ˷˵˷ ˢ˧˲˶ˠˣ˦˲˧˶˵˪ ˸˟˧˟˯˟ WindowsΥ ,ˢˮ˲˴ˢ ,˥ˣˮ˰˧˲ ,˸ˣ˥˸˲ˬ ,˸ˣˡˣ˰˸ 

˫˧˯˧˦˶˩ ˫˧ˬ˩˥ ˡˣ˰ˣΦ 

˫˞ ˪˩˸˯ˮ ˪˰ ˷ˣˬ˧ˬ ˢˡˣ˵˲ˢ crypto::hash ˢ˞˶ˮ ˞˧ˢ˷ ˸˲˲ˣ˥ ˢ˟˶ˢ˟ ˸ˣˬˣ˵ˬ ˸˧ˮ˟˸˪ ˢ˟ Windows 

ύxπLSASS ˦˶˲˟ ό˸ˮ˯˥˞ˬ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ ˢ˪˷ Φ˧ˬ˪ ˢ˴ˣ˶˷ ˵˧ˬ˰ˢ˪ ˸˞ ˢ˞˧˶˵ˢ ˞˷ˣˮ˟ ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˪˰ 

˶ˬ˞ˬˢ ˪ˣˢ˧ˮ ˸ˣ˞ˬ˯˯ ˸ˣ˧ˣˢˤˣ ˸ˣ˸˷˶˟ ˦˲ˣ˯ˣ˶˵˧ˬ ˸˞ˬ ˣˢ˧ˢˡ ˪˯˶ˠ ˭ˣ˧˪ˠ˟ соΦ 

ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ hash ˢˬ˯˧˯˪ ˫˰ ˫˷ ˷ˬ˸˷ˬ ˧˪ˮˣ˧˴˲ˣ˞ ˢ˶˧ˤ˥ˬˣ ˱˯ˣˮ˟ ˸˞ sπDCC1 ,DCC2 ˢˡ˧ˬ˟ 

˫˧ˬ˧˧˵ˣΥ 

 

ˢˬ ˣ˪˞ DCC1 ,DCC2Κ ,˸ˣ˦˷˲˟ ˪˩˟ ˫˰˲ ˫˸˞˷ ˫˧˶˟˥˸ˬ ˸˩˶˰ˬ˪ ,ˢ˪˰˲ˢˢ Windows ˸˶ˬˣ˷ ˰ˡ˧ˬ 

˪˰ ˧˦˶˲ ˸ˣ˶˟˥˸ˢˢ ˫˩˪˷ ˢ˶ˣ˴˟ ˸˧˪˞˵ˣ˪ ύcache όˢ˶˵ˬ˪ sxπDC ˫˰ ˡ˧˵˲˸ ˸ˣˬ˧˞ ˫˧˷ˬ˸˷ˬˢ ˭˧˧ˬˣˡ˟ 

˞˪ ˢ˧ˢ˧ ˭˧ˬˤ Φˢ˶˵ˬ˟ ,ˢˤ˩ ˭˧˧ˡ˰ ˣ˪˩ˣ˸ ˸˷ˠ˪ ˧˟˞˷ˬ˪ ˸˷˶ ˫ˮ˧˞˷ ˫˧˷˶ˣˡ ˸ˣˬ˧˞ ˧ˮ˧˧ˬˣˡ ύ˭˸˧ˮ ˠ˲ˮ˵˪ ˸˞ 

ˢˤ ˧l ˸ˣ˦˷˲˟ Φόˢ˶˵ˬ ˧˯˞˪˵ ˪˷ ˸ˣ˲˧˴˶ ˸˧˪ˣ˰˲˸ ˢ˟ˣ˷˥ ˶˸ˣ˧ ˢ˥˦˟˞ˬΦ 

,˭˩˟ˣ Domain Cached Credentials ˢ˯˶ˠ м xπн ˫˧˷ˬˬˬ ˵ˣ˧ˡ˟ ˸˞ ˭ˣ˧˰˶ˢ ˢˤˢ Φˢ˯˶ˠ м ˞˧ˢ legacy 

˵˲˯ˬ˷ ˫ˤ˧ˮ˩ˬ ˭ˣ˯˥˧˞˪ password hashes ˪˰ ˢˮˣ˩ˬˢ ˸˧˪˞˵ˣ˪ˢ ˱˯ˣˮ˟ ˭ˣ˯˥˧˞˪ NTLM ˧˸˶ˣ˯ˬˢ ΦнDCC 

˱˧˪˥ˢ ˸˞ м DCC˸ˣ˞˯˶ˠ˟ ˶˸ˣ˧ˢ ˸ˣ˷ˡ˥ ˪˷ Windows ˶˷˲˞ˬˣ ˭˯˥˞˪ password hashes ˪˷ ˧˷ˬ˸˷ˬ 

˭˧˧ˬˣˡ ˣ˶˟˥˸ˢ˷ ˶˟˰˟ ˟˷˥ˬ˪ ˪˰ ˸ˮˬ ˣ˪˩ˣ˧˷ ˶˟˥˸ˢ˪ ˫ˠ ˶˷˞˩ sπDC ˞˪ ˭˧ˬˤ ύ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˶˦ˬ˶˲˟ 

count ˪˰ ˸ˮˬ ˶˧ˡˠˢ˪ ˸˞ DCC2Φό 

˶ˣˤ˥ˮ ˡˣ˵˪ ˪˷ Mimikatz, sπflow ˪˷ ˢˡˣ˵˲ˢ crypto::hash ˧l ˨ˣ˶˞ ˸˧˯˥˧ ˪˧˟˷˟ ˸ˣ˯ˮ˪ ˠ˧˴ˢ˪ ˢ˶ˣ˴˟ 

ˢ˞˪ˬ ˸˥˸ ˶ˬ˞ˬ ˧˦ˮ˶˦ˮ˧˞ ˪˟˞ ˠ˧˴ˮ ˫˧˵˪˥ ˫˧˧˶˵˧˰ ˣˮˬˬ ˪˧˟˷˟ ˷˧˥ˬˢ˪ ˸˞ ˭ˣ˧˰˶ˢ ˶˟˰ˬ˟ ˪˰ ˡˣ˵ˢ 

ˣˮ˰˴˧˟˷ ˸˶ˠ˯ˬ˟ ˶˵˥ˬˢ Φ 

  

https://www.digitalwhisper.co.il/files/Zines/0x3F/DW63-3-WindowsHashes.pdf
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˪˩ˢ ˪˧˥˸ˬ ˸˧˧˵˴ˮˣ˲ˬ sπmain ˪˷ Mimikatz ˢ˟˷ ˶˥˟ˮ ˫˷ ˪ˣˡˣˬˢ ˢˡˣ˵˲ˢˣ ˷˧˷ ˰˴˟˪ Φˢˡˣ˵˲˟ 

crypto::hash ˫˧˯ˮ˩ˮ ˢ˧˴˵ˮˣ˲˪ ˢ˞˟ˢ ˳˟ˣ˵˟ kuhl_m_crypto.cΥ 

  

ˢ˪˥˸ˢ˟ ˸˴˵ ˸˶ˡˠˢ ˸˪˟˵ˣ ˫˧ˮ˸˷ˬ ˫ˢ˧ˣˮ˧˷ˣ ˦ˬ˶ˣ˲˪ ˥ˣˮ ˤ˞ˣ ˫˧˰˴˟ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

RtlCalculateNtOwfPassword ˪˧˟˷˟ ˶˴˧˧˪ MD4 hash ˪˷ ˢˬ˯˧˯ˢ Φ˪˩ˣˮ ˵ˣˡ˟˪ ˢˬ ˡˬˣ˰ ˧˶ˣ˥˞ˬ 

RtlCalculateNtOwfPassword ˸ˣ˰˴ˬ˞˟ ˳˟ˣ˵ˢ kull_m_crypto_system.h ˶˷˞ x˟ ˷˧ ˸˞ ˣ˶˵˞ˬˢ ύ˨ˣ˧˷ 

˪˷ ˢˢˤˬ ˸ˤˣ˶˥ˬ˪ όˢ˞˶ˮˣ ˞ˣˢ˷ ˢˮ˲ˬ ˸˧˧˴˵ˮˣ˲˪ ˸˩˶˰ˬ ллт ύBond, James Bond Υό 

 

˶˟˰ˬ ˶˴˵ ˪˰ ˢ˧˴˦ˮˬˣ˵ˣˡ ˞˪ ˸˧˪˞ˬ˶ˣ˲ ϐмϐώн ώ˪˷ Windows ˸ˣˡˣ˞ ˢ˸ˣ˞ systemFunction007 

˸˧˶ˣ˸˯ˬˢ ˪ˠˣˠ˟ ˞˧˟˧ ˣˮ˸ˣ˞ ˢˮ˟ˢ˪ ˧˩ ˶˟ˣˡˬ ˢ˷˰ˬ˪ ˢ˧˴˵ˮˣ˲˟ ˸˧˧˶˲˯˟ ADVAPI32.DLL ύ˸˶˷˲˞ˬˢ 

˸ˣˮ˩ˣ˸˪ ˫˧˧˵˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ ˫˧˦˟˧ˢ ˮˣ˷˫˧ ˪˷ ,˸˩˶˰ˬˢ ˭ˣˠ˩ ˪ˣˢ˧ˮ ˸ˣˮˣ˟˷˥ ,˷ˬ˸˷ˬ ˢ˷˧ˠ ˪π

Registry ˪˷ Windows ˰ˣ˴˧˟ˣ ˸ˣ˪ˣ˰˲ ˢˮ˲˴ˢ ό˶˷˞ ˸˰˴˟ˬ MD4 ˪˰ ˸ˤˣ˶˥ˬ ύ16 bytes όˢ˶˧ˤ˥ˬˣ 

˯ˣ˦˞˦˯ ˰ˣ˴˧˟Φ 

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_crypto.c
https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/modules/kull_m_crypto_system.h#L1
https://source.winehq.org/WineAPI/SystemFunction007.html
https://www.geoffchappell.com/studies/windows/win32/advapi32/api/index.htm
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˞˸˥ˮ˸ ˞ˢ˶˴˵Υ ˷ˣ˲˧˥ˬ ˶˴˶˴˵ ˪˷ systemFunction007 ˧˟˥˶˟ ˦ˮ˶˦ˮ˧˞ˢ ˣˮ˞˴ˬ ˠˣ˪˟ ˪˷ sπkiwi 

ˣˡˣ˟˩˟ ˣˬ˴˰˟ˣ ˡˣ˰ ˬπнлмо ˶˟ˡˬ˷ ˪˰ ˸ˣ˦˧˷ ˢ˧˴˦ˬ˪˲ˬ˧˞ ˸ˣˮˣ˷ ˞ˣˢ˷ ˶˵˥ ˞˷ˣˮ˟ ˸ˣ˪ˣ˰˲ 

ˢ˧˲˶ˠˣ˦˲˧˶˵ ˨˶ˡ sπAPIs ˫˧ˮˣ˷ˢ ˪˷ Windows Φ˦˪˥ˢ˟ ˢ˯˧˲ ˸˧˶ˣ˦˯˧ˢ ύ˫˧˶˧ˢˤˬ ,˷˞˶ˬ ˪˩ˢ 

˸˧˸˲˶˴˟Φό 

ˤ˞ ˡ˴˧˩ Mimikatz ˟˷˥ˬ ˣ˸ˬ˶˟ ˸˞ sπDCCs Κ˫˞ ˯ˮ˩˧ˮ ˸˧˧˴˵ˮˣ˲˪  kull_m_crypto_get_dcc˪˩ˣˮ ˸ˣ˞˶˪ 

˵ˣ˧ˡ˟ ˸˞ ˢˤΥ 

 

  

https://blog.gentilkiwi.com/tag/systemfunction007
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˟˪ ˟ˣ˷˧˥ˢ ˞˧ˢ ˸˧˴˵ˮˣ˲ kull_m_crypto_pkcs5_pbkdf2_hmac ˸˷ˬˣˬˬ˷ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 

˷˧ ˡˣ˰ ˸˴˵ ˢ˯˧ˮ˩ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˶˥˞ ˪˟˞ ˫˷˪ ˸ˣ˦˷˲ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˪˟˵ˮ ˧˩ ˶ˣ˟˰ ˟ˣ˷˧˥ DCC1 

˸˰˴˟˸ˬ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢΥ 

md4(md4(password)|lowercase(username)) DCC1 = 

˶ˣ˟˰ DCC2 ˰˴ˣ˟ˬ NTLM ˪˰ ,ˢˬ˯˧˯ˢ ˫˷ ˷ˬ˸˷ˬˢ ˶˟˰ˣˬ ˟πlower case ˪˞ unicode ˶˷˶ˣ˷ˬˣ ˪˞ 

˨˶˰ shash- ˟˷ˣ˥˷ ˫ˡˣ˵ - ˞˶˵ˮ ˦˪˲˪ ˢˤˢ άŎέ ˪˧˟˷˟ ˦˷˲˪ ˸˞ ˶˟˯ˢˢ Φ˫˧˰˴˟ˬ ˪˰ c ˣˮ˪˷ ˸˞ 

˫˸˧˶ˣˠ˪˞ md4 ύˡ˰ ˢ˩ ˸˶˧˴˧ dcc1 ό˶˥˞˪ˣ ˭˩ˬ ˫˧˰˴˟ˬ pbkdf2 ˫˰ ˫˧˶˦ˬ˶˲ˢ sha-1 ˩πhmac,10,240 

˶˲˯ˬ˩ ,˸ˣ˧˴˶˦˧˞ˢ ˸ˤˣ˶˥ˬˢ c ˢˬ˯˧˯˩ ˫˷ˣ ˷ˬ˸˷ˬˢ ˟unicode- ˩πsalt Φ˥˵˧ˮ ˵˶ ˸˞ мну ˫˧˦˧˟ˢ 

˫˧ˮˣ˷˞˶ˢ ˨ˣ˸ˬ ˢ˞˴ˣ˸ˢ ˸˟ мсл ˫˧˦˧˟ˢΦ 
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ˢ˶˴˵˟ ˭˸˧ˮ ˦˦˶˷˪ ˸˞ˤ ˨˩Υ 

DCC2 = PBKDF2(HMAC-SHA1, 10240, DCC1, username) [0:128] 

,˱ˣ˯˟˪ ˢ˶ˤ˥˟ ˪˞ kuhl_m_crypto_hash, ˶˟˰ˬ ˤ˧˶ˤ ˪˰ ˧ˠˣ˯ ˦ˬ˶ˣ˲ˢ ˯˧˲ˡ˸ ˫˸ˣ˞ ˨˯ˬ˪Υ 

 

˨˶ˣ˴˪ ˸ˣˬ˪˷ ,˶˟˯ˢ ˭˧˧˴ˮ ˢ˦˧˪˷˷ ˪˰ ˭˲ˣ˞ sπcache ˢˬ˩ˣ ˸ˣ˧ˣ˶˟˥˸ˢ ˶ˣˬ˷˪ ˶ˣ˥˞˪ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ 

˭˸˧ˮ ˰˴˟˪ ˸ˣ˰˴ˬ˞˟ ˨˶˰ˢ CachedLogonsCount ˸˥˸ ˟˧˸ˮˢ ˧˶˦˯˧ˠ˶˟ ˪˷: 

 HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon 

ˢ˶˵ˬ˟ ˪˷ ˢˮˣ˩ˬˢ ,˧˪˷ˢ ˨˶˰ˢ ˧˦˪ˣ˲˧ˡˢ ˞ˣˢ мл π ˰ˬ˷ˬ ˵˶ sπмл ˸ˣ˧ˣ˶˟˥˸ˢ ˸ˣˮˣ˶˥˞ˢ ˪˷ ˪˪˩ 

˫˧˷ˬ˸˷ˬˢ ˢˮˣ˩ˬ˟ ˣ˶ˬ˷˧ ˸˧˪˞˵ˣ˪: 

 

 ˣˬ˩ ,˭˩ ˨˶˰ sπDCC2 ˭˯˥ˣ˞ˬ ˧˶˦˯˧ˠ˶˟ ˸˥˸: 

HKEY_LOCAL_MACHINE\SECURITY\Cache 
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Crypto::extract 

ˢˡˣ˵˲ˢ ˢˮˣˬ˞ ˪˰ ˸˞˴ˣˢ ˸ˣ˥˸˲ˬ ˨ˣ˸ˬ ˸˧˸˷˸ sπCryptoAPI ˪˷ Windows Φˢˡˣ˵˲ˢ ˸ˡ˟ˣ˰ ˰Ϧ˧ ˷ˣ˲˧˥ 

˪˷ ˫˧˩˧˪ˢ˸ ˭ˣ˶˩˧ˤ˟ ˶˥˞ ˸ˣ˥˸˲ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˰ˡ˧ˬˣ ˷˧ˠ˶ ˶˥˞ ˸ˬˠˣˡ˩ session keys, ˸ˣˡˣ˰˸ 

˸ˣ˥˸˲ˬˣ RSA Φˢ˧˴˵ˮˣ˲ˢ kull_m_process_getProcessInformation ˳˟ˣ˵˟ kull_m_process.c ˸˶˷˲˞ˬ 

˪˟˵˪ ˰ˡ˧ˬ ˪˰ ˪˩ ˨˧˪ˢ˸ ˸˶ˤ˰˟ callback ˞˶˵ˮ˷ kuhl_m_crypto_extract_ProcessAnalysis ˢˠ˧˷ˬ˷ 

˸˞ s-ID ˪˷ ˨˧˪ˢ˸ˢ ,˱ˣ˯˟˪ˣ ˶˥˞˪ ˶ˣ˷˶˧˷ ˶˴˵ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ,˸ˣ˲˯ˣˮ ˸˞ s-PEB ύProcess 

Environment Block όˣ˪˷ - ˧ˬˢ˰ˡ ˸˶ˠ˯ˬ˟ userland ˪˷ ˨˧˪ˢ˸ˢΦ ,˨˷ˬˢ˟ ˣˮ˷˧ ˷ˣ˲˧˥ ˪˷ ˪ˣˡˣˬˢ 

rsaenh.dll ύˢ˧˶˲˯ ˸˷ˬˬˬˢ cryptographic service provide ˪˧˟˷˟ ˰˴˟˪ ˸˞ ˸ˣ˧˴˵ˮˣ˲ ˢˮ˲˴ˢˢ 

˥ˣˮ˰˧˲ˢˣ ˪˷ RSA ό˨˧˪ˢ˸˟ ˠ˷ˣˬˣ ˰ˡ˧ˬ ˪˰ sπexported functions ˣ˪˷ Φ˭˸ˣ˞ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˶˷˲˞ˬ ˭˧˟ˢ˪ 

˫˞ˢ ˨˧˪ˢ˸ˢ ˪˧˩ˬ ˸ˣˡˣ˯ Φ 

˭˪ˢ˪ ˡˣ˵ˢ ˳˟ˣ˵˟ kuhl_m_crypto_extractor.c ˰˴˟ˬ˷ ˸˞ ˢ˵˧ˡ˟ˢ ˟πexported functionsΥ 

 

˶˷˞˩ rsaenh.dll ˣˮ˧˞ ,˭ˣ˶˩˧ˤ˟ ˣˮ˷˧ ˷ˣ˲˧˥ ˪˷ ˸ˣ˧˶˲˯ bycrypt.dll ύ˷ˣˬ˧ˬ ˸ˣ˧˴ˮ˵ˣ˲ ˢˮ˲˴ˢ ,˸ˣ˧˶˦ˬ˧˯ 

,˸ˣ˧˶˦ˬ˧˯˞ ˫˧˟ˣ˟˧ˠ ˭˩ˣ ˸ˣˬ˧˸˥ ˟-WindowsΣ ˪˥ˢ ˸ˣ˩˶˰ˬˬ Windows Vista ˢ˞˪ˢˣ ό

ˣbcryptprimitives.dll- ύ˷ˣˬ˧ˬ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˬˠˣˡ˩ ˸˶˧ˤˠ ,˸ˣ˥˸˲ˬ ˢˮ˲˴ˢ ˥ˣˮ˰˧˲ˣ π ˪˥ˢ ˬπ

Windows 8 ˢ˞˪ˢˣ Φό,˶ˣˬ˞˩ ˪˩ˢ ˸ˣ˪˸˩ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Φ˫ˠ ˭ˢ˟ ˰˴˟˸ˬ ˷ˣ˲˧˥ ˪˷ sπexported 

functions Φ 

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/modules/kull_m_process.c#L30
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/pebteb/peb/index.htm
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/pebteb/peb/index.htm
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/pebteb/peb/index.htm
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp1330.pdf
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp1330.pdf
https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/crypto/kuhl_m_crypto_extractor.c
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ˢˡ˧ˬ˟ ˭˩˞ˣ ˞˴ˬˮ ˸ˣˬ˧˧˵˷ exported functions ,˸ˣˡˣ˷˥ ˣˮ˷˧ ˭ˣ˧˯˧ˮ ˞ˣ˶˵˪ ˭ˣ˶˩˧ˤˢˬ ˪˷ ,˨˧˪ˢ˸ˢ ˷˲˥˪ 

ˣ˟ ˧ˮ˟ˬ ˭ˣ˶˩˧ˤ ˫˧ˬ˧˞˸ˬˢ ˫˧ˮ˟ˬ˪ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˸ˬˠˣˡ˩ ˸ˣ˥˸˲ˬ  RSAˣAES- Φ,ˢˬˠˣˡ˪ ˪˧˟˷˟ ˵ˣˡ˟˪ ˫˞ 

˭ˣ˶˩˧ˤˢ ˪˧˩ˬ ˥˸˲ˬ ˧˦˶˲ ˪˷ RSA ˰˴˟˸ˬ ˷ˣ˲˧˥ ˧˲˪ Header ˧˲˧˴˲˯ ˸˵˧ˡ˟ˣ ˨˶ˣ˞ˢ ˣ˪˷ Φˢˡ˧ˬ˟ ˣ˸ˣ˞ˣ 

ˢˡ˷ ,˫˧˧˵ ˰ˡ˧ˬˢ ˵˸˰ˣˬ ˭ˣ˶˩˧ˤˢˬ Φ 

ˢˬˠˣˡ ˧ˮ˟ˬ˪ ˭ˣ˶˩˧ˤ ˡˣ˵ˢ˷ ˷˲˥ˬΥ 
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Sekurlsa module - ˫˞ˢ ˳˵˧ˬ˧ˬ ˪˪˩˟ ˨˧˶˴ ˡˣ˰ ˫˧˪ˡˣˬ ˳ˣ˥ ˣˮˬˬΚ 

ˢ˞˶ˮ˩ ˪ˡˣˬˢ ˧˩ˢ ˶˩ˣˬ ˪˩˟ Mimikatz Φ˶˷˲˞ ˶ˬˣ˪ ˵˶˲˟˷ ˟ˣ˶˵ˢ ˰ˠ˧ˮ ˵˶ ˟Ϧˢˡˣ˵˲ ˸˥˞ Ϧ- 

sekurlsa::logonpasswords Φˣˮ˷ˬ˸˷ˢ ˫˧˧˷˶ˠ˟ ˭ˣˣ˧˩ˬ ˢ˷˰ˬ˪˷ ˢˡˣ˵˲ˢ ˣˤˢ ˸˪˪ˣ˩ˢ ˦˰ˬ˩ ˸˞ ˪˩ ˶˞˷ 

˸ˣˡˣ˵˲ ˪ˣˡˣˬˢ ˢ˩ˣ˸˟ ˭˩˪ˣ ˪˩˸ϥ˯ ˶˧˟˯ˮ ˶˟˩ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˸˞ ˭˪ˣ˩ Φˣˬ˩ ,˭˩ ˭˧˧˴ˮ ˟ˣ˶˷ ˸ˣˡˣ˵˲ˢ ˪ˡˣˬ˟ 

˸ˣˬˣˡ ˡˣ˞ˬ ˭˲ˣ˞˟ ˢ˪ˣ˰˲ˢ ˭ˢ˪˷ ˭˩˪ˣ ˶˥˞˪ ˶˟˯ˢˢ ˧ˮˣ˷˞˶ˢ ˪˰ ˸˥˞ ˭ˢˬ ύmsvό, ˞˪ ˵˧ˬ˰ˮ ˭˪ˣ˩˟ 

ύ˭˵˪˥˟ˣ ˞˪ ˰ˠ˧ˮ ˪˪˩ Φό˟ˣ˶ ˢ˵˧ˠˣ˪ˢ ˪˷ ˪ˡˣˬˢ ˸˷ˬˣˬˬ ˳˟ˣ˵˟ kuhl_m_sekurlsa.c ˪˟˞ ˭ˣˣ˧˩ˬ ˪ˡˣˬˢ˷ 

ˣˬ˴˰ ˰˴˟ˬ ˸ˣ˪ˣ˰˲ ˸ˣ˟˥˶ ˡˣ˞ˬ ˞ˣˢ ˥˵ˣ˪ ˫ˠ ˧l ˢ˟˶ˢ ˡˣ˵ ˫˧˪ˡˣˬˬ ˫˧˶˥˞Φ 

˞˷ˣˮ ˟ˣ˷˥˷ ˶˧˩ˢ˪ ˧ˮ˲˪ ˫˧˪˪ˣ˴˷ ˵˶˲˪ ˞ˣˢAuthentication Packages  ύ˸ˣ˪˧˟˥ ˸ˣˬ˧˞ ˸˧˶˟˰˟ ˞˪ 

ˢ˶ˣ˶˟ Φό˧˸ˬ˷˶ ˪˰ ˨˩ ˸ˣ˩ˣ˶˞ ˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˭˩˪ˣ ˵˲˸˯ˮ ˟ˣˮˠ˪˟ ˫˷ˬ ˸˞ ˶ˣ˧˞ˢ ˪˷ ˸˶ˣ˦˵˦˧˩˶˞ SSPI 

ύSecurity Support Provider Interfaceό, ˷˧ˠˡˢ˪ x˟ ˸˞ ˸ˣ˪˧˟˥ ˸ˣˬ˧˞ˢ ˸ˣˮ˲ˢ˪ˣ ˸˞ ˞˶ˣ˵ˢ ˧˞˶˥˞ˢ ˪˞ 

˶ˬ˞ˬˢ ˮˢϦ˪ ˢˡ˧ˬ˟ ˣˢ˷ˬˣ ˞˪ ˭˟ˣˬΥ 

 

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/sekurlsa/kuhl_m_sekurlsa.c
https://www.digitalwhisper.co.il/files/Zines/0x95/DW149-1-InsideLSASS.pdf
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˧˧˵ˣ˞ ˧˧˵ˣ˞ ˫˧˪˧˥˸ˬ Φˢˡˣ˵˲ˢ sekurlsa::logonpasswords ˸˰ˠˣˮ ˸ˣ˪˧˟˥˟ ˸ˣˬ˧˞ˢ ˸ˣ˞˟ˢ π msv, 

livessp, Kerberos, wdigest, credential manager ˡˣ˰ˣ ˶˷˞ ˸ˣ˪˰ˣ˲ ˨ˣ˸˟ LSASSΥ 

 

˧ˮ˲˪ ˶ˣ˟˰ˮ˷ ˪˰ ˡ˴˧˩ sekurlsa ˸˪˴ˮˬ ˪˩ ˢ˪˧˟˥ ˡ˶˲ˮ˟ ˪˧˟˷˟ ˱ˣ˪˷˪ ˸˞ ˸ˣˡˣ˯ˢ ,ˢˮˬˬ ˪˩˸˯ˮ ˪˰ 

ˢ˧˴˵ˮˣ˲ kuhl_m_sekurlsa_acquireLSA ˶˷˞ ˢˣˣˢˬ ˵˪˥ ˟ˣ˷˥ ˶ˣ˟˧˥˟ ˪˞ ˪ˣˬ ˨˧˪ˢ˸ sπlsass ˣˬ˴˰ 

ύˢ˩˪ˢˣ ˢ˷˰ˬ˪ ˫˧˞˶ˣ˵ ˢ˪ ˪˩˟ ˫˰˲ ˫˧˴ˣ˶˷ ˵˷ˬˬ˸ˢ˪ ˣ˧˪˞ ˡˣ˵˟ Φό 

ˢ˶˰ˢΥ ˭ˣˣ˧˩ˬ ˨˧˪ˢ˸˷ lsass ˞ˣˢ ˨˧˪ˢ˸ ,˷˧ˠ˶ ˪˩ ˸ˣ˶˷˵˸ˢˢ ˣ˪ˣˬ ˸ˮ˲˴ˣˬ ύ˪˰ ˧ˡ˧ ˥˸˲ˬ ˧˶˦ˬ˧˯ Φό˪˧˟˷˟ 

,˨˩ mimikatz ˷˲˥ˬ ˭ˣ˶˩˧ˤ˟ ˸ˣ˧ˮ˟˸ ˸ˣˠ˴˧˧ˬˢ ˸˞ ˸˞ ˥˸˲ˬ sπIV, ˥˸˲ˬ sπ3DES ˥˸˲ˬˣ sπAES 

˫˸ˣ˰˴ˬ˞˟ˣ ˶˴ˣ˧ ˥˸˲ˬ ˧˶˦ˬ˧˯ ˸˶ˣ˷˵˸˪ ˪ˣˬ lsass Φ 

˸˧˧˵˴ˮˣ˲ kuhl_m_sekurlsa_acquireLSA ˢ˪˧˥˸ˬ ˢ˲˧˦˟ ˸˶ˡˠˢ ˫˧ˮ˸˷ˬ ˤ˞ˣ ˸˵ˡˣ˟ ˫˞ˢ ˶˟˰˟ ˣˮˠ˷ˢ 

˶˟˩ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˪˷ ˨˧˪ˢ˸ sπlsass ύ˧˲˪ ˸˵˧ˡ˟ ˢˮ˸˷ˬ hLsassMem Φόˢˡ˧ˬ˟ ˭˧˧ˡ˰ˣ ˭˧˞ ˣˮ˪ ˸˞ 

˸˟ˣ˸˩ˢ ύxʕ ˢ˴˧˶ˢ ˢˮˣ˷˞˶ˢ ˪˷ ˧ˣ˲˧ˬ ˸˟ˣ˸˩ sπlsassό, ˡˣ˵ˢ ˢ˯ˮ˧ ˠ˧˷ˢ˪ ˸˞ sπid ˪˷ ˨˧˪ˢ˸ ˭ˣ˶˩˧ˤˢˬ Φ

˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢˤ ˢˮˣˬ˸˟ ˢ˞˟ˢ Υ 
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ˢ˧˴˵ˮˣ˲ˢ kull_m_process_getProcessIdForName  ˢˮˣˬ˸˟˷ ˞˧ˢ ˵˪˥ ˪ˡˣˬˬ Process ύˣ˧˪˞ ˷˧ˡ˵ˮ 

˵˶˲ ˫˪˷ ˨˷ˬˢ˟ ό˶˷˞ ˢ˯ˮˬ ˠ˧˷ˢ˪ ˸˞ sπpid ˪˷ ˨˧˪ˢ˸ ˫˧ˣ˯ˬ ˥ˣ˸˲˪ˣ ˣ˧˪˞ handle ˸˶ˤ˰˟ ˢ˧˧ˮ˲ ˪˞ 

Windows API ˫˰ openProcessΦ 

ˡ˴˧˩ ˤ˞ ˫˧ˠ˧˷ˬ ˸˞ sπpid ˪˷ lsass ˫˸˞ ˫˧˪˞ˣ˷ Κ˯ˮ˩˧ˮ ˪˞ kull_m_process.c ˢ˞˶ˮˣ ˵ˣ˧ˡ˟ ˸˞ ˢˤ: 

 

ˣˬ˩ ˶˷˲˞˷ ,˸ˣ˞˶˪ ˧˸˷ ˸ˣ˧˵˴ˮˣ˲ˢ ˢˮˣˬ˸˟˷ ˸ˣ˷ˣ˰ ˷ˣˬ˧˷ ˟πNtQuerySystemInformation ˫˰ ˪ˠˡˢ 

˪˷ SystemProcessInformation Φ˧˲˪ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˷ˣˬ˧˷ ˪ˠˡ˟ ˧˥˩ˣˮˢ ˶˧ˤ˥˧ ˨˶˰ˬ ˫˰ 

˪˩ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶˷ ˸˰˩ ˸˩˶˰ˬ˟ Φ˶˥˞ ,˨˩ ˸ˣ˰˴ˬ˞˟ RtlEqualUnicodeString ˸˰˴˟˸ˬ ˢ˞ˣˣ˷ˢ ˶ˣ˟˰ 

˪˩ ˨˧˪ˢ˸ ˣˮ˞˴ˬ˷ ˪˞ ˪ˣˬ ˫˷ ˨˧˪ˢ˸ˢ ˣˮˮˣ˴˶˟˷ ,˷˲˥˪ ˶ˣˬ˞˩˷ ˢ˶˵ˬ˟ ˢˤ - άlsass.exeέΦ 

 

  

https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://github.com/gentilkiwi/mimikatz/blob/master/modules/kull_m_process.c
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-rtlequalunicodestring
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˶˥˞˪ ˸ˠ˷ˢ sπhandle, ˫˧˷ˮ ˸˞ ˰˧˟˴ˬˢ ˫˧˞˸ˬˢ ˪˞ ˨˧˪ˢ˸ˢ: 

 

,˨˷ˬˢ˟ mimikatz ˠ˧˷ˬ ˰ˡ˧ˬ ˪˰ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˶˲˧˯ˢˣ ˭ˢ˟ ˨˧˪ˢ˸ˢ ˷ˬ˸˷ˬ ˶˥˞˪ˣ ˢ˞˧˶˵ ˪˞ ˢ˧˴˵ˮˣ˲ 

kuhl_m_sekurlsa_nt6_LsaInitializeProtectedMemory ˠ˧˷ˮ ˸˞ ˸ˣ˥˸˲ˬˢ ˪˞ ˪ˣˬ sπlsass ˸˶ˤ˰˟ 

˸˞˧˶˵ ˸˩˶˰ˬ BCryptGetProperty ˶˷˞ ˢ˶˧ˤ˥ˬ ˫˧ˮ˧˧˲˞ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ Φ 

ˢˡ˧ˬ˟ ˪˩ˢˣ ,˥˪˴ ˷˲˥ˮ ˭ˣ˶˩˧ˤ˟ ˸˞ ˸˧ˮ˟˸ˢ ˸ˠ˴˧˧ˬˢ ˸˞ ˸˞ ˥˸˲ˬ sπIV, ˥˸˲ˬ sπ3DES ˥˸˲ˬˣ sπAES Φ

˧˪˩ˢ ˷ˬ˸˷ˬ ˸ˣ˥˸˲ˬ˟ ˣ˪˞ˢ ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˥˸˲ˬ ˢˮ˲˴ˢ ˧˶˦ˬ˧˯ ˣ˪˷ˬ ˶ˣ˟˰ ˶ˣ˟˧ˡˢ ˫˰ ˨˧˪ˢ˸ sπlsass 

˸˶ˤ˰˟ BCryptGenerateSymmetricKey: 

 

 

ˤ˞ ˷˧ ˣˮ˪ handler ˶˧˷˧ ˭ˣ˶˩˧ˤ˪ ˪˷ ˨˧˪ˢ˸ lsass ˸˞ˣ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˶˷˲˞ˬ˷ ˣˮ˪ ˶˷˵˸˪ ˣ˸˧˞ Φˢˬ 

˶˷˲˞ ˸ˣ˷˰˪ ˭˞˩ˬ Κ,˭˩˟ˣ ˵ˣ˧ˡ˟ ˢˬ ˫˸˞˷ ˫˧˟˷ˣ˥ - ˞˧˴ˣˢ˪ ˸˞ ˪˩ ˸ˣˡˣ˯ˢ ˷˧˷ ˣ˩ˣ˸˟ Φˢˤ ˞˪ ˪˩ ˨˩ 

˦ˣ˷˲ Φ˪˧˥˸ˮ ˶ˣ˟˰˪ ˪˰ ˸ˣ˪˧˟˥ ˸ˣˬ˧˞ˢ ˸ˣˮˣ˷ˢΦ 

  

https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptgetproperty
https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptgeneratesymmetrickey
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˶˪˧˧ˣ˲˯ ˦˶˪˞Υ ˶˷˲˞ ˵˪˥˪ ˸˞ ˪˩ ˶˟˰ˬˢ ˪˰ ˸ˡˣ˵˲ sekurlsa ˫˰ ˪˩ ˸ˣ˪˧˟˥ ˸ˣˬ˧˞ˢ ˸ˣˮˣ˷ˢ ˫˸˧˶ˣˠ˪˞˪ ˞˟ˢ Υ 

м Φ˸˥˧˸˲ ˶ˣ˟˧˥ ˪˞ sπDLL ˡˬˣ˰ˢ ˧˶ˣ˥˞ˬ ˸˪˧˟˥ ˸ˣˬ˧˞ˢ ˸˶˥˟ˮˢ 

н Φ˸˶˧˴˧ ˥˸˲ˬ ˶ˣ˟˧ˡ˪ ˪ˣˬ sπLSASS 

о Φˢ˵˧˶˯ ˭ˣ˶˩˧ˤ˟ ˨˧˪ˢ˸ˢ ˸˞˧˴ˬ˪ ˢˬ˧˸˥ξ˸˧ˮ˟˸ ϝ˸˶ˡˠˣˬ ˷˞˶ˬ ˸ˣ˪˸˩ ˬ˟Ϧs 

п Φˢ˞˧˶˵ ˪˷ sπcredentials ˧˲˪ ˢˬ ˣˮ˞˴ˬ˷ 

 ˫˞ ˫˸ˮ˟ˢ ˸˞ ˸˰˟˶˞ ˫˧˟˪˷ˢ ˣ˪˪ˢ - ˫˸ˮ˟ˢ ˸˞ ˟ˣ˶ ˵˶˲ˢΦ 

 ϝ˵˶˲˟ Ϧ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˧˧ˮ˰ˬ ˣˮ˶˥˟˷ ˫˧˷˪ ˭ˢ˧˪˰ ˷ˠˡ Ϧ˸˞˶˵˪ ˱ˣ˯ ˶ˬ˞ˬˢ ˣˮ˥ˮ˞ ˫˧ˠ˧˴ˬ ˵ˣ˧ˡ˟ ˸˞ ˧˰˦˵ ˡˣ˵ˢ 

˫˧˧˞˶˥˞˷ ˪˰ ˷ˣ˲˧˥ ˸ˣˬ˧˸˥ˢξ˸ˣ˧ˮ˟˸ ˭ˣ˶˩˧ˤ˟ ˸ˣ˧˶˲˯ sπDLL ˸ˣ˧˦ˮˣˣ˪˶ˢ ˪˩˪ ˸˪˧˟˥ ˸ˣˬ˧˞Φ 

Msv π ˢˡˣ˵˲ˢ ˢˮˣ˷˞˶ˢ ˢ˟˷ ˰ˠ˧ˮ ˞˧ˢ sekurlsa::msv Φˢˡˣ˵˲˟ ,ˣˤ ˥˸˲ˮ ˸˞ ˭ˣ˶˩˧ˤˢ ˪˷ lsass ˸˶ˤ˰˟ 

ˢ˧˴˵ˮˣ˲ˢ ˪˷ mimikatz ˸˞˶˵ˮ˷ kull_m_memory_open ˸˶ˤ˰˟ˣ openProcess Φ˪˩ˣˮ ˸ˣ˞˶˪ ˭˞˩ ˸˞ 

˸˪ˣ˰˲ ˸˥˧˸˲ ˭ˣ˶˩˧ˤˢΥ 

 

˶˷˞˩ ˦˵˧˧˟ˣ˞ˢ hmemory ˟˩˶ˣˬ ˶˲˯ˬˬ handleπ˫˧ ˫˧ˮˣ˷ ˢ˞˶ˮˣ ˨˩Υ 
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ˣˬ˩ ˶˟˯ˢ˟ ,˫ˡˣ˵ˬ ˢ˯ˮˮ ˠ˧˷ˢ˪ ˸ˣ˥˸˲ˬ ˪˞ sπLSASS ˸˶ˤ˰˟ 3DES ˶˥˞˪ˣ ˭˩ˬ ˸˶ˤ˰˟ AES Φˢ˯ˮˮ ˸ˣ˷˰˪ 

˸˞ˤ ˸˶ˤ˰˟ BCryptOpenAlgorithmProvider  ˪˰ ˸ˮˬ ˭ˣ˰˦˪ ˸˞ ˠˣ˯ ,˫˸˧˶ˣˠ˪˞ˢ BCryptSetProperty 

˶˷˲˞˧ ˭ˣ˰˦˪ ˸˞ ˟˴ˬ ˢˮ˲˴ˢˢ ύCBC ˶ˣ˟˰ 3DES xπCFB ˶ˣ˟˰ AES Φόˠ˧˷ˮ ˰ˡ˧ˬ ˪˰ ˪ˣˡˣˬˢ ˸˶ˤ˰˟ 

kull_m_process_getVeryBasicModuleInformations ύˢ˪˥˞ ˫˷ όπx kuhl_m_sekurlsa_findlibsΥ 

 
 

˸˞ ˥˸˲ˬˢ ˸˥˧˸˲˪ sπLSASS ˞˴˧˧ˮ ˭ˣ˶˩˧ˤˬ sπLSASS ύ˞˪ ˢ˞˪ˮ ˨˶ˡ˟ ˢ˟˷ ˢˤ ˢ˶ˣ˵ Φό˶˥˞˪ ˣˮ˞˴ˬ˷ ˸˞ 

πsheader ˫˧˞˸ˬˢ ˪π msv1_0.dll, ˭˰˦ˮ ˸˞ ˭ˣ˶˩˧ˤ sπLSASS ˣˮ˞˶˵˷ ˪˞ ˦˵˧˧˟ˣ˞ˢ ˞˟ˢΥ 

 

˪˩ ˡˣ˰ ˠˣ˯ ˸ˣ˶˟˥˸ˢˢ ˣˮ˧˞ network ύˢˬˠˣˡ˪ ˶ˣ˟˧˥˟ ˪πshare, winRM, ˸˯˲ˡˬ ό˰˴˟ˮ ˢ˯˲ˡˢ ˪˷ 

˫˧˦˶˲ˢ ˭ˣ˶˩˧ˤˢˬ ˪˰ ˯˧˯˟ ˫ˬˣ˵˧ˬ ˭ˣ˶˩˧ˤ˟ Φ 

https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptopenalgorithmprovider
https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptsetproperty
https://www.educative.io/answers/what-is-cbc
https://www.educative.io/answers/what-is-cfb
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ˢˮ˸˷ˬˢ gCandidateKeys ˪˧˩˧ ˸˞ ˸ˬ˧˷˶ ˸ˣ˥˸˲ˬ ύ˸ˣ˥˸˲ˬ hardcoded, ˸ˣ˥˸˲ˬ ˫˧˧˟˧˦˪ˣ˲˧ˡ 

˸ˣ˥˸˲ˬˣ ˣ˶ˤˠˮ˷ ˨ˣ˸ˬ sπSAM όπ˷mimikatz ˷ˬ˸˷˸ ˭ˢ˟ ˪˰ ˸ˮˬ ˥ˮ˰˲˪ ˸˞ sπmasterkey ˶˷˲˞˧˷ 

˯ˮ˩˧ˢ˪ ˪˞ sπcredentials ˫˧ˮ˲˴ˣˬˢΥ 

 

˶˷˞˩ PKEYLIST_ENTRY ˶ˡˠˣˬ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 

˪˩˪ ˡˬ˰ˣˬ ˟π gCandidateKeysˡˬ˰ˣˬ˷ ˸ˣ˧ˢ˪ sπSysKey ύ˞˶˵ˮ ˫ˠ bootkey x˞ System keyό, ˢ˯ˮˮ ˶ˣ˴˧˪ 

˥˸˲ˬ ˧˶˦ˬ˧˯ ύmasterkey ό˸ˣ˰˴ˬ˞˟ BCryptGenerateSymmetricKey ˷ˬ˸˷ˮˣ ˟π yptBCryptDecr ˪˰ 

˸ˮˬ ˸ˣ˯ˮ˪ ˥ˮ˰˲˪ ˸˞ ˵ˣ˪˟ˢ ˭˲˴ˣˬˢ ˠ˴˧˧ˬ˷ ˸˞ sπcredentials ˫˧ˮ˲˴ˣˬˢΦ 

ˢˬ ˢˤ SysKey Κ,˭˩˟ˣ ˶˟ˣˡˬ ˢ˧˴˶˲ˣ˞˟ ˢˮ˧˲˴ˬ˷ ˢ˶ˣ˴˟ ˢ˵ˤ˥ ˸˞ sπhashed password ˨ˣ˸˟ sπSAM ˪˰ 

˸ˮˬ ˭ˠˢ˪ ˫ˢ˧˪˰ ˧ˮ˲ˬ ˥ˣ˴˧˲ Φπssyskey ˥˵˪ˮ ˰˟˶˞ˬ ˸ˣ˥˸˲ˬ ˫˧ˮˣ˷Υ 

¶ HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\JD 

¶ HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Skew1 

¶ HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Data 

¶ HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\GBG 

https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptgeneratesymmetrickey
https://learn.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptdecrypt
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˫˰ ,˸˞ˤ ˪˞ ˲˴˸ x˸ˣ˞˶˪ ˫˷ ˶˸ˣ˧ ˧ˡ˧ˬ ˭ˣˣ˧˩ˬ ˰ˡ˧ˬˢ˷ ˣˬ˴˰ ˶ˬ˷ˮ ˢˡ˷˟ ˶˸˯ˣˬ ˪˷ ˥˸˲ˬˢ ˞˪˷ ˭˸˧ˮ 

˸ˣ˞˶˪ ˫˰ ˫˧˪˩ ˣˬ˩ regedit Φ˫˞ ˵˧˧ˡ˪ ˧ˤ˞ ˪˩ ˵˪˥ ˪˷ ˥˸˲ˬˢ ˶ˬ˷ˮ ˨ˣ˸˟ sπ ƪŜȅΩǎ /ƭŀǎǎ ŀǘǘǊƛōǳǘŜ 

˶ˣ˸˟ Unicode string ˵˲˯ˬ˷ ˨˶˰ ˢ˯˵˞ˢ ˪˷ ˵˪˥ˢ ˥˸˲ˬ˟ Φ 

˫˸ˣ˞ ˸ˣ˥˸˲ˬ ˫˧˷˧ˠˮ ˫ˠ ˭ˬˤ˟ ˨˧˪ˢ˸ sπboot ˪˰ ˧ˡ˧ sπthread ˧˷˞˶ˢ ˪˷ Smss ύSession Manager ό

˶˷˞ ˪˧˥˸ˬ ˸˞ ˨˧˪ˢ˸ Winlogon ˣ˶ˣ˸˟˷ ˭˰ˣ˦ ˸˞ ˨˧˪ˢ˸ LSASS ˶˸ˣ˧ ˶˥ˣ˞ˬ ˪˧˟˷˟ ˫˧˶ˢ˪ ˸˞ ˸ˣ˶˧˷ 

πsSAM ˵˷ˬˬ˸ˬ˷ ˫˰ ˡ˯ˬˬ ˫˧ˮˣ˸ˮˢ ˪˷ SAM ˣˬ˴˰ ˸˞ˣ syskey.exe Φ˵˶˲˟ ˞˟ˢ ύ˪˷ lsadumpό ˟˧˥˶ˮ 

˪˰ ˞˷ˣˮˢ ˡˣ˰ ˢ˲˧˦ ˶˷˞˩ ˰ˠ˧ˮ ˷ˣˬ˧ˬ˟ ˪˷ ˰ˣ˴˧˟ SAM dumpΦ 

˫˩˯ˮ ˸˞ ˪ˡˣˬˢ ˪˷ msv ˸ˣ˰˴ˬ˞˟ ˣˡˣ˯˲ ˡˣ˵ ˸˞˴ˣˢ˪ ˸ˣ˥˸˲ˬˢ ˫˧ˮ˲˴ˣˬˢΥ 

function getHashedPassword ( bootKey ):   

    # Open the SAM file in binary mode  

    samFile = open ( 'C: \ Windows \ System32 \ config \ SAM',  'rb' )   

    samData = samFile . read ()  # Read the binary data from the SAM file  

    samFile . close ()  # Close the SAM file  

     

    # Extract the necessary data from the SAM file:  

    bootKeyBytes = bootKey . encode ( 'utf - 16le' )  

    bootKeyHash = hashlib . sha1 ( bootKeyBytes ). digest ()   

    rc4Key = bootKeyHash [: 16 ]   

    rc4 = ARC4. new( rc4Key )   

    encryptedBytes = samData [ 0x3c : 0x40 ]  + samData [ 0x50 :]   

    decryptedBytes = rc4 . decrypt ( encryptedBytes )   

    hashedPassword = decryptedBytes [ - 0x20 :]  

    return  hashedPassword  

sekurlsa::wdigest π ˫ˠ ,˭˞˩ ˪˵˸˧ˮ ˸ˣˠˢˮ˸ˢ˟ ˢˬˣˡ ˸˞ˤ˪ ˪˷ msv - ˸˥˧˸˲ ˭ˣ˶˩˧ˤˢ ˪˷ sπwdigest.dll 

˨ˣ˸ˬ lsass, ˸ˠ˷ˢ ,˸ˣ˥˸˲ˬ ˷ˣ˲˧˥ signature ˭ˣ˶˩˧ˤ˟ ˸˯˲ˡˢˣ ˫˧ˮˣ˸ˮˢ ˫˧˧˦ˮˣˣ˪˶ˢΦ 

˸ˣˬ˧˸˥ˢξ˸ˣ˧ˮ˟˸ ˫˧˧˦ˮˣˣ˪˶ˢ ˪πwdigest ˫ˢ ˸ˣ˪˸˩ ˢ˯˶ˠ˟ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φ 
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˶˷˲˞ ˸ˣ˞˶˪ ˸˞ˤ ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˳˟ˣ˵˟ kuhl_m_sekurlsa_wdigest.cΥ 

 

˶˟ˣˡˬ ˷ˣ˲˧˥˟ ˶˥˞ ˢˬ˧˸˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Passwdset ύx˞ ˢˬ˷˟ ˞˪ˬˢ LogSessHandlerPasswdset Φό

XPN ˫˷˶ ˪˰ ˞˷ˣˮˢ ˢˤˢ ˸˧˲˧˴˲˯ ˸˞ ˶ˬ˞ˬˢ Exploring Mimikatz WDigest -Part 1   Φ˭ˣˣ˧˩ˬ ˣˮ˥ˮ˞˷ 

˦˪˥ˢ˟ ˞˪ XPN, ˵˲˸˯ˮ ˸ˠ˴ˢ˟ ˦˲˯ˮˣ˵ˢ ˡ˟˪˟ ˞˪ˣ ˯˶ˣˣ˶ˮ ˨ˣ˸˪ ˡˣ˵ˢ ˡˬˣ˰˷ ˧˶ˣ˥˞ˬ ˸ˣˬ˧˸˥ˢ 

˸ˣˡ˥ˣ˧ˬˢ ˣ˪˞ˢ Φ˧ˬ˪ ˪˩˟˷ ˸˞ˤ ,˭˧˧ˮ˰˸ˬ ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ύˡˣ˞ˬ όΗ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ ˪˷ XPN ,˞˷ˣˮ˟ ˞ˣˢ 

˵˧ˬ˰ˬ ˢ˶ˣ˴˟ ˭˧˞˷ ˢˬˣˡ ˢ˪ Φ 

˪˩˟ ,ˢ˶˵ˬ ˭˞˩ˬ ,ˢ˞˪ˢˣ ˶˞˷ sπflow ˪˷ ˪ˣˡˣˬˢ ˧l ˢˬˣˡ ˪ˡˣˬ˪ ˪˷ msv ˨˩ˣ ˯˧˲ˡˮ ˸˞ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ 

˫˞˸ˢ˟ ˬπLSASS Φ 

sekurlsa::kerberos - ˢ˶ˣ˴˟ ˢˬˣˡ ˥˸˲ˮ ˸˞ Kerberos.dll ˨ˣ˸ˬ lsass, ˠ˧˷ˮ ˸ˣ˥˸˲ˬ ˶ˣ˟˧ˡ˪ ˭˲˴ˣˬ ˫˰ 

lsass ˷˲˥ˮˣ ˭ˣ˶˩˧ˤ˟ ˸˞ ˸ˣˬ˧˸˥ˢ ύ,˶ˣ˩ˤ˩ ˸ˣ˪˸˩ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ό˫˧ˠ˴˧˧ˬˢ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

KerbUnloadLogonSessionTable Φ,˱ˣ˯˟˪ ˞˶˵ˮ ˸˞ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˢˬπLSASS ύcredentials ˫˰ logon 

type ˪˷ networkΦό 

sekurlsa::livessp - ˸˧˸˷˸ sπSSPI ˸˶˷˲˞ˬ ˸˶ˣ˷˵˸ ˸˥˦˟ˣ˞ˬ ˭˧˟ ˸ˣ˥ˣ˵˪ ˫˧˸˶˷˪ Φ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˶˴ˣ˸ 

Microsoft ˷ˬ˷ˬˣ ˭˧˟ ˶˸˧ˢ ˶ˣ˟˰ RDP ˧˸ˣ˶˧˷ˣ terminal servicesΦ ˢ˶ˣ˴˟ ˞˪ ˢˮˣ˷ ,ˡ˥ˣ˧ˬ˟ ˫ˠ ˭˞˩ ˥˸˲ˮ 

˸˞ livessp.dll ˨ˣ˸ˬ lsass, ˷˲˥ˮ ˸˧ˮ˟˸ ˭ˣ˶˩˧ˤ˟ ˢˬ˧˞˸ˬˢ ˢˬ˧˸˥˪ ˸ˬ˧˧ˣ˯ˬ ˸ˠ˴˧˧ˬˢ ˸˞ 

LiveLocateLogonSession ˭ˣ˶˩˧ˤˢˬ ˸˞ ˰ˡ˧ˬˢ ˢ˯ˮˮˣ ˫ˠ ˭˩ ˞ˣ˶˵˪ ˸˞ ˣ˧˦˶˲ ˭ˣ˶˩˧ˤˢˬ ˫ˣ˵ˬˢˬ ˫˧˞˸ˬˢ Φ

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/sekurlsa/packages/kuhl_m_sekurlsa_wdigest.c
https://blog.xpnsec.com/exploring-mimikatz-part-1/
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˶˷˞˩ ˞˯˶ˠˢ ˪˷ sπWindows ˞˧ˢ фпом, ˶ˬˣ˪˩ Windows 10 Technical Preview ˢ˶˶˥ˣ˷˷ ˶˟ˬ˦˲˯˟ 

ол нлмп π ˞˯˶ˠ ˢ˷ˬ˧˷˷ ˫˧˷ˬ˸˷ˬ ,˸ˣ˵˧ˡ˟˪ ˸ˣ˞ˬ˯˧˯ˢ ˸ˣˮ˯˥ˣ˞ˬ ˞˪˪ ˢˮ˲˴ˢ Φ˫˧˶˵ˬ˟ ,˫˧˶˥˞ ˢ˯ˮˮ 

˥ˮ˰˲˪ ˸˞ ˰ˡ˧ˬˢ ˫˸˧˶ˣˠ˪˞˟ ˶˟˯ˣ˧˷ ˨˷ˬˢ˟Φ 

sekurlsa::credman - ˢˡˣ˵˲ˢ ˢˠ˧˴ˬ ˣˮ˪ ˸˞ ˫˧ˮˣ˸ˮˢ ˬπCredential Manager ˸ˡ˟ˣ˰ˣ ˪ˣˬ lsasrv.dll ˪˰ 

˸ˮˬ ˭˯˥˞˪ ˸˞ ˰ˡ˧ˬˢ ˨ˣ˸˟ ˦˵˧˧˟ˣ˞ ˢ˞˶ˮ˷ ˢ˶ˣ˴˟ ˢ˞˟ˢ ˤ˞ˣ ˣ˯˧˲ˡˢ˪ ˨˯ˬ˪Υ 

 

sekurlsa::krbtgt - ˢˡˣ˵˲ˢ ˢˠ˧˷ˬ ˣˮ˪ ˸˞ ˧ˮˣ˸ˮ ˷ˬ˸˷ˬˢ KRBTGT Φ˪˧˟˷˟ ,˨˩ Mimikatz ˶˴ˣ˧ ˶ˣ˷˧˵ ˪˞ 

˨˧˪ˢ˸ lsass ˷˲˥ˬˣ ˭ˣ˶˩˧ˤ˟ ˣ˪˷ ˶˥˞ kdcsvc.dll ˣ˟ˣ ˸˞ ˸˥˞ ˸ˣ˧ˮ˟˸ˢˬ ˸ˣ˞˟ˢΥ 

 

˶˥˞˪ ,ˣ˞˴ˬˮ˷ ˯˧ˮ˩ˬ ˸˞ ˰ˡ˧ˬˢ ˭ˣ˶˩˧ˤˢˬ ˪˞ sπstruct ˞˟ˢ ˰ˮ˷ˬˣ ˣ˸ˣ˞ ˢ˯˲ˡˢ˪ ˨˯ˬ˪Υ 

 

sekurlsa::trust ύx˞ ˣˬ˩ ˷mimikatz ˫˧˞˶ˣ˵ ˢˤ˪ π antisocial ό˶˷˲˞ˬ ˪˟˵˪ ˸˞ ˸ˣ˥˸˲ ˭ˣˬ˞ˢ ˭˧˟ 

˫˧ˮ˧˧ˬˣˡ ˸ˣ˶˰˧ˣ ύ˫˧˟˧˧˥ ˳˧˶ˢ˪ ˢ˸ˣ˞ ˪˰ DC Φόˢ˵˧ˠˣ˪ˢ ˪˷ ˢˡˣ˵˲ˢ ˢ˶ˣ˴˟ ˢˬˣˡ ˢˬ˪ ˣˮˠ˴ˢ˷ ˡ˰ ˢ˩Φ 

˶˷˞˩ ˞˯˶ˠˢ ˞˧ˢ Windows 2008 ,ˢ˪˰ˬˣ ˣˮ˞ ˫˧˯ˮˬ ˞ˣ˴ˬ˪ ˸˧ˮ˟˸ ˸ˠ˴˧˧ˬˢ ˸˞ ˸ˣ˶˧˷ sπkdcΥ 
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ˤˣˤˮ ˫˷ˬ ˶˲˯ˬ ˫˧ˡ˰˴ ˯˧ˮ˩ˮˣ ˸˞ ˰ˡ˧ˬˢ ˭ˣ˶˩˧ˤˢˬ ˪˞ sπstruct ˞˟ˢΥ 

 

sekurlsa::pth - ˶˷˲˞ˬ ˰˴˟˪ Pass-the-Hash x˞ Over-Pass-the-Hash ύ˰ˣˡ˧ ˫ˠ ˫˷˟ Pass-the-Key 

˸ˣ˰˴ˬ˞˟ ˯ˣ˶˟˶˵ ό˪˧˟˷˟ ˳˧˶ˢ˪ ˨˧˪ˢ˸ ˸˥˸ ˶ˤˣ˧ ˶˥˞ ˧˪˟ˬ ˸˰ˡ˪ ˸˞ ˢˬ˯˧˯ˢ ˣ˪˷ Φˠˣ˪˟ˢ ˪˷ ˠˮ˟ϥ˭˧ˬ 

ˢ˞˶ˬ ˸˞ ˶˵˥ˬˢ ˟˧˟˯ ˥ˣ˸˧˲ˢ ˪˷ ˢˡˣ˵˲ˢ ˢ˶ˣ˴˟ ˢˡˬ˥ˮ ˡˣ˞ˬ ύ˫˧˴˧˪ˬˬ ˡ˧˧˦˴ˢ˪ ˟πGoogle 

translate Φόϥ˸˸ˬ˞ ˭ˣ˩ˮ ,˫ˣ˧ˢ˪ ˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˫˧˲˧ˡ˰ˬ ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˟πRubeus ˪˧˟˷˟ PTH ˭ˣˣ˧˩ˬ ˞ˣˢ˷ 

ˢ˟˶ˢ ˶˸ˣ˧ ˟˧˴˧ ˪˟˞ ˟ˣ˷˥ ˶ˣ˩ˤ˪ ˣ˲ˣ˯˟˷ ˪˷ ˫ˣ˧ Rubeus ˨ˬ˸˯ˬ ˸ˣ˟˶ ˪˰ ˢ˧˶ˣ˞˧˸ˢ ˫˧˷ˣˬ˧ˬˢˣ ˪˷ 

MimikatzΦ  

˶ˣˤ˥ˮ ˡˣ˵˪ Φˣˮ˞ ˫˧˪˟˵ˬ ˢˬ˧˷˶ ˢ˩ˣ˶˞ ˪˷ ˫˧ˮ˸˷ˬ ˸ˬˠˣˡ˩ ˠˣ˯ ,˥˸˲ˬˢ ˷ˬ˸˷ˬ ˡˣ˰ˣ Φ˶˷˞˩ ˣˮ˞ 

˫˧ˠ˧˷ˬ ˸˞ ˶˦ˬ˶˲ˢ LUID, ˥˸˲ˮ handler ˪πLSA ˠ˧˷ˮˣ ˰ˡ˧ˬ ˪˰ sπsession ˸˶ˤ˰˟ 

LsaEnumerateLogonSessions ˨ˣ˸ˬ lsass Φ˯˧ˮ˩ˮ ˧˦˶˲ ˪˩ session ˪˞ ˦˵˧˧˟ˣ˞ˢΥ 

 

https://blog.gentilkiwi.com/securite/mimikatz/overpass-the-hash
https://github.com/GhostPack/Rubeus
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaenumeratelogonsessions
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaenumeratelogonsessions
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˶ˣ˟˰ ˪˩ session ˫˧˞˸ˬ˷ ˪πLUID ,ˣˮ˪˷ ˰ˣˮˮ ˫ˣ˵ˬ˪ ˶ˣˬ˞˷ ˪˧˩ˢ˪ ˭ˣ˶˩˧ˤ˟ ˸˞ sπcredentials  Φ˫˷˪ 

˶˟˯ˢˢ ˢ˞˶ˮ ˡ˴˧˩ mimikatz ˡ˟ˣ˰ ˢˡ˧ˬ˟ ˣˮ˵˲˧˯ˣ x˪ msv hash ύ NTLMξLM  Φόˢ˶˵ˬ˟ ,ˢˤˢ ˟ˣ˶ ˫˯˵ˢ 

˪˷ PTH ˢ˶ˣ˵ ˢ˧˴˵ˮˣ˲˟ ˢ˞˟ˢΥ 

 

msvCredentials ˪˧˩ˬ ˸ˤˣ˶˥ˬ ˸ˠ˴˧˧ˬˢ ˸˞ sπCredentials, Helper ˪˧˩˧ ˦˵˧˧˟ˣ˞ ˶ˠˣ˞ˢ ˣ˩ˣ˸˟ ˸˞ sπ

offsetπ˫˧ ˫˧˷ˣ˶ˡˢ ˶ˣ˟˰ ˪˩ ˵˪˥ ˭ˣ˶˩˧ˤ˟ ύˢˬ˩ ˫˧ˡ˰˴ ˡ˰ ˵˪˥˪ ˪˷ sπNTLM, ˢˬ˩ ˡ˰ ˪πLM ˣ˩ˣ Φόϥ˶˥˞˪ 

,˭˩ˬ ˫˧˷ˮ ˟π msvCredentials˸˞ sπLM/NTLM ˣˮ˪˟˧˵˷ ˶˦ˬ˶˲˩ ύ˫ˣˡ˞˟ Φό˱ˣ˯˟˪ˣ ˯˧ˮ˩ˮ ˸˞ ˰ˡ˧ˬˢ ˪˞ 

˭ˣ˶˩˧ˤˢ ύ˵ˣ˶˧˟ Φό˪˩˪ Authentication Package ˫˧˧˵ PTH ˣ˪˷ˬ ˪˟˞ ˭ˣ˧˰˶ˢ ˧l ˢˬˣˡ Φ 
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Lsadump Module π ˢˬ˩ ˫˸˞ ˫˧˶˧˩ˬ ˸˞ LSAΚ 

˪ˡˣˬ ˶˩ˣˬ ˡˣ˞ˬ ˱˯ˣˮ ˳˪˥ˬ˷ ˸ˣ˞ˬ˯˧˯ ˬπLSA ύLocal Security Authority όˢˬˣπSAM Φ˞ˣˢ ˪˧˩ˬ ˢˬ˩ 

˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢˬ ˸ˣ˶˩ˣˬˢ ˶˸ˣ˧˟ ˪˷ Mimikatz ˭ˣˠ˩ DCSync, DCShadowΦ 

lsadump::sam Φˢˡˣ˵˲ˢ ˸˷˲˥ˬ ˢˮˣ˟ˣ ˸˞ sπsyskey ύˣˮ˶˟˯ˢ ˣ˧˪˰ ˵˶˲˟ ˫ˡˣ˵ˢ ό˪˰ ˸ˮˬ ˥ˮ˰˲˪ ˸˞ 

˸ˣˬˣ˷˶ˢ ˡ˯ˬˬ˟ ˫˧ˮˣ˸ˮˢ ˪˷ sπSAM ύ˧˶˦˯ˠ˶ˢˬ x˞ ˢˬπhive ό˧˪˞˵ˣ˪ˢ Φˤ˞ ˨˧˞ ˡˣ˵ˢ ˧ˣˮ˟ Κ˸˧˷˞˶ ˣˮ˥ˮ˞ 

˫˧˪˟˵ˬ ˳˟ˣ˵ system ˫˧˷ˬ˸˷ˬˣ ˟πMapViewOfFile ˪˰ ˸ˮˬ ˸ˣ˲ˬ˪ ˸˞ ˰ˡ˧ˬˢ ˳˟ˣ˵˟ sπhive ˭ˣ˶˩˧ˤ˪ 

˨˧˪ˢ˸ˢ ˪˷ mimikatz Φˢ˶˦ˬˢ ˪˷ ˧ˣ˲˧ˬ ˳˟ˣ˵ ˧˶˦˯˧ˠ˶ˢ hive ˞˧ˢ ˶ˣ˸˧˞ ˪˷ sπregf header ˳˟ˣ˵˟ sπ

hive ˸˞˧˶˵ˣ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ύ˪˰ ˯˧˯˟ ˫ˣ˵˧ˬˢ Φό 

ˣˮ˞ ˫˧˷˲˥ˬ ˶˥˞ п ˫˧˩˶˰ ˟πHKLM\SYSTEM\ControlSet000\Current\Control\LSAΥ 

 

ˣˮ˞ ˫˧ˮˣ˟ ˸˞ sπsystem key ˬп ˫˧˩˶˰ˢ ˧˶˦˯˧ˠ˶˟Φ 

 

˶˷˞˩ ˪˟˵ˮ ˫ˠ ˸˞ ˳˟ˣ˵ sπSAM, ˰˴˟ˮ ˧ˣ˲˧ˬ ˸˶ˤ˰˟ MapViewOfFile Φˠ˧˷ˮ ˸˞ ˥˸˲ˬ sπSAM ˭˲˴ˣˬˢ 

˨ˣ˸ˬ HKLM\SAM\Domains\Account\F Φˠˣ˯ sπrevision ˰˧˧˯ˬ ˸˧˧ˮ˟˟ sπsam key Φ˞˪ ˟˧˥˶ˮ ˪˰ ˢˤ ˶˸ˣ˧ 

,˧ˡ˧ˬ ˨˞ ˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˷ˣˬ˧ˬ ˭ˣ˧˰˶ˢ ˭˞˩Υ 

 

https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-mapviewoffile
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πssystemkey ˷ˬ˷ˬ ˣˮ˸ˣ˞ ˨˧˪ˢ˸˟ ˸˶˧˴˧ sπSAM keyΦ ˷ˬ˸˷ˮ ˟πSAM key ˶ˣˤˠˮˣ ˣˮˬˬ ˥˸˲ˬ AES 

˷ˬ˷˧˷ ˥ˣˮ˰˧˲˪ ˰ˡ˧ˬˢ ˭˲˴ˣˬˢ ˢ˧˴˵ˮˣ˲˟ˣ RtlDecryptNtOwfPwdWithIndex ˪˰ ˸ˮˬ ˞ˣ˶˵˪ ˰ˡ˧ˬ ˨ˣ˸ˬ 

πsSAM ύˢ˧˴˵ˮˣ˲ˢ ˳ˣ˶˸ ˪˰ ˪˩ мс ˫˧˸˟ ˫˷ˬ ˢ˪ˣ˩˧ˣ ˥ˮ˰˲˪ one way hashes ˣˮ˲˴ˣˢ˷ ˪˰ ˯˧˯˟ ˯˵ˡˮ˧˞ 

˫˧ˣ˯ˬό: 

 

lsadump::trust - ˢˬˣˡ ˭˲ˣ˞˟ ˞˧˪˲ˬ ˪˞ ˸ˡˣ˵˲ sekurlsa:trust Φˢˡ˧ˬ˟ ˡˣ˵ˢˣ ˪˟˵ˬ ˸˞ /patch, ˣˮ˞ 

˫˧˥˸ˣ˲ ˸˞ ˭ˣ˶˩˧ˤ sπSamS ˫˧˷˲˥ˬˣ ˸˧ˮ˟˸ ˭ˣ˶˩˧ˤ˟ ˪˷ lsasrv.dll ˵˪˥˟ ˸ˣ˞˯˶ˠˢˬ ˸ˣ˶˥˞˟ˣ ˷˲˥ˮ ˟π

lsadb.dllΥ 

 

ˣˮ˞ ˫˧˷˲˥ˬ ˶˥˞ ˸˧ˮ˟˸ˢ ˢ˞˟ˢ ύˣˬ˧˷ ˟˪ ˷˧˷ ˪ˡ˟ˢ ˭˧˟ ˸ˣ˧ˮ˟˸ˢΥό 

 

˰ˠ˶˟ ,ˣˮ˞˴ˬ˷ ˰˴˟ˮ patch ˭ˣ˶˩˧ˤ˟ ˪πjmpπ 0xeb Φˢ˧˴˵ˮˣ˲ˢ LsaDbrQueryInfoTrustedDomain ˸˶˷˲˞ˬ 

˱ˣ˪˷˪ ˰ˡ˧ˬ ˪˰ trusted domains ˢˬπdomain database ˭˯˥ˣ˞ˬ˷ ˟πLSAΥ 

ˢ˶˰ˢΥ ˶˲˯ˬ ˸ˣˡˣ˵˲ ˧˪˩˟ ˣ˪˟˧˵ ˸˞ ˸˪ˣ˩˧ˢ ˱˧˯ˣˢ˪ ˸˞ ˪ˠˡ sπ/patch Φ˸ˣ˧˴˲ˣ˞ ˣ˪˞ ˫˧˰˧ˠˬ ˭ˣ˧˯˧ˮ˟ ˱ˣ˵˰˪ 

˧ˮˣˮˠˮˬ ˢˮˠˢ ˦˲ˣ˯ˣ˶˵˧˧ˬ˷ ˢ˲˧˯ˣˢ ˫˰ ˫˧ˮ˷ˢ ˪˧˟˷˟ ˡˡˣˬ˸ˢ˪ ˫˰ Mimikatz ύ˶ˬ ˧˲˪ˡ ˦˪˥ˢ˟ ˞˪ ˢ˷˰ 

˫ˢ˪ ˫˧˧˥ ˫˧˪˵ Φό˪˷ˬ˪ ˧˲˩ ˫˧˞ˣ˶˷ ˡˣ˵˟ ,ˢ˪˰ˬ˪ ˫˞˸ˢ˟ ˪˩˪ ,ˢ˶˵ˬ ˢ˴˶ˮ ˯ˣ˶ˡ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˭ˣ˶˩˧ˤ˟ 

˸˰ˮˣˬ˷ ˣˮ˸˧˞ˬ ˰˴˟˪ ˢ˪ˣ˰˲ ˸ˬ˧˧ˣ˯ˬ Φ˶˥˞˪ ˯ˣ˶ˡˮ˷ ˢ˸ˣ˞ ˪˴ˮˮˣ ˸˞ ˸ˣ˶˧˷ˢ ˰˧ˠ˲ˢ - ˶˧ˤ˥ˮ ˸˞ ˢˮˠˢˢ 

ˢ˸˧˧ˢ˷ ˸ˬ˧˧˵ ˫ˡˣ˵ ˭˩˪ Φ 

https://learn.microsoft.com/en-us/windows/win32/secmgmt/managing-trusted-domain-information
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-lsat/e57ea350-4633-401b-964d-01a4ef4bd819
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ˢˤ ˭ˬˤ ˟ˣ˦ ˶˧˟˯ˢ˪ ˪˰ Policy Object ύ˦˵˧˧˟ˣ˞ ˢ˯˧˪ˣ˲ˢ ˸˧˶˟˰˟ ˢ˰ˣ˶ˠ ό˦˲˯ˮˣ˵˟ ˪˷ ˸˧˸˷˸ LSA Φ˞ˣˢ 

˪˧˩ˬ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬˢ ˢ˪ˣ˩ ˫˧˷ˬ˸˷ˬˣ x˟ ˪˰ ˸ˮˬ ˦ˣ˪˷˪ ˢ˷˧ˠ˟ ˪˞ ˡ˯ˬˢ ˫˧ˮˣ˸ˮˢ ˪˷ sπLSA ˶˴ˣˮˣ 

˷ˡ˥ˬ ˪˩˟ ˫˰˲ ˸˩˶˰ˬˢ˷ ˢ˪ˣ˰ ύ˸ˣ˧˴˵˧˪˲˞ ˞˪ ˸ˣ˪ˣ˩˧ ˶˴˧˧˪ x˞ ˵ˣ˥ˬ˪ ˣ˸ˣ˞Φό ˰ˡ˧ˬˢ ˭˯˥ˣ˞ˬ˷ ˦˵˧˧˟ˣ˞˟ 

ˢ˯˧˪ˣ˲ˢ ˡˣ˞ˬ ˭ˣˣˠˬ ˪˪ˣ˩ˣ ˸˧˧˴˶ˣˠ˧˲ˮˣ˵ ˢ˥˦˟˞ ˪˷ LSA, ˫˷ˢ xπSID ˪˷ ˷ˬ˸˷ˬ ˧ˮ˧˧ˬˣˡˢ ˠ˴˧˧ˬ˷ ˸˞ 

˸˩˶˰ˬˢ ˡˣ˰ˣ ˞˪ˬ ˫˧˶˟ˡ ˫˧˲˯ˣˮ Φˢˣˣ˷ ˵˧ˬ˰ˢ˪ ˸˞ ˢ˞˧˶˵ˢ ˢ˧˴˦ˮˬˣ˵ˣˡ˟ ˪˷ ˦˲ˣ˯ˣ˶˵˧˧ˬ ˧ˬ˪ ˭˧˧ˮ˰˸ˬ˷Φ 

˶ˣˤ˥ˮ ,ˡˣ˵˪ ˫˞ ˞˪ ˣˮ˪˟˧˵ ˫˰ ˢˡˣ˵˲ˢ ˸˞ ˪ˠˡˢ ˪˷ /patch, ˣˮ˞ ˫˧˰˴˟ˬ ˸˰˩ ˸ˣ˪ˣ˰˲ ˸ˣ˶˥˞ Φ˷ˬ˸˷ˮ 

˶˲˯ˬ˟ ˸ˣ˞˧˶˵ ˸˩˶˰ˬ ˪˧˟˷˟ ˡˣ˟˰˪ ˪ˣˬ sπLSA Φ˦˶˲ˮ Υˡˣ˵ˢ ˢ˷˰˧ ˷ˣˬ˧˷ ˟π LsaOpenPolicy ˪˧˟˷˟ 

˥ˣ˸˲˪ handle ˪˞ ˦˵˧˧˟ˣ˞ ˢ˯˧˪ˣ˲ˢ ˡ˯ˬ˟ ˫˧ˮˣ˸ˮˢ ˪˷ LSA ύ˪˩˪ ˸˩˶˰ˬ ˷˧ ˦˵˧˧˟ˣ˞ ˢ˯˧˪ˣ˲ ˡ˥˞ό, 

LsaQueryInformationPolicy ˪˧˟˷˟ ˞ˣ˶˵˪ ˰ˡ˧ˬ ˪˰ ˣ˸ˣ˞ ˦˵˧˧˟ˣ˞ ,ˢ˯˧˪ˣ˲ˢ ˟π

LsaEnumerateTrustedDomains ˟xπ ExLsaQueryTrustedDomainInfoByName ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ 

˸ˣˬ˷ˢ sxπSIDs ˪˷ trusted domains ˞˧˴ˣˢ˪ˣ ˰ˡ˧ˬ ˪˰ sπtrustπ˫˧ ˫˧ˬ˧˧˵˷ Φ˸˞ ˪˩ ˰ˡ˧ˬˢ ˫˧˪˟˵ˬ˷ 

˧˪˩ˢ ˯˧ˮ˩ˬ ˨ˣ˸˪ ˦˵˧˧˟ˣ˞ˢΥ 

 

˶˷˞˩ PLSA_AUTH_INFORMATION ˞ˣˢΥ 

 

,˭˞˩ˬ ˸ˣ˰˴˟˸ˬ ˶˲˯ˬ ˸ˣ˪ˣ˰˲ ˸ˣ˲˯ˣˮ ˡ˰ ˶˷˞ ˫˧˯˧˲ˡˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˣ˞˴ˣ˧˷ ˢˬπLSA ˪˞ ˨˯ˬˢ ύ˸˰˩ˣ 

˶˷˲˞ ˤˣˤ˪ ˸˧˟˥ˣ˶ ˭˧˧ˬˣˡ˪ ˶˥˞ Jό 

  

https://learn.microsoft.com/en-us/windows/win32/secmgmt/policy-object
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaopenpolicy
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaqueryinformationpolicy
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaenumeratetrusteddomains
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaenumeratetrusteddomains
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsaquerytrusteddomaininfobyname
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lsadump::lsa- ˫˞ ˪˟˵ˮ ˸˞ ˪ˠˡˢ /patch, ˣˮ˞ ˫˧˷˲˥ˬ ˶˥˞ ˸˧ˮ˟˸ ˭ˣ˶˩˧ˤ˟ ˪˷ lsaΥ 

 

ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞˷ ˣˮ˥ˮ˞ ˫˧ˮ˷ˬ ˞˧ˢ SampQueryInformationUserInternal ˸˶˷˲˞ˬ˷ ˪˞˷˸˪ ˪˰ 

˷ˬ˸˷ˬ ˫˧ˣ˯ˬ ˟πSAM Φˣˮ˞ ˫˧ˮ˷ˬ ˸˞ˤ ˪-jmp 0x04 x˞ ˪-н nopπ˫˧ Φ˥˞Ϧ,˩ ˷ˬ˸˷ˮ ˞˪ˬ˟ ˞˪ˬ ˸ˣ˧˴˵ˮˣ˲ 

˸˩˶˰ˬ ύ˫˷ˢ ˭ˢ˪˷ ˶˧ˠ˯ˬ ˭ˡ˧˵˲˸ ˸˞ ˤ˞ ˞˪ ˟˧˥˶ˮ ˱˯ˣˮ˟όΥ 

LsaOpenPolicy, LsaQueryInformationPolicy, SamConnect:SamOpenDomain ,SamLookupIdsInDomain, 

SamEnumerateUsersInDomain SamLookupNamesInDomain, SamOpenUser 

ˢˮˣ˶˥˞ˣ π SamQueryInformationUser  Σ˪˰ ˸ˮˬ ˪˞˷˸˪ ˸ˣˡˣ˞ ˷ˬ˸˷ˬ ˟πSAMΦ 

 

lsadump::secrets - ,˧˪˪˩˟ ˢˡˣ˵˲ˢ ˸˶˟ˣ˰ ˪˰ ˞˪ˬ ˫˧˩˶˰ ˧˶˦˯ˠ˶˟ ˟xπhive ˢ˞˧˴ˣˬˣ ˫ˢˬ ˰ˡ˧ˬ ˸ˣˡˣ˯ˣΦ 

˵˪˥ˢ ˭ˣ˷˞˶ˢ ˡˣ˵˟ ˪˷ ˢˡˣ˵˲ˢ ˧l ˢˬˣˡ ˸ˡˣ˵˲˪ lsadump::sam ˣˮˠ˴ˢ˷ ˫ˡˣ˵ˬ ˭˧˧ˮ˰˟ ˸˟˩˶ˢ ˥˸˲ˬ sπ

SystemΦ ˢˡ˧ˬ˟ ˢ˧˴˵ˮˣ˲ˢˣ ˸˪˟˵ˬ ˫ˠ security hive, ˡˣ˵ˢ ˞˴ˣˬ ˸˞ sπSIDs ˧˶˦˯˧ˠ˶ˢˬ ˨ˣ˸ˬΥ 

security/policy/PolACDmN 
 

security/policy/PolACDmS 
 

security/policy/PolPRDmN 

˸˞ sπSID ˪˷ ˭˧˧ˬˣˡˢ ˸˞ˣ sπFQDM ˣ˪˷ ˞˧˴ˣˮ ˨ˣ˸ˬ: 

security/policy/PolPRDmS  
 

security/policy/PolDnDDN 

˸˶ˤ˰˟ sπsystem key, ˣˮ˞ ˫˧˯ˮˬ ˥ˮ˰˲˪ ύ˸˶ˤ˰˟ ˥˸˲ˬ AES ό˸˞ ˨˶˰ˢ ˫˧˧˵˷ ˧˶˦˯˧ˠ˶˟ ˟Υ 

security/policy/PolRevision/PolEKList  

˵˪˥˟ˣ ˸ˣ˞˯˶ˠˢˬ ˨ˣ˸˟: 

security/policy/PolRevision/PolSecretEncryptionKey 

˞˶˵ˮ ˥˸˲ˬ˪ ˣˮˠ˷ˢ˷ π polKey Φ,˨˷ˬˢ˟ ˣˮ˞ ˫˧˞˶ˣ˵ ˸˞ ˨˶˰ˢ ˫˧˧˵˷ ˟Υ 

security/policy/secrets/ControlSet000\Current\Control/services  

˫˧˥ˮ˰˲ˬˣ ˣ˸ˣ˞ ˫˰ AES ˸˶ˤ˰˟ polKey Φ 
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˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˪˩ ˢˡˣ˟˰ˢ ύ,ˢ˵˧ˡ˟ ,ˢ˞˧˶˵ ˶ˣ˯˶˧˲ ˣ˩ˣόϥ ˫˰ ˫˧˩˶˰ˢ ˧˶˦˯ˠ˶˟ ˡˣ˵˟Υ 

 

˸˞ sπcredentials ˧˪˩ˢ ˯˧˲ˡˬ ˫˞˸ˢ˟ ˸˧˪˧˥˸˪ ˫ˢ˪˷ Φˢˡ˧ˬ˟ ˪˩ˣˬˣ $MACHINE.ACC, ˠ˧˴ˮ ˸˞ sπ

NTLM ˸˞ˣ sπSHA-1, ˢˡ˧ˬ˟ ˸ˤˣ˶˥ˬˢˣ ˢ˪˧˩ˬ DPAPI_SYSTEM ˯˧˲ˡˮ ˸˞ ˪˩ ˭˩ˣ˸ˢ ˣ˪˷ ˢˡ˧ˬ˟ˣ 

˸ˤˣ˶˥ˬˢˣ ˢ˪˧˩ˬ M$MSV1_0_TBAL_PRIMARY, ˯˧˲ˡˮ ˸˞ ˸ˣˮˣ˩˸ˢ ˢ˪˷Υ 
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lsadump::cache π ˢ˶ˣ˴˟ ˢˬˣˡ ˢˬ˪ ˣˮˠ˴ˢ˷ ˡ˰ ,ˣ˧˷˩˰ ˭˲ˣ˞ ˸˪˟˵ sπsystem key ˢˢˤ ˫ˡˣ˵ˬ˪ ˨˩ˣ ˫ˠ 

˭˧˧ˮ˰˟ ˥˸˲ˬˢ polKey ˶˷˞˩ ˣˮ˞ ˫˧˪˟˵ˬ security hive Φˡˣ˵ˢ ˢ˯ˮˬ ˥ˮ˰˲˪ ˸˞ ˰ˡ˧ˬˢ ˫˧˧˵˷ ˨ˣ˸˟ 

Secrets\NL$KM\CurrVal ˸ˣ˰˴ˬ˞˟ polKey Φ˪˟˵ˮ ˥˸˲ˬ ˱˯ˣˮ ˞˶˵ˮ˷ x˪ ˸˰˩ ntKey Φ,˸˰˩ ˞˶˵ˮ ˸˞ 

˫˧˩˶˰ˢ ˨ˣ˸˟ π Secrets\NL$KM\CurrVal\cache ˢ˯ˮˮˣ ˥ˮ˰˲˪ ˣ˸ˣ˞ ˸˶ˤ˰˟ sπntkey ˫˸˧˶ˣˠ˪˞ˣ AESΦ 

 

Kerberos module - 3 heads and whatΚ 

˶˟ˣˡˬ ˡ˥˞˟ ˫˧˪ˣˡˣˬˢ ˫˧˟ˣˢ˞ˢ ˪˰ ˧˟˸ˣ˩ ˶ˬ˞ˬˢ Φ˪ˡˣˬˢ ˪˧˩ˬ ˢˬ˩ ˸ˣˡˣ˵˲ ˸ˣˮ˧˧ˮ˰ˬ ˯˥˧˧˸ˮ˷ ˭˵˪˥˪Φ 

ˢˡˣ˵˲ˢ kerberos::list ˢˠ˧˴ˬ ˸˞ ˪˩ sπticketπ˫˧ ˪˷ ˷ˬ˸˷ˬˢ ύTGT + TGS ό˭ˣ˶˩˧ˤ˟˷ Φ˪˧˟˷˟ ,˨˩ 

ˢˡˣ˵˲ˢ ˸˷ˬ˸˷ˬ ˟πLsaCallKerberosPackage ˪˰ ˸ˮˬ ˶˷˵˸˪ ˫˰ ˸ˣ˪˧˟˥ ˸ˣˬ˧˞ˢ ˸ˣˮˣ˷ˢ ύˢ˧˴˵ˮˣ˲ˢ 

ˢ˶˴ˣˮ ˶ˣ˵ˬ˟ ˪˧˟˷˟ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˰˴˟ˬˢ logon Τ˪˟˞ ˧ˬ ˰˟˵ ˳˵˧ˬ˧ˬ˷ ˞˪ ˸˥˞ ˣˤ˩ όΚ˫˰ ˪ˠˡˢ 

KerbQueryTicketCacheExMessage ˠ˴˧˧ˬˢ ˸˞ ˠˣ˯ ˢ˰ˡˣˢˢ ˢ˴˶ˮ˷ ˥ˣ˪˷˪ Φ˦˵˧˧˟ˣ˞ˢ ˮ˷˥˪˷ ˢ˰ˡˣˢ˟Υ 

 

,ˢˮ˰ˬ˩ ˪˟˵ˮ ˢ˟ˣ˷˸ ˢˬ˧˞˸ˬˢ ˦˵˧˧˟ˣ˞˪Υ 

 

https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-lsacallauthenticationpackage
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/ne-ntsecapi-kerb_protocol_message_type
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/ne-ntsecapi-kerb_protocol_message_type
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˶˷˞˩ ˧˲˪ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˵˪˥ˢ ˪˷ sπticketπ˫˧ ˪˧˩˧ ˫˧˦˵˧˧˟ˣ˞ ˫˧˞˶ˮˢ ˨˩Υ 

 

˶ˣ˟˰ˣ ˸ˡˣ˵˲kerberos::ask  ˢ˷˧ˠˬˢ TGT ˨˶ˣ˴˪ ˸˪˟˵ TGS ˥˪˷ˮ ˸˞ ˢ˰ˡˣˢˢ ύˣˮˬ˷ ˸ˣ˶˰ˢ˟ ˸˞ 

˫˧˩˶˰ˢ ˣ˯ˮ˩ˣˢ˷ ˪˩˪ ˢˡ˷Υό 

 

˶ˣ˟˰ Kerberos::ptt, ˶ˬˣ˪˩ Pass-the-Ticket, ˥˪˷ˮ ˸˞ ˢ˰ˡˣˢˢΥ 

 

˶˷˞˩ ˠˣ˯ ˢ˰ˡˣˢˢ ˞˧ˢ у π KerbSubmitTicketMessage ˱˧˯ˣˮˣ ˸˞ ˯˧˦˶˩ˢ ˱ˣ˯˟ ˢ˰ˡˣˢˢΦ 

˯ˣˮˣ˟Υ ˸ˡˣ˵˲ kerberos::golden Φ˞˪ ˣˮ˧˧ˢ ˫˧˪ˣ˩˧ ˶˞˷˧ˢ˪ ˫˧˷˧ˡ˞ ˡˣ˵˪ ˪ˡˣˬ˟ ˧˥˩ˣˮˢ ˶˴ˣ˧˷ ˸˞golden 

ticket Φ˧ˬ˪ ˸ˣ˥˲˷ ˞˧˵˟ ˢ˲˵˸ˬ˟ ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˞ˣ˶˵˪ ˸˞  ˶ˬ˞ˬˢ˫˧ˢˡˬˢ1: 

 2nd Step to Tame a Kerberos: Hit It Where It Hurts  

˭ˣ˧˪ˠˬ мор ˣ˟˷ ˪˞ˮ˸ˮ ˭ˢ˩ ˧ˡ˰ˣ ˶˵ˮ˞˧˪ˬ ύ˧ˮˮˢ ό˫˧ˠ˧˴ˬ ˫˧˶˧˟˯ˬˣ ˪˩ ˠˣ˯ ˢ˲˵˸ˬ ˸˯˯ˣ˟ˬ ˯ˣ˶˟˶˵ ˭˧˧ˬˣˡ˟Φ 

˨˪ˢˬ˟ ,ˢˡˣ˵˲ˢ mimikatz ˞˧˴ˣˬ ˸˞ ˸˟ˣ˸˩ sπcrypto system ˭ˣ˶˩˧ˤˢˬ ˸˶ˤ˰˟ CDLocateCSystem ύ˞˪ 

˸ˡ˰ˣ˸ˬ όˠ˧˷ˬˣ ˸˞ ˭ˬˤˢ ˧˥˩ˣˮˢ ˸˶ˤ˰˟ GetSystemTimeAsFileTime Φ 

                                                           
 

1   όΥ 

https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/ne-ntsecapi-kerb_protocol_message_type
https://www.digitalwhisper.co.il/files/Zines/0x87/DW135-5-KerberosAttacks-part2.pdf
https://www.digitalwhisper.co.il/files/Zines/0x87/DW135-5-KerberosAttacks-part2.pdf
https://learn.microsoft.com/en-us/windows/win32/api/sysinfoapi/nf-sysinfoapi-getsystemtimeasfiletime
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˯˧˦˶˩ˢ ˧˪˩ˢ˷ ˶˴ˣ˧ ˢ˧ˢ˧ ˦ˬ˶ˣ˲˟Υ 

 

,˶˷˞˩ ˫˧˷ˮ ˸˞ sπusername ˣˮ˪˟˧˵˷ ˷ˬ˸˷ˬˢˬ ˢˡ˷˟ ˪˷ ClientName ˫˷˟ˣ ˸ˣ˶˧˷ˢΥKrbtgt 

˦˪ˣ˲˧ˡ˟ ύ˭˸˧ˮ ˫˧˷˪ ˫ˠ ˸ˣˬ˷ ˪˷ ˫˧˸ˣ˶˧˷ ˫˧˶˥˞ Φ˨˶ˡ ,˟ˠ˞ xʕ ˫ˠ ˢ˟˧˯ˢ ˰ˣˡˬ ˭˧˞ ˸ˡˣ˵˲ 

άƪŜǊōŜǊƻǎΥΥsilverέ ˶ˣ˟˰ ˸˲˵˸ˬ silver ticket ˫˧˷ˬ˸˷ˬˣ ˢ˧˴˵ˮˣ˲˟ ˪˷ golden ό˸˞ˣ ˫˷ ˡ˰˧ˢΦ 

˶˥˞˪ ,˭˩ˬ ˡˣ˵ˢ ˭˯˥˞ˬ ˸˞ ˫˧˩˶˰ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˶ˣ˟˰ ˭˧˧ˬˣˡˢ ˶˧ˡˠˬˣ ˸˞ ˫˧ˮˬˤˢ ˪˷ ˦˵˧˦ˢ ˧˲˪ ˦˪˵ˢ 

˷ˬ˸˷ˬˢˬ ˢˡ˧ˬ˟ ˢ˧ˢˣ ˢˤ˩ ύ˸˶˰ˢ ˶˲ˣ˯ Υ˸˸˸˸˞˧˥˟ ˫˞ ˫˸˞ ˫˧˶˴ˣ˧ ticket ϥ˧ˮˣˡˤ ϥˣ˵ˡ˟˸ ˧ˮ˲˪ ˸˞ 

˸˯˧˪ˣ˲ ˭˧˧ˬˣˡˢ ˸ˮ˧˥˟ˬ ˸ˣ˯˧˪ˣ˲ˢ ˪˷ ˯ˣ˶˟˶˵ ϐMaxTicketAge, MaxRenewAge, MaxServiceAge ώ˪˞ˣ 

ˣ˩˪˸ ˪˰ ˨˶˰ˢ ˧˦˪ˣ˲˧ˡˢ ˪˷ мл ˫˧ˮ˷ Η˭˩ ˭˩ ˢˬ ,˫˸˞˶˵˷ ˧˲˪ ˡˣ˵ˢ ˨˶˰ˢ ˧˦˪ˣ˲˧ˡˢ ˪˷ ˪˩ TGT x˞ TGS 

˫˸˞˷ ˫˧˶˴ˣ˧ ˞ˣˢ мл ˫˫˫˧ˮ˷ Φ˫˧˴ˣ˶ ˷˥ˮ˪ ˢˬ˩ ˨˟ˣ˯ˬ ˸ˣˣ˴˪ ˪ˣ˥˩ˢ ˞ˣ˴ˬ˪ ˫˧˦˵˧˦ ˫˰ ˨˶ˣ˞ ˫˧˧˥ ˢˤ˩ 

˫ˤˠˣˬ Κ˸ˮ˧˧ˠ˧ˢ OPSEC ˸˧˯˧˯˟Φό 

˶˷˞˩ ˫˷ ˸ˣ˶˧˷ˢ ˣˮ˧˞ krbtgt, ˱˧˯ˣˮ ˫ˠ ˸˞ ˪ˠˡˢ KERB_TICKET_FLAGS_initial Φό,˨˷ˬˢ˟ ˶ˣ˴˧ˮ ˧˦˶˲ PAC 

˪˰ ˷ˬ˸˷ˬˢ ˫˧ˬ˧˞˸ˬˢ ˦˵˧˧˟ˣ˞˪Υ 
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˪˩ˣˮ ˸ˣ˞˶˪ ˭˞˩ ˸˞ ˵˪˥ˢ ˰˴˟ˬˢ ˸˞ ˢˬ˧˸˥ˢΥ 

 

ˢˬ ˢ˶ˣ˵ ˪˰ˣ˲˟ Κ˶˩ˤ˧ˮ ˢˬ˟ ˣˮˬ˷˶˷ ˶ˬ˞ˬ˟ ˪˰ ˸ˣ˲˵˸ˬ Kerberos ύˡˣˬ˰ ор ό˰ˠˣˮ˟ ˨˧˞˪ ˟˷ˣ˥ˬ 

ˢ:Checksum-  

мΦ sπPAC ˞˪ˬˢ ˢˮ˟ˮ ˪˪ˣ˩ ˫ˣ˵ˬ ˪πн ˸ˣˬ˧˸˥ˢ Φ˭˩ˣ˸ ˸ˣˬ˧˸˥ˢ ˞ˣˢ ˫˧˯˲˞. 

нΦ ˫˧˪˧˰˲ˬ ˸˞ s Checksum-˪˰ sπPAC ˣ˞ˣ˪ˬ˟ ˫˧˯˧ˮ˩ˬˣ ˸˞ ˦˪˲ˢ ˫ˣ˵ˬ˪ ˸ˬ˧˸˥ ˸˶˷ˢ. 

оΦ ˫˧˪˧˰˲ˬ ˪˰ s Checksum-˟˷ˣ˥˷ ˸˞ sπ Checksum˫˰ ˥˸˲ˬˢ ˪˷ sπKDCΦ 

пΦ ˫˧˯˧ˮ˩ˬ ˸˞ ˰ˡ˧ˬˢ ˫ˣ˵˧ˬ˪ ˪˷ ˢˬ˧˸˥ˢ ˪˷ sπKDCΦ 

ˢˤˣ ˵ˣ˧ˡ˟ ˢˬ ˢ˶ˣ˵˷ Φ˶˥˞˪ ,˭˩ˬ ˸˰˴˟˸ˬ ˢˮ˲˴ˢ ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˸˞ ˵˪˥ˢ ˪˷ encTicket Φ˫˧˧˵ ˨˧˪ˢ˸ 

˱˯ˣˮ ˯˥˧˧˸ˬˢ ˸˶˧˴˧˪ AppKrbCred, ˨˞ ˞˪ ˯˥˧˧˸ˮ ˣ˧˪˞ ˸ˣ˧ˢ ˞ˣˢˣ ˞˪ ˧˦˶ˡˮ˦˯ ˶˧ˡˮˣΦ ,˱ˣ˯˟˪ sπticket 

˯ˮ˩ˣˬ ˸˶ˤ˰˟ ˢ˰ˡˣˢˢΥ 

 

 

Privilege - ˧˩ ˫˪ˣ˩ ˫˧˟ˢˣ˞ ˸ˣ˞˷˶ˢ 

˧ˮ˲˪ ,˪˧˥˸ˮ˷ ˵ˣ˶ˤˮ ˢˬ˩ ˫˧˪˧ˬ ˪˰ Access token ˧˩ ˵˶˲ˢ ˶˟ˡ˧ ˣ˧˪˰ ΦAccess token ˷ˬ˷ˬ ˪˰ ˸ˮˬ ˶˞˸˪ 

security context ˪˷ ˨˧˪ˢ˸ x˞ thread Φ˪˩˟ ˫˰˲ ˷ˬ˸˷ˬ˷ ˶˟˥˸ˬ ,˸˩˶˰ˬ˪ LSASS ˱˧˯ˣˬ ˦˵˧˧˟ˣ˞˪ 

ˠ˴˧˧ˬ˷ ˸˞ ˷ˬ˸˷ˬ ˸˞ sπSIDs ˶ˤˣ˧ˢ˷ ˶˷ˣ˵ˬ ˫ˢ˧˪˞ ˱˯ˣˮ˟ ύ˸ˣ˴ˣ˟˵ό ˞ˣˢ .˪˩˸˯ˬ ˡ˯ˬ˟ ˸ˣ˯˧˪ˣ˲ˢ 

˧˪˞˵ˣ˪ˢ LGPO ˪˷ ˢˮˣ˩ˬˢ ύ˶˷˞ ˭˩ˡ˰˸ˬ ˪˞ ˪ˣˬ ˸ˣ˯˧˪ˣ˲ ˭˧˧ˬˣˡˢ ˟πDC ˸˰ˬ ˸˰˪ ό˧˲˪ˣ ˪˩ ˸ˣˬˣ˷˶ sπ

SIDs ˶ˤˣ˧ˢ˷ ˶˷ˣ˵ˬ ˫ˢ˧˪˞ ˪˟˵ˬ access token ˠ˴˧˧ˬ˷ ˸˞ ˸ˣ˞˷˶ˢˢ ˫˧˟˞˷ˬˣ ˞ˣˢ˷ ˧˞˩ˤ ˫ˢ˧˪˞ Φ 

https://www.digitalwhisper.co.il/files/Zines/0x87/DW135-5-KerberosAttacks-part2.pdf
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˶˥˞˪ ˸˶˧˴˧ sπtoken, LSASS ˪˲˩˷ˬ ,ˣ˸ˣ˞ ˶˴ˣ˧ handle ˭˸˧ˮ˷ ˶˧˟˰ˢ˪ ˪˞ Winlogon ύˡ˥˧˟ ˫˰ ˢ˰ˡˣˢ 

˸ˣˬ˧˞ˢ˷ ˷˥˶˸ˢ ˢ˥˪˴ˢ˟ ό˶ˠˣ˯ˣ ˸˞ sπhandle ˪˷ ˣˬ˴˰ Φˢ˶ˣ˴˟ ,ˢˬˣˡ ˪˩˪ ˫˧˩˧˪ˢ˸ˢ ˪˷ ,˷ˬ˸˷ˬˢ 

ˣ˧ˢ˧ ˸˞ ˫˧˵˸˰ˢ ˪˷ ˣ˸ˣ˞ sπaccess token Φ,˧˶˵ ˢˬ ˶˸ˣˬ ˢˬˣ ˶ˣ˯˞ ˫˧˩˧˪ˢ˸˪ ˪˷ ˶ˤˣ˧ˢ ˸ˣ˷˰˪ Φ 

˪ˡˣˬ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˪˷ Windows ˯˯˟˸ˬ ˪˰ ˢˡ˟ˣ˰ˢ ˪˩˷ ˨˧˪ˢ˸ ˳˶ˢ ˫˰ token ˪˰˟ ˸ˣ˞˷˶ˢ debug 

ύˣˬ˩ ˢˤ ˷˧˷ ˷ˬ˸˷ˬ˪ Administrator ό˪˩ˣ˧ ˷˵˟˪ ύ˪˟˵˪ˣ όˢ˷˧ˠ ˪˩˪ ˨˧˪ˢ˸ ˳˶ˢ ˬ˟Ϧs Φ˞ˣˢ ˪˩ˣ˧ ˞ˣ˶˵˪ 

˟ˣ˸˩˪ˣ ˭ˣ˶˩˧ˤ˪ ,˨˧˪ˢ˸ˢ ˵˧˶ˤˢ˪ ,ˡˣ˵ ˸ˣˢ˷ˢ˪ ˷ˡ˥˪ˣ ˢ˴˧˶ ˪˷ threads ˪˞˷˸˪ˣ ˰ˡ˧ˬ ˪˰ ˫˧˩˧˪ˢ˸ 

˫˧˶˥˞ Φ 

ˢ˶ˣ˴˟ ˣˤ˩ ˫˧˩˧˪ˢ˸ ˣˬ˩ Process Explorer xπTasks Manager ˫˧ˡ˟ˣ˰ ˪˧˟˷˟ ˱ˮˬ˪ ˸˞ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢ 

˫ˢ˪˷ ˶ˣ˟˰ ˷ˬ˸˷ˬˢ Φ˶ˣ˶˟ ˣˮ˪ ˫ˤ˧ˮ˩ˬ˷ ˢˤ ˷ˠˮ˸ˬ ˸˧˸˧ˤ˥ ˫˰ ˧˪ˡˣˬ ˸˥˦˟˞ ˰ˡ˧ˬ ˫˧˲˯ˣˮ ˢˬ˶ˣ˲˦˪˲˟ 

ύ˰˧ˠˬˣ ˸˶˷˪ ˸˞ mimikatz ˢ˶ˣ˴˟ ˢ˪ˣ˰ˬΦό 

˪ˣˡˣˬˢ Privilege ˪˧˩ˬ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢΥ 

 

˶ˣ˞˧˸ˢ ˶˧˟˯ˬ ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˸˞ ˸ˣˡˣ˵˲ˢ ˷ˣˬ˧˷ˢˣ ˭ˢ˪˷ Φ,˶ˬˣ˪˩ ˶ˣ˸˟ ˫˧˷ˬ˸˷ˬ ˫˧˴˧˶ˬ˷ ˸˞ 

mimikatz ˸˥˸ ˸ˣ˞˷˶ˢ administrator ˪˩ˣˮ ˷˵˟˪ ˸ˣ˞˷˶ˢ ˸ˣˮˣ˷ ύ˟ˣ˶˪ˣ ό˪˟˵˪ ˭˸ˣ˞Υ 

 

  



 
 

Mimikatz Internals 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ152,  ˧˪ˣ˧нлно  ос 
 

о ˸ˣ˪˞˷ ˸ˣ˦ˣ˷˲ ˸ˣ˪ˣ˰ ˷ˣˬ˧˷ˢˬ ˢˤˢ ˧˪˩˟Υ 

- ˣˮˣ˞ Υˢˬ ˢ˪˞ ˸ˣ˞˷˶ˢˢ ˢ˪˞ˢΚ 

- ˯ˣˡ Υˢˬ˪ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˭˸ˣ˞ ˪˪˩˟Κ 

- ˯˶˦ Υ˨˧˞ mimikatz ˠ˧˷ˬ ˣˮ˪ ˭˸ˣ˞Κ 

- ˣ˶˦˞ˣ˵ Υˢˬ˪ ˣˮ˷˵˧˟˷ ˸˞ tcb ˢˤ ˞˪ ˡ˟˰Κ 

˪˧˥˸ˮ ,˱ˣ˯ˢˬ ˶˷˞˩ ˣˮ˷˵˧˟ ˸˞ tcb ˢ˴˲˵ ˢ˞˧ˠ˷ ˞˪ˣ ˣˮ˪˟˧˵ ˣ˸ˣ˞ Φˢ˞˧ˠ˷ˢ ˸˶ˬˣ˞ ˨˧˪ˢ˸˪˷ ˪˷ 

mimikatz ˭˧˞ ˸˞ ˸ˣ˞˷˶ˢˢ ˷˵˟˪ ˸˞ ˸ˣ˞˷˶ˢˢ ˮˢϦ˪ ˪˟˞ ˰˰˰˰ˠ˶ ˣˮ˥ˮ˞ ˫˧˴˶ ˸˥˸ ˷ˬ˸˷ˬ 

Administrator, ˤ˞ ˢˬ˪ ˭˧˧ˡ˰ ˢˤ ˞˪ ˶˷˲˞˸ˬΚ 

˶ˬ˞ˬ˟ Inside LSASS ˧˸ˬ˷˶ ˪˰ ˫˧˩˧˪ˢ˸ ˫˧ˮˠˣˬ ύProtected Procceses Light ό˪˰ˣ ˭ˣ˶˸˧ˢ ˫ˢ˪˷ Φ˫˞ 

˸˴ˬ˸˪ ˸˞ ˶ˬ˞ˮˢ ˫˷ ˧˶ˢ ˢˤ ˫ˮ˷˧˷ ˫˧˩˧˪ˢ˸ ˫˧˧˸˟˧˪ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˢ˴ˣ˶ ˭ˠˢ˪ ˫ˢ˧˪˰ Φ˪˧˟˷˟ ˨˩ 

ˣ˯ˮ˩ˮ ˣˮ˧˧˥˪ sπPPLπ˫˧ ˶˷˞ ˫˧˵˪˥ˬ ˸˞ ˫˧˩˧˪ˢ˸ˢ ˸˟˧˟˯˟ Windows ˪πу ˸ˣˬ˶ ˸ˣ˰˴ˬ˞˟ Ϧ˸ˣˬ˧˸˥ύ Ϧ˪˩ 

˨˧˪ˢ˸ ˳˶˷ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˫ˣ˸˥ ˫˰ ˢˡˣ˰˸ ˸˧˪˦˧ˠ˧ˡ ˪˰ ˧ˡ˧ ˸ˣ˷˧˧ ˧ˢ˷˪˩όΥ 

 

˪ˣ˩˩ ˸ˣ˷˧˧ˢ˷ ˢˬ˸˥˷ ˪˰ ˨˧˪ˢ˸ˢ ˢ˵ˤ˥ ,˶˸ˣ˧ ˨˩ ˸ˬ˶ ˢˬ˧˸˥ˢ ˢ˵ˤ˥ ˶˸ˣ˧ ˨˩ˣ ˭˸˧ˮ ˷˵˟˪ ˸ˣ˞˷˶ˢ ˪˰ 

˫˧˩˧˪ˢ˸ ˫˧ˮˠˣˬ ˫˧˶˥˞ ΦWinTcb ˳˶ ˸˥˸ ˢˬ˶ с ˡˣ˰˟ ˷πmimikatz ˳˶ ˸˥˸ ˢˬ˶ л Φ,˭˩˪ ˢˤ ˶ˣ˶˟ ˞˪˷ 

˪˩ˣˮ ˪˟˵˪ ˸˞ ˸ˣ˞˷˶ˢˢ ˣ˪˷ Φ 

˳˟ˣ˵˟ kuhl_m_privilege.c ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˢ˧˴˵ˮˣ˲ kuhl_m_privilege_simple ˸˧˞˶˥˞˷ ˪˰ ˪˩ ˶ˣ˲˧˯ˢΥ 

 

https://www.digitalwhisper.co.il/files/Zines/0x95/DW149-1-InsideLSASS.pdf
https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_privilege.c
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˪ˣˡˣˬˢ ˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ rivilegeRtlAdjustP ύˬ˧˶ˣ˥˞ ˫˧˰˪˵ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˟πAdjustTokenPrivileges ό

˸˪˟˵ˬ˷ ˶˦ˬ˶˲˩ ˸˞ ˶˲˯ˬ ˢ˞˷˶ˢˢ ˢ˧ˣ˴˶ˢ ˢ˯ˮˬˣ ˸ˣ˪˰ˢ˪ ˸˞ ˸ˣ˞˷˶ˢ ˷ˬ˸˷ˬˢ ˣ˧˪˞ Φˢ˧˴˵ˮˣ˲ˢ 

˸˞˶ˣ˵ ˸˞ saccess token ˢ˪˧˰˲ˬˣκ˸˪˦˟ˬ ˸ˣ˞˷˶ˢ ˶˟˩˷ ˸ˣ˩˧˶˴ ˸ˣ˧ˢ˪ ˪πtoken Φ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ sπ

header ˪˷ ˢ˧˴˵˴ˮˣ˲ˢ ύ˪˩˸ˣϥ˯ ˭˧˟ˢ˪ ˣˮˬˬ ˪˩ˢΥό 

BOOL AdjustTokenPrivileges(  

  [in]            HANDLE            TokenHandle,  

  [in]            BOOL              DisableAllPrivileges,  

  [in, optional]  PTOKEN_PRIVILEGES NewState,  

  [in]            DWORD             BufferLength,  

  [out, optional] PTOKEN_PRIVILEGES PreviousState,  

  [out, optional] PDWORD            ReturnLength  

);  

˭˪ˢ˪ senum- ˪˷ ˸ˣ˞˷˶ˢˢ ύ˸ˣ˷ˠˡˣˬ ˸ˣ˞˷˶ˢˢ ˭˸˧ˮ˷ ˷˵˟˪ ˷˶ˣ˲ˬ˟ ˟πmimikatzΥό 

 

 
˫˧˷ˮ ˟˪ ˸˞˷ ˶˞˷ ˸ˣ˞˷˶ˢˢ ˭˸˧ˮ ˷ˣ˶ˡ˪ ˸˶ˤ˰˟ id x˞ nameΥ 

 
 

https://learn.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-adjusttokenprivileges
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Token module - who am I? 

ˣˮ˰ˠˮ ˪ˡˣˬ˟ ˫ˡˣ˵ˢ ˞˪ ˦˰ˬ ˟πaccess tokens ˤ˞ ˨˧˷ˬˮ ˫˰ ˪ˡˣˬ ˫˪˷ ˶˷˞ ˷ˡ˵ˣˬ ˵˶ ˫ˢ˪Φ ˶˟˩ ˣ˧˷˩˰ 

ˢˣˣ˷ ˶ˣ˴˰˪ ˢ˧˧ˮ˷ ˶ˬˣ˪ˣ ˫˞˷ ˫˸˞ ˸ˣ˥˲ ˫˧˶˧˩ˬ ˸˞ ˭ˣ˧˰˶ˢ ˪˷ Impersonation Levels ˟πWindows 

ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˫ˣ˥˟ ˞ˣ˶˵˪ ˸˞ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ Microsoft ˞˷ˣˮ˟ ύ˭˧˧ˮ˧˰ ˪˷ ˸ˣ˥˲ ˬπр ˸ˣ˵ˡ ό˧ˮ˲˪ 

˵˶˲ˢ ˧˥˩ˣˮˢΦ 

˪ˡˣˬˢ token, ˶˷˞ ˷ˬˣˬˬ ˣ˟ˣ˶ ˳˟ˣ˵˟ kuhl_m_token.c, ˶˷˲˞ˬ ˪πMimikatz ˫˧˧˵˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ 

Windows authentication tokens, ˪˪ˣ˩ ˸ˣˤ˥˸ˢ ˪˞ tokenπ˫˧ ,˫˧ˬ˧˧˵ ˢ˯˲ˡˢ ˫ˢ˪˷ ˨˯ˬ˪ ˢ˞˧˴ˬˣ 

ˢ˪˞˩ ˫˧˩˧˧˷ˢ ˪˞ Domain admins ˪˰ ˢˮˣ˩ˬˢΦ˪˧˟˷˟ ,˨˩ ˧˪˩ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˶˲˯ˬ˟ ˸ˣ˧˴˵ˮˣ˲ 

˸ˣ˷ˬˣˬˬˢ ˸˧˧˶˲˯˟ Advapi32.dllΦ ˢˬˠˣˡˢ ˧˩ˢ ˢ˴ˣ˲ˮ ˷ˣˬ˧˷˪ ˪ˡˣˬ˟ ˞˧ˢ token:elevate ˸˞˪˰ˢ˪ 

˸ˣ˞˷˶ˢ ˨˧˪ˢ˸ˢ ˪˷ ˸ˮ˩ˣ˸ mimikatz ˪˞ NT AUTHORITY\SYSTEMΥ 

 

˶ˣ˟˰ˮ ˪˰ ˶˲˯ˬ ˸ˣˡˣ˵˲ ˸ˣ˶˩ˣˬ ˪ˡˣˬ˟ ˶˧˟˯ˮˣ ˡ˴˧˩ ˭s ˸ˣˡ˟ˣ˰ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢΥ 

token::whoami π ˠ˧˴ˬ ˸˞ ˧˦˶˲ sπtoken ˫˧˧˥˩ˣˮˢ Φˡˣ˵ˢ ˪˟˵ˬ ˸˞ sπaccess token ˸˶ˤ˰˟ syscalls ˪˷ 

OpenProcessToken ύ˸˪˟˵ access token ˨˧ˣ˷ˬˢ ˨˧˪ˢ˸˪ ˧˥˩ˣˮˢ ό˪˰ GetCurrentProcess ˶˷˞ ˶˧ˤ˥ˬ 

handle ˨˧˪ˢ˸˪ ˧˥˩ˣˮˢ Φ,˨˷ˬˢ˟ ˣˮ˞ ˫˧ˠ˧˴ˬ ˸˞ sπtoken ˪˷ sπthread ˸˶ˤ˰˟ OpenThreadToken ˪˰ 

GetCurrentThread ˢ˶ˣ˴˟ ˢˬˣˡ ˫ˡˣ˵ˬ˪ Φ˶˥˞˪ ,˭˩ˬ ˧˪˩ˢ ˠ˧˴ˬ ˸˞ ˰ˡ˧ˬˢ ˪˰ sπtoken ˸˶ˤ˰˟ ˢ˞˧˶˵ ˪˞ 

GetTokenInformation ˣ˸˯˲ˡˢˣ ˨˯ˬ˪ Φ˧ˡ ˦ˣ˷˲Φ 

token::Revert π ˶˷˲˞ˬ ˨˧˪ˢ˸˪ ˪˷ mimikatz ˶ˣˤ˥˪ ˪˞ sπtoken ˫ˡˣ˵ˢ Φ˫ˠ ˢ˲ ˷ˣˬ˧ˬˢ ˧l ˦ˣ˷˲ - 

˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ SetThreadToken(null,null) ˶˷˞ ˸ˬ˶ˣˠ ˪πthread ˵˧˯˲ˢ˪ ˷ˬ˸˷ˢ˪ ˟πimpesonation 

token ˤ˞ˣ ˡˣ˵ˢ ˶ˣ˵ˬ ˰˴˟ˬ ˸˞ ˢ˵˧ˠˣ˪ˢ ˪˷ token::whoami ˪˰ ˸ˮˬ ˠ˧˴ˢ˪ ˸˞ sπtoken ˧˥˩ˣˮˢ ˨˯ˬ˪Φ 

token::List π ˱˪ˣ˷ ˰ˡ˧ˬ ˪˰ ˫˧˩˧˪ˢ˸ ˸˩˶˰ˬ˟ ˸˶ˤ˰˟ NtQuerySystemInformation ύˣˬ˷˩ ˭˩ ˞ˣˢ ό

˸ˬˠˣˡ˩ process pid ˰˴˟ˬˣ ˪˰ ˪˩ pid ˸˞ ˢ˵˧ˠˣ˪ˢ ˪˷ token::whoamiΦ 

token::elevate π ,˸˧˷˞˶ ˣˮ˞ ˫˧˶˴ˣ˧ ˨˶˰ˬ ˫˰ ˫˧˷ˬ˸˷ˬˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˫ˢ˧˪˞ ˢ˴˶ˮ ˶ˣ˟˰˪ Φ,˦˪ˣ˲˧ˡ˟ 

˶˟ˣˡˬ ˟πsystem ˭˩˪ˣ ˨˶˰ˬˢ ˪˧˩˧ ˣ˸ˣ˞ ˢˡ˧ˬ˟ ˞˪ˣ ˵˲˯ˮ ˫˷ ˶˥˞ Φˢ˧˴˵ˮˣ˲ˢ ˸˶˟ˣ˰ ˪˰ ˪˩ ˫˧˷ˬ˸˷ˬˢ 

,˨˶˰ˬ˟ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ DuplicateTokenEx ˫˰ ˫˧˪ˠˡˢ TOKEN_QUERY TOKEN_IMPERSONATE, 

˫˧˪ˠˡˢˣ ˪˷ TokenImpersonation ˶ˣ˟˰ ˶˦ˬ˶˲ˢ ImpersonationLevel ˸˷ˬ˸˷ˬˣ ˢ˧˴˵ˮˣ˲˟ 

SetThreadToken(NULL, hNewToken) ˪˰ ˸ˮˬ ˶ˣ˟˰˪ ˪πtoken ˷ˡ˥ˢ Φ 

  

https://learn.microsoft.com/en-us/windows/win32/com/impersonation-levels
https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_token.c
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,˱ˣ˯˟˪ ˭˟ˣˬ˩ ˫ˠ˷ ˢ˲ ˸˰˴˟˸ˬ ˢ˵˧ˠˣ˪ˢ ˪˷ token::whoami ˪˰ ˸ˮˬ ˠ˧˴ˢ˪ ˸˞ sπtoken ˧˥˩ˣˮˢ ˨˯ˬ˪Υ 

 

token::run π ,˸˧˷˞˶ ˢˬˣˡ˟ ˪πtoken::elevate ˣˮ˞ ˫˧˶˴ˣ˧ ˨˶˰ˬ ˫˰ ˫˧˷ˬ˸˷ˬˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˫ˢ˧˪˞ ˢ˴˶ˮ 

˶ˣ˟˰˪ Φ,˦˪ˣ˲˧ˡ˟ ˶˟ˣˡˬ ˟πsystem ˭˩˪ˣ ˨˶˰ˬˢ ˪˧˩˧ ˣ˸ˣ˞ Φ˪˩˪ ,˷ˬ˸˷ˬ ˞˶˵ˮ ˪πDuplicateTokenEx ˫˰ 

˞˪ˬ ˞˪ˬ ˫˧˪ˠˡΥ 

TOKEN_QUERY | TOKEN_IMPERSONATETOKEN_ASSIGN_PRIMARY | TOKEN_DUPLICATE | TOKEN_ADJUST_DEFAULT | 

TOKEN_ADJUST_SESSIONID  

˫˰ˣ ˫˧˩˶˰ˢ TokenPrimary ύ˶˷˞ ˠ˴˧˧ˬ access token ˶˴ˣˮ˷ ˟ˣ˶˪ ˪˰ ˧ˡ˧ ˪ˮ˶˵ˢ ˢ˴˵ˣˬˣ ˨˧˪ˢ˸˪ ˧ˡ˩ 

ˠ˴˧˧˪ ˸˞ ˰ˡ˧ˬ ˢ˥˦˟˞ˢ ˶ˡˠˣˬˢ ˸˶˧˶˟˩ ˪ˡ˥ˬ ˶ˣ˟˰ ˣ˸ˣ˞ ˨˧˪ˢ˸ ό˶ˣ˟˰ TokenType xπ

SecurityAnonymous ύ˶˷˞ ˶˷˲˞ˬ ˪πthread ˸ˣˤ˥˸ˢ˪ ˪˞ token ˪˷ ˢ˯˧ˮ˩ ˸˧ˬ˧ˮˣˮ˞ ό˶ˣ˟˰ 

ImpersonationLevel Φ˷ˬ˸˷ˮ ˟πCreateEnvironmentBlock ˪˰ ˸ˮˬ ˶˴˧˧˪ ˸˞ ˧ˮ˸˷ˬ ˢ˟˧˟˯ˢ 

˫˧ˬ˧˞˸ˬˢ ˷ˬ˸˷ˬ˪ ˪˧˩ˬ˷ ˸˞ sπtoken ˣ˧˪˞˷ ˢ˞˶ˮ ˸ˣˤ˥˸ˢ˪ ˱ˣ˯˟˪ˣ ˳˧˶ˮ ˢˮ˩ˣ˸ ˸ˣ˞˷˶ˢ˟ ˪˷ 

˷ˬ˸˷ˬˢ ˪˰˟ sπtoken ˣˮ˶˴˧˷ ˸˶ˤ˰˟ CreateProcessAsUser Φ 

˶˥˞˪ ˨˧˪ˢ˸ˢ˷ ,˶˴ˣˮ ˢ˷˰ˮ ˷ˣˬ˧˷ ˟πanonymous pipe ˸˶ˣ˷˵˸˪ ˭˧˟ ,˫˧˩˧˪ˢ˸ ˫˧˟˸ˣ˩ ˸˞ ˦˪˲ˢ ˪˷ 

˨˧˪ˢ˸ˢ ˷ˡ˥ˢ ˪πanonymous pipe ˨˩ˣ ˫ˠ ˢ˞˧˶˵ˢ ˫˷ˬ Φ 

 

  

https://learn.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-token_type
https://learn.microsoft.com/en-us/windows/win32/com/impersonation-levels
https://learn.microsoft.com/en-us/windows/win32/com/impersonation-levels
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 Cracking the Vault module 

˨˶ˡˢ ˢ˟ Windows ˸˯˪˩˞ˬ ˸˞ ˸ˣ˞ˬ˯˧˯ ˪˷ scheduled tasks ˸ˣ˧˴˵˧˪˲˞ˣ ˸ˣ˧ˬˣ˵ˬ ˸ˣˮˣ˷ ˞˧ˢ 

˸ˣ˰˴ˬ˞˟ ˫˧˦˵˧˧˟ˣ˞ ˫˧˞˶˵ˮ˷ vaults Φ˭˩ ,˭˩ ˭˧˰ˬ ˸ˣ˲˯˩ ˸ˣ˶ˬˣ˷˷ ˰ˡ˧ˬΦ ˶˟ˣˡˬ ˴˧˲˟ϥ˶ ˧l ˭˷˧ ˰˧ˠˢ˷ ˫˰ 

Windows 7 ˪˟˞ ˞ˣˢ ˦˪˥ˢ˟ ˭˧˧ˡ˰ ˫˧˧˵ ˫ˣ˧ˢ ˣ˪˧˲˞ˣ ˶ˤˣ˰ ˞˪ ˫˰˲ ˸ˣˮˣ˶˸˲˟ ˸ˣ˩ˬ˯ˢ˟ ˸ˣ˧˦ˮ˶˦ˮ˧˞ ύˬˢ˞ 

ˬˢ˞ό Φˤ˞ ˨˧˞ ˫˧ˡ˟ˣ˰ ˣ˸˧˞ Κ˦ˣ˷˲ ,ˡˣ˞ˬ ˪˰ ˧ˡ˧ ˢ˯˧ˮ˩ ˪˞ Credential Manager ˭˸˧ˮ ˱˧˯ˣˢ˪ ˫˧ˮˣ˸ˮ 

˸ˣ˞˶˪ˣ ˸˞ ˣ˪˞ ˶˟˩˷ ˫˧ˬ˧˧˵ ˶ˣ˟˰ ˫˧˶˸˞ ˸ˣ˧˴˵˧˪˲˞ˣΥ 

 

 ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ scredentials- ˟˧˸ˮ˟ ˞˟ˢΥ 

҈Systemdrive%\Users\ {Username}\AppData\Local\Microsoft\Credentials 

˶ˣˤ˥ˮ ˪πmimikatz Φ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ vault::list ˭˸˧ˮ ˯˧˲ˡˢ˪ ˸˞ ˭˩ˣ˸ ˸ˣ˲˯˩ˢ ˨˯ˬ˪ ύˢˡ˧ˬ˟ ˷˧ˣ ˢ˪˞˩Φό 

˳˟ˣ˵˟ kuhl_m_vault.c  ˭˸˧ˮ ˸ˣ˞˶˪ ˡ˴˧˩ mimikatz ˭˰ˣ˦ ˸˞ sπvaults ˶˟ˣ˰ˣ ˭ˢ˧˪˰ Φ 

  

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_vault.c#L37
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,˸˧˷˞˶ ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˸˧˧˶˲˯˟ vaultcli.dll ˞ˣˢ ˪˥˸˞ˬ ˸˞ ˪ˡˣˬˢ ˵ˡˣ˟ˣ ˪˩˷ ˸ˣ˧˵˴ˮˣ˲ˢ ˸ˣ˷˶ˡˮˢ 

˸ˣ˪˰ˣ˲Υ 

 

ˢˡˣ˵˲ˢ list ύ˸ˠ˴ˣ˧ˬˢ ˪˰ ˧ˡ˧ ˸˧˧˴˵ˮˣ˲ kuhl_m_vault_list ό˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ VaultEnumerateVaults ˪˰ 

˸ˮˬ ˰˴˟˪ ˢ˧˴˶ˬˣˮ˞ ˸ˣ˲˯˩˪ Φ˪˧˟˷˟ ˥ˣ˸˲˪ handler ˪˩˪ ,˸˲˯˩ ˧˪˩ˢ ˷ˬ˸˷ˬ ˸ˣˡˣ˵˲˟ ˸˩˶˰ˬ ˪˷ 

VaultOpenVault xVaultGetInformation- ˪˰ ˸ˮˬ ˱ˣ˯˞˪ ˰ˡ˧ˬ ˪˰ ˪˩ ˸˲˯˩ ˡ˶˲ˮ˟ Φ,˶ˬˣ˪˩ ˰˴˟˸ˬ 

˷ˣ˲˧˥ ˪˷ ˫ˣ˵˧ˬ ,˸ˣ˲˯˩ˢ ˶˥˞˪ ˭˩ˬ ˸˰˴˟˸ˬ ˢ˩˧˷ˬ ˪˷ ˭˩ˣ˸ˢ ,˭ˢ˪˷ ˶˥˞ ˨˩ ˡˣ˵ˢ ˶˯˶˲ˬ ˸˞ ˭˩ˣ˸ˢ 

ˠ˧˴ˬˣ ˣ˸ˣ˞ ˨˯ˬ˪ Φ 

˨˪ˢˬ˟ ˨˧˪ˢ˸ sπenumeration, mimikatz ˸˷˲˥ˬ ˸˞ ˸ˣ˧ˮ˟˸ˢ ˸ˣ˞˟ˢΥ 

 

˶˷˞˩ ˪˩GUID  ˠ˴˧˧ˬ ˠˣ˯ ˦˵˧˧˟ˣ˞ ˶˥˞ Φ˫˩˯ˮ ˪˩ˢ ˢ˲˧ ˢ˲˧ ˢ˪˟˦˟Υ 

GUID Object 

{3e0e35be-1b77-43e7-b873-aed901b6275b} domain password 

{E69D7838-91B5-4FC9-89D5-230D4D4CC2BC} domain certificate 

{F386883C-6926-A24A-A8FB-3F6759A77548} domain extended 

{F533E0B2-DE5F-0D45-A1BD-3791F465720C} pin logon 

{B8A1B8B5-3D18-0849-9559-BD8BCE72B58A} picture password 

{91C872FE-F614-B640-BD98-7FF245986B26} biometric 

{1D4350A3-330D-4AF9-B3FF-A927A45998AC} next generation credential 
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˶˷˞˩ ˧˪˩ˢ ˪˵˸˧ ˡ˥˞˟ ˬπGUIDs ˮˢϦ,˪ ˞ˣˢ ˢ˯ˮ˧ ˠ˧˴ˢ˪ ˰ˡ˧ˬ ˫ˢ˧˪˰ π ˢ˶˵ˬ˟ ˪˷ pinlogon/picture 

password/biometric, ˢ˯ˮˮ ˫ˠ˶˸˪ ˸˞ sπguid ˷ˬ˸˷ˬ˪ ˸˶ˤ˰˟ LookupAccountSid, ˢ˶˵ˬ˟ ˪˷ 

picture password, ˰˴˟˸˧ ˷ˣˬ˧˷ ˟Υ 

 SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUI\PicturePassword 

˭˩ˣ ˢ˞˪ˢ Φˢ˶˵ˬ˟ ˪˷ next generation credential, ˢ˯ˮˮ ˞˧˴ˣˢ˪ ˰ˡ˧ˬ ˪˰ ˥˸˲ˬ ,ˢˮ˲˴ˢˢ sπIV ˸ˬ˯˧˯ˣ 

ˢˮ˲˴ˢˢ Φ˨˶ˡ ,˟ˠ˞ Next Generation Credential ˞ˣˢ ˫˷ ˶˥˞ ˪πMicrosoft passport ˶˷˲˞ˬˢ ˧ˣˢ˧ˤ 

˷ˬ˸˷ˬ ˭˧˟ ˶˸˧ˢ ˰Ϧ˧ ˢ˷˧˶ˡ ˢˬ˧˸˥˪ ˪˰ ˸ˤˣ˶˥ˬ ˞˧ˢ˷˪˩ ˡ˴ˬ ˷ˬ˸˷ˬˢ ˞˪˪ ˨˶ˣ˴ˢ ˞ˬ˯˧˯˟Φ 

˸˥˞ ˸ˣˡˣ˵˲ˢ ˶˸ˣ˧ˢ ˸ˣˮ˧˧ˮ˰ˬ ˪ˣˡˣˬ˟ ˞˧ˢ vault::cred ˫˧˸˧˰˪ˣ ˢ˞˶ˮ ˢ˸ˣ˞ ˫˰ ˪ˠˡˢ ˢ˸˲ˬˢ /patch 

˶ˣˬ˞˷ ˸ˣˮ˷˪ΦΦ ,˭˩˟ˣ ˣˢ˷ˬ Φ˵˶ ˥˧ˮˮ ˸˞ ˢˤ ˭˞˩Υ 

 

https://adsecurity.org/?p=1535
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˪˰ ˸ˮˬ ˱ˣ˷˥˪ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ ˟πvault, mimikatz ˸˷ˬ˸˷ˬ ˢ˦˧˷˟ ˸˞˶˵ˮ˷ vault hijacking Φˢ˦˧˷˟ 

,ˣˤ ˵˧˶ˤˮ ˡˣ˵ ˨˧˪ˢ˸˪ sπLSASS Φˡˣ˵ˢ ˵˶ˤˣˬˢ ˰˴˟ˬ hook ˸ˣ˧˴˵ˮˣ˲˪ VaultEnumerateItems xπ 

VaultGetItem˨˩ˣ ˷˶˲ˬ ˰ˡ˧ˬ ,˶ˤ˥ˣˬ˷ ˥ˮ˰˲ˬ ˸ˣ˞ˬ˯˧˯ ˭ˠ˧˴ˬˣ ˷ˬ˸˷ˬ˪ Φ 

,ˡˣ˵˟ ˶˷˞˩ ˪˟˵ˮ ˸˞ ˪ˠˡˢ /patch , ˥˸˲ˮ handle ˪˞ ˨˧˪ˢ˸ˢ SamS ˫˰ ˫˧˪ˠˡˢ PROCESS_VM_READ | 

PROCESS_VM_WRITE | PROCESS_VM_OPERATION | PROCESS_QUERY_INFORMATION Φ˥˞Ϧ˩ ˷˲˥ˮ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ 

˸˧˧˶˲˯ lsasrv.dll ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ kull_m_process_getVeryBasicModuleInformationsForName Φ˨˩ 

˧˪˩ˢ ˷˲˥ˬ ˸˧ˮ˟˸ ˢ˟ˣ˸˩˷ ˡˣ˵˟ ˭ˣ˶˩˧ˤ˟ ˪˷ ˨˧˪ˢ˸ˢ ˶ˣˤ˞˟ ˢ˴˵ˣˬ˷ ˪πDLL ˵ˡˣ˟ˣ ˫˞ ˞ˣˢ ˭ˠˣˬ π ˢˡ˧ˬ˟ 

,˭˩ˣ ˣˮ˷˧ ˷ˣˬ˧˷ ˟πVirtualProtect  ˶˷˞ ˢˮ˷ˬ ˸˞ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ˢ ˧˪ˣ˦˶˧ˣˢ ˪˷ ˨˧˪ˢ˸ ˪˰ ˸ˮˬ ˸ˣˮ˷˪ ˸˞ 

ˣ˟˴ˬ Φˢˡ˧ˬ˟ ˢ˪ˣ˰˲ˣ xʕ ,ˢ˥˧˪˴ˢ ˞ˣˢ ˰˴˟ˬ ˢ˯˧˶ˡ ˪˷ ˭ˣ˶˩˧ˤˢ ˫˰ ˰ˡ˧ˬ ˶˥˞ Φ˶˥˞˪ ,˧ˣˮ˧˷ˢ ˡˣ˵ˢ ˶˧ˤ˥ˬ 

˸˞ ˟˴ˬ ˭ˣ˶˩˧ˤˢ ˣ˸ˣˬˡ˵˪ ύ˸ˮ˧˥˟ˬ ˸ˣˮˠˢˢ Φό 

˰ˬ˷ˮ ˧˟˧˦˵˲˞ Κ˭˩˟ˣ ˢˤ ˢ˧ˢ ˫˰˲ Φˣˬ˩ ˶˟˩˷ ˣˮ˶ˬ˞ ˵˶˲˟ ˪˷ privilege, ˫ˣ˧˩ ˫˰ ˢ˰ˬ˸ˢ ˢˮˣ˩ˮ ˪˷ PPL 

˰˴˟˸˸ ˢˬ˧˯˥ ˯˯ˣ˶˲˪ ˪˷ mimikatz ˰˴˟˪ ˸˞ ˢˡˣ˵˲ˢ ˮˢϦ˪ ˳˲˵ˣ˸ˣ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢ ˸ˠ˴˧˧ˬ˷ access 

deniedΥ 

 

˪˩˟ ˸˞ˤ ˪˩˸˯ˮ ˡ˴˧˩ /patch ˡ˟ˣ˰ ˧˩ ˶˷˲˞ ˡˣˬ˪˪ ˢˤˬ ˞˪ ˦˰ˬ ύ˭˧˧ˡ˰ˣ ˶˷˲˞ ˞ˣ˴ˬ˪ ˞˪ ˦˰ˬ ˸ˣˮˣ˩ˬ 

˞˪˷ ˸ˣ˶˧ˡˠˬ PPLόΥ 

 

,˫ˣˡ˞˟ ˣˮˬ˧˯ ˸˞ ˵˪˥ˢ ˠ˴˧˧ˬ˷ ˸˞ ˸˧ˮ˟˸ˢ ˷˧˷ ˸ˣˮ˷˪ - ˫˞˸ˢ˟ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ ˵ˣ˶˧˟ˣ ˨˶˰ˢ ˣ˧˪˞ 

ˢ˴˶ˮ ˸ˣˮ˷˪ Φ˥˵˧ˮ ˞ˬˠˣˡ˪ ˸˞Windows 10  ˢ˯˶ˠ 1809 ˣ˟˷ ˷˲˥ˮ ˸˞ ˸˧ˮ˟˸ˢΥ 

x45, 0x8b, 0xe6, 0x41, 0x83, 0xe4, 0x01, 0x0f, 0x84л 

˸ˠ˴˧˧ˬˢ ˸˞ ˢ˧˴˵ˮˣ˲ˢ credpCloneCredential ˸˧˞˶˥˞ˢ ˪˰ ˸˶˧˴˧ ˵˸˰ˢ ˪˷ credential ˪˰ ˸ˮˬ ˶˷˲˞˪ 

˷ˬ˸˷ˬ˪ ˢ˷˶ˣˬ ˰˴˟˪ impersonation ˪˷ ˷ˬ˸˷ˬ ˶˥˞ ˢˢˣˤˬ˷ ˫˰ sπcredentials ˮˢϦ˪Φ ,ˣˮ˸ˮ˟ˢ˪ 

ˢ˪ˣ˰˲ˢ ˸˰˴ˣ˟ˬ ˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ ˧ˮˣˮˠˮˬ ˸ˣˬ˧˞ˢ ˫˶˦˟ ˸˵˸˰ˢ sπcredentialsΦ 

˶˧ˬˮ ˣ˸ˣ˞ ˱˯ˣ˞˪ ˪˷ 0x90 x˞ ˸ˣ˧˪˪˩˟ π ˱˯ˣ˞ ˪˷ nopπ˫˧ ˶˷˞ ˢ˶ˣˬ ˪πCPU ˪˞ ˢ˷˰˸ ˫ˣ˷ ˢ˪ˣ˰˲ ˳ˣ˥ 

˨˧˷ˬˢ˪ˬ ˢ˴˧˶˟ ˪˷ ˨˧˪ˢ˸ˢΦ 

https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualprotect
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ˢ˶˵ˬ˟ ˞˪ˣ ˪˟˵˸ˬ ˪ˠˡ ˪˷ patch, ˷ˬ˸˷ˮ ˢ˧˴˵ˮˣ˲˟ CredEnumerate ˶ˣ˟˰ ˪˩ credential ˪˰ ˸ˮˬ 

ˠ˧˷ˢ˪ ˸˞ ˪˪˩ sπcredential Φ 

Mimikatz ˷ˬ˸˷ˬ ˪˩˟ ˢ˧˴˶˦˧˞ ˥ˮ˰˲˪ ˸˞ sπcredential Φ,˸˧˷˞˶ ˞ˣˢ ˷˲˥ˬ ˸˞ ˸ˤˣ˶˥ˬˢ 

Microsoft_WinInet_ x˞  AppSense_DataNow_ύˠ˴˧˧ˬ Ivanti FileDirector ˸˶˷˲˞ˬ˷ ˭ˣ˶˩ˮ˧˯ ˭˧˟ ˧˴˟˵ 

˷ˬ˸˷ˬˢ ˸˟˧˟˯˪ ˭ˮ˰ x˞ on-prem Φόˢˡ˧ˬ˟ ˸ˤˣ˶˥ˬˢˣ ,˫˷ ˧˪˩ˢ ˢ˯ˮ˧ ˢ˥ˮ˰˲˪ ˸˶ˤ˰˟ 

CryptUnprotectDataΦ 

 
˧˵˥˷ˬ Events 

˪ˡˣˬˢ ˵˯˰˸ˬ ˪˩˟ ˶ˣ˷˵ˢ ˪˞ Windows Event logs Τˢ˶˧˴˰ ˧ˣ˵˧ˮˣ ˪˷ ˫˧ˠˣ˪ˢ ˶˥˞˪ ˸ˣ˦˪˸˷ˢ ˸˥˪˴ˣˬ 

˪˰ ˢˮˣ˩ˬˢΦ ˣ˞ˣ˟ ˪˧˥˸ˮ ˶ˣ˵˯˪ ˸˞ ˸ˣˡˣ˵˲ˢΦ 

event::clear - ˣˡ˧˵˲˸ ˸ˣ˵ˮ˪ ˸˞ ˪˪˩ ˫˧˰ˣ˶˧˞ˢ ˟πeventlog Φ˪˧˟˷˟ ,˨˩ ˡˣ˵ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˟πsyscall ˪˷ 

GetNumberOfEventLogRecords ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ ˶˲˯ˬ ˫˧˰ˣ˶˧˞ˢ ˧ˮ˲˪ ˧˶˥˞ˣ ˧ˣ˵˧ˮˢ ˟xπClearEventLog 

˪˧˟˷˟ ˧ˣ˵˧ˮ sπeventπ˫˧Υ 
 

ˢ˧˴˵ˮˣ˲ˢ ˶˸ˣ˧ˢ ˸ˮ˧˧ˮ˰ˬ ˪ˣˡˣˬ˟ ˢˤ ˞˧ˢ event::patch ˸˶˷˲˞ˬˢ ˧ˣˮ˧˷ ˪˷ ˨˧˪ˢ˸ sπeventviewer ˪˰ 

˸ˮˬ ˰ˮˬ˧ˢ˪ ˸˶˧ˬ˷ˬ ˫˧˰ˣ˶˧˞ Φ 

ˡ˴˧˩ ˫˯˵ˢ ˢˤˢ ˢ˶ˣ˵ Κ,˸˧˷˞˶ ˯ˣ˦˞˦˯ˢ ˪˷ sπeventlog ˠ˷ˣˬ ˰Ϧ˧ ˢ˧˴˵ˮˣ˲ˢ QueryServiceStatusEx 

˸˶˷˲˞ˬ˷ ˪˟˵˪ ˭ˣˬˢ ˭ˣˬˢ ˰ˡ˧ˬ ˪˰ ˸ˣ˶˧˷ ˷˵ˣ˟ˬ Φ˶˥˞˪ ,˭˩ˬ ˸˰˴˟˸ˬ ˢ˥˧˸˲ ˪˷ ˭ˣ˶˩˧ˤ ˸ˣ˶˧˷ˢ 

˷˥˶˸ˬˣ ˷ˣ˲˧˥ ˪˷ ˸˧ˮ˟˸ ˸ˬ˧ˣ˯ˬ ˭ˣ˶˩˧ˤ˟ ύ˶˧˟˯ˮ ˢ˧˪˰ ˨˷ˬˢ˟ Φό˶˷˞˩ ˸˧ˮ˟˸ ˣˤ˩ ,˸˞˴ˬˮ ˸˰˴˟˸ˬ 

ˢ˵˧ˡ˟ ˫˞ˢ ˨˧˪ˢ˸ˢ ˟πprotected memory ύ˭ˣ˶˩˧ˤ ˶˷˲˞ˬˢ ˰ˣˮˬ˪ ˨˧˪ˢ˸ˬ ˯ˮ˩˧ˢ˪ˬ ˭ˣ˶˩˧ˤ˪ ˞˪˷ ˢ˴˵ˣˢ 

ˣ˪ Φό˫˞ ,˭˩ ˣˮ˷˧ ˭ˣ˧˯˧ˮ ˸ˣˮ˷˪ ˸˞ˤ ˰Ϧ˧ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ virtualProtect ύˣˮ˶˟˯ˢ ˢ˧˪˰ ˵˶˲˟ ˫ˡˣ˵ˢό, 

˸˧ˮ˟˸ˢ ˣˮ˷˲˧˥˷ ˸˯˶ˡˮ ˰Ϧ˧ ˫˧˧ˣˮ˧˷ ˫˧˧˲˧˴˲˯ ˣˮ˪˷ ˱ˣ˯˟˪ˣ ˭ˣ˶˩˧ˤˢ ˶ˤˣ˥ ˸ˣ˧ˢ˪ Protected  ύˢˡ˧ˬ˟ ˢ˧ˢˣ 

ˢˤ˩ ό˟ˣ˷ ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ virtualProtect Φ 

˸˧ˮ˟˸ˢ ˣˮ˞˷ ˫˧˷˲˥ˬ ˭ˣ˶˩˧ˤ˟ ˞˧ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ Channel::ActualProcessEvent ˨ˣ˸ˬ ˸˧˧˶˲˯ 

wevtsvc.dll Φ 

  

https://learn.microsoft.com/en-us/windows/win32/api/wincred/nf-wincred-credenumeratea
https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptunprotectdata
https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptunprotectdata
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ˡˣ˵ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ActualProcessEvent ˢ˞˶ˮ ˨˩ ύ˵˪˥˟ ˸ˣ˩˶˰ˬˬ sπWindowsΥό 

 

ˢ˧˴˵ˮˣ˲˟ ,ˣˤ ˯ˣ˶ˡˮ ˸˞ ˵˪˥ˢ ˭ˬˣ˯ˬˢ ˡˣ˵˟ ˫˧˞˸ˬˢ ˪ret 0x4 ύx˞ ˫˧˩˶˰ ˫˧˶˥˞ ˸ˣ˪˸˩ ˠˣ˯˟ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ Φόˢ˧˴˵ˮˣ˲ˢChannel::ActualProcessEvent  ˸˧˞˶˥˞ ˪˰ ˡˣ˟˧˰ ˫˧˰ˣ˶˧˞ ˣ˶˴ˣˮ˷ ˰Ϧ˧ ˸ˣˮ˩ˣ˸ ˧˟˧˩˶ˣ 

˸˩˶˰ˬ ˸˞˶˵ˮˣ ˰Ϧ˧ ˸ˣ˶˧˷ eventlog Φ,ˢ˷˰ˬ˪ ˭˸˧ˮ ˫˩˯˪ ˸˞ ˸ˣ˪˧˰˲ ˢ˧˴˵ˮˣ˲ˢ ˸ˣˡˣ˵ˮ˟ ˸ˣ˞˟ˢΥ 

¶ ˶ˣ˯˶˧˲ ˰ˡ˧ˬ ˪˷ ˫˧˰ˣ˶˧˞ 

¶ ˡˣ˟˧˰ ˰ˡ˧ˬˢ ˪˰ ˰ˣ˶˧˞ˢ ˪˰ ˸ˮˬ ˣ˯˧ˮ˩ˢ˪ ˪event log- 

¶ ˸˟˧˸˩ ˰ˡ˧ˬˢ ˪˷ ˰ˣ˶˧˞ˢ ˪event log- 

˸ˣ˩˶˰ˬ˟ ˸ˣ˶˥˞ ˸ˬˠˣˡ˩ Windows XP, ˣˮ˷˧ ˷ˣ˲˧˥ ˪˷ ˢ˧˴˵ˮˣ˲ˢ PerformWriteRequest ˞˧ˢ˷ ˢ˧˴˵ˮˣ˲ 

˸˧ˬ˧ˮ˲ ˷˧˷ ˢ˟ ˷ˣˬ˧˷ ˸ˣ˶˧˷˟ Windows Eventlog ˪˰ ˸ˮˬ ˫ˣ˷˶˪ ˧ˠˣ˪ ˫˧˰ˣ˶˧˞ ˳˟ˣ˵˪ ˫˧ˠˣ˪ Φ˞˧ˢ 

˸˧˞˶˵ˮ ˰Ϧ˧ ˢ˧˴˵ˮˣ˲ˢ ElfWriteEvent ˸˶˷˲˞ˬ˷ ˸˞ ˸˟˧˸˩ ˫˧˰ˣ˶˧˞ˢ ˳˟ˣ˵˪ ˫˧ˠˣ˪Φ 

˨˩ ˸ˣ˞˶ˮ ˸ˣ˧ˮ˟˸ˢ ˡˣ˵˟ ˶ˣ˵ˬˢ ˳˟ˣ˵˟ kuhl_m_event.cΥ 

 

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_event.c#L19
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TS Module - ˧˩ Ϧ˧ˣ˵˧˥ ˪πRDP Ϧ˞˪ ˢ˧ˢ ˦˧˪˵ ˵˧˲˯ˬ 

˞˷ˣˮˢ ˞˟ˢ ˫ˮˬ˞ ˧˸˷˧ˮ ,˦˰ˬ˟ ˨˞ ˞ˣˢ ˰ˠˣˮ ˫ˠ ˭˩ ˫˪ˣ˰˟ ˸ˣˢˡˤˢˢ ˪˰ˣ ˭˩ ˯˥˧˧˸ˮ ˫ˠ ˣ˧˪˞ Φ˪ˣˡˣˬˢ 

terminal ˵˷ˬˬ˸ˬ ˫˰ ˸ˣ˶˧˷ sπTerminal Server ˟πWindows ˶ˬ˧˧˸ˬ˷ ˸ˣ˷˰˪ ˫˧˶˟ˡ ˫˧ˮˣ˷ ˸ˬˠˣˡ˩ 

˸˞˴ˣˢ sessions ˶ˣ˷˲˧˞ˣ Remote Desktop ˫˧˪˧˟˵ˬ ˣ˸ˣ˞˪ ˟˷˥ˬˢ. 

ˢ˶˰ˢΥ ˫˩˸ˣ˷˶˟ ύ˪˩˸ϥ˯ ˫ˠ ˧˪˟ όˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˷ˬ˸˷ˢ˪ ˢ˪˧ˬ˟ ˭˷˯ ˫ˣ˵ˬ˟ ˟ˣ˸˩˪ session ˪˩ ,˫˰˲ ˫ˠ 

ˣˮ˪ ˢˤ ˢ˷ˣ˰ ˸˴˵ ˠˮ˧˶˵ ϥ˞ˣ˶˵˪ ˸˞ ˢˤ ˪˟˞ ˷˧ ˶˟˩ ˶˸ˣ˧ ˧ˡ˧ˬ ˫˧˦˲˷ˬ ˫˧˶ˣ˟˷ ˪˷ ˸˧˶˟˰π˸˧˪ˠˮ˞ ˫ˠ ˢ˩˩Φ 

terminal server ˪ˣ˩˧ ˶˧˩ˤˢ˪ ˢ˟˶ˢ ˫˧ˬ˰˲ remote desktop, ˫˰ ,˸˞ˤ ˫˧ˬ˧˧˵ ˫˧˪ˡ˟ˢ ˫˧˧˶˰ˤˬ ˫ˢ˧ˮ˧˟ Φ

π˟ts, ˸˶˷ˢ ˶˷˲˞ˬ ˢ˷˧ˠ ˣ˩˶ˡ ˸ˣˮˣ˩ˬ˪ ˸ˣˮˣ˷ ˸˷˶˟ ˪˧˩ˬˣ ˣ˸ˬ˶˟ ˫˧ˮ˷˯ˢ ˫˧ˮˣ˷ ˫˸ˣ˞˪ ˫˧˟˷˥ˬ ˨˩ˣ 

˸ˣ˥ˣ˵˪ˢ ˫˧˪ˣ˩˧ ˪˟˵˪ RDP ˣ˸ˣ˰˴ˬ˞˟Φ ˶ˣ˟˰ˮ ˪˰ ˳˟ˣ˵ kuhl_m_ts.c ˡˣ˵˟ ˶ˣ˵ˬˢΦ 

 ˢˡˣ˵˲ˢ  ts::sessionsˢˠ˧˴ˬ ˸˞ ˫˧ˮ˷˯ˢ ˫˧ˬ˧˧˵ˢ ˸˩˶˰ˬ˟ ˢ˪ˣ˰˲ˣ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟π

WinStationOpenServerW ˪˰ ˸ˮˬ ˶ˣ˴˧˪ handle ˪πremote desktop Φˤ˞ˣ WinStationEnumerateW 

ύ˞˧ˢ˷ ˢ˧˴˵ˮˣ˲ ˢˮ˧˞˷ ˸ˡ˰ˣ˸ˬ ˰Ϧ˧ Microsoft ό˸˷ˬ˷ˬ ˸ˠ˷ˢ˪ ˰ˡ˧ˬ ˪˰ ˫˧ˮ˷˯ˢΦ 

ˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˟ WinStationQueryInformationW-ύˢ˧˴˵ˮˣ˲ ˸˶˷˲˞ˬˢ ˱ˣ˯˧˞ ˰ˡ˧ˬ ˪˰ ˭˷˯ ˫˧ˣ˯ˬ 

˳˶˷ ˟πRemote Desktop Server ˸ˬˠˣˡ˩ ID, ˫˷ ˟˴ˬˣό ˫˰ ˧˪ˠˡˢ:˫WinStationInformation 

WinStationLockedState, WinStationRemoteAddress ˪˰ ˸ˮˬ ˪˟˵˪ ˰ˡ˧ˬ ˪˰ ˭˷˯ˢ ύ˫˧˪ˠˡ ˨ˣ˸ˬ 

˦˵˧˧˟ˣ˞ˢ WINSTATIONINFOCLASS ˫˸ˣ˰ˬ˷ˬ˷ - ˭ˣ˩ˡ˧˰ ˭˧˧ˮ˰˟ lock state ˪˷ ,˭˷˯ˢ ˸˟ˣ˸˩ˢ ˪˷ ˭˷˯ˢ 

˪ˣ˞˷˸ˣ ˰ˡ˧ˬ ˪˰ sπWinstationΦό 

ˢˡˣ˵˲ˢ ts::remote ˸˶˷˲˞ˬ ˰˴˟˪ Remote Desktop Hijacking ύ˶ˣ˟˧˥ ˷ˬ˸˷ˬ˪ ˶˥˞ ˸˩˶˰ˬ˟ Φό

ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˸˞ sπID ˪˷ ˭˷˯ˢ Ҍ ˢˬ˯˧˯  Ҍˢ˶˦ˬ ύ˭˸˧ˮ ˶˷˵˪ ˭˧˟ ˭˷˯ ˶˥˞ ID ˪˷ ˭˷˯ ˡ˰˧ˢ όˢ˯ˮˬˣ 

˶˟˥˸ˢ˪ ˣ˧˪˞ ˸˶ˤ˰˟ WinStationConnectW ύ˶˷˞ ˸˶˷˲˞ˬ ˢ˶ˣ˴˟ ˸˧˸ˮ˩ˣ˸ ˪˥˸˞˪ ˸ˣ˧˶ˣ˷˧˵ ˪π

Remote Desktop Session Φό 

˟˧ˮˠˬ ˡˣ˞ˬ Η˫˰ ,˸˞ˤ ˭˧˧˴ˮ ˢ˦˧˷ˢ˷ ˢˮ˧˞ ˸ˡ˟ˣ˰ ˟πWindows Server 2019 L 

  

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/mimikatz/modules/kuhl_m_ts.c#L81
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ˣˮ˟ˢ˞ ˡˣ˞ˬ ˸˞ ˷ˣˬ˧ˬˢ ˪˷ ˢˡˣ˵˲ˢ ˣˮ˧˧ˢ˷ ˫˧˟˧˧˥ ˵ˣˡ˟˪ ˞˧ˢ˷ ˸ˬ˞˟ ˸ˡ˟ˣ˰ Τ,˭˩˟ˣ ˢˬ˧ˡ˵ ˢˡˣ˟˰˪ Φ

˫˧˵ˮ Windows Server 2016 ˭˧˧ˬˣˡ˟ ˣˮ˪˷ ˢ˞˶ˮˣ ˡ˴˧˩ ˶˟ˡˢ ˧˶˷˲˞Υ 

 

˰˴˟ˮ ˸˞ ˢ˧˴˶ˠ˧ˬˢ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢΥ 
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˶˥˞˪ ˩ˬ,˭ ˰˧ˠˮ ˶ˣˬ˞˩ ˨˯ˬ˪ ˞˟ˢ ύ˨˯ˬˢ ˪˷ ˷ˬ˸˷ˬˢ ˧ˮ˷ˢΥό 

 

˟˧ˮˠˬҌΗҌ ˦˦˦˦˯˵ˮ 

ˢˡˣ˵˲ˢ ts::logonpassword ˞˧ˢ ˢ˪ˣ˰˲ ˸˧ˮˣ˧˯˧ˮ ύ˞˪˷ ˣˮ˥˪˴ˢ ˸ˣ˞˶˪ ˢˮˬˬ ˢ˟˶ˢ όˢ˶ˣˬ˞ˣ ˶˷˲˞˪ 

˞˧˴ˣˢ˪ credentials ˨ˣ˸ˬ ˭˷˯ ˳˶˷ Φˢˡˣ˵˲ˢ ˢ˞˧˴ˣˬ handle ˨ˣ˸ˬ ˸ˣ˶˧˷ termservice ˶˷˞˩ˣ ˞ˣˢ ,˳˶ 

˞ˣˢ ˥˸ˣ˲ ˸˞ ˭ˣ˶˩˧ˤˢ ˣ˪˷ ˶˥˞˪ˣ ˸˶ˣˡ˴ˣ˶˲ ˫˧˶˦ˮ˧ˣ˲ ,ˢ˶˴˵ ˷˲˥ˬ ˭ˣ˶˩˧ˤ˟ ˸˞ ˸˧ˮ˟˸ˢ ˢ˞˟ˢ: 

 

˶˷˞˩ ˞ˣˢ ˞˴ˣˬ ˸˥˞ ˭ˢˬ ˭ˣ˶˩˧ˤ˟ - ˧˶ˢ ˣˮ˧ˮ˲˪˷ ˡˬ˰ˣˬ ˧˶˷˲˞ ˢ˲˧˵˸˪ Φˡˣ˵ˢ ˰˴˟˧ ˸˞ ˫˧˟˪˷ˢ ˫˧˞˟ˢΥ 

˯˧ˮ˩ˮ ˸˞ ˵˪˥ ˭ˣ˶˩˧ˤˢ ˧˦ˮˣˣ˪˶ˢ ˪˞ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˷ˡ˥ ˰˴˟ˮˣ ˢ˵˧ˡ˟ ˫˞ˢ ˢˮ˩ˣ˸ˢ ˣ˷ˬ˸˷ˢ˷ ˢ˟ ˞˧ˢ 

ˠˣ˯ˬmstscax  xξx˞ freerdp x˞ rdesktopΥ 

 

˸ˣ˪˸˩ ˪˩˟ ˡ˥˞ ˸ˣ˶ˣ˴˸ˬ ,˶ˣ˟˧˥ˢ ˧˪˩ˢ ˭˰˦˧ ˸˞ ˵˪˥ ˭ˣ˶˩˧ˤˢ ˧˦ˮˣˣ˪˶ˢ ˪˞ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˞ˣˢ˷ ˶˧ˡˠˬ 
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ˣ˸ˬ˶˟ Φ˧ˮ˷ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˧˧˶˷˲˞ˢ ˫ˢ _WTS_KIWI ˶ˣ˟˰mstscax  xξx˞ freerdp xπ_WTS_WEB_KIWI 

˶ˣ˟˰ rdesktop ύˤˬ˶ˬ˷ ˪˰ ˨˩ ˰ˡ˧ˬˢ˷ ˞ˣˢ web credentials ˪˧˩ˬˣ ˰ˡ˧ˬ ˪˷ login ˶ˣ˟˰ ˫˧˶˸˞ 

˫˧˪˦˶ˣ˲ˣόΥ 

  
 

SID module - ˭˧˧ˮ˰ˬ ˢˬ ˶˷˲˞ ˸ˣ˷˰˪ ˣ˸˧˞ 

SID ˣˮ˧ˢ ˢˢˤˬ ˧ˡˣ˥˧˧ ,˶ˤˣ˧˪ ˟˷˥ˬ ˫˧˦˵˧˧˟ˣ˞ˣ ˫˧˲˯ˣˮ ˭˧˧ˬˣˡ˟ ˷ˬ˷ˬˢ ˧ˣˢ˧ˤ˟ ˫ˢ˪˷ ˸˰˟ ˸ˣˬ˧˞ˢ ˸ˣ˪ˣ˰˲ˣ 

˸ˣ˲˯ˣˮ Φ˥˵˧ˮ ˸ˤˣ˶˥ˬ ˣˤ˩ ˢˬˠˣˡ˪ ˥˸ˮˮˣ ˢ˸ˣ˞Υ 

  

πsS ˸ˠ˴˧˧ˬ ˶˟ˣˡˬ˷ ˟πSID, ˶˥˞˪ ˭˩ˬ ˢ˰˧ˠˬ ˸˯˶ˠ sπSID ύмό, ˠˣ˴˧˧ ˪πWindow security authority ύрό, 

˸ˤˣ˶˥ˬ ˸ˠ˴˧˧ˬˢ ˸˞ ˭˧˧ˬˣˡˢ xπRID ύrelative identifier όˠ˴˧˧ˬˢ ˸˞ ˷ˬ˸˷ˬˢ ύ˧˩ˢ ˧ˮˬ˧ ˠˣ˴˧˧˟Φό 

˪˩ ˢˤ ˶˩ˣˬ ˰ˣˡ˧ˣ Φ˯˧ˮ˩ˮ ˠ˷ˣˬ ˷ˡ˥ ˞ˣˢˣ π SID History ˷ˬ˷ˬˢ ˢˢˤˬ˩ ˧ˡˣ˥˧˧ ˪˷ ˦˵˧˧˟ˣ˞ ˭˧˧ˬˣˡ˟ ˡ˥˞ 

ˢ˷˧ˠ˪ ˭˧˧ˬˣˡ˪ ˶˥˞ ˢ˧ˢ˷ ˶˟˥ x˟ ˶˟˰˟ Φˢˬˠˣˡ ˢ˟ˣ˦ ˷˧˥ˬ˸ ˸˞ ˭ˣ˧˰˶ˢ π ,˫˧˸˧˰˪ ˸˰˟ ˭ˣˮ˩˸ ,˫˧ˮ˧˧ˬˣˡ 

ˢ˴˶ˮ ˶˧˟˰ˢ˪ ˷ˬ˸˷ˬ ˢ˧ˢ˷ ˶˟˥ ˭˧˧ˬˣˡ˟ A ˭˧˧ˬˣˡ˪ B, ˨˞ ˢ˴˶ˮ ˞ˣˢ˷ ˭˧˧ˡ˰ ˢ˧ˢ˧ ˫˧˧˵ ˭˧˧ˬˣˡ˟ A Φ˫˷˪ ,˨˩ 

˷ˬ˸˷ˮ ˟π SIDHistory˶˷˲˞ˬˢ ˣˮ˪ ˭˯˥˞˪ ˰ˡ˧ˬ˟ ˪˰ ˷ˬ˸˷ˬˢ ˸˞ sπSID ˣ˪˷ ˭˧˧ˬˣˡ˟ ˫ˡˣ˵ˢ ύ˭˟ˣˬ˩ˣ 

˶˴ˣˣ˧˷ x˪ SID ˷ˡ˥ ˭˧˧ˬˣˡ˟ ˷ˡ˥ˢ ΦόSIDHistory ˪ˣ˩˧ ˷ˬ˷˪ ˱˵ˣ˸ ˶˟˰ˬ˟ ˭˧˟ ˫˧ˮ˧˧ˬˣˡ ˰Ϧ˧ ˪ˣ˴˧ˮ sπSID 

˷ˡ˥ˢ ˪˷ ˦˵˧˧˟ˣ˞ˢ ˶˟˩˷ ˷˧ x˪ ˢ˦˧˪˷ ˣ˧˪˰ ˭˧˧ˬˣˡ˟ ˧˥˩ˣˮˢΦ 

˸ˡˣ˵˲ sid::lookup ˸˶˷˲˞ˬ ˶˧ˬˢ˪ ˫˷ ˪˞ SID ˨˲˧ˢ˪ˣ ˸˶ˤ˰˟ ˸˧˧˴˵ˮˣ˲ LookupAccountName xπ 

LookupAccountSid˸ˣ˰˴˟ˬ˷ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˷ˣˬ˧˷ ˪ˣ˵ˣ˦ˣ˶˲˟ ˵˥ˣ˶ˬ LSAT-MS ˶˷˲˞ˬˢ ˢ˶ˬˢ ˭˧˟ 

SIDπ˫˧ ˫ˬ˷˪ ˞˧˶˵ˢ ˶˸ˣ˧ Φˢ˷˰ˬ˪ ˧ˬ ˸˰˴˟ˬ˷ ˸˞ ˢ˶ˬˢˢ ˣˤˢ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ LsarLookupNames4 ˶˷˞ 

˭ˣ˷˪˩ ˢ˧˴˦ˮˬˣ˵ˣˡˢΥ 

ά ¢ǊŀƴǎƭŀǘŜǎ ŀ ōŀǘŎƘ ƻŦ ǎŜŎǳǊƛǘȅ ǇǊƛƴŎƛǇŀƭ ƴŀƳŜǎ ǘƻ ǘƘŜƛǊ {L5 ŦƻǊƳέ 

https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-lookupaccountnamea
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-lookupaccountsida
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-lsat/1ba21e6f-d8a9-462c-9153-4375f2020894
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-lsat/2c0e8a6d-df0f-4c77-bbeb-f7cd0f6b2361
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ˢˡˣ˵˲ˢ sid::modify ˸˶˷˲˞ˬ ˸ˣˮ˷˪ sid ˪˷ ˦˵˧˧˟ˣ˞ Φˡ˴˧˩ ΚMimikatz ˢ˷ˣ˰ ˷ˣˬ˧˷ ˧˸˷˟ ˸ˣ˧˴˵ˮˣ˲ 

LDAP ˪˧˟˷˟ ˨˩ Φ˸˧˷˞˶ ,˪˩ ˧˪˩ˢ ˠ˧˷ˬ ˸˞ sπnode ˪˷ LDAP ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ ldap_search_s ύ˶˷˞ 

˸˷˲˥ˬ ˸˧˧˵˧˸˟ sπLDAP ˸˞ ˦˵˧˧˟ˣ˞ˢ ˢ˶˧ˤ˥ˬˣ ˸˞ ˫˧ˮ˧˧˲˞ˬˢ ˣ˪˷ όˤ˞ˣ ˸ˣ˰˴ˬ˞˟ ˸˧˧˴˵ˮˣ˲ 

ldap_modify_s ύˢˮ˷ˬ ˫˧ˮ˧˧˲˞ˬ ˪˷ ˦˵˧˧˟ˣ˞ ό˷˵˟ˬ ˸ˣˮ˷˪ ˸˞ sπSIDΥ 

 

˶˷˞˩ ˫˞ ˪˩˸˯ˮ ˪˰ ˷ˣˬ˧ˬˢ ˪˷ kuhl_m_sid_quickSearch ˢ˞˶ˮ ˧˩ ˢ˷˰ˬ˪ ˶˟ˣˡˬ ˢ˧˴˵ˮˣ˲˟ 

ldap_search_sΥ 

 

,˶ˬˣ˪˩ ˷ˣ˲˧˥ˢ ˧˟˧˦˵˞ˢ ˪˷ sπSIDπ˫˧ ˷˥˶˸ˬ ˸˶ˤ˰˟ ldap_search_s ˸˲˯ˣˢˣ SIDHistory ˢ˶ˣ˵ ˸˶ˤ˰˟ 

ldap_modify_s ˫˰ ˫˧˪ˠˡˢ LDAP_MOD_ADD | LDAP_MOD_BVALUES Φˣˬ˩ ,˭˩ ˢ˵˧˥ˬ ˪˷ SID ˫˧˧˵ 

ˢ˧ˢ˸ ˸ˣ˰˴ˬ˞˟ ldap_modify_s ˫˰ ˪ˠˡˢ LDAP_MOD_DELETE Φˢˬ ˭˧˧ˮ˰˟ ˸ˡˣ˵˲ sid::patch Κ˫˞ 

˷˲˥ˮ ,˪ˠˣˠ˟ ˞˴ˬˮ ˸˞ ˢ˟ˣ˷˸ˢ ˢ˞˟ˢΥ 

 

No sh*t Sherlock Φ˪˟˞ ˢˬ ˢ˶ˣ˵ ˫˷Κ ˫˧˪˧ˬ˟ ˞˪ ˸ˣ˦ˣ˷˲ π ˢˡˣ˵˲ˢ ˢˮ˷ˬ ˸˞ ˭ˣˮˠˮˬ ˢ˧˴˵˧˲˧˶ˣˢ ˟πDC 

˪˷ ˨˧˪ˢ˸ sπLDAP modification Φ 

https://learn.microsoft.com/en-us/windows/win32/api/winldap/nf-winldap-ldap_search_s
https://learn.microsoft.com/en-us/windows/win32/api/winldap/nf-winldap-ldap_modify_s
https://learn.microsoft.com/en-us/windows/win32/api/winldap/nf-winldap-ldap_modify_s
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ϥ˸˸ˬ˞ ˸˞ˤ ˸˥˞ ˸ˣˡˣ˵˲ˢ ˶˸ˣ˧ˢ ˸ˣ˟˩˶ˣˬ ˸ˮ˧˥˟ˬ ˡˣ˵ ˤ˞ ˥˵˧ˮ ˸˞ ˢˤ ˟˪˷ ˶˥˞ ˶˥˞ Φ,˸˧˷˞˶ ˸ˣ˪˸˩ 

˸˯˶ˠ˟ Mimikatz, ˣˮ˷˧ ˭ˣ˧˯˧ˮ ˷˲˥˪ ˸˞ ntdsa.dll ˨˧˪ˢ˸˟ samS x˞ ˸˞ ntdsai.dll ˨˧˪ˢ˸˟ ntds Φ˰ˠ˶˟ 

ˣˮ˞˴ˬ˷ ,˫˸ˣ˞ ˢ˯ˮˮ ˵ˣˡ˟˪ ˫˞ ˭ˣ˶˩˧ˤˢ ˞ˣˢ protected Φˢˡ˧ˬ˟ ,˭˩ˣ ˢ˯ˮˮ ˸ˣˮ˷˪ ˸˞ˤ ˸˶ˤ˰˟ 

VirtualProtect ύˢ˸ˣ˞ ˶˟˩ ˣˮˠ˴ˢ ˶˲˯ˬ ˫˧ˬ˰˲ ˫˧˪ˡˣˬ˟ ˫˧ˬˡˣ˵ό, ˶˥˞ ˨˩ ˢ˯ˮˮ ˯ˣ˶ˡ˪ ˸ˣ˧ˮ˟˸ ˣ˶ˡˠˣˢ˷ 

˷˞˶ˬ ˡˣ˵˟ ˭˩ˡ˰˪ˣ ˭˸ˣ˞ ˸ˣ˧ˮ˟˸˟ ˸ˣ˶˥˞ ˶˥˞˪ˣ ˭˩ˬ ˶˧ˤ˥ˢ˪ ˸˞ ˸ˮˠˢ ˭ˣ˶˩˧ˤˢ ˣ˟˴ˬ˪ ˫ˡˣ˵ˢ ˸˶ˤ˰˟ 

VirtualProtectΥ 

 

 

ˢ˶˰ˢΥ ˣˬ˩ ˶˟˩˷ ˣˮ˶ˬ˞ ˵˶˲˟ ˫ˡ˵ˣˬ ,˶˸ˣ˧ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˧˪ˠˡ sπ/patch ˫˧˰˧ˠˬ ˭ˣ˧˯˧ˮ˟ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ 

ˢˮˠˢ ˦˲ˣ˯ˣ˶˵˧˧ˬ˷ ˢ˲˧˯ˣˢ ˪˧˟˷˟ ˡˡˣˬ˸ˢ˪ ˫˰ Mimikatz Φ˪˷ˬ˪ ˧˲˩ ˫˧˞ˣ˶˷ ˡˣ˵˟ ,ˢ˪˰ˬ˪ ˫ˮ˷˧ н 

˫˧˶˵ˬ ˢ˪˞˩ Φ˫˞˸ˢ˟ ˪˩˪ ,ˢ˶˵ˬ ˢ˴˶ˮ ˯ˣ˶ˡ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˭ˣ˶˩˧ˤ˟ ˸˰ˮˣˬ˷ ˣˮ˸˧˞ˬ ˰˴˟˪ ˢ˪ˣ˰˲ 

˸ˬ˧˧ˣ˯ˬ Φ˶˥˞˪ ˯ˣ˶ˡˮ˷ ˢ˸ˣ˞ ˪˴ˮˮˣ ˸˞ ˸ˣ˶˧˷ˢ ˰˧ˠ˲ˢ - ˶˧ˤ˥ˮ ˸˞ ˢˮˠˢˢ ˢ˸˧˧ˢ˷ ˸ˬ˧˧˵ ˫ˡˣ˵ ˭˩˪Φ 

 
,˧˧˵ˣ˞ ˰˦˵ˢ ˞˟ˢ ˸˴˵ ˧ˮ˩˦ ˫ˣ˷˶ˣ ˢ˶ˣ˴˟ ˢˡ˟˩ ύ˸ˬ˞˟ ˞˪˷ ˢ˸˧˧ˢ ˨˶ˡ ˸˶˥˞ό ʕ˞ ˣ˯ˮ˸ ˸ˣ˧ˢ˪ ˣˮ˸˧˞Φ 

ˢ˧˴˵ˮˣ˲ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˯ˣ˶ˡ˪ ˢ˶˵ˬ˟ ˭ˣ˷˞˶ˢ ˞˧ˢ LocalModify:SampModifyLoopbackCheck 

˸˰˴˟ˬˢ loopback check ˪˰ sπlocal security principal account database Φ˨˩ ˢ˷˰ˬ˪ ˢ˧˴˵ˮˣ˲ˢ ˢ˞˟ 

˰ˣˮˬ˪ ˱˵ˣ˸ˬ ˸ˣˮ˷˪ ˸˞ sπSAM ˸˶ˤ˰˟ spoofing ˪˷ authentication package ˪˰ ˧ˡ˧ ˸˞ˣˣ˷ˢ sπ

security context ˪˷ sπcaller ˸ˬˣ˰˪ sπsecurity context ˪˷ ˡ˰˧ˢ Φˢˮ˷ˮ ˫˧˵˪˥ ˢ˧˴˵ˮˣ˲˟ xʕ ˪πjmp 

short ύ0xeb ˭ˣ˷˪˟ ˡˣ˵ˢόΥ 
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ˢ˧˴˵ˮˣ˲ˢ ˢ˧˧ˮ˷ˢ ˞˧ˢ ModSetAttsHelperPreProcess:SysModReservedAtt ˸˷ˬ˷ˬ ˧ˣˮ˧˷˪ sπ

tokenUser ˡ˥ˣ˧ˬ˟ˣ ˸˞ user sid x˞token_user  ύ˸ˣ˞˷˶ˢˢΦό ˢˮ˷ˮ ˵˪˥ ˢ˧˴˵ˮˣ˲ˢˬ ˪nopπ˫˧ ˪˰ ˸ˮˬ 

˱ˣ˵˰˪ ˸˞ ˧ˮˣˮˠˮˬ ˢˮˠˢˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΥ 

 

 

˪˟˞ ˰ˣˡˬ ˢˤ ˰˧˶˲ˢ ˪πMimikatzΚ ˟˧˥˶ˮ ˸˴˵ ˶˸ˣ˧ ˪˰ ˢ˧˶ˣ˞˧˸ˢ ˧˶ˣ˥˞ˬ ˞˷ˣˮˢ Υˢ˧˴˵ˮˣ˲ˢ 

ModSetAttsHelperPreProcess ˸˞˶˵ˮ ˶˷˞˩ ˶˴ˣˮ ˨˧˪ˢ˸ ˪˰ ˸ˮˬ ˰ˣ˟˵˪ ˣ˶ˣ˟˰ security context 

˧˸˥˦˟˞ ύ˞ˬˠˣˡ˪ ˸˞˷˶ˢ SeTokenPrivilege ˢ˪ˣ˩˧˷ ˦ˣ˪˷˪ ˫˞ˢ ˨˧˪ˢ˸ ˪ˣ˩˧ ˸ˣˮ˷˪ ˸˞ ˫˧ˮ˵ˣ˦ˢ ˪˷ 

ˢ˥˦˟˞ˢ Φ όϦ˧˰ ˰ˣ˴˧˟ nop ˪˰ ˵˪˥ ˸ˣ˵˧ˡ˟ˢˬ ˟πModSetAttsHelperPreProcess:SysModReservedAtt, 

˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬˢ ˰ˮˣˬˢ ˸˞ ˧ˣˮ˧˷ ˢ˞˷˶ˢˢ SeTokenPrivilege ˨˩ˣ ˪˟˵˪κ˸ˣˮ˷˪ security tokens 

˸ˣ˪˰ˢ˪ˣ ˸ˣ˞˷˶ˢ Φ 

πspatch ˵˪ˣ˥ˬ ˧ˮ˷˪ ˫˧˵˪˥ Φ˶˷˞˩ ˢˡ˧ˬ˟ ˵˶ˣ ˡ˰˴ˢ ˭ˣ˷˞˶ˢ ,˫˪˷ˣˢ ˭˸˧ˮ ˷˧ˬ˷ˢ˪ ˸˞ sid::add ύ˸ˣ˧ˢ 

,˭˸˧ˮˣ ˸ˣ˟˵˰˟ ˧ˣˮ˧˷ SampModifyLoopbackCheck ˱˧˧ˤ˪ ˢ˧˧ˮ˲ ˬπauthentication package ό˱˧˯ˣˢ˪ˣ 

SIDHistory ˦˵˧˧˟ˣ˞˪ ˨˩˟ˣ ˦˷˲˸ˢ˪ ˸˧˟˥ˣ˶ ˪˞ ˭˧˧ˬˣˡ ˫˰ trust ˭˧˧ˬˣˡˢˬ ˣˮ˥ˮ˞˷ ˫˧˞˴ˬˮ x˟ ˰ˠ˶˩ Φ

ˢˡ˧ˬ˟ ˧ˮ˷ˣ ˫˧ˡ˰˴ˢ ,ˣ˰˴ˣ˟ ˭˸˧ˮ ˷˧ˬ˷ˢ˪ ˸˞ sid::modify ύ˸ˣ˧ˢ ˭˸˧ˮˣ ˸˶ˤ˰˟ ˧ˣˮ˧˷ 

ModSetAttsHelperPreProcess:SysModReservedAtt ˸ˣˮ˷˪ sidπ˫˧ ˫˧ˮ˵ˣ˦ˣ ό˸ˣˮ˷˪ˣ SID ˪˷ ˦˵˧˧˟ˣ˞Φ 

,˶˴˧˵ ˢ˶˵ˬ ˧˯˞˪˵ ˪˷ patch ˪˰ patch ˥˸˲˸ˢ˷ ˫˰ ˫˧ˮ˷ˢ ˪˪ˠ˟ˣ ˧ˣ˟˧˶ ˸ˣ˞˯˶ˠ ˢ˷˧˶ˡˣ ˶ˣ˟˰ ˢ˩˧ˬ˸ 

˶ˣ˥˞˪ ˶˴ˣˮ ˟˴ˬ ˢ˵˧ˠˣ˪ˢ˷ ˪˷ ˡˣ˵ˢ ύ˪˷ mimikatz ό˸˪˟˶ˣ˯ˬ Φ˪ˤˬ ˷˧˷ ˣˮ˪ ˸˞ ˧ˡ˰ ˪ˠˣ˯ˬ˷ ˶ˣ˟˰˪ ˪˰ ˪˩ 

ˢˤ ˸˞˴˪ˣ ˫ˣ˪˷˟Φ 
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Net module - when basic is too basicΚ 

πsSecurity Accounts Manager ύSAM ό˞ˣˢ ˶ˠ˞ˬ ˰ˡ˧ˬ ˸˶ˣ˴˸˟ ˳˟ˣ˵ ˰˧ˠˬˣ ˵˪˥˩ ˧˶˦˯˧ˠ˶ˢˬ ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ ˣˮ˪˷ Φ˞ˣˢ ˷ˬ˷ˬ ˸ˣ˶˧˷˩ ˸ˣˬ˧˞ ˫˧˷ˬ˸˷ˬ ˧˪˞˵ˣ˪ ˶ˣ˟˰ ˨˧˪ˢ˸ LSASSΥ 

 

,˭˩˞ˣ ˫˞ ˪˩˸˯ˮ ˪˰ ˸ˣ˶˧˷ˢ ˳˶˷Υ 
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˶ˣˤ˥ˮ ˥˸ˮ˪ ˸˞ Mimikatz Φˢˡˣ˵˲ˢ net::user ˸˶˷˲˞ˬ ˠ˧˴ˢ˪ ˸˞ ˫˧˷ˬ˸˷ˬˢ ˸˩˶˰ˬ˟ ˫˧˦˶˲ˣ ˫ˢ˧˪˰ 

- ˧l ˢˬˣˡ ˢ˪ˣ˰˲˪ ˪˷ net user ˟πcmd ύ˸˶˰ˢ ,ˡ˴ ˸˞˧˥˟ ˪˞ ˣ˴˧˶˸ ˫ˣ˷ ˸ˡˣ˵˲ net ,˶˸ˣ˧ ˷˧ ˸ˣ˲ˣ˪˥ 

˸ˣ˟ˣ˦ ˶˸ˣ˧ ˟πpowershell ˫ˠˣ ˢˤ OPSEC ˰ˣ˶ˠ ˢ˞˶ˮ˩ˣ ˳˧˲˵˧ ˞˪ ˦˰ˬ ˸ˣ˞˶˸ˢ ˡ˴˟ ˪ˣ˥˩ˢ Φό˪˧˟˷˟ ,˨˩ 

˰˴˟˸ˬ ˷ˣˬ˧˷ ˟πsamConnect ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˶ˣ˟˧˥ ˡ˯ˬˬ˪˞ ˫˧ˮˣ˸ˮˢ ˧˪˞˵ˣ˪ˢξ˵˥ˣ˶ˬ ˪˷ SAM Φ 

˶˥˞˪ ,˭˩ˬ ˫˧˷ˬ˸˷ˬ ˟π SamEnumerateDomainsInSamServer˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ ˸ˬ˧˷˶ sπdomainπ˫˧ 

π˟SAM ˥ˣ˸˲˪ˣ handle ˪πdomain ˟πSAM ύ˫˰SID  ˪˷ S-1-5-20 ˞ˣˢ˷ ˠ˴˧˧ˬˢ ˪˷ network service Φό˪˩˪ 

,˭˧˧ˬˣˡ ˰˴˟ˮ SamLookupDomainInSamServer ˪˰ ˸ˮˬ ˶˧ˤ˥ˢ˪ SID ˪˷ ˭˧˧ˬˣˡˢ Φˤ˞ˣ ˪˩˪ SIDΥ 

˷ˬ˸˷ˮ ˟π SamOpenDomain˧ˡ˩ ˥ˣ˸˲˪ handle ˭˧˧ˬˣˡ˪ x ΦΦΦ,˟ˣ˷ ˰˴˟ˮ SamEnumerateUsersInDomain Φ

˪˩˪ ˸ˣ˷˧˧ ˠˣ˯ˬ ,˷ˬ˸˷ˬ ˳˧˶ˮSamOpenUser  ˫˰ ˶˲˯ˬ ˟˶ ˪˷ ˫˧˪ˠˡ ˪˧˟˷˟ ˪˟˵˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˪˰ 

ˣ˸ˣ˞ ˷ˬ˸˷ˬ Φ˶˥˞˪ ,˭˩ˬ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˧˦˵˟˧˧ˣ˞ ˸ˣ˴ˣ˟˵ˢ ˪˟˵ˮ ˸˶ˤ˰˟ SamGetGroupsForUser, 

SamRidToSid xπ SamGetAliasMembership Φ 

ˢˡˣ˵˲ˢ net::trust ˢ˯ˮˬ ˠ˧˷ˢ˪ ˸˞ ˧˶˷˵ sπtrust ˫˧ˬ˧˧˵˷ ˢˡˬ˰˪ ˭˧˧ˬˣˡ˪ˣ ˫˰ ˫˧˶˥˞Φ Mimikatz ˢ˷ˣ˰ 

˸˞ˤ ˟πн ˫˧˩˶ˡΥ 

Φ ˸˶ˤ˰˟ RPC π ˣˮ˞ ˫˧˷ˬ˸˷ˬ ˟πDsEnumerateDomainTrusts  ˫˰ ύ˞˪ˬ ό˫˧˪ˠˡ ˫˧ˮ˧˧˴ˬ˷ ˸˞ ˧ˠˣ˯ 

˫˧˶˷˵ˢ ˸ˣ˧ˣ˷˧˧ˢˣ ˣˮ˞˷ ˫˧˷˲˥ˬ ύDS_DOMAIN_VALID_FLAGS DS_DOMAIN_IN_FOREST | 

DS_DOMAIN_DIRECT_OUTBOUND | DS_DOMAIN_TREE_ROOT | DS_DOMAIN_PRIMARY | 

DS_DOMAIN_NATIVE_MODE | DS_DOMAIN_DIRECT_INBOUNDΦό ,˱ˣ˯˟˪ ˵ˣˡ˟ˮ ˢˬ ˠˣ˯ sπ 

trust ˷˧˷ ˭˧˧ˬˣˡ˪ ˣˮ˪˷ ˪ˣˬ ˫˧ˮ˧˧ˬˣˡ ˫˧˶˥˞Φ 

Φ ˸˶ˤ˰˟ LDAP - ˶˥˞˪ ˡˣ˵ˢ˷ ˠ˧˷ˬ handle ˪˞ sπroot ˪˷ sπldap ˸˶ˤ˰˟ (dn=RootDSE) ˰˴˟ˮ 

˸˸˪˧˞˷ LDAP ˸˶ˤ˰˟ ldap_search_s ύˣ˧˪˰ ˣˮ˶˟˯ˢ ˶˟˩ ˵˶˲˟ ˶˥˞ Φό˞˸˪˧˞˷ˢ ˰˴˟ˮ˷ ˞˧ˢ 

CN=System(objectClass=trustedDomain) ˢ˯ˮˬˢ ˱ˣ˪˷˪ ˸˞ ˧ˠˣ˯ sπtrust ˫˧ˬ˧˧˵ˢ Φ,˱ˣ˯˟˪  ˟ˣ˷

˵ˣˡ˟ˮ ˶ˣ˟˰ ˪˰ trust ˫˞ˢ ˠˣ˯ˢ ˣ˪˷ ˞ˣˢTRUST_TYPE_DOWNLEVEL, TRUST_TYPE_UPLEVEL, 

TRUST_TYPE_MIT, TRUST_TYPE_DCE ˪˰ ˯˧˯˟ ˰ˡ˧ˬˢ x˟Φ 

˸ˬ˞ˢ ˢˡˣ˵˲ˢ˷ ˧˩ˢ˷ ˸ˮ˧˧ˮ˰ˬ ˣˮ˸ˣ˞ ˞˧ˢ net::deleg ˢˠ˧˴ˬ˷ Kerberos delegations ˸˷˶˟ Φˣ˪˞ 

˸ˣ˥˲˷ ˸˧˶˧˩ˬ ˸˞ ˞˷ˣˮˢ ˫˧ˮˬˤˣˬ ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ st Step to Tame a Kerberos: Know Your-1 

Enemy  ˣˮˬ˷˶˷ ˞˷ˣˮ˟ Φ 

ˤ˞ ˨˧˞Mimikatz  ˰˴˟ˬ ˢ˧˴ˠ˧˪ˡ Κ˸˧˷˞˶ ˳˶ˣ˧ LDAP ˫˰ ˞˸˪˧˞˷ˢ ˢ˞˟ˢΥ 

 

https://learn.microsoft.com/en-us/windows/win32/api/dsgetdc/nf-dsgetdc-dsenumeratedomaintrustsa
https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-3-KerberosAttacks-part1.pdf
https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-3-KerberosAttacks-part1.pdf
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ˢˬ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˫˷ Κ˞˸˪˧˞˷ˢ ˸˷˲˥ˬ SPNπ˫˧ ˫˧˪˧˩ˬˢ ˸ˣˮˣ˩˸ ˸ˣˮ˧˧ˮ˰ˬ ˭˧˧ˬˣˡ˟ ˸ˣˠ˴˧˧ˬˢ 

delegations, gmsa ύ˶˷˲˞ˬˢ ˞˧˟ˢ˪ ˢ˧˴ˬˣ˦ˣ˞ ˸˲˪˥ˢ˪ ˸ˬ˯˧˯ ˫˧˸ˣ˶˧˷ˢ ˡˣ˰ˣό, ˶˥˞˪ ,˭˩ˬ ˢˮ˩ˣ˸ˢ 

msDS-AllowedToActOnBehalfOfOtherIdentity ˢˠ˧˴ˬ ˫˞ˢ Security Principle ˞ˣˢ˷˪˩ ˢ˷˶ˣˬ 

ˠˢˮ˸ˢ˪ ˦˵˧˧˟ˣ˞˩ ˶˥˞ ΦmsDS-AllowedToDelegateTo ˶˷˲˞ˬ ˸ˣ˞˶˪ ˫˞ˢ ˷˧ ˫˧˦˵˧˧˟ˣ˞ ˫˧˷˶ˣˬ˷ 

˰˴˟˪ delegation ˦˵˧˧˟ˣ˞˪ ,˧˥˩ˣˮˢ UserAccountControl ˪˪ˣ˩ ˸˞ ˨˶˰ˢ 17301504 ˭˧˧˴ˬˢ ˦˵˧˧˟ˣ˞ˢ˷ 

ˣ˧˪˞˷ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˵ˣˡ˟˪ delegation ˞ˣˢ ˷ˬ˸˷ˬ ˟˷˥ˬΦ 

ˣˮ˥ˮ˞ ˱˯ˣˮ˟ ˞˪ ˫˧˴ˣ˶ ˪˟˵˪ user account control Φ˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˢˤ ˧˲˪ ˨˶˰ˢ 67117056 ˭˧˧˴ˬˢ 

˭ˣ˟˷˥ˢ˷ ˞˪ ˨˧˶˴ ˸ˣ˧ˢ˪ disabled x˞ ˞˪ ˨ˬˣ˸ ˟Kerberos Preauthentication- ύˢˬ ˶˷˲˞ˬ˷ ˰˴˟˪ 

brute force ˪˰ ˸ˬ˯˧˯ ˷ˬ˸˷ˬˢ ˸˪˧˥˸˟ ˸ˣ˶˷˵˸ˢ sπKerberos Φό 

,˶ˬˣ˪˩ ˦˵˧˧˟ˣ˞ˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˟˷˥ˬ κ˫ˡ˞ κmsDS-GroupManagedServiceAccount ύgmsa όˣ˞ msDS-

ManagedServiceAccount Φˢˬ˪ managed service account Κ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˶˷˲˞ˬ ˣˮ˪ ˶ˣ˴˧˪ ˭ˣ˟˷˥ 

˭˸˧ˮ˷ ˳˧˲ˢ˪ ˭˧˟ ˫˧˟˷˥ˬ ˫˧ˮˣ˷ ˭˧˧ˬˣˡ˟ ˶˷˲˞ˬˣ ˳˧˶ˢ˪ ˫˧˸ˣ˶˧˷ ˢˬ ˭˸ˣˮ˷ ˣˮ˪ ˸ˣ˶˷˲˞ ˢ˧˴ˠ˧˪ˡ˪ ˢ˟ˣ˦Φ 

ˢˡ˧ˬ˟ ˞˴ˬˮˣ ˦˵˧˧˟ˣ˞ ˢˬ˧˷˶ˢˬ ˮˢϦ,˪ ˫˧˞˧˴ˣˬ ˣˮˬˬ ˸˞ ˸ˣˮˣ˩˸ˢ ˸ˣ˧˲˧˴˲˯ˢ ˸ˣˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞Φ 

 

Process module - WhatRuns? 

˪ˣˡˣˬˢ ˵˯˰˸ˬ ˫˧˩˧˪ˢ˸˟ π ,ˢ˶˧˴˰ ,ˢ˧˧ˢ˷ˢ ˢ˴˶ˢ ˢˠ˴ˢˣ ˫ˢ˪˷ ˭˟ˣˬ˩ˣ - ˱ˣ˯˞˪ ˫ˢ˧˪˰ ˞˪ˬ ˰ˡ˧ˬ Φ˟ˣ˶ 

˷ˣˬ˧ˬˢ ˪˷ ˪ˡˣˬˢ ˞˴ˬˮ ˳˟ˣ˵˟ kull_m_process.cΦ 

 process::exportsπ ˵˪˥˩ ,ˢˡˣ˵˲ˢˬ mimikatz ˷ˬ˸˷ˬ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮ ύ˫˰ ˫˷ˢ ˡˣ˞ˬˢ ˞˪ ˧˟˧˦˞ˣ˦ˮ˧˞ ό

PKULL_M_PROCESS_VERY_BASIC_MODULE_INFORMATION ˶˷˞ ˠ˴˧˧ˬ ˸˞ ˫˧˪ˣˡˣˬˢ ˨˧˪ˢ˸˟ Φ

˸ˬ˞˸ ˶˷˲˞ ˭˧˟ˢ˪ ˢ˟˶ˢ ˵˶ ˨˶ˡˢˬ ˢ˟ ˫˧˶˧ˡˠˬ ˣ˸ˣ˞ ύˢˮˣˬ˸ ˸˥˞ ˪˷ ˡˣ˵ ˢˣˣ˷ мллл ˫˧˪˧ˬόΥ 

 

˶ˣˤ˥ˮ ˸ˡˣ˵˲˪ process::exports,  ˧"˰ ˢ˧˴˵ˮˣ˲ˢ kull_m_process_getExportedEntryInformations ˶˷˞ 

˸˶ˤˣ˰ ˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˭ˣ˶˩˧ˤ˟. 

  

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/modules/kull_m_process.c
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˰˴˟ˮ ˢ˴˧˲˵ ˪πsection ˭ˣ˶˩˧ˤ˟ ˶˟ˡˬˢ ˪˰exported functions ˪˰ ˯˧˯˟ sπheader ˭ˢ˪˷ ˠ˧˴ˮˣ ˭˸ˣ˞Υ 

 

process::imports - ˢ˶ˣ˴˟ ˢˬˣˡ ˢˡˣ˵˲˪ ˭˩˪ ˫ˡˣ˵ ˣˮˠ˴ˢ˷, ˫˧˴˧˶ˬ ˪˩ ˶ˣ˟˰ ˨˧˪ˢ˸ ˸˞ 

PKULL_M_PROCESS_VERY_BASIC_MODULE_INFORMATION ˠ˴˧˧ˬˢ ˸˞ ˫˧˪ˣˡˣˬˢ ˨˧˪ˢ˸˟ Φ 

kull_m_process_getImportedEntryInformations ˸ˠ˴˧˧ˬ ˸˞ ˸˟ˣ˸˩ ˸ˣ˧˴˵ˮˣ˲ˢ ,˭ˣ˶˩˧ˤ˟ ˢ˶ˣ˴˟ˣ ˢˬˣˡ 

˰˴˟ˮ ˢ˧˲˵ ˪πsection ˭ˣ˶˩˧ˤ˟ ˶˟ˡˬˢ ˪˰ imported functions ˪˰ ˯˧˯˟ sπheader ˭ˢ˪˷ ˠ˧˴ˮˣ ˭˸ˣ˞Υ 

 

 process::runp- ˶˷˲˞ˬ ˳˧˶ˢ˪ ˨˧˪ˢ˸ ˸˥˸ ˨˧˪ˢ˸ ˟˞ ˶˥˞ ύ˞˪ˬ ˢˡˣ˟˰ ˫˰ ˫˧˩˧˪ˢ˸ ˤ˞ ˞˪ ˰˧˸˲ˬ 

ˣˮ˧˞˶˷ ˡˣ˵˟ ˞˪ˬ ˸ˣ˞˧˶˵ ˸˩˶˰ˬ Φόˢ˦˧˷˟ ,ˣˤ ˢ˯ˮˮ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˪˷ 

InitializeProcThreadAttributeList, UpdateProcThreadAttribute DeleteProcThreadAttributeList 

˨ˣ˸ˬ kernel32.dll ύˣˮ˞ ˫˧ˠ˧˷ˬ handle ˭ˣ˶˩˧ˤ˪ ˸˶ˤ˰˟ GetModuleHandle Φό,˨˷ˬˢ˟ ˫˧˥˸ˣ˲ handle 

˪˞ ˨˧˪ˢ˸ ˟˞ˢ ˣ˧˪˞ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˸ˣ˧ˢ˪ ˣ˧˸˥˸ ˸˶ˤ˰˟ openProcess  Φ 

ˢˡ˧ˬ˟ ˷˧ˣ ˣˮ˸ˣ˶˷˲˞˟ ˠ˧˷ˢ˪ handle, ˶ˣ˴˧ˮ ˸ˬ˧˷˶ ˸ˣˮˣ˩˸ ˶ˣ˟˰ ˨˧˪ˢ˸ˢ ˶˷˞ ˪˧˩˸ ˭˧˟ ˶˸˧ˢ handle ˪˞ 

˨˧˪ˢ˸ ˟˞ˢ ˸˞ˣ ˪ˠˡˢ PROC_THREAD_ATTRIBUTE_PARENT_PROCESS ˠ˴˧˧ˬˢ ˨˧˪ˢ˸ˢ˷ ˷ˡ˥ˢ ˶ˣ˴˧ˮ˷ ˢ˧ˢ˧ 

˱ˣ˲˩ ˪πPPID ύprocess pid όˣˮ˧˧˴˷ ˞˪ˣ ˨˧˪ˢ˸˪ ˶˴˧˷ ˣ˸ˣ˞ Φ,˱ˣ˯˟˪ ˶ˣ˴˧ˮ ˸˞ ˨˧˪ˢ˸ˢ ˷ˡ˥ˢ ˸˶ˤ˰˟ 

createProcess ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 

˶˷˞˩ ˪ˠˡˢ EXTENDED_STARTUPINFO_PRESENT ˧ˣ˴ˬ ύ˪˰ ˸ˮˬ ˭˧˧˴˪ ˸ˬ˧˷˶˷ ˸ˣˮˣ˩˸ˢ ˣˮ˪˷ ˶ˣ˟˰ ˨˧˪ˢ˸ˢ 

ˢ˪˧˩ˬ ˰ˡ˧ˬ ˱˯ˣˮ όˣˡ˧˴˪ˣ ˸ˬ˧˷˶ ˸ˣˮˣ˩˸ˢ ˣˮ˶˴˧˷ ˫ˡˣ˵Φ 

 

https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-initializeprocthreadattributelist
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-initializeprocthreadattributelist
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-updateprocthreadattribute
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-deleteprocthreadattributelist
https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getmodulehandlea
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˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˧˧ˮ˰ˬ ˣˮ˶˥˟˷ ˫˧˷˪ ˭ˢ˧˪˰ ˷ˠˡ 

˨˪ˢˬ˟ ˶˟˰ˬˢ ˪˰ ˡˣ˵ ˶ˣ˵ˬˢ ˣ˧ˢ ˸ˣ˧˴˵ˮˣ˲ ˣˮ˧˧ˮ˧˰˷ ˣˮ˸ˣ˞ ˪˟˞ ˞˪ ˣ˧ˢ ˧˩ˢ ˸ˣ˶ˣ˷˵ ˪πflow ˢˤ˩ x˞ ˶˥˞ ˪˷ 

˸ˣˡˣ˵˲ˢ ˣˮ˧˴˶˷ ˫˧˷˪ ˭ˢ˧˪˰ ˸˞ ˷ˠˡˢ Φˢ˞˴ˣ˸˩ ˨˩ˬ ˡ˪ˣˮ ˵˶˲ˢ ˮˢϦ˪ Φ 

ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˷˞˶ˢ ˶ˣ˟˰ˮ˷ ˢ˧˪˰ ˞˧ˢ ˸˥˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˢ˷˰ˮ˷ ˢ˟ ˷ˣˬ˧˷ ˟˥˶ˮ ˦˰ˬ˩˟ ˪˪˩ ˫˧˪ˡˣˬˢ ˪˷ 

mimikatz ˞˧ˢˣ kull_m_memory_search ˳˟ˣ˵ˬ kull_m_memory.c ˶˷˞ ˸˷ˬ˷ˬ ˷ˣ˲˧˥˪ 

˸ˣˬ˧˸˥ξ˸ˣ˧ˮ˟˸ ˭ˣ˶˩˧ˤ˟Υ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ pattern ˣ˸ˣ˞˷ ˷˶ˡˮ ˷˲˥˪ ,˭ˣ˶˩˧ˤ˟ ,˪ˡˣˠ ˭ˣ˶˩˧ˤ ύˢˮ˸˷ˬˣ ˱˯ˣˮ ˫˷˟ bufferMefirst 

˭˧˞˷ x˟ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ Φό˫˧˷ˮ ˟˪ ˷˧˷ ˭˞˩ ˢˬ˩ ˸ˣ˞˧˶˵ ˸ˣ˧˯˶ˣ˵˶ ˪˰ ˸ˮˬ ˸ˣˮ˷˪ ˸˞ ˫ˣ˵˧ˬ sπpointer 

˭ˣ˶˩˧ˤ˟ Φ˶˷˞˩ ˵˪˥ˢ ˨˷ˬ˷ ˸˞ ˸ˬˣ˷˸ ˣˮ˟˧˪ ˞ˣˢΥ 

 

˫˷ ˸˰˴˟˸ˬ ˢ˞ˣˣ˷ˢ ˭˧˟ ˸˧ˮ˟˸ˢ ˪πDLL ˭ˣ˶˩˧ˤ˟˷ ˢ˶ˣ˴˟ ˡˣ˞ˬ ˸˧ˮ˞˶ˣ˥ - ˶˟˰ˬ ˫˰ ˸˞˪ˣ˪ for ˪˰ ˪˩ sπ

buffer ˪˷ ˭ˣ˶˩˧ˤˢ ˣˬ˴˰ Φ 

ˢ˧˴˵ˮˣ˲ ˸ˮ˧˧ˮ˰ˬ ˞˧ˢ kull_m_patch ˳˟ˣ˵ˬ kull_m_patch.c ˶˷˞ ˸˰˴˟ˬ ˸˞ ˭ˣ˩ˡ˧˰ ˭ˣ˶˩˧ˤˢ ˸˧ˮ˟˸˟ 

ˣˮ˪˷ˬ Φ˨˩ ˢ˷˰ˬ˪ mimikatz ˪ˠˣ˯ˬ ˪˦˟˪ ˸ˣˬ˧˸˥ξ˸ˣ˧ˮ˟˸ ˸ˣ˪˧˟ˠˬ˷ ˸˞ ˭˲ˣ˞ ˸˴˶ˢ ˫˧˪ˡˣˬˢ ˣ˪˷ Φ

˪˧˟˷˟ ,˨˩ ˸˧˷˞˶ ˰˴˟˸˧ ˷ˣˬ˧˷ ˣˮ˧˸˶˟˥˟ ˸ˬˡˣ˵ˢ kull_m_memory_search ˪˰ ˸ˮˬ ˷˲˥˪ ˸˞ ˫ˣ˵ˬˢ 

˭ˣ˶˩˧ˤ˟ x˟ ˸˧ˮ˟˸ˢ ˢ˪˧˥˸ˬ Φ 

  

https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/modules/kull_m_memory.c#L173
https://github.com/gentilkiwi/mimikatz/blob/c78b1cf37c517ae9d0e872447bb103da9fa6034a/modules/kull_m_patch.c#L64

