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˸ˣˮˣ˶˸˲ ˧˶ˠ˸˞ FLARE-ON 2022 

˸˞ˬ ˪˞˧ˮˡ ˟ˣ˵˯˧˞ 

 

ˢˬˡ˵ˢ 

π˟м ˶˟ˣ˦˵ˣ˞˟ нлнн ˣˬ˯˶˲˸ˢ ˱˴˶ ˫˧˶ˠ˸˞ˢ ˪˷ ˸˴ˣ˟˵ FLARE ˢˤ˷ ˧˷˞˶ ˸ˣ˟˧˸ ˪˷FireEye Labs 

Advanced Reverse Engineering ˪˷ ˸˶˟˥ Mandiant ύ˶˟˰˟˷ ˢ˞˶˵ˮ FireEyeΦό ˫˧˶ˠ˸˞ˢ ˫˶˵˧˰˟ ˫ˢ 

˧˶ˠ˸˞ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ ˧˴˟˵ ˢ˴˶ˢ ˪˷ Windows ύx86, .NET Φό˫˧˶ˠ˸˞ˢ ˟ˣ˶˪ ˫˧˯˯ˣ˟ˬ ˪˰ ˫˧˶ˠ˸˞ 

˫˧˧˸˧ˬ˞ ˸˴ˣ˟˵˷ FLARE ˸ˡˡˣˬ˸ˬ ˢ˸˧˞ ˫ˣ˧˟ ˫ˣ˧Φ 

ˢˮ˷ˢ ˣ˞˴˧ ˡ˥˞ ˢ˶˷˰ ˫˧˶ˠ˸˞ Σˣ˪˪˩˷ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ ˵˥˷ˬ Σˢ˪ˠˣ˶ ˸˯˯ˣ˟ˬ ˪˩˩ ˢ˞˶ˮˢ ˪˰ ˢ˪ˠˣ˶ 

˸˧ˮ˞˶˧˞ Σ˧˶˞ˮ˧˟ ˪˷ Macintosh ˭˷˧ Σobfuscation ˪˷ ˭ˣ˸˧˧˲ ˡˣ˰ˣ Φ 

˟ˣ˷˥ ˧˪ ˭˧˧˴˪ ˸˞ˤ˷ ˢˮ˷ˢ ˢˮˣ˷˞˶ˢ ˧ˮ˞˷ ˢ˷ˣ˰ ˫˧˶ˠ˸˞ ˢ˪˞ ˶˥˞˪ ˧˸˰ˬ˷˷ ˫ˢ˧˪˰ ˵˶ ˫ˢ˷˩ ˶˟˩ ˣ˴˶ 

ˢˮ˷ ˢ˶˟˰˷ Φ˟ˣ˶ ˧˶ˠ˸˞ ˢ˯ˡˮˢˢ ˶ˣ˥˞˪ ˧ˮ˞˷ ˢ˷ˣ˰ ˫˧˶ˣ˷˵ ˧˴˟˵˟ ˢ˴˶ˢ ˪˷ ˯˵ˣˮ˧˪ ˭˩˪ˣ ˭ˣ˧˯˧ˮˢ ˧˪˷ ˫˰ 

Windows ˞ˣˢ ˦˰ˣˬ ˪˟˞ ˧˸ˡˬ˪ ˢ˟˶ˢ ˫˧˶ˠ˸˞ˢˬ ˣ˪˞ˢ ˧ˮ˞ˣ ˢˣˣ˵ˬ ˧˶˥˞˷ ˸˞˧˶˵ ˶ˬ˞ˬˢ ˫ˠ ˫˸˞ 

ˣˬ˧˩˥˸Φ :˞˟ˢ ˶ˣ˷˧˵ˢˬ ˫˧˶ˠ˸˞ˢ ˸˞ ˡ˧˶ˣˢ˪ ˭˧˧ˡ˰ ˭˸˧ˮ ,ˢ˶ˬˠˮ ˸ˣ˶˥˸ˢ˷ ˸ˣ˶ˬ˪ 

https://flare-on.com/files/Flare-On9_Challenges.zip 

  

https://flare-on.com/files/Flare-On9_Challenges.zip
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˶ˠ˸˞ˢ ˭ˣ˷˞˶ˢ π Flaredle 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˪˟˵ˮ ˶˸˞ ˫ˠˣ ˳˟ˣ˵ 7z ˧ˮ˞˷ ˥˧ˮˬ ˪˪ˣ˩˷ ˣ˩ˣ˸˟ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ ˶˸˞ˢΦ 

˫˧˷ˮ ˟˪ ˶ˣ˞˧˸˟˷ ˷˧ ˯ˮ˶˲˶ ˵˥˷ˬ˪ ˧˶˪ˣ˲ˣ˲ˢ Wordle x˟ ˣˮ˞ ˫˧˷˶ˡˮ ˷˲˥˪ ˢ˪˧ˬ ˸ˬ˧ˣ˯ˬ ˪˰ ˧ˡ˧ ˫˧ˤˬ˶Φ 

˯ˮ˩˧ˮ ˶˸˞˪ ˢ˞˶ˮˣ: 

 

ˢ˞˶ˮ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˷˥ˮ˪ ˢ˪˧ˬ ύx˞ ˸ˤˣ˶˥ˬ ˧ˢ˷˪˩ ό˧ˡ ˢ˩ˣ˶˞ Σ˪˟˞ ˨˧˞ ˰ˡˮ ˢˬ ˸ˣ˧ˣ˶˷˲˞ˢ ˣˮ˪˷Κ 

ˤ˞ ˶˶˟˸ˬ ˳˟ˣ˵˷ sπтz ˱˶ˣ˴ˬˢ ˭˩˞ ˪˪˩ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢΥ 
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˪˩˸˯ˮ ˳˟ˣ˵˟ words.js ˢ˞˶ˮˣ ˨˶˰ˬ ˰ˣ˟˵ ˣ˟˷ ˸ˬ˧˷˶ ˫˧˪˧ˬ ˡ˟˪˟Υ 

export const WORDS = [ 'acetylphenylhydrazine' ,  
    'aerobacteriologically' ,  
    ' alkylbenzenesulfonate' ,  
    'aminoacetophenetidine' ,  
    'anatomicopathological' ,  
    'anemometrographically' ,  
    'anthropoclimatologist' ,  

˨˩ˣ ˢˤ ˨˧˷ˬˬ Σмтл ˫˧˪˧ˬ ˨˯˟ ˪˩ˢ Σˢ˯ˮˮ ˢ˪˧ˬ ˧ˢ˷˪˩ ˪˷ˬ˪ ˢ˪˧ˬˢ ˢˮˣ˷˞˶ˢΥ 

˧˪˟ˬ ˪˩˸˯ˢ˪ ˪˰ ˡˣ˵ˢ Φˢ˞˶ˮ ˸ˣ˞ˢ˷ L ˸˞˴ˬˮ ˵ˣ˧ˡ˟ ˫ˣ˵˧ˬ˟ ˭ˣ˩ˮˢ Φˢˤ ˢˬ ˧ˮ˞˷ ˥˧ˮˬ ˰˟˴ˢ˷ ˵ˣ˶˧ˢ 

˭ˬ˯ˬ Φ˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˞˧˴ˣ˧˷ ˣˮ˪ ˸˞ ˪˩ ˫˧˪˧ˬˢ ˫˰ ˸ˣ˞ˢ L ˣ˸ˣ˞˟ ˫ˣ˵˧ˬΥ 

for w in words:  
    if (w[ 11] == "l" ):  
        print (w)  

˭˟ˣˬ˩ ˷πwords ˞˧ˢ ˸ˬ˧˷˶ ˫˧˪˧ˬˢ ˢ˰ˣ˟˵ˢ Σ˧˸˦ˬ˷ˢ ˢ˸ˣ˞ ˡˣ˵ˢˬ ˧ˮ˞˷ ˵˧˟ˡˬ ˭˞˩ ˧˩˶ˣ˴˪ ˸ˣ˥ˣˮ 

ˢ˞˧˶˵ Σ˪˟˞ ˭˟ˣˬ˩ ˞˧ˢ˷ ˸ˬ˧˧˵ ˦˲˧˶˵˯˟ ˧˶ˣ˵ˬˢΦ 

:˞˟ˢ ˦˪˲ˢ ˸˞ ˪˟˵ˮ 

˞˪ ˢ˟˶ˢ ˫˧˪˧ˬ ˨˯˟ ˪˩ˢ Φ˧ˡ˥ ˭˧˰ˢ ˫˩˧ˮ˧˟ˬ ˢ˞˶ˮ˩ ˣˮ˧˥˟˧ ˢ˪˧ˬ˟ ˢ˪˧˥˸ˬ˷ ˟πflareon ˪˟˞ ˣ˪˞ ˫˩˧ˮ˧˟ˬ 

˞˪˷ ˣˬ˷ ˟˪ ˫˧˪ˣ˩˧ ˶ˣˤ˥˪ ˪˰ ˨˧˪ˢ˸ˢ ˢˤˢ ˟ˣ˷ ˫˰ ˡˣ˰ ˢ˪˧ˬ Σ˫˰˲ˢ ˶ˠ˞ˬˢˬ ˭˦˵ˢ ˦˪˲˟˷ ˢˤˢΦ 

˯˧ˮ˩ˮ ˸˞ ˢ˪˧ˬˢ flareonisallaboutcats π ˢ˞˶ˮ ˸˞ˤ˷ ˢ˪˧ˬˢ ˢˮˣ˩ˮˢ ˡ˴˟ˣ ˭˧ˬ˧ ˢ˪˰ˬ˪ ˢ˞˶ˮ ˫ˠ ˸˞ ˪ˠˡˢ 

ˣˮ˪˷Υ 

 

˪ˠˡˢ ˞ˣˢΥ 

flareonisallaboutcats@flare - on.com 

˫ˣ˷˶ˮ ˣˮˬ˴˰˪ ˪˩˷ ˫˧˪ˠˡˢ ˫˧˶ˬˠˮ ˟ flare-on.com Ϫ˨˧˷ˬˮˣ ˢ˞˪ˢ ˶ˠ˸˞˪ ˞˟ˢΦ 
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˶ˠ˸˞ˢ ˧ˮ˷ˢ π Pixel Poker 

˶ˠ˸˞˟ ˢˤˢ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢΥ 

 

˳˟ˣ˵ˣ 7z ύ˪˧ˠ˶˩ ό˪˧˩ˬˢ ˸˞ ˫˧˴˟˵ˢ ˫˧˞˟ˢΥ 

 

˞˶˵ˮ ˸˞ ˳˟ˣ˵ ˦˯˵˦ˢΥ 

Welcome to PixelPoker ^_^, the pixel game that's sweeping the nation!  

Your goal is simple: find the correct pixel and click it  

Good luck!  

˧˧˵ˣ˞ Σˢ˞˶ˮ ˶˟ˣˡˬ˷ ˭˞˩ ˪˰ ˞ˣ˴ˬ˪ ˸˞ ˪˯˵˧˲ˢ ˭ˣ˩ˮˢ Φ 
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˳˧˶ˮ ˸˞ ˳˟ˣ˵ ˢ˴˶ˢˢ ˥˦˟ˣ ˭˧˟ˮ ˢˬ˟ ˶˟ˣˡˬ: 

 

˫˧˷ˮ ˟˪ ˢˬ˩˪ ˫˧˶˟ˡ Υˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˞ˣ˴ˬ˪ ˪˯˵˧˲ ˫˧ˣ˯ˬ Φˡ˴˟ ˪˞ˬ˷ ˢ˪˰ˬ˪ ˫ˣ˷˶ ˣˮ˪ ˪˰ ˢˤ˧˞ ˪˯˵˧˲ 

ˣˮ˥ˮ˞ ˫˧ˡˬˣ˰ ˫˰ ˶˟˩˰ˢ ˫ˠˣ ˶˲˯ˬ ˸ˣˮˣ˧˯˧ˮˢ ˣˮ˪˷Φ 

˧˧˵ˣ˞ ˭˟ˣˬ˩ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˩˪ˣˢ ˷˥ˮ˪ ˸˞ ˢˤ Σˤ˞ ˥˸˲ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˟-IDA ˪˧˥˸ˮˣ ˠ˟ˡ˪ ˧ˡ˩ ˸ˣ˞˶˪ ˢ˲˧˞ 

˷˥˶˸ˬ ˸ˣˬ˧˞ˢ ˵ˡˣ˟˷ ˫˞ˢ ˢˬ ˣˮ˴˥˪˷ ˣ˧˪˰ ˞ˣˢ ˪˯˵˧˲ˢ ˭ˣ˩ˮˢΦ 

ˢ˪ˣ˰˲˟ Main ˢ˞˶ˮ ˷˧˷ loop ˧˲ˣ˯ˮ˧˞ ˞ˣˢ˷ ˫˴˰˟ sπgame-loop ˣˮ˪˷ Φ˧ˡ˩ ˶˴˵˪ ˫˧˩˧˪ˢ˸ ˧˸˷˲˧˥ 

˭ˣ˪˥˟ sπstrings ˪˷ IDA ˸ˣˤˣ˶˥ˬ ˸ˣ˶˩ˣˬ ˧ˡ˩ ˭˧˟ˢ˪ ˢ˲˧˞ ˭s ˸ˣˮ˩ˡ˰˸ˬΦ 
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˪˷ˬ˪ ˶˲˯ˬ ˸ˣˮˣ˧˯˧ˮˢ ˭˩ˡ˰˸ˬ˷ ˪˩˟ ˫˰˲ ˫˧˴˥ˣ˪˷ ˪˰ ˪˯˵˧˲ˢ ˞˪ˢ ˭ˣ˩ˮΥ 

 

˱ˣ˯˟ ˧˸˞˴ˬ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˧˴˵ˮˣ˲˟ ˸ˬ˧ˣ˯ˬ ˭˩˞˷ ˢ˞˶ˮ ˢˮ˷ˬ˷ ˸˞ ˦˯˵˦ˢ ˧˸˞˶˵ˣ ˢ˸ˣ˞˪ ˢ˧˴˵ˮˣ˲ 

win Φ˧˸ˬ˷ breakpoint ύˢ˸˰ˬ ˷ˬ˸˷˞ ˶ˣ˴˧˵˟ bp ό˧ˮ˲˪ ˧˞ˮ˸ˢ ˭ˣ˷˞˶ˢ ˢ˞˶ˮ˷ ˭˧˧ˮ˰ˬ ˫˷ ˧˸˪˥˸ˢˣ 

˳ˣ˶˪ Φˣˬ˧˷ ˟˪ ˢ˶˵ˬ˟ ˢˤˢ ˱˧ˡ˰˞ ˷ˬ˸˷ˢ˪ ˢˠˣ˴˸˟ ˪˷ ˧˪˟ˬ˯˞˯˧ˡˢ ˱˶ˠ˟ ˫ˣ˵ˬ˟ ˣˡˣ˞˯˲˟πˡˣ˵ ˪˷ 

IDAΦ 
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˶˥˞˪ ˢ˴˶ˢˢ ˳˥˪ˮ ˪˰ ˢˡˣ˵ˮ ˧ˢ˷˪˩ ˨˞ ˞˪ ˧ˮ˲˪ ˫ˣ˷˶ˮ˷ ˣˮˬ˴˰˪ ˸˞ ˸ˣ˦ˮ˧ˡ˶˞ˣ˵ˢ ˢ˪˷ ύ˧ˡ˩ ˪˩ˣˮ˷ 

˪˧ˡ˟ˢ˪ ˢ˸ˣ˞ ˸ˣ˦ˮ˧ˡ˶˞ˣ˵ˢˬ ˸ˣ˧˸˧ˬ˞ˢ Φό˧ˮ˞ ˧˸˴˥˪ ˪˰ ˢˡˣ˵ˮˢ ύлΣп ό˫˧˷ˮ ˟˪ ˶ˣ˴˰ˮ˷ ˵ˣ˪˟˟ ˞˟ˢΥ 

 

˧˧˵ˣ˞ ˫ˡ˵˸ˮ ˪πcmp ˢ˞˶ˮˣ ˭˧˟ ˢˬ ˢˬ˪ ˢ˞ˣˣ˷ˢˢΥ 

 

ˢ˞˶ˮ ˢ˞ˣˣ˷ˢˢ˷ ˞˧ˢ ˭˧˟ edi ˪πedx ˶˩ˤ˧ˮ ˶˲˯ˬˢ˷ л ˞ˣˢ ˨˶˰ sπx ˣˮ˪˷ ˢ˞˶ˮˣ ˟˷ˣ˧˷ ˟πedi Σˢˮ˷ˮ ˣ˸ˣ˞ 

π˪0x5f ˪˰ ˸ˮˬ ˯ˮ˩˧ˢ˪ ˧˞ˮ˸˪ ύˣ˪˧˞˩ ˣˮ˴˥˪ ˪˰ ˪˯˵˧˲ˢ ˭ˣ˩ˮˢ ό˨˧˷ˬˮˣ ˢ˞ˣˣ˷ˢ˪ ˢ˞˟ˢΥ 
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˫˰˲ˢ ˢ˞ˣˣ˷ˢˢ ˞˧ˢ ˭˧˟ ebx ˪πedx Φ˟ˣ˷ ˨˶˰ˢ п ˞ˣˢ ˨˶˰ sπy ˣˮ˪˷ Σˢˮ˷ˮ ˣ˸ˣ˞ ˨˶˰˪ моф0xΦ 

˳˥˪ˮ continue ˢ˩˥ˮˣ ˡ˰ ˰˧ˠˮ˷ ˪πbp ˣˮˬ˷˷ ˢ˪˥˸ˢ˟ ˟ˣ˷Φ 

˪˩˸˯ˮ ˪˰ ˭ˣ˪˥ ˵˥˷ˬˢ ˢ˞˶ˮˣ ˸˞ ˨˯ˬˢ ˞˟ˢΥ 

 

˪˟˵ˮ ˸˞ ˪ˠˡˢ ˞ˣˢ˷Υ 

w1nN3r_W!NneR_cHick3n_d1nNer@flare- on.com 
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˶ˠ˸˞ˢ ˧˷˧˪˷ˢ π Magic 8 Ball 

˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢΥ 

 

˳˟ˣ˵˟ sπтz ˢ˞˶ˮ ˷˧˷ ˧˴˟˵ ˵˥˷ˬ Φ˳˧˶ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˧ˤ˩˶ˬˢ ˸ˣ˞˶˪ ˢˬ˟ ˶˟ˣˡˬ ˢ˞˶ˮˣ ˸˞ ˨˯ˬˢ ˞˟ˢΥ 
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ˢ˞˶ˮ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˡ˧˪˵ˢ˪ ˢ˪˞˷ ˫ˠˣ ˳ˣ˥˪˪ ˪˰ ˧˷˵ˬ ˫˧˴˥ˢ ˧ˡ˩ ˤ˧ˤˢ˪ ˸˞ ˶ˣˡ˩ˢ ˢ˪˰ˬ˪˷ ˫˰ 

˷˪ˣ˷ˬˢ ˨ˣ˲ˢˢΦ 

ˤ˞ ˧ˡ˩ ˸˰ˡ˪ ˢˬ ˵ˣ˧ˡ˟ ˨˧˶˴ ˸ˣ˷˰˪ ˧ˡ˩ ˰˧ˠˢ˪ ˶ˣˡ˩˪ ˥˸˲ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˟πIDA ˪˧ˠ˶˩Φ 

˭˟ˣˬ˩ ˟˷πmain ˢ˧ˢ˧ ˣˮ˪ sπgame-loop ˣˬ˩ ˪˩˟ ˵˥˷ˬ Φ˷˲˥ˮ ˢ˲˧˞ ˷˧ ˸ˣ˯˥˧˧˸ˢ ˦˪˵˪ ˣˮ˪˷ ˭˧˟ ˫˞ ˢˤ 

ˢ˪˞˷˪ ˶˷˲˞˷ ˟ˣ˸˩˪ x˞ ˧˷˵ˬ˪ ˫˧˴˥ˢ Φ 

˧˶˥˞ ˸ˣ˦˦ˣ˷ ˢ˶˴˵ ˟πIDA  ˞˴ˬˮ ˸˞ ˰˦˵ ˡˣ˵ˢ ˞˟ˢΥ 
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˫˧˶˲˯ˬˢ ˫˧˞ˮ˸˟˷ ˫˧˞˶ˮ ˣˬ˩ ˧ˣˣ˸ ˧˵˯˞ Σ˶˧ˬˮ ˸˶ˤ˰˟ ˢˡ˧ˬ˰ ˪˰ ˶˲˯ˬˢ ˢ˴˧˥˪ˣ ˪˰ R ˸ˡ˪˵ˬ˟ ύx˞ ˧˷˵ˬ 

˧ˮˬ˧ ˪˰ ˶˲˯ˬˢ ˢ˶˧˥˟ˣ ˟πCharΥό 

 

˧˧˵ˣ˞ Σˤ˞ ˢ˞˶ˮ ˱˴˶ˢ˷ ˢˤˢ ˞ˣˢ ˱˴˶ˢ ˪˷ ˫˧ˮˣˣ˧˩ˢ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˳ˣ˥˪˪ ˸˶ˤ˰˟ ˧˷˵ˬ ˫˧˴˧˥ˢ ύRight Σ

Left,Up, Down Σό˪˟˞ ˢˤ˧˞ ˸ˤˣ˶˥ˬ ˫˧˴ˣ˶ ˥˪˷ˮ˷ Κ˫˞ ˪ˠ˪ˠˮ ˡˣ˰ ˸˴˵ ˢ˦ˬ˪ ˢ˞˶ˮ strcmp ˭˧˧ˮ˰ˬΥ 

 

ˢ˞˶ˮ˩ ˸˞ˤ ˸ˤˣ˶˥ˬˢ ˫˧˴ˣ˶˷ ˥˪˷ˮ˷ Φ˪˟˞ ˞˪ ˶ˣ˶˟ ˢˬ ˞˧ˢ Σˤ˞ ˢˬ˪ ˞˪˷ ˠ˟ˡˮ ˵ˣˡ˟ˮˣ Κ˫ˣ˷˶ˮ ˣˮˬ˴˰˪ 

˸˞ ˱˴˶ ˫˧ˮˣˣ˧˩ˢ ˫˧˷ˮˣ bp ˸˴˵ ˧ˮ˲˪ s-strcmp ˧ˡ˩ ˪˩ˣˮ˷ ˪˩˸˯ˢ˪ ˪˰ ˸ˣˤˣ˶˥ˬˢΦ 
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˳˧˶ˮ ˵ˣˡ˟ˮˣ ˢˬ ˸ˤˣ˶˥ˬˢ ˫˧˷˵˟ˬ˷ Φ˰ˠ˶˟ ˳˧˶ˮ˷ ˰˧˲ˣ˧ ˣˮ˪ ˨˯ˬ ˵˥˷ˬˢ Σ˳˥˪ˮ ˪˰ ˫˧˴˧˥ˢ ˢˬ˞˸ˢ˟ 

˫˧ˮˣˣ˧˩˪ ˣˮˬ˷˶˷ ˢ˞˶ˮˣ ˢˬ ˢ˶ˣ˵Υ 

 

˶˥˞˪ ˧˸ˮˤˢ˷ ˸˞ ˫˧ˮˣˣ˧˩ˢ ˧˲˪ ˶ˡ˯ˢ Σ˞˪ ˢ˶˵ ˫ˣ˪˩ ˞˪ˣ ˧˸˰ˠˢ ˪πbp ˧˪˷ Φˢ˞˶ˮ˩ ˨˧˶˴˷ ˫ˠ ˭˧ˤˢ˪ 

˸ˤˣ˶˥ˬ Φ˭˧ˤˮ ABCD ˨˶ˣ˴˪ ˢˬˠˣˡˢ ˳˥˪ˮˣ ENTERΥ 

 

ˢ˞˶ˮ ˢˤ˷ ˥˧˪˴ˢ ˣˮ˶˟˰ˣ ˸˞ ˫˧˞ˮ˸ˢ ˪˷ ˫˧ˮˣˣ˧˩ˢ Σˣ˧˷˩˰ ˵˶ ˶˸ˣˮ ˶ˣ˟˰˪ ˸˞ ˢ˞ˣˣ˷ˢˢ ˸˞ˤˢ Φ˭˥˟ˮ ˢˬ ˷˧ 

˧˸˷˟ ˫˧ˮ˸˷ˬˢ ˢ˪ˠˮˣ ˟˷πecx ˷˧ ˸˞ ˸ˤˣ˶˥ˬˢ ABCD ˰ˠ˶ˢ˷ ˣˮˤˢ ˟xπeax ˷˧ ˸˞ ˸ˤˣ˶˥ˬˢΥ 

gimme flag pls?  
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ˢ˞˶ˮ ˸˞ˤ˷ ˸ˤˣ˶˥ˬˢ ˣˮ˧˧ˢ˷ ˫˧˩˧˶˴ ˭˧ˤˢ˪ Φ˭˟ˣˬ˩ ˶˷˲˞˷ ˳˧˶ˢ˪ ˷ˡ˥ˬ ˭˧ˤˢ˪ˣ ˸˞ ˦˪˵ˢ ˭ˣ˩ˮˢ Σ˪˟˞ 

˶˷˲˞ ˫ˠ ˸ˣˮ˷˪ ˸˞ sπZero Flag ˱ˣ˯˟ ˵ˣ˪˟ˢ ˢˤˢ ˢ˩˩ ˳ˣ˲˵˧˷ ˫ˣ˵ˬ˪ ˭ˣ˩ˮˢ Φ˪˩˟ ˢ˶˵ˬ ˪˩˟ ˨˶ˡ 

ˣ˶˥˟˧˸˷ ˣ˪˟˵˸ ˸˞ ˨˯ˬˢ ˞˟ˢΥ 

 

˪ˠˡˢˣ ˞ˣˢΥ 

U_cRackeD_th1$_maG1cBaLL_!!_@flare - on.com 
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˶ˠ˸˞ˢ ˧˰˧˟˶ˢ π darn_mice 

˶ˠ˸˞˟ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢ: 

 

˳˟ˣ˵ˣ тz ˪˧˩ˬˢ ˳˟ˣ˵ ˢ˴˶ˢ ˫˷˟ darn_mice.exe Φ˫˞ ˳˧˶ˮ ˸˞ ˳˟ˣ˵ˢ ˞˪ ˪˟˵ˮ ˫ˣ˷ ˦˪˲ Σ˭˩˪ ˥˸˲ˮ ˣ˸ˣ˞ 

π˟IDAΦ ˫˞ ˪˩˸˯ˮ ˪˰ ˸˪ˣ˰˲ sπmain ˢ˞˶ˮ ˞˧ˢ˷ ˸˞˶ˣ˵ ˢ˪ˣ˰˲˪ ˸˲˯ˣˮ ˡ˥˧˟ ˫˰ ˦ˮˬˣˠ˶˞ˢ ˭ˣ˷˞˶ˢ Φ˫˷ˣ 

ˢ˶ˣ˵ ˫˯˵ˢ ˧˸˧ˬ˞ˢ Φ˞˶˵ˮ ˢ˪ˣ˰˲˪ ˸˞˶˵ˮ˷ realmain ˪˩˸˯ˮˣ ˢ˧˪˰Υ 

 



 
 

  FLARE-ON 2022 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпр, ˶˟ˬ˴ˡ нлнн  мр 
 

ˢ˞˶ˮ ˢ˪˥˸ˢ˟˷ ˞˧ˢ ˸˪˥˸˞ˬ ˫˧ˮˣ˸ˮ Φˢ˞˶ˮ ˢˬ ˫˧˷ˣ˰ ˫˸˧˞Υ 

 

˧˧˵ˣ˞ Σ˫˞ ˪˩˸˯ˮ ˪˰ ˵˪˥ ˫˧˰ˣ˟˵ˢˬ ύ˰˟˴ ˪ˣ˥˩ ˶˧ˢ˟ ˭ˬ˯ˬ ˰ˣ˟˵ ˧˪˟ˣ˪ˠ ό˫˧˶˟˰ˣˬ˷ ˫˧˦ˮˬˣˠ˶˞˩ ˸ˣ˪ˣ˰˲˪ Σ

ˢ˞˶ˮ ˶˟ˣˡˬ˷ ˸ˤˣ˶˥ˬ˟ Φˤ˞ ˧ˮ˞ ˥˧ˮˬ ˧˲˪ ˢˬ˧˸˥ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˣˤˢ ˶˟ˣˡˬ˷ ˢ˯˲ˡˢ˟ Φˢ˞˶ˮ˩ printf Σ˪˟˞ 

˞˪ ˨˧˶˴ ˸ˣ˧ˢ˪ ˪˩ ˨˩ ˫˧˲˧˴˲˯ Φ˞˶˵ˮ ˢ˪ˣ˰˲˪ print ˪˩˸˯ˮˣ ˟ˣ˷Υ 

 

˫˰˲ˢ ˫˧˷ˮ ˟˪ ˢˬ˩˪ ˫˧˶˟ˡ Φ˫˞ ˞˪ ˣˮ˶˟˰ˢ ˦ˮˬˣˠ˶˞ ˸˧ˮ˩ˣ˸˪ x˞ ˨˶ˣ˞ˢ˷ ˣ˪˷ ˪ˣˡˠ ˬπ0x24 ˸˯˲ˡˣˬ ˣˮ˪ 

˸˰ˡˣˢ never mind ˸ˮˬ˯ˬ˷ ˭ˣ˪˷˧˩ ˢ˷˰ˬ˪ ˸˧ˮ˩ˣ˸ˢˣ ˸ˬ˧˧˸˯ˬΦ 

˨˞ ˫˞ ˦ˮˬˣˠ˶˞ˢ ˡˬˣ˰ ˫˧˞ˮ˸˟ ˤ˞ ˸˧ˮ˩ˣ˸ˢ ˢ˴˵ˬ ˭ˣ˶˩˧ˤ ˢ˧ˢ˧˷ executable ˸˥˵ˣ˪ ˣ˸ ˦ˮˬˣˠ˶˞ˢˬ ˣˮ˪˷ 

ˡ˥˧˟ ˫˰ ˣ˸ ˫˧ˣˣ˸ˢˬ ˣˮ˧˞˶˷ ˪ˣ˥˸˞˟ ˫˧ˮˣ˸ˮˢ ˫ˡˣ˵ˬ ˸˶˟˥ˬ ˶ˣ˟˧˥˟ ˪˷ ˫˧˸˟ ύ˫˞ ˢ˞˴ˣ˸ˢ ˢ˪ˣˡˠ ˸˧˟ˬ 

ˡ˥˞ ˫˧˷ˣ˰ and ˫˰ 0xff όˢ˯ˮˬˣ ˳˧˶ˢ˪ ˸˞ ˸˧˟ˢ ˶˴ˣˮ˷ ˡˣ˵˩ ύopcode όˢ˷˰ˬ˪Φ ʕ˞ ˢ˪˞˷ˢ ˢˤ˧˞ 

opcode ˪ˣ˩˧ ˫ˣ˶ˠ˪ ˸˧ˮ˩ˣ˸˪ ˨˧˷ˬˢ˪ ˳ˣ˶˪ ˧˪˟ ˯ˣ˶˵˪ Κˢ˟ˣ˷˸ˢ ˨˩˪ ˞˧ˢ ˭˟ˣˬ˩ ret 

˪˟˞ ˷˧ ˢˬ˩ ˫˧ˠˣ˯ ˪˷ retΥ 
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˪˩ˣˮ ˪ˣ˯˲˪ ˸˞ ˢ˪˞ ˫˧˥˵ˣ˪˷ ˨˶˰ ˱˯ˣˮ Φ˶˞˷ˮ ˣˮ˪ 0xC3 x-0xCB Φ˭˟ˣˬ˩ ˶˷˲˞˷ ˞ˣ˶˵˪ ˪˰ ˫˧˪ˡ˟ˢˢ Φ˪˟˞ 

˶˷˲˞ ˦ˣ˷˲ ˸ˣ˯ˮ˪ ˶ˠ˞˟˧ˡ˟ ˸ˣ˞˶˪ˣ ˫˞ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˢ˯˲ˡˢ Φ˥˧ˮˮ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˸ˣ˯ˮ˪ 0xC3 Φ

˫˧˪ˣ˥˸˧˞˟ ˫ˡˣ˵ˬ ˪˩ˣˮ ˸ˣ˞˶˪ ˨˶˰˷ ˸˧˟ˢ ˭ˣ˷˞˶ˢ ˪˷ v5 ˞ˣˢ ˨˶˰ ˧˵˯˞ˢ ˪˷ ˸ˣ˞ˢ ϦP  Ϧ˞ˣˢ˷ 0x50Φ 

˶ˣ˩ˤˮ ˫˧˶˟˥ˬ˷ ˭˧˟ ˣ˸ˢ ˟˷πv5 ˣ˸˪ ˦ˮˬˣˠ˶˞˟˷ ˣˮ˪˷ Φˤ˞ ˫˞ ˢ˴˶ˮ ˸˰ˡ˪ ˢˬ ˨˧˶˴ ˸ˣ˧ˢ˪ ˦ˮˬˣˠ˶˞˟ ˣˮ˪˷ 

ˢ˷˰ˮ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˩ˣ˲ˢˢ 0xC3-0x50 ˠ˞ˡˮˣ ˸˥˵˪ ˸˞ ˢ˞˴ˣ˸ˢ ˸˧˟˩ ˸˶ˤ˰˟ mask ύˢ˶˵ˬ˟ ˢˤˢ ˢˤ ˞˪ 

ˢˮ˷ˬ Φό˪˟˵ˮ ˸˞ ˨˶˰ˢ 0x73 ˞ˣˢ˷ Ϧs Ϧπ˟ASCII Φ˭˧ˤˮ ˣ˸ˣ˞ ˶ˠ˞˟˧ˡ˪ Σ˫˧˷ˮ breakpoint ˪˰ ˢ˞˪ˣ˪ˢ ˳˧˶ˮˣ: 

 

˰ˠ˶ ˸ˬ˞ˢ Φ˞ˣ˟ ˞ˡˣˣˮ ˞˴ˣ˧˷ ˣˮ˪ ˟πvн ˨˶˰ˢ 0xC3 ˡˣ˵ˢˣ ˳˶˷ ˞˪ ˯˶ˣ˵ Φ˫˞ ˭˩˞ ˢˤ ˢ˶˵ˬˢ Σ˸˧ˮ˩ˣ˸ˢ ˞˪ 

ˢ˶ˣˬ˞ ˯ˣ˶˵˪ Φ˨˧˷ˬˮ ˳ˣ˶˪ ˢ˪ˠˮˣ ˳ˣ˥˷ ˸ˤˣ˶˥ˬˢˬ ˣ˯˲ˡˣˢ˷ ˢ˪˥˸ˢ˟ ύ˞˪˷ ˣ˯˲ˡˣˢ ˢ˴˶ˢ˟ ˸˧ˮˣ˷˞˶ ˭ˣˣ˧˩ 

ˣˮ˴˶ˢ˷ ˞˪˪ ˫˧˦ˮˬˣˠ˶˞ όˢ˯˲ˡˣˢ ˣˮ˪ ˫ˠ ˸ˤˣ˶˥ˬˢ Nibble Χ˸ˮˬ˯ˬ˷ ˣˮ˪ ˸˧ˮ˩ˣ˸ˢ˷ ˞˪ ˢ˯˶˵ Φ˭˧ˣ˴ˬΗ 

 

˞ˣ˟ ˵ˣˡ˟ˮ ˫˰˲ˢ ˸˞ ˨˶˰ˢ 0xCB ˨˶˰˩ sπret ˣˮ˪˷ Φ˟˷˥ˮ 0xCB-0x50 Σ˞˴˧ˣ ˣˮ˪ 0x7B π ˣ˸ˢ  ϦϑϦπ˟ASCII Φ

˯˧ˮ˩ˮ ˦ˮˬˣˠ˶˞˩ ˳˧˶ˮˣ: 

 

˫˰˲ˢ ˪˟˵ˮ ˸˞˧ˠ˷ ˢ˴˶ˢ ˸˰˟ ˠˮ˧ˠ˞˟˧ˡˢ Φˢ˞˶ˮ˩ ˷π0xC3 ˞ˣˢ sπopcode ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˳ˣ˶˧˷Φ 

˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˶˴˵ ˥˵˧˷ ˸˞ ˫˧˩˶˰ˢ ˪˷ v5 ˢˮ˟˧ˣ ˦ˮˬˣˠ˶˞ ˭˧˵˸ ˫˪˷ˣ ˞˪˷ ˯˧˶˵˧ ˣˮ˪ ˸˞ ˸˧ˮ˩ˣ˸ˢΥ 

v5 = [ 0] * 36 
v5[ 0] = ord ( 'P' )  
v5[ 1] = ord ( '^' )  
v5[ 2] = ord ( '^' )  
v5[ 3] = 0xA3 
v5[ 4] = 79 
v5[ 5] = 91 
v5[ 6] = 81 
v5[ 7] = 94 
v5[ 8] = 94 
v5[ 9] = 0x97 
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v5[ 10] = 0xA3 
v5[ 11] = 0x80 
v5[ 12] = 0x90 
v5[ 13] = 0xA3 
v5[ 14] = 0x80 
v5[ 15] = 0x90 
v5[ 16] = 0xA3 
v5[ 17] = 0x80 
v5[ 18] = 144 
v5[ 19] = 163 
v5[ 20] = 0x80 
v5[ 21] = 144 
v5[ 22] = 163 
v5[ 23] = 0x80 
v5[ 24] = 144 
v5[ 25] = 163 
v5[ 26] = 0x80 
v5[ 27] = 0x90 
v5[ 28] = 163 
v5[ 29] = 0x80 
v5[ 30] = 144 
v5[ 31] = 162 
v5[ 32] = 163 
v5[ 33] = 107 
v5[ 34] = 127 
v5[ 35] = 0 
 
for x in v5:  
    if (x):  
        print ( chr (( 0xC3 -  x) & 0xff ), end="" )  

˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢΥ 

see three, C3 C3 C3 C3 C3 C3 C3! XD  

ˢ˞˶ˮ ˟ˣ˦ Φˣ˧˷˩˰ ˳˧˶ˮ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˫˰ ˦ˮˬˣˠ˶˞ˢ ˢˤˢ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢΥ 

 

˪˪ˣ˩˷ ˸˞ ˪ˠˡˢΥ 

i_w0uld_l1k3_to_RETurn_this_joke@flare - on.com 
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˶ˠ˸˞ˢ ˧˷˧ˬ˥ˢ - T8 

 

˶ˠ˸˞˟ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢ ˧ˮ˞˷ ˟˧˧˥ ˸ˣˡˣˢ˪ ˵˧˥˴ˢ˷ ˟˧˴˰ˢˣ ˧˸ˣ˞ x˟ ˸˧ˮˬˤΥ 

 

˫˰˲ˢ ˪˟˵ˮ ˧˶˞ˮ˧˟ ˫ˠˣ ˳˟ˣ˵ pcap Σ˫˰˲ˢ ˭˥˟ˮ ˸˞ ˳˟ˣ˵ sπpcap ˫ˡˣ˵ Φ˳˟ˣ˵˟ ˢ˞˶ˮ ˧˸˷ ˸ˣ˷˵˟ POST 

˭˧˧ˬˣˡ˪ flare-on.com ˫˧˪˧˩ˬ˷ ˫˩ˣ˸˟ Base64 ˢ˞˶ˮˢ ˡˡˣ˵ˬ ˩πUTF16LE ύ˫˧˶˪˧ˣ˲˯ όˢ˞˶ˮˣ ˸˶˷ˢ˷ 

˥˪ˣ˷ ˢ˶ˤ˥˟ ˭˩ˣ˸ ˞˪ ˶˴˵ ˪˷ base64 ˢ˶ˤ˥˟ Φˢ˷˵˟ ˢˮˣ˷˞˶Υ 
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ˢ˷˵˟ ˢ˧˧ˮ˷Υ 

 

˨˧˷ˬˮ ˧˶˞ˮ˧˟˪ Φ˫˰˲ˢ ˧˪˟ ˫˧˵˥˷ˬ Σ˥˸˲ˮ ˶˷˧ ˟πIDA Φˢ˟˶ˬ˪ ˶˰˴ˢ ˢ˞˶ˮ ˸˪ˣ˰˲ main ˸˧˵ˮ˰ ˢ˯ˣˬ˰ˣ 

ˡˣ˵˟ ˸ˣ˞˧˶˵ˣ ˸ˣ˪ˣ˰˲˪ ˸ˣ˧˵ˮ˰ ˸ˣ˲˯ˣˮ Φ˫˞ ˨˩ ˢ˯ˮˮ ˡ˵ˬ˸ˢ˪ ˵˶ ˫˧˶˟ˡ˟ ˫˧˞˶ˮ˷ ˫˧ˮ˧˧ˮ˰ˬ x˞ ˫˧˟ˣ˷˥ x˞ 

˦ˣ˷˲˷ ˫˧˯˲ˣ˸ ˸˞ ˭˧˰ˢΦ 

˫ˡˣ˵ ˪˩ Σ˭˧˥˟ˮ ˸˪˧˥˸˟˷ ˣˡˣ˞˯˲ˢπˡˣ˵ ˷˧ ˣˮ˪ ˧˞ˮ˸ while ˢ˷ˣ˰˷ Sleep ˨˷ˬ˪ ˭ˣˬˢ ˸ˣ˧ˮ˷˧˪˧ˬ 

˸ˣˬ˩˸˯ˬ˷ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˪πмн ˸ˣ˰˷ Φ 

 

˭ˣˣ˧˩ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˴ˣ˶ ˸˟˷˪ ˢ˲ ˥˴ˮ˪ ˢ˞˪ˣ˪˟ ˧˪˟ ˸ˣ˷˰˪ ˫ˣ˪˩ Φˢ˷˰ˮ Patch ˧˶˞ˮ˧˟˪ ˨˩ ˠ˪ˡˮ˷ ˪˰ sπ

SleepΦ 

˶˟ˡ ˯˲˸˷ ˧˪ ˸˞ ˭˧˰ˢ ˢ˧ˢ ˸˪ˣ˰˲ ˶ˣ˯˵ˢ ˸˷˥˶˸ˬˢ ˷ˬˬ ˸˪˧˥˸˟ ˡˣ˵ˢ ˧˶˥˞ ˢˬ˩ ˫˧˪ˣ˥˸˞ ˪˷ 

˫˧ˮ˸˷ˬΥ 
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˨˞ ˞˪ ˢ˷˰ˮ ˸˞ˤ ˸˧˦˦˯ Φ˫˧˷ˮ bp ˧˶˥˞ ˸˪ˣ˰˲ ˶ˣ˯˵ˢ Σ˳˧˶ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˵ˣˡ˟ˮˣ ˢˬ ˯ˮ˩ˮ ˢˮ˸˷ˬ˪Υ 

 

˟ˣ˦ Σˢ˞˶ˮ ˣˤ˷ ˦ˣ˷˲ ˸ˤˣ˶˥ˬˢ flare-on.com ˡˣˡ˧˵˟ ˣˢ˷˪˩ Φ˧˲˩ ˧˸ˮ˧˧˴˷ ˫ˡˣ˵ˬ ˢˤ UTF16LE ύ˧˸˧˪˧ˠ 

˸˞ˤ ˪˰ ˧ˡ˧ ˢˮ˧˥˟ ˪˷ ˸ˣ˪ˣ˰˲ ˨˷ˬˢ˟ ˸ˣ˩˲ˣˢˢ ˸ˣˤˣ˶˥ˬ ASCII ˸ˣ˪˧ˠ˶ ˸ˣˤˣ˶˥ˬ˪ ˠˣ˯ˢˬ ˢˤˢ Φό˭˸˧ˮ ˫ˣ˶ˠ˪ 

π˪IDA ˠ˧˴ˢ˪ ˸˞ˤ ˸ˤˣ˶˥ˬ˩ ˪˰ ˧ˡ˧ ˢˡ˧ˬ˰ ˪˰ ˸ˣ˞ˢ ˢˮˣ˷˞˶ˢ ˢ˴˧˥˪ˣ ˪˰ Alt+A Φ˭˞˩ ˶˥˟ˮ Unicode C-

Style Φ˨˩ ˢˤ ˢ˞˶ˮ ˢ˟˶ˢ ˶˸ˣ˧ ˟ˣ˦Υ 

 

ˢ˞˶ˮ˩ ˢˤ˷ ˦ˣ˷˲ ˭˧˧ˬˣˡˢ ˶˟˥˸ˮ˷ ˣ˧˪˞ ˧˲˩ ˣˮ˧˞˶˷ ˟πpcapΦ ˫˞ ˞˴ˮ ˶ˠ˞˟˧ˡˢˬ ˪˩˸˯ˮˣ ˪˰ ˡˣ˵ˢ ˸˧˦˦˯ 

˞˪ ˭˧˥˟ˮ ˡˣ˰˟ ˢˤ˧˞ ˡˣ˵ ˨˷ˣˬ˷ ˸ˬˣ˷˸ ˟˪ Φˤ˞ ˢˬ ˢ˷˰ˮ˷ ˢˤ ˦ˣ˷˲ ˳˧˶ˮ ˸˞ ˳˟ˣ˵ˢ ˢ˞˶ˮˣ ˢˬ ˢ˶ˣ˵ Φ

˳˧˶ˮ˷˩ ˟πIDA ˪˟˵ˮ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢΥ 

 

˭˧˧ˮ˰ˬ ˡˣ˞ˬ Φ˪˧˥˸ˮ ˠ˟ˡ˪ ˷˲˥ˮˣ ˸˞ ˶ˣ˵ˬ ˢ˞˧ˠ˷ˢΦ 

 



 
 

  FLARE-ON 2022 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпр, ˶˟ˬ˴ˡ нлнн  нм 
 

˰˧ˠˮ ˸ˣ˞˧˶˵˪ ˸ˣ˪ˣ˰˲˪ ˸ˣ˶ˣ˷˟ моп-мор ˸˪ˣ˰˲˟ sπmain ˣˮ˪˷Υ 

 

ˢ˞˶ˮˣ ˸˧ˮ˩ˣ˸ˢ˷ ˸˯˶ˣ˵ ˧˶˥˞ ˢ˞˧˶˵ˢ ˢ˧˧ˮ˷ˢ Φ˪˟˞ ˭ˣˣ˧˩ ˧˸˷˪˷ ˸ˣ˞˧˶˵ˢ ˷˧ ˸˧ˮ˟˸ ˢˬˣˡ Φ˯ˮ˩˧ˮ 

˶ˠ˞˟˧ˡ˟ ˵ˣˡ˟ˮˣ ˸˞ ˧˸˷ ˸ˣ˪ˣ˰˲ˢΦ ˢˮˣ˷˞˶ˢ Σˢ˞˶ˮ ˞˧ˢ˷ ˢ˷ˣ˰ ˫˧˶˟ˡ ˫˧˶ˣ˷˵˷ ˸ˣ˶˟˥˸ˢ˟ ˶˸˞˪ 

flare-on.com ˸˥˧˪˷ˣ ˸˷˵˟ POSTΥ 
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ˢ˧˶˥˞ˣ ˸˧ˮ˩ˣ˸ˢ ˢ˩˧˷ˬˬ ˪ˣ˰˲˪ ˪˧ˠ˶˩ Φ˪˟˞ ˰ˠ˶ Σ˫˞ ˶˩ˤ˧ˮ ˸˶ˣ˟˰˸˟ ˸˷˶ˢ ˣˮ˧˞˶˷ ˳˟ˣ˵˟ sπpcap 

˫ˡˣ˵ˬˬ ˫ˠ ˫˷ ˢ˸˧˧ˢ ˢ˧˧ˮ˲ ˪πflare-on.com ˫˷ˣ ˧˶˥˞ ˥˪˷ˮ˷ ˭˩ˣ˸ ˫˧ˣ˯ˬ ˟πbase64 ˱ˡˢ ˶˧ˤ˥ˢ ˫ˠ ˞ˣˢ 

˭˩ˣ˸ ˟πbase64Φ 

˧˪ˣ˞ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˶ˤ˥˷˪ ˸˞ ˢ˶ˣ˟˰˸ˢ ˸˞ˤˢ Κ˶ˣ˩ˤˮ ˸˞ ˢ˟˷˥ˬˢ ˸˞ˤˢ ˨˧˷ˬˮˣ ˢ˪ˣ˰˲˪ ˢ˧˧ˮ˷ˢΦ 

˨˞ ˧ˮ˲˪ ˢˤ ˶ˬˣ˞ ˭˰ˬ˪ ˶˯ˢ ˵˲˯ Σ˧˸˪˩˸˯ˢ ˪˰ ˭˩ˣ˸ˢ ˣˮ˥ˮ˞˷ ˫˧˪˟˵ˬ ˬπflare-on.com ˢ˷˵˟˟ ˣˮ˪˷ 

ˢ˞˶ˮˣ ˢˤ˷ ˭˩ˣ˸ˢ ˪˧ˠ˶ˢ ˫˧˪˟˵ˬ˷ ˫ˠ ˢ˷˧˪ˠ˟ ˢ˪˧ˠ˶ ˭˲ˡ˲ˡ˟Φ 

˧˧˵ˣ˞ Φ˫˧˩˧˷ˬˬ: 

 

˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪ ˸˞ˤˢ ˢ˞˶ˮˣ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢ ύˠ˧˴˞ ˵˶ ˸˞ ˢ˪˥˸ˢˢ ˢ˪˷ ˧ˬ˰˦ˬ ˸ˣ˥ˣˮό 

 

˧˶˥˞ ˢ˞˧˶˵ˢ ˸ˮˬˣ˯ˬˢ ˢˮˣˬ˸˟ ˢˮˣ˶˥˞ˢ ˸˧ˮ˩ˣ˸ˢ ˸˯˶ˣ˵ Φˤ˞ ˟ˣ˷ ˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪ Φ 
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˨˧˷ˬˮ ˸ˣ˷˰˪ ˸˞ˤ ˡ˰ ˞˴ˬˮ˷ ˸˞ ˶ˣ˵ˬ ˢ˧˰˟ˢ ˢ˪˧˟ˣˬˢ ˢ˯˧˶˵˪: 

 

˟ˣ˷ ˢ˶ˣ˷ ˸ˬ˶ˣˠ˷ ˢ˯˧˶˵˪ Φ˟ˣ˷ ˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪ Φ˧ˮ˞ ˟˷ˣ˥ ˫˸˞˷ ˫˧ˮ˧˟ˬ ˸˞ ˢ˦ˮ˞ˣ˲ˢ Φ˫˞ ˨˧˷ˬˮ ˸˞ 

˨˧˪ˢ˸ˢ ˫ˡˣ˵ˬˬ ˰˧ˠˮ ˰˦˵˪ ˡˣ˵ˢ ˞˟ˢΥ 

 

˧˲˩ ˧˸˷˥˧ˮ˷ ˫ˡˣ˵ˬ Σˢˤ ˢ˞˶ˮ˩ ˢ˲˴ˬ ˭˩ˣ˸˪ ˞ˣˢ˷ base64 ˣˬ˩ ˟πpcap ˞˪ˣ ˱ˡ˪ ˪˧ˠ˶ˢ ˠ˴ˣˬ˷ ˭˧˧ˬˣˡ˟ 

flare-on.com Σ˸ˣ˶ˬ˪ ˣ˪˧˲˞˷ ˞˪ ˧˸˵ˡ˟ ˢˬ ˭˩ˣ˸ˢ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˸˶˟ˣ˰ ˣ˧˪˰Φ ˧˧˵ˣ˞ ˷˧ ˢˬ˩ ˫˧˩˶ˡ 

˵ˣˡ˟˪ ˸˞ ˢˤ ˢ˞˶ˮ˩ˣ ˶˟ˠ˸ˢ˪ ˪˰ ˢ˧˰˟ˢ Φˢˬ ˧˸˧˷˰˷ ˭ˬˤ˟ ˸ˬ˞ ˢˤ ˦ˣ˷˲ ˧˸˩˶˰ ˸˞ ˭˩ˣ˸ˢ ˶ˠ˞˟˧ˡ˟ ˪π

base64 ˷˵ˣ˟ˬˢ ˫ˣ˵ˬ˟ ˭˩ˣ˸ˢ ˪˷ ˶˸˞ˢ ύ˧˶˷˲˞ ˨ˣ˶˰˪ hex-view ˟πIDA Φό˪˟˞ ˨˶ˡˢ ˶˸ˣ˧ˢ ˢ˪˵ 

˸˷˶ˣˡ˷ ˸ˣ˥˲ ˸ˣ˵˯˰˸ˢ ˫˰ ˶ˠ˞˟˧ˡˢ ˪˩˟ ˢ˴˧˶ ˞˧ˢ ˫˧˶ˢ˪ ˶˸˞ ˧ˬˣ˵ˬ ˵˲˯˧˷ ˸˞ ˭˩ˣ˸ˢ ˣˮ˧˞˶˷ ˳˟ˣ˵˟ 

πspcap ˠˣ˞ˡ˪ˣ ˪˩˷ ˢ˷˵˟ ˭˧˧ˬˣˡ˪ flare-on.com ˰˧ˠ˸ ˶˸˞˪ ˣˮˬ˶ˢ˷Φ 

 ˶˷˲˞ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˤ˰˟ ˸˩˧˶˰ ˳˟ˣ˵ sπhosts ˟πwindows ˧˞˶˥˞˷ ˸ˣ˲ˬ˪ ˸ˣ˟ˣ˸˩ IP ˫˧˶˸˞˪ ˟˦˧ˬ˪ˣ 

˧˸˰˧ˡ˧ ˪˟˵ˬ ˸ˣˬ˧ˡ˵ ˪˰ DNSΦ 
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˧ˡ˩ ˫˧˶ˢ˪ ˶˸˞ ˷ˬ˸˷˞ ˸˧˧˶˲˯˟ ˭ˣ˸˧˧˲ˢ ˢ˴ˣ˲ˮˢ Flask Φˡˣ˞ˬ ˪˵ ˭˧˵˸ˢ˪ ˫˧˶ˢ˪ˣ ˢ˟ ˸˶˷ Φ˫˧˦˶˲ 

˶ˣ˷˧˵˟Φ ˫˷˪ ˨˩ ˟ˣ˸˩˞ ˸˞ ˦˲˧˶˵˯ˢ ˞˟ˢΥ 

from flask import Flask  
 
app = Flask (__name__)  
 
@app. route ( '/' , methods=[ 'GET' , 'POST' ])  
def index ():  
    return 
"TdQdBRa1nxGU06dbB27E7SQ7TJ2+cd7zstLXRQcLbmh2nTvDm1p5IfT/Cu0JxShk6tHQBRWwPlo9zA1dISfslk
LgGDs41WK12ibWIflqLE4Yq3OYIEnLNjwVHrjL2U4Lu3ms+HQc4nfMWXPgcOHb4fhokk93/AJd5GTuC5z+4Ysmg
Rh1Z90yinLBKB+fmGUyagT6gon/KHmJdvAOQ8nAnl8K/0XG+8zYQbZRwgY6tHvvpfyn9OXCyuct5/cOi8KWgALv
VHQWafrp8qB/JtT+t5zmnezQlp3zPL4sj2CJfcUTK5copbZCyHexVD4jJN+LezJEtrDXP1DJNg==" 
 
if __name__ == '__main__' :  
    app. run ( host ="127.0.0.1" , port =80)  

˞˪ ˥˩˷ˮ ˭˟ˣˬ˩ ˨ˣ˶˰˪ ˸˞ ˳˟ˣ˵ sπhosts ˣˮ˪˷ ˞˴ˬˮ˷ ύ˭ˣ˩ˮ ˪-Windows млκмм όˢ˧˧˵˧˸˟Υ 

C:\ Windows\ System32\ Drivers \ etc  

ˣˬ˧˷ ˟˪ ˪˰˷ ˸ˮˬ ˨ˣ˶˰˪ ˸˞ ˳˟ˣ˵ˢ ˣ˩˶˦˴˸ ˥ˣ˸˲˪ ˣ˸ˣ˞ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ Φ˱˧˯ˣˮ ˢ˶ˣ˷ ˫˰ sπIP 

˸˶˷ˢ˷ ˣˮˬ˶ˢ˷ ˳˶ ˣ˧˪˰ ˣ˧˶˥˞ˣ ˥ˣˣ˶ ˸ˣ˟ˣ˸˩ˢˣ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˢˮ˧˪˟ˣ˸˷ ˣˮ˸ˣ˞ ˪πIP ˢˤˢ ˸ˣˡ˶˲ˣˬ ˣ˸˟ 

˥ˣˣ˶ ˭ˢ˧ˮ˧˟ Φ˨˩ ˢ˞˶ˮ ˳˟ˣ˵ sπhosts ˧˪˷ ˶˥˞˪ ˢ˩˧˶˰ˢΥ 

 

 

https://flask.palletsprojects.com/en/2.2.x/installation/
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˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ˰˵˶˟ Φˢ˵˧ˡ˟ ˭˲ˡ˲ˡ˟ ˣˮ˪˷ ˶˷˞˸ ˣˮ˪ ˣˮ˥ˮ˞˷ ˸ˬ˞˟ ˫˧˰˧ˠˬ ˸˶˷˪ ˣˮ˪˷ ˫˰ sπ

base64 Φ˪˟˞ ˢ˪˞˷ˢ ˞˧ˢ ˫˞ˢ ˫ˠ ˧˶˞ˮ˧˟ˢ ˠˢˮ˸˧ ˣˬ˩ ˭˲ˡ˲ˡˢ ˣˮ˪˷ Κ˷˧ ˵˶ ˨˶ˡ ˸˥˞ ˸ˣ˪ˠ˪ Σ˳˧˶ˮ 

˶ˠ˞˟˧ˡ˟ ˶ˣ˴˰ˮˣ ˧ˮ˲˪ ˢˡˣ˵ˮˢ ˣˮ˪˟˧˵˷ ˢ˞˧ˠ˷ ˢ˞˶ˮˣ ˫˞ ˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˟ˣ˷ ˢ˞˧ˠ˷: 

 

ˢ˞˶ˮ ˢˤ˷ ˡ˟˰ Η˶˷˲˞ ˣ˪˧˲˞ ˸ˣ˞˶˪ ˢ˰˴˟˸ˢ˷ ˸˷˵˟ POST ˸˶˷˪ ˣˮ˪˷Φ 

 

˶ˡˢˮ Σ˪˟˞ ˢˬ ˣ˧˷˩˰ Σˢˬ ˫˰ ˢ˷˵˟ˢ ˢ˧˧ˮ˷ˢ ˢ˲˧˞ˣ ˪ˠˡˢΚ ˫˞ ˨˧˷ˬˮ ˳ˣ˶˪ ˶ˠ˞˟˧ˡ˟ ˢ˪ˠˮ ˣˮ˥ˮ˞˷ ˸ˬ˞˟ 

˫˧˪˟˵ˬ ˸˷˵˟ POST ˸˲˯ˣˮ ˸˶˷˪ ˣˮ˪˷ ˫ˠˣ ˷˧ ˢ˯˧˶˵ ˸˲˯ˣˮΦ 

˪˟˞ ˫ˡˣ˵ Σˡ˵ˬ˸ˮ ˢ˷˵˟˟ ˢˮˣ˷˞˶ˢ Σˢ˞˶ˮ˷ ˢ˶˟˰˷ ˧l ˵˪˥ Φ˫ˮˬˣ˞ˢ Κ˪˩ˣˮ ˸ˣ˷˰˪ Capture ˢ˶ˣ˟˰˸˪ 

ˣˮ˪˷ ˸˶ˤ˰˟ WireShark ˸ˣ˞˶˪ˣ ˫˞ˢ ˷˧ ˫˧˪ˡ˟ˢ ˭˧˟ ˢ˷˵˟ˢ ˣˮ˪˷ ˢ˷˵˟˪ ˣˮ˥ˮ˞˷ ˫˧˞ˣ˶ ˳˟ˣ˵˟ sπpcap 

˵˲ˣ˯˷ ˣˮ˪Φ 

 

˪˞ˬ˷ˬ ˢ˷˵˟ˢ ˣˮ˪˷ ˭˧ˬ˧ˬˣ ˢˬπpcap ˵˲ˣ˯˷ ˣˮ˪ Φ˟ˣ˦ ˭˧˞ ˨˶ˣ˴ ˸ˣ˧ˢ˪ ˡ˥ ˭˧˰ ˧ˡ˩ ˸ˣ˞˶˪ ˢ˷πdata ˥˪˷ˮ˷ 

˸˷˵˟˟ sπPOST ˢˮˣ˷ ˭˧˟ ˢ˴˶ˢˢ ˢ˯˲˸ˮ˷ ˟πpcap ˵˲ˣ˯˷ ˣˮ˪ ˢ˴˶ˢ˪ ˣˮ˪˷ Φ˧˪ˣ˞ ˨˧˶˴ ˸ˣ˧ˢ˪ ˸˴˵ ˡ˥ ˭˧˰ 

˧ˡ˩ ˸ˣ˞˶˪ ˸˞ ˫˧˪ˡ˟ˢˢ ˭˧˟ sπUser-Agent ˧˸˷˟ ˸ˣ˷˵˟ˢ Φˡ˥ˣ˧ˬ˟ ˶˲˯ˬˢ ˣ˲ˣ˯˟ ˞˪˷ ˶ˣ˶˟ ˢˬ ˞ˣˢ 

˪˪˩˟ ˞ˣˢˣ ˞˪ ˢ˞˶ˮ ˶˟ˡ˩ ˧˦˶ˡˮ˦˯ ˟πUser-AgentΦ 

ˢ˞˶ˮ ˨˶˦˴ˮ˷ ˭ˣ˥˟˪ ˟ˣ˶˵ˬ ˸˞ ˪˩ ˨˧˪ˢ˸ˢ ˪˷ ˸˶˧˴˧ ˢ˷˵˟ ˪˩ˣ ˢˣˣ˪˸ˬˢ ˨˩˪ Φ˫˷˪ ˨˩ ˫˧˷ˮ bp ˪˰ 

˫ˣ˵˧ˬˢ ˣˮ˧ˢ˧ˤ˷ ˶˴ˣ˧˷ ˥˪ˣ˷ˣ ˸˞ ˸˷˵˟ sπPOST ύˢˤ˷ ˷ˬˬ ˧ˮ˲˪ ˢ˯˧˶˵ˢ ˫˞ ˫˸˞ ˫˧˶˩ˣˤ ό˳˧˶ˮˣΦ 
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˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪: 

 

ˢ˞˶ˮ ˷˧˷ ˭˞˩ ˸˴˵ ˸ˣ˞˧˶˵ ˸ˣ˪ˣ˰˲˪ ˢ˪˥˸ˢ˟ ˤ˞ˣ ˟˪˷˟ ˫˧ˣ˯ˬ ˢˤ ˠ˧˷ˬ ˫ˠ User-Agent Φ˧ˮ˞ ˥˧ˮˬ 

ˡˣ˵ˢ˷ ˧˞ˮ˸˟˷ ˸˥˸ˬ ˡ˰ˣˮ ˸˯˧˲˸˪ ˸ˣ˞˧ˠ˷ Φ˭ˣˣ˧˩ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˴ˣ˶ ˸˟˷˪ ˭˞˩ ˪˩ ˫ˣ˧ˢ Φ˞˪ ˯ˮ˩˧ˮ ˪˩˪ 

˸ˣ˪ˣ˰˲ˢ ˢ˪˥˸ˢ˟ ˞˪˞ ˨˧˷ˬˮ ˶˥˞˪˪ ˠ˷ˣˢ˷ sπUser Agent ˭˥˟ˮˣ ˢˬ ˞ˣˢ Σ˧˩ ˧˲˩ ˣˮ˥ˮ˞˷ ˫˧˶˩ˣˤ 

˫ˡˣ˵ˬˬ ˞ˣˢ ˢ˞˶ˮ ˸˴˵ ˡˣ˷˥Φ 

˶˥˞˪ ˣˮˠ˪˧ˡ˷ ˪˰ ˧˞ˮ˸ˢ ˵ˮ˰ˢ ˣˮ˰ˠˢ ˢ˲˪Υ 

 

ˢ˞˶ˮˣ ˞˪˷ ˣˮˬ˧˧˯ ˫˰ sπUser-Agent ˧˲˪ ˡˣ˵ˢ ˞˴ˬˮ˷ ˸˥˸ˬ Σ˨˞ ˣ˞ˣ˟ ˵ˣˡ˟ˮ ˢˬ ˞ˣˢ ˰ˠ˶˩Υ 
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˭˧˧ˮ˰ˬ ˡˣ˞ˬ Φ˫˞ ˣ˶˩ˤ˧˸ ˢˮˣˬ˸˟ ˢˬπcapture ˣˮ˪˷ ˫ˡˣ˵ˬ Φ˧˞ˡˣˣ˟ ˣˮ˧˥˟˸ ˶˥˞˪˷ ˸ˤˣ˶˥ˬˢ ˸˞ˤˢ ˷˧ ˡˣ˰ 

˶˲˯ˬ ˢ˞˶ˮ˷ ˡˣ˷˥ Φˢ˞˶ˮ˩ ˞ˣˢ˷ ˨˪ˣˢ ˱˯ˣˣ˸ˢ˪ ˷ˬˬ ˣ˧˷˩˰ ˪πUser-Agent ˣˮ˪˷: 

 

˫˞ ˨˧˷ˬˮ ˳ˣ˶˪ ˢ˞˶ˮ ˢˤ˷ ˵ˣ˧ˡ˟ ˢˬ ˢ˶ˣ˵˷ Φ˪˩˸˯ˮ ˡˣ˵˟ ˢ˞˶ˮ ˫ˡˣ˵˷ ˸ˤˣ˶˥ˬˢ ˣˮ˪˷ ˸˶ˬˣˬ ˪πwide 

char ύˢ˪˞ ˠˣ˯ ˸ˣˤˣ˶˥ˬˢ ˢ˧˧˶˲˯ˢ˷ ˸˞ˤˢ ˪˷ sπnetworking ˟-Windows ˸˟ˢˣ˞ ˡˣ˟˰˪ ˭˸˧˞ όˤ˞ˣ 

˶˷˶ˣ˷ˬ ˢ˲ˣ˯˟ ˢˡˣ˵ˮ ˵˧˯˲ Σˢˮ˸˷ˬ ˣˢ˷˪˩ ˞ˣˢ˷ ˢ˞˶ˮ˩ ˶˲˯ˬˢ ˣˮ˪˷ ˶ˠˣ˯ˣ ˫˧˧˶ˠˣ˯ Φ 

˪˩ˣˮ ˸ˣ˞˶˪ ˷πмпv ˞ˣˢ˷ ˶˲˯ˬˢ ˶˷˶ˣ˷ˬ˷ ˱ˣ˯˪ sπUser-Agent ˞ˣˢˣ ˰˧ˠˬ ˢˮ˸˷ˬˢˬ Source ˪˟˞ 

ˢ˲˧˞ˬ Source ˰˧ˠˬ Κ˭˥˟ˮ ˸˞ ˢ˪ˣ˰˲ˢ ˸˧ˡ˧˧ˬ ˸˥˸ˬ ˢ˶ˣ˷˪ ˸ˮˬˣ˯ˬˢ ˢˮˣˬ˸˟ ˪˧˰˪ Φ˫˧˷ˮ ˟˪ ˣˢ˷ˬ˪ 

˭˧˧ˮ˰ˬΥ 
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˧˸˵˟ˡˢ ˵˪˥ ˢ˪ˣ˰˲ˢˬ ˨ˣ˯˥˪ ˫ˣ˵ˬ˟ ˧˩ ˢˤ ˞˪ ˢˤ˩ ˧˦˧˶˵ Φ˪˟˞ ˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˸˥˵ˣ˪ ˶˲˯ˬ 

ύunsigned int όˢ˶˧ˬˬˣ ˣ˸ˣ˞ ˸ˤˣ˶˥ˬ˪ Φ˪˟˞ ˵˪˥ˢ ˭˧˧ˮ˰ˬˢ ˞ˣˢ ˞˧ˢ˷ ˸˪˟˵ˬ ˧ˮ˷ ˫˧˶˦ˬ˶˲ ˢˬ˧˸˥˟ 

ˢ˪˷ ˞˪ˣ ˡ˥˞ Η˶ˣˤ˥ˮ ˢ˶ˣ˥˞ ˟πIDA ˳˥˪ˮˣ F5 ˪˰ ˸ˮˬ ˭ˮ˰˶˪ ˸˞ ˣˡˣ˞˯˲ˢπˡˣ˵ ˢˣˣ˵ˮˣ ˣˡˣ˞˯˲ˢ˷ ˡˣ˵ ˣˮ˪˷ 

˭˩ˡ˰˸˧Υ 

 

˭˩˞ ˢ˞˶ˮ ˢ˷πdword ˢˤˢ ˞ˣˢ ˶˲˯ˬˢ ˣˮ˪˷ ύ˫ˡˣ˵ˬ ˞ˣˢ ˞˪ ˰˧˲ˣˢ Φόˢ˪˞˷ˢ ˢ˲˧˞ ˞ˣˢ ˶˴ˣˮ Κ˫˷˪ ˨˩ 

˷˲˥ˮ ˫˧˯ˮ˶˲˶ ˢˮ˸˷ˬ˪ ˢˤˢ Φπ˟IDA ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˪˰ ˧ˡ˧ ˢˡ˧ˬ˰ ˪˰ ˢˮ˸˷ˬˢ ˫˰ ˰˧˟˴ˬˢ ˢ˴˧˥˪ˣ ˪˰ 

˶ˣ˸˲˩ˢ X ˸ˡ˪˵ˬ˟: 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˷˧˷ ˵˶ ˢ˪ˣ˰˲ ˸˥˞ ˸ˬ˷ˣ˶˷ ˢˮ˸˷ˬ˪ ˢˤˢ ˧˸˦˪˥ˢˣ ˸ˣˮ˷˪ ˢ˪ ˸˞ ˫˷ˢ ˪πgen Φ˧˩ ˢ˞˶ˮ 

˞˧ˢ˷ ˠˬϥ˸˦˶ˮ ˫ˣˡˮ˞˶ ˢˮ˸˷ˬ˪ ˣˮ˪˷ ˪˰ ˧˲ seed ˪˷ ˭ˬˤ Φˣˬ˧˷ ˟˪ ˸˪ˣ˰˲˷ sπrand ˭˞˩ ˞˧ˢ ˢ˪ˣ˰˲ ˪˷ 

WindowsΦ 

ˤ˞ ˭˟ˣˬ˩ ˶˷˲˞˷ ˶ˣ˴˰˪ ˶ˠ˞˟˧ˡ˟ ˸ˣˮ˷˪ˣ ˸˞ sπrand ˪˟˞ ˧ˮ˞ ˟˪˷˟ ˢˤˢ ˧˸˧˧ˢ ˭˧˧ˮˣ˰ˬ ˶˸ˣ˧ ˟πseedΦ 

˭ˣˣ˧˩ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˵ˣ˧ˡ˟ ˢˤ˧˞˟ ˭ˬˤ ˢ˰˴˟˸ˢ ˢ˷˵˟ˢΥ 

 

˪˩ˣˮ ˟ˣ˸˩˪ ˦˲˧˶˵˯ ˵ˣˡ˟˧˷ ˸˞ ˢ˧˶ˣ˞˸ˢ ˣˮ˪˷ Φ˫˷˪ ˨˩ ˷ˬ˸˷˞ ˡˣ˵˟ ˧˸˞˴ˬ˷ ˟πgithub ˷ˬˬˬ˷ ˸˞ sπ

rand ˪˷ Windows ˸˲˷˟ ˭ˣ˸˧˧˲ ˢ˟ˣˢ˞ˢ ˣˮ˧˪˰Υ 

class microsoft_rand_prng :  
  """  
  Microsoft implementation of the srand and rand PRNG functions.  
  https://docs.microsoft.com/en - us/cpp/c - runtime - library/reference/srand?view=vs - 2019 
  https://docs.microsoft.com/en - us/cpp/c - runtime - library/reference/rand?view=vs - 2019 
   
  srand and rand functions are present on ucrtbase.dll  
  """  
  def __init__ ( self ):  
    self ._seed = 0  
 
  def srand ( self , seed):  
    self ._seed = seed  

https://gist.github.com/DaniloNC/89ff515689d5f6d7f2a585b098e2c03e
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  def rand ( self ):  
    n = self ._seed * 0x343fd + 0x269ec3  
    self ._seed = n & 0xffffffff  
    return (n >>16) & 0x7fff  
 
for mm in range ( 14, 15):  
    for ss in range ( 60):  
        for ms in range ( 1000):  
            rng = microsoft_rand_prng ()  
            rng. srand (ms + 1000 * (ss + 60 * mm)) 
            if (rng. rand () == 11950):  
                print (ms + 1000 * (ss + 60 * mm)) 
                print (mm,ss,ms)  

˫˞ ˸ˣ˶˰˷ˢˢ ˧˪˷ ˸ˣˮˣ˩ˮ Σˣˮ˥ˮ˞ ˫˧˶ˣˬ˞ ˪˟˵˪ ˸˞ ˭ˬˤˢ ˢˮˣˬ˸˟˷ ˢ˪˰ˬ˪ ˸˞ˣ sπseed ˶˴˧˷ ˢ˸ˣ˞ Φˣˬ˧˷ 

˟˪ ˭ˣˣ˧˩˷ ˧ˮ˞˷ ˰ˡˣ˧ ˢ˷˵˟ˢ˷ ˢ˷˥˶˸ˢ ˢ˵ˡ˟ мп ˢ˰˷˟ ˧ˢ˷˪˩ Σ˧ˮ˞ ˢˬ˶ˬ ˫˷ˣ ˵˶ ˸˞ ˢ˵ˡ мп ˢ˧˴˲ˣ˞˩ Φ

˨˞ ˢˮˣˣ˩˟ ˧˸ˬ˷˶ ˸˞ ˡˣ˵ˢ ˨˩ Φ˪˰ ˸ˮˬ ˣ˪˩ˣ˸˷ ˸ˣˮ˷˪ ˸ˣ˯ˮ˸ˢ˪ˣ ˫˩ˬ˴˰˟ Φ˪˩˟ ˢ˶˵ˬ ˢˤ ˦˪˲ˢ ˪˟˵ˮ˷Υ 

 

ˢ˞˶ˮ ˢ˷-seed ˧ˮ˷ˢ ˣˮ˪˟˧˵˷ ˢˤ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˷˲˥ˬ Φ˞ˣˢ ˪˲ˣˮ ˵ˣ˧ˡ˟ ˢ˧˧ˮ˷˟ ˢˮˣ˩ˮˢΦ ,˸˰˩ ˳˧˶ˮ 

˶ˠ˞˟˧ˡ˟ ˭˧ˤˮˣ ˸˞ sπseed ˢˤˢ Φ˯ˣ˲˸ˮˣ ˸˞ ˢ˶ˣ˟˰˸ˢ ˟πWireshark ˧ˡ˩ ˸ˣ˞˶˪ ˨˧˞ ˢ˷˵˟ˢ ˣˮ˪˷ ˸˧˞˶ˮ 

ˣ˧˷˩˰ Φˢˣˣ˵ˮ ˞˧ˢ˷ ˢˬˣˡ ˶˸ˣ˧ ˸˧˶ˣ˵ˬ˪: 

 

˧ˮ˲˪ ˢ˲˧˥ˡˢ ˪˷ ecx ˢˮ˷ˮ ˸˞ ˨˶˰ˢ ˣ˪˷ ˵˧ˤ˥ˬ˷ ˸˞ sπseed ˣˮ˪˷ ˨˶˰˪ ˣˮ˞˴ˬ˷ ˞ˣˢ˷: 

876637 (0xd605d)  

˳˥˪ˮˣ continue ˣˮ˥ˮ˞˷˩ ˫˧˯˲ˣ˸ ˸˞ ˪˩ ˢ˶ˣ˟˰˸ˢˢ .ˢ˷˵˟ ˢ˞˶˧˸ ˨˩Υ 
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˫˧ˢˡˬ Φˢ˞˶ˮ ˞˪˷ ˵˶ ˶˲˯ˬˢ ˱ˣ˯˟ sπUser-Agent ˫˞ˣ˸ ˶˲˯ˬ˪ ˢ˷˵˟˟ ˸˧˶ˣ˵ˬˢ Φ˞˪˞ ˫ˠ sπdata 

˥˪˷ˮ˷ ˢ˷˵˟˟ ˢˢˤ Η˪˟˞ ˸˧ˮ˩ˣ˸ˢ ˭˧˧ˡ˰ ˸˯˶ˣ˵  Φˢ˷˰ˮ ˢˬ ˣˮ˧˷˰˷ ˫ˡˣ˵ˬ Σ˷˲˥ˮ ˸˞ ˶ˣ˵ˬ ˢ˧˰˟ˢΦ 

ˢ˞˶ˮ ˢ˯˧˶˵ˢ˷ ˸˷˥˶˸ˬ ˢ˞˧˶˵˟ ˢ˪ˣ˰˲˪ ˢ˶ˣ˷˟ муоΥ 

 

˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪ ˫˞ˣ ˨˧˶˴ ˫ˠ ˢ˪ˣ˰˲˪ ˧ˮ˲˪ ˭˩Φ ˢ˪ˣ˰˲ˢ ˢ˯˧˶˵ˬˢ ˣˮ˪˷ ˸˧˞˶ˮ ˨˩ ύ˸ˣ˥˲˪ ˵˪˥ˢ ˡ˰ 

ˢ˯˧˶˵ˢΥό 

 

˞˧ˢˣ ˸˯˶ˣ˵ ˢ˞˧˶˵˟ ˪πv4 Φ˟ˣ˦ ˭˧˞ ˣˮ˪ ˭˞˩ ˢ˟˶ˢ ˡˣ˵ Σ˪˟˞ ˧ˮ˞ ˢˡˣˬ ˸˴˵˷ ˢ˷˵ ˧˪ ˟ˣ˵˰˪ ˧˶˥˞ ˪˩ 

˫˧ˮ˸˷ˬˢ ˣ˪˪ˢ ˶˪˧˧˲ˬˣ˵˧ˡ˟ Σˤ˞ ˶ˣ˟˰˞ ˪˩˸˯ˢ˪ ˪˰ ˧˪˟ˬ˯˞ˢ ˫ˣ˵ˬ˟ Φ˪˞ ˣ˥˩˷˸ ˪˩˟ ˢ˴˧˶ ˫˩˪˷ ˸ˣˮ˷˪ 

˸˞ sπseedΥ 
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˸˪˥˸ˢ ˢ˪ˣ˰˲ˢ ˸˧˞˶ˮ ˦˯˸˧˦˶ˡˮ ˧ˡˬ˪ Φˤ˞ˣ ˷˧ ˧˸˷ ˸ˣ˲˧˥ˡ ˸˧ˮ˯˥ˬ˪ ˪˷ eax xπesi Φˢˬ˪ ˞˪˷ ˵ˣˡ˟ˮ ˢˬ 

˟˷ˣ˧ ˫ˢ˟ Κ˳ˣ˶ˮ ˶ˠ˞˟˧ˡ˟ ˢˡˣ˵ˮ˪ ˸˞ˤˢΥ 

 

˫˞ ˳˥˪ˮ ˪˰ esi ˰˧ˠˮ ˱˴˶˪ ˫˧˸˟ ˟πIDA ˫˧˞˶ˮ˷ ˣˬ˩ ˸˟ˣ˸˩ Φ˷˶˲ˮ ˢ˸ˣ˞ ˩πDword ύ˪˩˟ ˸˞ˤ он ˦˧˟ό 

 

ˢ˞˶ˮ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ Φ˯ˮ˩˧ˮ ˸˟ˣ˸˩˪ ˢ˞˶ˮˣ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˞˟ˢΥ 

 

ˢˤ˷ ˫˴˰˟ ˪ˠˡˢ ˣˮ˪˷ . 

˫˧˪˟˪ˣ˟ˬ Κ˫ˠ ˧ˮ˞ Σ˪˟˞ ˧ˮ˞ ˥˧ˮˬ ˢˤ˷ ˭ˣˣ˧˩ˬ ˣˮ˧ˮ˧˷˷ ˸˞ s-seed ˫˴˰˟ˣ ˣˮ˶ˤ˥˧˷ ˸˞ ˢ˶ˣ˟˰˸ˢ ˢ˶ˣ˴˟ 

ˢˢˤ ˦˰ˬ˩ ˭˧˦ˣ˪˥˪ ύˡ˟˪ˬ ˫˧˵˪˥ ˟πUser-agent ˢ˞˶ˮ˩˷ ˞˪ ˫˧˦ˮˣˣ˪˶ όˢˤ ˢˬ ˪˧˟ˣˢ˷ ˨˩˪ Φ˨˩ ˫ˠ ˧˸˶˸˲ 

˸˞ ˶ˠ˸˞ˢ ˭ˬˤ˟ ˸ˬ˞Φ 

˧ˮ˲˪ ˸˟˧˸˩ ˭ˣ˶˸˲ˢ ˢˤˢ ˧˸˟˷˥ ˫˞ˢ ˧˞ˡ˩ ˨˧˷ˬˢ˪ ˶ˣ˵˥˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˢˤˢ ˧ˡ˩ ˭˧˟ˢ˪ ˪˩ ˵˧˯˲ ˢˬˣ ˫˶ˠ 

˵ˣ˧ˡ˟ ˪ˠˡ˪ ˸ˣ˧ˢ˪ ˭˞˩ ˭ˣ˶˩˧ˤ˟ ˧˸˰ˠˢˣ ˢˮ˵˯ˬ˪ ˞˪˷ Φˢ˞˶ˮ ˭˧˞˷ ˢ˲ ˢˤ˧˞ ˸ˬ˶ ˫ˣ˩˥˸ ˢ˪ˣˡˠ x˞ ˢˤ˧˞ 

ˣˢ˷ˬ ˷ˡ˥ ˭˧˧ˮ˰ˬˣ ˡˣˬ˪˪ ˫ˠˣ ˢ˩˩ ˸ˣˮˣ˶˸˲ˢ ˢ˪˞ˢ ˫˧˩ˣ˶˞ ˫˧˸˧˰˪ˣ ˫˧˪˟˪˟ˬ Φˤ˞ ˢˬ˪ ˯˧ˬ˰ˢ˪ ˫ˠ ˧˧˪˰ 

˫ˠˣ ˪˰ ˞˶ˣ˵ˢ ˡˣ˰ ˰ˡ˧ˬ ˶˸ˣ˧ˬΚ 

˪˩˟ ˢ˶˵ˬ Σ˪ˠˡˢ ˞ˣˢΥ 

i_s33_you_m00n@flare - on.com 
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˶ˠ˸˞ˢ ˧˷˧˷ˢ π a la mode 

 

˶ˠ˸˞˟ ˢˤˢ ˪˟˵ˮ ˳˟ˣ˵ ˢ˴˶ˢ ˫˷˟ HowDoesThisWork ˢ˞˶ˮ˷ ˠˣ˯ˬ ΦNET ˪˟˵ˮˣ ˫ˠ ˳˟ˣ˵ ˦˯˵˦ ˫˷˟ IR 

chat log ˪˧˩ˬˢ ˸˞ ˦˯˵˦ˢ ˞˟ˢΥ 

[FLARE Team]  Hey IR Team, it looks like this sample has some other binary that might 
interact with it, do you have any other files that might be of help.  
      
[IR Team]  Nope, sorry this is all we got from the client, let us know what you got.  

˭˧˧ˮ˰ˬ Φ˟ˣ˦ ˤ˞ ˫˰˲ˢ ˥˸˲ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˟πdnSpy ˢˤ˷ ˶˪˧˧˲ˬˣ˵˧ˡ ˶ˠ˞˟˧ˡˣ ˭˧ˣ˴ˬ ˧˴˟˵˪ NETΥΦ 

 

˭˧˥˟ˮ ˷˧˷ x˟ ˵˶ ˢ˵˪˥ˬ ˸˥˞ π Flag ˢ˟ˣ ˷˧ ˵˶ ˢ˪ˣ˰˲ ˫˷˟ GetFlag ˸˪˟˵ˬ˷ ˢˬ˯˧˯ ˦ˮˬˣˠ˶˞˩ ˧ˮ˞ˣ 

˥˧ˮˬ ˢ˯˧˲ˡˬ˷ ˸˞ ˪ˠˡˢ Φ˫˧˷ˮ ˟˪ ˡˣ˰˪ ˶˟ˡ ˶ˤˣˬ Σˡ˴˟ ˪˞ˬ˷ ˢ˞˶ˮ ˷πDnSpy ˶ˣ˸˟ ˳˟ˣ˵ ˫˷˟ 

FlareOn_x86.dllΥ 

 

ˡˣ˰ ˶˟ˡ ˶ˤˣˬ ˭˸˧ˮ˷ ˭˧˥˟ˢ˪ x˟ ˢˤ ˳˟ˣ˵ˢ˷ ˪˵ˣ˷ ттKB Φ˭˧˞ ˫ˣ˷ ˟˴ˬ ˫˪ˣ˰˟ ˡˣ˵˷ ˢˤ˩ ˪˵ˣ˷ ˪˩ ˨˩ ˢ˟˶ˢΦ 
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ˢ˲ˬ ˫˷˪ ˧˸˦˪˥ˢ ˥ˣ˸˲˪ ˸˞ ˳˟ˣ˵ˢ ˟πIDA Φ˪˟˞ ˳˟ˣ˵˩ PE ˪˧ˠ˶ ˞˪ˣ ˳˟ˣ˵˩ NETΥΦ 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˭ˣˬˢ ˸ˣ˪ˣ˰˲ Ηˢˤ ˶˧˟˯ˬ ˸˞ ˪ˡˣˠˢ ˪˷ ˳˟ˣ˵ˢ Φˢ˯ˮˮ ˷˲˥˪ ˣˢ˷ˬ ˭˧˧ˮ˰ˬ Φ˧ˮ˞ ˷˲˥ˬ ˫˧˶˟ˡ 

˫˧ˮ˧˧ˮ˰ˬ ˢˬ˩˟ ˸ˣ˦˧˷ Φ˸˥˞ˢ ˞ˣˢ ˭˟ˣˬ˩ ˷ˣ˲˧˥ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ ˸˞˧˴ˬˣ ˡˣ˵ˢ ˷ˬ˸˷ˬ˷ ˭ˢ˟ Φ˭˞˩ ˢˤ 

˞˪ ˪˩ ˨˩ ˡ˟˰ ˧˪ Φˣ˪˧˲˞ ˧˸˞˴ˬ˷ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ ύ˪˷ˬ˪ GetFlag ό˞˪ ˧˸˥˪˴ˢ ˷ˬ˸˷ˢ˪ ˟πIDA ˧ˡ˩ 

˞ˣ˴ˬ˪ ˸˞ ˡˣ˵ˢ ˷ˬ˸˷ˬˢ ˭ˢ˟ Φ˨˶ˡˢ ˢ˧˧ˮ˷ˢ ˞˧ˢ ˸˶ˤ˰˟ ˧ˣ˲˧ˬˢ ˪˷ IDAΥ 

 

π˟IDA ˢ˪˰ˬ˪ ˷˧ ˯˲ ˢˤ˩ ˢ˞˶ˬ˷ ˢ˲˧˞ ˢ˸˞ ˞˴ˬˮ ˳˟ˣ˵˟ Φ˧ˮ˞ ˳˥ˣ˪ ˪˰ ˸ˣˬˣ˵ˬ ˫˧ˬˣ˥ ˫ˢ˷ Unexplored 

ύ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˞˶˵ˬ˟ ˸˥˸ˬ˷ ˯˲˪ ό˷˲˥ˬˣ ˣˢ˷ˬ ˯˲ˣ˸˷ ˧˪ ˸˞ ˭˧˰ˢ Φ˫ˠ ˨˶ˡˢ ˸˞ˤˢ ˞˪ ˢ˶ˤ˰ ˧˪ 

˞ˣ˴ˬ˪ ˣˢ˷ˬ ˭˧˧ˮ˰ˬΦ 

˨˶ˡˢ ˸˧˷˧˪˷ˢ ˞˧ˢ ˸˷˞˧˧ˬˢ ˭˧˟ˬ ˫˪ˣ˩ ˞˧ˢˣ ˦ˣ˷˲ ˪˩˸˯ˢ˪ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˷˲˥˪ˣ ˣˢ˷ˬ ˢ˞˶ˮ˷ ˞˪ 

˧˦˶ˡˮ˦˯ ˳˲ˣ˵˷ ˭˧˰˪ ύ˸ˣˢˤ˪ ˸ˣ˪ˣ˰˲ ˸ˣˮ˧˧ˮ˰ˬ xʕ ˭˟ˣˬ˩ ˸ˣˮˬˣ˧ˬ ˫˧˥˸˲ˬ˷ ˫˰ ˭ˬˤˢ ˭ˣ˧˯˧ˮˢˣΦό 
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ˢ˟˶ˬ˪ ˞˪˲ˢ ˶˟˩ ˢ˪ˣ˰˲˟ ˢ˧˧ˮ˷ˢ ˧˸˧˞˶˷ ˟πIDA ˧˸ˬ˷ ˟˪ ˣˢ˷ˬ˪ ˡˣ˷˥ ύ˧˸˪˩˸˯ˢ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˟πIDA 

˧˲˪ ˶ˡ˯ˢ ˢ˪˰ˬ˪ˬ ˢ˦ˬ˪Υό 

 

ˣˬ˧˷ ˟˪ ˢ˪ˣ˰˲˪ ˸˞˶˵ˮ˷ ˢ˶ˣ˷˟ мо Φˢ˞˶ˮ ˞˧ˢ˷ ˸˥˵ˣ˪ ˫˧ˮ˸˷ˬ ˫˧˪˟ˣ˪ˠ ˢ˷ˣ˰ˣ ˫˸˧˞ ˣˢ˷ˬ Φ˪˩˸˯ˮ ˪˰ 

ˢ˪ˣ˰˲ˢΥ 
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ˢ˞˶ˮ ˢˤ˷ ˦ˣ˷˲ ˶ˣ˯˵ ˫˰ ˰ˣ˟˵ Η˫˞ ˪˩˸˯ˮ ˪˰ ˫˧ˮ˸˷ˬˢ ˭˧˥˟ˮ ˡ˥˞˷ ˫ˢˬ ˢˤ ˸ˤˣ˶˥ˬ ˞˪ ˢ˶ˣ˶˟ 

ύˢˮ˸˷ˬˢ ˶˟ˣ˰˷ ˶ˣ˯˵ όˢˮ˸˷ˬˢˣ ˧ˮ˷ˢ ˞ˣˢ ˢˮ˸˷ˬ ˵˧˶ ˢ˞˶ˮˣ ˞ˣˢ˷ ˵˧ˤ˥ˬ ˸˞ ˢ˞˴ˣ˸ˢΥ 

 

˸ˤˣ˶˥ˬˢ ˸˶˟ˣ˰˷ ˸˞ ˶ˣ˯˵ˢ ˢˮˣˬ˸˟ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˭˧˟ˬ ˪˩ ˢ˪˞ ˢˮˣˬ˸˟˷ Φ˪˟˞ ˭˪ˣ˩ ˸ˣ˞˶ˮ ˧l ˸ˣˬˣˡ Φ

ˤ˞ ˢˬ˪ ˞˪˷ ˢ˷˰ˮ ˶ˣ˯˵ ˭˪ˣ˩˪ Κ˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˶˴˵Υ 

arr = [ b"KK9Kg~grKQ{verXy" , b"T{xdr_vys{r \ x1D" , b"TxyyrtcYvzrsG~gr" , 
b"TervcrYvzrsG~grV" , b"TervcrC \ x7Fervs" , b"S~dtxyyrtcYvzrsG~gr" , 
b"Q{bd \ x7FQ~{rUbqqred" , b"Prc[vdcReexe" , b"PrcGextrdd_rvg" , b"{dcetzgV" , b"ErvsQ~{r" , b"@e~crQ~{r" ]  
 
for string in arr:  
    new_string = b""  
    for ch in string:  
        new_string += bytes ([ch ^ 0x17])  
    print (new_string)  
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˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢΥ 

ˢˬ ˯˲˸˷ ˧˪ ˸˞ ˭˧˰ˢ ˡ˥ˣ˧ˬ˟ ˢ˧ˢ sπlstrcmpA Φ˭˩˪ ˵ˣˡ˟˞ ˢ˲˧˞ ˞ˣˢ ˷ˬˣ˷ˬΥ 
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ˢˮ˷ˮ ˸˞ ˸ˣˬ˷ˢ ˪˷ ˪˩ ˫˧ˮ˸˷ˬˢ ˣˮ˞˴ˬ˷ ˳ˣ˲˵ˮˣ ˢ˪ˣ˰˲˪ ˸˷ˬ˸˷ˬ˷ ˸ˤˣ˶˥ˬ˟ lstrcmpAΥ 

 

˭˧˧ˮ˰ˬ ˡˣ˞ˬ Η˫˞ ˧ˮ˞ ˨˧˶˴ ˷˥ˮ˪ ˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˸˥˵ˣ˪ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˢ˪˞ˢ ˸ˮ˰ˣ˦ˣ ˸˧ˬˮ˧ˡ ˸˞ ˸ˣ˪ˣ˰˲ˢ 

ˣ˪˞ˢ ˫˧ˮ˸˷ˬ˪ ˫˧˪˟ˣ˪ˠˢ ύsπdwords Φό˟ˣ˦ ˢ˞˶ˮ ˷˧˷ ˣˮ˪ ˡˣ˰ ˸˴˵ ˸ˣˬ˷ ˸ˣˮ˷˪ ύ˧˸˶˸˯ˢ ˸˞ sπcasting 

˸ˣ˥ˣˮ˪ ˢ˞˧˶˵Υό 
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ˢ˟˶ˢ ˶˸ˣ˧ ˟ˣ˦ Φˣ˧˷˩˰ ˢ˞˶ˮ ˢ˲˧˞ ˸˞˶˵ˮ ˢ˪ˣ˰˲ˢ lstrcmpA ˸ˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞ ˡ˥ˣ˧ˬ˟Υ 

 

˫ˡˣ˵ ˪˩ Σˢ˞˶ˮ ˷˧˷ ˢˮ˸˷ˬ ˣˢ˷˪˩ ˶˟ˣ˰˷ ˶ˣ˯˵ ˞˪ˣ ˞˴˧ ˣˮ˪ ˵ˣˡ˟˪ ˣ˸ˣ˞ ˫ˡˣ˵ˬ ˦˲˧˶˵˯˟ Φ˵ˣˡ˟ˮ ˢˬ 

˨˶˰ˢ ˣ˪˷ Φ˦ˣ˷˲ ˧˸˲˯ˣˢ ˣ˸ˣ˞ ˦˲˧˶˵˯˪ ˫ˡˣ˵ˬˬ ˧˸˪˟˧˵ˣ ˸ˤˣ˶˥ˬˢ˷ ˞˧ˢ ϦAuthorization Failed ΦϦϥ

˭˧˧ˮ˰ˬ Φˤ˞ ˪˩˩ ˢ˞˶ˮˢ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˰˧ˠˢ˪ ˪πelseΦ 

˪˩˸˯ˮ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˶˵ˮ˷ ˸˪˧˥˸˟ ˢ˪ˣ˰˲ˢ ˫˰ ˫˧˰ˣ˟˵ ˫˧ˬ˧ˣ˯ˬΥ 
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˧ˡ˥ ˭˧˰ˢ ˫˩˧ˮ˧˟ˬ ˧˞ˡˣ ˣˬ˧˷˧ ˟˪ ˶˟ˣˡˬ˷ ˸ˣ˪ˣ˰˲˟ KSA xπPRGA ˪˷ ˫˸˧˶ˣˠ˪˞ ˢˮ˲˴ˢˢ RC4 ύ˫˞ ˡˣ˰ ˞˪ 

˫˸˦˪˵ ˫˸˞ ˡˣ˰ ˣ˦˪˵˸ ˨˷ˬˢ˟ ˷πFLARE ˡˣ˞ˬ ˫˧˟ˢˣ˞ ˷ˬ˸˷ˢ˪ ˟πRC4 ˫˧˶ˠ˸˞˟ ˞˪ˣ ˧ˡ˩˟Φ ˢ˟˶ˢ 

˸ˣ˪ˠˣ˶ ˸ˣ˷ˬ˸˷ˬ ˢˮ˲˴ˢ˟ ˸˞ˤˢ ˧ˡ˩ ˭˧˲˴ˢ˪ ˸ˣˤˣ˶˥ˬ ˪˷ˬ˪ό: 
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ˢ˩˩ ˢ˪ˣ˰˲ˢ ˣˮ˪˷ ˸˧˞˶ˮ ˸˰˩ ˶˥˞˪ ˣˮ˸ˮ˷ ˸ˣˬ˷ ˫˧ˬ˧˞˸ˬ ˪˩˪ ˫˧ˮ˸˷ˬˢ Φ˫˧˷ˮ ˟˪ ˫ˡˣ˵˷ ˸˥ˮ˰ˣ˲ˬ 

ˢˬ˯˧˯ˢ ˵˶ˣ ˶˥˞ ˨˩ ˪˰ ˯˧˯˟ ˢˬ˯˧˯ˢ ˸˥ˮ˰ˣ˲ˬˢ Σ˥ˮ˰ˣ˲ˬ ˫ˠ ˪ˠˡˢ ˢ˞˶ˮ˩ Φ˶˞˷ˮ ˵˶ ˞˧˴ˣˢ˪ ˸˞ 

˫˧˰ˣ˟˵ˢΦ 

ˣˬ˧˷ ˟˪ ˢ˟˶ˬ˪˷ ˢ˲˶˥ˢ IDA ˢˢ˧ˤ ˸˞ ˢˮ˸˷ˬˢ key ˣˮ˪˷ ˢ˪ˣ˰˲˩ ˫ˣ˷ˬ ˢˬ: 

 

˨˶˦˴ˮ ˸˩˪˪ ˢ˪ˣ˰˲˪ ˸ˣ˷˰˪ˣ undefine ˧˪˟ˬ˯˞˪ ˫˷˷ Φ˧ˡ˩ ˸ˣ˷˰˪ ˸˞ˤ ˰˧ˠˮ ˢ˪ˣ˰˲˪ ˟πIDA-View ύ˞˪ˣ 

˶˪˧˧˲ˬˣ˵˧ˡ˟ ό˳˥˪ˮ ˷˵ˬ ˧ˮˬ˧ ˪˰ ˢˡˣ˵˲ˢ ˢˮˣ˷˞˶ˢ ˢ˪ˣ˰˲˟˷ ˳˥˪ˮˣ ˪˰ Undefine x˞ ˭˧˲ˣ˪˥˪ ˶˷˲˞ ˦ˣ˷˲ 

˳ˣ˥˪˪ ˪˰ ˶ˣ˸˲˩ˢ UΥ 

 

ˣ˧˷˩˰ ˪˩ˣˮ ˞˧˴ˣˢ˪ ˸ˣ˥ˣˮ˟ ˸˞ ˪˩ ˫˧ˮ˸˷ˬˢ ˥ˮ˰˲˪ˣ ˸˞ ˪ˠˡˢ Φ˧ˮ˞ ˥˧ˮˬ ˫˩˟ˣ˶˷ ˫˩˪ˣ˩˩ ˫˧˰ˡˣ˧ ˸˞ˤ Φ˪˟˞ 

˪˩˟ ˸˞ˤ ˫˞ ˷˧ ˣˢ˷˧ˬ x˞ ˧ˢ˷˧ˬ ˞˪˷ π ˧ˡ˩ ˞˧˴ˣˢ˪ ˢˮ˸˷ˬ ˨˶˰ˬ˩ ˶˷˲˞˷ ˷ˬ˸˷ˢ˪ x˟ ˸ˣ˪˵˟ ˢ˷˰ˮ ˸˞ 

˱˴˶ ˸ˣ˪ˣ˰˲ˢ ˞˟ˢΥ 

мΦ ˡˣˬ˰ˮ ˪˰ ˸˧˟ˢ ˭ˣ˷˞˶ˢ ˢˮ˸˷ˬ˟ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˶˧ˬˢ˪Φ 

нΦ ˳˥˪ˮ ˷˵ˬ ˧ˮˬ˧ ˶˥˟ˮˣ ByteΥ 
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оΦ ˳˥˪ˮ ˟ˣ˷ ˷˵ˬ ˧ˮˬ˧ ˪˰ ˸˧˟ˢ ˳˥˪ˮˣ ˪˰ ArrayΥ 

 

пΦ ˭ˣ˪˥˟ ˥˸˲ˮ˷ ˣˮ˪ ˭˧ˤˮ ˸˞ ˪ˡˣˠ ˨˶˰ˬˢ ˣˮ˪˷ ύ˸ˣˬ˩ ˫˧˸˟ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˞˧˴ˣˢ˪ ό˳˥˪ˮˣ OKΥ 
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рΦ ˡˣˬ˰ˮ ˪˰ ˡ˥˞ ˧˵˪˥ˬ ˨˶˰ˬˢ ˶˴ˣˮ˷ ˳˥˪ˮˣ Shift+EΥ 

 

сΦ ˭ˣ˪˥˟ ˥˸˲˧˷ ˣˮ˪ ˶˥˟ˮ ˨˧˞ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˸˞ ˫˧ˮˣ˸ˮˢ ˣˮ˪˷ π ˢ˶˵ˬ˟ ˣˮ˪˷ ˧˸˶˥˟ ˨˶˰ˬ˩ ˪˷ ˫˧˸˟ ˞˪ 

˫˧ˮˣˣ˩ˬ ύunsigned Φόˣˢˤ ˪˩ˣˮ ˵˧˸˰ˢ˪ ˸˞ ˨˶˰ˬˢ ˳˟ˣ˵˪ C x˞ ˢ˶˵ˬ˟ ˣˮ˪˷ ˫˧˞˸ˢ˪ ˣ˸ˣ˞ ˳˟ˣ˵˪ 

˭ˣ˸˧˧˲Φ 

˧˶˥˞ ˨˧˶ˡˬˢ ˶˴˵ˢ ˢˤˢ ˪˷ ˨˧˞ ˞˧˴ˣˢ˪ ˫˧˩˶˰ˬ ˬπIDA ˸ˣ˪˵˟ Σ˰˧ˠˢ ˭ˬˤˢ ˸ˣ˷˰˪ ˸˞ ˢˬ ˣˮ˪ˣ˩˷ 

ˣˮ˯ˮ˩˸ˢ ˣ˪˧˟˷˟: ˠ˧˷ˢ˪ ˸˞ ˪ˠˡˢΗ ˫˷˪ ˨˩ ˟ˣ˸˩ˮ ˦˲˧˶˵˯ ˶˴˵ ˷ˬ˸˷ˬ˷ ˢ˧˧˶˲˯˟ pycryptodome: 

from Crypto.Cipher import ARC4 
key = [ 85, 139, 236, 131, 236, 32, 235, 254]  
ct = [ 62, 57, 81, 251, 162, 17, 247, 185, 44]  
ct2 = [ 225, 96, 161, 24, 147, 46, 150, 173, 115, 187, 74, 146, 222, 24, 10, 170, 65, 116, 173, 
192, 29, 159, 63, 25, 255, 43, 2, 219, 209, 205, 26]  
ct2 = bytearray (ct2)  
ct = bytearray (ct)  
key = bytearray (key)  
cipher = ARC4.new(key)  
print (cipher. decrypt (ct))  
print (cipher. decrypt (ct2))  

˦˪˲˟ ˣˮ˥ˮ˞ ˫˧˶ˣˬ˞ ˪˟˵˪ ˸˞ ˢˬ˯˧˯ˢ ˢ˶ˣ˷ˣ ˶˥˞ ˨˩ ˸˞ ˪ˠˡˢΥ 

b'MyV0ic3! \ x00'  
b'M1x3d_M0dE_4_l1f3@flare - on.com\ x00'  

ˢ˞˶ˮ ˢˤ˷ ˵ˣ˧ˡ˟ ˢˬ ˢ˶˵˷Φ ˧ˬ˪ ˢˢˣ˸˷ ˢˬ ˢˤ ˫˧˯ˮ˶˲˶ˢ ˪πMode ˪˷ˬ˪ ˸˶˸ˣ˩˟ ˶ˠ˸˞ˢ x˞ ˪πMixed 

Mode ˪˷ˬ˪ ˪ˠˡ˟ Φˤ˞ ˢˮˣˣ˩ˢ ˧˶˞ˮ˧˟˪ ˪˧˩ˬ˷ ˣ˩ˣ˸˟ ˫ˠ ˡˣ˵ ˢ˲˷˟ ˢˢˣ˟ˠ ˸˩ˬ˸ˮ˷ ˪˰ ˧ˡ˧ .NET ύ˪˷ˬ˪ 

C όІ˞˶˵ˮ˷ Managed Code ˫ˠˣ ˡˣ˵ ˰˴ˣ˟ˬ˷ ˸ˣ˶˧˷˧ ˪˰ ˧ˡ˧ ˡ˟˰ˬˢ ύ˪˷ˬ˪ ˡˣ˵ ˟˸˩ˮ˷ ˟πC ό˸ˣ˥˲˪ ˨˩ ˪˰ 

˧˲ ˧˸ˮ˟ˢ ˢ˪ˡˢ Σ˨˞ ˞˪ ˧˸˵ˬ˰˸ˢ ˞˷ˣˮ˟Φ ˧ˬ˪ ˢ˴ˣ˶˷ ˭˸˧ˮ ˞ˣ˶˵˪ ˡˣ˰ ˞˷ˣˮ˟ ˭˞˩ ύ˸˧˪ˠˮ˞˟Φό 

https://pycryptodome.readthedocs.io/en/latest/src/introduction.html
https://learn.microsoft.com/en-us/cpp/dotnet/mixed-native-and-managed-assemblies?view=msvc-170
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˶ˠ˸˞ˢ ˧˰˧˟˷ˢ π anode 

 

˶ˠ˸˞˟ ˢˤˢ ˪˟˵ˮ ˧˶˞ˮ˧˟ ˵ˮ˰ ˪ˡˣˠ˟ 55MB ˫˷˟ anode.exe Φ˳˧˶ˮΥ 

 

ˢ˞˶ˮ ˢˤ˷ ˦ˣ˷˲ ˷˵˟ˬ ˸˞ ˪ˠˡˢ ˤ˞ˣ ˶˷˞ˬ ˫˞ ˞ˣˢ ˭ˣ˩ˮ Φ˥˸˲ˮ ˟πIDA ˢ˞˶ˮˣ ˢ˪ˣ˰˲ ˢ˪˧˥˸ˬ˷ ˨˩Υ 

 

˟ˣ˦ Φˤ˞ ˧ˬ ˶˧˩ˬ˷ ˰ˡˣ˧ ˢˤ˷ ˦ˣ˷˲ ˡˣ˵ NodeJS ˪˲ˬˣ˵˷ ˳˟ˣ˵˪ ˧˶˞ˮ˧˟ ˪ˣ˩˧˷ ˳ˣ˶˪ ˸˧˞ˬ˴˰ Φˢ˞˶ˮ˩ ˭˞˩ˬ 

˪ˡˣˠˢ ˣ˪˷Φ ˪˟˞ ˧ˮ˞ ˸˴˵ ˫˧ˡ˵ˬ ˸˞ ˶˥ˣ˞ˬˢ Φ˟˪˷˟ ˢˤˢ ˡˣ˰ ˞˪ ˧˸˰ˡ˧ ˸˞ ˢˤ ˧˸˪˩˸˯ˢˣ ˟πstringsΦ 

 ˭˧˟ ˪˩ ˪˧˪˟ ˸ˣˤˣ˶˥ˬˢ ˢ˧ˢ Path ˯˲˸˷ ˧˪ ˸˞ ˭˧˰ˢΥ 
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˫˧˷ˮ ˟˪ ˫˷˪ nexe ˫ˠˣ ˶˲˯ˬ˪ мпΦмрΦо Φ˫˞ ˷˲˥ˮ ˪˰ nexe ˞˴ˬˮ ˸˞ ˱ˡ sπgithub ˞˟ˢ Φ˥˧˩ˣ˧˷ ˣˮ˪ ˪˰ˬ 

˪˩˪ ˵˲˯ ˶˧˟˯ ˢˤ˷ ˭˩˞ ˧˪˩ˢ ˶˴˧˷ ˸˞ ˮ˧˟ˢ˧˶˞ ˢˤˢ ˡˣ˵ˬ Javascript Φˢ˞˶ˮ˩ ˶˲˯ˬˢ мпΦмрΦо ˞ˣˢ ˸˯˶ˠ 

πsNode ˣ˷ˬ˸˷ˢ˷ ˢ˟ ˨˶ˣ˴˪ ˪˩ ˨˧˪ˢ˸ˢ Φ˧˸ˡ˶ˣˢ ˧˸ˮ˵˸ˢˣ ˢ˸ˣ˞ ˨˶ˣ˴˪ ˶ˠ˸˞ˢ Φˢ˪˞˷ˢ ˸˷˵˟˸ˬˢ 

˞˧ˢ ˨˧˞ ˫˧˴˪˥ˬ ˸˞ ˡˣ˵ sπJS ˳˟ˣ˵ˢˬ ˵ˮ˰ˢ ˢˤˢΚ 

ˤ˞ ˣˮ˧ˮ˧˟ Σˡˣ˵ˢ ˟˷ˣ˧ ˩πplaintext ˷ˬˬ ˱ˣ˯˟ ˧˶˞ˮ˧˟ˢ Φ˶˷˲˞ ˥ˣ˸˲˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˨˶ˣ˰˟ ˦˯˵˦ˢ ˟ˣˢ˞ˢ 

˫˩˧˪˰ Φ˪ˣ˪ˠ˪ ˢ˦ˬ˪ ˸ˣ˪ˠ˪ˣ ˫˷ ˸˞ ˡˣ˵ˢ Φ˪˟˞ ˧ˮ˞ ˞˪ ˧˸˰ˡ˧ ˸˞ ˢˤ ˭ˬˤ˟ ˸ˬ˞ ˧˸˷ˬ˸˷ˢˣ ˧˪˩˟ ˫˷˟ 

Nexe_unpacker. 

˪˩˟ ˨˶ˡ ˣ˶˥˟˧˸˷ ˣ˰˧ˠ˸ ˡˣ˵˪ ˵ˮ˰ ˭˟ ˦˰ˬ˩ ˸˶˷˰ ˫˧˲˪˞ ˸ˣ˶ˣ˷ Φ˞˪ ˱˶˴˞ ˸˞ ˣ˪ˣ˩ ˪˞ ˨ˣ˸ ˭ˣ˶˸˲ˢ ˞˪˞ 

˵˶ ˫˧˵˪˥ ˣˮˬˬ ˪˟˞ ˣ˪˩ˣ˸ ˸ˣ˲˴˪ ˣ˪ˣ˩˟ ˭˞˩. 

ˡˣ˵ˢ ˪˧˥˸ˬ ˨˩Υ 

const readline = require ( 'readline' ). createInterface ({  
  input: process . stdin ,  
  output: process . stdout ,  
});  
 
readline. question ( `Enter flag: ` , flag => {  
  readline. close ();  
  if (flag.length !== 44) {  
    console . log ( "Try again." );  
    process . exit ( 0);  
  }  
  var b = [];  
  for ( var i = 0; i < flag.length; i ++) {  
    b. push(flag. charCodeAt (i));  
  }  
 
  // something strange is happening...  
  if ( 1n) {  
    console . log ( "uh - oh, math is too correct..." );  
    process . exit ( 0);  
  }  
 
  var state = 1337;  
  while ( true ) {  
    state ^= Math. floor ( Math. random() * ( 2** 30));  
    switch (state) {  
      case 306211:  
        if ( Math. random() < 0.5 ) {  
          b[ 30] - = b[ 34] + b[ 23] + b[ 5] + b[ 37] + b[ 33] + b[ 12] + Math. floor ( Math. random() * 256);  
          b[ 30] &= 0xFF;  
        } else {  
          b[ 26] - = b[ 24] + b[ 41] + b[ 13] + b[ 43] + b[ 6] + b[ 30] + 225;  
          b[ 26] &= 0xFF;  
        }  
        state = 868071080;  
        continue ;  

˨˧˷ˬˬˣ ˫˰ ˡˣ˰ ˢ˟˶ˢ cases ˟πswitch statement ˶ˬˠˮˣ ˨˩Υ 

case 1071767211:  
        if ( Math. random() < 0.5 ) {  
          b[ 30] ^= (b[ 42] + b[ 9] + b[ 2] + b[ 36] + b[ 12] + b[ 16] + 241) & 0xFF;  
        } else {  
          b[ 20] ^= (b[ 41] + b[ 2] + b[ 40] + b[ 21] + b[ 36] + b[ 17] + 37) & 0xFF;  
        }  
        state = 109621765;  
        continue ;  

https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://nodejs.org/ru/blog/release/v14.15.3/
https://npm.io/package/nexe_unpacker
https://npm.io/package/nexe_unpacker
https://gist.github.com/dani0104/5eb50f8fa2c37ba9d9f9d14fd49c1067
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      default:  
        console . log ( "uh - oh, math.random() is too random..." );  
        process . exit ( 0);  
    }  
    break ;  
  }  
 
  var target = [ 106, 196, 106, 178, 174, 102, 31, 91, 66, 255, 86, 196, 74, 139, 219, 166, 106, 4, 
211, 68, 227, 72, 156, 38, 239, 153, 223, 225, 73, 171, 51, 4, 234, 50, 207, 82, 18, 111, 180, 
212, 81, 189, 73, 76];  
  if (b. every (( x, i ) => x === target[i])) {  
    console . log ( 'Congrats!' );  
  } else {  
    console . log ( 'Try again.' );  
  }  
}) ;  

˫˧˷ˮ ˟˪ ˢˬ˩˪ ˫˧˶˟ˡ ˫˧˶ˤˣˬ Φ˫ˡˣ˵ ˪˩ ˧˞ˮ˸ˢ ˢ˪˥˸ˢ˟ ˪˷ мn ύˢˤ˷ ˡ˥˞ ˩πBig Integer όπ ˶ˣˬ˞ ˸ˣ˧ˢ˪ 

˸ˬ˞ ˡ˧ˬ˸ Φ˨˩ ˫˞˷ ˭˧ˤˮ пп ˫˧ˣˣ˸ ˪˟˵ˮ ˢ˰ˡˣˢ ˸˶ˬˣ˞˷ Ϧmath is too correct Ϧ˸˧ˮ˩ˣ˸ˢˣ ˫˧˧˸˯˸ Φ˸˴˵ 

˶ˤˣˬ ˟˷˥˸ˢ˟ ˢˡ˟ˣ˰˟ ˸˧ˮ˩ˣ˸ˢ˷ ˢ˶ˣˬ˞ ˶˷˞˪ ˣˮ˪ ˪ˠˡˢ˷ ˣˮˤˢ˷ ˞ˣˢ ˭ˣ˩ˮ Φ˫˷˪ ˸ˣˬ˧˞ˢ ˳˧˶ˮ ˸˞ 

˸˧ˮ˩ˣ˸ˢ Φ˭˧ˤˮ пп ˫˧ˣˣ˸ ˵ˣˡ˟ˮˣ ˢˬ ˢ˶ˣ˵Υ 

 

˥˧˦˟ˬ ˫˩˪ ˧˸ˮˤˢ˷ пп ˫˧ˣˣ˸ Φ˫ˣ˷ˬ ˢˬ ˸˧ˮ˩ˣ˸ˢ ˞˪ ˢˬ˧˧˸˯ˢ ˢ˰ˡˣˢ˟ ˣˮ˧˲˧˴˷ ˢ˪ Σ˶ˤˣˬ ˡˣ˞ˬ Φˢˬ ˢ˶˵˧ 

˫˞ ˶ˣ˴˧ˮ exe ˣˮˬ˴˰˟ Φ˭˧˵˸ˮ nexe Φ˷ˬ˸˷ˮ x˟ ˶ˣ˴˧˪ ˧˶˞ˮ˧˟ ˡˣ˵ˬ ˶ˣ˵ˬˢ ˣˮ˞˴ˣˢ˷ Φ˳˧˶ˮ ˭˧ˤˮˣ пп ˫˧ˣˣ˸Υ 

 

˟ˣ˦ Φ˭˧˞ ˵˲˯ ˣˢ˷ˬ˷ ˶ˤˣˬ ˢ˶ˣ˵ ˟πexe ˵˲ˣ˯˷ ˣˮ˪ Φ˨˶ˡˢ ˢ˪˵ˢ ˰˧ˠˢ˪ ˷˶ˣ˷˪ ˢ˧˰˟ˢ ˞˧ˢ ˸ˣˣ˷ˢ˪ ˸˞ 

˧˶˞ˮ˧˟ˢ ˧˶ˣ˵ˬˢ ˪˷ ˶ˠ˸˞ˢ ˫˰ ˧˶˞ˮ˧˟ˢ ˣˮ˪˷ ˸˶ˤ˰˟ Hex Editor ˳ˣ˲˵˪ˣ ˪˞ ˸ˣ˟ˣ˸˩ˢ ˭ˢ˟˷ ˷˧ ˧ˮˣ˷ Φ˨˩ 

ˢ˷˰ˮΥ 

 

˪˞ˬ˷ˬ ˧˶˞ˮ˧˟ˢ ˧˶ˣ˵ˬˢ ˭˧ˬ˧ˬˣ ˧˶˞ˮ˧˟ˢ ˣˮ˥ˮ˞˷ ˣˮ˶˴˧ Φ˥˸˲ˮ ˸˞ ˫ˢ˧ˮ˷ ˟πIDA ˳ˣ˲˵ˮˣ ˸˟ˣ˸˩˪ ˸ˠ˴ˣˬˢ Φ

π˟IDA ˶˷˲˞ ˳ˣ˲˵˪ ˸˟ˣ˸˩˪ ˪˰ ˧ˡ˧ ˢ˴˧˥˪ ˪˰ Jump ˤ˞ˣ Jump to file offsetΦ ˳˟ˣ˵˟ ˧˶ˣ˵ˬˢ ˢ˞˶ˮ ˭˞˩˷ 

˪˥˸ˣ˞ˬ state ˰ˣ˟˵ ˫ˣˡˮ˞˶˪ ύ˪˩˩ ˢ˞˶ˮˢ ˨˶ˣ˴˪ ˸ˣ˞˧˶˵ˢ ˫ˣˡˮ˞˶˪ ˶˥˞ ˨˩Υό 
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˳˟ˣ˵˟ ˣˮ˥ˮ˞˷ ˣˮ˶˴˧ ˢ˞˶ˮ ˢ˷πstate ˧˞˶˵˞Υ 

 

˭˧˧ˮ˰ˬ ˡˣ˞ˬ Φˢˤ ˢ˞˶ˮ˩ ˷ˬ˷˧ ˣˮ˸ˣ˞ ˨˷ˬˢ˟ Φ˪˟˞ ˣˮ˧˴˶ ˸˰ˡ˪ ˢˬ ˢ˶ˣ˵ ˫˰ ˫˧˞ˮ˸ˢ Φˤ˞ ˨˧˷ˬˮ ˧ˮˣ˷˪ 

˞˟ˢΥ 

 

˫˰˲ˢ ˢ˞˶ˮ ˵˶˷ ˸˧˟ ˡ˥˞ ˢˮˣ˷  Φ˰˧ˠˮ ˢ˪ˣ˰˲˪ ˫˷˟ ToBooleanIsTrue ˨ˣ˸ˬ ˢ˧˧˶˲˯ ˫˷˟ v8 Φ˳˟ˣ˵˟ 

˧˶ˣ˵ˬˢ ˢ˶ˣ˷ˢ ˸˞ˤˢ ˸˧˞˶ˮ ˨˩Υ 

 

˳˟ˣ˵˟ ˣˮ˥ˮ˞˷ ˣˮ˶˴˧ ˢ˶ˣ˷ˢ ˸˧˞˶ˮ ˨˩Υ 

 

˟ˣ˦ ˤ˞ ˭ˣˣ˧˩ ˶˟ˣˡˬ˷ ˢ˧˧˶˲˯˟ ˸˶˩ˣˬ ˢ˴˶˷ ˫ˣ˧ˬˣ˶˩˟ ύ8v Φό˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˡˣ˵ˢ ˢ˪˷ ˸˷˶˟ ˵˧˟ˡ˞ ˣ˸ˣ˞ 

˭˞˩Υ 

 

https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
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˧˶˥˞ ˢ˶˧˲˥ ˧˴˟˵˟ ˶ˣ˵ˬˢ ˶ˣ˷˧˵˟ ˪˧˰˪ Φˢ˞˶ˮ ˷πkSmi ˢˤ ˦ˣ˷˲ ˶˲˯ˬ ˫˪˷ ˪˧ˠ˶ ˞ˣˢ˷ ˞˪ Big Integer Φ

ˤ˞ ˢ˞˶ˮ ˳˟ˣ˵˟˷ ˶ˠ˸˞ˢ ˫˴˰˟ ˪˩ ˶˲˯ˬ ˪˧ˠ˶ ˞ˣˢ˷ ˞˪ ˯˲˞ ˷˶˲˸˧ ˶˵˷˩ ˯˲˞ˣ ˷˶˲˸˧ ˸ˬ˞˩ ˸ˣ˥˲˪ 

˶˟ˣˡˬ˷˩ ˫˧˞ˮ˸˟ ˫˧ˮ˞˧˪ˣ˟Φ ˪˟˞ ˰ˠ˶ Σ˧˞ˮ˸ˢ ˠˢˮ˸ˬ˷ ˶ˤˣˬ ˪˧˟ˣˢ˷ ˣˮ˸ˣ˞ ˢ˵˧ˡ˟˪ ˸˞ˤˢ ˪˪˩˟ ˪˪ˣ˩Big 

Integer Φˢ˞˶ˮ ˨˶˦˴ˮ˷ ˨˧˷ˬˢ˪ ˭ˣ˥˟˪ ˸˞ ˫˧˪ˡ˟ˢˢΦ ˪ˡ˟ˢˢ ˞˟ˢ ˰˧˲ˣˬ ˢ˸ˣ˞˟ ˢ˪ˣ˰˲Υ 

 

˫˞ ˪˩˸˯ˮ ˡˣ˵˟ ˧˶ˣ˵ˬˢ ˧˸˵˟ˡˢ˷ ˢ˪˰ˬ˪  Φˢ˞˶ˮ ˢˤ˷ ˵˪˥ˢ ˰ˠˣˮ˷ ˪πBigInt Σˢˬ˩ ˰˧˸˲ˬΧ 

˧ˮ˞ ˢˡˣˬ ˫˰˲ˢ˷ Σˣ˪˧˲˞ ˫˰ ˡˣ˵ ˶ˣ˵ˬˢ ˸ˣ˟ˣˠ˸ˢˣ ˣ˟˷ Φ˧˸˧˷˵˸ˢ ˭˧˟ˢ˪ ˵ˣ˧ˡ˟ ˢˬ ˧ˣˮ˧˷ˢ ˢˤˢ ˢ˷ˣ˰ ˡˣ˵˟ Φ

˭˩˪ ˧˸˶˴˧ ˧˶˞ˮ˧˟ ˡˣ˵ˬ ˶ˣ˵ˬˢ ˣˮ˞˴ˣˢ˷  ˨˞ ˞˪ ˧ˮ˲˪ ˧˸˲˯ˣˢ˷ x˪ ˢˬ˩ ˫˧˞ˮ˸ ˫˧˪˪ˣ˩˷ BigInts ˫˧ˮˣ˷ 

˫˧˷ˬˣ˷ˬ˷ ˡˣ˵˟ Φ˧˸˵˸˰ˢ ˣ˧˪˞ ˸˞ ˪˩ ˫˧˧ˣˮ˧˷ˢ ˧˶˞ˮ˧˟ˢˬ ˧˶ˣ˵ˬˢ ˧˸˵ˡ˟ˣ ˢˤ˧˞ ˫˧˞ˮ˸ˢˬ ˶˧ˤ˥ˬ ˸ˬ˞ 

ˢˤ˧˞ˣ ˶˵˷ Φ˭ˣˣ˧˩ ˧˶˞ˮ˧˟ˢ˷ ˧˸˶˴˧˷ ˪˪˩ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˸˞ ˪˩ ˫˧˟˧˩˶ˬˢ ˧˶˞ˮ˧˟ˢˬ ˧˶ˣ˵ˬˢ ˧˶ˢ ˞ˣˢ˷ 

ˠˢˮ˸˧ ˢ˸ˣ˞˟ ˨˶ˡˢΦ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˧˸˧˪˧ˠ ˪˩˷ ˧˞ˮ˸ ˫˰ BigInt ˪˪˩˷ л ˸˥˞˟ ˸ˣ˶˲˯ˢ ˣ˪˷ ˢ˧ˢ ˸ˬ˞ ˪˩ˣ 

˧˞ˮ˸ ˫˰ BigInt ˞˪˷ ˪˪˩ л ˸˥˞˟ ˸ˣ˶˲˯ˢ ˣ˪˷ ˶˧ˤ˥ˬ ˶˵˷ Φ˸ˣ˥˲˪ ˨˩ ˧˲˪ ˸ˣ˵˧ˡ˟ˢ ˧˸˴˶ˢ˷Φ ˨˧˷ˬˮ 

˧ˮˣ˷˪ ˞˟ˢ ˭˧˟ ˫˧˶˞ˮ˧˟ˢ Φ˨˩ ˢ˞˶ˮ ˧˶˞ˮ˧˟ˢ ˧˶ˣ˵ˬˢΥ 

 

˨˩ ˢ˞˶ˮ ˧˶˞ˮ˧˟ˢ ˣˮ˥ˮ˞˷ ˣˮ˶˴˧Υ 

 

ˢ˞˶ˮ ˟ˣ˷˷ ˷˧ ˢˬ˷ˢ ˪˷ ˫˧˰ˣ˟˵ ˩πSeed ύx˞ ˶˸ˣ˧ ˭ˣ˩ˮ ˩πState Φό˨˞ ˞˪ ˢ˷˵ ˭˧˥˟ˢ˪ ˣˮ˷ˠ˲˷ ˶˟˩ 

˫˧˶˲˯ˬ˟ ˢ˪˞ˢ ˵ˣ˧ˡ˟ ˣˮ˥˟˷˩ ˸˞ ˧ˮˣ˷ˢ ˭ˣ˷˞˶ˢ ˭˧˟ ˫˧˶˞ˮ˧˟ˢ Φ˧˲˩ ˧˸˶ˬ˞˷ ˤ˞ Σˢ˞˶ˮ˩ ˢˤ˷ ˷ˬ˷ˬ ˩π

seed ˰ˣ˟˵ ˫ˣˡˮ˞˶˪ ˡˣ˵˟ ˶ˣ˵ˬˢ ˣˮ˞˴ˣˢ˷Φ 
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˟ˣ˦ Σˡ˰ ˭˞˩ ˫˧˪ˡ˟ˢˢ ˭˧˟ ˫˧˶˞ˮ˧˟ˢ Φˣ˧˷˩˰ ˣˮ˥ˮ˞˷˩ ˫˧˰ˡˣ˧ ˫˸ˣ˞ ˪˩ˣˮ ˫ˡ˵˸ˢ˪ Φ˪˩˸˯ˮ ˡˣ˵˟ ˶ˣ˵ˬˢ 

˭˧˥˟ˮˣ ˢˬ˩˟ ˫˧˶˟ˡ ˫˧˟ˣ˷˥ Φ˫ˡˣ˵ ˪˩ ˷˧ ˫˧˞ˮ˸ ˫˧˧ˣ˪˸˷ ˫ˣˡˮ˞˶˟ ˨˞ ˧˲˩ ˣˮ˧˞˶˷ Σ˫ˣˡˮ˞˶ˢ ˣˮ˪˷ ˡ˟ˣ˰ ˪˰ 

˧˲ seed ˰ˣ˟˵ Φ˨˩ ˞ˣˢ˷ ˞˪ ˸ˬ˞˟ ˧˪ˬˣˡˮ˶ ˪˩ˣˮˣ ˸ˣˤ˥˪ ˣ˸ˣ˞ Φ˭˩˪ ˪˩ˣˮ ˢ˷˰ˬ˪ ˸˰ˡ˪ ˸ˣ˞ˡˣˣ˟ ˵ˣ˧ˡ˟ ˢˤ˧˞ 

˸ˣ˪ˣ˰˲ ˸ˣ˧˦ˬ˸ˬ ˸ˣ˰˴˟˸ˬ ˪˰ ˦˪˵ˢ ˣˮ˪˷ ˢˤ˧˞˟ˣ ˶ˡ˯ ˭s ˸ˣ˰˴˟˸ˬΦ 

˧˧˵ˣ˞ ˤ˞ ˣ˧˷˩˰ ˣˮ˥ˮ˞˷˩ ˫˧˰ˡˣ˧ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ˣ ˸ˣ˪ˣ˰˲ˢˣ Σ˶˞˷ˮ ˣˮ˪ ˟ˣ˷˥˪ ˨˧˞ ˨ˣ˲ˢ˪ ˭˸ˣ˞ Φ˪˩˸˯ˮ 

ˢˬˠˣˡ˪ ˪˰ ˸ˣ˶ˣ˷ˢ ˸ˣ˞˟ˢ ύ˸ˣ˶ˤˣ˥˷ ˪˰ ˭ˬ˴˰ ˶ˣ˟˧˥˟ Σ˶ˣ˯˧˥ x˞ ˶ˣ˯˵ ˨˶ˣ˞˪ ˪˩ sπswitch statement 

˵ˮ˰ˢ Σ˫˰˲ˢ ˠ˧˴˞ ˶ˣ˯˧˥Υό 

b[ 30] - = b[ 34] + b[ 23] + b[ 5] + b[ 37] + b[ 33] + b[ 12] + Math. floor ( Math. random() * 256);  
b[ 30] &= 0xFF;  

ˣˬ˧˷ ˟˪ Φ˭˞˩ˬ ˶˧˟˯˞ ˸˞ ˟ˣ˶ ˨˧˪ˢ˸ ˭ˣ˶˸˲ˢ ˟˸˩˟ ˡ˟˪˟ ˵˶ˣ ˱˶˴˞ ˫˧˦˲˧˶˵˯ ˫˧˦ˮˣˣ˪˶ Φ˦ˣ˷˲ ˸˞˲ˬ 

˪ˡˣˠˢ ˪˷ ˡˣ˵ˢ ˶˟ˣˡˬˢ Φ˳˧˪ˬˬ ˟ˣ˵˰˪ ˡ˥˧˟ ˫˰ ˡˣ˵ˢ ˥ˣ˸˲ ˫˩ˡ˧˴˪Φ 

ˢ˞˶ˮ ˭˞˩˷ ˣˮ˥ˮ˞ ˫˧˶˯˥ˬ ˨˶˰ˬ ˦˪˵ˢ ˣˮ˪˷ ˯˵ˡˮ˧˞˟ ол ˸˞ ˫ˣ˩˯ ˫˧˩˶˰ˢ ˫˧˯˵ˡˮ˧˞˟ ˫˧˶˥˞ ˡˣ˰ˣ ˨˶˰ 

˧˪ˬˣˡˮ˶ ύˣ˸ˣ˞˷ ˶˟˩ ˣˮ˦˪˥ˢ ˶˷˲˞˷ ˸ˣˤ˥˪ ό˱ˣ˯˟˪ˣ ˫˧˷ˣ˰ mask ˫˰ 0xFF ˢˤ˷ ˢˣˣ˷ ˨˶˰ ˢ˪ˣ˰˲˪ ˣ˪ˣˡˣˬ 

нрсΦ ˫˞ ˟ˣ˷˥ˮ ˪˰ ˢˤ ˨˯ ˪˩ˢ ˰˴˟˸ˬ ˢ˲ ˶ˣ˯˧˥ ˸˥˸ ˠˣ˥ ˫˧ˬ˪˷ˢ ˣ˪ˣˡˣˬ нрс ˪˩˟ˣ ˠˣ˥ ˢˤ˩ ˪˩˪ ˶˟˧˞ 

˫˧˧˵ ˧ˡˠˮ Φˢ˞˴ˣ˸˩ ˨˩ˬ ˪˩ˣˮ ˶ˬˣ˪ ˸ˣ˞ˡˣˣ˟ ˫˞˷ ˱˧˪˥ˮ ˸˞ ˭ˬ˧˯ˢ ˪˷ ˯ˣˮ˧ˬ ˢˣˣ˷ Ґύπ ό˭ˬ˧˯˟ ˪˷ ˯ˣ˪˲ ˢˣˣ˷ 

 όҌҐύ˥˶˩ˢ˟ ˪˟˵ˮ ˸˞ ˢ˞˴ˣ˸ˢ ˢ˩ˣ˲ˢˢ ˢ˷˰ˬ˪ˣ ˨ˣ˲ˢˮ ˸˞ ˢ˧˴˶˲ˣ˞ˢ Φ 

˭˩˪ ˫˞ ˢ˴˶ˮ ˨ˣ˲ˢ˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˦ˣ˷˲ ˱˧˪˥ˮ ˸˞ ˫˧˯ˣˮ˧ˬˢ ˸ˣˬ˷ˢ˟ ˫˧˯ˣ˪˲˪ ˸˞ˣ ˫˧˯ˣ˪˲ˢ ˫˧˯ˣˮ˧ˬ˪ Φ

˫˧˷ˮ ˟˪ ˟˷πcases ˫˧ˮˣ˷ˢ ˷˧ ˫ˠ ˸˪ˣ˰˲ ˶ˣ˯˵ ˞˪ˣ ˰ˠ˧ˮ ˢ˟ Σ˧˩ ˧˲˩ ˰ˣˡ˧˷ ˣˮ˪ ˶ˣ˯˵ ˞ˣˢ xl ˧ˮˣˣ˧˩ Φ˟ˣ˷˥ ˧˪ 

˶˧ˢ˟ˢ˪ Σˣˠ˞ˡ˸ ˱˧˪˥ˢ˪ ˵˶ ˸˞ ˫˧ˮˬ˧˯ˢ ˸ˣˬ˷ˢ˟ Σ˸˞ˤ ˸˶ˬˣ˞ ˱ˠ˞˟ ˧˪˞ˬ˷ˢ Φ˫˞ ˣ˩˲ˢ˸ ˸˞ ˫˧ˮˬ˧˯ˢ 

˱ˠ˞˟ ˧ˮˬ˧ˢΧ ˟ˣ˦ ˨˧˞ ˫˧˟ˢˣ˞ ˡ˧ˠˢ˪ ˫˧ˡˣ˰˧˸˟ ˪˷ ˡˣ˵ π Undefined Behavior may occur Φ˟ˣ˦ ˸ˬ˞ˢ 

ˢˤ˷ ˞˪ ˭ˣ˩ˮ Φ˦ˣ˷˲ ˞˪ ˣˠ˧˷˸ ˸˞ ˢ˞˴ˣ˸ˢ ˢˮˣ˩ˮˢ Φ˪˟˞ ˧ˮ˞ ˥ˣ˦˟ ˫˸˞˷ ˫˧˞˶ˣ˵ ˫˧ˬ˩˥ ˞˪ˣ ˣ˷˰˸ ˸ˣ˧ˣ˰˦ 

ˢ˪˞˩ ˸ˣ˧˸ˣ˦˷Φ 

˶˩ˤ˧ˮ ˫ˠ ˱ˣ˯˟˷ ˡˣ˵ˢ ˷˧ ˨˶˰ˬ ˫˷˟ target ˣˬ˷˩˷ ˭˩ ˞ˣˢ Σˢ˶˦ˬ π ˞ˣˢ ˢ˶˦ˬˢ ˢ˴˶ˮ˷ ˰˧ˠˢ˪ ˢ˧˪˞ 

˶˥˞˪ ˭˧ˤˮ˷ ˸˞ ˪ˠˡˢ ˭ˣ˩ˮˢ Φ˪˟˞ ˞˪ ˫˸˯ ˣˮˡˬ˪ ˨ˣ˲ˢ˪ ˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢ Φˣˮ˥ˮ˞ ˢ˴˶ˮ ˳˧˶ˢ˪ 

˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ ˪˰ ˨˶˰ˬ ˢ˶˦ˬˢ ˶ˡ˯˟ ˨ˣ˲ˢ ˪˟˵˪ˣ ˸˞ ˨˶˰ˬˢ ˧˶ˣ˵ˬˢ ˞ˣˢ˷ ˢ˷˰ˬ˪ ˪ˠˡˢ ˣˮ˪˷ Φ˨˞ ˷˧ 

˫˰ ˢˤ ˢˬ˩ ˸ˣ˧˰˟ Σ˫ˡˣ˵ ˪˩ ˣˮ˥ˮ˞ ˞˪ ˫˧˰ˡˣ˧ ˢˬ ˫˧ˬˣˡˮ˞˶ˢ ˸˧ˮ˷ˣ ˣˮ˥ˮ˞ ˞˪ ˫˧˰ˡˣ˧ ˢˤ˧˞˪ ˧˞ˮ˸ ˨˧˧˸˷ˬ 

˪˩ ˫ˣˡˮ˞˶Φ 

˭ˬˤ˟ ˸ˬ˞ Σ˧ˮ˞ Σ˧˸ˣ˷˲˧˦˟ ˢˮ˧˞˷ ˸˰ˡˣ˧ ˳˵ Σ˞˪ ˧˸˟˷˥ ˪˰ ˸ˣ˶˷˲˞ˢ ˦ˣ˷˲ ˵˧˸˰ˢ˪ ˸˞ ˪˩ ˫˧˸˟ˢ 

˫˧ˮˣ˷ˢ ˧˶˞ˮ˧˟˟ ˧˶ˣ˵ˬˢ ˳˟ˣ˵˪ ˧ˮ˞˷ ˪˲ˬ˵ˬ ˪˪ˣ˩˷ ˢ˯˲ˡˢ ˪˷ ˪˩ ˫˧ˬˣˡˮ˞˶ˢ Φ˫ˣ˵ˬ˟ ˸˞ˤ ˧˸˥˵˪ ˸˞ sπ

seed ˧˸˞˶˵ˣ ˪˰ ˨˶ˡˢ ˢ˟˷ ˫ˣˡˮ˞˶ˢ ˡ˟ˣ˰ ˢ˪ˣ˰˲˟ Math.Random ˧˸˷ˬ˧ˬˣ ˭ˣ˸˧˧˲˟Υ 

import struct  
import sys  
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state0 = 0x60C43C4809AD2D74 
state1 = 0xCE6A1A53DB4C5403 
MASK = 0xFFFFFFFFFFFFFFFF 
generated = []  
def gen():  
   global state0, state1  
   for i in range ( 64):  
      s1 = state0 & MASK 
      s0 = state1 & MASK 
 
      s1 ^= (s1 << 23) & MASK 
      s1 ^= (s1 >> 17) & MASK 
      s1 ^= s0 & MASK 
      s1 ^= (s0 >> 26) & MASK  
      state0 = state1 & MASK 
      state1 = s1 & MASK 
      generated. append(state0 & MASK) 
 
    
 
def convert ( gen):  
   u_long_long_64 = (gen >> 12) | 0x3FF0000000000000 
   float_64 = struct. pack( "<Q" , u_long_long_64)  
   next_rand = struct. unpack( "d" , float_64)[ 0]  
   next_rand - = 1 
   return next_rand  
 
def gen_rand ():  
   if ( len (generated) == 0):  
      gen()  
   return convert (generated. pop())  
 
   
 
def gen_state ( rand , xorval =0):  
   if (xorval != 0): # !=0  
      rand = int (rand * ( 2** 30)) ^ xorval  
   return rand  
 
def altrand ():  
   return gen_state ( gen_rand (), 0)  
  
rands = [ altrand () for i in range ( 2000)]  
print (rands)  
 

ˣ˪˧˲˞ ˧˸˲˯ˣˢ ˸˞ ˢ˧˴˲ˣ˞ˢ ˱˧˯ˣˢ˪ ˨˶˰ ˪-xor ˣˬ˩ ˢ˶ˣ˵˷ ˡˣ˵˟ ˶ˣ˵ˬˢ ˭ˬˤ˟ ˢ˴˧˶ˢ ύ˪˟˞ ˧˸˧˪˧ˠ ˢˤ˷ 

˸ˣ˥˲ ˧˦ˮˣˣ˪˶ Φό˦˲˧˶˵˯ˢ ˢˤˢ ˯˧˲ˡ˧ ˢˬ˧˷˶ ˪˷ нллл ˫˧ˬˣˡˮ˞˶ ˢˤ˷ ˧l ˶˸ˣˢˣ ˢˬ˪ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴Φ 

˟ˣ˦ ˤ˞ ˷˧ ˣˮ˪ ˸˞ ˫˧ˬˣˡˮ˞˶ˢ ˣˮ˥ˮ˞ˣ ˫˧˰ˡˣ˧ ˵ˣ˧ˡ˟ ˢˬ ˢ˶ˣ˵ ˫˧˞ˮ˸˟ Φ˟˪˷˟ ˢˤˢ ˧˸˶ˬˢ ˸˞ ˡˣ˵ˢ ˶ˣ˵ˬ ˬπ

Javascript ˭ˣ˸˧˧˲˪ Φˢ˯˶ˠˬ оΦмл ˪˷ ˭ˣ˸˧˧˲ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˟πcase-match ˣˤ˷ ˢ˯˶ˠˢ ˪˷ ˭ˣ˸˧˧˲ ˪π

switch case Φ˸ˣˡˣˢ ˨˩˪ ˧˶ˣ˷˧˩˪ˣ ˢ˩˧˶˰ˢ ˧˪˷ ˨˶ˣ˰˟ ˡˣ˵ˢ ˟ˣˢ˞ˢ ˧˧˪˰ Σ˧˸˥˪˴ˢ ˶˧ˬˢ˪ ˸˞ ˡˣ˵ˢ ˨ˣ˸ 

ˢˬ˩ ˸ˣ˵ˡ ˡ˟˪˟Φ ˱˧˪˥ˮ ˪˩ ˧˞ˮ˸ ˪˪ˣ˩˷ BigInt ˪˪ˣ˩˷ л ˣ˩ˣ˸˟ ˸ˬ˞˪ ˪˩ˣ ˧˞ˮ˸ ˣ˟ˣ BigInt ˞˪˷ ˪˪ˣ˩ л 

ˣ˩ˣ˸˟ ˶˵˷˪ Φ˱˧˪˥ˮ ˫ˠ ˪˩ ˧˞ˮ˸ ˣ˟ˣ ˶˲˯ˬ ˢˮˣ˷ ˯˲˞ˬ ˶˵˷˪ ˪˩ˣ ˧˞ˮ˸ ˣ˟ˣ ˶˲˯ˬ ˢˣˣ˷ ˯˲˞˪ ˸ˬ˞˪ Φ 

ˣ˧˷˩˰ ˸ˬ˞˟ ˷˧ ˣˮ˪ ˪˩ˢ Φˢ˷˰ˬ˪ ˫˞ ˥˪˷ˮ ˪˷ˬ˪ ˸˞ ˨˶˰ˬˢ ϐϦпп ˫˧ˬ˰˲ ˸ˣ˞ˢ AϦ ώ˯˧˲ˡˮˣ ˸˞ ˨˶˰ˬˢ 

ˢˤ˷ ˞˧˴ˣˬ ˱ˣ˯˟ ˢˣˣ˷ˮˣ ˨˶˰ˬ˪ ˞˴˧˷ ˧˶˞ˮ˧˟˟ ˪˷ ˡˣ˵ˢ ˶ˣ˵ˬ ˟πJS ˫˞ ˯˧ˮ˩ˮ x˟ ˸˞ ˣ˸ˣ˞ ˦˪˵ˢ ύˠ˞ˡˮ 

˨ˣ˶˰˪ ˣ˸ˣ˞ ˯˧ˮ˩ˢ˪ˣ x˟ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˪˷ ˧˶˞ˮ˧˟ˢ ˧˶ˣ˵ˬˢ ˨˩ ˠˢˮ˸˧˷ ˢ˶ˣ˴˟ ˢˢˤ ˧˶ˣ˵ˬ˪ όˢ˞˶ˮ ˪˟˵ˮ˷ 

˨˶˰ˬ ˢˢˤ ˫ˠ ˢˬπJS ˫ˠˣ ˭ˣ˸˧˧˲ˬΦ 

https://peps.python.org/pep-0636/
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˭˧ˣ˴ˬ Φˢ˞˶ˮ ˡˣ˵ˢ˷ ˣˮ˪˷ ˡ˟ˣ˰ ˧ˣ˞˶˩ ˣˮ˥ˮ˞ˣ ˫˧˟˵ˣ˰ ˧˶˥˞ sπflow ˭ˣ˩ˮˢ ˢ˶ˣ˴˟ ˸ˬ˪˷ˣˬ Φˣ˧˷˩˰ ˵˶ ˶˞˷ˮ 

˸˥˵˪ ˸˞ ˨˶˰ˬˢ target ˨ˣ˲ˢ˪ˣ ˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ ˶ˡ˯ˢˣ ˭ˢ˪˷ Φ˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ ˧˸˶˟˯ˢ ˫ˡˣ˵ˬ ˡ˴˧˩ 

˨ˣ˲ˢ˪ Φ˸˞ ˶ˡ˯ˢ ˭ˢ˪˷ ˪˩ˣˮ ˨ˣ˲ˢ˪ ˸ˣ˪˵˟ ˪˰ ˧ˡ˧ ˢ˴˶ˢ ˢ˪˧ˠ˶ ύ˧ˮ˲˪ ˫˧˩˲ˣˢ˷ ˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ Φό˸˞˴ˣˢ ˪˩ 

πsstates ˫˧˪˧˟ˣˬ˷ ˫˴˰˟ ˪˩˪ ˢ˧˴˶˲ˣ˞ Σ˪˷ˬ˪ ˢˬ˧˷˶˩ ˤ˞ˣ ˡˣ˵˟ ˪˩ˣˮ ˰ˣ˟˵˪ state ˢˬ˧˷˶ˢˬ ˣˮ˞˴ˣˢ˷ 

˧ˮ˲˪ sπswitch statement ύx˞ match ˢ˶˵ˬ˟ ˪˷ ˭ˣ˸˧˧˲ ό˳ˣ˶˪ˣ ˫ˢ˧˪˰ ˶ˡ˯˟ ˨ˣ˲ˢ ˦ˣ˷˲ Φ˵˶ ˣˬ˧˷ ˟˪ 

˫˸˞˷˩˷ ˫˧˩˲ˣˢ ˸˞ ˶ˡ˯ˢ Φπsstate ˪˧˩ˬ˷ break ˰˧˲ˣ˧ ˭ˣ˷˞˶ Φ˪˩˟ ˢ˶˵ˬ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˞ˣˢ˷ ˢ˶˵˧ 

˭ˣ˶˥˞ Φˤ˞ ˫˧˷ˮ ˣ˸ˣ˞ ˱ˣ˯˟ ˢˬ˧˷˶ˢΦ 

˶˞˷ˮ ˣˮ˪ ˵˶ ˨ˣ˲ˢ˪ ˸˞ ˫˧ˬˣˡˮ˞˶ˢ ˞˪ Κ˞˪ ˵ˣ˧ˡ˟ Φˢˤ ˞˪ ˫˧ˬˣˡˮ˞˶ˢ˷ ˫˧˞˶˵ˮ ˶ˡ˯˟ ˨ˣ˲ˢ Φ˶˷˲˞ 

˪˩˸˯ˢ˪ ˪˰ ˫˧ˬˣˡˮ˞˶ˢ ˫˧˰ˣ˟˵˩ ˢ˷˰ˬ˪ Φ˧˩ ˪˩˟ ˢ˴˧˶ ˢ˪˧ˠ˶ ˢ˷˰ˬ˪ ˰˧˲ˣ˧ ˣ˸ˣ˞ ˫ˣˡˮ˞˶ ˣ˸ˣ˞˟ ˫ˣ˵ˬ 

ˡˣ˵˟ Φ˪˟˞ ˡˣ˵ˢ ˣˮ˪˷ ˞˪ˬ ˫˧˞ˮ˸˟ ˸ˣ˴˧˲˵ˣ Φˤ˞ ˨˧˞ ˢˤ˧˞ ˫ˣˡˮ˞˶ ˰˧˲ˣˬ ˢ˲˧˞ Κ˧˶ˢ ˷˧ ˣˮ˪ ˡˣ˵ ˠ˪ˡˬ˷ ˭˧˟ 

˫˧˞ˮ˸ Φ˷˧ ˢˬ˩ ˫˧˩˶ˡ ˸ˣ˷˰˪ ˸˞ˤ ˪˟˞ ˧ˮ˞ ˧˸˧˧ˢ ˱˧˧˰ ˸ˣˮˣ˧˯˧ˮˣ ˫˧˶˥˞ ˧˪˷ ˣ˪˷˩ˮ Σˤ˞ ˧˸˧˷˰ ˸˞ˤ ˨˶ˡ˟ 

˧˩ˢ ˸˪˟˶ˣ˯ˬ ˧˩ˢˣ ˸ˣ˥˲ ˢˬ˩˥ ˶˷˲˞˷ ˟ˣ˷˥˪ ˢ˧˪˰ Φ˧˸˴˶ ˢ˴˧˶ ˢ˪˧ˠ˶ ύ˧ˮ˲˪ ˸˩˧˲ˢ ˶ˡ˯ˢ ˸ˣ˧˴˶˲ˣ˞ˢˣ ό

˧˸˲˯ˣˢˣ ˰˦˵ ˡˣ˵ ˸˪ˣ˰˲˪ ˫ˣˡˮ˞˶ˢ ˰ˠ˶˟˷ ˫˧˞˶ˣ˵˷ ˢ˪ ˤ˞ ˯˲ˡˣ˧ ˧˪ ˯˵ˡˮ˧˞ˢ ˨˶˰ˬ˟ ˪˷ ˨˶˰ ˫ˣˡˮ˞˶ˢ 

˷ˬˣ˷˷ ˢˤ˧˞ˬˣ ˢ˶ˣ˷ ˞ˣˢ ˞˶˵ˮ ˧˸˶ˬ˷ˣ ˳˟ˣ˵˟ Φ˶˥˞˪ ˭˩ˬ Σ˧˸˟˸˩ ˦˲˧˶˵˯ ˶˴˵ ˥˵ˣ˪˷ ˸˞ ˫˧˩˶˰ˢ 

˧˸˶ˬ˷˷ ˪˷ ˶˲˯ˬ ˢ˶ˣ˷ ˯˵ˡˮ˧˞ˣ Φ˞˶ˣ˵ ˸˞ ˦˲˧˶˵˯ˢ ˧˸ˬ˷˶˷ ˱˧˪˥ˬˣ ˸˞ ˪˩ ˸ˣ˞˧˶˵ˢ ˫ˣˡˮ˞˶˪ ˪˩˟ 

˶˲˯ˬ ˢ˶ˣ˷ ˢ˞˧˶˵˪ ˯˵ˡˮ˧˞ˢˬ ˫˞ˣ˸ˢ ˶˲˯ˬ˪ ˢ˶ˣ˷ˢΦ ˨˩ ˷Υ 

if ( altrand () < 0.5 ):  
   b[ 30] - = b[ 34] + b[ 23] + b[ 5] + b[ 37] + b[ 33] + b[ 12] + math. floor ( altrand () * 256)  
   b[ 30] &= 0xFF 

˨ˣ˲ˢ˧ ˪Υ 

if (rands[ 1245] < 0.5 ):  
   b[ 30] - = b[ 34] + b[ 23] + b[ 5] + b[ 37] + b[ 33] + b[ 12] + math. floor (rands[ 1246] * 256)  
   b[ 30] &= 0xFF 

 ,˸˰˩˷˧˷ ˣˮ˪ ˸˞ ˫˧ˬˣˡˮ˞˶ˢ ˫˧ˮˣ˩ˮˢ ˣˮ˥ˮ˞ˣ ˫˧˰ˡˣ˧ ˨˧˞ ˨ˣ˲ˢ˪ ˸˞ ˸ˣ˧˴˶˲ˣ˞ˢ ˶ˡ˯ˢˣ ˪˷ ˭˸ˣ˞ ˸ˣ˧˴˶˲ˣ˞ Φ

˪˩ ˶˸ˣˮ˷ ˞ˣˢ ˳˧˶ˢ˪ ˸˞ ˦˲˧˶˵˯ˢ ˪˰ ˨˶˰ˬˢ target ˣˮ˪˷ ˦˪˵˩ Φ˦˲˧˶˵˯ˢ ˞ˣˢ ˵ˮ˰ ˭˩˪ˣ ˱˶˴˞ ˣ˸ˣ˞ ˭˞˩. 

˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢ ˪˪ˣ˩˷ ˸˞ ˪ˠˡˢΥ 

bytearray( b'n0t_ju5t_A_j4vaSCriP7_ch4l1eng3@flare - on.com') 

˶˥˞˪ ˶˟˩˷ ˧˸ˬ˧˧˯ ˸˞ ˶ˠ˸˞ˢ ˢˤˢ ˧˸˦˪˵ ˭ˣˣ˧˩˷ ˧ˮ˞˷ ˪ˣ˩˧ ˨ˣ˶˰˪ ˸˞ ˦˲˧˶˵˯ˢ ˧˶ˣ˵ˬˢ ˟πJavascript 

˫˧˷˪ˣ x˟ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˧˶˞ˮ˧˟˟˷ ˧˶ˣ˵ˬˢ ˪˷ ˶ˠ˸˞ˢ Φ˧˸˪ˣ˩˧ ˶˴˵˪ ˧ˬ˴˰˪ ˭ˣˬˢ ˢˡˣ˟˰ ύ˪˷ˬ˪ ˭˧˟ˢ˪ ˢˬ 

˫˧˪ˡ˟ˢˢ Σ˫ˠ˶˸˪ ˡˣ˵˪ ˭ˣ˸˧˧˲ Σ˶˴˧˧˪ ˫˧ˬˣˡˮ˞˶ ˣ˩ˣ όϥ˟ˣ˸˩˪ˣ ˦˲˧˶˵˯ ˟πJavascript ˢ˷ˣ˰˷ ˸˞ ˢˡˣ˟˰ˢ 

˫ˣ˵ˬ˟ Φ˪˟˞ ˸˞ˤ ˶˟˩ ˢˬ˩ˣ˥ ˡ˟˰˧ˡ˟ Φ˪˩˟ˣ ˸˞ˤ ˱˶˴˞ ˭˞˩ ˦˲˧˶˵˯ ˢˤ˩ Σˢ˶˵ˬ˪ ˢˤ˷ ˭˧˧ˮ˰ˬ ˫˩˸˞ Φ 

ˣˬ˧˷ ˟˪ ˧ˡ˩˷ ˦˲˧˶˵˯ˢ˷ ˟πJavascript ˡˣ˟˰˧ ˫˩˪ ˟ˣ˷˥ ˨ˣ˲ˢ˪ ˸˞ ˦˲˧˶˵˯ˢ ˧˶˞ˮ˧˟˪ ˸˶ˤ˰˟ nexe ˤ˞ˣ 

˱˧˯ˣˢ˪ x˟ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˷˧˷ ˧˶˞ˮ˧˟˟ ˧˶ˣ˵ˬˢΦ 

 

https://gist.github.com/dani0104/bc02be1aa6ec53e651c79a63481e1c08
https://gist.github.com/dani0104/d0969f8fea4237619539bad5cfc4a02c
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˶ˠ˸˞ˢ ˧ˮ˧ˬ˷ˢ π Backdoor 

 

ˢˬ˩ ˫˧˪˧ˬ ˧ˮ˲˪ ˶ˠ˸˞ˢ ˢˤˢ Σ˶ˠ˸˞ˢ ˢˤˢ ˢ˧ˢ ˢ˷˵ ˡ˥ˣ˧ˬ˟ Σˡ˥ˣ˧ˬ˟ ˶ˣ˞˪ ˢˡ˟ˣ˰ˢ ˭˧˞˷ ˧˪ ˷ˬˬ ˭ˣ˧˯˧ˮ ˫˰ 

˸ˣ˪ˠˣ˶ ύ˫˧˶˪˧ˣ˲˯ όΗˡ˥ˣ˧ˬ˟ˣ ˞˪ ˢ˪˞˩ ˸ˣ˟ˣ˸˩˷ ˟πNET Φ˧˸˪˟˧˵ ˶ˠ˸˞˟ ˢˤˢ ˢ˶ˤ˰ ˞˪ ˢ˦˰ˣˬ ˶˧˩ˤ˞˷ ˡˣ˰ 

˨˷ˬˢ˟: 

 

˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˳˟ˣ˵ ˢ˴˶ˢ PE ˠˣ˯ˬ NET Φ˫˞ ˳˧˶ˮ ˣ˸ˣ˞ ˥˸˲˧ ˭ˣ˪˥ ˢ˞˶ˬ˷ ˧˶˞ˮ˧˟ˢ˷ ˳˶ ˪˟˞ ˞˪ ˪˩ˣˮ 

˭˧˥˟ˢ˪ ˫ˣ˷˟ ˧ˣˮ˧˷ x˞ ˣˢ˷ˬ ˭˧˧ˮ˰ˬ ˢ˶ˣ˵˷ Φ˫˞ ˨˩ ˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˶˪˧˧˲ˬˣ˵˧ˡ˟ sπ.NET ˟ˣˢ˞ˢ ˣˮ˧˪˰ 

dnSpy Υ 

 

˫˧˷ˮ ˟˪ ˢˬ˩˪ ˫˧˶˟ˡ Φ˫ˡˣ˵ ˪˩ Σ˳˟ˣ˵ˢ ˞ˣˢ ˧l ˪ˣˡˠ ˞ˣˢ ˪˵ˣ˷ ˪˰ˬ 11MB Φ˸˧ˮ˷ Σˢ˞˶ˮ ˸˧ˮ˩ˣ˸˟˷ ˸˞ˤˢ 

˷˧ ˭ˣˬˢ ˸ˣ˪ˣ˰˲ ˸ˣ˵˪˥ˬˣ ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ Φ˸˧˷˧˪˷ Σˢ˞˶ˮ ˪˩˪˷ ˸ˣ˪ˣ˰˲ˢ ˷˧ ˡ˥˞ ˧ˮ˷ˬ ˸ˣˬ˷ 

ˣ˞ flare_xx x˞ flared_xx ˷˩πxx ˞ˣˢ ˶˲˯ˬ  Φˢ˞˶ˮ ˫ˠ ˸ˣ˪ˣ˰˲ˢ˷ ˠˣ˯ˬ flared_xx ˸ˣ˶ˣ˟˷ Σˣ˞ ˸ˣ˥˲˪ 

˶˪˧˧˲ˬˣ˵˧ˡˢ ˣˮ˪˷ ˞˪ ˥˧˪˴ˬ ˥ˮ˰˲˪ ˭˸ˣ˞ Φˢ˪ˣ˰˲˟ flare_74 ˷˧ ˭ˣˬˢ ˫˧˪ˣ˥˸˞ ˪˷ ˫˧˩˶˰ˬ ˫˧ˮˣ˪˧ˬˣ ˫˰ 

˫˧˰ˣ˟˵ Φ˞˪ ˠ˧˴˞ ˢ˸ˣ˞ ˭˞˩ ˰ˠ˶˩ ˧˩ ˳ˣ˥ ˫˧˪ˣ˥˸˞ˬ ˭˧˞ ˢ˟ ˫ˣ˷ ˶˟ˡ ˭˧˧ˮ˰ˬΦ 
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˶˥˞˪ ˭˩ˬ ˣˮ˥ˮ˞ ˫˧˰˧ˠˬ ˢ˪ˣ˰˲˪ flared_38 ˪˩˩˷ ˢ˞˶ˮˢ ˢ˶ˣ˟˷ ύˣ˞˶ ˢˮˣˬ˸ ˸ˬˡˣ˵ ό˸˶˥˞ ˶˪˧˧˲ˬˣ˵˧ˡˢ 

ˣˮ˪˷ ˢ˧ˢ ˥˧˪˴ˬ ˥ˮ˰˲˪ ˢ˸ˣ˞ Φ˫˞ ˨˩ ˰˧ˠˮ ˪πflare_70 Φ˪˩ˣˮ ˸ˬ˞˪ ˸˞ˤ ˪˰ ˧ˡ˧ ˢ˴˧˶ ˶ˠ˞˟˧ˡ˟Υ 

 

˨˧˷ˬˮ ˟ˣ˵˰˪ ˨˞ ˧ˮ˲˪ ˭˩ Σ˵˧˟ˡ˞ ˭˞˩ ˢˮˣˬ˸ ˪˷ ˡˣ˵ˢ ˸ˣ˪ˣ˰˲˟˷ flare_70 xπflare_71 ˸˞˶˵ˮˢ ˸ˬˡˣ˵ˢˬ 

˧˩ ˞ˣˢ ˧˦˧˶˵ ˶ˠ˸˞˪ ˢˤˢΥ 
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ˢ˞˶ˮ ˧l ˟˩˶ˣˬ ˤ˞ ˧˞ˡˣ ˟ˣ˵˰ˮ˷ ˶ˠ˞˟˧ˡ˟ Φˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ flare_70 ˸˞˶ˣ˵ ˢ˪ˣ˰˲˪ flared_71 ˡ˥˧˟ ˫˰ 

˧˸˷ ˫˧˰ˣ˟˵ ˣ˪˥˸ˣ˞˷ ˸˪˧˥˸˟ ˢ˴˧˶ˢ ˢ˪ˣ˰˲˟ flare_74 ˧˲˩ ˧˸ˮ˧˧˴˷ ˫ˡˣ˵ˬ Φˢ˪ˣ˰˲˟ flared_71 ˢ˞˶ˮ 

˫˧˶ˣ˵˷ ˫ˢ˷ˤ˧˞ ˸ˣ˪ˣ˰˲ ˞˪ ˪˩ ˨˩ ˸ˣ˶ˣ˶˟ ˧˪ ˭˲ˣ˯˟˷ ˷˧ ˡˣ˵ ˞˶˵ˮ˷ ˸˧ˬˮ˧ˡ ˱ˣ˯˟ ˢ˶ˣ˷ˢ Φ˦˟ˬ˟ ˶ˣ˥˞˪ 

˧˶˥˞ˣ ˶˟˩˷ ˧˸˶˸˲ ˧ˮ˞ ˪ˣ˩˧ ˡ˧ˠˢ˪ ˢˤ˷ ˦ˣ˷˲ ˭˧˩ˬ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˫˰ ˸˧˪˧˥˸ˢ flared ˫ˢ˧ˮ˧ˬ˪ ˢ˞˧˶˵˪ 

˸˧ˬˮ˧ˡ Φ˨˞ ˞˪ ˧˸ˮ˟ˢ ˸˞ ˫˧˯ˮ˞ˣ˧ˮˢ ˪˷ ˢˤ ˣ˸ˣ˞˟ ˰ˠ˶ ˧˸ˮ˥˟ˢ˷ ˢ˪ˣ˰˲˟ ˢˮˣ˷˞˶˪Φ 

˫˞ ˡˣˬ˰ˮ ˫˰ ˶ˠ˞˟˧ˡˢ ˪˰ ˢ˶ˣ˷ˢ ˢˮˣ˶˥˞ˢ ˢ˪ˣ˰˲˟ ˢ˪˧˥˸ˬ˷ ˸˞ ˢ˞˧˶˵ˢ ˸˧ˬˮ˧ˡˢ Φ˞˪ ˞˴˧ ˢˤˬ ˫ˣ˪˩ 

˧˩ ˧˶˰˴˪ ˟˶ˢ ΣdnSpy ˞˪ ˸˩ˬˣ˸ ˠ˞˟˧ˡ˟ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˬˮ˧ˡ Φˤ˞ ˨˩ ˧˸˶˞˷ˮ ˰ˣ˵˸ ˭ˬˤ ˟˶ ˪˰ ˶ˠ˸˞ˢ ˢˤˢ Σ

˞˪ ˥ˣ˦˟ ˢˬ ˸ˣ˷˰˪ ˢ˞˪ˢ Φˤ˞ ˫˧˧˸ˮ˧˟ ˦ˣ˷˲ ˧˸˧˯˧ˮ ˥ˮ˰˲˪ ˸ˣ˪ˣ˰˲ ˸ˣ˶˥˞ ˪˰ ˧ˡ˧ ˸˵˧ˡ˟ ˫˧˩˶˰ˢ 

˫˧˥˪˷ˮ˷ ˢ˪ˣ˰˲˪ ˫˧˩˶˰ˢˣ ˫˧˪˟˵˸ˬ˷ ˢˮˬˬΥ 

 

˪˷ˬ˪ ˭˞˩ ˢ˞˶ˮ ˣˮ˥ˮ˞˷ ˫˧˥˪ˣ˷ ˢˬ˩ ˫˧˩˶˰ˬ Σ˨˶˰ˬ ˡ˥˞ ˞˪˷ ˶ˣ˶˟ ˢˬ ˞ˣˢ Φ˨˶˰ˬˣ ˧ˮ˷ ˪˷ п ˫˧˸˟ 

˫˧˰ˣ˟˵ ˪˩ ˭ˬˤˢ Φ˨˧˷ˬˮ ˠ˟ˡ˪ ˢ˞˶ˮˣ ˨˶˰ˢ˷ ˶ˤˣ˥˷ ˢ˪ˣ˰˲ˢˬ ˸˞ˤˢ ˞ˣˢ ˨˶˰ˬ ˱˯ˣˮ Φ˧˶˥˞ ˸˴˵ ˧ˣ˯˧ˮ 

ˢ˧˧˰˦ˣ ˧˸ˮ˟ˢ ˨˶˰ˢ˷ ˟πp ˞ˣˢ ˨˶˰ ˭˲˴ˣˬ ˟πRC4 ˨˶˰ˢ˷˩ ˟πd ˞ˣˢ ˥˸˲ˬˢ ˢˮ˲˴ˢ˪ ˢˤˢ ˨˶˰ˢˣ ˣˮ˥ˮ˞˷ 

˫˧˶˧ˤ˥ˬ ˱ˣ˯˟ ˞ˣˢ ˨˶˰ˢ ˥ˮ˰ˣ˲ˬˢ Φ 
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ˣˤ ˸˥˞ ˧ˮ˧ˬ ˢ˟˶ˢ ˸ˣˮ˟ˣ˸ ˧˸ˮ˟ˢ˷ ˡˣ˰ ˧˪˟ˬ ˥˴˲˪ ˸˞ ˸˧˧˰˟ ˡˣ˵ˢ ˧ˬˮ˧ˡˢ Φˢˮ˟ˣ˸ ˸˲˯ˣˮ ˠ˧˴˞˷ ˭˞˩ 

ˢ˶˴˵˟ ˞˧ˢ ˪˩˩˷ ˢ˞˶ˮˢ ˨˶˰ˬˢ ˭˲˴ˣˬˢ ˰˧ˠˬ ˡ˥˞ˬ sπsections ˫˧˲˯ˣˮˢ ˷˧˷ ˳˟ˣ˵˪ ˢ˴˶ˢˢ ˢˤˢΥ 

 

˷˧ тм ˢ˪˞˩ ˷˧ˣ ˫ˠ ˦˰ˬ˩ ˢ˸ˣ˞ ˸ˣˬ˩ ˵ˣ˧ˡ˟ ˪˷ ˸ˣ˪ˣ˰˲ flared Σˤ˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˰˲ˢ˷ ˢ˪˞ˢ ˭s 

ˢ˷˰ˬ˪ ˸ˣ˪ˣ˰˲ ˸ˣˮ˲˴ˣˬ Κ˸ˣ˶ˬ˪ ˥˸˲ˬˢ ˰ˣ˟˵ˢ Σ˪˩ ˭ˣ˧˯˧ˮ ˧˪˷ ˯˧ˮ˩ˢ˪ ˢ˪ˣ˰˲ ˸˥ˮ˰ˣ˲ˬ ˫ˣ˵ˬ˟ ˢ˟˷ 

˸˟˷ˣ˧ ˢ˪ˣ˰˲ ˸ˮ˲˴ˣˬ ˢ˶ˣ˞˩˪ Σ˞˪ ˡ˟˰ ˧˪ ˸ˣ˪ˣ˰˲ˢˣ ˭˧˧ˡ˰ ˞˪ ˣ˶˟˰ ˢ˧˴˪˧˲ˬˣ˵˧ˡΦ 

˧˸ˮ˟ˢ ˡˣ˰ ˢˬ˩ ˫˧˶˟ˡ ˪˰ ˧˶˞ˮ˧˟ˢ Σ˨˞ ˱˞ ˡ˥˞ ˫ˢˬ ˞˪ ˶ˤ˰ ˧˪ ˸ˬ˞˟ ˫ˡ˵˸ˢ˪ ˢ˞˪ˢ Φ˭˞˩ ˧ˮ˞ ˢ˴ˣ˶ ˶ˬˣ˪ 

ˢˡˣ˸ ˪πZvika Meiseles ˶ˤ˰˷ ˧˪ ˢˬ˩˟ ˫˧˶˟ˡ ˢˤˣ ˪˧˟ˣˢ ˧˸ˣ˞ ˢˬ˩˪ ˸ˣ˧ˮ˲˸ ˸ˣ˟ˣ˷˥ ˢˮ˟ˢ˟ Φ˫˞ ˶ˣˤ˥ˮ 

ˢ˪ˣ˰˲˪ flare_71 ˧˸˧˞˶ˢ˷ ˭˞˩ ˫ˡˣ˵ˬ ˫˧˷ˮ bp ˱ˣ˯˟ ˡˣ˵ˢ ˧ˮ˲˪ ˢ˞˧˶˵ˢ ˸˧ˬˮ˧ˡˢΥ 

 

https://www.linkedin.com/in/ACoAAAABb2sBJvRUOdUbc9HU1S7_r34bZvCniYU
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ˢ˯ˮˮˣ ˵˧˸˰ˢ˪ ˸˞ ˨˶˰ˬˢ ύ˞ˣˢ˷ ˢ˷˰ˬ˪ ˡˣ˵ˢ ˨˪ˣˢ˷ ˳ˣ˶˪ ό˫ˣ˵ˬ˪ ˢ˟˷ ˸˟˷ˣ˧ ˢ˪ˣ˰˲ˢ ˸ˮ˲˴ˣˬˢ 

ύˢ˶˵ˬ˟ ˢˤˢ flared_70 ό˧˶˞ˮ˧˟˟ ˣˮ˪˷ Σ˪˟˵ˮ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢΥ 

 

ˣˮ˥ˮ˰˧˲ Ηˢ˞ ˰ˠ˶ Σ˫˞ ˪˩˸˯ˮ ˸˴˵ ˶˸ˣ˧ ˸ˣ˶˧ˢˤ˟ ˢ˞˶ˮ ˷˧˷ ˫˷ ˸ˣ˶ˣ˷ ˞˪ ˸ˣ˧ˮˣ˧ˠˢ ˣˬ˩ array2 x˞ num2 

˫ˡ˟˪ Φˤ˞ ˢˬ ˢ˶˵ ˭˞˩ Κ˫ˡˣ˵ ˪˩ ˢ˪˧ˬ ˢˮ˦˵ ˪˰ tokens Σπ˟C# ˪˩˪ ˢ˪ˣ˰˲ Σˢˡ˷ Σ˸ˤˣ˶˥ˬ Σˠˣ˯ ύtype όˡˣ˰ˣ 

˷˧ token ˢˢˤˬ˷ ˫˸ˣ˞ Φˢ˞˶ˮ ˨˶˰ˢ˷ ˣˬ˴˰ ˦˪˥ˣˬ ˵˶ ˭ˬˤ˟ ˪ˣ˲ˬ˧˵ ˸˧ˮ˩ˣ˸ˢ ύx˞ ˢ˴˧˶ ˫˞ ˢ˪ˣ˰˲ˢ 

˸˧ˬˮ˧ˡ Φόˡˣ˰ ˪˰ tokens ˶˷˵ˢ˟ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˬˮ˧ˡ ˭˸˧ˮ ˞ˣ˶˵˪ ˭˞˩Φ ˫˞ ˪˩˸˯ˮ ˟ˣ˷ ˪˰ ˢ˪ˣ˰˲ˢ flare_71 

˸˧˞˶˥˞˷ ˪˩˪ ˫˯˵ˢ ˢˤˢ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˬˮ˧ˡ ˫˧˷ˮ ˟˪ ˢ˞˪ˣ˪˪ ˢ˞˟ˢΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˫˧˥˵˪ˮ˷ ˫˧˩˶˰ ˭ˣ˪˧ˬˬ ύ˫˧˰ˣ˟˵ˢˬ ˣ˪˥˸ˣ˞˷ ˸˪˧˥˸˟ ˸˧ˮ˩ˣ˸ˢ ό˪˩˪ˣ ˨˶˰ ˫˞˸ˣˬ token 

˷ˬ˷˧˷ ˣˮ˸ˣ˞ ˢ˞˧˶˵˪ ˸˧ˬˮ˧ˡˢ Φ˪˟˞ ˣˮ˥ˮ˞˷˩ ˫˧˵˧˟ˡˬ ˸˞ ˡˣ˵ˢ ˧ˬˮ˧ˡˢ ˧˶˞ˮ˧˟˟ ˣ˪˷ Σ˶˟ˣˡˬ ˧˶˞ˮ˧˟˟ π 

˰ˬ˷ˬ ˧˦˦˯ Φ˸˞ˤ ˸˶ˬˣ˞ ˣˮ˥ˮ˞ ˫˧˵˧˟ˡˬ ˡˣ˵ ˭ˮ˩ˣ˸˷ ˢ˴˶ˢ˪ ˸˧ˬˮ˧ˡ ˸˧˲˧˴˲˯ ˫˧ˣˣ˵ˬˣ ˡˣ˟˰˧˷ ˶˷˵ˢ˟ 

˧˦˦˯ Φ˭˞˩ ˸ˣ˰˦ˢ ˣˮ˪˷ Ηˤ˞ ˰ˠ˶ Σˢ˲˧˞ ˫˧˩˶˰ˢ ˫˧˧˶ˣ˵ˬˢ Σ˧ˮ˲˪ ˢˤ˷ ˫˞˸ˣˬ ˢ˞˧˶˵˪ ˸˧ˬˮ˧ˡ Κˢ˟ˣ˷˸ˢ 

˞˧ˢ ˭˟ˣˬ˩ ˭ˣ˪˧ˬ˟ ˰ˣ˟˵ˢ ˣˮ˪˷ Φˢˮ˸˷ˬˢ value ˞ˣˢ ˨˶˰ˢ ˣ˸ˣ˞˷ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ Φ˫˞ ˠ˞ˡˮ ˸˶ˤ˰˟ ˶ˠ˞˟˧ˡˢ 

π˷num ˢ˧ˢ˧ ˢˣˣ˷ ˪πvalue ˡˣ˵ˢ ˞˴˧˷ ˱ˣ˯˟ ˢ˧ˢ˧ ˭˩ˣˬ ˢ˴˶ˢ˪ ˧˶˞ˮ˧˟ˬ Φ˨˞ ˭˟ˣˬ˩ ˧ˣˮ˧˷˷ ˢˤ˩ ˶ˣ˟˷˧ ˸˞ 

ˢ˴˧˶ˢ ˣˮ˪˷ Φˢ˪ˣ˰˲ˢ ˸˧ˬˮ˧ˡˢ ˞˪ ˳ˣ˶˸ ύ˧˩ ˧˶ˢ ˣˮ˧ˮ˧˷ ˸˞ ˡˣ˵ˢ ˫˧˞˸ˬ˷ ˸˞ ˪˩ sπtokens ˢ˞˧˶˵˪ 

˸˧ˬˮ˧ˡΦό 

https://learn.microsoft.com/en-us/dotnet/api/system.reflection.emit.dynamicilinfo.gettokenfor?view=net-6.0
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ˤ˞ ˢˬ ˢ˷˰ˮ ˫˞ ˢ˴˶ˮ ˞˧˴ˣˢ˪ ˸˞ ˡˣ˵ˢ ˭ˣ˩ˮˢ ˪˩˪ ˢ˪ˣ˰˲ ˨˩ ˪˩ˣˮ˷ ˞˧˴ˣˢ˪ ˣ˸ˣ˞ ˵˧˟ˡˢ˪ˣ ˫ˣ˵˧ˬ˟ ˧˦ˮˣˣ˪˶ˢ 

˧˶˞ˮ˧˟˟ Κ˭ˬˤ˟ ˸ˬ˞ ˧ˮ˞ ˧˸˟˸˩ ˡˣ˵ ˧˦˦˯ ˢˬˡˬ˷ ˸˞ ˢˬ ˢ˶ˣ˵˷ ˢ˪ˣ˰˲˟ ˸˞ˤˢ ˨˩ˣ ˧˸˞˴ˣˢ ˸˞ ˡˣ˵ˢ 

˧˸˵˟ˡˢˣ ˸˧ˮˡ˧ ˧˶˞ˮ˧˟˟ Φ˪˟˞ ˫ˣ˧ˢ ˧ˮ˞ ˸˴˵ ˫˩˥ ˶˸ˣ˧ ˨˪˞ˣ ˪˰ ˢ˦˧˷ ˸˴˵ ˶˸ˣ˧ ˸˧ˬˮ˧ˡ ˧˸˰ˡ˪ˣ ˫ˠ ˶˸ˣ˧ 

ˢˮˣ˟ˮΦ ˫˧˷ˮ ˧ˮ˷ bp ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮˣˬ˸˟Υ 

 

π˟bp ˭ˣ˷˞˶ˢ ˠ˞ˡˮ ˳ˣ˥˪˪ ˷˵ˬ ˧ˮˬ˧ ˰˧ˠˢ˪ˣ ˪πSettings ˳ˣ˥˪˪ ˪˰ Log Message ˠˣ˞ˡ˪ˣ ˷˧˷ V ˟πContinue 

execution ˢ˟˧˸˟ˣ ˢ˥˸˲ˮ˷ ˣˮ˪ ˟ˣ˸˩˪Υ 

{num = value}  

ˢˬ ˢ˶˵˧˷ ˪˰ˣ˲˟ ˢˤ ˶ˠ˞˟˧ˡˢ˷ ˰˴˟˧ ˸˞ ˢ˶ˣ˷ˢ ˸˞ˤˢ ˡˣ˵˩ ˸ˡˣ˵ˮ˟ sπbp ˣˮ˪˷ Σ˨˩ ˞˪˷ ˨˶˦˴ˮ ˶ˣ˴˰˪ 

˸˧ˮˡ˧ ˸ˣˮ˷˪ˣ ˪˩ ˫˰˲ ˸˞ ˨˶˰ˢ Φπ˟bp ˧ˮ˷ˢ ˦ˣ˷˲ ˶ˣ˴˰ˮ ˶ˣˬ˷ˮˣ ˸˞ ˨˶˰ˢ ˶˴ˣˮ˷ ˣˮ˪ ˟πb Φ˭˟ˣˬ˩ ˶ˣ˩ˤˮ˷ 

˫ˠ ˟ˣ˸˩˪ ˣˮˬ˴˰˪ ˢˤ˧˞˟ ˢ˪ˣ˰˲ ˶˟ˣˡˬΥ 

 

 ˣˬ˧˷ ˟˪ ˧˲˩˷ ˧˸˶˟˯ˢ˷ ˫ˡˣ˵ˬ Σ˨˧˪ˢˢ ˢˤˢ ˯˧˶˵˧ ˸˞ ˸˧ˮ˩ˣ˸ˢ Φ˨˞ ˪˩ˣˮ ˞˧˴ˣˢ˪ ˧˰˦˵ ˡˣ˵ ˶˥˞˪˷ ˭˩ˬ 

˪˩ˣˮ ˵˧˟ˡˢ˪ ˫ˣ˵ˬ˟ ˡˣ˵ˢ ˶ˣ˟˷ˢ ˞˴ˬˮ˷ ˢ˪ˣ˰˲˟ Φ˥˵˧ˮ ˸˞ flared_70 ˢˬˠˣˡ˩Υ 
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˫˞ ˳˥˪ˮ ˪˰ ˸˟ˣ˸˩ˢ ˢ˰˧˲ˣˬ˷ ˧˶˥˞ File Offset ˰˧ˠˮ ˸ˬ˞˟ ˸˟ˣ˸˩˪ ˸˞ˤˢ ˟πhex view ˪˷ dnSpy ˪˟˞ 

˵˪˥ˢ ˭˧˧ˮ˰ˬˢ ˞ˣˢ ˸˶ˤ˰˟˷ ˢˡ˧ˬ˰ ˫˰ ˶˟˩˰ˢ ˪˰ ˫˧˵˪˥ ˫˧ˬ˧ˣ˯ˬ Φ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˫˧˟˧˩˶ˬˢ ˪˷ 

ˢ˪ˣ˰˲ˢ Φˢ˴˶ˮ ˱˧˪˥ˢ˪ ˸˞ sπinstructions ˢˮˣ˷˞˶ˢˬ ˭ˢ˟˷ ˡ˰ ˢˮˣ˶˥˞ˢ Φ˧˸˰ˡ˪ ˶˸ˣ˧ ˪˵ ˷ˬ˸˷ˢ˪ ˟π

hex editor ˪˧ˠ˶ ˨˶ˣ˴˪ ˢ˲˪˥ˢˢ ˢˬ˴˰ Φ˨˞ ˭˟ˣˬ˩ ˸˞ˤ˷ ˢ˦˪˥ˢ ˫˩˪˷  Φ˨˩ ˢ˷˰ˮ ˱˧˪˥ˮˣ ˸˞ flared_70 Φ

˪˟˞ ˢˬ ˫˰ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢ Σ˧˶ˢ ˸˧ˮ˩ˣ˸ˢ ˸˯˶ˣ˵ Φˤ˞ ˢˬ ˢ˷˰ˮ˷ ˢˤ ˦ˣ˷˲ disable ˪πbp ˪˧˰˲ˮˣ ˢ˸ˣ˞ ˵˶ 

˧˶˥˞ ˸ˣ˪ˣ˰˲ ˶˟˩˷ ˣˮ˶ˬ˷ ˡˣ˵ ˡ˟ˣ˰ ˫ˢ˪˷ ύ˭ˬ ˫˸˯ˢ ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˪ˣ˰˲ ˡˣ˰˷ ˞˪ ˣˮ˶ˬ˷ Φό˫˞ ˫˸˞ 

˫˧ˠ˞ˣˡ ˸ˣˬ˩ˬ ˸ˣ˪ˣ˰˲ˢ ˨˧˶˴˷ ˞˧˴ˣˢ˪ ˱ˣ˯˟˪ˣ ˫ˠ ˵˧˟ˡˢ˪ ˧˶˞ˮ˧˟˟ Φ˪˞ ˷˷˥ Σ˷˧ ˭˞˩ ˵˶ т ˸ˣ˪ˣ˰˲ ˨˧˶˴˷ 

˞˧˴ˣˢ˪ Φ˰˧ˠˮ˷˩ ˸˞˴ˣˢ˪ ˢ˪ˣ˰˲ˢ flared_68 ˢ˪ˠˮˣ ˞˧ˢ˷ ˸˶ˤˣ˥ ˪˰ ˢˬ˴˰ ˸ˣˬ˩ ˧˸˪˟ ˢ˶˧˟˯ ˪˷ ˫˧ˬ˰˲ 

˶ˣ˴˰ˮˣ Φ˟ˣ˦ ˣˮ˞˴ˣˢ т ˸ˣ˪ˣ˰˲ ˶˷˲˞˷ ˵˧˟ˡˢ˪ ˧˶˞ˮ˧˟˟ Ηˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˸ˣ˧ˢ˪ ˫˧˥ˬ˷ ˪˰ ˨˩ Φ 

ˣˮ˥ˮ˰˧˲ ˸˞ т ˸ˣ˪ˣ˰˲ˢ ˫˧˶˲˯ˬˢ˷ ˭ˢ˪˷ ˭s ΥорΣ птΣ ссΣ стΣ суΣ сфΣ тл ˭˪ˣ˩ ˸ˣ˪˧˥˸ˬ ˟πflared ˭˟ˣˬ˩Φ 

˨˞ ˢ˞˶ˮ ˭˧˧ˡ˰˷ ˷˧ ˭ˣˬˢ ˸ˣ˪ˣ˰˲ ˪˩˩ ˢ˞˶ˮˢ ˸ˣˮ˲˴ˣˬ Φ˳ˣ˶ˮ ˶ˠ˞˟˧ˡ˟ ˢ˞˶ˮˣ ˢˤ˧˞ ˸ˣˮ˟ˣ˸ ˸ˣ˷ˡ˥ ˪˩ˣˮ 

ˡˣˬ˪˪ ˸ˣ˪ˣ˰˲ˢˬ ˰ˠ˶ˢ˷ ˣˮ˥ˮ˰˧˲ Φ˪˧ˠ˶˩ ˯ˣ˶˵ˮ ˢ˞˧˶˵˟ ˢ˪ˣ˰˲˪ flared_38 ˡˣ˰˷ ˞˪ ˣˮ˥ˮ˰˧˲ ˨˞ ˫˰˲ˢ 

˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˭˩ˣ˸ˢ ˪˷ flared_70 ˪˩ˣ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˶˵ˮ˷ ˢˮˬˬΗ 

 

˭ˣˣ˧˩ ˪˩ˣˮ˷ ˸ˣ˞˶˪ ˣ˧˷˩˰ ˸˞ ˫˧ˮ˩˸ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢ ˣ˪˞ˢ Σ˫˩˯˞ ˫˩˪ ˢ˴˧˶˟ ˢˤ˧˶ˤ ˸˞ ˸ˣˮ˟ˣ˸ˢ ˧˪˷ Φ˫ˡˣ˵ 

˪˩ sπtoken ˪˷ ˢ˪ˣ˰˲ˢ ˢ˯˧˶˵ˬˢ ύˢ˶˵ˬ˟ ˣˮ˪˷ flared_38 ό˶˟˰ˣˬ ˪πflared_70 ˶˥˞˪ˣ ˭˩ˬ ˟˷ˣ˥ˬ 

ˣˢ˷ˤ˧˞ hash ˯˯˟˸ˢ˟ ˪˰ ˣ˸ˣ˞ sπtoken Φˢ˞˶ˮ ˸˶ˤ˰˟˷ sπhash ˧˶˞ˮ˧˟ˢ ˷ˠ˧ˮ ˪πsection ˧˲˧˴˲˯ ύ˫˞ 

ˣ˶˩ˤ˧˸ ˫ˡˣ˵ˬ ˟πsections ˧˸˧˞˶ˢ˷ Σˣˮ˧˞˶ ˸ˣˬ˷ˢ˷ ˪˷ ˫˪ˣ˩ ˫˧˞˶ˮ ˣˬ˩ ˢ˪˥˸ˢ ˪˷ hashΦό 

˶˥˞˪ ˭˩ˬ ˷˧ ˥ˣˮ˰˧˲ ˪˷ ˭˩ˣ˸ˢ ˟πsection ˢˤˢ ˸˶ˤ˰˟ RC4 ˫˰ ˥˸˲ˬ ˰ˣ˟˵ Φ˷ˬˬ ˣˬ˩ ˢ˧˶ˣ˞˧˸ˢ ˧˪˷ 

ˢ˪˧˥˸˩˪ˬ Φ˱ˣ˯˟˪ ˢ˞˶ˮ ˷˧˷ ˢ˞˧˶˵ ˪πflare_67 ύ˸˞˶ˣ˵˷ ˪πflared_67 όˢˬˣˡ˟˷ ˪πflare_71 ˢ˞˶ˮ ˞˧ˢ˷ 

˸˥˵ˣ˪ ˢ˪ˣ˰˲ ˸˞˶ˣ˵ˣ ˢ˪ ˭˲ˣ˞˟ ˧ˬˮ˧ˡ Φ˟˪˷˟ ˢˤˢ ˧ˮ˞ ˶˟˩ ˢ˷˶ˬ ˧ˬ˴˰˪ ˥˧ˮˢ˪ ˞˧ˢ˷ ˸˧˞˶˥˞ ˪˰ ˸˴˶ˢ 

˶˞˷ ˸ˣ˪ˣ˰˲ˢ Φ˫˞ ˨˩ ˪˩˸˯ˮ ˪˰ flared_67Φ 
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˸˴˵ ˶˸ˣ˧ ˟ˣ˶˵ˬΥ 
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˧˸˦ˬ˷ˢ ˸ˣˮˣˬ˸ˢˬ ˪ˣ˥˸˞ ˪˷ Dictionary ˵ˮ˰ ˢ˪˥˸ˢ˟ Φˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˢ˧ˣˮ˟ ˢ˶ˣ˴˟ ˡˣ˞ˬ ˢˬˣˡ 

ˢ˪ˣ˰˲˪ flare_71 Φˢ˷˰ˬ˪ ˵˥˷ˬ ˶˴˵ ˫˰ ˶ˠ˞˟˧ˡˢ ˢ˪ˠ˧ ˣˮ˪ ˫˞˷ ˢ˴˶ˮ ˞˧˴ˣˢ˪ ˡˣ˵ ˪˩ˣˮ˷ ˵˧˟ˡˢ˪ ˫ˣ˵ˬ˟ 

ˢ˪ˣ˰˲ ˸ˮ˲˴ˣˬ Σ˧˲˩ ˣˮ˧˷˰˷ ˰˟˷˪ ˸ˣ˪ˣ˰˲ˢ ˰ˠ˶ˢ˷ ˣˮ˞˴ˣˢ Φ˪˩ ˨˶˦˴ˮ˷ ˸ˣ˷˰˪ ˫˰˲ˢ ˞ˣˢ ˠˣ˞ˡ˪ ˷π

num3 ˪˟˵˧ ˸˞ ˨˶˰ˢ num2 ˪˩ˣˮˣ ˞˧˴ˣˢ˪ ˸˞ ˡˣ˵ˢ ˧˶ˣ˵ˬˢ ˪˷ ˢ˪ˣ˰˲ˢ ˸˞˶˵ˮ˷ ˢ˶ˣ˴˟ ˸˧ˬˮ˧ˡ Φ˷ˬˬ 

ˣˬ˩ ˫ˡˣ˵ˬΦ 

˪˟˞ ˧ˮ˞ ˞˪ ˨˪ˣˢ ˸ˣ˷˰˪ ˸˞ ˣ˸ˣ˞ ˨˧˪ˢ˸ ˰ˠ˧˧ˬ ˣˮ˧˷˰˷ ˫ˡˣ˵ˬ ˫˰˲ˢ ˪˰ тл ˸ˣ˪ˣ˰˲ Φˤ˞ ˧˸˟˷˥ ˪˰ ˦ˮ˦˲ 

˷ˡ˥ Φ˶ˣˬ˷˪ ˧ˬ˴˰˪ ˸˶ˤ˰˟ ˸˪ˣ˩˧ sπLogging ˪˷ ˶ˠ˞˟˧ˡˢ ˸˞ sπb ˧˶ˣ˵ˬˢ ύˢˤ˷ ˫˴˰˟ sπinstructions 

˪˷ ˢ˪ˣ˰˲ˢ ˸˧ˬˮ˧ˡˢ ό˫ˠˣ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˨˧˶˴˷ ˸ˣ˷˰˪ x˟ ˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˵˧˟ˡˢ˪ ˣ˸ˣ˞ ˧˶˞ˮ˧˟˟ ˢ˷˰ˬ˪ˣ 

˥ˮ˰˲˪ ˸˞ ˢ˪ˣ˰˲ˢΦ 

˫˷˪ ˨˩ ˫˧˷ˮ ˧ˮ˷ bp ˟ˣ˷ Φ˸˥˞ˢ ˭˞˩Υ 

 

˟ˣ˷ˣ ˠ˞ˡˮ ˫˧˷˪ ˢ˟ ˡˣ˵ ˰˴˟˸˧˷ ˸˰˟ ˢ˴˧˶ˢ ˸˶ˤ˰˟ ˢ˴˧˥˪ ˷˵ˬ ˧ˮˬ˧ ˤ˞ˣ Settings ˤ˞ˣ ˭ˬ˯ˮ ˸˞ Log 

message xπContinue execution ˢ˟˧˸˟ˣ ˥˸˲˧˸˷ ˣˮ˪ ˟˸˩ˮ ˸˞ ˡˣ˵ˢ ˶˰ˣ˩ˬˢ ˞˟ˢΥ 

{ System.IO.File. AppendAllText ( "D: \ \ ctfs \ \ flare \ \ level8 \ \ methods2.txt" , "b[" + (j) + "] = " + 
(byte)(num2) + " \ n"  + "b[" + (j +1) + "] = " + (byte)(num2 >> 8) + " \ n" + "b[" + (j +2) + "] = " + 
(byte)(num2 >> 16) + " \ n" + "b[" + (j +3) + "] = " + (byte)(num2 >> 24) + " \ n"  ) }  
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ˢˬ ˢ˶˵˧˷ ˢ˲ ˢˤ ˢˤ˷ ˶ˣˬ˷˧ ˣˮ˪ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˨˧˶˴˷ ˸ˣ˷˰˪ ˪πb ύ˱˩˸˷ ˶ˣˬ˷ˮ ˟πbp ˞˟ˢ ˣˮ˪˷ ό˦ˬ˶ˣ˲˟ 

˞˟ˢΥ 

b[index] = val  

˨ˣ˸˪ ˳˟ˣ˵ ύ˪˞ ˣ˥˩˷˸ ˸ˣˮ˷˪ ˸˞ sπPATH ˫˞ ˫˸˞ ˫˧˟˵ˣ˰ ˧˶˥˞ ˭ˣ˶˸˲ˢ ˸˧˟˧˦˵˞ Φό˨˩ ˪˩ˣˮ ˢ˷˰ˬ˪ 

˸˰ˡ˪ ˢˬ ˨˧˶˴ ˸ˣˮ˷˪ ˡˣ˵˟ ˧˪˟ˬ ˸ˣˮ˷˪ ˣ˸ˣ˞ ˪˰ˣ˲˟ ˶ˣ˟˷˪ˣ ˸˞ ˢ˴˧˶ˢ Φ˸˞ sπbp ˞˟ˢ ˫˧˷ˮ ˭˞˩ ˷ˬˬ 

˱ˣ˯˟ ˢ˪ˣ˰˲ˢΥ 

 

˶˧ˡˠˮ ˸˞ sπbp ˣˬ˩ ˸ˬˡˣ˵ˢ ˫˰˲ˢˣ ˡˣ˵ˢ ˢ˴˶ˮ˷ ˰˴˟˸˧˷ ˞ˣˢΥ 

{ System.IO.File. AppendAllText ( "D: \ \ ctfs \ \ flare \ \ level8 \ \ methods2.txt" , methodInfo.Name + " " + 
System.Convert. ToBase64String (b) + " \ n" )}  

ˡˣ˵ˢ ˢˤˢ ˶ˣˬ˷˧ ˣˮ˪ ˸˞ sπb ˧˶ˣ˵ˬˢ ˩πbase64 ˸˞ˣ ˫˷ ˢ˪ˣ˰˲ˢ Φ˨˩ ˪˩ˣˮ˷ ˸˰ˡ˪ ˵ˣ˧ˡ˟ ˢˤ˧˞˪ ˢ˪ˣ˰˲ 

ˡˣ˵ˢ ˨˧˧˷ ˢˬˣ ˫˧˧ˣˮ˧˷ˢ ˫˧˩˧˶˴˷ ˰˴˟˸ˢ˪ x˟ ύ˫˧˧ˣˮ˧˷ˢ ˣ˟˸˩˧ ˫˧ˮˣ˷˞˶ ˳˟ˣ˵˪Φό 

˫˷˪ ˢ˵˧ˡ˟ˢ Σ˪˩ˣˮ ˳˧˶ˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˢˬ˩˪ ˸ˣ˧ˮ˷ ˸ˣ˞˶˪ˣ ˸˞ ˳˟ˣ˵ˢ ˶˴ˣˮ˷ ˣˮ˪ Φˣˮ˥ˮ˞ ˫˧˶ˣˬ˞ ˪˟˵˪ ˸˞ 

ˡˣ˵ˢ ˪˷ ˪˩ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧ˬˮ˧ˡˢ ˣ˞˶˵ˮ˷ ˡ˧˪ ˫˷ˢ ˭ˢ˪˷ ˸˞ˤˣ ˶˥˞˪ ˫˧˧ˣˮ˧˷ˢ ˨˧˶˴˷ ˰˴˟˪ ˭ˢ˟Υ  

 

˸ˬ˞˟ˣ ˢ˞˶ˮ ˭ˣˬˢ ˸ˣ˶ˣ˷ ˪˷ ˫˧˧ˣˮ˧˷ ˨˧˶˴˷ ˸ˣˮ˷˪ ˡˣ˵˟ ˪˷ flared_38 ˸˯˶ˠ˟ ˡˣ˵ˢ ˧ˬˮ˧ˡˢ ˣ˪˷ ˸ˠ˴ˣˬ˷ 

ˡ˧˪ ˫˷ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˩πbase64 Φˢˬ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˸ˣ˷˰˪ ˢˤ ˢ˷˰ˬ˪ ˸˥˵˪ ˸˞ sπbase64 ˢˤˢ Σ˥ˮ˰˲˪ 

ˤ˞ˣ ˷˶˲˪ ˣ˸ˣ˞ ˨˶˰ˬ˩ ˫˧˸˟ ˫˷˟ b Σ˸ˣ˷˰˪ x˟ ˸˞ ˪˩ ˫˧˧ˣˮ˧˷ˢ ˫˧ˬˣ˷˶˷ ˣ˧˪˰ˬ ˵˧˟ˡˢ˪ˣ ˸˞ ˢ˞˴ˣ˸ˢ ˩π

hex ˫ˣ˵˧ˬ˟ ˪˷ ˢ˪ˣ˰˲ˢ flared_38 ˳˟ˣ˵˟ Φˣˬ˩ ˣˮ˧˷˰˷ ˸˧ˮˡ˧ ˫ˡˣ˵ ˭˩˪Φ 

˨˞ ˭˟ˣˬ˩ ˞˪˷ ˟˷ˮ ˢ˷˰ˮˣ ˸˞ˤ ˪˩˪ ˢ˪ˣ˰˲ ˢ˪ˣ˰˲ˣ Σ˫˷˪ ˨˩ ˧˸˶˴˧ ˦˲˧˶˵˯ Φˡˣ˞ˬ ˞˪ ˪˧˰˧ ˫ˠˣ ˞˪ ˪˩ ˨˩ 

˧˦˲ˬ˧˯ ˭˧˰˪ Σ˪˟˞ ˢˤ ˞˪ ˡˣ˵ ˭˷˵ˡˣ˶˲˪ ˣ˲ˣ˯˟ˣ ˪˷ ˫ˣ˧ ˢˤ ˡ˟ˣ˰Υ 

from base64 import b64decode,b64encode  
with open( "methods2.txt" ) as f:  
   data = f. read (). strip (). split ( " \ n" )  
instructions = []  
funcs = []  
for line in data:  
   if (line. startswith ( "b[" )):  
      instructions. append(line)  
   elif (line. startswith ( "fl" )):  
      funcs. append([line. split ( " " )[ 0], line. split ( " " )[ 1], instructions])  
      instructions = []  
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with open( "new_funcs.txt" , "w+" ) as f_new_funcs:  
   for i in range ( len ( funcs)):  
      b = bytearray ( b64decode(funcs[i][ 1]))  
      for val in funcs[i][ 2]:  
         exec(val)  
      f_new_funcs. write (funcs[i][ 0] +" " +b64encode(b). decode( "ascii" ) +" \ n" )  
 
all_funcs = {}  
 
with open( "addresses.txt" ) as f_address:  
    for lines in f_address. read (). split ( " -- \ n" ):  
        lines_offset = int (lines. split ( " \ n" )[ 0]. split ( "File Offset: " )[ 1], 16)  
        lines_func = lines. split ( " \ n" )[ 1]  
        func = lines_func. split ( "(" )[ 0]. split ( " " )[ - 1]  
        all_funcs[func] = lines_offset     
 
new_funcs = {}  
 
with open( "new_funcs.txt" ) as f_new_func:  
    for line in f_new_func. read (). strip (). split ( " \ n" ):  
        func = line  
        func_split = func. split ( " " )  
        func_name = func_split[ 0]  
        if new_funcs. get (func_name) is None:  
            new_func = b64decode(func_split[ 1])  
            new_funcs[func_name] = new_func 
 
TINY_OFFSET = 1 
FAT_OFFSET = 12 
 
with open( "FlareOn.Backdoor_edited2.exe" , "rb+" ) as new_file:  
    for func, opcodes in new_funcs. items ():  
        new_file. seek( all_funcs[func])  
        header = int . from_bytes (new_file. read ( 1), "big" )  
        twolsb_header = header & 0b11 
        if (twolsb_header == 0x2):  
            offset = TINY_OFFSET 
        elif (twolsb_header == 0x3):  
            offset = FAT_OFFSET 
        new_file. seek( 0)  
        new_file. seek(all_funcs[func] + offset)  
        new_file. write ( bytearray (opcodes))  

 

˸˞ ˳˟ˣ˵ˢ addresses ɣϥ˧˸˦˶ˮ˧ ˪˰ ˧ˡ˧ ˨˩ ˧˸˞˴˧˧˷ ˸˞ ˧˶˞ˮ˧˟ˢ ˟πdnSpy ˦˵˧ˣ˶˲˩ VS Φˤ˞ˣ ˧˸˧˷˰ grep ˪˰ 

˪˩ ˸ˣ˶ˣ˷ˢ ˸ˣ˪˧˩ˬ˷ ˸˞ ˸ˤˣ˶˥ˬˢ ϦFile Offset Ϧ˧˸˯˲ˡˢˣ ˸˞ ˢ˸ˣ˞ ˢ˶ˣ˷ ˸˞ˣ ˢ˶ˣ˷ˢ ˢ˰˧˲ˣˬ˷ ˢ˧˧˶˥˞ 

˨ˣ˸˪ ˳˟ˣ˵ ˱ˣ˯˟˪ˣ ˧˸˵˥ˬ ˧˸˷ ˸ˣ˶ˣ˷ ˞˪ ˸ˣ˧˦ˮˣˣ˪˶ ˱ˣ˯˟ ˳˟ˣ˵ˢ Φ 

˭˟ˣˬ˩ ˶˷˲˞˷ ˶˯˶˲˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˞˧˴ˣˢ˪ˣ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˪ˣ˰˲˪ ˢ˩˩ Σ˨˞ ˞˪ ˧˸˞˴ˬ ˢ˧˧˶˲˯ x˞ ˰˦˵ ˡˣ˵ 

˫˧˷ˣ˰˷ ˸˞ˤ ˭ˣˣ˧˩ˣ ˷πdnSpy ˶˟˩ ˫˷ˣ˶ ˣˮ˪ ˸˞ sπOffset ˧ˣ˴˶ˢ ˧˸˦˪˥ˢ ˪˴ˮ˪ ˸˞ ˢˡ˟ˣ˰ˢ ˸˞ˤˢ ˫ˣ˵ˬ˟ 

˶˯˶˲˪ ˧ˬ˴˰˟Φ 

˱˶˴˞ ˸˞ ˳˟ˣ˵ˢ addresses.txt ˢ˶˵ˬ˪ ˫˸˞˷ ˫˧˟˵ˣ˰ ˧˶˥˞ sπwriteup ˢˤˢ ˣ˩˶˦˴˸ˣ ˣ˸ˣ˞ ˧ˡ˩ ˳˧˶ˢ˪ ˸˞ 

˦˲˧˶˵˯ˢ ˪˧˰˪ Φˣˬ˧˷ ˟˪ ˫ˠ ˸ˣˮ˷˪ ˸˞ ˫˷ˢ ˪˷ ˳˟ˣ˵ˢ ˫˞˸ˢ˟ ˫˷˪ ˫˩˪˴˞ ˧ˮ˞ˣ ˫ˠ ˳˧˪ˬˬ ˞˪ ˟ˣ˸˩˪ ˸˞ 

˫˧˧ˣˮ˧˷ˢ ˶˷˧ ˳˟ˣ˵˟ ˣ˟˷ ˣˮ˥ˮ˰˧˲ ˸˞ т ˸ˣ˪ˣ˰˲ˢ ˫ˡˣ˵ˬ ˞˪˞ ˶ˣ˴˧˪ ˵˸ˣ˰ ˣ˪˷ ˟ˣ˸˩˪ˣ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˣ˧˪˞Φ 

https://gist.github.com/dani0104/7cbe9e9468b578d7750a7012d0fa8ba5
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˭˧ˣ˴ˬ Σˤ˞ ˣ˧˷˩˰ ˪˩ˣˮ ˳˧˶ˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˪˩ˣ ˢ˪ˣ˰˲ ˯ˮ˩˧ˮ˷ ˢ˧˪˞ ˢ˷˰ˬ˪ ˫˷˶˧˸ ˳˟ˣ˵˪ ˥ˮ˰ˣ˲˸ˣ ˳˧˶ˮ˷˩ 

˸˞ ˦˲˧˶˵˯ˢ Φ˨˞ ˫˞ ˞˪ ˯ˮ˩˧ˮ ˢ˪ˣ˰˲˪ ˸ˬ˧ˣ˯ˬ Σ˞˪ ˪˩ˣˮ ˥ˮ˰˲˪ ˢ˸ˣ˞ ˧˩ ˣˮ˥ˮ˞ ˫˧˩ˬ˸˯ˬ ˪˰ ˦˪˲ ˞˴ˣ˧˷ 

˶ˠ˞˟˧ˡˢˬ ˭ˬˤ˟ ˢ˪ˣ˰˲ˢ˷ ˸˞˶˵ˮΦ 

˭˸˧ˮ ˸˧ˮ˩ˣ˸˪ ˳ˣ˶˪ ˢˬ˩ ˸ˣ˵ˡ ˤ˞ˣ ˶ˣ˴˰ˮ ˢ˸ˣ˞ ˳˧˶ˮˣ ˸˞ ˦˲˧˶˵˯ˢ Φ˫˞ ˭ˮˣ˟˸ˮ ˭˧˥˟ˮ ˢ˪ˣ˰˲ˢ˷ flared_38Υ 

 

ˡˣ˰ˣ ˢˬ˩ ˸ˣ˪ˣ˰˲ ˭˩˞ ˣ˥ˮ˰ˣ˲ Σ˨˞ ˭˧˧ˡ˰ ˷˧ ˭ˣˬˢ ˸ˣ˪ˣ˰˲ ˞˪˷ ˣ˥ˮ˰ˣ˲ Φˢ˞˶ˮ˩ ˭ˢ˷ ˞˪ ˣ˞˶˵ˮ ˭ˬˤ˟ ˣˮ˴˶ˢ˷ 

˸˞ ˸˧ˮ˩ˣ˸ˢ Φ˭ˣˣ˧˩ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˴ˣ˶ ˸˟˷˪ ˢ˲ ˥˴ˮ˪ ˸ˣˣ˵˪ˣ ˫˰˷ ˭ˬˤˢ ˸˧ˮ˩ˣ˸ˢ ˞˶˵˸ ˪˩˪ ˸ˣ˪ˣ˰˲ˢ ˧ˡ˩ 

˪˩ˣˮ˷ ˥ˮ˰˲˪ ˭˸ˣ˞ Φ˷˧ ˢˬ˩ ˸ˣ˷˧ˠ ˭˸˧ˮ˷ ˸˥˵˪Φ 

ˢ˷˧ˠ ˸˥˞ ˞˧ˢ ˭˟ˣˬ˩ ˸ˣˬˡ˪ ˸˞ ˢ˪ˣ˰˲ˢ flared_67 ˪˰ ˪˰ ˢ˧˟˧˩˶ˬ Σ˨˧˪ˢ˸ ˢ˞˶ˮ˷ ˧˪ ˨ˣ˶˞ ˡ˰ˣˬˣ 

˸ˣ˧ˣ˰˦˪ Φ 
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ˢ˷˧ˠ ˢ˧ˮ˷ ˞˧ˢ ˢ˷˧ˠ ˸˧ˬˮ˧ˡ ˸˷ˬ˸˷ˬ˷ ˧˸˷˟ sπbp ˶˟˩˷ ˣˮ˶˴˧ ˫ˡˣ˵ˬ Φ˶ˣˤ˥ˮ ˧˶˞ˮ˧˟˪ ˫ˡˣ˵ˢ ύˣ˟˷ 

ˣˮ˥ˮ˰˧˲ ˸˞ т ˸ˣ˪ˣ˰˲ˢ ˬπflare_71 ό˫˧˷ˮˣ bp ύ˱˯ˣˮ˟ ˪πн ˫˧ˬˡˣ˵ˢ όˢ˪ˣ˰˲˟ flared_70 ˷ˬˬ ˨˩Υ 

 

˪˩ˣ ˫˰˲ ˢ˴˶ˮ˷ ˥ˮ˰˲˪ ˢ˪ˣ˰˲ ˸ˬ˧ˣ˯ˬ ˢˮ˷ˮ ˸˞ sπmetadataToken ˸˶ˤ˰˟ ˶ˠ˞˟˧ˡˢ ˪πtoken ˪˷ 

ˢ˪ˣ˰˲ˢ Φ˨˧˞ ˰ˡˮ ˸˞ sπtoken ˪˷ ˢ˪ˣ˰˲ˢ Κ˸ˣ˪˵˟ ˢ˟˶ Σ-˟dnSpy ˭ˣ˪˥˟ ˸ˣ˪ˣ˰˲ˢ ˶˥˞˪ ˫˷ ˢ˪ˣ˰˲ˢ 

˫˧˶˟ˡˢˣ ˞˧ˢ˷ ˸˪˟˵ˬ ˢ˶˧ˤ˥ˬˣ Σ˰˧˲ˣˬ sπtoken ˶˥˞˪ ˭ˬ˧˯ ˸˧˩ˣ˶˩ ύ˸˧˶˟˰˟ ˸˧ˬˬ˰Υ˭ˬ˧˯ ˪ˡˣ˶˦˷ ό

ˢˬˠˣˡ˪Υ 

 

˫˞ ˢ˴˶ˮ ˥ˮ˰˲˪ ˸˞ ˢ˪ˣ˰˲ˢ flared_00 ˢˮ˷ˮ ˸˞ sπtoken ˪π0x06000001 Φˣ˸ˣ˞ ˶˟ˡˢ ˧˟ˠ˪ ˪˩ ˶˞˷ 

˸ˣ˪ˣ˰˲ˢ ˞˪ˢ ˸ˣ˥ˮ˰ˣ˲ˬ Φˢ˟˶ˢ ˸ˡˣ˟˰ ˫˧˪ˬˮ ˸˧ˮˡ˧ ˢ˵˧˰ˬ Σ˪˟˞ ˨˩ ˧˸˧˷˰ ˭ˬˤ˟ ˸ˬ˞ Σ˧ˮ˞ ˟˷ˣ˥ ˢˤ˷ 

˱˧ˡ˰ ˪˰ ˸ˣ˟˧˦ˮ˶˦˪˞ˢ ˸ˬ˞ˢˣ ˢˤ˷ ˞˪ ˪˩ ˨˩ ˨ˣ˶˞Φ 

˧˶˥˞ ˢ˷˰ˮ˷ ˸˞ ˨˧˪ˢ˸ˢ ˢˤˢ ˪˩ˣ ˸ˣ˪ˣ˰˲ˢ ˣ˪˞ˢ ˣ˯ˮ˩˧ ˳˟ˣ˵˪ ˦˯˵˦ ˣ˧˪˰˷ ˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ˫ˡ˵ˣˬˬ Φ

˪˟˵ˮ ˧˶˞ˮ˧˟ ˫˰ ˪˩ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˥ˮ˰ˣ˲ˬ Η˫˞ ˶ˣ˟˰ˮ ˣ˧˪˰ ˶ˠ˞˟˧ˡ˟ ˪˩ˣˮ ˦˞˪ ˦˞˪ ˡˣˬ˪˪ ˨˧˞ ˧˶˞ˮ˧˟ˢ ˢˤˢ 

ˡ˟ˣ˰ Φ˪˟˞ ˸ˡˣ˵ˮ ˢˮ˲ˬˢ ˢ˰˧ˠˢ ˧˸˧˞˶˷ ˡˣ˵˟ ˸˞ ˫˧˰ˣ˟˵ˢ ˫˧˞˟ˢΥ 

 

˧˸˦˪˥ˢˣ ˷˲˥˪ ˸˷˶˟ ˸˞ chars_domain Σˢ˷˰ˬ˪ ˧˸˷˲˧˥ ˸˞ ˪˩ ˢ˶ˣ˷ˢ ˪˪ˣ˩ ˪ˣ˥˸˞ˢ ˪˷ ˢˮ˸˷ˬˢ Φ

˞˵ˣˣˡ ˸ˣˮˣˬ˸ˢˬ ˣ˰˧˲ˣˢ˷ ˸ˣ˞˴ˣ˸˟ ˷ˣ˲˧˥ˢ Σ˧˸˰ˠˢ ˢˮ˟ˣ˸˪ ˸˞ˤ˷ ˢ˪ˠˣ˶ ˸˯˯ˣ˟ˬ ˢ˪ˠˣ˶ ˸˧˸˧ˬ˞ 
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ˢ˟˸˩ˮ˷ ˪˰ ˧ˡ˧ ˸˴ˣ˟˵ ˢ˲˧˵˸ˢ APT34 ˸˯˥ˣ˧ˬˢ ˭˞˶˧˞˪ ˢ˪ˠˣ˶ˢˣ ˸˞ˤˢ ˸˧˲˧˴˲˯ ˢ˦ˠ˶˧˦ ˸˞ ˪˷ˬˬˢ 

˧ˮˡ˶˧ˢ Φˡˣ˰ ˸ˣˡˣ˞ ˢ˪ˠˣ˶ˢ ύˢ˶ˣ˞˩˪ˢ ό˸˧ˮ˞˶˧˞ ˧˶˞ˮ˧˟ˢ˷ ˢˤˢ ˯˯ˣ˟ˬ ˣ˧˪˰ Φ˶˷˲˞ ˞ˣ˶˵˪ ˭˞˩ ˸ˬ˞ˢˣ 

ˡˣ˰˟˷ ˢ˟˶ˢ ˸ˣˬˣ˵ˬ ˸˷˶˟ Φ˦ˣ˷˲ ˣ˷˲˥ ϦAPT34 Saitama Agent ΦϦ˪˩ˢ ˟ˣ˦ ˢ˲˧ˣ ˣ˧˷˩˰ˣ ˣˮ˥ˮ˞ ˥ˣ˦˟ 

˫˧˪ˣ˩˧ ˭˧˟ˢ˪ ˦˰ˬ˩ ˸˞ ˪˩ ˡˣ˵ˢ ˸ˣˡˣˢ ˧˶˵ˣ˥˪ ˸ˣ˪ˠˣ˶ ˫˧˴ˣ˶˥ ˣ˷˰˷ ˸˞ ˟ˣ˶ ˢˡˣ˟˰ˢ ˣˮ˪˧˟˷˟ ύ˳ˣ˥ ˡˣ˵ˢˬ 

ˢˮˣ˷˷ ˶ˣ˵ˬˢˬ Φό˪˟˞ ˭˧˧ˡ˰ ˷˧ ˣˮ˪ ˪ˠˡ ˞ˣ˴ˬ˪ Σˤ˞ ˨˧˞ ˞˴ˬˮ ˣ˸ˣ˞ Κ˶˟ˡˢ ˭ˣ˷˞˶ˢ ˧˸˟˷˥˷ ˣ˧˪˰ ˢ˧ˢ ˦ˣ˷˲ 

ˡ˧˶ˣˢ˪ ˸˞ ˢ˪ˠˣ˶ˢ ˸˧˶ˣ˵ˬˢ Σˢˮˣ˩ˬ˪ ˸˧˪˞ˣ˦˶˧ˣ ˭˟ˣˬ˩ ˫˷ˣ ˸ˣˣ˷ˢ˪ ˭˧˟ ˧˶˞ˮ˧˟ˢ ˪˷ ˶ˠ˸˞ˢ ύ˫˰ ˸ˣ˪ˣ˰˲ˢ 

˸ˣ˥ˮ˰ˣ˲ˬ ˭˟ˣˬ˩ όˢ˪ˠˣ˶˪ ˸˧˶ˣ˵ˬˢ ˢ˞˶ˮ˩ˣ ˪ˠˡˢ˷ ˢ˧ˢ˧ ˶ˣ˷˵ ˫˧˪ˡ˟ˢ˟ ˭˧˟˷ ˫˧˶˞ˮ˧˟ˢΦ 

ˤ˞ ˭˟ˣˬ˩ ˧ˮ˲˪ ˧˸ˡ˶ˣˢ˷ ˧˸˞˶˵ ˪˩ ˸˯˧˲ ˰ˡ˧ˬ ˧˸˞˴ˬ˷ ˪˰ ˢ˪ˠˣ˶ˢ ˸˞ˤˢ Φ˧ˡ˩ ˪˩ˣ˞˷ ˭˧˟ˢ˪ ˫˰ ˢˬ ˵ˣ˧ˡ˟ 

˷˧ ˣˮ˪ ˵˯˰ Φ˳˧˪ˬˬ ˫ˠ ˫˩˪ ˸ˣ˷˰˪ ˨˩ Φ˪˟˞ ˪˩˟ ˢ˶˵ˬ ˪ˡ˸˷˞ ˶˧˟˯ˢ˪ ˸˞ ˫˧˶˟ˡˢ ˫˧˟ˣ˷˥ˢ ˫˞ ˶˷˞˩ˣ 

˷˧ˠ˶˞ ˷˧˷ ˨˩˟ ˨˶ˣ˴ Φˢ˦ˮ˞ˣ˲ˢ ˪˷ ˶ˠ˸˞ˢ ˞ˣˢ ˥ˣˮ˰˧˲ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧ˬˮ˧ˡˢΦ 

 

https://x-junior.github.io/malware%20analysis/2022/06/24/Apt34.html
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ˢ˪˰ˬ˪ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˸ˣ˵˪˥ˬ ˧˶˞ˮ˧˟ˢ ˪˷ ˶ˠ˸˞ˢ ˢ˦ˬ˪ˣ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˸ˣ˵˪˥ˬ ˢ˪ˠˣ˶ˢ 

˸˧ˮ˞˶˧˞ˢΦ˶˟˩ ˟˪˷˟ ˢˤˢ ˶˷˲˞ ˸ˣ˞˶˪ ˭ˣ˧ˬˡ ˟˶ Σ˭ˬ ˫˸˯ˢ Σ˧˶ˢ ˧˶˞ˮ˧˟ˢ ˪˷ ˶ˠ˸˞ˢ ˯˯ˣ˟ˬ ˪˰ ˢ˪ˠˣ˶ˢ 

˸˧ˮ˞˶˧˞ˢ ˸˞ˤˢΦ 

˶˥˞˪ ˸˴˵ ˸ˣˮˮˣ˟˸ˢ ˟πdnSpy ˪˩ˣˮ ˫˧˷˪ ˧ˮ˷˪ ˫˧˪ˡ˟ˢ ˫˧˦˪ˣ˟ Φ˭ˣ˷˞˶ˢ ˫ˢ˧ˮ˧˟ˬ ˞ˣˢ ˢ˵˪˥ˬ˟ 

RandomMersenneTwister ˢ˪ˠˣ˶˟˷ ˸˧ˮ˞˶˧˞ˢ ˢ˪˥˸ˢˢ ˢ˪˷ ˸˧˞˶ˮ ˨˩Υ 

 

ˡˣ˰˟ ˧˶˞ˮ˧˟˟ ˣˮ˪˷ ˞˧ˢ ˸˧˞˶ˮ ˨˩Υ 

 

˶˷˲˞ ˫˧˷˪ ˟˪ ˫˰˷ ˸˶˧˴˧ ˫ˣˡˮ˞˶ˢ ˭ˣ˷˞˶ˢ ˶˴ˣˮ ˢˮ˸˷ˬ ˪˷πhash ˪˩˷ ˢ˞˶ˮˢ ˭˩ˡ˰˸ˬ ˨˷ˬˢ˟ Σ˱˯ˣˮ˟ 

ˢˤ˪ Σˢ˞˶ˮˣ ˢˮ˸˷ˬ˪˷ ˧˦˦˯ˢ ˣˮ˪˷ c ˪˥˸ˣ˞ˬˢ ˸˪˧˥˸˟ ˸˧ˮ˩ˣ˸ˢ Σ˱˯ˣˮ eventHandler ˞˶ˣ˵ˢ ˢ˪ˣ˰˲˪ 

ˢ˶˵ˬ˟ ˞ˣˢ˷ ˢˮ˸˷ˬΦ 

  



 
 

  FLARE-ON 2022 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпр, ˶˟ˬ˴ˡ нлнн  сс 
 

˶˧˩ˤˮ ˢˮ˸˷ˬˢ˷ c ˢ˞˶ˮ ˨˩Υ 

 

˨˪ˮ ˸ˣ˞˶˪ ˢˬ ˢ˪ˣ˰˲ˢ ˸˰˴˟˸ˬ˷ ˞ˣˢ˷˩ ˢˮ˸˷ˬΥ 

 

ˢ˞˶ˮ ˢ˶˵ˬ˟˷ ˫˧˞ˮ˸ˣ ˫˧ˬ˧ˣ˯ˬ ˫˧ˬ˧˧˵˸ˬ ύ˞˪ ˵ˬ˰˸ˮ ˫ˢ˟ ˰ˠ˶˩ ό˸˧˞˶˵ˮ ˢ˪ˣ˰˲ˢ flare_55 Φ˭ˮˣ˟˸ˮ ˢ˟Υ 

 

˧˧˵ˣ˞ ˶ˣ˟˰ˮ ˢ˶ˣ˷ ˢ˶ˣ˷ Φˢ˶ˣ˷ˢ ˢˮˣ˷˞˶ˢ ˸ˮ˰ˣ˦ section ˫˧ˣ˯ˬ ˧˲˪ ˸ˤˣ˶˥ˬ hash ˸˟˷ˣ˧˷ ˢˮ˸˷ˬ˟ sh 

˶˥˞˪ ˫˧˩˲ˣˢ˷ ˢ˸ˣ˞ ύˡˣ˞ˬ ˶˧˩ˤˬ ˨˧˞ ˫˧˸˟ˢ˷ ˪˷ ˸ˣ˪ˣ˰˲ˢ ˸ˣˮ˲˴ˣˬˢ ˫˧ˮ˰˦ˮ ˢˬπsections ˪˷ ˧˶˞ˮ˧˟ˢ 

˧˲˪ ˷˞ˢ όˢ˶ˣ˷ˢ ˢ˧˧ˮ˷ˢ ˸˶˴ˣ˧ ˷˞ˢ ˠˣ˯ˬ SHA256 ˫˧˩˶˰ˢˬ ˫˧˟˷ˣ˧˷ ˢˮ˸˷ˬ˟ h Φˢ˶ˣ˷ˢ ˸˧˷˧˪˷ˢ 

˸˥˵ˣ˪ ˸˞ ˫˧˸˟ˢ ˣˮ˰˦ˮ˷ ˢˬπsection ˸˥˪ˣ˷ˣ ˫˸ˣ˞ ˥ˣˮ˰˧˲˪ ˫˰ sπSHA256 ˣˮ˪˷ ˥˸˲ˬ˩ Φˢ˶ˣ˷ˢ 

˸˧˰˧˟˶ˢ ˸˧˞˶ˮ ˫ˠ˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˟πRC4 ˨˞ ˵˶ ˨˶ˣ˴˪ ˫˷ ˳˟ˣ˵ˢ ˨˪ˣˢ˷ ˶˴ˣˣ˧ˢ˪ Φˢˤ ˸ˣ˥˲ ˭˧˧ˮ˰ˬ ˣˮ˸ˣ˞ 

˰ˠ˶˩Φ 

˱ˣ˯˟˪ ˢ˞˶ˮ ˫˧˸˟ˢ˷ ˣˮ˞˴ˣˢ˷ ˢˬπsection ˫˧˥ˮ˰ˣ˲ˬ ˶˴ˣˮˣ ˳˟ˣ˵ ˫˧ˣ˯ˬ ˳˶ˣˬ˷Φ 
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˟ˣ˦ ˤ˞ ˣˮ˶˞˷ˮ ˫˰ ˸ˣ˪˞˷ˢ ˸ˣ˞˟ˢ Υˢˬ ˞ˣˢ sπsection ˶˟ˣˡˬˢ Κˢ˲˧˞ ˪˩˪ ˸ˣ˥ˣ˶ˢ ˫˧˲˯ˣˮ ˫˧˩˶˰ ˱ˣ˯˟˷ 

˫˧˩˲ˣˢ ˷˞ˢ˪ ˢˬˣ ˫ˢ ˫˸ˣ˞ ˫˧˩˶˰Κ 

˪˧˥˸ˮ ˫˰ ˢ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˢˮˣ˷˞˶ˢ Σ˦˟ˬ ˤ˧˶ˤ ˟πsections ˢ˪ˠ˧ ˣˮ˪ ˢ˷πsection ˭ˣ˷˞˶ˢ ˢ˞˶ˮ˷ ˫˰ ˫˷ 

ˣˬ˩ ˢ˪˥˸ˢ ˪˷ ˷˞ˢ Σ˞ˣˢ ˵ˮ˰ Η˪˵ˣ˷ ˨˶˰˟ мм ˢˠˬ Η˭˧˞ ˟˴ˬ ˣˤ˷ ˢ˪ˣ˰˲ ˸ˮ˲˴ˣˬ Φˢ˞˶ˮ˩ ˢˤ ˳˟ˣ˵ ˭˲˴ˣˬ 

˪˩˩˷ ˢ˞˶ˮˢ ˪˧˩ˬ ˸˞ ˪ˠˡˢ ˣˮ˥ˮ˞ˣ ˫˧˴ˣ˶ ˥ˮ˰˲˪ ˣ˸ˣ˞Υ 

 

˸˞ ˸ˣ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˢ˧ˮ˷ˢ ˸˧˷˧˪˷ˢˣ ˪˩ˣˮ ˞ˣ˴ˬ˪ ˢ˸ˣ˞˟ ˢ˵˪˥ˬ ˸˥˸ ˢ˪ˣ˰˲ˢ flaredψрс ˢ˟˷ ˪˩ˣˮ 

˸ˣ˞˶˪ ˞˪ˬ ˫˧˵˪˥ ˫˧˞˶ˮ˷ ˨˩Υ 

 

ˢˬ˩ ˸ˣ˶ˣ˷ ˭˲ˣ˯˟˷ ˭˩ˣ˸ˢ ˭ˢ˪˷ ˯ˮ˩ˮ ˢˮ˸˷ˬ˪ ˶˟ˣ˰˷ ˷˞ˢ Φ˭˰ˬ˪ ˶˯ˢ ˵˲˯ ˢ˪ˠˣ˶˟ ˸˧ˮ˞˶˧˞ˢ ˸ˣ˶ˣ˷ˢ 

ˣ˪˪ˢ ˸ˣ˞˶ˮ ˨˩Υ 

 

ˢˬ ˵ˤ˥ˬ˷ ˧˟ ˸˞ ˢ˷ˣ˥˸ˢ ˪˩˩˷ ˢ˞˶ˮˢ sπsection ˭ˣ˷˞˶ˢ ˪˧˩ˬ ˳˟ˣ˵ ˭˲˴ˣˬ ˵ˮ˰ ˪˧˩ˬ˷ ˸˞ ˪ˠˡˢ ˭˲ˣ˞˟ 

ˢˤ˩ x˞ ˶˥˞Φ ˥˧ˮˮ ˢˤ˷ ˭ˣ˩ˮ ˥˸˲ˬˢˣ ˪πsection ˭˲˴ˣˬˢ ˪˧˩ˬ˷ ˸˞ ˪ˠˡˢ ˞˴ˬˮ ˭˞˩ Σ˨˧˞ ˰ˡˮ ˢˬ ˶ˡ˯ˢ 

˭ˣ˩ˮˢ ˣ˟˷ ˸ˣ˰˴˟˸ˬ ˸ˣˡˣ˵˲ˢ ˣ˪˪ˢ ˢˮ˟ˮˣ ˷˞ˢˢ ˟˧˩˶ˬ˷ ˸˞ ˥˸˲ˬˢΚ 

ˢ˟ˣ˷˸ˢ ˢ˶˵ˬ˟ ˢˤˢ ˢ˧ˣ˴ˬ ˱ˣˠ˟ ˢ˪˞˷ˢ ˫˞ ˪˩˸˯ˮ ˟ˣ˦ ˪˰ ˦ˮˬˣˠ˶˞ˢ ˧ˮ˷ˢ ˪˷ ˢ˪ˣ˰˲ˢ flare_56 

ˢˮˣˬ˸˟ ˪˧˰˪ ˢ˞˶ˮ ˦ˮˬˣˠ˶˞ˢ˷ ˧ˮ˷ˢ ˞ˣˢ ˦˯˵˦ ˰ˣ˟˵ ˢ˞˶ˮ˷ ˣˬ˩ ˵˪˥ ˷˞ˢˬ ˠˣ˯ˬ SHA256 Φ˫˞ ˧˸˧˧ˢ 

˨˧˶˴ ˶ˬˢ˪ ˧˸˧˧ˢ ˶ˬˣ˞ ˶ˡ˯ˢ˷ ˪˷ ˸ˣˡˣ˵˲ˢ ˨˧˶˴ ˸ˣ˧ˢ˪ ˢˤ˩ ˨˩ ˫˧˦ˮˬˣˠ˶˞ˢ˷ ˫˧˞˶ˮ˷ ˣˬ˩ ˧˵˪˥ 

SHA256 ˣ˞˶˵˧ ˧˲˪ ˶ˡ˯ˢ ˫˞˷ ˢˮ˟ˮ ˫ˢˬ ˸ˤˣ˶˥ˬ ˪˟˵˸˧ ˷˞ˢˢ ˞˪ˬˢ ˪˷ sπsection Φ 

  



 
 

  FLARE-ON 2022 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпр, ˶˟ˬ˴ˡ нлнн  су 
 

˫˞ ˪˩˸˯ˮ ˡˣ˵˟ ˢ˪ˣ˰˲˟˷ flare_56 ˢ˞˶ˮ ˸˞ ˶˟ˡˢ ˞˟ˢΥ 

 

ˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ ˢ˲˧˯ˣˬ ˪πsh ύ˪˥˸ˣ˞ˬˢ ˸ˤˣ˶˥ˬ˩ ˢ˵˧˶ ˣ˪˞˪ ˫˩˧ˮ˧˟ˬ ˫˧ˢˣ˸˷ ό˸˞ ˵˪˥ˢ ˪˷ ˷˞ˢˢ Φ

ˢ˶˧˯ˬˣ ˬπc ˸˞ ˨˶˰ˢ ˪˷ ˦ˮˬˣˠ˶˞ˢ ˭ˣ˷˞˶ˢ ˟ ˶˯ˣ˵ˬ-нпу ˣ˩˶˰˷ ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˢˣˣ˷ ˶˟˧˞˪ ˭ˣ˷˞˶ˢ ˟π

collection Φ˟ˣ˦ ˷˧ ˢ˲ ˢ˟˶ˢ ˪˩˰˪ Φˣ˞ˣ˟ ˶ˣˤ˥ˮ ˪πc ˢ˷˰ˮˣ x˪ ˶ˣ˯˵ ˫˰ нпуΥ 

 

˭˧˧ˮ˰ˬ ˡˣ˞ˬ Σ˫˞ ˫˧˷ˮ ˟˪ ˫˧˶˲˯ˬˢ ˢ˲ ˡˣ˞ˬ ˫˧˶˧˩ˤˬ ˸˞ ˫˧˶˲˯ˬˢ ˢˮ˸˷ˬ˟ text2 Φ˪˷ˬ˪Υ 

 

ˤ˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢˤ˷ ˶ˡ˯ˢ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˸ˣˮ˟˪ ˣ˸˧˞ ˸˞ ˷˞ˢˢ Κ˪˟˞ ˰ˠ˶ Σˣˮ˥ˮ˞ ˫˧˥˧ˮˬ ˸ˣ˶˧˟˯˟ ˢˢˣ˟ˠ Σ

˫˷ˢ˷ ˪˷ sπsection ˪˧˩ˬ ˸˞ ˢ˪˥˸ˢˢ ˪˷ ˷˞ˢ ˪˷ sπsectionΦ 
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˫˞ ˪˩˸˯ˮ ˪˰ sπsection ˵ˮ˰ˢ ˣˮ˥ˮ˞˷ ˫˧˥˧ˮˬ ˪˧˩ˬ˷ ˸˞ ˪ˠˡˢ ˢ˞˶ˮ ˞ˣˢ˷ ˪˧˥˸ˬ ˨˩Υ 

 

˸ˤˣ˶˥ˬ˟ Ϧ5aeb2b97  Ϧ˫˞ ˷˲˥ˮ ˸˞ ˸ˤˣ˶˥ˬˢ Ϧ5ae Ϧ˭˧˟ ˧ˮ˸˷ˬ sπtext2 ˫˧ˮˣ˷ˢ ˣˮ˪˷ ˞˪ ˞˴ˬˮ ˢ˸ˣ˞ Φ

˪˟˞ ˭˩ ˞˴ˬˮ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˩ˣ˲ˢˢ ˢ˪ Ϧ5aeΥϦ 

 

˪˟˞ ˶˲˯ˬ п ˰˧˲ˣˬ ˵˶ ˱ˣ˯˟ ˢˬ˧˷˶ˢ ˣˮ˪˷ Σˤ˞ ˢˬ ˢ˶˵ ˭˞˩ Κˤ˞ ˫˞ ˧ˬ ˫˩ˬˬ ˪˰˟ ˭ˣ˶˩˧ˤ ˟ˣ˦ ˞ˣˢ ˧˞ˡˣ 

˶˩ˣˤ ˧ˮ˲˪˷ ˣˮ˥ˮ˞˷ ˫˧˷˲˥ˬ ˸˞ sπsection ˧˲˪ ˸ˤˣ˶˥ˬˢ ˪˷ ˷˞ˢˢ ˣˮ˥ˮ˞ ˫˧˩˲ˣˢ ˢ˸ˣ˞ Η˭˩˪ˣ ˢˤ ˧ˮˣ˧ˠˢ 

ˢˤ˷ ˵˪˥ˢ ˞˶˵˧˷ ˭ˣ˶˥˞ Ηˢ˞˶ˮ˩ ˶ˡ˯ˢ˷ ˪˷ ˢˬ˧˷˶ˢ ˣˮ˶˯˵˷ ˢˮ˸˷ˬˢˬ c ˞ˣˢ ˭ˣ˩ˮˢ Φ˟ˣ˦ ˤ˞ ˢ˞˶ˮ ˪˩˷ 

ˢˬ ˶˞˷ˮ˷ ˣˮ˪ ˢˤ ˭˧˟ˢ˪ ˢˬ ˵ˣ˧ˡ˟ ˸ˣ˷ˣ˰ ˶˞˷ ˸ˣ˪ˣ˰˲ˢ ˧ˮ˲˪ ˸ˣˤˣ˶˥ˬˢ˷ ˸ˣ˯ˮ˩ˮ ˢˮ˸˷ˬ˪ ˶˟ˣ˰˷ ˷˞ˢΦ 

˥˵˧ˮ ˸˞ ˸ˣ˶ˣ˷ˢ ˢ˪˞ˢ ˢˬˠˣˡ˩Υ 

 

ˤ˞ ˢ˪ˣ˰˲ˢ flare_04 ˸˞˶ˣ˵ ˢ˪ˣ˰˲˪ flared_03 ˢ˶˧ˤ˥ˬ˷ ˸˞ ˢ˶ˣ˷ˢ ˢ˞˟ˢΥ 

return "powershell - exec bypass - enc \ " " + c + " \ " "  

 

˸˞ˤ ˸˶ˬˣ˞ ˢ˶˧ˤ˥ˬ ˸ˤˣ˶˥ˬ ˪˷ sπbase64 ˞ˣˢ˷˩ ˭˩ˣˬ ˢ˴˶ˢ˪ ˸ˡˣ˵˲˩ cmd ˸˞˶ˣ˵˷ ˪πpowershell Φ

˪˟˞ ˣˮ˧˧ˮ˰˪ ˞˧ˢ ˦ˣ˷˲ ˢ˶˧ˤ˥ˬ ˸ˤˣ˶˥ˬ ˶˷˲˞˷ ˸ˣˤ˥˪ ˢ˸ˣ˞ ˸ˣ˪˵˟ Φˢ˪ˣ˰ˬΗ 

ˢ˪ˣ˰˲ˢ Encoding.ASCII.GetBytes ˧l ˶ˣ˶˟ ˣ˧˪˞ˬ ˢˬ ˞˧ˢ ˢ˶˧ˤ˥ˬ Φˤ˞ ˶ˣ˟˰ˮ ˢ˪ˣ˰˲˪ flare_57 ˸˴˵˷ 

˶˸ˣ˧ ˸˧˵˧˶˦ Υ 
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ˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˢ˞˶ˮ ˢ˶˧ˤ˥ˬ˷ ˸˞ ˸ˣˬ˷ˢ ˪˷ ˧˸˷ ˸ˣ˪ˣ˰˲ˢ ˸ˣˮˣ˶˥˞ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ύ˞˪ˣ ˪˷ ˢ˵˪˥ˬ 

˸˧ˬ˧ˮ˲ όΗˣ˪˧˟ˣˢ˷ ˢ˞˧˶˵˪ ˢ˧˪˞ Φ˪˟˞ ˰ˠ˶ ˭˞˩ˣ ˷˧ ˳˞˵ ϥ˥ˣ˦˟˷ ˯˲˸ ˢˬ˩ ˫˧˷ˮ˞ ˞˪ ˫˧ˮ˩ˣˬ ύˢˡˣˬ ˫ˠ˷ 

˧˸ˣ˞ Φό˷˧ ˪ˡ˟ˢ ˫˞ ˣˮ˥ˮ˞ ˫˧˶˟ˡˬ ˪˰ ˧˶˞ˮ˧˟ˢ ˧˶ˣ˵ˬˢ ˣ˟˷ ˪˩ ˸ˣ˪ˣ˰˲ˢ flared_xx ˸ˣˮ˲˴ˣˬ ˸ˣ˶˟ˣ˰ˣ ˨˶ˡ 

˸ˣ˪ˣ˰˲ˢ flare_70 xπflare_71 ˢ˶˵ˬ˟ ˢˤ˩ ˢˬ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˶˧ˤ˥˸ ˢ˧ˢ˧ ˢˮˣ˷ ˭˧˦ˣ˪˥˪ ˢˬˬ ˢ˪ˣ˰˲ˢ˷ 

˶˧ˤ˥˸ ˢ˶˵ˬ˟ ˪˩˷ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˥ˮ˰ˣ˲ˬ Φ˧ˮ˞ ˥˧ˮˬ ˢˮˣˣ˩ˢ˷ ˳˧˶ˮ˷ ˸˞ ˧˶˞ˮ˧˟ˢ ˢˤˢ ˣ˸˶ˣ˴˸˟ ˸˧˶ˣ˵ˬˢ Φ 

ˤ˞ ˧ˡ˩ ˸ˣ˪ˠ˪ ˢˬ ˸ˤˣ˶˥ˬˢ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˶˧ˤ˥˸ Σ˧˸˵˸˰ˢ ˧˶˞ˮ˧˟ˢˬ ˧˶ˣ˵ˬˢ ˪˷ ˶ˠ˸˞ˢ  ˸˞ ˢ˪ˣ˰˲ˢ 

flared_57 ˫ˠˣ ˸˞ ˢ˪ˣ˰˲ˢ flared_70 ˧˶˞ˮ˧˟˪ ˫˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˥ˮ˰ˣ˲ˬˢ ˣˮ˪˷ Σ˨˩ ˵˶˷ ˭s ˣ˧ˢ˧ ˸ˣˮ˲˴ˣˬ Φ

˶˥˞˪ ˭˩ˬ ˧˸˴˶ ˫˰ ˶ˠ˞˟˧ˡ ˧ˡ˩ ˸ˣ˲˩˪ ˪˰ ˸˧ˮ˩ˣ˸ˢ ˰˧ˠˢ˪ ˪πflared_57ύ Φ˫ˮˬˣ˞ ˞˪ ˧˸˶˟˯ˢ ˢ˲ ˢˬ 

˧˶˞ˮ˧˟ˢ ˢ˷ˣ˰ Σ˪˟˞ ˟˪˷˟ ˢˤˢ ˦˪˥ˢ˟ ˶˟˩ ˢ˧ˢ ˧˪ ˭ˣ˧˰˶ ˧l ˟ˣ˦ ˧ˬ˴˰˟ ˸ˣ˩ˤ˟ ˫˧˶ˬ˞ˬˢ ˧˸˞˶˵˷ ˸ˣˡˣ˞ 

ˢ˪ˠˣ˶ˢ ˸˧ˮ˞˶˧˞ˢ Φ˨˩ ˰˧ˠˢ˪˷ ˢ˪ˣ˰˲˪ ˸˞ˤˢ ˞˪ ˢˣˣ˧ˢ ˧˷ˣ˵ ˪ˣˡˠ ˧˶ˣ˟˰Φό 

˶˥˞˪ ˧˸˰ˠˢ˷ ˫˰ ˶ˠ˞˟˧ˡ ˧˸˧˪˧ˠ ˸ˤˣ˶˥ˬˢ˷ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˢ˶˧ˤ˥ˬ ˞˧ˢ ˡ˧ˬ˸ ˢ˧ˢ˸Υ 

"System.Object InvokeMethod(System.Object, System.Object[], System.Signature, 
Boolean)System.Object Invoke(System.Object, System.Reflection.BindingFlags, 
System.Reflection.Binder, System.Object[], System.Globalization.CultureInfo)"  

˟ˣ˦ ˤ˞ ˣ˧˷˩˰ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˢˤ˧˞ ˭˩ˣ˸ ˯ˮ˩ˮ ˢˤ˧˞˟ˣ ˶ˡ˯ ˞ˣˢ ˯ˮ˩ˮ ˢˮ˸˷ˬ˪ ˣˮ˪˷ ˶˟ˣ˰˷ ˷˞ˢ ˢˣˣˢˬˣ ˸˞ 

˥˸˲ˬˢ ˣˮ˪˷ ˪πsection Σ˪˩ˣˮ ˟ˣ˸˩˪ ˡˣ˵ ˢˮ˟˧˷ ˣˮ˪ ˸˞ ˥˸˲ˬˢ ˭ˣ˩ˮˢ ˥ˮ˰˲˧ˣ ˣˮ˪ ˸˞ sπsection ˵ˮ˰ˢ 

˪˵ˣ˷˷ ˪˰ˬ 11MBΥ 

import hashlib  
 
def GetBytes ( x):  
   return x. encode( " ascii" )  
 
def flare_04 ( c):  
   return "powershell - exec bypass - enc \ " " + c + " \ " " ;  
 
def flare_57 ():  
   return "System.Object InvokeMethod(System.Object, System.Object[], System.Signature, 
Boolean)System.Object Invoke(System.Object, System.Reflection.BindingFlags, 
System.Reflection.Binder, System.Object[], System.Globalization.CultureInfo)"  
 
def load_section ():  
   with open( "FlareOn.Backdoor_orig.exe" , "rb" ) as f:  
      f. seek( 0x24200) # address taken from dnSpy  
      enc_section_data  = f. read ( 0xAE4800) # size taken from dnSpy  
   return enc_section_data  
 
h = hashlib. sha256()  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBOAGUAdABOAGUAaQBnAGgAYgBvAHIAIAAtAEEAZABkAHIAZQBzAHMARgBhAG0AaQBsAHkAIABJAFAA
dgA0ACAAfAAgAFMAZQBsAGUAYwB0AC0ATwBiAGoAZQBjAHQAIAAiAEkAUABBAEQARAByAGUAcwBzACIA")));  
h. update ( GetBytes ( flare_57 () + "hostname" ));  
h. update ( GetBytes ( flare_57 () + 
flare _04( "RwBlAHQALQBDAGgAaQBsAGQASQB0AGUAbQAgAC0AUABhAHQAaAAgACcAQwA6AFwAUAByAG8AZwByAGEAbQAgAEYA
aQBsAGUAcwAgACgAeAA4ADYAKQAnACAAfAAgAFMAZQBsAGUAYwB0AC0ATwBiAGoAZQBjAHQAIABOAGEAbQBlAA==")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JChwaW5nIC1uIDEgMTAuNjUuNDUuMyB8IGZpbmRzdHIgL2kgdHRsKSAtZXEgJG51bGw7JChwaW5nIC1uIDEgMTAu
NjUuNC41MiB8IGZpbmRzdHIgL2kgdHRsKSAtZXEgJG51bGw7JChwaW5nIC1uIDEgMTAuNjUuMzEuMTU1IHwgZmluZHN0ciAvaS
B0dGwpIC1lcSAkbnVsbDskKHBpbmcgLW4gMSBmbGFyZS1vbi5jb20gfCBmaW5kc3RyIC9pIHR0bCkgLWVxICRudWxs")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBOAGUAdABUAEMAUABDAG8AbgBuAGUAYwB0AGkAbwBuACAAfAAgAFcAaABlAHIAZQAtAE8AYgBqAGUA
YwB0ACAAewAkAF8ALgBTAHQAYQB0AGUAIAAtAGUAcQAgACIARQBzAHQAYQBiAGwAaQBzAGgAZQBkACIAfQAgAHwAIABTAGUAbA
BlAGMAdAAtAE8AYgBqAGUAYwB0ACAAIgBMAG8AYwBhAGwAQQBkAGQAcgBlAHMAcwAiACwAIAAiAEwAbwBjAGEAbABQAG8AcgB0
ACIALAAgACIAUgBlAG0AbwB0AGUAQQBkAGQAcgBlAHMAcwAiACwAIAAiAFIAZQBtAG8AdABlAFAAbwByAHQAIgA=")));  
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h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBOAGUAdABJAFAAQQBkAGQAcgBlAHMAcwAgAC0AQQBkAGQAcgBlAHMAcwBGAGEAbQBpAGwAeQAgAEkA
UAB2ADQAIAB8ACAAUwBlAGwAZQBjAHQALQBPAGIAagBlAGMAdAAgAEkAUABBAGQAZAByAGUAcwBzAA==")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4AMQAwAC4ANAAgAHwAIABmAGkAbgBkAHMAdAByACAA
LwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4ANQ
AwAC4AMQAwACAAfAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABp
AG4AZwAgAC0AbgAgADEAIAAxADAALgAxADAALgAyADIALgA1ADAAIAB8ACAAZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsAC
kAIAAtAGUAcQAgACQAbgB1AGwAbAA7ACQAKABwAGkAbgBnACAALQBuACAAMQAgADEAMAAuADEAMAAuADQANQAuADEAOQAgAHwA
IABmAGkAbgBkAHMAdAByACAALwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsAA==")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "bnNsb29rdXAgZmxhcmUtb24uY29tIHwgZmluZHN0ciAvaSBBZGRyZXNzO25zbG9va3VwIHdlYm1haWwuZmxhcmUt
b24uY29tIHwgZmluZHN0ciAvaSBBZGRyZXNz")));  
h. update ( GetBytes ( flare_57 () + "systeminfo | findstr /i \ " Domain\ " " ));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANQAxAC4AMQAxACAAfAAgAGYAaQBuAGQAcwB0AHIA
IAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgA2ADUALg
A2AC4AMQAgAHwAIABmAGkAbgBkAHMAdAByACAALwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBu
AGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANQAyAC4AMgAwADAAIAB8ACAAZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsAC
kAIAAtAGUAcQAgACQAbgB1AGwAbAA7ACQAKABwAGkAbgBnACAALQBuACAAMQAgADEAMAAuADYANQAuADYALgAzACAAfAAgAGYA
aQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwA")));  
h. update ( GetBytes ( flare_57 () + "net user" ));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANAAuADUAMAAgAHwAIABmAGkAbgBkAHMAdAByACAA
LwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANA
AuADUAMQAgAHwAIABmAGkAbgBkAHMAdAByACAALwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBu
AGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANgA1AC4ANgA1ACAAfAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApAC
AALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgA2ADUALgA1ADMALgA1ADMAIAB8ACAA
ZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsACkAIAAtAGUAcQAgACQAbgB1AGwAbAA7ACQAKABwAGkAbgBnACAALQBuACAAMQ
AgADEAMAAuADYANQAuADIAMQAuADIAMAAwACAAfAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAk
AG4AdQBsAGwA")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBEAG4AcwBDAGwAaQBlAG4AdABTAGUAcgB2AGUAcgBBAGQAZAByAGUAcwBzACAALQBBAGQAZAByAGUA
cwBzAEYAYQBtAGkAbAB5ACAASQBQAHYANAAgAHwAIABTAGUAbABlAGMAdAAtAE8AYgBqAGUAYwB0ACAAUwBFAFIAVgBFAFIAQQ
BkAGQAcgBlAHMAcwBlAHMA")));  
h. update ( GetBytes ( flare_57 () + "whoami" ));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4AMgAyAC4ANAAyACAAfAAgAGYAaQBuAGQAcwB0AHIA
IAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgAxADAALg
AyADMALgAyADAAMAAgAHwAIABmAGkAbgBkAHMAdAByACAALwBpACAAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAo
AHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4ANAA1AC4AMQA5ACAAfAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AH
QAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgAxADAALgAxADkALgA1ADAA
IAB8ACAAZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsACkAIAAtAGUAcQAgACQAbgB1AGwAbAA=")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANAA1AC4AMQA4ACAAfAAgAGYAaQBuAGQAcwB0AHIA
IAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAkACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgA2ADUALg
AyADgALgA0ADEAIAB8ACAAZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsACkAIAAtAGUAcQAgACQAbgB1AGwAbAA7ACQAKABw
AGkAbgBnACAALQBuACAAMQAgADEAMAAuADYANQAuADMANgAuADEAMwAgAHwAIABmAGkAbgBkAHMAdAByACAALwBpACAAdAB0AG
wAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4ANgA1AC4ANQAxAC4AMQAwACAA
fAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwA")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBOAGUAdABJAFAAQwBvAG4AZgBpAGcAdQByAGEAdABpAG8AbgAgAHwAIABGAG8AcgBlAGEAYwBoACAA
SQBQAHYANABEAGUAZgBhAHUAbAB0AEcAYQB0AGUAdwBhAHkAIAB8ACAAUwBlAGwAZQBjAHQALQBPAGIAagBlAGMAdAAgAE4AZQ
B4AHQASABvAHAA")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "JAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4AMgAxAC4AMgAwADEAIAB8ACAAZgBpAG4AZABzAHQA
cgAgAC8AaQAgAHQAdABsACkAIAAtAGUAcQAgACQAbgB1AGwAbAA7ACQAKABwAGkAbgBnACAALQBuACAAMQAgADEAMAAuADEAMA
AuADEAOQAuADIAMAAxACAAfAAgAGYAaQBuAGQAcwB0AHIAIAAvAGkAIAB0AHQAbAApACAALQBlAHEAIAAkAG4AdQBsAGwAOwAk
ACgAcABpAG4AZwAgAC0AbgAgADEAIAAxADAALgAxADAALgAxADkALgAyADAAMgAgAHwAIABmAGkAbgBkAHMAdAByACAALwBpAC
AAdAB0AGwAKQAgAC0AZQBxACAAJABuAHUAbABsADsAJAAoAHAAaQBuAGcAIAAtAG4AIAAxACAAMQAwAC4AMQAwAC4AMgA0AC4A
MgAwADAAIAB8ACAAZgBpAG4AZABzAHQAcgAgAC8AaQAgAHQAdABsACkAIAAtAGUAcQAgACQAbgB1AGwAbAA=")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBDAGgAaQBsAGQASQB0AGUAbQAgAC0AUABhAHQAaAAgACcAQwA6ACcAIAB8ACAAUwBlAGwAZQBjAHQA
LQBPAGIAagBlAGMAdAAgAE4AYQBtAGUA")));  
h. update ( GetBytes ( flare_57 () + 
flare_04 ( "RwBlAHQALQBDAGgAaQBsAGQASQB0AGUAbQAgAC0AUABhAHQAaAAgACIAQwA6AFwAUAByAG8AZwByAGEAbQAgAEYA
aQBsAGUAcwAiACAAfAAgAFMAZQBsAGUAYwB0AC0ATwBiAGoAZQBjAHQAIABOAGEAbQBlAA==")));  
 
my_hash = h. digest ()  
 
cipher = ARC4.new(my_hash)  
enc_data = load_section ()  
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result = cipher. decrypt (enc_data)  
 
with open( "res.bin" , "wb+" ) as resf:  
   resf. write (result)  

˶˥˞˪ ˸˴˶ˢ ˦˲˧˶˵˯ˢ Σ˶˴ˣˣ˧ ˣˮ˪ ˳˟ˣ˵ ˶˥˞˪ˣ ˳˧˶ˮ˷ ˣ˧˪˰ ˸˞ ˢˡˣ˵˲ˢ file x˞ ˦ˣ˷˲˷ ˦˧˟ˮ ˟πheader ˣ˪˷ 

π˟hex editor Σ˭˧˟ˮ ˞ˣˢ˷ ˳˟ˣ˵ GIF Φˤ˞ ˦ˣ˷˲ ˥˸˲ˮ ˣ˸ˣ˞ ˢ˞˶ˮˣΥ 

 

˞ˣˢ˷ ˪˧˩ˬ ˸˞ ˪ˠˡˢ ˣˮ˪˷Υ 

W3_4re_Kn0wn_f0r_b31ng_Dyn4m1c@flare- on.com 

˧˪ˣ˞ ˫˩˵˪˥ ˫˧˥ˣˬ ˪˰ ˢˡ˟ˣ˰ˢ ˞˪˷ ˧˸˶˟˯ˢ ˪˪˩ ˪˰ ˨˧˞ ˧˶˞ˮ˧˟ˢ ˡ˟ˣ˰ ˞˪˞ ˵˶ ˧˸ˡ˵ˬ˸ˢ ˫˧˪ˡ˟ˢ˟ ˨˧˞ˣ 

˞˧˴ˣˢ˪ ˸˞ ˪ˠˡˢ Φ˪˟˞ ˧˸˧˷˰ ˸˞ˤ ˢˬ˩ˬ ˸ˣ˟˧˯ Σˢˮˣ˷˞˶ˢ ˞˧ˢ ˧˶˞ˮ˧˟ˢ˷ ˢˤˢ ˯˯ˣ˟ˬ ˪˰ ˢ˪ˠˣ˶ ˸˟˩˶ˣˬ 

˫˞ˣ ˫˸˴˴ˢ ˶ˣ˷˧˵˟ ˧˸˲˶˧˴˷ ˪˧˰˪ ˣ˟ˣ ˶ˬ˞ˬ ˶˵ˣ˥˷ ˦˶˲ˬˣ ˢ˧˪˰ Φ˧˞ˡˣ ˫˸ˬ˷ ˟˪ ˣ˸ˣ˞˷ ˶ˬ˞ˬ ˞ˣˢ ˨ˣ˶˞ 

ˡˣ˞ˬ ˞˪ˣ ˧˸˧˴˶ ˤ˟ˤ˟˪ ˫˩˪ˣ˩˪ ˸˞ ˭ˬˤˢ ˪˰ ˰ˡ˧ ˫˸˞˷ ˫˧˪ˣ˩˧ ˞ˣ˶˵˪ ˶˟˩ ˸ˣˬˣ˵ˬ˟ ˫˧˶˥˞Φ 

ˢ˟˧˯ˢ ˢ˧˧ˮ˷ˢ ˞˧ˢ ˳˞˵ˢ˷ ϥ˧˸˧ˬ˞ˢ ˵˪˥ˢˣ ˧˩ˢ ˶ˠ˸˞ˬ ˶ˠ˸˞˟ ˢˤˢ ύ˨˶ˡ ˟ˠ˞ ˧ˮ˞ ˟˧˷˥ˬ ˣ˸ˣ˞ ˶ˠ˸˞ˢ˩ 

˧˩ˢ ˢ˷˵ ˭˧˟ˬ ˪˩ ˫˧˶ˠ˸˞ˢ ˟πFLARE ˢˮ˷ˢ ό˞ˣˢ ˵˪˥ˢ ˷˶ˡˮ˷ x˟ ˭˧˟ˢ˪ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧ˬˮ˧ˡˢ ˸˰ˡ˪ˣ 

˥ˮ˰˲˪ ˫˸ˣ˞ ˨ˣ˸˪ ˧˶˞ˮ˧˟ˢ Φˢˤ ˵˪˥ ˭ˬˤ˟˷ ˸ˬ˞ ˥˵˪ ˧˪ ˪˰ˬ ˰ˣ˟˷˪ ˪˪˩ˣ ˢ˶ˤ˰ ˞˪ ˢ˦˰ˣˬ ˧˸˪˟˧˵˷ Σ˧˲˩ 

˧˸ˮ˧˧˴˷ ˫ˡˣ˵ ˭˩˪Φ 

˫˞ ˢ˧ˢ ˫˩˪ ˢ˷˵ ˟ˣ˵˰˪ ˧˶˥˞ ˭ˣ˶˸˲ˢ ˢˤˢ Σ˧ˮ˞ ˳˧˪ˬˬ ˫˩˪ ˡ˧˶ˣˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˟ˣ˵˰˪ˣ ˷ˬˬ ˭˲ˣ˞˟ 

˧˟˧˦˵˞ ˨ˣ˸ ˧ˡ˩ ˸ˣ˵˯˰˸ˢ ˣ˸˧˞ ˞˪ˣ ˵˶ ˸˶ˤ˰˟ ˢ˞˧˶˵ ˸˧˟˧˯˞˲ ˭ˣ˧˯˧ˮˣ ˢˮ˟ˢ ˪˷ ˭ˣ˶˸˲ˢΦ 
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˶ˠ˸˞ˢ ˧˰˧˷˸ˢ π encryptor 

 

˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˸ˮ˩ˣ˸ ˢ˶˲ˣ˩ ˳˟ˣ˵ˣ ˭˲˴ˣˢ˷ ˢ˸˧˞ ˧ˮ˞˷ ˥˧ˮˬ ˪˧˩ˬ˷ ˸˞ ˪ˠˡˢ Φ˳˧˴ˮ ˳˟ˣ˵˟ ˭˲˴ˣˬˢ ˢ˞˶ˮˣΥ 

 

˵˪˥ˢ ˭ˣ˷˞˶ˢ ˢ˶ˣ˷˟ ˢˮˣ˷˞˶ˢ ˢ˞˶ˮ ˸ˬ˞˟ ˣˬ˩ ˭˩ˣ˸ ˭˲˴ˣˬ ˣ˧˶˥˞ˣ ˷˧ ˢ˰˟˶˞ ˸ˣˤˣ˶˥ˬ hex ˰ˠ˶˩˷ ˧ˮ˞ 

˞˪ ˥ˣ˦˟ ˢˬ ˭˶˷˲ Φ˫˞ ˢ˯ˮˮ ˳˧˶ˢ˪ ˸˞ ˢ˶˲ˣ˩ˢ ˪˟˵ˮ ˸˞ ˦˪˲ˢ ˞˟ˢΥ 

usage: flareon path [path ...] 

˟ˣ˦ Σˢ˟˷˥ˬ˟ ˢ˧˧ˮ˷ ˧˪ˣ˞ ˞˪ ˧˞ˡ˩ ˸ˣ˯ˮ˪ ˸˞ ˢˤ ˪˰ ˟˷˥ˬˢ ˣˮ˪˷ Σ˞˪˷ ˭˧˲˴ˮ ˸ˣ˰˦˟ ˸˞ ˪˩ ˭ˮˣ˩ˢ ˣˮ˪˷ Φ

˫ˣ˵ˬ˟ ˸˞ˤ ˥˸˲ˮ ˸˞ ˢ˶˲ˣ˩ˢ ˟πIDAΦ ˷˲˥ˮ ˸˞ ˢ˪ˣ˰˲ˢ ˸˧˷˞˶ˢ ˣˮ˪˷ ˸˶ˤ˰˟ ˸˞˧˴ˬ ˸ˤˣ˶˥ˬˢ 

ˢ˯˲ˡˣˢ˷ ˣˮ˪ ˫ˡˣ˵ˬ ˦˪˲˟ ˰˧ˠˮˣ ˢ˪ˣ˰˲˪ ˢ˞˟ˢ ˢ˞˶ˮ˷ ˞˧ˢ˷ ˢ˪ˣ˰˲ˢ ˸˧˷˞˶ˢ ˣˮ˪˷Υ 

 


