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Bl - Flaredle
1

Welcome to Flare-On 9!

You probably won't win. Maybe you're like us and spent the year playing Wordle.
We made our own version that is too hard to beat without cheating.

Play it live at: http://flare-on.com/flaredle/

7-zip password: flare

_",, flaredle.7z
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Flaredle

"It's like Wordle, but not fun.” -Julius Caesar
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Y X e A, A X% X1 - s . owondsjs, X XXt
const WORDS [ 'acetylphenylhydrazine'

‘aerobacteriologically’ ,

" alkylbenzenesulfonate' ,

‘aminoacetophenetidine’ ,

‘anatomicopathological’ ,

‘anemometrographically’ ,

‘anthropoclimatologist' ,

¥ "X S S s _sdd$ ) WEE KA it A s Y ] x

Al ][ |73 . | ) ) ] 5 D R | 2 T

« X o q4¥s. 8] {4 " s s TP xs 4 X RN L7 x v s« S s | A4S .

Y X X q XL X sy opod Josx v ok 44 XTI

A ~ ~

v v

XKD X wldd X4 7 x os Doxdel s ox Xeqsy § _ sl . 4 wordsy T X x|

~ v o~ T -~

@ x4 _ 3.5 -f‘»-I-I“S=N>< LT DTN BN

PS D:\ctfs\flare\levell> python.exe .\exp.py
acetylphenylhydrazine
antimaterialistically
antinationalistically
benzalphenylhydrazone
chromophotolithograph
flareonisallaboutcats
hyperpolysyllabically
intellectualistically
overgesticulativeness
photochromolithograph
poliencephalomyelitis
pseudolamellibranchia
tetrabromofluorescein

Pl LS fareomt s L4 1 5 L 4% ST AT I T HY S Od B X 4 LS st

@9 L T sy o s su o xp Xxs ©g ] L sl s TRk 4 v

> A > a ~ ~

LY sy w o T Al A8 X x s 0 s ¢s « mflareonisallaboutcats « 1 s 4 7 ]

a

Y ” L .
Flaredle
Y X sy I s
flareonisallaboutcats@flare - on.com
@*s5y s yqdsi  _Tareoncom*r 1 -~ ¥ LY U®" X .7
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Pixel Pokemrd " . % . « s

Y X8 X « § 18X 80 sy @ X

- allenge

B2 - Pixel Poker
1

I said you wouldn't win that last one. I lied. The last challenge was basically
a captcha. Now the real work begins. 5S5hall we play another game?

1-zip password: flare

& 82 PixelPoker.7z

Y 4o X b X wsq ] o8 0721 x o X

PicelPoker.exe

. readme. bt

Y « ] F X, T
5

Welcome to PixelPoker ~_*, the pixel game that's sweeping the nation!
Your goal is simple: find the correct pixel and click it
Good luck!

=q} 1 "v s 9 >\.\.SX ‘LVA=L v XX |SV\. ~,,-|z-| w« X
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Technolooi

™ pixelPoker (216,275) - #1/10
File Help

Lo, wSTE L o s e Do R s I YR e P T

@”I".i”x” >,,V-I'V’Y"S(XJ|'A§"IIZ({X]”"
S X WKL TIDAX o« RS SN o T e T &S T T 4 X

Gxd 7 s 4 xS 3 s 81 XXX { s .

10 ¢ A sl NP gamelooprt v~ ~Xx s4_ | x Jobpi +1 S+ ~Mains L x
dx " T s T qslix . ) x ¢ XIDAL _stringgt = x L 1%

> v
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Technologic

7 ” =x - ”
Y xel’s )~ d o psd o Iexo 1710 s x x4 4

1 LRESULT _ stdcall win(HWND hWnd, UINT Msg, WPARAM wParam, LPARAM lParam)

24

3 HDC w4; // eax

4 HDC v5; // edi

5  HANDLE ProcessHeap; // eax

6 int v8; // edi

7 unsigned int v9; // esi

8  unsigned int v1@; // ecx

9 int vll; // edi

1@ int v12; // eax

11 int wl13; // esi

12  HDC DC; // esi

13 wvoid *v15; // [esp-4h] [ebp-15@h]

14  CHAR String[26@]; // [esp+8h] [ebp-144h] BYREF

15 struct tagPAINTSTRUCT Paint; // [esp+l@Ch] [ebp-48h] BYREF

17  memset(String, @, sizeof(String));
18 if ( Msg » 273 )

19 {
28 if ( Msg == 512 )
21
22 _snprintf(string, 268u, "PixelPoker (%d,%d) - #%d/%d", (__intl6)1Param, SHIWORD(lParam}), dword_413293, 18);
23 SetWindowTextA(hknd, String);
24 return @;
25 1
26 if ( Msg != 513 )
27 return DefWindowProcW(hknd, Msg, wParam, lParam);
28 v8 = (__intl6)lParam;
29 if { dword_413298 == 18 )
38 {
31 MessageBoxA(@, "Womp womp... :(", "Please play again!”, @);
32 DestroyWindow(hind);
33 LABEL_3@:
34 _snprintf(string, @x1@4u, "PixelPoker (%d,%d) - #%d/%d", v8, SHIWORD(lParam}, dword_413293, 18);
35 SetWindowTextA(hknd, String);
36 DC = GetDC(hknd);
37 BitBlt(DC, @, @, dword_413288, cy, hdc, @, @, BxCCBE28u);
38 ReleaseDC(hkind, DC);
39 return @;
4@
41 ++dword 413298;
@ 12
43 if ( (__intle)lParam == dword_412804 ¥ (unsigned int)dword_413288 )
44
" - " ” =n - ” X - x
S-|‘“S.XX>+.L\.,:|‘:)\('I.S.S NVSN\.,,J\..W-l)Gv-lv‘“.@()(,,,.‘]:-IS.\.:)S’V

L Tr 87X 4s”« ., 7 x . 4{’S bp. x . { ¥ s Q(breakpointi

I oxptal X vp X “xv X g% X o ‘Lv~ﬂ ¥ s . i x: ? d ! s CS ., o« f A x . 1

~ v

. win

(. T

o~

abA
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Technologic

Ll X478 L ox T e X s x4 vl s g X T T s s s 8 e

¥e 0 g 4 DM X S AT P X 8 s L8 X sy

il s =
.text:0040146F
.text:0040146F loc_40146F:
.text:0040146F inc eax
.text:00401470 xor edx, edx
.text:00401472 mov dword_413298, eax
.text:00401477 mov eax, dword_412004
.text:0040147C mov esi, dword_413280
.text:00401482 div esi
.text:00401484 cmp edi, edx
.text:00401486 jnz loc_401556
1
L

.text:0040148C mov eax, dword_412008

.text:00401491 xor edx, edx

.text:00401493 mov ecx, cy

.text:00401499 div ecx

.text:00401498 cmp ebx, edx

.text:0040149D jnz loc_40154E

¥oooxxs s TP chpme !4 T X

uﬁ_ E=3) i General registers

'text:m146F ]
.text:0040146F loc_40146F: EAX ©21C6ADB %
.text:0040146F inc eax EBX 00000004
.text:00401470 xor edx, edx ECX 00000000 %
.:eﬁ:mizzg mov dworda413<219212;;: £DX 000000SF
.text:0040 mov eax, dword_.

.text:0040147C mov esi, dword_413280] |EST 99900265 &
.text:00401482 div esi EDI 22000000 '»
.text:00401484 cmp edi, edx EBP @019FD48 W
.text:00401486 jnz loc_401556 ESP @019FBF3 W 1

1 1

X D8 @Bt | XS X" d oy XgEe 5] SedwE ediT s x x_ssis, 7

¥ oooXsseox x| qs SO T s 4 xS" X Tuddee I DU 4 Sy OX5fE

General registers

EAX @02COEQC W df
Y EBX 00000004
e = £CX 00000251
.text:0040148C mov eax, dword_412008|epx 00000139
.text:MOMOi:g; xor edx, edx EST OORR2ES
.text: mov ecx, cy
.text:00401499 div ecx SIS s
.text:00401498 cmp ebx, edx EBP @019FD43 W 5
.text:0040149D0 jnz loc_40154E ESP OO19FBF8 W S
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File Help

winN3r_WINneR_cHick3n_dinNer@flare-on.com

X

Y x sy s x"

wlnN3r_W!NneR_cHick3n_dlnNer@flare- on.com
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Y X5 X« §isx sk oy X
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B3 - Magic 8 Ball
1

You got a question? Ask the 8 ball!

7-zip password: flare

& 03_magicBhall.lz

Y X ises o Lmxxxsl X x o4, 0] 4,8 AL 40 X ds ezl X O

Press arrow keys to shake the ball

Start typing your questicn {fmax. 75 characters):

FLARBN 2022
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I iJas€ 4 Sqslyp]d 1S w

@ x|

S |S X

X TS ~ 4w’ HSw 7

©4VIDAt 1.~ "4 P 2 x b ldy LI x i aax 48 x0T {19
S G T g x| T4 BIsL . 1V I X ghmelooprt x s mdimt T % x|
PO T SX X D] LS e L
Y X B x o8 e _IDAY s S L I
if ( *(_BYTE *)(this + 345) )
{ 1
" :1‘— - ;[5];
1%;( c;:Lt >= 8x10 )
vi2 = (_BYTE *)*v4;
if ( *vi2 == 76 )
{ — A
i%i( ,ziAt >= 9x10 )
Vi3 = (_BYTE *)*v4;
if ( vi3[1] == 76 )
{ 1A a
if ( result >= 0x10 )
vi4 = (_BYTE *)*v4;
if ( vi4[2] == 85 )
{ - A
if ( result >= 0xi0 )
vl5 = (_BYTE *)*v4;
if ( vi5[3] == 82 )
{ .~
i;.( e :lt >= 9x10 )
v = (_BYTE *)*v4;
if ( vi6[4] == 85 )
{ - a
1% ( c;jlf >= @x10 )
v17 = (_BYTE *)*v4;
if ( vi7[5] == 76 )
{ 10 .
if ( result >= 0x10 )

FLARBN 2022
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Technologic

1. b WReXs v dAdp xpshdi L Cn 45 F X I vkl T T, .S
YGharts » 41 % x L s{"

11 if ( *(_BYTE *)(this + 345) )

115 {

et [t o

118 i%A( sult >= €x10 )

119 vl2 = (_DY'E ')' 4;

120 if ( *vi2 == 'L’ )

ol P

:;; i;r( e i.i >= 8x10 )

124 13 = (_BYTE *)*v4;

125 if ( vi3[1] == ‘L' )

e { .

14 it ( u >= 0x10 )
Righr 4 « 418 -~ ¢ _ ¥ TiededH % 1 hd 2 x4 JAasxssC s, 8 oS3 « x

Y {4 dstremps «~ 5™ tos Moo Y W IKe | F 4 XX s o ¥ efh,Up, Down
if ( result >= 0x10 )
v20 = (_BYTE *)*v4;
if ( v20[8] == 'L’ )
{
21 = (const char *)(this + 248);
if ( *(_DWORD *)(this + 268) >= @x10u )
1 = *(const char **)v21;
esult = strncmp(v21l, (const char *)(this + 92), ©xFu)
« & g ¢ 11t )
{
sub_401220@(v4);
return sub_401A10(v22, v23, v24, v25, 6, V27);

}
}

XL KK Ty s ¢ -.»Z-ISSV”

~

dx ¢ xyp L Is slux{"lstremps 1 7

X » i X Add

Pl xSx., 0.8, " ]

~

Lhpr 4 pMX x X 44 s
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Technologic

Press arrcw keys T shake the ball

start typing your guestion {max. 75 charaeters):

T syl 48 s bpm 4t Y SXX S L o« Lod S pd T Xixed 18 8T

ENTER 1 15" % X L. xABCD 1" x . 1

~

I

Ltext:eesl27e63

.text:88612763 loc_Bl2763: ; int
.text: 88612763 push @Fh

Ltext:eesl2765 lea eax, [edi+5Ch

Ltext: 88612769 push ecx ; int
text:@n612764 call ds:strncmp
.text:88612778 add esp, BCh
STdext:edsl2773 test eax, eax
.text:88612775 jnz short loc_B12789

$ V= TX® sse x x 1 as  X, 5% X b D" O X dles T Axs T, PO s Gss o,

~

Y € x ., seaxt X " S% . ABCD ¢ x . 1+ skext S L %X 4 s X

~~

gimme flag pls?

FLARBN 2022
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LXTR HUSIS T 4 O S s T XX TGS A S, ]y 85 L,

Pl 18w )% hxse _x sd9°sx *s ZBroFlag @ %X "¢ % _  ~

o ~

Y oX§ o Isax oL XX, ] X4

B Magic 8 Ba — i

Press arrow keys 1o shake the ball

I cRackeD th1% maGleBall " @flare-on.com

Btart typing your guestion {max. /5 characters):

Y x sy I s x

U_cRackeD_th1l$ maGlcBalLL !' @flare-on.com
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darn_micerd | A

XS X oo ] s WX

B4 - darn_mice
1

"If it crashes its user error." -Flare Team

1-zip password: flare

."’, B&_darn_mice.7z

~w+S 4, Jddrn_mice.exe _

sx X X X
’5\,,0 X 4 JZJ'OS «

LA s xoy L hlgsy X sx X

Dyoe X hoss ooomaime oL x|

Ly, JADAY

¥ 4] redlmain « ~ «S7L X v o pwd® 4 Py &8s, X o
int _ cdecl realmain{char *argl)
{ _

void (_ cdecl *vw2)( DWORD}; //
size_t w3; //
unsigned int i; //
char vS[36]; //
gmemcpy(v5, "P*MT, 3);
[3] = -93;
[4] = 79;
[5] = 91;
[6] = 81;
[7] = 94;
[B] = 94;
[3] = -1@5;
[18] = -93;
[11] = exB8;
[12] = -112;
[13] = -93;
[14] = ex3e;
[15] = -112;
[16] = -93;
[17] = BxB8;
[18] = -112;
[19] = -93;
[28] = BxB8;
[21] = -112;
[22] = -93;
[23] = BxB8;
[24] = -112;
[25] = -93;
[268] = BxB8;
[27] = -112;
[28] = -93;
[29] = BxB8;
[38] = -112;
[31] = -04;
[32] = -93;
[33] = 1@87;
[34] = 127;
[35] = @;

FLARION 2022
www.DigitalWhisper.co.il

x

HHH * _ sMIp ~ X 4 L ¥



Technologic

41 v5[35] = e;

42 sub 481248 (a0nYourPlateYou);

43 w3 = strlenfargl);

44 if (I3 || w3 > ex23 )

45 return sub_4@124@(aNoNevermind);

46 sub_481248(aYouleaveTheRoo);

47 for ( 1 = @; 1 < B8x24 &R vs[i] &8 argl[i]; ++i )

s |

49 v2 = (void (_ cdecl *){ DWORD))Virtualalloc(@, Bx10@6u, @x3088u, Ox48u);
5@ *(_BYTE *)v2 = argl[i] + v5[i];

51 v2(v2);

52 sub_4a1248(aNibble);

53

54 sub_481248("When you return, you only: #s\n", argl);

55  sub_4@128@((int)byte_419886, dword_419@3@, (PUCHAR)argl, pbSalt, (int)byte 419868, dword_41983@);
56 return sub_481248("¥s\n", byte 419888);

57 }

X 4 A e HO XYy e X T 0 ) X N Bl ] e, T X

-

* pBENtfs « ~ SQ@Y

>

I,sX*x Ix €ss x | ss 4 147 941 9 "Cueids x 0% XlIs o 7

Y xi_ 1 - prints o X v oowr® | A4 L] X IS4

2  print{aOnYourPlateYou);

3 w3 = strlen(argl);

e i tv3 || w3 > Bx23 )

5 return print{alcNevermind};

5 print({aYouleaveTheRoo);

7 for (i =@; i ¢« B8x24 && vS[i] &R argl[i]; +H+1 )

5 {

&l w2 = (voild (_ cdecl *)( DWORD))Virtualalloc(e, @xlee8u, @x3080u, ax46u);
& *(_BYTE *)w2 = argl[i] + vsS[i]s:

1 v2{u2};

2 print(aNibble);

=

4 print({"When you return, you only: X¥s\n", argl);

5  sub 401288((int)byte 419680, dword 419838, (PUCHAR)argl, pbSalt, (int)byte 4198668, dword 419638);
5 return print("%s\n", byte_419008);

7}

x i, ToX24 L X X W s Xoaxse 4T XD Xy, X pse @ L8 D o g

® _ 44547 Isx: sxx 1 "{ ] never mind

v~ ~ A~

a

S

>

X S

X Td T X Y% B executables 4 STIX LS AT 4T Il g T LM T Xy s e

~ ~

1% poxshaye Xl 4 X, x X4 1% F 1 X 7 X X"sx X 4 x xxigsl T4 X%

S Py~ Ssd _ _apcod®)! X w h x4 XIse { . " Offfr _andr 4 X7 -

ret T X x v s s xx DKL dw XX LA $d” I ¥ ¥ XX Jopcode

v ° ~ o~

Yetr + 1 vx J4 %+

x86 Instruction Set Reference

RET

Return from Procedure

Opcode Mnemonic Description
c3 RET Near return to calling procedure.
CB RET Far return to calling procedure.
C2 iw RET imml16 Near return to calling procedure and pop imm16 bytes from stack
CA iw RET imml16 Far return to calling procedure and pop imm16 bytes from stack.
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L@ LD X8 & Lo 1) X x0OBXOXC3X e D A Dk 41T oSXa v XL X7

OC3: X _ ¢4 XX 1 "Ted S@ | Ipsf L X0 Tl X v X X X L

©Ox50- *x s Phhx «sd « 4 sy xVBL T X w4 s DX o I IP X0 x T8 ] X

XU T X ¥ x 4SS 0 Ispe 4 S axdd f 7 L X Y X VB X DTS L X x| ¢

c1s S s, o gmask ~ S L ¥4 . xiios ] .y IORCBOX50S | x ss s Dous "
C 15 ¥ ¢t Lbreakpoint 1 3 « 411X { ABCH sh X SOX731 -~ S X D

=)

{

v2 = {void { cdecl *){ DWORD))WirtualAlloc(@, Ox1866u, Sx368068u, @xd6u);
*[_BYTE *)v2 = argl[i] + v5[i];
v2{v2);
print{aNibble);
L

4T ISEI S S S Jphee B Xy . L X WOXCB! 4 HETE X el Xedql X X XD v SY
T XX H"]XS v,.® X Lx L] vx X 1ix8x , 7 xsB | ¥ x4 @ . Sa.LX N

HA@ oatl 47 1 x 78"  NMibble: § x . % 81 1pds] " ¥~ s

On your plate, you see four olives.

You leave the room, and a mouse EATS one!
Nibble...

ASCIf b9 HOX7BX ™ 1. OZCBOX50* _ 1Xd ret/t | » OACBI » Svp  Sx Ioxx"x
. -l ’1 ” \X{ X y 4 :: J ”

R Warning

I 5C0000: The instruction at Ok 5C0000 referenced memaory at OxFFFFFFFF, The memory could not be read (exc.code c0DD0005, tid 20520)

oK

P x .14 xx", 7 "opcodat + X OXC3T S« » NP { ¥ X P8l s, s |y X" s
Y A7 XX Sk L o837 XSYUNELX 4 ]S TS b vk XX ]

[0] * 36
ord ('P' )
ord ("N )
ord ("N )
OxA3

79
91
81
94
94
0x97
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0

v5:

():
print (chr (( OxC3 - x) Oxff ), end="")

2R IR ENTL RN

\ see three, C3 C3 C3 C3 C3 C3 C3! XD ‘

Y X § L IS X ST T Xy ST LIl % XSt L

Nibble. ..
Nibble. ..

Nibble...
When you return, you only: see three, C3 C3 C3 C3 C3 C3 C3! XD
i_wbuld_11k3_to_RETurn_this_joke@flare-on.com

Y ¥ lsp x|

i_wOuld_|1k3_to_RETurn_this_joke@flare - on.com
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FLARE FACT #823: Studies show that (++ Reversers have fewer friends on average
than normal people do. That's why you're here, reversing this, instead of with
them, because they don't exist.

We've found an unknown executable on one of our hosts. The file has been there

for a while, but our networking logs only show suspicious traffic on one day.

Can you tell us what happened?

POST x 4 %9« ™ X @ opeapt | * 4«7 TF 7 pRap, ™ ¥ ¥ ~ DM ET s
Ss.. POl . LOUFFIGLE ! | xS « . Base6d | x ¢ ¥ . {flareoncom™ 4 4 x|
¥ "X S %D ¢ Padebd - L I X2 T XX

POST / HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 7.8; Windows NT 6.1; WOW&4;
Trident/4.8; SLCC2; .NET CLR 2.8.58727; .NET CLR 3.5.38729; .NET CLR
3.6.38729; Media Center PC 6.8; .NET4.8C; .NET4.8E; 11958)
Content-Length: 24

Host: flare-on.com

y.d.N.8.B.X.g.1.6.R.E.=.HTTP/1.@ 280 OK
Server: Apache On 9
Date: Tue, 14 Jun 2822 16:14:36 GMT

TdQdBRalnxGUeedbB27E7SQ7TI2+cd7zstLXRQcLbmh2nTvDmlpSIFT/
Cu@JlxShketHQERWWP1o9zA1dISTs1klgGDsA1WK12ibWIFf1qLEAYq30YIEnLNjwVHrjL2U4ALu3ms
+HQcAnTMWXPgcOHbAThokk93 /AJd5GTuCS5z+4YsmgRh1Z98yinL BKB+fmGUyagTégon/

KHmJ dvADQBnAN 18K /BXG+8zY0bZRwgYothhwrpfyn90XCyuct5/cOi8KWgALVVHQWa frp8qB/
JtT+t5zmnez(lp3zPL4sj 201 cUTKS copbZCyHexVDAj IN+LezJELrDXP1DINg==
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¥

POST / HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; WOWG4;
Trident/4.8; SLCC2; .MNET CLR 2.8.58727; .NET CLR 3.5.38729; _NET CLR
3.0.36729; Media Center PC 6.8; .NET4.8C; .MNET4.8E; CLR)
Content-Length: 16

Host: flare-on.com

V.¥.B.U.p.Z.d.G.HTTP/1.8 2808 OK
Server: Apache On 9
Date: Tue, 14 Jun 2822 16:14:36 GMT

F1KF1ZbNGuKQxrTD/ORwudM858kKiL5F986Y1RETKd8XrKPeDYZ8HouiBamy Q9 /
Ns7u3C2UEMLoCABBBEuZplFpunedViPSdZFjkieYqWzKAYup+LYe9B4dmAUM21YkmBSqPIYTENEE
27n3X656MMOxNIHtEHs0Dd+

s ox ofixmain: L XS« . S RNE . HD P« T, L B T e

~ ~

X 4 XK g U e L XL s T il D X TR L X X ] XWX

> v N

A 4, 1x:

~ > o~

Dx 47 Taods Sleeps | x while 4+ X ol xmd x ol F 1 T 1SR 1 ox

@ AMJ:[,,XLINX XooxX ]

> vov Voo~ o~

int vs2; // [esp+Ash] [ebp-4h]

while ( sub_48457@(xmmword_45833C, DWORDL(xmmword_45@83C), DWORD2(xmmword_45@83C), HIDWORD(xmmword 45838C)) != 15 )
Sleep(@x2932E80U);

L Yo ! PTH -« Patchy | P e X S e 0 XS X ] X7 T T x4 ]

~

Bleep

Lordexst o4, T s ] X T, i % g xs {3454, ,xl

[V ~ ~ a v > ~

43 = _mm_xor_sil128((__m128i)xmmword_448980, (_ ml128i)xmmword_44B8884);
do

43.m128i_i16[v3++] ~= Ox1lu;

while ( v3 < @xC );
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Stack[@eeaoB34
Stack[@eea8B34
Stack[@eea0B34
Stack[@eeseB34
Stack[@eeenB34
Stack[@eeenB34
Stack[@eeenB34
Stack[eeeenB34
Stack[@eeaoB34
Stack[@eea8B34
Stack[@eea0B34

Stack[@eeenB34
Stack[@eeenB34
Stack[@eeenB34
Stack[eeeenB34
Stack[@eeaoB34
Stack[@eea8B34
Stack[@eea0B34
Stack[@eeaoB34
Stack[@eeenB34
Stack[@eeenB34
Stack[@eeenB34

] : @@EFFCSC
] : @BEFFCSD
] : @REFFCSE
] : @BEFFCSF
] : @REFFCER
] : @@EFFC61
] : @REFFC62
] : @@EFFC63
] : 00EFFCE4
] : @REFFCES
] : @REFFCEE
Stack[@@000B34]:
]
]
]
]
]
]
]
]
]
]
]

BBEFFCBY

tBBEFFCHE
: BBEFFCH9
: BBEFFCBA
: BBEFFCBE
:BBEFFCBC
: BBEFFCED
: BBEFFCBE
:BBEFFCBF
tBBEFFCT@
:BBEFFCTL
:BBEFFCT2

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

66h
&
&Ch
@
61h
@
72h
@
65h
&
2Dh
&
&Fh
@
6Eh
@
2Eh
&
63h
&
&Fh
@
60h

.F

1

17 VUTFI6LE S | x 407 HA AP

FOX LT R0 X

Unicode €~ 1 "~ Alb+tAL S -

11Hx 458 |

s B S v ”,,"xXX:“‘Se {131 % s

~

Y

A R I I TR I (I

X P XL s xd L. Dbpr 4 @ 1S

Xt flare’on.com: ¢ x . 1 X osx Os

N

B

-
stxvf.‘ X . X L_’ASC“ x ¢ x:,,x'|Jw_|x~svss: X LK _‘s >” 147114
1910 x

.« C

- IDAT

X, 10 x 9 sse 5% [SWyle

gFlarednCom:

text “UTF-16LE™,

"flare-on.com’ ,@

Cs

~ > ~

s

a ~

>

¢ X

~

¥ . Xsso 4 ¥ s * JDAE . 1 -

X

VAL peapt X T 44 Xlda

X
b9

]

~

ﬂ Warning

x

Te477152: Microsoft C++ exception (exc.code e08d7363, tid 16576)

OK

@\-

1Y xs

Tyl TS 44T

A~
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¥ 7" maimt: L x MmofMmopx ~» % XX x X <4 4"

134 (*(void (_ thiscall **)( DWORD *))(*v5 + 28))(v5);
135  (*(veid (_ thiscall **}{ DWORD *, void **})(*v5 +

32} (v5, v48);

TlsT I T Xl xS XK A o8 L ALST e L X 4T ] xsies, T ox
PR S (N SR ST G- T O IR 1 DX X I seox Xy xx 41 X%

YOST _ «*1 1 flarexon.com

2
3 v3E = @3
4 sub_2D545@(this + 22);
5 w9 = (*(int (_ thiscall **}{WCHAR *})(*(_DWORD *)this + 24))(this);
6 (*(void {_ thiscall **)(WCHAR *, LPVOID *, int, int))}(*( DWORD *)this + 12)})(this, lpOptional, v9, 2 * a6);
7 vie = @;
8  LOBYTE{v38) = 1;
9  dwNumberOfBytesRead = @;
5 v27 = 8;
Il  memset(pszUAQut, @, sizeof(pszUAOut});
b2 memset(DstBuf, @, sizeof(DstBuf));
= chsize = 512;
lt if ( ObtainUserAgentString{@, pszUAOut, &chsize) )
Is
b6 ¢ if ( w34 3= 8 )
F 1
|2 vll = lpOptional[@];
& if (2 * v34 + 2 >= ex1008 )
e
1 ¢ vll = (void *}*({ DWORD *}lpOpticnal[@] - 1};
2 if { (unsigned int)({lpOpticnal[@] - v1l - 4) > @x1F )
3 goto LABEL_48;
4 ¥
sub 2ED67D(v1lY:
a3 w17 = (woid { stdcall *)(HINTERMET))}WinHttpCloseHandle;
186 w18 = WinHttpConnect(v15, w16, @x50u, @);
181 hInternet = v18;
l@e2 if ( vig )
1@3 {
184 v19 = WinHttpOpenRequest(vld, this + 2, @, @, @, @, 8);
1@s if ( v19 )
186 {
1a7 v28 = lpOptional;
188 if ( v34 »>= 8 )
leg v28 = [LPVOID *}1pOptional[®@];
118 w27 = WinHttpSendRequest(vl9, @, @, v28, 2 * v33, 2 * v33, @);
111 if ( w27 )
112 {
113 v27 = WinHttpReceiveResponse(vls, @);
114 if ( w27 )
115
116 w21 = (DWORD *}(this + 36};
117 do
118
119 while ( 1 )
128 {
121 *w21 = 8;
122 WinHttpQueryDataAvailable (v19, (LPDWORD)this + 18);
123 if ( *v21 <= Bx3ea )
124 break;
125 *((_DWORD *}this + 1B) = 2848;
126
127 WinHttpReadData (v13, *{(LPVOID *)this + 17}, *v21, &dwNumberOfBytesRead);
128
129 while ( *(({_DWORD *)}this + 18} );
v1l? = (void { stdcall *)({HINTERNET))WinHttpCloseHandle;
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pcapt XXX oL v

v XSy 4 © Jlspase64t r 1 X7 1 X ¢

Technologic

5,x X L R TN X @ Yeex] s L4t

~

Isxq4i .87 « X

~

1. 1 flareoncomms 4 7 44 % % | ox o

v o~

daseb4t = | x
@445 L% P4 U KssX ] s, x KOs, x X D LS ] b L I ex .
x 7s _ « Mldreoncomg - 4 L X T T X0l 0 NS 8 L 8T ]y

P,

I § I >S|5¥N”-| F WX L X e i X‘:”Jsxs:qsi v . "X

ST I

(*(void (_ thiscall **}{ DWORD *}}(*v5 + 2B)})}(v5);
{*{'-.n:uic! {__thiscall **3(_DWORD *, woid **})(*v5 + 32}}(v5, v4a);

O X HXx " s s | 1 :3& ¥ 405w Xss x . »SSu L iTuxCss o x T
wchar_t *_ thiscall sub_384288(void *this, wchar_t *al)
1

wchar_t *v2; // esi
wchar_t *v3; // eax
unsigned int *wa4; // ecx
int vo5; f/ eax
unsigned int ve; // kr2@ 4
int v7; f/ edx
int v8; ff edi
void **v9; f/ esi
void *wl@; f/ ecx
wchar_t *v1l; // ecx
int v13; // [esp+l8h] [ebp-4Ch]
wchar_t *Context; // [esp+l4h] [ebp-48h] BYREF
wchar_t *String[5]; // [espt+l8h] [ebp-44h] BYREF
unsigned int vie; // [esp+2Ch] [ebp-38h]
void *Block[4]; // [esp+38h] [ebp-2Ch] BYREF
int v18; // [esp+aeh] [ebp-1Ch]
unsigned int v19; // [esp+dsh] [ebp-18h]
int Src; [/ [esp+48h] [ebp-14h] BYREF
int v21; // [esp+58h] [ebp-4h]
v2 = a2;
Context = a2;
(*{void (__thiscall **}({void *, wchar_t **}}(*(_DWORD *}this + 36}}(this, String);
w2l = @;
v3 = (wchar_t *)String;
if ( vle »>= 8 )
v3 = String[@];
vd = (unsigned int *)wcstok s(v3, L",", &Context);
vig = @;
vl = 7;
00003600 sub 384200:25 (324200)

Sq@X

:’ K -|(¢’~..ch o X 4" ]sx"Ixs, s] " xs VZ v xv X

S v b dws] -

.
~
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S s g ] XSx{ sXxs e . Pl oS x| q ”

oid **_ thiscall sub_3843F@(_DWORD *this, void **a2)

joid *v3; // ed

_WORD *v4; //

roid *v5; // ed

_WORD *v6; // ed

roid *v8; // ecx

oid *vo; // ec

void *Src[S]; // [esp
unsigned int v12; //
void *Block[5]; // [e
unsigned int v14; // [es
int v1S; // [esp+5@h]

3 = (void *)this[17];

Src[4] = o;

12 = 15;

LOBYTE(Src[@]) = @;

sub_381B90(Src, v3, strlen((const char *)v3));

15 = @3

sub_381ACO(5rc);

(*(void (__thiscall **)(_DWORD *, void **))(*this + 16))(this, Block);
LOBYTE(v15) = 1;

sub_385450(this + 11);

. = (_WORD *)(*(int (_thiscall **)(_DWORD *))(*this + 24))(this);
\1.[4] =’9;

a2[5] = (void *)7;

*( WORD *)a2 = 0;

x{1” s X TS 4 4w L XSY, XXX

~

Y Xbx o8 A" x Jd 4

sub 381428("Input is not valid basef4-encoded data.”);
_OexThrowException(&/59, ( ThrowInfo *}& TI2 AVruntime _error_std  );

i

v32 = B3;

~

s . S

14y xk X4y .Isy pcapt x _hhseb4 x s~ ] xsi s « ¢ e x4 14|

~

1 0s, ] H 4 @xql, XX Gssp x 7 g xsi s I J x4 %, flareon.com

~

TL~ ¥ ~ XTI xXic$ . 11.x s @ < 9% 4 s s@ Lxﬁsxy:ss”_,,gﬂ]:)a“xl

x

~ > ~ ~ ~ AV o~ a

Low « XH.s s> DAY hexview 4 * 4 4 0~ ~ 15 7 | Xpixso ¥ X Xhase64

><xx“”><-|=\£1,><~23\‘s> 1 Xppwr b 4 wxSSS . { 4XY « Xp{ U 8 R L, x|

v Y ~ A v oA

® " s .« 11 flareon.com™ 4 1s xJPLlY x « pecapt

14 d % AR x X % ¥ 14w~ Twindowst hostgt | * * 4 {5 ¢ X T x

a ~ A

ONS [ X _d K,
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FAd1-@ s> 4,85 dx palex «Hbsks « x xS {4 4s X ol v 4PN

flask Flask
app = Flask (__name_ )

app. route ('/* , methods=['GET', 'POST'])
def index ():

"TdQdBRalnxGU06dbB27E7SQ7TJ2+cd7zstLXRQcLbmh2nTvDm1p5IfT/Cu0IxShk6tHQBRWwPIl09zA1dISf
LgGDs41WK12ibWIflgLE4Yq3OYIEnLNjwVHrjL2U4Lu3ms+HQc4nfMWXPgcOHb4fhokk93/AJd5GTuC5z+4Y
Rh1Z90yinLBKB+fmGUyagT6gon/KHMJdvAOQ8nAnI8K/0XG+8zYQbZRwgY 6tHvvpfyn9OXCyuct5/cOMEALY
VHQWafrp8gB/JtT+t5zmnezQlp3zPL4sj2CJfcUTK5copbZCyHexVD4jIJN+LezJEtrDXP1DJNg=="

__hame__ _main__" :
app. run (host ="127.0.0.1" , port =80)

¥ 4 4 Mbi KWMimdowse T X0 ¥ % 7 hostgt | X % o x LT Xx] ] 1

C:\ Windows System32\ Drivers \ etc |

Pt v s x {4 P70 X« po X0 x|, XS x0Ty X x o

A <~ v ~ ° a v Ao~ ~ ~

X oXx o, XL X " osxX"o] L X H xx",] X X x ] A ® ¥ ,X] 4 X X" S, s

¥ 1 4. 1s{whostgt . * 5 « d"I"d {1"x4x%,

f Copyright (c) 195%3-200% Microsoft Corp.

g

f This is a sample HOSTS file used by Microsoft TCPR/IP for Windows.

§

f This file contains the mappings of IP addresses to host namss. Each
f entry should be kept on an individual line. The IP address should

f be placed in the first column followed by the corresponding host name.
§f The IP address and the host name should be separated by at least one
f space.

&

f Additionally, comments (such as these) may be inserted on individual
f lines or following the machine name denoted by a "#' symbol.

g

f For example:

§

f 102.54.594.57 rhino.acms.com f source server

f 38.25.63.10 X.ACme . Com f x client host

f localhost name resclution is handled within DNS itself.

& 127.0.0.1 localhost

& E localhost

127.0.0.1 www.flare—on.com flare—on.com

FLARBN 2022
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L XTI XD,

120~ L 4K 0]

° ~ ~ >

S Y X L X s

X1 g]s "f4s YR S 8 {8 .

~ X ” L= I

~

X X -
S LA L1 ] .-

v oaSTuXd T s 1 X

DHORD

thiscall

LOBYTE{ =) = 4;
OutputDebugstringW(L"concat™);

1A

*y5 + 28))(v5);

®" i, ROST _ -

sX X

* Running on http://127.0.8.1:8

127.8.8.1 - - [#1/Nov/2822 0U:06:
|

b

SX

s ., X X Capture: x

pcapgt | X X {xx7,7 %

~

XXMy Y X XX K Y s s

v”'|~” 'L\ YXX” L - ~:L

L LK X sy B L X

X0 B W TS L s s

fsuix{ & s pss x3 s| X .3

CPOST | ¥4 L

>

S+« ., "SY X

S . 81X

3o X

X « WireShark ~ ¢ x *

LS <bdsebd

EREE TR GRS L I

s "

X
«

"

POST / HTTP/1.1 ‘
Connection: Keep-Alive

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2; WOW64;
Trident/7.9; .NET4.0C; .NET4.8E; .NET CLR 2.0.58727; .NET CLR 3.0.30729;

WNET CLR 3.5.30729; 4224)

Content-Length: 24

Host: flare-on.com

E.J.Z.L.L.K.Y.L.V.b.8.=.HTTP/1.1 28@ OK
Server: Werkzeug/2.2.2 Python/3.10.7
Date: Tue, @1 Nov 20822 @2:15:54 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 336

Connection: close

TdQdBRalnxGU@6dbB27E75Q7TI2+cd7zstLXRQcLbmh2nTvDmlp5IFT/
Cu@IxShk6tHQBRWWP1092zA1dISFs1klLgGDs41WK12ibWIF1qLEAYq30YIEnLNjwVHrjL2U4Lu3ms
+HQcAnfMHXPgcOHb4Afhokk93 /AJd5GTuCS5z+4YsmgRh1Z9@yinLBKB+fmGUyagTegon/
KHmJdvAOQ8nAn18K/8XGa+8zYQbZRwgY6tHwwpfyn90XCyuct5/c0i8KWgALVWHQWafrp8qgB/
JtT+t5zmnezQlp3zPL4sj2C]fcUTKScopbZCyHexVD4j IN+Lez]EtrDXP1DINg==

POST / HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; WOW64;
Trident/4.8; SLCC2; .MET CLR 2.8.50727; .MET CLR 3.5.30729; .NET CLR
3.8.30729; Media Center PC 6.8; .NET4.0C; .NET4.0E; 1195@)
Content-Length: 24

Host: flare-on.com

I y.d.N.8.B.X.q.1.6.R.E.=.HTTP/1.06 200 0K

Server: Apache On 9
Date: Tue, 14 Jun 2022 16:14:36 GMT

TdQdBRalnxGUB6dbB27E75Q7T]2+cd7z5tLXRQc Lbmh2nTvDmlpSIFT/
CuBJxShk6tHQBRWMWP109zA1dISfs1kLgGDs41WK12ibWIF1gLE4Yq30YIEnLNjwWVHrjL2U4Lu3ms
+HQcAnfMWXPgcOHbAThokk93 /AJd5GTUCS5z+4YsmgRh1Z9@yinL BKB+fmGUyagTogon/
KHmJdvAOQ8nAn18K/@XGa+8zYQbZRwgYetHvvpfyn30XCyuct5/c0i8KWgALVVHQWatrp8qB/
JtT+t5zmnezQlp3zPL4sj2C]FcUTKS5copbZCyHexVD4jIN+LezJEtrDXP1DINg==

1. _ Watars

4T Lx AIsiud by X

v XS, X » % X X x

~ > v v

L bpr 4 47k

QA ABI% XS es 4 4TS

L S

X w4 10 T X 418X $x AP, X peapt - 4 _x 1" _gx

By~ % b, Xpcagts | |

g x X e IS X, i 44 L suiEs e o x L X X

« 1 s

~ ~

IS5 $7 OPOSR | -

@serAgentt 1 1 .~ 1.7%4ls b o v x5 K

\S”\-

q‘l')J:)OSﬁ: w1 L X, o q” { p o &

_

X X

- Fspx figx A< is _UserAgentt T X4 L I X osisx o 4 0]

J X

”
’”

jvs
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SoUx T

V38 = 8;
sub_38545@8(thi= + 22);

vd = (*(int (_ thiscall **}(WCHAR *})(*(_DWORD *)this + 24))(this);

(*{void { thiscall **}(WCHAR *, LPVOID *, int, int)})({*( DWORD *)this + 12}})(this, lpOpticnal, v3, 2 * a6);
vle = a;

LOBYTE(v38) = 1;

dwNumberofBytesRead = @;

v27 = 8

memset(pszUAOut, @, sizeof{pszUAOut});

memset(DstBuf, @, sizeof(DstBuf));

cbSize = 512;

if ( ObtainUserAgentString(®, pszUAOut, &cb5ize} )

if (32 >= 8 )

{
vll = lpOptional[@];
if (2 * w34 + 2 >= ©x1000 )
{
vll = (woid *)}*(({_DWORD *)1lpOptionall[@] - 1};
if { (unsigned int){lpOpticnal[®] - v11 - 4} > @x1F )}
goto LABEL_48;

1™ 7 UberAgentr YY 1 S G 4 XX | @usxp TS X XD X S Id8

Pom Fadd f F i1 i wxgx” 17X k@ 4 4y 4 1 kT

§ 4T {1kXs T 7 xUser Agen ¥ _ X s ]~ dd w08 L 115X X

d x J T &« o Xpsl ox

S

Y )i." A“Y”SA'iS“ "L:A)S ”Yk"nl“'l.

pszUADut[cbSize - 2] = @3

sub 3825B8(Scurce);

mbstowcs s(&PtNumlfCharConverted, DstBuf, @x286u, pszUAOut, strlen(pszUADut));
wcscat s(DstBuf, @x288u, L"; ™);

if { a8 )

onst wchar_t *}Source;

vl4d = L"CLR";
}
wcscat s(DstBuf, 6x288u, vid);
wcscat s(DstBuf, @x288u, L™)");
w15 = WinHttpOpen(DstBuf, @, @, @, 8);

=

Y ¥ » Xss oox IxXX) 03] D0 P x dsUserAgentt - X 7« dLdS v T X

~

a8
illad@Compa db 'Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2; WOWB4; Trident'
/7.8; .NET4.8C; .NET4.8E; .NET CLR 2.8.58727; .NET CLR 3.8.38729;"

.NET CLR 3.5.38729)',8

e}
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Pox 4« CisOx ] s 440 xdk X" capturgt s 7 x x LX<l @ S 447
x USNeFAgen“X .| X X JiLsx. & s« o, e ..,S-l" L, o» oL
pszUAOut[cbsize - 2] = @;
sub 3825B8(Scurce);
mbstowcs s(&PtNumdfCharConverted, DstBuf, 6x288u, pszUAODut, strlen{pszUAOut)};
wcscat s(DstBuf, @x288u, L"; ™);
if { a8 )
1
vld = (const wchar_t *}Source;
if ( vie »= 8 )
14 = Source[@];
¥
else
1
vl4 = L"CLR";
¥
wcscat s(DstBuf, @x288u, vi4);
wcscat s(DstBuf, @x288u, L")");
w15 = WinHttpOpen(DstBuf, @, @, 8, @);
widemr - ~ x " 0 Ox 00 sl g S X 8 o X 4slXs . "X oA
C« XOr 4 x X1 *%s Windows* networkingt L -~ €ssq4 { ., 1 xs¢ x .y ¥Xs s(char
A 4 - Y X TN S § ,JXx]sx s st W3 s | oxs( "x, X, X
L X Sources " ¢ _ s % X YgerAgentt X L~ X o~ >X SYMIL X+ L X7
xs Xy d @Wspx moxs sl T 4Ly dx 3] X K1 Squrces 1~
Y147,
vold **_ fastcall sub_3825B@(void **al, int a2)
1
unsigned int v3; // esi
char *va4; // edi
unsigned int v5; // esi
char v7[2]; // [esp+38h] [ebp-6h] BYREF
v3i = a2;
if (a2 3= @ )
1
do
i
v —= 2
*( WORD *)vd = v3 % @xA + 48;
w3 f= exhu;
while ( v3 };
1
else
1
wh = -a2;
do
i
vl -= 23
*( WORD *)vd = v5 % @xA + 48;
w5 f= BxAu;
¥
while ( v5 33
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” T « Xy Sssp X _S's :,_”x P 45.%«] S ¢ |} X _l% LSl X

> v~

" X
‘;,gi.“ I s

a

S 4RI 1L N e Ao X3 {0 1S S x50 %~ { _udsigned inb

X "L oxxe o x oos xxE xRt X oD T8 10 F5 1 LIDAY S -~ XX SIH . Lsx,

Yy,

116 18 = dword_3D@870;
111  pszUAQut[cbsize - 2] = @;
112  sub 3825B@(({void **)Source, wlB);

Ik KX Xs sy o P xS xs xR Ty 0 o xsCgdword S - 7]

LS~ A4 % ss” b s 4445 x T L IDAt sas s A, T 1T
I “XV,, X . ] s
1 int genf)
21
3  struct _SYSTEMTIME SystemTime; // [esp+dh] [ebp-28h] BYREF
4 int w2; // [esp+28h] [ebp-4h]
5
B V2 = 8;
7 sub 385938(&dword 3DBE874, L"FO9", 3u);
8 GetlLocalTime(&SystemTime};
9 srand(SystemTime.wMilliseconds + 1888 * (SystemTime.wSecond + 68 * SystemTime.wMinute));
12  dword_3D0378 = rand();
11 xmmword_3D@B3C = (_ intl28)SystemTime;
12 return atexit(sub 3BDCS@);
13 }
S v oAVg@m | S v h X T ] s L L XL ]S L X . D X e X

LS Xy Asvrdndit - L x X x  {PLseedd p X7 oxl Td AL oS

aVindows

@eedt » ¢ X 4 AT XSS L UL gandie D o~D X T L ¥ ¥ XX X T X X6 ]

¥ -~ X5 X7 vs¢¢ .|“‘_x><.||_l.|><AxI "X T X x { ]

a

yv.d.N.8.B.X.q.1.6.R.E.=_HTTP/1.8 288 OK
Server: Apache On 9
Date: Tue, 14 Jun 2022 16:14:36 GMT

oo oL ogithubrtd @ v 0 X o XD Iel XA B e Xal ® 1 XX X"
¥ 7§ ¢ x sTuxsiig 4 Windows. _rand

class microsoft_rand_prng

def __init__ (self ):
self ._seed 0

def srand (self , seed):
self . seed seed
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https://gist.github.com/DaniloNC/89ff515689d5f6d7f2a585b098e2c03e

def rand (self ):
n = self ._seed 0x343fd 0x269ec3

self ._seed n & Oxffffffff
(n>>16) & OxT7fff

mmin range (14, 15):
ss range ( 60):
ms range ( 1000):
g microsoft_rand_prng ()
rng. srand (ms + 1000 * (ss 60
(rng. rand () 11950):
print (ms + 1000 * (ss
print (mm,ss,ms)

XV 'IS(P X, . 'Be’“ed'% \.SXL XSSLX\+L_I ”x:q:,z(""*XLJ:’:k .

S« MR T e S TSSO w18 T8 s X s gD x g ]

~ ~ ~ ~

F & S

Y X T sSS L ow ] E@ x0T s i ] KT ) x d s s b ox K] X

~ > a v ~

PS D:\ctfs\flare\level5> python.exe .\exp.py
846534

14 6 534

876637

14 36 637

1,7 @”x $79% x40 X sqf _

1 e X" E s x4 LWiresharkt s -

X X-I 11V-| "g ‘-vi Cx ” L X'I'I"“~§eed's ~S . ”

x X 0l sx s seedt : T 4 SY XX { I %

i . X,,“ZVS<|_V-| x N ss X xx¢|"~ |

N

EAX BBB8B3CE W
EEX @BB0R0E9 LW
ECX 88806850 '

NXSC T ], X" geedt o ve 1€ X 1. Iss T oed s 4 WITs

876637 (0xd605d) |

M P o8%s o x X ] s 4 xX ] "centinbe, 11 " X

POST / HTTR/1.1

Connection: Keep-Alive

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2; WOWe4;
Trident/7.@; .MET4.8C; .MNET4.@E; .NET CLR 2.0.58727; .NET CLR 3.0.30729;
.MET CLR 3.5.38729; 11958)

Content-Length: 24

Host: flare-on.com

y.d.N.8.B.X.q.1.6.R.E.=_HTTP/1.1 208 OK
Server: Werkzeug/2.2.2 Python/3.1@.7
Date: Tue, 81 Nov 2622 83:49:54 GMT
Content-Type: text/html; charset=utf-3
Content-Length: 336

Connection: close

TdQdBRalnxGUe6dbB27E7SQVTI2+cd7zstLXRQcLbmh2nTvDmlp5IFT/

CuBJIxShk6tHOBRWWP 1lo9zA1dISFs1klgGDsA1WK1 2ibWIF1qLEAYq30YIEnLNjwVHrjL2U4ALu3ms
+HQcAnfMUXPgcOHbA fhokk93 /ATd5GTuCS5z+4YsmgRh1Z98yinL BKB+fmGUyagTegon/
KHmIdwADQEnAn 18K,/ 8XG+8zYQbZRwgYetHvwpfyn90XCyuct5/ c0i8KWgALVVHQWafrp8qB/
JtT+t5zmnezQlp3zPL4sj2CIfcUTKScopbZCyHexVDA] IN+Lez JELrDXP1DINg==
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datart r % L <@ . xs¢_S% Xy XUSerAgent® | X X | s S LS . . s
@4 Xsi e T XXV A4S s P XAT R xXisEE S L Nf
Yyso- xS *xs«gd A8 {88,
182 (*(void (_ thiscall **)(_DWORD *))(*vS + 8))(v5);
183  sub_383AC@(v5);
aca LI B 5 2o o

s Tsx 704 A s 4. s L%

DB s x p¥LAd e XX

R
Yso, 1~ « s

lock[4] =
vl = Js
LOWORD(Elock[@]) = 8;
sub_385938(Block, L"sce™, 3u};
= @;
sub 385458(Block);

(*(void { thiscall **)}{wvoid *}}({*( DWORD *)}this + 2B8})}(this};
(*{void (  thiscall **}({wvoid *, woid **}}(*(_DWORD
LOBYTE(v12) = 1;
w2 = (void (*)(veid))virtualalloc(e, @x2800u, 8x3800u, Bx48u);

w3 Src;

a;

T ]
|

WL

*)¥this + 36))(this, 5rc);

if { v11 »= B )}
v3 = (woild **)Src[@];

memmowve (v2, w3, @x2808u);

va();

LH - X 8w v ws X T X IS LTS x T X Y S Ll % X 4SS X

X " s o d AT T e o xS esx X0 wen 4] X KX s
Yeedt - -
3 _ unwind { // SEH_4@83ACE
push ebp
mav ebp, esp
push BFFFFFFFFh
push offset SEH_483ACH
maw eax, large fs:8
push eax
sub esp, 38h
mav eax, _  security cookie
xor eax, ebp
maw [ebptvar 18], eax
push esi
push eax
lea eax, [ebp+var_C]
mav large fs:8, eax
mov esi, ecx
push ecx
xor BCX, BCX
mon ecx, 1
jz short loc 383AF8
add esp, 4
FLARION 2022
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s oxloxs  edpeaxt 47 L1 LA 1L o Dl T4 Y s s s

~ ~ o~ ~ v ~ > ~~

A

Y « Gssl x o ¥ ¢ X {xI Ks % X 4

push esi
push eax

G {CH « & 10Dwordi s ¢ X W xX k14« DAt 4

GFFBE® dd offset alS33YouMeenFla

e 11 =l

¥ o XisC X , s s

X . gsit Te?

a0

”:"XXX :v J! IJ=an_I| ”XA‘SV: . ”

+ o

ext “"UTF-16LE", 'i_s33 you m@@n@flare-on.com',@

IS33YouMeanFla: ; DATA XREF: Stack[eee@lDEES]:e8cFFBE@To

S LoXSUXX X D Ixs” L S 1 SeedS X T 4 T XSACI] 4 Y ML ey (K L X L X X

10 -8y et > ®ss S0 1 "Xy . "Uberagentt + 4 «1LXT07 4 194 Isds ©

b XA TSI o s T Ak oo

SO ke | XX T 50 TSRS AL,

v v

1Ay, 4 ss b b L X AU cIsx T xo s elxx T X o

d < S ¥ LS

~ ~

Xs QI x ., I X f

¥ 5% 7 49 sy x4 1%

Ke

~ v

Xﬁ'v" Xe # X B Y X

Y x(sy Isg | X

i_s33_you_mOOn@flare - on.com
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ala modertd

-I,LxGZ\s

FLARE FACT #824: Disregard flare fact #823 if you are a .NET Reverser too.

We will now reward your fantastic effort with a small binary challenge. You've

earned it kid!

IRy .1, « 1 ¥ ¥ * NE® x s . . HowDoesThisWork _ 3 « ., s ¢ X $§ % 5y [ « X

v

2L BN

1 1 Ichatlog

[FLARE Team] Hey IR Team, it looks like this sample has some other binary that might
interact with it, do you have any other files that might be of help.

[IR Team] Nope, sorry this is all we got from the client, let us know what you got.

YNETH « % %4 %o v Xoqul 454 s % dnBpyt 4~ « " Xs

b o0 Type References ( S aard)
b o0 References

P} - decoder

4 {} FlareO utf8Encoding

4 text
0‘3 [] array [64];
b B Base Type and Interfaces (] arrays = (64
b B Derived Types [] bytes = utf8Encodi tes(password +
0 6000002 i (Name tst namedPipeClientStream =

namedPipeClientStream t();
namedPipeClientStream
namedPipeClientStream (bytes
num = namedPipeClientStream.
chars = decoder (array, @
text + (array2, @, chars);

text;

177+ x ¥, 4 X <GetFlag _ S L X<~ B *Rlag 1S « 1

N A I I

P X % X DhSpyt S v~ o7 N o X b x Xy 4 @y Tises {11 47

Assembly Explorer

4 [ FlareOr

@ X L dSL Lo« s SIIX g f XX X X T K@ T« X X X SSX R | 1%

YlareOn_x86.dll

5 ¢."C x X1 x
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YNBT, * XswrdXd PE, * XX HEBNE | * Xiaed X D4 i1 1 1St

Function name Seg
sub_10001000 tex
sub_10001094 tex
sub_10001163 Jtex
sub_10001187 tex:
sub_100011EF tex
sub_1000125C tex
sub_100012D8 tex:
sub_100012F1 tex:
sub_10001426 tex:
sub_10001451 tex:
sub_10001493 tex
sub_100014AE Ltex
sub_100014DA tex

sub_1000152D tex:
sub_10001634 Jtex
sub_100016E4 .tex

sub_100017EF Jtex: i .
sub 10001830 e ; BOOL __stdcall D11lEntryPoint(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)

sub_1000188A tex public DllEntryPoint
sub_100018D5 .tex: D1lEntryPoint proc near
sub_100018E1 tex: .
sub_100018ED tex hinstDLL= dword ptr 4
sub_100018F3 tex fdwReason= dword ptr 3
subZlOOOlBFg tex lpReserved= dword ptr @cCh
sub_10001916 .tex i .
sub_1000195A tex jmp ds:_CorDl1Main
sub_1000198C tex: D11lEntryPoint endp
sub_10001987 tex
sub_100019C5 .tex
sub_100019E4 tex
sub_100019F 1 tex

i A0AATADE b

o S Y Y £ Y Y £ Y Y Y Y Y Y

*

P X TR xS TSL, "8 X £ ! xIves 4 XS CIHO L XX s g ) x "

~ > ~ A~ > v

s C LB X DX oSS XX XTE X ] TXTxe XIS T x SQ St [ T 4

TVIDAY . _ 0 _ 9% 1 wew@etFlag | 0L X " 44X x4 e o 448 X 4 L koL
YDAL 4% 4. S ¥ssq {1, 67 X 1 1w lsox .

> ~ ~ v ~

[N N N | i ] |

Library function [l Regular function [ll Instruction | Data [l Unexplored | External symbol [ll Lumina function

A~

Unexplored- s + 4 _*xx7_ % o 140 @ X Xs™ s $w ., 51 $ o IDAT

1B~ % 00« SIS, lpsy"adl DS, | x ks T .6 115 « o xa%id"0]

B4 AX"s L x oL

Amov ~

C LS. . %S Tixuexy o9 sxe «Asx T Hx _4{d4sq 44 ,56s

~ o~~~ > A A

Gox 4T 48 s 10 DX TR IR AT XX SO A Xk T

v
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IDAT @ x o x4 s JO xsx1s Xl ¢ IDATA 4 s A48 LB L XY ssX o,

~ a

Yso1 _sii

1 int _ stdcall sub 18881694(int al)
2 {
3 int vl; // eax
4 int v2; f/ eax
5 int v3; f/ esi
& char v5[64]; // [esp+8h] [ebp-4Ch] BYREF
7 char ve[4]; // [esp+48h] [ebp-Ch] BYREF
8 int v7; // [esp+4Ch] [ebp-8h] BYREF
9  int v8; // [esp+58h] [ebp-4h] BYREF
1@
11 sub_l@ee2eDe(vs, @, 64);
12 dword 1ee15A48();
13 vl = sub_l1e8el4AE(akk9kgorkqVerxy, &Zunk_188159D3);
14 w2 = dword_18@15A2C(v1, 3, 6, 255, 64, 64, B, 8);
15 w3 = w2j
16 if { w2 I= -1 )
17 {
18 if { ldword_18@15428(v2, @) )
19 dword 18815A3C();
plo if ( dwerd 18@15A48(v3, vsS, 64, &vE, @) && vE )
21 {
22 dword 1B815A38(v3);
23 vs[va] = 8;
24 sub_1eee1ese(vs, &07);
25 dword_18@15A4C(v3, vS, v7, v6, 8);
26 1
27 else
28 {
29 dword_18815A3C();
3@ 1
31 dword_18815A38(v3);
32 dword 18815A34(v3);
33 dword_18815A24(v3);
34}
35 return @;
36 }
B X PR T X LSS LM . XX .
1 int _cdecl sub_188814AE(char *al, int a2)
2 {
3 char *v2; [/ ecx
4 int w3; // esi
5 char i3 // al
6
7 v2 = al;
3 vi o= 83
9 for { i = *al; *v2; i = *v2 )
18 {
11 ++u3;
12 (v2++)[a2 - (_DWORD)al] = i ™~ 8x17;
13 1
14  *{ BYTE *)(v3 + a2) = @;
15 return aZ;
16 }

>

v”|_| . is

v

L

~

L

>
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S, X X O X s s DT o T YT D s e Y HKO R X T s E s T
¥ v o X8 ] Tu]Xx ss v LW "8, L 0 X {s” s ¢ | AKX, X xs "L 0 s

|584C akk9kgarkqverxy db "KK9KgrgrkQ{verXy',® ; DATA XREF: sub_1@@Bl894+33To

15850 align 1@h

15868 aTXdrVysR db "T{xdr_wys{r' ; DATA XREF: sub 188812F1+2DTo

|S86E db  1Dh

| S@aC db @

|Saal db @

|S86E db @

|S@aF db @

15878 aTxyyrtcyvzrsga db 'TxyyrtcYvzrsGegr',® ; DATA XREF: sub 18@B12F1+3FTo

|5B51 align 4

15884 aTervcryvzrsgar db 'TerverYvzrsGegrV',8 ; DATA XREF: sub 18@B12F1+56To

L5895 align 4

15898 unk_ 18815893 db S4h ; T 3 DATA XREF: sub_leeal2Fl+sDTa

5899 db B5h ; e

|SBaA db 72h : r

|SEaE db 76h : w

|S@aC db 63h : ¢

|S@aD db 72h : r

| SE9E db 43h ; C

lS@oF db  7Fh ;

| SBAB db B5h ; e

| 5BA1 db 72h ; r

|S@A2 db 76h : w

|S@EA3 db 73h : =

|58A4 db @

| SBAS db @

| 5846 db @

LS@AaT db @

15848 asDiwyyrtoyvzrs db 'SedtxyyrtcYvzrsG~gr' ,8

| S8As ; DATA XREF: sub_leeel2Fl+8CTo

|SEEC unk_l@elseBc db 51h ; Q DATA XREF: sub_188812F1+9ETa

| SBED db 7Bh ; {

|SBBE db 62h : b

| SBEF db  64h : d

|SBCe db  7Fh ;

lseCl db sSih ; ©Q

l5BC2 db  7Eh ; ~

15803 db 7Bh ;

|SBCa db 72h : r

P dxElx T, 'x X sdy x $ ¢ JT 187 x w 4887 X, XX (S, X xi Cx o, s

Y ooh 4 XK sy cs e
arr [ b"KK9Kg~grKQ{verxXy" , b"T{xdr_vys{r \x1D', b"TxyyrtcYvzrsG~gr" |,
b"TerverYvzrsG~grV" , b"TerverC \ x7Fervs" , b"S~dtxyyrtcYvzrsG~gr'
b"Q{bd \ x7FQ~{rUbgqgred" , b"Prc[vdcReexe" , b"PrcGextrdd_rvg" , b'{dcetzgV" , b"ErvsQ~{r" , b"@e~crQ~{r"]

string arr:

new_string b

ch string:

new_string bytes ([ch 0x177])
print (new_string)
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PS D:\ctfs\flare\level6> python.exe .\sol.py
b*\\\\.\\pipe\\Flareon"’
b'CloseHandle\n’
b'ConnectNamedPipe’
b'CreateNamedPipeA’
b'CreateThread’
b'DisconnectNamedPipe’
b'FlushFileBuffers'
b'GetLastError’
b'GetProcessHeap'
b'lstrcmpA’

b'ReadFile’
b'WriteFile'

pipe_flareon  db 'KK9Kg~grkQ{verXy',®
align 1eh
CloseHandle_ @ db 'T{xdr_vys{r’
db 1Dh
db e
db 9
db e
db

ConnectNamedPipe db 'TxyyrtcYvzrsG~gr',®@
align 4

CreateNamedPipeA db 'TervcrYvzrsG~grV',o
align 4

CreateThread db 'Terver(C’
db
db
db
db
db
db
db
db
db

DisconnectNamedPipe db 'S~dtxyyrtcYvzrsG~gr',@

NNNON
woOONUYTD
OO O T ITTTI

FlushFileBuffers_@ db S1h, 7Bh, 62h, 64h, 7Fh, S1h, 7Eh, 7Bh, 72h, 55h,

db 2 dup(71h), 72h, 65h, 64h
e

db

db 2
db 2
db 7
GetLastError_@ db 'Prc[vdcReexe’,@
align 1@h
GetProcessHeap_@ db 'PrcGextrdd_rvg',®
align 10h
1strcmpA db '{dcetzgVv',®
align 4
ReadFile db 'ErvsQ~{r',o
align 4
WriteFile_© db '@e~crQ~{r’,0
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{

int (_ stdcall *sub_1@@B12F1())( DWORD, DWORD, DWORD, DWORD, DWORD)

int ve; // esi
int vl; // eax
int wv2; // eax
int v3; // eax
int wv4; // eax
int v5; // eax
int v6; // eax
int v7; // eax
int v8; // eax
int v8; J// eax
int v1@; // eax
int v11; // eax
int (_ stdcall *result){ DWORD, DWORD, DWORD, DWORD, DWORD); // eax

dword_18815A18 = (int)sub_186081426;

dword_18815A1C = sub_18881451;

dword_18815A28 = sub_186081493;

vd = sub_188@12DB();

vl = xor_func(CloseHandle_@8, (int)&unk_18@15A58);

dword_18@15A24 = (int (_ stdcall *)(_DWORD))sub_leee12sC(va, vl);

v2 = xor_func(ConnectNamedPipe, (int)&unk_1@8@815A5@);

dword_18@15A28 = (int (_ stdcall *)(_DWORD, _DWORD))sub_1e@@125C(ve, v2);
v = xor_func(CreateNamedPiped, (int)&unk_18@15A5@);

dword_10@15A2C = (int (_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))sub_18@@125C(v@,

v4 = xor_func(CreateThread, (int)&unk_1@@15A58);

dword_18@15A38 = sub_1880125C(ve, vi);

vs = xor_func(DisconnectNamedPipe, (int)&unk_18815A58@);
dword_18@15A34 = (int (_ stdcall *)(_DWORD))sub_1@@@125C(ve, vs);
ve = xor_func(FlushFileBuffers_@, (int)&unk_18815A508);
dword_1@8@15A38 = (int (_ stdcall *)(_DWORD))sub_l@ee125C(va, va);
v7 = xor_func(GetlastError_@, (int)&unk_l@e15A58);

dword_18@1SA3C = (int (*)(void))sub_leeelasc(ve, v7);

vd = xor_func(GetProcessHeap_@, (int)&unk_1@@15A5@);
dword_18@15A48 = (int (*)(void))sub_leeelasc(ve, vi);

vd = xor_func(lstrempA, (int)&unk 18815A58);

dword_10@15444 = (int (_ stdcall *)(_DWORD, DWORD))sub_18@@125C(ve, vi);
vl = xor_func(ReadFile, (int)&unk_l@@15A58);

dword_18@15448 = (int (_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD))sub_1@@@125C(ve,

vll = xor_func(WriteFile_&, (int)&unk_18615A58);

result = (int {_ stdcall *)(_DWORD, DWORD, DWORD, DWORD, _DWORD))sub_18@@125C(v@, v11);
dword_1881584C = result;

return result;

v1e);

v3);

X L X <. 9 Tl xisx € ox ol Jsa Xy Ssspox 184 4 Ve THOS 4407

A > ~

v

A~

castinge - «4 -~ 0. s T lox Lo L T s o X fiverdgeor 1oL X x4 Y S oy s

v ~ v o~ a

Y56

161 x 7y

dword_10015A18 = sub_10001426;
dword_1@015A1C = sub_10001451;
dword_1@015A20 = sub_1@001493;
v@ = sub_100012DB();
vl = xor_func(CloseHandle_@, &unk_1@015A50);
closeHandle_func = sub_1000125C(v2, v1);
= xor_func(ConnectNamedPipe, &unk_1@015A50@);
ConnectNamedPipe_func = sub_1000125C(v2, v2);

3 = xor_func(CreateNamedPipeA, &unk_1@015A50);
CreateNamedPipeA_func = sub_10@0125C(v2, v3);

/4 = xor_func(CreateThread, &unk_1@015A50@);
CreateThread_func = sub_1000125C(v@2, v4);
v5 = xor_func(DisconnectNamedPipe, &unk_1@015A5@);
DisconnectNamedPipe_func = sub_1000125C(v2, v5);
/6 = xor_func(FlushFileBuffers_@, &unk_10015A50);
FlushFileBuffers_func = sub_1@00125C(v2, v6);

7 = xor_func(GetLastError_@, &unk_100@15A50);
GetLastError_func = sub_1000125C(v@, v7);

8 = xor_func(GetProcessHeap_@, &unk_1@015A50@);
GetProcessHeap_func = sub_1000125C(v0, v3);
v9 = xor_func(lstrcmpA, &unk_10015A50);
1strcmpA_func = sub_1000125C(v2, v9);
v1@ = xor_func(ReadFile, &unk_1@015A50);
ReadFile_func = sub_10@0125C(v0, v10);
vil = xor_func(WriteFile_©@, &unk_10@15A50);
result = sub_1000125C(ve, vil);
WriteFile_func = result;
return result;
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Y 1 x A7 50 {StrempAS L X oS S8 T b X Pl % g, s

int _ cdecl sub_leeeleee(int al, _DWORD *a2)
{
void *v2; // es
int v3; // edi
char v5[1032]; // [esp+8h] [ebp-4@8h] BYREF
sub_1@@e11eF(v5, sub_leelseee, 8);
sub_100e1187(v5, &unk_10015023, 9);
if ( lstrcmpA_func(&unk_lee15e28, al) )
{
*a2 = 21;
v2 = xor_func(aVbc, &unk_100159D8);
‘f}:@;
}
else
{
v2 = &unk_1@015e08;
sub 16991187( » &unk_lee1isees, 31);
*a2 = 31;
vi = 1;
}
dword_18015A20(al, v2);
return v3;
}
S WX FP 4 L !l XX XX XX oL XX L, X X XS S 1 s « L%k x o

dhdrization Faileg~ 1 s ¢ x . 14 s %4 >xxq4 4~ x5 A« 1xs x@p | ~» S

>~ v > v ~ > ~ ~

@lsar | 4 YrsIL XX w7 5917 47

Y i _ X, Fpsw X D8 T X X ke ?

A A> v

1 int _ cdecl sub_1@@@11EF(_DWORD *al, int a2, int a3)
2 {

3 __inte4 v3; // rax

4 dint wd; f/ ebx

5 dnt i; // edi

6 dint wve; // ecx

7

8 v3 = @i64;

9 *3l = 8;

e al[l] =@

11 do

12 {

13 *Rallvs + 2] = _mm_add_epi32(_mm_shuffle epi32( mm_cvtsi32 sil28(v3), @), xmmword 1B@BELS8);
14 LODWORD(v3) = v3 + 4;

15

156 while ( v3 <€ 256 );

17 LOBYTE(v) = @;

182  for ( 1 =8; 1 € 256; ++1 )

g {

28 6 = al[i + 2];

21 4 = (vE + v4 + *(HIDWORD(v3) + 22));
22 alli + 2] = al[v4 + 2];

23 /3 = (HIDWORD(v3) + 1);

24 al[va + 2] = vé;

25 if ( w3 < a3 )

26 HIDWORD(v3) = v3;

27}

28 return v3j;

29 }
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int __cdecl sub_10001187(_DWORD *al, int 2

{

an1199 =

_DWORD *v3; // ed>
int v4; // edi

= al;
= 0;
esult = alf1];
6 = *al;
9 = result;
if ( a

L}
| s Y

8 = al[v9
al[vé + 2]
al[v9 + 2]
*(v4 + a2)

++v4;

| B B
N

] 00 bt
. e

>

A= LOBYTE(al[(v8 + v7) + 2]);

while
}

3[1] = result;
return result;

(v4<as);

).
73

vl Xy WRC4S
s X ,®

4 . Y RGIE

kSIS L ¥ YPRGAKSA x [ x, X xXIX x
L Fd 8 x<FLARE {1 _ |

‘Q Tx € xT,41 4 Is | Css” -

~

-

Had x4 7 HY 5
X X L‘xhi

1L~

X L Y X .

=

O 0~

N NN NN

Y

W N

(o)}

O 00~

(]

o W N =

@

(Y Ny

int _ cdecl sub_100

{

t al, _DWORD *a2)

void *v2; // esi
int v3; // edi
_DWORD v5[258]; // [esp+8h] [ebp-4@8h]

m

i
n
T

KSA(vS, key, 8);
PRGA(vS, &ciphertext, 9);
if ( lstrcmpA_func(&ciphertext,
{

*a2 = 21;
2 = xor_func(fail, &unk_1001590D8);
H

al) )

} /3

else

{
v2 = &ciphertext2;
PRGA(v5, &ciphertext2, 31);

*.5 o

1L =

.

31;
1;

dword_1@@15A2e(al, v2);
return v3;

-3
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s
« S
'S L X S | X X n keys no L A$ S lD%@ . $ -3 ng i
void _ noreturn key()
while ( 1)

}
+ WIDAViewrt s | X R )‘Il'y,_”!.‘ X -1 ||_I-Jq2 ,..‘I L X vuvndeﬁne: X s X A: )J e 1.7
1% o ,7v4 ) x Undefiner | 15 s XX shos g 45" 4 T B 44, x4l

Yo x o lsx 701

key proc near
Pnch shn
! :-ﬁ-: Group nodes
I |i_£| Rename M
f  Edit function... Alt+P
_fg Set type... bi
= Hide Ctrl+MNumpad+-
Text view
:%. Proximity browser Murmnpad+-
3 Undefine u
iﬂl‘ Add breakpe et to undefined [

LY@ S R T4 Ty ST R s x T X s ]

S DUXO X 5 L R s”JZ‘j\-yIsTH_Lis~x-|xvs ~~-|1_V\Z\|_CJX

~ A ~ v ~ o~ > ~ A~ ~

X
Y 5 x X »S

P4 S XXLT BT T L gsl x gy

~ oA

Byte- 1 *4""x 1, 11L&

CiphEl"‘tE]d: db  2Eh ;o> .l-rh'-T'- LT 1= = S Y ¥ ¥ S T 1
db 33h ; 9 ] Rename M
db 51h :
db @FBh List cross references to... Ctrl+ %
db @azh
db 11h @Y Byte 3Eh
dh #E7h 5
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Mrrayr . 1T e™M¥esd” _dXx 1T Ld

ciphertext db 3Eh ) S T S
db 39h : a |i_£| Rename M
db 51h ;
db @FBh List cross references to... Ctrl+ ¥
db @A2h .
db  11h tg] Use standard symbelic constant
db @F7h
db 8B9h fa) &2 H
db 2Ch ; , =»
v e T6o
db @ *z] 1111100 B
db E‘ 1 1
fail db "Vbc' E g R
db  7Fh @ Manual... Alt+F1
aXeMvcXy7qvRs db "xe~mvoe *
i o & Aray... Mumpad+

YOK, T 0B @ $ X1 8 45 Xsgx]” |, | BX& XOTE 7 x | @

Convert to array *
Start address : .data: 10015028
End address 1 .data: 10015034

Array element size 1
Maximal possible size: 12
Current array size 9
Suggested array size 12
Array size q w~  (in elements)
Items on a line 0 w o (0-max)
Element print width -1 w  (-1-none,0-auto)
Options Indexes
B use "dup” construct Decimal
("] signed elements Hexadedmal
[ Display indexes Octal
H Create as array Einary
QK Cancel Help
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Ghift+E, 1 1" 4", 4 & (1 1e | x _ @

® Export data X

Export as

(O hex string (unspaced)

(O hex string (spaced)

() string literal

(O C unsigned char array (hex)
© C unsigned char array (decimal)
() initialized C variable

() raw bytes

[C) Save data to dipboard
Preview
unsigned char ciphertext] =
{
62, 57,81, 251, 162, 17, 247, 185, 44
Line:1  Column:1
Qutput file ciphertext. txt v

Export Cancel

T BT I I P B SN | SO B L S TR PPu B s PR P
X XXaiL X o « oXs" s sow X XCO * X v S 1 slx ® Clms‘ignecdn {7 x x|
dxqAd

>

X LS Il X T S IS DAL P e A e S s IS . 1] ST .

v o~ ~ a

pycryptodomes 4 4 ~_ X o sk A XX I WY sy 4 sy { X7 X" ]S

Crypto.Cipher ARC4
key = [85, 139, 236, 131, 236, 32, 235, 254]
ct [62, 57, 81, 251, 162, 17, 247, 185, 44]
ct2 [225, 96, 161, 24, 147, 46, 150, 173, 115, 187, 74, 146, 222, 24, 10, 170, 65, 116, 173,
192, 29, 159, 63, 25, 255, 43, 2, 219, 209, 205, 26]

ct2 bytearray (ct2)

ct bytearray (ct)

key = bytearray (key)
cipher ARC4newkey)
print (cipher. decrypt (ct))
print (cipher. decrypt (ct2))

Y Y s b Ts.xs. x4 s X gd . x T e X

~

b'MyVO0ic3! \ x00'

b'M1x3d MOdE 4 |1f3@flare - on.com\ x00'

Mixedm X » ¥ = « 5 - x ] *Modem+ 1 " 5 S, s X ] @, S X sl 7

L ONETE b4 1 tsms xsxy Xy | xpiqX) |, « S % K@ L Mode

coAdFEx T O I X o JE A4 x . 44X X <¥Managed Code - «~ " €|
GO L W XTI X LT s X4 @ XTIy sy Ist T s

>
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https://pycryptodome.readthedocs.io/en/latest/src/introduction.html
https://learn.microsoft.com/en-us/cpp/dotnet/mixed-native-and-managed-assemblies?view=msvc-170

a7

You've made it so far! I can't believe it! And so many people are ahead of
you!

Y 1 adode.exe _ B5MBL | X¥"% ., P& sy X

PS D:\ctfs\flare\level7> .\anode.exe
Enter flag: ABCD
Try again.

Y oB L4 15 L xs « LIDAET S TBIXESe, oS axy s XX s s .,

- ¥
if ( !'(unsigned _ intd)sub_l40076948( . 3iea4, V)
)& dwdsVersionInfoSize = 284ie4;
)& LdwMinorVersion = 8iG4;
.dwPlatformId = 8;
id (_ fastcall *)(WCHAR *, _QWORD, _ int64})unk 1416224B8)( .szCSVersion, @i64, 2561i64);
DWORD *)& SwservicePackMajor = @;
K )& wSuiteMask = @x1eeoe;
= VersSetConditionMask(@i64, @x88u, 1u);
if { (verifyversionInfou(& , Bx80u, v5) || !(unsigned _ int8)sub_l4@@76948(vc, 2i64, v7))
&% ( rironmentVariableA ("NODE_SKIP_PLATFORM_CHECK™, s, 2u) =1
|] (unsigned int}{(__int64 (_ fastcall *)}(CHAR *, const char *, _ int64))unk_14162C4A8)( » 1M, 2i64)) )
1

= ((__int64 (_ fastcall *)(_ int64))unk_141838BD4)(2i64);
sub_148876CE8(

"Node.js is only supported on Windows 8.1, Windows Server 2812 R2, or higher.\n"
"Setting the NODE_SKIP_PLATFORM CHECK envirenment variable to 1 skips this\n"
"check, but Nede.js might not execute correctly. Any issues encountered on\n”
"unsupported platforms will not be fixed.");

((void (_ fastcall *)(__int64))unk_141838FB8)(216i64);

_ debugbreak();

}
}

U B TdH . X ¥ HAe s P9 L XNodedS XX 5§ 1 xH 14§ X o
Gtringgt 4 L 15 Ssfk D hddxs €5 X x D oaps G4 L@ Xy

YA4: st "Paths 4isx @ x , 1 §F {%

c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc: 2656
(config.format_) == (kkeyFormatDER)
c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc: 2662
(config.type_.ToChecked()) == (kKeyEncodingSPKI)
c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc: 2682
(format) == (kkKeyFormatDER)

c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc:2693
(EVP_PKEY _id(pkey)) == (6)

c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc:2700
c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc: 2704
c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc:2710
c:\\users\\vssadministrator\\.nexe\\14. 15.3\\src\\node_crypto.cc: 2720
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Lo, X " ] X4 githubre 15 «« « néxer _ , Tv"’~vdn dMp ©@ Ynexer | w4 7
~¥YXMN OMPp PG s ~ Jdvascript x & S F .7 X s, o L T ESC L 4 X L

K S s % x ISt Xiwep 4 v Hesd s

Ao

« X stLs\ A Dodos o xsoipxder 7 oG sIxL @ sy s ds . XS XK . . ders

*xos s dls xq{ X TR s D, Hd 7 XX X plaintextt Xk 3 WX F LV 4 X
o0 4 oS X ] L e vy D Xy o x cdiod L

.Nexe unpacker

“~ L“X”:‘IZ(LS“X |_:X\.J< ”” ““‘L:qJ”FX'i~ :L”“ 1 =_]>\<‘ ”I Xxk -|XY,,:-|X_H,,:L|~JX

> ~ A A~ A

_= ‘-XJL X _}(X>X‘|_|_j_xxx. ” £ :J ““L"-l

YLA4TEx.s

const readline require ('readline' ). createlnterface  ({
input:  process . stdin
output:  process . stdout ,

s

readline. question ( Enter flag: , flag =>{
readline. close ();
(flag.length 44) {

console . log ("Try again." );

process . exit (0);
}
var b = [];

(var i 0;i flag.length; i ) {
b. push(flag. charCodeAt (i));

(1n){
console . log ("uh-oh, math is too correct..."
process . exit (0);

}

var state 1337;
(true ){
state Math. floor (Math. random() (2** 30));

(state) {
306211:
(Math. random() 0.5)({

b[ 30] b[ 34] b[ 23] b[ 5] b[ 37] b[ 33] o] | Math. floor ( Math. random() 256);

b[ 30] OxFF;

{
b[ 26] o] 2 b[ 41] b[ 13] b[ 43] b[ 6] b[ 30] 225;
b[ 26] OxFF;

state 868071080;

Y } _ ¥switch statemenit cases * ~!sxy 1 4 _ X
case 1071767211
(Math. random() 0.5){
b[30] "= (b[ 42] + b[9] + b[2] + b[36] + b[12] + b[16] + 241) & OXFF;

b[20] "= (b[ 41] + b[2] + b[40] + b[21] + b[36] + b[17] + 37) & OXFF;

state 109621765;
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https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://github.com/nexe/nexe
https://nodejs.org/ru/blog/release/v14.15.3/
https://npm.io/package/nexe_unpacker
https://npm.io/package/nexe_unpacker
https://gist.github.com/dani0104/5eb50f8fa2c37ba9d9f9d14fd49c1067

default:

console . log ("uh - oh, math.random() is too random..."
process . exit (0);

}

var target [106, 196, 106, 178, 174, 102, 31, 91, 66, 255, 86, 196, 74, 139, 219, 166, 106,
211, 68, 227, 72, 156, 38, 239, 153, 223, 225, 73, 171, 51, 4, 234, 50, 207, 82, 18, 111, 180,
212, 81, 189, 73, 76];

(b. every (( x,i) => x target[i])) {
console . log ('Congrats!" );

console . log (‘'Try again." );

X 4.sx_ tBig Integent ! 18 ConmL s L 1 P EETE B @ L8 K, o 47
@ 15 47 | rhath is too corredhy: - XS xS ¢ ot e ] 1T @

~ ~

N B ‘|k‘.~s|_=qz\]x">s" Cusy_ I 7 wsp, o x D47 ] xs il s xx X

s ¥ X

~ An

Y P W X Il'x‘lnxﬂ)ﬁ:'l:qﬂ" ” _] X

nter flag: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ry again.

S, {l® v SosEx T s loss g g d T Jsx g s @ ol T Ss d1x

Y AT S ed « woxsal s, XYL 0 nlke” | @7 exe XX b 4

PS D:\ctfs\flare\out> .\our_exe.exe
Enter flag: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

uh-oh, math is too correct...

DX oS X s x _fyssiads, Bl X oexgt s . %8 XS o T X
PG x L s X x X x1v) 5 HeXEditor » € X X , v " 4X¥%1 ¢ 5. x4 ,8"

00832355 |24 30 (48 B8 74 2D AD 09 48 3C C4 60 48

A D SO0H.t-..H<. " 00832355 |24 30 |E8 04 Al 55 00
9 44 24 20 48 B8 03 54 4C DB 53 1A 6A|[.D$ H..TL.S.j 00 -2 |8B D8 48 F7 D1 48
C 48 59 44 24 28 90|48 65 DB 75 09 48 [H.DS(.H..u.H 00 55 00 45 89 44 24

00 48 8B 4C 24 30 48| $0[...U.H.LSO
89 44 24 20 E8 EF AO|[..H..H.D$ ...
29 [48 65 DB 715 09 46 [U.H.DS(H..u.H|

T X XSO R IDATS S AT T W X T e s T B xXd s LR RS

v o~ v

« B oA X o X 8 @uimp to fileoffset® ~Jumpe s« A1 X x L K aw L) IDAT

YIOh 1k X 1 I ddoxs o S0 X 17 o %tater 10 X

*
~

if ( v8::internal::FLAG_random_seed )

{
}

else

{

= v8::internal::FLAG_random_seed;

= v8::internal::Isolate::random_number_generator(al);
v8: :base: :RandomNumberGenerator: :NextBytes(v4, & , 8uib4d);

*(_QWORD *)& = @x60C43C4809AD2D74164;
*((_QWORD *)& + 1) = exCE6A1A53DB4C5403uibd;
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else

5 = v8::internal::Isolate: :random_number_generator(al);
v8::base: :RandomNumberGenerator: :NextBytes(v5, &v17, 8ui64);

= v17;
ORD *)&v16 = v8::base::RandomNumberGenerator::MurmurHash3(v4);
6 = v8::base::RandomNumberGenerator: :MurmurHash3(~v17);
*((_QWORD *)&v16 + 1) = v6

if ( !( QWORD)v16 && !v6 )

E]

TR B R - B E TR BT S S NI T AT S

poassszr 00 or[sz]co 48 83 c4 28 ©3 F2 08 10 41 |..[JH..(....a [[coasos2r [00 OF[25]co 48 83 c4 28 ©3 B2 0F 10 41|

°

*x y@t % {144 x :ToBooleanIsTrue _ s  x _ 4 uys”’'d? 1< 4., s« 47 s

A >

M [ 4 +«:.,"Css, x{ 5% s

~ ~

case @:
return *(({ DWORD *)}this + 2) == @;
PR I
M 4 s.."xx % x ] ¥ x X
case 8:

return *({_DWORD *)}this + 2} != @;

X X4 X0 X x o1 X ‘=v:|_-|8ﬁ("} x vsx‘,,,,JZNX,, Jsx.|v.{ ,,,,>xvxxl=vx£><85| b

Y«

bool Literal::ToBooleanIsTrue() const {
switch (type())
case kSmi:
return smi_ != 0;
case kHeapNumber:
return DoubleToBoolean(number_);
case kString:
return !string_->IsEmpty();
case kNull:
case kUndefined:
return false;
case kBoolean:
return boolean_;
case kBigInt:
const char* bigint_str = bigint_.c_str();
size_t length = strlen(bigint_str);
DCHECK_GT (length, ©);

if (length == 1 && bigint_str[0] == return false;

// Skip over any radix prefix; BigInts with length > 1 only

// begin with zero if they include a radix

for (size_t i = (bigint_str[@©] == '@') 2 2 : 0; i < length; ++i) {
if (bigint_str(i I= '@') return true;

return false;

case kSymbol:
return true;

case kTheHole:
UNREACHABLE () ;

UNREACHABLE() ;
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https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
https://chromium.googlesource.com/v8/v8/+/3ec1036526227af480f8516c99758ba5b4ee8749/src/ast/ast.cc#910
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Bl Integer v X SL AN v, 1% S KSmiT S v LW L ¥ 4 XX S AT

R I PR N N T TN I I SN SEENE I
Bige ¢ X U FX Gsse 4 KO XX % § ¥ S T g L T ISEL X @ T XX Ox L]

¥ooxs Dox o xS XS s Y IS, s Iikbeger

if ( vs == 1 && *v4 == "2" )
return @;
vE = @ied;

if ( ++vE 2= ws )
return @;

X 4 s _ BEIntm, ¥ XL 1SS s « L { i XK s xLx gl

a

g § X xs € $x "s{ (& {1{*sl 4 X s x X x ¥y X Slxxo. x | -|,_;\ s | 4 7 <

Fo1 "BigIntse 4oL cexd4le S 4 d S ol o x 7w oxxs s o T L

> v ~ ~~

v ST TS S S XX d s T X H XS L h s e X

XS LB X d s A L s XL X x4 d s T TR B X

>

Loixo s Axs ol ox o, D dsode 0 Biginte 4~ T 14 XAy x| xdp X IssDox o 7D

1A @7 aesx A Sk X T @ 4 OXT s X s 2 TSegf L ol Biginte A -7
Mo Xd 8 SLXhdl » « 7 4% x|

|l void _ fastcall vB::base::RandomNumberGenerator::SetSeed(v8::base: :RandomNumberGenerator *this, _ intsd4 a2)

*(_QWORD *)this = a2;
o *((_OWORD *)this + 1) = @x6@C43C4809AD2D74164;
*((_QWORD “)11 + 2) = BxCEGALAS3DBACS483uisd;
s

Y ” X :1 :'I 1_1 . : ”S'I‘-XII-IS”J

vold _ fastcall vB::base::RandomNumberGenerator::SetSeed(v8::base: :RandomNumberGenerator *this, unsigned _ inte4 a2)
1

unsigned _ int64 v2; // rdx

unsigned _ int64 v3; // r@

unsigned _ int64 v4; // rdx

*{_QWORD *)this = a2;
2 = @xCACEB9FE1A85EC53uisd
* ((BxFFS1AFD7EDSS8CCDUiGd * (22 ~ (a2 >> 33))) ~ ((@xFFSLAFD7EDSS8CCDUiG4 * (a2 ~ (a2 »>> 33))) >> 33));
v3 = v2 & (w2 >> 33);
*{(_QWORD *)this + 1) = w3;
vid = @xC4CEBIFELABSECS3uind
* ((@xFFS1AFD7EDSSBCCDUiGE * (~u3 ~ (mv3 >> 33))) ~ ((@xFFS1AFD7EDSS8CCDUiBE * (~u3 » (mu3 >> 33))) >> 33));

#((_OWORD *)Ythis + 2) = va ~ (u2 >> 33);
if (U3 8& va 3> 33 == va )
V8_Fatal("Check failed: ¥s.", "state®_ != @ || statel_ != 8");

X4 ¥ 1% s b (] Saiel T X.) U x@Seedir 1 %X XS S fx s o

T SRR ™) I D (- EPRRE N SRR (DA SN A R R TR x
® " v xxsol sy X T oxBeed
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Xl gD TS R T Xped X B v T XS R sl XX o
LR T X D T XE 4 e XD Tee o P e T R D e Xk 4 ST ] X 7 x
S C g xR X A L 0% Ixd K ¥ SINA T X KL A x S| | & seedd |

CDXA‘7SLSV¢'|K,XH(L“LSA:XA"XX'I-I:X'.LXA

I I ¢ B T S S T VR ST I A EY ST SN R I0. ST SN S D U S - I SO T I 25 A RS

switch statementt L H ~» XX X x A X T 14 0 x ., WK R 2w, xq ss oy x|

~a ~

Y04 YTk« ST s

b[ 34] b[ 23] b[ 5] b[ 37] b[ 33] b[ 12] Math. floor ( Math. random() 256);

OxFF;

I U= I BT | TR N e Sl Ralorl b SPGB G IR PR RN L« L S

@I x s FX o o, @ x I xss oxys

Ialx e o a4 | el x sl o « b 7470 f* L Wdse k4 X T B 07

x | xslyxx ], g x5S OxFF maske 1 _ XX _ @& K.1 0 X" 1w Fox0d _x 7,
XSO X LT Bpe e X XLy X817 Lox s T XL b s X x YA pec

Sx x X T 4O X X X AT Al s 4 D X e L XU KPS o x{d Y P

S . .~ - ¥]uXS SS " s XX SS S X s*XJ% |s&EbIU

P XX xS xEex o s ) X T S XY DXL XD w s s g T ]
10 x AW x X .8 x x I x T JIFX ¥y Oxx Dy X ¥ 4 {7 casest w17
FA7 X s o ¥Sa X, X e O3 s T e s L RS e AX s X s
« % x tWhdefined Behavior may occmt X1~ _r 4 ! X I ¥4 > o ¥Xx X4 7 fyse X
coxodee 3 X  pldle g KX HOL S x 8 Yo s XD Y e f X TS

® x4 Isxie |
S 4L ¥SSL ¥, 1 LSS L 1 XSY | fargetr | 4. 4 XX F% 1647
S essaex T T L X 8 ] 0 LDk xosxs Tl D g X0 LY disT {6 o
Boaxd LY Iss v xSt x g s LSy X G, 8 s% 4 LS L DX 4. ax u s

144 o35 e T T Ax) o x b w4 s ] TR xDXX4s X9 G

P E S a4 ST X ST X w1 RS IS4 x| T RE & x
T~ - T o x I e ss s x4 X x4, 8 R HEX s

~

Y x 144 *Math.Randon®  x | X% x| "scX, Js, I s{ ! « seed

struct
sys
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state0 0x60C43C4809AD2D74
statel OxCE6A1A53DB4C5403
MASK= OxFFFFFFFFFFFFFFFF
generated 1
def gen():
stateO, statel

i range ( 64):

sl state0 MASK

sO = statel MASK

s1 (s1 23) & MASK

s1 (s1 17) & MASK

sl sO & MASK

s1 (s0 26) & MASK

stateO statel MASK

statel sl & MASK

generated. append(state0 MASK)

def convert (gen):
u_long_long_64 (gen 12) 0x3FF0000000000000
float_64 struct. pack("<Q", u_long_long_64)
next_rand struct. unpack("d", float_64)] 0]
next_rand 1
next_rand

def gen_rand ():
(len (generated) (0)B

gen()
convert (generated. pop())

def gen_state (rand, xorval =0):
(xorval 0):
rand int (rand * (2** 30)) xorval
rand

def altrand ():
gen_state (gen_rand(), 0)

rands [altrand () i range (2000)]
print (rands)

SO 4 HLDY 4TSS X Wl s XX _Xortd . 4, B xed S oxogs| .

>

@A I TS g xdSEXS L Xl Aaas U4 _4 SISH 1. B xx 1,

M~ X4 X847 ,8 8% XP « 5L % o X X xIE"XT4" 40 xx 1I7x 7, sf & x 1
m- x4 %, ~ ¥ Smatchcasat _ .+ s  ~x i bdma - Y@ o Jabasaript

Ixlx ds, 4 Tl At x s b ds x4 % | 4.4, J{]hx! switch case

N oo ¥ Bigintx 4xe L ixoxp oxgc e xBiginte 0 x4l L 4 0@ Y xS ]

<

ORI I EP SEUE e IR A P SN R A SRS S DS S SER AN AP > GE T N,

~ v ~v T ~

1o 4 B st el . s T s s Xy ]

Y o« 0170 «Xs: X X X 4 L RISE L X d X S . ov P s x x X ¥* [sx€

~ A

DX 8 B X RS S XN T U L X 8 U E R X XS RS

dx 498t r 6 S F.
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oo ST D L sx X T fldwit 4 . T X R Tk T x o os LT X
o4+ 1 x A s Xloxsq ,,3>\x=q§sL,,~l SX 4 .0 Xxs tagetd o S8 1 w0

v

Lod v v Xa0d v et BSOS L ASY Sl 4l xR s XS I Ise g s

>

L
X 7owoasxosq ostate, X X X $Xsx 4 L o83 v a0 P ¥4 L 1 Stategt,
A LAl ] x o d pXs o x LT 4 ¢, « match* wswitch statemerit 1 7 | L
S oow K Sp_4 XX",18"0 | T <4 breake 1 I statert @ _isep 41 p X s ]

® 4 XSXX K4 STe L ]

T | sl v|.x-| [N | ”V X I "oqs, C‘S“gy o L% KLr A U X [ RN I S S S X "L "

FXOX D XXX kL X sx sy ASY o d L KD pd ] XA X Ty 45 s

a v

WO e SK X B G L f Je R X T X L
T N e L0 T I T T A I T R S T N S B W I T IRV
O A e IX IS AL SOS L ASY o d S S XX AL s TIX H IS xX . K]S

~ ~ >

FX D T ks ] T stOxsq 4 v o XY X 1 "o xs 1o x o 40 L X s X

>

|-‘|J”:\.$“Xt\1 ‘|,,+‘\:x:=zJ,11\L®X+‘:x,, \-”K‘\.”X$”XS¢'1\. X

~ v ~ o~

A v

clex b i ade ks 4 01 x b ] s s x @b TS ooex 0 ]

v v~ v o~ o~

YA ®ox, s g xiel T e s

~ ~ > v v v

(altrand () 0.5):

b[ 30] b[ 34] 37 b[ 33 b[ 12] math. floor (altrand ()
b[ 30] OxFF

s 4
(rands[ 1245] 0.5):
b[ 30] b[ 34] E 37] b[ 33] b[ 12] math. floor (rands[ 1246] 2
b[ 30] OxFF
Zq;-|‘=,,2>g<x:,‘,l v:s>o<-|‘,,Z>\_}<x>s_|s1u_\1Axl"x'H_"-|\”x>g_H”vszIZ”\x 3

T x]l X T x Tt 4. d P targetd . L S 4 e nowl S oaesxus o x (7]

Y ¥ s po XX 81 isep X X

> o

bytearray( b'nOt_ju5t_A_j4vaSCriP7_ch4lleng3@flare - on.com’) |

>

Javascripf 4 » X 4 _ 8 . s, xS X O L S s Y Dl sd D A LT

~ a

S T s e ¥ x 4s vt XA d e S x d 8 T g XD Es) X

s | x s x Javascripf 1, 1 - @l | x L U 4TRECIIPAy Y o b L D X s s
O N I EEAIRE A D L | I I S PARRCURVR L I B L U (PSSl P VI LAY ¢ U

Capexe: » o X M e woodsx sxe 11 x XJavaseript 1) 1 - <A IS K x|

DX 4,5 T HET XA xS

~ ~ v
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https://gist.github.com/dani0104/bc02be1aa6ec53e651c79a63481e1c08
https://gist.github.com/dani0104/d0969f8fea4237619539bad5cfc4a02c

Backdoorrd " {1 , ¥ s « s

T T A s DX xs I x 4% g % 4ssCsy I SE sy {8 {sq |

X, 4189 X5, 0665y 4 X NER: X% xs (Juwll 1TX 4 9HX 01 x| ¥x.

B8 backdoor
1

['m such a backdoor, decompile me why don't you...

LIXd X s o ” %8s T x 100 x4 X4 INBTY X PES « , sX x X 8%, vy 1 « %
X7 ¥ X s NETE » 0 44, | X X4EIX J7h osh x T{AX"s x d x L x 7 1%s
dWSpy

[1 args)

[1 args)

A T TP P T T T T TYYY

[1 { args });

» {} FlareOn

cCisy T s L %I TIOMBL L L w X X sX L Y X sXox W38 L oxe @l L D P T

X AP s F e xS o LV E | Asd X DX T 4T DI G LT X Xox g

> ~

[

X 1 X i3 . Hfldred xxy x Fox Lo X p¥sse L @« X Rar Iflared_xxx flare_xxx

a >~

BA AP xs T f o L T XAILY S S N e X X

Foord T X%l X e 40 xTIX ~fflare 74s Lo x THI Y T AT e 14 X«
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D3 AHOL BN A0S L XSy L U8 Mlared 385 L X p 4L A Y TTa T L

Y ¥ « s P 4r o8 o] fidle 70m, AKX P s XY ] A esadxs T

FLARE1S5.flare_74();
Program (args);

(InvalidProgramException ex)
.flare_70@(ex, new object[] { args });

flare 7mflare 700 x L x 1 x4 ss T x T UG X TH T ]9 x o] AL

¥ CsY 41 foxds]

(1{e, aj,

StackTrace stackTrace =
metadataToken = stackTrace

od(metadataToken) ;
oken) ;
fo[] parameters = methodInfo. rs();

Type[parameters.
localVarSigHelper =
@; i < array. 5 i

array[i] = parameters[i].

e declaringType = methodBase.
dynamicMethod = ", methodInfo.
dynamicILInfo = dynamicMethod. icILInfo();
methodBody = methodInfo 0;
nfo localVariableInfo methodBody .

, array, declaringType, )5

i

localVarSigHelper. t(localVariableInfo.
T

[1 signature = localVarSigHelpe: re();
dynamicILInfo.S re(signature);

< o » keyValuePair m)
1

walue = keyValuePair.
key = keyValuePair.i=y;
flag = value >= 1879848192 && value < 1879113727;
num;

(flag)

3

num = dynamicILInfo.Ge r(module

nfo memberInfo = declaringType.
flag2 = memberInfo.
(flag?)
num = dynamicILInfo.

TypeInfo)(({FieldInfo)memberInfo).

flag3 = memberInfo.
(flag3)
i
num = dynamicILInfo.
T
{
flagd = memberInfo.
(flag4)
= dynamicILInfo. , ((TypeInfo){(ConstructorInfo)memberInfo).

dynamicILInfo. » ((TypelInfo)((MethodInfo)memberInfo).
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flag4 = memberInfo. = memberInfo.
(flag4)

num = dynamicILInfo. ructorInfo)memberInfo). 5 Info)memberInfo).

num = dynamicILInfo. For ({ (MethodInfo)memberInfo).

b[(
B[{
b[(
B[{

bl flared 715 L X s o flare 70S L X S S LA < X XU S X ] LK L,
Aldred_71s L X r®x 4L " HAflare 745 L x S M Losd LT D4 A X
SXTR SR X s I AU X o x4 X A X LK S S X

%]
¢

S v qd 8] fldrede 4 0 A s xD T s x s C L yesxdl MHe L s X 0] s T X

® " x CSeX A )Z u ]f‘fix,LZ xs\c.‘|_><~F T EHA T I "oy

~

X OB ﬂm;\\.{L:CH . sl s, i« | 1] 5\!_:( s )”>§( P Sl S S ¥ . x}.-IAl g b "

~ oA

ST SV Dy ¥ X dno, o FrO@ 4l X4 K Y X3 XX dnSpy*S $ - A<l

FAd L sr s R L T 0 e A eI Lisx s T x4

¥ " or L s s esxxp 40 7

[1eps [1d)

[1 array;

91 % -

Locals

MName

b [1] Sexception 15y nnvalidProgram : Common Language Runti

AL A e B S ax st L T 3]s

~ ~ A~ ~ ~

SRR I I T N B

1x 43, 1D%7% \xis‘¢ssLxA,;%>\<,4'|,,~AS:,,Y"XXIJL1~j¢2 sk 4 ox X

x"'|'_’|,.,*ss¢xs" \'|sZ|_> V‘S(CMJ"ASRCﬁ=>‘JX”JAXMJ” s|:"s><-|s-|A-|><
T8 | x4 . s sx ¥ {6

a <
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’”

’”

¥ s ., 88X (i A

N

-~

Technologic

ST T MK S S 4 0 L f X T XISk T s X st ] x ¢

sectionst | 1 AT 4SS s 0k qss, (X

> - ~

..
m

S | ovisx o x Doxsysx ¢ dflared - x L % o, X -|:Ix><vs I Y AsxL vTIM A

Xy

X

w e

5, ¥

TP oos X 4T LR A RS s, KX T oxx s L

~ N 3 v ova ~ x v

@'I‘|-'I>§(:x13='HI;Ik|;X-IAH-,XS‘AXLS”X‘::rls s>£3<:A><> X A

N R e Y L EPEES B DR N [k P ol B DR

X Gos@ X s ¥ X x x Y 8 Q{r  d XsxOpxq{ s | ][{% ¢ Zvika Meiseles s | x

Y i "sdlds A8 % o < ppfe 1 ¢ xdlh 4 cflae 71s L x| L

T
I

dynamicILInfo. de({b, methodBody .

dynamicMethod.Invoke(null, args);

Value

validPrograrr

etadataToken
madule

iethodinfo | em.InvalidProgramExc
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Technologic r

7 ‘s<|_v>s:Xs9<><.|~,_x“w0_x,,||,_xls>i“ss~AV\Lxs{)i,, 8. ss " "X

A~ a v

N

¥ « Xss| X [ 8% X3 |

>

.~ "flerdd?70s ¢ s . L g ¥

NUM2X @rray2 X _ i1 4 WXIXYL§X s w LI L, SISy | S Y s xH T

Iox typedy x i35 x LsHE sxH x. JGHt tdkenst S 7 w1 b XTKesl & O oopdd X

S LX oS Kl IxxEsT 4 KX, L T x s oL ® xses € token | A

Al > v v ~ N a

flare_71s  x | *sx ] i VO X LTI D% K .« tokenst | x B 7 4!

¥ oo Xsse L X DRk Kk s O sl e s T

ValuePair

lue = keyValuePair.
= keyValuePair.

emberInfo = declar:
memberInfo

memberInfo).

num = dynamicILInfo.Get memberInfo).

flag4 = memberInfo. - " || memberInfo.
(flagd)

num = dynamicILInfo.G or(({Co ctorInfo)memberInfo). 2 ((Type torInfo)memberInfo).

num = dynamicIlInfo.G enfo e o)memberInfo) - . ((Typelnfo) fo)memberInfo) .

tokenr ~ © A oo LG T Iixi s T Dokt xS ] el T X

TH » v % BT v O S s o T T S s s X

N L ' RN T R IV I A SV RN LI HE N ST I

~ Vv

S S xH ¢ x s 4dl 1

¥ v Xl fsy & L 3rd 1™ KX J~”~A~SX\FH|UGS v . qu L X ><=“st=-|va2<;| Is

SXx _IKd U Sd b aei 5S4 pH 4 K4 s

e XXs CHIX T HXOX] D o TS S [ x{ s f X 4 X walugr s X % { AuiTg

v o~

s« qokangt L I ok 4 o X s T {7 AP X e s ) Tsqlxs x@¥ss L 4 S

FLARBN 2022
www.DigitalWhisper.co.il
pp HHH * _ sMIp ~ X 4 L ¥

’
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Technologic r

11 7 XXX dsd X Ixsipxxd o x Fd"F Lox JTix ) XS s0 { xS s s 0

Pox dsd Do Jygise Ssspoxos % 8 Tous 1 1 o xdon X e T K, 7 XX
o K \H . [ [l ‘),(,’,’ -I X :I S ‘I .IL,..A'I L w X K j 'I . 4 HI-"X I:l X \-ICD oM 'H x”-lxl: +‘ x | s x
Y n oy X %X =, :L 'I'I”)b‘b'l 11|_~_| ~®un X X "

¥

b[{in

b[{

bL{

b[{
dynamicILInfo. (b, methodBody.
return dynamicMethod.Invoke{null, args);

Continuert V_ 1Y x « llog Message _ * 1Settingst . 1 Y " _*xd_ x TYi~F *  Dbprts

¥ x ix]".1 1 $"* { exeoution

{num = value}

. X \JA”L1L‘U’i x3” bpﬁ Dlhox U %X Css, x L S X ¥ X 1SIQSA~xs>”x“ s|

a Y

P X TR T, X7, Ise, x o, X x4 pprt B sy o Fox 7 D4 X
Y X oxsh o xs € qxu"X 0 x gy

dynamicILInfo , methodBody .
dynamicMethod.Invoke({null, args);

F2

Ctrl+Shift+C

Show in Memo

Language

Select All Ctrl+A
Hexadecimal Display

Digit Separators
Expand Children
Public Members
Show Namespaces

w Intri

Show Tok:

alidProgra

em.InvalidPrograr
Tl T el X b X PRI T Ll LSS L P X kL X s Fox ]
¥ ¥ fldred 700 <1 < B X« X 2 X X1 s (KX g
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L X dnSpyt _hex viewt - « ©is* x 0| v X4 Filé Offsetl » B+ 4 XX X i ] s *

Lord XA a3 I %®  AXd w0 X L pss {1, ¢ XX3 44N 1ss

~ A a ~ A

Tt S B X d  8dix 11T s X " x  .ipstbuctiongt ¢+ 1 L B S st x s

figred_70: -
« .5 0ox ] _bpi disablel x s % % € i@ L X 47 J{x, 8K Xss| x s | XL

a ~ v A ~

LA ]

10T 7 X7 ddes 10 18 €7 % x] v9@ s 1 1d8.5x .1 kex editor

L1 ¢ PR S TS N B W P VTR I e B S N

1A e Fe o 2 L A « WHR y  x X X kb pox L XD X s Y x|

P s s o . S dTss | YflAreéd_68s L X o« s x s{y @ kX s

n o~

TR b 4 T X sl % M s WHROL S L X L FX T e T X

> a

> xflarddt : X L ATTERE EE T @A DPY St 4 XL XTI %" 17

LlXX g7 %8 Fe 0y X X X" soex, P ogix  Xox o {9 N

P, ASex T v x flared 38 Lo X S s o XN ATYXPIT T Y 4 S X x 1o xs

Mo" x v Lo x Jflaped 700 T 0 XIieS X o jx

~

stackTrace tackTrace(e);
metadataToken = stackTrace. (9).
text = - (metadataToken);
[] array - (text);
[] array2 ARE12. ( [1 { 18, 120, 171, 223 },
(array2, metadataToken, a);

obj;

= FLARE1S5.flared_70(e, a);
(Invalidf zramExcepti ex)

(ex,

Pl x 7 XIXAS 8 s o, Py ] oRE w X X 4 T oaxs ] DX v XTTX x4 ]

* 0 x T 1.1~ flared 701 -~ * _ flared_38x 7 s » «Qs* 1. ¢ . = | tokerm® o |

~ v >

r 01, 4 sectiont _ ¥ 17 « "hashes: . ¢ ¥« . tdRermt x ¢ ¥~ * - KaShx s _ © 4«
dhasht s L 1 XS]] vk 0o x 7 4% .4 « seétigngt + | xx . | ¢ 4

1us4.x¥{1s & "< ¢+ RCA » ¢ ®sectiomt =~ | X0 8% f 1,1+
1 ss « fldre 7Imws _ x | flared 671 - - ~ Wftare 67TS ~ 1 ~+s « . % @ {1 |
oSt e e ST 4 TS LS L XAl TSE S L D T s X, By XD G X

a A s

dlared 670 L 1 -4 F~-® L x, « s

¢

~
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module = ( gram). H
methodBase = module. t (tk);
methodInfo = (MethodInfo)methodBase;

Info[] parameters = methodInfo.
[] array = T [parameters. 1
natu localvarsigHelper = t
( i=20; 1« array. 3 1i++)

array[i] = parameters[i].

> declaringType = methodBase. -

3 i dynamicMethod = i thod("", methodInfo. , array, declaringType,
dynamicILInfo = dynamicMethod. );

methodBody = methodInfo.GetMet 0;

( localvariableInfo methodBody.

localvarsigHelper. (localvariableInfo.

[] signature = localvarSigHelper.Get Q0O;
dynamicILInfo. t (signature);
J=6;
(3 «

65024U + ( )b[j + 1];

num = ( )b[3];
.OT ot = dictionary[num];
(ot)
.0T.

num2 = ( ) . (b, 3);
num2 27279131490;
flag2 = num2 >= 1879048192V && num2 < 18791137

flagz = num2 >= 18798481920 && num2 < 18791137270
num3;
(flag2)

num3 = dynamicILInfo.GetTokenFor{medule. Resol ing((int)num2)};

declaringTypez = methodInfo
] array2 =
ype[] array3 = F
flag3 = declaringType2. || declaringType2
(flag3)

array2 = declaringType2.G L. liE

flags = methodInfo. methodInfo.
(flags)

array3 = methodInfo.GetGenericArguments();
Memberinfo memberInfo - declaringType2. - r((int)numz, arrayz, array3);
flags = memberInfo.GetType(). ==
(flags)

num3 = dynamicILInfo.GetTokenFor(((F 1fo)memberInfo) .

flage = memberInfo.eetType
(flage}

num3 = dynamicILInfo.

flag7 = memberInfo. .ctor" || memberInfo
(flag?)

num3 = dynamicILInfo.Ge For{{{Con torInfo)memberInfo). ypeInfo) { {ConstructorInfo)memberInfo)

dynamicILInfo.Ge For{ { {(MethodInfo)memberInfo) . ypeInfi ethodInfo)memberInfo).

Inum3;
F{num2
Y{num3
{num2
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(b, j) * 4;

dynamicILInfo. (b, methodBody.
dynamicMethod. ( , a);

s A Ix s, xs X " ¥ss X s s ,sth 1:S™Dictionary. L X 15 x” x {19 s

FXoa X @I o st X sy ¥ e X4 L s 1 s fldre 71s 0 x| L

a

T Y X wnlxgs o isx ] 1 "X« x5S o xo o x X" {4 Y S X

~ Ar > o~ ~

| g XX, "L x L P x|l X &S ¥ $ondm2d ~ SSeL X um3

~ v v ~ ~ AT e

A >

17 4 XS d ¥ a ¢ FSEXXC" 4 Y HH xRl X ] Xgd T s

instructiong® + « S*“ 01 ~ x brg S~ ¥ « X4 lLoggingt - L X LA | X . ox o _d 1
S AueXe XY X s I o x XX e ] X Y RO | Usqlxs s

~ >~

@ L x 187 L

A >

Y illesebpd e 44 L

Log : ~7 _ S 1Settings’ «4x” _d S « 451468 X 4L s X lgxs Xy f Yo KX x

Y X5 x| xso8X 0 k™ 4siX 4 Cdntinue executiotmessage

{System.lIO.File. AppendAllText ("D:\\ctfs \\flare \\level8 \\methods2.txt"

(byte)(num?2) "\ n" "b[" (G +1) =" (byte)(num2 8) "\ n"
(byte)(hum2 16) "\ n" "b[" (j +3) =" (byte)(num2 24)
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~ <

blindex] val

S LUl ¥ToB AN A d Sk X f X CPATHE © oD X "X T L D) XN XD

Lo 2 bpr t s s x X XXXk X ] b xS T 48 Ty

¥ L X X s X

A > v

dynamicILInfo. (b, methodBody.
rr icMethod.Invoke(null, a);

{System.lO.File. AppendAllText ("D:\\ctfs \\flare \\level8 \\methods2.txt" , methodInfo.Name
System.Convert. ToBase64String (b) "\ n")}

S Loxs Cwxp il Xl x " ]sd x5 < base641 4 ~ x Prig S ox "L x s 4k x (s

PO XpwAL” XX X A 0 8 tesL] ka4 ] xS dxq

1 X

RN

L s e X T AR e X T XIS X L X ST Hie v AP SIER ] X s

Y s X %]ty ~r 141 %X Hx S x5 ¢ sl X ~ . «1"x !’)1]_3,_]),_st“$
E  methods2 txt - Notepad

File Edit View

"l s, flafed 38 ! X XX T a4 K LTRSS LT L XX

~~ ~

17  s3 bBase6b4t - «- 1 «su_ _ S& x 1 1Hd% 1% hdsebdis L X L S8 1L

TS « « Xiiis 4 X Ixs1LL,_xA.|W x,;.j,ixL”j1\~><§ x DX.~ ¥4 4% x :Jf" Sl X

d L x4 x4 x I xflared_38 L X L _1SX < hex *

L b rvede d X A 4 AN I K 83 xs o x e § 0 0 xI T X x] 4]
Y X5 §oxq4x  xT oxxb ok xeas @ X vXH A L, | A

base64 b64decode,b64encode
open("'methods2.txt" ) f:
data f. read (). strip (). split ("\n")
instructions 1
funcs 1

line data:
(line. startswith  ("b[" )):
instructions. append(line)
(line. startswith  ("fl" )):
funcs. append([line. split ("" )[ 0], line.  split ("" )[ 1], instructions])
instructions
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open("new_funcs.txt" , "w+") f_new_funcs:
i range (len (funcs)):
b = bytearray (b64decode(funcsfi]l 1]))
val funcsfi][  2]:
exec(val)
f_new_funcs. write (funcs[i][ 0] +"" +b64encode(b). decode("ascii" )+"\n")

all_funcs {

open("addresses.txt" ) f_address:
lines f_address. read(). split ("--\n"):
lines_offset int (lines. split ("\n")[ 0]. split ("File Offset: " )N 1], 16)
lines_func lines. split ("\n")[ 1]
func lines_func. split ("(" )[ 0]. split ("" )[ -1]
all_funcs[func] lines_offset

new_funcs = {}

open("new_funcs.txt" ) f_new_func:

line f_new_func. read(). strip (). split ("\n"):

func line

func_split func. split ("" )

func_name = func_splitf 0]
new_funcs. get (func_name) None
new_func = b64decode(func_splitf  1])
new_funcs[func_name] new_func

TINY_OFFSET- 1
FAT_OFFSETF 12

open( "FlareOn.Backdoor_edited2.exe" , 'rb+" ) new_file:
func, opcodes new_funcs. items ():
new_file. seek(all_funcs[func])
header int . from_bytes (new_file. read(1), "big" )
twolsb_header header Ob11
(twolsb_header 0x2):
offset TINY_OFFSET
(twolsb_header 0x3):
offset FAT_OFFSET
new._file. seek(0)
new_file. seek(all_funcs[func] offset)
new file. write (bytearray (opcodes))

L ogrepd - 15 V@1 « {1 xdaSpyt 1 ~ « " A s JAHI 41 ¢ 1@ alldtesses ¥ X wss
s 44514 =, X LSS, X8 1 o Xad 1 . F[ij%Offsel_t)i ¢ x , Z]\visx L -|:Jxv,,~>1_~Js

°qff x(“xsv2>$< 1 -|J'L>Z<XL,-|);Z~-LZ ~ 11X voX{)xx L

~

|XA\\'|)~§51142:“L\;|*SZ|:JXLX:AX>XLX::\:|5|\)qsrb*’:+"xv5"">,l_>‘~XVJ
PX WD XSssloX X os o f g ] {1xs.OffSet® 1 <X "L % XdnSpyr T X ¥ 48 % x
@ L

~ A v >

o4 st x4, IS Clwriteuprt 4 - T X K oS < addresses.xt X X iwsS oo«

O O T T S o T L R O S R ST SRR S ( SR L - N VI, PN

D A A4 XX SN LS % X e L XX L XTI xS T X X 4 0 ] 4 x 7
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https://gist.github.com/dani0104/7cbe9e9468b578d7750a7012d0fa8ba5

s Y I X A TR s i S TH X

S T T I U N L e R T e | T R R (NS IR

v

CD\HS\L"XATSSY\X‘lIS

~

Yared 385 L x | T # T % 2Xdd 4 - 8, 55 7 %0 & M $ 1 Jx o, " Fxq

X "o o8 RX LTSS L, XA T X DXL XX §44bxz "7 Kex g I x x

100X LoXp IS w7 ITx IEss Lo X XL X b ] XX ] FX k@ ] JiXel s

P A s Y AT Y X

X4 0CAs « 4L SH X Al e flared 67s L X D v$ x T XX 4SS 4y

TP x
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X XOp X s« RSB x %7 L X qlbpre 4 iX 0 {8 {hvisqs Y

~ o~ ~ o~ ~

Y L _ flared_70s L x +O1*. VHims s XOBpt 1 _flare iy ox L XTI oo 17

metadat
string text
[1a . (text);
FLARE1Z. ( [11{18
(array2, metadataToken, a);

L _tokermm ~ ¥ « * 4 J & métadataTokert - ~s " " 4 xs | x17"7 s . ¢ | |x

S X b5 T X L X7 x  ghSpy* s¥ -~ x L SKL X . tokerr® ¢ o« I P {s x s
O X LTI L D4 0L K1, 4] tokemt | 4 X5 4 €1 %w 4 Sk 4. %1 s x

.« L H Xy ¥ Ixs! x0#9600000% tokert s " flired 00S L X I ~3 " s ¢ 4™
SO X X1 AL T X 4L X SE AL A I EX L sd T x5 X X s

Px AL ds Sl a5 xx{ {7, 14k s

A

P« X1 4 S s s Tt T xR L oo X ISx8 s 4 L sts L, T

v v a ~

SO $ L o IS Alerl v DXV LN X TR T T D X X b s, P X

Y i-&$, XXl 8 4 X s " -|sy”s> v s x| *"Lg¥ x R
klmnopgrstuwvi

s@ - o8 X ] ieess 4 x §$ 40 0 541 _chars_ domain «: _ ~ X T4 1 1S x

~ v o~

10 S LY X xS Y X, O T X g il Y B 4Txse oox T Ixxs T X cigsx x|

A > ~ ~ ~
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\.§X\.JX o~ L Xqﬂ

T x4 sl Rk x 1] s ARF34 Saitama Agdpit

« Ds xp>q LI ~x XX Ax S, WX

s )-|xs1-|_:Ax ~='|x~~

L XFMQ,,S( S

+

w

ss 1Y L e Sssp Y X asxf L X

xEC g, " X

e

FA X I XX

~ >~

A I xxsy sf <1

x X

APBgs | <iiisx flgqs *
SOA X ~0$ L ¥ X xdlxx{d | . {s

X P XX

I'sx

’”

A

X

JH RS o x ]
W XS RC X IS B vl T 4 K LSS x

=44 0%s x ¥ s~§<>< X. v-|J|_ « 34 }Z-| L xs“LVySX xls{ ., x s

@A T HESLI XSS s S LT g xso ysTE X X"

s T sl e Sssp oy X oqst v T

a

ANv o~ W

el A e s esd X 9 s e G I dE x|

d x 1 . Txq xs‘|Ax>"&A x.|,,s)\(

4 {} FlareOn.Backe

b {

B

i~~~ e~~~ =~ = = S

Fla

4 g Saitama.h

]

X

A >~

LR ol ST LS ]

S~

Fluy 40D x "

LSS T AB § X Y.
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https://x-junior.github.io/malware%20analysis/2022/06/24/Apt34.html

s,_yx:,,xs“LZ]\vZ X < td)s'ﬂvk,yg . ws 4. ":-|x><“s|_:‘|¥vj X vl 81 L

S LY X .S XXY IS, HEBE TS X7 x { Xk, se0%8 ) X ] " v, 4 s

D+ sy " v, s

St T Xp s 4 "HX cpdst o d TS ol o] dASpyt 2 ox 7 T XX LsT v

M P ds.”s 0 138"« s dyv ®RahdomMersenneTwister

seed = 5439U)

XpZX SN s, shashm STt L XX v xS o P4 o s

~

S L X » - XevéentHandler, | x 24 " [iXpoAsTi-1* x X s d § 18 %5
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YoBeoe® Tt s 18

FLARE14. (sender, f);

(InvalidP

shs ” 1 ™ hash: € x .41 xsection: " | SX™{X S .8 S XS L, X X *{ {"0 X .

a > >

1 dg.% he " % x4l . SHA2568 X _ + S . sx{{{ $ ., & s |

s.ox 1& | xP SHA25& + 1 x " 4 xis1 L xsectiomt _x "t X sl x
X 7T AITX TS S X f 85X X S| . Xauwd SRCHE X US| X% Y L4 Il q" 4 % s

1.« Lisecdtionst _+ 17 - A" x5 b $ 0 KIS0 IO ps ox o ] XSy
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X R4 Jeed U T X A 4KS X Isectomt « XSS IYK « X ap 87, € X%

K 4 Jert X% Sss  Xeosp 4 ] xs

>

b b S .7 X sectiomt X "su gedtionst ¢ 11 % S¥ X s ssEx s {1

= XX s S, Td SE XX €X 07 JsHU MM ~» LN XGH .« xsXx § s | ] xs |

DR S B PR (R T T I IS G I N

0n000001F8  VirtualSize (xAE4T5B
0e000001FC  VirtualAddress

SizeOfRawData

L lx pdflareds L x - Iss « L P x« X Xy 4545 0 xXx LS

flagls = text2
(flagls)

Xy XS 4 f T k4T x

~ A > o v o~

sectomt s « ~ ' $ 5 x Jil.§ X ¢ s

s booss TP IR0 LY s 4]

v ~ oA ~ v~

csectiom 10, _Tsxs] ] 4 BT ¥ s €

Kl - TRX 4 |, v 8S8T XU x Bl oXIXx S XXT x | 7" s
5V ~ v~

> A ~

f|are_565 L X L $ " q9 . X Y ,,AX\ xs{ ] - K IS L~ B SX ¥ X xs‘Cvs . w S X X .S

>~ ~ ~ ~

1 + 1+ SHA256 X

To XL e ™17 XY s SSI X s X X sl ose  xdal fad ssiid . .

v ~

sdetiom® L~ L Sy S S* i Hx 4 F s XL 1 4s xi« .SHA256

~

Ce

SwL A Sl 7 X Y W IXPET 19 X ¥S e g s | ox R

~
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B s s L TSy k0l S Xl 4 XA S x L 1] il xoeshmss 4 st x| ss o,
TE™ X o Xssex X X {,sxy X<] ,ynYy o~ XX __ 78 Xy, k.S isvcr s~ A

r”
v

Monwy.-xx&  ciyx Xhxd s

* »ss_ ¥ x ddilection
>> arr = [258,

219,
234,

list(map(lambda x:x"248, arr))
8, 19, 11, 1, 15, 13, 22, 16, 5

I

flagls 9" ;
(flagls)

flagle = text 18";
(flagle)

flag52 = text2 ==

== l 5

(flag52)

(text2),
S35 XXXy, XA T T ] D X Ke SIS aX

) HX I L L L sse

Cox dusxf]
Qectiormt L __ ~ % S L 1% { dectiomt L + _ S

~
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n N

M1l A T1wxss o s 4 1 417477187 sectiontr 1 |

SP X 27 b {7 textAt {7 T {Bgeb’ ¢ x . 1. s 1"« 5agp2boh:
Y5_’§d_’)s s | X )Zs¢s< ,,Z]\v\&

'I .- J )XXSX=1X L _]A 'i_qu V‘Iv‘!. \.q “~ =K\.SJ” $ vq \.XZ, § - ‘I ,..<”st“ X”A 'i >nxn o

17 xs 7Y JsEH Xoof ] X X §."ws s D6 x L _spctiomt i ok 4 . X114 xS

Lols « .8 x Jqx § X@® 7 . xs" , s 4 L. s S v, "H o Toew L ]18s¢
s X xs "L lox T Xx o] "VZ)S)1_~|_ x,,A\“:“sx N“xxA.|sIV5<-| XS sX | ", 1~ 8 .

\Svyngst,,X~

IQATAAIAEKAUABEAEQARA

¥ « Xss, x . s, 4 Cflared 03s L x : . rflare_04s o x ¢ ~'s

"powershell - exec bypass -enc \""

powershelit - + ~ xemd: ! x s L 5 | X x s base64¢ L _-

Cx L5 {4 €7] X6

MoLX i LseXx X S, 1 S x s 4 d Y o 4xsT {1y

< ~flare 57s L x » X XC 8B { S WS x4 L.+Xx_4 ¥Encoding.ASCIl.GetBytes X
B RN B A

o5tring(} + stackTrace.GetFra

text - FLARE14.

(Invalid

text = (

S

>

FLARBN 2022
www.DigitalWhisper.co.il

’

cao H nHH X _ MAp

Tx 4oLy



Technologic

S oL 1 « WX 4" I1x g XxX , ¥yg K9S X 88, 49 9. 0" Gss X s

~ > R~ v o~ v o~ A >

FY ST O 4 7dxd ] 1 x 31X o« ¥ sl S« 4 XqwdXOH_ {17 |

D0, " xflared_xxt X L XL K S X d 08 LA s, X e | s ADIOX «

sLx _ssT41sP By s dCiaoss, x s ss Os|, o flate_7heflare_70° x o X s

a A >

i« [ xx“iv,,sxs‘qi-{sx,, P +ox1s,,s””~x x'|J-|s’-1~j e, S Xy )V<|_AJ>s~s,, ~ 7 ¥ ¢

S L X L5 Y LS. xd 8" {Xs L0085 x 06X 8 T LAY £ 1~

> ~

T T xA%sS L 4 IXT E x 17 xx x| s« flared.70s L x v Yflared_57

s s 4. s Odflad 57 . 4 visA T Jox s Ay« E 44 Tl T L

X X pad e 4 X G X X F X B 4L TSRS | (XX ST x| . " {Xs

q)|é,,x|_><xj~yxxxiis\ Gssp x A4 ¥ g @ " «~s5sdys®., s

¥ 4 sl 4 > Hqss, { € 1 VCss,_ X

"System.Object InvokeMethod(System.Object, System.Object[], System.Signature,

© X, TS vde¥E {HID . %sT oy

>

Boolean)System.Object Invoke(System.Object, System.Reflection.BindingFlags,
System.Reflection.Binder, System.Object[], System.Globalization.Culturelnfo)"

WS X X S XX xx " p”

~ ~ ~ v

RS S € KKK G 4 XX § X x
<7 osectiont to~x "1 T 4 RS Dsox syt X A{xXx ] josEctionm X 70 s
YIMBL | ¢ ~ X

hashlib

def GetBytes (x):
X. encode( " ascii" )

def flare_04 (c):
"powershell  -exec bypass -enc \""

def flare_57 ():

"System.Object InvokeMethod(System.Object, System.Object[], System.Signature,
Boolean)System.Object Invoke(System.Object, System.Reflection.BindingFlags,
System.Reflection.Binder, System.Object[], System.Globalization.Culturelnfo)"

def load_section ():
open( "FlareOn.Backdoor_orig.exe" , "rb" )
f. seek(0x24200)
enc_section_data f. read (OXAE4800
enc_section_data

h = hashlib. sha256()

h. update ( GetBytes (flare_57 ()

flare_04 ("RwBIAHQALQBOAGUAJABOAGUAaQBNAGgAYgBVAHIAIAAIAEEAZABKAHIAZQBzAHMARGBhAGOAaQBsA
dgAOACAAFAAgAFMAZ QBSAGUAYWBOACOATWBIAGOAZQBJAHQAIAAIAEKAUABBAEQARABYAG))cwBzACIA"

h. update ( GetBytes (flare_57 () "hostname" ));

h. update ( GetBytes (flare_57 ()

flare _04("RwBIAHQALQBDAGgAaQBsSAGQASQBOAGUAbQAgACOAUABhAHQAaAAGACCAQWABAFWAUABYAGSAZWI
aQBsAGUAcCWAgACgAeAA4ADY AKQANACAAFAAGAFMAZQBSAGUAYWBOACOATWBIAGOAZQBJAHQAIABONBEADLQBIA
h. update ( GetBytes (flare_57 ()

flare_04 ("JChwaW5nIC1lulDEgMTAuUNjUuUNDUyB8IGZpbmRzdHIgL2kgdHRSKSAtZXEgJG51bGw7JChwaW5nIC1lulDEg
NjUuUNC41MiB8IGZpbmRzdHIgL2kgdHRsKSAtZXEgJG51bGw7JChwaW5nIC1ulDEgMTAuUNjUuMzEUMTU1IHwgZmluZH
B0dGwpIC1lcSAkbnVsbDskKHBpbmcgLW4gMSBmMbGFyZS1vbi5jb20gfCBmaW5kc3RyICOpIHRObCkgLWVxXICRYYWxs"
h. update ( GetBytes (flare_57 ()

flare_04 ("RwBIAHQALQBOAGUAJABUAEMAUABDAG8AbgBUAGUAYWBOAGKAbwBUACAAfAAGAFCAaABIAHIAZQALA
YWBOACAAewAKAFS8ALgBTAHQAYQBOAGUAIAAtAGUACQAJACIARQBZAHQAYQBIAGWAaQBzAGgAZQBKACIAIQAgA
BIAGMAJAAIAEBAYgBgAGUAYWBOACAAIgBMAGBAYWBhAGWAQQBKAGQACYBIABMALARMDN BJAGEADABQAGS8ACH
ACIALAAgACIAUgBIAGOAbwBOAGUAQQBKAGQACgBIAHMACWAIACWAIAAIAFIAZQBIAGBAdABIAFAAbWBYANQAIgA="
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h. update ( GetBytes (flare_57 ()

flare_04 ("RwBIAHQALQBOAGUAdABJAFAAQQBKAGQACgBIAHMACWAgACOAQQBKAGQACgBIAHMACWBGAGEADQB
UAB2DQAIABSBACAAUWBIAGWAZQBJAHQALQBPAGIAagBIAGMAdJAAGAEKAUABBAGQAZABYAGYAcwWBzAA=="

h. update ( GetBytes (flare_57 ()

flare_04 ("JAAOAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAAMQAWACAAMQAWACAANAAgAHWAIABMAGKAbgBK
LwBpACAAdJABOAGWAKQAGACOAZQBXACAAJABUAHDHAMBISAAHAAaQBUAGCAIAALAGAAIAAXACAAMQAWACAAMQA
AWAC4AMQAWACAATAAGAGYAaQBUAGQACWBOAHIAIAAVAGKAIABOAHQADAAPACAALQBIAHEAIAAKAGAAdQBSAGWA
AG4AZWAgACOAbgAgADEAIAAXADAALGAXADAALGAYADIALgAIADAAIABSACAAZGBPAGAAZABZAHQACGAGACBAAQA
KAIAAtA GUACQAgACQAbgB1AGWABAA7ACQAKABWAGKAbgBNACAALQBUACAAMQAgADEAMAAUADEAMAAUADQA

IABmAGkAbgBKAHMAJABYACAALWBpACAAdABOAGWAKQAGACOAZQBXACAAJABUAHDADABSAA=="

h. update ( GetBytes (flare_57 ()

flare_04 ("bnNsb29rdXAgZmxhcmUtb24uY 29tIHwgZmluZHNOciAvaBBZGRyZXNz0O25zbG9va3VwIHdlYm1lhaWwuZmxhd
b24uY29tIHwgZmluZHNOciAvaSBBZGRyZXNp);

h. update ( GetBytes (flare_57 () "systeminfo | findstr /i \ "Domain " "));

h. update ( GetBytes (flare_57 ()

flare_04 ("JAAOAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAANGALACAANQAXACAAMQAXACAAFAAGAGYAaQBUA
IAAVAGKAIABOAHQADBAAPACAALQBIAHEAIAAKAGAAdQBSAGWAOWAKACgACABPAGAAZWAgACOAbgAgADEAIAAXADA

AGCAIAATAGAAIAAXACAAMQAWACAANgALIACAANQAYACAAMgAWADAAIABBACAAZGBPAGAAZABZAHQACGAGACSAa(
KAIAAtAGUACQAgACQAbgB1AGWABAA7ACQAKABWAGKAbgBNACAALQBUACAAMQAgADEAMAAUADYANQAUADYAL
aQBUAGQACcWBOAHIAIAAVAGKAIABOABEAPACAALQBIAHEAIAAKAGAAdQBSABWA"

h. update ( GetBytes (flare_57 () "net user" ));

h. update ( GetBytes (flare_57 ()

flare_04 ("JAA0OAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAANgATACAANAAUADUAMAAgAHWAIABMAGKAbgBKA
LwBpACAAdJABOAGWAKQAGACOAZQBXACAAJABUAHUADBABSADSAJAAOAHAAaQBUAGCAIAATAGAAIAAXACAAMQAWA
AUuADUAMQAgAHWAIABMAGKAbgBKAHMAJABYACAALWBPACAAJABOAGWAKQAGARBZBRIANIMBSADSAJAA0AHAAS
AGCAIAAtAGAAIAAXACAAMQAWACAANgAIACAANgAIACAANgAIACAATAAGAGY AaQBUAGQACWBOAHIAIAAVAGKAIAH
AALQBIAHEAIAAKAG4AdQBSAGWAOWAKACYACABPAGAAZWAGACOAbgAgADEAIAAXADAALgA2ADUALGATIADMALGAL
ZgBpAG4AZABzAHQACGAgGACBAaQAYAMESACKAIAAIAGUACQAJACQAbgB1IAGWADBAA7TACQAKABWAGKAbgBNACAAL(
AgADEAMAAUADYANQAUADIAMQAUADIAMAAWACAAFAAGAGYAaQBUAGQACWBOAHIAIAAVAGKAIABOAHQADBAAPACA
AG4AdQBSAGWY;

h. update ( GetBytes (flare_57 ()

flare_04 ("RwWBIAHQALQBEAG4AcwBDAGWAaQBIABFAGUACgB2AGUACgBBAGQAZABYAGUACWBZACAALQBBAGQA
cwBzAEYAYQBtAGKAbAB5ACAASQBQAHYANAAgAHWAIABTAGUADLABIAGMAdAATAEBAYgBJAGUAYWBOACAAUWBE
BKAGQACcgBIAHMACWBIAHN)"

h. update ( GetBytes (flare_57 () "whoami"));

h. update ( GetBytes (flare_57 ()

flare_04 ("JAAOAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAAMQAWACAAMgAYACAANAAYACAAFAAGAGYAaQBuUA
IAAVAGKAIABOAHQADBAAPACAALQBIAHEAIAAKAGAAdQBSAGWAOWAKACYACABPAGAAZWAJACOAbgAgADEAIAAXADA
AyADMALgAYADAAMAAGAHWAIABMAGKAbgBKAHMAJABYACAALWBpAGARQABAEBAZQBXACAAJABUAHUADABSADS
AHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAAMQAWACAANAALACAAMQASACAATAAGAGY AaQBUAGQACWBOAHIA
QAbAAPACAALQBIAHEAIAAKAGAAdQBSAGWAOWAKACYACABPAGAAZWAGACOAbgAgADEAIAAXADAALGAXADAALGAX,
IABSBACAAZgBpAGAAZABIRAEGAGACBAaQAGAHQAJABSACKAIAAIAGUACQAgACQAbgBLIAG)AbDAA="

h. update ( GetBytes (flare_57 ()

flare_04 ("JAAOAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAANGAIACAANAAIACAAMQALACAATAAGAGYAaQBUA
IAAVAGKAIABOAHQADBAAPACAALQBIAHEAIAAKAGAAdQBSAGWAOWAKACYACABPAGAAZWAGACOAbgAgADEAIAAXADA
AyADgALgAOADEAIABBACAAZgBpAGAAZABzZAHQACgAgACBAaQAgAHQAJABSACKEMMIAGQAbgBLAGWADAA7ACQA
AGKAbgBnACAALQBUACAAMQAGADEAMAAUADYANQAUADMANgAUADEAMWAgAHWAIABMAGKAbgBKAHMAdABYAC
WAKQAgACOAZQBXACAAJABUAHUADABSADSAJAACAHAAaQBUAGCAIAAIAGAAIAAXACAAMQAWACAANgATIACAANQA
fAAgGAGYAaQBUAGQACWBOAHIAIAAVNGBOAHQAbBAAPACAALQBIAHEAIAAKAGAAdQBSPBWA"

h. update ( GetBytes (flare_57 ()

flare_04 ("RwBIAHQALQBOAGUAJABJAFAAQWBVAG4AZgBpAGCcAdQBYAGEAJABPAG8AbgAgAHWAIABGAGSACgBIA
SQBQAHYANABEAGUAZgBhAHUAbABOAECAY QBOAGUAdwWBhAHKAIABSACAAUWBIAGWAZ QB BONEQIREASIAEAAT]
B4AHQASABVAHAR

h. update ( GetBytes (flare_57 ()

flare_04 ("JAAOAHAAaQBUAGCAIAAtAGAAIAAXACAAMQAWACAAMQAWACAAMgAXACAAMgAWADEAIABSACAAZgBPA

MgAWADAAIABBACAAZGBPAGAAZABZAHQACIAGACBAaQAJAHQAJABSACKAIAAIAGUACQAJACQAbYPIAGWADAA="
h. update ( GetBytes (flare_57 ()

flare_04 ("RWBIAHQALQBDAGgAaQBSAGQASQBOAGUALBQAJACOAUABhAHQAAAAGACCAQWABACCAIABSEQR;
LQBPAGIAagBIAGMAJAAGAE4AY QBAR)JA"

h. update ( GetBytes (flare_57 ()

flare_04 ("RwBIAHQALQBDAGgAaQBsAGQASQBOAGUAbQAgACOAUABhAHQAaAAgACIAQWABAFWAUABYAGSAZWH
aQBsAGUACWAIACAAFAAgGAFMAZQBsAGUAYWBOACOATWBIAGOAZQBJAHQAIABOAGEHHQBIAA=="

my_hash = h. digest ()

cipher ARC4new(my_hash)
enc_data load_section ()
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EEET echnoloqgic

result cipher. decrypt (enc_data)

open('res.bin" , "wb+") resf:
resf. write (result)

x Lheadert 141 % _ x files | x & vs 4 14 "1« %% Loe X H o Ly STy

¥ oo XTIXY LA™ ©LGIF, X ¥ x ST { WEX editort

¥ 7 Lylhs {4xs

W3_4re_KnOwn_fOr_b31ng_Dyn4mlc@flare- on.com

I Ko P s stk X, "I oAl % ess X sy Tex ] owd 0 X
X ] SN YLX 4 X x Cv4s PR T R S | $<S1WJZV\ LRI NN ) IDse {4 o x s |
.I X a X8 \.XV: X XL L|:‘ . -L\. b(u |_-I oL \-?(X,:lw\.XVXL X'I j L N ,,”‘IX\ ~|:I - % 8 X

LR [ ANt (SN VIS S N N AT DR T T IR S B LOTE NN S S

,,yl\xsijxq~1zx\y_}_,,l’)ls ﬁ‘,sy:,,,‘i‘ZqJ“sL ]§ZX1VOQS“stS11§qu s
g T dos T xxsX L, 1L Tesx sg” FALARE 1. Y £ S ¥ d s

1A s N xS s Lo X X il s SR D T K s xS L

~ AT~ ~ >

D i 4”44

T X e XX x e XA L g ] LSS, ] S s 1y e S

dx ., p ss” X sx v1-|x”1zv“-|>2,,,,“C“ Aouxxi g x o I {I 4] <

~ A
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Technologic

encryptorm {4 . ys . s

¥ooLT e x X Pdt s JT AT s e xS osLx XM xxis %y 1L X

170 o Hext X € xS, T K LTI R X DT S s X 8w

~ ~ ~ ~

X \\,L§|S

Y X § 0 s Xsh X bs{.ss 1T s 1x 1y

usage: flareon path [path ...]

X@ 0 2op lFser x A f s 0XT 0T uss G ol o T b L4 4sT ] XX
ZCx,,q:q;,,Cx”LZ-| « S, IS X :>\s>'|¢D,Affs,,)xij\§|2>i”\$x“ x

~ a ~ ~ A ~ ~

X 7 'Li~\s,,Lsx . >.|$s~\ ,,§\~><ss|_ X Aj,g ! >><|_><I XK‘"§L, . I x s~
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