N9'PN hLvwnd D-Bus

(@yo_yo_yo_jbo) NIX-12 [MI' NRN

aNTN

NII700 .NIY7In 'wonn? g1y T i'n (Inter-Process-Communications) IPC 112210 , TNnNi TN

D'ynnwn? 21 N niani Windows 7y RPC IX macOS 7y XPC ,0i713'7 7y Unix Domain Sockets 122

VT NNVAN N1*Nan pitfalls byn X7 79N N2 WM'wnw 73 15 Ty NdaIon 07 X ,|Na

black- vVan NTIRFIA DLVN 92 |IT .07 NI2A02 M71919 IPC 1721 - D-Bus-1 [IT' XA NRNN
¢ ApnNnn DY T2V INNTY NIYZIN 190N DXL 1 URY Wity NIRNAT AR, Nfon' N'-box

.NRXIND Defender for Endpoint Microsoft

.Chrome 0S-2 w1 01272 YaIN TNX - NINNKN N9IZNNN D'AI0ND 1YW 7Y JAN0' 1NAN

D-Bus yp

[NN9> nwnwni freedesktop.org AR T 72V nnNI9 (Desktop Bus 7w 1ix'y?) D-Bus N"aI71100
NI nwnivni Lnxe Mdn anik 2y (IPC, Inter-Process-Communications) D'2'70N |2 MIWPN

.Desktop niaxao0a

DMIP'Y 0NN Y TRV N7Y N7 DTN DN NMYWORNY Software Bus Na171100 NIt

DY 7T INT DR RNP7 7D DR DImnn k¥1? 7' Dy, RPC-Y nnim cnimnn X
.Request-Response N'WIXj7NN NAya X2l ,NIR7\NwW

NI DAY X171 ,0N10191 D'tion (Signals) DMIN'R? nnwin WwoRnN 7Tin 0710 A

.Publish-Subscribe

NUYP79X ,NYUTN DN'W D7'NNN UKD - IRT'T NN'W N7 ' D-Bus 7w wim'w? nalo xnarT
Tivan owal (NPT A1) 2rTAN A1 ,N21AND .N7'NNN NN'WY YITINN DINKR NI7YY 2700 IKTIN

.'TINN N1 DX XYY 7un7 - 2107 07007 70" 0'RkNn DIN'RY Tvin


https://en.wikipedia.org/wiki/Inter-process_communication
https://www.microsoft.com/security/blog/2022/04/26/microsoft-finds-new-elevation-of-privilege-linux-vulnerability-nimbuspwn/
https://www.microsoft.com/security/blog/2022/08/19/uncovering-a-chromeos-remote-memory-corruption-vulnerability/
https://en.wikipedia.org/wiki/D-Bus
file:///C:/Afik/DigitalWhisper/Articles/MAGAZINE/144/freedesktop.org

Technologic

NINYINL D'¥Y DY 178 DD (D0 017 NIPNNA DAM D0'Y'Ann 00 D-Bus 'ann pawe
Elevation 7w Mi*ayn NINNAIT 190N W' ,7Un? .0'97IN 112V TXA D2*2YN 02D DNIX ,NINIA
‘root NINWINYT 0j712'7 2y mijm of Privilege

.(Palo Alto Networks ' 7y nn0119) USBCreator bwa 2'>1 7y Command Injection nw72In X

.(CVE-2020-15238-> |7IMI nn0119) Blueman nwa 21 7y Command Injection nw2in .2

nNUn K7 nYW7Inn - Qualys T Y nn7anne Pwnkit nw7in2 ninnxY? 0a 2w D-Bus v nw
wniwnn 221 XNl Polkit X172 ¥1a9n 270 D ¥ X ,NT IIXN D2IMN D-Bus a7 miwyp

NINYINA Fine-tuned nL™W NNWOXNAN NITINA X¥'"An D-Bus-2 nian

212V NI NI (System Bus-d VITN) 782172 TR :NNIWPNY? D'-Bus 1900 wnnn D-Bus-w DA |''X)

.System Bus-2 I¥I' root-2 D'¥IW 02N 2N L1770 91X .(Session Bus-2 yIT') Session

Bus names Yy

MIX2 NIZ70 DX DNTA 190N MIX TINY IT'0 190N 72 Kin ,D-Bus 7 pwnnnn 11 TWURD
[NMNKR71 0'NITI 700 Anmn 1%0nn .PID recycling 71X 120 N7 NI9ENN vami nDIY-TN
(120 077 7 W 7277 wiza 0713t 012D ,90m L “:133:77 un? NI T 7Y 0rT9Imn n'son

JINT7 lvnin Ima wniw' 0t ow “org.freedesktop.Avahi IX "com.ubuntu.SystemService"
JINT NWONN N'YIIADIIPN DX 271 X NNIN TAD' KIN ,0W N7 nwpa 7am D-Bus TWKD

NN PTRINN 770 0TI TVINN ARXRI0IRN VNS
“/usr/local/share/dbus-1/system.conf’

NN NNIT 91X, (System Bus-n 1Iay)

“/usr/local/share/dbus-1/session.conf”

101 7w DIYM AYOR' X7 D-Bus ,INW7D 20 T 7Y 019N 11D DY DX ,90101 .(Session Bus-n 11ay)

.OY INIX QY

A7NnNnn - NIYY7IN wio'n

D'2'D17 CWWONN D-Bus-w |II'Dn .root-d D'¥IW 17X I'N' 11112V NI D'2'IYNN DD LYY 19D
,010 DAY T 7Y Nivnivnn "NIronTvo” NITINA D2 QY 'WUOIN [DIND DNIN'KRI NITINN R

.RPC-2 n'punn? nnima

N9'pn NbwnaD-Bus
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https://unit42.paloaltonetworks.com/usbcreator-d-bus-privilege-escalation-in-ubuntu-desktop/
https://bugzilla.redhat.com/show_bug.cgi?id=1892437
https://access.redhat.com/security/cve/CVE-2020-15238
https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034
https://en.wikipedia.org/wiki/Polkit
https://dbus.freedesktop.org/doc/dbus-daemon.1.html

Technologic

:D'2'DY PN 7V TR NI7Enn NITNN 1%0n Y

.org.freedesktop.DBus.ListNames I8 nX"j7 *T' 7V Ny¥xann D'MIYIN DADIN 7D NNy N7ap X
2 DX DTN DNVNYS N7aPN K7 RN ,org.freedesktop.DBus *T' 7V NINXI'M 1T NTINN
JIYZRI00[70 MIXA D'IYIN DRADIN

X977 AR T 7Y aDINn ORYIMN OMINKRDE DITMNN 75 Nim'mne imy. n7ap A
NINY DX N'Thnl DNVNS N7a X7 X' .org.freedesktop.DBus.Introspectable.introspect
JIYZRI00{70 MIXA D'NIN'RDT NITINAN DIMAN

2 nn'wn N 727 ' hwn% D dbus-send 702 wnnwn? N1 1990 DIMNnY RNp? nan 7y

ZY"\D'? |n" ,System Bus-n NN 02N

dbus-send --system --dest=org.freedesktop.DBus --type=method call --print-reply

/org/freedesktop/DBus org.freedesktop.DBus.ListNames

'y ,(’naiT?) org.freedesktop.Avahi-n D'R¥IMN DTNIN'RNI DITINNN 72 DX A'¥N7 "I

dbus-send --system --dest=org.freedesktop.Avahi --type-method_call --print-

reply /org/freedesktop/Avahi org.freedesktop.DBus.Introspectable.Introspect

X'7n 2T WwoNnl dbus-monitor X172 NN TNX - 7 D-Bus 77NN DNWONNAN 0'9011 07D D!
Introspection 111211 DNIX NNoni d-feet X170 GUI 25 XIn wn .(root NXWAN wAIT) D-Bus 7w
-0 )M NITNN? XNR? D200 770,000 NI D'RYY DNY QN NXRE DD A7 D DNDThY

.GUI

System Bus Session Bus = x
Q Address:  unix:path=/run/dbus/system_bus_socket
Name: org.freedesktop.NetworkManager c
‘com.redhat.NewPrinterNotification Unique name: :1.523
activatable: no, pid: 3973 Object path
activatable: no, pid: 3973 ~ |org/freedesktop/NetworkManager
® fi.epitest.hostap.WPASupplicant L+ Interfaces
activatable: yes |- » orgfreedesktop.DBus.Introspectable
fiwL.wpa_supplicantl |-+ org.freedesktop.DBus.Peer
activatabler yes, pid: 2236 |- » orgfreedesktop.DBus.Properties
orgbluez L+ org.freedesktop.NetworkManager
activatable: yes, pid: 1800 -~ ~ Methods
org.fedoraproject.FirewallD1 — ActivateConnection (Object Path connection, Object Path device, Object Path specific_object) 9 (Object Path active_connection)

activatable: no, pid: 2013 AddAndActivateConnection (Dict of {String, Dict of (Strin:

riant}} connection, Object Path device, Object Path specific_object) = (O
AddAndActivateConnection?2 (Dict of {String, Dict of {Stri
CheckConnectivity ()= (Uint32 connectivity)

org.freedesktop.Accounts
activatable: yes, pid: 2843

Jariant}} connection, Object Path device, Object Path specific_object, Dict
org.freedesktop. Avahi CheckpointAdjustRallbackTimeout (Gbject Pth checkpoint, Uint32 add_timeout} =
activatable: yes, pid: 1747 CheckpointCreate (Array of [Object Path] devices, UInt32 rollback_timeout, UInt32 flags) = (Object Path checkpeint)
org.freedesktop. ColorManager CheckpointDestroy (Object Path checkpoint) # ()
® activatable: yes, pid: 2095 CheckpointRollback (0bject Path checkpoint) # (Dict of {String, Ul nt32} result)
® org.freedesktop.DBus DeactivateConnection (Object Path active_connection) = ()
activatable: yes, pid: 1750 Enable (3aclean enable) > ()
GetAllDevices ()& (Array of [Object Path] devices)
GetDeviceBylplface (String iface) b (Object Path device)

GetDevices ()1 (Array of [Object Path] devices)

org.freedesktop. Flatpak.SystemHelper
activatable: yes, pid: 14336

®
® org.freedesktop.GeoClue2

activatable: yes GetLogging () # (String level, String domains)
orgfreedesktop.ModemManagerl

activatable: yes, pid: 2012

GetPermissions () = (Dict of {String, String} permissions)
Reload (Uint32 flags) 1)

org.freedesktop.NetworkManager SetLogging (String level, String domains) ¥ )

activatable: na, pid: 2652

Sleep (Boolean sleep) ()

org.freedesktop.PackageKit state ()» (Uint32 state)

activatable: yes - = Properties
org.freedesktop.PolicyKit1 I~ Array of [Object Path] ActiveConnections (read)
activatable: yes, pid: 1757 f— Array of [Object Path] AllDevices (read)

org.freedesktop.RealtimeKit1
artivatahle: ves nid: 2011 — SR

f [Object Path] Checkpoints (read)

TE A —

[d-feet 7w nx¥N7 XNAIT :1 J0n DI7'¥]

N9'pn NbwnaD-Bus
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https://dbus.freedesktop.org/doc/dbus-send.1.html
https://dbus.freedesktop.org/doc/dbus-monitor.1.html
https://wiki.gnome.org/Apps/DFeet

Technologic

1901 2V NNIFTE,0R1Y7 NIXON] NI 0719190 DADIN DX [INQY7 NLVY7NN N7W NN NNy
root-7 N "MTY YT'M NAWN NNWONNN NIYTIN
X2 NTYINN - Blueman 2271 Info disclosure nw2In X

.CVE-2022-0987 NX n'72'j71 X3 NTVINN - PackageKit 2271 Info disclosure nw'2in A

NIMY DNIMKY 0¥ 2V YD YT 7297 DNYOKRN |0 - NIroME 'R X NINMyn 178 Nivein
IX (Local Privilege Escalation) LPE nw97In a'win? nn'n n7¢ n1onn 72X ,root 1Ay 1 D'wha

.(Remote Code Execution) RCE 17'9X NNWOXNN NW7IN

D'V9IPO 7Y NXIN NIN DT 2D 7w nvnn .networkd-dispatcher NX [IN27 N7NNN NN AT 1NKRY

.N7u9nN Nd>wn oy TN*' N7IVI root-d YOI Python-2 21N 0T 2'51 .2¥N DYN DY {7Wnn TYUKXD

[y7 networkd-dispatcher 12 7*7nnn :2 Jon ni7'x]

networkd-dispatcher - Tiz ninn

INQN 217D QXN DX 2'0N7 (N1 (JI7'Nin 19Y7) networkd-dispatcher 7w 1iznn TIZ 7w '00O NINYIN

owa (Signal) nin'X 7w n7Ap'? own? Nwpanl D-Bus DY MWpNn register DY N'YjI9  .X
.org.freedesktop.network1 2'>0n NRN PropertiesChanged

OP'"MAIND 210 7V N'0'0Q NPT Nw¥aNI _receive_signal KA1 NIN'KA N790NN QY190 A
0lILLON NNI NINWN NYN pPYNN NT'R NP'0N N'Y1190 ,[oN INXKT7 NIN'RN DY D78 N7viy
DYQ NIN'RN OY D'N7WIN DINYN YN yan? 710' 01bvon .NYN pwnn INIX 7Y UTNn
- NNQN NYI97 KOPN NY190 - 00 DR DN DX .AdministrativeState-1 OperationalState
.handle_state

D'olvVONN TNX ‘72 1Y _handle_one_state X197 DX handle_state-n N'xj719 A

A7apnnv
' NTAT) DTN 0ILVONN MIY WTNN 0IVVONW NPTIA _handle_one_state-n N“XjnIo .71
NXIN7 72T YW 19102 N'RINRY _run_hooks_for_state n'Nj197 Xpn X' L DX ('Y
.UTNN 0IVVOY D''RNNN D'UDMPON
NI71V9 190N Nyxan _run_hooks_for_state n'¥j71190 .0
X219 .get_script_list DWA N'MI9 D79 NXIN TV Yyt 0D¥ap Y ' Mnive .a
etc/networkd-/ NMNN D¥apn 75 DX VTNNI ,UNI9) WINN OIVVON NX N7AEn IT
DN 1770 D'¥aEn WK L(WTNN 2¥nn DX |0 <state> TWNKD) dispatcher/<state>.d
.root:root NI'n7 2N DN7W owner-nI execute NXWIN DY NI'nY

.NXINY D'¥aZN NN'YA DR NI'n- b

N9'pn NbwnaD-Bus
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https://wiki.archlinux.org/title/Blueman
https://github.com/blueman-project/blueman/security/advisories/GHSA-3r9p-m5c8-8mw8
https://www.freedesktop.org/software/PackageKit/
https://access.redhat.com/security/cve/cve-2022-0987
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0987
https://gitlab.com/craftyguy/networkd-dispatcher

.D2IY N0 NN NN T2 N subprocess.Popen DY TNR-TNX D'¥APN DX XN .C

def run hooks for state(se
# No actions to take? Do nothing.
script list = self.get scripts list(state)
if not script list:
logger.debug('Ignoring notification for interface
ite ] 5', iface, state)
return

# run all valid scripts in the
logger.debug(‘Running triggers for interface entering state

with enviro script env)
for script in script list:
logger.info('I ] i 1CE , script, iface.name)
ret = subprocess.Popen(script, env=script env).wait()
if ret != 0:
logger.warning('Exit status fror ipt invoked wi
envirg 1 , ret, script, script env)

[run_hooks_for_state nuxjaonn #72n :3 qJon ni7'y]

T TN Nyann N7 NI'va 1oon (RN

NN N7apnn nxIN? 0¥apn nzon ((CVE-2022-29799 nX n'72'ye) Directory Traversal nw7in

oy O10LO NIW? 2172V QI ./ IR ‘Y 12D DN 7N KDY XIT' 72 ,D-Bus-n y'anin quno
NN M7 onan “././foo” 7wn%) 0'0an 1M1 NN AR DNANY MIXA 1970 DUINN
/foo.d NNNX 0'7'm1 IX ,/etc/networkd-dispatcher/../../foo.d NI'n'7 nx NN '¥ap NX D'7'oN
(subprocess.Popen Dy ,NIMXJ) NNXY AxINNE AXIN7 D¥apn 17 Symlink Race nw7in
.Symbolic Links ™nX NIy

N7'W1 'R NNXY DXINNENXINY 0N 1749 2 i (CVE-2022-29800 nX n'7at?) TOCTOU nwvin

N7 No'PNA |I'Van (TOCTOU) Time-of-Check-Time-of-Use Nw'2IN? piaw nn ,0xapn v
owner-n XIN root-¥ |'aXN XINW 0'¥ap YIin? networkd-dispatcher-7 DiNa? 1 NKT 7317 nne

N7 DNV '9 7V X DN

- filename in sorted(base filenames):
for one path in path.split(":"):
pathname = os.path.join(one path, subdir,
logger.debug(“Checking if exist

if os.path.isfile(pathname):
entry = os.stat(pathname)
# Make sure script ¢ be executed
if not stat.S IXUSR & entry.st mode:
logger.error("Unable to execute s
pathname)

I= 0 or entry.st gid !=

pathname)
ist.append(pathname)

[Directory traversal-n NU%IN NX NIXA7 [N ,scripts_in_path Nxj19n 770 :4 Jon DI7'Y]

A

N9'pn NbwnaD-Bus
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https://docs.python.org/3/library/subprocess.html#subprocess.Popen
https://en.wikipedia.org/wiki/Directory_traversal_attack
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29799
https://en.wikipedia.org/wiki/Symlink_race
https://en.wikipedia.org/wiki/Time-of-check_to_time-of-use
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29800

Technologic

networkd-dispatcher-2 niw'71nn 71¥1

:NINQN NI¥A L, root-D TR YN N7 LPE A'win? 1> TN niw2inn 3 70 NX 7¥mn
NN 7R viaxnn ,poc.d nwa Symbolic Link 7mwa noinal /tmp/nimbuspwn nvjp'n axm 1
- root:root DY DAY NXIN Y27 07N XY (DN TNIMA /sbin 27N DR 0N2 ./sbin

.Symlink Race-n n"'ya%? n1>n nwyn? "It .owner

,2unY /tmp/nimbuspwn MNN DY INIX DY DX YAl XM ,/sbin NN QXN yaip 2 ay .2
‘D ./tmp/nimbuspwn/vgs TNN XN YAl ¥ ,vgs DY NX¥IN Yalp W' /shin NN DX
D'¥2y7 D'7NIY 1INIXY DTAIWN QN INIRA root 1IN YN'W nXIY TIpn DX 17D 1770 0¥apn

RN TOCTOU-n nw'7inn yann Race condition-2 NX2'7 117 2ITyN IT N1I¥a 0N

NN v ar )n /L . /tmp/nimbuspwn/poc" 1Nyn DY OperationalState oy NIN'k nn'7w .3

.Directory Traversal-n X 7811 V'179077RN

'Yap NX N7A' XN DAY Path-n DX NIl NIM'RN DR 7270 networkd-dispatcher-n 200 .4
INTY [N 7ax (Directory Traversal 1ajpy) /tmp/nimbuspwn/poc.d Xin Path-n .n¥1nn
JJ2 OX .nT Path I 1porr n¥nn 'vap nwyn? 70 L /shin YR yraxnw Symbolic Link
17 0'w1 - /shin TNN XN YA 7w (NDINKR) NN'wA [INDT2 1NXY'7 X' networkd-dispatcher
NN |"TY N¥IN7 0'¥3pPN NN'WIY DA 17 0'Y) .11DNY '9) - Owner-) root:root DY DNY

121 /tmp/nimbuspwn/poc.d/vgs ‘17wn% X' Path ny networkd-dispatcher 7w |n>'1a

INT ./tmp/nimbuspwn N"7'N 2y Yv*ax¥n? poc.d 1w Symbolic Link-n NX nnw? 7nna nta%wa .5
YN NN L1770 D'Y¥AEn DR YN7 N0 networkd-dispatcher Awxd1 , TOCTOU-n 71¥1 nwynY

.(/sbin nNN 178 NX X'71) N7 D¥ap

:Race condition-2 NX17 1> NX1N NII'01 3-d YXINNA NPI7W AN ,17W NRIroINN

N9'pn NbwnaD-Bus
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STEPS 1-3:

networkd-dispatcher
Attacker

|__pocd ey /sbin

Stmp/nimbuspwn/
executable

networkd-dispatcher
Aftacker
Follows directory traversal and follows symlink

. Enumerate
. —— T
Jtmp/nimbuspwn/ |
executable

. Remembers to run
Jtmp/nimbuspwn/poc.d/executable -————

STEPS 5-6:

2
networkd-dispatcher
+

/tmp/nimbuspwn/
y Executes
Jtmp/nimbuspwn/poc.d/executable

Attacker

[X'in 71x0 IR DARNNN NnaR'T 5 on D7)

- YN'w N7Y TIpn root-7 NIXRYAN NI7YNT7 1> DY 75 nW7IN 7¥17 n¥M1 X7 NX'M No'pnav |1n

.1y SUID-N 72T N2l /tmp X /bin/sh 7w npnyn 'T 70 NNINK D77 X' root

I ,systemd-network WwnNwnNd YN 0'D"MY 110 org.freedesktop.networkl NIN2 NIN'KR NI7WYT "1

.NT DY NNN D' 0D'7NN7 TR DPATO7 DMWONR D'YNIN 1901 1IR¥N

Na'pn NnbwnaD-Bus
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https://en.wikipedia.org/wiki/Setuid#SUID

jbo@jbo-nix:

[n'71voa nw'7inn :6 Jon DiI7'Y]

Na'pn NnbwnaD-Bus
www.DigitalWhisper.co.il
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Technologic

ChromeOS :qjon pznn

nDWN .NNNX NN 2V 75non7 nu7nn ,opn'? 7y D-Bus NIWZIN WID'NA XM NWAINW INXKY
DTV N7W9N NN R IT n7w9n Ndwn .ChromeOS X'n D-Bus-2 nwnnwnin NM71919 n7uon
NI71>' 7V NINdI) web NN 7Y 21 WAT DY NIDYN? NTYIMN L7212 YT 7Y NpTRimni o117 nooian
-n TNN NYSWIN 72X 0120 PR T2 NYOI It n7u9n nd>wn .Chromebooks 12> (endpoint
N7Y9N NdWN NN WA 1TYNR 178 NDWNY DA .NIMD Ipn T2 nxXivin ChromiumOS
91T IRXI' NMI¥A NINYRIN [N L,|9TOT QY NNAIoN

(minijail-> yIT) Nnwm sandbox N7 W' .X

verified |n7w boot-n 1"7nn .2

dm-verity Dy Niaami (noexec, nosuid, nodev DY) N71¥1 D'¥aZN NN .2

(SECURE _NOROQT 72T ny) root wnnwn 7y ni7aan .7

70T 72V yT'n D% wipe nwiv developer mode X N0'1) .N

.0'T2d 0"I'w N7 NYY yNT 0'710' X7 d-feet 1120 Apnn 73 ;7D 7D nnwpim ChromeOS-v |11'dn
D'2DIN DR NPNYT (developer mode-2 DY WWRD W) dbus-send 7y nnon? nunn
D'2'21 NY9'N NI D' I'N' IXIIN 720 NI 71T 077 DY7APNRN DY NIAN INN .DIENIMN
270 DX 1172 TRN NN L(NITNNNA IR DY 7wnY) D'adm n'u7p NNy NITINN D'RXY'AN

.org.chromium.cras

D-Bus nooian n'ipn nwin

79 ') CRAS nwa nw9nn NdwNa 2D T 7 019N D-Bus-a org.chromium.cras Dwn

XIN IT79N1 ,ChromiumOS Wiki-0 NNN D21V NIIXa Tvinn 0t 20 .(ChromiumOS Audio Server

an1? nan 7 (Advanced Linux Sound Architecture-n) ALSA |'2%7 n7y9nn Ndvn |2 yxIn NNy

.(Bluetooth *0o1an 0'™717n IX USB NIITX |12D) N>yn7 DNAINNN DY'WONYT IMTIR

117 Nna ChromiumOS 7w NINDN PN TIP IXNP DY 217'Y2 DT 270 NIRXIN NITINAN N1'N2a
identity Dwa TNX LINIX N72pPN IT ATINN .SetPlayeridentity Dwa N1Myn 7NN |"yNn?
IN2D W'NINN DX DR TN NAAT ANX Apyn 0777 NnTnnnd

nn ' .handle_set_player_identity MX1j1 N7900n N¥9n cras _dbus control.c yalpa X

INIX NI7WU71 (char* ,ani70) C NTNNN N2 identity VINIAIRN DX QI7W7 DT DYV IT D'XI9Y

.cras_bt_player_update_identity n'¥j19n 7x

N9'pn NbwnaD-Bus
www.DigitalWhisper.co.il
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https://en.wikipedia.org/wiki/ChromeOS
https://www.chromium.org/chromium-os/
https://www.chromium.org/chromium-os/
https://www.chromium.org/chromium-os/chromiumos-design-docs/system-hardening/
https://google.github.io/minijail/
https://www.kernel.org/doc/html/latest/admin-guide/device-mapper/verity.html
https://lwn.net/Articles/280279/
http://chromium.org/chromium-os/chromiumos-design-docs/cras-chromeos-audio-server/
https://chromium.googlesource.com/chromiumos/third_party/adhd/+/ec204a352e068152de3020b9f91854996f95f217/cras/src/server/cras_dbus_control.c

BT echnoloqgic

X7 NIN VINIANRNY NRTIN cras_bt_player_update_identity n'¥219n cras bt player.c yalpa .2

DN DX .(player owa struct 1N TWIN identity Dwa) 782173 NINWN 7w wn nawl null

.(player.identity) 782172 INIX N7 VINIARN DX P'NYNT? strecpy-1 YNNWN N¥2190 ,001Y

N71D'W NNV K7 DNI9D NYTR strepy N'YII9N - NYW2IN XD W' DXNDY 1N D N7 A7v)
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https://chromium.googlesource.com/chromiumos/third_party/adhd/+/ec204a352e068152de3020b9f91854996f95f217/cras/src/server/cras_bt_player.c
https://www.cplusplus.com/reference/cstring/strcpy/
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cras_bt_player_update_identity
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https://bugs.chromium.org/p/chromium/issues/detail?id=1320917
https://bugs.chromium.org/p/chromium/issues/detail?id=1320051
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