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https://wikileaks.org/vault7/document/Triton_v1_3_DOC/Triton_v1_3_DOC.pdf
https://wikileaks.org/vault7/document/DerStarke_v1_4_DOC/DerStarke_v1_4_DOC.pdf
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https://wikileaks.org/vault7/document/SonicScrewdriver_1p0/SonicScrewdriver_1p0.pdf
https://wikileaks.org/vault7/document/NightSkies_v1_2_User_Guide/NightSkies_v1_2_User_Guide.pdf
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https://wikileaks.org/ciav7p1/cms/files/Marble%20Framework.pptx
https://wikileaks.org/vault7/document/Marble/Marble.zip
https://wikileaks.org/vault7/document/Marble/
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WARBLE
1
4 int wmain(int argc, wchar_t* argv[])
6 Normal strngs including escaped characters as well as \x
7 WARBLE wcOne[] = L" Text with \"weird spaces; in the text\n\n\t\tabc\x2233\x3344 124";
) Normal Wide-Char string - can't be multi-line
1@ WARBLE wcTwo[] = L"Creates or opens a file or I/0O device. The most commonly used I/O devices are as follows: file, file stream, directory, phy
11
12 WCHAR array is supported

1 WARBLE wcThree[] = {
14 exeeee, ©x1122, ©x3344, ©x5566, 0x7799, ©x0ee0, ex1122, ©8x3344, ©x5566, Ox7799, @xeeee, ex1122, 0x3344, Ox5566, @x7799,
1 2xee00, ©x1122, ©6x3344, Ox5566, ©x7799, ©xeeee, Ox1122, ©ex3344, Ox5566, Ox7799, oxeeee, ©x1122, ex3344, ex5566, ex7799

16 } H
1 oreign languages
19 Arabic
20 WARBLE wcArabic[] = L"Las pd Lgeasl Ladpiy old Je play Ldlis) apdldud Lo el Y1 pajlais) sLAN pld 45 W00t gaaaddl JLaddl gaad ,dus
21
Chinese
3 WARBLE wcChinese[] = LBt SRR MBS o SB8E, SN RNERES i /B B8 RIRT SRR WSIRIR 18 H0E, 1§ 2% (ReBl JRGIE, 26 436 MHR A
5 Russian
WARBLE wcRussian[] = L"3bQ H3 HOHIOM3W KOHTHHTEOHIX. BuA3 GNaHAMT aH KBy#, QYO AeKaM 3NMKWpe 33. MH AAKMT MONLNW3 A3/NbLAKATESWMMA XAT. H3 Mans
Korean
WARBLE wcKorean[] = L"AFE® Q= F& [E B30 AXC, 2RI, FU RO, oM efel HIE AL =302t U8 20IA = COE FHA. ¢
1 Farsi
WARBLE wcFarsi[] = L" wal€51 &) Ladeyb Ly peapsl pysdi LOrem dpsum) oy gloly @ 1) sidodade 3 ofsb ddojs LI LS i jTaades 1) 243 Sadty
34 return 8;
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https://wikileaks.org/vault7/document/Marble/
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https://wikileaks.org/ciav7p1/cms/page_12353654.html
https://census-labs.com/media/context-keying-whitepaper.pdf
https://github.com/hackedteam?tab=repositories
https://github.com/hackedteam?tab=repositories
https://wikileaks.org/vault7/document/#grasshopper
https://malpedia.caad.fkie.fraunhofer.de/details/win.carberp
https://www.virustotal.com/gui/file/57e7eff080c057dfc107fca8f4d9b61adfa797a75a301871fea08854aa771074/detection
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-« 141 Bytes Minimum / 485 Bytes Maximum »
0 8 91 92 0 — 199 Bytes 2 Bytes 2 Bytes 8Bytes 29 Bytes 8 Bytes 0— 145 Bytes
START CRC o Encoded Q
RANDOMPAD1 Integer . RANDOMPAD 2
) Random SIS Random Data of length CRC."% 200 > CRC |\ x197| PADL| Trigger | PAD2 {22t 0m Data of length CRC.’ % 146 ™
8 bytes Data Q Payload 0

[Mnd MY pIon |ma (trigger) NNWENN NYINNY NYNWNY N'7'aN2 NITWN nan)

N'Vawn Naoan
www.DigitalWhisper.co.il
9 2022 VOIAIX ,142 |I'A



https://wikileaks.org/vault7/document/hive-UsersGuide/hive-UsersGuide.pdf
https://wikileaks.org/vault8/document/repo_hive/
https://github.com/seekintoo/Chimay-Red

Technologic

static void printUsage(char® exellame)
{

printf("\n\tUsage:\n\n");

printf("\t¥s -a <address> -1 <interval>\n\n", exeName);

printf("\t\t-a <address> - beacon IP address to callback to\n");

printf({"\t\t-p <port> beacon port (default: 443)\n");

printf("\t\t-1 <interval> beacon interval in seconds\n");

printf("\t\t-k <id key> implant key phrase\n");

printf({"\t\t-K <id key> implant key file\n");

printf("\t\t-j <jitter> - integer for percent jitter (@ <= jitter <= 3@, default: 3 )\n");
#ifdef SOLARIS

printf("\t\t-I <interface>
#endif

printf("\t\t-d <beacon delay> initial beacon delay (in seconds, default: 2 minutes)\n");

printf("\t\t-t <callback delay> - delay between trigger received and callback +/- 3@ seconds (in
seconds)\n");

printf("\t\t-s <self-delete delay> - since last successful trigger/beacon (in seconds, default: 6@

interface on which to listen\n");

days)\n");
printf("\n\t\t-D <debug level> - debug level between 1 and 9, higher numbers are more verbose\n");
printf("\t\t-h - print this help menu\n");

printf( "\n\tExample:\n" );
printf({ "\t\t./hived-sclaris-sparc-dbg -a 10.2.2.76 -p 9999 -i 100000 -I hmed -k Testing \n" );
printf({"\n");

3

—

[DoNiow N T NN nxain]

NNIDY XPN 7w NI7T'Wo7 Symnatec NNVANN NN2AN WWRYT INYXN DT VP'NS 7Y IMIAPY DX
NN 2 IMTAY ND2IN N9 TN INKT?) A7IY9N '0I9T NX NINTZ (NNTPN2 ININNY '9)) Longhorn

(MEn NI 215' X7 NUYA NIRNINNN 27 0'DNON ININNY

“For C&C servers, Longhorn typically configures a specific domain and IP address combination
per target. The domains appear to be registered by the attackers; however they use privacy
services to hide their real identity. The IP addresses are typically owned by legitimate companies
offering virtual private server (VPS) or webhosting services. The malware communicates with
C&C servers over HTTPS using a custom underlying cryptographic protocol to protect

communications from identification.”

[CIA-7 "N X'NY NI9PNNN 2 N 172 7V Symantec NN 7w NANdN JINN NXaIn|j
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https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/viewdocument?DocumentKey=7ca2e331-2209-46a8-9e60-4cb83f9602de&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments

Technologic

(“Weeping Angel”) no"nn 1x'n

NX A'wn? wina XN andi CIA-D 7w 1T NDINN D W'NnNnY 0'ATA 0P'NS KIn Weeping Angel
oy N71V9 QIN'YA NWYI 17W NINONY KIN U9 7V ["ayn VI TIV AN 'KYNN [DIKA MNVN

.("1va 7w n'xaxn v TN Nidio) Mis-n - "pwi? onan

Weeping Angel oY

Samsung NN2N 7 NiMdN NI'T'N70% Rootkit NN

MI5-n 7w D'"™M1I9N 1'DNON NN WANWNY? Y TA | 97Timn Jnonin

YNUIN DR 1TYZIMY? ,0Mp0% IN7102 AWK (Va1 nndnn TR0 NgaTn
NN
112D 2¥N2 NNINDT7 X'NIWKRD DA ,N'T11I70N N7

N71Y9 NV

MDD yalp oy USB pid N 'y arri7on 9w npatn .

AN2MY T 17X NANDIY AR 9"V 7Wor, NTI70N 7Y ARAN NP7TNA YN jyaion =

70N A NTIR9Y NNIX 1MN71L,ATH702 N7APNAN AN NTIR9 DR 07 (VAI9n 7w 7D =
N0 Y'WNN7 AWOKR' TIAYY Y'wn' Taynnw 0 Ta7

Wi-Fi nYY MYTaN 'Y 7nNn 91X IR, 210 'Y N1 USB-n i 'y IFTIRD YA DR g7 na .
.(N™12'91170 YaI72 ONINY [D DA NYIN 78 TN2ANNNN '019) NT1I700 NP2 N'VINTR

.NTANY N'OINRN NYIN NIYYARD [I9N'N 02720 217 "YW amy"a prn? |na. =

.D'10N qpPIN NY'{79 INKR7 'ONIVIX [9IXA IX NWA USB-n N 'y (paisn Nk 'on? [N =
(“Scribbles”) n'uiaw

."SECRET//ORCON/NOFORN"-2 ni1oni 1no1IsY NI97TAN IXWYN INI' NN A'0 NNl UR'ND
N 72y aNpN 7w NWIISN NN>0N NWIT 1NI7) Originator Controlled X'n ORCON [1n'on Niynwn

.(NA'~Nn Ao NN 7y 0'WIRY 02) NT YT Y'ON7 IX P'MynY

Scribbles (a]J]

(watermark) wnnwn? nx11 'M72 |In'0d D'Y'AN D'¥AZ NNNNN IMVNY "D
N7 (N¥pzn Ny NnNa) CIA-N 7w nwna ign ar'kn CIA-7 NNIRY IN711aw NN

IMIX XN7'7 N0 Ml YAl

YNNUN? YN TA DANIZAN TIZ | 97Tinn qnonn

N9'7TN 1PN MIN'R/D'YIAN 0DNOoN '9'7 TN YW DNINT N .
nvn
NO'7TN NYAN DN'7XY D'WIRD 7Y DNINTINR Qgyn =
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https://wikileaks.org/vault7/document/EXTENDING_User_Guide/EXTENDING_User_Guide.pdf
https://wikileaks.org/vault7/document/Scribbles/Scribbles.zip
https://wikileaks.org/vault7/document/Scribbles_v1_0_RC1-User_Guide/Scribbles_v1_0_RC1-User_Guide.pdf

:N71Y9 now

S2wonn My Nn'MNY 0UTVIMN DYAPN Y QI0'R YXANN [IWXR1 7w .

DXIN 0777 Yalp 2w XTHNAI DX¥IADAPN YA DXL 0770 NN DX 7270 Scribbles.exe yalpn =
.Office 97-2016 NIX01A7

NN'YI NN RPN NMMY DFTINY 010K NAIMD 1Y PATIN O'RNAN VNIS] YalZn OX =
250 7w 0790 Yalza YWt NAIMD-YAIR 7Y 19N .NYIIADIRN Y22 NN

NAIMD .INWD 7017 DN X1 ANYIAPAIPN YAI72 DNVN9N W q'kn N2OM Nam> D .

NAT?

http://watermarks.example.com/rootPath1/subDir3/5zfjgjl16esmab3rgqz2piejtkiluaxi/fakeFileName3.gif

Word, ) n'oanan Office N1dIN 0770 MINKAL,NONA ['V7 DX 1I'RY DIPNRA YAVIN NAIMDN =
ANIN [IVO7 NN 7V NAINDA KXW ARWNN 78 NWA7 noin (Powerpoint, Excel
9'7mn NNt 7y (CIA-0 Ni7p12) 'TRAN DMWY NNINA DYV KINl beacon X171 nwian |I'on =

Y2170 DX NIN97 N0W ' 7w IP-0 NAIND 2v1 (N2IMD-Yalp 19N [Nnd)

n'xp'baxn N7 YaI7n DX D'NNIS DX NIYNLINN NIAIMdN NX N7 |NIY N20In wnnwny 7'

url MM N7 W' P71 (Linux Nidwna Y191 0'7*9n 1w L LibreOffice 7wn?) Tyn Xin nnwy

JQnonn 2IN NN TYn ni7yun [I'XY NiM'an

Visual -2 79n1pw WNXY? NTTIAN D201 NYXIAY NR'Tanl X7 219027 [N DoNISY pnn T
forward ) Office 2019 noNa 7y DA TaIY XN NIA'RNNN NIM7Nn oy Studio 2019 Community
.(compatibility, well done CIA

:DDNXYI NI017 DYINTIN

/fakeFileNamel.g

4 AM [ HTTPLi ]
[FakeNet "75n "'y NI NYRIVAYN MDA JINN NNYWI TWR Word 1nona bNNInw 2'Nan 7X Get-n Nwja]

N9 TN 7w NNWOXNY yTIMY 11X INIFNA,CIA-N 7w 12102 NNRIMYN DX DATAY OR'ND KIN D'VIDWY

N INNENNA P2 DX nyuT? "M D'M'T7n D'VYXNX NNON |3'7I naITr

NI 19'7TNY NNIPAN NIX DY TN TN |9INA 072 K7 CIA-D 'R N'7RD D'YYAN NN N7RYUN NYRY)

(D'0w "y an 1'RY) pdf VNI 17V N7 TN DNON 7D NIPNA K7W IR ?N'YAYWN ND0ON
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http://watermarks.example.com/rootPath1/subDir3/5zfjgj16esmab3rgqz2piejtkiluaxi/fakeFileName3.gif
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(“CouchPotato”) nonid> nuva

7NINN DIRA IXTI nin7¥na N SIGINT 7w 'Nun '-']IO'N'? 22 X'N DO NLLA

CouchPotato nv

NIV IX DX NTYA MWD 7UNnN '3 7Y DNAIY DIMNIEIRT' YA 9I0'RY7 "7)
AN
N

CE Framework ,wnnun?)1Tn | 977ina nonn

['VITIAL 71210 1IN NRINMNIIRT' 9I0'R noun

:n71y9 now

NP MTAN .

CIA-0 7w *TIN" Loader NIYXNNXA YXINN NXINN ATYUN-077n NIixNa 0'-dll 2 niyynxa nx =
.ICE (In-memory Code Execution) bwa

NI'VMP T0IN RN PITIAN )'70NNN NIYATA DNXR L[N M7 1'70n? 0'9pan di-n npdmn =
NO'T IN DO W Mpna TYN IX NI7PN vim7? Nan 2v) N2y |pnim XIng ndvnn N71yeY
ot

.RTSP 21;7101n921 H.264 0192 IXT'I NAYN U101 di-n =

2 |2 mTh DR Y 07PN CTA7 nnimn 7Y "Nt no7pn? NNWox nnt'e LIXTI7 Qo .
YI7'N Y¥aN' 010N 0N N2 'Y NNTY IWRDI pHash NIYYNXA 0'MTIEN 097 IXTIA 09

.MIYN D™5N v
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https://wikileaks.org/vault7/document/Couch_Potato-1_0-User_Guide/Couch_Potato-1_0-User_Guide.pdf
https://wikileaks.org/ciav7p1/cms/files/ICE-Spec-v3-final-SECRET.pdf
https://www.phash.org/

Technologic

(“Archimedes”) oTn"»IX

,NN19 N1 N2 LAN-D Notpn? wnwnw Fulcrum Myw 0'N9% qunn VPN KIN 0TAIX

N'UXRIN Munn J'19'|7]'1'7 D' 27W wnwn D0 nean 7N D'wTh 0TV J']E)'r!]'\'? Q™M 'VXNKXD

MyNN v Ax219 amna NIX? innn 2 0wl MITM-7 viaan awnnn n>'on 'y (pivot)

.("ThNN Nw 72X redirection vix'a Ywn?) NopnIn nTAYN NYI7 wnw? niuyw

Archimedes nv

arp spoofing N9pNN yx¥anw |yais

AIXR'N

., ArchimedesFulcrum :wnnwn' 0N

Q7 TInn nonn

[271pN NwNA (Lateral Movement) nfanin nyian

nmon

N7V now

(Ping yixma "y IN MIAVNYT7 MaTRN "'Y) Dhonn Ny v MAC-Nn NAIMD YINR. =

.Gateway-nl NYIAIN NTAYN NN Ny A MITM yixa =

http 2171019 2un DroMITA html '9T NPATA YXIAN VINVI'R? NWA7 N0 NVAN NTAYY [T =

File Size MD5
Release Versions -- --
F32.DLL 1,042,944 ce585£279514fdd02cab54f7£d2e962dd
FS32.DLL 43,008 08b013922d6647177ba77821393bad36
F32.EXE 1,041,320 18eabbd2c3a7883db5fdc7eca696655d
FS32.EXE 42,496 adef7ff9f2£d394165976609fb2dc50f
F64.DLL 1,037,824 7£8a02£794912fdcel7ee3ec3b9dcd34
FS64.DLL 41,984 93bcedd7bbef3ff7cdB8bbaf2a502492a
F6d.EXE 1,036,800 cf3df5706422d7d0714646037f6aed54
FS64.EXE 40,960 1c5310dfdec22e21£559810bedcab797
FulcrumEncrypter32.exe 79,360 86670b1dd817697f643ecec539e9a5bb
FulcrumEncrypter6d.exe 83,456 8473d8a2db408201£7a7777d0d5£1c06
Debug Versions -- --
F32d.DLL 1,578,496 508de80523988cd1927aae209ffc31d7
F532d.DLL 452,608 8fcd16b3801badd272646£69d7983782
F32d.EXE 1,769,984 af140de2c2c5cdf5a9f98a64768b929¢c
F532d.EXE 451,584 46ec259197bal68c60£2d69827734759
F64d.DLL 1,725,440 698fed8c36e86£6845557fbb567643e6
Fs64d.DLL 549,376 3ffec76726acab546bb77e9b2549f86a
F64d.EXE 1,903,104 d54600bdad157930203dc815b2%eafaa
Fs64d.EXE 548,352 8c050b24366439b3371alce8ba’7b7377
FulcrumEncrypter32d.exe 603,136 c916372289%9efb92b513bc04beabdb218
FulcrumEncrypter6cdd.exe 740,864 3¢c7e9%9e7c2b%943dc1099b112a0ddcb8b0

DN D, N'Y¥aN N¥ONY7 X71 D'00V YIXY 1TVl Debug N0 179117W NINOIAN 70W TNA 'IXN .0TADIX VF'NON D'¥APN NN'WA]

[INX? nomn ni9ENNn? AN o'y nal CIA-? NTR YN DR 2179w '111o yT'n 0'7'on

14
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https://wikileaks.org/vault7/document/Fulcrum-User_Manual-v0_62/Fulcrum-User_Manual-v0_62.pdf
https://wikileaks.org/vault7/document/Archimedes-1_0-User_Guide/Archimedes-1_0-User_Guide.pdf
https://wikileaks.org/vault7/document/Archimedes-1_0-User_Guide/Archimedes-1_0-User_Guide.pdf

Technologic

(“AfterMidnight & Assasin”) wiannl nixn 'NX

NdYn niooian NNun 11y advanced malware framework-> wnwnw VRP'ND XIN NIXN NX

.Windows n7yon

AfterMidnight (a1J)

CIA-N "7'yon "y pINTN V7WI 210 DIINNAY 1ITT (service) NN'W 70N AN

wnnun?ym | 97Tinn qnonn

NAN "IXIN NIYXNARA 1727 '1D'0N MIYTA JIN NTAYA Y DITIWY DpIThn. =
nnuN
NopNIM NTY 7V (c&c) Mjparnv7y =

N71Y9 now

wnw' .svchost.exe (netsvc) 'M'0A7n DWA wnnwnY axrry service dil Ny niy¥nxa npnn =
M7'Vn payload-7 1271 Loader Nina

NI¥NXA (Listening Post- wnwnl “Octopus” X1j71) V7IWN Nwnn "nTIay NIrDIn" n7ap =
NI9XN NN9N DY 70'TA |9¥IN [9INA [ONIX' LP-Nn 72pnnw yTn 7 .https 217101092 n1iwpn
NN NRIY DY MIThN 91X YXINN MW7 090 LP-Nn 72pnn X9 Nmipn Ny X7v
NIX NY97 21" X7 DI0N LP-7 N'MYA NIMIYRZ 'R TUKRD .D'PNNTEIN'TN 7V NIWpnT 1D (litter)
XY NI71W9 y¥a'? 751 X7 DAl NTIAYN NIMDIN

LP-7 N7w" O TN 7V |OXIN MWW V79 YAl D' Nn'wn D 9w XN .

AfterMidnight.dll

On Disk
Inencrypted/Unobfuscatedy
No Networking

W

emory Loaded

AfterMidnight Core

On Disk, Obfuscated
All Networking @__
Master Gremlin WMlemory Loaded )'8

Downloaded just in time M

Encrypted Apache HTTPs Server
Encrypted Gremlins
Encrypted LP Key

' Memory Loaded

g B

[197Tw D'PNONN TNR JINN,NIXN INR V'S 7Y N71V90 [DIX 7U NNNaR'T]

Other Gremlins
Downloaded just in ti
Encrypted
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https://wikileaks.org/vault7/document/AfterMidnight_v1_0_Users_Guide/AfterMidnight_v1_0_Users_Guide.pdf

Technologic

# Kill every firefox.exe 3@ seconds (+/- 5) after it starts
$ am plan NoBrowse config Process add -f kill -n firefox.exe -p -d 30 -j 5
0: {

"delay": 30.0,

"feature": "kill",

"frequency": 0,

"id": o,

"instance": @,

"jitter": 5.0,

"periodic": true,

"process_hash": 311826712,

"process_name": "firefox.exe",

"running": false

3

NNIY NN DY ¥ XINY Ya7n Nimw 30 1KY firefox.exe Dwa 7'7nn 75 npoon nnivnwni "nixn Anx" [210 78 N7wNw nn'wn’? nnai]

[vximna nimw 5 9w (Jitter)

12121 D'2N0NN DAl WIN'MN T2 NIFY2IYZII9A TINN D'AIT DN .DIXN DK 7W DX XN KD 0R'N9N
NPT NIN'DY 02T 0'VR'NS WA Y'pYwn? Ix CIA-7 ¢ an? Ty "7 11N X7 .0'INo 0Nt

.(?0'NNonn YW AR ?N'0pNIR) TR framework-7 DNIX TNXRY DINA 7'2702

Assasin (a]J]

21211 Y™ 9I0'X 'DIIXY7 210 DIINNY 1ITT (service) NIN'W 70N NN

(D'Tiny 204) ynnwn? VSR YT | 97TIMN NonN

NIXN NX 7¥ nNonYt NNt noun

:n71y9 nuw

:0Yn7 NIXN NNR 79 N7YOoN NOW7 ANT .

ICE nnII5079 NIY¥NN] MPN7 NNWOR 'z =

-1 whitelist 2 nxnwNI) payload-n N¥1N DOV |ND'T DY OD'Y70N NP'TA7 A'N¥NIVIX TNt =
(wx N oTam blacklist

N19¥N7 (D"'9712109"7 D'WIN'YYT Ymin X7 120W) RC4A 711009 ¥ N'ONTIVO X7 NN WIN'Y =

NN DV VTN
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https://wikileaks.org/vault7/document/Assassin_v1_4_Users_Guide/Assassin_v1_4_Users_Guide.pdf

Technoloqgic

(“Athena”) nanx

.(Cobalt Strike-7? NnITa) D'WIA D'AWNN ¥ MPAI ZINNN DLVYY7 NY'DIVA NNTIDVYT79 K'D NINX

.Siege Technologies N1aN QIN'WA NNNIS ARTIN

Athena (a]J]

NN NIy loader-1 builder, installer, beacon a10n D72 POONYW TIP LFE'ND
D'wnwnY backend 'Mw o2 7713 vP'NON .Windows XP-Windows 10 n'7yon TIXR'N

python nowa nfamoi Listening Post (LP)-2

YIN'Y? NINNAIT,0II9N DN )N0N ,wnnwn? )1 q'rrmn nonn

QPN NTY 2V pInNn Aoty =
_ nun
Pivot-> Dugn nTayawin'y =

N7y now
DTN 9I0'X 'MW D'wnwn CIA-N DY D'RYNIY NManinfan D =
NNIXN 3-2 Y¥aNN? 70 Q1Ipn NTaY v mpnnn =
0'TN 7V NITIW 'A'MIa 0¥ DY N7 NIXn =
[N277 dll NPATA NIYYNAXRA N9 T NIIXN =
NX NI72Vn7 "an qpnan HD-n 7y yTn '"11'wi Bootable USB/CD-n n'7y :offline niixn =
(D'ar'7 7222 07 0215 X7 01D [91IXA) N7WONN NdWN

0VVI'RN A 7Y |9XIN |9IX2 N7w" DTNl beacon-nnyTnn =

Installation Vectors L Il
— Installer.dll

1Builder.py

Beacon - retrieve command
G = ——— - i

Target

Computer

LP — Apache

Operator

Field Headquarters

[wnnwn'? 1 TRn JInn,NINK VPN 7¥ N2Y9NN NNRY]
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http://www.siegetechnologies.com/
https://wikileaks.org/vault7/document/Athena-v1_0-UserGuide/Athena-v1_0-UserGuide.pdf
https://wikileaks.org/vault7/document/AthenaDesign/AthenaDesign.pdf
https://wikileaks.org/vault7/document/ATHENA-DEMO/ATHENA-DEMO.pdf

Technologic

(“Pandemic”) no'an

o'xap JIoNX MY v niy/nin nrra? aTvnw anT? nvylr n'Tnt na Quin n9'an Y'INS

.SMB I7I|7Il)|191 Q'ynnunvy

Pandemic (a]J]

DTIINT NYPA N7APNN WRD “on-the-fly” n¥ap q'2nn7 IN71>'aw 2177 2T
AN
NYN1 D'M'IoN D'YNNYNN

20 TN | 97Timn nonia

DNIX YUj7aNn TY' YNNYUN UKD ,0'¥170 NMYA 0'N'IoN 0¥ Nvan - =
nnLvn
N1AN XN 'Y N NIPANNNA IN DYYAID N¥O9N =

:N71Y9 now

aI0n 1T 'pnt (ShellTerm owa AnR "D NwvynNl) 217 shellcode a11r mgninn nya =

.0'xap Nd>wn7 107

yaoum n'n 3 DAY 1T YA YAIRn N97NN7 0'RINN DX DYIADIRN DR DINA 7D 2T -
[(]2017n 2wnna K71 Y1110 AWNN1 X7,70'TA WIN'Y DIY |'X) 1DIN2

17w SID-N 9"y 2Tl N7WNYT TAYIN Wnnwn 701,12l Ny 9"y AT n97Nn7 Tayin yalp 7 .
(*-Windows wnnwn nntn)
JNUNN XY DX 2MITN 0N IMNR7YW JIIRN IR 'RIN DT killswitch 2 man? nnwax nnvyp

TWY7 DA NN JI9N' V1IN YaIp TOI'Y AWNN WX NNYIY NPaTR? NNWOR N7 ,N'ONIR'NM =

D'¥2? OIN'YY [IONX 12 D' DX ,VIA

Confirm File Replace @

e

This folder already contains a file named 'calc32',

Would you like to replace the existing file

’ 67.5KB
modified: Wednesday, August 17, 2011, 12:35:02 PM

I with this one?
4.54 MB
modified: Wednesday, August 17, 2011, 12:35:02 PM

[ es ] [ No ]

Illustration 1: (S//NF) The same file is copied twice from the remote file
share to the user's local disk. As you can see, the file size Windows reports
is vastly different, even if the user only gets the smaller replacement file

3

1'naN% 217V NIN,0"P 122W YaIp? NNT DWA YaIp NTAYA PR P'MUN? N0IN WNNWNN WK TIVNMN 1NN TYN NIY7 nYYY N2 nnaim]
[Tt 12T yxanw naninn 7232 DY yaipn 7731 0'1ana
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https://wikileaks.org/vault7/document/Pandemic-1_1-S-NF/Pandemic-1_1-S-NF.pdf
https://wikileaks.org/vault7/document/Pandemic-1_1-S-NF/Pandemic-1_1-S-NF.pdf
https://docs.microsoft.com/en-us/windows-hardware/drivers/ifs/about-file-system-filter-drivers

Technologic

(“Cherry Blossom”) |aTaITh nn"Mo

17w M WIFi-Q172% y'an X779 niipn TR 72 720 nisu'o X' 21T nNo

Cherry Blossom (a1J)

Access Point a10n D"N 0'amY? 21771 Firmware NIN'N

DY D'DNON NNYWY | 97TINN nonn

[2170 NYI2 NNVAX NIXTD 7I¥ =
Proxying-1 (Man In The Middle) MITM yix'a = nnLvn

(pivoting) NNI19V79N NIY¥NXA 0'901 0'021I D' TY! 7K M TN =

N71Y9 NV
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Figure 16: Cherry Web Target Assignment Page for Target Decks
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@ BrutalKangaroo Configuration Tool - 0 n
File Tools Help

BrutalKangaroo BrutalKangaroo Configuration Summéry

Co“ﬁguratlon TOOI Number of Deployments: 10

Execution Vector Config:
Execution Vector: EVRemovableMedialink_EZC

)‘é Target DLL config:
4 / Architecture: x86
i ‘ N DLL Path: 32dIlL.dll
N ] Operating System: XPA
,/\ - Link File Name: xpa.Ink

Operating System: XPB
Link File Name: XPB.Ink
Operating System: Vista
Deployment Corlfig Link File Name: Vista.lnk

Execution Vector Config

Operating System: SevenEight
Payload Config Link File Name: SevenEight.Ink
- - Target DLL config:
P XML Couty Architecture: x64
Infect Flash Drive DLL Path: 64dll.dll

Operating System: XPA

Link File Name: XPA64.Ink
Operating System: XPB

Link File Name: XPB64.Ink
Operating System: Vista

Link File Name: Vista64.Ink
Operating System: SevenEight
Link File Name: SevenEight64.Ink

Deployment Config:

Configuration file saved to disk.

["a7rh DOK-n n¥ 192177 wnwni Drifting Deadline *72n 7w GUI-n pwnn]

5. (U) Known PSP issues

e (S) Symantec Endpoint
0 LACHESIS Execution Vector Only: On autorun, generates popup stating the autorun
functionality has been blocked when configured to disable autorun from removable
media
* Avira Internet Security
0 LACHESIS Execution Vector Only: On autorun, generates popup stating the autorun
functionality has been blocked when configured to disable autorun from removable
media
e BitDefender Total Security
0 ALL Execution Vectors: Generates popup stating a malicious application has been
blocked and quarantined or blocked and deleted
e Rising Antivirus
0 Prevents Launch EXE from Disk payload deployment: Generates popup blocking the
execution of an executable from disk
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:Elsa 7w n7yonn nu'w
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‘v ©
C. Wifi Access Points

B. Windows Target

D. 3" Party Database

A. Operator Terminal

<?xml version="1.0" encoding="UTF-8"7>
<Log>
<client>0x2234</client>
<wifi-ap-list>
<wifi-ap-entry>
<timestamp format="UTC">Wed Jun 13 14:42:27 2012</timestamp>
<flags>0x0</flags>
<count>12</count>
<wifi-ap>
<ssid>BREAD SHOP</ssid>
<mac>00:03:52:AB:F4:20</mac>
<rssi>-29</rssi>
</wifi-ap>
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[2015-06-24 20:10:17 UTC] = = ==================== Started
[2015-06-24 20:10:17 UTC] (INFO) Operating System: Windows 7 Professional Service Pack 1

[2015-06-24 20:10:17 UTC] (INFO) Computer Name: Example-PC

[2015-06-24 20:10:17 UTC] (INFO) Computer Architecture: x64

[2015-86-24 20:10:17 UTC] (GOOD) Disabled adapter: Local Area Connection

[2015-86-24 20:10:17 UTC] (GOOD) Muted all microphones

[2015-06-24 20:10:17 UTC] (INFO) Found a camera device, Friendly Name: Microsoft® LifeCam Cinema(TM)
[2015-06-24 20:10:18 UTC] (BAD) Found a process using a camera! PID: 6020, Filename: C:\iSpy\iSpy.exe
[2015-06-24 20:10:18 UTC] (GOOD) Suspended PID: 6020, Filename: C:\iSpy\iSpy.exe

[2015-06-24 20:10:18 UTC] (INFO) Found a file with write-permission, Filename: C:\Recordings\video.mp4
[2015-06-24 20:10:23 UTC] (GOOD) Corrupted file: C:\Recordings\video.mp4

[2015-06-24 20:10:23 UTC] (GOOD) Deleted file: C:\Recordings\video.mp4

[2015-06-24 20:10:29 UTC] (INFO) Began exit timer for 3 minutes
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https://wikileaks.org/vault7/document/BothanSpy_1_0-S-NF/BothanSpy_1_0-S-NF.pdf
https://wikileaks.org/vault7/document/Gyrfalcon-2_0-User_Guide/Gyrfalcon-2_0-User_Guide.pdf
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https://wikileaks.org/vault7/document/ExpressLane-3_1_1-TPP-FINAL/ExpressLane-3_1_1-TPP-FINAL.pdf
https://wikileaks.org/vault7/document/ExpressLane-3_1_1-User_Manual-Rev_New_2009-04-06/ExpressLane-3_1_1-User_Manual-Rev_New_2009-04-06.pdf
https://www.homelandsecuritynewswire.com/cross-matchs-seek-ii-may-have-identified-bin-laden
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bmfsCreateFile

Creates or opens a file within BadMFS. The method will supply a handle if no errors
occur, which can be used to read or write to the file.

NTSTATUS MexCreateFile(
[in] PWCHAR pwcFileName,
[in] DWORD dwAccessFlags,
[in] DWORD dwCreateFlags,
[out] BadMFS_HANDLE *handle
);

[BadMFS File System 7w API-n 1NN Y2 7w 01'¥*7 I NWA7 Nwnwnn 2190 TIv'n]

N'Vawn Naoan
www.DigitalWhisper.co.il
32 2022 VOIAIX ,142 |I'A



https://wikileaks.org/vault7/document/Angelfire-2_0-UserGuide/Angelfire-2_0-UserGuide.pdf
https://wikileaks.org/vault7/document/BadMFS_Developer_Guide/
https://wikileaks.org/vault7/document/Wolfcreek-Docs-Angelfire_test_matrix/Wolfcreek-Docs-Angelfire_test_matrix.pdf
https://wikileaks.org/vault7/document/Wolfcreek-Docs-Notes/
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https://wikileaks.org/vault7/#Protego
https://wikileaks.org/vault7/#Protego
https://www.rtx.com/
https://www.rtx.com/
https://wikileaks.org/vault7/#UCL%20/%20Raytheon
https://wikileaks.org/vault7/document/2014-11-DKOM-PoC-Outline/2014-11-DKOM-PoC-Outline.pdf
https://wikileaks.org/vault7/document/2015-05-Pony-PoC-Report/2015-05-Pony-PoC-Report.pdf
https://wikileaks.org/vault7/document/2015-06-WMI-Persistence_Proof_of_Concept-Supplemental_Report/2015-06-WMI-Persistence_Proof_of_Concept-Supplemental_Report.pdf
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https://www.newyorker.com/magazine/2022/06/13/the-surreal-case-of-a-cia-hackers-revenge/amp
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