N9'7N 'NLVWYN DIXNX7 NNYEN D017 N'YNILVIX

17017'1 |NW NN

aNTN

NIDNN NIDIYA 112N N'UNIVIX NIXA DIY'™? NINID ANYRNN DNMAIZITINN DI IXNXK DT XN
;90112 .07 YTM-NNVAX 71NN Y117 0Y710'0 0Y7X'Y1019 N9'PN 'NLYN D¥NY? NNVN] L[IAXA
¥ 2N 1AN7 ANYEN DYAN NUXAIVINT DIYNYNN NIMS-TIPN N7'Np2 NIM'RN NI7IDIN DIX IRNK
- ('D1 Firewalls, Storage Servers) niiw nidAyn IX\M (Windows/Linux) n'7¥9n NIdyn - DNXIN

.0'"IX7-'"2 DpNY? DNNN2

NnwEn 70N Inn
NN DY A'YA0IRE YTN\D'YAPZ DY DTIAY ,MYA RN - DD N7 99 Q0IR X' NdWN
1777 7101 X127 NI MW AWOKRYT 717V QWK ,N9'N NuwN NINY 712' 0NN TNX 75 .Nivon

JTOINN'Y DY L NMYN ATINR VTR N97TN - NINIAXKD NN I'MINVA DX Y¥A7 ']

N9'PNN 'NVYN NN 70171 DXNYYT 701" [IRY "TI NIYATIN NNPZAN OIX DR 1 Tan nNYpnn 7'7nn

JIAAR2 O DIYWN

n'xaroin
DIN'NAN NNVAN XN NIVYAN] D'NDY NNLVAN 11211 WNnn? 0'oi ,00p TV D'71T2,011Y DIIAX
N19¥N ,NINTTN 2mm [ Firewall-a win'w 7un? JIAARN "ARYNIT YN 1NN N'0TIVO0 N1an NAdY

STIVTN

720N 2NN N1AN 7V IR 1A1710001 1INV ,'M>7NN 913 ,78Y MIR7N 120N VN 'RYNn 9"y
DX D 2019 MWA y'9NY DID'0Q INNA ,DINNA 7KW W NNNXIY 0101 DIT'R V1 "MIX7N
NIMP'Y NR7WUN 2-7 0'P7NNN (MY NNIK? NIKANN 4250-3) D21W 120 'WINR 7V 17 0NN
RN 7Y NdAYNY IR MY Ann? Th L1

JIND VTN N Q0 N97TH .2



Technologic

:N"ITh IMn
2% 2% DISTRIBUTION
Sy Availability Authorization OF REFERRALS TO 119
Matware FROM CITIZENS
AND ORGANIZATIONS
7%
Vulnerability
15%
Phishing
21%
Information gathering
and compromise

[7xawa ix7n 120N 1wn 9"y 120 NIDPNN A10 NIA7ONA - 1 71'K]

JAIM 12NN NNINA "?792"0 YIN'™R 7W Anj7na NIVAL AN IR DX N7RYUN DR 079N 1770 0'RYNnn
720 'WINNA 021N NNIRY '"ARN71 "NNINY 0iwa?" [N oxn ,NPo0Nn NNVAX NIANN NIdDT NIVAI

?Tnya

N'0MP NY2IN 7Y NYINN2 7NN 7RI Ik 12ron wn N2 2019-2 At N9IPN IRNK )0 DWY

RN NIDIYA N2 VYONNT ORI 0ITYWYT 221 'IR'¥I019 q7INY 07 712107 n'717vn ,(BlueKeep)

i (] Al pIMONFE™ N
i opTan e Y gy 7aren 1wn anwxa avana - W
NN M Metasploit 731 ngnan nx mINT pmonNyn @E Ty nnoaxk oty -
Exploit-i1 MyXnNa *1mag Exploit 01019 PT-9 TviDi Awana Ty T npana CVE-2019.0708
('179 Exploit) o' 34

311 8/9 6/9 24/7 23/7 17/6 5/6 31/5 15/514/5 M

(*am19-'xn Exploit) 0 70

qavwoa 7N WatchBog vivan CISA o7 NSA % 370 YN e,
mINTA @ oMwnn MW7 710 avann oiona %G avann oiona (Y "MINTA
nvana Ty ownag - avann oong ¥

[DY7IND NYNWN 10T N712Y7 DWTIN 7 vaan nT Y - 2 1K)

.2019 '8n NXP7 Microsoft nNan 7w oMxima nw'2in nn'.ann .1
VT X7 2NN AN Nno9Nn NWlINn K

.OXNN2 DWV'Y "0 n'nlnlrh TIN N1DTYN XINT N'RINKD NN2ANN NY7INN DI Tayna A

N9'PN 'NLYN DINAX? NNYPN 127017 NNNIDIR
www.DigitalWhisper.co.il
2 2022 711,141 [I'A



https://www.gov.il/BlobFolder/reports/annualsummary2019/he/Annual%20summary%202019.pdf
https://www.gov.il/BlobFolder/reports/annualsummary2019/he/Annual%20summary%202019.pdf

Technologic

.N"7112 yT'M-NNLAKX 'S0 NIYINN 172700 NYW2INN 01019 yaan oi* 70 1IN

NN X7¢ NYIINN NIRYAN NIX NY17 0'7¥IN QWK D'NYINNR 0'D1 oMY 01" 70 17NN X
(DR 2N NIPY '9) D'0IYD D'YXNAR 'IN'T?

TNIX7 AYInn ZI¥1 DX DNYONAN D'UNIVIR D7D O'NOT9A ITN ATN N9IPN NNAonNd .2

1N NIvwSNN\NILNWN

912 272 NI N9 NNR MY NYRINN 718 7w niapy 0'7ann ,2019 1anvso o1t 70 INXY7
.O"MIXT-"2 YT'N-NNVAX
D'O7INY Y17 TVI LINVI'RA NW2IN 71817 7D D'NONDAYW VAN TTIA DI' WOT) ,A%7 o X

J1'2'0101'K NI INIK DY7X¥IN

- NYZINN 7181 N DMYONAN D'MIOTON NIYXNXA NYWZINN DX NINT? N1 2019 1anan 7nn

NYYINN DX 7¥17 NOINN NAITT NIYY DT NUIWD T

D'oIvUN I'N (DIAX 2772 NNida Ninbwa D'Xx¥NIN) Microsoft mxim » |'3.|'1LI |72 ,72N0211 TVI 'KNn

NN AT T DI 'RY NIYRIN DY TTINNNY NY2¥nY 7200 R 7D X7 NNt nwpw nx0oy

YT 72y nuan niiys yxah 713t IR0 QpIiny X' Mynyny 11T ,(12n12 NnoSnny)

JMIAKRA NDAyNAl

T DI N9'ZNn 'Nvun DI¥NX7 N71D' X¥"7 AWONNY N'UNIVIN INT NYAlNd T7NN' INKRNN

:NINAN NNUVNN 3-2 NITPANN )N (12X NDIYD NIDYNN

JI0Wn 7Y 17IN'Y YT'N-NNVAKN '02N2 NINTAN OIX - DNYPN '7'91N9 1 TanY
LNNYRNN 7'9M192 N7 1PN 2R NWORNN QXN NINN - Npa

J1D7yn 2y nnwpn 7NN - 9K

NaPN 'NLYN DIXAX? NNWPN 127017 NXNIDIR
www.DigitalWhisper.co.il

3 2022 721 ,141 1'7a



Technologic

NIan

N9'PNN 'NUYN 7Y DIXNX TWOKRYT 'TI] UNIN ' TANT WITIW NINTAN 9O0IXK W' ,N1DIN Ndyn NN
NOWN 797 AN NI WK ANYEA 7'9119 Diinn 710 NINTANN OIXR .N>IYNN NIYXNX] D2'ATN

N

NIX PTANY YT'W (NIDWN Yan IX) NDWN 7V 'RINK NIHIX 0D ANan 701 ,an7
2ANLVAX NNTAN W ATOPA YN AYVI IAID D NYT?'DN PR @
PN'UNIVIN NNI¥A NDYNL D'NVPY DNO'PNRN 'NVYN DA AN YTI'R o

?N'ONIVIN NII¥2 AD'PN 'NVYN D¥NX? N TXD YTI'N @

AN INKRNN JWNNA .0penSCAP - 'R KRN DIPNN [IAX 'V ANNIN NINS-TI? 17D ANNIX Rp) nwY?

NODNXINPA ,NNYN 2'91M19 NTAN - NNLVAN 3 NN D'YANYT " TOa WIN'WUN |I9IX DX NX

CIS - Center of Internet Security

YTMN NNLVAX? D'NIN DMIZ YWAINYT N'TOIN NIVND DY WX ,NIN NNon K77 8711 1R ’in CIS

DT TY 00 DIAAXR2

,(TA X VT NNUAX NIYATA TINY7? (DR2"NN IX) 02'2n DN N2 AT NT17 D'YAN DY DRIANR
2 DWW TD1 17100 YT 0T ND NRIYA NIZIDNN NIAdM 7722 Tion 'nn N7 o'wpnn
Ax' L ("To1 YT NNLAR D20 ,OT\IT 'wax) D'0AN D'AINNN 7700 VIXEN 'WINA 201NV L [IARN
T22 - NIDIN ,NYA 21,0750 NN - NRIY NN NINNIBLY9 1AV NNWPN 17N 7 qOIX

UTM NNLVAK 270N 1Y Best Practice-D 1 TAMW nn NX 2NN 1I2'X7 wan?

NO'ZN 'NLUYN DIXA'Y N ,NIMAIZI100 NI2A0 X7 YD (2R N'A71000 'WIR? 1y CIS [1aX

JIAN VIAD7 NITI7Y TWUN NNIYW 1210 NIDPNNY NNO D'IINNAN

NaPN 'NLYN DIXAX? NNWPN 127017 NXNIDIR
www.DigitalWhisper.co.il
4 2022 1,141 '




LTechnoloagic

nIwNT 2707 myn |790'7 122 NIYATIN NINPAN OIX NX A TAN [IAAXRN ITh NUNn NX D'wan? 'ma

:CIS Security Framework - 2172 Ty1 J0j ,]1IAOR2 Y TN NNVAX

@ CIS Controls” \/ 7

Basic i Foundational i Organizational

1 Inventory and Control
of Hardware Assets

2 Inventory and Control
of Software Assets
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Browser Protections

8 Malware Defenses 13 Data Protection §

Implement a Security
Awareness and Training
Program

Application Software
Security

3 (Continuous : Q Limitation and Control 14 Controlled Access H 9 Incident Response
Vulnerability : of Network Ports, Based on the Need H and Management
Management : Protocols, and Services to Know -

4 Controlled Use . 10 Data Recovery 15 Wireless Access H 20 Penetration Tests and
of Administrative . Capabilities Control 5 Red Team Exercises
Privileges : :

5 Secure Configuration for H 11 Secure Configuration 16 Account Monitoring
Hardware and Software on E for Network Devices, and Control
Mobile Devices, La;)tnps. : such as Firewalls,

Workstations and

ervers : Routers and Switches

6 Maintenance,
Monitoring and
Analysis of Audit
Logs
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1.1.1.1 Ensure mounting of cramfs filesystems is disabled (Automated)

:NnNn N7 7919 'y

Profile Applicability:
e Level 1 - Server

e Level 1 - Workstation

1907 27wWpN1 NdINN 7w N710'N Nun 7 N

Description:

The crames filesystem type is a compressed read-only Linux filesystem embedded in small

footprint systems. A cramfs image can be used without having to first decompress the
image.

N9'PN hvun ¥ AwATA - YT'N-NNVAKX 'U2NA NYANVIN

Rationale:

Removing support for unneeded filesystem types reduces the local attack surface of the
server. If this filesystem type is not needed, disable it.

NPT2IN NOYN Nnhvpnn Q'vo (o] [b]6lo}) NP TN NIRYIN

Audit:

Run the following commands and verify the output is as indicated:

# modprobe -n -v cramfs | grep -E ' (cramfs|install)®

install /bin/true

# lsmod | grep cramfs

<No ocutput>

NPT2IN NOWNAN 7Y 75191 IM'700 - NNYRNN V0 11y WInm? NIKIN

Remediation:

Edit or create a file in the /etc/modprobe. d/ directory ending in .conf
Example: vim /etc/modprobe.d/cramfs.conf
and add the following line:

install cramfs /bin/true

Run the following command to unload the cramfs module:

# rmmod cramfs
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:CIS Security Framework-2 1 TAIMN M2 (1IN I'y e

CIS Controls:

Version 7

5.1 Establish Secure Configurations
Maintain documented, standard security configuration standards for all authorized

operating systems and software.
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NIST - National Institute of Standards and Technology

vin'y ,0'01TIV0 NO'Y' ,NTTAY? NIRIYW DDOT DTR71 NN97 X' MUY 'R INR-'T9 1IN

.17100 DRIV DYNN NIDIR DX 19YWY7 NN0NA - NMIIDLA
NIST Cybersecurity Framework (NIST CSF)

'U1NM'Zn 2NN Nian ni7n: oIT'Pa )IXn oy 171000 071¥2 0'0NTIVO NN D'Y7NNN ,7'7n:>

A"NINa DTN DRIV NIToINN 7D nxarny 'Nji7'INX VITIVOD (v1va'RN)

XD ' TAN (D20 MYPENA D'0TTIVO 7Y [INXRN 091N 'MNA TAR) NIST CSF NNN TNy V1TIVON
*T22 NIXTI - (CIS-7 NNITA) (12N N'AI71000 NMMYN NIdIYNA N9'PNN 'NUYN DX N'NON71 7017 W
|71 DR QIDR7 ANIT [1AIRN,[211D .020 'WINK 7Y NN DAINNIL AN ,nyhana [9IX7 T'NR 17 1IX'Y

2"NNX 2NN 091930 DAIAR\NNTOM NNN NNVANRN

NNLAN NI71D' 7 NYWAIN N71D' DN AWK NIMD-TIRZ "7 11X N10Nd Xy 2y N7 NIST CSF [1ax
NIMO-TIZ '22 ININA 7702 .N'VNIVIX NI¥A (DT MXNL D TPRNN X 17V CIS 7unY) DY D'0VITOI
Security Content Automation - SCAP Dwa D'WUTN D'UNTIVO NWAINT TVIAN WTN 771009 NY
DIY" DYONNN NIND-TI 'U'N92 win'w 27wni NIST X 'y pTnimn *2201 7217101090 .Protocol

.01IY D'0ITIVO 7Y NDKI

NIST Repository

nvNna NIST X ™y 21ami prninn NCP .National Checlist Program - NCP-3 7 Tamn nlini-ton
MTAN NWANT NOOTINE NOYIDSA NN NIRIDA .WTN-NNVAR 'RYIQ NRIDN 7Y 1aRn NINY

J1AAR2 NIDINTN7V9N NN 7W NNVAINNA
.SCAP 717101097 DXNNA WIN'Y'7 DN WX D'UNII9A NIPZOI0N NANN NIPTRINNAN NIIDAN

NCP 7v mawnin YNX7 vy

NaPN 'NLYN DIXAX? NNWPN 127017 NXNIDIR
www.DigitalWhisper.co.il
9 2022 1,141 '



https://ncp.nist.gov/repository

Technologic

OpenSCAP
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SCAP Security Guide

NNTAN 7W 2N [1an Niodn NIe*719n .SCAP 71710197 DXNNA V77 'YAP NINAN NNVAX NIO™MID

1YW NIdYYNA 121 Best Practice win'y NiN'0ANN YT'N-NNLVAX

.USGCB-I STIG ,PCI DSS :D1Iw DN NN 7Y ATARY XTH? N2 NIOY7IDN NIYXNX]
NTNY N7 NIXa 7311 SCAP-2 NN |7NA NIMIRD NIDWYAN NNXK NT'AY? NYAT DNtz nT'na

A'NIYIATA

DN'YAXNN DINNY DRIY DIAKY NMYONN NIND-TIP 720 INWANI SCAP Security Guide 7 77nn
MIYPN ,NINNA XN VTN DI'YWYNN 700 ,'00TI00 [7N2 NRIY NN 7 ATy TWONY?

1

.1l

NNATND WUNNWK .[XD - *72N 7w GitHub-n ANXNn N10'7190 775 DY NINNRN X01AN DX TINY N1

2191192 D'DNNIN DIIYN DIPNN DX IRNKIE Ubuntu 18.04 112y nnwpnn 7'9119a

Ansible

wnwn ,(N'M1'nn INX0NA7 DNNY7 Nd'wnn YWKR) RedHat "'y ynix 2015-2 "wX OpenSource 72

JIIW NIDIYAL D210 7W NIRPNN K77 TAIvN 1T NNTan 70nand

NYN 7V XN NRIY NIFYNI0IX XYY ,SSH Nl 7ninnn akwna Python Na'‘na qwoxn "Hn
NIYXNANA NI7N1IRNN NRIY NIAA0 |2 N'NNI0IK 7W DTNR NN0XY7 XD NM2'Yn NN0nn .01 IR
DNNN2 '12'WI N1ANY? 0770 ,Playbooks Dapnn ,YAML '¥aj7 v ooiani nTn'%% N TIxn "0 .00

.Playbook-n NIXIINT DXNN2 NMIDAN NNTAN Y'Y DX AWONN DNXIN NIWAT?

NaPN 'NLYN DIXAX? NNWPN 127017 NXNIDIR
www.DigitalWhisper.co.il
11 2022 1,141 '



https://github.com/ComplianceAsCode/content/releases

Technologic

NNYEN 7'"70N NUXNILVIN

ANNNN N7'NN]ININY ') 07 NYITYN '] NNYRNN Y'70N
nNYpn 7'9M9 NN =
mpa =

NOHDNX =
.OpenSCAP NIYXNKNI N'UNIVIX NNIX2 D7WUN DK YXA7 TN'D TA'71 0'8an 07N
nANYpRa 7'9119 NNTan

ANX .M pPOY NNy ||7]']'7 DXNNA 7007 N¥ INIX DNTAN QOIXR NN ,1170NY '9D ,nNYpn 79119

:XCCDF *¥aj?> 117 027N 0'2'91N9N |11an NIX NIXYY? 7211 SCAP Security Guide NX T11W

root@ubuntu1864: /home/ubuntu/Desktop/scap-security-quide-0.1.62-oval-5.10% 1s
t ssg-centos8-ds-1.2.xml  ssg-debianii-ds.xml ssg-fuse6-ds-1.2.xml
ssg-centos8-ds.xml ssg-debian9-ds-1.2.xml ssg-fuse6-ds.xml
Contributors.md ssg-chromium-ds-1.2.xml ssg-debian9-ds.xml ssg-jre-ds-1.2.xml
ssg-chromium-ds.xml ssg-eks-ds-1.2.xml ssg-jre-ds.xml

( $50-Cs9-ds-1.2.xml ssg-eks-ds.xml $50-Macos1015-ds-1.2.xml
LICENSE $50-¢s9-ds.xml ssg-fedora-ds-1.2.xml  $59-macos1015-ds.xml
README.nmd ssg-deblan10-ds-1.2.xml ssg-fedora-ds.xml $sg-ocp4-ds-1.2.xml
ssg-centos7-ds-1.2.xml ssg-debian10-ds.xml ssg-firefox-ds-1.2.xml -0cp4-ds.xml
ssg-centos7-ds.xml ssg-deblan11-ds-1.2.xml -firefox-ds.xml §s9-0l7-ds-1.2.xml

:SCAP Workbench 11T 7'9non nx [yl

SCAP Workbench
File Help
Open content from SCAP Security Guide

Open Customization File

Save Customization Only
Save All

Quit ctrl+Q
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:(ubuntu18.04-2 TPNRNK "IX NT 1ANNL) V' TANT7 DX NNIX X01A2 N1

Open Source DataStream or XCCDF file

# | <« l@ubuntu @ Desktop || scap-security-guide-0.1.62-oval-5.10

Places Name A Size Modified
Q search ssg-rhv4-ds.xml 12.8 MB 05/27/2022
@ Recently Used ssg-rhv4-ds-1.2.xml 12.8 MB 05/27/2022
@& ubuntu ssg-sl7-ds.xml 20.6 MB 05/27/2022
@ Desktop ssg-ubuntu1604-ds-1.2.xml 5.7MB 05/27/2022
3 File System ssg-ubuntu1804-ds.xml 6.1MB 05/27/2022
3 Documents B ssg-ubuntu1804-ds-1.2.xml 6.1MB 05/27/2022
@ Music ssg-ubuntu2004-ds.xml 10.8 MB  05/27/2022
@ Pictures ssg-ubuntu2004-ds-1.2.xml 10.8 MB 05/27/2022
& Videos ssg-vsel-ds.xml 261.9kB 05/27/2022
@ Downloads ssg-vsel-ds-1.2.xml 261.9kB 05/27/2022
ssg-wrlinux8-ds.xml 5.1MB 05/27/2022
ssg-wrlinux8-ds-1.2.xml S.1MB 05/27/2022
ssg-wrlinux1019-ds.xml 8.1MB 05/27/2022
ssg-wrlinux1019-ds-1.2.xml 8.1MB 05/27/2022

Source DataStream, XCCDF file or SCAPRPM 2

Cancel Open

:(CIS [7n'7 DRNN2) N7W [I2ARD NIDWNA YAV 1M'D'RY ANWRNAN [7N'7 D'RNNAN 7'9119 1)
| | |

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization None selected =

Profile Profile for ANSSI DAT-NT28 Average (Intermediate) Level (40) Customize
Profile fFor ANSSI DAT-NT28 High (Enforced) Level (46)

Target Profile For ANSSI DAT-NT28 Minimal Level (19)

Profile For ANSSI DAT-NT28 Restrictive Level (45)
CIS Ubuntu 18.04 LTS Benchmark (71)
BN Pe Standard System Security Profile for Ubuntu 18.04 (45)

Rules Expand all

» Ensure /tmEGEET)

» Ensure /var Located On Separate Partition

» Ensure /var/log Located On Separate Partition

» Ensure /var/log/audit Located On Separate Partition
» Ensure Log Files Are Owned By Appropriate Group

> Ensure Log Files Are Owned By Appropriate User

» Verify Group Who Owns passwd File

> Verify Group Who Owns shadow File

» Verifv User Who Owns aroun File >
[ 0% (0 results, 40 rules selected)

1 Dryrun [7] Fetch remote resources (] Remediate Scan
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Customize Profile

Choose the ID of your profile.

Warning: Choose it wisely. It cannot be changed later and may be required if you choose to
use command line tools or various integrations of OpenSCAP.

The ID has to have a format of "xccdf_{reverse DNS}_profile_{rest of the ID}.
For example "xccdf_org.mycorporation_profile_server".

New Profile ID [xccdf_example.digitalwhisper _profile_cis_dw ]

“NIDON D'¥2A NIDIWNA NI'NN 7Y NNWZN 7'WOR NNATAN IXY?

Customizing "CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED]"

q“;) 7J ' undo History DeselectAll || | Search | Showing match 1 out of 1 total found.

O D Verify that System Executable Have Root Ownership . Selected Item Properties &

() [Z] Verify that Shared Library Directories Have Root Ownership 7itle hmic Mounting and Unmounting of Filesystems|

O D Verify that System Executables Have Restrictive Permissions

O D Verify that Shared Library Files Have Restrictive Permissions

v & [ Restrict Dynamic Mounting and L ting ofFil em Type [xccdF:Group |
& (] pisable the Automounter

D fccdf_org.ssgproject.content_group_mounting |

e D Description
Disable Mounting of cramfs
. . 9 Linux includes a number of facilities for the automated
& D Disable Mounting of freevxfs addition and removal of filesystems on a running system.
~ D Disable Mounting of hfs These Facilities may be necessary in many environments,
. < but this capability also carries some risk — whether direct
& (7] pisable Mounting of hfsplus risk from allowing users to introduce arbitrary
~ D Disable Mounting of jffs2 filesystems, or risk that software flaws in the automated
Disable M : £ udf mount facility itself could allow an attacker to
P 4 D '?a € ﬁuntmg o - compromise the system. This command can be used to
.6 & Restrict Partition Mount Options list the types of filesystems that are available to the
% Value for hidepid option j currently executing kernel: $ find /lib/modules/ uname -

a oo r'/kernel/fs -type fF-name '*.ko' If these filesystems are
X Removable Partition not required then they can be explicitly disabled in a
O D Add nodev Option to /dev/shm configuratio file in /etc/modprobe.d.

)] D Add noexec Option to /var/tmp -

| Delete profile | . Cancel oK

.CIS Ubuntu 18.04 LTS 7w 7'9119n 112y DRNIN 7'9N9 1Ix*7 * 121 Customize NN 7V yIND'? 721

N9'IN 'NLYN DIXNX? NNWHN 127017 NNNIDIN
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J110X'Y DRNINN 7'91190 DX 1INeA

File Help
Open content from SCAP Security Guide
Open Other Content

Open Customization File

Save Customization Only
Save All

Quit

NN DIYIVY 197 [IYO NIFNY X NIPAN 7'9N90Y 17 D'W7 W) Mnuw yaignn ANk (Yol

N2 Jon7 vyl (17w DrkNIMN 7'oNon

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization | Select customization file... 2

Profile CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED)] (7) + | | Customize
Target @® Local Machine Remote Machine (over SSH)
Rules Expand all

» Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

0 0% (0 results, 7 rules selected)

Dry run Fetch remote resources Remediate Scan
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npa

NNYRPNN NID'R 7V NP 7277 211 “Local Machine” n'j110 12 2x¥na SCAN 1IM9d 7y nx'n'? WNKY
NINT7 7211 SCAP Security Guide Dy 7Tnn-n1Ma yanw CIS No'7197 DXNNA .NdWwnRN 7w n'ndinn

KANYTNN DR
ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench
File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

| customization

Profile ! 1 Customize
Target
' Rules Expand all

| » Add nodev Option to /home

» Add nodev Option to /tmp

» Add nosuid Option to /tmp

» Disable SSH Support for .rhosts Files

» Disable SSH Root Login

| » Do Not Allow SSH Environment Options
» Enable SSH Warning Banner

» Set LogLevel to INFO

| » Set SSH authentication attempt limit

! 100% (71 results, 71 rules selected)

Clear Save Results v | | Show Report

]
Processing has been finished!

10%~ 7y Ny nN7w TN NNNaw kM (“Show Report”) npmon DIp'o 7V 75n01 NnT'Na

NNYN
Compliance and Scoring
The target system did not satisfy the conditions of 32 rules! Please review rule results and consider applying remediation.

Rule results
Severity of failed rules
Score

Scoring system Score Maximum Percent

urn:xcedf:scoring:default 9.166666 100.000000 9.17%
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10N WIN'WN DX NN'w7n X7 ubuntul8.04 7w 7TNN-N1M2 D NINYY 7210 NIRXINND DX [N 0T

RATA L )A]
v File Permissions and Masks
» Verify Permissions on Important Files and Directories
v Restrict Dynamic Mounting and Unmounting of Filesystems @
Disable Mounting of cramfs low “
Disable Mounting of freevxfs low “
Disable Mounting of hfs low “
Disable Mounting of hfsplus low “
Disable Mounting of jffs2 low “
Disable Mounting of udf low “
n9'DKX

SCAP 7w “Remediate” NiI71D'A win'y Yy¥d1 NMIX'Y OXNIMN 7'9192 nTNy7? n9DX yxa7 'ma

:(“Scan” 2y nx'n7) yNai - Workbench

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization  Select customization file... 2
Profile CIS Ubuntu 18.04 LTS Benchmark [CUSTOMIZED] (7) + | | Customize
Target @® Local Machine Remote Machine (over SSH)

Rules Expand all

» Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

0 0% (0 results, 7 rules selected)

Dry run Fetch remote resources | [ | Remediate Scan
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.(“Local Machine”-n) D'TaIy X N7V NTAVN YW ANWPn VYA 7211 Remediate N71> wnnwawd
JIVXINN D'1'UA D 117 2¥1'W DI2'0] NIXTY 701

ssg-ubuntu1804-ds-1.2.xml - SCAP Workbench

File Help

Title Guide to the Secure Configuration of Ubuntu 18.04

Customization

Profile 1 k MIZ Customize
Target
Rules Expand all

> Disable the Automounter

» Disable Mounting of cramfs
» Disable Mounting of freevxfs
» Disable Mounting of hfs

» Disable Mounting of hfsplus
» Disable Mounting of jffs2

» Disable Mounting of udf

T 100% (7results, 7 rules selected)

Clear Save Results v || Show Report

N .SCAP Security Guide-n 117 w'w 7TNN-N1M2 NO'™I9 7In 7R P00 DID'0 NIX AW N2 ,NYD

:14%~-7 07y NNWPENN 7'9119 D NIKY

Compliance and Scoring
The target system did not satisfy the conditions of 26 rules! Please review rule results and consider applying remediation.
Rule results
Severity of failed rules
1 ather 8 low
Score
Scoring system Score Maximum Percent
urnixcedf:scoring:default 13.333333 100.000000

v File Permissions and Masks @3ZD)
» Verify Permissions on Important Files and Directories

¥ Restrict Dynamic Mounting and Unmounting of Filesystems

Disable Mounting of cramfs low pass
Disable Mounting of freevxfs low

Disable Mounting of hfs low pass
Disable Mounting of hfsplus low
Disable Mounting of jffs2 low

Disable Mounting of udf low
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1VNIVIND DNYWPAA '7AN

NTY7? N'UNIVIX NNWPN Y¥a7 ' SCAP Workbench-2 wnnwn% |n1a 18D 1?7 [nnxn 77N

N2'202 YNIN'7 7210 INIK YUK Ansible playbook 1¥'*7 N1 ,0' 0K DN .wNNwNN pwnn NN'Y!

:NQN NTIR92 Wwnnwn? 7311 ,70 ow'? .Workbench SCAN-7 nwraa X7

oscap xccdf generate fix --profile xccdf dw_example.org profile_cis_ubuntul804 template --fix-
type ansible --tailoring-file ./ssg-ubuntu1804-ds-1-tailoring.xml >

output.yml

.Customization-2 YTAINW 7'91N9N DW NX Y'Tan :--profile o

.(Bash-2 DA nIN) 7273w YAl A10 DX VY TANYT WWONN :--fix-type o

.Customization-> IMNTANW YaIpn QW :--tailoring-file e

Customization-n NX NIX' 11201) YOY NP0 7'9119 yalpn DY ¢ o
.(File

17w nIMwNn 7y Ansible Dy yMaw playbook-n 21N NX 7' AWK yalgn oW coutput.yml e

v 7007 n¥w nnwpnn 7'919 NX Ansible naw 0T yin%? 2211 - Playbook - 0790 niyynxa

.(Generate Ansible Playbooks) niiwn j1aaxn nidyn

Did'o

YT'N-NNVAN [PN DNINN WX DINTANN OIX I 107 N'A171200 'WIRN WAIT NDWN7 nNwzn 1'70n
2V NOMY WD 7170 UK LPIN D NT0ANYT 7510 DNYRNN PR NTAY DIYYARA NDYAN 1Ay
INIX NO'PNN 'NVYN DIXNAY )'70N NIdT DNIAITTN NIFMNVA NINTENNA 'WIZ DN [IARD ARYN

L o NN

AYONN TN N'ONIVIX NIXA [IAIRN NIDIYAL N9'PNN 'NVYN NIX DXNX7 7210 N2 7T 110N INXN
7510 T¥D 11TNYT ,90112 .X'Y N0'™79IN 11V N9 N7 NP N7 ,NNYEN 7'N9 rMan? 17
D'YIN [IARN "AXYUN 7Y DNYRNN NU¥AIVIR IR Y¥27 117 2WOR' WK Ansible Playbook 1'%

DT N'XNIVIRY

7annn 7y

|21 NIN'SI ARINA 701y ,90102 .ANVAX NNDINNS 0TINND ZOIY ,N1dN NOTINA |[IWKRY IXIN gal

.N117120001 120N NNV
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https://static.open-scap.org/openscap-1.3/oscap_user_manual.html#_reviewing_remediations

