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Client Authentication to the AS

TN

¢ 41 Recap

1408 L (*x1 LX X 1x, s Coe

>

o1 X XL Kérberos

Key Distribution
Center (KDC)

& [

Client authentication to the AS > L Ke

E L + client + address + validity @ Msg B (Eb Kres

% L Msg A Authentication .
Server (AS) .

Client (C) .

L Ketas Client Service Authorization . .
Session key ) — B :
Signs exchanges E L + client + address + validity m Msg C :
between C and TGS A A N P .
equeste . . oS

h client + timestam rljp .

service P m Msg D .

L Kcs

For exchanges

pllll L

{ L + client + address + validity I’?H Msg E

Ticket-granting

L ? ; Server (TGS)
Msg F

between C and s  Client Service Request

g L + client + address + validity @ Msg E

Requested
service

client + timestamp f;h Msg G

timestamp 2\ Msg H ‘ '
Service Server (SS)

dKerberosg 1 1 | 4 = {1xxsk .
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>

1% < *TBT s _ « Authentication Servar *Z| *OKD@& 1 1 1% « L s
kibtgts x s« x X0 xs, JIGTS _ «1* s » « _SPB_ « x X0 xs,

1B 60,

Kerberos

as-req

pvno: 5
msg-type: krb-as-reqg (18@)

padata: 1 item
PA-DATA PA-REQ-EMNC-PA-REP

padata-value: <MISSING>

padata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)

req-body

Padding: @

kdc-options: 40000010 (forwardable, renewable-ok)

cname
name-type: kRBS-WT-PRINCIPAL (1)
cname-string: 1 item

CNameString: Administrator

realm: SAMBA-EXAMPTE COM

sname

name-type: KRBS-MNT-SRV-INST (2)

Shame-siring:. 2 1tems
SNameString: krbtgt
SNameString: SAMBA.EXAMPLE.COM

till: 2015-981-30 15:17:09 (UTC)

nonce: 1579118576

etype: 3 items
ENCTYPE: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5 (23)

LESX &

_+ KDC_ERR_PREAUTH_REQUWRED KDGt _s -~ SLT* J % « 3% { 1

MITM _ 4 1.2 %x L ¥x o[ 9«x9x.s{.0Authenticator 1 v _

1 «u s _ 4,5 tihestampl x -+ X Authenticator

v

Kerberos

krb-error
pvno: 5
msg-type: krb-error (3@)
ctime: 1981-02-86 ©8:30:31 (UTC)
stime: 2015-01-29 15:17:43 (UTC)
susec: 634560
error-code: eRR-PREAUTH-REQUIRED (25)
crealm: SAMBA.EXAMPLE.COM
cname
name-type: kRB5-NT-PRINCIPAL (1)
cname-string: 1 item
CNameString: LOCALDC$
realm: SAMBA.EXAMPLE.COM
sname
name-type: kRB5-NT-5RV-INST (2)
sname-string: 2 items
SNameString: krbtgt
SNameString: SAMBA.EXAMPLE.COM
e-text: NEEDED PREAUTH
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YAuthenticatorrt | X ~» d « X3 JAS REQ 1 1% <71 51
+ Kerberos
« as-req
pvno: 5
msg-type: krb-as-req (10)
+ padata: 3 items
+ PA-DATA PA-FX-COOKIE
+ padata-type: kRB5-PADATA-FX-COOKIE (133)
padata-value: 4d4954
~ PA-DATA PA-ENC-TIMESTAMP
« padata-type: kRBS5-PADATA-ENC-TIMESTAMP (2)
» padata-value: 3041a003020112a23a0438ada57bc9613417ec74ffa3c5¢3. ..
+ PA-DATA PA-REQ-ENC-PA-REP
+ padata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)
padata-value: <MISSING>
+ req-body
Padding: ©
» kdc-options: 00010010 (canonicalize, renewable-ok)
« cname
name-type: kRBS5-NT-PRINCIPAL (1)
+ cname-string: 1 item
CNameString: LOCALDC$
realm: SAMBA.EXAMPLE.COM
~ sname
name-type: kRB5-NT-SRV-INST (2)
« sname-string: 2 items
SNameString: krbtgt
o >

sy x x4 Six4sAuthenticatont ¢~ 17 ] d 00 X <L $s s O JKDG s ! A

A

L
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G
LY § 0 XTB&E S | T xdux_ 40 xs . Sessibnkeyrt - «1 7 1 X4« L S

TGTis _ ~ % s .Ix {Autienticator dn
BPN_ « X X xs, {TGDY* L X W IFGHR L ~ ., T, %N X1t )@

v v>

Kerberos
tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
padata: 2 items
PA-DATA PA-TGS-REQ
padata-type: kRB5-PADATA-TGS-REQ (1)
padata-value: 6e8204b0308204acaf@3020105a10302010:2207030560000. . .
PA-DATA PA-FX-FAST
padata-type: kRB5-PADATA-FX-FAST (136)
padata-value: aP81d13081ceall73015a003020110a10e040c57b7dc7e96. ..
req-body
Padding: @
kdc-options: 40810000 (forwardable, renewable, canonicalize)
realm: SAMBA.EXAMPLE.COM
sname
name-type: kRB5-NT-PRINCIPAL (1)
sname-string: 2 items
SNameString: ldap
SName5tring: localdc.samba.example.com
till: 2015-81-30 01:17:89 (UTC)
nonce: 1422544629
etype: 3 items
ENCTYPE: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5 (23)

q> .
1V« 4.5 TA T ~ Authenticators © « | «% 4 4 FGR: «1" TGR

« X XDoxs, 4 s Xsxq{ s Gervice Ticketd

w, 41 kX, 4 sqs | x TR ¥ X SessionKey T . kX ssx "4 Xl
Sessionkey
Package #2 Package #1
Session Key Session Key
Timestamp Sonin Timestamp
Service N AR Username Senion o
Ticket lifetime " Ticket lifetime

Kerberos Delegation 101
www.DigitalWhisper.co.il
® HAHH 4~ M9 ~ X 41 Y




Technologic

G >

Yeervicar - X HTL xsEx4 X kB” ] X LS

~

SessionKey =, v x &0 s XIxx {psxi <« JAuthenticator .1
Srvicet L ~ 1% TG® @&

o>

Adthenticatont . s 7 | «:s+9 " Sesston Kagy - «x " _ | TTB®& - «1 " _ Periicat
ofimestamp*s 1 « « 1w _: w15 1 DAuthenticator_ _ - _ S v 1T % X34 4 J 8% { X
@essionkeyrt v T, « X

~

® 1L .ss X :xxss | €5 s Authenticatort - «& _ ~1 X « o S

Y x XX x1 x 7"

Fel kA" %4 4 fx0%3d 1. 47 4% x{{I ks s xs 1§55
1.8 x¥Ye « L 1®d&Ehewable Rarwardable), 1 1~ ks PRECG .10 x4 x ]

1175384« « Ao A b xd 3 A1 AYSL HEwwdx Y

A

I'® CheécksumCient IDx _r 14 | - » IX ] x {*Authenticatont (% _A® « _

Delegation

Y X DX U XD X s X 43T S XSo{X ¥ 4ss L, { Xs "] ]

~ ~

@ s d s A R

X1 4, ¥+ X s”CAsl 'IV=SX~X=VE(JX~S]-~X-I< ng Jx I sXgx 4 $ZA 1@

TE S U LS K e A L LS s A 4 s

~~ v

XD s e X xxTs s 0T X x kT L X T e IS X XS kS L@

XL XD s sy 4 X X Y xstoadsy O TH@ x X s s

A

~

D x> T qesx § Sy ] xS XS

R B X T - T A R I AL N BN I ST I St I N T BN

~ ~

D x X xYs, sox I XA K, ¥ s X Y

~ ~

P LT T 0 10 BPNE A e o X0 Xy ST YAl SED S A

~

q)\x-||_\.~:,)(”-|“9<“”:XLZ(\A§|_

Kerberos Delegation 101
www.DigitalWhisper.co.il
! HAHH 1~ M9 ~ X { (¥




Technologic

@7 DXL KX § Iy LT oL X XXTY X | X oo s XX .4 T

v v v o~ ~

Unconstrained Delegation

XZ‘lil:-:rG-ﬁ Does L, A x‘-A'Iv?Z‘, x KEfberos. x . vSe,rVﬁ:eHS s | ﬁ:j 1S58 4 L s @ %
Bervice B TGS _ « TBR - X « SX X X X x s x

a ~

Domain Contraller Service A Service B

TGT request with pre-authentication

TGS request to Service A

TGS for the user to Service A

|

|

.

TGT I
|

>

|

|

The user authenticates with the TGS and delegates his TGT
|

TGS request to Service B
using the user's TGT

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

&
T T T T T T T T T T T AT T AT T e

I
I
I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
I
|
I
I
I
g
I
I

- |\ '~  __________ ]

———— -

SErvice A 7 & » « _Uhconstrained Delegatioh . _ © _ 90 x5 X . 4 _BAG . T
YRUSTED _TO_AUTH_FOR_DELEGAVIONYLS sXx { s |

PS C:\Users\Administrator> Get-DomainComputer useraccountcontrol,dnshostname | f1l

dnshostname : DCO01.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname : WINWS-01.dev.biz.local
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

S U HwWTGR * «4 F X _ AT X WX 4 T AT s & Bl sTOx )¢

D SYTOOIRY ATy xIoo xs 16 TS T X

~ 2V
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Constrained Delegations4u2proxy

Q4 % Setvice AsSh x « SfviceArx LTGR 1 %

~

R s” o s¥Tl 4L s DX
® L TGTt~ 4 ¢ 1% ServiceBr , 4 v « TGS « X _ | ~ s482proxy ~ « "

s |

Al e xE o x x  FGS 1 1DAE - 4 Xk o 2% SEu2proxy | X« *Service A
Sérvice . _ - _ - ¥ TGS
U Domain Controller Service A Service B
ser

I
|
| TGT request with pre-authentication

TGT

TGS request to Service A

|
|
;
!
|
>
|
|

The user authenticates with the TGS
T

S4U2Proxy request for a TGS
for the user to Service B
with the user's TGS

AP, (SN

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

W sl

|
|
<
|
|
[
L TGS for the user to Service A
|
|
[
|
|
|
|
|
|
|
|
|
|
|
|
|

|
|
|
|
|
I
|
I
|
I
|
|
|
I
I
| |
| |
¢ |
| I
| |
| |
| I
| I
| p
| I
| I
I I

L X Isérvicagt _ « . | Yuexxgsoo L fxe 4 . *]<s4uproxyt . - _ 4+ _service A T

Constrained Delegation « * L
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4o CSADE X P IEX L X v L. ¥ ]Service A 1 I

L L.,
msD&AllowedToDelegateTo
svc_axis Properties 5
Organization | Published Cenficates | Member Of | Password Replicatson
Dialin I Object [ Security | Enwironmeni [ Seszions
Remote control | Remote Desktop Services Profile | COM+ | Attribute Edtor |
General | Address | Accourt | Profle | Telephones | Delegation
Delegation is a security-sensitive operation, which allows senaces to act on
behalf of another user.
_) Do not trust this user for delegation
Trust this user for delegation to any service (Kerberos onlby)
(®) Trust this user for delegation to specified services orly
() Use Kerbems only
(@) Use any authentication protocol
Services to which this account can present delegated credentials:
Service Type  User or Computer Port Service N
cifs LABFS
< i >
(oo oo
0K || conedd ||
UAGE L. ® 1 - Y« Xl + PN L hwx 4> 22 v | Pdwershell v | X X x |

YRUSTED_TO_AUTH_FOR_DELEGAFION-L 1 1 s |

PS C:\Users\Administrator> Get-DomainComputer

useraccountcontrol ,dnshostname | f1

dnshostname : DCOl.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname : WINWS-01.dev.biz.local

useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

®eEnableDelegatian + _ 4 s domainadmin, _ - _ § ¥ X &

myY lisep 4 1%4 bervicet 41 | o | ¢ _ 1S 1~ x TG sEu2proxyt _ - _ s

s X s "% XUSss” 4§ s X L% ¢ f@Ewardable
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WISSFUr v ¥ ILs, X s

forwardable: A flag, as specified in [RFC4120] section 2.6, used in an S4U2self KRB_TGS_REQ
message to request that the resulting service ticket be marked as forwardable, allowing it to
be used in a subsequent S4U2proxy KRB_TGS_REQ message.

s4u2self

Foer XD 44018 « 50" L Kerberost -4 4 x« 0os3 oy ¥ X, X xd

ToRo) CLoXS X § 4 AT

~ v ~

TxxJrm{ . % _ CTGSY 4 dsd~ X s4u2proxyt . . s d XA 411 ]

bes LT @ES TLXxs{Tx gl T S lX ¥ XI%  XeO@STis,

~ ~ v

x.|§_sISx,_s‘sv|_z~ ,_Kx,,xi,x“\Zbi‘sLsI€§,,><xl s. x$ 47, %

~ v N ~

NTLM: x| X & ¥ ~sKi " + 7 4 WEB. TR I SR
squ2proxy, «~ L xx/"44xs x 1 FGF - T F X . BT E. X

el XX 4 I x3 x sFuRselRd 4, s xF A WX sTd d e 4 " L T2 L

®4u2proxy. ~ " S CFGH _ . ¢ _ S U. 1 o AZX <1t _ ¢ s TGS

Service A Domain Controller Service B

S4U2S5elf request for a user

TGS for the user to Service A

S4U2Proxy request for a TGS
for the user to Service B with the
TGS obtained in the previous step

TGS for the user to Service B

-l ___|_ ¥ __|

The service impersonates the user with the obtained TGS |

' "
I

— =k ———Kk———
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w b oed o e L kST s s ©50 4 TE] *TsiddT Y
mY s« oxXx 0 s ] Xk, {3 capb of thin air mq @ * slwx o x
® > . service accoumt ~ _ | *TrustedToAuthForDelegation

L 1 X <TBustedToAuthForDelegatiah~ ! Y-x (X ” servicat 1 ~s4u2sefft = = - +™ 1
® 04 4 osB4u2proxyt x X ¢ 8 J ¥ [ | forwardables {1 s 4« X TGS + ¢
@ 6~ 1 xdquble hop

ResourceBased Constrained Delegation(RBCD)

T r 8y s kXY x o s X s oY XA T X2 4]
x L #4 L 1 sbervicat - _ | + R®sourceBased Constrained Delegation. * X hh-1: ¥ 4 «
© S s Y L K oLoxx T ]

FX s i X @®x ~xTSx x4 sl X sCPnstrained Delegation! x s x1¢ss{ { s
+ v x . { EsDSAllowedToDelegateTo X | ~0s X ¥ ¢ L XoIxs 4 ¢ o . 4 | ¥ x { _
YmsD&AllowedToActOnBehalfOfOtherldentityx  ~0Xx 1 & + « ¥ X 0 ox hox

Service A Service B

Classic Constrained Delegation )

L

msDS-AllowedToDelegateTo=Service B Iﬁ

I
I
| "outgoing" constrained delegation
I
i

]
Resourced-Based Constrained Delegation )

—_ el ]

msDS-AllowedToActOnBehalfOfOtherldentity=Service A Iﬁ

"incoming" constrained delegation

] _ ]
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GenericWrite X + «.,53 s X Xy ,.sx I ¢

Y 1 s 1 Wforwardablex " ATGS, 11 - L% _ 8 ®3d 44 I« 74 7 x
resourcebased constrained delegation « * sét | 4. " 441, .34u2proxy: x .« %

~

Fgx X 5% x « {2 o 1%8°5ss{ « Yurd X x §H L JIXx Xs L0y L | s x

s 4 ¥ Il XX

I x \svx L lsx H T4 .7 ;,’Ls 1s HLyILxsw: X XD 8, L1~

@ 1 x. sl X, XX ] XX x sl :=s-| s, 8 H DX jyxx,_l;xx) N

Abusing Unconstrained Delegation

®GT * 4{"~¥xUnaonstrained Delegatioh _ _ - _ 68 1 x 7

Pla_¥ysd ¥, ¥XTGR & «X %4 ¥ Kerberost x " 410 % 3% . 4b” IhY™ 1. 1 s
®rinterBugt _ x _ 11 s

_1d®at ! 4 4 1 0)XUncoristrained Delegatioh X ~ - s* 1 1. - ¥"™ s

Q@ODAT: X § 1S sS4 4 DO AU ¥YKS T, X815 X5 s s

¥ o4V logg XL T X {18 { X PS X o

Get- ADComputer - Filter { TrustedForDelegation -eq }

spooler: x . 1 _1sx «+ M 14 __P¥interBug * <X U 1 @ XI x s 1IOxs 4 X ¥ 7

X

r * ~1¥! (RpcRemoteFindFirstPrinterChangeNotificationEx{l~- ORPGC | x « x* 4§ ,

X
>

DX X LT L e % L s S b4 4180 dsx TR xd I % sy

D G X IZ,L\(Jl_x=”><~xq)vxj ”Zxx~> « X : L :

B f % g JTGTR < X b %" |X)
DYk XD xSt xs 16 s

~

Responder

ARPPoisoning

RPG x { .« 7% Xxisx I RPG X { «pX"uX 8 s I, x| o*x(petit Potam |
¢ I S ¢ | ENTTNN

WX x4 . 112 ¢y . *Rubeust L | §

RPE x " 1 xS 70 XX xxivs{ __{slptinterbug.pyl ¢ 1] > _ 81 *xY

Privilege Escalation Using s4u
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OOt~ 1 % xg4u2selft . _ - % .4« |

& 0 x . 1 _TGT 11 -

a

Administratorc . 0O+ 1+ _ - +_ TGHES _ ~ @&

F XA TGS T LS IBTR L X -4 S X 1 sdu2self | T _TBT 444 0
® " F 1T st X v pedse 30X sdu2proxy 1 XX L s 1Y KWH T

C Ve OO sauZproxyt X« SQLY X o TGS A s LT ST 4 T x
X "GPNE T L 41 A kB n OWBIORMIE | LHTTR con L x s T XN x

TR S E S S O

~ v

q)“ o ~ H 1 ”SJ”S:XE j H 4 n X i 5 X v j\NVS

v

P D XD D E T Xy X Los | XX SPNE « XX BOST SPNT
®S . HOSITSPNE: s " ;M s X LTSRS | xix . L X

~ oA > A ~

PS C:\Users\Administrator> Get-ADObject -Identity "CN=Directory Service,CN=Windows NT,CN=Services,CN=Configuration,DC=AD
SEC,DC=LOCAL" -properties sPMMappings

DistinguishedName : CN=Directory Service,CN=Windows NT,CH=Services,CN=Configuration,DC=ADSEC,DC=LOCAL

: Directory Service

: nTDSService

: 48747387-b607-4e02-8672-10792e79864b

: {host=alerter,appmgmt,cisvc,clipsrv,browser,dhcp,dnscache,replicator,eventlog,eventsystem,policyage
nt,oakley,dmserver,dns,mcsvc,fax,msiserver,1as,messenger,netlogon,netman,netdde,netddedsm,nmagent,p
lugplay,protectedstorage,rasman,rpclocator,rpc,rpcss,remoteaccess,rsvp,samss,scardsvr,scesrv,seclog
onasc?,dcom,cifs,spooler,snnp,schedulc,tapisru,lrksur,trkwks,ups,time,wins,uuu,hltp,w3suc,iisadmin,
msdtc

Hey, MSSQLSve/LABWIN10, USERO1 _
want to authenticate to you from me via Oh hey USERO1, come on in.
delegation, here's the TGS. |/
9
o
. {#’ﬁ.
SQLSA SQLSA@LABWIN10

Hey, MesQESVCHOST/LABWIN10.LAB,
H&ERO4 Administrator wants to authenticate to you
from me via delegation, here's the TGS.

4 4

Oh hey Administrator, come on in.

SQLSA SQLSA@LABWIN10
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:\tmp> Get-DomainComputer

logoncount

badpwdcount

lastlogontimestamp
rprincipalng
e

S amaccountname

odepage
samaccounttype
countrycode

n
accountexpires
whenchanged
instancetype
ysncreated
objectguid
operatingsystem
operatingsystemversion
lastlogaff

sds-allowedtoactonbehalfofotheridentity :

sbjectcaregory”
dscorepropagationdata

servicepring Ipa‘ln.l'm‘

lastlogon
iscriticalsy
ssnchanged
Jseraccountcontrol
rated
primarygroupid

object

"'F)LA)’_“'XSI”

where-Object

Abuse Resourc8ased Constrained Delegation
CAD LD s XTI, Tl T {1 ¥
WRBCEf x {1 uxs ISy x | 4

{$_."msDS-AllowedToActOnBehal fofOther Identity™ -ne $null}

31
: 12/31/1 00:00 PM
: CN=labax wWeb-Servers ,0U=Servers ,0U=(C (:m()u! ers,OU
{top, person, organizationalPerson, user...

lab,0C=1ab,0cC

55:09 P
local
6923091-56574964-386811330

19/2019 6:
1

: MACHINE

0

: labaxis

: NEVER

: 6/20/2019 9:
4

ACCOUNT

16 PM

17933
p2-363e-441d-b580-cd32acfdf09d
2012 R2 Standard

«J

Sschielma ,CN=Configuration,DC=1ab,DC=1ocal

):16 PM, 6/20/2019 8:59:18 PM, 6/20/2019 8:57:20 PM,
PM...}
TERMSRV/1abaxis.lab.local, wsMAN/labaxis,
local...}

AM

ACCOUNT,
e

DONT_EXPIRE_PASSWORD

: 6/19/2019 9
28
labaxis
labaxis.lab

P

S PSE X Ll ®B 4 TG XA, s X e | X7

a ~

YndsDSAllowedToActOnBehalfOfOtherldentity ACHr » * ¥ ~ X Microsoft

"The PrincipalsAllowedToDelegateToAccount parameter sets the Active Directory object attribute msDS

AllowedToActOnBehalfOfOtherldentity, which contains an access control list (ACL) that specifies which

accounts have permission to delegate credentialhiéoassociated account”

PS C:\Users\Administrator.lab> Get-ADComputer labaxis -Properties PrincipalsAllowedToDelegateToAccount

egateToAccount

UserPrincipalName

1x L 51X 7 dabaxist service. | RBCEX

:CN=1abaxis,0U=Web-Servers,0U=Servers ,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
:1abaxis.lab.local

:True

:labaxis

:computer
24oDTDh

T1a
:S-1-5-
: labaxis@lab.local

e d X7

labaxist + ¥1 x L xO'TGS ™G 1 « _ _*

x s 1 8§ s, xyc tomcaty - X -~

My
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x
%
X
—_
N
(%]

GenericWrtigt _

YGeneric Write X « 1~ s* © RSt* x ! dowerviewi L 1 % X U E, Q. 7

~ o~ ~ v

:\tmp> Stomcat_sid = "lab\svc_tomcat" | Convert-NameToSid ) )
:\tmp> Get-DomainObjectAcl -SearchBase "LDAP://OU=Computers,OU=1lab,DC=1ab,DC=local" | where-Object {$_.SecurityIdent

: CN=labaxis,0OU=Web-Serv sers ,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
: §-1-5-21-1046923091-56574964-3868113300-1130

ActiveDirectoryRights : ListChildren, ReadProperty,|GenericWrite

Binaryl engt h : 36 b 4

AceQualifier : AccessAllowed

IsCallback : False

lpaqueLenEth 540

¢ : 131132

: §-1-5-21-1046923091-56574964-3868113300-1117
: AccessAllowed
: None
: False

InheritanceFlags : None

PropagationFlags : None

AuditFlags : None

b 4 X0 GIFT . X A4« (PowerSploitl L J X0 < X SIB X . _ < ®T . x {1

L, <X sx . x{. sgv¢ tomcatt _SID% - «x " _  AX1< L OF0OA « <1 K7 glxx , ss

dabaxist GenericWrite x « _ . s

L+ X~ - 8% 8 hgsts .« ~ « 8! _ s¥cXtomcat, _ -+ _ r ¥ 1 xX}F X" |

hast: - msDSAllowedToActOnBehalfOfOtherldentity~ labaxist | 1 | XsEcLtomcat

s ¢ 4ax® 719 ghaxist | 11~ 15 1> Hostx sd4u2proxyt _ _ - _ 1d XX X

H .., 7”x ,s4¢ { « X5 X, 7
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o v T T s x sTEEXS ¥ ST T s Dox ] T44: -

~> > v

B ox s X cs 4 oy LA x4y . 0 4441 Sensitive User

MemberOf | Diakin |  Envionment |  Sessions
Remote control | Terminal Services Profile ] COM+
General | Addiess Account | Profie | Telephones | Organization

User logon name:
|msad2-respondeﬂ I @testing2.0rg ;I
User logon name (pre-Windows 2000):
IMSADZ’\ Imsad2~responder1
Logon Hours... LogOnTo... I

= Accountislocked out

Account options:

I~ Account s trusted for delegation B
[ 7Accountis sensiive and cannot be delegated |

I~ Use DES encryption types for this account

™ Do not require Kerberos preauthentication =

. s E A T Al X sk S B S s IT X DX X ux "X

~ > ~ ~ ~ ~ ~ < = v o<

@ LSS fesd, ¥ g8 ] s L 4 X T XK K {8 xs 4s. ¥y |

~ N

sd4u2selff x s { ¢

EventID 4769 security log X | « s4u28elff _ x _ 4 X s S Lx "

A Kerberos service ticket was requesgfed

Y x *x_ 11 v 1 _ datcount informatiom ’service informatiort ~ _ «~

N

IA Kerberos service ticket was requested.

Account Information:

Account Name: serviceaS@SHENANIGANS.LABS
Account Domain: SHENANIGANS.LABS
Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}

Service Information:

Service Name: SERVICEAS

Service ID: SHENANIGANS\SERVICEAS
Network Information:

Client Address: =ffff:172.31.15.17

Client Port: 49752
Additional Information:

Ticket Options: 0x40800018

Ticket Encryption Type:  0x12

Failure Code: 0x0

Transited Services:

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
ource: Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
m Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer: DCl.sh igans.labs
OpCode: Info

More Information: Event Log Online Help

Kerberos Delegation 101
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s4u2proxy! x s { ¢
YeecurityLog™ EventlDn T ¢ ¢ | « s4u2proxyt | x _ A x s S x”
A Kerberos service ticket was requested

¥ 1x.” additionalinformation: 1 « . _ fransited service » _ « |

A Kerberos service ticket was requested.

[Account Information:

Account Name: serviceaS@SHENANIGANS.LABS

Account Domain: SHENANIGANS.LABS

Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}
Service Information:

Service Name: SERVICEBS

Service ID: SHENANIGANS\SERVICEBS
Network Information:

Client Address: #ffff:172.31.15.17

Client Port: 49753

Additional Information:

Ticket Options: 0x40820010

Ticket Encryption Type:  0x12

Eauk Lade L

Transited Services:
serviceaS@SHENANIGANS.LABS

This event is generated every time access is requested to a resource such as a computer or a
|Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
20 Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer. DCl.sh gans.labs
OpCode: Info
More Information:  Event nline Hel,

msDSAllowedToActOnBehalfOfOtherldentity ~ 4sx ™M ¥ s 4 €
EventiD5134 _ _ -+ _ "
A directory service object was modified
s | {1 msDSAllowedToActOnBehalfOfOtherldentity -
yoxopsho 4 qesx X 1Tsx Xx 1 x ¢ 1 {slibjectt objectrt x

tseu 1ldap display name | s« |

A

A directory service object was modified.

Subject:
Security ID: SHENANIGANS\SERVICEBS
Account Name: SERVICEBS
Account Domain: SHENANIGANS
Logon ID: Ox11AATF
Directory Service:

Name: shenanigans.labs
Type:  Active Directory Domain Services

Object:
DN: CN=SERVICEB,CN=Computers, DC=shenanigans,DC=labs
GUID:  CN=SERVICEB,CN=Computers DC=shenanigans,DC=labs
Class:  computer

lLDAP Display Name: msDS-AllowedToActOnBehalfOfOtherldentity ]

iy (OID) =5
Value:  Malformed Security Descriptor

Operation:
Type:  Value Added
Correlation ID:  {cbfa950¢c-8733-4cfa-2d39-9b8923ebb348)
Application Correlation ID: -

Log Name: Security

Source: Microsoft Windows security Logged: 1/23/2019 9:44:56 PM
m Task Category: Directory Service Changes

Level: Information Keywords: Audit Success

User: N/A Computer. DCl.sh gans.labs

OpCode: Info

More Information: Event Log Online Help
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LUk 4 ¥vixxg | 0 PrictNightmarex _ 40X <« X S HOE % T 4R L 7 IRk
Cohd X xS % % 4G, RRE X X w4 = - x4 4 x EvéntViewer
DN X CSPNEX T 4s W E X SIS s T wS T A4, 4 X ¥ AT £ ox, ]

L * CIFS _SPNr nTecsfgy K!1 <« x ., HOST* « s« 4%y 1 XSPM N TC P ~ 1+
BITTR x « x $4 , % x

Foxol A

i | Ddmain: * 1 *Defegation~ ~» « 7 4 4™ 8 ¥ «is4 g1 d e L8 X x4

1 12 xH o ss pX lsx 4pxdad {70 s S x T FAxicxdysyzs ]

Lo XS i L XA S X o XS 4 b o X\Z L X 11X S s ] 7 x

FA T e s Xs sy 4 b D A LE e x4

> v

https://shenaniganslabs.io/2019/01/28/Wagqirtbe-Dog.htm

Yowerviewd ¢ I Sgitre | X

A

https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerViewt.ps

. . " . . .
R TR SN . ©

https://www.guidepointsecurity.com/blog/delegatintike-a-bossabusingkerberosdelegationin-active-

directory/

YUnconstrained delegatiotprinter nightmaret _ * _ 4 | 4« 4 1 "ex4xyx.,

https://posts.specterops.io/huntindn-active-directory-unconstraineddelegationforeststrusts-
71f2b3368&1

Kerberog * « x 1 % ., X7 4 X o WX s

~ ~ ~

https://posts.specterops.io/kerberositkilled-the-domainan-offensivekerberosovervieweb04b140261

WISSFU S " X »u] «.8¥ 4 ¥XSLLE S IX {0l

https://docs.microsoft.com/erus/openspecs/windows_protocols/msfu/3bff58648135400ebdd9-
33b55204.d94

¥ XX ONTLML RFG L 8 7 % o] «o8Y L ¥xs X ix 4,4l
https://docs.microsoft.com/erus/openspecs/windows_protocols/msimp/b38c36ed28044868-a9ff-
8dd3182P8e4
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https://blog.sygnia.co/demystifying-the-print-nightmare-vulnerability
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
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Y s G Lo X ] o, P PSSSH L X qL X I1s{"s™ | x s

~ ~ o~ ~ A ~ ~ ~

L Lt XA w XA Jdverdr X A% Tpldieiles oo Xaa 0, 1

A BX X S HOMMUR | L A 4 b Ll s s Y T eess L
©, ¥xs

]

o

LERTES SR T T SRS I B U B T BN I B RS KO SN RS B I,

> ~ a ~ ~

1 He M ST xsosh 4F i ) s A Akl ;o 0 o decd "oy X L X7
®.L :sls.

> A~

PCI

1.0 v Soxlsx @ L% ] 4xx o fss,  xX|qs]p 41"

° ~ A~ ~ ~ a

I B I 2N P R RO B ¢ T AR i S PR STt e I B TR - oD 2 Sl B2 S SN B W D
eooosndl TP o x s BUSER 4 . XA X H I et Lo XKL AL X E ST

a

——————————————————————— | x s X - Yy x s €. . X |
[ Teru RAM i Host . v L Xl ot -t
[ address X o x{.” W s &, X 4] %s . X
| :mmainl-‘lL B s BHilos _oxdA1s 4 ]
————————— PE:;Q"S‘ CT oo Y ¥ AE L o A A X kST x WLy X
jm— === ridge |———————— 1 ~ ~ -~ " v
I | .
[ Bus[): r2d -~ TUBBY x o x X K% 1AL s X
' [ | |
| [Graphics PCl bus LAN | PCI (Peripheral. . ~ x \PCls+ ) *» x X &L T 0 A
| adapter bridge adapter | address
| I domain
| [ Bust | @©@omponent Interconnert
|
: SCSIHBA :
______________________ . |

[https://docs.oracle.com @ ~ X
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https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/

ontroller: Intel Corporation

Y oxss” Xy . oomS A X T XX IAG a0 U4 WA e X L T

Bus : Slot : Function

" ULRHUHEAR AL %38 { Slots | __BuSL ] 4@ . MBSOl XS s 7 X s
b Kod ¥ AL o A S Y R E A % 4 ) X Ule | Cfunctions. |
CNICE: A A T Feexs, X d Al e® X A4 A, X sl s s

~ v > ¥ v

®_ - s

S Xy g b

Y os 477xquxx | 4 PCitr 4~ % T4 % d 0%« 0L
PoXOYShepxx o qixx o oxooXsy,  ox{1%¥s{ 1% .4 o X mIRQ (Interrupt Request) 1
U Do X Py oxxsclxx X, x Foth Mod@)s L X D oes . X 4B 1T x
ISlinterrupts 4 s & isls. D Xx s s T L X005 o x g . k94 ]

L nterruptsit L F oL X, Ted 4 s v s S@ A AT X Ls X, xS T d T
s 410 xxy 2. x DMAT! « ¢

bx o ddi4s RAM™ x » 94 9@ X 4 "rlx « IDMA (Direct Memory Access)f
FoSd LR T xS, S A fsy 4 v 47 X 4 F IR TX 8 O pXx s X ox 1]
DxL D s fys A Ty XL Dox X, o gl o xIXe %] x|

® AT ANSTx . 146

PCI Configuration Space

B . X¥ . OPCPF A4 L Ard@ 7 b1545 4 « » XY AS P RKWPClST * 4] 1. “siud”

114X ILds |~ x f LK 4®9 .. x¥XX9f F 94 HpTC. ¥HX Hbst Bridge
Y 1« IOt

X " IPCE 4 1 45 4 « » XY 447« | + X GONFIG_ADDRESS - « ™1 . ¥QXCF8
YoosHg400x B J s Slaffsets S Ak Xwid T 447 x

~ ~

Bit 31 ‘ Bits 30-24 ‘ Bits 23-16 ‘ Bits 15-11 ‘ Bits 10-8 ‘ Bits 7-0

Enable Bit ‘ Reserved ‘Bus Number | Device Number | Function Number

Register Offset!
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XL H eSS xS e 4 x| OFseti® -

@A L S A HTTX R T R OBSU K. X YK R UAXTRES DX X

GOt S A OB SV T AT R PCR X Al X

CONFIG_DATA - 1s__

14y

>

16" yHo 414

X LAY K e $14 s

J><
ﬂs

SX ik {sflemidx g

x {1 4 ]: % x I CONFIG_ADDRESS . % J « @ONFIG_DAFA% - ™1 . MQXCFC
s X fig 1% « 1% X ipfaut © X | XCONFIG_ DARAL ~ ¥ 4 L « Y7Ll 4" [5 ysg. . "

1. . 0%8086! -

L

¥ 4. .,xXY K f ":|.X 4. "sx
kil 16 16 0
Device ID Vendor ID 00h
Status Command 04h
Class Code Revislon ID | 08h
ST | Fader | el |t oon
10h
14h
Base Address Registers 18h
1Ch
20h
24h
Cardbus CIS Pointer 28h
Subsystem ID Subsystem Vendor ID 2Ch
Expansion ROM Base Address 30h
Reserved 34h
Reserved 38h
Max_Lat Min_Gnt Ing—:ai:upt InLtic-,;]r;upt 3Ch

http://www -subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCl/pci_conf space.ptf

Figure 6-1: Type 00h Configuration Space Header

DXL T oI P e

D .

FA s T A s

¥ X $ 4 sss

SB 4 X% x XHA 4w 4 OXFFFF

dust 14 1~ slotgts |« X 5 |

v A~

@vendorlDf 1 U 4 ~ x _ DWORER : + -~ « @

OXFFFF v X s, ssix{
Lo%sq i) 3 159 | DevicelBt : ~« X | XL

DX 5 X ],

s X

8

Ssxid Jdnteld X AT®.w LIDR  ~r 17 4d 4 whVendor ID

ALt " 9P L 41 s £ A " {4 4 W fDevice ID ]

JisIs. o s 44 e sTEXL X
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http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCI/pci_conf_space.pdf
https://devicehunt.com/

= 1.1« ‘xxss”~>< ., 8 ,_><> 1ZL~xyALI x|-|x~1“x ~s>¢ KA Lo X - X 4 ¥ ., % §s

X

To X s v X sd % S S LH T XY X ] S X, f 4 RS X

> ~ ~

®

v S A > ~

1>j},g<:=,,‘Z1X&,,xs

DPDK- _ ’open sourc& ~@®@ -~ * @ K Sk 2 A AT A ks

~ v~ v ————

AL A AL 8l dsdrspacs 4SS A lss Jx oL s X Taxip X
s 4¥®s.« f..userspacH - - or 1o xys] {7 x ., X 4 lds  s"C s osd

L

"oy

x X, « B> uSerspacg _- 1 _ s A YXIL B, 1TRCIEd AL X 1H X TS

« ti® 1 _ T 9 hypervisord x I xio oy 4l SdD Y] kL

® s | X, « $ 9 p Yhypervisor &

LX X% W 4o ooy o B xw s ] 4 k¥ sy

<~ v =

Lor Yo o B4 I7siu$d1 . 2oss pox sy o 0 Wxi T,

¥ L ssIs. o« XN[O1t - x I oxproxyi | v~ *XTSepllv A

__attribute___ (( always_inline )
VOID INLINE __out (IN DWORDport , IN DWORDlata )

{
}

__attribute___ (( always_inline )
VOID INLINE __in (DWORDport , DWORD_PTRlata )

{

asm i (port ), (data ));

asm ( : (* data ): (‘port ));

(" is_in )

__out (port , data - >guestRegisters . rax );
if (port == OxCF8)

data - >currentCPU - >currentConfigAddress = config_address

DWORDN_data ;
__in (port , &n_data );
if (port == OXCFC)

if (data - >currentCPU - >currentConfigAddress . slotNumber

{
}

data - >guestRegisters . rax = in_data

in_data = Oxffff ;

}
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¥ xss s "X gy CDE {rA 3y GrdzNB x17 1 8¢ X 1 s

Offset Length Description
0 4 Table Signature ("MCFG")
4 4 Length of table (in bytes)
| 8 1 Revision (1)
| 9 1 Checksum (sum of all bytes in table & OxFF = 0)
| 10 6 OEM ID (same meaning as other ACPI tables) = ACPI Header
‘ 16 8 OEM table ID (manufacturer model ID)
| 24 4 OEM Revision (same meaning as other ACPI tables)
' 28 4 Creator ID (same meaning as other ACPI tables)
| 32 4 Creator Revision (same meaning as other ACPI tables)
| 36 8 Reserved -
‘ Configuration space base address allocation structures. Each structure uses the following format:
Offset Length Description
0 8 Base address of enhanced configuration mechanism
44 +(16*n) 16 8 2 PCI Segment Group Number
10 1 Start PCI bus number decoded by this host bridge
1" 1 End PCI bus number decoded by this host bridge
12 4 Reserved
https://wiki.osdev.org/PCl Y 6

1® ACPI Header x ¢ . & wffset! 0s ” * . 54 1§
EWSABGNIDSRy* T 1.1+« T
DTS _ X AdlA X8 ST X s X d Sl x Y. 1 4174.19
¥ 4 «Xsl Xs| o, Ix, s
®41 .. x ¥ K EFhqds X x nBase Address o
BUSt ~» * 1 x» X% Iss{ | » » {54! PCHETTPCI Segment Group Numbeo
w a5 K @ s XX v % 7, gegmenb Domainy | s . 1 ¥ s
@ax ] .1 1 Domain
o x0o, 1« , 9147 xBuss~-¢ inStart PCl bus o
dO&FF *x v 11 « _ 9 1 buss ¢ § .mEnd PCIl buso

beservedy 1 ‘n* o

—_
_
23
vl
P

S v s XY T K W s XLYXHE 8 K ] 55 | Base Address
¥ s x 47X 4

Base address + ((Bus - start bus) << 20 | Slot << 15 | Function << 12)
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X o 4§ Koy ox

Ll 1is . XXl QBEMUL L VM -~ S Fisx X { ¥ x s 1 4",

~ v

PCIE © | _ x4~ 5 1 544 x54 | P@l Express- (PCIBUS _ x _ S _ QEMU
x X L QEMUL s ¢ s x4 9 sloxo x TG brhachine q3BL Y s x4,

A a < v o~

Yosdloooe o T NEs, 4 LpSd T x4 a8 ¥ss (7]

typedef  struct {
UINT32 Signature;
UINT32 Length;
BYTE Revision;
BYTE Checksum;
BYTE Oemld[6];
UINT64 OemTableld;
UINT32 OemRevision;
UINT32 Creatorld;
UINT32 CreatorRevision;
} _ attribute__ ((packed)) ACPI_DESCRIPTION_HEADER;
typedef  struct {
UINT64 base address;
WORD pci_segment_group_number;
BYTE start_pci_bus;
BYTE end_pci_bus;
UINT32 reserved;
} __attribute__ ((packed)) BASE_ADDRESS_STRUCTURE;

typedef  struct {
ACPI_DESCRIPTION_HEADER header;
UINT64 reserved;
BASE_ADDRESS_STRUCTURE base[N];

} attribute_ ((packed)) ACPI_MCFG_HEADER;

S

L1 eSLp ATk 45 _tee 8 USIOMCRGI® - L X 1d X D eS .2 ]
Yioooslott i e T AT sS X LK s

ACPI_MCFG_HEADER mcfg = (ACPI_MCFG_HEADER)mcfgTable;
UINT64 address = mcfg - >base[0].base_address + (0 << 20) | (2 << 15) | (0 << 12));//00:02.0

Pl'lnt( W kkkkkkkkkkkkkkhkkk

Print  ("PCl domains %d \ n", (mycfg - >header.Length -
sizeof(ACPI_DESCRIPTION_HEADER))
| sizeof(BASE_ADDRESS_STRUCTURE));

Print  ("PCIl Base Address A n", mcfg - >base[0].base_address);
Print  ("PCI Start Bus Number \ n", mcfg - >base[0].start_pci_bus);
Print  ("PCl End Bus Numbe r \ n", mcfg - >base[0].end_pci_bus);
Print  ("Slot 2 Address: \ n", address);

Print  ("First Bytes: An", *(UINT32 *)address);

Prlnt( W kkkkkkkkkkkkkkkkk \ n");
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¥ xss. 1L Dutputrt X
R AR AR AR AR R R R A AN

PCI domains 1

PCI Base Address 00000000BOOOOOOO
PCI Start Bus Number 00

PCI End Bus Number FF

Slot 2 Address: 00000000B0O160000
First Bytes: 0000000010D38086

RAEARAAAAAEAERERE R RN AN

Pos v 2k $ X0 8 _ ~ 1 1.1 VendorIDs Devicellk @ <X 7 L Aiw 4 s 17

s X O owusq LTSI s{™x | Tsx L, X os Loxox % osxl,x X
sudo cat /proc/iomem
L x“ "oy

(24

dRCI Base Addrags” _ x 7

TX LA AEST {15 .4x, 4 X XX

o dAsse o isds, s 4] e s x 0 AwSEA SNIISRET x . 44 €8x 4
. X s=~x xs.|V“vs'|,, X Z\>€<~ R s{ B s, x ,,,,Jx.|¢§\~|_.|sm ¥ 1”7 )qu 8 X . J { ¢ x

R R IR o N P S I

A Tv o~

PCI
www.DigitalWhisper.co.il
on HAHH 1~ M9 ~ X { (¥




Basht ~ * 1 4 ~

s hox X s . IFfss|p % Tdd S ke lIs s J4 0 vpods xSy 1%
1 C A He o A TR T L 4 AT ST 8 e X Y] L X S s
D x X ElS X .5 DAY x Lo x ] X

QEMUL 4 1 14 L~ 1 X1 § ¥ edu GdS Redze ™ 1 174 4. %x.5* {4 g X 0 K™ ] . s
LA XX X L s T X TS @] T L x DX I DR s X s X
LY NS 4 X §ipdddxsingpxs

- device edu

A xds ) PTG T B Redxss T4 X0y X ] e 3. D S0 X L u XS X 8 s

~ ~

Pl xx x|

YX”X:X,*Y"S-IL:-I-I”\.”
PCI specs

PCI ID: 1234:11e8

PCI Region 0:

I/0 memory, 1 MB in size. Users are supposed to communicate with the card
through this memory.

T 1.7~ DévicelxVendorID Y x sk s« & | XX x o pox SDiE - o~ X T H Y ]

~ ~ ~

X E o xs O MIOOX LS 4 v s X Y XN e IXHESes Y ] X T 4T

s {1 . x Y. {x ¢ix . s Base Address RegistdBARE @ ~ ¢ x ¥ x < T sRE S x ] { O s
YBARO) ¢ o I s

Register | Offset | Bits 31-24 | Bits 23-16 Bits 15-8 Bits 7-0
0x0 0x0 Device ID Vendor ID
0x1 Ox4 Status Command
0x2 0x8 Class code | Subclass Prog IF Revision ID
0x3 O0xC BIST Header type | Latency Timer | Cache Line Size
0x4 0x10 |Base address #0 (BARO)
0x5 0x14 |Base address #1 (BAR1)
0x6 0x18 |Base address #2 (BAR2)
0x7 0x1C |Base address #3 (BAR3)
0x8 0x20 |Base address #4 (BAR4)
0x9 0x24 |Base address #5 (BARS)

ittps://wiki.osdev.org/PCI Y 8
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X T g E Y e L TS s X N B8 XX ] e xS xox ]

~

A TSI

BARGE + ¥ 18 9 . 0Xfea00000 * X = KX, kG {iux v s{ @ x 1 X x

00:03.0 Unclassified device [00ff]: Vi 234: 8 (rev 10)
ed Hat, Inc. C CE :
er, f
10000

accC

oS XX XxaIxsx oy JEMAR L AP | X I XL 3. DS X LG de ) ST ]

~ > v ~ o~

FA ™ T X X x o X XD Y s T X X s XS sy T ]

S, XIS SHL L ST Ty, BSOS T X L1 WL xSt fid ks, Y s

YA0D X L X0 XX D F X TN L s g L 9 L X

Ox80 (RW) : DMA source address
Where to perform the DMA from.

Ox88 (RW) : DMA destination address
Where to perform the DMA to.

DMA transfer count

The size of the area to perform the DMA on.

0x98 (RW) : DMA command register, bitwise OR
@x01 -- start transfer

0x02 -- direction (@: from RAM to EDU, 1: from EDU to RAM)

Ox04 -- raise interrupt ©x100 after finishing the DMA

X TS X 1 IS 1@« 0x400000 X X e HSXT4 L 4Y$ X X { I DMAR T X Ty 7
scriptt _ _ X S 4 %4 X110 & 4 4T S L MO T L X X T X L RS g .

~w

~

¥ o X¥ssp x o ooso ¥ pashe
ORI R T AR e | I PR LS i 1/
Pl o DX DSBSt g s s it s 4 X I POx X Lok ) $ )L T - @

® "X _x%s{]s]

PCI
www.DigitalWhisper.co.il
O H HAHH 1~ M9 ~ X { (¥




Technologic

busybox- ~ « 1o ] X Hashts © « "4 @S T4 MF Lox 9% o x DS
@ T xs sl Fidry x|
YOF oo s
#!/bin/bash

ADDR:0xfea00000
DMA_ADDRDx9fb00
sudo busybox devmem $((DMA_ADDR)) 32 Oxffffffff

sudo busybox devmem $((ADDR + 0x80)) 32 $((DMA_ADDRY))
sudo busybox devmem $((ADDR + 0x88)) 32 0x40000

sudo busybox devmem $((ADDR + 0x90) )324

sudo busybox devmem $((ADDR + 0x98)) 321

sleep 2

sudo busybox devmem $((ADDR + 0x80)) 32 0x40000

sudo busybox devmem $((ADDR + 0x88) ) 32 $((DMA_ADDR + 0x4))
sudo busybox devmem $((ADDR + 0x90)) 324

sudo busybox devmem $((ADDR + 0x98)) 323

sleep 2

sudo busybox devmem $((ADDR + 0x4))

N2 IRSE R I RS N
M™% -k ¥OX D UQ 1S ¢ X R ¥, PHGUS ™ Y, K EnX X8 i us | Isy " sgf
DX XS X fooX
R I I i SR | R TN A VA B
LYy lhss X F ] oo FoXqusd | " ¥ kA B {48, % sl XX gsleepr 1, ®”

G X9 Sisl . X J¥SHF . X ss TS | 0x98 X x XX o |s

@O~ T A FS0RL 1 AR X X e § . s RIS 4D @

® ., X psxsq gleep* x X P

DA LddsL s B X D F x i Lxise 4 Ix" Xp

LS T v denxsdt o A 37 1 X T2 basht » X 43 U1 T 0 HsSIC A
® FH I DMAT X "o L~ X L U s 0 s

v~ ~
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M B+ . K Command Register _ ¥ ! 1 H6 T I XPCK * 4 105 1 « » X ¥l P x>

Command Register

Here is the layout of the Command register:

Bits 11-
' :5 Bit 10 ‘ Bit 9 Bit 8 Bit 7 Bit 6 Bit 5 Bit4 ‘ Bit 3 Bit 2 Bit 1 Bit 0
Fast Back- Vi M Wit
Interrupt ast Bag SERR# Parity Error e ’ e Special |Bus Memory | I/O
Reserved | to-Back Reserved Palette and Invalidate
Disable Enable Response Cycles | Master |Space Space
Enable Snoop Enable

bittps://wiki.osdev.org/PCI Y 6

~ o s x |Bul§ Mastely: ~ -~ <" X H4$ U _ Bit2

>

LT IDMA, K e

a

T4 o 4t g x5 ust IsT4%0 L, x ¥X ] L7 s0Spsy lisea 4 L L siox XS xqn oy 7 s

L T I BT 222 S I L P R Sl B NPT B BN PN SRS S B

® | XOIXEX L M S . XY "

~ a

IOMMU

x «nput-Output Memory ManagementUnitte « X PCi¢ 1 * {rlo-x ¢ ¥X x o 18 x 1y s
IGMMU: x X494 v o X

YA % iws 1t P S0 XM T xseslAfsp 44 4> T i de o 1 F 5]

> v o ~vo A~

1, pstw . s 0o x g dese 7 o X o driverit X o 4 XX 4 IS4 dn

a <«

XX fa ATl T oS Ly X . X TR N ]S

P {s XX ~<,,“sx=2 i Is | 11X x DA R X g TS v XssX

Ly O xe x> qlLs s s seiy Al R e xR O Ko@) X XS

EPT 4 1 0, X4« xsth kssx PHr _ %  *41lL4x ., sx { x X x 1 |s
1 . {18 x {84 Lo, 4 41,8 X

A~

XXX e s v sl Y X s T x B X s
Main Memory ®S 47 i 4f
r Physical addresses 4 o . x -
Ao %Il x sy o JOMMUR X 4 I3l X
o IOMMU | MMU e DX {OX]% xS [RY] | . S X XS] [ 14X L~

POFXT X X LA XT Xy LI x

~

Pagingt * X " ¥ 1 X b *

A : :
Device [addresses : Virtual Taddresses§

Device CPU

1 -
S R R P P
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l<= X " YSH‘_ V”-IS”'I .

@agingt = x ” ¥ " JOMMUE 1 @ " f {

¥oooXss, xIOXR X " N S 4w KA xHES s . 4| . 79 s vxPaging

v o~ v o~ v oo~

Virtual Address

Level 1 Level 2 Level 3 offset

1

PTBER o Frame offset

Physical Address

ETE

PTE

PTE

3 Level paging system

[https://www.geeksforgeeks.org/multilevgbagingin-operatingsystem Y ]
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v isx RS To L SRR A0 S FANE I A N K R R SO PR UL S S SR |

v o~

®12GB X 4 X" I dpobM B3%bitd -~ X 4SS L _ {1 KX s ] s

~ ~

Table 5. Second-level Paging Structures
. Physical Bits
Paging Entry : -
Structure Name Asigﬂ‘éfjr:f Sellsﬁﬁ;ng Page Mapping
Context-entry (or | 47:39 N/A

Second-level

PML4 table SL-PML4E | Extended-

Context-entry)

Second-level SL-PDPE SL-PML4E! 38:30 1-GByte page (if Page Size (PS) field is Set)
Page-directory-
pointer table

Second-level SL-PDE SL-PDPE 29:21 2-MByte page (if Page-Size (PS) field is Set)
Page directory
Second-level SL-PTE SL-PDE 20:12 4-KByte page

Page table

1. For implementations supporting only 3-level paging structures for second-level translation, there is no SL-PML4E,
and the physical address to locate the SL-PDPE is provided by the context-entry (or extended-context-entry).

[https://www.intel.com/ Y 8

M b v s POl A p A4 4 x s 9 DTy L IOMMIUE

Dev=31:Func=7 »
—>

Y

Second-Level Pagc Table
Structures for Domain A

Dev=0:Func=0

Y

Bus = 255 Context Table for

Bus N
Bus =N
Dev=31:Func=7
Bus=0 —
Root Tabl
oot Table >
~ Dev=0:Func=0
Context Table for E—
Bus 0 Second-Level Page Table

Structures for Domain B

Figure 3-7. Device to Domain Mapping Structures in Legacy Mode

[https://www.intel.com/ Y 6
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®4" XKy
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Y SQEMUITA © | X P @ s T x 8y xs .

- machine @g35,accel =kvm,kernel -irgchip =split - device intel

iommu,intremap =on

PSP ® XIOMMUS » « F w85 d w4 4% T4 47 4 asXsliseg 415+ ]

~
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typedef  struct {
WORD  Type;

WORD  Length ;
} __ attribute__ ((packed)) ACPI_DMAR_STRUCTURE_HEADER;

X7 X Y o A Lengt  res A T Typed pop S AT RSy s X s
AMMIOL » % Ol _ « xs 4 v » x Y {1 4% x X@ADRHD _ 1« 4 4% x+

Y SDRHBE X " is¥« = x .93 84sx w4 ¢y ). s

~

dx .9 T5sxT 1%
Do, ¥ 105 4« .~ x ¥ 4 Cdpabilities
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UINT64 endOfDmar ;
ACPI_DMAR_STRUCTURE_HEADERmarHeader ;
UINT64 discoveredUnitCount ;

discoveredUnitCount 0;
endOfDmar = (UINT64) DmarTable + DmarTable - >Header . Length ;
dmarHeader ( ACPI_DMAR_STRUCTURE_HEAD#HRDmarTable + 1);

(( UINT64) dmarHeader

Walll=

{

< endOfDmar)

if (dmarHeader - >Type == ACPI_DMAR_TYPE_DRHD

if
{

( discoveredUnitCount < MaxDmarUnitCount )

ACPI_DMAR_DRHD_HEADERImarUnit ;

dmarUnit ( ACPI_DMAR_DRHD_HEADERImarHeader ;
DmarUnits [ discoveredUnitCount ]. Regi sterBaseVa
DmarUnits [ discoveredUnitCount ]. Capability . Uint64
*( UINT64*)( DmarUnits [ discoveredUnitCount ]. RegisterBaseVa
DmarUnits [ discoveredUnitCount ]. ExtendedCapability . Uint64
*( UINT64*)( DmarUnits [ discoveredUnitCount ]. RegisterBaseVa

discoveredUnitCount ++;

(

dmarHeader

ACP|_DMAR_STRUCTURE_HEADER
(( UINT64) dmarHeader + dmarHeader - >Length );

X
N

Lol 87 %

~

S\ B” LX -l "IS-I

vo

I x ) SX "X . o xI]x"s Al

39-1 . XIoxX x ]I RAOMMUR 1 o YABDitd » Xio XX X\ F{s

capabilitiest : ~ ¢ TR 7 W " x€X x { I, 08§ {4 XD

¥ & Xxss I_s~” x J—® X

ND 3;
AFL: 1;
RWBF1;
PLMR 1;
PHMR1;
CM 1;

SAGAWS5;
Rsvd_13: 3;

MGAWG;
ZLR: 1;
Rsvd 23:1;

FRQ 10;
SLLPS: 4;
Rsvd 38: 1;
PSI: 1;

NFR 8;
MAMVYG6;

DWD1;
DRD 1,
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BYTE FL1GP: 1;
BYTE Rsvd 57 : 2;

BYTE PI 11
BYTE Rsvd_60 : 4;
} Bits ;
UINT64 uint64 ;
} _ attribute_ (( packed)) VTD_CAP_REG

BAGAW .~ « flagit 4 ~od4s: | s4>X{ 1 X s x

Bits Access Default Field Description

This 5-bit field indicates the supported adjusted
guest address widths (which in turn represents
the levels of page-table walks for the 4KB base
page size) supported by the hardware
implementation.

A value of 1 in any of these bits indicates the
corresponding adjusted guest address width is
supported. The adjusted guest address widths

SAGAW: Supported corresponding to various bit pasitions within this

12:8 RO X Adjusted Guest f'eld;rE: 4
Address Widths * 0: Reserve

e 1: 39-bit AGAW (3-level page-table)
: 48-bit AGAW (4-level page-table)
: Reserved
: Reserved

B wN

Software must ensure that the adjusted guest
address width used to set up the page tables is
one of the supported guest address widths
reported in this field.

if  (( DmarUnits [i]. Capability .Bits . SAGAW& (1 << 1))

Print ( , i, DmarUnits [i]. Capability .Bits . SAGAW
Print (

I

DmarUnits [i]. Capability . Uint64 );
return ~ STATUS_FAILURE

Y s ¥ 4 s x T2MBL L xevX v S P xx { ]

This field indicates the large page sizes
supported by hardware.

A value of 1 in any of these bits indicates the
corresponding large-page size is supported. The
large-page sizes corresponding to various bit
positions within this field are:

SLLPS: Second Level e 0: 21-bit offset to page frame (2MB)
Large Page Support e 1: 30-bit offset to page frame (1GB)
e 2: Reserved
e 3: Reserved

37:34 RO X

Hardware implementations supporting a specific
large-page size must support all smaller large-
page sizes. i.e., only valid values for this field
are 0000b, 0001b, 0011b.
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if (( DmarUnits [i]. Capability .Bits .SLLPS & (1 << 0))

Print (
return  STATUS_FAILURE

17 @se L XSy $x ]

typedef {

{
UINT32 Present : 1;
UINT32 Reserved 1 :11;
UINT64 ContextTablePointer
UINT64 Reserved 64 ;
Bits ;

{
UINT64 Uint64Lo ;
UINT64 Uint64Hi ;
Uintl28 ;
__attribute__ (( packed)) VTD_ROOT_ENTRY

typedef {

{
UINT32 Present : 1;
UINT32 FaultProcessingDisable 11
UINT32 TranslationType D 2;
UINT32 Reserved 4 :8;
UINT64 SecondLevelPageTranslationPointer
UINT32 AddressWidth : 3;
UINT32 Ignored 67 :4;
UINT32 Reserved 71 :1;
UINT32 Domainldentifier 1 16;
UINT32 Reserved 88 : 8;
UINT32 Reserved 96 : 32;
Bits ;

{
UINT64 Uint64lLo ;
UINT64 Uint64Hi ;
Uintl28 ;
__attribute__ (( packed)) VTD_CONTEXT _ENTRY

typedef {

{

UINT32 Read: 1;
UINT32 Write : 1;
UINT32 Execute : 1;
UINT32 ExtendedMemoryType : 3;
UINT32 IgnorePAT : 1;
UINT32 PageSize : 1;
UINT32 Ignored_8 : 3;
UINT32 Snoop: 1;
UINT64 Address : 40;
UINT32 Ignored 52 : 10;
UINT32 TransientMapping : 1;
UINT32 Ignored_63 :1;

} Bits ;

UINT64 Uinté4 ;

} _ attribute (( packed)) VTD_SECOND_LEVEL_PAGING_ENTRY

typedef _DMAR_TRANSLATIONS

VTD_ROOT_ENTRYRootTable [ 256];

PCI
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VTD_CONTEXT_ENTRContextTable [ 256];

VTD_SECOND_LEVEL _PAGING_ENTRMpe[ 512];

VTD_SECOND_LEVEL_PAGING_ENTRXle[ 512][ 512];
} _ attribute_ (( packed )) DMAR_TRANSLATIONS

(DMAR_TRANSLATIONS Translations

VTD_ROOT_ENTRYefaultRootValue ;
VTD _CONTEXT ENTR¥efaultContextValue
VTD_SECOND_LEVEL_PAGING_ENTRYode;
VTD_SECOND_LEVEL_PAGING_ENTRYd:;
UINT64 pmldindex ;

UINT64 destinationPa ;

ASSERT(( UINT64) Translations % PAGE_SIZE) == 0);

defaultRootValue . Uint128 . Uint64Hi = defaultRootValue . Uint128 . Uint64Lo
defaultRootValue . Bits . ContextTablePointer = (UINT64) Translations - >ContextTable
defaultRootValue . Bits . Present = TRUE
for (UINT64 bus = 0; bus < 256; bus++)

{
}

defaultContextValue . Uintl28 . Uinté4Hi = defaultContextValue . Uint128 . Uint64Lo
defaultContextValue . Bits . Domainldentifier = i

defaultContextValue . Bits . AddressWidth = 1;

defaultContextValue . Bits . SecondLevelPageTranslationPointer = (UINT64) Translations ->pdpe >> 12;
defaultContextValue . Bits . Present = TRUE

for (UINT64 i = 0; i < 256; i++)

{

Translations - >RootTable [bus] = defaultRootValue

Translations - >ContextTable [i] = defaultContextValue
destinationPa = 0

for (UINT64 pdptindex = 0; pdptindex < 512; pdptindex ++)
{
pde = Translations - >pde[ pdptindex [;
Translations - >pdpe|[ pdptindex ]. Uinté4 = (UINT64) pde;
Translations - >pdpe|[ pdptindex ]. Bits . Read = TRUE
Translations - >pdpe|[ pdptindex ]. Bits . Write = TRUE

for (UINT64 pdindex = 0; pdindex < 512; pdindex ++)

{
pde[ pdindex ]. Uint64 = destinationPa

pde[ pdindex ]. Bits . Read = TRUE
pde[ pdindex ]. Bits . Write = TRUE
pde[ pdindex ]. Bits . PageSize = TRUE

if  (( destinationPa <= 0x9fb00 ) && (( destinationPa + LARGE_PAGE_SIZE >= 0x9fb00 ))
pde[ pdindex ]. Bits . Read = FALSE

destinationPa += LARGE_PAGE_SIZE
}

}
return  STATUS_SUCCESS
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0x20
0x18

(1<<30)
(1<<31)
(1 <<31)

“VTD_ROOT_TABLE_ADDRESS_REGISTER

UINT64 Reserved_1 : 10;
UINT64 TranslationTableMode
UINT64 RootTable : 52;

} Bits ;

UINT64 AsUInt64 ;

} VTD_ROOT TABLE_ADDRESS REGISTER

VTD_ROOT_TABLE_ADDRESS_REGISTEBotTableAddressReg  ;
rootTableAddressReg . AsUInt64 = O0;
rootTableAddressReg . Bits . RootTable = (UINT64) Translations ->RootTable >> 12;

*( UINT64*)( dmarUnits [ 0]. RegisterBaseVa + R_RTADDR_REG = rootTableAddressReg . AsUInt64 ;
*( UINT32*)( dmarUnits [ 0]. RegisterBaseVa + R_GCMD_RBEG= B_GMCD_REG_SRTP

for (; (*( UINT32*)( dmarUnits [0]. RegisterBaseVa + R_GSTS REL & B_GSTS_REG_RTBS == 0;)
{
}

LT 3 $ 4 170X~ 4 O, ¥ Xfoxsix " Jisx o [ fss s %7 4]

~ A

Gtatugt L 1 « ~ ooy Xs "X s x  xsxpsx S 47 7] o Yo
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Bits Access Default Field Description

Software sets this field to set/update the root-table
pointer used by hardware. The root-table pointer is
specified through the Root Table Address
(RTADDR_REG) register.

Hardware reports the status of the 'Set Root Table
Pointer’ operation through the RTPS field in the
Global Status register.

The "Set Root Table Pointer’ operation must be
performed before enabling or re-enabling (after
disabling) DMA remapping through the TE field.

After a 'Set Root Table Pointer’ operation, software
SRTP: Set Root must globally invalidate the context-cache and then
Table Pointer globally invalidate the IOTLB. This is required to
ensure hardware uses only the remapping
structures referenced by the new root-table pointer,
and not stale cached entries.

30 wo 0

While DMA remapping is active, software may
update the root table pointer through this field.
However, to ensure valid in-flight DMA requests are
deterministically remapped, software must ensure
that the structures referenced by the new root table
pointer are programmed to provide the same
remapping results as the structures referenced by
the previous root-table pointer.

Clearing this bit has no effect. The value returned on
a read of this field is undefined.

[https://www.intel.com/ Y 6

bQ L L xS IAE L e H e L X, ¥ S X 1 X (cBchat C o~ " oL a1 L

Y oo™xx]m v i 4s b x w8 Lo x o x

*( UINT32*)( dmarUnits [ 0]. RegisterBaseVa + R_GCMD_RBG= B GMCD_REG TE
for (; (*( UINT32*)( dmarUnits [0]. RegisterBaseVa + R_GSTS_REP & B_GSTS_REG_TE ==
0;)

«ix - 1Segmentg L L+, T4 A0 B DRHE - X T x 7 ¥ Ix s sH sx

d x| 4 74 {xs> L stZ X
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qemu-system-x86_64: vtd_iova_to_slpte: detected slpte permission error (iova=0x9fbeo, level=0x2, slpte=0x82, write=0)
qemu-system-x86_64: Interrupt Mask set, irq is not generated

qemu-system-x86_64: vtd_iommu_translate: detected translation failure (dev=00:03:00, iova=0x9fb6o)
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https://docs.oracle.com/cd/E196881/806-5222/hwovE22K

https://wiki.gemu.org/Features/Q35

https://github.com/gemu/gemu/blob/master/docs/specs/edu.txt

https://github.com/tandasat/HellolommuPkg

https://lettieri.iet.unipi.it/virtualization/vt-directed-io-spec.pdf

https://projectacrn.github.id2.1/developerguides/hld/hwdewpassthrough.html

https://www.geeksforgeeks.org/multilevagbagingin-operatingsystenk

https://wiki.osdev.org

https://docs.kernel.org/PCl/pci.html

https://standa-note.blogspot.com/2020/05/intoductory-study-of-iommu-vt-d-and.html

https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124NativeHyperVisoer.pdf
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CVSS SCORE METRICS

A CVSS score is composed of three sets of metrics (Base, Temporal, Environmental),
each of which have an underlying scoring component.

TEMPORAL ENVIRONMENTAL
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for (int i = exp.length() - 1; i >= 0; i--)

return MongomeryPFroduct(l, x_, n, k, r);

void nFrime(uinté4 t n)
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def write(data):
while not arduino.writable():
pass
arduino.write(data.encode())

def read():
while not arduino.readable():
pass
data = ""
while data == "":
data = arduino.readline().decode()
return data

reads 4 « X XA L X TOF L £ S 4 X 4 000D writes 4 XTI LT AT

Dx s, S s
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3839256683
548447537

with open('timeData.txt', 'w') as f1:

fl.writelines("N,E\n")
fl.writelines(str(n) + "," + str(e) + "\n")
fl.writelines("message,signature,duration\n")
for i in range(l, 9000):
m = random.randrange(1l, n)
t1 = datetime.now()
write(longToBytes(int(m)))
c2 = stringToInt(read())
t2 = int((datetime.now() - t1).total_seconds() = 1000000)
fl.writelines(str(m) + "," + str(c2) + "," + str(t2) + "\n")

TO0 X OXS K D L AT . X ] Sk 4L e L X XS KX % LT ]

°

1@

> ~

XL L X X P g T F D 0 R g s x

>

N,E

3839256683,548447537
message,signature,duration
1825426693, 481823779 ,2280893
2110686704,3072422398, 2497166
1334428208,1599528745, 2093178
1265195384,2942524450, 2186568
2409436678,1375084233, 2093802
401252935,2464631800,2186973
1695206886,2565208005, 2690551
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dimeData.txt
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def rsa_sim(m, d, n, k, r, 3):
win
This function simulate a encrypt/decrypt message m by rsa protocol
:param m: The message we want to encrypt/decrypt
:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param j: The bit we want to test if we have reduce or not
:return: The encrypt/decrypt of message m and True/False if we have reduce or not

wnn

m_=m=r) %n

x_=(1*r)%n

new_d = d[:3j]
new_d += "1’
red = False
for i in range(®, len(new_d)):

X_, _ = MontgomeryProduct(x_, x_, n, k, r)

if new_d[i] == '1':

x_, red = MontgomeryProduct(m_, x_, n, k, r)

X, _ = MontgomeryProduct(x_, 1, n, k, r)

return x, red

S I LS, X
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def split_messages(d, n, k, r, bit, datalList):

"

This function split the messages to two groups. reduce in bit(bit) or not

:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param bit: The bit we want to test if we have reduce or not
:param datalist: The messages
:return: two groups. reduce in bit(bit) or not
red = []
nored = []
for m in datalist:
c, bucket = rsa_sim(m[@], d, n, k, r, bit)
if bucket:
red.append(m)
else:
nored.append(m)
return red, nored

mains 1« o« 1S® X 18 % o X XT IR XE XX ST{s. (¥ A sesXssq 7 X
Lq; x'|)2><> g Sv X " Y X L S X xsAI,_1 -, X
139 def RSATimingAttack(n, data, ratio):
140 e
141 This function analysis the time that took to encrypt the messages and find the private key
142 :param n: The modulo
143 :param data: the messages with the time
144 :param ratio: the delta
145 e
146 (r, k) = nPrime(n)
147 private_key = '1"'
148 bit = 1
149 finished = False
158 while not finished and bit < 32:
151 (red, nored) = split_messages(private_key, n, k, r, bit, data)
152 red_avg = calcAvg([m[2] for m in red])
153 nored_avg = calcAvg([m[2] for m in nored])
154 print("Difference of averages:", abs(red_avg - nored_avg))
155
156 if abs(red_avg - nored_avg) > ratio:
157 private_key += '1"'
158 print("The next bit is probably 1.")
159 else:
160 private_key += '0"'
161 print("The next bit is probably 8.")
162 print("The private key until now is: ", private_key)
163 print()
164
165 if testKey(data, private_key, n, k, r):
166 print("We did it! The private key is: \t", private_key)
167 finished = True
168
169 bit += 1
170
171 if not finished:
172 print("can't find the private key...")
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>

SN [

1 N,E

2 3839256683,548447537

3 message,signature,duration

4 1825426693, 481823779,2280893

5 2110686704,3072422398,2497166
6 1334428208,1599528745,2093178
7 1265195384,2942524450,2186568
8 2409436678,1375084233,2093802
: 401252935, 2464631800,2186973
10 1695206886,2565208005, 2690551
11 2933055133, 329494375,2593669

Pl o 45 8F 4. i sty X s 44Tt dA Y . sy )6

A ~ > vo

. XX % . sHux |
L L O

The first hit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11

Difference of averages: 173582.780728376%94
The next bit is probably 1.
The private key until now is: 111

Difference of averages: 137093.0452079922
The next bit is probably 0.
The private key until now is: 1110

Difference of averages: 206346.6489106221
The next bit is probably 1.
The private key until now is: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001

Y” Lsxv7}‘ x ”
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~ ~ a
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@ xfs4 TS| rao-, T 103 46 S e xds 4 T ] .
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We did it! The private key is: 11100100110101001000010001010001
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can't find the private key...
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The first bit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11

Difference of averages: 173582.78072837694
The next bit is probably 1.
The private key until now is: 111

Difference of averages: 137093.0452079922
The next bit is probably 1.
The private key until now is: 1111

Difference of averages: 147840.38634238113
The next bit is probably 1.
The private key until now is: 11111

Difference of averages: 133634.03459492
The next bit is probably 1.
The private key until now is: 111111

Difference of averages: 141838.72920653317
The next bit is probably 1.
The private key until now is: 1111111

Difference of averages: 127732.18294484867
The next bit is probably 1.
The private key until now is: 11111111

Difference of averages: 130305.78003233159
The next bit is probably 1.
The private key until now is: 111111111

Difference of averages: 137619.8641706151
The next bit is probably 1.
The private key until now is: 1111111111

Difference of averages: 139925.38081441494
The next bit is probably 1.
The private key until now is: 11111111111

Difference of averages: 144675.34778241627
The next bit is probably 1.
The private key until now is: 111111111111

Difference of averages: 145315.7908712808127
The next bit is probably 1.
The private key until now is: 1111111111111

Difference of averages: 137270.6971478518
The next bit is probably 1.
The private key until now is: 11111111111111

Difference of averages: 136953.3723948421
The next bit is probably 1.
The private key until now is: 111111111111111

Difference of averages: 140107.39883236773
The next bit is probably 1.
The private key until now is: 1111111111111111

Difference of averages: 131728.17272%960348
The next bit is probably 1.
The private key until now is: 11111111111111111

Difference of averages: 140500.97501439275
The next bit is probably 1.
The private key until now is: 111111111111111111

Difference of averages: 135371.55694211507
The next bit is probably 1.
The private key until now is: 1111111111111111111

~

®s XS *  fgatiod » LT

Difference of averages: 142729.97881431598
The next bit is probably 1.
The private key until now is: 11111111111111111111

Difference of averages: 132948.27755187592
The next bit is probably 1.
The private key until now is: 111111111111111111111

Difference of averages: 134367.15433216142
The next bit is probably 1.
The private key until now is: 1111111111111111111111

Difference of averages: 145426.18276158022
The next bit is probably 1.
The private key until now is: 11111111111111111111111

Difference of averages: 131342.06003474537
The next bit is probably 1.
The private key until now is: 111111111111111111111111

Difference of averages: 136155.43027170328
The next bit is probably 1.
The private key until now is: 1111111111111111111111111

Difference of averages: 130312.2138843555
The next bit is probably 1.
The private key until now is: 11111111111111111111111111

Difference of averages: 132867.655478%966%9
The next bit is probably 1.
The private key until now dis: 111111111111111111111111111

Difference of averages: 126829.95983718289
The next bit is probably 1.
The private key until now is: 1111111111111111111111111111

Difference of averages: 138589.06965380115
The next bit is probably 1.
The private key until now is: 11111111111111111111111111111

Difference of averages: 147822.24046116136
The next bit is probably 1.
The private key until now is: 111111111111111111111111111111

Difference of averages: 135589.444690011628
The next bit is probably 1.
The private key until now is: 1111111111111111111111111111111

Difference of averages: 122560.57186330017
The next bit is probably 1.
The private key until now is: 11111111111111111111111111111111

can't find the private kev... |
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def main():
difference = 140000
RSATimingAttack() * if not finished

findTheKey
TITETTEAT WAL 13 plubawLy w.

The private key until now is: 11100100110110100000101100000010

can't find the private key...

P47 LR TR 24115 g s o xisusmatiod o fSel X L L XL X
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def main():
[difference = 150000 |
RSATimingAttack()

findTheKey
The private key until now 1s: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001
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https://www.linkedin.com/in/avifeder/
mailto:Avifeder99@gmail.com

Technologic

https://www.digitalwhisper.co.il/files/Zinedx4F/DW7 9-2-SideChannel.pdf

https://github.com/avifeder/SideChannelAttack/tree/main/Part3

https://en.wikipedia.org/wiki/Modular arithmetic

https://en.wikipedia.org/wiki/Montgomery modular multiplication

https://en.wikipedia.org/wiki/Exponentiation by squaring

https://en.wikipedia.org/wiki/Modular exponentiation

https://pyserial.readthedocs.io/en/latest/pyserial.html

https://www.cs.sjsu.edu/faculty/stamp/students/article.html

http://www.mat.ucm.es/congresos/mweek/X1l Modelling Week/Informes/Remopdf

https://slideplayer.com/slide497653%

https://en.wikipedia.org/wiki/Sidechannel attack
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https://www.digitalwhisper.co.il/files/Zines/0x4F/DW79-2-SideChannel.pdf
https://github.com/avifeder/SideChannelAttack/tree/main/Part3
https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
https://en.wikipedia.org/wiki/Exponentiation_by_squaring
https://en.wikipedia.org/wiki/Modular_exponentiation
https://pyserial.readthedocs.io/en/latest/pyserial.html
https://www.cs.sjsu.edu/faculty/stamp/students/article.html
http://www.mat.ucm.es/congresos/mweek/XII_Modelling_Week/Informes/Report5.pdf
https://slideplayer.com/slide/4976535/
https://en.wikipedia.org/wiki/Side-channel_attack
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YT ARMY of Ukraihg

Mykhailo Fedorov &

We are creating an IT army. We need digital talents. All operational tasks
will be given here: . There will be tasks for everyone.
We continue to fight on the cyber front. The first task is on the channel for

cyber specialists.

4 itarmyofurraine
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IT ARMY of Ukraine

Top priorities:

- Glonass the satellite map

- Byelorussian railway

- Russian telecoms (MTS, Beeline etc)

- National Bank of Russia

- ATM processors (Sberbank, VTB, Gasprombank)
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