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˸ˣ˦˧˷ ˪ˣ˴˧ˮˢ ˸ˣˮˣ˷ˢ ˸ˣ˩˪ˣˢ ˸ˣ˥˸˲˸ˬˣ ˟˴˵˟ ˶˶˥˯ˬΦ ˣˬ˩ ˭˩ Σˠ˧˴˞ ˶˲˯ˬ ˸ˣ˲˵˸ˬ ˞˷ˣˮ˟ ˧˶˵ˬˣ ˢ˴˵ 

˫˧ˮ˧˧ˮ˰ˬ Φ 

˧ˮ˞ ˸˶˟ˡˬ ˭˟ˣˬ˩ ˪˰ Kerberos Delegation Φ 

 ,˸˧˷˞˶˷˥ ˧˪ ˟ˣ˭˧˧˴˪ ˩˷˪˪ ˰ˡ˧ˬˢ ˶ˬ˞ˬ˟ ˥ˣ˵˪ ˶˲˯ˬˬ ˫˧˶ˬ˞ˬ ˧˶˶ˣ˰ˬ ˢ˞˶˷ˢ Σ˭˟ˣˬ˩˷ ˱˶˴˞ ˫ˢ˧˪˞ 

˶ˣ˷˧˵ ˱ˣ˯˟ Φ˸˶˦ˬ ˶ˬ˞ˬˢ ˞˧ˢ ˶ˣˤ˰˪ Ϧ˯ˮ˩˧ˢ˪ ˫˧ˮ˧˧ˮ˰˪ Ϧ˞˷ˣˮ˟ ˪˩ ˨˩ ˨˟ˣ˯ˬ ˞˪ˬˣ ˰ˡ˧ˬ˟ Σ˨˩ ˶˥˞˪˷ 

ˢ˞˧˶˵ˢ ˪˩ˣ˧ ˞˶ˣ˵ˢ ˸ˣˮ˲˪ ˫˧˶ˬ˞ˬ˪ ˫˧˧˶ˣ˵ˬˢ ˭˧˟ˢ˪ˣ ˫˸ˣ˞ ˟ ˶˸˧˸ˣ˪˵Φ 

ˣˬ˩ ˭˩ Σ˷ˬ˸˷˞ ˢ˟˶ˢ ˢ˪˧ˬ˟ Ϧˢ˧˴ˠ˪ˡ ΣϦ˧˩ ˶ˣ˟˰˪ ˪˩ ˫˰˲ ˸˧˪ˠˮ˞˪ ˟ˣ˸˩˪ˣ Delegation ˢˤ ˞˪ ˧˪˞˧˶ Σ

ˢ˵˧ˡ˟ˬˣ ˟-Google Translate Σˢ˲ˣ˪˥ˢ ˸˧˶˟˰ˢ ˞˧ˢ ˸ˣ˥˲ ˸˥˪˴ˣˬ ˣ˪˧˲˞ ,"˸˒˥ ˒˪̅ ˏˬ " :ˤ˞... ˢ˥˧˪˯ 

˷˞˶ˬ JΦ 
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Recap ˤ˧˶ˤ 

 ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˪˰ (˟ˣ˦ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˶˧˩ˬ˷ ˧ˬ˪ ˡ˰ˣ˧ˬ ,˶˧ˢˬ ˡˣ˞ˬ) ˶˧ˢˬ ˶˟˰ˬ ˰˴˟ˮ

Kerberos Φˣ˪˞ ˫˧˟˪˷ˢ: 

 

]˥ˣ˵˪ ˨˶˰ˬ ˢ˧ˡ˲˧˵˧ˣˢΥ Kerberosώ 

  



 
 

Kerberos Delegation 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоу, ˪˧˶˲˞ нлнн  т 
 

˟˪˷ ˞ϥ 

˥ˣ˵˪ˢ ˥˪˷˧ ˪πKDC ύˣ˩ˣ˸˟ˣ Σπ˪Authentication Server όˢ˷˵˟ ˪πTGT Σˢ˷˵˟ˢ ˪˧˩˸ ˸˞ ˫˷ ˷ˬ˸˷ˬˢ 

ύ˞˪ ˭˲˴ˣˬ Ҍ ό˸ˣ˶˧˷ˢ ˷˵ˣ˟ˬˢ ύSPN Σόˢ˶˵ˬ˟ ˪˷ ˸˷˵˟ TGT ˸ˣ˶˧˷ˢ ˷˵ˣ˟ˬˢ ˞ˣˢ krbtgt Φ 

 

ˢ˪˧˥˸ Σ˥ˣ˵˪ˢ ˪˟˵˧ ˢ˶ˤ˥ ˢˬπKDC ˢ˞˧ˠ˷Υ KDC_ERR_PREAUTH_REQUIRED Σ˸˞ˤ ˫ˣ˷ˬ ˥ˣ˵˪ˢ˷ ˞˪ 

˥˪˷ Authenticator ύˢ˧˴ˡ˧˪ˣ ˥ˣ˵˪ˢ˷ ˞ˣˢ ˭˩˞ ˥ˣ˵˪ˢ ˞˪ˣ ˶˟ˣˡˬ ˷˧˥˶˸˟ MITM ˣˢ˷˪˩Φό sπ

Authenticator ˞ˣˢ ˦ˣ˷˲ timestamp ˭˲˴ˣˬ ˫˰ ˢˬ˯˧˯ˢ ˪˷ ˥ˣ˵˪ˢ Φ 
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˶˥˞˪ ˭˩ˬ ˥ˣ˵˪ˢ ˥˪˷˧ AS_REQ ˸˧ˮ˷ Σ˫˰˲ˢ ˱ˣ˶˧˴˟ sπAuthenticatorΥ 

 

˟˪˷ ˟ϥ 

ˢˡ˧ˬ˟ sxπKDC ˭˩˞ ˢˢˤˬ ˸˞ ˥ˣ˵˪ˢ ύ˥˧˪˴ˬ ˥ˮ˰˲˪ ˸˞ sπAuthenticator Σό˞ˣˢ ˶˧ˤ˥˧ x˪ ˢ˟ˣ˷˸˟ Σ

AS_REP Σ˶˷˞ ˪˧˩˧ ˸˞ sπSession Key ˣ˸ˣ˰˴ˬ˞˟˷ ˪ˣ˩˧ ˥ˣ˵˪ˢ ˶˷˵˸˪ ˪ˣˬ sπ TGSύ˭˲˴ˣˬ ˞ˬ˯˧˯˟ ˪˷ 

˥ˣ˵˪ˢ Σόˣˬ˩ ˭˩ Σ˞ˣˢ ˶˧ˤ˥˧ x˪ TGT π ˯˧˦˶˩ ˭˲˴ˣˬˢ ˫˰ ˞ˬ˯˧˯ˢ ˪˷ sπTGSΦ 

˸ˣ˰˴ˬ˞˟ sπTGT ˥ˣ˵˪ˢ ˫˴˰˟ ˥˧˩ˣˬ ˢˢˡˤˢ˷ ˢ˥˪˴ˢ˟ ˪ˣˬ sπKDCΥ 

 

  



 
 

Kerberos Delegation 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоу, ˪˧˶˲˞ нлнн  ф 
 

˟˪˷ ɣϥ 

˥ˣ˵˪ˢ ˥ˮ˰˲˧ ˸˞ sπSession Key ˸ˣ˰˴ˬ˞˟ ˞ˬ˯˧˯ˢ ˣ˪˷ ˥˪˷˧ˣ ˢ˷˵˟ ˪πTGS Σˢ˷˵˟ˢ ˪˧˩˸ Υ 

мΦ Authenticator ˵ˣ˧ˡ˟ ˣˬ˩ ˢ˷˵˟ˢ ˪πTGT 

нΦ ˸˞ ˯˧˦˶˩ˢ ˭˲˴ˣˬˢ ˞ˬ˯˧˯˟ ˪˷ sπTGS ˪˟˵˸ˢ˷ ˟˪˷˟ ˞ϥ ύTGT ό˸ˣ˶˧˷ˢˣ ˷˵ˣ˟ˬˢ ύSPNό 

 

 

˟˪˷ lϥ 

πsTGS ˥ˮ˰˲˧ ˸˞ sπTGT ˫˰ ˞ˬ˯˧˯ˢ ˣ˪˷ Σ˞ˡˣˣ˧ ˸˞ sπAuthenticator ˶˥˞˪ˣ ˭˩ˬ ˶˧ˤ˥˧ ˥ˣ˵˪˪ Υ 

мΦ Service Ticket ˢ˧ˢ˧˷ ˭˲˴ˣˬ ˞ˬ˯˧˯˟ ˪˷ ˸ˣ˶˧˷ˢ ˷˵ˣ˟ˬˢ 

нΦ ˢ˪˧˟˥ ˸˲˯ˣˮ Σ˸ˮ˲˴ˣˬˢ ˟πSession Key ˠ˷ˣˢ˷ ˫ˡˣ˵ ˭˩˪ Σˢ˩ˣ˸˟ ˢ˧ˢ˧ ˫˷ ˸ˣ˶˧˷ˢ Σ˱˵ˣ˸ ˯˧˦˶˩ˢ xπ

Session Key 
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˟˪˷ sϥ 

˥ˣ˵˪ˢ ˥ˮ˰˲ˬ ˸˞ ˢ˪˧˟˥ˢ Σ˥˪ˣ˷ˣ н ˸ˣ˷˵˟ ˪πServiceΥ 

1. Authenticator ˵˶ ˫ˣ˵ˬ˟ ˸ˣ˧ˢ˪ ˭˲˴ˣˬ ˞ˬ˯˧˯˟ ˪˷ ˷ˬ˸˷ˬˢ ˞ˣˢ ˭˲˴ˣ˧ ˟Session Key- 

нΦ sπTGS ˭˲˴ˣˬ˷ ˞ˬ˯˧˯˟ ˪˷ sπService 

˟˪˷ xϥ 

πsService ˥ˮ˰˲˧ ˸˞ sπTGS Σ˳˪˥˧ ˣˮˬˬ ˸˞ sπSession Key ˥ˮ˰˲˧ˣ ˸˞ ˢˮ˲˴ˢˢ ˪˷ sπAuthenticator Φ

ˢˡ˧ˬ˟ ˪˩ˢˣ ˭˧˵˸ ˞ˣˢ ˥˪ˣ˷ ˢ˶ˤ˥ ˷ˬ˸˷ˬ˪ Authenticator ύ˪˧˩˧˷ ˸˞ ˫˷ ˢ˧˴˵˧˪˲˞ˢ x-Timestampό 

˭˲˴ˣˬ ˫˰ sπSession KeyΦ 

˥ˣ˵˪ˢ ˸ˬ˞ˬ ˸˞ sπAuthenticator ˪˷ ˸˶˷ˢ ˸ˣˢˡˤˢˢˣ ˢˬ˪˷ˣˢ ˢ˥˪˴ˢ˟Φ 

˸ˣˡˣ˵ˮ ˸ˣ˟ˣ˷˥Υ 

¶ ˶ˣ˞˧˸ ˸ˣˢˡˤˢˢ ˢˤˢ ˞ˣˢ ˧˵˪˥ ˶˸ˣ˧˟ Σ˧ˮ˧˞ ˸˦˶˲ˬ ˪˰ ˪˪˩ ˸ˣˡ˷ˢ ˫˧˯˧˦˶˩˟ ˫˧ˮˣ˷ˢ ˫˵˪˥˷ 

˫˧˟ˣ˷˥ ˶˸ˣ˧˟ ˣˬ˩ PAC Σ˸ˣˮˣ˩˸ ˯˧˦˶˩ˢ ύForwardable ΣRenewable ˣ˩ˣ Φόϥ˫˵˪˥˟ ˰ˠ˞ ˶˸ˣ˧ ˨˷ˬˢ˟ 

˶ˬ˞ˬˢΦ 

¶ ˶˷˞˩ ˧˸˶˞˧˸ ˰ˡ˧ˬ ˰˧ˠˬ˷ ˫˧˯˧˦˶˩˟ Σ˞˪ ˶˟ˣˡˬ ˪˪˩˟ ˰ˡ˧ˬˢ ˞˪˞ ˰ˡ˧ˬ˟ ˧˸˞˴ˬ˷ ˶˸ˣ˧ ˧˦ˮˣˣ˪˶ 

˶ˬ˞ˬ˪ Φ˪˷ˬ˪ ΣπsAuthenticator ˪˧˩ˬ ˣ˩ˣ˸˟ ˸ˣˡ˷ ˫˧˲˯ˣˮ ˣˬ˩ Client ID ΣChecksum ˡˣ˰ˣ Φ 

 

Delegation 

ˢ˪˧˥˸ ˶˧˟˯ˮ ˢˬ ˞˧ˢ ˢ˧˴ˠ˪ˡ ˭˲ˣ˞˟ ˧˪˪˩ Σ˨˶ˣ˴˪ ˸˶˟˯ˢ ˥ˮˣˬˢ ˷ˬ˸˷˞ ˞ˬˠˣˡ˟: 

мΦ ˯˧˪˞ ˸˶˟˥˸ˬ ˷ˬ˸˷ˬ˪ ˢ˪˷ ˵ˮ˟˟ ˨˶ˡ ˶˸˞ˢΦ 

нΦ ˸˰˩ Σ˞˧ˢ ˢ˴ˣ˶ ˵ˣˡ˟˪ ˢˬ˩ ˱˯˩ ˷˧ ˢ˪ ˭ˣ˟˷˥˟ Σ˭˟ˣˬ˩ ˰ˡ˧ˬˢ˷ ˢˤˢ ˞˴ˬˮ ˶ˠ˞ˬ˟ ˰ˡ˧ˬˢ ˸˷˶˟ 

˸˧ˬ˧ˮ˲ˢ ˪˷ ˵ˮ˟ˢ Σ˵˶ˣ ˷ˬ˸˷ˬˢ ˪˷ ˯˧˪˞ ˧˞˷˶ ˞ˣ˶˵˪ ˢˬ˩ ˱˯˩ ˷˧ ˢ˪ ˭ˣ˟˷˥˟ Φ 

оΦ ˯˧˪˞ ˞˧ˢ ˢ˷˧˞ ˢ˵ˣ˯˰ ˞˧ˢˣ ˞˪ ˸˶˟˥˸ˬ ˸ˣ˸˷˶˪ ˸ˣ˧ˬ˧ˮ˲ ˪˷ ˫˧˵ˮ˟ ˢˮˬˤ˟ ˧ˣˮ˲ˢ ˢ˷ˣ˰ˣ ˸ˣ˸˪˧˞˷ 

˧ˡ˩ ˸˰ˡ˪ ˢˬ˩ ˱˯˩ ˷˧ ˢ˪ ˭ˣ˟˷˥˟Φ ˭˩˪ Σˡ˧˵˲˸ ˶˸˞ˢ ˞ˣˢ ˸˷ˠ˪ ˸˶˷˪ ˢ˪˧˟˷˟ Σ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ 

ˣ˪˪ˢ ˠ˧˴ˢ˪ˣ ˢ˪ ˢˬ ˫ˣ˩˯ ˱˯˩ˢ ˭ˣ˟˷˥˟Φ 

пΦ ˨˞ ˪˰ ˸ˮˬ ˶˸˞ˢ˷ ˪˩ˣ˧ ˨ˣ˷ˬ˪ ˸˞ ˰ˡ˧ˬˢ ˶ˠ˞ˬˢˬ ˞ˣˢ ˨˧˶˴ ˸˞ ˸ˣ˞˷˶ˢˢ ˪˷ ˯˧˪˞ Φ˭˩˪ Σ˯˧˪˞ 

˶˷˞˸ ˶˸˞˪ ˸˷ˠ˪ ˢˬ˷˟ ˶ˠ˞ˬ˪ ˰ˡ˧ˬˢ ˵ˣˡ˟˪ˣ ˢˬ ˫ˣ˩˯ˢ ˭ˣ˟˷˥˟Φ 

˫ˣ˩˧˯˪Σ ˨˧˪ˢ˸˟ ˢ˧˴ˠ˪ˡˢ Σ˸˶˷ˢ ˰˴˟ˬ ˸ˣ˪ˣ˰˲ ˪ˣˬ ˫˧˸ˣ˶˧˷ ˫˧ˮˣ˷ ύSPNπ˫˧ό ˫˷˟ ˭ˣ˟˷˥ ˶˥˞ Σ˪˰ ˸ˮˬ 

˰˴˟˪ ˸ˣ˪ˣ˰˲ ˵˶˷ ˷˵˟ˬ ˸ˣ˶˧˷ˢ ˧˞˷˶ ˰˴˟˪Φ 
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˭ˮ˷˧ ˶˲˯ˬ ˸ˣ˦˧˷ ˰˴˟˪ ˸˪˴˞ˢ ˸ˣ˧ˣ˩ˬ˯ ˣˤ˩˷ Σ˶ˣ˟˰ˮ ˪˰ ˪˩ ˸˥˞ ˠ˧˴ˮˣ ˸˞ ˸ˣ˧˰˟ˢ ˸ˣ˪ˣ˰ˢ ˢˮˬˬΦ 

 
Unconstrained Delegation 

˨˧˪ˢ˸˟ ˢˤ Σ˯˧˪˞ ˢˢˡˤˬ ˪πService A ˸ˣ˰˴ˬ˞˟ Kerberos Σ˱˯ˣˮ˟ Σ˞˧ˢ ˢ˶˧˟˰ˬ ˸˞ sπTGT ˢ˪˷ ˣ˧˪˞ Σ

˞ˣˢˣ ˰˴˟ˬ ˢˬ˷˟ Σ˸ˣ˰˴ˬ˞˟ sπTGT Σ˸˷˵˟ TGS ˪πService BΥ 

 

¶ ˪˰ sπUAC ˪˷ ˸ˣ˶˧˷ˢ ˨˪ˣˢ˷ ˷ˬ˸˷ˢ˪ ˟πUnconstrained Delegation Σˢ˶˵ˬ˟ ˣˮ˪˷ Service A Σ

˸ˣ˧ˢ˪ ˪˰˟ ˢ˶ˡˠˢˢ ΥTRUSTED_TO_AUTH_FOR_DELEGATIONΥ 

 

¶ ˪˩ˣˮ ˭˟ˣˬ˩ ˸ˣˢˤ˪ ˭˞˩ ˸˞ ˫˧˶˰˲ˢ ˫˧˧˸˥˦˟˞ˢ Σˣˬ˩ ˪˷ˬ˪ Σ˫˞  ˷˧ ˧˸ˣ˷˶˟ ˸˞ sπTGT ˪˷ ˯˧˪˞ Σˢˬ 

˰ˮˣˬ ˧ˮˬˬ ˸ˣˤ˥˸ˢ˪ ˢ˪ ˸ˣ˪ˣ˰˲˟ ˢ˶ˣ˴˟ ˞˪ ˸˧ˬ˧˦˧ˠ˪ Κ˭ˣˡˮ ˨˩˟ ˨˷ˬˢ˟Φ 

 

 



 
 

Kerberos Delegation 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоу, ˪˧˶˲˞ нлнн  мн 
 

Constrained Delegation - s4u2proxy 

˨˧˪ˢ˸˟ ˢˤ Σ˰ˮˬˮ ˷ˬ˸˷ˬˢˬ ˶˧˟˰ˢ˪ ˸˞ sπTGT ˣ˪˷ ˪πService A Σ˫ˣ˵ˬ˟ ˢˤ ΣService A ˷ˬ˸˷˧ ˴˧˲˟ϥ˶ 

˞˶˵ˮ˷ s4u2proxy ˶˷˲˞ˬˢ x˪ ˷˵˟˪ TGS ˫˷˟ ˯˧˪˞ ˪πService B ˧˪˟ˬ ˵˧ˤ˥ˢ˪ ˟πTGT ˢ˪˷Φ 

Service A ˰˴˟ˬ ˸˷˵˟ s4u2proxy Σ˞ˣˢ ˫˴˰˟ ˶˧˟˰ˬ ˪πDC ˯˧˦˶˩ TGS ˷ˬ˸˷ˬˢˬ ˣ˶ˣ˟˰ Σ˷˵˟ˬˣ ˯˧˦˶˩ 

TGS ˶ˣ˟˰ ˷ˬ˸˷ˬˢ ˪πService B Φ 

 

¶ service A ˧˞˷˶ ˷ˬ˸˷ˢ˪ ˟πs4u2proxy ˪˟˵˧ˣ ˯˧˦˶˩ ˨˞ ˵˶ˣ ˫˞ ˞ˣˢ ˶ˡˠˣˬ ˷˞˶ˬ ˟πservice ˪ˣ˩˧˷ 

˰˴˟˪ Constrained Delegation Φ 

  



 
 

Kerberos Delegation 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоу, ˪˧˶˲˞ нлнн  мо 
 

˪˰ ˸ˮˬ ˸˰ˡ˪ ˫˞ Service A ˭˩˞ ˪˰˟ ˸ˣ˞˷˶ˢ ˢ˪˞ Σ˪˩ˣˮ ˵ˣˡ˟˪ ˟πAD ˸˞ ˨˶˰ˢ: 

msDS-AllowedToDelegateTo  

 

ˣ˞  ˫˰ ˭˟ˣˬ˩Powershell Φ˪˩ˣˮ ˸ˣ˞˶˪ ˨˶˰˟ ˵ˣ˧ˡ˟ ˣ˪˧˞˪ SPNπ˫˧ ˸ˣ˶˧˷ˢ ˪ˣ˩˧ ˰˴˟˪ ˢ˧˴ˠ˪ˡΦ ˪˰ sπUAC 

˪˧˩ˢ˪ ˸˞ ˨˶˰ˢ TRUSTED_TO_AUTH_FOR_DELEGATIONΥ 

 

˪˰ ˸ˮˬ ˨ˣ˶˰˪ ˸ˣ˞˷˶ˢ ˣ˪˞ ˷˧ ˨˶ˣ˴ ˷ˬ˸˷ˬ˟ domain admin ˪˰˟ ˸˞˷˶ˢπ SeEnableDelegationΦ 

˧ˡ˩ ˷ˬ˸˷ˢ˪ ˟πs4u2proxy ΣπsTGS ˧˶ˣ˵ˬˢ ˪˷ ˷ˬ˸˷ˬˢ ˧˲˪˩ sπservice ˟˧˧˥ ˪˧˩ˢ˪ ˸˞ ˪ˠˡˢπ

forwardable Σ˫˰ ˸˞ˤ Σˢ˞˶ˮ ˨˷ˬˢ˟ ˧˩ ˢˮ˰˦ˢ ˣˤˢ ˞˪ ˢˮˣ˩ˮ ˢ˞ˣ˪ˬ˟ Φ 
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˶˟˯ˢ ˪˰ ˪ˠˡˢ ˬπSFU-MSΥ 

 

 

s4u2self 

˞˪ ˶˟ˣˡˬ ˠˣ˯˟ ˱˯ˣˮ ˪˷ ˢ˧˴ˠ˪ˡ Σ˞˪˞ ˡˣ˰ ˴˧˲ϥ˶ ˪˷ Kerberos ˪˰ ˸ˮˬ ˪˵ˢ˪ ˪˰ ˫˧˧˥ˢ ύ˞˪ ˶ˣ˶˟ ˫˞ 

˶˟ˣˡˬ ˫˧˧˥˟ ˪˷ ˱˵ˣ˸ˢ x˞ ˪˷ ˫˧˷ˬ˸˷ˬˢ Φό 

˭ˣ˧˰˶ˢΥ 

˧ˡ˩ ˸ˣ˶˧˷˷ ˪˩ˣ˧ ˷ˬ˸˷ˢ˪ ˟πs4u2proxy ˞ˣˢ ˨˧˶˴ ˠ˧˴ˢ˪ TGS ˣˬ˴˰˪ ˷ˬ˸˷ˬˢˬ ˣ˧˪˞ ˞ˣˢ ˭ˣˣ˩˸ˬ 

˸ˣˤ˥˸ˢ˪ Φ˸˞ˤ ˸˶ˬˣ˞ Σˠˣ˯ ˪˷ ˢ˥˩ˣˢ ˷ˬ˸˷ˬˢ˷ ˭˩˞ ˢˢˡˤˢ ˣ˧˪˞ ˧ˮ˲˪ ˞ˣˢ˷ ˢˤ˥˸ˬ x˪Φ ˪˟˞ Σˢˬ ˫˞ 

˷˧˥˶˸˟ ˣˮ˪˷ ˷ˬ˸˷ˬˢ ˶˟ˣˡˬˢ ˞˪ ˢˢˡˤˢ ˸˶˷˪ ˸ˣ˰˴ˬ˞˟ ˯ˣ˶˟˶˵ Κ˪˷ˬ˪ Σˢˬ ˫˞ ˞ˣˢ ˢˢˡˤˢ ˣ˧˪˞ 

˨˶ˡ ˫˷ ˷ˬ˸˷ˬ ˞ˬ˯˧˯ˣ ˵˷ˬˬ˪ WEB ˧˫ˮ˧˞˷ ˫˧ˮ˧˧ˬˣˡ Κˣ˞ ˣ˪˧˲˞ ˸ˣ˰˴ˬ˞˟ NTLMΦ 

ˢ˶˵ˬ˟ ˢˤ˩ Σ˸ˣ˶˧˷˪ ˭˧˞ ˸˞ sπTGS ˷ˬ˸˷ˬˢˬ ˞ˣˢˣ ˣˮ˧˞ ˪ˣ˩˧ ˰˴˟˪ s4u2proxy Φ 

˭˩˪ Σ˪˰ ˸ˮˬ ˫˧˶˵ˬ˷ ˣ˪˞˩ ˭˩ ˣ˪˩ˣ˧ ˫˧˧˵˸ˢ˪ Σ˶˴ˣˮ ˴˧˲ˢϥ˶ s4u2self Σˣ˸ˣ˰˴ˬ˞˟ Σ˪˩ˣ˧ ˸ˣ˶˧˷ˢ ˫ˡˣ˵ ˷˵˟˪ 

TGS ˫˷˟ ˷ˬ˸˷ˬˢ ˣˬ˴˰˪ Σ˶˥˞˪ˣ ˭˩ˬ ˷ˬ˸˷ˢ˪ ˟πTGS ˢˤˢ ˪˰ ˸ˮˬ ˰˴˟˪ s4u2proxyΦ 
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¶ ˧˲˩ ˭˸˧ˮ˷ ˭˧˟ˢ˪ Σ˴˧˲ˢϥ˶ ˢˤˢ ˶˷˲˞ˬ ˸ˣˤ˥˸ˢ ˷ˬ˸˷ˬ˪ ˷ˬˬ ˯˲˞ˬύx˞ ˧˲˩ ˡ˰˪˞˷ ˶˧ˬ˷ ˶ˬ˞ 

ˡˣ˞ˬˣ ˧˸˟ˢ˞ π out of thin air Φό˭˩˪ Σ˸ˣ˶˧˷ ˪˩ˣ˧ ˷ˬ˸˷ˢ˪ x˟ ˨˞ ˵˶ˣ ˫˞ ˪ˠˡˢπ

TrustedToAuthForDelegation ˶˷˲ˣ˞ˬ ˪πservice account ˷ˬ˸˷ˬ˷ x˟Φ 

¶ ˫˞ ˷ˬ˸˷ˮ ˟πs4u2self ˨˞ sπservice ˣˮ˪˷ ˞˪ ˶ˡˠˣˬ ˩πTrustedToAuthForDelegation Σ˪˟˵ˮ ˪˩˟ 

˸˞ˤ TGS ˨˞ ˞ˣˢ ˞˪ ˢ˧ˢ˧ forwardable ˭˩˪ˣ ˞˪ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ x˟ ˟πs4u2proxyύxʕ ˞˧ˢ ˸˧˧˰˟ sπ

double hop ˸˶˩ˣˬˢΦό 

 

Resource-Based Constrained Delegation(RBCD) 

˧˲˩ ˣˮ˧˞˶˷ Σ˪˰ ˸ˮˬ ˦˧˪˥ˢ˪ ˧ˬ ˪ˣ˩˧ ˰˴˟˪ ˢ˧˴ˠ˪ˡ ˧ˬ˪ ˷˧ ˨˶ˣ˴ ˸ˣ˞˷˶ˢ˟ ˡˣ˞ˬ ˸ˣˢˣ˟ˠ Σ˪˰ ˸ˮˬ ˵˧ˮ˰ˢ˪ 

˸˴˵ ˶˸ˣ˧ Ϧ˷˲ˣ˥ ΣϦ˶˴ˣˮ Based Constrained Delegation-Resource Σ˶˷˲˞ˬˢ ˪πserviceπ˫˧ ˦˧˪˥ˢ˪ ˣ˪˧˞ 

˸ˣˮˣ˟˷˥ ˫˧˪ˣ˩˧ ˰˴˟˪ ˢ˧˴ˠ˪ˡ ˫ˢ˧˪˞Φ 

ˢ˦˧˷ˢ ˣˤˢ ˢˬˣˡ ˡˣ˞ˬ ˪πConstrained Delegation Σ˪ˡ˟ˢˢ ˞ˣˢ ˭ˣˣ˧˩ˢ˷ ˞ˣˢ ˨ˣ˲ˢΦ ˸˞ˤ ˸˶ˬˣ˞ Σ˫ˣ˵ˬ˟ 

˶ˡˠˣ˧˷ ˸ˣ˶˧˷˪ ˧˲˪˩ ˧ˬ ˞ˣˢ ˪ˣ˩˧ ˰˴˟˪ ˢ˧˴ˠ˪ˡ ύ˸ˣ˰˴ˬ˞˟ AllowedToDelegateTo-msDS Σό˸ˣ˶˧˷ˢ ˬ˧ˡˠ ˶

˪ˣˬ˴˰  ˰˴˟˪ ˪˩ˣ˧ ˧ˬˢ˧˴ˠ˪ˡ ˣ˧˪˞ ύ˸ˣ˰˴ˬ˞˟ AllowedToActOnBehalfOfOtherIdentity-msDSόΥ 
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¶ ˞˪ ˷˶ˣˡ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ Σ˵˶ ˸ˣ˞˷˶ˢ GenericWrite 

¶ ˢˡˣ˵ˮ ˸ˮ˧˧ˮ˰ˬ ˡ˰˪˞˷ ˶˧ˬ˷ ˢ˪˧ˠ Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˯˧˦˶˩˟ TGS ˣˮ˧˞˷ forwardable ύ˪˩ˣˮ˷ ˠ˧˷ˢ˪ 

˸ˣ˰˴ˬ˞˟ s4u2proxy ˧˲˩ ˧˸ˮ˧˧˴˷ ˢ˪˰ˬ˪ ό˰˴˟˪ˣ based constrained delegation-resource 

ˢ˧˴ˠ˪ˡˢˣ ˡˣ˟˰˸ ˪˩˟ ˢ˶˵ˬ Η˶˟ˣˡˬ ˵˶ ˢ˧˴ˠ˪ˡ˟ ˣˤˢ Σ˶˞˷˪ ˸ˣ˵˧ˮ˩˦ˢ ˢˤ ˞˪ ˡˣ˟˰˧ Φ 

 

˸ˣ˲˵˸ˬ ˸ˣ˯˯ˣ˟ˬ ˢ˧˴ˠ˪ˡ 

˸˰˩ ˦˶˲˞ ˪˰ ˶˲˯ˬ ˸ˣ˲˵˸ˬ ˸ˣ˯˯ˣ˟ˬˢ ˪˰ ˧ˠˣ˯ ˢ˧˴ˠ˪ˡˢ ˫˧ˮˣ˷ˢ ˣˮ˧˞˶˷Φ ˭˧˧˴˞ ˧˩ ˷˧ ˡˣ˰ ˢ˟˶ˢ ˡˣ˞ˬ 

˸ˣ˲˵˸ˬ ˣ˪˞ˣ ˭s ˸ˣ˞ˬˠˣˡ ˯˧˯˟ ˣ˶ˤ˰˧˷ ˭˧˟ˢ˪ ˸˞ ˸ˣ˲˵˸ˬˢ ˸ˣ˩˟ˣ˯ˬˢ ˶˸ˣ˧ ˢˡ˧ˬ˟ ˣ˴˶˸ˣ ˨˩˟Φ 

Abusing Unconstrained Delegation 

˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟πUnconstrained Delegation ˨˶ˣ˴˪ ˸˟˧ˮˠ TGTΦ 

˷˧˥˶˸ˢΥ Ϧ˰ˮ˩˷ˮ Ϧ˸ˣ˶˧˷ ˸ˬ˞˸ˢ˪ ˣˮ˧˪ˣˬ ˟πKerberos ˶˧˟˰ˢ˪ˣ ˣˮ˪ ˸˞ sπTGT ˨˶ˣ˴˪ ˢ˧˴ˠ˪ˡ Φ˞ˬˠˣˡ ˨˩˪ 

˞˧ˢ ˷ˣˬ˧˷ ˟πBug erPrintΦ 

˶˟˯ˢΥ ˦˪˸˷ˮ ˪˰ ˟˷˥ˬ ˪˰˟ ˸ˣ˞˷˶ˢ Unconstrained Delegation )˸˧˦˪ˣ˲˧ˡ ˡ˧ˬ˸ ˟πDCπ˫˧ ˸ˬ˧˧˵ 

ˢ˞˷˶ˢ xʕ ˭˩˪ˣ ˫˧˟ˢˣ˞ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˭˟˶ˣ˵˩ ˢ˲˵˸ˬ˪ xʕ ,˫ˠˣ ˧˩ ˢˤ DC ˧ˬˣ ˞˪ ˢ˴ˣ˶ ˸ˣˤ˥˸ˢ˪ ˪πDC JΦό 

˸ˡˣ˵˲ PS ˢ˦ˣ˷˲ ˸˞˧˴ˬ˪ ˸ˣˮˣ˟˷˥ ˸˷˶˟ ˧˪˰˟ ˸˞˷˶ˢ ˢ˧˴ˠ˪ˡ ˢˬ˧˞˸ˬΥ 

Get - ADComputer - Filter { TrustedForDelegation - eq  $True }  

˫ˣ˶ˠˮ ˸ˣ˶˧˷˪ ˸ˣˢˡˤˢ˪ ˪ˣˬ ˟˷˥ˬˢ ˣˮ˪˷ ˸ˣ˰˴ˬ˞˟ Printer Bug Υ˧˸˷˟ ˫˧˪˧ˬ Σ˪ˣ˴˧ˮ ˪˷ ˸ˣ˶˧˷ˢ spooler 

˪˰ ˸˶˷ ˷ˣˬ˧˷ˣ ˸ˡˣ˵˲˟ RPC ύ˨˶ˡ˟ ˪˪˩ RpcRemoteFindFirstPrinterChangeNotificationEx( ˧ˡ˩ ˫ˣ˶ˠ˪ 

˸˶˷˪ ˸ˬ˞˸ˢ˪ ˣˮ˧˪ˣˬΦ ˭˟ˣˬ˩ ˨˶ˣ˴˪˷ ˷˧˥˶˸ˢ ˧˲˧˴˲˯ˢ ˢˤˢ ˨˧˶˴ ˪ˣ˰˲˪ ˪˰ ˭˟˶ˣ˵ˢ ˸ˣ˶˧˷ ˸ˣ˯˲ˡˬΦ 

˨˩ ˫˴˰˟ ˟ˣˮˠˮ ˸˞ sπTGT ˪˷ ˭˟˶ˣ˵ˢ ˪˩ˣˮˣ ˷ˬ˸˷ˢ˪ x˟ ˸ˣ˲˵˸ˬ˪ ˸ˣˮˣ˷Φ ˭˟ˣˬ˩ ˪˩ˣˮ˷ ˫ˣ˶ˠ˪ ˸ˣ˶˧˷˪ 

˸ˣˢˡˤˢ˪ ˣˮ˧˪˞ ˭ˣˬˢ˟ ˫˧˩˶ˡ ˸ˣ˲˯ˣˮ Υ 

¶ esponderR 

¶ oisoningP ARP 

¶ etit PotamP ύˡ˟ˣ˰˷ ˢ˶ˣ˴˟ ˢˬˣˡ ˵˶ ˫ˣ˵ˬ˟ ˸ˣ˧˴˵ˮˣ˲ RPC ˪˷ ˸ˣ˯˲ˡˬ ˞ˣˢ ˷ˬ˸˷ˬ ˸ˣ˧˴˵ˮˣ˲˟ RPC 

˪˷ ˫˧˴˟˵ ό˫˧˶˟˥ˣ ˫˧˲˯ˣˮ Φ 

¶ ˧˪˩ˢ Rubeus ˰˴˟ˬ ˸˞ ˪˩ ˸˟˧ˮˠ ˫˧˯˧˦˶˩ˢ ύ˟ˣ˸˩ ˟πІCό 

¶ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˧˪˩˟ printerbug.py ˧ˡ˩ ˷˧ˬ˷ˢ˪ ˸˞ ˢ˷˪ˣ˥ˢ ˫ˣ˶ˠ˪ˣ ˭˟˶ˣ˵˪ ˸ˣˢˡˤˢ˪ ˣˮ˧˪˞ ˟πRPCΦ 

Privilege Escalation Using s4u 
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˶˷˞˩ ˸ˣ˶˧˷ ˷ˬ˸˷˧ ˟πs4u2self ˞ˣˢ ˶˧˟˰˧ ˪πDCΥ 

мΦ ˯˧˦˶˩ TGT ˪˷ ˸ˣ˶˧˷ˢ ύˣˬ˴˰ό 

нΦ ˢ˷˵˟ ˪πTGS ˫˰ ˷ˬ˸˷ˬ ˶˥˞ ύ˪˷ˬ˪ dministratorA ό 

˶˥˞˪ ˷˧˷ ˣˮ˧ˡ˧˟ TGT Σ˥˪˷ˮ ˸˷˵˟ s4u2self ˷ˬ˸˷ˬ˪ ˵ˤ˥ ˱ˣ˶˧˴˟ sπTGT Σˣˢˤˣ Σˣˮ˪˟˧˵ TGS ˣˮ˧ˬ˴˰˪ ˫˰ 

˷ˬ˸˷ˬ ˵ˤ˥ Η˭˞˩ˬ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ x˟ ˪˧˟˷˟ s4u2proxy x˞ ˦ˣ˷˲ ˫˧˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˪˰ ˟˷˥ˬˢ ˣˮ˪˷Φ 

¶ ˢˡˣ˵ˮ ˸ˮ˧˧ˮ˰ˬΥ ˥˧ˮˮ ˣˮ˥˪˴ˢˣ ˠ˧˷ˢ˪ TGS ˸ˣ˶˧˷˪ SQL ˸ˣ˰˴ˬ˞˟ s4u2proxy ˪˟˞ ˣˮ˞ ˫˧˴ˣ˶ ˸˷ˠ˪ 

˭˟˶ˣ˵˪ ˸ˣ˶˧˷˟ ˶˥˞ ύ˧˪ˣ˞ HTTP ˧ˡ˩ ˷ˬ˸˷ˢ˪ ˟πRMWin Φό˪˩ˣˮ ˨ˣ˶˰˪ ˸˞ ˯˧˦˶˩ˢ ˭˩˷ sπSPN ˣˮ˧˞ 

˭˲˴ˣˬ ˣˮ˞ˣ ˪˰ ˣ˸ˣ˞ ˟˷˥ˬ ˨˩ ˞ˬ˯˧˯ˢ˷ ˪˷ ˫˧˸ˣ˶˧˷ˢ ˫˧ˮˣ˷ˢ ˢˮ˧˞ ˢˮ˸˷ˬ ˯˧˦˶˩ˢˣ ˶˞˷˧ ˱˵˸Φ 

¶ HOST SPN ˞ˣˢ ˫˴˰˟ SPN ˪˧˩ˬˢ ˣ˩ˣ˸˟ ˢ˟˶ˢ ˧ˠˣ˯ ˫˧˸ˣ˶˧˷ ˫˧ˮˣ˷ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˫˧˸ˣ˶˧˷ˢ 

˸ˣ˰˴ˬ˞˟ ˸ˡˣ˵˲ PS Σ˭˩˪ ˢ˟˶ˢ ˫˧ˬ˰˲ ˢˮ˷ˮ ˸˞ sπSPN ˪πostH ˢ˲˵˸ˬ˟ xʕΦ 
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Abuse Resource-Based Constrained Delegation 

ˠ˧˴˞ ˷˧˥˶˸ ˧ˮ˦˷˲ ˡˣ˞ˬ ˶˥˞˪ˣ ˭˩ˬ ˢ˟˥˶ˢ ˸ˬ˧ˣ˯ˬ ˣ˪˷Φ ˷˲˥ˮ ˸ˣ˰˴ˬ˞˟ PS ˭ˣ˟˷˥ ˷˧˷ ˫˧˸ˣ˶˧˷ 

˫˧˪ˣ˩˧˷ ˸ˣˢˡˤˢ˪ ˣ˧˪˞ ˟πRBCDΥ 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˨˶˰ˢ˷ ˞˪ ˵ˣ˧ˡ˟ ˭˸˧ˮ ˢ˞˧˶˵˪ Σ˪˩ˣˮ ˞ˣ˶˵˪ ˫˰ PS ˸˞ ˨˶˰ˢ ˞˟ˢ )˪˰˷ ˧˲ ˶˸˞ˢ ˪˷ 

Microsoft ˞ˣˢ ˫ˣˠ˶˸ˢ ˪πACL ˟˷πAllowedToActOnBehalfOfOtherIdentity-msDSΥό 

 "The PrincipalsAllowedToDelegateToAccount parameter sets the Active Directory object attribute msDS-

AllowedToActOnBehalfOfOtherIdentity, which contains an access control list (ACL) that specifies which 

accounts have permission to delegate credentials to the associated account" 

 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˷πsvc_tomcat ˢ˷˶ˣˬ ˸ˣˢˡˤˢ˪ ˟πRBCD ˪˩˪ service ˟πlabaxisΦ ˭˩˪ ˢˡ˧ˬ˟ ˦ˣ˪˷ˮˣ 

˷ˬ˸˷ˬ˟ ύˢ˧ˢ˧ ˣˮ˪ TGS ˣ˪˷ ό˦ˣ˪˷ˮ ˫ˠ ˟πlabaxis Φ 
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ˢ˟˥˶ˢ π ˷ˣˬ˧˷ ˟πGenericWrtie 

˶˸˞ˮ ύˢ˶˵ˬ˟ ˣˮ˪˷ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ powerview ˟ˣ˸˩˷ ˟πPS ό˷ˬ˸˷ˬ ˪˰˟ ˸ˣ˞˷˶ˢ Generic WriteΥ 

 

˷ˣ˲˧˥ˢ ˭˞˩ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ SID ˞ˣˢˣ ˷ˬ˸˷ˬ ˧˪˩˟ PowerSploitύ˧˸˲˯ˣˢ ˶ˣ˷˧˵ ˪πGIT ˪˷ ˦˵˧ˣ˶˲ˢ ˫˰ 

ˡˣˬ˰ˢ ˧˦ˮˣˣ˪˶ˢ ˢ˧˴˵ˮˣ˲˪ xʕ Σό˪˩ˣˮ ˸ˣ˞˶˪ ˣˮ˷˲˧˥˷ ˸˞ sπSID ˪˷ svc_tomcat ˧˲˪ˣ ˢ˞˴ˣ˸ˢ Σ˞ˣˢ ˪˰˟ 

˸ˣ˞˷˶ˢ GenericWrite ˪πlabaxisΦ 

˸˰˩ Σ˥˧ˮˮ ˣˮ˞ˣ ˫˧˦˪ˣ˷ ˷ˬ˸˷ˬ˟ svc_tomcat ˢˡˬ˰˟ˣ ˞˶˵ˮ˷ ˢ˪ host Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˸ˣ˞˷˶ˢ˟ ˪˷ 

svc_tomcat Σ˱˧˯ˣˢ˪ˣ ˪πlabaxis ˨˶˰˟ AllowedToActOnBehalfOfOtherIdentity-msDS ˸˞ host Φ 

˱ˣ˯˟˪ Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟πs4u2proxy ˪˰ host ˶˧˟˰ˢ˪ˣ ˸˞ ˯˧˦˶˩ˢ ˪πlabaxis Σ˨˩ˣ ˸ˣˤ˥˸ˢ˪ ˢˤ˧˞˪ 

˷ˬ˸˷ˬ ˢ˴˶ˮ˷ ˷˵˟˪ˣ ˢˤ˧˞ ˸ˣ˶˧˷ ˢ˴˶ˮ˷Η 
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˸ˡˣ˟˰ ˭ˠˬˢ 

˪ ˸ˣ˥˲ ˯˥˧˧˸˞ ˢˤ ˶ˬ˞ˬ˟˭˲ ˢ˰˧ˮˬˢ Σ˞˪˞ ˶˸ˣ˧ ˭˲˟ ˧ˣˢ˧ˤˢΦ ˫˞ ˧˩ ˟ˣ˷˥ ˭˧˧˴˪ ˧˩ ˫˧˧˵ ˦˲˯ˮˣ˵ ˫˷˟ 

Sensitive User ˶˧ˡˠˬˢ ˧˩ ˷ˬ˸˷ˬˢ ˷˧ˠ˶ ˞˪ˣ ˭˸˧ˮ ˰˴˟˪ ˣ˸˧˞ ˢ˧˴ˠ˪ˡ ˱˞ˬ ˠˣ˯ ύ˭ˣ˩ˮ ˫ˣ˧ˢ˪όΥ 

 

˱˯ˣˮ˟ ˱˧˯ˣ˞ Σ˶ˣ˸˟˷ ˭ˠˬ ˶˧˩ˬˢ ˸˞ ˸˷˶ˢΣ˧˸˧˧ˢ ˢ˴˧˪ˬˬ ˰˴˟˪ ˧ˣ˲˧ˬ ˪˷ ˫˧˦˵˧˧˟ˣ˞ˢ ˫ˢ˟ ˸˶˷˲˞˸ˬ 

ˢ˧˴ˠ˪ˡ ˫˧ˠˣ˯ˢˬ ˫˧ˮˣ˷ˢ Σ˰˴˟˪ˣ ˟˵˰ˬ ˶˥˞ ˫˧˧ˣˮ˧˷ Σ˨ˣ˸ˬ ˢ˥ˮˢ ˞˪˷ ˫˧˶ˣˬ˞ ˸ˣ˧ˢ˪ ˢ˟˶ˢ ˢ˪˞˩Φ 

˧ˣˢ˧ˤ s4u2self 

˪˩ˣˮ ˸ˣˢˤ˪ ˷ˣˬ˧˷ ˟πs4u2self ˸ˣ˰˴ˬ˞˟EventID 4769 security log  Υ 

ϦA Kerberos service ticket was requestedϦ  

˶˷˞˩ sπservice information sxπaccount information ˫˧˰˧˟˴ˬ ˪˰ ˣ˸ˣ˞ ˭ˣ˟˷˥Υ 
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˧ˣˢ˧ˤ s4u2proxy 

˪˩ˣˮ ˸ˣˢˤ˪ ˷ˣˬ˧˷ ˟πs4u2proxy ˸ˣ˰˴ˬ˞˟ птсф EventID ˟-ogLecurity SΥ 

 A Kerberos service ticket was requested  

˶˷˞˩ sπtransited service ˞˴ˬˮ˷ ˸˥˸ informationadditional  ˣˮ˧˞ ˵˧˶Υ 

 

˧ˣˢ˧ˤ ˧ˣˮ˧˷ ˨˶˰ˢ AllowedToActOnBehalfOfOtherIdentity-msDS 

˷ˬ˸˷ˮ ˟πEventID 5136Υ 

A directory service object was modified 

˶˷˞˩ ˢˡ˷ˢ ldap display name ˪˧˩˧ ˸˞ ˨˶˰ˢ AllowedToActOnBehalfOfOtherIdentity-msDS ˢˡ˧ˬ˟ 

ˢˣπobject sxπsubject ˫˧˰˧˟˴ˬ ˪˰ ˣ˸ˣ˞ ˭ˣ˟˷˥ ˶˟ˡˢ ˪ˣ˪˰ ˡ˧˷˥ˢ˪ ˸˞ ˠˣ˪ˢ: 
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ˣˬ˩ ˭˩ Σ˷˧ ˦ˮ˶˦ˮ˧˞˟ ˭˧˞ ˱ˣ˯ ˸ˣ˰˴ˢ ˧ˣˢ˧ˤ˪ ˸ˣ˲˵˸ˬ ˣˬ˩ PrintNightmare ύ˸ˣ˰˴ˬ˞˟ ˫˧ˠˣ˪ ˪˷ 

EventViewer x˞ ˫˧˧ˣˢ˧ˤ ˶˸ˣ˧ ˫˧ˬˡ˵˸ˬ ˪˷ ˸ˣˡˣ˵˲ RPC Σό˱˧˯ˣ˞ ˶ˣ˷˧˵ ˱ˣ˯˟ ˶ˬ˞ˬˢ Φ˱˯ˣˮ˟ Σˡ˧ˬ˸ ˶˷˲˞ 

˟ˣ˷˥˪ ˪˰ ˸ˣˮˣ˧˰˶ ˧ˣˢ˧ˤ ˫˧˲˯ˣˮ ˫˧ˮ˧˧ˮ˰ˬ Σ˪˷ˬ˪ Σ˫˞ˢ ˪˩ˣˮ ˸ˣˢˤ˪ ˢ˲˵˸ˬ ˪˷ ˧ˣˮ˧˷ SPN ˸ˣ˰˴ˬ˞˟ ˸˞˧˴ˬ 

˰ˣ˶˧˞ птсф ˪πSPN ˫˧ˣ˯ˬ ˨˞ ˢ˷˧ˠ ˣ˸ˣ˞˪ HOST ˸ˣ˶˧˷˟ ˶˥˞Κ ˬˠˣˡ sΥптсф ˫˰ SPN ˪˷ CIFS ˪˟˞ 

˸˶ˣ˷˵˸ ˢˡˬ˰˪ ˪ˣ˵ˣ˦ˣ˶˲˟ HTTPΦ 

 

˫ˣ˩˧˯ 

˧ˮ˞ ˢˣˣ˵ˬ ˧˸ˬ˶˸˷ ˢˮ˟ˢ˪ ˸˧˪˪˩ ˪˷ ˦˲˯ˮˣ˵ˢ ˭˧˧ˮ˰ˬˢ ˞˶˵ˮ˷ Delegation ˸˟˧˟˯˟ Domain Φ˧˲˩ 

˧˸˟˸˩˷ Σ˸ˣ˲˵˸ˬˢ ˫˧˧ˣ˪˧ˠˢˣ ˫ˣ˥˸˟ ˢˤ ˫˧˥˸˲˸ˬ ˫ˣ˧ˬ ˫ˣ˧˪ Σ˷˧ˣ ˡˣ˰ ˢ˟˶ˢ ˢ˲˧˞ ˵˧ˬ˰ˢ˪Η ˱˯ˣˮ˟ Σ˧ˬ˪ 

˭˧˧ˮˣ˰ˬ˷ ˭˧˟ˢ˪ ˸˞ ˞˷ˣˮˢ ˵ˬˣ˰˪ Σ˨˶ˣ˴˪ ˢ˲˧˵˸ x˞ ˨˶ˣ˴˪ ˸˶˧˴˧ ˸ˣ˪ˣ˩˧ ˧ˣˢ˧ˤ Σ˧ˮ˞ ˶˸ˣ˧ ˢ˴˧˪ˬˬˬ ˶ˣ˟˰˪ ˪˰ 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬˢ ˱˧˯ˣ˞˷ Η 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

˶ˬ˞ˬˢ ˧˶˵˧˰ˢ ˷ˬ˧˷˷ ˸˟˧˸˩˪ ˶ˬ˞ˬˢ Σ˟˸˩ˮ ˪˰ ˧ˡ˧ ˡ˰˪˞ ˶˧ˬ˷ Φ˪˧˩ˬ ˡˣ˰ ˢ˟˶ˢ ˫˧˶˟˯ˢ ˪˰ ˫˧˦˲˯ˮˣ˵ 

˸ˣ˲˵˸ˬˣ Σˢ˴˧˪ˬˬ ˫ˣ˥˟ ˞ˣ˶˵˪Υ 

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html 

ˡˣˬ˰ sπgit ˪˷ ˧˪˩ˢ PowerviewΥ 

https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1 

ˢ˷ˬ˷ˢ ˪˷ ˪˪˩ ˸ˣ˲˵˸ˬˢ ˶ˬ˞ˬ˟ ˸ˣ˲˵˸ˬˣ ˸ˣ˲˯ˣˮ: 

https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-

directory/ 

˫˧ˠˣ˪ ˫˧˦ˮˣˣ˪˶ ˡ˧˴˪ ˪˷ ˷ˣˬ˧˷ ˟πprinter nightmare xnconstrained delegationUΥ 

https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-

71f2b33688e1 

˶ˬ˞ˬ ˱˧˵ˬ ˭˧ˣ˴ˬˣ ˪˰ ˸ˣ˲˵˸ˬ ˪ˣ˵ˣ˦ˣ˶˲˟ KerberosΥ 

https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61 

˨˶ˡ ˶ˣ˷˧˵ ˢˤ ˣ˪˩ˣ˸ ˰˧ˠˢ˪ ˞˯˶ˠ˪ ˢˮˣ˶˥˞ˢ ˪˷ SFU-MSΥ 

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-

33b552051d94 

˨˶ˡ ˶ˣ˷˧˵ ˢˤ ˣ˪˩ˣ˸ ˰˧ˠˢ˪ ˞˯˶ˠ˪ ˢˮˣ˶˥˞ˢ ˪˷ s-RFC ˪˷ NTLM ύ˫˧˴˧ˬ˞˪ ˡ˟˪˟όΥ 

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-

8dd3182128e4 

https://blog.sygnia.co/demystifying-the-print-nightmare-vulnerability
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
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˫˧˵˥˷ˬ ˫˧ˮˢˮˣ ˫˰ PCI 

˸˞ˬ ˭˸ˬ ˵˧˦ˣ˵ 

ˢˬˡ˵ˢ 

˧ˮ˞ ˵ˣ˥˶ ˡˣ˞ˬ ˸ˣ˧ˢ˪ˬ ˷˧˞ ˢ˶ˬˣ˥ ˭˩˪ˣ ˶ˬ˞ˬˢ ˶ˣ˵˯˧ ˸˞ ˫˪ˣ˰ˢ ˶˧˷˰ˢ ˪˷ ˧˟˧˩˶ sπPCI ˸ˡˣ˵ˮˬ ˦˟ˬˢ 

˪˷ ˢˮ˩ˣ˸ˢ ˸˧ˮˢˮ˷ ˶˷ˣ˰ˢˬ ˷˧˷ ˫˪ˣ˰˪ ˢˤ ˰˧˴ˢ˪ Φ˸ˣ˶˦ˬˢ ˸ˣ˧˶˵˧˰ˢ ˪˷ ˶ˬ˞ˬ ˢˤ ˭sΥ 

¶ ˵˲˯˪ ˞˶ˣ˵˪ ˸˞ ˫˧˪˩ˢ ˟ˣ˸˩˪ ˶˟˧˧˶ˡ ύdriver ό˟˧˩˶˪ ˢ˶ˬˣ˥ ˫ˠ ˞˪˪ ˸ˣ˧˶˲˯ ˸˩˶˰ˬ ˢ˪˰˲ˢΦ 

¶ ˶ˣ˵˯˪ ˸˞ ˫˧˶ˠ˸˞ˢ ˫˧˪ˣ˰˷ ˸ˣ˪ˣ˩˧ˢˬ ˪˷ ˫˧˟˧˩˶ˢ Σ˶˧˟˯ˢ˪ ˡ˴˧˩ sπIOMMU ˶˸ˣ˲ ˭ˣˬˢ ˫ˢˬ ˡ˴˧˩ˣ 

˞ˣˢ ˪˰ˣ˲Φ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˠ˧˴˞ ˧˰˦˵ ˡˣ˵ ˨ˣ˸ˬ ˸˧˸˷˸ ˡˣ˵ ˸˧˷˧˞ ˧˪˷ ˧˶˰˴˪˷ ˞˪ ˪˩ˣ˞ ˸ˣ˪˰ˢ˪ ˢ˸ˣ˞ ˭˲ˣ˞˟ ˞˪ˬ Φ

˪˰ ˸ˮˬ ˣ˪˩ˣ˸˷ ˪ˠ˶˸˪ ˧ˮ˞ ˳˧˪ˬˬ ˞ˣ˴ˬ˪ ˧˪˩κˢ˧˧˶˲˯ ˸˶˷˲˞ˬ˷ ˫˩˪ ˢ˷˧ˠ ˭ˣ˶˩˧ˤ˪ ˧ˤ˧˲ˢ ˧ˮ˲˪κ˧˶˥˞ ˸˧˧˪˰ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

 

PCI 

˪˧˥˸ˮ ˨˩˟ ˟˧˩˶˷ ˢ˶ˬˣ˥ˢ ˧˩ˢ ˧˸ˣ˰ˬ˷ˬ ˟˷˥ˬ˟ ˞ˣˢ ˡ˟˰ˬˢ Φˡ˟˰ˬˢ ˞ˣˢ ˢˤ ˶˷˲˞ˬ˷ ˣˮ˪ ˳˧˶ˢ˪ 

˸ˣˮ˩ˣ˸ ˸ˣ˵˧ˠˣ˪ˣ ˸ˣ˟˩˶ˣˬ Σ˪˟˞ Σ˫ˮ˷˧ ˡˣ˰ ˧˟˧˩˶ ˢ˶ˬˣ˥ ˫˧˶ˤˣ˰˷ ˣˮ˪ ˫ˣ˧˟ ˫ˣ˧ Φ˫ˢ˧ˮ˧˟ ˶˷˲˞ ˞ˣ˴ˬ˪ ˧˯˧˦˶˩ 

˸˷˶ Σ˨˯ˬ Σ˪ˣ˵ ˣ˪˧˲˞ˣ ˶˟˩˰ ˸ˡ˪˵ˬˣ Φ˪˩ ˫˸ˣ˞ ˫˧˟˧˩˶ ˫˧˶˟˥˸ˬ ˟πBUS ˣˢ˷˪˩ ˡ˟˰ˬ˪ Φ˨˶ˡ˟ ˪˪˩ ˶˷˲˞ 

˸ˣˬˡ˪ ˸˞ ˢˤ ˠˣ˯˪ ˪˷ ˸˷˶ ˸˪˪ˣ˩˷ ˸˞ ˡ˟˰ˬˢ 

˧˟˧˩˶ˣ ˢ˶ˬˣ˥ˢ ˫ˢˣ Ϧ˫˧˶˟ˡˬ Ϧ˫ˢ˧ˮ˧˟ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ 

˫˧˶ˡˠˣˬ Φˡˣ˰˟ ˵˪˥˷ ˫˧˟˧˩˶ˢˬ ˧˸˶˞˧˸˷ Σ˞ˬˠˣˡ˪ Υ

˶˟˩˰ ˸ˡ˪˵ˬˣ Σˣ˶˟˥˸˧ ˶ˣ˟˧˥˟ ˠˣ˯ˬ USB Φ˫˧˶˥˞ Σ

ˣ˶˟˥˸˧ ˶ˣ˟˧˥˟ ˫˷˟PCI   ˶ˣ˴˧˵)˪˷(Peripheral 

Component Interconnect)Φ 

 

  

 :˶ˣ˵ˬ]https://docs.oracle.com[ 

https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/
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ˣ˞ˣ˟ ˪˩˸˯ˮ ˪˰ ˦˪˲ˢ ˪˷ ˢˡˣ˵˲ˢ lspciΥ 

 

˭˸˧ˮ ˫˧˷˪ ˟˪ ˶ˣ˶˧˟˟ ˡ˴˪˷ ˪˩ ˟˧˩˶ ˢˬ˧˷˶˟ ύˡ˴ˬ ˪˞ˬ˷ ό˷˧ ˸˟ˣ˸˩ ˢ˧ˣˮ˟˷ ˬπо ˫˧˶˲˯ˬ Φˢˮ˟ˬˢ ˞ˣˢΥ 

Bus : Slot  : Function  

ˢˮ˟ˬˢ ˶˷˞ ˶˞ˣ˸ˬ ˭˞˩ ˞ˣˢ ˧˩˶˶˧ˢ Φ˪˩˪ Bus ˷˧ ˶˲˯ˬ Slots ˫ˢ˧˪˞˷ ˫˧˶˟˥˸ˬ ˫˧˟˧˩˶ ˟˧˩˶ˣ ˪ˣ˩˧ ˭˴˥˧˪ 

˶˲˯ˬ functions ˡ˵˲˸˪ˣ ˣˬ˩ ˶˲˯ˬ ˫˧˟˧˩˶ ˫˧ˮˣ˷ Σ˞ˬˠˣˡ˪ Σ˯˧˦˶˩ ˸˷˶ ˡ˥˞ ˠ˧˴ˬ˷ ˸˞ ˣˬ˴˰ ˸˩˶˰ˬ˪ 

ˢ˪˰˲ˢˢ ˣˬ˩ ˶˲˯ˬ ˧˯˧˦˶˩ ˸˷˶ ˫˧ˮˣ˷ Φ˪˪ˠ˟ ˷˧˷ ˧˪ ˢ˷˪ˣ˥ ˞˪ ˸˶˟˯ˣˬ ˧˯˧˦˶˩˪ ˸˷˶ ύNICsό ˷ˬ˸˷˞ 

˫ˢ˟ ˞ˬˠˣˡ˩ ˨˷ˬˢ˟ ˶ˬ˞ˬˢΦ 

˫˸ˣ˞˪ ˫˧˟˧˩˶ ˫˧˶˟˥˸ˬ˷ ˟πPCI ˷˧ ˶˲˯ˬ ˸ˣ˪ˣ˩˧ ˭ˢ˧ˮ˧˟Υ 

¶ IRQ (Interrupt Request) π ˡ˟˰ˬˢ ˧˞˷˶ ˷ˣ˶ˡ˪ ˧˟˧˩˶ˬ ˢ˶ˬˣ˥ˢ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˤ˞ˣ ˫ˣˠˡ˪ 

˭˸ˣ˞ ˡ˰ ˫ˢ˷ ˣˬ˧˧˯ ˰˴˟˪ ˸˞ ˢ˪ˣ˰˲ˢ ύPoll Mode Σό˸˶ˣ˴ ˢˡˣ˟˰ xʕ ˸˧ˮˤ˟ˤ˟ ˥ˣ˩˟ ˡˣ˟˧˰ ˭˩˪ˣ ˷˧ 

˧˟˧˩˶˪ ˢ˶ˬˣ˥ ˨˶ˡ ˫ˣˤ˧˪ ˢ˷˵˟ ˪˟˵˸˷ ˢˮ˰ˬ ˪˰ ˧ˡ˧ ˡ˟˰ˬˢ ˸˩˶˰ˬˣ ˢ˪˰˲ˢˢ ˞˧ˢˣ Interrupt Φ˨˩ Σ

˭˸˧ˮ ˶˴˧˧˪ ˸˶ˣ˴˸ ˢˡˣ˟˰ ˸˧ˮˣ˶˩ˮ˧˯˞ ˢ˪˧˰˧ Φ˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˞˪ ˯˥˧˧˸˞ ˫˪ˣ˰˪ ˪˷ sπInterrupts ˞˪˞ 

ˡ˵ˬ˸˞ ˟πDMA ˸ˣ˶ˬ˪ ˟ˣ˶˷ ˶ˬ˞ˬˢ ˧˦ˮˣˣ˪˶ ˫ˢ˧ˮ˷˪Φ 
 

¶ DMA (Direct Memory Access) π ˫ˣ˵ˬ˟ ˢ˟˧˸˩˷κˢ˞˧˶˵ ˭ˣ˶˩˧ˤ˪ ύRAM όˢ˷˰˸ ˪˰ ˧ˡ˧ ˡ˟˰ˬˢ 

˨ˣˣ˸ˬ˩ Σˢˬ ˪ˣ˪˰˷ ˤ˟ˤ˟˪ ˭ˣˬˢ ˥ˣ˩ ˡˣ˟˧˰ Σ˫˧˟˧˩˶˪ ˫˧ˮˣ˷ˢ ˷˧ ˢ˷˧ˠ ˢ˶˧˷˧ ˭ˣ˶˩˧ˤ˪ ˧ˤ˧˲ˢ ˨˩˟ˣ ˫ˢ 

˫˧˪ˣ˩˧ ˰˴˟˪ ˸˞ ˫˸ˡˣ˟˰ ˞˪˪ ˸ˣ˟˶˰˸ˢ ˡ˟˰ˬˢ Φ˞ˬˠˣˡ˪ ˢ˪˧˟˥ ˢ˰˧ˠˬ˷ ˸˷˶ˢˬ ˟˸˩˧˸ ˸ˣ˶˧˷˧ 

˭ˣ˶˩˧ˤ˪ ˪˰ ˧ˡ˧ ˯˧˦˶˩ˢ ˸˷˶Φ 

PCI Configuration Space 

˭˸˧ˮ ˰˧˲˷ˢ˪ ˪˰ ˧˟˧˩˶ sπ PCI˫˧ˮˣ˷ˢ ˸˶ˤ˰˟ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˫ˢ˷ ˫˧ˮ˴˥˧ˬ Φ˪˩ ˟˧˩˶ PCI ύˢ˶˰ˢΥ ˳ˣ˥ ˢˬπ

Host Bridge ό˟˧ˣ˥ˬ ˭˴˥˧˪ нрс ˫˧˸˟ ˪˷ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵Φ ˢ˷˧ˠˢ ˪˞ ˣ˸ˣ˞ ˶ˣˤ˞ ˢ˷˰˸ ˪˰ ˧ˡ˧ ˧ˮ˷ ˧˦˶ˣ˲ 

πsI/O ˫˧˞˟ˢΥ 

0xCF8 π ˦˶ˣ˲ ˢˤ ˞˶˵ˮ ˫ˠ CONFIG_ADDRESS Φ˞ˣˢ ˷ˬ˷ˬ ˭˧˧˴˪ ˢˤ˧˞˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˪˷ ˟˧˩˶ PCI ˣˮ˥ˮ˞ 

˫˧ˮ˧˧ˮˣ˰ˬ ˸˷ˠ˪ ˢˤ˧˞˟ˣ offset Φ˭˩˪ Σ˨˶˰ˢ ˧˶˲˯ˬˢ ˟ˣ˸˩ˮ˷ ˦˶ˣ˲˪ ˢ˧ˢ˧ ˫˞˸ˢ˟Υ 
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¶ ˫˧˦˧˟ˢ л-т ˫˧ˮˣ˷˞˶ˢ ˣˮ˧˧˴˧ ˸˞ sπoffset Σ˟ˣ˷˥ ˫˧˷˪ ˟˪ ˧˩ ˫ˢ ˫˧˟˧ˣ˥ˬ ˰˧˟˴ˢ˪ ˸˟ˣ˸˩˪ ˞˧ˢ˷ 

˸ˣ˪ˣ˲˩˟ ˪˷ пπ˫˧˸˟ ˨ˣ˸ˬ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˭˩˪ˣ н ˫˧˦˧˟ˢ ˫˧ˮˣ˸˥˸ˢ ˫˧˟˧˧˥ ˸ˣ˧ˢ˪ ˫˧˯˲˞Φ 

¶ ˫˧˦˧˟ˢ у-но ˣˮ˧˧˴˧ ˸˞ ˫ˣ˵˧ˬˢ ˪˷ ˟˧˩˶ sπPCI ˣ˧˪˞˷ ˣˮ˥ˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˸˷ˠ˪ ύ˧˲˪ ˢ˧˩˶˶˧ˢˢΦό 

¶ ˦˧˟ˢ sπом ˨˧˶˴ ˸ˣ˧ˢ˪ ˵ˣ˪ˡ ˪˰ ˸ˮˬ ˶˷˲˞˪ ˢ˷˧ˠ ˢ˶˧˷˧ ˪πCONFIG_DATAΦ 

0xCFC π ˦˶ˣ˲ ˢˤ ˞˶˵ˮ ˫ˠ CONFIG_DATA Φ˶˥˞˪ ˣˮ˰˟˵˷ CONFIG_ADDRESS ˸˞ ˸˟ˣ˸˩ˢ ˟˧˩˶ˢˣ ˣ˧˪˞ 

ˢ˴˶ˮ ˸˷ˠ˪ Σ˸˰˩ ˭˸˧ˮ ˸˷ˠ˪ ˣ˧˪˞ ˨˶ˡ sπCONFIG_DATA Φ˸ˣˡˣ˵˲ in/out ˦˶ˣ˲˪ ˣ˰˴˟˧ ˢ˞˧˶˵κˢ˟˧˸˩ 

˫˞˸ˢ˟Φ ˸˰˩ Σˣ˞ˣ˟ ˭ˮˣ˟˸ˮ ˟πн ˸ˣˡ˷ˢ ˫˧ˮˣ˷˞˶ˢ ˪˷ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢΥ 

 

 Υ ϐsubatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCI/pci_conf_space.pdf-http://wwwώ 

¶ Vendor ID π н ˫˧˸˟ ˫˧ˮ˧˧˴ˬ˷ ˸˞ sπID ˪˷ ˭˶˴˧ˢ Φ˧˟˧˩˶ Intel ˞ˬˠˣˡ˪ ˣ˪˧˩˧ ˸˞ ˨˶˰ˢ 0x8086 Φ˨˶˰ˢ 

0xFFFF ˭˧˧˴ˬ ˞˪˷ ˫˧˧˵ ˟˧˩˶ ˸˟ˣ˸˩˟ ˢˮ˧ˣ˴˷ Φ 

¶ Device ID π н ˫˧˸˟ ˫˧ˮ˧˧˴ˬ˷ ˢˢˤˬ ˧ˡˣ˥˧˧ ˪˷ ˟˧˩˶ˢ ˣˮ˸˧ˮ˷ ˪˰ ˧ˡ˧ ˭˶˴˧ˢΦ 

˭˩˪ˣ Σ˨˧˪ˢ˸˟ ˢ˧˧˪˰ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˶˵˧ ˨˧˪ˢ˸ˢ ˞˟ˢΥ 

мΦ ˸˩˶˰ˬˢ ˵ˣ˶˯˸ ˸˞ ˪˩ sπslots ˫˧˧˶˷˲˞ˢ ˪˩˟ busΦ 

нΦ ˞˶˵˸ ˸˞ sπDWORD ˭ˣ˷˞˶ˢ ˪˷ ˪˩ ˟˧˩˶ (VendorID)Φ 

оΦ ˢˡ˧ˬ˟ ˨˶˰ˢˣ ˞ˣˢ ˞˪ 0xFFFFΥ 

aΦ ˷˧ ˵ˣˡ˟˪ ˸˞ sπDeviceID ˪˰ˣ ˧˲ ˢˤ ˶ˣ˥˟˪ ˸˞ ˶˟˧˧˶ˡˢ ˫˧˞˸ˬˢ ˟˧˩˶˪ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˫˧ˢˤˬ ˪˷ 

˫˧˟˧˩˶ ˶˸˞˟ ˞˟ˢΦ 

http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCI/pci_conf_space.pdf
https://devicehunt.com/
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ˢˬˣ ˢˤ ˣ˸ˣ˞ ˶˟˧˧˶ˡ ˫˸˞ ˫˧˪˞ˣ˷ Κˢˤ ˦ˣ˷˲ ˡˣ˵ ˰ˡˣ˧˷ ˸˷ˠ˪ ˪˲˦˪ˣ ˶˞˷˟ ˢˮ˟ˬˢ ˠ˴ˣˢ˷ ˶˥˞˪ˣ ˭˩ˬ 

˶˞˷˟ ˧˶ˣˤ˞ ˭ˣ˶˩˧ˤˢ ˪˷ ˟˧˩˶ˢ ˫ˠ˷ ˫˸ˣ˞ ˭˸˧ˮ ˵˧˯ˢ˪ ˢˮ˟ˬˢˬ Φ˫˸ˣ˞ ˧˧ˣˮ˧˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˣ˷˰˧ ˪˰ ˧˲ 

˸ˣ˞˶ˣˢ ˭˶˴˧ˢ ˪˷ ˣ˸ˣ˞ ˟˧˩˶Φ 

˫˞ˢ ˣ˸ˣ˞ ˶˟˧˧˶ˡ ˟˧˧˥ ˸˟˷˪ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢΚ ˶˟˸˯ˬ ˞˪˷ Φπ˟open source ˫˷˟ DPDK ˷ˬ˷ˬ˷ 

˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸˶ˣ˷˵˸ ˸ˣ˶˧ˢˬ ˢ˩˩ ˪˩˷ ˢ˴˧˶ˢ ˞˧ˢ ˢˬπuser space ˫˧ˬ˧˧˵ ˭ˣˬˢ ˫˧˶˟˧˧˶ˡ ˧˯˧˦˶˩˪ ˸˷˶ 

˫˧ˮˣ˷ Φ˫˯˵ˢ ˢˤˢ ˢ˷˰ˮ ˪˰ ˧ˡ˧ ˶˟˧˧˶ˡ ˧ˮˣ˷˞˶ ˪˩˷ ˣ˸ˣˢˬ ˞˧ˢ ˸˸˪ ˪πuser space ˸˞ ˸ˣ˞˷˶ˢ ˢ˷˧ˠˢ 

˸ˣ˴ˣ˥ˮˢ ˭ˣ˶˩˧ˤ˪ ˪˷ ˧˟˧˩˶ sπPCI ˶˥˞˪ˣ ˭˩ˬ ˪˩ ˢ˵˧ˠˣ˪ˢ ˸˧˷˰ˮ ˢˬπuser space ˡ˟˪˟ ˞˪˪ ˸ˣ˟˶˰˸ˢ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˪˩Φ 

ˣˬ˩ˣ ˫˧ˮ˸ˣˮ˷ ˢ˷˧ˠ Σ˭˸˧ˮ ˫ˠ ˸˥˵˪ ˢ˷˧ˠ Φ˧˸˲˶˧˴ ˫˩˪ ˸ˬˠˣˡ ˡˣ˵ ˨ˣ˸ˬ hypervisor ˭˦˵ ˧˷˧˞ ˧˪˷ Φ˞˪ 

˟˧˥˶˞ ˭˞˩ ˢˬ ˢˤ hypervisor Σ˫ˠ ˪˰ ˢˤ ˷˧ ˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˶˸˞ˢˬΦ 

˶˧˟˯˞ ˢ˶˴˵˟ ˸ˬ˧˧˵˷ ˢ˩˧ˬ˸ ˡ˟˰ˬ˟ ˱˧˯ˣˢ˪ ˢ˟˩˷ ˪˷ ˡˣ˵ ˨˩ ˶˷˞˩˷ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˣ˶˵˧ Σ˸˪ˣ˰˲ 

ˡ˟˰ˬˢ ˵˯˲˧˸ ˢ˟˩˷ˢˣ ˣˮ˶˩ˤˢ˷ ˪˟˵˸ ˭ˬˤ ˢ˴˧˶ ˪˲˦˪ ˢ˪ˣ˰˲˟ ˥˶˸ˢ˷ˢ˷ Φ˭˸˧ˮ ˪˧˩ˢ˪ ˸˞ˤ ˫ˠ ˪˰ 

˸ˣˡˣ˵˲ I/O Φˡˣ˵ˢ ˠ˧˴˞˷ ˫˩˪ ˭˞˩ ˞ˣˢ ˸ˬ˞˟ proxy ˸ˣˡˣ˵˲˪ sπI/O ˸˰˴˟ˬ˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΥ 

__attribute__ (( always_inline ))  

VOID INLINE __out ( IN DWORD port ,  IN DWORD data )  

{    

    asm volatile ( "out %1, %0"  ::  "d"  ( port ),  "a"  ( data ));  

}  

 

__attribute__ (( always_inline ))  

VOID INLINE __in ( DWORD port ,  DWORD_PTR data )  

{    

    asm volatile ( "in %1, %0"  :  "=a"  (* data ):  "d"  ( port ));  

}  

 

if  (! is_in )  

{  

    __out ( port ,  data - >guestRegisters . rax );  

    if  ( port == 0xCF8)  

    {  

        data - >currentCPU - >currentConfigAddress = config_address ;  

    }  

}  

else  

{  

    DWORD in_data ;  

    __in ( port ,  &in_data );  

    if  ( port == 0xCFC)  

    {  

        if ( data - >currentCPU - >currentConfigAddress . slotNumber == 0x03 )  

        {  

            in_data = 0xffff ;  

        }  

    }  

    data - >guestRegisters . rax = in_data ;  

}  

 

  

https://www.dpdk.org/
https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf
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˭˞˩ ˷ˣˬ˧ˬˢ ˧˪˷ ˢ˧ˢ ˨˩Υ 

мΦ ˶˷˞˩ ˷˧ ˸ˡˣ˵˲ OUT ˦˶ˣ˲˪ 0xCF8 ˰˴˟ ˸˞ ˢˡˣ˵˲ˢ ˶ˣˬ˷ˣ ˸˞ ˨˶˰ˢ ˟˸˩ˮ˷ ˪˰ ˧˲ ˢˮ˟ˬˢ 

˧˸˶˞˧˸˷ ˫ˡˣ˵Φ 

нΦ ˶˷˞˩ ˷˧ ˸ˡˣ˵˲ IN ˵ˣˡ˟˸ ˫˞ˢ ˞˧ˢ ˸ˡ˰ˣ˧ˬ ˟˧˩˶˪ PCI ˟πslot ˶˲˯ˬ оΦ 

оΦ ˫˞ ˭˩ Σ˱˧˪˥˸ ˸˞ ˢ˞˴ˣ˸ˢ ˢ˶ˣˬ˞˷ ˶ˣˤ˥˪ ˶ˠˣ˞˟ RAX ˟π0xFFFFΦ 

˨˩˟ˣ Σ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˞˪ ˢ˥˧˪˴ˬ ˸ˣˢˤ˪ ˫˧˧˵˷ ˟˧˩˶ PCI ˶ˣ˟˧˥˟ ˸ˣ˶ˬ˪ ˞ˣˢ˷ ˥˩ˣˮ ˭˩˪ˣ ˶˷˞˩ ˰˴˟ˮ 

lspci ˪˟˵ˮΥ 

 

˸˞ˤˣ ˢ˸ˣ˞ ˢˬ˧˷˶ˢ ˫ˡˣ˵ˬˬ ˞˪˪ ˯˧˦˶˩ ˸˷˶ˢ ˢ˧ˢ˷ ˫˧˧˵ ˫˷ ˫ˡˣ˵ ˟πslot о Φ˧˪ˣ˞ ˞˪ ˫˸ˬ˷˶˸ˢ 

ˡ˥ˣ˧ˬ˟ ˰˲ˣˬˬ ˫˧ˬ˯˵ˢ ˠ˴ˣˢ˷ ˢ˲ ˪˟˞ ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˭˸˧ˮ˷ ˫ˣ˯˥˪κ˸˸˪ ˢ˷˧ˠ ˪˞ ˧˟˧˩˶ PCI ˫ˠ ˸ˬ˶˟ 

ˢˮ˩ˣ˸ˢΦ 

 

PCI Express 

˸ˮ˷˟ нллп ˠ˴ˣˢ ˶ˣˡˢ ˷ˡ˥ˢ ˪˷ ˶ˣ˟˧˥ sπPCI ˞ˣˢ˷ .PCI Express ˫˧˧ˣˮ˧˷ˢ ˣ˞˟ ˧ˡ˧˪ ˧ˣ˦˧˟ ˢˮ˟ˬ˟ ˪˷ sπ

busΣ ˫˧˟˴˵˟ ˢ˞˶ˮ˩ˣ ˡˣ˰˟ ˢˬ˩ ˫˧˶˦ˬ˶˲ ύ˟ˣ˷ Σ˧ˮ˞ ˞˪ ˷˧˞ ˪˷ ˢ˶ˬˣ˥όΦ 

ˢ˷˧ˠˢ ˟˧˩˶˪ ˸ˡˣ˵ˮˬ ˦˟ˬˢ ˪˷ ˢˮ˩ˣ˸ˢ ˫ˠ ˞˧ˢ ˢ˸ˮ˸˷ˢ Φ˰˧ˠ˶˞ ˫˩˸˞ ˫ˡˣ˵ ˪˩ ˶ˬˣ˞ˣ ˸ˣ˶ˬ˪˷ 

ˢˮ˸˷ˢ˷ ˢ˷˧ˠˢ ˫˧˟˧˩˶˪ ˭˧˧ˡ˰ ˭˵˸ˢ ˶ˬˣ˷ ˪˰ Backwards compatibility ˭˩˪ˣ ˢ˦˧˷ˢ ˧˸ˠ˴ˢ˷ ˫˩˪ ˫ˡˣ˵ 

˭˩˪ ˫˰ ˫˧˦˶ˣ˲ˢ 0xCFC xπ0xCF8 ˭˧˧ˡ˰ ˡˣ˟˰˸Φ 

˧ˣˮ˧˷ˢ ˧ˤ˩˶ˬˢ ˞ˣˢ ˸˰˩˷ ˞˪ ˢ˷˰ˮ ˷ˣˬ˧˷ ˧˦˶ˣ˲˟ I/O ˞˪˞ ˟˥˶ˬ˟ ˭ˣ˶˩˧ˤ ˭˸˧ˮ˷ ˟ˣ˸˩˪ ˞ˣ˶˵˪ˣ ˣˮˬˬ 

ύMMIO Φό˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˢ˟˧˸˩˷ ˢ˞˧˶˵ˣ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤˢ ˶ˡˠˣˬ˷ ˰˧˲˷˸ ˪˰ ˸ˣˠˢˮ˸ˢˢ ˪˷ ˟˧˩˶ˢ ˭˲ˣ˞˟ 

˶˧˷˧ π ˭˸˧ˮ ˟ˣ˷˥˪ ˪˰ ˢˤ ˣˬ˩ ˪˰ ˶ˠˣ˞ ˢ˶ˬˣ˥ ˫˵ˣˬˬ˷ ˟πRAM ˞˪ˣ ˡ˟˰ˬ˟ ˣˬ˴˰ Φ˱˯ˣˮ˟ Σ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ 

˪ˡˠ ˬπнрс ˫˧˸˟ ˪πплфс ˫˧˸˟ Φ˸˰˩ˣ ˠ˧˴˞ ˫˩˪ ˡ˴˧˩ ˫˧˞˴ˣˬ ˸˞ ˣ˸ˣ˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤ ˪˷ ˟˧˩˶ˢΦ 

 όά!ŘǾŀƴŎŜŘ /ƻƴŦƛƎǳǊŀǘƛƻƴ ŀƴŘ tƻǿŜǊ LƴǘŜǊŦŀŎŜέύ ACPI˪˪ˣ˩ ˣ˩ˣ˸˟ ˱˯ˣ˞ ˪˷ ˸ˣ˞˪˟˦ ˸ˣˮ˰˦ˮ˷ ˟˪˷˟ 

˫ˡ˵ˣˬ ˨˧˪ˢ˸˟ ˢ˧˧˪˰ˢ ˭ˣ˶˩˧ˤ˪ Σˡˣ˰ ˧ˮ˲˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φ˭˸ˣ˞ ˸ˣ˞˪˟˦ ˸ˣ˪˧˩ˬ ˰ˡ˧ˬ ˪˰ ˸ˣ˶ˬˣ˥ˢ 

˸ˣˬ˧˧˵˷ ˸˩˶˰ˬ˟ Φ˞˪ ˟˧˥˶˞ ˡ˴˧˩ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˞˪˟˦ˢ ˭ˣ˶˩˧ˤ˟ ˪˟˞ ˰ˡ˧ˬˢ ˞˴ˬˮ ˭˞˩Φ   

  

כאן
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ˢ˪˟˦ˢ ˣˮ˥ˮ˞˷ ˫˧˷˲˥ˬ ˢ˪˧˩ˬ ˸˞ sπ άa/CDέ {ƛƎƴŀǘǳǊŜˢˮ˟ˬˢˣ ˢ˪˷ ˞ˣˢΥ 

 

ϐ Υhttps://wiki.osdev.org/PCIώ  

¶ ˸˪˧˥˸ ˢˮ˟ˬˢ ύˡ˰ offset он ˪˪ˣ˩ό ˞ˣˢ ACPI Header ˧˪˪˩ Φ 

¶ ˶˥˞˪ ˭˩ˬ ˷˧ у ˫˧˸˟ ˫ˢ˷ ϦέwŜǎŜǊǾŜŘ 

¶ ˧˶˥˞ ˭˩ ˪˧˥˸ˬ ˨˶˰ˬ ˸˞˷ ˣ˪ˡˣˠ ˭˸˧ˮ ˵˧˯ˢ˪ ˨˶ˣ˞ˬ ˢ˪˟˦ˢ Σ˟ˣ˶˪ ˨˶˰ˬˢ ˪˧˩˧ ˢˬˣ˷˶ ˸˥˞Φ 

˨˶˰ˬˢ ˟˩˶ˣˬ ˸ˣˡ˷ˢˬ ˫˧˞˟ˢΥ 

o Base Address π ˸˟ˣ˸˩ˢ ˪˷ ˸˪˧˥˸ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢΦ 

o PCI Segment Group Number π PCI-E ˪˧ˡˠˢ ˸˞ ˢ˧˩˶˶˧ˢˢ ˪˷ ˶ˣ˟˧˥ˢ ˱˧˯ˣˢˣ ˶˟˰ˬ ˪πBUS 

ˢ˶ˡˠˢ ˫˷˟ Domain ύsegment Σόˢˬ˶ ˸˲˯ˣˮ ˸˶˷˲˞ˬ˷ ˶˸ˣ˧ ˫˧˶ˣ˟˧˥ Φ˟ˣ˶˪ ˢ˧ˢ˧ ˵˶ 

Domain ˡ˥˞ ˣ˩˶˰˷ лΦ 

o Start PCI bus π ˢˤ˧˞˪ Bus ˧ˮˣ˷˞˶ ˯˥˧˧˸ˬ ˰˦˵ˬˢ ύ˟ˣ˶˪ лΦό 

o End PCI bus π ˡ˰ ˢˤ˧˞ bus ˯˥˧˧˸ˬ ˰˦˵ˬˢ ύ˟ˣ˶˪ 0xFFΦό 

o п ˫˧˸˟ ϦreservedϦ 

πsBase Address ˭˧˧˴ˬ ˸˞ ˢ˪˥˸ˢˢ ˪˷ ˶ˣˤ˞ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ Σ˪˰ ˸ˮˬ ˶˸˞˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˪˷ ˟˧˩˶ ˧˲˧˴˲˯ 

˶ˤ˰˧ˮ ˟ˣ˷˧˥˟ ˞˟ˢΥ 

Base_address  + ((Bus -  start_bus) << 20 |  Slot  << 15 |  Function  << 12)  

https://wiki.osdev.org/PCI
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˸˰˩ ˷˧˷ ˣˮ˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˞ˣ˴ˬ˪ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˱ˣ˷˥˞ ˫˩˪ ˸˴˵ ˬπϦ˭ɣ ˫˧˵˥˷ˬˢ Ϧ˧ˮ˞˷ ˷ˬ˸˷ˬ 

ˣ˟Φ 

 

˸˟˧˟˯ ˸ˣ˵˧ˡ˟ 

˨˶ˡˢ ˧ˮ˞˷ ˷ˬ˸˷ˬ ˢ˟ ˳˪ˬ˯˪ ˧ˠˣ˯ ˸ˣ˟˧˟˯ ˞˧ˢ ˸˶ˤ˰˟ VM ˪˰ˬ QEMU Φ˶˟˸˯ˬ ˸˶˧˶˟˟˷ ˪ˡ˥ˬˢ ˪˷ 

QEMU ˢ˷˰ˮ ˷ˣˬ˧˷ ˟πPCI BUS ˞˪ˣ ˟πPCI Express Φˢˡ˧ˬ˟ ˭˩ˣ ˫˧˴ˣ˶ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˩ˬˣ˸˷ ˟PCI-E 

˷˧ ˱˧˯ˣˢ˪ ˸˞ ˪ˠˡˢ Ϧ-machine q35Ϧ .˭˸˧ˮ ˞ˣ˶˵˪ ˡˣ˰ ˪˰ ˴˧˲ˢϥ˶ ˢ˪ˣ˰ˬˢ ˢˤˢ ˪˷ QEMU ˷ˬ˸˷˞˷ x˟ 

˭˞˩Φ  

˸˰˩ ˢ˯ˮˮ ˰˧ˠˢ˪ ˣˮˬ˴˰˟ ˫˧˸˟˪ ˫˧ˮˣ˷˞˶ˢ ˪˷ ˯˧˦˶˩ˢ ˸˷˶ Σ˫˧ˮ˟ˬˢ ˫˸ˣ˞ ˧˸˶˞˧˸ ˫ˢΥ 

typedef  struct {  

    UINT32       Signature;  

    UINT32       Length;  

    BYTE        Revision;  

    BYTE        Checksum;  

    BYTE        OemId[6];  

    UINT64       OemTableId;  

    UINT32       OemRevision;  

    UINT32       CreatorId;  

    UINT32       CreatorRevision;  

}  __attribute__ ((packed)) ACPI_DESCRIPTION_HEADER;  

typedef  struct {  

    UINT64       base_address;  

    WORD        pci_segment_group_number;  

    BYTE        start_pci_bus;  

    BYTE        end_pci_bus;  

    UINT32       reserved;  

}  __attribute__ ((packed)) BASE_ADDRESS_STRUCTURE;  

 

typedef  struct {  

    ACPI_DESCRIPTION_HEADER        header;  

    UINT64                          reserved;  

    BASE_ADDRESS_STRUCTURE         base[N];  

}  __attribute__ ((packed)) ACPI_MCFG_HEADER;  

˶˥˞˪ ˞˴ˬˮ˷ ˸˞ ˰˧˟˴ˬˢ ˸˪˟˦˪ sπϦMCFG Ϧ˪˩ˣˮ ˯˧˲ˡˢ˪ ˸˞ ˫˧˶˦ˬ˶˲ˢ ˫˧ˮˣ˷ˢ ˢ˪˷ ˸˞ˣ ˢ˪˥˸ˢˢ 

˪˷ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ ˯˧˦˶˩ˢ ˸˷˶ ˞˴ˬˮ˷ ˸˰˩ ˟πslot ˶˲˯ˬ нΥ 

ACPI_MCFG_HEADER*  mcfg = (ACPI_MCFG_HEADER* )mcfgTable;  
UINT64  address = mcfg - >base[0].base_address + ((0 << 20) |  (2  << 15) |  (0  << 12)); // 00:02.0  

 

Print( " ***************** \ n");  

Print  ("PCI domains %d \ n", (mcfg - >header.Length -  

sizeof(ACPI_DESCRIPTION_HEADER))  

                                    / sizeof(BASE_ADDRESS_STRUCTURE));  

Print  ("PCI Base Address %8\ n", mcfg - >base[0].base_address);  

Print  ("PCI Start Bus Number %1\ n", mcfg - >base[0].start_pci_bus);  

Print  ("PCI End Bus Numbe r %1\ n", mcfg - >base[0].end_pci_bus);  

Print  ("Slot 2 Address: %8\ n", address);  

Print  ("First Bytes: %8\ n", * (UINT32 * )address);  

Print( " ***************** \ n");  

  

https://wiki.qemu.org/Features/Q35
https://wiki.qemu.org/Features/Q35
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ˢˣπoutput ˪˷ ˢ˴˧˶ˢ ˞ˣˢΥ 

 

˭˸˧ˮ ˫˧˷˪ ˟˪ ˣˮ˪˟˧˵˷ ˸˞ sπDeviceID sxVendorID- ˪˷ ˯˧˦˶˩ˢ ˸˷˶ ύ˪˰ˬ ˫˧˰˟˴ˢ ˫ˣˡ˞ˢ ˟ˣˢ˴ˢˣ Φό

ˢˡ˧ˬ˟ ˫˧˴ˣ˶ˣ ˰˴˟˪ ˢ˞ˣˣ˷ˢ ˸ˮˣˬ˸˪ ˭ˣ˶˩˧ˤˢ ˪˷ ˢˮˣ˩ˬˢ ˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢ: 

sudo  cat /proc/iomem  

˪˟˵ˮˣ: 

 

˶ˣ˶˧˟˟ˣ ˭˸˧ˮ ˭˧˥˟ˢ˪ ˢˤ˷ ˶ˣˤ˞ ˭ˣ˶˩˧ˤˢ ˣˮ˞˴ˬ˷ ˣˮˬ˴˰˟ ύPCI Base AddressΦό 

ˣˬ˧˷ ˟˪ Υ˶ˣˤ˞˷ ˭ˣ˶˩˧ˤˢ ˭ˬˣ˯ˬ ˶ˣ˸˟ άwŜǎŜǊǾŜŘέ ˸ˣ˰ˬ˷ˬˢˣ ˞˧ˢ ˢ˧˧˪˰˟˷ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˞˧ˢ ˞˪ 

˷ˬ˸˷˸ ˭ˣ˶˩˧ˤ˟ ˢˤˢ ˫˧ˮ˟ˬ˪ ˢ˪˷ Φˢ˷˧ˠ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤ ˢˤ ˢ˩˧˶˴ ˸ˣ˷˰˧ˢ˪ ˢ˶ˣ˴˟ ˢˬ˩˥ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ 

˰˧˲˷ˬ ˸ˣ˶˧˷˧ ˪˰ ˧˟˧˩˶ ˢ˶ˬˣ˥ˢ ˪˷ ˸˩˶˰ˬˢΦ 
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˶˟˧˧˶ˡ ˟πBash 

˫˧˵˪˥˟ ˫˧ˬˡˣ˵ˢ ˧˸ˠ˴ˢ ˫˩˪ ˸˞ ˰ˡ˧ˢ ˷ˣ˶ˡˢ ˢ˟˧˸˩˪ ˪˷ ˶˟˧˧˶ˡ ˢ˶ˬˣ˥˪ Φ˧˲˩ ˧˸˶˩ˤˢ˷ Σ˶˵˧˰ ˢˡˣ˟˰ˢ 

˞˧ˢ ˡˣ˟˰˪ ˫˰ ˟˥˶ˬ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˭˴˥˧ˬ˷ ˟˧˩˶ˢ ˧˲˪˩ ˭ˣ˶˩˧ˤˢ Φ˸˰˩ Σ˟ˣ˸˩ˮ ˶˟˧˧˶ˡ ˧˯˧˯˟ ˟˧˩˶˪ ˵˧ˤ˥ˬ˷ 

˸ˣ˪ˣ˩˧˟ DMA Φ˸˶ˤ˰˟ ˟˧˩˶ˢ ˞˶˵ˮ ˟ˣ˸˩ˮˣ ˭ˣ˶˩˧ˤ˪Φ 

˟˧˩˶ˢ ˟ˣ˸˩ˮ˷ x˪ ˶˟˧˧˶ˡ ˞ˣˢ ˟˧˩˶ ˭˧˧ˮ˰ˬ ˫˷˟ άŜŘǳέ Φedu ˞ˣˢ ˟˧˩˶ ˢ˶ˬˣ˥ ˧˪˞ˣ˦˶˧ˣ ˨˧˧˷˷ ˪πQEMU 

˞ˣˢˣ ˷ˬ˷ˬ ˸ˣ˶˦ˬ˪ ˡˣˬ˧˪ ύ˟˸˩ˮ ˭˲ˣ˞˟ ˧ˡˣ˰˧˧ ˶ˣ˟˰ ˫˧˦ˮˡˣ˦˯ Φό˭˸˧ˮ ˭ˮˣ˟˸ˢ˪ ˫ˠ ˡˣ˵˟ ˶ˣ˵ˬˢ ˣ˪˷ Φ˪˧˟˷˟ 

ˢˮˣ˩ˬˢ˷ ˸˧˪˞ˣ˦˶˧ˣˣˢ ˪˧˩˸ ˣ˸ˣ˞ ˷˧ ˱˧˯ˣˢ˪ ˸˞ ˪ˠˡˢ   Υ 

- device  edu  

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˞ˣ˶˵˪ ˸˞ ˦˶˲ˬˢ ˪˷ ˟˧˩˶ˢ ˪˰ ˸ˮˬ ˭˧˟ˢ˪ ˢˬ ˞ˣˢ ˭˴˥˧ˬ ˡ˴˧˩ˣ ˭˸˧ˮ ˠ˲ˮ˵˪ ˣ˸ˣ˞ Φ˰ˡ˧ˬˢ 

ˣ˪ˣ˩ ˫˵ˣˬˬ ˭˞˩ Φ 

˸˧˷˞˶ ˯˥˧˧˸ˮ ˸ˣ˶ˡˠˢ˪ ˸ˣˮˣ˷˞˶ˢΥ 

 

˭˞˩ˬ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ sπID ˪˷ ˶˴ˣˬˢ ˭˟ˣˬ˩˷ ˟˩˶ˣˬ ˡˬ˴ˢˬ ˟ˣˢ˞ˢΥ  VendorID xπDeviceID Φ˶˥˞˪ ˭˩ˬ 

˭˸˧ˮ ˫˧˷˪ ˟˪ ˟˧˩˶˪˷ ˷˧ ˢˠˬ ˪˷ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˷ˬ˷ˬ˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˪ ˣ˪˷ ύMMIO Φόˢ˲˧˞ ˫˵ˣˬˬ ˶ˣˤ˞ 

˭ˣ˶˩˧ˤˢ ˢˤˢ Κ˭˸˧ˮ ˶˸˞˪ ˣ˸ˣ˞ ˸˶ˤ˰˟ sπBAR ύBase Address Register ό˭ˣ˷˞˶ˢ ˶ˣˤ˞ˬ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ 

˧˪˪˩ˢ BAR0)Υό 

 

 Υ ϐhttps://wiki.osdev.org/PCIώ 

https://github.com/qemu/qemu/blob/master/hw/misc/edu.c
https://github.com/qemu/qemu/blob/master/docs/specs/edu.txt
https://wiki.osdev.org/PCI
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˭ˣˣ˧˩ˬ ˧ˮ˞˷ ˰ˡˣ˧ ˫˸˞˷ ˶˟˩ ˫˧˪ˠˣ˯ˬ ˡˣ˟˰˪ ˫˰ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˳˪˥˪ˣ ˫˧˩˶˰ Σˢ˪ˠ˞ ˫˩˪ ˯˵ˣˮ˧˪˟˷ 

˭˸˧ˮ ˳˧˶ˢ˪ Υ 

lspci  - v  

ˢ˟ˣ˷˸˟ˣ ˭˸˧ˮ ˸ˣ˞˶˪ ˫˧˧˵˷ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˸˟ˣ˸˩˟ 0xfea00000 Σ˨˶˰ ˢˤ ˫˧˧˵ ˫ˠ ˟πBAR0Υ 

 

˸˰˩ Σ˨˧˷ˬˮ ˞ˣ˶˵˪ ˸˞ ˦˶˲ˬˢ ˪˷ ˟˧˩˶ˢ ˡ˵ˬ˸ˮˣ ˟πAPI ˪˷ sπDMA Σ˵˪˥ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˸ˣ˟ˣ˸˩ˢ ˫ˢ˟˷ 

˯˧ˮ˩ˮ ˸˞ ˸ˣ˞˶ˣˢˢ ˟˧˩˶˪ Φ˶˷˞˩ ˢ˴˶ˮ ˠ˲ˮ˵˪ ˨˶˰ ˸ˣ˦˷˲˟ ˟ˣ˸˩ˮ ˸˟ˣ˸˩˪ ˣ˪˷ ˶˲˯ˬ ˟˥ˣ˶˟ п ˫˧˸˟ Φ

ˢ˷˧ˠˢ ˸˧˞˶ˮ ˣ˪˧˞˩ ˨˶˰ˢ ˟˸˩ˮ ˭ˣ˶˩˧ˤ˪ ˪˟˞ ˫˴˰˟ ˢ˟˧˸˩ˢ Ϧ˸˯˲˸ˮ Ϧ˧ˮ˲˪ ˞˧ˢ˷ ˸˷˥˶˸ˬ ˢ˞˶ˣˢˢˣ 

˸˶˟ˣ˰ ˟˧˩˶˪ ύ˪˪ˠ˟ ˢˤ ˵˥˶ˬˢ ˭˧˟ ˸˟ˣ˸˩ ˸˟ˣ˸˩˪ ˞˪ ˸ˬ˞˟ ˧˸ˣ˰ˬ˷ˬΥό 

 

˭ˣˮˠˮˬ sπDMA ˪˷ ˟˧˩˶ˢ ˡ˟ˣ˰ ˨˩ Υ˟˧˩˶ˢ ˵˧ˤ˥ˬ ˸˟ˣ˸˩˟ 0x40000 ˨˶˰ˬ Φ˸ˣ˧˴˲ˣ˞ˢ ˸ˣˡ˧˥˧ˢ ˭ˢ ˟ˣ˸˩˪ 

˪˞ ˣ˸ˣ˞ ˨˶˰ˬ ˭ˣ˶˩˧ˤˢˬ x˞ ˞ˣ˶˵˪ ˣˮˬˬ ˨˶˰ ˪˞ ˭ˣ˶˩˧ˤˢ Φ˶˟˧˧˶ˡˢ ˣˮ˥ˮ˞˷ ˟ˣ˸˩ˮ ˢ˧ˢ˧ ˷ˬˣˬˬ ˟πscript 

˪˷ bash ˞ˣˢˣ ˰˴˟˧ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢΥ 

мΦ ˞ˣˢ ˶˧ˡˠ˧ ˟˧˩˶˪ ˸˟ˣ˸˩ ˢˮˬˬ ˷˧ ˵˧˸˰ˢ˪ п ˫˧˸˟Φ 

нΦ ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˶˧ˡˠ˧ ˟˧˩˶˪ ˸˟ˣ˸˩ ˟ˣ˸˩˪ ˢ˧˪˞ ˸˞ sπп ˫˧˸˟ ˞ˣˢ˷ ˵˧˸˰ˢ Σ˸˟ˣ˸˩ˢ ˫˵ˣˬ˸ п ˫˧˸˟ 

˧˶˥˞ ˸˟ˣ˸˩ˢ ˢˮˣ˷˞˶ˢΦ 
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ˢ˞˴ˣ˸ˢ Υ˪ˣ˲˩˷ ˪˷ п ˫˧˸˟ ˭ˣ˶˩˧ˤ˟ Σˢˤ ˪˩ˢ Φ˨˧˞ˣ ˷ˬˬˮ ˸˞ ˢˤ ˟πbash Κ˷ˬ˸˷ˮ ˧˪˩˟ ˞˶˵ˮ˷ busybox 

˪ˠˣ˯ˬ˷ ˰˴˟˪ ˢ˟˧˸˩ ˭ˣ˶˩˧ˤ˪ ˧ˤ˧˲ˢΦ 

ˡˣ˵ˢ ˢ˞˶˧˧ ˨˩Υ 

#!/bin/bash  

 

ADDR=0xfea00000  

DMA_ADDR=0x9fb00  

sudo  busybox devmem $((DMA_ADDR))  32 0xffffffff  

 

sudo  busybox devmem $((ADDR + 0x80))  32 $((DMA_ADDR))  

sudo  busybox devmem $((ADDR + 0x88))  32 0x40000  

sudo  busybox devmem $((ADDR + 0x90) ) 32 4  

sudo  busybox devmem $((ADDR + 0x98))  32 1  

 

sleep  2 

 

sudo  busybox devmem $((ADDR + 0x80))  32 0x40000  

sudo  busybox devmem $((ADDR + 0x88) ) 32 $((DMA_ADDR + 0x4))  

sudo  busybox devmem $((ADDR + 0x90))  32 4  

sudo  busybox devmem $((ADDR + 0x98))  32 3  

 

sleep  2 

 

sudo  busybox devmem $((ADDR + 0x4))  

ˡˣ˵ˢ ˧ˣˮ˟ ˫˧˟˪˷ˢˬ ˫˧˞˟ˢΥ 

мΦ ˢ˪˥˸ˢ˟ ˶˧ˡˠˮ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˶ˣˤ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˭ˣ˶˩˧ˤˢˣ ˣ˸ˣ˞ ˢ˴˶ˮ ˪˲˩˷˪ Φ˟ˣ˸˩ˮ ˫ˠ ˨˶˰ ˭˟ п 

˫˧˸˟ ˢ˸ˣ˞˟ ˸˟ˣ˸˩Φ 
 

нΦ ˶˥˞˪ ˭˩ˬ ˵˧˸˰ˮ ˸˞ п ˫˧˸˟ˢ ˨˶˰ˬ˪ ˭ˣ˶˩˧ˤ˟ ˪˷ ˟˧˩˶ˢΦ 
 

оΦ ˪˧˰˲ˮ sleep ˪˰ ˸ˮˬ ˞ˡˣˣ˪ ˢ˶˟˰ˢ˷ ˢˬ˧˧˸˯ˢ Φ˨˶ˡ ˶˸ˣ˧ ˸˧˦ˮˠ˪˞ ˞˧ˢ ˵ˣˡ˟˪ ˟˧˩˶ˢ˷ ˢ˟˧˩ ˸˞ ˪ˠˡˢ 

ˣˮ˵˪ˡˢ˷ ˸˟ˣ˸˩˟ 0x98 ˪ˬ˯ˬ˷ ˢ˪˥˸ˢ ˪˷ ˢ˶˟˰ˢ ύ˭˩ Σ˫ˠ ˟˧˩˶ˢ ˨˶ˣ˰ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢό 
 

пΦ ˵˧˸˰ˮ ˸˞ п ˫˧˸˟ˢ ˨˶˰ˬˢˬ ˪˷ ˟˧˩˶ˢ ˸˟ˣ˸˩˪ ˸˞˴ˬˮ˷ ˦˯˧ˢ˟ ˪˷ п ύ˨˷ˬˢ ˭ˣ˶˩˧ˤˢ ˣˮ˵˲˧˯˷Φό 
 

рΦ ˰˴˟ˮ ˟ˣ˷ sleep ˡ˰ ˫ˣ˧˯˪ ˢ˶˟˰ˢˢΦ 
 

сΦ ˱ˣ˯˟˪ ˯˧˲ˡˮ ˸˞ ˨˶˰ˢ ˸˟ˣ˸˩˟ ˣˮ˟˸˩˷ ˢ˧˪˞ ˞ˡˣˣ˪ ˨˧˪ˢ˸ˢ˷ ˥˧˪˴ˢΦ 

ˢˤ˧˞ ˱˧˩ Ηˣˮ˥˪˴ˢ ˟ˣ˸˩˪ ˶˟˧˧˶ˡ ˟πbash Φ˭˩˞ Σ˪˟˞ Σˣˮ˷˧ ˵˪˥ ˧˸˶˯˥ˢ˷ ˞ˣˢ˷ ˧˦˧˶˵ ˢ˥˪˴ˢ˪ ˪˷ 

˨˧˪ˢ˸ˢΦ ˫˧˧˵ ˪ˠˡ ˭ˣ˶˩˧ˤ˟ ˶˷˲˞ˬ˷ ˰ˣˮˬ˪ sπDMA ˪˷ ˟˧˩˶ˢ ˢ˷˧ˠΦ 
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˨ˣ˸˟ ˟˥˶ˬ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ύ˪˷ ˧˟˧˩˶ PCI ˭˲ˣ˞˟ ˧˪˪˩ ό˫˧˧˵ ˢˡ˷ ˫˷˟ ϦCommand RegisterϦ ˢ˞˶ˮ˷ ˨˩Υ 

 
 Υ ϐhttps://wiki.osdev.org/PCIώ 

Bit2 ˢˡ˷˟ ˭˧˧˴ˬ ˸˪ˣ˩˧ ˸˞˶˵ˮ˷ ϦBus Master ΣϦ˸˪ˣ˩˧ˢ ˸˞ˤˢ ˸˶˷˲˞ˬ ˟˧˩˶˪ ˰˴˟˪ DMA ˭˩˪ˣ ˪˰ ˸ˮˬ 

˭ˣˮˠˮˬˢ˷ ˡˣ˟˰˧ ˷˧ ˵˧˪ˡˢ˪ ˸˞ ˪ˠˡˢ ˢˤˢ ˟˥˶ˬ˟ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˪˧˥˸˟ ˢ˪ˣ˰˲ˢ ˪˷ ˶˟˧˧˶ˡˢ Σ˨˧˞ˣ 

˫˧˷ˣ˰ ˸˞ ˢˤ Κ˸˶ˤ˰˟ ˪˩ ˫˧˪˩ˢ ˧˸˵˲˧˯˷ ˫˩˪ ˶ˬ˞ˬ˟ ˡ˰ ˢ˩ ˫˸˞ ˶˟˩ ˫˧˪ˠˣ˯ˬ ˶˸˞˪ ˸˞ ˟˥˶ˬ 

ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ ˟˧˩˶ˢ ˨ˣ˶˰˪ˣ ˣ˸ˣ˞ ˫˩ˬ˴˰˟Φ 

 

IOMMU 

ˡ˥˞ ˫˧ˮˣˮˠˮˬˢ ˫˧˟ˣ˷˥ˢ ˫˪ˣ˰˟ ˧˟˧˩˶ sπPCI ˞ˣˢ sπ Input-Output Memory Management Unitˣ˞ 

˧˷˞˶˟ ˸ˣ˟˧˸ IOMMU Φ 

˧˲˩ ˧˸˶˩ˤˢ˷ ˫ˡˣ˵ ˭˩˪ ˫˧˟˧˩˶˪ ˷˧ ˢ˷˧ˠ ˢ˶˧˷˧ ˭ˣ˶˩˧ˤ˪ ˧ˤ˧˲ˢ ύDMA Σό˸˪ˣ˩˧ ˸˞ˤ ˢ˪˰ˬ ˶˲˯ˬ ˫˧˶ˠ˸˞Υ 

мΦ ˢ˧˰˟ ˟˧˩˶˟ ˫˧ˣ˯ˬ x˞ ˟πdriver ˣ˪˷ Σˣ˞ ˭˧˲ˣ˪˧˥˪ ˱˵ˣ˸ ˪˴ˮˬ˷ ˸˞ ˸˪ˣ˩˧ˢ ˪˷ ˟˧˩˶ˢ ˫˧˪ˣ˩˧ ˰˧˲˷ˢ˪ 

˪˰ ˭ˣ˶˩˧ˤ ˧ˤ˧˲ ˫ˣ˶ˠ˪ˣ ˵ˤˮ˪ ˶ˣˬ˥ ˸˩˶˰ˬ˪ Φ˞ˬˠˣˡ ˢ˟ˣ˦ ˞˧ˢ ˱˵ˣ˸ ˫˞˸ˬ˷ ˫˰ ˯˧˦˶˩ˢ ˸˷˶ ˸˟ˣ˸˩ 

ˢ˟˷ ˞ˣˢ ˢ˲˴ˬ ˪˟˵˪ ˸˞ ˸ˣ˪˧˟˥ ˸˶ˣ˷˵˸ˢ Σ˸˟ˣ˸˩ˢˣ ˢ˪˧˩ˬ ˱ˡ ˭˧˞˷ ˱˵ˣ˸˪ ˸ˣ˞˷˶ˢ ˢ˟˧˸˩ ˣ˧˪˞Φ 
 

нΦ ˫˪ˣ˰˟ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˣˢ ˨˶ˡ˟ ˪˪˩ ˞˪ ˢ˧ˢ˸ ˸˰ˡˣˬ ˟˥˶ˬ˪ ˸ˣ˟ˣ˸˩ˢ ˧ˤ˧˲ˢ ˞˪˞ 

˸ˣ˟ˣ˸˩ˢ ˢ˪˷ ˣ˶ˬˣ˧ ˪˰ ˧ˡ˧ ˢ˪˟˦ ˫˷˟ ϦEPTϦ  Φ˭ˣˣ˧˩ˬ ˢˮˣ˩ˬˢ˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˪˰ˣ˲ ˪˰ ˧˲ sπEPT 

˟˧˩˶ˢˣ ˶˧˩ˬ ˨˞ ˵˶ˣ ˸ˣ˟ˣ˸˩ ˸ˣ˧ˤ˧˲ ˧ˤ˞ ˸˩˶˰ˬˢ 

ˢ˪˰˲ˢ ˢˮˣ˩ˬ˟ ˞˪ ˸˪ˠˣ˯ˬ ˫˞˸˪ ˫˰ ˟˧˩˶ˢ ˸˟ˣ˸˩ 

˸˧ˤ˧˲ ˷ˬ˷˸˷ ˸˞ ˫ˢ˧ˮ˷Φ 

˭˩˪ˣ Σ˟˧˩˶ sπIOMMU ˶˴ˣˮ ˪˰ ˸ˮˬ ˡˡˣˬ˸ˢ˪ ˫˰ ˫˧˶ˠ˸˞ 

ˣ˪˞ ˪˰ ˧ˡ˧ ˨˩ ˞ˣˢ˷ ˰ˮˣˬ ˟˧˩˶ˢˬ ˢ˷˧ˠ ˸ˣ˟ˣ˸˩˪ ˸ˣ˧ˤ˧˲ 

˰˴˟ˬˣ ˫ˣˠ˶˸ ˭˧˟ ˸˟ˣ˸˩ ˟˧˩˶ˢ˷ ˷˵˧˟ ˭˧˟˪ ˸˟ˣ˸˩ ˸˧ˤ˧˲ 

ˢˬˣˡ˟ ˭ˣˮˠˮˬ˪ sπpagingΦ 

  

 :˶ˣ˵ˬ]https://www.wikipedia.com[ 

https://wiki.osdev.org/PCI
https://en.wikipedia.org/wiki/Input%E2%80%93output_memory_management_unit
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˨˧˞ ˢ˞˶ˮ ˭ˣˮˠˮˬˢΚ 

ˣˬ˩ ˧˸ˮ˧˧˴˷ sπIOMMU ˢˬˣˡ ˭ˣˮˠˮˬ˪ sπpagingΦ 

Paging ˞ˣˢ ˭ˣˮˠˮˬ ˧˩˶˶˧ˢ ˷ˬ˷ˬ˷ ˢ˶ˬˢ˪ ˭˧˟ ˸˟ˣ˸˩ ˸˧˪˞ˣ˦˶˧ˣ ˸˧ˤ˧˲˪ Φ˭ˣˮˠˮˬˢ ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

 

] Υsystem-operating-in-paging-https://www.geeksforgeeks.org/multilevel[ 

˫˴˰˟ ˸˟ˣ˸˩ˢ ˣˮ˪˷ ˸˟˩˶ˣˬ ˱˯ˣ˞ˬ ˪˷ offsets ˪˞ ˨ˣ˸ ˸ˣ˞˪˟˦ ˶˷˞˩ sπoffset ˭ˣ˷˞˶ˢ ˞ˣˢ ˶˸ˣ˧ ˪ˣˡˠ 

˷ˬ˷ˬˣ ˩πoffset ˪˞ ˨ˣ˸ ˱ˡ ˧ˤ˧˲ Φ˸ˣ˞˪˟˦ˢ ˸ˣ˧ˣ˴ˬ ˢˮ˟ˬ˟ ˧˩˶˶˧ˢ ˨˩ ˪˩˟˷ ˢ˪˟˦ ˞˴ˬˮ ˰˧˟˴ˬˢ ˢ˪˟˦˪ 

ˢ˞˟ˢ Φ˰˧˟˴ˬˢ ˭ˣ˷˞˶ˢ ˫˵ˣˬˬ ˡ˟Ϧ˩ ˶ˠˣ˞˟ Σπ˟x86 ˰˧˟˴ˬˢ ˶ˣˬ˷ ˟πCR3Φ 

ˢ˶˵ˬ˟ ˪ˡˣˠˢˣ ˶ˡˠˣˬ˷ ˱ˡ˪ ˞ˣˢ 4KB ˤ˞ sπoffset ˭ˣ˷˞˶ˢ ˢ˧ˢ˧ ˪ˡˣˠ˟ ˪˷ 12-bit ύ˰˧ˠˬ ˡ˰ ˪πплфс ˫˧˸˟ ό

ˤ˞ˣ sπoffset ˧ˮ˷ˢ ˢ˧ˢ˧ ˨˶ˣ˞˟ 9-bit ˧˩ ˞ˣˢ ˷ˬ˷˧ ˩πIndex ˪˞ ˨ˣ˸ ˢ˪˟˦ ˢ˩˶ˣ˞˷ рмн ύн ˸˵ˤ˥˟ ф Φό 

˪˪ˠ˟ ˪˩˷ ˢˬˣ˷˶ ˢ˪˟˦˟ ˰˧˟˴˸ ˢ˪˥˸ˢ˪ ˪˷ page ˶˥˞ ˫˴˰˟ ˭˸˧ˮ ˸ˣ˲ˬ˪ ˢ˩˩ 512*4096 ˫˧˸˟ ˢˤ˷ 

2MB Φ˫˞ ˱˧˯ˣˮ ˡˣ˰ ˢ˪˟˦ ˨˶ˣ˞˟ рмн ˪˩ˣˮ ˸ˣ˲ˬ˪ 512*2MB ˢˤ˷ 1Gb Σˢ˪˟˦ ˸˲˯ˣˮ ˭˸˧˸ ˣˮ˪ 512Gb 

˸˶ˤ˰˟ˣ ˡˣ˰ ˢ˪˟˦ ˰˧ˠˮ ˶˟˩ ˢˬ˩˪ ˸ˣ˶˦ ˪˷ ˭ˣ˶˩˧ˤ Φ 

˪˪ˠ˟ ˢˤ ˞˪ ˷ˬ˸˷ˮ ˸˟ˣ˸˩˟ ˢ˩˶ˣ˞˷ ˶˸ˣ˧ ˬπ48-bit ύoffset ˧ˮˣ˷˞˶ xπп ˸ˣ˞˪˟˦ Σό˦ˣ˷˲ ˧˩ ˭˧˞ ˨˶ˣ˴Φ 

˭˧˧˴˞ ˫˧˪ˣ˩˧˷ ˸ˣ˶˵˪ н ˫˧˟˴ˬΥ 

¶ ˭ˣ˷˞˶ˢ ˞ˣˢ ˶˸ˣˣ˪ ˪˰ ˢ˪˟˦ ˭˧ˬ˧ˬ ˱˧˯ˣˢ˪ˣ ˸˞ ˫˧˦˧˟ˢ ˢ˪˷ ˨ˣ˸ˬ ˸˟ˣ˸˩ˢ ˪πoffset ˰˧˟˴ˬ˷ ˞ ˪˨ˣ˸ 

˱ˡ ˧ˤ˧˲ Φˤ˞ˣ ˞ˬˠˣˡ˪ Σмн ˫˧˦˧˟ˢ ˫˧ˮˣ˷˞˶ˢ ˣ˶˟˥˸˧ ˫˰ ф ˫˧˦˧˟ˢ ˫ˢ˧˶˥˞˷ ˣˮ˸˧ˣ ˣˮ˪ ˰˧˟˴ˢ˪ ˪˞ ˨ˣ˸ 

˱ˡ ˣ˪ˡˣˠ˷ 2MB Φ˸ˣ˶ˬ˪ ˢˮ˷˧˷ ˸ˣ˥˲ ˢ˪˟˦ ˭˧˧ˡ˰ ˸˟ˣ˸˩ˢ ˢ˪ˣ˩ ˞˧ˢ ˨˶ˣ˞˟ ˢ˸˧˧ˢ˷Φ 

https://www.geeksforgeeks.org/multilevel-paging-in-operating-system


 
 

   PCI 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоу, ˪˧˶˲˞ нлнн  ос 
 

¶ ˧ˮ˷ˢ ˞ˣˢ ˶ˡˠˣˬ˷ ˣˮ˪ ˶˲˯ˬ ˸ˣ˞˪˟˦ ˧˪ˬ˧˯˵ˬ Φ˫˞ ˫˧˶ˡˠˣˬ ˣˮ˪ ˞ˬˠˣˡ˪ ˡ˰ о ˸ˣ˞˪˟˦ ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ 

˸˟ˣ˸˩ˢ˷ ˸˧˪ˬ˧˯˵ˬˢ ˞˧ˢ ˨˶ˣ˞˟ 39-bit ύмн Ҍ оϝф όˤ˞ˣ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˲ˬ˪ ˡ˰ 512GBΦ 

 
 Υ ϐhttps://www.intel.com/[ 

 

π˟IOMMU ˸ˣ˞˪˟˦ˢ ˸˧˯˥˧ ˸ˣˢˤ ˨˞ ˫˧˧˵ ˧ˣ˲˧ˬ ˪˩˪ ˟˧˩˶ ˭˩˪ˣ ˢˤ ˢ˞˶ˮ ˨˩Υ 

 
 Υ ϐhttps://www.intel.com/[ 

ˢ˪˧˥˸ ˫˧˧˵ ˰˧˟˴ˬ ˪πRoot Table ύ˨˷ˬˢ˟ ˢ˞˶˞ ˡ˴˧˩ ˫˧˶˸˞ˬ ˸˞ ˰˧˟˴ˬˢ Φό˶˥˞˪ ˭˩ˬ ˷˧ ˰˧˟˴ˬ ˪˩˟ 

bus ˪˧˟ˣˬ˷ ˢ˪˟˦˪ ˢ˪˧˩ˬ˷ ˢˬˣ˷˶ ˶ˣ˟˰ ˪˩ ˟˧˩˶ ύ˱ˣ˶˧˴ ˪˷ slot xπfunc Φό˪˩ˬ ˢˬˣ˷˶ ˪˷ ˟˧˩˶ ˭˸˧ˮ 

˰˧ˠˢ˪ ˪˞ ˸ˣ˞˪˟˦ˢ ˢ˶ˬˢ ˣ˪˷Φ 

https://www.intel.com/content/dam/develop/external/us/en/documents/intel-whitepaper-using-iommu-for-dma-protection-in-uefi-820238.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/intel-whitepaper-using-iommu-for-dma-protection-in-uefi-820238.pdf
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˟ˣ˷˥ ˭˧˧˴˪ ˫˧˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˢˬ˩ ˸ˣ˴ˣ˟˵ ˪˷ bus˫˧ ˧˲˩ ˧˸˶˩ˤˢ˷ ˫ˡˣ˵ Σ˭˩˪ˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˰˧˟˴ˬ ˪πRoot 

Table ˪˩˪ Segment ύDomainΦό 

 

ˡ˴˧˩ˣ ˫˧˵˷ˬˬ˸ˬ ˫˰ ˭ˣˮˠˮˬˢΚ 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˪˞ ˨ˣ˸ ˵˪˥ˢ ˧ˮ˩˦ˢ ˪˷ ˭ˣˮˠˮˬˢ ˢ˶ˣ˴ˢˣ ˢ˟˷ ˞ˣˢ ˷ˬˣˬˬ ˭˸˞ ˧ˮ˷ ˫˧˷ˠˡ ˫˧˟ˣ˷˥Υ 

˸˧˷˞˶ Σ˫ˣ˷˧˧ˢ ˪˷ ˭ˣˮˠˮˬˢ ˢˮ˸˷ˬ ˭˧˟ ˧ˠˣ˯ ˫˧ˡ˟˰ˬ Φ˧ˮ˞ ˯˥˧˧˸˞ ˢ˧ˠˣ˪ˣˮ˩˦˪ ˪˷ intel ˢˬ˷˷ ˪˞˶˷˧˟ 

ύ˸ˣ˴ˣ˲˸˟ˣ ό˞ˣˢ VT-d Φ˫˧˸˧˰˪ ˷˧ ˢ˯˧˲˸ ˭ˣˮˠˮˬˢ˷ ˞ˣˢ ˵˪˥ ˭ˣˮˠˮˬˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣˢ ˫ˢˣ ˫˧˟˧˧˥ ˪ˣ˰˲˪ 

ˣ˧ˡ˥˧ ˪˟˞ ˞˪ ˨˩ ˶˟ˡˢ Σ˶˟ˣˡˬ ˪˰ ˭ˣˮˠˮˬ ˡ˶˲ˮ ˶˷˞ ˪ˣ˩˧ ˫˧˧˵˸ˢ˪ ˞˪˪ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ˪˪˩ ˷ˬ˷˪ˣ ˫˧˩˶˴˪ 

˫˧ˮˣˣˠˬΦ 

˸˧ˮ˷ ˸˟˧˟˯ ˸ˣ˵˧ˡ˟ˢ ˢ˟ ˧ˮ˞ ˷ˬ˸˷ˬ ˞˧ˢ ˭˧˧ˡ˰ QEMU Σ˭˩˪ˣ Σ˷ˬ˸˷˞ ˭ˣˮˠˮˬ˟ ˫ˢ˪˷ ϦύvIOMMU όϦ

˶ˣˬ˞˷ ˸ˣˬˡ˪ ˸˞ ˭ˣˮˠˮˬˢ ˧˶ˣ˵ˬˢ Φ˫˧˪ˠˡˢ ˧˸˲˯ˣˢ˷ ˪πQEMU ˫ˢΥ 

- machine  q35,accel =kvm,kernel - irqchip =split - device intel -

iommu,intremap =on 

˸˰˩ ˪˧˥˸˞ ˸˞ ˵˪˥ˢ ˧˦˵˶˲ˢ ˭˧˧ˮ˰ˬˢˣ ˶˧˟˯˧˷ ˡ˴˧˩ ˢ˶ˣ˵ ˫˯˵ˢ ˞˶˵ˮ˷ IOMMU ˪˰ˣ˲˟ Φ˫˸˞ ˫˧ˢˣ˸ 

ˡ˴˧˩ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˢ˶ˣ˴˟ ˧˩ˢ ˸˦˶ˣ˲ˬ ˸˶ˡˣ˯ˬˣ Σ˭˟ˣˬ˩ˣ ˢ˟ˣ˷˸ˢ˷ ˞˧ˢ ˡˣ˰˧˸˟ ˪˷ IntelΦ 

˭˸˧ˮ ˭˧˥˟ˢ˪ ˶˟ˣˡˬ˷ ˪˰ ˢˬ˩ ˸ˣ˞ˬ ˫˧ˡˣˬ˰ ˞˪ ˫˧˦ˣ˷˲ ˢ˞˧˶˵˪ ˭˩˪ˣ ˧˸ˬ˩˧˯ ˫˩˪ ˷ˣˬ˧ˬ ˫˧ˣ˯ˬ ˯˯ˣ˟ˬ˷ 

˪˰ ˦˵˧ˣ˶˲ˢ HelloIommuPkg Σ˱˯ˣˮ˟Σ ˢˮ˲˞ ˫˩˸˞ ˫˧˵˪˥˪ ˡˣ˰˧˸˟ ˪˰ ˧ˡ˧ ˭ˣ˧˴ ˪˷ ˶˲˯ˬ ˵˶˲ˢ ˫˧˧˶ˠˣ˯˟  Φ 

˫ˠˣ ˭˞˩ ˪˩ˢ ˪˧˥˸ˬ ˸˪˟˦ˬ ACPI ˸˥˞ ˫˷˟ ϦDMARΦϦ ˢˮ˟ˬˢ ˢ˪˷ ˪˧˥˸ˬ ˶˞˷˩ ˸ˣ˞˪˟˦ sπACPI ύуΦм ό

˨˞ ˢ˲ˣ˯˟ ˫˧˧˵ ˨˶˰ˬ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˫ˢˬ˷ ˪˩ˣˮ ˭˧˟ˢ˪ ˭˩˧ˢ ˫˵ˬ˪ ˸˞ ˸˧˴˶ˣˠ˧˲ˮˣ˵ sπIOMMU ˣˮ˪˷Φ 

˨˶˰ˬˢ ˧ˣˮ˟ ˫˧˦˵˧˧˟ˣ˞ˬ ˫˧ˮˣ˷ ˫˸˪˧˥˸˟˷ ˷˧ ˸˞ ˢˮ˟ˬˢ ˞˟ˢΥ 

typedef  struct  {  

    WORD    Type ;  

    WORD    Length ;  

}  __attribute__ ((packed)) ACPI_DMAR_STRUCTURE_HEADER; 

ˢˮ˟ˬˢ ˶˷˲˞ˬ ˣˮ˪ ˪˧ˡ˟ˢ˪ ˫ˢ˧ˮ˧˟ ˪˰ ˧˲ Type ˠ˪ˡ˪ˣ ˫ˢ˧˪˰ ˧˲˪ Length Φ˦˵˧˧˟ˣ˞ˢ ˭˧˧ˮ˰˧˷ ˣˮ˸ˣ˞ ˞ˣˢ 

˦˵˧˧˟ˣ˞ ˫˷˟ DRHD ύ (8.3ˣ˟˷ ˭˧ˣ˴ˬ ˭˩˧ˢ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸ˬ˵ˣˬˬ ύ˶˟ˣˡˬ ˪˰ MMIOΦό 

˫˧˩˶˰ˢ ˵˧˸˰ˮ˷ ˨ˣ˸ˬ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˢˮ˲ˬ˷ ˣˮ˸ˣ˞ sπDRHD ˫ˢΥ 

¶ ˭˩˧ˢ ˫˵ˣˬˬ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢΦ 

¶ sπCapabilities ˷˧˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˪ ύ˟˧˥˶˞ ˨˷ˬˢ˟Φό 

  

https://lettieri.iet.unipi.it/virtualization/vt-directed-io-spec.pdf
https://github.com/tandasat/HelloIommuPkg
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ˡˣ˵ˢ ˰˴˟ˬ˷ ˸˞ ˨˧˪ˢ˸ˢ ˧˸˶˞˧˸˷ ˢ˞˶ˮ ˨˩Υ 

UINT64 endOfDmar ;  

const  ACPI_DMAR_STRUCTURE_HEADER*  dmarHeader ;  

UINT64 discoveredUnitCount ;  

 

//  

// Walk through the DMAR table, find all DMA - remapping hardware unit  

// definition structures in it, and gather relevant information into DmarUnits.  

//  

discoveredUnitCount = 0;  

endOfDmar = ( UINT64 ) DmarTable + DmarTable - >Header . Length ;  

dmarHeader = ( const  ACPI_DMAR_STRUCTURE_HEADER*)( DmarTable + 1);  

 

while  (( UINT64 ) dmarHeader < endOfDmar )  

{  

    if  ( dmarHeader - >Type == ACPI_DMAR_TYPE_DRHD)  

    {  

        if  ( discoveredUnitCount < MaxDmarUnitCount )  

        {  

            const  ACPI_DMAR_DRHD_HEADER*  dmarUnit ;  

 

            dmarUnit = ( const  ACPI_DMAR_DRHD_HEADER*) dmarHeader ;  

            DmarUnits [ discoveredUnitCount ]. Regi sterBaseVa = dmarUnit - >RegisterBaseAddress ;  

            DmarUnits [ discoveredUnitCount ]. Capability . Uint64 = 

                *( UINT64 *)( DmarUnits [ discoveredUnitCount ]. RegisterBaseVa + R_CAP_REG);  

            DmarUnits [ discoveredUnitCount ]. ExtendedCapability . Uint64 = 

                *( UINT64 *)( DmarUnits [ discoveredUnitCount ]. RegisterBaseVa + R_ECAP_REG);  

        }  

        discoveredUnitCount ++;  

    }  

    dmarHeader = ( const  ACPI_DMAR_STRUCTURE_HEADER*)   

                        (( UINT64 ) dmarHeader + dmarHeader - >Length );  

}  

˶˥˞˪ ˣˮ˴˪˧˥˷ ˸˞ ˰ˡ˧ˬˢ ˳ˣ˥ˮˢ ˣˮ˪ ˢˮ˟ˬˢˬ ˪˩ˣˮ ˰˴˟˪ ˸˞ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˴ˣ˥ˮˢ ˣˮ˪ ˨˷ˬˢ˪ Φˡˣ˵˟ 

˧˸˯˯˟˸ˢ˷ ˣ˧˪˰ ˢ˸˧˧ˢ ˢ˩˧ˬ˸ ˵˶ ˸ˣ˟ˣ˸˩˟ ˨˶ˣ˞˟ 48-bit Φ˪˪ˠ˟ ˢ˷πvIOMMU ˨ˬˣ˸ ˸ˣ˟ˣ˸˩˟ ˨˶ˣ˞˟ 39-

bit ˧˸˩˶˰ ˸˞ ˡˣ˵ˢ ˫˞˸ˢ˟ Φ˨˧˞ ˧˸˧˪˧ˠ ˢˤ˧˞˟ ˨˶ˣ˞ ˪˷ ˸˟ˣ˸˩ ˨ˬˣ˸ ˭ˣˮˠˮˬˢ Κ˸˶ˤ˰˟ sπcapabilities 

ˣˮ˲˯˞˷ ˫ˡˣ˵ Φˢˮ˟ˬˢ ˫ˢ˪˷ ˞ˣˢ ˢˤΥ 

typedef  union  {  

  struct  {  

    BYTE         ND: 3;  // Number of domains supported  

    BYTE         AFL: 1;  // Advanced Fault Logging  

    BYTE         RWBF: 1;  // Required Write - Buffer Flushing  

    BYTE         PLMR: 1;  // Protected Low - Memory Region  

    BYTE         PHMR: 1;  // Protected High - Memory Region  

    BYTE         CM: 1;  // Caching Mode  

 

    BYTE         SAGAW: 5;  // Supported Adjusted Guest Address Widths  

    BYTE         Rsvd_13 : 3;  

 

    BYTE         MGAW: 6;  // Maximum Guest Address Width  

    BYTE         ZLR: 1;  // Zero Length Read  

    BYTE         Rsvd_23 : 1;  

     

    WORD        FRO: 10;  // Fault - recording Register offset  

    WORD        SLLPS: 4;  // Second Level Large Page Support  

    WORD        Rsvd_38 : 1;  

    WORD        PSI : 1;  // Page Selective Invalidation  

 

    BYTE         NFR: 8;  // Number of Fault - recording Registers  

 

    BYTE         MAMV: 6;  // Maximum Address Mask Value  

    BYTE         DWD: 1;  // Write Draining  

    BYTE         DRD: 1;  // Read Draining  
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    BYTE         FL1GP: 1;  // First Level 1 - GByte Page Support  

    BYTE         Rsvd_57 : 2;  

    BYTE         PI : 1;  // Posted Interrupts Support  

    BYTE         Rsvd_60 : 4;  

  }  Bits ;  

  UINT64      Uint64 ;  

}  __attribute__ (( packed ))  VTD_CAP_REG;  

ˢ˵˧ˡ˟ˢˣ ˧˸˰˴˧˟˷ ˞˧ˢ ˧˲˪ sπflag ˞˶˵ˮ˷SAGAW Υ 

 

if  (( DmarUnits [ i ]. Capability . Bits . SAGAW & ( 1 << 1))  == 0)  

{  

    Print ( "Unit %d SAGAW %d \ n" ,  i ,  DmarUnits [ i ]. Capability . Bits . SAGAW);  

    Print ( "Unit %d does not support 39 - bit AGAW (3 - level page - table) %d \ n" ,   

            i ,  

            DmarUnits [ i ]. Capability . Uint64 );  

    return  STATUS_FAILURE;  

}  

˭ˣˣ˧˩ˬ ˧ˮ˞˷ ˭˧˧ˮˣ˰ˬ ˷ˬ˸˷ˢ˪ ˫ˠ ˫˧˲ˡ˟ ˪ˡˣˠ˟ 2MB ˵ˣˡ˟˞ ˫ˠ ˸˞ ˢ˩˧ˬ˸ˢ ˫ˢ˟Υ 

 
 Υ ϐhttps://www.intel.com/[ [ 

https://www.intel.com/content/dam/develop/external/us/en/documents/intel-whitepaper-using-iommu-for-dma-protection-in-uefi-820238.pdf
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if  (( DmarUnits [ i ]. Capability . Bits . SLLPS & ( 1 << 0))  == 0)  

{  

    Print ( "Unit %d does not support 2MB second level large pages \ n" ,  i );  

    return  STATUS_FAILURE;  

}  

˸˰˩ ˪˩ˣˮ ˶˧ˡˠˢ˪ ˸˞ ˸ˣ˞˪˟˦ˢ Φ˫˧ˮ˟ˬˢ ˷ˬ˸˷ˮ˷ ˫ˢ˟ ˫ˢΥ 

typedef  union  {  

  struct  {  

    UINT32   Present : 1;  

    UINT32   Reserved_1 : 11;  

    UINT64   ContextTablePointer :  52;  

    UINT64   Reserved_64 ;  

  }  Bits ;  

  struct  {  

    UINT64   Uint64Lo ;  

    UINT64   Uint64Hi ;  

  }  Uint128 ;  

}  __attribute__ (( packed ))  VTD_ROOT_ENTRY;  

 

typedef  union  {  

  struct  {  

    UINT32   Present : 1;  

    UINT32   FaultProcessingDisable : 1;  

    UINT32   TranslationType : 2;  

    UINT32   Reserved_4 : 8;  

    UINT64   SecondLevelPageTranslationPointer :  52;  

    UINT32   AddressWidth : 3;  

    UINT32   Ignored_67 : 4;  

    UINT32   Reserved_71 : 1;  

    UINT32   DomainIdentifier : 16;  

    UINT32   Reserved_88 : 8;  

    UINT32   Reserved_96 : 32;  

  }  Bits ;  

  struct  {  

    UINT64   Uint64Lo ;  

    UINT64   Uint64Hi ;  

  }  Uint128 ;  

}  __attribute__ (( packed ))  VTD_CONTEXT_ENTRY;  

 

typedef  union  {  

  struct  {  

    UINT32   Read: 1;  

    UINT32   Write : 1;  

    UINT32   Execute : 1;  

    UINT32   ExtendedMemoryType : 3;  

    UINT32   IgnorePAT : 1;  

    UINT32   PageSize : 1;  

    UINT32   Ignored_8 : 3;  

    UINT32   Snoop: 1;  

    UINT64   Address :  40;  

    UINT32   Ignored_52 : 10;  

    UINT32   TransientMapping : 1;  

    UINT32   Ignored_63 : 1;  

  }  Bits ;  

  UINT64     Uint64 ;  

}  __attribute__ (( packed ))  VTD_SECOND_LEVEL_PAGING_ENTRY;  

 

typedef  struct  _DMAR_TRANSLATIONS 

{  

    VTD_ROOT_ENTRY RootTable [ 256 ];  

 

    //  

    // The context table can be multiple but all root entries set up by this  

    // project point to the same, single context table, hence this is not  
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    // ContextTable[256][256]. This table is made up of 256 entries.  

    //  

    VTD_CONTEXT_ENTRY ContextTable [ 256 ];  

    VTD_SECOND_LEVEL_PAGING_ENTRY pdpe [ 512 ];  

    VTD_SECOND_LEVEL_PAGING_ENTRY pde [ 512 ][ 512 ];  

}  __attribute__ (( packed ))  DMAR_TRANSLATIONS;   

˸˷ˣ˪˷ ˫˧ˮ˟ˬˢ ˫ˢ ˧˲˪ ˢ˧˩˶˧ˢˢ ύRootTable->Context->Table Φό˸˰˩ ˱˶˴˞ ˸˞ ˰˦˵ˬ ˡˣ˵ˢ ˧˞˶˥˞˷ 

ˠ˲ˮ˵˪ ˸˞ ˢˮ˟ˬˢ ˪˷ ˸ˣ˞˪˟˦ˢΥ 

STATUS 

FillTranslations ( DMAR_TRANSLATIONS*  Translations )  

{  

 

    VTD_ROOT_ENTRY defaultRootValue ;  

    VTD_CONTEXT_ENTRY defaultContextValue ;  

    VTD_SECOND_LEVEL_PAGING_ENTRY*  pde ;  

    VTD_SECOND_LEVEL_PAGING_ENTRY*  pd;  

    UINT64  pml4Index ;  

    UINT64  destinationPa ;  

 

    ASSERT((( UINT64 ) Translations % PAGE_SIZE)  == 0);  // Check alignment to 4096  

 

    defaultRootValue . Uint128 . Uint64Hi = defaultRootValue . Uint128 . Uint64Lo = 0;  

    defaultRootValue . Bits . ContextTablePointer = ( UINT64 ) Translations - >ContextTable >> 12;  

    defaultRootValue . Bits . Present = TRUE;  

    for  ( UINT64  bus = 0;  bus < 256 ;  bus ++)  

    {  

        Translations - >RootTable [ bus ]  = defaultRootValue ;  

    }  

 

    defaultContextValue . Uint128 . Uint64Hi = defaultContextValue . Uint128 . Uint64Lo = 0;  

    defaultContextValue . Bits . DomainIdentifier = 1;  

    defaultContextValue . Bits . AddressWidth = 1;  // 001b: 39 - bit AGAW (3 - level page table)  

    defaultContextValue . Bits . SecondLevelPageTranslationPointer = ( UINT64 ) Translations - >pdpe >> 12;  

    defaultContextValue . Bits . Present = TRUE;  

    for  ( UINT64  i = 0;  i < 256 ;  i ++)  

    {  

        Translations - >ContextTable [ i ]  = defaultContextValue ;  

    }  

    destinationPa = 0;  

 

    for  ( UINT64  pdptIndex = 0;  pdptIndex < 512 ;  pdptIndex ++)  

    {  

        pde = Translations - >pde [ pdptIndex ];  // Next - level Pointer  

        Translations - >pdpe [ pdptIndex ]. Uint64 = ( UINT64 ) pde ;  

        Translations - >pdpe [ pdptIndex ]. Bits . Read = TRUE;  

        Translations - >pdpe [ pdptIndex ]. Bits . Write = TRUE;  

 

        for  ( UINT64  pdIndex = 0;  pdIndex < 512 ;  pdIndex ++)  

        {  

            pde [ pdIndex ]. Uint64 = destinationPa ;  

            pde [ pdIndex ]. Bits . Read = TRUE;  

            pde [ pdIndex ]. Bits . Write = TRUE;  

            pde [ pdIndex ]. Bits . PageSize = TRUE;  

 

            if  (( destinationPa <= 0x9fb00 )  && (( destinationPa + LARGE_PAGE_SIZE)  >= 0x9fb00 ) )  

            {  

                pde [ pdIndex ]. Bits . Read = FALSE;  

            }  

            destinationPa += LARGE_PAGE_SIZE;   //2MB  

        }  

    }  

    return  STATUS_SUCCESS;  

}  
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˶˧˟˯˞ ˸˞ ˫˧˟˪˷ˢ ˡˣ˵ˢ˷ ˫˷˧˧ˬΥ 

мΦ ˧ˣˮ˧˷ sπRootTable ˨˩ ˪˩˷ ˸ˣˬˣ˷˶ˢ ˣ˪˷ ˣ˰˧˟˴˧ ˪˞ ˢ˸ˣ˞ ˢ˪˟˦ ˪˷ ContextEntry Φˢ˟˧˯ˢ ˞˧ˢ ˪˰˷ 

˸ˮˬ ˦˷˲˪ ˷ˬ˸˷ˮ ˭˸ˣ˞˟ ˸ˣ˞˪˟˦ ˪˩˪ ˫˧˟˧˩˶ˢ ˷ˣˬ˧ˬ˟ ˢˤΦ 

нΦ ˸˶˧˴˧ ContextEntry ˡ˥˞ ˢˬ˷ˢˣ ˣ˪˷ ˪˩˪ ˢ˪˟˦ˢ Φˢˬˣ˷˶ˢ ˰˧˟˴˸ ˢ˪˟˦˪ ˢˮˣ˷˞˶ˢ ˢ˧˩˶˶˧ˢ˟ ˪˷ 

˸ˣ˞˪˟˦ˢ ˧ˣ˲˧ˬΦ 

оΦ ˸˰˩ ˫˧˶˴ˣ˧ ˧ˣ˲˧ˬ м-м ΣϦ˞ʕ ˸˟ˣ˸˩˷ ˸˧˪˞ˣ˦˶˧ˣ ˢ˧ˢ˸ ˢˣˣ˷ ˸˟ˣ˸˩˪ ˸˧ˤ˧˲ˢ ˢˬ˧˞˸ˬ˷ ˢ˪ Φ˱˯ˣˮ˟ 

˷ˬ˸˷ˮ ˫˧˲ˡ˟ ˪ˡˣˠ˟  .2MB˭˸˧ˮ ˫˧˷˪ ˟˪ ˢˮ˟ˬ˟˷ ˪˷ ˫˧˲ˡˢ ˸ˣˮ˧ˣ˴ˬ ˫ˠ ˸ˣ˞˷˶ˢˢ ˸ˣˮ˸˧ˮˢ 

ύˢ˟˧˸˩κˢ˞˧˶˵ Φό˧˸˲˯ˣˢ ˧ˣˮ˧˷ ˭˦˵ ˱ˡˢ˷ ˪˷ ˸˟ˣ˸˩ˢ 0x9fb00 ˢ˧ˢ˧ ˞˪˪ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ ˪πDMA Σ

ˢ˟˧˯ˢ ˞˧ˢ ˢˬˠˡˢˢ ˠ˧˴˞˷ ˨˷ˬˢ˟Φ 

˱ˣ˯˟˪ Σˢˬ ˶˞˷ˮ˷ ˞ˣˢ ˵˶ ˪˧˰˲ˢ˪ ˸˞ ˭ˣˮˠˮˬˢ: 

#define R_RTADDR_REG     0x20  

#define R_GCMD_REG       0x18  

 

#define B_GMCD_REG_SRTP  (1 << 30)  

#define B_GMCD_REG_TE    (1 << 31)  

#define B_GSTS_REG_TE    (1 << 31)  

 
typedef  union  _VTD_ROOT_TABLE_ADDRESS_REGISTER 

{  

    struct  

    {  

        UINT64  Reserved_1 :  10;              // [9:0]  

        UINT64  TranslationTableMode :  2;     // [11:10]  

        UINT64  RootTable :  52;               // [63:12]  

    }  Bits ;  

    UINT64  AsUInt64 ;  

}  VTD_ROOT_TABLE_ADDRESS_REGISTER;  

 
VTD_ROOT_TABLE_ADDRESS_REGISTER rootTableAddressReg ;  

 

rootTableAddressReg . AsUInt64 = 0;  

rootTableAddressReg . Bits . RootTable = ( UINT64 ) Translations - >RootTable >> 12;  

 

*( UINT64 *)( dmarUnits [ 0]. RegisterBaseVa + R_RTADDR_REG)  = rootTableAddressReg . AsUInt64 ;  

*( UINT32 *)( dmarUnits [ 0]. RegisterBaseVa + R_GCMD_REG)  = B_GMCD_REG_SRTP;  

 

for  (;  (*( UINT32 *)( dmarUnits [ 0]. RegisterBaseVa + R_GSTS_REG)  & B_GSTS_REG_RTPS)  == 0;)  

{  

}  

ˢ˪˧˥˸ ˰˴˟ˮ ˢˬ˷ˢ ˪˷ ˸ˣ˞˪˟˦ˢ ˣˮ˩ˢ˷ ˪˞ ˨ˣ˸ ˶ˠˣ˞ˢ ύ˟ˣ˷ Σ˶ˠˣ˞ ˭ˣ˶˩˧ˤ˟ ό˧˞˶˥˞˷ ˭˧˧˴˪ ˭˩˧ˢ ˸˪˟˦ˢ 

˫ˣˠ˶˸ Φ˶˥˞˪ ˭˩ˬ ˭˧˸ˬˮ ˡ˰ ˢ˪ˣ˰˲ˢ˷ ˢˬ˪˷ˣˢ ˢˮ˩ˡˣ˰ˣ ˶ˠˣ˞˟ ˧˞˶˥˞˷ ˪˰ sπStatusΦ 
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˷ˣˬ˧ˬˢ ˪˷ ˢ˪ˣ˰˲ˢ ˯˯ˣ˟ˬ ˪˰ ˡˣ˰˧˸ˢ ˞˟ˢΥ 

 
 Υ ϐhttps://www.intel.com/[ 

˶˥˞˪ ˭˩ˬ ˷˧ ˭ˮ˰˶˪ ˸˞ sπcache Σˡˣ˵ˢ ˰˴˟ˬ˷ ˸˞ˤ ˫˵ˣˬˬ ˦˵˧ˣ˶˲˟ ˧˸˲˶˧˴˷ Σˣ˪˩ˣ˸ ˪˩˸˯ˢ˪ ˫˷ Φ

˫˩˪ˣˬˣ ˡˣ˵ˢ ˪˧˰˲ˬ˷ ˸˞ ˭ˣˮˠˮˬˢ ˣ˪ˣ˩Υ 

*( UINT32 *)( dmarUnits [ 0]. RegisterBaseVa + R_GCMD_REG)  = B_GMCD_REG_TE;  

for  (;  (*( UINT32 *)( dmarUnits [ 0]. RegisterBaseVa + R_GSTS_REG)  & B_GSTS_REG_TE)  == 

0;)  

{  

}  

ˢ˪ˣ˰ˬ Ηˣˮ˪˰˲ˢ ˸˞ ˭ˣˮˠˮˬˢ ˶ˣ˟˰ sπDRHD ˭ˣ˷˞˶ˢ Φ˪˧˟˷˟ ˯˥˧˧˸ˢ˪ ˪˞ ˪˩ sπSegments ˷˧ ˸ˣ˷˰˪ ˸˞ 

ˢ˸ˣ˞ ˢ˪ˣ˰˲ ˶ˣ˟˰ ˪˩ ˸ˣˡ˧˥˧ˢΦ 

  

https://www.intel.com/content/dam/develop/external/us/en/documents/intel-whitepaper-using-iommu-for-dma-protection-in-uefi-820238.pdf
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ˢˬˠˡˢ 

ˣ˧˷˩˰ˣ ˢ˯ˮˮ ˸ˣ˞˶˪ ˸˞ ˭ˣˮˠˮˬˢ ˢ˪ˣ˰˲˟ Φ˷ˬ˸˷ˮ ˶˟˧˧˶ˡ˟ ˣˮ˟˸˩˷ ˫ˡˣ˵ ˭˩˪ ˪πEDU Φ˶˧˩ˤ˞ н ˸ˣˡˣ˵ˮ 

˸ˣ˟ˣ˷˥Υ 

¶ ˶˟˧˧˶ˡˢ ˰˧˲˷ˬ ˪˰ ˟˧˩˶ˢ ˢ˩˩ ˞˶˵˧˷ ˟ˣ˸˩˧ˣ ˸˟ˣ˸˩˪ ˸˧ˤ˧˲ˢ 0x9fb00Φ 

¶ ˸˧˴˶ˣˠ˧˲ˮˣ˵˟ sπIOMMU ˣˮˬ˷˧˧˷ ˣˮˬ˯˥ ˪˩˪ ˫˧˟˧˩˶ˢ ˸˩˶˰ˬ˟ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ ˱ˡ˪ ˪˧˩ˬ˷ ˸˞ 

˸˟ˣ˸˩ˢ 0x9fb00Φ 

˸˰˩ˣ Σ˶˷˞˩ ˳˧˶ˮ ˸˞ ˶˟˧˧˶ˡˢ ˪˟˵ˮ ˬπ QEMU˸˞ ˦˪˲ˢ ˞˟ˢΥ 

 

˭˸˧ˮ ˶ˣ˶˧˟˟ ˫˧˷˪ ˟˪ ˢ˰ˡˣˢ˪ ˸ˮ˧˧˴ˬ˷ άǘǊŀƴǎƭŀǘƛƻƴ ŦŀƛƭǳǊŜέ Φ˞˧ˢ ˸˶˞˸ˬ ˟˧˩˶ˢ˷ ллΥлоΥлл ύ˨˶˰ˢ ˪˷ 

πsedu όˢ˯˧ˮ ˰˴˟˪ ˸˪ˣ˰˲ ˢ˞˧˶˵ ύwrite=0 ό˸˟ˣ˸˩˟ 0x9fb00 ˢ˪ˣ˰˲ˢˣ ˢ˪˷˩ˮΦ 

˭˟ˣˬ˩ ˫˞˷ ˭˸˧ˮ ˟˧˩˶˪ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ ˱ˡ˪ Σˢ˪ˣ˰˲ˢ ˫˧˧˸˯˸ ˢ˥˪˴ˢ˟Η 

 

˫ˣ˩˧˯ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˧˸ˠ˴ˢ ˫˩˪ ˸˞ ˸˧˧ˠˣ˪ˣˮ˩˦ sπPCI ˡ˴˧˩ˣ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸˵˷ˬˬ˸ˬ ˢ˸˧˞ ύˡ˰ ˸ˬ˶˪ 

˫˧˪ˤ˶˟ˢ Φό˟ˣ˷˥ ˧˪ ˷˧ˠˡˢ˪ ˸˞ ˸ˣ˟˧˷˥ˢ ˪˷ ˢ˧ˠˣ˪ˣˮ˩˦ ˸˞ˤ Σ˞ˬˠˣˡ˪ ˢˡ˧ˬ˟ ˭˧˞ˣ ˸˧˧˴˶ˣˠ˧˲ˮˣ˵ IOMMU 

˫˧˟˧˩˶ ˫˧˪ˣ˩˧ ˟ˣ˸˩˪κ˞ˣ˶˵˪ ˸ˣ˶˧˷˧ ˭ˣ˶˩˧ˤˢˬ ˨˩˟ˣ ˭˩˯˪ ˸ˣ˧˸˷˸ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ Φ˶˟˰ˬ ˨˩˪ Σ˸˪ˣ˩˧ˢ ˸ˣˮ˲˪ 

˸ˣ˶˧˷˧ ˧˟˧˩˶˪ ˢ˶ˬˣ˥ ˢ˪ˣ˩˧ ˰˧˧˯˪ ˧˦˵˧˧ˣ˶˲˟ ˢ˶ˬˣ˥ ˢ˥˦˟˞ˣ ˫˧˟˶ ˫˧ˮˣˣˠˬˣΦ 

 

˸˴˵ ˧˧˪˰ 

˧ˬ˷ ˭˸ˬ ˵˧˦ˣ˵ Σ˧ˮ˞ ˭˟ нн ˫ˣ˧˩ ˷˞˶ ˸ˣˣ˴ ˶˵˥ˬ ˫ˣ˥˸˟ s˶˟˧˧˯ Φ˸˞ ˞˷ˣˮˢ ˧˸˶˞˧˸˷ ˢ˲ ˧˸˶˩ˢ ˶˥˞˪ 

˶˵˥ˬ ˧˸˧˷˰˷ ˫ˣ˥˸˟ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˣ˩˪ˢˬ˟˷ ˧˸˲˷˥ˮ ˢ˧ˠˣ˪ˣˮ˩˦˪ ˪˩ˢ ˨˩ ˢ˟ˣ˷˥ ˪˷ sπIOMMU 

˫ˣ˷ˬ˷ ˢˬ ˞˧ˢ ˸ˣ˥˲ ˸ˡ˰ˣ˸ˬ ˸˶˟˯ˣˬˣ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˬ ˸ˣ˶˥˞ Φ˭˩˪ˣ Σ˧˸ˮ˩ˢ ˸˞ ˶ˬ˞ˬˢ ˸ˣ˶˧˷˩ ˶ˣ˟˧˴˪ 

˨ˣ˯˥˪ ˫˧˶˵ˣ˥˪ ˫˧˥˸˲ˬˣ ˧˶˟ˣˡ ˸˧˶˟˰ ˭ˣˬˢ ˭ˬˤ ύ˭ˣˬˢˣ ˷ˣ˞˧˧ Σό˸˸˪ˣ ˫ˢ˪ ˸˞ ˫˧˪˩ˢ ˯ˮ˩˧ˢ˪ ˫˪ˣ˰˪ ˫˧˧ˣ˯ˬ 

˫˧ˬ˰˲˪˷ ˸ˣ˥˲ ˫˧˰ˮ ˵˧ˬ˰ˢ˪ x˟Φ 

ˢˡ˧ˬ˟ ˷˧ˣ ˸ˣ˪˞˷ ˸ˣˬ˧˧ˣ˯ˬ x˞ ˸ˣˮˣ˧˰˶ ˫˧˦˵˧˧ˣ˶˲˪ ˶˷˞ ˫˧˯˯ˣ˟ˬ ˪˰ ˶ˬ˞ˬˢ ˥ˬ˷˞ ˣˮ˲˸˷ ˧˧˪˞ ˪˧˧ˬ˪ 

˧˷˧˞ˢ ˧˪˷ Υ@gmail.commatank001 

mailto:matank001@gmail.com
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˸ˣ˶ˣ˵ˬ 

¶ https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22κ 

¶ https://wiki.qemu.org/Features/Q35 

¶ https://github.com/qemu/qemu/blob/master/docs/specs/edu.txt 

¶ https://github.com/tandasat/HelloIommuPkg 

¶ https://lettieri.iet.unipi.it/virtualization/vt -directed-io-spec.pdf 

¶ https://projectacrn.github.io/2.1/developer-guides/hld/hv-dev-passthrough.html 

¶ https://www.geeksforgeeks.org/multilevel-paging-in-operating-systemκ 

¶ https://wiki.osdev.org 

¶ https://docs.kernel.org/PCI/pci.html 

¶ https://standa-note.blogspot.com/2020/05/introductory-study-of-iommu-vt-d-and.html 

¶ https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf 

  

https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/
https://wiki.qemu.org/Features/Q35
https://github.com/qemu/qemu/blob/master/docs/specs/edu.txt
https://github.com/tandasat/HelloIommuPkg
https://lettieri.iet.unipi.it/virtualization/vt-directed-io-spec.pdf
https://projectacrn.github.io/2.1/developer-guides/hld/hv-dev-passthrough.html
https://www.geeksforgeeks.org/multilevel-paging-in-operating-system/
https://wiki.osdev.org/
https://docs.kernel.org/PCI/pci.html
https://standa-note.blogspot.com/2020/05/introductory-study-of-iommu-vt-d-and.html
https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf
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˸ˣ˞˧˴ˬˣ ˲˧˧ˢ :˶˟˧˧˯ ˸ˮˠˢˣ ˸˧˸ˣ˩˞˪ˬ ˢˮ˧˟ - '˟ ˵˪˥ 

˸˞ˬ l"˶ ˟˵˰˧ ˶ˬ˧˶ 

 

ˢˬˡ˵ˢ 

˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ˶˴ˣˮ ˲˧˧ˢ ˪ˣˡˠ ˟˧˟˯ ˧ˣˮ˧˷ˢ ˢ˴˵ˢˬ ˡ˰ ˢ˴˵ˢ ˣ˞˧˟˧˷ ˫˪ˣ˰˪ ˸ˮˠˢ ˶˟˧˧˯ˢ ˸ˣ˦˧˷ ˪˷ 

ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ύArtificial Intelligence - AI ό˪˪˩˟ ˸ˡ˧ˬ˪ˣ ˢˮˣ˩ˬ ύMachine Learning - ML ό˦˶˲˟ Φ

˸˶ˡ˯˟ ˫˧˶ˬ˞ˬ xʕ ˢ˯ˮ˞ ˭ˣ˥˟˪ ˵ˬˣ˰˪ ˸˞ ˪˞˧˴ˮ˦ˣ˲ˢ ˪˷ ˸ˣ˦˧˷ ˸ˣˬˡ˵˸ˬ ˸ˡ˧ˬ˪˟ ˢˮˣ˩ˬ ˫ˣˡ˧˵˪ 

˧˸ˣ˰ˬ˷ˬ ˪˷ ˫˧ˬˣ˷˧˧ ˫˧ˮˣ˷ ˫ˣ˥˸˟ ˸ˮˠˢ ˶˟˧˧˯ˢ Φ 

˸ˣˬ˧˧˵ ˶˲˯ˬ ˸ˣ˦˧˷ ˵˪˥˪ ˸˞ ˧˞˷ˣˮ ˸ˮˠˢ ˶˟˧˧˯ˢ Φ˧ˮ˞ ˦ˣ˵ˮ˞ ˢ˵ˣ˪˥˟ ˢ˸ˣ˞ ˣ˶˥˟ ˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˪˷ 

CSET  ˪˷ ˶ˣ˴˧˵)Center for Security and Emerging Technologyό ˧ˮ˞˷ ˶˵ˣ˯ ˵˪˥˞ˣ ˸˞ ˧˞˷ˣˮ ˸ˮˠˢ 

˶˟˧˧˯ˢ ˵ˣ˯˰˞˷ ˫ˢ˟ ˰˟˶˞˪ ˸ˣ˴ˣ˟˵ Υ˸ˣ˪ˣ˰˲ ˸ˣˮ˩ˣˬ ˭˯ˣ˥ˣ Σ˧ˬˣ˷˧˧ ˶ˣ˦˧ˮ Σ˸ˣ˪ˣ˰˲ ˢ˟ˣˠ˸ ˸ˣ˷˷ˣ˞˸ˢˣ Σ

ˢˮˠˢˣ ˸˧˟˧˦˵˞ Φ 

˶ˬ˞ˬ˟ ˭ˣ˷˞˶ˢ ˧˸˶ˡˠˢ ˸˞ ˸˶ˠ˯ˬ ˭ˣ˧ˡˢ ˧˸ˠ˴ˢˣ ˭ˣ˧ˡ ˞ˬˠˣˡ˪ ˵˯˰˷ ˢˬˣ˶˸˟ ˸˧˶˷˲˞ˢ ˪˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ 

˸ˣ˵˧ˡ˟˪ ˸ˣ˶˧ˡ˥ Σ˟˧˩˶ ˟ˣ˷˥ ˟˪˷˟ ˸ˣˮ˩ˣˬˢ ˭˯ˣ˥ˢˣ ˪˷ ˸ˣ˩˶˰ˬˢ Φ˶ˬ˞ˬ˟ ˧˥˩ˣˮˢ ˨˧˷ˬ˞ ˧ˮ˷˟ ˫˧ˮˣ˧ˡ 

˫˧˧ˮ˦˶˲ ˫˧˲˯ˣˮ Φ˪˧˥˸ˮ ˭ˣ˧ˡ˟ ˸˪ˣ˩˧˟ ˪˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˶˸˞˪ ˫˧ˮ˰ˠˣ˲ ˪˰ ˧ˡ˧ ˧˶˴ˣˬ  AV πEDR ˵˪˥˩ 

˨˧˪ˢ˸ˬ ˶ˣ˦˧ˮˢ Φ˶˥˞˪ ˭˩ˬ ˭ˣˡˮ ˫˧ˬˣ˷˧˧˟ ˸˟ˣ˦˪ ˢ˟˧˸˩ ˪˷ ˡˣ˵ ˥˦˟ˣ˞ˬ Σ˫˧ˠ˧˴ˮ ˫˧˲˯ˣˮ ˪˷ ˟˪˷ ˸ˣˮ˩ˣˬˢ 

˭˯ˣ˥ˢˣ Φ 

 

˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˸˟ˣ˦˪ ˶ˣ˸˧˞ ˫˧ˮ˰ˠˣ˲ ύMalwaresό 

˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˧˸ˮ˧˧˴ ˧˩ ˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˪˷ CSET ˫˧˶˵ˣ˯ ˸˞ ˢ˧˶ˣ˦˯˧ˢˢ ˪˷ ˢ˧˴ˮˠ˧˪˦ˮ˧˞ ˸˧˸ˣ˩˞˪ˬ ˶ˣ˟˰ 

ˢ˷ˣ˪˷ ˫˧ˬˣ˷˧˧ ˫˧ˮˣ˷ ˪˷ ˸ˮˠˢ ˶˟˧˧˯ Φ˪˧˥˸ˮ ˫˰˲ˢ ˢ˶˧˵˯˟ ˪˷ ˧˶˴ˣˬ AV ύAnti-Virus Φό˸ˣ˶˟˥ AV ˣˬ˵ˣˢ 

˱ˣ˯˟ ˸ˣˮ˷ sπул ˪˷ ˢ˞ˬˢ ˸ˬˡˣ˵ˢ Φ˪˥ˢ ˸ˮ˷ˬ мффс ˸˶˟˥ IBM ˢ˪˥ˢ ˶ˣ˵˥˪ ˧ˬˣ˷˧˧ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ 

˸˟ˣ˦˪ ˶ˣ˸˧˞ ˫˧ˮ˰ˠˣ˲ Φ˸˞ˤ ˭ˣˣ˧˩ˬ ˶˟˩˷ ˟˪˷˟ ˫ˡ˵ˣˬ ˢˤ ˧˥˸˲ˬ ˫˧ˮ˰ˠˣ˲ ˣˮ˧˟ˢ ˭˸˧ˮ˷ ˱ˣ˵˰˪ ˧l ˸ˣ˪˵˟ 

˸˞ ˧ˮˣˮˠˮˬ ˸ˣˬ˧˸˥ˢ ˣ˷ˬ˧˷˷ ˸˞ πAV ˸˧˷˞˶˟ ˫˩˶ˡ Φ 

  

https://sites.google.com/view/jacobrimer/
https://cset.georgetown.edu/
https://cset.georgetown.edu/
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
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˪˩ ˢˬ ˨˧˶˴˷ ˸ˣ˷˰˪ ˞ˣˢ ˸ˣˮ˷˪ ˦˰ˬ˟ ˸˞ ˡˣ˵ˢ ˪˷ ˭˰ˠˣ˲ˢ ύˢˮˣ˩ˬ ˫ˤ˧˲˶ˣˬ˧˪ˣ˲ x˞ ˫ˤ˧˲˶ˣˬ˦ˬ ό˶˴˧˧˪ˣ 

˫˧˦ˮ˞˧˶ˣˣ ˫˧ˮˣ˷ ˣ˪˷ Φ˧ˡ ˢˬˣˡ ˫˧˦ˮ˞˧˶ˣˣ˪ ˪˷ ˯ˣ˶˧ˣ ˢˮˣ˶ˣ˵ˢ ˫˧˶˴ˣˮ˷ ˨˧˪ˢ˸˟ ˢ˧˴ˣ˪ˣ˟˞ˢ ˣ˪˷ Σ˫ˢ˧˪˰ 

ˣˮ˥ˮ˞ ˫˧˰ˬˣ˷ ˢ˟˶ˢ ˢˮˣ˶˥˞˪ Φ˶ˣ˴˧ ˪˷ ˫˧˦ˮ˞˧˶ˣˣ ˫˧ˮˣ˷ ˷˟˧˷ ˸˞ ˸ˣ˪˧˰˧ ˧ˮˣˮˠˮˬ ˸ˣˬ˧˸˥ˢ ˫˧˧˯˧˯˟ˢ Φ

˸˞ˤ ˭ˣˣ˧˩ˬ ˫ˢ˷ ˣ˧ˢ ˫˧˪ˠˣ˯ˬ ˷˲˥˪ ˵˶ ˫˧˴˟˵ ˫˧ˢˤ ˣ˪˞˪ ˫ˢ˷ ˶˟˩ ˣˢ˧ˤ ˶˟˰˟ Φ 

ˢ˶ˣ˞˩˪ Σ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˢ˶ˣˬ˞ ˶˲˷˪ ˡˣ˞ˬ ˸˞ ˟˴ˬ ˫˧ˮ˧ˠˬˢ ˫ˣ˥˸˟ ˢˤˢ ˧˩ ˸ˣ˦˧˷ ˸ˣˮˣ˷ ˪˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ 

˸ˣ˥ˬ˸ˬ ˧ˣˢ˧ˤ˟ ˪˷ ˸ˣ˧ˮ˟˸ ˣ˶˞˷ˮ˷ ˸ˣ˰ˣ˟˵ ˫˧ˮ˰ˠˣ˲˟ Σ˸ˣ˶ˬ˪ ˧ˣˮ˧˷ˢ ˢ˷˰ˮ˷ ˡˣ˵˟ Φ˶˵˥ˬˢ ˧ˮˣ˷˞˶ˢ ˪˷ 

˸˶˟˥ IBM ˢ˯˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣ˸˷˶˟ ˫˧ˮˣ˶˧ˣˮ ˧ˡ˩ ˸ˣ˯ˮ˪ ˸ˣˢˤ˪ ˫˧˦˧˵˦ˣ˟ ύBootkits Φό˨˪ˢˬ˟ ˶ˣ˷˰ˢ 

˭ˣ˷˞˶ˢ ˪˷ ˸ˣˮ˷ πнллл ˫˧ˬ˶ˣˠ ˫˧˲˯ˣˮ ˣ˲˶˦˴ˢ ˸ˣˮˣ˧˯˧ˮ˪ ˶˵˥ˬ ˸ˣˢˤ˪ ˫˧ˮ˰ˠˣ˲ ˷ˣˬ˧˷˟ ˸ˣ˦˧˷˟ ˢˡ˧ˬ˪ 

ˢˮˣ˩ˬ ˸ˣ˲˯ˣˮ Φ˶ˣ˷˰˟ˣ ˭ˣ˶˥˞ˢ ˣ˲˶˦˴ˢ ˫ˢ˧˪˞ ˭˟ˣˬ˩ ˫˧˟˶ ˫˧˶˥˞ ˸ˣˮˣ˧˯˧ˮ˟ ˷ˬ˸˷ˢ˪ ˬϦ˸˩˪ˬ ˢ˸˧˩ˢ Ϧ

˸˧˥˩ˣˮˢ ˪˷ ˫˪ˣ˰ ˢˡ˧ˬ˪ˢ π ˢˡ˧ˬ˪ ˢ˵ˣˬ˰ Φ 

˨˶ˡ ˟ˠ˞ Σ˸ˣ˥˲˪ ˪˰ ˨ˬ˯ ˶˵˯ ˸ˣ˶˲˯ˢ ˪˷ ˧˷ˮ˞ CSET Σ˞˪ ˶˩˧ˮ ˶˷˵ˢ˟˷ ˢˤˢ ˷˧ ˭ˣ˶˸˧ ˧˸ˣ˰ˬ˷ˬ ˢˡ˧ˬ˪˪ 

ˢ˵ˣˬ˰ ˪˰ ˧ˮ˲ ˸ˣ˦˧˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˸ˣ˵˧˸ˣ ˶˸ˣ˧Φ 

˫˶˟ Σ˧ˮˣˮˠˮˬ ˸ˣˬ˧˸˥ˢ ˫˧ˣˣˢˬ ˫ˠ ˫ˣ˧˩ ύнлнн ό˸˞ ˡˣˬ˰ ˢ˶ˡ˷ˢ ˪˷ ˧˶˴ˣˬ πAV Φ˪˩˩ ˫˧˲˵ˣ˸ˢ˷ 

ˣ˶˲˸˷ˢ Σ˫ˠ ˧ˮˣˮˠˮˬ ˸ˣˬ˧˸˥ˢ ˣ˷˰ˮ ˫˧ˬ˩˥ˣ˸ˬ ˶˸ˣ˧ Φ˸˞ˤ ˶˧˥ˬ˟ ˪˷ ˢ˧˪˰ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˟˩˶ˣˬ˟ ˪˷ 

˭ˣˮˠˮˬ ˸ˣˬ˧˸˥ˢ ˧˟˞˷ˬ˟ˣ ˭ˬˤ ˢ˴˧˶ˢ ˭ˣ˶˩˧ˤˢˣ ˞ˣˢ˷ ˷˶ˣˡ Φ˪˰ ˪ˠ˶ ˸˥˞ Σ˫ˣ˵ˬ˟ ˷˲˥˪ ˢˬ˧˸˥ ˪˷ ˳˟ˣ˵ˢ 

ˣ˪ˣ˩ Σ˫˧ˮˣˮˠˮˬˢ ˫˧˧ˮ˶ˡˣˬˢ ˫˧˷˲˥ˬ ˸ˣˬ˧˸˥ ˪˷ ˫˧˵˪˥ ˪˷ ˳˟ˣ˵ˢ Σˣ˞ ˸ˣˬ˧˸˥ ˪˷ ˸ˣ˧ˮ˟˸ ˸ˣ˧˸ˣˠˢˮ˸ˢ 

ˣ˪˷ ύˢˬ ˭˰ˠˣ˲ˢ ˢ˷ˣ˰ Φό˭˧˟ ˫˞ ˭˲ˣ˞˟ ˧˦˦˯ Σ˪˷ˬ˪ ˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˪˷ ˸ˣ˞˧˶˵ sπAPI ˣ˪˷ Σˣ˞ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ Σ

˪˷ˬ˪ ˷ˣˬ˧˷˟ πSandbox Φ 

˰ˣˡˬ ˫˞ ˭˩ Σ˸ˣ˶ˬ˪ ˶˵˥ˬˢ˷ ˪˷ ML ˸˟ˣ˦˪ ˶ˣ˸˧˞ ˫˧ˮ˰ˠˣ˲ ˠˠ˥ ˶˟˩ нр ˫˧˟˧˟˞ Σ˷˧ ˭˧˧ˡ˰ ˷ˣˬ˧˷ ˟˥˶ˮ 

˧ˮˣˮˠˮˬ˟ ˸ˣˬ˧˸˥ Κˢˤ ˫ˣ˵ˬˢ ˥˸ˮ˪ ˭˲ˣ˞˟ ˵˧ˬ˰ˬ ˸˞ ˫˧˧˷˵ˢ ˷ˣˬ˧˷˟ ˸ˣ˩˶˰ˬ˟ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˫˪ˣ˰˟ 

˧˸˧ˬ˞ˢ Φ˸˥˞ ˸ˣ˧˰˟ˢ ˸ˣ˧ˤ˩˶ˬˢ ˫˪ˣ˰˟ ˸ˮˠˢ ˶˟˧˧˯ˢ ˪˪˩˟ ˫˪ˣ˰˟ˣ ˶ˣ˸˧˞ ˫˧ˮ˰ˠˣ˲ˢ ˦˶˲˟ ˞˧ˢ ˸˧˧˰˟ 

˸ˣ˰˶˸ˢ ˞ˣˣ˷ˢ Σˣ˞ ˢ˲˷˟ ˸˧˰ˣ˴˵ˬˢ π False Positive Φ 

˧ˣ˪˧ˠ ˪˷ ˭˰ˠˣ˲ ˸˩˶˰ˬ˟ ˸˧ˮˣˠ˶˞ ˞˧ˢ ˢ˧˰˟ ˠˣ˯ˢˬ ˪˷ ˸˞˧˴ˬ ˦˥ˬ ˸ˬ˶˰˟ ˸˥˷ Φ˧ˬ˸˧˶ˣˠ˪˞ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ 

˫˧˷˵˸ˬ ˡˣ˞ˬ ˶ˣ˸˲˪ ˸ˣ˧˰˟ ˪˷ ˦˥ˬ ˸ˬ˶˰˟ ˸˥˷ Φ˫˧ˮ˧˧ˮˣ˰ˬˢ ˶˟˯ˢ˟ ˦ˣ˷˲ ˰ˣˡˬ ˫˧ˮˬˤˣˬ ˞ˣ˶˵˪ ˵ˮ˧˪˟ 

ˢˤˢ ˧˸ˬ˯˶˲˷ ˢˡ˟π˶˵˶ˬΦ 

˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˪˷ CSET ˫˧˷˧˥ˬˬ ˸˞ ˢ˧˰˟ˢ ˸ˣ˰˴ˬ˞˟ ˢ˦ˣˡ˵ˮ˞ ˸ˬ˯˶ˣ˲ˬ ˸ˮ˷ˬ нлмф Φ˸˶˟˥ Cylance 

ˢ˵ˣˣ˧˷ ˶˟˰˟ ˶˴ˣˬ AV ˯˯ˣ˟ˬ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˨˞ ˸˴ˣ˟˵ ˫˧˶˵˞ˢ ˫˧ˮ˟˪ ˢ˸˪˧ˠ ˨˶ˡ ˢ˦ˣ˷˲ ˡˣ˞ˬ ˱ˣ˵˰˪ 

ˣ˸ˣ˞ Φ˪˩ ˢˬ ˨˧˶˴˷ ˢ˧ˢ ˱˧˯ˣˢ˪ ˭˰ˠˣ˲˪ ˰˦˵ ˨˶ˣ˞˟ ˪˷ ˩π5MB ˨ˣ˸ˬ ˵˥˷ˬˢ ˫˯˶ˣ˲ˬˢ Rocket League Φ

ˢ˶˵ˬ˟ ˢˤ˩ Σπфл҈ ˫˧˶˵ˬˢˬ πAV ˢ˩ˤ˧ ˸˞ ˭˰ˠˣ˲ˢ Φˢ˶˰˷ˢˢ ˞˧ˢ ˢˤ˷ ˢ˶˵ ˭ˣˣ˧˩ˬ ˪ˡˣˬ˷ ˸ˡ˧ˬ˪ 

ˢˮˣ˩ˬˢ ˢ˶˟˥ˢ˷ ˢ˥˸˧˲ ˢˢ˧ˤ ˸ˣ˰˦˟ ˶˲˯ˬ ˧˵˥˷ˬ ˟˷˥ˬ ˫˧ˮ˰ˠˣ˲˩ Ґύ˸ˣ˰˶˸ˢ ˞ˣˣ˷ Φό 

https://www.themarker.com/techblogs/misterdata/BLOG-1.6264576
https://www.themarker.com/techblogs/misterdata/BLOG-1.6264576
https://www.themarker.com/techblogs/misterdata/BLOG-1.6808559
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965
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ˢˮ˰ˬ˩ ˨˩˪ ΣCylance ˢ˲˧˯ˣˢ ˭ˣˮˠˮˬ ˧ˮ˷ ˭˥˟˷ ˸˞ ˸ˡ˧ˬ ˭ˣ˧ˬˡˢ ˪˷ ˳˟ˣ˵ˢ ˵ˡ˟ˮˢ ˢˬ˧˷˶˪ ˢˮ˟˪ ύwhite-

list ό˪˷ ˧˴˟˵ ˫˧˵˥˷ˬ Φ 

˸˦˪˥ˢ ˭ˣˮˠˮˬˢ ˧ˮ˷ˢ ˢ˶˟ˠ ˪˰ ˢ˵˧˯˲ˢ ˪˷ ˪ˡˣˬˢ ˭ˣ˷˞˶ˢ Φ˭˩˪ ˪˩ ˢˬ ˨˧˶˴˷ ˸ˣ˷˰˪ ˞ˣˢ ˪Ϧ˵˧˟ˡˢ Ϧ˪˰ 

˭˰ˠˣ˲ˢ ˢ˩˧˸˥ ˨ˣ˸ˬ ˵˥˷ˬ ˟˷˥ˬ Σˢˮˢˣ ˞ˣˢ ˥˴ ˠ˪˷˩ Φ˨˶ˡˣ ˟ˠ˞ Σ˫˧˟˸ˣ˩ˢ ˫˧ˮ˧˧˴ˬ ˶ˣ˯˞˷ ˥ˣ˩˷˪ 

˧ˬ˸˧˶ˣˠ˪˞˪˷ ML ˷˧ ˫ˠ ˸ˣ˧ˣ˰˧ˠ˲ ˸ˣ˧ˮ˟ˬ ˫ˢ˪˷ˬ ύAdversarial AI ό˫˧˲˧˯ˣˬ˷ ˧˥˦˷ˬ ˢ˲˧˵˸ ˫˧˷ˡ˥ ύ˪˰ 

˨˩ ˫˰˲˟ ˸˶˥˞Φό 

˧ˮ˞ ˱˧˯ˣ˞ ˶˟˰ˬ˷ ˨˩˪ ˶˟ˣˡˬ˷ ˸˧˧ˠˣ˯˟ ˦˥ˬ ˸ˬ˶˰˟ ˸˥˷ Σˣˤ ˸ˣ˰˦ ˢ˴ˣ˲ˮ ˯˥˧˧˸ˢ˪ ˫˧ˮ˰ˠˣ˲˪ ˪˞˩ ˸ˣ˷˧ 

˸˧ˮˠˣˬˣˢ ˸˥˞ Φ˷˧ ˰ˣˡ˧˩ ˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ ˫˧ˮ˰ˠˣ˲ Σ˫˧ˬ˰˲˪˷ ˫˧ˠˢˮ˸ˬ ˢ˶ˣ˴˟ ˢ˩ˣ˲ˢ ˭˧˦ˣ˪˥˪ Φˢˬˠˣˡ˪ Σ

˦˯ˣ˯Ϧ˫˧˶ ύTrojans όˣ˲˞˷˧ ˸ˣ˧ˢ˪ ˫˧˞˷˥ ˪˩˩ ˭˸˧ˮˢ Σˡˣ˰˟ ˸ˣ˶˲ˣ˩ (Ransomwares) ˣˤ˧˶˩˧ ˪˰ ˭˸˰ˠˢ ˪ˣ˵˟ 

˷˰˶ ˪ˣˡˠ ˫˶ˣ˴ˣ Φ˷˧ ˭˟ˣˬ˩ ˫ˠ ˸ˣ˞ˬˠˣˡ ˸ˣ˶˥˞ Φ 

˭ˣˣ˧˩ ˶˟ˣˡˬ˷ ˢ˴ˣ˟˵˟ ˸˧ˮˠˣ˶˦ˢ ˨˧˪ˢ˸ ˢˡ˧ˬ˪ˢ ˨˧˶˴ ˶˸˞˪ ˸ˣ˴ˣ˟˵ ˸ˣˮˣ˷ ύ˫˧ˬ˰˲˪ˣ ˸ˣ˶ˤ ό˪˷ ˸ˣ˧ˣˠˢˮ˸ˢ Σ

ˢˬ ˶ˬˣ˞˷ ˪˩˪˷ ˢ˴ˣ˟˵ ˣ˲˯ˣˣ˸˧ ˸ˣ˰˶˸ˢ ˞ˣˣ˷ ˪˷ˬ ˢˬ˴˰ Φ˶ˬˣ˪˩ Σ˸ˣ˶˟˥ πAV ˦ˣ˷˲ ˭ˮ˧˞ ˸ˣ˪ˣ˩˧ ˶˷˲˞˪ 

˭ˬ˴˰˪ ˸ˣˬ˩ ˪˩ ˨˩ ˢ˪ˣˡˠ ˪˷ ˸ˣ˰˶˸ˢ ˞ˣˣ˷ ˫ˣ˶ˠ˪ˣ ˪˰ˣ˲˟ Σˣˬ˟ ˭ˢ˧ˡ˧ Σπ˪DoS ˸ˣ˥ˣ˵˪˪ ˭ˢ˪˷ Φ˸ˣ˥ˣ˵˪ˢ 

˦ˣ˷˲ ˣ˶˧˯˧ ˡ˧ˬ ˸˞ ˧˶˴ˣˬ πAVΦ 

˭˧˞ ˫˧˶˟ˡ˟ ˣ˪˪ˢ ˰ˣ˟˵˪ ˭˧˞˷ ˡ˧˸˰ ˶˵˥ˬ˪ ML ˶ˣ˟˰ ˧ˣ˪˧ˠ ˫˧ˮ˰ˠˣ˲ Φˢˤˬ ˶ˣ˷˰˩ Σ˸ˣ˶˟˥ πAV ˸ˣ˶˧˟˰ˬ ˸˞ 

ˤ˩˶ˬ ˡ˟ˣ˩ˢ ˪˷ ˸ˣ˦˧˷ˢ ˭ˢ˪˷ ˸ˣˮ˥˸ˬ ˢ˴˵ˢ ύ˭ˣˠ˩ PC ˪˧˧˟ˣˬˣ ό˪˞ ˫˧ˮˮ˰ˢ ˫ˢ˪˷ Φˢˤ ˪˧˥˸ˢ ˫˰ ˢ˰˲ˣˢˢ 

˵ˣ˷˟ ˪˷ Cloud AV ˶˟ˣ˴ˣ ˢ˴ˣ˞˸ ˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ˫˰ ˢ˶ˣ˷˟ˢ ˪˷ πEDRπ˫˧ ύEndpoint Detection and 

Response Φό˶˟˰ˬˢ ˭ˮ˰˪ ˶˷˲˞ˬ ˶˵˥ˬ ML ˧˸ˣ˩˧˞ ˶˸ˣ˧ Σ˞˪ ˶˟ˣˡˬ ˵˶ ˸˲˯ˣˢ˟ ˥ˣ˩ ˟ˣ˷˧˥ ˧˸ˣ˰ˬ˷ˬ Φ˷˧ 

˨˩˪ ˶˲˯ˬ ˸ˣ˟˧˯ Φ˸˧˷˞˶ Σ˫˴˰ ˢˡ˟ˣ˰ˢ ˸˶˟˥˷ πAV ˸˪˟˵ˬ ˭ˮ˰˟ ˢˮˣˬ˸ ˢ˟˥˶ ˢ˰˧ˠˬ˷ ˸ˣ˥ˣ˵˪ˬ ˫˧˟˶ 

˸˶˷˲˞ˬ ˟˧˪˴ˢ˪ ˰ˡ˧ˬ ˶˲˷˪ˣ ˡˣ˞ˬ ˸˞ ˧˰ˣ˴˧˟ ˸ˣ˦˧˷ˢΦ 

˱˯ˣˮ˟ ΣπEDR agent ˪ˣ˩˧ ύ˸˧˧˥ˮˢ˟ ˸˶˷ˢ ˣ˪˷ ό˵˧ˬ˰ˢ˪ ˸˞ ˢ˶˧˵˥ˢ ˭˲ˣ˞˟ ˦˵˷ Σ˧˪˟ ˡ˧˶˦ˢ˪ ˸˞ 

˷ˬ˸˷ˬˢ Σˡ˰ ˢˡˣ˵ˮ˪ ˢ˟˷ ˭ˮ˰ˢ ˪˟˵˧ ˢ˦˪˥ˢ ˸˧˞ˡˣ ˪˰ ˶ˣ˸˧˞ ˭˰ˠˣ˲ Φ˟˪˷˟ ˢˤˢ ˭˸˧ˮ ˶ˣ˴˰˪ ˸˞ ˭˰ˠˣ˲ˢ 

˸˧ˡ˧˧ˬ ˪˴˞ ˪˩ ˸ˣ˥ˣ˵˪ πEDR ˫˧˶˥˞ˢ Φˣ˞˶ ˞ˬˠˣˡ˪ ˸˞ ˫ˣ˯˶˲ˢ ˪˷ ˸˶˟˥ ˦˲ˣ˯ˣ˶˵˧ˬ ˸ˮ˷ˬ нлмт ˸ˣˡˣ˞ 

Detonating a bad rabbit Φ 

˪˟˞ ˡ˴ˬ ˧ˮ˷ ˨˧˶˴ ˸ˣˡˣˢ˪ ˶˷ˣ˧˟ ˭ˣ˩ˮ˷ ˣ˧˷˩˰˪ ˫˧ˮ˰ˠˣ˲ˢ ˭˧˧ˡ˰ ˣˮ˸˧˞ ˸ˣ˲˵˸ˢˣ ˲ˣ˩ˢ˶ ˵˶ ˸ˣ˶˟ˠ˸ˬ 

˸ˣ˦˷˲˸ˬˣ Φ˭˩˸˧ ˣˬ˩˷ ˶ˬ˞ˮ˷ ˵˪˥˟ ˞ϥ Σ˸ˣ˦˧˷  ML˸ˣ˧˥˶˩ˢ ˧ˡ˩ ˪˩ˣˮ˷ Ϧ˳ˣ˶˪ ˧˩ˢ ˶ˢˬ Ϧ˸ˣ˥˲˪ˣ 

Ϧ˶˞˷˧ˢ˪ ˫ˣ˵ˬ˟  ΦϦ 

˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˧˸˰ˠˮ ˫ˠ ˢ˧ˠˣ˯˟ ˪˷ ˸ˣ˦˧˷ ˸ˡ˧ˡˬ ˢ˥˪˴ˢ ˶ˣ˟˰ ˸˧ˠˣ˪ˣˮ˩˦ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ x˞ ˶˴ˣˬ ˸ˮˠˢ 

˶˟˧˧˯ ˫˧˧˲˧˴˲˯ Φ˧˸ˮ˰˦ ˸˞ˤ˷ ˢˮ˧˞ ˢ˧ˠˣ˯ ˢ˦ˣ˷˲ ˪˪˩ ˪˪˩ˣ ˫˧ˬ˰˲ˣ ˸ˣ˟˶ ˸ˣ˶˟˥ ˸ˣ˴ˣ˶˷ ˭ˠˢ˪ ˪˰ ˭ˬ˴˰ 

˸ˣ˴˪˞ˮ ˷ˣ˩˶˪ Ϧˢ˵˟˞ ˡˠˮ ˫˧˪˧˲ ΦϦˡˣ˰ ˧˸ˮ˧˧˴ Σ˧˩ ˣ˪˧˲˞ ˶ˣ˟˰ AV Σ˟˷˥ˮ˷ ˡ˥˞˪ ˧˶˴ˣˬˬ ˢˮˠˢˢ ˫˧˧˯˧˯˟ˢ 

https://www.themarker.com/blogs/misterdata/BLOG-1.8955328
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.microsoft.com/security/blog/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://www.microsoft.com/security/blog/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965
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˶˸ˣ˧˟ Σ˫˧ˬ˧˧˵ ˫˧˶ˠ˸˞ ˫˧˧˸ˣ˰ˬ˷ˬ ˸˧˧ˮ˟˪ ˢ˵˧ˡ˟ ˸˧˰ˣ˴˵ˬ Φ˰˧ˠˢ ˭ˬˤˢ ˶˧˟˯ˢ˪ ˰ˣˡˬ Φ˧ˡ˩ ˨ˣ˶˰˪ ˸˞ 

ˢ˵˧ˡ˟ˢ ˷˶ˡˮ ˶ˠ˞ˬ ˪˷ ˫˧˴˟˵ ˫˧˧ˮˣˡˤ Φ˸˧˷˞˶ Σ˷˶ˡˮ ˭ˮ˩˸˪ ˟ˣ˦ ˸˞ ˧ˠˣ˯ πMalware ˵ˣˡ˟ˮ˷ Φ 

˶ˣˬ˞˩ Σ˸ˣˠˢˮ˸ˢ ˪˷ ˸˰˪ˣ˸ Σ˯ˣ˯ ˧ˮ˞˧ˣ˶˦ Σˢ˶˲ˣ˩ x˩ ˣ ϥˢˮˣ˷ ˧ˡˬ˪ Φ˭˩˧ˢˬˣ ˞˧˟ˮ ˫˸ˣ˞ Κˡ˴ˬ ˡ˥˞ Σ˫˞ ˱ˣ˯˞ˮ 

˫˧˴˟˵ ˫˧˧ˮˣˡˤ Ϧ˫˧˧˶˦ Ϧˣ˪˰ˣˢ˷ πVirus Total ˫˧ˬ˧˟ ˫˧ˮˣ˶˥˞ˢ Σ˷˧ ˭ˣ˩˧˯ ˫˧˟˶˷ ˫ˢˬ ˣ˧ˢ˧ ˫˧˦ˮ˞˧˶ˣˣ ˪˷ 

ˣ˸ˣ˞ ˭˰ˠˣ˲ ˵ˣ˧ˡ˟ Φ 

ˢ˵˧ˡ˟ˢ ˣˮ˪˷ ˞˪ ˱˧˵˸ ˭ˣˣˠˬ ˵˧˲˯ˬ ˟˥˶ ˪˷ ˫˧ˬˣ˧˞ Φˡ˴ˬ ˧ˮ˷ Σ˟˴˵ ˸ˣ˥˸˲˸ˢ ˪˷ ˳ˣ˶ˬ ˷ˣˬ˧˥ˢ ˭˧˟ 

˱˵ˣ˸ˢ ˭ˠˬ˪ ύ˸˧˧˴ˣ˪ˣ˟˞ ˫˧ˮ˰ˠˣ˲ˢ ό˞ˣˢ ˶˧ˢˬ ˡˣ˞ˬ Φ˶ˠ˞ˬ ˫˧˯ˣ˶˧ˣ ˢˮ˟ˮ˷ ˧ˮ˲˪ ˢˮ˷˩ ˢ˞˶ˮ˩ ˞˪ ˢ˧ˢ˧ 

˵˧˲˯ˬ ˧˦ˮˣˣ˪˶ Φ˟ˣ˷ ˫˧˷˶ˡˮ ˢ˟˧˷˥ ˭ˣˮ˩˸ˣ. 

˶ˣ˯˞ ˥ˣ˩˷˪ ˨˧˶˴˷ ˱ˣ˯˞˪ ˫ˠ ˶ˠ˞ˬ ˪˷ ˫˧˴˟˵ ˫˧ˬ˧ˬ˸ ˧ˡ˩ ˵ˣˡ˟˪ ˸˞ ˸ˣˬ˩ ˸ˣ˰˶˸ˢ ˞ˣˣ˷ˢ ύFalse 

Positive ό˪˷ ˶˴ˣˬˢ Φ˶ˣˬ˞˩ ˪˧˰˪ Σˢˤ ˶˦ˬ˶˲ ˞˪ ˸ˣ˥˲ ˟ˣ˷˥ ˶˷˞ˬ ˸ˣ˩˧˞ ˧ˣ˪˧ˠˢ ˪˷ ˫˧ˮ˰ˠˣ˲ Φ˭˩˧ˢˬˣ ˞˧˟ˮ 

ˢ˟˶ˢ ˫˧˴˟˵ ˫˧ˬ˧ˬ˸ Κ˸ˣ˰˦ ˢ˥˧˩˷ ˪˷ ˭ˣˮ˩˸ ˧ˣ˵˪ ˞˧ˢ ˱ˣ˯˞˪ ˸ˣ˞ˬˠˣˡ Ϧ˸ˣˬ˧ˬ˸ Ϧ˪˩ˬ ˞˟ˢ ˡ˧˪ Σ˞˪˪ 

ˢ˟˧˷˥ ˪˰ ˸ˣ˩˪˷ˢˢ Φ˫˞ ˪˷ˬ˪ ˱ˣ˯˞ˮ ˧˴˟˵ ˢ˴˶ˢ ˢˬ˩ˬ ˫˧˟˷˥ˬ Ϧˢ˟˧˟˯˟ ΣϦ˫˟ˣ˶ ˦˪˥ˣˬˢ ˢ˧ˢ˧ ˨˧˧˷ 

˞ˬˠˣˡ˪ ˸˶˟˥˪ ˦˲ˣ˯ˣ˶˵˧˧ˬ ύ˧˴˟˵ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows Σ˸ˣˮ˩ˣ˸ ˯˧˲ˣ˞ ˢˬˣˡ˩ˣΦό 

˫˞ˣ ˶ˣˤ˥ˮ ˪πVT ˱ˣ˯˞ˮˣ ˫˧˴˟˵ ˣ˶ˡˠˣˢ˷ ˫˧˧˵ˮ ˢ˲ˣ˵˸˟ ˢˮˣ˶˥˞ˢ Σ˧˪ˣ˞ ˫ˢ ˵˶ ˫˧˞˶ˮ Ϧ˫˧ˬ˧ˬ˸ Ϧ˪˷˟ 

ˢˡ˟ˣ˰ˢ ˧˶˴ˣˬ˷ sπAV ˟πVT ˭˧˧ˡ˰ ˞˪ ˣ˪˰ ˪˰ ˸ˣ˧ˮˣˡˤˢ ˫ˢ˪˷ Κ˧˶ˢ ˣˮ˥ˮ˞ ˫˧ˮˣˣ˩˸ˬ ˭ˣ˥˟˪ ˸ˣ˩˧˞ ˪˷ AV 

ˡ˥˞ Σ˪˰ ˨ˬ˯ ˫˧˰ˣ˴˧˟ ˪˷ AVπ˫˧ ˫˧˶˥˞ Φ˷˧ ˡˣ˰ ˫˧˶ˠ˸˞ ˫˧˲˯ˣˮ Σ˪˟˞ ˵˲˸˯ˮ ˣ˪˞˟ ˸˰˪ ˢ˸˰ Φ 

 

˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˸˟ˣ˦˪ ˸˟˧˸˩ ˡˣ˵ ˥˦˟ˣ˞ˬ 

˟˪˷ˢ ˭ˣ˷˞˶ˢ ˸ˮˠˢ˟ ˶˟˧˧˯ ˸˧˟˧˦˵˲˞ ˞ˣˢ ˸ˣˮ˩ˣˬ ˭˯ˣ˥ˣ Φˡ˧ˬ˸ ˧ˣ˴˶ ˸ˣ˯ˮ˪ ˰ˣˮˬ˪ x˞ ˫˴ˬ˴˪ ˸ˣ˶˷˲˞ 

ˢ˲˧˵˸˪ Σ˶˷˞ˬ ˱ˣˡ˶˪ ˢ˧˶˥˞ Φ˷˧ ˶˲˯ˬ ˫˧˦˟˧ˢ ˸ˣˮ˩ˣˬ˪ ˭˯ˣ˥ˣ ˡ˥˞ˣ ˫ˢˬ ˞ˣˢ ˸˟˧˸˩ ˡˣ˵ ˥˦˟ˣ˞ˬ ˠˣ˟˧ˡˣ 

ˣ˪˷ Φ˦˰ˬ˩ ˪˩ ˡˣ˵ ˪˧˩ˬ ˫˧ˠ˞˟ ˸ˣ˷˪ˣ˥ˣ ύ˞˪ ˡˣ˵ˢ ˧˪˷ ˭˟ˣˬ˩ Jό Φ˨˷ˬˢ˟ ˵ˣ˯˰˞ ˢ˧˴ˬˣ˦ˣ˞˟ ˧ˣ˪˧ˠ˪ 

˸ˣ˷˪ˣ˥ Σ˸˰˩ ˭ˣˡ˞ ˞˷ˣˮ˟ ˦ˣ˷˲ ˶˸ˣ˧ Σˠˣˣ˧˯ ˸ˬ˶ ˢ˶ˬˣ˥ˢ ˪˷ ˫˧ˠ˞˟ Φ˪˩ ˥˸˲ˬ ˢ˶˟˥˟ ˸˧ˮ˧˴˶ ˶˧˩ˬ ˸˞ 

˸ˣ˟˧˷˧ˢ ˸ˣ˰ˠ˧˧ˬˢ ˫ˢ˟ ˫˧ˮˡ ˫˰ ˧˷ˮ˞ πQA ˶˴ˣˬˢˣ ˫˧ˠ˞˟˟ ˣ˞˴ˬˮ˷ ˫˧˯ˮˬˣ ˦˧˪˥ˢ˪ ˸˞ ˧ˬ ˫ˢˬ ˢ˟ˣ˥ 

˭˵˸˪ ˣ˧˷˩˰ ˧ˬˣ ˣ˶˞˷˧˧ ˫˧˥ˣ˸˲ ˣˮ˵ˣ˸˧ˣ Ϧˢ˯˶ˠ˪ ˢ˞˟ˢύ Ϧ˶ˬˣ˪˩ Σ˱˞ ˫˰˲ Φό 

˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˪˷ CSET ˫˧ˮˡ ˸˪ˣ˩˧˟ ˥˸ˮ˪ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˧˥ˣˣ˧ˡ ˸ˣ˞˧ˠ˷ ύbug reports ό˦˧˪˥ˢ˪ˣ ˪˰ ˸ˬ˶ 

ˢ˶ˬˣ˥ˢ ˪˷ ˠ˞˟ˢ ˫˞ˢˣ ˞ˣˢ ˪ˣ˪˰ ˸ˣˣˢ˪ ˸˷˪ˣ˥ ˢ˥˦˟˞ ˸ˮ˸˧ˮ˷ ˪ˣ˴˧ˮ˪ Φ˫˧ˬ˧˧˵ ˫˧˶˵˥ˬ ˫˧˧ˬˡ˵˞ ˫ˣ˥˸˟ 

˶˟˩ πмр ˢˮ˷ Σ˫˟ˣ˶ ˞˪˪ ˸ˣ˞˴ˣ˸ ˸ˣ˶˷˲˞ˬ˷ ˷ˣˬ˧˷ ˧˷˰ˬ Φ˧˲˩ ˧˸ˮ˧˧˴˷ ˶˟˩ ˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ Σˣˮ˶˰˴˪ ˢˤ 

˶˟ˡ ˥˧˩˷ ˫˧˶ˬ˞ˬ˟ ˫˧˧ˬˡ˵˞ ˪˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˫˪ˣ˰˟ ˸ˮˠˢ ˶˟˧˧˯ˢ Φ˫˧˶˵ˣ˥ˢ ˫˧˰˧ˠˬ ˸ˣ˞˴ˣ˸˪ ˸ˣ˟ˣ˦ 

ˡˣ˞ˬ ˪˰ ˧˶ˠ˞ˬ ˧ˣ˯˧ˮ ˫˧˧ˬˡ˵˞ ˫˧ˮ˦˵ Σ˫˧˶ˬ˞ˬˢ ˫˧˩ˣˤ ˧˯˶˲˟ ˸ˣˮ˧˧˦˴ˢ ˫˧˯ˮ˩˟ Σ˪˟˞ ˷ˣˬ˧ˬ ˧˷˰ˬ ˫ˢ˪˷ 

˫˶ˣˠ ˥˲ˬ˪ ˷˲ˮ ύˣ˪˞˪ ˫˧˯ˮˬ˷ Φό 

https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
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˸ˬˣ˰˪ ˫˧˶ˬ˞ˬ ˣ˪˞ Σ˸˶˟˥ ˦˲ˣ˯ˣ˶˵˧ˬ ˢˬ˯˶˲ ˧ˮ˲˪ ˫˧˧˸ˮ˷˩ ˶˵˥ˬ ˢ˞˶ˢ˷ ˸ˡ˧ˬ˪˷ ˢˮˣ˩ˬ ˸˪ˠˣ˯ˬ 

ˠˣˣ˯˪ ˢ˥˪˴ˢ˟ ˣ˪˞ ˫˧ˠ˞˟ ˫˧˧˦ˮˣˣ˪˶ ˸˧˧˰˟˪ ˢ˥˦˟˞ ˣ˪˞ˣ ˞˪ Φ˪ˡˣˬˢ ˫ˢ˪˷ ˭ˬˣ˞ ˪˰ ˪˰ˬ ˭ˣ˧˪˧ˬ  όΗύ˧˥ˣˣ˧ˡ 

˫˧ˠ˞˟ ˫˧˧˸˧ˬ˞ ˪˷ ˸˶˟˥ ˦˲ˣ˯ˣ˶˵˧ˬ Φ˶ˬˣ˪˩ Σ˶˵˥ˬˢ ˢˤˢ ˡ˧˰ˬ ˸˶˟˥˷ ˢˮ˩ˣ˸ ˫˰ ˢ˷˧ˠ ˸ˣˬ˩˪ ˢ˪ˣˡˠ 

ˡˣ˞ˬ ˪˷ ˧˥ˣˣ˧ˡ ˫˧ˠ˞˟ ˢ˧ˣ˷˰ ˥˧˪˴ˢ˪ ˠˣˣ˯˪ ˭˸ˣ˞ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ Φˡ˴ˬ ˧ˮ˷ Σ˫˧ˮ˵˧ˮ˧˴ ˣ˶ˬ˞˧ ˵˶˷ ˢ˶˟˥˪ 

ˣˬ˩ ˦˲ˣ˯ˣ˶˵˧ˬ ˷˧ ˪˰ˬ ˭ˣ˧˪˧ˬ ˫˧ˠ˞˟ Φ˪˩ ˶˞˷ˢ ˣ˩˧˷ˬ˧ ˟˧˶˪ ˸ˣ˷˧ˠ˲˟ ˫˧ˠ˞˟ Σ˵ˣ˧ˡ˟ ˣˬ˩ ˫ˣ˧ˢ Φˢ˞˶ˮ˩ 

˨˶˦˴ˮ˷ ˭˧˸ˬˢ˪ ˫ˣ˯˶˲˪ ˥˪˴ˣˬˢ ˞˟ˢ ˧ˡ˩ ˦˧˪˥ˢ˪Φ 

˫ˠ ˶˷˞˩ ˠ˞˟ ˶˟˩ ˠˣˣ˯ˬ ˫ˣ˧˞˩ ˢ˥˦˟˞ ύˢ˷˪ˣ˥ ό˧˶˷˲˞ Σ˭˧˧ˡ˰ ˨˧˶˴ ˶˧ˡˠˢ˪ ˸˞ ˸˶ˬˣ˥ ˢ˷˪ˣ˥ˢ ˸˞ˣ 

˸ˡ˧ˬ ˸ˣ˶˧˟˯ˢ ˪˴ˮ˪ ˢ˸ˣ˞ Φ˭ˣˮˠˮˬˢ ˧˦˶ˡˮ˦˯ˢ ˪˟ˣ˵ˬˢ ˫ˣ˧˩ ˞˶˵ˮ sπ CVSS ˶ˣ˴˧˵)˪˷Common 

Vulnerability Scoring Systemό Φ˭ˣˮˠˮˬ˟ ˢˤˢ ˫˧˥ˬˣˬ ˫˧˥˸ˮˬ ˫˧˰˟ˣ˵ˣ ˭ˣ˧˴ ˸˶ˬˣ˥˪ ˢ˷˪ˣ˥ˢ Φ˫ˠ ˫ˣ˥˸˟ 

ˢˤˢ ˷˧ ˫˧˶˵˥ˬ ˫˧˧ˬˡ˵˞ ˫˧˞˶ˬ˷ ˸ˣ˰˴ˬ˞˟˷ ˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ˥ˣ˸˧ˮˣ ˪˷ ˶ˣ˞˧˸ ˢ˷˪ˣ˥ˢ ˸ˣ˰˴ˬ˞˟ ˡˣ˟˧˰ 

ˢ˲˷ ˸˧˰˟˦ ύNLP ό˭˸˧ˮ ˰ˣ˟˵˪ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˸˞ ˭ˣ˧˴ πCVSS Φ 

 

ϐ˶ˣ˵ˬ Υscores-cvss-https://www.balbix.com/insights/understandingώ 

˫˧˶˵ˣ˥ ˫˧˶˥˞ ˣ˷ˬ˸˷ˢ ˫˧ˮˣ˸ˮ˟ ˣ˲˯˞ˮ˷ ˸ˣˡˣ˞ ˸ˣ˲˧˵˸ ˸ˣ˧˸˧ˬ˞ ˧ˡ˩ ˸ˣˮ˟˪ ˪ˡˣˬ ˧ˣˤ˧˥ ˪˷ ˧ˣ˩˧˯ˢ 

ˢ˷˪ˣ˥ˢ˷ ˪˴ˣˮ˸ ˰Ϧ˧ ˫˧˲˵ˣ˸ Φ 

˶ˣ˞˪ ˸ˣ˥˸˲˸ˢ ˢ˶˧ˢˬ ˪˷ ˫ˣ˥˸ ˥ˣ˸˧ˮ ˫˧˦˯˵˦ˢ ˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ Σ˫˧˶˵˥ˬˢ ˣ˪˞ˢ ˫˧˰˧˟˴ˬ ˪˰ ˭ˣˣ˧˩ 

˧ˬ˧˦˲ˣ˞ ˭˩˸˧ˣ ˢ˞˶ˮ˷ ˡ˧˸˰˟ ˷ˣˬ˧˷ ˧˟˧˦˵˲˞ ˪˷ ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˫ˣ˥˸˟ ˢˤˢ Φ˪˟˞ ˸ˣ˶ˬ˪ ˢˬ˧ˮˢ 

˸˧ˬ˧˦˲ˣ˞ˢ Σ˧˟˸ˣ˩ ˶ˬ˞ˬˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˶˟ˣˡˬ ˢˬ˧˷ˬ˟ ˸˪˰˟ ˸ˣ˟˧˷˥ ˸˧ˮˣˮ˧˟ ˸ˮˠˢ˪ ˶˟˧˧˯ ˧ˣ˩˧˯ˢˣ 

˸ˡ˧ˬ˪˷ ˢˮˣ˩ˬ ˞˧˟˸ ˸˴˧˲˵˪ ˨˶ˡ ˸˧˸ˣ˰ˬ˷ˬ ˪˰ ˧ˮ˲ ˨˧˪ˢ˸ˢ ˫˧˧˵ˢ ˞˧ˢ ˸˧ˮˣˮ˧˟πˢ˩ˣˬˮ Φ˧ˮ˞ ˱˧˯ˣ˞ Σ˫ˠ˷ 

˫˞ ˫ˢ ˫˧˰ˣ˦ ˸ˣ˩˶˰ˢ˟ ˫ˢ˪˷ Σ˸˴˧˶˲ ˨˶ˡ ˫ˣ˥˸˟ ˢˤ ˣˬ˴˰˪˷˩ ˞˪ ˞˧˟˸ ˢ˩˲ˢˬ˪ ˸˧˸ˣ˰ˬ˷ˬ ˸ˮˠˢ˟ 

˶˟˧˧˯ˢ Φ  

https://www.themarker.com/technation/1.5727433
https://www.themarker.com/technation/1.5727433
https://www.themarker.com/technation/1.5727433
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
https://www.balbix.com/insights/understanding-cvss-scores
https://www.calcalist.co.il/internet/articles/0,7340,L-3707645,00.html
https://www.themarker.com/techblogs/misterdata/BLOG-1.6455820
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˫ˣ˩˧˯ 

˶ˬ˞ˬˢ ˧˥˩ˣˮˢ ˡ˵ˬ˸ˢ ˧ˮ˷˟ ˫˧˞˷ˣˮ ˫˪ˣ˰˟ ˸ˮˠˢ ˶˟˧˧˯ˢ Φ˭ˣ˷˞˶ˢ ˞ˣˢ ˸˪ˣ˩˧ˢ ˸ˣˢˤ˪ ˫˧ˮ˰ˠˣ˲ ˸ˣ˰˴ˬ˞˟ 

AV x˞ EDR Σ˫ˣ˥˸ ˧˸ˣ˰ˬ˷ˬ ˡˣ˞ˬ ˠ˧˴ˮˣ ˭ˣ˷˞˶ ˢ˶ˡ˯˟ ˪˷ ˸ˣ˪ˣ˩˧ ˶ˣ˦˧ˮˢ Φ˫ˣ˥˸ˢ ˧ˮ˷ˢ ˞ˣˢ ˸˪ˣ˩˧ˢ ˰˧˧˯˪ 

˧ˮ˷˟ ˧˩˧˪ˢ˸ ˢˮ˷ˬ ˪˷ ˫˪ˣ˰ ˸˟˧˸˩ ˡˣ˵ˢ ˥˦˟ˣ˞ˬˢ Φˣˢˤ ˠ˧˴ˮ ˱˯ˣˮ ˪˷ ˟˪˷ ˸ˣˮ˩ˣˬˢ ˭˯ˣ˥ˢˣ Σ˨˷ˬˢ˟ 

˵ˣ˯˧˰˪ ˧˪˷ ˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˸ˣ˵˧ˡ˟˟ ˸ˣ˶˧ˡ˥ Φ˶ˬ˞ˬ˟ ˞˟ˢ ˵˧ˬ˰˞ ύ˧˪˟ ˶ˡˮ ό˫ˣ˥˸˟ ˢ˧˴ˬˣ˦ˣ˞ˢ ˧ˣ˪˧ˠ˪ 

˸ˣ˷˪ˣ˥ ˫˧ˬˣ˥˸˟ˣ ˫˧˲˯ˣˮ ˪˷ ˟˪˷ ˶ˣ˦˧ˮˢΦ 

 

˪˰ ˟˸ˣ˩ˢ 

Ϧ˶l ˟˵˰˧ ˶ˬ˧˶ ˞ˣˢ ˳˰ˣ˧ ˶˧˩˟ ˢ˴˶ˬˣ ˧˞˷ˣˮ˟ ˶˟˧˧˯ Σˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˢ˧ˠˣ˪ˣ˧˟ˣ Φ˷˧ x˪ ˶˞ˣ˸ ˧ˮ˷ ˸ˡ˧ˬ˪˟ 

ˢˮˣ˩ˬ ˦˶ˣ˦˵ˣˡˣ ˢ˧ˠˣ˪ˣˮˣˬ˧˞˟ Σ˫ˢ˧ˮ˷ ˭ˣ˩ˬˬ ˭ˬ˴˧ˣ ˰ˡˬ˪ Φ˞ˣˢ ˵˯ˣ˰ ˶˵˥ˬ˟ ˧˰ˡˬ ˢ˧ˬˡ˵˞˟ ˪˧˟˵ˬ˟ ˳ˣ˰˧˪ 

˧ˡ˶˷ˬ˟ ˢ˪˷ˬˬ ˸ˣ˶˟˥˪ˣ ˧˧ˢπ˵˦ Φ˶˟˰˟ ˷ˬ˧˷ ˫˧ˡ˧˵˲˸˟ ˫˧˶˧˩˟ ˧˧ˢ˟π˵˦ ˡ˶˷ˬ˟ˣ ˷˞˶ ˢ˪˷ˬˬˢ Φ

˱˯ˣˮ˟ Σ˞ˣˢ ˡˬ˪ˬ ˸˦˧˯˶˟˧ˮˣ˞˟ ˪˸π˟˧˟˞ ˸˞ ˫˧˯˶ˣ˵ˢ Ϧˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˢ˧ˬˣ˷˧˧ˣ ˭ˣ˥˦˧˟˪ ϦϦxˢˮ˧˟ 

˸˧˸ˣ˩˞˪ˬ ˭ˡ˧˰˟ ˶˟˧˧˯ˢ Ϧ˸˶ˠ˯ˬ˟ ˸ˣ˧ˮ˩ˣ˸ ˶˞ˣ˸˪ ˧ˮ˷ Φ 

˶ˣ˷˧˵ ˭˧˞ˡ˵ˮ˧˪˪ Φ˪˧˧ˬ ˸ˣ˟ˣˠ˸˪ ΥMrBigDataThemarker@gmail.com 

 

˸ˣ˶ˣ˵ˬ ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

Machine Learning and Cybersecurity - Hype and Reality. Micah Musser and Ashton Garriott. June 

2021. https://cset.georgetown.edu/publication/machine-learning-and-cybersecurity/ 

 

  

https://sites.google.com/view/jacobrimer/
https://il.linkedin.com/in/jacob-rimer-9974025
mailto:MrBigDataThemarker@gmail.com
https://cset.georgetown.edu/publication/machine-learning-and-cybersecurity/
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hellseverseRased Blockchain BA  -RBCS  

˸˞ˬ ˡ˵˷ ˧ˤˮ˩˷˞ 

 

ˢˬˡ˵ˢ 

˧ˮ˲˪ ˩πо ˫˧˷ˡˣ˥ Σ˞˟˞ ˧˪˷ ˪˞˷ ˧˸ˣ˞ ˫˞ ˧ˮ˞ ˟˷ˣ˥ ˧˞ˡ˩˷ ˰˧˵˷ˢ˪ ˟πBitcoin Φ˧˸˧ˮ˰ x˪ ˧ˮ˞˷ ˞˪ ˶˧˩ˬ 

˵˧˲˯ˬ ˸˞ ˫ˣ˥˸ˢ ˧ˡ˩ ˸ˣˮ˰˪ ˪˰ ˢ˪˞˷ˢ Φˤ˞ ˧˸˪˥˸ˢ ˶ˣ˵˥˪ ˪˰ ˞˷ˣˮˢ Σ˦˞˪ˣ ˦˞˪ ˧˸ˮ˟ˢ ˷πBlockchain 

˞ˣˢ ˢ˟˶ˢ ˶˟˰ˬ ˪πCrypto Currencies ˷˧˷ˣ x˪ ˪˞˧˴ˮ˦ˣ˲ ˞˪ ˷ˬˣˬˬ ˭ˣˣˠˬ˟ ˫˧ˬˣ˥˸ Φˡ˥˞ ˫ˢˬ ˞ˣˢ 

˸ˣ˧ˬ˧ˮˣˮ˞ˢΦ 

˶ˬ˞ˬ˟ ˢˤ Σˠ˧˴˞ ˸˞ ˸ˣˮˣ˶˸˧ ˸ˣ˧ˬ˧ˮˣˮ˞ˢ ˢ˷πBlockchain ˵˧ˮ˰ˬ ˣˮ˪ ˶˧˟˯˞ˣ ˪˰ ˧˪˩ ˧˸˟˸˩˷ ˫˷˟ Υ

ReverseBlockchainShell Φ˨˞ ˧ˮ˲˪ ˧ˡ˩ ˸˸˪ ˰˵˶ ˫ˣ˥˸˟ Σˢˮ˰ˮ ˪˰ ˶˲˯ˬ ˸ˣ˪˞˷Υ 

мΦ ˨˧˞ ˨˧˪ˢ˸ sπBlockchain ˡ˟ˣ˰Κ 

нΦ ˢˬ ˢˤ Ethereum ˭ˢˬˣ ˸ˣ˸˷˶ˢ ˸ˣˮˣ˷ˢΚ 

оΦ ˣˢˬ ˢˤˣ˥ ˫˩˥ ˨˧˞ˣ ˫˧˟˸ˣ˩ ˣ˸ˣ˞Κ 

 

ˤ˞ ˢˤˬ ˫˴˰˟ BlockchainΚ 

˟ˣ˶ ˸ˣ˧˴˵˧˪˲˞ˢ ˫ˣ˧˩ ˸ˣ˯˯˟˸ˬ ˪˰ ˢ˧˧ˮ˲ ˶ˣ˵ˬ˪ ˧˲˧˴˲˯ ˪˧˩ˬ˷ ˸˞ ˰ˡ˧ˬˢ ˧ˣ˴˶ˢ ˪˰ ˸ˮˬ ˱ˣ˪˷˪ x˞ ˸ˣˮ˷˪ 

ˣ˸ˣ˞Φ 

 

]ˣˬ˧˷ ˟˪ ˫ˠ˷ ˸˷˶ P2P ˣˬ˩ BitTorrent ˸ˡ˟ˣ˰ ˢ˶ˣ˴˟ xʕ Φ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ ˟˞˷ˬ ˫˧ˣ˯ˬ Σˣˮ˞ ˷ˠ˧ˮ ˢˡˬ˰˪ ˸ˬ˧ˣ˯ˬ ˸˷˶˟[ 

 

Blockchain ˞˧ˢ ˸˷˶ ˸˟˩˶ˣˬˢ ˫˧˟˷˥ˬˬ ˫˧˞˶˵ˮˢ Nodes Σ˫˧˪˧˩ˬˢ ˰ˡ˧ˬ ˫˧˪ˣ˵˷ˣ ˡ˥˞ ˧ˮ˷˪ Φ˶ˬˣ˪˩ 

˭˸˧ˮ˷ ˞ˣ˶˵˪ x˞ ˟ˣ˸˩˪ ˰ˡ˧ˬ ˸˷˶ˢˬ ˢˤ˧˞ˬ Node ˶˥˟ˮ˷Φ 

˥ˣ˵˪ - ˞˶ˣ˵  /˟˸ˣ˩ ˰ˡ˧ˬ  ˸˶˷- ˰ˡ˧ˬ ˪˧˩ˬ 

ˣˬ˩: 

¶HTTP 

¶RDP 

¶SMB  

¶SMTP 
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˧ˮ˲˪ ˭˧˟ˮ˷ ˸˞ ˪˩ ˫˧˷ˣˬ˧˷ˢ ˫˧ˮˣ˷ˢ ˪˷ sπBlockchain Σ˸˧˷˞˶ ˭˧˟ˮ ˸˞ ˷ˣˬ˧˷ˢ ˧ˮˣ˷˞˶ˢ ˢ˪˷ Σ˞ˣˢ˷ 

˸˶˟˰ˢ ˫˧˲˯˩ ˸˧˪˦˧ˠ˧ˡ Φ˦˲˯ˮˣ˵ ˢˤ ˶˴ˣˮ ˧ˡ˩ ˢ˧ˢ˧˷ ˶˷˲˞ ˶ˣ˥˯˪ ˶˧˟˰ˢ˪ˣ ˫˧˲˯˩ ˧˪˟ˬ ˨ˣˬ˯˪ ˪˰ ˱˞ 

˫˶ˣˠ ˨ˣˣ˸ˬ ύ˫˧˵ˮ˟ ˞ˬˠˣˡ˪Φό 

˶ˬ˧˧˪˵˯˧ˡ ˭˦˵: ˶ˬ˞ˬ˟ ˯˥˧˧˸˞ ˷ˣˬ˧ˬ˪ ˧˯˧˯˟ˢ ˪˷ Blockchain ˱˞ ˧˩ ˷˧ ˫˧˷ˣˬ˧ˬ ˫˧˲˯ˣˮ Σ˪˩ˣ ˸˷˶ 

Blockchain ˸˷ˬˣˬˬ ˢ˲˧˦ ˸˶˥˞ Φ˰ˡ˧ˬˢ ˞˟ˢ ˥˵˪ˮ ˸ˣ˶ˣ˵ˬˬ ˫˧ˮˣ˷ ˦ˮ˶˦ˮ˧˞˟ ˨˞ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˣ˪ˣ˩ ˟π

Bitcoin whitepaper, ˟πEthereum whitepaper x˞ ˶˸˞˟ ˪˷ Ethereum. 

 

˨˧˞ sπBlockchain ˡ˟ˣ˰Κ 

πsBlockchain ˣˬ˷˩ ˭˩ ˞ˣˢ Σ˯˯ˣ˟ˬ ˪˰ ˸˶˷˶˷ ˪˷ ˫˧˵ˣ˪˟ Σ˫˧˶˷ˣ˵ˬ˷ ˡ˥˞ ˧ˮ˷˪ Φ˪˩ Block ˪˧˩ˬ ˣ˩ˣ˸˟ р 

˸ˣˡ˷Υ 

 

 

  

ˣˬ˩: 

¶Bitcoin 

¶Ethereum 

¶Flux 

¶ϥ 

https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/bitcoin.pdf
https://ethereum.org/669c9e2e2027310b6b3cdce6e1c52962/Ethereum_White_Paper_-_Buterin_2014.pdf
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
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˸ˣˡ˷ˢ ˫ˢ: 

¶ ˢˡ˷ sπІBlockΥ ˞ˣˢ ˶˲˯ˬˢ ˧˶ˣˡ˧˯ˢ ˪˷ ˵ˣ˪˟ˢ Σ˶˲˯ˬ ˧ˡˣ˥˧˧ x˪ ˸˶˷˶˷˟Φ 

¶ ˢˡ˷ sπDataΥ ˪˧˩ˬ ˸˞ ˪˩ ˸ˣ˶˟˰ˢ ˫˧˲˯˩ˢ ύTransactions ό˸ˣ˩˧˧ˣ˷ˬˢ ˣ˸ˣ˞˪ ˵ˣ˪˟ˢ Φ˧ˬ ˶˧˟˰ˢ ˧ˬ˪ 

ˢˬ˩ˣΦ 

¶ ˢˡ˷ sπHashΥ ˞ˣˢ ˫˴˰˟ ˪ˣ˪˩˧˷ ˪˩ ˵ˣ˪˟ˢ ύˡ˟˪ˬ ˢˡ˷ sπhash ό˱˴˶˪ ˧˶˞ˮ˧˟ Σ˶˟ˣ˰˷ hash ύˢ˶˵ˬ˟ 

˪˷ Bitcoin x˞ Ethereum ˶˟ˣˡˬ ˟πsha256Φό 

¶ ˢˡ˷ sπPrevΥ ˪˧˩ˬ ˸˞ sπhash ˪˷ ˵ˣ˪˟ˢ ˫ˡˣ˵ˢΦ 

¶ ˢˡ˷ sπNonceΥ ˪˧˩ˬ ˶˲˯ˬ ˶˯˥ ˸ˣ˰ˬ˷ˬ Σ˫˧˧˵˷ ˵˶ ˧ˡ˩ ˸ˣˮ˷˪ ˸˞ sπHash ˪˷ ˵ˣ˪˟ˢ Φ˟˧˥˶ˮ ˣ˧˪˰ 

˨˷ˬˢ˟Φ 

˷ˣˬ˧˷ˢ ˟πhashπ ˥˧˦˟ˬ ˸˞ ˸ˣˮ˧ˬ˞ ˰ˡ˧ˬˢ Φ˫˞ ˢ˯ˮ˞ ˸ˣˮ˷˪ ˸˞ ˢˡ˷ sπData ˵ˣ˪˟˟ ˡ˥˞ Σˢˤ ˰˧˲˷˧ 

˪˰ sπhash ˪˷ ˣ˸ˣ˞ ˵ˣ˪˟ Φ˭ˣˣ˧˩ˬ ˪˩˷ ˵ˣ˪˟ ˪˧˩ˬ ˸˞ sπhash ˪˷ ˵ˣ˪˟ˢ ˫ˡˣ˵ˢ x˪ Σ˧ˣˮ˧˷ ˪˷ hash ˡ˥˞ 

˰˧˲˷˧ ˪˰ sπhash ˪˷ ˵ˣ˪˟ˢ ˞˟ˢ x˪ ˰˧˲˷˧˷ ˪˰ sπhash ˪˷ ˵ˣ˪˟ˢ ˞˟ˢ ˭˩ˣ ˢ˞˪ˢΦΦΦ 

ˢ˶ˣ˴˟ ˸˞ˤ ˸ˣ˟˵˰˟ ˶˷˵ˢ ˭˧˟ ˵ˣ˪˟ ˣˬˡˣ˵˪ Σ˞˪ ˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˰ˡ˧ˬˢ ˡ˥˞˷ ˫˧˵ˣ˪˟ˢ ˪˧˩ˬ ˧˪˟ˬ ˰ˣˠ˲˪ 

˸˶˷˶˷˟ xϦ˯ˣ˶ˢ˪ Ϧˢ˸ˣ˞Φ 

 

˨˧˞ ˡ˟ˣ˰ ˨˧˪ˢ˸ ˢ˧˧˶˩ˢΚ 

˷ˬ˸˷ˬ˷˩ ˸˷˶˟ ˢ˴ˣ˶ ˰˴˟˪ ˢ˶˟˰ˢ Σ˞ˣˢ ˢˮˣ˲ ˪πNode ˸˷˶˟ ΦπsNode ˶˧˟˰ˬ ˸˞ ˢ˷˵˟ˢ ˪˩˪ ˶˞˷ 

πsNodes ˫ˢˣ ˫˧˰˴˟ˬ ˨˧˪ˢ˸ ˸ˣˬ˧˞ ˢ˷˵˟˪ ύ˪˩ ˡ˥˞ ˣˬ˴˰˟ όˣ˧˪˰ ˦˶ˣ˲˧ ˡˣˬ˰˟ ˞˟ˢΦ 

ˢˡ˧ˬ˟ ˸ˣˬ˧˞ˢˣ ˰˴˟˸ˬ ˭˲ˣ˞˟ ˭˧˵˸ Σˢ˶˟˰ˢˢ ˸˲˯ˣˣ˸ˬ ˢˡ˷˪ sπData ˢ˧˴˵ˤˮ˶˦˩ ˸˲˯ˣˮ ˵ˣ˪˟˟ ˷ˡ˥ˢ Φ

˶˷˞˩ Node ˸ˬ˞ˬ ˵˧˲˯ˬ ˸ˣ˷˵˟ ˧ˡ˩ ˟˧˩˶ˢ˪ ˵ˣ˪˟ ˷ˡ˥ ύ˩-мрлл Ϥπ˟Ethereum ˸˰˟ ˸˟˧˸˩ ˶ˬ˞ˬˢ Σό

˞ˣˢ ˢ˯ˮˬ Ϧ˸ˣ˶˩˪ Ϧˣ˸ˣ˞Φ 

ˢ˧˧˶˩ ˞˧ˢ ˫˴˰˟ ˨˧˪ˢ˸ˢ ˧˟ˣ˷˧˥ˢ ˣ˟˷ sπNode ˢˮ˷ˬ ˸˞ ˢˡ˷ sπnonce ˵ˣ˪˟˟ ˧˥˩ˣˮˢ ˟ˣ˷ ˟ˣ˷ˣ ˟ˣ˷ˣ 

ˡ˰ ˱ˣ˯˟˪˷ ˞ˣˢ ˥˧˪˴ˬ ˞ˣ˴ˬ˪ nonce ˫ˣ˶ˠ˧˷ ˪πhash ˪˷ ˵ˣ˪˟ˢ ˪˧˥˸ˢ˪ ˫˰ ол ˫˧˯˲˞ ˢ˧˴ˮ˟ˮˣ˵˩ ύ˸ˣˬ˩ 

˫˧˯˲˞ˢ ˢˮ˧˞ ˢ˰ˣ˟˵ ˢˮˣ˷ˣ ˭˧˟ ˸˷˶ ˸˷˶˪ Φό˶ˣˬ˞˩ Σ˨˶˰ sπnonce ˞ˣˢ ˶˯˥ ˸ˣ˰ˬ˷ˬ ˡ˟˪ˬ ˸˶˧˴˧ sπ

hash ˧ˡˣ˥˧˧ˢΦ 

˞ˣˢ˷˩ ˞˴ˣˬ ˸˞ ˣ˸ˣ˞ sπnonce ΣπsNode ˤ˧˶˩ˬ ˪˰ ˨˩ Σ˥˪ˣ˷ ˶˞˷˪ sπNodeπ ˸˷˶˟ ˸˞ ˵ˣ˪˟ˢ ˫ˢˣ 

˫˧˲˧˯ˣˬ ˣ˸ˣ˞ ˡˣ˰˧˸˪ ˧˷˧˞ˢ ˫ˢ˪˷ Φˢ˶ˣˬ˸˟ ˸˞˧˴ˬ˪ sπnonce Σ˞ˣˢ ˢ˩ˣˤ ˱˯˩˟ ˧˪˦˧ˠ˧ˡ ˣˬ˴˰˟Φ ˭˩˪ Σ˪˰ 

˸ˮˬ ˷πNode ˪˩ˣ˧ ˱˧˯ˣˢ˪ ˣˬ˴˰˟ ˵ˣ˪˟ ˷ˡ˥ ˪πBlockchain ύ˸ˣ˩ˤ˪ˣ ˯˶˲˟ ˪˰ ˨˩ Σόˣ˧˪˰ ˡˣ˟˰˪ ˢ˷˵ ˧ˡ˩ 

˞ˣ˴ˬ˪ ˸˞ sπnonceΦ 
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˨˧˪ˢ˸ ˢˤ ˞˶˵ˮ PoW -Proof of Work  ˭ˣˣ˧˩ ˢ˷πnonce ˢˣˣˢˬ ˢ˥˩ˣˢ ˣ˸ˣ˞˷ sπnode ˡ˟˰Φ ˭ˮ˷˧ ˸ˣ˦˧˷ 

˸ˣ˲˯ˣˮ ˷ˣˬ˧ˬ˪ Blockchain ˭ˣˠ˩ PoS -Proof of Stake  ˨˞ ˭ˢ˧˪˰ ˞˪ ˶˟ˡˮ ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢΦ 

˸˶˰ˢ ˡ˴:  ˧˩ ˞˴ˬˮ˫˧ˡ˟˰ˬ ˫˧˧˲˶ˠ ˫˧˧˷ˣˬ˧˷ ˧˟ˣ˷˧˥˪ ˡ˥ˣ˧ˬ˟ ˸˞˧˴ˬ s-nonce, ˭˩˪ˣ  ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟

...˫ˢ˪˷ ˶˧˥ˬˢ ˭ˢˣ ˷ˣ˵˧˟˟ ˭ˢ ˵ˣˮ˧ˤ ˫˷˶ˮ 

 

ˢˡˣ˵ˮ ˸˲˯ˣˮ ˧˸˶˯˥ˢ˷ ˨˧˪ˢ˸˟ ˞˧ˢ ˯ˬ Σˣ˞ ˣˬ˷˟ ˟πBlockchain ˞˶˵ˮ Gas Φ˞˪ ˯ˮ˩ˮ ˢ˧˪˞ ˫˧˦˶˲˪ 

˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢ ˨˞ ˣ˰ˡ ˪˰˷ ˪˩ ˢ˶˟˰ˢ Σ˷ˬ˸˷ˬˢ ˶˧˟˰ˬˢ ˫˪˷ˬ ˫ˣ˩˯ ˧˪ˬ˯ ˪˰ ˸ˮˬ ˢ˶˟˰ˢˢ˷ 

˰˴˟˸˸ Φ˫ˣ˩˯ˢ ˧˪ˬ˯ˢ ˶˟˰ˣˬ ˪πNode ˢ˶˩˷ ˸˞ ˵ˣ˪˟ˢ Φ˯ˬ ˢˤ ˧˥˶˩ˢ ˨˧˪ˢ˸˪ ˸˪˟˵ ˸ˣ˶˟˰ˢˢΦ 

 

˨˧˞ ˡ˟ˣ˰ ˨˧˪ˢ˸ ˸ˣˬ˧˞ˢΚ 

˨˧˪ˢ˸ ˸ˣˬ˧˞ˢ ˯˯ˣ˟ˬ ˪˰ ˦˲˯ˮˣ˵ˢ ˪˷ ˢˮ˲˴ˢ ˞π˸˧˶˦ˬ˧˯ Φ˸ˣˮ˲˴ˢ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˵˪˥˸ˬ ˧ˮ˷˪ ˫˧ˠˣ˯ 

˫˧˧˶˵˧˰ π ˢˮ˲˴ˢ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢˣ ˞π˸˧˶˦ˬ˧˯ Φˢˮ˲˴ˢ˟ ˸˧˶˦ˬ˧˯ ˥˸˲ˬˢ ˷ˬ˷ˬ˷ ˭˧˲˴ˢ˪ ˸˞ ˰ˡ˧ˬˢ 

˷ˬ˷ˬ ˣˮ˸ˣ˞ ˫ˠ ˥ˣˮ˰˲˪ ˰ˡ˧ˬˢ Φ˸ˬˣ˰˪ ˸˞ˤ ˢˮ˲˴ˢ˟ ˞π˸˧˶˦ˬ˧˯ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˢˮˣ˷ ˥˸˲ˬˬ ˥ˣˮ˰˲ˢΦ 

ˢˮ˲˴ˢ˟ xʕ ˡ˥˞ ˸ˣ˥˸˲ˬˢ ˞˶˵˧  Public Key˧ˮ˷ˢˣ Private Key Σ˭ˣˣ˧˩ ˡ˥˞˷ ˸ˣ˥˸˲ˬˢˬ ˷ˠˮˣˬ ˶ˣ˟˧˴˪ 

˷ˣˬ˧˷˪ ˧ˮ˷ˢˣ ˶˞˷ˮ ˧ˡˣ˯ Φ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣ˥˸˲ˬ˟ ˧˸˷˟ ˫˧˩˶ˡΥ 

мΦ ˭˧˲˴ˢ˪ ˫˰ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˥ˮ˰˲˪ˣ ˫˰ ˧˦˶˲ˢΦ 

нΦ ˭˧˲˴ˢ˪ ˫˰ ˥˸˲ˬˢ ˧˦˶˲ˢ ˥ˮ˰˲˪ˣ ˫˰ ˧˶ˣ˟˧˴ˢΦ 

˪˩˪ ˷ˬ˸˷ˬ ˟πBlockchain ˷˧ ˥˸˲ˬ ˧˦˶˲ ύSK Σό˥˸˲ˬ ˧˶ˣ˟˧˴ ύPK ό˸˟ˣ˸˩ˣ ˭ˣ˟˷˥˪ ˣ˪˷ Σ˶˷˞˩ ˸˟ˣ˸˩ˢ 

˸˶ˤˠˮ ˥˸˲ˬˢˬ ˧˶ˣ˟˧˴ˢ ΦϦ˞ʕ ˶˷˲˞˷ ˨˧˧˷˪ ˭˧˟ ˥˸˲ˬ ˧˶ˣ˟˧˴ ˸˟ˣ˸˩˪ ˵ˮ˶˞ˢΦ ˥˧ˮˮ ˯˧˪˞˷ ˢ˴ˣ˶ ˰˴˟˪ 

ˢ˶˟˰ˢ ˪˷ м Bitcoin ˟ˣ˟˪Φ ˧ˡ˩ ˸ˣ˷˰˪ ˸˞ˤ Σ˯˧˪˞ ˸˶˴ˣ˧ ˢ˷˵˟ ˪˷ ˸˶˟˰ˢ м Bitcoin ˭ˣ˟˷˥ˢˬ ˢ˪˷ 

˭ˣ˟˷˥˪ ˪˷ BobΥ 

 

˶˥˞˪ ˭˩ˬ ˢˮ˧˲˴ˬ ˸˞ ˢ˷˵˟ˢ ˫˰ ˥˸˲ˬˢ ˧˦˶˲ˢ ˢ˪˷Υ 

 

˱ˣ˯˟˪ˣ ˸˥˪ˣ˷ ˢ˸ˣ˞ ˡ˥˞˪ ˢˬπNodes ˸˷˶˟ ˱ˣ˶˧˴˟ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢΥ 

 

https://ethereum.org/en/developers/docs/consensus-mechanisms/pow/
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/
https://ethereum.org/en/developers/docs/gas/
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πsNode ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ Σ˷ˬ˸˷ˬˣ ˥˸˲ˬ˟ ˧˶ˣ˟˧˴ˢ ˞ˣˢ˷ ˪˟˧˵ ˧ˡ˩ ˥ˮ˰˲˪ ˢ˸ˣ˞ ˞ˣ˶˵˪ˣ ˸˞ ˭˩ˣ˸ 

ˢ˷˵˟ˢ Φˡ˧ˬ ˶˥˞˪ ˭˩ˬ Σ˞ˣˢ ˞ˡˣˣˬ ˥˸˲ˬˢ˷ ˧˶ˣ˟˧˴ˢ ˞ˣˢ˷ ˪˟˧˵ Σ˫˞ˣ˸ ˸˟ˣ˸˩˪ ˢ˶˧˟˰ˬˢ ύFromΦό ˭ˣˣ˧˩ˬ 

˥˸˲ˬˢ˷ ˧˦˶˲ˢ ˨˧˧˷ ˪˰˟˪ ˵ˮ˶˞ˢ ˡ˟˪˟ Σ˫˶ˣˠˢ ˡ˧˥˧ˢ ˪ˣ˩˧˷ ˰˴˟˪ ˸ˣ˶˟˰ˢ ˞ˣˢ ˪˰˟ ˵ˮ˶˞ˢΦ 

˶˥˞˪ ˞ˣˡ˧ˣ ˸ˣˮ˧ˬ˞ˢ ˪˷ ˢ˷˵˟ˢ ΣπsNode ˞ˡˣˣˬ ˪˰˟˷ ˵ˮ˶˞ˢ ˵˧ˤ˥ˬ ˸ˣˬ˩˟ ˱˯˩ˢ ˞ˣˢ˷ ˢ˴ˣ˶ ˶˧˟˰ˢ˪ 

˪˰ ˧ˡ˧ ˶˟˰ˬ ˪˰ ˸˧˧˶ˣ˦˯˧ˢ ˸ˣ˶˟˰ˢˢ ˣ˪˷ Φ 

 

˫ˣ˩˧˯ ˨˧˪ˢ˸ˢ ˪˪ˣ˩ˢ 

˶˷˞˩ ˷ˬ˸˷ˬ ˰˴˟ˬ ˢ˶˟˰ˢ Σ˞ˣˢ ˫˸ˣ˥ ˸˞ ˢ˷˵˟ˢ ˫˰ ˥˸˲ˬˢ ˧˦˶˲ˢ ˨˧ˣ˷ˬ˷ ˸˟ˣ˸˩˪ ˣ˪˷ Σ˥˪ˣ˷ˣ ˸˞ 

ˢ˷˵˟ˢ ˡ˥˞˪ sπNodes ˸˷˶˟ ΦπsNode ˪˟˧˵˷ ˸˞ ˢ˷˵˟ˢ ˶˧˟˰ˬ ˢ˸ˣ˞ ˶˞˷˪ sπNodes ˶˷˞ˬˣ ˸˞ 

ˢ˷˵˟ˢ Φ˶˥˞˪ ˭˩ˬ ˞ˣˢ ύ˪˩ˣ ˶˞˷ sπNodes ˫ˠ ˭˩ ό˱˧˯ˣˬ ˢ˸ˣ˞ ˵ˣ˪˟˪ ˞ˣˢ˷ ˢ˯ˮˬ ˶ˣ˴˧˪ ˪˟˵ˬˣ ˸ˣ˷˵˟ 

˸ˣ˲˯ˣˮ Φ˞ˣˢ˷˩ ˪˟˵ˬ ˵˧˲˯ˬ ˸ˣ˷˵˟ Σ˞ˣˢ ˢ˯ˮˬ ˸ˣ˶˩˪ ˸˞ ˵ˣ˪˟ˢ ˪˰ ˧ˡ˧ ˧ˣˮ˧˷ ˢˡ˷ sπnonce ˸˞˧˴ˬ˪ sπ

hash ˷˶ˡˮˢ Φ 

πsNode ˶˟ ˪ˤˬˢ ˞˴ˣˬ˷ ˸˞ sπnonce Σ˱˸˷ˬ ˸˞ ˫˪ˣ˩ ˟πnonce ˞ˣˢ˷ ˞˴ˬ Σˢ˩ˣˤˣ ˯˶˲˟ ˧˲˯˩ ˫ˠˣ ˟π

Gas ύ˯ˬ ό˪˩˷ ˫˧˶˧˟˰ˬˢ ˣˬ˪˧˷ ˷˞˶ˬ Φ˱ˣ˯˟˪ ˪˩ sπNodes ˫˧˲˧˯ˣˬ ˸˞ ˵ˣ˪˟ˢ ˷ˡ˥ˢ ˸˶˷˶˷˪ 

˫˧˪˧˥˸ˬˣ ˸˞ ˨˧˪ˢ˸ˢ ˷ˡ˥ˬΦ 

 

 

Ethereum πTest-Nets 

Ethereum ˞˧ˢ ˸˥˞ ˫˧˷ˣˬ˧ˬˢˬ ˸˷˶˪ Blockchain ˰˟˦ˬˢˣ ˢ˟ ˞˶˵ˮ Ether Φ˸ˣˬ˧˧˵ ˶˲˯ˬ ˸ˣ˸˷˶ 

˸ˣ˯˯ˣ˟ˬ ˪˰ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˪˷ Ethereum Φ˸ˬˣ˰˪ Bitcoin Σ˸ˣ˸˷˶˪ Ethereum ˷˧ ˸ˣ˪ˣ˩˧ ˸˲˯ˣˮ ˶˟˰ˬ 

˸˶˟˰ˢ˪ ˫˧˲˯˩ Σ˞˧ˢˣ ˫˧ˤˣ˥ ˫˧ˬ˩˥ Φ˫˧ˤˣ˥ ˫˧ˬ˩˥ ˫˧˶˷˲˞ˬ ˫˧˷ˬ˸˷ˬ˪ ˸˷˶˟ ˳˧˶ˢ˪ ˡˣ˵ ˶ˣˬ˷˪ˣ ˰ˡ˧ˬ 

˪˰ ˧˟ˠ sπNodes ˸˷˶˟ Φ 

˸˷˶ˢ ˸˧ˤ˩˶ˬˢ ˸˞˶˵ˮ sπMainNet Σ˸ˣˬ˧˧˵ˣ ˸ˣ˸˷˶ ˸ˣ˲˯ˣˮ ˸ˣ˯˯ˣ˟ˬ Ethereum ˸ˣ˞˶˵ˮ˷ TestNets Φπ˟

TestNets ˱˯˩ˢ ˫˧˶˥ˣ˯˷ x˟ ˞˶˵ˮ Test-Ether ΦπsTest-Ether ˞ˣˢ ˶˯˥ ˨˶˰ ˭˸˧ˮˣ ˣ˪˟˵˪ ˪˰ ˧ˡ˧ ˢ˷˵˟ 

˫˧˶˸˞˪ ˫˧ˬ˧ˣ˯ˬ Φ 
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˫˧ˬ˩˥ ˫˧ˤˣ˥ 

˫˧ˤˣ˥ ˫˧ˬ˩˥ ˫ˢ ˧˰˦˵ ˡˣ˵ ˫˧˞˴ˬˮˢ ˪˰ sπBlockchain ˵˪˥˩ ˢˡ˷ˬ sπData ˵ˣ˪˟˟˷ Σ˫˧˶˷˲˞ˬˣ 

˧˷ˬ˸˷ˬ˪ ˢ˴˵ ˳˧˶ˢ˪ ˸ˣ˧˴˵ˮˣ˲ ˨ˣ˸ˬ ˢˤˣ˥ˢ ˪˰ ˧˟ˠ sπNodes Φ˫˧ˤˣ˥˪ ˫˧ˬ˩˥ ˫ˮ˷˧ ˶˲˯ˬ ˟˥˶ ˪˷ 

˫˧˷ˣˬ˧˷ Σ˪˥ˢ ˬπNFTs ύ˫ˢ˷ ˸˴˵ ˶˸ˣ˧ ˬπJPEG ˸ˬˣ˰˪ ˢ˰ˡˢ ˸˥ˣˣ˶ˢ... όˢ˪˩ˣ ˸ˣ˧˴˵˧˪˲˞˟ x˞ ˣ˪˧˲˞ 

˸ˣ˶˟˥ ˸ˣˬ˪˷ ˸ˣ˪ˣ˩˧˷ ˪ˢˮ˸ˢ˪ ˪˰ ˧˟ˠ sπBlockchain Φπ˟Ethereum ˫˧ˤˣ˥ˢ ˫˧ˬ˩˥ˢ ˫˧˟˸˩ˮ ˢ˲˷˟ 

SolidityΦ ˞ˬˠˣˡ ˢˤˣ˥˪ ˫˩˥Υ 

 

ˢˤˣ˥˟ sϦ˫˩˥ Ϧ˪ˮˢ ˭˸˧ˮ ˶ˣˬ˷˪ ˶˲˯ˬ ˢˮ˸˷ˬ˟ ˪˰ ˧ˡ˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ SetNum ˞ˣ˶˵˪ˣ ˸˞ ˶˲˯ˬˢ ˪˰ 

˧ˡ˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ GetNumΦ ˶˷˞˩ ˞˶˵ˮ ˢ˧˵˴ˮˣ˲˪ SetNum Σ˶˲˯ˬˢ ˶˧˟˰ˮ˷ ˢ˪ ˶˞˷˧ ˪˰ ˧˟ˠ sπ

Blockchain ˡ˰ ˷ˣˬ˧˷ˢ ˞˟ˢ ˟πSetNum ˞ˣˢ˷ ˱˪˥ˣ˧Φ 

 

Call vs. Transact 

˭ˮ˷˧ ˧˸˷ ˫˧˩˶ˡ ˞ˣ˶˵˪ ˢ˧˴˵ˮˣ˲˪ ˪˷ ˢˤˣ˥ ˫˩˥ Σ˸˥˞ ˞˧ˢ Call ˢ˧ˮ˷ˢˣ Transact Φ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˷ˬ˷ ˰ˡ˧ˬ 

π˟Blockchain ˣ˞˶˵˧ ˸ˣ˰˴ˬ˞˟ Transact ˡˣ˰˟ ˸ˣ˧˴˵ˮˣ˲˷ ˭ˮ˧˞˷ ˸ˣˮ˷ˬ ˰ˡ˧ˬ ˟πBlockchain ˣ˞˶˵˧ 

˸ˣ˰˴ˬ˞˟ CallΦ ˶˷˞˩ ˣˮ˞ ˫˧˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ ˫˰ Transact Σ˪˰ ˸ˮˬ ˧ˣˮ˧˷˷ ˨˶˰ˢ ˡ˰ˣ˸˧ Σ˨˶˦˴ˮ ˢ˷˵˟ˢ˷ 

ˣˮ˪˷ ˫˷˶˸ ˪πBlockchain Φ˪˰ ˨˩ Σˣˮ˞ ˫˪˷ˮ Gas ˣˬ˩ ˪˩˟ ˢ˶˟˰ˢ ˟πBlockchainΦ ˸ˬˣ˰˪ ˸˞ˤ Σ˸ˣ˷˵˟ Call 

˭ˮ˧ˢ ˢ˞˧˶˵˪ ˡ˟˪˟ Φ˸˞ˤ ˸˶ˬˣ˞ ˞˪˷ ˨˶˦˴ˮ ˶ˣˬ˷˪ ˰ˡ˧ˬ ˟πBlockchain ˭˩˪ˣ ˞˪ ˨˶˦˴ˮ ˫˪˷˪ GasΦ 

π˟Solidity ˶˷˞˩ ˢ˴˶ˮ ˟ˣ˸˩˪ ˢ˧˴˵ˮˣ˲ ˢ˞˧˶˵˪ ˡ˟˪˟ Σ˱˧˯ˣˮ ˢ˪ ˸˞ ˸˧ˠ˸ˢ Ϧview Ϧ˨˩ˣ ˢ˧ˢ˧ ˭˸˧ˮ ˞ˣ˶˵˪ 

ˢ˪ ˵˶ ˸ˣ˰˴ˬ˞˟ Call ύˣˬ˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲˟ GetNumΦό 

 

https://ethereum.org/en/developers/docs/smart-contracts/
https://ethereum.org/en/developers/docs/smart-contracts/
https://ethereum.org/en/developers/docs/smart-contracts/
https://ethereum.org/en/developers/docs/smart-contracts/
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˸ˣ˧ˬ˧ˮˣˮ˞ 

˞˴˧ ˫˩˪ ˰ˣˬ˷˪ ˪˰ ˫˧˰˷ˣ˲ ˫˧˷˶ˣˡ˷ ˫ˣ˪˷˸ ˰˟˦ˬ˟ ˯˯ˣ˟ˬ˷ ˪˰ ˸˷˶ Blockchain ˭ˣˠ˩ Bitcoin x˞ 

Ethereum ˨ˣ˸ˬ ˢ˥ˮˢ ˨˩˷ ˞˪ ˣ˪˩ˣ˧ ˟ˣ˵˰˪ ˧˶˥˞ ˱˯˩ˢ Κ˫˞ ˭˩ Σˤ˞ ˣ˰ˡ ˫˩˪ ˢ˥ˮˢˢ˷ ˞˪ ˸˵˧ˣˡˬΦ 

Blockchain ˣ˸˶ˣ˴˟ ˸˧˯˧˯˟ˢ ˞ˣˢ ˣˡˣ˯˲π˧ˬ˧ˮˣˮ˞ Σ˰ˬ˷ˬ ˞ˣˢ ˧ˬ˧ˮˣˮ˞ ˢ˴˥ˬ˪ Φ˫ˮˬ˞ ˪˰ ˸˷˶ˢ ˢˬ˴˰ ˣˮ˥ˮ˞ 

˫˧ˢˡˤˬ ˵˶ ˸ˣ˰˴ˬ˞˟ ˸˟ˣ˸˩ ˵ˮ˶˞ Σ˸ˣ˥˸˲ˬ ˫˧˧˦˶˲ ˫˧˧˶ˣ˟˧˴ˣ ˨˞ ˸˷˶ˢ ˢˬ˴˰ ˸˶ˡˠˣˬ ˸˧˶ˣ˟˧˴˩ ˭˩˪ˣ 

˪˪˩ ˸ˣ˪ˣ˰˲ˢ ˣ˶˵˷ ˸˷˶˟ ˸ˣ˧ˣ˪ˠ ˧ˮ˧˰˪ ˪˩ ˧ˬ ˭˧˧ˮˣ˰ˬ˷ Φ˪˷ˬ˪ Σ˧ˡ˩ ˞ˣ˶˵˪ ˸˞ ˭˩ˣ˸ ˫˧˵ˣ˪˟ˢ ˪˷ Ethereum 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˶˸˞˟ EtherScan. 

˭˩˪ ˰Ϧ˧ ˸˞˧˶˵ s-Blockchain ˭˸˧ˮ ˟ˣ˵˰˪ ˧˶˥˞ ˵ˮ˶˞ ˫˧ˣ˯ˬ Σ˸ˣ˲˴˪ ˪˩˟ ˸ˣ˪ˣ˰˲ˢ ˞ˣˢ˷ ˰˴˧˟ ˣ˲ˣ˯˟ˣ ˪˷ 

˶˟ˡ ύ˫˰ ˵˧˲˯ˬ ˰ˡ˧ˬ ό˫ˠ ˶˸˞˪ ˣ˸ˣ˞Φ 

˞ˬˠˣˡ˪Υ 

ˡ˧ˠˮ ˢ˴˶ˮˣ ˠ˧˷ˢ˪ ˸˞ ˣˬ˷ ˪˷ ˵˧ˤ˥ˬ ˸˟ˣ˸˩˟ XΦ 

˰ˣˡ˧ ˣˮ˪ ˸˟ˣ˸˩˷ X ˢ˶˧˟˰ˢ м Bitcoin ˸˟ˣ˸˩˪ Y Σ˰ˣˡ˧ˣ ˣˮ˪ ˣˢ˧ˬ ˪˰˟ ˵ˮ˶˞ˢ Y Φˤ˞ ˶ˣ˴˧ˮ ˶˷˵ ˫˰ ˪˰˟ ˵ˮ˶˞ 

Y ˷˵˟ˮˣ ˣˮˬˬ ˫˧ˢˤˬ ˪˷ ˪˰˟ ˵ˮ˶˞ XΦ 

˞ˬˠˣˡ˟ Σˣˮ˯˯˟˸ˢ ˪˰ ˨˩ ˷˧˷ ˣˮ˪ ˨ˣ˧˷ ˭˧˟ ˸˟ˣ˸˩ Y ˭˧˟˪ ˪˰˟ ˵ˮ˶˞ˢ Y Φˢ˥ˮˢ xʕ ˞˧ˢ ˸˧˶˷˲˞ ˭ˣˣ˧˩ ˪˰˷ 

˸ˮˬ ˸ˣˮ˵˪ ˸ˣ˰˟˦ˬ ˫˧˧˪˦˧ˠ˧ˡ ˣˬ˩ Bitcoin x˞ Ethereum ˸ˣ˶ˣ˵ˬˬ ˫˧˧ˬ˷˶ ˫˧ˬ˧˧ˣ˯ˬ Σ˪˰ ˢˮˣ˵ˢ ˸ˣˢˡˤˢ˪ 

˫˰ ˢˡˣ˰˸ ˢˢˤˬ ˧ˢ˷˪˩ Φ˨˩ ˱ˣˠˢ ˶˩ˬ˷ ˸˞ ˸ˣ˰˟˦ˬˢ ˫˧˧˪˦˧ˠ˧ˡˢ ˪ˣ˩˧ ˟ˣ˵˰˪ ˧˶˥˞ ˸ˣ˪ˣ˰˲ˢ ˪˷ ˣ˸ˣ˞ 

˭ˣ˟˷˥ ˭˶˷˵˪ˣ ˣ˸ˣˢˤ˪ ˪˷ ˪˰˟ ˵ˮ˶˞ˢ Σ˱˯ˣˮ˟ˣ ˸ˣˢˤ˪ ˧˪˰˟ ˫˧˵ˮ˶˞ ˣ˶˥˯˷ ˫˰ ˣ˸ˣ˞ ˫ˡ˞ ύˣˬ˩ X ˞ˬˠˣˡ˟Φό 

 

˧ˣˢ˧ˤ ˰Ϧ˲ ˸˟ˣ˸˩ IP 

˸ˣ˧ˬ˧ˮˣˮ˞ˢ ˣˮ˞˷ ˫˧˪˟˵ˬ ˸ˣ˩ˤ˟ ˷ˣˬ˧˷ˢ ˸˧˸˷˸˟ sπBlockchain ˞˧ˢ ˭˧˟ ˶˸˧ˢ ˪˪ˠ˟ ˢ˷πBlockchain ˞˪ 

˳˶ ˫ˣ˵ˬ˟ ˤ˩ˣ˶ˬ ύ˸˶˷κDataCenter/Cloud ˣ˩ˣ Φόϥ˫˞ sπBlockchain ˢ˧ˢ ˳˶ ˫ˣ˵ˬ˟ ˤ˩ˣ˶ˬ ˣ˧ˢ ˫˧˪ˣ˩˧ ˶˸˞˪ 

˸˞ ˧˷ˬ˸˷ˬ sπBlockchain ˰Ϧ˧ ˷ˣ˲˧˥ ˫˧ˠˣ˪˟ ˪˷ ˸˶˷ˢ ˧˦ˮˣˣ˪˶ˢ ˸˞˧˴ˬˣ ˸˟ˣ˸˩ sπIP ˫ˢ˷ ˣˮ˲ ˢ˩˶ˡΦ 

˸ˣ˟˵˰˟ ˨˩ ˢ˷πBlockchain ˳˶ ˢ˶ˣ˴˟ ˸˶ˤˣ˟ˬ ˭˧˞ ˸˰ˡ˪ ˨˶ˡ ˢˤ˧˞ Node ˷ˬ˸˷ˬ ˶˴˧ ˸˞ ˶ˣ˟˧˥ˢ ˪π

Blockchain ˭˩˪ˣ ˞˪ ˭˸˧ˮ ˢ˧ˢ˧ ˞ˣ˴ˬ˪ ˶ˣ˷˧˵ ˣ˸˟ˣ˸˩˪Φ 

ˤ˞ ˶˥˞˪ ˣˮ˧˯˧˩˷ ˸˞ ˞˷ˣˮ ˢˤ Σ˶˷˲˞ ˪˧˥˸ˢ˪ ˶˟ˡ˪ ˪˰ ˧˪˩ˢΦ 

  

https://etherscan.io/
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˧˪˩ˢ ReverseBlockchainShell ύ˷ˣˬ˧˷ˢ ˧˪˩˟ ˣˮ˧ˢ ˸ˣ˶˦ˬ˪ ˢˡ˧ˬ˪ ˡ˟˪˟όΗ 

ReverseBlockchainShell x˞ ˶ˣ˴˧˵˟ RBCS Σˣˮ˧ˢ Shell ˧˟˧˦ˬ˶ˣˮ ˶˷˞ ˶˧˟˰ˬ ˸˞ ˰ˡ˧ˬˢ ˭˧˟ sπClient ˪π

Server ˨˶ˡ sπBlockchain Φ˫˞ ˫˩ˮ˧˞ ˫˧˰ˡˣ˧ ˢˤˬ ReverseShell ˣ˪˩ˣ˸ ˞ˣ˶˵˪ ˪˰ ˧˪˩ˢ ˶ˬ˞ˬ˟ Ϧ˞˪ 

˧˪˞ˬˣˮ˞ ˞˪ˣ ˢ˶˵ˬ˟ Ϧˣ˞ ˬ˶ˣ˵ˬ ˶˥˞ ˦ˮ˶˦ˮ˧˞˟. 

˷ˣˬ˧ˬˢ ˧˪˷ ˧˪˩˪ ˟˸˩ˮ ˟πSolidity ˪˰ ˧˟ˠ Ethereum Blockchain ˡ˴ˣ ˥ˣ˵˪ ˸˶˷ˣ ˟πPython Φ˨˞ ˧˪˩ˢ ˪ˣ˩˧ 

˳ˣ˶˪ ˪˰ ˸ˣ˸˷˶ ˫˧ˠˣ˯ˬ ˫˧ˮˣ˷ ˢ˸ˣ˞˟ ˢˡ˧ˬΦ 

˶˷˞˩ ˱˵ˣ˸ˢ ˢ˴˶˧ ˳˧˶ˢ˪ ˢˡˣ˵˲ ˪˰ ˱˵˸ˮˢ Σ˞ˣˢ ˢˮ˲˧ ˢˤˣ˥˪ ˫˩˥ ˶˷˞ ˶ˣˬ˷˧ ˸˞ ˢˡˣ˵˲ˢ ˪πBlockchain 

˱˵˸ˮˢˣ ˞˶˵˧ ˣ˩ˣ˸ˬ Φ˶˥˞˪ ˭˩ˬ ˱˵˸ˮˢ ˳˧˶˧ ˸˞ ˢˡˣ˵˲ˢ ˢˮ˲˧ˣ ˢˤˣ˥˪ ˫˩˥ˢ ˶˷˞ ˟ˣ˸˩˧ ˸˞ ˦˪˲ˢ ˢ˪˷ ˪π

Blockchain Φ˱ˣ˯˟˪ ˱˵ˣ˸ˢ ˞˶˵˧ ˸˞ ˦˪˲ ˢˡˣ˵˲ˢ ˥˪˷˧ˣ ˢˡˣ˵˲ ˢ˷ˡ˥ ˢ˴˶ˢ˪Φ 

ˢˤˣ˥ˢ ˫˩˥ˢ ˳˶˷ ˪˰ sπBlockchain ˢ˞˶ˮ ˣ˯˧˯˟˟ ˢ˩˩Υ 

 

¶ ˸ˣ˧˴˵ˮˣ˲ Set xπGet ˢˮˤˢ˪ ˢ˞˧˶˵ˣ ˪˷ ˸ˣˡˣ˵˲Φ 

¶ ˸ˣ˧˴˵ˮˣ˲ˣ Set xπGet ˢˮˤˢ˪ ˢ˞˧˶˵ˣ ˪˷ ˦˪˲ ˸ˣˡˣ˵˲ˢΦ 

ˢˤˣ˥ˢ ˫˩˥ˢ ˞˪ˬˢ ˪˧˩ˬ ˸ˣ˧˴˵ˮˣ˲ ˫˧˶˦ˬ˶˲ˣ ˫˧˲˯ˣˮ ˣ˰˧˧˪ ˪˨˧˪ˢ˸ˢ ˢ˶˧ˬ˷˪ˣ ˪˰ ˭ˣ˶˩ˮ˯ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ 

˪˩ ˡˣ˵ˢ ˶ˣ˵ˬ ˟πgithub. 
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˸ˣ˧ˬ˧ˮˣˮ˞ ˟πTestnets 

ˣˬ˩ ˣˮ˥ˮ˞˷ ˶˟˩ ˫˧˰ˡˣ˧ Σ˪˰ ˸ˮˬ ˶ˣˬ˷˪ ˰ˡ˧ˬ ˟πBlockchain Σ˨˶˦˴ˮ ˷ˬ˸˷ˢ˪ ˟πtransact ˧ˡ˩ ˰˴˟˪ 

ˢ˧˴˵ˤˮ˶˦ ˪˰ˣ ˸ˮˬ ˸ˣ˷˰˪ ˸˞ˤ Σ˨˶˦˴ˮ ˫˪˷˪ ˯ˬ ˞˶˵ˮˢ GasΦ 

RBCS ˰˴˟ˬ н ˸ˣ˧˴˵ˤˮ˶˦ ˪˰ ˪˩ ˢˡˣ˵˲ ˳˧˶ˮ˷ ˢˤˣ ˶˴ˣ˧ ˢ˟˶ˢ ˸ˣ˧ˣ˪˰ Gas Φˡ˥ˣ˧ˬ˟ ˫˞ ˢ˴˶ˮ ˧˪˩ˢ˷ ˡˣ˟˰˧ 

˸˧˯˥˧ ˶ˢˬ ύ˪˩˩ ˫˪˷ˮ˷ ˶˸ˣ˧ Gas ˸ˣ˧˴˵ˤˮ˶˦ˢ ˣ˶˟˰˧ ˶˸ˣ˧ ˶ˢˬό Φ˪˟˞ ˧ˮ˞ ˧˪˞˶˷˧ Φ˧ˮ˞ˣ ˞˪ ˨˪ˣˢ ˫˪˷˪ 

лΦнпύ Ϸ˯ˬˢ ˰˴ˣˬˬˢ ˸˰˟ ˸˟˧˸˩ ˶ˬ˞ˬˢ ό˪˰ ˪˩ ˢˡˣ˵˲ ˢ˴˶˞˷ ˳˧˶ˢ˪ Φ˪˟˞ ˭˧˞ ˢˠ˞ˡ Σ˪˧˟˷˟ ˢˤ ˷˧ ˣˮ˪ 

Testnets Φ˪˪ˠ˟ ˨˶˰˷ ˸ˣ˰˟˦ˬˢ ˟πTestnet ˞ˣˢ ˧˯˲˞ Σ˫˞ ˷ˬ˸˷˞ ˟πTestnet ˪˷ Ethereum ˪˩ˣ˞ ˳˧˶ˢ˪ 

˵ˣ˧ˡ˟ ˸˞ ˣ˸ˣ˞ ˡˣ˵ ˞˪˪ ˸ˣ˪˰ Φ˨˞ ˸ˣˬ˧˧˵ н ˸ˣ˧˰˟ ˣˮ˧ˮ˲˪ ˸˰˟ ˷ˣˬ˧˷ˢ ˟πTestnetΥ 

˸ˣˢˤ ˸˧˸˷˶ 

Testnets ˭˸ˣˢˬ˟ ˸ˣ˯˯˟˸ˬ ˪˰ ˸ˣ˰˟˦ˬ ˞˪˪ ˨˶˰ ˭˩˪ˣ ˭˧˞ ˰˧ˮˬ ˫˶ˣˠ˪ ˧ˮˣ˴˧˥ ˱˸˸˷ˢ˪ ˨˧˪ˢ˸˟ ˩πNode Φ

πsNodes ˞˪ ˫˧˪˟˵ˬ ˱˯˩ ˧˸˧ˬ˞ ˸˧˧˶˩ˬ ˫˧˵ˣ˪˟ˢ ˞˪˞ ˵˶ ˸ˣ˰˟˦ˬ ˧˶˯˥ ˨˶˰ Φˢ˟˧˯ˬ xʕ sπTestnets 

˟ˣ˶˪ ˣ˧ˢ˧ ˫˧ˤ˩ˣ˶ˬ ˫ˣ˵ˬ˟ ˡ˥˞ ύ˭ˣˠ˶˧˞ ˧˞˶˥˞˷ ˪˰ ˸˴˧˶ sπTestnet ˥˧ˣˣ˶ˬˣ ˢˮˬˬ ˨˶ˡ˟ ˸˶˥˞ ό˭˩˪ˣ ˢ˧ˢ˧ 

˭˸˧ˮ ˸ˣ˪ˠ˪ ˸˞ ˷ˬ˸˷ˬˢ ˰Ϧ˧ ˶ˣ˵˥˸ ˪˷ ˫˧ˠˣ˪ ˸˶˷˟ ˧˦ˮˣˣ˪˶ˢΦ ύ˧ˮ˧˞ ˰ˡˣ˧ ˫˞ ˸ˣ˸˷˶ Testnets ˸ˣ˟˧˧ˣ˥ˬ 

˶ˣˬ˷˪ ˡˣ˰˧˸ ˪˷ ˸ˣ˧ˮ˲ˢ ˸˷˶˪ Σ˨˞ ˸˧˦˶ˣ˞˧˸ ˢˤ ˧˶˷˲˞ Σ˭˩˪ˣ ˭˧˞ ˢ˥˦˟ˢ ˢ˶˧ˬ˷˪ ˪˰ ˸ˣ˧ˬ˧ˮˣˮ˞ό 

ˣˮ˪ˤˬ˪ Σ˸˷˶ ˸ˣ˵˧ˡ˟ˢ Ropsten Σˣˬ˩ sπMainNet Σ˞˧ˢ ˸˶ˤˣ˟ˬ ˸˷ˬ˸˷ˬˣ ˟πPoW Φ˰ˬ˷ˬ Σπ˷Nodes 

˧˟˥˶˟ ˫˪ˣ˰ˢ ˫˧˴˧˶ˬ ˸˞ ˸˷˶ˢ ˸ˬˣ˰˪ TestNets ˫˧˶˥˞ ˨˩˟ˣ ˫˧˶˷˲˞ˬ ˣˮ˪ ˶˧˸˯ˢ˪ ˸˞ ˣˮ˸ˣˢˤΦ 

˸˪˟˵ sπTestEther 

˧ˡ˩ ˪˟˵˪ TestEther ˷ˬ˸˷ˬˢ ˨˧˶˴ ˸ˣˮ˲˪ ˸ˣ˶˧˷˪ ˞˶˵ˮˢ Faucet Φˣ˸ˣ˞ ˸ˣ˶˧˷ ˵˧ˮ˰ˬ TestEther ˫ˮ˧˥˟ 

˸˟ˣ˸˩˪ ˵ˮ˶˞ ˭˧ˤˮ˷ x˪ Φ˟ˣ˶˟ ˫˧˶˵ˬˢ ΣπsFaucet ˷ˣ˶ˡ˧ ˶ˣ˟˰˪ ˨˧˪ˢ˸ ˸ˣˢˡˤˢ ˣˢ˷˪˩ Σ˨˞ ˷˧ ˫ˠ ˢ˪˞˩ 

˞˪˷Φ ˪˞ ˣ˰˦˸ Σ˸ˣ˶˧˷ˢ ˶˷˞ ˵˧ˮ˰ˬ ˸˞ sπFakeEther ˷˶ˣˡ ˷ˬ˸˷ˬˢ˷ ˢˮ˲˧ ˣ˧˪˞ Σ˭˩˪ˣ ˷ˬ˸˷ˬ ˶˧˞˷˧ 

Ϧ˸ˣ˟˵˰ Ϧ˪˷ ˸˟ˣ˸˩ˢ ˢˮˬˬ˷ ˞ˣˢ ˷ˠ˧ˮ ˫˰ ˶ˣ˷˧˵ ˵ˮ˞˪ ˣ˪˷ Φ˸ˣ˰˴ˬ˞˟ ˶˟˰ˬ ˪˰ ˫˧ˠˣ˪ˢ ˫˧ˬ˧˧˵˷ ˸˶˷˟ 

πsFaucet Σˢ˧ˢ˧ ˭˸˧ˮ ˶˷˵˪ ˸˞ ˸˟ˣ˸˩ sπIP ˪˷ ˷ˬ˸˷ˬˢ ˸˟ˣ˸˩˪ ˵ˮ˶˞ˢ ˣ˪˷Φ 

˫˧˧˸ˮ˧˟ ˞˪ ˧˸˞˴ˬ ˭ˣ˶˸˲ ˨ˣ˶˞ ˥ˣˣ˦ ˸˴˶ˢ˪ ˧˪˩ˢ ˪˰ ˸˷˶ ˸ˣ˵˧ˡ˟ Φ˨˞ ˸˧˦˶ˣ˞˧˸ ˫˞ ˧˸˧˧ˢ ˶˴ˣ˧ ˵ˮ˶˞ ˟π

TestNet ˧ˬ˴˰˟ Σ˭˰ˣ˦ ˣ˧˪˞ TestEther ˫˯˶˲ˬˣ ˸˞ ˣ˧˦˶˲ ύ˪˪ˣ˩ ˥˸˲ˬˢ ˧˦˶˲ˢ ˶˷˲˞ˬ˷ ˰˴˟˪ ˸ˣ˶˟˰ˢ 

˭ˣ˟˷˥ˢˬ Σόˢ˧ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˧˪˩˟ ˸ˣ˧˷˲ˣ˥˟ ύ˫˰ ˭ˣ˟˷˥ˢ ˶˷ˣ˵ˬ˷ ˧˪˞Φό 

˭˟ˣˬ˩ ˞˪˷ ˢ˷˰˞ ˸˞ˤ ˫ˠ ˧˩ ˧˪˩ˢ ˞ˣˢ ˸ˣ˶˦ˬ˪ ˢˡ˧ˬ˪ ˡ˟˪˟ Σ˧˸ˮ˧˥˟ˬˣ sπPOC ˵˧˲˯ˬ ˟ˣ˦ ˢ˶˦ˬ˪ xʕ ύ˫ˠˣ 

˧˩ ˞˪ ˧˸˧˧ˢ ˢ˴ˣ˶ ˟˷ˢ˷Ϧ˩ ˵ˣ˲ˡ˧ ˧˪ ˪˰ ˸˪ˡˢ ˶˥ˬ ˶˵ˣ˟˟Φό 
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Tumblers xπMixers 

˸ˣ˸˷˶˟ MainNet ύ˭˧˟ ˫˞ Ethereum-MainNet x˞ ˭˧˟ ˫˞ Blockchains ˫˧˶˥˞ ό˫˧ˬ˧˧˵ ˫˧˸ˣ˶˧˷ 

˫˧˞˶˵ˮˢ Mixers x˞ Tamblers Φ˫˧˸ˣ˶˧˷ ˣ˪˞ ˫˧˪˟˵ˬ ˸ˣ˷˵˟ ˫˧˷ˬ˸˷ˬˬ ˫˧˟˶ ˫˧˶˧˟˰ˬˣ ˸˞ ˪˩ ˸ˣ˷˵˟ˢ 

˫˩˶ˡ Σˣˬ˩ ˸ˮ˥˸ ˫˧˧ˮ˧˟ ˸ˣ˶˟˰ˢ˪ Φ˪˩˩ ˶˸ˣ˧˷ ˫˧˷ˬ˸˷ˬ ˫˧˷ˬ˸˷ˬ ˸ˣ˶˧˷˟ Σ˨˩ ˞ˣˢ ˶˸ˣ˧ ˭˧ˬ˞ ˶˸ˣ˧ˣ 

ˢ˷˵ ˶˷˵˪ ˸˞ ˸ˣ˶˟˰ˢˢΦ 

˷ˣˬ˧˷ˢ ˫˧˸ˣ˶˧˷˟ ˣ˪˞ ˪ˣ˩˧ ˯˲˸˧ˢ˪ ˞˪˩ ˧˵ˣ˥ Φ˷ˬ˸˷ˬ ˶˷˞ ˶˧˸˯ˬ ˸˞ ˣ˸ˣˢˤ ˭˧˦ˣ˪˥˪ ˢ˞˶ˮ˩ ˢ˴ˣ˶˷ 

˶˧˸˯ˢ˪ ˣˢ˷ˬ ύ˭˧˟ ˫˞ ˸ˮ˟˪ˢ ˫˧˲˯˩ Σ˧˰˷˲ ˶˟˧˧˯ x˞ ˫˧˰˷˲ ˫˧˶˥˞ Σόˣ˞ ˞ˣˢ˷ ˦ˣ˷˲ ˨ˬˣ˸ ˵˟˞ˬ˟ 

˸ˣ˧ˬ˧ˮˣˮ˞˪ Φ˫ˡ˞ ˷ˬ˸˷ˢ˷ ˫˧˸ˣ˶˧˷˟ ˣ˪˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˨˧˧ˣ˷ˬ ˸ˣ˪ˣ˰˲˪ ˧˸˪˟ ˸ˣ˧˵ˣ˥ Σ˭˩˪ˣ ˧ˮ˞ ˳˧˪ˬˬ 

ˢ˵ˤˣ˥˟ ˞˪ ˷ˬ˸˷ˢ˪ ˫˧˸ˣ˶˧˷˟ ˣ˪˪ˢΦ 

˱˯ˣˮ˟ Σ˸ˣ˟˵˰˟ ˨˶ˡˢ ˢ˟˷ ˡ˟ˣ˰ ˧˪˩ˢ ύˢ˪˟˵ ˪˷ ˸ˣ˰˟˦ˬ ˵ˮ˶˞˪ ˸ˣ˶˧˷ˢ ˢ˶˧˯ˬˣ ˪˷ ˸ˣ˰˟˦ˬ ˷ˬ˸˷ˬ˪ 

ˡ˰˧ˢ ό˷ˣˬ˧˷ˢ ˧˪˩˟ ˢˤ˩ ˡ˰ˣ˸ˬ ˟πBlockchain Φ˭ˣˣ˧˩ ˪˩˷ ˰ˡ˧ˬˢ ˟πBlockchain ˱ˣ˷˥ ˶ˣ˟˧˴˪ ˸˟ˣ˸˩ˣ 

˵ˮ˶˞ˢ ˪˷ ˸ˣ˶˧˷ sπMixing ˢ˲ˣ˷˥ ˫ˠ ˭˩ Σ˭˸˧ˮ ˸ˣˢˤ˪ ˧˷ˬ˸˷ˬ Mixing Φˢ˞˴ˣ˸˩ ˨˩ˬ Σ˸ˣ˧˴˵˧˪˲˞ 

˸ˣˬ˧˧ˣ˯ˬ ˪˷ ˢ˶˟˰ˢ ˶˥˯ˬˣ ˸ˣ˰˟˦ˬ˟ ˫˧˧˪˦˧ˠ˧ˡ ˸ˣ˧ˣ˷˰ ˠ˪˦˵˪ ˸˞ ˵ˮ˶˞ˢ ˩Ϧ˭˩ˣ˯ˬ Ϧ˞˪ˣ ˶˷˲˞˪ ˷ˣˬ˧˷ 

ˢ˧˧˴˵˧˪˲˞˟ ˣ˸ˣ˞˪ ˷ˬ˸˷ˬΦ 

 

˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˶˟˯ˣˢ ˪˰ ˴˵ˣ˪˟ˢϥ˭˧˧ Σ˧˩˧˪ˢ˸ ˢ˧˧˶˩ˢ ˣ˪˷ Σ˸ˣ˧ˬ˧ˮˣˮ˞ˢˣ ˸ˬ˧ˣ˯ˬˢ ˞ˣˢ˷ ˶˷˲˞ˬ Φ˱˯ˣˮ˟ Σˠ˴ˣˢ 

˧˪˩ˢ RBCS ˢ˶˦ˬ˟ ˫˧ˠˡˢ˪ ˷ˣˬ˧˷ ˭˧˧˲˞ˬ˟ ˸ˣ˧ˬ˧ˮˣˮ˞ˢ ˢ˧ˠˣ˪ˣˮ˩˦ˢ˷ ˢ˵˧ˮ˰ˬ ˣˮ˪ Φ˭˧˧˲˞ˬ ˢˤ ˞ˣˢ ˡ˥˞ ˧ˮˬ 

˫˧˟˶ ˭˸˧ˮ˷ ˪˴ˮ˪ ˢ˧ˠˣ˪ˣˮ˩˦˟ xʕ Σˣˢˤˣ ˵˶ ˢ˴˵ ˭ˣ˥˶˵ˢ ˪˷ ˫˪ˣ˰ sπBlockchainΦ 

ˢˡ˧ˬ˟ ˸ˬ˧ˣ˯ˬ ˶ˬ˞ˬ ˢˤ ˞ˣˢ ˢˮˬˤˢ ˧˪˷ ˫˩˶ˣ˟˰ ˶ˣ˵˥˪ ˡˣˬ˪˪ˣ ˸˞ ˞˷ˣˮˢ Σ˰˧˟˦ˢ˪ ˸˞ ˫˩ˬ˸ˣ˥ Σ˨˩˟ˣ 

˸ˣ˧ˢ˪ ˫˧˴ˣ˪˥ ˫˪ˣ˰˟ ˭˩ˣ˸ ˷ˡ˥ ˧ˮ˩˲ˢˬˣ ˢˮ˟ˮ˷ ˣˮˬˬˤ˟Φ 
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RSA Side Channel Attack  

˸˞ˬ ˧˟˞ ˶ˡ˲ ˪˞˧ˮˡˣ ˭ˮ˥ˣ˧ 

 

ˢˬˡ˵ˢ 

˨˪ˢˬ˟ ˢ˧˶ˣ˦˯˧ˢˢ Σ˞˪ ˣ˧ˢ ˫˧ˬ˰˲ ˸ˣ˟˶ ˫ˢ˟˷ ˢ˞˴˧ ˢ˧ˠˣ˪ˣˮ˩˦ ˢ˷ˡ˥ ˵ˣ˷˪ ˶˥˞˪ˣ ˢ˧ˠˣ˪ˣˮ˩˦ˢ˷ ˢ˞˴˧ 

˶ˣ˞˪ Σˣˬ˯˶˲ ˧ˮˣˠ˶˞ ˭ˣ˧˟ ˧˟˥˶˟ ˫˪ˣ˰ˢ ˢ˧ˠˣ˪ˣˮ˩˦ˢ˷ ˢ˰ˣˡ˧ ˫ˢ˪ ˷ˣˬ˧˷˟ˣ ˧˷˰ˬ ˨˷ˬ˟ ˸ˣ˶˷˰ ˫˧ˮ˷ Φ˸˥˞ 

˫˧ˬ˰˲ˢ ˸ˣˡˡˣ˟ˢ ˢˤ˷ ˢ˶˵ ˢ˸˧ˢ ˸ˮ˷˟ мффт Φ˶˷˞˩ ˫˯˶˲ ˢ˦ˬ ˸˶ˣ˷˵˸ˢ ˪˷ ˭˧˰˧ˡˣˬˢ ˧˦˧˶˟ˢ 

GCHQ Σ˨ˬ˯ˬ x˟ ˭˰˦ˮ ˧˩ ˭ˣ˧˰˶ ˥˸˲ˬˢ ˧˟ˬˣ˲ˢ ύ˶ˣˤ˥ˮ ˠ˷ˣˬ˪ ˢˤˢ ˡˣ˰ όˢ˧ˢ ˰ˣˡ˧ ˫ˢ˪ ˶ˣ˷˰˩ ˧ˮ˲˪ 

˫˯˶˲˸ˢ˷ Φ 

˫ˢ ˣ˪˧ˠ ˫˸ˮ˰˦˪ ˫ˠ ˸˞ RSA ˫ˠˣ ˸˞ ˧˲˧ˡ˭ˬ˪ˢ Σ˫˧ˬ˸˧˶ˣˠ˪˞ ˶ˣ˟˧˴˪˷ ˣ˞˴˧ ˶ˣ˞˪ ˸ˮ˷˟ мфтс ˧˶˥˞ˣ Σ˨˞ 

ˣ˶ˬ˷ ˸˞ ˶˟ˡˢ ˡˣ˯˟ Φ˫ˠ sNSA ˭˰˦ ˢ˪˧ˠ˷ ˸˞ RSA ˢ˟˶ˢ ˧ˮ˲˪ ˰ˡˣˮ˷ ˶ˣ˟˧˴˪ Σ˫˪ˣ˞ ˸˧˪ˠ˸ˢ ˢˠˣˣ˯ ˡˣ˯˩ 

˧ˬˣ˞˪ Φ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˥ˮ˞ ˷ˬˬˮ ˸˲˵˸ˬ ˳ˣ˶˰ ˡ˴ ύˠˣ˯ˬ Timing attack Σˣˬ˩ ˫˰˲˟ ˸ˬˡˣ˵ˢ όˡ˴˪ ˷ˣˬ˧˷ ˟π

Eembedded chips Φ 

˫˧ˡ˵ˮ ˶ˬ˞ˮˣ ˢ˶˦ˬˢ˷ ˣˮ˪˷ ˶ˬ˞ˬ˟ ˢˮ˧˞ ˟˧˥˶ˢ˪ ˪˰ RSA Σ˧ˬ ˢ˴ˣ˶˷ ˡˣˬ˪˪ ˪˰ ˨˩ ˶˸ˣ˧ ˪ˣ˩˧ ˞ˣ˶˵˪ ˪˰ ˨˩ 

˫˧˶ˣ˷˧˵˟ ˱˶˴ˮ˷ ˨ˣ˸ ˧ˡ˩Φ 

ˢ˶˦ˬˢ ˣˮ˪˷ ˞˧ˢ ˷˧ˠˮˢ˪ ˸˞ ˢ˲˵˸ˬˢ ˰Ϧ˧ ˷ˣˬ˧ˬ ˦ˣ˷˲ ˢ˪˷ ˫˴˰˟ˣ ˸˸˪ ˫˧˷ˮ˞˪ ˢ˟ˣ˷˸ ˸˧˯˧˯˟ 

ˢ˪˞˷˪ ˢˬ˪ ˞˪ ˫˧˷ˬ˸˷ˬ ˟-RSA ˦ˣ˷˲ ˣˬ˩ ˞ˣˢ˷Φ 

˨˶ˣ˞˪ ˶ˬ˞ˬˢ ˢˮ˟ˮ ˡ˥˧˟ ˸˞ ˸˩˶˰ˬˢ ˸˞ˣ ˡˣ˵ˢ Φ˶ˬ˞ˬˢ ˥˧ˮˬ ˷˧˷ ˫˩˪ ˸ˣ˶˩ˢ ˫˰ RSA Σ˫˰ ˸ˣˮ˩˸ 

˧˯˧˯˟ ˫˰ˣ ˣˮ˧˞ˣˡ˶˞ Φ˫˞ ˭˧˞ ˫˩˪ ˸˞ ˰ˡ˧ˢ ˢˤˢ Σ˳˧˪ˬˬ ˫˩˪ ˞ˣ˶˵˪ ˫˧˶ˣ˷˧˵˟ ˣˮ˥ˮ˞˷ ˫˧˲˶˴ˬ ˭˧˟ ˭˧˟˪ ˪˰ 

RSA x˞ ˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˪˰ ˣˮ˧˞ˣˡ˶˞ x-Side-Channel AttacksΦ 
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˸˶ˣ˩ˤ˸ π Timing Side Channel Attack 

˧˲˩ ˣˮ˪ˣ˩˷ ˫˧ˮ˧˟ˬ Σ˧ˡ˩ ˢˮ˩ˣ˸˷ ˪˩ˣ˸ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧˧ˣ˯ˬ Σ˞˧ˢ ˢ˩˧˶˴ ˭ˬˤ ˡ˟˰ˬ ˣ˟˷ ˞˧ˢ ˰˴˟˸ 

˫˧˟ˣ˷˧˥ Φ˸˞ ˭ˬˤ ˢˡˣ˟˰ˢ ˪˷ ˡ˟˰ˬˢ ˭˸˧ˮ ˡˣˡˬ˪ Φ˨˩ˣ Σˢˡ˧ˬ˟ ˣˮ˞ˣ ˫˧˰ˡˣˬ ˫˧˶˦ˬ˶˲˪ ˫˧˦ˮˣˣ˪˶ˢ Σˣˬ˩ 

˫˧ˬ˸˧˶ˣˠ˪˞ˢ x˞ ˸˶ˣ˦˵˦˧˩˶˞ ˡ˟˰ˬˢ ˢ˟˷ ˸˩˶˰ˬˢ ˸˷ˬ˸˷ˬ Σ˭˸˧ˮ ˵˧˯ˢ˪ ˸ˣˮ˵˯ˬ ˪˰ ˸˩˶˰ˬˢ x˞ ˪˰ 

˸ˣ˪ˣ˰˲ˢ ˣ˷˰ˮ˷ ˢ˟ Φ˸ˣ˲˵˸ˬ˪ ˠˣ˯ˢˬ ˸˞ˤˢ ˫˧˞˶ˣ˵ Timing attackΦ 

˸ˣˬ˧˧˵ ˭ˣˬˢ ˸ˣ˲˵˸ˬ Timing Σ˫ˠ ˪˰ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧ˬ˯˶ˣ˲ˬ ˪˷ ˢˮ˲˴ˢ ˣˬ˩ RSA ˢ˸ˣ˞˷ ˷ˬˬˮ ˫ˣ˧ˢΦ 

ˤ˞ ˢˬ ˫˴˰˟ ˣˮ˥ˮ˞ ˢ˷˰ˮΚ 

˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˣˮ˥ˮ˞ ˢˮ˟ˮ ˸˩˶˰ˬ ˢˬ˧˸˥ ˪˰ ˸ˣ˰ˡˣˢ ˸˷ˬ˸˷ˬ˷ ˟-RSA textbook Φ˶˥˞˪ ˭˩ˬ ˪˰ 

˸˩˶˰ˬˢ ˸˞ˤˢ ˣˮ˥ˮ˞ ˷ˬˬˮ Timing attackΦ 

˶ˣ˷˧˵ ˪˩˪ ˡˣ˵ˢ ˟ˣ˸˩ˮ˷ ˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩Φ 

 

ˣˢˬ RSAΚ 

RSA ˞˧ˢ ˸˩˶˰ˬ ˸ˮ˲˴ˢ ˥˸˲ˬ ˧˶ˣ˟˧˴ ˸˧˦˯˧ˮ˧ˬ˶˦ˡ ˢˮˣ˷˞˶ˢ ˢ˞˴ˬˣˢ˷ ˞˧ˢˣ ˭˧˧ˡ˰ ˷ˣˬ˧˷˟ ˟˥˶ˮ ˫ˣ˧˩ Φ

˟RSA Σ˪˩˟˩ ˸˩˶˰ˬ ˥˸˲ˬ ˧˶ˣ˟˧˴ Σ˥˸˲ˬ ˢˮ˲˴ˢˢ ˣˮ˧˞ ˧ˡˣ˯ ˞ˣˢˣ ˢˮˣ˷ ˥˸˲ˬˬ ˥ˣˮ˰˲ˢ ˶ˬ˷ˮ˷ ˡˣ˯˟ Σ

˭˩˪ ˞˧ˢ ˸˞˶˵ˮ ˸˧˶˦ˬ˧˯˞ Φˢ˧˶˦ˬ˧˯˞ˢ ˟RSA ˸˰˟ˣˮ ˧˷ˣ˵ˢˬ ˧˷˰ˬˢ ύ˦˰ˬ˩ˢˣ ˧˸˪˟ ˧˶˷˲˞ ό˵ˣ˶˧˲˟˷ 

˫˧ˬ˶ˣˠ˪ ˪˷ ˶˲˯ˬ ˵˧˶˲ Σ˞ˣˢ˷ ˢ˪ˣ˲˩ ˪˷ ˧ˮ˷ ˫˧˧ˮˣ˷˞˶ ˫˧˪ˣˡˠ ύ˶˟ˣˡˬ ˪˰ ˢ˧˰˟ ˢ˥ˣ˸˲ ˸˶ˣ˸˟ 

˫˧˶˲˯ˬˢΦό 

˶ˬˣ˪˩ Σ˪˵ ˸˧˯˥˧ ˶ˣ˴˧˪ ˧ˮ˷ ˫˧˶˲˯ˬ ˫˧˧ˮˣ˷˞˶ p, q ˟˷˥˪ˣ ˸˞ ˢ˪˲˩ˬˢ ˫ˢ˪˷ N = pq Φ˨˞ ˭˸ˮ˧ˢ˟ N ˢ˷˵ 

˞ˣ˴ˬ˪ ˸˞ ˣ˧ˬ˶ˣˠ p xπq Φˢˮ˲˴ˢˢ ˸˷ˬ˸˷ˬ ˨˶˰˟ ˧˶ˣ˟˧˴ Σˣ˞ ˥˸˲ˬ˟ Σ˳˲ˣˬˢ ˰ˣˡ˧ˣ ˪˩˪ ˧ˬ ˢ˴ˣ˶˷ ˥ˣ˪˷˪ 

ˢ˰ˡˣˢ Φ˥ˣˮ˰˲ˢ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ ˧˦˶˲ ˶ˬ˷ˮˢ ˡˣ˯˟ ˪˰ ˧ˡ˧ ˭˰ˬˮˢ ˡ˰ˣ˧ˬˢ ˞˪ˣ ˭˸˧ˮ ˵˧˯ˢ˪ ˣ˸ˣ˞ 

˥˸˲ˬˢˬ ˧˶ˣ˟˧˴ˢ Φˢˮ˲˴ˢ ˸˞ˤ˩ ˸ˡ˟ˣ˰ ˧˪˟ˬ ˷ˣ˶ˡ˪ ˧ˮ˷ˬ ˫˧ˡˡ˴ˢ ˫˧˟˶ˣ˰ˬˢ ˶ˣˬ˷˪ ˪˰ ˡˣ˯ ˫˩˯ˣˬ π 

˥˸˲ˬˢ ˧˦˶˲ˢ ˫˪ˣ˰˪ ˞˪ ˨˧˶˴ ˥˪˷˧ˢ˪ ˥˪ˣ˷˪Φ 

˸ˣ˶ˬ˪ ˵ˤˣ˥ ˧˦ˬ˸ˬ ˶˧ˡ˞ ˢˤ Σ˫˧˶˵˥ˬ ˣ˞˶ˢ ˧˩ ˭˸˧ˮ ˶ˤ˥˷˪ ˸ˣ˥˸˲ˬ ˫˧˧˦˶˲ ˪˷ RSA ˧˪˟ˬ ˶ˣ˟˷˪ ˸ˣ˶˧˷˧ 

˸˞ RSA ˞˪˞ ˸ˣ˰˴ˬ˞˟ Timing attackΦ 

 

 

https://github.com/avifeder/SideChannelAttack/tree/main/Part3
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ˢ˲˵˸ˬ˟ ˠˣ˯ˬ ˢˤ ˱˵ˣ˸ˢ ˭ˮˣ˟˸ˬ ˭ˬˤ˟ ˢ˴˧˶ˢ ˪˷ ˫˸˧˶ˣˠ˪˞ ˢˮ˲˴ˢ ˨˩˟ˣ ˵˧˯ˬ ˸˞ ˶˦ˬ˶˲ˢ ˧ˡˣ˯ˢ ˨ˣ˶˩ˢ 

˸ˣ˪ˣ˰˲˟ Φ˸ˣ˶ˬ˪ ˪˟ˣ˵ˬ˷ ˫˧˩˯ˢ˪ ˧˩ RSA ˭ˠˣˬ ˧ˮ˲ˬ ˢ˲˵˸ˢ ˢ˶˧˷˧ Σ˸ˣ˰˧ˠ˲ˢ ˪˷ RSA ˸ˣ˲˵˸ˬ˪ ˭ˣˬˤ˸ 

ˢˮ˧˞ ˢ˰ˣˡ˧ ˪˩ ˨˩ ˫˧˸˰˪ˣ ˸ˣ˟ˣ˶˵ ˫˧ˬ˪˰˸ˬ ˢˮˬˬΦ 

˸˰˩ ˷ˬˬˮ ˢ˲˵˸ˬ ˠˣ˯ˬ ˢˤ Φ˨˞ ˧ˮ˲˪ ˢˤ ˫˧ˡ˵ˮ ˶˧˟˯ˮˣ ˡ˴˧˩ ˫˧˷ˬˬˬ ˸˩˶˰ˬ ˢˮ˲˴ˢ ˪˷ RSA ύˣˮ˪˴˞ ˞˧ˢ 

˷ˬˣˬ˸ ˨ˣ˸˟ ˥ˣ˪ Arduino ό˨ˣ˸ˣ ˧ˡ˩ ˰˧ˠˮ ˢ˲˵˸ˬ˪Φ 

˧˲˩ ˣˮ˟˸˩˷ Σ˸˩˶˰ˬ˟ RSA ˷˧ ˧ˮ˷ ˸ˣ˥˸˲ˬ ˞π˫˧˧˶˦ˬ˧˯ Σˡ˥˞ ˧˦˶˲ π d ˡ˥˞ˣ ˧˶ˣ˟˧˴ π e Φ˪˩ˢˣ ˫˪ˣ˰˟ 

ˣ˪ˣˡˣˬ N ύ˪˰ ˫˪ˣ˰ ˢ˵˧˦ˬ˸˧˶˞ˢ ˸˧˶˪ˣˡˣˬˢ ˭˸˧ˮ ˞ˣ˶˵˪ ˭˞˩ Σό˞ˣˢ˷ ˸˪˲˩ˬ ˫˧ˬ˶ˣˠˢ ˣˮ˶˩ˤˢ˷Φ 

˪˧˟˷˟ ˭˧˲˴ˢ˪ ˢ˰ˡˣˢ m Σ˸˩˶˰ˬ ˢˮ˲˴ˢˢ ˰˴˟ˬ ˸˸˞ ˢ˪ˣ˰˲ˢ ά  άέὨὲ ύˢ˵ˤ˥ ˣ˪ˣˡˣˬˣ όˢ˪˷ ˞˶˵ˮ 

modular exponentΦ ˸˞ ˢ˪ˣ˰˲ˢ modular exponent ˰˴˟ˮ ˸ˣ˰˴ˬ˞˟ ˫˸˧˶ˣˠ˪˞ Repeated Squaring 

˞ˣˢ˷ ˢ˦˧˷ ˰ˣ˴˧˟˪ modular exponent ˢ˶ˣ˴˟ ˢ˪˧˰˧ Φ˪˰ ˢ˦˧˷ˢ ˸˞ˤˢ ˦˶˲ˮ ˶˟˩ Σ˭ˣˣ˧˩ˬ ˫˷˷ ˢ˲˵˸ˬˢ 

ˣˮ˪˷ ˸ˬ˧˧˵˸ˬΦ Repeated Squaring ˷ˬ˸˷ˬ ˸˪ˣ˰˲˟ ˪˲˩ˢ Φ˭ˣˣ˧˩ˬˣ ˶˟ˣˡˬ˷ ˪˲˩˟ ˫˧˶˲˯ˬ ˫˧˪ˣˡˠ ˷ˬˬ Σ

˞ˣˢ ˷ˬ˸˷ˬ ˢ˦˧˷˟ ˸˲˯ˣˮ ˸˞˶˵ˮ˷ Mongomery Product Σ˰˴˟ˬ˷ ˸˪ˣ˰˲ ˪˲˩ ˪˷ ˫˧˶˲˯ˬ ˫˧˪ˣˡˠ 

ˢ˶ˣ˴˟ ˢ˪˧˰˧Φ 

Mongomery Product ˷˶ˣˡ ˢˮ˩ˢ ˸ˬˡ˵ˣˬ ˪˷ ˶˲˯ˬ ˫˧˶˦ˬ˶˲ Φ˫˸ˣ˞ˣ ˪˟˵ˮ ˫˸˧˶ˣˠ˪˞ˬ nPrimeΦ 

˫˧ˬ˸˧˶ˣˠ˪˞˟ Mongomery Product xπ-nPrime ˞˪ ˵ˬ˰˸ˮ ˭˞˩ Σ˭ˣˣ˧˩ˬ ˫ˢ˷ ˵˶ ˫˧˰˴˟ˬ ˸˞ ˸˪ˣ˰˲ ˪˲˩ˢ 

ˢ˶ˣ˴˟ ˢ˪˧˰˧ ˞˪ˣ ˫˧˰˧˲˷ˬ ˪˰ ˷ˣˬ˧ˬ ˢ˲˵˸ˬˢ ύ˸ˣ˥˲˪ ˞˪ ˭˲ˣ˞˟ ˶˧˷˧Φό ˰ˡ˧ˬ ˱˯ˣˮ ˫ˢ˧˪˰ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩. 

 

Repeated Squaring 

˧˲˩ ˣˮ˶ˬ˞˷ Repeated Squaring ˞ˣˢ ˢ˦˧˷ ˰ˣ˴˧˟˪ modular exponent ˢ˶ˣ˴˟ ˢ˪˧˰˧ ˞˧ˢˣ ˸ˡˬˣ˰ ˯˧˯˟˟ 

ˢ˲˵˸ˬˢ ˣˮ˪˷Φ ˢ˦˧˷˟ xʕ ˣˮ˞ ˶˧ˬˮ ˸˞ d ύ˥˸˲ˬˢ ˧˦˶˲ˢ ό˶˲˯ˬ˪ ˧˶˞ˮ˧˟ ˤ˞ˣ ˵ˣ˶˯ˮ ˸˞ ˸ˤˣ˶˥ˬ ˫˧˦˧˟ˢ 

˪˞ˬ˷ˬ ˭˧ˬ˧˪Φ 

˪˩˟ ˦˧˟ ˣˮ˞ ˢ˪˰ˮ ˸˞ m ˰ˣ˟˧˶˟ ύMongomery Product Φό˱˯ˣˮ˟ˣ Σ˫˞ ˦˧˟ˢ ˣˮ˧ˢ м Σ˪˧˲˩ˮ ˸˞ ˨˶˰ˢ 

ˣˮ˪˟˧˵˷ ˫˰ ˢ˰ˡˣˢˢ ˸˧˶ˣ˵ˬˢ ύ˫ˠ ˢ˲ Mongomery Product Φό˭˟ˣˬ˩ ˪˩˟˷ ˢ˧˴˶˦˧˞ ύ˶˷˞˩ ˫˧˵˶ˣ˯ ˸˞ 

˫˧˦˧˟ˢ ˪˞ˬ˷ˬ ˭˧ˬ˧˪ ό˫˧˰˴˟ˬ ˢ˸˥˲ˢ 

ύ%n ό˸ˡ˧ˬ˟ ˨˶ˣ˴ˢ ˧ˡ˩ ˶˞˷˧ˢ˪ ˫˪ˣ˰˟ 

ˣ˪ˣˡˣˬˢ nΦ 

 

https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
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˭ˣ˶˸˧ˢ ˢ˦˧˷˟ ˳ˣ˰ˮ ˨˩˟ ˪˩˟˷ ˟˪˷ ˣˮ˞ ˫˧˪˩˸˯ˬ ˵˶ ˪˰ ˦˧˟ ˡˡˣ˟ ˨˩˟ˣ ˱ˣ˯˟˷ ˪˩ ˟˪˷ ˣˮ˞ ˫˧˰˴˟ˬ 

ˢ˸˥˲ˢ Φˢ˩˩ ˣˮ˞ ˫˧˶˞˷ˮ ˡ˧ˬ˸ ˫˧˶˲˯ˬ˟ ˫˧˩ˣˬˮ ύ˫˧˩ˣˬˮ ˯˥˧˟ ˫˧˶˲˯ˬ˪ ˫˸ˣ˞˷ ˣˮ˞ ˫˧˪˲ˣ˩ ό˪˵˷ ˰˴˟˪ 

˫ˢ˧˪˰ ˸ˣ˪ˣ˰˲Φ 

ˢ˞˶ˮ ˢˬˠˣˡ ˡ˴˧˩ Repeated Squaring ˨˲ˣˢ ˣˮ˪ ˸˞ ˢ˪ˣ˰˲ˢ ρς άέὨτπ ˢ˪ˣ˰˲˪ ˢ˦ˣ˷˲Υ 

˫ˣ˵ˬ˟ ˟˷˥˪ ˣˢ˷ˬ ˸˴˵ ˞˪ ˧˶˷˲˞ ˣˬ˩: 

ρς  σφυχςφρωψψππψψσχρωφχρτπψςσπςφυυπσπψστπςχτσχςςψπσς  

ˤ˞ˣ ˟˷˥˪ ˸˞ ˢ˞˴ˣ˸ˢ: 

  σφυχςφρωψψππψψσχρωφχρτπψςσπςφυυπσπψστπςχτσχςςψπσς άέὨτπ σς 

˪˰˲ˮ ˢ˶ˣ˴˟ ˸˞ˤ˩Υ 

ρς άέὨτπ 

˶˧ˬˮ ˸˞ ˢ˵ˤ˥ˢ ˶˲˯ˬ˪ ˧˶˞ˮ˧˟ ˵ˣ˶˯ˮˣ ˣ˸ˣ˞ ˪˞ˬ˷ˬ ˭˧ˬ˧˪Υ 

τυ ρπρρπρ 

˦˧˟ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˡ˧ˬ˸ м ˫˪˰˸ˮˣ ˣˮˬˬΦ ˦˧˟ˢ ˧ˮ˷ˢ ˞ˣˢ л ˭˩˪ˣ ˵˶ ˢ˪˰ˮ ˰ˣ˟˧˶˟Υ  

ρς ρττςτ άέὨτπ 

˦˧˟ˢ ˧˷˧˪˷ˢ ˞ˣˢ м ˭˩˪ˣ ˫ˠ ˢ˪˰ˮ ˰ˣ˟˧˶˟ ˫ˠˣ ˪˧˲˩ˮ ˶˲˯ˬ˟ ˧˶ˣ˵ˬˢΥ 

 ςτz ρς φωρςσς άέὨτπ 

˦˧˟ˢ ˧˰˧˟˶ˢ ˞ˣˢ м ˭˩˪ˣ ˫ˠ ˢ˪˰ˮ ˰ˣ˟˧˶˟ ˫ˠˣ ˪˧˲˩ˮ ˶˲˯ˬ˟ ˧˶ˣ˵ˬˢΥ 

  σςz ρς ρςςψψψ άέὨτπ 

˦˧˟ˢ ˧˷˧ˬ˥ˢ ˞ˣˢ л ˭˩˪ˣ ˵˶ ˢ˪˰ˮ ˰ˣ˟˧˶˟Υ 

ψ φτ ςτ άέὨτπ 

˦˧˟ˢ ˧˷˧˷ˢ ˞ˣˢ м ˭˩˪ˣ ˫ˠ ˢ˪˰ˮ ˰ˣ˟˧˶˟ ˫ˠˣ ˪˧˲˩ˮ ˶˲˯ˬ˟ ˧˶ˣ˵ˬˢΥ 

ςτz ρς φωρςσς άέὨτπ 

˭˸˧ˮ ˸ˣ˞˶˪ ˣˮ˰ˠˢ˷ ˢ˞˴ˣ˸˪ ˢ˶ˣ˴˟ ˢ˦ˣ˷˲ ˢ˟˶ˢ ˶˸ˣ˧Φ 

˪˟˞ Σˢ˸˥˲ˢˢ ˸˞ˤˢ ˫˧˰˴˟ˬ˷ ˱ˣ˯˟ ˪˩ ˟˪˷ π ˞˧ˢ ˸ˡˣ˵ˮ ˢ˷˪ˣ˥ˢ ˪˷ ˸˩˶˰ˬˢ ˪˴ˮˮ˷ ˢ˲˵˸ˬ˟Φ 
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ˣˮ˪˴˞ ˸˩˶˰ˬ˟ s-Arduino ˪˟˵˧ ˫˧˩˶˰ ˫ˣ˸˥˧ˣ ˫ˢ˧˪˰ ύ˶ˬˣ˪˩ ˭˧˲˴˧ ˫˸ˣ˞ ό˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˦˶˲ˢΦ ˸˞ 

ˡˣ˵ˢ ˪˷ ˢˬ˧˸˥ˢ ˟-Arduino ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ ˞ˣˢˣ ˢ˞˶˧ ˨˩Υ 

 

˶˧˟˯ˮ ˸˞ ˧˶˵˧˰ ˡˣ˵ˢΥ 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲ ˫˷˟ modxp Σ˞˧ˢ ˫˴˰˟ ˸˰˟˴ˬ ˸˞ ά  άέὨὲ ˸ˣ˰˴ˬ˞˟ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˣˮˠ˴ˢ˷Φ 

˫˧˶˦ˬ˶˲ˢ ˫˧˪˟˵˸ˬˢ ˫ˢΥ 

¶ a π ˢ˰ˡˣˢˢ ˢ˸ˣ˞˷ ˫ˣ˸˥ˮ ύmΦό 

¶ exp π ˢ˵ˤ˥ˢ ύd Σό˞˧ˢ˷ ˥˸˲ˬˢ ˧˦˶˲ˢ Φ˞˧ˢ ˸˪˟˵˸ˬ ˸ˤˣ˶˥ˬ˩ ˪˷ ˫˧˦˧˟ ˞˪ˣ ˶˲˯ˬ˩ ύ˪˧˟˷˟ 

˫˸˧˶ˣˠ˪˞ Repeated SquaringΦό 

¶ n π ˫˪ˣ˰ ˣ˪ˣˡˣˬˢΦ 

¶ r, tπ ˫ˢ ˫˧˶˦ˬ˶˲ ˫˧ˬ˧ˡ˵ˬ ˣˮ˶˩ˤˢ˷ ˫˧˰˧˧˯ˬ˷ ˢ˧˴˵ˮˣ˲˪ ˫ˢˣ ˫˧˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢˬ nPrimeΦ 

˰ˣ˟˧˶˟ ˫ˣˡ˞ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˫˸˧˶ˣˠ˪˞ Repeated SquaringΦ ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˡˣ˵˟ Σ˷˧ ˡˣ˰ ˭ˣˬˢ 

ˢ˵˧˦ˬ˸ˬ ˟˧˟˯ˬ Φ˪˩ ˢ˵˧˦ˬ˸ˬˢ ˞˧ˢ ˵˪˥ ˫˧ˬ˸˧˶ˣˠ˪˞ˢˬ ˣˮ˶˩ˤˢ˷ ˞˧ˢˣ ˞˪ ˢ˶ˣ˷˵ ˸ˣ˶˧˷˧ ˢ˲˵˸ˬ˪ Φ˪˰ 

˪˩ ˢ˵˧˦ˬ˸ˬˢ ˭˸˧ˮ ˞ˣ˶˵˪ ˢ˲ Σˢ˲ ˢ˲ˣ Φˣˮ˶˰˴˪ Σ˧˲˩ ˫˸˞˷ ˫˧˞ˣ˶ Σˣˮ˥ˮ˞ ˞˪ ˟˧˥˶ˮ ˪˰ ˪˩ ˢ˵˧˦ˬ˸ˬˢ 

˧˶ˣ˥˞ˬ RSA Φ˶˵˧˰˟ ˧ˡ˩ ˶˞˷ˢ˪ ˸ˣ˪ˣ˟ˠ˟ ˶ˬ˞ˬˢ όΥ 

 

https://github.com/avifeder/SideChannelAttack/tree/main/Part3/arduino
https://en.wikipedia.org/wiki/Exponentiation_by_squaring
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
https://en.wikipedia.org/wiki/Modular_exponentiation
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˭ˣ˧˰˶ˢ ˡˬˣ˰ˢ ˧˶ˣ˥˞ˬ ˢ˲˵˸ˬˢ 

˥˧ˮˮ ˣˮ˞˷ ˥˪˷ˮ ˧˸˷ ˸ˣ˰ˡˣˢ  Y, Z˨˩ ˫˧˧˵˸ˬ˷ πὣ .  ˫ˠˣ ˫˧˧˵˸ˬ π ὤ . ὤ .˶ˬˣ˪˩ ΣY ˞˪ 

˨˶˦˴˧ ˢ˸˥˲ˢ ˫ˠ ˫˞ ˢ˪˰ˮ ˣ˸ˣ˞ ˰ˣ˟˧˶˟ ˪˧˲˩ˮˣ ˨˶˰˟ ˧˶ˣ˵ˬˢ ˣ˪˷ ύ˶ˬˣ˪˩ ˢ˪˰ˮ ˸˧˷˧˪˷˟ ό˭ˣˣ˧˩ˬ ˞ˣˢ˷ 

˶˞˷˧ ˭˦˵ ˶˸ˣ˧ ˫˪ˣ˰ˬ ˣ˪ˣˡˣˬˢ nΦ ˸ˬˣ˰˪ˣ ˸˞ˤ ΣZ ˞˪ ˨˶˦˴˧ ˢ˸˥˲ˢ ˵˶ ˫˞ ˢ˪˰ˮ ˣ˸ˣ˞ ˰ˣ˟˧˶˟ Φ˪˟˞ ˰ˠ˶˟ 

˪˧˲˩ˮ˷ ˣ˸ˣ˞ ˥˞Ϧ˩ ˨˶˰˟ ˧˶ˣ˵ˬˢ ˣ˪˷ ύ˶ˬˣ˪˩ ˢ˪˰ˮ ˸˧˷˧˪˷˟ ό˞ˣˢ ˨˶˦˴˧ ˢ˸˥˲ˢ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˢ˧ˢ˧ ˪ˣˡˠ 

˶˸ˣ˧ ˫˪ˣ˰ˬ ˣ˪ˣˡˣˬˢ nΦ 

˸˰˩ ˶˥˞˪ ˣˮ˞˷ ˫˧˥˪ˣ˷ ˸˞ ˸ˣ˰ˡˣˢˢ ˢˬ˧˸˥˪ Σ˭˸˧ˮ ˵˪˥˪ ˸˞ ˟˴ˬˢ ˧ˮ˷˪ ˫˧˶˵ˬ Υ 

¶ ˢ˶˵ˬ˟ ˭ˣ˷˞˶ˢ π ˦˧˟ ˢ˵ˤ˥ˢ ˫˸˧˶ˣˠ˪˞˟ Repeated Squaring ˞ˣˢ м Σ˭˩˪ ˨˶˦˴ˮ ˪˧˲˩ˢ˪ ˸˞ 

ˢ˰ˡˣˢˢ ˸ˬ˸˥ˮˢ ˢ˰ˡˣˢ˟ ˸˧˶ˣ˵ˬˢ ˞˪ˣ ˵˶ ˸ˣ˪˰ˢ˪ ˢ˸ˣ˞ ˰ˣ˟˧˶˟Φ ˢ˶˵ˬ˟ ˢˤ˩ Σ˨˷ˬ ˭ˬˤ ˢˬ˧˸˥ˢ 

˪˷ ˢ˰ˡˣˢ Z ˥˵˧˧ ˶˸ˣ˧ ˭ˬˤ Φ˧˩ ˶˷˞˩ ˫˧˪˰ˬ ˸˞ ˢ˰ˡˣˢ Z ˸˧˷˧˪˷˟ ˞˧ˢ ˢ˧ˢ˸ ˢ˪ˣˡˠ ˫˪ˣ˰ˬ ˣ˪ˣˡˣˬˢ 

.n ˸ˬˣ˰˪ ˸˞ˤ Σˢ˰ˡˣˢ Y ˞˪˷ ˢ˧ˢ˸ ˢ˪ˣˡˠ ˫˪ˣ˰ˬ ˣ˪ˣˡˣˬˢ n ˫ˠ ˶˷˞˩ ˫˧˪˰ˬ ˢ˸ˣ˞ ˸˧˷˧˪˷˟ Σ˞˪ 

˷ˣ˶ˡ˸ ˢ˸˥˲ˢ Φ˭˩˪ ˭ˬˤ ˢˬ˧˸˥ˢ ˢ˪˷ ˢ˧ˢ˧ ˶˴˵ ˶˸ˣ˧Φ 

 

¶ ˢ˶˵ˬ˟ ˧ˮ˷ π ˦˧˟ ˢ˵ˤ˥ˢ ˫˸˧˶ˣˠ˪˞˟ Repeated Squaring ˞ˣˢ л Σ˭˩˪ ˨˶˦˴ˮ ˵˶ ˸ˣ˪˰ˢ˪ ˸˞ ˢ˰ˡˣˢˢ 

˸ˬ˸˥ˮˢ ˰ˣ˟˧˶˟ Σ˧˪˟ ˪˧˲˩ˢ˪ ˸˞ ˢ˰ˡˣˢˢ ˸ˬ˸˥ˮˢ ˢ˰ˡˣˢ˟ ˸˧˶ˣ˵ˬˢΦ ˢ˶˵ˬ˟ ˢˤ˩ ˭ˬˤ ˢˬ˧˸˥ˢ ˪˷ 

˧˸˷ ˸ˣ˰ˡˣˢˢ ˢ˧ˢ˧ ˢˣˣ˷ ˭ˣˣ˧˩ˬ ˭ˢ˧˸˷˷ ˞˪ ˣ˩˶˦˴˧ ˢ˸˥˲ˢΦ 

˸˰˩ Σˣˮ˥˪˷˷˩ ˸˞ ˸ˣ˰ˡˣˢˢ ˢˬ˧˸˥˪ ˣˮ˞ˣ ˫˧˰ˡˣ˧ ˫ˢˬ ˧ˮˬˤ ˢ˴˧˶ˢ ˥˵ˣ˪˷ ˫ˣ˸˥˪ ˭˸ˣ˞ Σ˪˩ˣˮ ˸ˣˣ˷ˢ˪ ˭˧˟ 

˧ˮˬˤ ˢ˴˧˶ˢ ˪˷ Y xZΦ 

˫˞ ˧ˮˬˤ ˢˬ˧˸˥ˢ ˫ˢ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˫˧ˣˣ˷ Σ˰ˡˮ ˦˧˟ˢ˷ ˞˟ˢ ˞ˣˢ л ύ˧˩ ˞˪ ˢ˸˧˧ˢ ˢ˸˥˲ˢ ˢ˰ˡˣˢ˪ Z ˭˩˪ˣ ˞˪ 

˥˵˪ ˢ˪ ˶˸ˣ˧ ˭ˬˤ Φό˸ˬˣ˰˪ˣ ˸˞ˤ ˫˞ ˧ˮˬˤ ˢˬ˧˸˥ˢ ˣ˧ˢ˧ ˫˧ˮˣ˷ Σ˰ˡˮ ˦˧˟ˢ˷ ˞˟ˢ ˞ˣˢ м ύ˧˩ ˢ˰ˡˣˢ˪ Z ˢ˸˧˧ˢ 

ˢ˸˥˲ˢ ˭˩˪ˣ ˭ˬˤ ˢˬ˧˸˥ˢ ˢ˪˷ ˨ˣ˶˞ ˶˸ˣ˧Φό 

˸˞ ˨˧˪ˢ˸ˢ ˢˤˢ ˢ˷˰ˮ ˟ˣ˷ ˟ˣ˷ˣ ˶ˣ˟˰ ˪˩ ˫˧˦˧˟ˢ ˥˸˲ˬ˟ Σˡ˰ ˞˴ˬˮ˷ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˫˧˞˸ˬ˷ 

˥˸˲ˬ˪ ˧˶ˣ˟˧˴ˢ ˣˮ˸ˣ˷˶˟˷Φ 
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˸˧˸˷˸ ˢ˲˵˸ˬ˪ 

˧ˡ˩ ˪˩ˣˮ˷ ˰˴˟˪ ˸˞ ˢ˲˵˸ˬˢ ˢ˶ˣ˴˟ ˢ˪˧˰˧ Σ˨˶˦˴ˮ ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˣˮ˶˟˯ˢ˷ ˫˰ ˧˲˪˞ ˸ˣ˰ˡˣˢΦ ˫˷˪ 

˨˩ ˢˮ˟ˮ ˸˩˶˰ˬ ˸˶ˣ˷˵˸ ˢ˥ˣˮ ˫˰ ˥ˣ˪ s-Arduino ˣˮ˪˷ π ˞ˣˢ˷ ˸˩˶˰ˬ ˢˬ˧˸˥ˢ ˣˮ˪˷Φ 

˸˞ ˸˶ˣ˷˵˸ˢ ˣ˸˧˞ ˰˴˟ˮ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ ˟ˣ˸˩ˮ˷ ˭ˣ˸˧˲˟ ύ˷ˬ˸˷ˮ ˢ˧˶˲˯˟ PySerial Φό˦˲˧˶˵˯ˢ 

˶˷˵˸˧ ˫˰ ˦˶ˣ˲ˢ ˧˪˞˧˶˯ˢ ˪˷ s-ArduinoΦ ˸ˣ˰˴ˬ˞˟ ˨˩ ˥˪˷ˮ ˥ˣ˪˪ ˸ˣ˰ˡˣˢ ˢˬ˧˸˥˪ ˪˟˵ˮˣ ˣˮˬˬ ˸˞ 

˫˧˩˶˰ˢ ˫˧ˬˣ˸˥ˢ Φ˪˧˟˵ˬ˟ ˡˣ˵ˢ ˡˣˡˬ˧ ˸˞ ˭ˬˤ ˢˬ˧˸˥ˢ ˣ˶˵˧ˬ˟ ˸ˣ˧ˮ˷Φ 

˟˵˰ ˸ˣ˪˟ˠˬ ˪˷ ˥ˣ˪ s-Arduino ˡˣ˟˰˪ ˫˰ ˫˧˶˲˯ˬ ˪˷ сп ˦˧˟ Σ˞ˣˢ ˪˟˵˧ ˸˞ ˢ˰ˡˣˢˢ ˢˬ˧˸˥˪ ˸ˤˣ˶˥ˬ˩ 

˪˷ ˫˧˦˧˟ Σ˶˧ˬ˧ ˢ˸ˣ˞ ˶˲˯ˬ˪ Σ˫ˣ˸˥˧ ˢ˸ˣ˞ Φ˶˥˞˪ˣ ˭˩ˬ ˶˧ˬ˧ ˢ˸ˣ˞ ˢ˶ˤ˥˟ ˸ˤˣ˶˥ˬ˪ ˪˷ ˫˧˦˧˟ ˶˧ˤ˥˧ˣ ˸˞ 

ˢˬ˧˸˥ˢΦ ˸˞ ˸˷ˣ˪˷ ˫˧˩˶˰ˢ ˣ˪˞ˢ ύˢ˰ˡˣˢˢ ˸˧˶ˣ˵ˬˢ Σˢ˰ˡˣˢˢ ˢˬˣ˸˥ˢ ˭ˬˤˢˣ ό˶ˣˬ˷ˮ ˨ˣ˸˟ ˳˟ˣ˵ 

˶˥˞˪˷ ˭˩ˬ ˯˯˟˸ˮ ˣ˧˪˰ ˰ˣ˴˧˟˪ ˢ˲˵˸ˬˢ ˧˲˩ ˶˟˯ˣ˧˷ ˨˷ˬˢ˟Φ 

ˡˣ˵ˢ ˣˮ˪˷ ˢ˞˶˧ ˨˩Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˷˧ ˣˮ˪ ˢ˧˴˵ˮˣ˲ write ˸˪˵ˬ˷ ˫˧ˮˣ˸ˮ ˢ˶˧˟˰ˬˣ ˫˸ˣ˞ ˥ˣ˪˪ Φ˱˯ˣˮ˟ ˷˧ ˣˮ˪ ˢ˧˴˵ˮˣ˲ read 

ˢˮ˧˸ˬˬ˷ ˫˧ˮˣ˸ˮ˪ ˣ˶ˤ˥˧˷ ˥ˣ˪ˢˬΦ 

˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˡˣ˵ˢ ˭˞˩Φ 

 

  

https://pyserial.readthedocs.io/en/latest/pyserial.html
https://github.com/avifeder/SideChannelAttack/tree/main/Part3/findTheKey
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˨˧˪ˢ˸ ˢ˲˵˸ˬˢ 

˧˲˩ ˣˮ˶˟˯ˢ˷ Σ˧ˡ˩˟ ˢ˧ˢ˧˷ ˶ˬˣ˥ ˥ˣ˸˧ˮ˪ ˫˧ˮˬˤˢ ˸˞˧˴ˬ˪ˣ ˥˸˲ˬˢ ˧˦˶˲ˢ Σ˥˪˷ˮ ˧˲˪˞ ˸ˣ˰ˡˣˢ ˸ˣ˧˪ˬˣˡˮ˶ 

˸˩˶˰ˬ˪ ˢˬ˧˸˥ˢ ˣˮ˪˷ ˢ˶˵ˬ˟ˣ ˣˮ˪˷ ˥ˣ˪˪ s-Arduino Σ˪˰ ˸ˮˬ ˫ˣ˸˥˧˷ ˭˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˦˶˲ˢ 

˶˧ˤ˥˧ˣ ˣˮ˪ ˸˞ ˨˶˰ˢ ˫ˣ˸˥ Φ˭˟ˣˬ˩ ˶ˣ˟˰˷ ˪˩ ˢ˰ˡˣˢ ˡˣˡˬˮ ˢˬ˩ ˭ˬˤ ˥˵˪ ˸˩˶˰ˬ˪ ˫ˣ˸˥˪ ˢ˸ˣ˞Φ 

˧˶˥˞ ˢ˧ˢ˧˷ ˣˮ˸ˣ˷˶˟ ˶ˠ˞ˬ ˪˷ ˧˲˪˞ ˸ˣ˰ˡˣˢ Σ˸ˣˬ˧˸˥ˢ ˪˷ ˭˸ˣ˞ ˸ˣ˰ˡˣˢ ˭ˬˤˣ ˢˬ˧˸˥ˢ ˭ˢ˪˷ Σ˪˩ˣˮ ˰˴˟˪ 

˸˞ ˥ˣ˸˧ˮˢΦ ˟˪˷˟ ˧ˮˣ˷˞˶ˢ ˰ˣˡ˧ ˣˮ˪ ˦˧˟ˢ˷ ˭ˣ˷˞˶ˢ ˪˷ ˥˸˲ˬˢ ˧˦˶˲ˢ ˞ˣˢ м ˣˮ˥ˮ˞ˣ ˫˧˴ˣ˶ ˸ˣ˪ˠ˪ ˪˩ ˫˰˲ 

ˢˬ ˦˧˟ˢ ˞˟ˢ ˥˸˲ˬ˟Φ ˸˰˩ ˥˵˧ˮ ˸˞ ˸ˬ˧˷˶ ˸ˣ˰ˡˣˢˢ ˣˮ˥˪˷˷ ˪˧˰˲ˮˣ ˪˰ ˪˩ ˸˥˞ ˸ˣ˰ˡˣˢˢˬ ˸˞ 

˫˸˧˶ˣˠ˪˞ˢ Repeated squaring ˡ˰ ˦˧˟ˢ ˰ˣˡ˧˷ ˣˮ˪ Φ˶ˣ˟˰ ˪˩ ˸˥˞ ˸ˣ˰ˡˣˢˢˬ ˵ˣˡ˟ˮ ˫˞ˢ ˦˧˟˟ ˞˟ˢ 

ˢ˥ˮˢ˟ ˞ˣˢ˷ м ˷˧ ˢ˸˥˲ˢ x˞ ˞˪ ύ˶ˬˣ˪˩ Σ˫˞ˢ ˢ˧ˢ ˨˶ˣ˴ ˟-҈ x˞ ˞˪ Φό 

˨˩ ˵˪˥ˮ ˫˴˰˟ ˸˞ ˢˬ˧˷˶ˢ ˪˷ ˧˲˪˞ ˸ˣ˰ˡˣˢˢ ˣˮ˪˷ ˧˸˷˪ ˸ˣ˴ˣ˟˵Υ 

¶ ˢ˴ˣ˟˵ ˞' π ˪˩ ˸ˣ˰ˡˣˢˢ ˭ˢ˟˷ ˢ˧ˢ ˨˶ˣ˴ ˢ˸˥˲ˢ˟ ˫˞ ˦˧˟ˢ ˞˟ˢ ˞ˣˢ мΦ 

¶ ˢ˴ˣ˟˵ ˟ ϥπ ˶˞˷ ˸ˣ˰ˡˣˢˢ Φ˶ˬˣ˪˩ ˸ˣ˰ˡˣˢˢ ˭ˢ˟˷ ˞˪ ˢ˧ˢ ˨˶ˣ˴ ˢ˸˥˲ˢ˟ ˫˞ ˦˧˟ˢ ˞˟ˢ ˞ˣˢ мΦ 

˭ˬˤ ˰˴ˣˬˬ ˸˞ ˟˷˥ˮ ˸˰˩  ˭ˬˤˢ ˧˲˪ ˞˪) ˣˮ˪˷ ˶ˠ˞ˬ˟ ˫˧˰˧˲ˣˬ˷ ˫˧ˮˬˤˢ ˧˲˪ ˢ˴ˣ˟˵ ˪˩ ˶ˣ˟˰ ˢ˴˧˶ˢ

˸˰˩ ˥˵˪˷.( 

˶˥˞˪ ˭˩ˬ ˵ˣˡ˟ˮ Σ˫˞ ˷˶˲ˢ ˫˧ˮˬˤˢ ˭˧˟ ˸ˣ˴ˣ˟˵ˢ ˣˮ˵˪˧˥˷ ˣˮ˧ˢ ˥˧ˮˤ Σ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˭˧˞˷ ˸ˬ˞˟ ˭ˣ˧ˠˢ 

ˣˢ˷˪˩ ˢ˵ˣ˪˥˟ ˣˮ˧˷˰˷ ύ˶ˬˣ˪˩ ˵˪˥˪ ˸ˣ˰ˡˣˢˢˬ ˣˮ˧˷˰ ˢ˸˥˲ˢ ˫˸˯ Σ˞˪˪ ˨˶ˣ˴ Φ˭˩˪ˣ ˥˵˪ ˶˸ˣ˧ ˭ˬˤ ˫ˣ˸˥˪ 

˭˸ˣ˞ ό˭˩˪ˣ ˢ˶˰˷ˢˢ ˣˮ˪˷ ˦˧˟ˢ˷ ˞ˣˢ м ˢ˧ˣˠ˷ ˦˧˟ˢˣ ˞˟ˢ ˞ˣˢ лΦ 

˨˞ ˸ˬˣ˰˪ ˸˞ˤ Σ˫˞ ˷˶˲ˢ ˫˧ˮˬˤˢ ˭˧˟ ˸ˣ˴ˣ˟˵ˢ ˣˮ˵˪˧˥˷ ˣˮ˧˞ ˥˧ˮˤ ˞˪˞ ˧˸ˣ˰ˬ˷ˬ Σ˭˸˧ˮ ˵˧˯ˢ˪ ˷˧˷ ˭ˣ˧ˠˢ 

ˢ˵ˣ˪˥˟ ˣˮ˰˴˧˟˷ ύ˶ˬˣ˪˩ ˭˸˧ˮ ˵˧˯ˢ˪ ˸ˬ˞˟˷ ˣˮ˪˰˲ ˭ˣ˩ˮ ˶˷˞˩ ˢ˴ˣ˟˵˪ ˸˥˞ ˪˷ ˸ˣ˰ˡˣˢ ˣˮ˧˷˰ ˢ˸˥˲ˢ 

ˢ˴ˣ˟˵˪ˣ ˢ˧˧ˮ˷ˢ ˞˪ ό˭˩˪ˣ ˸ˬ˞˟ ˦˧˟ˢ ˞˟ˢ ˞ˣˢ м ˧˲˩ ˣˮ˥ˮˢ˷Φ 

 

˸˧˧ˮ˟ ˶ˠ˞ˬ ˫˧˩˶˰ ˢ˲˵˸ˬ˪ 

˸˰˩ ˶ˣ˟˰ˮ ˢ˧˴˵ˮˣ˲˪ ˸˧˷˞˶ˢ :ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˞˶ˢ ˪˧˶ˠ˸ ˢˬ˩ ˧˲˪˞ ˫˧˶˲˯ˬ ˫˧˪ˡˠ˟ ˫˧ˮˣ˷ Σ-ˬм ˡ˰ˣ nΦ 

ˢ˟˧˯ˢ ˪˧˶ˠˮ˷ ˵˶ ˡ˰ n ˞˧ˢ ˭ˣˣ˧˩ˬ ˢˤ˷ ˫˪ˣ˰ ˣ˪ˣˡˣˬˢ ˣˮ˪˷ Φ˭˩˪ ˫˞ ˪˧˶ˠˮ ˶˸ˣ˧ ˬn- ˰˴˟ˮ ˢ˸˥˲ˢ ˞˪˷ 

˨˶ˣ˴˪ π ˧˪˟ˬ ˶˷˵ ˢ˲˵˸ˬ˪ Φ 

˶ˣ˟˰ ˪˩ ˶˲˯ˬ ˸˧ˮ˩ˣ˸ˢ˷ ˸˧˷˞˶ˢ ˪˧˶ˠ˸ Σ˞˧ˢ ˥˪˷˸ ˣ˸ˣ˞ ˢˬ˧˸˥˪ ˡˣˡˬ˸ˣ ˢˬ˩ ˭ˬˤ ˞˧ˢ  ˢˮ˧˸ˬˬ 

ˢ˟ˣ˷˸˪ Φ˶˥˞˪ ˭˩ˬ ˞˧ˢ ˟ˣ˸˩˸ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˨ˣ˸˪ ˳˟ˣ˵ ˷ˬ˷˧˷ ˣˮ˸ˣ˞ ˥ˣ˸˧ˮ˪ ˫˧ˮˬˤˢ ˸˞˧˴ˬˣ ˥˸˲ˬˢ 

˧˦˶˲ˢΦ 
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ˡˣ˵ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˧˷˞˶ˢ ˢ˞˶˧ ˨˩Υ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˡˣ˵˟ ˨ˣ˸˟˷ ˢ˞˪ˣ˪ˢ ˣˮ˞ ˫˧˪˧˶ˠˬ ˨˶˰ ˧˲˩ ˣˮ˶˟˯ˢ˷ ˧ˮ˲˪ Σ˫˧ˬ˸ˣ˥ ˣ˸ˣ˞ ύ˸ˣ˰˴ˬ˞˟ ˥ˣ˪ˢ ό

˫˧˪˟˵ˬˣ ˸˞ ˢ˟ˣ˷˸ˢ Φ˭˧˟ ˭˧˟˪ ˣˮ˞ ˫˧ˡˡˣˬ ˫˧ˮˬˤ ˸˞ˣ ˪˩ˢ ˫˧˟˸ˣ˩ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˨ˣ˸˪ ˳˟ˣ˵ˢ 

timeData.txtΦ 

ˢ˯Ϧ˩ ˪˟˵ˮ ˱ˣ˯˟ ˳˟ˣ˵ ˫˰ фллл ˸ˣ˶ˣ˷ ˢ˞˶˧˷ ˨˩Υ 

 

˸˪˧˥˸˟ ˳˟ˣ˵ˢ ˣˮ˶ˬ˷ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ ˸˞ˣ ˣ˪ˣˡˣˬˢ NΦ 

ˣˬ˩ ˭˩ ˪˩˟ ˢ˶ˣ˷ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢ˰ˡˣˢˢ Σˢ˰ˡˣˢˢ ˢˬˣ˸˥ ˸˞ˣ ˭ˬˤˢ ˣ˶˵˧ˬ˟ ˸ˣ˧ˮ˷ ˥˵˪˷ ˸˩˶˰ˬ˪ 

˫ˣ˸˥˪ ˢ˸ˣ˞Φ ˪˩ ˫˧ˮˣ˸ˮˢ ˣ˪˞ˢ ˣ˷ˬ˷˧ ˸˞ ˦˲˧˶˵˯ˢ ˞˟ˢ ˣˮ˪˷ ˥˸ˮ˧˷ ˸˞ ˳˟ˣ˵ˢ ˞˴ˬ˧ˣ ˣˢˬ ˥˸˲ˬˢ 

˧˦˶˲ˢΦ ˭ˬˤ ˢˮ˩ˢˢ ˪˷ ˶ˠ˞ˬ ˢˤ˩ ˞ˣˢ ˢ˰˷˩ ύ˧ˣ˪˸ ˪ˡˣˠ˟ ˥˸˲ˬˢ ˢˬ˩ˣ ˫˧˶˟ˡ ˫˧˲˯ˣˮΦό 

˸˞ ˶ˠ˞ˬˢ ˢˤˢ ˫˧˶ˠ˞ˬˣ ˫˧˲˯ˣˮ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩Φ 
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˥ˣ˸˧ˮ ˶ˠ˞ˬˢ 

˸˰˩ ˥˵˧ˮ ˸˞ ˶ˠ˞ˬˢ ˥˸ˮˮˣ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ ˱˯ˣˮΦ  

˪˩˟ ˟˪˷ ˧˲˩ ˣˮ˶˟˯ˢ˷ Σ˦˲˧˶˵˯ˢ ˥˧ˮ˧ ˦˧˟ˢ˷ ˞˟ˢ ˞ˣˢ м ˢ˯ˮ˧ˣ ˵˪˥˪ ˸˞ ˸ˣ˰ˡˣˢˢ ˸ˣˬˣ˸˥ˢ ˧˲˪ ˢˤ 

ύˢ˴ˣ˟˵ ˸˥˞ ˸ˣ˰ˡˣˢ˪ ˣ˧ˢ˷ ˸ˣ˩˧˶˴ ˢ˸˥˲ˢ ˢ˴ˣ˟˵ˣ ˢ˧ˮ˷ ˸ˣ˰ˡˣˢ˪ ˞˪˷ ˣ˧ˢ ˸ˣ˩˧˶˴ ˢ˸˥˲ˢ ˭ˬˤ˟ 

ˢˬ˧˸˥ˢΦό ˭˟ˣˬ˩ ˨˶ˣ˴˪˷ ˨˩ ˦˲˧˶˵˯ˢ ˥ˮ˰˲ˬˢ ˫ˣ˸˥˧ ˣˬ˴˰˟ ˧˲˪ ˫˸˧˶ˣˠ˪˞ RSA ˷ˬˣˬˬ˷ ˫˰ Repeated 

Squaring ˫˰ˣ Mongomery ProductΦ 

˭˩˪ ˡˣ˵ˢ ˫˸ˣ˥ˢ ύ˭˧˲˴ˬ όˣˮ˪˷ ˢ˞˶˧ ˵ˣ˧ˡ˟ ˣˬ˩ ˣˮ˧˞˶˷ ˢ˪˰ˬ˪ ˥ˣ˪˟ s-Arduino ˨˞ ˫˰ ˸˲˯ˣ˸ ˪˷ ˪ˠˡ 

˱˯ˣˮ ˫˷˟ red ˪ˬ˯ˬ˷ ˫˞ˢ ˢ˸˧˧ˢ ˢ˸˥˲ˢ x˞ ˞˪ Φˢ˩˩ ˡ˥˧˟˷ ˫˰ ˸˞˴ˣ˸ ˢˬ˧˸˥ˢ ˰ˡˮ ˢˤ˧˞˪ ˢ˴ˣ˟˵ 

ˠˣˣ˯˪ ˸˞ ˢ˰ˡˣˢˢΥ 

 

˰ˣ˟˧˶˟ ˫ˣˡ˞ˢ ˣˮ˞ Ϧ˫˧˰˟ˣ˵ Ϧˣˢˬ ˥˸˲ˬˢ ˣ˧˷˩˰˷ ˡˣ˟˰ˮ ˣ˧˪˰ Φˢˤ˷ ˫˴˰˟ ˶ˣ˷˶˷ ˪˷ ˥˸˲ˬˢ ˣˮ˞˴ˬ˷ ˡ˰ 

ˣ˧˷˩˰ ˸˲˯ˣ˸˟ ˢ˥ˮˢˢ ˦˧˟ˢ˷ ˞˟ˢ ˞ˣˢ м ˧˲˩ ˣˮ˶˟˯ˢ˷Φ  

ˢ˧˴˵ˮˣ˲ˢ ˢ˞˟ˢ ˸˪˟˵ˬ ˪˩ ˫˰˲ ˢ˰ˡˣˢ ˨ˣ˸ˬ ˶ˠ˞ˬˢ Σ˸˥˪ˣ˷ ˢ˧˴˵ˮˣ˲˪ rsa_sim ˸˪˟˵ˬˣ ˢ˶ˤ˥˟ ˫˞ˢ 

ˢˬ˧˧˵˸ˢ ˢ˸˥˲ˢ x˞ ˞˪ Φ 

˧˲˪ ˢˤ ˞˧ˢ ˸ˠˣˣ˯ˬ ˸˞ ˸ˣ˰ˡˣˢˢ ˧˸˷˪ ˸ˣ˴ˣ˟˵ Σred ˫˞ ˢ˸˧˧ˢ ˢ˸˥˲ˢ xπnored ˫˞ ˞˪ ˢ˸˧˧ˢ ˢ˸˥˲ˢΦ  

˧˲˩ ˫˧˞ˣ˶˷ ˡˣ˵˟Υ 
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ˢ˧˴˵ˮˣ˲ˢ ˢ˞˟ˢ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ ˢ˟ˣ˷˥ˢ ˣˮ˪˷ ˭˩˪ˣ ˶ˣ˟˰ˮ ˢ˧˪˰ ˢ˶ˣ˷ ˶˥˞ ˢ˶ˣ˷ Φ˞˧ˢ ˸˞˶˵ˮ ˢˬ-main 

ˢˡ˧˵˲˸ˣ ˶ˣ˟˰˪ ˪˰ ˶ˠ˞ˬˢ ˞ˣ˴ˬ˪ˣ ˸˞ ˥˸˲ˬˢ ˪˰ˣ˲˟ Φ 
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ˢ˶ˣ˷˟ моф ˭˸˧ˮ ˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˪˟˵ˬ ˢ˷ˣ˪˷ ˫˧˶˦ˬ˶˲Υ 

¶ n π ˫˪ˣ˰ ˣ˪ˣˡˣˬˢΦ 

¶ data π ˶ˠ˞ˬ ˸ˣ˰ˡˣˢˢ ˸ˣ˞˷ ˭.˭˥˟ˮ 

¶ ratio π ˥ˣˣ˦ ˢ˧˧˦˯ˢ ˣ˧˲˪˷ ˰˟˵ˮ ˫˞ˢ ˣˮ˵ˡ˴ ˢ˥ˮˢ˟ ˦˧˟ˢ˷ ˞ˣˢ м x˞ ˦˧˟ˢ˷ ˨˧˶˴ ˸ˣ˧ˢ˪ л Φ˱ˣ˯˟ 

˪ˣ˪˴ˮ ˪˞ ˷ˣˬ˧˷ˢ x˟ ˡ˴˧˩ˣ ˫˧˰˟ˣ˵ ˣ˸ˣ˞Φ 

˶˥˞˪ ˭˩ˬ ˟-пс ˭˧˩ˮ ˸˞ ˧ˮ˸˷ˬˢ ˶ˤ˰ ˪-Mongomery Product ˸ˣ˰˴ˬ˞˟ nPrime ˧˲˩ ˶˟˩˷ ˣˮ˧˞˶ ˧ˮ˲˪Φ 

ˢ˶ˣ˷˟ ˢ˞˟ˢ ˪˥˸˞ˮ ˸˞ ˢˮ˸˷ˬˢ ˶ˣˬ˷˧˷ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˨˶ˣ˞˪ ˨˶ˡˢ ˢ˶ˣ˷ˣ ˧˶˥˞ ˪˥˸˞ˮ ˢˮˣˬ 

˶˲ˣ˯˷ ˢˬ˩ ˫˧˦˧˟ ˶˟˩ ˣˮ˶˟˰Φ ˶˥˞˪ ˭˩ˬ ˶ˣ˷˟˸ˣ мтл π мрл ˯ˮ˩ˮ ˢ˞˪ˣ˪˪ ˸ˡ˟ˣ˰˷ ˡ˰ ˞˴ˬˮ˷ ˸˞ 

˥˸˲ˬˢ ˧˦˶˲ˢ ύx˞ ˡ˰ ˰˧ˠˮ˷ ˪-он ˦˧˟ π ˧ˡ˩ ˸˰ˡ˪ ˣˢ˷ˬ˷ ˞˪ ˡ˟ˣ˰Φό 

˨ˣ˸˟ ˢ˞˪ˣ˪ˢ ˢ˶ˣ˷˟ мрм ˫ˡˣ˵ ˪˩ ˠˣˣ˯ˮ ˸˞ ˸ˣ˰ˡˣˢˢ ˧˸˷˪ ˸ˣ˴ˣ˟˵ ˧˲˩ ˣˮ˶˟˯ˢ˷ Σˢ˴ˣ˟˵ red ˢ˪˷ 

ˢ˸˧˧ˢ ˢ˸˥˲ˢ xπˢ˴ˣ˟˵ nored ˢ˪˷ ˞˪ ˢ˸˧˧ˢ ˢ˸˥˲ˢΦ 

˸˰˩ ˸ˣ˶ˣ˷˟  мро π мрн ˟˷˥ˮ ˸˞ ˰˴ˣˬˬ ˫˧ˮˬˤˢ ˶ˣ˟˰ ˪˩ ˢ˴ˣ˟˵ ˶˥˞˪ˣ ˭˩ˬ ˢ˶ˣ˷˟ мрс ˵ˣˡ˟ˮ s˞˫ ˯˥˧ 

˫˧ˮˬˤˢ ˭˧˟ ˸ˣ˴ˣ˟˵ˢ ˞˪ ˥˧ˮˤ ύ˪ˣˡˠ ˬ-ratio ό˭˩˪ˣ ˭˩˞ ˦˧˟ˢ ˞ˣˢ м ύˢ˶ˣ˷ мрт όˣ˞ ˞ˣˢ˷ ˥˧ˮˤ ύ˭˦˵ ˬ-ratio ό

˭˩˪ˣ ˦˧˟ˢ ˞ˣˢ л ύˢ˶ˣ˷ мслΦό ˡ˴˧˩ ˰ˣ˟˵˪ ˸˞ ratio ˶˧˟˯ˮ ˨˷ˬˢ˟Φ 

˱ˣ˯˟˪ ˢ˶ˣ˷˟ мср ˣˮ˞ ˪˧˰˲ˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ testKey ˵ˣˡ˟˸˷ ˫˞ˢ ˣˮ˵ˡ˴ ˥˸˲ˬ˟ ˡ˰ ˣ˧˷˩˰ ˫˞ˣ ˭˩ π ˶ˣ˴˰ˮ 

˸˞ ˢ˞˪ˣ˪ˢΦ 

ˢ˧˴˵ˮˣ˲ˢ testKey ˦ˣ˷˲ ˸˥˵ˣ˪ ˶˲˯ˬ ˫˧˩˶˰ ˶ˠ˞ˬˢˬ Σ˸ˬ˸ˣ˥ ˫˸ˣ˞ ˫˰ ˥˸˲ˬˢ ˣˮ˞˴ˬ˷ ˢ˶˧ˤ˥ˬˣ ˫˞ˢ 

ˢ˞˴ˣ˸ˢ ˢˮˣ˩ˮ x˞ ˞˪ ˧˲˪ ˢˬ ˶ˣˬ˷˷ ˶ˠ˞ˬ˟Φ 

˸˰˩ ˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ˢ˞˶ˮˣ ˡ˴˧˩ ˞ˣˢ ˞˴ˣˬ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢΦ 
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˸ˬˠˣˡ ˢ˴˶ˢ 

˸ˬˠˣˡ˟ ˢ˴˶ˢˢ ˣˮ˪˷ s-ratio ˢ˧ˢ˧ мрллллΦ ˸˞ ˡˣ˵ˢ ˳˧˶ˮ ˪˰ ˶ˠ˞ˬˢ ˣˮ˧ˮ˟˷ ˧ˮ˲˪ ˵˶˲˟ ˪˷ ˸˧˧ˮ˟ ˶ˠ˞ˬ 

˫˧˩˶˰ ˢ˲˵˸ˬ˪: 

 

˶˧˩ˤˮ ˶ˠ˞ˬˢ˷ ˪˧˩ˬ ˧ˮˣ˸ˮ ˢˬ˧˸˥ ˪˷ фллл ˸ˣ˰ˡˣˢΦ ˰˩ ˸˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ύ˭ˬˤ ˢ˴˧˶ˢ ˞ˣˢ ˨˶˰˟ ˧˴˥ 

ˢ˵ˡ ό˪˟˵ˮˣ ˭ˣˬˢ ˸ˣ˶ˣ˷ ˢ˪˞˩Υ 

 

ˡ˰ ˱ˣ˯˟˪˷ ˪˟˵ˮΥ 

 

˶˧˟˯ˮ ˢˬ ˣˮ˪˟˧˵Υ 

˭˸˧ˮ ˸ˣ˞˶˪ ˪˩˟˷ ˟˪˷ ,˦˲˧˶˵˯ˢ ˯˧˲ˡ˧ ˣˮ˪ ˷ˣ˪˷ ˸ˣ˶ˣ˷ Υˢ˶ˣ˷˟ ˢˮˣ˷˞˶ˢ ˷˶˲ˢˢ ˭˧˟ ˰˴ˣˬˬ ˫˧ˮˬˤˢ 

˶ˣ˟˰ ˧˸˷ ˸ˣ˴ˣ˟˵ˢ ˶˥˞˪ˣ ˭˩ˬ ˢ˶ˣ˷˟ ˢ˞˟ˢ ˫˞ˢ ˦˧˟ˢ ˞ˣˢ л x˞ мΦ ˶˧˩ˤˮ ˢˤ˷ ˰˟˵ˮ ˧˲˪ ˨˶˰ˢ ratio 

ύˢ˶˵ˬ˟˷ ˣˮ˪˷ ˞ˣˢ мрлллл ό˧ˣ˪˸ˣ ˫˞ˢ ˷˶˲ˢ ˰˴ˣˬˬ ˫˧ˮˬˤˢ ˭˧˟ ˸ˣ˴ˣ˟˵ˢ ˞˪ ˥˧ˮˤ ύ˪ˣˡˠ ˬ-ratio ό˭˩˪ˣ 

˭˩˞ ˦˧˟ˢ ˞ˣˢ м x˞ ˞ˣˢ˷ ˥˧ˮˤ ύ˭˦˵ ˬ-ratio ό˭˩˪ˣ ˦˧˟ˢ ˞ˣˢ лΦ 
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ˢ˶ˣ˷˟ ˢ˞˟ˢ ˦˲˧˶˵˯ˢ ˯˧˲ˡ˧ ˸˞ ˥˸˲ˬˢ ˞ˣˢ˷ ˞˴ˬ ˡ˰ ˢ˩Φ 

˱ˣ˯˟˪ Σ˟˪˷˟ ˫˧ˣ˯ˬ Σˢ˧˴˵ˮˣ˲ˢ testKey ˢ˸ˢ˧ˤ ˣˮ˞˴ˬ˷ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˭˩˪ˣ ˞˧ˢ ˢ˶˴˰ ˸˞ ˢ˞˪ˣ˪ˢ 

ˢ˯˲ˡˣˢˣ ˣˮ˪ ˢ˰ˡˣˢˢ ˪˰ ˫ˣ˧˯ ˢ˪ˣ˰˲ˢ ˥˸˲ˬˢˣΥ 

 

 

˸˰˧˟˵ ˨˶˰ˢ ratio 

˸˰˧˟˵ ˨˶˰ˢ ratio ˷ˬ˷˧˷ ˸˞ ˦˲˧˶˵˯ˢ ˨ˣ˸ ˧ˡ˩ ˥ˣ˸˧ˮ ˫˧ˮˬˤˢ ˪˰ ˸ˮˬ ˰ˣ˟˵˪ ˫˞ˢ ˷˶˲ˢ ˫˧ˮˬˤˢ ˥˧ˮˤ 

ˣ˞ ˞˪ ˸˞ˤ ˢ˪ˣ˰˲ ˸˩˟ˣ˯ˬ Φ 

˨˶˰ˢ ratio ˰˟˵ˮ ˧˲˪ ˫˧˟ˣ˷˧˥ ˫˧˧˦ˬ˸ˬ ˫˧˟˷˥˸ˬ˷ ˧ˮˬˤ˟ ˢ˴˧˶ˢ ˪˷ ˸˩˶˰ˬˢ Σ˭ˬˤ ˰ˣ˴˧˟ ˢˬ˧˸˥ˢ Σ˭ˬˤ 

˰ˣ˴˧˟ ˢ˸˥˲ˢ Σ˸ˣ˶˧ˢˬˢ ˪˷ ˸˩˶˰ˬˢ ύˣˮ˪˴˞ ˫ˠ ˷ˣˬ˧˷ˢ ˥ˣ˪˟ s-Arduino ˰˧˲˷ˬ˷ ˡˣ˞ˬ ˪˰ ˸ˣ˶˧ˢˬˢ ό

ˣ˩ˣΦϥ ˭˲ˣ˞˟ ˧˪˪˩ ˭˸˧ˮ ˶ˬˣ˪ Σˢˤ˷ ˧ˣ˪˸ ˢˬ˩˟ ˭ˬˤ ˥˵ˣ˪ ˣˮ˪ ˫ˣ˸˥˪ ˪˰ ˨˶˰ ˡˡˣ˟ ˪˟˵˪ˣ ˸˞ ˢ˞˴ˣ˸ˢΦ 

˭˟ˣˬ˩ ˫ˣ˵ˬ˟˷ ˢˤ ˶˷˲˞ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ˢ ˶˲˯ˬ ˫˧ˬ˰˲ Σ˪˩˟ ˫˰˲ ˫˰ ˨˶˰ ratio ˶˥˞ ˡ˰ ˞˴ˬˮ˷ ˸˞ 

˨˶˰ˢ ˭ˣ˩ˮˢ ύ˞˴ˬˮ˷˩ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ Φό˫ˮˬˣ˞ ˢˤ ˥˵˧˧ ˸˴˵ ˭ˬˤ Σ˪˟˞ ˱ˣ˯˟ ˶˟ˣˡˬ ˪˰ р ˸ˣ˵ˡ ˪˷ ˢ˴˧˶ 

˫ˣ˵ˬ˟ ˧˴˥ ˢ˵ˡ ˢˤˣ ˞˪ ˧˸ˣ˰ˬ˷ˬΦ 

˨˶ˡ ˸˲˯ˣˮ ˞˧ˢ ˭ˮˣ˟˸ˢ˪ ˫˧ˮˣ˸ˮ˟ ˸ˣ˯ˮ˪ˣ ˵˧˯ˢ˪ ˫ˢˬ ˣˢˬ ˨˶˰ˢ ˭ˣ˩ˮˢΦ ˨˩ ˢ˷˰ˮ ˸˞ ˢˤΥ ˫ˡˣ˵ ˪˩ Σ˟˧˴ˮ ˟π

ratio ˸˞ ˨˶˰ˢ л ˳˧˶ˮˣ ˟ˣ˷ ˸˞ ˸˩˶˰ˬˢ Σ˭˟ˣˬ˩ ˞˧ˢ˷ ˪˷˩˧˸ ˸˞˧˴ˬ˟ ˥˸˲ˬˢΥ 

 

˪˟˞ Σ˪˩˸˯ˮ ˪˰ ˫˧ˮˬˤˢ ˣ˯˲ˡˣˢ˷ ˣˮ˪ ˢ˯ˮˮˣ ˵˧˯ˢ˪ ˫ˢˬ ˢˬ ˨˶˰ˢ ratio ˣˮ˪˷Φ 
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ˢ˯ˮˮ ˸ˣˢˤ˪ ˧ˮ˷ ˸ˣ˴ˣ˟˵ ˪˷ ˫˧ˮˬˤ Σˢ˴ˣ˟˵ ˸˥˞ ˫˰ ˫˧˩˶˰ ˫˧ˢˣ˟ˠ ˶˸ˣ˧ ˢ˴ˣ˟˵ˣ ˢ˧ˮ˷ ˫˰ ˫˧˩˶˰ ˫˧˩ˣˬˮ 

˶˸ˣ˧ Σ˸˞ ˨˶˰ˢ ratio ˰˟˵ˮ ˣˢ˷˲˧˞ ˫ˢ˧ˮ˧˟Φ 

 

)˫ˣˡ˞˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˫˰˷ ratio = 0 - ˦˲˧˶˵˯ˢ 

˪˷˩ˮ( 
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˫˞ ˦˧˟ˮ ˫˧ˮˬˤ˟ ˣ˯˲ˡˣˢ˷ Σˢ˞˶ˮ ˷˧˷ ˣˮ˪ ˢ˴ˣ˟˵ ˢ˩ˣˬˮ ˶˸ˣ˧ ˪˷ ˫˧ˮˬˤ ˫ˢ˷ ˶ˣˤ˞˟ молллл ˢ˴ˣ˟˵ˣ ˪˷ 

˫˧ˮˬˤ ˶˸ˣ˧ ˫˧ˢˣ˟ˠ ˶ˣˤ˞˟ мрлллΦ ˭˩˪ ˰˟˵ˮ ˸˞ ratio ˸ˣ˧ˢ˪ ˣˢ˷˲˧˞ ˰˴ˬ˞˟ Σ˪˷ˬ˪ мпллллΦ 

˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ˟ˣ˷ ˢ˞˶ˮˣ ˫ˠ˷ ˞ˣˢ ˪˷˩ˮΥ 

 

 

 

 

 

˫ˣˡ˞˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˨˶˰ˢ ratio ˸˞ˣ ˢ˰ˡˣˢˢ ˪˰ ˨˩ ˥˸˲ˬˢ˷ ˧˦˶˲ˢ ˞˪ ˞˴ˬˮΦ ˭˩˪ ˶ˣˤ˥ˮ ˫˧ˮˬˤ˪ 

ˢ˯ˮˮˣ ˥˸ˮ˪ ˫˸ˣ˞ ˟ˣ˷ ˢ˶ˣ˴˟ ˢˡ˥ ˶˸ˣ˧Φ 

˫˞ ˭˥˟ˮ ˸˞ ˫˧ˮˬˤˢ ˣ˯˲ˡˣˢ˷ ˟ˣ˷ Σˢ˞˶ˮ ˞˪˷ ˣˮ˵˧˧ˡ ˵˧˲˯ˬ ˢ˵ˣ˪˥˟ ˣˮ˪˷Φ ˭˸˧ˮ ˸ˣ˞˶˪ ˫ˮˬˣ˞˷ ˷˧ ˣˮ˪ 

ˢ˴ˣ˟˵ ˢ˩ˣˬˮ ˶˸ˣ˧ ˪˷ ˫˧ˮˬˤ ˫ˢ˷ ˶ˣˤ˞˟ молллл Σ˨˞ ˢ˴ˣ˟˵ˢ ˪˷ ˫˧ˮˬˤˢ ˶˸ˣ˧ˢ ˫˧ˢˣ˟ˠ ˞˧ˢ ˶ˣˤ˞˟ 

мслллл ˞˪ˣ ˶ˣˤ˞˟ мрлллΦ 

˭˩˪ ˰˟˵ˮ ˸˞ ratio ˸ˣ˧ˢ˪ ˟ˣ˷ ˣˢ˷˲˧˞ ˰˴ˬ˞˟ Σ˫˰˲ˢ мрллллΦ ˭˟ˣˬ˩ ˭˸˧ˮ˷ ˵˪˥˪ ˸˞ ˫˧ˮˬˤˢ ˧˸˷˪ 

˸ˣ˴ˣ˟˵ ˞ˣ˴ˬ˪ˣ ˸˞ ˰˴ˬ˞ˢ ˫ˢ˧ˮ˧˟ ˫˰ ˫˸˧˶ˣˠ˪˞ ˢˤ˷ ˣˡ˧˵˲˸ ύ˪˷ˬ˪ knee ό˪˟˞ ˭˸˧ˮ ˶ˡ˸˯ˢ˪ ˧˪˟ ˢˤΦ 

˳˧˶ˮ ˸˞ ˦˲˧˶˵˯ˢ ˟ˣ˷ ˪˟˵ˮˣ ˸˞ ˥˸˲ˢ ˧˦˶˲ˢ Φ˶ˬˣ˪˩ ˣˮ˵ˡ˴ ˷ˣ˥˧ˮ˟ ˨˶˰ˢ ratioΥ 

 

 

 

 

˫ˣˡ˞˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˨˶˰ˢ ratio ˸˞ˣ ˥˸˲ˬˢ ˧˦˶˲ˢ ˢ˰ˡˣˢˢˣ ˪˰ ˨˩ ˞ˣˢ˷ ˞˴ˬˮΦ ˣˮ˥˪˴ˢ ˷˥ˮ˪ ˸˞ 

˨˶˰ˢ ratioΦ 
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˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˵˯˰ ˸˲˵˸ˬ˟ ˳ˣ˶˰ ˡ˴Φ ˧˲˩ ˣˮ˞˶ˢ˷ Σ˭˸˧ˮ ˰˴˟˪ ˸˲˵˸ˬ ˳ˣ˶˰ ˡ˴ ˪˰ RSA ˰xϦ˧ ˨˩ ˞ˣ˴ˬ˪ ˸˞ 

˥˸˲ˬˢ ˧˦˶˲ˢΦ ˨˪ˢˬ˟ ˶ˬ˞ˬˢ ˣˮ˯ˮ˸ˢ ˟ˣ˷ ˷ˣˬ˧˷˟ ˥ˣ˪˟ Arduino Φˣ˧˪˰ ˣˮ˷ˬˬ ˸˩˶˰ˬ ˸ˮ˲˴ˢ RSA Σ

ˢ˸ˣ˞˷ ˣˮ˲˵˸Φ 

˦˵˧ˣ˶˲ˢ ˢ˧ˢ ˧˸˧ˣˣ˥ ˢˮˢˬˣ ˡ˧ˬ˰ˢˣ ˣˮ˸ˣ˞ ˪ˣˬ ˶ˠ˸˞ ˷ˡ˥ ˣ˸˧˞˷ ˣˮˡˡˣˬ˸ˢ ˞ˣˢˣ ˷ˣˬ˧ˬ ˢ˲˵˸ˬ ˪˰ RSA Φ

˶˟ˣˡˬ ˢ˲˵˸ˬ˟ ˸˟˩˶ˣˬ ˢ˷˶ˡ˷ ˣˮ˸˧˞ˬ ˡˣˬ˪˪ ˡ˴˧˩ ˸ˣ˩˶˰ˬ RSA ˸ˣ˷ˬˣˬˬ ˡ˴˧˩ˣ ˪˴ˮ˪ ˸˞ ˸ˡˣ˵ˮ 

ˢ˲˶ˣ˸ˢ ˪˷ ˸˶ˣ˴ ˷ˣˬ˧ˬˢ ˪˰ ˸ˮˬ ˰˴˟˪ ˸˲˵˸ˬ ˳ˣ˶˰ ˡ˴ ˞ˣ˴ˬ˪ˣ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢΦ 

 

ˣˮ˧˪˰ ˸˴˵  

˧˟˞ ˶ˡ˲ Σ˭˟ нн Σ˱˸˸˷ˬ ˸˧ˮ˩ˣ˸˟ ˶˟˧˧˯ ˸˧˪˧˰ ˦ˮˡˣ˦˯ˣ ˢˮ˷ l ϥ˸˯ˡˮˢ˪ ˢˮ˩ˣ˸ ˪ˣ˩˷˞ ˶˟˧˧˯ ˤ˩˶ˬ˟ 

˧ˬˡ˵˞ˢ ˟˪ Φ˸˰˩ ˞˟˴˟ ˧ˬˣ˵ˬ ˸˞ ˷˲˥ˬˣ ˟ˣ˶˵˟ ˯˧˧ˠ˸ˢ˪ ˡ˸˰˸ˬ Φ˫˧ˮˬˤˣˬ ˫ˠ ˟ˣ˵˰˪ ˧˶˥˞ ˟πlinkedinΦ 

˪˞˧ˮˡ ˭ˮ˥ˣ˧ Σ˭˟ нм Σ˧˞ˡˣ˸˰ ˢˮ˷ l ϥ˸˯ˡˮˢ˪ ˢˮ˩ˣ˸ ˪ˣ˩˷˞ ˶˟˧˧˯ ˤ˩˶ˬ˟ ˧ˬˡ˵˞ˢ ˟˪ ˱˯ˣˮ˟ˣ ˡ˟ˣ˰ ˫ˣ˥˸˟ 

πsAI Φˡ˸˰˸ˬ ˯˧˧ˠ˸ˢ˪ ˟ˣ˶˵˟ Φ 

˫˞ ˷˧ ˫˩˪ ˸ˣ˪˞˷ Σ˸ˣ˶˰ˢ x˞ ˪˩ ˶˟ˡ ˶˥˞ ˥ˬ˷ˮ ˰ˣˬ˷˪ ˫˩ˬ ˪˧˧ˬ˧˞˟Υ 

Avifeder99@gmail.com 

Danielyochanan91@gmail.com 

 

˱˧˯ˣˮ ˥˵˪˷ ˣˮ˪ ˭ˣˬˢ ˭ˬˤ ˶ˣ˵˥˪ Σ˥˸˲˪ ˟ˣ˸˩˪ˣ ˸˞ ˶ˬ˞ˬˢ Φˢˤ ˢ˧ˢ ˶ˠ˸˞ ˭˧˧ˮ˰ˬ ˫ˡ˧˵˷ ˣˮ˸ˣ˞ ˡˣ˞ˬ 

˳˧˪ˬˮˣ ˣ˧˪˰ ˫ˠ ˫˩˪ Φˣˮ˥ˬ˷ ˡˣ˞ˬ ˸ˣ˷˰˪ ˸˞ ˢˤ ˫˧ˣˣ˵ˬˣ ˞˴˧˧˷ ˣˮ˪ ˟ˣ˷ ˡ˧˸˰˟ Φ 

˫˧˧˯ˮˣ ˢˡˣ˸˟ ˪˶ˬ ˢ˧˶˞ ˪ˮˢ Σˢ˴˶ˬ ˤ˩˶ˬ˟ ˧ˬˡ˵˞ˢ ˟˪ ˣ˸˧˞˷ ˣˮ˸ˡˬ˪ ˪˰ ˪˩ ˢˤ . 

ˣˢˡˣ˸˟ ˸˧˵ˮ˰ ˧˩˶ˣ˰˪ ˭˧ˤˠˬˢ ˫˸ˣ˩ˤ˟˷ ˷˧ ˣˮ˪ˣ˩˪ ˭˩ˣ˸ ˶˧˷˰ Σ˧˸ˣ˩˧˞ ˭˧ˬ˞ˣ ˢ˶ˣ˴˟ ˢ˷˧ˠˮ ˢ˥ˣˮˣ. 

  

https://www.linkedin.com/in/avifeder/
mailto:Avifeder99@gmail.com
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˸ˣ˶ˣ˵ˬ 

https://www.digitalwhisper.co.il/files/Zines/0x4F/DW79-2-SideChannel.pdf 

https://github.com/avifeder/SideChannelAttack/tree/main/Part3 

https://en.wikipedia.org/wiki/Modular_arithmetic 

https://en.wikipedia.org/wiki/Montgomery_modular_multiplication 

https://en.wikipedia.org/wiki/Exponentiation_by_squaring 

https://en.wikipedia.org/wiki/Modular_exponentiation 

https://pyserial.readthedocs.io/en/latest/pyserial.html 

https://www.cs.sjsu.edu/faculty/stamp/students/article.html 

http://www.mat.ucm.es/congresos/mweek/XII_Modelling_Week/Informes/Report5.pdf 

https://slideplayer.com/slide/4976535/ 

https://en.wikipedia.org/wiki/Side-channel_attack 

https://www.digitalwhisper.co.il/files/Zines/0x4F/DW79-2-SideChannel.pdf
https://github.com/avifeder/SideChannelAttack/tree/main/Part3
https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
https://en.wikipedia.org/wiki/Exponentiation_by_squaring
https://en.wikipedia.org/wiki/Modular_exponentiation
https://pyserial.readthedocs.io/en/latest/pyserial.html
https://www.cs.sjsu.edu/faculty/stamp/students/article.html
http://www.mat.ucm.es/congresos/mweek/XII_Modelling_Week/Informes/Report5.pdf
https://slideplayer.com/slide/4976535/
https://en.wikipedia.org/wiki/Side-channel_attack
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 ˢ˧˯ˣ˶ ˸˞ ˱ˣ˵˸˪ ˣ˪˩ˣ˸ ˡ˴˧˩-  ˸ˣ˧ˬ˧ˮˣˮ˞ ˨˧˶ˡˬ

ˢˮ˧˞˶˵ˣ˞ ˪˷ ˶˴ˣ˧ˢ ˸˧˟ˬ ˸˷˶˟ ˢ˲˧˵˸ˣ 

˯˟˵˪˞ ˭˸ˮˣˢ˧ˣ ˯˟˵˪˞ ˡˣˡ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

ˤ˞ˬ ˡ˧ˬ˸ˬˣ ˸ˣˬˡ˵˸ˢ ˸˧ˠˣ˪ˣˮ˩˦ ˢ˸ˣˣ˧ˢ ˧˰˴ˬ˞ ˠˣ˷ˠ˷˪ ˧ˮ˧ˡˬ ˸˧˧˪˰ˣ ˥˶ˣ˞ ˫˧˧˥ˢ ˰˴ˣˬˬˢ ˪˷ ˧˟˷ˣ˸ 

˫˪ˣ˰ˢ Φ˪˥ˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˬ ϥ˸ˣ˦ˣ˷˲ ϥˣˬ˩ ˣ˧ˡ˶ Σ˪ˣ˵ˬ˶ Σ˭ˠˤˬ ˣ˩ˣ ϥˢ˪˥ˣ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˸ˣ˟˩˶ˣˬ ˣˬ˩ ˰ˣ˵˧˟ 

˭˧˰˶ˠˢ Φ˸ˣˬˡ˵˸ˢ ˸˧ˠˣ˪ˣˮ˩˦ xʕ ˢ˪˩˧ ˫ˠ˶˸˧ˢ˪ ˫˸˶˧ˢ˪ˣ ˭ˣˣ˧˩˪ ˧˟ˣ˧˥ ˭ˣˠ˩ ˢ˧ˠ˶ˮ˞ ˢ˵ˣ˶˧ ˨˞ ˫˧˸˧˰˪ ˸ˣˮ˲˪ 

˪˞ ˭ˣˣ˧˩ ˧˪˧˪˷ ˪˷ ˯˶ˢ Σ˭˟˶ˣ˥ ˪˟˯ˣ ˟˶ Φˢˬ˧˷ˣ˶˧ˢ ˧˵˞˯ˠˮˣ ˭s ˸ˣˡ˰ ˨˩˪ Φ 

˨ˬ˯ˬ˟ ˟ˣ˶˵ˢ ˣˮ˥ˮ˞ ˫˧ˮˣˣ˩˸ˬ ˠ˧˴ˢ˪ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˞˷ˣˮ˟ ˸ˣ˧˦˶˲ ˸ˣ˧ˬ˧ˮˣˮ˞ˣ ˶ˣ˟˧˥ˢ ˸˷˶˟ ˦ˮ˶˦ˮ˧˞ˢ Φˣˮ˞ 

˫˧ˮ˧ˬ˞ˬ ˷˸ˣ˩ˤˢ ˸ˣ˧˦˶˲˪ ˞˧ˢ ˟˞˷ˬ ˧˶˦ˮˬ˪˞ ˫˪ˣ˩˷ ˫˧˞˩ˤ ˣ˧˪˞ Φ˨˞ ˢ˸ˣ˞˟ ˢˬ˧˷ˮ Σ˫˞ ˟ˣ˵˰ˮ ˶˥˞ 

ˢˬˠˣˡˢ ˣˮ˥˸˲˷ ˢˬ˧˰ Σ˧˶ˢ ˢˤ ˶ˣ˶˟ ˧˩ ˢˮ˩˯ ˸˧˷ˬˬ ˸˟˶ˣ˰ ˷ˬˬ ˶˟˰ˬ ˢˮ˧˲˪ ˪˷ ˸ˣ˩ˤ xʕ Φ 

˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ Σ˞˪˪ ˯ˣ˟˧˩ ˫˧˪˧ˬ ˭ˣ˧˯˧ˮˣ ˸˞˴˪ ˧˪˵˧˦˧˪ˣ˲ ˦˵˶ˣ˵ π ˶˥˞˪ ˸˞˧˶˵ ˶ˬ˞ˬˢ ˪˩ ˣ˧˞˶ˣ˵ ˣ˧ˢ˧ 

˫˧ˡ˧ˣ˴ˬ ˰ˡ˧˟ ˷˶ˡˮˢ ˪˧˟˷˟ ˶˞˷˧ˢ˪ ˫˧˧ˬ˧ˮˣˮ˞ ˸˷˶˟ ˫ˠ ˢ˶˵ˬ˟ ˪˷ ˰ˣ˴˧˟ ˸ˣ˲˧˵˸ ˸ˣ˧˦ˮ˶˟˧˵ ˸˶˲ˢˣ 

˵ˣ˥ˢ Φ˧˞ ˨˩˪ Σ˷˵˟˸ˬ ˱˶˴ˮ˷ ˸˯˩Ϧ˥ ˧˪˞ˬ˶ˣ˲ ˧ˮ˲˪ ˭˩ˣ˸ ˶ˬ˞ˬˢΥ 

 ˢ˪ˣ˪˰ ˶˷˞ ˸˧˵ˣ˥ ˞˪ ˢ˪ˣ˰˲ ˪˩˟ ˨ˣˬ˸˪ ˣ˸˶ˠ˯ˬ ˪˩˟ ˶ˣˬ˞ˢ ˭˧˞ .ˡ˟˪˟ ˸˧ˡˣˬ˧˪ ˞˧ˢ ˶ˬ˞ˬˢ ˸˶˦ˬ"

 ˞˪ ˭˧ˤˠˬˢ ˸ˣˣ˴ˣ ˶ˬ˞ˬˢ ˧˟˸ˣ˩ .ˣ˩˶ˣ˞˪ ˸ˣˠ˴ˣˬ ˶˷˞ ˢ˪ˣ˰˲ˢ ˸ˣ˶ˣ˴˸ˣ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˢ˪

ˣ˞˷˧˧ ".˶ˬ˞ˬˢ ˧˶ˬˣ˥˟ ˵ˣ˥˩ ˞˪ ˷ˣˬ˧˷ˬ ˣˬ˶ˠ˧ ˶˷˞ ˸ˣ˞˴ˣ˸˟ˣ ˸ˣ˧˶˥˞˟  

ˣ˧˷˩˰ Σˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˢˬ ˫˸˞ ˧˞ˡˣˣ˟ ˫˧˟˷ˣ˥Υ Ϧ˶˴˧˵ ˶˟ˣˡˬ ˡˣ˰˟ ˨ˬ˯ˬ ˶˧˟˯ˬ˷ ˪˰ ˸ˣ˧ˬ˧ˮˣˮ˞ Φˢˤ ˞˪ 

˨ˬ˯ˬˢ ˭ˣ˷˞˶ˢ ˞˴˧˷ ˣˮ˪ ˞ˣ˶˵˪Ϧ Φ˫˞ ˧˩ ˢˡ˧ˬ ˪˷ ˸ˬ˞ ˣ˵˟ ˢ˟˷˥ˬˢ ˮˢϦ˪ Σ˟ˣ˷˥ ˣˮ˪ ˭˧˧˴˪ ˧˩ ˨ˬ˯ˬˢ 

˟ˣ˶˵ˢ ˢˮˣ˷ ˸˧ˮˣ˧˰˶ ˫˧˩ˬ˯ˬˬ ˫˧˶˥˞ ˞˷ˣˮ˟ π ˷˧ x˪ ˞˸˩ˬ˯˞ ˸˧˸˪˷ˬˬ Φ˪˩ ˸ˣ˵˧˦˵˶˲ˢ ˶˷˞ ˣˠ˴ˣ˧ 

˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢ ˣ˯˯˟˸˧ ˪˰ ˨ˬ˯ˬκ˨˧˶ˡˬ ˧˪˞ˬ˶ˣ˲ ˪˷ ˸˪˷ˬˬ ˢˮ˧˞˶˵ˣ˞ Φ˭˩ ˭˩ Σ˨ˬ˯ˬ ˧˸˪˷ˬˬ 

˫˯˶ˣ˲˷ ˢ˧˯ˢ˶˲˟ ˡ˴˧˩ ˰˴˟˪ ˢ˶ˣ˴˟ ˢˮˣ˩ˮ ˸ˣ˲˵˸ˬ ˶˟˧˧˯ Φ 
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 :˫˧˵˪˥ ˧ˮ˷˪ ˵˪˥˸ˬ ˶ˬ˞ˬˢ 

¶  ˸˷˶˟ ˸ˣ˧ˬ˧ˮˣˮ˞ ˪˰ ˦ˣ˶˧˲ï  ˡˣˬ˰ ˡ˰) ˧˦ˮ˶˦ˮ˧˞ˢ ˪ˢ˵˟ ˰ˬ˦˧ˢ˪ ˡ˴˧˩му( 

¶  ˢ˲˧˵˸ˢ ˧˪˩ ˪˪˩ ˪˰ ˶˵˥ˬ) ˫ˢ˧˪˰ ˣ˴˧˪ˬˢ ˫˧ˮ˧˞˶˵ˣ˞ˢ˷мт .(ˢ˟˶ˢ ˷˧ ˭˩ ,˨˪˧˞ˣ 

 ˵˧˲˯ˬ ˫˧˧ˬ˧ˮˣˮ˞ ˫˧˷˧ˠ˶ˬ ˫˸˞ˣ ˢˡ˧ˬ˟-  ˡˣˬ˰ ˪˞ ˨˶ˡˢ ˪˩ ˳ˣ˲˵˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸мт ˶ˬ˞ˬ˟ .

ˣˮ˶˵˥ ˬ ˡ˥˞ ˪˩ ˣˮˠ˴ˢˣ ˧ˮ˧˞˶˵ˣ˞ˢ ˨˶˰ˬ˟ ˫˧˪˩ˢ˶˪˧˧ˣ˲˯) ˫˧˟˷ˣ˥ ˣˮ˥ˮ˞ ˰ˣˡˬ-(˦˶˪˞  ˫˟ˣ˶˷ ˦ˣ˷˲

.(˸ˣˮ˧ˡ˰ ˫˧˪˧ˬ˟) ˫˧˰ˣ˶ˠ 

˥˵˧ˮ ˡ˰˴ ˢˬ˧ˡ˵ Σ˸˶˦ˬ ˨ˬ˯ˬˢ ˞˧ˢ ˢ˦ˣ˷˲ π ˠ˧˴ˢ˪ ˸˞ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˧ˠˣ˪ˣˡˣ˸ˬˣ ˢˡˣ˟˰ˢ ˰ˠˣˮ˟ 

˸ˣ˧ˬ˧ˮˣˮ˞˪ ˸˷˶˟ ˦˶˲˪ˣ ˪˰ ˸ˣ˲˵˸ˢ ˡˠˮ˩ ˫˧˸˶˷ ˫˧˧˦ˮ˶˦ˮ˧˞ ˭ˢ˧˪˰ ˫˧˴˧˪ˬˬ ˫˧ˬ˶ˣˠ ˫˧ˮ˧˞˶˵ˣ˞ Φˣˬ˩ ˭˩ Σ

˭ˣˣ˧˩ˬ ˣˮ˞˴ˬ˷ ˶˲˯ˬ ˫˧˧ˣ˵˪ ˨ˬ˯ˬ˟ ˫ˢ˪˷ Σ˱˧˯ˣˮ ˸ˣ˴˪ˬˢ ˢ˥˦˟˞˪ ˸ˣ˧ˬ˧ˮˣˮ˞ˣ ˢ˟ˣ˦ ˶˸ˣ˧ Φ˳˧˪ˬˮ ˫ˠ ˪˰ 

˸ˣˮˣ˧˰˶ ˧˪˩ˣ ˢ˲˧˵˸ ˫˧ˮˣ˷Φ ˨ˣ˸ˬ ˢˮ˟ˢˢ ˸˧˯˧˯˟ˢ ˢˤ˷˩˷ ˰˧ˠˬ ˸˰˧˶˲˪ ˵ˣ˥ˢ ˰ˣ˴˧˟ˣ ˫˧˷˰ˬ ˫˧˪ˣ˪˰ˢ 

˰ˣˠ˲˪ ˷˲ˣ˥˟ ˫˩˪˷ Σˢ˶˴˵ ˢ˰˧˶˧ˢ ˪˧˩ˢ˪ˬ ˸˞ ˪˩ ˷˶ˡˮˢ ˪˧˟˷˟ ˞ˣ˟˪ ˧ˡ˧˪ ˧ˣ˴˧˶ π ˨˶ˣ˞˪ ˶ˬ˞ˬˢ 
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