PCl oy DNl D'znYn

'01 NN NXN

nNTN

vann NTIEmM PCl-n 'fam 7v 'wyN D7IVN DR APO' MMNKNN |3'7I NNIN YR NIf'm TINN 7In X

N NTNKRA 7W NIMPYN NNOAN .Y'¥N7 AT 0717 W'y AYiynn N1NIY NDINN 7

.N7Y9N NdWN NIMS0 K77 DA NNIN 217 (driver) 12T MY 0750 DR KIRT7 7907 e

X1 0NN (PN N IOMMU-D TXD 12007 ,0170 7w NIZID'NN 0'71VY DNANKD NIX 107 e

Lo NN

.N'TM 9IN2 NNIXR NI7YNYT IR X7 MyX7Y 79 NI TIR ITMUN INN TR WO AR IIRNN 17001

N"7Y MNR/197 'T'ON [ND'T7 NW'A D27 NNYONNY N'I90/170 RIXNYT Y701 IR 220N7 1701w nan 7y

.N7VU9NN Ndwn

PCI

Y"\n'? 117 TWONAY NT NXIN TAyNN .TAyNN XN 2AYNN 'NIyvawn DN ninn 2w ppal 7'nm

'0'0D NI¥N7 TWONX DN .01 DI 117 DITIVY DNNIN DY TIV DIY! 22N NI J']I|7'JI'7I ninin

IWON 770 10T . Tayn? InwhD BUS-2 0ManNn 0D DNIXR 75 NT7n1 12DV 17'9X1 717 ,0n ,nwN

R —

[ Teru RAM

|

[

e PClhost b ——————_ o
=== bridge |———————=
|

I Bus 0
: I |

| | Graphics PCl bus LAN

| adapter bridge adapter

|

| I Bus 1
[

: SCSI HBA

[https://docs.oracle.com :1ijmn]

TAYNn DX N7V nwa 7w 2107 At DX NINTY
Host

gg;'::;s D'71710N91 DN "DMaTA" ONl NnINn NNl

INQAIT? ,'MINIY DADINN p'mw TIYa .D"TAM
,0MNX .USB aion 1ia'na nann! ,TI'I"?|7YJI 110y

PCI (Peripheral 7w ~x'p) PCI Dwa ia'na Nanny
address

domain .Component Interconnect)


https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/

:NIN NI2NN .0N901 3-1 NY1AY NAIMND W' (7RNY T¥N) Nn'w1a 2D 70 YW N1 17 0w na

Bus : Slot : Function

[¥N"7 710' 21271 02D DANNN DR Slots 190N W' Bus 727 .77 KIN XD IRINN TWX N1ann
NDYNT7 XY DX 2'¥NY TR YA 0'01D ,KNAIT? ,011Y 02D 190N 1D TpoNn?I functions 10N
wnnwK (NICs) nwn '0'u12'7 NNaom X7 nwhin '7 w'w 7721 .011W nwA 1001 190N D AYonn

JNKNN YYNNA XNAITD DN

N2 NI713' 190N W PCI-A DNANNNY 02D DNINY
DIAT? TXI NINION NI71VD YX¥A7 nninn ' wnT? 'Kwn Tavnn - IRQ (Interrupt Request) o
w' 271 TA'W NIDQ NI IT ATy Ny L(Poll Mode) n71von NX y¥a? im0 DNy TV NIX
)2 -Interrupt X'l Y9N0 NdWNI TAynn T 7Y Mvn 7apnw nwpa DIr'? 0T nnnin oy
N7X Interrupts-n 7w D71V7 ONY'NIX X7 IAXNN 17002 .07 NRIND'OXR NTIAY NNIXN IXY7 N1

.DNIYYT 1011171 TNRNN 2NY NINn'? DMA-Q Tpnnx

Taynn T 7Y nwyn (RAM) [ND'T7 ARMP/N2mdY nipna - DMA (Direct Memory Access) e
DN DAL TION [ND'T7 MW DWW DIIYD DRDYY7 ,TIAY DD N TAt7 217ve nan  unnd
NN'Y' ANI'N TYINN NY2ANY A7'an XnaT? .Taynn DIvnn X77 onTiay nX yxa? ot

JIWN 0'0DN T Y N

PCI Configuration Space

-Nn yIN :n1yn) PCE 2D 75 .00¥NM DNY N¥IIADIRZ NNTYA 021w PC-n a0 v y'own NN
'0NI9 YW T 7Y NWYN ITR INIK 7R NWIN .DY10117 ITR 7W 0N 256 |¥n*7 2'1nn (Host Bridge

:0'%an I/0-n

1ANIX PCI 20 7w Aol NNy |7 wnwn Xin .CONFIG_ADDRESS DA X173 N7 LI - OXCF8

:DXNNA D' V97 ANDIY MY0oNN 7vin ,|D'7 .offset nT'xa1 NWA? 0'1*21vN

Bit 31 ‘ Bits 30-24 ‘ Bits 23-16 ‘ Bits 15-11 ‘ Bits 10-8 ‘ Bits 7-0

Device Number | Function Number

Enable Bit ‘ Reserved ‘ Bus Number Register Offset'
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Technologic

X'NY NAIMDY? yraxn? nnn on D 17 o'wh awn offset-n NX 1"y nIwUxIn 0-7 D'o'an e
.D'09X NI'N'7 D'2''N DIINNNN D'V'AN 2 [271 N'X¥IIA'DAIZN 1NN 0'N2-4 7w NII9d]
(NN 19Y%) Nwah 0ravn NN 19X PCI-N AN YW Digmin DR Dty 8-23 0'ofan e

.CONFIG_DATA-7 "'y nwAWOR? NIN 7y 17T NIrn7 1 31-n0fan e

17X 22701 NIMDN DX CONFIG_ADDRESS 11yaj7w WnKY7 .CONFIG_DATA DA X171 N7 019 - OXCFC
NAMD/ARNP WX 0197 infout NITIRO .CONFIG_DATA-N 7NT I'78 NWA7 [N NYD ,NWA7 n¥M

NXAADIUPN TR 7Y DRIYRIN NITYN 22 |212N] IXIQ ,NYD .DXNN]

kil 16 16 0

Device ID Vendor ID 00h
Status Command 04h
Class Code Revislon ID | 08h

ST | Fader | el |t oon
10h

14h

Base Address Registers 18h

1Ch

20h

24h

Cardbus CIS Pointer 28h

Subsystem ID Subsystem Vendor ID 2Ch
Expansion ROM Base Address 30h
Reserved 34h

Reserved 38h

Max_Lat Min_Gnt In::‘eirl:upt Inl-tic-,;]r;upt 3Ch

Figure 6-1: Type 00h Configuration Space Header

[http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCl/pci_conf space.pdf :11pn]

W .0x8086 Wi N 17'D' XNAIT? Intel AN xn 7w ID-Nn X DI"¥nw DN 2 - Vendor ID e
.N1IXY NAIMD1 21 07 X7 |"¥n OxFFFF

0¥ TV IN1IW QDN 7Y TINT DNTA DY¥NY 0N 2 - Device ID o

:NAN '7NNN N2 079NN Nown W avyn Ynna, P
.bus 22 p"MwWOKN slots-n 72 NX pnon nownn .1
.(VendorID) 2> 72 7w lwx1n DWORD-n DX XN .2
:OXFFFF X7 XNIn Wi nTna .3
7¥ 0'nTN NIKOYZ N1 ,277 0O'RNNN N2MYTN DR INAY AT '9 2v1 DevicelD-Nn R pIMA7 W' .a

.X2N NX2 02
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http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCI/pci_conf_space.pdf
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Technologic

|21 ANKRYI A¥INY N1ANN XY 79071 NYAY YTI'Y TIZ 0IWS AT ?0'7XIW ONKR 12T INIK AT NNl
19 7V 1YWY AN M1I1'Y DNIX .N1ANNNA 'oNY7 [N DNIX DAY 2'DIN 7Y [ND'TA NITR INYA

2D INIR 7Y NX'N NIRAIN

wnwny DPDK nwa open source-1 .X7¥ 12aNON ?N7¥9nn NdIYN1 NAY7 2N 12T INIX DXN
NYN '0'01D7 DNAMT [INN DM user space-NN R'N N¥YNIN 70U NdD NNN NIYPEN NIIYD y¥a7?
NYIAN NIXWIN DR user space-7 N7 X'N ININA 70W 11WKR 12T YT 2V nwyl NTn DOZN .D1IY
NNWNN X77 7272 user space-nn N'WYI N al7n 7D pn ANK71 PCI-n 2D e nd 77 Nixinan

275 nvonin noavn

X7 v N |07 hypervisor NN TIp NNAIT D27 MOIY .nwn nnp'7 DA [N ,NYA D' INNY NI

JNXNN D71WN KN W AT 2V DA hypervisor NT N [XD 2'NIN

N71Y9 ,Nj' NINYIoON NIZIY9 TWROYW D TIR 7¢ N1OW 9'0In7 Tayna 12NN NNYPY NI¥PA 10X
2V DA NRT 7007 NI .AUNINNY D71Y91 7907 N¥M T 727N 17DTOY N2dWNI 709N Taynn

:N7Y9NN NDWN NYx¥anw 1/0-n NITIR9Y7 proxy NNKRA KIN [XD D7 A'¥RY TIpn .1/0 NITipo

attribute ((always inline))
VOID INLINE _ out (IN DWORD port, IN DWORD data)
{
asm ( 3 ¢ (port),

}

attribute ((always inline))
VOID INLINE Aiin(DWORD port, DWORD PTR data)
{

asm ( : (*data) :

(!is in)

__out (port, data->guestRegisters.rax);
if (port == 0xCF8)
{

data->currentCPU->currentConfigAddress = config address;

DWORD in data;
__in(port, &in data);
if (port == 0xCFC)

{

if (data->currentCPU->currentConfigAddress.slotNumber 0x03)
{
in data = Oxffff;
}
}

data->guestRegisters.rax = in data;

PClov 0ani o'pnwn
www.DigitalWhisper.co.il
4 2022 'oOx ,138 |12



https://www.dpdk.org/
https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf

N2 NY WImMN XD

N1aNN 'S 7Y ANdIYW YN DX MWL NTIRON DR y¥a 0xCF8 11197 OUT NTIpo wr twNd .1
OTIP 'MIRY

.3790n slot-2 PCI 277 N1y K0 ORN 2ITAN IN DT W awNdy .2

.OXFFFF-2 RAX M2IX2 NITN7 NMIMXY NRXYINN NN q"‘znn JJ200K .3

VX211 TWUKXD D71 N2 XINW NINNY 11a'n2a PCE DY D'pw NINT? ant7xn X7 n7w9nin nd>vn oAl
‘271 Ispci
ri Feb 25 14:11:42

Intel Corporation 44 { PMC [Natomal (rewv 02)

tel I tio [Matoma,Triton II]
face: Intel Corporatior *TTX D Matoma/Triton II]
i ntel Corpor ]
GA compatible

DNAYINN X7 71X .3 slot-2 0TI OW D" A'Y DYWIN 0'01D X777 DTIgRN NN NNIX NNTI
NN Da PCLann 78 nwi nN/nion? NIy XN NIvAYNAN 72X N9 AXINY 00PN YoInn TNI'na

.N1DINN

PCI Express

-0 7w N1ana v T Ik 01w LPCl Express XINW PCI-0 11a'N 7w NN T axin 2004 nava

(NMIN 7w Wik X7 X ,21¥) DIVNI9 NND TIVA AXNIDI DAYXPA ,bus

NNN7Y MINI 75 0TI DONXK YR .NNINYN X'N DA NDINN 7W 0anD NTIRIA 2D17 nwan
DTI? D27 '"MAXNY NV'WN 271 Backwards compatibility 7y Wniv [pnn Ty 0217 nwan nnuny

.TIAyn [Ty OxCF8-1 0xCFC 0'v1I9N DY |27

NN XNP712M3Y7 NI [N2'T 2NN X7X /0 '0119] win'y nwyl X7 DYDY NIN 'TOINN ''Yn
[91XQ 27N 7W NIANINNN 7V Y'OWN YTAMY [IN2'TN ITR? AP N2NDY XD Diynwnn .((MMIO)
[N2'TN 2NN L9010 .1NXY Tayna X71 RAM-1 DRIMNY Nnin MR 7y md N1 2y 21wn? |na - e

2070 7Y |ND'T 2NN INIXR NIX D'RYIN T¥D 027 A'¥X NYd1 .02 4096-7 0'NA 256-n 7712

27w NIYLIY NIN7AL 7Y qoIX DINA 771D (“Advanced Configuration and Power Interface”) ACPI
nNNIND 7Y YT NI7HN NIK7A0 NIR .27V900 DDy 197 Ty ,Nd2'T? 2v7yn '7nna oTpin

N2 XX¥N1 YT'AN 72X [1ND'T2 NIX7A0N DX RI¥NT TXD 2'NIX K7 NN NNty
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Technologic

:NIN N7W n1annl “MCFG” Signature-n NX N'7'oN D'YSNN NNIXY N'7200

Offset Length Description
‘0 4 Table Signature ("MCFG")
4 4 Length of table (in bytes)
8 1 Revision (1)
9 1 Checksum (sum of all bytes in table & OxFF = 0)
‘ 10 6 OEM ID (same meaning as other ACPI tables) = ACPI Header
‘16 8 OEM table ID (manufacturer model ID)
| 24 4 OEM Revision (same meaning as other ACPI tables)
‘ 28 4 Creator ID (same meaning as other ACPI tables)
| 32 4 Creator Revision (same meaning as other ACPI tables)
36 8 Reserved -
Configuration space base address allocation structures. Each structure uses the following format:
Offset Length Description
0 8 Base address of enhanced configuration mechanism
44 +(16*n) 16 8 2 PCI Segment Group Number
10 1 Start PCI bus number decoded by this host bridge
1" 1 End PCI bus number decoded by this host bridge
12 4 Reserved

[https://wiki.osdev.org/PCl :1m]

170 ACPI Header Xin (7'710 32 offset TV) nlann n7'nn e
"Reserved" DNW O'N 8 W' PN INX7 o
JINR NNIYA 79 wnn an%,07200 IRA 2'on7 N 1P TR NRY YN 2'NNN D INR. @
:D'NAN NITYNN 20N wnn
XA TR NN 7w NAINDN - Base Address o
BUS-7 "avn groini 1NN 7w NN DR 7*Tan PCI-E - PCI Segment Group Number o
7 N aN? .0Na'n NP NYONNY N90Il NN L (segment) Domain WA NTAN
.0 DY TNX Domain
.(0aN%) yojmin on"nn 1IWKRY Bus NT'X7 - Start PClbus o
.(OxFF an%) yojmn on"nn bus nT'X TV - End PCl bus o

"reserved"D'Ma4 o

19'¥90 101 7W N'YIIADIIR INX7 NN 7Y, NIYIIA'IZN ITR 7W N'7NNNN DX |'¥N Base Address-n

XAnN Av'N2a Ty

start bus) << 20 | Slo | Function << 12)
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Technologic

UNNYN XY "0Pnunn 3"-n DX 027 QIYNX [IND'TN 2NN DX XIXN7 yTNIn 70 X 117 U'y Ny

2

Nip*Ta Nao

¢ 77NN NNM2aY 1anon .QEMU 2un VM DTV K NIRR0 A0 Y7107 N wnnwn IR TN
PCI-E2 ndninw N™78107'1 NN 0¥ 21 nTna .PCl Express-2 X71 PCl BUS-2 win'w nwyl QEMU

1 ynnuxrY QEMU 7w nth n71ynn 1'X¥'DN 2V TIY RNpRY N1 "-machine 35" 7aTh NX q'oIn? v

XD

:0N "MIN'T DNIX 02220 ,NYY 0'0IDN 7 DNIYWKRIN D'NAY 111XV VAN N0 NYD

typedef struct {
UINT32 Signature;
UINT32 Length;
BYTE Revision;
BYTE Checksum;
BYTE OemId([6];
UINTG4 OemTableId;
UINT32 OemRevision;
UINT32 CreatorId;
UINT32 CreatorRevision;
} attribute  ((packed)) ACPI DESCRIPTION HEADER;
typedef struct {
UINT64 base address;
WORD pci segment group number;
BYTE start pci bus;
BYTE end pci bus;
UINT32 reserved;
__attribute  ((packed)) BASE ADDRESS STRUCTURE;

ef struct {
ACPI DESCRIPTION HEADER header;
UINT64 reserved;
BASE ADDRESS STRUCTURE base[N];
} attribute  ((packed)) ACPI MCFG HEADER;

N7NNNN DX DY DIVN DN0NN9N DX 0'9 TN 7011 "MCFG"-n N'720%7 y'axYxnin NN X¥XNIY 1NXRY

:2190n slot-2 NY> X¥xNIW NYWA 0'0 DN 1Y N'XAIA'01PZN NITX v

HEADER* mcfg mcfgTable;
add = mcfg-> o : < ) I (2 <<

Prirlt ("*****************\nll> <

Print ("PCI domains %d\n", (mcfg->header.Length -
Sizeof(ACPIiDESCRIPTIONiHEADER))

/ sizeof(BASE_ADDRESS_STRUCTURE));
"PCI Base Address \n", mcfg->base[0] .base address);
"PCI Start Bus Number \n", mcfg->base[0] .start pci bus);
Print ("PCI End Bus Number \n", mcfg->base[0].end pci bus);
Print ("Slot 2 Address: \n", address);

Print ("First Bytes: \n", *(UINT32*)address) ;
E‘ril’lt ("*****************\n"> ;

Print
Print

(
(
(
(
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https://wiki.qemu.org/Features/Q35
https://wiki.qemu.org/Features/Q35

NI NX¥N 79 output-nl
R AR AR AR AR R R R A AN

PCI domains 1

PCI Base Address 00000000BOOOOOOO
PCI Start Bus Number 00

PCI End Bus Number FF

Slot 2 Address: 00000000B0O160000
First Bytes: 0000000010D38086

RAEARAAAAAEAERERE R RN AN

.(Qmnxn1 DITRN 0'Yaxn 7un) nwa 0'vdN 7w VendorID-ni DevicelD-n X 1727w 17 0'wh N2

NTIPON NKX Y"\n'? [N NdnNn v [N2'TN NINNT NRIIYA YX27 D'¥YNIENT'N

sudo cat /proc/iomem

atvall

.(PCI Base Address) 110Xy IIXX¥NAWY |ND'TN TR NTY ['N2NY7 [N NI

N7 X'D N72V90N NOWN 7w nnuaw N nivawnnl “Reserved” 1IN MIon [N NITRY A% MY
NINY 11N NNON AN NIYYIYZ DDNIX AT [T ATK? NWa .A%W DDan? At N2 Wnnun

0Wwnn v nninn 1A 7y NNy yiown
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Bash-aamT

NTIAYN PV ,'M2TY 9D .NNNINT 12T W N2'MdY7 WINTN YT DR 007 'Naxn D'MTIpn D'p7N2
'TANY 217 '0'02 12T AN, NYD L[INJ'TN 97D 27N [¥N'Y N'XIIAIIRN 2NN DY TIAY7 RN

JN2'T7 MDA K11 2N NOTva .DMA N7

QEMU-7 71"w X101 DONIN 21 RIN edu “edu” DWA ["Iyn 21 XIN 12T 17 2MIY 20N
22va 17w IPNnn TIRA DA 2IANN7 N1 .(D'0ITIVO NIAY FTIY! [SIN] AND]) TN NNUVNYT7 Ynwn XInl

{27 DR 9'0INT W INIX 70N NYRI0YIIN NIDNNY

-device edu

VTN LININ 291177 [N TYD1 XN XIN NN 207 NN 7V 270 79 01900 DR KNP XD XN 27un

XD DN 17D

NNIYRIN NINTANY 0NN N'WUK)
PCI specs

PCI ID: 1234:11e8
PCI Region 0:

I/0 memory, 1 MB in size. Users are supposed to communicate with the card

through this memory.

[>n ANX7 .DevicelD-1 VendorID :aINRN TAXNN 107N [AMdY IXINN 7¢ ID-N DX NIKY7 [N [XON
TR DPIMN N9'R .(MMIO) 17W R'YA'91IR7 wnwnw [ND'T TR 7¢ nan W' 2019w 1% 0'wY 1N
NN NITRN [IWRIN (Base Address Register) BAR-N MNTYa IMIN ANKYT N1 ?ATD |N2'TN

:(BARO) "7'70n

Register | Offset | Bits 31-24 | Bits 23-16 Bits 15-8 Bits 7-0
0x0 0x0 Device ID Vendor ID

0x1 Ox4 Status Command

0x2 0x8 Class code | Subclass Prog IF Revision ID
0x3 O0xC BIST Header type | Latency Timer | Cache Line Size
0x4 0x10 |Base address #0 (BARO)

0x5 0x14 |Base address #1 (BAR1)

0x6 0x18 |Base address #2 (BAR2)

0x7 0x1C |Base address #3 (BAR3)

0x8 0x20 |Base address #4 (BAR4)

0x9 0x24 |Base address #5 (BARS)

[https://wiki.osdev.org/PCl :1jmn]
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https://github.com/qemu/qemu/blob/master/hw/misc/edu.c
https://github.com/qemu/qemu/blob/master/docs/specs/edu.txt
https://wiki.osdev.org/PCI

B Technologic o

0i712'72wW DdY% N7aX ,0'DY Y7NYI NN NITR DY TIAY? 0721010 11D DNRY YTI' 'ARY [11'DN
Yn'? na

:BARO-1 D2 D"'7 NT W ,0xfea00000 NAINDA [IND'T TR D'PW NIXY [N NAIWNAL

00:03.C
ice 1100
(=] g 1, latency 0, IRQ 11
Memo at fesz 000 it, on-prefetchable) [size=1M]
Capab

DNAY NN KIN [IWRIN 7700 ,DMA-D 7w API-2 Ti7nnal 270 7w 019NN NX KN7'7 1'wna  Nyd
.0'M2 4 anN2 1901 17W NAIMDY 2INd1 NIVYWO] 7Y 191177 N¥I1 IWXD .27 NIKIINN DX 0'1D)
NXIINNT NYNINN X' 197 "NoS5M" N2MdN DXV 7aX [IND'T7 2Nd1 N 17'KD 'R RN

('Miynwn NnRa X7 N2IMD7 N2IMD 2 7NN AT 7722) 217 nnay

Ox80 (RW) : DMA source address
Where to perform the DMA from.

Ox88 (RW) : DMA destination address
Where to perform the DMA to.

DMA transfer count

The size of the area to perform the DMA on.

0x98 (RW) : DMA command register, bitwise OR
Ox01 -- start transfer
0x02 -- direction (@: from RAM to EDU, 1: from EDU to RAM)
Ox04 -- raise interrupt ©x100 after finishing the DMA

2NDY [A NIT'AT NYSIXRD .vn 0x40000 NAINDA 7'ThA 2010 )2 Ty 270 7w DMA-N [1mn
script-2 wnimn N'N' 2IMD1 NNIXY 2T LJN2'TA IR 1 Inn XN IR [ND'TTan )wn INIX X
:NINQN N71V9N DX Y¥A* KINl bash 7w

.0'M14 'nyn7 W' nnn namy 207 YN L1

D'NA 4 OPIMN NAMNDNL,Z'NVN KINY DN 4-0 X DX 2IMD7 NN 217 1FTAY KIN DN NK? - .2

JYRAN NAINDN "MNK

PClov D101 0'pnwn
www.DigitalWhisper.co.il
10 2022 'oOx ,138 |12




Technologic

busybox X1j7aw 701 wnnwa ?bash-2 NT DX wNN1 'RI1.700 0T,|ND'TA DN 4 7Y 7190w :ARXINND
AT'ON [N2'T7 N2'MD Y¥a7 7210nY

2 AR TIEN

#!/bin/bash

ADDR=0xfea00000
DMA_ADDR:OX9be 0
sudo busybox devmem . Oxffffffff

sudo busybox devmem P 32 $((DMA ADDR))
sudo busybox devmem 3 32 0x40000

sudo busybox devmem < 32 4

sudo busybox devmem < 32 1

sleep 2

sudo busybox devmem < 0x40000

sudo busybox devmem z $((DMA_ADDR + 0x4))
sudo busybox devmem : 4

sudo busybox devmem : 3

sleep 2

sudo busybox devmem

:D'N2N DA7WNN ' TN
4 |2 7Y D2 2D 90w XN InIX [IN2'TNI N'XAIA'OIPN NITX 7v namon NX YT n7nnima L1

JInd NN 0'NA
2070 79 N'TAWN7 0NN 4 DR P PR nNg - 2

22TN DX N2 2DINY PITAT XD NFOAIXR N T .ANTN0N NNAVAY RTH? Nan 7Y sleep w91 .3

(jna'th 2NN DX Y 210 DA L)) NNV 7w N7NNN onw 0x98 NaIMdA NP7 TV
(1P9'OW [ND'TN JWNN) 4 7w 00N NNXNIY NAIND7 2N W ynnn D'MaN 4 NX 'yl .4
.NNYNN 0I'07 TV sleepaiw yxd1 .5
N17%0 PINNNY XTIHZ DR 112N0W NAIMDA WA DX 0'9T1 91017 .6

7w DNYxN7 '0Np XINY 'MIoNNY 7N Y 73X PR bash-2 72T amd? nnxn lgn e

DY 2DIN W DMA-D yIIN7 ZWOKNNY |ND'T 72T 0" .)*70nn
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Technologic

2 XMW "Command Register" nwa nTw 0 (772 19182 PCI 201 7w) n'¥1A911Pn 2NN Jina

Command Register

Here is the layout of the Command register:

Bits 11-
' 155 Bit 10 Bit 9 Bit 8 Bit7 Bit 6 Bit5 Bit4 Bit 3 Bit 2 Bit 1 Bit0
Fast Back- v M Wit
Interrupt ast Bag SERR# Parity Error e ’ e Special |Bus Memory | I/O
Reserved Disable to-Back Enable Reserved Response Palette and Invalidate Cycles | Master | Space Space
Enable P Snoop Enable y P P

[https://wiki.osdev.org/PCl :1ijmn]

nm 7y 371 DMA yx2%7 277 NMwOKN NRTA N715'N,"Bus Master” NXI7aw N710' |'xn nTwA Bit2

'R, 7Y D790 N7'NNA NYYIAIAIZN ANNA NTH 7aTN DX 7' TRY W T manny

2NN DX NX7 0'72100 12D ONX DD TV 1AKRNA 0D7 'M79'ow 070 72 NITya ?NT NN D'WIY

.0DDONXY1 INIX ']I'\DLII 20N WY n'X11A'91InN

IOMMU

IN Input-Output Memory Management Unit-n Xin PCI-n 'a'D>1 07102 DawNn DM TNX

JOMMU nia'n 'wxN2

:DNANK 1901 N7y NXT N713',(DMA) 'T'9n [IND'T7 N'W! NWA WP 0'ADNY7 |07 0TI 'MNDThY '9)

YIoWUN7 013 27N 7w N7 DR XY qpin 'o17'NY IX 17w driver-2 IN DYION 2D v L1

NAIND NYA 0'0dN DY DRNNY QIN X'N NIV RNAIT J10wn'? mn PT]'? DNA71 'T'D [N 2y

"IN NN NINYAN QINYT 'RY T 0701 NAIMdNL,NMIYRNN NI7AN DX 7277 no¥N Xin naY

NN 'T'9N NIINDN ANNYT NYTIN NN K7 775 1072 N7RI0NIN NIdNn ANTYRIvTN 07va .2

EPT-n '© 2y NwI9 N'7NI0N1N NN jon . "EPT" bwa 720 1 72y Nnir 0% niumnon

Main Memory

]

——
Device

— —
| loMMU l MMU .

3 Physical addresses

A H 1
addresses :  Virtual Taddresses§

Device | | cPU

-
S R R P P

[https://www.wikipedia.com :1iIpn]

nOWNAN TR NIT'O NIUND 1 R DN 200Nl
NAIND 2N DY DXNY 172100 X7 NN n7von

.DNIY NX YNYUNY N'1'

DANK DY TTIANN? Nin 72y ¥ IOMMU-n 200,21
NI'T'S NIANDYT YA 2NN Yam XINY D T 90 19X
N'T'S NAIND |27 Ui 2'21NY NAIMD |2 DIATN y¥Ian|

.paging-n (122107 NnITa
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?]1221n0 AR 'R
.paging-n 122107 NnIT IOMMU-N 'M1"¥Y Ind

XN NIXA TAY 112100 U197 N7RI0Y NAIMD "2 nNNY? wnwnw DN [12221 NIN Paging

Virtual Address

Level 1 Level 2 Level 3 offset

PTBR o Frame offset

Physical Address

ETE

. PTE

: PTE

3 Level paging system

[https://www.geeksforgeeks.org/multilevel-paging-in-operating-system :11pn]

2Ta N XN IWRN offset-nN TWKRD NIX7A0 IN 72X offsets 7w qoIxn N2d1M N7w NAIMdN Dyya
N720% yraxnn X¥n1 0220 752v 75 DI NN NfYN NIX7A0N T T N 7K offset-> wnwni

.CR3-2 MW y'axnn x86-1 ,72IX2 2" T2 DZINN [IWXIN Y'AXNAN .AXAN

(0'n2a 4096-7 TV y'an) 12-bit 7w 71122 't (URIN offset-n TR 4KB XIN 17 1T 7T1an1 7Nl

(9 NpTN 2) 512 NDIKY 0720 JIN 7K Index-d wnw' RIN ' 9-bit 1IN Nt W offset-n TN

NTY 0'N2 512*4096 Ndd NIDNYT N1 DXV INXK page 7w N7NNNY7 Y'ax¥N n7201 nnivw 'Dw 772
512Gb 17 |n'n noon n72v ,1Gb nTw 512*2MB NI9n7 7211 512 1IKA n720 TIV 9ol OX .2MB

.JN2'T 7 NNV N7 12D Y1 N2V TIY DTV
NIX 'R D VIYD L (NIRTAL 4-1 UKD offset) 48-bit-n ANI* NDIINY NAIMdA wnnwa X7 0T 7722

:D'2¥N 2 NNP7 D'71D'Y 'YX
qIN 72X y'axnw offset-7 N2IMdN NN N7 0'0AN DX 9'0INT1 'R 0720 72V NNYT XN [IURIN @
N 7R Y1ax¥n7 117 N DNNINRY 0'01AN 9 DY NANN' DIYRIN 0'0AN 12,8077 TR .'T'O T

NNTAY NIXRA XN N71> Namdn |""TVY N'720 NINS NMY'Y NINNY7 .2MB 17TIAY QT
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X'N NIYNYNN NIN?A0 3 TV NNAIT? 117 DTAM DX .'70'0771 NIX7A0 1901 N7 YTAMY RN IUn e

.512GB TV NI5N7 071> 11NIX TXI (9*3 + 12) 39-bit NIXA X'n N'7n'0NnN NAINDNY

Table 5. Second-level Paging Structures
. Physical Bits
Paging Entry Address of Selectin i
g Page Mapping
Structure Name Structure Entry
Context-entry (or | 47:39 N/A

Second-level

PML4 table SL-PML4E | Extended-

Context-entry)

Second-level SL-PDPE SL-PML4E! 38:30 1-GByte page (if Page Size (PS) field is Set)
Page-directory-
pointer table

Second-level SL-PDE SL-PDPE 29:21 2-MByte page (if Page-Size (PS) field is Set)
Page directory

Second-level SL-PTE SL-PDE 20:12 4-KByte page

Page table

1. For implementations supporting only 3-level paging structures for second-level translation, there is no SL-PML4E,
and the physical address to locate the SL-PDPE is provided by the context-entry (or extended-context-entry).

[https://www.intel.com/ :1jmn]

12 XN NT 271201 707 119 D' X NINT N*oN'! NIX720N IOMMU-2

Dev=31:Func=7 » R
—>» :
»
h L
Second-Level Page Table
Structures for Domain A
Dev=0:Func=0
»
Bus = 255 Context Table for
Bus N
Bus=N
Dev=31:Func=7
Bus=0 —
Root Table
>
~ Dev=0:Func=0 -
Context Table for »
Bus 0 Second-Level Page Table

Structures for Domain B

Figure 3-7. Device to Domain Mapping Structures in Legacy Mode

[https://www.intel.com/ :1jpmn]

201 yraxn W' pn NKRY L(V'avnn IR DNNRNA TYD AKX |WNN1) Root Table-7 y'avn o' n'7'nn
n1 200 7w nniwn 90 L(func-l slot YW qiy) 21 7D 1Ay nniwn n7'nY 0107 'amvy bus

J7W nnn nixavn IR vany
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Root -7 y'a¥n nirn? 215 371,071 '"MNdTAW 93 0tbus 7W NIXIAR Nnd NIFN? 0'21'w |*X7 a1wn

.(Domain) Segment 727 Table

?]1221n0 DY D'PYNNNN TXOI

:DAIYN D'WAT Y [NK YNINN XN N2Y NNIXNIE RN 7¢ 1000 2700 1N 7R 217¥w 197

XU Y intel 7w 0711007 ONYNIK X .D'TAYN 10 |2 NINYN (122100 7Y DIYYD L, N'WRD
21V97 DN DI ANXTYIRIOYIN (1221202 770 KD (22NN D0'DN W' D'N'YY? VT-d XIin (NIxIoNal)
D'X7 WNWwY1 770 TIRIOY R DY RPNNYT 710 YUK TI9] 11211 7V 11T 02T )2 K7 AR TNy

.0"11AN

("viIOMMU") Dn7¥ (1202 WnNWX P71 ,QEMU |"TY X' wnNwn "X N NIP'Tan D220 NIy

:0N QEMU-7 'Mo0Inw 072N .MI17R0N 122120 IR NINT? MINkY

-machine g35,accel=kvm, kernel-irgchip=split -device intel-

iommu, intremap=on

D'NIN DNX .2V192 IOMMU X1jaw DOZN NI TX'D 110'W |"MIynnl 'upIon 7700 DX 7'NNK DY)

Intel 7¥ TIV'NA X'N NAIWNNY |AMDI1,NATIONI NVAION DN NIXA VTNN 72 NX XIXNY [N TXD

00I2NY D'IoN Yinm nd7 'Mnd'o |3'7I ﬁN'WP'? D'VIYD X7 D'TINY NINN NND 7V NaImy |'n1n'7 N1

.D'MAI02 719N 190N 7Y |I'¥ T 72V TIVIMA D'77N"7 DONIN N19K 90111, HellolommuPkg L'NON 7y

(8.1) ACPI-n nIX720 WXWD 7'NnNN 07w n1ann ."DMAR" nwa nnX ACPI n'2aun 7'nnn 200 [XD Dal

1179 IOMMU-D N'XIIA'91 IN DN P 'an? 7212 DN D' AN 7W 1vn D' N9I01 X

:NQN NI2NN DX ' DN7'NNAY DRIY D'OP"AINA ' YNN

typedef struct {
WORD Type;

WORD Length;
} attribute  ((packed)) ACPI DMAR STRUCTURE HEADER;

NIN INIX "MY'Y 0 IR .Length '97 DN 27721 Type ' 7V DN 7'Tan7 17 YWOXN mann

(MMIO 7y "aITn) nnzimn A'XIIA'AI7N D' 'IXN 1AW (8.3) DRHD nwa uji7'MiIx
i i’ | | ]
:0N DRHD-N 1INIX D191 |ND'TN 2NN JINN P'NyIY 0DDIyN

JPoITR AN DEMN P e

(QwnnaanIx) N7 Wy Capabilities-n - o
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12 XN MIKMY 70NN DK VYanw Tizn

UINT64 endOfDmar;
ACPI_DMAR_STRUCTURE_HEADER* dmarHeader;
UINT64 discoveredUnitCount;

discoveredUnitCount = 0;
endOfDmar = (UINT64)DmarTable + DmarTable->Header.Length;
dmarHeader = ( ACPI DMAR STRUCTURE HEADER*) (DmarTable + 1);

while ((UINT64)dmarHeader < endOfDmar)
{ if (dmarHeader->Type == ACPI DMAR TYPE DRHD)
{ if (discoveredUnitCount < MaxDmarUnitCount)
{ ACPI DMAR DRHD HEADER* dmarUnit;

dmarUnit = ( ACPI DMAR DRHD HEADER*)dmarHeader;
DmarUnits[discoveredUnitCount] .RegisterBaseVa = dmarUnit->RegisterBaseAddress;
DmarUnits[discoveredUnitCount] .Capability.Uint64 =
* (UINT64*) (DmarUnits[discoveredUnitCount] .RegisterBaseVa + R CAP REG) ;
DmarUnits[discoveredUnitCount] .ExtendedCapability.Uint64 =
* (UINT64*) (DmarUnits[discoveredUnitCount] .RegisterBaseVa + R ECAP REG);
}
discoveredUnitCount++;
}
dmarHeader = ( ACPI DMAR STRUCTURE HEADERY)
((UINT64)dmarHeader + dmarHeader->Length);

TPA WNnnY 117 NIXININ NIRTAN DX Y¥A7 7510 n1annn 117 yinln yT'an DX NX7'NY NR?

39- 7IXA NN YRIN vVIOMMU-NY 7722 .48-bit T1IX2 NIAIMDA 71 NN AN "7V 'MO0ANNY

capabilities-n MY ?]122100 JAIN NAND 7¢ IN AT'RA M7 'R .ORNNA TIRN IR MW bit

:nrxn1nn5wru1nn.01ﬁ7n90Nw

ND:3;
AFL:1;
RWBF:1;
PLMR:1;
PHMR:1;
CM:1;

SAGAW:5;
Rsvd 13:3;

MGAW: 6;
ZLR:1;
Rsvd 23:1;

FRO:10;
SLLPS:4;
Rsvd 38:1;
PSI:1;

NFR:8;

MAMV: 6;
DWD:1;
DRD:1;
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BYTE FL1GP:1;
BYTE Rsvd 57:2;
BYTE PI:1;
BYTE Rsvd 60:4;
} Bits;
UINTo64 Uint64;
} attribute  ((packed)) VTD CAP REG;

:SAGAW rjv flag-n 197 X'n 'Myxaw nprmanl

Bits Access Default Field Description

This 5-bit field indicates the supported adjusted
guest address widths (which in turn represents
the levels of page-table walks for the 4KB base
page size) supported by the hardware
implementation.

A value of 1 in any of these bits indicates the
corresponding adjusted guest address width is
supported. The adjusted guest address widths

SAGAW: Supported corresponding to various bit pasitions within this

12:8 RO X Adjusted Guest f'eld;rE: 4
Address Widths * 0: Reserve

e 1: 39-bit AGAW (3-level page-table)
: 48-bit AGAW (4-level page-table)
: Reserved
: Reserved

B wN

Software must ensure that the adjusted guest
address width used to set up the page tables is
one of the supported guest address widths
reported in this field.

if ((DmarUnits[i].Capability.Bits.SAGAW & (1 << 1))

{
Print ( , 1, DmarUnits[i].Capability.Bits.SAGAW) ;
Print (

i,
DmarUnits[i] .Capability.Uint64) ;
return STATUS_FAILURE;

:0N2 ND'ANN NX DA PITAX 2MB 77122 0'9T2 D2 WNNWnY |'"IVN XY [11'ON

This field indicates the large page sizes
supported by hardware.

A value of 1 in any of these bits indicates the
corresponding large-page size is supported. The
large-page sizes corresponding to various bit
positions within this field are:

SLLPS: Second Level e 0: 21-bit offset to page frame (2MB)
Large Page Support e 1: 30-bit offset to page frame (1GB)
e 2: Reserved
e 3: Reserved

37:34 RO X

Hardware implementations supporting a specific
large-page size must support all smaller large-
page sizes. i.e., only valid values for this field
are 0000b, 0001b, 0011b.

[ [bttps://www.intel.com/ :11pn]
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((DmarUnits[i] .Capability.Bits.SLLPS & (1 << 0)

Print (
return STATUS FAILURE;

0N DN YNNWIY 012NN .NIX7200 DX TANYT 701 Ny

typedef
{
UINT32 Present:1;
UINT32 Reserved 1:11;
UINT64 ContextTablePointer: 52;
UINT64 Reserved 64;
Bits;
{
UINT64 Uint64Lo;
UINT64 Uint64Hi;
Uintl128;
} _ attribute  ((packed)) VTD ROOT ENTRY;

typedef {
{
UINT32 Present:1;
UINT32 FaultProcessingDisable:1;
UINT32 TranslationType:2;
UINT32 Reserved 4:8;
UINT64 SecondLevelPageTranslationPointer:
UINT32 AddressWidth:3;
UINT32 Ignored 67:4;
UINT32 Reserved_71:1;
UINT32 DomainIdentifier:16;
UINT32 Reserved 88:8;
UINT32 Reserved 96:32;
Bits;
{
UINT64 Uint64dLo;
UINT64 Uint64Hi;
Uintl128;
} attribute  ((packed)) VTD CONTEXT ENTRY;

typedef {
{
UINT32 Read:1;
UINT32 Write:1l;
UINT32 Execute:1l;
UINT32 ExtendedMemoryType:3;
UINT32 IgnorePAT:1;
UINT32 PageSize:1l;
UINT32 Ignored 8:3;
UINT32 Snoop:1l;
UINT64 Address: 40;
UINT32 Ignored 52:10;
UINT32 TransientMapping:1;
UINT32 Ignored 63:1;
} Bits;
UINT64 Uint64;
} _ attribute  ((packed)) VTD SECOND LEVEL PAGING ENTRY;

typedef _DMAR TRANSLATIONS

{
VTD ROOT ENTRY RootTable[256];
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VTD CONTEXT ENTRY ContextTable[256];
VTD_SECOND_LEVEL PAGING ENTRY pdpe[512];

VTD SECOND LEVEL PAGING ENTRY pde[512][512];
attribute  ((packed)) DMAR TRANSLATIONS;

'NINKY TIPN YO DX XX N .(RootTable->Context->Table) n'>'nn '97 DN Dann nwiy

NINTALVN 7W N1ANN DR 291777

(DMAR TRANSLATIONS* Translations)

VTD ROOT ENTRY defaultRootValue;

VTD CONTEXT ENTRY defaultContextValue;
VTD SECOND LEVEL PAGING ENTRY* pde;
VTD_SECOND LEVEL PAGING ENTRY* pd;
UINT64 pml4Index;

UINT64 destinationPa;

ASSERT ( ( (UINT64) Translations % PAGE SIZE) == 0);

defaultRootValue.Uint128.Uint64Hi = defaultRootValue.Uintl128.Uint64Lo = 0;
defaultRootValue.Bits.ContextTablePointer = (UINT64)Translations—->ContextTable >> 12;
defaultRootValue.Bits.Present = TRUE;
for (UINT64 bus = 0; bus < 256; bus++)
{

Translations->RootTable [bus] = defaultRootValue;

}

defaultContextValue.Uint128.Uint64Hi = defaultContextValue.Uintl28.Uint64Lo =
defaultContextValue.Bits.DomainIdentifier = 1;
defaultContextValue.Bits.AddressWidth = 1;
defaultContextValue.Bits.SecondLevelPageTranslationPointer = (UINT64)Translations->pdpe >>
defaultContextValue.Bits.Present = TRUE;
for (UINT64 i = 0; 1 < 256; i++)
{

Translations->ContextTable[i] = defaultContextValue;
}

destinationPa = 0;

for (UINT64 pdptIndex = 0; pdptIndex < 512; pdptIndex++)
{
pde = Translations->pde[pdptIndex];
Translations->pdpe [pdptIndex] .Uint64 = (UINT64)pde;
Translations->pdpe [pdptIndex] .Bits.Read = TRUE;
Translations->pdpe [pdptIndex] .Bits.Write = TRUE;

for (UINT64 pdIndex = 0; pdIndex < 512; pdIndex++)
{

pde [pdIndex] .Uint64 = destinationPa;

pde [pdIndex] .Bits.Read = TRUE;

pde [pdIndex] .Bits.Write = TRUE;

pde [pdIndex] .Bits.PageSize = TRUE;

if ((destinationPa <= 0x9fb00) && ((destinationPa + LARGE PAGE SIZE) >= 0x9fb00))
{
pde [pdIndex] .Bits.Read = FALSE;

}
destinationPa += LARGE PAGE SIZE;

}
return STATUS SUCCESS;
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:DY'N TIPNY D2A7WUN DR 120N

2vw X0 naron .ContextEntry 7w n720 NNIX 7N 1v12¥' 19¢ NI DY 1 RootTable-n w1
.NT YIN'MNIa 0'2DIN 707 NINTAL ININQ WNNW LWDY Nan

v DN MIWKRIN 07207 yRaxn nnivan .n7aon 727 17w il TNk ContextEntry 'yt .2
191 NIN7ALN

0011 .N7 NN'RNNY N'T'9N NAINDY NIY AN NYIRI0NT NUMOY X'7 ,1-1 19M DX nyd .3
NININ NIXYINN DA NRYI¥A 0'9TN Y n1anaw 1% 0'w7 N1 .2MB 7712 0'9Ta wnnea
,DMA-7 X7 NIXWAN K77 ' 0x9fb00 NaImdn 7w qTnw |uR 'I'YW 'MD0IN .(NXN/Na'MD)

AYUNN A'XXY NNATNN X'N N2d'on

172000 NI 7'YON7 1 KINIRWIY N, 91017

_VTD_ROOT TABLE ADDRESS REGISTER

UINT64 Reserved 1 : 10;
UINT64 TranslationTableMode
UINT64 RootTable : 52;
} Bits;
UINT64 AsUInto64;
} VTD ROOT TABLE ADDRESS REGISTER;

OOT_ TABLE ADDR

rootTableAddressReg.AsUInt64 8
rootTableAddressReg.Bits.RootTable = (UINT64)Translations->RootTable >> 12;

= rootTableAddressReg.AsUInt64;
B_GMCD_REG_SRTP;

64*) (dmarUnits[0] .RegisterBaseVa + R RTADDR REG)
2*) (dmarUnits[0] .RegisterBaseVa + R GCMD REG) =

(* (UINT32*) (dmarUnits[0] .Regi: ~BaseV R_GSTS REG) & B GSTS REG RTPS) == 0;

N7200 P Y7 'ROINKRY (JN2'TA AR Q1Y) DAIRD N 78 10NY NINTA0N 7w nnwin y¥al n7'Nn

.Status-n 7V 'NOINKW A2 DD TIVENA7WIN N71V9NW TV 'MN] |21 TNKY7 .D1IAN
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:N2N TIV'NN 7V 001N A71von Yw winmn

Bits Access Default Field Description

Software sets this field to set/update the root-table
pointer used by hardware. The root-table pointer is
specified through the Root Table Address
(RTADDR_REG) register.

Hardware reports the status of the 'Set Root Table
Pointer’ operation through the RTPS field in the
Global Status register.

The "Set Root Table Pointer’ operation must be
performed before enabling or re-enabling (after
disabling) DMA remapping through the TE field.

After a 'Set Root Table Pointer’ operation, software
SRTP: Set Root must globally invalidate the context-cache and then
30 wo 0 Table Pointer globally invalidate the IOTLB. This is required to
ensure hardware uses only the remapping
structures referenced by the new root-table pointer,
and not stale cached entries.

While DMA remapping is active, software may
update the root table pointer through this field.
However, to ensure valid in-flight DMA requests are
deterministically remapped, software must ensure
that the structures referenced by the new root table
pointer are programmed to provide the same
remapping results as the structures referenced by
the previous root-table pointer.

Clearing this bit has no effect. The value returned on
a read of this field is undefined.

[https://www.intel.com/ :11jpn]

.DY 72MN0nY7 172N ,'M9V'YY LP'NDA DZINN NINT Y¥INW TIPn ,cache-n NN [3W17 W' DR INKY

1710 [172100 DX 7'YONY Tipn 0d7In|

* (UINT32*) (dmarUnits[0] .RegisterBaseVa + R GCMD REG) = B GMCD REG TE;
for (; (*(UINT32*) (dmarUnits[0].RegisterBaseVa + R GSTS REG) & B GSTS REG TE)
0;)

{
}

IR NIYY7 ' Segments-n 72 7% oN"Nin%? 7'awa .IwxIN DRHD-n 112y 11100 NX 17590 In71iyn

DTN 72 11y 71V nnix
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nnNaTN

NITI1 2 TR .EDU-7 |27 0TI N2NOW 12T WNnwa .N71¥92 [112110 DX NIKYT7 N01 1'WOyI
NN

.0x9fb00 N'T'ON NAIMD7 AN KIP'Y NI 2ADIN 7V Y'OUN AT @

NN 7NY 17 AN NIKWAN NDWNA 0'ADIN 727 nnon nnu'y IOMMU-N N'X¥1oli e

.0x9fb00 NaINdN

:N2N 0790 X QEMU-1 7272 12'TN DK Y2 UKD, NWdI

qemu-system-x86_64: vtd_iova_to_slpte: detected slpte permission error (iova=0x9fbeo, level=0x2, slpte=0x82, write=0)
qemu-system-x86_64: Interrupt Mask set, irq is not generated

qemu-system-x86_64: vtd_iommu_translate: detected translation failure (dev=00:03:00, ilova=0x9fboeo)

2w 77wn) 00:03:00 2'NW NIRNNA KRN “translation failure” nivyxnw nyTIN% 27 0'W7 1N N2

.N7w21 n71won1 0x9fb00 Naimd2a (write=0) NX™M N7IV9 Yy¥27 n01 (edu-n

INN7¥N2 DUNON D719, qT7 IRMPZ NIKYIN 217 [N DRY 2D

nid'o

N7 TY) NN'R NPYNANn n7uonn nd>yn T¥D1 PCI-N NMAI7100 DX D27 'Maxn nRnn 17nna
IOMMU N"¥11a'9117 'R 0T RNAIT? ,NIRT NfA17100 7¢ NIR'wNN DR w2ATA? 7 2wn .(0*1an
NN97 N715'N ,7)27 12YN NTIRIVYT NIFMYN [207 221 [N2'TAN NN'Y' XNP7/2imd% 01715 0'ann

.011aN1 0'2Y NNVAKRI NNIN 'V INS] Y107 n712' nnin ana? nn'we

"y Ny

INX7 'MION N9 MIXMY RYIIN IR 210N DINNA NN NIY WX 0D 22 2 IR L,2'01p DN 'y
IOMMU-N 7¢ DaIwN 7D 220 0171007 'MOYN 1D70N2Y DNTIRI0YIN DINNY 'N'YYY 7NN
QY7 NN'WI RN DR MDD LPYE.DNNKR NI NN20MI NTYINN NIND X' NN DIYNY
D"10n 071Y7 01>'n7 070N NX DN NNYLL(WIRY (A1) (AT [N DN2Y N2AIT 0'NN9NIE 0NPING 10Ny

.2 P'yn? 0'Y1 NINS DYDY

7'M "IN 119NY NNWK TARNAN 7V D'00IAN TUX D'UR'INDY7 NIV IX NINYIoON NIPRY W' NT'Na

matank001@gmail.com :"7w "W'Rin
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https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/

https://wiki.gemu.org/Features/Q35

https://github.com/gemu/gemu/blob/master/docs/specs/edu.txt

https://github.com/tandasat/HellolommuPkg

https://lettieri.iet.unipi.it/virtualization/vt-directed-io-spec.pdf

https://projectacrn.github.io/2.1/developer-guides/hld/hv-dev-passthrough.html

https://www.geeksforgeeks.org/multilevel-paging-in-operating-system/

https://wiki.osdev.org

https://docs.kernel.org/PCl/pci.html

https://standa-note.blogspot.com/2020/05/introductory-study-of-iommu-vt-d-and.html

https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf
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