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027w 17X .Kerberos

Key Distribution
Center (KDC)

& [

Client authentication to the AS > L Ke

E L + client + address + validity @ Msg B (Eb Kres

% L Msg A Authentication .
Server (AS) .

Client (C) '

L Ketas Client Service Authorization . .
Session key )

Signs exchanges
between C and TGS

E L + client + address + validity mMsg © :

Requested
service

client + timestamp m Msg D & KTGSE

L Kcs

For exchanges

{ L + client + address + validity I’?H Msg E

Ticket-granting

L ? ; Server (TGS)
Msg F

between C and s  Client Service Request

g L + client + address + validity @ Msg E

Requested
service

client + timestamp f;h Msg G

timestamp 2\ Msg H ‘ '
Service Server (SS)
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'RaATw

UNNYNn DY NX 7N nwpan ,TGT-7 nwpa (Authentication Server-7 ,121mai1) KDC-7 n7w' nip'n

krbtgt XIn wpiann nN'wn TGT Nz 7w nzna ,(SPN) wziann NNtwn + (19xm X7)

Kerberos
as-req
pvno: 5
msg-type:

krb-as-req (10)

padata: 1

P

PA-DATA PA-REQ-ENC-PA-REP

item

adata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)
padata-value: <MISSING>

req-body

Ccname
n

Padding: @
kdc-options: 40000010 (forwardable, renewable-ok)

ame-type: kRB5-MT-PRINCIPAL (1)

C

name-string: 1 item
CNameString: Administrator

sname
n

Fealm: SAMBA.EXAMPTE COM

ame-type: kRB5-MT-SRV-INST (2)

5

fame-string: 2 items
SNameString: krbtgt

till:

E
E
E

nonce: 1579118576
etype: 3 items

SNameString: SAMBA.EXAMPLE.COM
2015-981-30 15:17:09 (UTC)

MCTYPE: eTYPE-AES256-CTS-HMAC-SHAL1-96 (18)
MCTYPE: eTYPE-AES128-CTS-HMAC-SHAL1-96 (17)
MCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23)

N7 nip?nw niwn nxt ,KDC_ERR_PREAUTH_REQUIRED :nxaw KDC-nn NO7h 727' nipn ,n'7'NN

-0 (W7D MITM w'nna Narm X721 NIpn PR RN NIR7nY axT'71) Authenticator nYw

NP 7w Nno'on Dy |9XIN timestamp VIWS XIn Authenticator

Kerberos
krb-error
pvno: 5
msg-typ
ctime:
stime:
susec:
error-c
crealm:
cname

realm:
sname

e-text:

name-type: kRB5-NT-PRINCIPAL (1)
cname-string: 1 item

name-type: kRB5-NT-5RV-INST (2)
sname-string: 2 items

e: krb-error (38)

1981-902-96 ©8:30:31 (UTC)
2015-01-29 15:17:03 (UTC)

634568

ode: eRR-PREAUTH-REQUIRED (25)
SAMBA . EXAMPLE . COM

CNameString: LOCALDC$
SAMBA . EXAMPLE . COM

SNameString: krbtgt
SNameString: SAMBA.EXAMPLE.COM
MEEDED _PREAUTH
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:Authenticator-n qin'¥xa nyon ,N1Iw AS_REQ N7 NIj'7n |on INXY?

+ Kerberos
« as-req
pvno: 5
msg-type: krb-as-req (10)
+ padata: 3 items
+ PA-DATA PA-FX-COOKIE
+ padata-type: kRB5-PADATA-FX-COOKIE (133)
padata-value: 4d4954
~ PA-DATA PA-ENC-TIMESTAMP
« padata-type: kRBS5-PADATA-ENC-TIMESTAMP (2)
» padata-value: 3041a003020112a23a0438ada57bc9613417ec74ffa3c5c3. ..
+ PA-DATA PA-REQ-ENC-PA-REP
+ padata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)
padata-value: <MISSING>

+ req-body
Padding: ©
» kdc-options: 00010010 (canonicalize, renewable-ok)
« cname
name-type: kRBS5-NT-PRINCIPAL (1)
« cname-string: 1 item
CNameString: LOCALDC$
realm: SAMBA.EXAMPLE.COM
~ sname
name-type: kRB5-NT-SRV-INST (2)
« sname-string: 2 items
SNameString: krbtgt

fa ety 1V]

,MIYN 17 TN KIN ,(Authenticator-n NX NIW97 N'7¥n) NiP7n NX nnm PR KDC-nl nT'na
7¥ Nno'01 |9XIN) TGS-n 71 WWPNY? NIR'?N 710" INy¥nRaw Session Key-n NX 72 "N ,AS_REP

TGS-n 7w Xno'on DY |9X¥INN 0'01D - TGT 17 1'TN! KIN, |2 10D, (NIZ'7N

:KDC-n 711 NN7¥N2 NNTTNW NI D¥YA NIZ7N TGT-N NIY¥NXa

?

-
w
X
)
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21%w
‘2N nwpan , TGS-7 nwiza N7W 17 XKNO'on NIYYNKA Session Key-n NX NS Ni7n
TGT-7 nwpan d 7112 Authenticator .1

(SPN) wiziann nin'wini (TGT) '8 27wa 72pnnw TGS-n 7w XN0'0 |9XIMN 0'0 DN DX .2

Kerberos
tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
padata: 2 items
PA-DATA PA-TGS-REQ
padata-type: kRB5-PADATA-TGS-REQ (1)
padata-value: 6e8204b0308204acaf@3020105a10302010:2207030560000. . .
PA-DATA PA-FX-FAST
padata-type: kRB5-PADATA-FX-FAST (136)
padata-value: aP81d13081ceall73015a003020110a10e040c57b7dc7e96. ..
req-body
Padding: @
kdc-options: 40810000 (forwardable, renewable, canonicalize)
realm: SAMBA.EXAMPLE.COM
sname
name-type: kRB5-NT-PRINCIPAL (1)
sname-string: 2 items
SNameString: ldap
SName5tring: localdc.samba.example.com
till: 2015-81-30 01:17:89 (UTC)
nonce: 1422544629
etype: 3 items
ENCTYPE: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5 (23)

TaYw
:NIRP77 TN DN DRI Authenticator-n MR XTI, 17W XNO'ON DY TGT-N NK NIWO! TGS-N
YUPIaNnn NN'YUN 7Y RNo'o1 |9XIN N'N'Y Service Ticket .1

-1 0'0YDN QPIN ,NN'YN DY A N2INAL DY DTIR AWINY Session Key-1 M1oXinn ,nooi n'7'an .2

Session Key
Package #2 Package #1
Session Key Session Key
Timestamp Session Timestamp
g Username Session 08
Service Name o Key 22 sees
Ticket lifetime # Ticket lifetime
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:Service-7 NIwpa 2 N71W1,N7'aNn DX NIwOSn NN

Session Key-2 [9XI' KIn WNNWNN 7W XNO'01 [9XIN NI'NY DIPNA i1 Authenticator .1
Service-N 7w KNO'01 |9X¥INW TGS-n .2
%

.Authenticator-n ¥ N19¥NN NX N9l Session Key-n NN 1101 y7n' , TGS-n NN N9' Service-n

(Timestamp-1 N'¥P™79XN DY NIX 7'2'W) Authenticator wnnwn? NITN N7IW XN |'7D 7201 NT'N2

.Session Key-n Dy |9XIN

NN7¥N NN7WIN NINTTANE MW 7w Authenticator-n TR NN NIR7N

NN NITn

D77NY DIIYAN 0'0'VIDA NITYWN 770 7Y NOYON "R AN PPN RIND ATA NINTTAN JINT
qwnna NIt var op'7n ('1D1 Renewable ,Forwardable) 0'01dn nipn ,PAC Ind WNIA DaIvN

ANXNN

0217 NI NIRYNAY YTNA XK7R VTN 7992 12 X7 ,0'0'0002 Viany YT "MXM UKD

.TIvi Checksum ,Client ID > n'9011 NITW 1DINA '7'2n Authenticator-n ,7wn% .anxn?

Delegation

:NNAITY WNNWKR NN NN20N IX7 770 DI N'¥A7T X' NN 101 N7 nn

JNKRD T 7122 N7Y wnnwn'? NNannn 0'7R

NV YT'NN AN X¥N] DTN YT'ANY [2md L[1AwNd N7 ' 90> Nnd PITa7 nxN X' ,NYd
1AUN2 N7 W' 90D NN RINPYT 'RWN 0'7X 7w wnnwnn 21,7120 7w N'ton

NIN'RY DYIYI 1190 NINT D712 7¢ NI'MAD NINWAT7 1N2NNN X7 X'NIENRIOY NYIR XD 07X
NI71Y9N NIX Y¥I7 ,07' 2w N7 NWAT RIN NXRD T'RON,[07 .]1AwNa 07 W' 90D Nnd NyT? ' 1D
.)AUN2 02N DIDO NN N7 A'¥N711770

0'"7X ,[27 .0"7X 7WU NIRYINN DK )X KIN MARNNN YT'AN DX J1IUn? 221" INRNY Nn 7y X

.12UN2 DION NN PITA71 YTNN 1ARNYT7 DY NWAT INKT7 TWUKN

A
2

3

4

nn 72V ,ANKX [IAwn o2 (0'-SPN) DRIY DNN'Y 7m NI71IV9 y¥an Nwn ,Nxa?Ta '7nna 0007

JUX27 'RUN NIN'WN Wzan 7w NI7IVO yxa?
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Unconstrained Delegation

7R 07w TGT-n NN NN'avn X' L9010 Kerberos NIy¥nXa Service A-7 nnTr 0'7X ,nT )'7nna

:Service B-7 TGS nwjpa ,TGT-N NIY¥NXA ,NNWA YX¥an XNl

Domain Contraller Service A Service B

TGT request with pre-authentication

TGS request to Service A

TGS for the user to Service A

|

|

.

TGT I
|

>

|

|

The user authenticates with the TGS and delegates his TGT
|

TGS request to Service B
using the user's TGT

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

&
T T T T T T T T T T T AT T AT T e

I
I
I
I
I
I
I
I
I
|
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|
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- |\ '~  __________ ]

———— -

,Service A n7w m1jpna ,Unconstrained Delegation-2 wnnwin? 171nw nN'win 9w UAC-n 7y e

:TRUSTED_TO_AUTH_FOR_DELEGATION :n1Tann 7va nirn?

PS C:\Users\Administrator> Get-DomainComputer useraccountcontrol,dnshostname | f1l

dnshostname : DCO01.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname WINWS-01.dev.biz.local
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

NN L,0"K 7w TGT-N DX 'MIYI2 W' 0K ,7WUN7 10D ,0"NNVANN DY NIX [KD NINT? [Amd ‘01 e

Wnna o2 I PNt X7 NIXa NI71Iy921 07 NIThNNY 'nn yaim
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Constrained Delegation - s4u2proxy

1'¥'90 wnnw' Service A ,NT DI7NA ,Service A-7 17w TGT-N NX 1'avn? wnnwnnn yana Nt '7nna

.N7W TGT-2 2'TNN"%7 "7an Service B-7 07X Dwa TGS Wiza7 17 Y"WONNN s4u2proxy Kjw

0'01 Wizani , NIy wnnwnnn TGS 0'v1d DC-7 1'ayn n¥ya XN ,s4u2proxy NWPA y¥an Service A

.Service B-7 wnnwnn 11y TGS

Domain Controller Service A Service B
User

I
|
| TGT request with pre-authentication

TGT

TGS request to Service A

|
!
!
>
|
|
>
!
|

The user authenticates with the TGS
T

AP, (SN

S4U2Proxy request for a TGS
for the user to Service B
with the user's TGS

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

W sl

|
|
<
|
|
[
L TGS for the user to Service A
|
|
[
|
|
|
|
|
|
|
|
|
|
|
|
|

|
|
|
|
|
I
|
I
|
I
|
|
|
I
I
| |
| |
¢ |
| I
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| |
| I
| I
| p
| I
| I
I I

21>'w service-1 WNXIN 1AM XIN DX 211 X 0'01D 727"l s4u2proxy-2 WNNWNYT 'KYN service A @

.Constrained Delegation yx2%
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YN DR AD-2 21Ima7 201 ,n'7R NIRWAN 7V X Service ADK NYT7 Nan 7y

msDS-AllowedToDelegateTo

svc_axis Properties ll-

Organization | Published Centficates | MemberOf | Password Replication
Dialin I Object [ Security | Enwironmeni [ Seszions
Remote control | Remote Desktop Services Profile | COM+ | Attribute Edtor |
General | Address | Accourt | Profle | Telephones | Delegation

Delegation is a security-sensitive operation, which allows senaces to act on
behalf of another user.

_) Do not trust this user for delegation
Trust this user for delegation to any service (Kerberos onlby)
(®) Trust this user for delegation to specified services orly
() Use Kerbems only
(@) Use any authentication protocol
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N
cifs LABFS
< m >

Cleoere =

oKk || Cad || o

UAC-n 2V .n'a7T1 yxa? 710 nn'win 0'-SPN 17'K7 P12 w2 NIRTY? 7211 .Powershell Dy [amd I

:TRUSTED_TO_AUTH_FOR_DELEGATION 7w NX 790

PS C:\Users\Administrator> Get-DomainComputer useraccountcontrol,dnshostname | f1

dnshostname : DCOl.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname : WINWS-01.dev.biz.local
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

.SeEnableDelegation -nxwIn 72va domain admin wnNwN NIX W' 17X DIRWIN JNY7 Nan 7y

-Tn nR 707 2N service-n '97) wnnwnn 7w Mipnn TGS-n ,s4u2proxy-1 WNNwn?

LRI N0 K7 1TN MY D JwNnnl NRN ,NRT DY forwardable
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:MS-SFU-n 72T 7y "a0on
forwardable: A flag, as specified in [RFC4120] section 2.6, used in an S4U2self KRB_TGS_REQ

message to request that the resulting service ticket be marked as forwardable, allowing it to
be used in a subsequent S4U2proxy KRB_TGS_REQ message.

s4u2self

DX N2 XY7) DN 7Y 707 nan 7V Kerberos 7w 1'¥'9 TV KR ,NNATT 7w oIl A102 NN K7

(D'wnnwnn 7 IXN 97NN 7w 0''N2 2N

Jr'van

NN RIN 78 wnnwnnn myy? TGS ar¥n? Y XN s4u2proxy-2 WnNNwn? ‘o1 nnwy '
DN NN ,7aK .17 NTRNNA KINW 197 1'% ANTTN DR WNNWANY AN2IN 7Y 210 ,NONIXK DIRT DITNNNY
'8 ANTTN NIN DX NN ,79n7 20277 NIVYANA NNY? AnTT K7 QTN wnnwnn 17 wnina
.NTLM NIY¥nKX2A 17'9X IN ?02''1T DI'RY 'WEB pwnn? Xno'ol wnnwn oW T

.s4u2proxy Y¥17 712! 1'K RINI wnNwNnn TGS-n DX 'K NN'W7,0NTd Njna

w7 0TI nNwN D10, INIXnR s4u2self 7'Y'ON X0 ,0MPNN7 17010 D 178D DMpnw nan v, P

.s4u2proxy VX217 NN 7V nTn TGS-2 wnNNWN? PN INK7I1L,INNXYY? wnnwnin 0wl TGS

Service A Domain Controller Service B

S4U2S5elf request for a user

TGS for the user to Service A

|

I

|

I

I

)

| S4U2Proxy request for a TGS

| for the user to Service B with the
| TGS obtained in the previous step
I

|
O
I

I

I

I

I

TGS for the user to Service B

-l ___|_ ¥ __|

The service impersonates the user with the obtained TGS |
| P
I |
I I
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MN MY TYIRY 19D IN)OONN WUNN UNNun? NITNNN TWOXNN NTH 1'¥'DN L'2AN7 NIY 19D e
ST DR R D wnnwn? D nnw P77 L(out of thin air - manx TN

12 wnnwnw service account-7 "w9oIxXn TrustedToAuthForDelegation

71 72§ | TrustedToAuthForDelegation-> 1 Tam X7 117w service-n X s4u2self-2 wnnwl DX e
-0 N"Ya R'N IT)s4u2proxy-2 12 wnnwn? 721 X7 P71 forwardable n'nt X7 Rin X TGS NNT

.(m>mn double hop

Resource-Based Constrained Delegation(RBCD)

7'VN7 NN 7V NN TIND NIRYIND IX W'Y 22T uxa? 7100 m o'7nn? nan v L1k 19D
17'N 0"7NNY7 D'-service-7 "WOKRNN ,Resource-Based Constrained Delegation X121 ,"w9In" NI N¥pP

.ONR AT YA 07 nnivn

DI7NA ,NNIR NIRT 190 KIN DAY XIN 7Tann ,Constrained Delegation-7 TIXn nnIT ITh nV'WN
A Tan NN'win L, (msDS-AllowedToDelegateTo NiIv¥nXa) n'¥a7T a7 710! XIn M 1970 nNw? "Tarw

:(msDS-AllowedToActOnBehalfOfOtherldentity NIyxnXA) 1"78 N'¥A?T Y¥I7 7221' M INxyY?

Service A Service B

Classic Constrained Delegation )

L

msDS-AllowedToDelegateTo=Service B Iﬁ

"outgoing" constrained delegation

Resourced-Based Constrained Delegation )

—_ el ]

msDS-AllowedToActOnBehalfOfOtherldentity=Service A Iﬁ

"incoming" constrained delegation

] _ ]
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GenericWrite NIRWIN 71 ,NINIDANIRKYIN WIITRY? o

Awn? 'Dnv) forwardable 1'Rw TGS 0'0102 WNNWNY? 2011 ,0'7 1Y TYIRY N1'yn NTI) e
resource-based constrained delegation vxa%21 (n7yn%? mavxw 9> sdu2proxy NIV¥NAXA

LTI K7 DT NIRDOVN IRWYTLITA DY T 27 020N Innpn 722 TIvn a7l

n'¥a7T niooian Nnidnn

TINN N2N TV W' 1D XX .'RIY DIIYUN N'¥a7Tn 10 7V nioolann NnidpnNN 10n 7V UNON NVD

22 XN AT™INA NI NIDAIONN NIDPNNN NKX |'1ﬁ'7 NTY'Y 0'01 NINNAIT N 17XI ndynn

Abusing Unconstrained Delegation
.TGT n2a1a X7 Unconstrained Delegation-2 wnnwin'? o1
727 NNAIT .AXA7T X7 TGT-N DR 117 11ayn71 Kerberos-1 11'71n nnkNn? 'y "y1dwl" :wnnn

.Printer Bug-a win'w X'n

nn"p 0'-DC-2 TN N'0719'T) Unconstrained Delegation Nixwan 7ya awnn 7y 07nwa :aon

(© DC-7 mitnnin? n¥N X% M1 DC AT ' DAILIT N97NNT [201?0 DN WANWAYT7 DANIXK 271 1T AXWIN

NN'RNN D'¥A7T NIRWIN 202 YN NIRIAYN DR'YYN? n0IW9S PS nTpe

Get-ADComputer -Filter {TrustedForDelegation -eq

spooler NN'wN 7w 71X ,0'7'M 'MW :Printer Bug NIYXNXA 17 AWNNN 70 NINTINY NIN'WY DNA)
DNA7 ' 12 (RpcRemoteFindFirstPrinterChangeNotificationEx 772 10 T2) RPC NTI792 win'wi NN 7u

109N NN'Y QRN 7Y 71¥97 11X DT '9'YO0N UNNNN IX7Y 2D 12711 NARNN? 1YY

NN'WY DMA7 '210Y [2md .NniY NIspnn? 12 wnnwn? 2211 21pn 7w TGT-n 1K 21121 Dxya D

:NI90I1 0T INNA 'R NINTTNY

Responder e

ARP Poisoning e

RPC NI'¥j72191 wnnwn XIn N1I09T 7 RPC NI'Y7119 DIPNA 71 NNIT NNIX] TAIyW) Petit Potam o
.0'9011 0NNl (D' v

(C#-221md) 0'0'vYdN N2A 7D NR Y¥aN Rubeus "7on

.RPC-2 12*78 NINTTNY |20177 DNA71 NW7INN DX Wwn? *1) printerbug.py 702 wnnwn? 70 e

Privilege Escalation Using s4u
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:DC-7 12y KiIn sdu2self-2 wnnw' nN'Y YUK
(mxy) nn'wn 7w TGTo'vd .1

(Administrator 7un%) "nNX wnnwn oy TGS-7 nwpa .2

oy 1'nxy? TGS n72'p ,InT1, TGT-n ¥ prn wnnwn? s4u2self nwpa nwa  TGT 1' T2 W'Y INX7
17U 2UNNN 7Y NIRYAN 07007 0IWD IX s4u2proxy 7'awl 12 WNNWN'? 72211 [Xon 1pTh wnnwn

NWA7 0'¥N 1R 72K s4u2proxy NIY¥XNRA SQL nN'wY TGS Aa'wn? 1IN7¥N1 N2 :N1'Myvn NI e

1'X SPN-D DY 0'0dN DX JNY7? 7211 ((WinRM-2 wnnwin? *12 HTTP *7IX) "R NN'w2 20177

QPN ARY 0'0DNI NINYN NY'XR DIIYA D'1N'YUN U Xno'onw 72 AYNn IMIX 2V Nl 19XIn

D'NN'YN DX NIKYY? 7211 ,001Y D'NMN'WY 10 NN 1DINA 710 SPN noxva XN HOST SPN e

AT NOPNNA Host-7 SPN-N NX NIwa DMy NN [2'7,PS NTID NIYYNXA

PS C:\Users\Administrator> Get-ADObject -Identity "CN=Directory Service,CN=Windows NT,CN=Services,CN=Configuration,DC=AD
SEC,DC=LOCAL" -properties sPMMappings

DistinguishedName : CN=Directory Service,CN=Windows NT,CH=Services,CN=Configuration,DC=ADSEC,DC=LOCAL

: Directory Service

: nTDSService

: 48747387-b607-4e02-8672-10792e79864b

: {host=alerter,appmgmt,cisvc,clipsrv,browser,dhcp,dnscache,replicator,eventlog,eventsystem,policyage
nt,oakley,dmserver,dns,mcsvc,fax,msiserver,1as,messenger,netlogon,netman,netdde,netddedsm,nmagent,p
lugplay,protectedstorage,rasman,rpclocator,rpc,rpcss,remoteaccess,rsvp,samss,scardsvr,scesrv,seclog
onasc?,dcom,cifs,spoolcr,snnp,schedulc,tapisru,lrksur,trkwks,ups,time,wins,uuu,hltp,w3suc,iisadmin,
msdtc

Hey, MSSQLSve/LABWIN10, USERO1 _
want to authenticate to you from me via Oh hey USERO1, come on in.
delegation, here's the TGS. |/
]
o
. {#’ﬁ.
SQLSA SQLSA@LABWIN10

Hey, MesQESVCHOST/LABWIN10.LAB,
H&ERO4 Administrator wants to authenticate to you
from me via delegation, here's the TGS.

4 4

Oh hey Administrator, come on in.

SQLSA SQLSA@LABWIN10
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Abuse Resource-Based Constrained Delegation

D'NN'Y Y'Y |1AwN PS Nniyxnxa wonl 17¥ nnuon nandn 12N ANKNY7I TINND I0WD WU'NON AN

S C:\tmp> Get-DomainComputer

logoncount

badpwdcount

lastlogontimestamp
rprincipalng
e

S amaccountname

odepage
samaccounttype
countrycode

n
accountexpires
whenchanged
instancetype
ysncreated
objectguid
operatingsystem
operatingsystemversion
lastlogaff

sds-allowedtoactonbehalfofotheridentity :

sbjectcaregory”
dscorepropagationdata

servicepring Ipa‘ln.l'm‘

lastlogon
iscriticalsy
ssnchanged
Jseraccountcontrol
rated
primarygroupid

object

dnshostname

where-Object

:RBCD-2 I'7X NINTTA? 0'710'w

{$_."msDS-AllowedToActOnBehal fofOther Identity™ -ne $null}

31
: 12/31/1 00:00 PM
: CN=labax wWeb-Servers ,0U=Servers ,0U=(C (:m()u! ers,OU
{top, person, organizationalPerson, user...

lab,0C=1ab,0C=local

55:09 P
local
6923091-56574964-386811330

19/2019 6:
1

: MACHINE

0
labaxis

: NEVER

: 6/20/2019 9:
4

ACCOUNT

16 PM

17933
p2-363e-441d-b580-cd32acfdf09d
2012 R2 Standard

«J

Sschielma ,CN=Configuration,DC=1ab,DC=1ocal

):16 PM, 6/20/2019 8:59:18 PM, 6/20/2019 8:57:
PM...}
TERMSRV/1abaxis.lab.local, wsMAN/labaxis,
local...}

AM

ACCOUNT, DONT_EXPIRE_PASSWORD

Lo
: 6/19/2019 9
28
labaxis
labaxis.lab

P

7w ANXN 'O 7yw) Xan wn DR PS Dy RNPY7 0 ,nRNPR7 N grm X7 wnw Nkt on

:(msDS-AllowedToActOnBehalfOfOtherldentity-aw ACL-7 Diaann Xin Microsoft
"The PrincipalsAllowedToDelegateToAccount parameter sets the Active Directory object attribute msDS-
AllowedToActOnBehalfOfOtherldentity, which contains an access control list (ACL) that specifies which

accounts have permission to delegate credentials to the associated account”

PS C:\Users\Administrator.lab> Get-ADComputer labaxis -Properties PrincipalsAllowedToDelegateToAccount

:CN=1abaxis,0U=Web-Servers,0U=Servers ,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
:1abaxis.lab.local

:True

:labaxis

:computer
24oDTDh

egateToAccount

HLE!
SC e

UserPrincipalName :labaxis@lab.local

017wl DTN DY abaxis-a service 737 RBCD-2 NINTTn? nwnin sve_tomcat-w N7 701

Jlabaxis-2 Da vi7wa (17w TGS 117 n'n') wnnwna
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GenericWrtie-2a wIn'y - DaNIN

:Generic Write NINWIN 7v2 wnnwn (PS-2 2IMDW powerview 700 NIYXNXA 17 N1jPN1) TNN)

:\tmp> $tomcat_sid = "lab\svc cat" NameToSid
:\tmp> Get-DomainObjectAcl -SearchBase "LD# /Ou=Computers,0U=1ab,DC=1ab,DC=Tocal" | where-Object {$_.SecurityIdent
~ -match Stomcat_sid}

ObjectDN

ObjectSID
ActiveDirectoryRights
Binarylong(h
AceQualifier
IsCallback
lpaqueLenEth
AccessMask .

SecurityIdentifier

InheritanceFlags
PropagationFlags
AuditFlags

: CN=labaxis,OU=Web-Servers,0U=Servers,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
: §-1-5-21-1046923091-56574964-3 300-1130

: ListChildren, ReadProperty,|GenericwWrite

: 36 L J

: §-1-5-21-1046923091-56574964-3868113300-1117
: AccessAllowed

: None

: False

: None

: None

: None

DY VP'NON 7Y GIT-7 MW 'MooIN)PowerSploit 721 wnnwn XiNi SID NIYXNNA Y¥ANN [XD WID'NN

V2 NIN,NRXINN 971 sve_tomcat 7w SID-n X NWO'NYW NIRYYT 7210 ,(1IT N'¥22197 "0 N Tmyn

labaxis-7 GenericWrite nIXwIN

¥ NIRWON wnnwn? o1 ,host N7 K1aw NnTyal sve_tomcat wNNwN1 0'07IY IR N ,NYD

.host Nk msDS-AllowedToActOnBehalfOfOtherldentity 11v2 labaxis-7 q'01n71 ,svc_tomcat

NT'X? NITNNNY D1 Llabaxis-7 0'010N MR 1'avn?1 host 7y s4u2proxy-2 wnnwin? 731 ,91017

IN¥1W NN'Y DTN U|73.'7I NXNIY Unnwun
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|Ann NTIAY

owl UdB0dp D"y 'O |"X'7 YN D OX Nt 92 N XN ,nyann |9'7 NninS oN'"NKX N7 MNKN2

MemberOf | Dialin |  Envionment |  Sessions
Remotecontol | Teminal ServicesProfle | COM«+
General | Addiess Account | Profie | Telephones | Organization

User logon name:
|msad2-respondeﬂ I (@testing2.0rg _'_I
User logon name (pre-Windows 2000):
IMSADZ\ ImsadZ—respondeﬂ
Logon Hours... LogOnTo... I

= Accountislocked out

Account options:

I~ Accountis trusted for delegation Al
[ 7Accountis sensiive and cannot be delegated |

I~ Use DES encryption types for this account

™ Do not require Kerberos preauthentication =

:((D1I'N7 [122) 210 RN NNATT INR YNA7 N1 RY1WRY wnnwnn D vTann Sensitive User

MYOSKNNN DN D'OR"AIRN 7w 19Mm yx¥a7 NX¥'7AN MU, NYAN DK 10NN |AN N2V ,9'0IXR 0]

.N80 NN NI'N7 DMK K7W NNIN NN, DMWY INK ApPYN YNA71,0R1UN DRAI0NN DAY T

s4u2self "n't

:EventID 4769 security log niv¥nxa s4u2self-2 wim'w nint? o0

"A Kerberos service ticket was requested"

:lAwn INIX v 0'v*ax¥n account information-nl service information-n TWK>

lA Kerberos service ticket was requested.

Account Information:

Service Information:

Account Name: serviceaS@SHENANIGANS.LABS
Account Domain: SHENANIGANS.LABS
Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}

Service Name: SERVICEAS

Service ID: SHENANIGANS\SERVICEAS
Network Information:

Client Address: =ffff:172.31.15.17

Client Port: 49752
Additional Information:

Ticket Options: 0x40800018

Ticket Encryption Type:  0x12

Failure Code: 00

Transited Services:

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
ource: Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
m Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer: DCl.sh igans.labs
OpCode: Info

More Information: Event Log Online Help
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s4u2proxy "In'T

:Security Log-2 EventID 4769 Niy¥nN2a s4u2proxy-1 Win'y NINT7 7201

A Kerberos service ticket was requested

;" 1'R additional information NNN X¥Naw transited service-n T"WKD

A Kerberos service ticket was requested.

[Account Information:

Account Name: serviceaS@SHENANIGANS.LABS

Account Domain: SHENANIGANS.LABS

Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}
Service Information:

Service Name: SERVICEBS

Service ID: SHENANIGANS\SERVICEBS
Network Information:

Client Address: #ffff:172.31.15.17

Client Port: 49753

Additional Information:
Ticket Options: 0x40820010

Ticket Encryption Type:  0x12
Eauk Lade L

Transited Services:
serviceaS@SHENANIGANS.LABS

This event is generated every time access is requested to a resource such as a computer or a
|Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
20 Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer. DCl.sh gans.labs
OpCode: Info
More Information:  Event nline Hel,

msDS-AllowedToActOnBehalfOfOtherldentity 7 wn ''w nin't

A directory service object was modified

:EventID 5136-2 wnnen

nTN2 msDS-AllowedToActOnBehalfOfOtherldentity 7awn nX 7'2' Idap display name nTwn TWXD

2170 DX T'WNNY 717V 02T 1I2WN INIR 7V 0'axn subject-ni object-nl

A directory service object was modified.

Subject:
Security ID: SHENANIGANS\SERVICEBS
Account Name: SERVICEBS
Account Domain: SHENANIGANS
Logon ID: Ox11AATF
Directory Service:

Name:  shenanigans.labs
Type:  Active Directory Domain Services

Object:
DN: CN=SERVICEB,CN=Computers, DC=shenanigans,DC=labs
GUID:  CN=SERVICEB,CN=Computers DC=shenanigans,DC=labs
Class:  computer

[LDAP Display Name: msDS-AllowedToActOnBehalfOfOtherldentity ]

iy (OID) =5
Value:  Malformed Security Descriptor

Operation:
Type:  Value Added
Correlation ID:  {cbfa950¢c-8733-4cfa-2d39-9b8923ebb348)
Application Correlation ID: -

Log Name: Security

Source: Microsoft Windows security Logged: 1/23/2019 9:44:56 PM
M Task Category: Directory Service Changes

Level: Information Keywords: Audit Success

User: N/A Computer. DCl.sh gans.labs

OpCode: Info

More Information: Event Log Online Help
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7w D217 nwx¥nKa) PrintNightmare M> NI9pPNN INT? NIVXN QI0 'R LINVI'RA W' D 1ND
AYON T'AN 90112 .INKNAN 102 YR 9'0IX ,(RPC NITIRD 7w D'nTpnn MNP D*IN'T IX EventViewer
NIN'YN NIYX¥NXA SPN '1'w 7w nopnn NINT? 7211 RN ,7wn? ,01yn 0'90n 1N'T Nnrva 7y awny
7ax CIFS 7w SPN Dy 4769 :nnalT ?aNX NN'wa HOST INIXY nwa X D'lon SPN-7 4769 yNn'X

HTTP 217101092 nTay? niwpn

nid'o

19> .Domain N2101 Delegation X1j1w |"aynn VO01ZN W NP7 N1ANY 'MANY DN IR
mY7 ,90mM li7'yn% N9'X NN TV W'L0IMY DM O'NNSNNA AT DINN2A 017 A01 NI9ZNAN ,'MANDY
2V 2Y7 nxnn N AR INT DT DY IXT IR NDEN NINT a7 RWIN DX N7 ivny

I9'0INY VTN NNIZN

yT'n nNnipgn

D'0901I7 7V DN20N NN TIV 700 .My TR T 72V AND1 ,1NXNN N2MDY7 WN'Yw Mp'vn 1NRNn
:NINP7 DIN2 DX nIopNni

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

:Powerview "70n 7w git-n Ty

https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1

:NI9011 NISPNNI TAXN] NI9ZNAN 77D 7w nwnwin
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-

directory/

:Unconstrained delegationi printer nightmare-2 win'w 7w T'¥7 'V D17

https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-

71f2b33688e1
:Kerberos 71i7101N92 NI9PNN 7V 'I¥Nl 970 1NRN

https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61

:MS-SFU 7¢ m1NNKRN X0NA7 V'an? I72IN NT MW T

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-sfu/3bff5864-8135-400e-bdd9-

33b552051d94
(1272 0'x'XY) NTLM 7w RFC-n 7@ NINNRN RONA7 YAN7 I7DIN DT W 0T

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-

8dd3182128e4
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https://blog.sygnia.co/demystifying-the-print-nightmare-vulnerability
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4

