Leave the Door Open - Abusing Smartcard
Authentication
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Account options:

[] Store password using reversible encryption A
[] Account is disabled

Smart card is required for interactive logon
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host -n NN WP NI, "7 1INW?2D awnn 7w Computer Account Password 710X 27 .aNn0'Ywa

17V ticket

D'V19N 721 ANKN LSASS-2 Nyan X7 Daw ,NLIWD T Ni7*D0 IT Computer Account Password NKRXIN
U7Nn wnnun oy 9'oin? TWOXN ,NTAY 7Y ATNXR A'Wn7 1IN7¥n X7 NI .Registry-2 DNINw

:impacket 7w Addcomputer.py oy Computer account

hax0r@SDB-Kali-2020-3:~$ python3 /usr/share/doc/python3-
imacket/examples/addcomputer.py sdb.secret/caspit:Bbl23456 —-computer-—
name ERANS

Impacket v0.9.23 - C opyright 2021 SecureAuth Corporation
[*] Successfully add machine account ERANS with password
LV869HHQYivQA2JIXrNY1ixIKWGefKgo8.

TR .NIWO7 NN712'2 170,110 7w Ny 72V XIn Host Service Ticket-nw NNIN NTI7a0 D'RXI* 1INIX

.NIYSN MNX 117 NONN 2IMT2 NN )

U2U Service Ticket from itself to ,Host ticket DIpNa w7 N2 :*n AN 1'7Y 2A'NAR K7W 0N
-N NIX NY9S7 21 1Tn NIXA .Ticket-n NX NYP IN'RKY WNNWNN 7Y XNO'01 [9XIN NINI itself
IPING NIN 7107 0'MpEn .Computer account-2 VITW72 IX X77 NWRIAN DX A'Wn71 Ticket

XY 7Y 7NN NIR A'XNY 'Yy TYIX NNVIRN
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Technologic

?PAC nT Nn

|2 'RONKRW Kerberos tickets JIMa 2'5 0 KIn Privilege Attribute Certificate X'7nn mwa Ix ,PAC
2y D@01 0'VYD NNY7 MK KDC-n ,NmM'X? 7ayn i .wnnwnn 7w authorization-n 7y AN
,Unnunn 7u y1n 7on PAC-n .17 M'RN'W NI'O'Y90 NIXWAN 17 NNY7IINIXK Th"7 NN 7Y wnnwnin
Access ynNNwN71Ix'7 Nin 72V wNTY NN 7D i, [0 nira7xansi niviapa nnan,n'-SID p'va

DINTTNN WNXRY Token

JQINT NNDIN ,NIN'X - Authentication e

.Y NIRYWIN DX7 , NIV 7 NINTN VIN'O - Authorization e

-0 INIX IR 0'WY ‘221" DC-nw 1D ?TGT-7 Nn%? .TGT-7 015" Xi1nt ,PAC-n N1an7 N1 NTN VTN ' ™)
17 000, MVN NIXT DY 1PIRY DR DY 7R INN9Y 0N YWRDIL, DY TNY service tickets 1M PAC

.Access Token 1Ix"7 "1 PAC-N NX

DT NN TIIL(INIX NDT) Additional Credential Information 2I1n> Da PAC-2 ,n7RN 0'0197 QoI

oo XY

|2 17D ,wnnunin 7Y 0'015N DX 70 [9¥INN 7700 12Y ,TGT ,nwNnn n7NKR NIXY7 [N N1imna

:PAC-n 7y nin'nn Da1,PAC-N NN NN

Ticket Granting Ticket (T6T)

Server Name: krbtgt
Encrypted Ticket Part (aes256-cts) [Kkrbtgt]:

Client Name: user

Start: 2014-12-06 09:51:22 (UTC)

End: 2014-12-06 19:51:22 (UTC)

Session Key: (aes256-cts)
ff.20:76:89:¢cCc:89:b8:a7:27:04:72:36:e3:81:e6:b4
b8:46:14:eb:6d:b2:78:5e:1c:d6:67:e9:86:50:63:11

Authorization Data:

Privilege Attribute Certificate (PAC)

ACcount Name: user

Full Name: Test User

User RID: 1433

Group Memberships:
13

Server Signature (hmac-shal-96-aes256) [krbtgt]
2c:65:60:5¢:16:b0:bb:b2:55:e0:08:12

KOC Signature (hmac-mdS) [krbrgt)

Ga b3 9 :cd: 4a:0b:b6:48:8d:79:92:28:60 e5:b6:¢c2 a
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Technologic

Deep Diving

Struct 7'onw ,AD-IF-RELEVANT 7w 2a10n Struct 7'on XIn .NmMnN2 13 NIF 2N nXM PAC-n 7vioa
:0'21'"YNN 02210 DN DDINA K¥NAY NNl wrappers-n 1INA 0'Tponn Dnw ,AD-WIN2K-PAC nwa

PAC_INFO_BUFFER
s structure, type 1

AuthorizationData PAC_INFO_BUFFER
wrapper, type AD-IF- structure, type 6
RELEVANT

PAC_INFO_BUFFER
structure, type C

Kerberos PACTYPE structure
AuthorizationD ata

wrapper, type AD-
WIN2K-PAC

AWX PAC_INFO_BUFFER-n "an T'n o'wan 1Mnx71 ,PAC-n 9w Header-n Xin PACTYPE niann
-0 INIX 7w data type-n Inn *Tan DAl buffer-7 y'axn> wnwn onn TNX 72WD ,)1yna DATIon

VTM v 02w 0110 7'on'7 PAC-7 ©'woN7 nan 7y buffer

cBuffers-n .*t nir 12 '81 ,PAC_INFO_BUFFER-n NX1j?7 Header Nina wnwn - PACTYPE e

,0'-PAC_INFO_BUFFER 7w 7wn 12d XNin buffers-ni ,PAC_INFO_BUFFER-N 190n 7y y'ax¥n
.0N"7Y VP T'Y

7w offset-n NXI buffer-n 7112 NX 701 .Info Buffer 7w Header-> wnwn -PAC_INFO_BUFFER e

.Buffer-a w'w yTmn 210 Inn IXNNY ,buffer type-n NX 700 ,a1wn DNl

0x2,('121 0*-SID) wnnwn 1A' WNTY YT 1w 0x1,0'"ynn 0'AIoN DX NN NIXYY [N Naimna

.NR7N DI Checksum DwiN'® 0x6-0x7-1 additional credential information 1win'

Value Meaning
0x00000001 | Logon information (section 2.5). A
Additional logon information buffe

0x00000002 | Credentials information (section 2|
buffer of this type, based on const
credentials information buffers MU

0x00000006 | Server checksum (section 2.8). P4
Additional logon server checksum

0x00000007 | KDC (privilege server) checksum |
this type. Additional KDC checksu

NNIX 7722 NN 1011 ,NKRN2 NINK TN ,X7 DA 7aK ,NT 27w 19T 17 nnnn 22w niipgn

o' PAC Buffer-n NX XI¥xn'7 0'¥IN INIXY 7722 NXT .PAC-n 7w n7XN 01200 0'ann 752 0Moin
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Technologic

Ty D'-PAC_INFO_BUFFER-n 72 7y yin7 710¥1 w191 IX .17 nuam (WX qod1n NTHash-n nx

.PAC Credentials 7'on "wx Type 0x2 Dy Buffer 7y y'axnw TNXN NX XK¥xNY

PAC Credentials

LT DNO) D™'0NVYR 07171097 D''RNNY Credentials NNayn? Tvim PAC-2 atn niann

NINY 7720w 11'7aw) 1127 da (Kerberos PKINIT) n'n7nnnn NNANNN2 wniwy 1780 (NTLM

AYnNind nT NX I7|7]'I] NNIX !19xInn Ticket-n IN2 1NXY 11921 [9XIN DA XIN,D'Y'AN TIKA D'O1S 70

PAC CREDENTIAL DATA
structure p—
e SECPKG _SUPPLEMENTAL CRED

structure
Fi - //_

f-"" —
NTLM SUPPLEMENTAL CREDENTIAL
" structure

’___‘____.--""'_

~N
N

\ \EPKG SUPPLEMENTAL_CRED

PAC_CREDENTIAL INFO structure
structure

o0 WK L(|9¥M 1'K) Header-n 1M [XD wnwnn ,IX'NN n1ann - PAC_CREDENTIAL_INFO
DN D'}I%IN NI9¥NN A0 9N Data-n ORW DRI N19¥NN A0 NIX
[9XmMn Data-n .0x17-1 0x12 NNXNNA DN DNYW D'WN .RC4-1 AES256_CTS_HMAC_SHA1_96
.PAC_CREDENTIAL_DATA n1ann 11D KIN

NNl SECPKG_SUPPLEMENTAL_CRED-n 72 7w 71wn 7'on - (|9¥In) PAC_CREDENTIAL_DATA
wna (Creds-n 'A10) DMA'RN 190N

yaxnl ,Credential-n Y'1lwn 1"Rw Package name-n NX '7'on - SECPKG_SUPPLEMENTAL_CRED
.onxy Credentials-7 (7T121)

NINAKRNN 112y 0'9011 Credentials 7'on - XN 2 Mwd - NTLM_SUPPLEMENTAL_CREDENTIAL

.7wN1n NTHash-n 0t llanrol NtPassword-n NX N7 non . nyao 70 .N-NTLM

typedef struct _NTLM SUPPLEMENTAL CREDENTIAL ({
ULONG Version;
ULONG Flags;
BYTE LmPassword([l€];
BYTE NtPassword[l€];
} NTIM SUPPLEMENTAL CREDENTIAL,
*PNTLM SUPPLEMENTAL CREDENTIAL;
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?PAC_CREDENTIAL_DATA-n NX D'N1YSn TX'D

|oxin PAC_CREDENTIAL_DATA-n ,(Ticket-n 1M '7'701) |9¥In PAC-nw 127 oM :0Timn W'y 1IN
215! (Jam>d DC-n 7y X¥niw) Ticket Granting Service-n Nn2 ,N7XWN N7XwW1 .PAC-n IN2 INXY 191
7anon X .(DC-n 2% 11122 shared secret D" X7 '"N) ?N1W97 21" NIPYN AW 1D DT DX |'OXNY7
wnwn Xinl,AS Replay Key-n X171 X1l ,AS REQ-REP-n 17nna q7nimw Diffie Helman nnon w'w

.Service ticket-n 1M PAC_CREDENTIAL_DATA-N N19¥n"?

Host service ticket-n NWpa ™) ,N'2'0PXIVI'X NNANNNY 71 D' NTHash-n Mavaw (N
-0 NN NwoY? vy ,DH Key-n NX T¥a WMy NIg?n o0l JAS-D DI'0 NN T WNONN
-0 NN P71 DIWNY Creds-n 72 DX [N2T2 WY, TGS-REP-n n'7aj7a T PAC_CREDENTIAL_DATA

linxy 1921 p'o90on 11'X Host Service Ticket 01917 ,An1'7D .N97 DH Key

Diffie-2 q*2nn? Nin 7y, DA TGT-N MW7 NIX 11XV DIT'? 70X NOPNNN VIXA7Y YNNWN [KdN
117 W'y Host-7 Host Service Ticket-n Nk 1n72'pw TGT-n DV wWa7 ,AS Replay Key 1inxya Hellman

17w PAC-n Inaw PAC_CREDENTIAL_DATA-n NX Dal Ticket-n X DA NIY9Y7 2211 Dwnl 1" NT'NN

0'9TNY Rubeus 7w askTGT N'¥j7197 NVIYS NODTN NTIPO §'0INT NXIN NIYY7? TN NN ,NT A7w2

:T¥2 MW INIXLAS Replay Key-n NX

bjectPubl
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AX'IN N2AIT

wjpa? 01N 1NN ,7D 0TI NP9 XNAIT OY AN 210 DN TX,D'NIIN D201 0RAN NN AT, P
AITN' NIN .AS-Replay key-n NX T¥2 nniww Rubeus 7w ndinyn nonan narva ,askTGT oy TGT
117 W' I'78,1IN'NAY7 host-7 Host service ticket-n A'NR X7 XInw , TGS wizal TGT-n DY NI WNINNA

.0"7'nnn n'77x1 ,Computer Account Password-n Nx

Host Service Ticket-n NX Nay97 nan 7v Github-n "w'n decryptKerbTicket.py-2 wnnwa Xan nop?

I"78 Computer account-7 Xno'on NI kirbi VN9 Ticket-n NX DM'AVN 1INIX YWKRD ,1N7APY

:Ticket-n wpann

(70 TIav7 13 impacket 9.18-1 Python2.7 wNT decryptKerbTicket.py '21'01n) Ny

NIXI PAC-0 120 70 X hxd-2 NIXKYY N1 DR TIAvY 7'wnal 07500 Nyionn Ticket-n X 17w

:0N'DY

NINW PAC_INFO_BUFFER-N 1901 ,0RIYKRIN NITYN AW NX 12 NIXKYY [N1) PACTYPE-N - INw e
(0 nInW Version-n1I ,6

.DIIYRIN Y DX 1 'MInto ,PAC_INFO_BUFFER-N MWW 72 7¢ Nyn w' PN INKT7 e

.(0x68 VOOIX ,0x01D8 7712 ,1 210) KERB_VALIDATION_INFO-n 7& PAC_INFO_BUFFER-N - DITK o
.1P10-SID 9N

,(0x240 VO®IX ,0x90 77TIa ,2 a10) PAC_CREDENTIAL_INFO-n 7w PAC_INFO_BUFFER-n - 7InD> e

JN01DNN WYY Nn DX 7N

00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE
30 82 03 72 30 82 03 6E A0 02 02 00 Al
82 03 64 04 82 60 [Ce 00 00 00 00]

01 00 00 00 D8 01 00 00 68 00 00 00
00j 02 00 00 00 00 40 02 00 00
00 00 OA 00 16 00 DO 02 00 00
00 00 00 00 00 50 00 00 E8 02 00
00 00 00 06 00 10 00 38 00
00 00 00 00 07 00 00 14 00 00 48 03
00 00 00 00 01 10 08 cC €C CCiC8
01 00 00 00 00 00 00 02 00 €4 1E C9 E8
31 50 D7 01 FF FF FF FF FF FF 7F FF FF FF
FF FF FF FF 7F €9 CE 4A SF 7F 2A D7 Ol €9 SE
B4 89 48 2B D7 01 FF FF FF FF FF FF FF 7F OC
00 OC 00 04 00 02 00 14 00 14 00 08 00 02 00
00 00 00 oc 02 00 00 00 00 10 00 02
00 00 00 00 00 14 00 02 00 00 00 00 00 18 00
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:0x90 7w buffer nw nj'a1 0x240 7w offset-7 17

00000250 00 12 01 00 00 000000 00 00 17 00 00 ookl 25
00000260 23 24 C9 9E AS BO BO C9 8C 32 D6 49 51 90 76 7C
00000270 31 1E B6é 3B 6A FY AC FB 08 86 D6 7E 60 FB 63 Fl
00000280 AB 98 B8 99 8F €1 1E 14 EA 5B EF 7E 64 A7 56 71
00000290 Al 97 EO OE BC 25 C5 F3 77 91 FS ES 74 23 E3 39
00000220 DC 72 FE 7E OE A9 17 FB 88 SB 3B 60 31 96 A6 2B
000002B0 22 15 BC 92 2C EF 25 CE DA 23 OD 11 F1 €4 96 9E
000002C0 FE 92 F1 CO 7B 9E OD Dé OA D1 12 05 3F SE AD 44
000002D0 B8 20 DF 42 FF 2F 46 AC 2B 2F F1 A9 BA 57 2A 4C
000002E0 BF F3 03 B2 EE sofoo 75 18 E9 32 50 D7 01 0C 00

.RC4 n19¥n 210 I ,EncryptionType - 0x00000017-n NX ,Version - 0x00000000-N NX NIXA7 [N
n1yo1 .PAC_CREDENTIAL_DATA XIn X'7n ,|9X¥InN blob-n XIn D'MIN3N 2 DNINNY NN 75,191 WNKY
T¥2 1NMNWY AS-Replay key XIn nnysa nNon WWKXD Impacket 001An 0VIYD |IN"9 V9O DY

N'7NNn N'NNN

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 01 10 08 CC CC CC CC 60 00 00 GO 00 OO 00 00 ....I%%%-.......
00000010 00 00 02 00 01 OO0 00 00 Ol 00 00 U0 08 U0 08 00 .ceeeerenveccccns
00000020 04 00 02 00 28 00 00 08 00 02 00 04 00 00 00 .suevelooveesannes
00000030 00 00 00 00 04 00 00 4E 00 54 00 4C 00 4D 00 .eevvevee N.T.L.M.
00000040 28 00 00 00 00 00 02 00 00 00 00 00 00 00 (evvsesssoaocoeses
00000050 00 00 00 00 00 00 00 0o 67 58

00000060 [E4 C2 B4 79 FlL FA 85 BS 5B -

nni ,package name - NTLM-n NX hex-2 NIXYY [N 72X ,1"7W 210yM K7W encoding N¥j7 W' non

.9od21n NTHash-n xi1n ,jnionw

-1 NXan Repo-2 X¥n" ,n95pynnn NX ¥nnnn VO9"FOI ,NNATAN ']'\IN'T D'IANY'2N DX »n

https://github.com/e99ran/Anderson PAC.py :Github

D'9011 Use-Cases

,PKINIT Kerberos NINNXNN qIzNn? 110X 1AW U'NIN 722 DY N7V 101'9Y N0 Wnnwn 700

.smartcard 1aNNY wUnNNwn 1270 DMpgn TIva Nip [2md ATl

NN WNNWN 7Y NT'NR NAYWN IWONRNY 7D N'¥IN 1Y TY7X DYWL 78I NNVANX IPIN [ATAn X7
woNNY ,Windows hello [12200 NX NoMNYW NO'W IT - M¥pA .AD Attributes-7 17 2IN2"7 NIXWAN

DXINN ,MIA'Y NN9N WNNWNYT TWIY 1T NIIXd Ty MmN .CA |'N N2 N2'202 NMLVAIM NINTTN
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https://github.com/e99ran/Anderson_PAC.py

Technologic

,Key-Pair niyxnxa SSH 7@ NINTTA NDmM TINAY NIXA ,Wnnunn 78X 1Nway 'S Nnony
,PKINIT Kerberos n1Tya nwnnn [2md on'nn oOX  NINTrnn .Certificate-a IXn IR NNl
DX DA ,wnnwnn Y NTHash-n NN 1IN Y21 722 KXINT 7211 0T 1NRN2 DIRINY N9PNNN NIyl

INNO'0 NMIWN XIN

(N7 D202 CA-7 'Microsoftn wimmin) ADCS-n DWW NIX qIZN7 1IN7¥N DX XIN 901 NN
-N DX 7227 nin 7y ntn Ceritificate-a wnnwn% 2211 "nima XInw wnnwn? Certificate 7271
ADCS-n 7w HTTP-n pwnn'? DC-nn NTLM Relay -ADCS 2y n9'pn'7 XnaIT .[IN1 yad 721 17w NTHash

1AN'N1Y7 Certificate N'727 NaIVY

:N2'NINI N9 XY
MY TYIR 7Y NAIYRIN NRPRO0N DR wnnn YO0

https://github.com/eladshamir/Whisker

:DMI90 D'WTIN 1197 wnn XY YW "7V NIopnni ADCS Xwna whitepaper

https://www.specterops.io/assets/resources/Certified Pre-Owned.pdf

:NTLM Relay ntya Certificate-n Npo1n NX wnnnw 75

https://github.com/bats3c/ADCSPwn

NV X71 ,0MY 4 199 Kekeo-2 NT NK A7'W 99T |'n'21aW 'N'2'a ,Q7NNN DI'O INX7 - 0112 NTAIY
N2 YI'Y2 TA70 (?NNNX DNAYN NNKA) DIPN X2 N7 DR QMDY

https://twitter.com/gentilkiwi/status/826932815518371841?lang=he

nid'o

2vI N7 D'Use-casen 7y ,|NdTa Ny K77 NTHash NRxIn%? nnTpnn nptdu 72y nkna 12T

JNMYOKN XR'NY NIA'oNn

STIVIM 0YND N7V DR NN DR CTMYXRAWIL L, NIRNNRD DAY IRTI? INNN DNR T N0'wn
NN 1NOoYSNNIL L, (NI NI 'Y N'NAI) NXINN 09N Active-Directory-1 Certificates-n DINN TXN
IN Dirkjan 7w PKINIT Tools :wnnwin7 171N 0NAI IXY'Y D'YTNN D'YIN'MN XY D701 DNpnn

.2.0 0N ,Rubeus 7w naNNXN noMaa

TNV N2TAY DNY,AN'YIN NXIKN 091N "7V NI9'pnnl ADCS NNTya NINNRNNN Dinn ,'792
TX ,X7 DNI,DINNY NIV ANMO NTIRA NYTR KD N7 'NN7¥NY Diipn (AD-n NI9'PN 7w aNgn

J"Myn N'Y NINSY7
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https://github.com/eladshamir/Whisker
https://www.specterops.io/assets/resources/Certified_Pre-Owned.pdf
https://github.com/bats3c/ADCSPwn
https://twitter.com/gentilkiwi/status/826932815518371841?lang=he

Technologic

NITINI "7y Nxp

TYY ,707119IR NIHXT7 NAN7 NITING QXN .AN0AX pInE AD NIn'aoa Pentester ,22 |2 ,jlwna W

2107w ,7900 IN TNRN7 2WEna NN IR N7RY 727 .NNINTAI0 12N DA KNP 7002 n10n

‘twitter-2 DM
https://twitter.com/NahshonEran
X
eerann9@gmail.com
nnNnipgn

https://security.stackexchange.com/questions/246304/how-ntlm-sso-is-preformed-on-

smartcard-Kerberos-logon

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-pac/166d8064-c863-41el-

9c23-edaaa5f36962

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-pkca/d0cf1763-3541-

4008-a75f-a577fa5e8c5b

https://datatracker.ietf.org/doc/html/rfc4556.html

https://gist.github.com/xan7r/ca99181e3d45ee2042425f4f9181e614

:NTHash Rolling for PKINIT Users '22%7

https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-

management/whats-new-in-credential-protection

https://www.stigviewer.com/stig/active directory domain/2016-12-20/finding/V-72821
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https://twitter.com/NahshonEran
https://security.stackexchange.com/questions/246304/how-ntlm-sso-is-preformed-on-smartcard-kerberos-logon
https://security.stackexchange.com/questions/246304/how-ntlm-sso-is-preformed-on-smartcard-kerberos-logon
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-pac/166d8064-c863-41e1-9c23-edaaa5f36962
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-pac/166d8064-c863-41e1-9c23-edaaa5f36962
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-pkca/d0cf1763-3541-4008-a75f-a577fa5e8c5b
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-pkca/d0cf1763-3541-4008-a75f-a577fa5e8c5b
https://datatracker.ietf.org/doc/html/rfc4556.html
https://gist.github.com/xan7r/ca99181e3d45ee2042425f4f9181e614
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/whats-new-in-credential-protection
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/whats-new-in-credential-protection
https://www.stigviewer.com/stig/active_directory_domain/2016-12-20/finding/V-72821

