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Search Results
There are 8 CVE Records that match your search,

Name Description

CVE-2020-28322 The D-Link router DIR-880L 1.07 is vulnerable to credentials disclosure in telnet service through decompilation of firmware, that allows an unauthenticated attacker to gain access to
the firmware and to extract sensitive data.

CVE-2018-6530 05 command injection vulnerability in soap.cgi (soapegi_main in cgibin) in D-Link DIR-880L DIR-880L_REVA_FIRMWARE_PATCH_1.08804 and previous versions, DIR-868L
DIRB6SLAL_FW112b04 and previous versions, DIR-65L DIR-865L_REVA_FIRMWARE_PATCH_1.08.B01 and previous versions, and DIR-860L DIRBGOLAL_FW110b04 and previous
versions allows remote attackers to execute arbitrary 05 commands via the service parameter.

CVE-2018-20675 D-Link DIR-822 C1 before v3.11B01Beta, DIR-822-US C1 before v3.11B01Beta, DIR-850L A* before v1.21B08Beta, DIR-850L B* before v2.22B03Beta, and DIR-880L A* before
v1,20B02Beta devices allow authentication bypass.

CVE-2018-20674 D-Link DIR-822 C1 before v3.11B01Beta, DIR-822-US C1 before v3.11B01Beta, DIR-850L A* before v1.21B08Beta, DIR-850L B* before v2.22803Beta, and DIR-880L A* before
v1,20B02Beta devices allow authenticated remote command execution.

CVE-2018-19987 D-Link DIR-822 Rev.B 202KRb06, DIR-822 Rev.C 3.10B06, DIR-860L Rev.B 2.03.B03, DIR-868L Rev.B 2.05802, DIR-880L Rev.A 1.20801_01_i3se_BETA, and DIR-890L Rev.A
1.21B02_BETA devices mishandle IsAccessPoint in /HNAP1/SetAccessPointMode. In the SetAccessPointMode.php source code, the IsAccessPoint parameter is saved in the ShellPath
script file without any regex checking. After the script file is executed, the command injection occurs. A vulnerable /HNAP1/SetAccessPointMode XML message could have shell
metacharacters in the IsAccessPoint element such as the “telnetd" string.

CVE-2017-14948 Certain D-Link products are affected by: Buffer Qverflow. This affects DIR-880L 1.08B04 and DIR-895 L/R 1.13b03. The impact is: execute arbitrary code (remote). The component
is: htdocs/fileaccess.cgi. The attack vector is: A crafted HTTP request handled by fileacces.cgi could allow an attacker to mount a ROP attack: if the HTTP header field CONTENT TYPE
starts with "boundary="followed by more than 256 characters, a buffer overflow would be triggered, potentially causing code execution.

CVE-2016-6563  Processing malformed SOAP messages when performing the HNAP Login action causes a buffer overflow in the stack in some D-Link DIR routers. The vulnerable XML fields within the
SOAP body are: Action, Username, LoginPassword, and Captcha. The following products are affected: DIR-823, DIR-822, DIR-818L(W), DIR-895L, DIR-890L, DIR-885L, DIR-880L,
DIR-868L, and DIR-850L.

CVE-2016-5681 Stack-based buffer overflow in dws/api/Login on D-Link DIR-850L B1 2.07 before 2.07WWBOS, DIR-817 Ax, DIR-818LW Bx before 2.05b03beta03, DIR-822 C1 3.01 before
3.01WWb02, DIR-823 Al 1.00 before 1.00WWbO05, DIR-895L A1 1.11 before 1.11WWb04, DIR-890L A1 1.09 before 1.09b14, DIR-885L A1 1.11 before 1.11WWb07, DIR-880L Al
1.07 before 1.07WWb08, DIR-868L B1 2.03 before 2.03WWb01, and DIR-868L C1 3.00 before 3.00WWb01 devices allows remote attackers to execute arbitrary code via a long
session cookie,

.2016-6563-CVE nw71N2 1N 1INIX ,INXAN IX?

CVE-2016-6563

YNNI

"Processing malformed SOAP messages when performing the HNAP Login action causes a
buffer overflow in the stack in some D-Link DIR routers. The vulnerable XML fields within the

SOAP body are: Action, Username, LoginPassword, and Captcha."
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E fish /homef/iot/Desktop -+ X
fish /homey/iot/Desktop 154x37

Welcome to fish, the friendly interactive shell
iot@attifyos —> cd

> binwalk

HEXADECIMAL DESCRIPTION
DLOB firmware header, boot partition: "dev=/dev/mtdblock/7"
LZMA compressed data, properties: ©x5D, dictionary size: 33554432 bytes, uncompressed size: 4803488 bytes
0x1C0074 PackImg section delimiter tag, little endian size: 10532864 bytes; big endian size: 12099584 bytes
0x1C0094 Squashfs filesystem, little endian, version 4.0, compression:xz, size: 12098796 bytes, 2596 inodes, blocksize: 131072 bytes,
created: 2016-02-26 11:35:40

iot@attifyos = |

m. mhE = [Software Upda...| [ [Download D-Li... | [fish /homefiot... | [E[fish /home/iot... |[BIfish /homefiot}... 2 = orzaam (O [

-1 Tpnna 1INIX X (Bootloader,kernel) NnNWIEN yalza NN 19010 X¥N 790 NIKYYZ D7D 1K

.D1'MIYN 12X DNAY NNYIPN Y27 IX N7'oNW D'¥apn NDIWN D¥YA IT .Squashfs filesystem

D'¥IPN NDYN 0¥ NDWN 7D NR 7ONW squashfs-root owa nvzM 117 XM yI?'NN INRY
o'ny? ,PHP 7w D'091j70 ,HTML '¥aj -2 wnnhwn J0IKNY D'¥apn 72 DX Dy n'7'Dn

JIRNo'o
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N YUOMY NIMpYN NIY2INN .Is 1) 0751 NIYYIN KIXN? 121NN NNRAon 7721 noayna

J10NNN 7Y NINWNA KN TV PIYVIAN 10NI90 7Y 0'071IW DX DDA strepy-7 NIk L1

221') 17y D071V INIXY N0ND DY sprintf-2 Win'y "'y AWIN 100190 WWRD system-7 NIXNp .2
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PIYVINN T0NI9N 7Y strlen NRXIN DAY NTINNAN 77712 10N TWKD strncpy-7 NIKMP .3

STV 7TIa/yiae 9T K71 pnvimn N0t 7T N ot 77w memcpy N7ve 4
."Low hanging fruits "-2 TpnNn'? N¥711 T 27w NINSY? X ,NIY7IN 1A10 TIY D'V PY |AINd

JINYR N20W NWTIND WNANWNYT? D1IDNN INIX X7X ,NIYTN NIY7IN D'USNN X7 1NIXR 17¢ njzna
TIDYN2 D'MINI'AN 7D 7Y wion YNl 7210 NNoa  HNAP-n [112102 NNt aw2inne 0T 1NN
:0'¥apn

117U NUNN NRTY RN ,htdocs NN cgibin -MINI'AN KIN 7272w NAIWRIN IRXINN
.'X0I79077K TA1 NIANT NIVFZVIN [1AD YT DX I'7V 7ITA7 n¥11,IDA-7 IN1'an NN PINTaw 194

:checksec.sh LP"'IND] YNNWK X YaIZN 7V W'Y NN 21727 ' 1D

[~} fish /home/iot/Desktop sh + X

> file
FW107wwWbe8.bin.extracted/s fs-root/htdoc bin: 32-bit executable, ARM, EABIS version 1 (5YSV), dynamically linked, interpreter
tripped
> ., /checksec
X PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable FILE
0 17 ../ DIR88O
ibin

[software Upda...| @ [Download D-Li... | lfish /homeiot/... P squashfs-root a = oeaam [

:NINAN NIPZONN DX 7'0N7 TWON
ARM 32BIT nII0juHINN KD KN (1

12'7V NIYPNYT N¥R 710" "7INY NN stripped XIn XN (2
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e UserName
e LoginPassword
e Captcha
NTNNNAN 2'n woN .Captcha NTINNNN DX NNAIT? WON11 "IN NIN'ZA DITNNNN 72 IR Y]

. strncpy-I strcpy 12> N9 170N 11019 N'XZAI9YT N7 ARMPNI NY'9IN
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T T T RV T T RV )

326C, 0, )
j_get string(dword_43AA14);

N0 X77 "D'Hwim D'wiIn" NIYWY?E TR WO NINT? XN INK? DOTINA MY 0'My9 NN

S7anoxT N7YX K77 AN C'woRw 0T Y Mt tiar"

MYN INIX .sobj_new DWA N'™X119n 17W WD DX 727M¥ NINWN DY NIKAY TWOX ,NTN NN
770 DNY DWTI' 72D NNIRY DY NITY DY sobj_get_stirng Dwa X197 21wl AW N7
D' 7Y NTNNNN DX 7277 INvnwn get_string '7IN ?soap 7V y'ayn so-n *7IX) nw7innn

(?0nviv
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197 NYW72INN DY TIA7? D'¥N NNIX DX DN 7077 198K XINN DR 17 'R DX DN X .ATIaa
0121 N9 7XINN 7Y [ARNNT7 D' PO XINN DX WID7 DN X7 775 1NIX IR Ximn N0

NX7mMRN DINn

INIX2 X .NP270 0'TAY D7D N2INE INIT 070 NQN .MMV KD DNWIZD 07152 N7ImRN
INY 07D 190N A'¥X IN DTN 1AKNL .O'RYI D'YTN 0721 DN ,0TPNN (AT 73 DINnn At

.(Avatar2 nnaIT?) D"INK 070 1T K71 DTN '9'¥O0N NMI7N2 DN 'MYNNYN
Qemu

IX MIPS ¥ N7 DX |'2) O'¥N NNIXY NII0RODINA NTIAY D20 17 1IXY 21 manvav ‘2
IR "NNRI0NT NdN" 17 X7 oxval -yn? ndnt noT neh ,0'Rnn 7 ™In7 N L(ARM

.N7W NIMMINN NNI0RODIRNNA MY NIVPVDIX DY
Firmadyne

2> .Linux niooian Embedded NidWNA Tpnnny D'Y7IR'RI 'MY'T 7NN Y QnI0ING Tvnw 7D
N7’ DUYURN 7Y 12aNnY Noin L,0'¥apn Ndwn DR Y7nn ,Qemu 7w NI71D'A wnnwny
NN 7Y '0NLVIRN PYNAN DX DNY7 QRIYE WY DY get? non L(NVRAM it [1ad) nnwip

LT NN NIN 17'R0 W0IRYY? At "D
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FirmAE

KW -NNWIPN 7@ Fuzzing-771> "On qona .Firmadyne 7w nn7x¥nn "12'0 DX 19W7 IMonvy "7

.INXY 191 72y

:FirmAE 702 wnnwil N1NIX NNWIzn 7w nx7m:X yxa? nin 7y

- sudo /home/iot/Desktop/FirmAE

File Edit Tabs Help

iot@attifyos > sudo ; k

[*] /home/iot/Desktop/DIR88OAL FW107wWwbO8.bin emulation start!!!

[*] extract done!!!

[*] get architecture done!!!

[*] /home/iot/Desktop/DIRBBOAL FW107wWbe8.bin already succeed emulation!!!

] Network reachable on 192.
] Web se
[+] Run debug!
Creating TAP device tapd 0...
Set 'tap4 0' persistent and owned by uid ©
Initializing VLAN...
Bringing up TAP device...
Starting emulation of firmware... 192.168.0.1 true true 14.344063486 43.094984477
[*] firmware - DIR880OA1 FW107wwbos
*] IP - 192.168.0.1
*] connecting to netcat (192.168.0.1:31337)
+] netcat connected

E Debugger

connect to socat
connect to shell
tcpdump

run gdbserver
file transfer

V bW R

| E L [Software Upda... ™ FirmAE M sudo /homefio...

€y o8

s = 1007AM

NI71Y9 1900 117 "WOXN "N

DN NT'R 72V 117 TIN7 0'710'w) 070N ,NNK AT D'¥272 NI9XYI 'wONn 2y shell 727 o

(nw7In AN TPANNY CWON

gdbserver NNty '9'¥950 7NN 12T7 e

D'¥7 Iwn7 e

AWOX NON .192.168.0.1 NN TVIRIN 7Y PWNN7 NWA7 TWOKX YATD NIXI7 TYORY 19D e

2210 VIRIN TYD [IN271 "MW NIaxiyn" niops nitw? 'nnnY
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Technologic

nid'o

NP0 N'wonn 7w nninn N NiRnn 10T-1'won AN Nwa? 0DYTN DX MNP0 AT 1IN
nY2 K77 DNYIZN NAYN ,NNWIPN DR A'Wn7 NN 7Y DN win'yn T MIYEN 21100 Y

2'WONN NUX7INNR - 10271 I0T-"1'wona NIY7IN w9 nwian ,1'won? n'mo

MnNnn 7y

.embedded "'woni low-level "\7nna Np'va poynn ,nd'a nar

yoni58360@gmail.com :nNynl NI'1vY

No0n ANMFY DNIYIPI NN

e https://medium.com/@AriaZhu/serial-transmission-vs-parallel-transmission-3689e1af9200

e https://fccid.io/KA2IR880LA1/Internal-Photos/Internal-Photos-2192282.pdf

e https://drivers.softpedia.com/get/Router-Switch-Access-Point/D-Link/D-Link-DIR-880L-

RevAl-Router-Firmware-107B08.shtml

e https://github.com/slimm609/checksec.sh

e https://www.gemu.org/

e https://github.com/firmadyne/firmadyne

e https://github.com/prOv3rbs/FirmAE
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