|
T echnolo

MA'Y ]2V 1A'a0a np'n1|9'7 D'NIN NNy

171'0 7' NXNn

aNTN

101 ,7'7n NNN DYAY KIN 'O9XAl ,NNDNNKRN DY 722 0'™MIAY IV 'MN'va vin'yn 9p¢7'n
NN 2AlvnNnl ym'vn 72U AN ol Y7 Ty ,1|],UJ. NI7'WoN NX N'NIvAYN 2'NY' DRAIARNN

.(On-Promises)

|I'T7 D"LAN AWK 020N NN IT-N D712 DWW 7W NNIW X' 2D D207 YRIND Naynn
NNRNN NNY LMY 2V D202 NTNID NN VIN XY WIXZA VT NY9 01D N7 Jnona
VD MDY P90 |2 NIAx [IIMal L2V N0 ATIAY? N'TIo Y0 7w (M1na X7 o'mwhi) nminn

JUTIID NN VINGA DY ANYYAN NN 7Y YIown NN WX 12T ,01Wn (CSP's)

NNTI ,"IA'Y 2V D202 N'TIS MYpn vI¥7 D'Nan nnNpy NWIP'? N7 NNt Jnon Nun
'OAT A'XnN Nonn ,|d INd .IT N2'201 N'NY'YZNn NI7'Yo VIX'an 0'WanN 02IY DNANK 7Y n'j7o0 1IN

.NOWNN |I'0"1 NWIXPA NINSO0 N0 7V NIXTI ¥ D202 N'TINID NY'ZN VIX'AY? NIX'MIin n71yo

AWK VINZN 'WIN 0N "NATY 3V D202 NR'TNIST7 0'NIN NNVt nRnn v pvn T g
NTIAY2 ,NINSY7 ,'0'02 YT A17'wa ,MIpNn AIYNN N201 NFTNID NN VI [1'0'1 YT DN
IT ,System 112 DN DT MIXAN 901N Y 72177 DMWY QWK 0'9011 D'ANIA .MIAY 23V 11202

.DINN2 NY'TN NN 2'NIN7 D'IYNN 120N NAANI

NTIAYN DIgN NTNY v yraxa? ma I'NI L, N'YIRA NYIXNA 'NyT 2V XIn DT AINNN2 IR 7D

L 1]

! Cloud Adoption Statistics for 2021, Nick Galov, Hosting Tribunal, August 9, 2021
https://hostingtribunal.com/blog/cloud-adoption-statistics
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APPLICATION ELEMENTS ARE SPECIFIC
TO THE CUSTOMER’S BUSINESS, SO THEY
ARE THE CUSTOMER'’S RESPONSIBILITY

°
WORKLOAD RESPONSIBILITY DEPENDS

ON IAAS VS PAAS MODEL (PAAS OFTEN .
REFERRED TO AS “SERVERLESS”)

LOWER-LEVEL INFRASTRUCTURE IS MORE Physical hosts / servers / compute

GENERIC AND COMMODITIZED, AND THE
PROVIDER ASSUMES RESPONSIBILITY Physical and perimeter network

:21019'0 NONIWN

On-
Prem laaS PaaS

Application user access management .
Application-specific data assets .
Application-specific logic and code .

Virtual machine / server instance .

Virtualization platform

Physical datacenter environment

. Customer . Provider
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Responsibility On-Prem laaS PaaS SaaS
Data classification & accountability risks . . . °
Client & endpoint risks @ o o o
Identify & access risks @ ® o ®
Application risks @ o o
Network risks @ ]
Host risks (] o
Infrastructure risks @

[

[D1212'0 710121 NNVAK ™7ayn NO'SN 001N '0I9'Y NONIYNA NIMNK 77N 12 D'WIN]

? Shared Responsibility Model Automation: Automating Your Share
https://cloudsecurityalliance.org/blog/2020/09/07/shared-responsibility-model-automation-automating-your-share/
® Cloud Incident Response Framework, Cloud Security Alliance, 05/04/2021
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/
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Naro
NIST Special Publication 800-61, Revision 2, Computer Security Incident Handling Guide*

ISO/IEC 27035 - Information technology - Security techniques - Information security incident

managements

210 YI'R 7W DN ITAN 7102 DY DY nwaix Tan NIST 800-61 |j7n

[

Containment
Detection & Eradication Post-Incident

1 g

Preparation Analysis & Recovery Activity

[NIST 800-61-7 DXNN2 7120 V'R 71n117 0N 1IThN 3 D'WAN]

*NIST Special Publication 800-61, Revision 2, Computer Security Incident Handling Guide
https://www.nist.gov/privacy-framework/nist-sp-800-61

> 1SO/IEC 27035 - Information technology - Security techniques - Information security incident
management

https://www.iso.org/search.html?q=27035
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e SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response, August 2006’
e ISO/IEC 27037:2012 Information technology - Security techniques - Guidelines for

identification, collection, acquisition and preservation of digital evidence®
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Process Flow Process Sub Process

N " 1. Incident identification

M) 2. Evidence identification
Identification 3. Evidence location identification
4. Collaboration with stake holders/
J CSPs

r |1 []1. Evidence Preservation _
Preservation 2. Start chain of custody

(T4 Identify tools, techniques and

[ = process to use for data collection

Collection or Acquisition ,m'm,,:?;g Boquirs e cale

] 3. Preserve the artefacts, ensure the
chain of custody

~ — 1. Conduct forensic examination of the
Examination & Analysis gafwm the data

3. Draw conclusion

== =
- =

Chain of custody

[ = ] " 1. Create report on the findings
Reporting a"d 2. Summarize and prepare testimony
Presentation 3. Present or submit the report
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7 SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response, August 2006
https://csrc.nist.gov/publications/detail/sp/800-86/final

#1SO/IEC 27037:2012 Information technology - Security techniques - Guidelines for identification, collection, acquisition and
preservation of digital evidence

https://www.iso.org/standard/44381.html

° Cloud forensics: Technical challenges, solutions and comparative analysis, Ameer Pichan and Mihai Lazarescu and Sie Teng Soh,
Digital Investigation, Volume 13, June 2015, Pages 38-57
https://www.sciencedirect.com/science/article/abs/pii/S1742287615000407
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19 NIST details cloud forensic challenges
https://gcn.com/articles/2020/08/25/nist-cloud-forensic-challenges.aspx
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(System DN NNTAN N7NN NNAIT NIFYOPR N7V viXa 77101 ,Metadata-7 Nn'a'ox9-N'M11onn

.My pva (71071 nadn) Workload-n 7y Configuration)

[V '790 W 7¥ mwN TIY'NA Y'oinn 'od Instance metadata awin? nNTan ') ,nwnnnn DwY

.00 D"MIAX v 'mN'y

'R [V "My 790 '97 Instance metadata awIM? nNTaNn
"Instance metadata is data about your instance that you can use to configure or manage the
running instance. Instance metadata is divided into categories, for example, host name, events,

and security groups.™"

‘2 v M 790 '9Y7 Instance metadata awin? nNTann
"The Azure Instance Metadata Service (IMDS) provides information about currently running
virtual machine instances. You can use it to manage and configure your virtual machines. This
information includes the SKU, storage, network configurations, and upcoming maintenance

events."

WIN'RY? NION'NN 77101 NMTANN DX 2'NNN XN D 2 2V NN 290 7¢ MYTaNN K9'01 NIXTYT N1
VN MDY 290 7Y N'O'YO0N NIIWI9N DX 1DNY7 NI'WN MY NRT X7 .0 TNY ApItnn

Mv19a namion N'7NN VIX'T DAV NXRTEL,DIIWUN D'AwINnY

DPNY NYIY 179 2V 'MIN'Y 790 WK ,(Metadata) NOXT-RUN AWINT NNTANN NN NINKR RNAIT

:12"0N N1an D72 '7:urmnn NIYn NMTANd YIN'y 0'n'ion

"A reference provided in a metric definition. Example: unit (bytes), provided in the definition of
the oci_computeagent metricDiskBytesRead. Use metadata to determine additional information

about a given metric. For metric definitions, see Supported Services."

N2'201 D'MI'K WIN'MY7 0IN"N 'U'NNN2 NIRIYA 12'D,7V192 NN DIV 107 AWNY |, 9011 MANX
790 "y Instance metadata 7w "7 win'm 9 nya7? 71¥ 2V DY9 X7 NNT ,XNAIT7 D NI |y

HMoorx? M nimiwp Yva it XYW Workload-n yT'n N9Y TR AWOK AWK MAT Vi N

! Instance metadata and user data
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
*2 Azure Instance Metadata Service (Windows)
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/instance-metadata-service ?tabs=windows

Overview of Monitoring
https://docs.oracle.com/en-us/iaas/Content/Monitoring/Concepts/monitoringoverview.htm
" How an Attacker Could Use Instance Metadata to Breach Your App in AWS, Kaushik Narayan, McAfee, Apr 06, 2020
https://www.mcafee.com/blogs/enterprise/cloud-security/how-an-attacker-could-use-instance-metadata-to-breach-your-app-in-
aws/
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' Cloud 79 %y waTa ,ATT&CK

NIA'Y Y N0 N'TINID AY'p7Zh VIX

.I12'¥ 3V D201 NFTNID NN VIXTY NIX7NIM n71¥9 DT D'WAT IRI0 AT 19
[V D202 NI AN YixaAY? n'alpn o'
DIIPN7 DXNNA NXTE D7) NINBWN 19017 3V 12101 DTS NN VINA? 0700 DX 7707 N1
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D7 QUX 'Y 2102 N2 0'NY9 D7D 1R DY Nt o ry? XY 2o T 7w(Snapshot)
,(D'RXNNN [IONKY? 20T NVW NI7Y NNAIT) NOO0II N'O0D NRXIN VNAT 'IWY DN WIN'WN ,NIR77
790N T¥N NIMNKX 72 K77 NIph7 wxir 0'on 0naw 0Mpn 10N DI
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Y IDTY/M1'Y N2y NIMD TI 7Y 17N 1002NN WK D7) IX ‘XY NIN'SY DN WX 0D 3
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AT NNSYnn

'3 CSA Research Publications
https://cloudsecurityalliance.org/research/artifacts/
*® MITRE ATT&CK Cloud Matrix
https://attack.mitre.org/matrices/enterprise/cloud/
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ALT-1 Apache Kafka :nixan Big Data-n

laaS N2'a02 N'VPO'LIX I0'X '7ANY '019'0 7 TINY NNAIT

:[aaS N2'202 D'VPO'VIN HI0'X )'7NNYT '019'V 7TINT NNAIT NA'YN NIXAN 720N

D'V{79'VINN 210 NV
API Response
Files (e.g., data) Applications
Logs
Logs Servers
Disk Snapshot, Files Operating
Logs System
RAM Dump
API Management
Logs Console
Flow Logs (VPC level) Network
Packet Capture (VPC or Workload Level)
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PaaS Nar02a n'uEO'LIX QI0'X Y'7aNY '019'0 7TINYG NNAIT

:PaaS N2'2021 D'UPO'VIN I0'X Y'7NNYT *019'0 7TINT XNAIT NA'¥N N720N

D'V{79'VINN 210 NV
APl Response
Files (e.g., data) Applications
Logs"’
API Management
Logs Console
Flow Logs (VPC level) Network
Packet Capture (VPC level) (Optional)

[DIm NN PaaS N2fa02 D'LVP9'VIX I0'K )*7NNY7 '019'V 7TINY XNAIT 12 A7aV]

X ,0XNI¥A KIN NP7 271090 WUOIN IT NTIAY NIXNA TNXR T¥N D T%7 N1 7'v7 07207 oknna
D'NINY Q1931) Wp'Va 7900 7V D70 DTS NN'YPNT7 N220N NARNNT ONIVAI NIMNXRD Y TN
D'YU'NIN DIY' N'TNI9N N'PNN NITIDY DIOPN DWY? D 7117 .(DTTYN |2 '09Wn Dd0N] DRAIYAN

JAVn '"MN'Y 790 7v NN NYNT DN

SaaS Na'02a N'VPO'LIX QI0'X Y'7aNY '019'V 7TINY NAIT

:SaaS N2'102 D'UPD'LIN I0'R )'7NN7 019V 7TINT XNAIT NA'YN NNAN N720N

0'Y?79'0ANN AI0 nadvy

API Response

(Files (e.g., data Applications
Logs

API Management
Logs Console

[DIzn NXON SaaS N2'a021 D'VEO'LIN HI0'K )'7NNYT '019'0 7TINY XNNAIT :3 NY7aV]

.(Event-Driven Architecture) n'vi'x Naidin MILFV'IIND DA DMWY NN (Serverless) MW K77 NIDPVDIX 1D ¥7 v
winmY n7a1pnn ITMYNN L3 13 (021N ToN2 DIYM [IDTY NNAIT) N7IYD NRYIN IX 217 NNAIT,722m 7719 v NIze7 n1'xnn
X7 DN7W 0NN IR DTN Y200 WK ,0N1M01I7 7Y NdNO) IT NIj7UDIX
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DX '7n1' XIN NIRRT N721990 WOIN IT NTIAY NNIXNA TNR T¥N D Tin%7? N 7'w% 3 07107 oxnina
NN N'TNI9 NY7N7 N20N NARNNY 7900 7V 0NIynl NIMNRD NN Y T¥n X 0" 9'Da
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.(Anomaly Detection) n''miax "1n'71 17'a owW7 Ix (I0C's)
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790 N'MYN2 NP ITA NIY NN NMA7ID0] WIN'Y NIYYY? DMWY DN D DTAWN N2 17X Aon
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7901 NN

NNN10N2 WK L(Cloud Nesting) "y [11'7" oW nnan n7NN NINNRD DY 1D X' 12010 1NN
[V 'MN'Y 790 7w N'MWN a3 72V NIRNA (SaaS MIXNA NTIAY Nya NDWY) 12179 Y '"MN'WY 790

JUTNI9 NN 71017 NIAdIMN NN DX NI7YRY 00N DPN YWY WK 1T IR
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N2'2021 D'OPO'VINN NN '7NNY 0770 D'IPA NNIT MIAY IV D202 D'OEO'VINN NN 7NN

.01911 ,0rA"'NN D'I'YYT7 NYVTN NN NNY W' NINT DY nmipm

72T L, NMIPNA 1201 TWXRA DY NP7 DYIYY MY 3V 1201 DIFKR wimm? oin'a 'w'nan .1
.N'RNN NN 2'NNN

N1'N [V D202 D'AIKI D'UPS'0IXR? A'VPZOX NIN' YXA7 NIMIION NNVAX NN 7w N7 .2
N7 ,NNVAXRN WN DX 7" 97NnY% 21N TY7 wATn? 1wy RN 12971 ,nron' ndim
21N |DIXA NP'TNIS NN VIN NI ANTY
MITRE NIMI72ImMna ndMn NI771d nNVAXN NDAYN D KTH? Y70 Y900 No'snn 77nd
7w 19m MwoNN MITRE ATT&CK n"a2iminn ,7IaN N9'"772 .MITRE D3FEND Matrix-1 ATT&CK
MITRE D3FEND Matrix n*ai72Iminn 17'xX1,(NIpTin N71¥9 TIj'na) 21 Ni'ws 7w oin' 'w'nn
70! [ann T¥NIL,0IN 'W'NONA O'YOYIN NIFMY7 DMWY TWUKR D'ORO9'0IN 7Y 19N NMWONN

2R NITWO NI I7A7 NNoN DR NI7YNT7 [N 07Tmn Y 2 IR NIYYNNA 01017
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ATT&CK®

[MITRE D3FEND Matrix n'ai7iTinn |27 ,MITRE ATT&CK n*ai7imnn |2 |*701an 'on' :6 0'wn]

D"'NNION NINPY YM'R D NIX7 D' NDWI IXR? NNT L (Threat Hunting) omrx ™ a17'w .3
NOo'©NnN {77nd .,72"0N 2NN 2N NI N7'A DMYONA DI'R N'MNIoN N'TNID NY'Y7N YINAY
yvixa ,(Continuous Monitoring) NdWNNNI N9'¥1 NP2 NNRPYA WIN'Y NVl DR TN
Ym'x ,(Cyber Intelligence) Na"o y'Tmn 72pnn WwR (IOA\IOA nNnaIT) vT'n 7m ax'nip
7v D'07I2N NN TR L(Hypostasis) NITNI9'WNA win'y D1 Nniwn MITRE Nimaimnn
IN D2 X7 TTP's-2 win'y NIwIyn NI9PN NINT?1E NI7A7 D710 X' DK T NO'ON

:0day niw7in 7w N7 7181 72V niooiann NIg9'pn

Feadback loop

ian +  Detection capability Ww
Continuous feedback loop +  Global mapping

.
Threat Hunting Core
/ 5 = \
Methodology Effort Scope and Prioritization
Iterative approach ) Usecitaracton
. Visualisation
Pursuit of attacks : )
Proactively search . / P, o
W Various hunting techniqgues B | —  oaa . (e e Adversarial Tactics, Techniques
8_ g q - Das oo i & Common Knowledge
9 m
g A Tought \M:% o « Data Source coverage r =2
= m‘“‘*"’"‘ At Dae Aoty +  Techniques visibility DeTT&CT
= =
p

o +  Quality Assurance

m Wit +  Tracking Hunt development T + Intelligence Input & Overview

Investigation telemetry

/g‘ 2 Networking Appliances «  Threat Hunting Process « Threat Intelligénce Platform
.‘E -3 Signature based detection «  High Fidelity Notifications «  Threat Actors Profiles
o T
& o SOC Monitoring + Hunting Backlog » Intel sharing
\u:, 8' 10C Matching «  Ticket tracking «  External notifications y
Standard Monitoring Hunting Intelligence

Source: Renato Fontana

[*omix T 99nn Yw a0 3R 7 owan)

¥ Toward a Knowledge Graph of Cybersecurity Countermeasures, Peter E. Kaloroumakis and Michael J. Smith, The MITRE
Corporation
https://d3fend.mitre.org/resources/D3FEND.pdf
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[NN92 ITY'N7 WAT! [IAIRD D DN NN QYN TYA dWANNAIE N9 NP2 NIRNRY winm ow?
.CASB-2 win'y NIwy7 TIXN oM A7y'Y PN NFTNAM N0 7Y npna 17'RI1L,XNAIT7? CNAPP
T0X" NNAIT NdWNNNIL N9 NP NI7IYD vixY Stand Alone NINNS 71w DMz D |"X7 IR

"omix

MY Y 12102 NZ'TNID 0N ¥ arnivIx

NYPWN X77 'on' |DINAL AT JIN D772 D20 D'PRYT (12X NMYWONAN NNIDA NIYMA 795010 [vn
n'7n N0 o'knn® Cloud Blueprint WXN 207 21 1K ,XNAITY 72 .01 DARWN v
7w N¥NIVIK DYWY7 1aC-2 wIn'y N1'D NINR XAAIT ¥R (AT JIN IIX7 DXNNA D200 DX DN
D'IYY 'MIYNAYN [91IX2 M'PNN NITID' IX 19W7 02MI1IYN AWK DN ,9010] .01 ATIAY D'Y0N

.0m'RNN 2Playbooks 1 TanY1 SOAR-1 Win'y NIYYY

[V N20Q '"NMY'7ZN YT'NI D'U79'VNX 2V maan

NNA .INNA'YN7 DY DI'R 020 DIIRIRY XY 11D 2Y D202 'MYPN YTl 0DYOR9'0IR 7V N1an
Q17200 DITTINN DT NYXN N, NINDY NIR'AY 190N 170N DT 719

MPN VIND QWORN WX DRI MIDN 'PNn? NINRYY? Dw'sn [awn 'poson D1 7n .1

N2'20n) "Nd7217n N210"1 MIdNN DX D''PNA DRIIAK D NIKY7 DY . 2YN 1202 N'TNID

D NIKYY? 721m L3 11D NPT NIdNN NPATA? NNR0N DX 11NN 1T L,(MPNn NRIY)

NN n7un 12T ,(Steady State) niva 2¥n? NZRILVYMIN NAPDNAN DX DTN DR DRIIAN

W' 7D N'WURD D'RAN DUTYUXA V1717 Y'mMIm DIRT QKT .AYTN NNYZR D20 DIN'T? NINfon

nnNpy wmmi Cross-Account-2 win'y N 'Rnxy VPC-2 NY7RIOTYIN MIDAN DR Y'NonY

MPNN DX 'TNNY y'min Naw (Least Privilege) "Nidim1 nixwan" Nn nnam 0*aipn

D'7712 NDWNNNI N9 MIPAN DN D XTI W N'WIY TV [9IX] NIV AXN7 NYRI0YTIN

A9 NINILYIIN NN 7w NNVARN A¥N NP'TA? NIoN' NN

D NIN0N NIX N7YN 12T .'wnn IY K77 NN NIKYIN "'PNN DIX? NP N omys .2
SR waw/7inn? Qi n0Y7wn NVIM DX 2'NNY7 21 QI Iawnn 7y NI nwn 7w nnjpna

NIyou 2y '"Miynwn pn NNMA7 NNAoN N7VN NINMRA NIKYIN WIN'Y D QTaIvN TX7? NNTI

 Threat Hunting Process

https://www.cybersecuritycoalition.be/content/uploads/ThreatHuntingProcess.pdf

2 nCloud Blueprinting is a novel approach that allows Service-based Application (SBA) developers to easily design, configure and
deploy virtual SBA payloads on virtual machines and resource pools on the cloud."

Source: https://www.mdpi.com/1999-5903/4/1/322

21 "A document defining one or more business process workflows aimed at ensuring a consistent response to situations commonly
encountered during the operation of the business"

Source: https://en.wikipedia.org/wiki/Playbook
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NMZNN NI7IYD VI IR TWOKRN TR 17270 N7D' IR JEA-Q wnnwn Y7nin NRT 1KY .WIR

7NN oy I X77 NN NIRYAN NN 1IN K77

NI71W97 TIY' NN DX (NINXK D20 IX NI7Y '"17'W Apy DX) 702 [1IARN D DN D'AIoN DN7NA
[NPY2 VIADY7 'Yy TWUKR NIT W'Y awily 2'PNN NIY DN AYRAN NRIAYNN DIPN WK
W' TIV'NN DIXAY IX N7V (1D0'N2 NIX W NN D y7nim NRT KT Nngn e

JIAXT [1D'0N NIvAawn NX AN qpw? ) nvnk

,MZNN DI'0 D'701AN DI'X YWIN'Y QWY N'PNN NIY DN YN NRIAYN D NIKYY NDY
NNYYN ANKYT 'DI1L,NAIDN JIRN [IAWN 727 Tan? ymin 9900 Ty qEin% NNo 'kwnin 1T

WO I'RY VT NRIRYN 79 "pat yxat we gnn

DI0NINA DN D NIXKYY NDYW WX (D17 NNAIT) D'UPO'VIX D'POIN NP'TINISN 7NN NNAON]
72T ,NYN NIXYAN NNTANA 0'7w0 NXK7 N1 NIDY DMy .0'07MAIN 001N [IONXK wna
NINYIN D MY [DIXA KTI7 Y70 DRT Nd1Y .0'wAIN X7 0'MINY 0'OR9'0IRN DX qUINn

.(Need to Know) "Ny 17 1I¥n" nnaiT 072171 NNpy? DRNN2 RIN nwnan

N'YN NY' ,D21IY D"OMAIR'A DNK 7Y 019NN7 DMWY [N N'MUN D DTN nony
[IVU? "aynn "N NN X7 NKRTE ,J2T0N '02) ATR (VW Y 7w N'ann nnRnny
N210 D X7 UKD .OWINRD Q¥17 ntnn (Timeline) At 17 nna? e naw 33 ,(DST) qun/y'y
TIX [11DN7 W' DN KX 7WI9) 3y 'MN'Y 90 NANN 1202 NTIAY Nya NIA'WN N7 DIT IT

22NN 7w D7 NRrTzR DDA M NXTE (D] [9IXA AT [N210 N
MIdN / D'Myy-nNIM 0Nl 0'0Q NNAIT |2 AXWN 7w D"Nn IR D IWwTn DX NN7 W
NPT ONWY) X NInY 1wy (Message Queue) nyTIn N / (Container) N1m0I7 / N'RILYY
,NQAIT? 70 .DP'NNN D71V Y¥INN DIV NI'RY GI0'K7 NN'RNN NI 2*NAN 1AT L,(NNIDO
NMYONRNN NIFZRAYZAI9N DR 7'WON7 10X [IAIRNY DN' D'AXY-NNIIN DIN) 0'01 7W Mj7na

21 NN NIYAYNnN NN NNA7 DxkNNAt,(Version Control) NIXONA 7101

[V N'TID 27N VIX'] NifNian ni‘aan

22V NITI9 NPN VIX'A DY NIFNINN NI72an 1901 NINT? [N

[I'T7 N7VuNN 72T N7 NPT |ONINA VTN NNAIT) NI'VOWNA NI2an? qi19) I0'K7 NN yTN
I¥ N72 K77 M'ENn DR Y¥a? A N X7 0naw ofaxn 1004, ("N'oiv'wn nidnon” Xwil NX

.D'NNN '0I9'Y
A0 YONN POON WK NIM7NAMYZIION NN NNAIT DM0N19] AM7N DTS A'PNN NN
X WRIN TN 7'won (ANK Jnoin DA IX) DLUO'ON NIX DRN 21 NIPY7 D'pn 1wNn
1ON' ,900 N7V 2 N71¥9 7D YND D NTAWN IIX? D W .WITI7 DRNNA NIMZRAYGZIION

N'90> N72an APy X ,(Log) A177 yTMN TV NNAIT NIZXRAYID 7'W9r [I2ONN DAY DaXn

1

2
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N2 177 IMVIN' X7 NIYTN NI7IVOYW D'UTN 02177 DIPNn NI97 NIN-7V ANdIY! NI00'N VTN
72'971 ,N'ON' N72aIM NINIRY7? D'Y'YN AV P90 IWUX NI'INAINAIDN NN D NIkYY 7am ,)p
NN qIy? N'7¥nw Rootkit 'In'Ti 11'7'a MNaIT) Hypervisor-n Nn1a n'zn yxa? nip'sn n7iD02 'R
-n YT qm WX 17170 7T a1 nnam) "7man" Ik (Secure Boot-n 70N

.(Workload

70N 2V v'awnY wy TWKR NaT 7alpnnn Nalg [9INA 7Y9N [y D20 DN DMpgn Dy .3
NNIN IX DDIN NI'Y YN AUN TIN'Y 790 1D PN L,NNAIT? )2 .ApTNIen 173 0791 npnn

.Workload-2 #Handles-n 71n1 170N v v'ow! WK

NIYYNXA D'OPO'VIN/YTNA 7'907 N712'2 YADN WA NN''7n NNVAN NIMZNXAINYZIISY DN DAy .4
2aIn MY 2V 1202 ,RNAT? P2 X*WinPmem IX Volatility”® nnaiT nUniion np e 9
(In. mawn 127w (Database Pages IX System Caches nnarT) o1y yTmn 7y nman w7 »
191X VTN 7w axIn nY700n ,Confidential Computing Nn*aI711002 win'y nwya Processing)
T2 TV ,RAM 079 N7ON D'70N YIXA 7Y nwi IT 171200 L(TEE) nan'nn vIX'a N2'a0a [9XIN

.0m'y' 'm727 nno'on

N ,NM'7NN YIXA] YN 'MW 290 NITY NWIT D 2'0n7 'IYY IpINN DN D'R'IoN Dpna .5
[ [ [ [ [
['2 DN '0OWNN DXONNI 17U NITAA AU7N NIfRY AIWY Yo NN 790N ¢ Nitnnn NN

7907 Nip'n

YIXQI WIXPAN YT YN N ,N0NIM NMMYN DDA LIVN D20 7w antTpn nndn K77 .6
JA'0POR MPN 7NN YXAT7 MIvAYN Wiz DY DIV NI

2"NNN J2T,000A1 YT 101 DY 2TIAY D'70Nna mvoirn (Multicloud) Dy namn narao 7
YT NI7'wn D700 [V MDY 250 797 DN 0NN DN ,[3 17D L [IAIRN T¥A NNRRNN NIDWN
NIX 2'"N7 "YY TWKR QT ,UTNN TIA'WI [IONK DIzn'? DRNN NXTE D2IY (Data Governance)
JI901 X701 PIN NIWAT TINYY JIARD

DA77 WP IWKRD ,NMIPN 0'MNY NN 7217n0N N¥ZN1 MY NIy ava yTnn 2na p'9nn .8
[ 0'¥27 YIWY WY [IONKD VN 70 'WURY T2 N0 NN IoNRN wn? quna Nigin
DY NTIAY NY2 NDW) 0NN IR IR DOPNY7I NP'NY DXNAYX?7 NIN-7V NXTI 70" T2 DY DNITR

yin? nn-2y ,p 1nd .NTART DY NI At K7 )2'971 ANdIY 12y Pnniy yTnw D L(SSD

2 computer programming, a handle is an abstract reference to a resource that is used when
application software references blocks of memory or objects that are managed by another system like a
database or an operating system."

Source: https://en.wikipedia.org/wiki/Handle_(computing)

2 Volatility

https://github.com/volatilityfoundation/volatility
*\WinPmem
https://github.com/Velocidex/WinPmem
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0,1 0*T7n MDY 771D ]3ya N2aMdN 70N L1179 Nipe mYR niph 7w yTn no'wn v axn
DITAR YINZ NNWON YIINN 12T L[ONINA D' 1IN NIRY 99 yThnn 12 70T ITRD v
NNON |TaIXI (At Rest) NNINA [9¥IN MIQ'Y W2 VTN 77NN N1M2D D NIKYY NDY 9002
N'ONININ NIOXNA WIN'Y DI DMPIY DIAIX D IX TV .YTN? NIwal yaim naoxnn

.NP'TNI9N DINNA OFTINT DMANK NOXIF WX (Homomorphic Encryption)
NNAIT) D721 D'YYAR NIYXAN]Y N'YR 20'TA 7NN VTN ITNYWY? N N 1aya OX ,)D'97
7T DI7¥N I YT PRV IR 129 0P 877 D KIN R pva yapmn axnn (PData carving

.NWUYNY? 1370 NMWOK NAI'R 0'N'YYT7 YT AThw? nhidn

NIWO DXY ,XNAIT? 1D .DIPXI NZ'NA IX YI2'W7 DIA7 DMWY N'TII9 NZN DIZIVD D 1dT7 ¢!
N2'N> YIX'al NI¥N NINTaN ,0''70Nn ava 7y y'own? nivy Workload-n 113'T7 N1jzn 17

.1ZNN N"ITA 7703 NY'7NN NIZIYO YIX'AN NITAIN DNIWAYAN DX NN17 W' NIXT X7 .[70'T7

 "File carving is the process of trying to recover files without this metadata. This is done by analyzing the raw data and identifying
what it is (text, executable, png, mp3, etc.). This can be done in different ways, but the simplest is to look for the file signature or
"magic numbers" that mark the beginning and/or end of a particular file type."

Source: https://en.wikipedia.org/wiki/File_carving
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[V N2r0a 't NI (Maturity Model) nirwa 11in

DX AWONNN 1T %Y N20a NPT N7 NItwA TN CSA 1K DoO 2015 mwa
2V 001Ian 7TIMN D PI¥' .Y 3V D202 N9 AEN YIXKY DN7Y NIRDIMN NN DX NnY
Carnegie Mellon University Software 'y 12y DONID WK Software Process Maturity Framework

.Institute’s (SEI) Engineering

MY N'0'0dN NATNA 7NN ,ANTN NN wnn 7y 00120 3y 1202 AR TNID NI Niwa 7Tin

TN I9'WY ANIN [IRD N2 NN DTN D721 ,NIMME X7 722 IX NN [1RN NI

P'TAIoN D71yn NIrvan NITRY? onta Amn NN NX API0 XAN D'YANN

1 Initial How are we ever going to do this?
2 Repeatable Have we ever done this before?

8 Defined What is our process for doing this?
4 Managed What resources did this require?

5 Optimizing How can we do this better?

[nT19 NN wiva? NI70'7 Ni7wa ninn (8 n'wAN]

nid'o

T N2'202 D'?'ThN DIAK CYUK VTN qp'na N1 2200 1T ,1'7|n| 1212 MIA'Y Y1 vin'vn
D'MIAN 7Y NIVTINN M2aN7 hi'wn vl Lnarn TMIX 'N VN N2'A02 Np?'mNIS VIX'A \IXN

NYTNN NTIAVN NIXNY 07001 NTIAYN D700 78 DNRNN D2'NN VD N0 D D'oIn

N721V9 DT W Naxn qIN NXTEL,MIA'Y |2V 1220 Ap'TNID VI¥7 0'nIn NNy o Nt non

.AOYNN [1'011 NI'VIXZA NINDO0 N0 72V N'PNN YINAY NiXnm

*® Cloud Forensics Capability Maturity Model, Cloud Security Alliance, 10/12/2015
https://cloudsecurityalliance.org/artifacts/cloud-forensics-capability-model/
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Nn'TIod AN vixnah J'II'?J.I.'IY] ATIAY NNaon - '1 nvoa

JITII9 NN VINKAYT NI7ANn NTIAY DNaon Y 'y n7'on nxkan naon

M vPoDT AW
live.net/page5/page5.html-https://www.caine CAINE Linux
-https://www.fireeye.com/blog/threat FLARE VM

malware.html-windows-the-vm-research/2017/07/flare

https://www.kali.org Kali Linux
https://www.parrotsec.org Parrot
https://www.pentoo.ch Pentoo Linux
workstation-https://www.sans.org/tools/sift SIFT Workstation

[N MEn vixa? ni7aipn Ny nnaon v nn'wn (4 nhao]

['YUN NIYNT DX [INQ7 ¢ ,NIMDS TiZ 7V N1ooian 2"1n nTIayn NNaon S nTayn JIR? v
DI'X NIJINN 20 D RTIT7 U ¥I'Yn DIV, )0 10D 75191 win'wn 7y nu7nn N7 D0 Win'wn
X770 NINY T2 1T NN'YWN IMRN 'R .(Backdoor nnarT) nMarTr N1dIMN 1A IR NIMYAS 09710

.T2712 wnnwnn v |3'N NINTaN NR7wUNNI WIN'Y7? NIMNRNI ,|JINNON 207 NWIXN NYVT NN IR
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https://www.caine-live.net/page5/page5.html
https://www.fireeye.com/blog/threat-research/2017/07/flare-vm-the-windows-malware.html
https://www.fireeye.com/blog/threat-research/2017/07/flare-vm-the-windows-malware.html
https://www.kali.org/
https://www.kali.org/
https://www.parrotsec.org/
https://www.parrotsec.org/
https://www.pentoo.ch/
https://www.pentoo.ch/
https://www.sans.org/tools/sift-workstation
https://www.linkedin.com/in/yuval14/
https://www.linkedin.com/in/yuval14/
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qINT ninn DY
Aggregator Leaf Tailer ALT
Application Programming Interface API
Adversarial Tactics, Techniques, and Common Knowledge ATT&CK
Cloud Access Security Broker CASB
Command-Line Interface CLI
Cloud Native Application Protection Platform CNAPP
Cloud Security Alliance CSA
Cloud Service Customer CscC
Cloud Service Provider CSP
Cloud Security Posture Management CSPM
Cloud Workload Protection Platform CWPP
Daylight Saving Time DST
Endpoint Detection and Response EDR
Infrastructure as a Service laa$
Infrastructure as a Code l1aC
International Electrotechnical Commission IEC
Azure Instance Metadata Service IMDS
Indicator of Attack I0A
Indicator of Compromise 10C
International Organization for Standardization ISO
Internet Technology IT
Just Enough Administration JEA
National Institute of Standards and Technology NIST
Network Packet Broker NPB
Platform as a Service Paa$S
Random-access Memory RAM
Remote Desktop Protocol RDP
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Software as a Service Saa$
Service-based Application SBA
Software Development Kit SDK
Software Engineering Institute SEI
Stock Keeping Unit SKU
Simple Network Management Protocol SNMP
Security Orchestration, Automation and Response SOAR
Solid-State Drive SSD
Secure Shell Protocol SSH
Test Access Point or Terminal Access Point TAP
Trusted Execution Environment TEE
Tactics, Techniques, and Procedures TTP
User Interface ul
Uniform Resource Identifier URI
Virtual Private Cloud VPC
Windows Management Instrumentation WmMI
Extended Detection and Response XDR
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D'N'Yy' n'onon

Nn"Maya o"InNn
12nvo0 ,Digital Whisper 7w nwi?wi o'wi?w nxnn |1'7a0 ,]20 "W NRN - Malware Hunting with YARA e

https://www.digitalwhisper.co.il/OxCF - 2021

Nov 10, ,[mvox 7''Xk ,?7112'Y 3y N0 0y Tyl 17w nnnn'n nni Confidential Computing 1nn e
2020

https://www.israelclouds.com/article/what-is-confidential-computing-and-how-is-it-related-to-public-

cloud
2020 X1 29 ,9"wN VAV 2 IRY N0 LWTN TN, VTAYTIA 'WN ,N7YNN] [y AIUnn - e

https://fs.knesset.gov.il/globaldocs/MMM/afdec7d2-dbe8-e911-8102-00155d0aee38/2 afdec7d2-dbe8-

€911-8102-00155d0aee38 11 13757.pdf

12/2020 ,02m0 'WIN'NRI 71200 7w WK 7V NPT - 366 N"1) e

https://www.boi.org.il/he/BankingSupervision/SupervisorsDirectives/Pages/nihultakin.asp

01.04.2014 7' NNLVWN ,AUNN WI9'NI N0'9N ,300.08.035 7011 e

https://www.police.gov.il/menifa/05.300.08.035 1 P.pdf

n"Maya n"vo

2015 ,121 ,'702IN0O'I DN ,N2"0N 2NN n' "o nmyn .
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e Toward a Knowledge Graph of Cybersecurity Countermeasures, Peter E. Kaloroumakis and Michael J.

Smith, The MITRE Corporation - https://d3fend.mitre.org/resources/D3FEND.pdf

e Cloud Security Best Practices Derived from Mission Thread Analysis, Timothy Morrow and Vincent
LaPiana and Donald Faatz and Angel Luis Hueca and Nathaniel Richmond, Software Engineering

Institute, SEPTEMBER 2021 - https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466

e Cloud Adoption Statistics for 2021, Nick Galov, Hosting Tribunal, August 9, 2021 -

https://hostingtribunal.com/blog/cloud-adoption-statistics

e Cloud computing forensics techniques for evidence acquisition, Dave Shackleford, Voodoo Security, 25
Jan 2021

https://searchcloudsecurity.techtarget.com/tip/Cloud-computing-forensics-techniques-for-evidence-

acquisition
Cloud Based Evidence Acquisitions in Digital Forensic Education, Diane Barret, Information Systems

Education Journal (ISEDJ) (18 (6), December 2020 - https://files.eric.ed.gov/fulltext/EJ1258225.pdf

e Data Collection Techniques for Forensic Investigation in Cloud, Thankaraja Raja Sree and
Somasundaram Mary Saira Bhanu, IntechOpen, September 30th 2020

https://www.intechopen.com/chapters/64377
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https://www.digitalwhisper.co.il/0xCF/
https://www.israelclouds.com/article/what-is-confidential-computing-and-how-is-it-related-to-public-cloud
https://www.israelclouds.com/article/what-is-confidential-computing-and-how-is-it-related-to-public-cloud
https://fs.knesset.gov.il/globaldocs/MMM/afdec7d2-dbe8-e911-8102-00155d0aee38/2_afdec7d2-dbe8-e911-8102-00155d0aee38_11_13757.pdf
https://fs.knesset.gov.il/globaldocs/MMM/afdec7d2-dbe8-e911-8102-00155d0aee38/2_afdec7d2-dbe8-e911-8102-00155d0aee38_11_13757.pdf
https://www.police.gov.il/menifa/05.300.08.035_1_P.pdf
https://d3fend.mitre.org/resources/D3FEND.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=551466
https://hostingtribunal.com/blog/cloud-adoption-statistics
https://searchcloudsecurity.techtarget.com/tip/Cloud-computing-forensics-techniques-for-evidence-acquisition
https://searchcloudsecurity.techtarget.com/tip/Cloud-computing-forensics-techniques-for-evidence-acquisition
https://files.eric.ed.gov/fulltext/EJ1258225.pdf
https://www.intechopen.com/chapters/64377
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An Efficient Cloud Forensic Approach for laaS, SaaS and PaaS Model, Yunus Khan and Sunita Varma,
IEEE, 19 August 2020

https://ieeexplore.ieee.org/document/9170707

How an Attacker Could Use Instance Metadata to Breach Your App in AWS, Kaushik Narayan, McAfee,
Apr 06, 2020

https://www.mcafee.com/blogs/enterprise/cloud-security/how-an-attacker-could-use-instance-

metadata-to-breach-your-app-in-aws/

Digital Forensic Analysis of Amazon Linux EC2 Instances, Kenneth G. Hartman, GIAC, January 2018

https://www.sans.org/white-papers/38235/

Threat Hunting Process

https://www.cybersecuritycoalition.be/content/uploads/ThreatHuntingProcess.pdf

Toward a Knowledge Graph of Cybersecurity Countermeasures, Peter E. Kaloroumakis and Michael J.

Smith, The MITRE Corporation - https://d3fend.mitre.org/resources/D3FEND.pdf

Douglas A Orr, Peter White. Current State of Forensic Acquisition for laaS Cloud Services. J Forensic Sci
& Criminal Inves 2018; 10(1): 555778. DOI:10.19080/JFSCI.2018.10.555778

Cloud Forensics- A Framework for Investigating Cyber Attacks in Cloud Environment, Sheik Khadar
Ahmad Manoj and D.Lalitha Bhaskari, Procedia Computer Science, Volume 85, 2016, Pages 149-154
https://www.sciencedirect.com/science/article/pii/S1877050916305506

Cloud forensics: Technical challenges, solutions and comparative analysis, Ameer Pichan and Mihai
Lazarescu and Sie Teng Soh, Digital Investigation, Volume 13, June 2015, Pages 38-57
https://www.sciencedirect.com/science/article/abs/pii/S1742287615000407

Digital Forensics in the Cloud, CrossTalk (26), Shams Zawoad and Ragib Hasan, September 2013

https://www.researchgate.net/publication/260364240 Digital Forensics in _the Cloud

Intel SGX Holds a lot of Promise for Secure Cloud Computing

https://www.hytrust.com/blog/intel-sgx-holds-a-lot-of-promise-for-secure-cloud-computing/

ISO/IEC 27037:2012 Information technology - Security techniques - Guidelines for identification,
collection, acquisition and preservation of digital evidence

https://www.iso.org/standard/44381.html

Forensic Investigation in Cloud Computing Environment, Gulshan Shrivastava and Kavita Sharma,
December 2012

https://www.researchgate.net/publication/294086346 Forensic_Investigation_in_Cloud Computing

Environment
Carnegie Mellon University Software Engineering Institute (1995) The Capability Maturity Model:

Guidelines for Improving the Software Process. Addison-Wesley. pp. 15-17.
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https://www.mcafee.com/blogs/enterprise/cloud-security/how-an-attacker-could-use-instance-metadata-to-breach-your-app-in-aws/
https://www.mcafee.com/blogs/enterprise/cloud-security/how-an-attacker-could-use-instance-metadata-to-breach-your-app-in-aws/
https://www.sans.org/white-papers/38235/
https://www.cybersecuritycoalition.be/content/uploads/ThreatHuntingProcess.pdf
https://d3fend.mitre.org/resources/D3FEND.pdf
https://www.sciencedirect.com/science/article/pii/S1877050916305506
https://www.sciencedirect.com/science/article/abs/pii/S1742287615000407
https://www.researchgate.net/publication/260364240_Digital_Forensics_in_the_Cloud
https://www.hytrust.com/blog/intel-sgx-holds-a-lot-of-promise-for-secure-cloud-computing/
https://www.iso.org/standard/44381.html
https://www.researchgate.net/publication/294086346_Forensic_Investigation_in_Cloud_Computing_Environment
https://www.researchgate.net/publication/294086346_Forensic_Investigation_in_Cloud_Computing_Environment
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e AWS Forensics: EC2 Volatile Memory Capture

https://www.linkedin.com/pulse/aws-forensics-ec2-volatile-memory-capture-stephen-mcmaster/

e Cloud Security Alliance
e  What is the MITRE ATT&CK Framework for Cloud? | 10 TTPs You Should Know Of

https://cloudsecurityalliance.org/blog/2021/08/26/what-is-the-mitre-att-ck-framework-for-cloud-10-

ttps-you-should-know-of/

e Cloud Threat Modeling, Cloud Security Alliance, 07/29/2021

https://cloudsecurityalliance.org/artifacts/cloud-threat-modeling/

e Cloud Incident Response Framework, Cloud Security Alliance, 05/04/2021

https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/

e Top Threats to Cloud Computing: Egregious Eleven Deep Dive, Cloud Security Alliance, 09/23/2020

https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/

e Shared Responsibility Model Automation: Automating Your Share

https://cloudsecurityalliance.org/blog/2020/09/07/shared-responsibility-model-automation-

automating-your-share/

e Top Threats to Cloud Computing: Egregious Eleven, Cloud Security Alliance, 08/06/2019

https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/

e A study on digital forensic tools, Kambiz Ghazinour and Deep M Vakharia and Krishna Chaitanya
Kannaji and Rohit Satyakumar, 2017 IEEE International Conference on Power, Control, Signals and
Instrumentation Engineering (ICPCSI), September 2017

https://www.researchgate.net/publication/325979286 A study on digital forensic tools

e Cloud Forensics Capability Maturity Model, Cloud Security Alliance, 10/12/2015

https://cloudsecurityalliance.org/artifacts/cloud-forensics-capability-model/

e Mapping the Forensic Standard ISO/IEC 27037 to Cloud Computing, Cloud Security Alliance,
06/26/2013
e  https://cloudsecurityalliance.org/artifacts/mapping-the-forensic-standard-isoiec-27037-to-cloud-

computing/

GitHub - mitre-attack/attack-datasources: This content is analysis and research of the data sources

currently listed in ATT&CK - https://github.com/mitre-attack/attack-datasources

AWS
e AWS Introduces Security Analytics Bootstrap to Perform Security Investigations

https://www.infog.com/news/2021/08/aws-security-analytics-bootstrap/

e  AWS Security Incident Response Guide

https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-

guide/welcome.html
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https://www.linkedin.com/pulse/aws-forensics-ec2-volatile-memory-capture-stephen-mcmaster/
https://cloudsecurityalliance.org/blog/2021/08/26/what-is-the-mitre-att-ck-framework-for-cloud-10-ttps-you-should-know-of/
https://cloudsecurityalliance.org/blog/2021/08/26/what-is-the-mitre-att-ck-framework-for-cloud-10-ttps-you-should-know-of/
https://cloudsecurityalliance.org/artifacts/cloud-threat-modeling/
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/
https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/
https://cloudsecurityalliance.org/blog/2020/09/07/shared-responsibility-model-automation-automating-your-share/
https://cloudsecurityalliance.org/blog/2020/09/07/shared-responsibility-model-automation-automating-your-share/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/
https://www.researchgate.net/publication/325979286_A_study_on_digital_forensic_tools
https://cloudsecurityalliance.org/artifacts/cloud-forensics-capability-model/
https://cloudsecurityalliance.org/artifacts/mapping-the-forensic-standard-isoiec-27037-to-cloud-computing/
https://cloudsecurityalliance.org/artifacts/mapping-the-forensic-standard-isoiec-27037-to-cloud-computing/
https://github.com/mitre-attack/attack-datasources
https://www.infoq.com/news/2021/08/aws-security-analytics-bootstrap/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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ENISA

GCP

ENISA Digital Forensics Training

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-

material/technical-operational

How to conduct live network forensics in GCP

https://cloud.google.com/blog/products/identity-security/how-to-use-live-forensics-to-analyze-a-

cyberattack
Security controls and forensic analysis for GKE apps

https://cloud.google.com/architecture/security-controls-and-forensic-analysis-for-GKE-apps

NIST

NIST details cloud forensic challenges

https://gcn.com/articles/2020/08/25/nist-cloud-forensic-challenges.aspx

NISTIR 8006 - NIST Cloud Computing Forensic Science Challenges, August 2020

https://csrc.nist.gov/publications/detail/nistir/8006/final

SP-800-61 Rev. 2 - Computer Security Incident Handling Guide, August 2012

https://www.nist.gov/privacy-framework/nist-sp-800-61

SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response, August 2006
https://csrc.nist.gov/publications/detail/sp/800-86/final

N'™21X2 D'190

The Guide to Cyber Investigations - Second Edition, Benjamin A Powell and Jason C Chipman, Global
Investigations Review (GIR), 2021
https://globalinvestigationsreview.com/guide/the-guide-cyber-investigations/second-edition

Threat Hunting in the Cloud, Chris Peiris and Binil Pillai and Abbas Kudrati, Wiley; 1st edition (October
5,2021)

Incident Response in the Age of Cloud: Techniques and best practices to effectively respond to
cybersecurity incidents, Erdal Ozkaya, Packt Publishing (February 26, 2021)

Applied Incident Response, Steve Anson, Wiley; 1st edition (January 29, 2020)

Security, Privacy, and Digital Forensics in the Cloud, Lei Chen and Hassan Takabi and Nhien-An Le-
Khac, Wiley; 1st edition (April 29, 2019)

Contemporary Digital Forensic Investigations of Cloud and Mobile Applications, Kim-Kwang Raymond
Choo and Ali Dehghantanha, Syngress, 12th October 2016

Cloud Storage Forensics, Darren Quick and Ben Martini and Raymond Choo, Syngress (Elsevier), 16th

November 2013
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https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational
https://cloud.google.com/blog/products/identity-security/how-to-use-live-forensics-to-analyze-a-cyberattack
https://cloud.google.com/blog/products/identity-security/how-to-use-live-forensics-to-analyze-a-cyberattack
https://cloud.google.com/architecture/security-controls-and-forensic-analysis-for-GKE-apps
https://gcn.com/articles/2020/08/25/nist-cloud-forensic-challenges.aspx
https://csrc.nist.gov/publications/detail/nistir/8006/final
https://www.nist.gov/privacy-framework/nist-sp-800-61
https://csrc.nist.gov/publications/detail/sp/800-86/final

