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User = P KDC (DC)

------------- (@) vserran | (@ Tubtgrnam ]

DN N7'AN2 D'VNI5N
ynnunov .a
72N naxNn? 1 wNTw Ticket-n) Ticket Granting Ticket 17> TGT-n .b
((wnnwnn X71 DNIK MW7 713* TGS-n 71 271 TGSN
vnnunovw .1
.KDC-7 ni77n 2 'nd1n Session-7 nnon .2
Golden Mopnina 775 0T 27 IN'WN DKX) NAIDN RN .3
(01w 10 7w Na1oN 1IRN W ticket
7201') .KDC-n MY *T' 7y DINN wnnwnin NIXwAn oy PAC 4

(Qwnm

WNNWUNN 7Y NN9NN 0y [9¥XM yTn  .c
.'Nd1NN Session-7 nnon .5
LDAIDN NN .6

.Nonce .7
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https://support.kerioconnect.gfi.com/hc/en-us/articles/360015196339-Kerberos-Authentication-Failing-Because-of-Clock-Offset-Difference
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7277 TGS-nn wiza? 710 XNl TGT-n DX W' INIWKID ,N72NN DX 727 NIR7nw yaann oxya .3

72NN NX KDC-7 n'71v NiR'7n .nx¥N KINW D'NN'Y7 nwn

KRB_TGS_REQ

‘ Username ‘

‘ Timestamp ‘

—

------------ (@) Sessoniey |

User KDC (DC)
SPN

User nonce

N2 117 W' NN TR
0TI 1727w Session Key-n DY [9¥IN VTN .a
vnnunovw .1
Timestamp .2
TGT b
Ypnnn NN 79U SPN - ¢

Nonce. .d

[P7 ANKYT INIK NYONI TGT-n X NRI7 0TI KDC-n MW, TINNA 17'9X,V' 5N Yor W' ITh N'7'ana
™) TGT-Nn NN 17 W' DX 7NIX DT NN .YUNNWUNN DX NNRNI Session Key-n X IDINN X'XIN XIN
Session Key-n N'n' NN D'0'™7NN 11NIX D NI IR NINS XY NN 757 nwia 0720 11Nax

© Nan MXNY DN XY YT TIVY? .DIMA

:D'RNNN -TGSN DX TR KDC-n Nw nn7¥na iy '‘Dnor 4

KRB_TGS_REP
Username

‘ Service session key ‘ _—

‘ Service session key ‘ ‘ Username ‘ ——

‘ TGS expiration time ‘ ‘ TGS expiration time ‘ =

L ]
‘ User nonce ‘ ‘ PAC | - -
User — P KDC (DC)
............ I = a) service owner hash |
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7N n'ann
Unnunov .a
21" mxy NN'YN 1 NI NN'wN 7Y NNonn oy [9XIN 0T [XD DA) TGS b
‘2onv (VP'oN DR N1YOY
DN NIR7N 7w Session-7 nnon - .1
wunnunoy .2
JGS-7madvn XN 3
4

.(AQwnna2o0rY) wnnwnn NiIkwIn oy PAC

0TI 1727w Session Key-n DY [9¥IN VTN .C
JN'WALNIR7N 7w Session-7 nnon- .5
TGS.-7 NAIDN JINN .6

nonce. .7

|9¥IN NYNN NIZ77 N7WIY 'TION YT'NNY 17 IN'Y .N'MNVIX N1'N2A N'YA TIV NNIRD7 NN L |XD
NaY' NIXAN NI7ann 9D TGT-n DR 'M9"'TY NNINA NI TGT-n DY XYW Session Key-n Dy

.User Key-2 0'ynnvn I'n NTN YO DX NINND] I'NY NIDZNN 190N Y! NNAIT? .AN7¥N INNRNY
LMY DTN RYIIN NND TV IR DWW XAN 1NXN7 NI7202 IDNN QY TX

NNRNNY 1X n||7'7n| KDC-n mw 7 nim'xn 1"7nn aN2A) Oxya XD !oMan It DNk nnma L5

A7 wpiann nn'wn 7n

KRB AP REQ
) TGS
@) Service owner hash | E 5
‘ Username ‘ =
‘ Timestamp ‘
User - AP (DC)

— G ) Service session key ‘

X W'N7aN]

TGS-n .a

0TI 1727w Session Key-n Dy [9XIMyTn .b
wnnunow .1

Timestamp .2
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NNIX2 71710190 NN 29177 [N TN DIAXK ,0NQPN DYV INT N'0'01 DN MINA L|'an? awn
-N DX RTH7Application Server -7 DNA%7 ,PAC-n NX 7027 ,NNAIT? .NMIYPNN NIX N9'0 NRYNAY NNIY

.NNIT>1 KRB_AP_REP 7w no011 nyTIN 721'vw 2T Ni'R WINT7? KDC,-n 71n PAC

X 721 NIN NNY¥N2 1Y NIN'RN DX .AS-7 7' T N'21 KDC-7 NaI9 Niz'7n QX7 DID'0 Nyl NI TX
Ticket granting 721 TGS-7 nyon X KDC-7 21w NI NI7n pn WNX7? .Ticket granting ticket-n
001 ¥ NN'YY N RIN 72w TGS-n DY .NIM'RNNN NIRWINN NIX 17 W' DX [2IND server

INNX QYO X7 17'OX NIY{PNA NNy X7 NIRYN 7 nno'on nTn 7a110nn 1*7nnin

-N DY [9¥INY YTNN DXV INT (Authenticator-n X'n ,ANXNN N2ND 17002 NN'R 1IWADIY DT
VIO XINW M XID NN'W/NIRTY 21TA%7 RID DT 0IA782 NNVAN .NI7'and DY'DIY Session keys

NKNN 9101 "MW1 01N2Y" 7192 YD1 XWI1Q DIISN YT'A .KINY

..NWIIN 7V 0191 NO'V IR ,Cross Realm Authentication 7y DTIZ 12T

Cross Realm Authentication

Cross N'N'W AIXT? 100X ,ANN Realm-2 INNKXN' TNX Realm-n 0'7901M19W NX11 DX L,INNKY 19D TN
D'YNNYUNY IR D'-Realm |2 MK .0'-Realm-n 2 2 [IAX |12 N'N'W 17D realm Authentication
?INIXK 0T NN X .Realm-n MIXY 0w DN 17'X0 WX Realm-2 Drakwn? nwa? 0710 TNX Realm-n

.NRN Realm-n 7w DC-2 D2 X¥na Realm-n INIX 7w DC-2 XYW NIR7N 7w NN9NNY

DOMAIN A DOMAIN B
(Trusted) (Trusting)
P Trust
00 . 00
00 QO Access B 0o O O
00 o »|.- 00
) — O
Resources Users Resources Users

redhat.com :1jm]

P AR ATNhM B |"YJI'I"7 1"V NN Qnivnn 79'011190 ,NINN2 NNAITA

krbtgt/B.KERBEROS@A.KERBEROS

INIXY .B |"MITa D'aRwNn? NWa7 0'710' A |"nIm NINR?DY TR A ["0IT7 90NN 79'0119 INIXWD
:D'1"'ONN 3 W' NIYN 79'01M9
.0-Realm-n 2-ano"pNin .1

.0*-Realm-n 2-7 Nn*'XNN NNO'0 NNIXK X1 NNSNWD .2
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/system-level_authentication_guide/using_trusts

Technologic

.(noMA NNIX) KVNO-n INIK DX W' nnon? .3

wa' A DAY D'YN DX MIPD LTI 1T 1R 7Thn 1NN2 KRIN MK YR DX Va0 1IDT7 21un
NI'N? 712 Realm |2 102 .TX 702 [INRN WP IR INY X TR A 7w D'aRwn? war B nal B 7w n'axwny
B-1 B 7v nI0 A DX ,(Subtle Flex) nira'u't1a0n NIDN DX DV KINI 0'-Realm Nnd Dy MK YW

.C7y Mmoo ATx C7v Jnio

DOMAIN A DOMAIN B DOMAIN C
(Trusted) (Trusting to A /Trusted by C) (Trusting)
Trust Trust

»» 00 - 00 [
. 00 O O Access o [ O O Access - [T} O O
. Du @ ) ! - DD @ ) : Dj @ @
. 00 D . 00 1]
Resources Users Resources Users Resources Users

T Transitive Trust (C trusts A because C trusts B) |

[Redhat.com :1jm]

Kerberos Trust Relationship Configuration Guide for Windows Server :XwI22 7T nan ,0'21yn?

:Cross Realm-n 7w 0O'ILN DY P NINTTNN J'7NN2 NNV NIPANY AW TN

TGS_REP-n N'2'an? Ty 0'NT DN NIN'RN )'7NN2 DRIWRIN D7wn 1
TGS_REQ-n nyTin2 vy anw SPN-n nn T2 TGS-n nw ?TGS_REP-n nn'7w 197 Mg nn T .2
:D'™M7'Y DT 2 07910 N7 2N 'on TGS-n ,)oNn NRXIND .NK Realm-7 1w 'n ninrwnw fani
7¢ MIpnn Realm-2 TGS-n 7w Session Key-n oy [9¥mMw wn Realm-2 nn'win 11y TGS .a
Niheh
Cross -0 7¥ qnIwnn NN9NN DY [9XINY WD Realm-2 NP7 7w Mt X niinny TGT  .b
11y Key Session-n NX 700 TGT INIX .KRBTGT-n 7w JNX NIV NNo9AN i Real
2NKRN Realm-a ninTrnn
72777 10 TGT-n NX 'Nd1NN Realm-n 7w Session Key-n oy nayoni TGS_REP-n NX 7an nig7n .3
1R N19Y DX RIN 1'78W Realm-n 7w Session Key-n NX
N Realm-n 7w KDC-7 TGS_REQ AW n71iw nipn .4

.2 TV I'RIY 11D NNANNN 7W NIX ANIK 2D AT |Xoni .5
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/system-level_authentication_guide/using_trusts
https://help.zscaler.com/zia/kerberos-trust-relationship-configuration-guide-windows-server-2012-gpo-push
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'R MIYPZNN 72 'R7 N0 9'0il NN'7¥Na 027 7nK) ,Nyd

Kerberos Key
Distribution Center
(KDC) — REALM 2

_lm

9
EPG EF

Kerberos Key
Distribution Center
(KDC) -

REALM 1

TGS Validate User

Cross-| Real
TGS

Long-Term Key Cross Realm

J TGS Session
:‘ev

8 —» Time . |
&V |

User

TGS Validate User
TGS
Long-Term Key

TGS
@ Sjﬂ Key

Extract TGS Session Key i @
from Encrypted Response 3 —» Time
&« |
@ c User |
sl )
Cross Reaim
TGS Session | F |
Key
TGS LB
Sesslon Kev Server Service
| 4 = Long-Term l(eylz
—n
Bxtract Service Session Key “ — A Service
fi R o’ "
rom Encrypted Response { , User | nve KH I:‘ F Process ) (43 J Session Key
i { - }
(—PG .) wie § (i ';
(G 3 . ,Hm : -
(=X L1104 . A8
. ( A
[
J gy R Sic Process | e 4 i’ & @
: ) T p—b> Time
L"x Session Key et - w
Service U ‘
Crass Realm Session Key Sl
TGS Session —

Key

[sas.com ]

Realm-n 112y 0'501 NINNSN Nnd Dy A NT7Y N> 12T IMIX D"no T , AI0N AKX NTY nnnY

MUN
wUnnvnn NNon
TGS Session Key in Realm 1
TGT in Realm 1

1

2

3

TGS Session Key in Realm2 .4
TGTinRealm2 .5

6

Service Session Key

,MIX DT Nn .Constrained Delegation X'n D'NAN DINXNA N'7X 0111 'WDY VDTIW DT TIV

W7 710" NN'wN 119K 0'-Realm-n 7w 'R 7aun DX 71207 01710 D'NN'Y W 0NI0100 1 TN

0'712' D'UNNYN 1'7'X 0'7'2201 0N .UNNWND NINTIN? 0710 0'NN'Y 12 DINNN DX 0'7'2an DN i

.DNY2 NARNNY D'W770 NINKNA D' TAIVY DN TWONRY
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https://support.sas.com/resources/papers/proceedings17/SAS0623-2017.pdf

[2M3) Yy¥27 |N1IY NN NIdPNN ' X1 ,Unconstrained Delegation X'n Nn"'jpw N90I1 N'X¥OIN

07T NN TN . (..X2N MMNNYT AT DR NN

VYNNI NI NIR? 757 VYN NITNNNY 712' DXV ,Unconstrained Delegation Dy [INX 12 D'INNY MY

-N NX LSASS-N 1IN Ymy' NN NIN'RN ']"mnn ,2un NIXPZO9 NND N20INY IND .NY1d NN'Y yhy]

D'MY 971N 1IAYY WN17 D'713' DNN [XON AN INIRA WIN'W? ix'n Realm-n N7 MR 7w TGT

PIINT D'PTI2 )'X .N''YY NNV DN L,NRT DYONNN

PS C:\Users\compr> Import-Module ActiveDirectory

PS C:\Users\compr> Get-ADComputer

{(TrustedForDelegation

$True)}

TrustedForDelegation,ServicePrincipalName, Description

ObjectClass
ObjectGUID
SamAccountName

ServicePrincipalName :

SID
rustedForDelegation
UserPrincipalName

ObjectClass
ObjectGUID
SamAccountName

ServicePrincipalName :

SID :
rustedForDelegation
UserPrincipaiName

CN=DEC-DC,0U=Domain Controllers,DC=DEC,DC=local
DEC-DC.DEC. local

. True

DEC-DC
computer

DEC-DC$
{Dfsr-12F9A27C-BF97-4787-9364-D31B6C55EB04/DEC-DC.DE
C.Tlocal,
1dap/DEC-DC.DEC. Tocal/ForestDnsZones.DEC. local,
ldap/DEC-DC.DEC. Tocal/DomainDnsZones.DEC. Tocal,

TERMSRV/DEC-DC. . . }

: d6adedcl-ba87-4cd9-9b86-e954b058d948

S-1-5-21-2874606798-838352339-3075240708-1000

: True

CN=SRV2016 ,CN=Computers,DC=DEC,DC=Tocal
SRV2016.DEC. Tocal

. True

SRV2016
computer
67b63d8d-3440-4341-81d3-8230e2228e9
SRV2016$%
{WSMAN/SRV2016, WSMAN/SRV2016.DEC.Tocal,
RestrictedkrbHost/SRV2016, HOST/SRV2016...}
S-1-5-21-2874606798-838352339-3075240708-1105

. True

-1 ,|121 DNWNY D .2 wnnwn? N1 Ty Constrained Delegation-n 7w V90PN DV PNy 1

IPowerShell

Get--1Get-ADComputer, Get-ADServiceAccount-2 WNNW1 0'79'0119 7w nn'wN N7 Ny e

.PrincipalsAllowedToDelegateToAccount "UN15 Dy ADUser

New- ,New-ADServiceAccount ,New-ADComputer :2 UNNW1 D'NN'WA DX 727 NIn 7y e

:2UN19n DY Set-ADUser-1 Set-ADServiceAccount,Set-ADComputer ,ADUser

PrincipalsAllowedToDelegateToAccount

.DYI ND N1 YAl 0'RAN DINRAN NISPNNA 72K NT 1K TN NP NT7 0101 X7
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nNn7 21wN% 117 072 NINDY IX LDAP 1IN 71710090 NXK 127 217N KIN T2V 0N 'K 112NY 1NKY
71921 D 7W1,00'1 077NN 7Y ¥R 1200 17270 MIRY NN 9071 LDAP v DX 0N IR NI

NN

LDAP vs Kerberos

?LDAP NT Nn TX

2un D'NN'Y 7Y 7101 nWA WORNY NWA 7171009 RIN L Lightweight Directory Access Protocol
N2'202 NN NDYN L, D'NN'Y L, D'YNNYN a7 yTn 9Nl awoKn 71p1onsn LIP ninwn
.D'YUNNYN NIN'K TWONNA XIN DAY RIN 71R10N92 NNIX Y'N9NY YORN .17 NYA7 DKNND NINYNY

20N DX X NNk X

22 .N102 NIND XIN XD 12D JNI7D NYWI NNO'ON DX 1'ayn? wAIT LDAP ,0N1177 TIaa ,N'WR)
AWONN 0NQPZY KIN 011 772N .1 I019 [DIXY WUNNWAN NNO'0] 7907 X NIN'K WAITY NN'Y
NNO'oN NIX 0217 1X¥ X7 11D XIN TGT-N NX 727 NIR7NY Yaia i .wnnwn Single Sign On
D'INNA X7 071710090 ,]101 X7 112N X7 72K N2 NN wnnwn? axn XIinw Dyo 7D 17w
A192721 N7 AN NNIXD D'NN'YIE D'YNNYN DNRYE 7017 DNWOKRN TN DNIY K7 W TR

NN |1dIN

nynvwnn nnil .0'op'va D'Y7 C"WOKRY DTN 707 010 I'wdy ,0NMANZ2 NIWVTINN 1TO NKX 11'RY TR

DNV

...0N"7Y 11201 NNY W7 ,NIRIYN NIFYDINND DX 1ANKYT N0 qunna

Tickets

D>7 2'¥1 TX .(D'210 NNdN NI'NY% 712' VP'V) DN7W 07212 D*17N DAIONI D'VR'V 7W D'AI0 NND DIY!

:DNN NNd

NIYKRY VP'V - Initial tickets

T2 NI LAS-D MIWT NIDI NNO'O 0101 NIF7N TWKRD D'7ApN 1IRY 07'0N 11'0 AIWRIN VP'ON
NI'N% 0'¥NY ,0'M10N 0N 'MN'Y .NXP Mpn W' X . TGS-n X7 initial Ticket-n 12'n TGT-n ,7'72
Initial DA D' (NN'WN VR'V) TGS-NYW IWAT' NIMY NN 1197 N0JIN YNNWNN 7Y Nno'onw 0'Niva

.initial ticket-d awn'1 DIpna AS-nn y'ar TGS-nn v an? MR TGS URP'0N ?NIR DT NN TX
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;00N NXT WINTA imap NIN'WA N ANAT? Nz .kinit N TIoa D'wnnwn ? NINT D'WIY 'R

[pippo@client0l pippo]$ kinit -S imap/mbox.example.com@EXAMPLE.COM

pippo@EXAMPLE . COM

Password for pippo@EXAMPLE.COM:

[pippo@client0l pippol$

[pippo@client0l pippo]$ klist -f

Ticket cache: FILE:/tmp/krb5cc 500

Default principal: pippo@EXAMPLE.COM

Valid starting Expires Service principal

01/27/05 14:28:59 01/28/05 14:28:39 1imap/mbox.example.com@EXAMPLE.COM
Flags: I //Means type: Init

Kerberos 4 ticket cache: /tmp/tkt500

klist: You have no tickets cached

YTNNN V'V - Renewable tickets

TIV 19710 DX 1 VR'VN DR WTN' KDC-n |Jamd .KDC-n 7¥N NI wTNY |NIYW UP'0 N'N YThNN V'L

(NTOW "OKRN D' NIYTINN JINA) [2 DA AD K7 TIY WITNN [AT DX AD XY

nN'wnn yia1? 7o' 0™ Uim'y) o't 8 qwn? INK WTNY [N NYY IDPINY 0Z'0 DN NNAIT IR
((N7'von7 1MX 711 0T NID N2 WATI KW

[pippo@client0l pippol$ kinit -1 1h -r 8d pippo

Password for pippo@EXAMPLE.COM:

[pippo@client0l pippol$

[pippo@client0l pippo]$ klist -f

Ticket cache: FILE:/tmp/krbbcc 500

Default principal: pippo@EXAMPLE.COM

Valid starting Expires Service principal

01/27/05 15:35:14 01/27/05 16:34:54 krbtgt/EXAMPLE.COM@EXAMPLE .COM
renew until 02/03/05 15:35:14, Flags: RI

Kerberos 4 ticket cache: /tmp/tkt500

klist: You have no tickets cached

:NNO'ON NO1dN K77 VP'UN MR WTN' 19'9]

[pippo@client0l pippo]$ kinit -R
[pippo@client0l pippol$
[pippo@client0l pippo]$ klist -f
Ticket cache: FILE:/tmp/krbbcc 500
Default principal: pippo@EXAMPLE.COM

Valid starting Expires Service principal

01/27/05 15:47:52 01/27/05 16:47:32 krbtgt/EXAMPLE.COME@EXAMPLE .COM
renew until 02/03/05 15:35:14, Flags: RIT

Kerberos 4 ticket cache: /tmp/tkt500

klist: You have no tickets cached

Delegation

510721 .0'NX D'NIN'Y DY NNXRNNY DRIY D'NN'WYT7 AWOKRYT 710' 0N1p ,0wWnn 207 [N1Y '9)
Cross -2 D'TAIV 1INIX DXI .Forwardable tickets and Proxy tickets :0'>1T 2-2 nwyl NT 0Ny 7w

.referral tickets-2 DA wnnwa T8 Realm Authentication
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D"21YINn D'V?'V-Forwardable tickets

071> NI IRY Y191 T XN .NIdNT7I MDA 11ynY? INIY D'0R'0 DN 178 WM7 D'712' DNRY 1D
TIAY'? 7'wnal SSO-N NX DWY? 1'1ayl VIYD IXIA TX .2 IX 0DX DNXIE 'R NIDNA DNTAY L 177M)

.NNO0'0 0'1dDN7 '72an nwn

:0'"7'271 0'VR'V DY RN DT 'R

XIN D MNX .DNKD DAYNNY NWAT 710" 1'K IR 07NN KINE2WNNYT 0720 NNIXa "annnt noin TIT
NTIE9 -f 22T 0N) .NN2AYN7 DN X7 17W D'ORZ'ONIE NN 710! 1'K X DINKRD D'AYNNYT7 NWA7 noIn
.(kinit

1. (0On A): kinit david@ACME.ORG
rlogin B D
—————— +»

B

:Forwardable tickets nyi

oy C awnn? 1annn XN 3 2¥nl .2fayn7? Nav 0top'o 17 W' P kinit -f oy TGT-n NX a'wn TIT
TN TIA' 720w *1O1.7W01 112NN 4 axna D71 .(7aTn X77)7'avn'? [N K7W 0070 DY AW X rlogin
Nt 2¥Nn .D awnnY? Tiay' vP'vNY T -f TXI -F 72T N7NNN2 NI70 5 2¥N2 VLIYNAD NIYYYT X

.double hop X172

3. (On Al kinit -f david@ACME.ORG

oracle.com :Ipn]
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Proxy Tickets

NNAIT? .'OPIND '0R'V WNNWI NXT NIYYY7 "I 1mwA ticket INW9D NIN'WY NN? 0'xIN 11X DMYSY?
TN, INW'7D 2IW'N NWY'I NNYION NLVNY 7w YyTINY War RINW XN IR NIYD YWY Y2 NNy o'y
1Y 07'0 'OPN9N NIX 17 NN IR YT'N7 NWAT7 21'Y NIN'RNINN NIRYINN DR NN'YWY NNY Dizna

AT NonY

TGT NN7 VMOKI) NT 2T IWK? 710 KIN 27 17D TGS-2 1272 170 NTn (122120 20XV TAI 0T 'R TR
N172) NMIY NYI NaMd oy TGS-N DX NNY AN TGS-7 IR 0T ,017'07 qolnn 7aTnwd .(NNnarT?
D'712' NI'XPY7ON "MV ,UN17 [NV '9) .NIP7N OWA N71V9 Y¥A7 NN'W7 AWOKRN a1 (NR DNYY

:NIN'VA 'MYLN OI1 NIN'K D'YWAIT 'OPINSN 72T DY D'-ticketw V'7NNYT

Problem Definition

Client Interacts with DB Server

Kerberos Authentication

DB Client Kerberized
DB

Logged in User= A Current User()= A

Default Behavior

v Kerberos Authentication Intermedia Kerberos Authentication :
DB Client e : LA Kerberized
Service(spn =B) DB
Logged in User= A Source User= A Current User = B (Service
Target User = B user)

Current User = A (Request
initiated User)
Desired Behavior

Client Interacts with an Intermediary which in turn interacts with DB

[informatica.com :ijn]

referral tickets

D YNNWNYI 7Y ' TGT a'wn? 710" wnnwnn ,KDC-2 NImv) N [0 TGS-1 AS-W nTaIvn 1IN
,trust D" DUIWN DTN 12 UKD Creferral tickets NNTYa NRT 75 - TGS A'win'? Nan 7y ANX 'MiIma
DN X)) D'OP'UN NITYA DINK D' NITA DINN'WYY NIRDY7 NY9INN DX WNNwn? TWorY? [N

.(KDC-n nI71y9 NX NNX7 WWOXRNN NIYN NNON

INAAIT NN

D''{? D1"'NITN |2 .tests.realm |"'NITA D¥AN2NN INK 78 D97 "a1vn students.realm "1 IR .1
TJGT 0j7'0 17 'MITN AS-NN 'Y NIX .NONIYN XNO'0 001anN trust

A7 "I KDC-n R 19w TGT-n Dy M9t IR .2
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https://github.com/gentilkiwi/mimikatz/commit/55e292f89582ab917a1b13dad8841c8784e329d2
https://twitter.com/cnotin/status/639791642170556416
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General l Detads |
An accountwas successfully logged on. 2=
Subject:
Security I0: NULL SI0
Account Name; -
Accourt Domain: -
Logon ID: 00
Logon Type: 3
New Logon:
Security I0: $-1-5-21-2578335962-4185879466-3696909401-999
Account Name: DarthVader
Account Domain: <3eo.0e ~ ANSHE>
Logon Dz Uxb 36005
Logon GUID: [f67030F-cF0G-2277-4247-d7983005409¢e}
Process Information:
Process [D: 0@
Process Name: -
iNetwork Informnation:
Workstation Name:
Source Metwork Address:  172,16.7.101
Source Port: 43247
Detailed Authentication Information: —
Logon Pracess: Kerberos
Authentication Packsge:  Kerberos
Transited Services: -
Package Name (NTLM onhik:
Key Length: 0
This event is generated when 2 logon session is created. [k is generated on the computer that was accessed,
iThe subject fields indicate the account on the local system which requested the lagon. This is most commondy & senace such as the Sensr service, ora ﬂ
lncal mracace aich ac Winlaaaa sve ar Sannrzr ava

Log Name: Security

Source: Microsoft Windows secunty  Logged: 1/5/2016 16:01:13 PM

Event ID: 4624 Task Category: Logon

Level: Information Keyaords: Budit Success

User: N/A Computer RDLABDCALrd adsecurity.org
OpCode: Info

More Information: Event Log Online Help

IT 0I'N 9 NIrainooLn oy .RC4 N1o¥Nd wnNWN Hash-nw X' 9"t V'V NINT? NYon T .2
-n X1 VP'VN DRY NNV NN7 [N .AES-7 (AT N2V NI>IYNQ 2ANI NY*ASI NIY! 1910 N1O¥N

QUMY NIdYN 7V 0FTAY K7 DNRY NNINA [N X' QRINY V'V N1 RC4
3TIN DD7 NXN) DT DINAKR 0" X7 IX MY NIFN7 720" ynnwnn 0w LYIX? 270'W nINNXR AT .3
QX .IXT NIYY7 DNXY7 D'WIN D'9F7IN [271 D'YANWAN 72 MNX QY7 nWi7 N17ITA NdINyN1 7N

.Zohar7 nwa "X Ty v'oI' 0'Ta1y 1000 oy NN2aNd DX 27 D'W! X7 TNX

..D191TA D'YNNWNAY 0NN 0N I'X 2 IXIA I'WDY ,D19MTA D00 NINT? DT 'R TX
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197 [NNO IX'¥YAN VOIONP''N

“Kerberos V5 does not provide account revocation checking for TGS requests, which allows TGT
renewals and service tickets to be issued as long as the TGT is valid even if the account has been
revoked. KILE provides a check account policy (section 3.3.5.7.1) that limits the exposure to a
shorter time. KILE KDCs in the account domain are required to check accounts when the TGT is
older than 20 minutes. This limits the period that a client can get a ticket with a revoked account

while limiting the performance cost for Active Directory queries.”
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https://www.freebsd.org/cgi/man.cgi?query=string2key&sektion=8&apropos=0&manpath=FreeBSD%2B10.0-RELEASE
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NTDS.dit-2 590689ATTk NnTw2a X¥Xn1 NnhoS5nn .3

721D N1 2016 Windows Server-a 72X MD5 7w Hash ny 4RC ny |9X¥In PEK-n [n2 nixoMa pw' 4

AES-7 1y

:DIT Snapshot Viewer oy NTDS-n nX11 'R

3 DIT Snapshot Viewer

File Wieer Tool Hzlp

fRel

=44 CATemphditsnap
] datatable

| entable
hastory_tabls

{ st
1 MSy=Opjects
] MSysObjectsShadoe
1 M3ys0bjids
] MSysUnicodeFupVer?
1 quots_rebuild_progress_table
-] quota_taale
-] sdpropcountable
L[] sdproptable
] 5d_table

dit || ATTmS$9305 <ATT_RDN> ONT_col  PDNT_col cat_col QOBJ_col ROMtyp_.
BCKUPKEY_PREFERRED Secret se%2 5174 1 57 3
AdminSDHolder 5893 5774 1 257 3
Administrator 5884 5176 6 257 3
Print Operators 5885 5856 1 257 3
Account Operators 589 5856 1 257 3
_Sg97 5856 1 251 3
8 Detail =)
Administrator
'V Shows onlly rows that have vaues

Column name AD Symbel name Valve

2b_ot_ood 0

Ancesters_col 020000000607 000007 07 0000 D807 000090 ...

ATTb43 ATT_08]_DIST_NAME 5894 =

ATTH590605 ATT_OBJECT_CATEGORY 3372

ATTeD ATT_OBJECT_CLASS 6355369; 65543; 65542; 65535

ATTES0652 ATT_1S_CRITICAL_SYSTEM_OBXECT 1

ATTi131073 ATT_INSTANCE_TYPE <

ATT|583832 ATT_USER_ACCOUNT_CONTROL 512

ATT{583835 ATT_BAD_PWD_COUNT 0

ATTj589340 ATT_CODE_PAGE 0

ATT|583843 ATT_COUNTRY_CCOE 2

ATTi58%922 ATT_PRIMARY_GROLP_ID 513

ATT|589974 ATT_ADMIN_COUNT 1

ATT589933 ATT_LOGON_COUNT 8

ATT{590125 ATT_SAM_ACCOUNT_TYPE 805305353

ATTREESE2E ATT_OBJECT_GQUID 5377 CFZFEEHEFB 47 91 7L SD 58 68 CO 4 EC

ATTESESEET ATT_REPL_PROFERTY_META_DATA 0100000000000000220000000000000000 ...

ATTiCRoESR ATT_INGON B RS £ £F 55 55 55 5F 55 SR B FE FE FE R FEFE EEEE >

(L comva ]

~ NCDNT_.. ATT6590606 <ATT_OBJECT...
2008 3683
2008 3374
2008 3N
2003 3881
2008 3881
2008 3881
2008 3861
2008 3881
2008 nn
2008 3881
2008 3881
2008 3419
2008 3410
2088 3419
2003 3419
2008 3374
2008 n7
2008 3374
2008 nM
2008 374
2003 3374
2008 374
2003 374
2008 174
2008 374
2008 374
2008 3374
1008 3
200 3374
2008 374
2003 3374
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc772829(v=ws.10)?redirectedfrom=MSDN
https://github.com/MichaelGrafnetter/DSInternals/blob/master/Documentation/PowerShell/Get-BootKey.md
https://docs.microsoft.com/en-us/windows/win32/sysinfo/registry-hives
https://docs.microsoft.com/en-us/windows/win32/sysinfo/registry-hives
https://github.com/yosqueoy/ditsnap
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2B SECURITY 4 NLSS REG_BINARY 00 00 00 00 00 00 00 00 00 00 0
. LI Cache 24 NLS6 REG_BINARY 00 00 00 00 00 00 00 00 00 00 0
..}, Policy W NLST REG_BINARY 00 00 00 00 00 00 00 00 00 00 0
| RXACT 24 LS8 REG_BINARY 00 00 00 00 00 00 00 00 00 00 0
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| SOFTWARE 1] NLSControl REG_BINARY 04 00 01 00 Oa 00 00 00

2 DNINY NINT NNIYY 0'0R'0N

C:\Users\[username]\krb5cc_[username]

...NT NIN MW IXI2 TX .(PAC) Privilege Attribute Certificate-n 12'N 1'7X 110121 X7 IX 12 12V XKW

PAC

WUNNYUNN U NIRWANN 7V vy 70w 0Ny 7w Ticket-7 qoIN N1 privilege attribute certificate
DY D'NTT D'YNNYNN TYUKXD "NITn 7w AD-7 N1 wnnwnnwd DC-N T 7V qolunn ntn yT'nn
NIDIYN DNIX L,(D'07'VN 7w 77N 201N - Delegation W' AWKRD) NINNK NIDWNA PAC-n Dy Ticket-n

22 7v DC-n DR 7IRYYT "2 wnnun INIX 7 NINYINN N0 DR NN

1-st Step to Tame a Kerberos: Know Your Enemy
www.DigitalWhisper.co.il
28 2021 M21V7IN ,134 IM'a




FERB WALIDATION INEC

LogonT

ime:

dwLowDateTime :

dw
Logoff

HighDateTime:
Time:

dwLowDateTime:

dw
FickOf

HighDateTims:
fTime:

dwLowDateTime:

dw
Passwo

HighDateTime:
rdLastSet:

dwLowDateTime :

dw
Passwo

HighDateTime:
rdCanChange:

dwLowDateTime:

dw
Passwo

HighDateTims:
rdMustChange:

dwLowDateTime :

dw
Effect

FullNames:

Logons
Profil
HomsD1
HomeD1
LogonC
BadPas
UserId
Primar
GroupC
GroupI
L

HighDateTime:
1veName:

u
u
cript: u
ePath: u
rectory: u
rectoryDrive: u
ount: 1
swordCount: o
H S00
vGroupId: 313
ount: 3
ds:

BelativeId:
Lttributes:

EzlativeId:
Lttributes:

EelativeId:
Lttributes:

BelativeId:
Lttributes:

EzlativeId:
Lttributes:

Technologic

:PAC-N NXY' D

85952013350
30907440

429496725951
2147483647

4259459672551
2147483647

23319322831
309071%¢

3043503537871
30507357

4259496725951
2147483647

Administrator’
A

513

512

220

518

319

29

1-st Step to Tame a Kerberos: Know Your Enemy

www.DigitalWhisper.co.il

2021 M21V7IN ,134 IM'a



aTechnologic

UserFlags:
UserSessionKey:
Data:
LogonServer:
LogonDomainName :
LogonDomainId:
Revision:
SubAuthorityCount:
IdentifierAuthority:
SubAuthority:
[
21,
2299105570L,
378€726759L,
405718541€L,
]
LMFRey:
UserAccountControl:
SublkuthStatus:
LastSuccessfulllLogon:
dwLowDateTime:
dwHighDateTime:
LastFailedILogon:
dwLowDateTime:
dwHighDateTime:
FailedILogonCount:
Reserved3:
SidCount:
ExtraSids:

[

Sid:
Revision:

544

"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

u'WIN-12P45SNUHUR2"
u'"RERBEROS"

1
4
"\x00\x00\x00\x00\x00\x05"

"\x00\x00\x00\x00\x00\x00\x00\x00"

528
0

L=

Lol == = R ]

1

SubAuthorityCount:

IdentifierAuthority:

SubAuthority:
[
2,
]
Attributes:
]

1
"\x00\x00\x00\x00\x00\x12"

ResourceGroupDomainSid:
Revision:

1
4

SubAuthorityCount:
IdentifierAuthority:

SubAuthority:
[
21,
2299105570L,
378672€759L,
405718541e6L,
1

ResourceGroupCount:
ResourceGroupIds:

[

RelativeId:
Attributes:
]

"\x00\x00\x00\x00\x00\x05"

572
536870919 ,

Domain SID: S-1-5-21-2299%105570-3786726759-4057185416

D 0NO - 1601 v T8N N77 n'on*nn dwHighDateTime-1 dwLowDateTime NITUNW 17 0w **

. © n9'1Tnon Nt n'unNn
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720N nnNosn
wnnwnn 7y last logon-n nt nx 7710 logontime
D""NONY? T'NY sessionn 12V AT logoff time
forceLogOffTime 1 win NiNo logOffTime a1 kickOffTime
NNno'on 7w ''wn Nt passwordLastSet
NXN0'0N NKX NNYY7 [N NNAY AT passwordCanChange
NINYN7 NIA'INA NINNO'O 1AW [ATN passwordMustChange

vnnwnn 7 SAM-n ov

effective name

Unnunn 7v X'mn own full Name
wnnwnn 7w logon-n 2'na nx 7710 logonScript
wnnwnn 7w profile-n 2'm1 nx 7710 profilePath

wnnwnn 7w home-n 2'm

homedrictory

HomeDirectoryDrive

wnNunn 7¢ niN7ximn NI'N2annnn 190n LogonCount
17w Xno'on '17'N2 YW1 wnNwnw 0'Myosin 1oon BadPasswordCount
wnnwnn 7w RID-n ax" uIiD

"YW wnnwnn 7R NXRpn 79 RID-N axe

primaryCount

['MITA "W UNNWNN [N'Y7R NIXIAPN 1900 groupCount
'Y wNNWNN ['7R NIXAPD 79 2N grouplds
NN0'0 K77 GUEST |2wNn NMITYVA NINTIN user flags

NIOXN K77 e

LM KEYawm'y e

NIYUN NXP'0ININAYIN'Y e
machine account 1'n jAWUNN e

ntim-7 p'on"nnn D'2T e

ntIm-7 1 02N

usersessionkey

kdc-n 7w netbios-n

logonServer

"W IAUNN X "IN 7Y netbios-n

logonDomainName

logonDomainName-n 7 sid-n

logonDomainld

D'V NNTVA WNNWNN 72V YT ax¥'"nn 1o0n

user account control

wUNNYNN 7¢ NRNNKRD NIFNANNNN NITIR VTN

LastSuccessfullLogon, LastFailedlLogon,

FailedILogonCount

NNKRNNA NIR7D MR "Am nwn 7w SID-N NITIR YN

ResourceGroupDomainSid,

ResourceGroupCount, ResourceGrouplds
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?PAC-n X1 'Nn

NINAN NIA'oNn NNX NNN PAC-n NR X1 KDC-n

KERB-PA-PAC-REQUEST PA-DATA-n 72T nNX W' DX KERB_AS_REQ-N Nwja oy AS-7 0119 WwUXd .1

.pre-authentication-nn 77N>

PAC 11¥'n TGS-7 nwppan 'TX (Cross realm) DRI D'-Realm "2 NI NIWYY7 DN NI YWUXRD .2

.(PAC-n NX 700 X7 TGT-nw nnan1)

D17 T nivnp 17 D TGS-7 Mot Nz CwRd .3

PAC Validation

.PAC-N NX D'MNANN 'X |22 21w D71 PAC-N 711 1T 7Y VIXTA? NIINNAA NI9NN NNNI |I'm e
DNVO AN VP PNYN T 2V MY 17'YoNY7 N1 2 7V 'RINR PAC Validation-n 7w nimann

A D'RXYNIN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters

NIN 0-7 Mwa DNI,TIAY! Validation-n 1A ™) 1-7 ValidateKdcPacSignature 7w 10yn NX niwl DX
ANI9 MIXD7 NTY NINNY .N0wNn NNIR 7w AD-N T 772'N PAC-N NI'AR ,TAY 122020 W' DX DA
N2N NRN NT7 0101 XTIV K7 N7 DAY DN DIY'  NIXYIN N90INI MITM ,0'o1'tn Nyl NX

1721 getPAC.py DWA Impacket 7w 09701 WNANWNT [N PAC-N NIX NIRTTZ NX DX .1N97Y

PS C:'\Temp> . EL i michael.bluth gobias. local/tobias.funke:Pés
Impacket v0.9 right 2002-2018 Core Security Technologies

Change:
teTime:
ateTime:
tChange:
teTime:
hDateTime:

GroupId:
T

srouplds:
Relativeld:
Attributes:

Relativeld:
Attributes:

Y00 2 00% 00 x 00N 300 2 00% 00" x00

ion:
SubAuthorityCount :
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.'n2nn wnnwn? PAC-n NX NIXYY? ' net ads kerberos pac dump -USUSERNAME ymin7 [N IX
09 2NN 09I PAC-N NIN'RKY X' N0 NAwIN NTI7 .(Kerberos PAC :nTIponn axiI'w pInY)

JIT2D NPXPY79XA TN DY 0217 0WIN'an 271 DC-NINYRY79RN 2 NNIYPN]

Windows PAC Validation
?TaIY 0T 'R TX (MW [j710) Access Token N1ty y¥ann Nim'kn Windows-2

NIX 1DINA 7'onY Access Tocken-n NIX X7 N2u9NN NN NWRani PAC-N NI D770 NXR'7OKRN

17U NIRYANNT UNANWAN 'Y [NY7R NIXIARD ,UNNYnn NINT

MR AT AN

Client Server DC

\\—-s

pREP— |

Picture Site

DN AW wn? D nNwe AP_REQ N7IW NI .1

Access Token-n NX 7257 *1 n7wonn Ndwn 7X Nipnn 727w PAC-N X Yayn nNwn .2
Jarmn

nyTina DC-n MR NIP7n Nwpaa PAC-n YW nn'fdnn IR NNayn awonn nown .3
.KERB_VERIFY_PAC

.0'kNn RPC TIj72 MW7 N2IAN Y'ThNENN'NNn DX Nnkn DC-n .4

AP_REP-nnxY'TR'Mwnl .5

P TAN NI TR
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https://wiki.samba.org/index.php/Kerberos_PAC
https://docs.microsoft.com/en-us/windows/win32/secauthz/access-tokens?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-apds/1d1f2b0c-8e8a-4d2a-8665-508d04976f84
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-apds/1d1f2b0c-8e8a-4d2a-8665-508d04976f84

Technologic

NX'D NN 07007 T NXPY79RN MY NN wnnwn Windows 7w n7y9nn Ndyn DN DN !
TINUIN DX DN7 W' 172) N7u9nn Nownn 27N 0¥ D'NN'Y ,NNaIT? .PAC-n NX NNX? nd"N
PAC Validation-n ntya PAC-n NX 0'Nnkn D1'R (Awir KDC-n 117y) DC-n N 7w SeTCBPrivilege)

.AN'MNN NI'RY? NYwY 1oon KDC-Nw nno'oa D'wnnwn DN XX

-2 PAC-n n'xT'7210 NYTIN DX NN7IW n72u9nn Ndwn SeTCBPrivilege, NXWAN |'N NIN'W7 TWUND

.(Service Control Manager 12'X NIN'WUN TWUKRD NRT NIV DA X'N) DC-n 7w NETLOGON

Local Security ,n'¥j'798n Nw) LSA-n N7 "wXD DC-7 PAC-n NM'X NYTIN DX N7W' LSASS-n
NRYINN DR 17 'K QUKD Mipn SYSTEM-D> , mipm nN'w . nwa NN'WO ya X7 (Authority

(n7yonin ndynn '7Nd TPoN?) SeTCBPrivilege
SMB: 2INKNI1DIMN 71710N90 7Y PAC-N NIM'K NNAIT X' IR TR

172V TX .'0N2IP7 NIN'K 110N WAIT NTE DRARYN 9NYY? 7awa SMB-N NINWY nwia a'wn? 11x1a1 N
no>wnn wipa' SMB-n nw .KRB_AP_REQ N'w'mNn nyTINY YI9F W' DMIWRIN DA7WUN NN

.PAC-N NX NNX7 'R 0'7NN7 VXN XN TRIEQITAN Access Token-N DX 1IN N7V9NN

AX'N AT NN'Y 0N2Yy7n N1'Nan 172, Local SYSTEM Account 7¢ NIXWAN NNN Y1 SMB-n nh'w

n>WN 271 SeTCBPrivilege NXWAN 7w KIN 'ipn SYSTEM wnnwn L(AP) n'¥7'79XN MW ‘D NX
21 MYN NR'Mn 7Y K9 PAC-D NIM'R N'Ta DTN N7Wn X7 Windows 7w ny9nn
N2 KDC-N¥ NNSNN 1272 NWYI DT .X7 IN "MK PAC-n OX 0'7NN7 '3 pTa'N PAC_SIGNITURE_DATA

vy

Y' DXI NIN'YN WNNWN DX NI T Process Explorer - Windows Sysinternals-2 DA wnnwn? N1

SeTcbPrivilege. NRWAN NX 17

NIN'RY'YD AR AT 'R

Time Source Destination Protocol  Length Info

11.15.. 192.168.16.38 192.168.16.18 KRES 265 AS-REQ

11.15.. 192.168.16.18 192.165.18.38 KRES 222 KRB Error: KRBS5KDC_ERR_PREAUTH_REQUIRED
11.16.. 192.168.16.38 192.165.18.18 KRES 345 AS-REQ

11.16.. 192.168.16.18 192.165.18.38 KRES 71 AS-REP

11.16.. 192.168.16.38 192.165.18.18 KRES 1447 TGS-REQ

11.16.. 192.165.16.18 192.165.18.38 KRES 1471 TGS-REP

11.22.. 192.168.18.38 192.163.18.18 KRES 1618 TGS-REQ

11.23.. 192.168.18.18 192.163.18.38 KRES 129 TGS-REP

DN NXY'I NNO'oN 7w Hash-n Dy Ticket-n NN NIwon nn'win TGS_REP T TGS-n MK 1727w "INX
,JWA7 wnnwn AN DX YAl v'sim An'Rknnn axiapn 7w SID-n DX won' Xin PAC-a .PAC v

(NN'RNNN NXAP? 'Y KINY) NN'YWY IRWIN 17 W DRDNIED
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https://docs.microsoft.com/en-us/windows/win32/services/localsystem-account?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

m YR NINTTN? nIpin nwpa ,AS-Request n'nn

Technologic

..0'0P'V7 02 012'N7 [aIN N AT PAC-N 7w 100N YT'NYT 110101W NINX

nhvna oMy

MY IXY' 0T )X X high level-a 0Ny 7y nwd 1102 T,p DX

,MNMIYURAN AVTINN , YN NINTIN A

.authentication service

:O'R2N D'2VN NXK KN L,NVTINA

504 73.070871 192.168.189.139 192.168.189.136

KRB5 354 AS-REQ

Transmission Control Protocol, Src Port: 49465, Dst Port: 88, Seq: 1, Ack: 1, Len: 308
v Kerberos
v Record Mark: 296 bytes

pvno: 5
msg-type: krb-as-req (18)

v padata: 2 items

~ PA-DATA pA-ENC-TIMESTAMP
v padata-type: pA-ENC-TIMESTAMP (2)

v padata-value: 3041a003020112a23a04385e4777a13852f7602b2d2d162c71d038db253dd@ea8398e8bd..
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: 5e4777a13852f7602b2d2d162c71d038db253dd0ea8398e8bdf13403d07948eab04b2bb3...

v PA-DATA pA-PAC-REQUEST
v padata-type: pA-PAC-REQUEST (128)
v padata-value: 3005a0030101ff
include-pac: True

v reg-body

Padding: @
kdc-options: 40810010
v cname
name-type: kRBS5-NT-PRINCIPAL (1)
v cname-string: 1 item
CMNameString: thor
realm: KERBEROS
v sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SMameString: krbtgt
SMameString: KERBEROS
till: 2037-09-13 ©2:48:05 (UTC)
rtime: 2037-89-13 ©2:48:85 (UTC)
nonce: 718427927
etype: 6 items
v addresses: 1 item DESKTOP-KMDLHP8<20>
HostAddress DESKTOP-KMDLHP8<2@>

= Reserved: Not set
.0%0 60RO PPEG PPEO BEPE PPVl 0010 1008 = Record Length: 296
v as-req

710N NTY DY
(5) 211019 190N pvno
.reg-as-krb N7 NN ,NYTINN 210 type message
NN'NN IR NNRY'S 197 PRTT 7Y YT ,pre authentication data 7w niam 'wx0 padata
2V yT'n n1ana KDC-7 AN 12 nyton ITn NITYN NX¥Ip .credentials-n
('1>1YN IR YT NNON] WIN'Y W' DR, [AT) NIP72 07 NNonn
TIMESTAMP-ENC-pA n'n' NnT nOpna DY type-padata

35
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pdata-2 wnnwil Naw N1ox¥nn a0

etype

'WIN'Yi NN9NN 190N NX NNTAN 10N .key version number 7w niam 'wx)
IN NTD NNON] NWNNWYN N1'OXNN NIY' N DXN NYT? NN 7V NNIySnY niwy

n1oxXnn T\IX'? JNKX

kvno

NI Nt

patimestamp

NINX N'¥PZ'0INIR NOPON INI* D'N7IYY NINIE? 112Y) NIRD 7¢ DY nt

(nmwy

pausec

D'X2N NITYUN 3 NN 7!

PA-DATA pA-PAC-

REQUEST

REQUEST-PAC-pA DY

type-padata

X7 IN pac-n NX 7207 DN ticket-7 ["¥7 IN'75n ax'72

pac-include

:(Qwnna Naor tickets-7 n'onnnin 0'7a7T) 0721 NNd 7'on

.ticketn 78 72Th NX q'0In7 kdc-n 7V - forwardable 721 o

proxyiable 72Tn NX ticket-7 9'0In7 W' - proxiable 7221 o

-7 N7 21" XIN ,0'0 |I¥AN ATN INKYT 1 - allow postudate 7aTn e
'™ vR'o 721 KDC

NIP7NW 22 UTN session key 2'wn? 0'71>'w 0'07'0 1Y - renewable AT o
.(0"n vP'vN YIT'N 7Y NIY{PA 11AY) INNO'O NX WThn 011!

NI'? T¥2 R'NY7D NNin 0'YAITY D'VR'0 1Y - opt hardware auth 721 o
JINTTNN Iy

19) constrained delegation NaIdDN2 N>'N - constrained delegation 721 o
.Jwnna naory

NIj'70 7w SPNN NX Nw? 1wy kde-n ,0TamM DX - canonicalize 72T o
NIF'70 TWKRD XNAIT? 2) ATNI'Y 0R'VAI AS responsen NYZA MWL

.(17w UID NT-n XInw 104567-7 "ni* oWN ,bob@EXAMPLE.COM |"x?

nIY'N 7w X71 M2 named principal 7710 - request anonymous 72T e
.0j'02 YNNYUNY

7¥ NN DX XTI kde-n ,0TAM X7 DX - check-transited-disable 721
.D"NKX D'VP'V 7Y DINNY7 TGT-7 AWOKR'Y 197 MINN DINNN

DN UKD renewable 72T w2 0P'V WK NN - ok-renewable 72T o
17 W'y (D"NN 719) AT P19 0'0 7Y 7apnn ' X7 KIN L, 0MNR

session 'V |9XI' 'I¥IN NIWA NIN'YN N1 V'ON - skey-in-tkt-enc 2T

options kdc
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mailto:bob@EXAMPLE.COM

Technologic

TGT-n Mn ya'w key

.postdated n'nw V'V NNX7 NWPA - validate AT o

-n 0'02 7v awnnn 7w host aliasin naxn ,form canonialize name 7w X' cname
YUNNUNN OW DX 21707 WMN NN 11y service principal-n Nt N1x7 dns

NINTIN? NX¥N

(MM NINTTAN 2 [*AITH DY ,0'Y9 N21N) 0NN DINN realm

Upiann NN'wn oY sname

YU71ann 07'0N NIAY DXV [ATN 719 till

[ATN 219 INT,(WIT'N1NDIRNY IN'N) renew 72T 7¥1 L'V YIN'Y NV rtime

OpP'oN Iy '017102KRN

replay attacks ny*an IX7 My TNI MmN W nonce
NN NIFZ7N [N2 NI9XNN 1AI0 etype
wjpann Nig'7n namd address

:D'NAN NITYWN DX 7ONW AS-REP nyTInn NX N'XP'VININN MY TN ,NAIAN]

+ 507 73.167862 192.168.189.136 192.168.189.139 KRB5 152 AS-REP

Transmission Control Protocol, Src Port: 88, Dst Port: 49465, Seq: 1461, Ack: 301, Len: 98
[2 Reassembled TCP Segments (1558 bytes): #506(1460), #507(98)]

~ Kerberos
v Record Mark: 1554 bytes

Bt e e e e e e e = Reserved: Not set

.000 9000 0PPE VEPE YOG 8116 001 0910 = Record Length: 1554
v as-rep

pvno: 5

msg-type: krb-as-rep (11)
v padata: 1 item
v PA-DATA pA-ETYPE-INFO2
v padata-type: pA-ETYPE-INFO2 (19)
v padata-value: 3081¢3012a003020112a1131b114b455242455241532e5445535474686172
v ETYPE-INFO2-ENTRY
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
salt: KERBEROS.TESTthor
crealm: KERBEROS.TEST
~ cname
name-type: kRB5-NT-PRINCIPAL (1)
v cname-string: 1 item
CNameString: thor

v ticket
tkt-vno: 5
realm: KERBEROS.TEST
~ sname

name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: krbtgt
SNameString: KERBEROS.TEST
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 2
cipher: 44c7ad78a47418750bf2f6b0a259ec2bal7607108dbo58bd5249a2¢ca29f8e71e8245f ce...
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 2
cipher: aacaa33ac32681903dc67a2dd2debad5511725a82813562d8986b64b56fc747516e20edb...
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720N

nTY DY

|27 0TI "20IN

pvno

krb-as-rep 1>y

msg-type

IT VP9 [9XINN 77NN 7W NIY'SN NN9N 7Y salt-n DX NIR7N Ay 717!

PA-DATA pA-PW-SALT

|27 DTIjZ "20IN crealm

[27 DTIZ "20IN cname

TGT-N MIRM7 IYNY' JUNNA 1Y'91' TR NITYN ticket

ticket-n mo1a 190N tkt-vno

ticket-n nxjzIn 1'78 DINNN realm

(TGS-n nN'w) ' VP'ON IR NIN'WN DY sname

TGS-n 7w *TI0n NN9nN "y |9¥IMn (session key-n [113) yTn 7'2n1 ticket-2 ¥ enc-part
7Y 'WIRD NNONNN YIRY NNON NV [9XINY TGS-NIp'n 7w session key Nnon enc - part

NNoN MIN INTY 27 'Y .(INNTY2 '9XN P71 DNon [ IMIX yTIr KDC-n) Nijp7n

TGT-2 V'oI'Y session

NN IXY? session-n NNON INIYIA 7Y FTION NNSNAN DX MNP 0Y X7 NIRN NN XON

-N 78 N7W' NN 7201 key session-n INIX NN 121N 70w TGT LR'V INIYA7? |21 TGS-N DY MIYPN

.(...TR 17¥ NNONN NOTY [9XIN NT....210) TGS
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:D'NAN NITWN DX 70N Ny TInn . TGS-REQ bwa TGS-n 7R nyTIN NIp'7n N7 ,Nyd

517 73.222277 192.168.189.139 192.168.189.136 KRBS5 1654 TGS-REQ

v Kerberos
v Record Mark: 1596 bvtes
| R

R A R R = Reserved: Not set

.000 0000 0000 0000 0000 0110 0011 1100 = Record Length: 1596
v tgs-req

pvno: 5

msg-type: krb-tgs-req (12)

v padata: 2 items
v PA-DATA pA-TGS-REQ
v padata-type: pA-TGS-REQ (1)
v padata-value: 6e8204fc308204f820030201052103020100220703050000000000a38204426182044630...

v ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: @
v ap-options: 00000000
@... .... = reserved: False
.@.. .... = use-session-key: False
..0. .... = mutual-required: False
v ticket
tkt-vno: 5
realm: KERBEROS.TEST
v sname

name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: krbtgt
SNameString: KERBEROS.TEST
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
kvno: 2
cipher: 44c7ad78a474f8750bf2f6b0a259ec2bal7607108db658bd5249a2ca29ff8e71e8245f ce..
v authenticator
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: el16bdc7614d95e19f4edf7a5866bc3eadeade33613e2664¢350a3710e084509719e74ec3...

517 73.222277 192.168.189.139 192.168.189.136 KRBS 1654 TGS-REQ

realm: KERBEROS.TEST
¥ sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: krbtgt
SNameString: KERBEROS.TEST
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 2
cipher: 44c7ad78a474f8750bf2f6b0a259ec2bal7607108db658bd5249a2ca29ff8e71e8245fce..
v authenticator
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
cipher: el6bdc7614d95e19f4e4f7a5866bc3eadeade33613e2664c350a3710e08450971%e74ec3...
v PA-DATA pA-PAC-OPTIONS
v padata-type: pA-PAC-OPTIONS (167)
v padata-value: 3009200703050040000000

Padding: @
v flags: 40000000

[ = claims: False

.1.. .... = branch-aware: True

..8. .... = forward-to-full-dc: False

..@ .... = resource-based-constrained-delegation: False
v req-body
Padding: @

kdc-options: 40810000
realm: KERBEROS.TEST
v sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: HTTP
SNameString: win-75n7@3t913q.kerberos.test
till: 2037-09-13 02:48:085 (UTC)
nonce: 715286998
etype: 5 items
v enc-authorization-data
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: 5437de9912042ebcld6dc55695a6297c9911b4498dbd87f402d0945e22fef7a6d8388288...
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710N nTY DY

|27 DTIZ "20IN pvno

krb-tgs-req 1Dy msg-type

.krb-ap-req 1210w 7172 D'AN1 M1an padata

:D'NAN 07270 DX 71! ap-options
IX TGT-2 0TI 'R session key NNTY2 [9XIN AXINN U?'VN DX - use session key 72TN
.NXN1 NN'YN 12 DY 7¥ 'U'RD NN9NN NNTYA
.[2 D2 1197 NINTTNY? NN'WN W MYNN Wjan Niz7n ,1Tam YWKRD - mutual required 7amn

27 0TI 11'RWY NITWUN DX 7D ticket (TGT)

pvno

realm

shame

DTIZ NN IMIX 'K - enc part

NTYUN .(replay attacks vian'? nin 7v) vp'oN 7Y N19XNN NN NX 1N N7IYAY NNDIN

client/tgs nmon N1Tva |9¥IN

Sl U (70

authenticator-n NoMa - authenticator-vno nTw e
kerberos 112y nip'7n 7w DINNN -crealm NTY o
chame nTY e

(x'nw'D NxP'79X 7w checksum) checksum nTw o
NINY NP'NA NIZ7N AT - cusec NTY

NIP'70 78R 'NDIN |ATN - ctime NTY

(replay attacks vian'? man 7v) sequence number nTY e

authenticator

['IXAY 10D NNXY NYRAN 2V VTN 17D NITYUN IRY ,NYD req-data
DTIP N20IN kdc-options

DTI7 201N realm

D'YIIT NINIP'22 IRY 0UR'0N 1Y 'ININ NN'YN DY DX 7! sname
DTI7 201N till

DTIj? "20IN nonce

DTIj? "20IN etype
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-0 NN9N NX 'Y 17¢ '019N NNOAN NITYA INIK NNO' ,TGT-N VRP'0 NX 7P TGS-n ,IT TR

.TGS-NI72 112y session

.TGT-2 X¥N1 WK NT7 DY WNNYNN WY |2 NIIWNYI authenticator-n NN DA NINSY TGS-n 71>' ,Nyd

Jynnn nvTing 'Yl L |I''Y Y nT'nAa

0P'0N DX 70N NYTINN .NIR?D 7R TGS-Rep nyTin Nnwn n7w ,KDC-n 7In 7X Nn'win [NNKRN 77N2

X TNY IND Upidnn nn'vn N

+ 520 73.292458 192.168.189.136 192.168.189.139 gKRBS . 221 TGS-REP
Frame 520: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits) on interface \Device
Ethernet TIT, Src: VMware_f0:30:e0 (00:0c:29:f0:30:e0@), Dst: VMware_f3:9F:64 (80:0c:29:13:9f:6
Internet Protocol Version 4, Src: 192.168.189.136, Dst: 192.168.189.139
Transmission Control Protocol, Src Port: 88, Dst Port: 49466, Seq: 1461, Ack: 1681, Len: 167
[2 Reassembled TCP Segments (1627 bytes): #519(1468), #520(167)]
v Kerberos
v Record Mark: 1623 bytes
L = Reserved: Not set
.00 0000 0000 00EO 00RO 9110 9101 8111 = Record Length: 1623
v tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13)
crealm: KERBEROS.TEST
v cname
name-type: kRB5-NT-PRINCTIPAL (1)
v cname-string: 1 item
CHameString: thor
v ticket
tkt-vno: 5
realm: KERBEROS.TEST
~ sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: HTTP
SNameString: win-75n783t9i3q.kerberos.test
¥ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
kvno: 1
cipher: ad245e1148794fael18615e97d4b53f4fcPacad@e29dd2f014d1a3cof2daalf36ce71b9boz2..
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: a®63be341839e3b8f638ab@e7826be336b18b9dadc8b516+b2f3d5399d25F1F425dc82c4...
720N nTY DY
[27 DTIZ "20IN pvno
krb-tgs-rep DY | msg-type
[2'7 DTIZ N20IN crealm
Unnvnn oy .|)'7 DTI? N20IN chame
VTN QIXnY L')|7'U'7 on"nn ,|3'7 DTI? N20IN tkt-vno
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.NYTINA QIINAY UP'V7 ON''NN ,[27 DT 120IN realm

NIy NXPIN NYTINA QIXNY VZ'VNY NN'YY ON'NA L,[27 0TI 120IN sname
NN'YN ¥ '0190 N9 "'y |9NIN enc-part

TGS-n1j'7n 7w session-n NNon "y |9¥IN enc-part

NW-NIR7N 7Y session key-n NN9N DX NN 11 7!

:0'Y And 7!

keytype nTw

keyvalue nTw

(ny¥w niNNxN nwpan v nm) Ir-value-l Ir-type NiTwn NX 72'w last Req nTw
nonce NTY

('mo1n1n V'V D'RNNY IYWRIN VRP'VN 7Y DNN kde-n 12 ATN) authtime NTY

(9n vE'vN MNK7Y NTN) starttime NTW

(ujrron 7w QpInn NY'Po A1) endtime NTY

wTNT [N I'7R TY [INNKRD TN IWIN'91 renew 73T OV D'0R'0 1AV 1) renew-till nTw
(0o

srealm nTY

sname nNTY

YD NJ0I* X7 |27 0TI NITIN WWUKX 0'901 DT

NN 127 1212 session NNON |21 NN'WN MW 7R %07 'D1I'Y service VPO NIRYN NIWAYT ,NYD

.01%¥ nnd TIY o't workstation 71 78 NINTTNA Y™ X721 T2
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NITYN DX 7' KN '00712 07'0N IR NN'WN MY 29X N7 NIR7N 1A AP-REQ X' [IWXRIN

:0'an

+

553 73.824523 192.168.189.132 192.168.189.139 HTTP 636 HTTP/1.1 200 OK (text/html)

~

Transmission Control Protocol, Src Port: 49456, Dst Port: 80, Seq: 931, Ack: 2975, Len: 2793
v Hypertext Transfer Protocol

GET / HTTP/1.1\r\n
Host: win-75n703t9i3q.kerberos.test\rin
Connection: keep-alive\r\n
Cache-Control: max-age=0\r\n
[truncated]Authorization: Negotiate YIIGrwYGKwYBBQUCoIIGozCCBp+gMDAUBgkqhkiC9xIBAgIGCSqGSIb3EgECAZYKKWYBBAI
v GSS-API Generic Security Service Application Program Interface
0ID: 1.3.6.1.5.5.2 (SPNEGO - Simple Protected Megotiation)
v Simple Protected Negotiation
v neglokenInit
v mechTypes: 4 items
MechType: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Kerberos 5)
MechType: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
MechType: 1.3.6.1.4.1.311.2.2.30 (NEGOEX - SPNEGO Extended Negotiation Security Mechanism)
MechType: 1.3.6.1.4.1.311.2.2.18 (NTLMSSP - Microsoft NTLM Security Support Provider)
mechToken: 6082066106892a864886171201020201006e8206503082064cad@3020105a10302010ea2...
v krb5_blob: 6082066106092a8648861712010202010063206503082064caf@3020105a10302010ea2...

KRBS 0ID: 1.2.84@.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok_id: KRB5_AP_REQ (@x@@e1)
v Kerberos
v ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: @
ap-options: 20000000
v ticket
tkt-vno: 5
realm: KERBEROS.TEST
sname
enc-part
authenticator

Upgrade-Insecure-Requests: 1\r\n
= .

o FETENEE L TP

7100 NTY DY
|27 0TI "20IN pvno
krb-ap-req 1Dy msg-type

:D'N2N D'7ATN DX 71! ap-options
use-session-key nTY
mutual-required nTY
|27 DT N20IN [N'NY
.NYTINA QII¥AY 0RP'V7 OoN'NN |37 0TI 120IN tkt-vno
.NYTINA QII¥AY 0R'V7 ON"'NN ,[37 OTIZ 120IN realm
NI NXPIN NYTINA QII¥AY VP'VNY NIN'WY7 ON"NA L [27 DTIZ 120IN sname
NN'YN 7Y '0190 No9nn "'y |9XIN enc-part
.NYTINA QII¥AY 0RP'V7 OoN"NN ,[37 0DTIZ 120N tkt-vno
.NYTINA QII¥AY VRP'V7 ON"'NN ,[37 0TI 120IN realm
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N NXPIN NYTINA IXAY LF'VNY NN'YWY on'Nn |37 0TI 120IN sname
NN'YN 7Y '0190 Nonn "y |oXIn enc-part

.NWTINA QII¥AY 0P'V7 ON"NN L [27 0TI N20IN tkt-vno

.NYTINA QIIXNY VP'V7 oN''NA ,[37 0TI 120IN realm

.M N¥PIN NYTINA QIIXNY VUF'VNY NN'YW? oN'Nn |37 DTIZ 201N sname

NN'Y MY-NIR7N W session key-n "'V [9¥IN MWK ITN NYTINN 1AW authenticator-n
N71) NN'WN MYYI NP7 21 YIT'Y NNon - subkey Da 79507 712! .(0j7'V2 X¥NIW NNONN)

12 wnnwn'? 1INa7 713 nn'win nwi (KDC-7

authenticator

-0 IN session key-n "V |9¥INW 270 .AP-REP KON nyTIN -ack NYTIN DN'WA TR ,NNmNA

:subkey
{— 553 73.824523 192.168.189.132 192.168.189.139 HTTP 636 HTTP/1.1 200 OK (text/html)
v Hypertext Transfer Protocol
HTTP/1.1 20@ OK\r\n
Content-Type: text/html\r\n
Last-Modified: Sun, 29 Aug 2021 02:55:11 GMT\r\n
Accept-Ranges: bytes\r\n
ETag: "d399b548819cd71:0"\r\n
Server: Microsoft-IIS/10.8\r\n
Persistent-Auth: true\r\n
v [truncated]WWW-Authenticate: Negotiate oYGIMIGyoAMKAQChCwYJKoZIgvcSAQICooGdBIGaYIGXBgkghkiGIxIBAgICAG+Bhz(]
v GSS-API Generic Security Service Application Program Interface
~ Simple Protected Megotiation
v negTokenTarg
negResult: accept-completed (@)
supportedMech: 1.2.840.48018.1.2.2 (MS KRB5 - Microsoft Kerberos 5)
responseToken: 68819786092a86488617120102020200618187308184a003020105a103020101a2783676...
~ krb5_blob: 6@819706092a86488617120102020200618187308184a003020105a103020101a2783076...
KRB5 OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krb5_tok id: KRB5_AP_REP (0x8002)
v Kerberos
v ap-rep
pvno: 5
msg-type: krb-ap-rep (15)
v enc-part
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: 1b29fed72a31bdeal387efcc9efe55dfb8624f3b34409e91153605406e5d33cacbdabee..
Date: Sat, @4 Sep 2021 06:21:59 GMT\r\n
710N nTY DY
|27 DTIj7 "20IN pvno
krb-ap-rep 1>y msg-type
N'>In KIN )21) authenticator-2 NIE7N ™'y NIN'WN IR N7WIY (ctime Xp') timestamp '7'on enc-part

NP NIP7N 9w 1) cusec 73' KN 2 D .(NI'70 "y [9XINW 770N DX NINDY7 N'7¥nY
-0 "V IR DN'WN 7w session key-n 'V [9xIM 77nn .sequence number-i subkey ,(Nimw

.subkey
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JIN'WN DY INN'Y 7w session key-n NNTY2 |9¥INN 77NN IR NIYD' ,NVRON NXR 727'W ANRY NN

TNNX ,NNINA DN'WAY 2N7 710' XN ,authenticator-2 N7WW NT7 NNT DW timestampnl NT'N2

UNNUNT7 NX'AY aXIN

nTIAY NAa'ao

]"MIT N2I0 IN'T WK NIYRIVYTNNRIDN 4 10N ,N100 IXY?

192.168.189.136 IMaIM> YWWX DCNwW

192.168.189.132 INIAIMII INX XN 1IS MY

sqluser wnnwn?i Domain Admins NIXIAZN MAN7 771 NWA TWOKRNAI 01N NINN sgl N
(nwn niwnn 'R ISUSER wnnwn?)

192.168.189.139 IMaIMOY NI77?

YIn'y NY'Y IRT DI (NINTIN X'77) DR DI 17012 ,0N2772 7R 11S-0 1w N 1an? nan 7y

NINTTAN DY (170 177X 1721 ,NN2ANNNN NYa .NN2ANNNN NYa NMIYKXIN NIDTTYA negotiation-2

XN

& http://win-T5n703t9i3q.kerberos.test/ ~ X || Search...
ll O Waiting for win-75n703t9i3...

HTTP Error 401.2 - Unauthorized

You are not authorized to view this page due to invalid authentication headers.

Most likely caus
Windows Security X
No authentica
Only integrat -
ntication. |EXP|0re
Integrated ay he authentication
headers befo: .
The web sen]  COnnecting to WIN-75N703T913Q.kerberos.test. a5 not received.

The "configur]| nying the user acc
ess.

it integrated authe

User name

Password

Things you can

Domain: KERBEROS

Verify the au nat authentication
method.
Verify that th D Remember my credentials
Verify that th
Ve(\fv that_th horization” configu
ration section|
Create a trac bout creating a tra
cing rule for

204 AM
A A8 gm0
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NIRAN O'DYT MYAN TX2 Y1 0NWpw N7 N1

Services - x
File Action View Help

e |m EBd=z Hem| v o0

. Services (Local) ' Services (Local)
Kerberos Key Distribution Center MName - Description Status Startup Type Log On As G
< N X KDC Proxy S... Manual Metwork 5...
ﬁ :hs:':::c . Automati Local Syste.
5 KtmRm for Distributed Transaction ... Coordinates.., Manual (Trig...  Metwork 5.,
Gk Link-Layer Topology Discovery Ma... Creates a ... Disabled Local Service
Deseription: ‘L Local Session Manager Core Windo... Running  Automatic Local Syste...
I::trs:\r\\:r(s,e’e:-lar:]rl”e';gu::r:fnr';na‘gnﬂn to L} Microsoft (R) Diagnestics Hub Stan... Diagnostics Manual Local Syste...
the network using the Kerberos 8k Microsoft Account Sign-in Assistant  Enables use.., Manual (Trig...  Local Syste..
authentication protocol. If this service 20} Microsoft App-V Client Manages A... Disabled Local Syste...
is stopped, users will be unableto log ;¢ i Microsoft iSCS! Initiator Service Manages In... Manual Local Syste...
EE:E‘T;:'E :Ev:;::.{l;:l;;‘saieg;ie{:;y 20 Microsoft Key Distribution Service This service ... Manual (Trig...  Local Syste...
depend on it will fail to start. 20k Microsoft Passport Provides pr... Manual (Trig...  Local Syste...
G Microsoft Passport Container Manages lo... Manual (Trig...  Local Service

:DC-2 Y1 kdc nN'wY XD NIKYYT N1

2] Event Viewer - X
File Action View Help
& ol 2] o[ 7 lcxs
{2 Event Viewer (Local) Actions
7 Custom Views .
v [n Windows Logs Keywor... Dateand Time Source EventID Task Category ~ | | Security -
h Application @, Audi.. 8/30/2021 8:44:25 AM Micros... 4634 Logoff = Open Saved Log...
Security A Audi.. 8/30/2021 8:44:15 AM Micros... -> 4624 Logon ¥ Create Custom View...
&), i 130/ A 7! )
Setup }Aud!... 8/30/2021 8:44:15 AM Micros... 4672 Special Logon Import Custorn View..
System L Audi.. 8/30/2021 8:44:14 AM Micros... 4634 Logoff
] Forwarded Events @, Audi.. 8/30/2021 4414 AM Micros.. 4634 Logoff Clear Log...
Applications and Services Lo| il @ aAugi.. 8/30/2021 8:44:14 AM Micros... 4634 Logoff ¥ Filter Current Log...
i3 Subscriptions S Audi... 8/30/2021 8:4414 AM Micros... 4624 Logon v||B properies
Event 4624, Microsoft Windows security auditing. x |88 Find..
. H Save All Events As...
General Details
Attach a Task To this L...
® Friendly View (O XML View View N
largewuseiom ol B ol N+ ; Refresh
TargetUserName WIN-12P49NUHUR2$ ~ | v R
. elp
TargetDomainName KERBEROS.TEST
Targetlugunld 0x28993e Event 4624, Microsoft Wind... &
LogonType 3 D Event Properties
LogonProcessName Kerberos ©| Attach Task To This Ev...
AuthenticationPackageName Kerberos 52 Copy 4
WorkstationName - [ Save Selected Events...
LogonGuid {4db42191-8d8e-093a-5dcd-ec2ee1fd99e6} |6 Refresh
TransmittedServices- H Help »
LmPackageName-

:DC-2 oM NINANNN DX NN event viewer-1 4624 'YIN'R NRM

.17 0Mdmn o'-kden DX AN WIDN YXAYT 'ITA awnnn 710 ,7"30 nTIpon N1ty
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:01M2Y7 DY NIN'K N 2 NXM

.DC MY 7m niz7 nin'x

i

SQLMNK - NN m nip nmiy .2

?D2'2 7TAann NN ORIV NV DNX

DN'YN 70 271 NYIRPI7 NADN 7IM NIR7N DR DNNRN NN [IYRIN PN .DN'wnn yan 71ann

.AP-RES-I AP-REQ-n TWTINA IX |'XI DC-n 7y v nvw

709" |XD X TGS-Nn TGS-n NX wjpar 81 AS-Nn TGT-N X W' ,7270 7'NNf nim'Rn )'70n DY

DRIYN D'NN'YY? 0-TGS-n 70 NN D'7apn TGT-N N727 MNRY NIXYY AWOX NINN2 .NIN'RN

TGS-n 75 NX wpa? 7'nnn NIN TR TGT-N DX 727 Ni7n i (cifs-1 LDAP m> DC-2 O'R¥NIN

NNANNTN D'YNTA D'MN'YN

|: 1 0.0660000 10.1.12.2 10.5.3.1 KRB5 333 AS-REQ
2 0.660011 18.5.3.1 19.1.12.2 KRB5 195 KRB Error: KRB5KDC_ERR_ETYPE_NOSUPP

3 0.0279%69 10.1.12.2 16.5.3.1 KRB5S 328 AS-REQ

4 0.827977 18.5.3.1 10.1.12.2 KRB5 1298 AS-REP
5 0.6836011 10.1.12.2 19.5.3.1 KRB5 1253 TGS-REQ
6 0.036018 10.5.3.1 10.1.12.2 KRB5S 1231 TGS-REP
7 0.653001 10.1.12.2 10.5.3.1 KRB5 1265 TGS-REQ
8 0.653004 18.5.3.1 19.1.12.2 KRB5 1234 TGS-REP
9 0.729674 10.1.12.2 16.5.3.1 KRB5S 1261 TGS-REQ
10 0.769863 18.5.3.1 10.1.12.2 KRB5 1247 TGS-REP
11 0.782860 10.1.12.2 19.5.3.1 KRB5 1251 TGS-REQ
12 0.782867 10.5.3.1 10.1.12.2 KRBS 1229 TGS-REP

Kerberos Key
Distribution Center AS Validate User
(KDC)
2~ ) B
3 AS TGS
4 \ . éa User .
__/ Long-Term Key  [——(5—> Time . ’
TIME | A U V
User B TIME || A —d ser
Long-Term Key g‘ 6
P
LClient

Extract TGS Session Key .
from Encrypted Response “

e

TGS
Session Key

User

Long-Term Key

User

@c

[sas.com :in]
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MNX TX 2IX'N NN 710 TARNDN NIR7N .07 7w '00TI00N Nznn KIN,NRT NNIY? nwn npnn

-N MW NK? HTTP Nwadd R 0T 78K .Y IR 7277 1D wipiann niN'w'? n1o Xin TGS-n N2

A [kerberos. ]
Mo. Time Source Destination Protocol  Length Info A
43963.104027  192.168.189.136 192.168.189.139 Loap 264 bindResponse(9) success
49573.033531  192.168.189.139 192.168.189.136 KRBS 274 AS-REQ
497 73.063945  192.168.189.136 192.168.189.139 KRBS. 235 KRB Error: KRBSKDC_ERR_PREAUTH_REQUIRED —
504 73.070871  192.168.189.139 192.168.189.136 KRB 354 AS-REQ
50773.167862  192.168.189.136 192.168.189.139 KRBS 152 AS-REP
51773.222277  192.168.189.139 192.168.189.136 KRBS 1654 TGS-REQ
52073.292458  192.168.189.136 192.168.189.139 KRBS 221 765-REP
- 52373.203327  192.168.189.139 192.168.189.132 HTTP  2847[GET / HTTP/1.1
|- 55373.824523  192.168.189.132 192.168.189.139 HTTP 636 HTTP/1.1 200 OK _(text/html) ¥
v i/?,»'\', \n i A
Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: win-75n703t9i3q. kerberos. test\r\n
Connection: keep-alive\r\n
Cache-Control: max-age=0\r\n
v [truncated]Authorization: Negotiate YI T1602CC 1C9XTBAGIGE JBAGC I CHg YKKWYBBAGCNTCCQKCBRKEggZ1YTTGYQYIKoZThve SAQIC ARAACggTO
v GSS-API Generic Security Service Application Program Interface
OID: 1.3.6.1.5.5.2 (SPNEGD - Simple Protected Negotiation)
v Simple Protected Negotiation
v negTokenInit
mechTypes: 4 items
mechToken: 864886F71 082064c 2.
v krb5_blob: 6082066106092a864886f71201020201006e820650308: 2010 2
KRBS 0ID: 1.2.840.113554.1.2.2 (KRBS - Kerberos 5)
krbS_tok_id: KRBS_AP_REQ (8x0001)
v Kerberos
v ap-req
pvno: 5
msg-type: krb-ap-req (14)
Padding: ©
ap-options: 20000000
ticket
authenticator i

S Validate User

TGS
Kerberos Key Long-Term Key
5 e A &
Distribution Center TGS
(KDC) 8 _J Session Key

ME LA

Extract Service Session Key
from Encrypted Response

3 )~ Time .
&«

U‘ c Foan) User
| O
S—J
Service
Session Key
- =
TGS st & L'-\ 2 i
Session Key Client Server Service_l (
. | 4 Long-Term Key - ] f
Validate Server Process “ — 6 Se;'\ﬁce
) me L E () p 0 Session Key
-5 1 User ({ o E-\ Process 5 D
@ 9 —
{ h) mme £
‘l TJ Process J e L F ,\J E - = .
W) — “J
Service U
Session Key ser

[sas.com :ipn]
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D'NN'YN NNN2 NXp?

12 NR'N workstation 7 NINaNNN ,0'W770 NINKAL D'NN'YN NNN2

O

Domain Logon Architecture

Local Security Authority

1

(LSA)
! Domain-Joined Workstation or Server
s

i User presses CTRL+ALT+DEL (Secure Attention Sequence registered by winlogon process).
2. User enters credentials into the logon box generted by the GINA.

3. Login process begins.

\j Winlogon LSA

Secure32.DLL
GINA(MSGINA.DLL)

Graphical Identification
And Authentication
(GINA) dynamic-link
library (DLL)

Negotiate

Kerberos

A cmssTO\‘e“

AccessToken

New Process
Explorer.exe
(User Shell)

" AS-REQ AS-REP
Domain Controller TGT-REQ TGT-REP

GINA makes LPC/ALPC call to LSA.
LSA routes the request to the Negotiate SSPI LS A
Negotiate determines that this is a domain user
login.
The request is given to the Kerberos SSPI. Kerberos
Kerberos interaction with the Domain Controller as 9, Process AS-REQ.
described earlier in this series (including AS-REQ, 10. Generate AS-REP
AS-REP, TGT-REQ, and TGT-REP messages).. 1. Process TGT-REQ
13 The Kerberos TGT and session keys are cached 12. Generate TGT-RESP
locally.
14. LSA returns an AccessToken to the GINA. .
15 The GINA creates a new user shell by creating an ACtlve
Explorer.exe process that has the AccessToken. Directo
16 The user is now logged in (logon complete). It has l'y
access to local resources that it is authorized to
access.

oo~

@~

[medium.com:ipn]

2V wnnun? QY¥R'0INIX 790NN api 2'21 ' (Security Support Provider Interface) SSPI 2'on
ntlm-7 NNX ') NI'9'¥90 TIXN NINTTN NI'YZAID D'?90N TWK ssp (service support provider) 0'0a

.('D1 pku2u ,kerberos
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TIN NXNN VIVY 901 TN) windows 7W sspi-7 NI'MNLAX NI'YAD Poon secure32.dll yalzn

.(Windows-2 NInTTNN NN202 210 7w migmn

D'YUPNN qIYY? 2N ,wUnnunn 79 NropRIvIkn NNANNNAN 7V 'RINX winlogon '7nnn

UNNWUNN NNANNN INKY DIIYRIN DD'70N0N NXN 2V 'RINKX DI ctri+alt+del

UNNYNn 7¢ N'YRILIR NINTTN WANA yalpn .winlogon JIN2 win'wa Xyl msgina.dil yaipn
D'7NNN DX YN ctri+alt+del TN DY IMIVA7Y NIPMYWOKRN NIX WUNNWNYT a'¥n NG |2 WUR
wUNnNwNn 'u1o NKX Al (userinit.exe NN V) NYIRPIT Wnnwn NNANNn NKR? DU0aNn

Jogin-n 10N "aNNAY [INNXN

-1 Ynin TWUX QUNAn MINa 00N |2 niwpn L IPC v 09017 D'IXNN LPC / ALPC awmn

.Windows

N'XP'OININD 7W AR2In 75 N vynd 7NN 73V 2D 10 local security authority (LSA) 10
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<ServiceClass>/<ServiceName>
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“The HTTP service class is one of the built-in services that act as an alias to the HOST SPN, which
is mapped to the host computer account. This means that when you use the default HTTP service
class, the Kerberos protocol uses the computer account as the service account when it requests a
service ticket. This service class works well with the default configuration of IS, regardless of

which version you use.”
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