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void syscall_helper(struct Basex obj) {
if (obj->type == TYPE1) {
struct Typel® o = (struct Typel%) obj;
leak({o->value):
}
if (obj->type == TYPE2) {

struct Base {
enum Type type;

struct Typel {
struct Base base;

uint32_t wvalue;
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Speculative Type Confusion in eBPF
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// r0 = ptr to a map array entry (verified # NULL)
// ré6 = ptr to stack slot (verified # NULL)
// r9 = scalar value controlled by attacker

r0 = *(ued *)(r0) // miss

A:if rQ0 != 0x0 goto B
ré = r9
B:if r0 != 0xl goto D

r9 = *{uB *) (re6)
rrl = M[(r9&l)*512]; //1leak
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7¢ NIIMDN 2NN MNMY [T NRMZ AWORNN DTN NNATAY '93 V'ATRA 72N 02l ,|nd'Ta
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Speculative Type Confusion - Non Attacker Introduced

722N ,speculative type confusion TWONXNN U'ATRA MIDK7NA [DIXQ X7 [N T¥'D 1IXIN DTN 7702
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volatile char A[256*512); | # args: p in %rdi

bool predicate; # - in -

char* foo; # q in 3%rdx

§ first "if%:

VEES victin({Shae P, cmpb  $0x0, (predicate)

uint64_t [l | z1:5e L1 # skip 2nd if
char *q) ({ # assignment to p:
unsigned char v; mov -,%rdi

# assignment to q:
if (predicate) ({ orb $0x1, ($rdx)

) . # second "if":
p = (char *) -r cmpb $0x0, (predicate)
*q |= 1;

B2:jne L2
} # deref p & leak
{ L1l:movsbl (%rdi), $eax
shl $0x9, $eax
cltqg
} movzbl A(%rax), %eax
foo = p; L2 :mov trdi, (foo)
) retqg

if (!predicate)
v = A[(*p) * 512];

(a) C code (b) Emitted x86 code.

(01 11721 oy 4.8.2 noM) gece 'y 17W AX7'onIpn XN 'aml C-a TIR Yo NIXYY N1 L,78Nnwn
DY (p LINIAKRN) rsi NVO'AN NX ONIT I7'ONIZNY 27 D'WY .q7INN 'T' 72V VWA X MINYNNLIT NNAIT
qQi02 foo-7 NN NTIPO NNIXA WNANWNYT 17 TWORN MATAY 1N ,(x nInwnn) rdi 7w pImn
-7 yaaxn q DX) predicate NX NNYY? DMWY g-7 NNWN D wYIN 17ONIpn 90102 .N'Y7IoN
7> branches-n 1w NX Ak qpIn .awn if block-2 predicate-7 No011 Nj7* 12 0'101 |71, (predicate

.N7uNn'7 ANIMND Spectre gadget 72777 721" "not taken" ITN' DNWY
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syscall (foo_t* -) { # args: uptr in -

foo_t kfoo;

// some code testq -,
ir (EpEE je L # jump if e

copy_£from_user (&kfoo, # set copy_from user args

-' # %rbp contains addr of

swnl # stack buffer
f(- ? &:’:f D }\”\J‘LL); mov :‘(‘Ei’ :: Y ~i-—
// rest of code call copy_from_user
) L:callq £
(b) Emitted x86 code.

(a) C pattern

Listing 7: Reusing registers for a function call.

-N 7Y NaImdN ann2 N3'77 yraxnw (NULL DA% 7101) "r0IR 0Inmx Y IT NdyN NRN72
W 79'0 ,IN172) NT VINIARL YNNWNYT [IDNN UYNNWNN OX NZ7'T2 MIY' Y2190 N7'NNA .user
NI DTN .TI70 JwNnnY? (rdi 2100'0) XKINW '93 VINIARN NX Davn ,NULL Xin DX .(NULL 1'Rw
J1oN7 Man 2y NI .wTNn yaxnn 9w wa rdi DR D'oNIT kernel [ND'T7 pnvim XN, 7NNIK

rdi-Q wTNN W'y nwya NITpo

W 0y N9 IMNRT7E (NULL RIn i Nitne ,ani?d) rdi X oNT? X9w nTn branch-n 7w [In'x
|IND'TA NN RPN NRjAY f ¥paonw niwn kernel-nn yTn Nna'717 oM niivy NULL n'kw
NY[M 12T 179 791 ,100'02 KXYNY Y DN 1armn branch-n D ,2% 0'wa .0 07IY QN

.NOPNNT PO0N N'X7190 |I'7n XY

D'n'ion D'XIN NNNI pipeline-a oM branches-a 17N Taynn 7w NIANINAN D AXM L7101

NNNQ 09011 D'V .NYYIR90N 17N NIX 7' TAN? TWON
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Linux Kernel-a nwint

struct Common |
wvoid* private;
Yi

struct Derived {...};

volid foo (Common® c) |

Derived* d = c—>private;

struct Common {...]
struct Derived |

struct Common common data;

}

wvoid foo(Common® c) |

Cerived* d = (Derived®) c;

(a) Private field. (b) Casting.

struct Derived |

struct Common commeon;

)

void foo(Common* c) |

Derived® d = container of (c, Derived®, common);

(c) Contained structs.

Listing 12: Linux data inheritance patterns.

10'00 Linux 'NNSN ,N'OINNIX MIX¥ YN NDAIN X7 nownl ,C-2 and kernel-n TIipw [11'on

wi7un NNX2 Nwninn awn'l struct X'n C-2 class-7 n72apnn .namn win'm nnam 1oon

0T

AYENA NITND [20 VPMAIR? MIN YK ,|AN VP"AIRT ARN VPMAINA Y'AXD NIYXNNKY .

YIINIY D ,12N 0P'MAIR DXZIN DAY [ND'T2 NAIMDdN N7'NN2 ARN VPR 7Y N7O0 NIvynRa b
UM KIN 110NY VPMAIRT Y'AXN DA KIN |20 VP AIRT

27U 21UNIEL AN VPN VO INWTIRA K'N ARN 7W N'7DNN WWRD L (b) (10 7w n7'Dn nivxnka .

.container_of NNNN NIYYNN] VO'NN

Speculative Type Confusion
www.DigitalWhisper.co.il
8 2021 M21V7IN ,134 IM'a




Technologic

LNINRAI9 AT RIXNT [N DR ,ON17D ?speculative type confusion gadgets XIXN'? Nt JIMn [N' DXN

OM"MMn ,0NY 0'0R"AIR 1Y NIV (J'\"?NIU']'I n'XP]ID) 7Ynn MIX 7y wmm Ny
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OP"AIND 7Y TIRP NM02IP90W D [NRT - INIX UNMWUN7 ' TWOX OXN AT AT RN DTN
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Slowdown of Linux 5.4.119 kernel operations due to SLH.
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