Digital Whisper

2021 1 ~ 1287 x {4 L ¥

TSy s I
o 17,041 NE N 14
Lyt 1w e R e U I
[ I BN RO B [ I D

*x <« o4+ L+ YdakovCohen8®vd848 zVaz, 1 « * x I L x < 4L~ p X T e X

Digital Whisper = 4 € ¥ _ % v 4. %x _«s 41,  sx 1 { s Digital Whisper: 44 5 ¥ _* s.xx_ < s of] % TRk, o
XA s txe ox b T ox e x s ,ox o i DigitaPWhispers 401 2% 18T R X7 XX s T 00 X ]Lsx Wxse [ Ixx
Joxoox “ . X oS L X Ix 4, T~ L s ” q{s =4y x XX S [ x X q

editor@digitalwhisper.co.il L ~ 1 X-L 1 4 1« s, s | ] x I xX I ] 0 XXxy.: ,



mailto:editor@digitalwhisper.co.il

Technologic

o 4~ x DigitalWhisper L 128-s = x {4 0 ¥ 1+ {1« *s |

R L T o |0 v I N T BV EUR S U AL N SRR B
1+« 1 ProjeciFoundex 4! 4 'PHP . _ + 1Refot ~ ! 9 vcommit 44 " _ x . x X
php o . s . x s co ™ Loxsspsy ] s 404 4 x . s committets{ 1 . s ¢ -

:php-docxinternalls

"Yesterday (20203-28) two malicious commits were pushed to the shprepo
from the names of Rasmus Lerdorf and myself. We don't yet knovekaetly this
happened, but everything points towards a caomise of thegit.php.net server

(rather than a compromise of an individual git accouint).
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"Sounds like the attackers are trolling Zgiton or trying to give the impression
that the code was backdoored for much longer, Either way, | would be spending a
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External Reconnaissance
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External Reconnaissance
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1 RIPE Europe and Middle East
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RIPE NCC
RIPE NETWORK COORDINATION CENTRE Search IP Address or ASN Q
Manage IPs and ASNs > Analyse Participate > Get Support About Us >
You are here: Home > Manage IPs and ASNs > RIPE Database > Webupdates
Resources > RIPE Database Text Search
RIPE Database
This service allows searches over the full text of the RIPE Database object data.
Query the RIPE Database
ol Text s : The search is done on object text without regard for any relationships. Multiple search terms should be separated with a space.
Syncupdates microsoft
Create an Object
Advanced Search
By submitting this form you explicitly express your agreement with the RIPE Database Terms and Conditions
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Search results

This is the RIPE Database full text search service
The RIPE Database is subject to Terms and Conditions.

Number of results - all object types

domain

aut-num

inetnum

person

as-set

route

routeé

ineténum

organisation

peering-set

role

mntner

key-cert

1 2 3 4 5] 6 7 8 9

1,885

495
405
229
109

Cr PG X 4 T SOH 4 XRIPEST 44X 4 1 f X . . x D]

X oo T )T % sy )T X T fyllfextsearchs Tk 404 0 x o X 1
Yxxy | oo1q
N I T N T SO AU IR A LS I B D IS IS LI RSN S S T B 1
password sprayingx ~ ¥ * {4 4 |
s o4~ is 14 subys  pLx P x X il o0 x ] A
1744 xq x
Search only within the following objects: Search within the following fields:?
as-block - address .
as-set created
aut-num e-mail
domain fax-no
filter-set last-modified
inet-rtr mnt-by
ineténum nic-hdl
inetnum notify
irt org
key-cert person
mntner phone
organisation remarks
peering-set
person
poem
poetic-form
role
route
route-set
route6
rtr-set . .
Select all | Select none
By submitting this form you explicitly express your agreement with the RIPE Database Terms and Conditions
[t.x. N U I T S B NS | 16 ol - S e S RS BT I x|
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Number of results - all object types

person

1 2 3 - 5 6 7 8 2)

person: BD4710-RIPE
object-type=person, address=Microsoft, address=1 Microsoft Way Redmond, WA, e-mail=bdressle@microsoft.com

person: AS6999-RIPE
object-type=person, e-mail=astone@microsoft.com

person: AT1550-RIPE
object-type=person, e-mail=atolmach@microsoft.com

person: AC10490-RIPE
object-type=person, address=MICROSOFT IBERICA 5.R.L., e-mail=albertos@microsoft.com

person: AN29193-RIPE
object-type=person, address=Microsoft Talo (Keilalahdentie 2-4), 02150 Espoo, Finland, e-mail=antti.jo.nurmi@microsoft.com

[T, x . xwwd_ 0 v A" v v Al ddXx x> 044
Basic Search
@Al
O Any
O Exact Match
Search only within the following objects: Search within the following fields:?
as-block - abuse-c -
as-set admin-c
aut-num country
domain created
filter-set descr
inet-rtr geoloc
ineténum inetnum
inetnum language
irt last-modified
key-cert mnt-by
mntner mnt-domains
organisation mnt-irt
peering-set mnt-lower
person mnt-routes
poem netname
poetic-form notify
role org
route remarks
route-set sponsoring-org
route6 status
rtr-set - tech-c -
Select all | Select none
By submitting this form you explicitly express your agreement with the RIPE Database Terms and Conditions
[IPv4 L T S I BN I BN S Ixoxrxn o, tx o x4 ]
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Search results

This is the RIPE Database full text search service.
The RIPE Database is subject to Terms and Conditions.

Number of results - all object types 21

inetnum 21

6 7 8 9 10

TA.
N
w
&
w

inetnum: 185.184.206.64 - 185.184.206.71

object-type=inetnum, netname=MicrosoftDCNetherlands_NET

inetnum: 185.138.245.0 - 185.138.245.63

object-type=inetnum, netname=DataSpring_CZ_Microsoft_Azure_Stack_Moravia01_pool01

inetnum: 185.138.245.64 - 185.

object-type=inetnum, netname=DataSpring_CZ_Microsoft_Azure_Stack_Moravia01_pool02

inetnum: 185.138.245.0 - 185.138.245.255

object-type=inetnum, netname=DataSpring_CZ_Microsoft_Azure_Stack, descr=DataSpring CZ Microsoft Azure Stack pools

inetnum: 154.14.115.164 - 154.14.115.167
object-type=inetnum, netname=HCS-COMPANY-MICROSOFT-SERVICES-BV-GTT, descr=HCS Company Microsoft Services BV

[ st PSS XD e v o 0 I xx 4] x e oox ]

ASNLookup

] XX T L - X X xASNNumbersL X 14 xx I4x « s« Xyehgpview.io + X

XXX T LASNE X Do L X L L et RO LA XL I (s wsX oy x 1ox {0

~ ~ ~

S lx Xx D]oX 1, ] st xs Dl o gdk]s Sk R E X 44K xs
s ., X 71s S I X o ARSX D XD, XX X KOs X X« |P7- X

bgpview.io/ip/147.243.0.0

Name, ASN, IP, Prefix Q
Announced Prefixes
Country Announced Prefix Prefix Name Prefix Description ASN ASN Description ASN Name
o 147.243.0.0116 GB-MICROSOFT Microsoft Limited UK AS8075 | MICROSOFT-CORP-MSN-AS-BLOCK Microsoft Corporation
RIR Allocation Summery
147.243.0.0/16 RIPE
B Assigned
65,526 g
15t September 1993
POWERED BY 4¥) SecurityTrails
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E Microsoft Corporation

IPv4 Addresses: 37,653,184

Number of Peers: 467

Number of Prefixes: 238 ASN Allocated: Assigned

ASN

Prefixes

|Pv4 Prefixes Pv6 Prefixes

- Country  Announced Prefix  Description Valid ROA ~ Parent Prefix RIR
E s Microsof Corporetion ? 13640011 ARN
Ja:; H - BE 131060016 Microsof Corporetion ? 131040014 ARN
raes EE  31071402¢  MicrosoR Corporation ? 131040014 ARN
' E oo Microsof Corporetion ? 2000011 ARN
E  un00 Microsof Corporetion ? 0BO0E AR
E  um00m Microsof Corporetion ? 06004 ARN
BE  0ws4019  Miciosof Corporetion ? 06004 ARN
E w00 Microsof Corporetion ? 20400013 AR
BE 00561000 Miciosof Comortion 2 20400013 ARN
DNSHISTORY
dnss xidhs ¥+ - F AP A4S, s L A LAY xS x0T
T 1.7¢x D3 427 wXle L. e s s, 4 L L X
104 1 X w s 04X s L x4, L dropg shippings < !T U H
17~ THId 47 1, % v 4174 es x4} S s
X . {1 WARL «  AIP & X X s A~d3s+< 0 {" DN XWAF 14 _ s 4s 4 _
.dnss : X I Lx 7 . 1L ,..'I s I N A
. NIt e e foxdAss | 44 . x 1 4 s 0 e, d s S L B
P -0 R RO S B (e T TR & I | I L I

https://securitytrailscom/domain/
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WHM % Product ~  Addons - Integrations  Services  Pricing Company ~  Contact ~ Login

Get Started

Web Hosting Automation Made Easy

All the tools you need to start a web hosting business today.

Home | Clent Area | My Notes My Account | Logout

Dashboard

] G

JA  system Overview

®©s A

Today | Tris vont
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