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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

ˢ ˭ˣ˧˪ˠ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟-128  ˪˷DigitalWhisper˭ˣ˧˪ˠ ,  !˪˧˶˲˞ 

 ˪˰ ˫˸˰ˬ˷ ˫˩˟ˣ˶˷ ˭˧ˬ˞ˬ ˧ˮ˞ ˫˰ ˭˧˧ˮ˰ˢPHP ˧ˮ˲˪ ˷ˬˬ ˤ˞ ,˯˲˯˲ ˣˢ˷˩˧˞˷ ˫˩˧ˬ ˧ˬ˪ ˪˟˞ ,3  ,˫˧ˬ˧

 ˧ˮ˷ ˣ˰˴ˣ˟commit-ˢ ˡ˥˞˪ ˫˧-Repo  ˪˷ ˫˧˧ˤ˩˶ˬˢPHP ,˪˰ ˡ˥˞-ˢ ˧ˡ˧-Project Founder  ˡ˥˞ ˧"˰ ˧ˮ˷ˢˣ

-scommitter- .˦˵˧˧ˣ˶˲ˢ ˪˷ ˫˧˧ˤ˩˶ˬˢ ˫˧ˢ˪˧˥˸ˢ ˨˩ ˢ˰ˡˣˢˢ ˢˬ˯˶ˣ˲˷  ˪˷ ˢ˴ˣ˲˸ˢ ˸ˬ˧˷˶˟php-

internalls x-php-doc: 

"Yesterday (2021-03-28) two malicious commits were pushed to the php-src repo 

from the names of Rasmus Lerdorf and myself. We don't yet know how exactly this 

happened, but everything points towards a compromise of the git.php.net server 

(rather than a compromise of an individual git account)." 

ˢ ˧ˮ˷ ˸˶ˠ˯ˬ˟ ˣ˲˯ˣˮ˷ ˡˣ˵ˢ ˧˰˦˵-commit- ˫ˣ˶ˠ˪ ˢ˸˧˧ˢ ˫˸˶˦ˬ ,ˡ˧˵˲˸ˢ ˣ˸ˣ˞ ˧˪˰˟ˣ ˫˧ˢˤ ˣ˧ˢ ˫˧

ˢ ˸˷˵˟ˣ ˢˡ˧ˬ˟ ˸˶˷ˢ ˪˰ ˡˣ˵ ˸˴˶ˢ˪-HTTP ˢ˪˧˩ˢ Header ˫˷˟ User-Agentt ˟ ˪˧˥˸ˢ˷-

"zerodium ."˟ ˢ'˶˟˥ˢ ˪˷ ˸ˣ˟ˣˠ˸ˢ ˧˲˪-PHP ,-scommit- ˪˞ ˰˧ˠˢ˪ ˣ˵˧˲˯ˢ ˞˪ˣ ˣ˪˦ˣ˟ˣ ˶˷˧ ˣˢˣˤ ˫˧

ˢ ˸˶˷˪ ˳ˣ˥ˬ-Gitˬ ˢ'˶˟˥ˢ .-Zerodium  ˢ˟˧˯ ˫ˣ˷ ˸ˬ˞˟ ˭˧˞ ,˵ˡ˴˟ˣ ,˭˧˧ˮ˰˪ ˶˷˵ ˪˩ ˫˧˷˧˥˩ˬ ˭˟ˣˬ˩

.˫ˢ˟ ˡˣ˷˥˪ 

ˢ ˸˶˷˪ ˣ˴˶˲-Git ˯˧ˮ˩ˢ˪ ˸ˬ˞˟ ˢ˸˧˧ˢ ˢ˶˦ˬˢ ˫˞ˢ ?Backdoor ˪-PHP ˧˪ ,ˣ˰ˡ˸ ˣ˩˪ ? ˷˧ˠ˶ˬ ˫˞˷ ˪˩

˷ ˫˧˞˶ˬ ˫˧ˮˣ˸ˮˢ ,˪˩ˢ ˧˶˥˞) ˦ˮ˶˦ˮ˧˞ˢ ˪˰ ˦˪˸˷ˢ˪ ˢ˯ˮˬ˷ ˢˬ˴˰ˬ ˣˤ˧˞ ˪˷ ˭˧˧˲ˬ˵ ˢ˧ˢ ˢˤ-php 

 ˢ˵˧ˤ˥ˬ80%  ˢ˶˧ˢˤ ˶˸ˣ˧ ˸˴˵ ˢ˸˧˧ˢ ˫ˢ˪˷ ˢ˪ˣ˰˲ˢ ˸˧ˮ˩ˣ˸ (˦ˮ˶˦ˮ˧˞˟ ˫˧˧ˬ˞ˮ˧ˡˢ ˫˧ˡˣˬ˰ˢˬ-  ˸ˣ˥˲˪

 ˣˬ˩˸ˬˡˣ˵ˢ ˫˰˲ˢ  ˢ˶˵ ˢˤ˷ ˭˧˵˸ˢ˷ ˧ˬ ,ˢ˟˷)PEAR  ˫ˠ ˭˧˵˸ˢ ˢˮ˷ ˧˴˥ ˨˷ˬ˟Backdoor  ˸˶˷ˢ ˪˰

 ˭˧˧˲ˬ˵˟ ˶˟ˣˡˬ˷ ˣ˞ ˤ˞ .(ˣ˪˷ ˪˷ˣ˩ ˞˪ ˢ˥˧˸ˬ ˣˤ˧˞˟ ˣ˞ ˨˩ ˪˩.ˢ˵˧˥˴ˬ 

 ˭˞˩˪ ˣ˞ ˭˞˩˪- ˬˬ ˵˪˥˩ ˪˷ ˡˣ˵ˢ ˪ˣˢ˧ˮ ,˰ˮˬ ˧ˡ˰˴ ˶˲˯PHP ˟ ˸ˣ˧ˢ˪ ˶˟˰-Github  ˢ˧ˢ ˞ˣˢ ˢ˩ ˡ˰)

 ˸˩˶˰ˬ˟ ˪ˢˣˮˬGit  ˫˷˟ ˸˧˦˶˲Karma ˟-php.net ˪˩˟ˣ ,˥˸˲˸˧ ˢˤ ˢ˲˧˞ ˡ˰ ˸ˣ˞˶˪ ˢ˧ˢ˧ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ .(

 ˧"˰ ˣ˦˦ˣ˴˷ ˫˧˶˟ˡ˪ ˶˟˥˸ˬ ˡˣ˞ˬ ˧ˮ˞ ,ˢ˶˵ˬHD Moore :˞˷ˣˮ˟ 

"Sounds like the attackers are trolling Zerodium or trying to give the impression 

that the code was backdoored for much longer, Either way, I would be spending a 

ƭƻǘ ƻŦ ǘƛƳŜ ƎƻƛƴƎ ǘƘǊƻǳƎƘ ǇǊŜǾƛƻǳǎ ŎƻƳƳƛǘǎ ƛŦ L ƘŀŘ ŀƴȅ ǎŜŎǳǊƛǘȅ ƛƴǘŜǊŜǎǘ ƛƴ tItΦέ 

https://php.watch/news/2021/03/git-php-net-hack
https://news-web.php.net/php.internals/113838
https://arstechnica.com/information-technology/2019/01/pear-php-site-breach-lets-hackers-slip-malware-into-official-download/
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 ˪˷ ˰ˣ˶˧˞ˢ ˸˞ ˶˧˩ˤˬ ˸˴˵Perl  ˪˧˥˷ˢ˪ ˭ˣ˧˯ˮ˟ ˶˟ˣˡˬ ˭˩˞ ˫˞ .˭ˬˤ ˢ˟˶ˢ ˞˪ ˷ˬˬ ˧ˮ˲˪ ˣˮ˸ˣ˞ ˡ˵˲˷

Backdoor ˟˩ ˶˶˟˸˧˷ ˣˢ˷ˬ ˞˪ˣˡ˥˧ˢ ˸˞˶˵˪ ˸ˬˡ˵ˣˬ ˢ-1  .˫˧˧ˮ˷ˢ ˭˧˟ ˶˷˵ ˷˧ ˫˞ ˭˧˧ˮ˰ˬ ˤ˞ ˪˧˶˲˞˟

 ,˭˲ˣ˞ ˪˩˟ ˧ˮ˞˨˧˷ˬ˞ ˞˷ˣˮ˟ ˸ˣ˧ˣ˥˸˲˸ˢˢ ˧˶˥˞ ˟ˣ˵˰˪. 

 

 ˭˟ˣˬ˩ˣ- !˸ˣˡˣ˸˪ 

 ˢˡˣ˸ :ˢˤˢ ˭˧˧ˮ˰ˬ ˨˩ ˪˩ˢ ˫˧˦˧˟ˢ ˱˴˶ ˸˞ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ ˷ˡˣ˥ˢ ˣˮˬˤˬ ˷˧ˡ˵ˢ˷ ˧ˬ ˪˩˪ ˸ˣˮˣ˸ˮ ˣˮ˧˸ˣˡˣ˸

˪ ˢ˟˶˶ˣ˴ˮˬ ˶˧˲ˣ˞˪ ˢ˟˶ ˢˡˣ˸ , ˧˵˯˟ˣˡ˪ˣ˵ ˵˧˪˞˪ ˢ˟˶ ˢˡˣ˸-Dvd848˪ ˢ˟˶ ˢˡˣ˸ ,-zVaz ˢ˟˶ ˢˡˣ˸ ,

-˪YaakovCohen88˪ ˢ˟˶ ˢˡˣ˸ , ˧ˣ˪ ˟˞ˣ˧˪ ˢ˟˶ ˢˡˣ˸˟ˣ˵˯˧˞ ˪˞˧ˮˡ! 

      ˧˰ˮ ˢ˞˧˶˵,ˢˬ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  

https://log.perl.org/2021/01/perlcom-hijacked.html
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External Reconnaissance 

˶ˣ˴ˮˬ ˶˧˲ˣ˞ ˸˞ˬ x˧˵˯˟ˣˡ˪ˣ˵ ˵˧˪˞ 

 

ˢˬˡ˵ˢ 

ˢ˶˧˴˧ˢ ˸˶ˣ˸ ˞˧ˢ ˢ˧˲˶ˠˣ˦˶˵ ,ˢ˞˧˶˵ˢ ,ˢ˩˧˶˰ˢ, ˢ˯˲ˡˢˢˣ ˡˣ˟˧˰ˢ ˸ˣ˲ˬ ˪˷ ˸ˣ˧˲˶ˠˣ˞ˠ. 

˶˟˰˟ ,˰ˠ˧˧ˬˣ ˢ˷˵ ˨˧˪ˢ˸ ˢ˸˧˧ˢ ˸ˣ˲ˬ ˸˟˧˸˩ .ˢ˧˧˞˶˪ ,˸ˮ˷˟ ˵˶ ммрп ˪˞ ˡˬ˥ˣˬ ˧ˡ˧ ˪˰ ˢ˟˸˩ˮπ

 ˧˯˶ˡ˧˞"˫˪ˣ˰ˢ ˸˲ˬ "˫˰˲ ˧˞ ˢˮˣ˷˞˶ˢ. ˢ˩˶˰ ˢ˲ˬˢ ˸˟˧˸˩ му  ˫˸ˣˡ˰ ˪˰ ˢ˯˯˟˸ˢ ˢ˸˟˧˸˩ˣ ˫˧ˮ˷

˸ˣ˴˶˞ ˧˪ˠˬˣ ˫˧˶˥ˣ˯ ˸ˣ˶˷˰ ˪˷ . ˢ˞˶˵ˮ ˞˧ˢTabula Rogeriana π ˠˣ˶ ˪˷ ˢ˲ˬˢ'˶ , ˨˪ˬˢ ˪˷ ˣˡˣ˟˩˪

ˠˣ˶'˧ˮ˷ˢ ˶ ,˪˞ ˟˷˧ ˣ˶˴˥˟˷π ˭ˬˤ˟ ˧˯˶ˡ˧˞ˢ˲ˬˢ ˸˟˧˸˩. 

ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˸ˣˬˡ˵˸ˢ ˫˰ , ˧˶˧ˣˣ˞ ˫ˣ˪˧˴˟ ˷ˣˬ˧˷ ˫˧˧˵ ˫ˣ˧˩ˣ ˶˸ˣ˧ ˢ˟˶ˢ ˫˩ˣ˥˸ˬˣ ˟˷˥ˣˬˬ ˢ˧ˢˮ ˨˧˪ˢ˸ˢ

˶˸ˣ˧˟ ˸ˣ˵˧ˣˡˬ ˸ˣ˲ˬ ˶˴˧˧˪ ˸ˮˬ ˪˰ ˧ˮ˧ˣˣ˪ ˫ˣ˪˧˴˟ˣ. ˸˞ˤ ˪˩˟ˣ , ˸ˣ˲ˬˢ˷ ˢˡ˟ˣ˰ˢ ˪˰ ˫˧˟˷ˣ˥ ˫˞

ˢ˶˧˲˯ˢ ˧ˮ˲˪ ˧˰˧˟˷ˢ ˫ˣ˧ˮ˪˧ˬˢ ˟˧˟˯ ˸ˣ˩˶˞ˣ˸ˬ ˫˪ˣ˰˟ ˸ˣˮˣ˷˞˶ˢ ,˦˶˵ˢ ˫ˣ˥˸ˣ˫ˣ˧ˢ ˫ˠ ˫˧˧˵ ˢ˧˲˶ˠˣ ,

˸ˣ˲ˬˢ ˪˷ ˭˸ˣ˟˧˷˥ ˸˞ ˭˧˟ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞. 

˫˧˧˲˶ˠˣ˞˧ˠ ˸ˣ˪ˣ˟ˠ ˪˰ ˶˟ˣˡˬ ˶˷˞˩ ,˸ˣ˲ˬ˟ ˨˶ˣ˴ˢ ˰˟ˣˮ ˭˧˧ˮˬ ˭˧˟ˢ˪ ˪˵ ,˸ˣˮ˧ˡˬ˩ ˧˶ˢ˷ , ˭˩˧ˢ ˸˰ˡ˪ ˢ˴˶ˮ

˫ˣ˪˷ ˸ˣ˶˦ˬ˪ ˫˞ ˭˧˟ ,ˣˬˣ˥˸˟ ˫˧˞˴ˬˮˢ ˰˟˦ˢ ˧˟˞˷ˬ ˢˬˣ ˣˮ˪˷ ˥˦˷ˢ;  ˣ˞ ˫˧˥˶ˤ˞ ˟˷˧˧˪ ˢ˴˶ˮ ˶˷˞˩

ˢˬ˥˪ˬ ˸ˣ˶˦ˬ˪ ˫˞ ˭˧˟ˣ ,˸ˣ˷ˡ˥ ˫˧˶˰ ˸ˣˮ˟˪ ; ˥ˣ˪˷˪ ˢ˲˧˞ˣ ˫˧ˮ˥ˮ˴ ˪˷ ˡˣˡˠ ˫˧˷˪ ˢ˲˧˞ ˸˰ˡ˪ ˢ˴˶ˮ˷˩

.˶˧ˣˣ˞ˢ ˪˧˥ ˸˞  ˣ˞ ˷˶ˣ˷ ˧˪˰ˮ ˞˧˟ˢ˪ ˣˮ˧˪˰ ˫˞ˢ ˸˰ˡ˪ ˱˧ˡ˰ˮ ˧˶ˢ˷ ˫˧˧˦˶˲ ˫˧˷ˮ˞˪ ˫ˠ ˸ˣ˟ˣ˷˥ ˸ˣ˲ˬˢ

ˬ˪ ˰˪˵ˮ ˞˪˷ ˞ˡˣˣ˪ ˱˧ˡ˰ˮ ˣˮ˟ˣ˶ˣ ˪ˣ˧˦˪ ˸ˣ˶ˣˠ˯ ˫˧˧˪˰ˮ˟˧ˣ˞ ˸ˮ˧ˡ. ˭˧˦ˣ˪˥˪ ˧ˠˣ˪ˮ˞ ˭˲ˣ˞˟ , ˟˥˶ˬ˟ ˫ˠ

ˢˤ ˸˞ ˸ˣ˷˰˪ ˡ˴˧˩ ˡˬ˪ˮ ˫ˣ˧ˢˣ ˫˧˯˩ˮˢ ˧ˣ˲˧ˬ˪ ˢ˟˶ ˸ˣ˟˧˷˥ ˷˧ ˧˦ˮ˶˦ˮ˧˞ˢ. 

˫ˣ˧ˢ ˶ˬ˞ˬ˟ ,˭˧˟ˢ˪ ˢ˯ˮˮˣ ˫˧˞˷ˣˮ ˶˲˯ˬ ˪˰ ˶˟ˡˮ: 

¶ ˣˮ˪˷ ˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˸˞ ˸ˣ˲ˬ˪ ˢ˴˶ˮ˷ ˢˬ˪ 

¶ ˫ˢ˪˷ ˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˸˞ ˸ˣ˲ˬ˪ ˫˧˩˧˶˴ ˫˪ˣ˩ ˢˬ˪ 

¶ ˞ ˸ˣ˲ˬ˪ ˡ˴˧˩˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˸ 

¶ ˫˧˧˪˦˧ˠ˧ˡ ˫˧˯˩ˮ ˢ˪˷ ˸ˣ˰ˬ˷ˬˢˬ ˸ˡ˟˞ˬ ˞˧ˢ˷ ˧ˮ˲˪ ˢ˪˧ˬ ˢ˸ˣ˞ ˡ˧ˠˢ˪ ˨˧˶˴ ˫˧ˬ˰˲ ˢˬ˩ 

˫˧ˮˣ˸ˮ ˸˶ˣ˷˵˸˟ ˫˧˧˯˧˯˟ ˫˧ˠ˷ˣˬ ˭˧˟ˬ ˞˶ˣ˵ˢ˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˟˸˩ˮ ˶ˬ˞ˬˢ , ˫˧ˠ˷ˣˬ˟ ˵ˬ˰˸ˮ ˞˪ ˭˩˪ˣ

ˣ˪˞. 
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External Reconnaissance 

ˢ˴˶ˮ˷ ˪˪˩˟ ˢˬ˪ ˭˧˟ˢ˪ ˢ˯ˮˮ ˣ˞ˣ˟ ,˪˧˥˸ˮ˷ ˧ˮ˲˪ ˣˮ˪˷ ˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˸˞ ˸ˣ˲ˬ˪Κ  ˣ˞ ˧ˬ ˸˲˩˞ ˧ˬ˪

˸˷˶˟ ˫˷ ˧˞ ˫˧˧˵ ˞˪ ˣ˞ ˫˧˧˵ ˢˬΚ 

 

˫˧˧˪˦˧ˠ˧ˡ ˫˧˯˩ˮ 

˪˩ ˫ˡˣ˵ ˤ˞ ,ˣ˵ ˶˷˧˧˪ ˧ˡ˩ ˵˶ ,˭ˣˠ˶˞˪ ˨˧˧˷˷ ˢˬ ˪˩˪ ˭ˣˣ˩˸ˬ ˧ˮ˞ ˫˧˧˪˦˧ˠ˧ˡ ˫˧˯˩ˮ ˶ˬˣ˞ ˧ˮ˞˷˩ λ  ˢ˶˟˥

ˣ˩˶ˡ ˷˧ˠˮˣ ˦ˮ˶˦ˮ˧˞˟ ˞˴ˬˮˣ ˧˪˷ . ˫˧˸˶˷ ˞ˣ˴ˬ˪ ˶˷˲˞ ˣ˪˪ˢ ˫˧˶˟ˡˢ ˭˧˟˫˧ˮˣ˷ π  ˧˸˶˷Web , ˧˸˶˷FTP 

˫˧˴˟˵ˣ ,'ˣ˩ˣ ˪˧˧ˬ ˧˸˶˷ .˫˧ˠ˸ˬ ˫ˠ ˪˪ˣ˩ ˢˤ ,˫˧˟˸ˮ ,FW .˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬ ˪˪ˣ˩ ˟AWS-  ˣ˞Azure  ˪˩˟ˣ

 ˵˲˯VPS ˶˥˞ ˣ˞ ˢˤ˩ .˪ ˧˸˧˪˰ˢ˷ ˡˣ˵ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ-GitHub , ˸ˣ˩˶˰ˬCMS ˸ˣˮˣ˷ , ˸˩˶˰ˬJira 

˸˧ˮˣˠ˶˞ ,Confluence ˧˪ˣ˩ˣ. 

 ˸ˣ˟˧˯ ˡˣ˞ˬ ˢ˟˶ˢ ˷˧ˣˮ˪˷ ˫˧˯˩ˮˢ ˫˰ ˢ˶ˣ˵ ˢˬ ˸˰ˡ˪ ˢ˴˶ˮ˷Υ 

¶  ˱˯˩-  ˫ˣ˷ ˧˪˟ ˫˧ˡˬˣ˰ ˫˸˯ ˫ˢˣ ˫˧˩˧˶˴ ˞˪ ˪˪˩˟ ˣˮ˥ˮ˞˷ ˫˧˸˶˷ ˪˰ ˫˧ˬ˪˷ˬ ˣˮ˥ˮ˞˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧

ˢ ˵˲˯ ˪˴˞ ˣˮ˪˷ ˧˷ˡˣ˥ˢ ˭ˣ˟˷˥ˢ ˸˞ ˫˧˥˲ˮˬˣ ˸ˣ˰ˬ˷ˬ-VPS / Cloud. 

¶  ˭˩ˣ˸ˢ ˸ˬ˶˟ ˢ˵ˣˤ˥˸ˣ ˫˧ˮˣ˩ˡ˰- ˡ˰ ˫˧˷˶ˣˡ˷ ˫˧˸˶˷ ˣˮ˪ ˷˧˷ ˡˣ˞ˬ ˢ˞˶ˮ˩ˣ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˸ˬ˶˟ ˫˧ˮˣ˩

˫ˢ˟ ˫˧˰˴ˣˬ˷ ˫˧˸ˣ˶˧˷ˢ ˣ˞ ˭˩ˣ˸ˢ ,˵˲˯ˬ ˞˪ ˶˟˩ ˧ˮ˞˷ ˸ˣ˶˧˷ ˪˷ˬ˪ ˣˬ˩ . ˣ˸ˣ˞˪ ˯ˮ˩˧ˢ˪ ˪ˣ˩˧ ˥ˣ˵˪

˶˸˞ ,˷ ˶˧˟˯ˬ ˧ˮ˞ ˢ˟ ˢ˩˧˟ˬˢ ˢ˥˧˷ˢˬ ˡˣ˞ˬ ˰˸˲ˣˬ ˸ˣ˧ˢ˪ˣ ˸ˣ˶˧˷ˢ ˸˞ ˧ˮˬˬ ˷ˣ˩˶˪" ˰ˡˣ˧ ˧ˮ˞

˫˧˧˵ ˭˧˧ˡ˰ ˢˤˢ ˸ˣ˶˧˷ˢ˷ ˶˸˞˟ ˟ˣ˸˩˷ ,ˢ˵˯˰ˢ ˸˞ ˪˦˟˪ ˳˪˞ˮ ˧ˮ˞ ˤ˞ ˞˪ ˞ˣˢ ˪˟˞." 

¶ ˡ˰ ˸˧ˠˣ˪ˣˮ˩˦ˢ ˢˬ˶˟ ˢ˵ˣˤ˥˸ˣ ˫˧ˮˣ˩- ˭˩ˡˣ˰ˬ ˞˪˷ ˸˶˷ ˧˪ ˷˧ ˫˞ , ˣ˞ ˢ˧˴˵˧˪˲˞ ˫˰ ˸˶˷ ˪˷ˬ˪

˸ˣ˷˪ˣ˥ ˡˣ˞ˬ ˢ˟˶ˢ˪ ˢ˰˧ˠ˲ ˢ˞˴ˬˮ˷ ˡˣ˞ˬ ˢˮ˷˧ ˸˩˶˰ˬ , ˸˶˷ ˣ˸ˣ˞ ˪˞ ˶ˣˡ˥˪ ˪ˣ˩˧ ˡ˧˵˯ ˪˩

˧˪˷ ˭ˣˠ˶˞ˢ ˪˷ ˸˧ˬ˧ˮ˲ˢ ˸˷˶ˢ ˨ˣ˸ ˪˞ ˰˧ˠˢ˪ ˣ˪˧˲˞ ˧˪ˣ˞ ˫˷ˬˣ ˣ˧˪˰ ˦˪˸˷ˢ˪ˣ. 

ˢ ˫˧˯˩ˮˢ ˫˰ ˢ˶ˣ˵ ˢˬ ˰ˡˮ ˫˞ ˰ˣˮˬ˪ ˣˮ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ ,ˣˮ˧ˣ˴˷ ˸ˣ˟˧˯ˢˬ ˸˥˞ ˪˩ ˪˪ˠ˟ ˣˮ˪˷ ˫˧˧˪˞˦˧ˠ˧ˡ

 ˢˬ .˭ˣ˸ˮ ˰ˠ˶ ˪˩˟ ˣˮ˪˷ ˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˪˩ ˪˷ ˟˴ˬˢ ˪˰ ˰ˡˮ˷ ˟ˣ˷˥ ˭˩˪ˣ ˷˞˶ˬ ˸ˣ˧ˡ˧˸˰ ˸ˣ˧˰˟

ˣˮ˪ ˶˷˲˞˧˷Υ 

¶ ˫ˢ˟ ˨˶ˣ˴ ˣˮ˪ ˭˧˞˷ ˫˧˸˶˷ ˪˰ ˱˯˩ ˨ˣ˯˥˪. 

¶ ˣˮ˪˷ ˢ˶˟˥ˢ ˪˷ ˭˧˦˧ˮˣˬˢ ˪˰ ˶ˣˬ˷˪ , ˫˧˥ˣ˦˟ ˸ˣ˧ˢ˪ˣ ˣˮ˥ˮ˞˷ ˫˧˸ˣ˶˧˷ ˣ˞ ˫˧˶˟ˡ ˫˧˰˧˴ˬ ˞˪ ˣˮ˥ˮ˞˷

˶˸ˣ˧ ˫˧˵˲˯ˬ ˞˪. 

¶  ˣˮ˪˷ ˭ˣˠ˶˞ˢ ˪˰ˣ ˣˮ˪˷ ˰ˡ˧ˬˢ ˪˰ ˶˸ˣ˧ ˟ˣ˦ ˶ˣˬ˷˪-  ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ˣ ˫˧˲ˣˬˬ ˣˮ˪˷ ˫˧˯˩ˮˢ ˪˩˷ ˢ˶˵ˬ˟

 ˸˶˷ ˣ˸ˣ˞ ˸˞ ˭˩ˡ˰˪ ˣˮ˸˪ˣ˩˧˟ ˢ˧ˢ˧ ˢ˷ˡ˥ ˢ˷˪ˣ˥ ˫˯˶˲˸˸ ˶˷˞˩ˣ ˫˞ ,ˢ˲˧˞ ˭˵˸ˣˬ ˢˬ/ 

.˸ˣ˧˰˟ ˢ˟˶ˢ ˧˪˟ˣ ˸ˣˤ˧˶ˤ˟ ˢ˧˴˵˧˪˲˞ 
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 ˫˧˧ˮ˩˦ˢ ˫˧˦˶˲˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ ˶˧˟˰ˢ˪ ˟ˣ˷˥˷ ˢˮˣ˶˥˞ ˢˡˣ˵ˮπ  ˧ˮ˲ˬ ˭˧˯˥ ˞˪ ˶˟ˡ ˫ˣ˷ˣ ˡ˥˞ ˱˞

ˣ˵˯˰˸ ˣ˟ ˫ˣ˥˸ ˪˩˟ .˸ˣ˲˵˸ˬ ,˫˩˟ ˰ˣˠ˲˪ ˯˶˦ˮ˧˞ ˫˰ ˫˧˷ˮ˞ ˣ˧ˢ˧ ˡ˧ˬ˸ ,˫˧ˡ˟ˣ˰ ˫˸˞ ˫˞ ˭˧˟ ˟Υ 

¶  ˸ˣ˲ˣ˶˸ ˸˶˟˥- .˦ˮ˦˲ˢ ˸˞ ˟ˣˮˠ˪ ˫˧˴ˣ˶˷ ˫˧˶˥˸ˬ ˣ˧ˢ˧ ˡ˧ˬ˸ 

¶  ˭˧ˡ ˧˩˶ˣ˰ ˡ˶˷ˬ-  ˢ˴ˣ˶˷ ˰˷˲ ˭ˣˠ˶˞.˸ˣ˧ˣˡ˰ ˣ˞ ˫˧ˡ˰ ˫˧˪˰ˢ˪ 

¶  ˦˲ˮ ˵ˣ˵˧ˤ˪ ˪˰˲ˬ- ˣ ˫˩˪˷ ˢˮ˧ˡˬ˟ ˰ˣˠ˲˪ ˢ˴ˣ˶˷ ˢˬ˴˰ˬ/ ˸ˣ˪˰ˢ˪ ˣ˞/ .˦˲ˮˢ ˨˶˰ ˸˞ ˡ˧˶ˣˢ˪ 

˰ˮ˩˸˷ˢ ˫˶˦˷ ˫˩ˬ ˧ˬˣ , ˧ˮˣˡˤ ˫˶ˣˠ ˱˞˪ ˢ˶˦ˬ ˸ˣˣˢˬ ˞˪˷ ˸ˣ˶˟˥ ˷˧˷ ˟˷ˣ˥ ˭˧˧ˡ˰ˣκ ˢ˶˥˸ˬ ˢ˶˟˥ /  

˯ˡ˧˵˯ ˫˸˯ ˣ˞ ˸ˣˬ˴˰ˬ π ˫˩˪ ˶˧˩ˤˢ˪ ˧˪ ˣˮ˸ , ˞˪ ˪˪˩˟˷ ˸ˣ˲˵˸ˬ ˫ˠ ˷˧ ˫˧ˮˣ˷ˢ ˫˧˶ˣ˦˵˯ˢ ˭˧˟ ˸ˣ˪˧ˡ˟ˬ

˸ˣ˶˟˥ˢ ˧ˠˣ˯ˣ . 

˫˸˞ ˢˬ ˣ˞ ˧ˬ ˸ˮ˧˧ˮ˰˸ˬ ˞˪ ˪˷ˬ˪ ˶˲ˣ˩ ˸ˣ˲˵˸ˬ ,˦˵˶ˬ˶˲ˣ˯ ˣ˞ ˫˧˪ˣ˥ ˸˧˟ ˫˸˞ ˫˞ ˭˧˟ , ˵ˣ˵˧ˤ˪ ˪˰˲ˬ

˞ˣˢ˷ ˵˯˰ ˪˩ .˰ˣˮ˪ˣ˵ ˧˸˟ ˸˷˶ ˣ˞ ˦˲ˮ ,˫˧˸˶˷ˢ ˸˞ ˨˧˶˴ ,ˣ˪˷ ˰ˡ˧ˬˢˣ ˫˧˟˷˥ˬˢ , ˫ˠ ˫ˢˬ ˢ˟˶ˢˣ

ˣˬ˪˷˧ )ˣˬ˪˧˷ˣ (ˢ˶˧˶˟ ˸˧˪˟ ˶˲ˣ˩. 

˧ ˣˮ˥ˮ˞˫ˡ˵˸ˬ ˧˩ˢ ˡˣ˧˴ˢ ˸˞ ˸ˣˮ˵˪ ˫˧˪ˣ˩ ,˸ˣ˲˯ˣ˸ˢ ˪˩ ˫˰ ˶˵˧ ˧˩ˢ ˪ˣˣ˶˧˧˲ˢ , ˪˩ ˪˰ ˯ˣ˶˧ˣ ˧˦ˮ˞ ˭˧˵˸ˢ˪

˸˷˶˟ ˢˡˬ˰ˣ ˢˡˬ˰ ,ˢ˟ ˢ˷˪˥ ˧˩ˢ ˢ˧˪ˣ˥ˢ ˣˬ˩ ˵ˣ˧ˡ˟ ˢ˵ˤ˥ ˸˶˷˶˷˷ ˢˤ ˢ˲ ˶ˣ˩ˤ˪ ˟ˣ˷˥˷ ˢˬ ˪˟˞. 

˶ˬˣ˪˩ π  ˸ˣ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˧ ˱˵ˣ˸˷ ˸ˮˬ ˪˰ ˭ˬˤ˟ ˣ˸ˣ˞ ˣˮ˩ˡ˰ ˞˪ˣ ˣˮˬˬ ˣˮ˥˩˷˷ ˡ˥˞ ˸˶˷ ˵˧˲˯ˬ

˫˧ˮ˲ˢ ˸˷˶˪ ˯ˮ˩˧ˢ˪ ˧ˡ˩ ˣ˟ ˸ˣˬ˧˧˵ˢπˣˮ˪˷ ˸˧ˮˣˠ˶˞ ,˟ˣˮˠ˧ˣ ,˱˧˪ˡ˧ ,˰ˡ˧ˬ ˣˮ˪ ˭˧˲˴˧ ˣ˞ ˵ˣ˥ˬ˧. 

˧˸˧ˬ˞ ˶ˣ˲˧˯ ˪˰ ˯˯ˣ˟ˬ 

˶˟˧˧˯ ˸ˣ˲˵˸ˬ˪ ˸ˣ˞ˬˠˣˡ ˭ˣˬˢ ˭ˮ˷˧ , ˟ˣ˷˥ ˢ˩ˢ ˶˯ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˸ˮˬ ˪˰ ˵˶ ˢ˶˴˵˟ ˭ˢˬ ˢˬ˩ ˠ˧˴ˮ

ˢˤˢ. 

ˤ˩ ˠˣ˯ˬ ˫˧˶˵˞ˢ ˪˧˟˷˟ ˡ˰˧ ˫˧ˣˣˢˬ ˣˮ˪ˣ˩ˣ ˥˦˟ˣ˞ˬ ˣˮ˧˞ ˡ˥˞ ˱˞˶˥˞ ˣ˞ ˢ. 

˧˞ˬ˟ нлнл ˪ ˟ˣ˶˵ ˪˷ ˫˧˦˶˲ ˣ˟ˮˠˮˣ ˢ˴˶˲ˮ ˢˡˮˣˢ ˸˶˟˥˷ ˫˯˶ˣ˲πолл ˸ˣ˧ˮˣ˩ˬ ˧˪˰˟ ˱˪˞. 
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˧ˮˣ˧˟ нлнл  ˢˬ˪˧˷ ˥ˣ˦˧˟ ˸ˣ˶˟˥˪ ˢˮ˩ˣ˸ ˥ˣ˸˧˲˟ ˢ˥ˬ˸ˬ˷ ˯ˮ˧˧˲˞˯ ˸˧˪˞˶˷˧ˢ ˢˮ˩ˣ˸ˢ ˸˶˟˥˷ ˫˯˶ˣ˲

˶˪ˣˡ ˭ˣ˧˪ˬ ˰˟˶ ˪˷ ˶˲ˣ˩ .˫˯˶ˣ˲˷ ˢˬˬ ,.˶˲ˣ˩ ˸˵ˤˣˮ˟ ˢ˵˟ˡˣˢ ˢ˶˟˥ˢ 

 

˶˟ˬ˴ˡ˟ нлнл ˫˧˥˦ˣ˟ˬ ˪˷ ˫˧˷˧ˠ˶ ˫˧˦˶˲ ˣ˟ˮˠˮˣ ˢ˴˶˲ˮ ˦˧˟˶˧˷ ˸˶˟˥˷ ˫˯˶ˣ˲ π  ˸ˡˣ˰˸ ˧ˬˣ˪˧˴ ˪˪ˣ˩

˸ˣˮˣ˧˷˧˶ˣ ˸ˣˢˤ ,ˢˬˣˡ˩ˣ ˟˩˶ ˧˦˶˲.  

 

 

 

 

 

 

 

 

˶˟ˬ˴ˡ˟ ˡˣ˰ нлнл ˸˶˟˥˪ ˢ˴˧˶˲ ˪˰ ˫˯˶ˣ˲ ,SolarWinds ,ˢ˧˸ˣ˥ˣ˵˪˪ ˫˧˧ˮˣˡˤ ˫˧ˮˣ˩ˡ˰ ˣ˥˪˷ˮ ˢ˩˶ˡ˷ ,

 ˫˧˧ˡˣ˯ˣ ˫˧˥˦˟ˣ˞ˬ ˧˩ˢ ˸ˣˬˣ˵ˬ˪ ˢ˴˧˶˲˪ ˪˧˟ˣˢ˷ ˢˬ˧˞˵˧˶ˬ˞ˢ ˪˷ˬˬˢ ˧ˡ˶˷ˬ˟ ,FBI, NSA , ˭˩ ˣˬ˩ˣ

 ˸ˣ˶˟˥ ˭ˣˬˢ) ˢ˶˟˥ˢ ˸ˣ˥ˣ˵˪ ˸ˣ˞ˬ ˡˣ˰˪Fortune 500.( 

 

˶˟˧˧˯ ˸˲˵˸ˬ ˪˷ ˢˣˣ˸ˬ π Chain Kill Cyber 

ˢˬˣˡ ˡˣ˞ˬ ˨˧˪ˢ˸ˬ ˸ˣ˧ˣˮ˟ ˶˟˧˧˯ˢ ˸ˣ˲˵˸ˬ ˟ˣ˶ π ˱˵ˣ˸ ˪˷ ˸ˮˣˣ˩ˢ ˪˰ ˫˸˟˴ˣˢ˷ ˰ˠ˶ˢˬ , ˢ˲˧˵˸ˢ

˫˧˟˪˷ ˶˲˯ˬ˟ ˷˥˶˸˸ ,˶ˡ˯ˢ ˣ˸ˣ˞˟ ˪˪˩ ˨˶ˡ˟Υ 

1. ˰ˡ˧ˬ ˫˩˧˪˰ ˱ˣ˯˞˧ˣ ˷˲˥˧ ˱˵ˣ˸ˢ π ˫˩˪˷ ˢ˶˟˥˟ ˫˧ˡ˟ˣ˰ ,˫˧˸˶˷ ,˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ , ˪˧˧ˬ ˸ˣ˟ˣ˸˩

ˢˬˣˡ˩ˣ. 
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2. ˧ˢ˷˪˩ ˨˶ˡ˟ ˫˩˪˷ ˭ˣˠ˶˞˪ ˶ˣˡ˥˪ ˢ˯ˮ˧ ˱˵ˣ˸ˢ π ˟ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˧ˡ˧ ˪˰ ˫˞ ˭˧˟-Perimeter  ˧ˮˣ˴˧˥ˢ

˫˩ˮˣˠ˶˞ ˪˷ ,ˠˮ˧˷˧˲˟ ˣˬ˩ ˧˷ˣˮ˞ˢ ˫˶ˣˠˢ ˪ˣ˴˧ˮ ˧ˡ˧ ˪˰ ˣ˞. 

3. ˬ˧ˮ˲ˢ ˸˷˶˪ ˢ˶˧ˡ˥ˢ ˶˥˞˪˭ˣˠ˶˞ˢ ˪˷ ˸˧ π  ˢ˯ˮ˧ˣ ˫˧ˮˣ˷ˢ ˫˧˸˶˷ˢˣ ˫˧˟˷˥ˬˢ ˭˧˟ ˦˷˲˸˧ ˞ˣˢ

˷˧ˠ˶ ˰ˡ˧ˬ˪ˣ ˫˧˧ˮˣ˧˥ ˫˧˟˞˷ˬ˪ ˰˧ˠˢ˪. 

4.  ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ,˫˩˟ ˰ˠ˲˧ ˞ˣˢ ,˨˧˞ ˢˮ˷ˬ ˞˪ ˢˤ π ˫˩˪˷ ˫˧˸˶˷ˢ ˸ˮ˲˴ˢ ˧ˡ˧ ˪˰ ˫˞ ˭˧˟ , ˰ˣ˴˧˟

˰ˡ˧ˬ ˸˲˪ˡˢ ˣ˞ ˧˵˯˰ ˪ˣˠ˧˶ π ˣ˪˪ˢ ˫˧˶˵ˬˢˬ ˡ˥˞ ˪˩˟ ˣ˰ˠ˲˧˸ ˫˸˞. 

 

 ˭˧˟ˢ˪ ˶˷˲˞˷ ˧˲˩˸˶˷˶˷ ˣˬ˩ ˟˩˶ˣˬ ˢ˲˧˵˸ˢ ˨˧˪ˢ˸ ,˫˷ˢˬ )Cyber Kill Chain(˶ˬˣ˪˩ . , ˵˸ˮ˪ ˵˧˲˯ˬ

ˣ˪˷ ˢ˶˦ˬ˪ ˰˧ˠˢ˪ ˥˧˪˴˧ ˞˪ ˱˵ˣ˸ˢ˷ ˸ˮˬ ˪˰ ˸˶˷˶˷ˢˬ ˡ˥˞ ˵˪˥. 

˟˷˥ˬ˪ ˟˷˥ˬˬ ˳ˣ˲˵˪ˣ ˭ˣˠ˶˞˟ ˦˷˲˸ˢ˪ ˪˩ˣ˧ ˞˪ ˱˵ˣ˸ˢ ˫˞ , ˫˧˟˞˷ˬ˪ ˰˧ˠ˧˷ ˧ˮ˲˪ ˶˴˰˧˧ ˢ˞˶ˮ˩ ˞ˣˢ

ˣˮ˪˷ ˶˸ˣ˧˟ ˫˧ˮˠˣˬˢˣ ˫˧˧ˮˣ˧˥ˢ. ˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˟˪˷˟ ˧ˮˣ˧˥ˣ ˧˦˧˶˵ ˰ˡ˧ˬ ˣˮ˧˪˰ ˞ˣ˴ˬ˪ ˪˩ˣ˧ ˞˪ ˞ˣˢ ˫˞ , ˤ˞

ˢ˲˵˸ˬˢ ˸˞ ˰˴˟˪ ˣ˧˪˰ ˢ˷˵˧ˣ ˶˸ˣ˧ ˫˴ˬˣ˴ˬ ˢ˧ˢ˧ ˣ˪˷ ˢ˲˧˵˸ˢ ˥˦˷ˬ˷ ˢ˞˶ˮ˩ , ˣ˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰˷ ˢˬ

ˢ˷ˡ˥ ˢ˶˦ˬ ˶ˣ˥˟˪ˣ ˣˮ˷˲ˮ˪ ˣˮ˸ˣ˞ ˟ˣˤ˰˪ . 

˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˟˪˷˟ ˡ˵ˬ˸ˮ ˶ˬ˞ˬ˟ π ˣˮ˧˪˰ ˞ˣ˴ˬ˪ ˪˩ˣ˧ ˞˪ ˱˵ˣ˸˷ ˠˣ˞ˡ˪ ˨˧˞  ˨˧˪ˢ˸˟ ˣ˸ˣ˞ ˫ˡ˵˧˷ ˰ˡ˧ˬ

ˢ˲˧˵˸ˢ .˰ˡ˧ˬ ˞˴ˬ˧ ˶˟˩ ˞ˣˢ ˫˞ˣ π ˢ˲˧˵˸ˢ ˸˞ ˫ˡ˵˪ ˪ˣ˩˧˷ ˧˦˧˶˵ˣ ˷˧ˠ˶ ˰ˡ˧ˬ ˢ˧ˢ˧ ˞˪ ˢˤ˷ ˞ˡˣˣˮ. 

 

˫˧˲˯ˣ˞ ˰ˡ˧ˬ ˢˤ˧˞? 

˫˧˧ˮ˷˪ ˵˪˥ˮ ˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˨˧˪ˢ˸Υ ˧˟˧˦˵˞ ˰ˡ˧ˬ ˱ˣ˯˧˞ˣ ˧˟˧˯˞˲ ˰ˡ˧ˬ ˱ˣ˯˧˞: 

˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˧˟˧˯˞˲ˢ π ˰ˡ˧ˬ ˶˸ˣ˧˷ ˢˬ˩ ˱ˣ˯˞ˮ , ˶ˣ˴˧˪ ˧˪˟ˬ ˣˮ˥ˮ˞˷ ˭ˣˠ˶˞ˢ ˪˷ ˫˧˸˶˷ˢ ˫˰ ˶˷˵

ˢ ˧˸ˣˣ˴˪ ˢ˲˧˵˸ ˸ˣ˟˵˰ ˶˧˞˷ˢ˪ ˞˪ ˸ˮˬ ˪˰ ˫˧˲˵ˣ˸SOC ˢ˶˟˥ˢ ˪˷ ˰ˡ˧ˬˢ ˸˥˦˟˞ˣ , ˸ˮˬ ˪˰ ˸˞ˤˣ

ˢ˲˵˸ˬ ˸˥˸ ˫ˢ˷ ˡˣ˷˥˪ ˫ˢ˪ ˫ˣ˶ˠ˪ˣ ˫˧ˬˣˡ˞ ˫˧˪ˠˡ ˫˧˶ˢ˪ ˞˪˷ . 

ˢ˶˟˥ˢ ˪˰ ˟˥˶ ˶˸ˣ˧˷ ˢˬ˩ ˰ˡ˧ˬ ˷ˣ˲˧˥ ˪˪ˣ˩ ˢˤˢ ˟˪˷ˢ ,ˢ˶˟˥ˢ ˫ˣ˵˧ˬ ˸ˬˠˣˡ ˧ˮ˩˦ ˞˪ ˰ˡ˧ˬˬ ˪˥ˢ ,

˫˧ˡ˟ˣ˰ ˸ˣˬ˩ ,ˬ ˢ˶˟˥ˢ ˧ˡ˟ˣ˰ ˸ˬ˧˷˶ ,˭ˢ˟ ˸˪˰ˣ˲ ˢ˶˟˥ˢ˷ ˸ˣˮ˧ˡˬ-Linkedin  ˣ˞Facebook ˰ˡ˧ˬ ˡ˰ .

˧ˮ˩˦ ˶˸ˣ˧ , ˧˦ˮˬˠ˯ˣ ˸ˣ˟ˣ˸˩ ˸ˬˠˣˡIP ˢ˶˟˥ˢ ˧˸˶˷ ˪˷ ,˟ ˫˯˶ˣ˲˷ ˧˟ˬˣ˲ ˰ˡ˧ˬ-GitHub ˫˧ˮ˧˧ˬˣˡ ˸ˣˬ˷ ,

˫ˢ˧˪˰ ˶˟ˡˮ ˱˩˸˷ ˫˧˲˯ˣˮ ˫˧˶˟ˡˣ ˫˧˧ˬ˧ˮ˲. 
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˧˟˧˦˵˞ˢ ˰ˡ˧ˬˢ ˱ˣ˯˧˞ π  ˞ˣ˴ˬ˪ ˢ˯ˮˮˢ˶˟˥ˢ ˧˸˶˷˪ ˸˧˟˧˦˵˞ ˢ˧ˮ˲ ˸ˣ˰˴ˬ˞˟ ˰ˡ˧ˬ ˶˸ˣ˧˷ ˢˬ˩ . 

 ˫˧˪ˠˡ ˦˰ˬ ˞˪ ˫˧˶ˮ ˫ˠ ˢ˞˶ˮ˩ˣ ˸ˣ˟˵˰ ˣˮ˧˶˥˞ ˶˧˞˷ˮ ˡ˧ˬ˸ ˣˮ˥ˮ˞ ˧˩ ˧˵˯˧˶ ˶˸ˣ˧ ˢ˟˶ˢ ˞ˣˢ ˢˤˢ ˟˪˷ˢ

˫˧ˬˣˡ˞ )ˢ˶˟˥ˢ ˪˷ ˧˦˧˶ˣ˧˵˯ˢ ˸ˬ˶˟ ˶˵˧˰˟ ˧ˣ˪˸ .(˸˞ˤ ˫˰ ˡ˥˧,  ˢˤˢ ˭˲ˣ˞˟ ˱ˣ˯˞˪ ˭˸˧ˮ˷ ˰ˡ˧ˬˢ ˸ˣˬ˩

˪ ˪ˣ˩˧ ˞ˣˢˣ ˸˧˸ˣ˰ˬ˷ˬ ˢ˪ˣˡˠˢ˲˧˵˸ˢ ˨˷ˬˢ˟ ˡˣ˞ˬ ˣˮ˪ ˪˧˰ˣˢ.  ˸ˣ˵˧˶˯ ˪˪ˣ˩ ˪˪˩ ˨˶ˡ˟ ˢˤˢ ˟˪˷ˢ

˭ˢ˧ˮ˧ˬ˪ ˫˧˦˶ˣ˲ ,ˢ ˧˸˶˷ ˪˷ ˸ˣ˧˦ˬˣ˦ˣ˞ˣ ˸ˣ˧ˮˡ˧ ˸ˣ˵˧˶˯-Web ,ˣ ˸ˣ˧˴˵˧˪˲˞ ˪˷ ˸ˣ˞˯˶ˠ ˷ˣ˲˧˥-

Frameworks  ˸˷˶˪ ˸ˣˮˣ˷ ˢ˯˧ˮ˩ ˸ˣˡˣ˵ˮˣ ˸ˣ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˢ˶˦ˬ˟ ,˭ˢ˟ ˸˷ˬ˸˷ˬ ˢ˶˟˥ˢ˷ ˫˧ˮˣ˷

˭ˣˠ˶˞ˢ ˪˷ ˸˧ˬ˧ˮ˲ˢ. 

[ŜǘΩǎ ƎŜǘ Řƻǿƴ to business 

˫˧˧˪˦˧ˠ˧ˡˢ ˫˧˯˩ˮˢ ˧ˣ˲˧ˬ˟ ˨˶ˣ˴ˢ ˸˞ ˣˮ˟ˢ˷ˬ ˣ˧˷˩˰ ˤ˞ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˣˮˣ˷ˢ ˸ˣ˷˧ˠˢˣ , ˨˧˞ ˢ˪ˠˮ ˣ˞ˣ˟

ˢˤˢ ˰ˡ˧ˬˢ ˸˞ ˠ˧˷ˢ˪. 

˫˧˧˶ˣˤ˞ˢ ˦ˮ˶˦ˮ˧˞ˢ ˧ˬ˷˶  

 ˸ˣ˟ˣ˸˩ ˸˞˴˵ˢ ˪˰ ˫˧˞˶˥˞ˢ ˸ˣˡ˯ˣˬ ˫ˢ ˦ˮ˶˦ˮ˧˞ˢ ˧ˬ˷˶IPV4 xπIPV6 ˸˧ˬˣˮˣ˦ˣ˞ ˸˩˶˰ˬ ˸ˣ˟ˣ˸˩ˣ 

)ASN ( ˟ˣ˸˧ˮ ˶ˣ˟˰BGP ,˫˪ˣ˰˟ ˫˧˧ˣ˯ˬ ˶ˣˤ˞˟ .˫ˣ˧˩ , ˪˰˟ ˫˷˶ ˪˩ ˶˷˞˩ ˦ˮ˶˦ˮ˧˞ ˧ˬ˷˶ ˢ˷˧ˬ˥ ˫ˮ˷˧

˫˪ˣ˰˟ ˶˥˞ ˶ˣˤ˧˞˪ ˸ˣ˧˶˥˞. 

¶ ARIN - America 

¶ APNIC - Asia Pacific 

¶ LACNIC - Latin America 

¶ AFRINIC - Africa 

¶ RIPE - Europe and Middle East 

˦ˮ˶˦ˮ˧˞ˢ ˧ˬ˷˶˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ , ˢ˶˟˥ˢ ˪˰ ˟˶ ˰ˡ˧ˬ ˞˧˴ˣˢ˪ ˭˸˧ˮ˫˧˷˲˥ˬ ˣˮ˥ˮ˞ ˢ˸ˣ˞ , ˨˶ˣ˴˪

 ˪˰ ˪˩˸˯ˮ ˢˬˠˡˢˢRIPE ,˭ˣ˩˧˸ˢ ˥˶ˤˬˢˣ ˢ˲ˣ˶˧˞˪ ˧˞˶˥˞ˢ ,˫˧ˬ˷˶ˢ ˶˸˧ ˪˩˟ ˢˬˣˡ ˨˧˪ˢ˸ˢ ˨˞. 
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˟ ˷ˣ˲˧˥ ˸ˣ˞˴ˣ˸]πRIPE  ˸ˣ˧˶ˣˠ˦˵ ˧˲˪π  ˸ˣ˸˷˶ ,˭˧˧ˬˣˡIPv4/6'ˣ˩ˣ ˫˧˷ˮ˞ ,˫˧˪˧˧ˬ ,˫˧˦ˣ˞˶ ,˫˧˪˧˧ˬ ,[ 

ˢ ˸˧˧˴˲ˣ˞˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟-full text search , ˭˸˧ˮ˫˷˶˟ ˧˪˞ˣ˦˯˵˦ ˰ˡ˧ˬ ˷˲˥˪ . ˞ˣ˴ˬ˪ ˭˸˧ˮ ˶˸˧ˢ ˭˧˟

˭ˣˣˠ˩ ˰ˡ˧ˬΥ  

¶  ˫ˡ˞ ˧ˮ˟-  ˧˷ˣˬ˧˷ ˰ˡ˧ˬ ˡˣ˰ˣ ˭ˣ˲˪˦ ˧˶˲˯ˬ ,˫˧˪˧˧ˬ ˸ˣ˟ˣ˸˩-  ˸ˣ˲˵˸ˬ ˧˩˶ˣ˴˪ ˷ˬ˷˪ ˪ˣ˩˧ ˶˷˞ ˰ˡ˧ˬ

 ˣ˞ ˠˮ˧˷˧˲password spraying 

¶  ˸ˣ˟ˣ˸˩IP - ˢ˲˧˵˸ˢ ˥˦˷ˬ ˸˪ˡˠˢ ˨˶ˣ˴˪ ˷ˬ˷˪ ˪ˣ˩˧ ˶˷˞ ˰ˡ˧ˬ 

¶ ˫˧ˮ˧˧ˬˣˡ ˸ˣˬ˷ 

 
] ˷ˣ˲˧˥˦˲ˣ˯ˣ˶˵˧ˬˬ ˫˧˷ˮ˞ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˨ˣ˸˟ ˫˧˪˧˧ˬ ˪˷ ˸ˣˡ˷[ 
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[˦˲ˣ˯ˣ˶˵˧ˬˬ ˫˧˷ˮ˞ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˨ˣ˸˟ ˫˧˪˧˧ˬ ˷ˣ˲˧˥ ˸ˣ˞˴ˣ˸] 

  

 ˸ˣ˸˷˶ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˨ˣ˸˟ ˸ˣ˸˷˶ ˸ˣˬ˷ ˷ˣ˲˧˥]IPv4[ 
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 ˸ˣ˸˷˶ ˪˷ ˷ˣ˲˧˥ ˸ˣ˞˴ˣ˸]π [ˢ˪˷ ˫˷ˢˣ ˸˷˶ ˪˩ ˪˷ ˥ˣˣ˦ 

Lookup ASN 

bgpview.io π ˪ ˧ˣ˲˧ˬ ˢ˷ˣ˰˷ ˶˸˞ ˞ˣˢ-Numbers ASN , ˧ˬ˷˶˟ ˣˮ˞˴ˬ˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦ ˣ˸ˣ˞ ˞ˣˢ˷

˸ˬˡˣ˵ˢ ˢˬˠˣˡ˟ ˦ˮ˶˦ˮ˧˞ˢ. ˶˸˞˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ,ˢ ˸˞ ˱ˣ˪˷˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞-ASN  ˸ˣ˟ˣ˸˩ˢ ˪ˣ˲ ˪˷

 ˶ˣ˟˰ ˢ˴˵ˣˢ˷IP ˸ˬ˧˧ˣ˯ˬ ˢ˶˟˥ ˪˷ ˫˧˧ˣ˯ˬ ,ˣ˸ˣ˞ ˷˲˥˪ˣ. ˢ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ ˪˩ ˢˮ˧ˢ˸ ˷ˣ˲˧˥ˢ ˸ˣ˞˴ˣ˸-

IP ˥ˣˣ˦ˢ ˣ˸ˣ˞ ˸˥˸ ˸ˣˬˣ˷˶ˢ ,˶ˬˣ˪˩ ,ˢ ˸ˣ˟ˣ˸˩ ˪˩-IP ˢ˶˟˥ˢ ˢ˸ˣ˞ ˶ˣ˟˰ ˸ˣˬˣ˷˶˷. 

 

https://bgpview.io/
https://bgpview.io/
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HISTORY DNS 

˦ˮ˶˦ˮ˧˞ˢ ˣˬ˩ ˦ˮ˶˦ˮ˧˞ˢ ,ˣ˟ ˢ˶˵˷ ˢˬ ˪˩˪ ˸ˣ˧ˣˡ˰ ˶ˬˣ˷ .˶˸˧ˢ ˭˧˟ , ˸˧˧˶ˣ˦˯˧ˢ˪dns .ˢ ˸˟ˣ˸˩ ˫˞-dns 

ˡ˥˞ ˸˶˷ ˪˰ ˪ˣˬ˸˞ ˢ˰˧˟˴ˢ ˧˪˷ ,˪˰ ˫ˣ˧ˢˣ ˶˥˞ ˸˶˷ ,˨˩˪ ˸ˣ˧ˣˡ˰ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢ˧ˢ˧ . ˭˯˥˞ˬ ˧ˮ˞ˣ ˥˧ˮˮ

ˢ ˵˯˰ ˪˧˟˷˟ ˸˶˷-drop shipping ˧˪˷ , ˧˸˧˟ˢ ˶˦ˣ˞˶ˢ ˪˰ ˰˧˟˴ˢ˪ ˣ˪ ˫ˣ˶ˠ˪ˣ ˷ˡ˥ ˭˧˧ˬˣˡ ˸ˣˮ˵˪ ˪ˣ˩˧ ˧ˮ˞

˧˪˷ .˶˥ˬ ,ˡ˥˞ ˱˞ ˪˰ ˥˯ˣ˲ ˞˪ ˧˦ˮ˶˟˧˵ˢ ˫ˣ˧˞ˢ˷ ˢˮ˟ˢˢˣ ˧˪˷ ˵˯˰ˢ ˸ˣ˟˥˶˸ˢ ˫˰ , ˧ˮ˞˷ ˦˧˪˥˞ ˧ˮ˞

 ˧˪ ˢ˧ˢ˧˷ ˢ˴ˣ˶WAF  ˣ˞CDN ˶˸˞ˢ ˪˰ ˧˪ ˣ˶ˬ˷˧˷.  ˸˟ˣ˸˩ˢ˷ ˨˶˦˴˞ ˧ˮ˞IP ˪ ˰˧˟˴˸πWAF  ˸ˣ˶˧˷˧ ˞˪ˣ

˧˪˷ ˶˦ˣ˞˶˪ ,ˢ ˸ˬˣ˷˶ ˸˞ ˸ˣˮ˷˪ ˨˶˦˴˞ ˨˩ ˫˷˪ˣ-dns. 

˫˧˶˸˞ ˫ˮ˷˧ ,ˢ ˸˧˧˶ˣ˦˯˧ˢ ˪˰ ˪˩˸˯ˢ˪ ˫˧˶˷˲˞ˬˢ-dns ˫˧ˣ˯ˬ ˶˸˞ ˪˷ , ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫˸ˣ˰˴ˬ˞˟ˣ

˸ˣ˧˸˧ˬ˞ˢ ˸ˣ˟ˣ˸˩ˢ )˪ˣ˩˧˟˩ "˸ˣ˧ˤ˧˲ (" ˣˮ˥ˮ˞˷ ˫˧˸˶˷ˢ ˪˷ ˫ˮ˧˞ ˶˟˩˷ ˫˧˯˩ˮ ˪˷ ˸ˣ˟ˣ˸˩ ˣ˞ ˫˧˷˲˥ˬ

˷ˣˬ˧˷˟ π ˶˸ˣ˧ ˫˧˰˧ˠ˲ ˸ˣ˧ˢ˪ ˫˧˦ˣˮ ˫˧˵ˤ˥ˣ˸ˬ ˫ˮ˧˞˷ ˫˧˯˩ˮ. 

˞ˣˢ ˢˤ˩˷ ˶˸˞˪ ˢˬˠˣˡ: 

https://securitytrails.com/domain/ 

  

https://securitytrails.com/domain/
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ˢ ˸˟ˣ˸˩ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˶˸˞˟ ˷ˬ˸˷ˮ-IP  ˪˷WHMCS,  ˸ˬ˶ˣ˲˦˪˲ ˞˧ˢ˷WEB HOSTING  ˪˥ˢ ˶˷˞

˧˞ˬˬ нлму, ˟ ˸˷ˬ˸˷ˬ-CloudFlare ˩-WAF /  CDN. 

 

˧ˮˣˡˤ ˱˵ˣ˸ , ˨˶ˡ ˶ˣ˟˰˪ ˫ˣ˵ˬ˟ ˸ˣ˶˧˷˧ ˶˸˞ˢ ˸˞ ˱ˣ˵˸˪ ˱˧ˡ˰˧CloudFlare  ˟ˣ˶ ˸˞ ˫ˣ˯˥˧ ˢ˞˶ˮ˩˷

˸ˣ˶˩ˣˬˢ ˸ˣ˲˵˸ˬˢ. ˨˩ ˫˷˪ ,ˢ ˧˶ˣ˥˞ˬ˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˣ˧˪˰-WAF ˸ˣ˶˧˷˧ ˶˸˞˪ ˸˷ˠ˪ˣ . ˶ˤ˰ˮ

ˢ ˸˧˧˶ˣ˦˯˧ˢ˟-dns ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˧ˡ˩: 

 

 ˸˧˧˶ˣ˦˯˧ˢ ˷ˣ˲˧˥]DNS ˟πSecurityTrailsώ 

 
 ˸˧˧˶ˣ˦˯˧ˢ ˷ˣ˲˧˥ ˸ˣ˞˴ˣ˸]DNSώ 






































































































































































































































































