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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

ˢ ˭ˣ˧˪ˠ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟-125  ˪˷DigitalWhisper ˭ˣ˧˪ˠ ,˶˞ˣˮ˧ нлнм!  

˸ˣ˧˲˧˴ˢ ˪˩ ˸ˮ˧˥˟ˬ ˢ˰˧˸˲ˬ ˢˮ˷ ˵˲˯ ˞˪˪ ˢ˸˧˧ˢ ˸˲˪ˣ˥ˢ ˢˮ˷ˢ.  ˶˧˟˯ ˶˟˩˷˩ ,ˢ˲ˣ˯ ˸˞˶˵˪ ˵ˣ˧ˡ˟ˣ

 ˧˪ˣ˞˷ ˥˧ˮˢ˪ ˢ˧ˢ ˭˸˧ˮˣ˪˩  ˸ˣ˰˸˲ˢˢ ˪˩ ˭ˢ˪- ˧ˮ˷ ˪˰ ˸ˣ˷ˡ˥˟ ˣ˥ˣˣ˧ˡ  ˸˥˦˟˞ ˸ˮ˧˥˟ˬ ˫˧ˠ˧˶˥ ˫˧˰ˣ˶˧˞

 ˸˧ˬˣ˵ˬˢ ˢ˶˧ˤ˟ ˭ˣ˷˞˶ˢ :˰ˡ˧ˬˢ- ˪ ˢ˴˧˶˲ˢ ˥ˣ˦˧˟ˢ ˸˶˟˥ ˸˧ˬ˪ˣ˰ˢ ˢ˶˧ˤ˟ ˧ˮ˷ˢˣ ,˦˧˟˶˧˷-  ˫ˣ˯˶˲ˢ

 ˪˷FireEye  ,˸˷˶˟ ˢ˪˴˞ ˢ˲˧˵˸ ˢ˶˵ˬ ˢ˶˵˥ ˞˧ˢ˷ ˭ˬˤ˟˷ ˨˩ ˪˰ ˢ˸ˢ˧ˤ ˞˧ˢBackdoor  ˶ˡ˥ˣˢ˷

 ˶˴ˣˬ˪Solarwinds  ˸˶˟˥ ˪˷Orion. 

 .˨˷ˬˢ˟ ˯˥˧˧˸˞ ˭ˣ˷˶ˢ ˢ˶˵ˬˢ ˪˞ˮ˩˦ˢ ˫˧˦˶˲ˢ˶˵ˬˢ ˪˷ ˫˧˧˧ˮ˷ˢ ˢ  ˫ˢ˧˧ˮ˰ˬ˫˧ˮ ˡˣ˞ˬ ˡ˰ ˧ˮ˞ ,

 ˵˧˲˯ˢ ˞˪˷ ˧ˬ ˪˩˪ ˫ˣ˥˟ ˳˧˪ˬˬ ˫˸ˣˡˣ˞ ˞ˣ˶˵˪-  .˸˞ˤ ˸ˣ˷˰˪ ˸ˣ˷˶˲ˢ ˪˰ ˟˸˩ˮ˷ ˭ˣˣ˧˩ˬˢ ˶ˣ˲˯ˮ˧˞ ˣ˪˪

 ˫˰˦ ˢ˞ˣ˶ ˞˪ ˧ˮ˞ ,˫˧˪˧ˬˡˣ˰ ˱˧˯ˣˢ˪˟ˢ˧˪˞ ˯˥˧˧˸ˢ˪ ˢ˴˶˞ ˭˩ ,˸˞ˤ ˫˰ . ˭-  ,ˢˮˣ˷ ˦˰ˬ ˸˧ˣˣˤˬ ˨˞

 ˸˲˸ˣ˷ˬ ˧˸˰ˡ˪˷˫ˢ˧ˮ˷˪  ˡˣ˰˪ˣ ˞˪ ˶˲˯ˬ˪˷ ˭˦˵  ˢ˴˧˶˲ ˧˶˵ˬ˫˧ˬ˯˶˲˸ˬ˷ .˫˧˶˵˟˪ ˸ˣ˷ˡ˥ 

 ˪˷ ˢ˶˵ˬˢ ˸˲˧˷˥ ˸˰˟Solarwinds ˣˢˣˤ ,˸ˣ˞ˬ ˸ˣ˶˟˥ ˧˲˪˞ ˷˶ˢ ˶ˣ˦˧ˮ˪ ˶˴ˣˬ˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰ ˶˷˞ ˸

˭ˢ˧ˮ˧˟ ,˭ˢ˪˷ ˪˷ ,˫˧˧˞˟˴ ˫˧˲ˣˠ ˪˫˧˧ˮˣ˥˦˟,˫˧˧˥˶ˤ˞ ,  ,˫˧˧˪˩˪˩˵ˮ˰ ˸ˣ˶˟˥  ˨˩ ,ˡˣ˰ˣ ˸ˣ˧˦˶˲ ˢ˷˵˷

 ˧˟˶˰ˬˢ ˫˪ˣ˰ˢ ˧˥˶ˤ˞ˬ ˡ˥˞ ˫ˡ˞ ˷˧˷ ˭˧˧ˬˡ˪ ˸ˣ˥˲˪ˬ ˰˲˷ˣˬ ˞˪˷20 ˫ˣ˧ˢ ˢˬ˶˟ ˭ˢˬ-˸˧ˬˣ˧. 

ˢˬ ˫˧˶˵˞ˢ ˧"˰ (˫˧ˬˣ˯˶˲ˢ ˧˲˪) ˢ˰˴ˣ˟ ˸ˣ˸˷˶ˢ ˭˸ˣ˞˪ ˢ˶˧ˡ˥ˢ-SVR ˱ˣˠˢ)  ˱ˣ˯˧˞ ˪˰ ˧˞˶˥˞˷ ˭˧˰˧ˡˣˬ

˸ˣ˪ˣ˟ˠ˪ ˳ˣ˥ˬ˪˷ ˢ˧ (ˢ˧˯ˣ˶,  .˧˸ˮ˧ˡˬˢ ˠˮ˧˵˞ˢˢ ˫ˣ˥˸ ˪˷ ˸˧˪˧˰ˢ ˸ˣ˴ˣ˟˵ˬ ˸˥˞˟ ˢ˞˶ˮˢ ˪˩˩ ˶˟ˣˡˬ

ˬˡ˪ ˸ˬ˞˟ ˫˧˪ˠˣ˯ˬ ˞˪ ˢ˞˶ˮˢ ˪˩˩ ˣˮ˥ˮ˞ ˤ˞ ,˫ˢ ˭˩˞ ˢˤ ˫˞ˣ ˣ˧ˢ˸ˣ) ˣ˷ˬ˸˷ˢ ˫ˢ ˸ˣ˦˧˷ˣ ˫˧˪˩ ˣ˪˧˞˟ ˭˧˧

 ˢˬ˶ˢ ˸ˮ˧˥˟ˬ ˞˪ ,˫ˢ˪˷ ˢ˲˧˵˸ˢ ˸ˣ˵˧ˮ˩˦ ˸ˮ˧˥˟ˬ ˞˪ ,(˭ˣ˥˶˵ˢ ˢ˴˵ ˵˶ ˢˤ ˯˲˸ˮ˷ ˢˬ˷ ˫˧˥ˣ˦˟

 ˦˶˲˟ˣ ˷ˣˬ˧˷ ˣ˷˰ ˫ˢ ˫ˢ˟ ˫˧˪˩ˢ ˪˷ ˸˧ˠˣ˪ˣˮ˩˦ˢ- ˢ ˸ˣ˦˧˷-Persistency .˫ˢ˪˷ 

 ˵˪˥˩ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˠˣ˪˦˵ ˫ˣ˯˶˲ˬˠˮ˧˵˞ˢˢ ˢ ˪˷-NSA˟ ˫˯˶ˣ˲˷ ,-2013 ˧"˰ ˭ˡˣˮ˯ ˡ˶˞ˣˡ˞  ˸˪ˣ˩˧ ˢˬ˯˶ˣ˲

Persistency ˫˷˟ "IRATEMONK "ˢ˷-NSA ˬ ˡˣ˰ ˷ˣˬ˧˷ ˢ˟ ˫˧˷ˣ˰-2008˟ ˶˟ˣˡˬ .ˣ˸ˮ˵˸ˢ ˸˰˟˷ ˟˧˩˶ 

 ˞ˣˢˢ ˸˞ ˟˸˩˷ˬ-Firmware ˢ ˪˷-Harddisk  ˧ˤ˧˲ˢ ˫ˠ ˡˣ˶˷˪ ˶˷˲˞ˬ ˨˩ˣ ˟˷˥ˬˢ ˪˷ ˪˷ ˧˪˪˩ ˦ˣˬ˶˧˲

 .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˟˴ˬˢ ˢ˧ˢ ˢˤ ˫˞-2008 ˭˧˧ˬˡ˪ ˫˧˪ˠˣ˯ˬ ˞˪ ˣ˪˧˲˞ ˣˮ˥ˮ˞˷ ˥˧ˮˢ˪ ˶˧˟˯˷ ˟˷ˣ˥ ˧ˮ˞ ,

.˫ˣ˧˩ ˸ˣ˸˷˶˟ˣ ˫˧˟˷˥ˬ˟ ˫˧˲ˣˠ ˫˸ˣ˞ ˪˷ ˢˤ˧˥˞ˢ ˸ˣ˪ˣ˩˧ ˸˞ 

?˧˪˷ ˢˡˣ˵ˮˢ ˢˬ s ˫˧˪ˣ˩˧ ˫˸˞ ˢ˟˷ ˢˡ˧˥˧ˢ ˨˶ˡˢ ,ˢˤ ˸˞ ˫˸˧ˢ˧ˤˣ ˸˷˶˪ ˫˩˪ ˣ˴˶˲ ˫˞ :ˢ˞˟ ˞˧ˢ ˢˮ

˧˶ˬˠ˪ ˫˧˥ˣ˦˟ ˸ˣ˧ˢ˪  ˫˧˶˵˞ˢˢ ˫˸ˣ˞ ˸˞ ˶ˠˬ˪ ˫˸˥˪˴ˢ˷-  ˢ˧ˢˣ ˡ˟˰ˬ ˣ˪ ˷˧˷ ˢˬ ˪˩ ˸˞ ˸˥˵˪ ˞˧ˢ

ˢ˪ˣ ,˥˲˪ ˣ˸ˣ˞ ˵ˣ˶ˤ˪ ,˸˷˶ˢ ˢ˸ˣ˞˪ ˸˶˥˞ ˣ˞ ˸˞ˤ˩ ˨˶ˡ˟ ˶˟ˣ˥ˬ ˢ˸ˣ˞ ˟˧˩˶.˯˲˞ˬ 

  

https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.businessinsider.com/list-of-companies-agencies-at-risk-after-solarwinds-hack-2020-12
https://en.wikipedia.org/wiki/Foreign_Intelligence_Service_(Russia)
https://search.edwardsnowden.com/docs/ANTProductData2013-12-30_nsadocs_snowden_doc
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˟ ˢ˟˸˩ˢ ˸˞ ˦˦˴˪ ˫˞ˣ-"The Guardian " ˪˷Bruce Schneier  ,˞˷ˣˮ˟:ˤ˞ 

"TƘŜ ƻƴƭȅ ǿŀȅ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ȅƻǳǊ ƴŜǘǿƻǊƪ ƛǎƴΩǘ ŎƻƳǇǊƻƳƛǎŜŘ ƛǎ ǘƻ ōǳǊƴ ƛǘ ǘƻ ǘƘŜ ƎǊƻǳƴŘ ŀƴŘ 

rebuild it". 

˸ ,ˤ˞ ˫ˠˣ ˸˷˶˟ ˫˧˞˴ˬˮ ˞˪ ˶˟˩ ˫˧˶˵˞ˢ ˫˸ˣ˞˷ ˥˧˦˟ˢ˪ ˪˩ˣ-  ˸˷˶˪ ˫˰˲ ˟ˣ˷ ˢ˸ˣ˞ ˶˟˥˸˷ ˡ˰ ˵˶

.˦ˮ˶˦ˮ˧˞ˢ 

˭˩... ˭˩,...  "˸˪˰ˣ˸ˣ ˸ˣ˪˰" ˣ˞ "˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮ" :˫˯˵ˢ ˸ˣ˪˧ˬ ˡˬ˴˟ ˫˧˷ˬ˸˷ˬ ˫˩˵˪˥ ˸˞ ˰ˬˣ˷ ˶˟˩ ˧ˮ˞

-˷CISO-˫˧ ˡ˧ˠˢ˪ ˫˧˟ˢˣ˞ ˨˩ ˪˩ ˫ˢ˪ ˸ˠ˴ˢ ˰ˠ˶ˢ˷ ˢ˥˦˟˞ˢ ˪˷˩ ˸˞ ˯ˬ˯ˬ˪ ˫˧ˮˣˣ˩˸ˬ ˫ˢ˷˩.  ˪˟˞

 ˣˡ˧ˠ˸˷ ˢˬ ˣˡ˧ˠ˸- ˢ ˶˸˯ˮˣ ˵ˣˬ˰ ˢˬ˩ ˡ˰ ˸˰ˡ˪ ˨˶ˡ ˫ˣ˷ ˫˩˪ ˭˧˞ ,˫˸˲˵˸ˮ ˫˞-Rootkit  ˫˩˪ ˣˮ˧˵˸ˢ˷

,˸˷˶˟  ˢ˶˟˥˟ ˶˟ˣˡˬ˷˩ .˫˩˪˷ ˫˧ˮˣ˩˧˯ˢ ˪ˣˢ˧ˮ ˸ˬ˧˩˯ ˸˞˶ˮ ˨˧˞ ˣ˞ ˢˤ ˸˞ ˣ˟˟ˣ˯˸ ˨˧˞ ˢˮ˷ˬ ˞˪

ˣˠ˟ ˶˟ˣˡˬ˷˩ ˪˟˞ .˶˧˟˯ ˞ˣˢ ˷ˡ˥ˬ ˸˷˶ˢ ˸˞ ˸ˣˮ˟˪ ˞˪ ˪˷ ˭ˣ˩˧˯ˢˣ ˭˧˧ˮ˰ˢ ˸˧˦˶˲ˣ ˢˮ˦˵ ˫ˢ˟˷ ˫˧˲

 ˢ˪˞˩˷ ˪˪˥ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˣ˷ˬ˸˷ˢ ˭˩˞˷ ˞˧ˢ ˸ˣ˶˧˟˯ˢ- ˪ ˞˪˷ˡ˥ˬ ˸˷˶ˢ ˸˞ ˟˧˩˶ˢ  ˸˞ ˭ˣˬ˦˪˪ ˪ˣ˵˷

.˪ˣ˥˟ ˷˞˶ˢ 

˟ ˷ˣˬ˧˷ ˣ˷˰ ˶˷˞ ˸ˣ˥ˣ˵˪ˢ ˸ˬ˧˷˶˟ ˸ˣ˰˧˲ˣˬˢ ˸ˣ˶˟˥ˢ ˪˰ ˫˧˪˩˸˯ˬ ˫˞ˣ-Solarwinds ˰ˤ˰ˤˬ ˢˤ ,

 ˸˞ ˫˧˵ˢ˪ ˣ˪˧˲˞ ˟ˣ˷˥˧ ˞˪ ˸ˣ˶˟˥ˢ ˭˸ˣ˞ ˪˷ ˦˪˥ˣˬˢ ˟˶ˢ ˢ˞˶ˮˢ ˪˩˩˷ ˟ˣ˷˥˪ .˷ˡ˥ˬ ˫ˢ˪˷ ˸˷˶ˢ

ˣ˪˴˰˸˧ ˭ˢ ˧˩ ˞˪ˣ, ˧˩ ˞˪˞  ˭˲ˣ˞˟ ˸˷˶ˢ ˸˞ ˫˧˵ˢ˪) ˸˧˶˷˲˞ ˧˸˪˟ ˢ˪ˣ˰˲ ˢ˞˶ˮ˩ ˸˞ˤ ˫˧˶˵ˬ ˢ˟˶ˢ˟

 ˧˸ˠ˶ˡˢ˫ˣ˪˩ ˸ˣ˷˰˪ ˞˪˪ ˪ˣ˵˷ ˸˶˟˥ ˸˞ ˭˧˧ˬˡ˪ ˧˪ ˢ˷˵ .(Microsoft ,Cisco ,Mastercard ,Visa  ˣ˞

AT&T  ˢ˧ˣ˷˰ ˸˞ˤ˩ ˢ˧˴˶˲ˣ˞ ˭ˬˤˣ ˱˯˩ ˢˬ˩ ˭˧˧ˬˡ˪ ˧˪ ˢ˷˵ ˧˩ ˞˪ ,˷ˡ˥ˬ ˫ˢ˪˷ ˸ˣ˸˷˶ˢ ˸˞ ˫˧˟˧˩˶ˬ

 ˫˞ ˢ˶˵˧ ˢˬ ˪˰ ˰ˠ˶ ˣ˟˷˥˸) ˧˶˷˲˞ ˧˸˪˟ ˸ˬ˞˟ ˢˤ ˧˩ ˞˪˞ ,˸˥˵˪AT&T  ˸˶˟˥ ˣ˞Mastercard x-Visa 

.(˸˷˶ˢ ˧˟ˠ ˪˰ˬ ˡ˥˞ ˰ˣ˟˷˪ ˵˶ ˣ˪˧˲˞ ,ˣˬ˪˰˧ 

ˢ˷ ˣˮ˪ ˶ˣ˶˟ ˡ˥˞ ˡ˴ˬ ˤ˞-SVR  ,˸ˣ˸˷˶ˢ ˭˸ˣ˞˟ ˪˰˲ ˸ˣ˶˧˟˯˟ ˣ˦˵ˮ˧ ˸ˣ˶˟˥ˢ ˭˸ˣ˞˷ ˸ˣ˪ˣ˰˲ˢ ,˧ˮ˷ ˡ˴ˬˣ

ˢ˷ ?˟˴ˬˢ ˢˤ˷ ˢˡ˟ˣ˰ˢ ˸˞ ˪˟˵˪ ˦ˣ˷˲ ?˶ˬˣ˞ ˢˤ ˢˬ .˫˷ˬ ˫˸ˣ˞ ˶ˠˬ˪ ˧ˡ˩ ˣ˵˧˲˯˧ ˞˪ ˢˢˣ˟ˠ-SVR 

 ˪ˣ˩˧ ˞ˣˢ ˢˬ ˰ˠ˶˪ ˣ˟˷˥˸ ?˸ˣ˧˯ˮˮ˧˲ ˸ˣ˶˟˥ ?˥ˣ˸˧˲ ˸ˣ˶˟˥ ˢ˟˶ˢ ˨˩ ˪˩ ˪˷ ˸ˣ˸˷˶˟ ˵ˣˬ˰ ˞˴ˬˮ

 ˪˷ ˡˣ˧˴˪ ˢ˷˧ˠ ˫˰ ˸ˣ˷˰˪AT&T... 

 ˭ˣ˶˸˲ˢ ˢˬ ˤ˞ ˥ˣ˦˟ ˞˪ ˧ˮ˞˷ ˪ˣˡˠ ˨˩ ˪˩ ˵ˡ˶˟˟ ˶˟ˣˡˬ .˶˟ˡ ˫ˣ˷ ?˸˧˦˵˶˲ˢ ˢˬ˶˟ ?˰˧˴ˬ ˧ˮ˞˷

 ˣˢ˷˪˩ ˭ˣ˶˸˲ ˷˧ ˫˞ ˪˟˞ .ˣˢ˷ˬ ˸ˣ˷˰˪ ˶˷˲˞˷- .˧˪˵˧ˡ˶ˣ ˧ˮˣ˴˧˵ ˸ˣ˧ˢ˪ ˨˧˶˴ ˢ˞˶ˮ˩ ˞ˣˢ 

 ˫˰ ˢˬˣ ˣ˧˪˰ ˧˸˰ˡ ˸˞ ˰˧˟ˢ˪ ˢ˴˶˞ ˞˪ ˭˩˪ˣ ,ˢ˶˵ˬˢ ˪˷ ˫˧˧ˮ˩˦ˢ ˫˧˦˶˲ˢ ˸˞ ˶˧˩ˬ ˞˪ ˧ˮ˞ ?˦˧˟˶˧˷

˪˪˩˩ ˪˟˞ .˧˦˶˲ ˭˲ˣ˞˟˶˟ ˧ˡ ˢˤ ,˳˶˞˟ ˢˤ˩˷ ˪ˡˣˠ ˶ˡ˯˟ ˫˧ˮˣˠ˶˞˷ ˶ˣ  ˸˷˶ˢ ˸˞ ˵˧ˤ˥ˢ˪ ˫˧˪ˠˣ˯ˬ ˞˪

˷˶ˡˮˢ ˢ˥˦˟˞ˢ ˦˶ˡˮ˦˯˟ ˫ˢ˪˷,  ˧ˡ˩ˢˮ˧ˡˬˢ ˧˥˶ˤ˞ ˪˷ ˧˷˧˞ˢˣ ˧˦˶˲ˢ ˰ˡ˧ˬˢ ˫˰ ˫˧˶ˠ˞ˬ˟ ˵˧ˤ˥ˢ˪ 

.˸ˣˡ˵ˣˬˬ ˸ˣ˲˵˸ˬ ˡˠˮ˩ ˟ ˶˟ˣˡˬ ˧˪ˣ˞ ˟˧˴˵˸ ˸ˣ˪˟ˠˬ ˪˷ ˭˧˧ˮ˰ ˧˪ˣ˞ˣ ˢˤ˦ˣ˷˲ ˧˪˞˶˷˧ˢ ˥ˣ˶ˢ ˨˪ˢ . ˨˞

 ˢ˶˵ˬ˟ ˣˬ˩ ˞˪˷ ˪˷Solarwinds ˸ˣ˥˲˪ ˭˞˩ , ˢ˞˶ˮ˷ ˭ˣ˶˸˲ˢ˨ˣ˟˯ ˸ˣ˥˲ ˢ˟˶ˢ ˞ˣˢ:  ˪˰ ˭ˠˢ˪ ˶˸ˣ˧ ˪˵

 ˨˩ ˪˩˟ ˣ˟˷˧˧ ˣˮ˪ˣ˩ ˪˷ ˫˧˧˷˧˞ˢ ˫˧˦˶˲ˢ ˪˷ ˫˧˵˸ˣ˰˷ ˫ˣ˵ˬ˟ˣ ,˫˧˶ˠ˞ˬ ˧˲˪˞ ˪˰ ˶˷˞ˬ ˡ˥˞ ˶ˠ˞ˬ

https://www.theguardian.com/commentisfree/2020/dec/23/cyber-attack-us-security-protocols
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˸˧˸˷˸ ˶˴˧˧˪ ˶˷˲˞ ,ˢ˷˧˟ˬ ˢ˵ˣˤ˥˸ ˸ˬ˶ ˫˰ ˸ˣ˸˷˶˟ˣ ˫˧˸˶˷ ˢ˟˶ˢ,  ˣ˪˩ˣ˧ ˸ˣ˶˟˥ˢ ˭˸ˣ˞ ˢ˸˶ˤ˰˟˷

˧˧˵˸ˢ˪ ˨˧˷ˬˢ˪ˣˮ˸ˣˢˤ ˸˞ ˸ˬ˞˪ˣ ˫,  ˧˪˟ˬ ˫ˠ˫˪˴˞ ˣˮ˪˷ ˧˦˶˲ˢ ˰ˡ˧ˬˢ ˸˞ ˵˧ˤ˥ˢ˪ ˶ˠ˞ˬ˟.  ˫ˠ ˢˬ

ˢ˟˶ˢ˟˷ ˧˶˴ ˸ˬ˞˟ ˞˪ ˫ˢ ˫˧˶˵ˬˢ˸ˣ˩ ˣ˸ˣ˞  .˸ˣ˶˧˷ˢ ˸˞ ˵˲˯˪ ˨˧˷ˬˢ˪ ˪˧˟˷˟ 

 ˧˪ ˶˴ ˡˣ˞ˬ ˪˟˞ ,ˢ˧˸ˣ˥ˣ˵˪ ˪˰ˣ ˦˧˟˶˧˷ ˸˶˟˥ ˪˰ ˢˤˢ ˢ˶˵ˬ˟ ˶˟ˣˡˬˢˮˬˬ ˡˣˬ˪˪ ˭˸˧ˮ˷ ˢ˧˧˷˶˲˟ 

ˢˮˬˬ ˵˧˲ˢ˪ˣ ˷ˬˬ ˪˷ ˸ˣ˧˦˵˶˲ ˸ˣˮ˟ˣ˸ ˵˷ˬˢ ˪˪˩˪ ˣ˶˧˟˰˧ ˢˤˢ ˰ˣ˶˧˞ˢ ˸ˣ˟˵˰˟˷ ˢˣˣ˵ˬ ˧ˮ˞ ˭˩˪ˣ .

.ˡ˧˸˰˟ ˢ˪˞˩ ˫˧˶˵ˬ ˣ˰ˮˬ˧˷ ˸ˣ˧˴˪ˣˠ˶ 

 ˸ˮ˷ ˸˞ ˪˧˥˸ˢ˪ ˣˮ˶˥˟ ˫˸˧˞˷ ˫˧˶ˬ˞ˬ˪ ˣ˩˧˷ˬ˸˷ ˧ˮ˲˪ˣнлнм ˫˧˶˟˥ˢ ˫˸ˣ˞ ˪˩˪ ˢˡˣ˸ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,

˪ ˢ˟˶ ˢˡˣ˸ !˫˧˶ˬ˞ˬ ˫˩˪ ˣ˟˸˩ˣ ˣ˟˷˧ ,˫ˮˬˤˬ ˣ˷˧ˡ˵ˢ˷˭ˣ˶ˣ˷˧ ˶˧ˬ˞ ,˪ ˢ˟˶ ˢˡˣ˸ˢˡˣ˰ˬ ˶ˬ˸˧˞ , ˢˡˣ˸

˪ ˢ˟˶˯˟˵˪˞ ˭˸ˮˣˢ˧ ,˪ ˢ˟˶ ˢˡˣ˸˧˵˯ˮ˦˧˟ ˪ˠ ˪ ˢ˟˶ ˢˡˣ˸ˣ-Yoav Shaharabani! 

      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  
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 (Native) Hypervisor from Scratch - '˟ ˵˪˥  

˭ˣ˶ˣ˷˧ ˶˧ˬ˞ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 ˧ˮ˷ˢ ˵˪˥˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟˭ˣ˶˥˞ˢˣ  ˸˟˧˸˩˟ ˸˵˯ˣ˰ˢ ˫˧˶ˬ˞ˬ ˸˶ˡ˯˟native hypervisor. 

 ˫ˡˣ˵ˢ ˵˪˥ˢ ˸˞ ˞˶˵ ˞˪˷ ˧ˬ˪ ,˸˧˷˞˶-  ˡˣ˞ˬ ˳˪ˬˣˬˣ˸ˣ˞ ˞ˣ˶˵˪ˣ ˸˷ˠ˪  ˭ˣˣ˧˩ˬ ,ˢˤ ˵˪˥ ˸˞˧˶˵ ˫˶˦˟

.˫ˡˣ˵ˢ ˵˪˥˟ ˣ˟ ˧˸˵˯˰˷ ˢˬ ˪˷ ˶˧˷˧ ˨˷ˬˢ ˫ˢ ˭˞˩ ˫˧˞˷ˣˮˢˬ ˸˧˟˶ˬ˷ 

˘ˢ ˪ˣ˥˸˞ ˫ˣ˧˯ ˪˰ ˶˟ˡˮ ˶˸˧ˢ ˭˧˟ ,˫˧˞˷ˣˮ ˶˲˯ˬ˟ ˵ˣ˯˰ˮ ˢˤ ˵˪˥˟VMCS ,ˡˣ˟˧˰ ˸ˣˡ˧˥˧ ˭˧˟ ˸˶ˣ˷˵˸ ,

˘ˢ ˪ˣ˥˸˞hypervisor  ˰ˣ˴˧˟ ,ˡ˟˰ˬˢ ˸ˣ˟˧˪ ˪˩ ˪˰ˬhook  ˸ˣ˵˧˯˲˪BIOS .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞˪˰ˢ ˭˩ˣ 

!˨˶ˡ˪ ˞˴ˮ ˣ˞ˣ˟ ,ˢˬ˧ˡ˵ 

 

˘ˢ ˪ˣ˥˸˞VMCS - ˨˷ˬˢ 

˘ˢ ˭ˣˮˠˮˬ ˪˰ ˱˧˵ˬ ˶˟˯ˢ˟ ˣˮˬ˧˧˯ ˶ˬ˞ˬˢ ˪˷ ˫ˡˣ˵ˢ ˵˪˥ˢ ˸˞EPT ˢ˪˪˩˷ ˷ˣˬ˧˷˪ ˞ˬˠˣˡ ˣˮ˞˶ˢˣ ,

 ˰ˣ˴˧˟hook-˘˪ ˫˧system calls  ˸ˣ˩˶˰ˬ˟сп  ˪˷ ˦˧˟Windows˘ˢ ˭ˣˮˠˮˬ ˸˲˧˵˰ ˨ˣ˸ ,patchguard. 

˘ˢ ˪˷ ˪ˣ˥˸˞ˢ ˫ˣ˧˯ ˸˞ ˠ˧˴ˮ ,ˢ˸˰VMCS  ˰˧˲˷ˢ˪ˣ ˦ˣ˪˷˪ ˣˮ˪ ˫˧˶˷˲˞ˬˢ ˫˧˲˯ˣˮ ˫˧˶˼˴˧˲ ˪˰ ˟˧˥˶ˮˣ

˘ˢ ˣ˟ ˭˲ˣ˞ˢ ˪˰ ˶˧˷˧ ˭˲ˣ˞˟guest .˳˶ 

Unresricted Guest Mode 

ˢ ˫ˢ˟ ˫˧ˮˣ˷ˢ ˫˧˟˴ˬˢ ˪˰ ˣˮ˶˟˧ˡ ˶˷˞˩ ˡ˟˰ˬˢ ,ˢ˪ˣ˰ ˟˷˥ˬˢ ˶˷˞˩˷ ˣˮ˶˟˯ˢ ,˳ˣ˶˪ ˪ˣ˩˧ ˣˮ˪˷ ˡ˟˰ˬ

 ˪˷ ˟˴ˬ˟ ˢ˪ˣ˰real address mode  ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˩ ,˭˩˪ .˶ˣ˥˞˪ ˸ˣˬ˧˞˸ ˪˰ ˶ˣˬ˷˪ ˸ˮˬ ˪˰

˘ˢ ˪ˣ˥˸˞ ˸˞ ˫˧˧˯ˮ ˶˷˞˩ .ˢˤ ˟˴ˬ˟ ˧ˮˣ˷˞˶ˢ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˸ˣ˪˧˥˸ˬhypervisor  ˸˞ ˸ˣ˪˰ˢ˪ ˢ˴˶ˮˣ

 ˫˧˧ˣ˴ˬ ˸ˣ˧ˢ˪ ˨˶˦˴ˮ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˘˟guest state ˘˟ ˳˶˷real address mode. 

 

  

https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf
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˽ˢ˧˰˟˽˩ ˪˪˩˟ ˢˤ ˸˞ ˫˩˪ ˠ˧˴ˬ ˧ˮ˞ ˢˬ˪Κ ˸ˣ˶˴˟ ˣˮ˸ˣ˞ ˨˟˯˪ ˪ˣ˪˰˷ ˣˢ˷ˬ ˭˞˩ ˷˧ ˫˞ˢΚ 

 ˭˲ˣ˞˟ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ .ˡˣ˞ˬ ˦ˣ˷˲ ˞ˣˢ ˢ˧˰˟˪ ˭ˣ˶˸˲ˢ ˨˞ ,˭˩ ˞˧ˢ ˟˶ˢ ˣˮ˶˰˴˪ ˢ˟ˣ˷˸ˢdefault- ˧

˘˪ ˶˷˲˞ˬ ˣˮˮ˧˞guest ˘˟ ˧ˣ˴ˬ ˸ˣ˧ˢ˪real address mode˘˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˞ˣˢ ˞˪˞ ,protected mode  ˫˰

paging  ˣ˞long mode˘˟ ˸ˣ˪˰˪ ˢ˩˧˶˴˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˸ˣ˪˰ˢ˪ ˶˷˲˞ ˨˧˞ ,˨˩ ˫˞ .real address 

modeΚ :˫˧˧˶˷˲˞ ˸ˣˮˣ˶˸˲ ˧ˮ˷ ˣˮ˪ ˷˧ 

¶  ˣˮ˪ ˵˲˯˪ ˫ˢˬ ˷˵˟ˮˣ ˦˲ˣ˯ˣ˶˵˧˧ˬ˪ ˢˮ˲ˮimage  ˪˷Windows ˢ˪ˣ˰ ˸˩˶˰ˬˢ ˫˷˷ ,˘˟protected 

mode ˘˟ ˸ˣ˶˧˷˧ ˣ˞long mode˘ˢ ˸˞ ˣˮ˪ ˢ˧ˢ˧˷ ˰ˠ˶˟ .image˘ˢ ,guest  ˳ˣ˶˪ ˨˶˦˴˧ ˞˪real 

address mode .˪˪˩ 

¶ ˘˟ ˷ˬ˸˷ˮunrestricted guest mode -  ˸ˮ˷˟ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ˪ ˱˯ˣˮ˷ ˷ˡ˥ ˶˼˴˧˲нлмл ,

˘˪ ˶˷˲˞ˬˢguest  ˪˷ ˟˴ˬ˟ ˳ˣ˶˪real address mode. 

 ˶˟ˣˡˬ˷ ˵˲˯ ˭˧˞ ˶˥˟ˮ˷ ˦˪˥ˣˢ ˰ˠ˶˩ ˨˞ ,ˢ˪˵ ˞˪ ˦˪˥ˢ˟ ˞˧ˢ ˢ˶˧˥˟ˢˣ ,ˡˣ˞ˬ ˢ˷˵ ˸ˣ˦˟˪˸ˢ˟

.˫˧˧ˮ˷ˢ ˭˧˟ˬ ˢ˧ˮ˷ˢ ˢ˧˴˲ˣ˞˟ ˶˥˟ˮ˷ 

˘˟ ˷ˣˬ˧˷ˢ ˢˤ ˟˴ˬ ˪˧˰˲ˢ˪ ˸ˮˬ ˪˰ ,˸˧˷˞˶EPT :ˣˮ˧˪˰ ˟ˣˢ˞ˢ ˶˲˯ˢˬ ˦ˣ˦˧˴ ˞˧˟ˮ .ˢ˟ˣ˥ ˞ˣˢ 

If either the Ƨunrestricted guestƨ VM- execution control or the Ƨmode- based execute 

control for EPTƨ VM execution control is 1, the Ƨenable EPTƨ VM- execution control 

must also be 1.  

˘˟ ˣ˧˪˞ ˶˷ˣ˵ˬˢ ˦˧˟ˢ ˸˞ ˪˧˰˲ˮSecondary Processor Based Vm-Execution Controls: 

 

:˨˩ ˢ˞˶ˮ ˢˤ ˡˣ˵˟ˣ 

__vmwrite ( SECONDARY_VM_EXEC_CONTROL, AdjustControls ( CPU_BASED_CTL2_ENABLE_EPT | 

CPU_BASED_CTL2_UNRESTRICTED_GUEST, MSR_IA32_VMX_PROCBASED_CTLS2));  

 ˢˡ˷˪ ˢ˟˧˸˩ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞ ,˫˧ˮ˧˟ˬ ˫˸˞˷ ˣˬ˩SECONDART_VM_EXEC_CONTROLS ˞ˣˢ ˫˷ ˨˶˰ˢˣ ,

 ˢ˧˴˵ˮˣ˲ˢ˷ ˨˶˰ˢAdjustControls ˢ˷ˣ˰ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ ˢˬ˽ .ˢ˶˧ˤ˥ˬΚ .˫˧ˢˣ˸ ˧˞ˡˣ ˫˸˞ ,˽ ,˭˩˟ˣintel 

˘˟ ˫˧˩˶˰ ˫ˮ˷˧ ˧˩ ˸ˮ˧˧˴ˬSECONDART_VM_EXEC_CONTROLS  ˶˥˞ ˵˪˥ˣ ,˫˧˵˪ˣˡ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥˷

˘ˢ .˫˧˧ˣ˟˩ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥˷MSR  ˞ˣˢ ˣ˪˞ ˫˧˩˶˰ ˪˰ ˥ˣˣˡˬˢMSR_IA32_VMX_PROCBASED_CTLS2 ,˭˩˪ .

 ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˢˬAdjustControls ˘˟ ˨˶˰ˢ ˸˞ ˸˥˵˪ ˢˤMSR  ˫˧˲˧˯ˣˬˣ ,ˢˤˢ ˸˞ ˣ˧˪˰

CPU_BASED_CTL2_ENABLE_EPT ̆xCPU_BASED_CTL2_UNRESTRICTED_GUEST. 

˘˪ ˯ˮ˩˧ˢ˪ ˫˧˞˷˶ ˣˮ˥ˮ˞ ˢ˞˪ˢˣ ˢ˸˰ˬreal address mode  ˶ˣ˸˟guests .˷˷˥ ˞˪˪ 
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MSR bitmap 

˘ˢ ˪˰ ˦˰ˬ ˞˪ ˶˟ˡ˪ ˣˮ˪ ˞˴˧MSRs  ˫˧˩˶˰ ˪˷ ˱˯ˣ˞˟ ˶˟ˣˡˬ ˢ˷˰ˬ˪ .˧˥˩ˣˮˢˣ ˫ˡˣ˵ˢ ˶ˬ˞ˬˢ ˨˪ˢˬ˟

 ˣ˪˧˞ˣ ,ˣˬ˴˰˟ ˰˟ˣ˵ ˡ˟˰ˬˢ ˫˧˩˶˰ˢˬ ˵˪˥ ˸˞ ;˸ˣˬ˧ˣ˯ˬ ˸ˣ˪ˣ˰˲ ˪˷ ˰ˣ˴˧˟˪ ˡ˟˰ˬˢ ˸˞ ˫˧˷ˬ˷ˬ ˶˷˞

 ˸ˣ˪ˣ˰˲˪ ˢ˶˵˟ ˰˴˟˪ ˶˷˲˞ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ ,ˢ˪ˣˡˠˢ ˫˸ˣ˟˧˷˥ ˪˪ˠ˟ .˫˧˰˟ˣ˵ ˣˮ˥ˮ˞ ˶˥˞ ˵˪˥

˘ˢ ˪˩˪ ˢ˞˧˶˵ˣ ˢ˟˧˸˩ ˪˷MSRs ˟ ˫˴˰˟ ˢˤ˷) ˸˩˶˰ˬhook  ˸ˣ˪ˣ˰˲˪wrmsr ̆xrdmsr.(  ˣˮ˸˪ˣ˩˧˟ ,˶ˬˣ˪˩

˘˪ ˫ˣ˶ˠ˪vm-exit  ˢ˪ˣ˰˲ˢ ˸˰˴˟˸ˬ ˶˷˞˩ ˫ˣˤ˧wrmsr  ˫ˠˣrdmsr ˧ˡ˧ ˪˰ ˸˧˷˰ˮ ˢˤ ˭ˣˮˠˮˬ˟ ˢ˦˧˪˷ .

˘˟ ˷ˣˬ˧˷MSR bitmaps ˨˶ˣ˞˟ ˶ˣ˦˵ˣ˟ ˶˟ˣˡˬ ,˪˰ˣ˲˟ .page  ˪˩˪ ˣ˟ˣ ˭ˣ˶˩˧ˤ˟MSR  ˫˧˶˷ˣ˵ˬн  :˫˧˦˧˟

˵˟ ˫˞ˢ ˰˟ˣ˵ ˡ˥˞ ˦˧˟˘ˢˬ ˫˧˩˶˰ ˸˞˧˶MSR  ˰˴˟˸˧ ˫˧ˣ˯ˬˢvm-exit ˸˞˧˶˵˟ ˫˞ˢ ˰˟ˣ˵ˢ ˱˯ˣˮ ˦˧˟ˣ ,

˘˪ ˫˧˩˶˰ ˸˟˧˸˩ ˸˰˟MSR  ˰˴˟˸˧ ˫˧ˣ˯ˬˢvm-exit˟ .-SINGLE_CPU_DATA:˨˩ ˣ˧˪˰ ˶˧ˢ˴ˢ˪ ˣˮˠ˞ˡ , 

BYTE msrBitmaps [ PAGE_SIZE];  

˘ˢbitmaps :˞˟ˢ ˭˲ˣ˞˟ (˫˧)˵˪ˣ˥ˬ 

¶ млнп  ˸˰˟ ˫˞ˢ ˫˧˰˟ˣ˵ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ˸˞˧˶˵ ˘ˬ ˫˧˩˶˰MSRs  ˭˧˟˷ ˫ˣ˥˸˟0x0 ̆˪0x1fff  ˰˴˟˸˧

vm-exit. 

¶ млнп  ˸˰˟ ˫˞ˢ ˫˧˰˟ˣ˵ ˭˩ˬ ˶˥˞˪˷ ˫˧˸˟ˢ˸˞˧˶˵ ˘ˬ ˫˧˩˶˰MSRs  ˭˧˟˷ ˫ˣ˥˸˟0xc0000000 ̆˪

0xc0001fff  ˰˴˟˸˧vm-exit. 

¶ млнп  ˸˰˟ ˫˞ˢ ˫˧˰˟ˣ˵ ˭˩ˬ ˶˥˞˪˷ ˫˧˸˟ˢ˸˟˧˸˩ ˘˪ ˫˧˩˶˰MSRs  ˭˧˟˷ ˫ˣ˥˸˟0x0 ̆˪0x1fff 

 ˰˴˟˸˧vm-exit. 

¶ млнп  ˸˰˟ ˫˞ˢ ˫˧˰˟ˣ˵ ˭˩ˬ ˶˥˞˪˷ ˫˧˸˟ˢ˸˟˧˸˩ ˘˪ ˫˧˩˶˰MSRs  ˭˧˟˷ ˫ˣ˥˸˟0xc0000000 ̆˪

0xc0001fff  ˰˴˟˸˧vm-exit. 

 ˶˲˯ˬ ˸˪˟˵ˬˢ ˢ˧˴˵ˮˣ˲ ˢ˸˰ ˠ˧˴ˮMSR  ˫˧ˮ˞˧˪ˣ˟ ˫˧ˮ˸˷ˬ ˧ˮ˷ˣ- ˘˪ ˫ˣ˶ˠ˪ ˷˧ ˫˞ˢ ˰˟ˣ˵ ˡ˥˞ˢvm-exit 

˘˪ ˫ˣ˶ˠ˪ ˷˧ ˫˞ˢ ˰˟ˣ˵ ˧ˮ˷ˢˣ ,ˢ˞˧˶˵˟vm-exit  .ˢ˟˧˸˩˟ 

STATUS UpdateMs rAccessPolicy ( IN  PSINGLE_CPU_DATA data , IN  QWORD msrNumber , IN  

BOOL read , IN  BOOL write )  

{  

   BYTE range ;  

   QWORD msrReadIdx , msrWriteIdx ;  

   BYTE_PTR bitmap ;  
 

   if (! IsMsrValid ( msrNumber , & range ))  

       return  STATUS_INVALID_MSR;  

   msrReadIdx  = ( range  == MSR_RANGE_FIRST) ? msrNumber  / 8 : ( msrNumber  -  

0xc0000000 ) / 8 + 1024 ;  

   msrWriteIdx  = ( range  == MSR_RANGE_FIRST) ? msrNumber  / 8 + 2048  : ( msrNumber  

-  0xc0000000 ) / 8 + 3072 ;  

   bitmap  = data - >msrBitmaps ;  

   if ( read )  

       bitmap [ msrReadIdx ] |= ( 1 << ( msrNumber  % 8));  

   else  

       bitmap [ msrReadIdx ] &= ~( 1 << ( msrNumber  % 8));  

   if ( write )  

       bitmap [ msrWriteIdx ] |= ( 1 << ( msrNumber  % 8));  

   else  

       bitmap [ msrWriteIdx ] &= ~( 1 << ( msrNumber  % 8));  

   return  STATUS_SUCCESS;  

}  
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 ˸˰˴˟˸ˬ ,˸˧˷˞˶˘ˢ ˫˞ˢ ˢ˵˧ˡ˟MSR  ˞ˣˢvalid- ˶ˤ˥ˣ˧ ,˞˪˷ ˢ˶˵ˬ˟ .˧status  ,˭˩ ˣˬ˩ .ˢ˞˧ˠ˷ ˪ˬ˯ˬˢ

 ˢ˧˴˵ˮˣ˲ˢIsMsrValid ˘ˢ ˞˴ˬˮ ˫ˣ˥˸ ˢˤ˧˞˟ ˸˰˟ˣ˵msrNumber  ˸˞ ˫˧˰˟ˣ˵ ˣˮ˥ˮ˞ ˭˩ˬ ˶˥˞˪ .˪˟˵˸ˢ˷

 ˪˩˪ ˧˩ ˟˪ ˣˬ˧˷) ˢ˟˧˸˩ˣ ˢ˞˧˶˵˪ ˯˵ˡˮ˧˞ˢMSR  ˢ˴˵ˣˬ˦˧˟  ˞˪ˣ ˡ˥˞˸˧˟˘˟ ˢˤ ˨˶˰ ˫˧˟˩ˬ/˫˧˵˧˪ˡˬˣ ,(

bitmaps.ˢ˧˴˵ˮˣ˲˪ ˶˦ˬ˶˲˩ ˪˟˵˸ˢ˷ ˧ˮ˞˧˪ˣ˟ˢ ˨˶˰˪ ˫˞˸ˢ˟ , 

˘ˢ ˸˞ ˶˷˵˪ ˞ˣˢ ˣ˪ ˠˣ˞ˡ˪ ˨˶˦˴ˮ˷ ˱˯ˣˮˢ ˶˟ˡˢbitmaps ̆˪VMCS  ˶ˣ˷˧˵ˢ .˸˧˥˩ˣˮˢ ˢ˟˧˪˪ ˨˧˧ˣ˷ˬˢ

˘ˢ ˪˷bitmaps :˨˩ ˫˧˰˴˟˸ˬ ˣ˪˷ ˢ˪˰˲ˢˣ 

__vmwrite ( CPU_BASED_VM_EXEC_CONTROL,  

AdjustControls ( CPU_BASED_ACTIVATE_MSR_BITMAP |  

CPU_BASED_ACTIVATE_SECONDARY_CONTROLS,  MSR_IA32_VMX_PROCBASED_CTLS));  

__vmwrite ( MSR_BITMAP,  VirtualToPhysical ( cpuData - >msrBitmaps ));  

˘˪ ˶˷ˣ˵ˬˢ ˦˧˟ˢ ˸˞ ˢ˪˧˰˲ˬ ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷ˢMSR bitmap ˘˟CPU_BASED_VM_EXRC_CONTROL 

 ˢˮ˸˷ˬˢ ˨ˣ˧˷ ˪˰ ˸˧˞˶˥˞ ˢ˧ˮ˷ˢ ˢ˶ˣ˷ˢ .(ˢ˦ˬ˪ ˢˮˣˬ˸ ˣ˞˶)msrBitmaps ̆˪VMCS .˧˥˩ˣˮˢ 

 

:˷ˣˬ˧˷˪ ˞ˬˠˣˡ ˭˟ˣˬ˩ ˢ˞˶ˮ ,ˣ˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˸˞ˣ ˭ˣˮˠˮˬˢ ˸˞ ˣˮˠ˴ˢ˷ ˶˥˞˪ 

 ˰˴˟˪ ˸˶˷˲˞ˬˢ ˢ˦˧˷ ˧˸ˠ˴ˢ ˫ˡˣ˵ˢ ˵˪˥˟hook ̆˪system calls  ˸ˣ˩˶˰ˬ˟64bit  ˪˷Windows ,ˢ˸˰ .

,˶˸ˣ˧ ˢ˦ˣ˷˲ ˢ˦˧˷ ˠ˧˴ˮ  ˸ˣ˩˶˰ˬ˟ ˸˪˰ˣ˲ ˶˷˞32bit.˶˸ˣ˧ ˦ˣ˷˲ ˢ˧ˢ˧ ˢ˪˷ ˷ˣˬ˧ˬˢ ˫ˠ˷ ˭˟ˣˬ˩ˣ , 

 ˸ˣ˩˶˰ˬ˟32bit ˘˟ ˸ˮ˯˥˞ˬ ˞˧ˢ ˢ˪ˣ˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˶˷˞˩ ,ˡ˟˪˟MSR  ˣˬ˷˷

IA32_SYSENTER_EIP_MSR ˘ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞system call dispatcher ˘˪ ˸ˣ˞˧˶˵ˢ ˸˞ ˶˧˟˰ˬ ˶˷˞

system calls .˫˧ˮˣ˷ˢ 

 ˸ˣ˩˶˰ˬ˟Windows ˢ˞˧˶˵ ,˘˪NtWriteFile ˘˪ ˢ˰˧ˠˬ ˸˧˷˞˶ (˪˷ˬ˪)ntdll:˞˟ˢ ˡˣ˵ˢ ˸˞ ˷˧ ˫˷ , 

ntdll!NtWriteFile :  

    mov eax ,  7h 

    mov edx ,  offset  SharedUserData!SystemCallStub  

    call  dword  ptr  [ edx ]  

    ret  24h  

˘ˢ ˸ˡˣ˵˲call ˘˟ ˞ˣˢ ˫ˠ ˞˴ˬˮˢ) ˞˟ˢ ˡˣ˵˪ ˢ˞˧˶˵ ˸˰˴˟ˬntdll:( 

Ntdll !KiFastSystemCall :  

    mov edx ,  esp  

    sysenter  

 ˢˡˣ˵˲ˢsysenter ˘˪ ˣˮ˸ˣ˞ ˸˶ˠ˷ˬkernel mode˘ˢ ˪˷ ˡˣ˵˪ ˰˧ˠˮ ˱ˣ˯˟˪ ˶˷˞˩ ,system call ˘˟

ntoskrnl.exe˘ˢ˷ ˭˟ˣˬ˩ ˶˥˞˪ ,dispatcher .˫˷˪ ˣˮ˸ˣ˞ ˢˮ˲˧ 
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˘˪ ˶ˣ˷˵ ˢˤ ˨˧˞MSR bitmapΚ  ˰˴˟˪ ˸ˮˬ ˪˰ ˣˮ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ ˵ˣ˧ˡ˟ ˢˤˢ ˧˪˩ˢ ˨˧˞hook  ˪˰system 

callsΚ  ˢˡˣ˵˲ˢ ˡ˴˧˩ ˭˧˟ˢ˪ ˟ˣ˷˥ ˣˤˢ ˢ˪˞˷˪ ˢ˟ˣ˷˸ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ ,˭˩˟ˣsysenter  ˦˦˴ˮ .˸ˡ˟ˣ˰

 ˢˡˣ˵˲ˢ ˪˰ ˶˟˯ˢˢˬsysenter  ˶˸˞˟xc9: 

When the SYSENTER instruction is executed, it loads the instruction pointer from the 

IA32_SYSENTER_EIP_MSR into the EIP register 

 ˪˷ ˨˶˰ˢ˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞IA32_SYSENTER_EIP_MSR ˘˪ ˯ˮ˩ˮEIP  ˢˡˣ˵˲ˢ ˰ˣ˴˧˟ ˸˰˟sysenter ˫˞ ,˭˩˪ .

 ˞˪ ˨˶˰ ˫˷ ˪ˣ˸˷˪ ˪˩ˣˮvalid- ˪˷ˬ˪) ˣˢ˷˪˩ ˧0x93939393 ˷˥˶˸˧ ˧ˤ˞ ,(page-fault  ˸˩˶˰ˬ˷ ˫˰˲ ˪˩˟

 ˢˡˣ˵˲ˢ ˸˞ ˳˧˶˸ ˢ˪˰˲ˢˢsysenter˘ˢ ˫˞ .hypervisor ˘ˢ ˸˞ ˯ˣ˲˸˧page-faults  ˸˞ ˫˧˶˩ˣˤ) ˫˧ˮˣ˷ˢ

˘ˢEXCEPTION_BITMAPΚ˘ˢ ˰˶˧˞ ˢ˧˪˰˷ ˸˟ˣ˸˩ˢ ˸˞ ˵ˣˡ˟˪ ˪ˣ˩˧ ˞ˣˢ ,(page fault ˞˧ˢ ˸˟ˣ˸˩ˢ ˫˞ .

0x93939393 -  ˢˡˣ˵˲ˢ ˢ˴˶ˣˢ˷ ˧˶ˢsysenter ˶˥˞ ˶˟ˡ ˪˩ ˞˧ˢ ˨˶˰ˢ ˫˞ .-  ˵˧˶ˤˢ˪ ˷˧page-fault  ˪˰

˘˪ ˢ˵ˤ˥ ˣˤˢ ˸˟ˣ˸˩ˢguest:˞˪ˬ ˫˸˧˶ˣˠ˪˞ ˢ˸˰ ˠ˧˴ˮ . 

˰˴˟ ,˸˩˶˰ˬˢ ˪ˣ˥˸˞ ˸˰˟: 

¶  ˪˷ ˨˶˰˪ ˢ˟˧˸˩˪ ˶˷ˣ˵ˬˢ ˦˧˟ˢ ˸˞ ˪˰˲ˢIA32_SYSENTER_EIP_MSR ˘˟MSR bitmap. 

¶ ˘˪ ˶˷ˣ˵ˬˢ ˦˧˟ˢ ˸˞ ˪˰˲ˢpage-fault ˷˘˟EXCEPTION_BITMAP ˘˟VMCS. 

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪ˣ˥˸˞ ˸˰˟: 

¶  ˰˴˟˸ˢ ˶˷˞˩vm-exit ˘˪ ˢ˟˧˸˩ ˪˪ˠ˟MSR  ˟ˣ˸˩˪ ˢ˸˯˧ˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˨˶˰ˢ ˸˞ ˶ˣˬ˷ ,ˢˤ

˘ˢ ˪˷ ˫˧ˮˣ˸ˮˢ ˧ˮ˟ˬ˟hypervisor˘˪ ˟ˣ˸˩ ,˭˩ ˣˬ˩ .IA32_SYSENTER_EIP_MSR  ˣˢ˷˪˩ ˪˟ˤ ˨˶˰

)0x93939393˩˪ ˶˷ˣ˵ˬˢ ˦˧˟ˢ ˸˞ ˢ˟˩ ˭˩ˬ ˶˥˞˪ .(˘˪ ˪˷ ˨˶˰˪ ˢ˟˧˸IA32_SYSENTER_EIP_MSR 

˘˟MSR bitmap. 

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˴˧˶ ˸˰˟: 

¶  ˷˥˶˸ˢ ˫˞vm-exit ˘ˬ ˢ˞˴ˣ˸˩page-fault˘ˢ ˰˴˟˸ˢ ˣ˧˪˰˷ ˨˶˰ˢ ˸˞ ˵ˣˡ˟ ,fault ˡ˴˧˩)Κ  .(!ˣ˵ˡ˟ 

¶  ˞˧ˢ ˸˟ˣ˸˩ˢˣ ˢˡ˧ˬ˟0x93939393˘˟ ˶˟ˣˡˬ˷ ˧˶ˢ ,system call˘˟ ˪˲˦˧˷ ˣˢ˷˪˩ ˡˣ˵ ˳˶ˢ .hook 

 ˸˞ ˭˩ˡ˰ ˭˩ˬ ˶˥˞˪ˣEIP  ˪˷ ˧˶ˣ˵ˬˢ ˨˶˰ˢ ˸ˣ˧ˢ˪IA32_SYSENTER_EIP_MSR ˧ˮ˟ˬ˟ ˶ˣˬ˷ ˶˷˞ ,

˘ˢ ˪˷ ˫˧ˮˣ˸ˮˢhypervisor. 

¶ ˘˟ ˶˟ˣˡˬ ˞˪ ,˸˶˥˞system call ˘ˢ ˸˞ ˵˧˶ˤˢ˪ ˷˧ˣpage-fault ˘˪ ˢ˶ˤ˥guest. 

 

 ˣˮ˰˴˧˟ ˢ˷˰ˬ˪ ˨˩hook ˘ˢ ˪˩ ˪˰system calls  ˪˷ ˣ˪˞ ˪˪ˣ˩ ,˸˩˶˰ˬ˟win32k˴˟ˬ ˫ˠ˷) !˘˪ ˢ˞˧˶˵ ˫˧˰

sysenter( 

  

https://c9x.me/x86/html/file_module_x86_id_313.html
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˘˪ ˢ˶ˤ˥guest state 

˘ˢ ˸˞ ˪˥˸˞ˬ˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˣˮˬ˧˧˯˷ ˶˥˞˪VMCS˘ˢ ˶ˣ˸˟ ˫˧˴˶ ˭˧˧ˡ˰ ˣˮ˥ˮ˞˷ ˶ˣ˩ˤ˪ ˷˧ ,host ,

˘˟ ˳˶ ˰ˠ˶˩ ˡˣ˵ˢ ˶ˬˣ˪˩context ˘ˢ ˪˷hypervisor˘˪ ˣˮ˯ˮ˩ˮ ˣ˟ ˰ˠ˶ˢ .context ˘ˢ ˪˷hypervisor  ˢ˧ˢ

 ˢˡˣ˵˲ˢ ˸˞ ˣˮ˴˶ˢ ˶˷˞˩vmxon. 

 ˶ˣ˸˟ ˸ˣ˪˰ˢ˪ ˫˧˟˧˧˥ ˢ˧ˢˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞˷ ˧˸˶˩ˤˢ ˫ˡˣ˵ˢ ˵˪˥˟guest˘ˢˬ ˸˞˴˪ ˣˮ˧˪˰ ˶ˬˣ˪˩ ,

context ˘˪ ˢ˶ˤ˥ ˶˟˰ˬˢ ˪˰ ˧˞˶˥˞˷ ˡˣ˵ˢ ˸˞ ˠ˧˴ˮ ˢ˸˰ ,˭˩˪ .˫˧˴˶ ˣˮ˥ˮ˞ ˣ˟ ˧˥˩ˣˮˢguest state: 

 

˘ˢ ˪˷ ˪ˣ˥˸˞ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˸ˣˬ˸ˣ˥ ˢ˷˰ˬ˪˷ ˸ˣ˶ˣ˷ˢ ˣ˪˞hypervisor  ˞ˣˢ ˢˬ˷˷)

InitializeSingleHypervisorˢˬ˷ ˢˤ ˰ˣˡˬ .Κ .(˨˷ˬˢ˟ ˢ˪ˠˮ :ˡˣ˵ˢ ˸˞ ˶˧˟˯ˮ 

˘˪ ˢ˶ˤ˥ˢˣ ˢˡ˧ˬ˟guest ˘ˢ ˸˞ ˫˧˯˧˲ˡˬ ˣˮ˥ˮ˞ ,˸˪˷˩ˮflags ˘ˢ ˧˲ ˪˰) ˢ˧˰˟ˢ ˢˬ ˭˧˟ˢ˪ ˣˮ˪ ˶ˣˤ˰˧˷

manuals ˪˷ ˨˶˰ˢ ,˭˩ ˣˬ˩ .(˭˟ˣˬ˩ ,VM_INSTRUCTION_ERROR ˘˟VMCS  .ˢˤ ˟˴ˬ˟ ˭˩ ˫ˠ ˣˮ˪ ˶ˣˤ˰˧

) ˸˧˲ˣ˯ˮ˧˞ ˢ˞˪ˣ˪˪ ˯ˮ˩ˮ ˭˩ˬ ˶˥˞˪ASSERT.˰˵˸˧ ˫˴˰˟ ˟˷˥ˬˢˣ ( 

 ˢ˧˴˵ˮˣ˲˟ ˢ˶ˣ˵ˢ ˫˯˵ˢ ˞ˣˢ ˢˬ ,˨˩ ˫˞SetupCompleteBackToGuestStateΚ ˫˷ ˳˶ ˵ˣ˧ˡ˟ ˢˬΚ  ˣ˞ˣ˟

:ˡ˥˧ ˪˩˸˯ˮ 

SetupCompleteBackToGuestState :  

   mov rax ,  0x0000681c  

   vmwrite  rax ,  rsp  

   vmlaunch  

˘˪ ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞rax ˘˟ ˨˶˰ˢ ˸˞VMCS  ˪˷GUEST_RSP ˘˟ ˫ˣ˵ˬˢ ,˶ˬˣ˪˩)VMCS  ˨˶˰ˢ ˟˸˩ˮ ˣ˧˪˞

 ˪˷rsp ˘ˢ ˪˷guest  ˰˴˟˸˧˷ ˰ˠ˶˟vm-entry ˧˥˩ˣˮˢ ˨˶˰ˢ ˸˞ ˢˤˢ ˢˡ˷˪ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞ ˭˩ˬ ˶˥˞˪ .(

 ˪˷rsp˸˞ˤ ˫˧˷ˣ˰ ˣˮ˥ˮ˞ ˰ˣˡˬ .Κ  ˷˥˶˸˧˷ ˰ˠ˶˟ ˣˤˢ ˢ˶ˣ˷ˢ ˸ˣ˩ˤ˟ ,˭˩˟ˣvm-entry, ˘ˢstack ˘ˢ ˪˷

guest ˘ˢ ˣ˸ˣ˞ ˵ˣ˧ˡ˟ ˢ˧ˢ˧stack ˘˟ ˰ˠ˶˩ ˷˧˷host . 
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˫˷ ˫˧˟˷ˣ˧˷ ˫˧˩˶˰ˢ ˢˬΚ  ˸ˣ˞˧˶˵ ˸ˣ˪ˢˣˮˬ ˡ˴˧˩ ˶˩ˤˮ˷ ˧ˡ˩ ˨ˣ˸ ,˞˟ˢ ˦ˣ˦˶˷ˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟

˘˟ ˸ˣ˧˴˵ˮˣ˲˪x86: 

 

˘˟ ˸ˮ˯˥ˣ˞ˬ ˡ˧ˬ˸ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩˷ ˭ˣˣ˧˩ˬstack ˢˡˣ˵˲ˢ ˰˴ˣ˟˸˷ ˰ˠ˶˟˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞ ,ret ˡ˟˰ˬˢ ,

 ˥˵˧˘ˢˬ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞stack  ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˧˶˥˞˷ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ ˶ˣˤ˥˧ˣ

SetupCompleteBackToGuestState. 

 ˪˷ ˧˥˩ˣˮˢ ˨˶˰ˢ ˸˟˧˸˩ ˶˥˞˪rsp ̆˪VMCS ˢˡˣ˵˲ˢ ˸˞ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ,vmlaunch -  ˸ˬ˶ˣˠ ˢ˷˰ˬ˪˷

˘˪vm-entry˘˟ ˫˧˩˶˰ˢ ˪˩ ˸ˮ˧˰˦˪ ˸ˬ˶ˣˠ ˞˧ˢ ˶ˬˣ˪˩ ,VMCS ˘˟ ˨˶˰ˢ) ˫˧ˬ˧˞˸ˬˢ ˸ˣˬˣ˵ˬ˪

GUEST_CR0 ˘˪ ˯ˮ˩˧cr0˘˟ ˨˶˰ˢ ,GUEST_RSP ˘˪ ˯ˮ˩˧rsp˘˟ ˨˶˰ˢ ,GUEST_CR3 ˘˪ ˯ˮ˩˧cr3  ˭˧˟ .(˼ˣ˩ˣ

 ˢˡ˷˟˷ ˨˶˰ˢ ,˶˸˧ˢHOST_RIP  ˶ˠˣ˞˪ ˯ˮ˩˧rip .˫˷ ˢ˰˧˲ˣˬ˷ ˸˟ˣ˸˩ˢˬ ˡˣ˵ ˳˧˶ˢ˪ ˨˧˷ˬ˧ ˡ˟˰ˬˢˣ ,

:˶ˬ˞ˬˢ ˪˷ ˫ˡˣ˵ˢ ˵˪˥˟ ˢˤ ˢˡ˷˪ ˣˮ˟˸˩ ˢˬ ˶˧˩ˤˮ 

__vmwrite ( GUEST_RIP,  VmmToVm);  

 ˢ˧˴˵ˮˣ˲ˢ ˸˧˞˶ˮ ˡ˴˧˩ˣVmmToVmΚ :(˦˰ˬ˩ ,˟ˣ˦) ˡ˟˪˟ ˸˥˞ ˢˡˣ˵˲ ˢ˟ ˷˧˷ ,ˣˮ˧˟ˢ ˶˟˩ ˧˞ˡˣ ˫˩˵˪˥ 

VmmToVm:  

   mov rax ,  STATUS_SUCCESS 

   ret  

˘˷ ˭ˣˣ˧˩ˬrax  ˫˷ ˫˧ˬ˷ ˣˮ˥ˮ˞ ,ˢ˧˴˵ˮˣ˲ˢˬ ˢ˶ˤ˥ˢ ˨˶˰ ˸˞ ˪˧˩˧ ˡ˧ˬ˸STATUS_SUCCESS  ˢ˷˰ˬ˪ ˢˤ˷)

лˢ˷˰ˮ˷ ˞˟ˢ ˶˟ˡˢ .(  ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ ˞ˣˢret ˡˣ˵ ˳˧˶ˢ˪ ˶ˣˤ˥˪ ˡ˟˰ˬ˪ ˫ˣ˶ˠ˸ ˣˮ˶˟˯ˢ˷ ˧˲˩˷ ,

˘ˢ ˷˞˶˟ ˸˞˴ˬˮ ˰ˠ˶˩˷ ˸˟ˣ˸˩˟stack ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˧˶˥˞ ˸˥˞ ˢ˶ˣ˷ ˵ˣ˧ˡ˟ ˢˤ˷ ,

SetupCompleteBackToGuestState . 

˫ˣ˟ ˟ˣ˸˧˩ˢ ˣˡ˧˴˪˷ ,˫ˣˡ˞ˢ ˳˥ˢ ˰˧˟˴ˬ ˢ˧˪˰˷ ˢ˶ˣ˷ˢ ˞˧ˢ ˳ˣ˶˸˷ ˢ˞˟ˢ ˢ˶ˣ˷ˢ !Guest State ˸˞ˤˣ ,

 ˰˴˟˸ˢ˷ ˶˥˞˪vm-entry ˘ˢˬ ˣˮ˶˟˰ ˶ˬˣ˪˩)context ˘ˢ ˪˷hypervisor ̆˪guest.( 
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ˡˣ˟˧˰ ˸ˣˡ˧˥˧ ˭˧˟ ˸˶ˣ˷˵˸ 

˘ˢ ˪ˣ˥˸˞ ˸˞ ˣˮˬ˧˧˯ ˤ˞ ,˧˧˵ˣ˞VMCS ˨˧˷ˬˢ˪ ˫˧˷ˠ˶ˮ ˣˮ˥ˮ˞ ˣ˧˷˩˰ .ˣˮ˧˶ˣ˥˞ˬ ˵˲˯ ˞˪˪ ˢ˷˵ˢ ˵˪˥ˢ .

˰ˠ˶ !˪˩ˢ ˣˮˬ˧˧˯ ˧˶ˢ ˧˩ ,˸˩˶˰ˬˢ ˸˞ ˸ˣ˪˰ˢ˪ˣ ˢ˞˪ˢ é ˭˵ˤ ˫˩˥ .˞˪ ˧˪ˣ˞ ˪˷ ˢ˟˧˪ ˪˩ ˪˰˽ ˫˰˲ ˶ˬ˞

˘ˢ ˡ˟˰ˬˢhypervisor ˘˩ ˳˶process ˘ˣ ˡ˧˥˧thread  ˸ˣ˶ˣ˷ ˸˞ ˟˸ˣ˩ˢ ˡ˥˞ˢ ˣ˸ˣ˞ ˞ˣˢ ˢˤ :ˤˬ˶) ˽ˡ˧˥˧

ˢˤˢ ˦˲˷ˬ˟ ˵ˣ˧ˡ˟ ˢˮˣˣ˩ˢ ˢˬ˪ .(ˣ˪˞Κ ˘ˢ ˸˞ ˪˥˸˞˪ ˠ˞ˡ˷ ˢ˸˰ ˡ˰ ˣˮ˴˶ˢ˷ ˡˣ˵ˢ ˪˩ ;˶˧˟˯˞VMCS  ˳˶

˘ˢˣ ˡ˟˰ˬˢ ˪˷ ˸ˬ˧ˣ˯ˬ ˢ˟˧˪ ˪˰ˬhypervisor ˢ ˪˰ˬ ˷ˣˬ˧˷˪ ˭˩ˣˬ ˢ˪˞˷ˢ .ˡ˟˪˟ ˸˞ˤˢ ˢ˟˧˪

ˡˣ˟˧˰ˢ ˸ˣˡ˧˥˧ ˶˞˷ ˫˰ ˢˬ ˞˧ˢ ˸˷˵˟˸ˬˢΚ 

 ˢˤˢ ˨˶˲ˬˢ ˨˧˪ˢ˸ˢ ˪˩ ˸˞ ˸ˣ˷˰˪ ˨˧˶˴˷ ˭ˢ ˸ˣ˰˶ˢ ˸ˣ˷ˡ˥ˢ .˸ˣ˰˶ ˸ˣ˷ˡ˥ˣ ˸ˣ˟ˣ˦ ˸ˣ˷ˡ˥ ˧˪ ˷˧ ,˭˩˟ˣ

 ˪˰ ˣ˸ˣ˞ ˳˧˶ˢ˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˨˧˶˴ ˵˶ ,˟ˣ˸˩ ˶˟˩ ˡˣ˵ˢ˷ ˭ˢ ˸ˣ˟ˣ˦ˢ ˸ˣ˷ˡ˥ˢ .˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˪˩ ˶ˣ˟˰

˭˞˩ .˸ˣ˶˥˞ˢ ˸ˣ˟˧˪ˢ ˪˩ ˘ˢ ˭ˣˮˠˮˬ ˢˮˣˬ˸˪ ˯ˮ˩ˮAPIC.˸˴˵ ˣ˧˪˰ ˶˟ˡˮ ˣ˞ˣ˟ . 

 ˪˷ ˸ˣ˟˧˸ˢ ˧˷˞˶APIC  ˭ˢAdvanced Programmable Interrupt Controller -  ˶˷˲˞ˬˢ ˭ˣˮˠˮˬ˟ ˶˟ˣˡˬ

 ˥ˣ˪˷˪Interrupts  ˢˮˣ˩ˬ˷ ˢˬ ,ˡ˟˰ˬˢ ˪˷ ˸ˣˮˣ˷ ˸ˣ˟˧˪ ˭˧˟Inter Processor Interrupt ˶˷˞˩ ˢ˷˰ˬ˪ .

 ˸ˣ˟˧˪ˢ ˸˥˞ ,ˢ˪ˣ˰ ˣˮ˪˷ ˟˷˥ˬˢ ˞˪ˢ ,ˢ˧˧˥ ˨˪ˢˬ˟ ˸˲˞ˣ˷ ˢ˟˧˪ ˪˩ ˣ˧˪˞ ˵˷˥ˮˢ ˶˞ˣ˸ˢ ˸˞ ˸˪˟˵ˬ

˘ˢ ˞ˣˢBSP ˪˷ ˶ˣ˴˧˵ ,Bootstrap Processor˘ˢ ˪˷ ˡˣ˵ˢ ˸˴˶ˢ ˪˰ ˸˧˞˶˥˞ ˣˤˢ ˢ˟˧˪ˢ .Bootloader ,

˘ˢ ˭ˣˮˠˮˬ ˸ˣ˰˴ˬ˞˟) ˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˶˞˷ "˸˪˰˲ˢ" ˪˰ ˫ˠ ˸˧˞˶˥˞ ˞˧ˢˣAPIC  ˸˧˧˪˰ ˸˰˟ ˭˩˷ ,(˭˟ˣˬ˩

.ˡˣ˵ ˢ˴˧˶ˬ ˸ˬ˞˟ ˸˥˞ ˢ˟˧˪ ˵˶ ˟˷˥ˬˢ 

˘ˢ ˪˷ ˪ˣ˥˸˞ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˳˧˶ˢ˪ ˸ˮˬ ˪˰ ˧˸ˠ˴ˢ˷ ˢˤˢ ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˣˮ˧˪˰˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞ ,˨˩ ˫˞

hypervisor  ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˮ ,˪ˣ˥˸˞ˢ ˸˧˧˴˵ˮˣ˲ ˸˴˶ˢ ˶˥˞˪ .˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˶˞˷ ˪˰hlt  ˸ˮˬ ˪˰

ˢˮ˧˷˽ ˟˴ˬ˪ ˢ˟˧˪ˢ ˸˞ ˶˧ˤ˥ˢ˪˘ˢ ˪˟˵˸˧˷ ˡ˰ ,˽Interrupt .˫˧˧˥˪ ˢ˸ˣ˞ ˶˧ˤ˥˧˷ ˞˟ˢ 

 ˫˧˥˪ˣ˷ ˨˧˞Interrupt-˫˧˪˞ˣ˷ ˫˸˞ ˸ˣˮˣ˷ˢ ˸ˣ˟˧˪ˢ ˭˧˟ ˫˧Κ ˘˪ ˪ˣ˪˴ˮ ˣ˞ˣ˟manuals  ˢ˟ˣ˷˸ ˫˰ ˞˴ˮˣ

ˣ˥˶˟˸ ˪˞ !˫˸˯ ,˫˸˯ .ˣˤˢ ˢ˪˞˷˪ é ˢ˞˧˶˵ˢ ˸˞ ˫˩ˬ ˨ˣ˯˥˞ˣ ,ˢ˞˪ˬˢ ˨˶ˡˢ ˸˞ ˭˞˩ ˠ˧˴˞ ˦ˣ˷˲ ˧ˮ˞

.˸˩˶˲ˬˢ 

 

ICR - Interrupt Command Register 

 ˪ˡˣˠ˟ ˽˶ˠˣ˞˽˟ ˶˟ˣˡˬ .˪ˣˡˠˢ ˫˯˵ˢ ˭ˣˬ˦ ˭˞˩у  ˸˶˟˰ˢ˪ ˧˞˶˥˞ ˶˷˞ ˫˧˸˟IPIs - Inter Processor 

Interrupts ˧ˣˮ˟ ˢˤˢ ˶˟ˡˢ ˨˧˞ .˸˩˶˰ˬˢ ˪˷ ˸ˣˮˣ˷ˢ ˸ˣ˟˧˪ˢ ˭˧˟Κ ˘ˢ ˭ˣˮˠˮˬ ˪˷ ˸ˣ˞˯˶ˠ ˧˸˷ ˷˧ ,˭˩˟ˣ

APIC˘ˢ ˭ˢˬ ˸˥˞ ˪˩˟ˣ ,ICR .ˢˮˣ˷ ˦˰ˬ ˭˲ˣ˞˟ ˡ˟ˣ˰ 
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Standard APIC 

˟˩ ˧ˮ˞ ˷ˡ˥ˢ ˪ˡˣˬ˪ ˶ˣ˟˰ˮ˷ ˧ˮ˲˪ ˣ˸ˣ˞ ˶˧˩ˢ˪ ˟ˣ˷˥ ˪˟˞ ,˷ˬ˸˷ˮ ˣˮ˥ˮ˞ ˣ˟ ˪ˡˣˬˢ ˞˪ ˞ˣˢ ˢˤ˷ ˡ˧ˠ˞ ˶

) ˶˸ˣ˧x2APIC˘ˢ ˭ˣˮˠˮˬ ˪˷ (˶˸ˣ˧ ˭˷˧ˢ) ˧˦˶ˡˮ˦˯ˢ ˪ˡˣˬ˟ .(APIC˘ˢ ˽˶ˠˣ˞˽ ,ICR  ˪ˡˣˠ˟ ˞ˣˢу  ˞ˣˢˣ ˫˧˸˟

 ˭ˣ˶˩˧ˤ˟ ˰ˣ˟˵ ˫ˣ˵ˬ˟ ˞˴ˬˮ- п  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ0xFFE00300˘ˣ ,п ˫˧˸˟ˢ  ˫˧ˮˣ˶˥˞ˢ

 ˸˟ˣ˸˩˟0xFFE00310˘˪ ˢ˟˧˸˩ˢ ˸˪ˣ˰˲ ˸˰˴˟˸ˬ ˶˷˞˩ .п  ˽˸˶ˠˣ˷ˬ˽ ˢ˵˧˯˲ˢ ˫˧ˮˣ˸˥˸ˢ ˫˧˸˟ˢ

.˫˧˴˲˥ ˣˮ˥ˮ˞ ˢ˟ ˢ˟˧˪˪ 

˘ˢlayout :˨˩ ˢ˞˶ˮ ˢˤˢ ˡ˥ˣ˧ˬˢ ˶ˠˣ˞ˢ ˪˷ 

 

 :˦˧ˡ˶˵]Intel SDM, Volume 3A[ 
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:ˣˮ˪˷ ˷ˣˬ˧˷˪ ˧˦ˮˣˣ˪˶ ˢˬ ˡ˧ˠˮˣ ,ˢ˲ ˸ˣˡ˷ˢ ˪˰ ˶˧˟˯ˮ 

¶ Vector - ˘ˢvector number .˶ˠ˷˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞ ˢ˸ˣ˞ ˢ˵˧˯˲ˢ ˪˷  ˪˷ ˢ˦ˣ˷˲ˢ ˢ˶ˡˠˢˢ ˸ˣ˶ˬ˪

 ˣˮ˪ ˫˧˦ˮˣˣ˪˶ˢ ˭˲ˣˡ ˧˞˴ˣ˧ ˫˧˶˵ˬ ˧ˮ˷ ˷˧ ,ˢˡ˷ˢ-  ˸˵˧˯˲ ˞˧ˢ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞˷ ˢ˵˧˯˲ˢ ˠˣ˯ ˫˞INIT 

 (˸ˣ˶˥˞ ˸ˣ˵˧˯˲ ˪˷ ˶ˣˠ˧˷ ˧ˮ˲˪ ˰˴˟˸ˢ˪ ˸˟˧˧˥)-  ˸ˣ˧ˢ˪ ˨˧˶˴ ˭˞˩ ˨˶˰ˢ ˧ˤ˞л ˞˧ˢ ˢ˵˧˯˲ˢ ˠˣ˯ ˫˞ .

 ˸˵˧˯˲SIPI ˶ˣ˴˧˵)  ˪˷Start up Inter Processor Interrupt (˰ˠ˶ ˡˣ˰˟ ˢ˧˪˰ ˟˧˥˶ˮ ,-  ˭˞˩ ˨˶˰ˢ ˧ˤ˞

˘ˢ ˶˲˯ˬ ˸ˣ˧ˢ˪ ˨˧˶˴page  ˥˪ˣ˷ ˧ˮ˞˷ ˢ˟˧˪ˢ˷ ˢ˴ˣ˶ ˧ˮ˞ ˫˞ ,˶ˬˣ˪˩ .˳ˣ˶˪ ˨˧˶˴˷ ˡˣ˵ˢ ˞˴ˬˮ ˣ˟

˘ˢ ˸˞ ˢ˧˪˞IPI  ˸˟ˣ˸˩˟ ˷˧˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˪˧˥˸˸0x8000˘˟ ˫˧˷ˮ ,vector  ˨˶˰ˢ ˸˞0x8  ˶ˠ˷ˮˣ

SIPI. 

¶ Delivery Mode - ˘˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ .˳˧˶ˢ˪ ˷˧˷ ˢ˵˧˯˲ˢ ˠˣ˯ ˸˞ ˪ˬ˯ˬINIT ̆xStart up Interrupt 

˘ˢ ˸˞ ˪˥˸˞˪ ˸ˮˬ ˪˰hypervisor .ˡ˟˰ˬˢ ˪˷ ˸ˣ˟˧˪ˢ ˪˩ ˪˰ INIT -  ˢ˵˧˯˲ ˸˪˟˵ˬ ˢ˟˧˪ ˶˷˞˩

 ˠˣ˯ˬINIT ˪˷ ˟˴ˬ˪ ˸˯ˮ˩ˮ ˞˧ˢ ,Wait-For-Sipi ˪˷ ˷ˣ˶˧˲ˢ .SIPI  ˞ˣˢ ˧˸ˬ˷˶ ˶˟˩˷ ˧˲˩Start up 

Inter Processor Interrupt ˸˪˟˵ ˶˥˞˪ ˶ˬˣ˪˩ .INIT ˠˣ˯ˬ ˢ˵˧˯˲˪ ˢ˩˥ˬ ˢ˟˧˪ˢ ,SIPI  ˶˟˰ˣ˸˷

.ˢ˧˪˞ 

SIPI -  ˸˟ˣ˸˩˟ ˡˣ˵ ˳˧˶ˢ˪ ˢ˪˧˥˸ˬ ˢ˟˧˪ˢ ˢ˸˪˟˵ ˶˥˞˪˷ ˢ˵˧˯˲˟ ˶˟ˣˡˬ ,ˢ˪˰ˬ˪ ˟ˣ˸˩˪ ˫˞˸ˢ˟

Vector * 0x1000 ˘ˢ ˢˡ˷˟ ˨˶˰ˢ ˶ˬˣ˪˩)vector  ˪ˣ˲˩0x1000 ˪˩ ˪ˡˣˠ˩ ,page ˣˮ˥ˮ˞˷ ˢˬ ,˭˩˪ .(

 ˢ˷˰ˮ˘˟ ˢ˸ˣ˞ ˵˪˥ˮ ,˳˧˶˸ ˢ˟˧˪ˢ˷ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞˷ ˡˣ˵ˢ ˸˞ ˭ˣ˶˩˧ˤ˟ ˧ˢ˷˪˩ ˸˟ˣ˸˩˪ ˟ˣ˸˩˪ ˢ˧ˢ˧

0x1000˘ˢ ˢˡ˷˟ ˶ˣˬ˷ˮ ˢ˞˴ˣ˸ˢ ˸˞ˣ ,vector . 

¶ Destination Mode -  ˨˶˰˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞л  ˶ˣ˟˰physical ˢˡ˷˟˷ ˸˰˟ˣ˵ ˢˤ ˨˶˰ ˪˷ ˸ˣ˰ˬ˷ˬˢ .

˘ˢDestination Field  ˪˩˪ ˷˧˷ ˧ˡˣ˥˧˧ˢ ˢˢˤˬˢ ˸˞ ˢ˧ˢ˧˘ˢ ˧ˡ˧ ˪˰ ˰˟˵ˮ˷ ˢˬ˪ ˫˞˸ˢ˟ ,ˢ˟˧˪BIOS 

 ˸˞ ˫˧˶˩ˣˤ) ˸˩˶˰ˬˢ ˸˧˧˪˰ ˸˰˟coreIdentifier ˘˟ ˞˴ˬˮ˷SINGLE_CPU_DATAΚ.( 

¶ Destination Field - ˘˟ ˧˸ˬ˷˶˷ ˢˬ˪ ˫˞˸ˢ˟Destination Mode ˧ˡˣ˥˧˧ˢ ˢˢˤˬˢ ˸˞ ˪˧˩˧ ˢˤ ˢˡ˷ ,

.ˢ˟˧˪ ˪˩˪ ˷˧˷ 

 ˫˧˧˦˧˶˵ ˸ˣ˥˲ ˫ˢ˷ ˭ˣˣ˧˩ˬ ,˦˶˲˞ ˞˪ ˧ˮ˞ ˸ˣˡ˷ˢ ˶˞˷ ˪˰.˭˞˩ ˢˮ˟ˢ˪ 
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x2APIC 

ˠˮˬ˪ ˢ˲ˣ˪˥ ˞˧˟ˢ˪ ˨˶ˣ˴ˢ ˶˴ˣˮ ˭ˬˤˢ ˫˰ˮ˘ˢ ˭ˣAPIC  ˨˞ ,˫ˡ˵˸ˬ ˶˸ˣ˧ ˸˴˵ ˭ˣˮˠˮˬ˟ ˣ˸ˣ˞ ˱˧˪˥ˢ˪ˣ ˫˧˧˵ˢ

˘˪ ˧˪ˬ˧˯˵ˬ ˭ˣ˧ˬˡ ˪˰ ˶ˣˬ˷˪ ˸˞ˤ ˫˰APIC  ˸˟ˣ˸˩˪ ˢ˟˧˸˩˷ ˫ˠ ˢˬ .˧˶ˣ˵ˬˢ0xFFE00300  ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰

.˸ˮ˟ˣˬ ˞˪ˣ ˸˧˟˧˦˧ˬ˧˶˲ ˢ˪ˣ˰˲˩ ˯˲˸˧ˢ˪ ˢ˪ˣ˪˰ ˢ˵˧˯˲ ˪˷ ˢ˴˶ˢ˪ 

 ˧˸ˣ˟˶ˣ ˧˧˸ˣ˶˧˟ˠ-  ˸˞ ˣ˶˧˩ˢx2APIC˘ˢ ˪˷ ˢˤ˪ ˢˢˤ ˦˰ˬ˩ ˭ˣˮˠˮˬ˟ ˶˟ˣˡˬ !APIC ,˶ˬˣ˪˩) ˣˮ˸ˮ˧˥˟ˬˣ ,

˘ˢ ˸˟˧˸˩˟ ˷ˣˬ˧˷ ˢ˸˶ˠ˯ˬ˟hypervisor˘ˢ ˣ˟˷ ˭˲ˣ˞˟ ˵˶ ˢ˧ˢ˧ ˪ˡ˟ˢˢ (ICR  ˢˮ˟ˬˢ ˪˰ ˦˧˟ˮ ˣ˞ˣ˟ .˧ˣˮ˟

˷ˡ˥ˢ :ˣ˪˷ 

 

 :˦˧ˡ˶˵]Intel SDM, Volume 3A[ 

 ˸˰˟˶˞ ˪˩˷ ˢˡ˟ˣ˰˟ ˧ˣ˦˧˟ ˧ˡ˧˪ ˞˟ ˞ˣˢˣ ,ˣˮ˧˪˰ ˰˧˲˷˧ ˞˪ˣ ˦˰ˬ˩ ˧ˣˮ˧˷ˢ ,˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˫˸˞˷ ˣˬ˩

˘˪ ˫˧˷ˡ˵ˣˬ ˫˧ˮˣ˧˪˰ˢ ˫˧˸˟ˢDestination Field.ˢ˟˧˪ ˪˩ ˪˷ ˧ˡˣ˥˧˧ˢ ˢˢˤˬˢ ˞ˣˢ ˢˤ˷ , 
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˘˪ ˢ˟˧˸˩ˢ ˸˰˴˟˸ˬ ˡ˴˧˩ICR ˘˟x2APIC ˫˧˪˞ˣ˷ ˫˸˞Κ 

ˢ˟˧˸˩ˢ ˘˪ ˫˧˩˶˰ ˸˟˧˸˩ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟˸ˬMSR  ˣ˶˲˯ˬ˷0x830˘˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩ .Intrinsic 

 ˪˷writemsr  ˶ˠ˷˪ ˸ˮˬ ˪˰IPI- ˢ˶˧˷˧ ˢ˟˧˸˩ ˶˷˞ˬ ˢˡˬ˥ˮ ˶˸ˣ˧ ˦˰ˬ ˨˶ˡ˟ ˶˟ˣˡˬ ˵˲˯ ˞˪˪ .˫˧

.˭ˣ˶˩˧ˤ˪ !˷ˣˬ˧ˬˢ ˸˞ ˠ˧˴ˮ ˣ˞ˣ˟ ,ˢ˪˪˞˧ 

˘˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞˷ ˞ˡˣˣˮ ,˸˧˷˞˶x2APIC˭˧ˬˤ ˣˮˮ˧˞ ˭ˣˮˠˮˬˢ ˫˞ . -  ˰˴˟ˮassertion ,˭˧ˬˤ ˭˩˞ ˞ˣˢ ˫˞ .

:˨˩ ˢ˞˶ˮ ˢˤ .ˣ˸ˣ˞ ˪˧˰˲ˮ 

STATUS DetectX2APICAvailability ()  

{  

   QWORD tmp , ecx ;  

   __cpuid ( 1, 0, & tmp , & tmp , & ecx , & tmp);  

 

   return  ( ecx  & CPUID_2XAPIC_AVAILABLE) ? STATUS_SUCCESS : 

STATUS_2XAPIC_NOT_AVAILABLE;  

}  

 

VOID EnableX2APIC ()  

{  

   ASSERT( DetectX2APICAvailability () == STATUS_SUCCESS);  

   __writemsr ( MSR_IA32_APIC_BASE, __readmsr ( MSR_IA32_APIC_BASE) | ( 1 << 10) | ( 1 

<< 11));  

}  

˘ˢ ˸ˣˮ˧ˬˤ ˸˞x2APIC  ˸ˣ˰˴ˬ˞˟ ˫˧˵ˡˣ˟ ˣˮ˥ˮ˞cpuid  ˫˰main leaf  ˪˷м ̆xsub-leaf  ˪˷л˟ .˸ˣ˰˴ˬ˞ 

˦˧˟ˢ ˨˧˧ˣ˷ˬˢ ˸ˣˮ˧ˬˤ˪ x2APIC ˶ˠˣ˞˟ ecx ˘ˢ ˦˧˟ˢ)нм .˞˪ ˣ˞ ˭˧ˬˤ ˭˩˞ ˞ˣˢ ˫˞ˢ ˸˰ˡ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ (

 ˦˧˟ ˸˞ ˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞ ,˭˩ˬ ˶˥˞˪мл ̆xмм ˘˟MSR ˘ˢMSR_IA32_APIC_BASE ˷ˣˬ˧˷ˢ ,ˢˤ ˰ˠ˶ˬ ˪˥ˢ .

˘˟Standard APIC ˘˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰ ˞ˣˢˣ ,˶ˣ˯˞General Protection Exception. 

 ˸˥˧˪˷IPI :˞˟ˢ ˭˲ˣ˞˟ ˢ˷˰˧˸ 

VOID X2APICIssueIPI ( IN  QWORD destination , IN  QWORD vector , IN  QWORD 

deliveryMode , IN  QWORD lvl )  

{  

   QWORD ipi  = ( destenation  << APIC_DESTINAION_BIT_OFFSET) | deliveryMode  | 

vector  | lvl ;  

   __writemsr ( MSR_IA32_X2APIC_ICR , ipi );  

}  

 ˷˥ˮ˪ ˫˧˪ˣ˩˧ ˫˸˞˷ ˣˬ˩-  ˪˷ ˨˶˰ˢMSR_IA32_X2APIC_ICR  ˵ˣ˧ˡ˟ ˞ˣˢ0x830 ˫˧˷˶˸˪ ˫˞˸ˢ˟ ,

˘ˢˬ ˢ˪˰ˬ˪ ˣˮ˧˞˶˷manual  ˪˷Intel. 

ˢ˟˧˪ ˶ˣ˟˰˪ ˞ˣˢ ˸ˣ˷˰˪ ˶˸ˣˮ˷ ˢˬ ˪˩ ,ˢ˸˰- ˢ˧˪˞ ˶ˠ˷˪ˣ ˢ˟˧˪IPI ˘ˢ ˪ˣ˥˸˞˪ ˫ˣ˶ˠ˧˷hypervisor  ˣˮ˪˷

˘ˢ˷ ˨˩ ˪˰ ˤ˧˶˩ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˫˧˧˸˯˧ ˢˤˢ ˨˧˪ˢ˸ˢ˷ ˶˥˞˪ .ˣˤˢ ˢ˟˧˪ˢ ˪˰hypervisor  ˭˵˸ˣˬ ˣˮ˪˷

.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞˪˰ˢ˪ ˡ˧ˬ˸ˬ ˶˸ˣ˧ ˫˧˟ˣ˶˵ ˢ˧ˢˮˣ ,ˡ˟˰ˬˢ ˸ˣ˟˧˪ ˪˩ ˪˰ ˢ˩˪ˢ˩ 
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:˨˩ ˸˧˷˰ˮ ˸ˣ˟˧˪ˢ ˪˩ ˪˰ ˪ˣ˥˸˞ˢ ˸˧˧˴˵ˮˣ˲ ˸˴˶ˢ 

STATUS ActivateHypervisorOnProcessor ( IN  QWORD processorId , IN  PSINGLE_CPU_DATA 

cpuData )  

{  

   CopyMemory( APIC_FUNC_ADDRESS, ApicStart , ApicEnd  -  ApicStart );  

   X2APICIssueIPI ( processorId , 0, APIC_INIT_INTERRUPT , APIC_LEVEL_DEASSERT);  

   Sleep ( 50);  

   *( QWORD_PTR) CPU_DATA_ADDRESS = cpuData ;  

   *( QWORD_PTR)( CPU_DATA_ADDRESS + sizeof ( QWORD)) = InitializeSingleHypervisor ;  

   *( BYTE_PTR) SEMAPHORE_LOCATION = 0;  

   X2APICIssueIPI ( processorId , APIC_FUNC_ADDRESS / PAGE_SIZE, 

APIC_SIPI_INTERRUPT , APIC_LEVEL_ASSERT);  

   Sleep ( 50);  

   for ( QWORD i  = 0; i  < 0x11ffffffffffffffULL  && (*( BYTE_PTR) SEMAPHORE_LOCATION 

== 0); i ++);  

   return  *( BYTE_PTR) SEMAPHORE_LOCATION == 0 ? STATUS_APIC_SIPI_FAILED  : 

STATUS_SUCCESS;  

}  

:ˣ˸ˣ˞ ˷˶˲ˮˣ ˡ˥˧ ˢˤˢ ˡˣ˵ˢ ˪˰ ˪˩˸˯ˮ .˪˪˩ ˳˥˪˧ˢ˪ ˢˬ ˭˧˞ 

˯ˬ ˸˟ˣ˸˩˪ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˫˧˵˧˸˰ˬ ˣˮ˥ˮ˞ ,ˢ˪˧˥˸ ˧ˡ˧ ˪˰ ˶ˡˠˣˬ ˢ˪˷ ˨˶˰ˢ˷ ,˭ˣ˶˩˧ˤ˟ ˸ˬ˧ˣ

APIC_FUNC_ADDRESS ˫˧˵˧˸˰ˬ ˣˮ˥ˮ˞˷ ˡˣ˵ˢˬ ˫˷˶˸ˢ˪ ˣ˪˩ˣ˸ .˭˞˩  ˞˪˷ ˧˸˶˥˟ ˭˩˪ ,˨ˣ˶˞ ˦˰ˬ ˞ˣˢ)

 ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ,˭˩ˬ ˶˥˞˪ .(˭˞˩ ˣ˸ˣ˞ ˠ˧˴ˢ˪INIT  ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˢˤ .˫˧˪˥˸˞ˬ ˣˮ˞ ˢ˸ˣ˞˷ ˢ˟˧˪ˢ ˪˰

.ˢ˪˰ˬ˪ ˣˮˠ˴ˢ˷ ˢ˧˴˵ˮˣ˲ˢ 

ˡ˰˴ˢ  ˳ˣ˶˧ ˡˣ˵ˢ ˢ˧˪˰ ˢ˟˧˪˪ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˶˧˟˰ˢ˪ ˞ˣˢ ˞˟ˢ-  ˢˮ˟ˬˢ ˸˞ ˢˤ ˡ˥˞ˢ

SINGLE_CPU_DATA ˢˣ ,ˢ˧˪˞ ˨˧˧˷ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣˢ ˧ˮ˷InitializeSingleHypervisor 

˘˪ ˪ˣ˥˸˞ˢ ˸˞ ˢ˷ˣ˰˷)VMCS.(˱ˣ˯ˢ ˡ˰ˣ ˢ˪˥˸ˢˢˬ , 

 ˭˧˰ˬ ˣˮ˪ ˫˧˶˴ˣ˧ ˫ˠ ˣˮ˥ˮ˞lock ˘˩ ˢ˶˧ˡˠˬ ˸˧˥˩ˣˮˢ ˢ˟˧˪ˢ˷ ,˧˟˧˦˧ˬ˧˶˲л ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞ ˢ˧˪˞˷ ˢ˟˧˪ˢˣ ,

IPI  ˸ˣ˧ˢ˪ ˢˤˢ ˨˶˰ˢ ˸˞ ˸ˣˮ˷˪ ˠ˞ˡ˸м .˪ˣ˥˸˞ˢ ˸˞ ˸ˬ˧˧˯ˬ ˞˧ˢ ˶˷˞˩  ˸˧˥˩ˣˮˢ ˢ˟˧˪ˢ ˢ˷˰ˬ˪ ˨˩

.˫˧˧˸˯˧ ˪ˣ˥˸˞ˢ ˶˷˞ ˡ˰ ˲ˣ˪˪ ˸˯ˮ˩ˮ 

 ˫˧˷˥ˮˬ ˧˞ˡˣ ˫˸˞˷ ˣˬ˩- :˨˩ ˷ˬˬ ,˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˪˩ ˶ˣ˟˰ ˟ˣ˷ˣ ˟ˣ˷ ˞˶˵˧˸ ˣˤˢ ˢ˶ˠ˷ˢ 

for ( QWORD i  = 1; i  < numberOfCores ; i ++)  

   ASSERT( ActivateHypervisorOnProcessor ( processorIdentifires [ i ], sharedData -

>cpuData [ i ])  == STATUS_SUCCESS);  

   // Initialize hypervisor on BSP  

   InitializeSingleHypervisor ( sharedData - >cpuData [ 0]);  

˘ˢ) ˸˧˥˩ˣˮˢ ˢ˟˧˪˪ ˦˶˲ ,˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˪˩ ˶ˣ˟˰ ˪ˣ˥˸˞ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞BSP˘ˢ˷ ˶˥˞˪ .(BSP  ˠ˞ˣˡ

 ˶ˠ˷˪IPI ˘˪ ˢ˶˧˷˧ ˢ˞˧˶˵ ˧ˡ˧ ˪˰ ˣˬ˴˰˟ ˪ˣ˥˸˞ˢ ˸˞ ˰˴˟ˬ ˞ˣˢ ,˸˩˶˰ˬ˟ ˸ˣ˟˧˪ˢ ˪˩ ˸˞ ˪˥˸˞˧˷

InitializeSingleHypervisor. 

 

https://github.com/amiryeshurun/HyperWin/blob/master/native-hypervisor/bios/apic_asm.asm
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˭ˣ˶˩˧ˤˢ ˸˲ˬ ˱ˣ˧ˤ 

 ˪˷ ˭ˣ˷˞˶ˢ ˵˪˥˟ ˧˸˶˞˧˸˷ ˣˬ˩ .ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ ˣˮ˪ ˢˮ˵ˬ˷ ˥ˣ˩˟ ˢˮˣ˷˞˶˪ ˷ˬ˸˷ˢ˪ ˭ˬˤˢ ˰˧ˠˢ

 ˰˴˟ˮ ˢ˴˶ˮ ,˶ˬ˞ˬˢhook ˸˲ˬ ˸˞ ˢ˶˧˟˰ˬ˷ ˢ˵˧˯˲ˢ ˪˰  ˸˞ ˢ˪ ˶˧˟˰ˮˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˭ˣ˶˩˧ˤˢ

˘ˢ ˣ˟ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ˢ ˸˞ ˣˮ˶˸˯ˢ˷ ˫˧˶˩ˣˤ) ˫ˡˣ˵ˢ ˵˪˥˟ ˣˮ˲˧˧ˤ˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬhypervisor  ˢ˷ˣ˰

˷ˣˬ˧˷Κ˘ˢ ˸ˣ˵˧˯˲ ˣ˟ ˭˲ˣ˞˟ ˫˧˞˧˵˟ ˸ˣ˧ˢ˪ ˨˶˦˴ˮ ,ˢˤ ˸˞ ˸ˣ˷˰˪ ˡ˴˧˩ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ .(BIOS ˘˟ ˸ˣˡ˟ˣ˰

real address mode ˣ˟ ˭˲ˣ˞ˢ ˪˰ ˢ˶˴˵˟ ˶˧˟˯˞ ..ˣ˪˞ ˸ˣ˵˧˯˲ ˸ˣ˪ˢˣˮˬ 

˘ˢ ,ˢˮˣ˷˞˶˪ ˢ˪ˣ˰ ˟˷˥ˬˢ ˶˷˞˩BIOS  ˸˩˶˰ˬ ˵˲˯ˬ ˶ˬ˞ˬˢ ˪˷ ˫ˡˣ˵ˢ ˵˪˥˟ ˣˮ˧˞˶˷ ˣˬ˩input-

output  ˶˟˰ˬ .˸˩˶˰ˬ˟ ˢ˶ˬˣ˥ˢ ˧˟˧˩˶ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˸˪˟˵˪ ˸˧˪ˬ˧ˮ˧ˬ ˸˧˸˷˸ ˵˲˯ˬ ˫ˠ ˞ˣˢˣ ,˸˧˪ˬ˧ˮ˧ˬ

˘ˢ ,ˣ˪˞ ˫˧˟ˣ˷˥ ˫˧ˡ˧˵˲˸ ˧ˮ˷˪BIOS  ˶˴ˣ˧IVT -  ˪˷ ˶ˣ˴˧˵Interrupt Vector Table  ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷

 ˸˧ˤ˧˲ˢл ˘ˢ ˪˷ ˭ˣ˷˞˶ˢ ˦˧˟˟ ˷ˬˬ ,˭˩ ˭˩)RAM.( 

˘ˢIVT :˨˩ ˧ˣˮ˟ 

 

 :˦˧ˡ˶˵]osdev[ 

 ˸˯˲ˣ˸ ˢ˵˧˯˲˪ ˢ˧˧ˮ˲ˢ ˪˩п  ˢˡˣ˵˲ˢ ˸˰˴˟˸ˬ ˶˷˞˩ˣ ,˭ˣ˶˩˧ˤ˟ ˫˧˸˟int X ˡˣ˵˪ ˳˲ˣ˵ ˣˮ˪˷ ˡ˟˰ˬˢ ,

˘˟ ˞˴ˬˮ ˡ˟˰ˬˢ˷ ˧˞ˮ˸˟ ˭ˣ˩ˮ ˭˞˩ ˶ˣˬ˞ˢ ˪˩) ˣ˪ ˢ˶ˣˬ ˣˤˢ ˢ˪˟˦ˢ˷real address mode sx˘ˢ ˣ˪ ˶ˡˠˣIVT 

.(ˢ˩˪ˢ˩ 
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˘ˢ˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˶˟ˡˢ ˡ˥˞HAL ˧˵)˴ ˪˷ ˶ˣHardware Abstraction Layer ˪˷ (Windows  ˸˰˟ ˢ˷ˣ˰

 ˰˴˟˪ ˢˤ ˸˩˶˰ˬˢ ˸˧˧˪˰int 0x15 ˢ˩˲ˢ ˞˧ˢ ˨˞ ,˪˽ˮˢ ˢ˪˟˦˟ ˢ˰˧˲ˣˬ ˢˮˮ˧˞ ˫ˮˬ˞ ˣˤˢ ˢ˵˧˯˲ˢ .

˘ˢ˷ ˣˤ˩ ˢˬ˶˟ ˦˶ˡˮ˦˯˪kernel  ˪˰ˬ ˸ˣ˴˶ ˶˷˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˪˷BIOS .ˣ˟ ˸ˣ˷ˬ˸˷ˬ 

˘ˢ ˸˞ ˰˴˟˪ ˨˧˞ ˪˰ ˡ˥˧ ˟ˣ˷˥ˮ˷ ˧ˮ˲˪hook  ˪˰int 0x15 ˸˧ˬ˧ˮ˲ˢ ˢ˵ˣ˪˥ˢ ˸˧˞˶ˮ ˡ˴˧˩ ˭˧˟ˢ˪ ˨˶˦˴ˮ ,

˘ˢ ˪˷ ˞˸ ˪˩˟IVT ˘˟ ˰˲ˣˬ ˪˩ ˪˷ ˫˧˸˟ˢ ˸˰˟˶˞ ˫˧˧ˣˮ˟ ˡ˴˧˩ ,˶ˬˣ˪˩)IVT ˢ˧˧ˮ˲ˢ ˫˷ ˭˧˞ ,˪˰ˣ˲˟ .(

˘˪ ˸˧ˬ˧ˮ˲ ˢ˵ˣ˪˥ ˷˧ ˞˪˞ ,˭ˣ˶˩˧ˤ˟ ˢ˶˧˷˧ ˸˟ˣ˸˩˪н  :˫˧˵˪˥segment ̆xoffset: 

 

 :˦˧ˡ˶˵]osdev[ 

 :˸˟ˣ˸˩˪ ˢ˴˧˲˵ ˰˴˟˧ ˡ˟˰ˬˢ ,˶ˬˣ˪˩segment * 0x10 + offset ˘ˢ ˭ˣˮˠˮˬ ˪˰ˣ˲ ˨˩)segmentation ˘˟

real mode.( 

˘˟ ˞˸ˣ ˞˸ ˪˩ ˧ˣˮ˟ ˡ˴˧˩ ˫˧ˮ˧˟ˬ ˶˟˩ ˣˮ˥ˮ˞˷ ˣ˧˷˩˰IVT˘˪ ˽ˢ˴˧˲˵˽ ˰˴˟˸˸˷ ˨˩ ˣ˸ˣ˞ ˸ˣˮ˷˪ ˢ˴˶ˮ ,

hypervisor ˘˪ ˫ˣ˶ˠ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩ .˸˲˧˧ˣˤˬˢ ˢ˟ˣ˷˸ˢ ˸˞ ˵˲˯˧˷ ˣˮ˪˷vm-exit  ˨˩ ,˫ˣˤ˧ ˭˲ˣ˞˟

 ˢ˧˴˵ˮˣ˲˟˷HandleVmExitEx  ˰˴˟˸ˢ ˵ˣ˧ˡ˟ ˧˸ˬ ˸ˣˢˤ˪ ˰ˡˮvm-exitˢˤ˩ ˶˟ˡ˪ ˫ˣ˶ˠ˪ ˭˸˧ˮ ˡ˴˧˩ .Κ 

 ˸˞˶˵ˮˢ ˢˡˣ˵˲ ˸ˬ˧˧˵ ,ˣˮ˪ˤˬ˪vmcall  ˢˡˣ˵˲˪ ˡˣ˞ˬ ˢˬˣˡ ˭˲ˣ˞˟ ˸˪˰ˣ˲ˢsyscall˴˧˟˪ ˸˧˞˶˥˞ ˶˷˞ , ˰ˣ

˘ˬ ˶˟˰ˬˢuser mode ̆˪kernel mode . 

 ˢˡˣ˵˲ˢvmcall ˘˪ ˸ˬ˶ˣˠvm-exit ˫˰ ,exit reason  ˪˷EXIT_REASON_VMCALL˸˞ ˢˢˤˮ ˶˷˞˩ .exit 

reason ˘˟ ˢˤhypervisor ˶ˠˣ˞ˢ ˫˞ˢ ,˶ˬˣ˪˩) ˢ˞˧˶˵ˢ ˢ˰˧ˠˢ ˭˩˧ˢˬ ˵ˣˡ˟ˮ ,ip  ˪˷ ˸˟ˣ˸˩ˢ ˪˰ ˰˧˟˴ˬ

˘ˢhook ˘˪ ˧ˢ˷˪˩ ˢ˞˧˶˵ ˢ˰˴˟˸ˢ˷ ˭ˬ˧˯ ,˭˩ ˫˞ .(ˣˮ˪˷int 0x15 ˥ˣ˦˟ ˞˪ ˭˧˧ˡ˰ ˢˤ ˟˪˷˟˷ ˟˪ ˣˬ˧˷ .

 ˢ˰˴˧˟ ˞˧ˢ˷ ˭˩˸˧˧ ˞˪˞ ,˭ˣ˶˩˧ˤˢ ˸˲ˬ ˸˞ ˢ˷˵˧˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷int 0x15  .˭˧˦ˣ˪˥˪ ˸˶˥˞ ˢ˶˦ˬ˟ 

 ˪˷ ˨˶˰ˢ ˸˞ ˵ˣˡ˟ˮ ,˭˩˪eax˘˟ ˨˶˰ˢ ˫˞ ;eax  ˞ˣˢ0xE820˪˟˵˪ ˢ˸˯˧ˮ ˭˩˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˭ˬ˧˯ , 

˘ˢˬ ˭ˣ˶˩˧ˤˢ ˸˲ˬ ˸˞BIOS˘˪ ˢ˶ˤ˥ ˶ˣˤ˥ˮˣ ˸˲˧˧ˣˤˬˢ ˢ˲ˬˢ ˸˞ ˢ˪ ˵˲˯ˮ ˣˮ˥ˮ˞ .guest˘˟ ˨˶˰ˢ ˫˞ .eax 

 ˞˪ ˞ˣˢ0xE820˘ˢ ˸˞ ˶˧ˤ˥ˮ ˦ˣ˷˲ ,guest  ˪˷ ˸˧˸˧ˬ˞ˢ ˸˟ˣ˸˩˪int 0x15  ˧˶ˣ˵ˬˢ ˢ˵˧˯˲ˢ ˡˣ˵˪ ˭˸ˮˣ

˘ˢ ˪˷ ˸˲˯ˣˮ ˸ˣ˟˶˰˸ˢ ˞˪˪ ,ˢ˞˧˶˵˟ ˪˲˦˪hypervisor. 
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˘ˢ ˸˞ ˨ˣ˶˰ˮ ˣ˞ˣ˟ ,˸˧˷˞˶IVT :ˣˮˮˣ˴˶˩ 

STATUS SetupE820Hook( IN PSHARED_CPU_DATA sharedData)  

{  

   DWORD_PTR ivtAddress = PhysicalToVirtual( 0);  

   QWORD segment = ( ivtAddress[ 0x15] >> 16) & 0xffffULL;  

   QWORD offset = ivtAddress[ 0x15] & 0xffffULL;  

   BYTE vmcall[]  = { 0x0f, 0x01, 0xc1 };  

   CopyMemory( E820_VMCALL_GATE, vmcall, 3);  

   ivtAddress[ 0x15] = E820_VMCALL_GATE;  

   sharedData- >int15Offset = offset;  

   sharedData- >int15Segment = ( segment << 4);  

   return STATUS_SUCCESS;  

}  

˘˟ ˫˧˧˥˩ˣˮˢ ˫˧˩˶˰ˢ ˸˞ ˫˧˶ˬˣ˷ ˣˮ˥ˮ˞ ˪˩ ˫ˡˣ˵IVT ˸ˣ˵˧˯˲ ˫˷˪ ˸ˣˮ˲ˢ˪ ˸ˮˬ ˪˰ ,0x15 ˘˟ ˨˶˰ ˫˰eax 

 ˞˪ ˞ˣˢ˷0xE820 ˰ˣ˟˵ˢ ˨˶˰˪ ˢˣˣ˷ ˢ˩˶˰˷) ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˧ˢ˷ˣˤ˧˞˪ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞ ˭˩ˬ ˶˥˞˪ ˡ˧ˬ .

E820_GATE_CALL ˞ˣˢ ˣ˪˷ ˨˶˰ˢ ,˪˰ˣ˲˟ .0xfffc -  ˪˩˟ ˶ˣ˥˟˪ ˶˷˲˞ ˢ˧ˢ .˸ˡ˥ˣ˧ˬ ˢ˟˧˯ ˫ˣ˷ ˨˩˪ ˭˧˞

 ˞˪ ˞˧ˢ˷ ˸˟ˣ˸˩reserved ˘ˢ ˧ˡ˧ ˪˰BIOS˘ˢ ˸˞ (opcode  ˪˷vmcall˘ˢ ˪˷ ˨˶˰ˢ ˸˞ ˫˧ˮ˷ˬˣ ,IVT 

˘ˢ ˫ˣ˵ˬ˟0x15 ˘ˢ ˸ˡˣ˵˲ ˸˞ ˣˮ˪˸˷ ˢ˟ ˸˟ˣ˸˩˪ ˰˧˟˴ˢ˪vmcall ˘ˢ˷ ˟˪ ˣˬ˧˷)segment  ˞ˣˢл ˭ˣˣ˧˩ˬ ,

˘˟ ˸˯ˮ˩ˮ ˸˟ˣ˸˩ˢ˷мс ˘˟ ˨˶ˣ˴ ˭˧˞ˣ ,˫˧˦˧˟segment.( 

˘˟ ˡˣ˵ˢ ˸˞ ˢ˞˶ˮ ,ˢ˸˰HandleVmExitEx  ˪˷ ˢ˶˵ˬ˟ ˪˲˦˸˷EXIT_REASON_VMCALL: 

case EXIT_REASON_VMCALL:  

{  

HandleVmCall( guestState);  

       break;  

}  

 ˢ˧˴˵ˮˣ˲˟ ˞˴ˬˮ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˢˬ ,˭˟ˣˬ˩ˣHandleVmCall: 

STATUS HandleVmCall( IN PCURRENT_GUEST_STATE data)  

{    

   PREGISTERS regs = & data- >guestRegisters;  

   if( regs- >rip == E820_VMCALL_GATE)  

   {  

       if( regs- >rax == 0xE820)  

       {  

           BOOL carrySet = FALSE;  

           if( regs- >rbx >= data- >currentCPU- >sharedData- >memoryRangesCount)  

           {  

               carrySet = TRUE;  

               goto EmulateIRET;  

           }  

           regs- >rax = E820_MAGIC;  

           regs- >rcx = ( regs- >rcx & ~( 0xffULL)) | 20;  

           CopyMemory( vmread( GUEST_ES_BASE) + ( regs- >rdi & 0xffffULL),  

               &( data- >currentCPU- >sharedData- >allRam[ regs- >rbx++]), sizeof( E820_LIST_ENTRY));  

           carrySet = FALSE;  

           if( regs- >rbx == data- >currentCPU- >sharedData- >memoryRangesCount)  

               regs- >rbx = 0;  

EmulateIRET:  

           regs- >rip = ( DWORD)(*( DWORD_PTR)( vmread( GUEST_SS_BASE) + regs- >rsp));  

           WORD csValue = *( WORD_PTR)( vmread( GUEST_SS_BASE) + regs- >rsp + 2);  

           WORD flags = *( WORD_PTR)( vmread( GUEST_SS_BASE) + regs- >rsp + 4);  

           if( carrySet)  
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               flags |= RFLAGS_CARRY;  

           else 
               flags &= ~( RFLAGS_CARRY);  

           __vmwrite( GUEST_CS_BASE, csValue << 4);  

           __vmwrite( GUEST_CS_SELECTOR, csValue);  

           regs- >rsp += 6;  

           return STATUS_SUCCESS;  

       }  

       regs- >rip = data- >currentCPU- >sharedData- >int15Offset;  

       __vmwrite( GUEST_CS_BASE, csValue << 4);  

       __vmwrite( GUEST_RFLAGS, flags);  

       __vmwrite( GUEST_CS_SELECTOR, csValue);  

 

       return STATUS_SUCCESS;  

   }  

 

   return STATUS_UNKNOWN_VMCALL;  

}  

 ˶ˠˣ˞˟˷ ˨˶˰ˢ ˪˰ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ ˸˧˷˞˶eax ˞˪ ˞ˣˢ ˫˞ .0xE820 ˨˶˰ˢ ˫˞ .ˢ˟ ˫˧˪˲˦ˬ ˞˪ ˣˮ˥ˮ˞ ,

 ˭˩˞ ˞ˣˢ0xE820 ˢ˵˧˯˲ˢ ˸ˡ˟ˣ˰ ˡ˴˧˩ ˶˩ˣˤ ˧˞ˡˣ ˫ˡˣ˵ˢ ˵˪˥ˢ ˸˞ ˞˶˵˷ ˫˩ˬ ˧ˬ ;˭˷˵˞ˢ ˪˩ ˪˧˥˸ˬ ˤ˞ ,

int 0x15 ˸˪ˣ˰˲ ˸˞ ˳˪ˬ˯˪ ˢˤ ˢ˷˰ˬ˪ ˭˞˩ ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˢˬ .ˢ˟ˣ˷˸ˢ ˸˞ ˢ˶˧ˤ˥ˬ ˞˧ˢ ˡ˴˧˩ˣ ,

˘ˢˬ ˞˟ˢ ˶˟˧˞ˢ ˸˞ ˫˧˶˧ˤ˥ˬ ˣˮ˥ˮ˞ ˫˰˲ ˪˩˟ˣ ,ˢ˵˧˯˲ˢmemoryRange  ˵˪˥˟ ,˭˩ ˫ˠ) ˡ˴˟ ˣˮ˶ˬ˷˷

˘ˢ ˸˞ ˶˧ˤ˥ˢ˪ ˷˧ ,ˢ˵˧˯˲ˢ ˭˩ˣ˸˟ ˫˧˪˲˦ˬ ˣˮ˥ˮ˞˷ ˶˥˞˪ .(˶ˬ˞ˬˢ ˪˷ ˫ˡˣ˵ˢguest  ˧ˮ˲˪˷ ˢˡˣ˵ˮ˪ ˳ˣ˶˪

 ˢˡˣ˵˲ˢ ˸˞ ˳˪ˬ˯˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩ .ˢ˞˧˶˵ˢiret ˸˵˧˯˲ ˪˩ ˱ˣ˯˟ ˸˞˴ˬˮ ˶˷˞ ,real 

mode-˘ˢˬ ˢ˞˧˴ˣˬ ˣˤˢ ˢˡˣ˵˲ˢ ˪˰ˣ˲˟ .˸˧stack ˥ˢ ˨˶˰ˢ ˸˞ ˪˷ ˷ˡip ˪˷ ˨˶˰ˢ ˸˞ ,sp  ˶ˠˣ˞ ˪˷ ˫ˠˣ

˘ˢ ˶˥˞˪˷ ˸ˣ˶ˣ˷˟ .˫˧˪ˠˡˢlabel ˽ ˞˶˵ˮ˷EmulateIRET ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˢˬ ˵ˣ˧ˡ˟ ˢˤ ˽-  ˸˞ ˫˧˞˧˴ˣˬ

˘ˢˬ ˫˧ˬ˧˞˸ˬˢ ˫˧˩˶˰ˢstack .˫˧ˬ˧˞˸ˬˢ ˫˧˶ˠˣ˞˪ ˢˬ˷ˢ ˫˧˰˴˟ˬˣ 

 

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˮ˧˰˦ 

ˬ ˸ˮ˧˰˦ ˪˰ ˶˟ˡˮˣ ˷ˠ˧ˮ˷ ˧ˮ˲˪ .ˣˮ˪˷ ˢˮˣ˶˥˞ˢ ˨˶ˡˢ ˭˟˞˪ ˣˮ˰ˠˢ ˫ˣ˩˧˯ ˢ˷˰ˮ ,˵˯˧ˡˢˬ ˢ˪˰˲ˢˢ ˸˩˶˰

:ˢ˩ ˡ˰ ˣˮ˧˷˰˷ ˫˧˶˟ˡˢ ˪˷ 

¶ ˘ˢ ˸˞ ˣˮ˪˥˸˞hypervisor ˘ˢ ˞˪ ˭ˢ˷ ˸ˣ˟˧˪ˢ ˪˩ˣ ,ˡ˟˰ˬˢ ˸ˣ˟˧˪ ˪˩ ˪˰BSP  ˸ˣ˩˥ˬˣ ˽˸ˣˮ˷˧˽

˘˟ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˸ˣ˟˧˪ˢ ˪˩ ˪˰ ˰ˠ˶˩ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˽˰ ˪ˣ˥˸˞˪guest state˘ˢ˷˩ˣ ,HAL  ˪˷

Windows ˘ˢ ˪˰ˬ ˳ˣ˶˧ ˞ˣˢ ,˪ˣ˥˸˞ ˰˴˟˧hypervisor  ˭ˣˮˠˮˬ ˸ˣ˰˴ˬ˞˟ ,˸ˣ˟˧˪ˢ ˪˩ ˪˰ ˶˟˩ ˪˥˸ˣ˞˷

˘ˢAPIC. 

¶  ˣˮ˪˸˷hook  ˢ˵˧˯˲ˢ ˪˰int 0x15˘ˢ˷ ˨˩ ,hypervisor  ˧ˬ ˪˩˪ ˸˲˧˧ˣˤˬˢ ˭ˣ˶˩˧ˤˢ ˸˲ˬ ˸˞ ˵˲˯˧

.ˢ˵˧˯˲˟ ˷ˣˬ˧˷ ˰˴˟ˬ˷ 

¶ .ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ ˪˷ ˢˮ˧˵˸ ˢ˴˧˶˪ ˫˧˧˥˶˩ˢˢ ˫˧ˮˣ˷ˢ ˫˧ˮˣ˸ˮˢ ˧ˮ˟ˬ ˪ˣ˥˸˞ˣ ˫ˣ˧˵˪ ˣˮˠ˞ˡ 

ˢ ˰˧ˠˢ ˢ˸˰˘ˢ ˪˰ˬ ˳ˣ˶˸˷ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˭ˣ˰˦˪ ˭ˬˤhypervisor !˞˧˷ ˸ˣ˷ˠ˶˸ˢ ˷ˬˬ .ˣˮ˪˷ 
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BIOS vs. UEFI 

˘ˢ˷ ˣ˸˪˧˥˸˟ ˢˮ˦˵ ˢ˶˰ˢ ˧˸ˬ˷˶ ,˶ˬ˞ˬˢ ˪˷ ˭ˣ˷˞˶ˢ ˵˪˥˟hypervisor  ˸ˣ˩˶˰ˬ˟ ˢ˩˧ˬ˸ ˫˰ ˟˸˩ˮ

BIOS ˘˟ ˢ˩˧ˬ˸ ˞˪˪ˣ ,ˡ˟˪˟UEFI˪˩˟ ˪˟˞ ,˫˧˧ˮ˷ˢ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˪˰ ˡˣˬ˰˪ˣ ˵ˬˣ˰˪ ˯ˮ˩˧ˢ˪ ˨˪ˣˢ ˞˪ ˧ˮ˞ . 

.ˢˮˣˣ˩ˢ ˢˬ˪ ˶˧˟˯ˢ˪ ˢ˯ˮ˞ ˫˧˪˧ˬ ˢˬ˩˟ ˸˞ˤ 

˘˪ ˡ˰нллр-нллс ˘ˢfirmware ˘ˢ ˵ˣ˷˟ ˶˸ˣ˧˟ ˳ˣ˲ˮˢPCs ˘ˢˬ ˶˥˞ ˞˪ ˢ˧ˢBIOS ˵˪˥˟ ˧˸ˬ˷˶˷ ˣˬ˩ .

ˢ˶ˬˣ˥ ˟˧˩˶˟ ˶˟ˣˡˬ ,˫ˡˣ˵ˢ- ˞ˣˢˣ ,˟˷˥ˬ˟ ˢ˶ˬˣ˥ˢ ˧˟˧˩˶ ˪˷ ˧˪ˬ˧ˮ˧ˬˣ ˧˯˧˯˟ ˪ˣ˥˸˞˪ ˠ˞ˣˡ˷ ˢˮ˩ˣ˸

 ˵˷ˬˬ ˫ˠ ˪˪ˣ˩input ̆xoutput˘ˢ .BIOS ˥˧ˢ˪ ˪˥ˢ˘˟ ˶˟˩ ˽˧˟˧˦˧ˬ˧˶˲˽ ˧˪˩˩ ˟˷нллр-нллс ˢ˲ˣ˵˸˟ˣ ,

 ˫˰ ˫ˢ˧˶˴ˣˬ ˸˞ ˶ˣ˩ˬ˪ ˣ˪˥ˢ ˢ˶ˬˣ˥ˢ ˸ˣ˧ˮ˶˴˧ ˣˤUEFI ˘ˢ ˫ˣ˵ˬ˟BIOS ˘˪ ˨˲ˢ˷Legacy ,ˣ˸ˮ˧˥˟ˬ .

˘˪ ˵˯˧ˡˢˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˽˫˧˪˰ˬ˽ ˣ˟ ˭˲ˣ˞˟ ˞ˣˢ ˫˧˧ˮ˷ˢ ˭˧˟ ˧˶˵˧˰ˢ ˪ˡ˟ˢˢRAM  ˫ˮ˷˧˷ ˭˟ˣˬ˩)

 ˫˧˪ˡ˟ˢ ˫˧˟˶ˣ˞ ˭˧˧ˮ˰ˬ˷ ˢˬ ˢˤ ˨˞ ,˫˧˲˯ˣˮ˘ˢ ˵ˣ˧ˡ˟ ˨˧˞ ˭˧˟ˮ ˣ˞ˣ˟ .(˸˧˥˩ˣˮˢ ˭ˬˤˢ ˸ˡˣ˵ˮ˟ ˣˮ˸BIOS 

 ˸˞ ˭˰˦ˮ ˣˮ˥ˮ˞ˣ ,˵˯˧ˡ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˣˮ˶ˣ˟˰ ˭˰ˣ˦Windows .˭˲ˣ˞ˢ ˣ˸ˣ˞˟ ˷ˬˬ 

 

MBR 

˘ˢMBR  ˞ˣˢ˷ ˵˯˧ˡ˟ ˭ˣ˷˞˶ˢ ˶ˣ˦˵˯ˢ ˢ˷˰ˬ˪ ˞ˣˢBIOS bootable ˪˷ ˶ˣ˴˧˵ ˫ˢ ˸ˣ˟˧˸ˢ ˧˷˞˶ˣ ,

Master Boot Record ˞ˣˢ˷ ˵˯˧ˡ ˪˩˟ .bootable ˘ˢ ˦˧˶˲˸˟ ˣ˸ˣ˞ ˶ˣ˥˟˪ ˶˷˲˞ ,˶ˬˣ˪˩)boot ˘ˢ ˪˷

BIOS ˪˧˩ˬ ˭ˣ˷˞˶ˢ ˶ˣ˦˵˯ˢ ,(рмн ˘˪ ˸ˣˮˣ˷ ˸ˣ˞˯˶ˠ ˶˲˯ˬ ˷˧ ˧˩ ˟˪ ˣˬ˧˷) ˞˟ˢ ˭˲ˣ˞˟ ˫˧˵˪ˣ˥ˬˢ ˫˧˸˟

MBR˘˟ ˭˞˩ ˭ˣˡˮ ˣˮ˥ˮ˞ ,MBR :(˧˯˞˪˵ˢ 

¶ ппс ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ˘ˢ .˟˷˥ˬˢ ˪˷ ˢ˵˪ˡˢˢ ˶ˣ˸˲˩ ˪˰ ˳˥˪ˮ ˶˷˞˩ ˳ˣ˶˧˷ ˡˣ˵˟ ˶˟ˣˡˬ ˫˴˰˟ :

BIOS  ˶ˠˣ˞ˢ ˸˞ ˢˮ˲ˬˣ ˭ˣ˶˩˧ˤ˪ ˢˤˢ ˡˣ˵ˢ ˸˞ ˭˰ˣ˦ip .ˣ˪˞ ˫˧˸˟ ˸˞ ˭˰˦ ˞ˣˢ ˢ˧˪˞ ˸˟ˣ˸˩˪ 

¶ мс  *п ˫˧˞˟ˢ ˫˧˸˟ (˶˸ˣ˧ˢ ˪˩˪) ˪˰ ˰ˡ˧ˬˢ ˞˴ˬˮ ˭˞˩ :п entries partition  ˞˪ ˧ˮ˞ .˧˥˩ˣˮˢ ˵˯˧ˡ˟

ˬ ˫ˢ˧˪˰ ˦˶˲˞˘ˢˬ ˵˪˥ ˫ˢ˷ ˸˰ˡ˪ ˟ˣ˷˥ ˪˟˞ ,ˣˮ˪ ˫˧˦ˮˣˣ˪˶ ˸ˣ˥˲ ˫ˢ˷ ˭ˣˣ˧˩MBR. 

¶ н ˫˧ˮˣ˶˥˞ ˫˧˸˟˘ˢ ˪˷ ˫˧ˮˣ˶˥˞ˢ ˫˧˸˟ˢ ˧ˮ˷˟ :MBR  ˷˧signature ˘˪ ˶ˣˤ˰˪ ˣˡ˧˵˲˸˷BIOS  ˭˧˟ˢ˪

 ˞ˣˢ ˧˥˩ˣˮˢ ˵˯˧ˡˢ ˧˩bootable ˞ˣˢ ˢˬ˧˸˥ˢ ˨˶˰ .0xAA55. 

 

˘ˢ ˡ˧˵˲˸ ,˶˟˯ˢˢ ˧ˡ˩ ˨ˣ˸ ˧˸˶˩ˤˢ˷ ˧˲˩BIOS  ˪˩ .˦ˣ˷˲ ˡˣ˞ˬ ˞ˣˢ˘ˢ ˸˞ ˭ˣ˰˦˪ ˞ˣˢ ˸ˣ˷˰˪ ˣ˧˪˰˷MBR 

˘˟ ˣ˸ˣ˞ ˫˵ˬ˪ˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˟˷ˣ˧ ˣ˧˪˰˷ ˵˯˧ˡˢˬRAM˘ˢ ,˪˰ˣ˲˟ .BIOS ˘ˢ ˸˞ ˭˰˦˧MBR  ˡ˧ˬ˸

 ˞˧ˢˣ ,˸˟ˣ˸˩ˢ ˢ˸ˣ˞˪0x7c00 ˸ˣ˟˧˯ˬ ˶˵˧˰˟ ˰˟ˣˮ ˢˤ ˞˪˞ ,ˣˤˢ ˸˟ˣ˸˩˟ ˢ˶˧˥˟˪ ˸˧˸˧ˬ˞ ˸ˣ˰ˬ˷ˬ ˭˧˞ .

 ˢˤ ˪˰ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ .˸ˣ˧˶ˣ˦˯˧ˢ˭˞˩. 

 ˸˞ ˫˷ˬ ˭ˣ˰˦˪ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˮ˵˸ˣˬ ˣ˧˪˰ ˵˯˧ˡˢ ˸˞ ˞ˣ˴ˬ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˰ ,˨˩ ˫˞

 (˸˧ˤ˧˲ˢ) ˸˟ˣ˸˩˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ˣ ,˭ˣ˷˞˶ˢ ˶ˣ˦˵˯ˢ0x7c00!˨˶ˡ˪ ˞˴ˮ ˣ˞ˣ˟ ;ˡˣ˞ˬ ˦ˣ˷˲ ˰ˬ˷ˮ . 

https://en.wikipedia.org/wiki/Master_boot_record#PTE
https://www.glamenv-septzen.net/en/view/6
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˵˯˧ˡˢˬ ˫˧ˮˣ˸ˮ ˸˞˧˶˵ 

 ˦˰ˬ˩˷ ˦˪˥ˢ˟ ˶˧˟˯ ˧ˣ˩˧˯ ˫˰ ˢˡˣ˟˰ ˫ˮˬ˞ .˫˧˶ˣ˦˵˯ ˵˯˧ˡˢˬ ˶˧˷˧ ˭˲ˣ˞˟ ˣˮ˞˶˵ ˞˪ ˫˪ˣ˰ˬ ˣˮ˪ˣ˩

 ˞˪ ˫˪ˣ˰ˬ˷ ˥˧ˮˢ˪ ˶˧˟˯ ˨˞ ,˵˯˧ˡˢˬ ˫˧ˮˣ˸ˮ ˪˷ ˢ˞˧˶˵ ˟˶˰ˬ ˞ˣˢ ˫ˠˣ ˡˣ˞ˬ ˳ˣ˲ˮ ˣˢ˷ˬ ˢˤ ˫˧˴˟˵

˘ˢ ,ˢ˟˶ˢ ˣˮ˸˥ˬ˷˪ .˭ˣ˶˩˧ˤ˪ ˵˯˧ˡˢˬ ˧˲˧˴˧˲˯ ˶ˣ˦˵˯ ˭ˣ˰˦˪ ˫˸˷˵˟˸ˢBIOS  .ˣˤˢ ˢˮ˧˥˟ˢˬ ˣˮ˪ ˠ˞ˣˡ

 ˸˪˟˵ˬ ˶˷˞ ˢ˵˧˯˲ ˸ˬ˧˧˵ ˣˮ˶ˣ˟˰ ˢ˷ˣ˰ ˞˧ˢˣ ˭ˣ˶˩˧ˤ˟ ˡ˰˧ ˸˟ˣ˸˩ ,ˢ˞˧˶˵˪ ˶ˣ˦˵˯ ,˵˯˧ˡ (˯˵ˡˮ˧˞) ˶˲˯ˬ

.ˣˤˢ ˢ˵˧˯˲˟ ˷ˬ˸˷ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ .˵˯˧ˡˢˬ ˢ˞˧˶˵ ˪˷ ˫˯˵ˢ ˸˞ 

 

int 0x12 

 ˞ˣˢ ˞˪ˬˢ ˢˬ˷ .ˢ˪˰ˬ˪ ˧˸˶˞˧˸˷ ˢˬ ˶ˣ˟˰ ˵ˣ˧ˡ˟ ˣˮ˸ˣ˞ ˸˷ˬ˷ˬ ˣˤˢ ˢ˵˧˯˲ˢExtended Read Sectors 

From Driveˬ˶˲˩ ˸˪˟˵ˬ ˞˧ˢ . ˶˦DAP ˪˷ ˶ˣ˴˧˵ ˢˤ˷ ,Disk Address Packet˘ˢ .DAP :˨˩ ˢ˞˶ˮ 

 

[ˢ˧ˡ˲˧˵˧ˣ :˦˧ˡ˶˵] 

˘ˢ ˭ˣ˷˞˶ˢ ˸˧˟ˢDAP  ˡ˧ˬ˸ ˞ˣˢ˷ ,ˣ˪˷ ˪ˡˣˠˢ ˸˞ ˪˧˩ˬмс ˘ˢ ˧˽˰ ˷ˣˬ˧˷˪ ˡ˰ˣ˧ˬ ˧ˮ˷ˢ ˸˧˟ˢ .˫˧˸˟BIOS 

˘˪ ˪˥˸ˣ˞ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ˣ˩˶˰ˣ ,ˡ˟˪˟л ˭ˣˣ˧˩ˬ .ˢ˞˧˶˵˪ ˫˧˶ˣ˦˵˯ˢ ˶˲˯ˬ ˸˞ ˫˧˪˧˩ˬ ˫˧˞˟ˢ ˫˧˸˟ˢ ˧ˮ˷ .

 ˢ˧ˢ˧ ˢˤ ˨˶˰ ,ˡ˧˥˧ ˶ˣ˦˵˯ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞˷м ˪˷ ˡ˰˧ˢ ˸˟ˣ˸˩ ˸˞ ˫˧˪˧˩ˬ ˫˧˞˟ˢ ˫˧˸˟ˢ ˸˰˟˶˞ .

 ˪˷ ˸˟ˣ˸˩ ˫˧˷ˮ ˢˤ ˨˶˰˟ .˵˯˧ˡˢˬ ˞˶˵ˮ ˣ˸ˣ˞ ˶ˣ˦˵˯ˢbuffer  ˸˟ˣ˸˩˪ ˵˸˰ˣ˧˷ ,ˣˢ˷˪˩0x7c00  ˶˥ˣ˞ˬ

ˬ ˫˧ˮˣ˶˥˞ˢ ˫˧˸˟ˢ ˢˮˣˬ˷ .˶˸ˣ˧ ˭ˣˣ˧˩ˬ .˫˧˶ˣ˦˵˯ˢ ˸˞˧˶˵ ˪˧˥˸˸ ˣˮˬˬ˷ ˵˯˧ˡ˟ ˯˵ˡˮ˧˞ˢ ˸˞ ˫˧˪˧˩

˘ˢ˷MBR  ˶ˣ˦˵˯˟ ˞˴ˬˮл  ˪˩ ˪˷bootable device ˢ˧ˢ˧ ˢˤ ˨˶˰ ,л. 



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  нр 
 

˘ˢ ˪ˣ˥˸˞ ˫ˣ˧˯ ˶˥˞˪DAP˘˪ ˸˩˶˰ˬˢ ˪˷ ˶˟˰ˬ ˰˴˟ˮ ,real mode ˸˞ ˭ˣˣ˩ˮ ,DS:SI ˘ˢ ˪˞ ˰˧˟˴ˢ˪DAP 

˘˟ ˫˧˷ˮ ,ˣˮ˪˷AH  ˨˶˰ˢ ˸˞0x42  ˳˧˶ˮˣint 0x12.  ˪ˣ˥˸˞ˢ:˨˩ ˢ˞˶ˮ 

VOID ReadFirstSectorToRam ( IN  BYTE diskIndex , OUT BYTE_PTR* address )  

{  

   PDISK_ADDRESS_PACKET packet  = DAP_ADDRESS;  

   packet - >size  = 0x10 ;  

   packet - >reserved  = 0;  

   packet - >count  = 1;  

   packet - >offset  = FIRST_SECTOR_DEST;  

   packet - >segment  = 0;  

   packet - >sectorNumberLowPart  = 0;  

   packet - >sectorNumberHighPart  = 0;  

   *( BYTE_PTR)( DAP_ADDRESS + 0x10 ) = diskIndex ;  

   EnterRealModeRunFunction ( DISK_READER);  

   * address  = FIRST_SECTOR_DEST 

}  

˘˪ ˰˧˟˴ˬ ˧˸˶˴˧ ,˫˧˞ˣ˶ ˫˸˞˷ ˣˬ˩DAP ˘˟ ˢ˶ˣˬ˷ˢ ˸˟ˣ˸˩˟DAP_ADDRESS ˞ˣˢ ˫˷ ˷˧˷ ˨˶˰ˢ .

0x4000ˢˬ˪ .Κ  ˸ˣˮ˧˴˶˟ ˣ˧˷˩˰ˣ) !˰˟ˣ˩-  ˢ˩ˣˬˮ ˸˟ˣ˸˩ ˧˸˶˥˟ ˦ˣ˷˲ ,ˣˤˢ ˸˟ˣ˸˩˪ ˸ˡ˥ˣ˧ˬ ˸ˣ˰ˬ˷ˬ ˭˧˞

˘˟ ˢ˧˪˞ ˰˧˟˴ˢ˪ ˪˩ˣˮ˷ ˬ˽˰real mode˘ˢ ˧˶˥˞˷ ˸˟ˣ˸˩˟ .(DAP  ˪˷ ˨˶˰ˢ ˸˞ ˧˸˶ˬ˷disk index  ˧ˡ˩

˘˪ ˣ˸ˣ˞ ˶˧˟˰ˢ˪ ˪˩ˣˮ˷DL :˨˩ ˰˴˟˸˸ ˢ˞˧˶˵ˢ .ˢ˞˧˶˵ˢ ˧ˮ˲˪ 

[ BITS 16]  

DiskReader :  

   xor  eax , eax  

   mov si , DAP_ADDRESS 

   mov ah, 0x42  

   mov dl , byte  [DAP_ADDRESS + 0x10 ]  

   xor  bx , bx  

   int  13h  

ˢ˩˩ ˞˪ ,ˡˣ˞ˬ ˦ˣ˷˲Κ 

 ˢ˧˴˵ˮˣ˲˪ ˢ˶ˤ˥ ˶ˣˤ˥ˮ˷˩ ˣ˧˷˩˰ReadFirstSrctorToRam˘˪ ˨˧˧ˣ˷ˬˢ ˵˯˧ˡˢ ˪˷ ˭ˣ˷˞˶ˢ ˶ˣ˦˵˯ˢ ,disk 

index  ˸˟ˣ˸˩˟ ˞˴ˬ˧FIRST_SECTOR_DEST ˞ˣˢ˷ ˵˯˧ˡ˟ ˶˟ˣˡˬ ˫˞ˢ ˞ˣˢ ˵ˣˡ˟˪ ˣˮ˧˪˰˷ ˪˩ .bootable ,

˘ˢ ˸˞ ˪˧˩ˬ ˞ˣˢ ˫˞ˢ ˵ˣˡ˟˪ ˶ˬˣ˪˩signature 0xAA55 ˘˪ ˢ˞˴ˣ˸ˢ ˸˞ ˵˧˸˰ˮ ,˟˴ˬˢ ˭˩˞ ˢˤ ˫˞ .ˣ˲ˣ˯˟

0x7c00˘˪ ˶ˣ˟˰ˮ ,real mode ˰˴˟ˮ ,far jump  ˣˤˢ ˸˟ˣ˸˩˪-  ˸˞ ˣˮ˰˦ ,˲ˣˢˣWindows !ˢ˥˪˴ˢ˟ 

VOID LoadMBRToEntryPoint()  

{  

   PMBR sectorAddress;  

   for( BYTE diskIdx = 0x80; diskIdx < 0xff; diskIdx++)  

   {  

       ReadFirstSectorToRam( diskIdx, & sectorAddress);  

       if( sectorAddress- >bootCode == BOOTABLE_SIGNATURE)  

       {  

           Print( " An MBR disk was found at disk #%d\ n" , diskIdx);  

           CopyMemory( MBR_ADDRESS, sectorAddress, MBR_SIZE);  

           *( BYTE_PTR)( WINDOWS_DISK_INDEX) = diskIdx;  

           break;  

       }  

   }  

   // 0x7c00 now contains the MBR 

}  
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 ˯˵ˡˮ˧˞ˬ ˪˥ˢ ˫˧˵˯˧ˡˢ ˸˞ ˵ˣ˶˯˪ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞0x80 ˫˰˲ ˪˩˟ .˭ˣ˷˞˶ˢ ˵˯˧ˡˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˞ˣˢ˷ ,

 ˞ˣˢ ˢˤˢ ˵˯˧ˡˢ˷ ˨˩ ˪˰ ˫˧ˡ˧˰ˬ ˫˧ˮˣ˶˥˞ˢ ˫˧˸˟ˢ ˧ˮ˷ ˫˞ˢ ˫˧˵ˡˣ˟ ˣˮ˥ˮ˞bootable  ,˭˩ ˫˞ .˞˪ ˣ˞

˘˪ ˶ˣ˦˵˯ˢ ˪˷ ˢ˵˸˰ˢ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞MBR_ADDRESS  ˞ˣˢ ˭˟ˣˬ˩ ˣ˟ ˨˶˰ˢ˷)0x7c00ˣ˵ˬ˟ ˭˯˥˞ˮˣ ( ˫

˘ˢ ˞˴ˬˮ ˣ˟ ˵˯˧ˡˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˸˞ ˭ˣ˶˩˧ˤ˟ ˧ˮˬˤMBR ˘˟ ˨˶˰ˢ ˸˞ ˭˯˥˞˪ ˧ˡ˩ ˸˞ˤˣ)DL  ˰ˣ˴˧˟ ˧ˮ˲˪ ˰ˠ˶

far jump ̆˪0x7c00.( 

:ˢ˪˞ˮ˧˲ˢ ˸˞ ˰˴˟ˬ˷ ˡˣ˵ˢ ˢ˞˶ˮ ˨˩ 

HandleControlToWindows:  

   mov dl, [ WINDOWS_DISK_INDEX]  

   mov ax, 0 

   mov ds, ax 

   mov es, ax 

   mov ss, ax 

   mov fs, ax 

   mov gs, ax 

   jmp 0: 0x7c00 

˘˟ ˫˧ˮ˯˥˞ˬ ˣˮ˥ˮ˞DL  ˧ˡ˧ ˪˰ ˸˰˟˴ˣˬˢ ˸˟ˣ˸˩˟ ˣˮ˶ˬ˷˷ ˨˶˰ˢ ˸˞WINDOWS_DISK_INDEX  ˞ˣˢ ˢˤ˷)

˘ˢ ˞˴ˬˮ ˣ˟ ˵˯˧ˡˢ ˪˷ ˯˵ˡ˧˞ˢMBR  ˪˷Windows˘ˢ ˢ˟ ˨˶ˡˢˬ ˵˪˥˩ ˸˞ˤˣ ,(BIOS  ˭˰ˣ˦MBR  ˪˷

.˭ˣ˶˩˧ˤ˪ ˣˢ˷˪˩ ˵˯˧ˡ 

 ˡˣ˞ˬ ˰ˠ˶ ˞ˣˢ ˢˤ !˪˩ˢ ˢˤ˘ˢ ˪˰ˬ ˳ˣ˶˸˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˸ˣ˪˰ˢ˪ ˣˮ˥˪˴ˢ ˭˩˷ ,˷ˠ˶ˬhypervisor 

!ˣˮ˪˷ 

 

˶˟ˡ ˸˧˶˥˞ 

˘ˢ ,(ˣˮˡ˧ ˪˰ ˢ˸˪˰ˣˢ ˭ˣ˩ˮ ˶˸ˣ˧ ˣ˞) ˢ˸˪˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˭˞˩ ˣˮˬ˧˧˯˷ ˶ˬˣ˪ ˶˷˲˞ ,ˣˢˤhypervisor 

˘˟ ˪ˣ˲˧˦ ˪˪ˣ˩ˢ ˱˧˩ˢ ˵˪˥ˢ ˪˧˥˸ˬ ˭˞˩ ˢ˷˰ˬ˪ˣ ,˸ˣ˟˧˪ˢ ˪˩ ˪˰ ˪˧˰˲ ˣˮ˪˷vm-exits ˫˧˪˩˟ ˷ˣˬ˧˷ˣ 

 ˫˰ ˫˧˵˥˷ˬ) ˢ˰˧˴ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ˷EPT ˰ˣ˴˧˟ ,hook- ˨˪ˣˢ ˞˪ ˧ˮ˞ ˡˣ˰ˣ ˸˞ˤ ˸˞ .(˞˪ ˢˬˣ ˫˧ˮ˧˧ˮ˰ˬ ˫˧

 ˸˞ˤ ˸ˣ˷˰˪ ˣ˯ˮ˸ˣ ˫˸˞ ˣ˷ˠ˧˸˷ ˸ˣˣ˵˪ˣ ,ˢ˥˪˴ˢ˟ ˫˩˪ ˪˥˞˪ ˞ˣˢ ˧˪ ˶˸ˣˮ˷ ˪˩ ˞˪˞ ,˶ˬ˞ˬ˟ ˸ˣ˯˩˪

ˬ˷˧ ˡ˥˧ ˣˮ˷˩˶˷ ˫˧˪˩ˢ˷ ˢˣˣ˵ˬ ˧ˮ˞ ˶˵˧˰˟ˣ ,˧ˮˣˬ˩ ˸ˣ˥˲˪ ˫˸ˮˢˮ˷ ˢˣˣ˵ˬ .˫˩ˬ˴˰ ˸ˣ˥ˣ˩˟ ˣˣˢ˧ˣ ˫˩˸˞ ˣ˷

.ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˭ˣˮˠˮˬ ˫˰ ˢˡˣ˟˰˪ ˵˴ˣˬ ˯˧˯˟ 

˘˟ ˞˴ˬˮ ˭˞˩ ˧˸ˠ˴ˢ˷ ˢˬ ˪˩ ˪˷ ˞˪ˬˢ ˷ˣˬ˧ˬˢ ,˟ˠ˞)repository ˘˟ ˦˵˧ˣ˶˲ˢ ˪˷github ˫˧˶˟ˡ ˫˰ ˡ˥˧ ,

˫ˢ˟ ˣˮ˵˯˰ ˞˪˷ ˫˧˲˯ˣˮ( 

  

https://github.com/amiryeshurun/HyperWin
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˧˧˪˰ ˸˴˵ 

 ˭˟ ,˶˧ˬ˞ ˧ˬ˷мф  ˨˧˞ ˧˸˷˲˧˥ ˣˮ˶˟˰˷ ˢˮˣ˶ˣ˵ˢ ˧˶ˠ˯ ˧ˮ˷ ˨˪ˢˬ˟ .˯ˣ˧ˠ ˧ˮ˲˪ ˫˧ˡ˥˞ ˫˧˷ˡˣ˥ ˢˬ˩ ˫˰

˘˟ ˢ˟ˣ˷˸ˢ ˸˞ ˧˸˞˴ˬˣ ,˭ˬˤˢ ˸˞ ˶˧˟˰ˢ˪manuals  ˪˷Intel - .˭˟ˣˬ˩ ˞˧˶˟ ˫ˡ˞ ˪˩ ˣˬ˩ 

 :˪˧˧ˬ˟ ˸ˣ˪˞˷ ˧˧˪˞ ˥ˣ˪˷˪ ˫˧ˮˬˤˣˬamiryeshooroon@gmail.com. 

 

˫˧˦˧ˡ˶˵ 

 ˢ˸˞˶˷ˢ˟˷ ˫˧˶ˬ˞ˬˢ ˸˶ˡ˯ ˢˬ˯˶ˣ˲ ˣ˟ ˶˸˞ˢ:˶ˬ˞ˬˢ ˫˷ ˰˟˵ˮ 

https:// rayanfam.com/ 

Intel Manuals: https:// software.intel.com/content/www/us/en/develop/articles/ intel-sdm.html 

OSDev: https:// wiki.osdev.org/Expanded_Main_Page 

GNU Linker Scripts: https:// ftp.gnu.org/old-gnu/Manuals/ ld-2.9.1/html_chapter/ ld_3.html 

GNU Grub: https:// www.gnu.org/software/grub/manual/grub/grub.html 

˫˧˦ˣ˦˶˷ˢ ˣˮ˩ˣˢ ˣ˸˶ˤ˰˟ ˶˸˞ˢ - CreatelyΥ 

 https:// creately.com/ 

 

  

https://rayanfam.com/
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://wiki.osdev.org/Expanded_Main_Page
https://ftp.gnu.org/old-gnu/Manuals/ld-2.9.1/html_chapter/ld_3.html
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 ˸˧˧ˮ˟klm rootkit  ˯˵ˣˮ˧˪˟- '˟ ˵˪˥ 

ˢˡˣ˰ˬ ˶ˬ˸˧˞ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 ˨˷ˬˢ˟˫ˡˣ˵ˢ ˶ˬ˞ˬ˪ ˠ˧˴˞ ˢˤˢ ˵˪˥˟ ,ˢ ˸˟˧˸˩ ˨˧˪ˢ˸ˬ ˱˯ˣˮ ˵˪˥-rootkit ˢ˷ˣ˪˷ ˠ˧˴˞ ˢˤ ˵˪˥˟ .

ˢ ˸˞ ˣ˷ˬ˷˧ ˶˷˞ ˫˧ˮˣ˷ ˫˧˶'˴˧˲-rootkit  ˸˶˸˯ˢˣ ˫˧˩˧˪ˢ˸ ˸˶˸˯ˢ ,˫˧˴˟˵ ˸˶˸˯ˢ) ˣ˸˶˸˯ˢ ˸˟ˣ˦˪

 ˸˵˧ˮ˩˦˟ ˷ˬ˸˷˧ ˫˧˶'˴˧˲ˢˬ ˡ˥˞ ˪˩ .(˫˧˧˸˷˶ ˫˧˶ˣ˟˧˥hooking  ˸˷ˣ˪˷ ˸˞ ˡ˥ˣ˧ˬ˟ ˧˸˶˥˟ .ˢˮˣ˷

 ˡ˴˧˩ ˸ˣ˞˶ˢ˪ ˧ˡ˩˟ ˠ˧˴˞ ˶˷˞ ˫˧˶'˴˧˲ˢ ˥ˣ˸˧˲˟rootkits  ˰ˡ˧ˬˢ ˸˥˦˟˞ˢ ˫˪ˣ˰˟ ˧˪˪˩˟ˣ ˦˶˲˟

 ˪˷ ˢ˧ˠˣ˪ˣˡˣ˸ˬˢhooking  .˧˶˪ˣ˲ˣ˲ ˡˣ˞ˬ ˶˟ˡ ˢˮ˧ˢ 

 ˵˪˥ˢ ˢ˧ˢ˧ ˶˷˞ ˧ˮ˷ˢ ˵˪˥˪ ˯˧˯˟ˢ ˸˞ ˢˮ˵˧ˣ ˧˦˶ˣ˞˸ ˶˸ˣ˧ ˢ˧ˢ˧ ˭ˣ˷˞˶ˢ :˫˧˵˪˥ ˧ˮ˷˪ ˵˪ˣ˥˧ ˶ˬ˞ˬˢ

˶˟ˡˮ ˭ˣ˷˞˶ˢ ˵˪˥˟ .˫˧˶'˴˧˲ˢ ˸˷ˣ˪˷˪ (˥ˣ˸˧˲ˣ ˶˵˥ˬ) ˲"ˣˬ ˨˧˪ˢ˸ ˰˴˟ˮ ˣ˞ˣ˟ :˧˷˰ˬˢ  ˢˤ ˢˬ ˪˰

hooking ˣˬ˩ ˯˧˯˟ ˧ˠ˷ˣˬ ˶˧˟˯˧ˣ ˰˴˟˸ˬ ˞ˣˢ ˨˧˞ ,system calls x-syscall table ˪˧˥˸˧ ˧ˮ˷ˢ ˵˪˥ˢˣ .

 ˭ˣ˶˸˲ˢ ˠ˴ˣ˧ ˭˩ˬ ˶˥˞˪ .ˢ˸ˣ˞ ˶ˣ˸˲˪ ˧ˡ˩ ˭ˣ˷˞˶ˢ ˵˪˥ˢˬ ˫˧˞˷ˣˮ ˷˧ˬ˷ˢ˪ ˭˸˧ˮ ˡ˴˧˩ˣ ˢ˧˰˟ˢ ˶˵˥ˬˬ

 .˶˵˥ˬˢ ˨˧˪ˢ˸˪ ˫˞˸ˢ˟ 

 ˨˧˪ˢ˸˪ ˢˬˣˡ˷ ˢ˶ˣ˴˟ ˰ˡ˧ˬˢ ˸˞ ˠ˧˴ˢ˪ ˧˸˪ˡ˸˷ˢ ,˶ˬ˞ˬ˟ ˠ˴ˣˬ ˶˷˞ ˧˰ˡˬˢˣ ˧ˠˣ˪ˣˮ˩˦ˢ ˭˲˪ ˶˟˰ˬ

 ˢ˞˟ˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˦˲˪ ˫˩˪ ˶ˣˤ˰˪ ˪˩ˣ˸ ˡ˧˸˰˟˷ ˞ˬˠˣˡ ˫˧˞˶ˣ˵ˢ ˫˩˪ ˸˸˪ ˢ˷˰ˬ˪ ˨˩˟ˣ ˞˪ˬ ˲"ˣˬ

 .˫˩ˬ˴˰˟ 

 

˧˦˶ˣ˞˸ˢ ˵˪˥ˢ 

 ˢˤ ˢˬhooking ˟ ˳ˣ˲ˮ ˨˩ ˪˩ ˢˤ ˢˬ˪ˣ-rootkits ? 

 ,˸˧˷˞˶hooking ˣˮ˧ˢ  ˣ˸ˣ˞ ˫˧˟˸ˮˬ ˢ˷˰ˬ˪ˣ ˡˣ˵ˢ ˸ˬ˧˶ˤ ˨˧˪ˢ˸ ˪˷ ˷ˡ˥ˬ ˟ˣ˸˧ˮ ˫˧˶˴ˣ˧ ˣˮ˞ ˣ˟˷ ˨˧˪ˢ˸

 ˢˬˣˡ˟ ˷ˬˬ .˶˟˰ˣˬˢ ˰ˡ˧ˬˢ ˪˰ ˢ˧˴˪ˣ˲˧ˮˬ ˰˴˟˪ ˫˞ˢ ˦˧˪˥ˢ˪ ˪˩ˣˮ ˭˸˶ˤ˰˟˷ ˣˮ˪˷ ˸ˣ˧˵ˮˣ˲ ˨˶ˡ

 ˸˲˵˸ˢ˪MITM )Man In The Middle ˸˶ˣ˷˵˸˪ ˭˧ˤ˞ˬˣ ˫˧˟˷˥ˬ ˧ˮ˷ ˭˧˟ ˞˴ˬˮ ˱˵ˣ˸ˢ ˢ˟ ˢ˲˵˸ˢ ,(

˧ ˣˮ˞ ,˭˞˩ ,˫ˢ˧ˮ˧˟ .˫ˢ˧ˮ˧˟ ˶˟ˣ˰ ˶˷˞ ˰ˡ˧ˬ˪ ˸˶ˣ˵˧˟ ˸ˮ˥˸ ˭˧˧˰ˬ˩ ˫˧ˣˣˢˬˣ ˫˧ˬ˧ˣ˯ˬ ˫˧ˡ˵ˣˬ ˧ˮ˷ ˭˧˟ ˫˧˟˷ˣ

 ˨ˣ˷ˬ˪ ˞˪ ˧ˡ˩˟ ˸ˣˬ˧˧˵ ˸ˣ˩˶˰ˬ ˪˰ ˷˟˪˸ˢ˪ ˣˮ˧˪˰˷ ˢˤ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ ˧˸˧˪˰ˢ˷ ˢ˥ˮˢˢ ˸ˣˡˣ˵ˮˬ ˸˥˞

 ˢˬ˪ ˭˧˟ˢ˪ ˭˸˧ˮ ˨˩˪ ˫˞˸ˢ˟ˣ ,˟˪ ˸ˬˣ˴hooking  ˦˶˲˟ˣ ,˪˪˩˟ ˸ˣ˵ˤˣˮ ˥ˣ˸˧˲˟ ˢ˴ˣ˲ˮ ˡˣ˞ˬ ˨˶ˡ ˧ˢˣˤ

˰˟ ˸˟˧˸˩ ˸rootkits ˪˷ ˫˧˟˶ ˫˧˶'˴˧˲˟ .rootkits  ˸˴˵ ˣ˸ˣ˞ ˢˮ˷ˮˣ ˫˧˧˵ ˭ˣˮˠˮˬ ˥˵˧ˮ ˩"ˢ˯˟ ˟ˣ˶˪ ˣˮ˥ˮ˞

 ˣˮ˥ˮ˞ ˫˧˧˵˸˧ ˞ˣˢ ˫˞ ˶˷˞ ˫˧ˣ˯ˬ ˧˞ˮ˸ ˪˷ ˢ˵˧ˡ˟ ˢ˧ˢ˧ ˰˴˟ˮ˷ ˧ˣˮ˧˷ˢ ˟ˣ˶˪ ,ˣˮ˧˸ˣ˶˦ˬ˪ ˫˧˞˸˧˷ ˧ˡ˩˟

https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-5-LinuxKernelKeyLogger.pdf


 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  нф 
 

 ˫˧˩˧˪ˢ˸ˢ ˪˩ ˸˞ ˠ˧˴ˢ˪ ˣˡ˧˵˲˸˷ ˯˵ˣˮ˧˪˟ ˭ˣˮˠˮˬ ˫˧˧˵ ˫˞ ,˞ˬˠˣˡ˪ ,ˣ˧˪˞ "ˠ˪ˡˮ" ˫˧˴ˣ˶ ˣˮ˞ˣ ,˰˵˶˟ ˫˧˴˶˷

 ˤ˞ ˭˩ ˫˞ˣ ˢˬ˧˷˶˟ ˰˧˲ˣˬ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˫˞ ˵ˣˡ˟˧˷ ˧˞ˮ˸ ˪ˣ˸˷˪ ˢˤ ˢ˷˰ˮ˷ ˢˬ ,˫˧ˣ˯ˬ ˨˧˪ˢ˸ ˶˧˸˯ˢ˪

 ˫˧ˬ˧˞˸ˬ ˞˪˞ ,˷ˡ˥ˬ ˪ˠ˪ˠˢ ˸˞ ˫˧˞˧˴ˬˬ ˞˪ ˣˮ˥ˮ˞ ˢ˷˰ˬ˪ ˨˩ˣ .ˢ˞˪ˢ ˨˧˷ˬ˧ˣ ˣ˧˪˰ ˠ˪ˡ˧ ˦ˣ˷˲ ˞ˣˢ

ˢˣ˟ˠ ˸ˣ˧˟˧˦˵˲˞ˣ ˸˧˪ˬ˧ˮ˧ˬ ˸ˣ˧˟˧˦˵˞ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ˣˮ˸˶˦ˬ˪ ˣ˸ˣ˞ ,˫˧˦ˮˬ˪˞ ˧ˮ˷ ˢ˲ ˫˧˟˪˷ˬ ˣˮ˥ˮ˞ .ˢ

ˢ ˢ˷˰ˬ˪ ˞ˣˢ ˧ˮ˷ˢ ˦ˮˬ˪˞ˢˣ ,˫˧ˬ˧˧˵ ˫˧ˮˣˮˠˮˬ ˪˰ ˸ˣ˷˟˪˸ˢˢ ˫˴˰ ˞ˣˢ ˭ˣ˷˞˶ˢ-hooking  ,ˣˬ˴˰ ˧ˮ˲˟

.˸˧˪ˬ˧ˮ˧ˬ ˸ˣ˧˟˧˦˵˞ ˸˶˧ˬ˷ ˨ˣ˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˧˷˧ ˭˲ˣ˞˟ ˣˮ˸ˣ˞ ˶˟˥ˬ ˶˷˞ 

 

 ˷ˬˬ˪ ˶˷˲˞ ˢ˲˧˞hooking? 

 ˷ˬˬ˪ ˶˷˲˞ ˢ˲˧˞" :ˢ˪˞˷ˢ ˸˪˞˷ˮhooking?" ˸ˢˣ ˢˬ˩˟ ˶˩ˤ˧ˮ ˣ˞ˣ˟ ?ˡ˴˧˩ˢ !˫ˣ˵ˬ ˪˩˟ :˞˧ˢ ˢ˟ˣ˷

 ˣˮ˥ˮ˞ ,˸˧˷˞˶ :˫˧˦ˮˬ˪˞klm ˸˩˶˰ˬ˟ ˶˟ˡ ˪˩ ˸ˣˮ˷˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˰ˡ˧ˢ ˭˸ˮ˧ˢ˟ˣ ˥ˣ˩ ˭ˣˬˢ ˣˮ˪ ˷˧ ˭˩˪ ,

 ˫˧ˣˮ˧˷ ˭˩˪ ,ˢ˪˰˲ˢˢsystem calls ˨˷ˬˢ˟ ˨˩ ˪˰ ˶˟ˡˮ)( ,charterer device x-file operation  ˳˟ˣ˵ ˪˷

ˣˣ˧˶˦ ˡˣ˞ˬ ˫˧˶˟ˡ ˫ˢ ˫˧ˣ˯ˬ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞ ˶˷˞˩ ˫˧˷˵˟˸ˬˣ ˫˧˧˪˞˧rootkit ˸ˣ˩˶˰ˬ ˭ˣˬˢ ˭ˮ˷˧ ,˸˧ˮ˷ .

 ˷ˣˬ˧ˬ˪ ˞˪ˬ ˦˰ˬ˩ ˵˷ˬˬ ˣˮ˪ ˸ˣˮ˸ˣˮ ˢ˷˰ˬ˪˷hooking ˶ˬ˞ˬˢ ˪˷ ˷ˣˬ˧ˬˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ 'ˠˣˡ˪ ,

ˢ ˪˷ ˫ˡˣ˵ˢ-keylogger ˣˮ˪˸˷ˢ ˣ˟ ,callback ˪ ˡˣ˞ˬ ˢˬˣˡ ˞ˣˢ˷-hook  ˸˰ˠˢ ˸˞ ˪˦˟ˬ ˞˪ ˞ˣˢ˷ ˵˶)

˵˶ˣ ˧ˮ˷ˢ ˡ˴˪ ˰ˡ˧ˬˢ  .˸ˣ˵ˤˣˮ ˧˥˸˲ˬ˪ ˭ˣ˪˥ ˢˤ ˧˶ˢ ?˫˧˧˵ ˢˤ ˢˬ˪ ˪ˣ˞˷˪ ˶˷˲˞ ,(ˣ˸ˣ˞ ˣˮ˪ ˵˲˯ˬ 

 ,˸˧˷˞˶ :"˞˪ˣ ˭˩" ˞˧ˢ ˨˩˪ ˢ˟ˣ˷˸ˢhooking  ˷˧ ˸ˣ˵ˤˣˮ ˥ˣ˸˧˲ ˪˷ ˪ˣ˴˧ˮˢˬ ˳ˣ˥ˣ ˟˶ ˥ˣ˩ ˪˰˟ ˨˧˪ˢ˸ ˣˮ˧ˢ

 ˣˬ˩ ˫˧˧˟ˣ˧˥ ˫˧˷ˣˬ˧ˬ ˣ˪debugging  ˧˩ ˶ˣ˩ˤ˪ ˷˧ ˫ˠˣhooking ˨˧˶˴ ˞˪ ˫˧˶˵˧ˬ ˭ˣˬˢ˟ˣ ˢ˧ˠˣ˪ˣˡˣ˸ˬ ˞˧ˢ 

 ˢ˧˪˰ ˪ˣ˸˷˪ ˧ˡ˩ ˢˬ˪˷ ˸˩˶˰ˬhook  ˸˲˵˸ˬ ˪˷ ˸ˣˮ˟˶ˣ˵ ˸ˣ˞˶˪ ˭˸˧ˮ 'ˠˣˡ˪ ,˫˧ˣ˯ˬMITM  ˩"ˢ˯˟ ˶˷˞

) ˫˧ˮ˲˴ˣˬ ˞˪ ˸˶ˣ˷˵˸ ˧˴ˣ˶˰˟ ˣ˷ˬ˸˷ˢ ˢ˞˶ˮ˩http  ˸ˣˮ˟˪ ˥˧˪˴ˢ ˱˵ˣ˸ˣ (˞ˬˠˣˡ˪hook  ˸˷˶ ˪˰ ˫˧ˣ˯ˬ

 ˰˴˟˪ ˢ˲ ˸ˠ˴ˣˬ˷ ˸ˣ˪˵ˢ ˸ˣ˶ˬ˪˷ ˶ˣ˩ˤ˪ ˫ˠ ˷˧ ˨˩˪ ˱˯ˣˮ .˫ˢ˪˷ ˦ˮ˶˦ˮ˧˞ˢhook  ˣˮ˥ˮ˞ ˧˩ ˶ˣ˩ˤ˪ ˨˧˶˴

 ˨˶ˡ ˫˧˪˰ˣ˲root  ˣˮ˧˧ˢ ˞˪ ˫˞ˣroot  ˷˧ ˨˩˪ ˱˯ˣˮ˟ .ˢˤ ˪˩ ˸˞ ˰˴˟˪ ˪˪˩˟ ˣˮ˪ˣ˩˧ ˞˪˷ ˥˧ˮˢ˪ ˶˧˟˯ ˤ˞

 ,ˢˬ˧˷ˬˢ ˰ˣ˴˧˟ ˸˞ ˣˮ˧˪˰ ˸ˣ˷˵ˢ˪ ˣˡ˰ˣˮ ˶˷˞ ˢˮˠˢ ˸˩˶˰ˬ ˸ˡˬˣ˰ ˸ˣ˵ˤˣˮ ˭˸ˣ˞ ˪˩˪ ˡˠˮˬ ˧˩ ˶ˣ˩ˤ˪

 ˣˬ˩ ˸˩˶˰ˬSelinux ,AppArmor ˨˩ ,˰ˡ˧ˬˢ ˸˥˦˟˞ ˧˶˴ˣˬ ˪˪˷ˣ ," ˸ˣ˷˰˪˷ ˸ˣ˶ˬ˪˷sudo insmodϦ 

 ˸˞˪˰ˢ ˸˪ˣ˰˲)klm  ˸ˣ˧ˢ˪ ˪ˣ˩˧˷rootkit ˧˲˪˞˷ ˢ˥˦˟˞ ˧˶˴ˣˬ ˸ˣ˞ˬ ˸ˣˬ˧˧˵ ˭˧˧ˡ˰ ,˦ˣ˷˲ ˭˧˧ˮ˰ ˢˤ (

ˢ ˸˞ ˪˯˥˪ :˸˥˞ ˢ˶˦ˬ ˫˪ˣ˩˪ˣ ˸ˣ˰˷ ˭ˢ˧˪˰ ˣ˟˷˧ ˫˧˸ˮ˩˸ˬ-rootkit .˨˪˷ 

 ˰ˣ˴˧˟˟ ˨˩˪ ˫˞˸ˢ˟ˣ ,ˣˮ˪˷ ˡ˰˴ ˪˩ ˢˡ˧˲˵˟ ˶ˣ˥˟˪ ˣˮ˧˪˰ ,˭˩˪hook ˢ ˸˞ ˪˴ˮ˪ ˣˮ˧˪˰ ˢˮˣ˟˸˟ ˣˮ˪˷ ˥ˣ˩

 .ˣ˟ ˪ˣ˰˲˪ ˢˮˣ˩ˮˢ ˨˶ˡˢˣ ˫ˣ˵ˬˢ ˸˞ ˶ˣ˥˟˪ˣ 

 

 ˰ˣ˴˧˟˪ ˫ˣ˵ˬ ˸˞˧˴ˬhooking :strace 

 ˢˤ ˢˬ ˣˮ˟ˢhooking  ˸ˡˣ˵ˮ˟ ˣˮ˸ˣ˞ ˥˧ˮˬ ˢˤ ˫˴˰˟ ,ˢˮˣ˟˸˟ ˣˮ˪˷ ˢ˪ˣ˰˲ˢ ˫ˣ˵ˬ ˸˞ ˶ˣ˥˟˪ ˣˮ˧˪˰˷ˣ

 ˢˬ ˭˧˟ˢ˪ ˡˣ˞ˬ ˣˮ˪ ˶ˣˤ˰˸˷ ˢˡˣ˵˲ ˠ˧˴˞ ,˨˩ ˨˶ˣ˴˪ .˪ˣ˰˲˪ ˪˩ˣˮ ˣ˟˷ ˫ˣ˵ˬ ˞ˣ˴ˬ˪ ˣˮ˧˪˰ ˰ˠ˶˩ˣ ˢ˥˧˸˲ˢ



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  ол 
 

 :˸˞ ˣ˶˧˩˸ .ˢ˷˰ˮ˷ ˢ˪ˣ˰˲ ˪˩˟ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶ˣ˵strace ˟ˣ˵˰˪ ˢˤ ˢ˷ˣ˰ ˞˧ˢ˷ ˢˬ ˸ˣ˦˷˲˟˷ .

 ˧˶˥˞signls ˣ (ˢˤ ˶ˬ˞ˬ˟ ˶˟ˣˡ˧ ˞˪)-system calls  ˞˶ˣ˵˷ ˢˬ ˸˞ ˣˮ˪ ˢˠ˧˴ˬ ˞˧ˢ ˫˴˰˟ˣ (˨˷ˬˢ˟ ˶˟˯ˣ˧)

˟ ˳˧˶˞ ˫˞ 'ˠˣˡ˪ ,˸ˬ˧ˣ˯ˬ ˢ˪ˣ˰˲ ˪˷ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ-terminal  :ˢˡˣ˵˲ˢ ˸˞strace ls  ˪˩ ˸˞ ˪˟˵˞ ˧ˮ˞

ˢ ˸ˡˣ˵˲˷ ˢˬ-ls :˞ˬˠˣˡ˟ ˸ˣ˞˶˪ ˭˸˧ˮ .ˢ˪˧˰˲ˢ 

 

˷˟ ˸ˣˮ˩˸˟ ˭˧˟ˢ˪ ˨˶ˣ˴ ˫˧˧˵ ˶˟˩ ˢˤˢ ˟˪˷˟ ˸˲c  ˪˷ ˦˪˲ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩˟ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ˣstrace ,

 ˭˸˧ˮ ˧˩ ˭˧˧˴˞ ˢˤ ˧˲˪ .˨˶ˡˢ ˨˷ˬˢ ˸˞ ˣˮ˪ ˣˣˢ˧ ˶˷˞ ˫˧˯˧˧˯˟ ˫˧ˠ˷ˣˬ ˢˬ˩ ˶˧˟˯ˢ˪ ˢ˯ˮ˞ ,˸˞ˤ ˸ˣ˶ˬ˪

 ˦˪˲ˢ ˪˷ ˢˡˣ˵˲ ˪˩ ˪˰ ˞ˣ˶˵˪strace ˟ ˷ˣˬ˧˷ ˨˶ˡ-man page ˟ ˡ˧˪˵ˢ˪ ˦ˣ˷˲) ˢ˪˷terminal-  ˸˞

 :ˢˡˣ˵˲ˢman command .( 

 

System calls 

System calls  ˶ˣ˴˧˵˟ˣsyscalls ˢ ˭˧˟ ˶˷ˠ˪ ˣˡ˰ˣˮ˷ ˸˩˶˰ˬ ˸ˣ˞˧˶˵ ˭ˮ˧ˢuserspace- ˢ ˭˧˟˪-kernel space ,

ˢ ˶ˣˤ˞) ˰˴˟˪ ˢ˴ˣ˶ ˷ˬ˸˷ˬˢ ˶˷˞ ˢ˪ˣ˰˲ ˭˧˟ ˶˟˰ˬ ˵˷ˬˬ ˸˸˪ ˪˧˟˷˟ ˣˡ˰ˣˮ ˢ˷˰ˬ˪ ˸ˣ˞˧˶˵ ˭˸ˣ˞-

userspace) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˬ˶˟ ˷ˣˬ˧ˬˢ ˭˧˟˪ (kernel space˧ ˶˷˞˩ ˞ˬˠˣˡ˪ ,( ˭ˣ˸˧˧˲ ˸˧ˮ˩ˣ˸ ˣˮ˪ ˷

:ˣˬ˩ ˢ˦ˣ˷˲ 

 

 ˣˮ˪ ˸˶˴ˣ˧ ˩"ˢ˯˟ ˶˷˞socket ˪ ˢˮ˧ˤ˞ˬˣ-port улул ˭˩˪ˣ ,˭ˣ˸˧˧˲ ˸˰ˡˣ˧ ˢˮˮ˧˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ˣ˲˟ ,

 ˢ˪˧ˬ˟ ˷ˬ˸˷ˮ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˮ ˶˷˞˩ ˫ˠpython  ˫˧˧˵˸ˬ ˶˟ˡˢ ˨˶ˡ ˢ˸ˣ˞˟ (˦˰ˬ˩) .ˢ˸˪˰˲ˢ ˧ˮ˲˪

˟C- ˟ ˷ˬ˸˷ˮ ˶˷˞˩-libpacp- ˸˞˧˶˵ ˪˰˲ˣ˸˷ ˢˤ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶˵˧ ˫˴˰˟˷ ˢˬ ,syscalls  ˠˣ˯ˬ

socketˢ ˣˮ˪ ˶˴ˣˣ˧˧ ,ˢ˥˪˴ˢ˟ ˶ˣ˟˰˸ˣ ˭˸ˮ˧ˢ˟ ˶˷˞ ,-socket ˢˬ ˢ˶ˤ˥˟ ˪˟˵ˮˣ ˫˧˞˸ˬˢ-syscall  ˭˩ˣ˸ˢ ˸˞

ˢ ˪˷ ˢ˶˵ˬ˟) ˣ˟ ˷ˣˬ˧˷˪ ˷ˣ˶ˡˢ-socket  ˢˤfile descriptor ˢ ˪˷-socket .( 

ˢ˸ ˪˰ ˸ˣ˟˶ ˟˧˥˶ˢ˪ ˭˸˧ˮ ˧˩ ˭˧˧˴˪ ˷˧ˢ ˨˧˪-system call  ˶˧˟˰ˢ˪ ˫˞ ˢ˦˧˪˥ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡ˴˧˩ˣ

 .˨˧˪ˢ˸ˢ ˸ˣˡˣ˞ ˪˰ ˫ˠ ˟ˣ˸˩˞ ˨˷ˬˢ˟ ˨˞ ,˨˩ ˪˰ ˟˧˥˶˞ ˞˪ ˢˤ ˶ˬ˞ˬ˟ ,ˡ˴˧˩ˣ ˞˪ ˣ˞ ˣ˸ˣ˞ 
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ˢ ˸˶ˤ˰˟ ˫˴˰˟-syscalls  ˢ˧˰˟ˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˬ˶˟ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˪ˣ˰˲ ˪˷ ˢ˧˴˵˶˦˯˟˞ ˭˧˧˰ˬ ˣˮ˪ ˷˧

˶˷ ˢˮ˩ˣ˸ˣ ˸˧˶˞ˮ˧˟ ˢˮ˩ˣ˸˟ ˪ˣ˲˧˦ ˠˣ˯ˬ ˪˰ ˢ˴JVM  ˭ˣ˸˧˧˲ ˪˷ ˶˦˶˲˶˦ˮ˧˞ ˨˶ˡ ˣ˞-  .˪˪˩˟ ˸ˬ˧˧˵ ˞˪

 ˣ˧˪˰ ˸ˣ˷˰˪ ˟ˣ˦ ˫ˣ˵ˬ ˣˮ˞˴ˬ ,!ˢ˪ˣ˰ˬhook.ˣ˧˪˞ ˰˧ˠˢ˪ ˡ˴˧˩ ˭˧˟ˢ˪ ˣˮ˪ ˶˸ˣˮ ˣ˧˷˩˰ , 

System call table 

 ˪˷ ˸ˣ˟˩˷ˬ ˢ˧ˣˮ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˢˡˣ˟˰ˢ ˫˴˰ˬ ˫ˠˣ ˫˷ˢˬ ˷˥ˮ˪ ˶˷˲˞˷ ˣˬ˩ ˤ˞

 ˭˸ˣ˞ ˸˞ ˤ˩˶˧˷ ˣˢ˷ˬ ˫˧˧˵˷ ˷˥ˮ˪ ˶˟˩ ˶˷˲˞ ,(˸ˣ˦˷˲ˢ) ˸ˣ˧˴˵˶˦˯˟˞syscallsˢ ˧ˢˣˤ ˭˩˟ˣ .-system 

call tableˢ .-syscall table ˢ ˫˷ ˪˷ ˢˡˣˬ˰ ˢ˪˧˩ˬ˷ ˪˷ ˢ˪˟˦ ˭˧˧˰ˬ ˢˮ˧ˢ ˢˬ˷˪ ˫˞˸ˢ˟-syscall 

˪ ˢ˞˧˶˵˟ ˪˷ˬ˪ ˨˩ .˭ˣ˶˩˧ˤ˟ ˢ˪˷ ˸˟ˣ˸˩ˢˣ- open ˪˷ ˸˥˧˸˲˪ ˸˩˶˰ˬ ˸˞˧˶˵)file  ˸˩˶˰ˬ (˫˧ˣ˯ˬ

 ˪˷ ˢ˶ˣ˷˟ ˸˞˴ˬˮˢ ˸˟ˣ˸˩˟ ˢ˧˴˵ˮˣ˲ ˢ˪˧˰˲ˬ ˢ˪˰˲ˢˢopen ˟-syscall table. 

 ˢ˸ˣ˞˷ ˢ˞˟ˢ ˫˰˲˟ ˨˩˟ˣ ˢ˪˟˦˟ ˨˶˰ˢ ˸ˣˮ˷˪ ˩"ˢ˯˟ ˢˤ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˢˬ ˢ˷˰ˬ˪ ˭˩˪syscall 

˸ ˢ˪˟˦˟ ˸˟ˣ˸˩ˢ ,˞˶˵˧˸ ˷˧ˠˡˮ ˭ˣ˧˰˶ˢ ˸˞ ˡˠ˞ˮ˷ ˧ˮ˲˪ .˳ˣ˶˸ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢˣ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˧ˢ

ˢ˷ ˞ˣˢ ˭ˣ˷˞˶ˢ :˫˧˟ˣ˷˥ ˫˧˦ˮˬ˪˞-syscall table  ˞˧ˢread only  ˣˮ˥ˮ˞ ˪˟˞) ˢ˧˪˞ ˟ˣ˸˩˪ ˶˷˲˞ ˧˞ ˭˩˪ˣ

root  ˣ˸ˣ˞˪ ˟ˣ˸˩˪ ˣˮ˪ ˶˷˲˞˸ ˶˷˞ ˢ˪ˣ˰˲ ˶ˣ˴˧˪ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˭˩˪ ,(˪ˣ˩ˢ ˸ˣ˷˰˪ ˥ˣ˩ˢ ˸˞ ˣˮ˪ ˷˧ ˭˩˪ˣ

ˢ ˪˪˩ ˨˶ˡ˟) ˢ˴˧˶ˢ ˭ˣ˶˩˧ˤ˟ ˷ˣˬ˧˷ .˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞-RAM( ) ˭ˣ˶˩˧ˤˢ ˪ˢˮˬ ˧ˡ˧ ˪˰ ˪ˢˣˮˬMMUό  ˢ˴˵ˬ ˶˷˞

 ˢˤ ˟ˣ˶˪) ˫˧ˣ˯ˬ ˪ˡˣˠ˟ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˧˞ ˨˧˪ˢ˸ ˪˩˪gbп) ˫˧˲ˡ˩ ˫˸ˣ˞ ˠ˴˧˧ˬˣ (pagesό,  ˭˸ˣˮ ˞ˣˢ ˢ˷˰ˬ˪ ˨˩ˣ

 ˫˸ˣ˞˪ .˟˷˥ˬˢ ˸ˣ˪ˣ˰˲ ˸˞ ˪˰˧˪ ˸ˣ˶˷˲˞ˣ ˢ˞˪ˬ ˸ˣ˧˶˪ˣˡˣˬpage- ˫ˢˬ ˸˥˞ ˶˷˞ ˸ˣ˶ˡˠˢ ˫ˮ˷˧ ˫˧

 ˶ˬˣ˪˩ ,˫˟˴ˬ ˢˮ˧ˢread only, read write  ˸ˬ˶˟ ˞˪˞ ,ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸ˬ˶˟ ˢˮˮ˧˞ ˣˤ ˢ˶ˡˠˢ ˨˞ .'ˣ˩ˣ

 ˸˞ ˠ˧˴˞ˣ ˢ˪ˣ˰˲ˢ ˰ˣ˴˧˟˪ ˫˧˩˶ˡ ˧ˮ˷ ˸ˣˬ˧˧˵ ˸˧ˮˣ˶˵˰ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˸ˣˮ˷˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ .˭ˢ˧˸˷

ˢ ˨˶ˡ ˢ˟˧˸˩ˢ-struct ˢ ˪˷-page  ˞˧ˢ ˶˷˞ ˢ˩ˣˬˮ ˶˸ˣ˧ ˢ˧˴˵˶˦˯˟˞ ˸ˬ˶ ˞˧ˢ ˢ˧˧ˮ˷ˢ ˨˶ˡˢˣ ,ˣˬ˴˰

ˢ ˧ˣˮ˧˷-cr0 . 

cr0 xhooking- ˢ ˪˰-syscall table 

ˢ ,˸˧˷˞˶-cr0  ˶ˬˣ˪˩ ,ˣ˟˴ˬˣ ˣˬˣ˵˧ˬ ˧ˡ˧ ˪˰ ˷˞˶ˬ ˭˧˧˲ˣ˞ˬ ˶˷˞ ˪ˠˡ ˣ˩ˣ˸˟ ˪˧˩ˬ ˦˧˟ ˪˩˷ ˶˦˯˧ˠ˶ ˞ˣˢ

 '˯ˬ ˦˧˟˪л  '˯ˬ ˦˧˟ˬ ˢˮˣ˷ ˡ˧˵˲˸ ˢ˧ˢ˧нˢ ˸˧˧˰˟˟ ˣˮ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˶˷˞ ˦˧˟ ˫˧˧˵ ˨˩˪ ˫˞˸ˢ˟ ,read-

only  ˦˧˟ ˣˢˤˣмс  ˞ˣˢ ˣˬ˷˷Write protect  ˶ˣ˴˧˵˟ ˣ˞)WP˞ˣˢ ˶˷˞˩ :ˣˬ˷ˬ ˭˧˟ˢ˪ ˭˸˧ˮ˷ ˧˲˩ˣ ,(  ˵˪ˣˡ

 ˪˷ ˵˪˥ˢˣ ˢ˧˴˵˶˦˯˟˞ ˪˷ ˸ˣ˟˩˷ˬ ˧ˣˮ˟ ˟˷˥ˬˢ ˶ˣˬ˞˩ .˟ˣ˸˩˪ ˭˸˧ˮ ˧ˣ˟˩ ˞ˣˢ ˶˷˞˩ˣ ˟ˣ˸˩˪ ˶˷˲˞ ˧˞

ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˭˸ˣ˞-page ˪ ˸ˣ˪ˣ˰ ˭ˢ ˡ˟˰ˬ˟ ˢ˪˰˲ˢˢ ˸˰˟ ˪˰ˣ˲˟ ˨˞ ˣ˧˪˰ ˸ˣ˞˴ˬˮ-cr0 ˣˮ˪ ˷˧˷ ˨˩ .

ˢ ˸ˬ˶˟ ˢ˟˧˸˩ˢ ˸ˣ˶˷˲˞ ˸˞ ˸ˣˮ˷˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ :˸ˣ˧ˣ˶˷˲˞ ˧˸˷-page  ˸ˣˮ˷˪ ˣ˞ ˣˬ˴˰ ˸ˣ˶˷˲˞ ˸˞

 ˢ˶˸˧ ˸ˣ˦˷˲˟ ˭ˢ˧˸˷ ˸˞ ˠ˧˴˞ ˶ˬ˞ˬˢ ˪˰ ˯˧ˬ˰ˢ˪ ˞˪ ˧ˡ˩˟ .ˡ˟˰ˬˢ ˪˰ ˞˴ˬˮ ˶˟˩ ˞ˣˢ ˶˷˞˩ ˢ˟˧˸˩ˢ

.ˢ˟˧˸˩ˢ ˸ˮˠˢ ˸˞ ˸ˣ˪˦˟ˬ ˭ˢ˷ ˟˴ˬ˟ ˵˶ˣ 

ˢ ˶˥˞˪ ,˶ˣˬ˞˩-hook :ˣˮ˧˶ˣ˥˞ˬ ˸ˣ˟˵˰ ˶˧˞˷ˢ˪ ˞˪ ˧ˡ˩ ˢ˟˧˸˩ ˸ˮˠˢ ˸˞ ˶˧ˤ˥ˢ˪ ˣˮ˧˪˰ 
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 ˨ˣ˸˪ ˞˶ˣ˵ ˣ˶˵˞ˬˢorig_cr0  ˸˞cr0  ˸ˣ˰˴ˬ˞˟read_cr0 ˸˞ ˢ˟˩ˬ ˭˩ˬ ˶˥˞˪ˣ ,wp  ˟˪ ˣˬ˧˷)

ˢ ˸ˣ˰ˬ˷ˬ˪- ˸˰˴˟ˬ ˢ˷˰ˬ˪˷ '~'NOT ˪-0x10000.( 

 ˸˟ˣ˸˩ ˢ˧˴˵ˮˣ˲˪ ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞ ˢ˟˷ ˢ˧˧ˮ˷ˢ ˨˶ˡˢ ˪˷ ˷ˣˬ˧ˬˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˞˟ˢ ˡˣ˵ˢ ˰˦˵˟ˣ

 ˸˶ˤ˰˟ ˭˩ˬ ˶˥˞˪ ,˭ˣ˶˩˧ˤ˟lookup_address ˢ ˸˞ ˫˧ˠ˧˷ˬ-page  ˫˞ ˫˧˵ˡˣ˟ ˱ˣ˯˟˪ˣ ,˸˟ˣ˸˩ ˢ˸ˣ˞ ˪˷

˧ˮ ˞˧ˢ ˸˶ˤ˰˟ ˢ˟˧˸˩ ˸ˣ˶˷˲˞ ˸˞ ˢ˧˪˞ ˫˧ˬ˧˷ˬ ˣˮ˥ˮ˞ ˫˧˧˵˸ˬ ˧˞ˮ˸ˢ ˫˞ ,ˢ˸˟˧˸˩˪ ˞˪ ˭˸

_PAGE_RW: 

 

ˢ ˸˞˴ˬˮ ˭˩˧ˢ ˸˰ˡ˪ ˭˸˧ˮ ˪˪˩˟ ˨˧˞ ,ˢ˪˞˷ˢ ˸˪˞˷ˮ ˨˞-syscall table  ˞˧ˢ ˨˩˪ ˢ˟ˣ˷˸ˢ ?˭ˣ˶˩˧ˤ˟

 ˸ˣ˞˴ˬ˞˟kallsyms .kallsyms ˟ ˞˴ˬˮ ˶˷˞ ˳˟ˣ˵ ˣˮ˧ˢ-/proc  ˫˧˪ˬ˯ˢ ˪˩ ˸˞ ˣ˩ˣ˸˟ ˪˧˩ˬ ˶˷˞ 

)symbolsˢ˷ (-kernel .˫ˢ˪˷ ˸˟ˣ˸˩ˢ ˸˞ˣ ˶˧˩ˬ 

 ˪ˬ˯ˢ ˫˷ ˧˲ ˪˰ ˸ˣ˟ˣ˸˩ ˭˸ˣ˞ ˸˞ ˠ˧˯ˢ˪ ˣˮ˪ ˸ˠ˞ˣˡ ˶˷˞ ˢ˧˴˵ˮˣ˲ ˫ˠ ˸ˬ˧˧˵ ˣˤˢ ˢ˧˵˧˸˪ ˫˞˸ˢ˟ ˭˩˪

ˢ ˧ˢˣˤ ,˳˟ˣ˵˟-kallsyms_lookup_name ˪˷ ˦ˮˬˣˠ˶˞ ˢ˧˪˞ ˫˧˶˧˟˰ˬ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˲ 'ˠˣˡ˪ ˫˞˸ˢ˟˷ ,

ˢˣ ˫˧˷˲˥ˬ ˣˮ˞˷ ˪ˬ˯ˢ ˫˷return value- ˢˮ˧ˢ ˸˟ˣ˸˩ ˶˷˞˩) ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˰˧˟˴ˬ ˢ˧ˢ˧unsigned 

long.( 

 

ˢ ˸˞ ˸ˣˢˤ˪ ˭˸˧ˮ ˫ˠ ˧˩ ˭˧˧˴˪ ˷˧ ˨˩˪ ˱˯ˣˮ-syscall table  ˪˩ ˪˰ ˸ˣ˶ˬ˪ ˰ˬ˷ˬ .˧˶ˮˠ ˷ˣ˲˧˥ ˸ˣ˰˴ˬ˞˟

 ˭˧˴˪ ˷˧˷ ˸˧ˮ˧˧ˮ˰ˬ ˡˣ˞ˬ ˨˶ˡ ˧ˢˣˤ ,˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ ˣ˸ˣ˞ ˸˞ ˶ˣˬ˷˪ ˤ˞ˣ ˢˮˬˬ ˨˶˰ ,˸˞˧˴ˬ˪ ˡ˰ ˭ˣ˶˩˧ˤˢ

.˪"ˮˢ ˨˶ˡˢ ˪˰ ˶˟ˡˬ˷ ˵˪˥˪ ˶ˣ˷˧˵ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˱˧˯ˣ˞ ,ˢˤˢ ˶ˬ˞ˬ˟ ˢ˟ ˡ˵ˬ˸˞ ˞˪ ˪˟˞ ˢ˸ˣ˞ 
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ˢ ˸˞ ˞ˣ˴ˬ˪ ˨˧˞ ˣˮ˟ˢ ˤ˞-syscall table ˪˦˟˪ ˨˧˞ˣ  ˸ˣˢˤ˪ ˢˤ ˶˸ˣˮ˷ ˢˬ ,˭ˣ˶˩˧ˤ˟ ˢ˟˧˸˩ˢ ˸ˮˠˢ ˸˞

ˢ ˨ˣ˸˟-syscall table ˢ ˪˷ ˫ˣ˵ˬˢ ˸˞-syscall  ˢ˪ ˸ˣ˷˰˪ ˫˧˴ˣ˶ ˣˮ˞˷hooking ˵˪˥ˢ ˢˤ ˢ˷˰ˬ˪ .

ˢ˧˧˶˲˯˟ ˥˩ˣˮ ˦ˣ˷˲ ˶˸ˣ˧ˢasm/unistd.h   ˪˩˪ ˣ˶˵˞ˬ ˸˶ˤ˰˟ ˣˮ˪ ˠ˧˴ˢ˪ ˸˰ˡˣ˧˷syscall  ˢ˶ˬˢ˪ ˢˣˣ˷˷

ˢ ˫˷ ˭˧˟-syscall ˟ ˢˢˤˬˢ ˢ˶˲˯ˬ˪-syscalls tableˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˭˧˧˴˪ ˢˤ ˶˸ˣˮ˷ ˢˬ ,˭˩˪ .-syscall 

ˢ ˨ˣ˸˟ ˸ˣˮ˷˪ ˫˧˴ˣ˶ ˣˮ˞ ˢ˸ˣ˞-syscall table  ˣ˶˵˞ˬ ˫˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˧˲˧˴˲˯ˢ ˫ˣ˵˧ˬˢ ˭ˣ˧˴ ˧ˡ˧ ˪˰

ˬ ˫˧˰˧ˠˬ˷-asm/unistd.h ˢˮ˸˷ˬˢ ˸˞ ˫˧˥˵ˣ˪ ˣˮ˥ˮ˞ ˧˩ ˞ˬˠˣˡ˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˩ .sys_call_table  ˨˶˰˟

ˢ ˪˷-syscall getdents64  ˢ˧˴˵ˮˣ˲˪ ˢˣˣ˷˷ ˸˟ˣ˸˩ˢ ˸˞ ˭ˣ˶˵˰˩) ˢˬ˷ ˸ˬ˧˧˵ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˫˧ˮ˷ˬˣ

.(˱˧˪˥ˢ˪ ˫˧˴ˣ˶ ˣˮ˞˷ 

 

 ˷ˬˬ˪ ˫˧˰ˡˣ˧ ˣˮ˞ ˢˤˢ ˟˪˷˟hook ˟-syscall table  ˸˞ ˫˧ˮˣ˟ ˨˧˞ ˭˧˟ˢ˪ ˣˮ˪ ˶˸ˣˮ ,˞˪ˬ ˦˰ˬ˩ ˭˲ˣ˞˟

ˢ ˢ˧ˢ˸˷ ˢ˧˴˵ˮˣ˲ˢ-hook  ˞ˬˠˣˡ˪ ˧ˡ˩ ˨ˣ˸ ˸˞ˤ ˭˧˟ˢ˪ ˧˞ˡ˩˷ ˭˧ˬ˞ˬ ˧ˮ˞ ˧˩ ˨˷ˬˢ˟ ˰˧ˠ˧ ˢˤ ˶˟˯ˢ ,ˣˮ˪˷

 ˷ˬˬ˪ˣ ˶ˣ˵˥˪ ˪˧˥˸ˮˣ ˶ˬ˞ˬˢ ˪˷ ˧˷˰ˬˢ ˵˪˥˪ ˶ˣ˟˰ˮ ˢˤ ˟˪˷˟ ˭˩˪ .ˢ˞˪ˬо  ˸ˣˬ˧˧˵˷ ˢ˶˸˯ˢ ˧ˮˣˮˠˮˬ

ˢ ˸˧˟˶ˬ˟-rootkit- ˸ˬ˪˰ˢˣ ˫˧˴˟˵ ˸ˬ˪˰ˢ ,˫˧˩˧˪ˢ˸ ˸ˬ˪˰ˢ :˫ˢˣ ˫ˣ˧˩ ˫˧socket-!˫˧ 
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 ˧˷˰ˬˢ ˵˪˥ˢ 

 ˧ˮ˲˪ ˸ˣ˟˧˷˥ˢ .ˢˮ˟ˮ˷ ˭ˣˮˠˮˬ ˪˩ ˨˶ˣ˞˪ ˣˮ˸ˣ˞ ˢˣˣ˪˸˷ ˢˡˣ˟˰ ˸˧ˮ˩ˣ˸ ˭˧˧˰ˬ ˶˧ˡˠˮ ˫˧ˮˣ˷ˢ ˷ˣˬ˧ˬ˪ ˪ˣ˪˴ˮ˷

 ˫˧˵˪˥ˢ ˪˰ ˭ˢ ,ˢ˟˥˶ ˢˮ˟ˢˣ ˯˧˯˟ ˣˮ˪ ˭˸˧˧˷ ˵ˣˬ˰ ˶˵˥ˬ ˨˧˪ˢ˸ ˶˴˧˧˪ ˶˵˧˰˟ ˞˧ˢ ˣˤ ˸˧ˮ˩ˣ˸ ˪˷

ˢ ˸˪˸˷ˢ˟ ˫ˢ˪˷ ˪ˣ˴˧ˮˢ ˨˶ˡ ˪˰ ˭ˢˣ ˫ˢ˟ ˸˷ˬ˸˷ˬ ˸˩˶˰ˬˢ˷ ˫˧˧˲˧˴˲˯ˢ-hook ˸˧ˮ˩ˣ˸ ˶ˣˬ˞˩ .

ˢ ˰˵˶ ˞˧˟˞ "?˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶ˣ˵ ˢˬ" ˢ˪˞˷ˢ ˪˰ ˸ˣˮ˰˪ˬ ˪˧˥˸ˮ ,ˢ˰ˣ˟˵ ˸˧˯˥˧ ˢ˧ˢ˸ ˣˮ˪˷ ˢˡˣ˟˰

 ˣ˞ ˪ˠˣˠ ˨˶ˡ ˷˧ˠˮ ˢ˧ˢ˧ ˰ˡ˧ˬˢ ˟ˣ˶˪) ˸˶˟ˣˡˬˢ ˢ˪ˣ˰˲ˢ ˪˰ ˧˪˪˩man page ˸˞ ˪˧˰˲ˮ ˭˩ˬ ˶˥˞˪ (strace 

ˮ˰ˬˢ ˫˧˵˪˥ˢ ˸˞ ˥˵˧ˮ ˨˩ ˶˥˞ .ˣˮ˸ˣ˞ ˭˧˧ˮ˰˪ ˫˧˶ˣˬ˞ ˶˷˞ ˫˧˵˪˥ˢ ˸˞ ˶˸˞˪ ˢ˯ˮˮ ˢ˸˶ˤ˰˟˷ ˫˧ˮ˧˧

ˢ ˸˞ ˫˵ˬ˪ ˶˷˲˞ ˡ˴˧˩ˣ ˢ˲˧˞ ˭˧˟ˢ˪ ˢ˯ˮˮˣ ˫ˡˣ˵ ˣˮ˶˸˧˞˷ ˰ˡ˧ˬˢˬ-hook  ˸˞ ˠ˧˴˞ ˢˤ ˪˩ ˧˶˥˞ .ˣˮ˪˷

 .ˣˮ˪˷ ˶˵˥ˬˢ ˨˧˪ˢ˸˪ ˪˧˟˵ˬ˷ ˶˟˯ˢ ˫˰ ˧˪˷ ˷ˣˬ˧ˬˢ 

 

˫˧˩˧˪ˢ˸ ˸ˬ˪˰ˢ 

˧˪˪˩ ˰˵˶ 

 ˫ˠˣ ,˪˧˧ˬˢ ˧˸ˣ˶˧˷˪ ˶ˣ˟˧˥ˢ ,˟˷˥ˬˢ ˪˷ ˭ˣ˰˷ˢ ,˫ˣ˶˩ ˪ˠˣˠ ,˟˷˥ˬ˟ ˸ˣ˴˶˷ ˸˧ˮ˩ˣ˸ ˫ˢ ,˫ˬ˷˩ ˫˧˩˧˪ˢ˸

ˣ˸ ˣˬ˩ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩keylogger- ˷˧ ,˫˧˪˰ˢ˪ ˫˧˴ˣ˶ ˸ˣ˵ˤˣˮ ˧˥˸˲ˬ˩ ˣˮ˥ˮ˞˷ ˣ˪˞˩ ˷˧ .˫˧˩˧˪ˢ˸ ˫˪ˣ˩ ˫ˢ ˫˧

 ˶˲˯ˬ ˷˧ ˨˧˪ˢ˸ ˪˩˪ ˧˩ ˭˧˧˴˪pid )Process ID ˨˧˪ˢ˸ ˣ˸ˣ˞ ˡˣ˰ ˪˩ ˱˵˸ˣ ˣ˸ˣ˞ ˵˶ ˭˧˧˲˞ˬ˷ ˤ"˸ '˯ˬ ˣˬ˩ ,(

 :ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ (˭˟ˣˬ˩ ˯˵ˣˮ˧˪˟) ˣˮ˟˷˥ˬ˟ ˫˧˴˶ ˫˧˩˧˪ˢ˸ ˣ˪˧˞ ˸ˣ˞˶˪ ˧˞ˡ˩ .˳˶ps  ˯˧˲ˡ˸ ˶˷˞

 ˣ˞ ˰ˠ˶ ˣ˸ˣ˞˟ ˫˧˴˶˷ ˫˧˩˧˪ˢ˸ˢ ˸˞top .˸˧˟˧˦˵˞˶˦ˮ˧˞ ˢ˶ˣ˴˟ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˸˞ ˳˧˶˸˷ 

-˟ps  ˫˧˪ˠˡ˟ ˫˧˷ˬ˸˷ˬ ˟ˣ˶˪aux ˪ ˧ˡ˩:(ˢˬ˧˷˶ˢˬ ˭˦˵ ˵˪˥ ˵˶ ˞˧ˢ ˢˮˣˬ˸ˢ) ˫˧˩˧˪ˢ˸ˢ ˪˩ ˸˞ ˠ˧˴ˢ 

 

˟ˣ-top :˷ˬ˸˷ˬ˪ ˰ˡ˧ˬ ˶˸ˣ˧ ˷˧ˠˮˬˣ ˧˪˞ˣˤ˧ˣ ˶˸ˣ˧ ˣˮ˧ˢ ˵˷ˬˬˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ 
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procfs  

˟ ˭ˣ˧˯˧ˮ ˸˴˵ ˷˧˷ ˧ˬ˪-linux internals ˟ ˧˪˪˩˟ ˣ˞-linux  ˧˩ ˰ˡˣ˧/proc  ˶˧˧ˮˢ ˪˰ ,˫ˣ˵ˬ ˫˸˯ ˞˪ ˢˤ/proc 

 ˪˟˞ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˸˞ ˣ˩ˣ˸˪ ˤ˩˶ˬ˷ ˫ˣ˵ˬˢ ˢˤ/proc ˬ ˵˪˥ ˞ˣˢprocfs- ˪˷ ˶ˣ˴˧˵ ˢˤ˷proc file 

system˟ ,-linux " ˧˩ ˢ˥ˮˢ ˸ˬ˧˧˵everything is fileϦ  ˫ˠ ˨˩˪ ˫˞˸ˢ˟ˣproc ˫˴˰˟ ,˨˩˪ ˶˟˰ˬ ˪˟˞ ,

 ˪˷ ˢ˸ˣ˧ˢ/proc  ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˪˷ ˫ˣ˵ˬˢprocfs ˸˩˶˰ˬ ˞˧ˢ˷ ˨˩˪ ˸˪˷ˬˮ 

 :˫˧˩˧˪ˢ˸ˢ ˪˩ ˪˷ ˫˧˴˟˵ˢprocess file-system . 

 

˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ 

 ˥˵˧ˮ ˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟ps  ˢ˧˪˰ ˰˴˟ˮˣstrace: 

 

 ˸˞ ˪˧˟˵ˬ˟ ˫˸˴˶ˢ ˫˞strace  ˢˮˣˬ˸ˢˬ ˸ˣˮˣ˷ ˸ˣ˶ˣ˷ ˭ˣˬˢ ˫˸˪˟˧˵˷ ˥˧ˮˢ˪ ˶˧˟˯-  ˢ˪˥˸ˢ ˪˟˞

:ˢˮˬˬ ˪˧˥˸ˮ ˢ˟ˢ .ˢˬˣˡ 

˷ ˢ˲ ˸ˣˢˤ˪ ˭˸˧ˮ ˸˧˷˞˶-ps ˟ ˞˴ˬ˧ˮ˷ ˧˶˞ˮ˧˟ ˢ˪˧˰˲ˬ-/usr/bin/ps  ˞˴ˬˮ ˞ˣˢ˷ ˢˤ ˟˵˰ ˶ˣˬ˞˩

 ˸˧˧˵˧˸˟bin  ˶˷˞ ˶ˤ˰ ˸ˣ˧˶˲˯ ˞ˣ˟˧ ˪˷ ˨ˣ˶˞ ˨˧˪ˢ˸ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˭˩ˬ ˶˥˞˪ .˧˶˞ˮ˧˟ ˞ˣˢ ˧˩ ˭˧˟ˢ˪ ˭˸˧ˮ

 ˸˞ ˭˧˟ˢ˪ ˫˧˯ˮˬ ˞˪˞ ˢˬ˴˰ ˸˧ˮ˩ˣ˸˪ ˠˮ˧˯˶˟˶ ˢˤ˧˞ ˫˧˷ˣ˰ ˞˪ ˣˮ˥ˮ˞ ˧˩) ˰ˠ˶˩ ˣˮ˸ˣ˞ ˸ˣˮ˧˧ˮ˰ˬ ˨˩ ˪˩ ˞˪

.(ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˬ˶˟ ˣ˸ˣˬ˪˷˟ ˨˧˪ˢ˸ˢ 

 ,ˢ˧˧˶˲˯ ˳˟ˣ˵ ˸˥˧˸˲ ˪˷ ˸˶ˤˣ˥ ˢˮ˧˦ˣ˶ ˭˧˧˰ˬ˟ ˢ˧˧˲˴ ˸˶ˤ˰˟ ˸ˣ˧˶˲˯ˢ ˞ˣ˟˧ ˨˧˪ˢ˸ ˸˞ ˸ˣˢˤ˪ ˭˸˧ˮ

 ˞ˣ˟˧ˢ ˨˧˪ˢ˸ ˪˩ ˪˰ ˠ˪ˡˮ .(˨˩˪ 'ˠˣˡ ˫˧˶ˣ˥˷ˢ ˫˧˴˧˥˟ ˸ˣ˞˶˪ ˭˸˧ˮ) ˢ˧˧˶˲˯ˢ ˳˟ˣ˵ ˸˶˧ˠ˯ ,˰ˡ˧ˬ ˸˵˸˰ˢ

˟ ˢˡˣ˵ˮˢ ˸˞ ˶˸˞˪ ˢ˯ˮˮˣps-  .ˡ˟˪ ˸ˣ˯ˮ˪ ˫˧ˮˬˤˣˬˬ ˶˸ˣ˧ ˫˸˞ .˳ˣ˶˪ ˢ˪˧˥˸ˬ 

˪˥˸ˢˢ ˤ˞˪ ˢ˞˧˶˵˟ ˢˮ˧ˢ ˢ-getdents64  ˪˷ ˰ˣ˟˵ ˢˮ˟ˬ˟ ˫˧˴˟˵ ˸˥˧˸˲ ˪˷ ˢ˶ˡ˧˯ ˢ˪˧˥˸ˬ ˢ˧˶˥˞ˣ

/proc/number/statusˢ ˶˲˯ˬ ˧˲ ˪˰ ˢ˧˧˵˧˸ ˷˧ ˨˧˪ˢ˸ ˪˩˪˷ ˫˧˰ˡˣ˧ ˣˮ˞ ,˧˪˪˩ˢ ˰˵˶˟ ˶˩ˤ˧ˮ ˫˞ .-pid 

 ˧˶˥˞ ˢˮˣ˷˞˶ˢ ˢ˞˧˶˵ˢ˷ ˢˤ˟ ˢ˞˧˶˵ˢ ˪˷ ˢ˪˥˸ˢˢ ˸˞ ˸ˣˢˤ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˨˩˪ ˱˯ˣˮ .ˣ˪˷



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  ос 
 

getdents64 ˢ˷ ˨˧˪ˢ˸˪ ˞˧ˢ-pid  ˣ˪˷м  ˨˧˪ˢ˸ ˪˰ ˞ˣ˶˵˪ ˣ˯ˮ ,˵˧ˬ˰ˢ˪ ˫˧˴ˣ˶ ˫˸˞ ˫˞)м  ˡ˥ˣ˧ˬ ˢˬˣ

 ˪˩ˣˮ ˞˪ ,ˢ˞˪ˬ ˢ˥˪˴ˢ ˥˧˩ˣˮˣ ˥ˣ˸˧˲ˢ ˸˞ ˫˧˧˯ˮ ˞˪˷ ˡ˰) ˢ˶˰˷ˢ ˭˧˧˰ˬ ˵˵ˤ˪ ˶˷˲˞ ˢˤ ˪˩ˬ ˤ˞ .(ˣ˟

 ˧˩ (ˢˮˣ˩ˮˢ ˞˧ˢ ˣˮ˸˰ˡ ˧˩ ˭ˣ˰˦˪ps  ˳˟ˣ˵˟ ˨˧˪ˢ˸ ˪˷ ˢ˧˧˵˧˸ ˪˩˟ ˫˧˧˵˷ ˰ˡ˧ˬˢ ˸˞ ˥˵ˣ˪status  ˯˧˲ˡˬˣ

.ˣ˸ˣ˞ 

 

˪˷ ˭˩ˣ˸ˢ ˪˰ ˪˩˸˯ˮ ˫˞stat  x-status  ˪˷ ˦˪˲˪ ˢˬˣˡ˷ ˰ˡ˧ˬ ˫ˢ˟ ˫˧˧˵ ˭˩˞ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮps: 

 

 

˷ ˰ˡ˧ˬ ˷˧˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ,˞˪ ˣ˞ ˢˮˣ˩ˮ ˢ˶˰˷ˢˢ ˫˞ ˫ˠ-ps ˬ ˣ˸˞ ˡ˟ˣ˰-status x-stat ˢ˯ˮˮ ˣ˞ˣ˟ ,˭˩˪ .

 ˣˢˬ ˞ˣˢ ˭ˣ˷˞˶ˢ ,˫˧˶˟ˡ ˧ˮ˷ ˭˧˟ˢ˪getdents64Φ ˡˣ˧ ˶˟˩ ˣˮ˥ˮ˞ ˪˷ ˢ˞˧˶˵ˢ ˨˧˪ˢ˸˟ ˢ˶ˣ˵ ˢˬ ˫˧˰stat 

-xstatus ˢ ˫˞ ˞˧ˢ ˢ˪˞˷ˢ ,˳˟ˣ˵ ˪˩ ˪˷-getdents64  ˞ˣˢ ˧ˮ˷ˢ ˶˟ˡˢˣ ,ˢˤ ˪˰ ˰ˡ˧ˬ ˡˣ˰ ˣˮ˪ ˸˸˪ ˪ˣ˩˧

 ˧˶˞ˮ˧˟ˢ ˢ˷˰ˬ˪ ˨˧˞ps  .˨˩ ˶˥˞ ˣ˸˞ ˢ˷ˣ˰ ˞ˣˢ ˢˬˣ ˫˧˴˟˵ ˫˸ˣ˞ˬ ˞˶˵ˮ ˰ˡ˧ˬˢ ˸˞ ˭ˮ˯˪ ˥˧˪˴ˬ 

  



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  от 
 

getdents64 

ˢ ˨ˣ˸ˬ-man page :˫˧ˮ˧˧ˮ˰ˬ ˫˧˶˟ˡ ˢˬ˩ ˡˣ˰ ˸ˣˢˤ˪ ˭˸˧ˮ 

 

˷ ˫˧ˮ˧˧˴ˬ ˸˧˷˞˶-getdents64  ˪˰ ˪˩˸˯ˢ˪ ˸˩˪˪ ˣˮ˪ ˫˧˶ˬˣ˞ˣ ˪ˮ˶˵ˢ ˪˷ ˫˧˵˷ˬˬ˪ ˸˯˥˧˧˸ˬreaddir 

˪ ˫˧˥˸˲ˬ ˭˩˞ ˣˮ˥ˮ˞˷ ˪˪ˠ˟ ,˟˪ ˣˬ˧˷ ˪˟˞ ,˫ˣ˵ˬ˟-kernel ˪ ˞˪ˣ-userspace  ˣˮ˧˪˞ ˱˵˸ ˞˪ ˢˤ ˤ˞

ˢˢ ˪˰ ˪˩˸˯ˮˣ ˨˧˷ˬˮ .˭ˣ˩ˮˢ ˫ˣ˵ˬ˟ ˣˮ˥ˮ˞ ˢ˷˰ˬ˪ˣ ˪˷ ˢ˶ˡˠgetdents64 ˪ ˢ˸ˣˢˬ˟ ˢˬˣˡ ˞˧ˢ˷)-

getdentsˢ ˸˞ ˸˞˶ˣ˵ ˞˧ˢ ˧˩ ˭˧˟ˢ˪ ˭˸˧ˮ :ˢ˪˷ ˶˟˯ˢˢ ˨˷ˬˢ ˪˰ˣ (-structπ ˠˣ˯ˬ ˫˧linux_dirent  ˨ˣ˸ˬ

 ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ ˞ˣˢ˷ ˧˲˧˴˲˯ ˶ˣˤ˞fd  ˦ˮˬˣˠ˶˞ ˨ˣ˸˪drip  ˠˣ˯ˬ ˞ˣˢ˷linux_dirent64 . 

 ˸˞ ˧˸˪˰˲ˢ ˸˧˷˞˶ ,˫˧˟˴ˬ ˧ˮ˷ ˭˧˟ ˧ˣˮ˧˷ˢ ˸˞ ˭ˣ˥˟˪ ˧˸˯˧ˮ ,˨˩˪ ˱˯ˣˮstrace  ˪˰ps  ˣ˴˶ ˞˪ ˶˷˞˩

˪ ˦˶˲ ˸ˣ˧ˮ˩ˣ˸-firefox  ˸˞ ˧˸˴˶ˢˣ ˢ˵˧ˤˣˬˢ ˭ˠˮ ˸˞ ˧˸˪˰˲ˢ ˭˩ˬ ˶˥˞˪ˣ ˟˷˥ˬ˟strace ps  ˫˰˲ˢˣ .˟ˣ˷

 ˸ˮ˧˥˟ˬ ˧ˣˮ˧˷ ˧˸˪˟˧˵getdents64˫˧˶ˬ˷ˮ ˫ˠ ˣ˟˷) ˧ˮ˷ˢ ˦ˮˬˣˠ˶˞˟ ˧ˣˮ˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ : ˢ ˸ˣˬ˩-dirent (

˟ ˫ˠˣ-return value :˶˸ˣ˧ ˪ˣˡˠ ˞ˣˢ˷ 

 

˷ ˧˸˧˞˶ ,˫˧˴˟˵ ˸ˬ˪˰ˢ ˪˰ ˧˸˰˴˧˟˷ ˪˧˟˵ˬ ˶˵˥ˬ ˨ˣ˸ˬ-getdents64 ˟ ˫ˠ ˸˷ˬˣ˷ˬ-ls  ˢˡˣ˵˲ ˞˧ˢ˷

 ˧˩ ˭˧˟ˢ˪ ˭˸˧ˮ ˣˮ˵˯ˢ˷ ˰ˡ˧ˬˢ ˪˩ ˶ˣ˟˧˥ˬ ˭˩˪ .ˢ˟ ˫˧˞˴ˬˮ ˣˮ˞˷ ˢ˧˧˵˧˸ˢ ˭˩ˣ˸ ˪˩ ˸˞ ˫˧˯˧˲ˡˬ ˣˮ˞ ˢ˟˷

getdents64 ˧ˤ˩˶ˬ ˵˪˥ ˸˥˵ˣ˪ ˟-ps  ˸ˮ˸˧ˮˢ ˢ˧˧˵˧˸˟ ˫˧ˬ˧˧˵ˢ ˫˧˴˟˵ˢ ˸˞ ˯ˣ˶˲˪ ˸˧˞˶˥˞ ˞˧ˢ˷ˣ

 ˣˮ˪˷ ˢ˶˵ˬ˟ ,ˢ˧˪˞/proc ˸˞ ˷˧˷ ˣˮ˪ ˰ˣˡ˧ ?ˠ˴ˣ˧ˬ ˳˟ˣ˵ ˪˩ ˪˷ ˰ˡ˧ˬˢ ˨˧˞ ˪˟˞ ,linux_dirent  ˶ˬˣ˷˷

 ?˞˟ˢ ˳˟ˣ˵ˢ ˞˴ˬˮ ˭˩˧ˢ ˰ˡˣ˧ ˞ˣˢ ˨˧˞ ˶ˬˣ˪˩ ?˫˸ˣ˞ ˪ˢˮˬ ˞ˣˢ ˨˧˞ ˪˟˞ ˳˟ˣ˵ ˪˩ ˪˰ ˰ˡ˧ˬ ˸˞ ˣ˩ˣ˸˟

˱ˣˠ˟ ˞˧ˢ ˨˩˪ ˢ˟ˣ˷˸ˢ ˢ ˪˷ ˣ˲ˣˠ˟ ˢ˷˰ˬ˪ˣ ,ˢ˪˞˷ˢ-linux_dirent .ˣˬ˴˰ 
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 ˢˮ˸˷ˬˢ ,ˣ˸˶ˡˠˢ˟ ˢ˪˰ˬ˪ ˪˩˸˯ˮ ˫˞d_off  ˞ˣˢoffset ˪-dirent  ˦ˮˬˣˠ˶˞ˢ˷ ˶ˬˣ˪˩ .ˢˬ˧˷˶˟ ˞˟ˢ

ˢ ˸ˣˬ˩ ˸˞ ˣˮ˪ ˪˧˩ˬ ˧ˮ˷ˢ-enteries ˫˧˴˟˵)κ˷ (˸ˣ˧˵˧˸-getdents64 .ˢ˞˴ˬ 

 ˧˶˞ˮ˧˟˪ ˶ˣ˥˞˪ ˢ˯ˡˮˢ ˪˷ ˢ˶ˣ˴˟ ˟ˣ˷˥˪ ˢ˯ˮˮ ˫˞bin/ps  ˢˬ ˧˩ ˶˰˷˪ ˶˷˲˞ ,˰˯ˬˢ ˸˞ ˣˮ˪˥˸ˢ ˣ˸˞

˷ ˢˤ ˣˬ˴˰ ˧˶˞ˮ˧˟˟ ˢ˶ˣ˵˷-getdents64  ˪˷ ˭˩ˣ˸ˢ ˸˞ ˸˞˴˧˧ˬ/proc  ˭˩ˣ˸ ˣ˸ˣ˞ ˪˰ ˫˧˴˶ ˭˩ˬ ˶˥˞˪ˣ

ˢ ˸˞ ˫˧˪˰ˢ˪ ˥˧˪˴ˮ ˫˞ ˧˩ ˨˩ ˨ˣ˸ˬ ˵˧˯ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˭˩˪ ,˸ˣ˧ˣ˴˶ˢ ˸ˣ˧˵˧˸ˢ ˪˰ ˫˧˶˟ˣ˰ˣ-dirent  ˪˷

 ˣ˟ ˟˪˷˟ ˣˮ˪˷ ˨˧˪ˢ˸ˢgetdents64  ˸˞˴˧˧ˬ ˪˷ ˭˩ˣ˸ˢ ˸˞/proc - .˫˪˰˧ˢ˪ ˥˧˪˴ˮ 

ˢ ˞ˣˢ˷ ˶˸ˣ˧ ˧˲˧˴˲˯ ˶ˣˤ˞˪ ˢ˪ˣ˰˲ˢˣ ˷ˣ˲˧˥ˢ ˱˵˧ˢ ˸˞ ˫˴ˬ˴˪ ˶˷˲˞ ˢˤˢ ˭ˣ˧˰˶ˢ ˨ˣ˸ˬ ,˭˩˪-

getdetns64ˢ ˪˰ ˦˟ˬ ,-source code ˟ ˞˴ˬˮ˷ ˢ˪˷fs/readdir.c-  ˫˞ ˸˧˷˞˶ :˫˧˶˟ˡ ˶˲˯ˬ ˣˮ˪ ˢ˞˶ˬ

ˢ ˪˰ ˶˧ˢˬ ˦˟ˬ˟ ˶ˣ˟˰ˮ-getdents64  ˸˞ ˢ˞˶ˮiterate_dir ˩˷ ,˳˟ˣ˵ˢ ˪˰ ˫˧˴˶ ˣ˟ ˵˪˥ˢ ˞˧ˢ ˢ˞˶ˮˢ ˪˩

 ˪˷ ˸˧˧˴˵ˮˣ˲ ˞˧ˢ ˧˩ ˭˧˧˴˪ ˭˸˧ˮ ˪˩ ˫ˡˣ˵ ?˸˰ˡ˪ ˶˷˲˞ ˨˧˞VFS )Virtual File System ˞˧ˢ˷ ˶ˬˣ˪˩ ,(

 ˸˧˪˞ˣ˦˶˧ˣ ˫˧˴˟˵ ˸ˣ˩˶˰ˬ ˪˰ ˳ˣ˶˪ ˢˡ˰ˣˮ-  ˣˬ˩procfs ˪˷ ˵ˬˣ˰˪ ˪ˣ˪˴˪ ˨˧˷ˬˮ ˫˞ ˭˩˪ .iterate_dir  ˪˩ˣˮ

˟ ˷ˣˬ˧˷ ˷˧ ˧˩ ˟˪ ˫˧˷˪-iterate_shaerd. 

˟ ,˟ˣ˶˪ ˧˩ ˭˧˧˴˪ ˷˧-source code  ˶ˬˣ˪˩ ,ˢ˧˴˵˶˦˯˟˞ ˪˷ ˸ˣ˟˩˷ ˢ˟˶ˢˬ ˧ˣˮ˟ ˢˮ˟ˬˢ ,˯˵ˣˮ˧˪ ˪˷

 ˢ˪ˣ˰˲ ˸˰˴˟ˬ ˶˷˞ ˢ˧˴˵ˮˣ˲˷ ˪˷ ˢ˶˵ˬ˟˷x  ˸˞ ˞ˡˣˣ˪ ˢ˩˧˶˴ ˭˩ ˧ˮ˲˪ ˨˞y ï  ˥˧ˮˢ˪ ˶˧˟˯ ˢ˧ˢ˧

˩ ˣˮ˪ ˣ˧ˢ˧ ˩"ˢ˯˟˷-о ˟ ˪˲˦˪ ˸˥˞) ˸ˣ˧˴˵ˮˣ˲-x ˸˞ ˵ˣˡ˟˸˷ ˸˥˞ ,y  ˢˤ ˭˩˪ ,(˫ˢ˧ˮ˷˟ ˷ˬ˷˸˷ ˸˥˞ˣ

:ˣˤ˩˷ ˵ˬˣ˰ ˸ˬ˶˪ ˫˧˪˪ˣ˴ ˣˮ˥ˮ˞˷ ˶ˣˬˠ ˶ˡ˯˟ 

 

 ˪˰ ˪˩˸˯ˮˣ ˪ˣ˪˴˪ ˨˧˷ˬˮiterate_shaerd ˞˪˞ ˸ˬ˧ˣ˯ˬ ˢ˧˴˵ˮˣ˲ ˢˮˮ˧˞ ˞˧ˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,file operation ,

ˢ ˫˰ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ ˣˮ˧˷˰˷ ˣˬ˩ ˶ˬˣ˪˩-file operation ˢ ˳˟ˣ˵ ˪˷-keylogging˴˵ˮˣ˲ ˣ˪ ˶˧ˡˠˢ˪ ˭˸˧ˮ , ˢ˧
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ˢ ˢ˧ˢ˸ ˞˧ˢ ˶˷˞-iterate_shaerd file operation  ˧ˮ˲˪ ˡˣ˰ ,ˢˤˢ ˟˪˷ˢ ˫˴˰˟ ˶˟˩ ˤ˞ .˳˟ˣ˵ˢ ˪˷

 ˪˰ ˣˢ˷ˬ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷iterate_shaerd ˢ˲˧˵˸ ˸ˡˣ˵ˮ ˧ˢˣˤ :ˢ˧˪˰ ˰˧˲˷ˢ˪ ˶˷˲˞˷ ˫˧˰ˡˣ˧ ˶˟˩ ˣˮ˥ˮ˞ ,

 ˪˩˸˯ˮ ,˨˧˷ˬˮ .˨˷ˬˢ˟ ˣˮ˸ˣ˞ ˷ˬ˷˸ ˫ˠ˷ ˢ˟ˣ˦ ˡˣ˞ˬiterate_shaerd ˟-struct file operation  ˢˤ ˧˶ˢ

:˨˩ ˸˶ˡˠˣˬ ˞˧ˢˣ .˸˶ˡˠˣˬ ˞˧ˢ ˣ˟ ˫ˣ˵ˬˢ 

  

) ˳˟ˣ˵ ˸˪˟˵ˬ ˞˧ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞fileˣ (-struct:ˣ˧˪˰ ˫ˠ ˪˩˸˯ˮ , 

 

 ˸˞ ˪˧˩ˬ ˞ˣˢ˷ ˸ˣ˞˶˪ ˶˷˲˞filldir_t ˣ ,ˣ˸ˣ˰ˬ˷ˬ ˸˞ ˭˧˟ˮ ˰ˠ˶ ˡˣ˰˷-offset  ˢˤ ˢˬ ˵˧˯ˢ˪ ˶˷˲˞ ,˫˧ˣ˯ˬ

ˢ˷-struct ˪ ˣˮ˶˟˰ˢ˷ ˳˟ˣ˵˪ ˶ˤ˰ ˦ˮˬˣˠ˶˞ ˭˧˧˰ˬ ˞ˣˢ ˢˤˢ-iterate_shaed . 

filldir 

 

˷ ˣˮ˪ ˶ˬˣ˞ ˞ˣˢ ˸˧˷˞˶ ,ˢ˧˪˰ ˭˦˵ ˶˟˯ˢ ˣˮ˪ ˷˧ ˢ˧˴˵ˮˣ˲ˢ ˸˶ˡˠˢ˪ ˶˟˰ˬ-filldir_t  ˨˶ˡ ˸˪˰˲ˣˬ

readdir˷˷ ˫˧˶˩ˣˤ ,-man page  ˪˷getdents64 ˷ ˣ˶ˬ˞-readdir  ˪˷ ˵˷ˬˬˢ ˞ˣˢgetdents64 

˟userspace- ˷ ˭˧˟ˢ˪ ˶˷˲˞ ˭˩˪ ,filldir_t ˬ ˫ˠ ˵˪˥ ˞˧ˢgetdents64-  ˣˤ ˪˟˞ ˸˞ˤ ˫˧˰ˡˣ˧ ˶˟˩ ˣˮ˥ˮ˞˷)

.(˭ˣ˩ˮˢ ˭ˣˣ˧˩˟ ˣˮ˥ˮ˞˷ ˨˩˪ ˢ˥˩ˣˢ ˡˣ˰ 

 ˪ˮ˶˵ˢ ˨ˣ˸˪ ˸ˣ˧˵˧˸ ˞ˣ˶˵˪ ˸˶˷˲˞ˬ ˢ˧˴˵ˮˣ˲ˢ ˧˩ ˸ˣˮˣ˶˥˞ˢ ˸ˣ˶ˣ˷ˢ ˧ˮ˷ˬ ˭˧˟ˢ˪ ˭˸˧ˮˣ ˞ˣ˶˵˪ ˨˧˷ˬˮ

ˣˮ˥ˮ˞ ˢˤ ˟˪˷˟ ˧˩ ˶ˬˣ˞ˣ ˨ˣ˯˥˞ ˧ˮ˞ ˸˰˩ ,˫˧ˣ˯ˬ ˫ˣ˵ˬˬ  ˪˷ ˢ˟˧˪˟ ˫˧˞˴ˬˮgetdents64  ˢ˷˰ˬ˪˷ˣ

ˢ ˸˞ ˢ˟ ˫˧˪˸˷ˬ ˨˧˞ˣ ˢ˲˧˞ ˭˧˟ˢ˪ ˞˧ˢ ˸˰˩ ˣˮ˪˷ ˢˬ˧˷ˬˢ-hook ˢ ˪˰ ˪˩˸˯ˮˣ ˪˧˥˸ˮ .ˣˮ˪˷-source 

code  ˪˷filldir˟ ˣ˪ˣ˩˟ ˸ˣ˲˴˪ ˫˧˪ˣ˩˧ ˫˸˞ ˭ˣ˶˵˰˩ ,ˣˮ˪ ˫˧˟ˣ˷˥ˢ ˫˧˵˪˥ˢ ˸˞ ˵˶ ˠ˧˴˞ ˧ˮ˞ ˣ˪ˡˣˠ ˸˞˲ˬ .-

fs/readir.cΦ 

˧˩ ˭˧˧˴˞ ˶˟˯ˢ˪ ˯ˮ˩˞˷ ˧ˮ˲˪  ˪˰ ˫˧˴˶ ˰ˠ˶˩ ˣˮ˥ˮ˞˷ ˶ˣ˩ˤ˪ ˷˧dirent-˟ ˫˧˞˴ˬˮ˷ ˫˧-/proc ˶˷˲˞ ˭˩˪ ,

 ˪˩ ˪˷ ˫˷ˢ ˸˞ ˷˲˥ˮ ˫˞˷ ˵˧˯ˢ˪ dirent˟˷-/proc ˢ ˢ˧ˢ˧ ˫ˬ˷-pid  ˣ˸ˣ˞ ˢˣˣ˷ˮ ˫˞ ,˨˧˪ˢ˸ ˣ˸ˣ˞ ˪˷

 ˭ˣ˩ˮ ˢˤ :˶˪˧ˣ˲˯) ˭ˣ˩ˮ ˢˤˣ ˭˸ˮ˧ˢ˟ .ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˸ˣˢˤ˪ ˪˩ˣˮ ,˶˧˸˯ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˨˧˪ˢ˸ˢ ˪˷ ˫˷˪

J ˰˴˟ˮˣ ˵˧˲˯ˬ (hook ˪ ˢˣˣ˷ ˧ˮ˷ˢ ˦ˮˬˣˠ˶˞ˢ ˫˞ ˵ˡˣ˟˷-pid  ˶˧ˤ˥ˮ ˭˩ ˫˞ ˫˧˪˰ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷л 
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˪ ˞˶˵ˮ ,˞˪ ˫˞ˣ-filldir  ˪˷ ˸ˣ˰˲ˣˢˢ ˪˩ ˸˞ ˧˸ˮˬ˧˯ ˭˩˪ .˧˸˧ˬ˞ˢname  ˸ˣˢˤ˪ ˧ˡ˩˟ ˢ˧˴˵ˮˣ˲ˢ ˨˷ˬˢ˟

:ˣ˟ ˷ˣˬ˧˷ ˫˧˧˵ ˭˩˧ˢ 

 

 ˸˞ ˷˲˥˪˟ ˪˧˥˸ˮname ˷ˢ ˧˲ ˪˰˷ ,ˣ˪˷ ˭ˣ˷˞˶ˢ ˷ˣˬ˧˷ˢ ˸˞ ˢ˞˶ˮˣ ˧˩ ˭˧˟ˢ˪ ˶˷˲˞ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˫

name ˢ ˫˷ ˸˞ ˪˧˩ˬ˷ ˦ˮˬˣˠ˶˞ˢ ˭˩˞ ˞ˣˢ-dirent  ˪˰ ˪˩˸˯ˮ ˫˞ ,˧˥˩ˣˮˢverify_dirent_name  ˪˩ˣˮ

 ˸˞ ˸˵ˡˣ˟ ˩"ˢ˯˟ ˞˧ˢ ˧˩ ˸ˣ˞˶˪name  ˪˷ ˫˧ˮˣ˧˶˦˧˶˵ˢ ˪˰name  ˨ˣ˸˪ ˸˞ˤ ˢˬ˧˷ˬˣerror  ˪˷buf 

˧˰ˬ˞) ˣ˟ ˪ˣ˲˧˦ˢ ˶˥˞˪ ˰ˡ˧ˬˢ ˸˞ ˫˧˶ˬˣ˷ ˣˮ˥ˮ˞ ˣ˟ ˫ˣ˵ˬˢ ˣˢˤ˷ ˸˞ ˭˧˟ˮ ˣˮ˥ˮ˞ ˧˩ ,ˣ˧˪˰ ˶˟˯ˢ˟ ˦

:(˧ˡ˩ ˨ˣ˸ ˣ˟ ˷ˣˬ˧˷ˢ 

 

 

 

 ˪˷ ˭˩ˣ˸ˢ ˸˞ ˫˧˥˵ˣ˪ ˣˮ˥ˮ˞˷ ˞ˣˢ ˭ˣ˷˞˶ˢ :˫˧˟˧˩˶ˬ ˧ˮ˷ ˸ˣˢˤ˪ ˭˸˧ˮ ˣ˪˪ˢ ˫˧˵˪˥ˢ ˧ˮ˷ˬname  ˫˧ˬ˷ˣ

ˢ ˨˶˰ ˨ˣ˸˟ ˣ˸ˣ˞-name ˢ ˪˷-dirent ˧˥˩ˣˮˢ-  ˧˩ ˢˮ˰˦˪ ˯ˣ˯˧˟ ˡˣ˰ ˣˮ˪ ˭˸ˣˮ ˢˤ˷name ˢ ˪˷ ˫˷ˢ ˞ˣˢ-

dirent  ˭˸˧ˮ ˫ˢ˟ ˸ˣ˶ˣ˷ˢ ˸˷ˣ˪˷ ˞ˣˢ ˧ˮ˷ˢ ˶˟ˡˢˣ .˫˧˞˴ˬˮ ˣˮ˞ ˣ˟ ˫ˣ˵ˬ˟ ˢ˧˧˵˧˸ˢ ˢ˷˰ˬ˪ ˢˤ˷ ,˧˥˩ˣˮˢ

 ˸˞ "˫˧ˮ˩ˡ˰ˬ" ˣˮ˥ˮ˞˷ ˸ˣ˞˶˪buf ˫˧˪˧ˡˠˬ ˣˮ˥ˮ˞ ˪˩ ˫ˡˣ˵ ˣˮ˥ˮ˞ ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˟ ˧˩ ˸˞ˤ ˭˧˟ˢ˪ ˭˸˧ˮ :

ˢ ˸˞-dirent  ˫˰ ˫˧ˮ˧˧˴ˬ ˫ˠˣ ˣ˪ˡˣˠ˟__user* ˟ ˶ˣˤ˞ ˢˤ˷-usermode ˢ ˧˶ˢ-dirent ˮ ˭˩˞˟ ˞˴ˬ-

usermode ˣ˟˷ ˶ˣ˦˶˦˧˞ˢ ˸˪ˡˠˢ ˧ˡ˧ ˪˰ ˫˧ˬˡ˵˸ˬ ˣˮ˥ˮ˞ ˢ˟ ,ˢ˞˪ˣ˪˟ ˸ˣˬˡ˵˸ˢ ˸˶ˣ˴˪ ˢˬˣˡ ˢˤ ˪˩ .

 ˸˞ ˫˧ˬ˧˷ˬ ˣˮ˥ˮ˞ ˸ˣ˞˟ˢ ˸ˣ˶ˣ˷ˢ ˧˸˷˟ ˧˩ ˢ˞˶ˮˣ ˨˧˷ˬˮ ,˫˧˷ˬ˸˷ˬ ˣˮ˞reclen  ˸˞ ˫˧ˮ˧˦˵ˬˣcount. 

˷ ˢˤ ˪˩ˬ ˵˧˯ˢ˪ ˶˷˲˞ ˭˩˪ ,˸˧˸˞˪ˣ˪ ˢ˴˧˶ ˪˷ ˸ˣ˪ˣ˰˲˪ ˸ˣˬˣˡ ˭˩˞ ˣ˪˞ ˸ˣ˪ˣ˰˲-filldir ˢ ˪˰ ˢ˴˶-dirent 

 ˣˮ˪˷ ˢ˶˵ˬ˟) ˫˧ˣ˯ˬ/procˢ ˸˞ ˣ˟ ˸˶˸˞ˬˣ (-dirent ˟ .˫˧ˬ˧˧˵ˢ-/proc  ˫˧˩˧˪ˢ˸ ˪˷ ˸ˣ˧˵˧˸ˢ ˣ˧ˢ˧ ˫ˢ

ˢ ˸˞ ˫˧˷˪ ˢ˲˧˞ ˭˧˟ˢ˪ ˶˟˩ ˭˸˧ˮ ,˸˧ˮ˦˷˲ ˡˣ˞ˬ ˢ˶ˣ˴˟ ˭˩˪ .˫˧˴˶ˢ-hook .ˣˮ˪˷ 

.˭ˣ˶˸˲ˢ ˷ˣˬ˧ˬ˪ ˶ˣ˟˰ˮ 
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ˢ˪ˣ˰˲ ˸˧ˮ˩ˣ˸ 

 ˣˮ˧ˢ ˸˩˶˰ˬˢ ˟˪ ,˶ˣˬ˞˩filldir ˨ˣ˸˟ ˞˴ˬˮ˷ struct dir_context  ˪˷ ˧ˮ˷ˢ ˦ˮˬˣˠ˶˞˩ ˶˟˰ˣˬ˷

iterate_shaerd  ˪˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ˷file operation ˢ ˸˞ ˢˮ˷ˮ ˫˞ ˭˩˪ˣ-file operation ˢ˪˷- ˶ˣ˴˧ˮhook .

 :˞˟ˢ ˶˟ˡˢ ˸˞ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˭˩˪ 

 

ˢ˲ ˢˣ˶˵ ˢˬ ˭˧˟ˮ ˣ˞ˣ˟: 

 ˫˧˴˧˥ˢ˫˧˪ˣ˥˩ˢ  ˣ˪˧˞ˣ ˢ˪˧ˠ˶ˢ ˢˬ˧˶ˤˢ ˨˶ˡ ˫ˮ˧ˢ˫˧ˬˣˡ˞ˢ  ,ˢ˪˧ˠ˶ˢ ˢ˶ˣ˴˟ .ˣˮ˪˷ ˢ˪ˣ˰˲ˢ ˸˧ˮ˩ˣ˸ ˫ˢ

 ˸˞ ˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞ ˶˷˞˩ps  ˣ˞top ˬ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞-/proc ˸˞ ˫˧˪˧˰˲ˬ ,getdents64  ˸˞ ˡˠ˞˪ ˧ˡ˩˟

ˢ ˪˩-dirent-˟ ˫˧ˬ˧˧˵ˢ ˫˧-/proc ˣˮ˧˞˶˷ ˣˬ˩ˣ ,getdents64  ˸˞ ˢ˶ˣ˸˟ ˢ˪˧˰˲ˬiterate_shaerd  ˪˷

 ˢ˧˧˵˧˸ˢ/proc  ˸˞ ˢ˶ˣ˸˟ ˢ˪˧˰˲ˬ ˞˧ˢ˷filldir. 

 ˶˴˧˧ˮ ˪˩ ˫ˡˣ˵ˣ ˢˮˣ˷ ˦˰ˬ ˣˢ˷ˬ ˢ˷˰ˮ ˣˮ˥ˮ˞iterate_shaerd  ˢ˩ˣ˸˟ ˪˧˩˸˷ ˣˮ˪˷ˬfilldir  ˸˞ ˢ˷˰˧˷

 ˪˷ ˧ˣˢ˧ˤˢ ˨˧˪ˢ˸dirent- ˞˴ˬ˧ ˞ˣˢ ˫˞ ˫˧dirent  ˩"ˢ˯˟ ˞ˣˢ ˪˰ˣ˲˟ .ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˧ˮˣ˧˶˦˧˶˵ ˪˰ ˢˮˣ˰˷

 ˦ˮˬˣˠ˶˞ˢ ˸˞ ˵ˣˡ˟˧name ˶˧ˤ˥˧ ˞ˣˢ ,лˢ˷ ˰ˬ˷ˬ) ˸˶˥˞ ,-dirent ˪˷ ˞ˣˢ ˪ ˞˶˵˧ ˞ˣˢ (˶˥˞ ˣˢ˷ˬ-

filldir .˫˧˴ˣ˥ˮˢ ˫˧˶˦ˬ˶˲ˢ ˪˩ ˫˞ ˧˸˧ˬ˞ˢ 
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 ˸˶˧˴˧˟ ˪˧˥˸ˮfilldir ˱˧ˣˤˬ 

 

 ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˷˞˶˪ ˢˢˤ ˢ˧˴˵ˮˣ˲ˢ ˷˞˶ ˧˩ ˢ˞˶ˮ ˸˧˷˞˶filldir ˫˰ ˢ˞ˣˣ˷ˢ ˢˤ ˢ˶ˣ˵˷ ˢˬˣ ,strncmp 

 ˭˧˟proc name  ˭˧˟˪proc_to_hide  ˢˬ˩ ˪˧˩˸˷ ˢˬ˧˷˶ ˢ˲ ˸ˣˮ˟˪ ˫ˠ ˭˸˧ˮ ˸˧ˮˣ˶˵˰) ˷˞˶ˬ ˶ˡˠˣˬ ˞ˣˢ˷

ˢ ˥ˣ˸˧˲ ˟ˣ˷˥ ˶˸ˣ˧ ˢ˧ˢ ˧˪˧˟˷˟ ˧˩ ˢˤ˟ ˧˸ˡ˵ˬ˸ˢ ˸ˣ˥˲ ˪˟˞ ˫˧˩˧˪ˢ˸-hook˫˞ .(proc_name  ˪ ˢˣˣ˷-

proc_to_hide  ˫˧˶˧ˤ˥ˬ ˣˮ˥ˮ˞ ˤ˞н-  ˪˧˟˷˟) ˷ˬ˸˷ˬ˪ ˫˧˰˧ˡˣˬˣproc˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞ ˸˶˥˞ ,(-filldir 

˦ˬ˶˲ˢ ˪˩ ˫˰ ˧˸˧ˬ˞ˢ.ˣˮ˪˟˧˵ ˶˟˩˷ ˫˧˶ 

 ˶ˣˬ˞˩filldir ˢ ˭ˣˮ˧˯ ˪˷ ˵˪˥ ˸˞ ˢ˷ˣ˰-dirent- ˣˮ˥ˮ˞ ˣ˸ˣ˞ ˪˧˰˲ˢ˪ ˧ˡ˩˟ˣ ,ˣ˞˶˧˷ ˫˧˴ˣ˶ ˞˪ ˣˮ˞˷ ˫˧

˪ ˣ˸ˣ˞ ˶˟˥˪ ˫˧˩˧˶˴-/proc ˢ˷ˣ˰ ˢˤ ˸˞ .iterate_shaerd ˶˩ˤ˧ˮ ˫˞ .filldir ˩ ˶˟˰ˣˬ-member  ˪˷struct 

dir_context ˪ ˶˟˰ˣˬ˷ ˦ˮˬˣˠ˶˞ ˣˬ˴˰˟ ˞ˣˢ˷-iterate_shaerd˟ ˪˧˥˸ˮ .-dir_context  ˸˞ ˣ˧˪˞ ˪˟˵ˬ˷

filldir  ˸˞ ˫ˠˣpos ˢ ˶ˣˬ˞˩ ˞ˣˢ˷-offset ˢ ˨ˣ˸˟-fileˢ ˷ˣˬ˧ˬ ˸˞ ˫ˠ ˱ˣ˷˥˞ ˢˤ ˟˪˷˟ ˭˩˪ .-struct 

dir_context  ˸˞ ˫ˠˣiterate_shaerd: 

 
  ˸ˣ˥˲˪˟ ˫˩˪ ˞˧˶˵ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˡˣ˵ˢ ,ˢˤ ˟˪˷˟ул҈ ˞ˣˢ ˣ˧˪˰ ˧˸˶˟˰ ˞˪˷ ˡ˧˥˧ˢ ˵˪˥ˢ ,backup_ctx 

ˢ ˸˞ ˠ˴˧˧ˬ ˞ˣˢ˷-struct dir_context  ˢ˶ˣ˟˰˸ˢ ˶˟˰ˬ ˸˞ ˨˧˷ˬˢ˪ ˢ˴˶ˮ ˶˷˞˩ ˷ˬ˸˷ˮ ˣ˟˷ ,˭˷˧ˢ

ˣ ˭˸ˮ˧ˢ˟) ˷ˬ˸˷ˬ˪dirent ˪ ˞˶˵ˮ ,ˣ˸ˣ˞ ˣˬ˧˪˰˧˷ ˨˧˶˴ ˞˪ ˧˥˩ˣˮˢ-filldir .(˭˷˧ˢ 
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 ˸˞ ˶˸˞˪ ˸ˮˬ ˪˰backup_ctx ˢ ˶˷˞˩) ˣ˪ ˞ˣ˶˵˪ ˪˧˟˷˟-dirent  ˪˩˟ ˣ˸ˣ˞ ˥˵˧ˮ ˣˮ˥ˮ˞ ,(˧ˣ˪ˠ ˸ˣ˧ˢ˪ ˨˧˶˴

˫˰˲ ˬ-iterate_shaerd ˢ ˨ˣ˸ˬ ˣ˟ ˷ˬ˸˷ˢ˪ ˢ˴˶ˮˣ ˭˸ˮ˧ˢ˟ˣ-filldir  ˰˧˟˴ˬ ˞ˣˢ ˧˩) ˸˞ˤ ˸ˣ˷˰˪ ˪˩ˣˮ

 ˪ˣˬ ˫˧ˡ˟ˣ˰ ˵˶ ˫ˠ ˣˮ˥ˮ˞ ˤ˞ ˰˧˟˴ˬ ˞ˣˢ˷ ˪˪ˠ˟ ,˱˯ˣˮ˟ .ˣˮ˪˷ ˳˟ˣ˵ˢ ˪˩˟ ˣ˧˪˞ ˢ˷˧ˠ ˷˧ ˭˩˪ˣ (˧˦˦˯

ˣ ˢ˧˪˞ ˭˦˵ ˟ˣ˸˧ˮ ˭˧˧˰ˬ ˫˧˷ˣ˰ ˞˪˞ ,ˢ˸ˣ˞ ˫˧ˮ˷ˬ ˞˪ ˣˮ˥ˮ˞ˣ ˭ˣ˶˩˧ˤ˟ ˶˟˩ ˸ˬ˧˧˵˷ ˢ˧˴˵ˮˣ˲ ˫˧˟˪˷) ˢˮˬˬ

п x-р .(˦ˣ˦˶˷˟ 

 ˸˧˧ˮ˟ ˧˶˥˞iterate_shaerd ˪ ˣ˸ˣ˞ ˶˟˥˪ ˵˶ ˶˸ˣˮ-/proc ˢ ˸˞ ˫˷˧˧˪ ˢ˷˰ˬ˪ˣ-hook  ˪˧˟˷˟ .˸˩˶˰ˬ˟

ˢ ˸˞ ˶ˣˬ˷˪ ˨˧˶˴ ˢˤ-iterate_shaerd ˢ ˸˞ ˵˥ˬˮ ˶˷˞˩ ˧˩ ,˭˷˧ˢ-rootkit  ˢ˦˵˷ ˢ˟˧˟˯ ˶˧˞˷ˢ˪ ˢ˴˶ˮ

 .˫˧˷˰˶ˬ 

 ˸˞ ˶ˣ˴˧ˮ ˭˩˪backup_fops ˢ˧ˢ˧ ˢ˷˰ˬ˪ ˞ˣˢ˷ ,˪ ˧˦˦˯ ˰ˣ˟˵ ˰˧˟˴ˬ-struct  ˠˣ˯ˬfile_operations: 

 

ˢ ˢ˸˞ ˢ˪˰ˮ ˶˷˞˩-rootkit ˢ ˸˞ ˣ˟ ˶ˣˬ˷ˮ-file_operations  ˪˷/proc ˢ ˸˞ ˢ˷˰ˮ ˭˩ˬ ˶˥˞˪ˣ-

Hijacking˟ ˫˧˷ˮ˷ ˢˤ˟ ˣ˸ˣˬˡ˵˪ ˟˴ˬˢ ˸˞ ˶˧ˤ˥ˮ ˩"ˢ˯˟ ˣ˸ˣ˞ ˡ˧˶ˣˢ˪ ˢ˴˶ˮ˷˩ .-file_operations  ˪˷

/proc  ˸˞backup_fops ˪ ˰˧˟˴˧ ˶ˣˬ˞˩˷- file_operations  ˫˧ˮ˧˟ˬ ˣˮ˞ ˶˷˞˩ ,˸˰˩ .˫ˡˣ˵ˢ ˟˴ˬˢ ˪˷

!ˢ˷ˣˬ˧ˬ˪ ˶ˣ˟˰ˮ ,ˢ˸ˡ˧˶˧ˣ ˸˧ˮ˩ˣ˸ˢ ˸˧˧˪˰˟ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˸ˣˬ˧˷ˬˢ ˸˞ 

 

:˷ˣˬ˧ˬˢ ˪˰ ˶˟˯ˢ 

ˢ ˸˞ ˠ˧˷ˢ˪ ˵˶ ˫˧˩˧˶˴ ˣˮ˥ˮ˞-file operations 

 ˪˷κproc ˸˶ˤ˰˟ ˰˴˟ˮ ˣˮ˞ ˢˤ ˸˞ ,kern_path 

ˣ ˫ˣ˵˧ˬ ˸˥˵ˣ˪˷-struct path  ˭˸˧ˮ ˣ˩˶ˡ˷

ˢ ˞˧˴ˣˢ˪-file operations. 

 ˫˧˶ˬˣ˷ ˫ˠ ˣˮ˥ˮ˞ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˩ˬ ˶˥˞˪

 ˨ˣ˸˪backup_fops ˢ ˸˞-file operations 

 ˸˞ ˫˧ˮ˷ˬ ˭˩˧ˬ ˶˥˞˪ˣ ,˳˟ˣ˵˟ ˫˧ˬ˧˧˵ˢ

iterate_shaerd  ˪˷file operations . 

 ˩"ˢ˯˟ ˣˮ˥ˮ˞ ,˸˧ˮ˩ˣ˸ˢ ˸˶˯ˢ ˨˧˪ˢ˸˟

 ˣˮ˥ˮ˞˷ ˢˤ˟ ˣˬˡˣ˵˪ ˟˴ˬˢ ˸˞ ˫˧˶˧ˤ˥ˬ ˫˧ˬ˷

-˟file_operations  ˸˞back_fops  ˣ˸ˣ˞˷

ˢ ˫˰ ˫ˡˣ˵ ˣˮ˶ˬ˷-file_operations  ˳˟ˣ˵ˢ ˪˷

ˢ ˧ˮ˲˪-hijacking. 
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˫˧˴˟˵ ˸ˬ˪˰ˢ 

 ˰˵˶ 

 ˪˰ ˭ˣ˧ˡ ˫˧˧˵ ˯˵ˣˮ˧˪˟ñeverything is a fileò ˦˯ ˫˧˧˵ ˯˵ˣˮ˧˪˟ ˧˩ ˶ˬˣ˪ ˶˷˲˞ ,˭ˣ˧ˡˢ ˧˵ˬ˰ˬ˪ ˯ˮ˩˧ˢ˪ ˧˪˟ˬ .

 ˨˶ˡ ˶˷˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˧˶'˴˧˲ ˪˷ ˟˥˶ ˫˧ˠ˴ˣ˧ˬ ˫˧˩˧˪ˢ˸ˢ˷ ˨˩˪ ˢˬˣˡ˟ ˷ˬˬ .˫˧˴˟˵˩ ˫ˢ ˫ˠˣ˴˧˧

˟ ˸ˣ˧˵˧˸˩-/proc . 

 :ˢˡˣ˵˲ˢ ˸ˬ˧˧˵ ,˫˧ˣ˯ˬ ˫ˣ˵˧ˬ˟ ˫˧˴˟˵ˢ ˸ˬ˧˷˶ ˸˞ ˯ˣ˶˲˪ ˧ˡ˩ ,˯˵ˣˮ˧˪˟ls  ˭˩ˣ˸ˢ ˪˩ ˸˞ ˣˮ˪ ˯ˣ˶˲˸˷

 ˧˶ˢ :˫˧˴˟˵ ˫˧˪˰ˢ˪ ˫˧˩˧˪ˢ˸ ˣˮˬ˪˰ˢ ˢ˟˷ ˨˶ˡ˪ ˢˬˣˡ ˨˶ˡ˟ ˶˷˲˞ ,ˢˤ ˪˰ ˟ˣ˷˥ˮ ˫˞ .˫ˣ˵˧ˬ ˣ˸ˣ˞ ˪˷

ˣˮˬ˪˰ˢ ˶˷˞˩ ˬ ˫ˢ˪˷ ˢ˧˧˵˧˸ˢ ˸˞ ˣˮˬ˪˰ˢ ˩"ˢ˯˟ ˫˧˩˧˪ˢ˸-/proc ˫˧˴˟˵ˢ ˸˞ ˫˧˪˰ˮ ,˨˩˪ ˫˞˸ˢ˟ !

˪ ˸˷ˠ˪ ˢ˯ˮˮ˷ ˵˶-getdents64  ˢ˷˰ˮ ˣˮ˥ˮ˞ ˫˰˲ˢ ,ˢˮˣ˷ ˢ˶ˣ˴˟hooking ˪-syscall ˪ ˞˪ˣ-file 

operation :ˢˡˣ˵˲ˢ ˸˴˶ˢ .strace ls :ˢˤ ˸˞ ˣˮ˪ ˥˧˩ˣ˸ 

 

 

Getdents64 ˢˮˣ˷ ˦˟ˬ ˸ˡˣ˵ˮˬ 

 ˪˰ ˢˮˣ˷ ˦˟ˬ ˸˶ˣ˴˸ ˠ˧˴˞ ,˶ˬ˞ˬ˟ ˭ˣˣˠˬ ˭˩ˣ˸ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩getdents64 ˪˷ ˢˤ ˟˪˷˟ ˧˩ ˭˧˧˴˪ ˶˸ˣ˧ˬ .

 ˪˷ ˢ˥ˣ˩ ˸˞ ˭˧˟ˢ˪ ˶˷˲˞ ˶ˬ˞ˬˢgetdents64  ˸ˮ˧˥˟ˬhooking ˣ˲˧ˡ˰ˢ ˶˷˞ ˫˧˷ˮ˞ ˷˧ ˧˩ ˭˧˧˴˪ ˷˧ ,

˪ ˫˸ˣ˞ ˣˡ˥˧˞ˣ ˫˧˩˧˪ˢ˸ˣ ˫˧˴˟˵ ˸ˬ˪˰ˢ ˣˬ˩ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˵˪˥ ˸˥˵˪-hook ˰ˢ ˸˧˷˧˞ .ˡ˥˞ ˞˪ ˧˸˲ˡ

 ˪ˣˬ ˣˡ˟˰˪ ˫˧˩˶ˡ ˧ˮ˷ ˸ˣˬ˧˧˵˷ ˧˸˧˞˶ ˧˩ ˫ˠˣ ˪ˣ˟˶˯ ˰ˣˮˬ˪ ˧ˡ˩ ˸˞ˤ ˸ˣ˷˰˪getdents64 ˸˥˞ ˶ˣˬ˞˩ ,

 .ˢ˧˧ˮ˷ˢ ˢ˧˴˲ˣ˞˟ ˰ˠ˧ˮ ˸˰˩ˣ ˧˸ˠ˴ˢ ˶˟˩ 

ˢ ˸˞ ˶˷˲˞ˬ˷ ˶˟ˡˢ ˢ˷˰ˬ˪ ˞˧ˢ˷ ˸˧˦˧˶˵ ˢˡˣ˵ˮ ˢ˲ ˶˧˩ˤ˞-hook  ˪˷ ˫˧˦ˮˬˣˠ˶˞˟ ˶˩ˤ˧ˮ ˣ˞ˣ˟ ,ˢˤˢ

getdents64: 

 

 ˣˮ˪ ˷˧file descriptor  ˸˞ ,˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞˷ ˫ˣ˵ˬˢ ˸˞ ˠ˴˧˧ˬ˷getdents64  ˸˞ ˣˮ˪ ˷˧ˣdrip  ˫˸˞ ˫˞˷

 ˪˷ ˢ˞˴ˣ˸ˢ ˶ˬ˷ˮ ˣ˟˷ ˵˪˥ˢ ˞ˣˢ ˫˧˶˩ˣˤgetdents64 ,ˣ˸ˣ˞ ˢˮ˷ˮ ˫˞ ˢ˶˵˧ ˢˬ ,ˢ˪˞˷ˢ ˸˪˞˷ˮ ,˭˩˪ .

 :ˢˤˢ ˭ˣˮˠ˯˟ ˣˢ˷ˬ ˰˴˟ˮ ˫˞ ˶ˬˣ˪˩ 
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 ˪˷ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˸ˣ˷˰˪ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ˣ ˭˸ˮ˧ˢ˟ ,˸˧˦˶ˣ˞˸drip ˩ˮˢ ˢ˶ˣ˴˟ ˣ˧˷˩˰ .ˡˣ˟˰˪ ˶ˣˬ˞ ˢˤ ,ˢˮˣ

 ˢˤ ˢˬ ˭˧˟ˢ˪ ˪˧˥˸ˮ ˣ˞ˣ˟drip .ˣ˪ˣˬ ˡˣ˟˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˨˧˞ˣ 

Linux dirent64 

 ˪˰ ˣˮ˶˟˰ ˶˟˩ ˸˧ˮˣ˶˵˰ ,˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞ ˢˬ ˪ˣˬ ˢ˞˶ˮ ˣ˞ˣ˟ ˤ˞linux_dirent xlinux_dirent64-  ˣ˸ˣ˞ ˧ˡ ˞ˣˢ

 ˸˶ˣ˦˵˦˧˩˶˞˪ ˢˬ˞˸ˢ˟ ˵˶ ˶˟ˡсп ˦˧˟: 

 

 ˪˰ ˳ˣ˶˪ ˣˮ˪˷ ˢ˶˦ˬˢ ,˶ˣˬ˞˩drip ˢ)-linux dirent64  ˢ˶˵˷ ˭˩ˣ˸ˢ ˪˩ ˸˞ ˪˧˩ˬ˷getdents64 ˪˩ ˪˰ˣ (

dirent  ˶ˣˤ˰˪ ˫˧˪ˣ˩˧˷ ˫˧˶˟ˡ ˶˲˯ˬ ˢ˲ ˣˮ˪ ˷˧ ˭˩˪ .(˳˟ˣ˵ˢ ˫˷ ˸˞ ˣˮ˪ ˠ˴˧˧ˬ˷ ˢˬ ˢˤ ˧˩) ˣˬ˷ ˢˬ ˵ˣˡ˟˪

 ˸˞ ˥˸ˮ˧˷ ˶˴˵ ˫˸˧˶ˣˠ˪˞ ˸ˣˮ˟˪ ˣˮ˪dripˬ ˵˪˥ ˣˮˮ˧˞ ˪˪˩˟ ˞ˣˢ˷) ˭ˣ˷˞˶ˢ :-dripˢ ˞ˣˢ ,(Return Value- 

 ˪˷getdents64 ˢ ˢ˥˧˪˴ˢ ˢ˪ˣ˰˲ˢ ˶˷˞˩,-Return Value  ˪˷getdents64  ˣ˞˶˵ˮ˷ ˫˧˦˟ˢ ˸ˣˬ˩ ˞ˣˢ

 ˶˷˞˩л  ˷˧ ˶˷˞˩ ,ˢ˧˧˵˧˸ˢ ˱ˣ˯ ˸˞ ˭˧˧˴ˬerror  ˶ˤ˥ˣ˧ ˤ˞м-  ˶ˡˠˣ˧ˣerrno. 

˸ˣˮ ˣ˧˷˩˰ˣ ˢ˴˧˶ˢ ˸ˣ˪ˣ˟ˠ ˸˞ ˣˮ˪ ˷˧ ˰ˠ˶˩ ,˭˩˪r ˢ ˪ˡˣˠ ˸˞ ˸ˣˢˤ˪ ˣˮ˪-dirent ˩ˣˮˢ ˷˧ ˨˩ ˨˶ˣ˴˪ .ˣˬ˷ˣ ˧˥

 ˧ˮ˷ ˣˮ˪member˟ ˫˧-drip  ˞ˣˢ ˭ˣ˷˞˶ˢ ,ˣˮ˪ ˣ˶ˤ˰˧˷d_name ˢ ˫˷ ˸˞ ˪˧˩ˬ ˞ˣˢ˷-dirent  ˞ˣˢ ˧ˮ˷ˢˣ

d_reclen ˢ ˪˷ ˣ˪ˡˣˠ ˸˞ ˠ˴˧˧ˬ˷-dirent :ˢˤ˩ ˫˸˧˶ˣˠ˪˞ ˠ˴˧˧˪ ˪˩ˣˮ ˭˩˪ .˧˥˩ˣˮˢ 

int  i =0;   

int  ret = getdents ( fd ,  drip ,  count );  

struct  linux_dirent64 dir = drip ;  // we assume that dir is the drip arg  

while  ( i < ret )  //running through the drip  

{  

    dir  = ( void *)  dir +i ;  

 

    if  ( memcmp( hide_me ,  dir - >d_name,  strlen ( hide_me ))  

    {  

        remove the dirent  

    };  

    i + = dir - >reclen ;  

}  

return  ret ;  

 ˸˞ ˣˮˬˬ ˶ˣ˴˧˪ˣ ˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˷˧ˬ˷ˢ˪ ˵˶ ˣˮ˪ ˶˸ˣˮ ,˟˴ˬˢ ˣˢˤˣ ˭˸ˮ˧ˢ˟getfents64  ˟˪˷˟ ˭˩˪ .ˣˮ˪˷

 ˸˞ ˭˧˩ˮˣ ˫˧ˮ˸˷ˬˢ ˸˞ ˶ˣ˴˧ˮ ˣ˟ ˵˪˥ˢ ˢ˧ˢ˧ ˭ˣ˷˞˶ˢ ,˫˧˵˪˥ ˧ˮ˷˟ ˣ˸ˣ˞ ˠ˧˴˞ ,˧˪˷ ˷ˣˬ˧ˬˢ ˸˞ ˠ˧˴˞ ˢˤˢ

 ˪˰ ˳ˣ˶˪ ˪˧˥˸ˮ ˣ˟ ˟˪˷˪ ˨˧˶˴ ˢˬ ˪˩dripˮ ˧ˮ˷ˢ ˟˪˷˟ ˨˩˪ ˫˞˸ˢ˟ . ˪˰ ˳ˣ˶drip. 
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:˶ˤˣˬ ˣˢ˷ˬ ˢ˞˶ˮ ˢ˧˴˵ˮˣ˲ˢ ˷˞˶˟ ˣ˧˷˩˰ ˶˟˩ ˦˧˟ˮ ˫˞ ˪˩ ˫ˡˣ˵ 

 

 ˢ˧˪˞ ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞const struct pr_regs *pr_regs ˣ˪ ˶˧˟˰ˢ˪ ˣˮ˧˴˶ ˪˪˩˟ ˶ˣˬ˞˩˷ .fd ,drip ,count. 

 ˭˧˟ˢ˪ ˧˸˥˪˴ˢ ,˫˧˷ˮ˞ ˫˰ ˸ˣ˧ˣ˴˰˧˧˸ˢ ˢ˟˶ˢ ˶˥˞˪ ˨˞ ,˟˶ ˭ˬˤ ˨˷ˬ˟ ˧˸˟˩˰˸ˢ ˶˟ˡˢ ˪˰ :˸˧˷˧˞ ˢˬ˧ˮ˟

 ˨˶ˡ ˫˧˦ˮˬˣˠ˶˞ˢ ˪˩ ˸˞ ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞ ,˯˵ˣˮ˧˪˟ ˸ˬ˧ˣ˯ˬ ˢ˯˶ˠˬ ˪˥ˢ˷ ˢˤ ˢ˶ˣ˵ ˫˴˰˟˷ ˢˬ˷

 ˧ˡ˧ ˪˰ ˫˧ˠ˴ˣ˧ˬ ˫ˢ˷) ˫˧˶˦˯˧ˠ˶ˢstruct pt_regs:˫˧˦ˮˬˣˠ˶˞ ˫˸ˣ˞ ˸˞ ˵˵ˤ˪ ˭˸˧ˮ ˫˩ˣ˸ˬˣ ( 

 

˸ˢ˟ ˸˞ ˪˧˰˲ˮ ,ˣˮ˪˷ ˭ˣˮ˩˸˪ ˫˞getdents64  ˣˮ˥ˮ˞ ˫˧ˮ˸˷ˬˢ ˸ˮ˧˥˟ˬ ,ˢˮˬˬ ˡˣ˟˰˪ ˪˧˥˸ˮˣ ,˸˧˸˧ˬ˞ˢ

 ˸˞ ˫˧˶˴ˣ˧err  ˸˵˧ˡ˟ ˨˶ˣ˴˪ ˢ˧ˢ˧˷errors ˢ˷ˣ˪˷ ,struct  ˪˷linux_dirent64  ˨ˣ˸˟ ˰ˣˮ˪ ˪˩ˣˮ ˫˸˧˞˷

drip  ˶˴˧˧ˮ ˱˯ˣˮ˟ˣstruct  ˪˷linux_dirent  ˸˞ ˪˧˩˧ ˞ˣˢ˷drip . 

 ˢ˶ˣ˷˟ ˸ˣ˞˶˪ ˭˸˧ˮпм  ˶˦˯˧ˠ˶˟ ˫˧˧˵˷ ˨˶˰ˢ ˸˞ ˣ˪ ˫˧ˬ˧˷ˬ ˣˮ˥ˮ˞ ˧˩si  ˶ˣˬ˞˩)-  ˨˶ˡ ˶˟˰ˣˬ ˰ˡ˧ˬˢ

ˢ ˸˷ˣ˪˷ ˸ˮ˧˥˟ˬ .(˫˧˶˦˯˧ˠ˶ˢ-struct-) ˭ˣ˷˞˶ˢ ,˫˧dirˢ ˸˞ ˠ˴˧˧˷ ˢˤ ˢ˧ˢ˧ (-dirent  ˣ˧˪˰ ˳ˣ˶ˮ˷ ˧˥˩ˣˮˢ

) ˢ˞˴ˣ˸ˢ ˪˷ ˵˸˰ˢ ˢ˧ˢ˧ ˧ˮ˷ˢ ,ˢ˧˴˶˦˧˞ ˪˩˟dripˢ ˪˷ (-getdents64 ˢ ˱ˣ˯˟˪ˣ .˫ˡˣ˵ˬ ˣˮ˪˰˲ˢ˷-

struct  ,˭ˣ˶˥˞ˢpull ˢ ˸˞ ˢ˧˴˶˦˧˞ ˪˩˟ ˣˮ˪ ˠ˴˧˧-linux_dirent .˫ˡˣ˵ˢ 
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 ˢ˶ˣ˷˟˷ ˟˪ ˫˧˷˪ ˭˸˧ˮ ˣ˧˷˩˰ ˶˟˩рм ˪ ˫˧ˬ˧˷ˬ ˣˮ˥ˮ˞-struct  ˸˞ ˧ˮ˷ˢdirent ˢˬ-user-space ˧˶ˢ ˧˩ ,

 ˪˷ ˢ˞˴ˣ˸ˢgetdents64 ˟ ˶˟˩ ˢˮ˧ˢ-userspace  .˪ˮ˶˵˟ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ˣ 

 ˪˧˥˸ˢ˪ˣ ˦˪˲ˢ ˪˰ ˳ˣ˶˪ ˣˮ˪ ˶˸ˣˮ ˢˤ ˟˪˷˟ˢ ˸˞ ˷˲˥˪-dirent  ˣ˸ˣ˞ ˞˴ˬˮ ˫˞ .˶˧˸˯ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷-  

 ˪˷ ˦˪˲ˢ ˪˷ ˢˮ˟ˬˢ ˸˞ ˶ˡ˯ˮˣ ˣ˪˷ ˶˩ˤ ˪˩ ˵˥ˬˮgetdents64  ˣ˸ˣ˞ ˸˞ ˪˧˩˧ ˞˪˷ ˸ˮˬ ˪˰dirent ˱ˣ˯˟ ,

˪ ˣ˸ˣ˞ ˥˪˷ˮ-user space: 

 

 ˪˷ ˦˪˲ˢ ˪˰ ˳ˣ˶˪ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞ ˢ˲getdents64˪˩ ˞ˣˢ ˢ˞˪ˣ˪ˢ ˪˷ ˢ˴˧˶ˢ ˥ˣˣ˦˷ ˢ˞˶ˮ ˪˩ ˫ˡˣ˵ .-

 ˡˣ˰i ˬ ˭˦˵ret- ˬ ˣ˞˶˵ˮ ˫˧˦˟ ˢˬ˩ ˠ˴˧˧ˬ ˶ˣˬ˞˩ ˞ˣˢ˷-getdents64 ˢ˶ˣ˷˟ ˸ˣ˞˶˪ ˭˸˧ˮ .ус  ˪˩˟ ˧˩

 ˸˞ ˫˧ˮ˩ˡ˰ˬ ˣˮ˥ˮ˞ ˢ˞˪ˣ˪˟ ˢ˧˴˶˦˧˞i  ˫˧ˮ˩ˡ˰ˬ ˣˮ˥ˮ˞ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˞˪ˣ˪ˢ ˱ˣˠ˟ .ˣˮ˞˶˵ ˶˟˩˷ ˸ˣˬ˩˟

 ˸˞dir ˪ ˰˧˟˴˧˷-dirent ˨ˣ˸˟ ˞˟ˢ  ˪˷ ˦˪˲ˢgetdents64 . 

 ˢ˶ˣ˷˟ ,˭˩ˬ ˶˥˞˪тпˢ ˪˷ ˫˷ˢ ˨˶˰ ˭˧˟ ˢ˞ˣˣ˷ˢ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞ ,-dirent ˟ ˭˩ˡˣ˰˷-dir )dir->d_name (

) ˶˧˸˯ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˸ˣ˞ ˳˟ˣ˵ˢ ˫˷ ˭˧˟˪HIDE_ME ˧˪˪˩ˢ ˦˪˲˟ ˪˲˦˪ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞ ,˫˧ˢˤ ˫ˢ ˫˞ ,(

 ˣ˸ˣ˞ ˸˞ ˫˧˪˰ˢ˪ˣdir ˸˞ ˫˧ˮ˩ˡ˰ˬ ˣˮ˥ˮ˞ ˸˶˥˞ ,prev  ˸˞ˣi . 
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ˢ ˫˷ˣ ˭˸ˮ˧ˢ˟ ,˶ˣˬ˞˩-dir ˪ ˢˢˤ-HIDE_MEˢ ˸˞ ˫˧˪˧˰ˬ ˣˮ˥ˮ˞ ,-dirent  ˪˷ ˦˪˲ˢ ˨ˣ˸ˬgetdents64 ,

 ˣ˸ˣ˞ ˧ˣˮ˟ ˡ˴˧˩ ˰ˠ˶˪ ˶˩ˤ˧ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩drip ˟ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞ ,ˣ˧˪˰ ˫˧˴˶ ˣˮ˞˷-dirent  ˭ˣ˷˞˶ˢ

 ˫ˣˡ˧˵ ˨˶ˡ ˧ˮ˷˪ ˫˧˶˟ˣ˰ˣi ˟-dir->d_reclen  ˣ˸ˣ˞ ˪˷ ˪ˡˣˠˢ)dirent ˫˧˪˰ˢ˪ ˢ˴˶ˮ ˫˞ ˭˩˪ ,(dirent  ˫˧ˣ˯ˬ

ˢ ˸˞ ˪˧ˡˠˢ˪ ˦ˣ˷˲ ˢ˴˶ˮ-dirent ˢ ˪˷ ˪ˡˣˠ˟ ˫ˡˣ˵ˢ-dirent  ˶ˣ˩ˤ˪ ˷˧ ˱˯ˣˮ˟ ˨˞ ,˫˧˪˰ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞˷

 ˣˮ˪ ˢ˧ˢ˧ ˞˪ ˫˞ ˢ˶˵˧ ˢˬdirent  ˫ˡˣ˵- ˢ ˣ˟ ˷˧˥˶˸˟ ,˞ˬˠˣˡ˪-dirent .˭ˣ˷˞˶ˢ ˢ˧ˢ˧ ˫˧˪˰ˢ˪ ˢ˴˶ˮ˷ 

˯˥˧˧˸ˬ ˢˮˣ˷˞˶ˢ ,ˢˬ˪˰ˢ ˧˩˶ˡ ˧ˮ˷ ˸ˣˬ˧˧˵ ˭˩˪ˢ ˣ˟ ˟˴ˬ˪ ˸-dirent  ˫˧˧˵˷ ˭ˣ˷˞˶ˢ ˞ˣˢ ˫˧˪˰ˢ˪ ˢ˴˶ˮ˷

-˟drip ˢ˶ˣ˷) ˭ˣ˷˞˶ˢ ˭˩˞ ˞ˣˢ ˫˞ ˵ˣˡ˟˪ ˸˧˷˞˶ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˢˤ˩ ˟˴ˬ˟ .тт ˭˩ ˫˞ˣ (-  ˪ˡˣˠ ˸˞ ˭˧˦˵ˮ

ˢ ˪˩-dripˢ ˢ˷˰ˬ˪ ˢˤ˷ .-ret  ˢ˶ˣ˷) ˞ˣ˶˵˪ ˣˮ˥˪˴ˢ˷ ˫˧˦˟ˢ ˸ˣˬ˩ ˸˞ ˠ˴˧˧ˬ˷ту ˫˴ˬ˴˪ ˭˩ˬ ˶˥˞˪ˣ ,(

 ˪˩ ˸˞drip ˢ ˸˞ ˵˧˸˰ˮ˷ ˢˤ˟ˢ ˪˷ ˢˡˣ˵ˮˢˬ ˪˥ˢ ˣˮ˩ˣ˸-dirent  ˢ˶ˣ˷) ˞˟ˢтф ˭˸ˮ˧ˢ˟ ,˸˞ˤ ˸ˬˣ˰˪ .(

ˢˣ-dirent  ˣ˸ˣ˞ ˸˞ ˫˧˪˰ˢ˪ ˦ˣ˷˲ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˭ˣ˷˞˶ˢ ˣˮˮ˧˞ ˫˧˪˰ˢ˪ ˢ˴˶ˮ˷dirent  ˠ˪ˡˮ ˦ˣ˷˲˷ ˨˩˟

ˢ ˸˪ˡˠˢ ˸˶ˤ˰˟ ˣ˧˪˰-d_rcelen ˢ ˪˷-dirent ˢ ˪˷ ˪ˡˣˠ˟ ˫ˡˣ˵ˢ-dirent  ˢ˶ˣ˷) ˫˧˪˰ˢ˪ ˢ˴˶ˮ˷ун .(

 ˪˰ ˢ˴˧˶ˢ ˶˥˞˪drip ˪ ˵˧˸˰ˮ ˣˮ˥ˮ˞-dirent ˢ ˢ˧ˢ ˶˷˞)-drip ˢ ˪˷-getdents64 ˸˞ (kdirent  ˪˧˩ˬ˷

ˢ ˸˞-drip  ˸˞ ˶˧ˤ˥ˮˣ ˣˮ˟˸˩˷˷ret . 

ˢ ˸˞ ˷ˬˬ˪ ˵˶ ˣˮ˪ ˶˞˷ˮ˷ ˢˡ˟ˣ˰ˢ ˥˩ˣˮ ,˞˪ˬˢ ˭ˣ˶˸˲ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˶˟˩ ˢˤ ˟˪˷˟-hook  ˪˷

getdents64 ˟-syscall table ˢ ˸˧˧˪˰˟-klm :ˣ˸˶˯ˢˣ 

 

 ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮˢ ˸˞ ˫˧˞˴ˣˬ ˣˮ˞-syscall table  ˸˶ˤ˰˟kallsyms_lookup_name ˸˞ ˫˧˪˦˟ˬ ˭˩ˬ ˶˥˞˪ ,

ˢ ˸˞ ˫˧˶ˬˣ˷ ,˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ ˣ˸ˣ˞˪ ˢ˟˧˸˩ˢ ˸ˮˠˢ-getdents64  ˫ˠˣ ˢ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ˷ ˧ˡ˩) ˸˧˸˧ˬ˞ˢ

ˢ ˸˞ ˶˧˯ˮ ˣ˟ ˟˪˷˪-klmˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˣ˧˪˞ ˫˧˟˸˩˷ˬ ,(-hook ˢ) ˣˮ˪˷-getdents64 ˱ˣ˯˟˪ˣ (

˫˧˪˧˰˲ˬ .ˢ˟˧˸˩ˢ ˸ˮˠˢ ˸˞ 
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˸ˬ˪˰ˢTCP connections  

˰˵˶ 

˟ ˫˧ˡ˵ˬ˸ˬ ˣˮ˥ˮ˞ ˧˩ ˭˧˧˴˪ ˷˧ ˪˩ ˫ˡˣ˵-sockets ˟ ˞˪ˣ-packets ˸˞ ˷ˬˬ˪ ˥˧˪˴ˮˣ ˭˸ˮ˧ˢ˟˷ ˶ˬˣ˪˩ ,

 ˫˧˪˰ˮ ˭˩ ˣˮ˥ˮ˞ ,ˣˮ˸˶˦ˬsockets  ˨˶ˡ ˫˸ˣ˞ ˢ˞˶ˮ ˞˪ˣnetstat  ˪˧˰˲ˮ ˫˞ ˪˟˞wireshark  ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ

ˢ ˪˷ ˸ˣ˦˵˲ˢ ˪˷ ˢ˶ˣ˟˰˸ˢ-socket  ?ˢˬ˪ .ˣˮ˶˸˯ˢ˷-  ˶ˣ˷˧ˬ ˪˩˷ ,˫˧ˮˣ˷ ˫˧˶ˣ˷˧ˬ ˧ˮ˷˟ ˢˡˣ˟˰ ˢˤ ˧˩

ˢ ˶ˣ˷˧ˬ ˪˰ ˡˣ˟˰ˮ ˢˤ ˵˪˥˟ ˶ˣˬ˞˩ .ˣˬ˴˰ ˧ˮ˲˟ ˪ˣ˲˧˦ ˷˶ˣˡ-packets. 

˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ 

 ˸˞ ˪˧˰˲ˮstrace :˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˵˪˥ˢ ˸˞ ˵˶ ˠ˧˴˞ ˧ˮ˞ ˶ˣˬ˞˩ ,˷˥˶ˬˢ ˸˞ ˥˸ˮ˪ ˢ˯ˮˮˣ 

 

˪ ˢˬˣˡ˟ ˸˴˵-ps x-ls ˬ ˳˟ˣ˵ˬ ˢ˞˧˶˵ ˢ˲ ˸ˬ˧˧˵ˬ ˫˧ˣ˯ /proc/net/tcp - ˣ˪ ˢ˷˰ˮ ˫˞ ˫ˠˣcat  ˪˰ ˪˩˸˯ˮˣ

 ˪˷ ˦˪˲ˢ ˭˧˟˪ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˭˧˟ ˪ˡ˟ˢ ˫˧˧˵ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˳ˬ˞˸ˢ˪ ˧˪˟ˬ ,ˣˮ˩ˣ˸netstatΥ 

 

 

˟˷ ˶ˬˣ˪˩ ,ˠˣ˴˧˧ˢ ˸˶ˣ˴˟ ˞ˣˢ ˪ˡ˟ˢˢ ˧˩ ˭˧˟ˢ˪ ˥˧˪˴˧ ˫˩˵˪˥-/proc/net/tcp  ˯˧˯˟) ˧˪ˬ˧˴ˡˢ˯˵ˢ ˞ˣˢ

мс˟ ˣ˪˧˞ˣ (-netstat  ˯˧˯˟˟ ˞ˣˢ ˠˣ˴˧˧ˢмл ˟ ˷ˣˬ˧˷) ˢ˞˧˶˵ ˶˸ˣ˧ ˢ˶ˣ˴˟ˣ-ascii  ˫˧˪˧ˬ˪ ˫˧˶˲˯ˬ ˸˶ˬˢˣ

 ˣˬ˩listen .( 

 ?ˢ˧˪˰ ˧˞˶˥˞ ˧ˬˣ ˣˤˢ ˢ˶ˬˢˢ ˞˧ˢ ˢˬ ˣˬ˩ ˸ˣ˪˞˷ ˢˬ˩ ˢ˲ ˸ˣ˪ˣ˰-  ˪˷ ˧˶˞ˮ˧˟ˢ ˪˷ ˢˬ˶˟ ˣˤ ˫˞ˢ

netstat ˬ˪ ˧ˡ˩ ˢˮˣ˶˥˞ˢ ˢ˪˞˷ˢ ˸˞ ˢ˶˴˵˟ ˶˧˟˯˞ ?ˢ˲ ˶ˤˣ˰˷ ˧˪ˮ˶˵ ˶'˴˧˲ ˞ˣˢ˷ ˢˤ˧˞ ˫˧˧˵˷ ˣ˞ ˡ˵

 ˪˷ ˧˶˞ˮ˧˟ˢ ˸ˬ˶˟ ˢˤ ˫˞ ˶ˣˬ˞˩ ,˟ˣ˷˥ ˞ˣˢ ˢ˶ˬˢˢ ˪˰ ˧˞˶˥˞ ˧ˬ ˪˷ ˭˧˧ˮ˰ˢ :˶˵˥ˬˢ ˸˞netstat  ˤ˞

˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˢ˧ˢ˧ ˰˴ˣ˟˧˷ ˧ˣˮ˧˷ˢ-userspace  ˧˪ˮ˶˵ ˶'˴˧˲ ˢˤ˧˞ ˫˧˧˵ ˫˞ ,ˡˠˮˬ .˫˧˴ˣ˶ ˞˪ ˣˮ˥ˮ˞ ˢˤ ˸˞ˣ

˟ ˶˞˷˧ˢ˪ ˭˧˧ˡ˰ˣ ˣ˸ˣ˞ ˪˴ˮ˪ ˪˩ˣˮ ,˫˧˧ˮ˷ˢ ˭˧˟ ˞˴ˬˮ˷-kernel space! 
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 ˪˰ ˢ˞˶˵ˮˣ ˪˧˥˸ˮ ˣ˞ˣ˟ ˭˩˪/proc/net/tcp 

˪ ˣˮ˸ˣ˞ ˥˪˷˧ ˦ˣ˷˲ ˪ˣˠ˧ˠ ˪˷ ˨ˬ˯ˬorg.kernel :˳˟ˣ˵ˢ ˪˷ ˞˪ˬ ˶ˣ˞˧˸ ˫˧˧˵ ˣ˟˷ 

 

-ssoruce ˟˷ ˞ˣˢ ˭ˣ˷˞˶ˢ :˫˧˟ˣ˷˥ ˡˣ˞ˬ ˫˧˶˟ˡ ˧ˮ˷ ˣˮ˪ ˵˶ˣˤ ˢˤˢ-/proc/net  ˶˷˞ ˫˧˴˟˵ ˢˬ˩ ˫˧ˬ˧˧˵

 ˫˧˴˟˵ˢ ˫ˠ ˫˧ˬ˧˧˵ ˞ˬˠˣˡ˪ ,˸˶ˣ˷˵˸ ˪˷ ˫˧ˣ˯ˬ ˠˣ˯ ˠ˴˧˧ˬ ˡ˥˞ ˪˩udp ,udp6 ,tcp6 ˰˴˟˪ ˧ˡ˩ ˭˩˪ˣ .

 ˳˟ˣ˵ˢ ˪˰ ˵˶ ˦ˣ˶˧˲ ˢ˧ˢ˧ ˢˤ ˶ˬ˞ˬ˟) ˣ˪˪ˢ ˫˧˴˟˵˟ ˫ˠ ˪˲˦˪ ˣˮ˧˪˰ ˢ˧ˢ˧ ˢ˞˪ˬ ˢˬ˪˰ˢtcp  ˭˸˧ˮ ˪˟˞

 ˞ˣˢ ˧ˮ˷ˢ ˶˟ˡˢ ,(˫˧˴˟˵ˢ ˶˞˷ ˪˰ ˫ˠ ˢˤ ˸˞ ˪˧˷ˬˢ˪tcp4_seq_show() ˶ˬ˞ˮ ˭ˣ˶˥˞ˢ ˦˲˷ˬˢ ˧˲˪˷ ,

˷ ˣˮ˪-tcp4_seq_how()  .˳˟ˣ˵ˢ ˪˷ ˷ˣˬ˧ˬˢ ˪˰ ˧˞˶˥˞˷ ˶˟ˡˢ ˞ˣˢ 

 ˪˰ ˞ˣ˶˵˪ ˪˧˥˸ˮˣ ˰˯ˬ˟ ˨˧˷ˬˮ ˣ˞ˣ˟ ˤ˞tcp4_seq_how(): 

 

 ˢ˶ˣ˷˟ ˸ˣ˞˶˪ ˶˷˲˞нсос  ˪˷ ˦˪˲ˢ ˪˷ ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˪ ˢˢˤ ˞˧ˢ˷ ˢ˯˲ˡˢ/proc/net/tcpΦ  ˧ˮ˲˪

ˢ˶ˣ˵ ˢˬ ˥˸ˮ˪ ˷ˬˬ ˪˧˥˸ˮ˷  ˢ˪˧ˬˢ ˪˰ ˟˪ ˫˸ˬ˷ ,ˢ˲seq ?ˢ˲ ˢ˧ˣ˟˥˷  ˢ˪ ˷˧ ˢ˲ˣ ˧˲ˣ˧˪ ˫˸˯ ˞˪ ˞˧ˢ

.ˢ˪ˣˡˠ ˸ˣ˰ˬ˷ˬ 

  

https://www.kernel.org/doc/Documentation/networking/proc_net_tcp.txt
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The seq_file Interface 

 ˪˷ ˶ˬ˞ˬ˪ ˣˮ˸ˣ˞ ˞˧˟˧ ˶˴˵ ˷ˣ˲˧˥org.kernel  ˞˷ˣˮ˟Interface file_seq The  ˧˩ ˶˧˟˯ˬ˷files seq ,

˪ ˸˴˵ ˢˬˣˡ˟-file operations ˫˧˴˟˵ ˥ˣ˸˲˪ ˫˧˴ˣ˶ ˶˷˞˩ ˪ˣ˰˲˪ ˡ˴˧˩ ˫˧˶˧ˡˠˬ ˣˮ˥ˮ˞ ˢ˟˷ ˨˶ˡ ˫ˢ ,

˟ ˫˧ˬ˧˧˵ˢ ˣ˪˞ ˣˬ˩ ˫˧ˡ˥ˣ˧ˬ-/proc ˪˷ ˡˣ˥˧ˢ .seq files  ˶˸ˣ˧ ˫˧˩ˣ˶˞ ˫˧˦˯˵˦ ˫˰ ˡˣ˟˰˪ ˣˡ˰ˣˮ ˫ˢ˷ ˢˤ

˫˧ˮˣ˩ˮ ˞˪ ˧ˣˮ˧˷ ˣ˞ ˢ˷˧ˠ ˰˴˟˪ ˸ˮ˩˸ˬˢˬ ˰ˣˮˬ˪ ˨˩˟ˣ-  .˟˶ ˵ˤˮ˪ ˫ˣ˶ˠ˪ ˫˧˪ˣ˩˧˷ 

 ˪˰ ˪˩˸˯ˢ˪ ˭˸˧ˮ ˟ˣ˦ ˶˸ˣ˧ ˢˤ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩/proc/net/tcp  ˶˵˧˰˟ ˣˬ˴˰ ˳˟ˣ˵ˢ .ˣ˩˶ˡ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ˣ

 ˧ˡ˧ ˪˰ ˷ˬˣ˷ˬnetstat  ˣ˞ss - ˷˰ˬ˪˷ ˫˧ˮˣˮˠˮˬ ˭ˢ ˣ˪˞˷ ˣ˪ ˫˧˷ˣ˰ ˢopen .ˣ˪˷ ˭˩ˣ˸ˢ ˸˞ ˫˧ˡ˟˰ˬˣ 

-sseq_files ˢ ˸ˣ˰˴ˬ˞˟ ˫˧˪˰ˣ˲-open file operation ˸˞ ˪˧˰˲ˮˣ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ˶˷˞˩˷ ,open  ˣˮ˥ˮ˞

ˢ ˪˷ ˭ˣˮˠˮˬˢ ˸˞ ˪˧˰˲ˮ-seq files˷ ˪˪ˠ˟ ˧˸ˮ˧˧˴ ˶˟˩˷ ˣˬ˩ˣ .-/proc/net/tcp ˟ ˞˴ˬˮ) ˡ˥ˣ˧ˬ ˳˟ˣ˵ ˞ˣˢ-

procfs ˰ˡ˧ˬ ˢ˟˶ˢ ˪˧˩ˬ ˶˷˞ (- ˴ ˷˧ˢ ˸˞ ˣ˟ ˪˧˰˲ˢ˪ ˨˶ˣ-seq operation ˣˮ˪ ˸ˬ˧˧˵ ˨˩ ˸˟ˣ˦˪ .

tcp4_seq_show .˪"ˮˢ ˰ˡ˧ˬˢ ˣˮ˪ ˢ˷˧ˠˮˬ ˶˷˞ , 

ˢ ˸˞ ˯˧ˮ˩ˢ˪ ˶˷˲˞ ˢ˲˧˞ ˭˧˟ˢ˪ ˨˩ ˨˶ˡˣ ˢ˷ˣ˰ ˞˧ˢ˷ ˢˬ ˸˞ ˥˸ˮ˪ ˢ˯ˮˮ-hook  ˪˰ ˪˩˸˯ˮ !ˣˮ˪˷

 ˪˷ ˸ˣˮˣ˷˞˶ˢ ˸ˣ˶ˣ˷ˢtcp4_seq_show :ˢ˶ˣ˵ ˢˬ ˭˧˟ˢ˪ ˢ˯ˮˣ 

 

 ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˪˩˸˯ˮ˪ ˰˧˟˴ˬ-struct seq_file ) ˧˶ˮˠ ˰˧˟˴ˬˣvoid * v ˶˵˧˰˟˷ ˢˬ ˢˤˢ ˵˪˥˟ .(

 ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˸˧˷˞˶ :˫˧˶˟ˡ ˧ˮ˷ ˪˪ˠ˟ ˟˪ˢ ˸ˬˣ˴ ˸˞ ˨ˣ˷ˬ˪ ˶ˣˬ˞ ˞ˣˢ ,˧˶ˮˠˢ ˰˧˟˴ˬˢ ˢˤ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ

 ˢ˶ˣ˷˟нсон ˪ ˫˷ˣˬ ˞ˣˢ-struct sock  ˢˤ˷ ˫˧˰ˡˣ˧ ˣˮ˞˷struct  ˪˷socket ˢ˶ˣ˷˟ ˱˯ˣˮ˟ .нсор  ˭˸˧ˮ

 ˸ˣ˞˶˪˟ ˷ˬˣ˷ˬ ˞ˣˢ˷-if  ˪˷ ˦˪˲ˢ ˪˷ ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷ˢ ˸˞ ˯˧˲ˡˬ ˭˩ˬ ˶˥˞˪˷/proc/net/tcp. 

 ˪˩ ˪˰ ˰ˡ˧ˬˢ ˞˴ˬˮ ˣ˟ ˶ˣˤ˞ˢ ˢˤ ˧˩ ˵˧˯ˢ˪ ˶˟˩ ˶˷˲˞ ˭˩˪socket  ˪˰ ˦˧˟ˮ ˫˞ ˭˩˪ .˫˧ˣ˯ˬstruct sock: 

 

https://www.kernel.org/doc/html/latest/filesystems/seq_file.html
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˟ ˧˩ ˸ˣ˞˶˪ ˪˩ˣˮ-struct  ˫˧ˬ˧˧˵member- ˪˷ ˫˧struct ˢ ˧ˮ˧˧˲˞ˬ ˸˞ ˫˧ˬ˞ˣ˸˷ ˧ˬ˧ˮ˲-sockets ˫ˠ ˭˸˧ˮ .

˟ ˸ˣ˞˶˪-define- ˣ˸ˣ˞ ˨ˣ˸˪ ˫˧˷ˠ˧ˮ ˫ˢ˷ ˫˧struct ˢ ˪˰ ˰ˡ˧ˬˢ ˸˞ ˞˧˴ˣˢ˪ ˧ˡ˩-socket . 

 ˨ˣ˸˪ ˫ˠ ˪ˣ˪˴ˮ ˫˞sock_common ˫˧˧˵ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,sk_dport  ˸˞ ˶˞˸ˬ˷port  ˸˞ˣ ˡ˰˧ˢskc_num 

ˢ ˸˞ ˶˞˸ˬ˷-local port ˪˷ ˢˮ˟ˬ˪ ˫˞˸ˢ˟ ,˭˩˪ .tcp_seq_show ˯˧ˮ˩ˮ ,˫˧ˮ˸˷ˬˢ ˸˶ˢ˴ˢ ˶˥˞˪ ˫˞ ,

if stemaent ˢ ˸˞ ˵ˣˡ˟˧˷-port ˪˰ ˠ˪ˡˮ ˨˩˟ˣ ˢ˧˴˵ˮˣ˲ˢˬ ˞˴ˮ ˦ˣ˷˲ ˶˧˸˯ˢ˪ ˢ˴˶ˮ˷ ˦˶ˣ˲ ˢˤ ˫˞ :

 ˨˧˪ˢ˸ˢ ˸˞ ˨˧˷ˬˮ ˦ˣ˷˲ ,˸˶˥˞ .˰ˡ˧ˬˢ ˸˶˟˰ˢ ˨˧˪ˢ˸-  ˣˮ˶˴˧ˣhook! 

 

ˢ ˸˞ ˶˟˥˪ ˣˮ˪ ˶˸ˣˮ ˸˰˩-hook ˸˞ ˠ˧˷ˢ˪ ˶ˬˣ˞ ˢˣˣˢ ,tcp_seq_show  ˶ˣˬ˷˪ˣ ˸˧˸˧ˬ˞ˢ ˱˯ˣˮ˟ˣ ,ˢ˸ˣ˞

˟ ˢ˸ˣ˞ ˱˧˪˥ˢ˪-hook  ˫˧˧ˣˮ˧˷ ˟˵˰ ˭ˬˤˢ ˸˧˟˶ˬ ˸˞ ˧˸˰˵˷ˢ ˢˤ ˵˪˥˟ ˞˵ˣˣˡ ,˰˧˸˲ˬ ˭˲ˣ˞˟ .ˣˮ˪˷

 ˢˬ˩˟structπ ˸˧˸˶˧˴˧ ˡˣ˞ˬ ˨˶ˡ ˧˸˞˴ˬ ˫˧˷ˣ˲˧˥ ˢ˟˶ˢ ˧˶˥˞ .˫˧ˬ˧ˣ˯ˬ ˫˧˶ˣˤ˞˪ ˢ˷˧ˠ ˣ˰ˮˬ˷ ˫˧

ˢ ˸˞ ˪˧˸˷ˢ˪-hook ˪˧˸˷ˢ˪ ˢ˸˧˧ˢ ˨˶ˡˢˣ .ftrace ˩ ˡˣ˟˰˧˷-hook . 

ftrace  ˢ˸˶ˤ˰˟ ˶˷˞˩ ,˪ˮ˶˵˟ ˫˧ˬ˧ˣ˯ˬ ˫˧ˮˣˮˠˮˬ ˠ˟˞ˡ˪ ˫˧˸ˮ˩˸ˬ˪ ˶ˣˤ˰˪ ˢˡ˰ˣˮ˷ ˯˵ˣˮ˧˪˟ ˸˩˶˰ˬ ˞˧ˢ

 ˪˧˸˷ˢ˪ ˭˸˧ˮcallbacks . 
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 ˶˴˧˧ˮ ˨˩˪ ˫˞˸ˢ˟ ˭˩˪callback ˪ ˢ˞˧˶˵ ˢ˧ˢ˸ ˶˷˞˩ ˪˰˲ˣ˧˷-tcp_seq_show  ˸˞ ˪˧˰˲˸ ˞˧ˢˣ

ˢ ˸˧˧˴˵ˮˣ˲ˢ-hook :ˣˮ˪˷ 

 

ˢ ˸˧˧˴˵ˮˣ˲ ˪˰ ˶˟˯ˢˢ ˧ˮ˲˪-callback ˣˮ˶˴˧ ,struct ftrace_hook ˢ .˨˧˪ˢ˸ˢ ˸˞ ˪ˢˮ˪ ˣˮ˪ ˶ˣˤ˰˧˷-

members  ˪˷ ˸˟ˣ˸˩ˢ ,˸ˬ˧˧˵ˢ ˢ˧˴˵ˮˣ˲ˢ ,˸ˬ˧˧˵ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˱˧˪˥˸˷ ˢ˧˴˵ˮˣ˲ˢ ,ˣˬ˷ :˫ˢ ˣ˪˷

˟) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˢ˧˴˵ˮˣ˲ˢ-kallsymsˣ (-struct ftrace_ops ˪ ˰ˡ˧ˬ ˪˧˥˧˷-ftrace. 

 ˧˰˧˟˴ˬ˪ˣ ˫˷˪ ˧ˮˣ˷˞˶ ˰ˡ˧ˬ ˫˧˯˧ˮ˩ˬ ˣˮ˥ˮ˞ ˡˣ˵˪ ˫˞˸ˢ˟ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˪ ˦ˣ˷˲ ˞ˣˢ ˭ˣ˷˞˶ˢ) ˢ˧˴˵ˮˣ˲ˢ

 ˨˶ˡ ˫˧˞˴ˣˬ ˣˮ˞ ˧ˮ˷ˢ ˸˞ˣkallsyms_lookup_name.( 

 ˪ˣˬ ˢˤ˩˷ ˨˧˪ˢ˸ ˫˧˪ˢˮˬ ˣˮ˥ˮ˞ ˶˷˞˩ftrace  ˪˰˲ˣ˧ ˢˬ ,˪˰˲ˣ˸ ˢ˪ˣ˰˲ˢ ˧˸ˬ :˫˧˶˟ˡ ˢˬ˩ ˭˧˧˴˪ ˣˮ˧˪˰

) ˸˧˲ˣ˯ˮ˧˞ ˢ˞˧˶˵ ˪˷ ˟˴ˬ ˫˧˰ˮˣˬ ˣˮ˥ˮ˞ ˨˧˞ˣcallback ˪ ˢ˶ˣ˵˷-callback.( 

 ˪˧˥˸ˮˢ ˸˞ ˪ˢˮ˸˷ ˢ˧˴˵ˮˣ˲ ˶ˣ˴˧˪˟-callback ˸˞ ˶ˣ˴˧ˮ .register_callback_hook  ˞˶˵˧˸ ˢ˷˰ˬ˪ ˞˧ˢ˷

 ˢ˧ˢ˧ ˶˷˞˩callback ˟˴ˬ ˰ˣˮˬ˪ ˧ˡ˩˟ ,˫˧˵ˡˣ˟ ˣˮ˥ˮ˞˷ ˢ˵˧ˡ˟ ˧˞ˮ˸ˢ ˞ˣˢ˷ ˧˦˧˶˵ ˡˣ˞ˬ ˵˪˥ ˭˧˧˴˪ ˷˧ ,

ˢ ,ˢ˟˷) ˢˬ˴˰˪ ˸˧˲ˣ˯ˮ˧˞ ˢ˞˧˶˵ ˪˷-callback  ˡˣ˰˪ ˞˶ˣ˵callback ˫˧˵ˡˣ˟ ˣˮ˥ˮ˞ ,(˧˪ˣ˩ˣ  ˢ˞˧˶˵ˢ ˫˞

 ˸˞ ˫˧ˮ˷ˬ ˣˮ˥ˮ˞ ˨˩˪ ˫˞˸ˢ˟ˣ ˳ˣ˥˟ˬ ˢ˰˧ˠˬ ˞˧ˢ˷ ˣ˞ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˨ˣ˸ˬ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲˪eip  ˞ˣˢ˷

.˟˷˥ˬ˟ ˞˶˵˸ ˢ˞˟ˢ ˢ˪ˣ˰˲ˢ ˪˰ ˧˞˶˥˞˷ ˶˦˯˧ˠ˶ˢ 
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:˪˧˰˲ˢ˪ ˢ˴˶ˮ ˶˷˞ ˢ˧˴˵ˮˣ˲˪ 

 

ˢ ˸˞ ˪ˢˮ˪ ˣˮ˪ ˣ˶ˤ˰˧˷ ˫˧˪ˠˡˢ ˢˬ˩ ˱˧˯ˣˮ ˭˩ˬ ˶˥˞˪-callbackˢ ˨˶ˡ ,-member flags  ˪˷struct ftrace ,

:˫˧˞˟ˢ ˫˧˪ˠˡˢ ˸˞ ˱˧˯ˣˮ 

¶ FTRACE_OPS_FL_SAVE_REGS 

¶ FTRACE_OPS_FL_RECURSION_SAFE 

¶ FTRACE_OPS_FL_IPMODIFY  

 ˸˞ ˸ˣˮ˷˪ ˣˮ˪ ˣ˶˷˲˞˧˷eip .˸˧˲ˣ˯ˮ˧˞ ˢ˞˪ˣ˪ ˪˷ ˟˴ˬ ˰ˣˮˬ˪ˣ 

˟ ˷ˬ˸˷ˮ ˱ˣ˯˟˪ˣ-register_ftrace_function  ˸˞ ˢ˧˪˞ ˶˧˟˰ˮ˷struct ftrace_ops ˢ ˸˞ ˢ˪˰˸˷ ˧ˡ˩-

callback: 

 

ˬ ˰ˣˮˬ˪ ˵˶ ˣˮ˪ ˶˸ˣˮ ˸˰˩-tcp_seq_show  ˸ˣ˶˷˲˞ˢ ˸ˬ˧˧˵ ˢˤ ˸˞ ˷ˬˬ˪ ˧ˡ˩˟ˣ ,˪ˣ˰˲˪ ˸˧˸˧ˬ˞ˢ

 ˧ˡ˧ ˪˰ ˭ˣ˶˩˧ˤ˟˷ ˸˟ˣ˸˩ ˸˪˰˲ˢ :˧˶˵) ˸ˬ˧ˣ˯ˬ ˢˡˣ˵ˮ˪ ˰˧ˠˮ ˪˧˰˲ˮ ˸ˣ˪ˣ˰˲ ˣ˪˧˞ ˵˶ ˶˧ˡˠˢ˪eip ˸˞ ,(

 :˶˦˪˧˲ ˸˧˧˴˵ˮˣ˲ ˸˪˰˲ˢ ˸ˣ˰˴ˬ˞˟ ˪˧˰˲ˮ ˸˞ˤˢ ˸ˣ˶˷˲˞ˢftrace_set_filter_ip  ˵˶ ˪˧˰˲ˢ˪ ˢ˪ ˶˧ˡˠˮ˷

ˢ ˸˞-hook  ˪˷ ˸˟ˣ˸˩˪ ˰˧ˠˮ ˶˷˞˩ ˣˮ˪˷tcp_seq_show :˸˧˸˧ˬ˞ˢ 

 

ˢ ˸˞ ˶˧˯ˢ˪ ˢ˴˶ˮ ˶˷˞˩ ˨˩˪ ˫˞˸ˢ˟ˣ-klmˢ ˸˞ ˶˧˯ˮ ˦ˣ˷˲ ,-callback  ˸˶ˤ˰˟

unregister_ftrace_functionΥ 
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˧˯˩˫ˣ 

 ˸˟˧˸˩ ˪˰ ˢ˶˴˵ˢ ˫˧˶ˬ˞ˬˢ ˸˶ˡ˯ ˸˞ ˫˩˯ˬ ˢˤ ˶ˬ˞ˬrootkit-˶ˬ˞ˬˢ ˸˞ .˯˵ˣˮ˧˪˟ ˫˧  ˭ˣ˧ˡ˟ ˣˮ˪˥˸ˢ

ˢ ˸˞ ˪˪˩˟ ˷ˬˬ˪ ˡ˴˧˩ ˸˪˞˷˟ ˧˪˪˩-hook  ˢ˸ˣ˞ ˪˴ˮ˪ˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ ˷˟˪˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˨˧˞ˣ

.ˣˮ˧˸˟ˣ˦˪ 

˷ ˸ˣ˞ˬˠˣˡ ˷ˣ˪˷˪ ˣˮ˪˪˴ˣ ˣˮ˩˷ˬˢ-rootkits  ˪˰ ˣˮˡˬ˪ .˭˸˧˞ ˫˧ˡˡˣˬ˸ˬsyscalls ,seq_opertions  ˨˧˞ˣ

 ˸˶ˤ˰˟ ˳˟ˣ˵ ˪˷ ˸ˣˠˢˮ˸ˢ ˥˸ˮ˪straceˮˠˮˬ ˣˮ˶˴˧ ˱ˣ˯˟˪ˣ . ˪˩ˣˮ ,ˣ˧ˡ˥˧ ˫˸ˣ˞ ˪˧˰˲ˮˣ ˭˸ˮ˧ˢ˟˷ ˣˮ˪˷ˬ ˫˧ˮˣ

 ˟˷˥ˬ˟ ˪ˣ˸˷˪reverse shell ˩ ,˨˧˪ˢ˸˩ ˣ˸ˣ˞ ˣ˞˶˧ ˞˪˷socket-  .ˣ˸ˣ˞ ˪˧˰˲ˢ˷ ˳˟ˣ˵ˢ ˸˞ ˞˪ ˣ˪˧˲˞ˣ 

 ˶ˣˤ˰˪ ˡ˧ˬ˸ ˭˧ˬˤ ˧ˮ˞ ,˧˪˷ ˪˧˧ˬˢ ˱˶ˣ˴ˬ ,˶˟ˡ ˪˩˪ˣ ˸ˣ˧ˢ˸ ,˸ˣ˪˞˷˪J 

:˞˧ˢ ˧˪˷ ˪˧˧ˬˢ ˸˟ˣ˸˩ 

Itamarmaouda101@gmail.com 
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IEEE 802.1xΣ  ˸ˣˮˣ˶˸˲NAC ΣEPP ˫ˢ˧ˮ˧˟˷ ˢˬˣ 

 ˸˞ˬ˯˟˵˪˞ ˭˸ˮˣˢ˧ 

 

ˢˬˡ˵ˢ 

 ˵˶ˣ ˯ˮ˩˧ˢ˪ ˶ˣ˷˧˞ ˷˵˟˧ ,ˢˢˡˤ˧ ,˸˪ˡˢ ˪˰ ˵ˣ˲ˡ˧ ˞ˣˢ˷ ˥˧ˮˢ˪ ˶˧˟˯ ,ˢ˸˧˟ˢ ˣˮ˧˪˞ ˰˧ˠˬ ˣˢ˷˧ˬ ˶˷˞˩

 ˸˪ˡˢ ˪ˣ˰ˮˬ ˸˞ ˥˸˲ˮ ,ˣ˸˯˧ˮ˩ ˸˞ ˶˷˞ˮ ,˞ˣˢ ˭˩˞ ˢˤ˷ ˞ˡˣˣˮ˷ ˶˥˞˪-  .˯ˮ˩˧ ˞ˣˢ ˞˪ ˫˸˞ ˫˞ ˫ˠ

 ,˫˩ˬ˴˰˟ ˫˧˟˪˷ˢ ˪˩ ˸˞ ˫˧˰˴˟ˬˢ˩˩ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲  ˢ˞˶ˮ˪˷ ˞˧˶˟ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˬ˧˞ ˡˣˠ˧ˮ˟ ˸˞ˤ .

 (˶ˤ ˣ˞ ˶˩ˬ) ˫ˡ˞ ˣ˟ ˟˴ˬ˪˰˧ˠˬ ˮˣ ˸˪ˡˢ ˭˸˲ˬ ˪˞ˮ˩ ˣˮ˧˪˞ ˸ˣ˶˧˷˧ ˯˸˧˟˪  . 

 ˡ˧ˬ˸ˬˣ ˤ˞ˬ˳ˣ˥˟ˬ ˫˧˰˧ˠˬˢ ˫˧ˬˣ˧˞˟ ˢˡ˵ˬ˸ˢ ˫˧˪ˣˡˠ ˫˧ˮˣˠ˶˞˟ ˰ˡ˧ˬ ˸˥˦˟˞˟ ˢ˰˵˷ˢˢ ˟ˣ˶ -  ˸ˣˬˣ˥

˷˞ ˫˧ˮ˷˟ ˨˞ ˸˷˶ˢ ˪˰ ˭ˠˢ˪ ˢ˶˦ˬ˟ ˣˬ˵ˣˢ ˫˧˲˯ˣˮ ˢˮˠˢ ˧˰˴ˬ˞ˣ ˫˧ˡˡˣ˟ˬ ˶˞ˣˡ ˧˸˶˷ ,˧˯˵ˣ˶˲ ˧˸˶˷ ,

 ˫ˠ ˞ˣ˟˪ ˫˧˧ˣ˷˰ ˫˧˪˞˧˴ˮ˦ˣ˲ ˫˧ˬˣ˧˞ ˧˩ ˢˮ˟ˢˢ ˢ˪˧˷˟ˢ ˸ˣˮˣ˶˥˞ˢ˸˧˟ˢ ˭ˣˣ˧˩ˬ. 

 ˸˞ ˨˧˷ˬˮ ˫˞ .˶˧˷˧ ˭˲ˣ˞˟ ˢ˧˪˞ ˶˟˥˸ˬˢ ˷ˬ˸˷ˬ ˪˩˪ ˢ˷˧ˠˮ ˸˧ˬˣ˵ˬ ˸˷˶ ˪˩ ,˭ˣ˶˵˧˰ˢ ˸ˬ˶˟

ˬ˧˰ ˣˮ˥˸˲˷ ˢ˧ˠˣ˪ˮ˞ˢˣ ˢ˥˷˵ˢ ˪˷ ˠˣ˯ ˪˧˥ˢ˪ ˫˧˴ˣ˶ ˣˮ˧˧ˢ .ˡ˥ˣ˧ˬ˟ '˵˷˥ˮ' ˟˴ˬ ˞˪ ˢˤ˷ ˭˧˟ˮ ,ˢ\ ˣ˞

ˣ ˸ˣˬ˧˞\) ˣˢ˷˧ˬ ˧ˮ˲˟ ˫˧˧ˬ˧ˮ˲ ˸˷˶ ˧˟˞˷ˬ ˫˧˲˷ˣ˥ ˣˮ˥ˮ˞˷ ˧ˮ˲˪ ˫˧˧˲˧˴˲˯ ˢ˞˷˶ˢ ˣ˞aka  (˶˧˷˩ˬ

˪ ˶˟˥˸ˢ˪ ˷˵˟ˬ˷-LAN  ˥˸ˣ˲ ˨˩ ˪˧˟˷˟ ˵ˣ˧ˡ˟ .ˣˮ˪˷.IEEE 802.1x ˢ ˭˵˸˵˲˯ˬ  ,˸ˣˬ˧˞ ˧˸ˣ˶˧˷

˪ ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ ˸˲˪˥ˢˣ ˢ˞˷˶ˢ ˫˧ˮˣ˷ ˫˧ˠˣ˯ˬ ˫˧˶˧˷˩ˬ ˸˷˶˪ ˶˟˥˸ˢ˪ ˫˧˷˵˟ˬ˷˷ ˨˩ ˷ˬ˸˷ˬ

.˭ˣ˩˧˯ ˞˪˪ ˫˧˟˞˷ˬ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣ˧ ˢ˴˵ 

 ˸ˣˮˣ˶˸˲ ˶˧˩ˢ˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞ ˨ˬ˯ˬˢ ˨˪ˢˬ˟NAC  ˪˰ ˡˣˬ˪˪ ,˫˧ˮˣ˷EPP ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˪˞ ˪ˣ˪˴˪ ,

IEEE 802.1x ˦ˣ˶˲ ˪˰ ˶˟ˡ˪ ,˫˧ˮˣ˷ˢ ˣ˧˵˪˥ˣ ˸˥˲˷ˬˬ ˫˧ˮˣ˷ ˫˧˪ˣ˵ˣEAP  ,(?˫˩˶ˣ˟˰ ˟ˣ˦ ˧˩ˢ ˫ˢˬ ˢˤ˧˞ˣ)

˟ ˸ˣ˦˵˞˲ ˥˸ˮ˪-Wireshark  ˪˷ ˸˶ˣ˷˵˸˟ ˸ˣ˶˟ˣ˰ˬ˷802.1x  ˪˰ ˦˰ˬ ˞˪ ˶˟ˡ˪ ,˫˧ˮˣ˷ˢ ˫˧˟˧˩˶ˢ ˭˧˟

 ˸ˣ˲˵˸ˬ ,˸ˣ˷˪ˣ˥DOS  ˸˶˷ ˠˣ˲ˮ˧˵˟ ˥ˮ˵˪ˣRADIUS ˸ˣˮ˩ˬ ,Win10 Ҍ .˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˣ˷ˬˬ˧˷ ˧ˡ˩ ˠ˸ˬ 

 ˢ˦ˣ˷˲ ˞˧ˢ ˨ˬ˯ˬˢ ˸˶˦ˬ-  ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˪˷ ˞˷ˣˮ ˪˩ ˪˰ ˢ˶˴˵˟ ˶˧˟˯ˢ˪NAC  ˞ˣˢ ˡ˴˧˩ ˶˧˟˯ˢ˪ ,˸ˣˮˣ˷ˢ

 ˶˸ˣ˧ ˟˥˶ ˞˷ˣˮ˪ ˶˷˵˸ˬ- EPP  ˭˵˸ ˪˰ ˢ˵˧ˬ˰ˬ ˢ˶ˣ˴˟ ˦˶˲˪ ˱ˣ˯˟˪ˣ802.1x  .ˣ˸ˣ˞ ˫˧˟˧˩˶ˬ˷ ˫˧˵˪˥ˢˣ 
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ˬ ˪˧ˡ˟ˢ˪˶ˬ˞ˬˢ ˫ˡˣ˵ˢ  ˫˧˞˶ˣ˵˪˷ ˥˧ˮˬ ˧˥˩ˣˮˢ ˶ˬ˞ˬˢ ,˭˧ˤˠˬ˟ ˧˸ˬ˯˶˲˷˫˧ˡ˵ˬ ˧˯˧˯˟ ˰ˡ˧ ˷˧  ˫˸˞ˣ

 ˶ˣ˷˵ˢ ˪˩˟ ˫˧˧ˮ˷ ˣ˞ ˶˟ˡ ˫˧ˮ˧˟ˬ '˦ˣ˶˲ ,˸ˣˮ˲˴ˢ ˧ˠˣ˯ ,˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ,˸˶ˣ˷˵˸˪TLS ˢ"ˬ ,˸ˣˡˣ˰˸ ,

.ˢ˧˲˶ˠˣ˦˲˧˶˵ ˢ˲˧˦ˣ ˢ˶ˣ˷˟ ˶˧˟˯ˢ˪ ˪ˡ˸˷˞ ˧ˮ˞ ˶ˬ˞ˬˢ ˨˶ˣ˞˪- ˢˡ˧ˬ˟ ˪˟˞ '˫˧˷ˡ˥' ˫˧ˠ˷ˣˬ ˫˧˧˸˷

 ˶ˡ˯˟ˣ ˧˰˟˦ ˢˤˣ ˢˮ˟ˢ˟ ˟˪˷ ˣ˸ˣ˞˟ ˫˪ˣ˩ ˞˪ .˪ˣ˞˷˪ˣ ˪ˠˣˠ ˥ˣ˸˲˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ ˣˢ˷ˬ ˫˧ˮ˧˟ˬ ˞˪ ˫˸˞ˣ

  .˪˩ˢ ˶˧˩ˢ˪ ˞˪ ˶ˣˬˠ 

 

?˫˧˪˧˥˸ˬ ˢ˲˧˞ˬ 

 ˰˧ˠˢ˪ ˪ˣ˩˧ ˫ˣ˧˞˷ ˫˧˶ˬˣ˞˷˩ ˫˧ˮˣˣ˩˸ˬ ˢˬ˪˸˧˟ˢ ˭ˣˣ˧˩ˬ ?˩˷˞ ˶˟˥˪ ˪ˣ˩˧ ˞ˣˢ ,˭ˣˠ˶˞˟ ˸˧ˤ˧˲ ˞˴ˬˮ ˫ˡ˞ ˶

(ˡ˧˧ˮ ˟˷˥ˬ ˸ˬˠˣˡ˩) ˭˵˸ˢ .˞˧ˢ ˶˷˞˟ ˸˷˶ ˸ˡˣ˵ˮ ˪˩˪  ˶˧˵˟ ˦˶ˣ˲ ˢˤ ˨˧˶˴˷ ˢˬ ˪˩ ˟ˣ˶˪Ҍ  ˪˟˩

Ethernet ˪˷ ˢ˶˵ˬ˟) ˞˪ ˢˤ ˫ˠ ˫˧ˬ˰˲˪ˣ ,Wi-Fi.(  

ˣˮ˧ˮ˲˟ ˟˧˴ˬ ˢˤ  ˫˧˪ˣˡˠ ˫˧ˮˣ˩˧˯ ˧ˮ˷- ˷ ˞ˣˢ ˭ˣ˷˞˶ˢ ˢ˶ˣ˞˩˪ ˪˩ˡ˥˞ ˶˟˥˸ˢ˪ ˪ˣ˩˧ ˢ ˸˷˶˪-LAN , ˭˧ˤ˞ˢ˪

˫˧˸˶˷˪ ˸˷ˠ˪ ,ˢ˶ˣ˟˰˸˪ ˷˧ˠ˶ ˰ˡ˧ˬ ˠˣ˲˯˪ˣ . ˞ˣˢ ˧ˮ˷ˢ ˸˞ ˵˧˟ˡˢ˪ ˫˧˪ˣ˩˧ ˸˷˶˪ ˫˧˶˟˥˸ˬ˷ ˫˧˷ˮ˞˷

 ˫˧˵˧ˤˬ˟ ˸˷˶ˢ ˪˩ˢ ˸ˣˮˣ˶˸˲ ˣ˰˧ˠˢ ˣ˪˞ ˸ˣ˧˰˟ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˸ˮˬ ˪˰ .˶˧˷˩ˬˢ ˪˰ ˫ˢ˪ ˫˧˞˴ˬˮ˷-

NAC )Network Access Control" ˢ˷˧ˠ ˰ˣˮˬ˪ ˫˸˶˦ˬ˷ (˫˧ˮ˲˟˪ ˫˧ˮ˲˟ˬ." 

˷˞˩˷ ˭˧˟ˢ˪ ˟ˣ˷˥˪ ˫˧˯˥˧˧˸ˬ ˣˮ˥ˮ˞ ˶-NAC  ˪˰ ˫˧˶˟ˡˬ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˣˮ˥ˮ˞о  ˫˧˧˶˵˧˰ ˫˧˟˧˩˶ˬ

 ˸˰ˡˢ ˸˞ ˫ˢ˧˪˰ ˸˸˪ ˨˧˶˴˷- .ˢ˷˧ˠ ˸˶˵˟ˣ ˸ˣˬ˧˞ ,ˢ˴˵ ˸ˣˡˣ˵ˮ ˪˰ ˢˮˠˢ 

 ˸ˣˮˣ˶˸˲ ˶˲˯ˬ ˫ˮ˷˧NAC  ˞˞˪ˬˣ)vendors ˪ ˫˟ˣ˶ ˸˞ ˵˶˲˪ ˶˷˲˞ ˨˞ (˫˧ˮˣ˷-о ˶ˣ˦˵˦˧˩˶˞˸ˣ 

:˸ˣ˧ˤ˩˶ˬ 

 ˪ˣˢ˧ˮMAC -  ˢ˟ "ˢˡ˧ˬ˪ ˸˲ˣ˵˸" ˣ˪ ˫˧˵˲˯ˬˣ ˸ˬ˧˧˵ ˸˷˶˪ ˶ˣ˦˧ˮ ˫˶ˣˠ ˫˧˯˧ˮ˩ˬ˷ ˸˶ˬˣ˞ ˣˤ ˢ˷˧ˠ

˞ ˢˢˤˬ ˸˩˶˰ˬˢˢ ˸ˣ˟ˣ˸˩ ˪˩ ˸-MAC  ˸˩˶ˣ˰ ˩"˶ˡ˟˷ ,ˣˤ ˢ˲ˣ˵˸ ˶˥˞˪ˣ ˟˥˶ˬ˟ ˸ˣ˞˴ˬˮˢ ˸ˣ˰ˣ˟˷ '˯ˬ

ˡˡˣ˟ ˸˟ˣ˸˩ ˪˩ ,MAC  ˵˧ˤˬ ˣ˞ ˷˪ˣ˲˩ ˟˷˥˸ ˶˟˥˸ˢ˪ ˢ˴ˣ˶˷ ˢ˷ˡ˥-  ˧ˬ˧˦˧ˠ˪ ˷ˬ˸˷ˬˣ ˢˡ˧ˬ˟ .˫˯˥˸ˣ

˸˧ˮˡ˧ ˱˧˯ˣˢ˪ ˣ˧˪˰ ˸˷˶˪ ˢ˞˷˶ˢ ˪˟˵˪ ˢ˴ˣ˶ (ˣ˲˧˯ˣ˧ ˸˷˶ˢ ˧˪ˢˮˬ˷ ˠˣ˞ˡ˪ ˣ˞)  ˶ˠ˞ˬ˪ ˣ˸˟ˣ˸˩ ˸˞

ˢ ˸ˣ˟ˣ˸˩-MAC.  ˸ˣˮˣ˶˯˥ ˢ˪ ˫˧ˬ˧˧˵ ,˭˧˟ˢ˪ ˭˸˧ˮ ˧˞ˡˣˣ˟˷ ˧˲˩ ˨˞ ˢˬ˵ˢ˪ˣ ˷ˣˬ˧ˬ˪ ˡˣ˞ˬ ˢ˦ˣ˷˲ ˣˤ ˢ˦˧˷

˫˧˟˶ - ˵ˣˤ˥˸ s ˪˷ ˪ˣˢ˧ˮˣDB  ˵ˮ˰Ҍ  ˫˰ ˸ˣˡˡˣˬ˸ˢMAC spoofing .˶˸ˣ˧˟ ˫˧˦˪ˣ˟ˢ ˫ˢ 

NAC ˫˧ˮ˩ˣ˯ ˯˯ˣ˟ˬ -  ˪˩ ˸˞ ˡ˥˞˪ ˫˪ˣ˰˟ ˸ˣ˪ˣˡˠˢ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˸ˣ˶˟˥ ˪˷ ˷ˡ˥ˢ ˡˮ˶˦ˢ ˶ˣ˞˪

˴˵ˢ ˸ˣˮ˥˸ ˸ˮˠˢ ˧˶˴ˣˬˤ ˭˩ˣ˯˪ ˸ˣ˯ˮ˩ˮ ˸ˣ˧ˮ˧ˡˬ ˸˲˧˩˞ ˸ˣ˪ˣ˩˧ ˫ˠ ,ˡ˧˥˧ ˭˩ˣ˯˪ ˭ˢ˪˷ ˢ .ˢ ˫˧ˮ˦˵ˢ ˫˧˦˶˲ˢ

 ˶˲˯ˬ ˰˴˟˪ ˶˷˲˞ ˢˮ˥˸ˢ ˪˰ ˭˩ˣ˯ ˷˧˷ ˰ˠ˶˟ .ˢˢˤ ˸˶˞˷ˮ ˸˪˪ˣ˩ˢ ˢˮˣˬ˸ˢ ˨˞ ,˭˶˴˧˪ ˭˶˴˧ˬ ˫˧ˮ˸˷ˬ

.˸ˣ˵˧ˡ˟ ˪˷ ˡˣ˞ˬ ˟˶ ˧˦ˮ˞˷ ˳˟ˣ˵ ˪˧˩ˬ ˶˧˷˩ˬˢ ˫˞ˢ ,˞ˬˠˣˡ˪- ˭ˣ˩ˡ˰ˢ ˢ˧ˢ ˧˸ˬ ?˵˧ˤˬ˩ ˣ˧˪˰ ˫˸˥ ˯ˣ˶˧ˣ

ˣ˶˥˞ˢ ?˭ ˞˪ˣ ,˫˧ˮˣ˧˶˦˧˶˵ˢ ˸˵˧ˡ˟ˣ ˢˮ˥˸ˢ ˸ˣˬ˧˞ ˪˰ ˧˞˶˥˞˷ ,˸˶˷ ˣˮ˷˧ ˣ˪˞ˢ ˸ˣˮˣ˶˸˲˟ ˪˪˩ ˨˶ˡ˟

˫ˬ˴˰ ˫˧ˠ˸ˬˢ ˪ˣˬ ˪˞ ˸ˣ˵˧ˡ˟ˣ ˸˶ˣ˷˵˸ ˸˰˴˟˸ˬ.  ˪˰ ˞˧ˢ ˢˮˠˢˢ ˫˴˰˟˷ ˞ˣˢ ˢˤ˩˷ ˭ˣ˶˸˲˟ ˭ˣ˶˯˧˥ˢ

˸˷˶ˢ ˧˟˞˷ˬ - ˧˲˵˧ˢ ˞˪ ˞ˣˢ ˭ˣ˶˸˲ˢ .ˢˬ˴˰ ˸˷˶ˢ ˪˰ ˞˪ˣ ˧˸ˡˣ˵ˮ ˡ˧ˬ˸ ˞˪˞.  

https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf
https://www.esecurityplanet.com/products/top-network-access-control-solutions.html
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Port NAC -  ˸ˬ˶˟ ˢ˷˧ˠˢ ˸ˣ˧ˮ˧ˡˬ ˸˞ ˸˪ˢˮˬˣ ˸˪˪ˣ˩ˢ ˸˷˶ˢ ˸ˮˣˬ˸ ˪˰ ˸˪˩˸˯ˬ ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦

˸˷˶ˢ ˸˶ˣ˟˰˸˪ ˭˧ˤ˞ˬ ˫˧˦˶ˣ˲ˢ ˪ˣˢ˧ˮ ˪˰ ˧˞˶˥˞˷ ˸˶˷ .˫˧ˠ˸ˬˢ ˪˰ ˫˧˦˶ˣ˲ˢ  ˸ˣ˰˴ˬ˞˟ ˩"˶ˡ˟)

 ˸ˣ˵˷ˬˬ˸ˢSNMP  ˫ˬ˴˰ ˫˧ˠ˸ˬ˪Ҍ traps  ,SSH  ˸ˣˮˣ˩ˬ˪Linux ('ˣ˩ˣ ˸˷˶ˢ ˪˷ ˸˧˸˷˸ˢ ˸ˬ˶˟ ˧ˡ˧ ˪˰ .

 ˠ˧˷ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˨˩ ˫˧ˮ˵˸ˢˢ ˪˩ ˪˷ ˟˴ˬ ˸ˮˣˬ˸˫˧˧˥˷ ˟ˢ ˟˥˶ˬ˸˷˶ ˣ˧ˡ˧˟ ˪"ˮˢ ˢ˷˧ˠˢˣ ˰ˡ˧ˬˢ˷˩ .

 ˸ˣ˰˴ˬ˞˟ ˪˞˷˸˪ ˪˧˥˸ˢ˪ ˪ˣ˩˧ ˸˶˷ˢqueries  ˸ˣˮˣ˷ ˸ˣ˪˞˷ ˸˷˶˟ ˫˧˶˧˷˩ˬˢ ˸˞-  ˵˪˥ ˢ˸˞ ˫˞ˢ

ˢˬ-domain ˸ˣ˞˷˶ˢ ˷˧ ˷ˬ˸˷ˬ˪ ˫˞ˢ ?local admin  ˨˧˧˪˰ ˸ˣˮ˵˸ˣˬ ˫˞ˢ ?˶˧˷˩ˬˢ ˪˰updated 

patches ˫˰ ˢ˪˞˷ ˪˩ ˦˰ˬ˩ ˪ˣ˞˷˪ˣ ˟˧˩˶ˢ˪ ˶˷˲˞ ?WMI )Windows Management 

Instrumentation ˢˡ˧ˬ˟ .˸˷˶˪ ˫˧˶˟ˣ˥ˬˣ ˶˟˥˸ˢ˪ ˫˧˴ˣ˶˷ ˫˧˶˧˷˩ˬ ˶ˣ˟˰ ˱˯ ˧˞ˮ˸ ˰ˣ˟˵˪ ˪˧˥˸ˢ˪ˣ (

 ˢ˶ˡˠˣˢ˷ ˸ˣ˧ˮ˧ˡˬˢˬ ˢ˦ˣ˯ ˣˢ˷˧ˬˣ- .˸˷˶ˢˬ ˵˸ˣˮˬ ˞ˣˢˣ ˦˶ˣ˲ˢ ˸˞ ˣ˪ ˫˧˟˩ˬ  ˶˴ˣˬ˪ ˞ˬˠˣˡNAC 

ˮˢ ˢ˶ˣ˴˸˟ ˡ˟ˣ˰˷ ˪"- Portnox. 

 ˭ˣ˶˸˲ ˸˰ˬ˦ˢ ˪˷ ˸˲˯ˣˮ ˢ˶ˣ˦˵˦˧˩˶˞NAC ˞˧ˢ 802.1x ˬ˯ˬ˟ ˦˶˲ˮ ˢ˧˧˪˰˨ ˪˷ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ .

 ˫˧ˮˣ˷ ˫˧˦ˮˬˠ˯ ˢ˷ˣ˪˷˪ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˵˪˥˪ ˞ˣˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ-  ˡ˥˞ ˪˩ .˸ˣˬ˧˞ ˸˶˷ˣ ˸ˬ˞ˬ ,˥ˣ˵˪

 ˣˤˢ ˢ˶ˣ˶˟ˢ ˢˡ˶˲ˢˢ ˸ˣ˰˴ˬ˞˟ˣ ˪ˣ˵ˣ˦ˣ˶˲˟ ˡ˧˵˲˸ ˞˪ˬˬ ˫ˢˬ ˭˸˧ˮˢˬ˶˟ ˢ˥˦˟˞ ˶˷˲˞˪ .˶˸ˣ˧ ˢˢ˟ˣˠ 

 ˸ˣˮˣ˶˸˲ ˪˰ ˢ˟˥˶ˢ˟ ˞ˣ˶˵˪ ˭˸˧ˮNAC  ˶ˬ˞ˬ˟ ˸ˣ˧ˠˣ˪ˣˮ˩˦NAC  ˭ˣ˧˪ˠˬ ˟˶ˣ˥ ˧˰ˣ˶ ˪˷ ˢ˪ˣ˰ˬˢт  .˭˧ˤˠˬ˟ 

 

ˢˡˣ˟˰˟ ˵ˣ˟˯˧˧˲˪ ˷ˣ˪ˠ˪ ˫˧˴ˣ˶ ˫˪ˣ˩ 

802.1x  ,ˢ˥˴ ˸˧˶˟˰˟ ˫˧˶ˬˣ˞˷ ˧˲˩ ˣ˞dot1x ˦ˣˡ)-˭˞ˣˣ-(˯˵˧˞  ˭ˣ˶˸˲ ˞ˣˢNAC ˵˶˲ ˸˸ˢ ˸˞ ˫˩˯ˮ ˫˞ .

 ,ˡ˥˞ ˦˲˷ˬ˟ ˫ˡˣ˵ˢNAC  ˫˧ˤ˧ˤ˲ ˫˧˷ˬ˸˷ˬ˷ ˞ˡˣˣ˪ ˞ˣˢ ˢˬˣ˧˵ ˸˶˦ˬ˷ ˢˮ˩ˣ˸ ˪˰ ˪˪˩ ˨˶ˡ˟ ˶˟ˡˬ

ˢ ˸˷˶˪ (˶˟˥˸ˢ˪ ˶ˣˬ˞ ˞˪˷) ˶˧˷˩ˬ ˫˧˶˟˥ˬ ˫ˢ˷ ˨˩ ˧ˡ˧ ˪˰ ˸˷˶ˢ ˸˞ ˫˧˵˲ˣˡ ˞˪ (˫˧ˤ˧ˤ˲ ˸ˣ˥˲ˣ)-

LAN  .˸˷˶ˢ ˪˩ ˪˰ ˰˧˲˷ˬ ˫˷ˬˣSimple. 

 

 

 ˫˧˪ˣ˩˧˷ ˢ˴˵ˢ ˧˶˧˷˩ˬ ˶˲˯ˬ ˸˞ ˸ˣ˪˧ˡˠˬ˷ ˸ˣ˵˧˦˵˶˲ ˫˧˟˪˷ˬ ˢˡˣ˟˰ ˸ˣˬˣ˵ˬˣ ˫˧ˮˣˠ˶˞ ˶˸ˣ˧ˣ ˶˸ˣ˧

 ˶˷˲˞ .ˢ˶˟˥ˢ ˧ˡ˟ˣ˰ ˪˷ ˸ˣ˪˧˰˲ˢ ˸˞ ˪˰˧˧˪ ˨˩˟ˣ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˪˰ ˪˵ˢ˪ ˸ˮˬ ˪˰ ˸˷˶˪ ˶˟˥˸ˢ˪

 ˸ˬˠˣˡ˩ ˸ˣˮˣ˷ ˸ˣ˧ˮ˧ˡˬ˟ ˪ˣˡ˧ˠˢ ˸˞ ˸ˣ˞˶˪BYOD )Bring Your Own Device ,(CYOD (Choose Your 

Own Device) x- COPE )Corporate-Owned, Personally-enabled ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ ˢ˴ˣ˞˸ ˸ˣ˯˲ˣ˸˷ (

 .˨˩˪ ˢ˧˧˞˶˩ 

 ˫˧˶˧˷˩ˬˢ ˸˞ ˫ˬ˧˰ ˞˧˟ˢ˪ ˶˲˯ ˧˸˧˟˟ ˫˧ˡ˧ˬ˪˸ ˣ˪˧˲˞ˣ ˫˧˦ˮˡˣ˦˯ ,˫˧ˡ˟ˣ˰ ˫˧ˡˡˣ˰ˬ ˫˧ˮˣˠ˶˞

 ˣ˞ ˢˡˣ˟˰ ˧˩˶˴˪ ˷ˣˬ˧˷ ˫ˢ˟ ˸ˣ˷˰˪ˣ ('ˣ˩ˣ ˫˧ˡ˧˧ˮ ˫˧˟˷˥ˬ ,˫˧ˬ˩˥ ˫˧ˮˣ˲˪˦) ˫˸ˣ˪˰˟˟˷ ˫˧˟˷˥ˣˬˬˢ

 ˧˶˧˷˩ˬ ˪˷ ˫˸˧˧˪˰ .ˡˣˬ˧˪IoT  ˸ˣ˧ˮ˧ˡˬˣBYOD ˧˪ˣ˩˧˷ ˢ˴˵ˢ ˧˶˧˷˩ˬ ˧ˠˣ˯ˣ ˶˲˯ˬ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˢ˪˰ˬ ˫
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(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  сл 
 

 ˧˪˞˧˴ˮ˦ˣ˲ˢ ˢ˲˧˵˸ˢ ˥˦˷ˬˣ ˫ˢ˧˪˞ ˢ˷˧ˠˢ ˸ˣ˟˩˷˟ ˸ˣ˧ˣ˰˧ˠ˲ˢ ˫ˠ ˫˸˧˞ˣ ˸ˣ˧ˮˣˠ˶˞ ˸ˣ˸˷˶˪ ˶˟˥˸ˢ˪

 ˱˵ˣ˸ ˪˷- ˣ ˭ˮ˰ ,˧˪˞ˣ˦˶˧ˣ ,˧˦ˣ˥˪˞ ,˧ˣˣ˵-VPN .You name it. 

ˬˠˣˡ˩ ˸˸˪ ˥ˣˮ s ˷˧ ˣ˪˷ ˫˧ˡ˟ˣ˰ˢ ˪˷ ˸ˣˡˬ˰˟˷ ˭ˣˠ˶˞н  ˧˶ˣ˟˧˥) ˫˧˦˶ˣ˲ ˪˷ ˫˧ˠˣ˯Ethernet (-  ˫˧˶ˣ˥˷

˲ ,ˡ˥˞ ˡ˴ˬ .˫˧ˬˣˡ˞ˣ ˶˵˥ˬ ˸˶˦ˬ˪) ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷ ˢ˪˧ˠ˶ˢ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˫˧˶˟˥˸ˬ ˫˧˶ˣ˥˷ ˫˧˦˶ˣ

\  ˫˧˧˥˶ˤ˞ ˫˧˸ˣ˶˧˷\  ˶˷˞ ˭ˣˠ˶˞ˢ ˪˷ ˸˧ˬ˧ˮ˲ ˸˷˶˪ ˫˧˶˟˥˸ˬ ˫˧ˬˣˡ˞ ˫˧˦˶ˣ˲ ,˧ˮ˷ ˡ˴ˬˣ (˷˞˶˵ ˧ˡˮ˵

ˢ ˩"˶ˡ˟ ˣ˧ˢ˧ ˢ˟-Repositories .'ˣ˩ˣ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬˬ ,˫˧˧ˬ˧ˮ˲ ˫˧˸˶˷ ,ˢ˶˟˥ˢ ˪˷ 

 ˸˞ ˫˧ˠˡˬ˷ ˶ˣ˧˞ ˧˸˲˶˧˴˧˰˶ˢ˭ˣ ˭ˣ˩ˮ ˞ˣˢ ,(˸˧˸˶ˣ˷˵˸)  ˸˞ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˷˧˥ˬˬ ˪˟˞ ˰ˣ˟˵ ˧ˡ˩ ˡ˰

 ˪˷ ˭ˣ˧˰˶ˢн ˸ˣˡ˶˲ˮ ˸ˣˡˬ˰:  

 

 ˭ˣ˩ˮ ˞˪ˢ ˦˶ˣ˲˪ ˟˷˥ˬ ˶˟˥ˮ ˸ˣ˰˦˟ ˫˞ ˢ˶˵˧ ˢˬ-  ˸˷˶˪ ˫ˣˡ˞ ˟˷˥ˬ ?ˢˬˣˡ˞ ˸˷˶˪ ˶ˣ˥˷ ˟˷˥ˬ

?ˢ˶ˣ˥˷  

 ˫˧˷˶ˣˬ ˞˪ ˫˧˪˞ˣˡ˧˟˧ˡˮ˧˞ ˪˷ ˸ˣ˶˟˥˸ˢ ˣ˞ ˸˷˶˪ ˫˧˯ˣ˶˧ˣ ˪˷ ˢ˶˧ˡ˥ ,˰ˡ˧ˬ ˱˪ˡ ˢˤ ˫˞ ˭˧˟-  ˞˪ˣ ˢˡ˧ˬ˟

 .˸ˣ˧˷˲ˣ˥˟ ˶ˣ˟˰˪ ˣ˪˩ˣ˧ ˸˶ˣ˷˵˸ˣ ˰ˡ˧ˬ ,˸˷˶˟ ˸ˣˬ˞˸ˣˬ ˸ˣˮˠˢ ˣ˧ˢ˧ 
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EPP ˸˥˞ ˪ˠ˶ ˪˰ 

 ˫˧˶˧˷˩ˬˢ ˪˩ ˫ˢ ˢ˴˵ ˧˶˧˷˩ˬ/  ˫˧˶ˣ˟˧˥/  ˸˧ˬ˧ˮ˲ ˸˷˶˪ ˫˧˷˧ˠˮ˷ ˫˧˪˞˦˶ˣ˲-  ,˫˧˸˶˷ ,˫˧˟˷˥ˬ

.˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟˧˟˯ ˣ˪˧˲˞ˣ ˫˧ˡ˧˧ˮ ˫˧ˮˣ˲˪˦ ,˫˧˲ˣ˦˲˪ EPP  ˪˷ ˸ˣ˟˧˸ ˧˷˞˶ ˫ˢEndpoint Protection .

 ˪˰ ˶˟ˡˬ˷ ˨ˬ˯ˬ ˣ˞ ˶ˬ˞ˬ˟ ˣ˪˵˸˸ ˫˧ˬ˰˲˪EPS )Endpoint Security ˪˰ ˞˪ˣ (EPP ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ,

 ˶˷˞˩ ˶˟ˡ ˣ˸ˣ˞ ˪˰ ˶˟ˣˡˬvendors  ˞ˣˢ ˭ˣ˷˞˶ˢ˷ ˨˩ ˪˰ ˷ˠˡˢ ˸˞ ˫˧˸˧˰˪ ˫˧ˮ˸ˣˮ ˫˧ˮˣ˷cloud-base 

 ˣ˞next-gen solution  ˪˷ ˶˴ˣˬ ˶˸ˣ˧ ˞ˣˢ ˧ˮ˷ˢ˷ ˡˣ˰˟on-premises ˢˤ˪ ˞ˣ˶˵˪ ˣ˶˥˟ ˨˧˞ ˧˦˧˶˵ ˞˪ ˢˤ .

 ˭˧˟ ˪ˡ˟ˢ ˭˧˞ ˢ˷˰ˬ˪ˣEPP x-EPS  .(ˢ˴˧ˬ˞ ˢ˶˧ˬ˞) ˢ˧ˠˣ˪ˣˮ˧ˬ˶˦ ˪˷ ˭˧˧ˮ˧˰ ˪˩ˢ ˨˯˟ ˢˤˣ 

 ˭ˢ ˢ˴˵ˢ ˸ˣˡˬ˰ ,˟ˣ˶˪˧˪ˣ˥ˢ˧s ˢ˷˪˥ˢ  ˸˷˶˟-  ˢˮ˲˴ˢˢ ˸ˣ˦˧˷˟ ˫˧˷ˬ˸˷ˬ ˫˸˞ ˫˞ ˢˮ˷ˬ ˞˪ ˢˤ

 ˸ˣ˥˸˲ˬ ˫˰ ˣ˞ ˷˧˷ ˸ˣ˷ˡ˥ ˧˩ˢECC /RSA   ˳˧˶ˬ ˢ˴˵ ˟˷˥ˬˢ ˫˞ ,˧ˬˣˮˣ˶˦˯˞ ˪ˡˣˠ˟Windows XP  ˣ˞

 ˞ˣˢ ˢ˴˵ ˡˣ˧˴ ˰ˣˡˬ ˢ˟˧˯ˢ ˫ˠ ˣˤ .ˢ˥˪˴ˢ˟ ˢ˧ˢ˧˷ ˤ˞ ˦ˮ˶˦ˮ˧˞ˢ ˡ˴˪ ˫˧ˮˠˣˬ ˞˪ˣ ˫˧˥ˣ˸˲ ˫˧˦˶ˣ˲ ˶˧˞˷ˬ

˞ .˧˶˞˪ˣ˲ˣ˲ ˢ˲˧˵˸ ˶ˣ˦˵ˣ ˪˷ ˢ˶˦ˬˢ ,˸˷˶˟ ˟ˣ˷˥ ˧˩ˢ ˟˞˷ˬˢ ˞˪ ˦˪˥ˢ˟ ˭ˢ ˢ˴˵ˢ ˸ˣˡˬ˰ ˧˩ ˫

 ˪˞ ˢ˷˧ˠˣ ˸˷˶˟ ˪ˠ˶ ˸˩˧˶ˡ ˠ˧˷ˢ˪ ˢ˪˞ ˡ˟˪˟ ˢˬ˴˰ ˢˮˣ˩ˬˢ ˪˰ ˦˪˸˷ˢ˪ ˞˪ (˟ˣ˶˪) ˞˧ˢ ˱˵ˣ˸ˢ

.˫˧˟ˣ˷˥ ˫˧˟˞˷ˬ 

 ˫˧˞˷ˣˮ ˭ˣˬˢ ˭ˤ˞˪ˣ ˭ˣ˟˷˥˟ ˸˥˵˪ ˨˧˶˴ .ˢ˦ˣ˷˲ ˞˪ ˢˬ˧˷ˬ ˣˤ ˨˪˷ ˢ˴˵ˢ ˧˶˧˷˩ˬ ˪˰ ˭ˠˢ˪ ˨˧˞ ˸˰ˡ˪

 ˸ˬˠˣˡ˩- ˟ ˞˧ˢ ˢˡˣ˟˰ˢ ˸˟˧˟˯ ˫˞ˢ-domain ˸˷˶ ˪˰ ˶˟ˣˡˬ ˫˞ˢ ?stand-alone ˸˷˶ˢ ˸˶ˣ˴˸ ˨˧˞ ?

 ˢˡˣ˟˰ˢ ˶˵˧˰ ?˵ˣ˥˶ˬ ˢˡˣ˟˰˪ ˸ˣ˧ˮ˧ˡˬ ˸ˬ˧˧˵ ˫˞ˢ ?ˢ˴˵ˢ ˸ˣˡˬ˰ˬ ˫˧˟˞˷ˬ˪ ˢ˷˧ˠˢ ˪˰ ˢ˰˧˲˷ˬ

 ˣ˞ ˢˮˣ˩ˬ ˸ˣˡˣ˰˸ ˸ˣ˰˴ˬ˞˟credentials ˫˧˟˷˥ˬˢ ˫˰ ˫˧ˡ˟ˣ˰ ˫˧˷ˮ˞ ˣ˪˧˞ ?-  ˧˰ˣ˴˵ˬ ˰˵˶ ˫˰ ˫˧˞ˮ˩˦

˧˷ˬ˸˷ˬ ˣ˞ ˪˷ ˸ˣ˞˷˶ˢ˪ ˰ˠˣˮ˟ ˢˬ ?˸˧ˤ˧˲ ˢˮ˧˥˟ˬ ˸ˣ˲ˣ˷˥ ˢ˴˵ˢ ˸ˣˡˬ˰ ˢˬ˩ ?˪˪˩ ˭ˣ˧˯˧ˮ ˞˪˪ ˫

 ˸˶˷ ˷˧ ˫˞ˢ ?˫˧ˮˣ˩ˡ˰ ˫˧˴˧˲ˬ ˡ˴˧˩ ?˸ˣˮ˵˸ˣˬ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˣ˪˧˞ ?˫˧˪˞˵ˣ˪ ˫˧˪ˢˮˬWSUS ˣ˪˞ ?

) ˢ˧ˡˬ ˧ˮ˵˸ˢUSD, Flash, HD, CDˣ ˢˮ˟˪ˢ ˸ˣˡˬ˰ ˷˧ ?˸ˣ˶˧ˡ˸ ˣˤ˧˞˟ ?ˢ˴˵ ˸ˣˡˬ˰˪ ˫˧˶˟˥ˬ (\ ˣ˞

˥ ˨˧˞ ?ˢ˶˥˷ˢ    ?˭˸ˣ˞ ˣ˶˟˧ 

ˢ ˸˲˧˪˥ ˸˞ ˶ˣ˲˸˪ ˸ˮˬ ˪˰ ,˫ˣ˧ ˪˷ ˣ˲ˣ˯˟ .ˢ˶ˢˬ˟ ˸ˣ˴˴ ˸ˣ˪˞˷ ˭ˣˬˢ-EPP  ˵˶ ˵˧˲˯ˬ ˞˪ ˢ˟ˣ˦ ˢ˶ˣ˴˟

 ˰˴˟˪ ˫ˠ ˨˧˶˴ ,˟ˣ˦ ˶˲ˣ˸˪ ˸˩˪˪˸ˣˡ˧ˡˬ ˢ˟˶ˢ ˸ˣ˥˸˲ˬ ˢ˧˧˷˰˸˟ ˸ˣ˶˟˥ ˭ˣˬˢ˷ ˞˪˲ ˢˤ ˭˧˞ ,˭˩˪ .

˫˧˶˥˸ˬ ˫˧˶˴ˣˬ\  ˸ˣ˩˶˰ˬ ˶ˣ˟˰ ˫˧ˬ˧˪˷ˬEPP ˸ˬˠˣˡ˩ ˵ˮ˰ ˸ˣ˶˟˥ .Check Point, Kaspersky, McAfee, 

Symantec  .˨˩˪ ˸ˡ˥ˣ˧ˬ ˟˪ ˸ˬˣ˷˸ ˸ˣ˷˧ˡ˵ˬ (˫˧˟˶ ˡˣ˰ˣ) 
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 ˪˰ ˢ˟˶ˢ ˨˩ ˪˩ ˶˲ˣ˥ ˞ˣˢ ˢˬ˪" ˫˧˧ˬ˰˲ ˣ˞ ˫˰˲ ˸ˣ˥˲˪ ˟ˣ˷˥˪ ˶˟˩ ˫˩˪ ˞˴˧˷ ˥˧ˮˬ ˧ˮ˞ ˢˤˢ ˟˪˷˟

ˣ ˢ˴˵ ˧˶˧˷˩ˬ-EPP  ˪˰ ˶ˬ˞ˬ˟802.1x ,ˢ˦ˣ˷˲ ˞˧ˢ ˢ˟ˣ˷˸ˢ "??802.1x  ˭ˣ˶˸˲ ˞ˣˢNAC x-NAC  ˠˣ˯ ˞ˣˢ

 ˪˷EPP ˸ˣ˷˰˪ ˣˬ˴˰˪ ˸ˣ˷˶ˢ˪ ˪ˣ˩˧ ˞˪ ˢ˪ˣˡˠˢ ˢˮˣˬ˸ˢ ˸˞ ˢ˞ˣ˶ ˞˪˷ ˧ˬ .zoom  .˫˧ˮ˦˵ˢ ˫˧˦˶˲ˢ ˪˰ 

ˢ ˧ˠˣ˯ ˪˩ ˸˞ ˵˪˥˪ˣ ˱˯ˣˮ ˳˧ˬ˞ ˡ˰˴ ˸ˣ˷˰˪ ˨˪ˣˢ ˧ˮ˞ ,˶˸ˣ˧ ˢˮ˟ˢˢ ˸˞ ˦˷˲˪ ˸ˮˬ ˪˰-EPP ˪-р :˫˧˧˶˵˧˰ 

1. Anti-malware -ˢ˴˵ˢ ˸ˣˡˬ˰˪ ˵˲˯˪ ˪˩ˣˮ˷ ˶˸ˣ˧˟ ˸˧˯˧˯˟ˢ ˢˮˠˢˢ ˸˞ ˢˣˣˢˬ ˯ˣ˶˧ˣ ˧˦ˮ˞  ˣ˸˶˦ˬˣ

ˢ ˸˩˶˰ˬ˪ ˸ˣ˵ˤˣˮ ˪˷ ˢ˯˧ˮ˩ ˧ˮ˲ˬ ˭ˠˢ˪-IT  ˢˮ˩ˣ˸ˢ ˸˞ ˭˧˵˸ˮ ˪˪˩ ˨˶ˡ˟ ,˭˩˪ .ˢˬ˴˰ ˢˮˣ˩ˬˢ ˨˶ˡ

ˢ˧˶ˣˠ˦˵˟ ˫˧˶˴ˣˬ .ˢ˴˵ˢ ˸ˣˡˬ˰ ˪˰ ˸ˣ˶˧˷˧ ˫˧˪ˣ˩˧ ˸ˣˢˤ˪ ˸ˣ˵ˤˣˮ ˸ˣ˰ˣˡ˧ ˪˰ ˧ˡ˧ ˭ˢ˪˷ ˸ˣˬ˧˸˥ˢ x˞ 

˧ˡ˧ ˪˰ ˸ˮ˧˥˟ ˥ˬ˸ ˪˪˩ ˨˶ˡ˟ ˢˮ˩ˣ˸ˢ ˧˞ˡˣ ˧ˣˢ˧ˤ ˶˥˞˪ .ˢˡˣ˷˥ˢ ˢˮ˩ˣ˸ˢ ˪˷ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˵

˪ ˣ˸ˣ˞ ˯˧ˮ˩˸ ˣ˞ ˳˟ˣ˵ˢ-quarantine  ˸ˮ˩ˣ˸ .(ˢˮˣ˶ˣ˵˟ ˣˬ˩ ˧˵˟ ˭˩)Anti-malware  ˭ˣˣˠˬ ˸ˣˢˤ˪ ˢ˧ˣ˷˰

ˬ ˪˥ˢ ,˫˧ˬˣ˧˞-Rootkits ,Ransomware  ˸˥˦˟˞˟ ˢ˪˥ˣAnti-phishing˫˰ . ˸˞ˤ ,˫˧˯ˣ˶˧ˣ ˧˦ˮ˞ ˞˪ 

˫˧˪ˠˣ˯ˬ ˰˧˸˶ˢ˪  ˸ˣ˲˵˸ˬ ˧ˮ˲ˬ ˭ˠˢ˪ˣZero-days x˞ ˭ˠˢ˪ ˪˰ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˰˧ˠ˲ˬ ˢˬ˴˰ ˸˷˶˟. 

 ˸˥˞ ˢ˶ˣ˷˟-  ˸ˣˮ˩ˣ˸ ˪˷ ˡ˧˵˲˸ˢAnti-virus .˫˧˧ˮˣˡˤ ˫˧ˬˣ˷˧˧ ˶˧˯ˢ˪ˣ ˶˸˞˪ ˞ˣˢ 
 

2. Web browser security -  ˣ˟ ˫˧˷ˬ˸˷ˬ˷ ˧˶˵˧˰ˢ ˵˷ˬˬˢ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˢ˷˰ˮ ˦ˮ˶˦ˮ˧˞ˢ ˭˲ˡ˲ˡ

  ˫˧˧ˬˣ˵ˬ ˫˧ˬˣ˷˧˧ ˫ˠˣ ˭ˮ˰ ˧˯˯ˣ˟ˬ ˫˧ˬˣ˷˧˧ ˫ˠ .ˢˡˣ˟˰ˢ ˸˶ˠ˯ˬ˟ ˫˧ˬˣ˷˧˧˪ ˸˷ˠ˪ ˪˧˟˷˟(on-

premise .˫˧˟˶ ˫˧˧ˮˣ˥˦˧˟ ˫˧˶ˠ˸˞ ˫˧˟˧˴ˬ ˫˧ˮ˲ˡ˲ˡ ,˸˞ˤ ˫˰ .˫˧˧˦ˮ˶˦ˮ˧˞ ˫˧˵˷ˬˬ˟ ˫˧˷ˬ˸˷ˬ (

 ˢˮ˩ˣ˸˟ ˵˟ˡˮ˷ ˦ˮ˶˦ˮ˧˞ ˶˸˞˟ ˭ˣˣ˩ˬ˟ ˞˪˷ ˶˵˟˪ ˫˧˪ˣ˪˰ ˫˧ˡ˟ˣ˰˷ ˞˧ˢ ˶˸ˣ˧˟ ˢ˥˧˩˷ˢ ˢˬˠˣˡˢ

 ˫ˮ˷˧ .˸˷˶ˢ ˸˞ˣ ˢ˴˵ˢ ˸ˡˬ˰ ˸˞ ˫˷ˬˣ ˭˲ˡ˲ˡˢ ˸˞ ˫ˠ ˵˧˟ˡˢ˪ ˨˩˟ˣ ˸˧ˮˣˡˤн  ˸˥˦˟˞ ˪˷ ˫˧ˠˣ˯

:˦ˮ˶˦ˮ˧˞ ˭˲ˡ˲ˡ 

i. Web filtering -  ˧˴˟˵ ˫˯ˣ˥ˣ ˫˧˶˸˞˪ ˸ˮ˸˧ˮ˷ ˢ˷˧ˠˢ ˸˞ ˰˟ˣ˵malware  ˶˷˲˞ .˫˧˰ˣˡ˧

 ˰˴˟˪ ˫ˠˣ ˢ˴˵ˢ ˸ˣˡˬ˰ ˪˰ ˫ˠ ˣ˸ˣ˞ ˭˧˵˸ˢ˪deployment  ˞˧ˢ ˸˷˶ ˸˶ˣ˟˰˸ ˭ˣˮ˧˯ .˸˷˶˟

 .˱˧˵ˬˣ ˫˩˥ˣ˸ˬ ˧˩ˢ ˞˪ ˦˪˥ˢ˟ ˪˟˞ ˥˧˩˷ ˧˩ˢ ˭ˣ˶˸˲ˢ 

ii. Web gateway - ˬ ˢ˟˶ˢ˟ ˫˧ˬˡ˵˸ˬ ˫˧˶'˴˧˲ ˪˧˩ˬ-web filtering  ˫˧˧˦˧˪ˮ˞ ˫˧˥ˣ˸˧ˮ ˣˬ˩

) ˸ˣˠˢˮ˸ˢ˪Behavioral analysis ˸ˣˢˤ˪ ˸ˮˬ ˪˰ (Zero-days  ˸˶˧˵˥ ˣ˞SSL ) ˸ˬˡ˵˸ˬin-

depth SSL inspection .˫˧ˮ˲˴ˣˬ ˫˧ˬˣ˧˞ ˧ˣˢ˧ˤ˪ ( 
 

3. Application control - ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟ .ˢ˴˵ˢ ˸ˡˬ˰˟ ˸ˣ˷˰˪ ˸ˣ˪ˣ˩˧ ˞˪ˣ ˸ˣ˪ˣ˩˧ ˸ˣˮ˩ˣ˸ ˢˬ

 ˪˷Whitelist x- Blacklist  ˣ˞ ˫˧˶˷ˣ˞ˬ ˞˪ ˫˧ˬˣ˷˧˧ ˸˴˶ˢ ˰ˣˮˬ˪ˣ ˪˧˟ˠˢ˪ ˫˧˪ˣ˩˧ ˫˧ˬˣ˷˧˧ ˸˶˵˟ ˧˪˩

 ˧˩ˣ ˫˩˥ˣ˸ˬ ˧˩ˢ ˞˪ ˢˤ˷ ˡ˟˪ ˭˧˟ˢ˪ ˫˧˪ˣ˩˧ ˫˸˞ .˸˷˶ˢ ˪˰ ˭ˠˢ˪ ˨˩˟ˣ ˢ˴˵ˢ ˸ˣˡˬ˰˟ ˸ˣ˰ˣˠˮ ˸ˣˮ˩ˣ˸

 ˧˧ˢ ˪˟˞ ,˨˩˟ ˸ˣ˧˰˟ ˢ˟˶ˢ ˷˧- .ˢˬˣ˥˟ ˭˟˞ ˡˣ˰ ˸˞ˤ 
 

4. Data control - ˣ˸ˮ ˱ˣ˸˧˷ ˞˷ˣˮ˟ ˸ˣ˧ˮ˧ˡˬ ˸˲˧˩˞ (ˠˣ˲ˮ˧˵ ˧˲ ˪˰) ˫˧ˣ˯ˬ ˭˩ˣ˸ ˪˷ ˢ˥˧˪˷ ˸ˬ˧˯˥ˣ ˫˧ˮ

 ˭ˮˣ˩ ˶ˣ˟˧˥ ˸˰˧ˮˬ ˪˷ˬ˪ ,˭ˣˠ˶˞˪ ˳ˣ˥ˬ ˪˞USB  ˸ˣ˵˯˰ˢ ˪˩ ˸ˬ˧˷˶ ˸ˡ˶ˣˢ ˨˩ ˧ˡ˧ ˪˰ˣ ˢ˴˵ ˸ˡˬ˰˪

ˣ ˢ˶˟˥ˢ ˪˷\ ˸ˣˮ˩ˣ˸ .˸ˣ˥ˣ˵˪ˢ ˪˷ ˫˧˧˷˧˞ ˫˧˦˶˲ ˣ˞Data control  ,˫˧˴˟˵ ˪˰ ˸ˣ˶˦ˮˬˣ ˸ˣˠˣˣ˯ˬ

˶˷ ˥˧˦˟ˢ˪ ˸ˮˬ ˪˰ ˱˯ˣˮ ˭˩ˣ˸ˣ ˪"˞ˣˡ ˸ˣ˞ˡˣˢ ˫˧˲˸˷ˬˣ ˫˧ˡ˧˶ˣˬ ,˫˧˷ˠ˧ˮ ˫˧˷˶ˣˬ ˫˧˷ˬ˸˷ˬ ˵

(?˦˧˟˶˧˷ ˶ˬ˞ ˣˢ˷˧ˬ) .˭ˣˠ˶˞ˢ ˸˷˶˟ ˫˧ˮˣ˸ˮ 
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5. Network access control - ˢ ˣˢˤ-NAC  ˪˷ ˭ˣ˩ˮ ˠˣ˲ˮ˧˵ .ˣˮ˪˷ ˟˧˟˥ˢNAC  ˫˧˷ˬ˸˷ˬ ˣ˪˞ ˰˟ˣ˵

˸ˣˮˣ˶˸˲ .˸˷˶ˢ ˸˧˸˷˸˪ ˢ˷˧ˠ ˪˟˵˪ ˫˧˪ˣ˩˧ ˸ˣˮˣ˩ˬˣ ˢ˪˞ ˫˧˶˷˲˞ˬ ˸ˣ˧˸˷˸˪ ˸˷˶ ˸ˣˮˣ˷ ˭ˣˠ˩ 

˸ˣˬˣ˥ ˷˞ ,˫˧ˠ˸ˬ ˫˧˟˸ˮˣ ˡˣ˟˰˪ ˫˰ ˡˣ˧˴ ˟ˣ˷˥ˬ ˧˷ˬ˸˷ˬ˪ ˢ˴˵ ˧˸˶˷ˣ Back Office ˧ˡ˩ ˱ˣ˩˞˪ ˸˞ 

˸ˣ˧ˮ˧ˡˬ ˸˥˦˟˞ ˸˷˶ˢ ˧ˮ˲˪ ˫ˢ˷ ˪˪˩˟ ˫˧˶˷˲˞ˬ ˸˶ˣ˷˵˸ ˸˶˟˰ˢ. 

 

 

 ˢˬ˪EPP  ?˫˧˪ˡˠˢ ˪˩˟ ˸ˣ˶˟˥ˣ ˫˧ˮˣˠ˶˞˪ ˟ˣ˷˥ 

 ˢ˦ˣ˷˲ ˞˧ˢ ˢ˟ˣ˷˸ˢ-  ˫˧˷ˬ˸˷ˬ ˪˷ ˶˧ˡ˯ ˞˪ ˷ˣˬ˧˷ ˸ˣ˰ˮˣˬ ˸ˣˮˠˣˬ ˢ˴˵ ˸ˣ˩˶˰ˬ .˱˯˩ ,˫˧˸ˣ˶˧˷ˣ

 ˸ˣ˩˯ˣ˥ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ˣ ˭ˣˠ˶˞˟ ˸ˣ˵ˤˣˮ ˪˷ ˸ˣ˦˷˲˸ˢ ˸ˬ˧˪˟ˬˣ ˸˰˧ˮˬ ,˸˷˶ˢˬ ˷˧ˠ˶ ˰ˡ˧ˬ ˸˞˴ˣˢ ,˪ˣˠ˧˶

ˢ ˧˷ˮ˞˪ ˷˞˶ ˟˞˩ ˞˪ˬ-IT  ˸˧˸˧ˬ˞ˢ ˢˡˣ˟˰˟ ˤ˩˶˸ˢ˪ ˸ˣ˶˷˲˞ˬ ˨˩˟ˣ-  ˞ˣˡ˧ˣuptime  ˫˧˶˧˷˩ˬˢ ˪˩ ˪˷

ˢ ˸ˣ˧˴˵˧˪˲˞ ˪˷ ˢˢˣ˟ˠ ˸ˣ˧˟˧˦˶˲ˣ˞ˣ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˪˰ ˷ˠˡ ˭˸ˬ ˨ˣ˸ ˭ˣˠ˶˞˟    .ˢ˶˟˥ 

 ˸ˣˮˣ˶˸˲ ˸ˣ˟˧˷˥ ˪˰ ˡˣˬ˪˪ ˫˧˪ˣ˩˧ ˣˮ˪ˣ˩ ,˸˧ˮ˧˴˶ ˶˸ˣ˧ ˢˬ˧ˮ˟EPP  ˸˶˟˥˪ ˢ˶˵˷ ˢˬˬ ˸˷˶ˢ ˸˥˦˟˞ˣ

 ˥ˣ˦˧˟ˢ˦˧˟˶˧˷  ˞˪˷ ˧ˬ ˸˞ ˸ˣ˥˲˪ ˣ˞) ˢˮ˧ˡˬˢ ˸˞ ˰ˤ˰ˤˣ ˶˩ˬˮ / ˱˪ˡˣˢ˷ ˫ˣ˴˰ˢ ˰ˡ˧ˬˢ ˱˪ˡˬ ˢ˞˴ˣ˸˩

.(ˢˤ˩˷ ˢˡ˧ˬ ˢˮ˵˟ '˶˟˧˧˯ ˧˰ˣ˶˧˞' ˪˰ ˣ˧ˬ˧ˬ ˰ˬ˷ 
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 ˢˬ˪802.1x ?˪˪˩˟ ˟ˣ˦ 

 ˞˧ˢ ˣ˪˷ ˸˶˸ˣ˩ˢ ˸˪ˣˠ˷ ˶ˬ˞ˬ ˟ˣ˸˩˪ ˥˶ˣ˦ ˪˪˩˟ ˧ˮ˞ ˢˬ˪ ˫˧ˢˣ˸ ˥˦˟ ˫˸˞ ˢˤˢ ˟˪˷˟ ,ˢ˩˩ ˤ˞

802.1x  ˸ˣˮˣ˶˸˲ ˪˷ ˶˸ˣ˧ ˢ˞˪ˬ ˢˮˣˬ˸ ˶˞˸˪ ˞˪ˣ ˦˶˲˟NAC  ˞˧ˢ ˢ˟˧˯ˢ .ˢ˧˧˷˰˸˟ ˫˧ˬ˧˧˵˷ ˫˧˶˥˞

 ˢ˦ˣ˷˲- 802.1x ˭˵˸ ˞ˣˢ ˪˷ ˟˶ ˶˲˯ˬ ˧ˡ˧ ˪˰ ˨ˬ˸ˮ ˞ˣˢ ,vendors ˠˣ˲ˮ˧˵˪ ˨˟ˣ˯ˬ ˞˪ ˸˧˯˥˧ ˞ˣˢ ,

 ˸ˣ˦˷˲˟ˣ-  ˵˪˥˩ ˞˷ˣˮˢ ˪˰ ˰ˡ˧ˬ ˧˸˷˲˧˥˷˩ ,˱˯ˣˮ˟ .˶˧˩ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˫˧˪˩ˢ ˤˠ˶˞˟ ˧˪˩ ˡˣ˰ ˞ˣˢ

 ˪˰ ˭˟˪ ˪ˣ˥˩ ˨ˬ˯ˬ ˧˸˞˴ˬ ˞˪ ,ˢˡˣ˟˰ˢ ˱˦˷ˬ802.1x ˷- ˤ˞ .˞˷ˣˮˢ ˪˰ ˸˵˲˯ˬ ˢ˶ˣ˴˟ ˶˧˟˯ˬ ˢ˪˞ˣˣ

˸ˣ˷˰˪ˣ ˞˷ˣˮ˟ ˷˧˷ ˟ˣ˦ ˧˩ˢ ˧˶˟˰ˢ ˶ˬ˞ˬˢ ˸˞ ˟ˣ˸˩˪ ˧˸˦˪˥ˢ  ˞ˣˢ˷ ˸ˮˬ ˪˰ ˦˶ˣ˲ˬ ˵˧˲˯ˬ ˣ˸ˣ˞

.˭ˬˤ ˢ˟˶ˢ˪ ˢˤ˩ ˶˞˷˧˧ vive la Israel .˧˦˵˶˲ ˰ˡ˧ˬˢ ˫˰ ˪˧˥˸ˮ ˣ˞ˣ˟ ,˟ˣ˦ .˥˧ˮˬ ˧ˮ˞ 

 ,˪˩ ˫ˡˣ˵?˪˪˩˟ ˢˤˢ ˫˷ˢ ˢˤ ˢˬ  ˪˧˧˦˯ ˳˴ˣ˲ˬ ˫˷ ˣ˪ ˸˸˪ ˞˪ ˢˬ˪Kerberos ˢ˦ˣ˷˲ ˞˧ˢ ˢ˟ˣ˷˸ˢ ?- 

˟ ˭˵˸ ˞ˣˢ ˧˩-IEEE ˷ ˫˧ˮ˵˸ˢ ˪˩ .ˣ˵ˢ ˸˟˩˷˟-IEEE ˢ ˟˥˶ˬ˟ ˸˧ˤ˧˲ˢ ˢ˟˩˷˟ˣ ˣ˵ˢ ˸˟˩˷˟ ˣ˴˧˲ˢ-

MAN\LAN ˟ ˫˧˪˧˥˸ˬ-улн ˡˣˡ ˸˞ ˞ˣ˴ˬ˪ ˶˷˲˞ ˸ˬ˯˶ˣ˲ˬ ˡˣ˞ˬˢ ˢ˥˲˷ˬ˟ .Ethernet ύулнΦоό ˭˟ ˸˞ ,

 ˡˣˡˢMACsec ύAEулнΦмό  ˪˷ ˣ˧˟˞ ˸˞ˣdot1x s-Wireless LAN ύулнΦммό ˫˧˶˥˞ ˫˧˟˶ ˡˣ˰ˣ. 

 ,˶ˣˬ˞˩802.1x ) ˪"ˮ˧˟ˢ ˫˧˯ˡˮˢˬˢ ˡˣˠ˧˞ ˪˷ ˧˦˶ˡˮ˦˯ ˭˵˸ ˞ˣˢIEEE ˶ˣ˟˰ ( ˸˷˶˪ ˢ˷˧ˠ ˸˶˵˟ ˸˯˯ˣ˟ˬ

 ˢˮˠˢ ˢˮ˰ˬ ˭˸ˣˮ ˪ˣ˵ˣ˦ˣ˶˲ˢ .˫˧˦˶ˣ˲ˣ˵ˢ ˸˟˩˷˟  ˸˟ˣ˸˩ ˸˧˴˵ˣˬ˷ ˧ˮ˲˪)IP (˸˷˶˟ ˥ˣ˵˪˪  ˭ˣˮˠˮˬ ˵˲˯ˬˣ

 ˸ˣˢˤ ˸ˣˬ˧˞˫˧˶˧˷˩ˬ˪  ˸˧ˬˣ˵ˬ ˸˷˶˪ ˶˟˥˸ˢ˪ ˫˧˷˵˟ˬˢ- ) ˸˧ˣˣ˵LAN) ˸˧˦ˣ˥˪˞ˣ (WLAN ˪ˣ˵ˣ˦ˣ˶˲˟ .(

 ˫˧˟˶ˣ˰ˬо  ˫˧ˬ˶ˣˠ- ˷˵˟ˬˢ )supplicant ,(˸ˬ˞ˬˢ )authenticator( ˸ˣˬ˧˞ ˸˶˷ˣ ˰˴˟˸ˬ ˸ˣˬ˧˞ˢ .

 ˸ˣ˰˴ˬ˞˟EAP )Extensible Authentication Protocol(. 

 

 :˶ˣ˵ˬ]cisco[ 

 ˟ ˭ˣ˩ˮ ˷ˣˬ˧˷802.1x ˩ ˣ˸ˣ˞ ˟˧˴ˬ-golden standard  ˸ˣ˲˵˸ˬ ˰ˣˮˬ˪ ˪ˣ˩˧ ˞ˣˢ .˸ˣˬ˧˞ ˸˥˦˟˞˟Man-in-

the-Middle ˸˟˧ˮˠ ,credentials ˸ˣ˲˵˸ˬˣ ,Evil Twin proxies  ˶ˣ˟˧˥ ˫˧˥˸ˣ˲ ˭˸˶ˠ˯ˬ˟˷wi-fi  ˧ˮˣˡˤ

.˸˞˴ˣ˧ˢ ˢ˶ˣ˟˰˸ˢ ˸˲ˮ˯ˢ ˸˶˦ˬ˪ 

dot1x (ˢ˩˩ ˫ˠ ˣ˪ ˞ˣ˶˵˪ ˡˣ˞ˬ ˪˟ˣ˵ˬ) ˵˲˯ˬ ˶˸ˣ˧ ˢ˟˥˶ ˢˮˣˬ˸ ˸˷˶ˢ ˪˷ ˭ˣˣ˧˩ˬ ˨˧˪ˢ˸˷ ˸ˣˬ˧˞ˢ 

˵˲˯ˬ ˨˶ˡ ˶˷˵˪ ˢˣˤˬ ˷ˬ˸˷ˬ ˪˷) ˶˧˷˩ˬ ˸˧˩˶˰ ˡ˥ ˢ˶ˣ˴˟(ˢ ˫˰ ˸˟ˣ˸˩ IP ,˸˟ˣ˸˩ MAC ,ˠ˸ˬ 

 ˰ˣ˴˧˟˪ ˸˧˸ˣ˰ˬ˷ˬ ˪˵ˬ ˸˥˞ ˸˧˦˵˶˦˯˟˞ ˸ˣ˷˧ ˸˥˸ ˣ˪˪ˢ ˸ˣ˧ˣ˷˧ˢ ˪˩ ˤˣ˩˧˶ˣ ˡˣˠ˧˞ .˦˶ˣ˲ˣaudits ,

ˣ ˢ˵˧ˤˮ˶ˣ˲ ,˸˷˶˟ ˷ˣˬ˧˷ˢ ˪˷ ˸ˣ˵˧˦˯˧˦˦˯-troubleshooting ˶˷˲˞ˬ ˭˵˸ˢ ,˱˯ˣˮ˟ .˱ˮˬ˪  ˨˧˪ˢ˸ ˸˞

 ˪ˣ˩˧ ˫˧ˣ˯ˬ ˷ˬ˸˷ˬ ,˪˷ˬ˪ .˷ˬ˸˷ˬˢ ˠˣ˯ ˧˲ ˪˰ ˫˧˧ˡˣ˰˧˧ ˫˧˸ˣ˶˧˷ ˸ˣ˴˵ˢ˪ˣ ˸˧ˬ˞ˮ˧ˡ ˢ˶ˣ˴˟ ˸ˣˬ˧˞ˢ

˪ ˢ˷˧ˠ ˪˟˵˪-VLAN  ˭ˣ˶˵˧˰ ˸˞ ˱ˣ˩˞˪ ˨˩˟ˣ ˣ˶ˣ˟˰ ˡ˥ˣ˧ˬ˟ ˸ˣˬ˧˞˸ˬ ˸ˣ˞˷˶ˢ ˪˟˵˪ ˣ˞ ˧˲˧˴˲˯Least 

Privilege ˬ ˫˧ˮˣ˸ˮ ˞ˣ˶˵˪ ˵˶ ˵ˣ˵ˤ˷ ˷ˬ˸˷ˬ 'ˠˣˡ˪)-DB ˶˵ ˸ˣ˞˷˶ˢ ˵˶ ˪˟˵˧ ˸˷˶˟ ˸ˣ˞˷˶ˢ ˞˪ˣ ˢ˞˧

.(ˢ˴˶ˢ ˣ˞/ˣ ˢ˟˧˸˩ 

https://ieeexplore.ieee.org/browse/standards/get-program/page/series?id=68
https://www.ieee802.org/ec-17-0117-00-00EC-newcomer-tutorial.pdf
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_1-99/Dot1X_Deployment/Dot1x_Dep_Guide.html
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˰,˸˞ˤ ˫  ˪˷ ˫˧˧ˤ˩˶ˬˢ ˸ˣˮˣ˶˯˥ˢ ˭˧˟dot1x :˞ˣ˴ˬ˪ ˭˸˧ˮ 

Legacy -  ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟802.1x  ˸˶˷˲˞ˬ ˞˪network access  ˰˴˟˪ ˸ˣ˪ˣ˩˧ ˞˪˷ ˢ˴˵ ˸ˣˡˬ˰˪

 ˸ˣˮˣ˩ˬ˪ ˶˷˲˞˪ ˷˧ ˢˤ˩ ˢ˶˵ˬ˟ .˭˵˸˟ ˸ˣ˩ˬˣ˸ ˞˪ ˭ˢ˷ ˪˪ˠ˟ ˸ˣˬ˧˞legacy  ˧˲ˣ˪˥ ˭ˣˮˠˮˬ˟ ˷ˬ˸˷ˢ˪

ˣˡ˩ ˸ˬˠMAB )MAC Authentication Bypass ˪ˣˢ˧ˮ˪ ˧˰˴ˬ˞ ˢˣˣˢˬ ˶˷˞ (MAC  ˣ˞ (˫ˡˣ˵ˬ ˣˮˠ˴ˢ ˣ˸ˣ˞)

 ˨˶ˡ ˸ˣˬ˧˞web. 

Delay -  ˪ˡ˥ˬˢ ˸˧˶˟˟ .˫˩˪ ˢ˯˞˟ ?˸ˣ˩˥˪ ˫˧˟ˢˣ˞ ˞˪dot1x  ˧ˮ˲˪ ˢ˷˧ˠ ˪˷ ˳ˬ˷ ˪˩ ˸ˮ˧˸ˮ˟ ˨ˬˣ˸ ˞˪

 ˰˴˟˪ ˸ˣ˪ˠˣ˯ˬ ˸ˣ˧ˢ˪ ˸ˣ˟˧˧˥ ˸˷˶˪ ˢ˲ˣ˥ˡ ˢ˷˧ˠ ˸ˣ˩˧˶˴˷ ˢ˴˵ ˸ˣˡˬ˰ .˫˧˧˸˯ˢ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˷

802.1x ˢ ˟˪˷˟-boot-up/ link-up .˶˥˞ ˭ˣˮˠˮˬ˟ ˷ˬ˸˷ˢ˪ ˣ˞ 

 ˸˥˦˟˞dot1x  ˫˧˷˶ˡˮ ˢ˴˵ˢ ˧˷ˬ˸˷ˬ ˫˞ˢ ˞ˣˢ ˭ˣ˷˞˶ˢ .˫˧ˬ˶ˣˠ ˧ˮ˷˪ ˫˞˸ˢ˟ ˡˣ˞ˬ ˸ˣˮ˸˷ˢ˪ ˢ˪ˣ˩˧

˰ˡ˧ ˨˧˶˴ˬ ˠˣ˲ˮ˧˵ˢ ˨˧˪ˢ˸ .˞˪ ˣ˞ ˫ˬ˴˰˟ ˫ˢ˪˷ ˫˧˶˧˷˩ˬˢ ˸˞ ˠ˲ˮ˵˪  ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˰˧ˬ˦ˢ˪ ˸ˮˬ ˪˰

 ˸ˮ˩ˣ˸˟ ˷ˬ˸˷ˢ˪ ˡˣ˞ˬ ˳˪ˬˣˬ ,˭˩˪ .ˢ˲˧˵˸ ˥˦˷ˬ ˱˵ˣ˸˪ ˵˲˯˪ ˢ˪ˣ˪˰ ˸ˣ˶ˡˠˢ˟ ˸ˣ˰˦ˣ802.1x  ˸˧ˡˣ˰˧˧

 ˸ˣˬ˧˞ˢ ˸˞ ˷ˬˬˬ ˭ˣˠ˶˞ˢ ˣ˟ ˭˲ˣ˞˟ ˧ˣ˪˸ ˧ˮ˷ˢ ˢˮ˸˷ˬˢ .ˢ˰ˬ˦ˢ˪-  ˯˧˯˟ ˪˰ credential˰ ˣ˞ ˯˧˯˟ ˪

certificate . ,ˢˬˠˣˡ˪ ˸ˣˬ˧˞Certificate-base EAP-TLS ˢˬ˷˶ˢ ˶ˣ˟˰˪ ˫˧˷ˬ˸˷ˬˢ ˸˞ ˳˪˞ˬ\  ˨˧˪ˢ˸

ˢ˩˪ˢ˩ ˫˧ˠ˲ˮˣ˵ˬ ˫ˢ˪˷ ˫˧˶˧˷˩ˬˢ ˧˩ ˥˧˦˟ˬ˷ ˢˬ ˧ˬ˧ˮ˲ ˸ˣˬ˧˞ ˢ ˪˩ ˸˞ ˪˪ˣ˩ ˭˟ˣˬ˩ ˪˟˞-overhead 

 ˸ˣˡˣ˰˸˟ ˨ˣ˶˩˷- .'ˣ˩ˣ ˸˶ˡˣ˯ˬ ˸ˣ˧ˮ˧ˡˬ ,ˢ˶˵˟ ,˪ˣˢ˧ˮ ,ˢ˵˲ˮˢ 

 ,˸˧ˤ˧˲ ˢˮ˧˥˟ˬ802.1x :˫˧ˮˣ˷ ˫˧˟˴ˬ ˧ˮ˷˟ ˪ˣ˰˲˪ ˪ˣ˩˧ 

Single Host Mode -  ˢ ˸ˣˬ˧˞ ˶˥˞˪supplicant  ˦˶ˣ˲ˢ ˪ˣˬ˵˶ ˢˬ ˢ˰˧ˠˬ˷ ˢ˶ˣ˟˰˸- MAC  ˶˟˰˷

.˦˶ˣ˲ˢ ˨˶ˡ ˶ˣ˟˰˪ ˸˶˷ˣ˞ˬ ˶ˣ˷˧˞ 

Multi -Host Mode -  ˢ ˸ˣˬ˧˞ ˶˥˞˪supplicant  ˦˶ˣ˲ˢ ˪ˣˬ˪˩ .˸˶˷ˣ˞ˬ ˦˶ˣ˲ˢˬ ˢ˰˧ˠˬ˷ ˢ˶ˣ˟˰˸ 

˪ ˫˧˶˷˲˞ˬ ˫˧˟˴ˬˢ ˧ˮ˷-802.1x supplicant  ˱˞ ˣ˶ˣ˷˧˞ ˶˥˞˪ ,ˡ˥˞ ˦˶ˣ˲ ˶˷˞˪ ˡ˥˞supplicant  ˱˯ˣˮ

.˵˸ˮ˸ˬ ˭ˣ˷˞˶ˢ ˶˷˞ ˡ˰ ˸ˣˬ˧˞ ˶ˣ˟˰˪ ˪ˣ˩˧ ˞˪ 

 ˣ˧˪˞ˣ ˣˮˬˬ ˶ˣ˟˰˪ ˢ˪ˣ˩˧ ˞˪ ˢ˶ˣ˟˰˸ ˫ˣ˷ ˸ˣ˞˷˶ˢ ˪˟˵ˬˣ ˢˢˡˤˬ ˢ˴˵ˢ ˶˧˷˩ˬ˷ ˧ˮ˲˪ ,˶ˣˬ˞˩ ,˭˩ ˣˬ˩

 ˢˤ˩ ˞˪ ˶ˣ˲˧˯ˢ ˪˩ ˪˷ ˠˣ˲ˮ˧˵˷ ˭ˣˣ˧˩ˬ .˵˧ˣˡˬ ˞˪ ˢˤ ˭˩˟ˣ .˸˷˶˟ ˷˧ ˦ˣ˷˲о  ˸ˮˬ ˪˰ ˷ˣˬ˧ˬ ˪˷ ˫˧˟˪˷

˪ ˶˟˰ˬˢ ˸˞ ˪˵ˢ˪-802.1x  ˶˷˲˞˪ˣtrouble-shooting .˥ˣˮ 

1. Monitor  mode -  ˫˰ ˫ˠ ˫˧ˠ˸ˬˢ ˸˞ ˫˧ˠ˲ˮ˵ˬ ˶˷˞˩802.1x  ˫˰ ˫ˠˣMAB )MAC Authentication 

Bypassˢ ˸˶˷ ˸ˣ˟ˣˠ˸ˬ ˫˧ˬ˪˰˸ˬˣ (-RADIUS  ˞˪˪ ˸˷˶˪ ˶ˣ˟˧˥ˢ ˸˞ ˫˧˶˷˲˞ˬˣ (˸ˣˬ˧˞ˢ ˸˶˷)

.˳ˣ˲ˮˣ ˫˧˧˵ ˢˤ ,˭˩ ˪˟˞ ˧˪˧˟ˡ ˰ˬ˷ˮ .˸ˣˬ˧˞ˢ ˸ˣ˶˧˷ ˪˷ ˸ˣ˞˴ˣ˸˪ ˸ˣ˯˥˧˧˸ˢ 

2. Low Impact mode -   ˵˶ ˪˷ ˸˧˯˧˯˟ ˢ˶ˣ˟˰˸ ˫˧˶˷˲˞ˬ ,˞ˣˢ ˭˩ ˣˬ˷˩DNS / DHCP / AD  ˪˧˟˷˟)

˷ˣ˶ˡ˧˷ ˶ˣ˟˧˥ ˪˩ˣ (˸˷˶˟ ˫˧˧˪˪˩ ˫˧ˠˣ˲˧˵ ˵ˣˡ˟˪ ˫˧˪ˠˣ˯ˬ ˭˧˧ˡ˰ ˸ˣ˧ˢ˪  ˶ˣ˟˰˪ ˷˶ˡ˧˧ ˢˤ˪ ˶˟˰ˬ ˣˢ˷ˬ

  .˞˪ˬ ˸ˣˬ˧˞ 

3. Secure mode -  ˸˶ˣ˟˰˸ ˵˶EAPoL .(˧˟˧˦˪ˣ˲˧ˡˢ ˟˴ˬˢ) ˞˪ˬ ˸ˣˬ˧˞˪ ˡ˰ ˶ˣ˟˰˪ ˢ˪ˣ˩˧ 
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 ˢˬˬ802.1x ˯'˪˩˸˟ ˧ˣˮ˟ 

 ˫˧ˬ˶ˣˠ ˢ˷ˣ˪˷ ˫˧˟˶ˣ˰ˬ ˭˵˸˟- supplicant, authenticator, authentication server -  ,˸ˣˬ˧˞ ˸˶˷

.˥ˣ˵˪ˣ ˸ˬ˞ˬ  ˠˣ˯ˬ ˸˶˷ ˢ˧ˢ˧ ˸ˣˬ˧˞ˢ ˸˶˷ ˪˪˩ ˨˶ˡ˟RADIUS ˸˸ ˣ˪ ˷˵ˣ˧ ,˱˯ˣˮ ˟ˣ˷˥ ˠ˷ˣˬ)- ˶˴˵ ˵˶˲

 ˥ˣ˵˪ˢˣ ˠ˸ˬ ˢ˧ˢ˧ ˸ˬ˞ˬˢ ,(˸ˣ˶˧ˢˬ˟ ˣ˧˪˰ ˱˶˲˶˪ ˫˧ˮˬˤˣˬ ˞˷ˣˮˢ ˸˞ ˫˧˶˧˩ˬ ˫˞ ,˨˧˶˴˷ ˧ˬ˪ ˣˬ˴˰ ˧ˮ˲˟

('ˣ˩ˣ ˲ˣ˦˲˪ ,˫˩˥ ˭ˣ˲˪˦ ,˧ˮ˥˪ˣ˷ ˟˷˥ˬ) ˢ˴˵ ˶˧˷˩ˬ ˢ˧ˢ˧ . ˸ˣ˰˴ˬ˞˟˭˧˪ˬˣˠ ˧˯˥˧ ˫˧˞˧˶˟ ˷˲˞ˬ ˫ˢ ˫˧˶

 ˸˩˶˰ˬ˪˸ˬ˞˪ ˶˷˲˞˪ˣ ˢ˴˵ ˷ˬ˸˷ˬ ˪˷ ˶ˣ˟˧˥ x˪ .˫˧˧ˬ˧ˮ˲ ˫˧˟˞˷ˬ˪ ˢ˷˧ˠ 

 

 :˶ˣ˵ˬ]1x-https://www.securew2.com/solutions/802[ 

 

˫˧ˮ˵˥˷ ˫˧˧ˤ˩˶ˬ ˪ˣ˵ˣ˦ˣ˶˲˟: 

¶ EAP π Extensible Authentication Protocol ˞˴ˬˮ˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˢ˷˰ˬ˪ ˢˤ ,ˢ˟˧˪˟  ˪˷802.1x .

˦ˬ˶ˣ˲ˢ ˪˷ ˸ˣ˰ˡˣˢˢ ˪˷ˣ s-framework ˵˲˯ˬ˷ ˸˞ ˨˶ˡˢ ˸ˣ˷˧˪ ˸˸ˬ˞ˬˢ ˪ˢˮ˪ ˞˷ˬ ˭˸ˬˣ ˪˰ 

˸˦˧˷ ˸ˣˬ˧˞ˢ )EAP method (ˡ˥˧˟ ˫˰ s-supplicant  .(˸ˣˢˡˤˢ˪ ˸˷˵˟ˬ˷ ˢˮˣ˩ˬˢ) 

¶ EAP method - ˨˶ˡˢ ˢ˸ˣ˰˴ˬ˞˟˷ ˰˴˟˸ˬ ˸ˣˬ˧˞ˢ ,˶ˬˣ˪˩ ,ˡ˴˧˩ ˢˮˣ˩ˬˢ ˸˷˵˟ˬ˷ ˸ˣˢˡˤˢ˪ 

ˢ˩˧˶˴ ˵˲˯˪ ˸˞ s-credentials ˢ ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˧˞ˢ ˸˶˷˪ ˢ˪˷-EAP framework ˸ˣˡˣ˦ˬ .EAP 

 ˭ˢ ˸ˣ˥˧˩˷EAP-TLS x-PEAP-MSCHAPv2 .(˨˷ˬˢ˟ ˨˩ ˪˰ [ˡˣ˞ˬ] ˟˧˥˶ˮ ,˟˧˸˩ ˸˞˧ˠ˷ ˞˪ ˸˞ˤ ,˞˪) 

¶ EAPoL π EAP over LAN ˸˦˧˷ ,˯ˣˬ˧˩ )encapsulation (˸˷ˬ˷ˬˢ ˰ˣˮ˧˷˪ ˸ˣ˰ˡˣˢ s-EAP  ˢˮˣ˩ˬˢˬ

 .˸˷˶˟ ˸ˬ˞ˬˢ ˠ˸ˬˢ ˪˞ ˸ˣˢˡˤˢ˪ ˸˷˵˟ˬˢEAPoL ˞ˣˢ  ˢ˟˩˷˟ ˪ˣ˵ˣ˦ˣ˶˲н. 

¶ RADIUS - ˦˶ˡˮ˦˯ˢ ˪˟ˣ˵ˬˢ ˶˸ˣ˧˟ ˸˶ˣ˷˵˸˪ ˭˧˟ ˠ˸ˬˢ ˸ˬ˞ˬˢ ˸˶˷˪ ˸ˣˬ˧˞ˢ .ˠ˸ˬˢ ˞˧˴ˣˬ ˸˞ 

-sEAP payload ˸˦˵˞˲ˬ EAPoL  ˢ˟˩˷˟)н ˣ˪ ˰˴˟ˬˣ (ˢ˧˴˪ˣ˯˲˵ˮ˞ ˸˦˵˞˲˟ RADIUS  ˢ˟˩˷˟)т (

˨˩ˣ ˢ˷˰ˬ˪ ˞ˣˢ ˶˷ˠˬ ˭˧˟ ˫˧˶˧˷˩ˬˢ ˸ˣ˟˩˷ˣ ˢˡˣ˟˰ˢ ˸ˣˮˣ˷ˢ. 

https://www.securew2.com/solutions/802-1x
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 ˧˸˶˷ ˪˰ ˢ˪ˣ˰ˬ ˶˟˯ˢRADIUS 

 ˧˸˶˷ ˪˰ ˢˮ˟ˢˢ ˸˞ ˶ˣ˟˴˪ ˟ˣ˷˥ ˵˧˲˯ˬ ˢˤ˷ ˟˷ˣ˥ ˧ˮ˞RADIUS  ˸˸˪ˣ ˢ˧˧ˮ˷ ˶ˣ˴˰˪ ˪˧˟˷˟ ˫˸˶˦ˬˣ

 ˶˟ˣˡˬ ˢˬ ˪˰ ˸˶˥˞ ˣ˞ ˣˤ˩ ˢˬ˶˟ ˰ˡˣ˧ ˢˤˢ ˶ˬ˞ˬˢ ˸˞ ˞˶ˣ˵˷ ˧ˬ ˟ˣ˶˷ ˭˧ˬ˞ˬ ˧ˮ˞ .˸˰ˡˢ ˸˞ ˫ˢ˧˪˰

˧˰˟ ˞˧ˢ ˪"ˮˢ ˵˶˲ ˸˸ˢ ˸˶˦ˬ ˪˟˞˸˧˯˧˯˟ ˢˮ˟ˢ ˸˸˪ˣ (ˢˣ˟ˠ) ˣ˵ ˶˷˧˧˪ ˶˵\  .˶˯˥˷ ˧ˬ˪ ˞˷ˣˮ˪ ˞ˣ˟ˬ 

 RADIUS - Remote Authentication Dial-In User Service ˢ˥˴ ˸˧˶˟˰˟ ˫˧˲˧ˡ˰ˬ ˫˸˞ ˫˞ ˣ˞ ,- ˷ ˸ˣ˶˧

ˠˣ˧˥˟ ˵ˣ˥˶ˬ ˸ˣˬ˧˞˪ ˷ˬ˸˷ˬ ˪˷ ˸˷˶ ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˟ˣˡˬ ,˶ˬˣ˪˩ .client-server  ˢ˧˴˵˧˪˲˞ˢ ˸ˬ˶˟ ˳˶˷

 ˢ˟˩˷)т .( 

 ˸˶˷ ,˧˪˪˩˟RADIUS ˭ˣˠ˶˞ˢ ˪˷ ˸˷˶˟ "˶ˬˣ˷ˢ" ˡ˧˵˲˸ ˸˞ ˥˵ˣ˪;  ˸˷˶˪ ˫˧˶˟˥˸ˬ ˫˧˷ˬ˸˷ˬ˷ ˭ˬˤ˟

 ˢ˷˧ˠ˪ ˧˞˩ˤ ˷ˬ˸˷ˬ .˸˷˶˪ (˸ˣˬ˧˞˸ˬˢ ˸ˣ˞˷˶ˢ˟) ˢ˷˧ˠ ˫ˢ˪ ˶˷˞ˬˣ ˫˸ˣˢˤ ˸˞ ˸ˬ˞ˬ ˞ˣˢ ˭ˣˠ˶˞ˢ

ˢ ˸˶˷ˬ ˸˷˶˪-RADIUS  ˣ˸ˣˢˤ ˸˞ ˥˧˩ˣˢ ˞ˣˢ˷ ˶˥˞˪ ˵˶-  ˷ˬ˸˷ˬ ˫˷ ,˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸ˣ˰˴ˬ˞˟

 ˣ˞ ˢˬ˯˧˯ˣcredentials .˫˧˶˥˞ 

RADIUS Client  ˤ˩˶ ˸ˬˠˣˡ˩) ˸˷˶ ˟˧˩˶ ˞ˣˢVPN .˫˧˷ˬ˸˷ˬ ˪˷ ˸ˣˬ˧˞ˢ ˪˰ ˧˞˶˥˞˷ (ˠ˸ˬ ˣ˞ ˟˸ˮ ,

RADIUS Server  ˸˶˷ ˪˰ ˳˶˷ ˨˧˪ˢ˸ˢ ˞ˣˢUNIX  ˣ˞Windows  ˪˷ ˫˧˪˧˲ˣ˶˲ˢ ˸˞ ˪ˢˮ˪ ˣˮ˪ ˶˷˲˞ˬˣ

˟ ˫˧˷ˬ˸˷ˬˢ-DB .ˤ˩ˣ˶ˬ ˡ˥˞ .˸˷˶˪ ˶˟˥˸ˢ˪ ˪ˣ˩˧ ˧ˬ ˪˰ ˦˪ˣ˷ˣ ˢ˞ˣ˶ ˞ˣˢ ,˶ˬˣ˪˩ 

˷˩-user ˪ ˶˟˥˸ˢ˪ ˢ˴ˣ˶RADIUS Client- s-RADIUS Client  .˸˶˷˪ ˢ˸ˣ˞ ˥˪ˣ˷ˣ ˢ˷˵˟ˢ ˸˞ ˥˵ˣ˪ 

 

 :˶ˣ˵ˬ]861-authentication/thread/450231-radius-the-configure-to-https://forum.huawei.com/enterprise/en/how[ 

https://forum.huawei.com/enterprise/en/how-to-configure-the-radius-authentication/thread/450231-861
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ˢ ˪˷ ˰˟˦˟ ˶˧˷˧ ˭˲ˣ˞˟ ˢ˧ˣ˪˸ ˯ˣ˧ˡ˶ˢ ˸˶˷ ˪˷ ˢˡˣ˟˰ˢ-ecosystem  ˫˧˸˶˷ˢ ˪˩˪ ,˸˞ˤ ˫˰ .˸˷˶ˢ ˪˷

 ˸ˣ˪ˣ˩˧ ˷˧AAA )Authentication, Authorization, Accounting˧ˠˣ˯ˬ ˵˪˥˟ˣ ( s-ecosystems  ˸˶˷ˢ

˩ ˷ˬ˷˪ ˪ˣ˩˧ ˯ˣ˧ˡ˶-proxy client  .˫˧˶˥˞ ˯ˣ˧ˡ˶ ˧˸˶˷˪ 

˦ˮ˶˦ˮ˧˞ ˧˸ˣ˶˧˷ ˧˵˲˯ ,˪˪˩ ˨˶ˡ˟ (ISP) ˸˶˷˟ ˫˧˷ˬ˸˷ˬRADIUS  ˸ˣˬ˧˷ˬ ˰ˣ˴˧˟˪ ˷˧˞ˣ˶ , ˢ˞˷˶ˢ

˞ˮˣ˟˷˥ˣ ˪ˣ˵ˣ˦ˣ˶˲ˢ .˸ˣ˟ ˷ˬ˸˷ˬ-UDP  ˦˶ˣ˲˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ˣ ˢ˶ˣ˟˰˸ˢ ˸˟˩˷˟ ˪ˣ˵ˣ˦ˣ˶˲˩мумн 

ˣ ˸ˣˬ˧˞˪-мумо  .˸ˣˮˣ˟˷˥˪ ˸˞ ˶˞˸˪ ˭˸˧ˮ ,˧˪˪˩˟˧˟˪˷ AAA  :˟˪˷ ˪˩ ˪˷ ˡ˧˵˲˸ˢ ˧˲˪ ˢ˶˴˵˟ 

¶ ˸ˣˬ˧˞ ˟˪˷: ˞ˡˣˣˬ ˸˶˷ˢ ˢ ˸˞-credentials ˬ˟ˬ˧ˬˣ˵ˬ ˫˧ˮˣ˸ˮ ˡ˯ 

¶ ˞˷˶ˢ ˟˪˷ˢ ˸˶˷ˢ : ˟˞˷ˬ˪ ˢ˷˧ˠ˪ ˢ˷˵˟ ˶˷˞˪ ˫˞ ˰˟ˣ˵ˣ˸˟ˣ˸˩ IP ˥ˣ˵˪˪ ˸˧˴˵ˣˬ. 

¶ ˸ˣ˞ˮˣ˟˷˥ ˟˪˷:  ˥ˣ˸˧ˮ ˸˶˦ˬ˪ ˫˧˟˞˷ˬ˟ ˷ˣˬ˧˷ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˱ˣ˯˧˞ ,˸ˣˮˣ˟˷˥ ˸˶ˣ˵˧˟ ,˸ˣˬˠˬ

˸ˣ˧ˣ˪˰ ˸˞˴˵ˢ ˣ˞ ˢ˪˰˲ˢˢ ˭ˬˤ ˶ˣ˟˰ ˟ˣ˧˥. 

 ˞˧ˢ ˫˩˵˪˥˪ ˢ˸˪˰ ˧˞ˡˣˣ˟˷ ˸˧ˬ˧˦˧ˠ˪ ˢ˪˞˷-  ˪˪˩˟ ˰ˣˡˬ802.1x  ˸˶˷ ˨˧˶˴RADIUS? 

ˢ ˸ˬ˶˟ ˫˧˶˟˥˸ˬ˷ ˫˧˷ˬ˸˷ˬˢ ˪˷ ˫˧ˮˣ˸ˮˢ ˪˩ ˸ˬ˞˧˷ ˸˷˶˟ ˣˢ˷˧ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ,˭˩˟ˣ-LAN  ˶˪˧ˣ˲˯ˣ- 

 ˢ˩˩ ˫ˠ ˞ˣˢ ,ˠ˸ˬˢ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞˪ ˢˤ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ,ˣ˪˧˞˩ .˵˧˲˯ˬ ˫˧˵ˤ˥ ˫˸ˣ˞ ˫˧˷ˣ˰ ˞˪ ˩"˶ˡ˟ˣ ˯ˣˬ˰

 ˸ˣ˧ˢ˪ ˟˧˧˥ ˢ˧ˢ˧ ˢˤ ˪˟˞ ˞ˣˢAP  ˸ˣˬ˧˞ ˪˷ ˢ˶˵ˬ˟ ˣˬ˩ ,˱ˣ˶˧˦˟ ˵ˤ˥PSK )pre-shared key ˤ˞ ˫ˠˣ) (

 ˪˷ ˢ˶˵ˬ˟WLAN service ,802.1x  ,˦ˣ˷˲ ˞ˣˢ ˭ˣ˶˸˲ˢ ˭˲ˣ˞ .(˶˸ˣ˧ ˳˪ˬˣˬˢˣ ˞˪ˬˢ ˭ˣ˶˸˲ˢ ˦ˣ˷˲ ˞ˣˢ

 ˶ˣ˷˵ˢ ˪˩˟ ˢˤ˶˦ ˞ˬ˞ ˸ˣ˧ˢ˪ˣ ˫˪ˣ˩˪ ˠˣ˞ˡ˪ ˰ˡ˸ ˞˧ˢ .ˢ˪˷ ˢˡˣ˟˰ˢ ˪˩ ˢ˧ˢ˧ ˢˤ˷ ˸˷˶˪ ˸ˣ˷˧ ˯˧ˮ˩ˢ˪

 .˪ˣˢ˧ˮˣ ˸ˣˬ˧˞˪ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˧˞ˡˣˣ˟ ˫˧˶˧˩ˬ ˫˩˵˪˥DIAMETER ˬ ˥˸˲˸ˢ˷-RADIUS  ˭ˣˠ˩ ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˶ˣ˲˧˷ ˪˪ˣ˩ˣ

˥˟ ˷ˣˬ˧˷ ˪˷ ˶˸ˣ˧ ˟˧˴˧ ˶ˣ˟˧TCP  ˫ˣ˵ˬ˟)UDP ˣ˞ (SCTP ˪ ˸ˣˡˣˢ ˶˸ˣ˧ ˢˢˣ˟ˠ ˢ˥˦˟˞ˣ-TLS. 

 

 ˸˶˷ ˢˬ ˤ˞RADIUS  ?˸ˣ˷˰˪ ˰ˡˣ˧ 

 ˳˟ˣ˵˪ (ˡˣ˰ˣ ˸ˣˮˣ˟˷˥ ˟˴ˬ ,˸ˣˬ˧˞ ˸ˣ˷˵˟) ˸ˣ˧˪ˣˢ˧ˮ ˸ˣ˪ˣ˰˲ ˡ˰˸˪ ˢˤ ˫˞ ˭˧˟ .˫˧˶˟ˡ ˢ˟˶ˢ ,˭˩˟ˣtxt  ˣ˞

 ˸˶˷˪DB  ˪˷SQL ˳˟ˣ˵ˢ ˶˷˞˩ ˣ˞ ˧˷ˡˣ˥ ,˧˰ˣ˟˷ ,˧ˬˣ˧ˬˣ˧) ˫˧ˮˬˤ ˧˲˪ ˷ˡ˥ ˫˧ˠˣ˪ ˡˣ˰˧˸ ˳˟ˣ˵ ˸˶˧˴˧ ,

 ˸ˣ˟ˣ˸˩˪ ˶ˣ˦˪˧˲ ˰˴˟˪ ,(˫˧ˣ˯ˬ ˪ˡˣˠ˪ ˰˧ˠˬIP  ˸ˣ˶˟˥˸ˢ ˸ˣ˯˧˪ˣ˲ ˣ˪˞ ˫˞ ˭˧˟ ˣ˞ ˧˪ˣ˩ˣҌ  ˸˷˶ ˸ˣ˯˧˪ˣ˲

.ˣˮ˶ˡˠˢ ˫˧˪ˢˮˬ˩ ˣˮ˥ˮ˞˷ 

  



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  сф 
 

:˸ˣ˯˧˪ˣ˲ ˠˣ˲ˮ˧˵˪ ˸ˣ˞ˬˠˣˡ 

¶  ˫ˣ˧ˣ ˭ˬˤ ˸ˣ˯˯ˣ˟ˬ ˸ˣ˪˟ˠˢ-  ˢˡˣ˟˰ˢ ˸ˣ˰˷˟ ˵˶ ˶˟˥˸ˢ˪ ˢ˶˟˥˟ ˫˧ˡ˟ˣ˰ˢ ˪˩˪ ˶˷˲˞˪ ,˪˷ˬ˪

) ˸ˣ˧˪˞ˮˣ˧˴ˮ˟ˮˣ˵ˢс:лл-нл:лл ˷ˬ˸˷ˬ ˱˞˪ ˶˷˲˞˪ ˞˪ ˣ˪˪ˢ ˸ˣ˰˷ˢ ˳ˣ˥ˬˣ ˸˷˶ˢ ˧˟˞˷ˬ˪ (

:˫˧˷"˲ˣ˯˟ ˪˪ˣ˩ ,˶˟˥˸ˢ˪ 

 

¶ ˢ ˧ˠˣ˯ ˪˰ ˢ˪˟ˠˢ-media  ˸˷˶˪ ˶˟˥˸ˢ˪ ˭˸˧ˮ ˫˩˶ˡ-  ˪˷ ˵ˣ˥˶ˬ ˶ˣ˟˧˥ ˶˷˲˞˪VPN  ˵˶ ˸ˬ˞˪ˣ

 ˪˷ ˫˧˶ˣ˟˧˥Wireless + Ethernet: 
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¶ ˢ ˠˣ˯ ˪˰ ˸ˣ˶ˡˠˢ-tunnel :˶˟˥˸ˢ˪ ˪˩ˣ˧ ˷ˬ˸˷ˬ ˣ˸ˣ˰˴ˬ˞˟˷ 

 
  

 

 ˧˸˥˵˪ ,˫˩˸ˣ˧˥ˣˮ˪ ˤ˞ ,ˢ˯˧˪ˣ˲ ˪˩ ˪˰ ˟ˣ˸˩˞ ˫˞ ˧˦ˮˣˣ˪˶ ˞˪ ˶˟˩ ˢˤ ,˟ˣ˦Screenshot  ˸ˣ˯˧˪ˣ˲ˢ ˪˩ ˪˷

:˸˧˦ˮˣˣ˪˶ ˭ˢˬ ˸˥˞ ˪˩ ˧˸ˬ ˶˞˷˪ˣ ˶ˣ˟˰˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ .ˠ˲ˮ˵˪ ˭˸˧ˮ˷ ˸ˣ˧˪˪˩ˢ 
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 ˞˪ ˦˪˥ˢ˟ ˣ˪˞ ˸˞ ˶˧˩ˬ˷ ˸˷˶ ˪ˢˮˬˣ ˢˢˣ˟ˠ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˠ˧˴ˬ ˭˩˞ ˸ˣ˯˧˪ˣ˲ ˠˣ˲ˮ˧˵ .˸ˣ˧˴˲ˣ˞ ˦˰ˬ

.˸ˣ˯˧˪ˣ˲ ˸˟˪˴ˢ ˪˷ ˢ˶˵ˬ˟ ˡ˥ˣ˧ˬ˟ .˶˸ˣ˧ ˫˧˟ˣ˦ ˪ˣˢ˧ˮˣ ˸ˣ˷˧ˠˮ ˵˧ˮ˰˧ ˸˧˸ˣ˩˧˞ ˢ˶ˣ˴˟ ˸ˣ˧˴˲ˣ˞ˢ 

 ˣˮ˧˧ˮ˰˪ ,ˢ˶˵ˬ ˪˩˟-  ˸˶˷ ˫˧˵ˮ ˶ˬ˞ˬˢ ˨˷ˬˢ˟Radius  ˣ˸ˣ˞ ˠ˲ˮ˵ˮˣ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˪˰ ˣˮˬ˴˰˟

˥˪ ˫˞˸ˢ˟ ˸ˣ˵ˣ802.1x . 
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 ˨˧˪ˢ˸ ˸ˮ˟ˢ802.1x - ˫˧˪˪ˣ˴ ˢˬ˧ˡ˵ 

 ˡ˴ˢ ˪˷ ˢˮ˟ˢˢ ˸˞ ˶˸ˣ˧˷ ˢˬ˩ ˦˷˲˪ ˸ˣ˯ˮ˪ ˪˧˟˷˟˧˪ˣ˵ˣ˦ˣ˶˲ˢ- ˨˪ˣˢ ˧ˮ˞ ˨˧˪ˢ˸ˢ ˧˶ˣ˥˞ˬ˷ ˧˸˶ˣ˷˵˸

 ˠ˧˴ˢ˪о :˥ˣ˸˧ˮ ˪˷ ˸ˣˮˣ˷ ˸ˣˬ˶ 

¶  ˪˷ ˧˦˵˶˦˯˟˞ˢ ˨˧˪ˢ˸ˢ ˸˞ ˸˶˞˸ˬ˷ ˸˧˪˪˩ ˢˬ˶ˠ˞˧ˡ ˠ˧˴ˢ˪ ˸˩˪ˣˢ ˢˮˣ˷˞˶ˢ ˢˬ˶ˢ802.1x ˞˧ˢ .

 ˸˩˪ˣˢ ˞˪ ˪˷ ˫˧˧˪˪˩ ˫˧˟˪˷ ˠ˧˴ˢ˪ ˞˪˞ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˟ ˣ˞ ˫˧˧˶ˣˮ˧ˬ ˫˧˦˶˲˟ ˧ˡ˧ˬ ˶˸ˣ˧ ˵ˬ˰˸ˢ˪

.˭˵˸ˢ 

 

¶ ˣ ˶˸ˣ˧ ˢ˶˧˷˰ ˢˬ˶ˠ˞˧ˡ ˠ˧˴ˢ˪ ˸˩˪ˣˢ ˢ˧˧ˮ˷ˢ ˢˬ˶ˢ'˫˧˦˶˲ ˸˶ˣ˦˰'  ˸˞ ˞˪ˬ ˭˲ˣ˞˟ ˸˶˞˸ˬ˷

 ˶˥˟ˮ ˸ˣˬ˧˞ ˪ˣ˵ˣ˦ˣ˶˲ ˫˰ ˨˧˪ˢ˸ˢ- PEAP ˧˪ˣ˵ˣ˦ˣ˶˲ ˶˲˯ˬ ˫ˮ˷˧ ,˶ˣˬ˞˩ .EAP  ˫˸ˣ˰˴ˬ˞˟ ˶˷˞

 ˸˞ ˰˴˟˪ ˭˸˧ˮ ˸˞ ˞˵ˣˣˡ ˠ˧˴ˢ˪ ˶˥ˣ˟ ˧ˮ˞ .˨˧˪ˢ˸ˢPEAP  ˸ˣˮˣ˩ˬ˟ ˢ˶˧˥˟˪ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ

 ˠˣ˯ˬWindows˞˪ˬ ˸ˣ˧ˢ˪ ˨˪ˣˢ ˪"ˮˢ ˢˬ˶˟ ˥ˣ˸˧ˮˢ .  ˶˸ˣ˧.˫˪˷ ˞˪ ˭˧˧ˡ˰ ˨˞ 

 

¶  ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˟ ˸ˣ˶˟ˣ˰ ˢ˶˩˷˞˷ ˸ˣ˦˵˞˲˪ ˢ˯˧ˮ˩ˢ ˸˞ ˠ˧˴ˢ˪ ˢˡ˧˸˰ ˢˮˣ˶˥˞ˢˣ ˸˧˷˧˪˷ˢ ˢˬ˶ˢ

 ˸ˣ˰˴ˬ˞˟Wireshark  .˭ˢ˪˷ ˥ˣ˸˧ˮˣ ˠˣ˯ˬ ˭ˣ˲˦˶˞ˬ˯ ˶˧˷˩ˬ ˪˰ ˪˩˸˯ˢ˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞Huawei 

 ˠ˸ˬˣ ˸˷˶˪ ˶˟˥˸ˢ˪ ˰˧ˠˬ˷Cisco Meraki  ˸˶˷ ˪ˣˬ ˪˞ ˣ˸ˣ˞ ˸ˬ˞ˬCisco ISE ˢˬ˶˟ ˥ˣ˸˧ˮˢ ˸˞ .

˪ ˵˶˲ˮ ˣˮ˥ˮ˞ ˪"ˮˢ-н: 

V  uno - ˠ˸ˬˢ ˪ˣˬ ˭ˣ˲˦˶˞ˬ˯ˢ ˪˷ ˸˶ˣ˷˵˸ˢ 

V  dos -  ˸˶˷ ˪ˣˬ ˠ˸ˬˢ ˪˷ ˸˶ˣ˷˵˸ˢˢ  ˸ˣˬ˧˞ 

 

 ˥ˣ˸˧ˮ ˸ˬ˶ ˪˩ ˪˷ ˢˮ˟ˢˢ ˫˞˷ ˶ˬˣ˪ ˥ˣ˦˟ ˧ˡ ˢˤ ˶˷˞˩ ˢ˧˶˥˞˷ ˢˬ˶ˢ ˪˷ ˶˸ˣ˧ ˢ˟ˣ˦ ˢˮ˟ˢ ˶˷˲˞˸

ˬ˶ ˸˞ ˫˸ˮ˟ˢ ˸ˣн x-о ˞ˣ˪ˬ˟ ˭- .ˣ˪ˣ˩ ˨˧˪ˢ˸ˢ ˸˞ ˫˸ˮ˟ˢ 

.˪˧˥˸ˮ ˢ˪˪˞˧ 

 
  



 
 

(Native) Hypervisor from Scratch - ˟ ˵˪˥' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ125, ˶˞ˣˮ˧ 2021  то 
 

ˢˬ˶ м -  ˪˷ ˧˦˵˶˦˯˟˞ˢ ˨˧˪ˢ˸ˢ ˸˞ ˸˶˞˸ˬ˷ ˸˧˪˪˩ ˢˬ˶ˠ˞˧ˡ802.1x: 

 

 

?˫˴˰˟ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˢˬ ˤ˞ 

˪˞ ˣ˞ ˧ˣˣ˵ ˶˧˷˩ˬ) ˥ˣ˵˪- ˪ˣ˵ˣ˦ˣ˶˲˷ ˠ˸ˬ˟ ˦˶ˣ˲˪ ˢˮˣ˷˞˶˪ ˶˟˥˸ˬ (˧˦ˣ˥802.1x  ,˭˩ˬ ˶˥˞˪ .ˣ˟ ˪˰ˣ˲

 ˥ˣ˵˪ˢ ˪˰ ˸˟˷ˣ˧˷ ˢˮ˩ˣ˸ˢ ˵ˣ˧ˡ ˶˸˧˟) ˥ˣ˵˪ˢ- s-supplicant˸˰ˡˣˢ ˥˪ˣ˷ (Request  EAPoL  ˪˰ ˠ˸ˬ˪

.˸˷˶˪ ˶˟˥˸ˢ˪ ˢ˴ˣ˶ ˢ˴˵ ˶˧˷˩ˬ ˧˩ ˣ˪ ˰˧ˡˣˢ˪ ˸ˮˬ 

 ˸ˬ˞ˬ˩ ˷ˬ˷ˬ˷) ˠ˸ˬˢ- authenticator ˸˦˵˞˲ ˥˪ˣ˷ (EAP  .˸ˣˢˡˤˢ˪ ˶˧˷˩ˬˢˬ ˷˵˟ˬ ˞ˣˢ ˢ˟

  ˸˦˵˞˲ ˨ˣ˸˟ ˸ˣˬ˧˞ˢ ˸˶˷˪ ˢ˰ˡˣˢˢ ˸˞ ˶˧˟˰ˬ ˠ˸ˬˢ ,ˣ˪ ˢˮˣ˰ ˥ˣ˵˪ˢ ˶˷˞˩RADIUS ˱ˣ˪˧˥ ˫˧˧˵˸ˬ .

˨ˣ˪ˢ- ˸ˣ˰ˡˣˢ ˪˷ ˶ˣˤ˥Challenge-Response  (˪˟˵ˬ ˞˪ ˣ˞) ˪˟˵ˬ ˥ˣ˵˪ˢ ˭˲ˣ˯˟ ˶˷˞˩ ˢ˷ˣ˪˷ˢ ˭˧˟

 .˸˷˶˪ ˶ˣ˟˧˥ ˶ˣ˷˧˞ 

 ˶˧˷˩ˬˢˣ ˣ˪ ˯˞ˬˮ˷ ˡ˰ ˸˷˶˟ ˧˥\ ˸˰ˡˣˢ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˵˸ˮ˸ˬ ˞ˣˢ ˤ˞ˣ ˢ˸˧˟ˢ ˸˩˪˪ ˭ˬˤˢ ˰˧ˠˢ ˣ˞

EAP Logoff  ˟˴ˬ˪ ˦˶ˣ˲ˢ ˸˞ ˶˧ˤ˥ˢ˪ ˠ˸ˬ˪ ˸˸˸ˣ˞ˬ ˶˷˞unauthenticated  ?˞˪ ,˦ˣ˷˲ . 

 (˦˰ˬ˩) ˞˪ˬˢ  ˸ˣˬ˧˞ ˨˧˪ˢ˸ ˢ˞˶ˮ ˡ˴˧˩ ˢ˞˶ˮˣ ˢˬ˧ˡ˵ ˡ˰˴ ˡˣ˰ ˥˵˧ˮ ,˸˧˪˪˩ˢ ˢ˶ˣ˴ˢ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪

 ˪˷802.1x ˞˟ ˸ˣ˰˴ˬPEAP. 
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ˢˬ˶ н -  ˢˬ˶ˠ˞˧ˡ'˫˧˦˶˲ ˸˶ˣ˦˰'  ˨˧˪ˢ˸ ˸˞ ˸˶˞˸ˬ˷802.1x  ˶˥˟ˮ ˸ˣˬ˧˞ ˪ˣ˵ˣ˦ˣ˶˲ ˫˰- :PEAP 

 

  ˢˬˬ ˟˩˶ˣˬ ˶˸ˣ˧ 'ˢ˟˶ˢ' ˞˪ ˢ˲ ˠ˴ˣˬ˷ ˢˬ˷ ˥˧˦˟ˬ ˧ˮ˞ ,ˢ˶˵ˬ ˪˩˟ .˶˸ˣ˧ ˫˧˧˞ˬ ˢ˞˶ˮ ˦˪˥ˢ˟ ˢˤ ,˭˩˟ˣ

.˪˧˥˸ˮ .˸ˬˡˣ˵ˢ ˢˬ˶ˠ˞˧ˡ˟ ˠ˴ˣˢ˷ 
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 ˧˩ ˫˪ˣ˩˪ ˶ˣ˶˟ ˢˤ˷ ˢˣˣ˵ˬ ˧ˮ˞ ,˸˧˷˞˶ˢ ˸˞ ˷ˬ˸˷ˬ˪ ˶˧˟˰ˢ˪ ˨˧˶˴ ˢ˧ˢ ˪˧˥˸ˢ ˪˪˩˟ ˨˧˪ˢ˸ˢ˷ ˧ˮ˲˪-

credentials  ˣ˪˷Ҍ ˟ ˢ˸ˣ˞ ˠ˲ˮ˵˪ˣ ˸˶˷ ˸ˡˣ˰˸ˢ ˸˞-certmgr.msc ˢ ˶˷˞˩˷ ˨˩ ˥ˣ˵˪ˢ ˪˷ ˢˮˣ˩ˬ˟- 

supplicant  ˪ˤ˶˟ ˧˷ˣˠ ˫ˢ ˫˧˟˷˥ˬ ˫ˣ˧ ˪˷ ˣ˲ˣ˯˟ .ˢ˧˧˪˰ ˨ˣˬ˯˪ ˰ˡ˧ ˞ˣˢ ˸˶˷ˢ ˪˷ ˢˡˣ˰˸ˢ ˸˞ ˪˟˵˧

 ˤ˞ ˫ˢ˪ ˫˧˶ˬˣ˞ ˣˮ˥ˮ˞˷ ˢˬ ˣ˷˰˧˷.ˢ˶ˣ˶˟ ˢ˶ˣ˴˟ ˪˩ˢ ˫ˢ˪ ˡ˧ˠˢ˪ ˟ˣ˷˥ 

 ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞802.1x  ˪˰ ˯˯ˣ˟ˬˢPEAP ˪ ˵˪˥˪ ˶˷˲˞-р  :˫˧˟˪˷˪ˣ˥˸˞ (initiation) ,˸ˣˬ˧˞ 

(authentication) ,ˢ˞˷˶ˢ (authorization) , ˪ˣˢ˧ˮ)Accountingˣ ( ˪ˣ˯˧˥)termination.( 

˟˪˷ ˪ˣ˥˸˞ˢ )bн-п( ˪˧˥˸ˬ  ˷ˡ˥ ˶˧˷˩ˬ ˢˢˤˬ ˸ˬ˞ˬˢ ˶˷˞˩˷˶ˣ˟˧˥ ˶ˣ˴˧˪ ˢ˯ˮˬ )Link up  (˦˶ˣ˲˟

ˢ ˫ˠ ˢ˟ ˢ˧˴˲ˣ˞ ˸ˬ˧˧˵ ˨˞-supplicant ˟˴ˬˢ ˸˞ ˣˬ˴˰˟ ˫ˣˤ˧ ˟˴ˬ˟ ˶ˡˠˣˬ ˸ˣˬ˧˞ˢ ˦˶ˣ˲ .

ñunauthorizedò  ˸˶ˣ˟˰˸ ˵˶ ˶˷˲˞ˬˣ802.1x.˦ˬ˷ˣ˧ ˶˥˞ ˶ˣ˟˧˥˪ ˭ˣ˧˯˧ˮ ˪˩ ,  ,ˠ˸ˬˢ ˪˷ ˣ˦˟ˬ ˸ˡˣ˵ˮˬ

 ˸˰ˡˣˢ ˥˪ˣ˷ ˞ˣˢ ˶ˣ˟˧˥ ˢˢˤˬ ˞ˣˢ˷ ˶˥˞˪EAP Request Identity ˸ˣ˷˧ˢ ˧ˬ ˪˞ˣ˷ ˞ˣˢ ˶ˬˣ˪˩ ,

 ˭˸˧ˮ) ˫˧˰ˣ˟˵ ˭ˬˤ ˧˵˶˲˟ ˢ˷˵˟ˢ ˸˞ ˥ˣ˪˷˪ ˪˥ˬ ˞ˣˢ ˢ˟ˣ˷˸ ˪˟˵ˬ ˞˪ ˠ˸ˬˢ ˫˞ .˶˟˥˸ˢ˪ ˸˷˵˟ˬ˷

.(ˠˣ˲ˮ˧˵˪  

-ssupplicant  ˸˰ˡˣˢ ˥˪˷˧EAPoL Start frame  ˳˧˞ˢ˪ ˢ˴˶ˮ ˶˷˞˩ (ˢˬ˶ˠ˞˧ˡ˟ ˭ˣ˸ˮ˷ ˣˬ˩) ˢ˪˥˸ˢˢ ˪˰

ˢ ˸ˮ˩ˣ˸ ˫ˢ˟ ˫˧˶˵ˬ˟ ˣ˞ ˨˧˪ˢ˸ˢ ˸˞-supplicant ˬ ˞˪˪ ˸ˣˮ˰˪ ˭˧˧ˡ˰ ˢˮ˩ˣ-EAP Request  ˠ˸ˬˢˬ

 ˟˴ˬ˟ ˭˧˧ˡ˰ ˞˧ˢ˷˩ ˦˶ˣ˲˪ ˢˮˣ˩ˬˢ ˸˞ ˫˧˶˟˥ˬ ˶˷˞˩ ˞ˬˠˣˡ˪)boot ˧ˣˣ˵ ˞˪ ˶ˣ˟˧˥˟ ˶˟ˣˡˬ ˶˷˞˩ ˫ˠˣ (

 ˸ˬˠˣˡ˩)Wi-Fiˢ ˟˴ˬ˟ ˧ˣˮ˧˷ ˸ˣˢˤ˪ ˪ˣ˩˧ ˞˪ ˠ˸ˬˢ ˣ˟ (Link- ,˶ˣˬ˞˩ .802.1x  ˫˧˶˧˷˩ˬ ˸ˣˬ˧˞˪ ˫˞˸ˣˬ

˪˞ˣ ˫˧ˣˣ˵-.ˡ˥˞˩ ˫˧˧˦ˣ˥ 

 ˸˥ˣˣ˶ˢ ˢ˴˪ˬˢˢˢ ˸ˣˮ˩ˣ˸ ˸˞ ˠ˲ˮ˵˪ ˞˧ˢ-supplicant  ˸˰ˡˣˢ ˥ˣ˪˷˪EAPoL Start .˭ˬ˴˰˟ 

˟˪˷ ˸ˣˬ˧˞ˢ )4b-16 ˭˩˞ ˞ˣˢ˷ ˣ˪˷ ˨˶ˣ˞ˢ ˧˲˪ ˸ˣ˞˶˪ ˶˷˲˞ ˵˲˯ ˞˪˪ˣ ˨˧˪ˢ˸˟ ˧ˤ˩˶ˬˢ ˟˪˷ˢ ˞ˣˢ (

 ˭˧˟ ˨ˣˣ˸ˬ˩ ˷ˬ˷ˬ (˶ˣ˲˧˯˟ ˸ˬ˞ˬˢ ˡ˧˵˲˸ ˸˞ ˥˵ˣ˪˷) ˠ˸ˬˢ .˪ˣ˵ˣ˦ˣ˶˲˟ ˧ˤ˩˶ˬ ˧˩ˢ ˥˸ˮˢ ˸˞ ˢˣˣˢˬ

˸ˣˬ˧˞ ˸˶˷˪ ˢ˴˵ ˶˧˷˩ˬˢ - ˢ ˸ˣ˰ˡˣˢ ˸˞ ˥˵ˣ˪ ˞ˣˢ-EAPˢ ˸˞ ˵˶˲ˬ ,-payload ˸˰ˡˣˢ˟ ˣ˸ˣ˞ ˱˦ˣ˰ ,

RADIUS  ˨ˣ˲ˢˢ ˭ˣˣ˧˩˟ ˢ˶ˣ˵ ˢˬˣˡ ˨˧˪ˢ˸ .˸˶˷˪ ˢ˦˵˞˲ˢ ˸˞ ˥˪ˣ˷ˣ- .˥ˣ˵˪˪ ˸˶˷ˢˬ 

 ˸ˣ˰˟˵ˮ ˣ˩˪ˢˬ˟˷ ˭ˣˣ˧˩ˬ ˟ˣ˷˥ ˸ˣˬ˧˞ˢ ˟˪˷н  ˸˥˦˟˞ ˪˰ ˶˧˷˧ ˭˲ˣ˞˟ ˸ˣ˰˧˲˷ˬ˷ ˸ˣ˧ˤ˩˶ˬ ˸ˣˡˣ˵ˮ

:˪ˣ˵ˣ˦ˣ˶˲ˢ 

¶ ˢ ˸˰˟˵ˮ-EAP method -  ˥˪˷˧ ˥ˣ˵˪ˢ ˣ˩˪ˢˬ˟˷ ˶ˣ˟˧˥ˢ ˸˶ˣ˴˸credentials  ˪˞ ˸ˣˢˡˤˢ˪ ˸ˮˬ ˪˰

 ,ˢˡˣ˰˸ ,˞ˬ˯˧˯ ˪˰ ˯˯˟˸ˢ˪ ˢ˪ˣ˩˧ ˸ˣˬ˧˞ˢ ˸˶ˣ˴˸ .˸˶˷ˢ ˪ˣˬtoken  .'ˣ˩ˣ 

¶ ˢ ˸˥˧˪˷ ˧ˮ˲˪-credentials , ˸˪˰˸˟ ˶˟ˣ˰ ˰ˡ˧ˬˢ ˣ˩˶ˡ ˨ˣˣ˸ˢ ˪˰ ˫ˢ˧ˮ˟ ˫˧ˬ˧˩˯ˬ ˥ˣ˵˪ˢˣ ˸˶˷ˢTLS 

 ˶ˣ˸˟ ˸ˮ˲˴ˣˬhash . 

ˣ˴˸ˢ ˢˬ˶ˠ˞˧ˡ˟˷ ˢˬˠˣˡ˟ ˸˶EAP  ˞˧ˢ ˢ˶˥˟ˮ˷PEAP  ˫˰Challenge/ Response  ˪˷EAP-MS-

CHAPv2. 
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˥ˣ˵˪ˢ ˸˥˧˪˷ ˸ˣ˰˴ˬ˞˟ ˢ˸ˣ˞ ˸ˣ˥ˡ˪ ˣ˞ ,"˶ˠ˸˞"˪ ˸ˣˮ˰˧ˢ˪ˣ ˢ˦˧˷ˢ ˸˞ ˪˟˵˪ ˪ˣ˩˧NAK  ˪˷ ˶ˣ˴˧˵) 

Negative Acknowledgement( ˢ ˸˦˧˷ ˸˞ ˥ˣ˪˷ˣ EAP-˸ˬ˞˸ˢ˪ ˭˩ˣˬ ˞ˣˢ ˢ˟.  ˶˧˟˯ˮ ,ˢ˞˟ˢ ˢˬ˶˟

.˸ˣ˦˵˞˲ˢ ˪˷ ˶˟˰ˬˢ ˧˶˥˞ ˟ˣ˵˰ˮ˷ ˨˪ˢˬ˟ ˢˤˢ ˰˦˵ˢ ˪˩ ˸˞ (˫˧ˠˡˮˣ) 

 ˫˧˶˥ˣ˟ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩EAP-Method )PEAP Phase 1 ˸ˣ˦˵˞˲ ˶˧˟˰ˮ ˢ˸ˣ˰˴ˬ˞˟˷ (EAP  ˸˞ ˣ˷ˬ˷˧˷

 ˸˥˧˪˷ ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˧˞˪ ˸˩˶˰ˬˢChallenge/ Response ) ˸ˮ˲˴ˣˬ ˢ˶ˣ˴˟PEAP Phase 2.( 

 ˸˰ˡˣˢ ˥˪ˣ˷ ˸˶˷ˢ ˶˷˞˩ ˫˧˧˸˯ˬ ˸ˣˬ˧˞ˢ ˟˪˷success  ˣ˞failure ˢ ˸˪˰˸˪ ˭ˬ˧˯ˢ ˢˤˣ-TLS 

.˯˯ˣˬ˸ˢ˪ 

˟˪˷˟  ˢ˞˷˶ˢˢ)-18, 19-23мт(,  ˵˲˧˯ ˥ˣ˵˪ˢˣ ˢˡ˧ˬ˟credentials  ˶˧ˤ˥ˬ ˸ˣˬ˧˞ˢ ˸˶˷ ,˫˧ˬ˞ˣ˸

 ˸˰ˡˣˢRADIUS-Access-Accept  ˫˰payload  ˸˰ˡˣˢ ˪˷EAP-Success ˦˶ˣ˲˪ ˢ˷˧ˠˢ ˠ˸ˬ˪ ˪ˬ˯ˬ ˢˤ .

 .˪"ˮˢ ˶˧˷˩ˬ˪ ˸˶˷ˣ˞ˬ 

) ˸˷˶˪ ˸˧ˬ˞ˮ˧ˡ ˢ˷˧ˠ ˵˲˯˪ (˟˧˧˥ ˞˪ ˦˪˥ˢ˟ ˨˞) ˪ˣ˩˧ ˸ˣˬ˧˞ˢ ˸˶˷ ,˱˯ˣˮ˟Dynamic network 

access˪ ˢ˷˧ˠ) ˷˞˶ˬ ˣ˪˴˞ ˢˠ˲ˮˣ˵˷ ˢ˯˧˪ˣ˲ ˸ˣ˰˴ˬ˞˟ (-VLAN x\ ˣ˞ACL ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˣˤ˩ ˞ˬˠˣˡ .(

˪ ˶˟˥˸ˢ˪ ˢ˞˶ˣˢ-VLAN ˢˣ ˢˡ˧ˬ˟ ˶˥˞ ˣ˞ ˢˤ˩ ˸˵˲ˣ˯ˬ ˞˪ ˣ˟ ˟˴ˬ˟ .˸ˬ˧ˣ˯ˬ ˢ˶ˣ˴˟ ˢˢˡˤˢ ˶˧˷˩ˬ

 ˸ˣ˥˲ ˣˤ ˢ˧˴˲ˣ˞ .˸ˣ˶˟˥˸ˢ˪ ˶ˣ˷˧˞ˢ ˸˰ˡˣˢ ˫˰ ˦˶ˣ˲ˢ ˸˞ ˥˸˲˧ ˦ˣ˷˲ ˠ˸ˬˢ ˸˧ˬ˞ˮ˧ˡ ˸˷˶ ˸˯˧˪ˣ˲

 ˶ˣ˴˧ˮ ˣˮˬ˴˰˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˷ˬˬˮ˷˩ ˭˩˪ˣ ˸˴˪ˬˣˬо VLAN- ˸˞ ˣ˥˪˴˷ ˫˧˶˧˷˩ˬ ˸˴ˣ˟˵ ˶ˣ˟˰ ˫˧ˮˣ˷ ˫˧

 ˣ˵˲˧˯˷ ˫˧˶˧˷˩ˬ˪ ˢ˴ˣ˟˵ ,˸ˣˬ˧˞ˢCredentials  ˸˪ˣ˩˧ ˫˸ˣ˰˴ˬ˞˟ ˭˧˞˷ ˫˧˶˧˷˩ˬ˪ ˢ˴ˣ˟˵ˣ ˫˧ˬ˧˞˸ˬ ˞˪

 ˫˰ ˸ˣˢˡˤˢ˪EAP . 

ˢ ˫˞-credentials  ˰˟˵ˣ ˶˧˷˩ˬˢ ˸ˣˢˤ ˸˞ ˢˢ˧ˤ ˸˶˷ˢˣ ˢˡ˧ˬ˟ ˣ˞) ˫˧˶˷ˣ˞ˬ ˞˪ ˵˲˧˯ ˢ˴˵ˢ ˶˧˷˩ˬ˷

 ˸˰ˡˣˢ ˶˧ˤ˥˧ ˸˶˷ˢ ,(˸˷˶˪ ˢ˷˧ˠ ˪˟˵˪ ˧˷˞˶ ˞˪ ˞ˣˢ ˸ˬ˧˧˵ˢ ˢ˯˧˪ˣ˲ˢ ˧˲˪ ˧˩RADIUS Access-Reject 

 ˫˰payload  ˪˷EAP-Failure ˫˞˸ˢ˟ .˶˧˷˩ˬ˪ ˦˶ˣ˲ˢ ˸˥˧˸˲ ˸˞ ˶˷˞˪ ˞˪ ˠ˸ˬ˪ ˸˸ˣ˞˸ ˣˤ ˢ˰ˡˣˢ .

ˣ ˥ˣ˵˪ˢ ˸˞ ˟ˣ˷ ˸ˬ˞˪ ˸ˣ˯ˮ˪ ˧ˣ˷˰ ˞ˣˢ ,ˠ˸ˬˢ ˠ˲ˮˣ˵˷ ˨˧˞˪\˪ ˦˶ˣ˲ˢ ˸˞ ˶˧˟˰ˢ˪ ˣ˞-Auth-Fail VLAN 

\x ˯˯ˣ˟ˬ) ˸ˣ˲˯ˣˮ ˸ˣˬ˧˞ ˸ˣ˦˧˷ ˸ˣ˯ˮ˪ ˣ˞MAC .('ˣ˩ˣ 

ˢ ˨˧˪ˢ˸ ˰˧ˠˬ ˸ˣˬ˧˞ˢ ˟˪˷ ˧˶˥˞--Way Handshakeп )мф-но ˫˧ˮˣ˷ˢ ˫˧˟˪˷ˢ ˸˞ ˢˮˣˣ˩˟ ˧˸ˡ˶˲ˢ .(

 ˟ˣ˸˩˪ ˫ˣ˵ˬ˟)мт-но ˬ ˵˪˥ ˞ˣˢ ˫˞ˢ ˸ˣˮ˷˶˲˪ ˥ˣ˸˲˷ ˞˷ˣˮ ˢˤ˷ ˭ˣˣ˧˩ˬ (˸ˣ˶˧˷˧-802.1x .˞˪ ˣ˞ 

˸˸ˢ-ˬ ˟˩˶ˣˬ ˪"ˮˢ ˨˧˪ˢ˸-п  ˭˧˟ ˸ˣ˰ˡˣˢ ˸˲˪˥ˢaccess point ˢ ˸ˮ˩ˣ˸ ˭˧˟˪ (ˣˮ˪˷ ˶ˣ˲˧˯˟ ˸ˬ˞ˬˢ)-

supplicant ˢ˦ˣ˷˲ ˞˧ˢ ˨˧˪ˢ˸ˢ ˸˶˦ˬ .-  ˪˩ ˸˞ ˭˧˲˴ˢ˪ ˣ˪˩ˣ˧ ˫˸ˣ˰˴ˬ˞˟ ˶˷˞ ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ ˶ˣ˴˧˪

-sData   .˶ˬ˞ˬˢ ˞˷ˣˮ˪ ˸˧˦ˮˣˣ˪˶ ˸ˣ˥˲ ˣ˧˪˞ ˢ˯˧ˮ˩ ˪˟˞ ˨˟ˣ˯ˬ ˞˪ ˣˬ˴˰ ˨˧˪ˢ˸ˢ .˧˦ˣ˥˪˞ ˨ˣˣ˸˟ ˶˟ˣ˰˷ 

 ˪ˣˢ˧ˮˢ ˟˪˷˟ ˞ˣˢ ,˸ˣˮˣ˷ ˪ˣˢ˧ˮ ˸ˣ˯˧˪ˣ˲ ˪˧˩ˢ˪ ˪ˠˣ˯ˬ ˠ˸ˬˢˣ ˢˡ˧ˬ˟ (ˢˬ˶ˠ˞˧ˡ˟ ˪˪˩ ˰˧˲ˣˬ ˞˪ ˶˷˞)

 ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪ ˪ˣ˩˧RADIUS Accounting-Request ˪ ˰ˠˣˮ˟ ˫˧ˮˣ˸ˮ ˫˰ ˸ˣˬ˧˞ˢ ˸˶˷˪-session  ˫˰

˪ ˡ˟˟ ˡ˟ ˸ˣ˥˪˷ˮ ˣ˪˞ ˸ˣ˰ˡˣˢ .ˢ˴˵ˢ ˶˧˷˩ˬ-sessions  ˶ˣ˟˧˥ ˸˞˷˶ˢˣ ˸˧ˬ˞ˮ˧ˡ ˢ˶ˣ˴˟ ˢ˞˷˶ˢ ˣ˪˟˧˵˷
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 ˫ˠˣˡˣ (ˢˬ˶ˠ˞˧ˡ˟ ˰˧˲ˣˢ ˞˪ ˭˩˪ˣ) ˶ˣ˟˧˥ˢ ˧˧˥ ˨˶ˣ˞˪ ˱˧˴˶ ˭˲ˣ˞˟ ˰˴˟˸ˬ ˪ˣˢ˧ˮˢ ˟˪˷ ,˶ˬˣ˪˩ .˸˧˪˞˵ˣ˪

ˣ ˸˰˪ ˸˰ˬ ˣ˸ˣ˞ˢ ˸˟ˣ˸˩ ,ˢ˴˵ˢ ˶˧˷˩ˬ ˫˷ ˸˞ ˸ˣˬ˧˞ ˸˶˷˪ ˵˲˯ˬ ˨˩˟-MAC ˸˟ˣ˸˩ ,IP ˸ˣˬ˧˞ˢ ˠˣ˯ ,

.˫˧ˠˣ˪ˣ ˸ˣ˵˧˦˯˧˦˦˯ ˣ˪˧˲˞ˣ ˶ˣ˟˧˥ˢ ˯˯˟˸ˢ ˣ˧˪˰ 

 ˪ˣ˯˧˥ ˟˪˷˶˷˵ˢ  ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˟ ˟ˣ˷˥ ˵˪˥ ˞ˣˢ (˫ˠ ˰˧˲ˣˬ ˞˪)802.1x ˸˞ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ .

ˢ ˪˷ ˢ˶˷ˣ˧ˢ-session ˬˠ˪ ˵˥ˬ˧ˢ˪ ˫˧˟˧˧˥ ˫˧˶ˣ˟˧˥ˢ ˪˩ ,˸ˬˣ˞ˬˢ .˸˷˶ˢˬ ˵˸ˮ˸ˬ ˢ˴˵ˢ ˶˧˷˩ˬ˷˩ ˧˶

ˢ˥˦˟˞˟ ˢ˰˧ˠ˲˪ ˶ˣ˶ˠ˪ ˫˧˪ˣ˪˰ ˧ˡ˧ˬ˟ ˫˧˵˸ˣˮˬ ˞˪˷ ˫˧˶ˣ˟˧˥ )no shit Sherlock ˪ˣ˯˧˥ ,˧˪˞˧ˡ˧˞ ˟˴ˬ˟ .(

 ˸ˬˠˣˡ˩ ,˱˧˵˰ ˞˪˞ ˶˧˷˧ ˣˮ˧˞ ˶ˣ˟˧˥ˢ ˫ˢ˟ ˫˧˶˵ˬ ˫˧ˬ˧˧˵ ˨˞ ˢ˴˵ˢ ˶˧˷˩ˬ ˵ˣ˸˧ˮ ˫˰ ˷˥˶˸ˬ ˶˷˵ˢIP 

Phones ˟)-VOIP˟ ˷ˣˬ˧˷ˣ (-Hub ˧˪˞ˣ˦˶˧ˣ ˣ˞ ˧ˤ˧˲) ˶˲˯ˬ ˫˧ˬ˧˧˵ ˣ˪˞ ˸ˣ˷˵ˬ ˪˰ ˶˟ˠ˸ˢ˪ ˸ˮˬ ˪˰ .(

 ˧ˮˣˮˠˮˬtermination  ˰ˣ˴˧˟ ˭ˣˠ˩ ˪ˣ˵ˣ˦ˣ˶˲˪Link down  ˸ˣ˰ˡˣˢ˟ ˷ˣˬ˧˷ ,˦˶ˣ˲˪ ˶˧˷˧ ˭˲ˣ˞˟EAPoL Logoff 

\x ˣ˞proxy EAPoL Logoff , ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷CDP )Cisco Discovery Protocol ˸˞ ˵ˡˣ˟ ˪˧˰˲ ˭˲ˣ˞˟˷ (

 ,˟˧˟˥ ˭ˣ˶˥˞ˣ ˶ˣ˟˧˥ˢ ˟˴ˬ˟ ˷ˣˬ˧˷-Inactivity Timer  ˞˪˷ ˶˥˞˪ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˦˶ˣ˲ˢ ˸˞ ˢ˟˩ˬ˷

     .ˢ˪˷ ˸ˣˮˣ˶˯˥ˢˣ ˸ˣˮˣ˶˸˧ˢ ˸˞ ˷˧ ˢ˦˧˷ ˪˩˪ ,˭˟ˣˬ˩ .ˠ˲ˮˣ˵ˬ ˭ˬˤ ˨˷ˬ˟ ˢ˶ˣ˟˰˸ ˣˮˬˬ ˸˪˟˵˸ˬ 

˷ ˞˧ˢ ˭˧˟ˢ˪ ˟ˣ˷˥˷ ˢˡˣ˵ˮ-dot1x  ˫˧˦˶ˣ˲ˢ ˪˰ ˭ˠˬ ˫˧˧ˤ˧˲ˢ ˫˧˦˶ˣ˲ ˪˰ ˶˟ˣˡˬ ˞˪ ,ˠ˸ˬˢ ˪˷TCP\UDP 

 ˣ˪˷ ˟˷˥ˬˢ ˸˞ ˶˟˥˪ˣ ˞ˣ˟˪ ˪ˣ˩˧ (ˠ˸ˬ˪ ˸˧ˤ˧˲ ˢ˷˧ˠ ˪˰˟) ˫ˡ˞ ˪˩˷ ˠ˸ˬ˟ ˫˧˦˶ˣ˲ ˪˰ ˢ˶˩˷˞ ˞˪˞

 ˰ˣˡˬ ˢ˟˧˯ˢ ˫ˠ ˣˤ .˫ˢ˧˪˞dot1x  ˟˩˶ˣˬ-  ˫˧˟˧˧˥ .ˢˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˢ˶ˬˣ˥˪ ˸˧ˤ˧˲ ˢ˷˧ˠ ˫˧˵˲˯ˬ ˣˮ˥ˮ˞

.˫ˢ˧ˮ˧˟ ˭ˣˤ˧˞ ˸ˣ˶˵˟ˣ ˸ˣ˥˧˦˟ ˧ˮˣˮˠˮˬ ˢ˟˶ˢ ˸ˣ˧ˢ˪ 

 

 ˢˬ˶о - s ˸ˣ˶˟ˣ˰ ˢ˶˩˷˞˷ ˸ˣ˦˵˞˲˭ˢ˪˷ ˥ˣ˸˧ˮˣ ˨˧˪ˢ˸˟: 

˸˸ˢ ,˶ˣˬ˞˩-˪ ˵˪˥˸ˢ˪ ˨˪ˣˢ ˟ˣ˶˵ˢ ˵˶˲-н :˫˧˵˪˥ 

V ˸ˬ˞ˬ˪ ˢ˴˵ˢ ˶˧˷˩ˬ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˥ˣ˸˧ˮ 

V ˸ˣˬ˧˞ˢ ˸˶˷˪ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˥ˣ˸˧ˮ  

 ˪˷ ˨˧˪ˢ˸ˢ ˭ˬˤ˟ ˣ˦˪˵ˣˢ˷ ˸ˣ˦˵˞˲ˢˬ ˵˪˥ ˪˰ ˶ˣ˟˰˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞802.1x  ˫˷ ˢ˶ˣ˵ ˫˴˰˟ ˢˬ ˥˸ˮ˪ˣ

 ."˸ˬ˞˟" 

 ˸˞ ˧˟˴˵-spcap  ˭˧˟ ˸˶ˣ˷˵˸ˢ ˪˷˸ˬ˞ˬ˪ ˥ˣ˵˪ˢ  ˭˧˟ˣ˸ˣˬ˧˞ ˸˶˷˪ ˸ˬ˞ˬˢ  ˟˧˸ˮ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ

:ˡ˥˧˟ ˟˪˷ ˧˶˥˞ ˟˪˷ ˥ˣ˸˧ˮˢ ˪˰ ˶ˣ˟˰˪ˣ ˳˟ˣ˵ˢ ˸˞ ˡ˧˶ˣˢ˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ ,˱˶ˣ˴ˬˢ 

https://drive.google.com/drive/folders/0B4-AWwD5siI1VFVTU01aV3QxWHc 

  

https://drive.google.com/drive/folders/0B4-AWwD5siI1VFVTU01aV3QxWHc
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˸ˬ˞ˬ˪ ˢ˴˵ˢ ˶˧˷˩ˬ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˥ˣ˸˧ˮ 

¶  ˭ˣ˲˪˦ :˥ˣ˵˪Huawei Nexus 6P -  ˸˟ˣ˸˩MAC Υ00:9a:cd:b7:c9:f0 

¶ :˸ˬ˞ˬ Cisco Meraki MR33  -  ˸˟ˣ˸˩MAC Υ e2:55:2d:f2:d1:54 

 

ˢ ˳˟ˣ˵ ˪˰ ˪˩˸˯ˮ- pcap. 

 ˶˧ˡˠˮ ˣˮ˧˪˞ ˧˦ˮˣˣ˪˶ ˞˪˷ ˷˰˶ˢ ˪˩ ˸˞ ˭ˮ˯˪ ˸ˮˬ ˪˰о ˫˧ˮˮ˯ˬ -   ˸˶ˣ˷˵˸ˢ ˪ˣ˵ˣ˦ˣ˶˲EAPoLˢ ˸˟ˣ˸˩ ,-

MAC ) ˸ˬ˞ˬˢ ˪˷ ˸˟ˣ˸˩ˢˣ ˥ˣ˵˪ˢ ˪˷ ˪˵ ˡˣˡ˧˥- ˷ˬ˸˷ˮ ˟-wlan.addr  ,˧˦ˣ˥˪˞ ˶ˣ˟˧˥ ˢˤ˷ ˭ˣˣ˧˩ˬ

˟ ˫˧˷ˬ˸˷ˬ ˣˮ˧˧ˢ ˧ˣˣ˵ ˶ˣ˟˧˥˟ ˶˟ˣˡˬ ˢ˧ˢˣ ˢˡ˧ˬ˟-eth.addr( .:˪˟˵ˮ 
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 ˪˷ ˵˪˥ˢEAPoL  ˣˤˢ ˞ˬˠˣˡ˟ .˫˧˷ˬ˸˷ˬ ˣ˟ ˸ˣˬ˧˞ˢ ˠˣ˯˪ ˫˞˸ˢ˟ ˸ˣˮ˸˷ˢ˪ ˧ˣ˷˰ ˸˶ˣ˷˵˸˟ ˢ˶ˣ˟˰˸ˢ

 ˪˷ ˢ˸˧˧ˢ ˢ˦˪˵ˣˢ˷EAP-PEAP w/EAP-MsCHAPv2˪˷ ˢ˲ˮ˯ˢ .  ˪ˣ˵ˣ˦ˣ˶˲EAP  ˸˶˧˴˧ ˪˰ ˯˯ˣ˟ˬˢ

tunnel  ˸ˬˠˣˡ˩)EAP-TLS, EAP-TTLS( .ˢˬˣˡ ˸˧˞˶ˮ ˢ˸˧˧ˢ 

:˸˶ˣ˷˵˸ˢ ˸˞ ˥˸ˮ˪ ˪˧˥˸ˮ 

 ˥˪˷ˣ ˸˧˟˧˦˵˞ ˵˶˯ ˭ˣ˲˪˦ˢ ˧˩ ˸ˣ˞˶˪ ˪˩ˣˮ ,˸˧˷˞˶probe request ) ˸ˣ˟ˣ˶˵ˢ ˸ˣˮ˥˸ˢ ˪˩˪broadcast (

 ˸ˣ˸˷˶ ˸ˣˬ˧˧˵ ˫˞ˢ ˷˲˧˥ˣ802.11  ˸ˣ˶ˬ˪) ˸ˣˬ˧˞˪ ˢ˷˵˟ ˣ˪ ˥˪˷ˣ ˸ˣ˞ˢ ˸˞ ˦˪˵ ˸ˬ˞ˬˢ .ˣˡ˧˪

˶ˣ˟˧˥ˢ802.11  ˠˣ˯ˬ ˫˧˸ˣˬ˧˞ ,802.1x x˞WPA/WPA2  ˲˪˥ˢ ˧ˮ˲˪ ˸˧ˬ˞ˮ˧ˡ ˸ˣ˥˸˲ˬ ˸˲˪˥ˢ ˫˧˟˧˧˥ˬ ˸

(˰ˡ˧ˬ: 

 

˧ˮˣ˷˞˶ˢ ˶ˣ˟˧˥ˢ ˶˥˞˪ ,˭˩˪  ˪˷.11улн ˢ˦˵˞˲˟ ˸ˣ˞˶˪ ˶˷˲˞ ,нт ) ˸ˬ˞ˬˢ ˧˩Cisco Meraki MR33 (

 ˸˦˵˞˲ ˥˪˷EAPoL  ˠˣ˯ˬ0x888e  ˸ˣˬ˧˞ ˸˦˵˞˲ ˣˤ˷ ˡ˧˰ˬ˷ ˢˬ802.1x  ˧ˣˢ˧ˤ˪ ˢ˷˵˟ ˥˪ˣ˷ ˞ˣˢ ˧˩ˣ

˷˶˪ ˶˟˥˸ˢ˪ ˢ˴ˣ˶˷ ˶˧˷˩ˬˢ ˷ˬ˸˷ˬ:˸ 

 

 ˱˯ˣˮ ˭˧˧ˮ˰ˬ ˦˶˲ ˫ˣ˷˶˷ ˟˪ ˣˬ˷ ˧˪ˣ˞ ˭˧˰ˢ ˧ˡ˥-  ˪˷ ˸ˣˬ˧˞ˢ ˸˯˶ˠdot1x :802.1x-2004?ˢˤ ˢˬ . 

 ˫˧˦˶ˣ˲ ˸˶ˡˠˢ ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˫˧ˬ˧˧˵ .˫˧˦˶ˣ˲ ˸˶ˡˠˢ ˪˷ ˢ˧˴˶˲ˣ˞˟ ˶˟ˣˡˬï нллпϧнллм. 

802.1x-2001 :ˠ˸ˬ˟  ˫˧˶ˡˠˣˬн  ˫˧ˠˣ˯˫˧˧ˠˣ˪  ˣˬ˴˰ ˦˶ˣ˲˪-  ˞˪ ˦˶ˣ˲ˢ ˡˣ˰ ˪˩ .˸ˬˣ˞ˬ ˞˪ ˣ˞ ˸ˬˣ˞ˬ

 ˪˟˵˪ˣ ˥ˣ˪˷˪ ˭˸˧ˮ ˞˪ ,˸ˬˣ˞ˬData  ˸ˣ˰ˡˣˢ ˵˶ˣ (˶˸ˣ˧ ˫˧ˢˣ˟ˠ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˶˟˰ˬ ˰ˮˬ˧)EAPoL  ˣ˪˩ˣ˧

.˭ˣ˸ˮˢ ˶ˣ˟˧˥˟ ˶ˣ˟˰˪ 
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802.1x-2004 ˣˬ˩ ˭ˣ˧˰˶ ˣ˸ˣ˞ :нллм ˢ ˡ˴ˬ ˵˶-supplicant -  ˪˷ ˶˟˰ˬˣ ˷ˣˬ˧˷ ˶˷˞˧ ˞˪ ˥ˣ˵˪ˢ ˸˰˩

˫˞ ˫˧˶˥˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲  ˰ˣˮˬ˪ ˢ˶˦ˬ˟ ˸˞ˤˣ ˣ˞ˣ˪ˬ˟ ˫˪˷ˣˢ ˞˪ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸Data leakage  ˢ˶˵ˬ˟

˟ ˷ˣˬ˧˷ .ˢ˥ˣ˦˟ ˞˪ ˸˷˶˪ ˶˟˥˸˧ ˶˧˷˩ˬˢˣ-802.1x-2004  ˸˶ˣ˴˸ ˸˶˥˟ˮ ˶˷˞˩ ˶˷˞˸ˬEAP 

 ˸˶˷˲˞ˬ˷˧ˡˡˢ ˸ˣˬ˧˞. 

ˢ ˸ˮ˩ˣ˸˪ ˢ˰ˡˣˢˢ ˸˞ ˥˪˷ ˠ˸ˬˢ˷ ˭ˣˣ˧˩ˬ ,˪"ˮˢ ˢ˶˵ˬ˟-supplicant  ˞ˣˢ ,˭ˣ˲˪˦ˢ ˶˧˷˩ˬ ˪˰ ˢ˴˶˷

 ˨˶ˣ˴˪ ˞˪˷ ˰ˡ˧ˬ ˢˮˬˬ ˸˥˵˪ ˣ˞ ˶˧˟˰ˢ˪ ˭ˣˣ˩˸ˬ ˞˪ ˞ˣˢ˷ ˷˞˶ˬ ˶ˬ˞ˣ 'ˢˡˣ˟˰ˢ ˸˞ ˢ˪˧˟˷˟ ˢ˷˰'

.˸ˣˬ˧˞ˢ 

ˢ ˸ˮ˩ˣ˸) ˭ˣ˲˪˦ˢ-Supplicant ˞˧ˢ ˷ˣˬ˧˷˟˷ ˸ˣˢˤˢ˷ ˢ˸ˮ˰ (ñemployee alexò: 

 

 ˞ˣˢ ˸˰˩ˣ ˢˮ˸˷ˢ ˸ˣˬ˧˞ˢ ˠˣ˯˷ ˸ˣ˞˶˪ ˭˸˧ˮ802.1x-2001  .ˠ˸ˬ˪ ˢˮˣ˲ ˭ˣ˲˪˦ˢ ˸˰˩˷ ˭ˣˣ˧˩ˬ ˸˞ˤˣ ˶˥˞˪

 ,˶˧˷˩ˬˢ ˪˷ ˸ˣˢˤˢ ˸˪˟˵(ˠ˸ˬˢ) ˸ˬ˞ˬˢ "˰˧˴ˬ"  ˟ ˸ˣˬ˧˞ˢ ˸˞ ˰˴˟˪EAP-TLS: 

 

 ˟IEEE 802.1x  ˪ˣ˵ˣ˦ˣ˶˲EAP  ˸ˣˬ˧˞ ˸˶ˣ˴˸ ˪˰ ˭˸ˬˣ ˞˷ˬ ˰˴˟˪ ˸ˬ˞ˬ˪ˣ ˥ˣ˵˪˪ ˨˶ˡ ˵˲˯ˬEAP  ˢ˟

) ˫˧˶ˣ˷˧˞ˢ ˧ˠˣ˯ ˣ˶ˡˠˣ˧credentials.˸˶˷˪ ˥ˣ˵˪ˢˬ ˫˸˷ˠˢ ˭˲ˣ˞ˣ ( 

EAP - Extensible Authentication Protocol" . Extensible ˧ˡ˧ ˪˰ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˟˧˥˶ˢ˪ ˭˸˧ˮ ˧˩ ˭˧˧˴ˬ "

 ˸ˣ˦˧˷ ˸˲˯ˣˢEAP ˪˷ ˸ˣ˴ˣ˲ˮ ˸ˣˬ˧˞ ˸ˣ˦˧˷ .˸ˣ˲˯ˣˮ EAP ˟ ˸ˣ˷ˬ˷ˬˢ802.1x- ˭s EAP-TLS  )EAP-

Transport Layer Securityˣ (- PEAP-MSCHAPv2  )Protected EAP-Microsoft Challenge Handshake 

Authentication Protocol version 2 .( 

 ˶˸ˣ˧˟ ˵ˤ˥ˢˣ ˥˦˟ˣ˞ˬˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˣ˶˥˟˧ ˫˧ˡˡ˴ˢ ˧ˮ˷ ,˫˧˶˥˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˣˬ˩ ,˸˧˟˧˦˪ˣ˲˧ˡˢ ˢˬ˶˟

 .˫˧˶˧˩ˬ ˫ˢ˷ 
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ˢ ˸˶˷ ˪˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˟ ˧ˣ˪˸ ,˫˧˶˵ˬˢˬ ˵˪˥˟- RADIUS ˰˧˴ˢ˪ ˧˷˞˶ ˥ˣ˵˪ˢ ,EAP method  ˞ˣˢ ˢ˟

˸˞ ˨ˣ˶˰˪ ˢ˴ˣ˶ ˸ˣˬ˧˞ˢ , ˸˶˷ˢ.˞˪ ˣ˞ ˯˲ ˣ˧˪˰ ˫˧˷˪ ˫˞ ˶ˣ˥˟˪ ˪ˣ˩˧ ˡˠˮˬ  ˭˧˧ˮˣ˰ˬ ˞˪ ˸˶˷ˢˣ ˢˡ˧ˬ˟

 ˸˰ˡˣˢ˟ ˢˮ˰˧ ˸˶˷ˢˣ ˪˷˩˧ ˭˸ˬˣ ˞˷ˬ ˨˧˪ˢ˸ ,˨˩˟Access-Reject/EAP-Failure. 

 ˫˧˪˩˸˯ˬ ˣˮ˥ˮ˞ ˰ˠ˶˩ ,˶˧˩ˤˢ˪) ˪"ˮˢ ˢ˶˵ˬ˪ ˶ˣˤ˥ˮ˵˶ ˥ˣ˵˪˪ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˪˰ ˸˶˷ ˡ˴ ˞˪˪:( 

ˢˮˣ˰ ˥ˣ˵˪ˢ NAK )negative acknowledgment ˟ ˸ˣˬ˧˞ˢ ˸˞ ˰˴˟˪ ˭˧˧ˮˣ˰ˬ ˞˪ ˞ˣˢ ˶ˬˣ˪˩ ,(EAP-TLS .

˟ ˞˵ˣˣˡ ˣ˸ˣ˞ ˨ˣ˶˰˪ ˰˧˴ˬˣ˸ˣ˰˴ˬ˞ EAP-PEAP . 

 

  ˢˮ˰ ˸˶˷ˢ˷ ˢ˰ˡˣˢˢ ˸˞ ˶˧ˤ˥ˬˣ ˸˶˷˪ ˥ˣ˵˪ˢˬ ˪˟˧˵˷ ˢ˰ˡˣˢˢ ˸˞ ˥˪ˣ˷ ˸ˬ˞ˬˢ- ˸˞ ˨ˣ˶˰ˮ ˢ˟˟˯ "

˟ ˸ˣˬ˧˞ˢ- PEAP ." 

 

˥ˣ˵˪˪ ˠ˧˴˧ ˸˶˷ˢ ,˸ˣˬ˧˞ˢ ˸˶ˣ˴˸ ˢ˰˟˵ˮ˷ ˶˥˞˪ ) ˸ˣˡˣ˰˸ˢ ˸˞certificate ˷ˬ˸˷ˬˢ ˢˤˢ ˟˪˷˟ .(

.˸ˣ˶˷˵˸ˢˢ ˸˞ ˪˦˟˪ˣ ˢˡˣ˰˸ˢ ˪˰ ˨ˬˣ˯ ˞˪ ˞ˣˢ˷ ˦˧˪˥ˢ˪ ˧˷˞˶ 

 ˥ˣˣ˦ ˸˞ ˸ˣ˥˦˟˞ˬ ˢ˴˵ˢ ˸ˣˡˣ˵ˮ ˧˸˷ˣ ˸˶˷ˢ ˪˷ ˢ˧˴˵˧˲˧˦˶˯ˢ ˪˰ ˨ˬˣ˯ ˥ˣ˵˪ˢ ˪"ˮˢ ˞ˬˠˣˡ˟ ,˸˞ˤ ˫˰

 ˫˰ ˸˶ˣ˷˵˸ˢTLS tunnel. 

 ˢ˦˵˞˲˟оу ˸ˣ˥˸˲ˬˢ ˸˲˪˥ˢ ˨˧˪ˢ˸ ˸˪˧˥˸ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ " ˥˪ˣ˷ ˭ˣ˲˪˦ˢ ˣ˟Client hello ,"

.˸ˣ˶˷˵˸ˢˢ ˨˧˪ˢ˸˟ ˨˷ˬˢ˟ ˸˶˷ˢ ˸˞ ˷ˬ˷˧˷ ˥ˣ˵˪ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬˣ ˫˧ˮˮ˲˞ˬ ˶˲˯ˬ ˷˧ ˢ˰ˡˣˢ˟ 
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˟ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˪ ˶ˣ˷˵ˢ ˪˩˟ ˢ˶ˣ˵ˢ ˧˟ˣ˰˪ ˯ˮ˩˧ˢ˪ ˨˪ˣˢ ˞˪ ˧ˮ˞-TLS Handshake ˢ ˸˶˧˴˧ ˸˦˧˷ˣ-

tunnel (ˢˢˢ˪ˣ˰ˬˣ) ˫˪˷ ˵˶˲ ˨˩˪ ˧˸˷ˡ˵ˢ .˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ -  'ˬ˰пм-пу . 

 ˢ˦˵˞˲˟пу ˟ ˢˮˣ˰ ˸˶˷ˢ- ñserver helloò  .˥˸˲ˬˢ ˸˞ ˱˯ˣˮ˟ˣ ˣ˪˷ ˸ˣ˧˴˵˲˧˦˶˧˯ˢ ˸˞ ˥˪ˣ˷ˣ 

 

 ˭ˣˣ˧˩ˬ ˢ˶˴ˣˮ ˸˰˩˷TLS tunnel  ˸ˮ˲˴ˣˬ ˢ˶ˣ˟˰˸ˢ ˥ˣ˸˧ˮ ˸ˮ˧˥˟ˬ ˢ˶ˣ˵˷ ˢˬ ˨ˣ˸˟ ˭ˮˣ˟˸ˢ˪ ˪˩ˣˮ ˞˪ ˭˩˪ˣ

˪˷ ˸ˣ˦˵˞˲ˢ ) ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸(Welp.. Bummer ˸˰˩˷ ˸ˣ˞˶˪ ˪˩ˣˮ ˢ˧˧˞˶˩ .Wireshark  ˸˞ ˠˣˣ˧˯

 ˸ˣ˪˧˟˥ˢ-˩ ñApplication Dataò . ˢˬ˶ ˪˷ ˢˬ˶ˠ˞˧ˡ˟ ˶ˣ˞˧˸ˢ ˸˞ ˣˮ˪ ˢ˧ˢ˧ ˡ˧ˬ˸ ,ˢ˶˵ˬ ˪˩˟н  ˧ˮ˲˪ˬу 

.˫˧ˡˣˬ˰ 

All in all˸ˣ˰˴ˬ˞˟ ˧ˬ˧ˮ˲ˢ ˸ˣˬ˧˞ˢ˷ ˶˥˞˪ ,MSCHAPv2  ˢ˦˦ˣˬ˸ˢ ˢ˶ˢˮˬˢˣ ˫˧˧˸˯ˢ ˢ˦˵˞˲˟ ,ту 

ˬ˷ ˸ˣ˞˶˪ ˪˩ˣˮ˸" ˢ˰ˡˣˢˢ ˸˪˟˵Success ˪ˣ˵ˣ˦ˣ˶˲˟ "EAP  ˫˪˷ˣˢ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˷ ˶ˬˣ˞˷ ˢˬ ,ˡ˟˪˟

.ˢ˥˪˴ˢ˟ 

 

 ˶ˡ˷˪ˣ ˦ˣ˪˵˪ ˪˧˥˸ˢ˪ ˪ˣ˩˧ ˢ˧ˢ ˷ˬ˸˷ˬˢˣ ˢ˲ ˫˧˧˸˯ˬ ˢ˧ˢ ˨˧˪ˢ˸ˢ ˧ˣˣ˵ ˶˧˷˩ˬ˟ ˶˟ˣˡˬ ˢ˧ˢˣ ˢˡ˧ˬ˟

 ˶˴ˣˮ ,(˧˶˪ˣ˪˯ ˭ˣ˲˪˦) ˧˦ˣ˥˪˞ ˶˧˷˩ˬ˟ ˶˟ˣˡˬˣ ˭ˣˣ˧˩ˬ ˫˪ˣ˞ ,˰ˡ˧ˬп-way-handshake  ˸ˣ˥˸˲ˬ ˸˶˧˴˧˪

 ˸ˣ˦˵˞˲˟ ˸˞ˤ ˸ˣ˞˶˪ ˶˷˲˞ .ˢ˥ˣ˦˟ ˸˶ˣ˷˵˸˪ ˫˧ˮ˲˴ˣˬул,ун,ур,ут. 

Supplicant (phone)

https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf
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) ˸ˣˬ˧˞ˢ ˸˶˷˪ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˥ˣ˸˧ˮRADIUS server:( 

¶ :˸ˬ˞ˬ Cisco Meraki MR33  π млΦмлΦлΦмлнIP:  

¶ :˸ˣˬ˧˞ ˸˶˷  Cisco ISE server π млΦмлΦмΦотIP:   

 ˸ˣ˰ˡˣˢ ˪˰ ˪˩˸˯ˮ ˥ˣ˸˧ˮˢ ˪˷ ˢˤˢ ˟˪˷˟radius ˫˧˷ˣ˰ ˫˞ ˞˪˞ ˸ˣˮ˲˴ˣˬ ˞˪ ˪˪˩ ˨˶ˡ˟ ˣ˪˞ ˸ˣ˰ˡˣˢ .

˟ ˷ˣˬ˧˷-AES-KeyWrap ˟ ˣ˞-RADSEC.˸ˣˮ˲˴ˣˬ ˞˪ ˸ˣ˰ˡˣˢ ˪˰ ˪˩˸˯ˮ ˞ˬˠˣˡ˟ ,˶ˣˬ˞˩ . 

,˫ˡˣ˵ˬ ˶ˬ˞ˮ˷ ˧˲˩ radius ˟ ˷ˬ˸˷ˬ-UDP  ˦˶ˣ˲˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ˣ ˢ˶ˣ˟˰˸ˢ ˸˟˩˷˟ ˪ˣ˵ˣ˦ˣ˶˲˩мумн 

ˣ ˸ˣˬ˧˞˪-˟мумо  ˦˶ˣ˲ ˢ˟ ˢ˧˴˞˧˶ˣˣ ˸ˬ˧˧˵) ˸ˣˮˣ˟˷˥˪мспр ˣ ˸ˣˬ˧˞˪ ˷ˬ˷ˬ-мспс .(˸ˣˮˣ˟˷˥˪  ˸ˮˬ ˪˰

 ˸ˣ˟ˣ˸˩ ˧˲˪ ˭ˮ˯ˮ ,ˡ˟˪˟ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ˪ ˢ˶ˣ˟˰˸ˢ ˸˞ ˭ˮ˯˪IP  ˪ˣ˵ˣ˦ˣ˶˲ ˧˲˪ˣradius: 

 

 ˢ˟˶ˢˬ ˫˧˟˩˶ˣˬ ˯ˣ˧ˡ˶ˢ ˸˶˷ˣ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ,ˢ˲ˮ˯ˢˢ ˸˶ˤ˰˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩Access-

Requests x-Access-Challenges  .˸˶˷ˢˬ ˢ˟ˣ˷˸˩ 

ˢ ˭˧˟ ˸ˣ˶˷˵˸ˢˢ ˪˩ ˧˩ ˭˧˧˴˪ ˷˧-client ) ˢ˲ˣ˦˰ ˸ˣˬ˧˞ˢ ˭ˬˤ˟ ˸˶˷˪encapsulated˟ (-RADIUS 

requests, .˸ˣˬ˧˞ ˸˶˷˪ ˰ˡ˧ˬˢ ˸˞ ˫ˠ˶˸ˬ ˸ˬ˞ˬˢ ˡ˴˧˩ ˢˮ˟ˢ˪ ˡˣ˞ˬ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ 
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) ˢˮˣ˷˞˶ˢ ˢ˦˵˞˲ˢ ˪˰ ˪˩˸˯ˮомІˢˬ ˪˟˵ˬ ˸˶˷ˢ˷ ( ˸˞ ˭˧ˤˢ ˷ˬ˸˷ˬˢ˷ ˰ˠ˶˟ ˠ˸ˬˣˬ˷: 

 

 ˥˪˷ ˸ˬ˞ˬˢ˷ ˸ˣ˞˶˪ ˶˷˲˞ ˭ˣˬˢ ˸˶˷˪ ˧˷ˣˬ˧˷ ˰ˡ˧ˬ˞ ˷ˬ˸˷ˬˢ ˸ˣˡˣ˧˲˪ AVP )Attribute Value 

Pairs .( ˭˸˧ˮ" ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˸ˣ˞˶˪employee alex ˸˰ˡˣˢ ˨ˣ˸˟ "EAP  ˠˣ˯ ˪˰ ˱˯ˣˮ ˰ˡ˧ˬ ˢ˟˶ˢˣ

ˣ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞˪ ˫˧˧˦˧˶˵ ˫˧ˮ˸˷ˬ ˣ˪˧˞ ˶˧ˡˠˢ˪ ˶˷˲˞ ˸˶˷ˢ ˸˞ ˫˧ˠ˲ˮ˵ˬ˷˩ .˶ˣ˟˧˥ˢ  ˸ˣ˯˧˪ˣ˲ ˠ˲ˮ˵˪ˣ

ˣ˪˷ ˸ˣ˥ˣ˵˪ˢ ˶ˣ˟˧˴˪ ˸ˣˬ˞˸ˣˬ . 

˶˥˞ ˟˵˰ˬ s ˭ˣˠ˩ ˫˧ˮ˸˷ˬNAS-Port-Type, Service-Type, Called-Station-ID  ˡˣ˞ˬ ˶ˣˤ˰˪ ˫˧ˡ˧˸˰

˟ .ˢˮˣ˩ˮ ˸˶˷ ˸˶ˡˠˢ˟- NAS-IP-Address  ˭˧˟ ˪˧ˡ˟ˢ˪ ˸ˮˬ ˪˰ ˪˪˩ ˨˶ˡ˟ ˫˧˷ˬ˸˷ˬclients  ˫˧ˮˣ˷

 .˸˶˷˟ 
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ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˢ˞˟ˢ ˢ˦˵˞˲˟-challenge  ˸˶˷ˢ ˥˪˷˷radius  ˧ˮˣ˷˞˶ˢ ˰ˡ˧ˬˢ ˸˞ ˪˟˧˵˷ ˶˥˞˪

ˢ ˪˷-client , ˫ˠˣ˟ ˸ˣˬ˧˞ˢ ˸˞ ˨ˣ˶˰˪ ˰˧˴ˢ ˸˶˷ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞-EAP-TLS: 

 

˞ ˧ˮ˞ ,˫˩˸ˣ˷˶˟ ˡˣ˞ˬ ˭ˢ˷ ˭ˣˣ˧˩ˬ ˸ˣˬ˧˞ ˸˶˷˪ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸˟ ˸ˣ˦˵˞˲ˢ ˪˩ ˸˞ ˠ˧˴ˢ˪ ˞˪ ˶˥˟

˪ ˸ˬ˞ˬˢ ˭˧˟ ˸˶ˣ˷˵˸˪ ˸ˣˬˣˡ-client . 

 ˶ˣ˟˰ˮ ˶˷˧˟ ,˱ˣ˯˪ ˢ˦˵˞˲рр ˷ ˸˶˷ˢˣ:˷ˡ˥ˢ ˶˧˷˩ˬˢ ˸˞ ˶˷˞ˬ ˞ˣˢ ˧˩ ˥˪ 
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 ˸˦˵˞˲ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞EAP  :˶˧˷˩ˬ ˣ˸ˣ˞˪ ˢ˶˷˲ˣ˞˷ ˢ˷˧ˠˢ ˸˞ ˫ˠˣ ˸˷˶˪ ˢ˯˧ˮ˩ˢ ˸˞ ˸˶˷˞ˬ˷

BYOD-Access )Bring your own device.ˡ˟˪˟ ( ˪ ˢ˵ˣ˪˥ ˷˧-State ˪x-Class  ˪˷ ˶˧˷˩ˬˢ ˨˧˧˷ ˫ˢ˧˪˞

 ˪˟˞ ˸˷˶˪ ˢ˷˧ˠ ˣ˪ ˢ˶˷ˣ˞˷ ˷ˬ˸˷ˬˢ.ˢˮ˟ˢ˪ ˣˮ˪ ˫˧˧˦ˮˣˣ˪˶ ˸ˣ˥˲ˣ ˸˧˲˧˴˲˯ ˫˧˶ˡˠˣˬ ˫ˢ 

 ˸ˣ˦˵˞˲˟рс  &рт  ˵˪˥ ˞˪ ˶˟˩ ˢˤ) ˫˧˧˸˯ˢ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˷ ˸ˣ˞˶˪ ˶˷˲˞-ˬ802.1x ˸˶ˣ˴˸ˣ (

 ˸˶˷ˢ ˭˧˟ ˸˶ˣ˷˵˸ˢradius ˪-client  ˸ˣ˞ˮˣ˟˷˥ ˟˴ˬ˪ ˢ˶˟˰(accounting) sx-client ˸˟ˣ˸˩ ˪˟˧˵IP 

ˢ ˸˶˷ˬ-DHCP ˸ˣˡ˷ˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˭˩ ˣˬ˩ .Event-Timestamps  (˸˶˷˪ ˥ˣ˵˪ ˭˧˟ ˭ˣ˶˩ˮ˯˪ ˶ˤˣ˰˷)

-xSession-ID .˶ˣ˟˧˥ˢ ˱˴˶ ˪˰ ˶ˬˣ˷˷ 
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о  ˰˟˦ˬ˪ ˫˧ˡˡ˴-  ˷ˣˬ˧ˬ˪ ˫˧ˮˣ˷ ˫˧ˮ˲ˣ˞EAP 

 ˢ˟ˣ˦ ˶˩ˣ˯ ˸ˮˬ˟ ˵ˮ˲˸ˢ˪ ˣ˞/ˣ ˢ˲˵ ˸˵˯˲ˢ ˸ˣ˷˰˪ ˫˸˪˵˷ ˫˞- .˭ˬˤˢ ˢˤ 

ˢ ˸ˣˬ˧˞ ˸˶ˣ˴˸˪˷ ˣˮ˟ˢ ˶˟˩ ,˟ˣ˦-EAP  ˢˤ ˫˞ ˭˧˟ .˷˶ˡˮ˷ ˸ˣˬ˧˞ˢ ˸ˬ˶ˣ ˷ˣˬ˧ˬ˟ ˰˧˶˩ˬ ˫˶ˣˠ ˷˧

ˣ) ˢ˴˵ˢ ˶˧˷˩ˬˬ ˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸ˠ˴ˢ ˫˧˷˶ˣˡ ˣˮ˥ˮ˞˷˩\ ˫˷ ˸ˮˤˢ˟ ˫˧˵˲˸˯ˬ ˣ˞ (˸ˣˬ˧˞ˢ ˸˶˷ˢˬ ˣ˞

 ˸˷˶ˡˮˢ ˢ˪˞˷ˢ .˫˧ˮˣ˩ˮ ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ-  ˸˦˧˷ ˣˤ˧˞EAP ?ˣˮ˪ ˢ˟ˣ˦ ˧˩ˢ  

ˬ ˶˸ˣ˧ ˷˧˷ ˢˡˣ˟˰ˢ ,˭˩˟ˣ-50 )Η ˧ˠˣ˯ (EAP  .˫˧ˮ˧˧ˮ˰ˢ ˸˞ ˦˷˲˪ ˡ˥ˣ˧ˬ˟ ˸˶ˤˣ˰ ˞˪ 

 ˸˥˦˟˞˷ ˭ˣˣ˧˩ˬW\LAN  ˸ˣˬ˧˞ ˧ˠˣ˯ˣ ˸˧ˮˣ˧˥EAP  ˧˶ˣ˟˧˥ˬ ˶˸ˣ˧ ˢ˟ˣ˦ ˢˮˠˢ ˫˧˵˲˯ˬW\LAN ˫˧˵˲˯ ,

 ˸ˣˬ˧˞ ˸ˣ˦˧˷ ˫˧˲˧˯ˣˬˣ ˫˧˥˸˲ˬEAP  ˸ˣˬ˧˞ˢ ˧ˠˣ˯ˬ ˵˪˥ .˫ˢ˪˷ ˸ˣ˶˧˷ˢ ˧˪˟˵ˬ˪ ˸ˣ˲˯ˣˮEAP  ˫˧˴ˣ˲ˮ˷

 ˭ˢ ˶˸ˣ˧˟EAP-MD-5, EAP-TLS, EAP-PEAP, EAP-TTLS, EAP-Fast, Cisco LEAP. 

:˭ˢˬ ˸˥˞ ˪˩ ˪˰ ˢ˶˴˵˟ ˶˧˟˯ˮ 

EAP-MD-5 ˫˸˧˶ˣˠ˪˞˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ :Message Digest ˢ ˸˞ ˞˧˟˥ˢ˪ ˸ˮˬ ˪˰ ˟ˣˢ˞ˢˣ ˶˩ˣˬˢ-

credentials  ˟ˣ˟˧ˠ˟Hash ˸ˤˣ˶˥ˬ˪ ˢ˞ˣˣ˷ˢ ˸˶˟ˣ˰ ˫˷ˣ ˸˶˷˪ ˸˥˪˷ˮ ˟ˣ˟˧ˠˢ ˸ˤˣ˶˥ˬ .hash  ˸˧˪˞˵ˣ˪

ˢ ˫˞ ˵ˣˡ˟˪ ˸ˮˬ ˪˰-credentials  ˣˤ ,ˢˤˢ ˟˪˷˟ ˡ˟˪ ˭˧˟ˢ˪ ˶˷˲˞ ˧˞ˡˣˣ˟˷ ˧˲˩ .˫˧˧ˡ˧˪˞ˣ ˣ˧ˢ ˣ˥˪˷ˮ˷

 ˸ˣ˞ˬ˯˧˯˷ ˨˩˟ ˵˲˸˯˧ ˞˪ ˫˪ˣ˰˪ ˢˢˣ˟ˠ ˸ˣˬ˧˞ ˸ˬ˶˟ ˳˲˥˷ ˧ˬ .'ˡ˥ˣ˧ˬ˟ ˸˥˪˴ˣˬ ˞˪' ˸ˣˬ˧˞ ˸˦˧˷

ˠˢ ˣ˧ˢ˧ ˫˧˷ˬ˸˷ˬˢ ˣˬ˩ .˸˷˶ˢ ˸ˣ˥ˣ˵˪ ˪˷ ˱˸ˣ˷ˬ ˸ˣˬ˧˞ ˪˷ ˯ˣ˯˧˟ ˞˪˪ ˧ˮˣˣ˧˩ ˡ˥ ˸ˣˬ˧˞˪ ˧˶˵˧˰ˢ ˫˶ˣ

 ,˭˩EAP-MD5 ˣˡ ˸ˣˬ˧˞˪ ˭ˣˮˠˮˬ ˸˵˲˯ˬ ˞˪- ˸˶˷˪ ˶˟˥˸ˬ ˭˩˞ ˞ˣˢ˷ ˞ˡˣˣ˪ ˥ˣ˵˪˪ ˧˰˴ˬ˞ ,˶ˬˣ˪˩ ,˧ˮˣˣ˧˩

˪ ˞˪ˣ) ˣ˟ ˥˦ˣ˟ ˞ˣˢ˷ ˸ˣˬ˧˞-Evil Twin ˱˯ˣˮ˟ˣ ( ˞ˣˢ ˞˪ ˢ˦˧˷ˢ˵˲˯ˬ ˸ ˫˧˧ˬˮ˧ˡ ˸ˣ˥˸˲ˬ ˵˧˲ˢ˪ ˧˰˴ˬ˞

per session . 

 ˰˴˟˪ ˪˵ ˡˣ˞ˬ˷ ˭ˣˣ˧˩ˬ ,˸˞ˤ ˫˰Deployment ˪-EAP-MD5  ˸ˣˬ˧˞˪ ˣ˟ ˫˧˶˥ˣ˟ ˫˧ˬ˰˲˪IP Phones 

)VOIP (Ҍ  ˸ˣˬ˧˞ ˫˧˟˪˷ˬMAB )MAC Auth Bypass.ˠ˸ˬˢ ˸ˬ˶˟ (  

 ˭˸˧ˮ ˭˧˰˧ˡˣˬ ˡˣ˞ˬ ˦˰ˬˣ ˭ˬˤ / ˟ˣ˷˧˥ ˥ˣ˩ ˸˲˧˦ ˫˰˷ ˭ˣˣ˧˩ˬ ,˪˪˩˟ ˣ˟ ˷ˬ˸˷ˢ˪ ˳˪ˬˣˬ ˞˪ ?˸ˬ˞'˸

 ˸ˣ˰ˡˣˢˢ ˸˞ ˥ˮ˰˲˪˟ ˣ˶˟˰ ˣ˪˧˞˩-clear text:˫˩ˬ˴˰˟ ˣ˯ˮ˸ . 

3ddaeb82fbba964fb3461d4e4f1342eb    (:  

EAP-TLS : ˠˣ˯EAP  ˟ˣ˶ ˧˲ ˪˰ ˟˷˥ˮ ˢˤ˷˧˷ ˶˸ˣ˧˟ ˵ˤ˥˪  ˞ˣˢ .˫ˣ˷˧˧˪ ˶˸ˣ˧˟ ˢ˷˵˪ ˫ˠ ˸˞ˤ ˫˰ ˨˞

 ˪˷ ˧ˮˣˣ˧˩ ˣˡ ˸ˣˬ˧˞ ˵˲˯ˬ  ˸ˣˡˣ˰˸509.X  ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˦˶ˡˮ˦˯ˢ ˸ˣ˰˴ˬ˞˟ ˸˶˷ˢˣ ˢ˴˵ˢ ˶˧˷˩ˬ ˭˧˟

TLS  ˢ˶˴˵˟ ˣ˸ˡˣ˟˰ ˭˲ˣ˞ .˥ˣ˦˟ ˦ˮ˶˦ˮ˧˞ ˶˸˞˪ ˶ˣ˟˧˥ ˶˴ˣ˧ ˫˩˪˷ ˭˲ˡ˲ˡˢ ˢ˟ ˨˶ˡ˪ ˢˬˣˡ ˢ˶ˣ˴˟- 

˟ ˷ˬ˸˷ˬ ˸˶˷ˢ-TLS ˶ˢ˪ ˸ˮˬ ˪˰ ˶˟ˡ ˰˴˟˪ ˥ˣ˵˪ˢˬ ˷˵˟ˬˣ ˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸˟ ˵˧ˤ˥ˬ ˞ˣˢ˷ ˸ˣ˞

 ˸ˣ˥˸˲ˬ ˸˶˧˴˧ ˧˦˶˲ˣ ˣ˸ˣˢˤ ˸˞ ˥˧˩ˣˢ˪ ˸ˮˬ ˪˰ ˣ˸ˣ˷˶˟˷ ˢˡˣ˰˸˟ ˷ˬ˸˷ˬ ,ˣ˶ˣ˸˟ ˥ˣ˵˪ˢ .ˢˬˣˡ

 (ˣˬ˴˰ ˸˶˷ˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˫˰ ˥ˣ˵˪ˢ ˶˴˧˧ˬ˷ ˸˧˪˞ˬˣˡˮ˶ ˸ˤˣ˶˥ˬ ˸ˮ˲˴ˢ) ˫˧˧ˮ˷ˢ ˭˧˟ ˫˧˲˪˥ˣˬ

https://www.vocal.com/secure-communication/eap-types/
https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf
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˧˶˦ˬ˧˯ ˥˸˲ˬ ˷˧ ˫˧ˡˡ˴ˢ ˧ˮ˷˪ ˫˲ˣ˯˟˷˩ˢ .-TLS tunnel  ˪˟˞ ˫˧˧˸˯ˢ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˷ ˰ˠ˶˟ ˸˶ˬˠˮ

˟ ˣ˪˟˵˸ˢ˷ ˸ˣ˥˸˲ˬˢ-EAP-TLS  ˫˰ ˰ˡ˧ˬ ˸ˮ˲˴ˢ˪ ˫˧˷ˬˣ˷ˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧AES ,TKIP  ˣ˞WEP . 

 

 ˪˷ ˭ˣ˶˸˧ˢEAP-TLS  ˪˷ ˦˶ˡˮ˦˯ ˞ˣˢ˷ ˢˤIETF "˪ ˟˷˥ˮ ˨˩˟ˣUniversal supported ˷˶ˡˮ ,˸˞ˤ ˫˰ "

 ˸˧˸˷˸ ˫˧˵ˢ˪PKI  ˰˧˸˶ˬ˷ ˢˬ ,˸ˣˡˣ˰˸ ˫˰ ˢ˵ˣ˯˰˸ˢ ˪˪ˠ˟ ˥ˣ˵˪ ˡ˴˪ ˫ˠˣ ˸˶˷ ˡ˴˪ ˫ˠ ˢˮ˰ˬ ˵˲˯˸˷

.˪"ˮˢ ˢ˶ˣ˴˸˟ ˶ˣ˥˟˪ˬ ˫˧ˮˣˠ˶˞ 

˟ ˷ˣˬ˧˷-MFA )Multi Factor Authentications ˢ˥˦˟˞ ˸ˬ˶ ˶˴ˣ˧ (ˢˢˣ˟ˠ .˶˸ˣ˧ ˱˞  ˸ˣ˥˸˲ˬˢ ˶˷˞˩

˫˧˧˦˶˲ˢ  ˧˟ˠ ˪˰ ˫˧˞˴ˬˮ ˥ˣ˵˪ ˡ˴ ˸ˡˣ˰˸ ˪˷˫˧ˬ˩˥ ˫˧˯˧˦˶˩  ˶˧˷˩ˬˢ ˪˰ ˞˪ˣ)(ˣˬ˴˰.  ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ

 ˸˞ ˟ˣˮˠ˪ ˧˪˟ˬ ˫˩˥ ˯˧˦˶˩ˬ ˥ˣ˵˪ ˡ˴ˢ ˸ˡˣ˰˸ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˷ ˢˮ˲˴ˢ˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˨˶ˡ ˭˧˞˷

ˬ˴˰ ˯˧˦˶˩ˢ .ˣ ˣ˟ ˢ˶˵ˬˢ ˸ˬˣ˰˪ ˯˧˦˶˩ˢ ˸˞ ˣ˪˦˟˧ˣ ˡ˷˥ ˢ˪˰˸ ˯˧˦˶˩ˢ ˪˷ ˸˧ˤ˧˲ ˢ˟˧ˮˠ˷ ˥˧ˮˢ˪ ˶˧˟˯

 ˢ˪˧ˠ˶ ˞ˬ˯˧˯ ˸˟ˮˠˮ)Ҍ˨˩˟ ˭˧˥˟ˢ˪ ˶˸ˣ˧ ˢ˟˶ˢ ˢ˷˵(. ˢ ˥˸˲ˬˢ ,˱˯ˣˮ˟ ˭˲˴ˣˬ ˫˩˥ˢ ˯˧˦˶˩˟ ˧˦˶˲

 ˧˷˧˞ ˧ˣˢ˧ˤ ˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ˪˪˩ ˨˶ˡ˟PIN  ˥˦˷ˬ ˸˞ ˫˴ˬ˴ˬ ˨˩˟ˣ ,˰ˡˣ˧ ˫˩˥ˢ ˯˧˦˶˩ˢ ˪˰˟ ˵˶˷

˟ˮˠ˪ ˢ˲˧˵˸ˢ: 

ˢ˶˰ˢ :EAP-TLS ˢ ˸˦˧˷˪ ˢ˶ˢˬ˟ ˢ˷˰ˮ-EAP ˪ ˢ˩˧ˬ˸˟ ˶˟ˣˡˬ ˶˷˞˩ ˸˲ˡ˰ˣˬˢ-BYOD 

 ˭ˣˠ˶˞˟Enterprise. 

EAP-TTLS )Tunneled TLS ˸˟˥˶ˢ˪ ˧˰˴ˬ˞ ˞ˣˢ (EAP-TLS ˸˶˴ˣˮ ˸˶˷ ˡ˴ˢ ˪˷ ˸ˣˬ˧˞ˢ ˶˥˞˪ .tunnel 

 ˥ˣ˵˪ˢ ,˨˩ˬ ˢ˞˴ˣ˸˩ .˸ˮ˲˴ˣˬ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˪˷ ˢ˶ˣ˟˰˸ˢ ˪˩ ˨˩˟ˣ ˥ˣ˵˪˪ ˸ˬ˞ˬˢ ˭˧˟ ˞˪ ˪˟˞ ˪ˣ˩˧

˟˧˧˥  ˣˤ ˢ˧˴˲ˣ˞ .(˸ˣˢˡˤˢˢ ˭˲ˣ˞ ˸˞ ˸˰˟ˣ˵ ˠˣ˲ˮ˧˵ˢ ˸˶ˣ˴˸) ˸˶˷ˢ ˪ˣˬ ˪˞ ˢˡˣ˰˸˟ ˣˬ˴˰ ˸˞ ˸ˬ˞˪

ˢ˪ ˟˧˧˥ ˥ˣ˵˪ ˪˩ ˞˪ ˸˰˩˷ ˭ˣˣ˧˩ˬ ˷ˣˬ˧ˬˢ ˸˞ ˸˦˷˲ˬ.ˢˡˣ˰˸ ˫˰ ˸ˣˢˡˤ 
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PEAP :Protected-EAPˢ ˸˦˧˷˪ ˢ˶ˢˬ˟ ˢ˩˲ˢˮ ˣˤ ˸ˣˬ˧˞ ˸˦˧˷ ,-EAP  ˸ˬ˷ˣ˧ˬˣ ˸˧˶˞˪ˣ˲ˣ˲ ˧˩ˢ˫˪ˣ˰˟ .

˪ ˡˣ˞ˬ ˢˬˣˡ ˢ˪ˣ˰˲ ˭˲ˣ˞-EAP-TTLS - ˞˧ˢ ˶˴ˣ˧ ˸˷ˬ˸˷ˬ ˫ˠˣ ˭˲˴ˣˬ ˞ˣˢ˷ ˸˶ˣ˷˵˸˪ ˥ˣ˦˟ ˳ˣ˶˰ ˟˸-

TLS˪ ˥˪ˣ˷ ˸ˣˬ˧˞ ˸˶˷ˢ˷ ˢˡˣ˰˸ ˸ˣ˰˴ˬ˞˟ ˶˴ˣˮ ˢˤ ˥ˣˣ˦ .-supplicant  ˪˷ ˭˸ˬˣ ˞˷ˬ ˸˪˧˥˸˟PEAP .

 ,˥ˣ˦˟ˢ ˳ˣ˶˰ˢ ˨ˣ˸˟˟ˣ˷ ˷˥˶˸ˬ ˢ ˸ˡˣ˦ˬ˪ ˰ˠˣˮ˟ ˭˸ˬˣ ˞˷ˬ ˨˧˪ˢ˸-EAP ˢ ˸ˣˬ˧˞˪ ˸˷ˬ˷ˬˢ-client .

EAP-MsCHAPv2  ˪˷ ˢ˧˧ˮ˷ˢ ˢˡˣ˦ˬˢ ˟ˣ˶˪ ˞˧ˢEAP  ˪˷ ˢ˪˰˸ˢ ˨ˣ˸˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˢ˟PEAP  ˞˧ˢˣ

 ˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ˢ ˞ˬ˯˧˯ ˸˯˯ˣ˟ˬMD4 ˟x-DES  .˸ˣ˟ˣ˷˸ˢ ˸ˮ˲˴ˢ ˫˷˪ 

 ,ˣˬ˴˰ ˧ˮ˲˟MsCHAPv2  ˸ˣ˲˵˸ˬ˪ ˰˧ˠ˲offline dictionary  ˷ˣˬ˧˷ ˢ˷˰ˮ ˸˧˥˩ˣˮˢ ˢ˶ˣ˴˸˟˷ ˭ˣˣ˧˩ˬ ˨˞

-˟PEAP  ˳ˣ˶˰ ˸˥˦˟˞˟ˣTLS .˷ˣˬ˧˷˪ ˥ˣ˦˟ ˞ˣˢ 

˟ ˷ˣˬ˧˷ ˸ˣ˞˶˪ ˫ˠ ˥˧˩˷-EAP-GTC )Generic Token Card˪ ˢ˟˧˦ˮ˶˦˪˞ ˸ˬ˷ˬ˷ (-MsCHAPv2 .GTC 

 ˪˩ ˦˰ˬ˩˪ ˧˶ˮˠ ˸ˣˬ˧˞ ˶˷˲˞ˬIdentity store ˪˪ˣ˩ ,OTP )One Time Password (Token servers ,LDAP 

 .ˡˣ˰ˣ 

 ˧ˮˣ˷ˢˢ ˭˧˟ ˧˶˵˧˰PEAP ˪-EAP-TTLS ˷ ˞ˣˢ-PEAP  ˸ˡˣ˦ˬ ˣˮ˧˞EAP  ˸˦˧˷ ˢ˪˞encapsulation .PEAP 

 ˞ˣˢSSL wrapper ˪ ˟˧˟˯ˬ-EAP  ˰ˮ˷ˬ ˶˷˞EAP ˣ ˱˯ˣˮ-TTLS  ˞ˣˢSSL wrapper ˶˟˰ˣˬ˷ ˰ˡ˧ˬ˪ ˟˧˟˯ˬ . 

 

 ˸˪ˣ˰˲ ˭˲ˣ˞PEAP: 

 

 :˶ˣ˵ˬ]comhttps://www.cisco.[ 

 

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_1-99/Dot1X_Deployment/Dot1x_Dep_Guide.html
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EAP-FAST )Flexible Authentication via Secure Tunneling ( ˞ˣˢ ˢ˷˰ˬ˪ˣ ˢ˪˰˸˟ ˞ˣˢ ˫ˠ ˷ˬ˸˷ˬ

ˢ ˢ˯˶ˠˢ-cisco- ˪˷ ˸˧PEAP ˶˷˲˞ˬ ˞ˣˢ .Re-authentication  .˶˸ˣ˧ ˶˧ˢˬ ˧˦ˣ˥˪˞ ˶ˣ˟˧˥˟ ˨ˬˣ˸ˣ ˤ˧˶ˤ

 ˣˬ˩ ˵ˣ˧ˡ˟PEAP ,FAST  ˪˷ ˸˧ˮˣ˴˧˥ ˢ˪˰˸ ˶˴ˣ˧TLS ˢ ˸˞ ˶ˡ˷ˬ ˤ˞ˣ-credentials  .ˢ˩ˣ˸˟ ˥ˣ˵˪ˢ ˪˷

˷ ˞ˣˢ ˫˧˧ˮ˷ˢ ˭˧˟ ˧˶˵˧˰ˢ ˧ˮˣ˷ˢ-FAST ˟ ˷ˬ˸˷ˬ-PACs )Protected Access Credentials(  ˪˷ ˠˣ˯ ˫ˢ˷

"Cookiesˢ ˪˰ ˸˧˪˞˵ˣ˪ ˫˧ˮ˯˥ˣ˞ˬ˷ ˫˧˥˦˟ˣ˞ˬ "-host  .˥ˣ˦˟ ˸ˣˬ˧˞ ˰˴ˣ˟˷ "ˢ˥˩ˣˢ" ˶ˣ˸˟ 

FAST  ˸˦˧˷˟ ˷ˬ˸˷ˬEAP  ˣˬ˩ ˵ˣ˧ˡ˟) ˢ˪˰˸ˢ ˨ˣ˸˟ ˥ˣ˵˪ˢ ˸ˣˬ˧˞˪ ˸˲˯ˣˮPEAP ˭˸˧ˮ ˸ˣ˦˧˷ˢ ˭˧˟ .(

 ˸˞ ˞ˣ˴ˬ˪EAP-MSCHAPv2 ,EAP-GTC  ˫ˠˣEAP-TLS . 

LEAP )Lightweight EAP ˸ˣˬ˧˞ ˞ˣˢ (EAP ˟ ˶˵˧˰˟ ˷ˬ˷ˬˢ-WLAN  ˫˧ˮˣ˸ˮ ˧˶ˣˡ˧˷ ˭˧˲˴ˬ ˞ˣˢ .ˣ˵˯˧˯ ˪˷

˸ˣ˥˸˲ˬ ˸ˣ˰˴ˬ˞˟ WEP ˧ˡˡˢ ˸ˣˬ˧˞˟ ˨ˬˣ˸ˣ ˧ˬˮ˧ˡ ˭˲ˣ˞˟ ˣ˶˴ˣˮ˷ ˥ˣ˵˪ˢˣ ˸˶˷ˢ ˡ˴ ˪˷. ˪ ˢˬˣˡ˟EAP- 

MD5 ˸˶˷ ,LEAP  ˢˬ˯˧˯ ˶˧ˤ˥ˢ˪ ˸ˮˬ ˪˰ ˷ˬ˸˷ˬ ˢ˴˵ ˶˧˷˩ˬˢ ˣ˟ ,˧˞˶˵˞ ˶ˠ˸˞ ˢ˴˵ˢ ˶˧˷˩ˬ˪ ˥˪ˣ˷

˵˪ˢ ,˥ˣ˵˪ˢ ˸ˣˬ˧˞ ˶˥˞˪ .˸˟˟ˣˠˬ ˭˩ˬ ˶˥˞˪ ,˞ˬ˯˧˯ˢ ˸˪˟˵˪ ˫ˠ ˣ˸ˣ˞ '˶ˠ˸˞ˬ'ˣ ˸ˣˬ˧˞ ˸˶˷˪ ˢˮˣ˲ ˥ˣ

˪ ˢˬˣˡ˟ˣ .˸ˣ˥˸˲ˬˢ ˸˲˪˥ˢ ˰˴˟˸ˬ-EAP-MD5  ˸ˣ˲˵˸ˬ˪ ˰˧ˠ˲ ˫ˠ ˞ˣˢDictionary  ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫ˣ˧ˢˣ

 ˶˲˯ˬˢ˲˧˵˸ ˧˪˩  ˳ˣ˶˲˪ ˫˧˪ˣ˩˧˷LEAP-authenticated passwords . 

˷ ˭ˣˣ˧˩ˬ ,˰˷˲ ˪˰ ˞˦˥ ˱˧˯ˣˢ˪ ˫˞-LEAP  ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢProprietary˟ ˵˶ ˷˧ˬ˷ ˞ˣˢ ,-WLANs  ˫˰Cisco 

APs  ˪˷ ˫˧ˬ˧˞˸ˬ ˫˧˯˧˦˶˩ˣCisco. 

 ˧ˠˣ˯EAP ˣ˶˩ˤˣˢ ˞˪˷ (˫˧˥˧˩˷ ˸ˣ˥˲ˣ) ˫˧˲˯ˣˮ - SIM-EAP )Module Identity Subscriber,( AKA-EAP

)Authentication and Key Agreement ,(EAP- POTP )Protected One Time Password,(  AP-PSK 

)Pre-Shared Key ,(TEAPˣ ˳˧˪ˬˢ˪ ˫˩˪ ˞˴ˣ˧ˣ ˢˡ˧ˬ˟ ,ˢ˧˧˷˰˸˟ ˸ˣ˥˲ ˫˧˴ˣ˲ˮ ˫ˢ ˧˩ ˫˞ .\ ˰ˣ˟˵˪ ˣ˞

 ˸˶ˣ˴˸EAP.˸˴˵ ˫ˢ˧˪˰ ˞˶ˣ˵˪ ˳˪ˬˣˬ , 

 
  

https://searchnetworking.techtarget.com/feature/Wireless-attacks-A-to-Z
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 ˸ˣˬ˧˞ˢ ˧ˠˣ˯ ˫ˣ˩˧˯EAP ˶˸ˣ˧˟ ˫˧˴ˣ˲ˮˢ: 

 
 

 

 ˵˶˲ˢ ˸˞ ˢˬ˧˰ ˣˮ˥˸˲˷ ˢ˪˞˷˪ ˶ˣˤ˥ˮ-  ˸˦˧˷ ˣˤ˧˞EAP  ?ˣˮ˪ ˢ˟ˣ˦ ˧˩ˢ 

 .˧ˣ˪˸ ˢˤ ,˶˟ˡ ˪˩ ˣˬ˩ ,˭˩˟ˣ˸ˣ˦˧˷ EAP ˸ˣ˟˩˶ˣˬˣ ˢ˥˦˟˞ ˪˷ ˸ˣˮˣ˷ ˸ˣˬ˶ ˸ˣ˰˧˴ˬ ˸ˣˮˣ˷.  ˸˯˧˶˲ ˸˰˟

802.1x  ˸˦˧˷ ˶ˣ˥˟˪ ˧ˮˣ˧˥ EAP ˷ ˸˧˸˷˸ˢ ˧ˡ˧ ˪˰ ˸˩ˬ˸ˮˣ ˭ˣˠ˶˞ˢ ˪˷ ˢ˥˦˟˞ˢ ˸ˣ˧ˮ˧ˡˬ˟ ˸ˡˬˣ˰

 .ˢˮ˧ˬˤˢ ˟ˣ˷˥ ˫˧ˬ˶ˣˠ˸˦˧˷ ˸˶˧˥˟˟ ˭ˣ˟˷˥˟ ˸˥˵˪ ˷˧˷ ˫˧ EAP ˫˧˞˟ˢ ˫˧ˬ˶ˣˠˢ ˸˞ ˫˧˪˪ˣ˩: 

¶  ˸˷˶ˢˣ ˢ˟˧˟˯ˢ ˸ˣ˟˧˷˥-  ˢ˟˧˟˯ ˪˰ ˫˧˶˟ˡˬ ˣˮ˥ˮ˞ ˫˞Standalone- ˷˧ˠ˶ ˞˪ ˡ˧˵˲˸ ˸˰˴˟ˬ˷ ˸˧

 ˪˷ ˢ˯˧˶˲ ˸ˣ˰˴ˬ˞˟ ˸˲˯ˣˮ ˢˮˠˢ ˸˟˩˷ ˢ˪ ˱˧˯ˣˢ˪ ˫˧˴ˣ˶ˣ ˧˲˧˴˲˯ ˡˣ˞ˬˣ802.1x ˶ˣ˥˟˪ ˢˣˣ˷ ˧˪ˣ˞ ,

 ˠˣ˯˟EAP .ˢ˴˶ˢ˪ˣ ˪ˣ˰˲˸˪ ˪˵ ,˧ˮ˷ ˡ˴ˬ ˪˟˞ ˥˦˟ˣ˞ˬ ˧˩ˢ ˞˪ ˡ˥˞ ˡ˴ˬ˷ 

¶ ˠˣ˯ ˧ ˫˧˶ˣ˷˧˞- ˠˣ˯ s˧-EAP  ˢ˴˶˧ ˭ˣˠ˶˞ˢ ˫ˢ˟˷ ˫˧˶ˣ˷˧˞ˢ ˠˣ˯ ˧˲ ˪˰ ˫˵˪˥˟ ˰˟˵ˮ ˫˧˷ˬ˸˷ˬ ˣ˟

,˪˷ˬ˪ .˷ˬ˸˷ˢ˪ EAP-TLS ˣ ˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˥ˣ˵˪ˢˬ ˷˶ˣˡ PEAP-MSCHAPv2- ˷ˬ˸˷ˬ

˸ˣ˞ˬ˯˧˯˟. 

¶  ˧ˡˡˢ ˸ˣˬ˧˞-  ˣ˟ ˟˴ˬˬ ˰ˮˬ˧ˢ˪ ˧ˡ˩supplicants  ˫˧˲˷ˣ˥ ˨˩˟ˣ) ˫˧ˮˬ˧ˢˬ ˞˪ ˸ˣˬ˧˞ ˧˸˶˷˪ ˫˧ˮˣ˲

ˢ ˪˷ ˸ˣˡˣ˰˸ˢ ˸˞-client  (˱˵ˣ˸˪ˢˣˣ˷ ˸˦˧˷˟ ˢ˶˧˥˟ ˪ˣ˵˷˪ EAP .˧ˡˡˢ ˸ˣˬ˧˞ ˢ˰˧˴ˬˢ  ˸ˣˬ˧˞

ˢ ˪˷ ˸ˣˡˣ˰˸ˢ ˸˷ˠˢ ˧ˮ˲˪ ˣ˸ˣˢˤ ˸˞ ˸ˬ˞˪ ˸ˣˬ˧˞ ˸˶˷ˢ ˸˞ ˳˪˞ˬ ˧ˡˡˢ-supplicant  ˨˩˟ˣ ˫˴ˬ˴˪

˸˞ ˲˵˸ˢ˪ ˸ˣ˰˧ˠ˲ˢˣ ˸man in the middle. 
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¶ ˸˩˧ˬ˸ PKI - ˸˦˧˷ ˪˩ EAP ˢ ˪˰ ˸ˣˮˣ˷ ˸ˣ˷˧˶ˡ ˢ˟˧˴ˬ-PKI , ˸˪˦˟ˬˣ ˸˵ˤ˥˸ˬ ,˸˶˴ˣ˧ˢ ˸˧˸˷˸ˢ

 ˸˞˸ˣˡˣ˰˸ X.509 .˸˷˶˟ ˫˧˷ˬ˸˷ˬˣ ˢ˴˵ ˸ˣˡˣ˵ˮ ˶ˣ˟˰ ˟ ˨ˣˬ˸˪ ˭ˣˠ˶˞ ˪˷ ˣ˸˪ˣ˩˧-PKI  ˢ˧ˣ˷˰

 ˸˦˧˷˟ ˢ˶˧˥˟ˢ ˪˰ ˰˧˲˷ˢ˪EAP.EAP-TLS  ˷˶ˣˡ PKI ) ˶˸ˣ˧ ˟˩˶ˣˬ˸ˣˡˣ˰˸ ˣ˪˧˞ˣ (˸˶˷ˣ ˥ˣ˵˪ PEAP-

MSCHAPv2  ˸˷˧˶ˡ ˶˷˲˞ˬ PKI ) ˸˟˩˶ˣˬ ˸ˣ˥˲ˡ˴ ˸ˣˡˣ˰˸  .(ˡ˟˪˟ ˸˶˷ 

 

 ˢ˥˦˟˞ ˸ˣ˷˷˥ˣ ˸ˣ˞ˬ˯˧˯ˢ ˪˷ ˰ˡ˧ˬ ˶ˠ˞ˬ ˸ˣ˪˟ˠˬ ,˥ˣ˵˪ ˸ˣ˪˟ˠˬ ˫˧ˬ˧˧˵ ˧˩ ˭ˣ˟˷˥˟ ˸˥˵˪ ˷˧ ˭˩ ˣˬ˩

ˢ ˸ˡˣ˦ˬ ˸˶˧˥˟˪ ˰ˠˣˮ˟-AP . ,˪˷ˬ˪iOS clients  ˟ ˫˧˩ˬˣ˸ ˞˪EAP-TTLS  ˸˧ˮˡ˧ ˫˸ˣ˞ ˫˧ˮ˧˵˸ˬ ˞˪ ˫˞

˟ ˵˶ ˞˪˞- MsCHAPv2.  ˧˶˧˷˩ˬ ˣ˪˧˞ˣAndroid  ˪˷ ˫˧˲ˣ˶˧˴ˢ ˪˩˟ ˦˰ˬ˩ ˫˧˩ˬˣ˸EAP x-PEAP. 

 ˫˞ ,˭˩˟ˣ ˵˶˲ˢ ˪˩ ˸˞ ˫˩˯ˮˣˮ˶˟˰˷ :˸˧˦˵˶˲ ˢ˶ˣ˴˟ 

 ˸ˣ˦˧˷EAP  ˫˧˰˧ˬ˦ˬ ˫˸˞ ˫˞ .˸ˣ˟˩˶ˣˬˣ ˢˮˣ˷ ˢ˥˦˟˞ ˱˶ ˸ˣ˟˧˴ˬ ˸ˣˮˣ˷802.1x  ˢ˷˧ˠ˶ ˞˪ ˢ˟˧˟˯˟

 ˣˬ˩ ˶˧ˢˬ ˭ˣ˶˸˲ ,˸˷˶ˢ ˶˞˷ˬ ˸ˡˡˣ˟ˬˣEAP-MD5  ˸ˣ˪˵˟ ˞˪ ˪˟˞) ˪ˣ˵˷˪ ˢˣˣ˷˷ ˣˢ˷ˬ ˸ˣ˧ˢ˪ ˧ˣ˷˰

 ˰˧ˬ˦ˢ˪ ˢˣˣ˷ ˢ˞˶ˮ˩ ˸˷˶˟ ˫˧˲˯ˣˮ ˫˧˟ˣ˷˥ ˫˧˶ˣˤ˞˪ ˸˵˷ˬˬ˸ˬ˷ ˢ˟ˣ˷˥ ˸˩˶˰ˬ˟ ˶˟ˣˡˬ ˫˞ .(˸˰ˡ

PKI ˟ ˷ˬ˸˷ˢ˪ˣEAP-TLS ˧˪ˣ˞ ˸ˣ˲˧ˡ˰˟ ˢ˪˴˞ ˧˪ˣ˰˲˸ ˱˴˶˷ ˸˩˶˰ˬ˟ ˶˟ˣˡˬ ˫˞ .EAP-PEAP  ˣ˞EAP-

TTLS  ˢˣˣ˷ ˢ˷˧ˠ˶ ˡˣ˞ˬ ˸˩˶˰ˬˢ ˫˞ .ˢˡˣ˟˰ˢ ˸˞ ˣ˷˰˧ ˸˰ˬ˦ˢ ˪˷ˬ˪ ,˸ˣ˦˧˷ ˢˬ˩ ˟˧˪˴ˢ˪ ˪ˣ˵˷˪

PEAP  ˶˟ˣ˰ ˣ˩ˣ˸˟˷EAP-TLS . 

˷ ˭˧˟ˢ˪ ˟ˣ˷˥ ˫ˣ˧ ˪˷ ˣ˲ˣ˯˟-802.1x  ˱˧˪˥ˬ ˞˪ˣ ˢˮˣˬ˸ˢ ˪˩ ˸˞ ˢˣˣˢˬ ˞˪ ˞ˣˢ ,˸˲˯ˣˮ ˢˮˠˢ ˸˟˩˷ ˞ˣˢ

 ,˸ˣ˴ˣ˟˵˪ ˢ˵ˣ˪˥ ˪˷ ˸˶ˡˣ˯ˬ ˸ˣ˧ˮ˧ˡˬ ,˸ˣ˥˷˵ˢ .ˢ˴˵ ˧˟˧˩˶ (˧ˮ˲ˬˣ) ˪˰ ˢˮˠˢ˟ ˫˧˶˥˞ ˢˮˠˢ ˸ˣˮˣ˶˸˲

˧ˮˣ ˢ˵˲ˮˢ ,˶ˣ˦˧ˮ ˞˪ ˫˧˟ˣ˷˥ ,ˡˣ˰ˣ ˢ˵ˤ˥ ˞ˬ˯˧˯ ˸ˣ˧ˮ˧ˡˬ ,˸ˣ˩˶˰ˬ ˧ˮˣ˩ˡ˰ ,˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˸ˣˡˣ˰˸ ˪˷ ˡˣ

 .˸˰ˡˢ ˸˞ ˫ˢ˧˪˰ ˸˸˪ ˨˧˶˴ˣ ˸ˣ˥˲ 
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 ˸ˣ˷˪ˣ˥ 

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˷˪ˣ˥802.1x ˪ ˸ˣ˪˴ˣˮˬ-н :˫˧˧˶˵˧˰ ˫˧˦˟˧ˢ 

i. ) ˸ˣ˶˧˷ ˸˰˧ˮˬ ˸ˣ˲˵˸ˬDOS ( 

ii. ˷ˬ˸˷ˬˢ ˸ˣˡˣ˞ ˫˧ˮˣ˸ˮ ˧ˣ˪˧ˠ x\x˞  ˸˩˶˰ˬˢ) ˭ˣ˧˯˧ˮ˪ ˢ˶˧˸˥ ˨˩˟ˣ˸˷˶˪ ˸ˣ˶˟˥˸ˢ( 

 

 ˸ˣ˲˵˸ˬDOS 

 ˸˞ ˠˣˣ˯ˮ ˫˞ˬ˸ˢ ˨ˣ˸˟ ˸ˣ˶˧˷ ˸˰˧ˮˬ ˸ˣ˲˵-W/LAN  ˪˷ ˸ˣˬ˧˞˟ ˷ˬ˸˷ˬ˷802.1x ˫ˮ˷˧ ,о  ˫˧ˮ˲ˣ˞

˩"˶ˡ˟ ˫˧˷ˬ˸˷ˬ ˫ˢ˟ ˫˧˧ˤ˩˶ˬ: 

De-authentication -  ˣˮ˪ ˷˧н  ˢ˲˧˵˸ˢ ˥˦˷ˬ ˸˞ ˫˧ˣˣˢˬ˷ ˫˧˩ˣˣ˸-  ˠ˸ˬ˪ ˢ˴˵ ˶˧˷˩ˬ ˭˧˟ ˨ˣˣ˸ˢ

 .˸ˣˬ˧˞ ˸˶˷˪ ˠ˸ˬˢ ˭˧˟˷ ˨ˣˣ˸ˢˣ ˱˵ˣ˸ ,˧ˬ˧˦˧ˠ˪ ˷ˬ˸˷ˬ ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸˪ ˢˮˤ˞ˢ ˸ˣ˰˴ˬ˞˟

 ˪ˣ˩˧ ˧˪˞˧˴ˮ˦ˣ˲ˣ ˦˧˪˵ˢ˪ ˸ˣ˪˧˟˥ ˥ˣ˪˷˪EAP Logoff  ˣ˞EAP Failure ˪-access point  ˫˰ (˸ˬ˞ˬˢ)

 ˸˟ˣ˸˩ˢMAC  ˟˴ˬ˪ ˦˶ˣ˲ˢ ˸˞ ˯˧ˮ˩ˢ˪ˣ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˪˧˲ˢ˪ ˫˰˲ ˪˩ ˨˩˟ˣ ˷ˬ˸˷ˬˢ ˪˷

unauthenticated.  

 

˪ˣ˩˧ ˱˵ˣ˸ ,ˢˬˣˡ ˢ˶ˣ˴˟  ˸ˣ˦˵˞˲ ˯ˣ˲˸˪ˣ ˸ˣˬ˧˞ˢ ˸˶˷˪ ˠ˸ˬˢ ˭˧˟ ˨ˣˣ˸˟ ˸˟˷˪RADIUS Access-Accept 

 ˣ˞Reject  ˭˸˧˞ ˰˴˟˪ˣReplay attack . 

 

EAP Start Flood -  ˸ˣ˦˵˞˲ ˸˴˶ˢ ˸˪˧˥˸ ˢˢˣ˟ˠ ˸ˣˬ˧˴˰˟ ˢ˞˪ˣ˪˟ ˸ˣˮ˧˵˸ ˸ˣˬ˧˞ˢˤ ˧ˡ˧ ˪˰ˣ  ˸˞ ˷˟˷˪

.˷ˬ˸˷ˬˢ ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸  ,˶ˬˣ˪˩ ˸ˣ˦˵˞˲ ˪˷ ˢ˟ˣ˶ˬ ˢ˥˧˪˷EAP-start  ˸ˬ˞ˬ˪ ˸ˣˬ˶ˣˠ ˶˷˞

˸ˣˬ˧˞ˢ ˨˧˪ˢ˪ ˯ˮ˩˧ˢ˪ .˫˧˧ˬ˧˦˧ˠ˪ ˫˧˷ˬ˸˷ˬ˪ ˸ˣˮ˲˸ˢ˪ ˞˪ˣ 

 

EAP Malform attack -  ˸ˣ˰ˡˣˢ˟ ˸ˣˡ˷ˢ ˨˶ˣ˞ ˧ˣˮ˧˷EAP  ˧ˡ˧ ˪˰)Fuzzingˬ ˵˪˥ ˯˧˶˵ˢ˪ ˧ˣ˷˰ (-AP  ˣ˞

 ˸ˣ˰ˡˣˢ ˸ˣˣ˧˰ ,˭˩ ˣˬ˩ .ˢ˰ˡˣˢˢ ˸˶˟ˣ˰ ˫ˢ˧˪˞ ˯ˣ˧ˡ˶ˢ ˧˸˶˷ˬEAP Identity Response  ˵˲˯˪ ˧ˣ˷˰

 .ˢˬˣˡ ˢ˞˴ˣ˸ 

 

  ˠˣ˯ˬ ˸ˣ˦˵˞˲ ˪˟˵˪ ˸ˬ˞ˬˢ ˸˞ ˠ˲ˮ˵˪ ˭˸˧ˮ ˣ˪˪ˢ ˸ˣ˧˰˟˪ ˢˮ˰ˬ ˸˸˪ ˸ˮˬ ˪˰Logoff, Failure  ˵˶

 ˸˟ˣ˸˩ ˫˰ ˟˷˥ˬˬMAC ˢ ˪˷ ˣˤ˪ ˸ˬ˞ˣ˸ ˱˯ˣˮ˟ˣ ˢ˴˵ˢ ˶˧˷˩ˬ ˶˧ˡˠˢ˪˷ ˸˟ˣ˸˩ ˵˶ ˶˟˥˪ ˪ˣ˩˧ ˦˶ˣ˲ ˪˩

MAC ˣ ˸˥˞ ,˨˩˶˥˞ ˸˟ˣ˸˩ˬ ˧ˮˣ˷˞˶ˢ ˶ˣ˟˧˥ˢ ˶˥˞˪ ˢ˰˧ˠˬ˷ ˸˶ˣ˷˵˸ ˪˩ ˸˦ˬ˷ˣˬ ˸- Sigle-Host 

Mode ..˸ˣ˧ˮ˲ ˸˧˶ˣ˦˯˧ˢ ˧˲ ˪˰ ˫˧ˣ˯ˬ ˶˧˷˩ˬ ˸˵˥˶ˢ˪ ˰ˠˣˮ˟ ˸ˣ˯˧˪ˣ˲ ˷˧ˬ˷ˢ˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ 
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˸˩˶˰ˬˢ ˸ˣˡˣ˞ ˫˧ˮˣ˸ˮ ˸˲˧˷˥\ ˷ˬ˸˷ˬˢ 

 ˸˲˵˸ˢMITM -  ˵˪˥˸ˣ˶ˣ˴˸ˬ EAP ˥˪ˣ˷˸ˣ  ˸˞˟ ˰ˡ˧ˬˢ-clear text x\,˟ˣ˟˧ˠ ˶˥˞˪ ˣ˞  ˱˵ˣ˸˷ ˱˧ˮ˯ˬ

 ˢ˶ˣ˴˟ ˸˷˶˟ ˢ˶ˣ˟˰˸ˢ˟ˣ˦  ˪˩ˣ˧˸ˡ˰ˣ˧ˬ ˢ˸˧˧ˢ ˞˧ˢ ˢˬ˪ˣ ˧ˬ˪ ˭˧˟ˢ˪ˣ ˢ˸ˣ˞ ˥ˮ˰˲˪ ˨˧˪ˢ˸ ,˟ˣ˶˪ .

 :ˢ˞˟ˢ ˢ˶ˣ˴˟ ˰˴˟˸˧ ˢ˲˧˵˸ˢ 

 ˸˶˷ ˫˧˶˧ˣ ˣ˪˷ˬ ˢ˷˧ˠ ˸ˡˣ˵ˮ ˶˧ˡˠ˧ ˱˵ˣ˸RADIUS  ˫˰SSID  (Service Set Identifier) ˸˷˶˪ ˢˢˤ

 ˫ˣ˶ˠ˧ ˨˩˟ˣ ˣ˪˷ "˸˷˶"ˢ ˸˞ ˸ˣ˞˶˪ ˫˧˷ˬ˸˷ˬ˪ ˫ˣ˶ˠ˧ ˪ˮˠ˧˯ ˫˧˴˰ˬ ˸ˣ˰˴ˬ˞˟ˣ ˸˧˶ˣ˵ˬˢ ˫˧˷ˬ˸˷ˬ˪

˫˧˧ˬ˧˦˧ˠ˪  ˶˟˥˸ˢ˪ ˸ˣ˯ˮ˪˶˧˷˩ˬ˪ ˢ ˸˶˷˟ ˸˧ˮˣ˧˴˶ˣˠˣ˲ˮ˧˵ ˢ˧˴˲ˣ˞ ˸ˬ˧˧˵) ˣ˪˷RADIUS-  ˸˸ˬ˞ˬ ˶˷˞

˫˧˷ˬ˸˷ˬˢ ˪˷ ˸ˣˡˣ˰˸ˢ ˪˪˩˪ ˱˷˥˧ˢ˪ ˪˩ˣ˧ ˱˵ˣ˸ˢ ˨˩ .(ˢ˧˪˞ ˶˟˥˸ˢ˪ ˷ˬ˸˷ˬ ˪˷ ˭ˣ˧˯˧ˮ ˪˩  ˨˷ˬˢ˟ˣ

.˭ˢ˟ ˷ˬ˸˷ˢ˪ 

˸ˣ˲˯ˣˮ ˫˧˩˶ˡ ˰ˡ˧ˬ ˸˞˴ˣˢ˪: 

¶ ˪ ˢˮˣ˷˞˶ˢ ˢ˟ˣˠ˸ˢ-request identity ˟ ˸˥˪˷ˮ-clear text  ˫˷ ˸˞ ˢˮˬˬ ˳˪˥˪ ˶˷˲˞ ˭˩˪ˣ

.ˡ˟˪˟ ˢ˶ˣ˟˰˸ˢ ˸˲ˮ˯ˢ ˧ˡ˧ ˪˰ ˷ˬ˸˷ˬˢ  ˰˴˟˪ ˭˸˧ˮ ,˭˩ˬ ˶˥˞˪brute-force  ˸˞ ˷˥ˮ˪ ˸ˮˬ ˪˰

.˷ˬ˸˷ˬˢ ˪˷ ˞ˬ˯˧˯ˢ 

¶  ˸ˣ˪˧˟˥ ˯ˡˮˢ˪ ˭˸˧ˮEAP .˧˲˧˴˲˯ ˷ˬ˸˷ˬ˪ ˰ˠˣˮ˟ ˣ˞ ˸˷˶ˢ ˪˰ ˱˯ˣˮ ˰ˡ˧ˬ ˳ˣ˪˧˥˪ ˭ˣ˧˯˧ˮ˟ 

¶ Downgrade - ˣ ˸˶˷ˢ˷ ˭ˣˣ˧˩ˬ˴˵ˢ ˶˧˷˩ˬ ˸ˮ˩ˣ˸ ˢˢ ˸˦˧˷ ˪˰ ˭˸ˬˣ ˞˷ˬ ˫˧˪ˢˮˬ-EAP  ˰˴˟˸˧ ˢ˟

 ˪˷ ˢ˷˪˥ ˢ˶ˣ˴˸˟ ˷ˣˬ˧˷˪ ˣ˸ˣ˞ ˭˧ˣˣ˩ˢ˪ˣ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˪˰ ˰˧˲˷ˢ˪ ˸ˣ˯ˮ˪ ˭˸˧ˮ ,˸ˣˬ˧˞ˢEAP  ˪˰

 ˸ˣ˦˵˞˲ ˸˥˧˪˷ ˧ˡ˧NAK. 

 

 ˪˰ ˭ˣ˪˧ˬ ˸ˣ˲˵˸ˬLEAP 

LEAP  ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢEAP  ˪˷cisco ˟ ˷ˣˬ˧˷ ˢ˷ˣ˰˷-MS-CHAPv2 ˲˴ˣˬ ˞˪ ˸ˣˬ˧˞˪˨˩ˬ ˢ˞˴ˣ˸˩ˣ ˭  ˱ˣ˷˥

 ˸ˣ˲˵˸ˬ˪offline dictionary . 

 ˸˶ˣ˟˰˸ ˸˞ ˱˧ˮ˯ˢ˪ ˪ˣ˩˧ ˧˪˞˧˴ˮ˦ˣ˲ ˱˵ˣ˸ ,˦˵˧ˣ˶˲˟ ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ ˢ˷˰ˮˣ ˢˡ˧ˬ˟LEAP  ˸˞ ˸ˣ˪ˠ˪ˣ

ˬ˯˧˯ˢ ˸˞ ˶ˣ˟˷˪ ˸ˣ˯ˮ˪ ˪ˣ˩˧ ˞ˣˢ ˭˩ˬ ˶˥˞˪ .˷ˬ˸˷ˬˢ ˢˮ˰˷ ˢ˟ˣ˷˸ˢ ˸˞ˣ ˸ˬ˞ˬˢ ˪˷ ˶ˠ˸˞ˢ s ˪˷

 ˸ˣˤ˥˸ˢ˪ˣ ˷ˬ˸˷ˬˢ˟ ˷ˣˬ˧˷ ˧ˡ˩ ˨ˣ˸ ˣ˧˪˞-LEAP ,˱˯ˣˮ˟ . ˱˯ˣˮ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˷ˬ˸˷ˬˢˣ ˢˡ˧ˬ˟

˟ ˪˷ˬ˪) ˸˷˶˟ ˫˧˲˯ˣˮ ˸ˣˬˣ˵ˬ˟ ˞ˬ˯˧˯˟-active directory ˱˵ˣ˸˪ ˵˲˯˪ ˢ˧ˣ˷˰ ˞ˬ˯˧˯ˢ ˸˶˧˟˷ ,(

 .˸ˣ˲˯ˣˮ ˢ˲˧˵˸ ˸ˣˬ˶ˣ˲˦˪˲ 
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 ˭ˣˠ˩ ˫˧˪˩asleap  ˪˷ ˢ˴˶ˢ˪ ˞ˬˠˣˡ .˦ˮ˶˦ˮ˧˞˟ ˫˪ˣ˩˪ ˫˧˷˧ˠˮˣ ˣˤˢ ˢ˲˧˵˸ˢ ˸˞ ˫˧˷ˬˬˬasleap: 

 

˦˪˵ ˧˪˩ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞ ˢ˴˶ˢ˟ ˣ ˢ˟ˣ˷˸ˢ ˸˞ˣ ˶ˠ˸˞ˢ ˸˞ ˨˩ˬ˯˧˯ˢ ˸˞ ˢ˪˧ˠ s.˷ˬ˸˷ˬˢ ˪˷ 

 ˸˲˧˩˞ ˞ˣˢ ˭ˣ˪˧ˬ ˸ˣ˲˵˸ˢ˪ ˧˶˵˧˰ˢ ˡˠˮˢ ˧˰˴ˬ˞.ˢ˵ˤ˥ ˢˬ˯˧˯ ˸ˣ˧ˮ˧ˡˬ  ˯˧˯˟ ˪˰ ˸ˣ˞ˬ˯˧˯ ˸ˣˮ˷˪ ˷˧
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