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0'01 7V IN credential 0'02 7V - NIN'RKN X WNNN [IAORN 12 [DIXA 17N IUN NINYAN .NynonY
70N \nnwnan 1Y7 D'wnnwnn DX Y7rn Certificate-base EAP-TLS NIn'X ,nnaIT? .certificate
overhead-n 7> NX 771D [2mMd 72X 1270 DADAIPN DAY D'WINN D N'VINY NN MO NIN'R

L1DIMTION NIYTA MR L 710 0PI - NITIVNA JNDY
:DNIY D'aYN WA 71v9Y? 7o' 802.1x ,N'T'O N1'NaN

7Yy MAC -nn nyany AN g vlion 7 supplicant N NIM'X NNY? - Single Host Mode

01190 T 112V7 NYINND YR

JYINA VYDA NYANY MIAYN 7D V1IN 7M supplicant N NIM'R INX? - Multi-Host Mode
qoi supplicant X NIY'R INK7 ,TAR V9 TWX? TNX 802.1x supplicant-7 DWONN D'a¥NN Y

JNINN IYRIN MUK TV NIN'R 7 7210 X7

I"7R1 12100 71AY7 D71D' X7 NIIAYN DIY NIRWAN 72701 NNTM DXPN 1'WONY 197 1ImNd LD 1nd

NN 7V win'm Y D1 3 W 0IY9 DT X7 119'0N 70 7w A191PY 1N 1T X7 0T DA .NwNa

.n1n trouble-shooting "W9X71 802.1x-7 Naynin NX 707

MAC Authentication ) MAB ny Dai 802.1x DY DA D'ANNN NX D'A9177n TWXD - Monitor mode .1
X77 NwN7 72NN IR DNWOKRNI (NIM'RN NNY) RADIUS-N Mw niainn om7vnni (Bypass
Y1921 D" N7, |2 72X *7'2T Yynwl .NIN'RN NIN'Y ¢ NIRXINYG NION'NN

2w2) DNS / DHCP / AD 70 7w N'0'02 MNIAVN DWONA LXIN D INWD - Low Impact mode .2

q12Y7 WATT AT7 Nayn Inwn WNT'W 1IN 721 (M1 07775 0Rao'ye pima'? n'aion |y nirnY
N'Mm nm'R

.("2'0719"Th 2a¥nn) X' NiRe TV 11aY7 n71>' EAPoL NNiayn 0 - Secure mode .3
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0'"70n2a "1 802.1x nnn

,JiN'R MY - supplicant, authenticator, authentication server - D'mIA nWI7w DIWN |PN2
¥ PN9-NN 17 Wit ,901 21N awin) RADIUS a10n NW A NINRD NY 770 T2 .NIR'7E Nnkn
NIF701 AN D' NARNN L(NNNA 117V 91917 DIATIN KYIDN DX D'DN DX )XY 'Y Inxy 191
DYONN DN O'RNA "7 'ont niyynka (121 91097 ,00N 1970 ,'IN71IW AwNn) DX 1'won Nt

.D'MND DARYNYT WA 17 AWORYI NXZ wnnwn 7w 112N nnx'? noawny

1 2

SUPPLICANT 3
4 AUTHENTICATOR RADIUS

SERVER

NETWORK ACCESS

[https://www.securew2.com/solutions/802-1x :11j7n]

:'"rlll‘)l'\!'):l. o"1oaN DNy

.802.1x 7w nara X¥mw 71710090 nwyn? 0t Extensible Authentication Protocol - EAP e
2V INni Rwn 7017 Dnkan DIYY )TN DR poony framework-n 7w1 NIyTINN YW vnII9N
(MINTTAY? nYpanw ndnn) supplicant-n oy TN (EAP method) nm'xn no'w

NINTTA? NYRANY MdNnN 1D 0017, NIMRN Yy¥ann ANIYYNXIY 0Tn - EAP method o
EAP niTiun .EAP framework-n Niyxnxa Nin'kn MW7 07w credentials-n NX 7907 ndMx
.(Qunna p v [TIRn] 2'NN1 , 2D DR K7 NIRT ,X7) PEAP-MSCHAPV2-1 EAP-TLS |0 NiNnDY

mpnnn EAP-n nivTIn yvi'w'? nunwnin (encapsulation) o™ Nu'w ,EAP over LAN - EAPoL o
.2 MDJWA 7110ND KIN EAPoL .NwN2 Nnknn annn 78 NINTINY Nwpann

TIX X'X¥IN ANND NINRD NIYY NNXAN ANAN 2 MIYPN? N 7217nn 01TIVoN - RADIUS e
(7 N2dwa) RADIUS Nujro1 N'X7109j71X 17 y¥anl (2 n1dwa) EAPolL nujzxron EAP payload-n

NNDIYA ATIAVN NIDYIE DMY'YONN |'2 YYan Kin nwynY Bkl
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RADIUS '"nv¥ 7y n'711yn 1200

NN71 nMw IxY? 2w onnvnt RADIUS 'Mw 7y n1ann NX 11ax7? awn 7'90N NTY 2vIin "IX
N2ITA NN 7V NONK IR ITD N2 VTP AT INNNN DR RKIAPY "M 2NY |'"NRN IX .NYTN DX DNy

nonw mY xwin? Xxian \n'o'oa naan NN (nia) 1 w7 Apva k0 7"n 719 nnn non 7ax

NN'Y - NNX N'M2Y] 0'9'TYN DNX DX IX ,Remote Authentication Dial-In User Service - RADIUS
N'¥P'798N NN YW client-server 7 NWA 217101192 12,0017 .AIFNA PINNN NIRRT wnnwun

(7 mdw)

NYN7 DANNN D'YNNWAY AT ;IARD 7¢ w1 "niwn" Ton nX Nzi? RADIUS nw '7'D)
NWA7 'ROT wnnwn .NYNY (NIN'RNNN NIXWINA) NWA DN7 QUKD DNINT X NNRA XN [IARD
wnnun ov ,NY70'T ATIVR NIVYAKA - ININT DX N'DIN KINW NK? 71 RADIUS-N nawn nwnY

.0"NN credentials IXN NnoO'OI

.D'YUNNYN 7¢ niM'RN 7 'RINKY (ann Ik ANl VPN 71 Nnaim) w21 Kin RADIUS Client
2w 0'7'9N9n NX 7N17 117 YwoNnl Windows IX UNIX nw 2y yaw 1*7nnin Xin RADIUS Server

W17 1annn? 20t m 7y 071w RN XN NI .1INn TNk DB n'wnnwnin

Y7 DNIR N7IWIE nwRan DR NpI7 RADIUS Client-n RADIUS Client-7 7annin? nx¥N user-wd

i}

Remote User

Remote User
Databaose
(Authentication
RADIUS Protocel Server)

Access Request

N gy o U

=-. =
|| = Access Accept I =—
Remote User ) or Reject e Y
BRI SR S TS A FAR RS AR SRR
MNetwork Access RADIUS
Server Server

L

Remote User

[https://forum.huawei.com/enterprise/en/how-to-configure-the-radius-authentication/thread/450231-861 :1ij7n]
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D'NWN 707 ,NNT DY .NWIN 7Y ecosystem-n 7w Y202 'YW [9IXA DTN OFTIN NW W NTIAvn
MWD ecosystems-n alon 77Nl (Authentication, Authorization, Accounting) AAA Ni71>' W

.DNNX OI'T 'MYY proxy client-2 wnw? 210! oM

NRYIN IWR NIN'wn yiIxa? RADIUS mawa o'wnnwn (ISP) u1MurR 'MN'w '790 79D 0T
1812 0OI91 YIN'Y AYIVI NMIAYNN NOWA 71710N9 UDP-2 wnnwn 7110090 .NIXiAwNI
2279 90 9 TEONN 197 Nxpa AAA 27w DK IRNYT N1, .Nnwn? 1813-1 nin'XY?

"MiPN D1INI Tonn1 credentials-N IR XTIN DWUN NIRRT e
NIRRT DI 1P QUMD ARWNAY DWW NWRA TWURT DX VAR NMYD ARYIN QY e

,JANN1AYN M ,NINan NINY NNLVNY7 D'ANYN] YIN'YN NITIR VTN QIO'X: NIXIIAYN AN .

JIM7Y NIRXPZN IR N7Y9NN T 1A arn
?RADIUS mw Yy 802.1x 7792 yiItn - X'N DO7707 N2V 'RTIAW N'N'0AYT7 N7RY

- 171901 LAN-N NN12 DNANNAY D'YNANYNN 7¢ DIININ 70 NAR'Y DY INYM NIFM7 )X, 0l
N7 20 AT LI7'RO .7'90N D'PTN DNIX D'YWIY X7 2"1TA1 0mMy Ndd D2 XN ,ANNN N7 720 X7 01
™ DAl) (pre-shared key) PSK nim'x 7w nIpna md ,q'va prn AP Nirn 2N Nt N7 728 RN
,0IY9 XIN [INNON [9IX (NI Y7nmnl X7nn [NNon VIwS Xin 802.1x ,WLAN service 7w nIpna
AYPN 722 NTI0 RAXR NIFNYIE 07107 ART? VTN XD .07 DTN 7D 0 Ty NwaY vt 01007

L nimRy

(120 71710192 D9 77101 RADIUS-n nnonnw DIAMETER 7171009 NX 'XTIIA DMDN DOP7N

JLS-7 nimin AN nna nnvanl SCTP ik (UDP nipna) TCP 7w Ani' a'y' 1'n win'y

?niwyY yT1I* RADIUS NW nn TX

IX txt Y217 (Tivi nnawn a¥n ,NiM'R NIYa) Nifin Niziys Tyn? N7 oOX |2 .0N27T Nan LAl
Y270 QUKD IX 'WUTIN L'WY Miralt) D9AT '97 wTn 0217 TV yalp Dyt ,SQl 7w DB nawh
NYA NIO™MI® + NNANNN NIO'™ID 17X DX [ IX *7101 1P NI2IMdY 10''s yxa? (non 71127 yan

.127TaN 0'701N0) NNIRY
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NI0™I9 21917 NINAAIT

NTIAYN NIYYA 71 12NNNY NNana D'Tan 2% WWoNY 7wun% - oIt at niooin niaan e
wnnun qx7 Wwox? X7 1770 niywn yinnl nwan axwn? (6:00-20:00) Nif7xar¥agn

:0'w"o1021 Y713 ,Nannny

Day and time restrictions x>
%-2-4-6-3-141-?2-2-4-6-3-10-%
o (1111 coc
Sunday
Maonday
Tuesday I ® Pemitied
Wednesday r O Denied
Thursday
Friday
Saturday

Sunday through Thursday from &:00 AM to 8:00 PM

N NN VPN 7Y 71000 112N QWONYT - NYAY 1ANNNYT7 [N DDYT media-n 'A10 7V n72an e

‘Wireless + Ethernet 7w D"Mia'n

MAS Port Type x

Specify the access media types required to match this policy.
Common dial-up and YPN tunnel types

[] Async (Modem)

[] ISDN Sync

[ ] Sync (T1 Ling)

Virtual (VPN)

Commaon 802 .1 connection tunnel types
Ethemet

[] FODI
[] Token Ring

Wireless - IEEE 202.11 |

Cithers

[ ] ADSL-CAP - Asymmetric D5SL Camierdess Amplitude Phase Modulation
[ ] ADSL-DMT - Asymmetric DSL Discrete Mutti-Tone

[] Async (Modem)

[ ] Cable W
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DANNNY 721" wnnwn IMIYYNRaY tunnel-n 210 2y nNTan e

Tunnel Type X

Specify the tunnel types to required to match this policy.
Common dial-up and VPN tunnel types

[] Generic Route Encapsulation (GRE)

[] 1P Encapsulating Security Payload in the Tunnel-mode (ESP)
[] Layer Two Tunneling Protocol (L2TP)

[] Point4o-Point Tunneling Protocol (PPTP)

[] Secure Socket Tunneling Protocol (SSTP)

Common 802.1X connection tunnel types
(] Vitual LANs (VLAN)

Others

[[] Ascend Tunnel Management Protocol (ATMP) A
[] Bay Dial Vitual Services (DVS)

[[] Generic Route Encapsulation (GRE)

[J 1P4n-IP Encapsulation (IP-IP) v

!

NI0*719n 72 7w Screenshot MN'7 ,00NI'NNRY TX ,NO'7219 72 7V 2IMDX DX 'V X7 12D AT 210

D' NN NNKX 70 "M IRY21E 1127 'w9IN 1WA 9177 INIY Nif'on

User Name
The user name that is used by the access client in the RADIUS message. This attribute is a character string that
typically contains a realm name and a user account name.

annachion Pranartiae
nnection Properties

B Access Client IPv4 Address
The Access Client IPv4 Address condition specifies the IPv4 address of the Access Client that is requesting access
from the RADIUS client.

B Access Client IPv6 Address
' The Access Client IPv6 Address condition specifies the |Pv6 address of the Access Client that is requesting access
from the RADIUS client.

‘ | Framed Protocol
ot The Framed Protocol condition restricts the policy to only clients specifying a certain framing protocol for incoming
“  packets, such as PPP or SLIP.

31 Service Type
,_L The Service Type condition restricts the policy to only clients specifying a certain type of service, such as Telnet or
=<2 Point to Point Protocol connections.

Tunnel Type
& The Tunnel Type condition restricts the policy to only clients that create a specific type of tunnel, such as PPTP or

L2TP.

Dn"1'aw ani NAC, EPP nninnoIEEE 802.1x,
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_ |} Called Station ID
“3 5 The Called Station D condition specifies a character string that is the telephone number of the network access server
(MAS). You can use pattern matching syntax to specify area codes.
3_—. NAS Identifier

L The MAS |dentifier condition specifies a character string that is the name of the network access server (NAS). You
can use pattern matching syntax to specify NAS names.

?7 NAS IPv4 Address

T i The NAS |P Address condition specifies a character string that is the |P address of the NAS. You can use pattern
matching syntax to specify IP networks.

?j NAS IPv6 Address
S

The NAS |Pv6 Address condition specifies a character string that is the IPvE address of the NAS. You can use
pattern matching syntax to specify |PvE networks.

MNAS Port Type
The NAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,
ISDOM, tunnels or virtual private networks, IEEE 802.11 wireless, and Ethernet switches.

Day and time restrictions

Day and Time Restrictions

" Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These
restrictions are based on the time zone where the NPS server is located.

_lient Properties

_|_] Calling Station ID
"3 The Calling Station ID condition specifies the network access server telephone number dialed by the access client.

Client Fnendly Name
The Client Friendly Name condition specifies the name of the RADIUS client that forwarded the connection request to
NPS.
(g ClientIPv4 Address
éts The Client IP Address condition specifies the |IP address of the RADIUS client that forwarded the connection request
—4— o NPS.
; r~ Client IPv6 Address

The Client IPvE Address condition specifies the IPv6 address of the RADIUS client that forwarded the connection
request to NPS.

7 Client Vendor
The Client Vendor Condition specifies the name of the vendor of the RADIUS client that sends connection requests
to NPS.

IR 1DNY DY 7001 NN NIFZRINYID AN DR NI0'7ID A191' )7 NI'YDIX VYN X7 07NN 17X

10719 Na'7xn v PN TN NIt 0110 2101 niwaa 7'V 'NID'X NIX2 NIYYOIRN

INIX 292731 T'7XILYT NADN 2V 1xYa Radius MW D71 INXAN JWnNa - 1YY7 ,mMpn 'Da

.802.1x NIIN? DXNN
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D771 nn'T7 - 802.1x \'7nN N1an

1710 1IN 7NN NINKAY MIYPN-21710090 TN 7W N1ann DX NI'Y nnd Vw7 NI017 7'avwa

NN 7¥ NNRIY NN 3 ar¥n?
N'N .802.1x 7w '0PIVOANN V7NN NXK NRNAY N770 NNNAR'T A'¥N7 NDYIN NIIYRIN NN e
2v 0775 D7Y arvn? XN NIMIRN '7NN2 IK DM D019 T NIY Paynn? N3N XY

JpPnn

NIX X' |9IN2 NRNNY 'D'0TD MIVY'T NP NWY DNNAR'T A¥N7 ND7IN nMwn anin e
DNIYXNX] CWKR EAP 7171019 19010 DIY' INKD .PEAP - 1N1) NiM'R 71I7101N9 Dy )'7nNn
NN N'NAY NI YIDIN KINY [1'DN PEAP DX XpIT A'¥N7 1NIA IR .)'70NN DX y¥a7 [N

.07W N7 |'"TY X NP X7 Nrn7 7n %"n nna niman . Windows aion

NIM'RN 770N NN NDWRY NIVPRD? N0'1ON NIX AXNY NTNY MINNRDE N'YWYYN NN e
Huawei 2101 [I90XN0 'wdn 7y 7onon? 097N nNIX . [n7w NNl Wireshark niyy¥nxa
nn12 NN NX .Cisco ISE Mw 7In 78 IMIX nnkn Cisco Meraki Anni nwY? 1annn? yanw
:2-7 o1 nnax 7"an
ANNN 7N [I907XN0N 7Y MIYPNN -uno vV

NIN'RN MY 70 annn 7w Miwpnn - dos v

DNY 117 NIV 'T AT IYXRD NMINRY NN 7 N NIV N1aN TWOXND NN NN 72 7w naann

1712 71'7nNn X DN1AN - [X1702 341 2 NN DX DN1aN

7N 7R
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.
WPLARACACACACP
. [*] PPN SARALF0 00000 o
AN Switch -]
C|i~=."nt (Authenticator) RADIUS Server
(supplicant) (Authentication Server)
Establish 802.11 Data Link / Ethernet cable>
EAPolL Request (Start)
EAP Identity Request
EAP Identity Response RADIUS Access Request
EAP Challenge Request RADIUS Challenge Request
EAP Challenge Response ‘ RADIUS Challenge Response
EAP Success < RADIUS Access Accept
Authorized
EAP Logoff I

?0xyY2 O'RN NIX NN TN

P21 ANXRT .12 w19 802.1x 71710N5Y ANN2A VII97 NIYKRIT? N1ANNN (*OIN-7X IX "I 'WdINn) NIFY?
7y ann% EAPoL Request nyTIn N71W (supplicant-n - NIP70 7V NAWI'Y NN 21'T IN2) NIE7n

JIWN7 12NNNYT AXN AXP 'won D 17 y'Ting nan

JINTIN? Y'wonnn wpan Xin N2 EAP nupxo n7Iv (authenticator - Nnxnd wnwnwy) annn
qi7'n 0"Pnn .RADIUS MUPKRS IN2 NIM'RN MYY AYTINN DX 11yn annn 17 Ny NIz UKD
(7am X7 IX) 7am nipn 9102 YWRD nWIWN 2 Challenge-Response NIVTIN 7w ITN-1170

W7 1N W

NYTIN NNYY T2V PRINN KN TRE NN N0Y7 ar van IK 17 OXNIY TV NN N 'wonn

?X%7 ,01¥9 .unauthenticated a¥n% V19N NX I'TANY? ANNY NNNIXN YUK EAP Logoff

(oynd) X700 NIM'R 70N DR TYD AR DNRMTRE TYX TIV DR ,N'77250 AIXN IR 1120Y INRY
.PEAP niyx¥nx2a 802.1x 7w
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:PEAP - 2Nn21 nIin'X 717109 0y 802.1x '7nN NX NIXNNY ‘D019 MIVY' NNMAX'T - 2 NN

- OO0
v v v,

z N\
. Switch CH—
Cllgnx (Authenticator) RADIUS Server
(supplicant) (Authentication Server)

1. Public server-side certificate and Usernames & passwords issued to supplicants
out-of-band

2. Establish 802.11 Data Link / Ethernet cable

3. EAPol Request (Start)

4a. EAP |dentity Request

4b. EAP Identity (fake username) Response 5. RADIUS Access (real username) Request
PEAP 6. EAP Request / Start PEAP
Phase 1
7. Server Certificate

8. Validate Server
Certificate

] 5 i 15 el S
l

1

10. EAP Request / Identity

|

1 11. EAP Response / Identity (real username)

12. EAP Request / Challenge (EAP-MS-CHAP-v2), includes Challenge string

13. EAP Response / Challenge (EAP-MS-CHAP-v2), includes Response & Challenge strings

PEAP

14. EAP Request / EAP-MS-CHAP-v2 Success Phase 2

15, EAP Response / EAP-MS-CHAP-v2 ACK :
] TR W

18. EAP Success (or EAP Failure) 17. RADIUS Access Accept (or Failure)

19. Message 1: EAPol Key
20. Message 2: EAPol Key

21. Message 3: EAPol Key
22. Message 4: EAPol Key

802.1x controlled port allows
protected data to pass

NN 207m N ‘NN’ X7 N9 axImy NNy Nroan X ,Nn 7570 ANt ovRn DR V7NN DT Hpall
Srnm JNTHREZN NMIAR'T AXINY
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-0 X WYNNwNY 1'ayn? 11X 0D 2NN 7901 1*7nnnw 1197 D 07107 1N2 NTY nlpn X N'WR)
-0 AWROW D NP7 7Y MadNA certmgr.msc-2 NNIX A91771 MW NTIVNN DX + 17W credentials
7712 'wia DN D'awnn D' 7¥ 19101 .07V IN0Y YT XIN MY YW TIvNn DR 72 supplicant

.MM NIXa 790 DRY TAN7 2AWN TR DNY DINIK DNIRY DN WYY

nim'X ,(initiation) 2INNKX 027w 5-7 7707 "wWOR PEAP 7y ooiann 802.1x 7w nin'Rn 170N NX

.(termination) "110'nI (Accounting) 7101 ,(authorization) nxw1n ,(authentication)

(192 Link up) NN 1IX™7 NOMMY WTN 'WON AN NNRAN YWUKD 7'nnn (2-4b) 'innxn 2w
A¥N2 NI NM'RN 0D .A¥AN DX INXYA DIT' supplicant-n DA N2 'NOIX NNt X
LATINN 7Y 102N NTIZIN .0NYIT INK 1IANYT 1'01 7D ,802.1x MIayn 71 Wwornl “unauthorized”
NN M RIY XN NI LEAP Request Identity NyTIn N7IW XIN 112N ANTA RINW NKY
[N1) D' AT P91 NWRAN IR NI7W? 700 XN NIWN 72 K7 ANNN OX .J2NNN7 Nypany

(101177

Y'RN7 DX WURD (NNNAR'TA 1IN 1nD) N7NNnN 72V EAPoL Start frame nyTIn N7w' supplicant-n
annnn EAP Request-7 Nny? "1y n1In X7 supplicant-n N1dIN DN DN IR )'70NN DX
117 X7 712'N2 N2 YWRD DAl (boot A¥NA TV R'NWD VII97 NIDNN NX DN TWKRD XNAIT?)
D'YON NIN'K? DXNIN 802.1x ,NIMKXD .Link-n a¥na 1'w nint? 210* X7 annn 2 (Wi-Fi nnaim)

.TNND D"'OIN-7KRI D'
.Jnxya EAPoL Start nyTIn NI7WY supplicant-n NI2IN DX 29177 X'N DNINN DXMNN

[PX RINY 17¢ YIIRND '97 NIKNT? TWOKX 790 X771 170NN 'DINN 27w KIn (4b-16) nin'ka 27w
2 JuNnd wnwn (119'02 NARAN T'79N NX NPI7Y) aNnn .71710N92 1571 DN NNIN DX DN
NYTINA MIX qUIY ,payload-n NX 191 ,EAP-D NIYTIN DX NPI7 KN - NIN'R NIY? DX 1'wonn
NIP77 mMwnn - 9NN uma Mg N )'7Nn Y'Y nupkon DR N7l RADIUS
NNLAX 72V V'Y [9IXQ NIY'DYNY NI'TIIN NITIRY 2 NIYARI D700V 1N AIYN NIN'RN 27

Honen

78 NINTTN? NIn 7V credentials N7w' NIR?N 1D7nN2W Na'NN NIXN - EAP method-n nyajn e
.'1DI token ,nTIVN ,XN0'0 7V 002NNY7 A71D' NIN'RN MIXN .NWA 71N

TLS n7yna "Naly yT'an IDIT NN 7V DN 0NN NIR7NE MY credentials-n NNY7w 197
.hash "1ma nioxIn

EAP-MS- 7w Challenge/ Response ny PEAP X'n nnn1iw EAP MIIXNN NNMAN'TAY NnalTa

.CHAPv2
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7w 1x') NAK NN NIvYNRa NNIR DINT? IR ,"AaNK™? Ny no'wn Nk 7ape 700 nip'in
71201 ,NKAN NN .NARNNYT PR XN N2 EAP-n nu'w nx nitwi (Negative Acknowledgement

JIVPRON 7 12YNn MNKR AIRYVIY 1700 NTh yopn 72 X (DTN

NX 1Wnw'w EAP NIVXO 11yl nniyynxaw (PEAP Phase 1) EAP-Method DN INIX 7017

.(PEAP Phase 2) n1oxin n1ixa Challenge/ Response NN'™w NIYXNXA NIN'RYT? NDWNN

TLS-n n%un7? n'on N7l failure IX success NYTIN N7IW MWD TWUKD D"NON NIN'RN 17Y

.oomnnY

2TNN NIN'RN DY ,0'RIN credentials 79'0 NIp7n1 nTna ,(17-18, 19-23) axwnn 1Awa
0197 NWAN AnNnY? non Nt .EAP-Success NYTIN 7w payload oy RADIUS-Access-Accept Ny TIn

.7"10 'won? nvikn

Dynamic network ) NwN7? NMXI'T N2 2907 (AN X7 07NN X)) 71D' NM'RD MY 900
N7 070t 1 kAT L(ACL IR VLAN-7 nwn) wkan 198K Na9igw n0'719 NiyxnNa (access
NPOIoN X7 12 2¥N2 .NN'ION MIXA ANTIN 'WONNE DTN INKR IR N1 VLAN-7 "1annn? axaimn
NIND IT N'¥9IX .NINANNNT7 Y'RD NYTIN DY 09N DX NND' VIYD ANAN N'MKIT DY NO'™7ID
IR IN7XW DN'WON NXIAR Ay D2IW 0-VLAN 3 21X nyya 71710N90 NK wnnawd 271 N¥'7nin
N71>' DNIYYNNA |'RY DA'WONY NXIApI D''kNn X7 Credentials 179'0w DM'wiNY? nxiap ,NiN'RN

.EAP ny ninTrnY

YIAPI 1'WONN NINT IR DN'T DNWNT DTN IX) DWIRNA K7 79'0 N¥pn 1'wonw credentials-n DX
RADIUS Access-Reject NyTIN 2'TN' MWD (MW7 nwmn 72727 'WXRY X7 RIN Dnt'pn n0'7190 197 D
DXNN] .1'WONY DI NN NX YWXRY X7 ANN7 NNIRN 1T AyTIn .EAP-Failure 7w payload ny
Auth-Fail VLAN-7 01190 NX 1avn? IR\ NIZ70 IR AW DNX? NI017 1YY RIN ,ANNAN A91pW 'RY?

.('1P1 MAC 001an) NI50N NIN'K NIV'Y NIO17 IX\I

DIIYN DA7WUN DX DDA 'MTI9N .(19-23) 4-Way Handshake-n 7'7nn y'an nim'Rn 27¢ NNX

N7 1X 802.1x-n 77N XIN DXN NNYWID7 NINOY XY DTV |10 (NN'w' 17-23 2MdY7 niznl)

-N NN 27 (17W 119'01 NNRNN) access point |2 NIYTIN N97NN 4-n 2107 7"10 '7nn-Nnn
72 X '9¥N7 171" DNIYYNAKRY TWK NIOXN NINN9NA 1IN - NVIYD X'D )*70Nn Nun .supplicant

JNRNN RYNT7 'O NIND 1'78 N0'1) 72X 210N X7 Xy 1*70N0 .'0INYKR 1IN NaIyw Data-n

NIN NIV 7101 N10'719 7907 72100 annnl nT'Na (NNNAR'TA 770 yroin X7 TwK) 1ann ava
DY session-7 Yana DN DYV NIN'Rkn MW7 RADIUS Accounting-Request NIVTIN Ni7wY 210

q'N NXRYANT N'MXY'T NIX2 ARYN I'71'|7'U sessions-7 T2 TA NIN7WA 17X NIYVTIN .NXpPN N'Ywon
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DAITE (NAAR'TA Y'DIN K7 |271) NI2'NN N IRT g [DIX] Y¥ANn 7100 2% i nRpe
NIM'XN 210 ,IP N2and ,MAC-N NN ,N¥PN 1'WON DY DX NIN'K NNYW? 7900 D21 N7 nyn INIX

.01171 nip'vo'vvo 17'9X1 112'NN 002NN I'7Y

NN XTN7 N 7y .802.1x 7w NiM'Rn 7'7nN2 21wn 70 XN (DA y'oim X7) Wwpn o'n ahw
JWNNN PNINN NXPN 'WINWI MNa7 nnt 0N 0NIRnn 73 ,NniRnn session-n 7w v
710'N "R T'R 2¥N1 .(no shit Sherlock) Nnnvaxa nY'a97 V1NA7 0217V *T'Na D'pNIM X7w 0NN
IP NNAITD 'Y X7 'Y 'K 112NN DN DR D'NYR X XN 'Y PINY 0OY UNONn Wi
190N DY 17X NIYWPN 72V 1aann? nan v ("N1071 IR 7o) Hub-a win'wi (VOIP-1) Phones
EAPoL Logoff NIVTINA WIN'y ,0N197 V'W' |DIXA Link down YIX' 12D 7171010197 termination 112210
NX 7712 7'w9 9182w (Cisco Discovery Protocol) CDP 71j7101n92 win'w ,proxy EAPoL Logoff IX\I
N7W INKY7 'ONIVIR |DIXA VYIS NX NNV Inactivity Timer-2 WIN'Y ,2'AN |INNXRI 112NN XN

.N7¢ NINoNNI NINNW DR W' N0 707 ,|AMD .29 INT YN NIAVN 110N ]'1'71|7]'1YJ

UDP\TCP D'01I9 7y 12T X7 ,ANNN 7w D190 0'01I9N 7V an dotlx-w X' 'an? 2Ny T
17U AawnNnn NX 1aN71 X127 70' (AnNn? N'T'o nwa 7p1) DTR DY AaNNa D'LNID 7V NNDWKR KR
D'2""N .N12IN NIY¥AKI NININY NT'9 DY D'P90N 1INIX - 107N dotlx yITn N2'on DA IT .DN'™X

.ON'1"A JIT'X NNGAL NIN'TOA 11112110 N2NN nrnY?

JIN7Y NINMIEYP7ANA NNAY DNDWRY NIVPRON - 3 NN
:0'P'7N 2-7 7nNn7 1710 2npn 719-NNn 1IN

NNKRNY? N¥PN 1'WON A MIYpnn nina v
NIN'RN MW7 NNXAN "2 MIYPNa nima. v
DY NI DXV NN NN1YI 802.1x 7w 170NN N 1077InY NIVPRONN 770 7V 11AY7 0710 1INIX

SN

2'N1 NIXA7 N NN MNYY NNRNAD A RN Nipta |2 MIYpnn 7w pcap-n aYp DR
TN 2% NN 27U NN 7Y 1AW71 yalgn DR TN 'UIn IW20n ,qiixnn

https://drive.google.com/drive/folders/0B4-AWwD5sil1VFVTUO1aV3QxWHc
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Technologic

nnxnY NXPN 'Yon |I'2 MIivpnn hinn

00:9a:cd:b7:¢c9:f0 :MAC NaInd - Huawei Nexus 6P [1970 :Nij77 e
€2:55:2d:f2:d1:54: MAC naind - Cisco Meraki MR33 :nnxkn e

Time Source Destination Protoc Ler Info
10 0.146436 8b:6f:f4:f6:1e:.. 1c:ed:b5:95:30: 802.11 378 Fragmented IEEE 802.11 frame
11 0.149589 e6:55:2d:ee:07:.. ASUSTekC 160: 802.11 352 Action No Ack, SN=14, FN=6,
12 0.149869 e6:55:2d:ee:07:.. ASUSTekC 160: o b L 57 802.11 Block Ack, Flags=
13 0.178067 HuaweiTe_b7: 1. €2:55:2d: - : 802.11 70 Authentication, SN=1746,
14 0.178125 HuaweiTe :c9: 802.11 39 Acknowledgement, Flag .
15 0.178383 e2:55:2d:f2:d1:.. HuaweiTe H : 802.11 59 Authentication, SN=2975, F
16 0.178441 €2:55:2d:f2:d1:54 802.11 39 Acknowledgement, Flag
17 0.178741 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1:5 802. 190 Association Request, SN=1747, FN=0, Flag
18 0.178800 HuaweiTe_b7:c9: 802. 39 Acknowledgement, Flags
19 0.178894 ASUSTekC_10:60:.. e6:55:2d:ee:07:e . 802. 48 VHT/HE NDP Announcement,
20 0.179237 e6:55:2d:ee:07:.. ASUSTekC_10:60: 802. 352 Action No Ack, SN=14, FN=7,
21 0.179298 ASUSTekC_10: i.. €6:55:2d:ee:07: . 802. 45 Request-to-send, Flag
22 0.179399 e6:55:2d:ee: t.. ASUSTekC_10: s - 802, 57 802.11 Block Ack, Flags=
23 0.180155 :55:2d:f2:d1:.. HuaweiTe_b7:c9: 802. 188 Association Response, SN=2976, FN=0@, Flags=..
24 0.180214 e2:55:2d:f2:d1: . 802. 39 Acknowledgement, Flag
25 0.182238 ASUSTekC_10: t.. e6:55:2d:ee: : .. 802. 45 Request-to-send, Flags=
26 0.182297 . . . 3 .. ASUSTekC_10: > o . 57 802.11 Block Ack, Flag
27 0.186598 :f2: .. HuaweiTe_b7:c9: EAP 72 Request, Identity

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface un
Radiotap Header v@, Length 25

802.11 radio information

IEEE 8602.11 QoS Data, Flag

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol

.pcap -n yal 72v N0

-N N2Md ,EAPoL MIwpnn 721710N9 - 000 3 17T 117X "0 K7W wyan 75 DX p07 nn 7y
,SOINYR AN NTY [N wlan.addr-2 wnnwa - 79 TIT'N) nnRnn 79 namdnl N7 9w MAC
‘721 .(eth.addr-2 D'wnnwn 110 117 712'N2 N2ITA NDENTNA

" eapol && wlan.addr==e2:55:2d:f2:d1:54 && wlan.addr==00:9a:cd:b7:c9:f0

No. Time Source Destination Protoc Ler Info
27 6.186598 ©2:55:2d:f2:d1:.. HuaweiTe_b7:c9:f@ EAP 72 Request, Identity
29 0.190771 HuaweiTe_b7: . ©€2:55:2d:f2: EAP 84 Response, Identity
32 0.200118 e2:55:2d:f2:d1:.. HuaweiTe_b7: EAP 73 Request, TLS EAP (EAP-TLS)
34 0.201151 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1: EAP 73 Response, Legacy Nak (Response Only)
36 0.206750 e2:55:2d:f2: !.. HuaweiTe_b7: EAP 73 Request, Protected EAP (EAP-PEAP)
38 0.209507 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1:54 s 212 Client Hello
40 0.222650 e2:55:2d:f2: .. HuaweiTe_b7: 4 EAP 1079 Request, Protected EAP (EAP-PEAP)
42 0.224017 HuaweiTe_b7:c9:.. e2:55:2d:f EAP 73 Response, Protected EAP (EAP-PEAP)
44 0.232082 e2:55:2d:f2: :.. HuaweiTe_b7:c9: EAP 1075 Request, Protected EAP (EAP-PEAP)
46 0.233465 HuaweiTe_b7:c9:.. e2:55:2d:f2: : EAP 73 Response, Protected EAP (EAP-PEAP)
48 0.240299 2:55:2d:f2:d1:.. HuaweiTe_b7: 1 fe v 865 Server Hello, Certificate, Server Key Exchang
50 0.251920 HuaweiTe_b7:c9:.. e2:55:2d:f2:d1: .2 199 Client Key Exchange, Change Cipher Spec, Encr
52 0.259516 e2:55:2d:f2:d1:.. HuaweiTe_b7:c ¢ 124 Change Cipher Spec, Encrypted Handshake Messa
54 0.260407 e2:55:2d:f2: i.. HuaweiTe_b7 . EAP 124 Request, Protected EAP (EAP-PEAP)
56 0.261328 HuaweiTe_b7:c9:. e2:55:2d:f2: . EAP 73 Response, Protected EAP (EAP-PEAP)
58 0.267914 e2:55:2d:f2:d1:.. HuaweiTe_ b7 TLSv1. 107 Application Data
60 0.268932 e2:55:2d:f2:d1:.. HuaweiTe_b7:c9:f@ EAP 107 Request, Protected EAP (EAP-PEAP)
62 0.269438 HuaweiTe b7:c9:.. e2:55:2d:f2:d 4 TLSvi.2 119 Application Data

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface unknown, id ©
Radiotap Header v@, Length 25

802.11 radio information

IEEE 802.11 QoS Data, Flags:

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol
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MIAYNN ITN NNAITA .D'YNANYA 12 NIN'RN 2107 DXNN DINWAT wy NIwpna EAPol 7w 77nn
n'X' 7y oolann EAP 7171019 7w no10n .EAP-PEAP w/EAP-MsCHAPvV2 7w nn*n no7pinw

.ANIT DR NNt (EAP-TTLS |, TLS-EAP nnaim) tunnel
MIYPNN DR M7 7'nma

(broadcast) nianpEn niaNNN 727 probe request N7wW1 N'A'OPX P10 19700 D NIKYY? 7210 ,NWKRD
nNNnY) Nin'R? nwpa 17 N7YE NIRD DR 09 NnRnn T 802.11 NINWA NNt DRN WO'NI
N97NN 197 N'MNI'T NINNSN N97NN 0'a*Nn WPA/WPA2 Ix 802.1x aion 0'nim'x ,802.11 11a'nn

((ymn

Time Source Destination Protoc Len Info

2 9.915285 HuaweiTe_b7:c9:.. Broadcast . 65 Probe Request, SN=1741, FN=0,
3 F 65 Probe Re

FN=8, Flags=..

(Cisco Meraki MR33) nnxnin ' 27 nLUPKR92 NIXTT TWOK ,802.11 7w "IWURIN 1IA'NN INKRYT LD
N7 NWRA NI XN D1 802.1X NIN'R NUPRD ITY T'vnw nn 0x888e a10n EAPoL NUZRD N7w
MW7 12NNNY NXNY 1'YONN wnnun

Frame 27: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface unknown, id ©
Radiotap Header v@, Length 25 . . - 2
802.11 radio information Authentic 1 (SW)
IEEE 802.11 QoS Data, Flags:
Logical-Link Control

DSAP: SNAP (©xaa)

SSAP: SNAP (Oxaa)

Control field: U, func=UI (©x03)

Organization Code: 0A:00:00 (Officially Xerox, but

~Type: 862.1X Authentication (0x888e)

802.1X AuThenTicatior—

Version: 802.1X-2004 (2)
Type: EAP Packet (9©)
Length: 5
Extensible—Autirentication Protocol
“Code: Request (1) S
Id: 124
3 Length: 5
H‘\Iyugi Identity (1) —

?01 Nn .802.1x-2004 :dotlx 7w NIM'XN NONA - O |"Iyn LD DWW 17 MY "2IX 'V TN
.2001&2004 — D'VII® MTAN 7¥ DAO W DM .0'VID NN 7Y D'¥IOIX NN
X7 019N TV 7D .NNIXN X7 IX NNIRA - 1AXY 0197 DMAI7 DAI0 2 DYTAM ANNA :802.1x-2001
721" EAPoL MIyTIn 701 (ANI' 0'NI2 07171009 7w 1ayn yant) Data 7271 Ni7W7 [N X7 ,nikn

JININ N1A'Na alily)
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7¥ Naynl win'y AUR' X7 Niphn nyd - supplicant-n T¥n 77 2001 md |i'vY INIK :802.1x-2004
Mpna Data leakage yiIn? nnuna NKRTI INI7NA D7WIN K7 NIM'RN )'70N DX DNKR 071710109
EAP mIxn NN WWXRD YwWRNn 802.1x-2004-1 win'y .nNIva X7 NWA7 "ann' 'woninl

JTTN NIN'K NMYOKNY

NID L [19700 'wONn Y N supplicant-n N12INY NYTINN DX N7W annnw 1om ,2"n npna

TNIX? X7¢ YT NN NNE7 IR 01Yn? 1NN X7 RKINY URIN NRE NTIRYN DR 072wl nwy'

JN'RN

“employee alex” X'n win'waw nintnw nny (Supplicant-n N1oIN) 1I970n

Suppli

ength: 17 N
e: Identity (1)
tity: empl

ANXY? .ANNY7 N9 19700 NYOW 1IN NXTI 802.1x-2001 XN NY21 NINWN NINRND AI0W NIKYY N1

:EAP-TLS 2 min'Rkn NX y¥a7 "y'¥n” (annn) nnxnn ,2'wonn 9 Nintn n7ap

Frame ytes on wire (584 bits), 73 bytes captured (584 bits) on interface unknown, id @

R Authenti

H

TLS EAP (EAP-TLS) (

N2 EAP NIN'X NMIXN 7V NNl XWn y¥27 nnRn?l N?7 0T poon EAP 7171019 IEEE 802.1x 1

W7 NIE'7nn Dnwan [9IXI (credentials) DIWRD A0 NTAIY

T2V IRI0N9N DR 2'NNY7 [N D ¥n " Extensible" .Extensible Authentication Protocol - EAP
EAP-) EAP-TLS |n 802.1x-2 Niwnwnn EAP 7w NIXID1 NIN'X NIV'Y .NI90I EAP NIV'Y N90IN
Protected EAP-Microsoft Challenge Handshake ) PEAP-MSCHAPv2 -1 (Transport Layer Security

.(Authentication Protocol version 2

NI pTnnl NDAIRNN I7I|"II0I'191 nNa' DYTTYN Y ,0"NKR D"TIPIUI”IE)J. nd> ,NM%I9 TN NNn1a

.0"M'ON DY
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NIN N2 EAP method y'¥n%? 'wr1 Nip'7n ,RADIUS -0 MW 7w n'x11aoaiza 7n ,0Mpninn 77N
['"21IyNn X7 MWD DTN X7 IX 09 I'7Y D'WY DX 1INY 710" Taan NN NIMRN IR Y7 nxn

.Access-Reject/EAP-Failure NyTIN2 NMy' NNWNI 7w NNl XWn 1700 ;)02

(MY TX X977 NIR77 nRnn 12 DIYEnn 7y pa 0fnon NNIX Yaid ,11mYe) 70 npn'? i
.EAP-TLS 2 nm'Rn NX y¥27 |"1yn X7 XIn i ,(negative acknowledgment) NAK nay nip7n

.EAP-PEAP NIYXNX2 NI T INIX YNYY7 y'¥ni

Extensible Authentication Protocol

Code: Response (2)

Id: 36

Lenqggiﬂgﬂ — — =
—Type: Legacy Nak (Response Only) (3)
_Desired Auth Type: Protected EAP (EAP-PEAP) (25)

Supplicant (phone)

TIX )NY1 D120 "- NIy MYNY nYTINN DX TN NYY DIRNAn 22w nyTinn IR D71V Dnxnn

"PEAP -2 nin'Rn

Extensible Authentication Protocol Authentic
Code: Request (1)
Id: 37

Length: &
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags:

wUnnunn Nt 27wa . (certificate) NITIVNN DX NIRY7 %' DNWUN,NIM'RD MIXN NYA7IY NKY
JNYRNNN DR 70271 DTIVRN 7V NIo X7 XINW 0'7NNY7 'UR)
NIV X NINVARN NXPN NITIZ MY NIYN 7¢ DXR'9'010N 7V NI0 NIR7N 7"IN RNAITA ,NRT DY

.TLS tunnel oy niwpnn

,"Client hello" n71w 19700 12 NINNSNN N97NN '7NN N7'NN DX NIKT7 WWOXR 38 NUPKROL

JNypnnn ']"7[1]13. QYNNI NMYn X ynu'y n||7'7n NITIXR YT'I D'1I9KXN 150N ¥' nYTINA

Extensible Authentication Protocol
Code: Response (2)
Id: 37
Length: 145
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: Ox01
Cijjjiqpsggrt Layer Securit ==

TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 134
-f;ﬁﬂgﬁﬂshnke Protocol: Client Hefaai\f;
~ Handshake Typer CIient Hello (1)
Length: 130
version: TLS 1.2 (0x0303)
Random: 88fal017b1lcb697¢c3554822415b6ae80defS5r2fec6corf64

Supplicant (phone)

Session ID Length: ©
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-0 MY NU'WI TLS Handshake-2 nim'Rkn 1'70Nn7 iwpn 02 nipn A 01007 1710 X7 X

.41-48 '"ny - DTN RN (NNN71Vn1) 07w 719 27 MYTEN (tunnel

.NN9NN NX QoI 7Y NI'YPO'0Y'0N NIX NYIWI “server hello” -2 Ny nwn 48 nuPXO

Extensible Authentication Protocol
Code: Request (1) Supplicant (phone)
Id: 40
Length: 798
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: 0x01
[3 EAP-TLS Fragments (2796 bytes): #40(1002), #44(1002), #48(792)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1l.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

NN N1'N2N MIZY NN N2 IANNY 72213 X7 271 N1oXim MIaynn TLS tunnel Nx Nwdw |1'n
NX a'o Wireshark nyow nix1%? 721 nvx1d (Welp.. Bummer) nim'Rn '7nn ¢ NIopRon
8 197 2 NN 7Y NNAN'TA RN DX 17 A TN, ‘D1 “Application Data” -3 ni'ann

.0'TmMy

78 NLUPKROY ,NLLINNN NN D*NON MSCHAPV2 NIYXNKR M50 NIM'RNYW NR? LAl in all
D7UIN NIN'RN )'7NNY MIRY NN ,TA72 EAP 217101092 "Success” nyTINN N7apnny NIRKA? 700

.NN7¥N

Time Source Destination Protoc Ler Info
: fjuaweiTe EAP 124 R st, C EAP (EAP-PEAP)
EAP »d EAP (EAP-PEAP)
TLSv1.2
ed EAP (EAP-PEAP)

Huaweil
5

awel 9
( 22:55:2d 1 4 73 Re Protected EAP (EAP-PEAP)
.464394 22 1d1:. HuaweiTe 71 Success 4
51 T2 {.. HuaweliTe 4 EAPOL 2y (Me
9 2:55:2d:12 4 EAPOL
Te_b7 EAPOL
EAPOL

» (568 bits), 71 bytes captured (568 bits) on interface unknown, id @

25 1 L OTRTA
Authentication (SW)

Authentication

ible Authentica n Protocol
Code: Success (3)
Id: 45
Length: 4

NTYU71 01977 'NNNY 710 DY wnnwnnl N9 D'NOoN NN )'7NNN R 1'WON DA Nl NN
NINNO9N N'¥Y? -way-handshake4 xi ,(M7170 1970) *'0IN7X 'wON2 Yami (DN 07K L,YTN

.80,82,85,87 NIVPRO] NXT NIXI7 TWOX .NNIV2 NIYZN? D119¥IN
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:(RADIUS server) nin'*Xn NIYY? NNXNN |2 NIYPNA NINY

IP:10.10.0.102 - Cisco Meraki MR33 :nnxn e
IP:10.10.1.37 - Cisco ISE server :NIN'RNY o
D'YIY DX N78 NNOXIM X7 770 012 198 DTN .radius NIYTIN 7Y 9ON01 Niman 7w ntn A%wa

J9XIN X7 NIVTIN 7V 7DN01 XNAITa ,NInKD .RADSEC-2 IXN AES-KeyWrap-2 win'wy

1812 VI YIN'Y NWIYI MIAYNN N1dWA 71710N9> UDP-2 wnnwn radius ,0DTI7N TNXIY '9)
nm v .(nniawn? 1646-1 Nin'K7 wnwn 1645 0119 N2 ¥R NNYR) NRIAwNY 1813-a1 nin'R?

:radius 71710119 '971 IP NIAIND '9%7 101 , 7272 D'DMX NNIXY N7 NNIAYNN DX 107

" radius && ip.addr==10.10.0.102 && ip.addr==10.10.1.37

No. Time Source Destination Protoc Len Info
3112.440324 10.10.0. 10.10.1.37 RADIUS 351 Access-Request id=160

.443304 e B SOV RADIUS 166 Access-Challenge 1d=160
33 12.449507 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=161
34 12.450266 10.10.1.37 10.10.0.102 RADIUS 166 Access-Challenge id=161
35 12.456812 10.10.0.102 10.10.1.37 RADIUS 553 Access-Request id=162
36 12.464624 10.10.1.37 10.10.0.102 RADIUS 1178 Access-Challenge id=162
37 12.472683 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request 1d=163
38 12.473629 10.10.1.37 10.10.6.102 RADIUS 1174 Access-Challenge id=163
39 12.483446 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=164
40 12.483568 10.10.1.37 10.10.6.102 RADIUS 964 Access-Challenge id=164
41 12.49829@ 10.10.0.182 10.10.1.37 RADIUS 540 Access-Request id=165
43 12.500263 10.10.1.37 10.10.0.102 RADIUS 217 Access-Challenge id=165
44 12.506799 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request 1d=166
45 12.507620 10.10.1.37 10.10.0.102 RADIUS 200 Access-Challenge 1d=166
46 12.513691 10.10.0.102 10.10.1.37 RADIUS 460 Access-Request id=167
4 4510 0 RAD Accacc-rhalle

Frame 31: 351 bytes on wire (2808 bits), 351 bytes captured (2808 bits) on interface unknown, id @
Ethernet II, Src: CiscoMer_f2:d1:54 (e@:55:3d:f2:d1:54), Dst: CiscoMer_8c:88:93 (e©:55:3d:8c:88:93)
802.1Q virtual LAN, PRI: ©, DEI: 0, ID:

Internet Protocol Version 4, Src: 10.10.0.102, Dst: 10.10.1.37

User Datagram Protocol, Src Port: 37642, Dst Port: 1812

RADIUS Protocol

U= u
E Mg
&

“1.zh'B
g

eealex

-55-2D-F

Access- N2 D' OI'TIN MYI MNKRAN |2 MIYPZNN ,N910NN NMTYA nIXY? |NY 9D

Jwnn naIwnd Access-Challenges-1 Requests

RADIUS-2 (encapsulated) noloy nim'Rn |Ata MWy client-n 2 nnwpnnn ' D x? o

JIN'R NYY VTN NIK DANN NNRAN TYD 11207 TIRN ITYY? 710" 0T requests
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MY DX |'TN YNNYNNY YA aNNnn 72pn Munw (#31) NIWRIN nOjRON 7V 7DN0)

802.1Q virtual LAN, PRI: ©, DEI: ©, ID: 100
Internet Protocol Version 4, Src: 10.10.0.102, Dst: 10.10.1.37
User Datagram Protocol, Src Port: 37642, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: ©xa® (160)
Length: 385
Authenticator: d87a68d642ae6803273737b8ab4b2067
' ponse to this req 11\‘r<.~"J
Attribute value Pairs
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=User-Name(1) 1=14 val=employeealex
AVP: t=NAS-IP-Address(4) 1=6 val=10.10.0.102
AVP: t=Called-Station-I1d(30) 1=30 val=E2-55-2D-F2-D1-54:1SE-Secure
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Calling-Station-Id(31) 1=19 val=00-9A-CD-B7-C9-F0O
AVP: t=Connect-Info(77) 1=54 val=CONNECT 54.00 Mbps, 862.1lac, RSSI:
AVP: t=Acct-Session-Id(44) 1=18 val=B6DDA455FD1CDCBO
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
AVP: t=Unknown-Attribute(186) 1=6 val=000face4
AVP: t=Unknown-Attribute(187) 1=6 val=008face4
AVP: t=Unknown-Attribute(188) 1=6 val=000facOl
AVP: t=Vendor-Specific(26) 1=16 vnd=Meraki Networks, Inc.(29671)
AVP: t=Framed-MTU(12) 1=6 val=1400
AVP: t=EAP-Message(79) 1=19 Last Segment[1]
Type: 79
Length: 19
EAP fragment: 0254001101656d706c6T796565616c6578
Extensible Authentication Protocol
Code: Response (2)
Id: 84
Length: 17
Type: Identity (1)
Identity: employeealex

36, Channel:

Value Attribute) AVP '97 wnnwnin NITIK NNY? '"WIN'Y yTN [InD N7¢ NNRNNY NIXTT TWONX
210 7V qon yT'n Nnl EAP nyTin N2 "employee alex" wnnwnn oW nNX NIXY? N9 .(Pairs

NI0™MI9 191771 17W N71YON [9IXT DMUMP DINYA 17'K 1 TANYT TWOX NNWN NN D'A917NWI 11NN

179 nINE70 N7 NinknNim

TIND TVY? DT'NY NAS-Port-Type, Service-Type, Called-Station-ID [1A> D'INWNN NX 1j7vNn

DY clients 2 7*Tan%? N 72y 79 T2 D'wnnwn NAS-IP-Address -2 .n1121 1Y MTan

RaRLJA]
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NIYNIN VTN DR 720w INR? radius Nwn N7WY challenge-n NX NIXYY? AWOX NXAN NLVPRO]

:EAP-TLS-2 NIN'RN DX JNY7 ¥'¥n NMUNW NIXYT7 CWWOR DAl client-n 7w

Frame 32: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface unknown, id @
Ethernet II, Src: CiscoMer 8c:88:93 (e0:55:3d:8c:88:93), Dst: CiscoMer_f2:d1:54 (e©:55:3d:f2:d1:54)
802.1Q Virtual LAN, PRI: ©, DEI: ©, ID: 100
Internet Protocol Version 4, Src: 10.10.1.37, Dst: 10.10.0.102
User Datagram Protocol, Src Port: 1812, Dst Port: 37642
RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: oxa® (160)
Length: 120
Authenticator: aefe7096f11
[ S reqt 1 31]
980000 seconds]
Attribute Vvalue Pairs
AVP: t=State(24) 1=74 val=333743504d5365737369676e49443d353464316632303630...
AVP: t=EAP-Message(79) 1=8 Last Segment[1]
Type: 79
Length: 8
EAP fragment: 012a00060d20
Extensible Authentication Protocol
Code: Request (1)
Id: 42
Length: 6
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0x20
AVP: t=Message-Authenticator(80) 1=18 val=6e3961d46f2dedac7ffbcadfba925407

TIRND NY |II'ON NIN'R NYY? nnxnn "2 MIYPNA NIVEZXON 75 NX ar¥n'? X7 WNAX N ,DDNIYN]

.client-7 nnaxnn 2 MIwpNY? NI

'UTNN Y'WINN DX TWRA KIN D N71IW DNwn 55 NUPZNO] ,'-]IO'? Bl [mivA

U3 rotoco

Code: Access-Accept (2)

Packet identifier: Oxaa (170)

Length: 278

Authenticator: 01f19ad64b47eb951997d2a6085b24ec

¢ nse to a request in frame ]
[Time from request: 0.035690000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1) 1=14 val=employeealex
Type: 1
Leng 14
User-Name: employeealex
AVP: t=Filter-Id(11) 1=13 val=BYOD-Access
Type: 11
. 13
Filter-Id: BYOD-Access
AVP: t=State(2d) 1=40 val=52656175746853657373696763a35346431663230363030...
AVP: t=Class(25) 1=51 val=434143533a35346431663230363030303030303032353935...
AVP: t=EAP-Message(79) 1=6 Last Segment[1]
Type: 79
Length: 6
EAP fragment: 03330004
Extensible Authentication Protocol
Code: Success (3)
Id: 51 '
Length: 4
AVP: t=Message-Authenticator(86) 1=18 val=1fc607dfb7c7067607a92ada653aebea
AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
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N'WON INIKT MWOIRY NWAN DK DAl NWN7 N010N MK MWUNNY EAP NUPZXD NX NIKY7 TWOK
7w Y'wonin "W DR Class-71 State-7 npi'7n wr 1271 (Bring your own device) BYOD-Access

.N1ANY? 117 0'"VANYY NINSI N'O'YS0 D'TAIN DN AR NYWAY NWm2 17 MVIRY wnnwnn

mixnl (802.1x-n 770 X7 12D A7) D'NON NIM'RN '7NNY NIKNY WWON 57 & 56 NIVEKOL
IP namd 72 client-n1 (accounting) MIXJIAWN 2a¥n7 NNy client-7 radius MW 2 NMIYENN
(MW7 N7 2 1N2107 TIvY) Event-Timestamps NITWN DX NIXY7 TWOX | 1nD .DHCP-n nwn

12NN 9¥1 7Y MIYY Session-ID-1

12.588545 10.10.1.37 10.10.0.102 RADIUS 199 Access-Challenge 1d=169
12.596773 10.10.0.102 10.10.1.37 RADIUS 414 Access-Request id=170
12.632463 10.10.1.37 10.10.0.1602 RADIUS 324 Access-Accept id=17e

12.654582 10.10.0.102 10.10.1.37 RADIUS 389 Accounting-Request id=171
12.691524 10.10.1.37 0.102 RADIUS 66 Accounting-Response 1d=171

RADIUS Protocol
Code: Accounting-Request (4)
Packet identifier: Oxab (171)
Length: 343
Authenticator: 25cfcld1971cef6ddebd9bebocS59caze
he response to ti request 1 in frame ]
Attribute Value Pairs
AVP: t=Acct-Status-Type(40) 1=6 val=Start(1)
AVP: t=Acct-Authentic(45) 1=6 val=RADIUS(1)
AVP: ser-Name(1) 1=14 val=employeealex
AVP: T=NAS-IP-Address(4) 1=6 val=10.10.0.162
AVP: t=Called-Station-Id(30) 1=30 val=E2-55-2D-F2-D1-54:1ISE-Secure
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Calling-Station-Id(31) 1=19 val=00-9A-CD-B7-C9-F0O
AVP: t=Connect-Info(77) 1=54 val=CONNECT 54.00 Mbps, 862.11ac, RSSI: 36, Channel:
AVP: t=Acct-Session-Id(44) 1=18 val=B6DDA455FD1CDCBO
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
AVP: t=Unknown-Attribute(186) 1=6 val=008face4
AVP: t=Unknown-Attribute(187) 1=6 val=000face4
AVP: t=Unknown-Attribute(188) 1=6 val=000facO1
AVP: t=Vendor-Specific(26) 1=16 vnd=Meraki Networks, Inc.(29671)
AVP: t=Framed-IP-Address(8) 1=6 val=10.10.0.112
Type: 8
Length: 6
Framed-IP-Address: 10.10.0.112
AVP: t=Class(25) 1=51 val=434143533a35346431663230363030303030303032353935
AVP: t=Event-Timestamp(55) 1=6 val=Jul 2, 2017 18:18:59.000000000 EDT
AVP: t=Acct-Delay-Time(41) 1=6 val=0

1
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EAP win'"? 0"1¥ D"19IX - yaon? o'11XY 3

.JATN NT - NIV 1210 NINA 7A9NN7 IX/1 NOP NFOON NIYY7 DN77W DX

NT DX |2 .WNTIY NIN'RN NN Win'Mm2a y'dn D1ia v EAP-n Nin'R NIIXN7Y N2N 11D 110
OV N1ITNa 0'795N0nN IX (DIYJ'NF’I nmwvnn IN\I) nXpPZn 1'wonn N'701T NTIVN NAND D'WAIT 1ININWD

117 D21V A EAP NLU'WY IT'N - NYITIN N7RWN 0101 NNO'0l WNnwn
.D"IYN DX VWO7 TNIMA NITIV X7 EAP 210 (1) 50-n NI W'y ATIAvn Npal

n'790 ,WALAN miarnn 2N naiv naan 0'7oon EAP nm'x "0l NN WALAN nnuaxw [1'onm
D0'¥191¥ EAP nin'xXn 'aion ,7'7n .0n7Y NNwn II71|7Y_1'7 ni19011 EAP nin'x Niv'y 0's'oini D'NNON

.EAP-MD-5, EAP-TLS, EAP-PEAP, EAP-TTLS, EAP-Fast, Cisco LEAP |0 (N2
N NNX 72 7Y n¥pa 110)

-0 X X2NN7 N 7y RN 1DmMn Message Digest bnmnxa wim'y nwiy :EAP-MD-5
NYRPI7 hash NTNNNY ARIWA NNQIY 0w MW7 NN7w) 2nfan Nrinnn .Hash 21nta credentials
IT ,NTN 27w TA7 27 TWOR 'RTIAY '9) .0"T7XI I'N IN7WIY credentials-n DX 1727 Nin 7y
NINNO'OY D1 79N0' X7 0717 NNIQA NIN'K NNNA Y9N ' . TNIMA NNYXIM X7 NNk NO'Y
Nd> .NYIN NINIRY 7¢ qnivn NiN'R 7 01012 K77 11D TN NIMKRY 1'vn DRN 1N 0'ynnwnn
MW7 72NN PR KINW RTI? NIRE7 'WYAR 30173 ,2010-1T NIN'RY? (12201 npoon X7 EAP-MDS |
D'"NY'T NINNON 2'9n7 'WXNKR NPO0oN X7 N0'WN KIN qonal (Evil Twin-7 X71) 12 NV XINY NIN'R

.per session

IP Phones NiM'X7 12 D'INIA 0'Y97 EAP-MD5-7 Deployment y¥a%7 97 TINAW [11'on ,NNT DY

ANnn nnNa (MAC Auth Bypass) MAB nin'x n'a?un + (VOIP)

[N p'yrTIn TINA VNl AT / 2wn N N9'0 DY |IDn L7701 2 wnnwn? Ymm X7 ?nnx'n

:0ONXYA 101N .clear text-2 NAY 17" NIYTINN NN N1YOY

3ddaeb82fbba964fb3461d4e4f1342eb (:

NID .DIY"7 AN NWR7 DA DNT DY X Y'Y NI PTNY 2N '9 %Y awn nt EAP 210 :EAP-TLS

7171019 ¥ VITIVON NIYXNKA NYAI NXPN 'WION 2 X.509 NITIYN 7w 0D 1T NIN'R 790N
- M¥P2 INTIAY [DIX NIV VINVY'R INKYT AN X' DO7Y [9TOTN N2 T? AT NIxa TLS
71T Y¥AY NIPnn wpanl N0 ATIVNA 2'Thn RINY NIRONZ Nan 7y TLS-2 wnnwn nwn
NINNON N'X' '0IS1 MNINT DX NDINT NN 7V IMIYIAY ATIVR wnnvyn ,NIM2 N .anit

(IYJX,\J NYN 7¥ NN NNSNN Dy n|,7'7n XY NNNITIN NTNNN J'\]E)Xﬁ) o"Mwn |2 0'97NnIn

DN'2'aw ani NAC, EPP niaNNoIEEE 802.1x,
www.DigitalWhisper.co.il
31 2021 WNnt 125 12



https://www.vocal.com/secure-communication/eap-types/
https://www.digitalwhisper.co.il/files/Zines/0x7A/DW122-2-X.509.pdf

Technologic

72X D"NON NIM'RN )'7NNY Yana NN TLS tunnel-n .Mon'o NNoN w' DFTTYN W7 D910aWD

.WEP IX AES ,TKIP Dy yT' N1oXn? D'wniwn Ni'n? 0'710' EAP-TLS-1 17a7Nnnw NiNNoSNn

S

o (o emm)

(¢ =)

Client RADIUS Server
(supplicant) (Authentication Server)

~————— Client Hello

Server Hello + Certificate
TLS S

Handshake —_—
Key exchange

—
—

g e
— Finish

e

vNT ,NNT DY "Universal supported™? awni 321 IETF 7w U1TIVO NINW DT EAP-TLS 2w nn'n
V'NInY an L DITIYN DY ARIoYNN 7720 NI TY7 DAl DY TX7 D2 myn 90N PKI nfmwn 0'pn?

27"10 NN N2 n DX

NINN9NAN IWXRD QNP QX NNIAA NNVAR NN X (Multi Factor Authentications) MFA-2 win'w
N'N 727 N2'on (MY Y'wonn 2y X71) DMdN D'0'LID 1A 7V D'RYN] NIP? TX NTIVN W D090
TIN 21117 7201 DdN 0'0YdN NI TXN NTIVN 7w '019N NNONN 7Y N19¥N] YIN'Y NIYY? T |'RY
12 NPNN NNIY? 0'01dN NN 1702 TYN N7YN 0'0dN 7W N'T'D N1NAY NYNYT 10 .INYY 0'VIdN
[9¥IN DONN 0'VID] 'VI9N NNONN L9011 (D2 'NANT7 INI' NN NYEZ+) N7'A XNO'0 N1
NUYN NX D¥N¥N P2 YT DONN 0'01dN 72w 7w PIN 'w'R DT 190N Nivynxa 795 NM

2227 N9'PNN

BYOD-7? N>'Mn2 NaITn TWKRD NOTVINN EAP-n NU'W? ninna nwya EAP-TLS :nyvn

.Enterprise |12aX2

tunnel Mx¥N MY T¥D W NIM'RN NKRY .EAP-TLS nann% 'wv¥nX Xin (Tunneled TLS) EAP-TTLS
X7 72K 712! NI7n ;0N ARXIND .N19XIN NIM'RN Y700 7w navnn D pal Nt naxnn
IT D'XOIX .(NINTTAN [9IX NX NYAIR 191N NIXN) NN 70 78 DTIVNA In¥Y DX NNX? 2''n

DTV DY NINTTNY 2N N7 72 X7 DO (11N winmin DX Nuwon
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.0712 nnwimi NR7I919 DN EAP-N NU'WY N1nNa N29N) IT NI NV'Y | Protected-EAP :PEAP
-1 NYNNYN DAl [9XIN XINY MIYPNT? NIV YNY NN XD - EAP-TTLS-7 TIXn nnIT n71¥9 |9IX
.PEAP 7w nni Xxwn N'7'nN2 supplicant-7 N71¥ nin'® MUY NTIVA NIYXARA ¥ AT NHY .TLS
.client-n NM'X7 Nnwnwnn EAP-N NTIONY? Yan2a [Nl XYn '70N 21IY_ wUnann ,Nivan ynyn ina
N'NI PEAP 7w nunn M win'y nwyl N EAP 7w nmMwn nTionn 2NY% X'n EAP-MsCHAPv2

JIIYNN N19¥N WY DES-21 MD4 2 win'y nwIvi XNO'0 NOoIAN

YIin'y nwyl N'Ndinn nixnaw 1ion X offline dictionary niopnn? y1ao MsCHAPv2 ,inxy 191

YIN'W? Niva XN TLS YNy nnoaxal PEAP-2

GTC .MsCHAPv2-7 n2'un07x nnwnw (Generic Token Card) EAP-GTC-2 win'y NIXY? DA NDY
LDAP ,Token servers (One Time Password) OTP 771> ,Identity store 72 UYN27 M1 NIN'R TWONN

LTIV

PEAP .encapsulation nu'w n7x EAP nTion 12'X PEAP-w Xin EAP-TTLS-7 PEAP |'a 1j7'vin Iwn

.2VINY Y117 2'201 SSL wrapper Xin TTLS-1 9011 EAP vawn YwX EAP-7 2'a0n SSL wrapper Xiin

:PEAP n71y9 |9IX

Server Cert Validation:
Signed by trusted CA
Belongs to allowed server

\ T\ server
e CA :
7
1. Server Submits Certificate to Supplicant 2. Server Validates Server Certificate
{__Jj ==
e Sy
T
Username Known Username | |Usermname
Password Valid Password Password
Encrypted Encrypted
Tunnel Tunnel
3. Supplicant Submits Password via Tunnel 4. Server Validates Supplicant's Password

[https://www.cisco.com :1In]
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NIN NwYn?71 n7yna XN D2 wnnwn (Flexible Authentication via Secure Tunneling) EAP-FAST
2NN '0INTR 112N NINE 7T Re-authentication TW9RN XN .PEAP 7w nr-cisco-n noMan
.N2IN2 NIP?N YW credentials-N DX YTwn ™81 TLS 7w naix'n n7yn dxrr FAST ,PEAP 1nd pIrma
2¥ 210 DN (Protected Access Credentials) PACs-2 wnnwn FAST-W XIN D*WN |2 DRV 1IWUn

.10 NIM'R Y¥IY "nNdIn" Ama host-n 7y N'YRpI7 nnoniknw 0'nvaixn "Cookies”

N1 Nio'wn 1 (PEAP md p1'Ta) n7ynn N2 NI n NiM'R? noon EAP nu'wa wnnwn FAST

.EAP-TLS DaI EAP-GTC ,EAP-MSCHAPv2 NX XIXN%7

D1IN] NIT'Y ['9¥N XIN .1j70'0 7w WLAN-1 17'va wnwnin EAP nin'X XIn (Lightweight EAP) LEAP
EAP-7 nnIT2 .NIZ701 DY TY 7¢ 'TTN NINM'RA JAIMINAT 91X NXNRY WEP NINNODNA NIYYNANY
NNO'0 Y'TNNY7 NIN 7V WNNWN NXP 1'WONN 12 ,'RIPR ANK XN 1'won? N7 LEAP nw ,MD5
o1 NK7 ,XN0'0N N72R7 DA INIX NANKN'I MK NYWYT D19 NIRZ7N ,NIR70 NIM'R INKRY .N12a1an
NI¥XN'7 [N DNl Dictionary NI9pnn? yao DA Xin EAP-MD5-7 nniTal .NINNSNN N97Nn Y¥ann
.LEAP-authenticated passwords yIn97 0'713'w N9'7N 72 190N

Cisco oy WLANs-2 71 w'nw NIn ,Proprietary 21710109 XIn LEAP-w |11I'on ,yw9 7V XN 9'0IN7 DX

.Cisco 7w D'm'Xxnn 0'o'vdI APs

EAP-AKA ,(Subscriber Identity Module) EAP-SIM - N27In X7w (D'N'DW NIN91) 0'9011 EAP 110

AP-PSK ,(Protected One Time Password) EAP- POTP ,(Authentication and Key Agreement)
yiape? IR\ y'7nn? Dd%7 RxI DTN ,N"WYNI NIND 0'XI9) DN Y DX .TEAP ,(Pre-Shared Key)

J¥p 0Nty KIRYT ymin LEAP nixn

DN'2'aw ani NAC, EPP niaNNoIEEE 802.1x,
www.DigitalWhisper.co.il
34 2021 WNnt 125 12



https://searchnetworking.techtarget.com/feature/Wireless-attacks-A-to-Z

Technologic

AN 01910 EAP nin'Xan 'a1o nid'o

Feature / MDS5 TLS TTLS PEAP FAST LEAP

Benefit

Client-side no yes no no no no

certificate (PAC)

required

Server-side no yes yes yes no no

certificate (PAC)

required

WEP key no yes yes yes yes yes

management

Rogue AP no no no no yes yes

detection

Provider MS MS Funk MS Cisco Cisco

Authentication | One Mutual Mutual Mutual Mutual Mutual

Attributes way

Deployment Easy Difficult (because of Moderate Moderate | Moderate | Moderate

Difficulty client certificate

deployment)

Wi-Fi Security | Poor Very High High High High High when strong
passwords are
used

117 "1V DA EAP NOW ITX - 190 NI NN INNOY N7RWY7 1ITN)

N0M9 Ny .NIAdIMI NNLVAX 7Y NRIY NINY NIY'YA NI EAP N1y 170 At ;02T ') 1md Apall

NMYNN T 7Y Nonnal [1IAAKRN 7v nnLaXN NN NTAVY EAP NU'w 1ina? airn 802.1x

:D'NAN D'MYIAN DX 07710 EAP NU'w nrnaa [1AYN2 ]']I'l|7'7 Y'Y 0'AIYN 0O'NIIa .N1'ntn

v N7 T'P9N NyXanvy n'-Standalone N0 7V D2TA NNAIX DX - NYAAI 220N NIA'WN

qIN17 NN 21X ,802.1x 7w NOMD NIY¥ANA NOON N1AN N2OY N7 §'0INT D'¥NI 'O9'¥90 TINNI

XN 799N 77 ,9W T¥N 72K NLAINN DN K7 TNXR T¥Nw EAP 1102

nxXY' [IAAXRN DNAY DIY'RN 210 'S 2y D|7'7I'D. Va7 D'wnnwn 1A EAP-n 1210 = DNIYR "alo

wnnwn PEAP-MSCHAPvV2-1 n'70a'T ATIVR NIpan T EAP-TLS ,7wn%? .wnnwn?

.NIXNO0'02

D'OVIN D21) DIA'NN X7 NIN'K 'MY7 D119 supplicants 12 2¥ANn Yanfa? " - *TTh NIN'X

NIN'R TTN DR nv'yxnn EAP no'wa nrma 721ipw? nnw (qpin? client-n 7w nimynn nx

nx¥NX7 02l supplicant-n 7w NITIYNN NwAaN 1197 ININT IR NNXR7 NINK DNWD NIR YIRN "TTN

.man in the middle niopNN? Niv'asn nx
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n702n1 NPTNNN ,NXIN MY LPKI-N 7Y niv niwT na'vn EAP no'w 75 - PKIE n>'an e
N'YY PKI-A N7 R 9 m7d' nena p'wnnunl nXp NI 1y X.509 NImyn nx
PEAP-17'X1 (MWI NIZ7 NiImiyn) "N 201 PKI wAiT EAP-TLS .EAP nu'wa n1'nan 7y y'own?

.(M72 P X NITyn) Nadin ning PKI nwAT Awoxn MSCHAPv2

NNLIAX NIYWNI NINNO'ON 7w YT 1AXA NI7aan ,NIE7 Nizaan om"p D [)awna Nnp? v p imd
NIT DNIX D'PN X7 DX EAP-TTLS 2 nDnin X7 i0S clients ,7wn%? .AP-n nTIvn N1'NAY7 yana

.PEAP-I EAP 7w D'01n'¥n 722 bYNd 0'ONIN Android N'won 17'K1 .MsCHAPV2 -1 71 KR
N'0P9 NII¥A NN2YY 2190 79 IR DD01 DX, |1l

nYIN X7 N2'2021 802.1x D'Y'MLN DNX OX .NIAdINI NIY NNVAX 91 NIA'YN NIY EAP NIy
NI7Pa X7 7aR) 71pwh nnww inwn nirn% ey EAP-MDS 1nd 2'in NN ,NWIN IRWN NTTIANI
Yymon? Ny X1 NYIQ 0'9011 DAIWN DNITR? NPYNANNY NAIYN NDIYN1 NaITn oX .(NyT
EAP- IN EAP-PEAP '"2IX NI9*TY2 NY¥N "1VON X¥IW NDIWNA NaIm OX .EAP-TLS2 wnnwin'l PKI
nynon wnt NIV'Y nnd 2'%07 71IPY7 g nwnan TINA NDIYAN DX .DTIAYA DR WY TTLS

.EAP-TLS na1y pimaw PEAP

97NN X71 NANNN 72 IR DINN K7 RIDL,N9011 N1AN N2OW KIN 802.1x-W '2An7 21wN DI' 7¥ 19101
JIXAP? 17N 7w MATION NIYTA  NINWRD LNXE 10 (911) 72V N1ana 0INK N1an NRNNS
X7 DIYN ,TIVI NRPTA XNO'0 NI'YTA ,NIDWA 1IDTY ,NNTION NMINA NITIVN W TR np9In 1101

JDYTN DR DN'7Y NN X NIND
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niviin

‘D'MIpY 0'Va 2-7 NI 802.1x 71710191 NIYTIN
(DOS) nN'w ny'm nivpnn .

(w7 nMannn ('01%7 NN A1) NDWNN IR YWNNWUNN DITIR DM M7 i

DOS nio9pnn

D19IX 3 DI ,802.1x 7w nm'xa wnnwnw W/LAN-n N2 NN'Y NYIN NIDPNN NKX a110) DX

"7 D'wnNwn 0N DTN

ANNY DX 2'WOM A NN - N9'PNN NVYWN DX DUNINNY DDHN 2 17 W' - De-authentication
QPN LMoY Unnun ¢ NIM'RN P'7NNT7 NITRD NIYYNANA NIM'R NMYY annn Ay innl
Dy (NnXnn) access point-7 EAP Failure IX EAP Logoff ni7an ni7w71 0'pn 20t "xwxao01o
a¥n% LIBN DX 0'DN7I NM'RA 7NN DX 7'9n7 DY 'O Pal wnnwnn ¢ MAC naimdn

.unauthenticated

RADIUS Access-Accept NIVZRD OI9N71 NIN'RN NIYYT ANNN |2 TN NAYT 710" qpin ,nniT nixa

.Replay attack |n'x y¥271 Reject IX

NIX WaYW? 0T T 701 NN DMy AR7172 NIENn NIM'R N7'NN NI0PKRO NXIN - EAP Start Flood
NNXN? NN WX EAP-start NIOPXS 7w DAIMN AN'7Y N1 .wnnwnn Y nim'sn 70N

.0'"M'01Y% D'YNNWNY NIBNNYT X7 NIM'RN 1'707 01007

IX AP-n 770 07?7 wy (Fuzzing *1* 7v) EAP NIyTIin2 NITUN TIXR 'N'Y - EAP Malform attack
7907 1wy EAP Identity Response NIyTIN NI'YY |3 1D .AYTINN DMWY DN'ZX OI'TIN 'MYwn

NNIT NRXIN

N Logoff, Failure 210m NIOPKRD 7277 MnXnn DX A9177 N1 1770 NI'va? navn nn%? nan 7y
NAIMD 21 12N7 712! VIS 72V V' TANYT oI NXPZN 'WONN 7Y IT? kI MAC NaImd oy awnnn
Sigle-Host - NUNWIN NINK NANDN AWK 12NN INKRT DY ANY MIwpEn 75,721 NNk MAC

.I19 NMIVO' '9 7V 0'IoN V1'WIN NPNNNY YA NIo'™ID wnwn [N L3 1nd .Mode
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wNnnunn \n>aynn NITIX D2IN N9'YN

920nY qEIN ,212'a NKRY? IX clear text-2 yT'n NX NIN7IW EAP nNixnn 770 - MITM nopnn
70N ,AN7 NTVIMm ANtn X' AR M7 fan?i ANk Navoey 1 DaIv NNINa N2 ANiavn

NNAN NIXA YXAN' N9'rNn

nwn7 nant (Service Set Identifier) SSID ny RADIUS My DM 17wn AW NTIR T qpIn
D'UNNWN? nNa DAl 1Y "NwA"n IR NIKNY D'WUNNWN? DN 7220 DYV NIYXANAL DNIEmMN
NNNXN TWKX RADIUS-N MW NII'YIIAIDIYZ N'YOIR NN''R) 19¢ 1'wdN? 1anNNn? Niol? 0ol
Wnnal D'YANYNN 7w NITYNn 927 qunin? o qpimn ) .(0Y7R 7annn? wnnwn 7w 1'on '

N2 wnnwn?
VTN NRXINT NID0Nn 0T

DY NX NINN Y7N7 QWOX DY clear text-2 NNYW1 request identity-7 NIWUXIN DaRNN e
NX wM7? nin 7y brute-force y¥a% N1 ,jpn INX7 .T272 D1Ayvnn Noion T Y wnnunn
.Unnunn 7¥ Xno'on

.'9'¥D0 UNNWNYT YA IX NYIN 7V Qo yT'n yI?'n? ['0'a EAP ni'an oTin? N e

Y¥IN' N2 EAP-N NU'Y 7V NN RWUN D700 NXPN 1'WON NDINENWAY [N - Downgrade
2V EAP 7v nw7Nn NNIXND wIN'WT7 IMIX [111DA71 NM'RN 70N 7 v'ownT Niol7 N L, nin'Rn

.NAK niopzxe nn'w 1

LEAP 2y |I'"' niopnn

QIUN 721 ARXINDI [9XIN K7 NIN'K? MS-CHAPV2-1 win'y nWIVY cisco 7w EAP 71710n9 Rin LEAP

.offline dictionary niopnn?

X NI7271 LEAP MIAYN DX 912007 710 “IR'Y¥I019 971N ,07'N92 717109 WIN'Y NWyll N TN
¥ NNO'oN NX 11AWT7 NI017 710' KIN PN INXT7 .WNNYNN NWY NIWNN NIXE NAXRAN 7Y ANKRD
Qon wIN'y nYIy wnnunil nTnl ,90m .LEAP-2 win'y T N I'7R NITANNYI wnnwnin
97IMY? 7907 nUwY Xno'on Naw (active directory-a 7wn%) nwna 0'901 NINIZN XNO'0

IdBon no'Pn niNMIvL7S
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:asleap 7w N¥IN7 XNAIT .VINVI'XA 07107 D'YRAL TN NO'PNN DX D'WNNN asleap (120 D7)

Q P ) ST RUOVS/MES g "‘&u‘ :J.Ell‘.]
File Edit View Terminal Go Help

asleap 1.0 - actively recover LEAP passwords. <jwright®hasborg.com> &
Using the passive attack method.

Captured LEAP challenge:

0802 d500 00d0 59¢8 6119 0040 9655 2d21 ......Y.a..0Q.U-!
0040 9655 2d21 006d aaaa 0300 0000 888e .@.U-!.m........
0100 0014 0122 0014 1101 0008 7e46 733d ..... R A s ~Fs=
63a5 fabf 6265 7374 c...best

Captured LEAP response:

0801 dS500 0040 9655 2d21 00d0 59¢8 6119 ..... e.u-!..Y.a.
0040 9655 2d21 b021 aaaa 0300 00f8 888e .@.U-!.!........
0100 0024 0222 0024 1101 0018 d51b 8dS3 ...$.".8.......S
c087 9888 fdee 7e85 0a08 add4 626b d61b ...... - snih bk..
d66e 53a7 6265 7374 .nS.best

Captured LEAP auth success:

0802 d500 000c 3043 a9%07 0007 SOca 417 ...... 0C....P...
0007 S0ca f417 5067 aaaa 0300 0000 888e ..P...Pg........
0100 0004 0313 0004  L..eaees

Captured LEAP exchange information:
username: best
challenge: 7e46733d63aS5fabf
response: d51b8d53c0879888fdee7e850a08add4626bd61bd66eS3a7
Attempting to recover last 2 of hash.
hash bytes: 9537
Starting dictionary lookups.

NT hash: 0cb6948805f797bf2a82807973b89537
password: test
[root@cyanocorax asleap-1.0]# U v

UNNWUNN 7W NNO'oN NIK N2 01 NAIYNN DRI IANKD DX U777 "72NW NIKNYT TWOX N¥In2

0'01 7V NIXNO'0 NIIWY W' .apTh NNO'O NI TN NOOKX NXIN [17' NIDPNNT MjP'Vi TAIN "WYX
NIYIAY 19011 70N - UP'NON 7¢ NNVAXN NIYNTA 'Y D7D NIXNO'0] D' I'Y NNYTN LYy
770 ,0'M 12 NIN97 7w XNO'O IR DA WNT? NdNX N2V NI .0'WTIN 1901 VI D'TTIA
[I7'2 NIRYNI AWR 0'7' 7Y X7 100QN' NINNO'OYW NYAT DA 71707 1'7V .NIAIyn NIFMINI 050N

.(yossi123 7un?) mxy wnnwnn DY 7¢ NINX IX 1T Q'YX DIV 7V K71

70T .0'0N0I D'WIN ,NINIPNA 7Y NINY 1D, NIXI9] D71 NIDY NINN 7¢ D177 yT'n Nakn v
NN NT2 NIXNO'O N9DXRYT D'7D NIYXANA XN NIPTN NINNO'O DX7 AT'N'A TN 77

.0'¥7Ixn X7 0'7701n D7ynnY? 0'oII N'T? NI7P NIXNO'0Q NN'NAY D'V D'YNNYN

JIM'RN 70N 12 wim'wn ymn? y'mn et LEAP 21710092 niw7in onon X7,0"70n
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NNNQ AN AT [A7an 7D N

I79N0N DP7N2A1 'Yyn [9IX2 1NN AXIN DOPY7N NIX ,INRNY DY0IIRT DAYIN 7Y NN AT
wnni IXIQ TR 0DV D'WIAR 1INIX DI' 7w 19101 72K N9'1 210 AT 72 2000 T ' T % 0'7'n gxna

.xY2a 1780 D70 7D DR

nN72 292177 (N1 TYD NIKINYT 1 XX KN 7110090 X wnnn'? 1710 X7 X - 1 00YIR Y'11e0
NT NINKA NNP'YN N2'0N NIMRD MY + NIN'RD 7V 'RINKRD ANNN + N¥Zn 'Yon DX N'0'0an
X'N 750 DR DATN7 7710 IR N2 NTIAY D20 L(NTAvNa K71) Y 9109700 o0 y¥an IRY XN
DY DNIX WWR7 X7 728 Winl0 napn + RADIUS naw 291771 D'in'? [N .VMware workstation Pro
YOTI NINWA AN ¢ NI 21yn? Nin 2uw i’n NRTE (vmware NRN Y7810 ann) vSwitch

.(MN2aIT? ESXi ") nnin% punnnnt 7aiony type 1 hypervisor 7y Ty

DNS, 7w D'T'j7on 2192'j71 Active Directory Nw Nnpn 29 7V 1777 1710 IR - 2 VAR V71190
TINA DAIVE D'VIISA DDNTA NAD OMYPI '0'0 INWNA NAITAY 11N NXTE 17y DHCP,CA

.UL1"0I'RA
.1xya RADIUS nw a93711 0' IXIA ,0'7'NNn 110

D'YUPNN DNX DX .N71vn 1Ty 2019\2016 nikoMa ,Windows Server T1IN7 XN [IWURIN 27wn
-7 QEnw ISO/ Azure/ VHD yalp TIINT QTWON D'OY'D NI'NY 0¥ X7 IXM TAvw product key Rixn?

.UDI0N'" 7¥ Evaluation Center-n nm* 180

N202 NY7XRIVY MDA 7Y image-n NX YNNI Windows server 2016-2 wnnwn? 1710 IR ,N'WU'R

VMware

NPS 7w (role) T'7on oy Iwnim RADIUS 'mw 7w nir7xary2a1on ,Windows server 2008 R2-n '7nn
Active ) AD-n 1212 71D D'YNNWN NNX? 0'713' n1NIX NPS 179N oy .(Network Policy Services)
NTIPON NX YIN'7 CWWOKR DC-7 role-n NX groin? Nnin 7y .RADIUS 717101n9 niyxnxa (Directory

:PS-2 nxan
Ps C:\Users\Administrator> Install-WindowsFeature NPAS

success Restart Needed Exit Code Feature Result

No SUCCess {Network Policy and Access Services, Netwo...

C:\Users\Administrator>
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LTechnoloagic

:(nps.msc) NPS-n NX NN9) D''NON NN7WUNNW TNKY

4

Manage Teols View

Vs

Component Services

Help

Computer Management
Defragment and Optimize Drives
Disk Cleanup
Event Viewer
Hyper-V Manager
i5CSI Initiator
Local Security Policy
Microsoft Azure Services
| Network Policy Server
ODBC Data Sources (32-bit)

nm 2y .N1o0"21901 NNTANN 75 DR 29371 7"1n punnn 0T .RADIUS-N MW pwnn Ax1l ndd

N'YXAIAONI v Yn'?] TXI NI2'NN AI0 NIX N2 MW NIY¥NX] 802.1x JD]P'?

@ Network Policy Server

File Action View Help
e mHm
& NPS (Local)
| RADIUS Clients and Servers
> j Policies

8, Accounting
M Templates Management

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for connection request
authentication, and connection request authonization.

RADIUS server for 802.1X Wireless or Wired Connections v

RADIUS server for 802.1X Wireless or Wired Connections

When you configure NPS as a RADIUS server for 802.1X connections, you create network policies that allow NPS to authenticate and
authorize connections from wireless access points and authenticating switches (also called RADIUS clients)

n Configure 802.1X Leam more
as d Config - =
Templates Configuration W
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,0M'YONN 10 2 IR NNXY? N¥NA NT'Na .Ethernet IN Wireless - 112NN 210 NX N2 ,|DN NKY

2 / NIX7 DRNNA NNK 72 29K71 NITID1 NI0™MID 2 X7 VIYD N1

! Select 802.1X Connections Type

Type of 802.1X connections:
(® Secure Wireless Connections

When you deploy 802.1X wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

(O Secure Wired (Fthemet) Connections

When you deploy 802.1X authenticating switches on your network, NPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modffy it .

iSecure Wireless Connections l

D'IINN DNI TA72 clients-n DY "wWpnn RADIUS-N Nw mxd .RADIUS client 1Ix'™? XIn Xan 27wn
.Y 17 |1 (AaNnn) NARAN 7w IP-0 DX 0101 .NIM'K7 MIYpD 751 Ny ‘nyxann niva'n DX

.Shared secret-n XIn NYTN DX I'7Y DN7 AWNYW DTV

New RADIUS Client X

Sattrigs

Select an exsting templale

Name and Address
Friendly name
SW_Authenticator

Addrss (P or DNS): _
|192.168.25.252 || Vedfy..

Shared Secret
Select an existing Shened Secrets template
Nona w

To manually type & shered secret, cick Marual. To sutomatically genersle a shared
secret. chok Generate. You must corfigure the RADIUS chent with the same shared
secret sntersd hare. Shamsd secrets am case-sensitive.

(®) Manual ) Generate

Shared secret
:.l'.l.l.‘lllllIllll.l‘.l.l.lllllll..l'
Corfirm shared sacret

[sesvsessssssssrorseonsssrenrvares

T

nno'oa wnnwn? Y'?YJIYJ .OY 0'1D1Y 1Y INIX 1IN NNONN NX 0'DNY 10V¥1 SW-nN DX 191;73W)

.NNONN DX 112V X7 NNWY INY X' TIRN N'YIN'Y D'X9IN Rbh 7120 Nn1d N

(O Manual (® Generate
Shared secret:
| M&hhgFNMBQ&iVsc Y5VzEs&SSaYyBsJUPXyHpQRs @Q2FKOx V0 |4\

Generate Clear
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17 D'wW7 21wN .NNon 117 V1127 MW7 NNY Y Production N2'202 wimm%? NNy 700

AWON TNI) X' NMYUNY IR DDNIN K7W DANn 'Y 10 clients-n 727 D'RNn NNoNn NIKY

.(0"n nnd PINNnY VIYD

MSCHAPv2-1 1IN27 771N "X .NIN'RN Y¥IN' NNIY¥AXaY EAP-N NO'Y NIX 1INQY7 XN Xan 27wn

:PEAP NX D2 r]'OI:'\'? NI ANINNI

! Configure an Authentication Method

Select the EAP type for this policy.

Type (based on method of access and network configuration):
Microsoft: Smart Card or other certificate
Microsoft: Smart Card or other cedfficate

Microsoft: Protected EAP (PEAP
Microsoft: Secured password (EAP-MSCHAP v2)

~ Configure. ..

D'™7YIDN NNIF0'IN 190N NIX 291777 N1 12 2A7wWn DT 'NIRNO0'0 DY NTAIY EAP MSCHAPV2-W [11'dn

NPNIN 197 NIN'RY

EAP MSCHAPvZ Properties

Number of authentication retries: E

[] Allow dient to change password after it has expired

=

802.1x-w N10'"7197 DXNNA MW7 nw2 1van' \ 1727'w D'WUNNUN NIXIAPN DX 1IN2Y7 )X DN NKY

.QpR7 XA

Specify User Groups
* Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groups, click Add. If no groups are selected, this policy applies to all users,

Groups

JON\DW _dot 1x_Group

Remove

nn"'aw ani NAC, EPP niannoIEEE 802.1x,
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(MarTn ow? 1 "tea" nwa wnnwn 07 'Mooini “DW_dotlx_Group” WA nXIAp |2 1197 'MyY)

tea Properties ? X
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
Member Of Dialin Environment Sessions
Member of:
Name Active Directory Domain Services Folder
Domain Users jon net/Users

DW_802.1x_Group jon.net/Users

-

Primary group: Domain Users

Connection Request Policies-a NNX ,NIYTN NIO™I9 2 117 NXI* 7"10 NNTANN DX TWUXIYW WNKYT

Q107190 72V nN'wt T (N1 ,90112 93177 \qNw? nxa nTna .Network policies-2 nNXI

Network -2 n0"2197 Nwa? 710' Ix , MSCHAPv2-1 n'Onin X7w i0S NiNR? *2 ¢ 721 ,nnalT ow?

:DDNIN [ DN NAY PEAP NIY¥XNXA NINTTA NIXN q'oInY1 policies

Secure Wireless Connections 2 Properties X |
Overview Condtions Constrarts  Settings
Corfigure the constrants for this network policy.
¥ all constrants are not matched by the connection request, network access is denied
Constraints
Consants
Alow access only 10 those chents that authenticate with the specfied methods
oy idle Timeout EAP types are negotiated between NPS and the clent i the onder in which they are
= Ized
&) Session Timeout
Called Station ID -
Fr tion
e Mcrosoft: Secured password (EAP-MSCHAP v2) X}
9 Day and time restrictions Mcrosoft: Protected EAP (PEAP)
NAS Pt Type »
< >
Lass sacure authentication methods
[ Microsoft Encrypted Authentication version 2 (MSCHAP+2)
7] Usar can change passwoed sfter ¢ has sprad
[A Microsoit Encypted Authentication (MS-CHAF)
[ User can change password after ¢ has epred
[[] Encrypted authertication [CHAP)
[ Unencrypted authentication (PAP, SPAP)
Dmm:tomnmmmmwmmmod
oK Cancel Aooly
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Session Timeout NT DX |2 .NYIN "N'WON 7V 19177 |NIY NI72aN DX 7RNY T¥2 NIKNT7 TWON

NX DV'TAN 1AW Day and Time AT DX |2 IX AT X D'7'W9 I'N K7W D'WON D'7NIN INNA0NAY

7V 7191 11'RIY N7 D'0I7N7 DNIT NI¥A) NYAY NNANNN v W 0M'wOnY 0N NIvw / o'

:(RADIUS

Secure Wireless Connections 2 Properties

Overview Condtions Constrants  Settings

Constraints

Configure the constraints for this network policy.
¥ all constraints are not matched by the connection request, network access is densed

Consvarts

£} Authertication Methods
oy idie Timeout

&} Session Timeout

[ Called Station ID

Day and time restrictions

Specy the access media types required 1o match this policy

Common dialwp and VPN tunnel types

] Async (Modem)

[] ISON Sync:

] Sync (T1 Lne)

] Vitual (VPN)

Common 802.1X connection tunnel types

(] Ethemet

] FoDI

["] Token Ring

[ %] Wireless - IEEE 802 11

Others

[[] ADSLLAP - Asymmetric DSL Camedess Ampltude Phase Modulstion A
[] ADSL-OMT - Asymmetric DSL Discrete Mutti-Tone

] Async (Modem)

[] Cable v

2UTNN IMIX 7NNXRT1E NPS-N MW DX 1INV 1Y ,70n7 deploy y¥a'7 D01 1INIRWD

& Network Policy Server

File Action View Help
a2 B m
@ NPS (Local i
RAD Import Configuration
v [ Polic Export Configuration
C
| 2 Start NPS Service
8 Acce | 1 Stop NPS Service
‘ Tem Register server in Active Directory

Properties

Help

IRADIUS mw 117 w' InTI

(J'\I"?U'}"I' NITIVN NYIITY NNX EAP nu'w 75 oy IN) PEAP Dy TIAy? D1NAI NT'NL :NYD

28 DN MWD NNwynRa X.509 nTivn nx2l PKI-n nmwn 727 aRT? ATt iankn \opinon

MAND .N¥ZN 'win 7w Certificate Store-2 nNIX ANX71 NTIVN 2'9107 IX W' .A¥Zn 1'Win 7Iin

-1 NTIVNN DX 2NX7? TXD1 OpenSSL nivy¥nka self-signed X.509 certificate 137 [na TxD 7y

.49-57 D'TIiNya DTIZN MIKNA certmgr
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q1AY7 0X NWN7 nwa AR owanh A 'won 75 .axpn NTA 2191 KIN KD 27un

(jop X7 2"TR) 1IN AT 7NN

Windows-7 Twoxn nN'win .Wired AutoConfig NIN'w NX N'ONIVIN NNIX2 NI7YR7 X L, N'WUKD

DA 802.1x DY TAYY? DMyl NTNA L9002 PN NR'NN NN 802.1x DY N'YPNIVIR VXY

Y2 WLAN AutoConfig-w 71727 y'mim 72X ,''w y¥a7 X |'XY N1INY7 120 ,wireless N1ixna

:WLAN N7 NININNI AN L1723 79 Rzalhn DX 7907 'RINK DIN'YN

File Action View Help

) MmBEBcz Hm »euwn

. Services (Local) o Services (Local)
Wired AutoConfig

Start the service

Description:

The Wired AutoConfig (DOT3SVC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3SVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources. Wired networks that do
not enforce 802 1X authentication are
unaffected by the DOT3SVC service.

Extended A S!andard/

Name
&k Windows Media Player Netw..
& Windows Mixed Reality Ope..
&, Windows Mobile Hotspot Se...
_’, Windows Modules Installer
& Windows Perception Service
&% Windows Perception Simulat..
&, Windows Push Notifications..
& Wired AutoConfig
& WLAN AutoConfig

&l WMI Performance Adapter
& Work Folders
-_’.;": Workstation

7 TV RO T S

Descrip
Shares
Enables]
Provide
Enables]
Enables|
Enables]
This ser}
The Wi
The WY
Providej
This ser]
Creates

Ganaral LogOn Recovery Dependences

Senvice name: dot3sve
Display name: Wired AutoConfig

Dascription The Wired AutoCanfig (DOT3SVC) service is -
responsible for performing IEEE 802.1X
srthantemgtion mn Evharmat mtadneae 1§ e e et
Path 1o axscutabls:

CAWINDOWS system32\svchost exe -k LocalSysternMetworkRestincted -p

Startup type Autormstc

Sannce status: Stopped
Stant Stop Pause Resume

Yiou can specty the start parameters that apply when you star the serice
from hare.

Stan paramaters:

oK Cancel Apply

Windows n7y9n Nd>yn 0y Qawnn 7y DTN X .17 1'WONT7 112NN DR 29177 XN WD 29Un

-7 0101 ,N'WUKRD .ANKR TIY7 D2 NNIT )'70N Yy¥aA? N1 72K NDW DD RINY N0Iwon naronn 10

:wTN 2'N\NWA 1Ix'? wizaal Network and Sharing Center

i
« v P & > Control Panel > Network and Internet > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home
Change adapter settings View your active networks
You are currently not connected to any networks,
Change advanced sharing
Setings Change your networking settings
Media streaming options "\‘u Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
:‘ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
nn"'aw ani NAC, EPP niainnoIEEE 802.1x,
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Mxya N'nn NX JD]F'? Y71l

- Manually connect to a wireless network
S s Connect to a hidden network or create a new wireless profile

NN9'Y 17N

NN'Y NTAY X'NY NNUVAKRN 210 NXI YN DY NX 0'1D)

- x
&« & Manually connect to a wireless network

Enter information for the wireless network you want to add
Network name: | DW _dot1x |
Security type: WPA2-Enterprise v
Encryption type: AES
Security Key: Hide characters

Start this connection automatically

] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
Next Cancel

-7 1'wn ™ (RADIUS-2 mnaw nn? oxnnd) PEAP-1 1N2) ,security-n AXV7 0121 ,XaN [1I7N2

‘settings
DW_dot1x Wireless Network Properties X DW_dot1x Wireless Network Properties %
Connection Connection Security
Name: DW_dotix
SSID: DW_dotix Security type: S e s b
Network type: Access point Encryption type: AES ~

Network availability: All users

Connect automatically when this network s in range

[[JLook for other wireless networks while connected to this

network

[:] Connect even If the network is not broadcasting its name

Microsoft: Protected EAP (PEAP) =

Remember my credentials for this connection each

(SSID) time I'm logged on
Advanced settings
Cancel 0K Cancel
nn"2'av nni NAC, EPP ninINNoIEEE 802.1x,
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2NN AT ININT DM'KR? DTIVA DX 2'¥07 NINRN NNYN UNT? DX 1IN17 '7n

setting-n nnI7na

DNIX DY NN EAP-MSCHAPV2 7In NINTTNNY VIAR7 [N ,"nim 770 DNXE TN PN INRY?

Protected EAP Properties

‘When connecting:

DVer\ﬁ,r the server's identity by validating the certificate

Connect to these servers (examples:srvl;smvz;. . srv3l.

Trusted Root Certification Autharities;

com):

*

:configure 7v nx'n7 *T 7V credentials

EAP MSCHAPVZ Properties

When connecting:

M| 224 certificate Services

[] Actalis Authentication Roat CA

[ Baltimore CyberTrust Root

] certum cA

[ certum Trusted Network CA

[ Class 3 Public Primary Certification Authority

] comoDO RSA Certification Autharity
S
<

ed ot s s

0

Automatically use my Windows logon name and
password (and domain if any).

X

Cancel

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

~

| Secured password (EAP-MSCHAP v2)

Configure...

Enable Fast Reconnect
D Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

Cancel

17W WO IX UNNWNRN DR NNRY 0710 12NN OXD - NINRD DN0A DX 1T ,JINNKRN 17w

Advanced settings

802.1X settings 802.11 settings

Specify authentication mode:

User or computer authenticatior Save credentials

User or computer authentication

Computer authentication
User authentication

Guest authentication

[_]Enable single sign on for this netwark

Perform immediately before user logon
Perform immediately after user logon
10

-
-

Mairmurm delay (seconds):
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

X
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JIN'RD 7Y 'RINKY ANNN DX 293777 KIN [INNRD 2700

NXIPE 72 NIXPN7? ym nim'kn DX IN7Y K7W D'YNNYN DA N'0RPOXK NIXa 707 man v
97 D o'-VLAN 3 DTam "0 nnam L(nuw D 1ty 70071 nniw VLAN-7 o'wnnwn
:NN2N NRI7NN

D'NNINN D'WNNWN wnw' VLAN 30 - Uno v

(D121 X7 Credentials 179'0) Nin'X2a 17w21w D'wNNwn? nxpi' VLAN 20 - Dos v/

7701 EAP nyTIN 179'0 K7W clients 1Ay VLAN 10 - Tres v/

NNAITN IT .TA72 NIN'RN NIX IN7XW 07X - NNKR DXIAP 727 1TaN7 DA WWOKR D, NINRYN NNl
12NNNY7 N7¥N K7W M 7DW NNtn XNy N0IYON N2'0NN NX7NIM X7 XN 72X 110K NNINN
-7 IN W7 N2NNNT7 1YY DXpn N'won 70 X7 101 X7 01w ATl 'w719" ndna RIn YW nwn?
DIVD7N NX X'2NY NN TAY |2 772NN DX NIRYT AWOX .Y "ANYNY WNNWn? IX' Wi-Fi
17w gmail-n 1Iawn? "annn? axN il nwhae? priny oTX nniv? BYOD nitan 270> ntann

ANWUN IX Naxn TNt 7ava

SW enable
SW#configure terminal
SW (config) #aaa new-model
SW (config) #faaa authentication dotlx default group radius
SW (config) #dotlx system-auth-control
SW (config) #radius-server host 192.168.25.20
SW (config) #radius-server host auth-port 1812 acct-port 1813
SW (config) #radius-server key #######FHHFFFFEHFFFHH
SW (config) #interface GigabitEthernet0/1
SW (config-if) #switchport access vlan 30
SW(config-if) #switchport mode access
SW(config-if) #switchport port-security
SW (config-if) #dotlx pae authenticator
SW(config-if) #dotlx port-control auto
SW (config-if) #dotlx guest-vlian 10
config-if) #dotlx auth-fail vlan 20
config-if) #dotlx auth-fail max-attempts 3

SW
SW

P N N N N N NN

.3-7 N'1AIRPN NINTAN DX 77M)

v 802.1x Nn'Xa wnnwin?l wTn mode TWOXY? ANN7 NNinw AAA-N NINTAN NX 17 W' \UXI2
-0 MY %Y IP-N NAIMd NX D'0'1DN L,IWn 77N .NTANY NMWN DX n7Dnw RADIUS nxiap
U0 I¥'N) NN9NN DX 0'0'ON PN INK7 .NINIIAWNI NIN'KY? D'wnwnw UDP n'u11o oy RADIUS

(DT 117 VA MYNY TN

N1YY D'YNNYUN wnw? IMuny VLAN30 NX N'UVO NNIX D¥PNA I'7RY pwnnn 1Tam ,N'nnna

I NTIPON NY'an )2 WNXR T .port-security DIY'™7 aNNn 7w 01190 172471 RADIUS Nwin NIN'R NN

dotlx pae authenticator
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:D'N2N 0'2'0719'T D'IVNND DY NIN'RN DX NWORNY (PAE == Port Access Entity)

Feature Default Setting

Authentication, authorization, | Disabled
and accounting (AAA)

RADIUS server + None specified
- IP address - 1812

- UDP authentication port - None specified
- Key

Per-interface 802.1X protocol | Force-authorized

enable state The port transmits and receives normal traffic without 802.1X-based authentication of the client

Periodic reauthentication Disabled

Time between reauthentication | 3600 sec

attempts

Quiet period 60 sec
Number of seconds that the switch remains in the quiet state following a failed authentication
exchange with the client.

Retransmission time 30 sec
Number of seconds that the switch should wait for a response to an EAP request/identity frame
from the client before retransmitting the request.

Maximum retransmission 2

number Number of times that the switch sends an EAP-request/identity frame before restarting the
authentication process.

Multiple host support Disabled

Client timeout period 30 sec

When relaying a request from the authentication server to the client, the amount of time that the
switch waits for a response before retransmitting the request to the client.

Authentication server timeout | 30 sec

period When relaying a response from the client to the authentication server, the amount of time that the

switch waits for a reply before retransmitting the response to the server. This setting is not configurable

[https://www.cisco.com :11jn]

Ny rh) 7(9]|7'7 N1 IDINMYN ,0NIaNN T vaina NNTan DX NIRY 1N n7201 0DWwN I'2

NI PR N7Y AT 7Y Nzna 7ax N'wr niva n7a0a

802.1x "7nNN? NMwonnl interface-n T NIM'RN NX NY'Tan dotlx  port-control auto NTIPO
X7v D'wnnwun? VLAN1O NX NIXZn7 0710 1INIR MK (DX 1'wiN) 1IN TWKRT K7 IN TUNY
auth-3 NTIPO DY ¥ auth-fail vlan 20 NTIPOI guest-vlan 10 NIY¥NXA EAPoL NUPKD IN7W
-1 D'M'RNn credentials 179'0 XY D'ynNnunNn DX 0O'WY aNN7 NNNIX fail - max-attempts

JIXAY 3 MNX unauthorized 2¥n7 V9N NX 011DN71 VLAN20

;¥R 071D DX ™17 [N ,RADIUS 'MW 190N W' nT'Na

aaa group server radius radius_srv_group
server 192.168.25.20
server 192.168.25.21

.Switch Done
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75 NX w07 NNaw vendors Daw' ,0nanni RADIUS 'Mw Dy nTIav? Mwpn 722 - ' nvn

7w 29177 wnwnw web-n ONX X'N D7 N0IWD XNAIT .0 09 7N GUI Dy a191pn

» Multicast

:Cisco nXn SG550X-24

» |IP Configuration

@ Add RADIUS Server - Google Chrome

A Not secure

hps//192.168.1.125/cs3(

Jabbaef/rr

ts/mgmtauthen/security_authen_radius_a_jq.htr

| IP Version: Version 6 @ Version 4
TACACS+ Client
RADIUS Client | 2 |
» RADIUS Server @ Server IP Address/Name: 192.168.1.146
Password Strength A >
Key String: Use Default
* Key Management User Defined (Encrypted)
. wm' Ams Mem # User Defined (Plaintext) example (72
@ Timeout for Reply: & Use Default
Management Access A User Defined o
» Secure Sensitive Data |« auentication port 1812 :
» SSL Server & Accounting Port Siateos: Unit | 14 Port | GE4 &
5 @ Ret
4 SSH sewer Lla Current Port Control Unauthorized
» SSH Client & G Administrative Port Control: Force Unauthorized
© Auto
TCP/UDP Services Force Authorized
» Storm Control ‘ Usson Type RADIUS VLAN Assignment: Disable
Reject
Port Security O Static
o _—e Guest VLAN: Enable
» 802.1X Authentication | [y ces
Open Access: Enable
» Denial of Service Preventio 802.1x Based Authentication: Enable
» |P Source Guard MAC Based Authentication: Enable
» ARP 'ﬂspectial Web Based Authentication: Enable
Periodic Reauthentication Enable
» |Pv6 First Hop Security
@ Reauthentication Period: 6000 4 ult: 3
» Access Control Reauthenticate Now:
Authenticator State: Connecting
Time Range: Enable
@ Maximum WBA Login Attempts: € Infinite
User Defined a 0)
© Maximum WBA Silence Period: € Infinite
User Defined ng
© Max Hosts: © Infinite
User Defined F 42
© Quiet Period: 120 R
© Resending EAP: 60 ec (Range: 30 - 65535, Default
© Max EAP Requests: 2
@ Supplicant Timeout: 60
o Server Timeout: 60
_ Cuse |

[https://kb.netgear.com/24753/How-do-I-configure-802-1X-based-authentication-on-a-smart-switch :1ipn]
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nid'o
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i

-1 0210 oolan NAC ,MAC-n nnMa 71N - 075 NAC ninno arvn'7n n7nnn 72117 A nn ™
7w 19102 NN N71IWT7 (R'an X7 IX) X'an DNN TRR 72U WITNN NN "X IR .Port NAC
NIXZIY NI' A2ITA NNDWNT7 N0 NN NNxva X'nwil NAC NXIPIY NNK NNSYN DINNn 0N DI

.EPP

Anti-malware ,Web browser :5-7 y'xn XInw NNINNSN 2NN '97 (N1021) nP7'n EPP awmn Nx
2 7y 0" nnd 1mwn .Network Access Control-1 Data control ,Application control ,security
.2 71 ™D nonn ,0wn .802.1x X1j7aw NAC |INN9 7w ANI* NN AXIZIMY W X971 INNS
122917 DA §1021) NIM'RN NMYI NIN'RD ANN ,NXPN 1'YWON - [PN2 D'TINN DIZNYN DX 11700

(07D N aNpn

TINA D7I7I0N9 nwWYn? Dnw EAP & RADIUS - |pnn 7w N2™1 D'R¥NIY 02171090 OY 1W2A9)
niyTInI Challenge Response NIVTIN ,NINTIN NWRA ¢ NIMUVIMNMZX NIYTIN NN 0'7'ONY D'0'0d
EAP-TLS, EAP-) EAP nNIXN 7¥ 11 1900 D'A"j7 Yl DN wnnwn 802.1x T¥'D 11110N IY'N
802.1x 7w nmiw7INn 7Y 11727 LTNR 722 wnnwn? 121 Dn 'nnl (MD5, PEAP, EAP-MSCHAPv2

DIV NNN2 XM 700 TYD 1R
7vna 7 INYwNY NRWK L0110 memes IR\ DNyn IR NIZRY DD v ox . © DNMY DI INTI
) i
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RFC 5247 - Extensible Authentication Protocol (EAP) Key Management Framework

RFC 8940 - EAP-SIM, EAP-AKA, PEAP update

RFC 7057 - update to EAP for Application Bridging for Federated Access Beyond Web

Cisco Wired 802.1X Deployment Guide

Cisco 802.1X Authentication Services Configuration Guide

Master Thesis - Evaluation of EAP Authentication Methods in Wired and Wireless

Networks

RADIUS Server Policies & Databases

Master Thesis - EAP Vulnerabilities and Improvements

Configuring Clients for 802.1X and Meraki Authentication

YT - 802.1x and Beyond!

YT - Install and Configuration 802.1x EAPOL Windows Server 2016

211N 'WWin nXn NAC nifaZinou - DW e
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https://tools.ietf.org/html/rfc5247
https://tools.ietf.org/html/rfc8940
https://tools.ietf.org/html/rfc7057
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_1-99/Dot1X_Deployment/Dot1x_Dep_Guide.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec-user-8021x-xe-3se-3850-book/config-ieee-802x-pba.html
https://www.diva-portal.org/smash/get/diva2:831569/FULLTEXT01.pdf
https://www.diva-portal.org/smash/get/diva2:831569/FULLTEXT01.pdf
https://networkradius.com/doc/3.0.10/concepts/introduction/policies.html
https://scholarworks.sjsu.edu/cgi/viewcontent.cgi?article=1431&context=etd_projects
https://documentation.meraki.com/MR/Encryption_and_Authentication/Configuring_Clients_for_802.1X_and_Meraki_Authentication#:~:text=Click%20the%20'Advanced%20settings'%20button,then%20click%20the%20'Settings'%20button
https://www.youtube.com/watch?v=uXukuhVebtY&t=1575s
https://www.youtube.com/watch?v=FgRtfpCOlaM
https://www.digitalwhisper.co.il/files/Zines/0x07/DW7-3-NAC.pdf

