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Dvd848, zVaz ,YaakovCohen88 nXn

NNo1 Security Academy 2020-n 11ay Check Point MNan 7w oran |"ony ,NIINNKRN DAY 10D

.DMANKN NNTO7 N7 NIINNODN NIX A'¥] 1T 1NN QTR K7W CTF DA y'an DA IN'NI

(n1mi7a 30 ,.Misc n'1av;j?) xor-with-xor :#1 1anX

We found this file on an evil hacker's computer. It's probably
encrypted, but we don't know how to decrypt it

We need your help!

Thanks in advance :)

SN YAIR 9OIY NANKY

:jNno

:Hex 771Y NNTYA Yaipn DX |NQ)

Offset (h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

00000000 |8 24 71 7C 7B 72 78 6F TA 78 4B DC Fé 3F 4D 1C [(Sq| {rxozxKOs?M.
Q0000010 C% E5 24 6D T2 78 38 70 T8 6F 75 78 6F 72 4E 5C 1 SmrxiSpxouxorih
00000020 46 56 OB 13 OC 6E 25 7A C7 8F BT C3 0D C5 97 88 FV...n%z .- _.—"
00000030 07 94 68 05 2A 01 87 DB 8D AB 91 OF BB 00 BO CD .”h.*.30.«'.».°
00000040 12 A5 8E C2 61 S5E 99 3C 94 D2 58 14 70 94 72 D2 .¥. a“™<”0X.p"rd
00000050 E1 02 48 OF 6A A9 F4 71 EE 1A 43 18 AR SE B3 64 1.H.jBogn.C.x"*d
00000060 DE 84 ES D6 80 SA 48 4E OA SF 42 05 40 Dé 03 OA 0O, €.HN. B.@-..
00000070 8C B5 C8 1C 01 9F 89 BS 39 93 Bl AF OF 74 55 62 .m ...%no"t .tUb

21210 X NINTY? NN'7¥n X7 file NTIRPS DA .2IN NXN X7 DTN yalpn 7w onI1on

xor-with-xor.bin

xor-with-xor.bin: data
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:N1"yNn NYSINT 27 0'w1 YAl 2IANnY7 7'wnl OX ,07IR

Q00AS490 2E 75 33 TO 78 ©6F 25 TA eF 72 TF &F 72 T8 &F T2 CV3PXOEZOr .. 0rXor
000R94R0 T8 €F 72 T8 6F 72 CC EE 82 C3 €6 72 4C 5E 47 56 =xorxor , nfrlL GV
Q000R94B0 OB 13 OC 3F 39 79 €D €6 7B 7B 72 78 €F 7L 78 4B ...?9ymf{{rxozxEK
000A%4CO DC Fe 3F 1E 90 AD 10 24 6D 72 78 38 70 78 &F 75 DOx7?....5mrx8pxou
Q00RS4D0 T8 6F 72 78 6F 72 78 6F 72 78 6F C6 F9 1lE CC 7l XOIXOIXOIXO :@0
QOOCL%4EC 6F 41 41 SE 5C 1C OE 06 28 24 73 74 7B 71 6C &6F olAL™\...(%sz{glo
O0QRS4FO 72 78 €7 72 5C Cl FC 28 4D 3A 94 4E 2E T 6F 72 rxgrh QIM:“N.zor
QODA9500 2F 6D 72 78 €8 72 78 BF 72 78 €F 72 78 6F 72 78 /mrxhrROrX0rXOrX

[OXIN YaIpPN OX WNONN7 N700' 11D NYOIN .yalzn M2 xor n7'nn 7w D'DINN 0'9¥7 17 n'w
0x00 VN DY D'NA 790 MIPAN Yalpnl ,xor NTNNAN XIN NN9AN TWKRD ,Xor N7IYD NIY¥NN]

.0 TIRN AR DT ,xor-with-xor XIN MANKN DWW 01 AWNNN2 17N nmipyna

YaIpn 7V 1w Nayn 09w Mpna XY ,NDI9NN N71V9N NIVYARD YAl DX NWSY7 non LY

:Xor NNSNN DY xor N71IVO NIVYNXA

from pwn
with ope ii .bi rb™) as f, open("out.bin™, "wb") as

WTNN YaIzn DX 21721 Nwd

.0'0011 D171 DYIN 0Y771D NIMYWNAN 770 TWKRD ,999 TyI 0-n D190mMnn 0'¥ap 1000 7713 [I'DRN

:gzip 7V |I'IN YAl N2 NNITA [IUXRIN YAl

D'NITA X7 790 DINRN 02N .(-1791305681) 73 70 N K7W Y7Iinn 7TIa 7y T'wn XN ,07IR

?N9 NI DXV NN TX DI DIN 7p2 0YaR Nina
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:(QIZn) gzip VNS W NNTANA LN ')

pos size type \\ id
0 2 LF 8B magic
2 1 ul—CompressionMethods |compression method
3 1 Flags flags —
4 4 udle mod_t'mﬁ/
8 switch (compression method extra_flags —
1 ul—0ses 0s
Extras extras
name -\
comment
2 u2le header crcl6é
((_io.size - io.pos) - B) body
udle body_cre32
udle len uncompressed

.0INTN YaIZn 7 DINNKRN O'N2N NYAIX NN Y1 Y72INNn Yaipn 7w 17T NIKA? WWoN

:0.dat 7w D"INNKRN D'N2N NYQIX DX |NA1 7w npna

# od -j $(($(stat --printf="¥s" @.dat)-4)) -t d4 @.dat

PAUP'MA [INNKRD Y2IRPN 72V NTN 2IWINN IR YX) DX DIP' NN L,7aR .m0 K7 PR AT 770

# od -j $(($(stat --printf="%s" 999.dat)-4)) -t d4 999.dat

1419266

DI>0Y7 7712 ATO N1'NAN AN N'ON' XINILLY7INN YAl 7@ 21N 7712 1D NI N2IN ARN 12D 0T

D'¥I7N 7D DX IFTN' 12N7 RID NIYY? M0 IRNY NN LPY At oapn e e 7700

MITA TRXR gzip yalp N7apt , 0N NINwn 1T0 97 ,nvp'na

import os, re

directory =
file list = os.listdir (directory)
file contents = [None] * len(file_list)

for filename in file list:
with open (os.path.join(directory, filename),
clean_name = re.sub ( o , filename)
file contents[int (clean_name)] = f.read()

full file = bytearray/()
for contents in file_contents:
full file += bytearray (contents)

with open ( , ) as o:
owrite (full file)
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https://formats.kaitai.io/gzip/

:full.gzip yalzn nNX 22221 Nt V9IPON NN YN

- # file full.gz
full.gz: gzip compressed data, was "zipped_audio.zip”, last modified: Tue Apr 14
18:49:08 2020, max compression, original size 1419260

9012 YAl 72721 INIX Y7M)
# gunzip -v full.gz

ull. 57 -- replaced with full

kali: # file full
ull: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 16 bit,

M0 DR 71 17 TR, wav-T7 Nl'oN NIN NAW] .WNW yalpa Nl

csa{you are a very good listener}

(n1mi7a 40 ,.Misc n'1av;j?) ?Can You See It :#2 Nanx

All we got is this video.

Can you please help?

ANT'Y2IR 91X NANKY
:jNno

NI017 D'712' 11NN ,1Q NI9YY D'A'INA 112K ,7TNN N2NYT .0'PTaN W NIvw 12- 790 INTIN yaup

Y DTNt 0'M™MS nnd |':m'7 1011 IXNIQ ,N7NNN NN .0IY D701 Win'y NIYYAX] INIK NMY

0102

from collections import defaultdict
from pprint import pprint as pp
import numpy

import hashlib

import cv2

frames = set ()

vidcap = cv2.VideoCapture ('Can_’
success, 1image = vidcap.read ()

while success:
frame = image.view (numpy.uint8)
frame_hash = hashlib.md5 (frame).hexdigest ()
if frame_hash not in frames:
cv2.imwrite ( .format (len (frames)), image)
frames.add (frame_hash)

success, 1mage = vidcap.read ()

pp (frames)
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https://en.wikipedia.org/wiki/Paint_Drying

.(set) N¥2/77 NRXINN DX 0'9'0IMI 0'™M9 73 7Y Hash D'y¥an 11NIX NN V90

RXINN

# python3 analyze.py

0'7on X7 DAYV D''MI9N .YTN 7Y NN 2™ A X7 i ,orTinet 0oy vty 17 v

N 7INITT YT M2 YT ONtNNY 'wnin? N IR - "Nt R ke Y 12 720nn ow

“T'NR Vi 70 N7R VOV

?"N71Iman numnn DX NIKAY" 10 1D NN JINN 0'7012'91 1IN

:0'M'™d 455846 700 102 117 W' .NAMNN NITNM 7V 0'7NNY 110X (101 AT |IDN OX

import
vidcap cvw2 VideoCapture( ' 'Can_You

idcap.get(cv2.CAP_PROP_FRAME_COUNT)

PN NIfinn NIYXSIXN D N |7I'D.'7 7N0X1 VIYS .0m7y DMvon NIrn% 0nMY anNnl TIRN

(1 2ann 7un? md niran X7 NI 7 777 QWO "IK) Nt

import numpy

import hashlib

import cv2

import pickle, os, math
from PIL import Image

CACHE FILE =
COLORS = {0: (0, O, 0), 1: (Oxff, Oxff, Oxff), 2:

(m) =
yield (m, 1)

finalval = int (math.sqgrt (m))
increment = 2 if m $ 2 != 0 else 1
i=341if m % 2 != 0 else 2

while (i <= finalVal):
if (m % 1 == 0):

yield (m //.i, 1)

i += increment

if not os.path.exists (CACHE FILE) :
frames map = {}
frames = []
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vidcap = cv2.VideoCapture ('Can You See
success, 1mage = vidcap.read ()

while success:
arr = image.view (numpy.uint8)
arr hash = hashlib.md5 (arr).hexdigest ()
if arr hash not in frames map:
frgmes_map[arr_hash] = len (frames map)
frames.append (frames map[arr hash])
success, image = vidcap.read ()

assert (len (COLORS) >= len (frames map))

with open (CACHE FILE, ) as cache:
pickle.dump (frames, cache)

else:
with open (CACHE FILE, ) as cache:
frames = pickle.load (cache)

def () :
for x in frames:
yield COLORS|[x]

for resolution in multipliers(len (frames)) :
if all(x > 10 for x in resolution):
colors = get next color()
img = Image.new( 'RGB', (resolution[0], resolution[l]),
pixels = img.load()
for j in range(img.size[l]):
for i in range(img.size[0]) :
pixels[i, Jj] = next(colors)
img.save ( .format (resolution[0], resolution([1l]),

X DY NNIXR .3 ,2 ,1 :0'0pTI'R7 DNANI D'AMI9N §I0'RN D'7'NNN 1INIX AT V90
DMAIY INIX,[21 INX7 .NNTIN NIXIN2 DTN 'O'RN I0'RN NIX 1007 1IN 7V (1NN Yal7a ARXINN
YAX 720 Y 7 AWUKD L, MNNYY 0NN DY 197 NIIMN NINY 0'0Inl NIFRIND NXIZITN 73 7y

JONKX

NI'PIN NIXIZITY MY NI7apnn L 70 102
e 719x634
e 1438x317
:NMYN NRXIN] NNoN 72T

CSA{Ev3ry_movle_must_hav3_a_Purp@s3}
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(m1mipa 50 ,.Misc nmiavge) Fix Me if You Can :#3 Nanx

Fix me 1f you can and you will be half way to find the

flag.

.doc yaIp qIx¥ 1anxy
NN

:Word yalp N2 Mk nnn't X7 file N9 X ,doc NnI'o NN QXY YaIRY?

# file Fix_me.doc

INXy1a yaipn NX NINOY N80 X7 Word-w |"X¥7 "N

Yalpn 2y binwalk 13 N12IM YINY ANtA A7ER TN .0DYT YA NINDY At NI AT ANKD DX
[N ,07IX .DNIX Y7071 , 0NN D'¥aR N2 D'YnLin 0'Y¥ap won? Ny e binwalk m> nindin
INIX NINSY? N™7¥07 Man 7y Word-n yalp DX [7NA1 'MW 1172 1022 NAX L Fix Me X7 "ANKNY

IWD

owY7? .Word yYalz ma Mk nnm K7 file yim fan? [r'onan Xin yapn [1i7\n7 0T TR0 2700

Ty file prrma 'R an? Y P

NN (71722) yiN? NN nYIY XINY DN "R YAl N1y NNt ni017 file-n 0'wpan n1NIRwd
¥ ,7wn% .0mion D'¥ap oY NINITAN NINAN 7Y 1M NaRnY? yaipn v n'7'NNn DR DHYnY
0x50 0x4B Dy D'7'nnn T'AN ZIP '¥ap ,0x89 0x50 Ox4E Ox47 n'7'nn Dy D'7'NNn TN PNG

v npP7nNa Nl .NNNX NNDIM NifNan a2y [IW' D'"ANX D'XJP'?I

N'2'NNN DYy 7'NNNY% DX (DN%W 0'on |T NINS'Y7 IX) Word '¥ajp

0xDO OxCF 0x11 OxEQ 0xAl 0xB1 Ox1A OxE1

N''NNN DY 7'NNN Yan 1978RI

Offsec(h) OO0 O1 02 03 04 0> 0e 07 0F 0% 0A OB OC OD OQOE OF

Qooo00oo bCI CF 11 EO A1 Bl 1& 1E OO OO0 QO OO Q0 QO 00 00 ;\: P i
QQoooo1o 00 ©0 00 00 ©O0 00 00 00 3E 00 O3 00 FE FF 0% 00 ........ ... O..
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NIYYNINA INIX NIMOY 22121 yalpn DX 7N .0xE1 nipna Ox1E XN 21'Avn NN 73X ,nnIT ar

Hello, ‘Word

R U looking for the flag? (-:
You probably succeeded to fix me, now you should find me.
| hope U R in the right direction, keep going...

Good Luck!

XN NIINNN DX XXN) QYN DY 'R

DA Jfile MDY X7 'XTD .yalzn DX [7N7 720 ,n7pn nu'wa 17 Y7nn n'n binwalk-w namnin Nt

.DMNKX D'¥2P |IN2 D'YNLVINY 0'¥AR Y707 NIn 2y 0¥ 7w nim'nn oy Ty binwalk

Velvalee -7 1NNIX X'2n 7212 7¢ NRMNN WID'N YN NIYXAN] NINNN 7Y 719N WI9'N ?NNT '

:Dickinson

Velvalee Dickinson (October 12, 1893 - ca 1980), was convicted of
espionage against the United States on behalf of Japan during World War
ITI. Known as the "Doll Woman", she used her business in New York City to
send information on the United States Navy to contacts in Argentina via
steganographic messages.

,)°2 DX NIINN NNAIT TNX D'MN VTN 1N 00N NNNOoN - 11'972/22001 nYNNYnv n'27n it

:zSteg 220 NIY¥NN] NIRT NYYI .NN¥Y N7¢ NImnn q1M2 YNon INY'7) yT'n DX |7I'I'3.'7 'XTD

# zsteg output/ 7.png

" psAAAEEE"

0anN MV YN v THJ'\OH) LSB TIT'{? NIYXNX2 NINOINY N1'yn NTINNN NXRYNIY NIXT7? TWON

:base64-1 NTTIPNY NTNNN 112 XN AT (N 72 7w IMNNn

: # echo UTFOQmUXTjBNemxo
VGpCZk1XNWZaREJIqWHpGelgwNHhZek45 base64 -d && echo

Q1NBelNOMz1hTjBfIWSTZDBjXzFzX04xYzZN9
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https://en.wikipedia.org/wiki/Velvalee_Dickinson
https://en.wikipedia.org/wiki/Velvalee_Dickinson
https://en.wikipedia.org/wiki/Velvalee_Dickinson

:base64 7w N11OW TIV 97N

‘TN nR N7

CSA{St39aNe_!n_dec_1s_N1c3}

(nrmij7a 60 ,Networks n11avj7) CS-hAcked :#4 Nanx

.07 NN'wN Dy txt Yaipg 9 Nanx?
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NNo

:NNIYIAY SSH-N '019 Dy MWL nNanNnnn 'nna

# sshpass -p 123123 ssh csa@3.126.154.76 -p 2222
[NLRLRTRREye)
uu$$FE$EE$$Eun
UU$FFEFFE5FF55555FFuu
U$EFFE533595555355%%%%u
UFEFFEFFE555553553355%5%u
USEFFEFFE59F555553359558%%u
USEFFEFPE595555553559555%%u
ugEEFEE"  "$$E" "$3%$%%u
"$33" u$u $355"
$33u u$u u$s$
$33u u$tsu u$s$
"$$33uutEE  FFFuuFFFE”
"$$3553ET  "EEEFEEE”
u$t$FEFIuUSEEEEESu
u$"$ 3" %" "$u
uuu $3ud 3 % % Fugs uuu
uss$s $3353uPuIUSES u$sss
$33$3uu "$$355355%" uu$$sss
u$$$33$333$3uu . UUUUFEFFEFFE5S
$35$7""3399355FFPuUL UUFFIFFEEEE B
e "UE3EFEEEEFEUL TENT
uuuy ""335335$35Fuuu
UFFuUUEEFEEEEFFuL "UIEEFEFEEFFFULLESS
$335335338" """ 3333335335

: fusr/bin/groups: Permission denied
: fusr/bin/locale-check: Permission denied
: fusr/bin/mesg: Permission denied
let's go quick get the sequence before getting detected
Goodluck!

HES.

117 NN NN FAN7 D01 IXIA TR ,MIYPN MANK INT

$ ifconfig

-bash: ifconfig: command not found
$ hostname -I

192.168.80.2 172.16.238.3

, $ cat /sys/class/net/eth@/address

02:42:c0:a8:50:02
$ cat /sys/class/net/ethl/address

02:42:ac:10:ee:03

YT NNIXR 7V NNNK NIAIMD 1Y 7007 N0 L1177 ITAY 11D .NW 001D YW 117 W'y AR
:~$ nmap -sP 172.16.238.3/24

Starting Nmap 7.60 ( https://nmap.org ) at 20820-06-16 17:43 UTC
scan report for 172.16.238.1
is up (©.000071s latency).
scan report for ubuntu_server-in_1.ubuntu_local-net (172.16.238.2)
is up (0.00022s latency).
scan report for 883ef0230fd9 (172.16.238.3)
is up (©.00016s latency).
scan report for ubuntu_client_1.ubuntu_local-net (172.16.238.4)
is up (©.00014s latency).
done: 256 IP addresses (4 hosts up) scanned in 15.32 seconds

.(MmMyn nNX11 X7 NN NWAN) NID0N NIAIND 190N 1V'oIn 172.16.238.3/24 7w nwin v

Check Point CSA - 2020ManX N1TO

www.DigitalWhisper.co.il
2020 "anan ,123 i




01777 1O 1R Y K7 "ayn 72T OIv R NRTN NWNQ MIAYNYT PFTRN? NI017 0710t 1INIX

220NN N YXINW 11D ARP Spoofing Nopnn y¥a? 110X ,n1iayn

N'NY 12NOoN Tay'*Ta X ,ARP Spoofing y¥2% 720 DA NIAYN 1'KY DANKD (AT ,NNRD |[ynY)
D7 M7 NNIYN DX YRAY [TY? TN 7apna 72aNnn 7Y 1mayw DNNR D'9NNYAN Nyl

(Tym

:N'TOR' JINN ¥R 120N ?ARP Spoofing DXVA AT NN

NYONNWY Ethernet NINWA 7U N¥M197 V'YW X'n ,ARP poisoning DWA DA VIT'N ARP spoofing

X2'75 MIYNN DX IXYY7 IX N'IZAN TYI DNAIYD DRIMIN DX 1017 Y199

INYN NYLN P2 NIMPY MAC NN NIPDAN DA DY NIott ARP NIvTIn DN'7w RN 0N 7¥ [Npvn
VP N1 NwNa DnarT? - Ipnnn MY NN 1Y YT MNIRYNY? DAl (DX 2awnn X IR N [12d) D
MIPNN Gateway-n XK NNRIN NDYTNN DAITAN NQUNDN D 'ARNT7 2WNNN DX YIR? 1T 072199 DNNIE DX 2wnn? Gateway
VTR 9IwnY? 1221 NWAY7 1101 NI7IY9 y¥a? 713 Kin )2 ,N9NTAN NAIMdN 7V 2awnnn 78 N7¢N DRXIN NNIAvnn oAl
7021 N'TNMARN NINNN 7R DTYUN DR 1FnY PR INK7 270 NoUTN NTAYN .NYIQ N19¥IN M1 NIINN 121N 10
7y 0'yn7 1221 TNXK WM DIF'MY7 AN’ niwnn 7757 nnat 'o17n7 IX wnnwn? Noipy n1ixa Nnxy nx y'non?

2¢ "IayNn7? qunn? ¥ L9 NN (Denial of Service - NIN'W NYIN NOPNA) INOMP? DNAYI IARYN
NAM>dY 172.16.238.4-7 1901¥ 22 ,T1912 DAY NX 1N ,[27 .172.16.238.4 7wi1 172.16.238.2
MAC-n namdw 172.16.238.2-7 19011 ,nYw MAC-n Nnaimd nwyn? X'n 172.16.238.2 v MAC-n

117w MAC-n naimd Dxya X' 172.16.238.4 v

Y¥11 TNX 17N, 27

is
is-a
is

1
o
=+ r

N'NY NIVPON NX DTNV NPNNNN NWIA tcpdump NXIN NIYYNXKA V¥ NNIAYNn N7 NX
‘pipe NIy¥nX2 WireShark 7w mipn pniy 7w 0977 nn'w' NIy

123123 @3.126.154.76 2222 |

-1 79NonY? Dipna WireShark md nin 23 oy naynn W NIT XY AR AT DIRAYG on d

:172.16.238.4-1 172.16.238.2 |'2 N11AyNn? quN? 7011 ,nyd .tcpdump
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172.16.238.4 172.16.238.2 + 1337 [SYN] Seq=2228177684 Win=64248 L

= ot |

172.16.238.2 172.16.238.4 TCP 74 1337 + 48794 [SYN, ACK] Seq=3727184454 Ack=
17 cP 74 [ er] 1 . ACK] Se

172.16.238.4 172.16.238.2 1193 66

172.16.238.2 172.16.238.4 TCP 98 1337 + 48794 [PSH, ACK] Seq=3727184455 Ack=22
1 5 cp ag (] |

7 4 [TCP Ret ; 1 3 N

172.16.238.4 172.16.238.2 66 48794 + 1337 [ACK] Seq=2228177685 Ac

13 23 [TCP Dup 48794 - Seq=2
. -

172.16.238.4 172.16.238.2 TCP 79 48794 + 1337 [PSH, ACK] Seq=2228177685 Ack=
172.16.238.4 172.16.238 CP 79 [TCP Retran 1 4 = [PSH, i
172.16.238.4 66 1337 + 48794 [ACK] 5eq=3727184487 Ack=2228177

172.16.238. cP 56 [TCP Dup >

1AVl DX NIYTIN 190N 0'9'7Nn Dnwi 1337 019 7un 2 7 session NNI9 4-w D' 12NN

:N2N session-n NX nNX11 ,TCP stream NaixnY

M Wireshark - Follow TCP Stream (tcp.stream eq 1) - initial. pcapng

596e2bdBb349e78deBcc58604582c3d70ebB27T7EaTE220daTa3le3 376447 cbb
b75aa7537b306a86391733e2e6

6edl@lee76l55TTc9@8dadThascTsbb

dslift

494c13

bac2

341bSebe22cd432c4a7994d4bc4a

3e3217f7ell®

75efbfs4557ced

4bbdleebc®33fc3@

bffdd8bg1facocaafass
ea@26bbcbe®bf219e/95ec22a79b384Tac43df2db1F7df1267bf 72348991087 78dT@9d42d5516556b3623d5ec

NN D'RIIP 'R 72K CTRRZ-TNR VTN NI 20T DY ,NMY Dnd 70 XY 7V 1IN 0T session-n

NN XINY '93 "722TN MW7 112Y71 nzo5n NIYYY 11'7Y ,0W R¥N1 NN ANt 1?1770 0aiman

('8 12NN ANKD IR

NYTIN 1D NRMY NN 1NMNR?1 RC4 nnon D"71|7YJ NNIX ,NY7 NNANNNN INX7Y O'RN 1DNIX
:RC4 niy¥xnKka Nnwn oy 'WJ|7]'\'7 nm 7V Xan U970 YNNY1 .N19XIN

from Crypto.Cipher import ARC4
import socket

TCP IP = '3.126.154.76"
TCP_PORT = 80
BUFFER SIZE = 1024

s = socket.socket (socket.AF INET, socket.SOCK STREAM)
s.connect ( (TCP_IP, TCP_PORT))

data = s.recv (BUFFER SIZE)

print ( .format (data.decode (
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cipher = ARC4.new (

data = s.recv (BUFFER SIZE)
print (

print (cipher.decrypt (data))

.format (len (data), data.hex()))

7271 ,09"7ON NX YN UKD
# python3 rcd _comm.py
csa-mitm-key

ived data: Welcome! your RC4 key is:

# p)
csa-mitm-

?0X¥Y1 0O N7 W' NN TX
D9¥IN D'N 32 7701 2-772aNNN 4 e
1'% N7vIY NNo9SnNn D7YNl DX) DI9¥IN D'NA 32 0'73pn1 "2Th MW" DNannn NI e

(197

‘W NIN7 2man L pt

727N NN 7277 NI 7Y '8 12NN 441,901 7ATNIYW DYYARIN 2 e

?Hil what's the secret sequence :nyTINN NX 4-7 N71W 2 ;session-Nn N'7'NN. o

(Moxm) Xno'on NN"7W T NIy 4 e

Dy NTN N72'7 NNIRY 0NN 17-7 T2 ,0'na 44 IKA L|9NIN) 7aTn DX 4-7 n7w 2 e

("727 D07 y'an X7" nyTINN

NYUTINN DONK D N7 NN9NNN NIV 4-7 2 |2 MNIAYN7 wnwny NNSNNY NIKNY7 D1 TWONX
DIMINY DTN L9IX MK (RC4 Tay )2) n7w 17 At nnvn (D' 32 NIXd) NMIYRIN
NN DYS NNON ININA D'YNNYNI DATIN DAY D 72V nT'yn '0I7n7 0T TN 4-7 2 2 Dy

Yalp 2ina 172t ANINY NNIR0 AW JINN 07N N2dIN XNOo'oN L7 NN NN 197 .Dyo

:00j70
development organization although actually according
conference as information administration commercial

I collection able ability be

environment at across a particularly

about activity area age add

accept also environmental act away

:NMYN NNR NNKR NIN7WIY DIYVTIN 19001 D201 XY DX L2-7 N7IW 4-w XNn0'o1 T7nNa DX

13
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b758a7537b386a86391733e2e6
pedl@lee?els55TFcofdadthascfsbb
ds1f

404013

bac2
341b5ebe22cd432c4a7994d4bcda
3e32171f7elln

75efbfs54557ced
4bbdleebcB33fc30
bffddab81f@cacasfass

n7mn Tiva ,o'ma 15 TR X'N NI NDNXRN AVTINN .07 NI VTN DY NNNY TWOKR

An 11D, INWT3 T9n KIN [NNRD INNY N107 QWO 27 .00 14 IR XD N NDNKD

DYy D'7'M 190N DIY' D'N'Y7 D AT NPt AT 7AX RN 197 0N NIR WN7 NI017 TWOK non

.12NXY2 MYN DY 12T7 N0 INIA NI DON INWN NIYYY 101 INIA .ANT BRLLS

2un nIvTIN NIPYWY 1O - 7aR .DN"" netcat-1 ,NTN SSH-N NYw 7Y win'y'7 1mona 1tvn NN an

lbash 71 ¥ nwnn
:N71Y 4 IR 1I1'KIY D'NAN X INIK IR 2-7 071110 nwy)

- /\xaa\va7 Vs3\</o\x38 \Xx6a\x86\x39\x17\x33\xe2
“ve6 voe~~d1\vel\\ee \X76\x15\ \xda\x9f\xbo\x5c\xf5\xb d5\x1f\x49
\x4c\x13\xba\xc2\x34\x1b\ \De\voe\vzz x43\x2c\x4a\x79\x94\xd4\xbc\x4a\x3e

\Xx32\x17\xf7\xe1\x10\x75\xef\xbf\x54\ x7c\xed\x4b\xbd\x1e\xeb\xc0\x33\xfc
\x30\xbf\xfd\xd8\xb8\x1f\x0c\x9c\x96\xfO\x55" 1>&3
$ read 0<&3

4-7 N7¥ XINY NIYN NNIX IR 17 N71Y 2 IR AR NNIYNYT )TN DY)

= 1 2.288888 172.16.238.3 172.16.238.2 TCP 76 48368 + 1337 [SYN] Seq=383
2 8.888838 172.16.238.2 172.16.238.3 TCP 76 1337 » 48368 [SYN, ACK] 5
3 8.888649 172.16.238.3 172.16.238.2 TCP 68 48368 » 1337 [ACK] Seq=383
4 @.888886 172.16.238.3 172.16.238.2 TCP 68 38938 » 1337 [FIN, ACK] Se
5 8.888168 172.16.238.2 172.16.238.3 TCP 68 1337 » 38938 [ACK] Seq=187
6 B.888622 172.16.238.2 172.16.238.3 TCP 188 1337 » 48368 [PSH, ACK] Se
7 B8.888639 172.16.238.3 172.16.238.2 TCP 68 48368 + 1337 [ACK] Seq=383
8 9.801578 172.16.238.3 172.16.238.2 TCP 148 48368 » 1337 [PSH, ACK] S
9 8.881596 172.16.238.2 172.16.238.3 TCP 68 1337 - 48368 [ACK] Seq=482
1@ 11.812841 172.16.238.2 172.16.238.3 TCP 112 1337 - 48368 [PSH, ACK] S
11 11.@813883 172.16.238.2 172.16.238.3 TCP 68 1337 » 48368 [FIN, ACK] 54

Frame 18: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface @

Linux cooked capture

Internet Protocol Version 4, Src: 172.16.238.2, Dst: 172.16.238.3

Transmission Control Protocol, Src Port: 1337, Dst Port: 48368, Seq: 482163525, Ack: 3831762725, Len: 44
¥ Data (44 bytes)

Data: eaB26bbcbeBbf219e695ec22a79b384f6c43df2dblf7df12..

[Length: 44]

YD .NWY 4-¥ Ind pI'Ta 2 Dy 7QT7 D710 NNIXY NDIN AT 72N ,NNIN NQY97 DWTI' N1'RY [mi)ap

.0DoNN1
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INY73 1IN Nwl ,(NMMKN XNo'on NX 1NI7D) Nw 4-w M D'NaN ¥ DX 2-7 Ni7w7 nigna
:n7wa 7NN

/172.16.238.2/1337

$ echo

S echo

NIY NXp DVOSN Nvnn '71|7]U nvnn

b85aa7537b306a86391733e2e6

596e2b@0b349e78de@cc586e4582c8d70e6027f76af@220da7a31e3376447cbb

6ed1@lee76155ffc9@da9fboS5cfSbb
d51f494c13bac2341bSebe22cd432c4a7994d4bc4a3e321717e11075efbf54557ced4bbdleebc@33fc3@bffdd8b81fec9c96f@S5
41dadcel741d4ba884d499f94af4c4951F

1770 o'man 7w nivawnn an 0TI 12D 1NN ,NAIWND DA 17 D"71|7Y_\ 1INIX ,0V9N

b'No flag for you!\n'

DMK 1INIX DNIYXIX] DN 7 '9101'K X1 117 NNX'A VIYD DXV RC4 MIOXNW [N ,nId
727021 |9¥IN YOR7 0'9IUN 1INIXY NTAIVD LINIXK (NIWD7 IX) ['O¥N7 NN 7V VOjPLN DY XOR y¥a7?
JUpN IMINA Key Stream-n 100 NI727 D210 NNIRY DNNIXR YO INIR 7Y plaintext-n 1nn D'y

0O7LN NN nawos7 D ,niv 0oL |'DXﬁ'7 NN 7Y NNON IMINA IYNNY' QYD 'K OXY IR AT

ST V0PN INIKD

117 NI N1 X7 X'NY DX ,NNIR 772 ,MIYRIN N7'N0 DR 727 KID 2?09 WY NNWN OXYa NN
"D 4 YNNYN 12Y YOR INIR Oy "7 'K"-0 NYTIN DX '9¥N XN ik a7 "INo flag for you"

Jofann @70 'oxnY

b75aa7537b306a86391733e2e6 6edl0lee’/6155FFc90da9fbo5cf5bbd51F
b85aa7537b306a86391733e2e6 4ldadcel’741d4ba884d499f94af4cA951F
No flag for youl! \n

JOPN MK N7Y 4-w plaintext-n IR 1TNWY? 2211 ,0'0IN0N D'YORN 7w XOR yx¥11 DX ,N17D
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-0 9N Y7N7 D100 NNIRY key stream-n MR O'RNN7 NI017 NIN 7V Xan V9RO WNNWA

:0'RNNN plaintext

(

return

N19XINN XNO0'on DY XOR yIx 1AW yugn NXR'XN ' T 2V D'RNNN DI7NN DX YS5NN DXyl U9 )70N

.(h09Tn7 01NN ASCIl 'un ,an173) TA%72 0'IN D'HIN 2'9' NIENN

M1 wnY ya

199f04af4c4951f

W',

6ed101ee76155ffc90da9fb05cfSbb -> administration
d51f -> a

DT 'RV AIX'"Y UNNw) DXI

administration\n a\n
b75aa7537b306a86391733e2e6 6edlBlee/76155fFc90daSftbO5cf5bbd51+
b85aa7537b306a86391733e2e6 41dadcel741d4ba884d499f94af4c4951f

No flag for youl! \n
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:N7w1 N 017N N' NYI N1l

echo

echo

echo
echo
echo
echo

[«
9
&
2
[«
IS}
&
2
[«
IS}
&
2
&

2
[«
IS}
&
2
[«
9
&
2
[«
IS}

read

RXINN

b752a7537b3@6a36391733e2e6

596e2baBb349e78deBcc5B6e4582c8d7BerB2776aTR228da7a31e3376447chb

6fd1@leeve6l55TfcoBdadfb@scfsbb
d51f494c12bac2341b5ebe22cd432c4a7994d4bc4a3e321717e11875efbf54557ceddbbdleebc@33f c3BbT fddBbB1facacI6TR5S
Ta7aB8597592at711347a578db4a2348e1d

0UO"IPON NN YN
E 3 d

W' i

d51f -> a
494c13 -> as
bac2 -> |

341b5ebe22cd432c4a7994d4bcd4a79 -> environment or environmental

NNAN NN'WAYT V1 ,91027 .07 TIvE TV NI D 'wnn'? TWoN

b75aa7537b306a86391733e2e6 -> ?
6ed101ee76155ffc90da9fbo5cf5bb -> administration

d51f -> a
494c13 -»>as
bac2 -> I

341b5ebe22cd432c4a7994d4bc4a -> environmental
3e3217f7el10 -> about

75efbf54557ced -> across

4bbdleebc@33fc30 -> ability
bffdd8b81f0c9c96f055 -> according

NIYY7 MWL 0Ma7 0'710' 1INIX 1AW NI DTRIAN YORD D NXO7 0712 N1'R MIYKXIN 171N DX
'K NMIYXIN D70 DX M1 ,NMIYRIN N7'AN DX 2T NYNY NNR KD "22T PR DT N iy

TR AN PR LN7TAY IRD DY DNIR WM oxa 7 "7 RN nyTin oy Mundt awox

JI'NMYUOKR
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:12'72W XN0'ON NN NI7WY 'TD XAN VD701 WNNW]

from Crypto.Cipher import ARC4
import socket

TCP_IP =
TCP_PORT = 8
BUFFER SIZE = 1024

s = socket.socket (socket.AF INET, socket.SOCK STREAM)
s.connect ((TCP_IP, TCP_ PORT))

data = s.recv (BUFFER SIZE)

print ( .format (data.decode (
cipher = ARC4.new ( )

data = s.recv (BUFFER SIZE)
print ( .format (len (data), data.hex()))

print (cipher.decrypt (data))

list = [

4

for word in list:
s.send (cipher.encrypt (word + ))

data = s.recv (BUFFER SIZE)
print ( .format (data.hex()))
print (cipher.decrypt (data))

s.close ()

!2T0 DR 7l
: # py
ived data: Welcome! your RC4 key is: csa-mitm
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(m1Ti7a 80 ,Networks n'1a057) Shoes :#5 Nanx

Hi Ash! We have found Team Rocket's secret server.

We have a good feeling that there is a hidden message inside
it, and you have to find it. In order to help you, we have
managed to get a PCAP from someone who had access to the
server in the past, we hope you find it useful.

In addition, we have discovered an email that may be
connected. All of the files are safe for download, don't

WOIrIry.
7' MMM WA MIAYN N7 yal 1971Y 1ANKY
JJNNO
7'mn 7Y avnn 7'nm
To: jessie@team-rocket.io
Subject: RE: My protocolll

Hi sis! Make it double haha ;)

I reviewed your work, love how you didn't reinvent the wheel in your
implementation, smart!

Regarding the checksum, Meowth suggested for using a standard error
detection mechanism, you can use a similar algorithm of Ethernet's
checksum, but keep it simple...

I hope it will keep Ash outside of our servers!

James,
Team Rocket inc

From: Jessie <jessie@team-rocket.io>
Sent: Wednesday, January 8, 2020 11:35 AM
To: james@team-rocket.io

Subject: My protocolll

Sup Jessie! Prepare for trouble.. just kidding

I'm trying to implement our server communication protocol, do ya think we
need some kind of checksum?

Jessie,
Team Rocket inc

Checksum-2 win'w 2v1 ,"wTnn 72720 R¥xnin X7"w 72 70 10w MIYpn 2171009 7V 09 1

om
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:SOCKS 717101M9) ANNIT AWK MIYPN 17'va 700 NYIN N7 yaig 7w "vnn 77nn

67 65.948116969 16.8.2.15 52.28.255.56 socks 61 Unknown
69 66.883432818 52.28.255.56 18.6.2.15 Ssocks &4 Unknown
71 66.883653215 160.8.2.15 52.28.255.56 Socks 63 Unknown
73 b6.8ed4868786 10.8.2.15 52.28.255.56 Socks 68 Unknown
75 bb.@64583698 52.28.255.56 18.8.2.15 Socks 68 Unknown
77 bb.8e64859988 16.8.2.15 52.28.255.56 Socks 279 Unknown
79 66.126119162 52.28.255.56 18.8.2.15 Socks 518 Unknown
91 72.429587211 16.8.2.15 52.28.255.56 Socks 61 Unknown
93 72.491329781 52.28.255.56 18.8.2.15 Socks B4 Unknown
95 72.491716284 16.8.2.15 52.28.255.56 Socks 63 Unknown
97 72.492392182 16.8.2.15 52.28.255.56 Socks 68 Unknown
99 72.554829721 52.28.255.56 18.6.2.15 Socks B8 Unknown
181 72.554612283 16.8.2.15 52.28.255.56 Socks 279 Unknown
183 72.616163738 52.28.255.56 18.6.2.15 socks 513 Unknown

JJIUKRIN ,0O'-Stream WA NN

S5aBlfedd749c2e

Safe2c91685e14c8bllb

S5a2cd2331fad@bb36a

5a818001ceatadeaee5e74f2beld

5afeaea10e6000000008ebcb7543

474554202 20458545450273122310d0a557365722d4167656e743a204d6T7a606c6c6127352e30202857606e646T777320425420313022303b2057606236343b2078363420204170786C6557656
24b6974213533372e333620284b48544d4c2c206c696b65204765636b6T29284368726T6d65273734223022333732392231363920536166617269273533372033360d0a486T73743a207777772e
7475746T7269616C73786T696e742e636T6dBdRad163636570742d4c616e67756167653a2065602d75730d0ad36T6e6e656374696T6e3a204b6565702d416c6976650d0aldRa
4854545821312312032303020474bBdRad461746532205765642C2032322041707220323032302031313a32313a353020474d540d@a5365727665723a284170616368652132223422323920285
562756e7475290dBa4c6173742d4d6T6469666965643a205765642c2032322041707220323032302031303a34393a353620474d548d0a455461673a282239642d35613364656534393164613732
228dBa4163636570742d5261626765733a2062797465730d0as36T6e746562742d4c656e6774683a20313537@d0a5661727932204163636578742d456e636T646962670d0adb65657082d4160697
6653a2874696d656T75743d352c286d61783d3130300d0ad36T6e6er56374696T623a204b6565702d416c6976650dBad36T6e74656e742d547970653a20746578742T68746d6c@d@ald@adthibc
6573206062 207365727665723a0alac06e6465782e68746d6c0ad172626T6b2e6a70670a426c6173746T6073652e6a70670a42756C6261736175722e6a70670a427574746572667265652e6a706
70a43686172697a6172642e6a786783466c61672e6a78670a4d657461706T64226a70670a526174746174612e6a70670a5371756972746c652e6a78670a576172746T72746C65226a70670aba

wnl

S5a@1fedd749c2e

Safe67a6f193T4769864

5a67e5a2d249b59@15

52810801cPaBad@ares074f2beld

5aBere01e00000080080ebcb7543

4745542621 204854545821312e318d0a557365722d4167656e743a204d6T7a696c6c6121352230202857696e646T77732842542031302e383b20857696236343b20783634292841 707866557656
24b6974213533372e333620284b48544d4c2c206c696hb65204765636b6T 292043687 26T6d652F37342e38223337323922313639205361666172692T3533372233360d0ad86T73743a207777772e
7475746T7269616c73706T696e742e636T6dBdRa4163636570742d4c616e67756167653a20656e2d75730dBad36T6e60656374696T6e3a204b6565702d416c6976650dPandaa
485454502731223120323030204T4bRd0a4461746532205765642c2032322041707220323032302031313a323132353720474d540d0a5365727665723a204170616368652F32223422323920285
562756e7475298d@a4c6173742d4d6T6469666965643a205765642C2032322041707220323032302031303534393a353620474d540d0a455461673a202239642d35613364656534393164613732
228d0a4163636578742d52616e6765733a2062797465730d0a436T6e74656e742d4C656e6774683a203135370d0a566172793a2041636365708742d4562636T646962670d0a4b6565702d416C697
6653a2074696d656T75743d352c206d61783d3130380d0a436T6e6e656374696T623a284b6565702d416c6976650d0a436T6e74656e742d547970653a20746578742168746d6c0d0a0dBa46696C
6573206962287365727665723aBaBal6e6465782e68746d600ad4172626T6b2e6a70670a426c6173746T697365206a78670a42756c6261736175722e6a78670a42757474657266726565206a7086
78a43686172697a6172642e6a708670a466C61672e6a70670a4d657461706T64206a70670a526174746174612e6a70670a5371756972746c652e6a708670a576172746T72746c652e6a70670ala

210NN N'WMYNE DTN DYTINA KID 7TAaNN '017NT7 0T X7 R ,0MIT DNAYY 0Imn
72X ,("'oND MY T NIRY? DY 1 yT' NN 7110109) SOCKS Nina WireShark T 7y nnim
DYV 02 2wnnN .(INIX 00197 N*7x¥n X7 WireShark-1) 71710097 nim'knn X7 |nxy niyTinn

.NM17 700¥) IMIXY SOCKS 0o1an wTN 717101M92 NaImw Akl ,SHOES XN '720nn

™M) .ANY NYY7 [An DNV D ,NWpan v navnl HTTP Nwpa [0 9102 NIDNRD DIYTINN MY

97w NIYTINA

Sa@lfedd74acze
Safec7asT193T4769864
Sab7e5a2d249b59815
cagleaslceasadeaeaseiafzbels
5a8ae8a 1 ppaRRaReRRaRebch7543
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nNIT TINA XINY 27 0K L21710090 DR INK? 0TIN? Nan 7y 11avw 1'7nNn IR V9] KXY
JINYNY 71210N90 NNTAN DX X' ,NNT DIPNA .SOCKS 21;71019Y
:Client Greeting - NJIWUXY NYTIN
VER NAUTH AUTH CHECKSUM
1 byte 1 byte Variable length 4 bytes
noJa NIDNANIN NIN'RN NIV'Y 190N NIDNNIN NIN'RD NIV'Y NN'WA CRC32
21p7101N90
Ox5a 0x01 Oxfe: XOR 0xdd749c2e
Server Choice - N"w NYTIN
VER CAUTH CHALLENGE CHECKSUM
1 byte 1 byte Variable length 4 bytes
non NIN1IN NIN'RN NO'Y NIN2IN NIN'RN NO'Y 1Y 0N VTN CRC32
217101N90
0x5a Oxfe (XOR) 0x67a6f193 (bytes to perform XOR with) 0xf4769864
:Client Authentication - N'w'7w NYTIN
VER CHAL_RESPONSE CHECKSUM
1 byte Variable length 4 bytes
no NIN'RN NO'WY NIAN CRC32
211090
0x5a 0x67e5a2d2 0x49b59015
:Client Connect Request - N'v'a1 NYTIN
VER CMD RSV DSTADDR DSTPORT CHECKSUM
1 byte 1 byte 1 byte Variable length 2 bytes 4 bytes
no NTI79N 210 Ny TV NaImd TV 0IID CRC32
2110190
0x5a 0x01: 0x00 0x01 (IPv4), 0x50 (80) 0x74f2be19
Establish a 0xcOa8adOa
TCP/IP stream (192.168.173.10)
connection

21
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:Server Connection Response - N'wmn nyTIn

o

VER STATUS RSV BNDADDR BNDPORT CHECKSUM
1 byte 1 byte 1 byte Variable length 2 bytes 4 bytes
no 010LO anv Y7 MYIpw namdn AYIPY 09N CRC32
2171090 | nwpan nwy
0x5a 0x00 0x00 0x00000000 0x0000 Oxebcb7543
(Request
Granted)
HTTP NURI X'N N'YNNA AVTINN IMKD
52 54 88 12 35 82 88 88 27 Bf ae 2f BE B 45 60
8l @9 a8 f1 49 @@ 49 @6 59 93 @a @@ 82 ef 34 1c
ff 38 ec 2a @4 38 6d 8a fTh 85 82 31 86 la 5@ 18
oty A5 54 28 . .
@a 55 7 f1.1--Us
69

[T

o

W o

d =] k3

sy
A=l
d pd

[ITIY; |

oo
[Tm ¥y |

T

o WA
=]
L

.F

o
(ml

(s3]
e |
o & O
Y L o

L
La}

Y~

(s3]
LA

ol P2
(s = B |

o

P =

(&3]

: Mozill
indows N
elebkit/
KHTML, 1
o) Chrom

dutoria
com- -Acc
uage: en
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-us - -Con
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Ld o d RS L
oo mo®

W
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L
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] O
Wi ga
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&
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L
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=]
o5 L
o

=

LT % R N Iy W

o
o
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[V, e

LI ]

(41]
L oonoen
=h R

(%, ]
Lo ]
(51}

-

i)

LY =]
]

NARANN XN N'Y'YUA AVTINNI

Apr 2
G MT--Serv
he/2.4.;

[ &
=T

er: Apac
9 (Ubunt
-Modifie d:
: 826 16:
- --ETag:
"9d-5a3d eed91da?
--Acce pt-Range
bytes --Conten
Length : 157--

Ll
Fa
5.
t -

JN'RA 12200 T2 TXD 0TI |'nn'7 127y , MW Dy WWPT]'? D'7210n NI'N7 0¥ 1INIX DX
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-N ,"UN session-1 .0x67e5a2d2 nnn nawNnl 0x67a6f193 n'n challenge-n ,|IWXIN session-2
nIwnn oy challenge-n 7w XOR yx11 .0x2cd2331f nn"n naIwnnl 0x2c91605e n'n challenge

:nnpnnnTnxban

2V wInta IX A OIEna L amd pn R XKW nn ,CSA 10N DX 7'on NNonnY NIk N1
11010 NIYXNNA NNNNN AT WINIIL WX YIT NNon oy XOR X' NIN'RN NO'WY 12an? Nan

N'ROY

JUIUNY NN OV AT )IX7 1TV 175 1901 wnnd NINRN 0W'7 NN 0y 12717 0700 1INIX D)
IN ANQ'T NIVTIN 0'9 TN OXN 1INAY 17 WWON'I NMYWYT 112NN NIX §I0Y'Y context manager wnnl
XY

class :
BUFFER SIZE = 4096

def (self, ip, port, verbose = False):
self.s = socket.socket (socket.AF INET, socket.SOCK STREAM)
self.ip = ip
self.port = port
self.verbose = verbose

(self) :
self.s.connect ((self.ip, self.port))
return self

(self, *args):
self.s.close ()

(self, prefix, msg):

if self.verbose:
print ( .format (prefix, Join ([ .format (x) for x in

(self, msqg):

self. print(

self.s.send (msqg)

(self) :
msg = self.s.recv (self.BUFFER SIZE)

self. print( , msqg)
return msg

M2710n90 9% SHOES-N MW7 112'NN DX DN ANTNY N'¥7119 DA WNnn

import shoes
KEY = bytes.fromhex (

def (ip) :
s.send (shoes.ClientGreeting (version = shoes.SHOES PROTOCOL VERSION, auth list
= [shoes.SHOES AUTH TYPE XOR]).to bytes())
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challenge msg = shoes.ServerChoice.from bytes (s.recv())

s.send (shoes.ClientAuth (version = shoes.SHOES PROTOCOL VERSION, auth data =
xor (challenge msg.auth data, KEY)).to bytes())

s.send (shoes.ClientConnectionRequest (version = shoes.SHOES PROTOCOL VERSION,
command = shoes.SHOES COMMAND ESTABLISH TCP IP,
7 - "~ address =
shoes.ipaddress.IPv4Address (ip), port = 80).to bytes())

server response = shoes.ServerConnectionResponse.from_bytes (s.recv ())

if server response.status != shoes.SHOES STATUS SUCCESS:
raiseiException ( 0 o

.format (server response.status))

assert (server response.status == shoes.SHOES STATUS SUCCESS)

:HTTP GET nyTIn N7wal NNWY 72NN 91027

TCP_IP = '52.28.
TCP_PORT = 1080

HTTP_ REQUEST =

with RemoteServer (TCP_IP, TCP PORT, verbose=True) as s:
setup connection ( )
print (get page (s, ))

H1710N91 NIYA NIYVTINN DX NIRAY'MY 1Y NN 150n 71w shoes 7ITmin NX N1VNWN
729w niwn NIYTINY deserialize-1 serialize y¥xa% N710'n NX Nipayn 1770 nignnn 7ma

TI72 NIRA7 MY 190 ,71710n90

22110190 '97 NWY NNANNNN 'R D

# python3 solve.py
Sending .
Received: 5 9 bf d7 3a
Sending : 5 1 df 4b
Sending : 5 ©a 00 50 74 2 be 19
Received: 5 : : 00 00 00 eb cb 75 43

E HTML PUBLIC "-//IETF//DTD HTML 2.8//

d Permanently
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21 D022 N7¥X TV DX Mw) .192.168.173.20-7 192.168.173.10-n 72y Nwin NI

with RemoteServer (TCP_IP, TCP_PORT, verbose=True) as s:

setup_ connection ( )
print (get page (s, ) )

:0Yon 71
in server:

x.html

<.jpg
Blastoise.jpg
Bulbasaur.jpg
Butterfree.jpg
Charizard.jpg
Flag.jpg
Metapod.jpg
Rattata.jpg
Squirtle.jpg
Wartortle.jpg

NYUTI'Y ND0I1 N'X7219 wNn? 110X LINIXK XKNjP? Nan 7y .Flag.jpg XIN DNIX [MyNY yaIpny Nk

IIINI YAl Yy

(s, file):
s.send (HTTP_ REQUEST.format (file).encode (
data = s.recv ()
if not os.path.exists (OUTPUT FOLDER) :
os.makedirs (OUTPUT FOLDER)

http headers, binary data = data.split(

http headers = http headers.decode (

content length = int (re.search( , http headers,
re.MULTILINE).group (1))

while len (binary data) < content length:
binary data += s.recv ()

with open (os.path.join (OUTPUT FOLDER, file),
f.write (binary data)

print ( .format (file, OUTPUT FOLDER) )

N7 K

with RemoteServer (TCP_IP, TCP_PORT, verbose=True) as s:
setup_ connection ( )
save file (s,

‘a1 nX g
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(1T 20 ,Logic nm1av) Dinner Party :#6 NanNX

NRAN NN NYaN N9TIX NANKY

Five women sat in a row at the dinner table. Each had got there in a different way, each was eating a
different kind of food, each had brought with her a different object and each had left at home a different
pet.

Noether had many difficulties during the journey there by foot; Germain, who was at the far left, heard the
woman sitting next to her telling tales of her journey by boat. The woman who had got there by train sat
left of someone who had got there by plane; the woman eating burger mentioned that getting there was
her first time traveling by train. The woman who had got there by bus mentioned how she had left her pet
rabbit at home. One of the ladies opened her bag and took out her laptop; the woman next to her recalled
how she used to have one of those too, but then her pet rabbit chewed it and spat it out completely
useless.

So Lovelace reached for her pocket and pulled out the pencil she had brought with her, at which the
woman who owned a dog wondered whether it was more useful for her research than the scales that she
herself owned. One of the ladies waved her abacus close to her neighbor's face; the neighbor, who owned
a cat, retaliated by flipping over her assailant's soup.

Franklin tried to ignore the noise and just eat her salad in peace. The woman who owned a fish was
unhappily eating her cake, envying the chicken plate enjoyed by the guest at the center seat. When all was

said and done, Curie had learned a lot from her colleagues but was happy to go home to her pet fish.

It was only two weeks later that one of the guests realized that she had forgotten her telescope there.
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:JNNo

N7 MIDN NND NX) 1INIX 72K ,NI720 NN VY LT DY ITN N'YaN DX 1INDY7 TWOK
TIPN NN NRDY VIYD NNNIM NIMTRN 72 271 NINYN2 0'K¥N1 DN20NN AN .Z3 vian NIY¥YNX]

from z3 import *

solver = Solver ()
constraints = []

Name, name consts = EnumSort (

' 1)

germain, franklin, lovelace, curie, noether = name consts

Arrival, arrival consts = EnumSort (

’ 1)

boat, train, plane, foot, bus = arrival consts

Food, food consts = EnumSort (

1)

burger, soup, salad, cake, chicken = food consts

Object, object consts = EnumSort (
’ ’ 1)

laptop, pencil, scales, abacus, telescope = object consts
Pet, pet consts = EnumSort ( ;L

rabbit, dogz)cat, fish, dont know = pet consts

location = Function ( , Name, IntSort())

arrival = Function ( , Name, Arrival)

food = Function ( , Name, Food)

= Function ( , Name, Object)
Function ( , Name, Pet)
constraints.append (Distinct ([ob] (name) for name in name consts]))

constraints.append (Distinct ([food (name) for name in name consts]))

constraints.append (Distinct
constraints.append (Distinct

location (name) for name in name consts]))
pet (name) for name in name consts]))

( q

( ([
constraints.append(Distinct ([arrival (name) for name in name consts]))

( q

( q

for name in name consts:
constraints.append (Or ([location (name) == x for x in
range (len (name_ consts))]))
constraints.append ([arrival (name) == x for x in arrival consts]))
([food (name) == x for x in food consts]))
constraints.append ([
([

constraints.append

(

constraints.append (
( obj (name) == x for x in object consts]))
(

r
r
r
r ([pet (name) == x for x in pet consts]))

constraints.append (arrival (noether)
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constraints.append (location (germain)

name cluel = Const ( , Name)
constraints.append(location (name cluel) == 1)
constraints.append(arrival (name cluel) == boat)

name clue2 = Const ( , Name)

name:clue3 = Const ( , Name)
constraints.append(arrival (name clue2) == train)
constraints.append(arrival (name clue3) == plane)
constraints.append(location (name clue2) < location(name clue3))

name clue4 = Const ( , Name)
constraints.append (arrival (name clue4) == train)

constraints.append (food(name clued4) == burger)

name clueb5 = Const ( , Name)
constraints.append (arrival (name clue5) == bus)
constraints.append (pet (name_clueb5) == rabbit)

name clue6 = Const ( , Name)

name:clue7 Const ( , Name)
constraints.append (pet (name_ clue6) == rabbit)
constraints.append (obj (name clue7) == laptop)
constraints.append (Or (location (name clue6) == location (name clue7)
location (name clue6) == location(name clue7) + 1))

constraints.append (obj (lovelace) == pencil)
name clue8 = Const ( , Name)
constraints.append (pet (name clue8) == dog)
constraints.append (obj (name clue8) == scales)

name clue9 = Const ( , Name)
constraints.append (obj (name clue9) == abacus)
constraints.append (food (name clue9) == soup)

name cluel0 = Const ( , Name)

name:cluell = Const ( , Name)
constraints.append (obj (name cluel0) == abacus)
constraints.append (pet (name cluell) == cat)
constraints.append (Or (location (name cluel(O) == location (name cluell) -
1, location(name cluel0) == locatiéﬁ(name_cluell) + 1)) B
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constraints.append (food (franklin) == salad)

name cluel2 = Const ( , Name)
constraints.append (pet (name cluel2) == fish)
constraints.append (food (name cluel2) == cake)

name cluel3 = Const ( , Name)
constraints.append (food(name cluel3) == chicken)
constraints.append(location (name cluel3) == 2)

constraints.append (pet (curie) == fish)

solver.add (constraints)

(m) :
[None] * len(name consts)
name in name_consgs:
object name = str (meval (obj (name)))
s[m.eval (location (name)).as long()] = .format (name,
object name.lower ())
print ( .Join (s))

while solver.check() == sat:

m = solver.model ()
print model (m)

expressions = []
for name in name consts:

expressions.append (location (name) != m.eval (location (name)))
expressions.append (arrival (name) != meval (arrival (name)))
expressions.append (food (name) != m.eval (food (name)))
expressions.append (obj (name) != m.eval (obj (name)))
expressions.append (pet (name) != m.eval (pet (name)))

solver.add (Or (expressions) )

[INND INYTR 0" TIV 7D X772 'Y INIX D71 NINND 19010 1DN'Y AT |I'X7 XY PY NN

NN NNSNN NIV TR INYNA NINSY7 12w [INND NXAN Dy91 17 |N" :Z3-n n'wpanl

:D'N2N NNNN9N NX 73j71,70n 102

: # python3 solve.py
abacus Franklin laptop MNoether scales Lowvelace pencil Curie telescope
scales Curie laptop Lovelace pencil Noether abacus Franklin telescope
scales Curie telescope Lowvelace pencil Franklin laptop Noether abacus
scales Curie lap Lovelace pencil Franklin telescope Moether abacus

NN ApnnY Nnon
. # python3 submit.py
ermain abacus Franklin laptop Noether scales Lovelace pencil Curie telescope
ongratulations!
Your flag is: CSA{70n19H7 We di1Ne 1n HELL}
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(m1mip 60 ,Logic n'i1avj?) Me Tarjan, You Jane :#7 Nanx

Tarjan got lost in the jungle!
Can you help him to find the way to his beloved Jane?

We put our faith in you.

.D'Y2P W 191X NANKY
NN

:D'NAN NIAITA IR 7901 pairs.txt X2 MANKYT QXY [IYRIN yalpn

[[9459011, 9459014], [8834567, 8834570], [16484715, 16484718],
[10536999, 10537002], [5360200, 5360202], [9219552, 9219554], [12180815,
12180822], [6840232, 6840234], [9045060, 9045061], [11177208, 11177209],
(11759735, 117597371, [14370512, 14370514], [5040815, 10081638],
[14104364, 14104365], [5298400, 5298401], [520991, 520993], [4762656,
4762657], [3424404, 3424406], [1955787, 15646330], [15455827, 15455830],
[16176083, 16176085], [16746452, 16746453], [5806147, 14515387,
[8531676, 85316781, [847235, 6777909], [13936711, 13936714], [4484468,
44844701, [1783775, 17837771, [1515704, 7578541, [1362647, 13626507,
[9927216, 99272171, [12178935, 12178938], [15606523, 1560652617,
[8906755, 8906758], [3688248, 3688249], [13860120, 13860121], [7669927,
76699291, [11053915, 11053917], [10777908, 2694478], [12786419,
3196605], [13042600, 13042602], [15378273, 7689137], [15287808,
152878101, [1187667, 11876701, [5977260, 59772611, [8324863, 8324866],
[1255851, 100468341, [2811044, 2811046]]

1210 R) PO17NYT RPR DRNIY YT 7w 16MB 7001 tree.txt X1 NANKYT QiYW Wn yalpn

:(nooTn7 D'INN DN

head

190N NANY AWNN [Vl 'RpP'onnn XInw Robert Tar'|an-'7 vl ,7am Tarjan DWN NKX ¥5N1 DX

Tarjan's off-line lowest common ancestors X171 DNN TNX .0'91AN NN DINNA DN

17 Y'Y 11'oN .yya DTIRTIR NIAIT Q¥ 79 AN 1NN QRIvNN RN NR'YN? wnwn XNl algorithm

JIIN AN AT NIAIT QOIX 17 W'l tree XYW YAl

ZYVN 227 NINID 'MW NNY 0N 09 L DA1 LYY AX' N7QPY Yalzn 'R 'AN? KD KD TYUND

by IN) D7viN "X YY1 NAITAY X'D NMYUD DNINNTE "IN YV MAITNY X'n MIYXIN nNlnn

YV N9 a7 nwi TINA NNNK 72K ,NTN 27w 127 nNdIn 72 117 'R L1031 (07w vwnd :ninon
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https://en.wikipedia.org/wiki/Robert_Tarjan
https://en.wikipedia.org/wiki/Tarjan%27s_off-line_lowest_common_ancestors_algorithm
https://en.wikipedia.org/wiki/Tarjan%27s_off-line_lowest_common_ancestors_algorithm
https://en.wikipedia.org/wiki/Tarjan%27s_off-line_lowest_common_ancestors_algorithm
https://he.wikipedia.org/wiki/%D7%A2%D7%A5_%D7%91%D7%99%D7%A0%D7%90%D7%A8%D7%99#%D7%A1%D7%95%D7%92%D7%99_%D7%A2%D7%A6%D7%99%D7%9D_%D7%91%D7%99%D7%A0%D7%90%D7%A8%D7%99%D7%99%D7%9D

Technolooi

JYn im Yy v 'ox‘7,7n 21X RIN N9 D'RIN NNIXRY AIX'NY MNIX DXV 0T 7NIR DXV AT N

hteh! 121 ,17W 02N DN 0'RAN D'RNN Y LYY KIN [IURIN XNN ,NTN AIX"2

2 NwWYn7 AR yyn ,ni

:NQN 91X ,DIWN DTIPTIRN YW D'OPTI'RN 17XY WN11 2019000 0NN, DNI

NN .DN7Y INNNN QRIYNN QRN NIX KI¥A? 1'7201 ,yva DFTIRTIR W D720 NIR L I'WDY
ARN DX 17 DRYNY NIA0 NNOIN MY ,07WIN "INI YV NAITAY 0NN DNIRY [1DN ,]JNRYN
779X "X IN L0 7 DNNIRTRN DR WNN? NI7pa TWOR [XON LTIRTIR 7D YW Dnan v NN

290N TV n7un7 0TI TN wn 710Ny NIt 0ivo DNNIATX

Check Point CSA - 2020"anxX N1TO
www.DigitalWhisper.co.il
31 2020 "anan,123 i




Technologic

O7TI'X7 DMAIY DNV NANON .09 IIRXAY DONINA NI 17'9X 70 YNNW1 1INIX ,NRT DY
AN DX KRI¥NT? NN 7Y OpTI'RN 7w MININ 2I¥'a wnnhwn? 1wox ,0-2 nipna 1-a 7'nnny

AN MIN qnivnn

{/ER\\

W

i Yy, ¥

) o
O A O
v OV V¥

e o

W W

NoNIYNN N'2'NNn NN 2wNnY A 'y O TITIRZ MY 7w AN qNIN qNIvNN QXN NX NIXn? 1

JANI'A 0'011 D'AXIM DN AWKD D' TIPTIIN v D'OPTYI'XN 1Y |'2 MNI'A NDNKN

anivn axX 75 7Y .0'ONIYNAN NIARD NN DX KIXAYT 7D ITN NIDNA WnNnwn Xan 095" pPoN

:tree Y272 nTn offset-2 y'osmw INn NX 0'9T1 ,XXNIY

import json, os, mmap

def (filename, access=mmap.ACCESS READ) :
size = os.path.getsize (filename)
fd = os.open(filename, o0s.0 RDONLY)
return mmap.mmap (fd, size, gcceSSZaccess)

with open( ) as f, memory map (
list = json.loads (f.read())
for pair in list:
nl, n2 = pair

= format (ml,
= format (m2,

longest common prefix = os.path.commonprefix ([bl,

target = int(longest common prefix, 2) - 1
print (chr (tree[target]), end = '')
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https://stackoverflow.com/questions/60223983/

(M1 100 ,Logic n'11aV7) Amaze me :#8 NaNX

All you need to know is:

netcat maze.csa-challenge.com 80

NNo

OQxnn nYw? 010

: # nc maze.csa-challenge.com 80
great Mount of Moria towered over a maze that concealed a lustrous treasure, the Nauglamir.
treasure is still present from the days of the great king Thingol,
is secretly hidden in a maze after being stashed away by dwarfs.
Unfortunately, the last copy of the map of the maze was lost,
but we hope you will still be able to help us locating the Nauglamir.
You will find this is no easy task -
The maze is 250 x 250 big, you have only limited attempts.
You must be really careful in your answers to avoid traps built by the dwarfs to protect the
Nauglamir.
Guesses won't help you and we trust your skills and wisdom to guide you in this challenge.
We trust you and wish you good luck, and hope you will find your way to the Nauglamir.
Oh, and just in case it will help you - your starting position is: (180,76)
> What is your command?

DX 117 Y'TIN punnnl ,N7RNYIE NI ,nonY? ,nunY7 yin? niol? N1 .qian ImY nTyYY nxM

N7¥N

your command:

o

your command?

your command?

your command?

|
>
d
1
>
1
0
>
I
9

:backtracking niyxnxa 0'I1an NS M

nnvion NTIIN DY'NNN e
IT NTI717 DTPNN? 0'0IN ,N2 11N DIVY NTII7 DTPNN? N TIV 7D e
D'7'09n , TV VAN DX ©

(n: 11N DOVY NMNKR n‘nrn'7 n‘r,‘mn'7 n'om TNI) MINKX D'TIN ,DONKR @
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IT7 NNIT ARXIN T2 AT 19N .(INIR NISN71) J1an2 1107 NI017 YWOXR 72X , TV NTI7 N9 17 'K

:("NIPX 12N DX MY NNANNN DY ain)d)

.DN'Y7X NWAT N1 X7 0MI10 DNITR 190N LYNY 1NN NVY 11N 10T [NIY DD NIRY? TWON

PNIYYY? DMINK NNIX 71'T2 NN ,)D DX
NTITNY 72YNn NIZIYD 190N TIY WWOXN 7YNNNY 1anon ,|dal

TIT? N P07 NPT NTIRD

> What is your command?
i
1=0, r=0, u=0, d=1

:D10 D"'NY XY NPwN h NS

What is your command?

eat breakfast, it's the most important meal in the day

MDY TYM N7W PNONN a7 NIR T g NTIRD

12N 1INIXR D' n7 ny'TIN ¢ NTIPS

> What is your command?
C
(241,221)

N7 INND 0101w NYWRAN s NTIROI

> What is your command?

lhat is your solution?

wu to keep your g

T2 IN ,NYD .NINWN 7D DX L,N7W NFAVIVOXRN NI NN'VANN 'R g NTIRD L1770 NITIR9N 7on

TV IR D' 7NN 1INIX DX |7I'I'3.'7 oyvoS ' g NTIPS NX DIAT 1ana ‘o
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'WTN U791 77N ;NN AT NXY
Your distance from the treasure is V

NxINNN NY 17NNN YAIY NX 117 Nann g NTIPO ,j7'950N 02N 1INIX TWUKXD ,niD

NIV NTIPIN DX NXIXN71 (triangulation) JIN'n y¥a%? nin 2y 172 nim 3 1% nig'oon > DX

.S DTS NIYXNKA ni7wY? ' ,nx1IN D0 ,Itn NTIZIN NX XIRND XXN)

:DIPNA NN¥PA 11201 [T'79N NNY TV NIYY7AI9 190N NUNWNA ,TIPN 'V DK |XD K')

MAZE SIZE = 250

class (Enum) :
UP
DOWN
LEFT
RIGHT

MovementOptions = namedtuple ('MovementOptions', [Direction.LEFT.value,
Direction.RIGHT.value, Direction.UP.value, Direction.DOWN.value])

Coordinate = namedtuple ('C ~dinate row', 'column'])
CoordinateDelta namedtuple (' i 1 c

Backtrack = namedtuple ('B

'opposite direction'])

DistanceMarker = namedtuple('DistanceMarker', coordinate 'distance

class

OPPOSITES = {Direction.UP: Direction.DOWN, Direction.DOWN: Direction.UP,
Direction.LEFT: Direction.RIGHT, Direction.RIGHT: Direction.LEFT}
def (self, type: Direction, command: str, coord delta: tuple):
self.type = type
self.command = command
self.row delta = coord delta([0]
self.col delta = coord delta[l]

@property
def (self):

return self.OPPOSITES[self.typel]
DIRECTION ATTRIBUTES = {
Direction.UP : DirectionAttr (Direction.UP,
Direction.DOWN : DirectionAttr (Direction.DOWN,

Direction.LEFT : DirectionAttr (Direction.LEFT,
Direction.RIGHT : DirectionAttr (Direction.RIGHT,

(start r: int, start c: int):
stack
known distances

counter

check treasure distance cadence 50
print maze cadence = 100

stack.append(Backtrack(Coordinate(start_r, start c), None))
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with log.progress('Searching for treasure...') as p:
while len(stack) > 0O:
p.status ( .format (counter))
backtrack = stack[-1]
coord = backtrack.coordinate

if counter % print maze cadence == 0:
assert (get current coordinates() == coord)

print maze (coord.row, coord.column)
if counter % check treasure distance cadence == 0:
distance sqgrt = get distance from treasure ()
if distance sqrt is not None: a
dm = DistanceMarker (coord, distance sqgrt)
if dm not in known distances: a
log.info(
.format (coord.row, coord.column, distance sqrt))
check treasure distance cadence = 2

known distances.add (dm)
if try to find treasure (known distances) :
printimaze(coord.row, coord.column)
break

visited[coord.row] [coord.column] = 1

movement options = get movement options (coord.row, coord.column)

for direction attr in DIRECTION ATTRIBUTES.values () :
new row = coord.row + direction attr.row delta
new col = coord.column + direction attr.col delta
if is movement possible (movement options, direction attr.type)
and not is visited(new _row, new col):
go to(direction attr.type)
stack.append(Backtrack(Coordinate(newfrow, new col),
direction attr.opposite))
break
else:
backtrack = stack.pop ()
go_to (backtrack.opposite direction)

counter += 1
printimaze(coord.row, coord.column)
visited = [[0] * MAZE SIZE for  in range (MAZE SIZE) ]

s = remote ( , 80)
s.recvuntil (
)
location = s.recvline ()
start r, start c = location.decode ( ) .strip( ) .split(
log.info (f )

log.info( .format (datetime.datetime.now()))
search for treasure (int (start r), int(start c))
log.info( .format (datetime.datetime.now()))
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NONYUAY NIX21IS

Y277 N TV YIT'A 11200 112N DX D09 TAY NN - print_maze

71202 'YW NTIRIA 12D MNP DRD DTNAY DYY19 - is_visited

W7D 1Y DTPNNT TWOKR DXN NPTIAY N'¥A19 - is_movement_possible

i NTIPO 7INUN NIYXANKI D'IYORND DN DX N'TANY N'Y219 - get_movement_options
.U, d, I, rnImpEo NNyl 0'vion (17 NATENAY N0 - go_to

€ NTIP92 WIN'Y NIY¥AKRI N'NDIAN [I'XN DT IR D'TNAY DYAI9 - get_current_coordinates
g NTIP9] WIN'Y NIYXANI IXINNN 7NINN DX NMITNNY N1¥2219 - get_distance_from_treasure
NN 7y NN YXaY? AN IR 7NN 1IN NYI7Y NN ,N0INY N0 - try_to_find_treasure

(z3 NIyx¥NXA) IXIND K¥NI N2 DTN DX KIXNY

vinm nhnyn

D'TY¥N 190N DTN NN ,NIRT OV .N'0NIY NIYXYNRA RN backtracking yix\a%? nx¥1o1n nu'wn
110NN NIYXARA WINMA 110N 271 N2 TINA KIN 120R0 [NN97 winTn

NININ XTH7 NN 7Y ¢ NTIRS 7 'NdIAN MR DX 2T TIpn AT Nnd7 NNX

TNN g AWK NI7'Y' 17'wn 0 TYX 50 752 g NTIRO NIYYNKA 7NN Np'Tan 7'nnn - Tin
3NN NIAY NMAT '9oNn KIXxNY NN 7Y DFTYXY WA QY97 NNXNLu¥n Np'Tan L'wnn 7nn
nN'nna

D'TY¥ 100 722 N9N 1'"¥n TN

Y2 NNNI'M NINY'RY YIX'AN yIN'n7 NN 7V [non [N2'72 i NTIE9 7¢ ARXINN DX 1INY? N1
nNTIZ NT7 AT

,(precision) PI"T "717'wn NN Y¥27 Nin 7y z3-7 NNWOXRN 'R NIN‘YION NITI WI7W DYy
Y17 NIYXNXA NN Y¥27 NOY'1 NIDSON NITIRI WON7 J'wn' Tz [INND X¥N1 X71 TN D7

NWITN NITHRIN NN DFRAEX NIN'AT

7221 TIpn DR Yy

Done

Done

easure using sample
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N2IN |NNSN IAY N95Nn

(m1mipa 50 ,Programming Nn'1avj?) Tricky Guess :#9 NanX

All you need to know is: netcat tricky-guess.csa-challenge.com 2222

.0'7M NN'YA DY YaIp qaix Nanxy

[nNo

Qlixnn NnY7 N anm
In this

multipl
n run a
- You ha
- kWe are limit
To block bruteforce we will show you the next cat and wait...

Louie The Cat
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nN'YIa .N7ARY DY7'n Nn'vn NN N NMway 27N 'an ninroa 15 Jima wna? vy
:N2N 11202 715 ,"n'7'n" 10,000

# cat words.

D'IN 17'K2 DYPYTI'R DIY K77 ,|NN9Y7 D'9NIYAY D'INN 190N DX 72771 WIN1 7D 1Ay IRDN 197
INNAIT? 102 N7 DIP'MN DRNIEAITN

nya
a] xehqdbglvis
mishdcerlfzk

zbfthard

AYNY7 |NIY NI N'0'0AN NYNAL WNNWI ,NTN JANKN DX M%7 *TO .nnrroa 15 50 joa n v
790N [NAY D'7'AN 72 IR NXIND 201 ,D'SNIYNN DYINN 190N DX 7271 ,n7M wNn? no1n 'y

1Y N01IL,0'RNN X7 DYINN

from pwn import *
import random

def () :
with open ( ) as f:
words = [word.rstrip() for word in f.readlines()]

r = remote ( , 222)
r.recvuntil (

for i in range (16):
log.info ( .format (len (words)))
choice = random.choice (words)
r.sendline (choice)
log.info (£
response = r.recvline ()
try:
common chars = int (response)
log.info (f
except:
return response
words = list(filter (lambda x: len(set (choice) .intersection (x))
common chars, words))

if name ==
flag = main()
log.success ( .format (flag.decode (
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Number of words: 18666
Guessing: "ietbgaysmjpk’
Number of common characters

Number of words:
Guessing bmonfe”

=

Number of mmon characters
Number of words: 735

Guessing: puwgdelrhm’

Number of common characters
Number of words:

Guessing: ‘yotrzfpawegi'

Number of common characters
Number of words: 2

Guessing: 'malyfxjwegot’
Flag: csa{4ll th3 11 c475 g3In3r4TinG wbrd5}

(m1mi71 70 ,Programming n'i1avj?) Stateful Keen :#10 Nanx

Welcome to the land of CSA!

In this challenge you'll help our CSA hero KEEN to find the lost
FLAG :)

The flag is hidden somewhere in the game code.

To complete the mission you'll have to use the attached game code.

IMPORTANT: submit the flag in the following format: CSA{...}.

AN YA 91X MANKY
[nNo

JIINAN [IDIND YA DX 7172

%7 NMNIY YWR ,Commander Keen in _Keen Dreams 'A700110 7NWnn '¥aj NX 7'on yaln

.GitHub-2 0171 D"1w 190n 197
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https://en.wikipedia.org/wiki/Commander_Keen_in_Keen_Dreams
https://github.com/keendreams/keen

LTechnoloagic

.0'71an 19010 N7 ,17W D'¥2AE7 DNIK DHWA QN7 NNIYY DY¥A70 DX T 0K ,07IK

:RC2 nnnyoY7? TIj7 7w nooIn

= US_DisplayHighScores(n); @ US_DisplayHighScores(n, res);
IN_UserInput(5 * TickBase,false); IN_UserInput(5 * TickBase,false);
Q ) O /Il!ﬁltllllllllllllll!-t'tltt!:!'!l!l!ltltl’ltltllllllllllllllllllllltl\
* To commemorate the 1996 RSA Data Security Conference, the following *
* code is released into the public domain by its author. Prost! *
* -
* This cipher uses 16-bit words and little-endian byte ordering. >
* I wonder which processor it was optimized for? .
= =
* Thanks to CodeView, SoftIce, and D86 for helping bring this code to *
* the public. .
By
/itttttlttlttt‘tt“t‘t‘tlll:x:l’slxls!3!3!3!ttIIl!!xllll!lllktttltktktt\
* Expand a variable-length user key (between 1 and 128 bytes) to a :
* 64-short working rc2 key, of at most "bits" effective key bits. *
* The effective key bits parameter looks like an export control hack. *
* For normal use, it should always be set to 1024. For convenience, -
* zero is accepted as an alias for 1024. *
R R R R K ]
void rc2_keyschedule( RC2_Schedule *key_schedule,
const unsigned char *key,
unsigned len,
unsigned bits )
{
unsigned char x;
unsigned i;
/* 256-entry permutation table, probably derived somehow from pi */
static const unsigned char permute[256] = {
217,120,249,196, 25,221,181,237, 40,233,253,121, 74,160,216,157,
198,126, 55,131, 43,118, 83,142, 98, 76,100,136, 68,139,251,162,
23,154, 89,245,135,179, 79, 19, 97, 69,109,141, 9,129,125, 50,
189,143, 64,235,134,183,123, 11,240,149, 33, 34, 92,107, 78,130,
84,214,101,147,206, 96,178, 28,115, 86,192, 20,167,140,241,220,
18,117,202, 31, 59,199,228,209, 66, 61,212, 48,163, 60,182, 38,
111,191, 14,218, 70,105, 7, 87, 39,242, 29,155,188,148, 67, 3,
248, 17,199,246,144,239, 62,231, 6,195,213, 47,200,102, 30,215,
8,232,234,222,128, 82,238,247,132,170,114,172, 53, 77,106, 42,
15e, 26,210,113, 9%, 21, 73,116, 75,159,208, 94, 4, 24,164,236,
Y 194.224. 65.110. 15. 81.203.204. 36.145.175. 80.161.244.112. 57.
:D'MINonN 0N IX
void NewGame (void) void NewGame (void)
{ {
word i3 word b
(=} unsigned char arr2[24] = {@x61, @x71, oxf9, @x53, Oxa6, @x63, @x6S5,
L @x66, Ox1, @x6, ©x50, @x17, ex35, exlc, @x12, exce, exfb};
gamestate.worldx = 0; een at starting spot gamestate.worldx = 0; // spawn keen at starting spot
gamestate.mapon = @; gamestate.mapon = @;
gamestate.score = 0; gamestate.score = 9;
gamestate.nextextra = 2 gamestate.nextextra = 20000;
gamestate.lives = 3; gamestate.lives = 3;
gamestate.flowerpowers = gamestate.boobusbombs = ©; gamestate.flowerpowers = gamestate.boobusbombs = ©;
o=
L memcpy (gamestate.second_flag,arr2,24);
for (i = @;i < GAMELEVELS;i++) for (i = ;i < GAMELEVELS;i++)
gamestate.leveldone[i] = false; gamestate.leveldone[i] = false;
} }
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.0"1'o
void void
GameOver (wvoid) Gamedver (woid)
{ {
WVW_InitDoubleBuffer (); Wi_InitDoubleBuffer ();
US_CenterWindow (16,3); a Us_CenterWindow (48,3);
US_PrintCentered("Game Over!™); @ US_PrintCentered("Game Over! No flag for you!™);

VW _UpdateScreen ();
IN_ClearKeysDown ();
IN_Ack ();

wvoid StatusWindow (void)

{
word 'H

/ DEBUG - make this look better

US_CenterWindow(22,7);
US_CPrint("Status Window™);

Vi _UpdateScreen ();
IN_ClearKeysDown ();
IN_Ack ();

void StatuskWindow (wvoid)

{
word K}
/f DEBUG - make this look better
< US_CenterWindow(48,7);
L Us_CPrint("status Window - the flag isn't here (;");

state "n'w

void KeenDieThink (objtype *ob)
{

ob+t; /{ shut up compiler
playstate = died;

void KeenDieThink (objtype *ob)

{
switch(gamestate.mapon){
case 4:
ob->state->chosenshapenum = s_keendie3.rightshapenum;
gamestate.key index = gamestate.mapon;
break;
case 14:
ob-rstate->chosenshapenum = s_keendie3.leftshapenum;
gamestate.key_index = B;
break;
;
ob++; // shut up compiler
playstate = died;
1

NX"M INTa 0'DYn lo] i}

if (ocb-»state == state)

ob->state = state-»nextstate; // g

else if (l!ob-»state)
return @; // object remover

return excesstics;

if (ob-»state == state) {
if (ob==player && ob-»state->chosenshapenum>@ 8& gamestate.key_index<16) {
CP_InitRndT({(word)ob->state->chosenshapenum);
gamestate.key[gamestate. key_index] = CP_RndT();
gamestate. key_index++;
gamestate. key[gamestate.key_index] = CP_RndT();

ob->state = state->nextstate; // go to next state
¥
else if (lob-»state)

return @; // object removed itself

return excesstics;

Check Point CSA - 2020ManX N1TO

42

www.DigitalWhisper.co.il

2020 "anan,123 i



Technologic

:D'R'YUN N720 NIY¥NXA PNYNN 910 NWISN yTn 7w maxnl

GameOver (); GameOver ();

done: done:
=] @ memset(res,8,64);
rc2_cc_set_key(&cx,gamestate.key,16);
for (i=8;i<24;i=1i+8) {
rc2_cc_decrypt(&cx, gamestate.second_flag+i, res+i);

1
J

cities = 8; cities = @;
for (i= 1; i<=16; i++) for (i= 1; i«<=16; i++)
if (gamestate.leveldone[i]) if (gamestate.leveldene[i])
cities++; cities++;
= Us_checkHighScore (gamestate.score,cities); b= US_CheckHighScore (gamestate.score,cities,res);
VW_ClearVideo (FIRSTCOLOR); Vid_ClearVideo (FIRSTCOLOR):

NNYs7 wnwn n¥M N1 N1IW gamestate.key Jwnnw NiX1Y7? N1 071200 72V Nibnonn
,gamestate.key NX 111NXy2 NNA7 N3 OX LD7 viIAp vnn 7NNIKNY gamestate.second_flag

J'NNXY 7270 DX NS on

XIn ']3'7 'KONRY TN 17w 'NdIIN 2¥N2 YN DR ATt DoActor n'Xj71192 021NN NNONN

if (ob==player && ob->state->chosenshapenum>0 && gamestate.key index<16)
{

CP_InitRndT ((word)ob->state->chosenshapenum) ;

gamestate.key[gamestate.key index] = CP RndT () ;
gamestate.key index++;
gamestate.key[gamestate.key index] = CP RndT();

NN ' DX 7wn? ;011N D1ax¥NY? DXNNA NINWN key_index-n
KeenDieThink (objtype *ob)

(gamestate.mapon) {
4:
ob->state->chosenshapenum = s keendie3.rightshapenum;
gamestate.key index = gamestate.mapon;
break;
14:

ob->state->chosenshapenum = s keendie3.leftshapenum;
gamestate.key index = 6;
break;

ob++; // shut up compiler
playstate = died;
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AYIN NIN OX IR
KeenWalkThink (objtype *ob)
move;

if (ob->state == &s keenwalkl) {
ob->state->chosenshapenum = s keenwalkl.rightshapenum;
gamestate.key index = 8;

}

else if (ob->state == &s keenwalk2) ({
ob->state->chosenshapenum = s keenwalk2.rightshapenum;
gamestate.key index = 10;

}

else if (ob->state == &s keenwalk3) ({
ob->state->chosenshapenum = s keenwalk3.rightshapenum;
gamestate.key index = 12;

}

else if (ob->state == &s keenwalk4d) ({
ob->state->chosenshapenum = s keenwalk4.rightshapenum;
gamestate.key index = 14;

NN7 "WYY NN WD DR 72p7 nan 9y CP_RndT() DwWA 197 nXN Ny¥anny NiX1e? NA
PNYNI DURIPRN DN90NN ,NWYNY? ,0%IX RIPNR 11D 72710 NNSNNY YN nyuinn 0WNn NX

:DUNIPR DN PIY DWIAR DY 7w 71T n7a0n oyan
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TN C yal? NnT'YN XY NN 75 NN N1

word;

CP_InitRndT (word seed);
CP_RndT ( ) ;

typedef rc2 key st {
xkey[64];
} RC2_Schedule;

rc2 keyschedule( RC2_Schedule *key schedule,
*key,
len,
bits );

rc2_encrypt ( RC2 Schedule *key schedule,
*plain,
*cipher );

rc2 decrypt ( RC2 Schedule *key schedule,
*plain,
*cipher );

rc2 cc_set key(RC2 Schedule *cx, *rawKey, size t keyLength);
rc2 cc encrypt (RC2 Schedule *cx, *blockIn, *blockOut) ;

rc2 cc_decrypt (RC2_Schedule *cx, *blockIn, *blockOut) ;

name [MaxHighName + 1];
score;
word completed;
} HighScore;

HighScore Scores[MaxScores] =

{
{"m",10000}, {"",10000}, {"",10000}, {"",10000}, {"",10000},

{"",10000}, {"",10000}, {"",10000}, {"",10000}, {"",10000}

key[16];
second flag[24];
arr2([24] = {0Oxe6l, 0x71, 0xf9, 0x53, Oxa6, 0x63, 0x65, 0x2, 0xc7,

0x15, O0xf0, 0x70, Oxfl, 0x95, 0Ox66, Oxl1l, 0Ox6, 0x50, O0x17, 0x35, Oxlc, 0x12,
Oxc0, Oxfb};

set key ( 1 chosenshapenum, 1 key index)

if (1 chosenshapenum>0 && 1 key index<16) {
CP_InitRndT ((word)1l chosenshapenum) ;
key[l key index] = CP_RndT();

1 key index++;

key[l key index] = CP RndT();
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RC2_ Schedule cx;
res[64];
i;

memcpy (second flag,arr2,24);

set key (9
set key (100,
set_key(l37,
set key (137,
set key(

set key (

set key(

set key(

3
4,
5

3/
6

7
9
7
9

memset (res, 0, 64);

rc2 cc_set key(&cx,key,16);

for (i=0;1<24;i=i+8) {

rc2 cc _decrypt (&cx, second flag+i, res+i);

}

for (i=0;i<24;i=1i+8) {
memcpy (Scores[1/8] .name, res+i, 8) ;
printf ( , Scores[i/8] .name) ;

}

rc2 keyschedule ( RC2 Schedule *key schedule,
*key,
len,
bits )

X7

permute[256] = {
217,120,249,196, 25,221,181,237, 40,233,253,1
198,126, 55,131, 43,118, 83,142, 98, 76,100,1
23,154, 89,245,135,179, 79, 19, 97, 69,109,1
189,143, 64,235,134,183,123, 11,240,149, 33,
84,214,101,147,206, 96,178, 28,115, 86,192,
18,117,202, 31, 59,190,228,209, 66, 61,212,
111,191, 14,218, 70,105, 7, 87, 39,242, 29,1
248, 17,199,246,144,239, 62,231, 6,195,213,
8,232,234,222,128, 82,238,247,132,170,114,1
150, 26,210,113, 90, 21, 73,116, 75,159,208,
194,224, 65,110, 15, 81,203,204, 36,145,175,
153,124, 58,133, 35,184,180,122,252, 2, 54,
45, 93,250,152,227,138,146,174, 5,223, 41,
211, 0,230,207,225,158,168, 44, 99, 22, 1,
13, 56, 52, 27,171, 51,255,176,187, 72, 12,
197,243,219, 71,229,165,156,119, 10,166, 32,1

('bits)
bits = 1024;
memcpy (&key schedule->xkey, key, len);

if (len < 128) {
i=0;
X (( *) key schedule->xkey)

Technologic

21, 74,160,216,157,
36, 68,139,251,162,
41, 9,129,125, 50,
34, 92,107, 78,130,
20,167,140,241,220,
48,163, 60,182, 38,
55,188,148, 67, 3,
47,200,102, 30,215,
72, 53, 77,106, 42,
94, 4, 24,164,236,
80,161,244,112, 57,
91, 37, 85,151, 49,
16,103,108,186,201,
63, 88,226,137,169,
95,185,177,205, 46,
04,254,127,193,173

[len-17;
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permute[ (x + (( *) key schedule->xkey) [i++]) & 255];
*)key schedule->xkey) [lent++] = x;
} while (len < 128);
}

len = (bits+7) >> 3;
i = 128-1len;
x = permute[ (( *)key schedule->xkey) [1] & (255 >> (7 & -
bits))];
(( *)key schedule->xkey) [1] = x;
while (i--) {
x = permute[ x ~ (( *)key schedule->xkey) [i+len] ];
*)key schedule->xkey) [i] = x;

key schedule->xkey[i] = (( *)key schedule->xkey) [2*i] +
((( *)key schedule->xkey) [2*i+1] << 8);
} while (i--);
}

rc2 encrypt ( RC2 Schedule *key schedule,
*plain,
*cipher )

x76, x54, x32, x10, i;
(plain[7] << 8) + plain([6]
(plain[5] << 8) + plain[4];
(plain[3] << 8) + plain[2];
= (plain[l] << 8) + plain[0]
(1 =0; 1 < 16; i++) {
x10 += (%32 & ~x76) + (x54 & x76) + key schedule->xkey[4*i+0];
x10 = (x10 << 1) + (x10 >> 15 & 1);
x32 += (x54 & ~x10) + (x76 & x10) + key schedule->xkey[4*i+1];
x32 = (x32 << 2) + (%32 >> 14 & 3);
x54 += (x76 & ~x32) + (x10 & x32) + key schedule->xkey[4*i+2];
x54 = (x54 << 3) + (x54 >> 13 & 7);
x76 += (x10 & ~x54) + (x32 & x54) + key schedule->xkey[4*i+3];
x76 = (x76 << 5) + (x76 >> 11 & 31);
if (1 == [| i == 10) {
x10 += key schedule->xkey[x76
x32 += key schedule->xkey[x10
x54 += key schedule->xkey[x32
x76 += key schedule->xkey([x54

’

7
5
3
1 .

’

x10;
(x10
x32;
(x32
x54;
(x54
xX76;
(x76

)
)
)
)
)
)
)
)

rc2 decrypt ( RC2 Schedule *key schedule,
*plain,
*cipher )
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x76, x54, x32, x10, 1i;
<< cipher

<<
<<

&= 65535;
= (x76 << 11) +
-= (x10 & ~x54)
&= 65535;
= (x54 << 13) +
-= (x76 & ~x32)
&= 65535;
= (x32 << 14) +
-= (x54 & ~x10)

(x76 >> 5);
+ (x32 & x54) key schedule->xkey[4*i+3];

(x54 >> 3);
+ (x10 & x32) key schedule->xkey[4*i+2];

(x32 >> 2);
+ (x76 & x10) key schedule->xkey[4*i+1];
&= 65535;
= (x10 << 15) + (x10 >> 1);
-= (x32 & ~x76) + (x54 & x70) key schedule->xkey[4*i+0];
if (1 == ] i == 11) { B
x76 -= key schedule->xkey[x54
x54 -= key schedule->xkey[x32
x32 -= key schedule->xkey[x10
x10 -= key schedule->xkey[x76
}
} while (i-
plain[0] =

yx10;
) (x10
yx32;
) (x32
) x54;
) (x54
yx76;
) (x76

(
(
(
(
(
(
(
(

rc2 cc_set key(

RC2 Schedule *cx,
*rawKey,

size t keyLength)

rc2 keyschedule (cx, rawKey, keyLength, keyLength*8);
return 0;
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rc2 cc encrypt (RC2 Schedule *cx, *blockIn, *blockOut)

rc2 encrypt (cx, ( *)blockIn, ( *)blockOut) ;

rc2 cc _decrypt (RC2 Schedule *cx, *blockIn, *blockOut)

rc2_decrypt(cx, ( *)blockOut, ( *)blockIn) ;

7unY?) MIX p¥nx? Min 7y 192 DN%W DDV DYIAR 7Y NID7NN Nnd nyxa 7'w7 T

(137 wa nn'wr 97nin s_keendie3.leftshapenum

NITRAPRN 7V 'RONKY "72N0NN TIj? NIX X2"1,]D IND

IDEAL
MODEL SMALL, C

DATASEG
rndindex2

rndtable

0,
74,
95,
52,
149,
145,
175,
25,
94,
136,
135,
80,
24,
145,
28,
71,
17,
197,
120,

CODESEG

CP_InitRndT seed:word
uses si,di
CP_InitRndT

, [seed]
,0ffh
rndindex2], ax

X
X

[

CP_RndT
CP_RndT

bx, [rndindex2]
al, [rndtable+BX]
bx

bx,0ffh
[rndindex2],bx
ah, af
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Borland C++ Uersion 2.0 Copyright (c) 1991 Borland International

Turbo Assembler Uersion 2.51 Copyright (c) 1988, 1991 Borland International

rand .ASM
None
None

1

367k

Turbo Link Uersion 4.0 Copyright (c) 1991 Borland International
Available memory 401008

C :\SOURCE>ma in
No BrOcOoLi fOr YoU?! :)

AT

CSA{No BrOcOoLi fOr YoU! :)}

Welcome to the land of CSA!
In this challenge you'll help our CSA hero KEEN to find the lost secret
)
Your first mission is to find the secret sentence - spread in the game
levels.
To complete the mission you'll use the attached game code,
and game recordings that would guide you to the secret sentence.
Each recording file stores information of KEEN's movements in the game,
according to the following format:

2Bytes - movement counter

2Bytes - 2 buttons click - for throwing/jumping as in the game
controller settings

2Bytes - x direction of movement

2Bytes - y direction of movement

In order to find out what is the secret sentence you should be able to
play the recordings in the game BY THEIR ORDER, BUT! only once you are
DONE with ALL the game levels.

IMPORTANT 1: each recording you should play from the start of the game.
IMPORTANT 2: submit the flag with the following format CSA{...}.

HINT: use the "hint"s in the code.

JI'DIX YAl 91X ManKy
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NNo

JIIXAN [IDIND YA DX 7172

,Commander Keen in Keen Dreams gnwnin ¥ TI7n '¥2j72 12ITNA KD DA ,D7TI7N NANNA 10D

pnunn %y 7w nmwa nn P'YN 'N'YN .DMIpmn D'X1|7'7 on'a 0'N'Y DIY' DYSn DAl

char *levelnames[21] = char *levelnames[21] =
i i

Or “The Land of Tuberia®, 3 “The Land of CSA™,
"Horseradish Hill", "CSA HINT: I™,
"The Melon Mines", "CSA HINT: o",
"Bridge Bottoms™, "CSA HINT: A",
"Rhubarb Rapids™, "CSA HINT: 8™,
"Parsnip Pass", "CSA HINT: e™,
"Level B, "Level B"

o "Spud City™, <3 "CSA HINT: 7",
"Level 8", "Level 8",

o+ “Apple Acres™, 3 "CSA HINT: h™,

|l  "Grape Grove", | ™Csa HINT: R™,
“Level 11", "Level 11",

¢ "Brussels Sprout Bay”, 3 "CSA HINT: c™,
"Level 13", "Level 13",

o+ “"Squash Swamp", a3 "CSA HINT: '™,

{ "Boobus' Chamber", { "CSA HINT: L™,
"Castle Tuberia®, "CSA HINT: _™,
I-l-." ""J‘
Title Page "Title Page"
}s Ii

NI07PN W qoIx 727 ,q0m
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INDAIT? N07PN 1IN YO PITa)

8 1.BIN

Cffsec(h) 00 01 02 03 04 05 06 07
Q0000000 05 00 00 00 00 00 00 00 ........

Q0000008 02 00 00 00 81 FF Q0O 00 ..... o..
Q0000010 10 00 00 00 81 FF 81 FF ..... 0.0
Q0000018 03 00 00 00 81 FF Q00 00 ..... o..

Q0000020 01 00 00 00 00 00 00 00 ........
Q0000028 04 00 00 00 7F 00 TF 00 ........
Q0000030 02 00 00 00 00 00 TF 00 ........
Q0000038 02 00 00 00 81 FF Q0O 00 ..... o..
Q0000040 01 00 00 00 81 FF 7F 00 ..... o. .

ia1)a}e)

D'TYXN 190N DN DAIYRIN O'NAN Y e

09INN WV DN7 W' T'ANY [I1'DN 0NN D7UNNY7 [N X ,NI7IV9 DN D'RAN D'NAN Y e

XM nmmn DN D'RAN 0NN Y e

Y D2 ATITAN DN D'NAN D'NAN Y e

D'TYXY M9%01N N2 WI9NnY nn Little Endian 21X "armaw nnn% aran ,0rTyyn 1son 197
-3 maxim X/Y 2 ntithnw Nt oa p7 .0x1000 ,0x200 ,0x500 71 0x10 ,0x02 ,0x05 NnalT

011V 0D NYITYWN TNX D71 T'AN 19X NITW . Little Endian

Ox00 e
Oxff81 e
Ox007f e

D'DYN A7 .(-127)-1 127 DND0NN 7w ¥ A L2-7 0'wAN 7w N'0NTI00N AN NI
-0 Y Y ,RMAIT? .0N1950NN 'Y 7w 01770 DNINA NQITAY NINY 120 RN L,DY7YwnN1 0NN
AWON NPV AR ATIth X (-127) 9w nivnwnil nam aTith X0 127 99 nivawnn X
NDIN NIWYAXY MIX YN7 N1 ,PDN NKR? .pnwnn DR 790771 GitHub-2 nixdmn MmN 21pyy

:DOSBox 1TYN

Loading
The Land of CSA

I

Start Hew Game in Hormal Hode
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Loading
C5A HIWNT: I

JINIYN NIVENN 'O% PNYN ' DX T'T'W N0 1107IN'0 'y NINAY TWOKX DTN (11D )'WNl DX
YNN7 D'7'NNN 1INIXY 1197 DA7WUN 7D NIX D07 110X ,N'WUR NINON 190N IT N0'YW7 W' 071X
NXIN NIV .DTIR W73 27 0'7wnY 220 DN 11IaY7 [N K7W DY DY (1N NIV7ENN IR

JINMoNn NN TYIX |'7 DY, AT NDNIR NN 7w

ANK 702 |'7 7w non Ki¥nY N1 .nonn 7y I 7w 717000 NIX YD NI D0IYO N0 N2 NIX

9NN N'K11 D .09 7Un ,IN¥y NX T2ONYW D'¥Yn
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:NONN 7 'R YW 710NN DR AYY7 Nan 7Y XAN Tz wnnwa

from struct import Struct

from PIL import Image, ImageDraw, ImageColor
from collections import namedtuple

import itertools, os

import glob

Coordinate = namedtuple (

def (format, f):
record struct = Struct (format)
chunks = iter(lambda: f.read(record struct.size), )
return (record struct.unpack (chunk) for chunk in chunks)

(iterable) :

a, b = itertools.tee(iterable)
next (b, None)
return zip(a, b)

DISTANCE CONST = 0.92
START COORDINATE = Coordinate (360, 305)
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if v == -127:
return -1
elif v == 127:
return 1
else:
return 0

(movement file, output folder = None) :
coordinates = []
with open (movement file, ) as f:
coord = START COORDINATE
coordinates.append (coord)
for rec in read records('<hhhh', f):
movement counter, click, x, y =
assert(click == 0)
for in range (movement counter) :
coordinates.append (Coordinate (coord.x +
DISTANCE CONST * translate movement (x), coord.y + DISTANCE CONST
* translate movement (y)))
coord = coordinates[-1]

im = Image.open('small map.png')
draw = ImageDraw.Draw (im)
for current, next in pairwise (coordinates) :
draw.line( ( current, next ), fill =
if output folder is None:
im.show ()
else:
output file path =
.format (os.path.splitext (os.path.basename (movement file))

im.save (os.path.join (output folder, output file path))

if name ==
output file dir =
os.makedirs (output file dir, exist ok = True)
for recording in glob.glob (
draw (recording, output file dir)
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HwnY ,0™i170n Ywy-nwy 771

M2 NN I71|7] , 72N ' DN 0DIWN D7WUN NINY 1NN Alp7Y1 DX

CSA{I_hA7e_8RoccolLI!}
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(n1Ti73 50 ,Reversing N'11a0?7) Automatic Machine :#12 Nanx

You stand before a custom Virtual Machine.
Once you understand the code, the flag will be just there.

The machine is waiting for you at auto-machine.csa-challenge.com

Inno

OQixnn NKY7 010

NIY¥NXA Nj7TA XKNO0'0N D'W77N NINKAY 7211 PN Ty TN 21T 'NWYD XNo'o 0007 117y

JIY7RI0T NAIDN 12 7Y DAY Nl

Y9 winmn 1Ay Javascript N9 19011 ,a DY NITIPO 7w 21TA TIKN )wn 17 ¢ Tign ina

wn ,nmpnn
function f2( _pl, _p3, _p0) {
for ; gl < p3; gl++) {
_pO0;

NINY DINWUNY71 NIYRIIDY NNYT NI0171 TIRN 7V [IWKRY 12yn Y¥27 KIN NIYY7 XY [IYXIN 12T
un'? AN oM

function xor arr(vm arr, from index, to index, value) {
for (i = from index; i < to index; i++) {

A

vm_arr[i] *= value;

NINY7 MM DNIRY Y197 AP XD N7¢ D0 NTIY JTIgn 1700 DX 21y Nyd
‘test_password

term.write (test password(JSON.parse (JSON.stringify(a)),Array.from(term.i

nput) .map (x=>x.charCodeAt (0)))) ;
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21010NW NNO'0N NIXI a 1WNN DX N7ApN ITN AY190

step size = 7

function test password(vm arr, user input) {
index = 0;
while (index < vm arr.length) ({
g7 = vm_arr[index];

if (g7 == 5) {

return fl(vm arr, index);

break;

}

user input index = vm arr[index+1];
g9 = vm_arr[index+2];
if ((user input[user input index] % g9 ==
index = vm arr[index+3];
continue;
}
user input[user input index] = (user input[user input index] %
user input[user input index] : Math.floor (user input[user input index]/
action index = vm arr[index+4];
~gb = vm_arr[index+5];
_gc = vm_arr[index+6] ~ g7-3;
~gd = vm_arr[ gc]l;
action arr[action index] (vm arr, indext+step size, ( gb+l)*step size,

) ?

)

_99
99

index+= step size;

ANX T'PON LA Y 797 LDINNn 09y Nyaw N9YIY 110 7511 ynn 7V NNa X0, DN KT

1010NY XNO'ON N7 OpTI'R MM wnwn (index + 1) N"y'awa awn YnY NIKTY N1 ,7unY

user input index = vm arr[index+1l];

'wmnNn Wn  .user_input[user_input_index] 2V Niwyl 'Ndnn 1100 YW NipTan D qunna

vnnn 7270 7y VX121 NNIN 'Y n71V9 N1'NA7 wnwn ntynava

function add to arr(vm arr, from index, to index, value) {
for (i = from index; i < to_index; i++) {
vm_arr[i] += value;

}

function subtract from arr(vm arr, from index, to index, value) ({
for (i = from index; i < to_index; i++) {
vm_arr[i] -= value;

}

function xor arr(vm arr, from index, to index, value) {
for (i = from index; i < to_index; i++) {
vm_arr[i] ~= value;

action arr = [add to arr, subtract from arr, xor arr];
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D"pPNN DX YI9N N7 NNaN NTION 1N Ynwn na"'yayl 'vann Nvnv nIXY? N1 ,|9IR INIKA

ANW7D NN

if ((user input[user input index]
index = vm_arr[index+3];

continue;

.(_g9) nnyrawnn 7apnny Inw7 19001 NNIRY K77 P7NNNn XN0'0oNn '9'¥90 IN DX 2TIA 'KINN
127 NI 20 AWIN 727 T KT IR 77NNnY7 MK KIn DN 07NN (_g7) ntyrawn inn NX Y

2277 'NNNYTE YYD NRAPR RNO'O 0'10N'7 'RTD ,NMIDNAN W XN

IN'D 117 W'Y MIIWRID NYAaYn

nNNIX ,17251-% nnw vm_arr[index+3]-1 D"pnn 7'W7 'RINN DXY NI7A7 N2 28T NIYYNXA
NINDY IN ,0"PN' NTN 'KINNY D'¥N X7 11NIX 1170 .N11D1 X7 XNO'ONW V'TNNW TI7'7 TW' D'NOIR

.17251-7 nnw vm_arr[index+3] Ty 73 702 nraivn X7

wunwun 'Y 'Kinn NX V'any Ty n721 12 AQT7? 7'YnNll 'KINN NX 19'Y 1Y 0'10] ,|3'7

X' VN2 DMIYN NTYRYN YN Unn Ny

17276, 17330, 34502, 17252, 18012, 17263

N7 NO9IN KD NIRYON NNX ,07IR

79, 17251, 1, 761, 12

100w 17251 NX DY 117 W' 17'9X1 ,NMIYKIN N"'YAYN 7w 07 DT TIXA D'X 1770 0N
'90N 117 W' 12D DTN 27w XD TR 17WD Y YT TIRS97 O TA'R 1INA wnwny 'R0

‘D'NINN 722 NTAYY RNO'0 7277 NI0171 z3 NIY¥NKRA 700 77 'O yT'n

from pwn import *
from z3 import *
from arr import a
import math
import itertools

STEP SIZE = 7
FAILURE_ADDRESS = 17251

def add to arr(vm arr, from index, to index, value):
for i in range (from index, to_ index) :
vm_arr[i] += value

subtract from arr(vm arr, from index, to index, value):
for i in range (from index, to_ index) :
vm_arr[i] -= value

xor arr(vm _arr, from index, to index, value):
for i in range (from index, to_ index) :

A

vm_arr[i] = value

decode message (vm arr, p0) :
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to index = vm arr[ pO+1]
res =
for i in range(to index):
res += chr(vm arr[ pO+2+i] ~ 0x37)
return res a a

action arr = [add to arr, subtract from arr, xor arr]

def crack password(vm arr, solver, key, progress):
index = 0

while (index < len(vm_ arr)) :

progress.status ( .format (index))
g7 = vm_arr[index]

if ( g7 == 5):
return decode message (vm_arr, index)
break

user input index = vm arr[index+1]
g9 = vm_arr[index+2]

if (vm_arr[index+3] == FAILURE ADDRESS) :
assert((4 - g7) in [0, 1])
if (4 - g7):
solver.add (key[user input index][-1] % g9 != 0)
else:
solver.add (key[user input index][-1] % g9 == 0)
# The way to account for the following logic:
# "user input[user input index] =
Math.floor (user input[user input index]/ g9);"
# 1s to create a new z3 variable and add this relationship as a
constraint.
# The new variable will be used from now on for future
constraints.
# This is the reason that "key" is a list of lists of variables
and not a flat list of variables.
k = keyluser input index][-1]
new var = Int( .format (user input index,
len (key[user input index])+1))
key[user input index].append (new var)
solver.add (new var * g9 == k) # Rephrased as multiplication
since z3 has problems with division of integers

else:
print (vm _arr[index+3])

action index = vm arr[index+4]

_gb = vm arr[index+5]

_gc = vm_arr[index+6] ~ g7-3

~gd = vm_arr[ gc]

action arr[action index] (vm arr, index+STEP SIZE, ( gb+l)*STEP SIZE,
_gd)

index+= STEP SIZE

for key len in itertools.count () :
try:
with log.progress ( .format (key len)) as
progress:

key = [[Int( .format(i))] for i in range(key_len)]
solver = Solver ()

# all values are printable characters excluding space (33 - 126)
for i in range (key len):
solver.add(key[i] [0] >= ord( ) )
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solver.add(key[i] [0] <= ord( ))

crack password(a.copy(), solver, key, progress)

progress.status (
if solver.check() == sat:
model = solver.model ()

res =
for i in range (key len):
res += chr(model[key[i][0]].as long())

break

except IndexError:
pass

.success ( .format (res))

Z'?JPJI Y .N71V 1TO2 DY 0'DIIN N0 ,XNO'0N MR DX DWYTI' NI'RY |11'ON

of I"YIP’_'\}'l : Failed
of length : Failed
of length 2: Failed
ot 1 ith 3: Failed
ot il
of

wow th4at wa$ re@lly

NN RXN VO"IPONY RNO'ON .NIIYN INWUn? 17 o'wa nyd

CSA{wOw_that_wa$_re@lly_slmple_wasn7_1t}q

Javascript-7 Python |'a D'™7T2ann YA "ATAY NRIID ?0TN NN g-N DY YV n

wANN X7 72N 17w Xno'on W 40-N DI7N2 YN IR WA N0 NYIRIVIYN NMIdAN 7 TIpn
:NaN 7¥ nnwn yxan VIYoI 0" K7 KINY IN

361
EY A
31
39: 1
40: Nal (4 - 7 {
length: 41 35 3, 71,
p <prototype=: | W
4
user_input[user_input_index] = (user_input[user_input_index] % _g8) ?
action_index = wvm_arr[index+4];
_gb = wm_arr[index+5];
_EC = wvm_arr[index+s] = _g7-3;
_gd = wm_arr[_gc];
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NNO0'0 78 NX7N Y'wnn [IN"9n TIj7 |27 .NTD 2¥N2 Exception It XINT WA NI XIN [IN'92 TIPN
N72pPNNY XNO'ON .NNO'0N NIQY UNWN NNKA K7W 'RIPR-'¥N IN DT OI7N2 2'¥N 01WS1 41 NIXA

X'

(m1m7a 70 ,Reversing n'11a07) Stronger Enigma :#13 Nanx

We caught an undercover agent in our facilities.

He was transmitting sensitive data to our enemies using some kind of
crypto machine. We were able to capture the machine but the agent
destroyed the encryption configuration he used.

It's national security matter and we only trust you to solve the
mystery - what was his message? We were able to track the enemy's
other machine in this address: 18.156.68.123:80.

We COUNT on you on this, don't let us down!

Good Luck!

JINY9 Y2l 9IIX MANK?
[NNo

NN N'YZAI9N NN NWRIN DN .qIIXNN TN NP 7y Navnn 7'nma

0 :
starting session seconds = time.time ()
send (
machine = StrongerEnigma ()

while True:
send interface (machine)
client message = receive ()
process message (machine, client message)
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NN NIPY7? DN7IW XD, [PN INKT7 .QWnna IR NNIRY DNARK NADN NIN'A TN D¥22190 ,07'NN

:N1OXIN NI¥2 NPDNN Y Ynnn IR

message = machine.encrypt (to send)
send (message)
return message

,GET-SECRET-DATA N1'n NNIoNN ATIoNI NT'NAl ,NIOXIN AT NIF7nn N7apgn X0

1 NN UMM 721N IR N0'9 TN
() :

number of rotors = random.randrange (3, 6)
rotates amounts = [3, 5, 7, 11, 17, 19, 23]

result = []

for in range (number of rotors):
rotor = .join(random.sample (string.ascii uppercase, 26))
rotates amount = random.choice(rotatesiamounts)
result.append([rotor, rotates amount])

return result

class

class :
def (self, configuration, rotate amount) :
self.data = configuration
self.rotate amount = rotate amount

def (self) :
self.data = self.data[self.rotate amount:] +
self.data[:self.rotate amount]

def (self, char):
char idx = string.ascii uppercase.index (char)
encrypted = self.data[char idx]
self.rotate ()
return encrypted

(self, char):
char idx = self.data.index (char)
decrypted = string.ascii uppercase[char idx]
self.rotate ()
return decrypted

(self) :
todays configuration = create configuration ()

self.rotors = []
for d in todays configuration:
self.rotors.append (StrongerEnigma.Rotor (d[0], d[1l]))

(self, char):
encrypted = char
if char in string.ascii uppercase:
for r in self.rotors:
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encrypted = r.encrypt (encrypted)
return encrypted

(self, char):
decrypted = char
if char in string.ascii uppercase:
for r in reversed(self.rotors):
decrypted = r.decrypt (decrypted)
return decrypted

(self, message):
encrypted message =
for char in message:
encrypted message += self. encrypt char (char)
return encrypted message

(self, message):
decrypted message =
for char in message:
decrypted message += self. decrypt char (char)
return decrypgedimessage B B

']'mnn nMaN Ni7va T 7Y DNXIDY NNONISNN_NNANIRD NN NX |AINd DM NN vin'nn

2'o0 0N 75 AWK L (NDAmon NIFoT 'vn) DNIVIN 7Y NOO0ANA NIDNN .NMIWN D7IVN NN
IN NI9¥N N71Y9 7 0790 NYARY NYyNn? wnwn 110N 7 %9 migm N-9780 DIMIR 75 N
N721V9 7w 0790 NX YAl [NNXD 0NN I0N 7D 1Ay NNK QY9 JNXK N2 970m A7 N .77
INIX DX DAY 7D ,0'212'0 7W WURIN 1TAM 1901 120N 110N 72 ,N19¥N 120 72 INXK7 .N1oXNN

.|'0|'7n'7 NIY A'AN AXRXINN ,NIY |9XI' 1NN

XV192 NTAIY NAIDNN YD DX NIYT? 1anna

- # nc 18.156.68.123 8¢
Insecure channel. Encrypting with today's configuration..

NYWFC DXYBW GWZIF!

NOBTDGZB:
HFQI-KOPGHM-VHLG
WZR-BZDJAL-YKIB
ZVLTDEU

"0IX" YN'71 .WIN'2 1'RY 19D, NIOXIN NN PYUNNN NIX 17 DN7IY X' ,0NANNNA 1INIX TWRD

19NN YN DX AW 72731 NTIE Ima

: # nc 18.156.68.123 80
Insecure channel. Encrypting with today's configuration..

NYWFC DXYBW GWZJF!
NOBTDGZB

ZVLTDEU

I don't understand you

MBOBP LXZCX LYZUL!
PYGVDM
YZR-RMMCDS -1
HCXGHYD
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1INIX .NONK NMI¥A [9¥IN Pwnnnl (ITT DMI0VNN) NNINWA NIDAN 7W AX¥IIADIpN ,0Y9n ,07IR
TINA 17 Y"ON IT NTAY AW QY ININ ['O¥N7 1'wnn? 0™710' NNIXI plaintext-n 1NN Jamd o'y

.N19XNN NIX'S2

DY [on ,0n1onn D %W nonn Imoa N TT N 7W [9¥INN 079N .0MNIVNA AW TN
,MIDNN 7Y M7NNNN 2¥NaY D'WTI' 1INIX OX ,0NI7) .NONXK NIKA DNXR NIR 9700 VIY9 110N
TNV DYO 'R DRY D2 NYT? 221 ,(NIWRIN XNAITA DRI XY '92) N NIXD 7R N19XIN H NIRD

N NIXD DX 72771 2w M0 L H NIRD DX 'OX] AW TN INIXY N7¢ DMI10NN DX TN MIdNN

NINXINY DX ITOoN IMINY? N7¢ DMIVNN DX Y'TAN NMIDAN TNY2 0OY9 'K OX ,NTN NNl

.H X'n MoxIinw nipnn NIXNY Y11 ,N ANUD DT IT'0 NI9XNN

7w 1910 190N DA P71,V 722 NIMIK 7Y VIR 190N DY DNIVN 7W 910 190N W' MDY
NN 'an% NIo17 17 'R ;)2 DR .07 2'90N NI'NA IT'0 72 2V NATIN NIRTIA XD NI ,0NIT'o

OTIZ 12 NN'A R'NY a¥n7 npnn DX TNy nr'yinn

2212'0N 7TIA7 AW Y71 17w NI 2x¥NT ITINI0N 70,0120 26 702w 117 AR XAN 100N

# python3

Python 3.8.3 (default, May 14 2020, 11:03:12)
[GCC 9.3.0] on linux

Type "help”, "copyright”, "credits" or "license" for more information.
>>> import string, random

>>> rotor = "".join(random.sample(string.ascii_uppercase, 26))

>>> initial rotor = rotor
>>> for rotate_amount in range(26):
for i in range(26):
rotor = rotor[rotate_amount:] + rotor[:rotate_amount]
assert(rotor == initial_rotor)

MIdAN .2¥N INIXK 78 NTIN NIDAN ,D1'9¥N INIXRY NIFNIX 26 72 INXY7 ,0'10N0 2¥N NN ,ni'n

Q171ma ASCIH NIFMIR 21 N1'oxN

NN NANNA clean_plaintext NIN2 D'RN NXY DT NWYNY? KIN ;7D DX ,NI9XNY7 N7WIY VOFLN
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import re
PLAINTEXT =

HELLO FIELD AGENT!

COMMANDS :
SEND-SECRET-DATA
GET-SECRET-DATA
GOODBYE

clean_plaintext = re.sub("[”~A-Z]", "", PLAINTEXT)
clean_plaintext
LLOFIELDAGENTCOMMANDSSENDSECRETDATAGETSECRETDATAGOODBYE
clean_plaintext[:26]

LLOFIELDAGENTCOMMANDSSEN"

clean_plaintext[26]

,DVU9NY N7X .0N7W 'M7NNNN a¥n? DTN Ndnn L NIFNIK 26 N19¥N NKRY 17w nazonn oY

.D NIXN NN |'9¥N X'N ,”M7NNNN 2¥N2 H NIKN DX |'93n'7 oiMma

NMIDNNY 0790 78 ax¥N 701 NIXK 7D NIONT7 'NNNYI ,NR9XN TIVIE TIV Wiza? 'wnin? 0710 11NN

.N-7 H nx n1'ox¥n nadnn 0 a¥naw DT 'RV IND PI'T ,NI1IAY NXRXIN

.NI¥P TIPN NIX'SY7 0T [XON

:NDNN 7Y TIPN DX NX97 NN 7V NXAN NP7NNa nYnnwn

from pwn import *

import string

from collections import namedtuple
import itertools

from pprint import pprint

import re

r = remote(

PLAINTEXT =

class EnigmaWrapper:
def (self, machine, machine alphabet, interface plaintext):
self.machine = machine

self.machine alphabet = machine alphabet
self.clean interface plaintext =
self. clean message (interface plaintext)
self.state = 0
self.encrypted chars read from machine =
self.encrypted chars sent to machine
self.queue = []
self.state to encryption map = [dict()
range (len (machine alphabet)) ]
self.state to decryption map [dict ()
range (len (machine alphabet)) ]
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self.machine.recvuntil (

)

self. crack code()

(self, message) :
return [c for c in message if c in self.machine alphabet]

(self) :
output = self.machine.recvuntil ( ) .decode ( )
clean output = self. clean message (output)
assert (len(clean output) == len(self.clean interface plaintext))
self.encrypted chars read from machine += len(clean output)
self.queue += list (clean output)

(self) :
if len(self.queue) ==
if self.encrypted chars read from machine > 0:
self.machine.send( )
self.machine.recvuntil (
self. read encrypted interface ()
return self.queue.pop (0)

(self) :
with log.progress('Cracking code') as p:
visited combinations = set ()
for i in itertools.count():
current char offset = i % len(self.clean interface plaintext)
current machine state = i % len(self.machine alphabet)
state offset combination = (current machine state,
current char offset)
if state offset combination in visited combinations:
break

plain char = self.clean interface plaintext[current char offset]
cipher char = self. get next char ()
p.status (
.format (plain char, cipher char, state offset combination))
self.state to encryption map[current machine state] [plain char]
cipher char
self.state to decryption map[current machine state] [cipher char]
plain char

visited combinations.add(state offset combination)
assert (i == len(self.clean interface plaintext) *
len (self.machine alphabet))

@property
def (self) :
return (self.encrypted chars read from machine +
self.encryptedicharsisentitoimachine) % len(Self.machineialphabet)

def (self, plaintext message) :
encrypted message =
num encrypted chars = 0
initial state = self.machine state
for c in plaintext message: a
if c in self.machine alphabet:
encrypted message += self.state to encryption map[ (initial state
+ num encrypted chars) % len(self.machine alphabet) ] [c]
num encrypted chars += 1
else:
encrypted message += c
self.machine.sendline (encrypted message)
log.info ( .format (plaintext message,
encrypted message))
self.encrypted chars sent to machine += num encrypted chars
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return self.machine.recvuntil ( , drop = True) .decode (

(self, encrypted message) :
decrypted message =

num decrypted chars = 0
for c in encrypted message:
if c in self.machine alphabet:
decrypted message +=
self.state to decryption map[ (self.machine state + num decrypted chars)
len(self.machine alphabet)].get(c, '?'")
num decrypted chars += 1
else:
decrypted message += c
log.info ( .format (encrypted message,
decrypted message))
return decrypted message

NIdNN W 2¥N7 D2 OWTIN NNIRY (1M1 ,079 NIFMIRY 077 NIMIXK 2 197N 117 W' 120W 1N
'9%7 DM0N NIYO7I |'9¥N7 D0'7210n 1INIX L(NNIYDI N1'O¥N XK'AY NIMIRD 1900 T 7V yaj7Iv)

S19"Mn

2'N2N7 N1 .'Y70NN 17002 NWIAOY 178 DR 70,1070 NWOY1 'oxXN7 N3 117 'RY wATR7 2wn
N7 ,0TD MpPN1 .aIW1 AW A NIXN DX 71 N1'9¥N NN NIDANY N1 XNAIT NIYNARA NI7{72 NINT
a¥n 721 A 7w 0790 W 19 Yxa? 0 XX ,B NIRD NIOXIN NIXR ITR? IWT? DNNWOKX 117 AN

TN N72anN 7Y N'wynn NIvAwnNnn DX AR qYninl .axni

NIYND 72NNV [9XIMN 727N DX NIWOI,NIdNT7 NI7W? 1Y DTIZON NIX |'9X)

ew = EnigmaWrapper (r, string.ascii uppercase, PLAINTEXT)
flag = ew.send encrypted message ( )
print (ew.decrypt message (flag))

;0790

# python enigma/so
3 on por Done

| MHGRIULTPTQ} " as

.DNIXK NYSY 070" 110 X7 P71 19MN 170N NWaD K7W DUIN Y DAY 0TI 11N200Y 19D

.DNIX WN17 [N ,2™in n2n?

2T

CSA{IF_A MACHINE_IS_ EXPECTED_TO_BE_INFALLIBE_IT CANNOT ALSO BE_INTELLIGENT}

Check Point CSA - 2020ManX N1 10
www.DigitalWhisper.co.il
68 2020 "anan ,123 i




ey I

n
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n
a

t

(1T 120 ,Reversing Nn'1avp) SETI :#14 NanX

first_signal, second_signal :0'xaj v 191X 1ANKY7

nNo

Yali7a 21¥'NN )YNn LRNAIT? .DDYN W 0y 7w wn TRR 73 1700 1911XY Dvapn v
SUIY-TON DDWN W NINWN 1901 700 DN TNR DY ,W-1ToNn 0DIvNn 33 700 [IWRIn

.TA'72 1-1 0 025N DX 1790 'w'7w-1T0on 0'DIVAN .0 TN X7 0'Y T

:(I'n™m N2IMN NAMNA) 2 AR NTH ,NWNNN DYY

©0,-0,:0,11,-[0,-0,-1, 01, - [0f
[0,:1,-0,.0, 11, 1,111
01,-10,-1,1,-1, .01, - [|
1,-11, [0, 11, [0, 1

0, 1,1,-1],-10,-1,-1,- ‘l1,01,1, 10, 11, - 0, - 1,1, 0, .1, 11, 1o, . T1,01,00,01,-1, 10, -
1,010, 0, 1,1, 10,10, 01,
.1,-0,:1,.0],-[0
o1, [1,.1,.0],- [0,
-0,-01, 10,0, -0,
1,-0,11, 10,1,
0,.0,-01,-01,-0,1
-1,-1,-1,-01,-[1, 1,
[o,-1,-0,-0,.11,- [0, 0, 1]

-o,-1,.0,.01, 0,0,
S0, 1,0,0, 11,
“[1,+1,:1,.0,:01, [0, 1

1,-1,.0], [
0,11, [0,-0, -

.- [0,-0,:1,
-10,-0,-0, 1],
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9 ,VIRKR-DITAI

wnY 2rmn

,0'IN 33 v

("!Bang, zoom, straight to the moon") NI N1OW "1V [1I'dN

20N IN7 oON''Nn YW-1ToN Tun yblY]

rro,
rro,
[ri,
[ro,
[ro,
[ro,
rro,
rro,
[,
[ri,
rro,
[ro,
[ro,
[rL,
[ro,
rro,
rro,
[,
rro,
[ri,
[ro,
[,
[ro,
[ro,
rro,
rro,
rro,
rro,
[ri,
[,
[ro,
[ro,
[ro,

~ap e w

[ o ot [y = te R EE TR L T ] ~ B 00N

—-pB oo0og

0, 1,01,
11, 01,1,
o, 1,1,
1,11, [0
01, [0, -1,
0,01, [0,
1,01, 01,
1,11, [1,
11, 01,1,
[0, 1,11,
1,-0,-01, [0,
0,01, 00,1,
1,0, 11, [1,
1,-0,-01, [0,
11, [0,-1,-0,
1,1, 0,0,
0,11, [0,
11, 10,1,
i, 0,0,
1,07, [1,
0,01, [0,
01, [1, -1,
11, 01,0,
0,01, [0,
1,01, [0,
o, 1,0,
i, 0,1,
01, [0,
11,10,
[0, 1,:0,-1,
1,1, 11, [0,
11, 01,114
0,01, [0,

11,

01,

1,
0,
o,
01,
i,
0, 0,
1,0,

0,

ro,

i,

11, [0,
01,
01, [0,
0,11,
[0, -0,
0,01,
11, 11,
11,10,
1,11,
1,-1, 1,
1,1, 0,
01, - [0,

0,
(i,

o,
i,
i,
[o1,
i,
[o,
i,
o,

o, -1,
0,11,
11,10,
1,-0,-1,
01, 10,1,
0, 0,01,
1,-0,-01,
1,11, 10,
i, 11, 10,1,
1,11, [0, 1, 0,
01, [0, 0,-1,-0,
1, 0,-0,-0], [1,
1,11, [0,-1,-3,-0], [1, 3,1,

0,
[o,
1,
1,
1,
o,
[o,
1,
0,
11,
1,
0,0,

01,
0,

[i,-0,-0,
01, [0, 1,
0,-1,-11,
[0,-0,-1,
0,01, [0,
1,-0,.01,
01, [1, 1,
0, 1, 11,
0,1, 1,
0,1, 11,
[0, 0, 1,
01, [0, 0,
O, 11, [1,

01,
i,
o,
11,
0,
[o,
i,

Lo,
0, -0,
1,0,

[o,

a, 0,
11,

0,11,
i, -1,-0,-0,
1,-1,-01, 00, 1,
1,0,-1, 1], [0,
1,0, 11, [0, 1, 11,
0,1, 0, 0,01, [0,
01, [0, 1,1, 1,1,
i, 1,11, .11, (1,11,
i,-1),01,-0,-1, 1,11,
0, 1,1, -11,-[1,-0,-1,
0, 0),-[0,-1,-1, 0,07,
i,.0,-0,-0], [0, 0, 0], [0, 0], [1, 0,
i,-1,.0,-1,.1], - [(0,-1,-0,-0, 11, [0, 0
i,-1,-01,-0(0,-1,-1,-0,-0,-0),-00, -1, -1, 1,01, [1, 1, 0,-1,-0,-0], [0, 1, 1, 0,
o1, (%,-1,-1,-.0,-0,-0], 00,-1,-1,-1,-0,-1], (1,1, -0, 0,-1, 0], 00,1, 1, 0,0,
re, 0,01, 10,-1,-0,-0, .01, 14, 1,-0,-0,-11, [0, -1, -0, 0, 1], 00, 1,-0,-0,-0, 1
o, 11, 1%,-1,-0,-1, -0,-0], [0, 1, 0, -0, 1], [0, 1, 0, 1,-0, 01, 00, 1, 0, 0,-0,
i,-11, 1%, -1,-0,-0, 13, [1, 1, 0, 1, 11, [0, 0, 1,-11, [0, i,-1,-11,-100
o, 1i,-1,-1,-0,-01,-00, 0,1, 0,07, [1, -1, [i,-1,-0,-1, o, 1,-1,-0
0, 0,01, [0, 1, 1, 17, [1, 0, 01, [1, 1,-01,-00,-1, 11, 10,-1,-0
0,01, [0, 01, [0,:0,-0, [0, 1,0, [0, 0,-1,-0, 01, [0,-0,-0
01, [0,-1, 0, 0], [1,-1, 0, 01, [0, 0,-0], [0, i,-0,-1,-0],
11, 01,1, 1,11, (0,1, 1,11, 01, 11, 03,1, 11, [1,-1,-0
0,01, [0, 0, 01, -[0,-1, 0, 01, [0, 01, 00,1, 0,-01,-100,-0
11, 11,1, 1,-0,-01, 01, i,-0,-01, 1,-0,-11, 0, 1,01, [1
01, [1, 1, 01, [0, 1,1, 0, 01, [1, 0,07, [0, i,-1,.0,-01,
o, 1,1, 1, i, -1, -0, 01, [0,-1, 1, 0, 1,1, .0,0,-11, [0, 1,0, 0
0, 0,01, [0, 0, 0,-0,-01, [0, 0, 0, 0], O,-0,-01, 01, 00,-0,-1,-0
i,-1,-11,-1[0, 0,-1,-11,-[0,-1,-1,-1,-1,-01, 0,-1,-1,.0,-11,-[0,-1,-1,-0,
11, 00,01, -1, 11, 0%, 1,0, 3,10, (0,0, 21,0, [0, 0, 0,0, 1], [1, 0, 0,1
1,0, 11, [1, 1,11, 00,-2,-0, 2,1, 1], - [1,-0,-1],-[0,-0,-0, 1, 0, 2], [1, 1
i,-1,-1,-11, 10,-1,-1,-1, 1,01, [0,-1, 1,1, 0], 00, 1, 0], [1,-1, 1, 0], [0, 1,
o, 0,-11, (0,-0,-1, -0,-0,-1],- 00,0, -0,-0,-1], [0, 0, 0], [0, 1, -0, 0], [0, 1, 0O

[i, 0,-0,
11,
0,

i,

0,01,
[0,-1,-0
1,-01,-00
0, 0,1, 1
[1,-1,-0,-01,
0,-0,-01, [0, 0
11,01, 1,1, 1
[o,-1,1,-1, 1
[i,-1, 1,11,
11, [1,-1, 0,
[0,-1,-01, [1

11,
01,

11,
[i,
0, 01,

Or

01,

01, 01, 01,

01, 01,

[o,
0,
11,

[o,

i,
1,
01,
0,
[i,

0,

WD 10NN NIX NS7 NYXNT7 11D ,INY Qw-1T0oNn N 73 Niont 18D AN 'y

:B NIRN NIX X7 N7 NNINN '97 MMKY OTL|IYXIN VNN

DMANNN TRX QX ,NIXKYY? N1IY '9 .1000010 XIN MIXIAN AIX"N1,66 NN ASCII-2 B NIKN 7¢ wn

NN 19010 0721 DDIYAN XYWL AT 7Yn1 21I2N1 DX ,07IX .nTD VN NX o0 XY yvna

nitmyn

YN T2V NiAxMm oyo 75 X9R,0'T 0DIYN7 NINANIMN X7 10N [nxy v nNTINY DMk .1

NX

D'DW NMINY 7un 0'7'o1 X7 DY9 OX 'Ww-1ToN 0DIYNN

NIXN 7¥ MININ 21X D'O9XN 190N 7V 071V X7 DY9 X 'W7¢-1TON 1IVN2 D'09XRN 190N

NIXN 7¢ M2 AIX" NITARD 1901 7V 071y X7 DY aN wY-1ToN 7V NITNRN 190N

NN'RKNNN

NN'RKNNN
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NN N7 0710 XL, 1770 nnpnn [nna

TN 7NINA 201D YN NIXD ANKRD IR 97 .1

D'IIN 190NN 201N WK 10N 72N NIkN .2

27N 7NNN NIAPYA R ,07IX NN 7w ASCH-N Y NIYYARA aximi ,0mys 1von YTivn M ‘D .3

.D'0909NNY D'INNX D'V AT ,DYD 722 .07771 K71 INW'TD 0 09097 D'N'YWT? DIT'WN Y

‘a INN 7Y 2IX"N NIYYARD RNAIT AR

a (01100001) : 000 '‘i11000"', '110001', '00OO0', '011001', '11001"',

01", '11']

,X NIVXNN] 10909NNY D'UAN DX AX'" .DNX D'V 1090910 OYS 7011 ,0Myo 11 YTIYW AT 1IN

yabyall

01100001 <-- Original transmission
xxxx0001
x11000xx
x11000x1
xxx000xx
01100xx1
x1100xx1
0x100xx1
xx1000x1
0x1000x1
0x100xx1
X1 1xXXXXX

DTN VNN T 7Y DX NI 0Y710'Y DMIYOKRN DUINN 75 IR v 95 1y Kixn? 7n 7D DX
17 w'w 1IN 79Un?) D'0'2 01909 NIYXNNA I'7X Y'ANT TWOK 'KY IN 72 71097 0DMX 750 102 NNIX

.(DI'I'I'IN IN D'OON NI

X2N UOMPON NIVXNKRI NRT NWY]

from typing import Iterable
from itertools import zip longest
import json, string, sys

ALPHABET = string.printable

def is ordered subset (target: Iterable, sample: Iterable) -> bool:
ti = 0
si =0
while ti < len(target) and si < len(sample):
if target[ti] == sample[si]:
ti += 1
si +=1
else:
ti += 1
return si == len (sample)

def solve(file: str, expected output: str = None) :
exp output = list (expected output) if expected output is not None
else [None]
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match count = 0

with open (file) as f:
J = json.loads (f.read())
for expected char, arr in zip longest (exp output, Jj):
values = []
for in ALPHABET:
for a in arr:
if len(a) > 0:
byte = .jJoin([str(x) for x in a])
if not is ordered subset (format (ord (
'b').z£fi11(8), byte):
break
else:
values.append ( )

if expected char is not None:
print (f
if expected char in values:
match count += 1
print (values)

if expected output is not None:
print ( .format (match count, len(exp output)))

if name ==
solve (*sys.argv([1l:])

a1 luXIn yaipn v yna

# python3 solve.py first_signal.txt "Bang, zoom, straight to the moon!™
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MUN YaIzn 7Y YN InTay 17w nMINMINY NIRN? QWO

# python3 solve.py second signal.txt
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Reversing

Automatic Machine

50

Stronger Enigma

70

Programming

Tricky Guess

50

Stateful Keen

70

Guru

Score: 900

Logic

Dinner Party

20

Me Tarjan, You Jane

60

Networks

Networking

3

CS-hAcked

60
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Misc

xor-with-xor

30

v
Can You See It?

40

v v
Fix Me if You Can

v
Command Keen Amaze me
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