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:authenticate-1 negotiate, challenge :niyTin 3-n "M 71710190

NEGOTIATE >
Client | want to authenticate Server

CHALLENGE

""" < Here's a challenge : 4bcde13f44a68ca®
@

AUTHENTICATE

I'm pixis and here's the encrypted challenge
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Primary Token vs Impersonation Token
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17w DInn "7nnn Token-n DX 72 2N7 7'70N 70NN YW 09T

I'MIXYIN 0'01 7V )'7NNN DX YN TWOKRNN [12211 7V 001an - Impersonation Token L™K ®
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-1 ,('nd1 IR NKR wnnun 7¥ NIRWAN N737) Impersonation ,(ANK wnnwn NIRWIN 7Y
DT YIN7 1'70N7 CWOXRNI NIPNINNA NIdDYNY? DA 2NN X, Impersonation M>) Delegation

(I'"MIXWIN NIX 727 1'7NNNY Wnnwnn DW21 NiZNNN Nidvn oy

IN2N YN DX 0'7'on Access Tokens .(D*-thread) D'1>'7nN7 |1 0'2*7nN7 |0 Access Tokens Diwe

e The security identifier (SID) for the user's account

e SIDs for the groups of which the user is a member

* Alogon SID that identifies the current logon session

o Alist of the privileges held by either the user or the user's groups

* Anowner SID

e The SID for the primary group

e The default DACL that the system uses when the user creates a securable object without
specifying a security descriptor

* The source of the access token

o Whether the token is a primary or impersonation token

* An optional list of restricting SIDs

e Current impersonation levels

» Other statistics

[Microsoft "]

Impersonation privileges

YUNNYUNN 7¢ NIXYINN NIXI KNAIT? 1D .U¥27 IN7102 MIX DNIKYIN 7¥ Dn'wn 1w wnnwn 709
29w awnna 'ndn

>WHOAMI

PRIVILEGES INFORMATION

Description

eShutdownPrivilege Shut down the system Disabled
eChangeNotifyPrivilege Bypass traverse checking Enabled
eUndockPrivilege Remove computer from docking station Disabled
eIncreasellorkingSetPrivi Increase a process working set Disabled
eTimeZonePrivilege Change the time zone Disabled

.SeAssignPrimaryTokenPrivilege-1 selmpersonatePrivilege [N 1INIX 11"MY'Y NIXYINN
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NY79N NITYA IMINYAN DR A'Wn% N 7Y Impersonation 17 y¥a71 1'% "annn% nx

.createProcessWithToken

IN D'UTN D22 0'70N7 Primary Token NIXpPN7 17 MWOXNAlI NNATIRY? DAIT T NMYUN ARYINN
network-1 local services-a 2N% Nn*'p NXWINN .createProcessAsUser nXpPn NITYa D'AWIN
YNNYn 0wl 0'9'70N IXY 715 ,IT RN 7' Thny wnnwn .(task scheduler xnarT?) services

17w credentials-N X YTI' XIN 17'RD WNXR

Rotten Potato - CVE 2016-3225

.CVSS-n TTna 7.8 NIzl 2016-n N9pPNN NN Rotten Potato No'pn

:D7Y NNdn NYm no'PNn

.D'071v 11X N2 TCP N1 7 X NTLM-2 nnxnn'? NT AUTHORITY\SYSTEM nx yvdw7 .1

7w Security Token a2'win7 Nn1n 7y NTLM Relay y¥21 127nn2 nwiza? Man In The Middle yixa .2
.API calls 7w Nn1T0 NATYa NIR717 SYSTEM
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17 NTLM-2 ninTrn'? DCOM/RPC-7 DAY [IURY TYX

BootstrapComMarshal ()

IStorage stg = ComUtils.CreateStorage() ;

Guid clsid = new Guid(

TestClass ¢ = new TestClass(stg, String.Format (
6666)) ;

MULTI QT[] gis = new MULTI QI[1];

qis[0] .pIID = ComUtils.IID IUnknownPtr;
gis[0] .pItf = null;
gis[0].hr = 0;

CoGetInstanceFromIStorage (null, ref clsid, null,
CLSCTX.CLSCTX LOCAL SERVER, c, 1, gis) ;
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.6666 L1921 127.0.0.1 NnaMd1 AWy (Background Intelligent Transfer Service
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CoGetinstanceFromiStorage

IOXIDResolver
Acceptance

ServerAlive2(req)

["Rotten Potato Privilege Escalation from Service Accounts to SYSTEM" j10n0n INn]

:135 V19 YW *7XPI70 RPC |'TXNYT 6666 VII92 COM-N NIV ANN NIVTIN N19] (W TYX

No. v Source Src Port Destination Dest Port Protocol Length Info |

2

45247 TcP 53 SasaAsa4T [V, ACK. ECH] Seucd A

2127.6.0.1 .8.0.1

3 127.0.0.1 49247 127.0.0.1 6666 TCP 40 49247-6666 [ACK] Seq=1 Ack=1 Win=525568 Len=0

4 127.8.6.1 49248 127.0.0.1 135 TCP 52 49248-135 [SYN, ECN, CWR] Seq=0 Win=8192 Len=8 MSS=65495 WS=256 SACK |
5127.0.0.1 135 127.0.6.1 49248 TCP 52 135-49248 [SYN, ACK, ECN] Seqed Ackel Wine8132 Len= MSS=65495 WS=256 SACH
6 127.0.0.1 49248 127.0.0.1 135 TCP 40 49248-135 [ACK] Seqe=l Ack=1 Win=525568 Len=@

7 127.8.0.1 49247 127.0.0.1 6666 DCERPC 156 Bind: call_id: 2, Fragment: Single, 2 context items: IOXIDResolver V0.0 (
8 127.0.0.1 6666 127.0.0.1 49247 TCP 40 6666-49247 [ACK] Seq=1 Ack=117 Win=525568 Len=0

9 127.08.0.1 49248 127.0.0.1 135 DCERPC 156 Bind: call_id: 2, Fragment: Single, 2 context items: IOXIDResolver V0.0 (
10 127.0.0.1 135 127.0.0.1 49248 TCP 40 135-49248 [ACK] Seg=1 Ack=117 Win=525568 Len=8

11 127.0.6.1 135 127.0.0.1 49248 DCERPC 124 Bind ack: call id: 2, Fragment: Single, max xmit: 5840 max recv: 5840, 2
12 127.6.6.1 49248 127.0.6.1 135 TCP 40 49248-135 [ACK] Seg=117 Ack=85 Win=525312 Len=0

13 127.6.6.1 6666 127.0.0.1 49247 DCERPC 124 Bind ack: call id: 2, Fragment: Single, max xmit: 5840 max recv: 5840, 2
14 127.0.06.1 49247 127.6.6.1 6666 TCP 40 49247-6666 [ACK] Seq=117 Ack=85 Win=525312 Len=0

15 127.6.6.1 49247 127.0.6.1 6666 I0OXIDResol 64 ServerAlive2 request{Malformed Packet]

16 127.0.0.1 6666 127.0.0.1 49247 TCP 40 6666-49247 [ACK] Seq=85 Ack=141 Win=525568 Len=0

17 127.6.0.1 49248 127.0.0.1 135 IOXIDResol 64 ServerAlive2 request(Malformed Packet]

18 127.0.0.1 135 127.0.0.1 49248 TCP 40 135-49248 [ACK] Seq=85 Ack=141 Win=525568 Len=0

19 127.6.6.1 135 127.6.0.1 49248 IOXIDResol 224 ServerAlive2 response[Long frame (2 bytes)]

20 127.6.0.1 49248 127.0.0.1 135 TCP 40 49248-135 [ACK] Seq=141 Ack=269 Win=525312 Len=0

[https://foxglovesecurity.com JInn]

9 NLP9 .N7YW 'TRAN X COM-Nn NY'an 6666 VY7 (7) NIIWXRIN NLVPONY NIXTY? N1 ,NINN]
NOPOal RPC-Nn NaIwn 72571 ,11 NP .RPC 135 0II97 NLPON DX DNIAYN NNIRY NIXY? N1

NTLM-n niInTrn yix? v 7"10 7*7nna 'wni .COM-7 naiwnn Nx 1aya ,13
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[https://foxglovesecurity.com JInn]

X NIXYY? 21 'l COM-n T 2V 7w PTRNN 7R NIy ann NI0oON DX NIKYY N1 78N T¥a
117 yr"on AcquireCredentialsHandle nX"jn .NIVPONN X'¥NY YT'N NITYA win API-n NIy

.NTLM nInTrn N1ty Security Token 7y i negotiation yix'a NIX7 1N0VXIW handle nawna

NTLM nyTin X'xINni (negotiate Ny TIin) NTLM Type 1 nyTIn 727N AcceptSecurityContext nX"j7n

.(DCOM) nINTTN? MwnW NI77 N1TNa N7w'nw (challenge nyTIN) Type 2

(authenticate nyTIN) NTLM Type 3 21010 NIp'7n NIWN DX 727N AcceptSecurityContext NN™Mj?

‘Token 'TnNI

29 127.6.6.1 49249 127.0.0.1 6666 DCERPC 184 Bind: call _id: 3, Fragment: Single, 1 context items: IOXIDResolver V8.8 (32bit NOR), NTLMSSP_NEGOTIATE

30 127.0.0.1 6666 127.0.9.1 49249 TCP 40 6666-49249 [ACK] Seqel Ack=145 Win=525568 Len=0

31 127.0.0.1 49250 127.6.8.1 135 DCERPC 184 Bind: call id: 3, Fragment: Single, 1 context items: IOXIDResolver V8.8 (32bit NDR), NTLMSSP NEGOTIATE

32 127.6.6.1 135 127.0.6.1 49250 TCP 40 13549250 [ACK] Seg=1 Ack=145 Win=525568 Len=0

33 127.0.0.1 135 127.0.0.1 49256 DCERPC 346 Bind ack: call id: 3, Fragment: Single, max xmit: 5840 max recv: 5840, 1 results: Acceptance, NTLMSSP CHALLENGE
34 127.0.0.1 49250 127.0.6.1 135 TCP 40 49250-135 [ACK] Seqe145 Ack=307 Wine525056 Len«d

35127.0.0.1 6666 127.6.0.1 49249 DCERPC 346 Bind ack: call id: 3, Fragment: Single, max xmit: 5840 max recv: 5840, 1 results: Acceptance, NTLMSSP CHALLENGE
36 127.6.6.1 49249 127.6.0.1 6666 TCP 40 49249-6666 [ACK] SeqwldS Ack=307 Wine525056 Len=0

37 127.0.0.1 49249 127.0.0.1 6666 DCERPC 156 AUTH3: call id: 3, Fragment: Single, NTLMSSP AUTH, User: \

38 127.0.0.1 6666 127.0.0.1 49249 TCP 40 6666-49249 [ACK] Seqe387 Ack=261 Wine525312 Lens0

39 127.6.6.1 49249 127.0.0.1 6666 DCERPC 184 Alter context: call id: 3, Fragment: Single, 1 context items: IOXIDResolver V0.0 (32bit NOR), NTLMSSP NEGOTIATE
40 127.0.6.1 6666 127.0.0.1 49249 TCP 40 6666-49249 [ACK) Seq=307 Ack=405 Win=525312 Len=0

[https://foxglovesecurity.com JInn]

.NTLM Type 2-n NYTIN NX NX11 33 NYTINA .29 190N NLP9A NIKTYT [N NTLM Type 1 NyTIn NX

-N 78 RPC-nn y1anw nop97 Relay nwyiw nya AcceptSecurityContext n'¥j72197 NXMZN TNKY?
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-7 OXMPN NRT D'WIY YD K7 DR .N9Y Token-n DY NINTTAN NIX? D'WNNWN DA reserved

.N7w01 NNt AcceptSecurityContext

yia¥nn N 72y7' SYSTEM-> yaw ,COM-n TwUXDI secHandle 7x y'a¥xn nwyn? Xin reserved nTwn
X X71 MNIXK NAXR' COM-NY M 7Y '0Mj 1'0 DTYN 'Y LJND'TN 23 7V DINTTN Y¥A7 N0* KIN

‘RPC-n

~ 331046798 127.0.0.1 135 127.0.0.1 49250 DCERPC 346 Bind ack: call id: 3, Fragment: Single, max xmi — + X
P Frame 33: 346 bytes on wire (2768 bits), 346 bytes captured (2768 bits) » Frame 35: 346 bytes on wire (2768 bits), 346 bytes captured (2768 bits)
P Raw packet data » Raw packet data
» Internet Protocol Version 4, Src: 127.60.0.1 (127.6.8.1), Dst: 127.0.6.1 (127.0.0.1) » Internet Protocol Version 4, Src: 127.6.0.1 (127.6.6.1), Dst: 127.0.6.1 (127.0.0.1)
» Transnission Control Protocol, Src Port: 135 (135), Dst Port: 49250 (49250), Seq: 1, Ack: 145, P Transmission Control Protocol, Src Port: 6666 (6666), Dst Port: 49249 (49249), Seq: 1, Ack: 14
v Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Bind a(l( Fragment: Single fw Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Bind ack, Fragment: Single,
Version: 5 Version: 5
Version (minor): @ Version (minor): @
Packet type: Bind ack (12) Packet type: Bind ack (12)
» Packet Flags: 8x63 » Packet Flags: 0x63
» Data Representation: 166060860 » Data Representation: 10600860
Frag Length: 366 Frag Length: 366
Auth Length: 238 Auth Length: 238
call 10: 3 call 10: 3
Max Xmit Frag: 5840 Max Xmit Frag: 5840
Max Recv Frag: 5840 Max Recv Frag: 5840
Assoc Group: ©x80061196 Assoc Group: 8x86061196
Scendry Addr len: 4 Scndry Addr len: 4
Scndry Addr: 135 Scndry Addr: 135
Num results: 1 Num results: 1
P Ctx Item[1]: Acceptance, 32bit NOR P Ctx Item[1]: Acceptance, 32bit NOR
Auth type: NTLMSSP (18) Auth type: NTLMSSP (18)
Auth level: Connect (2) Auth level: Connect (2)
Auth pad len: @ Auth pad len: 6
Auth Rsrvd: @ Auth Rsrvd: 8
Auth Context ID: 6 Auth Context ID: 6
w NTLM Secure Service Provider w NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_CHALLENGE (0x00990602) NTLM Message Type: NTLMSSP CHALLENGE (0x00900602)
b Target Name: WIN-809P3R85202 D Target Name: WIN-809P3R85202
» Negotiate Flags: 8xe28ac215 » Negotiate Flags: Bxe28ac215
rver 1 i 26300370 rve| 1 i 2045
Reserved: d0776f1685600000 Reserved: d0cceb1bab690600
» Target Info » Target Info
» Version 6.3 (Build 9600); NTLM Current Revision 15 » Version 6.3 (Build 9600); NTLM Current Revision 15

[https://foxglovesecurity.com JIMn ,N7wiw nyTINNI 7271w nyTINN]

Y197 XN7'7 NIn 7V wnnwa naw NTLM Type 3 nyTIN 7221 ,07WIN |ND'T2 DINTTANY NRY
wnnwn? Nin 7V ImpersonateSecurityContext n'¥j?119%7 XNjP'7 7211 , NV .AcceptSecurityContext

JNK wnnwn? nitnnnYi Token-2a

,MP' 70NN 2w nan 2vw 'anY i "Social Engineering the Windows Kernel" 7w 10000 '@ 7v
IINXD DIY') Selmpersonate IX SeAssignPrimaryTokenPrivilege NXwAN Dy lawna #'TNn% 127y

:("121 SQL Server ,lIS NNAITY INIK D'YMAY DAN'Y NN

Impersonation Security

PsimpersonateClient(...) » SeTokenCanimpersonate(...)

If Process has
If Token Level < lIPmoulu
'"‘m H ]__-

[Social Engineering the Windows Kernel [lvnon qimn]
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2un Windows nixo1a1) BITS Nty ,jnn NNX ,Relay-n yI¥1a7 Nivon 0T IXXNM L,'770 yT'7 DNO
01197 D'MYWYI) 5985 VLA INN WinRM-7 7annn% BITS nN'w nom ,7'nnn XN WwXd (1809

:(47001

[https://decoder.cloud inn]

YW ,BITS-N NN'W NIX YIR?1 01190 2V 'TRNAN DWW IX'? 2011 ,7019 11'R WinRM nin'wnw npna
WinRM ,2ax ,Windows10-1 .SYSTEM-7 Token-n ntva nithnn?1 NTLM ninTrn y¥ab SYSTEM->
nNaN7 NN D'VIONY INK? - Np'n¥n AT L(Windows-n 'MwY? TIana) 0719'Ta napn

:Microsoft na'win ,2019-2 Microsoft

Elevating from a Local Service process (with Selmpersonate) to SYSTEM is an "expected behavior"
.'AN (I[N [I¥Y'7D 07091

11'X WinRM |2 nnidna firewall-a 47001 ,5985 0'01I9 NX DIONY? X'N NXT YIINY 210 DN T
INXIN T 2V 2NDIw github-2 rogueWinRM UR'IND NIN NOPNAN NN wNnnw TIg7 XNAT .y)
DTY' NO'PNA DOPRN IWN'WY D750 NI 191N ,N9PNNN DX D'UNNAn 0'7 .NIYaon

.2019 mawa D" 7w

:NN''N Microsoft 7w NNAIAN ,NdINK N9IPN JWNa

"The team has responded that with the current model there are no hardening recommendations
we can offer. They are taking this report as something to pursue for next-version hardening but |
don’t have an estimate on which version this would be released in. This isn’t something we could
address with a security update or CVE and as such I'll be closing this case. "

"Changes to the DCOM subsystem are not something we would do via a security update since
there is significant risk involved - this would be something which was addressed in a future
version of Windows. An important part is the Selmpersonate privilege is designed to allow a
service to impersonate other users on the system. Changing this model could have very negative
impact on how services work".

7¥ 1INX7 NIN'RN] YA9' NIYADN DR |PN7 [1'01 721 by design N1'n NIanINNN :NINNXK 0'7'N1 IR
17 0'w XD 1809 NINONA W 0 |I'M ARNIN Microsoft ,9101%7 .Microsoft-n Nnona
DUNNXY D'YINTM Y'OIN7 1700 ,NNRT DY .Meterpreter DY TN NXIN WAIT N9PNNYT DVpn WIn'nng
,dll-n "2 'n1an7w) Rotten Potato NG-I Lonely Potato Dnaw nMdimnl meterpreter D'WAIT DI'RY

.(D"RnxY exe
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Juicy Potato

DCOM-I BITS niIjzna 7¥17 [N WYwX COM 'MW N7x¥an ,Rotten Potato 7w 10 Tn N>'wnnd ,nopninn
[> M ,IMarshal interface NX wWNN71 TN ynNNwn ¢ NIXNWINA YN7 DOWN 7V D7 DTIR Iwn'ww
IX  SeAssignPrimaryTokenPrivilege NXWIN) Impersonation 7w NIXWIN  P'TNNY 117V

.(local service [IAwN7 XNAIT? W' "UKR SelmpersonatePrivilege

2N7 I 1770 D'OpraIRD L(ohre MNIRQ) N'9IAI'7'1 IWRA 17RD DTORMAIR 7Y NN RIXNYT NN

:COM ny77nn 1x¥''n guid onw CLSID
windows 10 Enterprise

LocalService AppID D User
{0868DCIB-DIA2 - {F87B28F1-DA%A-
4f64-9362- 4F35-8ECO- LOGGED-IN-USER
133CEA201299} 800EFCF26B83}

{DD7B2C49-A779- {96F27804-F44D-
4055-BBD5- 43BE-8B5F- LOGGED-IN-USER
7C96F502F97F } 630A21B7F83D}

{8DF61FB6G-3223- {BA441419-0B3F-
4E2D-8A92- 4FB6-A903- LOGGED-IN-USER
D937DDBODFAC} pleccldccadd t

[ohpe.it yimn]

79 NOPNNN wmm T 7Y 'MNay P71 N9PNNA MIPY NN 7Y 79010 120N 'MINYN K7 MY
7w TIipn 0'0a 7y ' TiEn) nopnnn 7w flow 'M1dnI 9o 120N N7ap IX? Ohpe/juicey Potato
LUK L(DMNR COM 'up™aIR 710 ANT LYND NOPNNNY NTAYN IR? 21N T - Rotten Potato

MM NN N2 iy e e PoCe-n YW ecmd-n MonnD DX K'AXR

T:\>JuicyPotato.exs
JuicyPotato ve.1

Mandatory args:

-t createprocess call: <t» CreateProcesskiithTokenW, <u> CreateProcessAslUser, <*»> try both
-p <program>: program to launch

-1 <port>: COM server listen port

Optional args:

-m <ip»: COM server listen address (default 127.8.8.1)

-a <argument>: command line argument to pass to program (default NULL})

-k <ip>: RPC server ip address (default 127.8.8.1)

-n <port>: RPC server listen port (default 135)

-c <{clsid}>: CLSID (default BITS:{4991d34b-80al-4291-83b6-3328366h00071)
-z only test CLSID and print token's user

[Juicy Potato 7w PoC-n Imn]

N7 27T DY 'TR' 12 09I (*ND1IN AwWNNRN 2ANY) 1P NN cmd-2 7907 127 ,NIKN7 NIY 11D
'Y CLSID vpmaIx? RPC-n 2 Man In The Middle-> wnw' nawn .(m ,| D™on19n NaTva)

.Token-n NIX 110N 212231 ' T 2V qwUnM
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IP-1 019 22 7y |'TR* thread-n) CLSID-n |2 WWj'w COM thread Xin TNX :D'-thread 2 nnxn T2
RPC ,awni (WM v aIx 7v 002NN RPC-n oy Miwpnn) RPC-nI (-l, -m D"0n19n Nty WRInnY
NWN thread-nw q0NI9N .(ANKR N VP"AIX NTYA) CLSID-N DyI NN'w' RPC-n oy 1T listener
-thread-n 1w .RPC-n DY 1277 *T> 1aNNN7 W' DNYR VIISNI NAIMDN NI -k, -n KIN 72777 71>

.CLSID-nI RPC-n "2 2w ©WX 2177 1Y "D'wnnn” 0!

117117 RPC-n 7m 7R NTLM NINTIN Y¥2' |ATN RI22 TWR CLSID-n 0" aIx X' ,main-n thread-a
NINTINN Token A'w1 TWKRD NIXPN 2 2 MY NI¥A NIVRON 7w Relay Y¥11 NNIX ,TX TYI O¥Y2

.CLSID-n 7w 17X - NINIQA NIKWINA NNY'NAY 1'70N 1IX'Y7 Nan v 12 wnnwa ,NTLM-n

:Rotten Potato-2 D7 N'RW 'I'I|7'7 NNT T triggerDCOM n'¥72192 nyx¥ann CLSID-n upraIx Nyt

int PotateAPI::friggenCCOM{void)
{
CoInitialize(nullptr);

ffCreate IStorage object
IStorage *stg = MULL;
IlockBytes *1b = MULL;
HRESULT res;

res = CreatellockBytesOnHGlobal{NULL, true, &1b);
res = StgCreateDocfileOnILockBytes(1lb, STGM_CREATE | STGM_READWRITE | STGM_SHARE_EXCLUSIVE, @, &stg);

S/Initialze IStorageTrigger chiject
IstorageTrigger® t = new IStorageTrigger(stg);

CLEID clsid;

CLSIDFromString(olestr, &clsid);

CLSID tmp;

S/ TUnknown IID

CLSIOFromstring(OLESTR( "{@0ACAARE-RORA-BABA-(AEA-AA0ARARERRAE}"), &tmp);
MULTI_QI qis[1];

qis[@].pIID = &tmp;

qis[@].pItf = MULL;

gisz[B8].hr = @;

f/Call CeGetInstanceFromIStorage
HRESULT status = CoGetInstanceFromIStorage(MNULL, &clsid, NULL, CLSCTX_LOCAL_SERVER, t, 1, gis);

fflush{stdout);

return @;

[Juicy Potato 7w PoC-n mn]

71T YNNI 0O'RNNN UMDY cmd-2 WNNWwnnn NTNNNd 1727w CLSID-N DX A'W] ,N'¥j1191
72y ({00000000-0000-0000-C000-000000000046} 17w nnmnw) IUNKNOWN interface xj7aw
y2ow N1 NI'n? 1Y CLSID-nw 17 n'wi .CoGetlnstanceFromIStorage N'¥j71191 INIX 1IX'? NN

.Ohre.io "NX2 NOVI¥NN NN'WIA KIXNY [NIY IND ,NIYaoY
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RPC %0 awnn) NiNip'7? '2woxnn DCOM-1 interface-a Narm ?IUNKNOWN interface nT nn

LMK (NImNNY? nwa) DNR D-interface? N9 (client

N'N NMIYNN NN NIXWINA Yw COM DpMaIX Y'Y MYOX DT X DdNXY NX I78UN NL2
NN |NIY IND ,'9'X50 YnNnwn 'aa 2V o'W Dwnaow 19X - o'mion COM 'OP"AIN DIY'Y

.N9'PN7 1783 COM 'O IR 1IN27 X2 1INIX .NN'WI

9NN 7w flow 707

Qpma Y pn

[ m™c thread com listener | CLsip
(?:fm rg (client) thread (server) NNV Y9
15t nimnm

/ (cient)
L if its ntim type 1, then
if there are any messages
output challenge.
in queue, then forward
them to rpc. if ntlm type 2, copy some

fields from ntim type 1

forward if ntim type 3, output the

token
\ L/ in any case and other
cases, forward message

rpc queue (this pseudo is for both

purple arrows)

message
to queue

com queue

.N9PNY N'YNIVIN NY¥2N AXNLA] NN Lovely Potato noMa

nniRavn nnhn nixn DI'XP"?DN:”II D'YUANN NRIAYNN 7V N1an XN |"I9|7]']ﬁ'7 Vand vxima jnn'sn

¥ service
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Hot Potato

2V nooiann NIXWAN NN700 NIWOXRN n9pNnN .Potato Nidnl 2016-2 NXXNIW NO0I NOPNN

.NBNS Spoofing |51 SMB-1 HTTP 7un NTLM Relay

:0'P'7N 3-n D' N9PNNN

awnn? y"onn UDP 7yn Broadcast 71710n9 Xin NBNS 971710n9 :Local NBNS Spoof .1
771 NN flow-n .0IT'1 N2'202 D'INK D'AWNN DT

.AWNNA "MIAN hosts-n yalpa 7721 Uzlann AwUnn oY .X

AUNNN DY DX 17¥ dns cache-2 woN!' AawWNNN ,NIKAY 7 NN .

7w dnsn Nw 7m 7R dns NNY'RY Y¥27 AawNNN N0 LITD NNIYWY NIRYND K7W NN A
avnnn

7N7170 Imhost-n yalza wion yx' ,ANw nya LT

.LLMNR n7'"Rw yx¥Ian ,nvn X712 .0

7> NN broadcast-2 awnnn IRWN' 12 NBNS wi9'n y¥an' ,7wd' A1 TY¥ DA 12 Npna .
70w mx? N "?X awnn Yo ipn namd DX Dn M Dmipnn NN 0fawnnn
N7RYT 2'wn7 071" NWN DfawNnn

N7w IP-n DY 1980 NIN'RYY NNY7 Nn 7Y NN NIR'TA2 NWAN DR 92007 N¥1 X"

NTY 7V DYI'Y 171 PN 7010 DIRWAN DYAIT 19100 VXN N2NnY LIDEDINTIN A'wnI

NIV qIpNY 0'¥N 1INIRY AUNNNY hostname-n NN YT DX ,NNT DY ,7010 NIRYAN 'R 0T

M{7N1) qIPN7 0'¥N 1IRY 2AWNN INIK? AT hostname-n nNIXW NBNS niaiwn g 17 2530 1My

2 7722 DTV NOUP9 D NV N'WAT 27 D' L17RD NIIYNY INIK 9'¥n71 (127.0.0.1 nhv

NIN [X27 |NN'ON1 NNAIWNAL (17 'RY) XKN7'RYUN NP9 NNT NIFN7 2"NY txid X7aw 0N

.(...]xd> UDP-2 nNIXY 71n) 65536-7 1 |2 yaw txid NTW DY XN7'RY7 NIIWN NINYNNa NIy

UDP Exhaustion 7w n9' 70 y¥a7 7011 2awnnin 7y DNS nniwn nwna Nt DX DAl ...y
X7) 7w>'n'? DNS-n nIN'Rw? 0Na7 N 7y UDP-1 Qpnan awnnn 7w 0r01I9n 7'27 nannini

.NBNS - N2'0107xN .(NIN7'Rwn NN*Y7Y7 |'nT Source Port n'n!

[9IXQ TAN7 N1DINT7 WWON' ,Web Proxy Auto Discovery IN \WPAD 717101n9 :WPAD qi't .2
10)' Windows Explorer-i Windows Update 1n> NIdIN .proxy-n NINTAN DX 'ONIVIX
NN D' 1'R WK http://wpad/wpad.dat8221#& mipn proxy NIwW7 Nv7 v719' T
NITNNNY D™D NNIX ,177TAY .0NVI'R7 DNAINN DYI'RY D2*'AITA P'YAL 02T TIRN
nMdY 127.0.0.1-7 121 nopnnn Nty .NBNS Spoof NItya ntn owa #'thnn NwY

.127.0.0.1 n2'n epad
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Technologic

-7 NmMo 77 wxow D .127.0.0.1-2 HTTP mw n'2xpI? YN nimTmnn nnika

:NNAN NNI¥a 2 http://wpad/wpad.dat8221#&

FindProxyForURL(url,host){
if (dnsDomainIs(host, "localhost")) return "DIRECT";
return "PROXY 127.0.0.1:80";}

[foxglovesecurity imn]

.127.0.0.1-2 n%w Mwn T N9m NifnY IR? HTTP-n niwpn 757 pnat voMpon

nYNN1 D'wnnNwnn 773 W Y'OUn NIdiNg NINYIN DY YNNWNN Y¥INN DX DA ,NOPNNN

2017

-1 NINTINY SYSTEM-> yaw N7 DNA7 XN Nyd YN 7D :SMB Relay-? HTTP nmon .3

Uxann ,nopnnn 7w AnI' nw KoM pnnn awnnY 17'9x ,NYpanN NKX NN NTLM

psexec-7 NNITY '7NN2 QPN AwWNN? NN 11910 0Nl 7271 SMB 0'01 7y NTLM Relay

~ SMB -> SMB Relay

« 15 years old SMB Relay/Reflection Attack

Legitimate Clien

(1] Chent connects to SMB Server and
asks for aNTIM (hidlenge

(2] Artacker connects to Client SME
service and asks far a NTLM Challenge

(3] Clent sends the Antacker the NTLM
Chalenge

(4] Ltacker mod fes Clent's Challenge and

it back to Chient 35 his own for (1
|5] Chent receives (1) Challenge, encrypts it using
hs credental (hash) and sends it back 10 Ktacker

(6] Attacker sends back the response he
receives and successtully authenticate for 2)

[slideshare J1nn]

.(]> DA SMB 7y 00I1aNnwY)

Aftacker MITRMed the
connection 1o
legitimate SME Server

MY TWUKD YIN'yl X¥nl 11OYW challenge NNp7 awnn IMIXn yimY7 XN 1wy Microsoft-w nn

2-2 wnnwa WRD Mt ol L(MS08-068 NNaonl) 71IR10N9n NN 7yn NIy¥ann NiN'wn

.© nwa 'R ?7SMB-2 NXY71I HTTP - 011w 072171009

010V0 DY) http://localhost/GETHASHESxxxxx8221#& qT7 n1o' HTTP-n Nw ,0'17907RN 17nna

challenge |31 [201I7nn NTLM Authentication 72j7 nan 2v 401 o1vvo NMITNA 'TN' WK L,(302

n'nmY? ATIRS YNnw aipn SMB nN'w? nNavin NTLM-n ninTrm ' .SMB-n nwinn

NV TWUKRD .(N7Y NTIRON DX Y'Y NN DIXY Man 7y SMB-2 wnnwn? XmaiT? Ini) wnnwnn

JINT NIRYINA YN N TIRon ,(Windows Update XnaiT?) NINAa NIKYINA NINWN ny'an HTTP-n

,UNVINT7 NW 'R IN WPAD 112y Cached Entry NiIajpya 20 AT NNRI7 01790PRN N¥IN 07

T 30-60 2 DA NNP? Mwyw AT

14
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.”Automatic Updater of Untrusted Certificates” niipn - Windows 8 / 10 / Server 2012 n>yn

NN P'90N WA 1Y W IWKRD wan-n NNNa DA TIAY? a0 n9pnnn L1'ynny Ddn 1787 2R

:N9'PN7 NIXIS NIDINT NINNAIT
.Windows Defender n1>In - Windows7 n>yn

.Windows Updates wio'n - Windows Server 2008 n>yn

Hot Potato (Windows 7) Steps

1

Start NBNS Spoofing for WPAD and start Web Server on localhost:80
Start Windows Defender Update (NT Authority,/System)
WPAD settings redirect Windows Defender Update to http://localhost/GETHASHES

p./Nocalhost/GETHASHES asks for NTLM authentication and connects to localhost SMB
to obtam Challenge then forward it to Windows Defender Update

Windows Defender Update sends NTLM Response

Hot Potato resumes the SMB Authentication with the NTLM Response ©

[slideshare qimn]

:DIPINN NRYINA ININY 19D flow-n 7w 1010 TIVI

NetBIOS-2 nwnnwn N1 wpad Naw MS-16-077-1 MS-16-075 NNaon2 XN 722 NIZIN NIy'aon
2 113 .PAC-n yalp NX wipan winhttp TWXD 'ONIVIX [9IX2 NYXANN NA'X NTLM 019 nn'7wl

NP ANV IONR T2 wnnwn? NetBIOS ,LLMNR ,WPAD "7Ip1uin®1 wnnwn? X7w ymin

["Rotten Potato Privilege Escalation from Service Accounts to SYSTEM" j10n0n Inn]

.SMB Signing y¥17 910271 kerberos IX NTLM v2 nnaiTd

Potato Wars
www.DigitalWhisper.co.il

15

.137 UDP vI9%

2020 "anan ,123 i



Technologic

Ghost Potato CVE-2019-1384

.CVSS-n TN 9.9 nopnnn ¥ NTIEY .N9102 Patch NNaona NNoal 2019-1 NXXNY NIYA9N
NINTTN2 NIIWNN DY 4-7 NTLM-n DINTT )*70N2 oN'Nl N7 Npna

(browser XnaIT?) client-n 17NN o

(NI'7n 7¥X D 2WNN ININA YY) NIZ7A Isass-n 1'70N e

(server.exe-n N1DIN) server-n 1'7nN e

nwa Isass-n 1'70n e

NT NP MW 7Y Isass-n )'70N ,Awnnn INIR 7V D'R¥NI DNWNINIZ70 TWUROW 17 D'l

22Yn7 NIpTn 2vw blob n'Tnnw InitializeSecurityContext :NI'¥j7219 2 NIDYIVA 1INXRD ,)'70N2
wnnwn? 2tnir SEC_E_OK-w TV NOTIN N'¥j72197 nX7n .authnticate ,negotiate-n 77nna nw?
TN NI W T¥N  AcceptSecurityContext N'¥j2190 .wnNYNN 0Oy NN7¥IN NINTM 7V T'vnw
NIYa9on ,2008 Ty .LPC MTYa NyNIan Isass-n DY MIYPNN .ANATIRY? DMIT DT Ny¥ani NN

:IN2 NIXYY7 INIY N> webDav NNTYA NP AN

VICTIM ATTACKER
WebDAV CLIENT SMB SERVER -
| |
| | |
| MEGOTIATE o
| | Lo
| | |
| I NEGOTIATE |
| | |
| I CHALLENGE [
| | g
|
L dHALLENGE |
|
| | |
I AUTHENTICAJTE |
| | Ll
| | |
| P AlTHENTICATH |
| I |
| ! SEC_E_OK R
| I >
| | |
| I_A- |
| | |
T T |
| |

|
[https://shenaniganslabs.io JIMn]

service-7 10119) pszTargetName NINWNY7 1NIA jpP'vaw DNVAX 2N 1IwXIin 2008-2009-2
N1DN2 7207 InitializeSecurityContext n'¥j72192 (Tv'n NN 7w security context IX principal-name
e DWW \\bob\somesharel X'nw SMB-n Namd7? NN97 XNAIT? A1 WRD D W
W ,http://bob/webdav/a.png m> NaMd7? NN97 N0 WRDI pszTargetName="cifs/bob"

.pszTargetname="http/bob" n'n' ninwnn
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Technologic

N'XLOMIPITA DIYAY IND

e pszTargetName [in]
A pointer to a null-terminated string that indicates the service principal name (SPN) or
the security context of the destination server.

Applications must supply a valid SPN to help mitigate replay attacks.

Use a fully qualified target name because short names are not supperted across forests.

[shenaniganslabs.io Inn]

NYY NNRNN? 0'onn NINRY7? INYw1 ©WR challenge nitnNn 19w cache-2 MIv Isass )'7nnn
(InitializeSecurityContext? NX"j7 TNX7? Y¥aNN n1'nwn) ,AcceptSecurityContext N'¥j71191 1N¥1I
(SPN 7W) pszTargetName-n 71y 0'01 7y D'7'von challenges-n nX a1y NTLM ,D012'0%7 N2

2AYNNN NINYWN TAK7 D'RNN 1'KY SPN D" TYUKD NINT? Xl

VICTIM ATTACKER

| LSASS | | Security Context List I| Challenge Table I | SMB SERVER |

ISC{..., HTTP/mallory’,...)

»
»

Create Security Context
P

NEGOTIATE_MESSAGE

A

NEGOTIATE_MESSAGE
i

AS$(_ NEGOTIATE_MESSAGE. )

NEGOTIATE_MESSAGE

1

1

I

I

I

I

1

I

I

I

I

J

I

I

[
<+

I
1
I
I
I
I
|
1
I
1
1
I
I
I
I

r
!_____A__ VN S |

I
CHALLENGE_MESSAdE
T

CHALLENGE_MESSAGE

|
CHALLENGE_MESSAGE
t

r'y

ISC(..., CHALLENGE_MESSAGE,...)

v

|
|
|
|
|
|
:

Add chalienge an{l SPN 2-tuple

Ly

(cmumammmnj

I

|

I

|

I

I

AUTHENTICATE_MESSAGE, 'HTTP/Mallony |

|
AUT]-kNT!CATE_MESSkGE‘ ‘hTTPMah'y'

I

|

B —— __V__________‘L_______________________I

>

THENTICATE_MESSAGE, 'HTTP/Mallory

|
1} |

ASC(..., AUTHENTICATE_MESSAGE, HTTPMalldry’,..)
| |

i
;
|
I
i
I
:
I
|
1
I
I
1
1
I
I
I
|
1
I
1
I
i
i
1
I«
|

Challenge Lookup N

&3 °|

I
|
r

I

I

1

I

1

e ettt St S e e B

Authentication failure

............................ --

e e

R

-

[https://shenaniganslabs.io JImn]
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WK challenge-n M0N0 "2 NPT 5-2 NDNY? 213' QI .cache-7 NO1dIN NTNNNY QYO

:NY7¥N N71Y9N 21 AW session-n NNaona challenge-n 7y nkan n71v97

~
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Rogue Potato

nY WONNl NI NIN'Y ,Object Resolver N77Dw nara0a o'y 9w nnm Xin OXID

7290 ,DCOM  vp™aIN NN wnwunin

istorage ULP"IX .0DDON D DNNX D'UP"JIN'?

DCOM Object Interface-7 117w 112'na OXID Resolution-7 nwoxnn OXID, OID, and IPID mun1o

KA rah

.0'w7NniNn D'UP"JIN'? o'"nm n|n|,7'7 ['2 212N Awornl RPC nitnnn iw OXID Resolver nn'w

garbage |'vn ,D"niznn NINIRN '2ya ,0'pPNNNAN D'ORMAIR? "1'9" NIVTIN N7IY RIN LD 1D

OXID Resolution-7 nwa .(N1dN2) 135 VIO 72V Y1 RPCSS n'wn 770 11'n NiN'win .collector

Client

.NTLM n11ya 27 ,nniXnl anonymous logon 100 N1'n pninn

Server

i SERVERALIVE REQ i

ERVERALIVE_RESP

[ ———RESOLVEOXID_req
I ——

ESOLVEOXID_RESP

T T—————REMREL_REQ

L________,__.REMREL_

[https://decoder.cloud 1nn]

RESP—— |

nin 7V 117w 2ITT Rogue OXID Resolver Nw% Nannn%? nomn RPCSS NiN'w XIn NIZ7n ,minna

YNNUNN NIKYIN NIXIE NINNIRA D70 DTN 97w 27 o' o'xs0 DCOM 7y 0'o1o 734

nMannAN N L(SYSTEM NNTya 0w 1780 01Myn NIX) clsid-n Ninkny COM-n NX yninw

.QIMKRD Anonymous Logon-21 [XD 1A ,ONR Awnnn NIy

PIMn 7Y Listener Binding-n NX OXID oid 737 niny'71 n7w OXID Resolver 1x"7 10*7nn DMj7INN

19
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RPC interfaces identifiers |'2 NINT? "woKRNI RpcEptMapper Dy NNITAN NN'Y ?epmmapper 1NN
DA N1 X ,135 V9 Y1 7"3n nN'win DA L(RPC 11y OXID Resolver nd) transport endpoints-I
Pipes ?11MIX 11'y' named pipes-w nNn%7 ,2aX .epmapper X1j72n named pipe NITYA INIXK 7RUN7
-0 MY NP DT .I'78 DPANNAY NIRN Y7017 impersonate vy NMwn 'MN'W? DNYOKRN
YW Nwa named pipe NNIYIQ W' UKD 7)) .ImpersonateNamedPipeClient() X1j71w winAPI
Impersonation Yy¥a17 NwoOX ,admin NITYa YW 70N 119" 12NNl admin 'KY WNNWNd
SelmpersonatePrivilege NINWANA 2'TNNY 11'7Y ,NT NIWY7? NI 2V |amd .Admin-n wnnwn?
DNl RPCSS NN'W DY QnIwN pipe-7 [N2'TN 2NN .O"T2 NN NIXYIN 7252 NRIRYNY W'y
-0 NN M7 21 0T 1awn? NITNNN y¥a? qpimn 21 ox .NETWORK SERVICE jlawna 0'¥)

NTNNNN DX INY7Y D"7INN .SYSTEM Tokens

ncacn_np:localhost/pipe/roguepotato[\pipe\epmapper]

-1 YXIAW N0 ,named pipe-n 7¥ NR7nn Namda 970 WX M v awnnn o 79w 17 Inw)
72NNN7 N0 RPCSS-n NN'W 0T Mjpna .(QA'NIN NI'PN N T2 DX qIpy? YWoORNI printapoofer

IR

‘ \roguepotato\pipe\epmapper

2y listener 0'w1 DX .0"'7 'RY

‘ \\.\pipe\roguepotato\pipe\epmapper

NETWORK SERVICE-n NX q@INn A2'wn ,Nyd .wnnwn? Impersonation y¥a7 n'7¥a1 12N 72

.RPCSS-n nn'w 7w (*TIn" nnTrA) LUID-N NXI Impersonation Token

-7 Impersonation yxa7 72121 NwN 7un named pipe-7 2127 "Network Service"-7 DM DX 2y

.RPCSS nn'w 7w n'-Token-n DX A'wn'? ‘211 ,pipe

-n 7'90% duplicate y¥a7 ,)"7nnn DX NIN97 ,RPCSS 1'7nnn 7w pid-n DX 2'wn? XIN N 7D
DN7 v¥a7 nom ,SYSTEM-7 p»"w Dnl Token XIin DAIO DX .DAIO NX 7ap'71 12 handles
NX¥IN IxX7 CreateProcessWithToken IX CreatProcessAsUser NI'¥j2I9N NX YIn'71 Impersonation

.AM'N1Y7 1*7nnn

DN N9PNNYT 0'01N 'NIN
.Impersonate NXWIN 721 [AWN1 VITYWY e

135 0192 NYRIYW MDA VIYT? QNN 7Y e

:Microsoft T¥n N7 NN DA ANT NIY'A9Y oN' QAN

Elevating from a Local Service process (with Selmpersonate) to SYSTEM is an “expected
behavior.”
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Hackando - https://en.hackndo.com/NTLM-relay/

Microsoft - https://docs.microsoft.com/en-us/windows/win32/secauthz/access-tokens

Foxsecurity - https://foxglovesecurity.com/2016/09/26/rotten-potato-privilege-escalation-

from-service-accounts-to-system/

Slideshare -https://www.slideshare.net/sunnyneo/hot-potato-privilege-escalation

Pentesterlab - https://pentestlab.blog/2017/04/13/hot-potato/amp/

Ohre - http://ohpe.it/juicy-potato/

Ohre - http://ohpe.it/juicy-potato/CLSID/

Hunter2 -https://hunter2.gitbook.io/darthsidious/privilege-escalation/juicy-potato

Pentesterpartners -https://www.pentestpartners.com/security-blog/sweetpotato-service-to-

system/
Shenangingslabs -https://shenaniganslabs.io/2019/11/12/Ghost-Potato.html

Decoder - https://decoder.cloud/2018/10/01/fear-the-rotten-juicy-potato-attack/

Decoder - https://decoder.cloud/2019/12/06/we-thought-they-were-potatoes-but-they-
were-beans/

Decoder - https://decoder.cloud/2020/05/11/no-more-juicypotato-old-story-welcome-

roguepotato/
Decoder - https://decoder.cloud/2020/05/04/from-network-service-to-system/

Airbus - https://airbus-cyber-security.com/the-oxid-resolver-part-1-remote-enumeration-of-

network-interfaces-without-any-authentication/
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