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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

ˢ ˭ˣ˧˪ˠ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟-122  ˪˷DigitalWhisper ˭ˣ˧˪ˠ ,˶˟ˣ˦˵ˣ˞!  

" ˦˶˯ˢ ˸˞ ˧˸˧˞˶ ˫˧ˬ˧ ˶˲˯ˬ ˧ˮ˲˪aThe Social Dilemm ˢ˞˶ ˞˪ ˡˣ˰˷ ˧ˬ˪ ˳˧˪ˬˬ ˧ˮ˞ ." ˣ˸ˣ˞ ˸˞ ˶ˣ˴˰˪

.˞ˣ˶˵˪ ˨˧˷ˬˢ˪ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ˦˶˯ˢ ˸˞ ˸ˣ˞˶˪ ,ˢ˞˧˶˵ˢ 

˶˟˥ˢ ˸ˣ˸˷˶ˢ ˸˞ ˠ˧˴ˬˢ ˦˶˯˟ ˶˟ˣˡˬ˸ ˷˞˶ ˡ˟ˣ˩˟ ˣ˧˪˰ ˭ˣˡ˪ ˷˧˷ ˞˷ˣˮ˩ ˸ˣ˧ˣˡ˧˸˰ ˪˰ ˫˧˧˞ˬˢ ˢˤ˩˩ s

˞˧˶˟ˢ .˸ˣ˷ˣˮ˞ˢ ˪˷  ˞ˣˢ ˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ˸˶˦ˬ˷ ˞ˣˢ ˦˶˯˟ ˠ˴ˣˢ˷ ˧ˤ˩˶ˬˢ ˭˧˧ˮ˰ˢ-  ˞˪ ˨˧˞- 

 ˧˶˴ˣ˧˷ ˫˧˪˩ ˡˣ˞ˬ ˢ˟˶ˢ˟ ˸ˣ˷ˬ˸˷ˬ ˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ˣˤ ˢ˶˦ˬ ˸˶ˠ˯ˬ˟ˣ ,˭ˢ˧˪˰˟˪ ˱˯˩ ˶˴˧˧˪

 ˦˶˯ˢ˸ˣ˷ˣˮ˞˪ ˫˧˵˧ˤˬˣ ˫˧˸˧˧˰˟˩ ˣ˶˧ˡˠˢ .ˢ˶˟˥˩ 

˸ˣ˶˟˥ˢ ˭˸ˣ˞ ˧ˡ˧ ˪˰ ˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˪˷ ˸ˣ˧˸˧˧˰˟ˢ ˪˰ ˣ˶˟˧ˡ ˞˪ˣ ˦˰ˬ˩ ˦˶˯ˢ ˧˶˴ˣ˧ ˸ˮ˧˥˟ˬ ˸ˣ˧˦˶˲ˢ ,

 ˸˟ˣ˦˪ ˣ˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˪˰ ˞˪˞˫˧˷ˬ˸˷ˬˢ ˪˷ ˧˪˦ˮˬˢ ˧ˣ˶˧ˠˢ ˸˪ˡˠˢ ,ˣˬ ˢ˲˧˷˥ˢ ˭ˬˤ ˸˞ ˪˧ˡˠˢ˪ ˨˩

ˢ˪˷ ˫ ˸˧˸˶˟˥ ˸˷˶ ˢ˸ˣ˞˪-  ˸˶ˤˠˮ˩ˣ ˢˤ ˪˩ˬ- ˥ˣˣ˶ˢ ˸˪ˡˠˢ ˮ˷˭ˬˤˢˬ ˶˴ˣ ˪.˧˷˧˪˷ ˡ˴ ˧˶˴ˣˬ ˫˯˶˲ 

 ˧ˡ ˢˤ˧˰˟˦ ˣˡˣ˞ ˶˰ˣ˯ ˭ˣ˧ˡ ˥˸˲˸˧ ˫˞˷˪˪ ˟ˣ˶˵˷ ˞˷ˣˮ ˸ˣ˟˧  ˡ˥˞ ˷ˬ˸˷ˬ- ˧ ˢˢˣ˟ˠ ˸ˣ˶˧˟˯˟ ˞ˣˢ ˱˥˯

ˢ˪ˢ ˶˞˷ ˸˞ ˞ˣ˶˵˪ˣ ˟˧ˠ˧ ˨˩ˣ ˸ˣ˟ˣˠ˸ ˸˪˪ˣ˩ˢ ˢ˰ˡˣˢ ˳ˣ˴˸ ˫˞ ˣ˞ ,˸˧˸˶˟˥ˢ ˸˷˶˟ ˶˸ˣ˧ ˟˶ ˭ˬˤ ˶˞˷

 ˶ˣ˷˧˵ˬ ˰˦˵˪˫˧˪ˣ˸˥ ˫ˢ ˣ˟ ˫˧ˮ˵˥˷ˢ ˶˷˞˩ ˯˵˧˶˦ˬ ˥˞ ˷ˬ˸˷ˬ˪ ˶-  ˞ˣˢ˪ˣ˪ˠ˪ ˨˧˷ˬ˧ˣ ˭ˣ˦˶˯˟ ˢ˲˴˧.  

 ˨˞ ,˶ˡ˯˟ ˸˧˯˥˧ ˰ˬ˷ˮ ˢˤ ˭˞˩ ˡ˰ ˫˧˞˶˥˞˷ ˧ˬ ˭˩ˣ˸˟ ˫˧˦˪ˣ˷ˣ˞˷ ˶ ˨˞ ,˧˰˟˦ ˭˲ˣ˞˟) ˷ˬ˸˷ˬ˪ ˠ˴ˣˬ

 ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˫ˢ (˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˸˞ˤ ˱ˣ˵˰˪ ˭˸˧ˮ˷ ˶ˣ˟˯ ˧ˡ ˧ˮ˞-  ˣ˴˶˸ ˫˞ ˣ˞-  ˸˧˸ˣ˩˞˪ˬˢ ˢˮ˧˟ˢ

 ˟˧˩˶ˢ˪ˣ ˸ˣˤ˥˪ ,˟˷˥˪ ˸˧˞˶˥˞˷-˟Backend ˸˷˶ˢ ˧˷ˬ˸˷ˬ ˪˷ ˫˧˪˧˲ˣ˶˲ˢ ˪˩ ˸˞.  ˫˧ˮ˧˧˞ˣ˶ˬˢ

 "˶˟˰˷˪ ˫˧ˡ˟ˣ˰" ˢ˟˶ˢ) ˦˶˯˟ ˣˠ˴ˣˢ˷˞˷ˣˮˢ ˪˪˩ ˨˶ˡ˟˷ ˣˮ˰˦ (˸ˣ˶˟˥ ˭˸ˣ˞˟ ˫˧˧ˤ˩˶ˬ˫˧ ˧˪˞˷˫ˢ 

 ˷ˬ˸˷ˬˢ ˸˞ ˱ˣ˷˥˪ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˸ˣ˞ ˣ˦˧˪˥˧ ˭ˣ˸ˮ ˰ˠ˶˟ˢ˫ ˞˷ˣˮ˫˧ ˫˧˧ˮˣ˴˧˵ x ˸ˣ˶˧˟˯ˢ˷ ˫˧ˠ˪˲ˬ

.˶˸ˣ˧ ˢˢˣ˟ˠ ˧˰˟˦ ˭˲ˣ˞˟ ˢ˧ˢ˸ ˷ˬ˸˷ˬˢ ˡ˴ˬ ˢ˟ˣˠ˸ ˸˶˧˴˧˪ ˫ˢ˪˷ 

˫˧˧ˮˣ˴˧˵ ˸ˣ˧ˢ˪ ˢ˧˷ˬ˸˷ˬ˪ ˸ˣˬ˶ˣˠ ˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ,˫˸ˮ˰˦˪ ,˦˞˪ ˦˞˪ ˣ˰ˡ˟ ˶˸ˣ˧ˢ˧˸ ,˫ ˧˶˯˥

˯x˸ˣˮˣ˷ ˸ˣ˰ˡ˪ ˸ˣˮ˪˟ˣ ,.˸˷˶ˢ ˢ˸ˣ˞˪ ˫˧˧ˮˣ˴˧˥ ˸ˣ˶ˣ˵ˬˬ ˰ˡ˧ˬ ˸ˣ˥˲ˣ ˸ˣ˥˲ ˨ˣ˶˴˪ 

˧˧˸ˢ ˢ˧˪˞˷ ˸˲˯ˣˮ ˢˡˣ˵ˮ˧˷ˣˮ˞ˢ ˥ˣˬˢ˷ ˞˧ˢ ˦˶˯ˢ ˧˶˴ˣ˧ ˣ˯˥ ˞˪ ˭˧˧ˡ˰ ,˸˧ˮˣ˧˴ˣ˪ˣ˟˞ˢ ˢˬ˶˟ , ˰˧ˠˢ

 ˟˪˷˪ ˥˸ˣ˲ˬ˷ˮ˞ ˢ˟˶ˢ ˨˩ ˪˩ ˪˷ ˸ˣ˰ˡ˪ ˢ˲˧˷˥ˣ ˸˶ˣ˵˧˟ ˸ˣˬ˩ ˫˰ ˡˡˣˬ˸ˢ˪ ˧ˡ˩ ˵˧˲˯ˬ ˭ˬˤ ˵˶˲˟ ˫˧

˵˧˵ ˢ˷ˣ˰ ˨ˬ˴˰ ˪˷ ˭ˣ˦˶˯ ˸˪˰ˢ .ˡˣ˞ˬ ˶˴˵-˷ˡ˥ˢ ˡ˶ˣ˟˦˧˧˵˯ˢ ˫˰ ˲˧˪˲ ˵˶˞˲˟ ˪˟˵ˬ ˸˧˧ˢ ˶˟˰˟ ?

 ,˸˞ˤ ˢ˷ˣ˰ ˨˸ˣ˞ ˣ˞˶˷ ˢˮˣ˩˷˟ ˫˧˶˟˥ˢˬ ˢ˟ˣˠ˸ˣ ˸ˣ˷˰˪ ˸˪ˡˠˢ ˸ˬ˪˧˴-˟VHS ?ˬ ˢ˟ˣˠ˸ ˸˥ˣˣ˶ˢ ˡˣ˰

ол ˟ˣ˧˥ˣ ˸˧˪˧˪˷) ˸˶ˣ˵˧˟ ˪˟˵˪ ˱ˣ˷˥ ˡ˥˞ ˪˩ ,˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ˸ˣ˰˴ˬ˞˟ ˫ˣ˧ˢ .˷˧˞ ˶˲˯ˬ ˡ˴ˬ (˸˧

https://www.imdb.com/title/tt11464826/
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˫˧ˮˣˬ ˢˬ˩˟ ˪ˣˡˠˢ  ˱˷˥ˢ˪ ˣ˪˩˧ ˣ˧˪˞˷ ˸ˣ˧ˣˬ˩ˢˬ2-3 ˭˩˪ ˫ˡˣ˵ ˸ˣ˶ˣˡ ˸ˣ˟ˣˠ˸ˢ . ˸˪˟˧˵˷ ˞˪ ?˸ˣ˧˟ˣ˧˥

 ˭ˢ˪ ˷˧˷ ˥ˣ˦˟˵˶ ?˶˸˧ ˭ˣ˥˦˧˟ ˸˶˧˴˧) ˸˧˟ˣ˧˥ ˢ˰˲˷ˢ ?ˢ˟ˣˠ˸˪ ˢˮ˸ˬˢ ˸˰˟ ˸ˣˮ˪˟˯ ˶˯ˣ˥ ˡˣˡ˧˰ ,(

˯˶˲ˬ ˣ˸ˣ˞ ˡ˴ˬ ˸ˣˡ˟˞˸ˢ˪ ˫ˣ˶ˠ˪ ˢˮ˪˩ˣ˸ ˭ˢ ˭ˣ˴˧˵ ˢ˶˵ˬ˟ ?˸ˣ˧˪˧˪˷ ˸ˣ˟ˣˠ˸ˢ ,˫ ˞˪ ˫˧˶˵ˬ ˢ˟˶ˢ˟˷

ˣ˪˧˲˞ ˢ˧ˢ˧  ˪˧ˠ ˪˰ˬму ˭˪˵˷ˬ ˸˞ ˭˧˟ˢ˪ ˪˩ˣ˧ ˞˪ˣ ˧˸˧ˬ˞ˢ ˶˯ˣ˥ ,˭˸ˣ˟˧˷˥  ˭˸ˣ˞ ˪˷ ˭˲˵ˣ˸ ˣ˞ˢ.˸ˣ˟ˣˠ˸ 

˪ ˵˶ ˧ˡˣ˥˧˧ ˣˮ˧˞ ˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ˪˰ ˪"ˮˢ ˥˧˷ˢ-"The Social Dilemma˶ˡ˧˯˟ ˫ˠˣ ," s ˸˧˸˶ˣ˵˧˟ˢ

"ˢ˶ˣ˥˷ ˢ˞˶ˬ"  ˞˪ ˣˠ˧˴ˢ ˫˧˶˥˞ ˫˧˲˯ˣˮ ˸ˣˬˣ˵ˬ˟ˣ˸˥˞  ˸ˣ˰˲˷ˢˢ ˸˞˸ˣ˧˪˧˪˷ˢ  ˸ˣ˩˪˷ˢˢˣ ˞˪ˢ

 ˸ˣˬ˧˰ˮ ˳ˣ˴˪ ˸ˣˡ˧˸˰˷˭˸ˣ˞˟ ˷ˣˬ˧˷ˢˬ .˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶  ˢ˞˧˶˵ˢ ˞ˣˢ ˪"ˮˢ ˦˶˯˟ ˷˧˷ ˫˧˷ˣˡ˧˥ˢ ˡ˥˞

 ˸˧˷ˢ˪ ˷˧˷ ˢ˧˴˪ˣˠ˶˪.˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶ ˭˸ˣ˞ ˸˞ ˸ˣ˪˧˰˲ˬˢ ˸ˣ˶˟˥ˢ ˪˰  ˢˬ˶˟ ˭ˢˣ ˸˧˸˞ˢ ˢˬ˶˟ ˭ˢ

˧ˮ˩˦ˢ.˸ 

 ˷ˬ˸˷ˬ ˢ˸˞˷˩" :˦˲˷ˬˢ .˦˶˯ˢ ˪˷ ˯ˣ˲˯˧˲ˢ ˸˞ ˧˸˷ˠ˶ˢ ˭ˢ˟˷ ˸ˣˡˣ˵ˮˢ ˸˥˞ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˢˤˣ

 ˣ˧˪˰ ˫˪˷˪ ˧˪˟ˬ ˶˴ˣˬ˟-  ˸˞ ˡˡˣ˰˪ ˶ˣˬ˞ ,˫˰˲ ˞˪ ˦˶˯˟ ˢ˪˰˷ "ˢ˸˞ ˞ˣˢ ˶˴ˣˬˢ ˢ˞˶ˮˢ ˪˩˩

 ˪˷ ˢˬ˶ˣ˲˦˪˲˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷˩ ,ˢˡˬ˥ˮ ˫˸˯ ˞˪ ˞˧ˢ ˢ˶˟˥ ˱˞˷ ˢˮ˟ˢ˪ ˰˧ˠˢ˪ ˫˧˷ˬ˸˷ˬˢ

˫ˮ˧˥˟ ˶˥˞ ˣˢ˷˧ˬ  ˫˧ˮˣ˸ˮ ˢ˧˪˞ ˫˧ˮ˧ˤˬˣ-  ˢ˪˞ˢ ˫˧ˮˣ˸ˮˢ ˫˰ ˢ˷˰˧ ˢ˞˶ˮˢ ˪˩˩˷ ˧ˮ˷ˢ ˡ˴˟ ˣˢ˷˧ˬ ˷˧

 ˫˧ˮ˧ˤˬ ˫ˢ˷˩˷ ˭˧˟ˢ˪ ˫˧˷ˬ˸˷ˬ˪ ˫ˣ˶ˠ˪ ˶ˣˬ˞ ˦˲˷ˬˢ .ˣˮˬˬ ˫˧˴ˣ˶ˬ ˢ˧ˢˮ ˞˵ˣˣˡ ˣ˞˪ ˣˮ˥ˮ˞˷ ˣˢ˷ˬ

 ˸˧˷˰ .˧˦˶˲ ˰ˡ˧ˬ˪ ˟˷˥ˮ ˞˪ ˶˟˩ ˢˤˢ ˰ˡ˧ˬˢ ˤ˞ ,˧˦˶˲ ˰ˡ˧ˬ ˣˢ˷˪˩ ˸˧˸˶˟˥ ˸˷˶˟ ˦˪˵ ˸˟˧˸ ˨ˣ˸˪

Likeˬ˷ ˥˧ˮ˸ ? ˪˷ ˷ˡ˥ˢ ˶˧˷ˢ ˸˞ ˟ˢˣ˞ ˢ˸˞˷ ˰ˡ˧˧ ˫˪ˣ˰ˢ ˪˩ ˶˥X ˢˤˬ ˶˸ˣ˧ˣ .-  ˣˢ˷˧ˬ˪ ˸˟˸˩

 ˱˯˩ ˢ˧˪˰ ˫˪˷ˬ ˨ˮ˧˞˷ˣ ˨˪˷ ˢˮ˧˞˷ ˢˬ˶ˣ˲˦˪˲˟ ˸˧˦˶˲ ˢ˰ˡˣˢ-  ˢˤˢ ˰ˡ˧ˬˢ ˫ˠ ˶˟˩˧˦˶˲ ˣˮ˧˞  ˞ˣˢˣ

.˨ˬ˴˰ ˸˰ˡ ˪˰ ˸˞ˤ ˸˧˷˰ˣ ˣ˸ˣ˞ ˱˸˷˪ ˨˸ˣ˞ ˥˧˶˩ˢ ˞˪ ˡ˥˞ ˱˞ ,˨˪˷ ˣˮ˧˞ ˶˟˩ 

ˬˢ ˸ˣ˶˟˥ ˪˰ ˸ˣ˪˟ˠˢ ˸˪˦ˢ˪ ˢ˞˧˶˵ˢ ˢˮ˧ˢ ˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶ ˸ˣ˪˧˰˲ ˭˧˞ ˷ˬ˸˷ˬ˪˷ ˢ˶˧ˬ˞˪ ˢˢˤ

˶˥˞ ˫˷ ˸˧˸˶˟˥ˢ ˸˷˶ˢ .ˣ˧˷˰ˬ ˪˰ ˸ˣ˧- ˡ˥˞ ˱˞˷ ˶ˣ˩ˤ˸ ˪˟˞ ,˱˧˩˟ ,ˢ˟ ˷ˬ˸˷ˢ˪ ˢ˴˶˸  ˥˧˶˩ˢ ˞˪

˶˥˞ˢ˷ˣ ˸˞ˤ ˸ˣ˷˰˪ ˨˸ˣ˞.ˡ˟˪˟ ˨˧˪˰ˣ ˨˧˪˰ ˞˧ˢ ˸ˣ˧ 

ˮ˩˦ˢ ˢˬ˶˟ ˷ˡ˥ˬ ˞˪ ˞ˣˢ ,ˡˣ˞ˬ ˣ˧˪˰ ˳˧˪ˬˬ ˧ˮ˞ ,˦˶˯ˢ ˧˟ˠ˪ ˸˞ˤˢ ˢ˴ˬ˥ˢˢ ˸˷ˣ˥˸ ˸ˣ˶ˬ˪ ˧ˬ˪ ˸˧ˠˣ˪ˣ

.˶˯ˬˢ ˸˞ ˟ˣ˦ ˶˧˟˰ˬˣ ˢˢˣ˟ˠ ˢˬ˶˟ ˨ˣ˶˰ ˦˪˥ˢ˟ ˪˟˞ ,˫ˣ˥˸ˢ ˸˞ ˦˰ˬ ˶˵˥˷ 

 

 ,˰˧˵˷ˢ˷ ˧ˬ ˪˩˪ ˢ˟˶ ˢˡˣ˸ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,˷ˡˣ˥ˢ ˫ˢ˪ ˣˮ˩˶˰ˣ ˣˮ˲˯˞˷ ˧˸ˣ˩˧˞ ˨˩ ˪˩ˢ ˭˩ˣ˸˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ˣ

 :˷ˡˣ˥ˢ ˫˧˶ˬ˞ˬ ˷˧ˠˢˣ ˟˸˩ ˢ˟˶ ˢˡˣ˸˪'˥ ˪˯˞˟ ,˪ ˢ˟˶ ˢˡˣ˸˶˵ˮ˞˧˪ˬ ˧ˡ˰ ,˪ ˢ˟˶ ˢˡˣ˸ ˭˸ˮˣˢ˧

˟˵˪˞ ˯,˪ ˢ˟˶ ˢˡˣ˸˧ˮ˟˶ˢ˷ ˟˞ˣ˧ ,˪ ˢ˟˶ ˢˡˣ˸'˳˧˟ˣˮˬ˪ˤ ˧˧˯˩˪˞ ,˪ ˢ˟˶ ˢˡˣ˸˭ˬ˪ˣ˷ ˭˴˧ˮ , ˢ˟˶ ˢˡˣ˸

˪˥˵˞˶ ˶ˣ˞ˬ x˪ ˢ˟˶ ˢˡˣ˸ˠ˶˟ˮ˧˧ˣ ˭˸ˮˣˢ˧. 

      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  

https://www.imdb.com/title/tt2085059/
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From Zero to Admin - The Zerologon Journey 

˸˞ˬ ˶˵ˮ˞˧˪ˬ ˧ˡ˰ˣ '˥ ˪˯˞˟ 

 

ˢˬˡ˵ˢ 

Microsoft Domain  .ˢ˴ˣ˟˵˩ ˸˪ˢˣˮˬˢ ˫˧˟˷˥ˬ ˸˟˧˟˯ ˞˧ˢ˸˴ˣ˟˵ ˪˰ ˫˧˟˷˥ˬ  ˣˤ ˫˧˵ˣ˥ ˪˧˥ˢ˪ ˭˸˧ˮ

 ,˫˧˲˸ˣ˷ˬ ˸˴˶ˢ ,˸ˣ˲˸ˣ˷ˬ ˸ˣ˞˷˶ˢˣ˰ˣ ˢ˧˧˪˰˟ ˫˧˦˲˧˶˵˯ˣ .ˡ ˣˤ ˢ˴ˣ˟˵˟ ˫ˠ ,˸˧ˮˣˠ˶˞ ˢ˴ˣ˟˵ ˪˩˟ ˣˬ˩

ˢˡˣ˵˲˸˟ ˫˧˰˧˧˯ˬˢ ˫˧ˡ˧˵˲˸ ˧˪˰˟ ˟ˣ˶˪ ˫˧ˬ˧˧˵Υ  

¶  ˸˶˷DNS ˢ ˸ˣ˟ˣ˸˩ ˸˶ˬˢ˟ ˰˧˧˯ˬˢπIP ˨˲˧ˢ˪ˣ ˫˧˟˷˥ˬˢ ˸ˣˬ˷˪. 

¶  ˸˶˷WSUS  ˫˧˟˷˥ˬˢ ˧ˮˣ˩ˡ˰˟ ˰˧˧˯ˬˢ-˟Domain. 

¶ .ˢ˶˟˥˟ ˟ˣ˷˥ˢ ˰ˡ˧ˬ˟ˣ ˫˧˩ˬ˯ˬ˟ ˵˧ˤ˥ˬˢ ˭ˣ˯˥˞ ˸˶˷ 

¶ ˟ ˸ˣ˶ˣ˵ˢ ˸ˣ˪ˣ˰˲ˢ ˶ˣ˦˧ˮ˟ ˰˧˧˯ˬˢ ˶ˣ˦˧ˮ ˸˶˷π Domain.ˣ˧˸ˣˡˬ˰˟ˣ 

¶  ˸˶˷DC  ˪˷ ˶ˣ˴˧˵)Domain Controller ( ˶ˠ˞ˬ ˸˞ ˪˧˩ˬˢ ˪˪˩ˢ ˣ˸ˣ˞˟ ˫˧˪ˢˣˮˬˢ ˫˧˦˵˧˧˟ˣ˞ˢπ

Domain ˩ ˢˮˣ˩ˬ)-"Active Directory(" ˧˵ˣ˥ ,GPO ˢ ˪˪˩˪πDomainˢ ˸˶˷ .ˡˣ˰ˣ ˢ˧˧˪˰ ˧˦˲˧˶˵˯ ,π

DC ˪˩ ˪˷ ˟˪ˢ ˣˮ˧ˢ Domain ˸ˣˢˡˤˢˢˣ ˟˞˷ˬ ˪˩ ˶ˣ˟˰ ˸˰˴˟˸ˬ ˟ˣ˶˪ ˪˞.ˣ˪ˣˬ 

ˣ˟ ˫˧ˬ˧˧˵ ,˫˧˧ˡˣ˥˧˧ ˫˧ˡ˧˵˲˸ ˫ˮ˷˧ ˸ˣˡˬ˰˪˷ ˣˬ˩πDomain  ˡ˥˞ˢ .˸ˣ˶ˡˠˣˬ ˸ˣ˧ˣ˩ˬ˯ ˧˪˰˟ ˫˧˷ˬ˸˷ˬ ˫ˠ

ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ) ˸˟˧˟˯˟ ˱˵ˣ˸ ˪˩ ˫˴˰˟ˣDomain(  ˞ˣˢDomain Admin ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧ˢ ˷ˬ˸˷ˬ ,

ˢ ˸ˣ˶ˡˠˢπDomainˢ ˧˟˷˥ˬ ˪˪˩˟ ˫˧˪ˢˮˬˢ ˸˴ˣ˟˵˟ ˶˟˥ ,˫˧˷ˬ˸˷ˬˢ ˶ˠ˞ˬ˟ ˸ˣ˲˴˪ ,πDomain ˡˣ˰ˣ ...

 ˸ˣ˰˧ˠ˲ ˢˬ˯˶ˣ˲ ˢˮˣ˶˥˞˪ ˵˶˷ ˫˩˪ ˶ˬˣ˞ ˧˸˧˧ˢ ˫˞ ˢˬˣ˟ ˫˧˪˧ˠ˶ ˫˧˷ˬ˸˷ˬ˩ ,˫˩˪ ˸˶˷˲˞ˬ˷π

Domain ˢˤ˩ ˷ˬ˸˷ˬ˪ ˸ˣˤ˥˸ˢ˪Κ 

) ˫˧˧˰ˣ˟˷ ˧ˮ˲˪ ˢˮˣ˷˞˶˪ ˢˬ˯˶˲˸ˢ˷ ˸ˣ˰˧ˠ˲ ˶˞˸˧ ˢˤ ˶ˬ˞ˬмр.ф.нл ˫˷˟ (Zerologon  ˸˶˟˥ ˧"˰

Secura  ˶˵ˣ˥ˢˣTom Tervoortˢ ˧˸˶˷ ˪ˣˬ ˪˞ ˸ˣ˥˪˴ˣˬ ˸ˣˢˡˤˢ ˸ˣ˰ˡˣˢ ˱˧˧ˤ˪ ˸˶˷˲˞ˬ ˸ˣ˰˧ˠ˲ˢ .π

Domain ˢˬ ˷ˬ˸˷ˬ ˫˷˟πDomain ˣˮ˸˶˧˥˟˪. 

 ˡˡˬ ˧˲ ˪˰CVSS ˡˣ˵˧ˮ ˢ˪˟˧˵ ˸ˣ˰˧ˠ˲ˢ ,мл.л )AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H ˭˸˧ˮ ˶ˬˣ˪˩ , (

ˢˬ ˸ˣ˰˧ˠ˲ˢ ˸˞ ˷ˬˬ˪πWAN ˪ ˢ˷˧ˠ ˷˧ ˡˣ˰ ˪˩)πDC ˡ˴˟ ˷ˬ˸˷ˬˢˬ ˨˶ˣ˴ ˪˩ ˭˧˞ ,˨ˣˬˮ ˰ˣ˴˧˟ˢ ˧˷ˣ˵ ,(

˰ˣˠ˲˪ ˧ˣ˩˧˯ˢˣ ˭ˢ˷˪˩ ˸ˣ˞˷˶ˢ˟ ˵˧ˤ˥ˢ˪ˬ ˱˵ˣ˸ˢˬ ˣ˞ ˣˢ˷ˬ ˪˰ ˳ˣ˥˪˪ˬ ˧ˮ˷ˢ  ˸ˣˮ˧ˬˤˣ ˸ˣˡ˧˥˞ ,˸ˣ˧ˡˣ˯˟

.ˢˢˣ˟ˠ ˞˧ˢ ˰ˡ˧ˬˢ ˱˵ˣ˸ ˪˩ ˪˷ ˵ˣ˸ˬˢ ˫ˣ˪˥ˢ.  
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 ˫˰ ˢ˧˧ˮ˷ˢ ˫˰˲˟ˣ ˸ˣ˰˧ˠ˲ˢ ˪˰ ˢ˞˶˸ˢ ˫˧˧ˬ˰˲ ˫˯˶˧˲ ˶˟˧˧˯ˢ ˨˶˰ˬ˷ ˞ˣˢ ˫˧ˮ˧˧ˮ˰ˬˢ ˫˧˶˟ˡˢ ˡ˥˞

˶˸ˣ˧ ˱˧˵˸ ˥˯ˣˮΥ 

 

]˨ˣ˸ˬ ˸˰˶˸ˢ ˨˶˰ˬ ˶˟˧˧˯ˢ ˧ˬˣ˞˪ˢ[ 

 

Netlogon 

Netlogon Remote Protocol  ˣ˞MS-NRPC ˟ ˫˧˟˷˥ˬ˪ ˶˷˲˞ˬˢ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢπDomain  ˸ˣ˞˧˶˵ ˰˴˟˪

RPC ˪ ˫˧˟˷˥ˬ ˭˧˟ ˸ˣ˧ˣˢˡˤˢ ˪ˣˢ˧ˮ ˣˬ˩ ,˸ˣˮˣ˷πDomain ˭˧˟ ˫˧˶˷˵ ,Domain Controllers  ˫˧ˮ˧˧ˬˣˡ ˭˧˟ˣπ

.˫˧˟˷˥ˬ ˪˷ ˸ˣˢˡˤˢ ˧˦˶˲ ˭ˣ˩ˡ˰ˣ ,˭ˣ˶˩ˮ˯ ,˧ˣ˟˧ˠ ˸ˣ˪ˣ˰˲ 

 ˢ˪˧˥˸ˬ ˸˶ˣ˷˵˸ˢ ."˥˦˟ˣ˞ˬ" ˭˲ˣ˞˟ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟ ˫˧˷˲˞ˬˢ ,˸ˣˬ˧˞ˣ ˧ˣˢ˧ˤ ˧ˮˣˮˠˮˬ ˪˪ˣ˩ ˪ˣ˵ˣ˦ˣ˶˲ˢ

 ˶ˣ˟˧˥˟RPC  ˪ˣ˩˧ ˥ˣ˵˪ˢ˷ ˧ˮ˲˪ ˧ˡˡˢ ˧ˣˢ˧ˤˣ ˸ˣˬ˧˞ ˨˧˪ˢ˸ ˫˧˶˟ˣ˰ ˸˶˷ˢˣ ˥ˣ˵˪ˢ ˫˷ˬˣ ,˥˦˟ˣ˞ˬ ˞˪

.ˣˮˣ˴˶˟˷ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟˪ 

˥ˣ˵˪ˢ ˪ ˫ˡˣ˵ ˶˟˥˸ˬπEPM  ˦˶ˣ˲˟мор ˟πDC )EPM ˪˷ ˶ˣ˴˧˵ ,Endpoint Mapper  ˦˵˧˧˟ˣ˞ ˞ˣˢ

 ˸ˣ˥ˣ˵˪˪ ˶˷˲˞ˬˢRPC  ˢˤ˧˞˟ ˭˧˟ˢ˪Port  ˸ˣ˶˧˷ ˪˩RPC (˳˶ˢ ,πDC  ˸˞ ˭˩ˡ˰˧˥ˣ˵˪ˢ  ˦˶ˣ˲ ˢˤ˧˞˟

ˢ ˰˴˟˸˧πNegotiation . ˦˶ˣ˲˪ ˢ˷˧ˠ ˭˧˞ ˫˞мор ,˶ˣ˟˧˥ˢ  ˦˶ˣ˲˪ ˪˰ˣ˸˧ппр ˢ ˨˧˪ˢ˸ ˸˶ˠ˯ˬ˟πfallback 

 ˶ˬˣ˪˩˶ˣ˟˧˥ ˪˰ˬ )TCP Over MSRPC x˞ TCP Over SMB Over MSRPC.( 

 

Netlogon π ˣ ˶˷˵ˢ ˸˪˧˥˸πhandshake 

 ˸ˣ˞˧˶˵ ˰˴˟˪ ˪ˣ˩˧ ˥ˣ˵˪ˢ˷ ˧ˮ˲˪RPC ˨˧˪ˢ˸ ˶ˣ˟˰˪ ˟˧˧˥ ˞ˣˢ ,handshake ˢ ˪ˣˬ ˪˞πDC, :˫ˢ ˣ˪˞ˣ 

" ˫ˠ ˫˧ˮˣ˩ˬ) ˫˧˧˞˶˵˞ ˫˧˶˲˯ˬ ˧ˮ˷ ˧ˮ˷˪ ˡ˥˞ ˫˧˥˪ˣ˷ ˸˶˷ˢˣ ˥ˣ˵˪ˢ ,˭ˣ˷˞˶ˢ ˟˪˷˟nonceϦ :˞ˬˠˣˡ˪ ,

прнfdbfd2e38b9e0 ˪ˡˣˠ˟ ,(у  ˫˧˞˶˵ˮˢ ,˫˧˸˟Client Challenge xπServer Challenge .˫˞˸ˢ˟ 

 ˸˶˧˴˧˟ ˡ˵ˬ˸ˬ ˧ˮ˷ˢ ˟˪˷ˢSession Key )SK ˸ˮ˲˴ˢ˪ ˡˣ˯˩ ˶ˬ˷˧˧ˣ ,˫˧ˡˡ˴ˢ ˧ˮ˷ ˭˧˟ ˱˸ˣ˷ˬ ˢ˧ˢ˧˷ ,(

 ,˶ˣ˲˧˯ˢ ˪˩˟ ˢ˪˷ ˶ˣ˸ˢ ˢˬ ˭˧˟ˮ ˨˷ˬˢ˟˷ˣ ,ˢˤ ˟˪˷˟ ˸˧˶˵˧˰ˢ ˢ˧˴˵ˮˣ˲ˢ .˧˶˥˞˷ ˫˧˟˪˷˟ ˸ˣ˰ˡˣˢˢ

 ˞˧ˢComputeNetlogonCredential. 
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πsSK ˢ ˪˰ ˯˯˟˸ˢ˟ ˢˮ˟ˮπChallenges ˪˰ˣ ,Shared Secret )SSˢ .(πSS  ˭ˣ˟˷˥ ˸ˬ˯˧˯ ˣˮ˧ˢ ˢˤˢ ˢ˶˵ˬ˟

 ˫ˠ ˢˮˣ˩ˬ) ˥ˣ˵˪ˢ ˪˷ ˟˷˥ˬˢMachine Account ˭˲ˣ˞˟ ˥ˣ˵˪ˢ ˟˷˥ˬ ˪˰ ˸˧ˬˣ˵ˬ ˢ˶ˣˬ˷ ˣˤ ˢˬ˯˧˯ .(

ˢ ˧"˰ ˥˦˟ˣ˞ˬπRegistry  :˥˸˲ˬˢ ˸˥˸)HKLM\SECURITY\Policy\Secrets\$machine.ACC˟ˣ ,(πDC ,

ˢ ˪˷ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟ ˢ˶ˣˬ˷πAD. 

˟ ˶ˣ˞˧˸ ˭˪ˢ˪πpseudocode ˨˧˪ˢ˸˪Υ 

 
]˨ˣ˸ˬ nakedsecurity.sophos.com[ 

 ˪ˡˣˠ˟ ˣˮ˧ˢ ˪˟˵˸ˬˢ ˥˸˲ˬˢ ,˫˧˞ˣ˶˷ ˧˲˩16bitˢ˷ ˢ˥ˮˢ˟ˣ ,πChallenges ˢ ,˫˧˧˞˶˵˞πSK .˭˩ ˣˬ˩ ˧˞˶˵˞ 

 ,˟ˠ˞MD4  ˸˧˧˴˵ˮˣ˲ ˟ˣ˶˪ ˢˮˣ˩ˬNTLM. 

 
]˨ˣ˸ˬ s-whitepaper [ˢ˲˵˸ˬˢ ˪˷ 

nakedsecurity.sophos.com
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ˢ ˸˞ ˶˧˩ˬ ˞ˣˢ˷ ˸ˬ˞ˬ ˫ˢˬ ˡ˥˞ ˪˩ ,˱˸ˣ˷ˬˢ ˥˸˲ˬˢ ˸˞ ˷˧ ˫˧ˡˡ˴ˢ ˧ˮ˷˪˷ ˧˶˥˞ ,˧˷˧˪˷ˢ ˟˪˷˟π

SS ˢ ˸˥˧˪˷ ˧"˰πChallenge ˢ ˸˶ˤ˰˟ ˭˲˴ˣˬ ,˫˪ˣ˞ ,˭ˣ˷˞˶ˢ ˟˪˷˟ ˥˪˷ ˞ˣˢ˷πSK. 

 ˨˧˶˴ ˣˮ˰ˬ˪˷ ˢˮ˲˴ˢˢ ˪ˣ˵ˣ˦ˣ˶˲ ˣˢˬ ˫˩ˬ˴˰ ˸˞ ˫˧˪˞ˣ˷ ˫˸˞ ˣˤ ˢˡˣ˵ˮ˟˷ ˭˩˸˧˧SK ˢˮ˲˴ˢˢ ˪ˣ˵ˣ˦ˣ˶˲ ,

 ˣˮ˧ˢAES )Advanced Encryption Standard ˡˣˬ˟ ,(CFB8 ˪˩ ˨˞ ,˞˟ˢ ˵˪˥˟ ˶˸ˣ˧ ˦˶˲˪ ˫˧˥˧˦˟ˬ ˣˮ˞ .

ˢ˷ ˞ˣˢ ˰ˠ˶˩ ˣˮ˸ˣ˞ ˭˧˧ˮ˰˧˷ ˢˬπSession Key ˪ ˥˸˲ˬ˩ ˣˮ˸ˣ˞ ˷ˬ˷˧πAES. 

 ˫˰ ˨˧˷ˬˮˢ ˸˞ ˪˟˵ˬ ˡ˴ ˪˩˷ ˧˶˥˞ :˧˷˧˪˷ˢ ˟˪˷ˢπChallenge  ˥ˮ˰˲˪ ˪˩ˣ˧ ˞ˣˢ ,˧ˮ˷ˢ ˡ˴ˢˬ ˭˲˴ˣˬˢ

)decrypt˪ ˫˞ˣ˸ ˞ˣˢ˷ ˸ˬ˞˪ˣ ˣ˸ˣ˞ (πChallenge ˢ ˸˞ ˫˧ˬ˧˧˯ˬ ˨˟ˣ .˭ˣ˷˞˶ˢ ˟˪˷ˢˬπhandshake ,

ˢ ˸˞˧˶˵ ˸˞ ˰˴˟˪ ˥ˣ˵˪˪ ˫˧˶˷˲˞ˬˣπRPC ˢ ˨˪ˢˬ˟ .ˢ˴˶˷πhandshake ˫˞ˢ ˪˰ ˫˧˦˧˪˥ˬ ˫˧ˡ˴ˢ ˧ˮ˷ ,

ˣ ˭˧˲˴ˢ˪) ˫ˣ˸˥˪sign & seal .˸ˣ˧ˡ˧˸˰ˢ ˸ˣ˰ˡˣˢˢ ˸˞ ( 

 ˪ˣ˪˩˪ ˸ˣ˩˧˶˴ ˸ˣ˰ˡˣˢˢ ,ˣˤ ˢ˧˴˲ˣ˞ ˪˦˟˪ ˫˧˦˧˪˥ˬ ˫˞ .˸˷˶ˢ ˸ˬ˶˟ ˸ˣ˲ˮ˯ˬ ˧ˮ˲ˬ ˢˮˠˢ˪ ˧˥˶˩ˢ ˢˤ ˶˟ˡ

Authenticator Valueˢ ˸˶ˤ˰˟ ˟˷ˣ˥ˬ˷ ,πSKˢ ˪ˣ˦˧˟ ˪˴ˮ˪ ˶˷˲˞ ˨˧˞ ˢ˞˶ˮ ˱ˣ˯ˢ ˸˞˶˵˪ .πsign & seal. 

 

AES-CFB8 mode 

 ˪˷ ˫˧˥˸˲ˬˢ .˸ˣ˰˧ˠ˲˪ ˢˬ˶ˠ˷ ˸˧˶˵˧˰ˢ ˢˡˣ˵ˮˢ ˞˧ˢ ˸˞ˤMicrosoft  ˡˣˬ ˸˞ ˣ˷ˬ˧ˬCFB8  ˞˪ ˭˲ˣ˞˟

˦ˣ˶˧˲ˢ ˢˮ˧ˢ .˥˦˟ˣ˞ˬ : 

 ˢˮ˲˴ˢˢ ˪ˣ˵ˣ˦ˣ˶˲AES  ˪ˡˣˠ˟ ˫˧˵ˣ˪˟ ˭˧˲˴ˢ˪ ˰ˡˣ˧ ˸˧˯˧˯˟ˢ ˣ˸˯˶ˠ˟bitмс  ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˣˤ ˢˡ˟ˣ˰ .ˡ˟˪˟

˟ ˨˶ˣ˞˷˩ ˞ˬˠˣˡ˪ ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˸˧˸˧˰˟πplaintext ˟ ˵˪˥˸ˬ ˞˪ ˫˧ˮ˧˲˴ˬ ˣˮ˥ˮ˞˷πмс. 

CFB8  ˪˷ ˡ˥ˣ˧ˬ ˢ˪ˣ˰˲ ˡˣˬ ˣˮ˧ˢAES ˧˷ˣˬ˧˷ ˞ˣˢ ,˶ˬˣ˪˩ .˟˟˯ ˪˩˟ ˫˧ˡˡˣ˟ ˫˧˸˟ ˭˧˲˴ˢ˪ ˶˷˲˞ˬ˷ ,

ˬ ˶˴˵ ˣˮ˪˷ ˦˪˵ˢ ˨˶ˣ˞˷˩πмс  .˫˧˸˟ ˪˷ ˢ˶˵ˬ˟ ˢˤˢ ˡˣˬˢ ˸˞ ˫˧˩˧˶˴ ˢˬ˪NetlogonΚ  ˪˷ ˨˶ˣ˞ˢ ˧˩

πsChallenges  ˣˮ˧ˢу .ˡ˟˪˟ ˫˧˸˟ 

  ˡˣˬ˪ ˢˬˣˡ˟CFB )Cipher Feedback ,(CFB8  ˟˧˧˥ˬIV )Initialization Vector ˨˶ˣ˞˟ (16bit ˡˣ˞ˬ ˟ˣ˷˥ .

ˢ˷ ˶ˣ˩ˤ˪πIV  ˸ˣ˧ˢ˪ ˶ˣˬ˞˧˪ˬˣˡˮ˶  ˪˩ ˶ˣ˟˰ ˧ˡˣ˥˧˧ˣsession.  
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 ˸˪ˣ˰˲ ˭˲ˣ˞ ˸˞ ˦˶˲ˬ ˞˟ˢ ˦ˣ˦˶˷ˢAES CFB8Υ 

 

]˨ˣ˸ˬ s-whitepaper [ˢ˲˵˸ˬˢ ˪˷ 

 ˪˷ ˡˡˣ˟ ˸˧˟ ˪˷ ˢˮ˲˴ˢ ˶˷˲˞˪ ˧ˡ˩plaintext ˢ ˸˞ ˭˧˲˴ˢ˪˟ ˫˧˪˧˥˸ˬ ,˟ˣ˟˧˯ ˪˩˟πIV )bitмсˢ ˫˰ (πSK 

)bitмс˟ˬ ,ˢˮ˲˴ˢˢ ˸˞˴ˣ˸ ˪˷ (˧˪˞ˬ˷ ˧˩ˢ) ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˸˞ ˫˧˥˵ˣ˪ ˤ˞ˣ ,(˴ ˸˪ˣ˰˲ ˣ˧˪˰ ˫˧˰XOR  ˫˰

ˢ ˪˷ ˭ˣ˷˞˶ˢ ˸˧˟ˢπplaintextˢ ˱ˣ˯˪ ˢ˞˴ˣ˸ˢ ˸˞ ˫˧ˡ˧ˬ˴ˬˣ ,πIV  ˸˧˟ˢ ˸˞ ˫˧˪˟˵ˬ ˢˤ ˟˪˷˟ .(ˣˮ˧ˬ˧ˬ)

ˢ ˪˷ ˭ˣ˷˞˶ˢπciphertext. 

πsIV ˢ ˪˷ ˧ˮ˷ˢ ˸˧˟ˢˬ ˪˧˥˸ˬ ˞˟ˢ ˟ˣ˟˧˯ˢ ˪˷πIV  ,˫ˡˣ˵ˢ ˟˪˷ˢˬ ˪˟˵˸ˢ˷ ˸˧˟˟ ˫˧˧˸˯ˬˣ ,˧˶ˣ˵ˬˢ

 ˪ˣˠ˟ ˞ˣˢ ˫ˠ˷ ˨˩16bit.  ˨˩ˣˢ ˪˩ ˸˞ ˫˧ˮ˧˲˴ˬ˷ ˡ˰ ,˵ˣ˧ˡ˟ ˨˧˪ˢ˸ˢ ˣ˸ˣ˞ ˪˰ ˫˧˶ˤˣ˥πplaintext. 

˞˪ ,˟ˣ˦ ˢ˞˶ˮΚ ˢ˷ ˫˧˶˩ˣˤπIV ˧˪ˬˣˡˮ˶ ˸ˣ˧ˢ˪ ˶ˣˬ˞Κ  ˨˶˰˟ ˣ˷ˬ˸˷ˢ ˫ˢ˷ ˵˶ ˞˪ .˫˧˥˸˲ˬˢ ˣ˪˲ˮ ˭˞˩IV 

˩ ˣ˸ˣ˞ ˣ˶˧ˡˠˢ ˫ˠ ˞˪˞ ,˰ˣ˟˵πмс ˫˧˯˲˞! 

ˢˮ˩˯ ˢˣˣˢ˪ ˪ˣ˩˧ ˢˤ ˨˧˞ ˢ˞˶ˮ ˣ˞ˣ˟... 
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]˨ˣ˸ˬ s-whitepaper [ˢ˲˵˸ˬˢ ˪˷ 

˟ ˫˧˶˥ˣ˟ ,˦ˣ˦˶˷˟ ˫˧˞ˣ˶˷ ˧˲˩πClient Challenge ˬ ˟˩˶ˣˬˢπу ˶ˬ˪ .˫˧˯˲˞ ˪˷ ˫˧˸˟ˣ ˶ˣˬ˞ ˢˤ ˨˶˰˷ ˸

˭˧˞ ,˧˪ˬˣˡˮ˶ ˸ˣ˧ˢ˪ .˸˞ˤ ˫˯ˣ˥˷ ˭ˣˮˠˮˬ ˫ˣ˷ 

ˢ ˸˞ ˫˧ˮ˧˲˴ˬ ˣ˟˷ ˭ˣ˷˞˶ˢ ˟˪˷ˢ˷ ˢ˥ˮˢ˟πIV  ˫˧˪˟˵ˬ0x00ˢ ,πIV  ˪˷ ˱˴˶ ˸ˣ˧ˢ˪ ˨˧˷ˬ˧ ˞˟ˢ ˟˪˷˟

˷ ˭ˣˣ˧˩ˬˣ .˫˧˯˲˞π л ὢὕὙ π πˢ ˪˷ ˫˧˸˟ˢ ˪˩ ,πciphertext .˫˧˯˲˞˩ ˣ˪˟˵˸˧  ˵˧˲ˬ ˸˶˷ˢ˷ ˭ˣˣ˧˩ˬ

 ˨˶˰Server Challenge ˢ ˧˩˶˰ ˫ˠ ,˧˞˶˵˞πSK  ˪˰ ˸ˣ˵˧ˡ˟˷ ˭ˣˣ˧˩ˬˣ .˫˧˧˞˶˵˞AES  ˸ˣ˲˵˸ˢ˷ ˸ˣ˞˶ˬ

˸ˣ˪˧˰˧ ˭ˮ˧˞ ˢ˵˧˦˯˧˦˦˯ ˸ˣ˯˯ˣ˟ˬ (ˢˡ˧˥˞ ˸ˣˠ˪˲˸ˢ ˸ˬ˧˧˵) ˨˶˰ ˪˟˵˧ ˦˧˟ ˪˩˷ ˧ˣ˩˧˯ˢ ,л ˣˮ˧ˢ ,рл҈. 

ˬ ˟˩˶ˣˬˢ ˭ˣ˷˞˶ ˸˧˟ ˪˟˵ˮ˷ ˧ˣ˩˧˯ˢ ,˸˶ˬˣ˞ ˸˞ˤπу  ˣˮ˧ˢ ˫˧˯˲˞πȢυ ς. 

˩ˣ ,ˡ˥˞ ˸˧˟ ˫˧ˮ˧˲˴ˬ ˣˮ˥ˮ˞ ˧˟ˣ˟˧˯ ˪˩˟˷ ˭ˣˣ˧˩ˬ ˸˞˴ˣ˸ ˪˟˵ˮ˷ ˰ˠ˶˟ ,˫˧˟ˣ˟˧˯ˢ ˪˩˪ ˫˧ˢˤ ˫˧˦˪˵ˢ ˪

) ˯˲˞ ˢ˧ˢ˸ ˸˧˲ˣ˯ˢ ˢ˞˴ˣ˸ˢ ˫ˠ ,˯˲˞ ˢˣˣ˷ˢ ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˪˷ ˢˮ˲˴ˢ8bytes .(˫˧˯˲˞ ˪˷ 

 ˧"˰ ˥ˣ˵˪ˢ ˸˞ ˸ˬ˞˪ ˥˧˪˴ˮ ,˰˴ˣˬˬ˟ ˶ˬˣ˪˩у  ˪˩˟ ˸˥˞ ˫˰˲ ,˫˧˯˲˞ ˪˷ ˫˧˸˟нрс ˸ˣˮˣ˧˯˧ˮ .

 ˸ˣ˶˟˥˸ˢ ˸ˣˮˣ˧˯˧ˮ ˢ˟˶ˢˬ ˫˯˥ˮ ˞˪ ˥ˣ˵˪ˢ ,˪ˡ˥ˬ ˸˶˧˶˟˩ ˶˷˞ ˡ˰ ˸ˣ˯ˮ˪ ˨˧˷ˬˢ˪ ˪˩ˣˮ ˭˩˪ˣ ,˫˧˪˷ˣ˩

.˫˧˥˧˪˴ˬ 

  



 
 

From Zero to Admin - The Zerologon Journey 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ122, ˶˟ˣ˦˵ˣ˞ 2020  мм 
 

˸ˣ˰˧ˠ˲ˢ ˨˪ˢˬ 

.˱ˣ˯ ˱ˣ˯ ˸ˣ˰˧ˠ˲ˢ ˪˞ ˢˮ˲ˮ ˣ˞ˣ˟ ˟ ˫ˢ˪˷ ˶ˡ˯ˢ ˧˲˪ ˫˧˟˪˷ˢ ˪˰ ˶ˣ˟˰ˮπwhitepaper  ˸˞ ˶˸ˣ˧ ˭˧˟ˮ˷ ˧ˡ˩

.˫˧˶˵ˣ˥ˢ ˪˷ ˸ˣ˦˪˥ˢˢ 

 ˟˪˷м - ˢ ˱ˣ˧ˤ-Client CredintialΥ 

 ˸˲˪˥ˢ˟ ˪˧˥˸ˬ ˨˧˪ˢ˸ˢ ,˫ˡˣ˵ˬ ˣˮ˶˟˯ˢ˷ ˣˬ˩Challenges ˧"˰ ˸˰˴ˣ˟ˬ ˸˞ˤ ˢ˪ˣ˰˲ ˥ˣ˵˪ˢ ˪˴˞ .

 ˢ˧˴˵ˮˣ˲ˢNetrServerReqChallenge ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˟ ˸˶˷˪ ˣ˸ˣˢˤ ˸˞ ˸ˬ˞ˬ ˥ˣ˵˪ˢ ,˭˩ˬ ˶˥˞˪ˣ .

NetrServerAuthenticate3 ˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˣˤ ˢ˧˴˵ˮˣ˲ .ClientCredintial ˢ˧˴˵ˮˣ˲ˢ ˸˴˶ˢˬ ˸˪˟˵˸ˬ˷ ,

ComputeNelogonCredintial ˢ ˪˰πClientChallenge. 

˲˟ ˸˷ˬ˸˷ˬ ˢˮ˲˴ˢˢ ˟˪˷˟˷ ˪˪ˠ˟ ,˸˧˸˧˧˰˟ ˣˤ ˢ˧˴˵ˮˣπIV ˬ ˟˩˶ˣˬˢπмс ˟ˣ ,˫˧˯˲˞ ˪˷ ˫˧˸˟π

ClientChallenge  ˪ˡˣˠ˟8byte.˫˧˯˲˞ˬ ˟˩˶ˣˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˫ˠ˷ , 

˟ ˶˥˟ˮπClientChallenge  ˸˧˟ˣ˧˥ ˢ˟ˣ˷˸ ˫˧˪˟˵ˬ ˶˷˞ ˡ˰ ˶˟˥˸ˢ˪ ˸ˣ˯ˮ˪ ˨˧˷ˬˮˣ ,˯˲˞˪ ˢˣˣ˷ˢ

 ˰˴ˣˬˬ˟ ,˫ˡˣ˵ˬ ˣˮ˶˟˯ˢ˷ ˣˬ˩ .˸˶˷ˢˬ ˨˶˦˴ˮнрс  ˨˷ˬ˟ ˸ˣˮˣ˧˯˧ˮˢ ˸˞ ˳˧˶˧ ˱˵ˣ˸ˢ ˫˞ .˸ˣˮˣ˧˯˧ˮ

 ˞ˬˠˣˡ˪нллл  ˶ˬˣ˪˩ ,˷ˡ˥ ˶˷˵ ˫˰ ˫˰˲ ˪˩˟) ˸ˣˮˣ˧˯˧ˮsk  ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˪˷ ˸ˣ˶˧˟˯ ˷˧ ,(˷ˡ˥млл҈ 

 ˫˧˧˵)false negative  ˪˷л.лп҈( .ˣ˧˶˥˞˷ ˣ˪˞ ˸˞ˣ ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˸˞ ˯˲˞˪ ˞ˣˢ˷˧˸ˬ ˥˧˪˴˧˷ 

 

˟˪˷ н -  ˪ˣ˦˧˟Signing & SealingΥ 

ˢ ˨˶˰ ˣˢˬ ˫˧˰ˡˣ˧ ˞˪ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬπSK ˣˮ˪ˤˬ˪ ˪˟˞ .˸˶˷ˢˬ ˸˶ˤ˥ˣˬˢ ˢ˰ˡˣˢˢ ˸˞ ˥ˮ˰˲˪ ˪˩ˣˮ ˞˪ ,

ˢ ˧ˣ˟˧˩ ˧"˰ ˸ˣ˰ˡˣˢˢ ˸ˬ˧˸˥ˣ ˸ˮ˲˴ˢ ˸˞ ˪˦˟˪ ˶˷˲˞πflag ˬ ˵˪˥)πNegotiateFlags˟ (π

NetrServerAuthenticate3. 

 

˟˪˷ о - ˸˲˧ˣˤˬ ˢ˞˧˶˵: 

ˡˣ˵ˢ ˟˪˷˟ ˢ˞˧˶˵ˢ ˸ˮ˲˴ˢ ˸˞ ˪˦˟˪ ˣˮ˥˪˴ˢ˷ ˸ˣ˶ˬ˪ ˞˶˵ˮˢ ˨˶˰ ˷ˣ˶ˡ˧ ˸˶˷ˢ ,˫authenticator 

 ˢ˧˴˵ˮˣ˲ˢ ˸˴˶ˢ ˧"˰ ˪˟˵ˮ ˨"ˮˢ ˨˶˰ˢ ˸˞ .˰˴˟ˮ˷ ˸ˣ˞˧˶˵ˢ ˟ˣ˶ ˶ˣ˟˰ComputeNetlogonCredential  ˪˰

ClientStoredCredential + Timestamp. 

ClientStoredCredential ˟ ˱˯ˣˣ˸ˬˢ ˨˶˰ ˣˮ˧ˢπм ˢ ˨˪ˢˬ˟ .ˢ˰ˡˣˢ ˪˩ ˧˶˥˞πhandshake  ˪˥˸ˣ˞ˬ ˞ˣˢ

 ˪˷ ˨˶˰ ˣ˸ˣ˞˪ClientCredential.˯˲˞˪ ˣˮ˪˷ ˢ˶˵ˬ˟ , 

πsTimestamp  ˦ˬ˶ˣ˲ˢ ˭ˬˤˢ ˸˞ ˪ˣ˪˩˪ ˶ˣˬ˞Posix ˨˶˰ ˪˰ ˸˶˷ˢ ˡ˴ˬ ˸ˣ˪˟ˠˢ ˫ˣ˷ ˭˧˞˷ ˶˶˟˸ˬ ˪˟˞ ,

 .˯˲˞˩ ˶˧ˡˠˢ˪ ˶˷˲˞ ˣ˸ˣ˞ ˫ˠ ˭˩˪ˣ ,ˢˡ˷ˢ˫ˣ˩˧˯˪ ,˨˶˰ˢ ˪˷ sπauthenticator ˯˲˞˪ ˢˣˣ˷ ˢ˧ˢ˧ ˥˪˷ˮ˷. 
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˟˪˷ п -  ˸ˬ˯˧˯ ˧ˣˮ˧˷-sMachine Account ˢ ˪˷-Domain ControllerΥ 

˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˞˧˶˵ ˢˬ˩ ˸ˣˬ˧˧˵ .˸ˣ˰˧ˠ˲ˢ ˸˷ˬ˷ˢ˪ ˸ˣˮˣ˷ ˸ˣ˧ˣ˶˷˲˞ ˣ˵ˡ˟ ˫˧˶˵ˣ˥ˢπAccount 

Database Replicationˢ ˸˯˧ˮ˩ ˫˰ ˣˬ˯˥ˮ ˢ˪˞ ˸ˣ˞˧˶˵ ˪˟˞ ,πActive Directory .ˢˮˣˬ˸˪ 

 ˢ˞˧˶˵ˢ ˢ˸˧˧ˢ ˸˶˥˞ ˢ˧˴˲ˣ˞NetrServerPasswordGet ˨˶˰ ˸˪˟˵ ˸˶˷˲˞ˬ˷ ,NTLM Hash  ˪˷

ˢ ˸˶ˤ˰˟ ˭˲˴ˣˬ ˢˤ ˨˶˰ ,˪˟˞ .˷ˬ˸˷ˬ ˸ˬ˯˧˯πSK )Session Key.˸˧˸˧˧˰˟ ˣˤ ˢ˧˴˲ˣ˞ ˭˩˪ˣ ,( 

 ˢ˞˧˶˵ˢ ˢˮ˧ˢ ˫˸ˣ˷˶˪ ˢˡˬ˰˷ ˶˸ˣ˧˟ ˢ˟ˣ˦ ˢ˧˴˲ˣ˞ˢNetrServerPasswordSet2 ˸˶˷˲˞ˬ ˣˤ ˢ˞˧˶˵ .

˟ ˟˷˥ˬ ˸ˬ˯˧˯ ˸ˣˮ˷˪πDomain ˪˷ ˧˸˧˧˰˟ˢ ˭ˣˮˠˮˬˢ ˣ˸ˣ˞ ˧"˰ ˸ˮ˲˴ˣˬ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˢˬ˯˧˯ˢ .

Netlogon ˸˶ˤ˰˟ ˶ˬˣ˪˩ ,CFB8  ˫˰IV .˫˧˯˲˞ ˣ˪ˣ˩˷ 

.ˢˮ˧˵˸ˣ ˸˧˵ˣ˥ ˪"ˮˢ ˢ˞˧˶˵ˢ ˸˶ˤ˰˟ (˫˧˯˲˞ ˢ˪ˣ˩) ˢ˵˧˶ ˢˬ˯˧˯ ˸˶ˡˠˢ˷ ˶˶˟˸ˬ 

˟ ˢˬ˯˧˯ˢ ˭ˣ˩ˡ˰˪ ˫˶ˣˠ ˢˤ ˭˲ˣ˞˟ ˢˬ˯˧˯ ˧ˣˮ˧˷πAD  ˢ˶ˣˬ˷ˢ ˢˬ˯˧˯ˢ ˸˞ ˭˩ˡ˰˪ ˧˪˟ˬ ˶ˬˣ˪˩ ,ˡ˟˪˟

 ˞˪ ˢ˪˞ ˸ˣ˪ˣ˰˲ ˡˣ˰ ˪˩ˣ ,˸ˣ˧ˮˡ˧ ˸ˣ˪ˣ˰˲ ˷˶ˣˡ ˣˬ˴˰ ˟˷˥ˬ˟ ˭ˣ˩ˡ˰ˢ .ˣˬ˷˟ ˢ˰˴˟˸ˢ ˢ˞˧˶˵ˢ˷ ˟˷˥ˬ˟

 ˫˶ˠˮ ˢˤ˩ ˟˴ˬ˟ ˶ˬˣ˪˩ .˸ˣˮˣ˷ˢ ˸ˣ˧ˣ˶˟˥˸ˢ˟ ˪˷˩˧˧ ˟˷˥ˬˢ ,ˣ˰˴ˣ˟DOS. 

 

˟˪˷ р - ˪ ˨ˣ˲ˢ˪-Domain AdminΥ 

 ˪˰ ˦˪˸˷ˢ˪ ˞ˣˢ ˣ˰˴˧˟˷ ˭ˣ˶˥˞ˢ ˟˪˷ˢDC. 

˸ˬ˯˧˯ ˯˲˞˪ ˣ˥˧˪˴ˢ ˫˧˶˵ˣ˥ˢ˷ ˧˶˥˞ s-Machine Account ˢ ˟˷˥ˬ ˪˷πDC ˭˧˟ ˧ˮˣ˷ˢ˷ ˟˪ ˣˬ˷ ˫ˢ ,

˟ ˸ˮ˯˥ˣ˞ˬ˷ ˢ˷ˡ˥ˢ ˢˬ˯˧˯ˢπDB ˢ ˪˷πAD ˟ ˸˧˪˞˵ˣ˪ ˢ˶ˣˬ˷ˢ ˢˬ˯˧˯ˢ ˭˧˟˪πRegistry ˢ ˪˷πAD 

)HKLM\SECURITY\Policy\Secrets\$machine.ACC ˪˷ ˢ˪ˣ˰˲ˢ ˸˵˯˲ˢ ˪˷ˬ˪ ,˸ˣ˧ˣ˲˴ ˞˪ ˸ˣ˧˰˟˪ ˫˶ˣˠ ,(

πsDNS Resolver. 

 ˞˶˵ˮˢ ˦˲˧˶˵˯˟ ˣ˷ˬ˸˷ˢ ˫ˢ ˣˤ ˢ˪˵˸ ˪˰ ˶˟ˠ˸ˢ˪ ˧ˡ˩py.secretsdump ˢ˷ˡ˥ˢ ˢˬ˯˧˯˟ ˣ˷ˬ˸˷ˢˣ ,

ˢ ˪˩ ˸˞ ˳˪˧˥ ˢˤ ˦˲˧˶˵˯ .ˣ˶˧ˡˠˢ˷πhashes ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˤ˰˟ ,˫˧˷ˬ˸˷ˬˢ ˪˷Domain Replication 

Service )DRS.( 

ˢ ˨˶˰ ˸˞ ˣ˪˟˧˵ ˨˩πhash ˢ ˸ˬ˯˧˯˪ ˷ˡ˥ˢπDC˟ ˶ˣˬ˷ˢ ˨˶˰ˢ ˸˞ ˣˮ˩ˡ˰ˣ ,πregistry  ˶ˣˤ˥˧ ˪ˣ˩ˢ˷ ˧ˡ˩

.˪˧ˠ˶˩ ˡˣ˟˰˪ 

https://github.com/SecureAuthCorp/impacket/blob/master/examples/secretsdump.py
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˷ˣˬ˧ˬ 

 ˧˪˩ ˫ˠ ˶˧˩ˤˮ) ˸ˣ˰˧ˠ˲ˢ ˸ˣˮ˩˸˧ˢ ˵ˡˣ˟˷ ˡˣ˵ˢ ˸˞ ˸ˣ˶˧ˢˬ˟ ˶ˣ˵˯˪ ˣˮ˶˥˟ ,˶˟˯ˢˢ ˸˞ ˫˧˪˷ˢ˪ ˧ˡ˩˟

exploitation˸˶˟˥ ˪˷ ˣˮ˧ˢ ˡˣ˵ˢ .( Secura )https://github.com/SecuraBV/CVE-2020-1472 ˢ˞˴ˬ˷ (

 ˡˣ˵ ˧˰˦˵˪ ˫ˠ ˳ˣ˲˵ˮ ˫˰˲ ˧ˡ˧ˬ .ˢ˲˵˸ˢˢ ˸˞˫˧˶˥˞Υ 

 ˸˶˷ ˫˷ ˸˞ ˪˟˵ˬ ˡˣ˵ˢDC  ˰˴˟˪ ˢ˯ˮˮ ,ˢ˴˧˶ˢ ˨˪ˢˬ˟ .˶˟˥˸ˢ˪ ˷˧ ˣ˧˪˞нллл ˢ ˪˞ ˫˧˶ˣ˟˧˥πDC 

˩˧˯ˢ ˸˧˦ˬ˸ˬ ˫ˮˬˣ˞) ˞ˣˢ ˥˧˪˴ˮ˷ ˧ˣ ˰˴˟ˮ ˭˩˪ˣ ˶ˣˬ˞˩ ˫˧˧ˣ˩˧˯ˢ ˸˞ ˟˧˧˦˪ ˣˮˮˣ˴˶˟ ˨˞ ,нллл  ˸ˣˮˣ˧˯˧ˮ

 ˞˪ˣнрс.( 

˭˞˩ ˢ˶ˣ˵ ˭˧˧ˮ˰ˬˢ ˵˪˥ˢΥ 

 

]˨ˣ˸ˬ sπrepository[ 

ˢ ˸ˣ˶˧˷ ˪˞ ˸ˣ˶˟˥˸ˢ ˭ˣ˧˯˧ˮ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˭ˣ˷˞˶ˢ ˵˪˥˟πNetlogon ˟πDC . 

˪ ˸ˣ˶˟˥˸ˢ ˭ˣ˧˯˧ˮ ˢ˞˶ˮ ˨˷ˬˢ˟πDC  ˧˪ˠˡ ˞˪˪ ˢ˦˵˞˲ ˸˶ˤ˰˟sign & seal. 

  

https://github.com/SecuraBV/CVE-2020-1472
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 ˢ˧˴˵ˮˣ˲ˢhNetServerReqChallenge  ˸˪˟˵ˬClient Challenge  ˢ˶˧ˤ˥ˬˣServer Challenge  ˢˮ˧ˢˣ

ˠˣ˯ˢˬΥ 

 

]˨ˣ˸ˬ MS-NRPC[ 

 ˢ˧˴˵ˮˣ˲ˢ ˡ˧˵˲˸hNetServerAuthenticate3 ˢ ˸˶˧˴˧πSession Key ˢˠˣ˯ˣ ,˫˧ˡˡ˴ˢ ˶ˣ˟˰Υ 

 

]˨ˣ˸ˬ MS-NRPC[ 
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 ˰ˣ˴˧˟ˣ ˦˲˧˶˵˯ˢ ˸˴˶ˢ˪ ˞ˬˠˣˡ ˭˪ˢ˪Dump ˪πHashesΥ 

 

]˨ˣ˸ˬ :https://www.youtube.com/watch?v=_HdhhC8UhPA&feature=emb_logo&ab_channel=InfiniteLogin[ 

) ˞˟ˢ ˡˣ˵ˢcom/risksense/zerologon.github ˰˴˟ˬˣ ˢˬ˧ˡ˵ ˡ˥˞ ˡ˰˴ ˢ˩ ˡ˰ ˣˮ˧˞˶˷ ˢˬ ˸˞ ˥˵ˣ˪ (

ˢ ˸˯˧˯ ˪˷ ˯ˣ˲˧˞πDCΥ 

 

]ˡˣ˵ ˨ˣ˸ˬ srepository ˪"ˮˢ[ 

ˢ ˸ˣˡ˷˟ ˪ˣ˲˧˦ ˸ˣ˞˶˪ ˭˸˧ˮ ˡˣ˵ˢ ˸˪˧˥˸˟πauthenticator  ˣ˲˶ˣ˴˧ ˨˷ˬˢ˟ˣ (˫˧ˮˣ˩ˮ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥˷)

 ˱ˣ˯˟˪ˣ ˢ˦˵˲˟ ˫˧˷˪ ˷˧˷ ˫˧˧˲˧˴˲˯ ˸ˣˡ˷˪ ˯˥˧˧˸ˬ ˡˣ˵ˢ ˧˰˴ˬ˞ˢ ˵˪˥˟ .ˢ˦˵˞˲˪рмс  ˣ˞˧˟˧˷ ˫˧˯˲˞

˟ ˞ˬ˯˧˯ˢ ˯ˣ˲˧˞˪πDC.ˢ˦˵˲ˢ ˪˷ ˢ˥˧˪˷ ˸˰˴˟˸ˬ ˱ˣ˯˟˪ . 

https://www.youtube.com/watch?v=_HdhhC8UhPA&feature=emb_logo&ab_channel=InfiniteLogin
https://github.com/risksense/zerologon


 
 

From Zero to Admin - The Zerologon Journey 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ122, ˶˟ˣ˦˵ˣ˞ 2020  мс 
 

:˞˟ˢ ˡˣ˵ˢ ˪˰ ˪˩˸˯ˮ ,˟ˠ˞ ,˞ˬ˯˧˯ ˸ˣˮ˷˪ ˢ˴˶ˮ ˫˞ 

 

]˨ˣ˸ˬ 1472-2020-com/dirkjanm/CVE.github[ 

 ,˸˞ˤ ˫˰ .˫ˡˣ˵ ˣˮ˧˞˶˷ ˡˣ˵˪ ˫˧ˢˤ ˸ˣˡ˷ ˢ˟˶ˢ ˷˧ ˭˞˩ ˫ˠ˷ ˸ˣ˞˶˪ ˶˷˲˞__password  ˞ˬ˯˧˯ ˞˧ˢ

 ˢ˧˴˵ˮˣ˲ˢˣ ˷ˬ˸˷ˬ˪ ˫˧˷˪ ˫˧˴ˣ˶ ˣˮ˞˷NetrServerPasswordSet2  ˸ˬ˯˧˯ ˫˧˷˪ ˣˮ˪ ˶˷˲˞˸cleartext 

 ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ .ˢ˷ˡ˥ComputeNetlogonCredentialAESˢ ˸˞ ˟˷˥ˮ ,πNetlogon Credentials .

 ˢˮ˸˷ˬˢindata ˫ˣ˵ˬ˟ ,˸˰˩ ˪˧˩˧ ,рмс ) ,˫˧˯˲˞рмнπlen(password) ˸˞ˣ ˢˬ˴˰ ˞ˬ˯˧˯ˢ ˸˞ ,˫˧˯˲˞ (

˩ ˢ˪ˡˣˠπunsinged long ˟πlittle edian.ˢ˦˵˲ˢ ˪˷ ˢ˥˧˪˷ ˸˰˴˟˸ˬ ˱ˣ˯˟˪ . 

 

˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˩˪˷ˢ 

 ˸˶ˤ˰˟ ˭˸˧ˮ˷ ˣˮ˧˞˶˟ ˫˧˸ˣ˶˧˷ˢ ˪ˣˬ ˪˞ ˸ˣˢˡˤˢ˪ ˢ˲˵˸ˬˢπDomain  ˸ˣ˷˰˪ ˭˸˧ˮ ˫˞ˢ .˶˥˞ ˷ˬ˸˷ˬ˩

ˢˤ˪ ˶˟˰ˬΚ .ˣ˸˶˧˥˟˪ ˷ˬ˸˷ˬˢ ˸ˬ˯˧˯ ˸˞ ˸ˣˮ˷˪ ˣ˞ ˯˲˞˪ ˫ˠ ˱˵ˣ˸ˢ ˪ˣ˩˧ ,˶ˣˬ˞˩ .˭˩˞ 

 ˞˧ˢ ˰˴˟˪ ˱˵ˣ˸ˢ ˪ˣ˩˧˷ ˢ˲˧ ˢ˲˵˸ˢ ˡˣ˰DCSync  ˢ˶˞ˣ˸˷˸˲˵˸ˬ ˶ˬ˞ˬ˟ DCSync ˭˧ˣ˴ˬˢ  ,˧˶˟˥ ˪˷

 .˪ˡˮ˷ ˸˧ˬ˰DCSync ˪ ˢˤ˥˸ˬ ˱˵ˣ˸ˢ ˢ˟˷ ˢ˲˵˸ˬ ˞˧ˢπDC ˢ ˫˰ ˭˶˩ˮ˸˯ˢ˪ ˷˵˟ˬˣπDC  ˱˵˸ˮˢ

˫˧˷ˬ˸˷ˬˣ ˸ˣ˞ˬ˯˧˯ ˞˧˴ˣˢ˪ ˨˩ ˸ˣ˰˴ˬ˞˟ˣ π ˣ˵ˣ˦ˣ˶˲ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˪˩ ˪DRS. 

ˢ˲˧˵˸˟ ˪˷˩ˮ˷ ˢ˶˵ˬ˟ ˢ˶˵˧ ˢˬˣΚ  ˰˴ˣ˟˧DOS ˢ ˪˰-DC...  ˷˧˞ ˫ˣ˷˷ ˶˟ˡIT  ˢ˶ˣ˵˷ ˥ˬ˷ ˢ˧ˢ ˞˪

ˣ˪˷ ˸˶ˬ˷ˬ˟ é 

 ˪˷ ˢ˲˧˵˸ ˰˴˟˪ ˱˵ˣ˸ˢ ˪ˣ˩˧ ,˱˯ˣˮ˟DCShadowˬ ˢ˲˵˸ˬ ,πнлму  ˢ˟ ˢˡˬ˰ˢ ˸˞ ˫ˣ˷˶˪ ˣ˪ ˸˶˷˲˞ˬˢ

˩ ˷ˬ˸˷ˬ ˞ˣˢπDC ˡˣ˰ˣ ˸ˣ˴ˣ˟˵˟ ,˸ˣ˞ˬ˯˧˯˟ ˫˧˧ˣˮ˧˷ ˰˴˟˪ ˨˩ˣ ˧ˮ˷é 

ˢ˪ ˸ˮˬ ˪˰˟ ˸ˣ˞ˬ˯˧˯ˢ ˪˪˩ ˸˞ ˠ˧˷πDC ˞˶˵ˮ˷ ˦˲˧˶˵˯˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,secretdump.py  ˶ˣˬ˞˩

 ˸˪˧˟˥˟)impacket ˣˬ˩ ˵ˤ˥ ˷ˬ˸˷ˬ ˪˷ ˭ˣ˟˷˥ ˪˟˵˧ ,˟ˠ˞ ˦˲˧˶˵˯ˢ .(Domain Admin  ˶˷˲˞˧ˣ

˪ ˶˟˥˸ˢ˪πDC  ˸˶ˤ˰˟SMB ˢ ˸˞ ˣˮˬˬ ˞˧˴ˣˢ˪ˣ ˟ˣ˶˪πLSA Secrets,Security Hive ,ntds.dit  ,SAM 

https://github.com/dirkjanm/CVE-2020-1472
https://www.digitalwhisper.co.il/files/Zines/0x77/DW119-3-DCSync.pdf
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 ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˤ˰˟ ˳˟ˣ˵˪ ˫˞˴˧˧˪ˣDRS  ˸˴˶ˢ ˣ˞vssadmin  ˧˪˩ˢ ˸˶ˤ˰˟smbexec  ˸˪˧˟˥˟ ˪˪˩ˮ ˫ˠ˷)

impacket.(  ˦˰ˬ ˞˪ ˡˣ˰ ˷ˬˬ˪ ˭˸˧ˮ ˸˞ ˨˧˷ˬˢ˪ ˫˩˪˷ ˭ˣ˧ˬ˧ˡ˪ ˭˸˧ˮˣ ˸ˣ˰˧ˠ˲ˢ ˶ˣ˞˪ ˸ˣ˧˶˷˲˞ ˸ˣ˲˵˸ˬ

˞˷ˣˮ˟ ˢ˰˧˶˧ˢ... 

 

ˢ˲˵˸ˢ˪ ˫˧ˮˣ˵˧˸ 

˟ ˳˲ˣˢ ˢ˞˧˴ˣˢ ˦˲˯ˣ˶˵˧˧ˬ˷ ˭ˣ˵˧˸˟ ˭ˣ˷˞˶ˢ ˵˪˥ˢπмм  ˦˯ˣˠˣ˞˟нлнл ,ˣˮ˸˥ˬ˷˪ .Microsoft  ˸˞ ˢ˴˧˲ˬ

 ˪˷ ˭˵˸ˢNetlogon  ˦˯ˣˠˣ˞˟ ˰˶˧˞ ˭ˣ˶˥˞ˢ ˧ˣˮ˧˷ˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮˣнлнл. 

˫˧˧ˣˮ˧˷ˢ ˭˧˟Υ  

A step was added to the session-key negotiation process: "If none of the first 5 bytes of the client 

challenge is unique, the server MUST fail session-key negotiation without further processing of 

the following steps. 

ˢ˞ˣˣ˷ˢ  ˭˧˟netlogon.dll  ˧˪ˣ˧ ˪˷нлнл  ˦˯ˣˠˣ˞˪нлнл ˢ˞˶ˬ  ˢ˧˴˵ˮˣ˲ˢ˷NetrServerAuthenticate 

 ˸˞˶˵ˮ˷ ˢ˷ˡ˥ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˫˰ ˢ˟˥˶ˣˢNlIsChallengeCredentialPairVulnerable xπflow  ˣ˟˷

 ˶˧ˤ˥˸ ˞˪ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˣ˟ ˢ˶˵ˬ˟ ˡˣ˟˰˪ ˵˧˯˲˧ ˪ˣ˵ˣ˦ˣ˶˲ˢл ˢ ˨˧˪ˢ˸ ˶ˬˣ˪˩)πChallenge 

Credentials (˰˧ˠ˲: 

The NetrServerAuthenticate3 method should mutually authenticate the client and the server and 

establish the session key to be used for the secure channel message protection between the 

client and the server. 

 ˢ˧˴˵ˮˣ˲˟NlIsChallengeCredentialPairVulnerableˢ ,πChallenge ˟ ˭˯˥ˣ˞ˬ ˥ˣ˵˪ˢˬ ˰˧ˠˬ˷πbuffer 

 ˫˷˟rcx ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˶˸ˣ˧ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ˟˷ ˨˩ ,˟˷˥ˬˢ ˸˯˶ˠ ˸˵ˡ˟ˮ ˢ˞˶ˮˢ ˪˩˩ ,˨˷ˬˢ˟ .

ˢ .˪˥ˣ˧ ˞˪ ˭ˣ˵˧˸ˢπbuffer  ˞˶˵ˮ˷rcx  ˧˶˞ˢ ˵˪˥˟ ,˸˰˩ .ˢ˞˧˶˵ ˸ˣ˞˧ˠ˷ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ˵˧˶ ˣˮ˧˞˷ ˵ˡ˟ˮ

˟ ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˯ˮ˩ˣˬ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷πChallenge  ˢˮ˸˷ˬ˪r9d  ˪ˣˬ ˪˞ ˢˣˣ˷ˣˬˣп ˥˞˷ ˫˧˸˟ˢ" ˧ˡ˧ ˪˰) ˩

 ˶˧ˤ˥˸ ˢ˧˴˵ˮˣ˲ˢ ,˞ˣˢ˷˪˩ ˭ˣ˧ˣˣ˧˷ ˧˞ ˫˧˧˵ ˫˞ .(ˢ˞˪ˣ˪лˢ˷ ˣ˸ˣ˰ˬ˷ˬ˷ ,πChallenge  ,˸˶˥˞ .˰˧ˠ˲ ˣˮ˧˞

ˤ˥ˣ˧ ˶мˬ ˰ˮˬˮ ,˨˩ .˰˧ˠ˲ ,πChallengeπ ˞ˬˠˣˡ˪ ,˫ˬ˴˰ ˪˰ ˫˧˶ˤˣ˥ˢ ˫˧ллллл ,ммммм .'ˣ˩ˣ 

˟ ˶ˣˬ˞˩ ,˨˩˪ ˢ˟˧˯ˢπWhitepaper  ˪˷Secura :˞˧ˢ 

"When an IV consists of only zeroes, there will be one integer 0 Җ X Җ 255 for which it holds 

that a plaintext that starts with n bytes with value X will have a ciphertext that starts with n 

bytes with value 0. X depends on the encryption key and is randomly distributed." 
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 ,˶ˬˣ˪˩л ˪ ˫ˠ ˯˥˧˧˸ˬ ˱˧˰˯ˢˣ ˦˷ˣ˲ˬˢ ˢ˶˵ˬˢ ˵˶ ˞ˣˢπIV  ˸ˬˠˣˡ˩ммммм 'ˣ˩ˣ: 

 

] ˨˶˰ˮ˨ˣ˸ˬ 0patch[ 
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 ˸˞ ˵˶ ˵ˣˡ˟˪ ˦˲ˣ˯ˣ˶˵˧ˬ˪ ˢˬ˪ ,˟ˠ˞р ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢΚ  ˵˶ ˣ˧ˢ˧ ˫˞ ˫ˠ˷ ˢˮ˟ˢˢ ˨ˣ˸ˬ ˢ˞˶ˮˢ ˪˩˩р 

ˢ ˸˪˧˥˸˟ ˫˧ˢˤ ˫˧˸˟πChallenge ˪˷ ˧ˣ˩˧˯ ˢ˧ˢ˧ ,мκмллллллллл  .˸ˣ˰˧ˠ˲˪ ˸ˣ˷˵˟ ,˶˲˯ˬ˪ ˟˪ ˫˧˷ˮ

˪ ˵˵ˡˤˮ ˸˰˩πς .˥˧˪˴ˢ˪ ˸ˮˬ ˪˰ ˸ˣˮˣ˧˯˧ˮ 

ˢ ˪˷ ˭ˣ˵˧˸ˢπмм ˬ ˰ˮˣˬ ˦˯ˣˠˣ˞˟πDC ˪ ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ˬ ˫ˠπRPC  ˡ˰˸˪ ˶˷˲˞ˬ ˫ˠ ˭ˣ˵˧˸ˢ .˭˲˴ˣˬ ˞˪

 ˫ˮ˧˞˷ ˫˧˶˧˷˩ˬˬ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˸ˣˮˣ˧˯˧ˮindowsW ˟ ˫˧˷ˬ˸˷ˬ ˞˪˷πRPC  ˶˷˲˞˪ ˸ˮˬ ˪˰ ˭˲˴ˣˬ

˟ ˸˩ˬˣ˸˷ ˸˞ˤ˩˟ ˫˸˶ˬˣ˥ ˸˞ ˱˧˪˥ˢ˪ ˫˧˪ˢˮˬ˪πRPC .˥˦˟ˣ˞ˬ  ˡˣ˰ ˣ˲˯ˣˣ˸ˢ ,˭ˣ˵˧˸ˢ ˨˪ˢˬ˟р  ˧ˠˣ˯

˟ ˰˧˲ˣˢ˪ ˫˧˪ˣ˩˧ ˶˷˞ ˫˧˰ˣ˶˧˞-ewerVi Event ˫ˮ˧˞˷ ˫˧˶˧˷˩ˬ ˭˧˧ˡ˰ ˫˧˪ˣ˩˧ ,˸˰˩˷ ˟˪ ˫˧˷ˮ .indowsW 

˟ ˶˟˥˸ˢ˪πessionS .˸ˣ˰˧ˠ˲ˢ ˸˞ ˷˧ˬ˷ˢ˪ ,˨˩ˣ ˸ˬˣ˞ˬ ˣˮ˧˞˷ 

ˢ ˪˷ ˸ˣ˞˯˶ˠˢ ˸˞ ˣˮˠ˷ˢ-netlogon.dll  ˢ˞ˬ˪ ˟ˣ˶˵ ˧ˮˣ˷ˢ .ˣˮˬ˴˰˟ ˫ˠ ˫ˢ˧ˮ˧˟ ˣˮˣˣ˷ˢˣ ˦˯ˣˠˣ˞ˬˣ ˧˪ˣ˧ˬ

 ˪˰ ˣ˰˴ˣ˟˷ ˫˧˧ˣˮ˧˷ˢˬ ˵˪˥ ˸˞ ˞ˣ˟ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢˣ ,˸ˣ˶ˣ˷ ˱˪˞ .˫ˡˣ˵ ˫ˠ ˣ˶˞ˣ˸ˣ ˸ˣ˰˧ˠ˲ˢ ˸˞ ˭˵˸˪ ˸ˮˬ

 ˪˷ ˢ˴˶ˢˬ ˢ˰˧ˮˬˢ ˸˞ (ˣ˪ˣ˩ ˪˰ ˣˮ˶˟˰ ˞˪) ˣˮ˵ˡ˟˷ ˡˣ˵˟ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ˞˪ ,˸˞ˤ ˫˰RPC  ˪˰ˣ ˭˲˴ˣˬ ˞˪

ˢ ˪˰ ˶˟˰ ˭˩ ˣˢ˷˧ˬ ˫˞ ˸ˣ˯˥˧˧˸ˢ ˪˧˧ˬ˪ ˪˟˵˪ ˥ˬ˷ˮ) ˶ˬ˞ˬ˟ ˡˣ˵ˢ ˸˞ ˞˧˟ˮ ˞˪ ˭˩-dll  ˸˞ ˢ˞˶ˣ ˵ˬˣ˰˪

˟ ˣ˰˴ˣ˟˷ ˣˮ˧˞˶ ,˸˞ˤ ˫˰ .(˫˧˧ˣˮ˧˷ˢ-dll ˷ ˞˪ ˸ˣ˷˵˟ ˸ˬ˧˯˥ ˣˬ˩ ,˸ˣ˰˧ˠ˲˪ ˫˧˶ˣ˷˵ ˫ˮ˧˞ ˫ˠ˷ ˫˧˧ˣˮ˧

 ˢˬ˧˷˶˟ ˫ˮ˧˞˷ ˸ˣ˥ˣ˵˪ ˪˷ ˸ˣ˥˦˟ˣ˞ˬVulnerableChannelAllowList. 

˟ ˶˞ˣ˶˟˲нлнм ˸˷˶˟ ˫˧˟˧˩˶ˢ ˪˩ˬ ˷ˣ˶ˡ˧˷ ˱˯ˣˮ ˭ˣ˵˧˸ ˳˲ˣ˧  ˫ˮ˧˞˷ ˣ˪˞˩ ˫ˠ)indowsW( ˟ ˷ˬ˸˷ˢ˪π

RPC .˪ˢˮˬˢ ˧"˰ ˸˶˥˞ ˶˷˲ˣ˞ ˶˟ˡˢ ˭˩ ˫˞ ˞˪˞ ˥˦˟ˣ˞ˬ 

 ˶˸˧ˢ ˭˧˟˟ ˶˴ˣˮπнлнл ˧˶˦˯˧ˠ˶˟ ˨˶˰ˢ: 

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ Netlogon \ Parameters

\ FullSecureChannelProtection  

 ˨˶˰ ˵˶ ˶˷˞м  ˧˶˷˵ ˵˶ ˪˟˵˪ ˟˧˧˥˧ ˣ˟RPC ˫˧˥˦˟ˣ˞ˬ )mode Enforcement˟ .(πнлнм ˫ˠ ˟˧ˣ˥˧ ˶˟ˡˢ ,

) ˸˞ˤ ˪˪ˣ˷ ˧˶˦˯˧ˠ˶ˢ ˨˶˰ ˫˞Phase Enforcement.( 

π˟нм.ф˟ ˫˯˶ˣ˲ ,πCISA  ˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˫ˠ ˰˧˲˷ˢ˪ ˢ˧ˣ˷˰ ˸ˣ˰˧ˠ˲ˢ˷samba ˟ ˯˵ˣˮ˧˪˟πdomain 

ccontrollerπ ˞˯˶ˠ˪ ˸˥˸ˬ ˫˧˴˟˵ ˱ˣ˸˧˷˪ ˷ˬ˷ˬˢ ,˫˧п.у  ˳˶ˬ˟ ˢˬ˯˶ˣ˲)нлму ˞˯˶ˠ ˡ˰ˣ (п.л .

 ˞˯˶ˠ ˪˰ ˢ˰˧˲˷ˬ ˢˮ˧˞ ˸ˣ˰˧ˠ˲ˢп.у  ˶˷˵ ˸˲˧˩˞ ˞˧ˢ ˢ˟ ˸˧˟˧˦˪ˣ˲˧ˡˢ ˸ˣˠˢˮ˸ˢˢˣ ˸ˣ˧ˢ ˢ˞˪ˢˣ

netlogon ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˠˣ˲ˮ˧˵ ˸ˣ˰˴ˬ˞˟ ˸ˣ˰˧ˠ˲ˢ ˭ˣ˵˧˸ .˥˦˟ˣ˞ˬ Server schannel=true x˞server 

schannel ˟πsmb.conf˪ ˭ˣ˵˧˸ ˟ˣ˶˵˟ ˫˯˶ˣ˲˧ ,˭˩ ˣˬ˩ ,πsamba ˪˰ ˸ˣ˰˧ˠ˲ˢ ˷ˣˬ˧ˬ ˭˲ˣ˞ ˫˯˶ˣ˲ ˞˪ .

 ˣˮ˧ˢ ˸ˣ˰˧ˠ˲ˢ ˡˣ˵˧ˮ ˨˞ ˪ˣ˵ˣ˦ˣ˶˲ˢф.у ˟πcvss. 

 

  



 
 

From Zero to Admin - The Zerologon Journey 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ122, ˶˟ˣ˦˵ˣ˞ 2020  нл 
 

In the wild 

ˣ ˭ˬˤ ˢ˟˶ˢ ˱˪˥ ˞˪-Microsoft  ˸ˣ˷˧˶ˡˢ ˫ˠ ˢ˸˧˞ˣ ˸ˣ˰˧ˠ˲ˢ ˸˶ˤ˰˟ ˫˧˯˩ˮ ˪˷ ˸ˣ˲˧˵˸˟ ˸ˣ˲˴˪ ˢ˪˥ˢ

ˢ ˸˞ ˵ˤ˥˸˪ ˸ˣ˲˶ˣˠˣ ˸ˣ˩˪ˣˢˢπControllers Domain ˫ˮ˵˸˪ˣΥ 

 

 

 

˯ˣˮˣ˟ ˸˲˵˸ˢ 

 ˰˧ˠˢ˪ ˶˷˲˞ ˣˤ ˢ˲˵˸ˢ˟ .ˣ˧˪˞ ˯˥˧˧˸ˢ˪ ˫˧˴ˣ˶ ˣˮ˧˧ˢ˷ ˢ˲˵˸ˢ˪ ˭˧˧ˮ˰ˬ ˭ˣˣ˧˩ ˫˯˶ˣ˲ ,˶ˬ˞ˬˢ ˸ˬ˧˸˥ ˫ˣ˧˟

 ,˫ˡˣ˵ˬ ˣˬ˩ ˸ˣ˞˴ˣ˸ ˭˸ˣ˞˪ˢ ˸˞ "˶ˣ˟˷˪"˟ ˭ˣ˩˧˯ ˸ˣ˥˲ ˫˰ ˪˟˞πAD˯ˣ˲˧˞ ˰ˠ˶˟ ,˫˧˶˩ˣˤ ˫˸˞ ˫˞ .κ ˧ˣˮ˧˷

˟˷ ˢˬ˯˧˯ˢ ˭˧˟ ˶˰˲ ˶˴ˣˮ ,ˢˬ˯˧˯ˢπDB ˟˷ ˢˬ˯˧˯ˢ ˭˧˟˪πRegistry.˸ˣˮˣ˷ ˸ˣ˧˰˟˪ ˫ˣ˶ˠ˪ ˪ˣ˩˧ ˢˤˣ , 

 ˨˪ˢˬ˟ ˸ˣˮˣ˷ ˸ˣ˷˪ˣ˥ˣ ˸ˣ˵˧ˮ˩˦˟ ˷ˣˬ˧˷ ˧˴˟˸ˬ .ˢˬ˯˧˯ˢ ˸˞ ˯˲˞˪ ˨˶˦˴˧ ˞˪ ˱˵ˣ˸ˢ ˣˤ ˢ˲˵˸ˬ˟

˭ˣ˧˰˶ˢ ˪˟˞ ,ˢ˲˵˸ˢˢ ˟πHigh Level ˪ ˫˶ˣˠ ˱˵ˣ˸ˢ˷ ˣˮ˧ˢπDC ˟ ˣ˪ˣˬ ˸ˣˢˡˤˢ˪ ˡ˥˞πNTLM ˫˷ˬˣ ,

 ˨˷ ˟ˣ˪˧˷˟Zerologon xπNTLM Relay  ˶ˣ˸˟ ˶˟˥˸ˢ˪ ˥˧˪˴˸ˬ ˞ˣˢDC .˧ˬ˧˦˧ˠ˪ 

 ˡ˴˧˩ ˫˩ˬ˴˰ ˸˞ ˫˧˪˞ˣ˷ ˥˦˟ ˫˸˞NTLM ˪ ˶ˣ˷˵πNetlogon˟ ˢˢˡˤˬ ˥ˣ˵˪˷˩ .πNTLM  ,˸˶˷ ˪ˣˬ ˪˞

 ˷ˬ˸˷ˬ ˣ˞ ,˸˶˷˪ ˧˪˵ˣ˪ ˷ˬ˸˷ˬ˟ ˶ˣ˥˟˪ ˪ˣ˩˧ ˞ˣˢADˢ ˸˞ ˪˧˩˧ ˸˶˷ˢ ,˧˪˵˪ ˷ˬ˸˷ˬ ˪˷ ˢ˶˵ˬ˟ .π

NT Hash ˢ ˸˶ˤ˰ ˧˪˟ ˸ˣˢˡˤˢˢ ˸˞ ˸ˬ˞˪ ˪˩ˣ˧ ˭˩˪ˣ ,˸ˣˢˡˤˢˢ ˭ˣ˟˷˥ ˪˷πDC ˷ˬ˸˷ˬ ˪˷ ˢ˶˵ˬ˟ ˪˟˞ .

ADˢ ˫˰ ˶˷˵˸˧ ˸˶˷ˢ ,πDC ˸˶ˤ˰˟ ,Netlogon˷ ˸ˣˢˡˤˢˢ ˧˦˶˲ ˸˞ ˸ˬ˞˪ ˣ˸˧˞ˬ ˷˵˟˧ˣ , ˷ˬ˸˷ˬˢ ˪

.ˣ˪˧˟˷˟ 
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ˢ ˸ˣˢˡˤˢˢ ˨˧˪ˢ˸ ˢ˞˶ˮ ˨˩πNTLM ˟πDomainΥ 

 

]˨ˣ˸ˬ ˶˸˞ ˦˲ˣ˯ˣ˶˵˧˧ˬ[ 

˟˷ ˟˪ ˣˬ˧˷πNTLM  ˪˷ ˨˧˪ˢ˸ ˰˴˟˸ˬ ˭˩ ˫ˠChallenge-Response ˧ˮ˷˪ ˥˪˴ˣˬ ˸ˣˬ˧˞ ˧˶˥˞ ˫ˠˣ ,

 ˢ˧ˢ˧ ˫˧ˡˡ˴ˢSession key ˢ ˪˷ ˥˸˲ˬˢˬ ˪˧ˡ˟ˢ˪ ,˟ˣ˷) ˱˸ˣ˷ˬπNetlogon.( 

 ˸ˣ˲˵˸ˢ ˶˲˯ˬ ˸˪˴ˮˬ ˢ˲˵˸ˢˢ˪ ˱˯ˣˮ˟πNetlogon...ˢ˶˴˵˟ ˭ˢ˧˪˰ ˶˧˟˯ˮ . 

 

 ˸˲˵˸ˢPrinter Bug 

 ˸ˣ˶˧˷ ˶˷˞˩print spooler  ,˟˷˥ˬ˟ ˶˷˲ˣ˞ˬ (˸˯˲ˡˬ˪ ˸˷ˠ˪ ˫˧˷ˬ˸˷ˬ ˶˲˯ˬ˪ ˶˷˲˞ˬˢ ˸ˣ˶˧˷)

 ˧˦˶˲ ˭˸ˮ˧ˢ˟ ,˭˸˧ˮAD Credentials ˢ ˪˷ ˸ˣ˯˲ˡˬˢ ˸˶˷ˬ ˷˵˟˪ ˫ˢ˷˪˩-DC  ˪˰ ˭ˣ˩ˡ˰Print Jobs 

 ˥ˣ˪˷˪ ˣ˪ ˡ˧ˠˢ˪ˣ ˫˧˷ˡ˥Notification  ˥˪ˣ˷ ˸˶˷ˢ ˶˷˞˩ .˞˧ˢ˷˪˩ ˢˮˣ˩ˬ˪Notification  ˢˮˣ˩ˬ˪

 ˣ˸˦˧˪˷˟ ˞˧ˢ˷˪˩ ˢˮˣ˩ˬ ˪ˣˬ ˸ˣˢˡˤˢ˪ ˟˷˥ˬ˪ ˫ˣ˶ˠ˪ ˱˵ˣ˸ ˪ˣ˩˧ ˨˩ˣ ˢ˪ˣˬ ˸ˣˢˡˤˢ˪ ˢ˧˪˰ ,˞˧ˢ˷˪˩

 ˸˶ˤ˰˟Machine Account ˸ˠ˷ˢ ˸ˣ˶˷˲˞ˬ˷ ˢ˲˵˸ˢ˪ ˸ˣˮˣ˷ ˸ˣ˧˴˞˧˶ˣ ˸ˣˬ˧˧˵ .TGT )ticket grant 

ticket  ˰ˣ˴˧˟ˣ (˯ˣ˶˟˶˵˟PTH. 

 ˭ˣ˟˷˥Machine Account ˢ ˧˟˷˥ˬ ˪˩˟ ˶˴ˣˮ˷ ˸˧˪ˬˣˡˮ˶ ˞ˬ˯˧˯ ˪˰˟ "˷ˬ˸˷ˬ" ˭ˣ˟˷˥ ˞ˣˢπDomain 

ˢˣ ˟˷˥ˬˢ ˭˧˟ ˥˦˟ˣ˞ˬ ˶ˣ˟˧˥ ˶˷˲˞ˬ ˭ˣ˟˷˥ˢ .˸˷˶˪ ˫˸ˣ˲˶˦˴ˢ ˸˰˟πDomain  ˢ˪ˣ˰ ˞ˣˢ ˶˷˞˩

˟ ˣˢˮ˷ˬ˪ ˡ˥˞ ˟˷˥ˬ ˭˧˟ ˸ˣˮˣ˷ ˸ˣ˞ˬ˯˧˯ˢ˷ ˭˧˧˴˪ ˟ˣ˷˥ .˸˷˶˪πDomain  ˪˩ ˟ˣ˶˪ ˸ˣˮ˸˷ˬˣол  .˫ˣ˧

ˣ˶˲ ˪ˣ˵ˣ˦netlogon ˢ ˸˶˧˴˧ ˸˰˟ ˣˤ ˞ˬ˯˧˯ ˪˰ ˯˯˟˸ˬ-session key ˫ˮ˧˞ ˭ˣ˟˷˥ˢ˷ ˞ˣˢ ˟ˣ˷˥ ˦˶˲ ˡˣ˰ .

ˢ ˪˷ ˸ˣˮˣ˟˷˥ˢ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ .˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˪˰˟ ˭ˣ˟˷˥˩ ˟ˣ˶˪ ˟˷˥ˮπDomain ˟ ˫ˠ-DC  ˸ˡˣˬ˰˟

computers. 
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NTLM Relay 

˩ ˪˰ˣ˲ ˱˵ˣ˸ˢ ,˫˷ˢˬ ˵˧˯ˢ˪ ˶˷˲˞˷ ˣˬ˩πMan In The Middle ˰˴˟ˬˣ ,Relay  .˥ˣ˵˪ˢˣ ˸˶˷ˢ ˭˧˟ ˰ˡ˧ˬ˪

:˥ˣ˵˪ˢ ˶ˣ˸˟ ˸˶˷ˢ ˪ˣˬ ˸ˣˢˡˤˢ˪ ˥˧˪˴ˬ ˫˴˰˟ ˨˩ˣ 

 
]˨ˣ˸ˬ relay/-com/ntlm.hackndo.https://en[ 

˞˟ˢ ˶ˣ˷˧˵˟ ˢ˲˵˸ˢ˟ ˶˸ˣ˧ ˵ˬ˰˸ˢ˪ ˸ˣˮˬˡˤˢˢ ˸˞ ˫˩˪ ˭˸ˮΥ relay/-com/ntlm.hackndo.https://en. 

 

ˢ˲˵˸ˢˢ 

 ˫˧˦˶˲ˢ ˧˦˶˲ ˸˞ ˶˧˟˯ˢ˪ ˢ˷˵ .˶˞˧˸ ˟˸ˣ˩ˢ˷ ˣˬ˩ ,˫˯˵ ˪˷ ˢ˲˧˦ ˢ˟ ˷˥˶˸ˬˣ ,˸˟˩˶ˣˬ ˢ˲˵˸ˢˢ

 ˪˷ ˫˧˪˧ˬˢ ˭˸ˣ˞ ˪˰ ˶ˣˤ˥˪ ˧˪˟ˬDrik-jan˞˟ˢ ˶ˣ˷˧˵˟ ˣ˪˷ ˶ˬ˞ˬ˪ ˫˩˸ˣ˞ ˢˮ˲ˮ ˭˩˪ˣ ,Υ  

https://dirkjanm.io/a-different-way-of-abusing-zerologon/ 

ˢ˲˵˸ˢˢ ˪˷ ˢˬ˩˯ˢ ˭˪ˢ˪ ,˶˟˯ˢ ˫ˣ˷ ˧˪˟ˬ ˫˩˸ˣ˞ ˟ˣˤ˰ˮ ˞˪ ,˭˟ˣˬ˩ ,˪˟˞Υ 

 
 ˨ˣ˸ˬ]dirkjanm.io[ 

  

https://en.hackndo.com/ntlm-relay/
https://en.hackndo.com/ntlm-relay/
https://dirkjanm.io/a-different-way-of-abusing-zerologon/
https://dirkjanm.io/
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ˢ˲˵˸ˢ˟ ˥˧˪˴ˢ˪ ˧ˡ˩ ˫˧ˬ˧ˡ˵ˬ ˫˧˞ˮ˸ ˷˧˷ ˸˰ˡ˪ ˟ˣ˷˥Υ 

¶ ˟ ˞ˣˢ˷˪˩ ˭ˣ˟˷˥ ˪˷ ˸ˣˢˡˤˢ ˧˦˶˲ ˶˧˩ˢ˪ ˱˵ˣ˸ˢ ˪˰πDomain ˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰πprinter bug. 

¶  ˸ˣ˶˧˷ˢPrint Spooler ˟ ˳˶ˣˬ ˸ˣ˧ˢ˪ ˶ˣˬ˞πDC. 

¶ sπDC ˪ ˰˧ˠ˲πZerologon. 

¶ ˪πDC  ˸ˣˬ˧˯˥ ˧˪˟ˬ ˪˷ˬ˪) ˱˵ˣ˸ˢ ˸ˡˬ˰ ˫˰ ˶˷˵˸˪ ˸ˣ˶˷˲˞ ˷˧FW .('ˣ˩ˣ 

¶  ˦˲˧˶˵˯ ˳˧˶ˢ˪ ˱˵ˣ˸˪ ˸ˣ˶˷˲˞ˢ ˸ˣ˧ˢ˪ ˢ˩˧˶˴Python  ˦˶ˣ˲˪ ˭˧ˤ˞˧˷ппр  ˸ˣ˧ˣ˶˟˥˸ˢ ˸˪˟˵ ˨˶ˣ˴˪

SMB  ˸˶˷ ˸˶˧˴˧ ˨˶ˣ˴˪)SMB.( 

¶  ˧˸˶˷ ˧ˮ˷ ˸˷˶˟ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴DC  ˰ˣ˴˧˟) ˸ˣ˥˲˪Relay .(˸ˡ˟ˣ˰ ˢˮ˧˞ ˸˶˷ˢ ˣ˸ˣ˞˪ ˢ˶ˤ˥˟ 

 ˪ˣˬ ˪˞ ˸ˣˢˡˤˢ˪ ˢˮ˧ˢ ˸˧˲ˣ˯ˢ ˢ˶˦ˬˢDC1  ˸˶ˤ˰˟NTLM ˰˴˟˪ˣ ,DCSync ˨˶ˡ  ˪ˣ˵ˣ˦ˣ˶˲DRSUAPI .

ˢ ˭ˣ˶˩ˮ˧˯ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˣ˸˶˦ˬ-Active Directory ˢ ˪˪˩ ˪˷ ˸ˣ˞ˬ˯˧˯ˣ ˫˧˷ˬ˸˷ˬ ˶˸˧ˢ ˭˧˟ ˪˪ˣ˩˷π

Domain ˸˶ˤ˰˟ ˪˟˞ ,ˢ˧˴˵˧˦ˮ˸ˣ˞ˣ ˢˮ˲˴ˢ ˷˶ˣˡ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˫ˮˬ˞ .session key  ˸˶ˤ˰˟ ˠ˧˷ˮ˷

zerologon ...ˢ˧˰˟ˢ ˪˰ ˶˟ˠ˸ˢ˪ ˪˩ˣˮ ˨˷ˬˢ˟ 

 ˸˶˷ ˱˵ˣ˸ˢ ˟˷˥ˬ˟ ˫˧ˬ˧˶ˬ ˣˮ˥ˮ˞˷ ˨˩˟ ˪˧˥˸ˬ ˨˧˪ˢ˸ˢsmb ˢ ˸ˣ˰˧ˠ˲˟ ˫˧˷ˬ˸˷ˬˣπprinter bug ˪˰ ,

 ˸˞ ˳˪˞˪ ˸ˮˬDC2 ˟ ˣˮ˪ˣˬ ˸ˣˢˡˤˢ˪πNTLM ˢ ˫˰πMachine Account ˟ ˶ˤ˰˧ˮ ,˭˩ˬ ˶˥˞˪ .ˣ˪˷πDC1  ˧ˡ˩

ˢ ˸˞ ˸ˬ˞˪πNTLM Authenticate Message  ˪˷ ˸ˣˢˡˤˢˢˬ ˣˮ˪˟˧˵˷DC2  ˣ˪˧˞˩ ˢ˰ˡˣˢ˪ ˯˥˧˧˸ˮ) ˢ˰˧ˠˢ

˟ ˷ˬ˸˷ˢ˪˟ ˨˶˦˴ˮ ,˸ˣˬ˧˞ˢ ˫˷˪ .(ˣˮ˸˧˞ˬπNetlogonˬ ˷˵˟ˮ ˣ˸˶ˤ˰˟˷ ˨˩ ,πDC2  ˨˶˰ˢ ˸˞ ˸ˬ˞˪

ˢ ˸˞ ˪˟˵ˮ ,˭˧˵˸ ˪˩ˢˣ ˢ˶˵ˬ˟ˣ ,˥ˣ˵˪ˢˬ ˣˮ˪˟˧˵˷πNTLM Session Key ˬ ˭˩ ˫ˠπDC1˟ ˫˧˷ˬ˸˷ˬ ˢ˲ .π

Zerologon ˪ˣˬ ˪˞ ˫˧˲˵ˣ˸˩ ˣˮ˪˷ ˸ˣˢˡˤˢ˟ ˨˶ˣ˴ˢ ˸˞ ˫˧˲˵ˣ˰ˣ ,DC1. 

ˢ˷ ˶˶˟˸ˬπNTLM Session Key ˬ ˪˟˵˸ˬ˷πDC1 ˢ ˸˶ˤ˰˟ ˭˲˴ˣˬ ˣˮ˧˞πNetlogon Session Key  ˶˟˯ˢˢ)

 ˰˴˟˪ ˢ˧ˢ˧ ˞˟ˢ ˟˪˷ˢ ˭˩˪ˣ .(˶ˬ˞ˬ˟NTLM Relay. 

 ˵˷ˬˬˢDRSUAPI  ˫˰ ˸ˣ˦˞˵˲ ˟˧˧˥ˬsign & seal ˟ .˫˧˵ˣ˪ˡπNTLM ˢ ˵˶ ˪˧ˠ˶πsign :˵ˣ˪ˡ 

 

 ˨ˣ˸ˬ]dirkjanm.io[ 

 ˢ˯˧ˮ ˶˵ˣ˥ˢˬ ˸˪˟˵˸ˬˢ ˢ˦˞˵˲˟ ˢˤ ˸˞ ˸ˣˮ˷˪πDC2 ) ˢ˸˶˟˰ˢ ˧ˮ˲˪Relay˪ (πDC1 ˢˤ˷ ˭˧˟ˢ ˪˟˞ ,

ˢ ˸ˣ˟˵˰˟ ˸ˣˬ˧˞ ˸˞ ˪˧˲˧πMIC ˟˷˥˪ ˨˧˞ ˭˧˟ˢ ˞ˣˢ ,˶˵˥ˬ ˧˶˥˞ .MIC  ˫˧˪ˠˡˢ ˣˮ˧˷ ˧˶˥˞ ˷ˡ˥

˶˸ˣ˧ ˢ˲˧˦ ˸˞ˤ ˣˮ˧˟˸˷ ˧ˡ˩ .ˢ˦˞˵˲˟Υ 

"If we look up the NTLM documentation for the calculation of the MIC, we find out that itΩs a 

HMAC of the 3 NTLM messages using the session key as secret" 

https://dirkjanm.io/
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πsSession Key ˢ ˪˷ ˢˤ ˣˮ˧ˢ ˶˩ˤˣˬˢπNTLMˬ "˫˧˪˟˵ˬ" ˣ˸ˣ˞ˣ ,πDC1  ˸˶ˤ˰˟Zerologon ,ˢˤ ˟˪˷˟ ˤ˞ .

 ˰˴˟˪ ˪˩ˣˮRelay ˬ ˣˮ˪˟˧˵˷ ˢ˦˞˵˲˪πDC2 ˪˞ ,DC1 ˟˷˥ˮˣ ˫˧˪ˠˡˢ ˸˞ ˢˮ˷ˮ ˭˟ˣˬ˩˷ ˧˶˥˞ ,MIC 

!ˢ˧˰˟˟ ˪˵˸ˮ ˶˵ˣ˥ˢ ,˪˟˞ .˷ˡ˥ˬ 

 ˸˶ˤ˰˟ ˸ˣˢˡˤˢ˟ˣ ˢ˶˧˷˧ ˸ˣˢˡˤˢ˟ ˸ˣ˶˟˰ˣˬˢ ˸ˣ˦˞˵˲ˢ ˸˞ˣˣ˷ˢˣ ˸˲ˮ˯ˢ ˧˶˥˞NTLM Relay ˭˧˟ˢ ˞ˣˢ ,

 ˸˴˵ ˧˶˥˞ .˸ˣˡ˷ ˢˬ˩˟ ˧ˮˣ˷ ˷˧˷Reverse Engineering  ˫˧˪ˠˡˢ ˡ˥˞ ˪˷ ˧ˣˮ˧˷) ˭˵˸˪ ˨˧˶˴ ˢˬ ˭˧˟ˢ ˞ˣˢ

π˪0xe02a0000ˢ ˪˪˩ ˢ˞˶ˮ ˨˩ .(-flowΥ 
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 ˸˴˶ˢ ˢ˞˶˸ ˨˩ .˷ˣˬ˧ˬˢ ˟˪˷˪ ˸˰˩ˣPoC ˪˷ ntlmrelayx in DCSYNC relay mode xπPrinterbugΥ 

 

 ˰ˣ˴˧˟dump ˪πNTDS.NIT :˨˧˪ˢ˸ˢ ˱ˣ˯˟ 
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ˢ˲˵˸ˬˢ ˣˢ˧ˤ 

˭˩˪ˣ ˸˷˰ˣ˶ ˸˧˯˥˧ ˸˟˷˥ˮ ˢ˲˵˸ˬˢ ˟ ˢ˲˵˸ˢˢ ˸˞ ˫˧˷˲˥ˬ ˶˷˞˩ ˷˲˥˪ ˧˞ˡ˩˷ ˫˧ˮˬ˧˯ ˢˬ˩ ˫ˮ˷˧-

Event ViewerΥ 

¶  ˰ˣ˶˧˞ˢ ˸˞ ˷˲˥ˮпспу  ˸˶ˤ˰˟ ˸ˣ˰˧ˠ˲ˢ ˪˷ ˢ˴˶ˢ ˶˸˞˪ ˸ˮˬ ˪˰mimikatz ˢ˸ˣ˰ˬ˷ˬ)logins with 

explicit credentials.˫˧ˡˣ˷˥ ˫˧˩˧˪ˢ˸˟ ( 

¶  ˫˧˰ˣ˶˧˞руну x-рунт  ˧˶ˣ˟˧˥ ˶ˣ˸˧˞˟ ˫˧˰˧˧˯ˬnetlogon .ˣ˪˷˩ˮ˷ 

¶  ˰ˣ˶˧˞рурф  ˧˶ˣ˟˧˥ ˪˷ ˶ˣ˟˧˥ ˧˴ˣ˶˰ ˶ˣ˸˧˞˟ ˰˧˧˯ˬlogon  ˢˬ˵ˢˢ ˸˰˟ ˫˧˰˧ˠ˲ ˫˧˥˦˟ˣ˞ˬ

.˸˧ˮˣ˷˞˶ˢ 

¶  ˫˧˰ˣ˶˧˞руол x-руом  ˧˶ˣ˷˧˵ ˶˷˞˩ ˫˧˰˧˶˸ˬnetlogon  ˸˶˷˟ ˫˧˶˷˲ˣ˞ˬ ˫˧˰˧ˠ˲DC .˭˩ˡˣ˰ˬ 

¶  ˰ˣ˶˧˞ˢ ˸˞ ˷˲˥ˮптпн  ˣ˟ ˫˧˧˵ ˫˞ˢ ˵ˣˡ˟ˮˣanonymous logon ˢ ˸ˣˡ˷˟-SID  ˢˡ˷ ˫˰ ˷ˬ˸˷ˬˢˣ

˧˯ ˧ˣˮ˧˷ ˪˷˞ˬ˯: 

 
]˨ˣ˸ˬ logpoint[ 

 

 

https://www.logpoint.com/en/blog/detecting-zerologon-vulnerability-in-logpoint/
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˫ˣ˩˧˯˪ 

 ˸ˣ˰˧ˠ˲Zerologon  ˸ˣ˰˲˷ˢ ˸˪˰˟ˣ ˢ˦ˣ˷˲ ˩"˩ ˞˧ˢ˷ ˢˡ˟ˣ˰ˢ ˶ˣ˞˪ ˶˸˧ˢ ˭˧˟ ˸˧˦˧˶˵ ˸ˣ˰˧ˠ˲ ˸˟˷˥ˮ

 ˨˶ˣ˴ˢ ˪˰ ˢˡ˧˰ˬ ˸ˣ˰˧ˠ˲ˢ .ˢˬˣ˯˶˲ ˶˥˞˪ ˫˧ˬ˧ ˢˬ˩ ˞˧˷ ˸ˣ˶˧ˢˬ˟ ˢ˪ ˣ˞˴˧˷ ˫˧˦˧ˣ˪˲˯˵˞ˢˣ ˸ˣ˧ˮ˪˦˵

 ˣˮ˪˷ ˸ˣ˩˶˰ˬˢ ˭ˣ˩ˡ˰˟˶˸ˣ˧˷ ˢˬ˩ˣ ˫ˡ˵ˣˬ ˶˸ˣ˧˷ ˢˬ˩ ˸ˣ˷˧ˬ˷ ˭˧˧ˡ˰˷ ˢ˪˷ ˸ˣ˧˶˞˷ ˸ˣˬ˧˧˵ ,˫ˮˬˣ˞ .

ˮˣ˵˧˸ˢ ˸ˣ˶ˬ˪˫˧˥˸˲ˬ˩ ˣˮ˪ ˫˧˶ˣ˰˧˷ ˢˬ˩ ˢˮˬˬ ˡˣˬ˪˪ ˭˸˧ˮ ˨˞ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˫˧Υ 

¶ .(ˢ˧˲˶ˠˣ˦˲˧˶˵˟ ˵˯˰˸ˢ˪ ˱˶ˠˣ˦˲˧˶˵˪ ˭˸) ˢ˧˲˶ˠˣ˦˲˧˶˵˟ ˨˶ˡ ˧˶ˣ˴˧˵ ˣ˥˵˧˸ ˪˞ 

¶  ˭ˡˣˮ˯ ˨˶˰ ˢ˞˶) ˨˪˷ ˟ˣ˦ ˧˩ˢ ˶˟˥ˢ ˞ˣˢ ˫˞ ˫ˠ ,˷ˬ˸˷ˬˢˬ ˦˪˵˟ ˥˦˟˸ ˪˞J.( 

 ˧˦ˮ˶˧˵ˢ ˟˥˶ˬ˟ ˣˮ˧˪˰ ˫ˠ ˣ˶ˬ˷˸ˣ ˫˩ˬ˴˰ ˪˰ ˣ˶ˬ˷˸ ,˫ˣ˧˯˪ˣ.˧˶ˣ˟˧˴ˢ ˟˥˶ˬ˟ˣ 

 

˫˧˶˟˥ˬˢ ˪˰ 

 ,'˥ ˪˯˞˟нп˪˧˧ˬ .˥˸˲ˬˣ ˶˵ˣ˥ ,ˢˮ˩ˣ˸ ˸˯ˡˮˢ˟ ˶˞ˣ˸ ˶ˠˣ˟ ,Υ 

QuickSloth8@gmail.com 

˶˵ˮ˞˧˪ˬ ˧ˡ˰ ,но ˭˩ˣ ˫˧ˬˣ˥˸ ˶˲˯ˬ˟ ˢ˥˦˟˞ ˶˵ˣ˥ ,penetration tester˪˧˧ˬ .Υ 

temporarynothing0@gmail.com 
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ˢ˧˲˶ˠˣ˧˪˧˟˧˟ 

πswhitepaperΥ 

¶ https://www.secura.com/pathtoimg.php?id=2055 

 ˧˪˩Testing & ExploitationΥ 

¶ https://github.com/SecuraBV/CVE-2020-1472 

¶ https://github.com/risksense/zerologon 

¶ https://github.com/dirkjanm/CVE-2020-1472 

¶ https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon?s=08 

:ˡˣ˰ˣ 

¶ Naked Security: https://nakedsecurity.sophos.com/2020/09/17/zerologon-hacking-

windows-servers-with-a-bunch-of-zeros/ 

¶ MS-NRPC: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-

nrpc/ff8f970f-3e37-40f7-bd4b-af7336e4792f 

¶ Samba team: https://www .samba.org/samba/security/CVE-2020-1472.html 

¶ MicrosoftΥ https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-

apds/5bfd942e-7da5-494d-a640-f269a0e3cc5d 

¶ Blackhat Υhttps://i .blackhat.com/USA-19/Wednesday/us-19-Simakov-Finding-A-Needle-In-

An-Encrypted-Haystack-Leveraging-Cryptographic-Abilities-To-Detect-The-Most-Prevalent-

Attacks-On-Active-Directory.pdf 

¶ Dirk-jan Mollema: https://dirkjanm.io/a-different-way-of-abusing-zerologonκ 

¶ LogpointΥ https://www .logpoint.com/en/blog/detecting-zerologon-vulnerability-in-logpointκ 
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˦ˮ˶˦ˮ˧˞˟ 

˯˟˵˪˞ ˭˸ˮˣˢ˧ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

ˣ) ˫ˢ˪˷ ˧˞˶˷˞ˢ ˧˦˶˲ ˸˞ ˫˧ˬ˷ ˢ˶˩˷˞ ˫˧˷ˮ˞˷ ˢˤ ˪˰ ˟ˣ˷˥˪ ˫˰˲ ˫˩˪ ˞˴˧/ (˶˥˞ ˷˧ˠ˶ ˰ˡ˧ˬ ˪˩ ˣ˞

 ?ˢ˟˟˯ ˢˤ ˣ˪˧˞˩ ˦ˮ˶˦ˮ˧˞˟˨˧˞  ˣˢ˷˧ˬ ˣ˧˪˰ ˨ˬˣ˯ ˞ˣˢ˷ ˶˸˞˪ ˰ˡ˧ˬˢ ˸˞ ˥˪ˣ˷ ˸ˬ˞˟ ˞ˣˢ˷ ˞ˡˣˣ˪ ˪ˣ˩˧

 ˨˩ ˪˩ ˣˮ˥ˮ˞ ˢˬ˪ ?ˣ˪˷ ˧ˮˣˡˤ ˵˸˰ˢ ˣ˞/ˣ ˧ˣ˵˧˥˪ ˞˪ˣ ˣˮ˪˷ ˸˶ˣ˷˵˸˪ ˭˧ˤ˞ˢ˪ ˪ˣ˩˧ ˞˪ ˣˢ˷˧ˬ˷ ˫˧˰ˮ˩ˣ˷ˬ

?ˢ˴ˣ˶ ˞ˣˢ˷ ˢˬ ˢˮˬˬ ˳˪˥˪ˣ 

 ˫˧˧˥ˢˬ ˞ˬˠˣˡ ˥˵˧ˮ- ˟ ˷ˬ˸˷ˬ ˧ˮ˞-PayPal ˟˟ˣ˥ ˷ˬˬ ˧ˮ˞ ˢ˷˰ˬ˪ ,PayPal˟ ˸˰ˡ˪ ˪ˣ˩˧ ˧ˮ˞ ˨˧˞ ,-

҈млл  ˣ˸ˣ˞ ˸˪ˢˮˬ˷ ˢ˶˟˥˪ ˫˧˩˪ˣˢ ˸ˬ˞˟ ˧˪˷ ˫˧˦˶˲ˢ˷- Holdings PayPal  ˶˸˞ ˣ˞ ˸ˣ˷˧ ˢˤ˧˞˪ ˞˪ˣ

 ˣˬ˩ ˢ˞˶ˮ ˢ˪˞ˣˣ˷PayPal  ?˞˪ ˞ˣˢ ˪˟˞˷ ˭ˣ˥˦˧˟ˢ ˧˪ ˢ˲˧˞ˬ-AliExpress  ˶˸ˮˬ ˞˪ (˧˸˧ˬ˞ ˱˵ˣ˸ ˣ˞)

 ˪˷ ˣ˞) ˧˪˷ ˢ˶ˣ˟˰˸ˢ ˧˶˥˞PayPal ?˫˷ˬ ˧˪˷ ˧˞˶˷˞ˢ ˧˦˶˲ ˸˞ ˳˪˥˪ ˪ˣ˩˧ˣ ( ˢ˶˴˵ˢ ˢ˟ˣ˷˸ˢπ  ˧˩

 ˪˷ ˶˸˞ˢPayPal ˥˧˩ˣˬ  ˸˞ ˠ˴˧˧ˬ ˸ˬ˞˟ ˞ˣˢ˷ ˧˪˷ ˭˲ˡ˲ˡ˪ldingsHo PayPal  ˸ˮ˲˴ˣˬ ˣˮ˧ˮ˟ ˢ˶ˣ˟˰˸ˢˣ

.˱˱˱ˣ˶˧˦˟ 

ˢ˩ˣ˶˞ˢ ˢ˟ˣ˷˸ˢ :˞˧ˢ HTTPS . 

       ˶˸ˣ˧ ˢ˩ˣ˶˞ˢ ˢ˟ˣ˷˸ˢ :˞ˣˢ TLS\SSL 

                    ˣˢ˞˪ˬˢ ˢ˟ˣ˷˸ˢ :˞˧ˢ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˸ˣ˥˸˲ˬˣ. 

 ,˧˶ˠˣˡ˟ .˸˴˵ ˫˩˸˞ ˧˸ˮ˶˵˯˷ ˢˣˣ˵ˬ ˢ˦ˣ˷˲ ˞˧ˢ ˨˯ˬˢ ˸˶˦ˬπ  ˪˩ ˸˞ ˞˧˟ˢ˪ˣ˸ˣ˞ ˞˶ˣ˵˷ ˧ˬ ˬ-л ˪-

млл ˸ˣˡˣ˰˸ ˪˷ ˞˷ˣˮ˪ ˶ˣ˷˵ˢ ˪˩˟  ˸ˣˡˣ˰˸ˣ)X.509 ˡ˟ˣ˰˷ ˨˧˞ˬ ˧˪˪˩˟ˣ (˦˶˲˟ ˸ ˸˯˯ˣ˟ˬ ˸˶ˣ˷˵˸

) ˦ˮ˶˦ˮ˧˞˟ ˢˮ˲˴ˢHTTPS( ˸ˣˡˣ˰˸ ˥ˣ˸˲˪ˬ ˪˥ˢ ,˫˧ˮˣ˷ ˫˧˞˷ˣˮ ˢ˟˶ˢ ˥˸ˮ˪ˣ ˶ˣ˟˰˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞ .

 ˦ˬ˶ˣ˲˟ ˭ˢ˪˷ ˭˩ˣ˸ˢ ˪˰ ˶ˣ˟˰˪ˣASN.1 ˸ˣ˦˵˞˲ ˥˸ˮ˪ ,TLS ˟-Wireshark , ˪˰ ˶˟ˡ˪PKI ,˴˰˟ ˭˧˩ˢ˪ ˣˮˬ

 ˸ˣˡˣ˰˸X.509˷ˣˬ˧˷ˢ ˸˞ ˸ˣ˞˶ˢ˪ˣ ˭ˢ˧˪˰ ˫ˣ˸˥˪ , ˧˦˵˶˲ˢ  ,˭ˢ˟˪ ˸ˣ˷˪ˣ˥ ˪˰ ˦˰ˬ ˞˪ ˶˟ˡ

ˣ ˫ˣ˧˩ ˸˥˩ˣˮ˷ ˢ˶ˣ˦˵˦˧˩˶˞˟ˢ˪ ˫ˠˣ ˸ˣˡˣ˰˸ ˥˦˟˞˪ ˨˧˞ ˳˧˪ˬTLS- .ˢˮˣ˩ˮˣ ˢˬ˩˥ ˢ˶ˣ˴˟ 

 ˫˧ˡ˵ˬ ˰˵˶ ˫˰ ˰˧ˠˬ ˞˪ ,˸˰˩ ˣ˪˪ˢ ˸ˣ˶ˣ˷ˢ ˸˞ ˞˶ˣ˵˷ ˧ˬ ˪˩˷ ˞˧ˢ ˡˣ˯˧ˢ ˸˥ˮˢ ˧˩ ˭˧˧˴˪ ˡˣ˞ˬ ˧˪ ˟ˣ˷˥

 ,˪˪˩˟˫ˣ˪˩ ˷ˬˬ ˶˧˟˯ˢ˪ ˫˧˴ˣ˶ ˶˷˞˩˷ ˭˧ˬ˞ˬ ˧ˮ˞ . ˣˢ˷˧ˬ˪ ˪˧˥˸ˢ˪ ˫˧˟˧˧˥ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˣˢ˷ˬ
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 ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸˞ ˢ˪˧˩ˬ ˢˡˣ˰˸ˢ˷ ˭ˣˣ˧˩ˬ .ˣ˪˷ ˦˵˧˲˧˦˶˯ˢ ˸˞ ˣ˧˪˞ ˥˪ˣ˷ ˞ˣˢA ˩ˣ˸˟ ˢ˷ ˧˶ˢ- B 

 ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸˞ ˫ˠ ˪˟˧˵A. 

 ˫˞B ˢ ˪˰ ˨ˬˣ˯-CA  ˸˞ ˵˧˲ˮˢ˷ˢˡˣ˰˸ˢˢ ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞ˬ ˞ˣˢ ,- CA ˨ˣ˸ ˦˵˧˲˧˦˶˯ˢ ˪˰

˷ˣˬ˧˷ ˢ ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬ˟-CA ˪ ˨˧˧˷ ˭˩˞ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ˷ ˞ˡˣˣˬ ˨˩ˣ (˫˪ˣ˩˪ ˰ˣˡ˧ ˶ˣˬ˞˩˷)-A . 

ˢ˷ ˭˧˧˴˪ ˟ˣ˷˥-CA ˰ˡˣ˧ ˞˪  ˞˪ ˞ˣˢ ,˶ˬˣ˪˩ !˶˷˞ˬ ˞ˣˢ ˫˸ˣ˞˷ ˸ˣ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟ ˫ˣ˸˥˪ ˣ˞ ˥ˮ˰˲˪

 ˸˞ ˸ˬ˞ˬ˸ˣˮ˧˵˸  ˞˪˞ ˶˧˟˰ˬ ˥ˣ˵˪˷ ˰ˡ˧ˬˢ.˥ˣ˵˪ˢ ˪˷ ˣ˸ˣˢˤ ˸˞ ˸ˬ˞ˬ ˵˶ ˞ˣˢ  

 ˫˧˪ˣ˸˧˲˟ ˨˶ˣ˴ ˭˧˞ ˣˬˣ˧˵ ˸˞ ˢ˵˧ˡ˴ˬ˷ ˢˡˣ˟˰ˢ ˸˥ˮˢ˟ ˸˧˷˰ˬ ˢ˧˰˟ ˸ˬ˧˧˵˷ ˭˧˟ˢ˪ ˪˧˟˷˟ ˫˧˧˸˟˷˥ˬ

ˢ ˪˷CA π  ˢ˴˵ ˸ˣ˧ˣ˷˧ ˧ˮ˷˷ ˶˧˟˯ ˧ˣ˩˧˯ ˫˧˧˵ ,ˢ˪ˣˡˠ ˵˧˲˯ˬ ˸˷˶ ˭˸ˮ˧ˢ˟B,A  ˫˧˶˧˩ˬ ˞˪CA  ˡ˥˞

 ˫ˢ˧ˮ˷˷˫˧˩ˬˣ˯ˣ ˫˧˶˧˩ˬ  ?˸ˣ˷˰˪ ˭˸˧ˮ ˢˬ ˭˩ ˫˞ .ˣ˧˪˰ 
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PKI ˫˧˶˟˥ˣ  
 

PKI )Public Key Infrastructure˞˧ˢ ( ˶ˬˣ˥ ˪˷ ˸˧˸˷˸ ,ˢˢˮ˩ˣ˸, ˫˧˷ˮ˞ ,˸ˣ˧ˮ˧ˡˬ  ˫˧˷˶ˡˮˢ ˫˧˩˧˪ˢ˸ˣ

 ˸˩ˬˣ˸ ˸˧˸˷˸ ˫˧˶˷˲˞ˬ ˨˩˟ˣ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˤˣˮˠ˪ˣ ˭˯˥˞˪ ,˷ˬ˸˷ˢ˪ ,˶˧˟˰ˢ˪ ,˪ˢˮ˪ ,˵˧˲ˮˢ˪ ˧ˡ˩

.˫˧˧˶ˣ˟˧˴ ˸ˣ˥˸˲ˬ˪ 

?ˢˤ ˪˰ ˫˩˪ ˶˲˯ˬ ˧ˮ˞ ˢˬ˪ 

 ˪˰ ˫˧˶˟ˡˬ˷˩PKI ˪˰ ˫˧˶˟ˡˬ ˫˴˰˟  ˶˷˵ˬ˷ ˫˩˯ˢˢ ˸ˣ˧ˣ˷˧ˢ ˫˰ ˫˧˧˶ˣ˟˧˴ ˸ˣ˥˸˲ˬ˸ˣ˧ˤ˧˲ˢ  ˫ˢ˧˪˞˷

 ˸ˣ˰˴ˬ˞˟ ˫˧˩˧˧˷ ˫ˢCA ˪˷ˬ˪) ˫˧ˡˡ˴ˢ ˭˧˟ ˭ˣˬ˞ ˪˰ ˯˯˟˸ˢ˟ ˵ˣ˲˧ˮˣ ˫ˣ˷˧˶ ˪˷ ˨˧˪ˢ˸˟ ˡ˯ˣ˧ˬ ˶˷˵ˢ .

 ˣ˪˪ˢ ˭ˣˬ˞ˢ ˸ˣ˵˧ˡ˟ ˪˰ ˧˞˶˥˞˷ ˱ˣˠˢ .(ˢ˶˟˥ˢ ˸ˣˢˤ ˸˞ ˫˧˶˷˞ˬˢ ˫˧˧˦˲˷ˬ ˫˧˩ˬ˯ˬ ˸ˠ˴ˢ ˧ˡ˧ ˪˰

 ˞˶˵ˮRA )Registration Authorityˢ ˪˰ .( RA-˧˷ ˭˩˞ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ˷ ˞ˡˣˣ˪ ˶˷˞ ˡ˧˥˧ ˱ˣˠ ˣ˸ˣ˞˪ ˨˧

˪ ˫˧ˮˣ˲ ˱˵ˣ˸˟ ˧ˢ˷˪˩ ˢˡˣ˰˸ ˫˞ ˸˰ˡ˪ ˧ˡ˩ .ˡ˧˸˰˟ ˨˩˪ ˷˥˩˸ˢ˪ ˱ˣˠ ˣ˸ˣ˞˪ ˶˷˲˞˧ ˞˪˷ ˭˲ˣ˞˟ ,˫˷˶ˮ-

VA )Validation Authority ˢ˸˰ˬ ,˨ˬ˯ˬˢ ˸˞˧˶˵ ˸˞ ˦˷˲˪ ˸ˮˬ ˪˰ .˸ˣˡˣ˰˸ˢ ˱ˣ˵˧˸ ˸˞ ˡˠ˞ˬ ˶˷˞ (

˪ ˯˥˧˧˸ˮ-RA x-VA ˟ ˶˟ˣˡˬ ˣ˪˧˞˩-CA ˣ˷ ˟˴ˬˢ˷ ˶ˣ˩ˤ˪ ˷˧ ˪˟˞ ˣˬ˴˰.ˢˮ 

ˢ ˸˧˟˶ˬ--PKI ˶˲˯ˬ ˫˧˪˧˩ˬ ˫˧-CA ˟˧˥˶ˮ) ˫˧˶˷˞ˬ ˫˧ˬ˶ˣˠ˩ ˷ˬ˷˪ ˫˧˪ˣ˩˧ ˫˧˷ˬ˸˷ˬ ˫ˠ ˶˷˞˩ ,˫˧

 ˪˩ˣ (˞˷ˣˮˢ ˪˰ ˨˷ˬˢ˟CA ˪ ˢˡˣ˰˸ ˵˧˲ˮˢ˪ ˪ˣ˩˧-CA  ˫˧˷ˬ˷ˬ ˞˪˷ ˫˧˷ˬ˸˷ˬ .ˢ˴˵ ˷ˬ˸˷ˬ˪ ˣ˞ ˶˥˞

 ˫˧˞˶˵ˮ ˫˧˶˷˞ˬ ˫˧ˬ˶ˣˠ˩EE )End Entities.(  

 

˸ˣˡˣ˰˸ ˭ˣ˯˥˞˪ ˫˧˦ˬ˶ˣ˲ 
 

 ˫˧˦ˬ˶ˣ˲ ˶˲˯ˬ ˫ˮ˷˧ ˫˧˦ˬ˶ˣ˲ˢ ˧ˠˣ˯ .˭˯˥ˣ˞ˬ ˢˡˣ˰˸ˢ ˪˷ ˰ˡ˧ˬˢ ˣ˟ ˶˧˷˧ ˭˲ˣ˞˟ ˸ˣ˪˸˩ ˸ˣˡˣ˰˸˪ ˫˧ˮˣ˷

:˶˸ˣ˧˟ ˫˧˥˧˩˷ˢ 

¶ DER/CER π Distinguished Encoding Rules (DER) x-Canonical Encoding Rules (CER) ˫˧˴˟˵ .

 .˸ˣˡˣ˰˸˟ ˰ˡ˧ˬ ˭ˣ˯˥˞˪ ˧˶˞ˮ˧˟ ˦ˬ˶ˣ˲˟ ˫˰ :˫˧˴˟˵ˢ ˸ˣˬˣ˧˯.der / .cer .ˢˬ˞˸ˢ˟  ˧˴˟˵˷ ˭ˣˣ˧˩ˬ

DER ˟ ˵˶ ˸ˣ˩ˬˣ˸˷ (˪˧˧ˬ ˧˸˶˷ ˭ˣˠ˩) ˸ˣ˩˶˰ˬ˟ ˫˸ˣ˞ ˟˸ˮ˪ ˶ˠ˸˞ˬ ˢ˧ˢ˧ ˸˧˶˞ˮ˧˟ ˫˧ˠ˴ˣ˧ˬ-ASCII . 

¶ PEM πPrivacy-enhanced Electronic Mail   ˦ˬ˶ˣ˲˟ ˳˟ˣ˵ ˞ˣˢASCII  ˪˷ ˢ˟˥˶ˢ ˪˧˩ˢ˪ ˪ˣ˩˧˷

 ˸ˬˣ˧˯.pem ,.crt ,.cer x-.key  ˧˴˟˵PEM :˟ ˫˧˪˧˥˸ˬ ˫ˢˣ ˫˧˴ˣ˲ˮ ˡˣ˞ˬ 

----- BEGIN CERTIFICATE -----  

 :˟ ˫˧ˬ˧˧˸˯ˬˣ 

 ----- END CERTIFICATE-----    

¶ PFX/P12 πPersonal Information Exchange ˩ ˫ˠ ˰ˣˡ˧ ,- PKCS#12  ˸˟˧˟˯˟ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˞ˣˢ

 ˪˷ ˢˡˣ˟˰Microsoft  ˧˴˟˵ ˪˷ ˸ˣˬˣ˧˯ˢ .˸ˣˡˣ˰˸ ˪˷ ˞ˣ˴˧ˣ ˞ˣ˟˧˪PFX  ˭ˢ.pfx-x .p12 
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 ˳˟ˣ˵˷ ˭ˣˣ˧˩ˬ ˧˩ ˭˧˧˴ˮPEM  ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬASCII  ˡˣˡ˧˵˟)Base64 ˸ˣ˰˴ˬ˞˟ 'ˣ˸˪ˣ˩˸' ˪˰ ˪˩˸˯ˢ˪ ˪˩ˣˮ (

 ˭ˣˠ˩ ˦˯˵˦ ˸ˮ˩ˣ˸Notepad++  ˧˴˟˵˷ ˭ˣˣ˧˩ˬˣ ˭˟˸˩ ˣ˞DER\CER\PFX  "˷˧˶˟˧'ˠ" ˪˟˵ˮ ˫˧˧˶˞ˮ˧˟ ˫˧˴˟˵ ˫ˢ

˫˸ˣ˞ ˞ˣ˶˵˪ ˢ˯ˮˮ˷˩ )and Hello Captain Obviousé.( 

 

 

 ?˨˪ ˭˧ˬ˞ˢ˪ ˧˪ ˢˬ˪˟ ˭ˣˬ˞ ˧˪ˣ˪˯ˬ-PKI 

 ˫ˢ˟ ˫˧˩˶ˡˢCA  ˡˣ˯˧ ˧ˮ˟˞ ˫ˮ˧ˢ ˣ˸ˣ˞ ˫˧˞˴ˣˬ ˨˧˞ˣ ˭ˣˬ˞ ˪ˣ˪˯ˬ ˢ˞˶ˮ ˡ˴˧˩ ,˧ˬ˪ ˫˸˥ ˧ˬ ,˫˧ˮˠ˶ˣ˞ˬ

 ˸˶ˡˠˢ˟PKI:˫˧˴ˣ˲ˮˢ ˫˧ˮ˟ˬˢ ˸˶ˣ˦˵˦˧˩˶˞ . 

¶ PKI ˧˩˶˶˧ˢ: s--CA ˫˧˪˰ˢˣ ,ˢ˧˟˞˪ˣ ˢ˧ˡ˪˧˪ ˸ˬ˸ˣ˥ ˳˰˟ ˸˧ˬ˧ˮ˲ ˸ˬˣ˴ ˪˩ ˶˷˞˩ ˳˰˟ ˫˧ˮˠ˶ˣ˞ˬ ˫˧

 ˫ˢEE. 

¶ PKI ˵˧˪˵  ˪˩CA ˢ ˪˩˪ ˫˸ˣ˥CA˫˧˶˥˞ˢ ˫˧  ˧ˮ˷ ˵˶ ˡ˧ˬ˸ ˪˧˩˧ ˸ˣˬ˧˞ˢ ˪ˣ˪˯ˬ ˨˶ˣ˞˷ ˫˧˥˧˦˟ˬ ˨˩˟ˣ

CA. 

 ˭˧˟ ˢ˞˪˩ˢ ˫ˢ˷ ˫˧˲˯ˣˮ ˫˧ˮ˟ˬ ˫ˮ˷˧н  ˸ˣ˷˧ˠˢπ  ˸ˣˣˢˬ˷ ˸ˣ˲˯ˣˮ ˸ˣˬ˧˸˥ ˫˰ ˪˟˞ ˧˪˪˩ ˳˰ ˪˷ ˠˣ˯

 ˞˶˵ˮ ˢˤ ˥ˮˣˬ .˨˶ˡ ˧˶ˣ˴˧˵cross certification .˨ˬ˯ˬˢ ˨˷ˬˢ˟ ˟˪ˢ ˸ˬˣ˷˸ ˸˞ ˣ˪ ˷˧ˡ˵ˮˣ 

 ˫ˮ˷˧-PKI ˫˧˶ˡˣ˯ˬ ˢˮ˟ˬ ˞˪˪  ˪˷CA .˟ ,˪˷ˬ˪-PGP )Pretty Good Privacy ˪˩ .˪˪˩˟ ˢˮ˟ˬ ˭˧˞ (

˩ ˫ˠ ˷ˬ˷ˬ ˷ˬ˸˷ˬ-CA  ˷ˬ˸˷ˬ ˪˩ ˪˰ ˣ˪˞ ˫˧˶˵ˬ˟ .˫˧˶˥˞ ˫˧˷ˬ˸˷ˬ ˪˷ ˸ˣˡˣ˰˸ ˪˰ ˫ˣ˸˥˪ ˪ˣ˩˧ˣ

 ˞˶˵ˮ ˢˤ ˢˮ˟ˬ .˸ˣˡˣ˰˸ ˢ˥ˡ˧ ˣ˞ ˪˟˵˧ ˢ˧˲˪ ˸ˣ˧ˮ˧ˡˬ ˳ˬ˞˪Web of trust ˠˣˤ ˪˩ ˭˧˟˷ ˭ˣˣ˧˩ˬ ˥ˣˮ ˢˮ˟ˬˢ .

 ˶˴˵ ˸ˣˬ˧˞ ˪ˣ˪˯ˬ ˷˧ ˫˧˷ˬ˸˷ˬ ˢ˲ˣ˴ˬ ˷ˬ˸˷ˬ ˪˩ˬ ,˧ˮ˷ ˡ˴ˬ .ˢ˷˧ˬˠ ˶˸ˣ˧ ˸˩˶˰ˬˢ ˢ˶ˣ˞˩˪ ˭˩˪ˣ

.ˣ˧˪˰ ˫˧ˮˣˬ˞ ˫˧˪ˣ˪˯ˬ ˢˤ˧˞ ˪˰ ˢ˦˪˥ˢ˟ ˢ˟˶ ˢˡˣ˟˰ 
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  ˭ˣˠ˶˞˪ ˞ˬˠˣˡ-CA:˫˧ 

 

 ˪˷ ˣˬˣ˩˧˯˟˫ˣ˧ˢ ˢˮ˟ˬ˷ ˸ˣ˧˰˟ˢ ,-PKI :˭ˢ ˸˰ˡˢ ˸˞ ˭ˢ˧˪˰ ˸˸˪ ˨˧˶˴ 

¶ Scalability π  ,ˢˢ˟ˣˠ ˫˧˷ˬ˸˷ˬ ˸ˣˬ˩) ˸˷˶ˢ ˪˷ ˸ˣˮˣ˷ ˸ˣ˧ˣ˥˸˲˸ˢ˪ˣ ˫˧ˮˣ˷ ˫˧˶˵ˬ˪ ˢˬ˞˸ˢ

('ˣ˩ˣ ˸˧ˤ˧˲ ˫˧˵ˣ˥˶ ˫˧˷ˬ˸˷ˬ 

¶  ˸ˣ˥˧˦˟π ˢˬ ˡ˥˞˪ ˢ˴˧˶˲ ˢˬ˩ ˡ˰-CA˸˷˶ˢ ˡˣ˵˲˸˟ ˯˶ˢ ˪˞˧˴ˮ˦ˣ˲ ˸˪˰˟ ˫˧ 

¶  ˸ˣ˷˧ˠ˶π  ˪˩ ˫˞ˢEE ˢˡ˶˲ˢ˟ ˨˶ˣ˴ ˫˧˧˵˷ ˣ˞ ˸ˣ˧ˣ˩ˤ ˸ˣˣ˷ 

¶ ˭ˣˬ˞ 

¶ ˸ˣ˧˦˶˲ 

¶ ˸ˣ˧˩ˣ˟˧˯ 

¶ (˥ˣ˦˧˟) ˸ˣ˧˵ˣ˥ ˸ˣ˧ˠˣ˯ 

¶ .ˢ˪ˣ˦˧˟ˣ ˢˮˣ˩ˡ˰ ,ˢˡˣ˰˸ ˸˵˲ˮˢ˪ ˶ˣ˟˰˪ ˷˧˷ ˨˧˪ˢ˸ˢ 

˟ ˷ˣˬ˧˷ˢ˷ ˸ˣ˶ˬ˪-CA  ˸˲˯ˣˮ ˢ˧˰˟ ˸ˬ˧˧˵ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪˰ ˢˮˠˢ ˸˞ ˥˧˦˟ˬˣ ˸ˣˡˣ˰˸ ˵˧˲ˮˬ˷π  ˪˩

ˢˮˣ˷ ˦ˬ˶ˣ˲˟ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˢˡˣ˰˸ ˸ˣˡˣ˰˸ ˡ˟˰˪ˣ ˞ˣ˶˵˪ ˸˪ˠˣ˯ˬ ˞˪ ˢ˸˧˞ ˡ˟ˣ˰ ˧ˮ˞˷ ˢˮˣ˩ˬˢ ˫˞ ˢˬ .

˰˟˵ˮ ,˨˩˪ ˧˞ ?˸˶˥˞ ˣ˞ ˣˤ˩ ˢ˶˟˥ ˪˷  ˸˶ˣ˴˸˟ ˢ˧ˢ˧ ˡ˧˥˞ˢ ˦ˬ˶ˣ˲ˢ ˧˩ ˢˡˣ˰˸X.509. 
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˭˵˸ X.509 

 ˭˵˸X.509  ˭˵˸ ˞ˣˢITU-T  ˶˧ˡˠˬ˷PKI. .ˣˡ˧ ˪˰ ˷ˬˣˬˬˣ ˣ˶ˣ˟˰ ˧˦ˮˣˣ˪˶ ˢ˩ ˡ˰ ˣˮ˞˶˵˷ ˢˬ ˪˩ 

ˣˡˣ˰˸ ˪˷ ˢ˥ˣ˦˟ˣ ˸˧˸ˣ˩˧˞ ˢ˶ˡˠˢ˪ ˸ˣ˷˶ˡˮ˷ ˱˯ˢ ˸ˣ˷˧˶ˡ ˸˞ ˶˧ˡˠˬ ˭˵˸ˢ.˸  ˭˵˸ˢ ˶˸˧ˢ ˭˧˟ ˦˶˲ˬ

 .˫˧˧˶˦ˬ˧˯˞ ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ ˸ˣˬ˧˞ˣ ˢ˪˧˯˲ ,˶ˣ˷˧˞ ,˨ˣ˧˷ ,ˡˣ˰˧˸˪ ˸ˣ˦˧˷ 

 ˭˧˟ˢ˪ ˟ˣ˷˥˷ ˣˢ˷ˬπ  ˭˭˭˭ˣˬˢ ˪˟˞ ˭ˣˬˢ ˷˧RFC-) ˫˧Comments for Request A π ˷ ˫˧˩ˬ˯ˬ ˫˧˟˸˩ˮ

˸ˣ˷ˡ˥ ˸ˣ˯˧˲˸ ˸˴˲ˢ ˫˷˪ ˟˷˥ˬˢ ˧˰ˡˬ ˫ˣ˥˸˟ ˫˧˶˵ˣ˥ˣ ˫˧˯ˡˮˢˬ ˧ˡ˧ ˪˰ ˪˪˩ ˨˶ˡ˟  ˸ˣ˰˟˴˞ ˵˧ˤ˥ˬ .˰ˡ˧ˬˣ

˞ˣ˶˵˪ ˣ˩˶˦˴˸ ˞˪ ˫˰˲˞˷\ .˸ˣˡˣ˰˸ ˞˷ˣˮ˟ (ˢˤ˩ ˡ˥˞ ˥ˮ˰˲˪ 

RFC 5280  ˸ˣˡˣ˰˸ ˪˷ ˦ˬ˶ˣ˲ˢ ˸˞ ˶˧ˡˠˬX.509 ) ˭˪ˣ˦˧˟ ˭˲ˣ˞ ˸˞ˣRCL ,(RFC 4210  ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˶˧ˡˠˬ

) ˸ˣˡˣ˰˸ˢ ˪ˣˢ˧ˮCMP ,(RFC 4158 ) ˸ˣˡˣ˰˸ˢ ˸˶˷˶˷ ˸˧˧ˮ˟ ˸˞ ˶˧ˡˠˬcertificate chaining ,˱ˣ˯˟˪ˣ ,(

RFC 3739 ) ˢˡˣ˰˸ˢ ˸˞ ˶˧˷˩ˬ˷ ˢˬ ˸˞ ˶˧ˡˠˬQualified Certificate ˤ˰˪˟(  ˢˮ˟ˬ ˸ˬˠˣˡ˩ASN.1 

 ˡˣ˰ ˫˧ˬ˧˧˵)RFC .(˶˧˩ˢ˪ ˣˮ˪ ˟ˣ˷˥˷ ˢ˪˞ ˫ˢ ˢ˲ ˣ˪˞ ˪˟˞ ˞˷ˣˮˢ ˸ˣˡˣ˞ 

 ˸ˣˡˣ˰˸ ˸ˣˡˣ˞ ˟˶ ˶ˬˣ˥ ˫˧˧˵ ,˶ˣˬ˞˩X.509 ˧˦˶ˣ˞˧˸ ˰ˡ˧ ˵˲˯˪ˣ ˶˵˧˰ˢ ˸˞ ˸˴ˬ˸˪ ˪"ˮˢ ˵˶˲ˢ ˸˶˦ˬ ,

˰ ˸˧˪˪˩ ˢˮ˟ˢˣ ˧˯˧˯˟.˸ˣˡˣ˰˸ˢ ˪˷ ˪ˣˢ˧ˮˢ ˭˲ˣ˞ ˪ 

˸ˣˡˣ˰˸ X.509  ˸ˬˠˣˡ˩ ,˫˧˟˶ ˦ˮ˶˦ˮ˧˞ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˷ˬ˷ˬTSL/SSL ˯˧˯˟ˢ ˞ˣˢ˷ ˪HTTPS-  ˥˦˟˞ˬˢ

ˢˡˣ˰˸ .˦ˮ˶˦ˮ˧˞˟ ˢ˷˧˪ˠ X.509 ˢˣ ,(ˡ˧˥˧ ˣ˞ ˭ˣˠ˶˞ ,˥˶˞ˬ ˫˷) ˸ˣˢˤˣ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˢ˪˧˩ˬ˧ˣ˸˥ ˞ˢˬ  ˪˰

 ˧ˡ˧CA  ˧ˡ˧ ˪˰ ˣ˞ˣˬ˴˰ ˢˡˣ˰˸ˢ ˪˰˟  ˧ˡ˧ ˪˰ ˸ˬ˸˥ˮ ˢˡˣ˰˸ ˶˷˞˩ .(˨˷ˬˢ˟ ˢ˟˥˶ˢ)CA  ˣ˞ ,˭ˬ˧ˢˬ

 ˣˢ˷˧ˬ ,˫˧˶˥˞ ˫˧˰˴ˬ˞˟ ˸ˬˣ˞ˬ˷ ˢˡˣ˰˸˟ ˵˧ˤ˥ˬˢ ˶ˣ˴˧˪ ˧ˡ˩ ˣ˟ ˷˧˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪˰ ˨ˣˬ˯˪ ˪ˣ˩˧ ˣˤ

˧˦˶˲ˢ ˥˸˲ˬˢ ˧ˡ˧ ˪˰ ˧˪˦˧ˠ˧ˡ ˭˲ˣ˞˟ ˣˬ˸˥ˮ˷ ˫˧˩ˬ˯ˬ ˸ˬ˞˪ ˣ˞ ,˫˶ˣˠ ˣ˸ˣ˞ ˫˰ ˸˥˦˟ˣ˞ˬ ˸˶ˣ˷˵˸. 

 

ˬ ˢˡˣ˰˸ ˪˟˵˧ ˧˪˷ ˭˲ˡ˲ˡˢ ˫˞-PayPal ˷-DigiCert  ˣ˪˧˲˞ ˵˲˵˲˧ ˞˪ ˞ˣˢ ˢˮˣ˥˦˧˟˪ ˟˶˰ ˣˬ˴˰˟ˣ ˣˡˣ˟˩˟

˧˪˧ˬ˪-ˢ) ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˪˷ ˢˮ˧˰˦ˢ ˸˞ ˶˷˞˧ˣ ˢ˸ˣˮ˧ˬ˞ ˪˰ ˢ˧˧ˮ˷-DOM  ˪˷ (ˣˬ˴˰PayPal.com. 

˭˵˸X.509  ) ˸ˣˡˣ˰˸ ˪ˣ˦˧˟˪ ˸ˣˬ˧˷˶ ˸˶ˡˠˢ ˪˰ ˫ˠ ˭ˣˬ˞CRL ˸ˣˡˣ˰˸ ˪˰ ˰ˡ˧ˬ ˸˴˲ˢ˪ ˧˰˴ˬ˞ ˸ˣˣˢˬˢ ,(

˪˰ ˸ˣ˧˵ˣ˥ ˞˪˩ ˣˮˬˣ˯˷ ˢ ˧ˡ˧-CA ˧ˡ˧ ˪˰ ˸ˣˡˣ˰˸ ˪˰ ˢˬ˧˸˥ ˶˷˲˞ˬˢ ,˸ˣˡˣ˰˸˪ ˸ˣˬ˧˞ ˫˸˧˶ˣˠ˪˞ ˭˩ˣ ,

) ˫˧˧ˮ˧˟ ˸ˣ˷˧intermediate CA ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ˣ ,˸ˣ˶˥˞ ˸ˣˡˣ˰˸ ˧ˡ˧ ˪˰ ˸ˣˬˣ˸˥ ,˭˶ˣ˸˟ ˫˧˧ˮ˧˟ ˸ˣ˧ˣ˷˧ .(

˪ ˫˧˰˧ˠˬ-root CA  ˞ˣˢ˷˭˵˸˟ ˭ˣˬ˞ˢ ˷˶˷ˣˬ ˢˮˬˬ ˸˧˷˞˶ˢ ˸ˣ˷˧ˢ.  

 ˸ˣˡˣ˰˸ˢ ˭˩ˣ˸ ˸˞ ˥˸ˮˮ ˨ˬ˯ˬˢ ˨˷ˬˢ˟ ˫˧˷ˣ˰ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˠ˧˴ˮˣ ˸ˣˡˣ˰˸ ˶˴˧ˮ ,˫˧ˮˣ˷ˢ ˣ˧ˡ˟˶ ˪˪˩ ˪˰

.˸ˣˡˣ˰˸˟ ˟˥˶ˮ ˷ˣˬ˧˷  
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˟ ˢˡˣ˰˸ ˸˪˟˵-X.509 

˪˪˩˟ ˭˸ˣ˞ ˪˟˵ˬ ˧ˮ˞ ˢ˲˧˞ˬˣ ˭˸˧˞ ˢ˷ˣ˰ ˧ˮ˞ ˢˬ ˪˟˞ ˸ˣˡˣ˰˸ ˸ˣˡˣ˰˸ ,˶ˡ˯˟ ?é ˭˵˸X.509  ˶˧ˡˠˬн 

:˦˵˧˲˧˦˶˯ ˸˪˟˵˪ ˫˧˩˶ˡ 

 ˸˶ˣ˴˸CentralΥ ˢ ˣˤ ˢ˦˧˷˟-CA ˢ)-server ( ˸˞ ˶˴˧˧ˬ) ˥ˣ˵˪ˢ ˶ˣ˟˰ ˧˶ˣ˟˧˴ˢˣ ˧˦˶˲ˢ ˥˸˲ˬˢsubject (

 ˧˰˴ˬ˞ ˪˰ ˸ˣˮ˯˥ˣ˞ˬ˷ ˸ˣˡˣ˰˸ ˪˷ ˢ˵ˣ˪˥˪ ˢˬ˧˞˸ˬ ˣˤ ˢ˦˧˷ .˥ˣ˵˪˪ (˸˥˦˟ˣ˞ˬ ˢ˶ˣ˴˟) ˫˸ˣ˞ ˥˪ˣ˷ˣ

 ˸ˬˠˣˡ˩ ˶˥˞ ˣ˞ ˢˤ˩ ˭ˠˣˬˬ ˧ˤ˧˲smart card . 

 ˸˶ˣ˴˸DistributedΥ  ˣˤ ˢ˦˧˷˟-sclient ˢ ˪˞ ˢ˷˵˟ ˥˪ˣ˷ˣ ˣ˪˷ ˸ˣ˥˸˲ˬˢ ˠˣˤ ˸˞ ˣˬ˴˰˟ ˶˴˧˧ˬ-CA  ˫˰

ˢ .ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ-CA  ˣˤˢ ˢ˦˧˷˟ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥ .˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶ˣ˟˰ ˦˵˧˲˧˦˶˯ˢ ˸˞ ˣ˪ ˶˧ˤ˥ˬ

ˢ ˸ˣ˧˶˥˞ ˪˰-CA ˫˧˞˸ˬˢ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˵˧ˤ˥ˬˣ ˰ˡˣ˧ ˭˩˞ ˥ˣ˵˪ˢ ˧˩ ˞ˡˣˣ˪ . ˷ˬˬˮ ˨ˬ˯ˬˢ ˨˷ˬˢ˟

.ˣˤ ˢ˶ˣ˴˸ 

˟ ˫˧˩ˬˣ˸ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲-X.509 

 ˭˵˸X.509  ˭˵˸ ˞ˣˢ˟ˣ˷˥  ˫˧˦˵˧˲˧˦˶˯ ˪˰ ˫˧ˮ˰˷ˮ ˫˧˟˶ ˫˧˪ˣ˵ˣ˦ˣ˶˲˷ ˭ˣˣ˧˩ˬ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˫ˣ˥˸˟

 ˪˷ ˸ˣˬ˧˞ ˧˪ˣ˵ˣ˦ˣ˶˲ˣX.509  ˣ˧ˢ˧ ˷ˣˬ˧˷ ˣ˟ ˸ˣ˷ˣ˰ˢ ˸ˣ˶˥˞ ˸ˣˬ˶ˣ˲˦˪˲ ˢ˥˦˟˞ ˸˴˶˲ ˣ˟ ˸ˬ˧˧˵ˣ ˢˡ˧ˬ˟)

 ˫˧˴ˣ˲ˮ ˫˧˪ˣ˵ˣ˦ˣ˶˲ .(˭ˢ ˫ˠ ˸ˣ˰˧ˠ˲˷ˣˬ˧˷ ˫˧˷ˣ˰ˢ ˟-X.509v3: 

 

 

  

  

˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˪˩-TLS x\ ˣ˞HTTPS  ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ˢ ˸˞ ˷˶ˣ˧X.509  ˦˶ˡˮ˦˯ˢ ˭ˢ˷ ˭ˣˣ˧˩ˬ- 

 ˸ˬˠˣˡ˩ ˫˧˪ˣ˵ˣ˦ˣ˶˲SMTP ,POP, IMAP ,LDAP ,XMPP .˫˧˟˶ ˡˣ˰ˣ ˣ ˫˧ˬ˩˥ ˫˧˯˧˦˶˩ ˭ˣˠ˩ ˫˧˶˧˷˩ˬ-

TPMs  ˸ˣˡˣ˰˸ ˫˧˵˧ˤ˥ˬ ˟ˣ˶˪X.509. 

SSL vs TLS  

 ˭˧˟ ˪ˡ˟ˢˢ ˪˰ ˫˧˪˧ˬ ˢˬ˩ ˵˶ ˪˟˞ ˶˟˩ ˫˧˶˧˩ˬ ˫˩˟ˣ˶˷ ˥ˣ˦˟ ˧ˮ˞˷ ˢˮ˦˵ ˢ˦ˣˡ˵ˮ˞SSL ˪-TLS 

:˫˩˸ˣ˷˶˟ 

SSL )Secure Socket Layer ˸˶ˣ˟˰˸˪ ˢˮ˲˴ˢ ˸˵ˮ˰ˢ˪ ˷ˣˬ˧˷ ˢ˷˰ˮ ˣ˟ ˧˶ˣ˵ˬˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˢ˧ˢ (HTTP ,

 ˸˶ˣ˴˸˟HTTPS ˣ˧ˢ .н  ˪˷ ˸ˣ˴˲ˢSSL π  ˢ˯˶ˠн  ˢ˯˶ˠˣо ˢ˥˦˟˞ ˸ˮ˧˥˟ˬ ˸ˣ˧ˣ˵˪ ˣ˞˴ˬˮ ˸ˣ˞˯˶ˠˢ ˧˸˷ .

 ˸˧˲˶ˠˣ˦˲˧˶˵ˣ˭˩˪ .˭ˢ˟ ˷ˣˬ˧˷ ˪˩ ˷ˣ˦ˮ˪ ˳˪ˬˣˬ  ˢ˯˶ˠ ,ˠˣ˸˧ˬˣ ˸ˣ˧˯ˮˮ˧˲ ˸ˣ˟˧˯ ˟˵˰о.м  ˪˷SSL  ˢ˪˟˧˵

 ˷ˡ˥ˢ ˧˸˶˵ˣ˧ˢ ˫˷ˢ ˸˞TLS )Transport Layer Security ˢ˯˶ˠ (м.л  ˸ˣ˞˯˶ˠ ˣ˞˴˧ ˭ˬˤˢ ˫˰ ,˫˞˸ˢ˟ˣ

м.м ,м.н ,м.о  ˪ˣ˵ˣ˦ˣ˶˲ ˪˷TLS . 

TLS/SSL XMPP S/MIME 

HTTPS IPSec EAP 

 SSH LDAP 
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" ˸ˣˬ˷˟ ˷ˣˬ˧˷ˢSSL/TLS" ,"SSLˣ "-"TLSˣˡ ˢ˶ˣ˴˟ ˢ˷˰ˮ ˟ˣ˶˪ "- ˣ˸ˣ˞ ˸˞ ˶˞˸˪ ˢ˶˦ˬ˟ ˞˟ˣ ˸˧ˮˣˣ˧˩

˟ ,˪ˣ˵ˣ˦ˣ˶˲˞ ˧ˮ˞ ˨ˬ˯ˬ˟ ˷ˬ˸˷-"TLS ˶˷˞˩ˣ ˡ˟˪˟ "˞" ˸˞ ˶˧˩ˤSSL ˪ˣ˵ˣ˦ˣ˶˲˪ ˯ˮ˶˲˶ ˸˶˦ˬ˪ ˢ˧ˢ˧ ˢˤ "

legacy .ˡ˟˪˟  

SSL 3.1==TLS 1.0 

˰˧ˠˬ ˭˩˧ˢˬ˸ˣ certificates ?˟˷˥ˬ˪ 

 ˸ˮˬ ˪˰˷ ˣˮ˧˧˴ˢˡˣ˰˸ˢ ˪˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞˪  ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˶ˤ˰˟ ˢ˸ˣ˞ ˥ˣ˸˲˪ ˣˮ˧˪˰

ˢ ˪˷-CA,  ˞˧ˢ ˢˤˢ ˨˶ˣ˴ˢˬ ˢ˪ˣ˰˷ ˸˧˟˧˦˧˞ˣ˦ˮ˧˞ ˢ˪˞˷ˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˣˮ˪ ˭˧˧ˮˬ-CA?  ˣˮ˞ ˡ˴˧˩

 ˞˪ˣ ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˫˧˪˟˵ˬñˣ˪˷ ˱ˣ˧ˤ ?ò ?˭˸ˣ˞ ˪ˢˮˬ ˧ˬ ?ˣˮ˪˷ ˸ˣˡˣ˰˸ˢ ˸ˣ˰˧ˠˬ ˫˴˰˟ ˭˩˧ˢˬ 

 ˭ˣˬˢ˪ ˭˵˪˥˪ ˶˷˲˞ ˧˪˪˩˟ˣ ˢ˶ˢˬ˟ ˸ˣ˴˴ ˸ˣ˪˞˷-н :˸ˣ˧˶˵˧˰ ˸ˣ˪˞˷ ˧˸˸ 

¶ ˰˧ˠˬ ˭˩˧ˢˬ˸ˣ Server Certificates  ˟˷˥ˬ˪ 

¶ ˰˧ˠˬ ˭˩˧ˢˬ˸ˣ Client Certificates ˟˷˥ˬ˪ 

 

˰˧ˠˬ ˭˩˧ˢˬ˸ˣ Server Certificates ˟˷˥ˬ˪? 

˪˷ ˢˬ˧˷˶ ˫˰ ˢˮ˵˸ˢ˟ ˫˧˰˧ˠˬ ˫˧˧ˮ˶ˡˣˬˢ ˫˧ˮ˲ˡ˲ˡˢ ˪˩ ,˭˩˟ˣ Certificates ˢ ˪˷- CAs˫˧˧ˤ˩˶ˬˢ. 

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟Windows ˫˧˧˵ Certificate Store ˞ˣˢˣ  ˭ˣ˯˥˞ ˶ˣˤ˞ˣ)˭˲˴ˣˬ(  ˸ˣ˰˧ˠˬ˷ ˸ˣˡˣ˰˸ ˪˧˩ˬ˷

 ˶˷˞˩ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˰ˣˮ˥ˮ˞ ˫˧ˮ˩ˡ˰ˬ ˣ˞ ˫˧ˮ˧˵˸ˬ ˸˞ s˭˲ˡ˲ˡ - ˭˩ˡ˰ˬˣ ˱˧˯ˣˬ ˞ˣˢ ˸ˣˡˣ˰˸ˢ ˸˞ 

-˟Certificate Store .,˭˩˪ˣ ˣ˪˞ ˪˰ ˭˲ˡ˲ˡ ˪˩ ˪˷ ˢ˦˪˥ˢˢ ˧ˢˣˤ˷ ˭˧˟ˢ˪ ˶˷˲˞ CAs .˨ˣˬ˯˪ 

 

˟ ˸ˣ˲˴˪ ˭˸˧ˮ- Certificate Store˪˷ ˢ˪˰˲ˢ ˸˶ˤ˰˟ certmgr.msc -ˬ CMD κ)winkey+R(. 

Root CAs  ˨˶ˡ˟ ˫ˬ˴˰ ˪˰ ˸˧˪˦˧ˠ˧ˡ ˫˧ˬ˸ˣ˥ ˪˪˩π ˢ ˸˶ˤ˰˟ ˶ˬˣ˪˩- public keyˢˡˣ˰˸˟˷  ˸ˬ˞˪ ˭˸˧ˮ

˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˸˞ ˪˰ ˢ˰˧˲ˣˬ˷ ˸.ˢˡˣ˰˸ˢ CAs ˫˧˧ˮ˷ˬ (Intermediate) ˧ˡ˧ ˪˰ ˫˧ˬ˸˥ˮRoot CAs  .

˸˶˷ ˸ˣˡˣ˰˸ ˸˧ˮˡ˧ ˟ˣ˶˴˪ ˢ˧˴˲ˣ˞ ˸ˬ˧˧˵ ˧˩ ˶˧˩ˤˢ˪ ˫˧˟˧˧˥ ,˭˩ ˣˬ˩ / ˢˮ˩ˣ˸ ˪˩˪ ˵˲˯˪ ˨˩˟ˣ ˟˷˥ˬ˪ ˥ˣ˵˪ 

/  .˭˩ˣˬ ˸ˣˢˡˤˢ ˧˰˴ˬ˞ ˸ˣ˶˧˷ 
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˰˧ˠˬ ˭˩˧ˢˬ˸ˣ Client Certificates ˟˷˥ˬ˪? 

˪˷ ˭˩ˣ˯ ˫˰ ˫˸˷ˠ˲ˮ ˫˰˲ ˧˧˞ ˫˞ˢ Go Daddy ˣ˞ VeriSign ?˫˩˸ˣˢˤ ˸˞ ˥˧˩ˣˢ˪ ˫˸˷˶ˡˮˣ 

π .˞˪˷ ˥˧ˮˬ ˧ˮ˞ ˶˴˧˧˪ ˫˧˩˶ˡ ˢˬ˩ ˷˧:Client Certificate  

¶  ˸ˣ˷˰˪ ˭˸˧ˮ ˡ˴˧˩ ˫˧ˠˡˮ ˶˸ˣ˧ ˫ˡ˵˸ˬ ˵˶˲˟ .ˣˮˬ˴˰˟ ˢˡˣ˰˸ˢ ˪˰ ˫ˣ˸˥˪ˣ ˥˸˲ˬˢ ˸˞ ˸˧˪˞˵ˣ˪ ˶ˣ˴˧˪

 ˳˟ˣ˵˪ ˣ˸ˬ˷ˢ ,˥˸˲ˬ ˸˶˧˴˧ ˪˷ ˨˧˪ˢ˸ˢ ˪˩ ˸˞certificate  ˸ˮ˧˰˦ ˭˩ˬ ˶˥˞˪ˣ ˥˸˲ˬˢ ˯˧˯˟ ˪˰

 .˸˶˷˪ ˢˡˣ˰˸ˢ 

¶  ˶˴˧˧ˬ ˸˶˷ˢcertificate  ˳˟ˣ˵ˢ ˸˞ ˡ˧˶ˣˢ˪ ˢˤ ˸ˣ˷˰˪ ˨˧˶˴˷ ˢˬ ˪˩ ,˭˩ˬ ˶˥˞˪ .ˣ˧˪˰ ˫˸ˣ˥ˣ ˣˮ˶ˣ˟˰

 ˣ˪ ˸ˣ˷˰˪ˣimport ˢ ˨ˣ˸˪-Certificate Store. 

¶ ˢ ˭ˣˠ˶˞˷ ˞˧ˢ ˸˪˟ˣ˵ˬˣ ˢˮˣ˶˥˞ ˨˶ˡ-IT ˢ ˸˞ ˶˴ˣ˧ ,˫˧˩˧ˣ˷ˬ ˣˮ˥ˮ˞ ˣ˧˪˞˷-certificate x ˣ˸ˣ˞ ˪˧˸˷ˬ

 ˟˷˥ˬˢ ˸˪˰˲ˢ˟ ˳˶˷ ˦˲˧˶˵˯˟ / ˢˮ˵˸ˢ˟/  ˧˟ˠ ˪˰) ˢ˥˧˷˵ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˶˧˟˰ˬUSB  ˣ˞

.(˵˯˧ˡ ) ˸ˣˬ˧˞˪ ˶˵˧˰˟ ˢ˲˵˸ ˣˤ ˧ˣˢ˧ˤ ˨˶ˡ˷ ˭˟ˣˬ˩Authentication˫˧ˮ˲ (- ˸ˣ˩˶˰ˬ˪ ˞˪ˣ ˧ˮˣˠ˶˞

.˦ˮ˶˦ˮ˧˞  

˶ˣ˦˵˪˯ ˨˧˶˴ ˭ˣˡ˰ˣˬ ˪˩ Certificate Revocation List π CRL - 

 ˫˧˶˵ˬ ˸ˣˢˤ˪ ˧ˡ˩ˣˡ˟˞ ˣ˞ ˣ˟ˮˠˮ˷ ˸ˣˡˣ˰˸˟ ˢ˷˶ˣˬ ˞˪ ˷ˣˬ˧˷ ˢ˷˰ˮ ˫ˢ˟ , ˸ˣ˷˧CA  ˪˷ ˢˬ˧˷˶ ˢ˵˧ˤ˥ˬ

 ,˫ˣˤ˧ ˭˲ˣ˞˟ ˣ˪˦ˣ˟˷ˣ ˢˡ˧ ˪˰ ˣ˵˲ˮˣˢ˷ ˸ˣˡˣ˰˸ˢ ˪˪˩˭˲˵ˣ˸ ˫ˣ˸ ˧ˮ˲˪. 

 ˸ˣ˪˧˩ˬ ˶˷˞ ˸ˣˬ˧˷˶ ˸ˣ˵˧ˤ˥ˬ ˧˞˶˷˞ ˸ˣ˶˟˥˷ ˢˡ˟ˣ˰ˢ ˞˧ˢ ˭ˣ˧ˬˡ ˧ˣˣ˵ ˢˮˬˬ ˨ˣ˷ˬ˪ ˶˷˲˞˷ ˢ˧ˠˣ˪˞ˮ˞

 ˟˵˰ ˣ˪˦ˣ˟˷ ˧˞˶˷˞ˢ ˯˧˦˶˩ ˧˶˲˯ˬ ˸˞ ˶˷˞˩ .˧˞˶˷˞ ˧˯˧˦˶˩˟ ˸ˣ˞ˮˣˢ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ,˭ˡ˟ˣ˞ ˣ˞ ˢ˟˧ˮˠ

 ˞˴ˬˮ ˞˪ ˞ˣˢˣ ˱˵ˣ˸˟ ˭˩˞ ˧˞˶˷˞ˢ ˯˧˦˶˩ ˫˞ˢ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˸˵ˡˣ˟ ˸˩˶˰ˬˢ ˢ˷˧˩˶ ˸˰˴˟˸ˬ

.ˣˤˮˠˮ ˶˷˞ ˧˞˶˷˞ˢ ˧˯˧˦˶˩ ˪˷ ˢˬ˧˷˶˟ 

 ˭˩˞ ˧˩ ˞ˡˣˣ˪ ˧ˡ˩˟ ˸ˣ˪˦˟ˢ ˸ˣˡˣ˰˸ˢ ˸ˬ˧˷˶˪ ˸˧˦ˬˣ˦ˣ˞ ˢ˧ˮ˲ ˰˴˟ˬ ˥ˣ˵˪ˢ ˭˲ˡ˲ˡ ,ˢˬˣˡ ˢ˶ˣ˴˟

˪˩ ˸ˮ˩ˡ˰˸ˬ ˢˬ˧˷˶ˢ .ˢ˪˦ˣ˟ ˞˪ ˶˸˞ˢ ˪˷ ˢˡˣ˰˸ˢ мн ˰ˣ˟˵ ˭˲ˣ˞˟ ˸ˣ˰˷, ˪ ˢ˲˵˸ ˞˧ˢˣ-нп  ˸ˣ˰˷ˢ

˸ˣ˞˟ˢ. ˨˩ ˪˰ ˰˧˶˸˧ ˭˲ˡ˲ˡˢˣ ˭˧˵˸ ˞˪ ˢ˧ˢ˧ ˢˡˣ˰˸ˢ ˧ˣˣ˧˥ ,ˢ˪˦˟˩ ˢ˰˧˲ˣˬ ˢˡˣ˰˸ˢˣ ˢˡ˧ˬ˟: 

 

 

 

 

CRL  ˧ˡ˧ ˪˰ ˢˬ˴˰˟ ˢˬˣ˸˥CA  ,˧˶ˣˡ˧˯ ˶˲˯ˬ ˢ˪˧˩ˬ ˞˧ˢ ,˫˧˪˦ˣ˟ˬˢ ˫˧˦˵˧˲˧˦˶˯ˢ ˸ˬ˧˷˶˪ ˦˶˲ˣ

˞˟ˢ ˢˬ˧˷˶ˢ ˫˯˶ˣ˲˸ ˣ˟ ˨˧˶˞˸ˢˣ ˢˬ˧˷˶ˢ ˫ˣ˯˶˲ ˨˧˶˞˸.s 
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 ˥ˣ˸˲˪ ˨˧˞CRL? 

uno π  ˢˡ˷ˢ ˸˞ ˷˲˥˪ˣ ˢ˪˥˸ˢ˟ ˣˮ˧˷˰˷ ˣˬ˩ ˢˡˣ˰˸ ˥ˣ˸˲˪CRL Distribution Points 

dos -  ˸ˡ˶ˣˢ˪ ˵ˮ˧˪ ˢ˧ˢ˧ ˢˡ˷˟CRL ˢ ˸˶ˣ˷˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ˦ˣ˷˲ ˢˤ ˨˧˶˴˷ ˢˬ ˪˩ ,˧ˮ˩ˡ˰-URL: 

 ˫ˮ˷˧н ˟ ˡ˰ˣ˸ˬ˷ ˧˲˩ ˸ˣˡˣ˰˸ ˪ˣ˦˧˟ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯-RFC 5280: 

 ˪ˣ˦˧˟(Revoked) π  ˭˲ˣ˞˟ ˢˡˣ˰˸ˢ ˪ˣ˦˧˟.˨˧˲ˢ ˧˸˪˟ ˢ ˧˩ ˢ˪ˠ˸ˢ ˪˷ˬ˪ ˶˷˞˩-CA  ˣˬ˩ ˞˪ ˵˧˲ˮˢ

 ˢˡˣ˰˸ˢ ˪˟˵ˬ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˷ ˢ˥˦˟˞ˢ ˧˩ ˶˧˟˯ ˪˰ˬ ˡ˷˥ ˫˧˧˵ ˫˞ ˣ˞ ,ˢˡˣ˰˸ˢ ˸˞ ˨˧˶˴˷

ˢ ˪˷ ˸ˣ˧ˮ˧ˡˬˢ ˸ˣ˷˧˶ˡ˟ ˡˬ˰ ˞˪ ˢˡˣ˰˸ˢ ˪˟˵ˬ ˧˩ ˡ˟˰˧ˡ˟ ˧ˣ˪˧ˠ ˞ˣˢ ˱˯ˣˮ ˷˧˥˶˸ .ˢ˰ˠ˲ˮ-CA ˫˧˶˵ˬ .

˪˷ ˢ˶˲ˢ ˣ˞ ˢˮ˩ˣ˸ ˸ˣˠˢˮ˸ˢ ˪˷ ˞ˣˣ˷ ˠ˴ˬ ,˫˧˟ˤˣ˩ ˫˧˩ˬ˯ˬ ˫ˣ˯˶˲ ˭ˣˠ˩ ˢ˪ˠ˸ˢ ˫ˢ˟  ˸˶˥˞ ˸ˣ˧ˮ˧ˡˬ

˪˧˰˲ˬ ˧ˡ˧ ˪˰ ˢˮ˧ˣ˴˷ CA  ˞˴ˬˮ ˞˪ ˶˟˩ ˷ˬ˸˷ˬˢ˷ ˞˧ˢ ˪ˣ˦˧˟˪ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ ˢ˟˧˯ˢ .ˢ˥ˣ˵˪ ˣ˞

ˢ ,˪˷ˬ˪) ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˷ ˸˧ˡ˰˪˟ˢ ˣ˸ˣ˷˶˟-token (˟ˮˠˮ ˣ˞ ˡ˟˞ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˪˧˩ˬ˷. 

) ˸˧ˮˬˤ ˢ˵ˤ˥ˢHold( -  ˟˴ˬ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˨˧˲ˢˬ˪) ˸˧ˮˬˤˢ ˶ˣ˷˧˞ˢ ˸ˣ˲˵˸ ˸˞ ˭˧˧˴˪ ˧ˡ˩ ,˪˷

 ˶˥˞˪ ˞˴ˬˮ ˧˦˶˲ˢ ˥˸˲ˬˢ ˫˞ .(ˡ˟˞ ˣ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˫˞ ˥ˣ˦˟ ˞˪ ˷ˬ˸˷ˬˢ ˢ˟ ˢ˶˴˵ ˢ˲ˣ˵˸

 ˟˴ˬ˪ ˢˡˣ˰˸ˢ ˸˯ˮ˩ˢHold  ˸˞ ˶˧ˤ˥ˢ˪ ˢ˧ˢ˧ ˭˸˧ˮ ,ˣ˧˪˞ ˢ˷˧ˠ ˢ˸˧˧ˢ ˞˪ ˷˧˞˪ ˧˩ ˸ˣ˥˩ˣˢˢ ˣ˞˴ˬˮˣ

ˢˬ ˶ˣ˷˧˞ˢ ˸˞ ˶˧˯ˢ˪ ˨˩˟ˣ ˱˵ˣ˸˪ˣ ˢˡˣ˰˸˪ ˯ˣ˦˦˯ˢ-CRL .˞˟ˢ ˶ˣˤ˥ˬ˟ ˫˯˶˲˸ˢ˪ ˡ˧˸˰˷ 

˟ ˷ˣˬ˧˷ˢ-CRL .˨˟ˣ˯ˬ˪ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˨˲ˣˢ ,˭˩˟ˣ ?˨˟ˣ˯ˬ ˢˬ˩  ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˸ˣˬ˧˷˶ˢ ˪ˡˣˠ

ˢ ˸˞ ˵˪˥˪ ˞ˣˢ ˢ˧˰˟˪ ˧˵˪˥ ˭ˣ˶˸˲ .ˢˡˣ˰˸ˢ ˸ˣˬ˧˞˪ ˷˶ˡˮˢ ˭ˬˤˢ ˪˰ ˢ˶˧˷˧ ˢ˶ˣ˴˟ ˰˧˲˷ˬ˷ ˢˬ ,˪ˣˡˠ-

CRL  .˸ˣˬ˧˷˶ ˧˸˸ ˶˲˯ˬ˪ 

˟ ˷ˣˬ˧˷ˢ ˣˬ˩ ˫˧˲˯ˣˮ ˸ˣˮˣ˶˸˲ ˫ˮ˷˧-OCSP  ˢ˧ˢ˧ ˡ˧ˬ˸ ˧˩ ˭˧˟ˢ˪ ˟ˣ˷˥ ˨˞ ,˟ˣ˶˵˟ ˢ˞˶ˮ ˣ˸ˣ˞tradeoff 

ˢ ˭ˣˮˠˮˬ ˪˷ ˣ˸ˣ˩˧˞ˣ ˢˮˣ˸ˮ ˢˡˣ˰˸ˢ ˪˷ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˨˶ˣ˞ ˭˧˟-revocation. 
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Online Certificate Status Protocol - OCSP 

OCSP ˸ˣˡˣ˰˸ ˪˷ ˪ˣ˦˧˟ˢ ˯ˣ˦˦˯ ˸˰˧˟˵˪ ˦ˮ˶˦ˮ˧˞ˢ ˧ˮ˲ˡ˲ˡ ˸˞ ˷ˬ˷ˬˢ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ TLS  ˸ˣ˵˲ˣ˯ˬˢ

˶˸˞ ˧ˡ˧ ˪˰ HTTPS ˶ˣ˟˧˥ˢ ˭ˬˤ˟ . 

 ˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˣ˸˶ˣ˴˸˟OCSP ˞˟ˢ ˭˲ˣ˞˟ ˪˰ˣ˲: 

1.  ˳˧˶ˬˢ ˶˸˞ˬ ˢˡˣ˰˸ ˪˟˵ˬ ˦ˮ˶˦ˮ˧˞ ˭˲ˡ˲ˡHTTPS. 

2. ˪ ˢ˷˵˟ ˥˪ˣ˷ ˦ˮ˶˦ˮ˧˞ˢ ˭˲ˡ˲ˡ-OCSP responder - ˢ ˧ˡ˧ ˪˰ ˪˰˲ˣˬˢ ˸˶˷-CA  ˸˞ ˵˧˲ˮˢ˷

˶ˣ˷˧˞ˢ. 

3. ˢ ˪˷ ˢˬˣ˸˥ˢ ˢ˟ˣˠ˸ˢ-OCSP responder ˷˧˞ˢ ˫˞ ˸ˮ˧˧˴ˬ ˭˲ˡ˲ˡ˪˪˦ˣ˟ ˣ˞ ˱˵˸ ˶ˣ.  

 

 ˟ˣ˦ ˸˧˞˶ˮ ˢ˵˧ˠˣ˪ˢ ,ˣ˧ˮ˲ ˪˰π ˢ ˪˷ ˠ˧˴ˮ ˸ˬ˞ ˭ˬˤ˟ ˪˞˷˸ˬ ,˭˧˧ˮˬˢ ˭ˬ ˥ˣ˵˪ ˶ˣ˸˟ ,˧ˮ˞-CA  ˢˡˣ˰˸ˢ ˫˞

 .˥˦˷˟ ˟˴ˬˢ ˞˪ ˢˤ ˪˟˞ .˞˪ ˣ˞ ˢ˟ˣ˦ ˧˸˪˟˧˵˷ 

 ,˪˰ˣ˲˟OCSP  ˭˪ˣ˩ˬ ˢ˶ˣ˶˟ˢˣ ,˸˥˞ˢ .˸ˣ˟˶ ˸ˣ˧˰˟˪ ˸˩˶˰ˬˢ ˪˪˩ ˸˞ ˱˷ˣ˥π ˱˯ˣˮ ˟ˣ˷˧˥ ˭ˬˤ ˸ˮˬ ˪˰ .

 ˣ˸ˣ˞˷OCSP responder  ˫˧˥ˣˣ˧ˡ ˧˲ ˪˰ .˭ˬˤ ˨˧˶˴ ˞ˣˢ ˞˪ ˣ˞ ˸˧ˡ˧˪ˣˣ ˢˡˣ˰˸ˢ ˫˞ˢ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟ ˷˲˥˧

 ˪˷Cloudflare ˸˞ ˨ˣ˲ˢ˪ ˪ˣ˩˧ ˢˤ ,TLS ˟ ˶˸ˣ˧ ˧˦˧˞˪-оо҈ ˪˷ ˰˴ˣˬˬˢ ˭ˣ˧˴˥ˢ ˭ˬˤ ,˱˯ˣˮ˟ .Successful 

OCSP check  ˞ˣˢ~300ms  ˢ˧˧ˮ˷˪ ˟˶˵˸ˬ ˸˪˥ˣ˸ˢ ˭ˬˤ ˶˷˞˩π  ˨˯ˬ˟ ˢ˧˧ˢ˟ ˢ˧˧ˮ˷ .˭ˬˤ ˭ˣˬˢ˟ ˶˟ˣˡˬ

.˶˸˞ˢˬ ˫˧˞˴ˣ˧ ˫˧˷ˬ˸˷ˬ ˢ˟˶ˢ ˧˩ ˥ˣˣˡ˷ ˰˧˸˲ˬ ˞˪ ˢˤ ˭˩˪ˣ ˪˦ˣ˟ˬ ˞˪ ˭ˬˤ ˞˧ˢ ˭˟˪ 

 ˫˷˧˧˪ ˣ˪˥ˢ ˸ˣˮ˪˟˯ ˧˶˯˥ ˫˧ˮ˲ˡ˲ˡ ,˨˩ˬ ˢ˞˴ˣ˸˩OCSP check  ˪˷ ˢ˶ˣ˴˸˟soft-fail ˸˶˷ ˫˞ ,˶ˬˣ˪˩ .

OCSP ˨˧˷ˬ˧ ˭˲ˡ˲ˡˢˣ ˸˧ˡ˧˪ˣˣ ˟˷˥˧˸ ˢˡˣ˰˸ˢ ,˶˧˟˯ ˭ˬˤ˟ ˷˧ˠˮ ˞˪ ˢ ˶ˣ˟˧˥ ˫˰-HTTPS . 

 ˸ˣ˲˵˸ˢMITM  ˪˩ ˸˞ ˣˬ˯˥ ˫ˢ˷ ˨˩˟ ˪"ˮˢ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸˞ ˣ˪˴˧ˮOCSP queries  ˸ˣˡˣ˰˸˟ ˣ˷ˬ˸˷ˢˣ

 ˸ˣ˶˧˷˩ ˸ˣˢˡˤˢ˪ ˪˧˟˷˟ ˸ˣˮ˷˧HTTPS  .˭˧ˬ˞ 

 ˞˧ˢ ˢ˧˧ˮ˷ ˢ˧˰˟˸ˣ˧˦˶˲˪ ˭˲ˡ˲ˡˢ ˪˷ ˢ˧˧ˮ˲ˢˬ ˞˴ˣ˧ ˪˰ˣ˲˩ .OCSP responder-ˢ ,-CA  ˸˟ˣ˸˩ ˸˞ ˡˬˣ˪

-sIP ˣˤ˧˞˟ˣ ˷ˬ˸˷ˬˢ ˪˷ .˶˵˟ˬ ˞ˣˢ ˫˧˶˸˞ 

 ˟˧˴ˢ˷ ˸ˣ˷ˡ˥ˢ ˸ˣ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ ˭ˣ˧˯˧ˮ˟OCSP  ˷ˡ˥ ˭ˣ˶˸˲ ˰˴ˣˢπ OCSP Stapling. 
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OCSP Stapling 

:ˣ˸˪ˣ˰˲ ˭˲ˣ˞ 

1. ˪ ˡ˰ˣˬ ˡˣ˰˟ˬ ˢ˷˵˟ ˷˧ˠˬ (˫ˣ˷˧˧ ˳˧˶ˬˢ) ˸˷˶ ˸˶˷-signed OCSP response  ˸ˣˡˣ˰˸ˢ ˪˩ ˶ˣ˟˰

ˬ ˣ˪˷-OCSP responder ˫˧˪ˣ˩˧ ˣ˪˞ ˫˧˶ˣ˷˧˞ . ˶ˬ˷˧ˢ˪˭ˣˬ˦ˬˢ ˭ˣ˶˩˧ˤ˟  ˶˸ˣ˧ˢ ˪˩˪т .˫˧ˬ˧ 

2.  ˸˞ ˶ˬˣ˷ ˦ˮ˶˦ˮ˧˞ˢ ˸˶˷OCSP response ˟ ˣ˧ˡ˥˧ ˫˸ˣ˞ ˥˪ˣ˷ˣ ˢˡˣ˰˸ˢ ˫˰ ˡ˥˧˟-HTTPS 

responses .˫˧ˮ˲ˡ˲ˡ˪ 

3. ˢ ˪˷ ˢˬ˧˸˥ˢ ˧˪˟ ˣˤˮˠˮ˷ ˸ˣˡˣ˰˸ ˥ˣ˪˷˪ ˸˶˷ ˪ˢˮˬ˷ ˱˵ˣ˸ˬ ˰ˣˮˬ˪ ˸ˮˬ ˪˰-OCSP response 

ˬ˧˸˥ ˸ˣ˥˧˶˩ˬ ˶˷˞ ˣ˪˪ˢ ˸ˣˡˣ˰˸˪ ˢ˟˥˶ˢ ˢ˲˯ˣˮ ,˭ˢ˧˪˰ ˪˷ ˢOCSP. 

˟ ˫ˠ˪ ˰ˣˬ˷˪ ˣ˰˸˲ˣ˸ ˞˪˷ ˶ˣ˟˯ ˧ˮ˞-OCSP Stapling  ˟ˣ˶˵ ˞˪ ˞ˣˢ ˫ˠ ˧˩ˣ ˫˧˧˸˥˦˟˞ ˫˧˶˰˲ ˣ˪ˠ˸ˢ

.˫˪˷ˣˬ ˭ˣ˶˸˲ ˸ˣˣˢ˪ 

˷ ˶ˬˣ˪ ˢ˷˵ ˪"ˮˢ ˪˩ ˭˸ˮ˧ˢ˟-OCSP  ,˸˞ˤ ˫˰ ,˷ˬˬ ˪˷ ˭ˣ˶˸˲ ˢˣˣˢˬ ˭˩˞ ˸ˣˮˣ˶˯˥ˢ ˧˩ ˷˧ˠˡˢ˪ ˟ˣ˷˥

 ˷ˣˬ˧ˬ˪ ˶˵˧˰˟ ˫˧˯˥˧˧˸ˬ ˭ˣ˶˥˞ˢ ˵˶˲ ˸˸˟ ˣˠ˴ˣˢ˷ ˫˧˧˶˵˧˰ˢOCSP  ˫˧˶˧˷˩ˬˣ ˸ˣ˸˷˶˟˫˧˧˶ˣ˟˧˴. 

 ˧˸ˣ˶˧˷ ˷ˣˬ˧ˬ˪ ˭ˣ˴˶ ˫˧˧˵ˣ ˢˡ˧ˬ˟web ˸˧ˬ˧ˮ˲ ˸˷˶˟\  ,˸˧˦˶˲OCSP  ˞˧ˢ ˸ˣ˧˦˶˲ .˧˷ˣˬ˧˷˩ ˶˧˧˦˴ˬ

 ˸ˣ˶˧˷ ˫˧˶ˢ˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ ,˸˶˩ˣˬˣ ˸˧˦˶˲ ˸˩˶˰ˬ ˪˰ ˶˟ˣˡˬ˷˩ ˢ˧˴˵ˮˣ˲ ˸ˣ˥˲OSCP responder  ˶˧ˢˬ

 ˪˷ ˢ˶ˣ˴˸˟ ˷ˬ˸˷ˢ˪ˣ ˵˧˲˯ˬhard-fail  ˧˸ˣ˶˧˷˪web . 
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 ˧˪˷ ˥˞ ˨˧˧˪˰ ˨ˬˣ˯π Certificate Chain  

 ˫ˮ˷˧н  ˪˷ ˫˧ˠˣ˯CAs π root CA x- intermediate CA.  ˸ˣˡˣ˰˸ ,˸ˣ˧˸˥˦˟˞ˣ ˸ˣ˧˪ˣˢ˧ˮ ˸ˣ˟˧˯ ˟˵˰X.509 

 ˦ˣ˷˲ ˞ˣˢ ˭ˣ˧˰˶ˢ .˫˧˸ˣˬ˧˞ ˪˷ ˸˶˷˶˷ ˧ˡ˩˪ ˸ˣ˟˪ˣ˷ˬ ˣ˰˧ˠ˧ ˟ˣ˶˪π CA  ˪˷ ˢˡˣ˰˸ ˪˰ ˫ˣ˸˥˪ ˪ˣ˩˧CA 

˶˷˲˞˪ ˨˩˟ˣ (˧˞ˡˣ ˸ˣˬ˧˞ ˶˥˞˪ ˭˟ˣˬ˩) ˶˥˞  ˣ˸ˣ˞˟ ˷ˣˬ˧˷ ˣ˧˷ˬ˸˷ˬ ˪ˢ˵˪CA. 

˸ˣˡˣ˰˸ ˸˷˶ (certificate chain) ˸ˣˡˣ˰˸ ˸˧˧˩˶˶˧ˢ ˣ˞ (certification path)  ˸ˣˡˣ˰˸ ˪˷ ˢˬ˧˷˶ ˞˧ˢ

:˷˶ˣ˷ˢ ˸ˡˣ˰˸˪ ˡ˰ˣ ˫˧˧ˮ˧˟ ˸ˣˡˣ˰˸ ˨˶ˡ ,ˢˡˣ˰˸ˢ ˞˷ˣˮ ˧˦˶˲ ˸˞ ˢ˪˧˩ˬˢ ˡ˰˧ˢ ˸ˡˣ˰˸˟ ˢ˪˧˥˸ˬˢ 

 

 

 

 

 

 

 

 

 

˶˧˷˩ˬ ˶˷˞˩ / ) ˢ˴˵ ˥ˣ˵˪˭˲ˡ˲ˡˢ ˢ ˪˰ ˨ˬˣ˯ ˞ˣˢ ˫˞ˢ ˵ˡˣ˟ ˸˧˷˞˶ ˞ˣˢ ˢˡˣ˰˸ ˸ˬ˞˪ ˷ˠ˧ˮ (ˢˬˠˣˡ˪-

CA  ˣ˸ˣ˞ ˪˷ ˢˡˣ˰˸ˢ ˫˞ˢ ˵ˣˡ˟˧ ˞ˣˢ ,ˣ˧˪˰ ˨ˬˣ˯ ˞˪ ˞ˣˢˣ ˢˡ˧ˬ˟ .ˢ˸ˣ˞ ˵˧˲ˮˢ˷CA  ˧ˡ˧ ˪˰ ˢ˵˲ˮˣˢCA 

 ,ˢ˥˦˟˞ ˧ˬ˰˦ˬ ˪˰ˣ˲˟ ,˸˧˸˟˷˥ˬ ˵˶) ˸˧˟˧˯˶ˣ˵˶ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ ˢ˷˰ˬ˪ ˨˩ .˨ˬˣ˯ ˭˩ ˞ˣˢ ˣ˧˪˰˷

 ˵˧˲ˮˢ˷ ˢˡˣ˰˸ ˞˴ˣˬ ˥ˣ˵˪ˢ ˶˷˞ ˡ˰ (˸˧˟˧˯˶ˣ˵˶ ˢ˵˧ˡ˟ ˰˴˟˸˸˷ ˶ˣ˯˞CA  ˞ˣˢ ˰ˬ˷ˬ) ˨ˬˣ˯ ˞ˣˢ ˣ˧˪˰

 ˥ˣ˵˪ˢˣ ,˸˶˷˶˷ˢ ˱ˣ˯˪ ˢ˰˧ˠˢ ˢ˵˧ˡ˟ˢˣ ˢˡ˧ˬ˟ .(ˡ˰˧ˢ ˸ˣˡˣ˰˸ ˪˰ ˨ˣˬ˯˪ ˪ˣ˩˧ˢ ˪˰ ˨ˬˣ˯ ˞˪-root CA 

 .˭˲ˡ˲ˡˢ ˱ˣˠ˪ ˳ˣ˲˵˸ ˢ˞˧ˠ˷ ˸˰ˡˣˢˣ ˶ˣ˟˧˥ˢ ˸˞ ˶˷˞˧ ˞˪ ˞ˣˢ.˟˧ˮˠˬ ?˟˧ˮˠˬ 

 

:˸ˣˡˣ˰˸ ˸˶˷˶˷ ˪˷ ˫˧ˮ˧˧˲˞ˬˢ 

1.  ˢˡˣ˰˸ ˪˩) ˸ˬˡˣ˵ˢ ˢˡˣ˰˸˟ ˞˷ˣˮˢ ˫˷ ˸˞ ˫˞ˣ˸ ˢˮˣ˶˥˞ˢ ˦˰ˬ˪ ˢˡˣ˰˸ ˪˩ ˪˷ ˢ˵˧˲ˮˬˢ ˫˷

(˸˶˷˶˷˟ ˸ˬˡˣ˵ˢ ˢˡˣ˰˸ˢ ˧˪˰˟ ˸˞ ˸˸ˬ˞ˬ. 

2.  ˥˸˲ˬˢ ˫˰ ˢˬˣ˸˥ (ˢˮˣ˶˥˞ˢ ˦˰ˬ˪) ˢˡˣ˰˸ ˪˩˧˦˶˲ˢ  ˢ˞˟ˢ ˢˡˣ˰˸˟ ˰˧˲ˣˬ ˢˬ˷˷ ˸ˣ˷˧ˢ ˪˷

 ˥˸˲ˬˢ ˧ˡ˧ ˪˰ ˸ˬ˞˪ ˶˷˲˞ ˸˥˞ ˢˡˣ˰˸ ˪˰ ˢ˰˧˲ˣˬˢ ˢˬ˧˸˥ˢ ˸˞ ˶ˬˣ˪˩ .˸˶˷˶˷˟ ˢ˧˶˥˞

ˢ˧˶˥˞ ˢ˞˟ˢ ˢˡˣ˰˸˟ ˰˧˲ˣˬ˷ ˧˶ˣ˟˧˴ˢ. 

3. .ˢˬ˴˰ ˪˰ ˸ˬ˸ˣ˥ (ˢˮˣ˶˥˞ˢ ˢˡˣ˰˸ˢ) ˷˶ˣ˷ˢ ˸ˡˣ˰˸ 

Root certificate (1) 

Intermediates certificate (3) 

End-user certificate (1) 
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ˬ ˸ˣˡˣ˰˸ˢ ˸˶˷˶˷ ˸˧˧ˮ˟ ˨˧˪ˢ˸˟ ˦˶ˣ˲-RFC 4158. 

 

Publicly trusted vs Privately trusted PKI 

 ˣˮ˶˟˧ˡ˷ ˫˧˶˩ˣˤPKI ˷ ˨˧˞ˣX.509-  ˣ˪ ˫˧ˬ˧˧˵ ˤ˞ ?ˣ˸ˣ˞ ˷ˬˬн  .˸ˣ˧˷˞˶ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˧˩ ˫˞н 

˟ ˧ˮˣ˷ˢ ,ˢ˶˦ˬ ˢ˸ˣ˞ ˸˞ ˸ˣ˵˲˯ˬ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ˧˪˰ ˸˩ˬˣ˯ ˥ˣ˵˪ ˸ˮ˩ˣ˸ .˶˩˧ˮ ˭ˢ˧ˮ PKIs  ˭˲ˣ˞˟ ˫˧˧˶ˣ˟˧˴

 ˣ˪˧˞ˣ ,˧˦ˬˣ˦ˣ˞˪˰ PKIs  ˭˧˵˸ˢˣ ˸˧ˮˡ˧ ˢ˶ˣ˴˟ ˫ˢ˧˪˰ ˨ˣˬ˯˪ ˶˷˧˞ ˷ˬ˸˷ˬˢ˷ ˶˥˞˪ ˵˶ ˫˧˩ˬˣ˯ ˫˧˧˦˶˲

ˢ˷ ˸ˣˡˣ˰˸ˢ ˸˞-PKI .˥˪˷ ˫˧˧˵ˬˢ ˭ˣˠ˶˞ PKI  ˞ˣˢ ˧˶ˣ˟˧˴ ˭ˣˬ˞ ˪˰˟CA . 

˟ ˶ˣ˥˟˪ ˢˬ˪-Publicly trusted PKI? 

˶˸˞ ˫˧˶ˢ˪ ˫˧ˮˮ˩˸ˬ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟\ ˣ ˸ˮˣˣ˵ˬ ˸˩˶˰ˬ ,˸˧˶ˣ˟˧˴˟ ˷ˣˬ˧˷-publicly trusted PKI  ˡ˧ˬ˸

 ˞˪ ˦ˣ˷˲ ˢˤ ˣˮ˪˷ ˶˸˞ˢ ˪˷ ˷˶ˣ˷ˢ ˸ˣˡˣ˰˸ ˸˞ ˸˧ˮˡ˧ ˭˧˵˸ˢ˪ ˶˵˟ˬ ˪˩ˬ ˷ˣ˶ˡ˪˷ ˭ˣˣ˧˩ˬ ˭ˣ˶˸˲ˢ ˢ˧ˢ˧

.˧˦˵˶˲ˣ ˧˪˞˧˶ 

 

˟ ˶ˣ˥˟˪ ˢˬ˪-Privately trusted PKI? 

Public PKI  ˣ˪˧˞ˣ ˸ˣ˧˸˲ˣ˵˸ ˸ˣ˶ˣ˵˧˟ ˶ˣ˟˰˪ˣ ˸ˣ˧˴˪ˣˠ˶ ˶˥˞ ˸ˣ˵˧ˡ˞˟ ˟ˣ˵˰˪ ˫˧˷˶ˡˮPrivate PKI  ˧˷˞˶

˸ˣ˷˧˶ˡˢ ˪˩ ˪˰ ˶˸ˣˣ˪  ˪˷ ˣ˪˞ ˭ˣˠ˩) ˫˧˦˶ˡˮ˦˯ˢˬ ˸ˣ˦˯˪ˣX.509 ˸ˣ˶ˬ˪ .˭ˣ˩ˮ˪ ˢ˞ˣ˶ ˞ˣˢ˷ ˨˶ˡ ˪˩˟ (

˷ ˨˩˪ ˫ˣ˶ˠ˪ ˪ˣ˩˧ ˶˟ˡˢ˷-PKI  ˶˷˲˞ˬ ˢˤ ,˸ˣ˴˪ˬˣˬˢ ˢˡˣ˟˰ˢ ˸ˣ˦˧˷˪ ˫˞˸ˢ˟ ˣ˪˰˲˧ ˞˪ ˫˧˧˦˶˲

 .˫ˢ˧˸ˣ˪ˣ˰˲˪ˣ ˸ˣˡˣ˰˸ˢ ˸ˣ˧ˮ˧ˡˬ˪ ˯˥˧˟ ˶˸ˣ˧ ˟˶ ˷˲ˣ˥ ˸ˣ˥ˣ˵˪˪ 
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ˢ˷ ˞˧ˢ ˨˩˪ ˢ˟ˣ˦ ˞ˬˠˣˡ-baseline  ˪˷PKI  ˪˰ ˶˯ˣ˞ ˧˶ˣ˟˧˴CAs  ˶ˣ˟˰ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪internal domains 

 ˪˷ˬ˪)example.localˣ (-PKI  ˫˧ˮ˧˧ˬˣˡ ˪˪ˣ˩ ,ˢ˴ˣ˶ ˞ˣˢ˷ ˧ˬ ˪˩˪ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪ ˪ˣ˩˧ ˧˦˶˲˫˧˧ˬ˧ˮ˲. 

 ˪˷ ˸ˣˡˣ˰˸PKI  ˭˵˸˪ ˧ˣ˲˧ˬ ˪˧˲ˣ˶˲ ˪˷ ˦˶ˡˮ˦˯ˢ ˧˶˥˞ ˟ˣ˵˰˪ ˫˧˟˧˧˥ ˣ˧ˢ˧ ˡ˧ˬ˸ ˧˶ˣ˟˧˴X.509  ˪˟ˣ˵ˬˢ

.˸ˣ˧˶ˣ˟˧˴ ˸ˣˡˣ˰˸˪  ˢˡˣ˰˸ˢ ˡ˟˪ˬ .ˡ˥ˣ˧ˬ ˸ˣˡˣ˰˸ ˪˧˲ˣ˶˲ ˷ˣ˶ˡ˪ ˫˧˧ˣ˷˰ ˫˧˧˲˧˴˲˯ ˸ˣ˥ˣ˵˪ ,˸˞ˤ ˫˰

 ,ˢˬ˴˰PKI  ˸˶˵˟ ˸ˣ˩˶˰ˬ ˟˪˷˪ ˭˸˧ˮ .˫ˢ˧ˮˣ˸ˮˣ ˸ˣˢˤˢ ˸ˣˬ˧˞ ˧˪ˢˮ ˪˰ ˫ˠ ˢ˞˪ˬ ˢ˦˧˪˷ ˶˷˲˞ˬ ˧˦˶˲

 ˭ˣˠ˩) ˣˬ˴˰ ˥ˣ˵˪ˢ ˪˷ ˢ˷˧ˠsingle sign-on  ˸ˣ˧˶˲˯ ˣ˞LDAPˢ ˸ˣ˶˧˷ ˫˰ (-PKI  ˸ˣ˪˵˟ ˵˲˯˪ ˧ˡ˩ ˧˦˶˲ˢ

˸ˣˡˣ˰˸ .˪˧˰˲ˬˢ ˧ˡ˧ ˪˰ ˭ˣˬ˞ ˫˧ˮ˸ˣˮ ˶˟˩˷ ˫˧ˬ˶ˣˠ˪  

 

˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸˧˞˶ˮ ˨˧˞ 

 ˟ˣ˶˵ˢ ˵˶˲ˢ .˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˪˰ ˸˧ˠˣ˪ˣˮ˩˦ ˢ˶˧˵˯ˣ ˧˪˪˩ ˰ˡ˧ˬ ˵˲˯˪ ˭ˮ˩ˣ˸ ˨ˬ˯ˬˢ ˨˪ˢˬ ,ˢ˩ ˡ˰

 ˰ˡ˧ˬ ˵˲˯˪ ˸ˣ˧˶˵˧˰ˢ ˣ˧˸ˣ˶˦ˬ ˶˷˞˩ ˟˸˩ˮ˧˷ˣˬ˧˷  .˧˦˵˶˲ˣ 

 

 ˸˧˪˦˧ˠ˧ˡ ˫ˣ˸˥ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞˧ˢ ˢˡˣ˰˸ ,˶ˣˬ˞˩˟ ˣ˸˴˲ˢ ˤ˞ˬ .˸ˣ˷˧˪ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˶˷ˣ˵˷-мффу ,

 ˣ˥˸ˣ˲о  ˸ˣˡˣ˰˸ ˪˷ ˸ˣ˞˯˶ˠX.509 ˪˰ ˢ˶ˬ˷ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˪˷ ˢ˯˶ˠ ˪˩ ,˞˟ˢ ˶ˣ˧˞˟ ˠ˴ˣˬ˷ ˧˲˩ .

:ˡˣ˰ ˢ˲˧˯ˣˢˣ ˸ˣˬˡˣ˵ˢ ˢ˯˶ˠ˟ ˫˧ˬ˧˧˵ ˣ˧ˢ˷ ˸ˣˡ˷ˢ 
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˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸˟ ˫˧˧ˤ˩˶ˬ ˫˧ˠ˷ˣˬ 

˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ 

 ˭˵˸ˬ ˡ˶˲ˮ ˧˸˪˟ ˵˪˥ ˞˧ˢ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥˷ ˭ˣˣ˧˩ˬX.509  ˶˧˟˯ˢ˪ ˨˶ˣ˴ ˷˧ ,ˢˡˣ˰˸ ˪˩ ˪˰ ˸˞˴ˬˮˣ

 .ˢ˧˶ˣ˥˞ˬ ˡˬˣ˰ˢ ˭ˣ˧˰˶ˢ ˸˞ ˸˧˯˧˯˟ ˢ˶ˣ˴˟˸˸˪ ˠ˪ˡ˪ ˪ˣ˩˧ ˞˷ˣˮ˟ ˥ˣ˦˟ ˵˧˲˯ˬ ˷˧ˠ˶ˬ˷ ˧ˬ- ˞˟ˢ ˵˶˲

.˱˧˩˟  

 ˶˯ˬ ˣ˞ ˨ˬ˯ˬ ˪˷ ˸ˣ˧˦ˮ˸ˣ˞ ˥˧˩ˣˢ˪ ˸˶˷˲˞ˬˢ ˸˧˦ˬ˸ˬ ˢ˦˧˷ ˞˧ˢ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˰ ˶ˣˬ˷˪ˣ ˧˪˦˧ˠ˧ˡ

 ˫˸ˣ˥ˣ ˭ˬ˧ˢˬ ˧˷˧˪˷ ˫˶ˣˠ ˧"˰ ˢ˷˥˩ˢ ˸˰˧ˮˬ ˸˶˷˲˞ˬ ˢˬ˧˸˥ˢ ,˱˯ˣˮ˟ .(ˣ˸ˣ˞ ˸ˣˮ˷˪ ˧˪˟ˬ) ˣ˸ˣˬ˪˷

.˭ˬˤ 

˸˦˧˷ ˪˩ ˸ˣ˰˴ˬ˞˟ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˭˧˩ˢ˪ ˶˷˲˞ ˸˧ˮˣ˶˵˰  ˶˷˞˩ ,˸˧˶˦ˬ˧˯˞ ˢˮ˲˴ˢ ˧˦˶˲ˢ ˥˸˲ˬˢ

 .˸ˣˬ˧˞˪ ˷ˬ˷ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢˣ ˢˬ˧˸˥˪ ˷ˬ˷ˬ 

 ˷ˬ˸˷ˢ˪ ˷˧ ˢˬ˧˸˥ˢ ˨˶ˣ˴˪ ˸ˣ˥˸˲ˬ ˠˣˤ˟ ˢˮˣ˷.ˢˮ˲˴ˢˢ ˪˷ ˢˤˬ 

) ˟ˣ˟˧ˠ ˨˶˰ ˪˰ ˢˬ˧˸˥ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˫˷˧˧˪ ˪˟ˣ˵ˬ ˸ˣ˪˧˰˧ ˪˷ ˸ˣ˟˧˯ˬhash( -  ˸˧ˮˣˣ˧˩ ˡ˥ ˢ˧˴˵ˮˣ˲

 ˭˦˵ ˧ˡˣ˥˧˧ ˨˶˰ ˨ˬ˯ˬˢˬ ˫˧˵˧˲ˬ ˢ˪˧˥˸ ˶ˬˣ˪˩ .ˣˬ˴˰ ˨ˬ˯ˬˢ ˸˞ ˫ˣ˵ˬ˟ ˨ˬ˯ˬˢ ˸˞ ˸˸˴ˬ˸ˬ˷

 ˸ˣ˰˴ˬ˞˟hash .˫˧ˬ˸ˣ˥ ˢˤ ˨˶˰ ˪˰ˣ 

˞ ˶ˣ˷˵˪ ˶ˤˣ˰˷ ˦ˣ˷˲ ˫˧˷˶˸:˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸˪ ˢˬ˧˸˥ˢ ˭ˣ˧˰˶ ˸ 
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ASN.1  

ˢ ˦ˬ˶ˣ˲-ASN.1 )X.680 ˢˡˣ˰˸ ˪˷ ˢ˯˧˶˲˪ ˷ˬ˷ˬ (X.509v3  ˧ˮ˲˪ ˢˬ˟ˢ ˸˞ ˣ˪ ˸˸˪ ˟ˣ˷˥ ˭˩˪ˣ

.ˢˡˣ˰˸ˢ ˱ˣˠ ˥ˣ˸˧ˮ˪ ˫˧˯ˮ˩ˮ˷ 

ASN.1 )Abstract Syntax Notation number One) ˸˧˦˶ˡˮ˦˯ ˵˷ˬˬ ˶ˣ˞˧˸ ˸˲˷ ˞ˣˢ (schema 

language ˸ˣ˪ˣ˰˲˪ ˫˧ˮ˸˧ˮˢ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˸˶ˡˠˢ˪ (serialized & deserialized  ˢ˶ˣ˴˸˟cross-platform .

˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰-ASN.1 ) ˢ˧˴˵˧ˮˣˬˣ˵˪˦˟ ˟˥˶ˮ ˭˲ˣ˞˟telecommunication ˫˧˟˷˥ˬ ˸ˣ˸˷˶˟ ,(

ˢ˧˲˶ˠˣ˦˲˧˶˵˟ˣ.  

 ˪˷ ˭ˣ˶˸˧ASN.1 ˣˮ˩˸ ˸˲˷˟ ˣ˞ ˟˷˥ˬ˟ ˧ˣ˪˸ ˣˮ˧˞ ˣˬ˴˰ ˫˧ˮˣ˸ˮˢ ˡˣˡ˧˵˷ ˢˡ˟ˣ˰ˢ ˞ˣˢ˸ˬ˧ˣ˯ˬ ˸ 

˞˧˶˵˪ ˭˸˧ˮ ˞ˣˢ˷ ˢˡ˟ˣ˰ˢˣ ˢ˸˧˷ˣˮ˞ ˢˮˣ˩ˬ ˸˞˧˶˵ˣ . 

˪˷ ˸ˣ˧˶˪ˣ˲ˣ˲˪ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˟˧˯ˢ ˸˥˞ ASN.1  ˸ˣ˦˧˷ ˪˷ ˫˧˦˶ˡˮ˦˯ ˶˲˯ˬ ˪˪ˣ˩ ˞ˣˢ˷ ˢˡ˟ˣ˰ˢ ˞˧ˢ

˭ˣˠ˩ ˡˣˡ˧˵ BER )Basic Encoding Rulesˣ (- PER (Packed Encoding Rules) ˟˶ ˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ ˶˷˞ ,

 ˡˣ˟˰˪ ˫˧˴˪˞ˮˢ ˫˧ˬˣ˷˧˧˪˶˴ ˯˲ ˟˥ˣ˶˟ .ˣ˪˞ ˸ˣˡˣ˸ˬ ˟ ˫˧˶ˡˠˣˬˢ ˫˧˩˶˰ˢ ˸˞ ˡˡˣ˵˪ ˷˧ ˡ˴˧˩ ˫˧˶˞˸ˬ- 

ASN.1-  ˪ ˫˸ˣ˞ ˫ˠ˶˸˪ ˭˸˧ˮ ˡ˴˧˩ ˶ˬˣ˪˩) ˶ˣˡ˧˷˪-ôbytes over the wireô  ˶˷˵ ˞˪˪ ,˶ˣ˩ˤ˩ .(˨ˣ˲ˢˣ

 .ˣˬ˴˰ ˫ˣ˷˧˧˟ ˸ˠ˴ˣ˧ˬ ˞˧ˢ ˡ˴˧˩ ˣ˞ ,˸ˣˮ˩˸ˢ ˸˲˷˪ ,ˢˮˣ˩ˬ˪ 

 :ˣˮ˧ˮ˟˷ ˫˧˶ˣ˟˧ˠˢ ˪˩˪ ˢ˶˰ˢASN.1  ˸ˣˮ˟˪ ˫˧˷˶ˡˮˣ ˢˡ˧ˬ˟ ˧ˡˣ˰˧˧ ˶˪˧˧˲ˬˣ˵˟ ˷ˬ˸˷ˢ˪ ˳˪ˬˣˬˣ ˨˟ˣ˯ˬ

.˸˧ˮ˵˸ ˢˡˣ˰˸ 

 ˸ˬ˩˯˪ ˞ˬˠˣˡASN.1 ˟ ˸ˠ˴ˣ˧ˬˢ ˰ˡ˧ˬ ˪ˣˬ ˪˞-JSON: 

GeneratedSchema DEFINITIONS AUTOMATIC TAGS 
::= BEGIN 
GeneratedType ::= SEQUENCE { 

    name UTF8String, 
    owner UTF8String, 
    areWeInMars BOOLEAN, 
    fuel UTF8String, 
    speed SEQUENCE { 

        mph INTEGER 
    }, 

    payload SEQUENCE OF UTF8String 
} 
END 

 

{ 
  "name":"Falcone", 
  "owner":"Elon Musk", 
  "areWeInMars":false, 
  "fuel":"liquid", 

  "speed":{ 
    "mph":18000 
  }, 

  "payload":["Car", "GPS unit"] 
} 

 

 

ˢ ˵˷ˬˬ-API ˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˸ˣˡˣ˰˸ ˫ˣ˷˧˶˪-ASN.1  ˥ˮ˰˲˪ˣ ˡˡˣ˵˪ ,˶˧ˡˠˢ˪ ˪˧˟˷˟certificate 

requests  ˧˟˷˥ˬ ˭˧˟ ˸ˣ˶˟˰ˣˬ˷ ˸ˣˡˣ˰˸ˣclient  ˣ-CA ˢˡˣ˰˸ˬ ˫˧˵˪˥ˣ ˢˡˣ˰˸ ˶ˣ˵˯ˮ ˞˟ˢ ˱˧˰˯˟ .

 ˸ˣ˰˴ˬ˞˟ ˫˧ˠ˴ˣ˧ˬ˷ASN.1. 
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OID π Object Identifier π ˢ˩˩ ˫ˠ ˫˧˩˟ˣ˯ˬ ˣ˧ˢ ˞˪ ˫˧˧˥ˢ ˣ˪˧˞˩ 

:ˢ˞˟ˢ ˢ˶ˣ˴˟ ˢ˞˶ˮ˷ "˶ˤˣˬ" ˨˶˰ ˪˧˩ˬˢ ˢˡ˷˟ ˫˰˲ ˞˪ ˫˧˪˵˸ˮ ˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸˟ ˸ˣˡ˷ ˫˧˥˸ˮˬ˷˩ 

 

˟ ˶˟ˣˡˬ-OID: 

OID  ˧ˡ˧ ˪˰ ˶˴ˣˮ˷ ˧˦˶ˡˮ˦˯ ˧ˣˢ˧ˤ ˭ˣˮˠˮˬ ˞ˣˢITU x-ISO  "˫˷" ˸˸˪ ˸ˮˬ ˪˰˧ˡˣ˥˧˧  ˣ˞ ˶˟ˡ ,˦˵˧˧˟ˣ˞ ˪˩˪

˭ˣ˧˰˶ ,˸ˣ˸˷˶˟ ˶ˣ˷˵˷ ˭ˣ˧˰˶ ˪˩ ˦˰ˬ˩ ,˭˩ ˭˩ .IT .˫˷ ˥˩ˣˮ ˸ˣ˲˯ˣˮ ˸ˣ˧ˣ˦˷ˣ ˢ˥˦˟˞ , ˸˧˪ˬ˶ˣ˲ ˶ˡˠˣˬ ˞ˣˢ

-˟X.660˭˵˸ . PKIX  ˭ˣˠ˩ ,˫˧˦˵˧˧˟ˣ˞ˢ ˪˩˪ ˳˧˪ˬˬextensions  ˪˪˩˧ˢ˪ ˸ˣˡˣ˰˸˟ ˫˧˷ˬ˷ˬˢ ,˸ˣ˶ˢ˴ˢˣ

 ˪˷ ˢ˶ˣ˴˟OID ˫ˢ˷ ˭ˣˣ˧˩ˬ ˸˲˸ˣ˷ˬ ˸˷˶˟ ˫˧ˮˣˠ˶˞ ˭˧˟ ˸˧ˡˡˢ ˢ˪ˣ˰˲ ˪˷ ˸˪ˣ˩˧ˢ ˸˶˲˸˷ˬ ,ˣˤ˩ ˢ˶ˣ˴˟ .

 ."ˢ˲˷" ˢ˸ˣ˞ ˸˞ ˫˧˶˟ˣˡ 

OID tree ) ˫˧˸ˬ˴ ˶˲˯ˬ ˪˧˩ˬnodes˧˸˸˪ ˳˰ˢ ˸˞ ˸˵˪˥ˬ ˢ˶ˣ˸˟ ˸˥˞ ˪˩ ˶˷˞ (- .˫˧ˮˣ˷ ˫˧˦˵˧˧˟ˣ˞

 ˸ˣ˶˲˯ˢ ˸˞ ˫˧˪˧˩ˬ ˳˰ˢ ˧˷˶ˣ˷л,м,н ˧˧˸˷ˬ ˦˵˧˧˟ˣ˞ˢ ˣ˧˪˞ ˱ˣˠˢ ˸˞ ˫˧˪ˬ˯ˬ ˶˷˞:˨ 

¶ л :ITU-T 

¶ м :ISO 

¶ н :joint-iso-itu-t 

 ˷˶ˣ˷ˢˬ ˟˧˸ˮ˪ ˸ˣˬ˧˞˸ˬˢ ,˸ˣˡˣ˵ˮ ˧ˡ˧ ˪˰ ˫˧ˡ˶˲ˣˬˢ ˫˧ˬ˪˷ ˫˧˶˲˯ˬ ˸˶ˡ˯ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ ˳˰˟ ˸ˬˣ˴ ˪˩

˸ˬˣ˴˪ ˸ˣ˟˞ ˧˸ˬ˴ ˸˶ˡ˯ ˨˶ˡ. ˢ ,˪˷ˬ˪ ˨˩-OID  ˪˷Intel Corporation  :˞ˣˢм.о.с.м.п.м.опо  

ˢ ˨˶ˡ "˪ˣ˪˯ˬ"ˢ ˶˷˞˩-OID tree :˭ˬ˵˪ˡ˩ ˞ˣˢ 

¶ 1 ISO 

¶ 1.3 identified-organization, 

¶ 1.3.6 dod, 

¶ 1.3.6.1 internet, 

¶ 1.3.6.1.4 private, 

¶ 1.3.6.1.4.1 IANA enterprise numbers, 

¶ 1.3.6.1.4.1.343 Intel Corporation 
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 ˪ˣ˪˯ˬ ˪˷ ˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧OID  :˞ˣˢ ˞ˬˠˣˡ˟ 

¶ iso.identified-organization.dod.internet.private.enterprise.intel 

DB  ˪˷OID ˟ ˞ˣ˴ˬ˪ ˶˷˲˞-database reference OID Global.  

 ˪ˣ˪˯ˬ ˧˟ˠ ˪˰ ˫˧˶˟ˣ˰ ˶˷˞˩OID  .˸ˣˠ˴˧˧ˬ ˭ˢ ˢˬˣ ˨˷ˬˢ˟ ˸˷ˠ˪ ˶˷˲˞ ˭ˢ˧˪˞ ˫˧˸ˬ˴ˢ ˪˩ ˪˰ ˦ˣ˶˧˲ ˷˧

 ˸ˬˣ˴˟ ˫˧˞˴ˬˮ ˫˞ ˪˷ˬ˪н.5.4 ˢ ˪˩ ˪˰ ˪˩˸˯ˢ˪ ˪˩ˣˮ-фу ) ˢ˧˸˥˸ˬ ˫˧˞˴ˬˮ˷ ˫˧˸ˬ˴ˢн.р.п.л-

н.р.п.фт(: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://oidref.com/
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˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸˟ ˸ˣˡ˷ )˧ˮ˞ ˧˸˧˧ˢ ˪˵ˣ˷ ˥˧˸˶ˢ˪ ˫˧ˬ ˯ˣ˩˪ ˸˲˯ˣˮз  ( 

 ˪˷ ˧˪˪˩ ˦ˬ˶ˣ˲X.509 

 ˭ˮ˷˧о ˢ˧˴˵˶˦˯˟˞ ˪˷ ˸ˣˬ˶ : мˢˡˣ˰˸ˢ ˢ˧ˣˮ˟ ˨˧˞ ˪˷ ˸˧˪˪˩ˢ ˢˮ˟ˢˢ . 

н ˢ˸ˣ˞ ˫˧˥˸ˣ˲˷˩ ˟˷˥ˬ˟ ˸˧˞˶ˮ ˢˡˣ˰˸ˢ ˡ˴˧˩ . 

о "˸ˬ˞˟" ˶˟˰ˣˬ˷ ˭˩ˣ˸ˢ .π  ˦ˬ˶ˣ˲˟ASN.1 . 

 ˪˩ ˪˰ ˟˧˥˶ˮ ,ˢˡˣ˰˸ˢ ˢˮ˟ˬ ˸˞ ˶˧˩ˮ˷˩ ,˭˩ˬ ˶˥˞˪ˣ ˸ˣˮˣ˷ˢ ˢ˧˴˵˶˦˯˟˞ˢ ˸ˣˬ˶ ˪˰ ˶ˣ˟˰ˮ ˪˩ ˫ˡˣ˵

.˸ˣˡ˷ˢˬ ˡ˥˞ 

:˧˪˪˩˟ ˢˡˣ˰˸ ˢ˧ˣˮ˟ ˡ˴˧˩ 

 
 

ˢ ˸ˬ˧˸˥ ˫˰ ˡ˥˧˟ ˸ˣˡ˷ˢ ˪˩ˬ ˟˩˶ˣˬ ˢˡˣ˰˸ˢ ˱ˣˠ .ˢˡˣ˰˸ ˪˩˟ ˫˧˪ˣ˪˩ˢ ˸ˣˡ˷ˢ ˣ˪˞-CA  ˟˶˰˷

ˢˣ ˟ˣ˟˧ˠ ˸ˡˣ˦ˬ˪ ˯ˮ˩ˮ ˢˡˣ˰˸ˢ ˱ˣˠ ,˶ˣ˧˞˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ .ˢˡˣ˰˸˪-CA ˢ ˪˰ ˫˸ˣ˥-hash  ˥˸˲ˬˢ ˫˰

 .ˢˡˣ˰˸˪ ˢˬ˧˸˥ˢ ˸˞ ˱˧˯ˣˬˣ ˣ˪˷ ˧˦˶˲ˢ 

 ˪˷ ˷ˬ˸˷ˬˢ ˵˷ˬˬ˟ ˢˡˣ˰˸ ˸˧˞˶ˮ ˡ˴˧˩Windows: 
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 ˦ˬ˶ˣ˲˟ ˢˡˣ˰˸ˢ ˸˧˞˶ˮ ˡ˴˧˩ASN.1: 

Certificate ::=  INTERGER 

{  

    tbsCertificate          TBSCertificate ,  

    signatureAlgorithm      Object Identifier ,  

    signature               BITSTRING     

}  

 

 ˢˡˣ˰˸ˢ ˸˧˞˶ˮ ˫˴˰˟ ˢ˩˩π  .ˣˮ˪˷ ˭˧˧ˮ˰ˢ ˭˩ˣ˸ ˸˞ ˪˧˩ˬ ˭ˣ˷˞˶ˢ ˦˵˧˧˟ˣ˞ˢ .˫˧˦˵˧˧˟ˣ˞ ˪˷ ˢ˲ˣ˴˶ ˢ˶ˡ˯

 ˞˶˵ˮ ˞ˣˢCertificate Signed Be To- tbsCertificate . 

 ,˧ˮ˷ˢ ˦˵˧˧˟ˣ˞ˢsignatureAlgorithmˢ˷ ˢˬ˧˸˥ˢ ˠˣ˯ ˞ˣˢ ,-CA  ˢˡˣ˰˸ˢ ˪˰ ˫ˣ˸˥˪ ˪˧˟˷˟ ˷ˬ˸˷ˢ

 ˪˷ˬ˪)SHA256.( 

 ,˧˷˧˪˷ˢ ˢˡ˷ˢsignature,  ˢ ˪˷ ˢˬ˧˸˥˪ ˫˧˶ˣ˷˵˷ ˸ˣ˧˟˧˯ ˪˷ ˱˴˶ ˞˪˞ ˦˵˧˧˟ˣ˞ ˞˪ ˞ˣˢ-

TBSCertificate .ˡˣˡ˧˵ ˧˶˥˞ 

 ˦˵˧˧˟ˣ˞ˢ ˭˩ˣ˸ ˸˞ ˦˷˲ˮTBSCertificate  ˟)-ASN.1  ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˢˬ˧˷˶ ˫ˠ ˪˧˩ˢ˪ ˪ˣ˩˧ ˦˵˧˧˟ˣ˞ ˪˩

ˣ˩ˣ˸˟ ˸ˣˡ˷ˣ π ˦˵˧˧˟ˣ˞ ˨ˣ˸˟ ˦˵˧˧˟ˣ˞:( 

TBSCertificate ::=  SEQUENCE  

{  

  version                 [ 0]  Version DEFAULT v1 ( 0),  

  serialNumber            CertificateSerialNumber ,  

  signature               AlgorithmIdentifier ,  

  issuer                  Name  

  validity                Validity ,  

  subject                 Name  

  subjectPublicKeyInfo    SubjectPublicKeyInfo ,  

  issuerUniqueIdentifier  [ 1]  IMPLICIT UniqueIdentifier OPTIONAL ,  

  subjectUniqueIdentifier [ 2]  IMPLICIT UniqueIdentifier OPTIONAL ,  

  extensions              [ 3]  Extensions OPTIONAL  

}  

 ˸ˡˣ˰˸ ˠ˧˴ˮ ,"˸ˬ˞˟" ˸ˣ˞˶ˮ ˸ˣˡˣ˰˸ ˡ˴˧˩ ˷˧˥ˬˢ˪ ˸ˮˬ ˪˰X.509 ˸˥ˮ˰ˣ˲ˬ  ˪˷amazon root CA 

:(ˣˮ˪˷ ˟˷˥ˬˢ ˪˰ ˸˧˪˞˵ˣ˪ ˸˞˴ˬˮ˷) 
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 ˦ˬ˶ˣ˲˟ ˸˥ˮ˰ˣ˲ˬˢ ˢˡˣ˰˸ˢ ˭˩ˣ˸ASN.1 ˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟)-certutil ˟ ˣ˞-openssl:( 

X509 Certificate :  

Version :  3 

Serial Number :  067f944a2a27cdf3fac2ae2b01f908eeb9c4c6  

Signature Algorithm :  

    Algorithm ObjectId :  1.2.840.113549.1.1.11  sha256RSA 

    Algorithm Parameters :  

    05 00 

Issuer :  

    CN=Starfield Services Root Certificate Authority -  G2 

    O=Starfield Technologies ,  Inc .  

    L=Scottsdale  

    S=Arizona  

    C=US 

  Name Hash( sha1 ):  887da4445e67ea7c94774e43189c3ecee4c87312  

  Name Hash( md5):  52135310639a10f77f886b229b9f7afc  

 

 NotBefore :  25/ 05/ 2015  15: 00 

 NotAfter :  31/ 12/ 2037  4: 00 

 

Subject :  

    CN=Amazon Root CA 1 

    O=Amazon 

    C=US 

  Name Hash( sha1 ):  4f59a39453cfb9559e7f6bd8c54da53d a642b714  

  Name Hash( md5):  99c508fd54cbc396cc3256bb87829ae0  

 

Public Key Algorithm :  

    Algorithm ObjectId :  1.2.840.113549.1.1.1  RSA 

    Algorithm Parameters :  

    05 00 

Public Key Length :  2048  bits  

Public Key :  UnusedBits = 0 

    0000   30 82 01 0a 02 82 01 01  00 b2 78 80 71 ca 78 d5 

      

Certificate Extensions :  7 

    2.5.29.19 :  Flags = 1( Critical ),  Length = 5 

    Basic Constraints  

        Subject Type =CA 

        Path Length Constraint =None 

 

    2.5.29.15 :  Flags = 1( Critical ),  Length = 4 

    Key Usage  

        Digital Signature ,  Certificate Signing ,  Off - line CRL Signing ,  CRL 

Signing ( 86)  

 

    2.5.29.14 :  Flags = 0,  Length = 16 

    Subject Key Identifier  

        8418cc8534ecbc0c94942e08599cc7b2104e0a08  

 

    2.5.29.35 :  Flags = 0,  Length = 18 

    Authority K ey Identifier  

        KeyID =9c5f00dfaa01d7302b3888a2b86d4a9cf2119183  

 

    1.3.6.1.5.5.7.1.1 :  Flags = 0,  Length = 6c  

    Authority Information Access  

        [ 1] Authority Info Access  

             Access Method =On- line Certificate Status Protocol 

( 1.3.6.1.5.5.7.48.1 )  

             Alternative Name :  

                  URL=http :// ocsp . rootg2 . amazontrust . com 

        [ 2] Authority Info Access  

             Access Method =Certification Authority Issuer ( 1.3.6.1.5.5.7.48.2 )  

             Alternative Name :  

                  URL=http :// crt . rootg2 . amazontrust . com/ rootg2 . cer  
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    2.5.29.31 :  Flags = 0,  Length = 36 

    CRL Distribution Points  

        [ 1] CRL Distribution Point  

             Distribution Point Name :  

                  Full Name :  

                       URL=http :// crl . rootg2 . amazontrust . com/ rootg2 . crl  

 

    2.5.29.32 :  Flags = 0,  Length = a 

    Certificate Policies  

        [ 1] Certificate Policy :  

             Policy Identifier =All issuance policies  

 

Signature Algorithm :  

    Algorithm ObjectId :  1.2.840.113549.1.1.11  sha256RSA 

    Algorithm Parameters :  

    05 00 

Signature :  UnusedBits =0 

    0000   18 21 9d 34 f9 c4 a9 2a  a4 51 62 0e 9a ad fa 9a 

     

 

Non- root Certificate  

Key Id Hash ( rfc - sha1 ):  8418cc8534ecbc0c94942e08599cc7b2104e0a08  

Key Id Hash ( sha1 ):  408377dd675d40870de22a8905452875f236ded4  

Key Id Hash ( bcrypt - sha1 ):  4e5ce94c78768c1064dbd81ca0fb32707fab3b48  

Key Id Hash ( bcrypt - sha256 ):  

ad5e3307f114c9790dc7ce83382fb91792a8c298e40b10f00b63f0540bc03c4a  

Key Id Hash ( md5):  94ba2a8e68434595d5aff46246c54c12  

Key Id Hash ( sha256 ):  

50027ff723aaaba9e4e025f642d6600e6c93e891d896405f8a13b37b31fff1cb  

Key Id Hash ( pin - sha256 ):  ++MBgDH5WGvL9Bcn5Be30cRcL0f5O+NyoXuWtQdX1aI = 

Key Id Hash ( pin - sha256 - hex ):  

fbe3018031f9586bcbf41727e417b7d1c45c2f47f93be372a17b96b50757d5a2  

Cert Hash ( md5):  e865a22aae524d26869af0448d6fd896  

Cert Hash ( sha1 ):  06b25927c42a721631c1efd9431e648fa62e1e39  

Cert Hash ( sh a256 ):  

87dcd4dc74640a322cd205552506d1be64f12596258096544986b4850bc72706  

Signature Hash :  c95f7b20f6fcd39fd3a07a2e44252423b634fdbe35e1e045d964deea626115cb  

 

!˞˟ˢ ˶˟ˡˢ ˸˞ ˣ˞˶˸˷ ˣ˩˥ ?ˢ˞ ,˫˧ˢˡˬ 
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 ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟) ˢˡˣ˰˸ˢ ˪˷ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵˟ ˸ˣ˲˴˪ ˶˥˟ˮ ˫˞HxD ˦ˬ˶ˣ˲˟ (ASN.1  ˧˲˪ ˡˡˣ˵ˬDER 

:˪˟˵ˮ 

 

ˢ) ˧ˮ˷ˢ ˡ˴˟ ˢˮˣ˩ˬˢ .ˢ˸ˣ˰˴ˬ˞˟ ˸ˣˢˡˤˢ˪ ˨˶ˣ˴ˢ ˢ˪ˣ˰ ˶˷˞˩ ˸˶˟ˣ˰ˬ ˢˡˣ˰˸ˢ ˢ˷˰ˬ˪ ˨˩ˣ-client 

˶ˣˬ˷˷ ˢˬ˪ ˫˧ˬ˞ˣ˸ ˭˩˞ ˫ˢ˷ ˵ˣˡ˟˧ˣ (˸˧˶˞ˮ˧˟ ˢ˶ˣ˴˟) ˫˧ˣˣ˸ˢ ˱˴˶ ˸˞ ˪˟˵˧ (˟ˣ˶˪ ˶ˡˠˣˬˣ ˣ˪˴˞ 

˸˧˪˞˵ˣ˪. 

 

 ˦ˬ˶ˣ˲˟ ˢˡˣ˰˸ˢ ˪˷ ˟ˠ˷ˮˢ ˧˲ˣ˧˪ ˣˮ˲˷˥ˮ˷ ˶˥˞˪ASN.1  ˧˲˪ ˸˧˶˞ˮ˧˟ˢ ˢ˸˶ˣ˴˸˟ˣDER ˸˞ ˥˸ˮˮ ,

 ˸ˡˣ˰˸˟ ˣˮ˪ ˷˧˷ (˸ˣˮˣ˩˸) ˸ˣˡ˷ˢX.509 .˸˧˦˶ˡˮ˦˯ 

 ˧ˮ˞ ˫˧˟ˣ˶˵ˢ ˫˧ˡˣˬ˰ˢ '˯ˬ˟ .˧˪˪˩˟ ˢˡˣ˰˸ˢ ˪˷ ˢˮ˟ˬˢ ˪˰ ˸˰ˡ˪ ˫˧˩˧˶˴ ˣˮ˟ˣ˶˷ ˢˬ ˣ˞ ˸ˣ˥˲ ˢˤ

 ˫˧˷˶ˡˮ ˞˪ ˫˸˞ ˫˞ .ˢˡˣ˰˸ˢ ˭˩ˣ˸ ˪˰ ˶ˬˣ˞ ˶˥˞ ˣ˞ ˢˤ˩ ˨˶˰ ˢˬˣ ˫ˬ˴˰ ˸ˣˡ˷ˢ ˪˷ ˫˧˩˶˰˟ ˵ˬ˰˸˞

 ˡˣ˟˰˪ ˸ˮˬ ˪˰ ˵˧˲˯˧ ˫˧˞˟ˢ ˫˧ˡˣˬ˰ˢ ˪˷ ˭˩ˣ˸ˢ ˪˰ ˫˧˪˵˟˷ ˪˵ ˱ˣ˶˲˶ ,˸ˣˡˣ˰˸ ˫˰ ˢ˶˧˷˧ ˢ˶ˣ˴˟

 ˪˷ ˞˷ˣˮ˪ ˯ˮ˩˧ˮ˷ ˧ˮ˲˪ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ ˸˞ ˯ˣ˲˸˪TLS ,˸ˣˡˣ˰˸ ˫˰ ˡˣ˟˰˪ ˫˧˷˶ˡˮ ˭˩˞ ˫˸˞ ˫˞ ,˧ˮ˷ ˡ˴ˬ .

 ˪˩ ˸˧˷˞˶ ˤ˞π  .˫˩˪˧˟˷˟ ˡ˥ˣ˧ˬ˟ ˫ˢ ˫˧˞˟ˢ ˫˧ˡˣˬ˰ˢ ,˪˩ ˸˧ˮ˷ .˧ˬˣ˥ˮ˸ 
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 ˶˧˩ˢ˪ ˟ˣ˷˥ ,˸˧˷˞˶ ˷ˣˠ˲ˮ ˪˪˩ ˨˶ˡ˟ ˧˩мл  ˢ˯˶ˠˬ ˪˥ˢ) ˢˡˣ˰˸ ˪˩˟ ˫˧˧ˣ˴ˬ ˶˷˞ ˢ˟ˣ˥ ˸ˣˡ˷м (

 ˢ˯˶ˠˬ ˪˥ˢ ˣ˷ˬˣˬ ˶˷˞) ˫˧˧˪˞ˮˣ˧˴˲ˣ˞ ˸ˣˡ˷ ˶˲˯ˬˣн x-о.( 

 

˟ ˸ˣˡ˷-X.509v1 

Version  

˸ˡˡˣ˵ˬˢ ˢˡˣ˰˸ˢ ˪˷ ˢ˯˶ˠˢ ˶˲˯ˬ ˸˞ ˭˧˧˴ˬ.  ˫ˢ ˢˤ ˢˡ˷ ˪˷ ˫˧˧˶˷˲˞ˢ ˫˧˩˶˰ˢ ,ˣ˧˷˩˰˪ ˭ˣ˩ˮл ,м  ˣ˞

н ˟˥˶ˣˬ ˢ˧ˢ˧ˣ ˭˩˸˧ ˨˞ ,ˡ˧˸˰˟.  ˢˡˣ˰˸ ˭ˬ˯˪ ˪˧˟ˠˬ ˣ˞ ˶˯ˣ˞ ˞˪ ˦˶ˡˮ˦˯ ˱˞˷ ˞˧ˢ ˸ˮ˧˧ˮ˰ˬ ˢˡ˟ˣ˰v1 

 ˢˡˣ˰˸˩v3 .ˢˤ ˪˰ ˡ˧˲˵ˢ˪ ˷˧˷ ˧ˣ˞˶ˢ ˭ˬ ,˪˟˞ ˨˲ˢ˪ ˣ˞  ˦˶ˣ˲˟ ˢˡ˷ˢ ˨˶˰ASN.1: 

---------------------------------------------------------------------  

--  Version number  

---------------------------------------------------------------------  

CertificateVersion ::=  INTEGER { v1 ( 0),  v2 ( 1),  v3 ( 2)}  

 

Serial Number  

ˢ ˧ˡ˧ ˪˰ ˢ˵˲ˮˣˢ˷ ˢˡˣ˰˸ ˪˩˪ ˢ˴˵ˣˢ˷ ˧ˡˣ˥˧˧ ˶˲˯ˬ-CA  ,˪˪˩ ˨˶ˡ˟)CA  ˵˧ˤ˥˧counter  ,˰ˣ˟˵ ˳˟ˣ˵˟

config file  ˸˥˸Unix ˟ ˧˶˦˯˧ˠ˶ˣ-windows (˸ˣ˧ˮ˷˟) ˧˥˩ˣˮˢ ˭ˬˤˢ ˸˞ ˶˯˥˪ ˞˧ˢ ˷ˣˬ˧ˬ˪ ˸˲˯ˣˮ ˨˶ˡ .(

 ˭ˣˣ˧˩ˬ ˸˧˪˦ˮˬ˶˵ˮ˧˞ˢ ˢ˦˧˷ˢ ˪˰ ˢ˲˧ˡ˰ ˣˤ ˢ˦˧˷ .˧ˮˣ˷˞˶ˢ ˢˮ˩ˣ˸ˢ ˸˴˶ˢ ˭ˬˤ ˭ˣˠ˩ ˣˢ˷˪˩ ˭ˬˤ ˰ˣ˟˵ˬ

 ˷ ˸ˣˡˣ˰˸ˢ ˶˲˯ˬ ˪˷ˬ˪) ˷˧ˠ˶ ˰ˡ˧ˬ ˸˲˧˷˥ˣ ˸ˣˡˣ˰˸ˢ ˱˴˶ ˧˶˥˞ ˟˵˰ˬ ˸˶˷˲˞ˬ ˢˮ˧˞ ˞˧ˢ˷CA  ˵˧˲ˢ

ˡˣ˟˰ ˰ˣ˟˷˟.(ˢ 

 

˪ ˞ˬˠˣˡ-Serial Number  :ˢˡˣ˰˸ ˪˷лстf944a2a27cdf3fac2ae2b01f908eeb9c4c6 

---------------------------------------------------------------------  

--  Certificate serial number  

---------------------------------------------------------------------  

CertificateSerialNumber ::=  INTEGER 

Signature Algorithm  

 ˪˧˩ˬOID )object identifierˢ˷ ˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˭˧˧˴ˬ˷ (-CA  ,˪˷ˬ˪ .ˢˡˣ˰˸ˢ ˸˞ ˣ˸˧˞ ˫˸˥

м.2.840.113549.1.1.5  ˟ˣ˟˧ˠ ˸˞ ˭˧˧˴ˬSHA-1  ˸ˮ˲˴ˢ ˫˰RSA.  ˪"ˮˢ ˢˡ˷˪ ˟˶ ˷ˣˬ˧˷ ˷˧˷ ˢ˞˶ˮ ˞˪

 ˫˸˧˶ˣˠ˪˞ ˸˞ ˵ˣˡ˟˪ ˶˷˲˞ ˭ˣˣ˧˩ˬ) ˶˟ˣˡˬ ˫˞ ˵˲˯ ˫˧˧˵ .ˢˡˣ˰˸ˢ ˪˰˷ ˢˬ˴˰ ˢˬ˧˸˥˟ ˫ˠ ˢˬ˧˸˥ˢ

 ˪˰ˣ˲ ˞ˣˢ ˢˬ˧˸˥ˢ ˫˸˧˶ˣˠ˪˞˪ ˢ˷˧ˠ ˤ˞ ˢˬ˧˸˥˪ ˢ˷˧ˠ ˢ˸˧˧ˢ ˣˢ˷˧ˬ˪ˣ ˢˡ˧ˬ˟˷ ˪˪ˠ˟ ˢˮˠˢ ˧˰˴ˬ˞˟

.(˨˩ˬ ˞˴ˣ˧ 

 

˟ ˷ˣˬ˧˷ˢ ˫˰ ˫˧˶˧ˢˤ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˷˧˷ ˭˧˧˴˪ ˧˦ˮˣˣ˪˶-OID ˶˲˯ˬ ˷˧ ˫˧˶˵ˬˢ ˟ˣ˶˟ .OIDs  ˣ˸ˣ˞˪

˟˪ ˨˶ˣ˴ ˷˧ ˨˞ ˫˸˧˶ˣˠ˪˞˥x ˶OID  .˧˲˧˴˲˯ 
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 ˫˧ˮ˸˷ˬ ˫˧ˬ˧˧˵ ˞˪ˣ ˢˡ˧ˬ˟ ˵˧˶ ˫˧˶˦ˬ˶˲ˢ ˢˡ˷ ˸˞ ˶˧˞˷ˢ˪ ˞˪ ˞˧ˢ ˢ˧˪˞ ˟˪ ˫˧˷˪ ˷˧˷ ˸˲˯ˣˮ ˢˡˣ˵ˮ

 ˟ ˷ˬ˸˷ˢ˪ ˞˪˞-NULL. 

˪ ˞ˬˠˣˡ-Signature algorithm: sha256RSAΥ 

---------------------------------------------------------------------  

--  Signature OID  

---------------------------------------------------------------------  

signature ::=  AlgorithmIdentifier  

 

AlgorithmIdentifier ::=  SEQUENCE  

{  

  algorithm           OBJECT IDENTIFIER ,  

  parameters          ANY OPTIONAL     

}  

 

Issuer  

 ˸˞ ˪˧˩ˬDN )Distinguished nameˢ ˪˷ (-CA  .ˢˡˣ˰˸ˢ ˪˰ ˫˸˥ˣ ˶˴˧˷DN ˢ ˞ˣˢ-path ˨˶ˡ  ˳˰X.500 

directory . 

 ˢˡ˷ˢ ˭˩ˣ˸˪ ˞ˬˠˣˡIssuer  ˪˷ ˢˡˣ˰˸˟amazon.com: 

 

---------------------------------------------------------------------  

--  Issuer name  

---------------------------------------------------------------------  

Name ::=  SEQUENCE OF RelativeDistinguishedName  

 

RelativeDistinguishedName ::=  SET OF AttributeTypeValue  

 

AttributeTypeValue ::=  SEQUENCE  

{  

  type        OBJECT IDENTIFIER ,  

  value      A NY  

}  

 

Validity  

 ˢ˲˵˸ ˢˡˣ˰˸ˢ ˣ˩˪ˢˬ˟˷ ˭ˬˤˢ ˥ˣˣ˶ˬ ˸˞ ˭˧˧˴ˬ.(yymmddhhmmssz)  ˣ˟ ˭ˬˤˢ ˞ˣˢ ˭ˣ˷˞˶ˢ ˨˧˶˞˸ˢ

 .ˢ˪˦˟ ˢˡˣ˰˸ˢ ˢ˟ ˨˧˶˞˸ˢ ˞ˣˢ ˧ˮ˷ˢ ˨˧˶˞˸ˢˣ ˱˵ˣ˸˪ ˢ˯ˮ˩ˮ ˢˡˣ˰˸ˢ 
 

 ˪˪˩ ˨˶ˡ˟˷ ˞ˣˢ ˭˧˟ˢ˪ ˟ˣ˷˥˷ ˞˷ˣˮCA  (˟˶˵ ˭ˮˬˤ ˸˰˧˵˲˷ ˣ˞) ˭ˮˬˤ ˶˟˰˷ ˸ˣˡˣ˰˸ ˪˷ ˢ˧˧ˠˣ˯˟ ˪˲˦ˬ

 ˢˡ˷ ˫˰ ˪˟˞ ˥˸˲ˬˣ ˫˷ ˣ˸ˣ˞ ˫˰ ˸ˣ˷ˡ˥ ˸ˣˡˣ˰˸ ˫˯˶˲ˬ ˦ˣ˷˲ ˞ˣˢ˷ ˨˩ ˧ˡ˧ ˪˰Validity  .ˢˮˣ˷

 ˣ˪˧˲˞ ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟CA roots  ˟˴ˬ˪ ˪˧˟ˣˢ˪ ˢ˪ˣ˩˧ ˣˤ˩ ˢ˦˧˷ .ˢˮˣ˷ ˪"ˮˢ ˢˡ˷ ˫˰ ˵˶ ˷ˡ˥ˬ ˣˬ˯˶ˣ˲

"˸ˣˢˤ" ˸ˣˡˣ˰˸ ˢˬ˩ ˷˧ ˣ˟ ˣ˸˟˷ˣ˟ ˱˵- .˭ˬˤ˟ 
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˪ ˢˡ˷ˢ ˫˷ ˸˞ ˸ˣˮ˷˪ ˭˸˧ˮ ˦ˣ˷˲ ˧˪ˣ˞ .ˢ˶ˣ˶˟ ˞˪ ˢˤˢ ˠˣ˯ˢˬ ˸ˣ˥˸˲ˬ / ˸ˣˡˣ˰˸ ˪˷ ˢ˵˧˦ˮˬ˯-

RenewalFeeDueDate ˫˧ˮ˷ ˶˷˰ ˪˷ ˱˵ˣ˸ ˫˰ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪ ˸ˣ˶˷˲˞ ˸ˬ˧˧˵˷ ˢˡ˟ˣ˰˟ ˟˷˥˸ˢ˟ .

 ˭˧˧ˡ˰ˣ ˢˮˣ˲˴ˣ-CAˢˮ˷˪ ˵˶ ˵˧˲ˮˢ˪ ˫˧-.˸˪˦ˣ˟ˬ ˞˪ ˣˤ ˢ˧˴˲ˣ˞ ,˫˧˧˸ˮ˷ 

---------------------------------------------------------------------  

--  Validity period  

---------------------------------------------------------------------  

Validity ::=  SEQUENCE  

{  

  notBefore           ChoiceOfTime ,  

  notAfter            ChoiceOfTime  

}  

 

ChoiceOfTime ::=  CHOICE  

{  

  utcTime                 UTCTime ,  

  generalTime             GeneralizedTime  

}  

 

Subject  

ˢ ˸˞ ˪˧˩ˬ ˢˡ˷ˢ-DN X.500  ˞˴ˬˮ˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ˶ˣ˷˵ ˶˷˞ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˢ˵˧ˤ˥ˬ˷ ˸ˣ˷˧ˢ ˪˷

 ˸˞ ˶˞˸˪ ˪ˣ˩˧ ˢˡ˷ˢ ˭˩ˣ˸ .ˢˡˣ˰˸˟CA ,RA  ˣ˞EE . 

˟ ˸ˣˡ˷-X.500 DN  ˸ˣˡˣ˰˸˟ ˸ˣ˪˩ˣˬ˷ ˧˲˩X.509 :˫˧˞˟ˢ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˫˧˪˧˩ˬ 

¶ CommonName:CN π " .˫ˡ˞ ˪˷ ˫˷Susan Jones" 

¶ OrganizationUnit:OU π " .˭ˣˠ˶˞˟ ˢ˵˪˥ˬPurchasing" 

¶ OrganizationName:O π " .˭ˣˠ˶˞ˢ ˫˷Amazon" 

¶ LocalityName:L π  .˶˧˰ ˫˷ñPalo Altoò 

¶ StateName:S π  .ˢˮ˧ˡˬ ˫˷ñCaliforniaò 

¶ Country:C π н  .ˢˮ˧ˡˬˢ ˡˣ˵˪ ˸ˣ˧˸ˣ˞ñCHò 

 ˢˡ˷ˢ ˭˩ˣ˸˪ ˞ˬˠˣˡSubject  ˪˷ ˢˡˣ˰˸˟amazon.com: 

 

---------------------------------------------------------------------  

--  Subject name  

---------------------------------------------------------------------  

Name ::=  SEQUENCE OF RelativeDistinguishedName  

 

RelativeDistinguishedName ::=  SET OF AttributeTypeValue  

 

AttributeTypeValue ::=  SEQUENCE  

{  

  type        OBJECT IDENTIFIER ,  

  value      ANY  

}  
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Public Key  

 ˸ˬˠˣˡ˩) ˥˸˲ˬˢ ˫˰ ˢˢˣˤˬˢ ˫˸˧˶ˣˠ˪˞ˢˣ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˪˧˩ˬ ˢˤ ˢˡ˷RSA, DSA, Diffie-

Hellman .( 

---------------------------------------------------------------------  

--   Subject public  key information  

---------------------------------------------------------------------  

SubjectPublicKeyInfo ::=  SEQUENCE  

{  

  algorithm           AlgorithmIdentifier ,  

  subjectPublicKey    BITSTRING  

}  

 

AlgorithmIdentifier ::=  SEQUENCE  

{  

  algorithm           OBJECT IDENTI FIER,  

  parameters          ANY OPTIONAL     

}  

 

˟ ˸ˣˡ˷-X.509v2 

н ˪ ˣ˲˯ˣˮ ˫˧˧˪˞ˮˣ˧˴˲ˣ˞ ˸ˣˡ˷-X.509  ˢ˯˶ˠ˟н .˦˶ˡˮ˦˯ˢˬ ˵˪˥˩   ˞˧ˢ ˭˩ ˫ˬ˷˩ ˸ˣˡ˷ˢ ˸˶˦ˬπ  ˸ˣˢˤ˪

ˢ ˫˷˟ ˶ˤˣ˥ ˷ˣˬ˧˷ ˢ˷˰ˮ ˣ˟ ˧˦˶ˣ˞˧˸ ˟˴ˬ-Issuer x\ ˣ˞Subject ˞˪ ˢ˴˧˪ˬˬ ˞˷ˣˮ˟ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˟ˣ˶ .

 ˪˷ ˸ˣˡ˷˟ ˷ˬ˸˷ˢ˪ ˞˪ˣ) ˸ˣˬ˷ ˶ˤ˥ˬ˪Unique Identifier ˭ˣˠ˶˞ ,˭˩ ˣˬ˩ ,(IETF  ˸˞ ˰ˣ˦˵˪ ˦˧˪˥ˢ

 ˢ˷˰ˬ˪ ˤ˞ ˫ˢ˟ ˷ˣˬ˧˷ˢ .˸ˣˡˣ˰˸˟ ˫˸ˣ˞ ˷ˬˬ˪ ˨˶ˣ˴ ˭˧˞ ,˦˶ˡˮ˦˯ˢˬ ˵˪˥ ˭ˢ˷ ˭ˣˣ˧˩ˬ ,˸˞ˤ ˫˰

 .˭ˣ˟˷˥˟ ˢ˪˞ˢ ˸ˣˡ˷ˢ ˸˞ ˸˥˵˪ ˨˧˶˴ ˸ˣˡˣ˰˸˟ ˵˯˰˸ˬ˷ ˡˣ˵ ˫˧ˬ˷ˣ˶ˣ ˢˡ˧ˬ˟ 

Issuer Unique Identifier  

bitstring  ˢˢˤˬ˷Issuer X.500 name ˪ ˢˬˣˡ ˫˷ ˰˟˵ˮˣ ˢ˶˵ˬ˟-CA .˶˟˰˟ 

---------------------------------------------------------------------  

--  Issuer Unique identifier  

---------------------------------------------------------------------  

issuerUniqueIdentifier ::=  [1] IMPLICIT UniqueIdentifier OPTIONAL 

 

UniqueIdentifier ::=  BITSTRING 

 

Subject Unique Identifier  

 ˫˧˴˴ˣ ˢ˶˵ˬ˪RA, CA, EE  ˸ˣ˯˥˪ ˶˷˲˞˷ ˭ˣˣ˧˩ˬ ˶˸ˣ˧ˬ ˢˤ ˢˡ˷ ˧˩ ˫˧˶ˣ˟˯ˢ ˷˧ .˫˧ˬ˧˧˵ ˶˟˩˷ ˸ˣˬ˷ ˫˰

 ˪˷ ˢˡ˷ˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˲˲ˣ˥˷ ˸ˣ˧˴˲ˣ˞ˢ ˸˞SerialNumber ˟-X.500. 

---------------------------------------------------------------------  

--  Issuer Unique identifier  

---------------------------------------------------------------------  

subjectUniqueIdentifier ::=  [2] IMPLICIT UniqueIdentifier OPTIONAL 

 

UniqueIdentifier ::=  BITSTRING 
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˟ ˸ˣˡ˷-X.509v3 

 ˪˰ ˫˧˪˯˵˧˲ ˵˶ ˢˤ ˶ˡ˯˟ ˪˩ˢ ,˫˧˶ˬˣ˷ ˫˸˞ ˫˞ 'ˣ˲ˣ˦' ˣ˞) "˶˷˟" ˢ˟˶ˢ ˧˩ˢ ˷˧ ˢ˷˰ˬ˪ ˢ˲ ,˟ˣ˦ ˟ˣ˦

 ˢ˯˶ˠ˪ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˣ ˸ˣˮˣ˶˸˧ ˭ˣˬˢ ˷˧ .(˨˯ˬо  ˸ˣ˰˧ˠˬ ˢ˟˶ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˫˰˷ ˭˟ˣˬ˩ .˸ˣˡˣ˰˸ˢ ˪˷

.˸ˣ˧ˣ˰˧ˠ˲ 
 

 ˢ˯˶ˠо  ˪˷X.509  ˪ˣ˪˩˪ ˸ˮˬ ˪˰ ˸˧˶ˮˠˣ ˸˧˦˶ˡˮ˦˯ ˢ˶ˣ˴˟ ˸ˣˡˣ˰˸ "˟˧˥˶ˢ˪" ˭˸˧ˮ ˣ˧˲˪ ˭ˣˮˠˮˬ ˢˠ˧˴ˬ

˱˯ˣˮ ˰ˡ˧ˬ  ˶ˣ˷˵ˢ ˰ˡ˧ˬ ˸ˣ˵˲˯ˬ ˸ˣ˟˥˶ˢˢ .ˢˡˣ˰˸˪ ˸ˣ˟˥˶ˢ ˶˲˯ˬ ˱˧˯ˣˢ˪ ˭˸˧ˮ .˭ˬ˴˰ ˸ˣˡˣ˰˸˟

 ˸˴˲ˢ ,˸ˣˡˣ˰˸ˢ ˶ˣ˷˶˷ ˢˮ˟ˬ ˪˰ ˸ˣ˪˟ˠˢ ,ˢˡˣ˰˸˟ ˷ˣˬ˧˷ ˸ˣ˧ˮ˧ˡˬ ,˥˸˲ˬ˟ ˷ˣˬ˧˷˪CRL ˸ˣ˟˥˶ˢ ,

˷ ˸ˣ˶ˣ˴˸ ,˸ˣ˧˦˶˲ .'ˣ˩ˣ ˫ ˭˧˧˴˪ ˟ˣ˷˥ ˢˤ ˟˪˷˟ ˶˟˩π  ˸ˣ˟˥˶ˢ ˪˷ ˟˶ ˶˲˯ˬ ˫˧˧˵)5280-RFC  ˪˰ ˶˟ˡˬ

мс ˟x-oidref.com  ˷˧сф ˣ ˧˟˧˦˵˞ ˷ˣˬ˧˷˟ ˭˪ˣ˩ ˞˪ ,(˩"ˢ˯\ ˶˷˞˟ ˸˩˶˰ˬ ˪˩˪ ˢ˟ˣ˶ˬ ˸ˣ˟˧˷˥ ˧˪˰˟ ˣ˞

.˞˧ˢ 

) '˭˵˸ ˧˲˯ˣ˸' ˭ˣˠ˩ ˫˧˥ˮˣˬstandard extensions ˢ˯˶ˠ˟ ˭˵˸ˢ˷ ˢˡ˟ˣ˰˪ ˫˧˯˥˧˧˸ˬ (о  ˸ˣ˲˯ˣ˸ ˶˧ˡˠˬ

 ˪˩ˣ ˫˧˧˦˶ˡˮ˦˯ˢ ˫˧˲˯ˣ˸˪ ˵˶ ˸ˣ˪˟ˠˣˬ ˭ˮ˧˞ ˸ˣˡˣ˰˸ ,˸˞ˤ ˫˰ .˷ˣˬ˧˷ ˭ˢ˟ ˢ˷˰ˮ ˟ˣ˶˪˷ ˢˡˣ˰˸˪ ˸ˣ˥˧˩˷

˸ˣˬ˧˞˸ˬˢ ˸ˣ˧ˣ˷˶˟ ˢ˟˥˶ˢ ˱˧˯ˣˢ˪ ˪ˣ˩˧ ˡ˥˞ ˭ˣˠ˩)ISO  .( 

ˬ ˸˟˩˶ˣˬ ˢ˟˥˶ˢ ˪˩-о  :˸ˣˡ˷Type, Criticality, Value .ˢˢ ˭˩ˣ˸ ˦ˬ˶ˣ˲˟ ˸ˣ˟˥˶ASN.1: 

---------------------------------------------------------------------  

--  Extensions ( beginning with  version 3).  

---------------------------------------------------------------------  

Extensions ::=  SEQUENCE OF Extension  

 

Extension ::=  SEQUENCE  

{  

  Id                  OBJECT IDENTIFIER ,  

  critical            BOOLEAN DEFAULT FALSE,  

  extnValue           OCTET STRING 

}  
 

 ˫˧˧˵ ˢ˟˥˶ˢ ˪˩˟ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˨˶˰OID˩ ˸ˠˣˣ˯ˬ ˢ˟˥˶ˢˢ ˫˞ˢ ˭ˬ˯ˬˢ ˧ˮ˞˧˪ˣ˟ ˨˶˰ ,˸˧˦˧˶˵ 

 ˢˡ˷ˣbyte array .ˢ˟˥˶ˢˢ ˪˷ ˨˶˰ˢ ˸˞ ˪˧˩ˬ˷ 
 

 ˢ˟˥˶ˢ ˭˧˟ ˢ˟ˣ˷˥ ˢˮ˥˟ˢ ˷˧˸˧˦˧˶˵ "ˢ˪˧ˠ˶" ˢ˟˥˶ˢ˪ ˡˣ˰˸˟ ˰ˡ˧ˬ ˪˷.ˢ  ˷ˣ˶ˡ˪ ˧ˣ˷˰ ˫˧ˣ˯ˬ ˫ˣ˷˧˧

˪˟˞ .ˣˬ˴˰ ˫ˣ˷˧˧˟ ˸ˡ˟ˣ˰˷ ˢˡˣ˰˸ ˪˩˟ ˭˧ˬˤ ˢ˧ˢ˧ ˧˲˧˴˲˯ ˱˯ˣ˸˷  ˧˩ ˨˶ˣ˴ˢ ˧˩ ˶ˬˣ˞ ˞˪ ˢˤ ,˸˞ˤ ˫˰

.˸˧˦˧˶˵˩ ˢ˟˥˶ˢˢ ˸˞ ˠˣˣ˯˪ ˡ˧ˬ˪ ˵˶ ˸ˣˡ˰ˣ˧ˬ ˸ˣ˧˦˧˶˵ ˸ˣ˟˥˶ˢ ˡˣ˞ˬ ˟ˣ˷˥ ˰π  ˧˦˧˶˵ ˰ˡ˧ˬ ˭ˣˠ˩

ˢˡˣ˰˸˟ ˥ˣ˦˟ ˞˪ ˷ˣˬ˧˷ ˣ˞ ˢˡˣ˰˸˟ ˢ˰˶˪ ˷ˣˬ˧˷ ˸˰˧ˮˬ˪.  ˸ˣ˟˥˶ˢˢ ˪˷ ˰˧˶˩ˬˢ ˟ˣ˶ˢ ,˨˩ˬ ˢ˞˴ˣ˸˩

˸ˣ˧˦˧˶˵ ˭ˮ˧˞.  ˸ˣ˧˰˟ ˶ˣ˴˧˪ ˪ˣ˩˧ ˢˤ˷ ˨˩˟ ˸ˣ˟˷˥˸ˢˣ ˢ˵˧ˬ˰ˬ ˢˮ˟ˢ ˶˥˞˪ ˵˶ ˸˧˦˧˶˵˩ ˢ˟˥˶ˢ ˠˣˣ˯˪ ˷˧

 ˣ˸ˣ˞ ˪˷ ˫˧˶˥˞ ˢ˥˦˟˞ ˧ˬˣ˥˸ ˧ˬˣ˷˧˧ ˫˰ ˸ˣ˧ˡˡˢCA. 

˧ˬ˟ˣ ˸ˣˢˤ˪ ˭˸˧ˮ ˞˪ˣ ˢˡ\ ˢ˟ˣ˥ ˸˧˦˧˶˵ ˢ˟˥˶ˢ ˪˷ ˢˡ˷ ˱ˣ˩˞˪ ˣ˞ˢˡˣ˰˸ˢ ˪˩ ˸˞ ˸ˣ˥ˡ˪ .˱˯ˢ ˪˰ 

 ˭ˢ˟ ˷ˣˬ˧˷˪ˣ ˸ˣ˟˥˶ˢ˪ ˰ˠˣˮˢ ˪˩˟ ˣˮ˧ˮ˲˪ ˸ˡˬˣ˰˷ ˢ˧˧ˠˣ˯ˢ ˪ˡˣˠ ˸ˮ˟ˢ ˫˷˪ ˵˶π  ˭˵˸ˢ ˨˶ˣ˞ˬ ˧˴˥

 ˸ˣˡˣ˰˸ ˞˷ˣˮ ˪˩ ˸˞ ˠ˴˧˧ˬ˷X.509 ˟ ˵˶ˣ ˨˞ ˵˯ˣ˰-X.509v3 extensions . ˞˪ ˭˵˸ˢ˷ ˭ˣˣ˧˩ˬ ,˸˞ˤ ˫˰

 ˧˲ˣˠ ,˭ˢ˟ ˵˲ˣ˯ˬ˷ ˰ˡ˧ˬˢ ˸˞ ˡ˟˰˪ ˷˧ ˡ˴˧˩ ˷˶ˣ˲ˬ ˭˲ˣ˞˟ ˶˧ˡˠˬCA ,RA ,EE  ˵ˣˡ˟˪ ,˷ˬˬ˪ ˫˧˶˥ˣ˟

 ˢˮˣ˷ ˢ˶ˣ˴˟ ˱ˣ˩˞˪ˣπ .˸ˣ˟˶ ˸ˣ˧˰˟ ˶˶ˣˠ˷ ˢˬ 

https://tools.ietf.org/html/rfc5280
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 ˸˞ ˣˮ˧˟˸ˣ ˣ˞˶˵˸˷ ˡˣ˞ˬ ˧˪ ˟ˣ˷˥ ,˞˪ ˫˞ ˭˧˟ ˣ˞ ˞˟ˢ ˵˶˲ˢ ˸˞ ˞ˣ˶˵˪ ˣ˶˥˟˸ ˫˞ ˭˧˟ ,ˢ˶˵ˬ ˪˩˟

 ˭ˣˣ˧˩ˬ ˞˟ˢ ˦˲˷ˬˢ˰ˠˣˮˢ ˪˩˟ ˧˦˧˶˵ ˧˩ˢ ˦˲˷ˬˢ ˞ˣˢ˷X.509 extensions  .˸ˣˡˣ˰˸˟ ˭ˬ˧˰ ˢˡˣ˟˰˪ˣ 

 ˸ˣ˟˥˶ˢˢbasicConstraints, exKeyUsage, KeyUsage ˪˰ˣ˲˸ˣ  ˷˧ ˡ˴˧˩ ˢ˶ˡˠˢ ˭˸ˬ˪ ˡ˥˧˟

 .ˢˡˣ˰˸˟ ˷ˬ˸˷ˢ˪˫˧ˬˣ˷˧˧  ˢ˷˶ˣˬ ˞˪ ˷ˣˬ˧˷ ˰ˣˮˬ˪ ˧ˡ˩ ˣ˪˞ ˸ˣ˟˥˶ˢ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧

 .ˢˡˣ˰˸ˢ ˭˩ˣ˸˟ 

 

˵˧ˬ˰ˬ ˦ˣ˶˧˲ ˪˰ extensions X.509v3 

 

 ˡˣ˰ ˷˵˧˟ ˣˢ˷˧ˬdrill down  ?˪˟˧˵ ˞˪ˣ ˢˡˣ˰˸˟ ˸ˣˡ˷ˢ ˪˰ ˧ˠˣ˯ ˪˰ ˢ˟˥˶ˢ˟ ˦˶˲ˬ ˢˤ ˵˶˲ ˸˸

) ˸ˣ˟˥˶ˢˢextensions˭˵˸ˬ ˵˪˥˩ ˫˧˶ˡˠˣˬˢ ( X.509  ˢ˯˶ˠо  ˠˣˣ˯˪ ˷˧ ˡ˴˧˩ˣ ˫˧˴˪ˬˣˬ ˫˧ˠˣ˯ ˣ˪˧˞ ˭˧˧˴ˬˣ

.˫˸ˣ˟˧˷˥ ˸˞ 

 ˸ˣˡ˷ˢ ˪˰ ˵˶ ˟˧˥˶ˢ˪ ˦˪˥ˣˢ ˶˵˥ˬˢ ˸˶ˠ˯ˬ˟extensions ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧˞˟ˢ  ˧ˡ˧ ˪˰ ˫˧˩ˬ˸ˮˣ ˫˧˥˧˩˷

.˫ˢ˧˪˰ ˟˧˥˶ˬ ˞˪ ˨ˬ˯ˬˢˣ ˭ˣˣ˩ˬ˟ ˣ˪˪˩ˮ ˞˪˷ ˸ˣ˟˥˶ˢ ˪˷ ˪˦ˣ˟ˬ ˞˪ '˯ˬ ˫ˮ˷˧ .˦˲ˣ˯ˣ˶˵˧ˬ   

 

ˢ ˸ˣˡ˷˪ ˸˟ˢˣ˞ˣ ˸˧ˮ˦˶˲ ˟˪ ˸ˬˣ˷˸ ˷˧ˡ˵ˮ ˶˷˞˩ ,ˢˡˣ˰˸ˢ ˢˮ˟ˬ˟ ˶˩ˤ˧ˮ ,˸˧˷˞˶-extensions ˳˧˶ˮ .

:ˢˡˣ˵˲ˢ ˸˞ 

C:\Users\Jonathan Elkabas\Desktop>openssl x509 -in google.cer -text 

:˪˟˵ˮˣ 

Certificate: 
    Data: 
        Version: 3 (0x2) 
        Serial Number: 
            7e:10:d9:01:f7:ac:03:cd:08:00:00:00:00:47:ef:8e 

    Signature Algorithm: sha256WithRSAEncryption 

        Issuer: C=US, O=Google Trust Services, CN=GTS CA 1O1 
        Validity 
            Not Before: Jun 17 14:23:06 2020 GMT 
            Not After : Sep  9 14:23:06 2020 GMT 
        Subject: C=US, ST=California, L=Mountain View, O=Google LLC, CN=*.google.com 

        Subject Public Key Info: 

            Public Key Algorithm: id-ecPublicKey 
                Public-Key: (256 bit) 
                pub: 

                    04:e2:0f:c2:89:99:94:1d:58:ce:db:11:2f:1c:d2: 

                    12:d5:47:7a:81:16:3f:df:86:65:ae:d3:43:ba:9e: 

                ASN1 OID: prime256v1 
                NIST CURVE: P-256 

        X509v3 extensions: 
            X509v3 Key Usage: critical 
                Digital Signature 
            X509v3 Extended Key Usage: 
                TLS Web Server Authentication 
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            X509v3 Basic Constraints: critical 
                CA:FALSE 
            X509v3 Subject Key Identifier: 
                33:3F:50:E1:30:43:87:FB:F4:35:B6:E0:5D:6B:50:D9:BA:81:C8:BD 

            X509v3 Authority Key Identifier: 
                keyid:98:D1:F8:6E:10:EB:CF:9B:EC:60:9F:18:90:1B:A0:EB:7D:09:FD:2B 

 
            Authority Information Access: 
                OCSP - URI:http://ocsp.pki.goog/gts1o1core 
                CA Issuers - URI:http://pki.goog/gsr2/GTS1O1.crt 
 
            X509v3 Subject Alternative Name: 
                DNS:*.google.com, DNS:*.android.com, DNS:youtube.com, DNS:youtubeeducation.com 

            X509v3 Certificate Policies: 
                Policy: 2.23.140.1.2.2 

                Policy: 1.3.6.1.4.1.11129.2.5.3 

 

            X509v3 CRL Distribution Points: 
                Full Name: 
                URI:http://crl.pki.goog/GTS1O1core.crl 
 

    Signature Algorithm: sha256WithRSAEncryption 

         6d:a6:b4:f6:4a:63:bf:ed:80:20:b6:eb:01:85:2e:cb:41:fa: 

         10:01:cf:a6:bf:eb:20:99:2c:59:2e:6d:f2:8d:c6:5f:ac:03: 

          ééééé.. 

 

 ˸ˣˡ˷ '˯ˬ ˪˰ ˵˧ˬ˰ˮ ,ˢˬ˴˰ ˢˡˣ˰˸˟ ˸ˣˡ˷ˢ ˫˧˞˶ˮ ˨˧˞ ˣˮ˧˞˶˷ ˶˥˞˪extension  ˠˣ˴˧˧ ˱˶ˣ˴ˬ) ˫˧˥˧˩˷

 ˦ˬ˶ˣ˲˟ ˢ˟˥˶ˢ ˪˩ ˪˷ASN.1 :(˸ˣˡ˷ˢ ˭˩ˣ˸ ˪˷ ˸˧˪˪˩ ˢˮ˟ˢ ˫˷˪ 

authorityKeyIdentifier 

AuthorityKeyIdentifier ::=  SEQUENCE {  

   keyIdentifier             [0] KeyIdentifier           OPTIONAL,  

   authorityCertIssuer       [1] GeneralNames            OPTIONAL,  

   authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL  }  

 

KeyIdentifier ::=  OCTET STRIN 

 ˸˟˥˶ˢAuthority Key Identifier  ˸ˬ˧˸˥˪ ˷ˬ˷ˬˢ ˧˦˶˲ˢ ˥˸˲ˬ˪ ˫˧˞˸ˬˢ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˠˣˣ˯ˬ

.ˢˡˣ˰˸ˢ  ˸ˡˣ˰˸ ˶˷˞˩ ˭ˣˠ˩ ,ˢˬ˧˸˥ ˸ˣ˥˸˲ˬ ˶˲˯ˬ˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˵˧˲ˮˬˢ ˶˷˞˩ ˸˧˷ˣˬ˧˷ ˣˤ ˢ˟˥˶ˢ

CA .˷ˣˡ˧˥ ˸˶˟ˣ˰ 

:˫˧˞˟ˢ ˫˧˧ˬ˧ˮ˲ˢ ˸ˣˡ˷ˢ ˧ˮ˷ˬ ˣ˞ ˡ˥˞ˬ ˸˟˩˶ˣˬ ˢ˟˥˶ˢˢ 

1.  ˢˡ˷˟ ˶ˡˠˣˬ ˶˷˞ ,˷˶ˣ˲ˬ ˥˸˲ˬ ˢˢˤˬKeyIdentifier. 

2. ˢˡ˷˟ ˶ˡˠˣˬ ˶˷˞ ,˵˧˲ˮˬ  authorityCertIssuer  ˢˡ˷˟ ,ˢˡˣ˰˸ˢ ˸˞ ˢˢˤˬ ˶˷˞ ˧˪˞˧˶˯ ˶˲˯ˬˣ

authorityCertSerialNumber. 

¶  ˢˡ˷ ˫˞KeyIdentifier  ˫˰ ˢˡˣ˰˸˟ ˶ˣ˥˟˪ ˸ˮˬ ˪˰ ˣ˟ ˫˧˷ˬ˸˷ˬ ,˫˧˧˵extension  ˪˷

subjectKeyIdentifier .˫˧˞˸ˬ  
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¶  ˫˞authorityCertIssuer x-authorityCertSerialNumber  ˧ˣˢ˧ˤ˪ ˷ˣˬ˧˷ ˫ˢ˟ ˫˧˷ˣ˰ ˤ˞ ˫˧ˬ˧˧˵

ˢ ˧˲˪ ˢˬ˧˞˸ˬˢ ˢˡˣ˰˸ˢ-issuer sx-serialNumber. 

ˢˡˣ˰˸˟ ˸ˬ˧˧˵ ˞˪ ˣˤ ˢ˟˥˶ˢ ˫˞ ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰-issuer name ˡ˟˪˟  ˵˧˲ˮˬ ˸˞ ˞ˡˣˣ˪ ˸ˮˬ ˪˰

.ˢˡˣ˰˸ˢ 

OID Υн5.29.35 ΦCriticalityΥ ˣˤ ˢ˟˥˶ˢ ˩ ˸˶ˡˠˣˬ ˢ˧ˢ˸ ˡ˧ˬ˸-noncritical  .ˢ˸ˣ˞ ˵ˣˡ˟˪ ˷˧ ˡ˧ˬ˸ˣ 

 

basicConstraints 

BasicConstraints ::=  SEQUENCE {  

        cA                      BOOLEAN DEFAULT FALSE,  

        pathLenConstraint       INTEGER ( 0.. MAX)  OPTIONAL }  

 ˨˧˪ˢ˸ ˧ˡ˩ ˨ˣ˸ ˣˤ ˢ˟˥˶ˢ˟ ˷ˣˬ˧˷ ˢ˷˰ˮˢ ˸ˣˬ˧˞-certificate chain  ˸ˡˣ˰˸ ˧ˣˢ˧ˤ˪CA  ˪˷ ˢ˲˧˩˞˪ˣ

 ˢˡ˷ .˸ˣˡˣ˰˸ˢ ˶ˣ˷˶˷ ˶˲˯ˬ ˸˪˟ˠˢcA  ˸ˣ˧ˢ˪ ˨˧˶˴true  ˸ˣˡˣ˰˸ ˪˩˪CA ˢˤ ˢˡ˷ ˪˧˩ˢ˪ ˞˪ ˳˪ˬˣˬ .

 ˸ˣˡˣ˰˸˟EE.  

¶  ˢˡ˷ ˫˞pathLenConstraint  ,(˭ˣ˸ˮ ˶ˣ˷˶˷˟ ˶˷˲˞˸ˬ˷ ˸ˣˡˣ˰˸ˢ ˶˲˯ˬ ˸˞ ˪˧˟ˠˬ ˢˤ ˢˡ˷) ˫˧˧˵

 ˸ˣˡˣ˰˸ ˶˲˯ˬˬ ˶˸ˣ˧ ˪ˣˡˠ ˸ˣ˧ˢ˪ ˟˧˧˥ ˣ˩˶˰CA  ˸ˣˡˣ˰˸ˬ ˪˥ˢ ,ˢ˩ ˡ˰ ˣˡ˟ˣ˰˷EE  ˢ˪˰ˬ˟ ˸ˣˬˡ˵˸ˢˣ

 .˶ˣ˷˶˷ˢ 

¶  ˫˞pathLenConstraint  ˸ˣˡˣ˰˸ ˪˩ ˪˰ˣ ˶ˣ˷˶˷˟ ˸ˣˡˣ˰˸ˢ ˶˲˯ˬ ˪˰ ˢ˪˟ˠˬ ˭˧˞ ˤ˞ ˫˧˧˵ ˞˪CA 

˪˧˩ˢ˪ ˞˪ ˸˶˷˶˷ˢ ˢ˪˰ˬ˟  .˭˩ ˫ˠ ˢˤˢ ˨˶˰ˢ ˸˞ 

OIDΥ н.р.нф.мф ΦCriticalityΥ ˩ ˸˶ˡˠˣˬ ˡ˧ˬ˸ ˣˤ ˢ˟˥˶ˢ-critical  ˸ˣ˧ˢ˪ ˶˷˵ ˞˪˪ ˢ˸ˣ˞ ˵ˣˡ˟˪ ˷˧ ˡ˧ˬ˸ˣ

.˞˪ ˣ˞ ˸˧˦˧˶˵ 

certificatePoliciesExt 

certificatePolicies ::=  SEQUENCE SIZE ( 1.. MAX)  OF PolicyInformation  

 

PolicyInformation ::=  SEQUENCE {  

     policyIdentifier   CertPolicyId ,  

     policyQualifiers   SEQUENCE SIZE ( 1.. MAX)  OF 

                             PolicyQualifierInfo OPTIONAL }  

 

CertPolicyId ::=  OBJECT IDENTIFIER  

 

PolicyQualifierInfo ::=  SEQUENCE {  

     policyQualifierId  PolicyQualif ierId ,  

     qualifier          ANY DEFINED BY policyQualifierId }  

 ˸˟˥˶ˢCertificate Policies ˬ ˸˟˩˶ˣˬ ˡ˥˞ ˪˩ ,˸ˣ˧ˮ˧ˡˬ ˶˸ˣ˧ ˣ˞ ˸˥˞ ˢ˶˧ˡˠˬ-OID  ˧˪˞ˮˣ˧˴˲ˣ˞ ˶˲˯ˬˣ

 ˪˷qualifiers ˪ˣ˪˩˪ ˢ˪ˣ˩˧ ˢ˟˥˶ˢ .URI )Uniform Resource Identifier ˞ˬˠˣˡ˪ ,wiki.org ˨˧˶ˡˬ˪ (

 ˷ˣˬ˧˷.ˣˬ˴˰ ˵˧˲ˮˬˢ ˪˰ ˦˯˵˦ ˰˦˵˪ ˣ˞ ˵˧˲ˮˬˢ ˪˷  ˣ˶ˡˠˣ˧ ˸ˣ˧ˮ˧ˡˬˢ˷ ˳˪ˬˣˬ ,˸ˬ˧˧˵ ˣˤ ˢ˟˥˶ˢˣ ˢˡ˧ˬ˟

 ˸ˣ˰˴ˬ˞˟OID .ˡ˟˪˟ 

OIDΥ н.5.29.32 Criticality Υcritical or noncritical 
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CRLDistributionPoints 

CRLDistributionPoints ::=  SEQUENCE SIZE ( 1.. MAX)  OF DistributionPoint  

 

DistributionPoint ::=  SEQUENCE {  

     distributionPoint       [0]     DistributionPointName OPTIONAL,  

     reasons                 [1]     ReasonFlags OPTIONAL,  

     cRLIssuer               [2]     GeneralNames OPTIONAL }  

 

DistributionPointName ::=  CHOICE {  

     fullName                [0]     GeneralNames ,  

     nameRelativeToCRLIssuer [1]     RelativeDistinguishedName }  

ˬ ˰ˡ˧ˬ ˡ˴˧˩ ˢ˶˧ˡˠˬ ˣˤ ˢ˟˥˶ˢ-CRL ˫ˣ˷˧˧ˢˣ ˢˡ˧ˬ˟ ˵˶ ˢˤ ˢˡ˷˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˷˧ .˪˟˵˸ˬ\  ˸˩˶˰ˬ

˟ ˷ˣˬ˧˷ ˢ˷ˣ˰-CRL issuing points . 

¶  ˢˡ˷ˢ ˸˞ ˸˪˪ˣ˩ ˢ˟˥˶ˢˢ ˫˞ DistributionPointName  ˫˰type  ˪˷URIˢ˷ ˥˧ˮˢ˪ ˭˸˧ˮ ,-URI 

˪ ˰˧˟˴ˬ-CRL ˟ ˫˷ˢ ˧ˡ˧ ˪˰ ˵˲ˮˣ˧ˣ ˸ˣˡˣ˰˸ˢ ˸˪˧˯˲ ˸ˣ˟˧˯ ˭˸ˬ˪ ˧˥˩ˣˮˢ-cRLIssuer ˫˧˩˶˰ˢ .

˪ ˫˧˲ˣ˴ˬˢ-URI  ˢ˟˥˶ˢ˟ ˫˧˶ˡˠˣˬ˷ ˣ˪˞ ˫ˢsubjectAltName . 

¶  ˢˡ˷ ˫˞ distributionPoint ˢ ,˪˪˩˟ ˸ˣ˟˧˯ ˪˪ˣ˩ ˞˪-CRL  .ˣˬ˴˰˟ ˢ˪˧˯˲˪ ˸ˣ˟˧˯ ˪˩ ˸˞ ˪ˣ˪˩˪ ˟˧˧˥ 

¶  ˢˡ˷ ˫˞ distributionPoint  ˢˡ˷ ˸˞ ˶˧˯˥ˬcRLIssuer s-CRL ˢ ˧ˡ˧ ˪˰ ˵˲ˮˣˬ ˸ˣ˧ˢ˪ ˟˧˧˥-CA 

.ˢˡˣ˰˸ˢ ˸˞ ˵˧˲ˮˢ˷ 

 ˧˩ ˳˪ˬˣˬCAs .ˣˤ ˢ˟˥˶ˢ˟ ˷ˣˬ˧˷ ˣ˷˰˧ ˸ˣ˧˴˵˧˪˲˞ˣ 

OIDΥ н.5.29.31 Criticality Υ ˸˶ˡˠˣˬ ˢ˟˥˶ˢˢ-˩noncritical .˸ˣˡˣ˰˸ˢ ˪˪˩˟ ˨ˣˬ˸˪ ˸˴˪ˬˣˬˣ 

keyUsage 

KeyUsage ::=  BIT STRING {  

     digitalSignature        ( 0),  

     nonRepudiation          ( 1),  --  recent editions of X.509 have  

                          --  renamed this bit to  contentCommitment  

     keyEncipherment         ( 2),  

     dataEncipherment        ( 3),  

     keyAgreement            ( 4),  

     keyCertSign             ( 5),  

     cRLSign                 ( 6),  

     encipherOnly            ( 7),  

     decipherOnly            ( 8)  }  

 ˸˟˥˶ˢKeyUsage  ˸˟˥˶ˢˢˣ ˢˡ˧ˬ˟ .ˢˡˣ˰˸˟ ˞˴ˬˮ˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷˪ ˡˣ˰˧ˢ ˸˞ ˢ˶˧ˡˠˬ

˩ ˸˶ˡˠˣˬ-critical˸ˬ˧˧˵ ˞˪ ˢ˟˥˶ˢˢ ˫˞ .˥˸˲ˬ˟ˣ ˢˡˣ˰˸˟ ˷ˣˬ˧˷ˢ ˸˞ ˸˲˩ˣ˞ ˞˧ˢ ,\  ˸˶ˡˠˣˬ ˞˪

 .˫˧˶˸ˣˬ ˷ˣˬ˧˷ˢ ˧ˠˣ˯ ˪˩ ,ˢˡˣ˰˸˟ ˸˧˦˧˶˵˩ 
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 ˷˧ ˢ˟˥˶ˢˢ ˨ˣ˸˟ф ) ˸ˣˡ˷ˢ ˸˞ ˫˧ˮ˧˧˴ˬ ˶˷˞ ˫˧˦˧˟flags:˫˧˞˟ˢ ( 

¶ digitalSignature (0) π  ˨˶˰ˢ ˸˞ ˪˟˵ˬм  ˸ˣˬ˧˞˪ ˷ˬ˷ˬ ˢˡˣ˰˸ˢ ˪˰˟ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩

 ˸ˣˡˣ˰˸˪ ˣ˟ ˷ˣˬ˧˷ ˢ˞˶ˮ ˪˪˩ ˨˶ˡ˟ .(˭ˬ˴˰ ˸ˣˡˣ˰˸ˢ ˪˰˷ ˣ˪˞ ˡ˟˪ˬ) ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥SSL client ,

 ˸ˣˡˣ˰˸S/MIME .˧˞ˬ˴˰ ˦˵˧˧˟ˣ˞ ˪˰ ˢˬ˧˸˥˪ ˸ˣ˷ˬ˷ˬˢ ˸ˣˡˣ˰˸˪ˣ 

¶ )1( nonRepudiation π ˡ ˢ˪ˣ˰˲ ˢˡ˷˪ ˢˬˣdigitalSignature  ˨˶˰˪ ˢˤ ˢˡ˷ ˪˷ ˸˧˟˧˯ ˸˪˰ˢ ˨˞м 

˟˧˧˥ˬ  ˪ˣ˵˷˪ ˷˧ˣ ˸˵ˣ˪˥ˬ˟ ˧ˣˮ˷ ˣˤ ˸˧˟˧˯˟ ˷ˣˬ˧˷ˢ .˸ˣ˶˧˷ ˸˸˪ ˢˡˣ˰˸ˢ ˪˰ ˢˬ˸˥˷ ˸ˣ˷˧ˢ ˸˞

 .ˢˡˣ˰˸˪ ˢ˸ˣ˞ ˫˧˴˵ˬ˷ ˧ˮ˲˪ ˢ˟ ˷ˣˬ˧˷ˢ ˪˷ ˸ˣ˧˵ˣ˥ˢ ˸ˣ˩˪˷ˢˢ ˸˞ ˸ˣ˶˧ˢˤ˟ 

¶ keyEncipherment (2) π  ˢˡˣ˰˸˟˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩˧˦˶˲ ˥˸˲ˬ ˸ˮ˲˴ˢ˪ ˷ˬ˷ˬ\ ) .˧ˡˣ˯key 

transport ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˶˷˞˩ ,˪˷ˬ˪ .(RSA   .˧˶˦ˬ˧˯ ˧˦˶˲ ˥˸˲ˬ ˸ˮ˲˴ˢ˪ ˧˶ˣ˟˧˴ 

¶ dataEncipherment (3) π  ˸ˮ˲˴ˢ˪ ˸ˣ˶˧˷˧ ˷ˬ˷ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩raw data  .˷ˬ˸˷ˬˢ ˪˷

 .˳ˣ˲ˮ ˞˪ ˡˣ˞ˬ 

¶ keyAgreement (4) π  ˶ˣ˸˟ ˷ˬ˷ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩key agreement ˫˧˷ˣ˰ ˶˷˞˩ ˪˷ˬ˪ .

 ˥˸˲ˬ˟ ˷ˣˬ˧˷Diffie-Helman ˪-key management. 

¶ keyCertSign (5) π  ˧˶ˣ˟˧˴ ˥˸˲ˬ ˪˷ ˢˬ˧˸˥ˢ ˸ˣˬ˧˞˪ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˶˷˞˩

˪ ˣˤ ˸˧˟˧˯ ˫˧˪˰ˬ ˶˷˞˩ .ˢˡˣ˰˸˟-м  ˸˧˟˧˯ ˸˞ ˫ˠ ˸ˣ˪˰˪ ˢ˟ˣ˥cA  ˸˟˥˶ˢ˟basicConstraints .

 ˪˩ ,˸ˣ˦ˣ˷˲ ˫˧˪˧ˬ˟CA .˷ˣˬ˧˷ ˢˤ˟ ˢ˷˰˧ ˸ˣˡˣ˰˸ ˫˸ˣ˥˷ 

¶ cRLSign (6) π ˟ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥ ˸ˣˬ˧˞˪ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˶˷˞˩-CRL.˫˧ 

¶ encipherOnly (7) π  ˰ˣ˴˧˟ ˭ˬˤ˟ ˫˧ˮˣ˸ˮ ˸ˮ˲˴ˢ˪ ˵˶ ˷ˬ˷ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩key 

agreement˨˶˰ˢ ˸˞ ˸˪˟˵ˬ ˣˤ ˸˧˟˧˯ ˫˞ . м ˫ˠ ,keyAgreement .˸˟˧˧˥ 

¶ decipherOnly (8) -  ˰ˣ˴˧˟ ˭ˬˤ˟ ˫˧ˮˣ˸ˮ ˥ˣˮ˰˲˪ ˵˶ ˷ˬ˷ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶˷˞˩key agreement .

 ˨˶˰ˢ ˸˞ ˸˪˟˵ˬ ˣˤ ˸˧˟˧˯ ˫˞м ˫ˠ ,keyAgreement .˸˟˧˧˥ 

 ˸˟˥˶ˢ ˶˷˞˩KeyUsage  ˢˡˣ˰˸˟ ˸ˬ˧˧˵˶ˣ˯˞  ˢˡ˷˟ ˷ˬ˸˷ˢ˪key public subject  ˸ˣˬ˧˸˥ ˸ˣˬ˧˞˪

 ˪˰ ˣ˞ ˸ˣˡˣ˰˸ ˪˰CRL ˸ˣ˧˟˧˯ ˫˞ ˞˪˞ ˫˧KeyCertSign  ˣ˞cRLSign  ˨˶˰˟м. 

OIDΥ н.5.29.15 CriticalityΥ ˩ ˠˣˣ˯˪ ˢ˪ˣ˩˧ ˣˤ ˢ˟˥˶ˢ-critical  ˣ˞noncritical ˸˧˦˧˶˵˩ ˢˮˬ˯˪ ˳˪ˬˣˬ .

.˷ˣˬ˧˷ ˢ˟ ˫˧˷ˣ˰ˣ ˢˡ˧ˬ˟ 

extKeyUsage 

ExtKeyUsageSyntax ::=  SEQUENCE SIZE ( 1.. MAX)  OF KeyPurposeId  

 

KeyPurposeId ::=  OBJECT IDENTIFIER  

 

 ˸˟˥˶ˢExtended Key Usage  ˣ˪˪ˢ ˫˧ˡˣ˰˧ˢ .ˢˡˣ˰˸ˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷˪ ˫˧ˡˣ˰˧ˢ ˸˞ ˢ˶˧ˡˠˬ

 ˸˟˥˶ˢ˟ ˣ˶ˡˠˣˢ˷ ˫˧ˡˣ˰˧˪ ˫ˣ˵ˬ˟ ˣ˞ ˱˯ˣˮ˟ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧KeyUsage. 
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:ˣˤ ˢ˟˶ˢ˪ ˷ˣˬ˧˷ˢ ˸˞ ˸˦˶˲ˬˢ ˢ˪˟˦ 

OID  Use  

1.3.6.1.5.5.7.3.1  Server authentication  

1.3.6.1.5.5.7.3.2  Client authentication  

1.3.6.1.5.5.7.3.3  Code signing  

1.3.6.1.5.5.7.3.4  Email  

1.3.6.1.5.5.7.3.8  Timestamping  

1.3.6.1.5.5.7.3.9 OCSP Signing  

  

OIDΥ н.5.29.37 Criticality Υ˫˞  ˸ˮˬˣ˯ˬ ˣˤ ˢ˟˥˶ˢ-˩critical ˸ˣ˶˦ˬˢ ˸˥˞˪ ˢˡˣ˰˸˟ ˷ˬ˸˷ˢ˪ ˷˧ ,

ˡ˟˪˟ ˣˮ˧ˣ˴˷. ˩ ˸ˮˬˣ˯ˬ ˞˧ˢ ˫˞-noncritical ˸ˣ˥˸˲ˬ ˧ˣˢ˧ˤ˪ ˷ˬ˷ˬˣ ˡ˟˪˟ ˳ˣ˰˧˧˪ ˞ˣˢ ˯˥˧˧˸ˬ ˢˡ˷ˢ ,

ˣˮ˧ˣ˴˷ ˸ˣ˶˦ˬ˪ ˢˡˣ˰˸˟ ˷ˣˬ˧˷ˢ ˸˞ ˪˧˟ˠˬ ˣˮ˧˞ ˨˞. 

issuerAltName 

IssuerAltName ::=  GeneralNames  

 ˸˟˥˶ˢIssuer Alternative Name ˢ ˫˰ ˧˦ˮ˶˦ˮ˧˞ ˭ˣˮˠ˯˟ ˸ˣ˧ˣˢˤ ˶ˣ˷˧˵˪ ˸˷ˬ˷ˬ-CA ˫˧˟˧˧˥ ˸ˣˬ˷ .

 ˪˷ ˢ˟˥˶ˢ˟ ˢ˶ˡˠˣˢ˷ ˢ˶ˣ˴˸˟ ˷ˬ˸˷ˢ˪subjectAltName. 

OIDΥ н.5.29.18 CriticalityΥ noncritical 

nameConstraints 

NameConstraints ::=  SEQUENCE {  

     permittedSubtrees       [0]     GeneralSubtrees OPTIONAL,  

     excludedSubtrees        [1]     GeneralSubtrees OPTIONAL }  

) ˸ˣˬ˷ ˟˥˶ˬ ˢ˶˧ˡˠˬ ˢ˟˥˶ˢˢname space ˪˩ ˫˧˪˪˩ˮ ˣ˟ ˶˷˞ (subject names  ˨ˣ˸˟ ˸ˣ˞˟ˢ ˸ˣˡˣ˰˸˪

certification path˪ ˸ˣ˪˥ ˸ˣ˪˟ˠˢˢ .-subject distinguished name ˪x-subject alternative names .

˪ ,˪˷ˬ˪-URIs, s-name constrains ˢ ˪˷ ˵˪˥˪ ˸ˣ˶ˣ˷˵-host  ˸ˣˡˣ˰˸ ˵˶ .˫˷˟CA .ˣˤ ˢ˟˥˶ˢ ˫˧˷ˬˬ 

OIDΥ н.5.29.30 CriticalityΥ  ˸ˣ˧ˢ˪ ˳˪ˬˣˬcritical. 

 

policyMappings 

PolicyMappings ::=  SEQUENCE SIZE ( 1.. MAX)  OF SEQUENCE {  

        issuerDomainPolicy      CertPolicyId ,  

        subjectDomainPolicy     CertPolicyId }  

 

Policy mappings ˪ ˫˧˶ˣ˷˵˷ ˸ˣ˧ˮ˧ˡˬˢ ˸ˬ˧˷˶ ˸˞ ˶˧ˡˠˬ-CA  ˸ˣ˧ˮ˧ˡˬ˪ ˢˣˣ˷ˬ˩ ˪˟˵˸ˢ˪ ˧ˣ˷˰ˢ ˫˧ˣ˯ˬ

 ˪˷˵˧˲ˮˬˢˢ ˪˰ ˫ˠ ˪˥˷ ˢˡˣ˰˸ˢ ˪˰˟ ˪˰ ˪˥ ˢˬ ˶ˬˣ˪˩ ,-CA ˧ˮ˷ˢ ˷ˬˣˬˬ ˶˷˞˩ ˧˷ˣˬ˧˷ .cross-pair 

certificates.  
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˞ ˡ˥˞ ˸˵˲˯ˬ ˢ˟˥˶ˢˢ ˪˷ ˫˧ˡˬ˴ ˶˸ˣ˧ ˣOIDs ˸ˣˡ˷ ˧ˮ˷ ˷˧ ˡˬ˴ ˪˩˟ ˶˷˞˩ ,π issuerDomainPolicy ,

subjectDomainPolicy  ˭˧˟ ˸ˣ˧ˮ˧ˡˬ ˸ˮ˧˥˟ˬ ˫˧˯˥˧ˢ ˟˧˦ ˸˞ ˫˧˶˞˸ˬ ˶˷˞н CAs ˸ˣˡˣ˰˸ ˵˶ .CA 

.ˣˤ ˢ˟˥˶ˢ ˫˧˷ˬˬ 

OIDΥ н.5.29.33 CriticalityΥ noncritical 

policyConstraints 

PolicyConstraints ::=  SEQUENCE {  

        requireExplicitPolicy           [0] SkipCerts OPTIONAL,  

        inhibitPolicyMapping            [1] SkipCerts OPTIONAL }  

 

   SkipCerts ::=  INTEGER ( 0.. MAX)  

 ˸ˣˡˣ˰˸˪ ˸˷ˬ˷ˬ ˢ˟˥˶ˢˢCA  ˪˰ ˸ˣ˪˟ˠˬ ˭˸ˬ˪ ˸˷ˬ˷ˬ ˞˧ˢ .ˡ˟˪˟path validation :˫˧˩˶ˡ ˧˸˷˟ 

¶ ˟ ˷ˣˬ˧˷ ˶ˣ˯˧˞-policy mapping 

¶ ˟ ˷ˣˬ˧˷ ˟ˣ˧˥-policy identifier ˟ ˸˞˴ˬˮ˷ ˢˡˣ˰˸ ˪˩˟-path. 

 ˢˡ˷ ˫˞inhibitPolicyMapping  ˸ˣ˪ˣ˩˧˷ ˸ˣ˲˯ˣˮˢ ˸ˣˡˣ˰˸ˢ ˶˲˯ˬ ˸˞ ˭˧˧˴ˬ ˣ˪˷ ˨˶˰ˢ ,ˢˡˣ˰˸˟ ˫˧˧˵

˟ ˸ˣ˧ˢ˪-path ˷ ˧ˮ˲˪-policy mapping .˶˸ˣ˧ ˶˷˲ˣ˞ˬ ˞˪ 

 ˢˡ˷ ˫˞yMappinginhibitPolic  ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧˷ ˸ˣˡˣ˰˸ˢ ˶˲˯ˬ ˸˞ ˭˧˧˴ˬ ˣ˟ ˠ˴ˣˬ˷ ˨˶˰ˢ ,ˢˡˣ˰˸˟ ˫˧˧˵

-˟path ˢ ˪˩˪ ˸˷˶ˣ˲ˬ ˸ˣ˧ˮ˧ˡˬ ˪˷ ˫ˣ˧˵ ˷˶ˡˮ˷ ˧ˮ˲˪-path. 

OIDΥ н.5.29.36 CriticalityΥ CAs ˩ ˣˤˢ ˢ˟˥˶ˢˢ ˸˞ ˶˧ˡˠˢ˪ ˫˧˟˧˧˥ ˫˧˸ˬ˞ˬ-critical ˢ˟˥˶ˢ ,ˢˤ ˡ˟˪ˬ .

 ˠˣˣ˯˪ ˢ˪ˣ˩˧noncritical  ˣ˞critical .˷ˣˬ˧˷ˢ ˭˲ˣ˞˪ ˫˞˸ˢ˟ 

 

subjectAltName 

SubjectAltName ::=  GeneralNames  

 

   GeneralNames ::=  SEQUENCE SIZE ( 1.. MAX)  OF GeneralName  

 

   GeneralName ::=  CHOICE {  

        otherName                       [0]     OtherName ,  

        rfc822Name                      [1]     IA5String ,  

        dNSName                         [2]     IA5String ,  

        x400Address                     [3]     ORAddress ,  

        directoryName                   [4]     Name ,  

        ediPartyName                    [5]     EDIPartyName ,  

        uniformResourceIdentifier       [6]     IA5String ,  

        iPAddress                       [7]     OCTET STRING,  

        registeredID                    [8]     OBJECT IDENTIFIER }  

 ˸ˣ˧ˣˢˤ ˶ˣ˷˵˪ ˸˶˷˲˞ˬ ˢ˟˥˶ˢˢ.ˢˡˣ˰˸ˢ ˨ˣ˸˟˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ˶ˣ˷˵˷ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˵˧ˤ˥ˬ˪ 

 ˢˡ˷˟ ˸ˣˢˤˢ ˫ˣ˵ˬ˟ ˣ˞ ˱˯ˣˮ˟ ˪˪˩˧ˢ˪ ˸ˣ˪ˣ˩˧ ˣ˪˞ ˸ˣ˧ˣˢˤsubject name ˶˸ˣ˧ ˣ˞ ˡ˥˞ ˸˪˪ˣ˩ ˢ˟˥˶ˢˢ .

 ˞˪) ˫˧˧˟˧˦ˮ˶˦˪˞ ˸ˣˬ˷DN X.500 ˢ ˧ˡ˧ ˪˰ ˸˶˟ˣ˥ˬˢ ˸ˣˢˤ˪ (˥˶˩ˢ˟-CA   .ˢˡˣ˰˸˟˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪

˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧˧˪˪˩ˢ ˸ˣˬ˷ˢ  ˸ˣˬ˷ ,˪˧˧ˬ ˸ˣ˟ˣ˸˩DNS ˸ˣ˟ˣ˸˩ ,IP ,URI  .'ˣ˩ˣ 
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 .ˣˤ ˢ˟˥˶ˢ˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˫˧˟˧˧˥ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ˸ˣ˲˯ˣˮ ˸ˣ˧ˣˢˤ ˢˡˣ˰˸˟ ˫˧˶˷ˣ˵ ˶˷˞˩ 

:ˢ˶˰ˢ ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˶˷˞˩ ˢˤ ˢˡ˷˟ ˷ˣˬ˧˷ ˭˵˸˟ ˶ˡˠˣˬ ˞˪-wildcard char .(*) 

OIDΥ н.5.29.17 CriticalityΥ  ˢˡ˷ ˫˞subject name ˩ ˠˣˣ˯˪ ˟˧˧˥ ˢˤ ˢˡ˷ ,˵˧˶ ˢˡˣ˰˸˟-critical . 

 

subjectDirectoryAttributes 

SubjectDirectoryAttributes ::=  SEQUENCE SIZE ( 1.. MAX)  OF Attribut  

 ˧ˮ˧˧˲˞ˬ ˸˶˟˰ˢ˪ ˸˷ˬ˷ˬ ˣˤ ˢ˟˥˶ˢattributes  ˸ˣˡ˷˟ ˣ˶ˡˠˣˢ ˞˪˷ ˫˧˲˯ˣˮ ˫˧˦˶˲ˣ ˫ˣ˞˪ ˭ˣˠ˩) ˫˧˧ˣ˴˶

 ˫˧˷ˣ˰ˣ ˫˧ˮ˧˧˲˞ˬ ˶˸ˣ˧ ˣ˞ ˡ˥˞ ˪˷ ˱˴˶ˬ ˸˟˩˶ˣˬ ˢ˟˥˶ˢˢ .ˢˡˣ˰˸ˢ ˪˰˟ ˪˷ (ˢˡˣ˰˸ˢ ˪˷ ˫˧˧˯˧˯˟ˢ

 .˸ˣ˧˪˞˵ˣ˪ ˸ˣ˟˧˟˯˟ ˶˵˧˰˟ ˷ˣˬ˧˷ ˢ˟ 

OIDΥ н.5.29.9 Criticality Υnoncritical 

 

˦ˬ˶ˣ˲ CRLv2 

 

 ˪˰ ˣˮ˶˟˧ˡ˷ ˫˧˶˩ˣˤCRL ˸˥˞ ˢ˶ˣ˷˟ ?-  ˧˩ ,ˢ˪ˣ˰ˬ .˭ˮˬˤ ˫˶˦ ˣˤˮˠˮ ˸ˣˡˣ˰˸ ˣ˪˧˞ ˸˶ˬˣ˞˷ ˢˬ˧˷˶ ˸ˣˡ˷

ˢˡˣ˰˸ˢ ˢˮ˟ˬ˪ ˭˸˶ˣ˴˟ ˸ˣˬˣˡ ˸ˣˡˣ˰˸ ˪ˣ˦˧˟ ˸ˣˬ˧˷˶ ˪˷ ˢˬ˴˰ :ˢˬˣˡ ˢˬ˧˸˥ ˨˧˪ˢ˸ ˸ˣ˶˟ˣ˰ ˭ˢˣ 

 ˦ˬ˶ˣ˲ASN.1  ˪˷CRL: 

CertificateList  ::=   SEQUENCE  {  

        tbsCertList          TBSCertList ,  

        signatureAlgorithm   AlgorithmIdentifier ,  

        signatureValue       BIT STRING  }  
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 ,˸ˣˡˣ˰˸˪ ˢˬˣˡ ˭˲ˣ˞˟ ˶˷˞˩TBSCertList :˧ˡ˧ ˪˰ ˶ˡˠˣˬ 

TBSCertList  ::=   SEQUENCE  {  

       version                 Version OPTIONAL,  

                                    --  if  present ,  shall be v2  

       signature               AlgorithmIdentifier ,  

       issuer                  Name ,  

       thisUpdate              Time ,  

       nextUpdate              Time OPTIONAL,  

       revokedCertificates     SEQUENCE OF SEQUENCE  {  

            userCertificate         CertificateSerialNumber ,  

            revocationDate          Time ,  

            crlEntryExtensions      Extensions OPTIONAL 

                                          --  if  present ,  shall be v2  

                                 }   OPTIONAL,  

       crlExtensions           [0]  EXPLICIT  Extensions OPTIONAL 

                                          --  if  present ,  shall be v2  

                                 }  

˟ ˸ˣˡ˷-CRL: 

Version, Signature, Issuer Name, This Update, Next Update, Revoked Certificates, Extensions. 

 ˫ˠ ˧˩ ˟˪ ˫˧˷˪ ˷˧CRLv2  ˪˷ ˢˡ˷ ˪˧˩ˬextensions. 

 ˭˲ˣ˞ ˪˰ ˫˧˪˧ˬ˟ ˡ˧˟˩ˢ˪ ˭ˣ˩ˮ˪ ˞˴ˣˬ ˞˪ ˧ˮ˞ ,˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˣˮ˧ˢ ˨ˬ˯ˬˢ ˪˷ ˤ˩˶ˬˢ ˞˷ˣˮ˷ ˭ˣˣ˧˩ˬ

 ˪˷ ˢˡˣ˟˰ˢˣ ˷ˣˬ˧ˬˢ-CRL.˫˧  ˪˷ ˢ˴˲ˢˣ ˪ˣ˰˲˸CRL- ˫ˣ˷˶˪ ˶˷˲˞ˣ ˡˣ˞ˬ (˟ˣ˷˥ˣ) ˟˩˶ˣˬ ˞˷ˣˮ ˞ˣˢ ˫˧

 .ˢˢˤ ˨˶ˣ˞˟ ˨ˬ˯ˬ ˣ˧˪˰ 

 ˸˶˧˴˧ ˨˧˪ˢ˸ˣ ˪ˣˢ˧ˮ ,ˢ˴˲ˢ ,˷ˣˬ˧ˬ ˪˰ ˡˣ˰ ˞ˣ˶˵˪ ˭˸˧ˮCRL ˟-RFC2459  .(˫ˣ˥˟ ˳˧˪ˬˬ ˞˪) 

  

https://tools.ietf.org/html/rfc2459
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 ˭ˣ˥˦˧˟˟ ˫˧˧ˡ˧ ˳ˣ˥˪˪- TLS Handshake 

 

˷ ˢˮ˵˯ˬ˪ ˣˮ˰ˠˢ ˤ˞-ˣ ˭ˬ˧ˢˬ ˣˢ˷˧ˬ ˫˰ ˫˧˶˟ˡˬ ˣˮ˥ˮ˞˷ ˞ˡˣˣ˪ ˪˧˟˷˟ ˸ˣˡˣ˰˸ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ '˞- ˣˮ˥ˮ˞ '˟

 ˣˮ˥ˮ˞ ˵ˣ˧ˡ˟ ˨˧˞ ˪˟˞ .ˢ˟˟˯˟ ˷˧ˠ˶ ˰ˡ˧ˬ ˣ˪ ˥ˣ˪˷˪ ˪˩ˣˮ˷ ˧ˡ˩ ˸ˮ˲˴ˣˬ ˢ˧ˢ˸ ˣˮ˧ˮ˟ ˢ˶ˣ˟˰˸ˢ˷ ˫˧˴ˣ˶

ˣ ˫˧˶˧˟˰ˬ\ ?˸ˣˡˣ˰˸ ˭˸ˣ˞ ˸˞ ˫˧˪˟˵ˬ ˣ˞ 

 ˸ˣ˦˷ ˸ˣˮ˵˪ ˧˪ ˞˟˷ ˡ˧ˠˮ ˣ˞ˣ˟ˬ ˸˧˟˧˯˪ˣ˲ˬ˧˞-Amazon ˧˸ˬ ,Amazon  ˧ˮ˞ ,˧˥˞ ˰ˬˣ˷" ˧˪ ˡ˧ˠ˧ˣ ˞ˣ˟˧

 ˭˧˲˴ˢ˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞ ˵ˣ˧ˡ˟ ˨˧˞ ,˫ˠˣ ?"˨˪˷ ˧˞˶˷˞ˢ ˧˦˶˲ ˸˞ ˢ˲ ˫˧˷˪ˣ ˧˧˪˰ ˨ˣˬ˯˪ ˪ˣ˩˧ ˢ˸˞ ˢ˪˥˞

 ?ˣˮ˧ˮ˟ ˰ˡ˧ˬˢ ˸˞ 

 

˸˶ˣ˷˵˸ HTTP ˧˟ˠ ˪˰ ˸˰˴˟˸ˬTCP connection  . ˶ˣ˟˧˥TCP  ?ˢˮˣˣ˩ˢ ˢˬ ,˶ˣ˟˧˥ ˭ˣˣ˩ˣˬ ˞ˣˢ ˪˩

.˫˧˶˷˵˸ˬˢ ˸ˣˣ˴˵ˢ ˧ˮ˷˟ ˫˧˟˞˷ˬ ˭˧˧˶˷˪ ˸ˮˬ ˪˰ ˶ˣ˟˧˥ ˶ˣ˴˧˪ ˨˧˶˴ ˶ˣ˟˧˥ ˭ˣˣ˩ˣˬ ˪ˣ˵ˣ˦ˣ˶˲  ˢˬ˩˯ˢ

˪˰TCP connection ˸˪˸ ˨˧˪ˢ˸˟ ˸˧˷˰ˮ  ˧˟˪˷˞˶˵ˮ˷TCP handshake ˶˩ˣˬ ˢˤ ˪˩˷ ˥˧ˮˬ ˧ˮ˞ .. 

TLS ˢ ˶ˣ˟˧˥ ˨˧˪ˢ˸ ˸˞ ˥˵ˣ˪ ,ˣ˪˷ ˡ˴ˢˬ-TCP ˢ ˸˞ ˣ˧˪˰ ˱˧˯ˣˬˣ-headers  ˣ˪˷π  ˡˣ˰п ˡ˧ ˸ˣ˴˧˥˪ ˫ˢ .˫˧˧

˫˧˶˷˲˞ˬ  ˸ˣ˥˸˲ˬˢˣ ˢˮ˲˴ˢˢ ˫˸˧˶ˣˠ˪˞ ˸˞ ˫˩˯˪ˣ ,˧ˮ˷ˢ ˫˰ ˡ˥˞ ˸ˣˢˡˤˢ˪ ˥ˣ˵˪˪ˣ ˸˶˷˪

ˣ˷ˬ˸˷˧ ˫ˢ˟˷ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ.  ˸˶˟˰ˢ ˸˞ ˢ˪˧˥˸ˬ ˢ˧˴˵˧˪˲˞ˢ ˸˟˩˷˷ ˧ˮ˲˪ ˢ˷˰ˬ˪ ˢ˷˰ˮ ˢˤ ˪˩

˰ˡ˧ˬˢ. 
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 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˟ˣ˪˧˷ ˪˰ ˪˩˸˯ˮ ˫˞ˢ˞˶ˮ ˫˧˶˥˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˫˰ ˣ˪˷ ˫˧˵˷ˬˬ˟ ˷-TLS ˪˰ˬ ˳˶  TCP 

˷) (ˢ˶ˣ˟˰˸ˢ ˸˟˩ ˸˥˸ˬˣ-˪HTTP  ˲xˢ˧˴˵˧˪˲˞ˢ ˸ˬ˶˟ ˫˧˶˥˞ ˫˧˪ˣ˵ˣ˦ˣ˶ˢ ,˶ˬˣ˪˩ . ˸˞ ˢˮ˷ˬ ˞˪ ˞ˣ

˪˷ ˢˡˣ˟˰ˢ ˭˲ˣ˞ HTTP: 

 

˟ ˦˰ˬ ˡˣ˰ ˢ˞˶ˮ˷ ˧˲˩-Wireshark ,TLS  ˢ˩˩ˣ ˣ˧˪˰ˬ˷ ˸ˣ˟˩˷˪ (ˢ˥˴ ˸˧˶˟˰˟ ˯ˣˬ˧˩) ˢ˧˴˪ˣ˯˲˵ˮ˞ ˰˴˟ˬ

.˭ˢˬ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ ˸˞ ˥˪ˣ˷ 

˦˧ˡ˶˵ ˸˸˪ˣ ˢ˧˧ˮ˷ ˶ˣ˴˰˪ ˧˪ ˟ˣ˷˥ ˭˟˪ ˪ˣ˥˩  ˶ˬ˞ˬ˪ ˵ˮ˰ Protocol Security Layer Trasport&  SSL ˷ ˪

˪˞˧˦˯˵ ˵˧˲˞ ˬ ˭ˣ˧˪˧ˠн ˟ ˡˣ˰)-нллф(!.. x ˶ˬ˞ˬ˪  STL ˞ ˸ˣˮ˲˴ˢ) '˞ ˵˪˥-˸ˣ˧˶˦ˬ˧˯ RSA,  ˯˧˯˟ˢ

˧˦ˬ˸ˬˢ(  ˪˷˦ˣ˶ˣ˵ ˶˥˷  ˭ˣ˧˪ˠˬур  ˪˷DW  ˶ˬ˞ˬ˪ˣHTTPS ˸ˣˢˤ ˸ˣˬ˧˞ :˫˧ˬˡ˵˸ˬ˪ ˶ˣ˞˧˪ ˪˷-.˭ˣ˞ ˶˟ 

 ˪˰ ˭ˣˬˢ ˫ˢˬ ˧˸ˡˬ˪TLS  ˸˟˧˸˩˟ ˸ˣ˟˶ ˧˪ ˣ˶ˤ˰ ˫ˢˣ˵˶˲ˢ!  ˫ˢ˷ ˫˧˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˫˪ˣ˩˪ ˳˧˪ˬˬ

 ˧˦ˬ˸ˬˣ ˧˦˶ˣ˞˧˸ ˦ˣ˶˧˲ ˫˷ ˫˧˧˵ ,ˣˬ˯˶˲ˢ˪ˣ˰ˬ . 

ˢ ˨˧˪ˢ˸ ˶˧˴˵˸ handshake TLS: 

˪ ˶˟˥˸ˮ ,˨˧˪ˢ˸˪ ˸˧˪˪˩ ˞ˬˠˣˡ ˵˲˯˪ ˸ˮˬ ˪˰-amazon.com  ˸ˣ˰˴ˬ˞˟ ˢ˶ˣ˟˰˸ˢ ˸˞ ˱˧ˮ˯ˮˣ

Wireshark. 

 

ˢ ˨˧˪ˢ˸ ˸˞ ˢ˪˥˸ˢ˟ ˸ˣ˞˶˪ ˶˷˲˞-TCP handshake ˢ ˪˷ ˣ˸˪˧˥˸ ˸˞ ˣ˧˶˥˞˪ ˡ˧ˬˣ-TLS handshake . 

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-1-SSL.pdf
https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-3-TLS-Part1.pdf
https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-3-TLS-Part1.pdf
https://www.geektime.co.il/https-part-2-identification/
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 ˢ˰ˡˣˢм:Client Hello -  

-s Clientˢ ˨˧˪ˢ˸˟ ˪˧˥˸ˢ˪ ˭˩ˣˬ ˞ˣˢ˷ ˶˧ˢ˴ˬ TLS handshake- ˸ˣ˞˯˶ˠ :˫˧˦˶˲ ˢˬ˩ ˥˪ˣ˷ˣ-sTLS  ˭ˢ˟

ˢˬ˧˷˶ ,˨ˬˣ˸ ˞ˣˢ .˫˧˧ˮ˩˦ ˫˧˦˶˲ ˡˣ˰ˣ ˨ˬˣ˸ ˞ˣˢ ˭ˢ˟ (˸ˣ˧˶˦ˬ˧˯) ˸ˣˮ˲˴ˢ ˪˷  ˢˤ ˟˪˷˟ ˸˶ˣ˷˵˸ˢ ˪˩

˟ ˸˧˷˰ˮ-clear text ˢ˰ˡˣˢˢ ˪˷ ˢ˦˵˞˲ˢ ˭˩ˣ˸ ˸˞ ˸ˣ˞˶˪ˣ ˥ˣ˸˲˪ ˪˩ˣˮ ˭˩˪ˣ ˢˮ˲˴ˢ ˞˪˪ ˶ˬˣ˪˩ ,

.(˪˩ˣˮ ˞˪ ˨˷ˬˢ˟)  ˢ ˸˟˩˷ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˱˯ˣˮ˟-TLS .ˢ˧˸˥˸ˬ ˸ˣ˟˩˷ˢ ˪˩ ˸˞ ˸˲˦ˣ˰˷ ˢ˟˩˷ˢ ˞˧ˢ 

 

  

 ˢ˟˩˷н  
 ˢ˟˩˷о  
 ˢ˟˩˷п  
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 ˢ˰ˡˣˢн - :Server Hello + Certificate 

˸˯˶ˠ˟ ˶˥ˣ˟ ˸˶˷ˢ TLS  ˢ˷˰ˬ˪) ˡˣ˟˰˪ ˭˧˧ˮˣ˰ˬ ˞ˣˢ ˭ˢ˟ ˢˮ˲˴ˢˢˣ˸˧˟˧˦˪ˣ˲˧ˡ ˶˥ˣ˟ ˞ˣˢ  ˫ˣˬ˧˯˵ˬˢ

˫˰ ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˱˶˴ˬˣ (ˣ˟ ˨ˬˣ˸ ˞ˣˢ˷Certificate  ˸ˣ˦˵˞˲˟ ˶˟ˣˡˬ ˣˮ˪˷ ˢ˶˵ˬ˟ .ол, ,31 

,33 34. 

 ˢ˦˵˞˲ол: 

 

 ˢ˦˵˞˲оп  ˸˰ˡˣˢ ˸˞ˣ ˸ˣˡˣ˰˸ˢ ˸˞ ˢ˪˧˩ˬDone Server ˣˮ˧˶˟˥ ˢ˲ .amazon  ˸˶˷ˢ˷ ˶ˬˣ˞ ˫˧˧˯

ˣ˪˷ ˸ˣ˥˸˲ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˢˡˣ˟˰˪ ˭˩ˣˬ ˞ˣˢˣ: 
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˧˩ ˸ˣ˞˶˪ ˪˩ˣˮ ˢ˦˵˞˲˟ amazon.com ˣˮ˪ ˠ˧˴ˬ о  .˭˪ˣ˩ ˧˟ˠ˪ ˫˧˦˶˲ˢ ˸˞ˣ ˸ˣˡˣ˰˸ ˢˡˣ˰˸ˢ ˸˞ ˥˸˲ˮ ˫˞

 ˸˪˧˥˸˟ ˣˮ˧˷˰˷ ˧˲˩˟ ˶˟ˣˡˬ ˭˩˞ ˧˩ ˸ˣ˞˶˪ ˪˩ˣˮ ˨ˬ˯ˬˢ-о :˸ˣˡˣ˰˸ 

 

 ˪˷ ˢˡˣ˰˸ˢ ,˶ˬˣ˪˩www.amazon.com  ˧ˡ˧ ˪˰ ˢˬˣ˸˥DigiCert Global CA  ˧ˡ˧ ˪˰ ˢˬˣ˸˥ ˢ˶ˣ˸˟ ˶˷˞

 ˪˷ ˷˶ˣ˷ˢ ˸ˡˣ˰˸DigiCert π DigiCert Global Root.˧˯˞˪˵ ˸ˣˡˣ˰˸ ˶ˣ˷˶˷ .  ˭˩ˣ˸ ˪˰ ˳˥˪ˮ ˫˞

 ,˸ˣˡˣ˰˸ˢ˟ ˫ˠˣ ˸ˣˮˣ˪˥ ˪˷ ˵˷ˬˬ˟ ˫ˠ-Wireshark ˸ˣˡˣ˰˸ˢ ˪˷ ˸ˣˡ˷ˢ ˪˩ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ ˭ˬ˴˰: 

 

 ˥˵ˣ˪ˢ ˢ˷˰ˬ˪ ˢˤ ˟˪˷˟ (ˣˮ˪˷ ˭˲ˡ˲ˡˢ) ˥˧˩ˣ˧˷ ˧˷˧˪˷ ˫˶ˣˠ ˪ˣˬ ˵ˡˣ˟ˣ ˸˶˷ˢˬ ˢˡˣ˰˸ˢ ˸˞ ˪˟˵ˬ

 ˪˷ ˢˡˣ˰˸ˢ ˸ˬ˞˟ ˣˢˤ˷amazon.com -  ˶˸˞ˢ˭ˣ˰˦˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˸ˣ˞˷ . 
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˸ˣˮˬ˧ˢˬ ˞˪ ˣ˪˷ ˸ˣˡˣ˰˸ˢ˷ ˶˸˞˪ ˷ˣ˪ˠ˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ /  ˢ˶ˣ˴˟ ˨˩ ˪˰ ˣˮ˪ ˰˧˶˸˧ ˭˲ˡ˲ˡˢ ,˱˵ˣ˸˟ ˞˪

:ˢ˞˟ˢ 

 

˸˶ˤ˰˟ ˸ˬ˞˪ ˢ˴ˣ˶ ˞ˣˢ˷ ˦˧˪˥ˢ˪ ˪ˣ˩˧ ˸˶˷ˢ ˢˤˢ ˟˪˷˟˷ ,˭˧˧˴˪ ˷˧ HTTPS Authentication ˸ˣˢˤ ˸˞ ,

˷ˬ˸˷ˬˢ (ˣˮ˸ˣ˞) ˢˬ ˷˵˟˪ˣ- Clientˢ ˸˞ ˢ˶ˤ˥- Certificateˣ˪˷.  ˧ˬˣ˷˧˧ ˪˰ ˶˟ˣˡˬ˷˩ ˪˪˩˟ ˳ˣ˲ˮ ˞˪ ˢˤ

ˣ ˦ˮ˶˦ˮ˧˞ ˢ˸˪˰ ˞˪ ˞ˬˠˣˡ˟.˨˩˪ ˢ˸˪˧˞˷ 

 ˢ˰ˡˣˢо - ˧˶˦ˬ˧˯ ˥˸˲ˬ ˸˶˟˰ˢ: ύ      HTTPSό 

˷ ˶˥˞˪ˢ˸ˬ˧˞ ˣˮ˪˷ ˭˲ˡ˲ˡ  ˸˞ ˢˡˣ˰˸ˢ˸˶˷ˢ ˪˷  ˪˷amazon.com  ˞ˣˢ ˶˴˧˧ˬ ˷˧˶˟˧'ˠ˧˞˶˵˞ 

ˢ ˢ˧ˢ˧ ˢˤ ˶˸ˣ˧ ˶˥ˣ˞ˬ) ˥˸˲ˬˢ˧˶˦ˬ˧˯ (˸˶ˣ˷˵˸˪ ˢ ˨˶ˣ˴˪-session   ˸˞  .˸˶˷ˢ ˫˰ ˧˥˩ˣˮˢ ˣ˸ˣ˞

˷˧˶˟˧'ˠ ˭˲ˡ˲ˡˢ  ˭˧˲˴ˬ˸˶˷ˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˶ˤ˰˟ ˣˬ˴˰  ˵˧ˤ˥ˬ˷ ,ˡˠˮˬ ˸˶˷ˢ .˸˶˷˪ ˥˪ˣ˷ˣ

 ˷˧˶˟˧'ˠ ˷˧ ˭˲ˡ˲ˡ˪ ˫ˠˣ ˣ˪ ˫ˠ ˸˰˩ˣ ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪˷ ˢˮ˲˴ˢˢ ˸˞ ˥ˮ˰˲ˬ ,˧˦˶˲ˢ ˥˸˲ˬ˟aka 

 ˱˸ˣ˷ˬ ˡˣ˯- .ˢˢˤ ˧˶˦ˬ˧˯ ˥˸˲ˬ 
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ˢ˪ˣ ˫ˢ˪ ˞˟˷ ˢˬ ˥ˣ˪˷˪ ˫˧˪ˣ˩˧ ˸˶˷ˢˣ ˭˲ˡ˲ˡˢ ,˨˪˧˞ˣ ˭˞˩ˬ ˸˞ ˭˧˲˴ˢ˪ ˪˧˟˷˟ ˷˧˶˟˧'ˠ ˣ˸ˣ˞˟ ˷ˬ˸˷

 ?ˡˣ˯ˢ ˸˞ ˫˧˰ˡˣ˧ ˫ˢ˧ˮ˷˷ ˢˤ ˪˰ ˫˧ˮ˶˩ˮ˯ˬ ˫ˢ ˨˧˞ ,˰ˠ˶ ˪˟˞ .ˢ˶ˣ˟˰˸ˢ 

 ˢ˰ˡˣˢп - ˢ ˨˧˪ˢ˸ ˫ˣ˧˯ˣ ˸ˣˬ˧˞ ˨˶ˣ˴˪ ˧˶˦ˬ˧˯ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷-:TLS handshake 

 ˥˸˲ˬˢ ˸˞ ˳˪˥˪ ,˸ˬˡˣ˵ˢ ˢ˰ˡˣˢˢ ˸˞ ˥ˮ˰˲˪ ˧ˡ˩ ˣ˪˷ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˷ˬ˸˷ˬ ˸˶˷ˢ ˢˤ ˟˪˷˟

 ˧˶˦ˬ˧˯ˢπ .ˣ˟ ˷ˬ˸˷ˢ˪ ˶ˣ˟˰˪ˣ ˪ ˸˥˪˷ˮ˷ ˢˮˣ˷˞˶ˢ ˢ˰ˡˣˢˢ-Client  ˸˰ˡˣˢ ˞˧ˢ Finish  ˸ˮ˲˴ˣˬ˷

ˢ˷ ˧˶˦ˬ˧˯ˢ ˥˸˲ˬ˟ Client - ˧˶˦ˬ˧˯ˢ ˥˸˲ˬˢ ˸˶˟˰ˢ ˨˧˪ˢ˸˷ ˞ˡˣˣ˪ ˸˶ˤˣ˰˷ ˢ˰ˡˣˢ .˵˲˧˯ ˣˬ˴˰

˰ ˣ˟ ˷ˣˬ˧˷ˢˣòˢˮ˲˴ˢˢ ˲ ˢˮˣ˩ˮˢ - ˷ ˸ˣ˞˶˪ ˶˷˲˞ ˨˩˪ ˢ˥˩ˣˢ˩ .˥˧˪˴ˢ- wireshark ˯˪ ˶˟˰ˣˣ ˸˞ ˠ

 ˣˮˮ˧˟ ˸˶ˣ˷˵˸ˢ-˩ ñApplication Dataò ˶ˬˣ˞ ˸˧ˬˬ˰ ˢ˲˷˟˷ ,π " ˢ˪˞ˣˣ˫˷ ˷˧ ˢˬ ˠ˷ˣˬ ˧˪ ˭˧˞ ,˧˥˞  ˢˤ

."˭˲˴ˣˬ 

 

 

˸ˮ˧˧ˮ˰ˬ ˢ˦ˣˡ˵ˮ˞: 

˶˲˯ˬ ˥˸ˣ˲ ˭˲ˡ˲ˡˢ connections .ˢˡ˶ˣˢˢ ˸˞ ˳˧˞ˢ˪ ˧ˡ˩˟ ˸˶˷ ˪˩ ˪ˣˬ ˪˧˟˵ˬ˟  ˰˧ˠˢ˪ ˞˪ ˸ˮˬ ˪˰

˪˷ ˢ˶ˣ˵˸ˢ ˸˞ ˫˧ˬ˪˷ˬ ˣ˟ ˟˴ˬ˪ TLS handshake ˫˧ˬ˰˲ ˪˷ ˟˶ ˶˲˯ˬ  ˢ˧˧ˮ˷ ˡ˰ ˰˧ˠˢ˪ ˪ˣ˩˧)

˫˷˟ ˸˪ˣ˩˧ ˢ˲˯ˣˮ ,(˟"ˢ˶˞ˣ ˪˞˶˷˧ ˭˧˟ ˪˷ˬ˪ ˶ˣ˟˧˥ ˪˰ ˶˟ˣˡˬ˷˩ Ticket Session) ˭˵˸ 5077 RFC( 

˪ ˸˶˷˲˞ˬˢ-connection  ˸˲ˬ˟ ˶ˤˣ˥ ˷ˣˬ˧˷ ˸ˣ˷˰˪ˣ ˸˶˷ˢ ˣ˸ˣ˞ ˪ˣˬ ,ˢ˞˪ˢ ˨˩ˣ ˧˷˧˪˷ ,˧ˮ˷ ˥

ˢˬ˩˯ˢ ,˸ˣˬ˧˞ ,˧˶˦ˬ˧˯ˢ ˪˰ ˣ˩ˣ ˸ˣˮ˲˴ˢô. 

ˢ ˸˰ˡˣˢ ˫˰- Finish˥˪ˣ˷ ˸˶˷ˢ Session Ticket ˪ (˭˲˴ˣˬ)Client˪˩ . connection  ˸˞ ˱˶˴˪ ˪ˣ˩˧ ˷ˡ˥

ˢ-ticket  ˧ˡ˩˟ ˢˤˢ"˱˶˦˴ˢ˪" ˪ HTTPS session- ˸˶˷ˢ ˵˧ˤ˥ˬ˷π ˨˧˪ˢ˸ ˣˬ˴˰˪ ˨ˣ˯˥˪ˣ handshake 

˱˯ˣˮ. 

˪ ˡˣˠ˧ˮ˟ HTTP-˞ˣˢ ˪ˡ˥ˬˢ ˸˶˧˶˟˟˷ stateless ˪˩ ˧˶˥˞ ˵˸ˮ˸ˬ)response ˪ˣ˵ˣ˦ˣ˶˲ ( HTTPS  ˞ˣˢ

ˡ˧ˬ˸ stateful ˢ ˸˶ˠ˯ˬ˟)-(session:ˣˮ˪˷ ˞ˬˠˣˡˢ ˪˷ ˢ˶˵ˬ˟ ˶ˣ˟˧˥ˢ . 

https://tools.ietf.org/html/rfc5077
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 ˤ˞˸ˡˣ˰˸ ˫˧ˬ˸ˣ˥ ˨˧˞ X.509Κ 

 

˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸˪˟˵˪ ˨˧˪ˢ˸ 

 ˤ˞ ?ˢˤ ˸˞ ˢ˷ˣ˰ ˧ˮ˞ ˨˧˞ .˸ˣ˟ˣ˦ ˣ˧ˢ˧ ˣ˪˷ ˸ˣˡˣ˰˸ˢ˷ˣ ˶˸˞ ˫˧˵ˢ˪ ˢ˴ˣ˶ ˧ˮ˞ ,˰˰˰ˠ˶ ˪˟˞ˢ ,˸˧˷˞˶-

vendor )GoDaddy ˟ ˷ˣˬ˧˷ˢ ˪˰ ˶˧˥ˬ ˢ˟ˠ˧ ˫ˠ ˩"˶ˡ˟ ˫˩˪˷ ˶˸˞ˢ ˸˞ ˥˶˞ˬ˷ ('˸ˣ˷ˣ-ssl ˭˧˞ ˤ˞ ,

 ˞ˣˢ ˧˶ˢ ,ˢˡˣ˰˸ ˸˷˧˩˶˪ ˨˧˪ˢ˸ˢ ˷˥˶˸ˬ ˡ˴˧˩ ˫˩˸˞ ˭˧˧ˮ˰ˬ ˸˞ˤ ˪˩˟ ˫˞ ˪˟˞ .ˢˤˬ ˠˣ˞ˡ˪ ˨˶ˣ˴

.˫˩˧ˮ˲˪ 

:˸˦˷˲ˣˬ ˢ˶ˣ˴˟ ˢˡˣ˰˸ ˸˪˟˵˪ ˨˶ˡˢ ˸˞ ˠ˧˴ˬ ˞˟ˢ ˶ˣ˧˞ˢ 
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:˨˧˪ˢ˸ˢ ˭˲ˣ˞ 

1.  ˸ˠ˷ˢ:˸ˣ˥˸˲ˬ ˡˬ˴ ˪˟˵ˬ ˢ˴˵ ˷ˬ˸˷ˬ\ ˥ˣ˦˟ ˭˲ˣ˞˟ (˧˶ˣ˟˧˴ˣ ˧˦˶˲) ˸ˣ˥˸˲ˬ ˡˬ˴ ˶˴˧˧ˬ 

2. ˬ ˢ˶˩ˢ ˸˷˵˟-CA : ˸˶˷ˬ ˢˡˣ˰˸ ˷˵˟ˬ ˷ˬ˸˷ˬˢCA. 

3. ˬ ˸ˣˢˡˤˢ˪ ˢ˶˩ˢ ˸˟ˣ˷˸-CA :-sCA  ˢˡˣ˰˸ ˸˥˧˪˷ ˸ˣ˰˴ˬ˞˟ ˞ˣˢ˷ ˭˰ˣ˦ ˞ˣˢ˷ ˧ˬ ˭˩˞ ˞ˣˢ˷ ˠ˧˴ˬ

˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟ ˢˬ˸˥ˮ˷) ˣ˪˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢˣ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˫˰ .(ˣ˪˷ ˧˦˶˲ˢ 
 

4. :˰ˡ˧ˬ ˱ˣ˯˧˞ ˢ ˸˶˷˷ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ˢ ˪˩ ˸˞ ˱˯ˣ˞ ˷ˬ˸˷ˬˢ-CA  ˸˞ ˥˧˩ˣˢ˪ ˸ˮˬ ˪˰ ˣˮˬˬ ˷˶ˣˡ

.˷ˬ˸˷ˬˢ ˪˷ ˫˧˲˯ˣˮ ˫˧˧˷˧˞ ˫˧˦˶˲ˣ ˧˦˲˷ˬ ˰ˡ˧ˬ ,˪˧˧ˬ˧˞ˢ ˸˞ ˪ˣ˪˩˪ ˪ˣ˩˧ ˢˤ ˰ˡ˧ˬ .ˣ˸ˣˢˤ 
 

5.  :ˢˡˣ˰˸ ˫ˣ˷˧˶ ˸˷˵˟ ˸˥˧˪˷ ˸˞ ˢ˪˧˩ˬ ˢ˷˵˟ˢ .ˣˬ˷ ˪˰ ˢˡˣ˰˸ ˫ˣ˷˧˶˪ ˢ˷˵˟ ˥˪ˣ˷ ˷ˬ˸˷ˬˢ

ˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˫˰ ˸ˬ˸˥ˮ ˞˧ˢˣ ˷ˬ˸˷ˬˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ-CA. 
 

6. ˢ ˧ˡ˧ ˪˰ ˷ˬ˸˷ˬˢ ˸ˣˬ˧˞-CA :-sCA  ˸˞ ˸ˬ˞ˬˣ ˷ˬ˸˷ˬˢ ˪˷ ˢˡˣ˰˸ ˸˷˵˟˪ ˢ˰ˡˣˢˢ ˸˞ ˭˥ˣ˟

.(˫˧ˮˣ˸ˮˢ ˨˶˰ˬ˟ ˣ˪˴˞) ˢˡˣ˰˸˪ ˷ˬ˸˷ˬˢ ˪˷ ˣ˸ˣˢˤ ˸˞ ˶˷ˣ˵ˣ ˢˡˣ˰˸ ˶˴ˣ˧ ˞ˣˢ ˭˩ˬ ˶˥˞˪ .ˣ˸ˣˢˤ 
 

7. :ˢˡˣ˰˸ˢ ˸˥˧˪˷ s-CA .ˢˬˣ˸˥ ˢˡˣ˰˸ˢ ˸˞ ˷ˬ˸˷ˬ˪ ˥˪ˣ˷ 

 

 

?ˢ˵˧˦˵˶˲˟ ˢ˞˶ˮ ˢˤ ˪˩ ˨˧˞ ˤ˞ 
 

 ˧˪˪˩˟ˣ ˭˸ˣ˞ ˫˧˶˧˟˰ˬ ˡ˴˧˩ ,˭˸ˣ˞ ˫˧˟˧˩˶ˬ˷ ˸ˣˡ˷ˢ ˫ˢˬ ,˟˷˥ˬ˟ ˸ˣ˞˴ˬˮ ˸ˣˡˣ˰˸ ˢ˲˧˞ ˪˰ ˭ˣˬˢ ˣˮ˶˟˧ˡ

˸˸˟ .ˡ˟˪˟ ˧˦˶ˣ˞˧˸ ˢˤ ˪˟˞ .˭ˢ˧˪˰ ˢˬ˧˸˥ ˪˷ ˨˧˪ˢ˸ˢ ˪˩ ˢ˞˶ˮ ˨˧˞- ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ ˟ˣ˶˵ˢ ˵˶˲

 ˷ˣˬ˧ˬ) ˢˡˣ˰˸ ˪˰ ˣˮˬ˴˰˟ ˫ˣ˸˥˪self-signed certificate˪ ˨ˣ˲ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˡ˴˧˩ ,( ˧ˮ˧ˬCA  ˫ˣ˸˥˪ˣ

.˳˲˥˷ ˧ˬ˪ ˭˸ˣ˞ ˰ˮ˷˪ˣ ˫˧˵˧˲ˬ ˣˮ˥ˮ˞˷ ˸ˣˡˣ˰˸ ˪˰ 

 ˢ˧˶˲˯\  ˞ˣˢ ˣˮˬ˴˰˟ ˢˤ ˸˞ ˷ˬˬ˪ ˪˧˟˷˟ ˷ˣˬ˧˷ ˣ˟ ˢ˷˰ˮ˷ ˧˪˩OpenSSL ˫˧˪˩ ˸˩˶˰ ˞˧ˢ ˢˮ˩ˣ˸ˢ .

˪ˣ˵ˣ˦ˣ˶˲ ˶ˣ˟˰ ˫˧˶'˴˧˲ ˭ˣˬˢ ˫˰ ˸˧˶˥˯ˬ ,ˢ˵ˤ˥ TLSξSSL .openssl  ˪˷ ˢ˶˧˴˧˟ˣ ˢ˶˧˵˯˟ ˢ˟˶ˢ ˵˯ˣ˰

 .˸ˣ˥˸˲ˬˣ ˸ˣˡˣ˰˸ 

:ˢ˶˰ˢ  ,ˡ˟˪˟ ˸ˣ˥ˣˮ ˧ˬ˰˦ˬ ˸ˣ˟ˣ˶˵ˢ ˸ˣ˞ˬˠˣˡ˟˧˸˷ˬ˸˷ˢ ˟ ˦˰ˬ ˞˪-openssl ˟ ˧˪˵ ˢˮ˩ˣ˸ˢ ,˯˵ˣˮ˧˪

˟ ˢ˧˪˞ ˢ˪˧˟˵ˬˢ-windows  ˞˧ˢcertutil x˟ ˷ˬ˸˷ˢ˪ˣ ˡ˧˶ˣˢ˪ ˶˷˲˞-openssl ˟ ˫ˠ-windows. 

self-signed certificate 

 ˶˴˧˧ˮ ˟ˣ˶˵ˢ ˱˧˰˯˟3 :(˵ˣ˧ˡ ˶˸˧˪ ˸ˣˡˣ˰˸) ˫˧˴˟˵ 

¶ server.key ᵼ Private Key 

¶ server.csr ᵼ Certificate Signing Request 

¶ server.crt  ᵼ Self-signed certificate 
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:˞˟ˢ ˢˮ˟ˬˢ ˣˮ˸ˣ˷˶˟˷˩ ˱˧˰˯ˢ ˸˞ ˫˧˧˯ˮ ˫˸ˣ˰˴ˬ˞˟ ˶˷˞˩ 

 

:ˢˡˣ˰˸ˢ ˵˧ˤ˥ˬ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˶˴˧˧ˮ ˸˧˷˞˶ 

 

openssl genrsa ˧s ˞ˢˡˣ˦ˬ  ˥˸˲ˬ ˸˶˧˴˧˪RSA .плфс  .˥˸˲ˬˢ ˪ˡˣˠ ˞ˣˢ ˢ˴˶ˮ ˫˞ ˭ˣ˥˟˪ ˥˸˲ˬˢ ˸˞

ˣˮ˶˴˧˷:˳˧˶ˮ , 

jon@kali :~/ Documents / certstuff$ openssl rsa - in  server.key - noout ïtext  

:˪˟˵ˮˣ 

RSA Private - Key:  ( 4096  bit ,  2 primes )  

modulus :  

    00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10: 17: e3:  

    30: 9f : 53: e0: b2: a5: 98: 8b: 12: 4c : 87: 25: c1 : ec : 2d:  

 

publicExponent :  65537  ( 0x10001 )  

privateExponent :  

    00: e2: d4: 29: 0b: 4b: 8d: 97: 5d: e5: 0e: 1e: 89: fc : 3b:  

    5e: 0d: 1e: 58: 2c : 19: 59: 58: 9c : e1: bf : 58: 7e: cd : 70:  

 

prime1 :  

    00: ff : df : 3a: 70: 52: 5c : 2d: a4: 40: ec : b7: ae: 8d: 9d:  

    2a: 01: b5: 17: f0 : 3f : ad: 56: 10: ae: 4d: 69: 62: e2: 10:  

 

prime2 :  

    00: e9: 95: fb : c1 : 66: 70: ab: cf : 8a: c4 : 3f : e3: 94: 73:  

    8d: 80: a9: fb : a6: 6a: 27: a2: 93: fe : 68: 86: 1c : 91: ff :  

 

exponent1 :  

    2d: fe : ed: dd: 65: 20: c6 : df : a1: 00: 2c : a0: c7 : 3a: 3a:  

    63: e6: 2e: f0 : 74: 31: ef : a7: bd: fd : 92: 75: 41: 18: 36:  

 

exponent2 :  

    00: a4: 8c : 32: 70: 58: 50: b0: c7 : a0: 52: 85: 4b: 35: 6d:  

    7d: 56: 10: e8: a4: 9f : 8d: 52: 3a: fc : f1 : f6 : df : b3: 7d:  

 

coefficient :  

    00: c6 : c9 : 44: be: 9b: c4 : 9c : d0: 8e: e6: 8b: 8d: e2: fe :  

    6b: 77: 98: e6: c0 : 2e: c4 : cb : a6: 7a: 6e: c4 : d5: 1d: fe :  
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˦˪˲˟  ˥˸˲ˬˢ ˸˞ ˫˧˟˧˩˶ˬ˷ ˫˧˧ˮˣ˷˞˶ˢ ˫˧˶˲˯ˬˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˢ˪˰ˬ˪RSA .ˣˮ˶˴˧˷ ˧˦˶˲ˢ 

 ˡ˥˞ ˱˞˪ ˣ˸ˣ˞ ˥ˣ˪˷˪ ˭˧˞ ,˶ˬˣ˪˩ .˸˶˷˞ˬ˷ ˸ˣ˷˧˪ ˵˶ ˭˧ˬˤ ˸ˣ˧ˢ˪ˣ ˡˣ˯˟ ˶ˬ˷˧ˢ˪ ˟˧˧˥ ˧˦˶˲ˢ ˥˸˲ˬˢ

 ,ˡ˥˞˪ ˞˪ ˪˪ˣ˩-certificate issuer. 

 ˢˡˣ˰˸ˢ ˪˰ ˢˬ˧˸˥˪ ˢ˷˵˟ ˷˧ˠˮπ Certificate Signing Request (CSR)  ˶˲˯ˬ ˭˧ˤˢ˪ ˣˮ˧˪˰ ˢ˧ˢ˧ .ˤ˰˪˟

 ˟˪ ˫˧˷˪ ˷˧˷ ˡ˧˥˧ˢ ˢˡ˷ˢ .˟ˣ˷˥ ˢ˧ˢ˧ ˞˪ ˫ˢ˟ ˭˧ˤˮ˷ ˭˩ˣ˸ˢˣ ˫˧˧˦ˮˣˣ˪˶ ˞˪ ˫˟ˣ˶ ,ˣˮ˸ˣˢˤ˪ ˰ˠˣˮ˟ ˸ˣˡ˷

ˢ ˞ˣˢ ˣ˧˪˞-Common Name .˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˣ˸ˣ˰˴ˬ˞˟˷ ˭ˣˣ˧˩ˬ ˢˤˣ 

 

ˢ ˭˩ˣ˸ ˸˞ ˭˥˟ˮ-CSR  ˫˰openssl: 

jon@kali :~/ Documents / certstuff$ openssl req - in  server.csr - noout - text  

Certificate Request :  

    Data :  

        Version :  1 ( 0x0 )  

        Subject :  C = IL ,  ST = Israel ,  L = Tel Aviv ,  O = IDF ,  CN = jon  

        Subject Public  Key Info :  

            Public  Key Algorithm :  rsaEncryption  

                RSA Public - Key:  ( 4096  bit )  

                Modulus :  

                    00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10: 17: e3:  

                    30: 9f : 53: e0: b2: a5: 98: 8b: 12: 4c : 87: 25: c1 : ec : 2d:  

 

                Exponent :  65537  ( 0x10001 )  

        Attributes :  

            a0: 00 

    Signature Algorithm :  sha256WithRSAEncryption  

         9e: 18: 40: b2: cb : c2 : 35: 88: 86: 12: 9b: d8: 3b: 70: f3 : 55: 64: 4c :  

         ce : 51: 71: 60: 30: cb : 73: 9e: f1 : e8: 99: 50: e5: ee: 8c : 11: d2: 45:  

 ˣ˸ˣ˞ ˫˰) ˢ˧˪˰ ˫ˣ˸˥ˮˣ ˢˬ˧˸˥˪ ˣˮ˶˴˧˷ ˢ˷˵˟ˢ ˸˞ ˥˵˧ˮ ,˭˩ˬ ˶˥˞˪˥˸˲ˬ ˣˮ˪˷:( 
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 ˳˟ˣ˵ˢ ˸˞ ˪˟˵ˮserver.crt π .ˢ˧˪˰ ˣˮˬ˸˥ˣ ˣˮ˶˴˧˷ ˢˡˣ˰˸ˢ ˧ˢˣˤ 

 ˵˧˲ˮˬˢ ,ˢˡˣ˰˸˪ ˱˵ˣ˸ ˠ˲ ˨˧˶˞˸ ˱˯ˣˮ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ˢ˪˷ ˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˪˰ ˫ˠ ˦˧˟ˢ˪ ˶˥˟ˮ ˫˞

ˣˮ˥ˮ˞ ˫ˠ) ˢˡˣ˰˸ˢ ˸˞ ˣ˵˧˲ˮˢ ˣ˶˟˰˷ ˭˰ˬˮˢˣ (ˣˮ˥ˮ˞) ˢ˪˷ π  ˫˷ˢ ˭˞˩ˬself-signed certificate:( 

jon@kali :~/ Documents / certstuff$ openssl x509 - noout - text - in  server.crt  

Certificate :  

    Data :  

        Version :  1 ( 0x0 )  

        Serial Number :  

            40: 7b: 21: 2f : 4a: d2: c8 : 28: f7 : b5: f7 : e0: b9: e9: 4e: 5a: 1e: 3f : 09: 56 

        Signature Algorithm :  sha256WithRSAEncryption  

        Issuer :  C = IL ,  ST = Israel ,  L = Tel Aviv ,  O = IDF ,  CN = jon  

        Validity  

            Not  Before :  Jun 17 20: 55: 47 2020  GMT 

            Not  After :  Jun 17 20: 55: 47 2021  GMT 

        Subject :  C = IL ,  ST = Israel ,  L = Tel Aviv ,  O = IDF ,  CN = jon  

        Subject Public  Key Info :  

            Public  Key Algorithm :  rsaEncryption  

                RSA Public - Key:  ( 4096  bit )  

                Modulus :  

                    00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10: 17: e3:  

                    30: 9f : 53: e0: b2: a5: 98: 8b: 12: 4c : 87: 25: c1 : ec : 2d:  

 

                Exponent :  65537  ( 0x10001 )  

    Signature Algorithm :  sha256WithRSAEncryption  

         71: c3 : 04: 61: 07: 9d: 4c : 87: ef : 5d: f7 : fb : 5e: 03: b1: cb : 9b: 68:  

         ea: fb : 79: d9: da: 6a: e0: f2 : 34: a3: 86: 13: f6 : 86: f6 : f9 : df : 9c :  

  ˣ˧˷˩˰ ˣˮ˥ˮ˞ ,˟ˣ˦ ˪ˤˬ ..ˣCA˨˶˰˟ . J 

" ˸ˣ˧ˢ˪ ˸ˮˬ ˪˰CA  ˫˧˟˷˥ˬˢ ˪˩ ˧ˮ˲ ˪˰ ˣˮ˶˴˧˷ ˷˶ˣ˷ˢ ˸ˡˣ˰˸ ˸˞ ˟ˣ˶˴˪ˣ ˸˩˪˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ "˧˸˧ˬ˞

 ˧˶˸˞ ˷˧ˠˮˢ˪ ˢ˴ˣ˶ ˪˩ˢ ˨˯˟˷ ˭ˣˠ˶˞ ˧˩˶˴˪ .˧ˮ˸˲˞˷ ˢ˲˧˦ ˢˤ .˫˪ˣ˰˟HTTPS  ˪˩ ˣ˸ˣ˷˶˟˷ ˫˧˶˧˷˩ˬ˪

 ˪˷ ˱˵ˣ˸ˢ ˠ˲˷ ˡ˰) ˭ˣˠ˶˞˪ ˷˧˷ ˫˧˶˧˷˩ˬˢ ˪˩˟ ˢˡˣ˰˸ˢ ˸˞ ˸˥˞ ˫˰˲ ˰˧ˬ˦ˢ˪ ˢˤ ˸ˣ˷˰˪ ˨˧˶˴˷

 .(˭˟ˣˬ˩ ˢˡˣ˰˸ˢ 

˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˞˪ ˪"ˮˢ ˱˧˰˯˟ ˠ˴ˣˬ˷ ˢ˶˵ˬ˟ ˧˩ ˭˧˧˴˪ ˷˧-extensions  ˱˧˯ˣˢ˪ ˸ˮˬ ˪˰ .ˢˡˣ˰˸ˢ ˸˶˧˴˧˟

˪˷ ˸ˣˬ˩˯˟ ˷ˬ˸˷ˢ˪ ˨˶ˣ˴ ˷˧ ˢˡˣ˰˸˪ ˸ˣ˟˥˶ˢ openssl.config ˸ˣ˥˲ ˢˤ ˨˞ ˰ˣ˴˧˟˪ ˟˩˶ˣˬ ˞˪ ˢˤ .

˷ˣˬ˧˷ ˸ˣ˞˶ˢ˪ ˞˧ˢ ˱˧˰˯ˢ ˸˶˦ˬ ˶˵˧˰˷ ˭ˣˣ˧˩ˬ ˧˦ˮˣˣ˪˶\  ˷ˣˬ˧˷ ˫˧ˠˡˮ ˞˟ˢ ˱˧˰˯˟) ˸ˣˡˣ˰˸˟ ˪˷ ˪ˣˢ˧ˮ

 ˢˡˣ˰˸ ˸˶˧˴˧˪ ˢˬ˩˯˟v3 ˢ˷˰ˬ˪ ˞˧ˢ ˸˰˩ ˣˮ˶˴˧˷ ˢˡˣ˰˸ˢ ,˭˩˪ .(X.509v1: 
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ˣˡ˪) ˣˮ˸ˣ˷˶˟˷ ˫˧˶˧˷˩ˬˢ ˪˩˪ ˣˮ˪˷ ˢˡˣ˰˸ˢ ˸˞ ˳˧˲ˢ˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ ˞ˬˠπ  ˸ˮˣ˩ˬWindows ˨˶˦˴ˮ (

 ˸ˣ˷˰˪import ˢ ˨ˣ˸˪ ˢˡˣ˰˸˪-Certificate Store :˶˧˷˩ˬˢ ˪˷ 

 

 

 ˞˪ ˡˣ˞ˬ) ˢˡˣ˰˸ ˣˮ˪˷ ˟˷˥ˬ˟ ˶˧ˡˠˢ˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ ˣˮ˧˪˰ ˵˰˴˸ ˶˷˧ ˭˟ˣˬ˩ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

ˢ ˸ˣˢˤ ˸˞ ˞ˡˣˣ˪ ˢ˪ˣ˩˧ ˞˪ ˸˩˶˰ˬˢ˷ ˢ˥ˣ˦˟-CA˩ (-trusted root certification authenticators π 

˸ˣˡˣ˰˸ ˪˷ ˡˣ˞ˬ ˫˴ˬˣ˴ˬ ˶˲˯ˬ ˵˶˷ ˫ˣ˵ˬ (ˡˣ˞ˬ ˸ˣ˥ˣ˦˟ˣ ˸ˣ˸ˬˣ˞ˬ) .ˣ˧˪˞ ˸ˣ˰˧ˠˬ Welp ˧˩˶ˣ˴˪ ˢˤ ,

.˶˵˥ˬ 

 

 ˸ˬ˞˟ ˣˮ˥ˮ˞ ˣ˧˷˩˰root CA .ˣˮ˪˷ ˶˧˷˩ˬˢ ˪˰ 

 ˨˩ ˢ˷˰ˬ˪.ˣˮ˪˷ ˢˡˣ˰˸ˢ ˸˞ ˰˧ˬ˦ˢ˪ˣ ˭ˣˠ˶˞˟ ˣˮ˪ ˷˧˷ ˫˧˶˧˷˩ˬˢ ˪˩ ˧ˮ˲ ˪˰ ˶ˣ˟˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ 

˷ˢ˪ ˞ˣˢ ˞˟ˢ ˟˪˷ˢ˩ ˣˮ˪˷ ˥ˣ˩˟ ˷ˬ˸-CA  ˸ˣ˲˯ˣˮ ˸ˣˡˣ˰˸ ˪˰ ˫ˣ˸˥˪ˣ ˣˮ˸ˣ˷˶˟˷ ˫˧˶˧˷˩ˬˢ ˪˩ ˧ˮ˲ ˪˰

˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˫˧˶˧˷˩ˬ˪ ˶˷˲˞˪ ˸ˮˬ ˪˰-HTTPS ˫˧˶˷˞ˬ ˣˮ˥ˮ˞˷. 
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Creating CA-Signed Certificates 

 ˶˸˞ˢ ˫˷ .ˣˮ˪˷ ˭ˣˠ˶˞˟ ˫˧˯˶ˣ˵˪ ˫ˣ˷˧˶˪ ˪ˣˡˠ ˶˸˞ ˫˧˪ˢˮˬ ˣˮ˥ˮ˞ ˡ˧ˠˮπ marshal.com ˢ˴˶ˮˣ ˢˡ˧ˬ˟ .

 ˶˸˞ˢ˷˟ ˨ˣˬ˸˧-HTTPS  ˸ˣ˰˴ˬ˞˟) ˢˡˣ˰˸ ˣ˶ˣ˟˰ ˵˧˲ˮˢ˪ ˨˶˦˴ˮroot CA  ˪˰ (˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˶˴˧˷

ˢ ˶ˣ˟˧˥ ˸˰˟ ˢ˸ˣ˞ ˠ˧˴ˢ˪ ˪˩ˣ˧˷ ˸ˮˬ-TLS  ˸˧˧˴˵ˮˣ˲˟server hello() .˶˟˥˸ˢ˪ ˢ˴ˣ˶˷ ˥ˣ˵˪˪  

 .ˢˡˣ˟˰˪ ˢ˪˪˞˧˱˧˰˯˟ ˶ˣ˴˧ˮ˷ ˢˮ˟ˬˢ ˟ˣ˶˵ˢ: 

 

ˢ ˸ˡˣ˰˸ ˸˶˧˴˧˪ ˢˬˣˡ˟ ,˸˧˷˞˶-CA˪ ˧˦˶˲ ˥˸˲ˬ ˶ˣ˴˧ˮ ,-marshal.com: 

 

ˢ ˸˞ ˶ˣ˴˧ˮ ,˸˧ˮ˷-CSR  ˥˸˲ˬ˪ ˶˸˞ˢ ˸ˣˢˤ ˸˞ ˶ˣ˷˵˧˷ ˢˢˤˬ ˰ˡ˧ˬ ˯˧ˮ˩ˢ˪ ˣˮ˧˪˰ ˢ˧ˢ˧ ˢ˲ ˫ˠ ˶ˣˬ˞˩)

(ˣ˪˷ ˧˦˶˲ˢ: 
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˟ ˶˟ˣˡˬ ˢ˧ˢˣ ˢˡ˧ˬ˟ ,ˢˤ ˟˪˷˟-CSR  ˳˟ˣ˵) ˢ˷˵˟ˢ ˸˞ ˵˶ ˫˧˥˪ˣ˷ ˣˮ˧˧ˢ ,˸˧˦˶ˡˮ˦˯ (ˢˡˣ˰˸˪ ˢ˷˵˟)

marshal.com.csr˪ (-CA  ˭ˣˠ˩ ˪ˣˡˠVerisign ˣ˪ ˫˧ˬ˪˷ˬ ,ˢ ˪˰ ˶˟ˣ˰ ˢ˧ˢ ˣ˪˷ ˸˶˷ˢ ,˫˧˶˪ˣˡ ˢˬ˩-CSR 

˶˷˞ˬˣ ˣˮ˥˪˷˷ /  ˢˡˣ˰˸ˢ ˪˰ ˣ˪˷ ˷˶ˣ˷ˢ ˸ˡˣ˰˸ ˫˰ ˢˬ˧˸˥ ˸ˣ˰˴ˬ˞˟ ˣˮ˪˷ ˢˡˣ˰˸ˢ ˸˞ ˶˷˞ˬ ˞˪

.(˶˸˧ ˦ˣ˷˧˲˟) .ˣˮ˪˷ 

 ˪˟˞π ˟ ˫˧˵˧ˤ˥ˬ ˣˮ˥ˮ˞-trusted root certification !ˣˮ˪˷ ˫˧˶˧˷˩ˬˢ ˪˩ ˪˰  ˫˧˴ˣ˶ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟

 ˡˣ˟˰˪ˬ˫˧ˮ˲  ˫˰ ˣˮ˪˷ ˧˦˶˲ˢ ˭ˣˠ˶˞ˢHTTPS ˶˥˞ ˣˢ˷˧ˬ˷ ˪˧˟˷˟ ˱˯˩ ˫˪˷˪ ˫˧˟˧˧˥ ˞˪ ˶˟˩ ˣˮ˞ ,

 ˶ˣ˷˧˞ˢ ˪˰ ˣˮ˪ ˫ˣ˸˥˧π !ˣˮˬ˴˰˟ ˫ˣ˸˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞  

:ˢˤ ˸˞ ˫˧˷ˣ˰ ˨˧˞ 

 ˢ˯˶ˠˬру   ˪˷Google Chrome ˢ ˢˮˣ˷-setup  ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˶˸ˣ˧ ˶˷˲˞ˬ ˣˮ˧˞ ˞ˣˢˣ ˭˲ˡ˲ˡˢ ˪˷

"˟Add Exception˰˪ ˶˷˲˞ˬ ˞˪ ˞ˣˢˣ " ˢˡ˷˟ ˶˸ˣ˧ ˷ˣˬ˧˷ ˸ˣ˷CommonName   ˢˤ ˫ˣ˵ˬ˟ˣ ˢˡˣ˰˸˟

 ˸ˣˡ˷ ˶˲˯ˬ ˵ˡˣ˟ ˞ˣˢ˟) "ˢ˦ˣ˷˲" ˢˡˣ˰˸ ,˶ˬˣ˪˩ .ˢ˟˥˶ˢv1 ˣˮ˪ ˵˲˯˪ ˪˩ˣ˸ ˞˪ ˞˧ˢˣ ˶˸ˣ˧ ˢ˶˷˩ ˞˪ (

 ˸˷˧˪ˠHTTPS . 

 ˢˬ˩˯ˢ ˸˞ ˟ˣ˸˩ˮ ,˨˩ ˪˰ ˶˟ˠ˸ˢ˪ ˸ˮˬ ˪˰CA.ext  ˪˷ ˸ˣˡ˷ ˫˰ ˸ˣˡˣ˰˸ ˶ˣ˴˧ˮˣextensions: 

 

]ˢˤ ˦ˮ˶˦ˮ˧˞˟ '˵ˡ ˢˬ˩˟ ˢˤ ˪˰ ˡˣˬ˪˪ ˶˷˲˞ˣ ˨˟ˣ˯ˬ ˞˪ ˦˪˥ˢ˟ ˢˤ ˪˟˞ ,˫ˬ˴˰ ˸ˣˡ˷ˢ ˸˞ ˣˮ˯ˡˮˢ ˡ˴˧˩ ˢˬ˴˰ ˢˠ˴ˢ˪ ˧˦ˮˣˣ˪˶ ˸ˣ˥˲[ 

˪˷ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˷ˬ˸˷ˮ s-CAˢ ˸ˡˣ˰˸˟ ,-CA ˪ ˢˡˣ˰˸ ˵˧˲ˮˢ˪ ˸ˮˬ ˪˰ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˳˟ˣ˵˟ˣ-CSR 

 ˶˸˞˷marshal.com :˷˵˧˟ 

 

ˢ˶˷˩ ˢˡˣ˰˸ ˣˮ˪˟˧˵ ˭˩˞˷ ˵ˣˡ˟ˮ ˭˧˶ˡˢˬ˪: 

jon @kali :~/ Documents / certstuff $ openssl  x509  - noout  - text  - in  marshal.com.crt  

Certificate :  

   Data :  

      Version :  3 ( 0x2 )  

      Serial  Number:  

         1c: ea: b4: 37: 8c: 45: fe : ee: 53: f7 : c5 : 03: 74: 16: fe : b8: df : 50: be: 64 

      Signature  Algorithm :  sha256WithRSAEncryption  

      Issuer :  C = IL ,  ST = Israel ,  L = Tel  Aviv ,  O = IDF ,  CN = jon  
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      Validity  

         Not  Before :  Jun  17 22: 55: 15 2020  GMT 

         Not  After  :  Dec 14 22: 55: 15 2020  GMT 

      Subject :  C = IL ,  ST = Israel ,  L = Tzrifin ,  O = Internet  Widgits  Pty  Ltd ,  CN = 

marshal  

      Subject  Public  Key Info :  

         Public  Key Algorithm :  rsaEncryption  

            RSA Public - Key:  ( 2048  bit )  

            Modulus :  

               00: f3 : 50: 08: f4 : 5e: d7: 94: aa: 57: f4 : 1b: 6e: 1d: b1:  

               2a: f5 : 80: b4: ab: 77: 86: 03: b3: 1e: c9 : 1c: 9d: 5e: a4:  

 

            Exponent :  65537  ( 0x10001 )  

      X509v3  extensions :  

         X509v3  Authority  Key Identifier :   

            DirName :/ C=IL / ST=Israel / L=Tel  Aviv / O=IDF / CN=jon  

            serial : 40: 7B: 21: 2F: 4A: D2: C8: 28: F7: B5: F7: E0: B9: E9: 4E: 5A: 1E: 3F: 09: 56 

 

         X509v3  Basic  Constraints :   

            CA: FALSE 

         X509v3  Key Usage:   

            Digital  Signature ,  Non Repudiation ,  Key Encipherment ,  Data  Encipherment  

         X509v3  Subject  Alternative  Name:   

            DNS: marshal.com ,  DNS: dmarshal.com.192.168.1.19.xip.io  

   Signature  Algorithm :  sha256WithRSAEncryption  

       17: c3 : ce : 61: 79: a1: 82: 3a: 5e: d1: f9 : 44: 50: ff : 8e: 80: bf : ff :  

       72: 9b: 4a: 9d: a4: 03: fb : bb: 78: cf : aa: 96: b3: a6: 38: 7f : 44: b9:  

.˭˧˧ˮˬˢ ˭ˬ ˢˡˣ˰˸ ,˫˧ˢˡˬ 

 ˸ˡˣ˰˸˟ ˶˟ˣˡˬ ˸˰˩˷ ˟˪ ˣˬ˧˷X.509v3 ˸ˣˡ˷ ˣˮ˶ˡˠˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ .DNS  ˢˡˣ˰˸ˢ ˸˞ ˣ˪˧˩˧˷

.˭˩ ˫ˠ ˣˮ˪˷ ˢ ˢˡ˷ ˞ˣˢ ˟˪ ˣ˧˪˞ ˫˧˷˪ ˷˧˷ ˟ˣ˷˥ˢ ˵˪˥ˢ-issuer: 

Issuer: C = IL, ST = Israel, L = Tel Aviv, O = IDF, CN = jon 

 ˶˸˞ ˶˷˞˩marshal.com ˢˡˣ˰˸ˢ ˸˞ ˢ˴˵ˢ ˷ˬ˸˷ˬ˪ ˠ˧˴˧ ˞ˣˢ ˫˞ˢ ˵ˣˡ˟˧ ˷ˬ˸˷ˬˢ ˪˷ ˭˲ˡ˲ˡˢ ,

˷ ˸ˣˡˣ˰˸ ˪˰ ˨ˬˣ˯-jon ˶˸˞˪ ˷ˬ˸˷ˬˢ ˪˷ ˣ˸˯˧ˮ˩ ˸˞ ˶˷˞˧ˣ ˭ˢ˪ ˟˶˰: 

 



 
 

 ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˪˰- ˦ˮ˶˦ˮ˧˞˟ ˫˧ˮ˧˯ˢ ˪˰ ˨ˣˬ˯˪ ˨˧˞ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ122, ˶˟ˣ˦˵ˣ˞ 2020  ур 
 

 ˪˷ ˢˡˣ˰˸ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞marshal  ˧ˡ˧ ˪˰ ˢˬˣ˸˥jon  ˢˡˣ˰˸˟ ˶˟ˣˡˬ ˧˩ ˢˢˤˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ

.˸˧ˡ˧˪ˣ 

:ˢˡˣ˰˸ˢ ˪˷ ˸ˣ˟˥˶ˢˢ ˪˰ ˪˩˸˯ˮ 

 

 ˸˰˩marshal.com  ˪˷ ˫˧˶˧˷˩ˬˢ ˪˩˪ ˢ˸ˣ˞ ˠ˧˴ˢ˪ˣ ˸˶˷ ˡ˴ ˸ˡˣ˰˸ ˶ˣ˸˟ ˢˡˣ˰˸ˢ ˸˞ ˰˧ˬ˦ˢ˪ ˪˩ˣ˧

 ˨˧˪ˢ˸˟ ˣ˥˸˲˧ˣ ˣ˧˪˞ ˣ˷˪ˠ˧ ˫ˢ˷˩ ˣˮ˪˷ ˭ˣˠ˶˞ˢTLS 4 way handshake.  

 

˸ˣˡˣ˰˸ ˸˥˦˟˞ X.509 
 

 ˶ˡ˥˟˷ ˪˧˲ˢ ˫˰ ˥˸˲ˮ- :ˣ˸ˣ˞ ˸ˣ˟˧˩˶ˬ˷ ˭˧˧ˮ˟ˢ ˧ˮ˟˞ˬ ˸ˣ˰˟ˣˮˢ ˭˵˸˟ ˸ˣ˷˪ˣ˥ ˸ˣˬ˧˧˵ 

˸ˣ˶ˣ˦˵˦˧˩˶˞ ˸ˣ˷˪ˣ˥: 

¶  ˷ˣˬ˧˷-˟blacklist ˸ˣ˷˶ˣˬ ˞˪ ˸ˣˡˣ˰˸˪ )CRL, OCSP ˷ˣˬ˧˷ ˪˰ ˷ˠˡ ˫˧˷˧ ˡ˧ˬ˸ ˥˦˟ˣ˞ˬ ˥ˣ˸˧˲ .(

˟ ˭ˣ˩ˮ-whitelist  ˸ˣ˴˶˲ ˣ˧ˢ˧ ˡ˧ˬ˸˷ ˯˧˯˟ˢ ˸˥ˮˢ ˟˵˰\  ˡ˧ˬ˸ ˭˩˪ˣ ˢˤ˥ ˞˪ ˥˸˲ˬˢ˷ ˢ˴˵ ˧˶˵ˬ

˟ ˷ˣˬ˧˷ˬ ˰ˮˬ˧ˢ˪ ˸ˣ˲˧ˡ˰ ˢ˧ˢ˸-blacklist  .˸ˣˠ˶˥ˢ˟ ˶˟ˣˡˬ ˶˷˞˩ 

˪˰ ˨ˬ˸˯ˬ ˥ˣ˵˪ ˫˞ ,˸ˣˡˣ˰˸ˢ ˪˷ ˢ˶˵ˬ˟  ˸ˣˡˣ˰˸˵˶  ˶˷˞˩CRL ˸˵˧ˡ˟˪ ˣ˶ˣ˟˰ ˫˧ˮ˧ˬˤ ˫˧

 ˸˶ˣ˴˸˟ ˪ˣ˰˲˸ˢ ˸˪ˣ˩˧ ˸˞ ˡ˟˞ˬ ˞ˣˢ ,˸ˣˡˣ˰˸ˢofflineˢ ˟ˣ˶ ,˨˩˪ ˧˞ .-clients  ˨ˣˬ˯˪ ˫˧˸ˮ˩ˣ˸ˬ

˪ ˢ˷˧ˠ ˫ˢ˪ ˭˧˞ ˶˷˞˩ ˫ˠ ˸ˣˡˣ˰˸ ˡ˟˰˪ˣ-CRL ˭˧˧ˬˡ˪ ˪˧˟˷˟ ˢ˶˸˧ ˢ˟˷˥ˬ˟ ˵˧ˬ˰ˢ˪ ˨˶ˣ˴ ˭˧˞ .

˷˵˸ˢ ˳ˣ˶˰ ˪˰ ˦˪ˣ˷˷ ˧˪˞˧˴ˮ˦ˣ˲ ˱˵ˣ˸ ˢ˟ ˢ˧˴˞ˣ˦˧˯ˢ ˸˞ ˪˦˟˪ ˦˧˪˥ˬ ,˸˶ˣ-CRL ˢ˧ˠˣ˪˞ˮ˞ .˫˧

.ˢˮˣ˞˸ ˸˷˥˶˸ˬ˷˩ ˞˪˞ ˢ˶ˣ˷˩ ˡ˧ˬ˸ ˸˪˰ˣ˲˷ ˸ˣ˥˧˦˟ ˸˶ˣˠ˥ ˞˧ˢ ˣˤˢ ˢ˧˴˞ˣ˦˧˯˪ ˢˬ˧˞˸ˬ˷ 

¶ ˭ˣ˯˥˞ - CRLπ.˧˦˶ˡˮ˦˯ ˶ˡ˯ ˧˶˯˥ˣ ˡˣ˞ˬ ˫˧˪ˣˡˠ ˸ˣ˧ˢ˪ ˫˧˦ˣˮ ˫˧ 

¶ ˪ ˪ˣ˦˧˟ ˢ˷˰ˮ ˣ˟ ˟˴ˬ˪ ˭˵˸˟ ˢˮ˰ˬ ˭˧˞-root certificates. 
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¶  ˰ˡ˧ˬ ˟ˣ˪˧˷π  ˨ˣ˸˟ ˫˧˴˟ˣ˵ˬ ˸ˣ˧ˮ˧ˡˬˣ ˸ˣˮˣ˩˸ ,˸ˣˢˤ ˪˰ ˰ˡ˧ˬcontainer  ˢ˪˰ˬ ˢˤ ˢˮ˟ˬ .ˡ˧˥˧ˣ ˡ˥˞

.ˢ˵ˣˤ˥˸ ˸ˣ˧ˮ˧ˡˬˣ ˧ˣ˲˧ˬ ,˸ˣ˧˦˶˲ ˸ˣ˧˰˟ 

¶  ˸ˣ˧˸ˣ˩ˬ˯ ˸ˣ˧˰˟- CAs  ˪˧˟ˠˢ˪ ˫˧˪ˣ˩˧ ˞˪intermediate CAs ˪ ˳ˣ˥ˬ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪ˬ-namespace 

 ˪ˣˡˠ ˶˲˯ˬ ˫˧˧˵ ,˨˩˧˲˪ .˧˲ˣ˯ˣ ˫˧ˣ˯ˬCAs ˠˣˣ˯˪ˣ ˦ˮ˶˦ˮ˧˞˟  ˞˪ ˢˬ˧˷ˬ ˞˧ˢ ˭ˢ˪˷ ˸ˣ˧ˮ˧ˡˬˢ ˸˞ˣ ˭˸ˣ˞

˸˧˪˞˧˶. 

¶ ˟ˣ˷˧˥ ˭ˬˤ π ) ˸ˣˬ˧˸˥ ˸˟˪˴ˢ ,˸ˣˡˣ˰˸ ˶ˣ˷˶˷ˬ ˢ˞˴ˣ˸˩cross-signing ˶˲˯ˬˣ (CAs  ˨˧˪ˢ˸ ,˪ˣˡˠ

  .˟ˣ˷˧˥ ˭ˬˤ ˸ˮ˧˥˟ˬ ˶˵˧ ˸ˣ˧ˢ˪ˣ ˨˟˸˯ˢ˪ ˪ˣ˩˧ ˢˡˣ˰˸ ˪˷ ˞ˣˡ˧ˣˣ 
 

 ˫˰ ˸ˣ˧˰˟CAsΥ 

¶ ˢ) ˧˦˶˲ˢ ˥˸˲ˬ˟ ˢ˵˧ˤ˥ˬ˷ ˸ˣ˷˧ˢ-subject˭˰˷ˮˢ ˡ˴ˢ ˞˪ˣ ,(  ˸˞ ˸˷˩ˣ˶ ,˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ ˢ˷ˣ˰˷

ˢ .˭ˬ˴˰ ˸ˣˡˣ˰˸ˢ-subject  ˰ˠ˲˧ˢ˪ ˫˧ˮˣ˷˞˶ˢ ˣ˧ˢ˧ ˢ˥˦˟˞ˢ ˧˸ˣ˶˧˷ˣ ˶˸ˣ˧˟ ˪ˣˤˢ ˵˧˲ˮˬ˟ ˶˥˟˧ ˟ˣ˶˪

 .˨˩ˬ 

¶  ˸ˣ˶˟˥ ,˫˧˵˯˰ˢ ˪˩ ˣˬ˩CA  ˸ˣ˧ˢ˪ ˸ˣ˧ˣ˷˰ˣ ,˸ˣ˪˰ˣ˲ ˭ˢ ˫ˢ˟˷ ˫˧˧˵ˣ˥ˢ ˦ˣ˲˧˷ˢ ˧ˬˣ˥˸˪ ˸ˣ˲ˣ˲˩

˭ˢ˟ ˫˧˷ˬ˸˷ˬˢˣ ˸ˣ˥ˣ˵˪ˢ ˪˷ ˫˧˯˶˦ˮ˧˞˟ ˰ˣˠ˲˪ ˸˧˦˲˷ˬ ˢˮ˧˥˟ˬ ˸ˣ˲ˣ˲˩.  ˣ˷˰ ˭ˣ˧˟ˢ ˸ˣ˧ˣˮ˩ˣ˯

˳ˣ˥ ˸ˣ˟˧˧˥˸ˢ ˸ˣ˰˴ˬ˞˟ ˣ˵˲ˮˣˢ˷ ˸ˣ˟ˤˣ˩ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰ˣ- ˪˷ ˸˧˵ˣ˥CAs. 

¶ CAs ˧˷ˬ˸˷ˬ˪ ˸ˣ˧˶˥˞ ˪˷ ˠˣ˯ ˪˩ ˫˧˵˲˯ˬ ˞˪ ˫˧˟˶.ˣ˵˧˲ˮˢ ˫ˬ˴˰ ˫ˢ˷ ˸ˣˡˣ˰˸˪ ˰ˠˣˮ˟ ˫ 

˷ˣˬ˧ˬ˟ ˸ˣ˧˰˟: 

 ˸ˣˡˣ˰˸ ˪˷ ˪˰ˣ˲˟ ˫ˣ˷˧˧ˢX.509  ˢ˰ˬ˦ˢ˟ ˧˷ˣ˵ ,˫˧ˮ˵˸˪ ˸ˣˮˣ˷ ˸ˣ˧ˣˮ˷˶˲ ,˫˧ˠ˞˟ ,˟ˣ˴˧˰˟ ˫˧ˬˠ˲ˬ ˪˟ˣ˯

:˸ˣ˪˪ˣ˩ ˸ˣ˧˰˟ ˢˬ˩ .˫˧ˮˣ˷ ˫˧˦˶ˡˮ˦˯ ˪˷ ˸˧ˡˡˢ ˢ˪ˣ˰˲ ˸˪ˣ˩˧ ˶˯ˣ˥ˣ 

¶ ) ˸ˤ˧ˮˠ ˪˷ ˢ˵˧ˡ˟ˢ ˸˞ ˫˧˪˦˟ˬ ˫˧˟˶ ˫˧˷ˣˬ˧ˬrevocationˡˣ˰˸ˢ ( ˪ˣ˰˲˸ ˪˰ ˢ˷˵ˬ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ˸ˣ

˸˩˶˰ˬˢ / .˸ˣ˟˶ ˢ˧˧˪˰ ˢ˯˧ˬ˰ˬˣ ˸˷˶ˢ 

¶ DNs  ˧˞ˣ ˞˷ˣˮ˟ ˢ˧˴ˤ˧˪˟ˣ˪ˠ ˶˯ˣ˥ ˟˵˰) ˭ˣ˩ˮ ˷ˣˬ˧ˬˣ ˢˮ˟ˢ˪ ˫˧˷˵ ˫ˢˣ ˭˵˸ˢˬ ˧˪˶ˠ˦ˮ˧˞ ˵˪˥ ˫˧ˣˣˢˬ

.(˥ˣˮ˧ˬ˟ ˢˬ˞˸ˢ 

¶  ,˫˸ˣ˟˧˷˥ ˸ˣ˶ˬ˪Policy Constraints x-Name Constraints .˫˧˩ˬ˸ˮ ˞˪ ˟ˣ˶˪ 

¶  ˪˷ ˢ˲˧˩˞OIDs .˰ˣ˴˧˟˪ ˢ˷˵ ˸˧˷˧˞ ˢˬ˞˸ˢ˟ ˣ˶˴ˣˮ˷ 

¶ (ˢˡ˷) ˢˮˣ˩˸ ˪˷ ˶ˢ˴ˣˬ ˞˪ ˨˶ˣ˞ .˧˲˧˴˲˯ ˶˴ˣˬ ˪˧˟ˠˢ˪ ˧ˣ˷˰   
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˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˷˪ˣ˥: 

 ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˸ˣ˩ˬ˸˯ˬ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥hash  ˣˬ˩)MD2 ˶˷˞˩ .˸ˣ˥˦˟ˣ˞ˬ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ (PKI 

˸˧˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˸˶˷˲˞ˬ hash  ˪˴ˮ˪ ˪ˣ˩˧ ˱˵ˣ˸ ,˸˥˦˟ˣ˞ˬ ˢˮ˧˞˷ˢ ˸˧˧˴˵ˮˣ˲˟ ˸ˣ˷˪ˣ˥- hash ˧ˡ˩

.˸ˣˡˣ˰˸ ˱˧˧ˤ˪  ˶˴˧˧˪ ˪ˠˣ˯ˬ ˱˵ˣ˸ ˫˞ ,˧˲˧˴˲˯ ˭˲ˣ˞˟hash collision  ˰ˮ˩˷˪ ˪ˣ˩˧ ˞ˣˢCA  ˪˰ ˫ˣ˸˥˪

ˢ ˶˷˞˩ ,˫˧˪˧ˠ˶ ˸ˣˡ˷ ˫˰ ˢˡˣ˰˸-hash ˪ ˢˢˤ ˫˧ˮ˩˸ ˫˸ˣ˞ ˪˷-hash  ˧ˡ˧ ˪˰ ˢ˶˴ˣˮ˷ ,˸˧ˮˣˡˤ ˢˡˣ˰˸ ˪˷

 ˧ˡ˧ ˪˰ ˢˬˣ˸˥ ˢˡˣ˰˸ ˶ˣ˴˧˪ ˨˩˟ˣ ˢˡ˧˲˵˟ ˶˥˟ ˞ˣˢ˷ ˫˧˩˶˰ ˫˰ ˱˵ˣ˸ˢCA  ˣˬ˩ ˫˧˰˧ˠ˲ ˸ˣˡ˷ ˢ˪˧˩ˬ˷

 ,ˢˮˣ˷ ˭ˬˤ ˱˵ˣ˸hostname  .'ˣ˩ˣ ˢˮˣ˷ 

 ˭ˣˠ˩ ˫˧ˮ˲ˡ˲ˡ ˢ˟ ˢ˲ˣ˵˸ˢ ˞˧ˢ ˫˧˶˩ˣˤ ˣˮ˧˵˪˥ ˢ˞˶ˮ˩˷ ˢ˲ˣ˵˸ :ˢ˶˰ˢChrome ,Firefox ,Edge ,Safari 

 ˸ˣ˥ˡ˪ ˣ˪˥ˢ˟ ˷ˣˬ˧˷ ˣ˷˰˷ ˸ˣˡˣ˰˸-SHA-1  ˥˩ˣˢ˷ ˭ˣˣ˧˩ˬ)POC ˢ ˸˞ ˯˶ˣˣ˶˪ ˶˷˲˞ˬ˷-hash ˭˩˪ˣ (

˟ ˫ˠ ˥ˣ˦˟ ˞˪ ˷ˣˬ˧˷ ˪˰ ˸ˣ˞˶˸ˢ ˳˧˲˵ˬ ˢ˧ˢ ˭˲ˡ˲ˡˢ-HTTPS ˭ˣˬˢ˷ ˞˧ˢ ˫ˣ˧ˢ ˡ˰ ˢ˶˸˲ˮ ˞˪˷ ˢ˧ˠˣ˯ .

˸ˣ˧˥˶ˤ˞ ˸ˣ˩˶˰ˬ\ ˟ ˢ˞˪ˬ ˢ˩˧ˬ˸ ˸ˣ˶˷˲˞ˬ ˭˧˧ˡ˰ ˸ˣ˧˥˶ˤ˞ ˞˪SHA-1 ˸ˣ˷˪˥ ˟ˣ˟˧ˠ ˸ˣ˦˧˷˟ ˢ˩˧ˬ˸ .

ˬ ˸ˣ˶˷˲˞˸ˬ ˱ˣ˩˞˪ ˨˶ˡ ˸ˬ˧˧˵ ˞˪˷ ˭ˣˣ˧˩˭˵˸ˢ ˸ˬ˶˟  ˸ˣ˦˧˷˟ ˷ˣˬ˧˷ˢ ˸˞hash  ˸˶˞˷ˮ ˢ˲˧˩˞ˢˣ

.ˡ˟˪˟ ˭ˬ˴˰ ˸ˣ˩˶˰ˬ˪ 

 

˸˥˦˟˞˪ ˸ˣ˴˪ˬˢ TLS ˢˮˣ˩ˮ ˢ˶ˣ˴˟ 
 

 ˸˰ˬ˦ˢ˪ ˢ˩˶ˡˢ ˵˧ˮ˰ˢ˪ ˭ˣˣ˩ˬ ˟ˣ˶˵ˢ ˵˶˲ ˸˸ˢTLS ˢ˧˴˵˧˪˲˞˟ ˭ˣ˩ˮ ˭˲ˣ˞˟ ˸˩˶˰ˬ /  .˷ˣˬ˧˷ ˣ˟ ˢ˷ˣ˰ˢ 

 ˟ˣ˷ ˰˧˟˴ˢ˪ˣ ˫˪ˣ˰ˢ ˪˩ ˸˞ˣ ˧ˬ˴˰ ˸˞ ˢˮ˦˵˟ ˥"˸˯˩˪ ˢ˴ˣ˶ ˵˶ ˧ˮ˞ ,˞ˣ˶˵˪ ˫˧˶ˢˬˬ ˫˸˞˷ ˧ˮ˲˪

 ˪˷ ˸˶˸ˣ˩˪ 

˵˶˲ˢ π /ˣ ˧ˮ˞ ."˸ˣ˴˪ˬˢ"ˣ˞ ˸˩˶˰ˬ ˭˧ˤˠˬˢ ˞˪ ˫˧˧˞˶˥˞ ˫ˣ˷˟ ˢ˶ˣ˴ ˸ˣ˧˰˟˪ ˣ˧ˢ˧˷ ˢˡ˧ˬ˟ ˣ˶˥˟˸ˣ ˰˧ˬ˦ˢ˪ 

˸˞ ˸ˣ˴˪ˬˢˢ ˵˶˲˟˷ ˮˢ ˸ˣ˶ˬ˪) ˪"ˢ˪˞ˣˣ˷ ˭s ˢ˪˥˞ ˦˶ˡˮ˦˯ .(˧˪˞ˬ˧ˮ˧ˬ  

 ˷ˬˬ˪ ˨˪ˣˢ ˞˪˷ ˧ˬ˪ ˫ˠ ˳˪ˬˣˬ ,ˢ˶˵ˬ ˪˩ˬTLS  ˡˬ˪ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ ˟ˣ˶˵ˢ ˵˶˲ˢ ˸˞ ˞ˣ˶˵˪ ˸˧˟˟ ˣ˪˴˞

.˭˧˧ˮ˰ˬˣ 

 ˪ˣ˵ˣ˦ˣ˶˲Response-Challenge: 

˪ˣ˵ˣ˦ˣ˶˲ Response-Challenge ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ ˸ˣ˧ˣˢˤ ˸ˣˬ˧˞,  ˸ˣ˷˧˪ ˢ˸ˣˢˤ ˸˞ ˢ˥˧˩ˣˬ ˸˥˞ ˸ˣ˷˧ ˣ˟˷

 ˸ˣ˷˧ ˢ˸ˣ˞˪ ˨˧ˣ˷ˬˢ ˡˣ˯ ˸˰˧ˡ˧ ˸ˮˠ˲ˢ˟ ˸˶˥˞.˪ˣ˵ˣ˦ˣ˶˲ˢ ˨˪ˢˬ˟ ˣˬ˴˰ ˡˣ˯ˢ ˸˞ ˱ˣ˷˥˪ ˧˪˟ˬ 

 ˞˧ˢ˷ ˢˡˣ˰˸ ˪˰ ˶ˣ˟˰˪ ˵˧˲˯ˬ ˞˪ ˧ˮ˷ˢ ˡ˴˟ ˢˮˣ˩ˮˢ ˸ˣ˷˧ˢ ˫˰ ˫˧˶˷˵˸ˬ ˣˮ˞˷ ˸ˣˢˤ˪ ˸ˮˬ ˪˰

˶ˠ˸˞˟ ˷ˣˬ˧˷ ˰˴˟˪ ˢ˟ˣ˥ .ˡ˟˪˟ ˸˥˪ˣ˷-.˭˩ ˫ˠ ˢˮ˰ˬ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˧˯˧˯˟ˢ ˭ˣ˧˰˶ˢResponse-Challenge  ˸˞ ˥ˣ˪˷˪ ˫ˣ˵ˬ˟ ,˦ˣ˷˲ ˡˣ˞ˬ ˸ˣ˧ˣˢˤ ˸ˣˬ˧˞˪

 ˢˬ˯˧˯ˢ ,˧ˣ˪ˠ ˭˲ˣ˞˟ ˢˬ˴˰ ˢˬ˯˧˯ˢˢˮ˲˴ˢ ˥˸˲ˬ˩ ˸˷ˬ˷ˬ  ˸ˣ˰˴ˬ˞˟ ˢˮ˲˴ˢ ˥˸˲ˬ˪ ˢ˶ˬˢ ˶˥˞˪
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˪˪˩ ˨˶ˡ˟) ˸ˬ˩˯ˣˬ ˢ˧˴˵ˮˣ˲  ˸˶ˣ˷˵˸ˢ ˳ˣ˶˰˟ ˫˧˶˟ˣ˰˷ ˫˧ˮˣ˸ˮˢ˷ ˨˩ ,(˸˧˲˶ˠˣ˦˲˧˶˵ ˟ˣ˟˧ˠ ˸˧˧˴˵ˮˣ˲

 .˞˧˶˵ ˟˴ˬ˟ ˫ˮ˧˞ 

˧˯ˬ ˫˧˶ˤˠˮ˷ ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ˟ ˷ˣˬ˧˷ˢ˞˶˵ˮ ˣ˸ˣˢˤ ˸˞ ˸ˬ˞˪ ˧ˡ˩ ˥ˣ˵˪ˢ ˸ˬ˯ ˵ˤ˥ ˸ˣˬ˧˞ ˸ˣ˦˷˲˟ .π 

 ˢˤ˧˞ ˣ˪ ˭˧˲˴˧˷ ˷˵˟ˬ ˞ˣˢ ˣ˟ ˸˶˷˪ ˶ˠ˸˞ ˥˪ˣ˷ ˥ˣ˵˪ˢstring ˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˫˰ ˧˪˞ˬˣˡˮ˶˸˶˷ˢ ˪ 

 ˣ˸ˣ˞˪ ˣ˸ˣ˞ ˢˣˣ˷ˬˣ ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˸˞ ˵˶˲ˬ (ˢˡˣ˰˸˟ ˞˴ˬˮ˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟) ˥ˣ˵˪ˢ ˤ˞ˣ

string ˣ˸ˣ˞ ˸˞ ˭˧˲˴ˢ˪ ˸ˮˬ ˪˰˷ ˧˰ˬ˷ˬ ˡ˥ ˭˲ˣ˞˟ ˥˧˩ˣˬ˷ ˢˬ .string  ˥˸˲ˬ˟ ˵˧ˤ˥ˢ˪ ˟˧˧˥ ˸˶˷ˢ

 ˧˦˶˲ˢπ .ˣ˸ˣˢˤ ˸˞ ˶˷˞ˬ˷ ˢˬ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˫˷˧˧˪ ˭˸˧ˮResponse-Challenge ˸ˣ˵˧ˮ˩˦ ˸ˣ˰˴ˬ˞˟ :˫˧˩˶ˡ ˶˲˯ˬ˟ ˸ˣ˧˶˦ˬ˧˯ ,ˡ˟˪˟ 

˟ˣ˪˧˷˟ ˞ ˢˮ˲˴ˢ-˸˧˶˦ˬ˧˯ ˸˦˧˷˟ ˣ˞ ˰ˡ˧ ˯˲˞˟ ˢ˥˩ˣˢ. 

˶ˠ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˥˲˪ ˷ˬˬ˪ ˢ˟ˣ˥ ˢ˪˥- ˷ˣˬ˧ˬ ˸˶ˠ˯ˬ˟ ˡ˥˞ ˢˮ˰ˬTLS. 

 

˶ˠ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ ˫ˣ˷˧˧- ˪˰ ˯˯ˣ˟ˬˢ ˢˮ˰ˬ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ 

˭ˣˮˠˮˬ 509.X  ˶ˠ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ ˫˷˧˧ˬ- ˪˰ ˫˧˩ˬ˸˯ˬ ˣ˪˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲ .˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˰ ˯˯ˣ˟ˬˢ ˢˮ˰ˬ

 ˫˧˰˴ˬ˞˟ ˥˧˩ˣˬˢ ˪˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˪˷ ˸ˣˬ˧˞ˢ ˥˸˲ˬ ˸˞ ˠ˧˷ˢ˪ ˪ˠˣ˯ˬ ˸ˬ˞ˬˢ ˧˩ ˢ˥ˮˢˢ

˫˧˪˟ˣ˵ˬ ˦˵˧˲˧˦˶˯ ˸ˣ˰˴ˬ˞˟ ˣˬ˩ (˷ˬ˸˷ˬ˪ ˫˸ˣ˩˧˧˷ ˸˞ ˫˧˥˧˦˟ˬˢ) ˧˟ˬˣ˲ ˥˸˲ˬ.  ˭˪ˢ˪н  ˸ˣ˞ˬˠˣˡ

.˫˧˧˶˦ˬ˧˯ˢ ˸ˣˬ˧˞ˢ ˧ˮˣˮˠˮˬ ˶ˣ˟˰ ˢˤ ˠˣ˯ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲˪ 

 ˸ˣˬ˧˞ˡ˥-:˭ˬˤ ˫˸ˣ˥ ˫˰ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˯˯ˣ˟ˬ ˧ˡˡ˴ 

˸ˬ˞ˬˢ ,˫ˣ˸˥ˢ ˶˯ˬˢ ˸˪˟˵˟ .ˣ˪˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥˟ ˫ˣ˸˥ˢ ˭ˬˤ ˫˸ˣ˥ ˥˪ˣ˷ ˥˧˩ˣˬˢ B  ˞ˡˣˣ˪ ˪ˣ˩˧

˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟ A  ˸ˬ˞ˬˢ ˪˰ .ˣ˸ˣˢˤ ˸˞ ˪˟˵ˬ ˞ˣˢ ˢˤ˟ˣ ˣˡ˧ ˪˰ ˢ˸˷˰ˮ ˭˩˞ ˢˬ˧˸˥ˢ ˧˩

 ˪˷ ˧˟ˬˣ˲ˢ ˸ˣˬ˧˞ˢ ˥˸˲ˬ ˸˞ ˷˞˶ˬ ˠ˧˷ˢ˪ ˭˟ˣˬ˩ ˣ˸ˣˬ˪˷ ˸˞ ˣ˶ˣ˟˰ ˣ˥˧˦˟˧˷ ˫˧˰˴ˬ˞˟ ,˶ˣˬ˞˩ ˫˸ˣ˥ˢ

˫˸ˣ˥˪ ˣ˸ˣ˩˧˧˷ˣ. 

:˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˰ ˯˯ˣ˟ˬˢ ˧˞˶˵˞ ˶˲˯ˬ ˫˰ ˸ˣˬ˧˞ ˪ˣ˵ˣ˦ˣ˶˲ 

 ˢˤ ˨˶˰ ˪˰ ˫˸ˣ˥ ˞ˣˢ ˢ˷ˣ˰ ˥˧˩ˣˬˢ˷ ˢˬ ˪˩ˣ ˞˧˶˵ ˟˴ˬ˟ ˧ˬ˰˲ ˡ˥ ˧˞˶˵˞ ˨˶˰ ˥˧˩ˣˬ˪ ˥˪ˣ˷ ˸ˬ˞ˬˢ

ˣˡ ˸ˣˬ˧˞ ˪ˣ˵ˣ˦ˣ˶˲ .ˢˬ˧˸˥ˢ ˫˰ ˡ˥˧ ˸ˬ˞ˬ˪ ˣ˶˧ˤ˥ˬˣ-ˣ˟ˬ ˧ˡˡ˴ ˡ˟˪ˬ ˣˬˡˣ˵˪ ˢˢˤ ,˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˯˯

˫ˢ˪˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˭ˣˮˠˮˬ ˸˶ˤ˰˟ ˫˧ˬˣ˸˥ ˫˧˧˞˶˵˞ ˫˧˩˶˰ ˢˤ˪ ˢˤ ˫˧˥˪ˣ˷ ˫˧ˡˡ˴ˢ ˧ˮ˷˷ ˸˞ˤ. 

 

  

https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%A4%D7%9F_%D7%A1%D7%99%D7%9E%D7%98%D7%A8%D7%99
https://he.wikipedia.org/wiki/%D7%9E%D7%A4%D7%AA%D7%97_%D7%A6%D7%99%D7%91%D7%95%D7%A8%D7%99
https://he.wikipedia.org/wiki/%D7%94%D7%95%D7%9B%D7%97%D7%94_%D7%91%D7%90%D7%A4%D7%A1_%D7%99%D7%93%D7%A2
https://he.wikipedia.org/wiki/X.509
https://he.wikipedia.org/wiki/%D7%9E%D7%A4%D7%AA%D7%97_%D7%A4%D7%95%D7%9E%D7%91%D7%99
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Server Configuration 

ˡ˟˪˟ ˫˧˵ˤ˥ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˩˧ˬ˸: 

˧˪ˣ˵ˣ˦ˣ˶˲˪ SSL  ˦ˮ˶˦ˮ˧˞ ˧ˬˣ˷˧˧ .˪˪˩ ˫ˢ˟ ˷ˬ˸˷ˢ˪ ˞˪ ˳˪ˬˣˬˣ ˸ˣ˷˪ˣ˥ ˪˷ ˟˶ ˶˲˯ˬ ˷˧ ˸ˣ˶˦ˬ˪

˟ ˵˶ ˨ˣˬ˸˪ ˫˧˩˧˶˴ ˸ˣ˧˪˪˩- TLS 1.2-x TLS 1.3 ˰ˣˡ˧˷ ˫ˣ˵ˬ˟ .˫˧˸˟˷ˣˬ ˫˧˶˥˞ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˩ ˶˷˞˩

˭ˣˠ˩) ˫˧˩ˬ˸ˮ ˫ˮ˧˞˷ ˫˧˶˸˞ ˧ˮ˲ˡ˲ˡ ˫˰ ˫ˡˣ˵ ˶ˣˡˬ ˸ˣ˥ˣ˵˪˟ ˨ˣˬ˸˪ ˨˧˶˴ ˦ˮ˶˦ˮ˧˞ ˸˶˷ ˧˩Internet 

Explorer 10 ˪ ˶˷˲˞˪ ˨˶ˣ˴ ˢ˧ˢ˧ˣ ˭˩˸˧ ,(- TLS 1.0ˢ˩˧ˬ˸ ˵˲˯˪. 

˧ˮ ˞˪˷ ˢ˶˵ˬ˟ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ ˰ˣˮˬ˪ ˭˸legacy  ˢ˟˥˶ˢˢ ˸˞ ˱˧˯ˣˢ˪ ˷˧"TLS_FALLBACK_SCSV" 

 ˸ˣ˲˵˸ˬ ˰ˣˮˬ˪ ˸ˮˬ ˪˰downgrade  .˥ˣ˵˪ ˡ˴ˬ 

ˡ˟˪˟ ˫˧˵ˤ˥ ˫˧ˮ˲˴˟ ˢ˩˧ˬ˸: 

) ˫˧ˮ˲˴ ˪˷ ˟˶ ˶˲˯ˬ ˫ˮ˷˧ciphers ) ˫˧ˮ˲˴ ˸ˣ˪˧˟˥ˣ (ˤ˰˪˟cipher suites˷ (-TLS  ˸ˬ˶ .˫ˢ˟ ˨ˬˣ˸

 ˭˲ˣ˴˟ ˷ˣˬ˧˷ ˶˷˲˞˪ ˱ˣ˞˷˪ ˷˧ ˡ˧ˬ˸ ,˶˷˲˞˸ˬ˷˩ .˶˥˟ˮ˷ ˭˲ˣ˴ˢˬ ˸ˣ˶˧˷˧ ˸˰˲˷ˣˬ ˢ˥˦˟˞ˢGCM 

)Galois Counter Mode˪ ˢ˩˧ˬ˸ ˵˲˯˪ ˷˶ˡˮˣ ˢˡ˧ˬ˟ ,˸˞ˤ ˫˰ .(-legacy clients ˫˧˧ˣ˷˰ ˫˧˶˥˞ ˫˧ˮ˲˴ ,

 .˫˧˧˥˶˩ˢ ˸ˣ˧ˢ˪ 

:˸ˣ˸˧ˬ˴˪ ˫˧˞˟ˢ ˫˧ˮ˲˴ˢ ˸˞ ˸˧˟˷ˢ˪ ˷˧ ,˸ˣ˥˲ˢ ˪˩˪ 

¶ Null ciphers 

¶ Anonymous ciphers 

¶ EXPORT ciphers 

 ˧˶˦ˬ˶˲˟ ˷ˣˬ˧˷Diffie-Hellman ˫˧˵ˤ˥ 

 ˠˣ˯ˬ ˥˸˲ˬ ˸˲˪˥ˢ˟ ˫˧˷ˬ˸˷ˬˢ ˫˧ˮ˲˴˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩Diffie Hellman  ˫˸ˣ˞ ˸ˣ˞˶˪ ˪˩ˣˮ)

˸ˣ˟˧˸ˢ ˧˷˞˶ ˧ˡ˧ ˪˰ ˭˲ˣ˴ˢ ˫˷˟ ˫˧ˮˬˣ˯ˬ "DHE" ˣ˞ "EDH"( ˧˲˧ˡ ˪˷ ˫˧˶˦ˬ˶˲˟ ˷ˬ˸˷ˢ˪ ˷˧- ˭ˬ˪ˢ

 ˸ˣ˥˲˪ ˪˷ ˨˶ˣ˞˟ ˫˧˥˦˟ˣ˞ˬнлпу :˪"ˮˢ ˠˣ˯ˢˬ ˥˸˲ˬ ˶˴˧˧˪ ˭˸˧ˮ ˡ˴˧˩ ˫˧ˠˡˮ .˦˧˟ 

openssl dhparam 2048 -out dhparam2048.pem 

:˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸ˬ˧˸˥ ˪˷ ˵˶˲˟ ˣˮˡˬ˪˷ ˧˲˩ ˥˸˲ˬˢ ˭˩ˣ˸ ˪˰ ˪˩˸˯ˮ 

C: \ Users \ Jonathan Elkabas >openssl dhparam - in  dhparam2048.pem - noout - text  

    DH Parameters :  ( 2048  bit )  

        prime :  

            00: cf : ec : ec : 0b: 44: 17: d3: 05: 29: 0e: c3 : 0e: 03: 2b:  

            9b: 61: 2a: 97: e7: 57: 66: e5: 54: 83: 5f : 54: b7: c0 : 6e:  

            c6 : 19: 9a: 46: 80: 66: 12: e4: 06: b5: 71: 82: 47: e1: 2b:  

            82: c8 : b8: 13: 9d: be: 87: cb : e6: f9 : 00: 94: 39: d0: 4d:  

            fe : ab: 92: 4b: 19: 62: 87: ac : 04: df : 1c : e4: dd: 56: 5f :  

            fb : 55: 53: d8: 33: d1: a9: 14: e2: b5: 60: ea: 4c : 3d: 21:  

            46: b7: e2: a4: cf : f3 : 24: 28: 94: cd : fd : 6b: 51: 22: 3c :  

            0b: 95: 73: 36: 64: 8a: d6: 2a: 85: d1: 1f : 93: 99: 89: 53:  

            c9 : 40: c1 : c6 : 15: 6d: 29: 5e: 13: 60: 4b: a0: 48: e4: f3 :  

            94: ab: 90: f6 : 32: 9c : 02: c6 : 6e: a2: d0: 1c : f6 : 85: 5d:  

            ca : ae: 40: 2c : 67: 1d: 90: cb : cd : d2: 8d: 81: 48: 81: 6c :  

            73: bd: 34: 50: fb : e1: 37: 3e: bc : 9f : 05: 5d: 31: 46: 29:  

            12: e4: 36: 47: 0d: 19: af : 5c : 19: 71: 6e: 71: 4f : 7e: d3:  
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            c4 : ea: 82: 1c : c0 : cd : 2b: 66: 8f : 0d: 19: 7a: d2: b5: 30:  

            a0: d7: a1: 61: 92: 44: 63: 77: 25: 86: 9a: 7c : bc : ac : 5e:  

            16: 29: f1 : 58: 40: 82: fb : e0: 9e: 38: b0: df : 98: ba: de:  

            22: 56: f7 : bd: 1b: 9a: 1f : 44: 98: 61: 95: a6: f4 : 1f : d5:  

            9c : db 

        generator :  2 ( 0x2 )  

 ˶˸˞˟WeakDH  ˭ˣˠ˩) ˫˧˸˶˷ ˠ˲ˮ˵˪ ˡ˴˧˩ ˧˸ˣ˩˧˞ ˨˧˶ˡˬ ˫˧˧˵apache HTTP, ngix, Microsoft IIS, 

apache Tomcat  ˥˸˲ˬ ˫˰ ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ( 'ˣ˩ˣDH: 

https://weakdh.org/sysadmin.html 

ˢ˯˧˥ˡ ˪ˣ˦˧˟ 

) ˸˯˧˥ˡ ˸˞ ˸˧˟˷ˢ˪ ˷˧compression( TLS ˸ˣ˰˧ˠ˲ ˧ˮ˲ˬ ˭ˠˢ˪ ˸ˮˬ ˪˰  ˢˮˣ˩ˬˢ CRIME ˢ˪ˣ˪˰˷

 ˭ˣˠ˩ ˷˧ˠ˶ ˰ˡ˧ˬ ˶ˤ˥˷˪ ˶˷˲˞˪Cookies ˱˵ˣ˸ ˧ˡ˧ ˪˰ ˢ˪˰˲ˢ.  ˱˵ˣ˸˪ ˸˶˷˲˞ˬ ˣˤ ˢ˵˧ˮ˩˦

˸ˣ˪˰˲ˢ ˱ˣ˦˥˪ SSL ˧˴˟ˣ˵ ˸˟˧ˮˠ ˧ˡ˧ ˪˰ Cookies ˸˵˶ˤˢ ˸ˣ˰˴ˬ˞˟ ˫˧˷ˬ˸˷ˬ ˪˷ ˫˧˥˦˟ˣ˞ˬ 

JavaScript  .˭˲ˡ˲ˡ˪ 

patching  ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˧˶˲˯ 

˧˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˧ˣ˰˧ˠ˲˪ ˱˯ˣˮ˟ SSL ˣ TLS -˸ˣ˷ˬˬˢ ˸ˣ˧˶˲˯˟ ˸ˣ˧˶ˣ˦˯˧ˢ ˸ˣ˧ˣ˰˧ˠ˲ ˪˷ ˟˶ ˶˲˯ˬ ˣ˧ˢ 

SSL xTLS- ˶˷˞˩ Heartbleed  ˸˧˧˶˲˯˟ ˸ˣ˰˧ˠ˲ˬ ˢ˞˴ˣ˸˩)Opensslˡ˥˞ ˪˩˪ ˶˷˲˞ ˠ˞˟ˢ , 

[˸˧˦˯˧˦˦˯]  ˸ˣ˧˶˲˯ˢ˷ ˞ˡˣˣ˪ ˟ˣ˷˥ .˶˸ˣ˧˟ ˢ˰ˣˡ˧ˢ ˢ˸˧˧ˢ (˸ˣˮˠˣˬˢ ˸ˣ˩˶˰ˬˢ ˭ˣ˶˩˧ˤ ˸˞ ˞ˣ˶˵˪

˟ ˸ˣˮ˩ˡ˰˸ˬ ˣ˪˪ˢ-patching .˶˸ˣ˧˟ ˫˧ˮˣ˶˥˞ˢ ˢ˥˦˟˞ˢ 

˸˶˷ˢ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸˵˧ˡ˟ 

 ˶˲˯ˬ ˳˧˶ˢ˪ ˟ˣ˷˥ ,˥˷˵ˣˢ ˸˶˷ˢ˷ ˶˥˞˪) ˸ˣ˵˧ˡ˟tests ˡˬˣ˰ˣ ˠ˲ˣˮ˵ˬ ˭˩˞ ˞ˣˢ ˧˩ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ (

˸ˣ˵˧ˡ˟ˢ ˸˞ ˰˴˟˪ ˫˧˶ˤˣ˰˷ ˫˧˪˵ ˶˲˯ˬ ˫ˮ˷˧ .ˣˮ˷˶ˡ˷ ˸ˣ˷˧˶ˡ˟ ˸˧˸ˣ˩˧˞ˣ ˢ˶˧ˢˬ ˢ˶ˣ˴˟  . 

Online tools: 

¶ SSL Labs Server Test 

¶ Observatory by Mozilla 

Offline tools: 

¶ O-Saft - OWASP SSL advanced forensic tool 

¶ testssl.sh - Testing any TLS/SSL encryption 

¶ SSLScan - Fast SSL Scanner 

¶ SSLyze 

 

  

https://weakdh.org/sysadmin.html
https://www.ssllabs.com/ssltest
https://observatory.mozilla.org/
https://wiki.owasp.org/index.php/O-Saft
https://testssl.sh/
https://github.com/rbsec/sslscan
https://github.com/iSECPartners/sslyze
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 ˷ˣˬ˧ˬTLS ˢ˧˴˵˧˪˲˞˟ 

 ˪˷ ˣˬ˴˰ ˷ˣˬ˧ˬ˪ ˶ˣ˷˵ˢ ˪˩˟TLS :˫ˢ˧˶˥˞ ˟ˣ˵˰˪ ˳˪ˬˣˬ˷ ˯˧˯˟ ˧˪˪˩ ˢˬ˩ ˫ˮ˷˧ ,ˣˬ˴˰ ˫ˣ˷˧˧˟ 

 

 ˸ˬ˷ˢTLS ˫˧˲ˡˢ ˪˩˟ 

˟ ˷ˬ˸˷ˢ˪ ˷˧- TLS˧˲ˡ ˣˬ˩ ˫˧˷˧ˠ˶ ˫˧˟˷˥ˮ˷ ˣ˪˞˟ ˵˶ ˞˪ˣ ,˫˧˲ˡˢ ˪˩˪login   ˣ˞Checkout .  ˫ˮ˷˧ ˫˞

˟ ˷ˣˬ˧˷ˢ ˸˞ ˫˧˲˩ˣ˞ ˫ˮ˧˞˷ ˫˧˲ˡ TLS - ˰˴˟˪ ˸ˣˮˬˡˤˢ ˱˵ˣ˸˪ ˸˸˪ ˫˧˧ˣ˷˰ ˫ˢsniffing  ˷˧ˠ˶ ˰ˡ˧ˬ˪

 ˭ˣˠ˩session tokens˵˧˶ˤˢ˪ ˣ˞ , JavaScript ˪ ˧ˮˣˡˤ-responses  ˡˠˮ ˸ˣ˶˥˞ ˸ˣ˲˵˸ˢ ˰ˣ˴˧˟˪ ˫ˣ˷˧˧ˢ ˪˷

˷ˬ˸˷ˬˢ. 
 

˧˶ˣ˟˧˥˪ ˦ˮ˶˦ˮ˧˞ˢ ˸˶˷ ˸˞ ˶˷˵˪ ˭ˣ˩ˮ ˢ˧ˢ˧ˣ ˭˩˸˧ ,˫˧˧˶ˣ˟˧˴ ˫˧ˬˣ˷˧˧ ˶ˣ˟˰ HTTP  ˦˶ˣ˲˟ ˫˧ˮ˲˴ˣˬ ˞˪ул ,

˫˰ ˶˷˧ ˶ˣ˟˧˥ˢ ˸˞ ˟˸ˮ˪ ˸˧ˮˣ˷˞˶ ˸ˣ˵˷ˬˬ˸ˢ ˶˥˞˪ˣ permanent redirect  )HTTP 301 ˸ˮˬ ˪˰ (

˧˪˵ˬˢ ˫˧˷ˬ˸˷ˬ˪ ˶˸ˣ˧ ˢ˟ˣ˦ ˢ˧ˣˣ˥ ˵˲˯˪˭˧˧ˬˣˡˢ ˫˷ ˸˞ ˸˧ˮˡ˧ ˫˧ˡ.   ˸ˣ˰˴ˬ˞˟ ˢˤ˟ ˨ˣˬ˸˪ ˷˧header 

 ˪˷HSTS )HTTP Strict Transport Security ˨˶ˡ ˶˸˞˪ ˡ˧˸˰˟ ˢ˷˧ˠ ˫˧˷ˬ˸˷ˬ ˫˸ˣ˞ˬ ˰ˣˮˬ˪ ˧ˡ˩˟ (

HTTP. 

 

˧˞- ˭˩ˣ˸ ˭˧˟ ˟ˣ˟˶˰TLS ˞˪˪ TLS 

˸ˣ˰˴ˬ˞˟ ˭˧ˬˤˢ ˱ˡ TLS ˭ˣˠ˩) ˫˧˟˞˷ˬ ˪ˣ˪˩˪ ˶ˣˬ˞ ˞˪ JavaScript ˣ˞CSS  ˸ˣ˰˴ˬ˞˟ ˫˧ˮ˰˦ˮ˷ ˫˧˴˟˵˩ (

HTTP .˭˲˴ˣˬ ˞˪  ˰˴˟˪ ˱˵ˣ˸˪ ˶˷˲˞˪ ˫˧˪ˣ˩˧ ˫˧ˮ˲˴ˣˬ ˞˪ ˫˧˟˞˷ˬsniffing ˪- session cookies ˣ˞ ˶˸˞˟

ˡˣ˵ ˸˵˶ˤˢ ˰˴˟˪ ˱ˡ˪. ˨˶ˡ ˪˧˰˲ ˭˩ˣ˸ ˭ˣ˰˦˪ ˸ˣˮˣ˧˯˧ˮ ˣˬ˯˥˧ ˫˧˧ˮ˶ˡˣˬ ˫˧ˮ˲ˡ˲ˡ˷ ˭˧˧˴˪ ˟ˣ˷˥ ,˭˩ ˣˬ˩ 

HTTP ˫˧˥˦˟ˣ˞ˬ ˫˧˲ˡ˪ ˭˲˴ˣˬ ˞˪. 

 

 ˪ˠˡ ˸ˬ˷ˢñSecureò cookie 

ˢ ˪˩-cookies  ˫˰ ˸ˣˮˬˣ˯ˬ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ñsecureò attribute ˨˶ˡ ˵˶ ˭˸ˣ˞ ˥ˣ˪˷˪ ˭˲ˡ˲ˡ˪ ˶ˬˣ˞˷ ,

 ˶ˣ˟˧˥HTTPS  ˸ˣ˷˰˪ ˧ˮˣˡˤ ˷ˬ˸˷ˬ ˪˷ ˭ˣ˧˯˧ˮ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ˭˲˴ˣˬsniffing  ˶ˣ˟˧˥˪HTTP  .˭˲˴ˣˬ ˞˪

 ˦˶ˣ˲˟ ˭˧ˤ˞ˬ ˞˪ ˶˸˞ˢˣ ˢ˶˵ˬ˟ ˫ˠ ˢ˟ˣ˷˥ ˣˤ ˢ˶ˡˠˢул )HTTP˧ ˱˵ˣ˸˷ ˭ˣˣ˧˩ˬ ( ˰˴˟˪ ˪ˣ˩active MITM 

 ˷ˬ˸˷ˬ˪ ˠ˧˴ˢ˪ˣspoofed webserver  ˦˶ˣ˲˟ул .˷ˬ˸˷ˬˢ ˪˷ ˶ˣ˟˧˥ˢ ˰ˡ˧ˬ ˸˞ ˟ˣˮˠ˪ ˨˩ˣ 

 

 ˸˰˧ˮˬcaching ˷˧ˠ˶ ˰ˡ˧ˬ˪ 

˷ ˸ˣ˶ˬ˪- TLS  ˫ˢ˷ ˰ˠ˶˟ ˫˧ˮˣ˸ˮ ˪˰ ˢˮˠˢ ˪˩ ˵˲˯ˬ ˣˮ˧˞ ˞ˣˢ ,˫˧˶˟ˣ˰ ˫ˢ˷ ˭ˬˤ˟ ˫˧ˮˣ˸ˮ ˪˰ ˢˮˠˢ ˵˲˯ˬ

.˫˸ˣ˞ ˢ˷˵˧˟˷ ˸˩˶˰ˬ˪ ˫˧˰˧ˠˬ  ˭˲ˡ˲ˡ ˪˷ ˭ˣˬ˦ˬˢ ˭ˣ˶˩˧ˤ˟ ˭˯˥ˣ˞ˬ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˢˤ ˰ˡ˧ˬ ,ˢ˪˞˩˩

 ˪˩ ˧ˡ˧ ˪˰ ˣ˞ ,˷ˬ˸˷ˬˢintercepting proxies  ˥ˣˮ˰˲ ˰ˣ˴˧˟˪ ˫˧˶ˡˠˣˬˢTLS. 
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˟ ˷ˬ˸˷ˢ˪ ˷˧ ,˸ˣ˟ˣˠ˸˟ ˫˧˶ˤ˥ˣˬ ˫˧˷˧ˠ˶ ˫˧ˮˣ˸ˮ ˶˷˞˩-header ˪˷ HTTP  ˭˲ˡ˲ˡ˪ ˸ˣ˶ˣˢ˪ ˸ˮˬ ˪˰

˪ ˧ˡ˩˟ ,˰ˡ˧ˬˢ ˸˞ ˭ˣˬ˦ˬ˟ ˶ˣˬ˷˪ ˞˪ ˧˯˵ˣ˶˲ ˧˸˶˷˪ˣ˫˧˶˥˞ ˫˧˷ˬ˸˷ˬ˪ ˣ˸˶ˤ˥ˢ˪ ˣ˞ ˣˮˣ˯˥˞ ˸˞ ˰ˣˮˬ. 

ˢ ˸˶ˡˠˢ ˧ˡ˧ ˪˰ ˸˞ˤ ˠ˧˷ˢ˪ ˭˸˧ˮ-headers ˪˷ HTTP ˢ˟ˣˠ˸˟ ˫˧˞˟ˢ: 

Cache-Control: no-cache, no-store, must-revalidate 
Pragma: no-cache 
Expires: 0 

 

˟ ˷ˣˬ˧˷-HSTS 

 ,˫ˡˣ˵ˬ ˶˩ˤˣˢ˷ ˧˲˩HTST  ˰˴˟˪ ˡ˧ˬ˸ ˷ˬ˸˷ˬˢ ˪˷ ˭˲ˡ˲ˡ˪ ˢ˶ˣˬrequest  ˨˶ˡ ˶˸˞ˢ ˱ˡ˪HTTPS ,

 ˸˰ˬ˦ˢ ˪˰ .˸ˣ˧˵ˣ˥ ˞˪ ˸ˣˡˣ˰˸˪ ˰ˠˣˮ˟ ˸ˣ˶ˢˤ˞ˢ ˸˞ ˱ˣ˵˰˪ ˫˧˷ˬ˸˷ˬˬ ˰ˮˣˬ ˱˯ˣˮ˟ˣHSTS  ˶˷˲˞

˟ ˞ˣ˶˵˪˨ˬ˯ˬ :ˢ˞˟ˢ 

HTTP Strict Transport Security cheatsheet 

˥ˣ˵˪ ˡ˴˟ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ 

 ˫˧˷ˬ˸˷ˬ ˸˧˯ˣ˲˧˦ ˢ˶ˣ˴˸˟-˟TLS ˰ ,˸˶˷ˢ ˸ˣˢˤ ˸˞ ˸ˬ˞˪ ˪˩ˣ˧ ˥ˣ˵˪ˢ˷ ˸ˮˬ ˪˰ ˸˶˷ ˡ˴˟ ˸ˣˡˣ˰˸ ˫

ˣˤˢ ˢ˷˧ˠ˟ ˸ˣ˧˶˵˧˰ ˸ˣ˷˪ˣ˥ ˧˸˷ ˸ˣˬ˧˧˵ ,˸˞ˤ ˫˰ .˫ˢ˧ˮ˧˟ ˭˲˴ˣˬ ˶ˣ˟˧˥ ˵˲˯˪ˣ: 

¶  ˶˟ˣˡˬ ˫˞ ˢˬ) ˥ˣ˵˪ˢ ˸ˣˢˤ ˸ˣˬ˧˞˪ ˭ˣˮˠˮˬ ˫ˣ˷ ˭˧˞ ˸˶˷˪ ˣˮ˸ˮ˧˥˟ˬ ˢ˪˷ ˧˶˵˧˰ˢ ˟˞˷ˬ˷ ˸˩˶˰ˬ˟

(?˸˶˷ˢ ˞˵ˣˣˡ ˞ˣˢ 

¶  ˰˴˟˪ ˭˸˧ˮinterception ˪ ˢ˲˵˸˷ ˢˡˣ˰˸ ˠ˧˷ˢ˪ ˪ˠˣ˯ˬ˷ ˱˵ˣ˸ ˧ˡ˧ ˪˰ ˶ˣ˟˧˥˪-domain. 

 ˢˡˣ˰˸ ˫˰ ˸˶˷˪ ˣ˸ˣˢˤ ˸˞ ˥˧˩ˣ˧ ˥ˣ˵˪ˢ˷ ˢ˷˧˶ˡ ˧ˡ˧ ˪˰ ˣ˪˪ˢ ˸ˣ˧ˠˣ˯˟ ˪˲˦ˬ ˥ˣ˵˪ ˡ˴ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷

˷ ˣ˸ˣˢˤ ˪˷ ˵ˤ˥ ˸ˣˬ˧˞ ˵˲˯ˬ ˵˶ ˞˪ ˢˤ .ˣ˪˷ˬ˥ˣˮ˰˲ ˰˴˟˪ ˫˧˧ˮ˧˟ ˫˶ˣˠˬ ˰ˮˣˬ ˫ˠ ˞˪˞ ,˥ˣ˵˪ˢ ˪ TLS  ˫ˠ

˸ˡˣ˰˸ ˪˰ ˣ˩ˬ˯ ˫ˢ ˫˞ CA ˥ˣ˵˪ˢ ˪˷ ˸˩˶˰ˬ˟.˧ˮ˧˴˶ ˶ˡ˵ ˢˤ ...˪˟˞ , 

˸ˣ˧˶˵˧˰ ˸ˣ˟˧˯ ˶˲˯ˬ ˟˵˰ ˸ˣ˧˶ˣ˟˧˴ ˸ˣ˩˶˰ˬ˟ ˥ˣ˵˪ ˸ˣˡˣ˰˸˟ ˫˧˷ˬ˸˷ˬ ˸ˣ˵ˣ˥˶ ˫˧˸˰˪: 

¶ ) ˸ˣ˶ˣ˵˸ ˸˶˶ˣˠ ˥ˣ˵˪ ˸ˣˡˣ˰˸ ˪ˣˢ˧ˮˣ ˸˵˲ˮˢoverheads ˸ˣ˧˟˧˦˶˦˯˧ˮ˧ˬˡ˞ (˸ˣ˧˸ˣ˰ˬ˷ˬ. 

¶ ˥ˣ˵˪ ˡ˴˟ ˸ˣˡˣ˰˸ ˸ˮ˵˸ˢ˪ ˵˟˞˧ˢ˪ ˫˧˧ˣ˷˰ ˫˧˧ˮ˩˦ ˞˪ ˫˧˷ˬ˸˷ˬ. 

¶ ˥ˣˮ˰˲ TLS ˥ˣ˵˪ˢ ˸ˣˡˣ˰˸ ˪˷ ˸ˣˬ˧˞˟ ˭ˣ˪˷˧˩˪ ˞˧˟˧ ˫˧˟˶ ˫˧ˮˣˠ˶˞ ˷ˬ˷ˬˢ. 

ˣ˞ ˫˧ˬˣ˷˧˧˟ ˥ˣ˵˪ ˡ˴ ˸ˣˡˣ˰˸ ˪˷ ˪˞˧˴ˮ˦ˣ˲ˢ ,˸˞ˤ ˫˰ APIs  ˶˲˯ˬ ˫ˮ˷˧ ˶˷˞˩ ˡ˥ˣ˧ˬ˟ ,ˢˣ˟ˠ ˨˶˰ ˪˰˟

ˮ˩˦ ˢˮ˧˥˟ˬ ˫˧ˬ˩˥ˣ˸ˬ ˫˧˷ˬ˸˷ˬ ˪˷ ˭˦˵ˣˠ˶˞ ˣ˸ˣ˞ˬ ˵˪˥ ˫ˢ ˫˧˷ˬ˸˷ˬˢ ˪˩ ˶˷˞˩ ˣ˞ ,˸˧ ˣ˞) ˭

˸˩˶˰ˬ  /.(˧˪˩ 

 ˸˰ˬ˦ˢ˪ ˢ˧˴˵˧˪˲˞ˢˣ ˸˶˷ˢ ˠˣ˲ˮ˧˵ˬ ˸ˣ˥˲ ˞˪ ˟ˣ˷˥ ˞˷ˣˮTLS  ˞ˣˢ ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ˞˷ˣˮ ˷ˣˬ˧ˬ

˸ˣˡˣ˰˸ˢ ˷ ˭ˣˣ˧˩ˬ ˨˞ ˨ˬ˯ˬˢ ˪˷ ˪˰ˢ ˸˶˦ˬ ˢ˸˧˧ˢ ˣˤ ˢ˷˰ˬ˪ .ˢ˟ˣ˦ ˢ˶ˣ˴˟-TLS  ˣˮ˞˷ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ

 ˷ˣˠ˲ˮ˦˵˧ˣ˶˲ ˪˩˟ ˦˰ˬ˩  ˸˸ˢ ˸˶˦ˬ ,˸˞ˤ ˫˰ .˫˪˷ ˵˶˲ ˸˸ ˣ˪ ˷˧ˡ˵ˢ˪ ˦˪˥ˣˢ ,˸˶˥˞ ˣ˞ ˣˤ˩ ˢ˶ˣ˴˸˟

 ˞˟ˢ ˵˶˲π ""ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ˸ˣˡˣ˰˸ ˷ˣˬ˧ˬ˪ ˸ˣ˴˪ˬˢ  ˫˧ˡˣˬ˰ ˶˲˯ˬ˪ ˨ˬ˯ˬˢ ˪˩ ˸˞ ˫˩˯˪ˣ ˯ˮ˩˪ ˢˮ˧ˢ

  .˧ˡ˧˸˰ ˧˪˦˵˧ˣ˶˲ ˨˧˪ˢ˸ ˪˩˟ ˧˸ˣ˩˧˞ ˯ˮ˶˲˶ˣ ˭˧˧ˮ˟ ˭˟˞ ˸ˣˣˢ˪ ˸ˮˬ ˪˰ ˫˧ˡˡˣ˟ 

https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
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ˮˣ˩ˮ ˢ˶ˣ˴˟ ˸ˣˡˣ˰˸ ˷ˣˬ˧ˬ˪ ˸ˣ˴˪ˬˢ s
 

˫˧ˮˠˣˬˣ ˫˧˵ˤ˥ ˸ˣ˥˸˲ˬ˟ ˷ˣˬ˧˷ 

 ˡ˧˥˧ ˥˸˲ˬ˷ ˭˧˧˴˪ ˢ˟ˣ˥ ,˸˧˷˞˶ ˟˧˧˥ ˢ˪ˣ˰˲˪ ˷ˬ˷˪ˢˡ˧˥˧ˣ ˸˥˞ . ˥˸˲ˬˢ ˸˶˧˴˧ ˶˥˞˪ ,˶ˬˣ˪˩

 ,˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ,˸ˣˢˤ ˸ˣˬ˧˞ ,ˢˮ˲˴ˢ ˸ˬˠˣˡ˩ ˡ˟˪˟ ˸˥˞ ˢ˶˦ˬ˪ ˣ˟ ˷ˬ˸˷ˢ˪ ˷˧ ,˧˦˶˲ˢkey 

wrapping  ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧˩˧˪ˢ˸˪ ˥˸˲ˬ ˣ˸ˣ˞˟ ˢ˟ˣ˶ˬ ˷ˣˬ˧˷ .'ˣ˩ˣ ˫˸ˣ˞ ˱ˣ˷˥˪ˣ ˫˸ˣ˞ ˷˧˪˥ˢ˪ ˡ˧˸˰

˸ˣ˲˯ˣˮ ˸ˣ˧ˣ˰˧ˠ˲˪  ˫˧˷ˣ˰ ˫˪ˣ˩˷ ˫ˣ˷˧˶ ˪˩˟ ˞ˬ˯˧˯ˢ ˶ˣˤ˥ˬ ˪˷ ˰˦˵ˢ ˣˬ˩ ˭ˣ˧˰˶ ˣ˸ˣ˞ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲)- 

.(ˢ˧ˣ˲ 

 ˶˲˯ˬ ˵˲˯˪ ˪ˠˣ˯ˬ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˫ˢ˟ ˫˧˶˵ˬ˟ ˡˡˣ˟ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˰ˮˣˬ ˣˮ˧˞ ˢˤ ˭ˣ˶˵˧˰services ˞˪˞ .

 ˸˵˲˯ˬ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˷ˬ˪ ˫ˢ˟ ˫˧˶˵ˬ ˪˰ ˶˟ˣˡˬintegrity authentication x-source 

authentication  ˡ˧˥˧ ˧˶˦ˬ˧˯ ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˶˷˞˩ ˣ˞ ˢˡ˧˥˧ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˸ˣ˰˴ˬ˞˟

 ˸˧˲˶ˠˣ˦˲˧˶˵ ˢ˪ˣ˰˲˟ ˫˧ˮˣ˸ˮ ˸ˣˬ˧˞ˣ ˸ˮ˲˴ˢ˪˸˥˞  ˸˪ˣ˰˲ ˸ˣ˰˴ˬ˞˟ ,˪˷ˬ˪)authenticated-

encryption .(ˣˤˬ ˣˤ ˸ˣˡ˶˲ˮ ˸ˣˬ˧˞ˣ ˢˮ˲˴ˢ ˸ˣ˪ˣ˰˲ ˸ˬˣ˰˪ 

˧˞ ˫˧ˬ˸˧˶ˣˠ˪˞ ,˫˧˧˶˦ˬ˧˯ ˫˧ˮ˲˴ˬ˪ ˢ˥˦˟˞ˢ ˸ˬ˶ ˸˞ ˸ˬ˩˯ˬˢ ˢ˪˟˦- ˧˲ ˪˰ ˸ˣ˥˸˲ˬ ˨˶ˣ˞ˣ ˫˧˧˶˦ˬ˧˯

NIST  ˧˞ˬ˪ ˧ˮ˩ˡ˰)нлнл:( 

Security Strength Symmetric Key 

Algorithms 

FFC (DSA, DH, MQV) IFC (RSA) ECC (ECDSA, EdDSA, 

DH, MQV) 

< 80 2TDEA L=1024, N=160 k=1024 f=160-223 

112 3TDEA L=2048, N=224 k=2048 f=224-255 

128 AES-128 L=3072, N=256 k=3072 f=256-383 

192 AES-192 L=7680, N=384 k=7680 f=384-511 

256 AES-256 L=15360, N=512 k=15360 f=512+ 

 

:˞˶˵ˬ 

Security Strength π  ˨˶ˣ˞˟ˣ ˫˸˧˶ˣˠ˪˞˟ ˸ˣ˪˸˩ (˸ˣ˧˟˧˯˟) ˸˶˷˲˞˸ˬ˷ ˸˧˪˞ˬ˧˯˵ˬˢ ˢ˥˦˟˞ˢ ˸ˬ˶

 ˶˷˞ ˫˸˧˶ˣˠ˪˞ ˪˰ ˸ˣ˲˵˸ˬ ˟˵˰ ˥˸˲ˬˢ ˨˶ˣ˞ ˥˶˩ˢ˟ ˞˪ ˞˧ˢ ˢ˥˦˟˞ˢ ˸ˬ˶ ˧˩ ˭˧˧˴˪ ˷˧ .˥˸˲ˬˢ

 .˥ˣ˴˧˲˪ ˸ˣ˷˶ˡˮˢ ˟ˣ˷˧˥ˢ ˸ˣ˪ˣ˰˲ ˶˲˯ˬ ˶ˣ˴˧˵ ˸ˣ˶˷˲˞ˬ 

Symmetric Key Algorithms π  ˧˲˩ ˸˧˪ˬ˧˯˵ˬˢ ˢ˥˦˟˞ˢ ˸ˬ˶ ˸˞ ˫˧˶˷˲˞ˬˢ ˫˧˧˶˦ˬ˧˯ ˫˧ˬ˸˧˶ˣˠ˪˞

 .˸˥˞ ˢˡˣˬ˰˟ ˸ˮ˧ˣ˴ˬ˷нTDEA ,оTDEA ˫ˢ TDEA )DES Triple˰ ( ˫н ˣ ˸ˣ˥˸˲ˬ-о ˫˧ˮˣ˷ ˸ˣ˥˸˲ˬ .

XXXAES .˫˸˧˶ˣˠ˪˞˟ ˥˸˲ˬˢ ˨˶ˣ˞ ˪˷ ˸ˣ˧˟˧˯ˢ ˶˲˯ˬ ˸˞ ˫˧˪ˬ˯ˬ 

https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/Triple_DES
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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¶ FFC π  ˪˷ ˦˶ˡˮ˦˯ˢ ˫˰ ˫˧ˢˣˤˬ ˶˷˞ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˧˪˞ˬ˧ˮ˧ˬ ˪ˡˣˠcryptography field-finite 

)FFC ˶˷˞˩ (L ˣ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪ˡˣˠ ˸˞ ˭˧˧˴ˬ-N  .˧˦˶˲ˢ ˥˸˲ˬˢ ˨˶ˣ˞ ˸˞ 

¶ IFC π integer-factorization cryptography .k  ˸˞ˣ ˥˸˲ˬˢ ˪ˡˣˠ ˸˞ ˭˧˧˴ˬmodulus N  ˫˸˧˶ˣˠ˪˞ˢ˷

.ˣ˧˪˰ ˯˯˟˸ˬ 

¶ ECC π elliptic curve cryptography, f  ˸ˣˬˣ˵˰ ˪˰ ˫˧˯˯ˣ˟ˬˢ ˫˧ˬ˸˧˶ˣˠ˪˞˪ ˥˸˲ˬˢ ˨˶ˣ˞ ˸˞ ˭˧˧˴ˬ

 .˸ˣ˧˦˲˧˪˞ 

 ˧˲ ˪˰NIST ˫˧ˬ˸˧˶ˣˠ˪˞ ,\  ˪˷ ˨˶˰ ˧˪˰˟ ˸ˣ˥˸˲ˬ ˧˩˶ˣ˞ ˪˷ ˫˧˲ˣ˶˧˴112<  strength security  ˫ˮ˧˞

 ˫˧˷˶ˣˬ ˢˬ˧˸˥ ˸˵˲ˢ ˣ˞ ˫˧ˮˣ˸ˮ ˸ˮ˲˴ˢ ,˪˷ˬ˪) ˧˪˶ˡ˲ ˧˸˪˷ˬˬ ˰ˡ˧ˬ ˪˰ ˢ˧˲˶ˠˣ˦˲˧˶˵ ˪˰ ˢˮˠˢ˪

.˫ˢ˟ ˷ˣˬ˧˷ˢ ˸˞ ˪ˣˡ˥˪ ˷˧ˣ (˸˧˪˦˧ˠ˧ˡ  

 ,˭ˣ˸ˮ ˭ˬˤ˟ ˸ˣ˧˟ˣ˷˧˥ ˸ˣ˪ˣ˰˲ ˶˸ˣ˧ ˸ˣ˶˷˲˞ˬˣ ˸ˣˬˡ˵˸ˬ ˥ˣ˴˧˲ ˸ˣ˦˧˷ ˫˧ˮ˷ '˯ˬ ˪˩˷ ˢˮ˟ˢ ˨ˣ˸ˬ

 ˣ˵ˤˣ˥˟ ˫˧˞˸ˢ˪ ˟˧˧˥ ˢˡˣ˰˸ˢ ˸˞ ˫˧˶˴ˣ˧ ˣ˸ˣ˰˴ˬ˞˟˷ ˧˦˶˲ˢ ˥˸˲ˬˢˤ˪˫˧˧˥ˢ ˭ˬ  ˧˲˩ .ˢˡˣ˰˸˪ ˭ˮ˩ˣ˸ˬ˷

˟ ˭˧ˣ˴ˬ˷-NIST ˸ˣ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˭˧˞ ˸ˣ˟˧˯ˮ ˫ˣ˷ ˸˥˸ ,RSA  ˨˶ˣ˞˟млнп ˧˪˞ˬ˧ˮ˧ˬˢ ˪ˡˣˠˢ ˨˶ˣ˞ .

 ˞ˣˢ ˷ˣˬ˧˷˪ ˶ˡˠˣˢнлпу ) ˸ˣ˧˟˧˯нлмо ,˱˯ˣˮ˟ .( ,ˢˡˣ˰˸˟ ˢˬ˧˸˥ ˪˩˟ ˵ˡ˟˧ˢ˪ ˨˧˶˴ ˥˸˲ˬˢ ˨˶ˣ˞

 .˷˶ˣ˷ˢ ˸ˡˣ˰˸ ˪˪ˣ˩ ˸ˣ˥˸˲ˬ ˪˰ ˫ˠ ˸ˣ˪˥ ˸ˣ˶ˢˤ˞ ˭˸ˣ˞DSA ,ECC .ˢ˪˟˦˪ ˫˞˸ˢ˟ 

 ˸˧ˮ˩˦ ˢ˦˧˪˷ˣ ˫˧˴˟˵ ˸˩˶˰ˬ ˸ˣ˞˷˶ˢ ˸ˣ˰˴ˬ˞˟ ˸˧˷˶ˣˬ ˞˪ ˢ˷˧ˠ ˧ˮ˲ˬ ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˰ ˭ˠˢ˪ ˷˧

 ˭ˣˠ˩ ˸˧˪ˢˮˬˣsmart card  ˣ˞HSM )Hardware Security Module .( 

HSM  ˸ˣˡˣ˦ˬˣ ˸ˣˬ˧˞ ,˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥˪ ˥ˣˮ˰˧˲ˣ ˢˮ˲˴ˢ ˸ˣ˧˴˵ˮˣ˲ ˰˴˟ˬ ,˫˧˧˪˦˧ˠ˧ˡ ˸ˣ˥˸˲ˬ ˶ˬˣ˷

 ˪˷ ˫˧˪ˣˡˣˬ ,˪˪˩ ˨˶ˡ˟ .˸ˣ˲˯ˣˮ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵HSM  ˪˷ ˢ˶ˣ˴˟ ˫˧˰˧ˠˬplug-in card  ˧ˮˣ˴˧˥ ˭˵˸ˢ ˣ˞

˸˷˶ ˸˶˷˪ ˣ˞ ˟˷˥ˬ˪ ˸ˣ˶˧˷˧ ˶˟˥˸ˬˢ.  

 

 ˧ˬ˸˧˶ˣˠ˪˞˟ ˷ˣˬ˧˷hash ˫˧˵ˤ˥ 

ˢ ˸˧˧˴˵ˮˣ˲ ˵ˤˣ˥-hash  .ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˦˪˲ˢ ˨˶ˣ˞ ˧˲˪ ˨˶ˣ˰ˬ ˫ˣ˷˧˧˟ ˣ˞ ˫˸˧˶ˣˠ˪˞˟ ˷ˣˬ˧˷ ˢ˟ ˢ˷˰˧˷

 ˸ˣ˥˲˷ˬSHA2, SHA3 ˢ ˸˧˧˴˵ˮˣ˲ ˫˷˟ ˸ˣ˪˧˩ˬ-hash  ,˪˷ˬ˪ ˨˩ ,ˢ˧˴˵ˮˣ˲ˢ ˸˞˧˴˧˟ ˸ˣ˧˟˧˯ˢ '˯ˬ ˸˞

SHA-224  ˪˷ ˦˪˲ ˪˧˩ˬннп .˸ˣ˧˟˧˯ 

Security Strength Collision Resistance 

< 80 SHA-0, SHA-1, MD5 

ммн SHA-224, SHA-512/224, SHA3-224 

мну SHA-256, SHA-512/256, SHA3-256 

мфн SHA-384, SHA3-384 

> 256 SHA-512, SHA3-512 

 

 ˸˥˲˷ˬ˟ ˷ˬ˸˷ˢ˪ ˷˧ ,˸ˣ˥˲ˢ ˪˩˪SHA2 )SHA-224, SHA-256, SHA-384, and SHA-512 ˸ˡ˧ˬ˟ˣ (

 ˸˥˲˷ˬ˪ ˷ˣˬ˧˷ˢ ˸˞ ˠ˶ˡ˷˪ ˶˷˲˞ˢSHA3 .˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˭˧˞-SHA-1, MD5. 

https://crypto.stackexchange.com/questions/34216/what-is-this-finite-field-cryptography
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 ˸ˣ˥ˣ˦˟ ˞˪ ˸ˣˡˣ˰˸˪ ˸˶ˡˣ˯ˬ ˸ˣ˧ˮ˧ˡˬ\ ˭˲˵ˣ˸ ˠ˲˷ ˸ˣˡˣ˰˸ 

 ˸ˣ˧ˮ˧ˡˬ ˰ˣ˟˵˪ˣ ˸˰ˡˢ ˸˞ ˸˸˪ ˟ˣ˷˥ ˣˬ˴˰˟ ˸ˣˡˣ˰˸ˢ ˞˷ˣˮ ˸˞ ˷ˬˬˬ˪ ˶˥ˣ˟ ˶˷˞ ˭ˣˠ˶˞ ˪˩ ˪˰

:˪˩˪ ˸˶ˡˣ˯ˬ 

¶  ˭˲˵ˣ˸ ˠ˲˷ ˸ˣˡˣ˰˸ 

¶ ˭ˢ˧˪˞ ˢ˷˧ˠ ˠ˧˷ˢ ˧˷˧˪˷ ˫˶ˣˠ ˧˩ ˰ˣˡ˧˷ ˸ˣˡˣ˰˸ 

¶ ˣˤˮˠˮ˷ ˸ˣˡˣ˰˸ 

¶  ˧˶ˣˡ˧˯ ˶˲˯ˬ ˫˰ ˸ˣˡˣ˰˸˱˲ˣ˥ 

¶  ˸ˣˢˤ ˸ˣˡˣ˰˸)same same but ( 

¶ ˧ˮˣˠ˶˞ˢ ˭˵˸˟ ˸ˣˡˬˣ˰ ˞˪˷ ˸ˣˡˣ˰˸ 

 ˪"ˮˢ ˸ˣˡˣ˰˸ˢ ˪˷ ˢ˧˴˞˧˶ˣˣ ˪˩˪ ˟˧ˠˬ ˞ˣˢ ˡ˴˧˩ ˦˧˪˥ˢ˪ ˭ˣˠ˶˞ˢ ˪˰π ?ˢ˶˵ˬ ˪˩ ˪˰ ˰˧˶˸ˢ˪ ˷˧ ˫˞ˢ 

˧˪ˣ˰˲˸ ˨˶ˣ˴ ˫˧˧˵ ˫˞ˢ\ ˧˧˥ˬ˷ ˧˰˴˟ˬ ˫˞ˢ ?ˢ˶ˣ˵ˬ ˸˞ ˵ˣˡ˟˪ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ˢˡˣ˰˸ˢ ˸˞ ˪˟˵˪ ˟

˪ ˢˡˣ˰˸ˢ ˸˞ ˶˧˟˰ˢ˪-CRLˢ ˸˞ ˷ˬˬ˪ ˷˧ ˡ˴˧˩ ?-CRL ?˧˦ˣ˪ˣ˯˟˞ ˞ˣˢ ˫˞ˢ ?ˣ˸ˣ˞ ˭˯˥˞˪ ˢ˲˧˞ ?

˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˭˪ˣ˩ ˪˰ ˸˰ˡˢ ˸˞ ˸˸˪ ˟ˣ˷˥ˣ ˸ˣ˴˴ ˸ˣ˟˶ ˸ˣ˪˞˷ .(˸˸˸˸ˡ˰ˣ˸ˬˣ) 

 ˸ˣˬ˷ ˸ˬ˷ˢdomain ˫˧ˮˣ˩ˮ 

ˢ ˣ˞) ˭˧˧ˬˣˡˢ ˫˷-subject ˫˧˞˸ˢ˪ ˟˧˧˥ ˢˡˣ˰˸ˢ ˪˷ (ˣ˸ˣˬ˪˷˟  .ˢˡˣ˰˸ˢ ˸˞ ˠ˧˴ˬ˷ ˸˶˷ˢ ˪˷ ˫˷˪

 ˢˡ˷˟ ˭˯˥ˣ˞ˬ ˢ˧ˢ ˢˤ ˶˟˰˟commonName )CN ˫˧ˮ˲ˡ˲ˡ ˪˷ ˸ˣ˧ˮ˩ˡ˰ ˸ˣ˞˯˶ˠ ˪˟˞ ˢˡˣ˰˸ˢ ˪˷ (

 ˸ˬˠˣˡ˩)chromeˢ ˢˡ˷ˬ ˫˧ˬ˪˰˸ˬ (-CN ˢ˷ ˫˧˷˶ˣˡˣ-FQDN  ˢˡ˷˟ ˣ˧ˢ˧subjectAlternativeName 

)SAN .( 

FQDN - Fully Qualified Domain Nameˬ ˸˟˩˶ˣˬˢ ˸˧˦ˣ˪ˣ˯˟˞ ˭˧˧ˬˣˡ ˸˟ˣ˸˩˩ ˫ˠ ˰ˣˡ˧ ,-hostname x-

domain˪˷ˬ˪ . - myhost.mydomain.com. 

ˢ ˸˞ ˪˧˩ˢ˪ ˸ˣ˩˧˶˴ ˸ˣˡˣ˰˸ ,˸ˣˬ˧˞˸ ˫˷˪-FQDN ˟ ˧˶˵˧˰ˢ-CN  ˪˷ ˢ˞˪ˬˢ ˢˬ˧˷˶ˢ ˸˞ˣFQDNs ˟-

SAN. 

:˭ˣ˟˷˥˟ ˫˧˞˷ˣˮ ˶˲˯ˬ ˸˥˵˪ ˷˧ ˸ˣˡˣ˰˸ ˫˧˶˴ˣ˧ ˶˷˞˩ ,˱˯ˣˮ˟ 

¶  ˪ˣ˪˩˪ ˷˧ ˫˞ˢˢ ˫ˠ-subdomain " ˪˷www " 

¶  ˪ˣ˪˩˪ ˞˪non-qualified hostnames 

¶  ˪ˣ˪˩˪ ˞˪IP addresses 

¶  ˸ˣˬ˷ ˪ˣ˪˩˪ ˞˪domain (ˢ˴ˣ˥ˢ ˸ˣˮˣ˲ˢ) ˸ˣ˧ˮˣ˴˧˥ ˸ˣˡˣ˰˸ ˪˰ ˫˧˧ˬ˧ˮ˲ 

¶  ˸ˣ˰˴ˬ˞˟ ˷˧ˠˮ ˣˢ˷˪˩ ˸˶˷ ˫˞FQDNs ˫˧˧ˮˣ˴˧˥ˣ ˫˧˧ˬ˧ˮ˲  ˞˪ˣ) ˸ˣˡˣ˰˸ ˶˲˯ˬ ˫˰ ˣ˸ˣ˞ ˠ˲ˮ˵˪ ˷˧

.(˫˧˶˵ˬˢ ˧ˮ˷˪ ˡ˟˪˟ ˸˥˞ 
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˟ ˶˧ˢˤ ˷ˣˬ˧˷-wildcard ˸ˣˡˣ˰˸˟ 

˟ ˷ˣˬ˧˷-wildcard  ˸˧˟˩ˣ˩)- ñ*ò ˶˲˯ˬ ˪ˣ˪˩˪ ˶˷˲˞ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ ˥ˣˮ ˡˣ˞ˬ (subdomains  ˢˡˣ˰˸˟

 ˪˷ ˸˥˞domain  ˭ˣˠ˩)*.he.wikipedia.org ˪˷ ˟˶ ˶˲˯ˬ˪ ˸˥˞ ˢˡˣ˰˸ ˭˸ˬ˪ ˪˷ ˸ˣ˶˷˲˞ˢˬ ˢ˞˴ˣ˸˩ .(

hosts ˪˷ ˢˡˣ˰˸ˢ ˸˞ ˪˷ˬ˪ ˣ˥˵ .˧˪˪˩ ˣ˸˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˧ˮˣˠ˶˞ ˢ˟˶ˢ ,Youtube: 

 ˞˪ ˢ˶˲ˢ ˶ˣ˶ˠ˪ ˧ˣ˷˰ ˣ˟ ˷ˣˬ˧˷ ˸˞ˤ ˫˰ ˨˞ (˧˪ˣ˰˲˸ˣ ˧˲˯˩ ˭˲ˣ˞ˬ) ˫˧˶ˣ˶˟ ˧˪˪˩ ˣ˸˟ ˷ˣˬ˧˷ ˪˷ ˸ˣˮˣ˶˸˧ˢ

 ˣ˟ ˟˴ˬ ˪˷ˬ˪ ,˶ˬˣ˪˩ .˸ˣ˞˷˶ˢ ˪˷ ˸ˮˣˣ˩ˬadministrative privileges  ˨˧˶˴ ˩"ˢ˯˟˷ ˨ˣˣ˸ ˸˶˷˪ ˫˧ˮ˸˧ˮ

˸ˢ˪ ˣˢ˷ˤ˧˞ ˟ˣ˸˩˪ˣ ˸˷˶˪ ˶˟˥log .˫˧ˮˣ˸ˮ ˡ˯ˬ˪ 

 ˰ˠ˲ˮ ˢˡˣ˰˸˪ ˧˦˶˲ˢ ˥˸˲ˬˢ˷ ˸ˣ˶˧˟˯ˢ ,˫˧˧˪˪˩ ˫˧ˣˣ˸ ˸ˣˡˣ˰˸ ˸ˣ˵˪ˣ˥ ˸ˣ˩˶˰ˬ ˶˲˯ˬ ˶˷˞˩ ,˸˧ˮ˷

.˸ˣ˟ˣ˶ˬ ˸ˣ˩˶˰ˬ ˰ˬ˦ˣˬ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˥˸˲ˬˢ˷ ˭ˣˣ˧˩ˬ ,ˢ˪ˣ˰  ˢ˪ˣ˰ ˢˤˢ ˥˸˲ˬˢ ˪˷ ˨˶˰ˢ ˱˯ˣˮ˟

˸ ˶ˣ˟˰ ˶˸ˣ˧ ˸˧˟˧˦˵˶˦˞ ˢ˶˦ˬ˪ ˣ˸ˣ˞ ˨˲ˣˢ˷ ˢˬ ,˸˧˸ˣ˰ˬ˷ˬ˫˧˪˞˧˴ˮ˦ˣ˲ ˫˧˲˵ˣ.  ˪ˠˣˠ ˪˷ ˢˡˣ˰˸ˢ

 ˢ˪˰ˬ˪˷ ˪˰ˬ ˸ˬ˸ˣ˥пл domains ˫˧ˮˣ˷ ˧˞ˡˣˣ˟ ˞ˣˢ ,ˢˤˢ ˡ˧˥˧ˢ ˥˸˲ˬ˪ ˷˧ ˧˪˩˪˩ ˨˶˰ ˢˬ˩ ˣ˟˷˥˸ ,

 .˫˧˸˶˷ ˸ˣ˞ˬ ˫˸ˣ˥ 

:˸ˣ˞˟ˢ ˸ˣˡˣ˵ˮˢ ˸˞ ˭ˣ˟˷˥˟ ˸˥˵˪ ˷˧ ˫˧˪˪˩ ˫˧ˣˣ˸ ˫˰ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷˪ ˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮ ˫˧˰˴˟ˬ ˶˷˞˩ 

¶  ,˦˰ˣ˟ˣ ˧˥ ˨˶ˣ˴ ˫˧˧˵ ˸ˬ˞˟˷ ˭˩˧ˢ ˫˧˧˪˪˩ ˫˧ˣˣ˸ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˷˧˸ˣ˥ˣˮ ˫˷˪ ˞˪  ˞˪ ˣ˸ˣπ 

.˫˧˧˪˪˩ ˫˧ˣˣ˸ ˫˰ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ˬ ˭˸˧ˮˢ ˪ˣ˩˩ ˰ˮˬ˧ˢ˪ ˷˧ 

¶ ˟ ˷ˣˬ˧˷ˢ ˸˞ ˪ˣ˵˷˪ ˷˧-ACME )Automated Certificate Management Environment - 

 ˭˧˟ ˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˧˴˵˞˶˦ˮ˧˞CAs ˪-web services  ˷˵˟˪ ˸ˣ˩˶˰ˬ˪ ˶˷˲˞˪ ˸ˮˬ ˪˰ (˫˧˷ˬ˸˷ˬˢ ˪˷

.˧˪˪˩ ˣ˸˟ ˷ˣˬ˧˷ ˫ˣ˵ˬ˟ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˭˸ˣ˷˶˟˷ ˸ˣˡˣ˰˸˪ ˷ˣˡ˧˥ 

¶  ,˧˪˪˩ ˣ˸ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ˣ ˢˡ˧ˬ˟˪ ˷˧ ˸˞ ˫˧ˬ˷˧˧ˬ ˧˩ ˞ˡˣ˪˩ ) ˸ˣˡˣ˰˸ ˪ˣ˦˧˟˪ ˸ˣˮˣ˩˸ˢCRL 

.˸˩˶˰ˬˢ ˸ˣ˷˶˪ ˸ˣˡˬˣ˰ˢ ('ˣ˩ˣ 
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¶ ˶ˣ˯˞  ˫˰ ˸ˣ˩˶˰ˬ˪ ˧˪˪˩ ˣ˸ ˸ˡˣ˰˸˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪trust level .ˢˮˣ˷ 

o н  ˸ˣˡˬ˰VPN Gateways ˧˪˪˩ ˣ˸ ˸ˡˣ˰˸ ˵ˣ˪˥˪ ˸ˣ˪ˣ˩˧ 

o  ˶˲˯ˬinstances  ˸˧˧˴˵˧˪˲˞ ˪˷ webˢˡˣ˰˸ ˵ˣ˪˥˪ ˫˧˪ˣ˩˧ 

o VPN Gateway  ˧˟ˬˣ˲ ˸˷˶ ˸˶˷ˣ ˫˧˩˧˶˴ ˞˪˧˪˪˩ ˣ˸ ˸ˣˡˣ˰˸ ˵ˣ˪˥˪ 

o  ˧ˬ˧ˮ˲ ˸˶˷ˣ ˧˟ˬˣ˲ ˸˷˶ ˸˶˷ ˫˧˩˧˶˴ ˞˪˸ ˵ˣ˪˥˪ ˧˪˪˩ ˣ˸ ˸ˣˡˣ˰ 

¶  ˸˶˷˟ ˷ˣˬ˧˷ ˪ˣ˵˷˪ ˷˧reverse proxy  ˰˴˟ˬ ˶˷˞TLS termination ˣ˧ˢ˧ ˫˧˧˪˪˩ ˸ˣ˥˸˲ˬ ˧ˣˣ˸ ˨˩ ,

 .˸˥˞ ˸˩˶˰ˬ˪ ˵˶ ˫˧˪˟ˠˣˬ 

¶  ˠ˲ ˶˷˞˩ ˢˡˣ˰˸ˢ ˪˷ ˭ˣ˩ˡ˰ ˶˷˲˞˪ ˸ˮˬ ˪˰ ˢˡˣ˰˸ ˸ˣ˵˪ˣ˥ˢ ˸ˣ˩˶˰ˬˢ ˪˩ ˪˷ ˢˬ˧˷˶ ˵ˤ˥˸˪ ˷˧

.˱˷˥ˮ ˢˡˣ˰˸ˢ ˪˷ ˥˸˲ˬˢ ˶˷˞˩ ˣ˞ ˱˵ˣ˸ˢ 

¶ ˟˥˶ˬ ˸˞ ˪˧˟ˠˢ˪ ˪ ˧˪˪˩ ˣ˸ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ˢ-subdomain  ˸ˬˠˣˡ˩)*.foo.example.org .( 

¶  ˵˶ ˭ˢ˟ ˷ˣˬ˧˷ˢ ˸˞ ˪˧˟ˠˢ˪ ˭˸˧ˮˢ ˪ˣ˩˩ ˸ˣ˯ˮ˪ ˷˧ ˧˪˪˩ ˣ˸ ˸ˣˡˣ˰˸˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˫˧˦˧˪˥ˬˣ ˢˡ˧ˬ˟

-˪lowest level domain ˟ ˷ˣˬ˧˷ˬ ˭˸˧ˮˢ ˪ˣ˩˩ ˰ˮˬ˧ˢˣ-root level domains. 

˷ ˭ˣ˟˷˥˟ ˣ˥˵ ˵˶ ˪˟˞.˪˰ ˫˧ˬ˷ ˪ˠˣˠ ..  ˧˷ˮ˞ˣ ˫˧˪ˢˮˬ ˪ˣˬ ˢˤ ˪˰ ˫˥˪ˮ ˧˸˧˧ˢ ˢˬ˩ ˰ˡˣ˧ ˞˪ ˤ˞ ˯˲ ˢˤ ˪˩

IT..ˤ˞ ˢ˪˷ ˥˸˲ˬˢ ˪˰ ˭ˠˢ˪ ˪ˠˣˠ˪ ˷˧˷ ˟˧˴˵˸ˢ ˸˞ ˫˩˪ ˭˧˞ ˫˞ ˧ˮ˷ ˡ˴ˬ ˪˟˞ .. 

 

 ˸ˬ˷ˢCA ˫ˣ˷˧˧ˢ ˷ˬ˸˷ˬ ˪˷ ˨˶ˣ˴ˢ ˯˧˯˟ ˪˰ ˫˧˞˸ˬ 

 ˧ˡ˧ ˪˰ ˢˬˣ˸˥ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˞˧ˢ ˢˡˣ˰˸ˢ ˪˰ ˣ˩ˬ˯˧ ˫˧˷ˬ˸˷ˬ˷ ˸ˮˬ ˪˰CA  ˫˧ˮˣ˲ˢ ˫˧ˬˣ˷˧˧ ˶ˣ˟˰ .˶˩ˣˬ

ˢˬ ˡ˥˞ ˸ˣ˧ˢ˪ ˟˧˧˥ ˢˤ ,˦ˮ˶˦ˮ˧˞˪-CA  ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˧ˡ˧ ˪˰ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˫˧ˮ˧ˬ˞ˣ ˫˧˶˩ˣˬˢ

˫˧ˮ˲ˡ˲ˡˣ. 

 ˸ˣ˩˶˰ˬ˪\ ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˸ˣ˧ˬ˧ˮ˲ ˸ˣ˧˴˵˧˪˲˞-CA .˧ˬ˧ˮ˲ ˢ˷ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ- FQDN ˢˡˣ˰˸ˢ ˪˷

˱˷˥˧˧ ˞˪ ˸ˣ˷˶˪ ˞˪) CA  ˸ˣ˲˧˵˷ ˸ˣˬ˧˷˶˟ ˣ˞ ˸˧ˮˣ˴˧˥.(˧˟ˬˣ˲˟ ˸ˣˡˣ˰˸  ˣ˩ˬ˸˯˧ ˫˧˷ˬ˸˷ˬ ,˸˞ˤ ˫˰

 ˣ˰˴˟˧˷ ˶˥˞˪ ˵˶ ˢˡˣ˰˸ˢ ˪˰import ˢ ˸ˡˣ˰˸ ˪˰ ˣ˩ˬ˸˯˧ˣ- CA˫ˢ˧˪˰ ˢˬ˧˸˥˪ ˷ˬ˧˷˷ ˧ˬ˧ˮ˲ˢ. 

˸˶˟˰ˢ ˧˩ ˞ˡˣˣ˪ ˷˧\ ˢ˥ˣ˦˟ˣ ˸˥˦˟ˣ˞ˬ ˢ˶ˣ˴˟ ˸˧˷˰ˮ ˢˡˣ˰˸ˢ ˸˟˧˶˴ ˣ˸ˣ˞ ˫˰ ˧˪ ˣ˴ˣ˶˸ ˪˞) .SanDisk / 

USB ˧˪˞˟ ˫˸ˮˬˤˢ˷- ˪˰ ˯˶˲˯˵˞млл ˫˧ˮˣ˷ ˫˧˟˷˥ˬ +.(˟ˣ˦˪ ˣˣ˵˸ˣ 

 ˸ˣˬˣ˷˶˟ ˷ˣˬ˧˷CAA  ˣ˪˞ ˱ˣ˩˞˪ ˸ˮˬ ˪˰CAs ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪ ˫˧˪ˣ˩˧ 

Crtification Authority Authorization )CAA ˸ˣˬˣ˷˶˪ (DNS  ˣ˪˧˞ ˸˶ˡˠˢ˪ ˷ˬ˷˪ ˪ˣ˩˧CAs  ˫˧˪ˣ˩˧

 ˸ˣˬˣ˷˶ .˭˧˧ˬˣˡ˪ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪CAA  ˫˧˪˧˩ˬtag, value x-flag .ˢˬˣ˷˶ˢ ˸ˣ˟˧˷˥ ˸˞ ˭˧˧˴ˬ ˶˷˞ 

˷ ˭˧˧˴˪ ˸ˮˬ ˪˰ ,˪˷ˬ˪- ca.example.net ˢ ˞ˣˢ-CA  ˶ˣ˟˰ ˸ˣˡˣ˰˸ ˵˧˲ˮˢ˪ ˢ˷˶ˣˬ˷ ˡ˧˥˧ˢ

example.com  ˪˩˪ˣsubdomains  ˸ˬˣ˷˶˟ ˷ˬ˸˷ˮ ,ˣ˪˷CAA: 

example.com.  IN  CAA 0 issue "ca.example.net" 



 
 

 ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˡˣ˰˸ ˪˰- ˦ˮ˶˦ˮ˧˞˟ ˫˧ˮ˧˯ˢ ˪˰ ˨ˣˬ˯˪ ˨˧˞ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ122, ˶˟ˣ˦˵ˣ˞ 2020  фу 
 

 ˶ˣ˟˰ ˸ˣˡˣ˰˸ ˸˵˲ˮˢ ˫ˣ˷ ˶˷˞˪ ˞˪ ˧ˡ˩example.com˫˧˵˧˲ˮˬ ˸ˬ˧˷˶˪ ˵˶ ˢ˵˲ˮˢˢ ˸˞ ˶˷˲˞ˮ , 

ˢ˵˧˶:  

example.com.  IN  CAA  0 issue ";" 

˪ ˫˧˟˶ ˫˧˶'˴˧˲ ˡˣ˰ ˫ˮ˷˧-CAA  ˶˷˲˞ ˶˸ˣ˧ ˢ˵˧ˬ˰ˬ ˢ˞˧˶˵˪ .ˢˤˢ ˨ˬ˯ˬˢ ˪˷ ˱˵˧ˢ˪ ˶˟˰ˬ ˫ˢ ˨˞

 ˪˞ ˸ˣˮ˲˪6844 RFC. 

 ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷ˢˢ ˞˪ ˸ˣˡˣ˰˸ ˪˟˵˪ ˱˵ˣ˸ˬ ˰ˣˮˬ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ˸ˣ˰˴ˬ˞˟ ˭˧˧ˬˣˡ ˶ˣ˟˰ ˸ˣ˷˶ˣˬ CA  ˸ˣ˥˲

.˭ˬ˧ˢˬ ˢ ˪˩ ˪˰ ˢˤ ˸˞ ˫˧ˬ˷˧˧ˬ ˶˷˞˩-subdomains ˸˪˟ˠˢ ˧ˡ˧ ˪˰ ˧˸˪ˢˮˬ ˭ˣ˶˸˧ ˫ˠ ˵˲˯˪ ˪ˣ˩˧ ˢˤ ,

 ˣ˪˧˞˟CAs  ˸˷˶ ˧˪ˢˮˬ\  ˶˷ˣ˞ˬ ˞˪ ˷ˣˬ˧˷ ˫ˢˬ ˰ˣˮˬ˪ ˢˤ ˸ˣ˰˴ˬ˞˟ˣ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫˧˥˸˲ˬ

.˧˪˪˩ ˣ˸ ˸ˣˡˣ˰˸˟ 

˸ˣ˷˶ˡˮˢ ˸ˣˡˣ˰˸ˢ ˪˩ ˸˞ ˶˧˟˰ˢ˪ ˡ˧ˬ˸ 

˪˰ ˸˩˶˰ˬˢ ˪˰ ,˸ˣˡˣ˰˸ˢ ˪˷ ˸ˣ˧˦ˮ˸ˣ˞ˢ ˸˞ ˸ˬ˞˪ ˸ˮˬ\  ˢˡˣ˰˸ˢ ˸˞ ˭ˣ˥˟˪ ˷ˬ˸˷ˬˢ ˪˷ ˭˲ˡ˲ˡˢ

ˢ ˸ˬ˧˷˶˪ ˢ˸ˣ˞ ˸ˣˣ˷ˢ˪ˣ ˣ˧˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˢ˷ˬ˧˷˷-CAs .˸˩˶˰ˬ˟ ˣ˪˴˞˷  ˣˮ˧˞ ˶ˣ˷˧˞ˢ ˫˧˟˶ ˫˧˶˵ˬ˟

 ˢ ˧ˡ˧ ˪˰ ˸ˣ˶˧˷˧ ˫ˣ˸˥-root CA ˧ˡ˧ ˪˰ ˫ˣ˸˥ ˞ˣˢ ˸˞ˤ ˫ˣ˵ˬ˟ ˞˪˞ ,intermediate CA  ˣ˧˪˰ˣ˥xˢ ˫˸-

root CA. 

˧ˣ˞˶˩ ˢˠ˲ˮˣ˵ ˞˪ ˭ˣˬ˧˞ˢ ˸˶˷˶˷ˣ ˢˡ˧ˬ˟\  ˣ˞ ˶˧˩ˬ ˣˮ˧˞˷ ˷ˬ˸˷ˬ ,˸˩˶˰ˬ˪ ˸ˣˡˣ˰˸ˢ ˪˪˩ ˸˞ ˣ˵˲˧˯ ˞˪

˪˰ ˨ˬˣ˯ s-intermediate CA ˟ ˥˦ˣ˟ ˷ˬ˸˷ˬˢ ˫˞ ˫ˠ ,ˢˡˣ˰˸ˢ ˸ˣˬ˧˞ ˸˞ ˪˧˲˧-root CA  ˭ˣˣ˧˩ˬ ˧˲ˣ˯ˢ

.˷˶ˣ˷ˢ ˸ˡˣ˰˸˪ ˣ˪ ˸ˠ˴ˣˬ˷ ˢˡˣ˰˸ˢ ˭˧˟ ˭ˣˬ˞ ˸˶˷˶˷ ˸˞ ˶ˣ˴˧˪ ˪ˣ˩˧ ˞˪ ˞ˣˢ˷ ˪˰  ,˨˩ˬ ˰ˮˬ˧ˢ˪ ˸ˮˬ

ˢ ˪˷ ˫˧˧ˮ˧˟ˢ ˸ˣˡˣ˰˸ ˪˩ ˸˞ ˸˩˶˰ˬ˪ ˵˲˯˪ ˳˪ˬˣˬ-intermediate CAs. 

"The application serving the certificate has to send the complete chain, this means the server 

certificate itself and all the intermediates." 

 ˰˴˟˸ˢ˪ ˢ˩˧˶˴ ˸ˣˡˣ˰˸ˢ ˸˶˷˶˷ ˸˵˧ˡ˟ ˫ˣ˵˧ˬ˟ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˥˪ˣ˷ˢ ˪˷ ˢˡˣ˰˸ˢ :ˢ˞˟ˢ ˢ˶ˣ˴˟

 ˢˬ˧˷˶˟ ˢˡˣ˰˸ ˪˩ ˧˩ ˵ˣˡ˟˪ ˷˧ ,(ˢ˪˥˸ˢ˪ ˱ˣ˯ˢˬ ˫˧˶˲ˣ˯ ˣˮ˥ˮ˞ ˶˷˞˩) ˭˩ˬ ˶˥˞˪ .ˢˬ˧˷˶˟ ˭ˣ˶˥˞ˢ

) ˸ˣˡˣ˰˸ˢ ˸ˣˬ˧˞ ˭ˣˮˠˮˬ˷ ˭ˣˣ˧˩ˬ .ˢ˧˪˞ ˸˟˵ˣ˰ˢ ˢˡˣ˰˸ˢ ˸˞ ˢ˶˷˧˞certificate validation ˷˶ˣˡ (

ˣ) ˸ˡ˶˲ˮ ˢ˶ˣ˴˟ ˣ˵˪ˣ˥˧ ˷˶ˣ˷ˢ ˸ˣ˥˸˲ˬ˷) ˢˬ˴˰ ˪˰ ˢˬˣ˸˥˷ ˢˡˣ˰˸ˢ ,(˥ˣ˵˪ ˡ˴˟ ˣˮ˯˥ˣ˧self-signed( 

 ˷˶ˣ˷ˢ ˸ˡˣ˰˸˟ ˢ˶˧˩ˬˣ ˢ˪ˣ˩˧ ˶˟˩ ˥ˣ˵˪ ˡ˴˪˷ ˭ˣˣ˧˩ˬ˷ ˢ˥ˮˢˢ ˸˥˸) ˢ˵˧ˡ˟ˢ ˨˧˪ˢ˸ˬ ˸˦ˬ˷ˣˬ ˸ˣ˧ˢ˪

.(˨˶ˣ˴ˢ ˢ˶˵ˬ˟ ˢ˸ˣ˞ ˶˷˞˪ ˪ˣ˩˧ ˞ˣˢ ˢˡˣ˰˸ˢ ˸˞ ˷˧ 

  

https://tools.ietf.org/html/rfc6844
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3280-RFC :(ˡˣ˵ ˣˡˣ˞˯˲) ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˫˸˧˶ˣˠ˪˞ˢ ˭ˣ˶˵˧˰ ˸˞ ˸˴ˬ˸ˬ 

 

) ˸ˣˡˣ˰˸ˢ ˸˶˷˶˷ ˸˞ ˵ˡˣ˟˷ ˭ˣˮˠˮˬˢ ˸˞ ˷ˬˬ˪ ˫˧˶˥ˣ˟ˣ ˢˡ˧ˬ˟ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥ ,˱˯ˣˮ˟Certificate 

Validation ,(˶ˣ˯˞ .ˢ˧˯˶ˣ˵˶ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˷ˬˬ˪ ˦˶ˡˮ˦˯ ˫ˣ˷˶ ˞˪\  ˪˷ ˧˪˞ˬ˧˯˵ˬ ˶˲˯ˬ˪ ˭˵˸

 ˸ˣ˶˷˰ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˭ˣ˶˵˧˰ˢ ˸ˬ˶˟) ˰˴˟˪ ˶˷˲˞˷ ˸ˣˡˣ˰˸ ˧˶ˣ˷˶˷intermediate CAs ˭ˣˣ˧˩ˬ .(

 ˫˰ ˡ˥˧˟ ˸˧ˮ˯˥ˬ˪ ˢˬ˴˰ ˢ˲˧˯ˣˬ ˸˧˟˧˯˶ˣ˵˶ ˢ˞˧˶˵ ˪˩) ˭ˣ˶˩˧ˤˢ ˪˰ ˢ˯˧ˬ˰ˬˣ ˸˧˦˧˞ ˢ˧˯˶ˣ˵˶˷

 ˶˴ˣˣ˧ˢ˪ ˪ˣ˩˧ ,(ˢ˸ˣ˷˶˟˷ ˫˧˧˰ˠ˶ˢ ˫˧ˮ˸˷ˬˢDOS  ˭ˣ˧˯˧ˮˬ .˸˧˟˧˯˶ˣ˵˶ ˢ˶ˣ˴˟ ˢ˴˵ˢ ˸ˡˣ˰˸ ˪˷ ˢ˞˧˶˵ˢ

.ˡˣ˞ˬ ˨ˣ˶˞ ˸ˣˡˣ˰˸ ˶ˣ˷˶˷ ˭ˣˣ˩ˬ˟ ˥ˣ˪˷˪ˣ ˣˤ ˢ˷˪ˣ˥ ˪˴ˮ˪ ˪ˣ˩˧ ˫ˠ ˱˵ˣ˸ 

 ,˨˩˪ ˧˞ ˢ˟ˣ˥ ˢˡ˷˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪pathLenConstraint  ˸ˣˡˣ˰˸˟509v3.X ˷˶ˣ˲ˬ˟ ˶˧ˡˠˬ ˶˷˞  ˸˞

˪ ˸ˣˡˣ˰˸˪ ˧˶˷˲˞ˢ ˶ˣ˷˶˷ ˨˶ˣ˞-CA . 

˫˧ˮˣ˩ˮ ˢ˟˥˶ˢ ˸ˣˡ˷˟ ˷ˣˬ˧˷ 

˸ˣˡ˷X.509v2  π ˷ˣˬ˧˷ ˫ˢ˟ ˸ˣ˷˰˪ ˳˪ˬˣˬ ˞˪ˣ ˨˶ˣ˴ ˭˧˞: Issuer Unique Identifier,Subject Unique 

Identifier.  ˸ˣˡ˷ ˸ˣ˴˧˥ˮ ˪˰ ˦ˣ˶˧˲X.509v3: 

Mandatory or Optional Extension 

Appears in all certificates Authority Key Identifier(2.5.29.19) 

Appears in all CA certificates Basic Constraints(2.5.29.35) 

Appears in all certificates Certificate Policies(2.5.29.32) 

Optional. Appears in all certificates whose revocation status is 

distributed by indirect CRLs or segmented CRLs. 

CRL Distribution Points(2.5.29.31) 

 Enhanced Key Usage(2.5.29.46) 

 Issuer Alternative Name(2.5.29.8) 

Appears in all certificates Key Usage(2.5.29.15) 

Appears optionally in CA certificates Name Constraints(2.5.29.30) 

Appears optionally in CA certificates. Policy Constraints(2.5.29.36) 

Appears only in CA certificates. Appears only when the issuer 

and subject issue certificates under different policies 

Policy Mappings(2.5.29.33) 

 Private Key Usage Period(2.5.29.16) 

https://tools.ietf.org/html/rfc3280#section-6
https://tools.ietf.org/html/rfc3280#section-6
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
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Optional, but commonly used Subject Alternative Name(2.5.29.17) 

 Subject Directory Attributes(2.5.29.9) 

Appears in all CA certificates. May optionally appear in end 

entity certificates. 

Subject Key Identifier(2.5.29.14) 

 

˫ˣ˩˧˯ 

 ˢ˸˧˞ ˣˮ˪˥˸ˢ˷ ˢ˪˞˷ˢ ˫˰ ˫˧˧˯ˮπ  ˣˬ˩ ˫˧˶˸˞ ˪˰ ˫˧˩ˬˣ˯ ˫˧˷ˮ˞ ˪ˤ˞ˤ˰˪ ˢˬ˪PayPal x-AliExpress  ˪˰ˣ

?˫ˢ˪˷ ˧˞˶˷˞ˢ ˧˦˶˲ ˪˩ ˸˞ ˳˪˥˪ˣ ˫ˢˬ ˸˞˴ˣ˧˷ ˢ˶ˣ˟˰˸˪ ˭˧ˤ˞ˢ˪ ˪ˣ˩˧ ˞˪ ˱˵ˣ˸˷ ˢˤ 

˪ ˶˟˥˸ˬ ˧ˮ˞˷ ˰ˡˣ˧ ˧ˮ˞ ˨˧˞-aliexpress.com ?ˣ˪˷ ˧ˣ˵˧˥˪ ˞˪ˣ ˧˶ˣ˵ˬˢ 

˧˪˞ ˪˷ ˭˧˧ˬˣˡ˪ ˶˟˥˸ˬ ˧˪˷ ˭˲ˡ˲ˡˢ˷˩-˦˵ ˯˵˦ ˫˧˷ˣ˰ ˫ˢ ,˯˶˲˯˵˞ ˞˶˵ˮ˷ ˭TLS handshake 

˧˪˞ ˣ˸˶ˠ˯ˬ˟˷- ˸˲˸ˣ˷ˬ ˢ˲˷ ˪˰ ˫˧ˬ˧˩˯ˬ ˭˲ˡ˲ˡˢˣ ˯˶˲˯˵˞π ˥˸˲ˬˢ ˠˣ˯ )RSA/DSA/DH ,( ˸˦˧˷

 ˢˮ˲˴ˢˢ)AES/TDESˣ (˟ˣ˟˧ˠˢ ˸˦˧˷ )SHA .˨˷ˬˢ˟ ˢˮ˲˴ˢˢ ˨˶ˣ˴˪ ˣ˷ˬ˸˷˧ ˫ˢ ˫ˢ˟ (ˣˢ˷˪˩ 

˧˪˞) ˸˶˷ˢ ,ˢ˲˷ˢ ˢ˸ˣ˞ ˸˞ ˶˟ˡ˪ ˫˧˪ˣ˩˧ ˭˩˞ ˫ˢ˷ ˫˧˞ˣ˶ ˫ˢ˷ ˶˥˞˪ ,˯˵˦ˢ ˨˷ˬˢ˟- ˥˪ˣ˷ (˯˶˲˯˵˞

 ˧ˡ˧ ˪˰ ˢˬˣ˸˥ ˢˡˣ˰˸˟ ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞CA  ˢ˞ˣˣ˷ˢ ˸˰˴˟ˬ ˧˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˭˲ˡ˲ˡ˪

 ˞˧ˢ ˧˩ ˢˮ˵˯ˬ˪ ˢ˰˧ˠˬˣ ˢ˦ˣ˷˲˸˩ˬˣ˯ˣ ˢ˶˧˩ˬ  ˣ˸ˣ˞ ˪˰CA ˩ ˢ˪ ˟ˣ˶˴ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ-root CA ˟-

certmgr.msc ˫˞ ,˶ˬˣ˪˩ .DigiCert  ˢ˟˶˰ ˸ˣ˧ˢ˪ ˢˮ˩ˣˬ (˸ˣˡˣ˰˸ ˪˰ ˸ˬ˸ˣ˥˷ ˢ˪ˣˡˠ ˢ˶˟˥ ˪˩ ˣ˞)

 ˪˷ ˣ˸ˣˢˤ˪aliexpress.com  ˞˪ ˧ˮ˞˷ ˢ˟˧˯ ˭˧˞˭˧ˬ˞˞  ˷˧ˠˡˬ) .˞ˣˢ˷ ˭˰ˣ˦ ˞ˣˢ˷ ˧ˬ ˭˩˞ ˞ˣˢ˷π  ˢ˲ ˡ˰

 ˡ˟˪ˬ ˫˩˥ˣ˸ˬ ˶˟ˡ ˫ˣ˷ ˭˧˞˭ˣˬ˞ .( 

 ,˞˟ˢ ˟˪˷˟ ˣˮ˪˷ ˭˲ˡ˲ˡˢ ˶˴˧˧ˬ ˷˧˶˟˧'ˠ˧˞˶˵˞ (˪ˣˡˠ ˶˲˯ˬ) x ˭˧˲˴ˬ ˣ˸ˣ˞ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˶ˤ˰˟

˸˶˷ˢ ˣˬ˴˰  ˥˸˲ˬˢ ˪˷ ˢˮ˲˴ˢˢ ˸˞ ˥ˮ˰˲ˬ ,˧˦˶˲ˢ ˥˸˲ˬ˟ ˵˧ˤ˥ˬ˷ ,ˡˠˮˬ ˸˶˷ˢ .˸˶˷˪ ˥˪ˣ˷ˣ

 ˷˧˶˟˧'ˠ ˷˧ ˭˲ˡ˲ˡ˪ ˫ˠˣ ˣ˪ ˫ˠ ˸˰˩ˣ ˣ˪˷ ˧˶ˣ˟˧˴ˢaka  ˱˸ˣ˷ˬ ˡˣ˯- ˥˸˲ˬ ˧˶˦ˬ˧˯  ˫ˢ .ˢˢˤн  ˸ˣˮˣ˩ˬˢ

.ˢˤˢ ˧ˡˣ˯ˢ ˥˸˲ˬˢ ˢˬ ˫˧˰ˡˣ˧˷ ˦ˮ˶˦ˮ˧˞ˢ ˪˩˟ ˸ˣˡ˧˥˧ˢ 

 ˪˩ ˣ˧˷˩˰ˬ ,ˣˢˤdata ˟ ˶˧˟˰ˮ˷-Session HTTP  ˷ˣ˷˥˪ ˧˪˟ˬ ˢˤˢ ˥˸˲ˬˢ ˫˰ ˭˲˴ˣˬ ˢ˧ˢ˧ ˸˶˷ˢ ˫˰

.ˢ˶ˣ˟˰˸ˢˣ ˸ˣ˦˵˞˲ˢ ˸˞ ˞ˣ˶˵˪ ˪ˠˣ˯ˬ ˢ˧ˢ˧ ˣˢ˷˧ˬ˷ 

 ˣˢˤˣJ .ˣ ˸ˣ˪˞˷ ˫˩˪ ˷˧ ˫˞\ˣ ˸ˣ˶˰ˢ ˣ˞\ ˣ˞memes ˧˪ ˣ˥˪˷˸˷ ˥ˬ˷˞ ,˫˧˟ˣ˦ ˪˧˧ˬ˟: 

jonathanelkabas@gmail.com   

˟˸ˣ˩ˢ ˪˰ 

 ˭˟ ,˯˟˵˪˞ ˭˸ˮˣˢ˧нр ˶ˣ˩ˬˣ ˢˡˣ˯ ,˫˧˯ˣ˦˵˵ ˟˟ˣ˥ .˸˧˦˶˲ ˞˪ˣ ˢˮ˦˵ ˞˪ ˢ˶˟˥˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˶˵ˣ˥ ,

.ˢ˲˵˪ 

mailto:jonathanelkabas@gmail.com
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˸ˣ˶ˣ˵ˬ 

RFC-5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List 

(CRL) Profile https://tools.ietf.org/html/rfc5280 

RFC-3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile 

https://tools.ietf.org/html/rfc3739 

RFC-4158: Internet X.509 Public Key Infrastructure: Certification Path Building 

https://tools.ietf.org/html/rfc4158 

RFC-4210: Internet X.509 Public Key Infrastructure Certificate Management Protocol (CMP) 

https://tools.ietf.org/html/rfc4210 

RFC-5077: Transport Layer Security (TLS) Session Resumption without Server-Side State 

https://tools.ietf.org/html/rfc5077 

RFC-6844: DNS Certification Authority Authorization (CAA) Resource Record 

https://tools.ietf.org/html/rfc6844 

RFC-4262: X.509 Certificate Extension for Secure/Multipurpose Internet Mail Extensions 

(S/MIME) Capabilities 

https://tools.ietf.org/html/rfc4262 

RFC-2119: Key words for use in RFCs to Indicate Requirement Levels 

https://tools.ietf.org/html/rfc2119 

SSL & Trasport Layer Security Protocol  ˵˧˲˞ ˸˞ˬ˪˞˧˦˯˵: 

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-1-SSL.pdf 

TLS - ˞ ˸ˣˮ˲˴ˢ) '˞ ˵˪˥- ,˸ˣ˧˶˦ˬ˧˯RSA :˦ˣ˶ˣ˵ ˶˥˷ ˸˞ˬ (˧˦ˬ˸ˬˢ ˯˧˯˟ˢ 

https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-3-TLS-Part1.pdf 

HTTPS ˶˟ ˶ˣ˞˧˪ ˸˞ˬ ˸ˣˢˤ ˸ˣˬ˧˞ :˫˧ˬˡ˵˸ˬ˪-:˭ˣ˞ 

https://www.geektime.co.il/https-part-2-identification/ 

A Security Flaw in the X.509 Standard 

https://csrc.nist.gov/csrc/media/publications/conference-paper/1996/10/22/proceedings-of-the-

19th-nissc-1996/documents/paper075/paper.pdf 

Key Management and Certificates 

https://www.cs.auckland.ac.nz/~pgut001/tutorial/T2_Key_Management.pdf 

PKI: The OSI of a new generation 

https://www.cs.auckland.ac.nz/~pgut001/tutorial/T2a_X509_Certs.pdf 

Fixing X.509 Certificates 

https://tersesystems.com/blog/2014/03/20/fixing-x509-certificates/ 

https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc3739
https://tools.ietf.org/html/rfc4158
https://tools.ietf.org/html/rfc4210
https://tools.ietf.org/html/rfc5077
https://tools.ietf.org/html/rfc6844
https://tools.ietf.org/html/rfc4262
https://tools.ietf.org/html/rfc2119
https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-1-SSL.pdf
https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-3-TLS-Part1.pdf
https://www.geektime.co.il/https-part-2-identification/
https://csrc.nist.gov/csrc/media/publications/conference-paper/1996/10/22/proceedings-of-the-19th-nissc-1996/documents/paper075/paper.pdf
https://csrc.nist.gov/csrc/media/publications/conference-paper/1996/10/22/proceedings-of-the-19th-nissc-1996/documents/paper075/paper.pdf
https://www.cs.auckland.ac.nz/~pgut001/tutorial/T2_Key_Management.pdf
https://www.cs.auckland.ac.nz/~pgut001/tutorial/T2a_X509_Certs.pdf
https://tersesystems.com/blog/2014/03/20/fixing-x509-certificates/
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Fixing Certificate Revocation 

https://tersesystems.com/blog/2014/03/22/fixing-certificate-revocation/ 

Get your certificate chain right 

https://medium.com/@superseb/get-your-certificate-chain-right-4b117a9c0fce 

Overview of Red Hat Certificate System Subsystems 

https://access.redhat.com/documentation/en-

us/red_hat_certificate_system/9/html/administration_guide/setting_up_certificate_system 

Create Certificate Authority and sign a certificate with Root CA 

https://www.golinuxcloud.com/create-certificate-authority-root-ca-linux/ 

Global OID reference database 

https://oidref.com/ 

 

 
  

https://tersesystems.com/blog/2014/03/22/fixing-certificate-revocation/
https://medium.com/@superseb/get-your-certificate-chain-right-4b117a9c0fce
https://access.redhat.com/documentation/en-us/red_hat_certificate_system/9/html/administration_guide/setting_up_certificate_system
https://access.redhat.com/documentation/en-us/red_hat_certificate_system/9/html/administration_guide/setting_up_certificate_system
https://www.golinuxcloud.com/create-certificate-authority-root-ca-linux/
https://oidref.com/
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˸˞ˬ  / ˧ˮ˟˶ˢ˷ ˟˞ˣ˧Yoav Shaharabani 

 

ˢˬˡ˵ˢ 

˴ ˭˧˩ˢ˪˟ ˧˪˷ ˫˧˶ˬ˞ˬˢ ˸˶ˡ˯˟ ˭ˣ˷˞˶ˢ ˞ˣˢ ˢˤ ˶ˬ˞ˬ' ˵˥˷ˬ˪ ˫˧˦˧CubeWorld ˟-32bit  ˸˞ ˧˸ˡ˶ˣˢ)

 ˸ˣ˟˧˟˯˟ ˵˥˷ˬˢнлмр  ˠˣ˯ˬ ˵˥˷ˬ ,(ˣˮ˸˷ˢ ˫˧˶˟ˡ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˤ˞ARPG  ˢ˞˴˧ ˣ˪˷ ˞˲˪˞ˢ ˸˯˶ˠ˷

-˟нлмо. ˩ ˧ˣˮ˟ ˢ˧ˢ˧ ˭˧˩ˮ˷ ˦˧'˴ˢ-DLL ˳˶ ˞ˣˢ˷ ˭ˬˤ˟ ˵˥˷ˬˢ ˨˧˪ˢ˸˪ ˵˧˶ˤˮ˷. 

 ˫˧˶˟ˡ ˢ˲ ˠ˧˴˞ ˶ˬˣ˪˩ ,˦˧'˴ˢ ˸˞ ˧˸ˮ˩ˢ˷˩ ˧˸˶˟˰˷ ˞˪ˬˢ ˨˧˪ˢ˸ˢ ˸˞ ˠ˧˴ˢ˪ ˢ˯ˮ˞ ˢˤ ˶ˬ˞ˬ˟

˞˟ˢ ˶ˬ˞ˬ˟ ˫˸ˣ˞ ˭˵˸˞ ,˨˷ˬˢ˟ ˵˶ ˧˸˧˪˧ˠˣ ˧˸˧˰˦˷ ˶˟˸˯ˬˣ ˫˧ˮˣ˩ˮ ˫ˢ˷ ˧˸˟˷˥˷. 

 

:ˠ˧˴˞ ˢˤ ˶ˬ˞ˬ˟ 

1. ˢ ˸˞˧˴ˬ-struct .˭˵˥˷ˢ ˪˷ 

2.  ˸˞˧˴ˬstatic pointer ).(˵˥˷ˬˢ ˪˷ ˷ˡ˥ˬ ˢ˴˧˶˟ ˢˮ˸˷ˬ ˞˪ ˣ˪˷ ˸˟ˣ˸˩ˢ˷ ˶˦ˮ˧ˣ˲ 

3. .ˣˮ˞˴ˬ˷ ˫˧˶˟ˡˢ ˧ˮ˷ ˪˰ ˯˯˟˸ˢ˟ ˦˧'˴ˢ ˸˞ ˭˧˩ˢ˪ 

4.  ˸˵˶ˤˢDLL ˢ˦ˣ˷˲ 

 

 ˪˰ ˸˴˵˫ˢ˟ ˷ˬ˸˷ˮ˷ ˫˧˪˩ˢ: 

1. Cheat Engine -  ˸ˣ˷˰˪ ˭˸ˣˮ ,˸ˣ˪˵˟ ˨˧˪ˢ˸ ˪˷ ˭ˣ˶˩˧ˤ˟ ˫˧˩˶˰ ˵ˣ˶˯˪ ˸˪ˣ˩˧ˢ ˸˞ ˣˮ˪ ˭˸ˣˮ˷ ˧˪˩

.˭ˢ˟ ˷ˬ˸˷ˮ˷ ˸ˣ˪˧˰ˣˬ ˸ˣ˧˴˲ˣ˞ ˧ˮ˧ˬ ˪˩ ˡˣ˰ˣ ˨˧˪ˢ˸ˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˸ˣˡˣ˵˲ ˪˰ ˠ˞˟˧ˡ  ˫˩ˬ ˣ˪˞˪

 ˪˰ ˪˩˸˯ˢ˪ ˳˧˪ˬˬ ˣ˟ ˫˧˯ˣˮˬ ˞˪ ˣ˞ ˧˪˩ˢ ˸˞ ˫˧˶˧˩ˬ ˫ˮ˧˞˷ ˪˷ ˶ˬ˞ˬˢ ˶˲ˣ˰ ˶˧ˮ˧˪˩˪ ˰ˠˣˮ˟. 

2. ReClass -  ˸ˣˢˤ˪ ˧ˡ˩ ˢ˥ˣˮ ˢˠˣ˴˸˟ ˭ˣ˶˩˧ˤ˟ ˫˧˩˶˰˟ ˦˧˟ˢ˪ ˸ˣ˶˷˲˞ˢ ˸˞ ˣˮ˪ ˭˸ˣˮ˷ ˡˣ˞ˬ ˵ˤ˥ ˧˪˩

ˢ ˨˧˞-structs .˫˧˧ˣˮ˟ ˵˥˷ˬˢ ˪˷  

3. Visual Studio 2019 , ˣˮ˥ˮ˞ ˢˤ ˧˪˩˟ˢ ˸˞ ˟ˣ˸˩ˮ-DLL .ˣ˸ˣ˞ ˠ˟˞ˡˮˣ ˵˧˶ˤˮ˷ 

 ˸ˣˮ˩˸ˢ ˸˲˷˟ ,˧˪˟ˬ˯˞˟ ˧˯˧˯˟ ˰ˡ˧ ˫˩˪ ˷˧˷ ˥˧ˮˬ ˧ˮ˞C  ˣ˞C++.˸ˣ˟ˣ˸˩ ˧˟˥˶ˬˣ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ˟ˣ , 

https://www.digitalwhisper.co.il/files/Zines/0x42/DW66-1-Memory.pdf
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ˣˮ˪˷ ˭˵˥˷ˢ ˪˷ ˢˮ˟ˬˢ ˸˞˧˴ˬ 

 ˸˞ ˶˟˥ˮˣ ˵˥˷ˬˢ ˸˞ ˥˸˲ˮ ˭ˣ˷˞˶ ˶˟ˡCheat Engine .ˣ˧˪˞ 

ˢ ˪˰ ˫˧ˮˣ˸ˮˢ ˪˩ ˸˞ ˠ˴˧˧ˬ˷ ˢˮ˟ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˢ˯ˮˮ ˢ˪˥˸ˢ˟ˣˮ˪˷ ˭˵˥˷ , ˫˰ ˪˧˥˸ˮCheat Engine 

 ˨˶˰˩ ˣˮ˪˷ ˫˧˧˥ˢ ˶˲˯ˬ ˸˞ ˷˲˥ˮˣfloat ,˟ˣ˷ ˷˲˥ˮˣ ˰˴˲˧ˮ . ˫˧˧˥ˢ ˪˷ ˨˶˰ˢ ˸˞ ˣˮ˞˴ˬ ˡˣ˞ˬ ˸ˣ˪˵˟

ˣˮ˪˷ ,˸˷˶ˡˮˢ ˸˟ˣ˸˩ˢ ˸˞ ˣˮ˞˴ˬ ˶ˬˣ˪˩ ,ˣˮ˸˷ˢ ˣˮ˪˷ ˭˵˥˷ˢ ˪˷ ˫˧˧˥ˢ˷ ˢ˞˶ˮˣ ˣ˸ˣ˞ ˸ˣˮ˷˪ ˢ˯ˮˮ. 

 

˨˶˰ˢ ˪˰ ˧ˮˬ˧ ˷˵ˬ ˳˥˪ˮ , ˢ˧˴˲ˣ˞ˢ ˪˰ ˷˧˵ˮFind out what accesses this address ˸˞ ˨ˣ˲ˢ˧ ˫˴˰˟ ˢˤ ,

Cheat Engine  ˸˟ˣ˸˩˪ ˢ˷˧ˠ ˪˷ ˢ˪ˣ˰˲ ˰ˣ˴˧˟˪ ˸ˣˬ˶ˣˠ ˧˪˟ˬ˯˞ˢ ˸ˣ˞˶ˣˢˬ ˸˥˞˷˩ ˫˰˲ ˪˩ˣ ˶ˠ˞˟˧ˡ˪

.ˣ˧˪˰ ˫˧˦˶˲ ˡˣ˰ˣ ˢ˪ˣ˰˲ˢ ˰ˣ˴˧˟˪ ˫˶ˠ˷ ˧˪˟ˬ˯˞ ˡˣ˵ˢ ˨˯ˬˢ ˪˰ ˣˮ˪ ˠ˴ˣ˧ ,ˣˤˢ ˸˧˲˧˴˲˯ˢ 

 

 




































































































