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IPˣˣ˞ˢˬ ˫˧˟˷˥ˬˢ ˸˷˶ ˪˞ ˶ˣˡ˥˪ ˱˵ˣ˸˪ ˶˷˲˞˧ ˢˤ ˷ˡ˥ ˢ˲˧˵˸ ˵˧˲˞ ,˶ˬˣ˪˩ . ˸˷˶ ˸ˣ˰˴ˬ˞˟ ˶˧

.˸ˣˬ˩˥ˢ ˸ˣ˶ˣˮˢ ˸˞ ˸˷ˬ˷ˬˢ ˣ˧ˡ˶ˢ 

 

˞˷ˣˮ˟ ˫˧ˬˡˣ˵ ˫˧˶˵˥ˬ 

 :˫˷ˢ ˸˞ ˞˷ˣˮˢ ˶˵˥ˬ˟Reaction Chain ZigBee a Creating: Nuclear Goes IoT  :˧˷˲ˣ˥ ˫ˣˠ˶˸˟)

˶˷ ˸˟ˣˠ˸ ˸˶˧˴˧ :˧ˮ˧˰˶ˠ ˢ˧ˢˮ ˫˧˶˟ˡˢ ˪˷ ˦ˮ˶˦ˮ˧˞ˢ"˟ ˸˶˷πZigBee ˭ˮˣ˶ ˪˧˧˞ ˸˞ ˪˪ˣ˩ˢ ˫˧˶˵ˣ˥ ˸ˣˣ˴ ,("

)eyalr0@( ,)colinoflynn@( FlynnôO Colin ˸ˣˬ˩˥ ˸ˣ˶ˣˮˬ ˪˷ ˢ˥˦˟˞ˢ ˸˞ ˥˸˧ˮ ,˫˧˶˥˞ˣ ˶˧ˬ˷ ˧ˡ˰ ,

 ˸ˣ˰˴ˬ˞˟ ˸ˣ˦˪˷ˮˢZigBee˶˵ˣ˥ˢ . ˫ˠˡˬ ˶˵˟˟ˣ ˸ˣ˶ˣˮ˟ ˡ˵ˬ˸ˢ˪ ˣ˶˥˟ ˫˧Hue Philips ˶˲˯ˬ ˣˬ˧ˠˡˢˣ ,

:˭ˡˠˮ˩ ˸ˣ˲˧˵˸ 

¶  ˸˷˶ˬ ˢ˶ˣˮ "˱ˣ˦˥˪" ˫˧˪ˣ˩˧ ˫˧˲˵ˣ˸ZigBee  .˫ˢ˪˷ ˸˷˶ˢ ˪˞ ˱˶˦˴ˢ˪ ˢ˸ˣ˞ ˥˧˶˩ˢ˪ˣ ,ˢˮˣ˸ˮ

 ˭˲˥˶ ˸ˣ˰˴ˬ˞˟ ˢ˸˷˰ˮ ˢˬˠˡˢˢ(War-Flying) ˩ ˪˷ ˵˥˶ˬˬπплл ˦ˬ:˶ 

https://www.youtube.com/watch?v=Ed1OjAuRARU 

¶  ˸ˣ˶ˣˮ "˱ˣ˦˥˪"ˣ ,˭˩˪ ˫ˡˣ˵ ˢ˶˞ˣ˸˷ ˢ˲˵˸ˢˢ ˸˞ ˰˴˟˪ ˢ˪ˣ˩˧ "ˢ˪˧ˠ˶" ˢ˶ˣˮ ˫ˠ ,˷ˣˬ˧ˬ ˸˧˧˰˟ ˪˷˟

˸ˣˮ˩˷ ˸ˣ˸˷˶ˬ 

¶ ˪˷˪ ˫˧˪ˣ˩˧ ˢˮˣ˸ˮ ˢ˶ˣˮ ˫˰ ˸˲˸ˣ˷ˬ ˸˷˶ ˫˧˵˪ˣ˥˷ ˫˧˲˵ˣ˸ ˦˪˸˷ˢ˪ ˨˩˟ˣ ,˭˧ˣ˰ ˢˮ˩ˣ˸ ˭ˣ˩ˡ˰ ˢ˪ ˥ˣ

˭˧˦ˣ˪˥˪ ˢ˧˪˰ 

https://twitter.com/eyalr0
http://cpiis.cs.tau.ac.il/
https://eyalro.net/project/iotworm.html
https://twitter.com/eyalr0
https://twitter.com/colinoflynn
https://www2.meethue.com/en-us
https://www.youtube.com/watch?v=Ed1OjAuRARU
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 ,˫˧˶˵ˣ˥ˢ ˸ˮ˰˦˪о  ˢˡ˧˲˵˟ ˣ˶˥˟ˮ˷ ˸ˣ˶ˣˮ ˳ˬˣ˵ ˪˰ ˸ˣ˦˪˸˷ˢ ˸ˣ˰˴ˬ˞˟˷ ˨˩˪ ˸ˣ˪˧˟ˣˬ ˣ˪˪ˢ ˸ˣ˲˧˵˸ˢ

 (˸˧ˮ˧˰˶ˠ ˢ˟ˣˠ˸˪ ˢˬˣˡˢ) ˸˶˷˶˷ ˸˟ˣˠ˸ ˶ˣ˴˧˪ ˫˧˪ˣ˩˧ ˫ˢ ,ˢˮˣ˸ˮ ˶˧˰˟ ˧˲˶ˠˣ˞˧ˠˢ ˭ˬˣ˵˧ˬ ˨ˬ˯ ˪˰

ˬ˩˥ˢ ˸ˣ˶ˣˮˢ ˪˩ ˪˰ ˸ˣ˦˪˸˷ˢ˪ ˪˧˟ˣ˸˷.˶˧˰˟˷ ˸ˣ 

:˸ˣ˪ˣ˩˧ ˧˸˷ ˣˮ˪ ˶˧˞˷ˢ ˨˩˟ˣ ,ˢ˧˧ˮ˷ˢ ˢ˲˧˵˸ˢ ˸˞ ˵˶ˣ ˨˞ ˭˵˧˸ ˭˶˴˧ˢ ,ˣˬˠˡˣˢ˷ ˸ˣ˲˧˵˸ˢ ˧˲ˣ˞ ˪˷˟ 

1. ˩) ˸˧˲˶ˠˣ˞˧ˠ ˸ˣ˩˧ˬ˯˟ ˢˮˣ˸ˮ ˸˷˶ˬ ˢ˶ˣˮ "˱ˣ˦˥˪" ˸˪ˣ˩˧ˢπплл (˶˦ˬ 

2. ˢ˲˧˵˸ˢ ˪˷ ˞˟ˢ ˟˪˷˪ ˢ˴˧˲˵ ˷˶˵˩ ˢ˟ ˷ˬ˸˷ˢ˪ ˨˩˟ˣ ,˪"ˮˢ ˢ˶ˣˮ˪ ˢˮ˩ˣ˸ˢ ˸˞ ˭˩ˡ˰˪ ˸˪ˣ˩˧ˢ 

 

˦˶ˣ˲ˬ ˶˟˯ˢ ˶˥˞˪ ˟ ˡˣ˰ ˣ˰˴˧˟˷ ˶˵˥ˬˢ ˪˰πнлмс ˶˵˟˟ ˧˸ˣ˞ ˣˡ˧˧˴˷ ˶˥˞˪ˣ ,Philips Hue Bridge 

.˪˧˥˸ˢ˪ ˭ˬˤ .˧˩˶ˡ˪ ˧˸ˣ˞ ˣ˥˪˷ˣ ˢ˥˪˴ˢ˟ ˧˪ ˣ˪˥˧˞ ,˶˵˥ˬˢ ˣ˸ˣ˞ˬ ˶˞˷ˮ ˣˢ˷˩˧˞˷ 

 

˪ ˞ˣ˟ˬπZigBee 

ˢ ˪˷ ˢ˧ˡ˲˧˵˧ˣˢ ˡˣˬ˰˪ˣ˵ˣ˦ˣ˶˲ " ˧˩ ˡ˧˰ˬZigBee s ˯˯ˣ˟ˬ ˭˵˸ ˞ˣIEEE 802.15.4  ˪˷ ˢ˥˲˷ˬ˪

ˡ˞ ˸˶ˣ˷˵˸ ˸ˣ˸˷˶ ...˶ˣ˴˧˪ ˫˧ˡ˰ˣ˧ˬˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲π ˸˩˧˶˴ ˸ˣ˪˰˟ˣ ˸˧˲˶ˠˣ˞˧ˠ ˸ˣ˩˧ˬ˯˟ ,˦˶˯ ˸ˣ˶˴ ˵ˣˢ

 ˫˰ ˪˟˪˟˸ˢ˪ ˞˪˷ ."ˢ˩ˣˬˮ ˥˸ˬWiFi )11.802 IEEE ,(4.15.802 IEEE ˭˵˸ˢ ˞ˣˢ  ˸˷˶ ˪ˣ˵ˣ˦ˣ˶˲˪ ˧ˮ˩˦ˢ

 ˸ˣ˟˩˷˩ ˡ˵˲˸ˬˢ ˣ˧ˡ˶ ˯˯ˣ˟ˬм-н  ˪˷ ˸˶ˣ˷˵˸ˢ ˸˧ˮ˯˥ˬ˟ZigBee ˸˶ˣ˷˵˸ˢ ˸ˣ˟˩˷ ˪ˡˣˬ˪ ˫˞˸ˢ˟ ,

)OSI Model.( 

˶˴ ˞ˣˢ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲ ˢˬ˩ ˡ˰ ˟ˣ˦ ˠ˷ˣˬ ˪˟˵˪ ˧ˡ˩ ˵˶π ˸˧˪˞ˬ˧˯˵ˬˢ ˢ˥˧˪˷ˢ ˸ˡ˧˥˧ ,˦˶˯(MTU)  ˶ˣ˟˰

 ˪˰ˬ ˸ˡˡˣ˟ ˢ˰ˡˣˢIEEE 802.15.4  ˞˧ˢмнт ˫˧˸˟ ˶ˤˣ˥ ˧ˮ˞ .ˢ ˢ˰ˡˣˢˢ ,˟ˣ˷˸˧˪˞ˬ˧˯˵ˬ ˪˩ ˪˪ˣ˩ ,

 ˪˰ ˢ˪˰˸ ˞˪ ,˸˶ˣ˷˵˸ˢ ˸ˣ˶˸ˣ˩мнт  ˷ˣˬ˧˷ ˢ˷˰ˮ ˞˪ˣ ˢˡ˧ˬ˟˷ ˢˤ ,˪ˣˡˠ˟ ˶ˬˣ˞ ˢˤ˷ ˢˬ .˫˧˸˟

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˰ˡˣˢˢ ,(˪˟˵ˬˢ ˡ˴˟ ˷ˡ˥ˬ ˭˸˟˩˶ˢˣ "˸ˣ˰ˡˣˢ ˧˯˧˯˶"˪ ˭˸˶˧˟˷) ˸ˣ˰ˡˣˢ ˪˷ ˢ˧˴˦ˮˬˠ˶˲˟

πsZigBee ˸ ˞˪ ˣˤ ˢ˪˟ˠˢ ,ˢˣˣ˵˸˟ .˪ˡˣˠ˟ ˧ˡˬ˪ ˸ˣ˪˟ˠˣˬ ˣ˧ˢ˧ ˸ˣ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ˟ ˢˡ˧ˬˢ ˪˰ ˶˸˧ ˰˧˶˲

.ˣˬ˴˰ ˷ˣˬ˧ˬ˟ ˞ˣ˴ˬ˪ ˫˧ˣˣ˵ˬ ˣˮ˞˷ 

  

https://en.wikipedia.org/wiki/Zigbee
https://en.wikipedia.org/wiki/IEEE_802.15.4
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 ,˭˵˸ˢ ˶˧ˡˠˬ˷ ˢ˶˴ˢ ˣ˧ˡ˶ˢ ˸˟˩˷ ˪˰ˬZigBee  ˸˶ˣ˷˵˸ ˸ˣ˟˩˷ ˶˲˯ˬ ˸˪˪ˣ˩ˢ ˸˶ˣ˷˵˸ ˸˧ˮ˯˥ˬ ˶˧ˡˠˬ

ˬ ˥˵˪ˮ˷ ˞˟ˢ ˶ˣ˧˞˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˸ˣˮˣ˷˭˵˸ˢ ˧˩ˬ˯ˬ: 

 

˪ ˢ˯ˠ ˢ˶ˣ˴˟ ˸ˣ˟˩˷ˢ ˸˞ ˵˪˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,ˢ˶˴˵˟πп :(ˢ˪ˣ˰ ˶ˡ˯˟) ˸ˣ˧˶ˣˠ˦˵ 

1. ) ˸˧ˤ˧˲ˢ ˢ˟˩˷ˢMAC( π  ˧ˡ˧ ˪˰ ˸ˣ˶ˡˠˣˬˢ ˣ˧ˡ˶ ˸ˣ˰ˡˣˢIEEE 802.15.4 

2. ) ˸˷˶ˢ ˸˟˩˷NWK( π (ˢˮ˲˴ˢ) ˢ˥˦˟˞ˣ ˶ˣ˯ˬˬ ,˟ˣ˸˧ˮ ˪˰ ˸˧˞˶˥˞ 

3.  ˢ˟˩˷˫ˣ˶˦π) ˸˧˟˧˦˵˧˪˲˞APS( π ˢ˧ˣ˴˶ˢ ˸˧˟˧˦˵˧˪˲˞ˢ ˢ˟˩˷˪ ˢ˰ˡˣˢˢ ˸˞ ˸˟˸ˮˬ 

4. ) ˢ˧˴˵˧˪˲˞ˢ ˸˟˩˷ZDP ,ZCL('ˣ˩ˣ , π  ˸ˣ˧˴˵˧˪˲˞ ˶˲˯ˬ˪ ˸˵˪ˣ˥ˬ ,˸˧ˠˣ˪ˢ ˸˧˟˧˦˵˧˪˲˞ˢ ˢ˟˩˷ˢ

˸˯ˮ˩ˮˢ ˢ˰ˡˣˢˢ ˠˣ˯˪ ˫˞˸ˢ˟ 

:˫˧˥ˮˣˬ ˸˴˵ 

¶ ZDP - ZigBee Device Profile 

¶ ZCL - ZigBee Cluster Library 

˟ ˰ˬ˷˷ ˫˩ˬ ˧ˬ˪ ˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˶˟˰SNMP ,ZCL ˢ ˸˟˩˷ .˧ˠˣ˪ ˵˷ˬˬ ˣ˸ˣ˞˪ ˢˮˣ˷ ˡˣˡ˧˵ ˣˬ˩ ˢ˞˶˧πZCL 

) ˪˞˷˸˪ ˸˷˶˟ ˫˧ˮˣ˷ˢ ˫˧˶˟˥˪ ˸˶˷˲˞ˬREAD_ATTRIBUTE) ˸ˣˮ˰˪ˣ (WRITE_ATTRIBUTE ˰ˠˣˮ˟ (

˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣˡ˷ ˱˯ˣ˞˪) "˫˧˶˧˟˴"˩ ˫˧˶ˬ˷ˮˢ ˢClusters (˶˵˟ˢ) ˪˰˲˸ˬ˪ ˸˶˷˲˞ˬ ˣˤ ˢ˟˩˷ ,˭˩ ˪˰ .(

:˫ˢ ˞ˬˠˣˡ˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣˡ˷ .˸ˣˮˣ˷ˢ ˸ˣ˶ˣˮ˟ ˦ˣ˪˷˪ 

¶ ˢ˶ˣˮˢ ˸˶ˣ˦˶˲ˬ˦˪ ˸˧˪˞ˬ˧˯˵ˬ/˸˧˪˞ˬ˧ˮ˧ˬ ˸˧˯˧˲ ˢ˪˟ˠˢ 

¶ ˢ˶ˣˮˢ ˪˷ ˪ˣ˥˩/˵ˣ˶˧/˫ˣˡ˞ˢ ˰˟˴ˢ ˨˶˰ 

¶ 'ˣ˩ˣ 

 ˸ˣ˶ˣˮ˟ ˶˟ˣˡˬ ˞˪˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˣˮ˧˞˶ ˵ˣ˧ˡ˟˷ ˞ˬˠˣˡˢ ˨˶ˡ ˣ˪˞ ˸ˣˬ˩˥ ˸ˣ˶ˣˮ .˟ˣˢ˴/˭˟˪ ˧˰˟˴˟ ˸ˣ˪˧ˠ˶

 ˡˣˡ˧˵ ˸ˣ˰˴ˬ˞˟ ˫˧˶˥˟ˮ ˶˷˞ ,˫˧˰˟˴ ˪˷ ˟˥˶ ˭ˣˣˠˬ˟ ˸ˣ˩ˬˣ˸RGB. 

https://www.zigbee.org/wp-content/uploads/2014/11/docs-05-3474-20-0csg-zigbee-specification.pdf
https://en.wikipedia.org/wiki/Simple_Network_Management_Protocol
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˞ˣˢ ˫˰˲ˢ ˱ˣ˵˸ˮ ˣ˸ˣ˞ ˶˴ˣˬˢˣ... 

 ˫˷˪ ˢˮˣ˰ˢ ˫˧˶˴ˣˬˢ ˦˯ ˞ˣˢ ˢˤ ˶˵˥ˬ˟ ˱ˣ˵˸ˮ ˣ˸ˣ˞ ˶˴ˣˬˢHue Philips˧˲˧˴˲˯ ˶˸ˣ˧ ˢ˶ˣ˴˟ˣ , ˶˵˟ ,˸

 ˸ˣ˶ˣˮˢBridge Hue Philips ˸˶˟˥ ˪˷ ˢ˶ˣ˞˸ˢ ˸˟˧˦˥ ˸˥˸ ˶ˣ˵ˬ˟ ˪˧˥˸ˢ ˫˧˶˴ˣˬˢ ˦˯ :ˡ˴ ˸˶˰ˢ .

Philipsˢ˶˟˥ ˸˥˸ ˸ˣˠ˸ˣˬˬ ˭ˢ ˸˰˩ˣ ,˭ˬ˷ ˭˞˩ˬˣ ,π ˫˷˟ ˸˟Signify ,˪˟˪˟ˬ ˦˰ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤˣ ˸ˣ˧ˢ .

" ˟ˣ˸˩ˮ ˸ˣ˰˦˟ ˫˞ ˪˟˞ ,"˭˶˴˧ˢ"˩ ˦ˣ˷˲ ˭˶˴˧˪ ˯˥˧˧˸ˢ˪ ˢ˯ˮˮ ˨˪˧˞ˣ ˢ˸˰ˬPhilips ˪˩˩ ˣˮ˥ˮ˞˷ ˧˶ˢ "

"˪ ˫˧ˮˣˣ˩˸ˬ ˢ˞˶ˮˢSignify." 

 ,ˢ˲ˣ˶˧˞˟ ˶˵˧˰˟ˣ ,˸ˣ˟˶ ˸ˣˮ˧ˡˬ˟˷ ˣˮ˞˴ˬ ,˪˞˶˷˧˟ ˸ˣ˧˶˞˪ˣ˲ˣ˲ ˨˩ ˪˩ ˞˪ ˭ˢ "˸ˣˬ˩˥" ˸ˣ˶ˣˮ˷ ˡˣ˰˟

˷ ˟˴ˬˢ ˶ˬ˞ˬ˟ ,˪˷ˬ˪ .˭˧˦ˣ˪˥˪ ˢˮˣˢˤ  ˸ˮ˷ˬнлму˷ ˣˮ˞˴ˬ ,πPhilips Hue ˟ ˫˧˦˪ˣ˷πом%  ˵ˣ˷ˬ

 ˪˰ˬ ˫˰ ,ˢ˧ˮ˦˧˶˟˟ ˢˬ˩˥ˢ ˢ˶ˣ˞˸ˢпол,ллл  ,ˢ˷˰ˬ˪ .˸ˣˬ˩˥ ˸ˣ˶ˣˮ˟ ˫˧˷ˬ˸˷ˬ ˶˷˞ ˸˧˟ ˧˵˷ˬ

 ˫ˢ˪˷ ˫˧˸˟˟ ˢ˶ˣ˞˸ˢ ˪˩˷ ˸ˣ˪ˠ˪ ˣˮ˰˸˲ˣˢ ,ˢ˶˟˥˟ ˢ˶˧˩˟ˢ ˢ˪ˢˮˢˬ ˵˪˥˪ ˶˵˥ˬˢ ˸˞ ˣˮˬˠˡˢ ˶˷˞˩

 ˪˷ ˠ˸ˣˬˢˬ ˞˧ˢPhilips Hue. 

˞˟ˢ ˶ˣ˧˞˟ ˫˧˷ˬ˸˷ˬˢ ˡ˶˷ˬ ˣ˞ ˸˧˟ ˪˷ ˸˷˶ˢ ˸˶ˣ˦˵˦˧˩˶˞ ˸ˠ˴ˣˬ ,˧˶ˣ˵ˬˢ ˶˵˥ˬˢˬ ˥˵˪ˮ˷ ,

:˶˴ˣˬ˟ 

 

 :˶ˣ˵ˬ]https://eprint.iacr.org/2016/1047.pdf[ 

 ˶˷˞˩ZLL ˢ ˸˟˩˷ ˸˞ ˶˞˸ˬπZigBee  :ˢ˶ˣ˞˸ ˧˶˴ˣˬ˪ ˢˬ˞˸ˣˢ˷ZigBee Light Link. 

˥˞ ˡ˴ˬ ˧˩ˬˣ˸ ˫˧˶˴ˣˬ ˣˮ˪ ˷˧ ,ˡZigBee ˫˧˟˷˥ˬˢ ˸˷˶ ˸˞ ˣˮ˪ ˷˧ ,˧ˮ˷ˢ ˡ˴ˢˬ .˶˵˟ˢˣ ˸ˣ˶ˣˮˢ :

 ˸˧˪ˠˮ˞˟ ˣˬ˷ˬ ˰ˬ˸˷ˬ˷ ˧˲˩ .˶˵˟ˢ ,˟ˣ˷ˣ ˡ˧˧ˮˢ ˭ˣ˲˞˪˲ˢ ,˧˷˧˞ˢ ˟˷˥ˬˢ :˫˧˶˟˥ ˢ˟ "˸˧˯˞˪˵"ˢ

"Bridgeˣ˟ ˶˟˥˷ ˧ˡ˧˥˧ˢ ˶˴ˣˬˢ ˞ˣˢ ˶˵˟ˢ ,(˶˷ˠ) "π ˸ˣ˸˷˶ˢ ˭˧˟ ˶˷ˠ˪ ˣˡ˧˵˲˸ˣ ,˸ˣ˸˷˶ˢ ˧˸˷˟ ˸˧ˮˬˤ

˫ˠ˶˸˪ˣ .˭ˬ˴˰ ˸ˣ˶ˣˮˢ ˪˞ ˣ˥˪˷˧˷ ˣ˧ˡ˶ ˸ˣ˰ˡˣˢ˪ ˷ˬ˸˷ˬˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢˬ ˸ˣ˥˪˷ˮ˷ ˸ˣˡˣ˵˲ 

https://www2.meethue.com/en-us
https://www2.meethue.com/en-us/p/hue-bridge/046677458478
https://www.signify.com/en-us
https://essentialinstall.com/news/smart-home/philips-hue-takes-top-spot-for-smart-lighting-in-uk-but-market-remains-competitive/#:~:targetText=In%20fact%2C%20nearly%205%25%20of,with%20Philips%20Hue%20smart%20bulbs.
https://eprint.iacr.org/2016/1047.pdf
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˶˵˟ˢ ˸˶ˣ˦˵˦˧˩˶˞ 

 ˡ˟˰ˬ˟ ˷ˬ˸˷ˬ ˶˵˟ˢ ˧˩ ˶ˣ˵ˬ˟ ˡˣ˰ ˣˮ˰ˡ˧˷ ˡˣ˰˟Mips ˶˟˸˯ˬ ,ˢ˪˧˥˸˩˪ˬ ˣ˟ ˣˮ˶˥˟˷ ˢ˟˧˯ˢ ˣˤ ˧˶ˢ ,

˪˷ ˫˞ˢ ˥ˣ˪ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˞˟ˢ ˶ˣ˧˞˟ .ˢ˪˧˥˸ ˣˮ˟˷˥˷ˬ ˶˸ˣ˧ ˸˟˩˶ˣˬ ˣ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˧˩  ˶˵˟ˢ

 ˢ˶ˬˣ˥ ˫ˠˡ)н.л:˵˧˦˯˪˲ˢ ˤ˶˞ˬˬ ˣ˸ˣ˞ ˣˮ˞˴ˣˢ˷ ˶˥˞˪ ( 

 

¶ ˭˧ˬ˧ ˡ˴˟ )˟ ˭ˬˣ˯ˬ˪ˣ˥˩ ( :˧˷˞˶ˢ ˡ˟˰ˬˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮBL3A-QCA4531. 

¶ ˪˞ˬ˷ ˡ˴˟ )˟ ˭ˬˣ˯ˬ˫ˣˡ˞(  ˪˷ ˶ˤ˰ ˡ˟˰ˬ ˸ˣ˞˶˪ ˭˸˧ˮAtmel )ATSAMR21E18E ˸˞ ˷ˬˬˬˢ (

ˢ ˸˧ˮ˯˥ˬ ˪˷ ˸ˣˮˣ˸˥˸ˢ ˸˶ˣ˷˵˸ˢ ˸ˣ˟˩˷πZigBee. 

ˢ ˡ˟˰ˬ˪ ˯˥˧˧˸ˮ ˣˮ˞ ,ˣ˰˟˦ˬπAtmel  ˪ˣ˲˧˦ˢ ˸˞ ˣ˧˪˞ ˪˧˴˞ˬ ˧˷˞˶ˢ ˡ˟˰ˬˢˣ ˸ˣ˧ˢ ,"˫ˡˣˬ" ˶ˣ˸˟

ˣ˞˴ˣ˧/˸ˣ˯ˮ˩ˮ ˸ˣ˰ˡˣˢ ˪˷ ˸ˣˮˣ˸˥˸ˢ ˸˶ˣ˷˵˸ˢ ˸ˣ˟˩˷˟ ˫ˠ˷ ˞˧ˢ ˣˤ ˸˧ˠˣ˪ ˢ˵ˣ˪˥ ˪˷ ˸ˣ˰ˬ˷ˬˢ .˸

) ˸˧˯˧˲ˢ ˢ˟˩˷ˢMAC) ˸˶ˣ˷˵˸ˢ ˸˟˩˷ ˫ˠˣ (NWK ˡ˟˰ˬˢ ˸˞ ˪˞˷˸˧ ˣ˶ˣ˸˟˷ ,˫ˡˣˬˢ ˧ˡ˧ ˪˰ ˣ˪˲ˣ˦˧ (

.ˣ˪˞ ˸ˣ˟˩˷ ˶ˣ˟˰ ˫˧ˮˣ˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˧˩˶˰˟ ˨˶ˣ˴ˢ ˢ˪˰˧ ˶˷˞˩ ˧˷˞˶ˢ 

 ˢ˪˰˲ˢ ˸˩˶˰ˬ ˞˪ˣ ,˯˵ˣˮ˧˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˳˧˶ˬ ˧˷˞˶ˢ ˡ˟˰ˬˢ ,ˢ˟˶ˢ ˣˮ˸˰˸˲ˢ˪ ˞˧ˢ˷˪˩ ˢˤ˶

)RTOS ˣˤ ˢˮˣ˩˸ ,˱˯ˣˮ˟ .ˢˮˣ˶˥˞ˢ ˢ˲ˣ˵˸˟ ˣˮˡ˟˰ ˫ˢ˧˪˰ ˫˧˦˵˧ˣ˶˲ˢ ˪ˣˬ ˪˞ ˭ˮ˰˶ˬ ˧ˡ ˞ˣˢ ˢˤ ˧ˣˮ˧˷ .(

) ˢˮ˩ˣ˸ˢ ˳ˣ˪˧˥ ˨˧˪ˢ˸˟ ˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟ ˣˮ˪ ˢ˶ˤ˰Firmware ˪˰ˬ ˳˶˷ ˡˣ˵ˢ ˠˣ˟˧ˡ˟ ˫ˠ ˶˸ˣ˧ ˶˥ˣ˞ˬˣ (

.˶˴ˣˬˢ ˪˷ ˢ˟˧˪ˢ ˸˵˧ˠˣ˪ ˪˰ ˧˞˶˥˞ ˶ˣˬ˞˩˷ ˡ˟˰ˬˢ 

˟ ˦ˣ˶˧˲˟ ˶˞˧˸˷ ˧˲˩ˣ˪˷ ˶˸˞ ,FlynnôO Colin )colinoflynn@( ˵˷ˬˬˢ ˪˞ ˶˟˥˸ˢ˪ ˨˧˞ ˶˞˸ˬ ,

 ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˢ˷˧ˠ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ˫˞ˢ ˥ˣ˪˟˷ ˱ˣ˷˥ˢ ˧˪˞˧˶˧˯ˢ)root ˪˷ ˨˧˶ˡˬˢ .˸˩˶˰ˬˢ ˪˞ (

Colin  ˧˶˧˷˩ˬ ˫˰ ˡˡˣˬ˸ˬ˷ ˧ˬ ˪˩˪ ˳˪ˬˣˬˣ ˢ˪ˣ˰ˬ ˨˧˶ˡˬ ˞ˣˢEmbedded  ˸˩˶˰ˬ ˸˞ ˫˧˴˧˶ˬˢ

https://www.arrow.com/en/products/qca4531-bl3a/qualcomm
https://www.microchip.com/wwwproducts/en/ATSAMR21E18A
http://colinoflynn.com/2016/07/getting-root-on-philips-hue-bridge-2-0/
https://twitter.com/colinoflynn
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˟ ˡ˵ˬ˸ˬ ˡˣ˥˧˧˟ˣ ,˯˵ˣˮ˧˪ ˢ˪˰˲ˢˢπBootloader  ˠˣ˯ˬU-Boot ˧ˡ˩˟ ˷ˣ˶ˡˢ ˡˣ˧˴ˢ ˸˞ ˧˪ ˢ˧ˢ ˞˪ ,˧˶˰˴˪ .

ˮ ˪˷ ˸ˣ˰˷ ˶˥˞˪ ˧˶˷˟ ˪˰ ˧˸ˡˬ˪˷ ˶˟ˡ ,˧˪˞˧˶˧˯ˢ ˵˷ˬˬ˪ ˶˟˥˸ˢ˪ ˸˞ ˶ˤ˥˷˪ ˫˧˪˷ˣ˩ ˸ˣˮˣ˧˯

 ˪˷ ˸ˣ˞˴ˣ˸ˢColin ˢˤ˧˞ ˭˧˟ˢ˪ ˧˪ ˶ˤ˰˷ (˭˧˵˦˧˞ ˭ˣ˶˧) ˭˦˵ˢ ˧˥˞ ˫˰ ˧˸˴˰˧˧˸ˢ ,˧˪ˤˬ˪ .˫˧˪˟˩  ,˨˧˶˴ ˧ˮ˞

.˸˷˶˟ ˫˸ˣ˞ ˧˸ˮˬˤˢ ˭˩ˬ ˶˥˞˪ ˡ˧ˬˣ 

ˣ˪˷ ˭ˬˤ˟ ,˫˧˧˸ˮ˟˷ˣ˶˲˪ ˧˸˪˥˸ˢ ,˪"ˣ˥ˬ ˰˧ˠˢ˪ ˣˮˬˤˢ˷ ˡˣ˧˴˪ ˥˵1  ˸ˮ˷ˬ ˢˮ˩ˣ˸) ˢˮ˷˧ˢ ˢˮ˩ˣ˸ˢ ˸˞

нлмс.˭ˮˣ˶ ˪˧˧˞ˬ ˧˸˪˟˧˵˷ ( 

 

ipbridge 

" ˞˶˵ˮ ˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˰ ˳˶˷ ˧˷˞˶ˢ ˨˧˪ˢ˸ˢipbridge ˶˟ˣˡˬ˷ ˢ˸˪˰ˢ ˧˶˞ˮ˧˟ˢ ˪˷ ˸˧˯˧˯˟ ˢ˵˧ˡ˟ ."

 ˳˟ˣ˵ ˪ˣ˲ˬ˧˵ ˪˷ ˧˯˞˪˵ ˢ˶˵ˬ˟ELF: 

¶ ˵˧ˬ ˧ˣ˪˸ ˸ˣ˧ˢ˪ ˪˲ˬˣ˵ˬ ˣˬ˴˰ ˡˣ˵ˢ ˫ˣπ  ˢˮ˧˰˦˟ ˨ˬˣ˸ ˞˪ ˭˩˪ˣ ˸ˣ˰ˣ˟˵ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩˟ ˷ˬ˸˷ˬ

.˸˧ˬ˞ˮ˧ˡ 

¶ ˢ ˧˴˟˵) ˸ˣ˧˶˲˯ˢπ*.so( ,ˢˣ ˸˧ˮ˯˥ˬˢπheap  ˸˩˶˰ˬ ˸ˣ˧˶˥˞˟) ˸˧˞˶˵˞ ˸˧ˬ˞ˮ˧ˡ ˢ˶ˣ˴˟ ˸ˣˮ˰˦ˮ

.(ˢ˪˰˲ˢˢ 

¶ ) ˸˧ˮ˯˥ˬ ˸ˣ˧˶ˮ˵˟ ˷ˣˬ˧˷ ˭˧˞stack cookies/canariesˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˪˰ ˢˮˠˢ˪ (  ˢ˶ˣˬ˷ˢ

.˸˧ˮ˯˥ˬ˟ 

¶ ˣ˞˷˶ˢ˟ ˳˶ ˨˧˪ˢ˸ˢ") ˸ˣˢˣ˟ˠ ˸root ("π .ˣˮ˧˶ˣ˟˰ ˡˣ˞ˬ ˸ˣ˟ˣ˦ ˸ˣ˷ˡ˥ 

 

 .˯˵ˣˮ˧˪ ˢ"˰ˬ ˪˰ˬ ˢ˴˶˷ ˢ˶˦ˬ ˫˰ ˫˧ˡˡˣˬ˸ˬ ˶˷˞˩ ˡˣ˞ˬ ˥˧˩˷ˢ ˟˴ˬ ˞ˣˢ ˰ˠ˶ˢ ˣˮ˶˞˧˸˷ ˟˴ˬˢ

 ˸ˣˮˠˢ ˪˧˰˲ˢ˪ ˢ˯ˮˬ ˞˪ ˟ˣ˶˪ ˣˬ˴˰ ˭˶˴˧ˢ ˪˟˞ ,˪ˡ˥ˬ ˸˶˧˶˟˩ ˸ˣˮˠˢ ˶˲˯ˬ ˢ˪˧˰˲ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

ˢ ,˨˩˷ˬ .˶˪˧˧˲ˬˣ˵ˢ ˧ˡ˧ ˪˰ ˸ˣ˩ˬ˸ˮ ˶˷˞ ˸ˣ˲˯ˣˮ ˸˧˞˶˵˞ ˸˧ˬ˞ˮ˧ˡ ˢˮ˧˰˦˟ ˨ˣˬ˸˪ ˪˲ˬˣ˵ ˞˪ ˧˶˞ˮ˧˟

)ASLR˩ ˶ˡˠˣˢ ˞˪ ,(πPIE )Position Independent Executable.˸˧ˮ˯˥ˬ ˸ˣ˧˶ˮ˵ ˪ˣ˪˩˪ ˪˲ˬˣ˵ ˞˪ ˫ˠˣ ( 

 ˷˧˷ ˫ˣ˷ˬ ,˧˪˞˧ˣˣ˧˶˦ ˢ˧ˢ˧ ˞˪ ˸˧ˡ˧˸˰ ˢ˷˪ˣ˥ ˪˷ ˢ˷ˬ˷ˢˢ ˨˧˪ˢ˸ ,˫˧˲˵ˣ˸˩ ˣˮ˪˷ ˦˟ˬˢ ˸ˡˣ˵ˮˬ

) ˭ˣ˶˩ˤ ˸ˣ˧˞˶˵˞ASLRˠ ˞ˣˢ ˪˟˞ ,˸˧˯˧˯˟ ( ˭ˣ˶˩ˤ ˸ˣ˟ˣ˸˩ ˷˧˷ ˫ˣ˷ˬ ,ˢˡ˧ˬˢ ˪˰ ˶˸˧ ˟˩˶ˣˬ ˢ˧ˢ˧ ˞˪ ˫

.˟ˣ˸˩ˮ˷ ˢ˷ˬ˷ˢ˟ ˟˪˷˪ ˪˩ˣˮ˷ ˸ˣ˰ˣˡ˧ˣ ˸ˣ˰ˣ˟˵ 

 ˪˰ ˰˴ˣ˟˷ ˢˮ˩ˣ˸ˢ ˥ˣ˸˧ˮ ˸ˣ˩˧˞ ˸˞ ˶˲˷˪ ˸ˣ˯ˮ˪ˣ ˶ˣ˴˰˪ ˣˮ˴˪˞ˮ ,ˢ˷˧˶˲ˢ ˨˧˪ˢ˸˟ ˪˧˥˸ˢ˪ ˪˩ˣˮ˷ ˧ˮ˲˪

 ˧ˡ˧IDA Pro ˠˣ˯ˬ ˡ˟˰ˬ ˡˣ˵ ˭˧˟ ˢˮ˥˟ˢ˟ ˢˮ˩ˣ˸ˢ ˪˷ ˢ˵ˣ˴ˬˢ˷ ˫ˣ˷ˬ ,Mips  ˠˣ˯ˬˣMips16  .˭˧˰˪ ˢ˦˪˟

                                                           
 

1
 ˸˪˧ˢ˵ ˟˶˵˟ ˶˰ ˥ˣ˩˧ˣ ˫˧˧˵ ˞˶˵ˮ˷ ˨˧˪ˢ˸ˢ ˸˞ ˶˞˸ˬˢ "ˢ˷˧˶˲" ˥ˮˣˬ˪ ˭ˣ˩ˮˢ ˸ˣ˧˞ˢ ˪˰ ˳˶˞˟ ˫˧˶˵ˣ˥ˢ  ˸˧˪ˠˮ˞˟Reverse Engineering ˸ˣ˧ˢ .

 ˧˸˦˪˥ˢ ˢˤ ˶ˬ˞ˬ˟ .˧˷ˣ˵ ˭˞˩ ˷˧˷ ˧˶ˢ ,"ˢ˯˧˶˲" ˶ˬˣ˪ ˦ˣ˷˲ ˪˵ ˸˶˟ˣˡˬ ˸˧˶˟˰˟ˣ ˸ˣ˧ˢˣ ,"˶ˣ˥˞˪ ˢ˯ˡˮˢ" ˥ˮˣˬ˟ ˷ˬ˸˷ˢ˪ ˭ˣˣ˩˸ˬ ˞˪ ˧ˮ˞ˣ

˸ˣ˰˴ˬ˞˟ ˥ˮˣˬˢ ˸˞ ˸˧˧˞˪ˣ ,˞˦˥ ˪˰ ˸ˣ˩ˢ˪ ˟ ˫˧ˬˡˣ˵ˢ ˧˧˶ˬ˞ˬ˟ ˢ˩ ˡ˰ ˧˸˧˷˰˷ ˧˲˩ "˯" ˞˪ˣ "˷"-Digital Whisper ˶ˣ˵ˬ˷ ˧˸ˣ˞ ˣ˰ˮ˩˷ ˧˧˶˟˥ .

.˫˥˪ ˸˯˧˶˲ˬ ˞˪ˣ ˭˥˪ˣ˷ ˪˰ ˡˣ˧˴ ˸˷˧˶˲ˬ ˞ˣˢ ˥ˮˣˬˢ 

https://ftdi-uk.shop/products/ttl-232rg-vreg3v3-we?variant=13255531004015
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 ˧ˡ˟˰ˬ ˪˷ ˫˧˟˴ˬˢ ˧ˮ˷˪ ˡˣ˞ˬ ˢˬˣˡ ˢˤ ˟˴ˬˣ ˸ˣ˧ˢArm )Arm xπThumb ˸˞ ˵ˣˡ˟˪ ˟ˣ˦ ˭ˬˤ ˢ˧ˢ ˢˤ ,(

Up Thumbs˱˯ˣ˸ , IDA ˶ ˵ˡ˟ˮ ˢ˩ ˡ˰˷ˣ ˶˟˰˟ ˣˮ˟˸˩˷ˣ ˪˦ˮ˧˞ ˧ˡ˟˰ˬ˪ ˫˧˶˞ˮ˧˟ ˪˰ ˵πArm ˣˮ˸˥ˬ˷˪ .

 ˫˰ ˣˮ˪˥˸ˢ˷ ˡˣ˰˟ :ˢ˲ˣ˴ˬˢ ˪˰ˬ ˥˧˪˴ˢ ˱˯ˣ˸ˢ ,ˢ˟˶ˢнрнр  ˧˶˞ˮ˧˟ ˣˮ˪˟˧˵ ˢ˴˶ˢˢ ˶˥˞˪ ,˸ˣ˧˴˵ˮˣ˲

 ˣ˟ˣ ˶ˡˣ˯ˬˣ ˧˵ˮопту  ˧ˡ˧ ˪˰ ˸ˣˢˣˤˬ˷ ˸ˣ˧˴˵ˮˣ˲IDA ,˧˶˞ˮ˧˟ˢ ˪˰ ˡˣ˟˰˪ ˪˧˥˸ˢ˪ ˶˷˲˞ ˸ˬ˞˟ ˣ˧˷˩˰ .

˸ˢ ˪˷ ˥ˣ˸˧ˮ ˸ˣ˧ˣ˰˦ ˸˧ˮˡ˧ ˭˵˸˪ ˨˶ˣ˴ˢ ˞˪˪.ˢˮ˩ˣ 

 ˢ˲˴ˬ ˢˮ˩ˣ˸ˢ ˣ˪˧˞˩ ˢ˞˶ˮ ˢˤ ,ˢ˶ˣ˶˟ ˞˪ ˢ˟˧˯ˬ .˶ˤˣˬ ˣˢ˷ˬ˟ ˣˮ˪˵˸ˮ ,ˢ˷˧˶˲ˢ ˸˪˥˸ˢ ˶˥˞˪ ˡ˧ˬ

˸ˣˤˣ˶˥ˬ˩ ˣˡˡˣ˵˧ ˸ˣ˯ˮ˩ˮˢ ˸ˣ˰ˡˣˢˢ˷ΗΚ 

 

 ˸ˤˣ˶˥ˬ ˪˩ ˶˷˞˩ ,˸˯ˮ˩ˮ ˢ˰ˡˣˢ ˨ˣ˸˟ ˸ˣ˞˶˪ ˫˧˲˴ˬ ˣˮ˞˷ ˸ˣˤˣ˶˥ˬˢ ˸ˬ˧˷˶ ˸˞ ˠ˧˴ˬ ˢ˪˰ˬ˪˷ ˶ˣ˧˞ˢ

ˣ˲˧˦ˢ ˸˧˴˵ˮˣ˲˪ ˢ˰ˡˣˢˢ ˪˷ ˧ˬ˧ˮ˲ ˟ˣ˸˧ˮ˪ ˪˧˟ˣ˸ ˸ˤˣ˶˥ˬˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˞ˬˠˣˡ˪ .ˢˬ˧˞˸ˬˢ ˪"Zcl" 

 ˫˷˟ ˣˮˬ˧˯ ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲˪ ˪˧˟ˣ˸"EI_zcl_main_handler" ˪˷ ˭ˣ˧˲˧˞ˢ ˧˩ˬ˯ˬ˪ ˟ˣ˷ ˣˮ˶ˤ˥ ˣˤ ˢˡˣ˵ˮ˟ .

ˢ ˭˵˸πZigBee ˶˴ ˷ˬˬ ˞ˣˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ .˧ˮˣ˧ˠˢ ˢ˧ˢ ˞˪ ˦ˣ˷˲ ˢˤˣπ ˢ˰ˡˣˢ˟ ˫˧ˮˣ˷ˢ ˸ˣˡ˷ˢˣ ,˦˶˯

˷ ˥˦˟ ,˫˧ˡˡˣ˟ ˫˧˦˧˟ ˧˟ˠ ˪˰ ˫˧ˡˡˣ˵ˬ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ ˢˬ˪ ...˸ˣ˧ˮˤ˟ˤ˟ˣ ˸ˣ˩ˣ˶˞ ˸ˣˤˣ˶˥ˬ ˸ˣ˰˴ˬ˞˟ ˞˪

ˢ˪˞˩˷ ˸ˣˤˣ˶˥ˬ ˪˟˵˪ ˢ˲˴ˬΚ 

ˣ ˭ˮˣ˶ ˪˧˧˞ ˪˷ ˶˵˥ˬˢ ˡˣ˰˧˸ ˪˷ ˸˲˯ˣˮ ˢ˞˧˶˵ ˧˶˥˞πColin ˵˥˷ˬ ˫ˡˣˬˢ .˶ˣ˶˟ ˢ˧ˢˮ ˪˩ˢ ˫ˣ˞˸˲ ,

 ˠˣ˴˧˧˪ ˧˶˞ˮ˧˟ˢ ˡˣˡ˧˵ˢˬ ˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢˢ ˸˞ ˶˧ˬˬ ˞ˣˢ :ˢ˪˥˸ˢ˟ ˣˮˬ˪˰˸ˢ ˣˮˬˬ˷ ˱˯ˣˮ ˡ˧˵˲˸

https://research.checkpoint.com/thumbs-up-using-machine-learning-to-improve-idas-analysis/
https://research.checkpoint.com/thumbs-up-using-machine-learning-to-improve-idas-analysis/
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˪˞ˣ˦˯˵˦ ˵˷ˬˬ˟ ˢ˸ˣ˞ ˥˪ˣ˷ˣ ,˧Usb-to-Serial  ˨˧˶˴ ˧˷˞˶ˢ ˡ˟˰ˬˢ˷ ˪˩ ,ˣˤ ˢ˶ˣ˴˟ .˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˞

 ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˳˟ˣ˵˩ ˭˴˥ˣ˧ˬˢ ˧˪˞˧˶˧˯ ˵˷ˬˬˬ ˪ˣ˲˧˦˪ ˸ˣ˦ˣ˷˲ ˸ˣ˧˪˞ˣ˦˯˵˦ ˸ˣ˰ˡˣˢ ˞ˣ˶˵˪ ˢˤ ˸ˣ˷˰˪

.ˢ˪˰˲ˢˢ 

Colin ˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰ ˭ˬ˴˰ ˸ˣ˶ˣˮˢ˷ ˨˩˪ ˸ˣ˧ˣˡ˰ ˞˴ˬ ˫ˠπSDK BitCloud Atmel ˶ˣˠ˯ ˡˣ˵ ˞ˣˢ ˫ˣ˧˩˷ ,

ˬ ˸ˣˮ˵˪ ˨˧˶˴˷πAtmel ˸˷ˬ˷ˬˣ ˫ˡˣˬ˟ ˫ˠ ˸˞˴ˬˮ ˢˮ˩ˣ˸ˢ ˢ˸ˣ˞ ˧˩ ˥˧ˮˢ˪ ˧ˮˣ˧ˠˢ ,ˢˤ ˞˴ˬˬ ˭˸ˮ˧ˢ˟ .

:˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˞ ˭˩˶ˡ˟ ,˸ˣ˯ˮ˩ˮˢ ˸ˣ˰ˡˣˢ˪ "ˢ˶ˬˢ" ˸˟˩˷ ˶ˣ˸˟ 

1. ˧ˡ˧ ˪˰ ˸˵ˡ˟ˮˣ ˶ˣ˯˶˲ ˸˶˟ˣ˰ ˸˯ˮ˩ˮ ˢ˰ˡˣˢ  ˪˷ ˸˶ˣ˷˵˸ˢ ˸˧ˮ˯˥ˬBitCloud. 

2. .˥ˣˮ ˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧˪ ˸˶ˬˣˬ ˢ˰ˡˣˢˢ 

3. .˪ˣ˲˧˦˪ ˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˞ ˸˥˪˷ˮ˷ ˣˤ ˞˧ˢ ˢˤ ˠˣ˴˧˧˟ ˢ˰ˡˣˢˢ 

 

 ˪˷ ˭˵˸˟ ˦˧˟ˣ ˦˧˟ ˪˩ ˶˧˩ˢ˪ ˫˧˷˶ˡˮ ˞˪ ˧˷˞˶ˢ ˡ˟˰ˬ˟ ˢˮ˩ˣ˸ˢ ˪˷ ˫˧˥˸˲ˬˢ ,ˣˤ ˢ˶ˣ˴˟ZigBee ˫ˢˣ ,

˸ˣ˯ˮ˩ˮˢ ˸ˣ˰ˡˣˢ˟ ˪ˣ˲˧˦ˢ ˪˷ ˢ˵˧ˠˣ˪˟ ˵˶ ˡ˵ˬ˸ˢ˪ ˫˧˪ˣ˩˧ ˪˷ ˫˧˟˩˶ˣˬˢ ˢˮ˲˴ˢˢˣ ˡˣˡ˧˵˟ ˪ˣ˲˧˦ˢ .

ZigBee  ˸˶˟˥ ˪˷ ˡˣ˵˟ ˸˧˦˞ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˫˧˷˰ˮAtmel  ˪˷ ˡ˟˰ˬˢ ˪˰ ˳˶˷Atmel ˭˶˴˧˪ ˫˧˩˯ˣ˥ˣ ,

.ˢˤˢ ˷˞˶ˢ ˟˞˩ ˸˞ ˸ˣ˶ˣˮˢ 

 .˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˢ˪ ˷˧˷ ˸ˣ˪ˣ˩˸˪ ˢ˞˧˶˟ ˢˡ˶˲ˢ˟ ˶˟ˣˡˬ ,˸˧˸˥˦˟˞ ˦˟ˬ ˸ˡˣ˵ˮˬ ˢˤ ˪˰ ˪˩˸˯ˮ ˫˞

 ˪"ˮˢ ˢˡ˶˲ˢ˪ ,˸˞ˤ ˫˰ ˡ˥˧ ˪˷ ˢˮ˩ˣ˸ˢ ˸˞ ˵˶ ˷˧ ˣˮ˪ .ˣˮ˪˷ ˶˵˥ˬˢ ˨˧˪ˢ˸ ˪˰ ˡˣ˞ˬ ˢ˪ˣˡˠ ˢ˰˲˷ˢ ˷˧

ˢ ˨˧˪ˢ˸πipbridge  ˸ˮ˵˸ˢ ˸ˣ˰˴ˬ˞˟ ˠ˟ˡ˪ ˫˧˪ˣ˩˧ ˫ˠ ˣˮ˥ˮ˞ ˣ˸ˣ˞ ,(˧˷˞˶ˢ ˡ˟˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˶˸˧ ˪˷ˣ)

) ˶ˠ˞˟˧ˡgdbserver ˪˩ ˸ˣ˧ˢ˪ ˨˪ˣˢ ˞˪ ˢˤˣ ,˸ˮ˲˴ˣˬ ˫ˡˣˬˢ ˪˷ ˢˮ˩ˣ˸ˢ .˯˵ˣˮ˧˪ˢ ˸˟˧˟˯˟ ˢ˥ˣˮ ˢ˶ˣ˴˟ (

ˤ˥˷˪ ˦ˣ˷˲ ˨˩ ˸˲˧˵˸ ˸ˣ˰˴ˬ˞˟ ˧˶˦ˬ˧˯ˢ ˢˮ˲˴ˢˢ ˥˸˲ˬ ˸˞ ˳˪˥˪ ,˧˶ˣ˵ˬˢ ˶˵˥ˬˢ ˪˷ ˫˧ˡ˰˴ˢ ˸˞ ˶

) ˥˸ˬ ˸˩˧˶˴ ˥ˣ˸˧ˮpower analysis.ˢˮ˩ˣ˸ˢ ˸˞ ˥ˮ˰˲˪ ˣ˸ˣ˰˴ˬ˞˟ˣ ( 

 ˸ˬ˧˷˶˪ ˢˤˢ ˪ˣ˷˩ˬˢ ˸˞ ˱˧˯ˣˮ ˦ˣ˷˲ ˣˮ˥ˮ˞ .ˢˤˢ ˶˵˥ˬ˟ ˦ˣ˷˲ ˸ˣ˧ˢ˪ ˨˪ˣˢ ˞˪ ˶˟ˡ ˫ˣ˷˷ ˢ˞˶ˮ

˞˪ˢ ˨˧˷ˬˮ ,ˡ˧˸˰˟ ˫˸˧˞ ˡˡˣˬ˸ˢ˪ ˨˶˦˴ˮ˷ ˫˧˶˟ˡˢ.˟ˣ˦˪ ˢˣˣ˵ˮˣ ˢ 

  

https://github.com/raitraak-rrk/RFStamp-BitCloud
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 ˸ˣ˷˪ˣ˥ ˷ˣ˲˧˥π ˭ˣ˷˞˶ ˟˟˯ 

 ˧˶˥˞ ˣˮ˟˵˰ ,˧˪˞˧˶˧˯ ˵˷ˬˬ ˨˶ˡ ˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧˟ ˸ˣ˰ˡˣˢ ˣˮ˧˪˞ ˶˧˟˰ˬ ˫ˡˣˬˢ˷ ˣˮ˟ˢ˷ ˧˶˥˞ ˣ˧˷˩˰

) ˫˧˦ˣ˥ˢ ˭˧˟ ˰ˡ˧ˬˢ ˸ˬ˧˶ˤThreads ˸ˣ˪˲˦ˬˢ ˸ˣˮˣ˷ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˷˪ˣ˥ ˷˲˥˪ ˣˮ˧˯˧ˮˣ ˫˧ˮˣ˷ˢ (

ˬ˸ˢ ˣˮ˪˷ ˫˧˴ˬ˞ˬˢ ,˶ˢˬ ˧ˡ .˸ˣ˯ˮ˩ˮˢ ˸ˣ˰ˡˣˢ˟ˢ ˪ˣˡˣˬ˟ ˣˡ˵πZCL ˪˷ ˢ˟˧˸˩/ˢ˞˧˶˵˟ ˨ˬˣ˸ ˞ˣˢˣ ˸ˣ˧ˢ ,

:ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˧˩˶˰ ˪˷ ˫˧˟˶ ˫˧ˠˣ˯ 

¶ E_ZCL_UINT32 )0x23 (π  ˪˷ ˠˣ˴˧˧˟ ˶˲˯ˬп ˫˧˸˟ 

¶ E_ZCL_UINT16 )0x21 (π  ˪˷ ˠˣ˴˧˧˟ ˶˲˯ˬн ˫˧˸˟ 

¶ E_ZCL_UINT8 )0x20 / (E_ZCL_ENUM8 (0x30) π  ˨˶˰ / ˸˧˟ ˪˷ ˠˣ˴˧˧˟ ˶˲˯ˬenum ˸˧˟ ˪ˡˣˠ˟ 

¶ E_ZCL_BOOL )0x10 (π (˶˵˷/˸ˬ˞) ˧ˮ˞˧˪ˣ˟ ˨˶˰ ˠ˴˧˧ˬˢ ˡˡˣ˟ ˦˧˟ 

¶ E_ZCL_ARRAY (0x48) π ˡˡˣ˟ ˸˧˟ ˪˷ ˨˶ˣ˞ ˢˡ˷ ˸ˣ˰˴ˬ˞˟ ˠ˴ˣ˧ˬ ,ˢˮ˸˷ˬ ˪ˡˣˠ˟ ˫˧˸˟ ˨˶˰ˬ 

 ˶˴ˣˬ˟ ,ˢˮ˸˷ˬ ˨˶ˣ˞ ˧˪˰˟ ˫˧˯ˣ˲˧˦˟ ˪ˣ˲˧˦ ,˫˸ˮ˟ˢ ˧˞ˡˣˣ˟˷ ˧˲˩Embedded .˸ˣ˷˪ˣ˥˪ ˥ˣ˦˟ ˭ˣ˩˸ˬ ˢˤ ,

˶˥˞˷ ˧˪˟ˬ˯˞ˢ ˡˣ˵ ˸˞ ˠ˧˴ˬ ˞˟ˢ ˶ˣ˧˞ˢ:˪"ˮˢ ˯ˣ˲˧˦˟ ˪ˣ˲˧˦ˢ ˪˰ ˧˞ 

 

:ˢ˶˰ˢ  ˸˶ˣ˦˵˦˧˩˶˞˟˷ ˭ˣ˟˷˥˟ ˣ˥˵Mips  ˞˶˵ˮ˷ ˢˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮslot delay ˨˶˰ˢ ,˶ˬˣ˪˩ .x2B0 

 ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˟ ˦ˮˬˣˠ˶˞˩ ˶˟˰ˣˬmalloc()  ˸ˡˣ˵˲˟ :ˢ˞˟ˢ ˧˪˟ˬ˯˞ˢli $a0, 0x2B  ˸˞˴ˬˮ˷˶˥˞˪ 

 ˰˴˟˸˸ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˸˟˵ˣ˰ˢ ˧˪˟ˬ˯˞ˢ ˸ˡˣ˵˲ ˢ˷˰ˬ˪˷ ˫ˣ˷ˬ ˸˞ˤ .ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ˧ˮ˲˪ 

 ˪˷ ˸ˣ˰ˬ˷ˬˢ ˣˤ .˪˰ˣ˲˟ ˞˶˵˧˸ ˢ˧˴˵ˮˣ˲ˢ˷delay slot. 

ˡˣ˵˟ ˣˮ˧˞˶ ˢˬ ˤ˞ ,˧˧˵ˣ˞Κ  ˸˰ˡˣˢ˪ ˢˮ˰ˬ˩ ˸ˮ˧ˣ˰ ˢ˟ˣˠ˸ ˸˰ˡˣˢ ˥ˣ˪˷˪ ˪ˣ˩˧ ˱˵ˣ˸READ_ATTRIBUTE 

.˫˧˸˟ ˨˶˰ˬ ˠˣ˯ˬ ˯ˣ˲˧˦ ˪˧˩˸ ˶˷˞ 

  

http://www.jaist.ac.jp/iscenter-new/mpc/old-machines/altix3700/opt/toolworks/totalview.6.3.0-1/doc/html/ref_guide/MIPSDelaySlotInstructions.html#:~:targetText=On%20the%20MIPS%20architecture%2C%20jump,jump%20or%20branch%20is%20executed.&targetText=The%20MIPS%20processors%20execute%20the,instruction%20as%20an%20indivisible%20unit.
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 ˪˰ˬ ˞ˣˢ ˨˶˰ˬˢ ˨˶ˣ˞˷ ˭˧˧˴˧ ˱˵ˣ˸ˢˣ ˢˡ˧ˬ˟по ) ˫˧˸˟0x2B˪ ˫ˣ˶ˠ˧ ˢ˰ˡˣˢ˟ ˪ˣ˲˧˦ˢ ( ˭ˣ˶˩ˤ ˸˯˧˶ˡ

ˢ ˪˰ ˸˦˪˷ˮπheap:˭ˢ ˢ˷˪ˣ˥˪ ˸ˣ˧˶˷˲˞ ˸ˣ˪˟ˠˢ .˫˧ˣˣ˸ ˧˴ˣ˪˧˞ ˫ˣ˷ ˞˪˪ , 

¶ ˣ ˸ˣ˧ˢπZCL ˬ ˣˮˬ˴˰˪ ˸ˣ˷˶ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˪ˣ˵ˣ˦ˣ˶˲˟ ˸˧˯˥˧ ˢˢˣ˟ˠ ˢ˟˩˷ ˞˧ˢ ˪ˡˣˠ˟ ˨˶˰

˩ ˶˸ˣ˧ˢ ˪˩˪ ˪˷ ˧˪˞ˬ˧˯˵ˬπтл .ˣ˧ˡ˶˟ ˸˧˪˞ˬ˧˯˵ˬ ˢ˰ˡˣˢ ˪ˡˣˠˬ ˠˣ˶˥˸ ˢ˰ˡˣˢˢ ˸˶˥˞ ,˫˧˸˟ 

¶ .ˣˬ˴˰ ˶˵˟ˢ ˡ˴ˬ ˢ˥˪˷ˮ˷ ˞˸˪˧˞˷˪ ˢˮ˰ˬ ˥ˣ˪˷˪ ˵˶ ˪˩ˣˮ ˧˩ ˱ˣ˩˞˪ ˢ˪ˣ˩˧ ˫˧˟˴ˬ ˸ˮˣ˩ˬ ˸˵˧ˡ˟ 

¶  ˞˸˪˧˞˷˟ ˶˵˟ˢ ˷˵˧˟ ˣ˸ˣ˞ ˯ˣ˲˧˦ˢˬ ˢˮ˰ˬ ˥ˣ˪˷˪ ˵˶ ˪˩ˣˮ ˧˩ ˱ˣ˩˞˪ ˢ˪ˣ˩˧ ˫˧˟˴ˬ ˸ˮˣ˩ˬ ˸˵˧ˡ˟

˷.ˢ˥˪˷ˮ 

¶  ˢ˵˧ˠˣ˪ ,ˣ˪˷ ˢ˵˧ˠˣ˪ˢ ˸˞ ˢ˶˲ˬ ˞˧ˢ˷ ˟ˣ˷˥˧ ˞ˣˢˣ ˢˡ˧ˬ˟ ˣˮ˪˷ ˢ˰ˡˣˢˢ ˸˞ ˪˧˲ˢ˪ ˪ˣ˪˰ ˫ˡˣˬˢ

.˫ˡˣˬˢ ˡˣ˵ ˸˞ ˣˮ˪ ˭˧˞ˣ ˸ˣ˧ˢ "ˢ˶ˣ˥˷ ˞˯˲ˣ˵" ˞˧ˢ ˣˮ˸ˮ˧˥˟ˬ ˶˷˞ 

.˸˧ˮ˧˴˶ ˢ˷˪ˣ˥ ˸˞ˤ ˪˩˟ ˪˟˞ ,˪ˣ˴˧ˮ˪ ˫˪ˣ˰˟ ˢ˪˵ˢ ˢ˷˪ˣ˥ˢ ˵ˣ˧ˡ˟ ˞˪ 

˷ ˫˧˧˪˞˧˶˧˯ˢ ˫˧˪˟˩ˢ ˣ˰˧ˠˢ ˱ˣ˯ ˱ˣ˯ ˢˤ ˟ˣ˦ ˭ˣˬˤ˸˟ ˫˞ˢ ˵ˣˡ˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣ˧˷˩˰ ˤ˞ ,˪"ˣ˥ˬ ˣˮˬˤˢ

 ˪˷ ˨˧˶ˡˬˢ ˧˶˥˞ ˣˮ˟˵˰ .ˢ˷˪ˣ˥ ˣˮ˞˴ˬ ˭˩˞Colin  ˸˷˧ˠ ˣˮˠ˷ˢˣssh  ˸ˣ˞˷˶ˢ˟root  ˶˥˞˪ .˶˵˟ˢ ˪˞

 ˣˮ˪˲ˬ˧˵ ,˭˩ˬgdbserver  ˸˶ˣ˦˵˦˧˩˶˞˪Mips ˨˧˪ˢ˸ˢ ˸˞ ˠ˟ˡ˪ ˪˩ˣˮ˷ ˧ˡ˩ ,ˣˬ˴˰ ˶˵˟˪ ˣ˸ˣ˞ ˣˮ˪˰ˢˣ 

ipbridge ˢ˷˪ˣ˥ ˣˬ˩ ˢ˞˶ˮ˷ ˢˬ ˣˮ˞˴ˬ ˣ˟ ˥ˣ˪˷˪ ˪ˠˣ˯ˬ˷ ˣ˧ˡ˶ ˶ˡ˷ˬ ˣˮ˪ ˭˧˞ :˷ˡ˥ ˪ˣ˷˩ˬ˪ ˣˮ˰ˠˢ ˸˰˩ .

 ˸˞ ˸ˣˮ˵˪ ˦˪˥ˣˢ ,˭ˮˣ˶ ˪˧˧˞ ˫˰ ˸˲˯ˣˮ ˸ˣ˴˰˧˧˸ˢ ˧˶˥˞ .˶˵˟ˢ ˪˞ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˸˞ ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪

Atmel ˢˬ˴˰ ˢ˶ˣˮˢ ˪˷ ˡ˟˰ˬ˪˟ ,.˧˶ˣ˵ˬˢˢ ˶˵˥ˬ˟ ˢ˷˰ ˫ˢ˪˷ ˶˵˥ˬˢ ˸ˣˣ˴˷ ˧˲˩ ˵ˣ˧ˡ 

 ˸˴˵ ˫˰ .ˣ˧ˡ˶ˢ ˪˰ˬ ˢ˲˧˵˸ ˥ˣ˪˷˪ ˧˪˟ˬ ˫ˠ ˢ˷˪ˣ˥ˢ ˫ˣ˧˵ ˸˞ ˸ˬ˞˪ ˣˮ˪ ˶˷˲˞˧˷ ˱˵˰ˬ ˣˮ˞˴ˬ ,˫˧˧˸ˮ˟

 ˨˧˪ˢ˸ˢ .˫ˡˣˬˢ ˧ˡ˧ ˪˰ ˫˯˥˸ ˞˪ˣ ˶˸ˣ˧ ˶˥ˣ˞ˬ ˡˣ˟˰˸ ˫ˠ ˭˩˞ ˢ˲˧˵˸ˢ ,˪ˤˬipbridge  ˵˷ˬˬ˟ ˨ˬˣ˸

 ˧ˮ˷ ˪˞ ˶ˣ˟˧˥ ˸ˣ˰˴ˬ˞˟ ˪˰˲ˣˬ ˶˷˞ ˠ˞˟˧ˡnamed pipes :˧ˡˣ˰˧˧ ˦ˣ˥ ˸ˣ˰˴ˬ˞˟ ˭˧ˤ˞ˬ ˨˧˪ˢ˸ˢ ˫ˢ˧˪˞ 

¶ /tmp/ipbridgeio_in 

¶ /tmp/ipbridgeio_out 

 ˪˰ ˸ˣ˰˧ˠˬ˷ ˸ˣ˰ˡˣˢˢ˷ ˧ˡ˩˟ ˧˶˞ˮ˧˟ˢ ˸˞ ˣˮ˩˸˧˶ ,˪˪˩ ˣˮ˪ ˸ˣ˶ˤˣ˰ ˞˪ ˸ˣˮ˟ˣˬˢ ˠ˞˟˧ˡˢ ˸ˣ˪ˣ˩˧˷ ˡˣ˰˟

ˡ˶ˢˬ ˸ˣ˰˧ˠˬˢ ˸ˣ˰ˡˣˢ ˪˰ ˧˞˶˥˞ˢ ˸ˣ˰ˡˣˢˢ ˶ˣ˸ ˪˞ ˸ˣ˶˧˷˧ ˣ˶˟˰ˣ˧ ˣ˪˪ˢ ˫˧˶ˣ˟˧˥ˢ ˧˟ˠ ˣ˰˧ˠ˧˷ ˫ˣ˵ˬ˟ ,ˣ˧

 ˸˟ˣ˸˩˪ ˯˥˧˧˸˸˷ ˸ˡˡˣ˟ ˢˡˣ˵˲ ˸ˣˮ˷˪ ˞ˣˢ ˸ˣ˷˰˪ ˨˧˶˴˷ ˪˩ .ˠ˞˟˧ˡ ˸ˣ˰ˡˣˢ˟ ˪ˣ˲˧˦˪ ˸ˣ˰ˡˣˢˢ ˶ˣ˸ ˪˞

.ˠ˞˟˧ˡ˪ ˸ˣ˰ˡˣˢˢ ˶ˣ˸˪ ˯˥˧˧˸˸˷ ˫ˣ˵ˬ˟ ,˧ˣ˴˶ˢ ˸ˣ˰ˡˣˢˢ ˶ˣ˸ ˪˷ (˷˞˶ˬ ˢ˰ˣˡ˧ˣ ˢ˰ˣ˟˵ˢ) 

˵˸˧ˣ ˧˷˞˶ˢ ˨˧˪ˢ˸ˢ ˡ˴˪ ˳ˣ˶˧˷ ˣˮ˪˷ˬ ˨˧˪ˢ˸ ˪˲ˬ˵˪ ˣˮ˪ ˶˷˲˧˞ ˪"ˮˢ ˭˦˵ˢ ˨ˣ˸˧˶ˢˢ ˪˰ˬ ˣ˸˧˞ ˶˷π

named pipes  ˭ˢ ˣ˪˧˞˩ ˣ˞˶˧˷ ˸ˣ˧˪˞ˣ˦˯˵˦ ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪ ˪ˣ˩˧ ˣ˧˷˩˰ ˣˮ˪˷ ˨˧˪ˢ˸ˢ .˭˩˪ ˫ˡˣ˵ ˣˮ˧˧˴˷

 ˫ˠ ˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˞ ˸˶ˣ˷˵˸ ˸ˣ˰ˡˣˢ "˵˧˶ˤˢ˪" ˸˪ˣ˩˧ˢ ˸˞ ˣˮ˥ˣˣ˶ˢ ˢ˷˰ˬ˪ˣ ˫ˡˣˬˢˬ ˸ˣ˶˧˷˧ ˣ˰˧ˠˢ

˥˪˴ˢ ,ˣˮ˪˷ ˶ˠ˞˟˧ˡˢ ˸ˣ˰˴ˬ˞˟ˣ ,ˢ˧˧˰˦ˣ ˧ˣ˯˧ˮ ˦˰ˬ ˧˶˥˞ .ˣ˧ˡ˶ ˶ˡ˷ˬ ˞˪˪ ˢ˷˪ˣ˥ˢ ˸˞ ˠ˧˶˦ˢ˪ ˣˮ

.ˢ˪˧˥˸ ˣˮ˟˷˥˷ ˧˲˩ ˸ˬ˧˧˵ ˭˩˞ ˢ˷˪ˣ˥ˢˣ ˢ˩˪ˢ˩ ˡˣ˵ˢ ˸˞ ˣˮ˟ˢ˷ ˥˧˩ˣˢ˪ˣ ,ˡˣ˵˟ ˣˮ˞˴ˬ˷ 

 ˢˮ˧˞ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˸˰ˡˣˢ˷ ˦˧˪˥ˢ˪ ˪ˣ˪˰ ˫ˡˣˬˢ˷ ˞˧ˢ ˣˮ˸ˣ˞ ˫ˣ˯˥˪ ˢ˪ˣ˩˧ ˭˧˧ˡ˰˷ ˢˡ˧˥˧ˢ ˢ˪˟ˠˢˢ

˶ˣ˵ ˢˬ ˵ˣˡ˟˪ˣ ˶˧ˣˣ˞˟ ˣˮ˪˷ ˢ˰ˡˣˢˢ ˸˞ ˶ˡ˷˪ ˨˶˦˴ˮ ˨˩ ˫˷˪ .ˢ˸ˣ˞ ˪˧˲ˢ˪ˣ ,˸˧˵ˣ˥.˪˰ˣ˲˟ ˢ 

https://www.microchipdirect.com/product/search/all/ATMEGA256RFR2-XPRO
https://www.microchipdirect.com/product/search/all/ATMEGA256RFR2-XPRO
https://www.microchipdirect.com/product/search/all/ATMEGA256RFR2-XPRO
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 ˦˧˵ :˸˶˥˞ ˢ˪˧˟˥ ˢ˰˧ˠˢ ,˸ˣ˰ˡˣˢ ˶ˡ˷˪ ˪˧˥˸ˢ˪ ˣˮ˪ ˶˷˲˞˧ˣ ˰˧ˠ˧ ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪˷ ˫˧˩˥ˬ ˣˮˡˣ˰˟

 ˪˷ ˫˪˷Philips Hue  ˢ˶ˬˣ˥ ˫ˠˡˬ ˶˵˟ ˪˪ˣ˩ˢн.м  ˫˰ ˡ˥˧о  ˸˞ ˳˪˥˪ ˭ˣ˩ˮˢ ˭ˬˤˢ ˣˬ˩ ˢ˞˶ˮ ˢˤ .˸ˣ˶ˣˮ

 ˫ˠˡˬ ˭˷˧ˢ ˶˵˟˟ ˢˮ˩ˣ˸ˢ ˸˞ ˭˩ˡ˰˪ ˫ˠˣ ˷ˡ˥ˢ ˶˵˟ˢˬ ˢˮ˩ˣ˸ˢн.л ,˪˩ˢ ˧˶˥˞ . ˪˰ ˣˮˡ˟˰ ˣ˧˷˩˰ ˡ˰

 ˸ˮ˷ˬ ˢˮ˷˧ ˢˮ˩ˣ˸нлмс.ˤ˞ˬ ˣˮ˸˷ˢ ˫˧˶˟ˡ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ˣ , 

.ˣˮ˸˷ˢ ˭˩˞ ˫˧˶˟ˡ ,ˣˮ˶˰˴˪ 

ˢ ˳˟ˣ˵ ,˧ˢ˷˪˩ ˢ˟˧˯ˬ :ˢ˷ˡ˥ˢ ˢˮ˩ˣ˸ˢ ˪ˡˣˠ ˢ˧ˢ ˣˮ˪˷ ˭˧˰ˢ ˸˞ ˨˷ˬ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢπipbridge ˬ ˪ˡˠπ

1.2MB  ˪ ˡ˰π3.2MBΦ ˟ ˳˟ˣ˵ˢ ˸˞ ˣˮ˥˸˲˷˩πIDA ˣ˵ ˷ˡ˥ˢ ˧˶˞ˮ˧˟ˢ :˶ˣ˶˟ ˢ˧ˢ ˪ˡ˟ˢˢ˸ˣ˰˦˟) ˪˲ˬΚ (

 ˧˪ˬ˯ ˫˰debug ˧ˡ˧ ˪˰ ˡˣ˵˟ ˸ˣ˞˶˵ˮ ˭ˢ˷ ˧˲˩ ,˧˶˞ˮ˧˟˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˟ˣ˶ ˸ˣˬ˷ ˸˞ ˣˮ˪ ˷˧ ,˶ˬˣ˪˩ .

 ˶˟˩˷ ˢ˷˧˶˲ˢ ˨˧˪ˢ˸˟ ˸˧˸ˣ˰ˬ˷ˬ ˣˮ˸ˣ˞ ˫ˡ˵˧ ˢˤ ˰ˡ˧ˬ˷ ˫ˣ˷ˬ ˸ˣˮ˧˧ˣ˴ˬ ˸ˣ˷ˡ˥ ˢ˪˞ .˫˧˥˸˲ˬˢ

:ˢ˷ˡ˥ˢ ˢˮ˩ˣ˸˟ ˣˮ˞˴ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ˷ˬ ˵˪˥ ˢ˞˶ˬ ˞˟ˢ ˶ˣ˧˞ˢ .ˣˮ˪˥˸ˢ 

 

˷˞˶ˢ ˡ˰˴ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˭˸ˣ˞˪ ˣˮ˸ˮ˷ ˸ˣˬ˷ˢ ˪ˣˬ ˪˞ ˣˮ˪˟˧˵˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ˷ ˸˞ ˟˧˪˴ˢ˪ ˢ˧ˢ ˭˟ˣˬ˩ ˭ˣ

 ˫˷˷ˣ ,ˢ˩ ˡ˰ ˫˧˵˧˧ˣˡˬ ˸˧˯˥˧ ˣ˧ˢ ˣˮ˸ˮ˷ ˸ˣˬ˷ˢ ˧˩ ˶˩˧ˮ .ˢ˷˧˶˲ˢ ˨˧˪ˢ˸ˬ ˵˪˥˩ ˢˮ˷˧ˢ ˢˮ˩ˣ˸˟

 :˞ˣˢ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢSMARTLINK_UTILS_ReadAttributeValue. 

˵˧ˬ˰ˢ˪ ˞ˣˢ ,˶˸ˣ˧ ˟ˣ˷˥ˢˣ ,˧ˮ˷ˢ ˡ˰˴ˢ  ˞˪ ˞˧ˢ˷ˣ ˫˷ ˭˧˧ˡ˰ ˣˮ˪˷ ˢ˷˪ˣ˥ˢ˷ ˵ˣˡ˟˪ˣ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲˟

 ˭˶˴˧ˢ ˸˰˩ˣ ,ˢˮ˩ˡˣ˰ ˫˧˩ˬ˸ˮˢ ˫˧ˮ˸˷ˬˢ ˧˯ˣ˲˧˦ ˸ˬ˧˷˶ .ˢˬ˧˰ˮ ˞˪ ˢ˰˸˲ˢ ˣˮ˪ ˢ˸˩˧˥ ,ˣˮ˶˰˴˪ .ˢ˶ˠ˯ˮ

) ˫˧˸˟ ˸ˣˤˣ˶˥ˬ˟ ˨ˬˣ˸0x42 (˫ˣ˵ˬ˟ ) ˫˧˸˟ ˧˩˶˰ˬ˟0x48 ˪ˡˣˠ˟ ˭˧˧ˡ˰ ˭ˢ ˫˧˸˟ ˸ˣˤˣ˶˥ˬ˷ ˡˣ˰˟ˣ .(

ˣ˥˪ ˪˞˧˴ˮ˦ˣ˲ ˸ˣ˪˰˟ˣ ˢˮ˸˷ˬ ˪˷ ˭˧˧˲ˣ˞ ˸˞ ˱˵˷˪ ˸ˮˬ ˪˰ ˢ˸ˮ˸˷ˢ ˸˰˩ ˢ˞˴˵ˢˢ ,˷ˣˬ˧ˬ ˸˷˪

 ˣ˸˟ ˸ˣˬ˧˧˸˯ˬˢ ˸ˣˤˣ˶˥ˬó\0ô: 

1.  ˶ˣ˸˟ ˠ˴˧˧ˬ ˞ˣˢ˷ ˨˶ˣ˞ˢ ˸˞ ˭˧˧˴ˮ .ˢ˰ˡˣˢˢˬ ˱˪˷ˮ ˡˡˣ˟ ˸˧˟ ˪˷ ˨˶ˣ˞ ˢˡ˷L. 

2.  ˪ˡˣˠ˟ ˳˴ˣ˥L + 1 ˢ ˪˰ ˸˧ˬ˞ˮ˧ˡ ˢ˴˵ˣˬπheap. 

3. L ˴˵ˣˢ ˨˞ ˢˤ˷ ˧ˬ˞ˮ˧ˡˢ ˳˴ˣ˥ˢ ˪˞ ˫˧˵˸˰ˣˬˣ ˢ˰ˡˣˢˢ ˨ˣ˸ˬ ˫˧˞˶˵ˮ ˫˧˸˟.ˢ 

 

 ˵ˣ˧ˡ˟ ˪"ˮˢ ˧ˣˮ˧˷ˢ˷ˣ ,˰ˣ˟˵ ˪ˡˣˠ˟ ˳˴ˣ˥˟ ˷ˣˬ˧˷ ˶˸ˣ˧ ˭˧˞˷ ˶ˬˣ˞ ˢˤˣ˶ˠ˯  ˞ˣ˴ˬ˪ ˭ˬˤ .ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˪

.˸˶˥˞ ˢ˷˪ˣ˥ 
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 ˸ˣ˷˪ˣ˥ ˷ˣ˲˧˥π ˧ˮ˷ ˟˟˯ 

ˢ ˪ˣˡˣˬ ˸˞ ˟ˣˤ˰˪ ˣˮ˶˥˟ ˸˶˰˴ˬˢ ˸˧˪ˠ˸ˢ ˧˶˥˞πZCLˢ ˪ˣˡˣˬ ˪˞ ˣˮ˰ˠˢ ˢˠ˶ˡˢ˟ˣ ,πZDP  ˪˞ ˣ˩ˣ˸˟ˣ

˪˧˞˷˪ ˸ˣ˟ˣ˷˸ ˠˣ˯ˬ ˸ˣ˯ˮ˩ˮ ˸ˣ˰ˡˣˢ˟ ˪ˣ˲˧˦ˢ ˸ˣ˸LQI π Link Quality Indicator  .(˶ˣˡ˧˷ ˸ˣ˞ ˸ˣ˩˧˞ ˭ˬ˯)

 ˸ˣ˸˪˧˞˷ ˥˪ˣ˷ ˶˵˟ˢ ,˭ˬˤ ˢˬ˩˪ ˸˥˞ .˸˷˶˟ ˫˧ˮ˩˷ ˧ˣ˪˧ˠ ˪˰ ˧˞˶˥˞˷ ˪ˣˡˣˬˢˬ ˵˪˥ ˭ˢ ˣ˪˞ ˸ˣ˰ˡˣˢ

 ˣ˪ ˷˧˷ ˰ˡ˧ˬˢ ˸˞ ˟˧˥˶˧˷ ˸ˮˬ ˪˰ ˸ˣ˶˧˩ˬ ˭ˢ˷ ˫˧ˮ˩˷ ˸ˣˡˣ˞ ˭˸ˣ˞ ˪˞˷˸ˬˣ ,˶˧˩ˬ ˞ˣˢ˷ ˸ˣ˶ˣˮˢ ˪˩˪

ˣ˰ˡˣˢˢ ˫˷˷ ˡˣ˰˟ .˸˷˶ˢ ˸ˣˡˣ˞ ˪˩ ˸˞ ˣ˟ˣ˶˟ ˪˧˩ˬ ˢ˰ˡˣˢˢ ˢˮ˟ˬ ˪˰ˣ˲˟ ,ˣ˧ˡ˶ˢ ˸ˣ˞ ˸ˣ˩˧˞˟ ˤ˩˶˸ˬ ˸

.˫˧˥ˣˣˡˬ ˣ˧˪˰ ˭˩˷ˢ ˪˷ ˫˧ˮˣ˷ˢ ˸˷˶ˢ ˧ˢˤˬ 

:˞ˣˢ ,ˣ˪˞ ˸ˣ˰ˡˣˢ˟ ˠ˴ˣ˧ˬ ˞ˣˢ˷ ˧˲˩ ,˭˩˷ ˪˩ ˸ˣˡˣ˞ ˥˪˷ˮ˷ ˰ˡ˧ˬˢ 

¶ у  ˫˧˸˟π :˸˟˥˶ˣˬ ˸˟ˣ˸˩  ˸ˣ˟ˣ˸˩˪ ˢˬˣˡ ,(˫˪ˣ˰ˢ ˪˩˟) ˧ˡˣ˥˧ ˧˪˞˟ˣ˪ˠ ˢˢˤˬMAC ˟πEthernet. 

¶ н  ˫˧˸˟π ˟ˣ˸˩:˸˶˴ˣ˵ˬ ˸ .ˢ˶ˣˮˢ ˢ˶˟˥ ˢ˟ ˸˧ˬˣ˵ˬˢ ˣ˧ˡ˶ˢ ˸˷˶˟ ˵˶ ˱˵˸˷ ˧ˡˣ˥˧ ˧ˬˣ˵ˬ ˢˢˤˬ 

¶ н  ˫˧˸˟π  ˢˢˤˬPAN: ) ˢˬ˴˰ ˸˷˶ˢ ˢˢˤˬPersonal Area Network.( 

¶ м  ˫˧˸˟π  ˨˶˰LQI:  ˪˷ ˥ˣˣ˦˟ ,˶ˣˡ˧˷ˢ ˸ˣ˞ ˸ˣ˩˧˞ ˨˧˶˰л-нрр. 

¶ о  ˫˧˸˟π :˸ˣˮˣ˷ˣ ˫˧˪ˠˡ ˪ ˢˬˣ˷˶ˢ ˪ˡˣˠ ˸˞ ˡ˥˧ ˫˧ˬ˩ˣ˯˷ ˫˧˪ˠˡ ˭ˣˣˠˬπмс ˫˧˸˟. 

 
 ˡ˰ ˞˧ˢ ˶˵˟˟˷ ˧˪˞˟ˣ˪ˠˢ ˨˶˰ˬˢ ˸˪ˣ˟˧˵) ˫˧ˮ˩˷ ˪˷ ˟˶ ˶˲˯ˬ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˶˧˟˰ˢ˪ ˷˶ˡˮˣ ˸ˣ˧ˢ0x41 

 ˢˮˣ˰ ˰ˠ˶˩ ˞˧ˢ ˧˩ ˶˵˟˪ ˢˮˣ˰ ˢ˶ˣˮˢ ˢ˟ˣ˷˸ ˸˰ˡˣˢ ˪˩˟ .ˢ˧˴˦ˮˬˠ˶˲˟ ˸ˣ˩ˬˣ˸ ˣ˪˪ˢ ˸ˣ˰ˡˣˢˢ (˸ˣˬˣ˷˶

 ˪˰L  ˦˯˧ˢˬ ˪˥ˢ ,˸ˣˬˣ˷˶X  ˡ˰ˣX + L - 1 ˨ˣ˸ˬ ,S .˩"ˢ˯ ˸ˣˬˣ˷˶ 

ˣ˰ˡˣˢ ,˸˶ˣ˩ˤ˸˩ ˵˶ ˣˤ˩ ˸ˣˬ˩˟ ˷ˣˬ˧˷ˢ˷ ˡ˟˪ ˷˥ˮ˪ ˫˧˪ˣ˩˧ ˫˸˞ ,˭˩˪ˣ .˪ˡˣˠ˟ ˧ˡˬ˪ ˸ˣ˪˟ˠˣˬ ˣ˧ˡ˶ˢ ˸

 ˪ˡˣˠ˟ ˸ˣˬˣ˷˶ ˶˲˯ˬ ˸˥˧˪˷ˣ ,ˢ˰ˡˣˢ ˪˩˟ ˫˧ˢˤˬ ˪˷ ˢ˪ˣˡˠмс  ˸ˣˬ˩ ˸˞ ˫˧˪˧˟ˠˬ ˧ˡ ,˸˥˞ ˪˩ ˫˧˸˟

 ˪˧˟ˣˢ˷ ˢˬ ,ˣˤˢ ˢˡˣ˵ˮˢ ˸˞ ˣˮ˧˟ˢ ˪ˣˡˣˬˢ ˪˷ ˫˧˥˸˲ˬˢ ˫ˠ˷ ˶˩˧ˮ .ˢ˰ˡˣˢ ˪˩˟ ˸ˣ˯ˮ˩ˮ˷ ˸ˣˬˣ˷˶ˢ

˸˞ ˶ˣˬ˷˪ ˫˸ˣ˞  ˡ˰ ˪˧˩ˢ˪ ˪ˣ˩˧˷ ˰ˣ˟˵ ˸˧ˮ˯˥ˬ ˨˶˰ˬ ˪˰ ˸ˣ˯ˮ˩ˮˢ ˸ˣˬˣ˷˶ˢс  ˭˧˞ ,˫˪ˣ˞ .˸ˣˬˣ˷˶

˷ ˢˬ ,˵˧˲˯ˬ ˭˦˵ ˭˩˞ ˨˶ˣ˞ˢ ˢˡ˷ ˧˩ ˸ˬ˞˪ ˭ˡ˧˵˲˸˷ ˸ˣ˵˧ˡ˟ ˪˰ ˭ˣ˶˩ˤ ˸˯˧˶ˡ˪ ˪˧˟ˣˢ˪ ˪ˣ˪˰

˸˧ˮ˯˥ˬˢ. 

 ˪˰ˬ ˪˧˩˸˷ ˣˤ˩˷ "˸˧˵ˮ˰" ˢ˰ˡˣˢ ˥ˣ˪˷˪ ˫˧ˮˮˮ˩˸ˬ ˣˮ˥ˮ˞ ˨˧˞ ˫˩ˬ˴˰ ˸˞ ˫˧˪˞ˣ˷ ˧˞ˡˣˣ˟ ˫˸˞с  ˸ˣˬˣ˷˶

ˣ˶ˡ˸ˣ˸˧ˮ˯˥ˬˢ ˪˰ ˭ˣ˶˩ˤ ˯Κ  ˪˰ˬ ˸ˣ˰ˡˣˢˢ ˧˪ˡˠ ˪˰ ˫˧˧˯˧˲ˢ ˫˧˴ˣ˪˧˞ˢ ˭˸ˮ˧ˢ˟ .ˢ˟ˣ˦ ˢ˪˞˷ ˣˤ ,˭˩˞ˣ

 ˥ˣ˪˷˪ ˧ˡ˩˟ ˫ˡˣˬ˟ ˢˤ˧˥˞ˢ ˸˞ ˪˴ˮ˪ ˤ˞ˣ ,˫ˡˣˬ˟ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˞˧ˢ ˣˮ˪˷ ˢˡ˧˥˧ˢ ˢˣˣ˵˸ˢ ,ˣ˧ˡ˶ˢ

 .˧˷˞˶ˢ ˡ˟˰ˬˢ ˪˰ ˭ˣ˶˩ˤ ˣ˯˶ˡ˧˷ ˸ˣ˪ˣˡˠ ˸ˣ˰ˡˣˢ 

ˮˣ ˢˡ˧ˬ˟ ˵˶ ˡˣ˟˰˪ ˪˩ˣ˧ ˢˤ˩˷ ˢ˲˧˵˸ ˶˞˸ˬ ,˪˟˞ ˢˤ ˪˩ˣ ,ˢ˸ˣ˞ ˷˧ˬ˷ˢ˪ ˥˧˪˴ˮˣ ˫ˡˣˬ˟ ˢ˷˪ˣ˥ ˞˴ˬ

 ˸˧ˮ˩ˣ˸ ˞˴ˬˮ ˞˪ˣ ˢˡ˧ˬ˟ ˢ˧˴˲ˣ˞ ˡˣ˰ ˸˞ˤ ˪˟˞ ,˫˪ˣ˰˟ ˢˬ˧ˢˡˬˢ ˸˧ˮ˩ˣ˸ˢ ˞˪ .˫ˡˣˬˢ ˪˰ ˳˶˷ ˡˣ˵ˢ ˞˪˪

.˶˸ˣ˧ ˸˥˪˴ˣˬ 
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 ,˭˩˪ ˫ˡˣ˵ ˣˮ˶˞˧˸˷ ˱˵˰ˬˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˰ˡˣˢ ˵˧˶ˤˢ˪ ˟ˣ˷ ˣˮ˶ˤ˥ ,ˢˤ˩˷ ˧ˮ˵˸˲˶ˢ ˡ˰˴ ˢ˯ˮˮ˷ ˧ˮ˲˪

 ˢ˷˪ˣ˥ˢ ˸˞ ˠ˧˶˦ˢ˪ ˣˮ˧˯˧ˮˣ ˵ˣ˧ˡ˟ ˢ˶ˣˬ˷ ˸˧ˮ˯˥ˬˢ ˪˰ ˢ˶ˣˬ˷ˢ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ,ˣˮ˶˰˴˪ .ˣˮ˞˴ˬ˷

 ˸ˣˡ˷ ˪˷ ˶ˣ˯˶˲ ˨˧˪ˢ˸ˬ ˸˰˟ˣˮ ˣˮ˪˷ ˢ˯˧˶ˡˢ .ˢ˯˧˶ˡˢ ˭ˬˤ˟ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˫˧˦˪ˣ˷ ˞˪ ˣˮ˥ˮ˞ ˣ˧˪˰ ˦˯˧ˢ˟

ˡ˥˞ ˫˸˶˧ˬ˷ˣ ,˸˯ˮ˩ˮˢ ˢ˰ˡˣˢˢˬπ˟ ˡ˥˞πstruct  ˶ˬ˷˧˷ ˢˡ˷ˢˣ ,˪˶ˣˠˢ ˢ˴˶ .˸˯ˮ˩ˮ ˢˬˣ˷˶ ˪˩ ˠ˴˧˧ˬ˷

 ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˪˷ ˦˯˧ˢ˟ ˶˲˯ˬˢ ˡ˧ˬ˸ ˢ˧ˢ˧п. 

:˭˧ˡ ˶ˤˠ  ˞˪.˫ˡˣˬ˟ ˸˲˯ˣˮ ˢ˷˪ˣ˥ ˷ˣ˲˧˥˟ ˨˶ˣ˴ˢ ˸˞ ˣˮ˪ ˨˯˥ ˫ˠ˷ ˢˬ .˪˧˴ˮ 

 

˟ ˸˶ˡˠˣˬ ˞˧ˢ˷ ˧˲˩ ,ˢ˰ˡˣˢ˟ ˸˧˪˞ˬ˧˯˵ˬˢ ˸ˣˬˣ˷˶ˢ ˸ˣˬ˩ ˪˰ ˢ˪˟ˠˢˢ ,ˡ˴ ˸˶˰ˢ˩π BitCloud SDK ,

 :˞˧ˢнˢ ˪ˣ˵ˣ˦ˣ˶˲ .πZigBee ˢ ˪˩˪ ˥ˣ˪˷˪ ˸ˮˬ ˪˰ ,ˢ˰ˡˣˢ ˯˧˯˶ ˪˩˟ ˫˧ˢˤˬ ˪˷ ˟˶ ˶˲˯ˬ ˪˪ˣ˩ ˶˸ˣ˧н 

.˫˪ˣ˰˟ ˶˸ˣ˧˟ ˪˧˰˧ˢ ˭ˣˮ˩˸ˢ ˞˪ ,˵˲˯ ˭˧˞ .˫˰˲ ˪˩˟ ˸ˣˬˣ˷˶ 
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 ˸ˣ˷˪ˣ˥ ˷ˣ˲˧˥π  ˧˷˧˪˷ ˟˟˯π CVE-2020-6007 

 ˢ˪˞˷ ˣˮ˥ˣˬ˟ ˢ˸˪˰ ˫˧ˮˣ˷ˢ ˫˧˪ˣˡˣˬˢ ˪˩ ˪˷ ˡˣ˵ˢ ˪˰ ˶ˣ˟˰˪ ˣˮˬ˧˧˯˷ ˧˶˥˞ .ˢˡ˧˪ˠ ˸˧˷˧˪˷ ˫˰˲

ˢ ˧˩˶˰ ˪˩˟ ˪˲˦ˬ ˧ˬ :˸ˮ˧˧ˮ˰ˬπZCL ˶˵˟˪ ˣˮ˥˪˷˷ ˸ˣ˟ˣ˷˸˟ ˣ˶˟˰ˣˢ˷Κ ˢ ˡˣ˰˟ ˶˟˩ ˸ˣ˟ˣ˷˸ˢ ˪˷ ˶ˣ˯˶˲

˧ˮˣ˷˞˶ˢ ˶ˣ˯˶˲ˢ ˶˥˞˪ ˸ˣ˰ˡˣˢˢ ˸ˣ˶˟˰ˣˬ ˭˞˪ ,˰˧ˠ˲ ˞˪Κ 

 ˫˷˟ ˱˯ˣˮ ˦ˣ˥ ˣˮ˞˴ˬ ,ˣ˪˪ˢ ˸ˣ˪˞˷ˢ ˪˰ ˸ˣˮ˰˪ ˭ˣ˧˯˧ˮ˟applproc  ˪˷ ˶ˣ˴˧˵)Application  ˪˷ ˞˪ˣApple ,(

 ˫˞ˣ ,˧ˢ˷˪˩ ˫˧˟˴ˬ ˸ˮˣ˩ˬ˟ ˢ˰ˣˡ˧ ˞˪ ˢ˵˧ˡ˟ ˵ˡˣ˟ ,ˣˮ˥˪˷˷ ˰ˡ˧ˬˢ ˸˞ ˪˧˩ˬˢ ˢˮ˟ˬˢ ˸˞ ˞˶ˣ˵ ˶˷˞

˪ˤˬ˸ˢ  ˫˷˟ ˢ˧˴˵ˮˣ˲˪ ˪ˣ˲˧˦ˢ ˸˞ ˶˧˟˰ˬ ˫ˠ ˣˮ˪ˤˬCONFIGURE_DEVICES_ReceivedAttribute ˶ˣ˧˞ˢ .

:˪"ˮˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˡˣ˵ˢ ˸˞ ˠ˧˴ˬ ˞˟ˢ 

 

:˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˨ˣ˸ˬ ˳˪ˣ˥ˬ ˧˶˲˯ˬ ˢˡ˷ ,ˢ˶ˣ˶˟ ˞˪ ˢ˟˧˯ˬ 

¶ 0x0F π  ˠ˴˧˧ˬ ˢ˞˶ˮˢ ˪˩˩˸ˤˣ˶˥ˬ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸ˣ˰˴ˬ˞˟ ˪˲˩ˣ˷˧ ˰ˡ˧ˬˢ .strdup(). 

¶ 0x10 π ˩˩ ˢ˞˶ˮˢ ˪˫˧˸˟ ˨˶˰ˬ ˸ˣ˰˴ˬ˞˟ ˵˸˰ˣ˧ ˰ˡ˧ˬˢ .˵ˣ˧ˡ˟  ˢ˵˧ˠˣ˪ ˢ˸ˣ˞ˢ˰˧ˠ˲  ˣˮ˧˞˶˷

.ˢˮ˷˧ˢ ˢˮ˩ˣ˸ˢ ˸˞˯˶ˠ˟ 
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 ˢˬ ˸˞ ˣˮ˧˞˶ ˣˮ˸˥ˬ˷˪ˣ ,˪"ˮˢ ˦ˣ˥ˢ ˪˞ ˥˪˷ˮ˷ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˪˥˸ˣ˞ˬ ˡ˴˧˩ ˵ˣˡ˟˪ ˶ˢˬ ˣˮ˶ˤ˥

:˞˟ˢ ˶ˣ˧˞˟ ˶˞ˣ˸ˬ˷ 

 

 ,˸ˣˤˣ˶˥ˬ˟ ˢ˩˧ˬ˸˪ ˫˧˩˶˰ˬ˟ ˢ˩˧ˬ˸ ˭˧˟ ˥˪˴ˣˬ ˞˪ ˶˟˰ˬ ˰˴˟˸ˢ˷ ˢ˞˶ˮ ˸ˣˮˬˣ˯ˬ ˸ˣ˯ˮ˩ˮˢ ˸ˣˤˣ˶˥ˬˢˣ

) "˨˶˰ˬ"˩ ˸ˣ˰˦˟0x10) "˸ˤˣ˶˥ˬ" ˫ˣ˵ˬ˟ (0x0F ˟ˣ˷˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .˭˩˶ˡ ˨˷ˬˢ˟ ˣ˪˲ˣ˦˧ ˭ˢ ˨˩ˣ (

 ˣˮ˞˴ˬˢ ˪˰ ˸˦˪˷ˮ ˭ˣ˶˩ˤ ˸˯˧˶ˡπheap ˣˮ˧ˮ˟˷ ˱˵˰ˬˢ ˸ˣ˰˴ˬ˞˟ ˢ˸ˣ˞ ˠ˧˶˦ˢ˪ ˣˮ˥˪˴ˢ ˣ˪˧˲˞ˣ ,

.˸ˣ˰ˡˣˢ ˸˵˶ˤˢ˪ 

˧˧ˡ˰ ,˸˧ˮ˩ˡ˰ˢ ˢˮ˩ˣ˸ˢ ˸˯˶ˠ˟ ˢ˷˪ˣ˥ ˣˮ˪ ˷˧˷˩ ˣ˧˷˩˰ ˸ˮˣ˩ˬ ˸˵˧ˡ˟ ˢ˸ˣ˞ ˞˧ˢ ˢˬ ˵ˣˡ˟˪ ˣˮ˪ ˶˞˷ˮ ˭

 ˵ˣ˧ˡ˟˷ ˥ˣ˸˧˲ˢ ˥ˣ˪ ˫˰ ˢ˪˧˟˥ˢ ˸˞ ˥ˣ˸˲˪ ˟ˣ˦ ˭ˬˤ .ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˧ˮ˲˪ ˸˞˶ˣ˵˷ ˫˧˟˴ˬ

.˶˵˟ˢ ˪˞ ˣˮ˪˷ˬ ˸ˣ˰ˡˣˢ ˶ˡ˷˪ ˪˧˥˸ˢ˪ ˪˩ˣˮ˷ ˧ˡ˩ ,˰˧ˠˢ 
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˫˧ˤˬ˶ ˫˧˥˶˥˶ˬ 

 ˥ˣ˸˧˲ˢ ˥ˣ˪˟ ˸˧˲˧˴˲˯ ˣˮ˶˥˟˷ ˭˧˧˴˪ ˟ˣ˷˥XPRO-ATMEGA256RFR2 :˸ˣ˟˧˯ ˶˲˯ˬˬ 

¶  ˸ˣ˧ˢ ,ˢ˦ˣ˷˲ ˢ˶ˣˮˬ ˫ˠ ˢˬ˧˷˧ ˢ˲˧˵˸ˢ˷ ˥˧˩ˣˮ ,˥ˣ˪ˢˬ ˢ˪ˣ˩ ˢ˲˧˵˸ˢ ˸˞ ˰˴˟˪ ˥˧˪˴ˮˣ ˢˡ˧ˬ˟

.'ˣ˩ˣ ˢˮ˦ˮ˞ ,ˡ˟˰ˬ :ˢ˶ˬˣ˥ ˸ˣ˪ˣ˩˧ ˭˸ˣ˞˟ ˵ˣ˧ˡ˟ ˫˧˷ˬ˸˷ˬ ˫ˢ˧ˮ˷ˣ 

¶  ˡˣ˵ ˦˰ˬ ˪˧˴ˢ˪ ˪˩ˣˮ˷ ˣˮ˧ˣˣ˧˵C ˣ ˭ˮˣ˶ ˪˧˧˞ ˪˷ ˧˶ˣ˵ˬˢ ˶˵˥ˬˢˬπColin OôFlynn  ˢ˸ˡ˟˸ˢ˷ ˢˣˣ˵˸)

.(˶˟ˡ ˪˷ ˣ˲ˣ˯˟ 

.˨˷ˬˢ˟ ˰˧ˠˮ ˨˩˪ ˪˟˞ ,ˢ˰˧˶˩ˬˢ ˢˡˣ˵ˮ˩ ˢ˶˶˟˸ˢ ˢˮˣ˷˞˶ˢ ˢˡˣ˵ˮˢ ˞˵ˣˣˡ 

 ˪˷ ˶˴ˣˬ ˫˧ˮˣ˵ ˫˸˞ ˶˷˞˩˷ ˫˧˲˴ˬ ˫˸˧˧ˢAtmel ˸˯˯ˣ˟ˬ ˥ˣ˸˧˲ ˸˟˧˟˯ ˫˰ ˰˧ˠˬ˷ ,Visual Studio 

 ˫˷ˢ ˸˞ ˸˞˷ˣˮ˷ñAtmel Studioò  ˦˵˧ˣ˶˲ ˶ˣ˴˧˪ ˦ˣ˷˲ ˢ˧ˢ˧ ˤ˞ZigBee ˷ ˞ˬˠˣˡ˪ ˯˧˲ˡˬˣ ˸ˣ˰ˡˣˢ ˱˧ˮ˯ˬ

˟ ˫˧˦ˣ˦˧˷ ˶˲˯ˬ ˧˶˥˞ .ˡˣ˥˪ ˸ˣ˞˧˴ˬˣ ˡˣ˥˪ ˸ˣ˧˲˧˴ .˪˷ˬ˪ ˪˞˧˶˧˯˪ ˭˸ˣ˞πGoogle˷ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ,π

Atmel ˪ ˢ˩˶ˡˢ ˧ˮˣ˦˶˯ ˶˲˯ˬ ˣ˶˶˥˧˷πYouTubeˢ ˭ˣ˦˶˯ˢ ˫ˢ˧ˮ˧˟ˣ ,ˢˤ˫ˡ˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˪"ˮˢ ˭ˣ˦˶˯˟ . 

 ˸˟˧˟˯ ˪˷ ˸ˣ˟˥˶ˢˢ ˪ˢˮˬ˟ ˷ˬ˸˷ˢ˪ ˡ˴˧˩ ˫˧˷ˮ˞ ˨˧˶ˡˬˢ ,(ˢ˥˧ˡ˟ ˞˪ ˣˤ ,˸ˣˮ˧˴˶˟) ˢ˦˩˞˧ ˪˰ ˠ˧˪˲ˬˢ

.ˣˮ˧˴˶˷ ˢˬ ˵ˣ˧ˡ˟ ,ˣˠˮ˧˟ .˞ˬˠˣˡ˪ "˦ˣ˥˪˞" ˧˦˵˧ˣ˶˲ ˶ˣ˴˧˪ ˶˷˲˞˧˷ ˢ˟˥˶ˢ ˤ˶˞ˬ ˡ˧˶ˣˢ˪ ˧ˡ˩˟ ˢˡˣ˟˰ˢ 

" ˞˶˵ˮ˷ ˨˧˪ˢ˸) ˶˵˟ˢˣ ˢ˶ˣˮ ˭˧˟ ˣˮ˶˟˧˥ ,˸ˣ˰ˡˣˢ ˱˧ˮ˯ˢ˪ ˣˮ˸˪ˣ˩˧˟˷˩ ˣ˧˷˩˰Commissioning ˣˮ˯˲ˡˢˣ ("

 ˨˶ˡ ˣˮ˪ ˭˧˞ ,˸ˣ˦˪˵ˣˬ ˸ˣ˰ˡˣˢ ˣˮ˪ ˷˧˷ ˡˣ˰˟˷ ˣˮ˟ˢ ˢˤ ˟˪˷˟ .˪˞˧˶˧˯ˢ ˶ˣ˟˧˥ ˪˞ ˣˮ˪˟˧˵˷ ˸ˣ˰ˡˣˢˢ ˸˞

.˫ˡ˞ ˧ˮ˟˪ ˞˧˶˵ ˢ˧ˢ˧˷ ˦ˬ˶ˣ˲˪ ˭˸ˣ˞ ˞ˣ˶˵˪ ˸˧ˮˣ˧ˠˢ 

ˡˣ˵ ˸ˣˮ˩ˣ˸ ˭ˣˣˠˬ ˣˮ˧˯˧ˮπ˪ ˸ˣˡ˰ˣ˧ˬˢ ˥ˣ˸˲πZigBee  ˭ˣ˰˦˪ ˢˤ ,˸ˣ˷˰˪ ˣˮ˥˪˴ˢ ˭˩˷ ˢˬ .ˣ˟ˤ˩˞ ˭˪ˣ˩ ˪˟˞

˟ ˸ˣ˰ˡˣˢ ˠˣ˴˧˧hex  ˪˞ ˸ˣ˶˧˷˧Wireshark) ˢ˯ˬ˩ˢˢ ˸˧˧˴˲ˣ˞˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ,Encapsulation:ˢ˞˟ˢ ( 

 

:ˢ˟ˣ˷˥ ˢ˶˰ˢ Wireshark  ˢˡ˷ ˸ˣ˪˪ˣ˩˷ ˸ˣ˰ˡˣˢ ˥ˣ˸˧ˮ˟ ˪˷˩˧FCS )Frame Check Sequence ˞˪ (

ˡ˧ ˪˰ ˸˧˦˞ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˱˯ˣˣ˸ˬˣ ˟˷ˣ˥ˬ ˪"ˮˢ ˢˡ˷ˢ ,˸ˣ˰ˡˣˢˢ ˸˞ ˫˧˶ˡ˷ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ,˱˯ˣˮ˟ .˭˧˵˸ ˧

ˢ ˪ˣˡˣˬ ˭ˣ˩ˮ ˶˸ˣ˧ ˣ˞) ˢˬ˴˰ ˢˮ˦ˮ˞ˢπMAC  ˸ˣ˰ˡˣˢˢˬ ˪"ˮˢ ˢˡ˷ˢ ˸˞ ˪˧˲ˢ˪ ˳˪ˬˣˬ ,˭˩˪ .(˧ˤ˧˲ˢ

 ˪˷ ˢ˧˴˲ˣ˞˟ ˷˞˶ˬ ˶ˣ˥˟˪ˣ ˸ˣ˯ˮ˩ˮˢWireshark  ˶ˣ˧˞˟ ˪ˣ˥˩˟ ˷ˠˡˣˬ˷ ˧˲˩) ˫˧˧˵ ˣˮ˧˞ ˢˡ˷ˢ ˧˩ ˭˧˧ˣ˴ˬ ˢ˟

ˬ ˸ˣ˵˯˰˸ˢ ˞˪˪ ˸ˣ˞˴ˣ˧ / ˸ˣ˯ˮ˩ˮ ˸ˣ˰ˡˣˢ ˸ˠ˴ˢ ˪˰ ˸˧˸ˣ˰ˬ˷ˬ ˢ˪˵ˬ ˣˤ ˢ˶˧˥˟ .(ˢ˪˰ˬ˪˷ ˫˰ ˸˶˸ˣ˧

.ˢ˰ˡˣˢ˟ ˸ˣ˞˧ˠ˷ ˶ˣ˸˧˞˪ ˡ˰ˣˮ˷ ˢˡ˷ˢ 

  

http://atmega256rfr2-xpro/
https://www.youtube.com/watch?v=Rz5VxvnsEu0
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:˫˧˧˸ˣ˰ˬ˷ˬ ˫˧˵˪˥ ˣˮ˪ ˫˧˶˯˥˷ ˶˧ˢ˟ˬ ˶˵˟ˢˣ ˢ˶ˣˮˢ ˭˧˟ ˣˮ˦˪˵ˢ˷ ˢ˥˧˷˟ ˱ˣ˦˥ ˦˟ˬ ˫ˠ 

¶ .˥˸˲ˬˢ ˸˞ ˭˧˞ ˣˮ˪ˣ ,˸ˣˮ˲˴ˣˬ ˸ˣ˰ˡˣˢˢ ˟ˣ˶ 

¶ ˢ ˨˧˪ˢ˸ ˸ˣ˰ˡˣˢˬ ˵˪˥πCommissioning .ˢ˶ˣ˟˷ ˸˧˞˶ˮ ˢ˧ˣ˪ˠˢ ˢ˥˧˷ˢ ˫ˠˣ ˸ˣ˧ˢ ,˸ˣ˶˯˥ 

 
˭˩˪ ˫ˡˣ˵ ˣˮˤˬ˶˷ ˧˲˩ ˸˞ ˶ˡ˷ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ .˸˰˶˩ˬ ˢ˸˧˧ˢ ˧˲˧˴˲˯ˢ ˥ˣ˸˧˲ˢ ˥ˣ˪˟ ˣˮ˪˷ ˢ˶˧˥˟ˢ ,

 ˞ˣˢ˷ ˧ˡ˩˟ ˟˷˥ˬˢ ˪˞ ˧˦˧˞ ˧˪˞˧˶˧˯ ˶ˣ˟˧˥ ˪˰ˬ ˭˸ˣ˞ ˶˧˟˰ˢ˪ ˸˪ˣ˩˧ˢ ˸˞ ˣˮ˪ ˭˧˞˷ ˶ˢˬ ˨˩ ˪˩ ˸ˣ˰ˡˣˢˢ

 .˶˸ˣ˧ˬ ˟ˣ˩˧˰ ˶˴ˣ˧ ˧˪˞˧˶˧˯ˢ ˶ˣ˟˧˥ˢˣ ˸ˣ˧ˢ ,˧ˢ˷˪˩ ˢ˵˧ˠˣ˪ ˰˴˟˧ / ˭˸ˣ˞ ˯˧˲ˡ˧ 

˪ ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞˷ ˭ˬˤ˟ ,ˢ˶˴˵˟ ˸ˣ˥˪˷ˮ˷ ˸ˣ˶˥˞ ˸ˣ˰ˡˣˢ ˫˧˯˲˯˲ˬ ˣˮ˥ˮ˞ ,ˢ˯˲ˡˢ˪ ˸ˣ˰ˡˣˢ ˟˷˥ˬ

 ˸˲˷˟) ˥ˣ˸˧˲ˢ ˥ˣ˪ ˪˰ ˢ˪ˣ˩ ˢ˲˧˵˸ˢ ˸˞ ˷ˬˬ˪ ˨˶˦˴ˮ˷ ˢ˞˶ˮ .˶˧ˣˣ˞˟ ˫˧˧˸ˮ˟C ˣˮ˪ ˢ˧ˢ˧˷ ˢ˴˶ˮ ˫˞ (

ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˢˣ˟ˠˢ ˸ˣ˰ˡˣˢˢ ˟˴˵˟ ˡˣˬ˰˪ ˣ˪˧˲˞ ˣˢ˷˪˩ ˧ˣ˩˧˯πZigBee. 

ˣ ,˭ˣ˶˩ˤ˟ ˧˪˞˟ˣ˪ˠ ˳˴ˣ˥˪ ˸ˣ˰ˡˣˢˢ ˸˞ ˣˮ˶ˠ˞ ,˫˧˧˸ˮ˟ ˳˴ˣ˥ˢ˷ ˫˰˲ ˪˩˟ ˵˶ ˟˷˥ˬ˪ ˭˸ˣ˞ ˣˮ˥˪˷ ˤ˞

 ˫˷ˣ ˢ˲ ˣˮ˯˲˯˲ ˭˧˧ˡ˰ ˨˞ ,˶˧ˣˣ˞ˢˬ ˸ˣ˰ˡˣˢˢ ˪˷ ˦˪˥ˣˬˢ ˟ˣ˶ˢ ˸˞ ˦˧˪˵ˢ˪ ˣˮ˪˩˧ ˣˤ ˢ˶ˣ˴˟ .˞˪ˬ˸ˢ

.˫˧˶˴˵ ˭ˬˤ ˧˵˶˲˟ ˡ˥˧ ˸ˣ˰ˡˣˢ ˣ˶ˡ˧˷ ˶˵˟ˢ ˫ˠˣ ˢ˶ˣˮˢ ˫ˠ ˶˷˞˩ ˸ˣ˰ˡˣˢ 
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˭˲ˣ˴ˢ ˸˟˩˷ ˸˞ ˫˧˲˪˵ˬ 

Wireshark ˪˷ ˧˦˞ˬˣ˦ˣ˞ ˥ˣˮ˰˲ ˪˷ ˢ˧˴˲ˣ˞˟ ˨ˬˣ˸  ˸ˣ˰ˡˣˢZigBee  ˸˞ ˷˞˶ˬ ˣ˪ ˫˧˵˲˯ˬˣ ˢˡ˧ˬ˟

 ˸˲˯ˣˮ ˢ˞˧˶˵ ˧˶˥˞ .˪ˣ˵ˣ˦ˣ˶˲˟ ˢˮ˲˴ˢˢ ˸ˡ˟ˣ˰ ˪˪˩˟ ˨˧˞ ˭˧˟ˢ˪ ˟ˣ˦ ˭ˬˤ ˢˤ˷ ˢ˞˶ˮ .ˢˮ˲˴ˢˢ ˸ˣ˥˸˲ˬ

 ˷˧˷ ˢ˞˶ˮ ,˭˵˸˟н ˸ˣ˥˸˲ˬ2 :˫˧˟ˣ˷˥ 

¶ ˢ˶ˣ˟˰˸ ˥˸˲ˬ (Transport) π ) ˧˪˞˟ˣ˪ˠ ˥˸˲ˬBroadcastˢ ˧˶˧˷˩ˬ ˪˩˪ ˱˸ˣ˷ˬ˷ (πZigBee 

)˫˪ˣ˰˟Η.( 

¶ ˷˶ ˥˸˲ˬ) ˸Network( π  ˸˷˶˪ ˸ˣ˶˟˥˸ˢˢ ˭ˬˤ˟ ˶˵˟ˢ ˧ˡ˧ ˪˰ ˳˲ˣˬ ˶˷˞ ˸˷˶ ˪˩˪ ˧ˡˣ˥˧˧ ˥˸˲ˬ

ˢ ˨˧˪ˢ˸ˬ ˵˪˥˩)πCommissioning.( 

  
 ˸˶ˣ˟˰˸ ˠ˧˴ˬ ˞˟ˢ ˶ˣ˧˞ˢZigBee  ˪˷ ˶˸˞˟ ˸ˠ˴ˣˬ ˞˧ˢ˷ ˧˲˩ ˞ˬˠˣˡ˪Wiresharkˢ ˸˰ˡˣˢ ˶˷˞˩ ,π

Transport Key :˸ˮˬˣ˯ˬ 

 

ˣ˩˧ ˣˮ˪ ˭˧˞ ,ˢ˶ˣ˟˰˸ˢ ˥˸˲ˬ ˸˞ ˣˮ˪ ˭˧˞ˣ ˸ˣ˧ˢ ˢ˰ˡˣˢ˩ ˸ˣ˦˷˲˟ ˸ˠ˴ˣˬ ˞˧ˢˣ ˪"ˮˢ ˢ˰ˡˣˢˢ ˸˞ ˥ˮ˰˲˪ ˸˪

 ˠˣ˯ˬ "˸˧˪˪˩"APS ,˸˷˶ˢ ˥˸˲ˬ ˸˞ ˢ˶ˣˮ˪ ˳˧˲ˬ ˶˵˟ˢ ˢ˟ ˢ˰ˡˣˢˢ ˞˧ˢ ˣˤ ˢ˰ˡˣˢ˷ ˭˧˟ˢ˪ ˟ˣ˷˥ .

.˸ˣ˰ˡˣˢˢ ˶˸˧ ˸˞ ˥ˮ˰˲˪ˣ ˨˧˷ˬˢ˪ ˸˪ˣ˩˧ ˣˮ˪ ˭˧˞ ˢ˧ˡ˰˪˟ˣ 

˪ ˸ˣ˥˸˲ˬˢˬ ˡ˥˞ ˱˞ ,˦ˮ˶˦ˮ˧˞˟ ˞˷ˣˮˢ ˪˰ ˣˮ˷˲˧˥˷˩ ˸ˣ˥˸˲ˬ ˦˰ˬ ˞˪ ˣˮ˞˴ˬ˷ ˸ˣ˶ˬ˪ ,˪˟˞ .ˡ˟˰ ˞

 ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ˫ˣ˷ˬ ,ˢ˧˰˟ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˫˧˩˧˶˴ ˣ˧ˢ˷ ˫˧ˮˣ˷˞˶ˢ ˞˪ ˣˮ˥ˮ˞˷ ˢ˞˶ˮ

ˢ ˠˣ˪˟ˢ ˸˞ˢˤ  .ˢ˧˰˟˪ ˭ˣ˶˸˲ˢ ˶˞ˣ˸ˬ ˣ˟ 

 ˞˶˵ˮ˷ ˢˬ˪ ˫˧˷ˬ˷ˬ "˫˧˪˧ˠ˶"ˢ ˸ˣ˥˸˲ˬˢ˷ ˢ˞˶ˮñTouchlink Commissioningò ˥ˮ˞˷ ˡˣ˰˟ ˫˧˰˴˟ˬ ˣˮ

 ˪˰ˣ˲˟ñClassic Commissioningò  ˸ˣ˥˸˲ˬˢ ,ˣˮ˪ˤˬ˪ .˭˧˦ˣ˪˥˪ ˫˧ˮˣ˷ ˸ˣ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˨˩ ˫˷˪ˣ

.ˣˮ˪˷ ˢ˶˵ˬ˟ ˣˡ˟˰ ˭˩˞ ˫ˢˣ ˠˣ˪˟˟ ˷ˣ˶˧˲˟ ˫˧˟ˣ˸˩ ˫˧˷˧˥˶˸ˢ ˧ˮ˷˪ 

  

                                                           
 

2
  ˷˧ ˸˧ˮ˩˦о ) ˧ˡˣ˥˧˧ ˸˶ˣ˷˵˸ ˥˸˲ˬ ˢ˶ˣˮ ˪˩ ˪ˣˬ ˫˞˸˪ ˧˞˶˥˞ ˶˵˟ˢˣ ˸ˣ˧ˢ ,˫˧˟ˣ˷˥ ˸ˣ˥˸˲ˬUnicast ˸˶ˣ˷˵˸˪ ˫ˢ˧ˮ˷ ˸˞ ˵˶ ˷ˬ˷˧˷ (

˲˴ˣˬ ˧ˮ˷˪ ˡ˥˞ ˸ˣˮ˲˴ˣˬ ˸ˣ˰ˡˣˢ ˫˧˥˪ˣ˷ ˸˷˶˟ ˫˧˶˟˥ˢ ˪˩ ˪˰ˣ˲˟ˣ ,ˢˤˢ ˟˩˶ˣˬˢ ˪ˣˡˣˬˢ ˸˞ ˷ˬ˧ˬ ˸ˬ˞˟ ˞˪ ˡ˥˞ ˱˞˷ ˢ˞˶ˮ .˸˷˶ˢ ˨ˣ˸˟ ˸ˮ
.˫˪ˣ˩˪ ˱˸ˣ˷ˬˢ ˸˷˶ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ 

https://peeveeone.com/?p=166
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 ˣˮ˥ˮ˰˲˷ ˢ˰ˡˣˢˢ ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ˞˟ˢ ˶ˣ˧˞˟ˣ ,ˣˮ˦˪˵ˢ˷ ˢ˥˧˷ˢ ˸˞ ˢ˥˪˴ˢ˟ ˥ˮ˰˲˪ ˣˮ˥˪˴ˢ ˫˰˲ˢ

˷ˬ˸˷ˢ˷˩ ˣ˧˷˩˰:˭ˣ˩ˮˢ ˢ˶ˣ˟˰˸ˢ ˥˸˲ˬ˟ ˣˮ 

 

:ˢ˶˰ˢ  ˫ˠ ˶˸ˣ˧ ˶˥ˣ˞ˬ .ˢˮˣˬ˸ˢˬ ˣ˸ˣ˞ ˷˦˷˦˪ ˫ˣ˵ˬ˟ ˧˸˧ˬ˞ˢ ˸˷˶ˢ ˥˸˲ˬ ˸˞ ˱˶˴˪ ˢˮˣˣ˩˟ ˣˮ˶˥˟

) ˢ˦˪˵ˢ ˳˟ˣ˵˪ ˶ˣ˷˧˵ ˵˲˯ˮ.pcapˢ ˨˧˪ˢ˸ ˪˩ ˪˷ ˞˪ˬ (πCommissioning .ˣˮ˷ˬ˸˷ˢ ˣ˟ ˶˵˟ˢ ˪ˣˬ ˪˞ 

 ˸˲˷˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˭˲ˣ˴ˢ ˸ˣ˟˩˷ ˷ˣˬ˧ˬ ˨˧˪ˢ˸˟Cˬˢ ˪˰ ˣˮ˩ˬ˸˯ˢ , ˧˲˩ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˭˧ˣ˴ˬˢ ˷ˣˬ˧

˟ ˰˧˲ˣˬ ˞ˣˢ˷πGitHub  ˪˷Wireshark. 

 

  

https://github.com/wireshark/wireshark/blob/20800366ddbbb2945491120afe7265796c26bf11/epan/dissectors/packet-zbee-security.c
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˧˟˧˞ˮ ˢ˲˧˵˸ ˭ˣ˧˯ˮ 

˞˟ˣ ,ˢ˶ˣ˟˰˸ˢ ˥˸˲ˬ ˸˞ ˣˮ˞˴ˬ˷ ˧˶˥˞ ˸˰˩ ˸ˣ˯ˮ˪ ˪˩ˣˮ ,˶˵˟ˢ ˪˷ ˸˷˶ˢ ˥˸˲ˬ ˸˞ ˣˮˠ˷ˢ ˣ˸ˣ˰˴ˬ

ˢ ˸˰ˡˣˢ ˸˞ ˸ˣˮ˟˪πZCL  ˫˧˟˟˯ ˶˲˯ˬ ˧˶˥˞ .˶˧ˣˣ˞ˢˬ ˢ˸ˣ˞ ˶ˡ˷˪ ˸ˣ˯ˮ˪ˣ ,˭˩˪ ˫ˡˣ˵ "ˣˮ˵˶ˤˢ"˷ ˸ˮ˧ˣ˰ˢ

ˢ ˪˞ ˰˧ˠˢ˪ ˣˮ˥˪˴ˢ ˞˪ ˫ˢ˟ ˫˧˪˷ˣ˩πbreakpoint  ˸ˣ˟ˣ˦ ˸ˣ˷ˡ˥ ˣˮ˪ ˣ˧ˢ ,ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲˟ ˣˮˬ˷˷

:˸ˣ˰˶ ˸ˣ˷ˡ˥ˣ 

¶ :˸ˣ˟ˣ˦ ˸ˣ˷ˡ˥  ˭˧˞ˢ ˪ˣˡˣˬ˟ ˫˧˟˴ˬ ˸ˮˣ˩ˬ ˸ˣ˵˧ˡ˟πZCL ˢ˟ˣ˷˸ ˸˰ˡˣˢ ˪˩˟ ˢ˥ˬ˷˟ ˪˲˦˧ ˶˵˟ˢ .

.˫˧ˮˣ˰ ˣˮ˞ ˢ˧˪˰ ˢ˪˞˷ ˥˪˷ ˞˪ ˪˪˩ ˞ˣˢ ˫˞ ˫ˠ ,˪˟˵˧˷ 

¶  :˸ˣ˰˶ ˸ˣ˷ˡ˥ ˣˮ˪˷ ˢ˰ˡˣˢˢ ˸˞ ˸˟˸ˮˬ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢ ˡ˧˪ ˸˞˴ˬˮ˷ ˢ˰ˣˡ˧ ˞˪ˢ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ

.˸˶˥˞ ˢ˧˴˵ˮˣ˲˪ 

 
:˞˟ˢ ˶ˣ˧˞˟ ˸ˠ˴ˣˬ ˣˮ˪ ˢ˰˧˶˲ˬ˷ ˢ˵˧ˡ˟ˢ 

 

˪˧˥˸˟ ˫ˣˬ˧ˮ˧ˬ ˣ˧ˢ˧˷ ˨˧˶˴ ˣ˪˧˞˩ ˢ˞˶ˮ ˢˤ ,ˢн  ˣ˞о  ˢ˪˧˪˴ ˧˶˥˞ .ˡ˟˰ ˞˪ ˢˤ ˫ˠ ˪˟˞ ,˸˷˶˟ ˸ˣ˶ˣˮ

 ˪˷ ˣ˩˪ˢˬ˟ ˰ˠ˶˩ ˸˞˴ˬˮ ˢ˰ˡˣˢˢ ˸˞ ˢ˥˪˷˷ ˢ˶ˣˮˢ ˫˞ˢ ˸˵ˡˣ˟ ˢ˧˴˵ˮˣ˲ˢ˷ ˣˮˡˬ˪ ˡˣ˵˪ ˢ˵˧ˬ˰ˬ

 ˨˧˪ˢ˸Commissioning. 

# ˢˮ˵˯ˬм: ˥ .˸˷˶˪ ˢ˷ˡ˥ ˢ˶ˣˮ ˱ˣ˶˧˴ ˨˪ˢˬ˟ ˵˶ ˱˵ˣ˸˪ ˢ˷˧ˠˮ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢ ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˶˟

ˢ ˸˷˶˟πZigBee ˫ˮ˧˞ .˷˧ˬ˷ˢ˪ ˣˮˮˣ˴˶˟˷ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪ ˫˧˪ˣ˩˧ 
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Classic Commissioning 

ñClassic Commissioningò  ˷ˣˬ˧˷ˢ ˸ˣ˰˴ˬ˞˟ ˸˷˶˪ ˸˲˶ˣ˴ˬ ˢ˷ˡ˥ ˢ˶ˣˮ ˣ˟ ˨˧˪ˢ˸ˢ ˪˷ ˣˬ˷ ˞ˣˢ

 ˞˧ˢ ˣˮ˷ˬ˸˷ˢ ˢ˟ ˢ˧˴˵˧˪˲˞ˢ .ˡ˧˧ˮˢ ˭ˣ˲˞˪˲˪ ˭˶˴˧ˢ ˪˷ ˸˧˦˶ˡˮ˦˯ˢ ˢ˧˴˵˧˪˲˞˟Hue Philips  ˞˧ˢ˷ ˧˲˩

 ˪˷ ˸ˣ˧˴˵˧˪˲˞ˢ ˸ˣˮ˥˟ ˢ˰˧˲ˣˬ.ˡ˧˞ˣ˶ˡˮ˞ 

ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣˮˣ˷ˢ ˸ˣ˰ˡˣˢˢ ˸˞ ˫˧˶˞˸ˬˢ ˫˧˩ˬ˯ˬ ˪˷ ˟˶ ˶˲˯ˬ ˫ˮ˷˧˷ ˸ˣ˶ˬ˪ ,˰˧˸˲ˬ ˭˲ˣ˞˟π

ZigBee˥˞ ˨ˬ˯ˬ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ˞˪ , ˨˧˪ˢ˸ ˶ˣ˟˰ ˸ˣ˷ˣ˶ˡˢ ˸ˣˮˣ˷ˢ ˸ˣ˰ˡˣˢˢ ˸˞ ˢ˩˪ˢ˩ ˡ˰˸ˬ˷ ˡ

:ˡˣ˟˰˸ ˞˧ˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ˣˮ˧ˣˣ˧˵ˣ ˢˮˣ˷ ˢ˷˧ˠ˟ ˦ˣ˵ˮ˪ ˣˮ˶˥˟ ,˭˩ ˪˰ .˸˷˶˪ ˢ˷ˡ˥ ˢ˶ˣˮ ˱ˣ˶˧˴ 

1. .˸˷˶˪ ˢ˪˧ˠ˶ ˢ˶ˣˮ ˪˷ ˱ˣ˶˧˴ˢ ˨˧˪ˢ˸ˬ ˸ˣ˰ˡˣˢ ˶˸ˣ˧˷ ˢˬ˩ ˣˮ˦˪˵ˢ 

2. ˩˧˥ˣ ,˶˵˟˪ ˭˸ˣ˞ ˣˮ˥˪˷ ,˸ˣˮˣ˷ˢ ˸ˣ˰ˡˣˢˢ ˸˞ ˣˮ˷ˬ˧ˬ ˸˧˸ˠ˶ˡˢ ˢ˶ˣ˴˟ ˪˩˟ .ˢ˟ˣ˷˸ ˣˮˬˬ ˪˟˵˪ ˣˮ˧

 ˢˮ˰ˬˢ ˸˰ˡˣˢ ˸˞ ˷ˬˬ˪ ˫˧˩˪ˣˢ ˣˮ˧˧ˢ ˤ˞ˣ ,ˢ˷ˡ˥ ˢ˪˞˷ ˫˰ ˢ˶ˤ˥ ˢˮˣ˰ ˢ˧ˢ ˶˵˟ˢ ,ˣˮ˥˪˴ˢ ˣ˟ ˟˪˷

.ˢ˪˧˪˥ ˶ˤˣ˥ˣ 

# ˢˮ˵˯ˬн:  ˶ˣ˸˲˩ˢ ˪˰ ˷˶ˣ˲ˬ˟ ˳˥˪ ˷ˬ˸˷ˬˢ ˫˞ ˞˪˞ ˸˷˶˪ ˸ˣ˷ˡ˥ ˸ˣ˶ˣˮ ˪˟˵˧ ˞˪ ˶˵˟ˢ

ˣˮ˸ˣ˞ ˢ˩ˤ˸ ˢ˴˧˥˪ ˪˩ .˸ˣ˷ˡ˥ ˸ˣ˶ˣˮ ˷˲˥˪ ˶˵˟˪ ˢ˶ˣˬ˷ ˢ˧˴˵˧˪˲˞˟  ˪˷ ˢ˶˴˵ ˡ˯˥ ˸˲ˣ˵˸˟м-н 

.˸ˣ˵ˡ 

 ˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟ ˢ˸˧˥˲ˬ ˞˧ˢˣ ˸ˣ˧ˢ ,˸˧˸ˮˠˢ ˞˴ˣˬ ˸ˡˣ˵ˮˬ ˸ˮ˧˧ˣ˴ˬ ˢ˦˪˥ˢ ˞˧ˢ ˣˤ ˸˧˷ˣˬ˧ˬ ˢ˶˧˥˟

 ˫ˣ˶ˠ˪ ˞˧ˢ˷˪˩ ˢ˶ˣ˴˟ ˨˶˦˴ˮ˷ ˞˧ˢ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˶˞˸ˬ ˶ˣ˟˰ ˸ˣ˰ˬ˷ˬˢ .˶˵˟ˢ ˪˰ ˢ˲˧˵˸ˢ ˥˦˷ˬ ˸˞

.ˡ˧˧ˮ˟ ˢ˧˴˵˧˪˲˞˟ ˶ˣ˸˲˩ˢ ˪˰ ˳ˣ˥˪˪ ˷ˬ˸˷ˬ˪ 

 ˸˲˯ˣˮˢ ˸ˣ˰ˬ˷ˬˢ ˶ˣ˸˲˩ˢ ˪˰ ˣˮˬ˴˰˟ ˳ˣ˥˪˪ ˨˶˦˴ˮ ˧ˣ˯˧ˮ ˪˩ ˸˪˧˥˸˟˷ ˞˧ˢ ˪"ˮˢ ˢ˪˟ˠˢˢ ˪˷

 ˡˣˬ˪˪ ˣˮ˧˯˧ˮ˷˩ ˢ˶˵ˬˢ ˢ˧ˢ ˢˤ .ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪ˬ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˢ˪ ˪˩ˣˮ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ,ˢ˧˴˵˧˪˲˞˟

 ˢ˲˧˵˸ˢ ˡˣ˵ ˸˞ ˣˮ˵ˡ˟ ˶˷˞˩ ˢ˶˵ˬˢ ˢ˧ˢ ˫ˠ ˢˤˣ ,˸˷˶˪ ˢ˶ˣˮˢ ˱ˣ˶˧˴ ˨˧˪ˢ˸˟ ˸ˣˮˣ˷ˢ ˸ˣ˰ˡˣˢˢ ˪˰

˵ˣ˧ˡ˟ ˞˪ .ˣˮ˪˷ .˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˡ˟˰ ˞ˣˢ ˪˟˞ ,˵˪˥ ˨˧˪ˢ˸ 

 ˭˪ˢ˪ ,˭˩˪ ˫ˡˣ˵ ˣˮ˥˦˟ˢ˷ ˧˲˩) ˢ˦˪˵ˢ˪ ˵ˮ˧˪pcap.ˢ˞˪ˬ (  ˪˷ ˸˷˶ˢ ˪˞ ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪ ˱ˣ˶˧˴ ˪˷

 ,˱ˣ˵˸˪ ˣˮ˧˯˧ˮ ˣ˸ˣ˞ ˶˵˟ˢ .ˢ˷ˡ˥ ˢ˶ˣˮ ˢ˞˴ˬˮ ˧˩ ˷ˬ˸˷ˬ˪ ˧ˣˣ˧˥ ˢˠ˧˴ˢ ˢ˧˴˵˧˪˲˞ˢ ˣ˟ ˟˪˷˪ ˡ˰

ˢ ˢˡ˷ ˸˞ ˸ˣ˪˪ˣ˩ ˭ˮ˧˞ ˸ˣ˰ˡˣˢˢπFCS ˢ ˸ˣ˰ˡˣˢ ˸˞ ˸˪˪ˣ˩ ˢˮ˧˞ ˢ˦˪˵ˢˢˣ ,˭˩˪ ˫ˡˣ˵ ˣˮ˶˩ˤˢ ˣ˸ˣ˞πAck 

ˢ ˸˟˩˷ ˪˷πIEEE 802.15.4 .˸˷˶˟ ˢ˰ˡˣˢ ˪˩ ˶˥˞˪ ˦˰ˬ˩ ˸˧˦˞ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˸ˣ˥˪˷ˮ ˭ˢˣ ˸ˣ˧ˢ 

:˷ˣˬ˧ˬ ˸˶˰ˢ ˣ˪˧˞ ˭ˣˣˠˬ ˷˧ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˧ˡˬ˪ ˫˧˥˧˷˵ ˫˧ˮˬˤ ˧˴πZigBee  ,˦˶˲˟ ˸ˣ˶ˣˮˢ ˶˵˟˟ˣ ,˪˪˩˟

 ,˶˸˧ˢ ˭˧˟ .ˢ˩˪ˢ˩ ˸ˣ˰ˡˣˢˢ ˸˞ ˫˧ˮˬˤ˸ˬ ˞˪ˣ ˢˡ˧ˬ˟ ˡ˧˶˥ˢ˪ ˢ˰ˣ˰˶ ˸ˣ˧ˢ˪ ˢ˪ˣ˩ ˢ˥˧˷˪ ˫˧ˬ˶ˣˠ ˶˷˞

 ˥ˣ˪˷˪ ˣˮ˷˶ˡˮAck ˣ˶˵˧ˬ ˨ˣ˸ ˸ˣ˯ˮ˩ˮ ˸ˣ˰ˡˣˢ ˪˰π ˸˞ ˷ˬˬ˪ ˣˮ˞ˣ˟˟ ˢˬ˧˷˧ ˢˮ˧˞˷ ˢ˪˟ˠˢ ,˸ˣˡˡˣ˟ ˸ˣ˧ˮ˷

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˩ˢ ˟˧˩˶˷ ˨˩ ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪ ˸˞ ˣˮ˶ˡˠˢ ,˭˩ ˪˰ .ˡ˟˪˟ ˢˮ˩ˣ˸˟πMAC  ˣˮˬˣ˵ˬ˟ ˢˮ˰˧

 ˫˶ˠ ˪˟˞ ,ˣˮ˪˷ ˢ˲˧˵˸ˢ ˸ˣ˟˧˴˧ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˶˲˧˷ ˢˤ ˧ˣˮ˧˷ .˸ˣ˯ˮ˩ˮˢ ˸ˣ˰ˡˣˢˢ ˪˰ ˸˧˦˞ˬˣ˦ˣ˞ ˢ˶ˣ˴˟

https://play.google.com/store/apps/details?id=com.philips.lighting.hue2&hl=en
https://github.com/CheckPointSW/Cyber-Research/tree/master/Vulnerability/Smart_Lightbulbs
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˟ ˷ˬ˸˷ˢ˪ ˶˸ˣ˧ ˪˩ˣˮ ˞˪˷ ˫ˣ˷ˬ ,˶˧ˣˣ˞ˢˬ ˸ˣ˰ˡˣˢˢ ˪˩ ˸˞ ˦˧˪˵ˢ˪ ˶˸ˣ˧ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞ :˶˥˞ ˭ˣ˶˯˥˪π

promiscuous mode. 

 ˢ˸ˣ˞ ˱˶˴˪ ˣˮˬ˧˧˯˷ ˶˥˞˪ ˢ˧˴˵˧˪˲˞˟ ˷ˬ˸˷ˬ˪ ˸ˠ˴ˣˬ ˞˧ˢ˷ ˧˲˩ ,ˣˮ˪˷ "ˢ˶ˣˮ"ˢ ˸˞ ˠ˧˴ˬ ˞˟ˢ ˶ˣ˧˞ˢ

:˸˷˶˪ ˢ˥˪˴ˢ˟ 

 

  ˢ˶ˣˮˢ ˱ˣ˶˧˴ ˨˧˪ˢ˸˟ ˫˧˶˟˰ˣˬ ˶˷˞ ˫˧˦˪˷ˮ ˸ˣˡ˷ ˶˲˯ˬ ˫ˮ˷˧ ,˶ˣ˶˧˟˟ ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˫˸˞˷ ˧˲˩

ˢ˷˧ˡ˥ˢ ˢ˶ˣˮ˩ ˣˮ˪˷ ˢ˷ˡ˥ˢ ˢ˶ˣˮˢ ˸˞ ˠ˸ˬ˪ ˣˮ˶˥˟ ˣˮ˞ .˸˷˶˪  ˪˷ ˶˸ˣ˧˟Check Point Research 

 ˫ˠˡˬCPR123. 

˪ ˸ˣ˯ˠ˟ ˵˪˥˪ ˭˸˧ˮ ˸˷˶˪ ˢ˶ˣˮˢ ˱ˣ˶˧˴ ˨˧˪ˢ˸ ˸˞πп :˫˧˧˶˵˧˰ ˫˧˟˪˷ 

1.  :˨ˣ˧˷.˸˶˴ˣ˵ˬ ˸˷˶ ˸˟ˣ˸˩ ˢ˪ ˨˧˧ˣ˷˸ˣ ,ˢˬ˴˰ ˸˞ ˠ˧˴˸ ˢ˷ˡ˥ˢ ˢ˶ˣˮˢ 

2. :ˢ˪˟˵  ˸˰ˡˣˢ ˸ˣ˰˴ˬ˞˟ ˢˬ˴˰ ˪˰ ˤ˧˶˩˸ˣ ˸˷˶ˢ ˥˸˲ˬ ˸˞ ˪˟˵˸ ˢ˷ˡ˥ˢ ˢ˶ˣˮˢDevice 

Announce. 

3. ˧˦˶˵ˣ˶˧˟:ˢ .˫˧ˮˣ˷ ˫˧ˢˤˬ ˪˷ ˟˶ ˶˲˯ˬ ˸ˣˡˣ˞ ˢ˶ˣˮˢ ˸˞ ˪˞˷˸˧ ˶˵˟ˢ 

4. ZCL:  ˸ˣ˪˞˷ ˪˷ ˟˶ ˶˲˯ˬ ˥˪˷˧ ˶˵˟ˢZCL .ˢ˶ˣˮˢ ˪˷ ˫˧ˮˣ˷ˢ ˫˧ˮ˧˧˲˞ˬˢ ˪˰ ˡˣˬ˪˪ ˢ˶˦ˬ˟ 

ˢ ˟˪˷ ,˭ˣ˶˥˞ˢ ˟˪˷ˢ ˨˪ˢˬ˟ ˵˶πZCL ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪ ˪˧˥˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,ZCL  ˸˞ ˪˴ˮ˪ ˭ˣ˧˯ˮ˟ ,˸ˣˮ˧ˣ˰

ˮ˞˷ ˡˣ˰˟ .˭˩˪ ˫ˡˣ˵ ˣˮ˞˴ˬ˷ ˢ˷˪ˣ˥ˢ ˭ˢ˧˪˰ ˸ˣ˪˞˷ ˞˪˪ ˫ˠ ˸ˣ˧˵ˣ˥ ˞˪ ˢˮ˰ˬ ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪ ˫˧˪ˣ˩˧ ˣˮ˥

ˢ ˟˪˷ ˨˪ˢˬ˟ ˵˶ ˢ˲˧˵˸ˢ ˰ˣ˴˧˟˪ ˫˧˪˟ˠˣˬ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ,˫˧ˮˣ˰ ˪ˣ˩˧˟˩ ˣˮ˞πZCL. 
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ˢ ˸˲˧˵˸πHeap 

˸˥˞ ˣˮ˪˷ ˸ˣ˧˰˟ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˣˮ˶˥˟π˟ ˭ˣ˶˩ˤˢ ˸˯˧˶ˡ ˸˞ ˢ˩˪ˢ˩ ˪˴ˮ˪ ˢ˯ˮˮ ˢ˪˧˥˸ .˸˥˞πheap  ˡ˰

˸˟ˣ˸˩ˬ ˡˣ˵ ˸˴˶ˢ˪ ˢ˴˧˲˵ ˧ˡ˩˪  .˳ˣ˲˵˪ ˧ˡ˩ ˭˞˪ ˭˧˟ˢ˪ ˢ˯ˮˮ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ,˧ˢ˷˪˩ ˸˶˥˟ˮ ˭ˣ˶˩ˤ

ˢ ˢˮ˟ˬˣ ˸ˣ˧ˢ ,ˢ˧ˣˠ˷˩ ˢ˶˶˟˸ˢ ˣˤ ˢ˷˧ˠ ,ˡ˟˰˧ˡ˟πheap  ˸ˣ˰ˡˣˢ˟ ˸ˣ˪˸˩ ˸˧˦˯˶ˡ ˢ˶ˣ˴˟ ˢˮ˸˷ˢ

.˭ˣ˶˩ˤ˟ ˣˮ˪˷ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˸˞ ˫˵ˬ˪ ˸ˮˬ ˪˰ ˣˮ˥˪˷˷ 

˟ ˭ˣ˶˩ˤ ˸˷˪ˣ˥ ˫˧˪˴ˮˬ˷˩ ˸ˣ˷˰˪ ˳˪ˬˣˬ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢπheap ˢˤ˧˞˟ ˵ˣˡ˟˪ ˞ˣˢ  ˷ˣˬ˧ˬheap  .˶˟ˣˡˬ

˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˶˵˟ˢ ,ˣˮ˪˷ ˢ˶˵ˬ˟πuClibcˣ˶˵˧ˬ" ˣ˞ ,πlibCˢ ˫˪ˣ˰˟ ˡˣ˞ˬ ˢ˴ˣ˲ˮ ˢ˧˧˶˲˯ ,"πEmbedded .

" :ˢ˧˧˶˲˯ˢ ˪˷ ˢˬ˷˟ ˶ˣ˶˧˟˟ ˸ˮ˧˧ˣ˴ˬ ˢ˧˧˶˲˯ˢ ˪˷ ˸˵˧˧ˣˡˬˢ ˢ˯˶ˠˢlibuClibc-1.0.14 ˶˲˯ˬ ˨ˣ˸ˬˣ ,"

 ˧˷ˣˬ˧ˬheap ˸ ˫ˢ˟) ˧˦˶ˡˮ˦˯ˢ ˷ˣˬ˧ˬ˟ ˷ˣˬ˧˷ˢ ˸˞ ˸ˣ˪˵˟ ˶˸˞˪ ˢ˧ˢ ˭˸˧ˮ ,ˢ˧˧˶˲˯ˢ ˸˩ˬˣmalloc-

standard ˪˰ ˯˯ˣ˟ˬ ˶˷˞ ,(dlmalloc. 

 ˧˴ˣ˪˧˞ ˫˰ ˫˧ˡˡˣˬ˸ˬˢ ˫˧˶˴ˣˬ ˪˷ ˶ˣ˶˟ ˡ˰˧ ˪ˢ˵ ˫˰ ,˸˧˦˶ˡˮ˦˯ˢ ˢ˧˧˶˲˯ˢ ˪˷ ˢˤ˶ ˷ˣˬ˧ˬ ˢ˸ˣ˧ˢ˟

˩ˣ ˭ˣ˶˩ˤ:˦ˣ˷˲ ˧ˡ ˞ˣˢ ˢ˧˧˶˲˯ˢ ˪˷ ˷ˣˬ˧ˬˢ ,˫˧˥ˣ˷˵ ˧ˡ ˡˣ˟˧˰ ˥ˣ 

¶ Fast Bins ˡ˥ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶˟ ˫˧ˮ˦˵ ˫˧˴˴ˣ˥ ˫˧˶ˬˣ˷π) ˸˧ˮˣˣ˧˩singly-linked list.( 

¶ ˣˡ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶π) ˸˧ˮˣˣ˧˩doubly-linked list.˫˧˴˴ˣ˥ˢ ˶˸˧ ˭ˣ˯˲˞˪ ˸˷ˬ˷ˬ ( 

¶ ˴˴ˣ˥ˢ ˪˷ ˡˣ˥˧˞ ˰˴˟˸ˬ ,˫˧˰ˣ˶˧˞ ˭ˣˣˠˬ˪ ˢ˟ˣˠ˸˩ ,˭ˬˤ ˢˬ˩˟ ˫˰˲ˢ ˸˞ "˶ˡ˯˪" ˸ˮˬ ˪˰ ˫˧πheap. 

 ˯˯ˣ˟ˬ ˧˦˶ˡˮ˦˯ ˷ˣˬ˧ˬ ˢ˸ˣ˧ˢ˟dlmallocˢ ˪˷ ˪ˣˢ˧ˮˢ ˰ˡ˧ˬ ,πheap :˞˟ˢ ˰ˡ˧ˬˢ ˞ˣˢ ˢ˞˴˵ˢ ˪˩ ˶ˣ˟˰ 

 

:˸ˣ˶˰ˢ 

¶  ˫˧˶ˬ˷ˮ ˫˧ˮˣ˷˞˶ˢ ˸ˣˡ˷ˢ ˧ˮ˷ ,˷ˣˬ˧˷˟ˣ ˢ˴˵ˣˬ ˳˴ˣ˥ ˶˷˞˩˧ˮ˲˪ .˷ˬ˸˷ˬˢ ˪˷ ˰ˡ˧ˬˢ 

¶ ˟ ˫˵ˣˬˬˣ ˶˶˥ˣ˷ˬ ˳˴ˣ˥ˢ ˶˷˞˩πFast Bin˷˟ ˞ˣˢ ˫ˠ ˧˷˧˪˷ˢ ˢˡ˷ˢ , ˶˟˧˞ˢ ˪˰ ˰˧˟˴ˬ ˞ˣˢˣ ,˷ˣˬ˧

˟ ˫˵ˣˬ˧ ˢˤ ˢˡ˷ .˫˧˶˶˥ˣ˷ˬˢ ˫˧˴˴ˣ˥ˢ ˸ˬ˧˷˶˟ ˞˟ˢπп  ˢ˧ˢ˷ ˰ˡ˧ˬˢ ˳˴ˣ˥ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ

.˷ˬ˸˷ˬ˪ ˷˧ˠˮ 

¶ ˟ ˫˵ˣˬˬ ˣˮ˧˞ˣ ˶˶˥ˣ˷ˬ ˳˴ˣ˥ˢ ˶˷˞˩πFast Bin ˵˪˥˩ ˷ˣˬ˧˷˟ ˣ˧ˢ˧ ˧˰˧˟˶ˢˣ ˧˷˧˪˷ˢ ˸ˣˡ˷ˢ ,

ˣˡˢ ˢˬ˧˷˶ˢˬπ˟ ˣˬ˵ˣˬ˧ ˣ˪˞ ˸ˣˡ˷ .˳˴ˣ˥ˢ ˶ˣˬ˷ ˢ˟ ˸˧ˮˣˣ˧˩πу s ˰ˡ˧ˬˢ ˳˴ˣ˥ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟

.˷ˬ˸˷ˬˢ ˪˷ 

https://www.uclibc.org/
http://gee.cs.oswego.edu/dl/html/malloc.html
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ˢ ˨ˣ˸˟ ˢ˶˦ˬˢ ˸˶˧˥˟πheap 

ˣˡ ˸ˣˬ˧˷˶π ˷˟ˣ˷ˬ ˶˟˧˞ ˸˞˴ˣˢ ˨˧˪ˢ˸˟ˣ ˸ˣ˧ˢ ,˧ˡˬ˪ ˵ˤ˥ ˢ˷ˬ˷ˢ ˟˧˦˧ˬ˧˶˲ ˸ˣ˰˧˴ˬ ˟ˣ˶˪ ˸ˣ˧ˮˣˣ˧˩

) ˸˦˪˷ˮ ˢ˟˧˸˩ ˸˪ˣ˰˲˪ ˫ˣ˶ˠ˪ ˭˸˧ˮ ˢˬ˧˷˶ˢˬWrite-What-Whereˢ ˸ˣˮ˷˟ ˞˪ ˣˮ˥ˮ˞ ,˫˪ˣ˞ .(πнллл 

˸ ˟˧˦˧ˬ˧˶˲ˣ ,˸ˣˬˡ˵ˣˬˢ ˧˷ˣˬ˧ˬ ˪˰ ˶˸ˣ˧ ˡ˟ˣ˰ ˞˪ ˢˤ ˢ˲˧˵heap  ˣ˷ˬ˧ˬ ˫˧˥˸˲ˬˢ ,˫ˣ˵ˬ˟ .˫˧˴ˣ˲ˮ

 ˧ˣˮ˧˩˟ ˰ˣˡ˧ˢ ˢˮˠˢ ˭ˣˮˠˮˬñSafe Unlinkingò  ˧ˮ˲˪ ˫˧˰˧˟˴ˬˢ ˧ˮ˷ ˸˞ ˞ˡˣˣˬ ˶˷˞ ,(˥ˣ˦˟ ˵ˣ˸˧ˮ :ˣ˞)

˫ˢ˟ ˷ˣˬ˧˷ˢ: 

 

ˡ˥ˢ ˸ˣˬ˧˷˶ˢ ˸˞ ˫ˣ˵ˬ˟ ˱ˣ˵˸˪ ˣˮ˶˥˟ ,ˢˤ ˢˮˠˢ ˭ˣˮˠˮˬ ˪˷ ˣˬˣ˧˵ ˪˷˟πˢ ˷ˣˬ˧ˬ˟˷ ˸ˣ˧ˮˣˣ˧˩πFast Bins .

 ˢ˶ˣ˥˞ˣ ˢˬ˧ˡ˵ ˸˩˪˪ ˭˸˧ˮ ˞˪˷ ˢˡ˟ˣ˰ˢ ˪˷˟ ˢ˶ˣ˴ˢ ˢ˸ˣ˞˟ ˸ˣˮ˧˵˸˪ ˵ˣˡ˟˪ ˭˸˧ˮ ˞˪ ˣ˪˪ˢ ˸ˣˬ˧˷˶ˢ ˸˞

.˫ˣ˵ˬˢ ˣ˸ˣ˞˟ ˣˮ˶˞˷ˮ ˧˩ ˵ˣˡ˟˪ˣ 

ˢ ˢˮ˟ˬπFast Bins ˡ˥ ˢˬ˧˷˶ ˫˧˪˧˩ˬ ˶˷˞ ,˫˧ˮˣ˷ ˫˧˪ˡˠ˟ "˫˧˪˯" ˪˷ ˨˶˰ˬ ˢ˷˰ˬ˪ ˞ˣˢπ ˪˷ ˸˧ˮˣˣ˧˩

˴˴ˣ˥ ˪ˣ˩˧ ˧˪˞ˬ˧ˮ˧ˬˢ ˪˯ˢ .˭ˣ˸ˮ ˪ˡˣˠ˪ ˡ˰ ˫˧˴˴ˣ˥ ˡ˰ ˪˷ ˪ˡˣˠ˟ ˫˧0x10  ˫˧˴˴ˣ˥ ˪˧˩˧ ˞˟ˢ ˪˯ˢ ,˫˧˸˟

 ˪˷ ˫˧˪ˡˠ˟0x11-0x18ˢ ˪˷ ˷ˣˬ˧ˬˢ ˡˣ˵ ˸˞˧˶˵ ˨˪ˢˬ˟ .'ˣ˩ˣ ,πheap  ˢ˶ˣ˵ˢ ˪˧˰ˣˬ ˧˷ˣˬ˧ˬ ˠ˞˟˟ ˣˮ˪˵˸ˮ

 ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˭ˬˤ˟free(): 

 

ˢ ˪˰ ˨ˬ˸˯ˬ ˡˣ˵ˢˢ˥ˮˢ  ˧˪˞ˬ˧ˮ˧ˬˢ ˳˴ˣ˥ˢ ˪ˡˣˠ ˧˩˸ˣ˧ˢ˪ ˨˧˶˴ 0x10 ˣ˶˵˞ˬˢ ˭˩ ˪˰ˣ ,fastbin_index() 

˟ ˪ˡˣˠˢ ˸˞ ˵˪˥ˬπу ˸˧˥˲ˬ ,н ˸˞ ˷˟˷˪ ˪˩ˣˮˣ ˢˡ˧ˬ˟ .˫˧˪˯ˢ ˨˶˰ˬ˪ ˯˵ˡˮ˧˞ ˶ˣ˸˟ ˢ˞˴ˣ˸˟ ˷ˬ˸˷ˬˣ ,

 ˞˪ˢ ˫˧˩˶˰ˢˬ ˡ˥˞ ˸ˣ˧ˢ˪ ˯˵ˡˮ˧˞˪ ˫ˣ˶ˠˮ ˣ˪˷ ˶ˣ˶˥˷ˢ ˨˧˪ˢ˸˟˷ ˧˶ˢ ,˭ˣ˸ˮ ˳˴ˣ˥ ˡ˧˪˷ ˧˪ˣˢ˧ˮˢ ˰ˡ˧ˬˢ

 :˫˧ˮ˧˵˸-1, -2: 

 

" ˧˵ˣ˥ ˞˪ˢ ˨˶˰˟ ˷ˣˬ˧˷ˢ ˸ˣ˰˴ˬ˞˟-1 ˳˴ˣ˥ˢ ˸˶˧ˬ˷˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ ," ˢˡ˷ˢ ˧˟ˠ ˪˰ñmax_fastò  ˶˷˞

 ˢ˞˶ˮ˩ ˪"ˮˢ ˧˶˲˯ˬˢ ˨˶˰ˢ ˫ˣ˵ˬ˟ ˰˧˟˴ˬ ˸˶˧ˬ˷ .˧˪˞ˬ˧˯˵ˬˢ ˪˯ˢ ˪˷ ˠˣ˲ˮ˧˵ˢ ˶˟ ˪ˡˣˠˢ ˪˰ ˧˞˶˥˞

 ˧˵ˣ˥ ˞˪ˢ ˨˶˰˪ ˰ˠˣˮ˟ ˢˬ ˪˟˞ ,˱˵˸ˮˢ ˨˧˪ˢ˸ˢ ˪˷ ˭ˣ˶˩ˤˢ ˟˥˶ˬ˟ ˣˢˣ˟ˣ ˣˢˣ˸˪ ˪˧˟ˣ˸ñ-2òΚ 
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ˢ ˪˷ ˧˪˞˟ˣ˪ˠˢ ˧˪ˣˢ˧ˮˢ ˰ˡ˧ˬˢ ˧ˮ˲˪ ˧˩ ˣˮ˧˞˶ ,˶ˠ˞˟˧ˡ ˸ˣ˰˴ˬ˞˟πheap,  ˸˶˧ˬ˷ ,˶ˬˣ˪˩ .˶˟ˡ ˶ˣˬ˷ ˞˪

 ˨˶˰ˬ˟ ˰˧˟˴ˬfastbins[-2]  ,˱˯ˣˮ˟ .˟ˣ˷˥ ˶˟ˡ ˫ˣ˷ ˯ˣ˶ˢ˸ ˞˪malloc()  ˞˸ ˣˮ˞˴ˬˢ ˰ˠ˶ˢ˷ ˰ˡˣ˧ ˞˪

 ˸˞ ˣˮ˶˴˧ ˰ˠ˶ˢ ,˧˷˰ˬ ˨˶ˣ˴ ˪˩˪ .ˡ˰˪ ˣ˟ ˣ˶˞˷˧ ˢˤ ˞˸˟˷ ˢˬ˧˷˶˪ ˣ˶ˬ˷˧˷ ˫˧˴˴ˣ˥ˢ ˭˩˪ˣ ,˨˶˰ˬ˟ ˷ˡ˥

ˢ ˪˯πñ/dev/nullò˩ˤ ˡˣ˟˧˞ ˪˷ ˟˧˦˧ˬ˧˶˲ ˣˮ˪ ˭˸ˣˮˢ ˶˟ˡ ,ˢˬ ˭ˣ˶πheapˢ ˸˞ ˟˴˰˪ ˣˮ˪ ˶ˣˤ˰˧˷ ˟˧˦˧ˬ˧˶˲ ,π

heap .ˣˮ˪˷ ˢ˲˧˵˸ˢ ˶ˣ˟˰ ˢ˧ˣ˴˶ˢ ˢ˶ˣ˴ˢ ˧ˡ˩˪ 

 

ˢ˯˧˶ˡ˪ ˢ˪ˣ˰˲ ˸˧ˮ˩ˣ˸ 

ˢ ˪˰ ˸˦˪˷ˮˣ ˢ˲˧˴˶ ˭ˣ˶˩ˤ ˸˯˧˶ˡ ˣˮ˪ ˸˶˷˲˞ˬ ˣˮ˪˷ ˢ˷˪ˣ˥ˢπheap ˪ˡˣˠ˟ ˳˴ˣ˥˪ ˶˟˰ˬ ,0x2B  ˡ˰ˣ

 ˪˷ ˫ˣˬ˧˯˵ˬ˪тл ˢ ˪˷ ˧˰˟˦ ˶ˣ˷˧˧˪ ˸ˣˡˣˢ .˫˧˸˟πheap˥ ˪˟˵ˮ ˢ˞˶ˮˢ ˪˩˩ , ˪ˡˣˠ˟ ˳˴ˣ0x30  ˣˮ˞) ˫˧˸˟

 ˪ˡˣˠ˟ ˫˧˧ˣˮ˲ˢ ˫˧˴˴ˣ˥ˢ ˣ˶ˬˠ˧ˣ ˢˡ˧ˬ˟ ˶˸ˣ˧ ˱˞ ˪ˣˡˠ ˳˴ˣ˥ ˪˟˵˪ ˫˧˪ˣ˪˰0x30 ˧˷ˣˬ˧ˬ ˦˶˲ ˷˧ ,˱˯ˣˮ˟ .(

ˢ ˪˷ ˢˤˢ ˧˲˧˴˲˯ˢ ˷ˣˬ˧ˬ˟ ˭˟˴˰ˬπheap: 

¶  ˫˧˸˟0x00-0x04: ˢ ˨ˣ˸ˬ ˪ˡˣˠˢ ˢˡ˷πmalloc_chunk. 

¶  ˫˧˸˟0x04-0x2C:  .˷ˬ˸˷ˬ˪ ˷˧ˠˮ˷ ˰ˡ˧ˬˢ ˳˴ˣ˥˟ ˶˴˵πп ˫˧˸˟ ˬ.˫˧˩˧˶˴ ˸ˬ˞˟ ˣˮ˥ˮ˞˷ ˢˬ 

¶  ˫˧˸˟0x2C-0x30 :ˢ ˢˡ˷ ˶ˣ˸˟ ˫ˠ ˫˧ˡ˵˲˸ˬ ˶˷˞ ,"˫˧˶˯˥"ˢ ˫˧˸˟ˢ ˸˰˟˶˞πñprev_sizeò ˢ ˪˷π

malloc_chunk .˭ˣ˶˩ˤ˟ ˣˮ˧˶˥˞ ˫˵ˣˬˬ˷ 

 ˞˧ˢ ˪˟˞ ,ˢ˞˴˵ˢ ˪˩ ˶ˣ˟˰ ˫˧˸˟ ˢ˰˟˶˞ ˢˤ˧˞ ˣˢ˷˧ˬ˪ ˢ˩˯˥ ˢ˞˶ˮˢ ˪˩˩ ˣˤ "˸ˮ˧˧ˮ˰ˬ" ˸˧˷ˣˬ˧ˬ ˢ˶˧˥˟

ˣ˷˲ ˸ˣ˧ˢ˪ ˡˣ˵˪ ˢˬ˶ˠ ˞˪ ˧˞ˡˣˣ˟.ˢ˵˧ˡ˟˪ ˣ˞ ˢˮ˟ˢ˪ ˶˸ˣ˧ ˦ 

ˢ ˪˷ ˷ˣˬ˧ˬˢ ˧˦˶˲ ˪˩ ˸˞ ˵ˬˣ˰˪ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷˩ ˣ˧˷˩˰πheap ˭ˣ˶˩ˤ ˯ˣ˶ˡ˪ ˢ˧ˢ˸ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ,

˟ ˸˰˩ ˞˴ˬˮ ˢˣˣ˵˸˟ˣ ˣˮ˧˶˥˞ ˶ˣˬ˷˷ ˳˴ˣ˥ ˪˷ ˭ˣ˶˩ˤ ˸ˣˡ˷ ˷˟˷˪ˣπFast Bin ˳˴ˣ˥ˢ ˸˞ ˠ˧˴ˬ ˞˟ˢ ˶ˣ˧˞ˢ .

 ˢ˞˶˧˷ ˧˲˩˧ˮ˲˪ :ˢ˲˧˵˸ˢ ˸˞ ˪˧˥˸ˮ˷ 

 

˞ ˸˞ ˠ˧˴˧ ˶ˣ˧˞ˢ ˸˰˩ˣ ˫˧˴˴ˣ˥ˢ ˧ˮ˷ ˫˸ˣ˶˥˞˪ :ˣˮ˪˷ ˢ˯˧˶ˡˢ 
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 ˢˡ˷ˢ ˸˞ ˸ˣˮ˷˪ ˫˧ˮˮ˩˸ˬ ˣˮ˞ ,ˣˮ˪˷ ˢ˯˧˶ˡˢ ˸ˣ˰˴ˬ˞˟ñsizeò  ˨˶˰˪ ˣˮ˧˶˥˞˷ ˳˴ˣ˥ˢ ˪˷м ˪ˡˣˠˢˣ ˸ˣ˧ˢ .

˟ ˵˪˥˸ˢ˪ ˶ˣˬ˞ ˡ˧ˬ˸πп ˨˶˰ˢ ˭˩˪ˣ ,˫˧˪ˠˡ˩ ˫˧˷ˬ˷ˬ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ ˧ˮ˷ ,м  ˪ˡˣˠˢ ˸˞ ˠ˴˧˧ˬл 

 ˪ˠˡˢˣñprev_inuseò .˵ˣ˪ˡ ˢ˧ˢ˧ 

˪ ˢ˯ˮˮ ,˱˯ˣˮ˟ˡ˥ˢ ˢˬ˧˷˶ˢ ˪˷ ˰˧˟˴ˬˢ ˸˞ ˸ˣˮ˷π .˭ˣ˶˩ˤ˟ ˣˮ˧˶˥˞˷ ˳˴ˣ˥ˢ ˶˟˥˷ ˫˧ˣˣ˵ˬ ˣˮ˞ ˢ˟ ˸˧ˮˣˣ˧˩

ˢ ˪˰ ˡˣ˟˰˪ ˪˩ˣˮ ,ˣˮ˸˦˧˪˷˪ ˨˶˰˪ ˢˤ ˰˧˟˴ˬ ˧ˣˮ˧˷ ˸ˣ˰˴ˬ˞˟πheap  ˶ˣˬ˷˷ "˶˶˥ˣ˷ˬ" ˳˴ˣ˥ ˣˮ˷˧ ˸˰˩˷

 ˪˯˪ ˫˧˞˸ˬˢ ˪ˡˣˠˢˬ ˭ˣ˶˩ˤ ˸ˣ˞˴˵ˢ ˱˴˶˪ ˢ˞˧˶˵ ˸ˣ˰˴ˬ˞˟ ,˶˸ˣ˧ ˶˥ˣ˞ˬ .˭ˣ˶˩ˤ˟ ˣˮˮˣ˴˶˩ ˶ˣˤ˞˟

ˮ˟˪˶ˢ) "ˣˮˮˣ˴˶˩ ˢ˞˴˵ˢ" ˪˷ ˟˧˦˧ˬ˧˶˲ ˪˟˵˪ ˪˩ˣˮ ,˧˦Malloc-Where ˰˧ˠˢ˪ ˫˧ˮˮ˩˸ˬ ˣˮ˞ ˣ˸ˣ˰˴ˬ˞˟ ,(

.ˡˣ˵ ˸˴˶ˢ ˧ˡ˩˪ 

:ˢ˯˧˶ˡˢ ˭ˬˤ˟ ˪˵˸˧ˢ˪ ˫˧˪ˣ˪˰ ˣˮ˞ ˫ˢ˟ ˫˧˧˶˷˲˞ˢ ˫˧˷˧˥˶˸ˢ ˸˰˟˶˞ ˪˷ ˶˴˵ ˶ˣ˞˧˸ ˭˪ˢ˪ 

¶ ˟ ˞˴ˬˮˣ ˶˶˥ˣ˷ˬ ˣˮ˧˶˥˞ ˳˴ˣ˥ˢπFast Bin .ˢ˥˪˴ˢ˪ ˪˩ˣˮˣ ˢˬ˧˷˶ˢ ˪˷ ˰˧˟˴ˬˢ ˸˞ ˣˮ˷˟˧˷ , ˥˧ˣˣ˶ˢ

.˱˯˩ˮˢ ˢ˲˧˵˸ˢ ˟˧˦˧ˬ˧˶˲ ˸˞ 

¶  .ˣˢ˷˧˸ˬ ˶˶˥ˣ˷˧ ˞ˣˢˣ ,˷ˣˬ˧˷˟ ˣˮ˧˶˥˞ ˳˴ˣ˥ˢˢ˟˟˯ˢ ˸ˬ˧˷˶˟ ˣ˸ˣ˞ ˫˵ˬ˸ ˶ˣ˶˥˷ˢ ˸˪ˣ˰˲ ,π

ñ/dev/nullò.˶˸ˣ˧ ˣ˸ˣ˞ ˢ˞˶ˮ ˞˪ ˭˩ˬ ˶˥˞˪ˣ , 

¶  .˫˰˲ ˱˞ ˶˶˥ˣ˷˧ ˞˪ˣ ,˷ˣˬ˧˷˟ ˣˮ˧˶˥˞ ˳˴ˣ˥ˢ˞˶ˣˮ ˞˪ ˫˧˸˟ˢ ˸˰˟˶˞ ˷ˣ˟˧˷˷ ˢˣˣ˵ˮ ˣ˞ˣ˟ ,

˷˟ ˶ˣ˟˰˧ ˳˴ˣ˥˟ ˫˧ˮˣ˷˞˶ˢ.˵ˤˮ ˫ˣ˶ˠ˧ ˞˪ˣ ˦˵ 

¶  .˸˧ˮˣˣ˧˩ ˣˡ ˢˬ˧˷˶ ˪˷ ˰˧˟˴ˬ ˣˮ˷˟˧˷ ˰ˠ˶ˢˣ ˶˶˥ˣ˷ˬ ˣˮ˧˶˥˞ ˳˴ˣ˥ˢ˭ˣ˪˷˧˩ ˡ˥˞ ˱˞˷ ˢˣˣ˵ˮ ˣ˞ˣ˟ ,

ˢˬ ˳˴ˣ˥ˢ ˪˷ ˶ˣ˶˥˷ ˧˩ ,˟˪ ˫˧˷˧ ˞˪πheap .˸˧ˮ˩ˣ˸ˢ ˪˷ ˢ˯˶˵ˢ˪ ˪˧˟ˣ˧ 

 ˣˮ˥ˮ˞˷ ˣ˞ ˫˧˶˵ˬˢ ˶˸˧˟ˣ ,˫˧˶˵ˬ ˢ˰˟˶˞ ˨ˣ˸ˬ ˡ˥˞˟ ˵˶ ˡ˧˯˲ˢ˪ ˷ˬˬ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,ˢ˷˰ˬ˪

,˫˧˥˧˪˴ˬ  ˸˞ˤ ˪˩˟ˣ ,ˣˮ˸˟ˣ˦˪ ˡ˧ˬ˸ ˣ˧ˢ˧ ˫˧˧ˣ˩˧˯ˢ˷ ˢˣˣ˵ˮ ˣ˞ˣ˟ .˭ˣ˩ˮˢ ˭ˣˣ˧˩˟ ˫˧ˬˡ˵˸ˬ ˸˧˯˥˧ ˣˮ˥ˮ˞˷ ˣ˞

.˸˥˪˴ˣˬ ˢ˲˧˵˸˪ ˨˶ˡ˟ ˫˧ˬ˰˲ ˸ˣ˥˲˷ ˢˬ˩ ˯ˣ˶ˡ˪ ˢ˯ˮˮ 

:ˡ˴ ˸˶˰ˢ ˡ˥ˢ ˸ˣˬ˧˷˶˟ ˢˡ˵ˬ˸ˢ ˢ˲˧˵˸ˢ ˢ˟˷ ˨˶ˡˢ ˪˰ ˡˣ˰ ˧˸˟˷˥ ,˶˵˥ˬˢ ˸˞ ˧˸ˬ˧˧˯˷ ˧˶˥˞π

˟ ˸ˣ˧ˮˣˣ˧˩πheap˲˧˵˸˪ ˢ˟ ˷ˬ˸˷ˬ ˧ˮ˞˷ ˢ˦˧˷ , ˸ˣ˯˯ˣ˟ˬ ˸ˣheap  ˨˧˪ˢ˸ ˧˶˥˞ .˶ˣ˷˰˪ ˟ˣ˶˵ ˶˟˩

 ˢˮˠˢˢ ˭ˣˮˠˮˬ ˸˞ ˧˸˥˸˧˲ ,˞˷ˣˮ˟ ˢ˟˧˷˥Safe Linking ˡ˥ ˸ˣˬ˧˷˶ ˪˰ ˢˮˠˢ˪πˢ ˪˰ ˷ˠˡ˟ ,˸ˣ˧ˮˣˣ˧˩π

heap˟ ˢ˥˪˴ˢ˟ ˟˪˷˪ ˧˸˥˪˴ˢ ˣˬ˴˰ ˭ˣ˶˸˲ˢ ˸˞ .πuClibc-NG ˟ ˣ˪˧˲˞ˣπGlibc ˢ˧˧˶˲˯ˢ ˷ˣˬ˧ˬ ,

˶˲ .˸ˣˮˣ˷ˢ ˯˵ˣˮ˧˪ˢ ˸ˣ˴˲ˢ ˸˞ ˷ˬ˷ˬˢ ˸˧˦˶ˡˮ˦˯ˢ ˢˮˠˢˢ ˭ˣˮˠˮˬ ˪˰ ˫˧˲˯ˣˮ ˫˧˦Safe Linking  ˣ˪˩ˣ˸

˟ ˞ˣ˴ˬ˪˞˷ˣˮ˟ ˧˸˟˸˩˷ ˠˣ˪˟. 

  

https://research.checkpoint.com/2020/safe-linking-eliminating-a-20-year-old-malloc-exploit-primitive/
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ˢ ˢˮ˟ˬ ˟ˣ˴˧˰πheap 

ˢ ˟ˣ˴˧˰ ˪˰ ˶˸ˣ˧˟ ˰˧˲˷ˬˢ ˟˧˩˶ˢπheap  ˢ˶ˣ˴ˢ ˧ˡ˩˪ ˧˷˞˶ˢ ˡ˟˰ˬˢ ˧˩ ˢˡ˟ˣ˰ˢ ˞ˣˢ ,˭˩˪ ˫ˡˣ˵ ˣˮˠ˴ˢ˷

 ˵˪˥ ˟˧˰˶ˮ ˤ˞ ,˶ˢˬ ˵˧˲˯ˬˣ ˸ˣ˰ˡˣˢ ˵˧˲˯ˬ ˥˪˷ˮ ˫˞ .˷˪˥ ˧ˡ ˡ˟˰ˬ ˞ˣˢ ˱˵˸ˮˢ ˨˧˪ˢ˸ˢ ˳˶ ˣ˧˪˰

 ˨˶ˣ˴ ˪˩˪˷ ˶ˬˣ˞ ˢˤ ,ˣˮ˸ˮ˧˥˟ˬ .ˢ˴˧˶ ˭ˬˤ ˫ˢˬ ˰ˮˬ˧ ˣˮ˪˷ ˸ˣ˰ˡˣˢ˟ ˪ˣ˲˧˦ˢ˷ ˪˪ˠ˟ ˸˩˶˰ˬ˟ ˫˧˦ˣ˥ˢˬ

˫ˢ ˣˮ˪˷ ˸ˣ˰ˡˣˢ˟ ˪ˣ˲˧˦ˢ ˪ˣ˪˯ˬ˟ ˫˧˦ˣ˥ˢ ˧˷˰ˬ  ˫˴ˬ˴ˬ˷ ˢˬ ,˳ˣ˶˪ ˣˮˬˤˣ˸˧ ˸ˬ˞˟˷ ˫˧ˡ˧˥˧ˢ

.ˡˡˣˬ˸ˢ˪ ˨˶˦˴ˮ ˣ˸˧˞ ˷˰˶ˢ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ 

 ˪˷ ˪ˡˣˠ˟ ˫˧˴˴ˣ˥ ˫˧˶˶˥˷ˬˣ ˫˧˴˵ˬ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷˩ˣ ,ˢˤ ˸˞ ˣˮˡˬ˪˷˩ ˣ˧˷˩˰0x30  ,˫˧˸˟

:ˢ˦ˣ˷˲ ˸˧˯˥˧ ˸˧˧ˢˮ ˸˧ˮ˩ˣ˸ˢ 

1.  ˸ˣ˰ˡˣˢ ˶˲˯ˬ ˥˪˷ˮZCL  ˪˷ ˫˧˪ˡˠ˟ ˭ˣ˶˩ˤ ˸ˣ˞˴˵ˢ˪ ˣ˪˧˟ˣ˧˷0x28 xπ0x30. 

2. ˮ ˸ˣ˰ˡˣˢ ˦˰ˬ (˷ˬˬ) ˥˪˷ZCL  ˰˧˟˴ˬ ˷˟˷˪ ˭ˣˣ˩ˮˣ ,˸ˣˮ˧ˣ˰Fast Bin  ˪ˡˣˠ ˪˷0x30  ˪˰ ˰˧˟˴˧˷ ˨˩

) ˸˧˪˞˟ˣ˪ˠˢ ˫˧˰˧˟˴ˬˢ ˸˪˟˦Global Offset Table - GOT.( 

3.  ˪ˡˣˠ˟ ˸ˣ˰ˡˣˢ ˪˷ ˱˯ˣˮ ˱˴˶ ˥˪˷ˮ0x30 .˸˦˪˷ˮ ˢ˞˴˵ˢ ˠˣ˯ˬ ˟˧˦ˬ˧˶˲ˢ ˸˞ ˠ˧˶˦ˢ˪ ˢˣˣ˵˸˟ 

˥ˮ˞ˣ ˸ˣ˧ˢ ,˶˸ˣ˧˟ ˧˦˧˞ˢ ˞ˣˢ ˭ˣ˷˞˶ˢ ˟˪˷ˢ ˧ˮ˲˪ ˶˶˥˸˷ˢ˪ ˣ˪˧˥˸˧ ˢ˴˵ˬ ˞ˣˢ˷ ˫˧˴˴ˣ˥ˢ˷ ˫˧˴ˣ˶ ˣˮ

.˶˶˥ˣ˷ˬ ˳˴ˣ˥ ˨ˣ˸ ˪˞ ˸ˣ˶˧˷˧ ˯ˣ˶ˡ˪ ˫˧ˮˣˣ˩ˬ ˣˮ˥ˮ˞ ,˟ˣ˷ .˭ˣ˶˩ˤ ˯ˣ˶ˡ˪ ˪˧˥˸ˮ˷ 

ˢ ˰˧˟˴ˬ ˸˞ ˯ˣ˶ˡ˪ ˫˧ˮˣˣ˩ˬ ˣˮ˥ˮ˞ ,˧ˮ˷ˢ ˟˪˷˟πFast Bin  ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬˢ ˪˰ ˸˰˩ ˰˧˟˴˧˷ ˨˩free() 

˶ˣ˴˟ .˸˧˪˞˟ˣ˪ˠˢ ˫˧˰˧˟˴ˬˢ ˸˪˟˦˟ ˢ˶ˣˬ˷ ˞˧ˢ˷ ˧˲˩ ˭ˢˬ ˸˥˞˷ ˸ˣ˰ˡˣˢ ˥˪˷˧ ˧˷˧˪˷ˢ ˟˪˷ˢ ,ˣˤ ˢ

ˢ ˧˟ˠ ˪˰ ˶ˬ˷˸πGOT ˢ˷ ˫ˣ˷ˬπheap  ˢ˷˰ˬ˪ ˨˩˟ .˷ˣˬ˧˷˪ ˭˧ˬˤ ˭ˣ˶˩ˤ ˳˴ˣ˥˟ ˶˟ˣˡˬ˷ ˸ˣ˰˦˟ ˟˷˥

 ˢ˞˪ˬ ˢ˪˟˦ ˪˰ ˶˷˧ ˸˷˶ˢˬ ˢ˰ˡˣˢ ˸ˣ˰˴ˬ˞˟ ˢ˞˪ˬ ˢ˯˧˶ˡ ˧ˡ˩˪ ˸˦˪˷ˮ ˢ˞˴˵ˢ ˪˷ ˟˧˦˧ˬ˧˶˲ ˣˮ˩˲ˢ

.˸ˣ˰ˡˢ ˪˩˪ ˵ˤ˥ ˟˧˦˧ˬ˧˶˲ .˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬ ˪˷ 

 ˶˥˞˪ ˶˧˷˧ ˞ˣˢ ˡˣ˵ˢ ˸˴˶ˢ˪ ˶ˠ˧˶˦ˢ ,˭˩ˬπ  ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵free()  ˪˧˟ˣ˸ ˣˮ˪˷ ˸ˣ˰ˡˣˢˢˬ ˸˥˞ ˫˰

.ˣˮ˸˶˧˥˟˪ ˸˟ˣ˸˩ ˪˞ ˢ˴˧˲˵˪ 
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) ˢ˲˧˵˸ˢ ˡˣ˵ ˭ˣ˯˩˞shellcode( 

ˢ ˧ˡ˧ ˪˰ ˸˧ˬ˞ˮ˧ˡ ˢ˶ˣ˴˟ ˫˧˴˵ˣˬ ˭ˣ˶˩ˤˢ ˧˴˴ˣ˥ ˸˧˟˶ˬˣ ˸ˣ˧ˢπheap ˸˧˞˶˵˞ ˸˟ˣ˸˩˪ ˫˰˲ ˪˩˟ ˭˰˦ˮ ˶˷˞ ,

˦ˬˢ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˢ˴˶ˢ˪ ˡˣ˵˩ ˭˸ˣ˞ ˷ˬ˷˧˷ ˦˪˷ˮ ˭˩ˣ˸ ˸˶˧ˬ˷˪ ˰ˣ˟˵ ˫ˣ˵˧ˬ ˸˞˧˴ˬ ˪˷ ˢ˪

 ˢˤ˧˞ ˣˮ˪ ˭˧˞˷ ˨˩ ,˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧˟ ˸ˣ˰ˡˣˢ ˧˷˞˶ˢ ˡ˟˰ˬ˪ ˶˧˟˰ˬ ˫ˡˣˬˢ ,˱˯ˣˮ˟ .˧ˡˬ˪ ˢ˷˵ ˢ˪˦ˬ ˞˧ˢ

.˦˪˷ˮˣ ˥ˣˮ ˧˶˞ˮ˧˟ ˰ˡ˧ˬ ˶ˣˬ˷˪ ˪˩ˣˮ ˣ˟ ˧˪˞˟ˣ˪ˠ ˳˴ˣ˥ 

ˮ˶˶˟ ˸ˣ˧ˢ˪ ˣˮˬ˴˰˪ ˸ˣ˷˶ˢ˪ ˪˩ˣˮ ˞˪˷ ˢˮ˵˯ˬ˪ ˣˮ˰ˠˢ ,˱ˣ˯˟˪ ˨˶˰ˬ˟ ˷ˬ˸˷ˢ˪ ˳˪˞˧ˮ ˣˮ˥ˮ˞ .˫˧˧

) ˫˧ˮ˩˷ˢ ˸ˣ˰ˡˣˢ ˸˞ ˶ˬˣ˷ ˶˵˟ˢ ˣ˟ ˨˶˰ˬˢ :ˣˮ˸ˣ˷˶˪ ˭˧ˬˤ˷ ˧ˡ˧˥˧ˢ ˧˪˞˟ˣ˪ˠˢLQI ˢˤ ˨˶˰ˬ˪ .˸ˣ˯ˮ˩ˮˢ (

:˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˷˧ 

:˸ˣˮˣ˶˸˧ 

¶ .˷˞˶ˬ ˰ˣˡ˧ˣ ˰ˣ˟˵ ˫ˣ˵ˬ˟ ˫ˬ˵ˣˬˬ ˧˪˞˟ˣ˪ˠˢ ˨˶˰ˬˢ 

¶ ˩ˤ ˸ˣ˞˷˶ˢ ˪˰˟ ˞ˣˢ ,˫˧˟˧˸˩ˢ ˫˧˧˪˞˟ˣ˪ˠˢ ˫˧ˮ˸˷ˬˢ ˶˸˧ ˣˬ˩ ,˨˶˰ˬˢ ˪˷ ˭ˣ˶RWX π .ˢ˴˶ˢ ˶˟ 

¶  ˪ˣˡˠ ˸˧˯˥˧ ˨˶˰ˬˢπ  ˡ˰ ˪˧˩ˢ˪ ˪ˣ˩˧0x41 )ср ˪˷ ˸ˣˬˣ˷˶ (0x10 )мс.˫˧˸˟ ( 

:˸ˣˮˣ˶˯˥ 

¶  ˢˬˣ˷˶ˢ ˪˩ ˪˷ ˭˩ˣ˸˟ ˢ˞˪ˬ ˢ˶ˣ˴˟ ˫˧˦˪ˣ˷ ˞˪ ˣˮ˥ˮ˞π  ˸ˬ˞˟ ˣˮ˪ ˭˧˞0x10 .˫˧˲˧˴˶ ˫˧˦˪˷ˮ ˫˧˸˟ 

 ˪˷ ˸˪ˣ˟˧˵ˢ ˪˩˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˣ˪˧˲˞ ˣˮ˥ˮ˞˷ ˫ˠ ˣˮ˧˪˧ˠ ˶˸ˣ˧ ˶˥ˣ˞ˬ0x41  ˭˧˞˷˩ ˪˟˞ ,˸ˣˬˣ˷˶

.˷˧˷ ˢˬ˟ ˵˲˸˯ˢ˪ ˫˧˴˪˞ˮ ,˸ˣ˧˴˲ˣ˞ ˢ˟˶ˢ 

:˫ˢ ˫˧ˮ˩˷ ˸ˬˣ˷˶ ˪˩ ˪˰ ˫˧˴ˣ˪˧˞ˢ 

¶  ˫˧˸˟0x00-0x08:  ˸˟˥˶ˣˬ ˸˟ˣ˸˩π .˭˧˦ˣ˪˥˪ ˫˧˦˪˷ˮ ˫˧˸˟ˢ 

¶  ˫˧˸˟0x09-0x0A:  ˸˶˴ˣ˵ˬ ˸˟ˣ˸˩π .˭˧˦ˣ˪˥˪ ˫˧˦˪˷ˮ ˫˧˸˟ˢ 

¶  ˫˧˸˟0x0A-0x10:  ˸ˣˮˣ˷π .ˣˮ˸˦˧˪˷˪ ˳ˣ˥ˬ 

,˸˲˯ˣˮ ˢ˪˟ˠˢ ˱˧˯ˣˢ˪ ˧ˡ˩ˣ ˟ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧ ˸ˬ˞˟ ˞˪ ˣˮ˥ˮ˞πмл  ,ˢˬˣ˷˶ ˪˩ ˸˪˧˥˸˟˷ ˫˧˲˧˴˶ˢ ˫˧˸˟ˢ

 ˸ˣˮˣ˷ˢ ˸ˣˬˣ˷˶ˢ˷ ˵ˡˣ˟ ˶˵˟ˢˣ ˸ˣ˧ˢ˸ˣ˧ˡˣ˥˧ ˢˤ˩ ˞˪ ,˸˧ˡˣ˥˧ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˸˟˥˶ˣˬ ˸˟ˣ˸˩ ˪˩ ,˶ˬˣ˪˩ .

˟ ˶˟ˣˡˬˣ ˸ˣ˧ˢ ˞˶ˣˮπу  ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˸˶˴ˣ˵ˬ ˸˟ˣ˸˩ ˪˩ ˫ˠ ,˪˟˞ .˧˯˲˞ ˞ˣˢ ˣ˷ˠˮ˸˧˷ ˧ˣ˩˧˯ˢˣ ˫˧˸˟

 ˢˤˣ ,˸˧ˡˣ˥˧ ˸ˮˬ ˪˰ ˣˤˢ ˢ˪˟ˠˢˢ ˸˞ ˱ˣ˵˰˪ ˧ˡ˩˟ ˫˧˧˸˶˧˴˧ ˧ˡ ˸ˣ˧ˢ˪ ˨˶˦˴ˮ .˧˶ˬˠ˪ ˢˮˣ˷ ˶ˣ˲˧˯

.ˢˤˢ ˧˸˧˧˰˟ˢ ˟˴ˬˢˬ ˦ˣ˥˯˪ ˪˩ˣˮ˷ ˫˧˸˟ˢ ˪˩˟ ˷ˬ˸˷ˢ˪ 

 ˸ˣ˸˪˧˞˷˪ ˢˮ˰ˬ ˸ˣ˰ˡˣˢ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˶˵˟ˢ ˪˞ ˣ˪˪ˢ ˫˧ˮ˩˷ˢ ˸ˣˬˣ˷˶ ˸˞ ˥ˣ˪˷˪ ˢˮ˧˵˸ˢ ˨˶ˡˢLQI .

˯ˬ ˟˵˰ˬ ˪ˢˮ˪ ˣ˦˧˪˥ˢ ˧˷˞˶ˢ ˡ˟˰ˬˢˣ ˫ˡˣˬˢ ˫˰˲ˢ ,˪˟˞ ,˸ˣ˰ˡˣˢˢ ˪˷ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ ˧˶˥˞ ˶ˡˣ

 ˪˧˥˸ˬ ˶˵˟ˢ ,ˣˮ˶˰˴˪ .˶˵˟ˢ ˡ˴ˬ ˭˩˪ ˫ˡˣ˵ ˣ˥˪˷ˮ˷ ˸ˣ˰ˡˣˢ ˶ˣ˟˰ ˵˶ˣ ˨˞ ˸ˣ˟ˣ˷˸ ˥ˣ˪˷˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ˣ

 ˵˶ ˣ˪˞˩˷ ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪˶˥˞˪ ˢ ˟˪˷ ˫˧˧˸˯ˬ˷πZCL ˢ˲˧˵˸ˢ ˡˣ˵ ˸˞ ˶ˡ˯˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩ .

 ˵˶ ˭ˣ˶˩ˤ˟˧˶˥˞ ˧˵˸˪ ˣˮ˪˷ ˸ˣ˧ˣˮˬˡˤˢˢ ˭ˣ˪˥ ˶ˠ˯ˮ˷...ˢ˲ 
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 ˸˷˶ˢ ˸˟ˣ˸˩ ˸˞ ˫ˠ ˣ˩ˣ˸˟ ˪˪ˣ˩ ˞ˣˢ˷ ˣˮ˧˞˶ˣ ,˧˪˞˟ˣ˪ˠˢ ˭ˣ˶˩ˤˢ ˨˶˰ˬ ˭˩ˣ˸ ˸˞ ˵ˣˡ˟˪ ˣˮ˶˟˰ ˢˤˢ ˟˪˷˟

 ˸ˣ˰ˡˣˢ ˪˰ ˣˮ˧ˮ˰ ˫˶˦˷ ˣ˪˧˲˞ ,ˣˮ˪˷LQI  ˸ˣ˰ˡˣˢ ˫ˠ˷ ˢ˸˪˰ˢ ˸˲˯ˣˮ ˢ˵˧ˡ˟ .˭ˢ˷˪˩Device Announce ,

ˣ˸ˣ˞˟ ˸ˣˡˡˣ˟ ˸ˣˬˣ˷˶˩ ˸ˣ˶ˬ˷ˮ ,˸˷˶˪ ˣˮ˪˷ "ˢ˶ˣˮ"ˢ ˱ˣ˶˧˴ˬ ˵˪˥˩ ˸ˣ˥˪˷ˮ ˶˷˞  ,ˢ˷˰ˬ˪ .˨˶˰ˬˢ

"˫˧ˮ˩˷" ˨˶˰ˬ˟ ˞˪ˣ "˫˧ˮˣ˲˪˦ ˶˲˯" ˭˧˰ˬ˟ ˶˟ˣˡˬ: 

 

 ˥˪˷˧ ˞ˣˢ ,˨˶˰ˬ˟ ˭˯˥˞ˬˣ ˡˬˣ˪ ˶˵˟ˢ˷ ˢ˷ˡ˥ ˸˟ˣ˸˩ ˪˩ ˶ˣ˟˰ .˨˟˸˯ˢ˪ ˣ˪˧˥˸ˢ ˫˧˶˟ˡˢ ˢˤˢ ˟˪˷˟

 ˠˣ˯ˬ ˸ˬ˞ˣ˸ ˢ˰ˡˣˢRoute Request  ˢ˪ˣˡˠ ˸ˣˬ˩ ˸˥˧˪˷ .ˢ˶ˣˮˢ ˢ˸ˣ˞ ˪˞ ˫˧˰˧ˠˬ ˨˧˞ ˭˧˟ˢ˪ ˭ˣ˧˯˧ˮ˟

 ˪˰ˬ)нл˪˞˩ ˸ˣ˰ˡˣˢ ˪˷ ( .ˣˮ˪˥˸ˢ˷˩ ˡˣ˰ ˟˧˴˧ ˧˩ˢ ˢ˧ˢ ˞˪ ˨˩ ˫ˠ˷ ,˶˵˟ˢ ˸ˣ˟˧˴˧ ˸˞ ˭˧˦ˣ˪˥˪ ˶˰˶˰˸ ˣ

:ˣˮ˪˷ ˢ˲˧˵˸ˢ ˨˧˪ˢ˸ ˶ˣ˟˰ ˸ˣ˶ˣˮ ˶˲˯ˬ˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ ˞ˣˢ ˢˤ ˟˪˷˪ ˣˮ˪˰ˢ˷ ˭ˣ˶˸˲ˢ 

1.  ˣˮ˥ˮ˞ ˢ˸ˣ˞ ˸˧˶ˣ˥˞ ˸˪ˡ ˪˴ˮ˸ ˶˸ˣ˧ ˶˥ˣ˞ˬˣ ,˷ˬ˸˷ˬˢ ˪˷ ˢ˧˴˵˧˪˲˞˟ ˰˧˲ˣ˸˷ "˸˧ˬ˧˦˧ˠ˪" ˢ˶ˣˮ

.ˢ˲˧˵˸ˢ ˨˪ˢˬ˟ ˭˧˵˸ˢ˪ ˫˧ˮˮ˩˸ˬ 

2. ˮ ˧˲˩ ,˭ˣ˶˩ˤ˟ ˨˶˰ˬ˟ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˡˣ˵ ˸˞ ˫˵ˬ˸ ˪˰ˣ˲˟ˣ "˸ˣ˶ˣˮ" ˭ˣˬˢ ˫˯˶˲˸˷ ˸˧˟˧˦˵˧˲ ˢ˶ˣ

.ˢ˪˰ˬ˪˷ ˶ˣ˧˞˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ 

3. ˢ ˟˪˷˪ ˰˧ˠ˸˷ ˸˲˯ˣˮ ˸˧˟˧˦˵˧˲ ˢ˶ˣˮπZCL  ˞˴ˬˮ ˸˰˩˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˧ˡ˩˟ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˸ˣ

.˭ˣ˶˩ˤ˟ 

˶ˣˮˢ ˱ˣ˶˧˴ ˨˧˪ˢ˸ ˪˩ ˸˞ ˢ˥˪˴ˢ˟ ˫˧˧˯˸ ˢˮˣ˷˞˶ˢ ˢ˶ˣˮˢ ˵˶ˣ ˸ˣ˧ˢ ˫ˣ˷ ˢ˧ˢ˸ ˞˪ ˷ˬ˸˷ˬ˪ ,˸˷˶˪ ˢ

.ˣˮ˪˷ ˢ˲˧˵˸ˢ ˨˪ˢˬ˟ ˸ˣ˲˯ˣˮ ˢˬˡ ˸ˣ˶ˣˮ ˢ˞˶ ˶˵˟ˢ ˧˩ ˢ˧˴˵˧ˡˮ˧˞ 

 

˫˪˷ˣˬ ˫˪ˣ˰˟ ˢ˲˧˵˸ ˡˣ˵ ˭ˣˮ˩˸ 

 ˸ˣˡˣ˵˲˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˫˞Mips16 ˣˮ˪ ˣ˪˰˧ ˸ˣˡˣ˵˲ˢ ˪˷ ˭˸˧˟˶ˬ ,н  ˸ˣˡˣ˵˲ ˵˶ˣ ,˸˥˞ ˪˩ ˫˧˸˟

 ˣˮ˪ ˣ˪˰˧ ˶˸ˣ˧ ˸ˣ˟˩˶ˣˬп  ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,ˢ˧˶ˣ˞˧˸˟ .ˢˡˣ˵˲˪ ˫˧˸˟π˟у  ˢˬˣ˷˶ ˪˩ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ

˟ ˷ˬ˸˷ˮ ˭˩ˬ ˶˥˞˪ˣ ,ˡˣ˵ ˦˰ˬ ˳˧˶ˢ˪ ˧ˡ˩πн  .˨˶˰ˬ˟ ˢ˞˟ˢ ˢˬˣ˷˶ˢ ˪˞ ˳ˣ˲˵˪ ˸ˮˬ ˪˰ ˫˧˲˯ˣˮˢ ˫˧˸˟ˢ

 ˳ˣ˲˵ˮ ˫˧ˬ˰˲ˢ ˟ˣ˶˟ .ˣˮ˸ˣ˞ ˫ˣ˯˥˸ ˸ˣ˧ˡˣ˥˧˧ˢ ˸˪˟ˠˬ ˢˤˢ ˟˪˷˟ ˵ˣ˧ˡ˟с  ˢˬˣ˷˶ˢ ˪˞) ˢˬ˧ˡ˵ ˫˧˸˟

˶˲˸ˣ ˫˰˲ ˪˩˟ ˢˢˤ ˢ˧ˢ˸ ˢ˴˧˲˵ˢ ˸ˡˣ˵˲˷ ˶ˬˣ˞ ˢˤˣ ,(ˢ˞˟ˢ  ˱ˣ˵˰˪ ˧˪ˣ˞ ˪˩ˣˮ .˸ˣ˧ˡˣ˥˧˧ˢ ˸˪˟ˠˬ ˸˞

.˸ˣˮ˸ˣˬ ˸ˣ˴˧˲˵ ˰˴˟˪ ˪˩ˣˮˣ ˢˡ˧ˬ˟ ˸ˣ˴˧˲˵ ˧ˠˣ˯ ˭ˣˣˠˬ˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˢ˪˟ˠˢˢ ˸˞ ˸˧˵˪˥ 

ˢ ˨˧˪ˢ˸ ˪˷ ˧˶ˣ˵ˬˢ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵ˢ ˸˞ ˨ˣ˶˰˪ ˞˧ˢ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˡˣ˵ ˶ˣ˟˰ ˸˪˪ˣ˩ˢ ˸˧ˮ˩ˣ˸ˢπipbridge 

˧˧ˣˮ˧˷ˢ˷ ˥˧ˮˢ˪ ˶˧˟˯ .˸˧˶ˣ˥˞ ˸˪ˡ ˣ˟ ˭˧˵˸ˢ˪ ˸ˮˬ ˪˰˟ ˣˮ˧˷˰˷ ˫πheap  ,˟˧˴˧ ˞˪ ˸ˣ˧ˢ˪ ˨˧˪ˢ˸˪ ˣˬ˶ˠ˧
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 ˸˞ ˳˧˶˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˯ˣ˶˵ˮ˷ ˧˶˥˞ ˧ˤ˞ ,ˣˬ˴˰ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˢˮ˷ˮ ˫˞ .ˢ˦˰ˬˢ ˭ˣ˷˪˟ ˸˞ˤˣ
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 ˣˮ˪˷ ˢ˷˪ˣ˥ˢ ,˭˩˪ ˫ˡˣ˵ ˪˟˞ .˶˟ˣ˥ˬ ˞ˣˢ ˢ˧˪˞ ˸˧ˮˣˠ˶˞ / ˸˧˸˧˟ˢ ˫˧˟˷˥ˬˢ ˸˷˶ ˸˞ ˱ˣ˵˸˪ ˧ˡ˩˟

 .˧˪˞˧ˣˣ˧˶˦ ˟˪˷ ˵ˣ˧ˡ˟ ˞˪ ,˸˷˶˪ ˭˲˶˴˪ ˧ˡ˩˟ ˸ˣ˷ˡ˥ ˸ˣ˶ˣˮ ˶˥˞ ˷˲˥˪ ˷ˬ˸˷ˬ˪ ˫ˣ˶ˠ˪ ˣˮ˸ˣ˞ ˸˟˧˧˥ˬ

ˠˡˢ˷ ˢ˲˧˵˸ˢ ˷˧˥˶˸ ˭˪ˢ˪ ,ˣˮ˩˷ˬˢ ˣ˸ˣ˞ ˶˵˥ˬˢ ˪˷ ˢ˲˧˵˸ˢ ˸ˣ˪ˣ˩˧ ˸ˣ˰˴ˬ˞˟:˪˰ˣ˲˟ ˣˮˬ 

1. ˟ ˷ˬ˸˷ˮπTouchlink Commissioning  ˸˷˶ˬ ˢ˶ˣˮ "˱ˣ˦˥˪" ˸ˮˬ ˪˰ (˧˶ˣ˵ˬˢ ˶˵˥ˬ˟ ˣ˷ˬ˸˷ˢ ˣ˟)

.ˢ˟ ˦ˣ˪˷˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ,˭˟˶ˣ˵ˢ 
 

2.  ˭˧˟ˢ˪ ˷ˬ˸˷ˬˢ ˪˰ .˪˩ˣˮ˷ ˪˩˩ ˷ˬ˸˷ˬˢ ˸˞ ˭˟˴˰˪ ˧ˡ˩ ˢ˶ˣ˞˸ˢ ˸ˬ˴ˣ˰ ˸˞ˣ ˢ˶ˣˮˢ ˰˟˴ ˸˞ ˢˮ˷ˮ

˲˶˷ˮ ˞˧ˢ˷ ˟ˣ˷˥˧˷ ˶ˣ˯˞ ˪˟˞ ,ˢ˶ˣˮˢ ˫˰ ˶ˡ˯˟ ˞˪ ˣˢ˷ˬ˷.˥˲˪ ˵˶ˤ˸ ˦ˣ˷˲ ˞˧ˢ ˤ˞ ˧˩ ˢ 
 

3.  ˸ˮˬ ˪˰ ˫ˡˣ˵ˢ ˶˵˥ˬˢ ˸ˣ˪ˣ˩˧ ˸ˣ˰˴ˬ˞˟ ˢ˶ˣˮˢ ˪˰ ˣˮ˸˦˧˪˷˪ ˢˮ˩ˣ˸ ˭˧˵˸ˢ˪ ˭˸˧ˮ :˸˧˪˞ˮˣ˧˴˲ˣ˞

 ˣˮ˶˥˟ ˣˮ˥ˮ˞ ,˵˷ˮ ˫˧˥˸˲ˬ ˞˪ ˣˮ˥ˮ˞ˣ ˭ˣˣ˧˩ˬˣ ,˸ˣ˦˷˲ ˫˷˪ .ˢˬ˴˰ ˢ˶ˣˮˢˬ ˫˧˟˪˷ˢ ˶˸˧ ˸˞ ˰˴˟˪

ˬ˩ ˡˣ˟˧˰ˣ ˶ˣˡ˧˷ ˸ˣ˪ˣ˩˧ ˭˸ˣ˞ ˸˞ ˪˧˩ˬ˷ ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˥ˣ˪˟ ˷ˬ˸˷ˢ˪.ˢ˶ˣˮ ˣ 
 

4.  ˞˪"˩ ˢ˧˴˵˧˪˲˞˟ ˰˧˲ˣ˸ ˞˧ˢˣ ,ˣ˪˷ ˢ˶ˣˮˢ ˫˰ ˢ˶ˣ˷˩ ˞˪ ˣˢ˷ˬ˷ ˟˪ ˫˧˷˧ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˷ˬ˸˷ˬˢ

."˷ˡ˥ˬ ˢ˸ˣ˞ ˪˥˸˞˧" ˞ˣˢ ,˭˩˪ˣ ."ˢˮ˧ˬˤ 
 

5.  ˢ˸ˣ˞ ˷˲˥˪ ˶˵˟˪ ˶ˬˣ˪ ˤ˞ˣ ,ˢ˧˴˵˧˪˲˞ˢˬ ˢ˸ˣ˞ ˵ˣ˥ˬ˪ ˞˧ˢ ˷ˡ˥ˬ ˢ˶ˣˮ ˪˥˸˞˪ ˢˡ˧˥˧ˢ ˨˶ˡˢ

 .˷ˡ˥ˬˣˠˮ˧˟Η .˪˧˥˸˸ ˸ˬ˞˟ ˣˮ˪˷ ˢ˲˧˵˸ˢ ˣ˧˷˩˰ 
 

6. ˣˮˢ.˶˵˟ˢ ˧ˡ˧ ˪˰ ˢ˪ˠ˸˸ ˞˪ ˞˧ˢ ˭˩˪ˣ (ˣˮ˸˦˧˪˷˟) ˸˶˥˞ ˸˷˶˟ ˶˟˩ ˸˞˴ˬˮ ˭˩˪ ˫ˡˣ˵ ˣˮ˲˦˥˷ ˢ˶ 
 

7.  ˭ˣˣ˩˧"ˣ ˢ˴ˣ˶ˬ ˢ˧ˢ˧ ˷ˬ˸˷ˬˢ˷ ˨˩ ,ˢ˧˴˵˧˪˲˞˟ ˢ˞˶˧ ˷ˬ˸˷ˬˢ˷ ˸˧ˬ˧˦˧ˠ˪ ˢ˶ˣˮ˪ ˢˤ˥˸ˮ ˣˮ˥ˮ˞

.˞˴ˬ˷ "ˢ˶ˣˮˢ" ˪˷ ˢ˶ˣ˞˸ˢ ˸ˣ˶ˡˠˢ ˸˞ "˷ˡ˥ˬ 
 

8. ˷ ˢˬˡ ˸ˣ˶ˣˮ ˶˴˧˧ˮ ˣˮ˥ˮ˞ ,˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ˷˪ˣ˥ˢ ˸˞ ˣ˪˴ˮ˧˶˵˟˟ ˢ  ˸˪ˡ ˣ˟ ˭˧˵˸ˢ˪ ˸ˮˬ ˪˰

.˸˧˶ˣ˥˞ 
 

9.  ˣˮˮˣ˴˶˩ ˭˰ˠˣ˲ ˳˧˶ˢ˪ ˸ˮˬ ˪˰ ˣˮ˵˸ˢ˷ ˸˧˶ˣ˥˞ˢ ˸˪ˡ˟ ˷ˬ˸˷˸ ˸˷˶˪ ˢ˲˶ˣ˴˷ "˸˧ˬ˧˦˧ˠ˪"ˢ ˢ˶ˣˮˢ

.˶˵˟ˢ ˪˰ 
 

10.  .˸ˣ˲˯ˣˮ ˸ˣˡˣ˵˲˪ ˢ˩˥˧ˣ ,˦ˮ˶˦ˮ˧˞ˢ ˪˰ˬ ˢ˶ˤ˥ ˶˷˵ ˣˮ˸˧˞ ˶ˣ˴˧ ˣˮ˪˷ ˭˰ˠˣ˲ˢ ˣˮ˶ˡ˥ ˰ˠ˶ˢ ˢˤ˟

 ˸ˣ˰˴ˬ˞˟ ,ˣ˧ˡ˶ˢ ˪˰ˬ ˭˟˶ˣ˵ˢ ˪˷ ˫˧˟˷˥ˬˢ ˸˷˶˪ZigBee. 

 

 
ˢ ˪˷ ˢ˲˧˵˸ˢ ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˣˮ˶˥˟ ,ˢˬˠˡˢˢ ˨˶ˣ˴˪πNSA  ,˸˷˶˪ ˱˪ˡ˷EternalBlue ˧˲˩ ˵ˣ˧ˡ˟ ,

ˢ ˪˷ ˶˵˥ˬ˟ ˣˮ˧˷˰˷˯˵˲ ˸˷˶ ˸˞ ˢˬˡ˧˷ ˭˩˯ˬ ˧˸˧˟ ˟˷˥ˬ ˱ˣ˵˸˸ˣ ˣˬ˴˰ ˶˵˟ˢˬ ˳˶ˣ˸ ˢ˲˧˵˸ˢ .

 ˪˷ ˸˧ˮˣˠ˶˞ / ˧˸˧˟ˢ ˫˧˟˷˥ˬˢ:ˢˬˠˡˢˢ ˪˷ ˭ˣ˦˶˯ ˭˪ˢ˪ .˱˵˸ˮˢ 

https://youtu.be/4CWU0DA__bY 

https://www.digitalwhisper.co.il/issue100
https://youtu.be/4CWU0DA__bY
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˫ˣ˩˧˯ 

˫ˣ˧ ˫˧˶˴ˣˬ ˶˸ˣ˧ˣ ˶˸ˣ˧ ,˸ˣˬˡ˵˸ˬ ˫˧ˮ˷ˢ˷ ˪˩˩- ˟ˣ˶˵ˬ ˫ˢ˟ ˦ˣ˪˷˪ ˣˮ˪ ˫˧˶˷˲˞ˬˣ "˫˧ˬ˩˥" ˫˧˧ˢˮ ˫˧˧ˬˣ˧

˵˪˥˟ ˨˶ˣ˴ˢ˷ ˸ˣ˶ˬ˪ .ˡ˧˧ˮˢˬ ˢ˧˴˵˧˪˲˞ ˸ˣ˰˴ˬ˞˟ ˟ˣ˶˪ ,˵ˣ˥˶ˬˣ  ˭˟ˣˬ ˞˪ ˭˧˧ˡ˰ ˣ˪˪ˢ ˫˧ˬ˩˥ˢ ˫˧˶˴ˣˬˢˬ

 ˪ˣ˩˧ ˶˴ˣˬˢ˷ ˧˪˞˧˴ˮ˦ˣ˲ˢ ˭ˣ˩˧˯ˢˬ ˸ˣˬ˪˰˸ˢ ˨ˣ˸ ˫ˢ˟ ˷ˣˬ˧˷ˢ ˸˞ ˳ˬ˞˪ ˫˧˦ˣˮ ˫˧˷ˮ˞ ,˱ˣ˯ˢ ˡ˰ ˧˪

.˫ˢ˪˷ ˸˧˸˧˟ˢ ˸˷˶˪ ˱˧˯ˣˢ˪ 

 ˢ˟ˣ˷˸ˢ ˸˞ ˣˮ˪˟˧˵ ,˦ˮ˶˦ˮ˧˞˪ ˫ˢ˪˷ ˸ˣ˶ˣˮˢ ˶ˣ˟˧˥˟ ˭ˣ˩˧˯ ˷˧˷ ˫˧˟˷ˣ˥ ˞˪ ˫ˢ ˫˞ ˫˧˷ˮ˞ ˣˮ˪˞˷˷˩

˧˥˴ˬ ˣ˧ˢ˸ ˪˞" ˪˷ ˢ˰ˣ˟˵ˢ."ˢ˶ˣˮ ˵˶ ˣˤ ,˫˧˵ 

 ˸ˣ˰˴ˬ˞˟ ˧˩ ˸ˣ˞˶ˢ˪ ˣˮ˥˪˴ˢˣ ˸ˣˬ˩˥ ˸ˣ˶ˣˮ ˸˲˧˵˸˪ ˰ˠˣˮ˟ ˢ˸˷˰ˮ˷ ˸ˬˡˣ˵ ˢˡˣ˟˰ ˣˮ˩˷ˬˢ ˢˤ ˶˵˥ˬ˟

ˢ ˸˷˶˪ ˫ˠ ˪˧˟˵ˬ˟ ˶˟ˣ˥ˬˣ ˢ˸ˣ˞ ˪ˢˮˬ˷ ˶˵˟ˢ ˸˞ ˱ˣ˵˸˪ ˭˸˧ˮ ˢˬ˩˥ ˢ˶ˣˮ ˪˰ ˸ˣ˦˪˸˷ˢ-ZigBee 

 ˪˷ ˧ˡˬ˪ ˫˧˥ˣ˷˵ˢ ˸˶ˣ˷˵˸ˢ ˧˴ˣ˪˧˞ ˸ˣ˶ˬ˪ .˸˧˸˧˟ˢ ˸˧˟˷˥ˬˢ ˸˷˶˪ ˫ˠˣ (ˣ˧ˡ˶)ZigBee ˣˮ˥˪˴ˢ ,

˪˞ ˢ˲˧˵˸ ˫˧ˠˡˢ˪-.˸˷˶˟˷ ˫˧˟˷˥ˬˢ ˶˸˧ ˸˞ ˱ˣ˵˸˪ ˣ˩˶ˡˣ ,˶˵˟ˢ ˪˰ ˦˪˸˷ˢ˪ ˣˮ˪ ˶˷˲˞˸˷ ˸˧˦ˣ˥ 

:˶˵˥ˬˢ ˨˪ˢˬ˟ ˣˮˬˠˡˢ˷ ˢ˲˧˵˸ˢ ˨˧˪ˢ˸ ˸˞ ˫˩˯ˬˢ ˶ˣ˧˞ ˭˪ˢ˪ ,ˢ˷˥ˬˢ ˫˷˪ 

 

˸ˣˡ˥ˣ˧ˬ ˸ˣˡˣ˸ 

 ˭ˮˣ˶ ˪˧˧˞ ˪˷ ˣˡ˧˴ˬ ˢ˩˶ˡˢˣ ˰ˣ˧˯ ˸ˣ˰˴ˬ˞˟ ˢ˷˰ˮ ˢˤ ˶˵˥ˬ)eyalr0@(. 

 

˱˯ˣˮ ˰ˡ˧ˬ˪ ˸ˣ˧ˮ˲ˢ 

 ˧˶˵˥ˬˢ ˠˣ˪˟˟ ˭˧˧˰˪ ˫˩˸˞ ˫˧ˮ˧ˬˤˬ ˣˮ˞ ,˱˯ˣˮ ˰ˡ˧ˬ ˫˰ ˧ˮˣ˴˧˥ ˵ˮ˧˪˪ ˢ˧˧ˮ˲ˢ ˫ˣ˵ˬ ˪˩˟ ˱˧˯ˣˢ˪ ˫ˣ˵ˬ˟

 ˰ˡ˧ˬˢ ˸ˣ˶ˣ˵ˬ ˪˩ ˸ˬ˧˷˶ ˸˞ ˫ˠ ˣˬ˩ ˢˬˠˡˢˢ ˭ˣ˦˶˯ ˸˞ ˪˪ˣ˩ ˞ˣˢˣ ,˶˵˥ˬˢ ˸˴ˣ˟˵ ˪˷ ˶˸˞˟ ˣˮˬ˯˶˲˷

 ˫˧ˮ˲ˬ ˣˮ˥ˮ˞ ˫ˢ˧˪˞ / ˣˮ˶ˤ˰ˮ ˫ˢ˟:˶ˬ˞ˬˢ ˨˪ˢˬ˟ 

https://research.checkpoint.com/2020/dont-be-silly-its-only-a-lightbulb/ 

https://twitter.com/eyalr0
https://research.checkpoint.com/2020/dont-be-silly-its-only-a-lightbulb/


 
 

ˬ-DNS ˪-Domain Admin: ˪˷ ˵˧ˬ˰ˬ ˥ˣ˸˧ˮ SIGRed  (CVE-2020-1350) 

sper.co.ilwww.DigitalWhi 

 ˭ˣ˧˪ˠ121, ˶˟ˬ˦˲˯ 2020  пл 
 

-ˬDNS ˪-Domain Admin: ˪˷ ˵˧ˬ˰ˬ ˥ˣ˸˧ˮ SIGRed  

)CVE-2020-1350ό 
˵˧ˡ˴ ˞˧ˠ˷ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 ˪ˣ˵ˣ˦ˣ˶˲DNS  ˫ˠ˶˸˪ ˞ˣˢ ˣˡ˧˵˲˸ .˸˶ˣ˷˵˸ ˸ˣ˸˷˶˟ ˫˧˷ˮ˞ ˪˷ ˷ˣˬ˧˷ˢ ˸˞ ˪˵ˢ˪ ˸ˮˬ ˪˰ ˞˴ˬˣˢ

˧ˮ˟˪ ˫˧˧˸ˣˡ˧ˡ˧ ˟˷˥ˬ ˸ˣˬ˷- ˸ˣ˟ˣ˸˩˪ ˫ˡ˞IP ˢ˟˶ˢ ˫ˮ˷˧ ,˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢ˟˧˪ ˟˧˩˶ ˣ˸ˣ˧ˢ ˫˴˰ˬ .

 ˧˸˶˷˪ ˫˧˷ˣˬ˧ˬˣ ˸ˣˮˣ˶˸˲DNS - .˸ˣ˥˲ ˫˵˪˥ˣ ˶˸ˣ˧ ˫˧˴ˣ˲ˮ ˫˵˪˥ 

"Windows DNS Server òˣˬ˧ˬˢ ˞ˣˢ ˪˷ ˷Microsoft  ˸˶˷˪DNS  ˸˟˧˟˯˟ ˟ˣ˷˥ ˟˧˩˶ ˞ˣˢˣWindows 

) ˸˪ˢˣˮˬWindows Domain.ˢˬˣ˧˵˪ ˧˥˶˩ˢ ˭˩ˣ ( 

˟ ˵ˣ˯˰˧ ˢˤ ˶ˬ˞ˬ-CVE-2020-1350" ˫˷˟ ˫ˠ ˢ˰ˣˡ˧ˢ ,SIGRed˟ ˸˧˦˧˶˵ ˢ˷˪ˣ˥ ˞˧ˢ˷ ,"-Windows DNS 

Server  ˭ˣ˧˴ ˢ˪˟˧˵˷CVSS 10.0 ˟ ˣ˞˴˧˷ ˶˴ˣˬˢ ˸ˣ˞˯˶ˠ ˪˩ ˪˰ ˢ˰˧˲˷ˬˣ-мт  ˫˧ˮ˷ˢ ˸ˮ˷ˬ) ˸ˣˮˣ˶˥˞ˢ

нлло  ˡ˰ˣнлмф ˸ˣ˞˷˶ˢ ˟˧ˮ˧ ˢ˷˪ˣ˥ˢ ˪˷ ˥˪˴ˣˬ ˪ˣ˴˧ˮ ,˰˟˴˞ ˪˪˩˩ .(Domain Administrator 

.˭˧˧ˬˣˡˢ ˸˟˧˟˯ ˪˩ ˪˰ ˸ˣ˦˪˸˷ˢ˪ ˫ˣ˶ˠ˧ ˸˧˟˧˦˵˲˞ˣ 

 

 ˢ˧˴˟˧˦ˣˬ-  ˢˬ˪Windows DNS Server? 

ˣ˞˷˶ˢˢ ˸˞ ˸ˣ˪˰ˢ˪ ˧ˡ˩ ˪˴ˮ˪ ˪˩ˣ˧ ˱˵ˣ˸˷ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˢ˸˧˧ˢ ˶˵˥ˬˢ ˪˷ ˸˧˶˵˧˰ˢ ˣ˸˶˦ˬ ˣ˪˷ ˸

 ˠˣ˯ˢˬ ˸ˣ˷˪ˣ˥ ˟˧˟˯ ˟˶ ˶˵˥ˬ ˢ˷˰ˮ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ .˪˪˩ ˸ˣˬ˧˞ ˧˦˶˲ ˞˪˪ ˧ˣ˴˶ ,˸˧ˮ˧˧ˬˣˡ ˢ˟˧˟˯˟

 ˫˧˶˵˥ˬˢ ˟ˣ˶ .˸ˣ˧˸˪˷ˬˬ ˭ˣ˧˟ ˸ˣ˧ˣˮ˩ˣ˯ ˫˰˦ˬˣ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˫˪ˣ˰˟ ˫˧˩˶˰ˣˬ ˫˧˶˵ˣ˥ ˫˰˦ˬ ,ˢˤˢ

 ˪˷ ˷ˣˬ˧ˬ˟ ˸ˣ˷˪ˣ˥˟ ˶˵˧˰˟ ˫˧˵˯ˣ˰ ˞˷ˣˮ˟ ˣˬ˯˶ˣ˲˷Microsoft ˧˞˴ˬˮˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˶ˣ˟˰ ˫ˠ ˷ˣˬ˧˷˟ ˫

 ˢ˴˵ ˸ˣˡˬ˰˟ ˫ˠˣ ˫˧˸˶˷˟-  ˸ˣ˷˪ˣ˥ :˞ˬˠˣˡ˪ .˱˵ˣ˸ ˶ˣ˟˰ ˸˧˩˶˰ ˢ˶˦ˬ˪ ˫˸ˣ˞ ˨˲ˣˢ˷ ˢˬSMB 

 ˸ˬˠˣˡ˩)EternalBlueˢˬ ˢ˲˪ˡˣˢ˷ ,-NSA ˣ˞ (RDP  ˸ˬˠˣˡ˩)BlueKeep, ˢ ˧"˰ ˢ˥ˣˣˡ˷-GCHQ.(  ˫˰ ˡ˥˧

 ˸ˣ˞˷˶ˢ ˠ˧˷ˢ˪ ˶˸ˣ˧˟ ˢ˪˵ˢ ˨˶ˡˢ ,˸˞ˤDomain Admin  ˪˷ ˢ˲˧˵˸ ˸˷˶ˣˡ ˞˪ ˸˪ˢˣˮˬ ˢ˟˧˟˯˟

ˢ ˪˰ ˸ˣ˦˪˸˷ˢ ˸˶˷˲˞ˬˢ ˢ˷˪ˣ˥ ˢ˵˧˲˯ˬ .ˢ˴˵ ˸ˣˡˬ˰-Domain Controller  ˸ˣ˞˷˶ˢ ˠ˧˷ˢ˪ ˧ˡ˩

Domain Admin˪˟˧˵˷ ˢ˶˦ˬ˟ ˡ˵ˬ˸ˢ˪ ˢˤˢ ˶˵˥ˬ˟ ˣˮ˶˥˟ ,˭˩˪ . ˸ˬ˧˧˵ˣ ˫˧˶ˣ˵˶ˤ ˶ˣ˞ ˸ˣ˥˲ ˸˴˵ ˢ

 ˧˸˶˷˟ ˶˵˧˰˟Windows  ˠˣ˯ˬDomain Controllers  ˞˧ˢˣ- Windows DNS Server. 

https://en.wikipedia.org/wiki/EternalBlue
https://en.wikipedia.org/wiki/BlueKeep
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DNS ˟-Windows ˸˥˞ ˪ˠ˶ ˪˰ 

ˢ ˪ˣ˵ˣ˦ˣ˶˲ ,˪ˡ˥ˬ ˸˶˧˶˟˩-DNS  ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˰ˬ ˶˟ˣ˰TCP x-UDP  ˦˶ˣ˲˟ро ˸˶ˣ˟˰˸ .DNS  ˟ˣ˶˪

˸˰ˡˣˢˬ ˸ˣ˟˩˶ˣˬ UDP  ˢ˰˧ˠ˸ ˢ˧˶˥˞˷ ,ˢ˪˞˷˪ ˸ˡˡˣ˟˸˰ˡˣˢ UDP .ˢ˟ˣ˷˸˩ ˸˶˷ˢˬ ˸ˡˡˣ˟ 

ˢ ˪ˣ˵ˣ˦ˣ˶˲˪-DNS  ˸ˣ˟ˣ˸˩˪ ˫˧˟˷˥ˬ ˸ˣˬ˷ ˫ˣˠ˶˸ˬ ˳ˣ˥ ˫˧˲˯ˣˮ ˫˧˷ˣˬ˧˷IP ˸ˣˬˣ˷˶ ,˞ˬˠˣˡ˪ .MX 

 ˸ˬˣ˷˶ ˞˧ˢ ˸˲˯ˣˮ ˞ˬˠˣˡ .ˢ˧˪˰ ˧˞˶˥˞ˢ ˫˧˪˧˧ˬˢ ˸˶˷ˣ ˭˧˧ˬˣˡ ˸˟ˣ˸˩ ˭˧˟ ˧ˣ˲˧ˬ ˸ˣ˷ˬ˷ˬTXT  ˢˡ˰ˣˮ˷

˯ ˪˷ ˢˬ˧˷˶ .˞ˣˢ˷ ˨˶ˣ˴ ˪˩˪ ˫ˡ˞ ˧ˮ˟ ˧"˰ ˞˧˶˵ ˦˯˵˦ ˪˧˩ˢ˪˟ ˸ˣˬ˧˧˵ˢ ˸ˣˬˣ˷˶ˢ ˧ˠˣ-DNS  ˭˸˶˦ˬˣ

˟ ˞ˣ˴ˬ˪ ˶˷˲˞ˢ˧ˡ˲˧˵˧ˣˢ ˸˞ ˞ˣ˶˵˪ ˫˧˴˧˪ˬˬ ˣˮ˥ˮ˞ ,˪˪˩ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˫˧˶˧˩ˬ ˞˪˷ ˫˧˞˶ˣ˵˪ .˶ˬ˞ˬ 

˞˟ˢ ˸˧˟ˬ Cloudflare .˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˰ ˫˧˲˯ˣˮ ˫˧˦˶˲˪ 

˪˰ ˸˰ˡ˪ ˟ˣ˷˥˷ ˢˬ- ˸ˮˬ:˶ˬ˞ˬˢ ˨˷ˬˢ ˸˞ ˭˧˟ˢ˪ 

¶ ˢ ˪ˣ˵ˣ˦ˣ˶˲-DNS  ˪˰ˬ ˶˟ˣ˰UDP/TCP  ˦˶ˣ˲˟ро. 

¶  ˸˰ˡˣˢDNS  ˪˷ ˨˶ˣ˞˪ ˸˪˟ˠˣˬ (ˢ˟ˣ˷˸ ˣ˞ ˢ˪˞˷) ˸ˡˡˣ˟рмн ˟ ˫˧˸˟-UDP x-ср,рор ˟ ˫˧˸˟-TCP. 

¶ ˢ ˪ˣ˵ˣ˦ˣ˶˲-DNS  ˸˶˷ ˶˷˞˩ ,˰˟˴˞ ˪˪˩˩ .ˣ˰˟˦ˬ ˶ˤˣ˟ˬˣ ˧˩˶˶˧ˢ ˞ˣˢDNS  ˢ˪˞˷˪ ˢ˟ˣ˷˸ ˰ˡˣ˧ ˞˪

ˢ ˸˞ ˶˧˟˰˧ ˞ˣˢ ,˪˟˵ˬ ˞ˣˢ˷.ˢ˟ˣ˷˸ ˞˴ˬ˸˷ ˡ˰ ˣ˧˪˰ˬ˷ ˸˶˷˪ ˢ˪˞˷ 

 

-˟Windowsˢ ˦ˮ˧˧˪˵ ,-DNS ˢ ˸˶˷ˣ-DNS  ˫˧˵˪ˣ˥ ˫ˢ˷ ˧˲ ˪˰ ˱˞) ˫˧ˮˣ˷ ˫˧˪ˣˡˣˬ ˧ˮ˷˟ ˣ˷ˬˣˬ

:(ˢ˟˶ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ 

¶ ˢ ˦ˮ˧˧˪˵-DNS ˟ ˷ˬˣˬˬ-dnsapi.dll  ˸ˣ˸˪˧˞˷ ˰ˣ˴˧˟ ˪˰ ˧˞˶˥˞ ˞ˣˢˣDNS .˸˩˶˰ˬˢ ˶ˣ˟˰ 

¶ ˢ ˸˶˷-DNS ˟ ˷ˬˣˬˬ-dns.exe ˣ˲˧˦ ˪˰ ˧˞˶˥˞ ˞ˣˢˣ ˸ˣ˸˪˧˞˷˟ ˪DNS  ˸ˣ˯ˮ˩ˮ-  ˵˶ ˫˧˧˵ ˢˤ ˸ˣ˶˧˷

 ˸˴˲ˢ˟Windows Server ) ˡ˧˵˲˸ ˢ˟ ˭˵˸ˣˬ˷Role ˪˷ (Dns Server. 

˟ ˡ˵ˬ˸ˬ ˣˮ˪˷ ˶˵˥ˬˢ-dns.exe ˢ ˸˶˷ ˶ˣˬ˞˩ ˞ˣˢ˷-DNS ˟-Windows. 

https://en.wikipedia.org/wiki/List_of_DNS_record_types
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/what-is-dns/
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ˢ˟˧˟˯ˢ ˸ˮ˩ˢ 

ˢ ˸˶˷˟ ˡ˵ˬ˸ˢ˪ ˣˮ˶˥˟˷ ˭ˣˣ˧˩-DNS  ˪˷Windows:˫˧˧˶˵˧˰ ˢ˲˧˵˸ ˧˥˦˷ˬ ˧ˮ˷ ˣˮ˶ˣ˟˰ ˫˧ˬ˧˧˵ , 

¶ ˞˟ˢ ˸˶˷ ˣ˟˷ ˭˲ˣ˞˟ ˠ-DNS  ˸ˣ˸˪˧˞˷ ˡ˟˰ˬDNS .˸ˣ˯ˮ˩ˮ 

¶ ˢ ˸˶˷ ˣ˟˷ ˭˲ˣ˞˟ ˠ˞˟-DNS ˢ ˧˸˶˷˪ ˶˧˟˰ˢ ˞ˣˢ˷ ˸ˣ˸˪˧˞˷ ˪˷ ˸ˣ˟ˣ˷˸ ˡ˟˰ˬ-DNS  ˫˧˞˴ˬˮˢ

 ˸˶˷ˣ ˢˡ˧ˬ˟ ,˶ˣˬ˞˩) ˣ˧˪˰ˬDNS  ˞˴ˬ˸˷ ˡ˰ ˢ˞˪ˢ ˢ˸ˣ˞ ˶˧˟˰˧ ˞ˣˢ ,ˢ˪˞˷ ˪˰ ˸ˣˮ˰˪ ˰ˡˣ˧ ˞˪

.(ˢ˟ˣ˷˸ 

 ˸ˣ˸˪˧˞˷ ˪˷ ˢˮ˟ˬˢ˷ ˭ˣˣ˧˩DNS ˩˧˯ˢ ,˦ˣ˷˲ ˞ˣˢ ˦ˣ˷˲ ˢˮ˟ˬ) ˨ˣˬˮ ˞ˣˢ ˭ˢ˪˷ ˡˣ˟˧˰˟ ˠ˞˟ ˞ˣ˴ˬ˪ ˧ˣ

 ˣˮ˶˞˧˸˷ ˧ˮ˷ˢ ˢ˲˧˵˸ˢ ˥˦˷ˬ˟ ˞˵ˣˣˡ ˡ˵ˬ˸ˢ˪ ˣˮ˶˥˟ ,˭˩˪ .(˦ˣ˷˲ ˡˣ˟˧˰ ˨˧˪ˢ˸ ˶˶ˣˠ ˟ˣ˶˪-  ˡˣ˟˧˰

˸˶˷ ˸˶ˣ˟˰˸ ˣ˞) ˢ˧˩˶˶˧ˢ˟ ˶˸ˣ˧ ˢˣ˟ˠ ˸˶˷ˬ ˸ˣ˟ˣ˷˸- ˢ˷˰ˬ˪ ˨˧˶˴ ˣˮ˪˷ ˡ˰˧ˢ ˸˶˷ ,˨˩ ˫˷˪ .(˸˶˷

˪ˣ˥ ˪˴ˮ˪ ˪˩ˣˮ ˣˮ˞ˣ ,ˢ˪˞˷ ˫˰ ˣˮ˧˪˞ ˸ˣˮ˲˪.ˣˮ˸˧˞ˬ ˪˟˵˧˷ ˢ˟ˣ˷˸ˢ ˸˞ ˡ˟˰ˬ ˞ˣˢ ˣ˟ ˭ˣˮˠˮˬ˟ ˢ˷ 

 

 ˟ˣ˶ ˧˶ˢ ?ˢ˧˩˶˶˧ˢ˟ ˱˵˸ˮˢ ˸˶˷ˢ ˪˰ˬ ˞˴ˬˮ (˫˧˲˵ˣ˸˩) ˣˮ˸˦˧˪˷˟ ˸˶˷ ˣ˟ ˟˴ˬ˪ ˰˧ˠˮ ˪˪˩˟ ˨˧˞

 ˧˸ˣ˶˧˷ ˫ˢ ˸ˣ˸˪˧˞˷ ˸ˣ˶˧˟˰ˬ ˭ˢ ˫ˢ˧˪˞ ˫˧˸˶˷ˢ˷ ˨˩ ˸ˣ˶ˡˠˣˬ ˸ˣ˟˧˟˯ˢDNS  ˣˬ˩ ˫˧˶˩ˣˬу.у.у.у  ˪˷

Google  ˣ˞м.м.м.м  ˪˷Clouflare˩˪ ˣ˞ ,.˱˵ˣ˸ˢ ˸˦˧˪˷ ˸˥˸ ˫˧˞˴ˬˮ ˞˪˷ ˫˧˸˶˷ ˸ˣ˥˲ˢ ˪ 

 ˢˣˣ˸ˬ˟ ˵˲˸˯ˢ˪ ˳˪˞ˮ ,˸˶˷˶˷˟ ˶˸ˣ˧ ˢˣ˟ˠ ˣˮˬ˴˰ ˸˞ ˫˵ˬ˪ ˨˶ˡ ˞˴ˬˮ ˞˪ˣ ˢˡ˧ˬ˟Man-in-the-

Middle .ˣˮ˶ˣ˟˰ ˟ˣ˦ ˵˧˲˯ˬ ˞˪ ˭˟ˣˬ˩ ˢˤˣ .˞˴ˬˮ˷ ˢ˷˪ˣ˥ ˪˩ ˪˴ˮ˪ ˧ˡ˩ 

 

 ˸ˣˬˣ˷˶ ˷˧˷ ˪ˤˬNS 

 ˸ˣˬˣ˷˶NS ˞˪ˬˢ ˭ˬ˷˟ ˣ˞ ,Name Server˶˞˸˪ ˧ˡ˩ ˣˡ˰ˣˮ ,  ˧˸˶˷ ˶ˣ˟˰DNS  ˶ˣ˟˰ ˧˞˶˥˞ˢ ˸˶˷ˢ ˧ˬ

 ˸ˣˬˣ˷˶˟ ˪˵˸˧ˮ ˟ˣ˶˪ .(˸ˣ˧˶ˣ˵ˬˢ ˸ˣˬˣ˷˶ˢ ˸ˣ˞˴ˬˮ ˸˶˷ ˢˤ˧˞˟) ˭˧˧ˬˣˡˢNS ˧˸˸ ˶˶˟˪ ˢ˴˶ˮ ˶˷˞˩-

 ˸ˣˬˣ˷˶ ˶˲˯ˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˫˧˧ˣ˯ˬ ˭˧˧ˬˣˡ˪ ,˭˩ ˣˬ˩ .˫˧˧ˣ˯ˬ ˭˧˧ˬˣˡ ˶ˣ˟˰ ˫˧ˮ˧˧ˬˣˡNS .˧ˣ˟˧ˠ ˧˩˶ˣ˴˪ ˸ˣˮˣ˷ 

ˢ ˸˶˷˪ ˫ˣ˶ˠ˪ ˧ˡ˩-DNS ˣˡ ˸ˣˮ˲˪ ˱˵˸ˮˢ ˸ˣ˶ˤˣ˥ˢ ˸ˣ˟ˣ˷˸ˢ ˸˞ ˡ˟˰˪ˣ ˣˮ˦˧˪˷˟ ˞˴ˬˮ˷ ˸˶˷˪ ˞˵ˣ

:˫˧˞˟ˢ ˫˧ˡ˰˴˟ ˦ˣ˵ˮˮ ,ˣˮˬˬ 

1.  ˞ˬˠˣˡˢ ˨˶ˣ˴˪) ˣˮ˸˦˧˪˷˟˷ ˭˧˧ˬˣˡ˪ ˶˧ˡˠˮ- deadbeef.fun ˸ˬˣ˷˶ (NS ˢ ˸˶˷˪ ˢ˰˧˟˴ˬˢ-DNS 

 ˞ˬˠˣˡˢ ˨˶ˣ˴˪) ˱˵ˣ˸ˢ- ns1.41414141.club.( 

2. ˢ ˸˶˷ ˸˞ ˪˞˷˸ˮ-DNS ˢ ˸ˣˬˣ˷˶ ˶ˣ˟˰ ˱˵˸ˮˢ-NS  ˣˮ˪˷ ˭˧˧ˬˣˡˢ ˪˷)deadbeef.fun.( 

3. ˢ ˸˶˷˷ ˭ˣˣ˧˩-DNS  ˸˶˷˪ ˢ˪˞˷ˢ ˸˞ ˶˧˟˰˧ ˞ˣˢ ,ˣˮ˪˷ ˢ˪˞˷˪ ˢ˟ˣ˷˸ˢ ˸˞ ˰ˡˣ˧ ˞˪ ˡˣ˰ ˱˵˸ˮˢ

 ˞ˬˠˣˡˢ ˨˶ˣ˴˪) ˣ˧˪˰ˬ˷- у.у.у.у( 
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4. ) ˣ˧˪˰ˬ˷ ˸˶˷ˢу.у.у.уˢ ˸ˣˬˣ˷˶ ˭ˢ ˢˬ ˰ˡˣ˧˷ ,(-NS .ˣ˪ ˢˮ˰˧ ,ˣˮ˪˷ ˭˧˧ˬˣˡˢ ˪˷ 

5. ˢ ˸˶˷-DNS ˟ ˢ˸ˣ˞ ˶ˣˬ˷˧ˣ ˢ˟ˣ˷˸ˢ ˸˞ ˡ˟˰˧ ˱˵˸ˮˢ-Cache. 

6. ˲˟˧˸˸ ˡ˥˞ ˶ˣ˟˰ ˱˵˸ˮˢ ˸˶˷ˢ ˸˞ ˪˞˷˸ˮ˷ ˢ˞˟ˢ ˫˰- ˪˞˷˧ ˞ˣˢ ,ˣˮ˪˷ ˭˧˧ˬˣˡˢ ˪˷ ˫˧ˮ˧˧ˬˣˡˢ

ˢ ˸ˬˣ˷˶˟ ˞˴ˬˮˢ ˸˶˷ˢ ˸˞ ˸ˣ˶˧˷˧-NS  ˣ˪˪ˢ ˸ˣˬˣ˷˶ˢ ˪˰ ˧˞˶˥˞ˢ ˞ˣˢ ˭˩˷ ,(ˣˮ˪˷ ˸˶˷ˢ ˞ˣˢ˷)

.˸ˣ˶˧˷˧ ˣ˸ˣ˞ ˪ˣ˞˷˪ ˧ˮˣ˧ˠˢ ˢˤ ˭˩˪ˣ 

 

:˪˰ˣ˲˟ ˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩ 

 

ˢ ˸˶˷ ˭˧˟ ˢ˶ˣ˟˰˸ ˪˷ ˢ˲ˮ˯ˢ]-DNS ,˱˵˸ˮˢ ˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˱˵ˣ˸ˢ ˸˶˷ˢˣ ˢ˧˩˶˶˧ˢ˟ ˣ˧˪˰ˬ ˞˴ˬˮ˷ ˸˶˷ˢ-Wireshark[ 
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 ˢ˷˪ˣ˥ˢ- нлнл-морлCVE- 

ˢ˧˴˵ˮˣ˲ˢ: dns.exe!SigWireRead  

ˢ˷˪ˣ˥ˢ ˠˣ˯ :Integer Overflow leading to Heap-Based Buffer Overflow 

 ˪ˣˡˣˬˢdns.exe ˸˩ˬ˸ˮ ˢ˟ˣ˷˸ ˠˣ˯ ˪˩ ˶ˣ˟˰ ˡˣ˟˧˰ ˸ˣ˧˴˵ˮˣ˲ ˷ˬˬˬ. 

 

ˬ] ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸Wire_CreateRecordFromWire ˢ˧˴˵ˮˣ˲ˢ :RR_DispatchFunctionForType  ˸˞ ˸˪˟˵ˬRRWireReadTable  ˸ˮˬ ˪˰ ˶˦ˬ˶˲˩

[˸˯ˮ˩ˮ ˢ˟ˣ˷˸ ˶ˣ˟˰ ˸˪˲˦ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˢˬ ˦˧˪˥ˢ˪ 

 

 ˨ˣ˸ˬ ˸ˣ˩ˬ˸ˮˢ ˸ˣ˟ˣ˷˸ˢ ˧ˠˣ˯˪ ˞ˬˠˣˡ]RRWireReadTable[ 

˧˞˷ ˶ˣ˟˰ ˢ˟ˣ˷˸ ˞˧ˢ ˸ˣ˩ˬ˸ˮˢ ˸ˣ˟ˣ˷˸ˢ ˧ˠˣ˯ˬ ˸˥˞ ˸˸˪SIG ˧˲˪ .ˢ˧ˡ˲˧˵˧ˣ ˸˸˪˧˞˷ ,SIG  ˞˧ˢ

 ˪ˣ˵ˣ˦ˣ˶˲ˬ ˵˪˥˩ ,ˢˬ˧˸˥ ˢˡ˷ ˶ˣ˟˰ ˢ˸˪˧˞˷DNSSEC ˟ ˶ˡˠˣˢ˷-2931 RFC˟ .-3755 RFC  ˸˞ ˣ˶˧ˡˠˢ

 ˢˬˣ˷˶ˢRRSIG  ˢˬˣ˷˶ˢ ˸˞ ˱˧˪˥ˢ˪ ˢˡ˰ˣˮ˷SIG. 

  

https://en.wikipedia.org/wiki/List_of_DNS_record_types
https://tools.ietf.org/html/rfc2931
https://tools.ietf.org/html/rfc3755
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ˢ ˸˞ ˭˥˟ˮ-Disassembly  ˢ˧˴˵ˮˣ˲ˢ ˪˷dns.exe!SigWireRead -  ˸ˣˬˣ˷˶ ˡˣ˟˧˰ ˪˰ ˸˧˞˶˥˞ˢ ˢ˧˴˵ˮˣ˲ˢ

 ˠˣ˯ˬSIG: 

 

ˢˬ ˵˪˥]-Disassembly  ˢ˧˴˵ˮˣ˲ˢ ˪˷SigWireRead!exe.dns˧ˮ˷ ˧˲˩ ,˟ ˸ˣ˞˶˪ ˭˸-Cutter[ 

˪ ˶˟ˣ˰˷ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ-RR_AllocateEx  ,(˸ˣˬˣ˷˶ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ ˸˞˴˵ˢ ˪˰ ˸˧˞˶˥˞ˢ ˢ˧˴˵ˮˣ˲ˢ)

:ˢ˞˟ˢ ˢ˥˯ˣˮˢ ˧ˡ˧ ˪˰ ˟˷ˣ˥ˬ ,ˢ˞˴˵ˢˢ ˪ˡˣˠ ˸˞ ˠ˴˧˧ˬˢ 

[Name_PacketNameToCountNameEx() result] + [0x14] + [The Signature fieldȭs length (rdiɀ
rax)]  

 ˠˣ˯ˬ ˢˬˣ˷˶ ˶ˣ˟˰ ˧˶˵˧˰ˢ ˭˩ˣ˸ˢ ˢˡ˷ ˞ˣˢ ˭˩˷ ,ˢˮ˸˷ˬ ˢˬ˧˸˥ˢ ˢˡ˷ ˪˷ ˣ˩˶ˣ˞SIG. 

 
 ˸ˬˣ˷˶ ˪˷ ˢˮ˟ˬ]SIG  ˧˲˪2535 RFC[  

https://github.com/radareorg/cutter
https://tools.ietf.org/html/rfc2535
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 ˢ˧˴˵ˮˣ˲ˢ ,ˢ˞˟ˢ ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩RR_AllocateEx  ˠˣ˯ˬ ˫˧˶˦ˬ˶˲ ˪˟˵˪ ˢ˲˴ˬunsigned 

short ˟ ˵˶ ˷ˣˬ˧˷ ˷˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ)-мс  ˪˷ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢrcx xrdx(: 

 
 ˢ˧˴˵ˮˣ˲ˢ]RR_AllocateEx ˪ ˵˶ ˸˯˥˧˧˸ˬ-мс [ˢ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ 

 ˸ˬˣ˷˶ ˶ˣ˟˰ ˪ˡˣˠˢ ˸˞ ˸˟˷˥ˬˢ ˢ˥˯ˣˮ˪ ˫ˣ˶ˠ˪ ˥˧˪˴ˮ ˫˞˷ ˨˩ˬ ˵˧˯ˮDNS ˬ ˢ˪ˣˡˠ ˢ˞˴ˣ˸ ˸˸˪-

ср,рор  ˶ˣ˟˰ ˧˪ˬ˧˯˵ˬˢ ˨˶˰ˢ)unsigned short ˣˮ˪ ˢ˧ˢ˧ ,(Integer Overflow  ˢˮ˦˵ ˢ˞˴˵ˢ˪ ˪˧˟ˣ˧˷

ˢ ˪˰ ˢ˯˧˶ˡ ˪˟˵ˮ ˪ˤˬ ˸˴˵ ˫˰ .ˢ˲ˣ˴ˬˢˬ-Heap .˰ˡ˧ˬ ˢ˟˶ˢ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ ˦˰ˬ ˫˧˴˵ˬ ˣˮ˥ˮ˞ ˭˩˷ 

 ˢ˧˴˵ˮˣ˲˪ ˡ˰˧ˢ ˶˦ˬ˶˲˩ ˸˶˟ˣ˰ ˢ˸˴˵ˣˢ˷ ˭ˣ˶˩˧ˤˢ ˸˟ˣ˸˩ ,ˢ˞˴ˣ˸ˢ ˭˥˟ˬ˟ˣmemcpyˣˬ ˭˩˞˷ ˢˬ , ˪˧˟

-˪Heap-Based Buffer Overflow. 

 
˟ ˢ˴˵ˣˢ˷ ˭ˣ˶˩ˤˢ]-RR_AllocateEx ˪ ˡ˰˧ˢ ˶˦ˬ˶˲˩ ˶˟ˣ˰-memcpy[ 

 ˸˟ˣ˷˸ ˸˥˧˪˷ ˧"˰ ,˫ˣ˩˧˯˪DNS  ˸ˬˣ˷˶ ˢ˪˧˩ˬˢSIG ˬ ˢ˪ˣˡˠ ˶˸ˣ˧) ˢ˪ˣˡˠ-спKB ˢ˯˧˶ˡ˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ ,(

ˢ ˪˰ ˸˦˪˷ˮ-Heap ˩ ˪˷-спKB. 
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ˢ˷˪ˣ˥ˢ ˸˪˰˲ˢ 

ˢ ˸˶˷˪ ˫ˣ˶ˠ˪ ˣˮ˸˪ˣ˩˧˟˷˩ ˣ˧˷˩˰-DNS  ˣ˪ ˸ˣˮ˰˪ ˪˩ˣˮ ,ˣˮ˸˦˧˪˷˟ ˞˴ˬˮ˷ ˸˶˷˪ ˸ˣ˪˞˷ ˶˧˟˰ˢ˪ ˱˵˸ˮˢ

 ˢˤ ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˧ˡ˩ ˨˧˶˴˷ ˢˬ ˪˩˷ ˭ˬ˸˯ˬ .ˢ˷˪ˣ˥ˢ ˸˞ ˪˧˰˲ˢ˪ ˢˣˣ˵˸˟ˣ ˣˮ˸˶˧˥˟˪ ˸ˣ˧ˮˣˡˤ ˸ˣ˟ˣ˷˸

ˢ ˸˶˷˪ ˫ˣ˶ˠ˪-DNS  ˠˣ˯ˬ ˢ˪˞˷ ˣˮ˸ˣ˞ ˪ˣ˞˷˪ ˱˵˸ˮˢSIG ˸ˬˣ˷˶ ˫˰ ˢ˟ˣ˷˸ ˣ˪ ˸ˣˮ˰˪ˣ ,SIG  ˢ˩˶ˣ˞˷

ˬ ˪ˣˡˠ-спKB,˶˰˴ˢ ˢ˟˶ˬ˪ .  ˪ˣ˵ˣ˦ˣ˶˲ˣ ˶˥˞ˬ ,˸ˣ˷˰˪ ˶˷˞ˬ ˡ˧ˠˢ˪ ˶˸ˣ˧ ˪˵DNS  ˢ˰ˡˣˢ ˨˶ˣ˞˪ ˪˟ˠˣˬ

 ˪˷рмн  ˪˰ˬ ˶˟ˣ˰ ˞ˣˢ ˶˷˞˩ ˫˧˸˟UDP ˣ˞ ,лфс,п ˟ ˨ˬˣ˸ ˸˶˷ˢ ˫˞ ˫˧˸˟-EDNS0 ˫˧˪ˡˠˢ ˭˲ˣ˞ ˪˩˟ .

 ˥˧˪˴ˢ˪ ˧ˡ˩ ˫˧˵˧˲˯ˬ ˞˪ ˣ˪˪ˢ.ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ 

 ˢ˪˞˷ˢ ˸˪˞˷ˮ-  ˪˰ˬ ˰ˡ˧ˬ ˢ˟˶ˢ ˶˧˟˰ˢ˪ ˧ˬ˧˦˧ˠ˪ ˨˶ˣ˴ ˣˮ˷˧ ˶˷˞˩ ˢ˶ˣ˵ ˢˬDNS ˸ˬˣ˷˶ ˞ˬˠˣˡ˪ ?

TXT  ˸˪˞˷˪ ˢ˟ˣ˷˸ ˣ˞ ˢ˩ˣ˶˞A  ˸ˣ˟ˣ˸˩ ˪˷ ˟˶ ˶˲˯ˬ ˫˰IP? 

DNS Truncation 

 ˶˲˯ˬ ˪˷ ˢ˵˧ˬ˰ˬ ˢ˞˧˶˵ ˶˥˞˪RFC-˟ ˫˧˵˯ˣ˰ˢ ˫˧-DNS  ˧˲˪) ˢ˞˟ˢ ˢ˵˯˲˟ ˣˮ˪˵˸ˮ5966 RFC(: 

άIn the absence of EDNS0 (Extension Mechanisms for DNS 0), the normal behavior of any DNS 

server needing to send a UDP response that would exceed the 512-byte limit is for the server to 

truncate the response so that it fits within that limit and then set the TC flag in the response 

header.  When the client receives such a response, it takes the TC flag as an indication that it 

should retry over TCP insteadΦέ 

 ˪ˠˡˢ ˸˞ ˵˧˪ˡˢ˪ ˶˷˲˞ ˤ˞ !˞˪˲ˮTC  ˪˷ ˶ˣ˴˧˵)Truncationˢ ˸˟ˣ˷˸˟ (-DNS  ˸˶˷˪ ˫ˣ˶ˠ˧˷ ˢˬ ,ˣˮ˪˷

 ˶ˣ˟˧˥ ˫ˣˤ˧˪ ˱˵˸ˮˢTCP ˢ ˸˶˷˪ ˷ˡ˥-DNS ˬ ˶˸ˣ˧ ˢ˪ˣˡˠ ˢ˟ˣ˷˸ ˸ˣˮ˰˪ ˪˩ˣˮ ˢˤˢ ˨ˣˣ˸˟ˣ ,˱˵ˣ˸ˢ-

п,лфс ?ˢ˪ˣˡˠ ˢˬ˩ ˪˟˞ .˫˧˸˟ 

ˮ˪˵˸ˮˣ ˸˞ˤˢ ˢ˪˞˷˪ ˢ˟ˣ˷˸ ˞ˣ˴ˬ˪ ˧ˡ˩ ˸ˣ˶˲˯˪ ˣˮ˶ˤ˥ ˸˲˯ˣˮ ˫˰˲ ˧˲˪) ˢ˞˟ˢ ˢ˵˯˲˟ ˣRFC 7766(: 

άDNS clients and servers SHOULD pass the two-octet length field, and the message described by 

that length field, to the TCP layer at the same time (e.g., in a single άwriteέ system call) to make it 

more likely that all the data will be transmitted in a single TCP segmentΦέ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˶˷˞˩˷ ˢ˞˶ˮDNS  ˪˰ˬ ˶˟ˣ˰TCP ˫˧˲˯ˣˣ˸ˬ ,н ) ˫˧˸˟мс  ˫˧ˡ˧˰ˬˢ ˢ˰ˡˣˢˢ ˸˪˧˥˸˪ (˫˧˦˧˟

 ˧"˰ ˠ˴ˣ˧ˬ ˢ˰ˡˣˢˢ ˪ˡˣˠ˷ ˭ˣˣ˧˩ˬ .ˢ˩˶ˣ˞ ˪˰мс ˟ ˫ˣ˯˥ ˢ˰ˡˣˢˢ ˪˩ ˶ˣ˟˰ ˧˪ˬ˧˯˵ˬˢ ˪ˡˣˠˢ ,˫˧˦˧˟-спKB. 

 

https://en.wikipedia.org/wiki/Extension_mechanisms_for_DNS
https://tools.ietf.org/html/rfc5966
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 ˪˷ ˨˶ˣ˞˟ ˢ˰ˡˣˢ ˣ˪˧˲˞ ˪˟˞ср,рор  ˪˪ˣ˩ ˢ˰ˡˣˢˢ ˨˶ˣ˞ ˭˩˷ ,ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˧ˡ˩ ˣˮ˪ ˢ˵˧˲˯ˬ ˞˪ ˫˧˸˟

ˢ ˸ˬˣ˷˶ˬ ˵˪˥ ˭ˮ˧˞˷ ˸ˣ˶˸ˣ˩ ˫ˠ ˣ˩ˣ˸˟-SIG ˸ˬˣ˷˶˟ ˸ˣˮ˰˪ ˣˮ˧˪˰ ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˧ˡ˩ ,˶ˣˬ˞˩ˣ .SIG 

ˬ ˪ˣˡˠ ˢ˩˶ˣ˞˷-спKB. 

 
 ˸˰ˡˣˢ˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ ˧ˮ˷]DNS  ˪˰ˬTCP [ˢ˰ˡˣˢˢ ˨˶ˣ˞ ˸˞ ˫˧ˠ˴˧˧ˬ 

DNS Pointer Compression 

 ˸˟ˣ˷˸ ˸˲˯ˣˮ ˫˰˲ ˭˥˟ˮ ˞˟ˢDNS  ˠˣ˯ˬ ˢ˪˞˷˪ ˢ˟ˣ˷˸˟ ˣˮ˶˥˟) ˸˧ˬ˧˦˧ˠ˪A :(˸ˣ˥ˣˮ ˧˩˶˴˪ 

 
 ˸˟ˣ˷˸]DNS  ˶ˣ˟˰dig research.checkpoint.com A @у.у.у.у˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,-Wireshark[ 

 ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩Wireshark  ˫˧˸˟ˢ ˸˞ ˠ˧˴ˬ0xc00c  ˣ˶ˣ˟˰ ˭˧˧ˬˣˡˢ ˫˷ ˶ˣ˸˟ ˢ˟ˣ˷˸˟ ˫˷ˢ ˢˡ˷˟

) ˢ˸˪˧˞˷ˢ ˢ˞˴˧research.checkpoint.com?ˢˬ˪ ˪˟˞ .( 
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 ˶ˬ˞ˬˢˬ ˫˰˲ˢ ,˸ˣ˶˲˯˪ ˢ˶ˤ˥˟org.powerdns, DNS to welcome warm A: 

άTo squeeze as much information as possible into the 512 bytes, DNS names can (and often 

MUST) be compressedΧ In this case, the DNS name of the answer is encoded as 0xc0 0x0c. The 

c0 part has the two most significant bits set, indicating that the following 6+8 bits are a pointer to 

somewhere earlier in the message. In this case, this points to position 12 (= 0x0c) within the 

packet, which is immediately after the DNS headerΦέ 

 ˸˧˶˟˰˟ ˣ˞- ˟ ˸ˣˬ˷-DNS  ˸˧˟ˢ :˞˟ˢ ˭˲ˣ˞˟ ˳ˣˣ˧˩˪ ˫˧ˮ˸˧ˮ0xc0  ˣ˧˶˥˞ ˸˧˟ˢˣ ,ˡˡˣ˵ˬ ˫˷ˢ˷ ˭˧˧˴ˬ

 ˣˮ˪˷ ˢ˶˵ˬ˟)0x0c.ˢ˟ˣ˷˸ˢ ˸˪˧˥˸ˬ ˸ˡ˰ˣ˧ˬˢ ˸ˤˣ˶˥ˬˢ ˪˷ ˦˯˧ˢˢ ˞ˣˢ ( 

 ˦˯ˢ˟ ˭˩˞ ,˵ˣˡ˟ˮ ˫˞мн )0x0c ˸ˤˣ˶˥ˬˢ ˸˞ ˞˴ˬˮ ˢ˟ˣ˷˸ˢ ˸˪˧˥˸ˬ (research.checkpoint.com. 

˟ ˸ˣˤˣ˶˥ˬ ,˪˪˩˩-DNS ˵ˬ> ˪˷ ˠˣ˯ˢˬ ˸˶˷˶˷˩ ˸ˣˡˡˣsize><value:ˢ˞˟ˢ ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,< 

 
 ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣˡˡˣ˵ˬ ˸ˣˤˣ˶˥ˬ ˣ˟ ˭˲ˣ˞ˢ ˪˷ ˢ˧˴˶˦˯ˣ˪˧˞]DNS[ 

 "˫˯˵"ˢ ˸˧˟˟ ˷ˬ˸˷ˢ˪ ˣˮ˸˪ˣ˩˧˟ ?˨˩ˬ ˫˧ˡˬ˪ ˣˮ˥ˮ˞ ˢˬ0xc0  ˨ˣ˸ˬ ˸˶˥˞ ˸ˤˣ˶˥ˬ ˪˰ ˰˧˟˴ˢ˪ ˧ˡ˩

 ˶˦ˬ˶˲ ˸˞ ˸˟˷˥ˬˢ ˢ˥˯ˣˮˢ ˸˞ ˸˲˯ˣˮ ˫˰˲ ˭˥˟ˮ .ˢ˟ˣ˷˸ˢ ˢ˧˴˵ˮˣ˲˪ ˶ˣ˟˰˧˷ ˪ˡˣˠˢRR_AllocateEx: 

[Name_PacketNameToCountNameEx result] + [0x14] + [The Signature fieldΩs length (rdiςrax)] 

 ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˵˧ˬ˰ˬ ˭ˣ˥˟˞ ˭˩˞ˣName_PacketNameToCountNameEx  ˣˮ˶˞˧˸˷ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˶˷˞ˬ

ˠ ˟˷˥˪ ˞˧ˢ ˸˞ˤˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˶˦ˬˢˬ ˸˥˞ .ˢ˪˰ˬ˪ ˸ˣ˟˷˥˸ˢ ˧ˡ˩ ˨ˣ˸ ,˫˷ ˢˡ˷ ˪˷ ˪ˡˣ

) ˟˧˦˧ˬ˶˲ ˣˮ˞˴ˬ ,ˢ˷˰ˬ˪ .˸ˣˤˣ˶˥ˬ˪ ˫˧˰˧˟˴ˬ˟Primitive ˢ˞˴˵ˢˢ ˪ˡˣˠ ˸˞ ˪˧ˡˠˢ˪ ˣˮ˪ ˶˷˲˞ˬ˷ (

https://powerdns.org/hello-dns/basic.md.html
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ˢ ˸˟ˣ˷˸˟ ˡ˟˪˟ ˫˧˸˟ ˧ˮ˷˟ ˷ˣˬ˧˷ ˧ˡ˩ ˨ˣ˸ ˫˧˸˟ ˪˷ ˸ˡ˟˩ˮ ˸ˣˬ˩˟-DNS ˣˮ˥ˮ˞˷ ˢˬ ˵ˣ˧ˡ˟ ˢˤ .

!ˢ˷˪ˣ˥ˢ ˸˞ ˪˧˰˲ˢ˪ˣ ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˥˧˪˴ˢ˪ ˧ˡ˩ ˫˧˩˧˶˴ 

˪ˣ˩˧˟ ˤ˞ ˢˡ˷˟ ˢ˰ˡˣˢ˟ ˸˶˥˞ ˸ˤˣ˶˥ˬ˪ ˸ˣˮ˲ˢ˪ ˣˮ˸Signer's Name ˢ ˸ˬˣ˷˶˟SIG  ˸˧˟˟ ˷ˣˬ˧˷ ˧"˰

 "˫˯˵"ˢ0xc0  ,˸˞ˤˢ ˢ˪ˣ˩˸˟ ˧˟˧˞ˮ ˷ˣˬ˧˷ ,˸˞ˤ ˸ˣ˶ˬ˪ .ˢ˰ˡˣˢˢ ˪˷ ˧˟˧˦˵˲˞ˢ ˨˶ˣ˞ˢ ˸˞ ˪˧ˡˠˢ˪ ˨˩˟ˣ

) ˪˞˷ˮˢ ˭˧˧ˬˣˡˢ ˫˷˪ ˢˮ˲ˬˢ0xc00c˪ ˫ˣ˶ˠ˪ ˧ˡ˩ ˵˧˲˯˧ ˞˪ ,(-Overflow.  ˢ˧˪˞ ˸ˤˣ˶˥ˬˢ˷ ˭ˣˣ˧˩ˬ ˸˞ˤ

.ˢ˞˴˵ˢˢ ˪ˡˣˠ ˸˞ ˫˧˟˷˥ˬ ˶˷˞˩ ˭ˣ˟˷˥˟ ˥˵˪ˮ ˢ˪ˡˣˠˣ ˢ˰ˡˣˢ˟ ˸ˬ˧˧˵ ˶˟˩ (˭˧˧ˬˣˡˢ ˫˷) ˫˧ˮ˲ˬ ˣˮ˥ˮ˞ 

˟ ˷ˬ˸˷ˢ˪ ˫ˣ˵ˬ˟ ˫˞ ˢˬ ˪˟˞0xc00c ˟ ˷ˬ˸˷ˮ0xc00d ˰˧˟˴ˢ˪ ˞ˣˢ ˞˪ˬ˪ ˣˮ˧˪˰˷ ˡ˧˥˧ˢ ˧˞ˮ˸ˢ ?

˟ ˸˶ˬˠˮ˷) ˸˧˵ˣ˥ ˸ˤˣ˶˥ˬ˪-0x0000ˣˮ˸˦˧˪˷˟ ˢˡ˷ ˣˮ˪ ˷˧˷ ˭ˣˣ˧˩ˬ ˢˤ ˸˞ ˸ˣ˷˰˪ ˢ˧˰˟ ˣˮ˪ ˭˧˞ˣ ,(  ˞˪˪

 ˪˪˩ ˫˧ˣˣ˸ ˸˪˟ˠˢ-  ˭˧˧ˬˣˡˢ ˶ˣ˟˰ .ˣˬ˴˰ ˢˬ˧˸˥ˢ ˢˡ˷пмпмпмпм.fun ˫˧˸˟ˢ ,0xc00d  ˣ˸ˢ ˪˰ ˣ˰˧˟˴˧

') ˭˧˧ˬˣˡˢ ˪˷ ˭ˣ˷˞˶ˢп ˪˷ ˨˶˰ˢ) ˫˧˰˧˟˴ˬ ˣˮ˥ˮ˞ ˢ˧˪˰ ˸ˤˣ˶˥ˬˢ ˪ˡˣˠ˩ ˷ˬ˷˧ ˢˤˢ ˣ˸ˢ ˪˷ ˨˶˰ˢ .('

' ˣ˸ˢп ˞ˣˢ '0x34 ˣ˞ ,рнˢˢ ˸˞ ˪˧ˡˠˢ˪ ˣˮ˥˪˴ˢ ˡ˟˪˟ ˫˧˸˟ ˧ˮ˷˟ ˷ˣˬ˧˷ ˧"˰ ˨˩ˣ .(˟ ˣˮ˪˷ ˢ˞˴˵-рн 

.˫˧˸˟ 

 ˢˬˣ˷˶˟ ˯˧ˮ˩ˢ˪ ˶˷˲˞˷ ˰ˡ˧ˬˢ ˫ˣˬ˧˯˵ˬ ˫˰ ˡ˥˧ ,˫˧˰˧˟˴ˬ ˣˮ˥ˮ˞ ˢ˧˪˰ ˸ˤˣ˶˥ˬˢ ˨˶ˣ˞ ˪˷ ˢˬ˧˩˯

 ˠˣ˯ˬSIG  ˡ˰)спKBˬ ˪ˣˡˠ ˨˶˰ ˟˧ˮ˸ ,(˸˧˶ˣ˵ˬˢ ˢ˪˞˷ˢ ˪ˡˣˠ˟ ˸ˣ˪˸˩ ,-ср,рор ˪ ˫ˣ˶ˠ˸ ˭˩˪ˣ-

Overflow! 

 ˸˞ ˫˧ˠ˟ˡˬ ˣˮ˥ˮ˞˷ ˭ˬˤ˟ ˸˞ˤ ˵ˣˡ˟ˮ ˢ˟ˢdns.exe  ˫˰WinDBG: 

 

˶˵!ˣˮ˯ 

 ˣˮ˯˶ˡ˷ ˫ˣ˷ˬ ,ˢ˲ˣˬˬ ˞˪ ˭ˣ˶˩˧ˤ˪ ˫˧˩˶˰ ˸˟˧˸˩ ˟˵˰ ˸ˬ˶ˠˮ ˣˮ˪˟˧˵˷ ˢ˯˧˶˵ˢ˷ ˟˪ ˫˧˷ˮспKB  ˣˮ˰ˠˢˣ

ˢ ˪˰ ˢ˲ˣˬˬ ˞˪ ˱ˡ˪-Heap  ˶˷˲˞ ,˸˞ˤ ˫˰ ˡ˥˧ .ˢ˟˧˸˩˪ ˣˮ˪˟˧˵˷ ˸˧˶ˣ˵ˬˢ ˢ˞˴˵ˢˢ ˧˶˥˞ ˣˢ˷˧˸ˬ

ˢ ˸˞ ˟˴˰˪-Heap ˧˲˯ˬ ˢ˧ˢ˧˷ ˢˤ˩ ˭˲ˣ˞˟ ˦˶˲˟ˣ ,˸ˣ˰ˬ˷ˬ ˧˪˰˟ ˫˧˩˶˰ ˯ˣ˶ˡ˪ ˪˩ˣˮ ˣ˟ ˭˲ˣ˞˟ ˰ˡ˧ˬ ˵

.ˢ˴˵ˣˬ ˣˮ˧˞˷ ˱ˡ˪ ˟ˣ˸˩ˮ ˞˪˷ ˧ˡ˩˟ ˣˮ˪˷ ˢ˞˴˵ˢˢ ˧˶˥˞ 

 ˸ˣˬˣ˷˶˪˷ ˭ˣˣ˧˩ˬ˷ ˭˧˧˴˪ ˟ˣ˷˥SIG  ˸ˣˬˣ˷˶˪ˣRRSIG  ,ˢˮ˟ˬˢ ˣ˸ˣ˞ ˸˞ ˷˧Microsoft  ˷ˬ˸˷ˢ˪ ˣ˶˥˟

) ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞˟SigWireRead ˫˧˪˩˸˯ˬ ˶˷˞˩ ˸˞ˤ ˸ˣ˞˶˪ ˭˸˧ˮ .˸ˣˬˣ˷˶ˢ ˧ˠˣ˯ ˧˸˷ ˸˞ ˡ˟˰˪ ˧ˡ˩ (

 ˢ˪˟˦ˢ ˪˰ ˪˰RRWireReadTable ˫˧˯˵ˡˮ˧˞ˢ ˧ˮ˷ :0x18 x-0x2e  ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞˪ ˫˧˰˧˟˴ˬ- 
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SigWireRead ,˸ˣˬˣ˷˶ˢ ˧ˠˣ˯ ˧ˮ˷˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞˷ ˵˧˯ˮ ˭˞˩ˬ .SIG x-RRSIG  ˭˩˷ ,ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˧ˡ˩

.˭˸ˣ˞ ˡ˟˰˪ ˧ˡ˩ ˸˞˶˵ˮ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ 

 

˭˲ˡ˲ˡˬ ˢ˷˪ˣ˥ˢ ˸˪˰˲ˢ :˯ˣˮˣ˟ 

ˢ ˸˷˶˟ ˞˴ˬˮ˷ ˱˵ˣ˸˷ ˣˮ˪ ˶ˣ˶˟ ˤ˞) ˸˧ˮˣˠ˶˞LAN ˸ˣ˞˶˷ˢˢ ˸˞ ˸ˣ˪˰ˢ˪ ˧ˡ˩ ˢˤˢ ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ (

 ˢ˷˧ˠ ˞˪˪ ˫ˠ ˢˤˢ ˠ˞˟ˢ ˸˞ ˪˴ˮ˪ ˧˶˷˲˞ ˫˞ˢ ˵ˣˡ˟˪ ˭˧˧ˮ˰ˬ ˢ˧ˢ˧˷ ˣˮ˟˷˥ .˸˧ˮ˧˧ˬˣˡˢ ˢ˟˧˟˯˟ ˣ˪˷

.ˣˤ ˸˷˶˪ 

 ˸ˣ˰ˡˣˢ ˸˥˶˟ˢDNS  ˸ˣ˰ˡˣˢ ˨ˣ˸˟HTTP 

˷ ˫˧˰ˡˣ˧ ˶˟˩ ˣˮ˥ˮ˞ ˢˤˢ ˟˪˷˟-DNS  ˪˰ˬ ˶ˣ˟˰˪ ˪ˣ˩˧TCP ˷ˣ-Windows DNS Server  ˠˣ˯˟ ˨ˬˣ˸

 ˸˰ˡˣˢ ˪˷ ˢˮ˟ˬˢ ˸˞ ˟˦˧ˢ ˫˧˶˧˩ˬ ˶˟˩ ˣˮ˥ˮ˞ ,˭˩ ˣˬ˩ .ˢˤˢ ˸˶ˣ˷˵˸ˢDNS  ˪˰ˬTCP ˶˸˧˪ ˵˶ ˪˟˞ ,

:˶˴˵ ˭ˣˮ˰˶ ˢˮ˧ˢ ,˭ˣ˥˦˧˟ 

 
 ˸˰ˡˣˢ ˢˮ˟ˬ]DNS  ˪˰ˬTCP[ 
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ˢ ˸˰ˡˣˢ ˸˞ ˭˥˟ˮ ˞˟ˢ-HTTP :ˢ˞˟ˢ ˸˧˦˶ˡˮ˦˯ˢ 

0000    50 4f  53 54 20 2f  70 77 6e 20 48 54 54 50 2f  31   POST /pwn 

HTTP/1  

0010   2e 31 0d 0a 41 63 63 65 70 74 3a 20 2a 2f 2a 0d   .1..Accept: 

*/*.  

0020   0a 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a 2f   .Referer: 

http:/  

 ˸˰ˡˣˢ ˸˞ˤ˷ ˧˲ ˪˰ ˱˞HTTP ˸˶˷˪ ˢ˸ˣ˞ ˥˪˷ˮ ˫˞ ,DNS  ˦˶ˣ˲˟ро ,Windows DNS Server  ˸˞ ˡ˟˰˧

˪˧˞˩ ˢ˰ˡˣˢˢ ˸˸˪˧˞˷ ˢ˸˧˧ˢ ˣDNS:˞˟ˢ ˢˮ˟ˬˢ ˧˲˪ ˷˶ˣ˲˸ ˢ˰ˡˣˢˢ . 

0000    50 4f  53 54 20 2f  70 77 6e 20 48 54 54 50 2f  31   POST /pwn 

HTTP/1  

0010   2e 31 0d 0a 41 63 63 65 70 74 3a 20 2a 2f 2a 0d   .1..Accept: 

*/*.  

0020   0a 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a 2f   .Re ferer: 

http:/  

Message Length :  20559  ( 0x504f )  

Transaction ID :  0x5354  

Flags :  0x202f  

Questions :  28791  ( 0x7077 )  

Answer RRs :  28192  ( 0x6e20 )  

Authority RRs :  18516  ( 0x4854 )  

Additional RRs :  21584  ( 0x5450 )  

Queries :  [...]  

 

ˢ ˰ˣˮˬ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,˫˧˲˵ˣ˸˩-JavaScript ˲ˡ˟˷ ˸˷˵˟ ˥ˣ˪˷˪ ˧ˡ˩ ˭˲ˡHTTP  ˠˣ˯ˬPOST ˢ ˸˶˷ ˪˞-

DNS  ˰ˡ˧ˬ ˢ˟˶ˢ ˫˧˧˵ ,ˢ˪˰ˬ˪ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˨˞ .ˣˮ˸˦˧˪˷˟ ˶˸˞˪ ˷˪ˣˠ ˷ˬ˸˷ˬ ˶˷˞˩ ˱˵˸ˮˢ

 ˸˰ˡˣˢ˟HTTP .('ˣ˩ˣ ˢ˷˵˟ˢ ˠˣ˯ ,˭ˢ˧ˮ˧ˬ˪ ˸ˣ˶˸ˣ˩) ˣ˧˪˰ ˢ˦˧˪˷ ˣˮ˪ ˭˧˞ˣ ˱˧˯ˣˬ ˭˲ˡ˲ˡˢ˷ 

 

 ,ˣˮ˪ˤˬ˪Server DNS Windows ˟ ˫ˠ ˨ˬˣ˸-"euseR Connection˟ ˫ˠˣ "-"Pipelining˟ ˣ˶ˡˠˣˢ˷ "- RFC

7766 ˸ˣ˪˞˷ ˶˲˯ˬ ˥ˣ˪˷˪ ˣˮ˪ ˶˷˲˞ˬ˷ ˢˬ ,DNS  ˶ˣ˟˧˥ ˣ˸ˣ˞ ˪˰TCP  ˢ˟ˣˠ˸˪ ˸ˣ˩˥˪ ˨˶ˣ˴ ˞˪˪ ˸˞ˤˣ

˟ ˸˶˷ˢ ˪˷ ˢ˩˧ˬ˸ˢ ˸˞ ˪˴ˮ˪ ˪˩ˣˮ ,˶ˬˣ˪˩ .˸˶˷ˢˬ-"Connection Reuseˣ "-"Pipelining ˥ˣ˪˷˪ ˧ˡ˩ "

 ˸˷˵˟POST ˢ ˸˶˷ ˪˞ ˭˲ˡ˲ˡˢˬ-DNS ) ˱˵˸ˮˢ53:dns-target://http ˧˶˞ˮ˧˟ ˰ˡ˧ˬ ˢ˪˧˩ˬˢ (-  ˞ˣˢ˷

 ˸˷˵˟ ˣˬ˴˰˟DNS .ˡ˶˲ˮ ˭˲ˣ˞˟ ˪˞˷ˣ˸˸˷ ,˸˲˯ˣˮ 

 

ˢ ˸˰ˡˣˢ-HTTP :˞˟ˢ ˭˲ˣ˞˟ ˟˩˶ˣ˸ ˣˮ˪˷ 

¶  ˸ˣ˶˸ˣ˩HTTP ) ˣˮ˸˦˧˪˷˟ ˭ˮ˧˞˷User-Agent, Referer.('ˣ˩ˣ , 

¶ ˢ ˸˷˵˟˟ ˧˶˞ˮ˧˟ˢ ˰ˡ˧ˬˢˬ ˵˪˥˩ "ˡˣ˲˧˶"-POSTˢ ˸˰ˡˣˢ˷ ˨˩ ,-DNS  ˨˶ˣ˞ ˸˪˰˟ ˢ˧ˢ˸ ˢˮˣ˷˞˶ˢ

 ˫˧˞˸ˬ0x504f).( 

¶  ˸˪˞˷DNS ˢ ˸˷˵˟˟ ˧˶˞ˮ˧˟ˢ ˰ˡ˧ˬˢˬ ˵˪˥˩ ˸˲˯ˣˮ-POST.ˡ˶˲ˮ ˭˲ˣ˞˟ ˪˞˷˸˷ , 

https://tools.ietf.org/html/rfc7766
https://tools.ietf.org/html/rfc7766
https://tools.ietf.org/html/rfc7766
http://target-dns:53/
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:˸˞˶ˮ ˞˧ˢ ˨˩ˣ 

 
 ˸ˣ˪˞˷ ˶˲˯ˬ]DNS  ˶ˣ˟˧˥ ˧˟ˠ ˪˰TCP ˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,ˡ˧˥˧-Wireshark[ 

˞˟ˢ ˭ˣ˦˶˯˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢ˲˧˵˸ˢ ˪˷ ˢˬˠˡˢ: 

https:// youtu.be/PUlMmhD5it8 

 ˣˬ˩) ˫˧˴ˣ˲ˮˢ ˫˧ˮ˲ˡ˲ˡˢ ˟ˣ˶ ,˪˰ˣ˲˟Google Chrome  ˣ˞Mozilla Firefox ˸ˣ˷˵˟ ˫ˣˤ˧˪ ˫˧˶˷˲˞ˬ ˫ˮ˧˞ (

HTTP  ˦˶ˣ˲˪ро˴ˣˮˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤˢ ˠ˞˟ˢ ˭˩˪ . ˫ˢ˧ˮ˧˟ ,˫˧ˮ˲ˡ˲ˡ ˪˷ ˫˴ˬˣ˴ˬ ˶˲˯ˬ ˨˶ˡ ˪Internet 

Explorer x-Microsoft Edge  ˯˯ˣ˟ˬ ˞˪)Chromium.( 

https://youtu.be/PUlMmhD5it8
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 ˸ˣ˞˯˶ˠ ˥ˣ˸˧ˮVariant Analysis)( 

 ˫˧ˠ˞˟ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˞ˬˠˣˡ˩ ˸˥˞ ˢ˷˪ˣ˥˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩ ˫˧˰˴˟ˬ˷ ˨˧˪ˢ˸ˢ ˞ˣˢ ˸ˣ˞˯˶ˠ ˥ˣ˸˧ˮ

ˣ˰˦ ˢ˷˰ ˸ˮ˩˸ˬˢ ˫˞˷ ˢ˥ˮˢˢ ˸˥˸ ,ˡˣ˵˟ (˫˧ˬˣˡ) ˫˧˶˥˞ ˢˬˣˡ ˸ˣ˰˦ ˢ˷˰˧˷ ˶˧˟˯ ,ˡ˥˞ ˫ˣ˵ˬ˟ ˸

.˶˥˞ ˫ˣ˵ˬ˟ 

 ˢ˧˴˵ˮˣ˲ˢ˷ ˞˧ˢ ,ˢ˪˧˥˸˩˪ˬ ˸ˬ˧˧˵ ˸˶˟ˣˡˬˢ ˢ˷˪ˣ˥ˢ˷ ˸˧˶˵˧˰ˢ ˢ˟˧˯ˢRR_AllocateEx  ˪˟˵˪ ˢ˲˴ˬ

 ˠˣ˯ˬ ˫˧˶˦ˬ˶˲unsigned short ˸ˬˣ˷˶ ˪˷ ˢ˪ˡˣˠ ˭˩˞˷ ˥˧ˮˢ˪ ˶˷˲˞ ,˧˪˪˩ ˭˲ˣ˞˟ .DNS  ˫˪ˣ˰˪ ˸ˡˡˣ˟

 ˪˷ ˫˯˥ˢ ˸˞ ˶ˣ˟˰˧ ˞˪спKB  ˢ˥ˮˢ ˸˞ˤ ˭˩˪ˣ ˶˷˞˩ ˢˮˣ˩ˮ ˢˮ˧˞ ˸˞ˤˢ ˢ˥ˮˢˢ ,ˣˮ˧˞˶˷ ˧˲˩ ˨˞ .ˢ˶˧˟˯

 ˫˧˥˵ˣ˪ ˶˷˞˩ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ˣ˞) ˣ˯˥ˡˮ ˫ˢˣ ˢˡ˧ˬ˟ ,˸ˣˡ˷ˢ ˪˷ ˳˪ˣ˥ˬˢ ˫˪ˡˣˠ ˸˞ ˭ˣ˟˷˥˟ ˫˧˥˵ˣ˪

 ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˞˴ˣ˸ˢ ˸˞ ˭ˣ˟˷˥˟Name_PacketNameToCountNameEx  ˪ˡˣˠ ˸˞ ˫˧˟˷˥ˬ˷˩

.(ˢˬˣ˷˶ˢ 

˫ˣ˷ˬ ,"˶˧˟˷" ˟ˣ˴˧˰˟ ˶˟ˣˡˬ ,˧˪˪˩ ˭˲ˣ˞˟  ˡˣ˵˪ ˢ˷˪ˣ˥ ˱˧˯ˣˢ˪ ˸ˣ˰˦˟ ˪ˣ˩˧ ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˬˢ ˸˰˩˷

 ˸˷ˬ˸˷ˬ ˢ˸˧˧ˢ ˢ˧˴˵ˮˣ˲ˢ ˫˞ ˵ˤˮ ˫˶ˠˮ ˢ˧ˢ ˞˪ ˢˤˢ ˢ˶˵ˬ˟ .ˢ˧˴˵ˮˣ˲˟ ˶˧ˢˤ ˞˪ ˷ˣˬ˧˷ ˟˵˰

 ˣˬ˩ ,˶˸ˣ˧ ˪ˣˡˠ ˯ˣ˲˧˦ˬ ˫˧ˮ˸˷ˬ˟unsigned int  ˪ˡˣˠ˟п .˪˷ˬ˪ ˫˧˸˟ 

˪˰ ˢˮˣ˰˷ ˢ˧˴˵ˮˣ˲ ˷˲˥˪ ˣˮ˧˪˰ ˠ˞˟ˢ ˣ˸ˣ˞ ˪˷ ˸ˣ˲˯ˣˮ ˸ˣ˞˯˶ˠ ˞ˣ˴ˬ˪ ˧ˡ˩ :˫˧˞˟ˢ ˫˧˞ˮ˸ˢ 

1.  ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˢˮ˷˧RR_AllocateEx .(˰ˣ˟˵ ˨˶˰ ˞˪ˣ) ˢˮ˸˷ˬ ˪ˡˣˠ ˫˰ 

2.  ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˢˮ˷˧Name_PacketNameToCountNameEx  ˟ˣ˷˧˥˪ ˸˷ˬ˷ˬ ˢ˪˷ ˢ˞˴ˣ˸ˢˣ

˪ ˶˟˰ˣˬˢ ˪ˡˣˠˢ-RR_AllocateEx. 

3.  ˢ˧˴˵ˮˣ˲˪ ˶˟ˣ˰˷ ˨˶˰ˢRR_AllocateEx  ˪˷ ˨ˣˣ˸˟ ˫˧˩˶˰ ˧"˰ ˟˷ˣ˥ˬмс ˶˸ˣ˧ ˣ˞ ˦˧˟. 

 ˧˶˞ˮ˧˟˟ ˣ˪˞ˢ ˫˧˞ˮ˸ˢ ˪˩ ˪˰ ˢˮˣ˰˷ ˢˡ˧˥˧ˢ ˸˲˯ˣˮˢ ˢ˧˴˵ˮˣ˲ˢdns.exe  ˞˧ˢNsecWireRead ˞˟ˢ .

:ˢ˧˴˪˧˲ˬˣ˵ˡ ˨˧˪ˢ˸ ˶˥˞˪ ,ˢ˪˷ ˸˦˷˲ˣˬˢ ˞˯˶˧ˠˢ ˸˞ ˵ˣˡ˟ˮ 

 RESOURCE_RECORD*  NsecWireRead ( PARSED_WIRE_RECORD * pParsedWireRecord ,  DNS_PACKET * pPacket ,  

BYTE * pRecordData ,  WORD wRecordDataLength )  

{  

DNS_RESOURCE_RECORD * pResourceRecord ;  

unsigned  BYTE * pCurrentPos ;  

unsigned  int  dwRemainingDataLength ;  

unsigned  int  dwBytesRead ;  

unsigned  int  dwAllocationSize ;  

DNS_COUNT_NAME countName;  

pResourceRecord = NULL;  

pCurrentPos = Name_PacketNameToCountNameEx (& countName ,  pPacket ,  pRecordData ,  pRecordData + 

wRecordDataLength ,  0);  

if  ( pCurrentPos )  

{  

  if  

   ( pCurrentPos >= pRecordData                                        // < --  Check #1 -  

Bounds check  

    && pCurrentPos -  pRecordData <= 0xFFFFFFFF                        // < --  Check #2 -  

Same bounds check (?)  

    && wRecordDataLength >= ( unsigned  int )( pCurrentPos -  pRecordData ))  // < --  Check #3 -  

Bounds check  

   {  

     dwRemainingDataLength = wRecordDataLength -  ( pCurrentPos -  pRecordData );  
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     dwBytesRead = countName . bNameLength + 2;  

    // size := len(countName) + 2 + len(payload)  

     dwAllocationSize = dwBytesRead + dwRemainingDataLength ;  

     if  ( dwBytesRead + dwRemainingDataLength >= dwBytesRead           // < --  Check #4 -  

Integer Overflow c heck (32 bits)  

         && dwAllocationSize <= 0xFFFF)                                // < --  Check #5 -  

Integer Overflow check (16 bits)  

     {  

      pResourceRecord = RR_AllocateEx ( dwAllocationSize ,  0,  0);  

      if  ( pResourceRecord )  

      {  

        Name_CopyCountName (& pResourceRecord - >data ,  &countName );  

        memcpy(& pResourceRecord - >data + pResourceRecord - >data - >bOffset + 2,  pCurrentPos ,  

dwRemainingDataLength );  

      }  

    }  

  }  

}  

return  pResourceRecord ;  

}  

 ˸˵˧ˡ˟) ˸ˣ˵˧ˡ˟ˢˬ ˸˥˞ .˫˧˩˶ˣ˞ ˸ˣ˵˧ˡ˟ ˪˷ ˟˶ ˶˲˯ˬ ˢ˪˧˩ˬ ˸˞ˤˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˶ˣ˶˧˟˟ ˸ˣ˞˶˪ ˭˸˧ˮ

 ˶˲˯ˬ#5 ˸˵˧ˡ˟ ˞˧ˢ (Overflow  ˪˷мс  ˭˧˧˴˪ ˧ˣ˞˶ .˸˞ˤˢ ˢ˧˴˵ˮˣ˲˟ ˣˮ˪˷ ˢ˷˪ˣ˥ˢ ˸˞ ˸˰ˮˣˬˢ ,˦˧˟

˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˶˞˷ˬ ˸ˣ˵˧ˡ˟ ˶˸ˣ˧ ˢ˟˶ˢ ˢ˪˧˩ˬ ˸˞ˤˢ ˢ˧˴˵ˮˣ˲ˢ˷-dns.exe˶˟˩ ˣˢ˷˧ˬ ˣ˪˧˞˩ ˦˰ˬ˩ , 

.˸˞ˤˢ ˢ˧˴˵ˮˣ˲˟ ˢ˷˪ˣ˥ ˪˰ ˫˰˲ ˥ˣˣ˧ˡ 

 ,˫ˡˣ˵ ˣˮ˧˧˴˷ ˧˲˩Microsoft ˢ ˸˶˷ ˸˞ ˣ˷ˬ˧ˬ-DNS  ˭˧˧ˮ˰ˬ .˫˧ˮˣ˷ ˫˧˪ˣˡˣˬ ˧ˮ˷˟ ˣ˪˷ ˦ˮ˧˧˪˵ˢ ˸˞ˣ

˟ ˸ˬ˧˧˵ ˸˞ˤˢ ˢ˷˪ˣ˥ˢ ˫˞ˢ ˵ˣˡ˟˪-DNS Client ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸ˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˪˰ ˪˩˸˯ˮ .

dnsapi.dll!Sig_RecordRead: 

 

˵ˮˣ˲ˢ ˪˷ ˧˪˟ˬ˯˞˯˧ˡˢˬ ˵˪˥] ˢ˧˴dnsapi.dll!Sig_RecordRead[ 

˟ ˢ˪˷ ˢ˪˧˟˵ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˸ˬˣ˰˪˷ ˢ˞˶ˮ-dns.exe ˠˣ˯ˬ ˸ˣ˟ˣ˷˸ ˡˣ˟˧˰ ˪˰ ˸˧˞˶˥˞ˢ ˢ˧˴˵ˮˣ˲ˢ ,SIG 

-˟DNS Client ˬ ˭˦˵ ˢ˴˵ˣˬˢ ˪ˡˣˠˢ ˧˩ ˸˲˩ˣ˞ ˭˩-0xFFFF .ˣˮ˪˷ ˢ˷˪ˣ˥ˢ ˸˞ ˸˰ˮˣˬ ˭˩˪ˣ ,˫˧˸˟ 
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˟ ˸ˬ˧˧˵ ˞˪ ˣˮ˪˷ ˢ˷˪ˣ˥ˢ˷ ˢˡ˟ˣ˰ˢ-dnsapi.dllˮ˟ˮˣ˵ ˭˩ ˣˬ˩ , ˸ˬ˶ˣˠ ,˫˧˪ˣˡˣˬˢ ˭˧˟ ˢˮˣ˷˷ ˸ˣˬ˷ˢ ˸˧˧˴

˷ ˟ˣ˷˥˪ ˣˮ˪-Microsoft ˢ ˸˶˷ ˶ˣ˟˰ ˫˧ˮˣ˷ ˫˧˦˵˧ˣ˶˲ ˧ˮ˷ ˸˵ˤ˥˸ˬ-DNS ˢ ˦ˮ˧˧˪˵ˣ-DNS ˵˪˥˷ ˱˞ ˪˰ ,

.˫˧˦˵˧ˣ˶˲ˢ ˭˧˟ ˣˮ˶˩ˮˣ˯ ˞˪ ˢ˥˦˟˞ ˧ˮˣ˵˧˸˷ ˢ˞˶ˮ ,˭˩ ˣˬ˩ .˸˲˸ˣ˷ˬ ˫ˢ˪˷ ˢ˵˧ˠˣ˪ˢˬ ˪ˣˡˠ 

 

˫ˣ˩˧˯ 

Microsoft ˫ˢ˪ ˣˮ˥ˣˣ˧ˡ˷ ˢ˷˪ˣ˥ˢ ˧˦˶˲ ˸˞ ˣ˶˷˧˞  ˢˢˤˬˢ ˸˞ ˢ˪˟˧˵ ˞˧ˢˣнлнл-морлCVE- ,˭˩ ˣˬ˩ .

Microsoft ˟ ˢ˸ˣ˞ ˣˠ˶˧ˡ-CVSS  ˪˷мл.л  ˪˧˟ˣˢ˪ ˢ˪ˣ˩˧˷ ˸˧˦˧˶˵ ˢ˷˪ˣ˥ ˞˧ˢ ˭˩˷ ,(˫˪˷ˣˬ ˭ˣ˧˴)

 ˢ˷ˬ˷ˢ ˣˮˠ˴ˢ ˞˪˷ ˧˲ ˪˰ ˱˞ .˷ˬ˸˷ˬˢˬ ˢ˧˴˵˞˶˦ˮ˧˞ ˸˷˶ˣˡ ˢˮ˧˞ ˞˧ˢˣ ˭˧˧ˬˣˡˢ ˪˰ ˸ˣ˦˪˸˷ˢ˪

ˮˢ ˫˧˟˧˦˧ˬ˧˶˲ˢ ˟ˣ˶ ˸˞ ˣˮ˞˴ˬ ˭˩ ,ˢ˷˪ˣ˥ˢ ˪˷ ˢ˞˪ˬ ˧ˮ˲˪ ˶˴˵ ˭ˬˤ ,˨˩ ˪˰ ˱˯ˣˮ .ˢ˞˪ˬ ˢ˷ˬ˷ˢ˪ ˫˧˴ˣ˥

 ˶˵˥ˬˢ ˸ˣˣ˴ ,˶ˬ˞ˬˢ ˫ˣ˯˶˲Group DoubleEyed ˫˯˶˲ ˟-Twitter ˬ ˫ˣ˪˧˴ ˪˰ ˸˥˪˴ˣˬ ˢ˷ˬ˷ˢ ˪˷ ˨˯

 .˶˸ˣ˧ ˢˮ˷˧ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˸˞˯˶˧ˠ 

 

˱˯ˣˮ ˰ˡ˧ˬ˪ ˸ˣ˧ˮ˲ˢ 

 ˠˣ˪˟˟ ˭˧˧˰˪ ˫˩˸˞ ˫˧ˮ˧ˬˤˬ ˣˮ˞ ,˱˯ˣˮ ˰ˡ˧ˬ ˫˰ ˫˧˧ˮˣ˴˧˥ ˫˧˶ˣ˷˧˵˪ ˸ˣ˧ˮ˲ˢ˟ ˶ˬ˞ˬˢ ˸˞ ˱˧˴ˢ˪ ˫ˣ˵ˬ˟

 ˣˬ˩ ,˭˲ˡ˲ˡˬ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˪˷ ˢˬˠˡˢ ˭ˣ˦˶˯ ˪˪ˣ˩ ˞ˣˢˣ ,˶˵˥ˬˢ ˸˴ˣ˟˵ ˪˷ ˶˸˞˟ ˣˮˬ˯˶˲˷ ˧˶˵˥ˬˢ

˷˶ ˸˞ ˫ˠ:˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˫˧ˮ˲ˬ ˣˮ˥ˮ˞ ˫ˢ˧˪˞ / ˣˮ˶ˤ˰ˮ ˫ˢ˟ ˰ˡ˧ˬˢ ˸ˣ˶ˣ˵ˬ ˪˩ ˸ˬ˧ 

https:// research.checkpoint.com/2020/ resolving-your-way-into-domain-admin-exploiting-a-17-

year-old-bug-in-windows-dns-servers/  

˭˧˵˦˧˞ ˪˧˧˞ ,˧˪˷ ˸ˣˣ˴ˢ ˧˶˟˥˪ ˸ˣˡˣˢ˪ ˢ˴ˣ˶ ˧ˮ˞ ˸˞ˤ ˸ˣˮˬˡˤˢ˟ )EyalItkin(@  ˳˧˟ˣ˵˷˶ˢ ˧˶ˬ˰ˣ

)omriher@.ˢˤ ˶˵˥ˬ˪ ˫˸ˬˣ˶˸ ˪˰ ,( 

 

  

https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://twitter.com/ShadowChasing1/status/1296683528671830016
https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/
https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/
https://twitter.com/eyalitkin
https://twitter.com/omriher
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˸˞ˬ ˶ˮ˧˧˶˵ ˭˸ˮˣ˧ 

 

ˢˬˡ˵ˢ 

 ˦ˮ˶˦ˮ˧˞ˢ ,˫˧ˮ˷ˢ ˨˪ˢˬ˟ˢˮ˸˷ˢ, ˪˧˟ˣˢˣ ˣˮ˸ˣ˞  ˸˞ ˸ˣˮ˷˪˧˩˶ˡ .ˣ˧˪˰ ˢˮˠˢˢˣ ˢ˲˵˸ˢˢ ,ˢ˧˧ˮ˟ˢ 

˶˟˰ˬˢ ˪πAPI 

˧ ˸˴˵ ˥ˣ˵˪ˢ ˪˰ ˯˧ˬ˰ˢ˪ ˢ˧˰˟ ˭˧˞˷ ˨˩ ,ˣ˵ˤ˥˸ˢ ˫˧ˮ˲ˡ˲ˡˢˣ ˫˧˧˸˧˟ˢ ˫˧˟˷˥ˬˢ ,˭ˬˤˢ ˫˰ ˦ˬ˶ˣ˲ˣ ,˶˸ˣ

Single Page Application ˣ˞ ,SPA ˸˞ ˭ˮ˰˶˪) ˣ˪˰ ˫˧˰ˣ˴˧˟ˣ ˟ˣ˴˧˰ ˪˷ ˫˧˦˶ˡˮ˦˯ˢ .˶˸ˣ˧ ˳ˣ˲ˮ˪ ˨˲ˢ ,

ˡˣˬ˰ˢΚ ˟ ˣˮ˥ˮ˞ ,ˢˡˣ˸ ˞˪πнлнл ˧˶˸˞˟ .(SPA ˪ ˡˣˠ˧ˮ˟πmulti page ˸˶˷ˢ ˪ˣ˞˷˸ ˪˰ ˨ˬ˸˯ˬ ˥ˣ˵˪ˢ ,

 ˧˴˟˵ ˸˶ˤ˥ˢ ˫ˣ˵ˬ˟ ˢ˴˧˶ˢ ˭ˬˤ˟HTMLˣ ,πAPI .˫˪˷ˣˬˢ ˭ˣ˶˸˲ˢ ˢˤ 

π˪API ˧) ˸ˣ˥ˣ˵˪ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ :˫˧˟ˣ˷˥ ˸ˣˮˣ˶˸˧ ˷Web ,Mobile ,Desktop  (ˡˣ˰ˣ

 ˪˵ ˶˸ˣ˧ ˢ˟˶ˢ˷ ˨˩ ,˸˶˷ˢ ˭˧˟˪ ˥ˣ˵˪ˢ ˭˧˟ ˸˦˪˥ˣˬ ˢˡ˶˲ˢ ˶˴˧˧ˬ ˵˷ˬˬˢ .ˡ˟˪˟ ˡ˥˞ ˸˶˷ ˫˰

.(˥ˣ˸˧˲˟ ˸ˣ˟˩˷ˢ ˪ˡˣˬ˪ ˢˬˣˡ˟) ˸˶˷ ˡ˴ ˣ˞ ˥ˣ˵˪ ˡ˴ ˸˧˧ˠˣ˪ˣˮ˩˦ ˱˧˪˥ˢ˪ 

OWASP˥ˣˣ˶ ˸ˣ˶˦ˬ ˞˪˪ ˭ˣˠ˶˞ ,˷ ,˸ˬ˧˷˶ ˸˞ ˣˮ˪ ˞˧˟ˢ Top 10 ˢ˟ ˸ˣ˷˪ˣ˥πWeb ˢˬ˧˷˶ ˞˧˴ˣˢ ,

˶˸ˣ˧ ˸˧ˮ˩ˡ˰ ) ˫˧˪˞˶˷˧ˢ ˢ˥˦˟˞ˢ ˧˶˵ˣ˥ ˧ˮ˷ ˧ˡ˧ ˪˰J( ˭ˣ˪˧ ˤ˶˞ˣ ˧ˡ˵˷ ˭ˣˮ˧,  ˧˞ˣˣ˸ ˫˰ ˡˡˣˬ˸ˢ˪ ˧ˡ˩

ˡ˥ˢ ˥˦˷ˢˢˤˢ ˷. OWASP :˟ˣ˷˥ ˶˟ˡ ˣˮ˧˟ˢ ˢ ˫˪ˣ˰πWeb ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˷˪ˣ˥ˢˣ ˧˥˩ˣˮˢ ˣˮ˸˷ˢ  ˫˧ˮ˷˟

˸ˣˮˣ˶˥˞ˢ. ˞ ˣ˷ˬ˧˷˷ ˸ˣ˷˪ˣ˥ˢˣ˩˲ˢ ˫˧˶˸˞ ˧˥˸˲ˬ˩ ˭ˮˣˠ˸ˢ˪ ˣˮ˧˯˧ˮ ˭ˢˬˣ ,˸ˣ˶˧ˡ˥ ˧˵ˡˣ˟˩ ˣˮ˸ˣ˸ˣ˥˲˪ , 

.˸ˣ˷˧ˬ˷ 

https:// owasp.org/www-project-api-security 

  

https://owasp.org/www-project-api-security
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ˢˮ˸˷ˬ ˸ˣ˷˪ˣ˥ˢ ˸ˣ˧˦ˮˣˣ˪˶ 

¶ Sqli π  ˪˷ ˢ˦˧˷ˢ ˸˯˧ˮ˩ ˫˰NoSql ˢ ˧˪ˡˣˬˣπORM  ,˫˧˥˧˪˴ˬˢ˩ ˧ˡ˧ ˪˰ ˪˴ˮ˪ ˭˸˧ˮ˷ ˫˧˶ˣ˥ˢ ˸ˣˬSqli 

ˣˬ˴ˬˣ˴ .˸˧˸ˣ˰ˬ˷ˬ 

¶ XSS π ˧˰˟˪ ˨˲ˢ˪ˣ˲˧˦˪ ˢ  ˡ˴ˢ˥ˣ˵˪.  ˦˪˲ ˥ˣ˪˷˪ ˸˶˷ˢ ˡ˧˵˲˸ ˢˤ ˢ˧ˢ ˫˰˲HTML- ˧˵ˮˣ ˭˧˵˸ ˧

ˢ ˭ˡ˧˰˟ ˨˞ ,˫˧˦˲˧˶˵˯ˬ-API ˶˸ˣ˧ ˶˧ˤ˥ˬ ˞˪ ˸˶˷ˢ ,HTML ˞˪˞ ,JSON  ˰˴˟˪ ˣˡ˧˵˲˸ ˞˪ ˶˟˩ ˢˤˣ

HTML encoding . ˸ˣ˧˶˲˯ ˥ˣ˵˪ˢˬ ˶˟˩ ˸ˣ˟˶ˢ ˸˞ˤ ˪˩˟ ˫˞ˣ ,˪ˡ˥ˬ ˸˶˧˶˟˩ ˥˦˟ˣ˞ˬ ˶ˣˡˮ˧˶ ˸ˣ˪˧˩

 ˦˪˵ ˯˧ˮ˩ˢ˪ ˢ˴˶˸HTML  ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴˸˭ˣˮˠ˯˟ dangerouslySetInnerHTML ύReactΦό 

¶ Path Traversal π ˢ ˫˪ˣ˰˟πCloud˟ ˷ˣˬ˧˷ˢ ˢ˪˰ˣ ˸˶˷ˢ ˪˰ ˫˧˴˟˵˟ ˷ˣˬ˧˷ˢ ˡ˶˧ ,πobject 

storage ˣ˟ , ˸˩˶˰ˬˢ ˡˣ˵ˬ ˫˧ˡ˶˲ˮ ˫˧˪˰ˬ ˣˮ˞˷ ˫˧˴˟˵ˢ ˣ˞ ˸ˣ˞ˬ˯˧˯ ˣˬ˩ ˣˮ˪˷ ˫˧˷˧ˠ˶ˢ ˫˧˴˟˵ˢˣ

˪˪˩ ˨˶ˡ˟ .˸ˣ˥˸˲ˬ  ˫˰ ˣˮ˪˷ ˦˵˧˧˟ˣ˞ˢ ˪˞ ˫˧˷ˠ˧ˮGUID  ˫˧ˬ˰˲˪ˣ˧˦ˮˣˣ˪˶ ˶˟ˡ ˞˪ ˭ˢ ˸ˣ˧˵˧˸ ˫ˠ .

 ˸˷˪ˣ˥ ˷˧ ˶˷˞˩traversal .˸ˣ˶ˣˬ˥ ˸ˣ˥˲ ˣ˧ˢ˧ ˸ˣ˩˪˷ˢˢ ˪˪˩ ˨˶ˡ˟ 

¶ CSRF π ˸˧˸ˣ˰ˬ˷ˬ ˸˥˲  ˪˷ ˢ˷˧ˠˢ ˸ˣ˩ˤ˟stateless API  ˣˬ˩ ˫˧˷ˣˬ˧ˬˣTokens, Authorization 

headers. ˟ ˸ˣ˷ˬ˸˷ˬ ˭˧˧ˡ˰˷ ˸ˣ˶˟˥ ˷˧˷ ˭˧˧˴˪ ˟ˣ˷˥)-cookies  ˧ˮ˲ˬ ˭ˠˢ˪ ˧ˡ˩XSS  ˪ˠˡˢ ˫˰http 

only  ˶ˣ˟˰ ˫˧˧˵ ˞˪˷ ˶˟ˡlocal storage .( 

¶ Classic Security Misconfigurations π ˸ˣˬ˪˰˧ˢ ˦˰ˬ˩ ˡ˰ ˢ˦˰ˬ˸ˢ˷ ˢ˧˰˟ ˡˣ˰. ˢ ˫˪ˣ˰πCloud 

 ˧˸ˣ˶˧˷ ˣˮ˪ ˵˲˯ˬPaaS  ˶˷˞ ˪˰ ˫˧˪ˢˣˮˬˣ ,˶˸ˣ˧˟ ˸ˣ˵ˤ˥ˢˣ ˸ˣ˪ˣˡˠˢ ˸ˣ˶˟˥ˢ ˧ˡ˧ ˭ˢ ˣˮ˪ ˸ˣ˥˧˦˟ˬ

.ˣˮˬ˴˰˟ ˰˴˟˪ ˪˩ˣˮ˷ˬ ˶˸ˣ˧ ˢ˟ˣ˦ ˢ˞˶ˮˢ ˪˩˩ ˢ˶ˣ˴˟ ˣˮ˪˷ ˸˶˷ˢ ˪˷ ˪ˣˢ˧ˮ 

 

˫ˣ˧ˢ ˟˴ˬˢ 

 ˸ˣ˧ˠˣ˪ˣˡˣ˸ˬ ˪˧˩ˬ ˷ˡ˥ˢ ˦ˮ˶˦ˮ˧˞ˢ ˭ˡ˧˰˸ˣˮˣ˷  ˣˬ˩ ˸ˣˬ˩˥ˣMicroservices xπCloud based services .

ˣˮ˧˪˰ ˣ ˢ˲˵˸ˢˢ ˸˧˧ˠˣ˪ˣˡˣ˸ˬ ˸˞ ˫ˠ ˫˧˞˸ˢ˪.ˣ˧˪˞ ˣˮ˪˷ ˢˮˠˢ 

ˢ ˞ˣˢ ˢˤˢ ˶˟ˡˢ ˪˩ ˪˷ ˯˧˯˟ˢπAPI ˸˞ ˭˧˟ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ˣ ˸˞ˤˢ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˪˰ ˨ˬ˸˯ˬ ˫˪ˣ˰ˢ ,

.ˣˮ˪ ˶˴˧˧ˬ ˞ˣˢ˷ ˸ˣ˧ˣ˶˷˲˞ˢˣ ˸ˣˮ˩˯ˢ  
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A1: BOLA 

˞˧ˢ ˢˬ˧˷˶ˢ ˪˷ ˡ˟ˣ˩ˬˢˣ ˭ˣ˷˞˶ˢ ˫ˣ˵ˬ˪ ˢ˰˧ˠˢ˷ ˢ˷˪ˣ˥ˢBOLA - Broken Object Level 

Authorization˯˥˧˧˸ˢ˪ ˶˷˲˞˷ ˣˬ˩ ˣ˞ ,  ,ˢ˪ ˧ˣ˞˶ˢ ˡˣ˟˩˟ ˢ˧˪˞the new Sqli. 

BOLA  ˣ˞)IDOR  ˰ˬ˦ˣˬ ˸ˣ˩˶˰ˬ˟ ˫˧˦˵˧˧˟ˣ˞ ˪˰ ˸ˣ˞˷˶ˢ ˭ˣˮˠˮˬ ˣ˟ ˟˴ˬˢ ˸˞ ˣˮ˪ ˸˶˞˸ˬ (˶˟˰˷˪

.(...˪˪˩˟ ˰ˬ˦ˣˬ ˞˪ ˣ˞) ˢ˟ˣ˦ ˞˪ ˢ˶ˣ˴˟ 

 ˫ˣ˵ˬ ˢˤ ˭˩˪ˣ ,ˢ˷˵ˣ ˨˟ˣ˯ˬ ˶˟ˡ ˢˤ ˸ˣ˞˷˶ˢˡˣ˞ˬ ˣ˟ ˪ˣ˲˧˪ ˦ˣ˷˲.  ˶˟˩˷ ˸ˣˬ˧˷˶ˬˣ ˸ˣ˪ˣˡˠ ˸ˣ˶˟˥ ˣˮ˧˞˶

ˣ˥˪ ˣ˪˲ˮ ˣˬ˩ ˫˰˲ ˶˥˞ ˫˰˲ ˸˞ˤ ˢ˷˪Uber, Verizon ˡˣ˰ˣ: 

 

BOLA  ˧˲ ˪˰ ˷˥˶˸ˢ˪ ˢ˪ˣ˩˧user id  ˧˲ ˪˰ˣobject id . ˧˲ ˪˰ ˸ˣ˷˵˟˟user id  ˸˞ ˰˧ˬ˦ˢ˪ ˶˸ˣ˧ ˪˵

.˷ˬ˸˷ˬ˪ ˨˧˧˷ ˭˩˞ ˦˵˧˧˟ˣ˞ˢ˷ ˵ˣˡ˟˪ˣ ˢˮˠˢˢ 

 ˵ˣˡ˟ˮ˫˞ ˸ˡ˰ˣ˧ˬ ˢ˷˵˟ˢ ˣ˧˪˞ ˷ˬ˸˷ˬ ˣ˸ˣ˞ ˞ˣˢ ˢˢˡˤˢ˷ ˷ˬ˸˷ˬˢ: 

 

 ˪˰ ˶˟ˣˡˬ˷˩ ˶˸ˣ˧ ˢ˷˵ ˸˧˧ˢˮ ˢ˧˰˟ˢobject id. ˨˟ˣ˯ˬ ˶˟ˡ ˞ˣˢ ,˧˸˶ˬ˞˷ ˣˬ˩ ,˸ˣ˞˷˶ˢ ˪ˣˢ˧ˮ.  ˷˧

˟˷˟ ˣ˶˴ˣˮ˷ ˫˧˪ˡˣˬ ˢ˟˶ˢ ˫ˢ˧ˮ˧˟ ,ˢˤ ˫˰ ˡˡˣˬ˸ˢ˪ ˪˧ACL ,DAC ,RBAC ,ABAC... 

ˢ ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧ ˱˵ˣ˸πobject id ˵˲˯ˬ ˸ˣ˞˷˶ˢ ˭ˣˮˠˮˬ ˭˧˞ ˫˞ˣ ,˶˥˞ ˡ˥˞˪π  ˰ˡ˧ˬˢ ˸˞ ˪˟˵˪ ˪ˣ˩˧ ˞ˣˢ

 ˢ˰˧˯ˮ˪ ˷ˠ˧ˮ ˱˵ˣ˸ˢ ,ˢ˪˰ˬ ˢˬˠˣˡ˟) .ˢˤˢ ˦˵˧˧˟ˣ˞ˢ ˨ˬ˯ ˪˰мл .(˶˥˞ ˶ˤˣ˧˪ ˸˩˧˧˷ˢ 

 ,˨˧˶˴˷ ˣˬ˩ ˢ˲˵˸ˬˢ ˸˞ ˰ˣˮˬ˪ ˪˧˟˷˟ˣˮ˧˪˰ ˪ˢ˪˞˷ˢ ˪˰ ˢˮˣ˰˷ ˫˩˥ ˭ˣˮˠˮˬ ˷ˬˬ : ˷ˬ˸˷ˬ ˫˞ˢ"x 

 ˰˴˟˪ ˧˞˷˶y  ˦˵˧˧˟ˣ˞ ˪˰zΚ ˪˩˟ ˭ˣˮˠˮˬˢ ˸˞ ˰˧ˬ˦ˢ˪ˣ "API endpoint .ˣˮ˪˷ 

https://appsecure.security/blog/how-i-could-have-hacked-your-uber-account
https://daleys.space/writeup/0day/2019/09/09/verizon-leak.html
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 ˫˧˲˧˦˸ˣ˶˧ˡ˥ ˵ˡˣ˟˪: 

¶ ˟ ˫˧ˢˤˬπurl ˟ ˫˧ˢˤˬ ˷˲˥˪ ˣ˯ˮ ,˫˧˰˧ˠ˲ ˸ˣ˥˲ ˸ˣ˧ˢ˪ ˫˧˦ˣˮπHTTP headers  ˣ˞body. 

¶ GUID ˬ ˸˦˪˥ˣˬ ˢˮˠˢ ˞˪ ˢˤπBOLA , ˨ˣ˯˥˪ ˪˧˟˷˟ ˪˟˞ ,˫˧˷ˣ˥˧ˮˢ ˸˞ ˫˧˷ˬ˸˷ˬ ˧ˮ˷˟ ˣ˷ˬ˸˷ˢ

 ˢ˷˵˟ ˣ˥˪˷ˣ ˫˧ˮˣ˷ ˪˷ ˦˵˧˧˟ˣ˞˪.˧ˮ˷ˢ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˸ˬ˞˸ˢ ˸ˤˣ˶˥ˬ ˫˰ ˡ˥˞ ˷ˬ˸˷ˬ  ˠ˧˷ˢ˪

GUID  ˞˪ ˢˤ˧˪˞˧ˣˣ˧˶˦ ˪ ˰˧ˠˮ ˦˰ˬ ˡˣ˰ ˪˟˞-оA J 

¶ ˪ ˭ˬˤˢ ˢˤ ,˧˶˲˯ˬ ˢˢˤˬ ˷˧ ˫˞-brute force ˣˮ˧˩˸ ,script .˫˧˶˲˯ˬˢ ˪˰ ˳ˣ˶˧˷  

 

A2: Broken Authentication 

˪ ˵˪˥˸ˬ ˸ˣˢˡˤˢ ˪˷ ˧ˣˠ˷ ˷ˣˬ˧ˬπн: 

Lack of Protection π  ˸˰˧ˮˬ˪ ˫˧ˮˣˮˠˮˬ ˸˶ˤ˰˟ ˣˮ˪˷ ˵˷ˬˬˢ ˪˩ ˪˰ ˭ˠˮ ˪˪˩ ˨˶ˡ˟DoS xπrate limiting ,

 .ˢ˥ˣ˷˵ ˶˸ˣ˧ ˢ˟˶ˢ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˢˮˠˢˢ .˫˧˵˲˯ˬ ˞˪ ˣ˪˪ˢ ˸ˣˮˣ˶˸˲ˢ ,˸ˣˢˡˤˢ˟ ˪˲˦ˬˢ ˵˷ˬˬ˟ ˪˟˞

endpoints ˟˩˷ˣ ˡ˥ˣ˧ˬ ˯˥˧ ˪˟˵˪ ˫˧˩˧˶˴ ˢˤ ˠˣ˯ˬ.(˫ˣ˵ˬ˟ ˞˪) ˸˲˯ˣˮ ˢˮˠˢ ˸ 

 :˸ˣ˞ˬˠˣˡ ˢˬ˩Account lockout ,CAPTCHA ,Credential stuffing protection ,нFA 

         

Misimplementation π  ˞˪ ˸˰˟ˣˮ ˞˧ˢ .ˢˮˠˢ ˧ˮˣˮˠˮˬ ˪˷ ˭ˣ˩ˮ ˞˪ ˷ˣˬ˧ˬ ˞˧ˢ ,ˡ˧ˬ˸ˬˣ ˤ˞ˬ ˢ˴ˣ˲ˮ ˢ˧˰˟

 ˨˧˞ ˪˷ ˢˮ˟ˢ ˣ˞ ˰ˡ˧ ˶˯ˣ˥ˬ ,ˢ˥˦˟˞˪ ˭ˣˣ˩ˣˬ ˞˪˷ ˥ˣ˸˧˲ˬ ˫˰˲.˫˧ˡ˟ˣ˰ ˫˧ˬ˧ˣ˯ˬ ˸ˣˢˡˤˢ ˧ˮˣˮˠˮˬ 

:˷ˣˬ˧ˬ ˸ˣ˧ˣ˰˦ ˪˷ ˢˬˠˣˡ˪ ˸ˣ˧˰˟ 

1.  ˪˷ ˢ˩˧ˬ˸JWT  ˫˸˧˶ˣˠ˪˞˟none  

2. ˢ ˪˷ ˞ˣˡ˧ˣ ˶˯ˣ˥πOauth provider 

3.  ˸ˣ˞ˬ˯˧˯ ˭ˣ˯˥˞plain text  ˫˰ ˫ˣ˵ˬ˟hash + salt 

4. ˫˧˷˪˥ ˢˮ˲˴ˢ ˧ˬ˸˧˶ˣˠ˪˞˟ ˷ˣˬ˧˷ 

 API  

ForgotPassword 

Login 

MobileLogin 

UpdateLocation 

EditPhoto 

Extra 

Protection Rate 

Limiting 

(A4) 
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A3: Excessive Data Exposure 

 ˸ˣ˩˶˰ˬ˷ˣ˷˪ˣ˥ˣ ˰ˡ˧ˬ ˱ˣ˷˥˪ ˸ˣ˟ˢˣ˞ˤ ˣˬ˩ ˸ x ˨˞ ,ˡ˧ˬ˸ ˣˮ˪ ˣ˧ˢExcessive Data Exposure ˬˡ˵ˬ˸ 

˟ ˫˧˶ˤ˥ˣˬˢ ˫˧˦˵˧˧˟ˣ˞ˢ ˨˶ˡ ˸˧˲˧˴˲˯ ˰ˡ˧ˬ ˸˲˧˷˥˟πAPI .˥ˣ˵˪ˢ ˡ˴˟ ˷ˣˬ˧˷ ˫ˢ˟ ˭˧˞˷ ˣˮ˪˷ 

 

˷˧ˠ˶ ˰ˡ˧ˬ ˸˶ˤ˥ˢˬ ˸˰˟ˣˮ ˢ˷˪ˣ˥ˢ ˥ˣ˵˪ˢ ˪˴˞ ˠ˴ˣˬ ˞˪˷,  .˶ˤ˥ˣˬ ˭˧˧ˡ˰ ˪˟˞˟ ˶ˣˬ˷˷ ˢˡ˷-DB  ˪˰

ˬ˸˷ˬ˪ ˰˧ˠ˧˷ ˢ˴˶ˮ ˞˪ ˪˟˞ ˦˵˧˧˟ˣ˞ˢ.˷ ˬ ˳ˣ˲ˮ ˢˤπн :˸ˣ˟˧˯ 

1. ˡ˧˸˰˟ ˷ˬ˸˷ˮ˷ ˢ˶˵ˬ˪ ˶˧ˤ˥ˮ 

2. ˶˸ˣ˧ ˪˵ 

 ˱˧ˡ˰ ˭˩˪ˣ ,˫˧ˣ˯ˬ ˰ˡ˧ˬ˟ ˷ˣˬ˧˷ ˢ˧ˢ˧ ˡ˧˸˰˟ ˧˪ˣ˞ ,˪˷ ˢ˷˧ˠ˪ ˫˧˞˦ˣ˥ ˫˧˟˶ ˫˧˥˸˲ˬ ,˭ˣ˷˞˶ˢ ˟˴ˬ˟

 ˶˴˧˧˪RESTfull API ˣ ˟˴ˬ ˪˩ ˫˰ ˡˡˣˬ˸ˢ˪ ˰ˡˣ˧˷ˢ˪ ˧˧˥˟ ˷˶ˡ˧˧˷ ˧ˣˮ˧˷ ˪˩ ,ˢ˩˩ .˰ˡ˧ˬˢ ˪˩ ˸˞ ˶˧ˤ˥

ˢ ˡ˴˟ ˵˶ ˰˴˟˸˧ ˢ˧˴˵˧˪˲˞ˢ ,ˢ˥˦˟˞ˢ ˭ˣ˟˷˥ ˪˰ ˞˟ ˢˤ˷ ˭˟ˣˬ˩ .˫˧ˡˡ˴ˢ ˧ˮ˷˟ ˥ˣ˸˧˲ ˷ˣ˶ˡ˧ ˞˪ˣ ˥ˣ˵˪

˷˸˶ˬˣ˞ ˸ˢ ˸˞ ˫˴ˬ˴˪ ˱˧ˡ˰ ˸ˣ˪ˣ˩ .˷˶ˡˮˢ ˫ˣˬ˧ˮ˧ˬ˪ 

 ˧˸ˣˣ˴ ˷˧˷ ˫˧˟˴ˬ˟ ˫ˠ ˸ˣ˶˵˪ ˪ˣ˩˧ ˢˤbackend  ˧˸ˣˣ˴ˣfrontend ˸ˣˣ˴ ˪˷ ˸ˣ˷˧˶ˡˢ ˭˧˟ ˫ˣ˞˧˸ ˶˯ˣ˥ ˷˧ˣ ,

.˸˶˷ˢˬ ˥ˣ˵˪ˢ 

ˬ˩ ˸˧˰˟˦ˢ ˣˮ˧˸ˣˮ˪˴˰ˬ ˸˰˟ˣˮ ˢ˧˧ˮ˷ˢ ˢ˟˧˯ˢ˫˧˥˸˲; ˟ ˷ˬ˸˷ˢ˪ ˪˵ ˶˸ˣ˧ ˢ˟˶ˢπ()toJson  ˶˥˞ ˣ˞ ˢˤ˩

ˢˬ ˧˸˪˟˧˵˷ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˶˧ˤ˥ˢ˪ˣπDB.˰ˡ˧ˬ ˭ˣˮ˧˯ ˪˷ ˸ˣ˶ˣ˷ ˢˬ˩ ˱˧˯ˣˢ˪ ˶˷˞ˬ , 
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A4: Lack of Resources & Rate Limiting 

ˣˮ˧˪˰  ˪˩ ˪˰ ˸ˣˮˠˢ ˰˧ˬ˦ˢ˪API  ˰ˣˮˬ˪ ˢ˶˦ˬ˟ ˣˮ˪ ˷˧˷ ˱ˣ˷˥DoS  ˸ˣ˲˵˸ˬˣBrute Force.  ˫˧˦˧ˬ˧˪

ˢ˪ ˫˧˩˧˶˴,˸˶ˣ˷˵˸) ˧˲ˣ˯ ˟˞˷ˬ ˪˩ ˪˰ ˸ˣ˧CPU (˭ˣ˯˥˞ ,˭ˣ˶˩ˤ ,. 

 ˭˸ˮ˧ˢ˟ ˞˧ˢ ˸˧˯˞˪˵ ˢˬˠˣˡendpoint ˳˟ˣ˵ ˸˞˪˰ˢ˪.  ˯˧ˬ˰ˢ˪ ˪ˣ˩˧˷ ˢˬ ˪ˣˡˠ ˡˣ˞ˬ ˳˟ˣ˵ ˸ˣ˪˰ˢ˪ ˶˷˲˞

 .˸˶˷ˢ ˪˷ ˭ˣ˯˥˞ˢ ˪˰ ˫ˠˣ ˸˶ˣ˷˵˸ˢ ˪˰ ˫ˠ 

 ˪˰ ˶˟ˡ˪ ˣˮ˞˟ ˪˟˞API.˫˧˟˞˷ˬ ˪˴ˮ˪ ˸ˣ˷ˡ˥ ˸ˣˮ˧˧ˮ˰ˬ ˫˧˩˶ˡ ˣˮ˪ ˵˲˯ˬ ˞ˣˢ , ˬ˰ ˪˰ ˣ˟˷˥˸ ˠ˧˴ˬˢ ˡˣ

ˢ ˫˰ ˠˣ˪˟ ˪˷ ˫˧˦˯ˣ˲πendpoint :˞˟ˢ 

/api/posts?page=1&limit=100 

 ˶˦ˬ˶˲ˢ ˸˞ ˸ˣˮ˷˪ ˶˷˲˞limit ˪πмлл,ллл .˸ˣ˪˵˟ ˣ˧˪˰ ˯˧ˬ˰ˢ˪ ˪˩ˣˮ ˸˶˷˟ ˢ˵˧ˡ˟ ˭˧˞ ˫˞ˣ 

˪ ˫˧˲˧˦˥˸˲ˬ: 

¶ Docker  ˫˧˟˞˷ˬ ˸˪˟ˠˢ˟ ˡˣ˞ˬ ˣˮ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ 

¶ ˪ ˸ˣ˷˰˪ ˪ˣ˩˧ ˷ˬ˸˷ˬ ˸ˣ˧ˮ˲ ˢˬ˩ ˪˧˟ˠˢ˪ ˟ˣ˷˥πAPI 

¶ ˟˧˴˵ˢ˸˶˷˟ ˫˧˧˶ˬˣˮ ˫˧˶˦ˬ˶˲˪ ˫ˣˬ˧˯˵ˬˣ ˫ˣˬ˧ˮ˧ˬ ˣ  
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A5: BFLA 

 ˢ˷˪ˣ˥ˢBFLA - Broken Function Level Authorization ˪˷ ˢˮ˦˵ˢ ˸ˣ˥˞ˢ ˣˬ˩ ˞˧ˢ ,BOLA. 

 

˪ ˸ˣ˞˷˶ˢˢ ˸˵˧ˡ˟˪ ˸˯˥˧˧˸ˬ ˣˤˢ ˢ˷˪ˣ˥ˢ ,˦˵˧˧˟ˣ˞ˢ ˪˰ ˸ˣ˞˷˶ˢˢ ˸˞ ˞ˡˣˣ˪ ˥ˣ˩˷˪ ˫ˣ˵ˬ˟πAPI 

endpoints  ˸ˬ˶˟ ˞ˣˡ˧ˣ ˫˞ ˭˧˟ .˫˧ˮˣ˷ˢapi ˷ ,˫˪Controller .˸˧˲˧˴˲˯ ˢ˧˴˵ˮˣ˲ ˣ˪˧˲˞ ˣ˞ 

 ˣˮ˥ˮ˞ (˭ˣ˩ˮ ˞˪ ˣ˸ˣ˞ ˫˧˷ˬˬˬ ˣ˞) ˣˮ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˧ˬ˧ˮ˲ˢ ˸ˣ˞˷˶ˢˢ ˭ˣˮˠˮˬ ˸˞ ˫˧˷ˬˬˬ ˞˪˷ ˰ˠ˶˟

˪ ˫˧˲ˣ˷˥πBFLA . 

BFLA  ˥ˣ˩˷˪ ˢ˧ˢ ˪ˣ˩˧ ˶˸˞ˢ ˥˸˲ˬˣ ˸ˣ˞˷˶ˢ ˪ˣˢ˧ˮ ˪˷ ˫˧˦˲˯ˮˣ˵ ˣ˧ˢ ˭˷˧ ˶˸˞˟ ˫ˠ ,˭˞˩ ˢ˸˧ˢ ˡ˧ˬ˸

˲ˢ ˪˰ ˸ˣ˞˷˶ˢˢ ˸˞ ˞ˡˣˣ˪ ˢ˧˴˵ˮˣdelete user ˸˞ ˶˧˩ˤˢ˪ˣ ˨˩ ˪˩ ˢ˪ˣˡˠ ˸ˣ˯˥˧˧˸ˢ ˢˤ˪ ˸˸˪ ˢˬ˪ ˤ˞ ,

˟ˣ˷ ˢˤΚ ˟ ˧˩πAPI ˢ ˸˞ ˪˴ˮ˪ ˪˵ ˶˸ˣ˧ ˢ˟˶ˢˣˤˢ ˢ˷˪ˣ˥. 

 ˶˸˞ ˣˮ˪ ˢ˧ˢ˷˩ASP.NET ˪ˣ˩˧ ˢ˧ˢ ˶˴ˣˬ ˶˧ˤ˥ˬ˷ ˡˣˬ˰ ,:˞˟ˢ ˟˧˸ˮ˟ 

products. aspx?productId=123 

 :˟˧˸ˮ˟ ˪˪˩˟ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˶˴ˣˬˢ ˸˵˧˥ˬ ˸˪ˣ˰˲ˣ 

 manage_products. aspx?action=delete&productId=123 

.˧ˣˤ˧˥˪ ˢ˷˵ ˡˣ˞ˬ 

π˟API ˢ˷˵˟ˢ ˧ˡ˧ ˪˰ ˶˴ˣˬˢ ˸˞ ˣˮ˪˟˧˵ ˫˞ ,˶˸ˣ˧ ˦ˣ˷˲ ˟˴ˬˢ: 

GET / api/ products/ 123  

ˢ˷˰ˮ ˦ˣ˷˲ ˶˴ˣˬ ˵ˣ˥ˬ˪ ˪˧˟˷˟˷ ˥˧ˮˢ˪ ˶˧˟˯: 

DELETE / api/ products/ 123 

˫˧˟˶ ˸ˣˬˣ˵ˬ˟ ˷ˬˬ˪ ˶˷˲˞ ˸ˣ˞˷˶ˢ: ˟ ,ˢ˧˴˶ˣˠ˧˲ˮˣ˵˟ ,ˡˣ˵˟πAPI gateway ˫˧˵ˣ˥ˢ ˫˧˟˶ ˫˧˶˵ˬ˟ˣ ,

.˷ˬˬ˪ ˥˩˷ˮ ˦ˣ˷˲˷ ˣ˞ ˸ˣ˧ˣ˰˦ ˢ˷˰ˮˣ ˫˧˟˩˶ˣˬ ,˸ˣˬˣ˵ˬˢ ˭˧˟ ˫˧˶˸ˣ˯ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˶˧ˡˠˮ˷ 
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A6: Mass Assignment 

 ˞˧ˢ .˫˧˥˸˲ˬ ˪˴˞ ˢ˟ˣ˷˥ ˢˮˣ˩˸ ˞˧ˢ˷ ˟˷ˣ˥ˣ ,˸ˣˮ˪˴˰˟ ˪ˣˡˠ ˭˧ˬ˞ˬ ˧ˮ˞˷ ˡ˧˰˧ ˧˸ˣ˞ ˶˧˩ˬ˷ ˧ˬ ˪˩

˪˰ ˢ˶ˤ˥ ˧˞ ˣˬ˩ ˥ˣ˸˧˲˟ ˸ˣ˪˧˰˧˪ ˸ˬ˶ˣ˸  ˢ˧˰˟ˢ .˨˶˰ ˶˴˧˧ˬˣ ˟ˣ˷˥˷ ˢˬ˟ ˵˶ ˡ˵ˬ˸ˢ˪ ˸˶ˤˣ˰ ,ˡˣ˵

ˣ ,˫˧˧˸˥˦˟˞ ˫˧˪˷˩ ˸˶˴˧˧ˬ ˫˧˥˸˲ˬ ˪˷ ˸ˣˮ˪˴˰ ˫˧ˬ˰˲˪˷-Mass Assignment ˸ˬ˪˷ˣˬ ˢ˷˪ˣ˥ ˞˧ˢ 

.ˣˤˢ ˢ˰˲ˣ˸ˢ ˸ˬˠˡˢ˪ 

 ˫˞BFLA  ˪˷ ˸ˣ˥˞ˢ ˞˧ˢBOLA ˤ˞ ,Mass assignment  ˪˷ ˸ˣ˥˞ˢ ˞˧ˢExcessive data exposure. 

 ˢˬˠˣˡ˪ ˥˵˧ˮAPI ˶˥˞˷ ˦˶˲˟ˣ ,˫˧˷ˬ˸˷ˬˢ ˸ˣˢˡˤˢ ˪˰ ˧˞˪˰ .ˢˬ˷˶ˢˢ ˸˧˧˴˵ˮˣ˲ 

 ˸˷˵˟ ˪˷ ˞˟ˢ ˦ˬ˶ˣ˲˟ ˞˧ˢ˷ ˥˧ˮˮPOST  ˟˧˸ˮ˪usersκ ˥˪˷ˮ ˢ˧˪˞ˣ ,json  ˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞ ˪˧˩ˬˢ

.˶ˣ˴˧˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˷ˡ˥ˢ 

ˢ ˸˞ ˵ˣ˶ˤ˪ ˞˧ˢ ˸˞ˤ˩ ˢ˧˴˵ˮˣ˲ ˥ˣ˸˧˲˪ ˶˸ˣ˧˟ ˢ˶˧ˢˬˢˣ ˢ˦ˣ˷˲ˢ ˨˶ˡˢπjson ˪ ˣˮ˪˟˧˵˷πconstructor 

ˢ˵˪˥ˬˢ ˪˷ User˪ ˢ˯˧ˮ˩ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˪ ˣˮ˶˴˧˷ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˶˧˟˰ˢ˪ˣ ,πDB  ˣˮ˪ ˷˧˷ ˱˧˩ ˢˤ˧˞)

ORM ˭ˣ˩ˮΚ.( 

ˢ˷ ˢˬ ˢˤ ˫˞ ˫ˠˣ ,ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˫˧˦˶˲˪ ˵˶ ˣˮ˧˲˧˴ ˫˞ ˫ˠ ,ˢˤ˩ ˟˴ˬ˟π UI ,˥˪ˣ˷ ˣˮ˪˷ 

˪ ˣ˶˟˰ˣ˧ ˫ˢ ,ˢ˷˵˟ˢ ˫˰ ˫˧˲˯ˣˮ ˫˧˶˦ˬ˶˲ ˥ˣ˪˷˪ ˪ˣ˩˧ ˧ˮˣˡˤ ˷ˬ˸˷ˬπconstructor ˟ˡ ˪˷ ˣ˲ˣ˯˟ˣ ˪˞ ˶

πsDB ˪ ˣˬ˴˰ ˨ˣ˲ˢ˪ˣ ˶˦ˬ˶˲ ˱˧˯ˣˢ˪ ˢˬˠˣˡ˪ ˪ˣ˩˧ ˷ˬ˸˷ˬ ˨˩ˣ ˣˮ˪˷πadmin. 

 

 ˲˧˦˸ˣ˶˧ˡ˥ ˵ˡˣ˟˪:  

 ˪˷ ˶ˣ˶˟ˢˣ ˧ˣ˲˴ˢ ˧˲ˣ˞ˢ ˸˞ ˣ˪˴ˮ ,ˢ˵˪˥ˬ˟ ˸ˣˡ˷ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧˶˦ˬ˶˲ ˷˥ˮ˪ ˪˧˥˸ˢ˪ ˫ˣ˵ˬ˟API 

 ˣ˞˴ˬˣGET endpoint ˫˸ˣ˞ ˫˩˪ ˶˧ˤ˥˧˷. 
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A7: Security Misconfiguration 

 ˢ˷˪ˣ˥ ˪˰ ˶˲˯ˬт  ,ˢ˷˪˥ ˢˮ˲˴ˢ ˣˬ˩ ˸ˣ˧˯˞˪˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˷˪ˣ˥˟ ˞˪ˬ ˧˪ˡ˩ ˟ˣ˷˥˪ ˫˧˪ˣ˩˧ ˫˸˞

 ˸˧˴˶ˣˠ˧˲ˮˣ˵same origin policy 'ˣ˩ˣ ˥ˣ˵˪˪ ˸ˣ˦˶ˣ˲ˬ ˸ˣ˞˧ˠ˷ ,ˢˮˣ˩ˮ ˞˪ 

˷ˬˬˬ ˞ˣˢ˷ ˞˷ˣˮ ˵ˬˣ˰˪ ˶˧˩ˬ ˞˪ ˥˸˲ˬ˷˩ ˸ˣ˶˵˪ ˸ˣ˪ˣ˩˧ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˞˧ˠ˷ x ˣ˪ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧

˸ˣ˧˸˥˦˟˞ ˸ˣ˩˪˷ˢ. ˶˵˪ ˸ˣ˪ˣ˩˧˟ ˷ˣˬ˧˷ˬ ˣ˪˧˲˞ ˣ˞ ,˟˪ ˸ˬˣ˷˸ ˶˯ˣ˥ˬ ˸ˣ-dependency  ˢ˪˧˩ˬ˷

.ˢˬ˴˰˟ ˢ˷˪ˣ˥ 

 ˣˬ˩ ˫˧˦˵˧˧ˣ˶˲ ˷˧ ˸ˣ˧ˣ˪˸˟ ˷ˣˬ˧˷ ˫˰ ˶ˢˤ˧ˢ˪ ˪˧˟˷˟dependabot ˪ ˣ˧˷˩˰ ˯ˮ˩ˮ˷πGitHub  ˢ˞˪ˬ ˢ˶ˣ˴˟

˲˷˪ ˫˧˧˲˧˴˲˯ ˫˧˦˵˧˧ˣ˶˲ ˫ˠ ˷˧ .ˣˮ˪˷ ˦˵˧˧ˣ˶˲˟ ˸ˣ˧ˣ˪˸ ˵ˣ˶˯˪ ˣˮ˪ ˶ˣˤ˰˧ˣ,˸ˣ  ˣˬ˩node security project 

˪ ˯ˮ˩ˮ˷πnpm  ˸ˣ˰˴ˬ˞˟ ˣˮ˪˷ ˸ˣ˧ˣ˪˸ˢ ˸˞ ˵ˣ˶˯˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ˣaudit-npm. 

 ˶˵˧˰˟ ˢ˲ ˸ˣ˴˪ˬˢˢ˭ˢ  keep up to date˩ ˸˶ˤ˰˟ˢ ˸˞ ˟ˣ˦ ˣˮ˧˟˸ ,˸ˣ˞˴ˣ˧˷ ˸ˣ˷˪ˣ˥ ˸˵˧˶˯˪ ˫˧˪πAPI 

˪ ˟˪ ˣˬ˧˷ˣ (˵˧ˤˬ ˞˪ ˢˤ ,˭ˢ˪˷ ˢ˥˦˟˞ˢ ˪˰ ˸˴˵ ˣ˞˶˵˸ ˣ˪˧˲˞) ˭ˢ˟ ˫˧˷ˬ˸˷ˬ ˫˸˞˷ ˸ˣ˧˶˲˯ˢ ˪˷π

best practices .˷ˡ˥ ˣˢ˷ˬ ˫˰ ˫˧ˡˡˣˬ˸ˬ ˫˸˞˷˩ 

 ˫˧˲˧˦˥˸˲ˬ˪: 

¶ keep up to date  

¶ ˢ˪ˣ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˞ ˵ˣˡ˟˪ ,ˢˬ˴˰ ˪˰ ˸˶ˤˣ˥˷ ˢˬ˧˷ˬ ˣˬ˧˷.˭˸ˣ˞ ˥˧˷˵ 

¶  ˸˞ ˸ˣ˵˲˯ˬ˷ ˸ˣ˧˶˲˯˟ ˷ˬ˸˷ˢ˪ ˣ˪ˡ˸˷ˢ ,˫˧˧˲˧˴˲˯ ˶˸ˣ˧˷ ˢˬ˩ ˣ˧ˢ˸ ,˷˶ˡˮˢ ˫ˣˬ˧ˮ˧ˬˢ ˭ˣ˶˵˰

˫˩˪˷ ˫˧˩˶˴ˢˬ ˶˸ˣ˧ ˞˪ ˪˟˞ ˫˩˪˷ ˫˧˩˶˴ˢ. 

  

https://github.blog/2020-06-01-keep-all-your-packages-up-to-date-with-dependabot/
https://docs.npmjs.com/cli/audit


 
 

OWASP API Top 10 

sper.co.ilwww.DigitalWhi 

 ˭ˣ˧˪ˠ121, ˶˟ˬ˦˲˯ 2020  сс 
 

 A8: Injection 

˦˵˧ˣ˶˲˟  ˦˪˥ˣˢ ˷ˡ˥ˢˡ˥˞˪ ˪ ˞˧ˢ ˢ˲ ˢˮˣˣ˩ˢ ,ˡ˥˧˟ ˢ˵˶ˤˢˢ ˸ˣ˷˪ˣ˥ ˸˞πSQL injection, command 

injection ˪ˣ˩ˢ ˢ˷˪ˣ˥ ˪˩ˣ.˥ˣ˵˪ˢ ˦˪˵ ˫˰ ˧ˢ˷˪˩ ˢ˲˷˟ ˸ˣ˟˶˰˸ˢ ˸˪  

 ˫˰ ˢˬXSS? 

˪ ˯˥˧˧˸ˢ˪ ˵˧˯˲ˢ ˦˵˧ˣ˶˲ˢ˷ ˞˧ˢ ˭ˣ˧˴˪ ˢ˟ˣ˷˥ ˢˡˣ˵ˮπXSS  .˸˶˷ ˡ˴ ˸˷˪ˣ˥˩XSS  ˣˮ˥ˮ˞˷ ˣˬ˩ ˵˪˥˸ˬ

˪ ˫˧˶˧˩ˬπreflected ,stored ,dom based .˷ˡ˥ˢ ˦˵˧ˣ˶˲˟ ˢˡ˥ ˸˧ˮ˲˸ ˪˟˧˵ 

 ˪˷ ˫˧˶˵ˬreflected xπstored ,˸˶˷ ˡ˴ ˸ˣ˷˪ˣ˥˪ ˫˧˟˷˥ˮ ˣ˧ˢ  ˢ˧ˢ ˞ˣˢ ,˭ˣ˵˧˸ˢ ˪˰ ˧˞˶˥˞ ˢ˧ˢ ˸˶˷ˢ

 ˰˴˟˪ ˷˶ˡˮHTML encoding  ,ˢ˸ˮ˸˷ˢ ˢ˯˧˲˸ˢ .˥ˣ˵˪ˢ ˪˞ ˰ˡ˧ˬˢ ˸˥˧˪˷ ˧ˮ˲˪API  ˶˧ˤ˥ˬJSON  ˣ˞)

 ˞˪ˣ (˶˥˞ ˦ˬ˶ˣ˲HTML ˞ˣˢ ˥ˣ˵˪ˢ ˭˩˪ ,˶˸˞ ˞˪ ˢˤ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ˣ ˣ˧˪˞ ˢˮˣ˲˷ ˥ˣ˵˪ˢ ˧ˬ ˰ˡˣ˧ ˞˪ ˞ˣˢ ,

.˰ˡ˧ˬˢ ˡˣˡ˧˵˪ ˠˣ˞ˡ˪ ˨˧˶˴˷ 

-ˬм ˪-у?! 

˶ˬˢ ˢ˟˧˯ˢ˷ ˸˧ˤ˩πInjection ˟ ˭ˣ˷˞˶ˢ ˫ˣ˵ˬ˟ ˢ˷˪ˣ˥ˢ ˢ˸˧˧ˢπtop10  ˪˪ˠ˟ ˞˧ˢ ˧˶ˣ˵ˬˢSQL injection ,

˸ˮ˩ˣ˯ˬˣ ˢ˴ˣ˲ˮ ˡˣ˞ˬ ˢ˷˪ˣ˥ ˢ˸˧ˢ˷.  ˭˧˧ˡ˰ ˸˞ˤ ˫˰) ˢ˴ˣ˲ˮ ˸ˣ˥˲ ˢ˟˶ˢ ˸ˣ˧ˢ˪ ˢ˩˲ˢ ˞˧ˢ ,ˣˮ˶ˬ˞˷ ˣˬ˩

˟ ˢ˪ˣ˰ˢ ˷ˣˬ˧˷ˢ ˪˪ˠ˟ (˸ˮ˩ˣ˯ˬπNoSql xπORM ˞˧ˢ ˸ˮ˩ˣ˯ˬ ˡˣ˞ˬ ˸˲˯ˣˮ ˢ˷˪ˣ˥ .shell injection 

.ˢ˴ˣ˲ˮ ˡˣ˞ˬ ˢ˸˧˧ˢ ˞˪ ˫˰˲ ˱˞ ˪˟˞ ˸ˮ˩ˣ˯ˬ ˡˣ˞ˬ ˢ˶˞˷ˮ˷ 

.˧ˡ˧ˬ ˶˸ˣ˧ ˭ˢ˧˪˰ ˦˶˲˞ ˞˪ ˤ˞ ˦ˮ˶˦ˮ˧˞˟ ˢˤˢ ˠˣ˯ˬ ˸ˣ˷˪ˣ˥ˢ ˪˰ ˶ˬˣ˥ ˵˧˲˯ˬ ˷˧˷ ˟˷ˣ˥ ˧ˮ˞ 

 ˫˧˲˧˦:˥˸˲ˬ˪ 

¶  ˰˴˟˪ ˟ˣ˷˥ ˷ˬ˸˷ˬ ˦˪˵ ˪˩ ˶ˣ˟˰validation  ˢ˧˴˵˧˪˲˞ˢ ˪˞ ˣ˩˶ˡ˟ ˦˪˵ˢ ˸ˣˮ˧˵˸ ˞ˣˡ˧ˣ)π 

 ˣˬ˩ ˸ˣ˷˪ˣ˥˪sqliˣ (πsanitation ) ˥ˣ˵˪ˢ ˪˞ ˶ˤˣ˥ˢ ˦˪˲ˢ ˸ˣˮ˧˵˸π  ˣˬ˩ ˸ˣ˷˪ˣ˥˪XSS( 

¶ ˟ ˷ˬ˸˷ˢ˪ ,˫˧ˡ˥ˣ˧ˬ ˫˧ˣˣ˸˪ ˡ˥ˣ˧ˬ ˯˥˧ ˸˸˪πescaping .ˢ˲˷ ˪˩˪ ˫˧˞˸ˬˢ 

¶ ˢ ˣ˪˧˲˞ ˧˪ˣ˞ˣ ˸ˣ˧ˮˣ˴˧˥ ˸ˣ˩˶˰ˬ ˫ˠ ,˧ˮˣˡˤ ˥ˣ˵˪ˢ ˵˶ ˞˪) ˧ˮˣ˴˧˥ ˫ˣ˵ˬˬ ˦˪˵ ˪˰ ˣ˩ˬ˯˸ ˪˞πDB ˣˮ˪˷Κ( 
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A9: Improper Assets Management 

 ˧˪ˣ˞ˬˬ˰˷ˬ ˧˩ˢ ˢ˷˪ˣ˥ˢˢ˞˶ˮ˩ ˪˟˞ ,˸ ˢˮˣ˷˞˶ˢ ˭ˣˠ˶˞˟ ˪ˣ˲˧˦˪: 

 

˟ ˢ˷˪ˣ˥ ˸ˣˣˢ˪ ˪ˣ˩˧ ˫˧˯˩ˮ ˪ˣˢ˧ˮπн  ˞ˣˢ ˭ˣ˷˞˶ ˢ˶˵ˬ .˫˧˶˵ˬ˶˯ˣ˥ ˢ˧˴˦ˮˬˣ˵ˣˡ˟.  ˧˪ ˷˧˷˩API 

endpoint  ˟˴ˬ˪ ˵˶ ˢˡ˰ˣˮ˷ ˢ˧˴˵ˮˣ˲ ˣ˞ ˢˮ˷˧ ˢ˯˶ˠ ˣˬ˩ ˣ˧˪˞ ˰ˡˣˬ ˞˪ ˧ˮ˞˷debug  ˸˞ ˢ˞˴ˬ ˪˟˞

ˢ ˸˶˷ ˪˞ ˢ˩˶ˡπproduction ˥˲ ˞˪ ˢ˧˰˟˟ ˣˮ˥ˮ˞ ,ˣˮ˪˷ ˶˞˷ˬ ˢ˶ˣˬ˥ ˸ˣф .˸ˣ˷˪ˣ˥ˢ 

ˢ˶˵ˬ  ,˷ˣˮ˞ ˸ˣ˧ˣ˰˦ ˣ˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˧ˣ˰˦ ˪˪ˠ˟ ˪˟˞ ,˱ˣ˷˥ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞˪˷ ˫˪˷ ˸ˣ˶˧˷ ˞ˣˢ ˧ˮ˷

˷˥ˮ ˱ˣˣˢˬˣ ˣˮ˪˷ ˧ˮˣˡˤˢ ˫˪ˣ˰˪ s.ˣˮ˪˷ ˢˮˠˢˢ ˨˶˰ˬ˟ ˱˯ˣˮ ˶ˣ˥ 

 ˪˟˞ ˱˧˩ ˶˸ˣ˧ ˢˤ ,ˢ˵ˣˤ˥˸˟ ˞˪ˣ ˥ˣ˸˧˲˟ ˡ˵ˬ˸ˢ˪ ˫˧˦ˣˮ ˣˮ˥ˮ˞ ˧˩ ˢ˧˰˟ ˢˣˣˢˬ ˡ˧ˬ˸ ˫˧˯˩ˮ ˪ˣˢ˧ˮ ˞˪ ˢˤ

ˢ ˸ˣˬ˪ˣ˰˟ !˟ˣ˷˥ ˶˸ˣ˧ ˡ˧ˬ˸πCI/CD  ˣˮ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˟˴ˬ ˢˬ ˸˰ˡ˪ˣ ˡ˰˸˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ˣ ,˶ˢˬ ˤˤ ˪˩ˢ

 ˷˧ .˭ˣ˸ˮ ˭ˬˤ ˪˩˟˸ˣ˶˟˥ .˭ˢ˪˷ ˸˷˶˟ ˫˧˯˩ˮˢ ˸˞ ˸ˣ˶˧˩ˬ ˞˪ ˸ˣ˶˟˥˷ ˡˣ˯˧ˢ ˸˥ˮˢˬ ˣˡ˪ˣˮ˷ 

-s"two cents:˧˪˷ " 

ˢ ˢ˷˪ˣ˥ˢ˷ ˭˧ˬ˞ˬ ˧ˮ˞ .˥ˣ˸˧˲ˢ ˧˸ˣˣ˴ ˪˷ ˫˧ˮˣ˩ˮ ˞˪ ˫˧˪ˠ˶ˢˬ ˸˰˟ˣˮ ˸ˣ˷˪ˣ˥ˢ ˶˞˷˪ ˡˣˠ˧ˮ˟ ˸˞ˤ 

 ˡˣ˞ˬ ˦ˣ˷˲ ˢ˶ˣ˞˩˪ ˭˩˪ˣ ,ˢ˸ˣ˞ ˶ˣ˸˲˪ ˣ˞ ˭˧˟ˢ˪ ˧ˡ˩ ˧ˠˣ˪ˣˮ˩˦ ˰ˡ˧ ˸˷˶ˣˡ ˞˪˷ ˸ˣˡ˧˥˧ˢ ˸ˣ˷˪ˣ˥ˢ ˸˥˞ ˣˤ

.ˢ˟ ˫˧˞˦ˣ˥ ˣˮ˪ˣ˩ ˸˞ˤ ˪˩˟ˣ ˢˮˬˬ ˰ˮˬ˧ˢ˪ 

 ˫˧˶˧ˡˠˬ˷˩ ,˥ˣ˸˧˲ˢˬ ˧˪˶ˠ˦ˮ˧˞ ˵˪˥ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˢ˧˴˦ˮˬˣ˵ˣˡˢDefinition of Done  ˢ˶˧ˡˠˬ˷ ˸ˬ˧˷˶)

 ˧˸ˬfeature  ˪˧˩ˬ ˞ˣˢ˷ ˣˬ˩ ˡˣ˰˧˸ ˪˧˩ˢ˪ ˨˧˶˴ ˞ˣˢ ,(˭˩ˣˬunit tests . 

 ˪˰ ˢˮˠˢ˟ ˫˧˦˰ˬˬ ˣˮ˥ˮ˞ ˫˧ˬ˰˲˪API  ˢ˦˪˥ˢ ˫ˠ ˣˤ ˫˧ˬ˰˲˪ˣ ,ˢˮ˷˧ ˢ˯˶ˠ˟ ˣ˞ ˸ˣ˵˧ˡ˟˪ ˷ˬ˷ˬˢ

 ,˧˸˧ˬ˞ˢ ˰ˡ˧ˬˢ ˸˞ ˫˧ˡ˧˶˲ˬ ˣˮ˥ˮ˞ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ˟˪ ˫˧˷˪ ˟ˣ˷˥ ˢˤ˩ ˟˴ˬ˟ .˸˧ˮˣ˧ˠˢ ˣˮ˥ˮ˞ ˡˣ˰ ˪˩

ˢ ˸˯˶ˠ˟ ˞˴ˬˮ˷ ˰ˡ˧ˬ˟ ˫˧˷ˬ˸˷ˬπproduction  ˞˪ˣ ˢˮˠˢ ˪˷ ˢˬ˶ ˢ˸ˣ˞ ˸˞ ˷ˬˬ˪ ˫˧˥˶˩ˣˬ ˣˮ˥ˮ˞

.˸ˣ˥˲˪ ˣˮˬ˴˰˪ ˸ˣ˷˶ˢ˪ 

https://www.axonius.com/
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A10: Insufficient Logging & Monitoring 

Logging  ˫ˠ ,˧˸˥˦˟˞ ˵˶ ˞˪) ˶ˣ˵˥˸ ˨˶ˣ˴˪ ˰ˡ˧ˬ ˸˶˧ˬ˷ ˪˷ ˢ˪ˣ˰˲ˢ ˞˧ˢGoogle Analytics  ˢˤ

logging ˸˶ˤ˰˟ .(ˣ˪˫˧ˠ  ˷ˬ˸˷ˬ˪ ˫˶ˠ ˢˬ) ˷˥˶˸ˢ˪ ˸ˬ˧˧ˣ˯ˬ ˢ˪ˣ˰˲˪ ˫˶ˠ ˢˬ ˶˶˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

 .(ˢ˞˧ˠ˷ ˵ˣ˶ˤ˪ ˸˶˷˪ ˣ˞ ,˶˴ˣˬ ˸ˣˮ˵˪ 

 ˞ˣˢ ˣˮ˪˷ ˫˧˪˩ˢ ˪˯˟ ˧ˮ˷ˢ ˶˟ˡˢmonitoring ˫˧˶˧ˡˠˬ ˣˮ˥ˮ˞ ,metrics ,˫˧˲˯ˣ˞  ,˸ˬ˞ ˭ˬˤ˟ ˰ˡ˧ˬ

ˬ ˫˧˰ˡˣ˧ˣ ˢ˞˶˸ˢ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ ˣˮ˶ˡˠˢ˷ ˭˧˵˸ˢ ˥ˣˣ˦ˢˬ ˠ˶ˣ˥ ˫˧ˣ˯ˬ ˶˦ˬ˶˲˷˩ˣ ˫˧˪ˣ˩˧ˣ) ˢ˶ˣ˵ ˢˤ˷˩ ˡ˧

 ˢ˲˧ ,ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˫˰ ˢˤ ˸˞ ˶˵˥˸˪J.( 

 ˟ˣ˸˩˪ ˧˞ˡ˩ ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˸˞ˣˤ˩ ˢ˶ˣ˴˟  ˟ˣ˸˩˪ ˨˧˶˴ ˞˪ .˰ˡ˧ˬ ˶˸ˣ˧˷ ˢˬ˩ ˣ˪˧˩˧ ,˧˸ˣ˰ˬ˷ˬ ˰ˣ˶˧˞ ˪˩ ˪˰˷

 ˣ˰˧ˠˢ ˢˬ˩ˣ ˢˬ˪ ,˧ˬ ˪˰ ˪˩ˢ ˟ˣ˸˩ˮ ˢ˟ˣ˷˥ ˢ˧˴˵ˮˣ˲ ˷˧˷˩ ˪˟˞ ,˶˟ˣ˰ ˡˣ˵ˢ˷ ˢ˧˴˵ˮˣ˲ ˪˩ ˣˮ˪˷ ˡ˯ˬ˪

˧ˠ˷ ˢˬˠˣˡ˪) ˢ˧˪˞.(˟ˣ˷˥ ˢˤ ˸ˣˢˡˤˢ ˸˞ 

ˢ ˸˞ ˞ˣ˴ˬ˪ ˫˧˩˧˶˴ ˫˸˞ ,˶ˣ˦˧ˮ ˧˟ˠ˪πsweet spot  ˸˰ˡ˪ ˫˧˴ˣ˶ ˫˸˞˷ ˣ˶˩ˤ˸ .˫˩˪˷ ˢ˵˧˶˦ˬ ˪˩˟

ˡˬˣ˰˷  ˫˩˪ ˶ˬˠ˧ˢ˪˭ˣ˶˩˧ˤˢ  ˫˧˴ˣ˶ ˞˪ ˫˸˞ ˪˟˞ ,˸˶˷ˢ ˪˰ˡ˶˷ˬ˪ ˰˧ˠˢ˪  ˞˪˷ ˭˦˵ ˯ˬˣ˰ ˷˧˷˩ ˫˰˲ ˪˩

 ˸ˬ˞˟ˬˣˣˢˢ˧˰˟ ˢ. 

 ˧˦ˮˣˣ˪˶ ˞˪˪ ˨˲ˣˢ ˞ˣˢ ˧ˡ˧ˬ ˶˸ˣ˧ ˰˧˶˸ˬ ˶ˣ˦˧ˮˢ ˫˞ ˪˰ ˵˶ ˰˧˶˸ˢ˪ ˨˧˶˴ ˭˩˪ ,ˣ˧˪˞ ˯˥˧˧˸˧ ˞˪ ˡ˥˞ ˱˞ˣ

˪ˣ˩˷ ˧ˡ˩ ˟ˣ˷˥ ˸ˬ˞˟˷ ˢˬ˫ ˣ˥˵˧ .˸ˣˮ˧˴˶˟ ˣ˸ˣ˞ 

 ˶˴˧˧˪ ,ˣ˸˧˞ ˡˣ˟˰˪ ˫˧˰ˡˣ˧ ˪ˣˢ˧ˮˣ ˥ˣ˸˧ˮ ˧˪˩˷ ˧˦˶ˡˮ˦˯ ˫˧ˠˣ˪ ˦ˬ˶ˣ˲˟ ˷ˬ˸˷ˢ˪ ˧˞ˡ˩dashboards  ˫˧˥ˣˮ

.ˢ˵ˣˤ˥˸˪ ˸ˣ˪˵ˣ ˸ˣ˶ˣ˶˟ ˸ˣ˞˶˸ˢˣ 

Log Injection 

˸˞ ˫˧˥˧˦˟ˬ ˣˮ˥ˮ˞˷ ˟˪ ˫˧˷˪ ˨˧˶˴  ˪˩ˣˮ ˞˪ ˫˧ˮ˧ˬ˞ ˞˪ ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˡˣ˰ ˪˩ ,ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˸ˣˮ˧ˬ˞

:ˢ˞˟ˢ ˢ˶ˣ˴˟ ˳˟ˣ˵˪ ˫˧˟˸˩ˮ ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˫˞ .˸ˣ˧˰˟ ˶˵˥˸˪ 

 

:˞˟ˢ ˦˪˵ˢ ˪˷ ˢ˶˵ˬˢ ˸˞ ˫˧˶˸ˣ˲ ˣˮ˥ˮ˞ ˨˧˞ ˟˪ ˫˧˷˪ ˧˞ˡ˩ 

- 123%0aINFO:+ attacker+logged+out 

:˞˟ˢ ˳˟ˣ˵ˢ ˸˞ ˶ˣ˴˧˪ ˪ˣ˩˧˷ ˢˬ 

INFO:  failed to get product - 123 

INFO:  attacker logged out 
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˫ˣ˩˧˯˪ 

˸˧˞ ˡ˥˧ ˸ˣˮ˸˷ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ˣ ,ˢˮ˸˷ˢ ˦ˮ˶˦ˮ˧˞ˢ ˭˩ ...ˣ ˶˟˩ ,˫˧ˮ˷ ˧ˮ˲˪ ˸ˣ˧˦ˮˣˣ˪˶ ˣ˧ˢ˷ ˸ˣ˷˪ˣ˥

 .˫ˣ˧ˢ ˸ˣ˧˦ˮˣˣ˪˶ ˸ˣ˥˲OWASP  ˦˵˧˧ˣ˶˲ ˸˞ ˣ˶˴˧ˣ ,˨˩˟ ˶˧˩ˢ˪ ˣ˪˧˩˷ˢAPI Security  ˣˮ˪ ˫ˠ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰

ˣˤ˷ ˥ˣ˦˟ ˧ˮ˞ .ˢ˶ˣ˷˟ˢ ˪ˡˣˠ ˸˞ ˭˧˟ˢ˪  ˢ˶ˡˠˢ ˸ˣ˷˰˪ ˨˶˦˴ˮ˷ ˣˮ˪˷ ˢ˶˧˧˶˵˟ ˢˮˣ˶˥˞ˢ ˫˰˲ˢ ˞˪

.˫ˣ˥˸ˢ ˪˰ ˣˮ˪˷ ˸ˣ˪˩˸˯ˢˢ ˪˷ ˸˷ˡˣ˥ˬ 

 ˸ˣ˶˧ˢˬ˟ ˸ˣˮ˸˷ˢ˪ˣ ˡˣˬ˪˪ ˪ˣ˩˧˷ ˢˤ ˞˪˞ ,˶˸ˣ˧˟ ˟˶ˢ ˭ˣ˧˯˧ˮˢ ˪˰˟ ˢ˧ˢ˧ ˞˵ˣˣˡ ˣ˞˪ ˥˴ˮˬˢ ,˷ˡ˥ˢ ˫˪ˣ˰˟

 .˸ˣ˪˧˰˧˟ˣ 

 

˶˟˥ˬˢ ˪˰ 

 ˭˟ ,˶ˮ˧˧˶˵ ˭˸ˮˣ˧но ˥ˣ˸˧˲˟ ˵˯˰˸ˬ ,Full Stack xπSecurity Research 

˸ˣ˪˞˷˪κ˸ˣ˶˰ˢκ :˸ˣˮ˰˦yonatankreiner@gmail.com 
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The Switcher 
˸˞ˬ: ˶ˬ˸˧˞ 

 

ˢˬˡ˵ˢ 

 ,˫ˣ˧ˢ ˫˧˞˴ˬˮ ˣˮ˞ ˣ˟ ˭ˡ˧˰˟ ˫˧˲˵ˣˬ ˣˮ˞ˠˡ˞ˠ˟'˫˧˦ ˪˩ˬ ˫˧ˠˣ˯ˢ .˫˵˪˥ ˫˧˶˸ˣ˧ˬ ,˫˵˪˥ Nice To Have 

.˫ˣ˧ ˫ˣ˧˟ ˣˮ˪ ˫˧˶ˤˣ˰ˣ ˣˮ˧˧˥ ˸˞ ˫˧˶˲˷ˬ ˷ˬˬ ˫˵˪˥ˣ 

˭ˡ˧˰˟  ˧˶˴ˣˬ ˪˷ ˢ˥˧˶˲ ˢˮ˷˧ ˣ˟IoT ,˫˧˧˵ ,˦˰ˬ˩ ˪˩˟ ˸˧˟ ,˶˴ˣˬ IoT ˬ .˶˥˞ ˣ˞ ˢˤ˩˦˰ ˡ˞ˬ ˫˧˷ˮ˞ˢˬ 

˫˧˰ˡˣˬ ˸ˣ˷˪ˣ˥˪ ˸ˣ˧˰˟ˣ  ˧˶˴ˣˬ˟ ˸ˣˬ˧˧˵ˢIoT.  .˰ˣ˟˵ ˭˲ˣ˞˟ ˸˧˸˧˟ˢ ˸˷˶˪ ˫˧˶˟ˣ˥ˬ ˟ˣ˶˪ ˢ˪˞ ˫˧˟˧˩˶

 ,˭ˮ˰˪ ˰ˡ˧ˬ ˫˧˶ˡ˷ˬ˫˧˲˯ˣ˞ ˰ˡ˧ˬ ,˫˧˶˷˵˸ˬ  ˣˮ˪˷ ˡ˧˧ˮˢ ˭ˣ˲˪˦ˢ ˫˰ˣ˩ˣ .' 

˧˶˴ˣˬ IoT ˫ˮ˧ˢ  ˧˟˧˩˶Embedded  ˧˟˧˩˶ ˶ˬˣ˪˩ ˧ˡ˧ ˪˰ ˷˞˶ˬ "˟ˣ˶˴" ˟ˣ˶˪˷ ˡˣ˵ ˫˧˴˧˶ˬˢ ˫˧ˮ˦˵ ˟˷˥ˬ

 ˧˶˧˷˩ˬ .˱˧ˡˮ ˞˪ ˭ˣ˶˩˧ˤ ˟˧˩˶ ˪˰ ˪˰˲ˬˢIoT  ,˫˧˸˧˰˪ˣ ˸ˣˬˡ˵˸ˬ ˞˪ˣ ˸ˣˮ˷˧ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˫˧ˮ˧˧˲ˣ˞ˬ

˫ˮ˧˞ ˫˧˴˧˶ˬ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˪˪˩ .˭ˣ˶˩ˤ ˭˦˵ ,˧ˮˣˮˠˮˬˣ ˢˮˠˢ ˫˧ˮ˷˧ ˶˷˞ ˪˵ ˱ˣ˵˰˪ )˫˞ ˞˪ ˣ˥˯˲ ˫ˢ˧˪˰ 

˧˶ˬˠ˪.˫˧ˬ˧˧˵ ˫ˮ˧˞ˣ ˦˰ˬ˩ (  .˪˵ ˱˶˦ˣ ˫˧˰˧ˠ˲˪ ˫˸ˣ˞ ˸ˣ˩˲ˣˢ ˪"ˮˢ ˸ˣ˧˰˟ˢ ˭˩˪ 

˶ˬ˞ˬ˟  ˶˵˥ˬˢ ˸˞ ˠ˧˴˞ ˢˤ˱˧˵ˬˢ  ˪˰ ˵ˣ˥˶ˬ ˢ˦˧˪˷ ˟˧˩˶ ˪˰ ˧˸˧˷˰˷ˡˣˡ  ˞˶˵ˮˢ ˧˪ˬ˷˥ ˫˧ˬ

"Switcher) "˟˧˩˶ ˳ˣ˲ˮˢ ˪˞˶˷˧˟ ˸˧˪ˮˣ˧˴˵ˮˣ˲˪ xʕ (ˢ˞˶˞ ˡ˴˧˩ ˣ˸ˣ˰˴ˬ˞˟ ˭˸˧ˮ ˸ˣ˪ˠ˪ ˸˞ ˯ˢ˧ˬ˯ s˸˷˶˪ 

˸˧˸˧˟ˢ ˢ˧˪˞ ˞ˣˢ ˶˟ˣ˥ˬ ˫˧ˠˡ˞ˣ ˡ˴˧˩ ˶˷˲˞  "˱ˣ˦˥˪"˸˞ ˶˧˷˩ˬˢ ˦ˣ˪˷˪ˣ ˣ˧˪˰ ˧˪˟ˬ ˶ˣ˷˧˞  .ˣ˧˪˰˟ ˪˷

 ˧˟˧˩˶˟ ˷˧˷ ˸ˣ˧˰˟ˢ ˸˞ ˫˧ˠˡˬ ˢˤ ˶˵˥ˬIoT ,ˢ˥˦˟˞ˢˣ ˢ˶˯˥ˢ. 

ˣˬ˩ ˭˩ ˶ˬ˞ˬ˟ ˰ˠ˞ ˠ˧˴˞ˣ ˫˧˩˶ˡ ˶ˡˮ˞ ˸˧˧˴˵˧˪˲˞ ˸˶˧˵˥˪ ˧˸˷ˬ˸˷ˢ ˫ˢ˟˷ ˸ˣˮˣ˷ˡ˧˞ˣ ,ˢ˥˷ˣ˵ 

˸˶ˣ˟˰˸ˣ ˸˷˶ ˸ˣ˰˴ˬ˞˟ Jeb Frida ,Ghidra ,Wireshark xπBinwalk. 

˟ˣ˷˥ ˧˪ ˭˧˧˴˪ ˟˪˷˟ ˢˤ ˸˞ ˢ˶ˤ˰ˢ ,˧ˣˣ˧˪ˢ ˰ˡ˧ˬˢˣ ˸˪˟˧˵˷ ˶˟˥ˬ ˶˵˧ ,˧ˡ˧ˠ ,˶˷˞ ˶˵˥ ˸˞ ˶˧˷˩ˬˢ 

 ˭˲ˢˬ˧ˤ˧˲ˢ .ˠ˧˴ˬˣ ˸˞ ˵˪˥ˢ s "˧˸˶ˬˣ˥"˪˷ ˶˵˥ˬˢ ˠˣ˪˟˟ ˧˷˧˞ˢ ˣ˪˷: 

 https://giddi .net/posts/inside-a-switcher-v2-part-1-overview 

https://giddi.net/posts/inside-a-switcher-v2-part-1-overview
https://giddi.net/posts/inside-a-switcher-v2-part-1-overview
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The Switcher Android Application 

ˢ˪˧˥˸ ˪˧˥˸ˮ ˢ˶˧˵˥˟ ˸ˣˮˮˣ˟˸ˢˣ ˪˰ ˸˧˧˴˵˧˪˲˞ ˶˧˷˩ˬˢ  .ˡ˧˧ˮˢ ˭ˣ˲˪˦˪˭ˬ ˢ˧˴˵˧˪˲˞ˢ ˭˸˧ˮ ˭˧˟ˢ˪ ˸ˣ˥˲ 

ˣ˞ ˶˸ˣ˧ ˸˞ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˶˧˷˩ˬˢ ,˸ˣ˪ˣ˩˧ˣ ˸ˣˮˣ˷ ˭ˣˠ˩ ˭ˣˮˠˮˬ ˧ˮˣ˩ˡ˰ ˢ˥˷ˣ˵ˢ .˫ˣ˷˧˶ˢ ˧˸˶˷˪ ˢ˶˟˥ˢ 

ˣ˩ˣ.' 

˟ˣ˷˥ ˧˪ ˪˭˧˧˴ ˸˞˷ ˢ˧˴˵˧˪˲˞ˢ ˧˸ˮ˵˸ˢ ˪˰ ˭ˣ˲˪˦ ˡ˧˞ˣ˶ˡˮ˞ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ  ˥˸˲ˬ ˸ˣ˧˴˲ˣ˞ ˫˰ˣ

 ˡ˞ˬ ˢ˧˴˵˧˪˲˞ ˸˶˧˵˥ ˸˰˟ .˸˷˶ˢ ˧˟˥˶˟ ˸˞ˤ ˸ˣ˷˰˪ ˡ˴˧˩ ˫˧˶˟˯ˢˣ ˫˧˩˶ˡ ˭ˣˬˢ ˫ˮ˷˧ .˸ˣ˪˰˲ˣˬ

)  ˳˪ˬˣˬˣ˪˧˲˞ ˶ˡˠ˟ ˢ˟ˣ˥ (˷ˬ˸˷ˢ˪ ˶˧˷˩ˬ˟ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ˫˰ˣ  ˧˪˩ˢADB ,˭˟ˣˬ˩ ˶˷˲˞˷ ˫ˠ 

˸ˣ˰˴ˬ˞˟ ˣ˦˪ˣˬ˞ ˶,˨˞ ˧ˮ˞ ˸˧˷˧˞ ˱˧ˡ˰ˬ ˡˣ˟˰˪ ˫˰ ˫˧˶˧˷˩ˬ ˸˧ˤ˧˲. ˪˧˥˸ˮ ,˭˪ˢ˪ ˫ˣ˪˧˴ ˨˯ˬ ˪˷ 

ˢ˧˴˵˧˪˲˞ˢ ˶˥˞˪ ˫ˣ˷˧˶ ˷ˬ˸˷ˬ ˧˟˧˦˵˧˲: 

 
 

 

 

 

 

 

 

 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ .˭˧˞ ˶˸ˣ˧ ˧ˡˬ ˸ˣ˧˴˲ˣ˞  .˧˷˞˶ˢ ˨˯ˬˢ˨˧˷ˬˮ ˭ˮˣ˟˸ˮˣ ) ˫˧˶˧˷˩ˬ ˸˲˯ˣˢ˟ˢ˴˧˥˪ ˪˰ 

˶ˣ˸˲˩ s-Ҍ:( 
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˭˞˩  ˢ˷˰ˬ˪ .˶˸ˣ˧ ˭˧˧ˮ˰ˬ ˢ˞˶ˮ ˢˤ˞ˢˢ˧˴˵˧˪˲ ˸˶˷˲˞ˬ ˣˮ˪ ˶˧ˡˠˢ˪ ˸˞ ˶˧˷˩ˬˢ ˞˪˪ ˶ˣ˟˧˥ ˶˧˷˩ˬ˪ 

ˣˬ˴˰ .˪˩ ˢˬ ˨˧˶˴˷ ˸ˣ˷˰˪ ˢˤ ˭˧ˤˢ˪ ˸˞ ˧˦˶˲ ˸ˣ˶˟˥˸ˢˢ ˸˷˶˪ ˸˧˸˧˟ˢ ˳ˣ˥˪˪ˣ ˪˰ ˸ˣ˶˟˥˸ˢ ˧ˢˣˤ .

 ,˷ˡ˥ ˶˧˷˩ˬ ˪ˣ˥˸˞˪ ˫˧˧˸˷ ˨ˣ˸ˬ ˸˥˞ ˢ˦˧˷ˢˡ˧ˬ˟ ˢ˦˧˷ˣ xʕ ˸˪˷˩ˮ ,˸ˬ˧˧˵  ˶˧˟˰ˢ˪ ˸ˣ˶˷˲˞ˢ ˫ˠ

 ˟˴ˬ˪ ˶˧˷˩ˬˢ ˸˞AP ,˶˟˥˸ˢ˪ ˸ˡˣ˵ˮ˪ sπWIFI  ˣ˪˷˪˥˸˞˪ˣ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˪ˣ˵ˣ˦ˣ˶˲ ˧ˡˣ˥˧˧. 

˸˦˧˷˟ ˪ˣ˥˸˞ˢ ˢˮˣ˷˞˶ˢ ˸ˠ˴ˣˬˢ ˢˮˣˬ˸˟  ˸ˮˬˣ˯ˬˢ ˸˶˸ˣ˩˪ ˟˪ ˫˧˷ˮ˸˶ˠ˯ˬ˟ ˢˬˣˡ˞ˢ  ˶ˣ˟˧˥"˫˩˥ ."

 .˫˧ˮ˧˧ˮ˰ˬ ˫˧˶˟ˡ ˸˞˧˴ˬ ˞˪˪ ˢ˧˴˵˧˪˲˞ˢ ˸˞ ˸˴˵ ˡˣ˰ ˧˸˶˵˥ ˢˤ ˟˪˷˟.˨˷ˬˢ˟ ˢˤ˪ ˶ˣˤ˥ˮ ˡˣ˰ 

Reversing the APK 

˰˧ˠˢ ˭ˬˤˢ ˨˪˩˪˸ˢ˪ .˪˧˥˸ sˡ˧˶ˣˮ ˸˞ ˢ˧˧˴˵˧˪˲˞ˢ ˸ˣ˶˧˷˧ ˭ˣ˲˪˦ˢˬ ˸ˣ˰˴ˬ˞˟ ADB: 

 

 ˣ ˨˧˷ˬˮ˥˸˲ˮ  ˸ˮ˩ˣ˸˟ ˢ˧˴˵˧˪˲˞ˢ ˸˞JEB ,˧ˬ˪ ˞˪˷ ˶˧˩ˬ ˢˮ˩ˣ˸ xʕ ˞˧ˢ ˢ˷˰ˬ˪ sπIDA  ˯ˣˡˮ˧ˢ ˪˷

 ˸ˣ˧˴˵˧˪˲˞ ˪˷ ˶ˣ˥˞˪ˡ˧˞ˣ˶ˡˮ˞ ˫˰ ˶˧˧˪˲ˬˣ˵˧ˡ '˴˧˲ ˭ˣˬˢ ˡˣ˰ˣ ˢˡˣ˟˰ˢ ˪˰ ˪˵ˬ˷ ˟ˣ˦˫˧˶  ˪˰ ˫˧˪˵ˬ˷

ˢˡˣ˟˰ˢ: 

 

¶ ˭ˣ˪˥˟ м ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˪˩ ˸ˣ˪˧˟˥ˢ ˸ˣ˵˪˥ˬˢˣ ˢ˧˴˵˧˪˲˞˟ .˶˟ˡ ˭ˣ˷˞˶ ˟ˣ˷˥ˢ ˭˸˧ˮ˷ ˫˧˷˪ ˟˪ 

˞ˣˢ ˢ˧˴˵˧˪˲˞ˢ˷ ˞˪ ˸˪˲˶ˣ˰ˬ )Obfuscated ˸ˣ˰ˬ˷ˬˢ ˸˞ ˭˧˟ˢ˪ ˶˸ˣ˧ ˸ˣ˪˵˟ ˪˩ˣˮ ˭˩˪ (

.˫ˢ˪˷ ˸ˣˬ˷ˢ ˧˲˪ ˢ˟˷ ˸ˣ˧˴˵ˮˣ˲ˢˣ ˸ˣ˵˪˥ˬˢ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢˣ 

¶ ˭ˣ˪˥˟ н ˣ˪ˮˢ ˫˧˴˟˵ˢ ˪˩ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ˫˧ˣ ,˦˯˲˧ˮˬˢ .ˢ˧˴˵˧˪˲˞˪ ˸ˣ˧˶˲˯ ,˸ˣ˧˶˲˯Native  ˡˣ˰ˣ. 
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¶ ˭ˣ˪˥˟ о ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮπJava Byte Code .ˡˣ˵ˢ ˪˷ ˢ˧˴˪˧˲ˬˣ˵˧ˡˣ 

˸˰˩ ˭˸˧ˮ ˪˧˥˸ˢ˪  "˦˦ˣ˷˪"ˢ˧˴˵˧˪˲˞˟ ,˷˲˥˪ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ ,˸ˣˬ˷ ˸ˣ˵˪˥ˬ ˡˣ˰ˣ. 

 

Switcher Protocol 

˧˲˩ ˧˸ˮ˧˧˴˷ ˪˧˰˪ .˶˥˞ˬ ˢ˧˴˵˧˪˲˞ˢˣ ˞˪ ˸˪˲˶ˣ˰ˬ ˭˸˧ˮ ˪ ˸ˣ˵˪˥ˬ ˪˷ ˸ˣˬ˷ ˷˲˥˪ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˧˲

.˸˪˰ˣ˲ ˢ˧˴˵˧˪˲˞ˢ ˨˧˞ ˭˧˟ˢ˪ˣ ˪˧˥˸ˮ  ˢ˪˧ˬˢ ˸˞ ˷˲˥˪˟Login  ˰ˡ˧ˬ ˢˤ˧˞ ˢ˞˶ˮˣ˫˧˧˵ ˨˧˞ˣ ˞ˣˢ ˥˪˷ˮ 

ˢ˶˟˥ˢ ˧˸˶˷˪: 

 

ˢˮˣˬ˸˟ ˪˧˰˪ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢ˵˪˥ˬˢ ˸˧˞˶˥˞ˢ ˪˰ ˸ˣ˶˟˥˸ˢ ˪˷ ˷ˬ˸˷ˬˢ .˸˶˷˪ 
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ˢ˦ˬ˪ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ ˪˰ˣ˲˟ ˸ˣ˶˟˥˸ˢˢ ˸˞ ˸˰˴˟ˬ ˢ˷˰ˬ˪˷ π userLogin2_50Υ 

 

 ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˢ˷˰ˬ˪ ˣˤ ˢ˧˴˵ˮˣ˲ Build0x1102 ,˫˷ ˸˴˵ ˶ˤˣˬ ,˨˷ˬˢ˟ ˶˧ˢ˟ˮ  ,˸ˣ˰ˬ˷ˬˢ ˸˞

˨˶˰ˢˣ ˶ˤ˥ˣˬˢ ˦ˣ˷˲ ˥˪˷ˮ ˸˷˶˟. ˭ˮˣ˟˸ˮ ˢ˟ ˵ˬˣ˰˪: 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲˟ xʕ ˸˰˴˟˸ˬ ˸˧˧ˮ˟ s-Buffer ˢ ˸˞ ˭˧˩ˬ˷˫˧ˮˣ˸ˮ ˸ˣ˶˟˥˸ˢ˪ ˪˷ ˷ˬ˸˷ˬˢ ,

˶˟ˡˢ ˭ˣ˷˞˶ˢ ˦˪ˣ˟˷ ˭˧˰˪ ˣˮ˧ˢ ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ˶˟˰ˣˬˢ ˢ˧˴˵ˮˣ˲˪ BuildHeader2 ,0x1102 ˣˢˤ˷ ˢ˷˰ˬ˪ 

˵˪˥ ˫˷ˢˬ ˪˷ ˢ˧˴˵ˮˣ˲ˢ. 

˶˷˲˞ ˸ˣ˞˶˪ ˰ˡ˧ˬˢ˷  ˭˲ˣ˴ ˸ˣ˰˴ˬ˞˟ ˭˲˴ˣˬAES  ˪˷ ˢ˧˧ˮ˟ ˢˮ˷˧ ˭˩ˬ ˶˥˞˪ˣHeader  ˢ˦˵˞˲ˢ ˪˷ ˢ˧˧ˮ˟ˣ

 ,ˢ˥˧˪˷˪˶˟˩ ˟˪˷˟ ˢˤ ˭˸˧ˮ ˸ˣ˞˶˪ ˷˧˷ ˢ˲ ˷ˣˬ˧˷ ˠˣ˯˟ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ ˧ˡˣ˥˧˧ ˪˴˧ˣˣ˯ô.˶ ˳˧˴ˮ ˤ˧˶ˤ 

˸˵˪˥ˬ˟ ˸˰˴˟ˬˢ ˸˞ ˢˮ˲˴ˢˢ: 
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ˢˮˣˬ˸˟  ˫˧˷ˮ .ˢˮ˲˴ˢˢ ˥˸˲ˬˢ ˸˞ ˸ˣ˪˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ˟˪ ˷˧˷ ˭˞˩ Function Overloading  ˪˷ ˢ˶˵ˬ˟

 ˠˣ˯ˬ ˯ˣ˲˧˦ ˢ˶˧ˤ˥ˬˢ ˢ˧˴˵ˮˣ˲˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˸ˣ˶˟˥˸ˢˢ ˸˧˧˴˵ˮˣ˲byte[] .˷ˣˬ˧ˬ  ˢˮ˲˴ˢˢ ˸˧˧˴˵ˮˣ˲

 ˢ˧˧˶˲˯ ˸ˣ˵˪˥ˬ˪ ˢ˞˧˶˵ˣ ˪ˣ˥˸˧˞ ˢ˷˰ˬ˪ ˞˧ˢ˸ˣ˧˦˶ˡˮ˦˯ ˪˷ ɣ'ˢˣˣ˞ ˸˰˴˟ˬˢ ˸˞ ˢˮ˲˴ˢˢ. 

˫˧˷ˮ ˟˪ ˢ˷ ˢ˧˴˵ˮˣ˲Build Datagram ,˸˪˟˵ˬ о  ,˫˧˶˦ˬ˶˲˪˶˷˞˩ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˣˮ˧ˢ ˨˶˰ˢ 

˶ˤ˥ˣˬˢ ˢ˧˴˵ˮˣ˲ˢˬπBuildheader2 ,˶˦ˬ˶˲ˢ  ˶˦ˬ˶˲ˢˣ ˥ˣ˪˷˪ ˫˧˴ˣ˶ ˣˮ˞ ˢ˸ˣ˞ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˣˮ˧ˢ ˧ˮ˷ˢ

 ˪˷ ˯˲ˣ˞ˬ ˨˶˰ˬ ˣˮ˧ˢ ˧˷˧˪˷ˢон .˫˧˸˟ ˭ˮˣ˟˸ˮ ˟˴˵ˮˣ˲ ˢ˧BuildHeader2: 

 

˸˞  ˫˧˶˦ˬ˶˲˟ ˸ˣˮˮˣ˟˸ˢˣ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˢ˵˧ˬ˰ˬ ˶˸ˣ˧ ˢ˶˧˵˥ ˶˥˞˪ ˧˸˧ˮ˧˷ ˫˧˶˦ˬ˶˲ˢ ˸ˣˬ˷

 ˸ˣˢˬ ˪˰ ˢˮ˵˯ˬ˪ ˧˸˰ˠˢ ˵ˣ˧ˡ˟ ˡ˴˧˩ ˦˶˲˞ ˨˷ˬˢ˟ .ˢ˧˪˞ ˢ˞˧˶˵ˢ ˸˰˟ ˢ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬˢ

 ˧ˣˮ˟ ˡ˴˧˩ ˭˧˟ˢ˪ ˵˶ ˟ˣ˷˥ ˢˤ ˟˪˷˟ .˫˧˶˦ˬ˶˲ˢ˥˧˸˲ˢ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ. ˢ˧˴˵ˮˣ˲˟ ˢ˷˰ˬ˪ ˮ˷˧ x˨˶˰ˬ 

˪˷ ˫˧˸˟ ˶˷˞ ˶ˤ˥ˣˬ ˢ˶ˤ˥ ˰ ˧"ˢ˧˴˵ˮˣ˲ˢ .ˣˢˤ ˢ˷˰ˬ˪πBuffer  ˭˸˧ˮ .˥˧˸˲ˢ ˢˮ˟ˬ ˸˞ ˠ˴˧˧ˬˢ˭˧˟ˢ˪ 

ˡ˴˧˩ ˥˧˸˲ˢ ˟˩˶ˣˬ ˵˶ ˸ˣˮˮˣ˟˸ˢˬ ˶ˡ˯˟ ˸˯ˮ˩ˢ ˰ˡ˧ˬˢ ˣ˧˪˞: 

¶ н  ˥˧˸˲ˢ ˪˷ ˣ˲ˣ˯ˣ ˸˪˧˥˸ ˸˞ ˫˧˪ˬ˯ˬˢ "˫˯˵" ˧˶˲˯ˬ ˫ˮ˧ˢ ˫˧ˮˣ˶˥˞ˣ ˫˧ˮˣ˷˞˶ ˫˧˸˟лxfefл π 

0xf0fe .ˢˬ˞˸ˢ˟ 

¶ ˶˥˞˪ ˭˩ˬ н  ,˫˧˸˟˦˯˧˧ˢ˟ н ,˫˧ˠ˴˧˧ˬˢ  ˸˶˸ˣ˩ ˶ˬˣ˪˩ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˪˷ ˪˪ˣ˩ˢ ˨˶ˣ˞ ˸˞Ҍ  ˸˪˧˟˥

.˰ˡ˧ˬˢ 

¶ н  ,˫˧˸˟˦˯˧ˢ˟ п ,ˠ˴˧˧ˬˢ ˸˞ ˸˞˯˶ˠ ˪ˣ˵ˣ˦ˣ˶˲ˢ. 

¶ н  ,˫˧˸˟˦˯˧ˢ˟ с ,˫˧ˠ˴˧˧ˬˢ ˸˞ ˡˣ˵ ˢˡˣ˵˲ˢ. 

¶ x˩ ˣ' 
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˭˪ˢ˪ ˢˮ˟ˬ ˥˧˸˲ˢ ˣ˞ˣ˪ˬ˟: 

 

˸˰˩  ,˶˸ˣ˧ ˢ˶ˣ˶˟ ˢˮˣˬ˸ˢˢ ˢ˧˴˵ˮˣ˲BuildDatagram  ˸˪˟˵ˬо ˶˦ˬ˶˲:˫˧ 

¶ ˶˦ˬ˶˲ ˭ˣ˷˞˶ - ˢ˪˧˟˥ˢ ˥˧˸˲ ˸˞ ˪˧˩ˬˢ ˫˧˸˟ ˨˶˰ˬ 

¶ ˶˦ˬ˶˲  ˧ˮ˷- ˢ˪˧˟˥ˢ ˪˷ ˰ˡ˧ˬˢ ˸˞ ˪˧˩ˬˢ 

¶ ˶˦ˬ˶˲  ˧˷˧˪˷-  ˪˷ ˯˲ˣ˞ˬ ˨˶˰ˬон  .˫˧˸˟ 

˭ˮˣ˟˸ˮ ˟ ˢ˧˴˵ˮˣ˲BuildDatagram: 

 

ˢ˧˴˵ˮˣ˲ˢ ˧˧ˡ ˸ˮ˟ˣˬ ˣ˧˪˞ˬ ,˞˧ˢ ˦ˣ˷˲ ˢˮˣ˟ ˸˞  ,"ˢ˦˵˞˲ˢ"˸˶˷˶˷ˬ  ˵˪˥ˢ .˰ˡ˧ˬˢ ˫˰ ˥˧˸˲ˢ ˸˞

˭˧˧ˮ˰ˬˢ ˢ˲ ˢˤ ˥˟ˣ˷˧ sπChecksum ,˫˧˰˴˟˸ˬ н  ˨˶˰ˬ ˶ˣ˟˰ ˡ˥˞ˣ ˥˧˸˲ˢˣ ˰ˡ˧ˬˢ ˶ˣ˟˰ ˡ˥˞ ˫˧˟ˣ˷˧˥

) ˫˧˸˟ˢ˶˦ˬ˶˲ ˧˷˧˪˷ ,˭˧˟ˮ ˣ˸ˣ˞ ˶˸ˣ˧ ˵ˬˣ˰˪ ˨˷ˬˢ˟ (˨˶˰ˢˣ ˶ˤ˥ˣˬˢ ˟ˣ˷˧˥ˬ sπChecksum .˭ˣ˷˞˶ˢ 

˫˧˩˶˰ ˢ˪˞ ˫˧˶˷˶ˣ˷ˬ ˱ˣ˯˪ ˢ˦˵˞˲ˢ ˢˬ˞˸ˢ˟ ,˱ˣ˯˟˪ ˨˶˰ˬˢ ˠ˴˧˧ˬ˷ ˸˞ ˢ˦˵˞˲ˢ ˶ˤ˥ˣˬ ˢ˧˴˵ˮˣ˲˪ 

˥˪˷ˮˣ  .˸˷˶˟˟˟˸˧˧ˮ  ˢ˦˵˞˲ˢ ˨˶ˣ˞˪ ˫˧˲˧˯ˣˬ ˥˧˸˲ˢпп  ,˫˧˸˟пл  ,ˣˬ˴˰ ˥˧˸˲ˢ ˶ˣ˟˰п ˢ ˶ˣ˟˰π

Checksum. 

˧ˡ˩ ˷˷˞˪ ˸˞ ˫˧˞˴ˬˬˢ ˡ˰ ˢ˩ ,˧˸ˬ˵ˢ  ˧˸˶˴˧ .˸˷˶ˢ ˠˣ˟˧ˡ˪ ˢ˟˧˟˯˫˰ ˯˧˦˶˩ˢ ˸˷˶ ˧˪˷ ˸˷˶ 

˸˧˦ˣ˥˪˞. ˭ˣˣ˧˩ˬ ˧ˮ˞˷ ˸˧˷˧˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˷ˬ˸˷ˬπLinux ˟ ˧˸˷ˬ˸˷ˢ ˸ˣˮˣ˷ ˸ˣ˴˲ˢ˟˧˪˩ ˧ˡˣ˥˧˧ 

˞˶˵ˮˢ Create_ap ˸ˬ˵ˢ˪ ˸˷˶ ˸˧˦ˣ˥˪˞ ˸˶ˡˣ˷ˬˢ ˟˷˥ˬˢˬ )˸ˣ˶˷˲˞ˢ ˸ˬ˧˧˵ ˡ˪˧˟π˭˧˞  ˸ˣ˩˶˰ˬ˟

https://github.com/oblique/create_ap
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ˢ˪˰˲ˢ ˸ˣˮˣ˷ .˧ˮ˞ ˸˧˷˧˞ ˟ˢˣ˞ ˸˞ ˧˪˩ˢ ˢˤˢ ˭ˣˣ˧˩ˬ ˞ˣˢ˷ ˶˟ˠ˸ˬ ˪˰ ˸ˣ˧˰˟ ˸ˣˮˣ˷ ˣ ˫˧ˬ˰˲˪ ˸ˣ˴˴ˢ˪˵ˬ 

 ˡ˞ˬ˪˰ ˠˣ˲ˮ˧˵˪ ,˭˸˧ˮ ˫ˠ ˷ˬ˸˷ˢ˪ ˟πtcpdump (ˢ˴˶ˢ ˸˪ˣ˩˧ˣ ˢ˷˧ˠ ˷˧ ˫˞ ˧ˤ˧˲ ˶˦ˣ˞˶ ˪˰.  ˢˤ˩ ˟˴ˬ˟

 ,˟˸ˮ˩ ˠˢˮ˸ˬ ˟˷˥ˬˢ˪˩ ˸˶ˣ˟˰˸ ˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˪˩ ˶˧˷˩ˬ ˶˟ˣ˥ˬˢ ˸˷˶˪ xʕ  .˟˷˥ˬˢ ˨˶ˡ ˶ˣ˟˰˸

 ˶ˣ˟˧˥ ˶˥˞˪˪˷ ˭ˣ˲˪˦ˢ ˸˷˶˪ xʕ ˪˩ˣ˞ ˸ˣ˞˶˪ ˢ˷˰ˬ˪ ˸˞ ˪˩ ˸˶ˣ˷˵˸ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˫˰ ˸˶˷ˢ ,

˟˴ˬ˟ ˢˤ˩  ˧˞ˡ˩˶ˣˬ˷˪ ˡˣˣ˪ ˶ˬˣ˪˩ "ˢ˦˵˷ ˸˷˶" ˪˰ ˶˥˞ ˶˧˷˩ˬ ˫ˣ˷˷ ˞˞˪ ˶˟ˣ˥ˬ ,˶˧˷˩ˬˢˣ ˶˟ˣ˥ˬˢ 

˷ˬ˸˷ˬ ˸˶ˣ˟˰˸˟ ˸˷˶ ˸˧˪ˬ˧ˮˬ ,˦˵˷ˢ ˶ˣˤ˰˧  ,ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ˷ ˢ˶ˣ˟˰˸ˢ ˸˞ ˸ˣ˪˵˟ ˸ˣˢˤ˪˸ˣ˰˴ˬ˞˟ 

˸ˣ˞˷˶ˢ ˪ˢˮˬ ˧˸˞ˡ˧ˣ ˶˧˷˩ˬˢ˷ ˦˰ˬ˩ ˞˪ˣ ˶˷˵˸ˬ ˫˰ ˸˷˶ˢ  ˫˧˶ˣ˟˧˥ˢ ˪˷ ˶ˣ˸˧ˮ ˸ˣ˰˴ˬ˞˟ ˸˞ˤˣ

˧˪˩ˢ ˸ˣ˰˴ˬ˞˟ ˫˧ˬ˧˧˵ˢπnetstat ,˸˶˧ˠ˯ˣ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˫˧˶˟ˣ˥ˬˢ ˸˷˶˪. 

˧˸˥˸˲ wireshark  ˷ˣˬ˧˷ˣ ˭ˣ˲˪˦ˢ ˶ˣ˟˧˥ ˶˥˞˪ ˸˷˶˟ ˸ˣ˦˵˞˲ˢ ˫˧˶˦˯ ˭˪ˢ˪ .˱˧ˮ˯ˢ˪ ˧˸˪˥˸ˢˣ

:ˢ˧˴˵˧˪˲˞˟ 

 

˭˸˧ˮ  ˸ˣ˞˶˪˭ˣˬ˧˯˟ ˫ˣˡ˞ˢ ˸˞ ˶˲˯ˬ ˫˯˵ˢ ˪˷ ˸˪˧˥˸ ˥˧˸˲ˢ ,˪ˡˣˠ ˸˪˧˟˥ ˰ˡ˧ˬˢ ˪˪ˣ˩ˢ ˟ˣˢ˴˟ ,˵ˣ˶˧˟ 

˸˯˶ˠ ˪ˣ˵ˣ˦ˣ˶˲ˢ ,˪ˣ˥˩˟ˣ ˡˣ˵ ˢˡˣ˵˲ˢ. 
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˸˰˩ ˞ˡˣˣˮ ˞˪˷ ˣˮ˯˲˯˲ ˶˟ˡ ,˵˧˸˰ˮ  ˥˸˲ˬˢ ˫˰ ˥ˮ˰˲˪ ˢ˯ˮˮˣ ˰ˡ˧ˬˢ ˪˷ ˫˧˸˟ˢ ˸˞ˣˮ˞˴ˬ˷ 

:ˢ˧˴˵˧˪˲˞˟ 

 

 

:ˢ˴˧˶ ˸˞˴ˣ˸ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˸ˣ˰˴ˬ˞˟ ˥˸˲ˬˢ ˧˸˥˪˴ˢ ˥ˮ˰˲˪ ˸˞ ˰ˡ˧ˬˢ ˭˲˴ˣˬˢ ˸ˣ˞˶˪ˣ ˸˞ ˧˦˶˲ ˸ˣ˶˟˥˸ˢˢ.  

 

˟˪˷˟  ˧˸˦˪˥ˢ ˢˤ˭ˮˣ˟˸ˢ˪ ˶ˡˮ˞ ˪˷ ˫˧ˠˣ˪˟ˡ˧˞ˣ )User-space (˶˥˞ˬ ˦˰ˬ˩ˣ ˪˩˟ ˫ˣ˵ˬ ˡˣ˵˟ ˧˞˶˧˸ 

˸ˣ˯˲ˡˢ ˠ˞˟˧ˡ: 
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˳˧˶ˮ ˢˡˣ˵˲ ˯˧˲ˡˢ˪ ˸˞ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶˷ ˶˧˷˩ˬ˟ ,˶˦˪˲ˮ  ˣ˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞˷ ˨˧˪ˢ˸ˢ ˧˲˪˶˥˞˪ˣ 

˭˩ˬ ˶˦˪˲ˮ ˸˞ ˫˧ˠˣ˪ˢ ˧˲˪ sπPID ˣˮ˪˷: 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢ˧˴˵˧˪˲˞ˢ ˢ˯˧˲ˡˬ ˭ˣˬˢ ˰ˡ˧ˬ ˧˷ˣˬ˧˷ ,˧˲˩  ˰ˣ˟˵ˢ ˫ˡˣ˵ˬ ˧˸ˮ˧˧˴˷0x1102 ˞ˣˢ ˡˣ˵ 

ˢˡˣ˵˲ˢ ˧˲˩ ˭˸˧ˮ˷ ˶˪˸ˣ˞ ˢ˯˲ˡˢ˟ Υcmd=0x1102 ,ˢ˷˰ˬ˪ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˸˞ ˰ˡ˧ˬˢ ˶ˤˣ˥ˢ ˸˶˷ˢˬ 

˧˶˥˞ ˸ˣ˶˟˥˸ˢ ˢˮ˧˵˸ ,˫˰   ˸˧ˮ˧˯˟ ˦ˣ˶˧˲ˢˬ ˵˪˥ .˰ˡ˧ˬ ˪˩ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˢˬ ˶˟˯ˢˣ ˰ˡ˧ˬˢ ˪˷ ˶ˣ˯˶˧˲

)˪˵ ˭˧˟ˢ˪ ˪˩˷ ˶˴ˣˬˢ ˶ˣ˴˧˧ ˭˧˯˟ ,ˢˮ˩ˣ˸  ˢ˧˴˵˧˪˲˞˟ ˶˴˵ ˟˵˰ˬ ˧˶˥˞.(ˣ˩ˣ ˢ˶ˬˣ˥˭˸˧ˮ  ˷ˬ˷ˬ ˢˬ˪ ˭˧˟ˢ˪

 ˥˸˲ˬˣ˶˟˥˸ˢˢ ˸ )ˤˬ˶ ,˨˶ˣ˞ˢ  ˣ˪˷он .(˫˧˸˟ 

˫˧˷ˮ  ˟˪ˢ˧˴˵ˮˣ˲˪ ˢ˞˟ˢ ,ˢ˟  ,ˢˤ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˷˧ˢ˷˰ˬ˪ ˥˸˲ˬˢ ˷ˬ˷ˬ ˨˞ ˵˶ˣ ˟ˣ˷˧˥˪ sπ

Checksum  ,˭ˣ˲˪˦˪ ˸˶˷ˢ ˭˧˟ ˰ˡ˧ˬ ˸ˣ˪˧˟˥˟ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˪˷˶˥˞˪  ˢ˟˧˯ˢ ˢ˷˰ˬ˪ ˢˤ .˸ˣ˶˟˥˸ˢˢ

 ˭˧˟ ˨˶˰ˬ ˢ˧˴˵ˮˣ˲˪ ˣˮ˶˟˰ˢ ˸ˣ˶˟˥˸ˢ ˸˰˟˷он  ,˯˲ˣ˞ˬ ˫˧˸˟˭ˣˣ˧˩ˬ ˧˧ˡ˰˷ ˭˞˪ ˣ˰˴˧˟ ˸ˣ˶˟˥˸ˢ ˭˩˪ˣ 

˭˧˞ ˥˸˲ˬ: 

 

˟˪˷˟ ˢˤ ˧˸˶˟˴ ˶˟˩ ˢˮ˟ˢ ˸˧˯˧˯˟ ˶˸ˣ˧ˣ ˧ˡ˩ ˸˰ˡ˪ ˨˧˞ ˷˲˥˪ ˧˪˲˞˟˴˵ˢ˧ ˡ˴˧˩ˣ ˶ˣ˵˥˪ ˣ˸ˣ˞ ˭˲ˣ˞˟ 

˧˲˧˴˲˯. 
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˧˲˩ ˧˸ˮ˧˧˴˷ ˪˧˰˪ ,˵˪˥ ˫˷ˬ ˢ˧˴˵ˮˣ˲ˢ ˪˧˩ˢ ˸˞ ˡˣ˵ ˢˡˣ˵˲ˢ ˭˩˪ ˡ˰˴ˢ ˞˟ˢ ˧˪˷ ˢ˧ˢ ˷˲˥˪ ˸˞ ˪˩ 

˸ˣ˧˴˵ˮˣ˲ˢ ˫˷ˢ˷ ˫ˢ˪˷ ˪˧˥˸ˬ ˟πBuild0x x˭˪ˢ˪ ˸ˣ˞˴ˣ˸ˢ: 

 

ˢˮˣˬ˸˟ ˭˸˧ˮ  ,ˢˤ ˷ˣ˲˧˥ ˶ˣ˟˰ ˸ˣ˞˴ˣ˸ ˭ˣˬˢ ˷˧˷ ˸ˣ˞˶˪˷ˣˬ˧ˬˢ ˞ˣˢ ˶ˣ˟˰ ˪˩ ˢˡˣ˵˲ ,˶˟ˡ ˪˵ˢ˷ ˡ˞ˬ 

˪˰ ˢˮ˟ˢˢ ˪˷ ˸ˣˢˬ ˢˡˣ˵˲ˢ ,˶˥˞˪ ˦ˣ˦˧˷ ˶˴˵ ˸ˣ˧˴˵ˮˣ˲˟ ˪˧˰˪ ˧˸˰ˠˢ ˢ˵˪˥ˬ˪ ˢ˞˟ˢ: 
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˧˧˵ˣ˞ ˢ˧ˢˮ ˷ˬˬ ˢˤ ...˭˧˧ˮ˰ˬ  ,˰ˠ˶˪ ˰ˠ˶ˬ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˷˧ ˣˮ˪ ˸˞ ˫˧ˡˣ˵ˢ ˪˷ ˥˵˪ ˸ˣˡˣ˵˲ˢˬ ˫˰ 

˶ˣ˞˧˸ ˧˪ˣ˪˧ˬ ˢˬ ˸ˣ˰ˬ˷ˬ ˪˷ ˪˩ ˸˥˞ ˫ˢˬ ,˭˸˧ˮ  ,˸ˣ˶˟˥˸ˢˢ ˪˷ ˢˡˣ˵˲ˢ ˧˲˪ ˸ˬ˞˪0x11 = 17 .

 ˢ˷˰ˬ˪ !ˢ˥˷ˣ˵ ˭ˣ˩ˡ˧˰ ˪˷ ˢˡˣ˵˲ˢ ˢˤ ˭˞˩ ˭˧˧ˮ˰ˬˢ ˵˪˥ˢˢ˞˶ˮ ˫˧˧˵˷ ˭ˣˮˠˮˬ ˭ˣ˩ˡ˧˰˪ ˢ˥˷ˣ˵ ,˧˪ˣ˞ ˪˩ˣˮ 

˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ xʕ ˠ˧˷ˢ˪ ˸˞ ˢ˥˷ˣ˵ˢ ˪˷ ˶˧˷˩ˬˢ )˶˪˧˧ˣ˲˯. ˪˩ˣˮ˷ ˥˦˟ ..J  ,(˷˲˥ˮ ˯ˮ˶˲˶  ˰˦˵˪

˪˷ ˡˣ˵ ˭ˣ˩ˡ˧˰ ˢ˥˷ˣ˵ˢ ˰˧ˠˮˣ ˡˣ˵˪ ˡ˧˶ˣˬ˷ ˸˞ ˢ˥˷ˣ˵ˢ ˸˶˷ˢˬ: 

 

ˢ˥˷ˣ˵ˢ ˸ˡ˶ˣˬ ˸˶˷ˬ HTTP .˭˧˧˴˞ ˞˪˷ ˧˸˥˪˴ˢ ˭˲ˣ˞˟ ˪˵ ˧˦˦˯ˣ ˥ˮ˰˲˪ ˸˞ ˸˟ˣ˸˩ ˸˶˷ˢ  ˣˮˬˬ

 ,ˢˤ ˟˴ˬ˟ ˢ˥˷ˣ˵ˢ ˸˞ ˠ˧˷ˢ˪ ˫˧˩˶ˡ ˭ˣˬˢ ˫ˮ˷˧ .˫˧˶˦ˬ˶˲ˢ ˸˞ˣ ˢ˥˷ˣ˵ˢ ˸˞ ˫˧ˡ˧˶ˣˬ˞ˬˠˣˡ˪ 

˷ˬ˸˷ˢ˪ ˟πFIRDA  )˨˷ˬˢ˟ ˷ˬ˸˷˞ ˧˪˩˟ ˢˤ ,(˭˧ˤ˞ˢ˪ ˸˷˶˪  ,ˡˣ˰ˣ˪˟˞  ˸ˣˮˣ˷ ˸ˣ˦˧˷˪ ˫˧˴˲ˣ˵˷ ˧ˮ˲˪

 ˸˧˟˧˦ˬ˶ˣ˲ˮ˧˞ ˡ˞ˬ ˞˧ˢˣ ˶˥˞ˬ ˢ˧˴˵˧˪˲˞˟ ˳˧˴ˢ˪ ˸˴˵ ˷ˬˬ ˡˣ˰ ˢˣˣ˷ˢ˥ˣˮˣ  ,˯˶ˣ˟˧˶˪ˤ˞ ˦ˣ˷˲ ˷˲˥ˮ 

˸˞ ˢ˪˧ˬˢπFirmware :ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˵˪˥ˬ˪ ˰˧ˠˮˣ ˸ˣ˵˪˥ˬˢ ˳˰˟ 
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ˢ˷˰ˬ˪ˣ ˭˞˩ ˷ˬˬ ˷ˣ˶˲ ˲˪ˣˮ˧ˮ ˪˩ ˨˧˪ˢ˸ ˭ˣ˩ˡ˧˰ ˢ˥˷ˣ˵ˢ: 

1.  ˟ˣ˸˩ˢ ˟˧˸ˮ˟ ˸ˬ˧˧˵ ˢ˥˷ˣ˵ˢ˷ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ 

2. ˣ ˢˡ˧ˬ˟-м  ˸˶˷ ˪˥˸ˣ˞ˬ ˸ˬ˞TFTP  ˪ˣ˵ˣ˦ˣ˶˲)TFTP ˣˮ˧ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˸˟˩˷ UDP ˸˶˟˰ˢ˪  ,˫˧˴˟˵

˥˦˟ˣ˞ˬ ˞˪ ˷ˬˬˣ ˣˮˬ˧˟ ˷ˣˬ˧˷˟ ˞˪ ˸˧˯˥˧˷ ˪ˣ˵ˣ˦ˣ˶˲ ˢ ˶˷˞˩πCONTROL  ˦˶ˣ˲˟сф ( 

3.   ˸˶˷ˢ ˧˦˶˲ ˫˰ ˶˧˷˩ˬ˪ ˢ˰ˡˣˢ ˸˥˧˪˷TFTP ˵ ˫˷ˣ.ˢ˥˷ˣ˵ˢ ˳˟ˣ 

ˢ ˸˶˷ ˪˷ ˦˶ˣ˲ˢ ˣˮ˧ˢ ˧ˮ˷ˢ ˶˦ˬ˶˲ˢ˷ ˭˧˟ˢ˪ ˭˸˧ˮ ˶˟˩ ˢ˧˴˵ˮˣ˲˟ ˳˧˴ˢ˪ ˧˪˟-TFTP  ˶ˡˠˣˬ˷ ˦˶ˣ˲)

π˟RFC1350 ˧˷˧˪˷ ˶˦ˬ˶˲ (- .˭ˣ˲˪˦ˢ ˪˷ ˧˲˧˧˞ˢ ˸˟ˣ˸˩ ˭ˣ˷˞˶ ˶˦ˬ˶˲ˣ ,ˡ˧˶ˣˢ˪ ˳˟ˣ˵ˢ ˫˷ 

˟ˣ˷˥  ˢ˞˶ˮ ˶˟ˡˢ ˢˤ ˟˪˷˟˷ ˭˧˧˴˪ ˧˪˦ˣ˷˲ ˭˲ˣ˞˟ ˡ˧˷˥ˬ .˶˥˞˪ ˢ˵˧ˡ˟ ˢ˵˧ˬ˰ˬ ˧˸˧˞˶ ˪˲˞ˢ˷ˢ˧˴˵˧ 

˸˞ˡˣˣˬ ˢ˥˷ˣ˵ˢ˷ ˢ˪˟˵˸ˢ˷ ˢˮ˧ˢ ˸˸ˬˣ˞ˬ: 

 

˸ˣˬ˧˞ ˢ˥˷ˣ˵ˢ ˰˴˟˸ˬ ˪˰ ˸˵˧ˡ˟ sπMD5 sum  ˳˟ˣ˵ˢ ˪˷˪˞ ˪ˣˬ  ,˸˶˷ˢˬ ˶ˤ˥ˣˬˢ ˨˶˰ˢ˪˟˞  ˶˥˞ˬ

 ˸˶˷ˬˢ ˶ˤ˥ˣˬˢ ˨˶˰ˢ ˫ˠˣ ˢ˥˷ˣ˵ˢˣ˫˧˶˟ˣ˰ ˪˰ ˧˟ˠ ˪ˣ˵ˣ˦ˣ˶˲πHTTP ˞˪ ˭˲˴ˣˬ ,˶˟ˡˢ ˰˧ˠ˲ ˸˲˵˸ˬ˪π

MITM  ,˸˧˯˞˪˵˪˩˟ ˢ˶˵ˬ ˟˪˷˟ ˢˤ ,˧˸˶˥˟ ˷ˬˢ˪ ˞˪˷ ˸˲˵˸ˬ ˭ˣˣ˧˩˟ ˨˧MITM  ˸˞ ˪˴ˮ˪ ˸ˮˬ ˪˰

˸˲˵˸ˬ ˪˷ ˸ˣˮ˩˸ˢˢ ˫˴˰ .˶'˴˧ˣˣ˯ˢ ˶˧˷˩ˬ˪ ˸ˣ˧˲˧˴˲˯ ˶˸ˣ˧ ˸ˣ˲˵˸ˬ ˷ˣ˲˧˥˪ ˭ˬˤˢπMITM  ˶˧˷˩ˬˢ ˪˰

 ,˷˪˥ ˶˧˷˩ˬˢ ˪˷ ˢ˥˦˟˞ˢ ˪ˣˡˣˬ ˢˬ˩ ˢ˥˧˩ˣˬˢ˞˶ˬˣ ˸˞ ˸ˣ˧˰˟ˢ ˸ˣ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˧˶˴ˣˬ˟πIoT ,˶˟ˡ 

ˡˡˣ˰˷ ˧˸ˣ˞ ˶ˣ˵˥˪ ˢ˞˪ˢ. 

 
The Firmware 

˟˪˷˟ ˢˤ ˶˟˩ ˧˸ˮ˟ˢ ˴˧ˣˣ˯ˢ ˪˷ ˸˶ˣ˷˵˸ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˧ˣˮ˟ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˨˧˞ô ˶ˣ˟˰ˮ ˸˰˩ .˸˶˷ˢ ˫˰ ˶

)  ˭˧˧ˮ˰ˬ ˶˸ˣ˧ˢ ˵˪˥˪ ˸˴˵˶˸ˣ˧ˣ  (˶ˠ˸˞ˬ˪˷ ˳ˣ˪˧˥ ˢ˥˷ˣ˵ˢ ˯ˣ˶˟˧˶ˣ ˢ˪˷. ˧˲˩ ˣˮ˧˞˶˷ ˪˧˰˪ ,˸˰˟ 

˸ˣ˶˟˥˸ˢ ˸˥˧˸˲ˣ ˢ˧˴˵˧˪˲˞ˢ ˢ˥˷ˣ˵ˢ ˸ˡ˶ˣˬ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˶˧˷˩ˬ˪ ˶ˬ˷ˮˣ˸ ˟˧˸ˮ˟ 

ñ/sdcard/smarthomeò ,˳˧˶ˮπshell ˢ ˨ˣ˸˪˭ˣ˲˞˪˲ ˸˴˵ ˦˦ˣ˷ˮˣ: 
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˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˪˩ ˸ˣ˥˷ˣ˵ˢ ˦ˣ˷˲ ˸˞˴ˬˮ ˪˰ ˭ˣ˲˪˦ˢ ,˟˪˷˟ ˢˤ ˧˸˥ˮˢ ˪˩˷ ˳˟ˣ˵ ˣˮ˧ˢ ˢ˥˷ˣ˵ ˪˷ 

˫ˠˡ ˶˥˞ ˪˷ ˶˧˷˩ˬˢ )ˢ˥ˮˢ ˸˧ˮˣ˧ˠˢ ˢ˥˩ˣˢ˷ ˢˮˣ˩ˮ ˪˰π˧ˡ˧ ˸ˣ˪˩˸˯ˢ ˸ˣˤˣ˶˥ˬ˟ ˬ˧˧˵ˢ˸ˣ ˫˧˴˟˵˟.( 

ˢˡˣ˵ˮ˟ xʕ ,˞˪  ˸˞ ˧˪ ˢ˧ˢ˶˧˷˩ˬ ˴˧ˣˣ˯ˢ'˶ ˸˧ˤ˧˲, ˢ˪˞˪ ˫˩ˬ ˞˪˷ ˣ˞˶˵ ˸˞ ˠˣ˪˟ˢ ˪˷ ˧ˡ˧ˠ ,ˣ˟ ˞ˣˢ ˶˞˸ˬ 

˶˵ˣ˥ˣ ˸˞ ˶˧˷˩ˬˢ ˸˧ˤ˧˲ ˟˪˷˟ ˢˤ ˸˴˵ ˫˧ˡˣ˟˞ .˷˧ ˣˮ˪ ˢ˥˷ˣ˵ ˪˷ ˟˧˩˶ ˭˧˞˷ ˣˮ˪ ˠ˷ˣˬ ˢˬ 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˣ˪˷ ,˫ˠˡ  ,ˣ˩ˣ '˲˧˴ˢ ˪˷ ˭˶˴˧ˣˢ˷˰ˬ˪ ˪˩˟ ˢˬ ˶ˣ˷˵˷ ˢ˥˷ˣ˵˪ ˣˮ˥ˮ˞ ˢ˪˲˞˟ ˢ˧˴˵˧˪˲˞˟ˣ 

˭˧˞ ˫ˣ˷ ˤˬ˶ ˢˬ ˞ˣˢ ˟˧˩˶ˢ ˧ˤ˧˲ˢ. 

 

˶˧˵˥ ˸ ˢ˶ˣ˴˟ ˢ˥˷ˣ˵ˢ˸˧˦˦˯ 

ˤ˞ ˡ˴˧˩ ˭˸˧ˮ ˭˧˟ˢ˪ ˢˤ˧˞˪ ˴˲˧'ξˢ˶ˣ˦˵˦˧˩˶˞ ˢ˥˷ˣ˵ xʕ ˢˡ˰ˣˮ ˧˪˟ˬ ˫ˣ˷ ˰ˡ˧ˬ ˪˰ ˟˧˩˶ˢ ˣ˧˪˰ ˞˧ˢ ˢ˶ˣˬ˞ 

˪ˣ˰˲˪? 

˪˧˥˸ˮ ˸ˣˡˣ˵˲˟ ˧ˮ˞˷ ˥˧ˮˬ ˫˧˟˶˷ ˫˩ˬˬ ˫˧˶˧˩ˬ: 

 

 ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˡˣ˵˲ˢπfile xπbinwalk  ,˰ˡ˧ˬ ˫ˣ˷ ˣˮ˪ ˸ˣ˵˲˯ˬ ˞˪ˢ˪˞ ˫˩ˬ ˞˪˷ ˫˧˶˧˩ˬ ˣˮ˷˧ ˣ˸˱˯ 

π˪binwalk ˡ˞ˬ˷ ˧˷ˣˬ˧˷ ˫˧˟˴ˬ˟ ˢ˪˞˩ ) (cpu_rec ,˱˯ˣ˸ ˢˢˤˬ˷ ˸˞ ˢ˶ˣ˵˦˧˩˶˞ˢ ˪˷ ˡˣ˵ˢ ˳˟ˣ˵˟ ,

˧˶˥˞ ˢ˴˶ˢ ˫˰ ˱˯ˣ˸ˢ ˪˟˵ˮ ˡ˟˰ˬˢ ˪˷ ˞˧ˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢ˷πXtensa ˠ ˧˧ˡ ˸ˣ˶˧˟˯˟ˢˢˣ˟ ,˶˟ˡ ˫ˠ˷ 

ˤˬ˶ˬ ˢ˥˷ˣ˵ˢ˷ ˞˪ ˸ˮ˲˴ˣˬ ,˰ˣ˴˧˟ ˷ˣ˲˧˥ ˶˴˵ ˪ˠˣˠ˟ ˟˪˷ˬˢ ˢˬ˩ ˸ˣ˪˧ˬ ˥˸˲ˬ ˪ˣ˩˧ ˶ˣˤ˰˪ ˣˢ˧ˤ˟ ˧

˴ˢ ,˲˧'˧˶ˢ  ˸˶ˣ˦˵˧˦˩˶˞˟ ˷ˬ˸˷ˬ ˟˧˩˶ˢ˷ ˫˧˰ˡˣ˧ ˣˮ˞Xtensa  ,ˣ˪ ˷˧ˣ˭˟ˣˬ˩ ,˸˪ˣ˩˧ ˶ˣ˟˧˥ ˸˷˶˪. 
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˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ :ˢ˞˟ˢ ˢˮˣˬ˸˟ 

 

ˣ˪˧˲˞ ˧˪˟ˬ ˶˵˟˪ ˸ˣ˞˴ˣ˸˟ ˷ˣ˲˧˥ˢ ˭˸˧ˮ ˵˧˯ˢ˪ ˸ˣ˶˧˟˯˟ ˧˧ˡ ˢˢˣ˟ˠ ˴˷ ˲˧'ˣˮ˧ˢπESP8266 ˪˰˷  ˸ˣ˞˴ˣ˸ ˧˲

 ˧˟˧˩˶˟ ˳ˣ˲ˮ ˣˮ˧ˢ ˷ˣ˲˧˥ˢIoT ˸˧˸˷˸˟ ˫˧˷ˬ˸˷ˬˢ WIFIΦ ˞ˡˣˣˮ ˫˰ ˧˪˩ˢ ,˧˪ˣ˞ ,˧˩ˢ ˵ˤ˥ ,Strings: 

 

˧˲˩ˣ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˭˟˪ ˪˰ ˧˟ˠ ˶ˣ˥˷ ,ˢˤ ˭˩˞ ˢ˥˷ˣ˵ ˪πESP8266. 

ˢ˪˞˪ ˫˩ˬ ˫˧ˢˣ˸˷ ˰ˣˡˬ ˞˪ ˧˸˪˥˸ˢ ˫˰ ˸˵˧˶˯ ˸ˣˤˣ˶˥ˬˢ  ,˭ˣ˷˞˶ ˶˟ˡ ˶ˣ˸˟˸˞ˤ ˭ˣˣ˧˩ˬ ˧˸˰ˡ˪˷ 

˦˪˲ˢ ˪˷ ˸ˣˤˣ˶˥ˬˢ ˪ˣ˩˧ ˸˴˵ ˪˟˪˟˪ ˢ˪˥˸ˢ˟  )˧˸ˣ˞ ˸˧˷˧˞.( 

ˡ˰˴ˢ ˞˟ˢ ,˧˶˲ˢ˷ ˪˷ ˢ˥˷ˣ˵ˢ ˟-IDA ˣ˞/ˣ Ghidra. 

˶˥˞˪  ˪˷ ˞˧ˢ ˢ˥˷ˣ˵ˢ˷ ˧˸ˮ˟ˢ˷ESP ˧˸˶˵˥ ˡˣ˰ ˸˴˵ ˸˞  ˢˡˣ˵˲ˢ ˪˷ ˦˪˲ˢStrings ,˧˸˞˴ˬˣ ˭ˣˬˢ 

˫˧ˤˬ˶ ,˞ˬˠˣˡ˪ ˸˞˯˶ˠ˷ sπSDK  ˞˧ˢн.0 .ˡˣ˰ˣ 
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ˡ˰˴ˢ  ˷˲˥˪ ˢ˧ˢ ˞˟ˢ˫˧˶˵˥ˬ ˢ˪˞˩ ˫˧˶˥˞ˣ ˫˧˪˪ˣ˩ˢ  ˢ˟˶ˬ˪ .ˢˤ ˠˣ˯ˬ ˢ˥˷ˣ˵ ˪˷ ˢ˶˧˵˥ˣ ˯˶ˣ˟˧˶

˲ˢ˧˸˰˸ ˞˪ ˧˸˞˴ˬ ˦˰ˬ˩ ˶˟ˡ ,˵˶ ˠˣ˪˟π˦˯ˣ˲ ˡ˥˞ ˧ˮ˟˟ˣ˥ ˞˪ˣ ˭˩ˡˣ˰ˬ ,˪˟˞   ˟ˣ˦ ˧˧ˡ ˭˧˧ˡ˰

)1/-part-firmware-esp8266-com/reversing.//boredpentester:https ˪˷ ˢ˥˷ˣ˵ ˯˶˟˶ˬ ˟˸ˣ˩ˢ ˣ˟˷ (

ESP ,˨˞ ˣˤ˩ ˢ˪˲ˬˣ˵˷ ˴ˬ˞˟˸ˣ˰ sπIDE ˪˷ ˣˮ˧˞ˡ˶˞ ,ˢ˷˰ˬ˪ ˢ˥˷ˣ˵ ˸˧ˮ˟˟ˣ˥ ,ˡˣ˰˟ ˢ˥˷ˣ˵ˢ ˣˮ˪˷ 

ˢ˪˲ˣ˵ ˢ˥˸ˣ˲ˣ ˢ˟˧˟˯˟ ˸˶˥˞ ,˶˸ˣ˧ ˸˧˰ˣ˴˵ˬ ,ˣˬ˩ ˭˩ ˦˰ˬ˩ ˫ˣ˷ ˦˶˲ ˶˟˯ˣˬˢ ˠˣ˪˟˟  ˫˧˞˸ˢ ˞˪ ˪˧˰˪

)  ˧˪ ˷˧˷ ˢ˥˷ˣ˵˪˧˶˲˯ˬ  ,"˫˯˵"ˢˮ˟ˬ ˣ˩ˣ(. 

˶˥˞˪ ˢ˶˧˵˥ ˪˰ ˸˟˧˟˯ ˥ˣ˸˧˲ˢ ˧˸˪˵˸ˮ ˧˪˩˟ sπMust Have ˶˷˞˩ ˟ˡ ˪˩˟ ˫˧˰ˠˣˮ ,˟˧˩˶˪ ˶ˣ˷˵˷ ˶˧˪˩ 

˥˸ˣ˲ˢ ˰ ˧"˭˶˴˧ˢ ˪˷ ˟˧˩˶ˢ ˞˶˵ˮˢπesptools ˭ˣ˶˩ˤ˪ ˢ˥˷ˣ˵ ˟ˣ˶˴˪ ˶˷˲˞ ˢˤ ˧˪˩ ˸ˣ˰˴ˬ˞˟ .˷˞˪˲ˢ ˪˷ 

˟˧˩˶ˢ ,˪˟˵˪ ˰ˡ˧ˬ ˪˰ ˧˴˟˵ ˸ˣ˥˷ˣ˵ ,˵ˣ˥ˬ˪ ˸˞ ˷˞˪˲ˢ ˪˷ ˟˧˩˶ˢ ˡˣ˰ˣ ˡˣ˰ˣ. 

˳˧˶ˮ ˸˞ ˧˪˩ˢ ˪˰ ˢ˥˷ˣ˵ˢ: 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢˮˣˬ˸ˢ˷ ˢ˪˧˥˸ˬ  ,˶ˢ˟˸ˢ˪ ˸˴˵˭˞˩ ˶˟˩ ˶˷˲˞ ˞˶˪˸ˣ ˸ˣ˥˲ x˞ ˶˸ˣ˧ ˨˧˞ ˧ˣˮ˟ ˳˟ˣ˵ˢ ,

˸ˣ˟ˣ˸˩ ,п  ,˫˧˦ˮˬˠ˯Entry Point ˣ˩ˣ. 

˭ˬˣ˯ˬˢ ˦ˮˬˠ˯ˢ ˫ˣˡ˞˟ ˞ˣˢ ˭˧˧ˮ˰ˬ ,ˢ˪˧˥˸  ˸˟ˣ˸˩ ˞˧ˢ ˢ˲ˣˬˬ ˞ˣˢ ˢ˧˪˞ ˸˟ˣ˸˩ˢл ,˸˴˵ ˞˪ ˶ˡ˸˯ˬ 

ˢ˧˴˧˞ˣ˦ˮ˧˞˟ ,ˢ˟˧˯ˢˣ ˸˧˶˵˧˰ˢ ˞˧ˢ ˟ˣ˶˷ ˸ˣˤˣ˶˥ˬˢ ˸ˣˮ˧˧ˮ˰ˬˢ  ,ˢˤˢ ˦ˮˬˠ˯˪ ˫˧˩˧˧˷ ˧˸˞˴ˬ˷˧˶˥˞ 

˸˴˵ ˢ˞˧˶˵ ˶˵˥ˬˣ ˵˧ˬ˰ˬ ˫˧˩˧˶ˡˬ˟ ˪˷ ˭˶˴˧ˢ ˧˸ˮ˟ˢ ˧ˮ˷ˢ ˦ˮˬˠ˯ˢ˷ ˞ˣˢ ˢ˷˰ˬ˪ ˡˣ˵ˢ ˪˷ sπSDK 

 ,ˣ˟ˣ˶˟˦ˮˬˠ˯˧ˢˣ ˭ˣ˷˞˶ˢ ˞ˣˢ sπUser application code ˴˧ˣˣ˯ˢ ˪˷ ˡˣ˵ˢ ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ô.˶ 

˧ˡ˩ ˭ˣ˰˦˪ ˸˞ ˢ˥˷ˣ˵ˢ ˟πIDA ˸˴˵ ˷˧πˢ˟˶ˢ ˫˧˪ˣ˷˩ˬ ,ˢ˪˧˥˸ ˨˧˶˴ ˭ˣ˧˷˶ ,˨˧˶˴ ˭ˣ˰˦˪ ˸˞ ˭˧ˠ˪˲ˢ 

ˢ˶ˣ˦˵˦˧˩˶˞˪ ˣˤˢ ,˟˪ˣ˱ˣ˯ ˨˧˶˴ ˟ˣ˸˩˪ Loader  ,˳˟ˣ˵˪ ˧ˡˣ˰˧˧˧˶˥˞ ˶ˣ˟˰ˮ˷ ˸˞ ˪˩ ˨˧˪ˢ˸ˢ )˭˩˞ˣ ˧˸˶˟˰ 

ˣ˸ˣ˞ ˪˷ ˶˧˧˪˲ˬˣ˵˧ˡˢ˷ ˢ˪ˠˮ (IDA ˞˪ ˨ˬˣ˸ ˢ˶ˣ˦˵˦˧˩˶˞˟ xʕ ,˪˟˞ ˢˤ ˵˪˥ ˪˩ˬ ˶˵˥ˬ ,˵ˣˡ˟˪ ˫˧ˮˣˣ˧˩ 

˫˧ˮˣ˷ ˫˧˩˶ˡˣ ˸ˣ˷ˡ˥ ,˟ˤ˩˞˸ˢ˪ ,˨˧˷ˬˢ˪ˣ. 

 

 

 

https://boredpentester.com/reversing-esp8266-firmware-part-1/
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Ghidra It is 

˪˧˥˸ˮ ˢˬ˩˟ ˫˧˪˧ˬ ˪˰ ˢ˶ˣ˦˵˦˧˩˶˞ˢπ Xtensa ,ˣˢˤ ˡ˟˰ˬ он "ˢ˶˞˟ ˶˴ˣ˧ˬˢ ˸ˣ˧˟˧˯ ˰˟ ˧"˭˶˴˧ ˫˷˟π 

Tensilica. 

ˡ˟˰ˬ Xtensa  ˡ˟˰ˬ ˣˮ˧ˢ˸˪˰˟ ˸˩˧˶˴ ˢ˧ˠ˶ˮ˞ ˢ˩ˣˬˮ ˟ˣ˶˪ˣ ˰ˬ˦ˣˬ ˧˟˧˩˶˟πEmbedded ,˪˰˟  ˸ˣ˞˶ˣˢ ˦˯

 ˪˷нп ˣ ˸ˣ˧˟˧˯-ул ) ˸ˣˡˣ˵˲RISC - Reduced Instruction Set Computing ( ,˫ˣˬ˧˯˵ˬ сп  ˪˷ ˫˧˶˦˯˧ˠ˶

он ˶˷˞˩ ˸ˣ˧˟˧˯: 

1.  ˶˦˯˧ˠ˶a1 ˸˧ˮ˯˥ˬ˪ ˰˧˟˴ˬ˩ ˷ˬ˷ˬ 

2.  ˶˦˯˧ˠ˶ ˧"˰ ˫˧˶˟˰ˣˬ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˶˦ˬ˶˲a2 ,a3 .ˣ˩ˣ 

3.  ˶˦˯˧ˠ˶ ˧"˰ ˢ˧˴˵ˮˣ˲ˬ ˶ˤ˥ˣˬ ˨˶˰a2  

4.  ˶˦˯˧ˠ˶˪ ˸ˮ˰˦ˮ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩a0 ˸˧˟˧˯˶ˣ˵˶ ˢ˞˧˶˵˟)κ ˶˦˯˧ˠ˶ˢ ˨˶˰ ˸ˮˮˣ˵ˬa0  ˪˰ ˶ˬ˷ˮ

 ˸ˣˮ˷˪ ˨˩˟ˣ ˸˧ˮ˯˥ˬ˟ ˞˴ˬˮˢ ˢ˶ˤ˥ˢ ˨˶˰ ˸˞ ˸ˣˮ˷˪ ˶˷˲˞ˬˢ ˶˟ˡ ,˸˧ˮ˯˥ˬˢ ,˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˸˞

(˸˧ˮ˯˥ˬˢ ˪˰ ˢ˟˧˸˩ ˶˷˲˞ˬˢ ˞˧ˢ˷˪˩ ˢ˷˪ˣ˥ ˸ˬ˧˧˵ˣ ˢˡ˧ˬ˟. 

˟ˣ˷˥  ˪"ˮˢ˷ ˭˧˧˴˪˪ˣ˩˧ ˸ˣˮ˸˷ˢ˪ ˫˧˟˴ˬ˟ ˫˧ˬ˧˧ˣ˯ˬ . 

˟˪˷˟  ˪˰ ˟˧˥˶˞ ˞˪ ˢˤ-Ghidra ,ˢ˪˞˪ ˫˩ˬ ˞˪˷ ˫˧˶˧˩ˬ ˸˞ ˧˪˩ˢ ˳˧˪ˬˬ ˫˩˪ ˫ˣ˥˟ ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ 

˫˯˶ˣ˲˷ ˢ˲: 

https://www .digitalwhisper.co.il/files/Zines/0x69/DW105-1-Ghidra_Part1.pdf 

˧˸˪˥˸ˢ  ˫˞ˢ ˸˧˪˪˩ ˸ˣˮˮˣ˟˸ˢˣ ˳˟ˣ˵ˢ ˸ˮ˧˰˦˟Ghidra ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˢ˥˧˪˴ˬˢ˶ˣ˦˵˦˧˩˶˞ ,˭˧˟ˢ˪ 

ˢˮ˟ˬ ˢ˧˴˵ˮˣ˲ ,˸ˣ˞˶ˣˢ ˸ˣ˥˧˩˷ ˡˣ˰ˣ: 

 

ˢˮˣˬ˸˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˷πGhidra ˢ˸ˢ˧ˤ ˶˲˯ˬ ˟˶ ˸˧˯˥˧ ˪˷ ˢ˧˴˵ˮˣ˲ )IDA ˢ˥˧˪˴ˢ ˸ˣˢˤ˪ ˦˰ˬ ˸ˣ˧ˮ˟˸ 

˪˷ ˸ˣ˧˴˵ˮˣ˲ ˸˟ˣ˸˩˟ ˳˟ˣ˵ˢ ˸˞ ˧˸ˮ˰˦˷ ˸ˣ˶ˬ˪ ˸˞ˤˣ (л .˫˧˦ˮˬˠ˯ ˞˪˪ 

˧˶˥˞ ˸ˣˮˮˣ˟˸ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˧˸ˮ˥˟ˢ ˸˧ˮ˟˸˟ ˢ˞˟ˢ ,ˢˮˣ˩ˮ˷ ˦˰ˬ˩ ˶ˣ˟˰ ˪˩ ˢ˧˴˵ˮˣ˲. 

https://www.digitalwhisper.co.il/files/Zines/0x69/DW105-1-Ghidra_Part1.pdf
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1.  ˫˧˸˟ˢ ˱˴˶˟ ˢ˪˧˥˸ˬ ˢ˧˴˵ˮˣ˲ ˟ˣ˶˪0x12 0xc1  ˣˤ˷ ˶˦˯˧ˠ˶ ˨˶˰ ˸˞ ˭˧˦˵ˢ˪ ˡ˟˰ˬ ˸ˡˣ˵˲ ˢ˷˰ˬ˪

a1 ˢ ˢ˷˰ˬ˪ ˞ˣˢ˷πStack pointer ˸˪˥˸˞ˬ ˢˡˣ˵˲ˢ ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ,-stack frame .ˢ˧˴˵ˮˣ˲˪ 

2. ˪ ˪˟ˠˣˬ ˸ˣˡˣ˵˲ˢ ˦˯ˣ ˶˥˞ˬнп  ˪˷ ˨˶˰˟ ˶˦˯˧ˠ˶ ˪˥˸˞˪ ˢˡˣ˵˲˟ ˭˸˧ˮ ˞˪ ˸ˣ˧˟˧˯он   ˸ˣ˧˟˧˯

˪ ˢˬˣˡ˟) ˸ARM˧˩˶˰ˢ ˫˧˞˴ˬˮ ˢ˧˴˵ˮˣ˲ ˪˩ ˷˞˶˟ ˭˩˪ ( ˷ˣˬ˧˷ ˫ˢ˟ ˫˧˷˰ˮ ˶˷˞ ˭ˣ˶˩ˤ˟ ˫

.ˢˮ˧˰˦ˢ ˸˞ ˸˰˴˟ˬˢ ˢˡˣ˵˲ˢ ˫ˣ˵˧ˬˬ ˸˧˯˥˧ ˢˮ˧˰˦ ˧"˰ ˭˰˦ˮ ˨˶˰ˢ ˶˷˞˩ ,ˢ˧˴˵ˮˣ˲˟ 

3. .˪˪˩˟ ˢ˰˶ ˞˪ ˢˡˣ˟˰ ˢ˷ˣ˰ ˶˧˧˪˲ˬˣ˵˧ˡˢ 

 ˸ˣ˟ˣ˸˩ˢˣ ˫˧˦ˮˬˠ˯ˢ ˸˵ˣ˪˥ ˸˞ ˫˧˰ˡˣ˧ ˣˮ˞ ˭˧˞ˣ ˶˥˞ˬ ˢ˥˷ˣ˵ˢ ˥ˣ˸˧ˮ ˫˰ ˫ˡ˵˸ˢ˪ ˢ˷˵ ˡ˞ˬ ˢˤ ˟˪˷˟

˰˦ˮ ˢ˧˪˞ˮ˧ˢ˧ ˢˤ˩ ˟˴ˬ˟ .ˢ˥˷ˣ˵ˢ ˸ ,˸ˣˤˣ˶˥ˬ˪ ˯ˮ˶˲˶ ˷˲˥˪ ,˸˧ˮ˩ˣ˸ˢ ˸ˬ˧˶ˤ ˸˞ ˭˧˟ˢ˪ ˢ˷˵ ˢ

.ˣ˩ˣ ˸ˣ˧˴˵ˮˣ˲ 

ˣˮ˧˪˰ ˭˧˟ˢ˪ ˷ˬˬ ˟ˣ˦ ˨˧˞ ˢ˧ˣˮ˟ ˢ˥˷ˣ˵ˢ ,ˡ˴˧˩ ˭˞˪ˣ ˞˧ˢ ˸ˮ˰˦ˮ .˧ˡ˩˟ ˸ˣ˷˰˪ ˸˞ˤ ˣˮ˧˪˰ ˞ˣ˶˵˪ ˭˧˟ˢ˪ˣ 

˟ˣ˦ ˡ˴˧˩ ˶˷˲˞ ˟ˣ˸˩˪ ˪˲ˬ˵˪ˣ ˢ˥˷ˣ˵ ˟˧˩˶˪ ˢˤ .˧ˢˬ ˸˟˧˟˯ ˢˡˣ˟˰ˢ ,SDK  .ˣ˩ˣ˸˶ˤ˰˟  ˸ˣ˪˧ˬ ˷ˣ˲˧˥

˶˥ˬˢˬ ˥˸˲ˬ ˸˶ˤ˰˟ ˢ˥˸ˣ˲ ˢ˥˷ˣ˵˷ ˭˧˟ˢ˪ ˭˸˧ˮ ˢ˥˷ˣ˵˟ ˧˸˞˴ˬ˷ ˸ˣˤˣπsSDK  ,˭˶˴˧ˢ ˪˷ ˧ˬ˷˶ˢ

˸˞˯˶ˠ RTOS_SDK ver 2.0.0 ,˶ˬˣ˪˩ ˢ˥˷ˣ˵˟ ˢ˪ˣ˪˩ ˧˟˧˩˶˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬπembedded ,FreeRTOS: 

 

˟˪˷˟ ˢˤ ˭˧˧ˡ˰ ˞˪ ˧˸˧˧ˢ  ˭˧˦ˣ˪˥˪ ˭˩˞˷ ˢ˷˰ˮ ˷ˣˬ˧˷ ˟-SDK  ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞˯˶ˠ˟˨˞ 

˪˪ˠ˟ ˸ˣ˶˧˟˯ˢ s.ˣˤ ˢ˧˴˲ˣ˞˟ ˪˧˥˸ˢ˪ ˧˸˦˪˥ˢ ˢˢˣ˟ˠ 
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Programming Dummy Firmware 

ˢ˪˞˪ ˸ˣˮ˩˧˸˟ ˫˸˶˟˴ ˣ˸ˣ˞ ˰ˡ˧ˢ ˧˥˶˩ˢˣ ˟ˣ˷˥ ˢˬ˩ ˫˧˰ˡˣ˧ ˧˞ˡˣˣ˟ ˶ˣ˥˞˪ ˯ˣˡˮ˧ˢ˟ ˫˧˯ˣˮˬ ˶˷˞ ˫˩ˬ 

)˶˵˧˰˟  ˸˲˷˟C (˧ˡ˩˟ ˭˧˟ˢ˪ ˸˞ ˢˮ˟ˬ ˸˧ˮ˩ˣ˸ˢ ,˫˧˰˧˟˴ˬ ˣ˩ˣ ,'ˢ˷˵ ˡ˞ˬ ˰˴˟˪ ˯ˣˡˮ˧ˢ ˶ˣ˥˞˪ ˪˷ 

˸˧ˮ˩ˣ˸ ˧˪˟ˬ ˸˰ˡ˪ ˣ˸˩˪ ˟˸˧ˮ˩ˣ˸. 

˭˩˪ ˟˪˷˟ ˢˤ ˧˸˦˪˥ˢ ˸˥˵˪ ˡ˰˴ ˢ˶ˣ˥˞ ,˸ˣ˯ˮ˸ˢ˪ˣ ˢ˶˴˵˟ ˸ˣˮ˩˧˸˟ ˢ˥˷ˣ˵ ˶ˣ˟˰πESP8266 ,˭˧˟ˢ˪ 

ˡ˴˧˩ ˫˧˪˥˸˞ˬ ˸˞ ˶˧˷˩ˬˢ ,ˢˮ˟ˬ ˭ˣ˶˩ˤˢ ,ˢˮ˟ˬ ˸˧ˮ˩ˣ˸ˢ ,˫˧ˮˣ˩˧˪ˢ˸ ,˧˪˪˩˟ˣ ˶˧˩ˢ˪ ˸˞ ˫˧˟˧˩˶ˬˢ ˪˷ 

ˢ˥˷ˣ˵ˢ .˨˶ˣ˴˪ ˨˩ ˧˸˷ˠ˧ˮ ˫˧˩˧˶ˡˬ˪ ˫˧˧ˬ˷˶ˢ ˪˷ ˭˶˴˧ˢ ,˧˸˵ˬ˰˸ˢ ˫ˢ˟ ,˧˸ˡˬ˪ ˪˰ ˸ˣ˧˶˲˯ˢ ˸ˣˮˣ˷ˢ 

˷˧˷ ,˸ˣ˪ˣ˩˧ˣ ˸ˣˮˣ˷ˢ ˪˷ ˟˧˩˶ˢ. ˶˥˞˪ ˭˩ˬ ˧˸˟˵˰ ˶˥˞ ˸ˣ˞˶ˣˢˢ ˪˷ ˭˶˴˧ˢ ˸˶˧˴˧˪ ˸˟˧˟˯ ˢˡˣ˟˰ 

˸˟˧˸˩˪ ,˶ˣˡ˧ˢˣ ˢ˥˷ˣ˵ˢ ˥ˣ˸˧˲˪ ˢ˥ˣˮ ˢˡˣ˟˰ ˸˟˧˟˯˩ ˸˷ˬ˷ˬ ˶˷˞ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˵˲˯ˬ ˭˶˴˧ˢ .

 ,˟˧˩˶ˢ ˶ˣ˟˰˫˰ ˡˣ˵ ˢ˥˷ˣ˵ ˞ˬˠˣˡ˪ ˶˷˞ ˭˸˧ˮ ˶ˡˢ˪ ˟ˣ˶˴˪ˣ ˪˰ ˶˧˷˩ˬˢ. ˪˧˥˸ˮ ˸ˡ˶ˣˢ˟ sπSDK  ,˞ˡˣˣˮ 

˭˩˞˷ ˣˮ˞ ˱ˮ˰˟ ˭ˣ˩ˮˢ ˧˲˪ sπCommit ID ˫˧˴ˣ˶ ˣˮ˞˷ ˞˯˶ˠˢ ˪˷: 
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˞ˡˣˣˮ ˸ˣ˰˴ˬ˞˟ ˷ˣ˲˧˥ ˸ˤˣ˶˥ˬ ˣˮ˥ˮ˞˷ ˵ˣ˧ˡ˟ ˢ˸ˣ˞˟ ˞˯˶ˠ: 

 

˸˰˩ ˶ˡˢˮ ˸˞ ˢ˥˷ˣ˵ˢ ˞ˬˠˣˡ˪ ˧˲˪ ˸ˣ˞˶ˣˢ ˭˶˴˧ˢ ˢ˯ˮˮˣ ˭˧˟ˢ˪ ˸˴˵ ˶˸ˣ˧ ˪˰ ˢˮ˟ˬ ˢ˥˷ˣ˵ˢ. ˶ˡˢˮ ˸˞ 

ˢ˥˷ˣ˵ˢ ˞ˬˠˣˡ˪ ˸˲˶ˣ˴ˬˢ ˸˟˧˟˯˪ ˧˲ˢ˥ˣ˸ ,˭˥˟ˮˣ ˸˞ ˢ˥˷ˣ˵ˢ ˸˪˟˵˸ˬˢ: 
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˸˶ˠ˯ˬ˟ ˢˬˣˡ˞ˢ ˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˦˪˲ˢ ˪˷ ˨˧˪ˢ˸ ˢ˧˴˪˧˲ˬˣ˵ˢ ,˳˟ˣ˵ ˧˶˞ˮ˧˟ ,˞ˣˢ˷ ˢ˷˰ˬ˪ ˢ˥˷ˣ˵ˢ 

˭˸˧ˮ˷ ˟ˣ˶˴˪ ˪˰ ˶˧˷˩ˬˢ ˳˧˶ˢ˪ˣ ,˨˪ˢˬ˟ ˢ˧˴˪˧˲ˬˣ˵ˢ ˶ˡˢˬˢ ˯˧˲ˡˬ ˭ˣˬˢ ˰ˡ˧ˬ ,ˢ˶ˣ˷ˢ ˸ˮˬˣ˯ˬˢ 

˫ˣˡ˞˟ ˢ˯˲˸ ˸˞ ˸ˬˣ˷˸ ˧˟˧˪ ,˰ˠˮ ˢ˟ ˨˷ˬˢ˟. ˟˪˷˟ ˢˤ ˢ˧ˢ ˣ˷˥ ˧˪˟ ˞ˡˣˣ˪ ˢˮ˟ˬ˷ ˢ˥˷ˣ˵ˢ ˢˢˤ 

ˢ˥˷ˣ˵˪ ˪˷ ˴˧ˣˣ˯ˢ ,˶'˸˶ˤ˰˟ sπEsptool ˸˞ˤ ˞ˡˣˣ˪ ˧ˡ˩ ˢ˥˷ˣ˵ˢ ˸˞ ˧˸ˮ˥˟: 

 

ˢˮ˟ˬ ˢ˥˷ˣ˵ˢ ˢˢˤ .˸ˣˮˮˣ˟˸ˢ˟ ˟πHeader ˪˷ ˸ˣ˥˷ˣ˵ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˭ˢ˷ ˸ˣˢˤ  ˢˮ˷˧ ˞˯˶ˠ ˸ˬ˧˧˵ )

˫˯˵ˢ ˶˲˯ˬ˟ ˢ˪˧˥˸ˬˢ ˢ˥˷ˣ˵ ˪˷ ˶˸ˣ˧π0xe9.( ˧˲˩ ˧˸ˮ˧˧˴˷ ˪˧˰˪ ,˨˪ˢˬ˟ ˦˪˲ˢ ˪˷ ˬˢ˶ˡˢ ˧˸ˬ˷ ˟˪ 

˞ˣˢ˷ ˶˴ˣ˧ ˳˟ˣ˵  "ˠ˞˟˧ˡ"˶ˣ˟˰ ˢ˥˷ˣ˵ˢ ,ˢ˵˧ˡ˟ ˢˤ˧˶ˤ ˢ˷˷ˣ˞ ˧˪ ˸˞ ˢ˷ˣ˥˸ˢ ˣˤ˷ ˳˟ˣ˵ ,ELF. ˸ˣ˰ˬ˷ˬ 

˶˟ˡˢ ˪˩ˣˮ˷ ˭ˣ˰˦˪ ˟ ˣ˸ˣ˞ˠ ˢ˶ˡ˧'˸ˣ˪˵˟ ,˸ˣ˞˶˪ ˫˧˪ˣ˟ˬ˧˯ ,˯ˮ˶˲˶ ˸ˣˤˣ˶˥ˬ˪ ,˭˧˟ˮ ˢˬ sπEntrypoint  ˪˷

 ,ˢ˥˷ˣ˵ˢ˪˩ˣˮ ˶ˣ˴˧˪ ˸ˣˬ˧˸˥ ˸ˣ˧˴˵ˮˣ˲˪ ˡˣ˰ˣ ˢ˟˶ˢ ˰ˡ˧ˬ. 

˵ˢ ˸˞ ˭˰˦ˮ:˭ˣ˶˩ˤˢ ˸˲ˬ˟ ˭ˮˣ˟˸ˮˣ ˳˟ˣ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˭˧˟ˢ˪ ˢˬ ˸ˣ˰ˬ˷ˬˢ ˪˷ ˪˩ ˦ˮˬˠ˧˯ .˫˧˷ˮ ˟˪ ˫˧˪ˡˠ˪ ˪˷ ˪˩  ˦ˮˬˠ˯

˦˰ˬ˩ ˫˧ˢˤ ˪ˡˣˠ˪ ˧˲˪ ˦˪˲ˢ ˪˷ sπesptool  ˦ˮˬˠ˯ˢ ˪˷ ˶˞˸ˬˢ ˥˧˸˲ ˷˧ ˦ˮˬˠ˯ ˪˩ ˶ˣ˟˰˷ ˭ˣˣ˧˩ˬ ˸˞ˤ

ˢ ˸ˮ˧˰˦ ˸˰˟ ˫˧˧˵ ˞˪˷ ˶˟ˡπELF.  ˦ˮˬˠ˯ˢˬˠ˯ˢ ˣˮ˧ˢ ˭˧˧ˮ˰ˬˢ ˦ˮм ,˫˧˷ˮ  ˸˟ˣ˸˩˪ ˭ˣ˰˦ ˞ˣˢ˷ ˟˪

0x40201010 ,ˢˤ ˦ˮˬˠ˯ ˞˴ˬˮ ˸˪˧˥˸˟ ˳˟ˣ˵ ˢ˥˷ˣ˵ˢ ,˶˷˞˩ ,ˢ˯ ˩"мс  ˥˧˸˲ ˫ˢ ˣ˪˷ ˫˧ˮˣ˷˞˶ ˫˧˸˟

 ,˦ˮˬˠ˧˯ˢ˶ˬˣ˪˩ ˪˰ˣ˲˟ ˦ˮˬˠ˯ˢ˷ ˫˵ˣˬˬ ˸˟ˣ˸˩˟ ˮˢ.˪" ˭˩˪ ˩˞˶˷ ˭˰˦ˮ ˸˞ ˢ˥˷ˣ˵ˢ ˪˷ ˴˧ˣˣ˯ˢô˶ 

 ˦˯˧ˢ˟ ˳˟ˣ˵ˢ ˸˞ ˢ˲ˬˮл  ˸˟ˣ˸˩˪0x40201000. 

˸˰˩ ˪˩ˣˮ ˭ˣ˰˦˪ ˸˞ ˢ˥˷ˣ˵ˢ ˣˮ˪˷ ˠ˟ ˢ˶ˡ˧'ˢ˶ˣ˴˟ ˢˮˣ˩ˮ ˧˲˪ ˸˲ˬ ˭ˣ˶˩ˤˢ ˪˷ ˳˟ˣ˵ sπELF. ˧ˮ˲˪ ˸˞ˤ 

ˢ˯ˮˮ ˪˟˵˪ ˡˣ˰ ˰ˡ˧ˬ ˟ˣ˷˥ ˳˟ˣ˵ˢˬ ,˸ˣˬ˧˸˥ ˸ˣ˧˴˵ˮˣ˲˭˧ˠ˪˲ˢ ˸˶ˤ˰˟ . FunctionID )˰˧ˠˬˢ ˫˰ Ghidra (

˪˩ˣˮ ˸ˣ˷˰˪ ˸ˣˬ˧˸˥ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˞˴˧˧˪ˣ ˫˸ˣ˞ ˦˵˧˧ˣ˶˲˪ξ˳˟ˣ˵ ˶˥˞ .˞˪ ˟˧˥˶˞ ˟˪˷˟ ˢˤ ˪˰ ˨˧˪ˢ˸ˢ ,

˞˪ˢ˪ ˫˩ˬ ˫˧˶˧˩ˬˢπIDA ˟ ˷ˣˬ˧˷˪ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˪ˣ˵˷ ˶˟ˡˢπsigmake ˨˧˶ˡˬ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫˧ˮ˧˧ˮˣ˰ˬ˪ .

˞˟ˢ ˵ˮ˧˪˟ ˟ˣ˦: 

https://www .youtube.com/watch?v=P8Ul2K7pEfU 

https://www.youtube.com/watch?v=P8Ul2K7pEfU
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ˤ˞ ˟˪˷˟ ˢˤ ˷˧ ˣˮ˪ ˵˧˲˯ˬ ˧ˡ˩ ˪˧˥˸ˢ˪ ˯˶˟˶˪ ˸˧˦˦˯ ˸˞ ˢ˥˷ˣ˵ˢ ˪˷ ˴˧ˣˣ˯ˢô˶: 

1. ˪ ˳˟ˣ˵ˢ ˸˞ ˭˰˦ˮπGhidra 

2. ˢ˲˷ˢ ˸˞ ˶˧ˡˠˮ 

 

3. ˳˟ˣ˵ˢ ˸˞ ˥˸ˮ˪ ˞˪ ˢˤ ˟˪˷˟ ˶˥˟ˮˣ ,˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ 

4. ˢ˥˷ˣ˵ˢ ˳˟ˣ˵˟ ˫˧ˬ˧˞˸ˬˢ ˫˧˦˯˧ˢ˪ ˫˧˦ˬˠ˧˯ˢ ˸˞ ˢ˲ˬˮˣ ˶ˣ˴˧ˮ 

 
5. ˱˯ˣ˸ˢ ˸ˣ˰˴ˬ˞˟ ˫ˡˣ˵ˬ ˣˮ˶˴˧˷ ˸ˣˬ˧˸˥ˢ ˳˟ˣ˵ ˸˞ ˭˰˦ˮπFunctionID ˸˪˧ˬ ˷˲˥ˮ ˢˮ˧˰˦ˢ ˶˥˞˪ .

 ˸˪˩ˣˬˢ ˥˸˲ˬˢ˧˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣˬ˷ ˢ˟˶ˢ˟π ñwifiò ˸ˣˬ˧˧˵ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˵˪˥˷ ˞ˡˣˣˮ .

 .ˢ˥˷ˣ˵˟ 

 ˫˰ ˢ˪˲ˬˣ˵ ˣˮ˪˷ ˢ˥˷ˣ˵ˢ ˭˩˞˷ ˞ˡˣˣˮ ˸˰˩ .ˢ˧˧˶˲˯ˢ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˟˶ ˸ˣˬ˧˸˥ ˣˮˬ˞˸ˢ .˫˧ˢˡˬ

ˢ ˸˞˯˶ˠ-FreeRTOSˢ˪˧ˬˢ ˸˞ ˷˲˥ˮ .-ñTaskò: 
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˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˟˶ ˸ˣˬ˧˸˥ ˣˮˬ˞˸ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˲ ˫ˠ api ˪ ˸ˣ˩˧˧˷ˢ ˸ˣ˟˶ ˪ˮ˶˵ˣ- .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

 ˸˞˯˶ˠ ˸˶ˤ˰˟ ˢ˪˲ˬˣ˵ˣ ˢ˥˸ˣ˲ ˢ˥˷ˣ˵ˢ˷ ,˵˲˯ ˞˪˪ ,ˡ˧ˠˢ˪ ˭˸˧ˮ ˢˤ ˟˪˷˟FreeRTOS SDK. 

ˢ˥ˣˮ ˢ˶ˣ˴˟ ˡˣ˵˟ ˞˴ˬ˸ˢ˪ˣ ˸ˣˤˣ˶˥ˬˣ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˯ˮ˶˲˶ ˷˲˥˪ .ˢ˥˷ˣ˵ˢ ˸˞ ˯˶˟˶˪ ˭˸˧ˮ ˸˰˩, ,

˷ ˭˧˧˴˞ .˸˧˯˥˧ ˢ˪˵ˣ ˢ˶˧ˢˬπGhidra ˟ˣ˦ ˡ˞ˬ ˢ˶ˣ˴˟ ˳˟ˣ˵ˢ ˸˞ ˢˮ˰˦˭ˣ˩ˮ ˥˸ˣˮ ˡˣ˵ˢ ˪˩ ˦˰ˬ˩ ,ˢ, ,

ˣ˩ˣ ˸ˣˤˣ˶˥ˬ ,˸ˣ˧˴˵ˮˣ˲'. 

 ˧˸˰ˠˢ ˫ˢ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˸ˮ˟ˢˣ ˸ˣ˟˶ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˯˶ˣ˟˧˶ ,ˢ˵˧ˬ˰ˬ ˢ˶ˣ˴˟ ˳˟ˣ˵ˢ ˸ˮ˧˥˟ ˶˥˞˪

˴˧ˣˣ˯ˢ ˶˧˷˩ˬ ˸˞ ˧˪ ˢ˧ˢ ˞˪ ˢˤ ˟˪˷ ˡ˰ .ˢ˥˷ˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˧˪˟ˬ ˫ˡ˵˸ˢ˪ ˧˪ ˢ˷˵ ˢ˟˷ ˢˡˣ˵ˮ˪ô ˶

 ˟˪˷˟ .ˢ˥˷ˣ˵ˢ ˸˞ ˧˸˴˶ˢ ˞˪ˣ .˸˧ˤ˧˲ ˢ˸˧˧ˢ ˢˮˣ˶ˣ˵ˢ ˸˲ˠˬ ˸ˣ˴˶˲˸ˢ ˢ˟ ˢ˲ˣ˵˸ˢ ˢ˸˧˧ˢ ˶˵˥ˬ˟ ˢˤ

˴˧ˣˣ˯ˢ ˸˞ ˷ˣ˩˶˪ ˭˸˧ˮ ˢ˧ˢ ˞˪ˣ ˢ˞˧˷˟ô .˶ 

 

Running the firmware on ESP8266 chip 

˴˧ˣˣ˯ˢ ˸˞ ˷ˣ˩˶˪ ˧˸˪ˣ˩˧ ˞˪ˣ ˶˥˞ˬô ˧˸˧˯˧ˮ ˢ˪˧˥˸ .˸ˣ˧˲ˣ˪˥ ˫˧˩˶ˡ ˞ˣ˴ˬ˪ˣ ˸ˣ˟˧˦ˮ˶˦˪˞ ˷˲˥˪ ˧˸˴˪˞ˮ ,˶

˶ˣ˦˪ˣˬ˞ ˪˰ ˢ˥˷ˣ˵ˢ ˸˞ ˳˧˶ˢ˪πQemu ˴˪ ˧ˡ˧˥˧ˢ ˭ˣ˶˸˲ˢ ˞ˣˢ ˢˤ ˶ˣ˦˪ˣˬ˞ˣ ˶˥˞ˬ ,˪˷˩ ˢˤ ˭ˣ˧˯ˮ ˧˶˰

˪˷ ˢ˥˷ˣ˵ ˳˧˶ˢ˪ ˸ˣ˶˷˲˞ ˭˧˞ ˰ˠ˶˩ ,ˢ˶˧˟˯ ˠˣ˟˧ˡ ˸˟˧˟˯ ˶˷˲˞ˬ˷πESP8266 ˪˰πQemu ˣ ˶˥˞ˬπESP 

.˸˶ˣ˷˵˸˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˪ˣ˰˲ ˸˞ ˞˪ ˨˞ ˡ˟˰ˬˢ ˸ˣ˪ˣ˰˲ ˸˞ ˳˪ˬ˯˪ ˭˸˧ˮ ˫ˮˬˣ˞ ,˶ˣˠ˯ ˡˣ˵ ˢˤ 

˧˪ˤˬ˪ ,˶˟˰˟ ˧˸˥˸˧˲ ˫˧˦˵˧˧ˣ˶˲ ˫˧ˮˣ˷ ˧˟˥˸˩ ˟˪˰ ˧˟˧˩˶πEmbedded ) ˫˧ˮˣ˷Arduino ,Tennsy ,STM32 ,

Nodemcu ,Raspberry Pi ,(˧˸˶˩ˤˣ ˡ˥˞˷ ˫˧˟˧˩˶ˢˬ ˞ˣˢ ˢ˷˰ˬ˪ ˯˧˦˶˩ ˥ˣ˸˧˲ ˪˷πEsp8266 ,˶˥˞˪ 

ˢ˵˧ˡ˟ ˢ˶˴˵ ˸˧˪˧ˠ ˭ˣ˶˩ˤˢ˷ ˧˪˷ ˭˩˞ ˵ˡ˴ ,˯˧˦˶˩πNodeMCU ˭˩˞ ˯˧˦˶˩ ˥ˣ˸˧˲ ˪˷πESP: 
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˯˧˦˶˩ ˢˤ ˡ˰ˣˮ ˥ˣ˸˧˲˪ ˧ˮ˟˟ˣ˥ ˪˰ ˸˟˧˟˯ ˥ˣ˸˧˲ˢ ˣˮ˧˞ˡ˶˞ˢ ˪˟˞ ˶˥˞ˬ ˪˰ˣ˲˟˷ ˞ˣˢ ˱ˣ˯˟ ˸˲˦˰ˬ ˪π

ESP ˪˰ ˟ˣ˶˴˪ ˪˩ˣˮ ˞˪˷ ˢ˟˧˯ ˭˧˞ˣ˧ ˴˧ˣˣ˯ˢ ˪˷ ˢ˥˷ˣ˵ˢ ˸˞ô ,˶˵˷ˬˬ˸ˢ˪ˣ ˣ˸˧˞ ˫˰ ˧˪˩ˢπEsptool .ˢ˷˰ˮ 

ˢ˵˧ˡ˟ ˸˧˪˪˩ ˸ˣ˞˶˪ ˭˩˞˷ ˪˩ˢ ˭˧˵˸: 

 

˧˧˵ˣ˞ ,˟˪˷˟ ˢˤ ˢ˷˰ˬ˪ ˷˧ ˣˮ˪ ˟˧˩˶ ˭˸˧ˮ˷ ˟ˣ˶˴˪ ˣ˧˪˰ ˳˧˶ˢ˪ˣ ˣ˧˪˰ ˸˞ ˢ˥˷ˣ˵ˢ .˧ˡ˩˟ ˸ˣ˷˰˪ ˞ˤ ˸ˣˮ˧˪˰ 

˞ˣ˶˵˪ ˵ˬˣ˰˪ ˸˞ ˫˧˩˧˶ˡˬˢ ˪˷ ˭˶˴˧ˢ ,˭˧˟ˢ˪ ˸˞ ˢˮ˟ˬ ˭ˣ˶˩ˤˢ ˱˧ˡˮˢ ,ˡ˴˧˩ ˞ˣˢ ˢ˲ˣˬˬ ˡˣ˰ˣ .˶˥˞˪ 

ˢ˞˧˶˵ ˢ˵˧ˬ˰ˬ ˢˮˣˬ˸ˢ ˢ˶ˢ˟˸ˢ ˶˷˞˩ ˢˮ˟ˬ ˭ˣ˶˩ˤˢ ˭ˬ˵˪ˡ˩: 

Address Binary 

лx0 Boot.bin* 

лx1000 User_firmware.bin 

лx7E000 Blank.bin* 

лx7C000 Esp_init_data_default.bin* 

˟ ˫˧˪ˣ˪˩ˢ ˫˧˴˟˵ *πSDK. 

˸˰˩ ˭˸˧ˮ ˟ˣ˶˴˪ ˸˞ ˪˩ ˫˧˴˟˵ˢ  ,˟˧˩˶ˢ ˭ˣ˶˩ˤ ˪˰ ˫˧ˮˣ˩ˮˢ ˫˧˦˯˧ˢ˟ˢ˶˰ˢ ˢ˟ˣ˷˥ ,˸˟ˣ˸˩ˢ ˸ˣˮ˧ˣ˴ˬˢ 

˪˧˰˪ ˸ˣ˧ˣ˪˸ ˪ˡˣˠ˟ ˭ˣ˶˩ˤˢ ˪˷ ˟˧˩˶ˢ ,ˢ˪˟˦˟  ˪ˡˣˠ˟ ˭ˣ˶˩ˤ ˪˰˟ ˟˧˩˶ ˶ˣ˟˰ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˧˸ˠ˴ˢ ˪˧˰˪

1mb ,˶˥˞ ˶˥˞ˬ ˯˧˦˶˩ˢˣ ˣ˸˧˞˷ ˟ ˷˞˪˲ˢ ˭ˣ˶˩ˤ ˷ˬ˸˷ˬ ˧ˮ˞ ˪ˡˣˠ4mb ˸ˣˮˣ˷ ˣ˧ˢ˧ ˢˮ˧˰˦ˢ ˸ˣ˟ˣ˸˩: 
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˧˧˵ˣ˞ ,ˢˤ ˭ˬˤˢ ˶˟˥˸ˢ˪ ˫˰πUART  ,˯˧˲ˡˬ ˶˧˷˩ˬˢ ˸ˣ˯˲ˡˢ ˢˤ˧˞ ˸ˣ˞˶˪ˣ˟˪˷˟ ˢˤ ˞˪ ˢ˧ˢ ˧˪ ˵˲˯ 

ˢ˞˶˞˷ ˸ˣ˯˲ˡˢ ˶˥˞ˬ ˧˸˞˴ˬˣ ˸ˣˤˣ˶˥ˬ ˸ˣ˟˶ ˢ˥˷ˣ˵˟ ˸ˣˤˬ˶ˬˢ ˪˰ ˨˩ ˧˸˧˪ˠ ˢ˵˧ˬ˰ˬ ˢ˞˧˶˵ ˧˶˥˞ .

ˢ˷πbootloader ˪ ˰ˡ˧ˬ ˥˪ˣ˷πuart ˪˷ ˟˴˵˟ тпуул .ˬ˸˷ˮ ˟˷-miniterm :˰ˡ˧ˬˢ ˸˞ ˞ˣ˶˵˪ ˧ˡ˩ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˫˧˶˟ˡˢ ˫˧˞˶ˮ ˭ˣˣ˧˩˟ ˭ˣ˩ˮˢ ,ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˸˞ ˸˞˯˶ˠ sπSDK  ,˸˯˲ˡˣˬπsbootloader 

 ˪˰ ˥ˣˣˡˬ ˞˪˸ˣ˞˧ˠ˷  ,˷ˬ˸˷ˬˢ ˪˷ ˡˣ˵ˢ ˸˪˥˸ˢ ˪˰ "˰˧ˡˣˬ"ˣˣˬ˩ ˭˩ ˣˮ˞ ˫˧˞ˣ˶ ˸˞ ˪ˣ˥˸˧˞ ˧˩˧˪ˢ˸ 

˪ˮ˶˵ˢ ˶˥˞˪ ˭˩ˬ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˡˣ˰ ˰ˡ˧ˬ ˞˪˷ ˲ˬ˥ˮ˰ˣ ˧ˣ˞˶˩ ˪˟˵˸ˬˣ ˰ˡ˧ˬ˩ ˧˶˞ˮ˧˟ ,˸˞ˤ  ˟˴˵ˣ ˶˥˞ˬ

 ˟˴˵˪ ˫˞ˣ˸ ˞˪ ˰ˡ˧ˬˢ ˸˶˟˰ˢˣ˟˷ sπbootloader  ,˷ˬ˸˷ˬ˶˥˞ˬ ˷˧ˣ ˣˮ˪ ˸˞ ˢ˥˷ˣ˵ˢ ˢˮˣ˰˦ ˠ˟ ˢ˶ˡ˧'

˪˩ˣˮ ˷˲˥˪ ˭˩˧ˢ ˶ˡˠˣˬ ˟˴˵ˢ ˣˢˬˣ ,˷˲˥ˮ ˧˲˪ ˸˪˧ˬ ˥˸˲ˬˢ ˢ˧˴˵ˮˣ˲ ˢ˪˧˩ˬˢ ˸˞ ˸ˤˣ˶˥ˬˢ "uart ,"

ˢ˪˧˥˸ ˞˪ ˧˸˞˴ˬ ˫ˣ˷ ˢ˧˴˵ˮˣ˲ ˢ˪˧˩ˬˢ ˸˞ s˸ˤˣ˶˥ˬ ˮˢ ,˪"˧˸˲˯ˣˢ ˢ˥˷ˣ˵˪ sπdummy  ˷ˣˬ˧˷

 ,˸ˣ˧˴˵ˮˣ˲ ˸ˣˬ˧˸˥ ˧˸˴˪˧˥ˣ ˧˸˶ˡ˧ˢ ˢ˪˞ ˸ˣ˧˴˵ˮˣ˲˟˧˸ˮ˰˦ ˸˞ ˳˟ˣ˵ ˸ˣˬ˧˸˥ˢ ˷ˡ˥ˢ ˪πGhidra ˨˞ 

˧˸˞˴ˬ ˢ˧˴˵ˮˣ˲ ˸˥˞ ˸ˬ˞ˣ˸ ,˟˪˷˟ ˢˤ ˧˸˥ˮˢ ˭˧ˠ˪˲ˢ˷ ˪˷ Ghidra ˞˪ ˡ˧ˬ˸ ˪ˣ˩˧ ˞ˣ˴ˬ˪ ˫˧˞˸ˢ˪ˣ 

˸ˣˬ˧˸˥ ˸˞ˤˣ ˶˥˞ˬ ˵˪˥ˣ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˸ˣ˶˴˵ ˢˬ˧˸˥ˢˣ ˫ˢ˪˷ ˢ˧ˣ˪˸ ˭˩˧ˢ ˫ˢ ˸ˣˬ˵ˣˬˬ ˭ˣ˶˩ˤ˟ .˧˶˥˞ 

ˢ˶˧˵˥ ˢ˵˧ˬ˰ˬ ˷ˣ˲˧˥ˣ ˸ˣˬ˧˸˥ ˶˷˞ ˧ˮ˞ ˧˸˶˴˧ ˧˸˥˪˴ˢ ˞ˣ˴ˬ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˧˞˶˥˞ˢ ˪˰ ˪ˣ˥˸˧˞ sπ
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uart ˢ ˪ˣ˥˸˧˞˪ ˸ˣ˞˧˶˵ ˸ˣ˞˶˪ ˭˸˧ˮ ˸˲˶ˣ˴ˬˢ ˢˮˣˬ˸˟πuart ,˭˧˧˴˞ ˪˩˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˢˮˣˬ˸˟ ˫ˮ˧ˢ 

˸ˣ˧˴˵ˮˣ˲ ˢ˧˧˶˲˯ ˧˸˧˧ˢ˷ ˨˧˶˴ ˥ˮ˰˲˪ ˭˲ˣ˞˟ ˮˡ˧:˧ 

 

ˤ˞ ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˰˴ˣ˟ˬ ˸˧˞˥˪x ˪˷ sπuart  ˪˷ ˟˴˵˪0x9600 )оуплл ,(˧˞ˡˣˣ˟ ˫˧˵˪˥ ˫˧ˢˣ˸ ˡˬˣ˰ 

˦ˣ˷˲ ˞˪ ˸ˣ˯ˮ˪ ˢˬ˩  "˫˧˟˴˵"˫˧˰ˣˡ˧ ,˧ˮ˞ ˧˸˶˥˟ ˨˶ˡ˟ ˢ˩ˣ˶˞ˢ ˧ˡ˩ ˸ˣ˯ˮ˸ˢ˪ ˯ˣˡˮ˧ˢ˟ ˶ˣ˥˞˪ ˪˷ 

ˢ˥˷ˣ˵ˢ ,ˢˮ˟ˢ ˢ˪˷ ,ˡˣˡ˧˥ˣ ˫˧˶ˣ˷˧˩ ˣ˶ˤ˰˧˷ ˧˪ ˨˷ˬˢ˟ ˫˧˶ˠ˸˞˟ ˞˪˷ ˪˩ˣ˞ ˷˥ˮ˪ .˥˸˲ˮ ˟ˣ˷ ˸˞ 

˦˶ˣ˲ˢ ,˫˰˲ˢ ˟˴˵˟ ˭ˣ˩ˮˢ: 

 

ˢ˧ˣ˪˪ˢ ,ˢ˥˷ˣ˵ˢ ˭˩˞  ,"ˢ˴˶"˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˸ˣ˯˲ˡˢ ˠ˞˟˧ˡˢ ˪˷ ˥˸˲ˬˢ )˫ˠˣ ˣˬ˷ ˸˞J  ,(˫˧˷ˮ ˟˪ 

ˢ˯˲ˡˢ˪ ˸˷ˠˡˣˬˢ ˫ˣˡ˞˟ ,ˢˤ ˢ˷˰ˬ˪ ˸ˣ˯˲ˡˢ sπbootloader .˫˧˷ˮ ˟˪ ˰ˡ˧ˬ˪ ˟˶ˢ ˯˲ˡˣˬˢ ,˸˟ˣ˸˩ ,

˸ˣˬ˷ ˫˧˴˟˵ ,˧˟˥˶ˬ ˭ˣ˶˩ˤ ,˫˧˩˧˪ˢ˸ ,˨˧˶˞˸ ˭ˣ˩ˡ˰ ˣ˶˥˞ ˭)˧˲˪ ˭ˣ˰˷ ˭˧˯ ,GMT + 8 ,ˡˣ˰ ˢ˥˩ˣˢ ˶˴ˣˬˢ˷ 

˶ˣ˴˧˧ ˸ˮ˩ˣ˸ˣ ˭˧˯˟.'ˣ˩ˣ ( 
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˸˰˩ ˭˸˧ˮ ˭˧˟ˢ˪ ˸˞ ˸ˬ˧˶ˤ ˸˧ˮ˩ˣ˸ˢ ˧˲˪ ˸ˣ˯˲ˡˢ ˠ˞˟˧ˡˢ ˭˧˟ˢ˪ˣ ˭ˣˬˢ ˫˧˶˟ˡ ˵˶ ˸ˣ˯˲ˡˢˢˬ .˧˲˪ 

˸ˣ˯˲ˡˢˢ ˧˸˥˪˴ˢ ˭˧˟ˢ˪ ˸ˣˢˤ˪ˣ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˟˶ ˢ˥˷ˣ˵˟ ,˭˧˟ˢ˪  ˢ˟ ˫˧ˮˣ˷ˢ ˫˧˟˴ˬˢ ˸˞˞˧ˢ ˸˞˴ˬˮ ,

ˡ˴˧˩ ˞˧ˢ ˸˶˟ˣ˰ ˬ˟˴ˬ ˟˴ˬ˪ ,˸ˣ˧˴˵ˮˣ˲ callback ) .ˡˣ˰ˣ ˫˧ˮˣ˷ ˫˧˰ˣ˶˧˞˪˧˶˥˞ ˨˧˪ˢ˸ ˯ˣˡˮ˧ˢ ˶ˣ˥˞˪ ˨ˣ˶˞ 

ˡ˞ˬ.( 

˟˪˷˟ ˢˤ ˧˸˪˵˸ˮ ˧˷ˣ˵˟ ,˶˯ˣ˥ˣ ˰ˡ˧ˬ˟ ˫˧ˣ˯ˬ .˩˞˶˷ ˧˸˴˶ˢ ˸˞ ˢ˥˷ˣ˵ˢ ,˶˧˷˩ˬˢ  ˶˟˥˸ˢ˪ ˢ˯˧ˮ

 ˸˞˶˵ˮˢ ˸˷˶˪Factory Test ,ˢ˞˪ˣ˪˟ ˭˧˞ ˸˧˲ˣ˯ ,˶˥˞˪ ˧˸˶˴˧˷ ˸˷˶ xʕ ˶˧˷˩ˬˢ ˶˟˥˸ˢ ˢ˧˪˞ ˞˪˪ ˫ˣ˷ 

ˢ˪ˣ˰˲ ˸˧˟˧˦˵˞ ˸˶˥˞ .ˢ˪˧˥˸ ˧˸˟˷˥ ˣˤ˷ ˸˷˶ ˪˰˲ˬ˟ ˶ˣ˴˧˧ˢ ˢ˸ˣ˰˴ˬ˞˟˷ ˫˧˷ˬ˸˷ˬ ˸ˣ˷˰˪ 

˫˧˵ˡ˟ˬ ˫˧ˮˣ˷ ˪˰ ˶˧˷˩ˬˢ ˠ˲ˮ˵˪ˣ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˸˷˶ xʕ .˧˸˷˲˧˥ ˡˣ˵˟ ˪˩ ˧ˮ˧ˬ ˸ˣ˧˴˵ˮˣ˲ ˪ˣ˲˧˦˪ 

˰ˡ˧ˬ˟ ˪˟˵˸ˬˢ ˸˷˶ˢˬ ˪ˣ˥˸˧˞ˣ ˫˧ˮˣ˸ˮ ˪˰ ˭ˣ˶˩ˤˢ ˞˪ˢ ˱˧ˡˮ .˞˪ ˧˸˞˴ˬ ˶˟ˡ .˶˥˞˪ ˸ˣ˴˰˧˧˸ˢ ˫˰ ˧ˡ˧ˠ  ,

˞ˣˢ  ˫˧˰˧ˠˬˣ ˫˧˟˶˴ˮˢ ˫˧ˮˣ˸ˮ˟ ˪˥˸ˣ˞ˬ ˟˧˩˶ˢ ˪˷ ˷˞˪˲ˢ ˭ˣ˶˩ˤ .ˢ˧˰˟ˢ ˸˞ ˧˪ ˶˧ˢ˟ˢ˭˶˴˧ˢˬ  ˫˧ˡˣ˥˧˧ˢ

 ,˧˲˧˴˲˯ ˶˧˷˩ˬ˪˶˷˞  ˦˯˧ˢ˟ ˸ˮ˰˦ˮ ˢ˥˷ˣ˵ˢ ˪˧˰˪ ˧˸ˮ˧˧˴˷ ˧˲˩ .ˢ˥˷ˣ˵˟ ˫˧˞˴ˬˮ ˞˪0x1000  ˭ˣ˶˩ˤ˟

 ,˷˞˪˲ˢ˦˯˧ˢ˟ˣ 0x7d400 ˢ ˞˴ˬˮ-user data )˰ˡ˧ˬˢ ˪˲˩ˣ˷ˬ ˫˧˧ˬ˰˲ ˦˯˧ˢ˟ ˢˢ˟ˣˠ ˶˸ˣ˧,( ˪˷ ˟˧˩˶ˢ ,

˶ˣˤ˧˞˟  ˞˴ˬˮ ˢˤ˫˷ ˸˷˶ˢ ˢ˧˪˞ ˷˧ ˶˟˥˸ˢ˪ ,ˢˬ˯˧˯ˢ ˪˷ ˸˷˶ˢ ,˸ˣ˥˸˲ˬ ˢˮ˲˴ˢ ,ˢˢˤˬ ˧ˡˣ˥˧˧ 

˶˧˷˩ˬ˪ ˡˣ˰ˣ. 

˶˷˞˩ )  ˷˞˪˲ˢ ˭ˣ˶˩ˤ ˪˩ ˸˞ ˞˶˵ ˞ˣˢ ˶˧˷˩ˬˢ ˸˞ ˶˵˥ ˧ˡ˧ˠ1MB (˱˸˧˷ˣ ˧˸ˣ˞ ˧ˬ˧˰. 

 

˭ˬˣ˯ˬ ˫ˣˡ˞˟ ˫˷ ˸˷˶ˢ ˢˬ˯˧˯ˢˣ ˢ˧˪˞ ˶˧˷˩ˬˢ ˪˷ ˧ˡ˧ˠ ˶˟˥˸ˢ .˭˸˧ˮ ˸ˣ˞˶˪ ˡˣ˰ ˢ˟˶ˢ ˫˧ˮˣ˸ˮ ,˫˵˪˥ 

˫˧ˮ˟ˣˬ ˫˵˪˥ˣ ˭˧˟ˮ ˨˷ˬˢ˟ ,˞˪˪ ˰ˡ˧ˬˢ ˢˤˢ ˶˧˷˩ˬˢ ˞˪ ˡˣ˟˰˧ ˧ˣ˞˶˩ .˭˩˪ ˧˸˶˴˧ ˳˟ˣ˵ ˪ˡˣˠ˟ м MB 

ˠ˴˧˧ˬˢ ˸˞ ˭ˣ˶˩ˤˢ ˷˞˪˲ˢ ,˩˞˶˷  ˦˯˧ˢ˟л ˢ ˫˵ˣˬˬπbootloader ,ˣ˧˶˥˞˪  ˦˯˧ˢ˟0x1000  ,ˣ˩ˣ ˢ˥˷ˣ˵ˢ

˧˸˟˶˴  ˶˥˞˪ .˶˧˷˩ˬ˪˭˩ˬ  ,˧ˣ˞˶˩ ˪˰˲ ˶˧˷˩ˬˢˢ˯˧ˮ ˶˟˥˸ˢ˪ ˸˷˶˪ ˸ˮ˧˧ˣ˴ˬˢ  .ˡˣ˰ˣ 

˟˪˷˟  ˸˞ ˪˥˸˞˪ ˧˸˧˴˶ ˢˤ˶˧˷˩ˬˢ ˨˩ ˪˩ˣ˧˷ ˶˟˥˸ˢ˪ ˸˷˶˪ ˸˧˸˧˟ˢ ˧˪˷ ,ˢ˪˧˥˸ ˦ˣ˷˲ ˧˸˩˶˰ ˸˞ 

˳˟ˣ˵ˢ ˷˞˪˲ˢ ˧˸˧ˮ˷ˣ ˸˞ ˸ˣˡ˷ˢ ˪˷ ˧ˮˣ˸ˮ ˸˷˶ˢ ˫˞˸ˢ˟ ˸˷˶˪ ˸˧˸˧˟ˢ ˧˪˷ .˟˪˷ˢ ˞˟ˢ ˢ˧ˢ ˭˧˟ˢ˪ 

ˡ˴˧˩ ˪˩ˣ˞ ˠ˲ˮ˵˪ ˸˞ ˶˧˷˩ˬˢ ˨˶ˡ˟ ˸ˡ˰ˣ˧ˬˢ .˶˥˞˪ ˸˞˧˶˵ ˫˧˩˧˶ˡˬˢ ˪˷ ˶˧˷˩ˬˢ ˧˸ˮ˟ˢ ˷˧˷ ˪˳ˣ˥˪ 

˸˧ˤ˧˲ ˪˰ ˶ˣ˸˲˩ ˪ˮ˞˲˟ ˶˧˷˩ˬˢ ˧ˡ˩ ˯˧ˮ˩ˢ˪  ˢ˷˰ˬ˪ ˶˧˷˩ˬˢ ˪ˮ˞˲˟ ˶ˣ˸˲˩ˢ .ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˟˴ˬ˪ ˣ˸ˣ˞

˪ ˶˟ˣ˥ˬ-GPIO5) .˟ˣ˷ ˢˡˣ˸ ˧ˡ˧ˠ˪ ˪˰ ˢ˶ˤ˰ˢ ˭˧˧ˮ˰˟ ˢˤ.( 

˯˧˦˶˩˟ sπNodeMCU  ˭˧˲D1 ˪ ˶˟ˣ˥ˬ-GPIO5 ˢ ˪˷πESP ˧˪ˬ˷˥ ˪ˠ˰ˬ ˧˸˶˴˧ ˶ˣ˸˲˩ˢ ˸˞ ˸ˣˬˡ˪ ˧ˡ˩˟ .

 ˫˧ˮ˧˲ˢ ˸ˣ˰˴ˬ˞˟ ˦ˣ˷˲HIGH and Low ˯˧˦˶˩ˢ ˪˷π NODEMCU  
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˸˰˩  ˭˧˲ ˸˞ ˶˟˥˞˷ ˫˰˲ ˪˩˟р  ˸ˣ˵˧ˡ˟ ˢˬ˩ ˶˥˞˪ .˶ˣ˸˲˩ ˸˴˧˥˪ ˢˬˡ˧ ˢ˷˰ˬ˪ ˢˤ ˧˪ˬ˷˥ˢ ˪ˠ˰ˬ˪

˪ ˢ˟˧ˠˬ ˢˮ˩ˣ˸ˢˣ ˡ˟ˣ˰ ˪ˠ˰ˬˢ ˭˩˞˷ ˧˸˞ˡ˧ˣ ˸ˣ˶˴˵- "˸ˣ˴˧˥˪"˶ˣ˸˲˩. 

ˢˬ˩ ˸ˣˮ˵˯ˬ ˸ˣˮ˟ˣ˸ˣ ˪˰ ˭˲ˣ˞ ˣ˸˪ˣ˰˲ ˪˷ ˶˧˷˩ˬˢ ˡ˰ ˢ˩: 

1. ˷˞˪˲ˢ ˭ˣ˶˩ˤ˟ ˰ˡ˧ˬˢ ˸˞ ˟˧˧˥ ˶˧˷˩ˬˢ .˧ˣ˞˶˩ ˪ˣ˰˲˪ ˧ˡ˩ 

2.  ˢ˴˧˥˪ ˸ˣ˰˴ˬ˞˟ ˵˶ ,˶˟˥˸ˢ˪ ˢ˯ˮˬ ˞ˣˢ ˢ˧˪˞ ˸˷˶˪ ˶ˣ˟˧˥ ˸ˣˮˣ˧˯ˮˬ ˶˧˷˩ˬˢ ˸˞ ˞˧˴ˣˢ˪ ˭˸˧ˮ ˞˪

)  .˧ˤ˧˲ˢ ˶ˣ˸˲˩ˢ ˪˰Hardware interrupt.( 

3. ˴˧ˣˣ˯ˢ ˸˶˷˪ ˸ˣ˶˟˥˸ˢ ˰˴˟ˬ ˶˧˷˩ˬˢ ˢ˪˧˥˸ô(˸ˣ˶˟˥˸ˢˢ ˪˰ ˨˷ˬˢ˟ ˟˧˥˶˞) ˶ 

4. ˶ˣ˲ ˪˰ ˭˧ˤ˞ˬ ˞ˣˢ (˸˧˸˧˟ˢ) ˸˷˶˪ ˶˟ˣ˥ˬ ˶˧˷˩ˬˢ ˶˷˞˩ ˦ффрт  ˪˰ ˫˧˶ˣ˟˧˥˪TCP  ˪ˣ˵ˣ˦ˣ˶˲ˢ ˧˲˪

˴˧ˣˣ˯ˢ ˪˷ ˧ˡˣ˥˧˧ˢô˪ ˪˟ˠˣˬ .˶н .˸˧ˮˬˤ ˣ˟ ˫˧˶ˣ˟˧˥ 

5. ˴˧ˣˣ˯ˢ ˪˷ ˵˥ˣ˶ˬˢ ˸˶˷ˢˬ ˸ˣ˪˟˵˸ˬ ˣ˩ˣ ˧ˣ˟˧˩ˢˣ ˢ˵˪ˡˢˢ ˸ˣˡˣ˵˲ ˪˩ô ˢ˷˰ˬ˪ ˢ˧˴˵˧˪˲˞ˢ ˶˷˞˩ .˶

.˸˶˷ˢˬ ˸ˣ˷˵˟ ˸˧˲ˣ˯ ˭˧˞ ˢ˞˪ˣ˪˟ ˰˴˟ˬ ˟˧˩˶ˢ .˟˧˩˶ˢ ˫˰ ˶˷˵˸ˬ˷ ˵˥ˣ˶ˬˢ ˸˶˷ˢ ˫˰ ˶˷˵˸ˬ 
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