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https://www.youtube.com/channel/UCuI8IbX02BxOou3ixN8BxXg
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:RAR yal7n JIN2 KXW NN

ow aik} Y2 9TA nInwn
Elinstruction ot 169 144 2020-07-1021:22
[ Skully-Demo 1.0.exe 595 597 624 36060 2020-07-23 23:50

AYNnN 7NYni 1aIm n - 120 N'on' ynwa yalpm 7712 DAl ,M'0"A% NXN 720 NIRIN Yalpn

1 1. Open the launcher

2 2. Enter your personal code (UDEBZF-SHNFQ3-LCEAD-SD13F)

] 3. Run the game

4 4. Enter the code to enter the demo version of the game (jcocnraT73lpa)
5 Done!

D'OIN'l 'VINA 17V "IN'TA NIX VAN ON'IN I'X

7¥ 271TA NINdA YAl DX ITON I'NNS9NA LT YaIpn DX NINT? Antivirus NIR2IMN yiny
Y7 21'w sandbox DIYW DI'N 'R ,NXTIN 72D ,580MB-n NINS X7 N77Y "MAwNY NN'aTn .0D'0ON
NN MIX PN NN 72V Yarn 7w nxn Y7107 21N X7 Antivirus-n NIDINY )27 DNA'W NN LININR

.NAIv

.(...580MB DIj7n1) 33KB-> 71w YaI77 D'W'an ,YaI77 1900w D'OOKRNI 721N 70 NX D'PInw INKY
INX7 NIITT NNATR DR NINT? INf7¥n X7 Antivirus-n NIDIN DT 27w DAY N7 ,'NIK Y'N95NY NN
71y DN NRYE base64-2 TTIPW TIp YO NwSY? NXIn 33KB DNIX 7w |T'PONY 'M1an 7 ynn
N¥N AT LY EXE yaip ¥ pIN nwyn? XN '9100 XINN .Hardcoded nnon oy xor )'7nn
- IN"WN 0NN )70 N¥In) process hollowing IX "runPE" NidNN NP'0LN NITYA [ND'TY

.Antivirus NIDINN 2IMN7 NNVN2A 2TT DINA N2 17V TN 2AMdWI "suspend”
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https://www.andreafortuna.org/2017/11/22/runpe-a-practical-example-of-process-hollowing-technique/
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J]oxImN HTML yaizn X1 0D

<html><head><meta http-equiv="Content-Type" content="text/html: charset=windows-1252"></head><body>

(GComponentMode 1HandledEventArgsGAcuNyESTRAINBOMECEIMi gy FDUWAXY 30Woy0zMVEYMDGWe2Hi B/ JOMi JWATFDINISWhECY DFAWQTQk 2RDIUNTAHCAMI G I 7TNgeX TwMbBzYe Il
x1VHAMuBXs rFhouSTQHEy4zC0sAASwiDANHRy TZLToMES 41CknNi YXDhOa LAWHQ cX T gk 5Py AYNWMhUAATBAMcRAk 1 Ay TnEBBUMg0 1 LCERT j cYHBAhCSEoMgQyMAccDyckHAM2BzE S Ad
[ AWQTQK3RDTUNTAFKGM1Gj T 7NgUT IwMbCzYe I T8 1Ay InEBSUMgOnLCEQJ JQUDBAhCTYoMhQyO2 T TLyUaM]s 9YjEAxsHNh 4hPyUBT i cARRCiDSUs LRAMNBQNECEJN i gy FDUzBwgDJRo1 O:
(CEQJQUDBARCTYoMhQ1MACIAyTUaMjs2B0Y A3 4HN1 tEPYUDI1c4FC! JNigyF JRoyOz wo2H1iE/JQMi JTxAfFDINJSWhECYOFPAWQIQk2RD IUNTAHCA
xQyDSUs IRAMGWe SFhgnGzQi FDUwBwgyJiU2PTYHMSMI fgo2HiE/PghHDRATFDIFJSWhECY 0 FAWQIQk 2RDIUNTAHCAMI G I THmIxIwMbJTY rTzcSBhkNCCpxMgO1 LCO S0  QUDBARCROOM:
(OMiUBATcTINISWpECY DFAWiMys+KDIUNTAHCAMIGH I7TNgcxIwMbBzYeITE 1Ay INERSWEADL LCEQJ QUDBAhCTYoMhQ1MACT AyUaMy s 2Bz1 SCCTEPh4hPyUDT i cQEBYQDSUs TRAMUROME

nn EXE yanr? Tip MK NIY9Y7 YTI'Y X7 [INTD U970 'NAND
i Y2l i il i

1 import kbasecd

2 key = bytearray(b"HAcOtygRwaR™)

. def str xor(data, key):

5 data = bytearray(data)

B for i in range(len(data)):

7 data[i] *= key[i % len(key)]
8 return data

9

10

12 with open{"wRhcwlOSTJEPRX" ,"rk") as f£:
13 read data = baseéd.decodebytes(f.read())
14

15

16

17 f.close ()

15
20 new_buf = str xor(read data, key)
22 decodeBase€4 = baseéd.decodebytes (base64d.decodebytes (new_buf) )
24 with open{"newfilel"”,"whb") as fl:
25 fl.write (decodeBasegd)
26
28 fl.close()
25 print ("dons")

NNIT RY RINDDNY .0N'D IMIX NINT? N'7¥n Windows Defender ,yalpn NX 70'T7 D'N1y9N TWKRD
-0 M"Y TV DI KT 271,000 K7 TV RID TR DRI 720 71201 IMIR W N9'pNn s Inix

.Windows Defender
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INIX I7NY AWOK ,0NIN NX NIYIA W' ,NYD
YOP NN 1N MYSnl TAIm ,N'oNa DinnN NIY? wan KN TIgn X D'YNY) [IYNID 27wl

.runPE NIY¥NNQ IN¥IN - YAIPN NAYO INKY ,0TIN 77192 17 11727 TIgn

7277 qwoN AN 1A, PE 'vap oy nTIAv? n'2iyn 75 ,CFF Explorer NIy¥nx2 yalzn NN NNO1 INIQ

JNIX 0NINYT D'YAIY 197 MNIM 'WIN'Y YT LI7W 210N IR INI'AN 79 719070 '019 DX

Skully-Demo 1.0.bad ]
Property Value
File Mame Chlsers\Master\Desktoph Skully-Game_1.00Skully-Game 1.003kully-Deme 1.0.bad
File Type Portable Executable 32 \NET Assembly
File Info Microsoft Visual Studio JMET
File Size 32.63 KB (33416 bytes)
PE Size 20,00 KB (20480 bytes)
Created Wednesday 12 August 2020, 07.47.34
Medified Wednesday 12 August 2020, 07.47.35
Accessed Saturday 22 August 2020, 11.33.18
MD3 1E9B9902453146C 752166 7FCA43ES290
SHA-1 D48FBASEZBE143209C048F0ACIDAACZIFEDTESTS

17 NININ 700 nfivnwn ' 9PN NRT nTaw L. NET yaipa naimm

Jqion TV 7onipn nnxa X7 .NET yalpw (n'n nXRT ?niMaY% 07 anir? orawna WNET '¥ap nn?
TPV 721 INXY 7wUn w1on 17 'y VM Code 7w 210 nTw ,MSIL XiIn .NET TIj7 721907 7@ 2xInn
J91n1 (just In Time) JIT oy n¥" 2 paimn VM Code nn 770 .Native TI'7 9102 Dainn nswa

.DMDN ININY x86-7 9i0a

NIYI9N 7 NIMwN 7715 C#-7 12T 7w 19102 DT TIR YOR 7D AThw? N1 ,wIT VM Code-nw 7722
17'9X1 DINWNNI NIYAI9N NINY DX 7977 1TYRY 075 [2md v' .TINK 95 Ty ¥ 2117 nnwnnl

.nMm7 NYR NI 0YN 'Y NDD INXY TIPn DR
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Rlrhiihihie
- A
C# Visual Basic JScript F#
| | | > Compilation
v v v v
C# Visual Basic JScript F#
Compiler Compiler Compiler Compiler j
l
.exe or
Meta bata MSIL or CIL dll files
v
JIT Compiler <¢— \
Native Code > Runtime
"
Execution —_— J
. o6 )

[anXa 175000 9o yTNnY]

InTiaya 7'nna X X

N1 IMTYaY dnSpy DWA NANA'TA WNNW] IR .Dropper-n 7V nz'myn JNIF N1I¥a 1101 N7 77N
2V YN'721 - N1DINN DX YOI DX AYaon 7y f9 n'wa WVisual Studio-a > vynd C# 'xap aaT1Y

‘start

File Edit View Debug Window  Help

7an |ND'T7 INIX N7Yn qi0al base64 yalgn NX TN HTTP MWY NWA7 N'RINN 1T D119

10" T2 OIN'In NX NInvy
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https://www.geeksforgeeks.org/cil-or-msil-microsoft-intermediate-language-or-common-intermediate-language/
https://www.geeksforgeeks.org/cil-or-msil-microsoft-intermediate-language-or-common-intermediate-language/
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111y-Game 1.8»python -m http.server 80

WwOSUJfP
fWACWOSUIFPhX

YaI72 "IN DR NI9NY D77 1Y L HTTPS-2 X721 HTTP-2 NAIMDY warw 1axa T on the fly nawai
‘N2 2'N1a X¥n hosts-n yal? .localhost-7 Windows 7w hosts

ChAWindows\System 32\ drivers\etchhosts

FIRPITN DY WA 1R "IN IR D'9'0IN [XDI

1 # localhost name resolution is handled within DNS itself.
20 # 127.0.0.1 localhost
21 ¥ HER ! localhost

23 127.0.0.1 Jjb.thifink.ru

:suspend-2 YN ININY yaIzn DX DAl EXE Yal7? 9102 19MY T2 NTNNAN NIX NN IT Y7119

( third)

tributedictio

stemConfigura

22" yalpn Nt ARYINNI
C:\Windows\Microsoft.NET\Framework\v4.0.30319\AddInProcess32.exe
,base64-1 ITT'PY NITINNN NNd N7 NT'RONY N'¥j7119N NXRT IrunPE N'¥21197 D'y'an [pn WNxY

.Process Hollowing-n nX 12T 7w 19101 X171
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70 NX NpI7w ANKR 09O AIMD] TR LEXE yalpn [9XINW 'R7 DNIT N0'WA NIOXIM NITANNN

XAy UOFU'? DNIX 9IA1 T2 DTN

1 import base64d
3 key = bytearray(L"HRCO
4
& def str =or(data, key):
& data = bytearray(data)
7 for i in range(len(data)):
8 data[i] *= key[i % len(key)]
< return data
10
413
14 for item in 11:
15 buf = item.replace ("ComponentMod irgsicT,"")
16 buf = base&4.b64decode (buf)
17 new_buf = str_xor(buf, key)
19 decodeBase64 = baseéd.decodebytes (new_buf)
20 print (decodeBasegd)

NNIYA .NIRP NITANNYT DNIR NI T2 'Y DITNNNAN 75 1K 11YN2 DY NINNAY TIi7n Yo
-0 NNY'® TNKY base64-7 decode NNX DYD 71 YXIANW DT N9 'I'WUNI NNY'ON y¥xann 14-20

.]o¥In NN EXE yalpa nd n'myo X71X0R
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eH
epP

TI7 Reflection n1tya .Reflection-1 n'wnnwn unmanged NI'¥71197 XNP'71 C#-2 runPE y¥a7 D1
ANX7 .N¥M AT 0'0I9'VI D'URMAIR YY1 XY JIN 7R "N nimina" y¥a% 7ai1on .Net-n
- 771ww yai?) RunPE niwyy? nxN KIn 1"7RW Payload-n NX 12T nawnl Dropper-n NX 1INN1IY

.CFF Explorer-2 mxy Payload-n nx DA nnoa ,(256KB
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https://docs.microsoft.com/en-us/dotnet/framework/reflection-and-codedom/reflection

Technologic

X1 XIN 2D

 vewtier |
L Property Value
File Mame Ch\Users Master\Desktop' Skully-Game_1.005kully-Game 1.0 newfilel
File Type Portable Executable 32 .\MET Assembly
File Info Microseft Visual Studio MET
File Size 256,00 KB (262144 bytes)
PE Size 166.00 KB (169984 bytes)
Created Sunday 16 August 2020, 02.58.15
Modified Friday 21 August 2020, 14.40,19
Accessed Saturday 22 August 2020, 09.11.30
MD3 ATFEBC3297DF3853BDCO3EEEAFSEEIZ3
SHA-1 43DEBSFVEF16ABT1CAFT1FI3728ADTEAZASFDAAASS

© nwTI' 12D NNIX AT DK 72K ,.Net-2 anda XIn DA
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:Proofpoint.com N1an 7w "NRNN oN'in

Refresh st

Dawnload ‘

Get rs

Kuserprofile¥\Desktop|*.*|@

Get ftp clients:

Get IM clients:

Get files

Anti Dup
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https://www.proofpoint.com/us/blog/threat-insight/new-redline-stealer-distributed-using-coronavirus-themed-email-campaign
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https://he.wikipedia.org/wiki/%D7%94%D7%A8%D7%A6%D7%AA_%D7%9E%D7%A0%D7%99%D7%95%D7%AA
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To participate you just need to send from
0.1 BTC to 20 BTC to the contribution
address we will immediatly send you back
0.2 BTC to 40 BTC to the address you sent
it from

If you send 0.1+ BTC , you will get 0.2+ BTC back
If you send 0.5+ BTC, you will get 1+ BTC back
If you send 1+ BTC,you will get 2+ BTC back

If you send 5+ BTC, you will get 10+ BTC back
If you send 10+ BTC, you will get 20+ BTC back
If.you send 20+ BTC, you will get 40+ BTC back

Use the QR code or BTC address to join

1MusklozYFQS6EVxHzg2rcZPVI1QNBH3H

More info on Teslaxdrop.org
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https://www.proofpoint.com/us/blog/threat-insight/new-redline-stealer-distributed-using-coronavirus-themed-email-campaign
https://www.proofpoint.com/us/blog/threat-insight/new-redline-stealer-distributed-using-coronavirus-themed-email-campaign
https://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%97%D7%91%D7%A8%D7%AA%D7%99%D7%AA_(%D7%90%D7%91%D7%98%D7%97%D7%AA_%D7%9E%D7%99%D7%93%D7%A2)
https://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%97%D7%91%D7%A8%D7%AA%D7%99%D7%AA_(%D7%90%D7%91%D7%98%D7%97%D7%AA_%D7%9E%D7%99%D7%93%D7%A2)
https://ourcodeworld.com/articles/read/456/how-to-decompile-read-source-code-of-net-framework-assemblies-using-ilspy
https://ourcodeworld.com/articles/read/456/how-to-decompile-read-source-code-of-net-framework-assemblies-using-ilspy
https://www.youtube.com/channel/UCNaQ0ZoOaKdfwKr3NeEJbuQ
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