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The Switcher Android Application
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User @ )
alias.yad@andyes.net

058 Device Sharing

39— List of Devices
@ Settings
% Support

About

[9 Logout

X SMART CONNECT

Choose your home Wifi

home_wifi v

Password

1234567890

. Please confirm your phone is connected to
WiFi(2.4 Ghz)

N

. Enter Wifi password

w

press the wifi button for 5 seconds until red
led start flash slowly and than remove your
finger.

>

Click "Connect Device"

* 5 Ghz Wifi network not supported

Connect Device
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Reversinghe APK

ADB: X T x X piixs, S A 4wt Ll JLTsgd s

E: adb shell pm 1ist packages | grep smart
om.ogemary. ome

thomas@thomas-GS43VR-6RE:~$

/data/app/com.ogema

3

adb shell pm path com.ogemary.smarthome
ry.smarthome-31183TYg8KpbibokAgtngA==/base.apk

@thomas-GS43VR-6RE: adb pull /data/app/com.ogemary.smarthome-31I83TYg8Kpbib®kAgtngA==/base.apk .
1656 KBfs (17790217 bytes in 10.486s)
thomas@thomas-GS43VR-6RE:~$

x| " IDAE SL__ S Ixf by 4 OEB T Ix X s {hLAL Ids 7.

L Fodod e Txoos o bx xS X p sk o did KLl X e

A ~ o~ ~ ~

JEB - fhome/thomas/smartme.apk.jdb2 - e ox
File Edit Navigation Action Native Debugger Window Help

W& =2 s @ << & [ #

%: Project Explorer Bytecode (Virtual... 53 | ) LightDeviceDatagr... | (1] LightDeviceDatagr. 1] OgeLigt ) OgeC: .. | ) UploadDevicelistT...

@ Certificate

Bytecode (Virtual, Merged)

Resources

2
~ & Libraries
» & arm64-v8a

sbooleanvaluel)Z, v8

a

Bytecode (Virtual, Merged) Hierarchy £

» i nineoldandroids
» @ ogemary

naresss uActivatyscaneThrass
» i ogemray )
» i prolficitersctive

» i scwang
> tutk
» 8 youth

@ zhy
* & ogemray

i@ android

» @ apconfig Bytecode (Virtual, Merged)/Callgraph 53
» {# smartconnection

» & okhttp3 ul i

» i okio 24 o ig.A idS2gAm L yPlugin

> Borg

vEp

) @ retront2

Y@

» 8 tyrant

Help | | Display relevant nodes ~ Lock (¥ Kee

apk. 102)
NtDAv L ceDaTagranFactarylava;

Click here 1o generate the callgraph

i T)VA10n

» 8 tyrantgit

Too 50 The tree dea
a Too many results: The tree was not Tully expanded.
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SwitcherProtocol
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S R

import org.simple.eventbus.ThreadMode

public clasd LoginActivity fextends Activity implements View.OnClickListener {
public class ConnectionChangeReceiver extends BroadcastReceiver {

g0verride // android.content.BroadcastReceiver
public void onReceive(Context argd, Intent argl@) {

LogI.i("WelcomeActivity”, "ConnectienChangeReceiver"”, false, new String[]{"WIFI\uFFFDEE"});:
agerjargd.getSystemService( connectivity™);

Manager v9 = (Connectiv
tworkInfo v18® = v9.getNetworkInfo(8):
if(v9.getNetworkInfo(l).isConnected()) {
LoginActivity.this.wifiddmin = new WifiUtils{LoginActivity.this);
LoginActivity.this.wifiddmin.Init():
String v9_1 = null;

if(LoginActivity.this.wifiddmin.getS5ID() !'= null) {
v8_1 = LoginActivity.this.wifiAdmin.getS5ID{).replace("\"", ""};
if(v9_l.equals{"<unknown ssid>"}) {
v 1 ="";
1
1

if(v9 1 1= null) {
if(v9_l.length{} > 15) {
LoginActivity.this.wifi net = vO l.substring{®, 15);
String[] v2 = new String[l];
v2[8] = "wifi net=" + LoginActivity.this.wifi net
LogIl.e{"WelcomeActivity"”, "eonResume", false, v2);

1
else {

LoginActivity.this.wifi_net = v3_1;
1

String[] v2_1 = new String[1];

v2_1[08] = "account=" + LoginActivity.this.sp.getString("account”, ""};

LogIl.e{"WelcomeActivity”, "onResume”, false, v2_1);

if({LoginActivity.this.sp.getBoolean{"automatic_login”, false)) && !"Switcher Boiler”.equals{LoginActivity.this.wifi_net)) {
LogI.writeToFile{new String[]{"BEiE&E"});

i iy i L seiVisibilitv(B);
SeeTimeSmartSDK.userLogin? 58(LoginActivity.this.sp.getString("account”, ""), LoginActivity.this.sp.getString{"password”, ""),

1 LoginActivity.this.userLoginResonseCallback);

else {
LoginActivity.this.loding.setVisibility(8);
LoginActivity.this.autologin.setChecked(false);
LoginActivity.this.sp.edit().putBoolean( automatic_login”, false).commit();

.- L - LSY X, X ] sy« ., 3 wp 18X, 4s X X

~

The Switcher
www.DigitalWhisper.co.il
n 2020~ * 1,121 T x4 L ¥




Technologic

YiserLogin2 56u  x | * i ox . X ] s s Is] DI T gpeSsXx T ST

a >

public static veid userLogin2 58(String usermame, String password, IResponseCallback arg5) {
try {
Phone w8 = new Phone():
vB.setAccount{username) ;
vB.setPassword(password):
OgeLoginInfoBean vl = new OgeLoginInfoBean();
vl.setUsername(username);
vl.setPassword(password);
byte[] v3_1 = ServerDatagramFactory.build®x1182 2 58(SeeTimeSmart5DK.mApplication, v@);
L.i("SeeTimeSmartSDK", " BRH: " + ByteUtils.getl6FromBytes(v3_1));
SeeTimeSmartSDK.sendRequest(new RequestBuilder().before(false).requestBody(v3_1).callback(arg5).tag(vl).build(});
1

catehiFvcention w3} I

JTX L e BSEUCSASX v BUIDOX11025 4 .« T X L D SX X

> ~ 2

« XS XC 7V x X U2 L 1™ . ¢ 1 X .S s x

~ A ~ ~

Iblic static byte[] buildex1182 2 58(Context argl3. Phone argld) {
byte[] vB@ = new byte[1l58];
BytesI0 vl = new BytesIO({w@);
vl.put{l}):
vl.put{ServerDatagramFactory.getlsVersion()):
vl.put{2);
vl.put{50);
vl.put{ServerDatagramFactory.getAppName{argl3)):
vl.put{ServerDatagramFactory.getAppVersion{argl3));
byte[] v1l = SeeTimeSmartSDK.getInstance().getPhoneMac();
wl.puti{vll);
wl.put{ServerDatagramFactory.getBssid{argl3)):
vl.put{ServerDatagramFactory.getIp{argl3)):;
vl.put{3);
vl.put{argld.gethccount(). B8x28);
vl.put{argld.getPassword(), 0x28);
wl.put{{{int)argld.getlid(})};
vil.put{{{{int)System.currentTimeMillis()}) / 1@68);
vl.put{new byte[@x28]);
byte[] data = AESPaddingUtils.encode{vwd});
byte[] v14 = new byte[8x208];
System.arraycopy(({{0Object)vlg sat)vll), @, v1l.length)

return ServerDatagramFactory ulldDatagra (ServerDatagramFactorvlbuildHeader2data. length, Bx1182,

{{long)5eeTimeSmart50K.getInstance().get5essionId()), 52, 1, @, 1, vll, ServerDatagramFactory.EMPTY BYTE

LS X, X TpidgsTEx DIt Buffels 4 £ XX S 4 P x L 4]

N ~

s x5 0x1102 BuildHeader2 1 « «.2 % _ o "s, Sl _ Lx S ux ¥ x o x4 s

~

~1 v ~

SH U sse ]

>~

s 1w~ s Headef o § " & % { ” X SAES 1 % | ooy l_{&(v:xSX~\=,,,>~L\)X‘V
1,956 4x®!I X Ixfdx g xy.x % f 1 0x g XX s 140

public/ static byte[] encode(byte[] argl) {
return AESPaddingUtils.encrypt{argl, "DGEse\inezelBeﬁ"}:

public static String encode{String argl) {
return AESPaddingUtils.parseByte2HexStr{AESPadiingUtils.encrypt{argl, "0GE2016612345678908123456"));

private static byte[] encrypt(String arg2, String arg3) {

try { .--.--T’..'
SecretkeySpec v@ = new SecretKeySpec{AESPaddingUtils.getkey({arg3), "AES");

Cipher w3 = Cipher.getInstance("AES/ECB/PKCS55Padding”);

byte[] v2_ & = arg2.getBytes(AppConstant.DEFAULT CODE TYPE);

v3.init(1l, v@);

return v3.doFinal(v2_6); ‘— )
1

catch{NoSuchAlgorithmException v2_5) {
vZ 5.printStackTrace():
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public static final byte[] buildHeader2({int data len, int cmd, leng sessionID, int not used, int unknow,
int argl@, int argll, byte[] mac_addr, byte[] argl3) {

byte[] w8 =
byte vl = 8;
BytesI0 v8 = new BytesIO(v8, false):
vwB.put{AbstractDatagramFactory.BEGIN END CODE[@B]):
vB.put({AbstractDatagramFactory.BEGIN END CODE[1]);: // Dxfo
wB.put{{(shert)(data_len + ProtocolConstants.Header len)}):
wB.put(AbstractbatagramFactory.PROTOCOL _VERSION BYTESZ 5@);
v@.put(((shoertjcmd)): // <--- important
vB.put({(int)sessionID));
vB.put{SerialFactory.getSerial(});

new byte[ProtocolConstants.headerLengthl]:

vB.put({(byte)unknow)):
vB.put{({(byte)argle)}:
vB.put{@);
if{argll == 1) {
vl = 1;
1
vB.putivl);
if(mac_addr == null) {
mac_addr = new byte[6];
1

vB.put(mac_addr);
if(mac_addr.length == 4) {

vB.put{new byte[]{6, 8});
i

vB.put{Byteltils.longToBytes{System.currentTimeMillis() / 1le@@aL,
if(argl3l == null) {
argl3 = AbstractDatagramFactory.EMPTY BYTES;

41}

1

vB.put({argl3);

vB.put(AbstractDatagramFactory.BEGIN END CODE[2]): // header end magic @xfe

// Header start magic Bxfe /

[/ always 44 bytes

* ~ Build Datagram s 4 S« * Xy {4 _ 7

~

X

::iE:E(:;?tractDatagramFal:tnry.BEGIﬁI'_EHﬂ_(ﬂDE[H:l: /i Bxfe
T
|_-|,,'|V,,>’< DX " ox X s x LX X qix., s Lo s“.|:vxw:~ .
x's L s T, UL 1. ¥ys « X 41X ' {1 1. - .
1, x7s 4 s o ax x 3 {5 $x7X NN T sy ~ . XX
B R T 145 s Buffert 0 XS S L 4 T XSS S Q0 Tx v 4 X
X gl ST T x (X B L, W D s o]
nmnxfen 14 s o ox x X ol 1 Do Ao, s HYL "
s« DxfOfe
LB, fx b L ox ol b s D d X R o SUAETIRS, T X
X I .S
LX X X, N 4 {11 545>k H T
SEx & x5p 4Y ¢ H_Fs,*krH T
R
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struct p rq
uintlé header start
uintlé total len;
uintlée protocol version;
uintlé command:
uint32 session_id;
uintlé serial id;
uint8 direction
uint8 Unknown
uint8 Unknown
uint8 Unknown
ns ed char mac_addr[6]
uint32 tim
ned - extend or reserve[l0];
uintlé header end

r 1~ b_:, *BuildDatagram s 4 s« 7 x L x { s ix X s ”

SR TN BN B S EER E P |

o

sS4 XS L4431 0041, s

~ a ~ ~ v

bR X« 4 _Hd _. 1T

~ v

:BuildDatagram s { *< 7 x x 7

public static final byte[] buildDatagram({byte[] header, byte[] data, byte[] unknow) {
byte[] msg = new byte[header.length + data.length + 4]:
System.arraycopy{({0Object)header), 8, ({(0Object)msg), @, header.length):
System.arraycopy({({0Object)data), O, ({0bject)msg)., header.length, data.length);
int checksum_1 = CrcUtils.calCrcl6{header, data, CrcUtils.CRC_FIRST DATA);
byte[] checksum_to_bytes = ByteUtils.intToBytes(checksum 1, 2);
if{unknow == null) {

unknow = new byte[8x28];

1

int chacksum_2? = Crcltils.calCrcl6{checksum_to_bytes, unknow, CrcUtils.CRC FIRST DATA);
msg[msg. length - 1] ByteUtils.intToBytes(chacksum_ 2, 2)[1];

msg[msg. length - 2] BytelUtils.intToBytes(chacksum 2, 2)[8];

msg[msg. length - 3] Byteltils.intToBytes({checksum 1, 2)[1];

msg[msg. length - 4] ByteUtils.intToBytes(checksum_1, 2)[0];

return msg;

1
T T T T LI o e R R N O I B S
1~ . XX Pl x 14 Bar 1 ! 1"Checksunt * x sHg <7 4p{4"% x_ s{
X Ghecksumt * x _ 4 F 1 .5 4(X 8% X, ux AR 487 fad_ ) 4 %S
S'I\“':’(“X-LS)i_-IV“‘:,"SY‘145_“&‘,5,!7‘-:ST‘\‘-<>)GVI-L'I"~”SXL~FV'IJ"
ROooN*L X o THRAL,YHASA LS daxe L pd 44 TEX 14T s

.Checksum

AL ATl st oA sy XISy s X Xs ]

~ o~ ~ ~V o~

014044 0 _ s togihuRe e oxses ) s L D F AT X A x T -

> > a

X 1S e AN, )% s 8 . x D48 x ] L &« sCreate_ap ~ ~ " S

ATt ~ ~
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ILX OTIXX JLoBX Y L xsTx xs{0 ] sX s X

~a >

s ] s XSl dxios 4y 4 tepdumpf 4 FIE < Ak P d e
I IR R B R ok S PP T I S R A AR T L AR
:,”~|SAS'|‘“'||-|-~,:"'S( T X v I xS ” >||_1s,,x><-|'| P
p XX L gs sx, X X . 1 4 0 kx|  c bxex e, s iOf s g
X s v’\xx" D R . s,,,,xxOfA‘:-E $ 94 ¢ :Z-|~’Z,,'vx,,|_x“><><~ i:!‘xNSVC L
], x x4 ] s Lo e X0 L Xt KX L xS g R xS
Sooartd e X N s et etstatd L 1S T ox 0 Xy
x4 x T s x4 T LT . iviredhake 4 5T Tk A o

R NN

Source Destination Protocol

Length Info

00 00 00 00 00 00[Td Tc]

d4 64 cf fe f8 fd 33 12
80

80 4.692757601  192.168.12.151 47.91.75.117 54 45466 > 9091 [AQ | 00000040 | 12 66 02 43 F8 45 12 29 &b g; ;; :i 2; :: Z;
81 4.692757126  192.168.12.151 47.91.75.117 TP 258 45466 + 9891 [PY (00000858 | ab 43 a7 4e cb 89 F5 @a cf 82 e of bl d5 31 38
82 4.503283908  47.91.75.117 192.168.12.151 Tcp 54 9991 » 45466 [AQ | 00000060 | 28 68 19 db €5 41 a0 fd Oc 3c eb le Bl 9@ a8 65
83 4.839144806  47.91.75.117 192.168.12.151 Tcp 386 9091 > 45466 [P |@60@6078 | 7b 56 43 16 2d e8 d1 bd 17 9b 5d
84 4.858523182  192.168.12.151 47.91.75.117 TCP 54 45466 » 9891 [AQ |90000880 | 12 5c df 75 9e ed Se 36 28 7e 6a
53 4.958344806  192.168.12.151 47.91.75.117 Tcp 258 45466 > 9@91 [pg (00000090 |78 5a 81 71 f1 c7 9d 16 7b 6d e3
89 4.958869206  47.91.75.117 192.168.12.151 TCP 54 9091 45466 [Aq | 20999040 | bT ‘;e 1; 52 ]Ei b g‘; 2 2 7: 5;
129 5.167896499  47.91.75.117 192.168.12.151 Tcp 258 9091 » 45466 [PS |goon o o [ e e T e 2 ot
130 5.110878480  192.168.12.151 47.91.75.117 Tcp 54 45456 > 9091 [AQ m—r—r_lg B Ac BT 03 3302 11 3c 4d 83 6b c8 B3 82
160 5.446484725 192.168.12.151 47.91.75.117 TcP 104 45466 + 9891 [P 00200010 0 01 6B BB 0B 00 0B 8B D2 c6 fc Se 89 0O 08
161 5.446057065  47.91.75.117 192.168.12.151 Tcp 54 9891 > 45466 [AQ 80260820 6 BG BB BB 88 80 T8 fe ©8 18 7a b5 d1 63 3f
162 5.455578284  192.168.12.151 47.91.75.117 TCP 104 45466 - 9891 [P§ 00000030 90 29 cf df @5 d7 e5 c6 74 42 fe be al 40 4f
163 5.456626531  47.91.75.117 192.168.12.151 TCP 54 9891 » 45466 [AQ 00000040 09 B2 52 33 74 e3 b8 @5 11 9e #f Bb 96 65 2f 9 ..R3t... .....e/.
172 5.805769471  47.91.75.117 192.168.12.151 TCP 106 9091 - 45456 [P§ ooom;g ;: :3 ;; :; gj 23 ?3 :‘; Z; :i ;i s*; :*3’ 2; :a :Z ‘(“"3"'[ 'E":";"Yh
175 5-BL0sTeAR  192.168. 12,151 s e o8 45486 = 5091 Eﬁ( 00200070 €8 ba aB @5 42 68 23 83 eb ef fe 7e 45 9b 3a 4d  ....Bh#. ...~E.:M
60 5b el 84 fb el a3 7a 72 e3 99 81 df c4 do
TTENE 79T ST DYYET N WITE (35T DITT], ST DYTET TEPTUTEN (TGT bits) on interface wlan@, id @ 00600098 be 72 ac bB 6b 7e fe ed b4 85 cc 5 15 ef 6e
Ethernet II, Src: Tp-LinkT_6a:7a:39 (d@:37:45:6a:7a:39), Dst: 42:e7:38:c7:b5:31 (42:e7:38:c7 20EEEEAR 7d b8 c7 68 52 22 @6 ab e7 63 59 43 2c 31 86

Internet Protocol Version 4, Src: 47.91.75.117, Dst: 192.168.12.151
Transmission Control Protocol, Src Port: 9891, Dst Port: 45466, Seq: ©, Ack: 1, Len: @ 1

©0PPOEE ec c@ @6 @5 @@ bf b2 1a 28 7e 6a 68 df cb 32
2ee000Ce 78 Sa 81 71 fl ¢7 9d fé 6a eb a6 f1 do 17 73
00000808 ef f5 6F 3b c3 63 93 ab 28 7e 6a 68 df cb 32
©020ORE@ 78 S5a 81 71 fl c7 9d f6 67 96 @5 dc 5d 3b 85
©0PPOBFE fc 92 85 77 75 B9 1b a2 1a ee 36 66 43 ee 85
20000102 a8 d7 1f eb df 8a 21 95 e2 db 54 7e 99 5@ 42
#8@PB118 8 S5c e7 @a c5 @a a3 b2 8@ 96 cl 9 1d 62 d8
20200120 2a 65 b3 a7 @4 a6 8b al 28 7e 6a 68 df cb 32
#8@P813@ 78 Sa 81 71 f1 c7 9d f6 44 6d 15 85 a9 cc 98
20200142 82 c3 b5 78 3f 76 64 4c 5 45 66 b4

fe f@ cc 8@ 82 32 82 12 3e 4d 83 8b e9 @3 @1 @@
90 @1 1d 61 e3 11 @0 @2 fe c5 fc 5e 90 00 00 00
@6 86 6@ BO BO 88 T fe e2 9d af bs 88 64 24 f9
f@ c@ 18 6c d9 ec @7 72 d@ la 26 aa cd 63 d@ 26
4a 95 d6 eS8 7b @f 68 12 b2 1f 78 24 6 le e c4
34 f9 2d 2@ ad a3 da d6 d9 c5 7e 8 cf f4 5a a2
cb 38 91 57 ad c7 cd d7 1le 17 54 46 e8 a2 fc b2
bl 7d e3 32 38 12 3c bd c@ 32 6e f5 ee ae d2 e2
32 e e3 b@ ad e4 ed 28 Sb cb 7b 75 b2 38 df @a
8c 5d 33 ff de 97 ff 52 7b 96 f8 c4 bc 26 27 11
9e d4 11 2d 55 a5 d9 ff c3 e@ 4@ 74 39 fb e5 dl
41 6 9¢ 4c a9 95 @a 14 b2 55 cc 3 96 9c 16 @3
2000018C 3f 6a @@ 77 21 cb 24 37 @e 15 9d 9a

&

&

&

42 e7 38 c7 b5 31 de 37
80 2c 48 3e @0 20 7 06
@c 97 23 83 bl 9a 84 982
fa fe 32 3 @0 20 02 04

45 6a 7a 39 @8 @@ 45 @@ B-8--1-7 Ejz9- -E-
ab 2e 2f 5b 4b 75 c@ a3 SH ALUEE
al le 73 bb ab a5 6@ 12 - % - .- seseeet
@5 b4 :

0000014C fe fO cc @@ @2 32 @2 12
2220015C @@ @1 1d 61 e3 11 @2 o0
00PPO1GC ©O PO @8 @B 80 00 O fe
2020017C f@ <@ 18 6c dI ec @7 72
©0@PO1EC 4a 95 d6 e8 7b @f 68 12
2020019C 34 f9 2d 20 ad a3 da dé
©0@POIAC cb 38 91 57 ad 7 cd d7
©202001BC bl 7d e3 32 30 12 3c bd
88@PB1CC 32 eB e3 b@ ad e4 ed 28
2e2001DC 8c 5d 33 ff de 97 ff 52
@8@@B1EC 9e d4 11 2d 55 a5 d9 ff
@02001FC 41 f6 9c 4c a% 95 @a 14

3e 4d 83 @b e9 @3 @2
82 c6 fc Se @@ @2 @0
e2 9d af bs 88 64 24
de la 26 aa cd 63 d@
b2 1f 78 24 c6 le e8
d9 c5 7e f8 cf f4 5a
1e 17 54 46 eB a2 fc
c@ 32 6e 5 ee ae d2
Sb cb 7b 75 b2 38 df
7b 96 8 ¢4 bc 26 27
€3 e@ 48 74 39 fb eS
b2 55 cc f3 96 9c 16
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P

MODE_ECR)
for i in d

[print (ans.enc

14X e o 1 ¥ A4 ¥« Userspacg ! 1.-1x7 TS Ea B SR N O B

Y oo %Xl I s

v

:~$ adb shell ps | grep smart
27747 397 1960076 264716 SyS_epoll_ 00000000 S com.ogemary.smarthome

:~$ adb logcat | grep 27747
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I s

X "

747 I TCPSocketConnect: %% fe f0 cc 00 02 32 02 11 00 00 00 00 e9 03 01 00 00 01 0@ 00 60 00
31 6d 37 fc ee c0 Ob 84 fb 54 54 Sc ef 60 44 aa 4b cb 78 80 7b 8f ef 98 57 ca 5d f@ 42 49 ee 8t
9d f6 c9 d2 a9 a3 fd 8b 49 79 fa 4c 6d cO 55 bb 35 db 28 7e 6a 68 df cb 32 al 78 5a 81 71 f1 «
84 W ServiceConnectionManager: tcp_connected =isConnected=true

84 V TCPSocketConnect: i% [ & 3] =820

84 V read 1 /47.91.75.1178 & 1en=332% #i B 45 fe O 4c 01 02 32 02 11 1b Se 05 0b €9 03 62 00
25 8b 3e 0a 41 c7 81 d6 17 95 c4 57 ea 74 96 be 99 a8 27 45 11 35 60 51 60 69 ef dd 19 74 58 X

> be 72 ac bo 6b 7e fe ed b4 05 cc 5f 15 ef 6e a4 7d b8 c7 68 52 22 06 ab e7 63 59 48 2c 31 86

31 78 5a 81 71 f1 c7 9d f6 67 96 05 dc 5d 3b 85 48 fc 92 85 77 75 59 1b a2 76 e9 a8 9d bl 8a a3

71 f1 ¢7 9d f6 44 6d 15 85 a9 cc 98 45 82 c3 b5 78 37 76 64 4c a3 94 fb 43 00 00 O

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 H0 00 00 00 00 00 00 00 60 00 60 00 00
) 06 00 00 00 GO 00 00 00 00 00 0O 00 00 GO 00 00 00 0D 00 00 00 00 GO 00 GO 00 00 00 00 00 00 ¢
20 00 00 00 0D 00 00 00 DO 0O 00 00 00 0D 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00

~ N'71N

00 00 00 00 00 00 60 00 00 00 00 00 00 0O 00 00 00 90 GO 00 00 00 00 00 00 00 00 00 00 00 00 O H H
Communication key

) 00 00
770 V ServerDataHandler Fill: #HHIE cmd=0x1102 serial=1001 errorCode=0 K 32
770 V ServerDataHandler e 10 4c 01 02 32 02 11 1b 5e @5 @b 9 03 02 00 00 01 00 @0 00 00
81 d6 17 95 c4 57 ea 74 96 b@ 99 a8 27 45 11 35 60 51 60 69 ef dd 19 74 58 c9 ae 57 2f c7 01 e
: fe ed b4 05 cc 5F 15 ef 6e a4 7d b8 c7 68 52 22 06 ab e7 63 59 48 2c 31 86 77 ec <2 @o 05 00 |
27 9d f6 67 96 05 dc 5d 3b 85 4@ fc 92 85 77 75 89 1b a2 76 e9 a8 9d bl Ba a3 7e 49 ee 12 87 bc
9d 6 44 6d 15 85 a9 cc 98 45 82 ¢3 b5 78 3f 76 64 4Lc a3 94 b 43
DataParser0x1102: g # 15 I0=184901147
DataParser®.
DataParser0
DataParser®.
DataParser®.
DataParser0
DataParser®.
DataParser@x1102
DataParser0x1102

31 34 33 38 35 39 31 32 €3 39

020-07-02 07:48:33
-0.0.0 Chinese-Engl

Free online translation fro

DataParser0x1102:

f B4 wsfies A

nNTIn my i

I's slx |

PID® 1 rid Y Xy,s1 7T

google.com

NetHunter

liTools = KaliDocs i Forums

chinse to enlgish

non @ puow (@ nem @ nomn @ Pa Q

(nmw 0.55) nixxim 6,210,000,000-2

chinese to english N2y NINNIN 1NN
chinse to enlgish naT izna won

& - o

i A X

Tongxan mi yao

oinny oopon: EHAEHE 700

~ Chinese-English « translator « translate yandex.com ?
lish online translator and dictionary — Yandex ...
m Chinese into English and back, Chinese-English dictionary with

Pxeox @x1102  x X «s v P A4 _ AN Tkss
D s, Ox TIsq sy 4 uxx”, 08" . qmd=0x1102sY.

:_IH_IVX 1X,,.|)sv « L 1 -AI'IV L
R T L LE T I DN
.(r®HAX
ﬁxx *\1'9(‘- -|.>VSS~AVL5(" '|:>v
s X S S L i e L. X oL, Xl s s,
T, ¥ s A4 4T XX ] [ xvoH T4

18T o 4Ix WSS 447 ]
s ® o7 L 49 sJI x s

ok s, R, x

]qu ”

~

SCS ST REIFTS I VR

d o, x €8),0 x , X7 ]sis

s sk X 4 oo R A7

S T q X AI

1Checksum. 1 * 1~

X " X

r”

1. s

public static fimal byte[] buildDatagram{byte[] header, byte[] data) {
byte[] vl = new byte[header.length + data.length + 4];
System.arraycopy({{0Object)header), O, c 6, header.length);

Jvl),

Jdatal, 8, header.length, data.lengih);

T . s [ . _ _ H
byte[] v7 = SeeTimeSmartSDK.getInstance{).getCommunicationkey() == null ? new byte[8x28]

SeeTimeSmartSDK.getInstance().getCommunicationkey(); I

5 o TCMOCRS N, 2T V7. LTCOLIIS . CRL TINST DRTET:
ByteUtils.intToBytes(v7_1, 2)[1]:

ByteUtils.intToBytes(v7_1, Z}[@]:

ByteUtils.intToBytes(checksum, 2)[1];

Byteltils.intToBytes(checksum, 2)[8];

v1[vl.Tength
vl[vl.length
vl[vl.length
vl[vl.length
return vl;

Xxe % X WIS HA L KT Tl X H

X p "™, sX 41, Kox X

~

A4
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% buildox005F (BlLjava/lang/String;Ljava/util/Date;[B)[B

¥ buildox0060(BLjava/lang/String;)[B

¥ buildox0061(BLjava/lang/String;)[B

% buildox1101(Landroid/content/Context;Lcom/ogemray/data/model/Phone;ILjava/lang/String;liLjava/lang/String;Ljava/lang/String;)[B
% buildox1101V3(Landroid/content/Context;Lcom/ogemray/data/model/Phone;ILjava/lang/String;liLjava/lang/String;Ljava/lang/String;)[B
L i build0x1102(Landroid/content/Context;Lcom/ogemray/data/model/Phone;lI[BLjava/lang/String;)[B

% buildox1102V3(Landroid/content/Context;Lcom/ogemray/data/model/Phone;lI[BLjava/lang/String;)[B

¥ buildox1103()(B

¥ buildox1104()[B

% buildox1105(ILjava/lang/String;Ljava/lang/String;Ljava/lang/String;)[B

% buildox1105V2(ILjava/lang/String;Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;)[B

% buildox1106(llILjava/lang/String;)[B

¥ buildox1106V2(lliLjava/lang/String;Ljava/lang/String;)[B

% buildox1107()[B

% buildox1108(1)[B

% buildox1201(1JJLjava/lang/String;)[B

% buildox1202(llIBlLjava/util/Date;[B[B)[B

% buildox1203(11IBI[B[B)[B

¥ buildox1204(Lcom/ogemray/data/model/OgeDeviceOfUser;Lcom/ogemray/data/model/OgeCommonDeviceModel;1)[B
% buildox1205(1JJLjava/lang/String;ILjava/lang/String;Ljava/lang/String;)[B

kil

N

w

Is |
1

r”

X 4TS

x,_“J;,x

S Xssoop T4 L, B s 7 X B

X ss
> LVN

""XX :

static {
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.

phone_object = new Phone2 5();

PHONE LOCAL_SLECT = new byte[]{0, 3}:
PHONE LOCAL LOGIN = new byte[]{0, 0xAl};
APDINITIALIZE new byte[]{0, -94};
STA_INITIALIZE = new byte[]{0, -93};
PHONE CONTROL = new byte[]{2, 1};

PHONE _NAME = new byte[]{2, 2};
ProtocolBuildUtils.PHONE STATE = new byte[]{3, 1};
ProtocolBuildUtils.INITIALIZE UP = new byte[]{4, 1}:;
ProtocolBuildUtils.PUT UP = new byte[]{4, 2};

ProtocolBuildUtils.GET FIRMWARE VERSION = new byte[]{15, 2)*____,_/

_ProtocolBuildUtils.FIRMWARE UPDATE = new byte[]{15. 3};
ProtocolBuildUtils.FIRMWARE UPDATE S202 = new byte[]{15, 4}; <_

ProtocolBuildUtils.RESTORE FACTORY = new byte[]{15, 17};
ProtocolBulldUtils SELECT POHER new byte[]{15, 33}.

N

ProtocolBulldUtlls
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.

ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
.PHONE DEVICE USER =

ProtocolBuildUtils

ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.

ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils.
ProtocolBuildUtils

ProtocolBuildUtils.
ProtocolBuildUtils.

.PARAM_UPDATE =

new.byte[]{17 4},
new byte[]{17, 5}:

U
PHONE HEARTBEAT
PHONE FORGOT PASSWORD =
PHONE GET CODE = new byte[]{17, 6};
PHONE POSITION UP = new byte[]{18, 1};
PHONE INFO UP = new byte[]{18, 2};
PHONE _ERROR UP = new byte[]{18, 3};
PHONE _SHARE DEVICE = new byte[]{19, 1};
PHONE DELETE DEVICE = new byte[]{19, 2};
PHONE GET DEVICE LIST = new byte[]{19, 3};
PHONE GET DEVICE STATE = new byte[]{19, 4}:;
3 & new byte[]{19, 5}:
PHONE DEVICE MY DEVICE = new byte[]{19, 6}:
PHONE _MESSAGE LIST = new byte[]{20, 1};
PHONE _MESSAGE PUSH = new byte[]{20, 2};
PHONE _MESSAGE UPDATE = new byte[]{20, 3}:
PHONE MESSAGE DELETE = new byte[]{20, 4};
PHONE MESSAGE STATE GET = new byte[]{20, 6};
PHONE MESSAGE OPEN_CLOSE GET =

GET_PHONE _INFO = new byte[]{30, 2};

GET SERVICE RECEIVE = new byte[]{1, 3};
GET DEVICE INFO = new byte[]{14, 2};

Y new byte[]{4, 4};

SET USER_INFO = new byte[]{18, 2};
CHECK_CODE = new byte[]{92, 108, 92, 108};

new byte[]{20,
PHONE MESSAGE OPEN CLOSE SET = new byte[]{20,

7};
8};

S
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Fooox xSl e A X s f xS A4 L Y DA dYsd s AL xsS
O0x11=17 , x> 1o ss | sTHIX4YS 5 1o Ju - X oS 4 XX A
Llxr s %X I T " dsa 8 L s 1 ox o Tx b4

Talo L o 10 (0 X7 IR Ju s 1 Xy s g1 xix

” ss ] Xiand 4 ., X x o g ¥ 1 x xTxs|lIxga

private static final String TAG = "OgeHttpSmartSDK";
private static SimpleDateFormat sDateFormat;
public static Gson sGson;

static {
SeeTimeHttpSmartSDK.sDateFormat = new SimpleDateFormat("yyyy-MM-dd");
SeeTimeHttpSmartSDK.sGson = new Gson();

public static veoid downloadFirmware(int arg3, String argd4, String arg5, int argh, String arg?) {
try L
I StrinoButfer vl = new StrinoBuffer{ServerConfig.getServerlri({ServicekeyType PAPTMDS, ServerConfio. DOWNLOAD FTRMWARE)): I
vB.append (" ?vid=");
vB.append{arg3);
vO.append ("&firmKey=");
vB.append{arg4);
vO.append("&code=");
vB.append{arg5};:
vO.append("&firmType=");
vB.append{argk);
v0.append("&phoneMac=");
a.ageend(arg?}:
(GetBuilder)OkHttpUtils.get().url{v@.to5tring()}).build().execute(new BaseStringCallback() {
@lverride // com.ogemray.HttpResponse.BaseStringCallback
public veid onError(Call argl, Exception arg2, int arg3) {

1

@lverride // com.ogemray.HttpResponse.BaseStringCallback
public void onResponse(String argl, int arg2) {
1
1)
1
catch({Exception v3) {
v3.printStackTrace():

}
'I.
XM EXx I g1" AL E | KR XT esT A AHTIP 1l L8 ] x
\vny’§C X‘vx s'|~x“s e y-|~s|_ PR =xv
x 7oxo ol x Y ) ey R SR S sty L X0 -} FIRDK .
X S s TA XA . x T e e udsx T

S« Xs s 4T x s xos o Firmwargt, L4y "sx

@Subscriber(tag="0x00A1")

public void local login receive(HashMap arglS) {
this.info.setVisibility(0);
this.device.setSessionId(Long.valueOf(Long.parseLong(argl5.get("sessionld").toString()))):;

if(this.device.getDeviceSubType() == 0xAl) {
int v15 = cger.parselnt(this.sp.getString(“size", "1"));
this.sp.getString("hasvalue”, "");
if(vl5 == (((int)ByteUtils.getFileOrFilesSize("/sdcard/smarthome/S201.bin")))) {
if(this.tftp == null) {
this.tftp = new TFtpServer("/sdcard/smarthome/", this.handler);
this.tftp.start();

}
WifiManager v15_1 = (WifiManager)this.getApplicationContext().getSystemService("wifi");
if(!vl5 1.iswifiEnabled()) {

v15_1.setWifiEnabled(true);

ing v15 2 = ByteUtils.intToIp(v1l5 1l.getConnectionInfo().getIpAddress());
((TcpSocketAutoReconnect)this connectMap.get(this.device.getDeviceIp())).write(this.device.firmwareUpgradeCMD2 56(v15 2
} , 69, “S201.bin"));
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S 1 U XTSI 4{L s B A "% L Toas) L x
X x 1 ]s x4 07 ><~ N EE LS s.:]]w‘xx“:s
b F e OUDP X T L X« XXXBREIP L X« XTRTPPA ) L 1 e s 1D X
opi1 » CONTROL -~ 11 x« w0 _x X" 4X x4 X
s 1 _xws TFTRw. 4SS X4 1. v -4 .3 1 s | xs
by x  TETE » X0 ). Lo 1., x s x " {s 17 4soa kX s 403 X sy X
Txoouds L 4 Ades D Xx ] TR b RACI3SA X (' 4. x s
S v w AT dSe L S 4 KoL U7 XX s 0,7 X s s exox ] xS gy
Xxso” $3 X < iss]_ox os loxox
if((MDSFileUtil.verifyInstallPackage("/sdcard/smarthome/5204_ul.bin", FirmwareActivity.this.sp.getString("hasvalue_s284_userl”, ""}})
((TcpSocketAutoReconnect)FirmwareActivity.this.connectMap.get (FirmwareActivity.this.device.getDeviceIp())).write{FirmwareActivity
¥

T X, e s L S0 s XK MD5SUMTE -« dd X v X 5 ] xiuxs | .

~ ~

T - - - 1V f | %’) “thrrTﬁt X « X f &Lxgk)1 ., XX . s . ] x s ] . s Y X

> ~ ~ a

UL ST MITM G w T I PO LSS i X, 5 4 METM -
4T METMiL  ~ L ixliss oo L odxx s o4 ] ix
2 XNQTA » X X AIsxpp XD X4 xS, o x 1 .4 _ 1 s o s T1X*.<es pxlx

S v LeSX ATk Lox

TheFirmware

pox X 16 1% .S b . a X 4 s XXy kx,,’f\”ssjiﬁ‘xxl_]wx ]9~
CL A XA e L s o s L T (LY AR A T AT s
T ., xq 141 X Fx x <X, xs ] X 88 « «w f f Jfst Dox ,, X ] s

< w1 x4 77xx so | shell 1 fiSdcard/smarthome

:~% adb shell
shamu:/ $ cd /sdcard/smarthome/

shamu:/sdcard/smarthome $ 1s -1
total 3632
-I'W-Trw----
-I'W-Trw----
-I'W-Trw----
-M-r----
-rW-rw----

root sdcard_rw 262144 2020-07-03 03:04 S201.bin
root sdcard_rw 395828 2020-06-21 03:54 S202_ul.bin
root sdcard_rw 395796 2020-06-21 03:54 S202_u2.bin
root sdcard_rw 0 2020-06-21 03:54 5203_ul.bin
root sdcard_rw ® 2020-06-21 03:54 S203_u2.bin
root sdcard_rw 396468 2020-06-21 03:54 S204_ul.bin
root sdcard_rw 396436 2020-06-21 03:54 S204_u2.bin
root sdcard_rw 2073 2020-06-22 04:12 error.txt

1 root sdcard_rw 1254 2020-07-01 11:04 log.txt
shamu:/sdcard/smarthome $ exit

:~% adb pull /sdcard/smarthome/S202_ul.bin ./
/sdcard/smarthome/$202_ul.bin: 1 file pulled. 2.3 MB/s (395828 bytes in 0.162s)

=I'W-Trw----
=I'W-Trw----

e e S e e
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LS T X T4 nd 4 18® | X g fise o 1R D] g disx v T 44T

~ ~ ~ >

R XX xS x L g Lt dmes Tos Tl xisd " 8 3 9.sqd _ J_s Ty ¥

b XS W X IR s g S i S XX ] ST feLLx,$Hs "X

SR AU ST IR WA IR I B B NNVCRL L N N I S BRCI g I

S v ds L 2FXI X XL & L ¥ L X lx ot o pdYaks s e x L Al X s

~ ~ A~

ER -|><)-|SJ\,,xsssv¢ v,,,x‘ i«

111s ., x % 5,04 X% s

S X 4L S ST d X LS ] €T s o ] G HT S AT ATSI 9

:~% file S202_ul.bin
$202 ul.bin: data
:~% binwalk S202 ul.bin

DECIMAL HEXADECIMAL DESCRIPTION
0x3F030 CRC32 polynomial table, little endian
:~% binwalk -% 5202 ul.bin
HEXADECIMAL DESCRIPTION

None (size=@x800, entropy=0.796679)

Xtensa (size=0x16880, entropy=0.864498)
0x17000 None (size=0x800, entropy=0.798839)
0x17800 Xtensa (size=0x9008, entropy=0.852596)
Ox20800 None (size=0x800, entropy=0.790234)
0x21000 Xtensa (size=0x4000, entropy=0.873896)
0x25000 None (size=0x1000, entropy=0.806421)
0x26000 Xtensa (size=0x13080, entropy=0.844654)
0x39000 None (size=0x7000, entropy=0.738732)
Ox4LBD0OD Xtensa (size=0x4800, entropy=0.878992)
OxL4800 None (size=0x800, entropy=0.829446)
Ox45000 Xtensa (size=0x1a0@®, entropy=0.877780)
Ox5F000 None (size=0x1800, entropy=0.522414)

S I BT R T B TR I X Binvalket filers & x <o xseT 447

Xxlowgss o x w1 fbs S X fcpuregs Lo+ M 4% x| 4 binwalkt

P

FY o, X ss oy X 4 {1 Xtepsatd ™ | Xs L S SN XX AS]dss ] .

v o~ ~

1% s A0 x (W d  oxpsy ¥ sy Xy X x4 X] L wxs T ox (Ss

CalX LT Xtensad KXo X 1w 41 1. 4% s Eh B XS x o
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wifi Xtensa Chips X Q

Q Al & images ¢ Shopping [ Videos [ News i More Settings  Tools

About 271,000 results (0.50 seconds)

ib| ip.cadence.com : news : Espressif-Systems-Internet-of-Things-WiFi-... =

Espressif Systems Internet of Things WiFi Chips ... - Cadence IP
Apr 29, 2020 - The Xtensa processor, customized b 0 achieve the best power,
performance and area results, is used both as a digital/Signal processor and control processor
with a real-time operating system (RTOS) that runs Fspressif's WiFi and TCP/IP stacks and
other application software.

I www.prnewswire.com » news-releases /espressif-systems-internet-of-t... ~

Espressif Systems Internet gf Things WiFi Chips Employ ...
ernet of Things WiFi Chips Employ Cadence Tensilica
ontrol and DSP. Cadence Logo.

Jan 28, 2015 - Espressif Systems |
Xtensa Low-Power Processor fo

@ www.fierceelectronics.gdm > components » espressif-systems-internet-...

Espressif Systems Internet of Things WiFi Chips Employ ...
Jan 29, 2015 - Esprghsif Systems Internet of Things WiFi Chips Employ Cadence Tensilica
Xtensa Low-PowgT Processor for Control and DSP. by Sensors ...

www.espressif.com » products » socs » espB266 » overview ~

ESP8266 Overview | Espressif Systems
Wi-Fi MCU for loT applications ... With highly-integrated on-chip features and minimal
external discrete component count, the chip ... ESP8266EX is integrated with a 32-bit
Tensilica processor, standard digital peripheral interfaces, antenna ...

X« \LX CESRB26B " 1818 s X PRI L 40 S0 XS xS K ]
:Strings~, § 1s] 4,0 4,0 4 Sv TOGMIFL S 4 X L T 4 X 4 IS X x X

:~$ strings $202_ul.bin |grep -i esp
Firmware ONLY supports ESPB266!!!
ESP_%02X%02X%02X

[EVENT]: a station disconnected to ESPB266 soft-AP
[EVENT]: a station connected to ESP8266 soft-AP
[EVENT]: the auth mode of AP connected by E5P8266 station changed

ESP8266 S 1 _ % 4suC. x T XY T Xix <447 ] x

i PoLx xI4 € 7 x o e, XXCEX XX L TS X I s Xpl] s Lo~ L

S s L T s e XX Xy T s s

Ghidax « IDAXS 1 _ X5 _ 4 %6 s

Tx 4s . Gprings s x < s el A XY S,ESPL_ 4S5 s 1 _x%Jdsp {7

I XOH * GDKE - ~ _ Y _ Y % {0 .
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S T KrxdlsP L ¥ b 1] | Fbx X8l s s Xs

X x A A PIT IT T
L s 1 _x <«  » *hitps://Boredpentestercdm/revdrsingesp8266firmware-part-1/)

X X
B SR T I

. X S4). ESP

x " os X . xs Zf-| 7OXsX X ().

Ja 4 ! iDEs

e R T R R ek B I T |

thomas@thomas-GS43VR-6RE:
esptool.py v2.8
Image version: 2

Entry point: 40100004

len 8x57848 load
len 8x07c94 load
len 0x00e2c load
: len 0x006T4 load
5a (valid)
mas@thomas-GS43VR-6RE:~$

-|XX S L

»

>

10 DI LosLifse, x X

. % % <+
AX”‘NXUL 1S {1 *s 1% B XX

(KOFX X L

o KAUSt HAVE®< 4 Lk 4% (VKX XS K s L T

< espteolgt, ~« ST LS.l 4IEX X

UXiwFo s 4.

$ esptool.py image info ~/Downloads/S5282 ul.bin

Ox00000080 file _offs
Ox40100080 file_offs
Ox3ffe8onn file offs
Ox3ffe8e30 file_offs

Ox00000008 []

Ox006057858 [IRAM]
Ox00605f4f4 [DRAM]
Ox00060328 [DRAM]

>’<x“.|sx_[’-[<,,hixq:x]i)x\,,,} ssLL1Z'|s‘Z"“VxV

X EntryPoint , + 4 117, X ¥ X

UoS LA Al LIO%X LS
T HH X S X XS S ] L X ssdx {0 x T ] X
174 7%%7ss A Fd 140 %18 x4 o«

I x Userapphicatidneodat + x $x *d .0 s ¥y  {xs*xx ,

AV LTS LT s O B L XS X gEs .

_ X f Llpaderd x DI, x|

IDAE 5 1 | X W™ X 4110

%(,Lﬁss,, X 1 «

PP X e Tl s 0 3 X8 L x o T H I RIDA L

FA1lwd %xx
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a2 -~ 1

v

L 11 *x

S

.I

L s x4

A oo
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= x . . . P x* . x
1 *sax 18 4d,« 1 x TGhidra srTedst ~i 41 x x{xiisIxios
- "
dox % ] 4 K o« L8X{s. S XX
a ~ 1 >
Trees 5™ x| [Ssting 520226 W0 B e @ - x| | Sbepie FON00007680 - (522 12 b & L é-x
+ 7 5202 uzom [mzeon 7] 1
0 00007454 00 e och T § void FUN_00007d80(int param 1)
08007d6e 00 7 aoh i:
oo007dsf 00 " ooh 3 5 undefineds uvari;
] s
00007470 00 00 D”;:::e”goaeoooh REF[11-F] 7 *(undefined4 *)(param_1 + 0x564) = DAT_00007d70;
o8 04 5| *(undefined2 *)(param_1 + 0x568) = (short)PTR_LAB_00007d74;
9 *(undefined2 *)(param_1 + 0x56a) = 0xlc;
. i * = 0:
Pt sooyars erca o B0 | (umetineiz ) a3 + osec) = &
sean7d74 g; ;é addr  LAy_6oee118c 12| *(undefined *)(param_1 + 0x56e) = 1;
13 *(undefined *)(param_1 + 0x56f) = L;
14 FUN_00B0eT88(3,0,uvarl);
DAT_00007d78 XREF[1]..F) = i
06007678 90 89 ndet . 40263090 i Fu:_ﬂm?ﬂeeeﬂs.l,D.ALODDWch].
28 40 17 |y return;
X DAT_00007d7c xreF11.F| I *°
+§ FUN_00008001 0B007d7c 16 88 Gndef.. 40288818
» § FUN_0000BObe 28 40
> § FUN_00008114
>~ §_FUN 00006130 g rEEEE ETETTEEY. FAERATREREARRE
Fier: |Fun % &l .
o e e = = undefined FUN_00007d80Y )
z = undefined a2:1 <RETURN>
¥ 48 0ata Types FUN_00007d80 XREF[1]..F| &
* B Bukintypes q 06007d86/12 €1 addi  a1,al,-8x10 H
» B95202_u2.bin fo H
T8 s 00007483 41 fb  132r [ =4,DAT_00007d70 |
08007486 09 31 s32i.n a0,al,0xc
= 00007d88 32 d2 addmi a3,a2,0x200 A
Filter: e P o . kg T a3

X 41 XD X sSOY A LDAPS 4« WX

ST

P11

~

n

v

T4 .8

s @Hidrag © x ~ 1

Xl X x s DR X
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S S USXSUTLL Hw XX RTDS_SDKr2.0.0° -

SDK ver: 2.8.0(e271380) compiled @ Mar 38 2018 18:54:06

leeesvsll_n
ap_loss

stage %d: CGAIN=%d FGAIN=%
rf cl
rf cl
pm cl
fpm cl
[COMM]
[COMM]
[COMM]
[coMM]
[coMM]
[coMM]
[coMM]
[COMM]

tap.c

e,nulldata_false
%d %u /9
listen quit
h
h
Closed client: ip
remote link cl
ota link close:

e:

user_power_calibration_cl
Updater
Closed client:
rtos_port
NoST_Llsten.c
thomas@thomas-GS43VR-6RE:
thomas@thomas-GS43VR-6RE
thomas@thomas-GS43VR-6RE

as@thomas-GS43VR-6RE:

(stack_size

s.C

.C

ip

_hdl : %x,prio:
.C
5.C
s.C
tim_
= tcpip
Atom
event_
AtomCond Add
s |AtomOnce Add
j [thomas@thomas-GS43VR-6RE:

e,nulldata_send fail

'device discover' &
%s, port

ip = %
Configure postfix not match
o

ready exists, cl

t listen setup failed!!!
t listen setup: port
the same connection

u, max clients %u
e the old one later

, port

"h

gateway server login done, cl
ip

2

e now!
port

= %s

,» type

port

t listen'
%u

setup

5
S
5
5

strings S202_ul.bin | grep -i task --color

p) overflow the heap_size.
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ProgrammingDummy Firmware

X 10X . X I q{ s 1 1. 1sx
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©v2.0.0
936c 924

Compare v

ESP8266_RTOS_SDK Release 2.0.0

@ wujiangang released this on Apr 2, 2018 - 2223 commits to master since this release
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bsp8266@esp8266-VirtualBox:~/firmware v
loning into 'ESP8266 RTOS SDK .
Enumerating objects: 493, done.

Counting objects: 180% (493/493), done.
Compressing objects: 10e% (307/307),

Total 25845 reused 306

ecel 1|g objects: 1008%
esoly 1|g deltas: 100%
connectivity...

} irtualBox:~
3266-VirtualBox:

(delta 292),
(25845/25845), 56.
(14674/14674),
done.

/firmware v2
~/firmware v2/

done.

%
'ES

513d972 f&9fabb
Dong Heug =dongheng@espressif.c
Tue Jul 7 11:55:32 2820 OdOO

om=

Merge branch 'bugfix/fix crash when esp

fix(lib): fix crash when esp restart

request sdk/ESP8266
~/firmware v2

See merge
Sp8266@esp8266-VirtualBox:
ote: checking out '936c92a

detached HEAD
commit them, an
cting any

ou are in

hanges and «
ftate without impa
ch to retain
with the

new branc
;llg -D

want to create a
(now or later) by

f you

checkout -b new branch name

feat(version):

~/Tirmware

WOh at 936c92a
8266-Vir tJalBO\

<wujiangang@espressif.c

2018 +0806

55 MiB

estart
called

RTOS SDK!1446

SP8266

commits

checkout

Update ve
v2/ESPB266 RTOS SDKS

done.
(delta 177),

pack-reused 25352
1.09 MiB/s, done.

cd ESP8266 RTOS SDK/
P8266 RTOS

SDK$ git log -1

called’ into 'master

RTOS_SDKS

make experimental
you make in this
checkout.

round,
commits
ing another

reate,
again.

you may
Example:

you
command

rsion to 2

om=

30700 RTO\ S

Vv2/ESPB266 RTOS
38766 RTOS S

v2/E ‘3’766-RT0‘

‘DK: strings 113 llaralu a-n lO

SDK$

grep lib/libmain.a

8:54:06
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s XSu S xS TR L4 ] XS L s X v e X 7+, sy x

., X sl 7 x s J,Isss-|‘|_1;||_x“°§-|,,,s[|le_ ¥x ., "

~ v v ~a Tt ~ w > ~ ~ vol ~ ~ A ~

s s § XS "X I ox{xgx s]{s ™ | ¥ ss*X oy 1 X q

x
P
()
T.
x
¢
X

« ¢ boxeoxo {1 ] Egp]ogﬁxi“,,sc AZ’3<,,,-| X {x :~vs”5|'|~>1_x «

homas@thomas-GS43VR-6RE:~/V X V r esptool.py image_info user1.1024.new.2.bin
esptool.py v2.8
Image version: 2
Entry point: 40100004
segments

: len 0x07678 load 6x40100000 file offs ©x00052ac8 [IRAM]
: len 0x008a4 load Ox3ffe8000 file_offs 0x00053148 [DRAM]

: len 0x00f38 load 0x3ffe88b0 file_offs 0x0005a9f4 [DRAM]
: b2 (valid)
homas@thomas-GS43VR-6RE: X V colordiff -y <(xxd user1.1024.new.2.bin) <(xxd ~/Downloads/S2062_u1l.bin) |

homas@thomas-GS43VR-6RE:

s ” | . oYX s=2¢svi.|x-|\“=,, 1L)1*’1~L<:H;eadel°f3 x "”o” xS‘_s‘§1<~xs“”sx

~ v ~

*Hro s bs s dses 44" Hd.Dxke9® | S . * s 41 s s ]

v > v~ ~ ~

X .ELF ,* x &s D I s & 4,4 b % X, XSX oyl (MXXgx X XS

A ~

L Entrypoint® s 7 4 X, X € x 1 oA L X XX o K L WSS X T X g XX s

v

Ifx,,lsx:)«1‘;Rx+,|:_x'|\|_-|_||_x,"s'| X « S

a ~ a ~

_nryMap - Image Base: 00000000

Memory Blocks  BEUETSASIE-RE T Evd

Name start B [End Length ERERERT LT cntry point: 40100004
data 3ffe8000 3ffes7ds ox7d6 A scoments
rodata 3ffe87e0 3ffe89e7 0x208 0
: e 0x. [ C %0
bss 3ffe8ge8 3ffef2c7 0x68e0 }H" FEVET) et
text 40100000 40107677 07678
irom0.text 40201010 4023caf7 0x3bae8 - :
.comment OTHER:00000000 OTHER:000003¢0 Ox3cl sum: 00 (valid)

T v, e e Fxeld T e, xS S ] sl X I S L 4 ]
17 .Yy, s o .~ s 14 ésptdoit L Y1 0 o dSlocle keSS T x x4 ]

XDl T W ST v s x s LR T T A4S, 1 8% v e .

a

14 FS X L MO HMX sl X ESX g 4 1IuX S0 | "0x40201010

>

SO 4 XX _SST XIS RN T L s X x oL x X 4 oy 5y s

~ ~ A ~ v = > ~ v ~ ~ v

.0x40201000 - * xp 1, { s ¥ XX oSl

9" ELR X o3 “~= X, 1] g s7 XS ],"x (sXyIX{"™ s 1. X iwxS X Lk 7]

> v >

Ghidrar . 1 Y)FunctionID 4 ¥ 1 s @ X 4 €I x4 5% X xp X s "

> v~ A

LAr st s 0 2 Tepr Ty X8« A X Ao ox 0]l x 7

[ ~ 2

141 « X« L osigmaket” o exd A0 xe ok S XIDARC A s 3]l ss o o

~

XS "X XX
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https://www.youtube.com/watch?v=P8Ul2K7pEfU

Technologic

. X . »
20 4 XX S XIS 4 1], X d T S X T B
Ghidrat X .S
S S ~
>~
Import /home/thomas/Downloads/S202_ul.bin X Language X
Select Language and Compiler Specification
AR LREW Binz5 |']® Processor E|Var\ant Size Endian Compiler
Language: AVRE extended 16 little gecc
Xtensa default 32 little default
Destination Folder:  simplevm:/
Program Name: 5202 ul.bin Filter: |Xt x‘@ =-

Optio

Flease select a language.

Description

ns...

Cancel

=1

] show Only Recommended Language/Compiler Specs

s X

File Edit Tools Help

Memory Map [CodeBrowser: simpleVm:/S202_ul.bin]

H| oo

*HETLIH XD

Memory Blocks

Name

| start

B[ End [ Length [R

[w [x [vola... [Type

initiali... [Byte Source

| source | comment

Add Memory Block x

Block Name: | user_code

Start Addr: | ram: |¥| 0x40201000

Length: | Ox3bafo

Comment:
] Read ] write (/] Execute [ Vvolatile

Block Types

| Default =

(U Initialized (®) File Bytes () Uninitialized

File Bytes: |5202_ul.bin \V]

File Offset: 0x0

Cancel

1"  Fdnctionip |
x 1 <7 Aifie e

X, ]S L+ X, .

1 dert 1 Doxl XX\ x

">

w

X s L, Vx « x "oy . s ]~ X « S R . Il x x " X 1 s 44 .
Arasies ¢ 41 _ FreeRTOB” '
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=

v [G= vTask...

vTaskDelay
vTaskDelete
vTaskPlaceOnEventList
vTaskPriorityDisinherit
vTaskPrioritylnherit
vTaskSetTimeOutState
vTaskSuspendall
vTaskSwitchContext

yYYvy vy vvvyvw
L e L S

-
5

xTaskCheckForTimeOut

xTaskGenericCreate
xTaskGetCurrentTaskHandle
xTaskGetSchedulerState

xTaskGetTickCount

xTaskincrementTick
xTaskRemoveFromEventList

xTaskResumeAll v

Filter: |Task1 ® | 2]

¥y ¥y vy vy vy ¢vyvvy
o e e S e e

SS.S ,Z I A:vX 144 s apiixxﬂ,ﬂ U7X, W XL N GO X i ] x 7 . s

> ~ ~ ~

FreeRTOSSDK «~ _ ~ ¥ & . & % s X wx s Tix s ]_ x.s

s 1 x " s, X (X% I x o % [N LS L X DX Cx o, X D O I L Fod

Tx L1 ix v Uxos o] I, Sffidlat T 445 x4 ]Fxsg K

XX D S | D N

Runningthe firmware on ESP826&hip

14 47 s 41" cox g x0T e A B xexx s pixe DX, 0T e ]

v > ~

11 4714s “xAdixsvxxs1sS . €QemmsxSy x4, "t 4.5 T 1Xxws .

A

ESR - Qemut ESP8266 . S 1 _ %« _4.51 X, S

~ o ~

X R X, X <« S DXL X M “ L ]~ Iox s X oL oX

~ ~ A > A~

’”

STM32 Tennsy Arduino)  + Erhbeddedi * 4 1*-4 * #4414« 413~ Ho ¢ ¢
~ 1~ Esp826& _1x - 44 1s J ~xs4*41.0%4 " . IRagpberryPi Nodemcu
ESHA 1 x ¢ 44,17 INodeMCUp 1 1 «, I~ J4e0 7 x o 16488 4 ¥saw 4 1 X
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S

L

13VENEIR

X8| T *XX( LS

thomas@thomas-GS43VR-6RE:~S sudo esptool.py chip_id

[sudo] password for thomas:
esptool.py v2.8

Found 1 serial ports

Serial port /dev/ttyUSB®
Connecting....

Detecting chip type... ESP826
Chip is ESP8266EX

Features: WiFi

Crystal is 26MHz

l§ 2c:f4:32:5d:e3:67
Uploading stub...

Running stub...

Stub running...

Chip ID: 06x005de367

Hard resetting via RTS pin...

SR NI S IR SR BN IE S L I R

L-

B0

1.

L] OESP L

1 13 ] < x vl fsea4 X

x T e B A X Xt ] s L LT X R D o S L 0 s X
sl s Xox e xS oo [ Txs s R8T LT XS 8 sl 8 X
= oo~ L k Js]™ % wS). s XsEx s8] s v 4 ..
Binary Address
Bootbin* nx0
User_firmwarebin n1x1000
Blankbin* nx7E000
Esp_init_data_defaulbin* nx7C000
SDRE A0 x o ls o opq s
X 7 4 XX X Ss|%Xx s} s X4 ].,s Tx, | oAy XS X o 2T 1

x4 LY

L hoxoy % =x ., 1€ . 4] s XXX J:,_,,x~s’<x,;d||<s>s:y:xx\-|g<,{:y\
x "oxx o { s s " 4mb sl xiyx X el X X A 481 L 0]sex 1 dAmb T -
The Switcher
www.DigitalWhisper.co.il
HN 2020~ * _ 1,121

~

X

X



Technologic

thomas@thom. VR-6RE : nloa
a_default.b €000 blank.bin
esptool.py

Found 1 serial ports

Serial port /dev/ttyUSBO

h$ sudo esptool.py write_flash -fm dio -fs 4MB 0x0000 boot_v1.7.bin ©x1000 5202_ul.bin 0x3fceee esp_init_dat

. ESP8266

>

« 18 18 oL x 1 | ~ 1 ] s UARTE [,,sx ]s:fsiL\ﬁ‘ss:-],**x,‘Lx

14 LY s « 1 1 L Aqu,v,s*lgx,:‘qx’éxi,)(_? x-|,,:'|\v,,v'|>c2 X slys, «

~ v ~

il s~ «  «mintesm* _{ " ITnywy n Xuarkm® | ! 1 boofloadent

thomas@thomas-GS43VR-6RE: '] 3 witcher/flash$ sudo miniterm.py - 74880

--- Available ports:
1: /dev/ttyUSBO 'USB2.0-Serial’
--- Enter port index or full name: 1
--- Miniterm on /dev/ttyUSB® 74880,8,N,1 ---
--- Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ---

ets Jan 8 2013,rst cause:2, boot mode:(3,6)

load 0x40100000, len 2592, room 16
tail 0

chksum 0xf3

load 0x3ffeB8000, len 764, room 8
tail 4

chksum 0x92

load 0x3ffe82fc, len 676, room 4
tail 0

.7(5d6f877)
: 40MHz
: DIO
SPI Flash Size & Map: 32Mbit(512KB+512KB)
jump to run userl @ 1000

0S SDK ver: 2.0.0(e271380) compiled @ Mar 30 2018 18:54:06
phy ver: 1055 1, pp ver: 10.7

rf cal sector: 1019
tcpip_task_hdl : 40108020, prio:10,stack:512
idle_task_hdl : 401080d0,prio:0, stack:384
tim_task_hdl : 40108218, prio:2,stack:512
I__L%_\"I_'L;_;V 'R’V?V?V?V‘I ﬂl" & oy "f."*i I‘VVVP\VVV & L4 I.l\ "9’!9’!9‘ 44 & r-
xxexfeee Tuptlefeee ee "o
X B 0" 000600060 00" it e oo 'iee iiee

bootloadent , : . SDHE © « . 2 ¥p 4 XX 17k FXSCH RE AT, Xixse T 4]

1 140 &7 5 4 d oxx”70x R . .S Lo I x o s ZZXL‘]1Zys~ LT x x 1 -

XWX R AT X T O % X o T e T e s S
s P87 xs 1 xiowx " 4.xT « | bootloadent x X X « <L o~ X1 oy {4 s

yart' o € x . 1 usspoq Is 4sc W17ix isp A4 1 TR Xk sl oy X 4s T ] x

> > >

x o ddmmyre s T X X7esST € x L, ] o8 IS A4S XX v v s L 1]

I +«Ghidrat _ ' 1sx {1 1&«14 07 40 x4 7 x Dx 4] 100041~ ]

FAde csop Xt crcGhidrae T 4 Y 0d s T S L X o X T s 0 {7 o

1, 17X %006 CsT g g xppsies 4Dl s Xl IR Cx 107

~

X Tty v 38 w7 xsof Il s g xS 3 s 4]
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PO T LI dsquakit L X 1 40 fx e 4. DX gart :

IR LY N T N E B I TP S BN

T
40257625 <0 20 memw 'AEI g void configuration(void)
00
40257e28 49 02 s321i.n a4,a2,0x0=>DAT_6000000c 4l
40257023 <6 20 = 5 dword local_40;
esa ;0 mem 6 undefined4 uStackeo;
40257e2d 48 02 132i.n a4,a2,0x0=>DAT_6600000c 7| undetineds ustack56
X - 8 undefined4 uStack52;
40257e2f 38 03 132i.n a3,a3,0x0 X
40257631 30 34 or a3 a4 a3 9 undefined4 uStack4s;
6 e 10 undefined uStackd4d;
11 undefined4 uStack40;
4025734 gg 20 e mw 12 undefinedd4 uStack36;
40257237 39 02 s32i.n a3,a2,0x0=>DAT_6000000c 13| undefined uStack32
= 14 undefined uStack3l;
40257e39 0d 0 ret.n 15 undefined uStack30;
40257e3b 00 77 00h 16 !
| DWORD_40257e3¢c XREF[1]..co i; ﬂ:g;—azg:ii;zgmgm ;
N 5 | ;
| #e257e3c gg gg ddw  9600h ¢ ToT—local_40 = DWORD_P0257e3c;
20 uStackéo = 3;
PTR_FUN_40257e46 XREF[1]..co g; t:g::ztii z ;;78,
40257e40 60 7a addr FUN_40257a60 ’
25 40 - 23 uStack56 = 2;
24 uStack4s = 0;
25 ustack4e = 0;
PTR_FUN_40257e44 XREF[1]..co
40357044 ¢4 Ta addr FUN 46107ac4 26 | UART_setbaudrate(0,&local_40);
10 40 - 27 | usStack36 = 0x10b;
28 uStack30 = 10;
PTR_ xt_isr_unmask_40257e48  XREF[1].co| | |27 =~ UStacksl = Oxld;
40257e48 84 29 addr  _xt_isr_unmask 50 | uStacks2 = 2;
€ 10 10 addr  _xT_1isr_unmas 31 | UART_IntrConfig(0, &ustack3e);
32 FUN_402025b8 (PTR_FUN_40257e40) ;
o b o o D =[33 | gpio_intr_handler_register (PTR_FUN_40257e44,0);
x> 34 (*(code *)PTR xt isr unmask 40257e48) (0x20);

O b sxf a4 oM O9600 L. MartR L L X 4 s XXX oS4 Sl
Lo~ X 1+ x| Tixs x7 g Bsl | x Lensh4*l . 3% p A ) X" pqd 3(: Pt ox

DX T X e Y ] s L € X x{UJ§ s T XS] x s

~ >

>

0N

Xl Ts X B X s

thomas@thomas-GS43VR-6RE: $ sudo miniterm.py - 384600

- Available ports:
1: /dev/ttyUsBe 'USB2.0-Serial
- Enter port index or full name: 1
- Miniterm on /dev/ttyUSBO 38400,8,N,1
Quit: Ctrl+] | Menu: Ctrl+T | Help: CtrlsT
QJee!e( @ k. b =

REASON_EXT_SYS_RST

i 0x3ffeB8000 ~ 0x3ffe8e2c, le
i 0x3ffe8e30 ~ 0x3ffe9524, le
: Ox3ffe9528 ~ 0x3fff10a8, le
: 0x3fff10a8 ~ 0x40000000, le

:00 app.c . [MSG]
:00 app.c . [MsG] Device: S202
:00 app.c . [MSG] Firmware authol
:00 app.c . [MSG] Firmware versio
app [MsG] Build time: GMT+8 2019-06-26 16:35
app. [MsG]
select. [MSG] Select init: handlers
timer.c . [MSG] Timer set unit: 16ms
timer.c . [MSG] Timer sync enable: true
timer.c . [MSG] Timer init
clock.c . [MSG] Clock init: timerZone = 8
flash.c . [LOG] -- B - Flash Store Pri <<<-
flash.c . [LOG] ox7D, offset 0x0800, i FLASH_STORE_ID_CONFIG
flash.c . [LOG] ox7D, offset 0x0200, i FLASH_STORE_ID_PARAMS_MODIFY
flash.c . [LOG] - Flash Store Print
config.c [MSG] Config setup max_id = 114
clock.c . [MSG] Clock time zone is set to
thread.c [WRN] Thread add: Atom Core
thread.c W Thread add: Atom Evnt
thread.c WRI Thread add: Atom Task

e d €L L kYD sy X s IS x T 0 4" S s T X S8 X LS

_’X X Z”l | xxv,,siz | *XVLE 1 ~bbot|oaden$ X 5 sl s s LC,_1x [ ~><y (4 s | s

> ~ v >

boox sST IS GMT+8 “, 47 x 4 )T X "Il v, 4 J 4TS A FTD 4,4 « X%

PRy (X x o
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T oix | bssi Ak TS ek fiixs fl sipq Y Jix s §7 4 XTsipy v

> > ~ A

3 v o>

v v+ jJ ss X ] "X ST SR XSLXXX L { LUXTsX T XS] | l.Xxs I s s
I X w X T PHsEA) v b x o x g odallbAck X 4 XX X4 DL X {ls 4 ]
(-~

LTS S I XSt v S p X XX X x X s

AV v ~

FXve S d e 1 w8 XEs A . 1,1 X4« | XFactoryTest - ~ ~ « 7 s 1 .

X pd LTS X 0 XX s X 64X Js | 4 Th TR %] X
RS IR T RN N S I SRS L AT IR N S SN B S TR LR [ B
T X0 AT cm L AL 03X L XX T s XD s X

o L I I 1 T L e e (o S e R e O ARt I R BT

SxQPxL00G 1 . 4sx " 47 s 1 xas 40 A AN AL e 4o s 0

> v ~ ~

Al s, (589X ¥4 ¥4, | x | {)userdatas + 0x7d4001 , 4 s X x+« o s
i | xs'|s-|<.‘-|s¢’" >1:3'|: 5:..”'-S~va -|,$,>$'|Z~s-|_s-||_2\~,,,s~ . ‘v’:,xsq\x

44 x<i 4 1mB T S T IS [ O

~ >

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 00 01 A7 6F 67 65 6D 72 61 79 00 32 02 53 32 30 32 5F 32 2E[|.......ocvvavrninnearnnrains ogemray.2.5202 2
007D415(35 62 03 B4 E6 2D 5A 2B 63 68 SE 2F 00 53 77 69 74 63 68 65 72 20 42 6F 69 6C 65 72 20 32 42 36 33 00 00 00 60 00 00 60 00 60 00 00 0O .-Z+ch*/.Switcher Boiler 2B63..
POO7D44202 64 00 60 31 39 30 33 30 36 60 00 00 00 00 00 00 00 60 60 60 00 6O 60 00 06 00 60 60 60 60 0O 00 00 06 00 60 00 60 60 60 60 00 00 06|
POO7D46F00 60 60 60 00 60 00 53 32 30 32 00 60 00 00 00 00 60 60 6O 60 00 0O 00 00 00 00 60 0O 60 60 0O 00 00 00 ©0 00 00 60 60 60 60 00 00 0.
807D49C100 60 60 60 6O 60 60 66 00 60 6O 60 60 0O 60 00 06 60 60 6O 60 60 6O 60 0O 0O 00 66 6O 60 60 6O 60 00 06 60 60 60 60 60 6O 00 00 0O 06|/
0007D4C%00 00 60 60 0O 60 60 0O 00 66 00 60 60 64 65 76 67 61 74 65 77 61 79 2E 73 77 69 74 63 68 65 72 2E 63 6F 2E 69 6C 60 60 60 60 00 00 00|

D 4A 01 64 65 76 67 61 74 65 77 61 79 2E 73 77 69 74 63 68 65 72 2E 63 6F 2E 69 6C 00 060 00 00 00 60 00 9C 4A 01 2F 5B 4B 75 84 23 01

007D523{1E 00 40 1F 2F 5B 4C CO 85 23 01 60 00 00 00 60 00 00 060 00 00 60 00 00 00 00 00 660 0O 60 060 00 00 00 06 00 060 60 00 00 00 60 00 00 CA

B07D5506C 66 5F 1E 60 62 3C 00 03 1D 62 00 6A 1B 02 00 46 41 4B 45 5F 53 53 49 44 00 00 00 00 60 60 60 00 060 00 00 66 66 60 60 60 60 00 00 0
007D57D|06 66 60 00 06 88 20 FF 3F 66 61 6B 65 73 73 69 64 70 61 73 73 77 6F 72 64 00 00 00 00 00 00 00 00 00 00 00 60 60 00 00 00 46 61 63 74/|.
BO7DSANGF 72 79 S5F 54 65 73 74 00 60 60 00 60 00 00 00 06 00 60 60 00 60 00 00 60 00 00 60 31 32 33 34 35 36 37 38 00 00 00 00 00 00 00 00 0

007D5D7)06 60 60 00 00 00 00 00 00 60 60 00 00 60 00 CO A8 08 D7 40 10 14 BO 00 00 00 00 060 60 60 60 00 EF 91 91 91 12 27 46 41 4B 45 5F 53 53|
8070604149 44 60 00 60 00 00 00 00 00 60 00 60 0O 00 00 06 00 60 60 00 60 00 00 00 66 61 6B 65 73 73 69 64 70 61 73 73 77 6F 72 64 00 00 00 0O

6070631100 60 00 60 00 60 00 00 00 60 60 00 54 01 60 22 06 9F 53 E3 11 38 39 38 30 00 00 00 00 60 00 00 00 00 00 00 00 00 60 60 00 00 00 00 06|.

007D65E/00 60 60 00 60 60 60 06 36 36 35 39 60 6O 00 00 06 00 60 6O 60 60 6O 00 60 0O 00 60 0O 66 60 6O 00 00 0O 60 60 00 60 60 6F 67 65 6D 72|
POO7D6BEI61 79 32 30 31 37 36 36 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 6F 67 65 6D 72 61 79 32 30 31 37 30 360 30 30 30 36 36
007068830 30 30 30 30 30 30 36 30 30 30 30 30 30 01 00 6F 67 65 6D 72 61 79 32 30 31 37 30 30 30 30 30 30 30 30 30 36 36 30 36 30 30 30 30 36

007DGES[30 30 30 01 01 01 00 00 60 60 00 60 60 00 00 00 60 60 00 60 60 00 00 00 6O 00 00 00 30 2A 00 00 01 00 FF FF FF FF FF FF FF FF FF FF FF
0070712|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Fow L 70 sxl o oS 4 T sy 4 s Ass . 40 sos p xR XX

MBML | x ¥4 <& LT L x <hox e A 4 Is Sss 4o, ST kT X ox
, X 1 x 0%1000 X1+, s¥ sl % beotloadent + «A 1_ 4 SF |« 7% s {4 s
XXX T iss 14 7 x L] C o T Al ddssE o k0

Al ex s e s s T s x4l 4 b es 01 e 0 e AN . s €

=-|><ss-||_\s><§|_~$_,_3~-|2 -|ZX~S,,H_‘ . st~ ,,-|S”>§_Z~Z”xl is-|: -|~”\~Lx»9<x“s
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CS(T 4 4T SX ST $ ¥ x<ix) GRIOR .~ X X T
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A INTR
LX)l xg 49 Y s x s x L Xx oy s T
s o4 st X o p s x T XXX ]
ix< .1 ox 0 AV v, s Ix, o
s 4T x0T s s T e xeskoss o T2 gy x X
. Hardwareinterrupt) 184 s L x s sy
(- x»>1:ss L 6 A xxx s*X L L, w) tX X ] 083 X 25
LX X 1TCP 15 4r Apdp<td- e, 1, THASe  oxs (A 4Es) 1L
AT 0 A e X 4ls 0 4 x4 s
S ..t S s B xexs s, e ] W Tex s D, s Dx g X B o x x {0
S _onx o i x0T e s e x o Xy s X ] ] s
A s xbisxe ysx o Tdxd s x 1 Gt L 8 ] X XX o T D ys sy X
v T x0T ] K AR XX S s L X xs G XY x DL
X LT YR ) b X X X P X e s D O R ] s s
1 XXX {psl 9 %iex o g4 04, X9~ x4 A XA e o XAs e AN
A C T s s s x4 s e s X, o Wl I8isd T 1 XX s e Ly
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Smartconfig (Smartconnec

P O I E I (RO RS I B N T® I SN N 0 N L TR B N N B
Lo L s s, ¥eEs TR ssTIT s X {0 xS dprdart connect o
JALCsET . L. x 1 is S 41 E A At Y Ll s LTS s X4 s 4]
x " "H P xS XIsx &0 % s
11 4%s el A XAT L
e XL B XX S22 %1 L
1.4 %s ” S 11~ S "Xy "X ” B - hdgX « s
x "o, . %] ] X x . qs X v , X S L "l Sy s
CLULK. L Lrov] LZUTIE LS S5EL LW
thread.c [WRN] add: Atom Core
thread.c [WRN] Thread add: Atom Evnt
thread.c [WRN] Thread Atom Task
80132 [LOG] true , mode
. 00132 [LOG] MAP: ioMux = true , mo
00503 [LOG] Sw [0] state: OFF
00110 [LOG] Mode: MODE_SMARTCONFIG
00125 [LOG] sniffer ch 1
00046 [LOG] [cpu 8OMHZ]-[mem 33000B]-[select 8]-[rssi 1/31db]
00125 [LOG] Sniffer switch to channel 5
sniffer. 00125 [LOG] switch to channel 6
sniffer. 00125 [LOG] switch to channel 9
sniffer. 00125 [LOG] switch to channel 11
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SmartConfig -~ ' ~ 41, s X e L e N . an £ R T AP B

> ~ ~ v~ > L~
S ATAHAL s x bl T g o xTAYg L 4] S R T
10«7 FdTox Fdox . x X I CXow o vs L T e L
TE - X HP A o ESP %X {1 -5« xX x{kxT1{H
- . XX DX o, X1 s Fd o ox ] s P41, s S X K T K X4
X LoxXoo e X 10 x 74 L X« X 1%, 154, T qs 1 1x 1L +s i
vow ] x 4L o X XX T4AMX slv i x ¢ g X o % KX X oot
https://www .eewehcom/profile/steve6366/articles/smartconfitnpow-to-turns-an-esp8266)
148X, ¥ L sXwy o491 sl x 1 4s s intg-asmarthome-device
(= . X .« X S _|+)J :A,,Iy.|v ss Jw X on ¥ X s Xss sXl v . X .
AL DT H T LTy v s e s oL e E o X0 e,
_'|L\‘U.\(ZXLIx“x-|:X~Z,,~>st=s,,‘|_-|~:s.|lx‘j“-|-|-||_>\ ZxA‘V\" 1 1
o d b S d I L x s Doxsq, x o Xsf s"X, s ] oo, F 45T

PADs " 0w ¢ 17 3¢ s Sld LS v s v dix v s dX ] s

~ >

LS Hd v vdix v {fsas T xS, 41 WS, 47«0 x v 1 x4

v ~ ~

LA es (g x o x Ax o, X ox s gAirx s " s

14 17 o ¢ : N 11 ] DL X W XXX XS s X% 40X ] v X s 4 v L, XD
L s ] . X & % D S L ¢ . L x1v1 LLy ,_sx-|“.|x,,-|>xv,,s> Si o Xiqen “Z"xx~>v VLS~
'XJX :X(\‘X,,'lv oL F Y

Lo lox I 41 83 4% 1 x . -|=|_")x‘_$<,><,' ""L’SXLAXLF\ LS4 ¥ s

~

if (DeviceConfighctivity.this.sm == null) {
DeviceConfigActivity.this.sm = new SmartConfig();
DeviceConfigActivity.this.sm.StartSmartConfig(DeviceConfigActivity.this.wifi edit.getText().toString(). DeviceConfigActivity.this.password edit.getText().toString(). 0. null):
DeviceConfigActivity.this.1sconfig = Boolean.valueOf(true):
DeviceConfigActivity.this.myView ProgressBar.setVisibility(0):
DeviceConfigActivity.this.staShowProgressClick();
TextView v7 = DeviceConfigActivity.this.connect btn:
v7.setText(DeviceConfighctivity. this.getResources().getString(8x7FOFO593) + "..."); // string:connecting "Connecting’

Foor X T A AT L X s P g, x | Tos

~

FxET AT
SIS IS I SR I B

~

byte[] payload data = this.ogemray encrypt{clear data. clear data.length, 92):
if(this.smartsend == null) {
this.sendflag = true;
this.smartsend = new SendThread(this, payload data);
this.smartsend.start();

1

return @;
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s T ox o X I Ixe X X S Xxs WD x0T, 0 T, x 87 s

struct smart_config_pkt{
u_char size
u_char ssid_len
u_char password_len
u_short pad

u_char magic_header_end
u_char[ssid_len]
u_char[password_len]
u_short checksum;

S dsqsp s XY LT Tx I 4 us i VTR LN

public byte[] ogemray encrypt(byte[] argd4, int arg5, byte argb) {
byte[] v0 = new byte[arg5]:
int vl;
fer{vl = 8; vl = argh; ++vl) {
vB[vl] = (byte)l{{argd4[vl] ™ argb) - 98);
1

return v9;

A 98 s i1 s x o x T LTx §

class SendThread extends Thread {
byte[] data;

public SendThread{byte[] argZ) {
this.data = arg2;
argl.vdpmuc = mew UDPMuc()

1

d0verride
public woid run{) {
while(SmartConfig.this.sendflag) {
SmartConfig.this.udpmuc.sepd(this.data, this.data.length);
i3

T ogemray . android. smartconnection. UDPMuc . send (byte[], int): woid

S CIx v 1L X X UDPMUCS X" s | 41 F 444 4*%x | {408¢%s

~ )

\in

public void send(byte[] data, int data_len) {
MulticastSocket v4_4;
int vl = data.length, * 8. % 14, ==.8. 7 data.length * 8 / 14 : data.length * 8 / 14 + 1;
int[][] res = this.protocol(data, data len);
int vz = 0;
while(vZ < v1) {
it o3 _ - Lu2lrl] -
res[v2][@8] = res[v2][@] & Ox3F | (v6 >> 2 & 1) << 6
res[v2][2] = res[v2][2] & Bx3F | (v7 >> 1 & 1) << 6:
res[vz = (v3 >> 0 & 1) << 7 res[v2][2] & Ox7F;
res[v <
res[v2][1] += @x188;

if(res[v2][2] < @) {
res[v2][2] += 0x1808:

this.destAddressStr = "238." + Strino.valueOf{res[v2][8]) + "." + Strino.valueOf{res[v2][1]) + "." + Strino.valueOf{res[v2][2]);:
MulticastSocket v3_2 = null;
try {

InetAddress wd_3 = InetAddress.getByName(this.destAddressStr);

int v5 = UDPMuc.destPortInt;

vE = "1234" .getBytes();

w7 = new DatagramPacket (({byte[])v6), ((byte[])v6).length, v4_3, v5);

vd 4 = new MulticastSocket{T7777);

The Switcher
www.DigitalWhisper.co.il
oM 2020~ * _ 1,121

~

x4 LY

r”



Technologic

IP © *xUWUDPL X 1« v din_ s X~ 2471 T I

IRs @ % x I 4 1% 4 _protocol s 4« <7 XS HRS DX x I(CJE) A4S ]

s oy I l.sx X4 385 ] bloadcast * x + ] s CHom 1S

v

L T A I AP S B T I IR (R SN O
L8 4 xx s {1 puffettd ILxxox 12X L1 4 4s L
S ox 314 s
Llx o = ox_s 14 s

Sl s e TR xSl LUPR X L4 X1 Bx oL box
Firda ~ » «"s  _x " x 4 x| LG M S L YR LTSS TS | K

I B . T e X oL ow L [P A I
https://www .digitalwhisperco.il/files/Zines/0x5C/Digital\Whisper9gdf
S L H 46 » oS v X I d Lo BS54 0 4 4 A X L
(A T S N VNI I I TR .5 B A NS o TS IR i | N I T BN B

S . XLAXL“ X ‘I: % o, -|>)SSXLX « . X%

t HexClass V apache.commons
t StringClass 1 String
t hexChars !

-~ result

ret
(saw
saw

passed to Protocol: " result)
dress buffer");

1, ret[i][1], ret[i][2]);

"IP addres END")

use("ogemr

tation
‘byte', varl);
buffer);

r buffer
r result

result)
(var2
varl.length);

,var3);
x(ret));
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Clear data: 14f

Len 20
rVar 1 = [object Object]
jvar 2 = 20
var 3 = 92
- Calling orig
“Encrypted Data 6d7c d7¢ dbcdcdcd9@

_Data passed to Protocol: e6f6f2fafa9bcéd7cdcbcbd7cdcbcadbedcdcd90
“Ip address buffer
2
-26 54
203 43
175 63
166 49
-41 13
27 27
124 29
179 49
10 -54 27
ikl L L
12 220 12
(13 36 0
- IP addres END

exs LIS s, fridai X X . S 4 X W AL AT X s, X Dk T x X
”,v;'s;\u?r[:XXM(H::JXA\V~X le“v Zx”xvix AI-|Vs~ s v, 7
T N N FHCOHE D F xS kLl g, x84 s xT3Xx s
AI 1\:{33,,‘:1* X o 4 ~Xx7, 4.1 xI'|x.|IT.|J“,,V'|\ L,xs " LS s L4171 R AI q
R I T R T - R T o
’_)le“v Alﬂvs o4
1 = x x4 ] . s | sy " TR XX Xl q]sX ,|:|~X,,“S:{2 :AleNV S XX ¢
A Al1vs - Iox oL =x.|2y\ss‘-|s"wsfi\=’ZX-|‘1’S’Zix’_l’:x:‘
A‘XZV o4 ] =41 *x s L s " "X s 4 w4 s |?X:“~X,,S=”Xx:"
I x 1 4 <s
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private int[][] protocol{byte[] data,
int v17;
int v18 2;
int v20;
byte[] data_copy =
int len_copy = len;
int v2 = 3;
int[] v3
int[] v4
int[] v5
int[] v6
int w7 = 8;
this.number = 8;
int v3 = 1;
int data_len_1 = data_copy.length;
int v18_1 = data len_1 * 8&;
int v18 2 = v18_ 1 % 14;
int v18 3 = v1@_2 == 8 ? data_copy.length * 8 /7 14 :
int len_copy 1 = len_copy 1 % 7:
int v12 = len_copy 1 == 8 2 w12 1/ 7 :
int[][] result = new int[v1@_3][3];
int v13 = 8;
while(vl3 = v12) {

int v14;
for{vld = v7;

int len) {

data;

int[3];
int[3];
int[3];
int[3];

w12 1./ 7 + 1;

vld = wZ; ++vld) {

data copy.length * 8 / 14 + 1;

v3[vld]
vd[vld]
vE[vld]

vl
w7
w7

vB[v14] I

1

int v14 1 = v14 + 1;
if(7 * v14 1 == len_copy) {
v20 = w20 + 2;
v3[v7] = v28;
int v13 1 = w13 * 7;
int v19 = data_copy[v13_1];
v3[1] = v19;
int v19 1 = w19 + 1;
int v21 = data_copy[v19 1] & 6x3F;

LRI AR I A SN

L.

1 X4sid ! X 7 ss Lo x o T sy s, xS T X oxe x4 X

A e s S AL ey IS 4% Is 4

~ ~

IPROtOCAl « S 4 & &KX IX XL A T )

S

V‘vay ]I s,_ZAst~w .

1

s

D S x | ”
140, _ X«

SRSV EEE Rt

-

18 L XX«

n”
N

~

x 1o s, 4 |

~

I N S DO N VS e P T BN S I L o A B B B R R LU B
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(B G208 P @
EHl @B x bin) References to wifi_promiscuous_enable - 5 locations [CodeBro.. —= O X
CoT o aworg avar L,
. Help
6 uint uVarz;
bnez : 7 int ivar3: nces to wifi_promiscuous_enable -5 l_@ W= ;_BE X
=] . y Reference(s)
s161i 8 undef:!'ned4 10531—40" f !References to wifi_promiscuous_enab)
9 undefined4 uStack6O; Location E‘Labe\ |Code Unit [Context T
10 undefined uStackB6; 40231d9a calle wifi_pro... UNCONDITIONAL ...
132r 11 undefined uStack5s: 40231ea2 call0 wifi_pro... UMCONDITIONAL....
. ’ calld wifi pro. .. .
calloe 12 undefined auStack40 [4]; 40232147 €all0 wifi_pro... UNCONDITIONAL ...
13 byte bStack36; 40232253 call0 wifi_pro.,. UNCONDITIONAL ...
mov. n 14 byte bStack34;
ca'L'i.G 15 byte bStack33;
16 byte bStack32;
132r i; byte bStack31; |Fmen 2 =-
callo 19 dVarl = DWORD_40231c2c;
20 if (param 2 == 0) {
. 21 uVar2 = (uint)*(ushort *)(DWORD_40231c2c + 0x10);
::":{.tén 822 while (param_1 != (undefined4 *)@x0) {
823 if (*(byte *)((int)param_1 + 0f2b) !'= 0) {
. 5 24 uvar2 = uVar2 | 1 << 0x20 - fO0x20 - (*(byte *)((int)param_1 + 0x2b) & Oxf) & {
movi.n 55 }
callo é 26 param_1 = (undefined4 *)*paran] 1;
. 27 T
:g‘;l' = g * (undefined2 *) (DWORD_40231c2c 4 0x10) = (short)uvar2;
% 29 FUN_40238e30(PTR_LAB_40231dd4);
8 lllz0 wifi_promiscuous_enable(0);
LAB 4023 31 wifi_set_promiscuous_rx_cbh(PTR_sniffer_ch_40231dd8);
'L_32 . % 32 wifi_promiscuous_enable(1);
1321' g 33 wifi_set_channel(1);
. 34 *(undefined *)(dvarl + 0xb) = 1;
132i.n - 35 }
addi é 36 else {
37 (*(code *)printf) (PTR_DAT_40231dbc);
ret.n v |- feiooan wn V€19 Teno;acn
s _oooxXd AN Sd s T A YT T X ke |y s ST xR, ]
TE X T T XS] DS LI S T4 X T s b A 4
Joxow s, x a2 Hes Iodx Tk T Ts 4 X T x s X8 44
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R _ XLl 54 1k Xx Sox a0 3 s XKL $N I8
.callback
void sniffer_cb(char *frame,ushort len)
{
dword dvarl;
int ivarz;
char *ssid_name;
undefined4 ssid_password;
uint uvars;
uint uVar4;
undefined4 local_50;
undefined4 uStack76;
undefined ustack72;
undefined uStack71;
undefined auStack56 [4];
byte bStack52;
byte bStack50; Unsigned Byte (db)
byte bStack49; Length: 1
byte bStack4s;
byte bStack47;
dVarl = DWORD_40231c2c;
uvard = (uint)*(byte *)(DWORD_40231c2c + 0x16);
if (*(byte *)(DWORD_40231c2c + 0x16) == 0) {
uVar3 = 1;
if (len == 0x80) {
uVar3 = uVar4;
}
if (((uvar3 I= 0) && (0x29 < len)) &&
(iVar2 = (*(code *)PTR_processLsniffer_pkt_4@231cbc)(frame + 0xc, (uint)len - Oxc & Oxffff),
iVar2 == 1)) {
ssid_name = get_ssid_name();
ssid_password = get_ssid_pass();
SRR TR H | SN I S N DA ol: AR N R St S IR I A L N o
s L L . v s o T x o B XX ML F e sl Y
] 1 ” CF A1 I x X 1L <" PR I s M Ixlsx , €s] x I's 4

R A O R B U

v > v

B3 = undefined uStack27;
od fo ret.n
00 77 00h - if (param_2 < Oxle) {
00 7?7 00h o uvar3 = oxfffffffe;
00 77 00h }
else {
DWORD_401079fc L : ar2 = param_1 + 4;
ivar5 = param_1l + 0x10;
01 oo ddw 5EQ001h E if ((*(uint *)(param_1 + 4) & DAT_40100d18) != DWORD_401079fc) {
5e 00 E] if ((*(uint *)(param_1 + 0x10) & DAT_40100d18) != DWORD_401079fc) {
El return Oxfffffff7;
PTR_FUN_40107a00 ¥
f8 8a addr  FUN_40238afs8 - iVar5 = param_1 + 10;
23 40 - ivar2 = param_l + 0x10;
=}
2ok ok ok e ke ok ok o ok ok ok ok e ok oK Xk ok X K = }ra. leao ke aladka al i\ S Zuy =Y A\

S

S

Xme 1. 4 S %« o 5% OXBE000L.] LS. s L XX U Xsp Al o, T ls)

v

.|.|’$l_$~isu|_-|,,J,xZ<.‘x><,, =4 xXs L X "o ,,x<.‘AI~ sxx~|v'|c
” - - X . ”

R o T TN PN 2R L PR

gL s x ! s X ol g XY xsXX s X K.
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T SR L B B N R TR B

X Ix o" g X XTIUXX,XXI]sq ¥ S

lo. Time Source Destination Protocol Length Name
1174 5.372318521  Motorola b5:a2:31 IPvdmcast_44:af:ff 802.11 118
1175 5.373319801  Motorola_b5:a2:31 IPvdmcast_44:af:ff  802.11 110

1176 5.374067052 Motorola b5:a2: 3 IPvdmcast_44:af:ff -
1177 5.375287690 Motorola_b5:a2:31 IPvdmcast_44:af:ff  802.11 118
1178 5.377492582  Motorola b5:a2:31 IPvdmcast 44:af:ff 802.11 118
» Frame 1176: 110 bytes on wire (888 bits), 118 bytes captured (888 bits) on interface 8
v Radiotap Header v@, Length 2
Header revision: O
Header pad: 6
Header length: 26
» Present flags
MAC timestamp: 5589467
» Flags: 0x10
Data Rate: 2.8 Mb/s
Channel frequency: 2462 [B6 11]
w Channel flags: 0x0@a@, Complementary Code Keying (CCK), 2 GHz spectrum

Turbo: False

Complementary Code Keying (CCK): True
Orthogonal Frequency-Division Multiplexing (OFDM): False
2 GHz spectrum: True

5 GHz spectrum: False

Passive: False

Dynamic CCK-OFDM: False

Gaussian Frequency Shift Keying (GFSK): False
GSM (986MHz): False

Static Turbo: False

Half Rate Channel (10MHz Channel Width): False
Quarter Rate Channel (SMHz Channel Width): False

Antenna signal: -2@dBm
Antenna: 1
b RX flags: ©x6000
v 8082.11 radio information
PHY type: 802.11b (4)
Short preamble: False
Data rate: 2.8 Mb/s
Channel: 11
Frequency: 2462MHz
Signal strength (dBm): -20dEm
TSF timestamp: 5589467
» [Duration: 528ps]
IEEE 802.11 Datz

Type/Subtype: Data (0x0020)

» Frame Control Field: ©x8849
.000 @001 0OEO 0010 = Duration: 258 microseconds
Receiver address: RivetNet_@e:a5:f6 (9c:b6:de:Be:a!

Transmitter address: Motorola b
Destination address: IPv4mcast
Source address: Motorola_b5:a.
BSS Id: RivetNet Be:a5:f6 (9c H
STA address: Motorola_b5:a2:31 (5c
... .... 0000 = Fragment number: @

— Cnannnea numbor. 1040
48 90 00
80 ec

76 e4 f5 90 a7 13
cO ed Th f28905cc 47 f7 3e5F 7. - -
ad 82 2a 40 1e 58 47 f2 63 'ig-* @X6c

Leftover Ci Info
Data, SN=1019,
Data, SN=1919,

e -l

Data, SN=1910,
Data, SN=1919, FN=8,

SH L T XX T HAN L A ST v s Sss s Fx s g 147

230 XXXXXXXX ¥ x (UDR * 1 « F

IR NV IR ¢ Sob CTIRe: I PN SR TN I B

v

s UARS T X x i) oo a4 Sy T D404 s

DS s D x ]y 231202123H D

>

Ox6f= 111
Oxde = 222
0x7b = 123

PN ~ Am

LODSed M QL 4 1si1 v ls o x

A ~

X ws x| L I Mic S

>

i . .o " RFEX « g X Lo~ L

§ % s I7]]sBroadcast * x § | X

S

X x 10) § w1 08@en
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Yag:5e6f.de7bni b @ s « X s
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multicat_mac = param_1l->Receiver_addr;
other_mac = param_1l->Destination_addr;
if ((*(uint *)param_l->Receiver_addr & MASK) != IPv4_Multicast_prefix) {
if ((*(uint *)param_1->Destination_addr & MASK) != IPv4 Multicast prefix) {
return Oxfffffff7;
}
other_mac = param_1l->Trasmitter_Addr;
multicat_mac = param_l->Destination_addr;
¥
sec_dig = multicat_mac([4];
first_dig = multicat_mac[3];
_3rd_dig = multicat_mac[5];
multicast_mac = (char *)verify_frame((uint)first_dig,param_1);
if (multicast _mac == (char *)0ox0) {
ret_val = -6;
}
else {
index_data_pkt = (uint)first_dig & 0x3f;
if ((index_data_pkt - 2 & Oxff) < 0x2b) {
ret_val = (*(code *)handle_smartconfig_packet) (other_mac, index_data_pkt, &ec_dig);

}
else {
ret_val = -5;
}
b
o
” X - - n et " X . . ”
197 %88 g1 _x sSas o oo s Tx sy o444 x4 {]l Y
e d e DX LRl bS], x4 5 T g s x Isxo T 4T
X x s (X L7 xS Xs"{{‘j“w"st> x =7 ox X
if (index_data_pkt == '\x02') { |
local_60 = local_60 & Oxffffffoo | (uint)*data; void FUN_40238924 (byte *param_1,uint param_2)

istack44 = ivVar7;
FUN_40238924 (&local_60,1); { .
if (0x41 < ((local 60 & Oxff) - 8 & Oxff)) { byte *pbvarl;

return Oxfffffffe; pbVarl = param_1;

while (((uint)(pbVarl + -(int)param_1) & 0xff) < (param_2 & 0xff)

uStack48 = (local_60 & Oxff) << 3; *pbVarl = *pbVarl + 0x62 ~ 0x5¢;

ivar2 = ivar2 * Oxdc + DAT_4023894c; pbVarl = pbvarl + 1;

*(undefined *)(ivar2 + Oxcl) = (undefined)local_60; }

ivar7 = (*(code *)modulo) (ustack4s,0xe); return;

cVarl = (*devide) (uStack48, Oxe); }

*(char *)(iVar2 + 0xc2) = (iVar7 I= 0) + cVarl;
H

T OHS &L X0 X LT K L AXTISYT T T PSS W xS

LA XS XIW"sX 5 % X © L, X xs"™ [ 17x , ] Fs T sl o Is
S dS AN T A es T x o Lgl s X X X7 s 4 s T B L R [
X" ., s o Uss o D1 s 4. (fUn<40238924 s 4w "X4 s s
1,14 sdenNsy o cxs] e 74 Sx wA¥s {777 s | oL o

XS 4 b fdam 1 07 4 s .
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data_len
data_len

(m !=
res

{

res

X o K44 s sl s ooXus args 7 - L o® cow XS xS R I B X X

~ a ~ v o~ ~

N -

N SOROKE XXX L TR L] Sqy,s d W, X LY

X 1s St X 517 « AL, ¥ A4 Xy sy o flix XS L 8] v

~ v o~ ~ ~ ~ v~ a

x "o I L DXLy s 1 XX {IIXS, YiX ST~ b 4L d

~ ~ ~ v oo~ ~ ~ ~

L L FAAx

bStack56 = *data;

bStack55 = data[l];
uStack60 = *DAT_40238ad4;
uStack59 = DAT_40238ad4[1];
uStack58 = DAT_40238ad4[2];

iVar3 = (*DAT_4023880c) (& Stack57, &uStack6o, 3);
if (ivar3s == 0) {
if (*(char *)(iVar2 + 0x7al) != "\0') {
return 0;

*(undefined *) (ivar2 + 0x7al) = 1;
}
iVar3 = iVar7 * Oxdc + iVar2;
if (*(char *)(iVar3 + uStack48 + 0x118) == '\0'}) {
*(undefined *)(iVar3 + uStack48 + 0x118) = 1;
T B A e
*(byte *)(ivVar5 + 0Oxc4 *data;
*(byte *)(ivVar5 + 0xc5 datal[l] & 0x3f;
ivars = I,
if (*(char *)(iVar3 + 0xc2) I= "\0') {
iVar5 = (*devide) ((uint)*(byte *)(iVar3 + 0xc3) << 2);
iVar5 = iVar5 + 1;

) =
) =

*_500);

iVar2 + iVar7 * Oxdc;
*(char *)(iVar3 + 0xc3) + 1;
*¥(byte *)(iVar3 + 0xc3) = hVard;

if ((*(byte *)(iVar3 + 0xc2) != 0) && (*(byte *)(iNarB + 0xc2) <= bVar4d)) {

FYd o8 4 S x ox X sl X ] ox o X X P I X e s X PIxX s

~

Fod LI T LS S Y e xS ST X X DX s L X Tl s s X

syle e X, Osh s X T X e s G X 0T X g xd Ts 4 49T XX, s

a

o X TR ESISq V% T X s s liasy Xs L { X RE 4T, Ikxxds L]
LA XA T X ks F Ty { M
Tl ey A e b Dos A X T e stisx §ox x4 x Ilo,sy X

L s XD K e XDIXs 46 T 8 xxs T 4 L {00 T § 0S8 o XSl o X
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>

Tl s

X ot d

if ((*(byte *)(iVar3 + 0xc2)
FUN_40238950(1ivVar7);
iVar7 = iVar7 * Oxdc + iVar2 + 0x142;
decrypt_smartconfig(iVar7, (uint)*(byte *)(iVar3 + 0xcl));
ivar7 = FUN_40238a2c(ivar7, (uint)*(byte *)(ivar3 + 0Oxcl));

—if (iVar7 == 0) {

(*(code *)printf) (DAT_40238ads);

(*DAT_40237bbc) (&local_60,0,0x15);

do {
*(undefined *) ((int)&local_60 + iVar7) = 0x2e;
ivar7 = ivar7 + 1;

} while (ivar7 !'= 0x14);

local_60 = *DAT_40238adc;

uStack92 = DAT_40238adc[1];

uStackss = DAT_40238adc[2];

uStack84 = *(undefined *)(DAT_40238adc + 3);
uStack83 = 0x20;

get_time(austack72);

1= 0) & (*(byte *)(iVar3 + 0xc2) <= bVar4)) {

(*(code *)printf) (DAT_40238ae0, (uint)bStackes, (uint)bStacké6, (uint)bStackes, (uint)bst

, (uint)bstacks3);
(*(code *)printf) (DAT_40238ae4, &local_60);
(*(code *)printf) (DAT_40238ae8,0x11d);
(*(code *)printf)(DAT_40238aec);
(*(code *)printf) (DAT_40238af0);
L return 1;
}
return 1;
}
oLooXx" s ox s. . s x "oxo X 400w XXX vx\A{,,,]‘t._s L
S 4 ww"Sx%x . « fuR_4023B950 X 4 w & ¥ A A XXl 4y 4 1.8 L 07 4 X
_”(:|XHXX\"|_\S?‘1"S” . S s . 1
x I3 s ]l I 3§ «is]” s §_.|‘“’5<,><’ X 484 <7 X IS X{PF { . « " X
X ‘S‘:’ XLX'iI-]-I.L""‘L]X” AJ'I'I,'-SSS:\N-I :YX~V >SI,..S,\ VSu_ \.:’Xx:,)(v ,:IXS"=”:L'I"
fun_4023@&2c s 1 X« M X 7 x
undefined4 FUN_40238a2c(byte *param_1,uint param_2)
{
byte bvarl;
ushort uVar2;
int iVar3;
uint uvVar4;
byte *phVar5;
if (((((uint)*param_1 == (param_2 & 0xff)) &&/(param_1[5] == Oxal)) &&
(uvar2 = *(ushort *) (param 1 + ((uint)*param 1 - 2)) [UVar4a ="crc(param_1), ivVar3 = ssid_name,
[(((uint)uvar2 & 0xff) << 8 | (uint)(uvarz >> 8)) == uvar4)p &&
((param_1[1] < 0x21 && (param_1[2] < 0x21)))) {
phVar5 = param_l1 + 6;
(*memcpy) (ssid_name, pbVar5);
bVarl = param_1[1];
(*memcpy) (ssid_password, pbVar5 + bVarl, (uint)param_1[2]);
(*memcpy) (DAT_40238a28,pbVar5 + bVarl + param_1[2], (uint)param_1[3]);
*(byte *)(ivVar3 + 0x40) = param_1[31;
return 1;
}
return 0;
}
X woLs o, psy " ox o is'( 0 Tss L, jfes ok 700X X o A PFoxxEpg]” o xDoxDX,
S '( N X|_“~$ X '|V\ x I " s> - X )‘SjL‘.f s q :v ~s ”X|'S~ I | J=VXS,,,,JXCCX-| . L
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TUAr xS s 4 ITos L LS XL TS X XX wds L oS3
T$ “-||,;><j"|s,,xs><|_-|~'|A"l -|:V§-|’|<-]:“x:v\|_ vv:s-| ><|_s~s « 1 1iXes x o« oL,
el 1s  Lx x4 1"s o L4 s - L thedksum -
XX D] b Mmemcpyr S T XS R LR G AN L x T x s € ]
LIX“,Y‘l:A~5‘|IL‘|:SXVY\'|4J§">LSA s o 4 % o e P | [
- X N X x X
Xl p A1 X< 4 4L Is4%4%s < xss. o s
'FUN_40238950 x | 4 «~is1” s g4 .../ x¢1”
17 base = global_ssid;
18 data = (int)param_1;
19 iVarl = data * Oxdc + global_ssid;
20 mask = 0;
21 uvar2 = 0;
22 loop_index = 0;
23 while (loop_index < *(byte *)(iVarl + 0xc2)) {
24 iVar4 = iVarl + uVarz;
25 if (mask == 0) {
26 ivar3 = data * 0x6e + loop_index;
27 uvar2 = uvar2 + 1 & 0xff;
28 *(undefined *)(iVar4 + 0x142) = *(undefined *)(iVar3 * 2 + base + 0xc4);
29 *(undefined *)(iVarl + uvVar2 + 0x142) = *(undefined *)(ivar3 * 2 + base + 0xc5);
30 }
31 else {
32 ivar3 = data * 0x6e + loop_index;
33 dig 1 = *(byte *)(iVar3 * 2 + base + 0xc4);
34 dig 2 = *(byte *)(iVar3 * 2 + base + 0xc5);
35 *(byte *)(ivar4 + 0x142) =
36 dig 1 << 0x20 - (0x20 - (8 - mask & 0xf) & 0xf) | *(byte *)(ivard + 0x142);
37 uVar5 = uvar2 + 1;
38 uvar2 = uvar2 + 2 & 0xff;
39 *(byte *)(ivarl + (uvar5 & 0xff) + 0x142) =
40 dig 2 << 0x20 - (0x20 - (8 - mask & 0xf) & 0xf) | (byte) ((int) (uint)dig_1 >> mask);
41 *(undefined *)(iVarl + uvar2 + 0x142) = (char) ((int) (uint)dig_2 >> mask);
42 }
43 mask = mask + 2 & 7;
44 loop_index = loop_index + 1 & 0xff;
45 }
46 return;
47 |}
XA X A xS
xS d, b R saedd D s sl Ao s L] s e s
maske " ¢ _p_ac S, x X x Xl qs] %X 9§ O s
LX X 1 x s TI,x* b{g* o I 4] s« xq7"x|
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addrl blackli. len(buf)

-addrl

p.addr2 blacklist:
-addr

p.addr3 blackli
.addr3

a t_mac)
pkt_num
(pkt_num)
da ([al111) (0] .
) &exff :
] = data buf[i+2]

] = data_buf[i*2+1]

total pkt g
otal pl digl = data_buf[i*2]
dig2 E)

pkt_map[pkt_num] = 1
data[pkt_num-2] = a[
data[pkt_num-2:1] =(a[2]60x3f)
sum(pkt_map) -= total pkt total _pkt e ) B
. 2

data,total_pkt)

total_pkt+2
t(mc[21,16)]
r Y
buf[i] = ((buf[i]

buf
rom_buf(b) :

total pkt
pkt_map

g sniffing!")

pkt
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