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Source Destination Protocol Length Info

192.168.147.1 192.168.147.149  DNS 105 Standard query @xf5d9 A resolveme.deadbeef.fun OPT

192.168.147.149  B.8.8.8 DNS. 93 Standard query @xle45 A resolveme.deadbeef.fun OPT

8.8.8.8 192.168.147.149  DNS 93 Standard query response Bxled5 Server failure A resolveme.deadbeef.fun 0PT  Querying for 1y deadbeef.fun without NS in cache
192.168.147.149  192.168.147.1 DNS. 93 Standard query response Bxf5d9 Server failure A resolveme.deadbeef.fun OPT

192.168.147.1 192.168.147.143  DNS 95 Standard query @x1535 NS deadbeef.fun OPT

192.168.147.149  8.8.3.8 DNs 72 Standard query @x7ce7 NS deadbeef.fun Querying for NS records of deadbeef.fun

8.8.8.8 192.168.147.143  DNS 121 Standard query response @x7ce? NS deadbeef.fun NS ns3.41414141.club NS ns4.41414141.club

192.168.147.1 192.168.147.149 105 Standard query @xddca A resolveme.deadbeef.fun OPT . . .
192.168.147.149  5.8.5.8 DNS 93 Standard query @x1697 A resolveme.deadbeef.fun OPT Querying for resolveme.deadbeef.fun with NS in cache
192.168.147.149  35.235.180.241  DNS 93 Standard query @xS60L A resolveme.deadbeef.fun OPT Victim DNS Server queries our malicious DNS server
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https://github.com/radareorg/cutter
https://tools.ietf.org/html/rfc2535
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aY2Inn nhyon

17 NNYY 7210 ,1N0"Y7W2 XK¥NIY NYY NITRY 11yn? gznan DNS-n 1YY 0Na7 nn7101awd 1'ydy
NT AX2N DX 7X17 "1 XY NN DY [nnon .nw7inn NX 7'von7 nipnail 1N1'N27 NiMir NRivn
NONINY SIG Nniw Dy N2IYWN 17 Niy71 ,SIG a1on nYRY NNIK 7IRWY qpnan DNS-n w7 oMy
NYTIN NIRT 722 DNS 71710091 ANKN ,NIYY7 AURNA TAN7 NP 77,2V N2 .KB64-n 71m
D'77an |9IX 722 .EDNSO-1 Jnin Nwin oX 0'N1 4,096 IX ,UDP 7yn "2y XIn TWKD 0'Na 512 9w

ANQN DX 7¥17 NN T Dproon N7 1770

NNIYY XNAIT? ?DNS 7un yT' NN 1avnT Mol IY AW WX NI NN - DIRYN NYRY)
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DNS Truncation

:(REC 5966 '97) nXaN N7091 117j7n1 DNS-1 n'zoiyvn 0*-RFC 1901 7 njz'myn nRM7 INKY?

“In the absence of EDNSO (Extension Mechanisms for DNS 0), the normal behavior of any DNS
server needing to send a UDP response that would exceed the 512-byte limit is for the server to
truncate the response so that it fits within that limit and then set the TC flag in the response
header. When the client receives such a response, it takes the TC flag as an indication that it

should retry over TCP instead.”

mMy? oNa'w nn L% DNS-n naiwna (Truncation 7w ix') TC 7210 DX 7717 C1WOKR TR IX79)
-n NI A7 NAUWN NRY7? i 0th inal L qpimn DNS-n 1w wn TCP NN nIt'? qpnan

?0711a Nnd 72X .0'na 4,096

:(RFC 7766 '97) NXAN N{7091 777N NRTN N7RYT7 NAIYN RIXNT "D NIN907 11TN ND0I1 DYD

“DNS clients and servers SHOULD pass the two-octet length field, and the message described by
that length field, to the TCP layer at the same time (e.g., in a single “write” system call) to make it

more likely that all the data will be transmitted in a single TCP segment.”

D'T'YNN NYTINN N'7'NNY (D'0*a 16) 0'na 2 oroolnn ,TCP 7yn 7aiy DNS 71710N9 TWKOW NN

.KB64-1 nion nyTINN 72 1Ay "o 7Tan ,0'01 16 My axI nyTINN 7TIRAY (11N .0NIR 7Y
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https://en.wikipedia.org/wiki/Extension_mechanisms_for_DNS
https://tools.ietf.org/html/rfc5966
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770 nYTINN IR PY L ARaN DR 37 1D 117 npraon X7 D' 65,535 7w IR Ny TN 17'9X 7aK

SIG MniwNa Niy7 ' aKkan DX 77 1 ,meol LSIG-n nnivan @i

|'RXY NINNID DA DN

.KB64-n 712 ndIXY

* Domain Name System (response)
Length: 65535
Transaction ID: 8x6al3
Flags: @x31@@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
ANSwWers
[Request Tn: 12]
[Time: @.882123888 seconds)

BB200608

ILNRE] 52 13 51 22 @@ @1 69 B8l °0 BB 80 BB 85 34
31 34 31 34 31 34 31 83 66 75 6e 88 88 158 86 81

Ilh .....

[nyTInn IR X 0yt TCP 2yn DNS nyTIna DRIWXIN D'NAN Y]

DNS Pointer Compression

:(MINn DAX7 A a1on N7RW7 N2IWN2 111N2) N'N'V*A7 DNS NAIWN N0 DYS |N11 XN

v Domain Name System (response)

Transaction ID: @xB8854

Flags: @x818@ Standard query response, No error

Questions: 1

Answer RRs: &

Authority RRs: @

Additional RRs: 1

¥ Queries

% research.checkpoint.com: type A, class IN
Name: research.checkpoint.com
[Name Length: 23]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (Bx®881)

¥ Answers

¥ research.checkpoint.com: type CNAME, class IN, cname c67rbnn43k2@.wpeproxy.com
Name: research.checkpoint.com
Type: CNAME (Cancnical NAME for an alias) (5)
Class: IN (Bx8881)
Time to live: 1675
Data length: 24

63 68 65 63 6b 7@ 6f 69
el oo o1 [TIEN ee o5 e

8ase

6e 74 @3 63 6T 6d @0 @@
@1 @@ @2 ©6 b @@ 18 @c

Goee Bc ec 4b 2f Sb cd 3@ bs c2 95 db 27 83 @@ 45 @@ kS o Er
28 c4 2@ ad @@ @@ 74 11 d3 42 @8 B8 83 @8 c@ ad AR - R
@l 81 @@ 35 cb 4d @@ b2 dl de 88 54 81 8@ @2 @l --5-M-- - -QiEEEE
@@ 86 @0 @0 8@ @1 B8 72 65 73 65 61 72 63 6B @@ - r esearch-

checkpoi nt-com--

[Wireshark-2 nixa7 [maw 19> ,8.8.8.8@ dig research.checkpoint.com A 112y DNS naiwn]

NI '"MITN OY 1IN NMIYN] 0WN nTwa 0xc00c 0'Nan NN arvn Wireshark NG Ny 9D

?nn% AN .(research.checkpoint.com) nn7'kwn nxx!

:A warm welcome to DNS, powerdns.org "MXnnn DYsn ,NIN907 N1TNa
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https://powerdns.org/hello-dns/basic.md.html

Technologic

“To squeeze as much information as possible into the 512 bytes, DNS names can (and often
MUST) be compressed... In this case, the DNS name of the answer is encoded as 0xc0 0xO0c. The
c0 part has the two most significant bits set, indicating that the following 6+8 bits are a pointer to
somewhere earlier in the message. In this case, this points to position 12 (= 0xOc) within the

packet, which is immediately after the DNS header.”

NN NN ,TTIEN DWAY *¥n 0xcO N'fan :Xan [9IXA Y17 0'an1 DNS-1 ninw - NMaya IN

.NMIYNN N7'NNN NTYIMN NTNNNN 7Y 0o'nN KIN (0x0c 7w Npnl)

.research.checkpoint.com NTNNNN NX X¥N1 NAIWNN N7'nnn (0x0c) 12 boNa PN ,j7ITA DX

:NINQN MINNA NIKYY [NY 19D ,<size><value> 7w 210NN MWW NITTIENn DNS-2 nitnnn 770

Vv Domain Name System (response)

Transaction ID: @x8854

Flags: ©x818@ Standard query response, No error

Questions: 1

Answer RRs: 6

Authority RRs: ©

Additional RRs: 1

VvV Queries

Vv research.checkpoint.com: type A, class IN
Name: research.checkpoint.com
[Name Length: 23]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xeeel)

VvV Answers

Vv research.checkpoint.com: type CNAME, class IN, cname c67rbnn43k20.wpeproxy.com
Name: research.checkpoint.com
Type: CNAME (Canonical NAME for an alias) (5)
Class: IN (@xeeel)
Time to live: 1675
Data length: 24

8c ec 4b 2f 5b cd 30 b5 c2 95 db 27 @3 @0 45 €0 K/[@ *e<E

@0 c4 a0 ad @2 00 74 11 d3 42 08 08 08 08 c0 as t B

@1 81 @@ 35 cb 4d @@ be d1 de 83 54 81 80 @0 e1 5-M Teree

@0 06 00 €0 @0 01 08 72 65 73 65 61 72 63 68 @a  rccccc- r esearch:

63 68 65 63 6b 70 6f 69 6e 74 @3 63 6f 6d 0@ 8@ checkpoi nt-com--
ee50 o1 00 o1 [TJL o0 05 00 01 00 00 06 8b 00 18 c  ---[--- -.------

[DNS Z1710M92 NITTIZN NITNNN 12 [DIRN 7w N'¥0017'K]

NN NONX DTN 2y yaaxn? 1 0xc0 "nop"n N1 wnnwin? nN713x ?79dn 0y nNIXk on
i
:RR_AllocateEx n'¥j72197 112y'w 7TIAN 10NTD NX NAYNAN NNOIN NX ND0I11 DY |N11 .NAIWNN

[Name_PacketNameToCountNameEx result] + [0x14] + [The Signature field’s length (rdi-rax)]

NV NIANINNN DX WWXN Name_PacketNameToCountNameEx n'¥j21190 ¥ 7'nyn |INQX NI
NAYNNN "D N ,0¥U NTY 9 7712 2wWN? X'N DRTD DY2190 79 nNonnn DNX- .n7unY

NRXZNN 7712 DR 7TAan? 17 WwoNnw (Primitive) 2'0'NN9 IR¥N ,Nwyn? .NITNNNY? 0'yfaxna
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NNIXY M 2172 Nt .DNS-n naivna 7272 0'Na v wIn'y T qiM DN 7v nTad1 NIMda

Inw7inn NX 7'won71 akan DX X7 N'7x¥n7 1O 0NY

N wm'y My SIGN nniwna Signer's Name nTW2 NyTINA NNNX NTNNNY NN9A7 N7 X
,JINTD D700 Q'K WIN'Y  NRT NNNY .Y TINN 7 12'0R9KRN RN DR 7*Tan7 7221 0xc0 "nop"n
NN NTNNNNY 1IN NRT Overflow.-7 niMa7 1 7'90' X7 ,(0xc00c¢) 7RWIN ['"ITN DW? Monin

LDRXPNN 7TIA IR DAYNNA WWKRD [1IAWN2 NP7 N7TIAE Ny TINA DNtz 12D (117N DY) 015N 1NIX
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HTTP niyTin JI1n2 DNS niyTia nnhan

2102 JnIn Windows DNS Server-wi TCP 7yn 11ay7 910* DNS-w D'WTI* 12D 11NIX DTN 27w2

AN 1 72X ,TCP 7un DNS Ny TIn 7 n1ann NX 20'N DDA 12D 1NN LD 17D .ATh MIYpPNN

AP (1Y N[N0

DNS/TCP

Length (160it)

Transaction 1D {16bit)

Flags (16bit)

Questions (16bit)

Answer RRs (16hit)

Authority RRs (16bit)

Additional RRs (16bit)

Clueries

Answers

Authority Records

Additional Records

[TCP '2un DNS nyTin man]
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:NNAN N'VYTIVON HTTP-N NYTIN NX [N XA

50 2f 31 POST /pwn HTTP/1
2f 2a 0d .1..Accept: */*.
70 3a 2f .Referer: http:/

NN Tay' Windows DNS Server ,53 01192 DNS MW7 nnix N7w1 oX ,HTTP NYTIN NXTY '© 7V 9X

:N2N N1aNnN '97 wIIoN Ay TIinn .DNS NN7'XY AN 17RO AYTINN

0000 50 4f 53 54 20 77 6e 20 48 54 ¢ POST /pwn HTTP/1
0010 2e 31 0d Oa 41 : 65 70 74 3a 20 ‘ .1..Accept: */*.
0020 O0a 52 65 66 65 7: 72 3a 20 68 74 .Referer: http:/
Message Length: 20559 (0x504f)

Transaction ID: 0x5354

Flags: 0x202f

Questions: 28791 (0x7077)
Answer RRs: 28192 (0x6e20)
Authority RRs: 18516 (0x4854)
Additional RRs: 21584 (0x5450)
Queries: [...]

-0 MW 72X POST a10n HTTP NWpa NI7W? *1D [9T9TaW JavaScript-n vIINd wnnwn? 731 ,0'971nd
YT NN oY ,n7un? NIKN7 NIY 19D IR IIN0MYIA INKY? W72 wnnwn QWX qpnin DNS

.('DI AYPEaN 10,07 DNNID) 17V N0YY T 'RE9om [9TOTNY HTTP nyTina

RFC -2 NTainw "Pipelining"-2 Dal "Connection Reuse"-2 DA nin Windows DNS Server ,117Tn%7
NAIANY? NIdNY NI X77 XTI TCP 12N INIR 7y DNS NIk 1900 NI7wY 17 ©"woNnw nn ,7766
ni7wY? 1 "Pipelining"-1 "Connection Reuse"-2 Nwn 7w ndmnn NX 7x¥17 721 707 .nwnn

NINY - X1 yTN n'7nn (http://target-dns:53) qpnan DNS-n nw 7 [9T9Tnn POST nwjpa

.TI91 91X 7RWINNY ,No011 DNS N Inxya

INQN 91X 20N 1N7Y HTTP-n nyTIn

.('D1 ,User-Agent, Referer) nn0*7wa ['RW HTTP NNNID - @

IR N7Y2 AN NMIWRIN DNS-N nyTInw 75 ,POST-N NW{1d "IN yT'Ann 77nd "TIoN" e
.(0x504f) n'knn

.T191 91X 7NWNY ,POST-N NWPZAQ "INI'AN VT'RNN 77ND Noo1l DNS N7Nw e
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XN X' I

[ Internet Protocol Version 4, Src: 192.168.147.1, Dst: 192.168.147.156
I Transmission Control Protocol, Src Port: 59949, Dst Port: 53, Seq: 19322
I [15 Reassembled TCP Segments (28561 bytes): #4(341), #5(1468), #6(1468),
4 Domain Name System (query)
Length: 28559
Transaction ID: @x5354
- Flags: @x2@2f Zone change notification
Questions: 28791
Answer RRs: 28192
Authority RRs: 18516
Additional RRs: 21584
- Queries
b [Malformed Packet: DNS] |
4 Domain Name System (query)
Length: 53
Transaction ID: @xc2a@
I Flags: @x@l2e Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
4 Queries
[ 41414141.fun: type N5, class IN
- Additional records
[Response In: 38]

5@ a4f 53 54 28 2f 7@ 77 6e 20 48 54 54 58 2f 31 POST /pw n HTTP/1
2e 31 @d @a 41 63 63 65 78 V4 3a 28 2a 2f 2a &d L1 -Acce pt: ®/*
B3 52 65 66 B5 72 B5 72 3a 28 68 74 74 7@ 33 2f ‘Referer : http:/

[Wireshark-2 nixq7 naw '9> ,7'n' TCP 112'n 1aa 7y DNS NI7RY 190n]

[ R}
[ R
(2]

Bl =
o & @

NQN 10102 NIXNY N1 N9'PNN 7w NNATN

https://youtu.be/PUIMmMhD5it8

NIYa DIT'? DwWoKRn D1I'XR (Mozilla Firefox IX Google Chrome 1n3) D'X¥I1910 D919 TN 2N ,7VI92
Internet DN''2 ,0M9TOT W D¥NINA 190N T 27X NIM7 71D' AT aKan 7 .53 097 HTTP

.(Chromium 001an X7) Microsoft Edge-1 Explorer
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(Variant Analysis) NnIx0Ya NIN1

D'ANQ NIXN7 NIN 7V NNAITD NNK NWZIND D'YNNWN TWUKRD D'YXINY ']"7nnn XIN NIXONA NIN1
niIT NIYO AYY'Y 2'10 ,TNX DIZNa NIYL AWy NIdNNN DXY nNlnn Nhn T2 (D'Y]I'I') o"NX

ONKX DN

2277 nox¥n RR_AllocateEx n'¥j719nNw XN ,N7'NNdN NN NNAITAN NY7INNY NM'vn N2'on
071¥7 NTTI2 DNS Nnivwn 2w 07T1Ia PRY N1INYT AWK L, 91K .unsigned short a1on DVN1S
AWND NIIDI NI'R NINTD NNINN LII'RIY 19D N .10 NNIN NIRT 271 KB64 7w nonn NN 1Iay' X7
D'NZI7 TWUKRD ,NNNK 0'7'02 IX) 1I0NT DN AT ,NITWN 7w Y72Innn 07TIA DX jlawna 0Nl
772 NX DAwNNW) Name_PacketNameToCountNameEx n'¥j72190 7¢ NRXINN DX |1AWN]

(Nniwn

T77 AWTIN 9'0INT7 NIYLA 712! NYZII9] WUNNWNN DYDY Divn ,"1aw” aix'ya 1aimn L7 oixa
NYUNNWN NNYD DYII90 OX P11 DA ' X7 DTN NN AN T X7 wUIin'y Qpy

2un'? o'na 4 9Taa unsigned int 11> NP 21T 019'0N D'ANWNA

:D'NAN D'RINN 7V MIYY DY WONY 127V ARAN INIR 7Y NID0I NIROIA KIXNNT7 ' TD

.(viajp 1w X71) nanwn 7Tia oy RR_AllocateEx n'¥j72197 Ny mwr .1

2w'N? nwnwn 7w aR¥INNl Name_PacketNameToCountNameEx n'Nja197 X" mw' .2
.RR_AllocateEx-7 "avin 710

AN IR 01 16 7w N 0D 'Y awinn RR_AllocateEx n'yja197 "avw 1win .3

Xan .NsecWireRead X'n dns.exe X122 178N D'NINN 70 7V nayw nT'n'n NDoIN n'Xj22I9nN

NX7'ONIPT Y700 INXT7 ,N7W NVYWOINN ROY'AN NN 71T

RESOURCE RECORD* NsecWireRead (PARSED WIRE RECORD *pParsedWireRecord, DNS PACKET *pPacket,
BYTE *pRecordData, WORD wRecordDataLength)

{

BYTE *pCurrentPos;
dwRemainingDataLength;
dwBytesRead;
dwAllocationSize;
DNS COUNT NAME countName;
5 ourceRecord = NULL;
pCurrentPos = Name PacketNameToCountNameEx (&countName, pPacket, pRecordData, pRecordData +

wRecordDatalLength, O0);
if (pCurrentPos)

) (pCurrentPos - pRecordData))

dwRemainingDatalLength = wRecordDatalLength - (pCurrentPos - pRecordData) ;
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dwBytesRead = countName.bNameLength + 2;

dwAllocationSize = dwBytesRead + dwRemainingDatalLength;
if (dwBytesRead + dwRemainingDatalength >= dwBytesRead

&& dwAllocationSize <= OxFFFF)

{
pResourceRecord = RR AllocateEx (dwAllocationSize,
if (pResourceRecord)
{
Name CopyCountName (&pResourceRecord->data, &countName) ;
memcpy (&pResourceRecord->data + pResourceRecord->data->bOffset + 2, pCurrentPos,
dwRemainingDatalLength) ;

rceRecord;
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:dnsapi.dll!Sig_RecordRead

mow
cmp

[dnsapi.dll!Sig_RecordRead n'¥j7119n 7w *22n0x0'TNn 270]
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https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-

year-old-bug-in-windows-dns-servers/
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