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DXE d?pendency ?ect:LDn Sect?qn DXE d?pendency Fiil size: 4Ch (76)
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Version section Section Version Parsed expression:
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DXE dependency section Section DXE dependency PUSH EfiPcdProtocolGuid
PE32 image section Section PE32 image PUSH EfiSmmAccess2ProtocolGuid
UI saction Section uI PUSH 395C33FE-287F-413E-AB55-8088CRE1D43E
Version section Section Version AND
« FatDxe File DXE driver Fat s
PE32 image section Section PE32 image END
UI section Section uI
Version section Section Version
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Version section Section Version
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Version section Section Version
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Version section Section Version
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-Y20How%20Windows%2010¥20Rewrites9200 S%20Architecture%20-
Y®20Alex%20lonescu%20-%20201%/@20(blackhaf015).pdf
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https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-b7bfb217b437
https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-b7bfb217b437
https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-securekernel-20382
https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-securekernel-20382
https://medium.com/@matrosov/uefi-vulnerabilities-classification-4897596e60af
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
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. ”
s .,x 1 s s x < fDocker + 4. 7 _
X X .
S « S

P A e T p Yy e T I e x e s et
*x T ke s v, Ay pes e sS4 1% Docker - S~k
I N -I J 'I 1 ~ o = R X o % = + x " x¢€ "’SV”‘XV-|X~ S?LSA‘,X, >X “Sq‘ S, . . L“) X v"s”

.+ 1 Docker : -~ e N
F Y X ,:.|v.|vx s , X (X V“X”'I'- V. ~ 1 « . X &S s 1" s o

~ ~

oL s e x o b AT T 4 X% ] 4y {.Bockert <~ Lkt vk

L X 4% .« AL ] sPocker a1 ap 4 TS x ] s s L x

.Docker 1 ! A
S .+ 3  uwuBDotkerix x 1 T x .8 1y soox s Xs L4 X
4 x XX X T ox - x4  Dockert : L ‘L ¥A A x4 ©s 4 4§ s
X X X q

~ ~ ~

S 4y x o x " |

1A L. IR B oo FdL s x 1, «x 7 4L s LT WX FlTox s
Sax s s g A T dx o d T DL S b f yDboker 40 v,
.Dockert .~ " . 4 % T N 2

~ v ~

s.,.x1_ s s x.peckei-~ + 1.7
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https://www.digitalwhisper.co.il/files/Zines/0x74/DW116-3-Docker.pdf
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Lo s x Fdo XS . Y 4 sy v XS T [ R N X
- ¢ X rootditeetoryy . ¢ _ 4 x s x < Chrootds Is % S, Lo s X ]
I T T BN N 1 L "l
/ (root)
1
I T T 1
bin etc home usr
]
e e . _ _ _ I 1
| |
| chroot I bob alice
| | |
| I T T | |
| |
| bin etc home usr |
| |
| e e e e e e e e e e e e e |
[x} .

‘FS $ 1 <« 1 Pecdmfpress s 1 1o dx Kk, 4 xs D x X x o8 Dx oy
$Is

N S T T R

$ sudo

[ ] # export PATH=/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

JEekli| . prefix + chroott 1 x © * ] {4 skls:.” s "
$10 . xs 9 s +ARATH S " = | ,s o . v #2s%4is 417

~ > > v Sov A v

s.x1_ s s x.JDecker-+ + 4. 7
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https://securityqueens.co.uk/im-in-chroot-jail-get-me-out-of-here/
https://securityqueens.co.uk/im-in-chroot-jail-get-me-out-of-here/
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
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Namespaces
Namespace 4 x = * «~ « " . 1 4L s: R R T U B R
{ X LY x € sx_lxvx .|X"_|~ Lol -qﬂC’SAV:"IxxLV,.,q”*ﬂq:JXLj
X X 'I" ~ " AY -l\.

r 11 x L ¥YNamespacl 1 «+ 1 1 x Namespadg. Xx.: X «

- Namespacg ~ « _ " s 14058
.Cgroup IPC Network, Mount, PIDQ TIME User UTS : + x {Namespa¢ey "+ 1 _ 11 «
®Oo4x o L ox” 0, T+ .l yxs Namespace r , 490871 L1 w ¥ XA oL
Namespaces | x : Lo~ . " INamespaces ~ * 14 ! 141+« _ -~ 1 Nanrespacel - 1T
R
.PIDNamespacg _ x _ {1 _s *+ 4yl
s s ¢ " 441" x s ] x X ks-|ZJs-||_stZVSJ ::X\.VJ,,X-LJV X L, L T T X
P T T SRS TS S IR S B N IS
“SR I T R SN T S
$ ps | we
177
””‘I‘I-I”X“s .IX:
[ ] # ps aux | wc -
177
B 1o s e rded 0 . (Rl es x oS s s
_Zx,,xv~Js X ,,-|<."|v
x-|~JA ,SL-l:S.VX sts"”x]xv\xxx,,”ﬁ‘.{\.{1’PpD$fs s_]x,,2>><s X="'|-|‘”‘1A"¥~”
s, _ss T« PIDNdmespace+ 1 1" | xunsharel s sx « 4% ] o 7
$ sudo -- -- / / bash
D B BRI proc ST LS SN A AR IR SR B
e T T A T R N IR
[ ] # mount -t proc proc /proc
27447 x sl x DX 4L s s DX
[ ] # ps aux | wc -
5

Pxorx g JpImEs s Xl ax edldsl x Xy st s 1 G, 4 L
Lo " 4417 x s

s.x1_ s s x.pecker-~ 1. "
www.DigitalWhisper.co.il
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Cgroups
:XVJ ,IXAV 1=x,,J.|¢ =ny) :J”Av _|x\~vx I R
Dt Tx o ax oA T cdrdups, S SL 4 s X L TS LX)

~dcroups v . .4, s 44w q
/ [ fs [ cgroup

SICHE RNV B S

/sysfs/cgroup
CPU Memory PIDs
Cl C2 M1 M2 P1 P2
M3 M4
1~ oo o1t ks o T e ] T R T T B s
{417 xos s 4417 x L. b A X s x ] T B
1"V X X 1 xLxJIIx~s>sL,-|>4~J ><xs.xL_}><~ ] Vs Lo
B O T T B N
L egrotps +r ~ s o x 1 x s Tdgroupst v ! sis s T L x Do ] X vy
ccgroups ¢ . 1, s 44«4 Forkbomb it L v fS 0 KT o o T Y

+o1 Ilixss X L sx o 5. 1 fofk bomb*

s.x1_ s s x.JDecker-+ + 4. 7
www.DigitalWhisper.co.il
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Idcst v 414018 s PIDs,.cgroupst L4 xyxso>x 41 0 " o x ¢ s s

R I s ¢ CX L Fd A4 77T o _egréups L adX Xoar 4. XA T 4G X

dox X L, o« X x A Fd 1" x xS oo X oS

10 _ 4, ~_5s 4141 s spidsmaxttasks~+ s~ 1 1YY, "] X1 (v Texdad 1.7 X x

$ sudo > / [fs [ / / / pids . max

s _ | dgroupst N N L1y s Fdox . o x 7T Xgx v o l4uws @s

O x o X xegrdupm AT s . o« 4 1l dtasks T X8 4 N 48T 5
411 x s 4o s s o0 .S

$BASHPID > / [ tasks

(AXx x0T L) xforkbombr o DX _ 1 4s 7 xAx g

!Xv
J R I B
T I oH®et -~ - ox4s o 1. _ ¢ _ s Dackerf ¢groups 1 {1 st a4+ HIvH T
(cpu S X .S Tl X0 Lo SO W T % P HdpU X S X K D

$ sudo

# while true; do echo "A"; done;

s.x1_ s s x.JDecker-+ + 4. 7
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s X 4L

LBV AsS s JXs o v 4Ll qs
L lprodessviewers - 1

T 48" Tox 4] sx L7 as e X X s
4 W0 ! scpui ¥
Seccomp
X L 41+« Seecompy~_' .syscalls s.* ~ 3  duserlandt 1 x _ | 14 s o140 x
Y x . 14 1 4L s X s . « 1 syscalls x 1 4%
M .o C%momﬁ Lokpeox

T X pyscdlls -l 41
L " SIGKILLA 1 ¢

[ Y SeecompE, s 1 Y x T | ,
#4114 s 0 0" L8
application ]
L4 v A4 4 A 4 A4
| open ‘ ‘ read ‘ ‘ write ‘ ’ send ‘ ’ recv ‘ ‘accept|
OS kernel
» X ]‘ .
rd o v x4 k4.t yx o GgyScalls - XH O 29X ]k s € o8
L. x4 vex osys€alls®, L A X (S T A AT X Gk AXXTTH ) TS st ]
syscalt , . init_fhddule finit_module delete module : r kemelmodules - ~» ¢ X L7 .~ < S
.réboot ~ 1+~ 7 11 o) 411 x7s 7" . kegecload 1L 1 s L .
s, x1 s s xpocker-~ 1.7
www.DigitalWhisper.co.il
H N

20201 |, x Y120 = x { o ¥


https://en.wikipedia.org/wiki/SIGKILL
https://blog.cloudflare.com/sandboxing-in-linux-with-zero-lines-of-code/
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© !libséccomp - - ¢ x - .o s CX L T XS XS XS wl s{|s s

Pacman - ~ ¢ % L L 1 .Y s CXoL 4 X 1s

$ sudo libseccomp

seccompe , S o4 s o~ s "] x x

main ( arge , *argv [[) |

scmp_filter_ctx ctx = seccomp_init (SCMP_ACT_KILD);

seccomp_rule_add (ctx , SCMP_ACT _ALLOWSCMP_SYS§fstat ), 0);
seccomp_rule_add (ctx , SCMP_ACT_ALLOWSCMP_SYS exit_group ), 0);

if (argc -1 == 0) {

seccomp_rule_add (ctx , SCMP_ACT_ALLOWSCMP_SYBwrite ), 0);

}

seccomp_load (ctx );

* msg =
write (STDOUT msg, strlen ( msg));

return 0;

H v 1~ _+~ _ Tsyscallg- T~ L .« seecompfiter + 1. x4 L1 ¢l xo x7 77
ajguments = 1 -« AT F AL X o A 11 - T -1 7 I x P osyscalls 47 .
P X1 X (X s xs Frdod ., D) ¥ Tswrite, - » T ¥ 5 10« p{%7X
. Write syscalit wrapper s x X writes § 1 « « 7 x s STDOUT* s I4x sl x " 17"«
L Lo~ ”
$ gcc : seccomp
L X « ” , FI i_ T' "'IVHXJYX”:‘-S - . _I . ” .
$ ./
!
L X ” ,IF'I-I”*V"XJYX": S . J‘- °_I ” .
$ ./
( )
Iox 104, s S«

s.x1_ s s x.JDecker-+ + 4. 7
www.DigitalWhisper.co.il
H M 20201 _ x ¥120- © x 4 L ¥




Technologic

1" Jxsyscalls 4 ~ 1+ @ * < mstrage SJ X X s, o osx x X x 41X ]

x 17 . SIGSYSL IV 4 S L white systal ¢ - x f, s J4us s 4] Dx
-Seccomp L 1, X~ Ddcke¥sDockér: 1 ¢ * 1 "Seceompf 4 4 Y X ¥ {7 4%
« BPocker * « o+ 4 4. - o] THANSYsERAE Y XS < K kX TS0 L4y

A XAt x 4P se 4, x. X

-1~ > _  runshate- + | < «,  gyscalsy - . 7" x4 4o x 41 s 4 X
C X xoos ] x Do  clistofjsone AXsX WK Tas¥ 1
14 1L x 1! Dockerid xunshare s¢ x « s =« 4. 4. _ - 1 s.
$ sudo
: (0x0):
x4 b Ts 04 x ., s syscalx 4 _F % . TX AL o
$ sudo -- =]
$
.syscaks . 1 0 xs . x" 7.5 s

Capabilities

1409 s Ui » rodpt-]  ~ o pudoy Yoot-l , (X -0 X 14 s ds o ox T {0 X

L

I xy 47X ’:xv-|-|“s DX L Xy s s X x e (X“I’QOI-JLOX”J;I s { s x
Fdo e x| oo FpOGtTY 1 e 97 X Y. 8d L (Y wobtm_ v e 0 Al St A0
b X . J 4L saftributer _ .1 sei@BitA _ i s T 4" lxsxXy
1141 s ,:\C P XL ~.|’~ x,_\v X s x Xy :x\~,,s P i
privilegeescalatiory 1 _ s . T ¢ AN 0s L x T o x o  , deetdid r 47 1 x|
Py, STOX X kK DX T et 1 X X X*.o 1. s s capabilites v X s L x s T
cx 14, X oA x4 x L X < capalslity 1. 1lcapabilities - 140

s.x1_ s s x.JDecker-+ + 4. 7
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https://github.com/moby/moby/blob/master/profiles/seccomp/default.json
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cuid k- A0St . vl XL DX XX . vl . e DX, ]
.capabilitiest rogt-, ~®.51T<na(r 414 %)
C X xos L, € X caphbilitiege S L seix Iy 7 Tl 47

:nonroot X " 1"« .« ] < x| L
/ | $BASHPID
0000000000000000
000000000 0000000
0000000000000000
000000 3fffffffff
0000000000000000

oot X 771 7 . v o] - v ]

$ sudo

#gmpCapmmmﬁBASHHDBmws
0000000000000000
0000003fffffffff
000000 3fffffffff
0000003fffffffff
0000000000000000

$ capsh -- =0000003fffffffff
0x0000003fffffffff =

LoX _ SCapPrmgit~  +, 1 _cadpabilitiest rootrt _ « X s gapabiltiest .. | X Lo~
XL~ - » Effective Capdbilities - x = _ _ _ sCapEkfff + + Permitted Capabilities
7% Lo~ rogt'ﬁ: LR XS x ", R S . o Wl .. C%.[jablllt|6§ X 1 - X b

.capabilities

s.x 1 s 5« ¥ dDecket
www.DigitalWhisper.co.il
HO 20201 _ x ¥120- © x 4 L ¥
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s ., S s n N
L L .

CAPNETBIND SERVICE _ *capabilityt _ x ~ | = <« ¢y A 18X s S v .85 o x 7
:capabilityrt T CX X G MARMN T XX X X e X T s
:capabilityg ¢+ L X4 o xs T o

P X « X X

qoot . . s i~ 4.s i . capabilifyx 1« L x 4L s 1X s XIss

© ¢ 44 % {capatiitiest! ss _ < x | X" Caphbilitiem Deckef« X % 4 _ p 4y 1 " x.

$ sudo
# grep Cap /proc/$$/status
00000000a80425fb
00000000a80425fb

00000000a80425fb
00000000a80425fb
0000000000000000

s.x1_ s s x.JDecker-+ + 4. 7
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$ capsh

=00000000a80425fh

0x00000000a80425fh

$ sudo

# chroot /

:CAPSYSCHROOT: _c#pabilitys

Technologic

]

X "

.7 441 "chreos ¥ x §* X W xS <X
Mandatory Acces<Control
frameworkit Linux SecurityModels + _framework®  © - -1 1 MAC {1 -1 4% v
MAC L _ LSMYs 4. <4 _ s _x {4 _s x| s]1{1X¢x 1x yx”
, L "MAC X 14 LoL N P 1>y L s 1 1%« DX
.capabilities «~ 1 s 1 44 _xs 4|
b X X x {4 , S T1MAC 20 MACG W » _ %X %1 4«
S 11X« s x administéator” « 4+ o> 4 x4 7 41 s
o+ 47447 x40 4410« *MAGE L fAppAMmorsi.«x  ’xso 7 s ¢
" v 4L . A5« x o, oL SHLhuxS x
s XL 1+« - 140 s A F 1 < *XAppArmdrt .
kX 1 01 s AppArimer 1o X X s I blocklisti S x » X.44 ¢ . xud wX]
AppArmor . {1 | X . A T Exo oA x Xy
cx o qs e xs 4 Xo x4+ I x  .Dockért: 1Y x sdllowlistl X X+ ¥,

Flo X

sallowlistx ~ 4 | s L

-

~

* 'I “

AppArmorProfiles v syntax¢ ¢, . 1 " , xAppArmor d _ o - ¥ ¥ { ¥y} [ x _
s Lo T X « X X , - X v .8 =Jv » 1« L xsyntafg 4 "7
X y x |
/etc / ]
Jetc/shadow _, * readpermission x ” .~ I ¥y s s
/ / * ,
1700 v 4« _ write permissibrn< wnead penmission x " . 1 vy s s
s.x1 s s xpDecker-+ 4. "
www.DigitalWhisper.co.il
Hp 20201 | x ¥120- = x { L Y

Y
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=

.I
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https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-2-SELinux.pdf

- , 1.~ s X 1 _ Seccomp Y x _ X DqcKert AppArthor . _ - x * 4 1
1 «x 1 s | AppArmor w - d 1 ¥ X0 44"I*sy s 10 T s x 7]
L UL s 1T 1%+
@{PROG/
N R Y TR T A A R Y I SR T
/ /
1YY" Ixgst Jd.. o~ sS4 X dump W XL XYysGs

41T x . gx

1's  .bash”. xx*x 4 x — apparmor S 4, X X477 X XX s XX s
Chdx X X Lo
. X
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“syntafg  -Ld *s_ X

s L, X ] s s

., x Deckef- -
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http://manpages.ubuntu.com/manpages/xenial/man5/apparmor.d.5.html
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
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+ Yusrbin/bash Xxooso o, x X R apparmorstatus 1 1 _ 11 X s 11
[ I x "m0 .o X xasmaepd R X L dd ST, o x x X T
_'bash 14 s : 4 x
$ cat / /
. /
Proot v+, S "7 AdeXxs L T JS
$ sudo
# cat /etc/hostname
/ /
||XXA X "L | X , S , X X o
L1 X s e

$ sudo --

oo x . Xy 17 XX o8
# cat /etc/hostname
X X S « « X o, .
s,x 1 _ s s x.pecker-~ 1. " _
www.DigitalWhisper.co.il
HT 20201 _ x ¥120- ~ x 4 L ¥
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UnionFS
T~ x Tt 4 aHF T e o0 Ty s 44 q 1 x © tUnienFS * « X
s 44«4 1 x iy L N Moynt) = s>X ss 1 px | CXC s x.o K€
.UnionMount * « » « " T+
S os e kAo x4 v 47 x o pcopydmweite « UJJONES , S X X X H X L d A
Jbh1s o ox o s Coe Cx Ty o I B N o N R T A R F
.copyon-write , + _ S AvY T« 1 X
L _ X _ UnienFS x s . sterggedriver . _ + 1 *overlay2t x _ 1 {41 "7 s ¢ ot
Sx X 1n _everlayat Docker 1 [ L _ X _ 4 _ L
file systemt¢ . . 1 * s ReéadOnly: x:xxs* . x [ siulLowerDirBake T *
N
« X yowerDit 4 x4 _ 4 . 1 x. o ox" 0 gdpperDirDiff sq L | .
Lx @ s X ] copyon-writed)  «(: x ReadOnly” , (
TA4X 4 L1 x _ prepard. 41l sxdvertayd 4" 4 L . AmWerkDir L * _ 4 _ L
:XXJNS
readwritet - * . x x X ] s qmMergedOVerlay T s * s X |
colox A { . s . X
:LowerDirgt  + - X« 4 _ 7T X 4 X
$ echo > /
$ec ho > /
:UnionMount > 7 1
T Lqptiof x4 oxpewsl st cmoundtie X ctype)( Y x tsiL vles Do, € ox o x 7

mountt . _ ! dAmergedi st A H 4 sl xmotirit X

s.x1_ s s x.JDecker-+ + 4. 7
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$ sudo

D b Howerl
b c fiheth
D b Hower2
b c e
Db bmerged
b Ditbeth
b c e
D b tupper
¢ b bwork
D b Bndex
¢ b bwork

$ echo
$ sudo

Db Howerl

9] C fibek

Db Hower2

9] C e

Db bmerged
Diseth
DieB
C fibeB

Db bupper

9] c fibeB

$ echo
$ sudo

Db Howerl

9] C fibeh

D b Hower2

9] C e

Db bnerged
Dibieth
DieB
c fileB

Db tupper

9] Dibieth

9] C fieB

. » _ LowerDirectoryif {1 ~ x « _ s * x UpperDirectoryf x « 5 x |« . x 7 4]

$cat lowerl/filel

$ cat upper/filel

s.x1_ s s x.JDecker-+ + 4. 7
www.DigitalWhisper.co.il
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S

.I

1 «Bocker ” 1 1 ¢4 xJ3 1.

:unmount | . ¥ .k

x T,y T s x X ] s L]
s.x1 s s xpDecker-+ 4. "
www.DigitalWhisper.co.il
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x Ix L ox s | ] Dockef L | « +H*Xd % _ s 4I-%4sx s

T R T B L B
4. 4 tGhiodt x4
sxoyx ioyqx © 1. . sNamespaces™~ _ s |
b TR X v 4140 s-Cgroups T * _ 1 _s
syscalls - L * $etcomp 1
. X« . s -Capabilities 1
I “ v 4. -MAG Y, x4 A

A~

D1 sH44cd L v 4 X. ZUNOFS 1 4, L

.+ x4 Doekeps X s o ox o lxoo x4 1 w144 T 4s oy 20
v JwDocker 1: v xolx:t T4 X d7» X dx 4 %X p blbx o
,,x-lvs L
I S 2 -T I A S I S B T IV D S P AL B
BigBoost * x { 1 x 4 s x., = ..

botzer.2002@gmailcom: ¢ 1 1 ] 1 -«
https://github.com/BigB00st : * «~ sl 4 ¥

:Gat |, Docker _ x _ A Ix 1 s ¢ x

~

https://gitlab.comyamit-yuvallocker

s, x 1 s s x pDéckef-~ A N
www.DigitalWhisper.co.il
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https://github.com/BigB00st
https://gitlab.com/amit-yuval/locker
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https://docsdockercom/get-startedoverview

https://ericchianggithub.io/post'containersfrom-scratch

https://blog.selectelconm/containerssecurityseccomp

https://www.nccgroupconyglobalasset®ur-

researchuswhitepaperg2016june/container whitepaper.pdf

https://blog containersolutionsconmylinux-capabilitiesin-practice

https://linux-audit.com/linux-capabilities101/

https://www.terriblecodeconybloghow-dockerimageswork-union-file-systemsfor-

dummies

s.,.x1_ s s x.peckei-~ + 1.7
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https://docs.docker.com/get-started/overview/
https://ericchiang.github.io/post/containers-from-scratch/
https://blog.selectel.com/containers-security-seccomp/
https://www.nccgroup.com/globalassets/our-research/us/whitepapers/2016/june/container_whitepaper.pdf
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ObjectManagers 1

Object Type

Semaphore

Mutex
Timer

loCompletion

Key

Directory

TpWorkerFactory

TmRm [Resource Manager),
TmTx (Transaction), TmTm
(Tramsaction Manager),
TmEn (Enlistment)

Window5tation
Desktop

PowerRequest

Etwlonsumer

EtwRegistration

Represents

A counter that provides a resource gate by allowing some maximum number of
threads to access the resources protected by the semaphore.

A synchronization mechanism used to serialize access to a resource.
A mechanism to notify a thread when a fixed period of time elapses.

A method for threads to enqueue and dequeue notifications of the completion of
170 operations (known as an /0 completion port in the Windows API)L

A mechanism to refer to data in the registry. Although keys appear in the object
manager namespace, they are managed by the configuration manager, in a way
similar to that in which file objects are managed by file system drivers. Zero or more
key values are assoaated with a key object; key values contain data about the key.

A virtual directory in the object manager's namespace responsible for containing
other objects or object directories.

A collection of threads assigned to perform a specific set of tasks. The kernel can
manage the number of work items that will be performed on the queus, how many
threads should be responsible for the work, and dynamic creation and termination
of worker threads, respecting certain limits the caller can set. Windows exposes the
worker factory object through thread poais.

Objects used by the Kernel Transaction Manager (KTM) for various transactions
and/ar enlistments as part of a resource manager or fransaction manager. Objects
can be created through the CreateTransactionManager, CregteResourceManager,
CreateTransaction, and CreateEnlistment APls.

An object that contains a clipboard, a set of global atoms, and a group of Desktop
objects.

An object contained within a window station. A desktop has a logical display
surface and contains windows, menus, and hooks.

An object associated with a thread that executes, among other things, a call to
SetThreadExecutionState to request a given power change, such as blocking sleeps
(due to a movie being played, for example).

Represents a connected ETW real-time consumer that has registered with the
StortTroce API (and can call ProcessTroce to receive the events on the object queus).

Represents the registration object associated with a user-mode (or kernel-mode)
ETW provider that registered with the EventRegister AP
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Object Type Represents

Process The virtual address space and control information necessary for the execution of a
set of thread objects.

Thread An executable entity within a process.

Job A collection of processes manageable as a single entity through the job.
Section A region of shared memory (known as a file-mapping object in Windows).

File An instance of an opened file or an I/O device.

Token The security profile (security ID, user rights, and 50 on) of a process or a thread.
Event An object with a persistent state (signaled or not signaled) that can be used for

synchronization or notification.

dwindowsInternals6” Editionpartl -, . s 4 x 1 ]
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Kerneldebuggeribrary .1
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File systemruntime library.1 O
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Prefix Component
Alpc Advanced Local Inter-Process Communication
Cc Common Cache
Cm Configuration manager
Dbgk Debugging Framework for User-Mode
Em Errata Manager
Etw Event Tracing for Windows
Ex Executive support routines
FsRtl File system driver run-time library
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Prefix | Component

Hwl Hypervisor Library

o I/C manager

Kd Kernel Debugger

Ke Kernel

Lsa Local Security Authority

Mm Memaory manager

Mt MT systemn services (most of which are exported as Windows functions)

Ob Object manager

P Prefetcher

Fo FPower manager

Fp PnF manager

Fs Process support

Rl Run-time library

e Security

Sm Store Manager

Tm Transaction Manager

Wi Verifier

Widi Windows Diagnostic Infrastructure

Whea Windows Hardware Error Architecture

Wmi Windows Management Instrumentation

Iw Mirror entry point for system services (beginning with Mt) that sets previous
access mode to kernel, which eliminates parameter validation, because Nt
systemn services validate parameters only if previous access mode is user
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get peer():

peer socket = socket.socket(socket.AF INET, socket.SOCK DGRAM)

peer socket.bind(("©.0.0.0", 45678))
peer socket.sendto("Cc cting To Se .encode(),

remote peer tuple, server address = peer socket.recvfrom(1024)
remote peer tuple = eval(remote peer tuple.decode())

peer socket.sendto("CLOSE".encode(), (SERVER IP, SERVER PORT))

connect to peer(peer socket, remote peer tuple)

print("Initiated Connection t¢
return remote peer tuple, peer socket

" + str(remote _peer tuple))

(SERVER IP, SERVER PORT))

S L MPCTIY X S .4 A NTKEKax T H_ UDPsoaket r 1 . XS X7 X

X 7. o X L. 1. x s . box g o e x oy X ]
x " 4 ] . socketx * . < ,
. L NTBs | X ¢ 1> s 17 s x X4, ” puls » X, XL s "X
s I xss = x X 7T X XX DL S T X R X X, . FX I X1, s
x X xolo]x .o s N R T T
T B T T S T 1. s XpKo sl. Xt xX LA ]
S . fuplet  x ¢ x < bytésx L s X x X x " { | s 1y s oplns . x Tl L T v
S « X's
( 1185.60.170.1230 8080 s _ ¥ x-I(IP, PORYT
e X1 ol e X e s ox X s T o XX X T | s T A
11 ” S Foxoo N ISR IR DA Il S T B A s UL R
s ¢ L, % e S xXx ] , S .41 « L L X {0 _xbr, Tox X . ¢
P I S x "oy X
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cdnnectto_peers 4 « « " x s {1 {

connect to peer(peer socket, remote peer tuple)

hole punched = threading.Event()

punch_hole_thread = threading.Thread(target=punch_hole, args=(peer_socket, remote_peer_tuple, hole_punched))
punch_hole_thread.start()

message, addr = peer socket.recvfrom(1024)
peer_socket.sendto( .encode(), remote_peer_tuple)

hole punched.set|()

oL A theead* A4 S HH T _H dHITOOX0C AX L
o s 7 x .

s L 4% 1s NARS X » {144 x4 "7

. X X X % "
)X]\O X L v

S

L - ~
N
punch hole(peer socket, remote peer tuple, stop event):
while stop event.wait(1):
peer socket.sendto("Punch Hole".encode(), remote peer tuple)
time.sleep(1)
CYNARE 4 1 e x ] e Xt L ' H1o&oHE XY X L
- X Lo T X e s o kY L Acknewledgemeht c oL d X T Toe 7 X7 , o X
NAFs -4 _ 1 %
-s ] 4L s F{mcisv,,sxtizf\x¢]xxix‘,,x)" .o AI-|vs x4 % 1
.Hole Punching
S 4.7 x s XL -1 ¢ 77 x soekets: ~px W B4 S X%

s ox 7 s
x4 4 x Lx A x 1% 1 {socket* +_ . isIiXx (X " getpedr X Vo r oL X

S NAFS -4 _ 1. edAx T ¢ Lxx iAo X Je e g
A s 2 e A e e i x gy s 1
LXK TANAE 2A XA 1XTSExs 1 L1V awe L XHX YT x %Y

44 x4 D

”‘l\-N: .o A|-| :L-ix-l X-I
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socket
threading thread

time
random

Sys
IP =
PORT =
PEERS = []
initiate connection(peer address, server socket):
1s new peer(peer address):
add_peer(peer address):|
remove peer(peer ad

main():

main()

XS qx i L opF Ay WSS D H .,
SLd ). .~ 1A L MAPLxSS] Y XPBEERS. A 4l .0 X DX
S L XTI 4"x v 1) .~ 1x s _{ LCLOSES T §x s
L initiate_connection s 41 « « " x | PEERS4 ‘A _s X, I 1.+ THhS . x X

main():

server socket = socket.socket(socket.AF INET, socket.SOCK DGRAM)
server socket.bind(("' 0.0', 56789))

while ( NE
(peer_message, peer address) = server socket.recvfrom(1024)

if 'CLOSE' peer message.decode():

remove peer(peer address)
elif is new peer(peer address):
add peer(peer address)

if (len(PEERS) > 1):
initiate connection(peer address, server socket)

server_socket.close()
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UDPsocket + 1 » ~cxap, pX v X X4 " 447" s ] . s VLT IOV
PCTY, " S~ X A T8

>

A X0 s v oD 0Ty kAL, X" v ceS AT 04T e e x
s 4 T Xy I S X "o =] Fov X , s _Ep S AR TEF s X,
be ax DX x U PEERS SI "4 o~ G H__ Yemave peerdi . 1~ -«

add peer. s 4 .7 x s 1, ¢ X s PRPEERS X 1K e X A4 T XTI w e

PS4 X PEERS Y 24 x0T o DA B MTIH Y X XX e o x DX
N N «q .7 x "« ©s Jd 1L sinitigte_connection s AX ST ks 114 L
” x I X & S
ox oo s X x ] s X - 1 . <iditiate_cohnegtion® ¥ . & 7 x {s [ | s, X X 4]
S

initiate connection(peer address, server socket):
random peer dict = random.choice(PEERS)

random peer conn tuple = (random peer dict[
random_peer dict[

server socket.sendto(str(random peer conn tuple).encode(), peer address)

server socket.sendto(str(peer address).encode(), random peer conn tuple)

+ str(random peer conn tuple) + "\n")

Lo R 1. .S ZV-|~,,V MCthIva:'X"””X, ~sZ><-|-|‘V“A" Xp o Asp x oo AX 77X D
chy s oA L v A s LY X s kX T X X
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s L x s L X s xs 4D b R2ZP e X XA xS w1 S Se s | XX
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=S L X1 AI.|V :xA‘V\X F.|~“x><v X, 1 q « X 1 s :x.|x~,,
Fooo~ . kA s x x oso L x| metadata X | ¢ L
s.|.|"~|sjlxx,AsX:,\ S'-'IJV s”x~\mmss§k_’.<s|_t*s”}gj;x,,l_f”
L @x.«s s
cexiftool ¢ 1 X T Tox o X o f s fxsX o I]x sTx sIoxgt ]
X X " -|
~ ~ x

do exiftool $i

.FLAGTHEWHO : . Y I s
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( - x ITXpMéssageFromTheDolphins #2  ~ ¥ - -«

Challenge

70

Message From The
Dolphins

The Zip got crumbled and the massage got scrambled.

Capture the flag to get the message from the Dolphins.

ed with 42

# mv

Matrix Defense CTHR0201 ~ Y

www.DigitalWhisper.co.il

r”

20201

x y120- © x 4 L ¥

Flag Submit
= x o,
X DX A2gzi XS 1T XK
Elapsed time: 00:00:00 Total size: 1161 K
Remaining time: 00:00:00 Speed: 75 MB/s
Files: 1 Processed: 1161 K
Compression ratio: 11 Compressed size: 0
Errors: 2
Testing
message_from_dalphins
1
Headers Eror
Uncorfimed start of anchive
Wamings:
There are some data afterthe end of the payload data
Waming
Can not open the file as [gzip] archive
The file iz open as [zip] archive
2 Data emor : message_from_dalphing
sLosTqL s CLL L X X X A X Zip T I Txox o
x s 4 X N L R T D T O T B
s { X FoL st s 140 P T



~ X7 1 < drhetadata® " ¥ . < S s

: # exiftool 42.png
Components Configuration

L - x " oSteganoyrapkg, | -

r
~ A~

14 % s L 1 . s 1 x 7 A X . . X x x4 o 11 A L

~ a ~ A ~ A

.LSBencoding + ~» « " . s ) 1, ~ 4,

s 1« -UserComment s >t _

Ly ls L ] isteganbgraphy 1 , ¥ { | x Zsteg, 17, L x - *

o >

line number 143

Matrix Defense CTR0201 ~» ¥ - - .
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n
n
n
&
=8

¥ oo
Challenge X
Gotta catch em all
Ash was too busy catching pokemons that he forgot his credentials.
https://fashmatd.herokuapp.com/
MNOTICE (This is NOT a clue): if you think that the challenge needs a reset - just go to -
https:/fashmatd.herokuapp.com/reset
Please reset only if you think that’s what holding you back, otherwise it will ruin the game for
other players
ALSQ - Please don't use brute force or a scan of any kind, it will not get you closet to the solution
Flag Submit
X S X
e X P
This is My site! I hope you will enjoy it.
About Me Pictures Contact Me Login
P x X441, T Ix I T O SRR SN
o T T O S R S A U B I
s{ ” S |
1.7 )
bmit
.o~ s N
Leave a message and I will try to help you :)
Matrix Defeng CTF 20201 ~ ¥ © « & . |
www.DigitalWhisper.co.il
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:Hxceptionn s Y 4.1 + 4%« CoF A 1s 1 7<% 41

Exception

Exception: Given username/password is too big

File "/usr/local/lib/python2.7 /dist-packages/flask/app.py", line 71836, in __call__

return self.wsgi_app(environ, start_response)
File "/usr/local/lib/python2.7 /dist-packages/flask/app.py”, line 7820, inwsgi_app

response = self.make_response(self.handle_exception(e))

File "/usr/local/lib/python2.7 /dist-packages/flask/app.py”

ne 7403, in handle_exception

reraise(exc_type, exc_value, tb)

File "/usr/local/lib/python2.7 /dist-packages/flask /app.py", line 1817, inwsgi_app
response = self.full_dispatch_request()

File "/usr/local/lib/ python2.7 /dist-packages/flask/app.py", line 7477, in full_dispatch_reguest
rv = self.handle_user_exception{e)
File "/usr/local/lib/ python2.7 /dist-packages/flask/app.py", line 1381, in handle_user_exception

reraise{exc_type, exc_value, tb)

File "/usr/local/lib/python2.7 /dist-packages/flask/ .py", line 7475, in full_dispatch_request

rv = self.dispatch_request()

File "/usr/local /lib/ python2.7 /dist-packages/flask/app.py”, line 7461, in dispatch_request
return self.view_functions[rule.endpoint](**req.view_args)

File "/app/app.py", line 47, in login_attempt

raise Exception{"Given username/password is too big")

Exception: Given username/password is too big

File "/app/app.py”, line 47, in login_attempt

@app.route(’ /login’, methods=["POST"])

def login_attempt():
username = request.form['username’]
password = request.form[ password’]
if len(username) > 2@ or len{password) > 28:

raise Exception("Given username/password is too big")

with open(HOME + ‘privatefaccounts.txt’) as f:

accounts_data = f.readlines()

accounts = {account.split(': ")[@]: account.split(': ")[1] for account in accounts_data}
if username in accounts and accounts[username] == password:
#5uccess
: x| s ¢ s I x s
S .o “
FAd A x s o 4 0 x0T
X X x ssxx " X s qx
To~1 . T UNEEEICAN S LV
privateaccountstxt « x s {4 s T {44 1 w1s X x.
I ¢ ” | | X X N ” s X x .
Pl - 14 0, oo X , QX .
: x I x s I s x "
o, - 1 Lo oL L « y oo

File "/app/app.py”, line 25, in post_message

body = str({request.form[ body’])

title = title.translate(Mone, ":*?"<>|")

if len(title) == 8:
title = "default title"”

if len(request.form[ 'title']) » 38:
raise Exception("Given title is too big")

with open(HOME + 'messages/{}.txt'.format(title), "a+") as f:
f.write(body)

return render_template('message sent.html')

Matrix Defense CTHR20201 ~ ¥ & « T
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Technolooi

P <1 ttle) . s A B X S A¥s 1w X | sXx s x
N iys _~  x1s mésdages: 4+ 4« T°
Poloxox cAls e o Ax 0 exs T x4 x T xox
L XX . x L, b KT s e b XL D X ] X
cor X o ascbumtstxt
Leave a message and I will try to help you :)
Submit
. X I
|(/-% [ o1 66t 6GOR
Ly los e L X «w L X x "

FLAG _aSh_ Ketchup
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( ' x lyXpFlyMe ToTheMoon #4 - ¥

Challenge

Fly Me To The Moon
85

Our Satellite managed to pick up some data from outer space
{Aliens? wink wink). We have tried to make some sense of it for
along time, Maybe you can? It's a new year after all...

III%IH%HH%III

Flag Submit

X
S T IO R I

Offsec(h) OO0 01 02 03 04 05 06 07 05 02 Q4 OB OC OD QE OF

QoQoQoog LOVE
Qo0Qooo1o T2 Tl 45 4D 4B 77 2B €5 57 67 6B 42 45 54 Tl &7 rgEMEw+eWgkBETgg
QoQooo20 TR 42 46 30 58 75 49 88 T4 53 4B 56 46 53 6D T3 zBFOXuIhtSEVESms
QoQoo0o30 41 54 73 55 6F 51 &C 4n 383 37 49 55 gE S5A 53 3% ATsUoQLlJETIYnZISS
Q0000040 oA 4A €4 31 15 14 13 12 01 OO0 00 00 22 50 E4 4C jJdl........ "PnL
QQo00050 00 47 46 5A T9 £4 39 6% 62 35 54 57 79 T2 gD 48 (GFIZydShbSIWyrmH
QD0000E0 €5 6% 2F €D 4C 53 47 74 56 34 €2 Té 6C 54 6D 73 ei/mlL3GtV4bvliZIms
QQo00oT0 54 57 B 6F 61 4% €9 39 TA 34 68 T4 4R 58 63 4C TWkoaIliSz4htJXcL
Q0000080 79 42 43 T8 6F €6 T3 2B 15 14 13 12 02 00 00 00 yBCxofs+........
Q0000090 44 BE 79 53 00 2F 71 56 31 TA 6F TA 52 4C 70 6B DMysS./gVlzozRLpk
QO0000RAD 58 58 4E 61 76 44 T4 44 €6 4D 2F 55 2F 50 TA 3% XXWavDtDfM/U/Pz%
QO0Q000B0O 6B 51 48 3B Te 39 64 82 €B 39 48 34 32 2B 62 31 EQHEvSdbESH4Z24k1
QoOQoooC0o 53 53 75 4R 39 57 67 66 77 52 65 41 15 14 13 12 S5uJ9%WgfwRed. ...
Q0OQO0DO 03 00 00 00 De 4B F1 24 00 57 55 €A 31 78 €6 4C ...."HpS.WUjlxfL
QO0000ED 31 48 42 75 4F 65 32 4F 6% 61 72 45 ©1 4E 4E 4F 1HBuCe20iarEaNHO
QDOQO0OFD 2B 43 €2 48 66 €5 54 2ZF 59 34 €D 39 4F €1 75 6F +ChHfeT/Y4mS0auo
Q0000100 &5 4D €7 64 55 51 41 gE TO 4B &7 T9 52 6C 63 S5A eMgdUQAnpEgyRlcZ
Q00000110 15 14 13 12 04 00 00 00 01 BA BB 47 00 39 6A 79 ......... =.G.9y

xs ol Txx A4l sy« ‘haseed .~ ¥ T L1 0 Iy !
17X is ) s ok 1« . "HexEditde® * i d " X X %y x ¢ 4 4 ¥,

Offset (h) 00 01

00000000 15 14
00000044 15 14
00000088 15 14
000000CC 15 14
00000110 15 14
00000154 15 14
00000198 15 14
000001DC 15 14
00000220 15 14
00000264 15 14
0000028 15 14
00Q0002EC 15 14
00000330 15 14
Q0000374 15 14

02 03 04 05 0€ 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24

13 12 00 00 00 00 2B C8 E7 17 00 €E 79 €B 72 71 45 4D 4B 77 2B €5 57 €7 €B 42 45 54 71 €7 ThA 42 46 30 58
13 12 01 00 00 00 22 50 E4 4C 00 47 46 5L 79 €4 39 €8 62 35 S5A 57 79 72 6D 45 65 €9 ZF €D 4C 53 47 74 56
13 12 02 00 00 00 44 BE 79 53 00 2F 71 56 31 7ThA 6F 7A 52 4C 70 €B 58 58 4E 61 7& 44 74 44 €6 4D 2F 55 2F
13 12 03 00 00 00 D& 4B F1 24 00 57 55 6 31 78 66 4C 31 48 42 75 4F €5 32 4F €9 €1 72 45 €1 4E 4E 4F 2B
13 12 04 00 00 00 O1 BA BS 47 00 39 6& 79 59 76 5h 77 64 77 42 34 43 46 73 46 41 35 76 48 33 31 43 79 &5
13 12 05 00 00 00 73 E4 RS OC 00 32 &C 76 30 2F 2F 32 37 €4 35 77 55 €B 70 SA 76 76 79 44 308 35 47 4F 78
13 12 06 00 00 00 RA D1 18 45 00 36 33 Th 6C 76 64 6A 47 59 72 €D 4B 47 57 71 70 42 43 €3 30 45 71 51 50
13 12 07 00 00 00 01 80 AF 48 00 €1 32 45 61 36 47 €7 38 4D 6C 4D 52 73 47 37 30 59 72 51 37 SR 47 42 38
13 12 08 00 00 00 S5 01 48 59 00 74 4B 75 71 €4 6C 62 79 4E 2F 46 34 56 42 6F 66 50 41 30 72 75 70 71 54
13 12 0% 00 00 00 33 1C EB8 3F 00 68 €7 7% 73 €4 58 51 46 74 33 €F 65 45 4D 34 46 4C 4B 33 72 32 72 74 4E
13 12 O& 00 00 00 E3 A7 1F 09 00 39 &C 50 49 58 4D 59 36 79 62 €E 72 4D 38 52 31 €6 43 32 6D €6 50 €3 59
13 12 0B 00 00 00 23 D2 13 OT7 00 6F 41 34 4E 71 77 79 70 6D 42 €B 2F 48 2B 52 78 52 48 41 2F 36 38 2F 43
13 12 OC 00 0Q 00 DF 2ZF 23 01 00 4F 4D 4B 53 50 74 6A 73 35 66 496 73 53 48 4A 53 €1 6D 48 48 51 55 38 4D

13 12 OD 00 OQ 00 BO E1 FF 36 00 2F 41 S50 &C 50 45 2F 77 79 4C 74 39 €D 39 56 T1 4C 6C 45 4C 78 33 73 42
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Ploos v T Ix ts (x0T xS w_ond AXxJxiTI8T) X

........ +m . . nyvkrgEMEWw+eWgkBETqgzBF 0 ulht SEVFSmsATsUoQ1J87TIYnZ5930d1
........ "PnL.GFZydohb5ZWyrmHei /mLSGEV4bvlZmsTWkoali9z4ht JXcLyBCrofs+
........ DFy5. gV 1lzozRLpkXXNavDtDEM/ U/ Pz 9kQHEvodbkoH42+b155ul9WgfwRelh

my_struct;

’?|_‘A>< s x "o 1

0x12131415 : + , ~ » . . ¢, S A19_. s _x

Pl s X e X X S T B I

2checksum ¢ _ Y ¥ s S Xxyo DX " x {1 Xqs X,

Ade s e Al idt o bxUx Uy

A ~

” S
Y « A
magic;
id;
checksum;
bool_val;
msg[ 37];
LY
_L;FII_\I_I:E .
LYy | s - LX< , Sbage64s + ¥ & % 2 % e x 1 .08

T
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( - x Imp)SomewhatSecureBoot#5 -~ ¥ © -«

Challenge

Somewhat SecureBoot
150

My boss told me to implement a chain of trust mechanism for a remote server
boot process. He said: "There are 3 bootloaders - BL1, BL2, BL3. make sure that
no one will be able to compromise our images. use a strong integrity solution, You
can use SHA256 or something”

So that's exactly what | did. The funny thing is - BL3 was already compromised, |
have no idea what BL3 is suppose to do. But | do know that it's something
important.

BTW, | don't think my boss knows much about integrity (don't tell him | said it).

nc challenges.ctfd.io 30071

Flag Submit

N S . L %0

Calling n

the bootlo

bootl ~ to open up a s

ute upon s

)N

the boot

promis

1. .~ X 1 % hashsx 1 + {x . BootLoaderd : « T x 4L “x 4 4" s s !

L X7"shelsi{ >, " 11 . -1+« 1. aaaalda - X 1% %X, X _ >4, s 5 x|

X« .. Decompilers L _ .11 . s Ghidra W% | XXX (x5 sx 4 Xxx s . T

Matrix Defense CTR0201 ~» ¥ - - .
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bootloader3_str [ 21];
user_input [ 32];
expected_hash [ 65];

‘aad\aaa + . L expectedhash s "+ s | ]

0x6161616161616161 ;

0x6161616161616161 ;
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161

0

expected_hash. 0 8
expected_hash._8 8
expected_hash. 16 8
expected_hash. 24 8
expected_hash._32_8
expected_ha sh._40 8
expected_hash. 48 8
expected_hash. 56 8
expected _hash[ 64] =

b L L L (I T

puts( "Please enter the desired shell to execute upon startup
/bin/sh)  \n");

fflush(stdout);
__isoc99_scanf(  "%s" ,user_input);
iVar2 = strcmp(user_input, "a");
(iVar2 == 0) {
user_input. 0 8 = 29400045130965551 ;

I

(press \'a\'

17 secaif Is 4x. «I" x. suserimpuyt.s ~ > 1 x I 1L« e X
scanf., - _ X~ _ S diL~s XA xqp.«_sTl s ], x.
s~ 4. 1 _ swhiteSpace X ¢ X . L x i d I I

- 1~ s 7 0 buyffergverflo o x« X o "o
s w4 xs L, 1, _ s expectéddhdsh « x sx « x ¥ TsI"{I” = xs ,

ppcvVar3 = read_firmaware(bootloader3_str);

1)

printf(  "Attempting to load the bootloader %s with hash

fflush(stdout);
iVar2 = strcmp(ppcVar3[ 1],ex pected_hash);
(iVvar2 == 0) {
puts( "Bootloader integrity verified successfully."

fflush(stdout);
load(ppcVar3);

{

printf(  "Bootloader integrity compromised... Expected
\ n" ,expected_hash);

ff lush(stdout);

destroy_bootloader(ppcVar3);

%s n" *ppcVar3,ppcVar3|

receiving

hash: %s3 nExi

Matrix Defense CTR0201 ~» ¥ - «
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1 - Up and

runnir

r to load the ke

in with hash

bin with

The time is:
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(1 x ImTCamelCase#s -~ ¥ @ «

Challenge

Alice attempted to send Bob her encrypted flag over an insecure network
channel. Unfortunately, Bob hadn't received her message correctly. She tried to
encrypt the same flag and send it to Bob again. Carelessly enough, she reused her
random bits for the second encryption, naively assuming her simple and efficient
linear function of the original randomness generated truly random bits (with the
form f(x)=ax+b). An eavesdropper has captured the two ciphers, and it is up to you

toretrieve the flag.

CamelCase
175

Flag

Submit

s T ] x détailstxt X ¥ k s

°

IR R

MQWn EdGamal encryptian
T > O] T
D 1
Matrix Defense CTR20201 ~ ¥ -
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https://en.wikipedia.org/wiki/ElGamal_encryption

Technologic

S X

P

b X

Ll TR x Dx X T e Xy, (U xs ,s s s 4s x 0 | s

S XX'lX
¥ "QRQRQM RQ
x € s X X 7 L. W xs{my meox 0y 17~ , Lo
5) for i in range(5)]))

( ook A 4 s .

.publickey - -~ "@¥generator - - Q" x " L * 4« 1 ~1s %

11 . s 1 s L)X o X I'sx  Xo 4 .

S - .oX T % «+ IQ x 5Q x s Foq [ X "1 "L

A I T I I ML T R I RN U

~

0 Q& JQ
S Q-S_ «x]l X« enc2xentld | x5 p 44X A NN A T

v~

PEE T S SN I T, E A A PO X0l L TX v s 4,

® Qb aJQhd Q W aIQ

S SY T ORCE 4., eAck d s Pxs ] L.x% x L] {pa.¥¥s

cx bxess 1l aene2 L p A XS w8 Ay TS
s 7 s s ] LoxX " q , XL
oo drrxx v s .l XA e C¥Y T o 0 T x M1 , X
WD kpaégR - kW
FAsc T o0 ~-nnp F AP I X 0170 Ao x T XXRIXY L T I (A
A p v xs ] «1QF_, x"xeso x5 417

N > RO 1 ' TR DDA S R I ST 0 N o T S L T S I

~ a ~

ST INT8Q por A

Q 0
n pt L@ 1 I X8 —., L~ 0% ) _s . s L
Q — Q — 9 '— m'— — wq ' i
Q'” ftQ £°Q paeq tQ Q

Matrix Defense CTR0201 ~» ¥ - -
www.DigitalWhisper.co.il
yn 20201 | x ¥120- = x { L Y



https://en.wikipedia.org/wiki/Discrete_logarithm
https://he.wikipedia.org/wiki/%D7%94%D7%9E%D7%A9%D7%A4%D7%98_%D7%94%D7%A7%D7%98%D7%9F_%D7%A9%D7%9C_%D7%A4%D7%A8%D7%9E%D7%94

o

x P17 e b sx hd k] 44 L 1T X

_x‘l,lxl_ x € s S « X X
X o ox s L] e o o td s d SN ESQ P) X X de Gy €T L
N NN X R XS Y * 1 FdoL XQI R R O I L LI
QL. oxs « 1, st Fdoox 1A
If X ThenX
wée@ m 1L I Y
_ r
Ge@ p 1L e I e
r
éE@ ¢ iL o I -
ar
X X
wmE@ Q p I w |‘T'
ar
B E @O s L R . s s e I R XL
GQO ¢, s_xt s o A s AT vy L q
PO L. ke X 1,80 v Y LI xT X
x Qe X s 7 s 4X fxg XY s ST S, X s xs o4 1 s 7
X . X 4 s L 1. L X X x4, X .« X 4 s L 1. x
« QX 3 Q M x " s A T T I T« N D N L e R
37T QT QT - TXeTl ) sTIx i X 1T TR Tl
(Q
L. 1o ws
0s, glob
pathlib Path
collections namedtuple
ElGamalPair = namedtuple( ‘ElGamalPair’ , ['el , 'e2' ]
read_data(base_path: str) -> dic t
res = {}
open(os.path.join(base_path, "details.txt"
res[ "g" ] = int(f.readline().split( [ 1))
res[ "g" ] int(f.readline().split( St 1)
res[ "h" ] int(f.readline().split( [ 1))
enc ["encl ", "enc2" ]:
res[enc] = {
infile glob.glob(os.path.join(base_path, enc, ‘*.txt' )):
open(infile) :
line = f.readline().strip( “\'n()" )
res[enc][int(Path(infile).stem)] = ElGamalPair._ make([int(s)
line.split( M
res
1.~ s A TN

x4 | L1y . s Lo o . X
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https://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=2577&context=etd

« {s

s s ¢ % . s

AR

2,2,2,3,3,5,835765]1 <averylargenumberX b

0= . ~11 ,X"L~—-|X\-_LY'{XLIXX“ 'I-,_'IVXXI-NH”]'I“S
X 1T kA4l xs
If X ThenX
7(2(3(é’@ Tt n AT A_.
ar
™MEQ@ p LA .
ar
™ME@ ¢ L~ n
r
S‘I‘“”X s X . .

def get_mod(params: dict,
assert (params[ "q-1"]
t = pow(c 1, params[ "“q
for i in range(num):
if t
return i

raise  RuntimeError(

== pow(params|[ "g" ],

f"Can't

cl: int, num: int) -> int:

% num == 0)
-1 N

num, params[ "g" ])

(params[ "q-1"] /[ (num * 2)) * |,

find result for {num}")

params, params[“encl™][1]

d(params,

~w v N

params[ “q" ]):

Matrix Defense CTR0201 ~» ¥ - -
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https://www.alpertron.com.ar/ECM.HTM

L .o XX

P ” s « XS = s L FoXO] s , . D S D O
x ] K T S L O I N E AN NI S T
11s z3 4%x:1% [ 1s x 11" x

1 1. « s s ” s

import  data_reader
import  functools, operator, argparse, sys, random
from itertools import  chain, combinations

def powerset(it erable):
"powerset([1,2,3]) ->0 @) ) @B) @®2 @13 (23 (123"
s = list(iterable)
return  chain.from_iterable(combinations(s, r) for r in range( 1, len(s)+ 1))

def get_mod(params: dict, cl: int, num: int) -> int
assert (params[ "g-1"] % num == 0)
t = pow(cl, params[ "q-1"] // num, params[ "q" ])
for i in range(num):
if t == pow(params[ "g" ], (params[ "q-1"] // (num * 2)) * i, params[ "g" ]):
return i

Matrix Defense CTR0201 ~» ¥ - - .
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raise  RuntimeError( f"Can't find result

find_small_factors(n):

small_factors =l

t =n

for i in range( 2, 10):

while (t %i ==

small_factors.append(i)
t =t /[ i

return  small_factors

analyze(params: dict, solve_ctx: dict):
verbose = True
if solve ctx is not None:
try :
import 23
except :
raise  RuntimeError(  "Error: Z3 module needed" )
verbose = solve_ctx.get( "verbose" , False )

params[ "q-1"] params[ "g" ] - 1
small_factors f ind_small_factors(params| "g-1"]
if verbose: print( f"Small factors: {small_factors} \n")

assert (len(params[ ‘"encl" ]) == len(params[ "enc2" ]))

samples = list(range(len(params| "encl" 1))
if solve_ctx is not None:
solver = z3.Solver ()
a = z3.Int( 'a' )
b = 2z3Int( 'b" )
samples = random.sample(samples, k=solve_ctx.get( "num_samples" ,
k = {i: z3.Int( 'k{}' .format(i)) for i in samples}

i in samples:
if solve ctx is not None:
solver.add(K[i] >= 0)
solver.add(k(i] < params[ "q" ])
for combination in set(powerset(small_factors)):
factor = functools.reduce(operator.mul, combination)
try :
m = get_mod(params, params[ "en c1" [i].c1, factor)
if verbose: print (f" K[ {i} 1 % {factor} \t== {m}")
if  solve_ctx is not None: solver.add(ki] % factor == m)

m = get_mod(params, params[ "enc2" ][i].c1, factor)
if verb ose: print (f"(@*k[ {i} ] + b) % {factor} \t== {m}\n")
if solve_ctx is not None: solver.add((a * K[l + b) % factor

except  RuntimeError:
pass

if solve ctx is not None:
print( f"Trying to solve with {len(samples)} samples {samples}
, flush = True)
if  solver.check() == z3.sat:
m = solver.model()

printf( "a = {}, b = {}" .format(m[a], m[b]))
else :
print( "Can't find solut ion" )

if __name__ == "_main_"
parser = argparse.ArgumentParser()
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parser.add_argument( ‘-5,
solve' , action= 'store' , type=int, default=" 0, metavar=( 'NUM_SAMPLES), help= Try
to solve constraints using up to <NUM_SAMPLESsamples' )

parser.ad d_argument( ' --
path' , default=" "Camel" , type=str, help= 'Path to data folder' )

args = parser.parse_args()

params = data_reader.read_data(args.path)
args.solve:
solve_ctx = {"num_samples" : args.solve}

solve_ctx =
analyze(params, solve_ctx)
RuntimeError e:
print  (str(e))
sys.exit( 1)

to solve with

-SDIUE with
.SDIUE with
solve with
solve with
.SDlUE with
.5nlue with

to solve with

] x . " =44 X | x| x s ¥° BRSO IR C I NS I s s x K 1

T E@  TME® Q Qs . xX s |

s " .S s :\.(I).]((;);,LXXSAV",_"{"’X‘I P X X "
ALl x T T
O adQatq
® aJQ GJQ aéq
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data_reader
math

__name__ == "_main__"
params = data_reader.read_data( "Camel" )
res = "™

(len(params[  "encl" ]) == len(params[ "enc2" ]))

i range(len(params]| "encl" ])):
m = math.isqrt(params[ ‘encl” i ].c2 * params[ "enc2” ]lil.c2 % params[ "q" ]

res += chr(m)

print(res)

# python3.8

FLAG__ CRYPTANALY
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www.DigitalWhisper.co.il
dn 20201 _ x ¥120- © x 4 L ¥




printfl

ed with @ +++

Challenge

Save Israel
200

According to an intel we received, Iran managed to assemble nuclear warheads

onto an intercontinental ballistic missiles while evading all of the west intelligence
agencies. Israeli intelligence agents succeeded to put their hands on a file from the
PC of none other than Iran's supreme leader, Ali Khamenei. They suspect that the

code required to neutralize the nuclear warheads is in this file but they failed

retrieving the code from the file. Therefore, they ask for your help. The fate of the

state of Israel rests on your shoulders. Good luck to all of us.

& printflag

Flag

Submit

LSB

o 1 < v

1

s\-‘I” “VL‘Illxx \-uvxxs\\NS“ :\.\.X S-|~:

r”

1)

Y ~

. 80eafoc % x4 4 145 1
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XX XX Ty 1. x 1 smpiotectismmapr LAl X« ISXPX X s X .

‘breakpoint + . + 4 o s "7
Program stopped.

in -

Command aborted.

Y L
S S
set style enabled
set pagination
set logging on
set disassembly -flavor intel
set disassemble -next -line on
starti
define  nstep
set  $limit = $arg0
while  ($limit - )
]
end
end
nstep
next- _xmil P! x« s 1+ fAstep X .= oS4 "X L, 4ly s
x € S T x riAstruetions  x v "s. 4 I Xx o+ 4 instructian - DY X
S « X X
b -nh ./printfl
L1 «xe0a0l X . x X< gdhtkt X x ¥ DXL L ]x” s

m stopped.
18 in 2?
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@l aEEsasa Technoloqgic

« X S _IJX

0

ebx , DWORD
®fc

DWORD PTR ds:
process 165 : d normally]
: Error in sourc command file:
am is not being run.

OXOBXXXXXX 1~ _ % s « { .ORO0CXXXKR 1~ _* s 4. _ sy {1:_ s”]x:@s

mmap- S v 4., «S P P . 1sV¢¢ 20X XS, ”Z]Jx>\xvs wiad oasxTl .S RS
X "L Y X | s o x X% S . s DX x 1] s
X L s ”
ted normally]
2oy ls Tv x 7 breakpeint vs s x L 14 ?2s ¥y, L pyls
, X q . ] R | X X" d o, . S . Coe L X oLt ' Fo s ™ J IS T R -
« 4 s ” v ] , - x " s " ] x Q. acker ] Ix xi X S, H I € ST X)X X Ly s ”
. ,L . {1 X s " | x s - 411 X CFr psf XX, sx "] " X
L N R s ” | x . s L . . L X "l X . T PR R P 1
vow 1 s v q{ s | {7 s s ” | x s L o~
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] x o s

XS v X padkers s ¢«

ie lir

28 8E9)[executable 3

:‘.UP)V(K)(?L |-$Vx”

TR K L )

"rr bLoxpackeB F A - 4k 4.

" x x |

Detectit Easy , X 14 % o)

2 xoouUpPxs % x|l -
N .
” s € 14, < s L , o~ UPX + X L ¥xs I x XX i o« I
v . ~ . . . ~ - SN ;
” ”
q 1 s S . ., S S XX« M X L 11 ” . s { s A oL ]«
. , o . o~ o ~
X X s i L I x & s X AYPK ?e%XCs s Xl x| . XY s o
N ‘ . ~ s -
” n n ”
LX . L, o s FeoooL X T 1.« 7 4% x i . « X { X
~ » ~ . .
F o4« X s X X o S . x " L
v . ~
870 @@ 10 @@ @0 D4 BF 17 @9 B85 @1 89 BD 34 @8 8D eC ‘.@;.‘.‘.‘s;:zi..‘ Booeoe72 @8 10 60 80 D4 BF 17 @9 55 58 53 21 34 @3 @D ecC ‘..é(-‘.UPXM.‘.
@ EF 1@ @@ 67 9F 92 9@ DA (7 54 9E SE 6D 9F A@ 92 @2 67 9F 92 9@ DA (7 54 9E S5E 6D 9F A@ 92 i‘.g\f’.ﬂCTi‘r‘v”
DB 24 49 FF @@ @@ @0 @8 D2 5D £@ 96 20 20 00 02 Be FF @0 @0 @0 @@ 55 5@ 58 21 @0 00 80 80 80 $Iy....UPX!.....
49 Db 5@ E@ @D eC @8 @7 9F 29 2B 56 94 BA 45 BE @ 58 21 8D eC @8 @7 9F 29 2B 56 94 8A 45 BE JPX!‘...Y)+V”.Ei
88 11 @B @@ 49 13 @@ (B @@ 9@ 71 65 @@ @@ 88 11 66 @@ 49 13 @8 (B .‘u..qe.."‘..I..E
€...

FG @3 F2 @@ @@ 71 65 0@ 0@
aa 8@

a6 &8 8@ 8@ 8@

Ghidra + |, x @ X

10X x Ly s

L1

Target

080eafac undefinedd 77

XREF[3]:

Entry Point(*}),
printflag:080488e0(*),
printflag:08048900(R)

r”
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printf("sx\n",&target);

printf(param_1);

if (target !'= 0) {
local 29 = (EVP_PKEY_CTX)0x46;
local 28 = 18;
local 27 = 0Oxdb;
local 26 = Oxc:
local_25 = 0x53;
local 24 = 0x27;
local_23 = 0x46;
local 22 = 0x3f;
local 21 = Ox53;
local_20 = Ox3c;
local 1f = Oxde;
local_le = 0x3d;
local 1d = Oxda;
local 1c = Ox23;
local_1b = 0x45;
local l1a = 0x31;
local_19 = 5;
local 18 = Ox68;
local 17 = Ox16:
local 16 = Ox77;
local 15 = ox1f:
local_14 = 0x23;
local 13 = 0x18;
local_12 = Ox4f;
local 11 = B;
1Varl = decrypt(&local 29, &DAT 00000018,
printf("\n%s\n",1Varl);

T xoprd IS x X XS Lo x T
X "X s PXC@ ) Xw. X1 A4Ss L

1+ L 4 x , s T
. s breakpoint{:”"* ¢s s ”
x L+ s hreakpoint s s

hp
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Challenges
Reversing Forensics Warmup
Cryptography Web
Pwn Other
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S « S
14 5% T x " YWindows S o v sx* sl 0 x4 1Y A4 . X047
o~ S x x0T ox ] XXy sl i dd s e { XSy T 587
x s o401 s 14 s S N . I R B 11 x x
X x oox x 1s 441
, + _ s .Widdews 10.version2004 ~ x s . _« S loes _* s ylss s 7
e Xs g 4o o xs o  s ]
Python 1
Wininternals
Sysinternals  + 1§ |
pow ] S
Fdo. T4 vShorteut A XN ¥4 X v is o Dx o x 1 0 v d .
cox 7] s A o x L,y x4 D x o x 7 X LYTE B 47 XX Lx ]
X 4 0 x 7 osSho¥tcut | X X« xS x g X, X S

Yfiteinfo.combs ~ ! ¥ s Shorcutr, * *x «

fA LNKfile is a Shortcutor "link" usedby Windowsasa referenceto an originalfile, folderh
s 44«4 [ Shorcut _¥rh ™ T4 %X ¥t X

P T OXX . SX ] ,
S AN . X

~
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.CMD. {1 Shortcut _ * x « 4 . 4 1 x
B8 cmd.Ink Properties >

Teminal Security Details Previous Versions
General Shortcut Options Fort Layout Colors
ﬁ cmd Ink
[l
Target type: Application
Target location: System3Z?
Target: | CWindows'System32cmd exe |

Start in: |C:\Windcws\v51_.'stem32 |

[Ghortcut key:  |Mone | |

Run: Momal window ~
Comment: | |
Open File Location Change lcon... Advanced. ..

Cancel oy

XX oL x Vox ooom Dox 7 ox ]

o ~

Shortcuts | X xR F X ST

~

1w vxs x inTargets § 4 <4 ¢/

sitdy . /7 Aex [ DTRUnx s v ox .

. X« smiCemment

, Shortcuts  + 410 ¢ X _ siiShortCutkeyd  «~ . -

© Shortcutkey ~ 4s x 7 I x .o D447 s T x | Is X DX T x|
Shortcut- 4 ' ¥ s o v 4 " .« 1 e x s pxls oo,
P14 XCirl+ ARt 4 x x Dos o x xox D T 147 _ X I Shartdutt key * | DS .
cd .41 0 s @ T G+ Alt+ <Letter> © p fxxx 1ose fs 7 LA
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+|—X\h0tkéy-l I 1 x X X . X% . S L R s { s A 11 X C s s 1 x
:Ctrl + Alt <Letter>
B8 cmd.nk Properties >
Teminal Security Details Previous Versions
General Shortcut Options Fort Layout Colors
ﬁ cmd Ink
[,
Target type: Application
Target location: SystemdZ2
Target: |C:\Winduws\5ystem32’xcmd.exe |
Start in: |C:‘-Winduws‘-£'_.'stem32 |
Shortcut key: |Ctr|+AIt+A |
Run: Mormal window w
Commenrt: | |
Open File Location Change lcon... Advanced...
Cancel Apply
[Shortcutkey + Shortcut | * x « v~ _ ¥ x 1]
s L Xx X « _ _ Wrapper. x * | \insfielf . x 1 x _x T I
.WindowsShell
+Python L PyWin32 . - Cwidshel} x ¢ x d(x s L x b x s L,
cTs X Ix {0 x Windols< s " s X DKk Rx (o
I StartMenu AppData Startup Desktoprt = x I T x {4 " {4 L s
S o s x P .|x”]=t~k.|"s<,.\xﬂ|_s‘ ::ﬂy‘t*l\, R
. ¥ Xmetadata - L * T
s N I T NN L mbEqy_ <350y, 1

a

A~

.Shortcut 1 - * « mShortcuts 19

afed
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N Dx 7 x Jsherteut 4 4 X« L ¥ {4 o O N I

- T s s L X 7s I N
.ShortcutL FXwq s - «instance. - A+ 47 L%
1 s s« .7 xPath § | * X

. Sportcut-s .~ « Comménts s Description
LZA) A S x e L.x X 4] X ASEH _ i ShortcutkeymHatkey § X
.capitalletter> - x «&SCH¥ _ 1~ , - -
# Imports

from os.path import join
import  winshell

HOTKEY= 90
def 0:

Shortcut = winshell . Shortcut (join (winshell . desktop (),

Shortcut . path =

Shortcut . hotkey = HOTKEY

Shortcut . write ()

if _ _name__ ==
main ()

(letter):

prev_clipboard = clipboard.paste()
clipboard.copy(letter)

control = keyboard.Controller()
control.press(keyboard.Key.ctrl)
control.press( )
control.release( )
control.release(keyboard.Key.ctrl)

print

clipboard.copy(prev_clipboard)

[~“VLSAS . .|s‘|le VI ~>< “ivy x| ]
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S « . X L .
General Shortout Options Fort Layout Colors
poc
=
Target type: Application
Target location: System3Z
Target: ::"'-.‘."'a'indc-ws"'-.Ei rstem 32 omd exe |
Start in: | |
Shortcut key: |z |
Run: Momal window w
Comment: | |
Open File Location Change lcon... Advanced...
cldx o x T DXl Xeok o X o x4 ka1 s Txy | Loxo
« L~ xs Ghertcutss xS s X « autoruns 4 % s s 14 s x4
s s x ¢
File Entry Options Help
d2 WA XK meche ]
|4 knownDLLs @ winlogon & Winsock Providers 3 Print Monitors © LsA Providers 5 Network Providers
7 Everything 24 Logon  Explorer @ Internet Explorer [ schedued Tasks 8y Services = privers I3 codecs [ Boot Execute
Autonun Ertry Descrtion Publsher Image Path
" poc Properties *
Teminal Securty Details Previous Versions
General  Shortcut Options Font Layout Colors
o -
|
Stat in: | |
Shorteut key: |z
Run: Nomal window At
Comment: |Ido'sPOCtoSHE.
>

[ Qhortcuts _ * x « pog ~¥X *s ) 4 .14 ]
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Sk
[Shortcuts *xowooL X407 hproemon L1 S s Tl kY
‘Registry* x 1Prefétch™ 1, x XX oS  pes X v
« v 4 [l » Search Results in Prefetch v O poc X H
3+ Quick access Mo items match your search,
[ #prefetch v . s <« 41 %]
+ pracmon procexp autorun X v~ X Shertedts s sTRXEX « s T {7
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L 101" 2?25 4
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Ld s dex 1 S~ X
) S <8 % _.x¥ | mhotkey s4 . s 1Y

self):

s L X X oxe xo 8 s {7 slox

x x % winshell s x 1 x _ §

shell link. uthqtkHv

_shell link. WHtHth v

(_get hotkey,

_s YN N - PSS .H$ X s x X" oxx

X 4 X X o S T

()

:Shortcut

**kwargs) :

th.exists (self.lnk filepath):

self.lnk filepath

n kwargs.items
(self, k, v)

s Pythoncom pythoncom

&hortcut + 1~ x4 . ]

L x | €oCereatelnstanée « 1 s

.S s 4. <"Xx s

> )

Lx o ~ L. .S L x I 4« . . . pdeUSQ VZS\ saowl ST XL {s*.]]s¢ x s g . . |
APl % 4 o &7 x
FAX oYX L x ] x4 MSDN xX.! ].” CoCreatélngtances 1 . i<{"<x. Ts«
Shortcut ¥ x X x o] X7 x 4 x XX | RPrXXx s 84y,
:Shortcut ~ * « 1 (CoGreatéIntsances 1 « « 7" x 1 s+« { . 1

CoCreatelns tance(& CLSID_ShellLink , NULL CLSCTX_INPROC_SERVER

&IID_IShellLink , &pShellLink) ;

. QOM Object . |

r”

1 1 procésst . contextt | x - 1.7

°

.ShellLink  ~ Intérface Y

N

x X CLBM1:.-s¥Sq{)_ -CLSID ShellLinky -

- ELSETX1INPROG_SERVER | -
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http ://www.hexacorncom/blog/201503/13/beyondgood-ol-run-key-part-29/

+

:winshell + x I xpips |

https://pypi.org/projectwinshell

s 1 PO@  1Githubs
https://github.conYldov31hotkey exploitatiofblob/masterpoc.py

:CoCreatelnstances 1 - « " X

https://docsmicrosoft com/en-uswindowswin32/apiicombaseaghnf-combaseapi

cocreateinstance

s 14 s L« scannest ! Githubs

~

https://github.conyldov31hotkey exploitatioblob/masterscanrer.py
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https://github.com/ldov31/hotkey exploitation/blob/master/listener.py
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Dx 7o s Calbhacks , & Yoo X x4 x 1 s 4T x4, o (
Callbacks 4 vy x .« L Y .1+ X< xC ] s, x X

140s: x4 Callbacks 4 - 4

~ PsSgtCreaProcessNotifyRoutine ~ x s ] 4 ¢ s ©  xQallback - -~ 1 ¥y § 1 v s _ 5 48
(- x4 b 44 4. rChllbacke 1~ ! H 1S X 4 XBAXBXs L XXew | o Y
o {s  x s 1 1s

~ ~

NTSTATUS PsSetCreateProcessNotifyRoutine (
PCREATE_PROCESS_NOTIFY_ROUTINE NotifyRoutine ,

BOOLEAN R emove

);
PCREATPROCESS Y x Callpack . _ s 1.« " x L NotifyRdutine 12 % x ¥ , « %
. x 1 x « Callbackd LI X v« x T L s 4. Remoyes 1L _ *x WOTRYROWTINE

. x ¢ JPCREAFEPROCESSOTIFYROUTINEL _ s ~ ! ¥y s's
PCREATE_PROCESS NOTIFY_ROINE PcreateProcessNotifyRoutine

PcreateProcessNotifyRoutine (
HANDLE Parentld

HANDLE Processld
BOOLEAN Create

{.}
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L% Processld 17 U x Y .« X 1 1s 4 spids L XPaventld 17| k¥s L€

FXd L X vl AL s S o1 Create 17 _x X 4w x, XX fidBs - s L3 s

14 s

r X 1 xCallbacks - 1 L

© PsSetCreateThreadNotifyRoutine x s | . r XNotify*Roufinesd ~ A ws 1« s
s ox s 41 1s L (.ixd4 o Bd ey, r 4, x

NTSTATUS PsSetCr eateThreadNotifyRoutine
PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine

);

PCREATEHREADNOTIFYROUTINE ¥ * Callbacks 14+« 7 x L NotifyRduting® ~ * x
11 L~ Ly X

PCREATE_THREAD_NOTIFY_ROUTINE PcreateThreadNotifyRoutine

PcreateThreadNotifyRo utine (
HANDLE Processld
HANDLE Threadld ,
BOOLEAN Create

{.}
tid-s ~ *Threadld 1" _xY¥ . > 1 . .s . pigs x*Proeesdsld 174 x - s 1 |
ot e x4 xo T4 Lreate, 17 X% ¥Haw x8 6 5 s ) 4x 7"
cexs L. NotifyRoutihes 1 « 4 s 41 _ 1+ «~_ _ _S
NTSTATUS PsRemoveCreateThreadNotifyRoutine (
PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine
);
. 1o v ! x@allbacks! ¥ixqs{ . « " x o 4 NetifyRoutine* s ~ . * |
Image - ."11 Callbacks
Ex ‘ . ~PsSetloadlmageNotifyRoutine infage - " 1 _NotifylRoutines = ~ I ¥y s o« s
L ¥« 1t PSIMAGENOTIFYCONFLICTINEGRCHITECTUREL Y | s Do o B .
x ¢ (s, ss . Lo - dmages 117 ss TS, T w4 lew s DX 4y

:PsSetLoadlmageNotifyRoutine _ 1s- 1 s

NTSTATUS PsSetLoadlmageNotifyRoutine (
PLOAD_IMAGE_NOTIFY_ROUTINE NotifyRoutine

);
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:PLOADIMAGENOTIFYROUTINE ¥ X Callback - 1 - « " x  NotifyRoutine 4 * _ x ¥y , « X
PLOAD_IMAGE_NOTIFY_ROUTINE PloadimageNotifyRoutine

PloadimageNotifyRoutine (
PUNICODE_STRING FulllmageName |,
HANDLE Processid
PIMAGE_INFO Imagelnfo

L R 11 s Processld % "immdgés. + _  ~FullmageName 17 _ x ¥ ., « *
S L, 1.7 IMAGEINFQ ¥ ¥ _ s s " > | Imagelife* xImag&s xs " 17
s 7 Imdge

_IMAGE_INFO {
ULONG Properties ;

{
ULONG ImageAddressingMode  : 8;
ULONG SystemModelmage : 1;
ULONG ImageMappedToAllPids : 1
ULONG ExtendedInfoPresent -
ULONG MachineTypeMismatch : 1;
ULONG ImageSignatureLevel 4
ULONG ImageSignatureType
ULONG ImagePartialMap : 1,
ULONG Reserved : 12;

k

Ji

PVOID ImageBase ;

ULONG ImageSelector ;

SIZE_T ImageSize ;

ULONG ImageSectionNumber
} IMAGE_INFO, *PIMAGE_INFQ

x DS AW HEDR J A W 1 X X .

~ v ~ A v oA

?2s 1 x 1 xys” Callbackg 1 X S{%u -EDRuI*<I4{]

o4l T4*si 1d4.. I~ 1. #EDRL _+ 1 .-xCaltbackss L7 1 *x.
b 4. %1 T x xEDR 1. Callbagks , T 1 x _ 1 L Ix " x
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RemoteThread @ ~ 4 . 4 {xs {¢

Fd. T~ 41400 s Ix o bx o - 4 XS Procésgdnjection - (X TXxs{x ., s ox X,
T+~ sy AxSthakhy 94" 1d 445 ]x s, x X 47 x € Ix{s
A G I U T I R R U S T O

HANDLE process_han dle = OpenProcess (PROCESS ALL ACCESS..);

LPVOID remote_shellcode = VirtualAllocEx (process_handle

sizeof (shellcode ), ..., PAGE_EXECUTE_READWRIJE

WriteProcessMemory ( process_handle , remote_shellcode , shellcode , ..);

HANDLE thread_handle = Creat eRemoteThread ( process _handle ,

(LPTHREAD_START_ROUTINE remote_shellcode )

WaitForSingleObject (thread_handle , INFINITE );

VirtualFreeEx  (process_handle , remote_shellcode

Tx o, ] ¢ Shellcoda « § ~ ¢ s s « .~ "Handld trvd 11 X, s X" « , x ¢ s 14

R A I Il 4Ls X I .. © Shelcedesx 1: «~ I+ Shéledded L x, ! Bxectitable

RS 2 R B , L X e 44 b, os b ~ SBhellcddes , s« .~ ¢ s s 17
X" 4| .S =x ., ] ¢s

P s ¢ ~xv-|=__\J\I¢(v,,”“vx\[v%><‘[-|~_s .o Lo va) x ¢ s 14 L

‘notepad 4 X ° L« {ealc s, 1 , Shellcdde

Heip
Calculator - a X
= Standard = O
0
M+ M- MS

% CE C kal

Yx x2 x =

T 8 9 X

4 5 6 =

1 2 3 +

e 0 . =

Ln1,Col1 100%  Windows (CRLF) _ UTF-8
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Txxy _*  f{11x"s ] Kps:9d x4 RemoteFhread 25HN__ x " L o
F'x o s o ¢71 s 4. .4 "CteateRemoteThreadd ss « X{ % Lk St X d ., wx ~ 1 47 s,
,,CAX u @ S X » %44 .1 xx o] .o x Cs S v 4., S .

L WindowsKernelProgramming =~ 4 X « _y¥ ~, _ .1 1Y . s Ngtify Routihes = 1 1 « -~

Windows -* x T B I 1Tx 4 X P4 Eoloe - X DX .
.Internals
v oL 1L s L x  RemoOteThreadss . ~ * ¢ .51 241 Loxos € Ll x N
CreateThreadNotify Routines®* _ x _ 4 _ s ¢ 4 o] 7 x> 41,1 L. S .
:x " Calback s+« 4.« AL X T s L

PCREATE_THREAD_NOTIFY_ROUTINE PcreateThreadNotifyRoutine

PcreateTh readNotifyRoutine (
HANDLE Processld
HANDLE Threadld
BOOLEAN Create

ctids o, x b is L opils o x X IS R ] O O
TAxex s x4 T o b ts ot 04 s s 4T
¢ 11+  rerfhotethread¥ v ~ X x 1 v « s pidsx o Ydafback’ ~ *x { rpit-d « _

L MSDN P dox o .S Sy X , - ¢ DX L B

DS Xs s, s PCREATEMREAIN®TIFYROUTINE

Whenathreadis created the thread-notify routine runsin the contextof the thread that created
the new thread. When a thread is deleted the thread-notify routine runsin the context of this
thread whenthe thread exits.

-L S v 1.« R 1x Ll x " , b s R o1 1 4L s s
U9 o x 1 w1 x4 o _pidsx T« PsGetCurrentProcessitl s 1 4 L s ¢
.callbacks = « ~ s
P01 - ki 41004 uss4t | X RembteThreads 14~ s,5 9+ 4 04 x 7 o4 ] x7 Xs
r X Remote Thread s ~» x « ] XS X , 1 _Windews™! . .- sx "p oy 1,70 x {8 0
LYy 2x 0 s 4 X blhxe s x4 0 s s s
T4 7"s 0 ovx 14 147 , 4 1 L sPsSetCreatePressNotifyRoutingEXx _ L x s 4 . X x «
1 4L s Lo S .w [ a4 oA Lo cxd owqd 41 x 17 L
Create - ~» ¢ * ¢4 _ 1 1s A4 1 d4dcsis 1 o VA4 .x_« sX
14010 1+ x A _ b s ¢ s 1 chllback* *Progessiotify Routirie- [
sremotethread * ~ 1«4 = ]+« x¢ X o« P ddes x4«

Windows Notify Routine Internals
www. DigitalWhisper.co.il
MMM 20201 _ x ¥120- © x 4 L ¥



https://leanpub.com/windowskernelprogramming
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nc-ntddk-pcreate_thread_notify_routine
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nc-ntddk-pcreate_thread_notify_routine

Technologic

[ R B I

1 *RémoteThreadss
bt 2. 4+ 4 o _ Notify Routifes + * .2 ¥ 41 o _

108 L spids_ At o AXTT] 7] A ABLiss o L

{1 xs q¢ 1 N b

P X X ] 4L s s [RR , b s P X X ] 4.3 " s X" .
x {1  RemoteThread® .~ *x1 <4 7 v 4 4>*Xx 417 x s 470 s
x {7 x s Ts T PX AT e M 3T T ey T s x Do s

b c -4 4 L _callbatks L sci - - 4 A
notify_routines .. creat e _process (HANDLE HANDLE process_id , BOOLEAN

create )

t

if (create ) {
g_new_processes_cache ->add process (HandleToULong ( process id ));
Fdldes s 4. Frd P Ts v 4 Aes s D A 0 o x ]
Lt 1 1 NewProgessCache ¥ x 1« 1 ¢ hewprocesstache 1(« 141> x « s)) Fdo T
" L, x € s 1 _ . o " 1 _ FASITMUTEX LISTENTRYs L S X
i ‘ramotethread * ~ 41 « 4> x« 17 4 ,s > X*X
notify routine HANDLE th 4 id, BOOLERN
if
KdPrint ((
thr
] 4L s X L, X x| Foee S x4 e XS L X X " JI 4., s* L, X x| R
| Fov X , (st ,Sspid-X:UX"‘J'lwi(y:‘l“ yl‘,,-|:-|svs:\ RN ] 4L s
remote threads * X ~» 4 « 1 L | Pl Txx 4 bs 0 4 L, s Os Txx {ls
st 4 (v Ad_ P Ts pdAsI A S5 T HX L) SH AL ss s ¢ s, x
L x s € Lolx T L, , b1 1 FdldLs s

1 _ _ srémotethreads
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https://github.com/omerk2511/NotifyRoutinesResearch/tree/master/RemoteThreadDetectorDriver

_S - {1 .7 X . X 4 {POECss A CTX 4" € sl ox (Tsx | x x s ¢ s PR

l x os I ROCSS L
= Standard 0]
M+ M- Ms
Yo CE C A
[a ! ix =
a DebugView on WWINDEV2003EVAL (local) -— a X
File Edit Capture Options Computer He\p’-‘ 7 8 9 %
== QL @=- A EBT 7 &
# Debug Print
() L : 4 5 6 —
[+] Loaded RemoteThreadDetector successfully.
2 15.45816612 [*] Thread 1840 in process 7796 was created remotely from process 3192.
1 2 3 +
- 0 . =
Ln1, Ceol1 100%  Windows (CRLF) UTF-8

S B T B .4 <t 1 eefogtethfedd 5 «+ 1 4 47 4s®XxH” 314
. x I x < slx~'| . Xy s " s Lo {x s {¢ ~ -EDR «+ x's -]

1,74 40,47

v ~ ~
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X { .
cxes O p oy x o tx s 4L b O R HL T x| LY
b'x« s ] ] L Notify Rotitineg_  s!4x. *x «, T7ssg X {y s  x T xI x ]

s oy x| X s ¢ s L, "x s, X T, N U Fo1ox
.. O 0w CAPQnjection L 1 x 7T .
Lo, Sxow o, 0s Y« EW ¢BventTracingfor-Windowg-* , 0 o+ s o~ 4 s L. T~ s

_,_

x
U
i
&)
Py

el

< l-reaktime 40 < X v L v XS C XS X 1.4 s Tx.,

cloor L vy T axs v s s @ e TR xd g ] i HxysIss X
2 B Lo, - x potify outines* « _ _+1_ I X A Frdl4os X s
17 0 XA s X S s b e T
LD e T ex TS X gy s X DR L X X L AKX s ] xS
x X x 1 X . 1~
Ix o sixo X0 DX A . o T T A
s 1 L "Netify RautingsxETW + = *x o {4 _* [ XSEDR T X .Y X J.° , ¥ _+rq1 |
o, Lo ooudle Ay s e xd oYy x|
! s 47 L s sl {7 x Ll xs s 4
. X L ] 1.7 , x| L x x X Fdw 1L x ¢ s S L~ _ S
. ¢ x " X . X s
? x "l d s L] s s L
207 s 44 Ix L2 hx X X
2 X4 4 s s 47 L L .3 ¢ x s
21408 s s x4 x4 L 1L x

CreateProcessNotify Routine ~ X « 4 1 4 - 1 X7 o™ s x> p Y x 0 Le s T

s ¢ s s X s "
{11 41 s s X X s ,Ix . x4 X% X" 4 qs Eor 1 L] s % ] .
S TYs P T x . | ¢ s WriteProcessMemo#f xVirtualAllocEX L. s s q44s
Fo Tx . ] O Coe Lo Llexe 1 A 7 TTPAGERXECUTREADWRITE

T x ., 1 ¢ s PAGEREADWRITE 7 ¥ s . \VirtdalProteat X x PAGEEXECUTREAD

i . X o S s "y s ~ 1 ¢ 7 s L

~

Zx-|\“”x> X X 1 x Zx-|\“"x> = s S | « S Zx-|\“”x)

~ ~ > A~

NtWriteVirtualMemory NtAllocateVirtualMemory @ ( - | ~ X v« N xpative, 1 x|

x " {qs S . X S LoXx X L7~ S - X NtProtectVirtuaMemory 1 « « " x X

~ ~
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L X AT L XA X s I R ] {Ls s 1 x I x . s
Xt o1 s s 40w xogyscalliiX o AL A4Y LS4 ¥ I sx LN T s X L, X s o o,
s * {ZwAllocateVirtualMemory v .~ _ ~S* <. S« 4.« o _ ssystally x s o«
, (xLy s S« X's S L. X ?214+) 4L s s Lo 1, <17 x s X

ST 1S Txad A e X a0 xS s ZwWriteViftwalMemory £ 14 xx T 17 .

Windows8.1-, . 1 sexperted - ZwProtectVirtualMemory s 4 « « " x s <« {s s {47 s
LT WX DX s L R TN ] .1 s P G | Cox T R
L protection + | c4 94 s DX x D MDD Xt dmemaryl & protection X

ook X . oL WindoWws*MPLs . . . x” s+« {.RAGEREADWRITE x ¢ ] . | *

l4oesis x> x4 bxos ol b x. YL v A A X717 0
S VAPG, 4, 0 v o 0 s m p,bs 4 e s b, s 4Ty
rdx bt 0 st x s L x WindoWwst s oL f 4T X
-L s « 4 . « Alértable State* ,+ x s b, tos 1w ax 1 APG 1, "X » vk L 1Y .
1.1« 1« s d o x 1 ARGS*x w_ | 4«4 <t vs* I NtTestAlert " x | 4 s x !
Cow e x4 x L, © xodntrylpeint-s: «0 Ldrplnitialize s 4 <7 x s s € X 4y s
T 1x L JIAPCQueuds ] -, (+~1* I, x4.<1” INtTestAlert s ' « "X )L
f4 v D4 is 47 L x . «xs | | xAPGlqueue o« 4. D

x " 4s  ]s{ s X Is¢reatethread notify routine 1 ' 1 L | 1 _ did-ss  lv, tasy 7

Sv w4 . Cprotected] + ok~ X x@gn(d AT ) T x o x4 e AL S s b {7447
createthreadnotify | x ©* =« 4s 7~ +« ] s x  APG queue.sx . Xxivx 14x,4s |
, XL Xy x o x Xoredion Lxxs Gsq X<t X0 s o4, s routine_, ., r 4L
- 7 _ notify routine-ss . - x . 4 4 I x<s 1« AvAllbcate\ArtualMerory”x 1o ]
APG. queue s _ 1 x x X x s (KerfetAPCGL lquenwe st~ 74X Ss s X5 o
L ARG LY L X X s L, S s 1T X
T o kX <L Winddws**APG Linternals® - <« x4 . | 1 0 A
lx ox I x o T JXx_ 2418 % s 4., s Do X L < X S
infine , s~ <X I x+< s q9x s, xjlhehvoks: ¥+ ¢ "d HX 7 T 1 s 4, 4k

De LA s jmp i esxIsE P 41K .1 Ly 4, _Hooks _ k4. xs

. SShellcodes .~ S % T 4dlTd xhogkss i~ k4 _ ", ix x4 A

~

11001 s X fldw-s, X 4] nlest | X s
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https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/using-mdls
https://repnz.github.io/posts/apc/user-apc/
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Create Process Notify

72T DX NN'YT7 0100
"IN PITN7 N¥ YW 009

Routine

¢_1

Create Thread Notify
Routine
00M92 "WXIN TINN INT DX
-7 Queue nwy nn'w
Kemnel APC

4,—‘

Kernel APC
TN N2 TIM7 DIpn YiE'7K
User-7 Queue nwul Tip7wn
mix yrw APC

¢_1

Ti7n R 700w DLL-n nx [wo

User APC

AN v

¢_1

DlIMain

Y719 7 7w Hook o'w
'l NMID0

~ ~ 1-PoGs A+ x I .s@s A4 ]s ] < 0 4107

create process-S L1 71: «x X A d s o4 18 eV PoIBSt se Y L X
notify routine
s (HANDLE, HRNDLE p
cniddLs v X b X Icréate prdcdssnétify poutime< s, « x L %1 T 1 47
FS ALy 4. b4 174117 € i sprotected X714 « X 1 x]of %
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https://github.com/omerk2511/NotifyRoutinesResearch/tree/master/LibraryHookingDriver

.createthread notify routine-s ~ © -

notify_routines .. create_thread (HANDLE process id , HANDLE thread_id
BOOLEAN create )
{
if (create &&
g_hew_processes_list -
>is_newly_created (HandleToULong (process_id ))) {
g_new_processes_list - >remove_process (HandleToULong ( process id ));

PETHREAD thread ;
;. PsLookupThreadByThreadld (thread_id , &thread );

PKAPC apc = new ( NonPagedPool , config :: kDriverTag ) KAPGC
if (! apc) {
}

. KelnitializeApc
apc,
thread ,
OriginalApcEnvironment :
&apc_routines  :: kernel free kapc ,
&apc_routines  :: rundown_free_kapc
&apc_routines  :: normal_inj ect _code ,
KernelMode ,
nullptr

ExAcquireRundownProtection (& g_rundown_protection
auto inserted = . KelnsertQueueApc (
apc,

);

if (! inserted ) {

A S R B R .o X © + ~ createthfeld natify rodtine-s > x ,
=] Fov X ,(.| « . S I, s Zx‘Ixxx) FoA I 1 s 114 L s s
R B S, L'x o s APG gquege™ x . sl 4 7 ASL I, < WST v 1% D X o .
s 1y ~lgck ~u __ _ rundowh protectionr. acquire s _ " quedes « 4 " L _ X v oL

(~_~_ % ~>*s wafcodnting H¥ L >4 k17 151

~ ~

P

L KemelAPCs _ 1 ¢+ s* v 4.« _ o~ vunfoddss _ +™ 1x_~ |

~

X X . 11«7 L, x14 « xAPG hueue, s 1™ Xy X+ wH YL

> ~

1 x 1

~ A~

e I B B
APGLcount xs ¢4« o s7( y.U7 T (BDX Lx 1Y 44

“quF;X

1+ X
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rundown-* - r 1 X < ihtérlocket dpédratigns™ céunt™ , _

I B ~ ~ yntbddd 7 - A X413, X x . pretection * 1

FLX ko w18 T X 1% s Lunleaths _ K F 4, XX ST KeMmelAPSs x L ¥ _ 44 ¢
'I‘-” ”

‘Kernel APGs
apc_routines :: nor mal_inject code (PVOID, PVOID, PVOID)

* address { };
size_t shellcode_size = sizeof (injected_shellcode

auto status = 1 ZwAllocateVirtualMemory (
NtCurrentProcess (),
&address
0,
&shellcode_size :
MEMRESERVE| MEM_COMM|T
PAGE_EXECUTE_READ

);
if (! NT_SUCCESGstatus )) {

}

automdl = :: loAllocateMdl
address
sizeof (injected_shellcode
false
false ,
nullptr

);

it ¢ omdl) {
_—

;- MmProbeAndLockPages (
mdl,
KernelMode
loReadAccess

);

auto mapped_address :: MmMapLockedPagesSpecifyCache (
mdl,
KernelMode ,
MmNonCached
nullptr
false
NormalPagePriority

)i
if (! mapped_address ) {

Windows Noify Routine Internals
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}

status = :: MmProtectMdISystemAddress
mdl,
PAGE_READWRITE

);
if (! NT_SUCCESGstatus )) {

}

:» memcpy_s( mapped_address , sizeof (injected_shellcode
injected_shellcode , Sizeof (injected_shellcode E

:: MmUnmapLockedPages mapped_address , mdl);
:: MmUnlockPages ( mdl);
 loFreeMdl (mdl);

PKAPC apc = new (NonPagedPool , config : kDriverTag ) KAPC
if (! apc) {
}

. KelnitializeApc (
apc,
:» KeGetCurrentThread (),
OriginalApcEnvironment ,
&apc_routines  :: kernel_free_kapc ,
&apc_routines i rundown_free kapc ,
reinterpret_cast <PKNORMAL_ROUTIN¥ address ),
UserMode,
nullptr

);

auto inserted :: KelnsertQueueApc (
apc,
nullptr
nullptr

(! inserted ) {

KdPrint  ((
;1 PsGetCurrentProcessld 0)E

. ExReleaseRundownProtection (& g_rundown_protection

FMDL f . ¢ % x :Shellcodest | o X %, . ceox

~ ~

, X X \Jser APGL queue + 1 _Shellcodes : x {1 | RAGEREADWRITEL , s~

1 L APEs« siqueues 1 dcquire ¥ v xrdndownprotection. release + 1 _ *x |
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:Shellcodes

_main :
mov rax , frsp
and rsp , OxffffffffffffffOO
add rsp, 8
push rax

call get rip

get_rip
pop rl5

mov rcx , 0x6ddb9555
call get_module_base
mov rl2 , rax

cmp rax , O
je
rex ,  0x5fbffofb

rdx , rl2
resolve_import

rax, O

rsp, 16

rcx , [rl5 +dll_path -get rip ]
rax

rsp, 16

maodulet « s« " 1%, . Bhellcode

4, XX L x « X <,
v )

v ~ ~

s _ X « XDBLEs . _Lexporttables x su _x ** ] PEBS» T % , X

s . xDHMains! _ ¢ 4« X% x ¢ s DBLEsx <" * poadLibtaryA 1

LS S 8T 40X . It 7« sWindews* *-Shellcode 1€ x {

DX~ Y " 4 < ODEMaINS

~

BOOL APIENTRY DIIMain ( HMODULE hModule,
DWORD ul_reason_for_call ,
LPVOID IpReserved

switch  (ul_reason_for_call

{
case DLL_PROCESS_ATTACH
{

try {
* original_function .. GetProcAddress (

:: GetModuleHandleA ( )

Windows Notify Routine Internals
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https://www.digitalwhisper.co.il/files/Zines/0x52/DW82-1-WinShellcoding.pdf

g_inline_hook new InlineHook  (origin al_function

NtCreateThreadExHook );
} catch (..) {
return false ;

}

break ;

NTSTATUS
NTAPI
NtCreateThreadExHook (

)

{
MessageBoxA ( nullptr

NTSTATUS result = reinterpret_cast <NtCreateThreadExPtr  >(
g_inline_hook - >get_duplicate_function 0)(

)

return  result ;

"X x4 4.1 s . T s q ¢

IR IR SCI

NtCreateThreadEx has been called.

£
File Edit Capture Options Computer Help
EEdEd QA SES-A BB T 97 | #A
£ Time Debug Print
1 0.00000000 [+] Loaded LibraryHookingDriver successfully.
2 2.63331532 [+] Injected code and gueusd an APC successfully (pid=8136).
3 3.45108032 [+] Injected code and gueued an APC successfully (pid=57€4).
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OK °, 1417 popup xu"x * 4«

8).
¢ (pid=7576) .
n ABC successfully (pid=3432).

Untitled - Notepad

File Edit Format View Help

Ln1,Col 1

100%  Windows (CRLF)  UTF-8

= o X

x

.I

i

ix [ TR S I F 1 -popups kS o I b o T d e 4]
L L *oox MXes o ] s xS T I R
x| 1 x ¥ s Windows* Notify Routines + _ . ~ ' 41, *-EPRI' 11 _

NI L 1« =~ s .7 , XS CX s o s 8% <X

S R S C S = X ” Y ” S < ., X - ” X - X « '| ” .I J
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L1

; Exported entry 1805. PsSetCreateThreadNo

Y 1~
s 7 X5 | 1Y s L " . L , X x| . S = x "y . s
o LS Lo Floxoos « L 1% x "X I S Lo~ ] ,
"5 =x"\("vs {1 Xy L X 4 % \-|vﬂvs X 1 s
T« 4«1 A s « 1T 7IDAP® &~ X1 «n A1 s
14, _ CrdateThreddNotify Routifies™ ™ | «7_xix44 L. « 1 _ s _
1 7 processahdthreadmanagess 1 jcallbacks ¢ 1 1+« 1. <1
x rcallbackss ¢ 1 4 * YL X x 4s 4 s¢€
. =X”Y”V F'{”‘X-l X”-]"\, ~‘-J |-L'1~XA s
box o7 . x 1 x .17 s¢ 4 x *X 2x,
X x 7oL ~.| XXVJ.,X'a:)f-VJLf(V:)S,”’Y("‘ LoX Mox o«
X oL S L X "o X . X 4 ., q X
PIRemoveCreate ThreadNotifyRoutinedPsSetCreate ThreadNotifyRoutine
T 007 -oxssq XX {9 x 4" ,,~>< P N | R B s L X
Notify Routine - ~ 41 «
, 1 L ntoskrhlexg _ s Lw, -, S F ADAPO L v XOXX 17«
1% 1, X

ti

>

L

s 41 . « "wrapper s .t v 1S disassembBix | s ¢ x 4 . B
17 _ X gdx ~:s+) B B s « {1 .~ « PspSdteateThreadNatifyReutine .
XL « 1, sWindows 17 _ o {f b « Yfastcall *ix4q 87 X7 x 1
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B Technologic o

notify  routine-s CXxoo 1) [ I 17 _PsSetCreateThreadNetifyRoutine
X v . s s ¢ Pos X X .. ~ PspSktCreateThrédtbtifyRoutine {1 " CL
ALl X A v YL x T e e axs 47 sx o (Ssad.as
« q{s 1l __s> s ¥y” 1«
ce AT T s sl (7
1. s v S - «~ | BExAllocateCallBagk 1 « = % X 3 s { <7 x s DXLy B
+ 1 ealback 1 « 141> x« DowLe L Se . s L L] v fise x sT O {XCsTx sT 14
. vy s A ws AT L i R, xSY{as” x lgdllback WX {S1” X 4w { X
Lo -] e o111 x s s 1 . EXANocateCallBagk . s t«+dL, s w18 ¢

1. _ tallbacksx 11« 14> x+« | ( {EXAllocateCallBack™ 1 * s . 1

locateCallBack proc near

mov
Mo
push
sub
Mo
MoV
Mo
mov
MoV
call
mov
test
jz
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HAo ! Xy X 1 o X xees XX L7 xs, 4]0 disagsemblpt Xie o o0t XTI s

S~ U X~ U X<~ s nonpagedpooks! X Xk £ L 1.

rsi -« sy dvdsxk o 44X x s v 4. s T
L 1S L XY e s pdi v 0 B Me 14 s metify routines - X x o1 D ow 0 4]
A O -« ExinitializeRuhdownProtections 1 « « 7 x | T T B ,
TxL, e rundown prétectiors 1« 4 4 X x el e 3, s T o] xS

B N R BN cE S

s 1x 1 susecase. ! | x 14__lock ! «1xRundown Protection , x 7 { « . s 1,

xos S e e o X aegdire ox o X L X oW XXy xs T X, e X e s
1«4 4 ® dcoudts | cx 1 .~ sds 4 <1 refeount 44 s {
ExInitializeRundownProtection™ s s ¢ docky xx:4sq " x x | . X 4T X s Loox A
LA I ¥ x ExReleaSeRundowriProtectivn ExAcquireRundownProtection , = * x ]

L. ws o d 1y s OEX RUNDOWNREF. ~+ ¥difiddwn protections

.callbackobjectss . , ~ _ 'S

1 xcaltbacks 1«14 *x+« | . ExAllodatCallBackssi -« ~!"yx_Bs 4 TV 15 o

T lux LT x callbacksT X JF KX vl X 4 ] 44X x T e ]
1 wddsf Xxxx s L x o ”s s | {PspSetCreateFhreddNotifyRoutiné -4 "~ x. 7 x ., x ¢ 17
L1 - X«

loc 1408130BE s 1 ¥ A4S 87"Ixs sy, () 11« ~o1 1«44%x

loc 14PA8136BE:
mowv =B

imp )c_1487534C6

.. ! . SPATUSNSUFFICIENRESOURCES x 1 s 1 s ., ¢ 1ss |, 1« s, {1y s
.callere -~ ¢ x 1 loc 1407534C6

- ’
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s , T -
1,1 s« L eounterlx sl < 104 ssebx” 5« ) «, A4 _ . sS4 x s
Lo DXl el o« 7 X v s loc"1407534D6 1 ~ v X ~ » 1 R B
c ke oA A 4.0« X x| PspCreateThreadNotifyRdutine . =~ 1 17 |
1. s8d* s __ sA4 .7 x s X x| createthréad notify toutiness, s « ~ 7 X+ X
y - X x ol o xyXxos ogourteEsx X s 4 rbBx*8 . ox o X x 0 lmos 4 x X
Lo o dwXx ki xe s 17ss Lo ch¥¥ ], 59 %0 Tshoploxv
rdx* s _ s i .« 7 ereatethread nbtify toutihes +.1 ¥ callbhckobjectst  + 1 | 4 % «
s {1 . « "ExCompareExchange®alik. -+ ~ tallback objects Lo SXx ]S Do
L. A3 oxdgxwm 174%y .« . 17 {x €£xCompareExchangeCallBack ' x *

Tle s Ml S ESs ps LS HSET DY .o X L. s b X XY 4 4]

X
<
K
(2]
(2]

X ] . x . X R = ] L X q X 1 « ‘)x\>< :[l'xx,:st‘s

cx Sl v q4s s 4 7 x o saldackss s . (-4
ExCompareExchangeCa lIBack (& PspCreateThreadNotifyRoutine [ counter ],

callback object , 0);

notify routiner L 1% X « X" g TR TR v XS b4 Us) s

L, x| x ¢ s s x s p . »callba@k@bjbct—ﬂ T4 X xs TuaXos -|,,"~J\.VJX

i1 s 4 Joeks* _wxo I e x0T A eXs X ols o TXs I s ]

~ v o~

L A 1w s tendbExwX x| efdsl { X~ A s dpedt, *o A

~
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PspCreateThreadNotifyRoutineCount - 1

- B

1l s , v Lo L s _ 1 notify routines, « _ s X x

o~ pranche s 1Y s~ "cQuiteérs, X s o s 7] s
~cdllpacks 1 s$44%x®. o T x., ]Cs . s . 4191
STATUSNSUFFICIENRESOURCES + s ~» ¢ 1ss | ., > '

X « x X @a1|b§.0k5~ . _L _|| X1 xS « - . i

XY .oos gl SAEMs e d US|, 47

L ~

-I ~

L

Y ox Y o4 4L Ax sCs {7 xy.,

~

1. Jsoos oo x s e XA

createthredd notifyiroutingss s count ¢ 1 | _

v X s « 1 s

- _ PspNotifyErbleMask. -

s X X y .

« S

~

]

X N ss |, x|, yx s 1.k X

s . e

I s « ¢

" riotify-tolitined _ * s & | .,
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< x bxemohoxo o ehableds Chotify routiness . X1y x 0 t « mhaskd 1 s _ S F s L4
s {4 .« "X s , o 1 R | X q « S L, X o8 IX{XX «p oS o X € S ”sA-|-|‘ IR §
, - 1 enabled + createthreadnotify routines + « s maskfé 14> A4 *s ... ¢x]

. s © sy xnpotifyroutine 1~ « x "enable~x L. s _x s {7 x s

. A X q « s , x (X% s L q! Y o S‘|\Sil-x")]’l >-|s-|><,“,,x~|_‘.lj (,Alx‘l¢-| :‘VL)

notify-s -+ x 1 <« v+ s 4 PspCreateThteddNotiBdutineNonSystenis€ount

xs T4 v X104 L Inen systems.¥'x X X . getling® . .xs. s €
N BT L 1S 17 1 14 x| s 4.7 x s - =4 xs | "
A e i Xty s X D xs maskdne g ¥ e d sl x X o ds s 0T

, - 1 enabléd + éreatethread notify routines + « s rmask* & + 41 11> _ <1 s

.nonsystemss -~ W d4Fx 4ol AF Loy

. ¢ STATUSUQCEBSL 5~ S A 5Sid s 41y s{.."x s

‘Notify Routine = ~ 4 « 1 Xy L DX o X s Dx X x s L

-s o X x rdndownprotection *x | x . * callbdckss, _ 1 ¥, x _ callbhakobjeéct * ¥ 1 «

, 1, dnetify roditine™  _ x 4 _ . box 4 4. - potify outine x _ ) L Xl
(Y x s e Y oA d . seL s e
callback-. F1 1% v _cn Sl wX s breate thread hatify routiness o1 -
notify - _ " PkpCreateThreadNotifyRoutine _nftoskrmb* o+ * x ¥ |  .objects 1~  _ s
compare& exchange « . s 11 _ ilocks e, -, L1 s _réutines Fdo T
.notifyroutinescnv 4 _ _ ~»" ~ <1 <~ _ S s {Xx
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« L ponsystems< + 1 crelatethreadnotify routines + . + 1Y x 47" §. . " s
I X « X X , &% v © =] x ]~ , ¥ ox Lol

notify routiness - x _ 1 ¢ «  Ycounti _ dreatgtlreadnadtify routinesc . v x f o |1
- PspCreateThreadNotifyRoutineCount ntoskrnl 4 x - * L XLy | . XX ,

.PspCreateThreadNotifyRoutineNonSystemsCount
notify s ¢ 1 « 1> ysg.« ., "s{ RsgNgtifyEnableMask+ _nfoskrnb* > x v W + 41 «
+ ereate thread notify routines + « s rmMXx0~H H 1 1% enahled s %oltines

.nonsystems Yy x s pgXx |, ¥4¥H.A4As Y xg s _ erhbled] Y .41
s b x> ol 4x o lx o { s
?x 7 L s cledtethreadnatifyroutine « _ Y x 7 P xk g pss A7 xy , s
? « L *enfabled x+ notify routines s ¢ 1 « . {PspNotifyEnableMask + -« §
s 4« « krafgs L Ll Do T , 41 FoL .S T X w8 s "
oo ox b4 v s L1y . X X s RspSetCreateThreadNagtifyRoutine
xrefss 04 . 4 s X O XX §
@ xrefs to PspSetCreateThreadNotifyRoutine O X
Directio Ty Address Text o

S up p PsSetCreateThreadNotifyRoutine +6 cal PspSetCreateThreadNotifyRoutine
|8S] D... p PsSetCreateThreadNotifyRoutineEx+46 call PspSetCreateThreadNotifyRoutine
@ Up o .rdata:00000001403FFF58 RUNTIME_FUNCTION <rva PspSetCreateThreadNotifyRoutine,\
@ Up o .pdata:000000014054E7F4 RUNTIME_FUNCTION <rva PspSetCreateThreadNotifyRoutine,\

(o[ o || sewon [ o

Line10of4

+ PspSetCreateThreadNotifyRoutine ( - , 1 x | 40X+« x) <+« . x < s 4{4{" s

s A7 x sy s 41 1s L 1 PsSétCreateThreadNotifyRoutineEx + 1 1 - 7
L X~ v q{s [ I

NTSTATUS PsSetCreateThreadNotifyRoutineEx
PSCREATETHREADNOTIFYTYPE NotifyType,

PVOID Notifylnformation
);
notify routine-s  * * x o 1 Notifylnformaltignx notify routine-s v x | ‘NotifyFyped 1 _
:enums o o 1+ 7 *NotfyType? notify routine-% Ix4 ¥ + s _

typedef _PSCREATETHREADNOTIFYTYPE
PsCreateThreadNotifyNonSystem ,

PsCreateThreadNotifySubsystems
} PSCREATETHREADNOTIFYTYPE
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non-s « _ 1 _ « 1 'hotifyrbutine-6 _ _ ~P3CreateThreadNotifyNonSystem . - x s
-« X qcallbatks * * «  createthreadnotifyroutine - _ x . , ~systefithread ! 1 s
L Ithreads ~ x * X callbacks 1 1 - Ps€reateThreadNotifySubsystems _ cx o s
wsl o x 1| subdsystem *
createthreadnotify . . s~ « _* ¥y x 7 ]« «x® ] 4 xl 44 8547 x¥
notifyroutine + 1 o _ _x _4 _o b _ x4 _ 4, ~%x _ 40X rdutne s+ . " 1
Sloox e, oy x sox | calbacks* L % x4 AT ¥ s o4 o 44X x oS
R s ¢« s x X pPsSetCreataThreadNotifyRoutineEx _ s « x| > 7 x « x X
X "o . X o, S s

. ebx* s Nevdxss x M4 4 s X p v s XS XX s p o+ S e lboxox s 4 . «

v Ase 41447 s FA L. HS 1 s sebx®« s s M #HBs X oM ¥sx ’
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branch. s 4 ¥ M4 070X ssermymt e D Xy {7 X yox sy x4 4y

« XS
~x €17 STATSINVAUIDPARAMETER- x @ * s . € 1ss ], 1.« s,.4{ly_
S U ¥ Xy L 4s o1 debx, s . lvws s 4 by 1 DX Ly =iy o
notify -s Lo XXM 8T Xy o, . ~ X . MmVerifyCaklbackFunctionCheckFlags
notify-s t s 4l 4L «x {s xC{.x200 4% W & =y .reutine x $ X x s 7
S 4 WX S L ux . TN X xsx X T {7 X 4 qrgitined x T X 1L
S~ ancht s 1Y 0 s 4 o7 x s T i«
STATUSRACCESSENIED |, x 11 | s X d sy s ., 0 ]ss 1. . s .4y s
ST x x4 s L Ll L« MSDN* LSS X3, G s x
" ts s, S s s 4, 0 X s 1 x psSetCreatePoessNotifyRoutineBx. s x|

The image that contains the callback routine pointer did not have
IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY set in its idhage header

x s flagl+ « s - MmVerifyCallbackFunahCheckFlags s 1 « « " x s S+, 7S (I ¢
Coe YX20m 4 ¥ ~ L S , S ¢ potify sreuting-s* x x | x o X - PEFA s e
4l ys L 4 [ x¢s s {{.IMAGEDILCHARACTERISHOBCHNTEGRITY{ |

PEC " Ts LY s - INTEGRITYCHEGKX s , « 1 4 o [

" 1 ibfanchss « x s brapch* s_{Yy s { .7 x s X 140 8
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ooov , 1L PspSetCreateThreadNotifyRoutine * + » X « s 4" x s DX o,
Y x s - s . 1> _notify routine-s 1 " Xxxyl, [« XX+ s, { X « qs X
create-s L. ¥ x s BN Y o 41 17 s 17 Yebe «xs_ s " q44sT is.

n 14> ¢ +x , oo x4s b, os o at 34" ¥ tréad notify.rdutine « 1 Y~ +« xS
7 L. ts o 1 nenisystemcreatethreadhotify rotine > _ 17 « x s x X X
Feo, Tl x_In A4 xs ¥x _s ..y x PspNotifyEnableMagk® 11Xl ¥ . 44
R FXo1 X - notify- réutine xy*« 44« Laaxq4st 4 Ty ST 4T Xy oL

.Subsystem
notify s ¢ 4+« .~ fPspNotifyEnableMask + ~ s« I x x (x4, s {47 s 57

notify routines* _ x-_ 4 *s <L 1. ~ x> "enabléed wroutines? - . s ¢ 1«

Notify Routines* _ x _

Lox x s " x notify routinés® 4 1 x 7 4% s AL X4 " x s ] D

A 1 ~ A ~ ~ ~ >

. cfeatethread notify routiness  : _ PgpergateThreadNotifyRioe-. xrefss 1 o |

(=] xrefs to PspCreateThreadNotifyRoutine O X
Directio Tyy Address Text [
.E Up o PspCalThreadNotifyRoutines+4C lea rbx, PspCreateThreadNotifyRoutine
@ Up o PspCallThreadNotifyRoutines:loc_1405D2131 lea rbx, PspCreateThreadNotifyRoutine
;@ Up o PspEnumerateCallback:loc_14068C038 lea  rex, PspCreateThreadNotifyRoutine
= o PspSetCreateThreadNotifyRoutine:loc_140753486 lea rcx, PspCreateThreadNotifyRoutine
E5 D.. o PspCallThreadNotifyRoutines:loc_1407A8985 rbx, PspCreateThreadNotifyRoutine
=| D.. o PsRemoveCreateThreadNotifyRoutine:loc_1408CCCA2 lea rcx, PspCreateThreadNotifyRoutine
(E0.. o Psplnitthase0+1C6 lea rox, PspCreateThreadNotifyRoutine
R
Line50f 7
S {1 xref o X X DX L« X s DX 40 LT X s L
S4..”Xx s <4s 4 _s_ =:14{" _pgpCalThreadNotifyRoutines _ 54 . <~
r 140, . x .+ ereatethreatinotifyroutiness . 1 . o+~ 4 X
L. A7y s T x s, " | x ¢ ¥ PspEnumerateCallbacky " 44" . s
.process& threadmanagers tcallbacks . . s _ 4 _~» +  s4 .., _x7
createthread notify s 17 1 _ _ P Lox o xP5pSetCreateThreadNotifyRousine]
s 41 _ ~ wrouting ! 1
create-s - _ 1nptify routine s - {1 . x - BsRemevéCreatéThreadNotifyRoutind]

«Xs oL 17X threadnotifyroutinds”
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t 1+« procéss&threadmanagers . _ - 417" x _+ . s -PopliitPhase0 {1 « « " x|

s 1. v o1~ sgysterapfoesst 1 . .47 XX 4% 44 4 XS ¢

s 4. PsplnitPhase0s _ X« X 411" s 4 _.s oy Lix 4 Ix{r

T T B P T , S 41~ L L, S L S v X

. X s 4 . Xy ~" X L X x 4§ s x . x sRtIRuAOncemitiaize -~ _ - 1,
:RtIRunOncelnitializes 1 « « “callbaglobject. ., 41 >« _ 14151

_PspInitPhased . 41, - . x x U Xx D ]X ], s Lo 1 . ]"s o
Jre s L x| creatéthread notify routiness - 4 . X X X L
, 1o+ 1 x PspCallThreddNatifyRbutines » * x4 * " 447 s 4.7 x
. ereptethreadnotify routiness 1+ 1t S+~ 4 -« A4S o X v q4s s xS
1" 1 brarches, = x _ s s 4]  «~Asx DX p.x o, 0xd4 4 x5 4
S e sXxfoos,x X Ly {4 s 4D s oA %o
S X .,-IS

Windows Notify Routine Internals
www. DigitalWhisper.co.il
MO O 20201 _ x ¥120- © x 4 L ¥




Technologic

s e X X XS CoxoAxrefes” xu IS L o Xiexepn ] fT IS T oxis { o~
[55] xrefs to PspCallThreadNotifyRoutines O X
Directio Typ Address Text
@ D.. p PsplnitializeThunkContext+F6 call PspCallThreadNotifyRoutines
[ ... p PsplnsertThread+3FF cal PspCalThreadNotifyRoutines
5= D.. p PspExitThread+138 call PspCallThreadNotifyRoutines
@ Up o .rdata:00000001403AD674 RUNTIME_FUNCTION <rva PspCallThreadNotifyRoutines,\
@ Up o .rdata:00000001403AD684 RUNTIME_FUNCTION <rva PspCallThreadNotifyRoutines,\
@ Up o .pdata:000000014053F380 RUNTIME_FUNCTION <rva PspCallThreadNotifyRoutines,\
R
Line 2 of 6
L State-s . L 1+« _ _ Psplhitiakzé ThupnkCoente s. = _ « | Do R S T
-L S . "= A‘x X ¢ s s 4 ... "X S 14" s L ”'va ] ]
s 4L oA ox T b nxe e x PspCallThreadNotifyRoutides « 1 1 _ _
v os x4 v $)Indnsystdm Y Xcreatethread notify routiness L 1L o~ X . L
( ~-xcantexts x .
Tl (" *x_ 1 .~ xAqs L., os 1x ) r 1 ! PspinsertThreadt * .~ @ x { *
, LB ' r 1 ¥ « {PspCallThreddiNgtifyRoutines - « - x ¢ sS4 T x ~ 1
o1, X wcontexg*inx ¥ 4 * ) saeatethreadnstify routiness  + I+ « X .~ <1 s 4.
<1 .t B , e r X 1 PspExifThread & * '« 7 8 54X x| 5 «
s 1 X x s . Y « 1PspCallThreddNotifyRoutines s « {1 ~» « s R R x ¢ s
S d . Ll A ox sy 1 o xyx e s
x ¢ |+ 1 Psplaitialize ThunkCaontextd x - 9_
PspCallThreadNotifyRoutines (thread , 1, 1)
x € 1 « 4 PsplasertThread { x, - _
PspCallThreadNotifyRoutines (thread , 1, 0)
x € 1« 1 PspBxitThread £ x - f_
PspCallThreadNotifyRoutines (thread , 0, 0)
FeS W 314 xyY ., cETHREAD * K+ > xm 17« x4 4 T4 %s 1 . ,
1 x N S 01b "\ SX ¥pousx TRUESH -~ pdx 4 XY X 1 o Lo S A1

I .. © scontexts
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ssC| . W x x [ X g

'IL”X'I\“"X

PspCallThreadNotifyRoutines (ETHREAD* thread, BOOL create, BOOL in thread context)

if (create) {
if (in thread context && (PspNotifyEnableMask & 0x10)) {
PSP_CALLBACK OBJECT** current callback address = &PspCreateThreadNotifyRoutine;

for | i=64; i > 0; i—-) {
PSP _CALLBACK OBJECT* callback = ExReferenceCallBackBlock(current callback address);

if (callback) {
if (callback->»context & 1) {
callback->routine (thread->Tcb.Process—>UniqueProcessId, thread->Cid.UniqueThread, create);

ExDereferenceCallBackBlock (current callback address, callback);

current callback address++;
}
} else if (!in thread context && (PspNotifyEnableMask & 8)) {
PSP_CALLBACK OBJECT** current callback address = &PspCreateThreadNotifyRoutine;

for | i=64; i > 0; i—-) {
PSP _CALLBACK OBJECT* callback = ExReferenceCallBackBlock(current callback address);

if (callback) {
if (! (callback->context & 1) &&
(!'thread->PicoContext || callback->context & 2)) {
callback->routine (thread->Tcb.Process—>UniqueProcessId, thread->Cid.UniqueThread, create);

ExDereferenceCallBackBlock(current callback address, callback):;

current callback address++;

}
} else {
if ((PspNotifyEnableMask & 8) || (PspNotifyEnableMask & 0x10)) {
PSP_CALLBACK OBJECT** current callback address = &PspCreateThreadNotifyRoutine;

for | i=64; i > 0; i—-) {
PSP _CALLBACK OBJECT* callback = ExReferenceCallBackBlock(current callback address);

if (callback) {
if (!thread->PicoContext || callback->context & 2) {
callback->routine (thread->Tcb.Process->UniqueProcessId, thread->Cid.UniqueThread, 0);

ExDereferenceCallBackBlock(current callback address, callback):;

current callback address++;
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e bAoA L el L s i, v, s ox s oG xS
S v { . S F oo S e lbxx o qs , lcreate ~ « x "I x. (] .cie@té ~ 4 - HA 1 )
X qs b, s 1x s in_thread contex) !X~ s (hoxxip s X Dos

Ix X 47 xx.s 14 Xs Db x> X< ih_threddscontex®) ¢ s L Y | s

Sv.s L% xx s L ox 4 o 141X) PspNotifyEnaleMask - X

(Y. ts 1«17 x o

e X o ds o x0T s {1 PspNotifyErRabléMasks 11 2 kK x ¥ . 8 ] 94 X 8 X

S v~ sS4 " x s , S Cs w1 . 117 notfy routindse El L ys  ox o
, S~ L XL s o _ createthreat dotify rautinéss . « . s _ 1 _ -~ s anls w X% 1
o T T
S 4x N TN ExReferericéCallBackBlack + s « 41~ «
e X4 Ao x4 DL x PspCredteThrebdNotifyRouting « I ox X s 4
1 * .callbackobjects . _ : * x I ] s ruhdown protectiort._a&quire s _ X | ,
O B
s « 1 | *netify routine-L s « { .~ « xontextfs x l.xcdlackobjects v x | L2 s~q418X
b o~ S s o Doose {1 X , L ls Lo 1, 17 x s Ix S v q .« L
X s .4l xs o X 4s L, ls 1. w1 d s Xy x IR

1 1 Lpfcoprogess 4 x * * _picothreadd x " 4~ s ¢ b os o f HX X sl Fox O
~ Xl PPy 4 X wsl xx« wihflowssubsysterrs - x "sdbsystem. 1 4 X 11 _ 174

~ v o~ ~ ~

- x 4+ « 1 natifly ¥oltinew * « _ , PsCreateThreadNotifySubsystems + ¥ « { A 14>s)

pidothreads - ~ 4 « 1 o, ¢ Y
« ipico thread x s ¢ s . <« 1 s .41 X T 4. |, s - 1 w17 x.s

S oo ok dAT.0 A v e d e % %PSplnitiatizeThiunkContexts 4« < 7 xS

.windowssubsystem

callbacke © ~ _ metify routine-t s« 1. « o A - s3 41 U
.creates xtid-s pig-s - + 117" x x . s ébjelt_ x Yy . s ]
rundown. release - . . * ExDereferenceCallBackBleck s +« 4 .~ « N , L ]S 1
.callbackobjects + | - protectiors
L T S oo T N O T Fes s o4 o , b Foxod
M 14> roomtextedls o, - o sl xs o] D bx o s T x o
.picothread * " 4« I ., s x| X
1 - ExDereferenceCallBackBlecExReferenceCallBackBlock Sxep s px D T4

Y . PspCreatéThreadNotifyRoutine _ 1 _ -~ callbackobjgct. | 1 * « _nibblet ” _ 1
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s 1 . <ExDereferenceCallBeBlock® FoY Tlx s

C 4 Tcountl x4 ¢ 4 ¥ X

P, 7 o x e v 4 x4 _ *callbackebjectir |, 1.%s._ As_ LS JxXix DS
rundown-s  © X { <7 x X4 4 X x4 FoYnibble 4 T4 faxep T

protection
X - createxthiread notify routiness Ll S v qd s SN oA
“nxo v 4147 - X create thread notify routine . callback object™ 1,17 x s
create thread -s N Fo S, v _ . s~ Xs  PspNotifyEmableMask 1 | 1 |
sS4 14, x4l s Lo L |PspEAumerateCallbacks -1« _«*"ndatify woutines

10 ]

typedef _PSP_NOTIFY_ROUTINE_TYPE{
CREATE_THREAD_NOTIFY_ROUTINE
CREATE_PROCESS_NOTIFY_ROUTINE
LOAD_IMAGE_NOTIFY_ROUTINE

} PSP_NOTIFY_ROUTINE_TYPE

BOOL PspEnumerateCallback

(PSP_NOTIFY_ROUTINE_TYPE type ,

index , PSP_CALLBACK OBJECT ptr_callback address )

{

PSP_CALLBACK_OBJECT* notify_routine_list ) 64];

switch  (type ) {

case CREATE_THREAD_NOTIFY_ROUTINE

notify_routine_list
break ;

= &PspCreateThreadNotifyRoutine

case CREATE_PROCESS_NOTIFY_ROUTINE

notify_routine_list
break ;

= &PspCreateProcessNotifyRoutine

case LOAD_IMAGE_NOTIFY_ROUTINE

notify_routine_list
break ;
}

i f (*index < 64) {
* ptr_callback _address
return TRUE

}

return FALSE

s 4.+ . _x "« notifynoytine - wx 4 17 XY, « s

~

A-IX‘VX ’(:-IV\.

.callbacks L _

= &PspLoadimageNotifyRoutine

unsigned

= &notify_routine_list [* index ++];

1 + Lprocesk& thread matfagers  Lnptify routiness 1

L = sz‘l < X X-IHN\.S :”‘l-l'l\.\L

~ v~

DX x o ]s L1 1

XL L~ s A
Yy x o N c, 1,
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«ds T L1 L % wXss L opotify routing listd <« s L8 Ly s {0
x pte_aallbackaddress | x @ % 1. s . A1 Y T e s Tl s v s
sS4 1 _x <L " 4.s calbacks L ALY S xxils o AL s A
FALSEs ~ 4 ¢ 1 _ x F XL 1 STRUE, Lo
cd oo, s o x e s x4 e 4 xS X s .
createthread . . =~ «~1_s Ixt v 4«4 _ x7+«  callbacks : s _ -~ 1 *s.
process& thread-s  inotify routines . . + 1~ 1+ s + 4 Y x spotify routines x x
1xxref 114 o+ s manager , ~ x I X
5] xrefs to PspEnumerateCallback D X
Directio Typ Address Text
5] Up o .pdata:0000000140547E10 RUNTIME_FUNCTION <rva PspEnumerateCallback, )
55 D.. o sub_1409D3EB4+2F85 lea rax, PspEnumerateCallback
[ ok ]| conel Search Help
Line 2 of 2
R S Lo X X ] s . s « q{ s ,,~\J x ¢ s s.|‘“"x>x
44 o xs o x ] 14, sExHyYy +,-,x3.os8”% 5,40 xXx
10 X IDA A1 sk A x4 0 os X 0 s e 17X
| L B x ¢ s , x (X% Dxoox Loy x 4 sWindowss 1 x,_”A~ LIXX, ] {wS" X 3

patchguard.

X
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. S v 7 , x " s s 4. W "X L N N q « X oxomxom ] X
S« Xrefss L4 .
[52) xrefs to sub_1409EE930 O ®
Directio Typ Address Text

pdata:000000014056BC24 RUNTIME_FUNCTION <rva sub_1409EE930, \
KFiterFiberContext+1C4  lea  rox, sub_1405EE930
KiFilterFiberContext+2E4 lea rox, sub_1409EE930
KiFilterFiberContext+35F lea rox, sub_1409EE930
KiverifyXcpt15+4596 1D lea rox, sub_1409EE930

A
§

e T

Line 1 of 5

KiFilterFiberContext ~ 4 s x ¢s s 4 . " x x o ol x. 1

1 % patthguard contexts P s 7 *  patchgtard ~-~x 47 (xT<2)e s A

L 14 14s s T X s pgT P XA AT b e L (TSR
patchguard - PspEnumerateCallback

L. .~ . ~vL ~xs . < Tlrabbithole * IX <X ss ¢ Tpx x {s], xx& s
~~ 1 _ x4 s potifyroutines*s . kv |« 1 < X Ox o I patchgudrds - -,

J " A4 4
x " «credtethread notify routiness * _ 1 _ -~ + ¢ _ _ sl 474s
T B N I sPsReerhoveCreateThteadNotifyRoutine 1 s s | b -

.Notify Routines = «~ + 1¥_" 1 ~a X .%s
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Notify Routine - « 4 1

+ 1create thread notify routine = « 4 1 L, 1+ ~MSDN* sl 4x. <q4"ixs s
«xop b L P v ox . I * x PsRemoveCréatehkeadNotifffRbutine - | | s >

NTSTATUS PsRemoveCreateThreadNotifyRoutine (
PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine

s X is s 41 _ s mnetify roltines « ¢ ¥ Xx 14 X . AN s {7 x s
S 4« 8" s v notifrouting-s + SPATUSUCESSS ~ 4 ¢ 1 s 4.7 x s s

~ > 1

.STATUPROCEDUREOT FOUND s ~ 4 ¢ 1

NormalKernel-s  Ldisable s _ x | J sl A ox v 41 4y .

i . L s 4. s J4 s« s{s 4 shiticalregiont!_* _." | "APCs. _ x L | ,

~ ~ ~ ~ N -

L suspension - X .~suspended s 1 s {1 I . s . createthreadnatify roytiness. .

. normalkernelAPC - x .« < X CX

a ~ a ~
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+ xcallbackobject . rundown protection x * N - suspended $ 4 s i !

, . S

L X, o~ > 1resymer - $callhackobjects Cos «~x 1 _ ¢ T ¢ achuired 1 s A
fast x criticalregion.  + {imglicitly + slocks v * ~» «>* 4 . 1. s 4 X
explicity s ¢« s x s { undownproteclioh . Ixmutexes! x 7
s
~X3xédi“f;1v-|Yn R x 7oy v T XL v L s X
-L B IR pxoD X x4 4 T ] . 7« colnters kI OX o
, © x s « s ¥ExRefelenceGBIAckBlock e e X PapCreateThreadNotifyRoutine
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s , X X s

x notify rotitingks  x. s

. - _EXDereferenceCallBackBlack - « ~ x «

y
-4 S+« q .«

-L -inlihe

-s Lol
callbackobjects
P

acquire s _ x

lea

cmovz

movV
movV
call
mov
call
mov
call
xor
movV
call
xor

jmp

tritical regigns _

S

MA 4. s

.

. Rotify reuting-s

, FS<S ¢,

« branche o X

<+

: PspCréateThreadHotifyRoutineCount

B Technologic

+ 1 n[otify, reuiné-s

:= \J C\

w

cnx

« I x % callback s, -« x

1)
L PspCGreateThréadNotifyRoutifie 4 x cdllback object.

1\.=-|-IS“ :I' « S

SF”\.'I\._S'I‘“

S TLxx X

ExCompareExchangeCallBack

, PspCreateThreadNotifyRoutineNonSystemCount

lock add [re

x Ml d . 008

vcounti s 99 _

{1 . « x € (R B S

s " EkWajtForRundpwnProtectionRelease

..

-+

A

« X L

~

¥ «  {deadlotk 7 - | 1

J

(rasd) w4 1s 7 41«
< 1 _ _  Tcallbackgbject* . 744 xx.q1 +
braAching s-.L. L

~

X

X

.I

SY., Kgytineés - x

~ conditional moves

+ ExPeteferenceCallBackBlack

~ r X AN s -I N

x " 4 « KeLeave€rticialRegiodThread

KeEnterCriticalRegion

w

]

~

s PspGallThreadNotifyRoutines! * notify routine-. s

S

_ . released ¥ _rundewnprotection-s

*

1

N S
>

Lacquires

X q X «

~ ~ ~

1., « S {7 L

L A/ F

notify routine-.. s « 1 1 _ _ ~ X il s~ x x 7 7 "rundowrpprotection | %
T x deddlbck -~ . x x Aotify, réutine-s 4 x : _  x ©s s {7 x
rundownprotectionrs .~ x x { ] . BxWaltForRundownProtectianRelease s « 4 » « s
J s ¢ « MSDN'L Tdr . %O 4 ¥ hotifyoutides | T . 4]
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144 *xvs 7 x., ] Sreleased - rupaddwhgraotections < « "% I s .o« L 17
-4 S, % 1ss 1. ‘eax S~ 40y <« J 1% 9 Finitala Commediax ” x | s
cn , ~! 71« potifigroutine-s x * « 1« x s {7 x s STATUSBUCGESS X L
e bmnche s 4 Y 0 o d4s (-1 s
X q s s ., ¢ 1s s critical regiors _s ~:4+1.¥x_{x brandh® _ s ¢ & . . BRI B LR
x X s 4 o7 x s X prarkchest 1 1 STATUSPROCEPUREOT FQUND
~ € X 1 x restore 1S, _4xY . s { « « " X s
X X X 7o 5
x 7 _ S o 1 © « creatéthread notify‘routines 1.y s+, 1 .~ s ] oo LG
U T N U IS T S B I
- X 1 .oxowxn o, ey x5 dgallbackobject s 7 xcdllbagk Y x 0 o 1o 4. Y 1 o4 4 XX
F 1y X L xcontext, x callback” T s {1 . « EXRUNDOWNREF. _ _ ,
.notify routine-s vy x X s 4 x| o x| X
callbackt + 1 4>« cpot kxx _sp, o Inetifyroutinel L { ¥ X7, -~ ¢ ]7
PspCreateThreadNotifyRoutine+ #otify routine ¥ x | 1d4l«: _ 4 + dbjeets _ s
x v os v 11~ _ sPspLoadimageNotifyRoutire PspCreateProcessNotifyRoutine
1. _ Yo ~0v_ st rd1dx
notify -, + 1 mom-systefmx . + 1- creéatethread notify routines « . + 1Y x 47" _ ¢4 _ A
« ~ woftify routine-s ngn-systemy* _ I x * ., . x4{s |, s poytinel « 17 x s
=S Lcontext* L Y | ~ Xnotify routine-s _ v x | L b, os Lo 1, « 17 x
notify -s r ~ S .netify rotitine L context™ L x7 L ¥ I callbackebject ™ | x
x wihdowssubsysterss  + " subsystems 1! .~ F X4 x D oorouting X v Y L 1L
+ 1 ~ 1 _ PspCallThreadNotifyRoutines - X + 4 .~ « . 0 o wgl o r 4 Y X sy
X .1, s X LoX X« o, q X X x|
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b XXX . Rdtify routinesss - x | C o L H <notify routirfex v ¥ ¥ A T L 1.
FoS -cotnts create thread notify  routines Lo F1Tx s Y oxo

.PspCreateThreadNotifyRoutineNonSystemCeurgpCreate ThreadNotifyRoutineCount
11 . enabled % fotify routines s ¢ {1 « PspNotifyEnableMask: _ * + * xfL v + 41«

- nAonsystem Y x _ p L1 XX createthréad notify routiness -~ o0 « 4 1
,~x o lboos 4o ox 141 117 x x pspGallTHreladNotifyRoutines s & « 4 X« s . % !
S X+« . w7 nofifyrdutinéss s, T 1« X
notify -s 1. - _>Xx 49 i - créate thread potify routines . _ ¢ 91 x . 74 s
> ox 4 o . . *lockfreee x = 3 |7 4 dakbackse 1.1« drdufines- * x |
, o CUX A B s . Xinteflock&d’tompare and exthangex " _ 1 S
notifyroutne + _ s«41_ +x o dlock _ ~xbchlbacks 7 _ 144X x s
rundownprotection -+ ta#lbacks 1« 1 {1 * Xlecks ~.1*x" 4 _* s" 7" 4.« <« {s
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S BN
Sov X L Loy $s xo dotifrdutingsd . T x "y 7 s o4 ] g 474X L0
x "1 PGS Ai . - X< 1 14" -EDR_ XX B L s TS s o x0
notifyroutines + . S 4-. % x X s X sy 110 B
T N Pl ~ 1. s ¢ T x . s L s ¢ ~ L 1
Fo «~ 1 X w8 * L _ s _undocumented “s4111x X TWindewss_ -
s X 17« ©x o1 s v 4 L X  undbcumehtédfeatutes | , L L X+
L,k Xx T okl e XLyl v o, s ] s X o4 x s ] x X s
i« 1 " 1cx | vs 4 «rackconditions t X 1 s «r 4 ¥x _ xIBRIDI | . x
J 1117 x . xwithagminofsalt 8 §* -+ x 10
Notify Routines . |, s 4 .~ _ x 7 «
T s L4 xX s s potifyroutiness* r .~ T o0 4T s e oo I A x 1A
s .. PspCreateThreadNotifyRoutine ~ « x « _+ +4s s, 1 s s 4 X L X
10, s, 4« _s X 00 Tx b q ] U B
Deos i DD LUSR¥ s o X x XX o5 b f . bs 10 Ll x X s ] x
s ¥ s PsSetCreateThreadNotifyRoutina. | s . 1 PspS¢tCreéateTthreadNotifyRoutine
lea rcx, o _ x Ps$pBetCreateThreadNotifyRoutine | x - * Tl o 1oL X , S
s ex ooy w o x s, s 4 4 'PgpCréateThieddNotifyRoutine~  + x « L
N It 110 1s RO R Pxo s {s x4 7 x 414X
_ . S | s 1 x 4 %X «x s x4 A .o XA s ., x (X boxex 0
Lx XX ey xy o p, o v 4s 4 bx o o x o o g Exo 20X
« X« v ntoskml uwdatasection. x " o _ o+ 4 _x 4 1s ntoskrab* s T X 0¥ x 7
base-s RS + X JAuxKlibQuéryModulelnformatioh  _ _ ¢ _ s dataisdctiofts |- -
L 1 .* 1« data-sectiont 1y b x o X «ntoskrnl- | dddressl .~ T~ L X
_ datasections 1 x X sectionheatlers. + | , 11 x PE + ntéskirnk_! "s{l > x s
L X, x> 1 x <X PspCreatéThreadNotifyRouting ~« ~sx <+ {1 ], |
s 4 xos iox At Hoot « 1 ‘B0OIUd dependant ! x « o 1 H s 1, X
R 1 _  netity-rautine ,~ x! 11 L s ¢ 1 17« s O

callbackobject* 1 |  y s ) x « X datasection® * ¢t 4 ! 4 L « xdereférencel o 1

X

. X 7 opdtifyroutine-ss L - X x o 1s <« { s  spotifyroutine-s X x i Xsx o i(ls L
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P . s * 4 .1 P3pCreateThreadNotifyRowtine s x " v s T4 xs CXL N
1. x o px x X Btrio, X . XA K <] s €y 4 Dgtrues T H L xox

CsSs oy x s s HxX 4s ps X xwx s dignmént 4 | T

s 4 4L «x ¢« 20" % Cx XXl x s s b sy X ¥ o5 {
. MmISAddressValid L. S ~ _ .~ nompdgedpook L L %5 % -ox X
s 4 X .SSEM, Ay 4 ¥y X A X , sS4 X v r Y 5O 7, s
s x| chllbackobjectss . s L + pagedpdobs _, x4 L7 . Lx X x D X

exsx o xCs s avrepnd 4. XEXd Lk ST {7 x!

DPC {1 * ¥ ¢ X LL . oww %X 5 1L 9.

unknown-* « *s 1 X s Lo v o XS o s X s DX X X
x4 1l ~'ReadUnkniownKernelAddressin A SafeWay' - cheats
s 4T x X X A v 1S T s S ] , s 1 x 1 s ., x X L
Windows8.1-, . " ~ « L MmCopgyMemory
_BIID +x v, THAIX LT s I XX s L x XD xd 4 s de T X
s 4 ”oX S . q 1 x ¢ s "] .
NTSTATUS MmCopyMemorfy
PVOID TargetAddress ,
MM_COPY_ADDRESS SourceAddress,
SIZE T NumberOfBytes :
ULONG Flags ,
PSIZE_T NumberOfBytesTransferred
Lo DX x 0] x A A , S~ S L oxoy ,IA.|x,,x“ DXoxol ]
Fes o T 440 R I s, 4971 _ <« qs ,  ISIZET ¥ x . s . % "X's
Flags® x4 s 1 p 40 x ] ¥, FAExslIspsgspe s X", Ixs s
L *MMIL_COPYMEMORYVIRTUAE - _ 7 Tloox AL x 1.4 . s
x4 ¢ . X W DX X ox oo X FY ] X s 4. " x
DS s s L TargetAddregss 4 Yy . - 1. s X x ] s

HA pointer to a callersuppliedbuffer. Thisbuffer must be in nonpageablememory.”
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https://repnz.github.io/posts/practical-reverse-engineering/dumping-dpc-queues/
https://www.unknowncheats.me/forum/anti-cheat-bypass/314342-read-unknown-kernel-address-safe.html










































































































