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ˢ ˫˧˪˧ˬˢ ˸˶˦ˬ˞˪ ˞˧ˢ ˢ˪˞˞˵ˣˣˡ ˣ ˫˧˶ˬ˞ˬ ˟ˣ˸˩˪ ˫˩˸˞ ˭˟˶ˡ˪ ˭˧ˤˠˬ˪ ˫˧˶˯˥ ˞˪ ˫˧˶˵ˬˢ ˟˶˟ ,

 ˫˩ˬ˴˰ˬ ˸˸˪ ,˱˸˷˪ ,˪ˣ˰˲˪ ,˫ˣˤ˧˪ ˫˩˸˞ ˭˟˶ˡ˪ ˞˧ˢ ˢ˶˦ˬˢ ,(!ˡˣ˰ ˣ˧ˢ˧˷ ˟ˣ˦ ˡ˧ˬ˸ ˪˟˞) ˫˧˟˸ˣ˩
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      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  



 
 

˫˧ˮ˧˧ˮ˰ ˭˩ˣ˸ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  п 
 

˫˧ˮ˧˧ˮ˰ ˭˩ˣ˸ 
 

˫˧˩˶ˣ˰ˢ ˶˟ˡ н 

˫˧ˮ˧˧ˮ˰ ˭˩ˣ˸ п 

˸ˣ˷˪ˣ˥˪ ˞ˣ˟ˬ SMM - ˸˶˧˵˯ CVE-2020-12890 р 

Docker π ˢ˶ˣ˥˷ˢ ˢ˯˲ˣ˵ˢ ˸˞ ˫˧˴˲ˮˬ мр 

Windows Architecture оо 

P2P Communication - Punching Your Way In пф 

˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 тм 

Shortcut Hotkey Exploitation фт 

Windows Notify Routine Internals млс 

˟ˣ˸˧ˮ˪ ˞ˣ˟ˬ Multicast мрт 

˫ˣ˩˧˯ ˧˶˟ˡ мум 

 



 
 

˸ˣ˷˪ˣ˥˪ ˞ˣ˟ˬ SMM - ˸˶˧˵˯ CVE-2020-12890 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  р 
 

˸ˣ˷˪ˣ˥˪ ˞ˣ˟ˬ SMM - ˸˶˧˵˯ CVE-2020-12890 

˸˞ˬ ˶ˡˮ˧ˬ ˧˥˧˟˞ 

 

ˢˬˡ˵ˢ 
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 ˸˶˟˥ ˧"˰ ˢˮ˵ˣ˸AMD. 

SMM ˩ ˫ˣ˧ˢ ˶ˡˠˣˬ-Ring -2 ˢ ˫˧˞˴ˬˮ ˣ˧˪˰ˬ ˶˷˞˩-Hypervisor  ˧˲˩ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˪ˮ˶˵ˢˣ

 ˪˷ ˣˡˣ˥˧˧ ,ˢ˷˪ˣ˥ˢ ˸˶˧˵˯˟ ˢ˞˶ˮ˷SMM ˤ˧˲ ˸˟ˣ˸˩ ˪˩˪ ˟ˣ˸˩˪ ˣ˪˷ ˸˪ˣ˩˧˟ ˶˵˧˰˟ ˞ˣˢ ˪˪ˣ˩ ˭ˣ˶˩ˤ˟ ˸˧

ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˨ˣ˸˪-Hypervisor ˸˷˪ˣ˥ ˶ˬˣ˪˩ .SMM  ˸ˣˮˠˢˢ ˪˩ ˪˷ ˞˪ˬ ˱˵˰ˬ ˸˶˷˲˞ˬ ˢ˷˰ˬ˪

ˣ˞ ˪ˮ˶˵ˢ ˸˟˩˷˟ ˸ˣ˞˴ˬˮ˷ s-Hypervisor ˱˵˰ˬ ˠ˴ˣ˧ ˢ˷˪ˣ˥ˢ ˸˶˧˵˯˟ ˭˩˞ .HVCI  ˭ˣˮˠˮˬ ˞ˣˢ˷

 ˪˷ ˶˸ˣ˧˟ ˵ˤ˥ˢ ˢ˥˦˟˞ˢWindows ˡˣ˵ˬ ˵˪˥˷ ˭ˣˣ˧˩ˬ .˪ˮ˶˵˟ ˧ˮˣˡˤ ˡˣ˵ ˸˴˶ˢ ˰ˮˣˬ ˶˷˞ s-SMM 

 ˭ˣ˩ˮ˷ ˧˸ˣ˰ˬ˷ˬ ˢ˲˧˵˸ ˶ˣ˦˵ˣ ˭˞˩ ˥˸˲ˮ ,ˡ˟˰ˬˢ ˣ˞ ˫˞ˢ ˥ˣ˪˟ ˸ˣ˪˸ ˞˪˪ ˟˷˥ˬ ˪˩˟ ˧˶ˮ˧ˠ ˭˲ˣ˞˟ ˞˴ˬˮ

.ˣˡˠˮ˩ ˸ˣˮˠˢ ˢ˟˶ˢ ˭˧˞ ˫ˣ˧ˢ˪ 

 

https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-b7bfb217b437
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 ˢˤ ˢˬSMMΚ 

 SMM- System Management Mode ˭˸ˮ˧ˢ˟ ˧ˤ˩˶ˬˢ ˡ˟˰ˬˢ ˶˟ˣ˰ ˣ˧˪˞˷ ˶˸ˣ˧˟ ˧ˠ˪˧ˣ˧˶˲ˢ ˟˴ˬˢ ˣˮ˧ˢ ,

ˡ˟˰ˬ ˸˯˧ˮ˩ ˨˧˶˴ˬ ˶˷˞ ˰ˣ˶˞ ˪-SMM˩ . ˟˴ˬ˪ ˶˟ˣ˰ ˡ˟˰ˬˢ ˶˷˞SMM  ˞˴ˬˮ ˶˷˞ ˡˣ˵ ˳ˣ˶˪ ˪˧˥˸ˬ

 ˨ˣ˸˟ ˣ˪ˣ˩SMRAM˶ˣˤ˞ . s-SMRAM ˨ˣ˸˟ ˭ˣ˶˩ˤ ˶ˣˤ˞ ˣˮ˧ˢ s-RAM ˸˴˧˶ ˭ˬˤ˟ ˢ˴˵ˣˬˣ ˶ˡˠˣˬ ˶˷˞ s-

UEFI˶ˣˤ˞˪ .˟˷˥ˬˢ ˸˵˪ˡˢ ˸˪˧˥˸˟ ˷ˬˬ ˶ˬˣ˪˩ , s-SMRAM ˫˧˞˶˵ˮ ˶˷˞ ˫˧˪ˣˡˣˬ ˫˧ˮ˰˦ˮdrivers  

SMM ˸˥˷ˣ˵ˬ ˵˪˥˩ ˶ˣ˵ˬ˟ ˫˧˞˴ˬˮ ˶˷˞ s-UEFI ˸ˮ˧˰˦ ˶˥˞˪ .˫˞ ˥ˣ˪ˢ ˪˰ ˢ˟ˣ˶˴ ˶˷˞ s-SMM 

drivers˶ˣˤ˞ , s-SMRAM ˭ˣ˶˩ˤ˪ ˸˷ˠ˪ ˭˸˧ˮ ˞˪ ˶˸ˣ˧ˣ ˫˧˧˸˶ˬˣ˥ ˫˧˶˦˯˧ˠ˶ ˸˶ˤ˰˟ ˪˰ˮˮ s-SMRAM  ˫˞

 ˟˴ˬ˟ ˞˴ˬˮ ˞˪ ˡ˟˰ˬˢSMM ˣ˞ ˢ˞˧˶˵˪ ˪˪˩ ˷˧ˠˮ ˞˪ ˶ˣˤ˧ˣ˶˲˧˧ˢ ˣ˞ ˶ˤˣ˧/˪ˮ˶˵ˬ ˳˶˷ ˡˣ˵ ˪˩ ˶ˬˣ˪˩ .

˪˷ ˢ˟˧˸˩ s-SMRAM ˸˷˧ˠ ˣ˪˧˲˞ .DMA ˣ˶ˬˣ˥ˬ˨ˣ˸˪ ˞ˣ˶˵˪ ˣ˞ ˟ˣ˸˩˪ ˢ˪ˣ˩˧ ˞˪ ˸ˣ˧ˮˣ˴˧˥ ˸ s-

SMRAM. ˶ˣˤ˞ ˸˪˧˰ˮ ˰ˠ˶ˬ ˢ˷˰ˬ˪ s-SMRAM  ˶˷˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˪˧˟˵ˬ ˫˪ˣ˰ ˪˷ ˠˣ˯ ˶˴ˣˮ

.ˢˤ ˶ˣˤ˞˪ ˢ˷˧ˠ ˸˪ˣ˩˧ ˫ˣ˷ ˭˧˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ 

SMM drivers ˫˧ˮ˰˦ˮ˷ ˪-SMRAM  ˶˸˧ˢ ˭˧˟ ˪˪ˣ˩ ˢˤ ˡˣ˵ ˶˷˞˩ ˫˞ˢ ˥ˣ˪ ˭˶˴˧ ˪˷ ˡˣ˵ ˟˶˪ ˣ˧ˢ˧- ˪ˣ˥˸˞ 

-schipset ˪˷ ˪ˣ˥˸˞ ,TPM ˫˶ˤ ˸˶˵˟ ˪ˣˢ˧ˮ ,ACPI ˪˷ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ,SecureBoot  ˸ˣ˥˸˲ˬ ˭ˣ˩ˡ˰ ˭ˣˠ˩

 ˸˥˷ˣ˵˟ .˟˪˷˪ ˶˥˟ ˫˞ˢ ˥ˣ˪ ˭˶˴˧˷ ˫˧˪ˣˡˣˬ ˡˣ˰ˣUEFI  ˸ˣ˥˲˪ ˣ˧ˢ˧ ˸˰˴ˣˬˬол  ˠˣ˯ˬ ˫˧˶˟˧˧˶ˡSMM. 

 

 ˟˴ˬ˪ ˶˟ˣ˰ ˡ˟˰ˬˢ ˶˷˞˩SMM  ˸˟ˣ˸˩˟ ˞˴ˬˮˢ ˡˣ˵ ˳˧˶ˢ˪ ˪˧˥˸˧ ˞ˣˢSMBASE+0x8000˶˰ . s˨-

SMBASE ˨ˣ˸˟ ˸˟ˣ˸˩ ˣˮ˧ˢ s-SMRAM ˪ˣ˥˸˞ ˭ˬˤ˟ ˸˰˟˵ˮ ˶˷˞ s-UEFI  ˶˦˯˧ˠ˶ ˨ˣ˸˟ ˸˶ˬ˷ˮˣMSR 

˳˶˷ ˡˣ˵˪ ˵˶ ˷˧ˠˮ ˶˷˞ ˟-SMM˨˶˰ ˸˞ ˞ˣ˶˵˪ ˶˷˲˞ ˧˞ ˢ˷˰ˬ˪˷ ˨˩ , s-SMBASE  .˪˷ˬ˪ ,˪ˮ˶˵ ˡˣ˵ˬ

 ˟˴ˬ˪ ˡ˟˰ˬˢ ˪˷ ˶˟˰ˬSMM  ˸ˣ˵˧˯˲˪ ˢ˟ˣˠ˸˩ ˰˴˟˸ˬSMM ˞˧ˢ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˵˧˯˲ˢ ˡ˥˞ ˶˷˞˩ ,

 ˸˵˧˯˲SMM  ˸˧˸ˮ˩ˣ˸- SW SMI  ˨ˣ˸˪ ˢ˟˧˸˩ ˧"˰ ˧˪ˮ˶˵ ˡˣ˵ˬ ˢ˥˧˪˷˪ ˸ˮ˸˧ˮ ˶˷˞IO port 0xB2. 

ˡˣ˵ ˳˧˶ˢ˪ ˪˧˥˸ˬ ˡ˟˰ˬˢ ˶˷˞˩ ˬ-SMBASE+0x8000  ˪˷ ˠˣ˯˟ ˶˟ˣˡˬ ˢ˷˰ˬ˪interrupt dispatcher 

 ˸˧˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˶˷˞SMM  ˟˴ˬ˪ ˶˟˰ˬ ˪˩˟ ˧˩ ˡˣ˰ ˭˧˧˴˞ .ˢ˵˧˯˲˟ ˪˲˦˸˷ ˢˬ˧˞˸ˬˢSMM  ˡ˟˰ˬˢ

ˢ ˪˩ ˸˞ ˶ˬˣ˷state ˬ ˪˥ˢ ˣ˪˷ ˧˥˩ˮˢ-0xFE00+SMBASE ˡˣ˰ˣ ˫˧˶˦˯˧ˠ˶ ˧˩˶˰ ˶˸˧ˢ ˭˧˟ ˪˪ˣ˩ ˢˤ˷ 
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 ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ˟ ˷ˬ˷˧˷ ˦˶˲ ˡˣ˰ ˭˧˧˴˞ .ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ˟ ˵˪˥ ˣ˷ˬ˷˧ ˶˷˞ ˫˧ˮ˟ˬ- ˡˣ˵ ˪˩ s-

SMM ˸ˣ˟ˣ˸˩ ˭˸ˣ˞˪ ˭˰˦˧ ˡ˧ˬ˸ ˟-SMRAM .˟˷˥ˬ˪ ˪ˣ˥˸˧˞ ˰˴˟˸˧˷ ˶˥˞˪ ˫ˠ 

 ˡˣ˵SMM ˵ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˧ˮ˧ˬ˩ ˡ˵˲˸ˬ ˢ˷˰ˬ˪ ˢ˪˷ ˸ˣ˪ˣ˩˧ˢ ˭˧˟ ˶˷˞ ˢˮ˦-  ˸˞˴˵ˢ ,˭ˣ˶˩ˤ ˸˞˴˵ˢ

 ˧˸ˣ˶˷ ,˫˧˷ˡ˥ ˫˧˵˷ˬˬO/I ,ˢˮ˸ˬˢˣ ˭ˣ˶˩ˮ˯ ,ˢ˶ˬˣ˥ ˸ˣ˵˧˯˲ ˪ˣˢ˧ˮ ˪-Events  ˶˸ˣ˧˟ ˢ˟ˣ˷˥ˢ ˸˪ˣ˩˧ˢˣ- 

 .˪ˮ˶˵ˣ ˶ˣˤ˧ˣ˶˲˧˧ˢ ˪˪ˣ˩ ˧ˤ˧˲ˢ ˭ˣ˶˩ˤˢ ˪˩˪ ˢ˟˧˸˩ 

 ˡˣ˵ ˫ˣ˩˧˯˪SMM )ring -2(  ˫ˣ˷ ˭˧˞ ˶˷˞˩ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˪˧˟˵ˬ ˫˪ˣ˰ ˨ˣ˸˟ ˞˴ˬˮ ˞ˣ˶˵˪ ˸ˣ˶˷˲˞

 ˟˴ˬ˟ ˞˴ˬˮ ˞˪ ˡ˟˰ˬˢ ˡˣ˰ ˪˩ ˢˤ ˶ˣˤ˞ ˨ˣ˸˪ ˟ˣ˸˩˪ ˞˪ ˥˦˟ˣSMM ˶ˣ˥˷ ˶ˣ˥ ˣˢ˷ˤ˧˞ ˶˴ˣˮ ˢ˷˰ˬ˪ .

 ˡˣ˵ ˪˷ ˢ˞˟˥ˢ ˸˪ˣ˩˧ ˫ˢ ˫˧˧˶˵˧˰ˢ ˫˧ˬˣ˧˞ˢ ˧ˮ˷ ˶˷˞˩ ˧˪˞˧˴ˮ˦ˣ˲ ˱˵ˣ˸˪ ˢ˧˶ˣ˲ ˰˵˶˵ ˢˣˣˢˬ ˶˷˞

˱˵ˣ˸ ˟-SMRAM  ˡˣ˵ ˪˷ ˸˪ˣ˩˧ˢˣSMM .ˢ˪˟ˠˬ ˫ˣ˷ ˞˪˪ ˧ˤ˧˲ ˭ˣ˶˩ˤ ˪˩˪ ˟ˣ˸˩˪ 

 

ˣ˸˧ˮˢ˷˪ˣ˥ˢ ˥ 

 ˸ˣ˷˪ˣ˥ ˶˸˞˪ ˸ˣ˯ˮ˪ ˸ˮˬ ˪˰SMM ˢˡ˟ˣ˰ˢ ˫˰ ˪˧˥˸ˢ˪ ˭˸˧ˮ ˷-SMM drivers  ˫˧ˬ˧ˣ˯ˬ

 ˪˷ ˷ˣˬ˧ˬ ˪˰ ˯˯˟˸ˬ ˶˷˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪ˣˬ ˸˶ˣ˷˵˸ ˵˷ˬˬ˟ ˫˧˷ˬ˸˷ˬSW SMI 

Handler ˸˥˷ˣ˵˪ ˧˯˧˯˟ ˥ˣ˸˧ˮ .UEFI  ˧˪˩ˢ ˸˶ˤ˰˟ ˸ˣ˷˰˪ ˭˸˧ˮUEFITool  ˸˞ ˶˯˶˲˪ ˰ˡˣ˧ ˶˷˞

ˣˡˣˬˢ ˪˩ ˸˞ ˠ˧˴ˢ˪ˣ ˢ˥˷ˣ˵ˢ ˫˧ˠˣ˯ ˢ˷ˣ˪˷ˬ ˡ˥˞ ˣ˧ˢ˧ ˫˧˪ˣˡˣˬˢ ˟˶ .ˢ˪˷ ˫˧˪-  ˧˪ˡˣˬPEI ,

 ˧˪ˣˡˣˬDXE  ˧˪ˣˡˣˬ ˣ˞SMM ˫˧˪˧ˬ ˢˬ˩˟ ˪˟˞ ˫˧ˮˣ˷˞˶ˢ ˫˧˪ˣˡˣˬˢ ˧ˮ˷ ˪˰ ˭˞˩ ˟˧˥˶ˮ ˞˪ .-  ˫ˢ

 .˫˞ˢ ˥ˣ˪ ˪˰ ˢ˶ˬˣ˥ˢ ˧˟˧˩˶ ˶˞˷ˣ ˭ˣ˶˩ˤˢ ˪ˣ˥˸˞˟ ˧˶˵˧˰ ˟˪˷ ˫˧˷ˬ˷ˬ 

 ˸˥˷ˣ˵˟UEFI  ˸ˣ˥˲˪ ˣ˧ˢ˧ ˸˰˴ˣˬˬол  ˧˪ˣˡˣˬSMM ˞˪ ˸ˮˬ ˪˰ˣ ˫˧˷ˬˬˬ˷ ˢ˪˞ ˸˞ ˶˸SW 

SMI Handler  ˶˷˲˞˸˶ˤ˰˟ UEFITool ˢ ˵˪˥ ˪˰ ˶ˣ˟˰˪dependency section-  ˪ˣˡˣˬ ˪˷SMM 

 ˞ˣˢ˷˪˩ ˶˥˞ ˷˲˥˪ ˭˸˧ˮ ˣ˟ ˶˷˞EfiSmmSwDispatch2ProtocolGuid  ˫˷ ˢ˷˰ˬ˪ ˢˤ˷

 ˫ˣ˷˶˪ ˫˧˴ˣ˶ ˶˷˞˩ ˣ˟ ˫˧˷ˬ˸˷ˬ ˶˷˞ ˵˷ˬˬˢSW SMI ˧˪ˣˡˣˬ ˸ˮ˧˰˦ ˶ˡ˯ .˷ˡ˥ s-SMM 

˵˪˥ ˧˲˪ ˰˟˵ˮ s-dependency ˪ˣˡˣˬ ˧ˤ˞ ˣˮ˵˸ˣˢ ˸ˣ˧ˣ˪˸ˢ ˪˩ ˶˷˞˩ˣ ˪ˣˡˣˬ ˪˩ ˪˷ s-SMM  ˭˰˦˧

 .˳˶ˣ˧ˣ ˭ˣ˶˩ˤ˪ 

˪ˣˡˣˬ ˭˩˞˷ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ s-SMM ˷ˬˬˬ SW SMI  ˸ˣ˷˰˪ ˨˧˶˴ ˷ˡ˥DUMP ˶ˣˤ˞ ˪˩˪ s-

SMRAM  ˸ˣ˵˧˯˲ˢ ˪˩ ˸˞ ˢ˪˧˩ˬ ˶˷˞ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶ ˷˲˥˪ˣSMI SW  ˪ˣ˲˧˦ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ˣ

 ˞ˣ˴ˬ˪ ˭˸˧ˮ ˟˶˪ ,˫ˢ˪˷ˢ˪˧˥˸ˬ˷ ˸˧ˡˣ˰˧ ˢˬ˧˸˥ ˸˶ˤ˰˟ ˣˤ ˢˬ˧˷˶ ˟-SWSMI  ˣ˞DBRC  ˣ˞

SMIH ˸ˣ˷˰˪ ˸˧ˬ˧˦˧ˠ˪ ˨˶ˡ ˫ˣ˷ ˭˧˞˷ ˸˧˶˵˧˰ˢ ˢ˧˰˟ˢ .DUMP ˶ˣˤ˞˪ s-SMRAM  ˢ˲ ˷˧ ˤ˞

.ˢ˧˧˰˦ˣ ˧ˣ˯˧ˮ ˪˷ ˦ˮˬ˪˞ 
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˧˪ˣˡˣˬˬ ˡ˥˞ s-SMM  ˞ˣˢ ˣˤ ˢ˷˧˶ˡ˪ ˢˮˣ˰˷SmiVariable  ˸˲˦˰ˬ ˪˷ ˠˣ˯ ˡ˵˲˸ˬ ˪ˣˡˠ˟ ˶˷˞

ˬ ˪˷ ˢ˞˧˶˵/ˢ˟˧˸˩ ˶ˣ˟˰ ˧ˮ˸˷UEFI ˞˴ˬˮ ˡ˟˰ˬˢ ˶˷˞˩ ˟-SMM ˧ˮ˸˷ˬ .UEFI  ˟˶˪ ˫˧˞˴ˬˮ

˸˥˷ˣ˵ ˨ˣ˸˟ ˫˧˩˶˰˩ s-UEFI ˸˞ ˪˧˩ˬ˷ ˷˞˪˲ˢ ˭ˣ˶˩ˤ ˪˰ ˸˧ˤ˧˲ ˫˧˞˴ˬˮˣ s-UEFI ˫˧˩˶˰ˬ ˵˪˥ .

˧"˰ (˶ˤˣ˧ ˡˣ˵) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨ˣ˸ˬ ˸ˣ˶˧˷˧ ˧ˣˮ˧˷˪ ˫˧ˮ˸˧ˮ ˢ˪˞ s-API 

SetFirmwareEnvironmentVariableˬ˷ˢ ˨˷ˬˢ˪ ˣˤ ˢˡ˟ˣ˰ ˣ˶˩ˤ , ˧ˮ˸˷ˬ .ˢ˷˪ˣ˥ˢ ˸˷UEFI 

 ˭ˢ˧ˮ˧˟ˣ ˸ˣˮˣ˷ ˸ˣ˶˦ˬ˪ ˫˧˷ˬ˷ˬ- ˸ˣ˶ˡˠˢˬ ˵˪˥Setup  ˫ˣ˷˧˶ ,˯ˣ˧˟ˢ ˪˷ s-boot order ˪ˣˢ˧ˮ ,

 ˪˷ ˸ˣˬ˧˸˥ˣ ˸ˣ˥˸˲ˬSecure Boot .ˡˣ˰ˣ 

˪ˣˡˣˬ ˸˞ ˫˧˥˸ˮˬ ˶˷˞˩ s-SmiVariable ˸ˣ˞˶˪ ˭˸˧ˮ ˟-IDA  ˸˞˶˵ˮ ˢ˯˧ˮ˩ˢ ˸ˡˣ˵ˮ˟ ˶˟˩ ˧˩

˪ ˢˡ˧˵˲˸ ˶˷˞ ˢ˧˴˵ˮˣ˲˪ ˫˷˶˧ˢ ˸˵˧˯˲SMI SW˵˷ˬˬ˪ ˰˧˟˴ˬ ˸˷˵˟ˬ ˢ˧˴˵ˮˣ˲ˢ . s-

EfiSmmSwDispatch2Protocol  ˫ˣ˷˧˶ ˪˰ ˧˞˶˥˞ ˶˷˞handler  ˸˵˧˯˲˪SMI SW  ˶˷˞˩ ˢ˷ˡ˥

 ˫˧˰˴˟ˬ ˭˩ˬ ˶˥˞˪ .ˣˤˢ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢ ˸˞ ˷ˬˬˬ ˶˷˞ ˶˥˞ ˪ˣˡˣˬ˟ ˫˵ˣˬˬ ˣˬ˴˰ ˵˷ˬˬˢ 

EfiSmmSwDispatch2Protocol->Register(DispatchHandler,SmiNumber) ˥˞ˬ˷ ˫˧˰˪˵ˢ ˧˶ˣ

˫ˡˣ˵ ˢ˧˪˰ ˧˸˶˟˧ˡ˷ ˸˶˷ˣ˵ˬˢ ˢˬ˧˷˶ˢ ˨ˣ˸˪ ˯˧ˮ˩ˬ  ˢˤ ˢ˶˵ˬ˟ ˢ˪˷ ˢˬ˧˸˥ˢ ˶˷˞SMIH. 

˧˥˩ˮˢ ˡˣ˵˟ s-SmiNumber  ˞ˣˢ ˫˷˶ˮ˷лxEF  ˢ˸˰ˬ ˞˶˵˸ ˪ˣ˲˧˦ˢ ˸˧˧˴˵ˮˣ˲ˣ

SMI_EF_Handler. 
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 ˸˞ ˫˧˶˵ˣ˥ ˶˷˞˩SMI_EF_Handler :˫˧˧˶˵˧˰ ˫˧˟˪˷ ˧ˮ˷ ˣ˟ ˷˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ 

.˞ ˬ˪ ˰˧˟˴ˬ ˪˷ ˷ˣ˲˧˥ ˰˴˟˸ˬ ˵˷ˬEFI_SMM_CPU_PROTOCOL ˪˩˪ ˢ˷˧ˠ ˭˸ˣˮ ˢˤ ˵˷ˬˬ .

˶ˬ˷ ˡ˟˰ˬˢ˷ ˫˧˩˶˰ˢ ˟-state save area  ˟˴ˬ˪ ˯ˮ˩ˮ ˞ˣˢ ˶˷˞˩SMM ˧˸ˬ˷˶˷ ˣˬ˩ ,

˞˴ˬˮ ˢˤ ˶ˣˤ˞ ˢ˪˰ˬ˪ ˟-0xFE00+SMBASE.  ˶˦˯˧ˠ˶ ˪˷ ˨˶˰ˢ ˞˶˵ˮ ˭˩ˬ ˶˥˞˪RSI  ˢ˷˰ˬ˪ ˞ˣˢ˷

ˢ˧ˢ˷ ˨˶˰ˢ ˟-RSI  ˸˵˧˯˲ ˣ˥˪˷˷ ˧ˮ˲˪ ˰ˠ˶SMI ˷˰ˬ˪ .˧˪ˮ˶˵ ˡˣ˵ˬ ˪˷ ˠˣ˯ ˶˧˟˰ˢ˪ ˫˧˯ˮˬ ˢ

 .ˢ˵˧˯˲ˢ ˫˰ ˡ˥˧˟ ˦ˮˬˣˠ˶˞ 
 

.˟  ˶˦˯˧ˠ˶ ˪˷ ˨˶˰ˢRSI  ˶˯˶ˣ˲ˬ ˢˤˢ ˶˲˞˟ˢ .ˣˢ˷˪˩ ˶˲˞˟˪ ˰˧˟˴ˬ˩ ˣ˧˪˞ ˫˧˯˥˧˧˸ˬ˷ ˫˧˞ˣ˶ˣ ˞˶˵ˮ

˸ˬ˧ˣ˯ˬ ˢ˶ˣ˴˟  ˭˩ˬ ˶˥˞˪ˣ (˨˧˞ ˡ˧˧ˬ ˢ˞˶ˮ)SMI_EF_Handler  ˵˷ˬˬ˪ ˰˧˟˴ˬ ˥˵ˣ˪

EFI_SMM_Variable ˬ ˨ˣ˸˪ ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵ ˸˟ˣ˦˪ ˣ˟ ˷ˬ˸˷ˬˣ ˢˮ˸˷UEFI. 

 ˧˸ˮ˧˧˴˷ ˣˬ˩RSI  ˦˯˧ˢ˟ ˶˷˞ ˭ˣ˶˩ˤ˟ ˶˲˞˟˪ ˰˧˟˴ˬ 0x1 ˸˷˵ˣ˟ˬˢ ˢ˪ˣ˰˲ˢ ˠˣ˯ ˸˞ ˷˧-  ˢ˞˧˶˵

 ˢˮ˸˷ˬ˪ ˢ˟˧˸˩ ˣ˞UEFI  ˦˯˧ˢ˟ˣ0x4  ˣ˪ ˞˶˵ˮ˷ ˱˯ˣˮ ˰˧˟˴ˬ ˷˧pArgsForOperation. 

pArgsForOperation  ˸˞ ˪˧˩ˬ˷ ˢˮ˟˧ˬ˪ ˰˧˟˴ˬGUID  ˰˧˟˴ˬ ,ˢˮ˸˷ˬˢ ˫˷˪ ˰˧˟˴ˬ ,ˢˮ˸˷ˬˢ

˟˴ˬ ,˭˧˧˲˞ˬ˪.ˢˮ˸˷ˬˢ ˸˞ ˞ˣ˶˵˪ ˫˧˩˪ˣˢ ˣ˧˪˞ ˶˲˞˟˪ ˰˧˟˴ˬˣ ˞ˣ˶˵˪ ˫˧˩˪ˣˢ˷ ˪ˡˣˠ˪ ˰˧ 

 ˸˵˧˯˲ ˸˥˧˪˷ ˸˰˟ ˸˩˶˰ˬˢ ˟˴ˬSMI SW :ˢˤ˩ ˞ˣˢ 

:ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ˪ ˫˧˧˦˧˶˵ ˫˧˟˧˩˶ˬ ˢ˷ˣ˪˷ ˷˧ ˭˞˩ 

.˞  ˨ˣ˸˟ ˰˧˟˴ˬˢRSI  ˥˵˪ˮIS-AS .˰˧˟˴ˬ ˞ˣˢ ˢ˲˧˞˪ ˸ˣ˵˧ˡ˟ ˫ˣ˷ ˞˪˪ 

.˟ pArgsForOperation  ˥˵˪ˮAS-IS  ˸ˣ˵˧ˡ˟ ˫ˣ˷ ˞˪˪.˰˧˟˴ˬ ˞ˣˢ ˢ˲˧˞˪ 

.ɣ ˨˶˰ˢ ˟-RSI  ˥˪ˣ˷ ˶˷˞ ˱˵ˣ˸ˢ ˸˦˧˪˷˟ ˞ˣˢSMI 0xEF ˭ˣˣ˧˩˪ s-SMM. 
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 ˨ˣ˸˪ ˢ˟˧˸˩ ˟˧˦˧ˬ˧˶˲ ˸˧˧ˮ˟SMRAM 
 

 ˢˮ˸˷ˬ ˪˷ ˭˩ˣ˸ ˸˥˵˪ ˞ˣˢ ˭ˣˮ˩˸ˢUEFI ˨ˣ˸˪ ˣ˸ˣ˞ ˟ˣ˸˩˪ˣ s-SMRAM ˢˤ ˶ˬ˞ˬ˟ ˧˩ ˭˧˧˴˞ .

ˢ˷˰ˬ˪ ˫˧˵˯ˣ˰ ˣˮ˥ˮ˞ ˟-privilege escalation ˬring0- ˪-ring -2 ˢˢ ˭˩˪ ˣˮ˧ˡ˧˟ ˷˧˷ ˞˧ˢ ˢ˥ˮ

.˪ˮ˶˵˪ ˫˧˩˶˰ ˟ˣ˸˩˪ ˭ˣˠ˩ ˪ˮ˶˵˟ ˢˤ˧˥˞ ˸ˣ˪ˣ˩˧ 

:˫˧˷˶ˡˮˢ ˫˧ˡ˰˴ˢ ˭˪ˢ˪ 

.˞  ˡˣ˵ ˨ˣ˸ˬuser space ˷ˬ˸˷ˮ ˟-SetFirmwareEnvironmentVariable  ˶˴˧˧˪ ˸ˮˬ ˪˰

 ˢˮ˸˷ˬUEFI  ˢ˷˰ˬ˪ ˢ˧ˢ˧ ˢˮ˸˷ˬˢ ˭˩ˣ˸ .ˣˮ˪˷ ˭˩ˣ˸ ˫˰ˣ ˣˮ˪˷ ˫˷ ˫˰ShellCode  ˧˲˪

.ˣˮˮˣ˴˶ 

.˟  ˪˷ ˢ˥˧˪˷ ˰˴˟ˮSW SMI 0xEF  ˶˦˯˧ˠ˶ ˸˞ ˯˪˩˞˪ ˠ˞ˡˮ ˶˷˞˩RSI  ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˫˰

 ˪˷ˬ˪ ˣˮ˸˦˧˪˷˟0x800.˫˧˧˸ˣ˰ˬ˷ˬ ˫˧˩˶˰ ˞˪˪ˣ ˸ˣ˵˧˶ ˣ˧ˢ˧ ˟˶˪ ˢˤ ˶ˣˤ˞˟ ˸ˣ˟ˣ˸˩ . 

.ɣ  ˸˟ˣ˸˩˟0x800  ˦˯˧ˢ˟˷ ˨˩ ˶˲˞˟ ˫˵ˬˮ0x1  ˫ˣ˷˶ ˢ˧ˢ˧м  ˦˯˧ˢ˟ˣ (ˢ˞˧˶˵ ˸˪ˣ˰˲)0x4 

 ˧˲˩ ˫˧˦ˮˬˣˠ˶˞ˢ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˢ˧ˢ˧˷.˫ˡˣ˵ˢ ˱˧˰˯˟ ˶˟˯ˣˢ 

.l ˢˮ˟ˬ :˪˧˩˧ ˫˧˦ˮˬˣˠ˶˞ˢ 

a. GUID ˞ ˱˧˰˯˟ ˣˮ˶˴˧˷ ˢˮ˸˷ˬˢ ˪˷' 

b. ˞ ˱˧˰˯˟ ˣˮ˶˴˧˷ ˢˮ˸˷ˬˢ ˫˷˪ ˰˧˟˴ˬ 

c. л 

d. ˢˮ˸˷ˬˢˬ ˞ˣ˶˵˪ ˫˧˴ˣ˶˷ ˪ˡˣˠ˪ ˰˧˟˴ˬ 

e. ˢˮ˸˷ˬˢ ˨˶˰ ˸˟˧˸˩ ˰˴˟˸˸ ˣ˧˪˞ ˫ˣ˵˧ˬ˪ ˰˧˟˴ˬ 

 ˣˬ˧˷˟˪  ˱˧˰˯˪E ˡˣ˵ ˣˮ˧ˢ ˫˧˵˯ˣ˰ ˣˮ˞ ˣ˟ ˡˣ˵ˢ˷ ˭ˣˣ˧˩ˬ ,SMM  ˨ˣ˸˟ ˸˟ˣ˸˩ ˭˞˩ ˶˧˟˰ˮ ˫˞ ˭˩˪

SMRAM ˭˩ˣ˸ ˧ˤ˞  ˨ˣ˸˟ ˢ˴˶˧ˮ˷ ˸˟ˣ˸˩ ˪˩ ˨ˣ˸˪ ˟˸˩˧ ˦ˣ˷˲ ˢˮ˸˷ˬˢSMRAM ˫ˣ˷ ˭˧˞ ˶ˣ˩ˤ˩ .

˟ˣ˸˩˪ ˣ˞ ˞ˣ˶˵˪ ˨˶ˡ ˪-SMRAM .ˢ˧˪˰ˢ ˨˧˪ˢ˸˟ ˪˰ˮˮ ˞ˣˢ˷ ˶˥˞˪ ˳ˣ˥˟ˬ 

.s ˢˤ ˸˰˩ ˢ˶˵˧˷ ˢˬ ˷-SMI_EF_Handler  ,˶˟˯ˣˢ˷ ˣˬ˩ ,ˣ˪˷ ˧˲ˣ˯ˢ ˟˪˷˟ˣ ˰˴˟˸ˢ˪ ˪˧˥˸˧

 ˢ˧˴˵ˮˣ˲ˢ ˞˶˵˸EFI_SMM_Variable->GetVariable() ˞˶˵˸ ˶˷˞  ˢˮ˷ˬˢ ˸˞UEFI  ˣˮ˪˷

 ˪˧˩ˬ˷ShellCode  ˨ˣ˸˟ ˢ˧ˢ˸ ˶˷˞ ˣˮ˸˦˧˪˷˟ ˸˟ˣ˸˩˪ ˟˸˩˧ ˢˤˣSMRAM. 
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HVCI Bypass Exploitation 

 ˸˟˧˸˩ ˪˷ ˸˪ˣ˩˧ ˣˮ˪ ˷˧˷ ˰ˠ˶˟ ˢ˷˰ˬ˪shellcode  ˨ˣ˸˪SMRAM  ˱˵˰ˬ ˸˪ˣ˩˧ ˣˮ˪ ˷˧ ˧ˤ˞

 ˪˷ ˵ˤ˥ ˧˩ˢ ˢˮˠˢˢ ˭ˣˮˠˮˬ˪Windows10 - HVCI ,hypervisor code integrity.  

сл  ˢˤ ˢˬ ˪˰ ˸ˣ˧ˮ˷HVCIΚ 

:ˢˤ ˰ˠ˶˩ ˸˰ˡ˪ ˟ˣ˷˥˷ ˢˬ ˪˟˞ ˡ˞ˬ ˟˥˶ˣ ˟˩˶ˣˬ ˢˤˢ ˭˩ˣ˸ˢ ˫˪ˣ˰ 

.˞  ˸˶ˣ˦˵˦˧˶˞˪ ˫ˢ˪˷ ˢˮˠˢˢ ˸ˣ˪ˣ˩˧ ˸˞ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ ˫˧˶˧˟˰ˬ ˦˲ˣ˯ˣ˶˵˧ˬVBS 

)virtualization based security(. 
 

.˟ VBS ˷ˬ˸˷ˬ ˟-HyperV˸ˣˬ˪ˣ˰ ˧ˮ˷ ˶˴˧˧˪ ˸ˮˬ ˪˰ ,˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˶ˣˤ˧ˣ˶˲˧˧ˢ ,: 

Normal(VTL0) x-Secured(VTL1) .HyperV  ˶˷˞˩ ˫ˢ˧ˮ˧˟ ˶˷˵ˬˣ ˸ˣˬ˪ˣ˰ˢ ˧ˮ˷ ˸˞ ˪ˢˮˬ

.ˢˮˠˢ ˧ˮˣˮˠˮˬ ˡ˞ˬ ˢ˟˶ˢ ˪˰ ˧˞˶˥˞ ˥˦˟ˣ˞ˬˢ ˫˪ˣ˰ˢ 
 

.ɣ  ˸˞ ˸˞ ˪ˢˮˬ˷ ˪ˮ˶˵ˢмVTL  ˞˶˵ˮSecureKernel  ˞ˣˢ ˶˷˞˩ ˥˦˟ˣ˞ˬˢ ˫˪ˣ˰˟ ˳˶ ˞ˣˢˣ

 ˨˶˰˟ ,ˡ˞ˬ ˡˡˣ˶ˬˣ ˪˟ˠˣˬ ˣˬ˴˰фл% .˪˧ˠ˶ˢ ˪ˮ˶˵ˢˬ ˸ˣ˥˲ 
 

.l ˭˧˟ ˢˡ˶˲ˢˢ  ˧"˰ ˸˪ˢˣˮˬ ˸ˣˬ˪ˣ˰ˢ ˧ˮ˷HyperV  ˸˶ˤ˰˟EPT )(Extended Page Tables .

˸˪˟˦ s-EPT  "˸˧ˤ˧˲" ˭ˣ˶˩ˤ ˸˟ˣ˸˩ ˪˩ ˢ˲ˬˬGPA  ˸˧˸˧ˬ˞ ˸˧ˤ˧˲ ˭ˣ˶˩ˤ ˸˟ˣ˸˩˪SPA.  
 

.s  ˪˷ ˸ˣ˧ˤ˩˶ˬ ˸ˣ˪ˣ˩˧HVCI: 

.˞  ˥˦˟ˣ˞ˬˢ ˫˪ˣ˰ˢ ˨˶ˡ ˣ˸ˬ˧˸˥ ˸˵ˡ˟ˮ ˪ˮ˶˵˪ ˭˰˦ˮ˷ ˡˣ˵ ˪˩мVTL. 

.˟ ˤ ˱ˡ ˸ˣ˴˵ˢ˪ ˪ˮ˶˵ ˡˣ˵˪ ˸˪ˣ˩˧ ˫ˣ˷ ˭˧˞ ˸ˣ˞˷˶ˢ ˫˰ ˭ˣ˶˩˧R/W/X. 

.ɣ  ˸˞˷˶ˢ ˱˧˯ˣˢ˪ ˸ˣ˶˷˲˞ ˭˧˞W ˣ˧˸ˣ˞˷˶ˢ˷ ˱ˡ˪ (ˢ˟˧˸˩)RX .(˸˧˯ˣ˲˧˦ ˡˣ˵ ˸˧˧˴˵˯) 
 

HVCI ˸˪˟˦˟ ˷ˬ˸˷ˬ s-EPT  ˸˞ ˱ˣ˩˞˪ ˸ˮˬ ˪˰ (˪˧ˠ˶ˢ ˪ˮ˶˵ˢˬ ˧ˣˮ˧˷˪ ˸ˮ˸˧ˮ ˞˪ ˶˷˞)

˫˧˶ˣˬ˷ ˭ˣ˶˩ˤˢ ˧˲ˡ ˸ˣ˞˷˶ˢ ˪˩ ˢ˷˰ˬ˪ .˫ˡˣ˵ˬˬ ˠ+˟ ˫˧˲˧˰˯ ˟-EPT  ˱ˡ ˫˞ˢ ˰˟ˣ˵˷ ˢˤ ˞ˣˢˣ

˭ˣ˶˩˧ˤ  ˭ˣ˶˩ˤ ˱ˡ ˪˷ ˸ˣ˞˷˶ˢ ˢˮ˷ˬˣ ˪ˮ˶˵˟ ˳˶ ˱˵ˣ˸ ˫˞ ˶ˬˣ˪˩ .˪˷ˬ˪ ,ˢ˟˧˸˩ ˸˞˷˶ˢ ˫˰ ˢ˧ˢ˧

˸˪˟˦˟ ˧ˤ˞ ˞ˣˢ˷˪˩ s-EPT  ˧"˰ ˸˧ˡ˧˧ˬ ˯˲˸˧ ˢˤ ˟˴ˬˣ ˱ˡˢ ˪˷ ˸ˣ˧˶ˣ˵ˬˢ ˸ˣ˞˷˶ˢˢ ˭˧˧ˡ˰ ˣ˧ˢ˧

˭ˣˣ˧˩ˬ ˫˧ˮˣ˰ ˶˯˥ ˢ˷˰ˬ˪ ˱˵ˣ˸ˢ ˢˤ ˷˧˥˶˸˟ .˶ˣˤ˧ˣ˶˲˧ˢˢ ˷-HVCI  ˞ˣˢ ˭ˣ˶˩ˤ ˱ˡ˷ ˨˩ ˱˩ˣ˞W 

 ˣ˞X ˪ ˱˵ˣ˸ ˭˩˪ˣ.˪ˮ˶˵˟ ˣ˴˧˶ˢ˪ˣ ˧ˮˣˡˤ ˡˣ˵ ˟ˣ˸˩˪ ˢ˷˰ˬ˪ ˪ˣ˩˧ ˞ 

 ˸ˣ˞˷˶ˢ ˣ˧ˢ˧ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˫˰ ˭ˣ˶˩ˤˢ ˱ˡ˪˷ ˠˣ˞ˡ˪ ˞˧ˢ ˢˤ ˶˞˸ˬ˟ ˱˵ˣ˸ ˪˷ ˢˡ˧˥˧ˢ ˢ˧˴˲ˣ˞ˢ

˫ˠ ˢ˴˧˶ ˟-page table ˸˪˟˦˟ ˫ˠˣ ˨˧˪ˢ˸ˢ ˪˷ ˪˧ˠ˶ˢ s-EPT ˢ˷˧ˠ ˪˩ ˰ˮˬ˧ ˶ˣˤ˧ˣ˶˲˧ˢˢ ˶ˣ˩ˤ˩ .

˸˪˟˦˪ s-EPT  ˪˧ˠ˶ˢ ˫˪ˣ˰ˢ ˨ˣ˸ˬVTL0. 
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 ˪˷ ˣ˥ˣ˩SMM 

 ˡˣ˵ ˪˷ ˣ˥ˣ˩SMM  ˢ˟˩˧˷ ˞˴ˬˮ ˞ˣˢ˷ ˪˪ˠ˟ ˢ˷˰˪ˣ ˧ˤ˧˲ ˭ˣ˶˩ˤ ˪˩˪ ˸˷ˠ˪ ˪ˣ˩˧ ˞ˣˢ˷ ˨˩ˬ ˰˧ˠˬ

 ˡˣ˵ ˧ˤ˞ ˶ˣˤ˧ˣ˶˲˧˧ˢ˪ ˸˥˸ˬ ˸˥˞SMM ˸˪˟˦˪ ˸˷ˠ˪ ˢ˧˰˟ ˞˪˪ ˪ˣ˩˧ s-EPT ˸˧˶˵˧˰ˢ ˢ˧˰˟ˢ .

˫˵ˣˬˬ ˢ˲˧˞ ˸˰ˡ˪ ˭˸˧ˮ ˞˪˷ ˞˧ˢ s-EPT ˣˮ˸˶ˤ˰˪ ˞˟ ˭˞˩ ˫ˠ ˨˞ s-SMM  ˶˷˞˩˷ ˭ˣˣ˧˩ˬ

 ˟˴ˬ˪ ˶˟ˣ˰ ˡ˟˰ˬˢSMM ˶ˣˤ˞˟ ˧ˤ˞ s-state save area  ˢˮ˟˧ˬ˪ ˰˧˟˴ˬ ˫ˠ ˟˸˩ˮVMCB  ˶˷˞

˫ˣ˵˧ˬ ˸˟ˣ˸˩ ˸˞ ˪˧˩ˬ s-EPTˢˮ˟ˬ ˢˤ ˢˬ ˭˞˩ ˶˧˟˯ˮ ˞˪ . s-VMCB  ˭ˣˬˢ ˪˧˩ˬ ˞ˣˢ ˢ˶˴˵˟ ˨˞

˫˪ˣ˰ ˭˧˟ ˶˟ˣ˰ ˶ˣˤ˧ˣ˶˲˧ˢˢ ˶˷˞˩ ˰ˡ˧ˬ s-лVTL ˪-мVTL˸˟ˣ˸˩ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ . s-EPT  ˭˸˧ˮ

:˟ ˷ˬ˸˷ˢ˪ 

1. VMCB address = SMBASE+0xFE00+OffsetTo(VMCB Address) 

2. EPT address = VMCB address+0xB0 
 

 ˸˞ ˸ˣˮ˷˪ˣ ˪ˮ˶˵˟ ˱ˣ˵˸˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˭ˣ˶˩ˤˢ ˱ˡ ˸˞ ˞ˣ˴ˬ˪ ˞˧ˢ ˢ˞˪ˢˣ ˭˞˩ˬ ˣˮ˪˷ ˢ˶˦ˬˢ

˨ˣ˸˟ ˢˤˢ ˱ˡˢ ˸˞ ˞ˣ˴ˬ˪ ˩"˥˞ˣ ˣ˧˸ˣ˞˷˶ˢ s-EPT .˫˞˸ˢ˟ ˸ˣ˞˷˶ˢˢ ˸˞ ˫˷ ˫ˠ ˸ˣˮ˷˪ˣ 

 

 ˡ˴ ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢSMM 

.˞ ˟˧˸˩ˢ ˟˧˦˧ˬ˧˶˲ ˸˶ˤ˰˟ ˨ˣ˸˪ ˢSMRAM  ˟ˣ˸˩ˮShellCode  ˯ˣ˶ˡ˧ ˶˷˞SMI handler 

 ˸˞ ˪˷ˬ˪ ,˞ˣˢ˷˪˩0x2A.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨ˣ˸ˬ ˸ˣ˪˵˟ ˣ˪ ˞ˣ˶˵˪ ˪˩ˣˮ˷ ˨˩ , 

.˟  ˢShellCode ˸˪˟˦ ˫ˣ˵˧ˬ ˸˞ ˷˲˥˧ s-EPT ˨ˣ˸˟ ˷˲˥˧ ˭˩ˬ ˶˥˞˪ˣ s-EPT  ˪˷ ˧ˣ˲˧ˬˢ ˸˞

˪ˮ˶˵˟ ˱˵˸ˣˬˢ ˱ˡˢ )GPA) ˭ˣ˶˩ˤ˟ ˧˸˧ˬ˞ˢ ˱ˡˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ (SPA.( 

.ɣ ˟˰ˬ ˬ˶-GPA ˪-SPA ˶˷˞˩ ˸˧˦˶ˡˮ˦˯ ˫˧˲ˡ ˸˪˟˦ ˪˷ ˶ˣ˯˶˧˲˪ ˪ˣ˵˷ s-CR3  ˢˤ ˢ˶˵˧ˬ˟

˸˪˟˦ ˫ˣ˵˧ˬ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ s-EPT ˞ˣ˶˵˪ ˭˸˧ˮ ˫˧˲ˡˢ ˸˪˟˦ ˞˷ˣˮ ˪˰ ˢ˪ˣ˰ˬ ˶ˬ˞ˬ .

 ˭ˣ˧˪˧ˠ˟фт .ˢ˧˦˰ ˪˟ˣ˧ ˸˞ˬ 

.l  ˱ˡˢ ˸˞ ˣˮ˞˴ˬ˷ ˰ˠ˶˟-˟EPT ˣ˧˸ˣ˞˷˶ˢ ˸˞ ˢˮ˷ˮ ˪-RWX -  ˦˧˟со ˡ˶ˣ˧ ˪-л  ˦˧˟ˣн  ˢ˪ˣ˰

-˪м. 

.s ˰ˠ˶ˬ ˸˪˟˦˟ ˭ˢˣ ˨˧˪ˢ˸ˢ ˪˷ ˢ˪˧ˠ˶ˢ ˫˧˲ˡˢ ˸˪˟˦˟ ˭ˢ ˸ˣˢˤ ˱˵˸ˣˬˢ ˱ˡˢ ˸ˣ˞˷˶ˢ ˢˤ 

-sEPT. 
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 ˡ˴ ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢWindows 

˞ˡˣˣ˪ ˷˧ ˷-HVCI ˸˧˴˲ˣ˞ ˸˞ ˵˧˪ˡˢ˪ ˞˧ˢ ˢ˪˵ˢ ˨˶ˡˢ ,˳˶ˣ ˵ˣ˪ˡ s-Core Isolation  ˸˥˸

Device Security: 

.˞ ) ˱˵˸ˣˬˢ ˪ˮ˶˵ˢ ˱ˡ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˠ˧˷ˮGVA˥˧ˮˬ ˧ˮ˞ .( ˢ˴˧˶ ˭˞˩ ˩-

medium integrity  ˸˧˧˴ˤ˧ˬˣˡˮ˶ ˪˷ ˸ˣ˟˩˶ˣˬ ˯˧ˮ˩ˢ˪ ˞˪ ˧ˡ˩ASLR ˸˞ˤ ˸ˣ˷˰˪ ˶˷˲˞ .

 ˸ˣ˶˷ˢ ˸˧˧˴˵ˮˣ˲ ˸˶ˤ˰˟EnumDeviceDrivers. 

.˟ ˸˞ ˞˴ˬˮ s-PTE ˱ˡˢ ˸ˣ˞˷˶ˢ ˸˞ ˢˮ˷ˮˣ '˞ ˱˧˰˯ˬ ˸˟ˣ˸˩ˢ ˪˷ ˪-RWX ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .

˪˩ ˸˞ ˢ˵˧ˤ˥ˬ s-PTEs  ˪˥ˢ ˨˶˰ˬ˩ ˬ-PTE_BASE ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ .˸˟ˣ˸˩ s-PTE  ˸ˣ˶˧ˢˬ˟

 :˞˥˯ˣˮ˟ ˶ˤ˰˧ˢ˪ ˭˸˧ˮPTE address=PTE_BASE + GVA/2^9Φ 

.ɣ ) "˸˧ˤ˧˲"ˢ ˸˟ˣ˸˩ˢGPAˢˮ˲ˬ ˢ˧˪˞˷ ( s-PTE ˸˞ ˷ˬ˷˸ ˫ˡˣ˵ˢ ˱˧˰˯ˬ s-SMM 

ShellCode ˡ˴˟ ˢ˷ˬ˷ˢˢ ˟˪˷˟ '˟ ˱˧˰˯˟ ˶˟˯ˣˢ˷ ˧˲˩ s-SMM. 

.l .˪ˮ˶˵˟ ˳ˣ˶˧˷ ˢ˴˶˧ˮ˷ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˸˞ ˧˪ˮ˶˵ˢ ˱ˡˢ ˨ˣ˸˪ ˟ˣ˸˩ˮ 

.s  ˥˪˷ˮSMI SW  ˨˶˰ˢ ˫˰0x2A ˢ ˸˞ ˳˧˶ˢ˪ ˡ˟˰ˬ˪ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰-Shellcode ˞˴ˬˮ˷ ˣˮ˪˷ 

-˟SMRAM. 

.x ˸ˣˢˤ ˣ˧ˢ˧ ˱˵˸ˣˬˢ ˱ˡˢ ˸ˣ˞˷˶ˢ ˢˤ ˰ˠ˶ˬ ˟-EPT .˨˧˪ˢ˸ˢ ˪˷ ˫˧˲ˡˢ ˸˪˟˦˟ˣ 

.ʕ .˸˞ˤ ˸ˣ˷˰˪ ˢ˧˰˟ ˫ˣ˷ ˣ˪ ˢ˧ˢ˸ ˞˪ ˳ˣ˶˪ ˢ˴˶˧ ˪ˮ˶˵˟ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˶˷˞˩ ˸˰˩ 

 

˫ˣ˩˧˯ 

˫˪ˣ˰ ˸˞ ˧˥˦˷ ˭˲ˣ˞˟ ˣˮ˶˩ˢ ˢˤ ˶ˬ˞ˬ˟ s-SMM  ˸ˣ˪ˣ˩˧ˢ ˸˞ˣˢˤ ˭ˣˮˠˮˬ ˪˷  .˱˵ˣ˸ ˪˷ ˡ˴ˬ

˨˩˟ ˳ˣ˰ˮ ˢ˷˪ˣ˥ˢ ˶ˣ˵ˬ ˷-SMI handler 0xEF  ˫˧ˮˣ˸ˮ ˟˸ˣ˩ ˞ˣˢ ˢ˧˪˞ ˡ˰˧ˢ ˸˟ˣ˸˩ ˸˞ ˵ˡ˟ ˞˪

 ˭˩ˣ˸ ˸˞ ˫˧˟˸ˣ˩ ˢ˧˪˞˷ ˡ˰˧ˢ ˸˟ˣ˸˩ ˪˰ ˸ˣ˵˧ˡ˟ ˣ˲˯ˣˮ˷ ˨˩ ˧"˰ ˢ˶ˠ˯ˮ ˢˤ ˶˵˥ˬ˟ ˢ˷˪ˣ˥ˢˣ

ˢˮ˸˷ˬ s-UEFI  ˨ˣ˸˟ ˢ˧ˢ˸ ˞˪ ˞˧ˢ˷ ˨˩SMRAM˷˪ˣ˥ ˣˮ˧˞˶˷ ˣˬ˩ . ˸SMM  ˞˧ˢgame over 

 ˸˞ ˸ˣˮˬ˪ ˭˸˧ˮ ˫ˢ˧ˮ˧˟ ˶˷˞˩ ˢˮˠˢˢ ˧ˮˣˮˠˮˬ ˟˶˪SecureBoot ,HVCI .ˡˣ˰ˣ  ˱˵˰ˬ˷ ˭˧˧˴˪ ˟ˣ˷˥

˭ˣˮˠˮˬ s-HVCI  ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˢ˧ˣˮ˟ ˨˩ ˞˪˞ ,˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˢ˪˵˸ ˞˪ ˞ˣˢ ˭˞˩ ˫ˠˡˣˢ˷

 ˣ˞ ˪˦ˮ˧˞ ˧ˡ˟˰ˬAMD ˢ ˶ˣ˟˰ ˢ˲˧˵˸ ˶˞˸ˬ ˶˴ˣˮ ˢ˦ˬ˪ ˸˥˞ ˢ˟˩˷ ˫˧ˡ˶ˣ˧˷ ˪˩˩ ˶ˬˣ˪˩ ˸ˣ˟˩˷

 ˷ˡ˥ ˭ˣˮˠˮˬ ˣˬ˯˶˲ ˱˞ ˦˲ˣ˯ˣ˶˵˧ˬ ˷ˡˣ˥ˢ .ˢ˧˪˰ˬ˷KDP - kernel data protection  ˭˸ˣˮ ˶˷˞

 ˸˪˟˦ ˭ˣ˩ˡ˰ ˸˶ˤ˰˟ ˸˞ˤˣ ˭ˣ˶˩ˤ˪ ˸ˣ˞˷˶ˢ ˸ˣˮ˷˪ ˸˪ˣ˩˧ ˫˧˶˟˧˧˶ˡ ˧˥˸˲ˬ˪EPT  ˨˶ˡмVTL. 

 ˡˣ˵˪ ˢ˷˧ˠ ˸ˣ˞˷˶ˢ ˪˷ ˠˣ˯ ˱˧˯ˣˢ˪ ˫˧˴ˬ˞ˬ ˫˧˷˰ˮ ˢˮˣ˶˥˞ˢ ˢˮ˷˟SMM  ˟ˣ˸˩˪ ˪˩ˣ˧ ˞˪˷ ˨˩

˲ ˸˟ˣ˸˩ ˪˩˪˧ˮ˶˴˧ ˪˟˞ ˸˧˸ˣ˶˧˶˷ ˸˧ˤ˧ s-UEFI ˪ ˫˧˶ˢˬˬ ˞˪˷ˬˬ .ˢ˪˞ ˸ˣ˴˪ˬˢ 
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˸ˣ˶ˣ˵ˬ 

1. https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-

b7bfb217b437  

2. https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-

securekernel-20382 

3. https://medium.com/@matrosov/uefi-vulnerabilities-classification-4897596e60af 

4. https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20

-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-

%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf 

 

 

  

https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-b7bfb217b437
https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-b7bfb217b437
https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-securekernel-20382
https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-securekernel-20382
https://medium.com/@matrosov/uefi-vulnerabilities-classification-4897596e60af
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
https://github.com/tpn/pdfs/blob/master/Battle%20of%20SKM%20and%20IUM%20-%20How%20Windows%2010%20Rewrites%20OS%20Architecture%20-%20Alex%20Ionescu%20-%202015%20(blackhat2015).pdf
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Docker π ˢ˶ˣ˥˷ˢ ˢ˯˲ˣ˵ˢ ˸˞ ˫˧˴˲ˮˬ 

˸˞ˬ ˶˴ˣ˟ ˸˧ˬ˰ 

 

ˢˬˡ˵ˢ 

 ˫˸˰ˬ˷ ˧˞ˡˣˣ˟ ,˫˧˶˥˞ ˫˧˧ˠˣ˪ˣˮ˩˦ ˫˧˷ˮ˞ ˣ˞ ˢˮ˩ˣ˸ ˧˵ˡˣ˟ ,˸˩˶˰ˬ ˧˪ˢˮˬ ,˫˧˶˵ˣ˥ ,˫˧˥˸˲ˬ ˫˸˞ ˫˞ ˭˧˟

 ˪˰Docker ˟ˣ˷˥˪ ˫˸˶˴˰ ˫˰˲ ˧˞ ˫˞ˢ ˨˞ .ˢˤ ˧˪˩˟ ˫˸˷ˬ˸˷ˢ ˱˞ ˫˩ˬ ˢ˟˶ˢ ˧˩ ˶˧˟˯˷ ˡ˧ˠ˞ˣ ˤ˧˰˞ .

ˤ ˶ˬ˞ˬ˟ ?˪˰ˣ˲ ˢˤˢ ˞˪˲ˣˬˢ ˶˟ˡˢ ˨˧˞ ˡ˴˧˩ ˧˦˵˶˲ ˭˲ˣ˞˟ ˭˧˟ˮˣ ,ˢ˶ˣ˥˷ˢ ˢ˯˲ˣ˵ˢ ˸˞ "˳˲ˮˮ" ,ˢ

 ˸˞ ˫˧˟˧˩˶ˬˢ ˫˧˵˪˥ˢDocker .˫˧˪˰ˣ˲ 

 ˫ˠˣ ,˸˧˯˧˯˟ ˢ˶ˣ˴˟ ˯˵ˣˮ˧˪ ˸˞ ˶˧˩ˬ ˞˶ˣ˵ˢ˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˞˴ˣ˧ ˧ˮ˞ .˟˶ ˫˧ˡ˵ˬ ˰ˡ˧ ˷˶ˣˡ ˞˪ ˢˤ ˶ˬ˞ˬ

˸˞ .Docker ˬ ˡ˥˞ ˧˟ˠ˪ ˫˧˥ˣ˦˟ ˞˪ ˫˸˞ ˫˞ ˸˞ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ,˫˧˧ˮ˷ˢ˶ˬ˞ˬˢ ˭ˬ˪ˣ˷ ˭˴˧ˮ ˸˞ˬ. 

 ˧˶ˣ˥˞ˬ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˸˞ ˶ˣ˵˯ˮ ,ˢˤ ˶ˬ˞ˬ˟Docker ˪˰ ˷ˣˬ˧˷˟ ˶˷˞ ˫˧˪˩ˢˣ ˪ˮ˶˵˟ ˫˧ˮˣ˷ˢ ˫˧˶'˴˧˲ˢ :

 ˧ˡ˧Docker. 

 ˣ˟˷ ˭˲ˣ˞ˢ ˧˟ˠ˪ ˢ˵˴ˣˬ ˢˮ˟ˢ ˫˩ˡ˧˟ ˢ˧ˢ˧ ,ˢˤ ˶ˬ˞ˬ ˫ˣ˧˯˟Docker ˞ˬ ˪˰ˣ˲ ˣ˪˩ˣ˸ .˫˧˰˪˵ˢ ˧˶ˣ˥

˟ ˷ˬ˸˷ˢ˪ ˧ˡ˩ ˢˤ ˰ˡ˧˟ ˷ˬ˸˷ˢ˪πDocker  ˨ˣ˸ ˸ˣ˪ˣ˰˷ ˸ˣˮˣ˷ ˸ˣ˧˰˟ ˶ˣ˸˲˪ ˫ˠˣ ,˶˸ˣ˧ ˢ˪˧˰˧ ˢ˶ˣ˴˟

.ˣ˟ ˷ˣˬ˧˷ 

 

ˢ˧ˠˣ˪ˣˮ˩˦ 

 ˧ˡ˧ ˪˰ ˷ˣˬ˧˷˟ ˶˷˞ ˫˧˪˩ˢˣ ˧˯˵ˣˮ˧˪ˢ ˪ˮ˶˵˟ ˫˧ˮˣ˷ˢ ˫˧˶'˴˧˲ˢ ˸˞ ˶ˣ˵˯˞ ,˶ˬ˞ˬˢ ˪˷ ˢˤ ˵˶˲˟

Docker˶˥˞˪ˣ ˪˰ˣ˲ ˞ˣˢ ˡ˴˧˩ ˶˧˟˯˞ ,˞˷ˣˮ ˪˩ ˶ˣ˟˰ .  ˢ˵ˣˬ˰ ˢˮ˟ˢ ˶ˣ˴˧˪ ˧ˡ˩ ˧ˣ˯˧ˮ ˸˶ˤ˰˟ ˫˧ˠˡ˞ ˨˩ˬ

˟ ˶'˴˧˲˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˫˧ˠˡ˞ ˫ˠ ˫˧˵˶˲ˢ ˭ˬ ˵˪˥˟ .˶˸ˣ˧πDocker. 

  

https://www.digitalwhisper.co.il/files/Zines/0x74/DW116-3-Docker.pdf
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Chroot 

 ˪˷ˬ ˢˮˣ˷ ˫˧˴˟˵ ˸˩˶˰ˬ ˠ˧˷ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˞˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ ,˶ˮ˧˧˦ˮˣ˵˟ ˡˣˡ˧˟ ˨˶ˣ˴˪

 ˢˡˣ˵˲ˢ .˥˶˞ˬˢ ˟˷˥ˬˢChroot ˫˰ ˸ˬ˧ˣ˯ˬ ˢˡˣ˵˲ ˳˧˶ˢ˪ ˸˶˷˲˞ˬ root directory  ˸˶ˤ˰˟ .˶ˡˠˣˬ

˸ˡˡˣ˟ˬ ˫˧˴˟˵ ˸˩˶˰ˬ˪ ˯ˮ˩˧ˢ˪ ˭˸˧ˮ ,ˣˤ ˢˡˣ˵˲: 

 

]˶ˣ˵ˬ[ 

 

 ˧˸ˡ˶ˣˢ ,˸ˣ˟ˣ˶˵ˢ ˸ˣˬˠˡˢˢ ˨˶ˣ˴˪˸˩˶˰ˬ ˴˟˵˫˧ ˸˴ˣˣ˩ˬ ˢ˪ ˧˸˧˷˰ˣ ,Decompress ˧˧˵˧˸ˢ ˨ˣ˸˪ ˢFS: 

$ ls  fs  

bin    dev   home  lib64   mnt   proc   run    srv   tmp   var  

boot   etc   lib    media   opt   root   sbin   sys   usr  

 

 :"˶ˮ˧˧˦ˮˣ˵˪ ˢ˯˧ˮ˩" ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˱˴˶ ˸˞ ˶˧ˡˠ˞ 

$ sudo  chroot  fs  

[ chroot ] # export PATH=/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin  

 

ˢ˶˰ˢ 1#˸˰˩ :ˢ ˨ˣ˸˟ ˨˧˪ˢ˸ ˭ˬ˯ˮ ,πchroot  ˫˰prefix  ˪˷]chroot[. 

ˢ˶˰ˢ #2ˬ :˸ ˢˮ˸˷ˬˢ ˪˷ ˧ˣˮ˧˷ ˰˴˟PATH .˧˸ˡ˶ˣˢ˷ ˸˧˲˧˴˲˯ˢ ˫˧˴˟˵ˢ ˸˩˶˰ˬ˪ ˫˧˞˸˧˷ ˧ˡ˩ 

 

https://securityqueens.co.uk/im-in-chroot-jail-get-me-out-of-here/
https://securityqueens.co.uk/im-in-chroot-jail-get-me-out-of-here/
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
https://github.com/wsilva/container-from-scratch-demo/blob/master/ubuntu-rootfs.tar.gz
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Namespaces 

 ˨ˣ˸˟ ˞˴ˬˮ ˶˷˞ ˨˧˪ˢ˸ .˸˩˶˰ˬˢ ˪˩ ˪˷ ˫˧˟˞˷ˬ ˭˧˟ ˢˡ˶˲ˢ ˶˴ˣ˧ ˪ˮ˶˵ˢ ˪˷ ˢˤ ˶'˴˧˲Namespace 

˧˟˯ˢ ˸˞ ˣ˪ ˷˧ ˣ˪˧˞˩ ˷˧ˠ˶ˬ ˫˧ˣ˯ˬ ˧ˣ˪ˠ ˣˤ ˢ˟˧˟˯˟ ˧ˣˮ˧˷ ˪˩ .˸˩˶˰ˬ ˧˟˞˷ˬ ˸ˮ˧˥˟ˬ ˣ˪˷ ˸ˡˡˣ˟ˬˢ ˢ˟

ˢ ˣ˸ˣ˞˟ ˣ˸˧˞ ˞˴ˬˮ ˶˷˞ ˶˥˞ ˨˧˪ˢ˸ ˪˩˪πNamespace˟ ˫˧˧ˣˮ˧˷ ˨˞ .πNamespace  ˫˧˧ˣ˪ˠ ˞˪ ˡ˥˞

˟ ˞˴ˬˮˢ ˨˧˪ˢ˸˪πNamespace .˶˥˞ 

 ˫˧ˬ˧˧˵у Namespaces  :˫ˣ˧ˢ˪ ˭ˣ˩ˮCgroup, IPC, Network, Mount, PID, TIME, User, UTS. 

 ˫˰ ˢ˪˧˥˸ˬ ˯˵ˣˮ˧˪ ˸˩˶˰ˬNamespace ˢ ˨ˣ˸˟ ˶˴ˣˮ ,˸˶˥˞ ˶ˡˠˣˢ ˞˪ ˫˞ ,˨˧˪ˢ˸ ˪˩ .ˠˣ˯ ˪˩ˬ ˡ˧˥˧π

Namespace  ˶ˣ˴˧˪ ˧˞˷˶ ˨˧˪ˢ˸ ˨˞ .˧ˮˣ˷˞˶ˢNamespaces  ˨ˣ˸ ˪˞ ˯ˮ˩˧ˢ˪ ˣ˞ ˫˧˷ˡ˥Namespaces 

.˫˧˶˥˞ 

˟ ˷ˣˬ˧˷ˢ ˸˞ ˫˧ˠˡˮπPID Namespace. 

ˢ˸ˢ ˸ˣˬ˩ ˸˞ ˶ˣ˲˯ˮˣ ,"˶ˮ˧˧˦ˮˣ˵˪ ˢ˯˧ˮ˩" ˰˴˟ˮ ˫˞ ˢˢˤ ˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ ˫˧˩˧˪ˢ˸ˢ ˸ˣˬ˩ ˧˩ ˢ˞˶ˮ ,˫˧˩˧˪

.˶ˮ˧˧˦ˮˣ˵˪ ˳ˣ˥˟ˬ ˫˧˩˧˪ˢ˸ˢ ˸ˣˬ˩˪ 

:˶ˮ˧˧˦ˮˣ˵˪ ˳ˣ˥˟ˬ 

$ ps  aux  |  wc - l  

177  

:˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ 
[ chroot ] # ps aux | wc - l  

177  

 :ˢˡˣ˵˲ˢ ˶˟˯ˢps aux ˪ ˦˪˲ˢ ˸˞ ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞ .˫˧˩˧˪ˢ˸ ˪˷ ˢˬ˧˷˶ ˣˮ˪ ˶˧ˤ˥ˬ l- wc  ˶˷˞

ˬ˩ ˸˞ ˶˧ˤ˥ˬ.˸ˣ˶ˣ˷ˢ ˸ˣ  

˟ ˢˡ˶˲ˢ ˭˧˞ ,˰ˠ˶˩πPIDs .ˣ˪ ˢ˴ˣ˥ˬˣ ˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ ˣˮ˥ˮ˞ ˶˷˞˩  ˣ˧˷˩˰ ,ˢ˪˥˸ˢˬ ˢ˯ˮˮ ˣ˞ˣ˟ ˤ˞

 ˢˡˣ˵˲˟ ˷ˬ˸˷ˮunshare  ˫˰ ˸˧ˮ˩ˣ˸ ˳˧˶ˢ˪ ˧ˡ˩PID Namespace ˢ˰˲˷ˢˢ ˸˞ ˢ˞˶ˮˣ ,˷ˡ˥: 

$ sudo  unshare  -- pid  -- fork  / bin / bash  

ˡ˥ˬ ˟˧˴ˮ ˭˩ˬ ˶˥˞˪ˣ ,"˶ˮ˧˧˦ˮˣ˵˪ ˢ˯˧ˮ˩" ˰˴˟ˮ ˸˞ ˷/proc ˸˞˴ˬˮ ˞˪) ˸˧˪˞ˣ˦˶˧ˣˢ ˫˧˴˟˵ˢ ˸˩˶˰ˬ ,

:ˡˣ˰ˣ ˫˧˩˧˪ˢ˸ ˪˰ ˰ˡ˧ˬ ˸˶ˬˣ˷ ˶˷˞ (˥˧˷˵ˢ ˵˯˧ˡ˟ 

[ chroot ] # mount - t proc proc /proc  

:˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ ˫˧˩˧˪ˢ˸ˢ ˸ˣˬ˩ ˸˞ ˵ˣˡ˟ˮ ˸˰˩ˣ 

[ chroot ] # ps aux | wc - l  

5 

.˫˧ˡˡˣ˟ ˫˧˩˧˪ˢ˸ ˢˬ˩ ˵˶ ˷˧ ˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ ˧˩ ˭˧˥˟ˮ ˟˪ ˣˮ˥˪˴ˢˢ ˸˞ ˡˡˣπPID ˨ˣ˸˟˷ ˫˧˩˧˪ˢ˸ˢ ˪˷ 

!˶ˮ˧˧˦ˮˣ˵ˢ 
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Cgroups 

 ˸ˣˬ˩ ,ˡ˟˰ˬ ,˭ˣ˶˩˧ˤ ˭ˣˠ˩) ˸˩˶˰ˬ ˧˟˞˷ˬ˟ ˫˧˩˧˪ˢ˸ ˪˷ ˷ˣˬ˧˷ˢ ˸˞ ˶˦ˮ˪ˣ ˪˧˟ˠˢ˪ ˶˷˲˞ˬ ˢˤ ˶'˴˧˲

 ˸ˣ˴ˣ˟˵ ˪˷ ˢ˵ˣ˪˥ˢ .(˫˧˩˧˪ˢ˸cgroups  .˸ˣˮˣ˷ ˸ˣˬ˶ ˶ˣ˴˧˪ ˭˸˧ˮ˷ ˨˩ ,ˢ˧˩˶˶˧ˢ ˧˲ ˪˰ ˸˪˰ˣ˲ ˫˧˩˧˪ˢ˸ˢ

 ˪˷ ˯˧˯˟ˢ ˸˧˧˵˧˸cgroups ˞˧ˢ: 

/ sys / fs / cgroup  
 

:ˢ˧˴˶˦˯ˣ˪˧˞ 

 

 .˶˥˞ ˶˸˞˟ ˪˲˦ˬ ˫ˢˬ ˡ˥˞ ˪˩ ˶˷˞ ,˫˧˶ˮ˧˧˦ˮˣ˵ ˢˬ˩ ˳˧˶ˬ˷ ˸˶˷ ˣˮ˧˧ˬˡ ?˧˷ˣˬ˧˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ˢˬ˪

 ˶ˮ˧˧˦ˮˣ˵ˢ ,ˢˤ ˶ˮ˧˧˦ˮˣ˵ ˪˷ ˫˧˟˞˷ˬˢ ˸ˣˬ˩ ˸˞ ˪˧˟ˠˮ ˞˪ ˫˞ .˸ˣ˶˧˷ ˸˰˧ˮˬ ˸˲˵˸ˢ ˶˟ˣ˰ ˡ˧˥˧ ˶˸˞

 ˡˡˣˬ˸ˢ˪ ˧ˡ˩ ˣ˸ˣ˷˶˟˷ ˸˩˶˰ˬˢ ˪˷ ˫˧˟˞˷ˬˢ ˪˩˟ ˷ˬ˸˷˧ ˸˰˧ˮˬ ˶ˣ˟˰˧ ˣ˪ˣ˩ ˸˶˷ˢˣ ,˸ˣ˷˵˟ˢ ˪˩ ˫˰

.(!˪˪˩˟ ˫˧˶˥˞ ˫˧˶˸˞ ˪˷ ˫˧˶ˮ˧˧˦ˮˣ˵ ˪˪ˣ˩) ˸ˣ˶˧˷ 

˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˡ˴˧˩ ˸ˣ˞˶˪ ˢ˯ˮˮ ˣ˞ˣ˟πcgroups ˫˞ˢ ˵ˣˡ˟˪ ˢ˯ˮˮ ,ˢˬˠˡˢˢ ˭˰ˬ˪ .cgroups  ˪˩ˣ˧

 ˸˲˵˸ˢˬ ˣˮ˧˪˰ ˭ˠˢ˪fork bomb ˪˷ ˯˧˯˟ˢ ˸˧˧˵˧˸ ˪˰ ˪˩˸˯ˮ ˪˩ ˫ˡˣ˵ .cgroups: 

$ ls  / sys / fs / cgro up/  

blkio        cpu , cpuacct      freezer   net_cls             perf_event   systemd  

cpu          cpuset           hugetlb   net_cls , net_prio    pids         unified  

cpuacct      devices          memory   net_prio            rdma  

-˟fork bomb ˢ˶˦ˬˢ ˞˧ˢ ˶ˣ˴˧˪ ˢ˟˶ˢ ˡˣ˞ˬ ˸˫˧˩˧˪ˢ. 

/sys/ fs/cgroup 

CPU Memory PIDs 

M1 M2 

M3 M4 

C1 C2 P1 P2 
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ˢ ˸˴ˣ˟˵˟ ˷ˬ˸˷ˮ ,ˣˤ ˢ˲˵˸ˢ ˰ˣˮˬ˪ ˧ˡ˩πcgroups  ˪˷PIDs  ˨˧˪ˢ˸˷ ˫˧˩˧˪ˢ˸ˢ ˶˲˯ˬ ˸˞ ˪˧˟ˠˢ˪ ˧ˡ˩

˶ˣ˴˧˪ ˪ˣ˩˧: 

$ ls  / sys / fs / cgroup / pids /  

Docker  init . scope   system . slice  user . slice   

cgroup . clone_children   cgroup . procs  cgroup . sane_behavior   

notify_on_release    re lease_agent  tasks  

 ˸˴ˣ˟˵ ˶ˣ˴˧ˮ ˸˰˩cgroups  ˶ˣ˴˧˪ ˢˤ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ .˫˧˷ˡ˥ ˫˧˵ˣ˥ ˶˧ˡˠˮ ˢ˟ ˢ˷ˡ˥

ˡ˟˪ ˣ˶˴ˣˣ˧ ˫˧˦ˮˣˣ˪˶ˢ ˫˧˴˟˵ˢ ˪˩ˣ ,ˢ˷ˡ˥ ˢ˧˧˵˧˸: 

$ sudo  mkdir  / sys / fs / cgroup / pids / fork - bomb- defense /  

$ ls  / sys / fs / cgroup / pids / fork - bomb- defense /  

cgroup . clo ne_children  cgroup . procs  notify_on_release      

pids . current   pids . events   pids . max   tasks  

 ˫ˢ ˰ˠ˶˩ ˣˮ˪ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˴˟˵ˢtasks xπpids.max:˸˧˪ˬ˧˯˵ˬˢ ˫˧˩˧˪ˢ˸ˢ ˸ˣˬ˩ ˸˞ ˶˧ˡˠˮ ˪˩ ˫ˡˣ˵ . 

$ sudo  echo  "10 "  > / sys / fs / cgroup / pids / fork - bomb- defense / pids . max 

 ˭˩ˬ ˶˥˞˪ˢ ˸˴ˣ˟˵˪ ˪˧˟ˠˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˸ˣ˞ ˨˧˪ˢ˸ˢ ˸˞ ˨˧˧˷˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞πcgroups  ˢ˷ˡ˥ˢ

 ˳˟ˣ˵˟ ˷ˬ˸˷ˮ .ˣˮ˶˴˧˷tasks ˪ ˫˧˩˧˧˷ ˶˷˞ ˫˧˩˧˪ˢ˸ ˪˷ ˢˬ˧˷˶ ˵˧ˤ˥ˬˢπcgroup  ˳˟ˣ˵˪ ˟ˣ˸˩ˮ .˧˥˩ˣˮˢ

˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷ ˶˲˯ˬˢ ˸˞ ˢˤ: 

$ sudo  echo  $BASHPID > / sys / fs / cgroup / pids / fork - bomb- defense / tasks  

ˢ ˸˞ ˳˧˶ˮ ˣ˧˷˩˰πfork bomb(˸˧˟˟ ˣ˯ˮ˸ ˪˞) ˯ˣ˶˵˧ ˞˪ ˟˷˥ˬˢ˷ ˢˣˣ˵ˮ ,: 

# :(){ :|:& };:  

[ 1]  40047  

bash :  fork :  retry :  Resource  temporarily  unavailable  

bash :  fork :  retry :  Resource  temporarily  unavailable  

bash :  fork :  retry :  Resource  temporarily  unavailable  

bash :  fork :  retry :  Resource  temporarily  unavailable  

bash :  fork :  retry :  Resource  temporarily  unavailable  

bash :  fork :  retry :  Resource  temporarily  unavailable  

 !ˢ˲˵˸ˢˢ ˸˞ ˰ˣˮˬ˪ ˣˮ˥˪˴ˢ !˥˧˪˴ˬ ˞˪ ˞ˣˢ ˨˞ ,ˣˬ˴˰ ˸˞ ˪˲˩˷˪ ˢ˯ˮˬ ˨˧˪ˢ˸ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩

 ˯˶˵ ˞˪ ˧˪˷ ˟˷˥ˬˢJ. 

 ˪˷ ˷ˣˬ˧˷ ˫˧ˠˡˮ ˞ˣ˟cgroups ˟πDocker˟ ˶˸ˣ˧ˢ ˪˩˪ ˷ˬ˸˷ˢ˪ ˪˩ˣ˧ ˶ˮ˧˧˦ˮˣ˵ˢ˷ ˶˧ˡˠˮ .πнл% ˢ ˨ˣ˸ˬπ

cpu " ˯˧˲ˡˮ ˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ˣ ,ˣˮ˪˷A ˢ˟˶ˢ ˸˩˶ˣ˴ ˶˷˞ ˢ˪ˣ˰˲) ˸˧˲ˣ˯ˮ˧˞ ˢ˞˪ˣ˪˟ "cpu(: 

$ sudo  docker  run  -- rm - it  -- cpus  0. 2 bash  

bash - 5. 0# while true; do echo "A"; done;  
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 ˢˮˣˬ˸˟ .ˢ˴˶ˢˢˬ ˢ˞˴ˣ˸˩ ˢˮˣˬ˸ ˸˲˶ˣ˴ˬн  ˸˷˥˶˸ˬ ˣ˟ ˶˷˞ ˶ˮ˧˧˦ˮˣ˵ˢ ˭ˣ˸˥˸ˢ ˪ˮ˧ˬ˶˦˟ .˫˧˪ˮ˧ˬ˶˦

.˸˧˲ˣ˯ˮ˧˞ ˢ˞˪ˣ˪˟ ˢ˯˲ˡˢˢ  ˪˷ ˦˪˲ˢ ˭ˣ˧˪˰ˢ ˪ˮ˧ˬ˶˦˟process viewerˢ ˪˷ ˢ˟˧˪ ˪˩ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,π

cpu  ˡ˰ ˢ˰˧ˠˬнл% ˨˶˰˟: 

 

 

Seccomp 

ˬ ˦ˣ˷˲ ˨˧˪ˢ˸ ,˧˟˧˦˪ˣ˲˧ˡ ˭˲ˣ˞˟πuserland ˟˪ ˧˞˷˶ ˢ˟˶ˢ ˰˴syscalls ˶'˴˧˲ˢ .Seccomp  ˣ˪˧˞ ˶˧ˡˠˬ

syscalls  ˣ˪˧˞ˣ ˰˴˟˪ ˧˞˷˶ ˨˧˪ˢ˸syscalls  ˠˣ˶˥˧˷ ˨˧˪ˢ˸ ˶ˣ˟˰ ˢ˶˵˧ ˢˬ ˶˧ˡˠˢ˪ ˭˸˧ˮ .˰˴˟˪ ˧˞˷˶ ˞˪

ˢ ˧˵ˣ˥ˬπSeccomp ˧ˡ˧ ˪˰ ˠ˶ˢ˧ ,ˢˬˠˣˡ˪ ,SIGKILL  ˸ˣ˩ˤ˟ .˪ˮ˶˵ˢˬ ˥˪˷ˮ˷Seccomp  ˸˞ ˶˰ˤˬ˪ ˭˸˧ˮ

˫˧˩˧˪ˢ˸˪ ˪ˮ˶˵ˢ ˪˷ ˢ˲˧˷˥ˢ: 

 

[˶ˣ˵ˬ] 

 ˫ˮ˷˧ ?˟ˣ˷˥ ˢˤ ˢˬ˪syscalls  ˫˧˶˷˲˞ˬ˷ ˫ˣ˷ˬ ˨˩ ˫˧˶ˡˠˣˬ ˫˵˪˥ .˶˸ˣ˧ ˫˧ˮ˩ˣ˯ˬ ˫˧˟˷˥ˮˢ ˫˧ˬ˧ˣ˯ˬ

 ˫˧˧ˣˮ˧˷ ˰˴˟˪ ˸˧˪˞˧˴ˮ˦ˣ˲ ,˪˷ˬ˪ .(!˶ˮ˧˧˦ˮˣ˵˪ ˳ˣ˥ˬ) ˥˶˞ˬˢ ˟˷˥ˬ˟syscalls  ˪˷ ˸ˣ˧˴˪ˣ˲˧ˮˬ˟ ˫˧˶ˣ˷˵ˢ

 ˸˶ˤ˰˟ ˪ˮ˶˵ˢkernel modules :˫ˢˣ ,init_module, finit_module, delete_moduleˢ ,˱˯ˣˮ˟ .πsyscall 

 ˫˷˟kexec_load  ˶˥˞˪ ˭˰˦˧ ˶˷˞) ˧˥˩ˣˮˢ ˪ˮ˶˵ˢ ˸˞ ˱˧˪˥ˢ˪ ˶˷˲˞ˬ˷ ˫ˣ˷ˬ ˫˯˥ˮreboot.( 

https://en.wikipedia.org/wiki/SIGKILL
https://blog.cloudflare.com/sandboxing-in-linux-with-zero-lines-of-code/
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ˣ˶˵ˢ ˢˬˠˡˢˢ ˭˰ˬ˪ ˸˶ˤ˰˟ ˸˶˷˲˞˸ˬˢ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˣˮ˥ˮ˞ ,ˢ˟libseccomp ˭˸˧ˮ .

 ˸˶ˤ˰˟ ˪˷ˬ˪ ,˧˸˶ˠ˷ˢ ˸ˣ˪˧˟˥ˢ ˪ˢˮˬˬ ˭˧˵˸ˢ˪Pacman: 

$ sudo  pacman - S libseccomp  

 ,ˢ˶˴˵ ˢˮ˩ˣ˸ ˟ˣ˸˩ˮseccomp.c: 

#include  <seccomp . h> 

#include  <unistd . h> 

#include  <string . h> 

 

#define  STDOUT 1 

 

int  main ( int  argc ,  char *  argv [])  {  

    // block  all  syscalls  

    scmp_filter_ctx  ctx  = seccomp_init ( SCMP_ACT_KILL);  

 

    // allow  basic  needed  syscalls  

    seccomp_rule_add ( ctx ,  SCMP_ACT_ALLOW,  SCMP_SYS( fstat ),  0);  

    seccomp_rule_add ( ctx ,  SCMP_ACT_ALLOW,  SCMP_SYS( exit_group ),  0);  

     

    // no  arguments  

    if ( argc - 1 == 0)  {  

        // allow  write  syscall  

        seccomp_rule_add ( ctx ,  SCMP_ACT_ALLOW,  SCMP_SYS( write ),  0);  

    }  

     

    seccomp_load ( ctx );  

     

    const  char *  msg = "Hello  there ! \ n" ;  

    write ( STDOUT,  msg,  strlen ( msg));  

     

    return  0;  

}  

 ˫˧˶˴ˣ˧ ˪˩ ˫ˡˣ˵ ˣˮ˥ˮ˞ ˣˤ ˢˮ˩ˣ˸˟seccomp filter ˢ ˪˩ ˸˞ ˫˯ˣ˥˷πsyscalls ˫˧˶˷˞ˬ ˭˩ˬ ˶˥˞˪ .н 

syscalls  ˢ˵˧ˡ˟ ˷˧ ˨˩ ˶˥˞ .˸˧ˮ˩ˣ˸ˢ ˪˷ ˸˧ˮ˵˸ ˢ˴˧˶˪ ˫˧˧˥˶˩ˢ ˶˷˞π  ˭˧˞ ˸˧ˮ˩ˣ˸˪ ˫˞arguments ,

 ˸˞ ˫ˠ ˫˧˶˷˞ˬ ˣˮ˥ˮ˞write˶˥˞˪ .  ,˫ˣ˧˯˪ˣ .(ˣ˸ˣ˞ ˫˧˪˧˰˲ˬ) ˣˮ˶˴˧˷ ˶˦˪˧˲ˢ ˸˞ ˫˧ˮ˰ˣ˦ ˣˮ˥ˮ˞ ˭˩ˬ

˪ ˫˧˯˧˲ˡˬ ˣˮ˥ˮ˞πSTDOUT  ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˢ˰ˡˣˢwrite  ˢˣˣˢˬˢ)wrapper ˪πwrite syscall.( 

:˪˲ˬ˵ˮ 

$ gcc  seccomp . c - lseccomp  - o seccomp  

 ˸˧ˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˮ ˶˷˞˩˧˪˟ :˪˟˵ˮ ,˫˧˦ˮˬˣˠ˶˞ 

$ ./ seccomp  

Hello  there !  

˞˩ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˮ ˶˷˫˰ :˪˟˵ˮ ,˫˧˦ˮˬˣˠ˶˞ 

$ ./ seccomp  ARG 

Bad system  call  ( core  dumped)  

 .ˡ˟˰ ˶˦˪˧˲ˢ˷ ˢ˞˶ˮ 
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˞ˣ˟ x ˸˶ˤ˰˟ ˢ˶˵ ˢˬ ˵ˣ˧ˡ˟ ˪˩˸˯ˮstrace π  ˧˶˥˞ ˸˟˵ˣ˰˷ ˢˡˣ˵˲syscalls ˸˧ˮ˩ˣ˸ ˪˷: 

$ strace  ./ seccomp  ARG 

...  

write ( 1,  "Hello  there ! \ n" ,  13)           = ? 

+++ killed  by  SIGSYS ( core  dumped)  +++ 

˟ ˷ˬ˸˷ˢ ˨˧˪ˢ˸ˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ-write syscall ˧ˡ˧ ˪˰ ˠ˶ˢˮ ˤ˞ˣ , ˪ˮˠ˧˯ˢSIGSYS.  ˣˮ˥ˮ˞˷˩ ˣ˧˷˩˰

 ˨˧˞ ˫˧ˮ˧˟ˬSeccomp ˟ ˢˤ˟ ˷ˬ˸˷ˮ ˞ˣ˟ ,ˡ˟ˣ˰-Docker˟ .-Docker  ˪˧˲ˣ˶˲ ˶˧ˡˠˢ˪ ˭˸˧ˮSeccomp - 

ˢ ˪˷ ˸ˣ˧˵ˣ˥ˢ ˸˞ ˶˧ˡˠˬ ˶˷˞-Syscalls ˮ˧˧˦ˮˣ˵˟ ˸˞ ˫˧˴˧˶ˬ ˶˷˞˩ ,˸˶˥˞ ˶ˡˠˣˢ ˞˪ ˫˞ .˶Docker  ˞ˣˢ

ˬ˸˷ˬ ˷˧˟˧˦˪ˣ˲˧ˡˢ ˪˧˲ˣ˶˲˟. 

ˢ ˸˞ ˶˷˲˞ˮˣ ,˧˦˪ˣ˲˧ˡˢ ˪˧˲ˣ˶˲ˢ ˸˞ ˢˮ˷ˮ ˣ˞ˣ˟-syscall  ˫ˡˣ˵ ˣˮ˷ˠ˲˷- unshare ˸˶˧˶˟ˬ ˫ˣ˯˥ ˶˷˞ ,

 .˪ˡ˥ˬ ˳˟ˣ˵˟ ˶ˣˬ˷ˮcustom.json:˳˟ˣ˵ˢ ˨ˣ˸ˬ ˧˦ˮˣˣ˪˶ˢ ˵˪˥ˢ . 

"syscalls" :  [  

     {  

         "names" :  [  

             "unshare" ,  

 ˢˡˣ˵˲ˢ ˸˞ ˫˧˴˧˶ˬ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ ˵ˣˡ˟ˮunshare  ˨ˣ˸˟Docker :˧˟˧˦˪ˣ˲˧ˡˢ ˪˧˲ˣ˶˲ˢ ˫˰ 

$ sudo  docker  run  bash  unshare  

unshare :  unshare ( 0x0 ):  Operati on not  permitted  

˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˞˪-syscall :ˣˮ˶˴˧˷ ˷ˡ˥ˢ ˪˧˲ˣ˶˲ˢ ˫˰ ˣ˧˷˩˰ˣ .˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ 

$ sudo  docker  run  -- security - opt  seccomp =./ custom.json  bash  unshare  

$ 

ˢ ˸˞ ˱˧˯ˣˢ˪ ˣˮ˥˪˴ˢ ,ˢ˞˧ˠ˷ ˭˧˞-syscall. 

 

Capabilities 

˩ ˳ˣ˶˪ ˪ˣ˩˧ ˢ˧ˢ ˯˵ˣˮ˧˪˟ ˨˧˪ˢ˸ ,˶˟˰˟-root ˰) ˫uid л˩ ˞˪ ˳ˣ˶˪ ˣ˞ ,(-root  ˫˰)uid ˬ ˢˮˣ˷-л ˨˧˪ˢ˸˪ .(

˩ ˳˶˷-root  ˡˣˠ˧ˮ˟ ,˸ˣˬ˧˧˵ˢ ˸ˣ˪˟ˠˢˢ ˟ˣ˶ ˸˞ ˱ˣ˵˰˪ ˪ˣ˩˧ ˢ˧ˢˣ ,ˢ˴˶˷ ˢ˪ˣ˰˲ ˪˩ ˰˴˟˪ ˸ˣ˞˷˶ˢ ˢ˧ˢ

˳˶˷ ˨˧˪ˢ˸˪ ˩ ˞˪πrootˬ ˫˧ˮˣ˷) ˫˧˪˧ˠ˶ ˫˧˷ˬ˸˷ˬ˪ ˶˷˲˞˪ ˧ˡ˩ .πroot ˫˧˷˶ˣˡ ˶˷˞ ˫˧˩˧˪ˢ˸ ˳˧˶ˢ˪ (

ˬ˸˷ˢ˪ ˭˸˧ˮ ,˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˷πsetuid bit ˢ .˧˶˞ˮ˧˟˟πattribute  ˫˰ ˳ˣ˶˪ ˨˧˪ˢ˸˪ ˶˷˲˞ˬ ˢˤˢ

 ˧˩˧˪ˢ˸ ,˸˞ˤ ˫˰ .ˣ˪ ˷˧˷ ˣ˪˞ˬ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˫˰ ˳ˣ˶˪ ˪ˣ˩˧ ˷ˬ˸˷ˬ ˨˩ ,˧˶˞ˮ˧˟ˢ ˶˴ˣ˧ ˪˷ ˸ˣ˞˷˶ˢ

setuid  ˢ˶˵ˬ˟˷ ˫ˣ˷ˬ ,˶˸ˣ˧ ˫˧ˮ˩ˣ˯ˬ ˫˧˶ˡˠˣˬ˧ˣˮx˪˴ x ˫ˢ˟ˠ˧˷ˢ˪ ˭˸˧ˮ ,˸ˣ˷˪ˣ˥ privilege escalation. 

ˣ˧˰˶ˢ ˰˴ˣˢ ˤ˞ ˪˷ ˭capabilities ˪˷ ˸ˣ˞˷˶ˢˢ ˪˩ ˸˞ ˫˧˵˶˲ˬ .root ˶˸ˣ˧ ˸ˣˮ˦˵ ˸ˣ˴ˣ˟˵˪  ,π  ˫˴˰˟ ˣ˪˞ˣ

capabilities ˪˩˪ .capability  ˪ˣ˩˧ ,˳ˣ˶˪ ˪˧˟˷˟ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˞˷˶ˢ ˨˧˶˴ ˶˷˞ ˨˧˪ˢ˸ .ˢˮˣ˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲

https://github.com/moby/moby/blob/master/profiles/seccomp/default.json
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˳˶ ˨˧˪ˢ˸ ˶˷˞˩ .ˣ˧˪˞ ˸ˣ˧˦ˮˣˣ˪˶ ˞˪ ˶˷˞ ˸ˣ˶˥˞ ˸ˣ˞˷˶ˢ ˪˟˵˪ ˨˧˶˴ ˞˪ ˞ˣˢ ,˭˸ˣ˞ ˵˶ ˪˟˵˪  ˫˰uid  ˪˷

л  ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟)rootˢ ˪˩ ˫˰ ˳˶ ˞ˣˢ ,(πcapabilities. 

 

ˢ ˢˬ ˵ˣˡ˟ˮ ˭˸˧ˮπcapabilities :˳˟ˣ˵ˢ ˸˶ˤ˰˟ ˫˧ˣ˯ˬ ˨˧˪ˢ˸ ˪˷ 

/ proc / pid / status  

 ˣˮ˥ˮ˞ ˶˷˞˩ ˵ˣˡ˟ˮ ˪˩ ˫ˡˣ˵non-root: 

$ grep  Cap / proc / $BASHPID/ status  

CapInh :     0000000000000000  

CapPrm:     000000000 0000000  

CapEff :     0000000000000000  

CapBnd:     0000003fffffffff  

CapAmb:     0000000000000000  

 ˣˮ˥ˮ˞ ˶˷˞˩ ˭˩ˬ ˶˥˞˪ˣroot: 

$ sudo  su  

# grep Cap /proc/$BASHPID/status  

CapInh :     0000000000000000  

CapPrm:     0000003fffffffff  

CapEff :     0000003fffffffff  

CapBnd:     0000003fffffffff  

CapAmb:     0000000000000000  

 ˢˡˣ˵˲˟ ˷ˬ˸˷ˮcapsh :˫˧˶ˬˣ˞ ˣ˪˞ˢ ˫˧˶˲˯ˬˢ ˢˬ ˭˧˟ˢ˪ ˧ˡ˩ 

$ capsh  -- decode =0000003fffffffff  

0x0000003fffffffff =cap_chown , cap_dac_override , cap_dac_read_search , cap_fo

wner , cap_fsetid , cap_kill , cap_setgid , cap_setuid , cap_ setpcap , cap_linux_imm

utable , cap_net_bind_service , cap_net_broadcast , cap_net_admin , cap_net_raw ,

cap_ipc_lock , cap_ipc_owner , cap_sys_module , cap_sys_rawio , cap_sys_chroot , c

ap_sys_ptrace , cap_sys_pacct , cap_sys_admin , cap_sys_boot , cap_sys_nice , cap_

sys_resource , cap_sy s_time , cap_sys_tty_config , cap_mknod , cap_lease , cap_aud

it_write , cap_audit_control , cap_setfcap , cap_mac_override , cap_mac_admin , ca

p_syslog , cap_wake_alarm , cap_block_suspend , cap_audit_read   

 
ˢ ˪˩ ˣ˪˞πcapabilities˟˷ ˞ˣˢ ˪ˡ˟ˢˢ .πroot sπcapabilities ˟ ˫˧˰˧˲ˣˬπCapPrm ˸ˣ˰ˬ˷ˬˢ ˶˷˞ ,

Permitted Capabilities˟ ˫ˠˣ ,πCapEff ˸ˣ˰ˬ˷ˬˢ ˶˷˞ ,Effective Capabilities ˣ˪˞˷ ˸˶ˬˣ˞ ˸˞ˤ .

capabilities ˪ ,˫ˡˣ˵ ˣˮ˶ˬ˞˷ ˢˬ ˫˰ ˶ˡ˸˯ˬ ˢˤ .˷ˣˬ˧˷˟ ˫ˢˣ ˷ˣˬ˧˷˪ ˫˧˶˸ˣˬ˷πroot  ˸˞ ˷˧ˢ ˪˩π

capabilities. 
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,˸˰˩ ˪ ˧˦˵˶˲ ˷ˣˬ˧˷ ˢ˞˶ˮ ˣ˞ˣ˟πcapabilities ˦˶ˣ˲˟ ˭˧ˤ˞ˬ˷ ˦ˣ˷˲ ˸˶˷ ˧˸˟˸˩ ˢˬˠˡˢˢ ˭˰ˬ˪ .ул: 

package  main  

 

import  (  

    " fmt "  

    " log "  

    " net / http "  

)  

 

func  handler ( w http . ResponseWriter ,  r  * http . Request )  {  

    fmt . Fprintf ( w,  "Hello  there  from  port  80\ n" )  

}  

 

func  main ()  {  

    http . HandleFunc ( "/" ,  handler )  

    err  :=  http . ListenAndServe ( ":80 " ,  nil )  

    if  err  !=  nil  {  

     log . Fatal ( err )  

    }  

}  

:˸˶˷ˢ ˸˞ ˳˧˶ˢ˪ ˢ˯ˮˮ ˶˷˞˩ 

$ ./ server  

listen  tcp  : 80:  bind :  permission  denied  

 ˭˧ˤ˞ˢ˪ ˢ˞˷˶ˢ ˣˮ˪ ˭˧˞ ˦˶ˣ˲˟улˢ ˷ˣ˶ˡ˷ ˞˧ˢ ˢ˟˧˯ˢ .πcapability ˫˷˟  CAP_NET_BIND_SERVICE 

ˬ ˨ˣˬˮ ˦˶ˣ˲˟ ˭˧ˤ˞ˢ˪ ˪˧˟˷˟πмлнпˢ ˸˞ ˳˟ˣ˵˪ ˭˸˧ˮ ˣ˞ˣ˟ ˤ˞ .πcapability: 

$ sudo  setcap  cap_net_bind_service +ep server  

ˢ ˸˞ ˪˟˧˵ ˞ˣˢ ˭˩˞˷ ˵ˣˡ˟ˮπcapability: 

$ getcap  server  

server  = cap_net_bind_ser vice +ep 

:˸˶˷ˢ ˸˞ ˳˧˶ˮ ˣ˞ˣ˟ ˣ˧˷˩˰ˣ 

$ ./ server  

:˶˥˞ ˨˧˪ˢ˸ˬ 

$ curl  localhost : 80 

Hello  there  from  port  80 

ˢ ˸˞ ˸˶˷˪ ˣˮ˲˯ˣˢ !ˢ˥˪˴ˢ-capability  ˫˰ ˸˶˷ˢ ˸˞ ˳˧˶ˢ˪ ˶˷˞ˬ ˥ˣ˦˟ ˶˸ˣ˧ ˢˤ .ˡˡˣ˟ˢroot. 

˟ ˷ˣˬ˧˷ ˫˧ˠˡˮ ˣ˞ˣ˟πDocker ˪πCapabilitiesˢ ˢˬ ˵ˣˡ˟ˮ ˪˩ ˫ˡˣ˵ ˣ˞ˣ˟ .πcapabilities :˫˧˧˟˧˦˪ˣ˲˧ˡˢ 

$ sudo  docker  run  bash  

bash - 5. 0# grep Cap /proc/$$/status  

CapInh :     00000000a80425fb  

CapPrm:     00000000a80425fb  

CapEff :     00000000a80425fb  

CapBnd:     00000000a80425fb  

CapAmb:     0000000000000000  
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 ˸˶ˤ˰˟ ˸ˣ˰ˬ˷ˬˢ ˸˞ ˵ˣˡ˟ˮcapsh: 

$ ca psh  -- decode =00000000a80425fb  

0x00000000a80425fb =cap _chown, cap _dac _override , cap _fowner , cap _fsetid , cap _

kill , cap _setgid , cap _setuid , cap _setpcap , cap _net _bind _service , cap _net _raw ,

cap _sys _chroot , cap _mknod, cap _audit _write , cap _setfcap  

ˡ˧˶ˣˮ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ ˫˧ˠˡˮ ˣ˞ˣ˟ ˢ ˸˞πcapability  ˫˷˟CAP_SYS_CHROOT: 

$ sudo  docker  run  -- cap - drop  sys _chroot  bash  

bash - 5. 0# chroot /  

chroot :  can't change root directory to ' . ': Operation not permitted  

 ˰ˣ˴˧˟˪ ˸ˣ˶˷˲˞ˢ ˸˞ ˣˮ˞˴ˣˢ ,ˢ˪˷˩ˮ ˢˡˣ˵˲ˢchroot .˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸˟ 

 

Mandatory Access Control 

 ˪˰ ˦˶˲˞˷ ˧ˮ˲˪MACˢ ˸˞ ˶˧˩ˢ˪ ˨˶˦˴ˮ ,πframework  ˫˷˟Linux Security Modelsˢ .πframework 

˟ ˧˶˵˧˰ˢ ˷ˣˬ˧˷ˢ .ˣ˪˷ ˢ˥˦˟˞˟ ˸ˣ˰ˠˣˮ ˶˷˞ ˸ˣ˟˥˶ˢ˟ ˪ˮ˶˵ˢ ˪˷ ˢ˩˧ˬ˸ ˶˷˲˞ˬπLSM  ˪˷ ˞ˣˢMAC ,

 ˸˦˧˷ ˞˪˪ .˸˩˶˰ˬ˟ ˫˧ˬ˴˰ ˧˟ˠ˪ ˢ˥˦˟˞ ˸ˣ˧ˮ˧ˡˬ ˫˧˵˲˯ˬˣ ,ˢˮˠˢ ˸˟˩˷ ˫˧ˣˣˢˬ ˶˷˞MAC  ,˪ˮ˶˵˟

˧˷ˢ ˞˧ˢ ˸˧˦˪ˣ˲˧ˡˢ ˢ˦capabilities. 

 ˫˴˰˟ ˨˧˞ ˤ˞MAC  ?ˡ˟ˣ˰MAC  ˫˴˰ˢ .˸ˬˣ˧ˣ˯ˬ ˸ˣ˧ˮ˧ˡˬ ,ˢ˥˦˟˞ ˸ˬ˶ ˸˩˶˰ˬ˟ ˫˴˰ ˪˩ ˶ˣ˟˰ ˶˧ˡˠˬ

 ˵˶ ,ˣ˪˷ ˸ˣ˧ˮ˧ˡˬˢˬ ˠˣ˶˥˪ ˪ˣ˩˧ ˞˪administrator .ˢ˥˦˟˞ˢ ˸ˣˬ˶ ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧ 

 ˸˞ ˶ˣ˵˯ˮ ˢˤ ˶ˬ˞ˬ˟AppArmorˢ ˸˦˧˷ ,πMAC .˫˧˶ˮ˧˧˦ˮˣ˵ ˟˶˵˟ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ ˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˞ ˫˞π

SELinux ˸˞ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ˫˸˞ ,˶ˬ˞ˬˢ .˶˵ˮ˞˧˪ˬ ˧ˡ˰ ˸˞ˬ 

π˟AppArmor ˢˬ ˵˶ ˰˴˟˪ ˧˞˷˶ ˨˧˪ˢ˸ .˫˧ˮˣ˷ ˫˧˵ˣ˥ ˣ˟ ˶˷˞ ,˪˧˲ˣ˶˲ ˨˧˪ˢ˸ ˶ˣ˟˰ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,

˶˧˸ˬ ˫˧˵ˣ˥ˢ˷ˢ ˭ˣ˶˵˧˰ .ˣ˪ ˫˧πblocklist  ˪˰ˣ˲ ˢ˧˲˪ ˢ˦˧˷ˢ ˞ˣˢAppArmor .˫ˣ˯˥ ˪˩ˢ ,˵˧˶ ˪˧˲ˣ˶˲˟ .

 ˪˧˲ˣ˶˲ ˟ˣ˸˩˪ ˭˸˧ˮ ,˸˞ˤ ˫˰ .˸ˣˬ˧ˣ˯ˬ ˸ˣ˪ˣ˰˲ ˫˧˶˷˞ˬ ˶˷˞ ˫˧˵ˣ˥ ˱˧˯ˣˢ˪ ˭˸˧ˮ ˭˩ˬ ˶˥˞˪AppArmor 

 ˸˶ˣ˴˟allowlist˟ ˠˣˢˮ ˨˩ˣ ,πDocker ˫˧˩˪ˣˢ ˫˧˴˟˵ ˣ˪˧˞ ˸ˣ˲˴˪ ˭˸˧ˮ ˞˪ ,˪˷ˬ˪ ,˸ˣ˟˧˯ ˨˩˪ ˷˧ . ˶˴ˣˣ˧ˢ˪

 ˭˧˩ˢ˪ ˷˞˶ˬ ˶˷˲˞ ˧˞ ˭˩˪ ,˶ˮ˧˧˦ˮˣ˵ ˨ˣ˸˟allowlist .˫˧˴˟˵ˢ ˫˸ˣ˞˪ 

 ˪˷ ˸ˣ˟˧˷˥˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪AppArmor ˢ ˪˰ ˪˩˸˯ˮ ,ˣ˟ ˷ˣˬ˧˷˪ ˸ˣˬˠˣˡˣπsyntax  ˪˷AppArmor Profiles  .

πssyntax  ˢˬ˩ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ ,˸ˣ˞˷˶ˢ ˭˩ˬ ˶˥˞˪ˣ ,˟˧˸ˮ ˫˧˟˸ˣ˩ ,˳˟ˣ˵ ˶ˣ˟˰ ˪˷ˬ˪ ,˧˟˧˦˧˞ˣ˦ˮ˧˞ ˧ˡ

ˣˬˠˣˡ:˸ 

/ etc / shadow  r ,  

 ˣˮ˶ˡˠˢ ,ˢˤ ˵ˣ˥˟read permission  ˳˟ˣ˵˪/etc/shadow. 

/ dev / tty *  rw ,  

 ˣˮ˶ˡˠˢ ,ˢˤ ˵ˣ˥˟read permission  ˫ˠˣwrite permission ˸˧ˮ˟˸˪ ˫˧˞˸ˬ ˶˷˞ ˳˟ˣ˵ ˪˩˪. 

https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-2-SELinux.pdf
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/ dev / tty [ ˪˩ ˶˟ˡ ]  

ˢ ˪˧˟˷˟πsyntax ˪ ˸˷ˠ˪ ˭˸˧ˮ ˞˪ˬˢ˶ˣ˷˧˵. 

 ˪˷ ˸ˣ˟˧˷˥ˢ ˢˬAppArmor ˟πDocker˟ ˣˬ˩ ,˟ˣ˷ ?πSeccomp ˣ˞ ,˥˶˞ˬˢ ˟˷˥ˬ˪ ˢ˷˧ˠ ˰ˣˮˬ˪ ˭˸˧ˮ ,

 ˪˰ ˪˩˸˯ˮ ˫˞ .˸ˣˮ˩ˣ˯ˬ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟˸˧ˮ˟˸ˢ ˸˧˦˪ˣ˲˧ˡˢ  ˪˷AppArmor ˫˧˵ˣ˥ ˢˬ˩ ˞ˣ˴ˬ˪ ˪˩ˣˮ ,

:˪˷ˬ˪ .ˢ˥˦˟˞˪ ˫˧˟ˣ˷˥ˢ 

deny  @{PROC}/ kc ore  rwklx ,  

) ˞ˣ˶˵˪ ˭˸˧ˮ ˞˪ ,ˢˤ ˵ˣ˥ ˧˲˪r) ˟ˣ˸˩˪ ,(w) ˪ˣ˰ˮ˪ ,(k) ˵ˮ˧˪ ˶ˣ˴˧˪ ,(k) ˳˧˶ˢ˪ ˣ˞ ,(x˳˟ˣ˵ˢ ˸˞ (: 

/ proc / kcore  

 ˵˲˯ˬ ˢˤ ˳˟ˣ˵dump  ˷˧ˠˮ ˸ˣ˧ˢ˪ ˨˧˶˴ ˞˪ ˢˤ ˰ˡ˧ˬ .ˣ˧˪˰ ˸ˣ˪˟ˠˢˢ ˭˩˪ ,˸˩˶˰ˬ˟ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪˷

.˶ˮ˧˧˦ˮˣ˵ ˨ˣ˟˷ ˨˧˪ˢ˸˪ 

˧˶˲˯˟ ˷ˬ˸˷ˮ ,ˢ˟ˣ˶˵ˢ ˢˬˠˡˢˢ ˭˰ˬ˪ ˢ˧apparmor ˶ˣ˟˰ ˫˧ˣ˯ˬ ˪˧˲ˣ˶˲ ˶ˣ˴˧ˮ ˣ˞ˣ˟ .bash ˪˩ˢ ˶˧˸ˮ ˣ˟ ,

:˫˧ˣ˯ˬ ˳˟ˣ˵ ˪˷ ˢ˞˧˶˵ˬ ˳ˣ˥ 

$ cat  bash . prof  

#include  <tunables / global > 

 

"/ usr / bin / bash "  {  

  # Allow  all  rules  

  capability ,  

  network ,  

  mount ,  

  remount ,  

  umount ,  

  pivot _root ,  

  ptrace ,  

  signal ,  

  dbus ,  

  unix ,  

  file ,  

  

  # deny  reading  / etc / hostname  

  deny  / etc / hostname  r ,  

}  

:˪˧˲ˣ˶˲ˢ ˸˞ ˭˰˦ˮ ˸˰˩ 

$ sudo  apparmor _parser  - r  bash . prof  

:˭˰˦ˮ ˭˩˞ ˞ˣˢ˷ ˵ˣˡ˟ˮˣ 

$ sudo  apparmor _status  |  grep  bash  

   / usr / bin / bash  

   / usr / bin / bash  ( 710 )  

   ...  

http://manpages.ubuntu.com/manpages/xenial/man5/apparmor.d.5.html
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
https://github.com/moby/moby/blob/master/profiles/apparmor/template.go
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˪˷ ˦˪˲ˢ ˧˲˪ apparmor_status/ ˳˟ˣ˵ˢ ˶ˣ˟˰ ˭˰˦ˮ ˪˧˲ˣ˶˲ ˷˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,usr/bin/bash ˫ˠˣ ,

 ˫˰ ˨˧˪ˢ˸ˢ ˶ˣ˟˰ ˭ˣ˰˦ ˪˧˲ˣ˶˲ˢpid  ˪˷тмл ˪˧˲ˣ˶˲˟ ˣˮˬ˯˥ ˶˷˞ ˳˟ˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˢ˯ˮˮ ˣ˞ˣ˟ ˣ˧˷˩˰ .

 ˨˧˪ˢ˸ ˨ˣ˸ˬbash :˷ˡ˥ 

$ cat  / etc / hostname  

cat :  / etc / hostname :  Permission  denied  

˞ˣ˶˵˪ ˭˸˧ˮ ˞˪  ˫˰ ˢ˯ˮˮ ˧˪ˣ˞ !˳˟ˣ˵ˢ ˸˞root? 

$ sudo  su  

# cat /etc/hostname  

cat :  / etc / hostname :  Permission  denied  

!ˡ˟ˣ˰ ˣˮ˪˷ ˪˧˲ˣ˶˲ˢ ,˳˟ˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ ˞˪ ˭˧˧ˡ˰ 

:˪˧˲ˣ˶˲ˢ ˸˶˯ˢ˪ 

$ sudo  apparmor _parser  - R bash . prof  

˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ ˣ˞ˣ˟ ˣ˧˷˩˰πAppArmor ˟πDockerˣ˞ˣ˟ .  ˸˞ ˳˧˶ˮDocker  ˪˧˲ˣ˶˲ˢ ˫˰

 ˣˮ˶ˡˠˢ ˫ˡˣ˵ˬ .˫˷ ˧˲˪ ˪˧˲ˣ˶˲ˢ ˸˞ ˶˧ˡˠˮ :ˡ˥˞ ˧ˣˮ˧˷ ˢ˷˰ˮ ˵˶ ,˫ˡˣ˵ˢ ˪˧˲ˣ˶˲˟ ˷ˬ˸˷ˮ .ˣ˶ˣ˟˰ ˶ˣ˴˧ˮ˷

˳˟ˣ˵ ˪˷ ˟˧˸ˮ ˧˲˪: 

profile  custom - prof  {  

...  

 ˸˶ˤ˰˟ ˪˧˲ˣ˶˲ˢ ˸˞ ˭˰˦ˮapparmor_parser:ˢˤ ˪˧˲ˣ˶˲ ˫˰ ˶ˮ˧˧˦ˮˣ˵ ˳˧˶ˮ ˭˩ˬ ˶˥˞˪ˣ , 

$ sudo  docker  ru n -- security - opt  apparmor =custom - prof  bash  

:˪˧˲ˣ˶˲˟ ˫˯˥ˮ˷ ˳˟ˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˢ˯ˮˮ 

bash - 5. 0# cat /etc/hostname  

cat :  can't open '/etc/hostname': Permission denied  

.˳˟ˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ ˞˪ 
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UnionFS 

UnionFS ˶˧˴˧ ˭˰ˬ˪ ,˸˥˞ ˢ˧˧˵˧˸ ˨ˣ˸˪ ˫˧˴˟˵ ˸ˣ˩˶˰ˬ ˶˲˯ˬ ˪˷ ˡˣ˥˧˞ ˞ˣˢ ˸˧˪˞ˣ˦˶˧ˣ ˫˧˴˟˵ ˸˩˶˰ˬ ˸

) ˢ˟˴ˢ ˸ˣ˩ˤ˟ ˸˶˷˲˞˸ˬ ˣˤ ˢ˪ˣ˰˲ .ˢ˷ˡ˥Mount ˢ˧˧˵˧˸ ˨ˣ˸˪ ˸ˣ˧˵˧˸ ˶˲˯ˬ ˸˟˴ˢ ˪˷ ˣˤ ˢ˪ˣ˰˲ .(

 ˸˞˶˵ˮ ˸˥˞Union Mount. 

 ˪˷ ˟ˣ˷˥ ˭ˣ˶˵˧˰UnionFS  ˞ˣˢcopy-on-write ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˷ ˫˧˩˧˪ˢ˸ ˶˲˯ˬ ,ˢˤ ˭ˣ˶˵˧˰ ˧˲˪ .

˞ ˪˲˩˷˪ ˫ˣ˵ˬ˟ ,˟˞˷ˬ ˪˷ ˫˧ˢˤ ˫˧˵˸ˣ˰˟˷ˡ˥ˢ ˟˞˷ˬˢ ˸˞ ˸ˣˮ˷˪ ˫˧˴ˣ˶ ˶˷˞˩ ,˸˞ˤ ˫˰ .ˣ˸ˣ 

 ,˫˷ˢ ˰˧ˠˬ ˭˞˩ˬ .ˣ˪˷ ˵˸ˣ˰ ˶ˣ˴˧˪ ˨˧˶˴ ,(˟ˣ˸˩˪)copy-on-write. 

˪ ˯˥˧˧˸ˮ ˢˤ ˶ˬ˞ˬ˟πoverlay2 ˪˷ ˫˧ˣ˯ˬ ˠˣ˯ ,storage driver  ˷ˬˬˬ ˶˷˞UnionFS ˳˪ˬˣˬ ˫ˠ ˞ˣˢ .

 ˧˲˪ ˷ˣˬ˧˷˪Docker˪ .πoverlay2  ˷˧п :˸ˣ˟˩˷ ˧ˠˣ˯ 

¶ LowerDir/Base π ˪˞˩ ˸ˣ˟˴ˣˬ ˭ˢ˷ ˸ˣ˟˩˷ ˣπRead Onlyˢ ˪˷ ˯˧˯˟ˢ ˸˟˩˷ ˸ˣˣˢˬ .πfile system 

 .˶˴ˣˮ˷ 

¶ UpperDir/Diff π ˟ ˧ˣˮ˧˷ ˷˧ ˶˷˞˩ .ˣ˶˴ˣˮ˷ ˫˧˧ˣˮ˧˷ˢ ˪˩ ˸˞ ˸˶ˬˣ˷ ˶˷˞ ˢ˟˩˷πLowerDir  ˞ˣˢ˷)

Read Only) ˵˸ˣ˰ ˶˴ˣˮ ,(copy-on-write.ˣˤ ˢ˟˩˷˟ ˶ˬ˷ˮ˷ ( 

¶ WorkDir π  ˧ˡ˧ ˪˰ ˧ˬ˧ˮ˲ ˷ˣˬ˧˷˪overlay2˰ˣˮ ,) ˭˧˩ˢ˪ ˧ˡ˩ ˡprepare ˭˧˟ ˫˧˲˪˥ˣˬ ˫ˢ ˶˷˞˩ ˫˧˴˟˵ (

.˸ˣ˟˩˷ˢ 

¶ Merged/Overlay π ˩ ˸˟˴ˣˬ .˸ˣ˟˩˷ˢ ˪˩ ˸ˣ˟˴ˣˬ ˢ˟ ˢ˟˩˷ˢπread write. 

:˸ˣ˧˵˧˸ˢ ˸˞ ˶ˣ˴˧ˮ 

$ mkdir  lower1  lower2  upper  work  merged  

˟ ˫˸ˣ˞ ˫˧˷ˮˣ ˫˧˴˟˵ ˶ˣ˴˧ˮπLowerDirs: 

$ echo  "I'm in lower1"  > lower1 / file1  

$ ec ho "I'm in lower2"  > lower2 / file2  

 ˰˴˟ˮ ˸˰˩Union Mount: 

$ sudo  mount  - t  overlay  overlay  - o 

lowerdir =lower1 /: lower2 /, upperdir =upper , workdir =work /  merged /  

 ˪ˠˡˢ ˸˶ˤ˰˟ ˣˮ˶ˡˠˢt ) ˠˣ˯ˢ ˸˞typeˢ ˪˷ (πmount ˪ˠˡˢ ˸˶ˤ˰˟ .o ) ˸ˣ˧˴˲ˣ˞ˢ ˸˞optionsˢ ˪˷ (π

mount˸˩ ˱ˣ˯˟˪ˣ . ˢ˧˧˵˧˸ˢ ˸˞ ˣˮ˟mergedˢ ˪˷ ˡ˰˧ˢ ˸˧˧˵˧˸ ,πmount. 
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:˸ˣ˧˵˧˸ˢ ˭˩ˣ˸ ˸˞ ˵ˣˡ˟ˮ ˞ˣ˟ 

$ sudo  tree  

.  

ƊƄƄ lower1  

ƅ   ƈƄƄ file1  

ƊƄƄ lower2  

ƅ   ƈƄƄ file2  

ƊƄƄ merged  

ƅ   ƊƄƄ file1  

ƅ   ƈƄƄ file2  

ƊƄƄ upper  

ƈƄƄ work  

    ƊƄƄ index  

    ƈƄƄ work  

˟ˣ˷ ˪˩˸˯ˮˣ ,˷ˡ˥ ˳˟ˣ˵ ˶ˣ˴˧ˮ ˣ˞ˣ˟ :˸ˣ˧˵˧˸ˢ ˪˰ 

$ echo  "I was created in the merged dir"  > merged / file3  

$ sudo  tree  

.  

ƊƄƄ lower1  

ƅ   ƈƄƄ file1  

ƊƄƄ lower2  

ƅ   ƈƄƄ file2  

ƊƄƄ merged  

ƅ   ƊƄƄ file1  

ƅ   ƊƄƄ file2  

ƅ   ƈƄƄ file3  

ƊƄƄ upper  

ƅ   ƈƄƄ file3  

...  

˟ ˵˸ˣ˰ ˶˴ˣˮ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮπUpper Directory, .˫˧˧ˣˮ˧˷ˢ ˸˟˩˷  ˢ˟˩˷ˢˬ ˳˟ˣ˵ ˪˷ ˭˩ˣ˸ ˢˮ˷ˮ ˣ˞ˣ˟ ˸˰˩

:ˢˮˣ˸˥˸ˢ 

$ echo  "I was changed in the merged dir"  > merged / file1  

$ sudo  tree  

.  

ƊƄƄ lower1  

ƅ   ƈƄƄ file1  

ƊƄƄ lower2  

ƅ   ƈƄƄ file2  

ƊƄƄ merged  

ƅ   ƊƄƄ file1  

ƅ   ƊƄƄ file2  

ƅ   ƈƄƄ file3  

ƊƄƄ upper  

ƅ   ƊƄƄ file1  

ƅ   ƈƄƄ file3  

...  

˟ ˵˸ˣ˰ ˶˴ˣˮ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮπUpper Directory˟ ˧˶ˣ˵ˬˢ ˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˨˞ .πLower Directory :˶ˬ˷ˮ 

$ cat  lower1/file1  

I 'm in lower1  

$ cat upper/file1  

I was changed in the merged dir  
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 ˰˴˟ˮ ,˫ˣ˧˯˪unmount: 

$ sudo  umount  merged  

˸ˣ˟˩˷ˢ ˡ˴˧˩ ˢ˞˶ˮ ˣ˞ˣ˟ ˶ˮ˧˧˦ˮˣ˵ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ˸ˣ˞˶ˮ ˟-Docker:ˢ˷ˡ˥ ˢ˧˧˵˧˸ ˣˮ˪ ˢ˶˴ˣˮ . 

$ sudo  ls  

/ var / lib / docker / overlay2 / a56f10630dac0486ea26387afc091194da5d6342aa597b1

57eb31ce1d98cfba8  

diff   merged   work   link   lower  

.ˣˮ˶˟˧ˡ ˭ˢ˧˪˰ ˸ˣ˟˩˷ˢ ˪˩ ˸˞ ˣˤ ˢ˧˧˵˧˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ 
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˫ˣ˩˧˯ 

 ˪˷ ˫˧˟˧˩˶ˬˢ ˧˸˶˵˧˯ ˢˤ ˶ˬ˞ˬ˟Docker, ˷ˣˬ˧˷ ˨ˣ˸ ˪˰ˣ˲ ˫ˢˬ ˡ˥˞ ˪˩ ˡ˴˧˩ ˵ˬˣ˰˪ ˧˸˶˟˯ˢˣ 

.˸ˣˬˠˣˡ˟ 

:˫˪ˣ˩ ˸˞ ˢ˶˴˵˟ ˫˩˯˞ ,˫˧˟˧˩˶ˬ ˢ˟˶ˢ ˪˪˩ ˶ˬ˞ˬˢ 

¶ Chroot - ˯˧˯˟ ˸˧˧˵˧˸ ˧ˣˮ˧˷ 

¶ Namespaces - ˢ˟˧˟˯ ˸ˮ˧˥˟ˬ ˸˩˶˰ˬˢ ˪˷ ˫˧˟˞˷ˬˢ ˸ˡ˶˲ˢ 

¶ Cgroups - ˶˰ˬ ˧˟˞˷ˬ˟ ˫˧˩˧˪ˢ˸ ˪˷ ˷ˣˬ˧˷ˢ ˸˪˟ˠˢ˸˩ 

¶ Seccomp -  ˸˪˟ˠˢsyscalls 

¶ Capabilities - ˸ˣ˞˷˶ˢ ˪ˣ˴˧˲ 

¶ MAC - ˸˩˶˰ˬ˟ ˫˧ˬ˴˰ ˶ˣ˟˰ ˸ˣ˧ˮ˧ˡˬ 

¶ UnionFS - ˸˥˞ ˢ˧˧˵˧˸˪ ˫˧˴˟˵ ˸ˣ˩˶˰ˬ ˶˲˯ˬ ˪˷ ˢ˟˴ˢ 

˟ ˷ˬ˸˷ˢ˪ ˣ˪˩ˣ˸ ,ˣ˧˷˩˰ ˫˩˧ˡ˧˟˷ ˰ˡ˧ˢ ˫˰ ?˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˫˸˞˷ ˞˟ˢ ˶˟ˡˢ ˢˬ-Docker ˶˸ˣ˧ ˢ˶ˣ˴˟ 

ˣ˪˵ ˶˸˧˟ ˸ˣ˧˰˟ ˫˰ ˡˡˣˬ˸ˢ˪ˣ ,ˢ˪˧˰˧ ˥˸˲˪ ˣ˪˩ˣ˸˷ ˭˧ˬ˞ˬ ˧ˮ˞ ,ˣ˪˧˲˞ ˣ˴˶˸ ˫˞ .˸Docker !˫˩˪˷ˬ 

 

 

˶˟˥ˬˢ ˪˰ 

 ˭˟ ,˶˴ˣ˟ ˸˧ˬ˰му  ˶˸ˣ˲ ˧˷˲ˣ˥ˢ ˧ˮˬˤ˟ .˫˧ˬ˧˷ˠˬ ˸˧ˮ˩ˣ˸ ˶ˠˣ˟ .˟"˷˪ˬCTFs ,˫˧ˮˣ˷ ˫˧˦˵˧ˣ˶˲ ˥˸˲ˬ ,

 ˟ˣ˧˦ˣ˧ˢ ˳ˣ˶˰ ˸˞ ˪ˢˮˬˣBigBoost. 

¶ :˪˧˧ˬ˧˞ com.gmail@2002.botzer 

¶  :˟˞ˢ˦˧ˠBigB00st/com.github://https 

 ˷ˣˬ˧ˬ ˨ˣ˸ ˢˤ ˞˷ˣˮ ˪˰ ˧˸ˡˬ˪Docker ˟ ˯˲˞ˬπGo: 

https://gitlab.com/amit-yuval/locker 

  

https://github.com/BigB00st
https://gitlab.com/amit-yuval/locker
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˸ˣ˶ˣ˵ˬ ˸ˬ˧˷˶ 

¶ https://docs.docker.com/get-started/overview/ 

¶ https://ericchiang.github.io/post/containers-from-scratch/ 

¶ https://blog.selectel.com/containers-security-seccomp/ 

¶ https://www.nccgroup.com/globalassets/our-

research/us/whitepapers/2016/june/container_whitepaper.pdf 

¶ https://blog.container-solutions.com/linux-capabilities-in-practice 

¶ https://linux-audit.com/linux-capabilities-101/ 

¶ https://www.terriblecode.com/blog/how-docker-images-work-union-file-systems-for-

dummies/ 

 

  

https://docs.docker.com/get-started/overview/
https://ericchiang.github.io/post/containers-from-scratch/
https://blog.selectel.com/containers-security-seccomp/
https://www.nccgroup.com/globalassets/our-research/us/whitepapers/2016/june/container_whitepaper.pdf
https://www.nccgroup.com/globalassets/our-research/us/whitepapers/2016/june/container_whitepaper.pdf
https://blog.container-solutions.com/linux-capabilities-in-practice
https://linux-audit.com/linux-capabilities-101/
https://www.terriblecode.com/blog/how-docker-images-work-union-file-systems-for-dummies/
https://www.terriblecode.com/blog/how-docker-images-work-union-file-systems-for-dummies/
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Windows Architecture 

˸˞ˬ ˢ˧ˡ˟ˣ˰ ˫ˣ˦ 

 

ˢˬˡ˵ˢ 

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows  ˸ˮ˷˟ ˣˮ˧˧˥˪ ˢ˯ˮ˩ˮмфур  ˢˬ ˪˟˞.˸˧˟˟ ˣˮ˸˧˞ˬ ˡ˥˞ˣ ˡ˥˞ ˪˩ ˪˴˞ ˸˞˴ˬˮˣ

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˶ˣ˦˵˦˧˩˶˞ ˸˞ ˶ˣ˵˯˞ ˢˤ ˶ˬ˞ˬ˟ ?ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˸ˬ˞˟

Windows˥˞ ˪˩ ˢˬ ˪˰ ,˪˰ˣ˲ ˫ˢˬ ˡ˥˞ ˪˩ ˡ˴˧˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˩˧˪ˢ˸ ˪˰ ˦˶˲˞ , ,˧˞˶˥˞ ˫ˢˬ ˡ

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˵˪˥ˣ ˵˪˥ ˪˩ ˪˰˷ ˷˧ˠˡˢ˪ ˟ˣ˷˥ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˸ˣ˞ ˸ˬ˞˪ˣ ˸ˣˢˤ˪ ˭˸˧ˮ ˡ˴˧˩ˣ

 ˨˞ ˫˧˟ˣ˷˥ˣ ˫˧˧˶˵˧˰ ˶˸ˣ˧˪ ˫˧˟˷˥ˮˢ ˫˧˵˪˥˟ ˧˸˵ˬ˰˸ˢ ˢˤ ˶ˬ˞ˬ˟ ,˫˪˷ ˶ˬ˞ˬ ˟ˣ˸˩˪ˣ ˵˧ˬ˰ˢ˪ ˭˸˧ˮ

.˶ˬ˞ˬˢ ˸˞˧˶˵ ˶˥˞˪ ˫˩˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˵˪˥ˢ ˪˰ ˟˧˥˶ˢ˪ ˳˪ˬˣˬˣ ˭˸˧ˮ˷ ˭˟ˣˬ˩ 

 

˞?ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˪˩˟ ˧ˢˬ ˤ 

 ˸˞ ˸˵˲˯ˬ ˫˴˰˟ˣ ,˟˷˥ˬ˟ ˢˮ˩ˣ˸ˢˣ ˢ˶ˬˣ˥ˢ ˧˟˞˷ˬ ˸˞ ˸˪ˢˮˬˢ ˢˮ˩ˣ˸ ˞˧ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

 ˟˩˶ˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ,˟˩˶˟ ˢˠˢˢ ˪˞ ˢ˸ˣ˞ ˪˧˟˵ˢ˪ ˭˸˧ˮ .˟˷˥ˬˢ ˧˟˧˩˶ ˪˩ ˪˞ ˷ˬ˸˷ˬˢ ˭˧˟ ˵˷ˬˬˢ

 ˫˧˶˟ˡ ˭ˣˬˢˬ ˟˩˶ˣˬπ ˣˮ˥ˮ˞ ˫˧ˠˢˮ˩ ˱ˣ˯˟ ˪˟˞ ...ˡˣ˰ˣ ˢˮ˩ˣ˟ ,˶ˣ˦˶ˮˠ ,˫˧˪ˠ˪ˠ  ˢˠˢ˟ ˫˧˷ˬ˸˷ˬ ˵˶

.ˣˮ˪˧˟˷˟ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˡ˟ˣ˰ ˪˩ˢˣ ˢ˦ˣ˷˲ ˢ˶ˣ˴˟ 

 

,ˣˮ˪ ˦˷ˣ˲ˬ ˪˩ˢ ˫˞ ?ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˢˮ˟ˬ˟ ˵˧ˬ˰ˢ˪ ˢ˴˶ˮ˷ ˢˬ˪ 

 ˸˩˶˰ˬ ˸˟˧˪˟ ˸˵˯˰˸ˬ˷ ˢˮ˩ˣ˸ ˥˸˲˪ ˣˮˮˣ˴˶˟ ˫˞ ˭˧˟ ,˫˧˟˶ ˫˧˶˵ˬ˟ ˣˮ˪ ˰˧˧˯˪ ˪ˣ˩˧ ˢˤ ˵ˣˬ˰ ˰ˡ˧

˸˩˶˰ˬ ˫ˣ˥˸˟ ˵˧ˬ˰ˬ ˶˵˥ˬ ˨ˣ˶˰˪ ˣˮˮˣ˴˶˟ ˫˞ ˭˧˟ˣ ,ˢ˪˰˲ˢˢ  ˢ˲˧˵˸/˭˰ˠˣ˲ ˡ˴˧˩ ˭˧˟ˢ˪ ˣ˞ ,ˢ˪˰˲ˢˢ

 ˸ˣˢˤ˪ ˸˰ˡ˪ ˧ˡ˩ˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧˧˟˶˵˟ ˸ˣ˵˯˰˸ˬ ˶˸ˣ˧˟ ˸ˣ˧˸ˣ˩˧˞ˢ ˸ˣ˲˧˵˸ˢ ˟ˣ˶ ,˫˧ˡ˟ˣ˰

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˵˪˥ˣ ˵˪˥ ˪˩ ˟ˣ˦ ˟ˣ˦ ˶˧˩ˢ˪ ˨˶˦˴ˮ ˫˸ˣ˞. 
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 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˶ˣ˦˵˦˧˩˶˞Windows 

 
]˨ˣ˸ˬ  ˶˲˯ˢWindows Internals 6th Edition part 1ώ 

 

˞ ˣ˰ˡ˸ ˢˤ ˶ˬ˞ˬ ˱ˣ˯˟ˣ ˟˪˷ ˟˪˷ ˶ˣ˟˰ˮ ,ˢˡ˧˥˲ˬ ˸˴˵ˣ ˸˪˟˶ˣ˯ˬ ,ˡ˞ˬ ˢ˪ˣˡˠ ˸˧˞˶ˮ ˢˮˣˬ˸ˢ ,˰ˡˣ˧ ˧ˮ

 ˫ˠ ˣ˪˩ˣ˸ ˟ˣ˷˥ ˧˩ˢˣ ,˧˥˶˩ˢ ˞ˣˢ ˫˞ˢ ,ˡ˟ˣ˰ ˞ˣˢ ˨˧˞ ,ˣˡ˧˵˲˸ ˢˬ ˡ˧ˠˢ˪ˣ ˵˪˥ˣ ˵˪˥ ˪˩ ˪˰ ˰˧˟˴ˢ˪

 ˞ˣˢ ˠ˪ˡˮ ˣ˧˪˰ ˧ˡ˧˥˧ˢ ˵˪˥ˢ .ˡ˧˸˰˟ ˨˶ˣ˴ˢ ˢ˶˵ˬ˟ ˣ˸ˣ˞ ˸ˣˢˤ˪π Applications ˣˢ˷ ˭ˣˣ˧˩ˬ ˸˞ ˠ˴˧˧ˬ ˞

.˫ˢ˧˪˰ ˟˧˥˶ˢ˪ ˢ˟˶ˢ ˭˧˞ˣ ˣˮ˪ ˸ˣ˶˩ˣˬˢ ˷ˬ˸˷ˬˢ ˸ˣˮ˩ˣ˸ 
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Environment Subsystems 

 ˪˰ ˸ˣˮˣ˷ ˸ˣˬ˶ˣ˲˦˪˲ ˢˬ˩˪ ˸ˣ˧˴˵˧˪˲˞˪ ˢ˴˶ˢ ˧˴˟˵ ˪˷ ˢˬ˞˸ˢ ˸ˣ˶˷˲˞ˬ ,ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˸˸ ˭˧ˬ

) ˸ˬ˧˧˵ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫˧˞˸ˬ ˞˪˷ ˢ˴˶ˢ ˳˟ˣ˵ ˫˧˧˵ˣ ˢˡ˧ˬ˟ ˶ˬˣ˪˩ .˟˷˥ˬ ˣ˸ˣ˞Windows native 

˪˩˶ˡ ˳ˣ˶˪ ˪ˣ˩˧ ˞ˣˢ˷ ˸ˣ˩˶˰ˬ ˸˸ ˫ˮ˷˧ .(˞ˬˠˣˡ˭ ˫˷˪ ˫˧˲˯ˣˮ ˫˧˶˟ˡˣ ˢ˶ˬˣ˥˪ ˸ˣˬ˞˸ˢ ˫ˢˬ ˡ˥˞ ˪˩˪ .

 ˪˩ .ˢˬ˞˸ˢˢSubsystem ˪ ˞˶˵˸-service/system calls .ˢ˩˧˶˴ ˸˧ˮ˩ˣ˸ˢ˷ ˢˬ˪ ˫˞˸ˢ˟ ˫˧˞˸ˬˢ 

˪ ˢˬ˞˸ˢ ˷˧ ˢ˴˶ˢ ˳˟ˣ˵ ˪˩˪-Subsystem  ˫˞˸ˢ˟ˣ ˨˩˪ ˸˰ˡˣˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˳˶ ˞ˣˢ ˶˷˞˩ˣ ,ˡ˥˞

ˢSubsystem-  ˸ˣˬ˧˞˸ˬˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˫˰ "˸ˣ˶˧˷" ˸˧ˮ˩ˣ˸˪ ˭˸ˣˮ ,˫˧˞˸ˬˢπ  ˫˸ˣ˞service/system calls 

.ˣ˪ ˢˬ˧˞˸ˬ˷ ˸ˣˬ˧˞˸˟ ˳ˣ˶˪ ˪ˣ˩˧ ˳˟ˣ˵ ˪˩ ˨˩ˣ ,˫ˡˣ˵ ˣ˶˩ˤˣˢ˷ 

Subsystems  ˧ˡ˧ ˪˰ ˫˧˪˥˸ˣ˞ˬsmss.exe π session manager process. ˢ ˪ˣ˥˸˞ ˪˰ ˰ˡ˧ˬˢ-

Subsystems :˸˥˸ ˞˴ˬˮ 

HKLM\System\CurrentControlSet\Control\Session Manager\Subsystems 

 

ˢ ˪˰ ˧˸ˣ˰ˬ˷ˬ ˰ˡ˧ˬ ˠ˴˧˧ˬ ˨˶˰ ˪˩-Subsystems .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ 

Windows - ˟ ˥˸˲ˬ ˣ˸ˣ˞ ˶ˣ˟˰ ˨˶˰ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-Registry  ˳˟ˣ˵ˢ ˞ˣˢexe.csrss π Server/Client

Runtime Subsystem, ˢ ˪˰ ˧˞˶˥˞ˢ ˳˟ˣ˵ˢ ˫˴˰˟ ˣˢˤ-Native Subsystem  ˪˷Window  ˟˥˶ˣ˧ ˨˩ ˪˰ˣ)

˨˷ˬˢ˟( 

 ˫ˬ˴˰ ˸ˣˮˣ˪˥ˢ ˪˷ ˪ˣ˰˲˸ ˞ˣˢ ˢ˪˧˩ˬ ˞˧ˢ˷ ˫˧˧ˤ˩˶ˬˢ ˫˧˶˟ˡˢ ˡ˥˞π  ˫˴˰˟-sGUI  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

 ˸ˠ˴ˢˣI/O  ˪˩˪ ˫˞ .˭ˬˤˢ ˪˩ ˷ˣˬ˧˷ ˫ˢ˟ ˷˧˷ ˫˧˧ˤ˩˶ˬ ˧˩ˢ ˫˧˶˟ˡˢ ˡ˥˞ ˢˤ˷ ˭ˣˣ˧˩ˬ ˸˞ˤSubsystem  ˢˤ

 ˫ˣ˴˰ ˡˣ˵ ˪˲˩ ˢ˧ˢ ˡ˶˲ˮ˟ ˳˶ˣˬˣ ˟˸˩ˮ ˢ˧ˢ ˶˷˞˩ ˭˩˪ˣ .˪˧˰˧ ˞˪ˣSubsystem  ˶˥˞) ˞ˬˠˣˡ˪SUAό -  ˢ˴ˣ˶

ˢ ˸˞ ˠ˧˴ˢ˪-I/O ˪ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˞˶ˣ˵ ˞ˣˢ Windows Subsystem- ˭ˣˣ˧˩ˬ .ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰

˟ ˫˧˞˴ˬˮ ˫˧˦˧˶˵ ˫˧˶˟ˡ ˫˸ˣ˞˷-Subsystem  ˪˷Windows  ˸˴˧˶˪ ˸˧˦˧˶˵ˣ ˸˧˥˶˩ˢ ˸˶ˡˠˣˬ ˞˧ˢ

˸ˢ ˢ˟˧˯ ˪˩ˬ ˫˞ ˭˩˪ˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˯˶ˣ˵ ˸˩˶˰ˬˢ ˶ˠ˯ˮ/˶˴ˣ˰ ˨˧˪ˢπ BSOD. 
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 ˞˧ˢ:˫˧˞˟ˢ ˫˧˶˟ˡˢˬ ˸˟˩˶ˣˬ 

1.  ˪˩ ˶ˣ˟˰Session  ˪˷ ˨˧˪ˢ˸ ˶˴ˣˮcsrss.exe  ˭˰ˣ˦˷о DLLs: winsrv.dll ,baseserv.dll x-csrsv.dll  ˶˷˞

:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲˟ ˫˧˩ˬˣ˸ 

.˞ ˣ ˫˧˩˧˪ˢ˸ ˪˷ ˢ˶˧˴˰/ˢ˵˧˥ˬˣ ˢ˶˧˴˧-threads. 

.˟  ˶ˣ˟˰win32 bit  ˡ˟˪˟π ˩˧˪ˢ˸˟ ˢ˩˧ˬ˸ ˧vdm πbit Virtual Dos Machine 16 

.ɣ ˟ ˢ˩˧ˬ˸sxs/fusion- x-manifest 

.l  ˭ˣˠ˩ ˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲gettempfile ,definedosdevice  ˢ˲˷˟ ˢ˩˧ˬ˸˪ ˸ˣ˲˯ˣˮ ˸ˣ˧˴˵ˮˣ˲ ˶˲˯ˬˣ

.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸˧˰˟˦ˢ 

 

2. Win32k.sys π Kernel Mode Device Driver :˪˧˩ˬ˷ 

.˞ Windows Manager ς ˞ ˷˶ ˢˬ˴˰ ˢˠ˴ˢ˟ ˦˪ˣ˷ ˦˪˵ ˱˯ˣ˞ ,˨˯ˬˢ ˪˷ ˦˪˲ ,˨˯ˬ˟ ˸ˣˮˣ˪˥ ˪˷

˸ˣ˧˴˵ˮˣ˲ ˪˞ ˷ˬ˸˷ˬ ˸ˣ˰ˡˣˢ ˶˧˟˰ˬˣ ,˫˧˲˯ˣˮ ˫˧ˮ˵˸ˢˣ ˸ˡ˪˵ˬ ,˶˟˩˰ˢˬ .(˦˪˵) 

.˟ GDI π graphics device interface .˦˪˲ ˧ˮ˵˸ˢ ˪˷ ˢ˵˧˲˞˶ˠ ˶ˣ˟˰ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˧˶˲˯ ˞˧ˢ˷ ,

.˸ˣ˶ˣ˴ˣ ˦˯˵˦ ,ˢ˶ˣ˷ ˣˬ˩ ˫˧˧˲˞˶ˠ ˫˧˶˟ˡ˟ ˸ˣ˩ˬˣ˸˷ ˸ˣ˧˴˵ˮˣ˲ ˸˪˪ˣ˩ ˞˧ˢ 

.ɣ ˬ˪ ˢ˩˧ˬ˸ ˸˲˦˰-directx ˟ ˞˴ˬˮ˷-driver ˶˥˞: dxgkrnl.sys. 

 

3. Conhost.exe π CONsole HOST process π  ˨˧˪ˢ˸˞˷ ˶ ˶ˣ˟˰ ˢ˩˧ˬ˸ ˵˲˯ˬconsole applications π 

 ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫ˣ˧ˢ ,˪˩ˢ˪ ˧˞˶˥˞˷ ˡˡˣ˟ ˨˧˪ˢ˸ ˢ˧ˢ ˶˟˰˟ .˸ˣ˧˪˞˧˶˦˵˧˶˵ ˸ˣ˧˴˵˧˪˲˞˶˲˯ˬ 

ˣˡ˶˲ˮ ˸ˣ˧˴˵˧˪˲˞ ˶ˣ˟˰ ˫˧ˡ˶˲ˮ ˫˧˩˧˪ˢ˸ˢ ˸˞ ˪˟˵ˬ ˡ˶˲ˮ ˨˧˪ˢ˸ ˪˩ ,˸-Token ˢ ˨˧˪ˢ˸ ˪˷-client 

 ˪˷ ˞˪ˣcsrss. 

 

4. Subsystem dlls  ˭ˣˠ˩kernel32.dll ,advAPI32.dll ,user32.dll ,gdi32.dll  ˸ˣ˧˴˵ˮˣ˲ ˸ˣˬˠ˶˸ˬ˷API 

 ˪˷ ˸ˣˡ˰ˣ˸ˬWindows ˢ ˸ˣ˧˴˵ˮˣ˲˪- kernel˸ˣˡ˰ˣ˸ˬ ˞˪ˢ π  ˸ˣ˞˶˵ˮ˷NativeAPI  ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷

˪ ˢ˞˧˶˵ ˸ˣ˰˴˟ˬ- Service Calls˟ntoskrnl.exe- x-win32k.sys. 

Debug π .ˢ˸ˣ˞ ˪˧˰˲˧˷ ˳˟ˣ˵˟ ˨˶ˣ˴ ˨˧˞ ˭˩˪ˣ ˸ˣ˧ˬ˧ˮ˲ ˸ˣ˵˧ˡ˟ ˶ˣ˟˰ ˸ˬ˧˧˵ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ˵˧˶ 

Optional π ˢ˷ ˶ˬˣ˞-Subsystem  ˨˶˰ ˣ˸ˣ˞˟ ˟ˣ˸˩˷π  ˢˤ ˢ˶˵ˬ˟SUA ˞˪ˣ ˢ˷˧˶ˡ ˧˲˪ ˵˶ˣ ˨˞ ˪˧˥˸˧ ,

 .˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟SUA ˪˷ ˶ˣ˴˧˵) Subsystem for Unix based Applicationsό ˪˷ ˢ˴˶ˢˣ ˪ˣ˲ˬ˧˵ ˸˶˷˲˞ˬ ,

 ˸ˣ˧ˮ˩ˣ˸Unix Based  ˳˧˶ˬ˷ ˟˷˥ˬ ˪˰Windows Server  ˸ˣ˞˯˶ˠ ˣ˞Enterpirse x-Ultimate  ˪˷

Windows .SUA  ˦˰ˬ˩ ˸˶˷˲˞ˬнллл  ˸ˣ˧˴˵ˮˣ˲Unix  ˡˣ˰ˣолл  ˸ˣ˪ˣ˩˧ˣ ˫˧˪˩Unix-like. 

Kmode π ˢˬ ˵˪˥ ˢˣˣˢˬ˷ ˳˟ˣ˵ˢ ˸˞ ˪˧˩ˬ-deMo Kernel  ˪˷Subsystem Windows π sys.win32k. 

 ˪˩ ˶ˣ˟˰Subsystem  ˫ˮ˷˧Subsystem dlls  ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˞˧ˢ ˫˸˶˦ˬ ,˷ˬ˸˷ˬˢ ˸ˣ˧˴˵˧˪˲˞ ˷ˣˬ˧˷˪

ˢ ˪˷ ˸ˣ˧˸˧ˬ˞ˢ ˸ˣˡ˰ˣ˸ˬ ˞˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˞ ˸ˣˮ˲˪ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ-Subsystem  ˸ˮˬ ˪˰ ˫˧˞˸ˬˢ



 
 

Windows Architecture 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  от 
 

˸ˬ˷ ˸ˣ˧˴˵˧˪˲˞ˢ ˫˸˯ˢ ˭ˬ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˧ˡ˧ ˪˰ ˷ˣˬ˧˷˪ ˸ˣˬ˧˞Windows  ˪˞ ˣˮ˲ˣ˧

-sNative Subsystem  ˪˷Windows ˟ ˣ˷ˬ˸˷˧ˣ-Windows API ˶ˬˣ˪˩ .Subsystem dlls ˢ ˫˴˰˟ ˫ˢ-API 

 ˪˩ ˶ˣ˟˰Subsystem. 

ˢ ˨ˣ˸ˬ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˷˧ ˶˷˞˩-Subsystem dlls ˮ˷˧ ˭о ˸ˣ˧˴˲ˣ˞: 

1. ˟ ˞˴ˬˮ ˡˣ˵ˢ ˪˩-User Mode π ˟-Subsystem dll ˧˞ˣ ˣˬ˴˰.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˢ˞˧˶˵˪ ˢ˟˧˯ ˭ 

2.  ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˞˧˶˵ ˷˧ ˢˤ ˢ˶˵ˬ˟ˣ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˸ˣ˧ ˣ˞ ˸˥˞ ˢ˞˧˶˵˟ ˨˶ˣ˴ ˷˧

 ˪˷ ˸ˣˡ˰ˣ˸ˬ ˞˪ˢWindows. 

3. ˢ ˨˧˪ˢ˸ ˪˷ ˢ˪ˣ˰˲˟ ˨˶ˣ˴ ˷˧-Environment Subsystem Process π ˸˶˦ˬ x ˪ˣ˰˲˪ˣ ˧˞˶˥˞ ˸ˣ˧ˢ˪

 ˣ˸ˣ˞ ˸˥˸ ˫˧˴˶˷ ˫˧˩˧˪ˢ˸ˢ ˸˟ˣ˦˪Subsystem ˧˞˶˥˞ˢ ˨˧˪ˢ˸˪ ˢ˞˧˶˵ ˢ˧ˢ˸ ˢˤˢ ˢ˶˵ˬ˟ .

 ˸ˣ˧˴˲ˣ˞ ˭˧˟ ˟ˣ˪˧˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ .ˢ˪ˣ˰˲ ˢ˸ˣ˞ ˰ˣ˴˧˟˪н x-о. 

 

 

Ntdll .dll 

 ˸ˡ˥ˣ˧ˬ ˢ˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲ ˢ˪˧˩ˬˢˡ˰ˣˮ˷ x ˶ˣ˟˰ ˶˵˧˰˟ ,˸˩˶˰ˬ˟ ˢ˩˧ˬ˸˪Subsystem dlls . ˣ˪˞ ˸ˣ˧˴˵ˮˣ˲

 ˸ˣ˞˶˵ˮNativeAPI  ˸˧˧˴˵ˮˣ˲ ˪˩ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ˣWinAPI ˲ ˪˩ ˣ˞ ˸˧˧˴˵ˮˣAPI  ˪˩ ˪˷Subsystem  ,˸˶˥˞

 ˸ˣ˧˴˵ˣˮ˲˟ ˢ˩ˣ˸˟ ˸˷ˬ˸˷ˬNativeAPI ˪ ˢ˞˧˶˵ ˰˴˟˪ ˧ˡ˩ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ-System calls  ˭˸ˣ˞ ˨ˣ˸ˬ

˭ˮ˷˧ ˸ˣ˧˴˵ˮˣ˲ н :˸ˣ˧˴˵ˮˣ˲ ˪˷ ˫˧ˠˣ˯ 

1. System Service Dispatch Stubs  ˶ˣ˟˰Windows Executive System Services ˸˴ˣ˟˵ .

ˬˬ ˸˶˷˲˞ˬ ˸˞ˤˢ ˸ˣ˧˴˵ˮˣ˲ˢ˵˷ ˢ ˨˶ˡ (ˢ˷˧ˠ)-User-Mode ˢ ˪˞-Windows Executive 

System Services ˫˷ .˧˷  ˪˰ˬ-˪плл  ˭ˣˠ˩ ˸ˣ˧˴˵ˮˣ˲NtSetEvent x-NtCreateFile ˸˷ˠ˪ ˭˸˧ˮ .

 ˸˶ˤ˰˟ ˸ˣ˧˴˵ˮˣ˲ ˫˸ˣ˞ ˪˷ ˸ˣ˪ˣ˰˲ˢ ˟ˣ˶˪Windows API . 

ˢ˧˴˵ˮˣ˲ ˪˩ ˶ˣ˟˰, ntdll  ˶˧˩ˬentry point ˫˷ ˣ˸ˣ˞ ˫˰ ˲˟ ˡˣ˵ˢ .(ˢ˧˴˵ˮˣ˲ˢ ˪˷) ˸˞ ˪˧˩ˬ ˢ˧˴˵ˮˣ

˪ ˶˟˰ˬ˪ ˸ˬ˶ˣˠ˷ ,ˢ˪˰˲ˢ ˸˩˶˰ˬ ˢ˸ˣ˞ ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞ ˧˲˪ ˸˧˲˧˴˲˯ˢ ˢ˞˶ˣˢˢ-Kernel Mode 

˪ ˞ˣ˶˵˪ˣ-System Service Dispatcherˢ ˸˧˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ,˫˧˶˦ˬ˶˲ ˪˷ ˢ˵˧ˡ˟ ˶˥˞˪˷ ,Kernel-

Mode ˟ ˧˸˧ˬ˞ˢ ˡˣ˵ˢ ˸˞ ˢ˪˧˩ˬ˷-ntoskrnl.exe. 

 ˶˸ˣ˧ ˢ˦ˣ˷˲ ˢ˶ˣ˴˟π ˮˣ˲˟ ˷ˬ˸˷ˬ ˷ˬ˸˷ˬˢ ˸˧˧˴˵API  ˸˩˶˰ˬ˟ ˞˧ˢ˷˪˩ ˢ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ ˪˰

˟ ˢ˟ˣ˸˩˷ ˢˬ˧˞˸ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˢ˪˧˰˲ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ,ˢ˪˰˲ˢˢ-ntdll.dll 

.˧˶ˬˠ˪ ˱ˣ˵˷ ˨˧˪ˢ˸ˢ ˷ˬ˸˷ˬˢ ˶ˣ˟˰ .˸˩˟ˣ˯ˬ ˶˸ˣ˧ˢˣ ,˸˧˸˧ˬ˞ˢ ˢ˪ˣ˰˲ˢ ˸˞ ˸˰˴˟ˬ ˨˩˟ˣ 

 

2. ˟ ˸ˣ˷ˬˣ˷ˬ˷ ˸ˣ˧˴˵ˮˣ˲˟ ˢ˩˧ˬ˸-Subsystem dlls ,Subsystems ˟xnative image-  .˫˧˲˯ˣˮ

 ˱˧˰˯˪ ˢˬˣˡ ˭ˣ˧˰˶ˢ ˸ˬ˶˟м ˶˲˯˟ ˢ˟˥˶ˢ˟ ˞ˣ˶˵˪ ˭˸˧ˮ ,Windows Internals  ˡˣˬ˰˟рп. 
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Windows Executive 

 ˪˷ ˢˮˣ˧˪˰ˢ ˢ˟˩˷ˢ ntoskrnl.exeˢ ˞˧ˢ ˢˮˣ˸˥˸ˢ ˢ˟˩˷ˢ)-Kernel.(  ˸˞ ˪˟˵ˬ˷ ˵˪˥ˢ ˫˴˰˟ ˣˢˤ

ˢˬ ˰ˡ˧ˬˢ-User-Mode :˫˧˞˟ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˧ˠˣ˯ ˸˞ ˪˧˩ˬ ˞ˣˢˣ 

1. x˲ˢ˷ ˸ˣ˧˴˵ˮ ˭exported ˬ ˫ˢ˪ ˞ˣ˶˵˪ ˭˸˧ˮˣ-User-Mode˸ˣ˞ , ˭˸ˣ˞˶˵ˮ ˸ˣ˧˴˵ˮˣ˲ System Services 

 ˨˶ˡ ˫ˢ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮˣntdll. ˟ˣ˶ ˪˞ ˭ ˨˶ˡ ˸˷ˠ˪ ˭˸˧ˮWindows API x˞ ˨˶ˡ API  ˪˷Subsystems 

ˢˬ ˭˦˵ ˵˪˥ .˫˧˶˥˞ ˭ˮ˧ˬˤ ˞˪ ,˸˞ˤ ˸ˬˣ˰˪˸ˣ ˞ˬˠˣˡ˪ .˸ˣˡ˰ˣ˸ˬ ˸ˣ˧˴˵ˮˣ˲ ˨˶ˡ: 

NtQueryInformationProcess 

2.  ˸ˣ˧˴˵ˮˣ˲device driver  ˢ˧˴˵ˮˣ˲ˢ ˨˶ˡ ˸ˣ˞˶˵ˮ˷DeviceIoControl˶˷˲˞ˬ .˸ˣ  ˧˪˪˩ ˵˷ˬˬ

˭˧˟User Mode ˪-Kernel Mode  ˶ˣ˟˰ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˞˧˶˵˪device drivers. 

3. ˬ ˵˶ˣ ˨˞ ˞˶˵˧ˢ˪ ˸ˣ˪ˣ˩˧˷ ˸ˣ˧˴˵ˮˣ˲-Kernel mode  ˶˷˞exported ˟ ˸ˣˡ˰ˣ˸ˬˣwdk-. 

4. ˢ˷ ˸ˣ˧˴˵ˮˣ˲ ˭exported xˬ ˫ˢ˪ ˞ˣ˶˵˪ ˭˸˧ˮ-Kernel mode ˟ ˸ˣˡ˰ˣ˸ˬ ˫ˮ˧˞ ˨˞wdk-. 

5. ˩ ˸ˣ˶ˡˠˣˬ˷ ˸ˣ˧˴˵ˮˣ˲-global synbols  ˞˪ ˨˞exported ˪˰ ˸ˣ˞˶˵ˮ˷ ˸ˣ˧ˬ˧ˮ˲ ˢ˩˧ˬ˸ ˸ˣ˧˴˵ˮˣ˲ ˪˪ˣ˩ .

 ˧ˡ˧ntoskrnl. 

6. ˩ ˸ˣ˶ˡˠˣˬ ˫ˮ˧˞˷ ˪ˣˡˣˬ˪ ˸ˣ˧ˬ˧ˮ˲ ˸ˣ˧˴˵ˮˣ˲global symbols-. 
 

ˢ ˱˯ˣˮ˟-executive :˫˧˲˯ˣˮ ˫˧˟˧˩˶ ˶˲˯ˬ ˪˧˩ˬ 

1. Configuration Manager π ˢ ˪ˣˢ˧ˮˣ ˫˷˧˧˪ ˧˞˶˥˞-RegistryΦ 

2. Process Manager π ˣ ˫˧˩˧˪ˢ˸ ˸˶˧˴˰ˣ ˸˶˧˴˧˪ ˧˞˶˥˞-threads˟ ˸˷ˬˣˬˬ ˸˧ˡˣ˯˧ˢ ˢ˩˧ˬ˸ˢ ,-

Kernel .ˣˬ˴˰ 

3. Security Reference Monitor π  ˸˩˶˰ˬ ˧˟˞˷ˬ ˪˰ ˭ˠˬ .˟˷˥ˬˢ ˪˰ ˸ˣ˧ˬˣ˵ˬ ˢ˥˦˟˞ ˸ˣ˯˧˪ˣ˲ ˱˩ˣ˞

ˡ˟ˣ ˢˮˠˢ ˰˴˟ˬˣ ,ˢ˪˰˲ˢˢ.ˢ˴˧˶ ˭ˬˤ˟ ˫˧˦˵˧˧˟ˣ˞ ˪˰ ˢˮˠˢˢ ˪˷ ˢ˵˧ 

4. I/O Manager π ˢ ˪˞ ˰ˡ˧ˬˢ ˸˶˟˰ˢ ˪˰ ˧˞˶˥˞ˣ ,˫˧˧˞ˬ˴˰ ˫˧˟˧˩˶ˬ ˦˪˵ˣ ˦˪˲˪ ˧˞˶˥˞-device 

driver .˫˧˞˸ˬˢ 

5. Plug And Play Manager π  ˢˤ˧˞ ˟˷˥ˬdrivers  ˸˩˶˰ˬ˟ ˶˟ˣ˥/˫˧˧˵˷ ˟˧˩˶˟ ˢ˩˧ˬ˸˪ ˫˧˴ˣ˥ˮ

 ˫˸ˣ˞ ˸˞ ˭˰ˣ˦ˣdrivers˶ˡ ˸˞ ˟˷˥ˬ ˞ˣˢ ˱˯ˣˮ˟ , ˶˸ˣ˧ ˨˩ˣ ,˟˧˩˶ ˪˩ ˶ˣ˟˰ ˸ˣ˴ˣ˥ˮˢ ˢ˶ˬˣ˥ˢ ˸ˣ˷˧

 ˫˧˟˧˩˶ ˧˧ˣˮ˧˷ ˶ˣ˟˰ ˸ˣ˞˶˸ˢ ˸˥˧˪˷˪ ˫ˠ ˧˞˶˥˞ .˟˧˩˶ ˪˩˪ ˸ˣ˴˵ˢ˪ ˶ˬˣ˥ ˧˟˞˷ˬ ˢˤ˧˞π  ˣ˞ ˢ˲˯ˣˢ

.˸˩˶˰ˬ˟ ˢ˵˧˥ˬ/˵ˣ˸˧ˮ 

6. Power Manager π  ˫˧˰ˣ˶˧˞ ˞˴ˣˬˢ ˫˧˶ˣ˷˵˪ˬ˷˥˪  ˪ˣˢ˧ˮ ˸ˣ˞˶˸ˢ ˳˧˲˵ˬˣ ˸˩˶˰ˬ˟˪ˬ˷˥  ˶ˣ˟˰

device drivers˞˪ ˸˩˶˰ˢˬ˷˩ . ˪ ˭˸˧ˮ ˸˪˰ˣ˲˵ˢ ˸˞ ˠ˲ˮ-power manager  ˷ˣˬ˧˷ˢ ˸˸˥˲ˢ˪

˪ˬ˷˥˟ ."ˢˮ˧˷" ˟˴ˬ˪ ˡ˟˰ˬˢ ˸˯ˮ˩ˢ ˧ˡ˧ ˪˰ 

7. Cache Manager π  ˭ˣ˶˩˧ˤ ˸˶ˤ˰˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧˰ˣ˴˧˟ˢ ˸˞ ˶˲˷ˬcache. 

8. Memory Manager π .˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˷ˬˬˬ 

9. Superfetch x-Logical Prefetcher π ˪˰ˣ ˸˩˶˰ˬˢ ˧˰ˣ˴˧˟ ˸˞ ˶˲˷ˬ˸˶ˤ˰˟ ˫˧˩˧˪ˢ˸ˢ ˸˧˧ 

.˨˧˪ˢ˸ ˣ˞ ˸˩˶˰ˬˢ ˸˧˧˪˰˟ ˰ˡ˧ˬ ˸ˮ˧˰˦ ˪˷ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ 
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 ˡˣ˰ ˪˧˩ˬ ˞ˣˢ ˱˯ˣˮ˟п  ,˸ˣˮˣ˷ ˢ˩˧ˬ˸ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˴ˣ˟˵˞˷ ˶ .ˣ˶˩ˤˣˢ˷ ˫˧˟˧˩˶ˢ ˧ˡ˧ ˪˰ ˸ˣ˷ˬˣ˷ˬ

˸ˣ˞ˬ ˷˧˪˷˩ ˭˟ ˸ˣˡ˰ˣ˸ˬ ˸ˣ˧˴˵ˮˣ˲-wdk ˷ ˭ˣˣ˧˩ˬ-device drivers ˢ˟ ˫˧˷ˬ˸˷ˬ.˭ :˸ˣ˧˶ˣˠ˦˵ˢ 

1. Object Manager π  ˪˷ ˢ˵˧˥ˬˣ ˪ˣˢ˧ˮ ,ˢ˶˧˴˧Windows Executive Objects x-Abstract Data Types 

 ˶˷˞˴˧˧˪ ˫˧˷ˬˣ˷ˬˣ.ˡˣ˰ˣ ˫˧˴˟˵ ,˫˧˩˧˪ˢ˸ ˭ˣˠ˩ ,˸˩˶˰ˬˢ ˧˟˞˷ˬ ˠ 

2. Advanced LPC facility π  ˨˧˪ˢ˸ ˭˧˟ ˸ˣ˰ˡˣˢ ˶˧˟˰ˬclient  ˨˧˪ˢ˸server ˯ˣˮ˟ ,˟˷˥ˬ ˣ˸ˣ˞˟ ˱

 ˶ˣ˟˰ ˷ˬ˸˷ˬRPC. 

3. ˯ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˟˥˶ ˦˯ ˪˷ ˢ˶ˬˢ ,˸ˣ˧˦ˬ˧˸˶˞ ˸ˣ˪ˣ˰˲ ,˸ˣˤˣ˶˥ˬ ˡˣ˟˧˰ ˣˬ˩ ,ˢ˴˧˶ ˭ˬˤ ˸˧˧˶˲

data types .ˡˣ˰ˣ 

4. Routines  ˣˬ˩System Memory Allocation˪ ˱˯ˣˮ˟ ,-о :˫˧ˮˣ˶˩ˮ˧˯ ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˫˧ˠˣ˯ Resources ,

Mutexes x-Pushlocks. ˢ ˪˷ ˫˧˦˵˧˧˟ˣ˞˪ ˸ˣ˞ˬˠˣˡ-Object ManagerΥ 
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 ˶˲˯ˢ ˨ˣ˸ˬ]Windows Internals 6th
 Edition part 1ώ 

ˢ ˱˯ˣˮ˟-Executive  ˪˷ ˱˯ˣˮ ˶˲˯ˬ ˪˧˩ˬInfrastructure Routines π  ˸ˣ˧˴˵ˮˣ˲ ˶˷˞ ˸˧˸˷˸˪ ˸ˣ˷ˬ˷ˬ

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬπ ˢ˧˪˰ ˟˩˰˸ˮ ˞˪:˭ 

1. Kernel debugger library 

2. User mode debugging framework 

3. Kernel transaction manager 

4. Hypervisor library 

5. Errata manager 

6. Driver verifier 

7. Event tracing 

8. Windows diagnostic infrastructure 

9. Windows hardware error architecture support routines 

10. File system runtime library 

ˢ ˪˷ ˢ˧˴˵ˮˣ˲ ˪˩-executive :˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˧˪˧˥˸ˢ ˸˶ˤ˰˟ ˧˲˧˴˧˲˯ ˟˧˩˶˪ ˨˧˧˷˪ ˭˸˧ˮ 

 



 
 

Windows Architecture 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  пм 
 

 

 ˶˲˯ˢ ˨ˣ˸ˬ]Windows Internals 6th
 Edition part 1ώ 
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Kernel 

˟ ˸ˣ˧˴˵ˮˣ˲ˬ ˶˵˧˰˟ ˟˩˶ˣˬ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˶˸ˣ˧˟ ˧˸ˣ˰ˬ˷ˬˢˣ ˧˶˵˧˰ˢ ˵˪˥ˢ-ntoskrnl.exe  ˸ˣ˞˶˵ˮ˷

routines  ˢ˞˶˵ˮ ˢ˧˴˵ˮˣ˲˷ ˶ˬ˞ˬ˟ ˫˰˲ ˪˩ ˶˷˵˪ ˣ˪˩ˣ˸ ˭˩˪ˣ ,˨˩ ˸ˣ˞˶˵ˮ ˸ˣ˧˪ˮ˶˵ ˸ˣ˧˴˵ˮˣ˲)routine 

ˢ ˸˞ ˸˷ˬ˷ˬ ˞˧ˢ˷ ˨˩˪-Kernel( 

˸˧˸˷˸ ˫˧ˮˣˮˠˮˬ˫˧˧  ˭ˣˬˤ˸ˣ ˪ˣˢ˧ˮ ˞ˬˠˣˡ˪)threads ˧ˡ˧ ˪˰ ˫˧˷ˬˣ˷ˬ˷ (˫˧˩˧˪ˢ˸ ˭ˣˬˤ˸ˣ ˭ˣ˶˩ˮ˯ˣ s-

executive.ˡ˟˰ˬ ˪˩ ˶ˣ˟˰ ˢˮˣ˷ ˶˷˞ ˢ˶ˣ˦˵˦˧˩˶˞ ˶˲ ˢ˶ˬˣ˥˪ ˢ˩˧ˬ˸ ˪˧˩ˬ ˞ˣˢ ˱˯ˣˮ˟ .  ˣˬ˴˰ ˡˣ˵ˢ

˟ ˶˵˧˰˟ ˟ˣ˸˩-C  ˸ˣ˪ˣ˰˲ ˶ˣ˟˰ ˞ˣˢ ˧˪˟ˬ˯˞˟ ˟ˣ˸˩ˢ ˵˪˥ˢ ˶˷˞˩ ,˧˪˟ˬ˯˞˟ ˣ˵˪˥ˣˢ ˢ˷˧ˠ ˸ˣ˷˶ˣˡ

ˡ˟˰ˬ ˸ˣˡˣ˵˲˪ ˟ ˸ˣ˪˵˟ ˫ˢ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ ˞˪˷ ,˫˧˶ˠˣ˞ˣ ˸ˣˡ˥ˣ˧ˬ-Cˢ ˸ˣ˧˴˵ˮˣ˲ˬ ˵˪˥ .-Kernel 

 ˸ˣˡ˰ˣ˸ˬ˟wdk-  ˸˧˪˧˥˸˟ ˸ˣ˪˧˥˸ˬ)Keˢ˷ ˭ˣˣ˧˩ˬ ( ˭˷˶ˡˮ˸ˣ  ˪˷ ˢ˟˧˸˩ ˶ˣ˟˰device drivers . 

wdk  ˪˷ ˢˮ˩ˣ˸ ˞˧ˢMicrosoft  ˪˷ ˥ˣ˸˧˲ ˨˶ˣ˴˪ ˢˡ˰ˣˮ˷drivers  ˪˷ ˡˣ˰˧˸ ˪˪ˣ˩ ,˨˩˪ ˫˧˟˶ ˫˧˪˩ ˢ˪˧˩ˬˣ

˧˴˵ˮˣ˲ˢ .˫ˡˣ˵ ˣ˶˩ˤˣˢ˷ ˸ˣ˪˷ ˥ˣ˩˷˪ ˶ˣ˯˞-threads ˟-Kernel  ˟˥˶ˬˢ ˪˩ ,˫ˢ˪˷ˬ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˭˧˞

ˢ ˪˷ ˭ˣ˶˩˧ˤKernel-  ˪˩ˣ ˱˸ˣ˷ˬthread .˭ˣ˶˩˧ˤ ˥ˣˣ˦ ˣ˸ˣ˞˟ ˫ˣ˵ˬ ˪˩˪ ˸˷ˠ˪ ˪ˣ˩˧ 

Objects Kernel π ˪ ˳ˣ˥ˬ-Kernelˢ ,-Executive  ˠ˴˧˧ˬthreads  ˫˧˲˯ˣˮ ˫˧˲˸ˣ˷ˬ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˧˟˞˷ˬˣ

 ˧ˡ˧ ˪˰˟ˣ˞˫˧˦˵˧˧˟ ˫˧˧˵ ˞˪ ˫˧˦˵˧˧˟ˣ˞ˢ ˪˷ ˶˩ˤˣˢ˷ ˪ˣˢ˧ˮˢ ˪˩ .-Kernel ˟ ˞˪˞Executive- ˢ ˧ˡ˧ ˪˰-

Object-Manager. ˢ ˟ˣ˶-objects ˢ ˪˷-Executive ˟ ˫˴˰˟ ˸ˣ˷ˬ˸˷ˬ-Kernel Objects  ,˶˸ˣ˧ ˣ˞ ˡ˥˞

ˢ˪˷ ˸ˣˮˣ˩˸ˢ ˟ˣ˪˧˷˟ ˭˟ ˸ˣ˶ˡˠˣˬ˷-Kernel.  

˫ˢ˧˪˞ ˸˷ˠ˪ ˸ˮˬ ˪˰ ˸ˣ˧ˮ˧ˡˬ ˫˧˷˶ˣˡ ˫˧˦˵˧˧˟ˣ˞ ˫˸ˣ˞  ˷˧ ˭˩˪ˣ ,˫˸ˣ˞ ˪ˢˮ˪ˣObject Handle  ˫˸˶ˤ˰˟˷

 ˫ˢ˪ ˸ˣ˴˵ˢ˪ˣ ,˫ˢ˧˪˰ ˭ˠˢ˪ ˸ˮˬ ˪˰ ˢ˥˦˟˞ ˸ˣ˵˧ˡ˟ ˨ˣ˶˰˪ ,˫˧˦˵˧˧˟ˣ˞ˢ ˸˞ ˸ˣˮ˷˪ˣ ˸ˣˮ˲˪ ˭˸˧ˮ

˟ ˷ˬ˸˷ˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˟˞˷ˬ˟ ˸˷ˬ˸˷ˬ˷ ˢˮ˩ˣ˸ ˥ˣ˸˧˲ ˨˪ˢˬ˟ .˫˧˟˞˷ˬ-handle ˪˩ ,handle 

˲˯ ˨˧˪ˢ˸˟ ˧˲˧˴˲˯ ˦˵˧˧˟ˣ˞ ˠ˴˧˧ˬ ˶˷˞ ˧ˡˣ˥˧˧ ˶˲˯ˬ ˞ˣˢ ˶˲˯ˬ ˨˧˪ˢ˸ ˞ˬˠˣˡ˪˷ ˞˧ˢ ˢˮˣˣ˩ˢ .˧˲˧˴м 

ˢ ˸˞ ˪˟˧˵-handle 0x8c )˟ ˭˟ˣˬ˩-(hex˶ˣ˟˰ ,  ˦˵˧˧˟ˣ˞x ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˶˥˞ ˨˧˪ˢ˸˟ ,handle  ˢˢˤ ˣ˩˶˰˷-

0x8c  ˦˵˧˧˟ˣ˞ ˠ˴˧˧ˬ ˪˪˩˟ ˞ˣˢ ˨˞y ˸˷ˠ˪ ˫˧˩˧˪ˢ˸ˬ ˸˰ˮˣˬˣ ˫˧˟˞˷ˬˢ ˪˰ ˢˮˠˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˩ˣ ,

ˡˠˢ˪ ˭˸˧ˮ˷ ˭˟ˣˬ˩ .˧ˮ˷ˢ ˪˷ ˡ˥˞ ˫˧˟˞˷ˬ˪ ˭˧˟ ˫˸ˣ˞ ˱˸˷˪ ˨˩˟ˣ ˫˧˟˞˷ˬ˪ ˸ˣˬ˷ ˨˶ˣ˴ˢ ˢ˶˵ˬ˟ ˶˧

.˫˧ˮˣ˷ ˫˧˩˧˪ˢ˸ 
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HAL 

Hhardware Abstraction Layer ) ˪ˣˡˣˬ ˞ˣˢhal.dll˟ ˭˰˦ˮ ˶˷˞ (-Kernel Mode  ˪˞ ˵˷ˬˬˢ ˸˞ ˵˲˯ˬ˷

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˢ˴˶ ˢ˧˪˰ ˢ˶ˬˣ˥ˢWindows ˪˞ ˸ˣ˶˧˷˧ ˸˷ˠ˪ ˫ˣ˵ˬ˟ .,ˢ˶ˬˣ˥ˢ  ˪˷ ˫˧˟˧˩˶

Windows ˫ˠ ˭˩ ˣˬ˩ ,device driversˢ ˪˞ ˢ˞˧˶˵ˢ ˸˶ˤ˰˟ ˸ˣˮˣ˷ ˸ˣ˶ˬˣ˥ ˫˰ ˸ˣˬ˧˞˸ ˪˰ ˫˧˶ˬˣ˷ ,-

routines ˢ ˪˷-HAL ˢ ˣˤ ˢ˟˧˯ˬ .ˢ˶ˬˣ˥ ˧ˣ˪˸ ˰ˡ˧ˬ ˫˧˩˧˶˴ ˫ˢ ˶˷˞˩-routines ˢ ˪˷-HAL ˟ ˸ˣˡ˰ˣ˸ˬ-

wdk˪ .-Windows ˢ ˭ˬˤ˟ ˸˪ˣ˩˧ˢ ˸˞ ˷˧ ˫ˣ˧˩-boot ˢ ˸˞ ˸ˣ˪˰ˢ˪ˣ ˵ˣˡ˟˪-hal  ˸ˣ˞˯˶ˠ ˸ˬˣ˰˪ ,˫˧˞˸ˬˢ

 ˪˷ ˸ˣˮ˷˧Windows˟ .-windwos 64bit  ˵˶ˣ ˨˞ ˷˧hal.dll .ˡˡˣ˟ 

 

Device Drivers 

˟ ˫˧ˮ˰˦ˮ ˶˷˞ ˫˧˪ˣˡˣˬ ˫ˢ-Kernel Mode  ˸ˬˣ˧˯ ˫˰ ˪˪˩ ˨˶ˡ˟).sys˭˧˟ ˷ˬˬ ˫˧˶˷˲˞ˬ ˶˷˞ ( s-I/O 

Manager ˟ ˫˧˴˶ ˫ˢ .˸˧˦ˮˣˣ˪˶ˢ ˢ˶ˬˣ˥ˢˣ-Kernel Mode ˟-о :˫˧˶˷˵ˢ 

1. user thread ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˫ˤˣ˧˷-I/O 

2. Kernel Mode System Thread. 

3. ˬ ˢ˞˴ˣ˸˩-interrupt. 

 ˧ˠˣ˯ ˶˲˯ˬ ˫ˮ˷˧drivers: 

1. Hardware Device Drivers π .˧˸˷˶ ˣ˞ ˧ˤ˧˲ ˟˧˩˶ˬ ˞ˣ˶˵˪/˟ˣ˸˩˪ ˸ˮˬ ˪˰ ˢˬ˶ˣ˥˟ ˫˧˷ˬ˸˷ˬ 

2. File System Drivers π ˠ˶˸ˬ˫˧ˬ  ˸ˣ˷˵˟I/O  ˸ˣ˷˵˟˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬI/O .ˢ˶ˬˣ˥ˢ ˪˷ 

3. File System Filter Drivers π ˶˷˲˞ˬ˫˧ ˰˸ˢ˪.˫˧˴˟˵ˢ ˸˩˶˰ˬ ˫˰ ˵˯ 

4. Network Redirectors And Servers π  ˸ˣ˷˵˟ ˫˧ˬˠ˶˸ˬI/O  ˫˧˥˪ˣ˷ˣ ˸˧ˬˣ˵ˬˢ ˫˧˴˟˵ˢ ˸˩˶˰ˬ ˪˷

.˸ˣ˶˧˷ ˸˪˟˵˪ ˣˢ˷˪˩ ˵˥ˣ˶ˬ ˸˶˷˪ ˭˸ˣ˞ 

5. Protocol Drivers π .˸˶ˣ˷˵˸ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ ˫˧˶˷˲˞ˬˣ ˫˧˰˧ˬ˦ˬ 

6. Kernel Streaming Filter Drivers π ˡ˥˧ ˫˧˶˷˶ˣ˷ˬˢ ˫˧˶˟˧˧˶ˡ ˸˧˲˧˴˲˯ ˢ˪ˣ˰˲ ˰ˣ˴˧˟ ˸˟ˣ˦˪ 

Drivers ˢ ˶ˣˤ˞˟ ˡˣ˵ ˳˧˶ˢ˪ ˸ˮ˩˸ˬˢ ˪˷ ˢˡ˧˥˧ˢ ˸˧ˬ˦˧ˠ˪ˢ ˨˶ˡˢ ˫ˢ-Kernel  ˸ˣ˶˧˷˧ ˰˧˲˷ˢ˪ ˫˴˰˟ˣ

.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ˣ ˢ˶ˬˣ˥ ˪˰ 
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ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˩˧˪ˢ˸ 

Idle - )pid 0ό ˪˧˩ˬ ,thread  ,˳˟ˣ˵ ˳˧˶ˬ ˞˪ ˢˤ ˨˧˪ˢ˸ ,˶˩ˤˣˢ ˶˟˩˷ ˣˬ˩ .ˢ˟˧˪/ˡ˟˰ˬ ˪˩ ˶ˣ˟˰ ˡ˥˞

ˣ˪˩ ˭˧˞ ˶ˬidle.exe  ˶ˬˣ˪˩ ."ˡ˟ˣ˰" ˡ˟˰ˬˢ ˸˞ ˵˧ˤ˥ˢ˪ ˪ˣ˩ˢ ˨˯˟ ˞ˣˢ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˪˷ ˡ˧˵˲˸ˢ .˵˯˧ˡ˟

 ˸ˣ˷ˡ˥ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ .ˡ˟˰ˬˢ ˪˷ ˢ˶˧˴˰ ˰ˣˮˬ˪ ˧ˡ˩ ,ˡ˟˰ˬ˪ ˢ˵ˣ˯˰˸ ˭˸ˣˮ ˡ˧ˬ˸ ˞ˣˢπ  ˞ˬˠˣˡ˪

Windows 10 ˢˬ ˶˸˯ˣˬ ˢˤ ˨˧˪ˢ˸-Task Manager˟ ˣ˸ˣ˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˞ .-details: 

 

System - )pid 4όˢ ˟ˣ˶ ˸˞ ˪˧˩ˬ ,-threads ˢ ˪˷-Kernel Mode  ˫˧˞˶˵ˮ˷system threads ˣ˪˞ ,

threads ˟ ˫˧˴˶˷-kerenl mode ˢ ˪˷ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˣ˸ˣ˞˟ ˭˰˦ˮ˷ ˡˣ˵ ˫˧˴˧˶ˬˣ-Kernel ˪˰ ˶˟ˣˡˬ ˫˞ ˭˧˟ .

ntoskrnl.exe  ˪˷ ˡˣ˵ ˪˰ ˣ˞drivers ˫˸ˣ˞ .threads ˴˵ˮˣ˲ˢ ˪˷ ˢ˸˴˶ˢ ˧ˡ˧ ˪˰ ˵˶ˣ ˨˞ ˪˧˥˸ˢ˪ ˭˸˧ˮ ˢ˧

PsCreateSystemThread  ˨ˣ˸ˬKernel Mode. 

exe.Smss π Manager Session π ˢ ˨˧˪ˢ˸ˢ ˞ˣˢ-Mode-User .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰˟ ˶˴ˣˮ˷ ˭ˣ˷˞˶ˢ 

 ˨˧˪ˢ˸ ˪˷ ˰˲ˣˬ ˡˣ˰ ˫˧˧˵ ˫˞ˢ ˵ˡˣ˟ ˞ˣˢ ˪˧˥˸ˬ ˨˧˪ˢ˸ˢ ˶˷˞˩smss.exe  ˭ˣ˷˞˶ˢ ˰˲ˣˬˢ ˞ˣˢ˷ ˣ˞π 

 ˞˶˵ˮ˷Master smss˲ˣˬ ˫˞ˢ ˸˰ˡ˪ ˸ˣ˪˵˟ ˭˸˧ˮ . ˞ˣˢ ˰master  ˣ˪ ˷˧ ˫˞ ˢ˵˧ˡ˟ ˧ˡ˧ ˪˰ ,˞˪ ˣ˞

˪ ˶˷˲˞˪ ˫ˢ ˫˧˰˲ˣˬˢ ˸˶˦ˬ .˭ˣ˷˞˶ˢ ˰˲ˣˬˢ ˞ˣˢ ˞˪ ˫˞ ,˫˧˦ˮˬˣˠ˶˞-sessions  ˢˡˬ˰ ˢ˸ˣ˞ ˪˰ ˫˧ˮˣ˷π 

˷ ˶˥˞˪ .˭ˬˤ ˣ˸ˣ˞˟ ˫˧˶˟˥˸ˬ ˫˧˷ˬ˸˷ˬ ˶˲˯ˬ ˫ˢ˟ ˞ˬˠˣˡ˪ ˫˧˸˶˷˪ ˡ˰ˣˮ-session  ˪ˣ˥˸˞ˢ ˸˞ ˫˧˧˯ˬ

 ˨˧˪ˢ˸ˢ ˣ˪˷smss.exe ˣ˸ˣ˞˪ ˧˦ˮˣˣ˪˶ ˣˮ˧ˢ˷ session  ˨˧˪ˢ˸ ˵˶ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˨˩ˬ ˢ˞˴ˣ˸˩ ,˫˧˧˸˯ˬ

smss.exe  ˡ˥˞ ˪˧˰˲π smss masterˢ .-smss master :˫ˢ˧ˮ˧˟ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˶˲˯ˬ ˰˴˟ˬ 

¶ ˭ˬ˯ˬ ˸˞ ˨˧˪ˢ˸ˢ ˸˞ˣ s-thread ˟ ˣ˪˷ ˧˸˪˥˸ˢˢ-critical π ˢ ˣ˞ ˨˧˪ˢ˸ˢˣ ˢˡ˧ˬ˟-thread  ˫˧˶ˠ˯ˮ

.˸˯˶ˣ˵ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,˞˧ˢ˷ ˢ˟˧˯ ˪˩ˬ 

¶ ˢˮ˷ˬ  ˸˞πsprocess base priority ˪-мм .(ˢˣ˟ˠ) 

¶ ˪˧˥˸ˬ thread  ˸˥˧˸˲˪ ˸˷˵˟˪ ˟˧ˠˢ˪ ˪ˣ˩˧˷Sessions. 

¶ ˪˧˥˸ˬ smss  ˸˞ ˪˥˸˞˪ ˧ˡ˩ ˷ˡ˥Session 0. 
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¶ ˪˧˥˸ˬ smss  ˸˞ ˪˥˸˞˪ ˧ˡ˩ ˷ˡ˥Session 1. 

¶ ˡˣ˰ˣ ˸ˣ˪ˣ˰˲ ˸ˣ˟˶. 

ˢ ,ˣˬ˧˧˸˯ˢ ˸ˣ˶˥˞ˣ ˣ˪˞ ˸ˣ˪ˣ˰˲ ˪˩˷ ˶˥˞˪-master smss  ˵˧ˤ˥ˬˣ ˪˰ˣ˲ ˶˞˷ˮhandle ˪-csrss.exe ˪x-

winlogon.exe .˸˶ˠ˯ˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ ˫˧˧˸˯ˬ ˨˧˪ˢ˸ˢ ˫˧˧˸˯ˬ ˫ˢˬ ˸˥˞ˣ ˢˡ˧ˬ˟ 

 ˸˥˧˸˲˪ ˢ˷˵˟ ˪˩˟session ˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷˥˶˸ˬ ˷ˡ˥: 

Lsm.exe π Local Session Manager. ˢ ˸˞ ˪ˢˮˬ-Sessions  ˪˞ ˸ˣ˷˵˟ ˥˪ˣ˷ ˞ˣˢ .ˢˮˣ˩ˬˢ ˪˰ ˸˧˪˞˵ˣ˪

-ssmss ˢ ˨˶ˡ-alpc port ˶˧ˡˠˬ ˞ˣˢ˷ ˪˧˥˸ˢ˪ ˧ˡ˩ ,Sessions  ˶˥ˣ˟ ˷ˬ˸˷ˬ ˶˷˞˩ ˞ˬˠˣˡ˪ ,˷ˡ˥

 ˢ˧˴˲ˣ˞˟switch user  ˫˰ ˢ˧˴˵˶˦ˮ˧˞ ˨˧˪˸ˢ˪ ˷˧ ˱˯ˣˮ˟ .˷ˡ˥ ˷ˬ˸˷ˬ ˫˰ ˶˟˥˸ˬˣwinlogon xcsrss- ,

˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰-RPC˪ ˰˧ˡˣˬ ˞ˣˢ .-csrss  ˪˟˵ˬˣ ,˷ˬ˸˷ˬ ˪˷ ˸ˣ˵˸ˮ˸ˢˣ ˶ˣ˧˟˥ ˣˬ˩ ˸ˣ˪ˣ˰˷ ˸ˣ˪ˣ˰˲ ˪˰

ˬ ˸ˣ˞˶˸ˢ-winlogon ˪ˣ˰˲ˢ ˶ˣ˟˰:˸ˣ˞˟ˢ ˸ˣ 

1. Logon x-logoff 

2.  ˪˷ ˢ˵˯˲ˢˣ ˢ˪˥˸ˢshell 

3. ˪ ˸ˣ˶˟˥˸ˢ-session ˫˧˧˵ 

4. ˬ ˸ˣ˵˸ˮ˸ˢ-session 

5. Lock  ˣ˞unlock ˪-desktop 

Csrss.exe π  ˶˟˯ˣˢ ˪˰ ˦ˣ˶˧˲˟Windows Subsystem. 

Winint.exe π  ˪˷ ˪ˣ˥˸˞session 0 π session ˢ ˧˟˧˩˶ ˪˩ ˞ˣ˟ˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˨˧˧˷ˢ ˡ˥ˣ˧ˬˣ ˡ˶˲ˮ-

GUI ˮˢˬ ˸˦˪˥ˣˬ ˢˡ˶˲ˢ˟ ˫˧˞˴ˬsession  ˸ˣ˞˷˶ˢ ˸˥˸ ˳˶ ˞ˣˢ .˷ˬ˸˷ˬˢ ˞˴ˬˮ ˞ˣ˟˷system  ˭˟ˣˬ˩ˣ

.˸ˣ˧ˮˣˡˤ ˸ˣ˪ˣ˰˲ ˡ˞ˬ ˢ˟˶ˢ ˰˴˟˪ ˭˸˧ˮ ˸˧ˬ˧˦˧ˠ˪ ˞˪ ˢ˶ˣ˴˟ ˣ˧˪˞ ˫˧˷ˠ˧ˮˣ ˢˡ˧ˬ˟˷ wininit  ˸˞ ˰˴˟ˬ

:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ 

мΦ ˧˦˧˶˵ ˨˧˪ˢ˸˩ ˣˬ˴˰ ˭ˬ˯ˬ 

нΦ ˢ ˸˞ ˪˥˸˞ˬ-user mode scheduling infrastructure 

оΦ x ˧ ˢ˧˧˵˧˸ˢ ˸˞ ˶˴%windir%/temp 

пΦ  ˶˴ˣ˧Windows statation  ˫˷˟winsta0 π ˧˩ˬ ˭clipboard x-desktop objects ˣ ˫˧˲˯ˣˮ-н desktops 

 ˫˷˟winlogon x-default ˟ ˫˧˴˶˷ ˫˧˩˧˪ˢ˸ ˶ˣ˟˰-session 0. 

рΦ  ˨˧˪ˢ˸ˢ ˸˞ ˶˴ˣ˧services.exe 

сΦ  ˸˞ ˪˧˥˸ˬlsass.exe 

тΦ  ˸˞ ˪˧˥˸ˬlsm.exe 

уΦ  ˲ˢ˪ ˡ˰ ˪ˣ˰˲˪ ˨˧˷ˬˬ.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˵˯ 
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Services.exe π Service Control Managerˢ ˧˩˧˪ˢ˸ˣ ,-Service  ˞ˬˠˣˡ˪ ,ˣ˧˸˥˸ ˫˧˴˶˷svchost.exe .

 ˪˷ ˫ˬ˴˰ ˫˧˩˧˪ˢ˸ˢservices ˟ ˫˧˴˶-user mode ˫˧˶ˡˠˣˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫ˢ˷ ˢˤ ˫ˢ˟ ˡ˥ˣ˧ˬ˷ ˢˬ ,

ˢˡˤˢ ˣ˞ ˢ˧˴˵˶˦ˮ˧˞ ˪˩ ˞˪˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˧˧˪˰ ˫˰ ˸˧˦ˬˣ˦ˣ˞ ˸ˣ˪˰˪ .˸ˣ 

˷ ˶˧ˡˠˢ˪ ˫ˠ ˭˸˧ˮ˪˞  ˪˷ ˫˧ˮˣ˷ ˪ˣˢ˧ˮ ˧˪˩˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˫˸ˣ˞ ˪˧˰˲ˢ˪ˣ ,˸˧˦ˬˣ˦ˣ˞ ˣ˪˰˧Windows  ˣ˞

 ˢ˧˴˵ˮˣ˲˟StartServiceˢ ˧˩˧˪ˢ˸ ˫˰ ˢ˧˴˵˞˶˦ˮ˧˞ ˶ˣ˴˧˪ˣ ,˶ˣ˴˰˪ ,˳˧˶ˢ˪ ˧˞˶˥˞ ˣˬ˴˰ ˨˧˪ˢ˸ˢ .-services .

Service  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˶˥˞ ˢ˴˶ˢ ˳˟ˣ˵ ˣ˞ ˢˮ˩ˣ˸ ˪˩ˬ ˢ˟˶ˢ˟ ˢˮˣ˷ ˣˮ˧˞ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˡ˟˪ˬ

ˢ ˫˰ ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˣ˶˴ˣ˧˷ ˸ˣˡ˥ˣ˧ˬ-service manager  ˫˧ˡ˥ˣ˧ˬ ˫˧˷ˬ˸˷ˬ ˸˥˸ ˫˧˴˶ˣ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲˪

 ˪˩ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷service ˟ ˶ˡˠˣˬ-Registry :˟˧˸ˮˢ ˸˥˸ 

HKLM\SYSTEM\CurrentControlSet\Services 

 ˷˧ ˨˧˪ˢ˸ ˪˩˪о  ˸ˣˬ˷π ˧ˮ˲ˢ ˫˷ˢ ,˸˩˶˰ˬ˟ ˳˶˷ ˨˧˪ˢ˸ˢ ˫˷˟ ˣ˪ ˶ˡˠˣˬ˷ ˧ˬ-regsitry ˢˠˣ˴˸ˢ ˫˷ˣ ,

ˢ ˸˥˸-service manager ˸˶ˤ˰˟ .˧ˬ˧ˮ˲ˢ ˫˷ˢ ˠ˴ˣˬ ,˶ˡˠˣˬ ˢˠˣ˴˸ ˫˷ ˭˧˞ˣ ˢˡ˧ˬ˟ .tasklist /svc  ˭˸˧ˮ

ˢ ˧˩˧˪ˢ˸ ˪˩ ˸˞ ˸ˣ˞˶˪-services ˢ ˫˷ ˫˰ ˢˬ˞˸ˢ˟-service. ˩ ˫˧˪˰ˣ˲ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˟˧˩˶ˬ ˵˪˥-

service  :˞ˬˠˣˡ˪Task Scheduler ,Event Log. 

Lsass.exe π local security authority Subsystem service ˧ˡ˧ ˪˰ ˳˶ˣˬ ,wininit.exe ˰˲ˣˬ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ,

 ˪˷ ˡ˟˪˟ ˡ˥˞lsass.exe  ˸˥˸ ˳˶˷session 0 ˧˲˪ ˸˩˶˰ˬˢ ˪˷ ˢ˥˦˟˞ˢ ˸˯˧˪ˣ˲ ˸˞ ˱ˣ˩˞˪ ˧˞˶˥˞ .

˧ˣˮ˧˷˪ ˧˞˶˥˞ ,˸˩˶˰ˬ˪ ˫˧˷ˬ˸˷ˬ ˪˷ ˸ˣˮˣ˩ˮ ˸ˣ˧ˣ˶˟˥˸ˢ ˞ˡˣˣˬ ˞ˣˢ .˶˟ˣ˥ˬˢ ˷ˬ˸˷ˬˢ ˸ˣ˞ˬ˯˧˯˟ ˫˧

 ˶˴ˣ˧ˣaccess tokens ˢ ˪˞ ˟˸ˣ˩ ˞ˣˢ ˱˯ˣˮ˟ .˫˧˷ˬ˸˷ˬ˪-Windows security log ˸˥˸ ˳˶ ˨˧˪ˢ˸ˢ .

User-Mode ˧ˡ˧ ˪˰ ˸ˣ˷ˬˣˬˬ ˣ˧˸ˣ˪ˣ˰˲ ˟ˣ˶ˣ ,lsasrv.dll. 

 ˶˷˞˩lsass.exe  ˸ˣˬ˧˞ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ ˸ˣˬ˧˞˸ˬˢ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˶ˣ˵ ˞ˣˢ ,˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˪˟˵ˬ

ˬˠˣˡ˪ ,˸ˣˢˡˤˢˢ ˧˦˶˲˟ ˞ˬ˯˧˯ˢ ˪˷ ˢ˵˧ˡ˟ ˞-Active Directory  ˳˟ˣ˵˟ ˣ˞ ˭˧˧ˬˣˡ˟ ˸ˣ˶˟˥˸ˢ ˶˟˰

˟SAM- ˢ ,˫˧˸ˬˣ˞ˬ ˸ˣˢˡˤˢˢ ˧˦˶˲ ˶˷˞˩ .˸˧ˬˣ˵ˬ ˸ˣ˶˟˥˸ˢ ˶ˣ˟˰-lsass  ˸˧˸˥˦˟˞ ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵

 ˫˷˟NtCreateToken  ˦˵˧˧˟ˣ˞ ˶ˣ˴˧˪ ˸ˮˬ ˪˰access token  .˶˟˥˸ˢ˷ ˷ˬ˸˷ˬ˪ ˫˧˞˸ˬ 

˟ ˷ˣˬ˧˷ ˷˧ˣ ˢˡ˧ˬ˟-UAC ˬˢˣ ,˟˷˥ˬ˟ˢ ˸˴ˣ˟˵˟ ˞˴ˬˮ ˶˟˥˸ˢ˷ ˷ˬ˸˷Administrators-ˣ˶ˣ˟˰ ˶˴ˣˮ , 

access token  .˱˯ˣˮ ˡ˥ˣ˧ˬToken  ˧ˡ˧ ˪˰ ˷ˬˣ˷ˬ ˢˤwinlogon  ˫˧ˬ˧ˣ˯ˬ ˫˧˩˧˪ˢ˸ ˶ˣ˴˧˪ ˸ˮˬ ˪˰

˟session- ˢ ˨˶˰˟ ˫˧˶ˬ˷ˮ ˫˧ˡ˥ˣ˧ˬ ˫˧˩˧˪ˢ˸ ˫˸ˣ˞ .˷ˬ˸˷ˬˢ ˪˷-Registry ˫˷˟-userinit  ˸˥˸

:˟˧˸ˮˢ 

HKLM\SOFTWATE\Microsoft\Windows NT\CurrentVersion\Winlogon 

 ˫˷ ˞˴ˬˮ ˸˧˦˪ˣ˲ˡuserinit.exe .˫˧˲˯ˣˮ ˫˧˩˧˪ˢ˸ ˱˧˯ˣˢ˪ ˭˸˧ˮ ˨˞ 
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Svchost π  ˪˩ ˪˷ ˢ˴˶ˢservice  ˪˷ ˢ˴˶ˢ ˸˞ˤ ˸ˬˣ˰˪ .˸˩˶˰ˬˢ ˧˟˞˷ˬ ˸˞ ˤ˟ˤ˟ˬ ˣ˪˷ˬ ˨˧˪ˢ˸ ˸˥˸

services ˷ ˨˩˪ ˫˶ˣˠ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˸˥˸-service  ˫˧˧˸˯ˢ˪ ˨˧˪ˢ˸˪ ˫ˣ˶ˠ˪ ˪ˣ˩˧ ˯˶ˣ˵˷ ˡ˥˞ ˪˩ ˸˞ ˶ˣ˴˰˪ˣ

-sservices˟ ˶˟ˣˡˬ˷˩ .-services  ˪˷ ˫˧˦˪ˣ˲ˡˢWindows ,˫ˢ˪˷ˬ ˡ˶˲ˮ ˨˧˪ˢ˸ ˸˥˸ ˫˧˴˶ ˫˵˪˥ ,

 ˫˰ ˨˧˪ˢ˸ ˫˧˵˪ˣ˥ ˵˪˥ˣservices ˢ ˨˧˪ˢ˸ ˞ˬˠˣˡ˪ .˫˧˶˥˞-lsass.exe  ˶˲˯ˬ ˪˧˩ˬservices  ˞ˬˠˣˡ˪π 

samss ,netlogon. 

Windows  ˸˥˸ ˫˸ˣ˞ ˢ˴˧˶ˬsvchost  ˣˬ˩ ˫ˢ˟ ˸˷ˬ˸˷ˬ˷ ˨˩˟dlls :ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ ˫˸ˣ˞ ˸ˮ˰ˣ˦ˣ 

svchost -k <service_name> 

 ˫˸ˣ˞services ˢ ˨˶˰˟ ˫˧˞˴ˬˮ ˫˧˦˪ˣ˲ˡ-Registry ˢ ˪˷services: 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Svchost 

 ˪˷ ˰˲ˣˬ ˪˩svchost  ˸˥˸ ˳˶services.exe. 

Winlogon π ˪˰ ˧˞˶˥˞ ˣ ,˸ˣ˶˟˥˸ˢ ˪˟˵ˬ ˨˧˪ˢ˸ˢ .˸˧˟˧˦˵˞˶˦ˮ˧˞ ˢ˶ˣ˴˟ ˫˧˷ˬ˸˷ˬ ˪˷ ˸ˣ˵˸ˮ˸ˢ

ˢ ˧˷˵ˬ ˱˴˶ ˶˷˞˩ ˷ˬ˸˷ˬ ˪˷ ˶ˣ˟˧˥ ˸˷˵˟ ˪˰ ˢ˞˶˸ˢSAS-: Secure Attention Sequence  .˰˴˟˸ˬ

-sSAS  ˶˩ˣˬˢ ˫˧˷˵ˬˢ ˱ˣ˶˧˴ ˞ˣˢ ˧˦˪ˣ˲˧ˡˢctrl+alt+deleteˢ ˸˶˦ˬ ,-SAS  ˧ˮ˲ˬ ˷ˬ˸˷ˬ ˪˰ ˭ˠˢ˪ ˞˧ˢ

˧˧ˤ˪ ˨ˣ˯ˮˬ˷ ˸ˣ˞ˬ˯˧˯ ˸˟˧ˮˠ˪ ˸ˣˮ˩ˣ˸ˢ ˭ˣˮˠˮˬ˟˷ ˢˡ˟ˣ˰ˢ ˸ˣ˩ˤ˟ ˸˞ˤ ,˸ˣ˶˟˥˸ˢ ˨˧˪ˢ˸ ˱-SAS  ˱ˣ˴˶ˣ

˟ ˸ˣ˴˶˷ ˸ˣˮ˩ˣ˸ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˩˧ ˞˪ ,ˣ˪˷ ˫˧˷˵ˬˢUser-Mode- ˸ˣˢˡˤˢˢˣ ˸ˣ˶˟˥˸ˢˢ ˧˷ˣˬ˧ˬ .

 ˸˶ˤ˰˟ ˫˧˰˴˟˸ˬdlls  ˫˧˞˶˵ˮˢCredential Providers. 

 ˸˧˦˶ˡˮ˦˯ ˢ˶ˣ˴˟Windows  ˱˧˯ˣˢ˪ ˫ˠ ˭˸˧ˮˣ ˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ˟ ˸˷ˬ˸˷ˬsmart card . ˫˧˸ˮ˩˸ˬ

˷ ˭ˣˣ˧˩ˬ .˰˟˴˞ ˸˰˧˟˦ ˫˰ ˣ˞ ˸˧˪ˣ˵ ˸ˣ˶˟˥˸ˢ ˞ˬˠˣˡ˪ ˫˧ˮˣ˷ ˫˧˦˵˲˯˞ ˱˧˯ˣˢ˪ ˫ˠ ˫˧˪ˣ˩˧-winlogon  ˞ˣˢ

ˢ ˸ˮ˧˰˦˟ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ,ˢ˪˰ˬ˪ ˶˞˷ˮ ˞ˣˢ ˸˩˶˰ˬ˪ ˧˦˧˶˵ ˨˧˪ˢ˸-credntial provider sx-UI  ˷ˬ˷ˬˢ

 ˫˷˟ ˨˧˪ˢ˸ ˸˥˸ ˫˧˴˶ ˫ˢ ,˸ˣ˶˟˥˸ˢ˪logonui  ˸˥˸winlogon ˧ˣˢ˧ˤ ˷˧ ˶˷˞˩ .ˢ ˪˷-SAS  ˶˴ˣˮ

 ˨˧˪ˢ˸ˢlogonuiˢ ˷ˬ˸˷ˬˢ ˸ˣ˶˟˥˸ˢ ˶˥˞˪ˣ ,-lognonui  ˱˯ˣˮ˟ .˳ˣ˶˪ ˵˧˯˲ˬwinlogon ˪ˣ˩˧  ˭ˣ˰˦˪ ˫ˠ

dlls  .˸ˣ˲˯ˣˮ ˸ˣ˵˧ˡ˟˪ ˣ˞ ˫˧˸˶˷˪ ˸ˣ˰ˠˣˮˢ ˞ˬˠˣˡ˪ ,˸ˣ˟˩˶ˣˬ ˶˸ˣ˧ ˸ˣ˧ˣˢˡˤˢ ˨˶ˣ˴˪ ,˸˶ˣ˷˵˸˪ ˫˧˶ˣ˷˵ˢ

 ˪˞ ˫˧˥˪˷ˮ ˫ˢ ,˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˭˧ˤˢ ˷ˬ˸˷ˬ˷ ˶˥˞˪lsass.exe. 

ˢ˸ˢ ˫˰ ˢ˧˴˵˞˶˦ˮ˧˞˟ ˞˟ ˷ˬ˸˷ˬ˷ ˫˰˲ ˪˩˟ ˞˪˞ ,˵˸ˮ˸ˬˣ ˶˟˥˸ˬ ˷ˬ˸˷ˬ ˶˷˞˩ ˵˶ ˞˪ ˪˰ˣ˲ ˨˧˪

ˢ ˧˷˵ˬ ˱˴˶-SAS ˫˧˥˸ˣ˲ ˶˷˞˩ ˞ˬˠˣˡ˪ .task manger ˸˞ ˸ˣ˟˩˪ ˣ˞ ˨˯ˬˢ ˸˞ ˪ˣ˰ˮ˪ ˫˧˷˵˟ˬ ,

˸˶ˤ˰˟ ˸˩˶˰ˬˢ: ctrl+alt+delete. 

˟ ˷ˣˬ˧˷ ˫ˠ ˷˧˷ ˭˟ˣˬ˩-logonui .ˢ˧˴˵˞˶˦ˮ˧˞ˢ ˨˯ˬ ˸˞ ˠ˧˴ˢ˪ ˧ˡ˩ 
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userinit π  ˸˴˶ˢ ˞ˬˠˣˡ˪ ,˷ˬ˸˷ˬˢ ˸˟˧˟˯ ˪˷ ˪ˣ˥˸˞ ˰˴˟ˬlogin script ˟ ˷ˣˬ˧˷ˣ-group policies ,

ˢ ˨˶˰ ˪˞ ˢˮˣ˲ ˞ˣˢ ˭˩ˬ ˶˥˞˪-Registry ˢ ˨˶˰˟-shellˢ ˨˶˰ ˸˥˸ ˞˴ˬˮ˷ ,-Registry: 

HKLM\SOFTWARE\Microsot\Windows NT\CurrentVersion\Winlogon 

ˢ ˸˞ ˳˧˶ˬ˷ ˨˧˪ˢ˸ ˶˴ˣ˧ˣ-shell ,˸˩˶˰ˬˢ ˪˷  ˪˪˩ ˨˶ˡ˟explorer.exe ˭˩ˬ ˶˥˞˪ .userinit.exe  .˫˧˧˸˯ˬ

˪˷ ˢ˟˧˯ˢ ˸˞ˤ explorer.exe .ˣ˸˪˧˥˸ ˶˥˞˪ ˫˧˧˸˯ˬ ˣ˪˷ ˟˞ˢ ˨˧˪ˢ˸˷ ˭ˣˣ˧˩ˬ ,˟˞ ˨˧˪ˢ˸ ˭˧˞ 

Mdm.exe π Machine Debug Manager ˧ˡ˧ ˪˰ ˷ˣˬ˧˷ ˣ˟ ˢ˷˰ˮ ,Windows NT Option Pack 

ˣMicrosoft-Developer Studio ˰˴˟˪ ˸ˮˬ ˪˰ ,debugging˩ ˳˶ ˞ˣˢ .-service  ˸˩˶˰ˬ ˸˧˧˪˰ ˫˰ ˳˶ˣ

˟ ˷ˣˬ˧˷ ˭˧˞ˣ ˢˡ˧ˬ˟ .ˢ˪˰˲ˢˢ-debug  ˸ˣ˟˩˪ ˭˸˧ˮ ˸˩˶˰ˬ˟service .˷˷˥ ˞˪˪ ˢˤ 

Dwm.exe π Desktop Windows Manager  ˸˩˶˰ˬ ˪˷ ˫˧˧˲˞˶ˠ ˫˧˦˵˲˞˪ ˧˞˶˥˞ˢ ˨˧˪ˢ˸ˢ ˞ˣˢ

.˸ˣˮˣ˪˥ ˪˷ ˸ˣ˲˧˵˷ ˞ˬˠˣˡ˪ .ˢ˪˰˲ˢˢ 

Explorer.exe π  ˧˞˶˥˞ ˫˴˰˟ ˞ˣˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˪ˢˮ˪ ˷ˬ˸˷ˬ˪ ˶˷˲˞ˬˢ ˧˲˞˶ˠˢ ˵˷ˬˬ˪

.ˡˣ˰ˣ ˸ˣ˸˷˶ ˪˞ ˶ˣ˟˧˥ ,˫ˢ˧˪˞ ˢ˟˧˸˩ˣ ˫˧˴˟˵ ˪˷ ˢ˵˧˥ˬ/ˢ˶˧˴˧ ˞ˬˠˣˡ˪ .˸˧˲˞˶ˠ ˢ˶ˣ˴˟ 

 

˫ˣ˩˧˯ 

 ˧˟˧˩˶ ˪˩ ˸˞ ˶˵˯ ˢˤ ˶ˬ˞ˬ .˫˧˟˷˥ˬ˪ ˶ˣ˷˵˷ ˢˬ ˪˩˟ ˶˸ˣ˧˟ ˟˩˶ˣˬˢ ˵˪˥ˢ ˧˪ˣ˞ ˞˧ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

˧˯˟ ˵˲˯˪ ˶ˣˬ˞ˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˶ˣ˦˵˦˧˩˶˞ ˫˞ ˭˧˟ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˰ ˸ˣ˵˯˰˸ˢ˪ ˡ˞ˬ ˵ˤ˥ ˯

 ˥ˣ˸˧˲˟WinAPI ˢˤ ˶ˬ˞ˬ˷ ˷˧ˠˡˢ˪ ˷˧ .˶˟˧˧˯ ˸ˣ˲˧˵˸ˣ ˫˧ˮ˰ˠˣ˲ ˪˰ ˶˵˥ˬ ˣ˞ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˶˵˥ˬ ,

 ˫ˡˣ˵ ˶ˬ˞ˮ˷ ˣˬ˩ ˨˞ ˶˸ˣ˧˟ ˫˧˧˶˵˧˰ˢ ˫˧˵˪˥˟ ˵ˬ˰˸ˢπ  ˭˧˟ ˫˩˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬˢ ˫˧˵˪˥˟ ˵˧ˬ˰ˢ˪ ˳˪ˬˣˬ

˶˲˯ˢ ˸˶ˤ˰˟ ˞˪ ˫˞ ˭˧˟ˣ ˢˤ ˶ˬ˞ˬ˟ ˦˶ˣ˲ ˫˞  ˭˧ˣ˴ˬˢπ Windows Internals. 

!ˢ˞˧˶˵ˢˬ ˫˸ˮˢˮ˷ ˢˣˣ˵ˬ 

 

˸ˣ˶ˣ˵ˬ 

¶ Windows Internals 6th Edition  

¶ https:// securitybytes.io/blue-team-fundamentals-part-two-Windows-processes-

759fe15965e2?gi=8b242cb37387 

¶ Windows MSDN 

  

https://securitybytes.io/blue-team-fundamentals-part-two-windows-processes-759fe15965e2?gi=8b242cb37387
https://securitybytes.io/blue-team-fundamentals-part-two-windows-processes-759fe15965e2?gi=8b242cb37387
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P2P Communication - Punching Your Way In 

˸˞ˬ ) ˫˧ˮˠˣ˟ ˭ˡSnipSkill( 

 

ˢˬˡ˵ˢ 

 ˫˷˟ ˭˷˧ ˣ˞ˡ˧ˣ ˵˥˷ˬ˟ ˪˧˥˸ˬ ˢˤˢ ˶ˬ˞ˬˢ ˪˷ ˶ˣ˲˧˯ˢ- Revolt ˸ˮ˷˟ ˟˷˥ˬ˪ ˞˴˧ ˶˷˞ ,мффф  ˧ˡ˧ ˪˰

 ˫˷˟ ˢ˶˟˥- Accalim Entertainment .

 ˢˮˢˮ ˭˦˵ ˡ˪˧ ˶ˣ˸˟ ˧ˬ˴˰ ˸˞ ˶˩ˣˤ ˧ˮ˞

 ,˫˧˟˶ˢ ˫˧˪ˣ˪˯ˬˢ ,˵˥˷ˬˢˬ ˡˣ˞ˬ

 ˢ˸˧˧ˢ ˣ˪˧˲˞ˣ ....˸ˣ˟˧ˮˠˬˢ ˸ˣ˧ˮˣ˩ˬˢ

 ˵˥˷˪ ˢ˧˴˲ˣ˞- online ˦ˣ˷˲ ˢ˧ˢ ˞ˣˢ !

 ˦ˣ˷˲ ,ˡ˥˞ ˫ˣ˧ ,˸˞ˤ ˫˰ ˨˞ ,˟˧ˮˠˬ

.ˣ˟ ˵˥˷˪ ˧˸˵˯˲ˢ 

 ,ˢˮˢˣ ˧˧˥˟ ˧˸˩˷ˬˢ ˧ˮ˞ˣ ˣ˶˟˰ ˫˧ˮ˷ˢ

˟˥ ,˸ˣ˰ˣ˟˷ ˢˬ˩ ˧ˮ˲˪ ˡ˥˞ ˫ˣ˧ ˶˲˧˯ ˶

 ˞ˣˢ˷ ˭˷˧ ˸ˣ˧ˮˣ˩ˬ ˵˥˷ˬ ˢˤ˧˞ ˪˰ ˧˪

.˸˲˯ˣˮ ˫˰˲ ˣ˟ ˵˥˷˪ ˣ˪˷ ˤ˰ˢ ˭ˣ˴˶ˢ ˪˰ˣ ,ˡ˪˧ ˶ˣ˸˟ ˵˥˧˷ 

 !˶˟˧ˡ ˞ˣˢ ˢˬ ˪˰ ˧˸ˮ˟ˢ ,˪ˠˣˠ˟ ˫˧˷ˣ˲˧˥ ˶˲˯ˬ ˶˥˞˪Revolt ˨˩ˣ !ˡ˪˧ ˶ˣ˸˟ ˧˸˵˥˧˷ ˧ˮ˞˷ ˵˥˷ˬˢ ,

 ˸ˮ˷ ,ˣˤˢ ˢ˲ˣ˵˸˟ ˵˥˷ˬˢ ˸˞ ˵˥˷˪ ˪˪˩˟ ˧˶˷˲˞ ˢˤ˷ ˧˸˰˸˲ˣˢ ˢ˪˧˥˸ ,˨˶ˡ˪ ˣˮ˞˴˧нлнл.. .нл  ˫˧ˮ˷

 ˫˷˟ ˢ˶˟˥˷ ˧˸˧˪˧ˠ ˤ˞ ˪˟˞ .˟˷˥ˬ˪ ˞˴˧ ˵˥˷ˬˢ˷ ˤ˞ˬ ˣ˶˟˰- GOG ˷˧ˬ˷˪ ˵˥˷ˬˢ ˸˞ ˢ˩˲ˢ ,

 ˸ˮ˷˟ ˣ˧ˢ˷ ˣ˪˞˪ ˯˥˧˟ ˸ˣ˧ˮ˩ˡ˰ ˸ˬ˶ˣ˲˦˪˲˪мффф ˡˬ˥ˮ ˢˬ˩ !J ˟ ˡ˟ˣ˰ ˣ˪˧˲˞ ˵˥˷ˬˢ-Linux ˣˮ˧ˬ˞˸) !

˪˧ˠ˷ ˵˥˷ˬˢ ˧˟ˠ˪ ˟ˢ˪˸ˬ ˫˸˯ ˧ˮ˞ ,ˡ˥˞ ˱˞˪ ˢˤˢ ˵˥˷ˬˢ ˸˞ ˵ˣˣ˷˪ ˢ˯ˮˬ ˞˪ ˧ˮ˞ ˪˟˞ ˞˪ ˣ˞ ˧˸˧

 ˶˥˞˪ ˷ˡ˥ˬмр ˢˮˣ˷˞˶ˢ ˫˰˲˟ ˣ˟ ˧˸˵˥˧˷˷ ˤ˞ˬ ˣ˶˟˰˷ ˫˧ˮ˷!( 

˟ ˵˥˷˪ ˧˸˪˥˸ˢˣ ˧˸˴˶ˢ ,˧˸ˡ˶ˣˢ ˵˥˷ˬˢ ˸˞ ,ˢ˶˵ˬ ˪˩˟-offline mode ˶˩ˤ˧ˢ˪ ˡˣ˞ˬ ˡˬ˥ˮ ˢ˧ˢ ,

.˫˧˶˟˥ˢ ˫˰ ˵˥˷ˬˢ ˸˧ˣˣ˥˪ ˢˬˣˡ ˢ˧ˢ ˞˪ ˶˟ˡ ˫ˣ˷ ,˭˧˧ˡ˰ ˪˟˞ ,˪˩ˢ˟ 
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ˢ ˶ˣ˸˲˩ ˪˰ ˧˸˴˥˪ ˤ˞-multiplayer ˢ ˡ˴˟ ,˧˸˧˞˶˷ ˢˬ ˢˤˣ (ˡ˶ˣ˧ ˶ˡ˯˟) ˫˧˟ˣ˸˩ ˢˮˣ˧˪˰ˢ ˢˮ˧˲˟ ˧ˮˬ˧

ˢ ˸˟ˣ˸˩-IP ˢ ˸˟ˣ˸˩ ,˟˸ˮˢ ˪˷-IP ˢ ˶˲˯ˬˣ ˧˪˷ ˟˷˥ˬˢ ˪˷ ˸˧ˬ˧ˮ˲ˢ-Port  ˵˥˷ˬˢ ˸˶˷ ˳˶ ˣ˧˪˰

(˧˪˷ ˟˷˥ˬˢ): 

 

 ˸˴˧˥˪˟ˣ ,˸˶˷˪ ˫˧˶˟ˣ˥ˬ ˫˧ˮ˵˥˷ ˣ˪˧˞ ˸ˣ˞˶˪ ˶˷˲˞ ˨˯ˬˢ ˰˴ˬ˞˟ ˸˞˴ˬˮ˷ ˢ˟˧˸˟TAB  ˵˥˷ˬˢ

.˪˧˥˸˧ 

˧ ˸˴˵ ˸ˣ˧ˢ˪ ˫˧˪˧˥˸ˬ ˫˧ˮ˧˧ˮ˰ˢ ˣ˧˷˩˰.(˟˷ˣ˥ ˧ˮ˞) ˰˴ˣˬˬˢ ˶ˬ˧˧ˠˢ ˪˧˟˷˟ ˫˧˩˟ˣ˯ˬ ˶˸ˣ  ˪˩˷ ˸ˮˬ ˪˰

 ˭˩˞ˣ ˢˡ˧ˬ˟ .˷ˬ˸˷ˬ ˞ˣˢ ˣ˟ ˟˸ˮ˪ ˢ˷˧ˠ ˪˰˟ ˸ˣ˧ˢ˪ ˨˶˦˴˧ ˸˶˷ˢ ˪˰˟ ,˵˥˷ˬ˪ ˱˶˦˴ˢ˪ ˣ˪˩ˣ˧ ˫˧˶˟˥ˢ

:ˣ˸˧˞ ˵˥˷˪ ˣ˧˶˟˥˪ ˶˷˲˞˪ ˸ˮˬ ˪˰ ˞˪ˬ˪ ˨˶˦˴˧ ˞ˣˢ ˫˸ˣ˞ ˫˧˟˪˷ˢ ˣ˪˞ ,˟˸ˮ˪ ˢ˷˧ˠ ˣ˪ ˷˧ 

1. ,˟˸ˮˢ ˪˷ ˶˸˞ˢ) ˟˸ˮˢ ˵˷ˬˬ˪ ˯ˮ˩˧ˢ˪ ˷˧ ˟ ˢ˞˶ˮ˩-Port улˢ ˸˟ˣ˸˩ ˸ˡ˪˵ˢ ˧ˡ˧ ˪˰ (-IP  ˸˧ˬ˧ˮ˲ˢ

.˭˲ˡ˲ˡ˟ ˟˸ˮˢ ˪˷ 

2.  ˫˷˟ ˶˸˞˟ ˡˣˬ˰˪ ˰˧ˠˢ˪Port forwarding  ˞˴ˬˮ ˶˷˞ (ˢˤ ˢˬ ˰ˡˣ˧ ˞˪˷ ˧ˬ˪ ˨˷ˬˢ˟ ˶˟˯ˣ˧ ˶˟ˡˢ)

˟˸ˮˢ ˪˷ ˧˦ˮ˶˦ˮ˧˞ˢ ˵˷ˬˬ˟ 

3. ˢ ˸˪˟˦˟ ˢ˷ˡ˥ ˢ˶ˣ˷ ˶ˣ˴˧˪-Port forwarding  ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˢ˲ˬˬ ˶˷˞UDP  ˦˶ˣ˲˟номл ˦˶ˣ˲˪ 

 ˫ˠ ˣˮ˪˷ ˢ˶˵ˬ˟ ,˪˧˰˪ ˢˮˣˬ˸˟ ˢˮˣ˧˪˰ˢ ˸˧ˮˬ˧ˢ ˢˮ˧˲˟ ˠ˴ˣˬ ˶˷˞номл 

 ˢ˲˧ ˫˧˶ˡ˸˯ˬ ˫˧˟˩ˣ˩ˢ ˶˞˷ ˪˩ˣ ˢˡ˧ˬ˟ˣ ,˟˸ˮ˪ ˢ˷˧ˠ ˸˶˷ˢ ˪˰˟˪ ˷˧ˣ ˢˡ˧ˬ˟ˣ ,ˣ˪˪ˢ ˫˧˟˪˷ˢ ˪˩ ˶˥˞˪

!ˡ˥˧˟ ˵˥˷˪ˣ ˸˶˷˪ ˶˟˥˸ˢ˪ ˱ˣ˯ ˱ˣ˯ ˫˧˪ˣ˩˧ ˫˧˶˟˥ˢ ˪˩ ,˫˧˧ˬ˷˟ 
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˷˪ ˣˮ˪˥˸ˢ ˶˷˞ ˡ˰ ˣˮ˶˟˰˷ ˨˧˪ˢ˸ˢ ,˟˪ ˫˸ˬ˷ ˥˦˟˷ ˧˲˩ ˟˸ˮ˪ ˢ˷˧ˠ ˷˶ˡ ,˨ˣ˶˞ ˢ˧ˢ ˵˥˷ˬ˟ ˵˥

ˢ˧ˢ˧˷ ˧ˣ˴˶ ˣ˞ ˷˧ ˫˪ˣ˩˪ ˞˪ ˦˪˥ˢ˟˷ ˶˟ˡ) J ˣ˪˪ˢ ˫˧˶˟ˡˢ ˪˩ ˸˞ ˰ˡˣ˧ ˵ˣ˧ˡ˟ ˞˪˷ ˧ˬ˪ ˨˟ˣ˯ˬ ˶˵˧˰˟ˣ (

 .ˢ˪˧˸˥˪ˬ 

˪ ,˭˩ ˣˬ˩-Port forwarding ˟ ˵˥˷˪ ˣˬ˩) ˸ˣˮˣ˶˸˧ ˦˪˥ˢ˟ ˷˧-Revolt ˫ˢˬ ˡ˥˞ ,˸ˣˮˣ˶˯˥ ˢˬ˩ ˫ˠ ˪˟˞ (!

ˢˬ ˷˧˷ ˢ˶ˣˬ˥ˢ ˢ˥˦˟˞ˢ ˸˧˧˰˟ ˞ˣˢ ˣˮ˪˷ ˟˷˥ˬˢ ˸˞ ˫˧˥˸ˣ˲ ˣˮ˞˷ ˰ˠ˶˟˷˥ˬ ˪˩˪  .˫˪ˣ˰˟ ˶˥˞

˟ ˟˸ˮ˪ ˰˧ˠˬ ˶˷˞ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˸˪˟˵ˬ ˶˷˞ ˸˞ˤ) ˣˮ˪˷ ˟˷˥ˬ˟ ˢˮ˩ˣ˸ˢˣ ˢˡ˧ˬ˟-Port  ˞˪ (ˣˮ˧˲˧ˬ ˣ˸ˣ˞

.˦˪˥ˢ˟ ˫˧˶˧˟˯ ˫ˢ (˶˸ˣ˧˟ ˰ˣ˶ˠˢ ˢ˶˵ˬ˟) ˟˷˥ˬˢ ˪˰ ˸ˣ˦˪˸˷ˢˣ ˢ˴˧˶˲˪ ˫˧˧ˣ˩˧˯ˢ ,ˢ˧ˡ ˸˥˦˟ˣ˞ˬ 

˞ ˢ˦˧˷ˢ ˸˞ ˫˸˟ˢ˞ ˫˞ ˭˧˟ ,˨˩ ˣ˞ ˨˩ ˟ˣ˶˪ ˶˷˞ ˫˧ˡ˵ˬ ˰ˡ˧ ˸˷˶ˣˡˣ ˸˩˟ˣ˯ˬ ˞˧ˢ˷ ˵˲˯ ˭˧˞ ,˞˪ ˣ

 ˷˧˥ˬ˸ ˶˷˞ ˢ˧˴˞ˣ˦˧˯ ˫˩˧ˮ˲˟ ˠ˧˴ˢ˪ ˧˪ ˣ˷˶ˢ ,˸˰˩ .˭˧˞ ˟˷˥ˬ ˸ˣˮ˩ˣ˸˟ ˫˧˷ˬ˸˷ˬ ˶˷˞ ˫˧ˮ˩˶˴ˢ

) ˣˤˢ ˢ˵˧ˮ˩˦ˢ ˰ˣˡˬ ,˶˸ˣ˧ ˶ˣ˶˟ ˭˲ˣ˞˟Port Forwarding ˣˬ˩) ˸ˣˮ˩ˣ˸ ˪˧˟˷˟ ˸˧˪˞˧ˡ˧˞ ˢˮˮ˧˞ (Revolt 

 ˸ˣ˷˶ˣˡ ˶˷˞ (˸ˣ˶˥˞ ˢ˟˶ˢˣ˶ˣ˟˧˥ ˶˧˷˧ .ˢ˶˴˵ ˢˬˡ˵ˢ ,˭˩˪ ˫ˡˣ˵ ˨˞ .˫˧˟˷˥ˬˢ ˭˧˟ 

 

ˢ ˪ˡˣˬ-Client - Server 

ˢ ˪ˡˣˬ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˦ˮ˶˦ˮ˧˞ˢ ˧˶˸˞ ˶˵˧˰˟ˣ ˫ˣ˧ˢ ˦ˮ˶˦ˮ˧˞ˢ ˡ˟ˣ˰ ˢ˟ ˨˶ˡˢ-client-server  ˠ˴ˣˬ˷ ˧˲˩

 ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ˪ ˸˷ˠ˪ ˫˧˴ˣ˶ ˣˮ˞˷˩ .˸˥˸ˬ ˶ˣ˧˞˟Ynet  ˭˲ˡ˲ˡˢ ,˭ˣ˩ˮ ˶˸ˣ˧ ˣ˞) ˣˮ˪˷ ˟˷˥ˬˢ ,˪˷ˬ˪

˧˲˩ ˣˮ˪˷  ˫˷˟ ˶ˣ˧˞˟ ˠ˴ˣˬ˷Browser ˪˷ ˸˶˷˪ ˢ˷˵˟ ˥˪ˣ˷ (Ynet  ,ˣ˶ˣ˸˟ .˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˸˪˟˵ ˨˶ˣ˴˪

 ˪˷ ˸˶˷ˢ ˥˪ˣ˷Ynet  ˱ˡ ˸˞ ˠ˧˴˧ ˭˲ˡ˲ˡˢ ,ˣˮ˪˷ ˟˷˥ˬ˪ ˢ˟ˣ˷˸ˢ ˰˧ˠ˸ ˶˷˞˩ˣ ,ˣ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˸˞

.˨˯ˬˢ ˪˰ ˦ˮ˶˦ˮ˧˞ˢ 

 ˪˷ ˸˶˷ˢ ,ˣˤ ˢˬˠˣˡ˟Ynet ˩ ˷ˬ˧˷-Server ˢ ,ˣˮ˪˷ ˟˷˥ˬˢ ˸˞ ˸˶˧˷ ˞ˣˢˣ ˶˥˞ˬ-Client ˟ˣ˶ ˨˩ˣ .

 ˵˪˥˟ ˶˟ˡˢ ˨˩ ˞˪ ˨˞ .˵˲˯ˬ ˸˶˷ˢˣ ,˨˶ˣ˴ ˥ˣ˵˪ˢ ,˫ˣ˧ˢ ˫˧ˡ˟ˣ˰ ˦ˮ˶˦ˮ˧˞ˢ ˧˶˸˞ˣ ˸ˣ˧˴˵˧˪˲˞ˢ

 ˨˩˷ ˟ˣ˦ˣ ,˸ˣ˧˴˵˧˪˲˞ˢˬJ  ˢ˧˴˞ˣ˦˧˯ˢ ˸˞ ˫˩˧ˮ˲˟ ˠ˧˴ˢ˪ ˧˪ ˣ˷˶ˢ ,ˣˤˢ ˢ˶˴˵ˢ ˢˬˡ˵ˢˢ ˶˥˞˪ ˸˰˩

˫ˡˣ˵ˬ ˧˸˶˟˧ˡ ˢ˧˪˰: 
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 ˣ˞ˡ˧ˣ ˸˥˧˷ ˸ˣ˷˰˪ ˫˧˴ˣ˶ ,ˢˬ˰ˮˣ ˭ˡ ,˫˧˷ˮ˞ ˧ˮ˷˷ ˥˧ˮˮ ˢ˟ˢ˟ ˣ˶˥˟ ˫ˢ˧ˮ˷ .˫ˢˮ˧˟-Skype  ˫ˢ˪ ˶ˣˤ˰˸˷

 ˸˧˧˴˵˧˪˲˞˷ ˫˧˥˧ˮˬ ˣˮ˞ ˢˤ ˶ˣ˧˞˟ ,˥˧˷ˢ ˧˲ˣ˞ ˸˞ ˷˧˥ˬˬ ˶˷˞ ˶ˣ˧˞ ˠ˴ˣˬ ˭˪ˢ˪ ,˸˞ˤ ˸ˣ˷˰˪Skype 

ˢ ˪ˡˣˬ˟ ˸˷ˬ˸˷ˬ-Client - Server .ˣˮ˶˟˧ˡ ˣ˧˪˰ 

 ˪˷ ˸˶˷ˢˣ ,ˢ˧˪˶˦˯ˣ˞˟ ˫˧˞˴ˬˮ ˫ˢ˧ˮ˷ ,ˢˬ˰ˮˣ ˭ˡ˷ ˸ˣ˞˶˪ ˭˸˧ˮSkype  ˪˰ ,˸˰˩ .˸˧˶˟ˢ ˸ˣ˴˶˞˟ ˞˴ˬˮ

 ˢ) ˢˬ˰ˮ ˥˪˷˸ ,˫ˢ˪˷ ˣ˞ˡ˧ˣˢ ˸˥˧˷ ˸˞ ˪˧˥˸ˢ˪ ˸ˮˬ- Client (ˢ˷˵˟  ˪˷ ˸˶˷˪Skype  ˢ)- Server (

.ˣ˞ˡ˧ˣ ˸˥˧˷˟ ˣ˸˧˞ ˶˟ˡ˪ˣ ,˭ˡ ˪˷ ˟˷˥ˬˢ ˫˰ ˶ˣ˟˧˥ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ 

 ˸˥˧˷ ˶ˣ˴˧˪ ˫˸˷˵˟ ˸˞ ˣ˶˧ˢ˴ˢ ˫˧˟˷˥ˬˢ ˧ˮ˷ ˶˷˞˩ˣ ,˶˟ˡˢ ˣ˸ˣ˞ ˸˞ ˢ˷˰˧ ˭ˡ ˪˷ ˟˷˥ˬˢ ,˭˩ˬ ˶˥˞˪

 ˸˶˷ˢ ,˧ˮ˷ˢ ˫˰ ˡ˥˞ ˣ˞ˡ˧ˣ ˪˷Skype  ˫˧˟˷˥ˬˢ ˧ˮ˷ ˭˧˟ ˣ˞ˡ˧ˣˢ ˸˥˧˷ ˸˞ ˶˧˟˰˧˨ˣˣ˸˧ˣ ˪ .˫ˢˮ˧˟˸˶˷ 

 ˶˷˞ ˢˤ˩˨ˣˣ˸ˬ  ˫˧˞˶ˣ˵ ˫˧˟˷˥ˬ ˧ˮ˷ ˭˧˟˸˶˷ TURN. 

 

 ˸ˣ˵ˣ˥˶ ˭ˢ ˸˧˶˟ˢ ˸ˣ˴˶˞ˣ ˢ˧˪˶˦˯ˣ˞˷ ˫˧˰ˡˣ˧ ˣˮ˞ .˫˧˟˷˥ˬˢ ˧ˮ˷ ˭˧˟ ˪˧˰˪ ˶˴ˣˮ˷ ˶ˣ˟˧˥ˢ ˸˞ ˥˸ˮˮ ˢ˟ˢ

 ˫˧˞˴ˬˮ ˢˬ˰ˮˣ ˭ˡ ˪˷ ˫˧˟˷˥ˬˢ˷ ˫˧˞ˣ˶ ˣˮ˞ ˱˯ˣˮ˟ .ˢ˧˧ˮ˷ˢˬ ˸˥˞˞ˬˡˣ  ˧ˮ˷˪ ˡ˥˞ ˟ˣ˶˵˯˥˧˟  ˵˥˶ˬ˪

 ˪˷ ˸˶˷ˢ ˭˧˟Skype  .ˢˬ˰ˮˣ ˭ˡ ˪˷ ˫˧˟˷˥ˬˢˣ 

˸˥˧˷˷ ˭˧˟ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˭˞˩ˬ  ˡˣ˞ˬ ˢ˩ˣ˶˞ ˨˶ˡ ˸˶˟ˣ˰ ,ˢˬ˰ˮ ˪˷ ˣ˞ ˭ˡ ˪˷ ˟˷˥ˬˢ ˪˞ ˢ˩˶ˡ˟ ,ˣ˞ˡ˧ˣˢ

 ˸˞ˤ .ˢˬ˧˰ˮ ˞˪ ˡˣ˞ˬ ˣ˞ˡ˧ˣ ˸˥˧˷˪ ˫ˣ˶ˠ˧˷ ˢˬ ,˸˧˦˧˞ ˢ˧ˢ˸ ˞˧ˢ ˭˩˪ˣ ,˫˧˟˷˥ˬˢ ˧ˮ˷˪ ˰˧ˠˢ˪ ˸ˮˬ ˪˰

˭ˡ ˢˬ˰ˮ 

˸˶˷ Skype 

https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
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˧˰˟ˢ ˸˥˞ˢ ˪ˡˣˬ˟ ˸ˣ-Client - Server  ˸ˣ˷˶ˣˡ ˶˷˞ ,ˢˤˢ ˠˣ˯ˢˬ ˸ˣ˧˴˵˧˪˲˞˟˶˧˷˧ ˶ˣ˟˧˥  ˧ˮ˷ ˭˧˟

 ˶ˣ˟˧˥ ˫˧˞˶ˣ˵ ˫˧˟˷˥ˬˢ ˫˪ˣ˰˟ ˶˧˷˧ˢ ˶ˣ˟˧˥˪ .˫˧˟˷˥ˬˢPeer to Peer  ˶ˣ˴˧˵˟ ˣ˞P2P. 

 ˢ˧ˢ˧ ˢˬ˰ˮˣ ˭ˡ ˪˷ ˫˧˟˷˥ˬˢ ˭˧˟ ˶ˣ˟˧˥ˢ˷ ˫˧˴ˣ˶ ˣˮ˞ ˨˩ ˫˞˶˧˷˧ ˶ˣ˟˧˥ ˭˪ˢ˪ ˶ˣ˧˞˟ ˠ˴ˣˬ˷ ˧˲˩: 

 

 ˪˷ ˸˶˷ˢ ˢˤ ˟˴ˬ˟˷ ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˣˮ˞ ,ˣ˧ˮ˲ ˪˰Skype  ˰ˣˡˬ ˭˧˟ˮ ˨˷ˬˢ˟ ˨˞ ,˶˸ˣ˧ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˣˮ˧˞

.ˢˬ˰ˮˣ ˭ˡ ˪˷ ˫˧˟˷˥ˬˢ ˭˧˟ ˶ˣ˟˧˥ˢ ˸˶˧˴˧ ˪˧˟˷˟ ˳ˣ˥ˮ ˞ˣˢ  ˶ˣ˟˧˥ ˸˶˧˴˧P2P ˬ˞ ˶˟ˡ ˣˬ˩ ˢ˞˶ˮ ˣˮ˧˞ ˫ˮ

 ˧ˮ˷ ˧˲ ˪˰ ˠ˴ˣˬ ˞ˣˢ˷ ˧˲˩ ˦ˣ˷˲ ˣˮ˧˞ ˞ˣˢˣ ˫˧ˡ˵ˬ ˰ˡ˧ ˸˷˶ˣˡ ˭˩ ˞ˣˢ ˪˟˞ ,˞˪ ˭˩˞ ˞ˣˢˣ ,ˡ˥ˣ˧ˬ˟ ˨˟ˣ˯ˬ

(: ˪˧˰˪ ˶ˣ˧˞˟ ˫˧˴˧˥ˢ 

ˢ ˸˵˧ˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˭˟ˣˬ˩-Port Forwarding  ,ˣˮ˧˧˴˷ ˧˲˩ ˨˞ ,˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˮ˶˟˧ˡ ˢ˧˪˰

,˟˸ˮ˪ ˢ˷˧ˠˣ ˫˧ˡ˵ˬ ˰ˡ˧ ˷˶ˣˡ ˶˟ˡˢ  ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ,ˢ˧ˢ ˫˞ ˫ˠˣ) .˭˧˞ ˫˧˷ˬ˸˷ˬˢ ˟ˣ˶˪˷ ˫˧˶˟ˡ

˟ ˨˪˷ ˶˟˥ ˫˰ ˶˟ˡ˪ ˪˧˟˷˟ ˵˶ ˨˧˪ˢ˸ˢ ˪˩ ˸˞ ˶ˣ˟˰˪ ˪˩˯˸ˬ-Skype( 

 ˶ˣ˟˧˥ ˢˬ˪ ˭˧˟ˢ˪ ˸ˮˬ ˪˰P2P  ˪˰ˣ ˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ˪˰ ˶˟˯ˢ˟ ˪˧˥˸ˮ ,ˢ˞˶ˮ˷ ˧˲˩ ˦ˣ˷˲ ˣˮ˧˞

ˢ ˸˟ˣ˸˩ ˢ˟ ˨˶ˡˢ-IP  ˶˸ˣ˧˟ ˶˧ˡˮ ˨˶˴ˬ ˸ˣ˧ˢ˪ ˢ˪ˠ˪ˠ˸ˢJ 

 ˪˷ ˵˪˥˪ ˶ˣ˟˰˪ ˭ˬˤˣˬ ˯'˪˩˸˪ ˰˧ˠˢ˪ˣ ˢˤˢ ˵˪˥ˢ ˪˰ ˠ˪ˡ˪ ˢ˴ˣ˶˷ ˧ˬ ˶ˣ˟˧˥ ˷ˣˬ˧ˬP2P. 

˭ˡ ˢˬ˰ˮ 

˸˶˷ Skype  

P2P 

https://he.wikipedia.org/wiki/%D7%A2%D7%9E%D7%99%D7%AA_%D7%9C%D7%A2%D7%9E%D7%99%D7%AA
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(ˢ˶˴˵˟) ˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ 

 ˸ˮ˷˟мфср˟ ˫˧˟˷˥ˬ ˧ˮ˷ ,-MIT  ˸ˮ˷˟ .˫ˢˮ˧˟ ˶˷˵˸˪ ˫˧˥˧˪˴ˬмфсф ˶˷˞ ˢˮˣ˷˞˶ˢ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ ,

ˢ ,˸˧˶˟ˢ ˸ˣ˴˶˞ ˪˷ ˢˮˠˢˢ ˸˵˪˥ˬ ˧ˬˣ˥˸ ˨ˣ˸˟ ˸˪˰ˣ˲-ARPANET ˸ˮ˷˟ ˶˟˩ˣ .ˢ˪ˣ˰˲˪ ˸˯ˮ˩ˮ ,мфто ,

-sUCL˪ ˶˟˥˸ˬ ,˭ˣˡˮˣ˪ ˪˷ ˧˞˦˧˯˶˟˧ˮˣ˞ˢ 'ˠ˪ˣ˵ˢ ,-ARPANET  ˥ˮˣˬˢ .˭ˣ˷˞˶ˢ ˧˪˟ˣ˪ˠˢ ˶ˣ˟˧˥ˢ ˸˞ ˶˴ˣ˧ˣ

˦ˮ˶˦ˮ˧˞ .ˡ˪ˣˮ 

ˢ ˣˬ˩ ˫˧˪ˣˡˠ ˫˧˲ˣˠ˷ ˭ˬˤ˟ ˟˥˶˸ˬ ˦ˮ˶˦ˮ˧˞ˢ-NSF ˪ ˫˧˲˶˦˴ˬ-ARPANET˞ ˧˶˸˞ , ,˫˧˶˴ˣˮ ˦ˮ˶˦ˮ˧

 ˞˧ˢ ˢˮ˷ˢ .˶ˡ˯ ˸ˣ˷˰˪ ˨˧˶˴ ˣˢ˷˧ˬˣ ˦ˮ˶˦ˮ˧˞˪ ˫˧˲˶˦˴ˬ ˫˧˷ˡ˥ ˫˧˷ˬ˸˷ˬмфунˢ ˸˟ˣ˸˩ ,-IP .˸˶˴ˣˮ 

ˢ ˸˟ˣ˸˩-IP  ˸ˣˮ˲˪ ˢ˴˶˧ ˣˢ˷˧ˬ ˫˞ ,˶ˬˣ˪˩ .˦ˮ˶˦ˮ˧˞ˢ ˨ˣ˸˟ ˟˷˥ˬˢ ˪˷ "˸ˣˢˤˢ ˸ˡˣ˰˸"˩ ˸˷ˬ˷ˬ

ˢ ˸˟ˣ˸˩ ˸˞ ˸˰ˡ˪ ˨˶˦˴˧ ˞ˣˢ ,˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˶˟ˣ˥ˬ˷ ˫˧ˣ˯ˬ ˟˷˥ˬ˪-IP ˟˷˥ˬˢ ˪˷  ˣˤ ˸˟ˣ˸˩ .ˢˤˢ

ˬ ˸˟˩˶ˣˬ-он  ˨˶˰ˢ ˸˞ ˪˧˩ˢ˪ ˪ˣ˩˧ ˡ˥˞ ˪˩ ˶˷˞ ,(˸ˣ˶˲˯) ˫˧˦˧˟м  ˣ˞л˩ ˣˮ˪ ˭˸ˣˮ ˢˤ ˶˟ˡ .-ς 

 ˸ˣ˟ˣ˸˩IP ˬ ˶˸ˣ˧ ,˸ˣ˧ˡˣ˥˧˧-п .˵˧˲˯ˬ ˪ˣˡˠ ˞˪˷ ˶˟˸˯ˬ ˨˞ .˦˪˥ˢ˟ ˪ˣˡˠ ˶˲˯ˬ .ˡ˶˞˧˪˧ˬ 

ˢ ˪˷ ˡˣˡ˧˰ ˨ˣ˸ ˫˧˲˶˦˴ˬ ˫˧˷ˡ˥ ˫˧˷ˬ˸˷ˬ ,˪ˣˡˠ˪ ˨˧˷ˬˬ ˦ˮ˶˦ˮ˧˞ˢ-NSF ˪ˢ ˭˶˵ˢ) ˪˷ ˰ˡˬ˪ ˸˧ˬˣ˞

 ˞˧ˢ ˢˮ˷ˢ .˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˟ ˧ˬˣ˧ˬˣ˧ ˷ˣˬ˧˷˪ ˫˧˞ˬˡ˵˞ ˫˧˷ˬ˸˷ˬ ˡˣ˰ˣ ˡˣ˰ ˶˟˥˪ (˸˧˶˟ˢ ˸ˣ˴˶˞мфут ,

ˢ ˸˞ ˶˟ˣ˰ ˦ˮ˶˦ˮ˧˞˟ ˫˧˷ˬ˸˷ˬˢ ˶˲˯ˬ-нл,ллл  ˫˧˯ˡˮˢˬˢ .˶˶˥˯ˬ ˟˴˵˟ ˪ˣˡˠ˪ ˨˧˷ˬˬ ˦ˮ˶˦ˮ˧˞ˢˣ

 ˸ˣ˟ˣ˸˩ ˵˧˲˯ˬ ˣ˶˞˷˧ ˞˪ ˢˤˢ ˟˴˵˟˷ ˭˧˟ˢ˪ ˫˧˪˧˥˸ˬIP ˧˶ˬ˞ˬ ˶˲˯ˬ .˫˪ˣ˩ ˪˧˟˷˟ˣˬ˩ ˞˷ˣˮ˟ ˫ RFC

1287ˣ ,-1335 RFC  ,ˢ˪˞˷ˢ ˸˞ ˫˧˪˰ˬˣ ˫˧˟˸˩ˮˢ ˸ˣ˟ˣ˸˩ ˸ˣ˪ˡ˪ˡ˧ˢ˪ ˰ˠˣˮ˟ ˸ˣ˷˰˪ ˶˷˲˞ ˢˬ-IP?  

 ˸ˮ˷˪ ˣˮ˰ˠˢмффн˞ˢ ˪˷ ˣ˧˧˥ ˸ˣˡ˪ˣ˸˟ ˢˮ˲ˬ ˸ˡˣ˵ˮ , ˧˸˪˟ ˞˧ˢ ˪˧˰˪ ˢ˪˞˷ˢ ˫˰ ˸ˣˡˡˣˬ˸ˢ .˦ˮ˶˦ˮ˧

 ˫˷˟ ˢ˴ˣ˟˵ .˸ˣˬˡ˵˸ˢ ˢˮ˷˧ ˭˧˧ˡ˰ ˨˞ ,ˢ˶˴ˣˮ˷ ˢ˧˰˟ˢ ˸˞ ˫˧ˮ˧˟ˬ ˫˪ˣ˩ ˞˪ ,˸˰ˮˬˮIPng ˟ ˸˶˴ˣˮ-IETF 

˰ ˡˡˣˬ˸ˢ˪ ˪˧˟˷˟ ˵ˣ˧ˡ˟ (˧ˬ˪ˣ˰ˢ ˦ˮ˶˦ˮ˧˞ˢ ˭ˣˠ˶˞) ˸˟ˣ˸˩ ˶ˣ˴˧˪ ˫˧ˮˮ˩˸ˬ ˫ˢ .ˣˤˢ ˢ˧˰˟ˢ ˫IP  ˢ˷ˡ˥- 

IP version6  ˶ˣ˴˧˵˟ ˣ˞IPv6 ˢ ˸˟ˣ˸˩˪)-IP  ˫˧˞˶ˣ˵ ˫˧˶˧˩ˬ ˣˮ˞˷IPv4 ˪ˣ˪˩˸ ˣˤ ˸˟ˣ˸˩ .(мну  ˫˧˦˧˟

˩ ˶ˣ˴˧˸ˣ-ς  ˸ˣ˟ˣ˸˩ ˪˷IP .˫˧˪˧ˬ˟ ˣ˸ˣ˞ ˟ˣ˸˩˪ ˢ˯ˮ˞ ˞˪ ˣ˪˧˲˞ ˧ˮ˞˷ ,˪ˣˡˠ ˨˩ ˪˩ ˶˲˯ˬ ,˸ˣ˧ˡˣ˥˧˧ 

 ˦˪˥ˢ˟ ˢ˸˧˧ˢ ˢ˴ˣ˟˵ˢ ˸ˬ˵ˢ ˪ˡˠ ˦ˮ˶˦ˮ˧˞ˢ .˧ˡˬ ˶˥ˣ˞ˬ ˢ˧ˢ ˢˤ ,ˣˮ˶˰˴˪ ˨˞ ,˸ˣ˷˰˪ ˭ˣ˩ˮˢ ˶˟ˡˢ

˪ ˶˟˰ˬˢ ˸˞ ˸ˣ˷˰˪ ˭ˬˤ ˢ˧ˢ˧˷ ˪˧˟˷˟ ˢ˶˧ˢˬˣ ˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟-IPvс ˫˧˧˸˧˟ˢ ˫˧˟˸ˮˢ ˣˡ˪ˣˮ ˨˩ˣ .

ˢ ˫˸˧˞ˣ-NAT. 

  

https://he.wikipedia.org/wiki/ARPANET
https://tools.ietf.org/html/rfc1287
https://tools.ietf.org/html/rfc1287
https://tools.ietf.org/html/rfc1287
https://tools.ietf.org/html/rfc1335
https://he.wikipedia.org/wiki/Internet_Engineering_Task_Force
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 "˧ˮˬˤ" ˭ˣ˶˸˲- NAT 

 ˞˧ˢ ˢˮ˷ˢмффп˪ ˶˟˰ˬˢ˷ ˫˧ˮ˧˟ˬ ˫˧˯ˡˮˢˬˢ ,-IPvс ,ˣ˟˷˥ ˫ˢ˷ ˢˬˬ ˭ˬˤ ˶˸ˣ˧ ˸˴˵ ˥˵˧˧  ˷ˣ˶ˡ ˭˩˪ˣ

ˢ ˸ˣ˟ˣ˸˩ ˸ˣ˪ˡ˪ˡ˧ˢ˪ ˧˧ˡ˧ˬ ˭ˣ˶˸˲-IPv4 ˫˧˞˶ˣ˵ ˢˤ ˭ˣ˶˸˲˪ .NAT  ˧ˮˬˤ ˭ˣ˶˸˲˩ ˷ˬ˷˪ ˶ˣˬ˞ ˢ˧ˢ ˞ˣˢˣ

ˢ ˸ˣ˟ˣ˸˩ ˶˷˞ ˡ˰ ˢ˧˰˟˪-IPvс :˭ˣ˶˸˲ˢ ˭˪ˢ˪ .ˣ˦˪˸˷˧ 

 

 ˸˟ˣ˸˩ ˣ˸ˣ˪˰˟˟ ˵˧ˤ˥˧ ˶˧˷˩ˬ ˪˩˷ ˫ˣ˵ˬ˟IPvп  ˸ˣ˟ˣ˸˩ˢ ˶˲˯ˬ ˸˞ ˶˸ˣ˧ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˪ˡ˪ˡ˧ ˨˩˟ˣ

) ˶˧˷˩ˬ ˶ˣ˴˧ˮ ,ˣ˶˸ˣˮ˷ ˸˟ˣ˸˩ ˣ˸ˣ˪˰˟˟ ˵˧ˤ˥˧ ˶˷˞ (˧˸˧˟ ˟˸ˮ :ˢˬˠˣˡ˪IPvп  ˢ˷˧ˠˮ ˢ˧ˢ˸ ˶˷˞ ,˸˧ˡˣ˥˧˧

 ˶˷˞ ˫˧˶˧˷˩ˬ˪ .˦ˮ˶˦ˮ˧˞˪ ˫˧˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˫˧˴ˣ˶ ˶˷˞ ˫˧˶˧˷˩ˬ ˶˲˯ˬ ˣ˧˸˥˸ ˤ˩˶˧ ˞ˣˢˣ ,˧˪˟ˣ˪ˠ ˭˲ˣ˞˟

 ˸˟ˣ˸˩ ˢ˧ˢ˸ ˣ˧˸˥˸ ˫˧˶˟ˣ˥ˬIPvп  ˸˧ˡˣ˥˧˧ ˢ˧ˢ˸ ˞˧ˢ ,˶ˬˣ˪˩ .˧˪˟ˣ˪ˠ ˭˲ˣ˞˟ ˢ˷˧ˠˮ ˞˪ ˨˞ ,˸˧ˡˣ˥˧˧˯˥˧˟ 

˪ ˟˴ˬˢ ˸˞ ˪˞ˬ˷ ˡ˴˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˪ˢ˪ ˶ˣ˧˞˟ .˧˸˧˟ˢ ˟˸ˮˢ ˣ˸ˣ˞ ˸˥˸ ˫˧˞˴ˬˮ ˶˷˞ ˫˧˶˧˷˩ˬˢ ˪ˣ˪˩ˬ

.˭ˣ˶˸˲ˢ ˶˥˞˪˷ ˟˴ˬˢ ˸˞ ˭˧ˬ˧ ˡ˴˟ˣ ,˭ˣ˶˸˲ˢ ˧ˮ˲˪˷ 

ˢ ˥ˣ˸˧˲-NAT  ,ˣ˪˧˟˷˟ ˵˶ ˫˧˷ˡ˥ ˦ˮ˶˦ˮ˧˞ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˶˷˰ ˸˶˧˴˧˪ ˫˶ˠˣ ˭˧˦ˣ˪˥˪ ˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˢˮ˧˷

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˞ˣˢ ˫ˢˬ ˡ˥˞DHCP ˰ˣˮ ˶˷˞ ˸˷˶˪ ˰ˠˣˮ˟ ˰ˡ˧ˬ ˸˧ˬ˧ˮ˲ˢ ˸˷˶˟ ˫˧˲˸˸˷ˬˢ ˪˩˪ ˵˪˥˪ ˡ

˟ ˞ˣ˶˵˪ ˣ˪˩ˣ˸ ˭ˢ˧˪˰ ˸ˣ˷˪ˣ˥ ˶˲˯ˬ ˣ˞˴ˬˮ ˨˷ˬˢ˟ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲˪ ,˫ˬ˴˰˪ ˰ˠˣˮ˟ˣ˶ˬ˞ˬ ˫ˡˣ˵ˢ  ˧˸˟˸˩˷

J 

https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-4-DHCP-Spoofing.pdf
https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-4-DHCP-Spoofing.pdf
https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-4-DHCP-Spoofing.pdf
https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-4-DHCP-Spoofing.pdf
https://www.digitalwhisper.co.il/files/Zines/0x73/DW115-4-DHCP-Spoofing.pdf
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ˢ ˸ˣ˟ˣ˸˩ ˸˩˧˶˴ ˸˞ ˶˸ˣ˧˟ ˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ ˫˴ˬ˴ˬ ˢˤ ˭ˣ˶˸˲ ,˸ˣ˧˰˟ˢ ˪˩ ˱˞ ˪˰-IPvп ,˫˪ˣ˰˟ ˣ˶˸ˣˮ˷ 

ˢ ˥ˣ˸˧˲ ,ˣˮ˶˰˴˪ ,˸˞ˤ ˫˰ .˧ˡˬ˪ ˸˧˦ˮˠ˪˞ ˢ˶ˣ˴˟ ˢˤ ˸˞ ˢ˷ˣ˰ ˞ˣˢˣ-NAT  ˫ˣ˷ ˞˪˪ ˢ˷˰ˮ ˣ˧˪˞ ˶˟˰ˬˢˣ

˪ ˫˧ˮˣ˷ ˫˧˷ˣˬ˧ˬ ˶˲˯ˬ ˫ˣ˧˩ ˣˮˬ˪ˣ˰˟ ˫˧ˬ˧˧˵˷ ,˟˴ˬ ˶˴ˣˮ ˨˩ˣ .˷˞˶ˬ ˰˟˵ˮ˷ ˦˶ˡˮ˦˯-NAT ˥ˣ˸˧˲ ˸˞ .

-sNAT :˫˧ˬ˶ˣˠ ˶˲˯ˬ ˪˰ ˪˧˦ˢ˪ ˭˸˧ˮ ˰ˣ˟˵ ˦˶ˡˮ˦˯ ˫ˣ˷ ˞˪˪ 

1. ˭ˣ˶˸˲˟ ˤ˰ˢ ˨˶ˣ˴ˢ ˶˧ˢˬ ˢ˪ˢ ˸ˣ˟ˣ˸˩ ˸ˣ˪ˡ˪ˡ˧-IPvп 

2. ˢ ˪˷ ˢ˩˧ˬ˸ˢ ˶˯ˣ˥-IETF ˢ ˭ˣ˶˸˧˲˟-NATˢ ˣˮ˟ ˢ˧˲˪ ˸˧˯˧˯˟ˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢ .-IETF  ˦ˮ˶˦ˮ˧˞ˢ ˸˞

ˢ ˪˷˟ ˸˰ˠ˲ˮ ˶˷˞ ˸˪ˣ˩˧ ,˧˷˲ˣ˥ ˭˲ˣ˞˟ ˧ˮ˷ˢ ˫˰ ˡ˥˞ ˶˷˵˸˪ ˟˷˥ˬ ˪˩˪ ˸˪ˣ˩˧ˢ ˸˞ ˸ˮ˸ˣˮ-NAT .

-sIETF ˴˧˪ ˸ˣˮˬˡˤˢˢ ˸˞ ˯˲˯˲ ˞ˣˢ˷ ,ˣˤ ˢ˶ˣ˦˵˦˧˩˶˞ ˪˰ ˰˟ˣ˵ˬ ˨˩ ˪˩ ˢ˧ˢ˪ ˦˶ˡˮ˦˯ ˶ˣ-NAT. 

ˢ ˸˞ ˥˸˧˲ ˶˷˞ ˵˲˯ ˪˩ ,˨˩ ˪˷˟-NAT ˣˮ˞ ˭˸˧˞ ,˸ˣ˧˰˟ ˶˴˧ ˶˷˞ ˶˟ˡ ,˦˰ˬ˟ ˢˮˣ˷ ˢ˶ˣ˴˟ ˸˞ˤ ˢ˷˰ ,

 .ˢˤˢ ˫ˣ˧ˢ ˫˴˰ ˡ˰ ˫˧ˡˡˣˬ˸ˬ 

ˢ ˨˧˞ ˶˧˟˯˞ ˸˰˩-NAT ˢ ˷ˣˬ˧ˬ ˪˷ ˫˧ˮˣ˷ˢ ˫˧ˠˣ˯ˢ ˪˰ ˟˧˥˶˞ˣ ˡ˟ˣ˰ ˧˯˧˯˟ˢ-NAT  ˨˪ˢˬ˟ ˣ˶˴ˣˮ˷ ˧˲˩

˞ ˫˧˶˟˯ˢ .ˢ˧˴ˤ˧˦˶ˡˮ˦˯ˢ ˶˯ˣ˥ ˪˷˟ ˫˧ˮ˷ˢ ˶ˣ˟˧˥ ˰ˣˡˬ ˭˧˟ˢ˪ ˣˮ˸ˣ˞ ˣ˪˧˟ˣ˧ ,˱ˣ˯˟˪ ˣ˪P2P  ˫˧˟˷˥ˬ ˭˧˟

.˫ˣ˧˩ ˫˧˟˷˥ˬ ˭˧˟ ˶˧˷˧ ˭˲ˣ˞˟ ˶˟˥˪ ˸ˮˬ ˪˰ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˢˬˣ ,˫˰˲ ˢ˧ˢ˷ ˧˲˩ ˫ˣ˧˩ ˦ˣ˷˲ ˣˮ˧˞ 

 

ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞-NAT ˧˯˧˯˟ˢ 

 

ˢ ˨˧˪ˢ˸ ˸˞ ˭˧ˣ˴ˬ ˭˲ˣ˞˟ ˷˧˥ˬˬ ˪˧˰˪ ˶ˣ˧˞ˢ-NAT ) ˟˸ˮ˟ ˷˥˶˸ˬˢ ˧˯˧˯˟ˢRouter / NAT Device  ˧˲˩

 ˸ˣ˞˶˪ ˭˸˧ˮ ˪˞ˬ˷ ˡ˴˟ .(˶ˣ˧˞˟ ˠ˴ˣˬ˷о  ˸˷˶ˢ ˢ˸ˣ˞ ˸˥˸ ˫˧˞˴ˬˮ ˫˪ˣ˩ ,˟˸ˮ˪ ˫˧˶˟ˣ˥ˬ ˶˷˞ ˫˧˟˷˥ˬ

.˭ˣ˴˧˥ˢ ˫˪ˣ˰ˢ ˫˰ ˶˷˵˸˪ ˫ˢ˪ ˶ˣˤ˰˧˷ ˟˸ˮˢ ˪˰ ˫˧˩ˬ˸˯ˬ ˫˪ˣ˩ˣ 
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 ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˸˞ ˪˟˵˪ ˢ˴ˣ˶ ˫˧˟˷˥ˬˢ ˡ˥˞˷ ˥˧ˮˮYahoo  ˢˤ ˟˷˥ˬ˪) ˪˧˰˪ ˶ˣ˧˞˟ ˠ˴ˣˬ˷ ˧˲˩

 ˞˶˵ˮ˟ˣ˟ .)˷˞˶ˢ ˟˪˷˟˭ˣ ˟ˣ˟  ˭˧˟ ˸˪˪ˣ˩ ˣ˸˷˵˟ .˟˸ˮ˪ ,ˣ˸˷˵˟ ˸˞ ˢ˪˧˩ˬ˷ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˸˞ ˥˪˷˧

:˫˧˞˟ˢ ˫˧˦˶˲ˢ ˸˞ ˶˸˧ˢ 

1. ˶ˣ˵ˬˢ ˸˟ˣ˸˩ -  ˫˷ˢ ˸˞ ˭˸˧ˮ ˢ˪ ,˰ˡ˧ˬˢ ˸˪˧˟˥ ˢ˥˪˷ˮ ˣˮˬˬ ˟˷˥ˬˢ ˪˷ ˸˟ˣ˸˩ˢinternal 

Address  ˶ˣ˴˧˵˟ ˣ˞iAddr. 

2. ˶ˣ˵ˬˢ ˦˶ˣ˲ -  ˰ˡ˧ˬˢ ˸˪˧˟˥ ˢ˥˪˷ˮ ˣˮˬˬ ˦˶ˣ˲ˢ ˶˲˯ˬ- iPort. 

3. ˰˧ˢ ˸˟ˣ˸˩ l-  ˸ˡ˰ˣ˧ˬ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˣ˧˪˞ ˸˟ˣ˸˩ˢ- ˪ ˨˧˧˷ˢ ˸˶˷ˢ ˪˷ ˸˟ˣ˸˩ˢ-Yahoo. 

4. ˡ˰˧ˢ ˦˶ˣ˲ - ˢ˪˧˟˥ˢ ˸ˡ˰ˣ˧ˬ ˣ˧˪˞ ˦˶ˣ˲ˢ ˶˲˯ˬ-  ˪˷ ˸˶˷˟ ˦˶ˣ˲ˢ ˶˲˯ˬYahoo. 

ˬ ˨˶ˡˢ ˸˞ ˢ˶˟˰ ˰ˡ˧ˬˢ ˸˪˧˟˥˷ ˶˥˞˪˟ˣ˟  ˪˧˥˸ˬ ,˟˸ˮ˪˧ˮ˷ˢ ˟˪˷ˢˢ ˨˧˪ˢ˸ ˰˴˟˸ˬ ˢ˷˰ˬ˪ ˣ˟ ,-

NAT . 

˰ˡ˧ˬˢ ˸˪˧˟˥ ˸˞ ˪˟˵ˬ ˟˸ˮˢ ˢˤ ˟˪˷˟ ˪ ˣˬ˷˟ ˢ˸ˣ˞ ˶˧˟˰ˢ˪ ˢˮˣˣ˩˟-Yahoo  ˟˸ˮˢ)˨ˣˣ˸ˬ  ˭˧˟Yahoo 

˪˟ˣ˟  ˸˟ˣ˸˩ ˷˧ ˣ˪ ˵˶ˣ ˶˥˞ˬIP  ˸ˣ˷˰˪ ˸ˮˬ ˪˰ ,(˫ˡˣ˵ ˣˮ˧˧˴˷ ˧˲˩ ,˧˪˟ˣ˪ˠ ˭˲ˣ˞˟ ˢ˷˧ˠˮ ˶˷˞ ˸˧ˮˣ˴˧˥

 ˨˧˶˴ ˟˸ˮˢ ,˸˞ˤ ˸˞ ˸ˣˮ˷˪˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˷ ˸ˮˬ ˪˰ ˢ˪˧˟˥ˢ ˪˷-Yahoo  ˢ˪˧˟˥ˢ ˸˞ ˥ˣ˪˷˪ ˰ˡ˧

 ˟˸ˮˢ ˭˩ ˣˬ˩ .˟˸ˮˢ ˪˞ ˢ˶ˤ˥˟ˬ ˸˞ ˢˮ˷˶ˣ˵ˬˢ ˦˶ˣ˲  .ˢ˪˧˟˥ˢ ˪˷ 

1.  ˞˶˵˧˸ ˢ˷ˡ˥ˢ ˶ˣ˵ˬˢ ˸˟ˣ˸˩external Address  ˶ˣ˴˧˵˟ ˣ˞eAddr. 

2.  ˞˶˵˧ ˷ˡ˥ˢ ˶ˣ˵ˬˢ ˦˶ˣ˲external Port  ˶ˣ˴˧˵˟ ˣ˞ePort . 

 ˫˷˟ ˢ˪˟˦ ˨ˣ˸˟ ˫˸ˣ˞ ˫˷ˣ ,ˢˮ˧˷ ˞ˣˢ ˫˸ˣ˞ ˫˧˷ˡ˥ˢˣ ˫˧ˮ˷˧ˢ ˫˧˦˶˲ˢ ˸˞ ˥˵ˣ˪ ˟˸ˮˢ ,˸˰˩NAT 

Translation Table  ˶ˣ˴˧˵˟ ˣ˞)NTT(  ˶˥˞˪ ˢ˪ˠˮ ˣˮ˞ ˣˤ ˢ˪˟˦ ˪˷ ˷ˣˬ˧˷ˢ ˸˞ .˭˪ˢ˪ ˠ˴ˣˬ˷ ˧˲˩ ˟˪˷ˢ

˧˷˧˪˷ˢ: 

 

˧˷˧˪˷ˢ ˟˪˷˟ ˪ ˫˧˷ˡ˥ˢ ˫˧˦˶˲ˢ ˫˰ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˸˞ ˥˪ˣ˷ ˟˸ˮˢ-Yahoo ˰ˡ˧ˬˢ ˸˪˧˟˥ˣ ˢ˥ˮˢ˟ .

 ˪˷ ˸˶˷˪ ˢ˰˧ˠˢ ˭˩˞Yahoo ˱ˡ ˸˞ ˪˧˩˸ ˶˷˞ ˰ˡ˧ˬ ˸˪˧˟˥ ˶˧ˤ˥˧ ˸˶˷ˢ ,˵˪˥ ˡ˟ˣ˰ ˪˩ˢˣ ˢ˥ˮˢ˟ˣ ,

˸ˢ˟ ˣˮ˷˵˧˟ ˶˷˞ ˦ˮ˶˦ˮ˧˞ˢ˷ ˟˪ ˫˧˷˪ ˟ˣ˷˥ .ˢ˪˥-Yahoo ˷ ˰ˡˣ˧ ˞˪˟ˣ˟  ,ˢ˷˵˟ˢ ˸˞ ˥˪˷˷ ˢˤ ˞ˣˢ
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ˣ ˶˥˞ˬ) ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˸˞ ˷˵˧˟˷ ˢˤ ˞ˣˢ ˟˸ˮˢ˷ ˟˷ˣ˥ ˞ˣˢ ˞˪˞ ˧ˮ˷ˢ ˟˪˷˟ ˸˞ ˢˮ˧˷ ˟˸ˮˢ ˸˟ˣ˸˩

˶ˣ˵ˬˢ  ˪˷ ˸˶˷ˢ ˭˩˪ˣ (ˢ˪˧˟˥ˢ ˪˷Yahoo  ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ ˸˞ ˥˪˷˧˟˸ˮ˪. 

˧˰˧˟˶ˢ ˟˪˷˟ˣˢ ˣ˧˷˩˰ˣ ˣˮ˪˷ ˟˸ˮ˪ ˢ˰˧ˠˢ ˰ˡ˧ˬˢ ˸˪˧˟˥ , ˢ˪˞˷ˢ ˪ˣˬ ˟˴˧˧˸ˬ ˞-  ˰ˡ˧ˬˢ ˸˪˧˟˥ ˧ˬ˪

?˸ˡ˰ˣ˧ˬ  ,ˣˮ˪ˤˬ˪ ?ˢ˪˧˟˥ˢ ˸˞ ˶˧˟˰ˢ˪ ˨˧˶˴ ˞ˣˢ ,ˣ˪ ˫˧˶˟ˣ˥ˬ ˶˷˞ ˫˧˟˷˥ˬˢ ˸˷ˣ˪˷ˬ ˟˷˥ˬ ˢˤ˧˞˪

˟ ˢˤˢ ˰ˡ˧ˬˢ ˸˞ ˣˬ˴˰˪ ˫ˣ˷˶˪ ˪˧˟˷˟ ˵˧˲˯ˬ ˫˩˥ ˢ˧ˢ ˟˸ˮˢ-NAT Translation Table )˧ˮ˷ ˟˪˷). 

˧˷˧ˬ˥ˢ ˟˪˷˟˪ ˵ˡˣ˟ ˞ˣˢ ,ˢ˪˧˟˥ˢ ˸˞ ˪˟˵ˬ ˟˸ˮˢ ˶˷˞˩ ,˟ ˷ˣˬ˧˷ ˨ˣ˸ ˸ˡ˰ˣ˧ˬ ˞˧ˢ ˧ˬ-NTT ˶˷˞˩ˣ ,

 ˢˮ˧˷˷ ˫˧˦˶˲ˢ ˸˞ ˢ˶ˤ˥˟ ˢˮ˷ˬ ˞ˣˢ ,˸˞ˤ ˢ˪ˠˬ ˞ˣˢ˧ˮ˷ˢ ˟˪˷˟, eAddr ˪ ˨ˣ˲ˢ˧-iAddr x-ePort 

˪ ˨ˣ˲ˢ˧-iPort . ˧˷˧˷ˢ ˟˪˷ˢ ˟˸ˮˢ ˥˪˷˧ ˢˤ ˟˪˷˟ ,˟˸ˮˢ ˰˴˧˟ ˫˸ˣ˞ ˫˧˧ˣˮ˧˷ˢ ˶˥˞˪ ˪˧˥˸ˬ ˭ˣ˶˥˞ˢˣ

˪ ,ˣˮ˪˷ ˢ˶˵ˬ˟ ,ˡ˰ˣ˧ˬˢ ˟˷˥ˬ˪ ˢ˪˧˟˥ˢ ˸˞˟ˣ˟˸˞ˤ˟ˣ , ˢ ˨˧˪ˢ˸ ˫˧˧˸˯ˢ-NAT .˧˯˧˯˟ˢ 

 ˫˧˟˪˷˟˷ ˟˪ ˫˧˷˪ ˷˧ ,˧˸˶˟˧ˡ ˫ˢ˧˪˰ ˫˧˟˪˷ˢ ˸˷˷ ˸˞ ˞˪ˬ ˭˲ˣ˞˟ ˷˧˥ˬˬ ˶˷˞ ˶ˣ˧˞ ˠ˴ˣˬ ˭˪ˢ˪н x-р 

ˢ ˨˧˪ˢ˸ ˰˴˟˸ˬ-NAT ˪ ˶˷˲˞˪ ˸ˮˬ ˪˰ ˢ˪˧˟˥ˢ ˪˷ ˫˧˦˶˲ˢ ˸˞ ˢˮ˷ˬ ˟˸ˮˢ ˣ˪˞ ˫˧˟˪˷˟ ˭˩˷˟ˣ˟ 

 ˸˟ˣ˸˩ ˣ˸ˣ˪˰˟˟ ˵˧ˤ˥ˢ˪ ˧˪˟ˬ ˭ˣ˴˧˥ˢ ˫˪ˣ˰ˢ ˫˰ ˶˷˵˸˪IP ˸˧˪˟ˣ˪ˠ: 
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ˢˬ˪ NAT ˶ˣ˟˧˥˪ ˰˧˶˲ˬ P2PΚ 

˪ ˷˧˷ ˸ˣˮˣ˶˸˧ˢ ˡ˥˞-NAT  ˫˧˟˷˥ˬ ˫˰ ˢ˥˧˷˟ ˪˧˥˸ˢ˪ ˳ˣ˥˟ˬ ˫˧˟˷˥ˬ ˪˷ ˸˪ˣ˩˧ˢ ˶˯ˣ˥ ˞ˣˢ

 ,˨˲ˢ˪ ˞˪ˣ ,˳ˣ˥ˢˬ ˫˧˟˷˥ˬˢ ˫˰ ˶˟ˡ˪ ˶ˣ˥˟˪ ˫˧˪ˣ˩˧ ˣ˪˞ ˫˧˟˷˥ˬ ˵˶ ,˸˧ˬ˧ˮ˲ˢ ˸˷˶ˢ ˨ˣ˸˟ ˫˧˞˴ˬˮˢ

˭ˣ˶˸˧ ,˫ˮˬ˞ .ˣ˪˪ˢ ˫˧˟˷˥ˬˢ ˶ˣ˟˰˟ ˭ˠˬ ˸ˬˣ˥ ˪˷ ˠˣ˯˩ ˪˰ˣ˲ ˶˷˞ ˶˟ˡ  ˧˷ˣ˵ˢ ˪˷˟ ,˭ˣ˶˯˥ ˫ˠ ˞ˣˢ ˢˤ

ˢ ˪˷ ˣˤ ˢˮˣ˩˸˷-NAT  ˸ˬ˵ˢ˟ ˢˠ˧˴ˬ˶˧˷˧ ˶ˣ˟˧˥  ˸˷˶ ˨ˣ˸˟ ˡ˥˞ ˪˩ ˫˧˞˴ˬˮ ˶˷˞ ˫˧˟˷˥ˬ ˧ˮ˷ ˭˧˟

 ˫˧˞˴ˬˮ ˫ˢ˧ˮ˷ˣ ˢ˥ˮˢ˟ ˢˬ˰ˮ ˪˷ ˟˷˥ˬˢ ˫˰ ˢ˥˧˷ ˸˪˥˸ˢ˟ ˭ˡ ˪˷ ˭ˣ˧˯˧ˮˢ ˢ˞˶˧ ˨˩ .ˣ˪˷ˬ ˸˧ˬ˧ˮ˲

 ˧˶˧˷˩ˬ ˧˶ˣ˥˞ˬNAT :˪˧˰˪ ˧˸ˠ˴ˢ ˣ˸ˣ˞ ˭ˣ˶˸˧˟ ˫˧˩ˬˣ˸ ˶˷˞ ˫˧ˮˣ˷ 

 

 ˸˶˟ˣ˰ ˣˤ ˢ˰ˡˣˢ ,ˢ˥˧˷ˢ ˸˞ ˪˧˥˸ˢ˪ ˢ˶˦ˬ˟ ˢˬ˰ˮ˪ ˢ˰ˡˣˢ ˥˪ˣ˷ ˭ˡ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩˭ˡ ˪˷ ˟˸ˮ˟ 

 .˟˸ˮˢ ˪˷ ˸˟ˣ˸˩˪ ˢ˪˷ ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˢˮ˸˷ˬ ,˨˩ˬ ˢ˞˴ˣ˸˩ˣ 

 ˟ˣ˷˥˧ ˞ˣˢˣ ˶˥˞ˬ ˢ˸ˣ˞ ˦˧ˬ˷˧ ˞ˣˢ ,ˢˬ˰ˮ ˪˷ ˟˸ˮˢ ˪˞ ˰˧ˠ˸ ˣˤ ˢ˰ˡˣˢ ˶˷˞˩˧ˮˣ˴˧˥ ˟˷˥ˬ˷  ˢ˯ˮˬ

˸˟ ˞˴ˬˮ ˶˷˞ ˟˷˥ˬ ˫˰ ˢ˥˧˷˟ ˪˧˥˸ˢ˪ .˧˶˷˲˞ ˞˪˩ ˫ˡˣ˵ˬ ˣˮ˧˧˴ ˶˷˞ ˶˟ˡ ,ˣ˪˷ ˸˧ˬ˧ˮ˲ˢ ˸˷˶ˢ ˨ˣ

˷ ˭˞˩ˬˣ˶˧˷˧ ˶ˣ˟˧˥  ˢ˧˰˟ˢ ˸˞ ˱ˣ˵˰˪ ˭˸˧ˮ ˨˧˞ ˢ˪ˠˮ ˦˰ˬ ˡˣ˰) .˧˸˧˧˰˟ ˣˮ˧ˢ ˢˤ˩ ˟˴ˬ˟ ˫˧˟˷˥ˬˢ ˧ˮ˷ ˭˧˟

(ˣˤˢ .˞ˣˢˣ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˣˮ˶˟˧ˡ ˶˟˩ ˡ˥˞ ˭ˣ˶˸˲ ˪˰ ,˸ˣˮˣ˶˸˲ ˧ˮ˷ ˫ˮ˷˧ ˣˤ ˢ˧˰˟ ˪˷ ˭ˣ˶˸˲˪Port 

Forwarding˷ˢ ˭ˣ˶˸˲ˢ .˫˧˞˶ˣ˵ ˢˤ ˭ˣ˶˸˲˪ ,ˢ˶˸˧ ˢ˟˥˶ˢ˟ ˶˟ˡˮ ˣ˧˪˰ ˷˵˟˸ˬˢ ˭ˣ˶˸˲ˢ ˞ˣˢ ˧ˮHole 

Punching  ˸ˣ˧˴˵˧˪˲˞ ˢ˟˶ˢ ˸ˣ˷ˬ˸˷ˬ ˣ˟ˣP2P  ˣˬ˩)Skype x-Revolt.( 

˟ˣ˦ ˞˪ ˭ˣ˶˸˲: Port Forwarding 

ˢ ˸˵˧ˮ˩˦-Port Forwarding  ˫ˡˣ˵ ˣˮ˧˧˴˷ ˧˲˩ ,˟˸ˮˢ .˪˧˰˪ ˣˮˠ˴ˢ˷ ˢ˧˰˟ˢ ˭ˣ˶˸˲˪ ˢ˦ˣ˷˲ˣ ˢ˪˵ ˨˶ˡ ˞˧ˢ

˷ˬ ,˭˩˪ ˷ˡ˥ˬ ˶˧ˡˠˢ˪ ˭˸˧ˮ ˟˸ˮˢ ˸˞ ,˸˞ˤ ˫˰ .˦ˮ˶˦ˮ˧˞ˢˬ ˸ˣ˪˟˵˸ˬ ˶˷˞ ˸ˣˬ˧ˣ˯ˬ ˰ˡ˧ˬ ˸ˣ˪˧˟˥ ˦˧ˬ

 ˫˧ˣ˯ˬ ˟˷˥ˬ˪ ˭˸ˣ˞ ˶˧˟˰ˢ˪ ˪ˣ˩˧ ˟˸ˮˢ ˰ˡ˧ˬˢ ˸ˣ˪˧˟˥ ˸˞ ˦˧ˬ˷ˢ˪ ˫ˣ˵ˬ˟ ,˸˞ˤ ˢ˷˰˧ ˞˪ ˞ˣˢ˷ ˨˩
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 ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˨˩˟ˣ ,˸˧ˬ˧ˮ˲ˢ ˸˷˶˟ ˞˴ˬˮ ˶˷˞˶˧˷˧ˢ ˶ˣ˟˧˥ˢ  ˫ˡˣ˵ ˣˮ˪˵˸ˮ ˢ˟ ˫˧˟˷˥ˬˢ ˧ˮ˷ ˭˧˟

.˭˩˪  ˪˟˵˸ˬ ˣˮ˧˞ ˢˤ ˶˟ˡ .˟˸ˮˢ ˪˷ ˢ˧˴˶ˠ˧˲ˮˣ˵ ˷˶ˣˡ ˭˧˧ˡ˰ ˞ˣˢ ,ˡ˥ˣ˧ˬ˟ ˨˟ˣ˯ˬ ˭ˣ˶˸˲ ˢˤ ˭˧˞˷ ˱˞ ˪˰

 .˫ˢ˪˷ ˟˸ˮˢ ˸˞ ˷ˡ˥ˬ ˶˧ˡˠˢ˪ ˫˧˴ˣ˶ ˣ˞ ˫˧˪ˣ˩˧ ˫˧ˮ˩˶˴ˢ ˪˩ ˞˪ ˭˩˷ ˸ˣ˧˴˵˧˪˲˞ˢ ˸˧˟˶ˬ˟ ˸˰ˡˢ ˪˰

˟ ˷ˬ˸˷ˢ˪ ˢ˴ˣ˶ ˶˷˞ ˫ˡ˞ ˭˟ ˪˩˷ ˫˩ˬ˴˰˪ ˣ˶˞˸-Skype ˧˞˶ˣˮ ,ˣ˪˷ ˟˸ˮˢ ˸˞ ˷ˡ˥ˬ ˶˧ˡˠˢ˪ ˨˶˦˴˧... 

 

˷˵˟˸ˬˢ ˭ˣ˶˸˲ˢ: Hole Punching 

˷ ˣˮ˧˞˶ ˤ˞-Port Forwarding  ˧ˮ˷ ˪ˣ˪˩˪ ˢ˩˧˶˴ ˣˮ˪˷ ˢ˦˧˷ˢ ?˸ˣ˷˰˪ ˶˷˲˞ ˭˩ ˢˬ ˤ˞ ,˭ˣ˶˸˲ˢ ˞˪ ˢˤ

:˸˥˪˴ˣˬ ˸ˣ˧ˢ˪ ˸ˮˬ ˪˰ ˫˧˧ˤ˩˶ˬ ˫˧˟˧˩˶ˬ 

1. .˫˧˶˸ˣ˧ˬ ˫˧˩ˣ˟˧˯ ˷ˬ˸˷ˬ˪ ˫ˣ˶ˠ˸ ˶˷˞ ˸˲˯ˣˮ ˢ˧˴˶ˠ˧˲ˮˣ˵ ˞˪˪ 

2.  ˸ˣˮ˧ˬ˞- ˬ˞ˣ ˧˟˵˰ ˭˲ˣ˞˟ ˡˣ˟˰˪ ˢ˩˧˶˴ ˢ˦˧˷ˢ ˸˶˧˴˧˟ ˭˧˶˧˷˧ ˶ˣ˟˧˥. 

 ˣˤ ˢ˦˧˷˪ .ˣˮ˧˸ˣ˷˧˶ˡ ˪˰ ˞˪ˬ ˦˰ˬ˩ ˭˲ˣ˞˟ ˢˮˣ˰ ˶˷˞ ˭ˬˤ ˢ˟˶ˢ ˧ˡ ˧ˮ˲˪ ˢ˞˴ˬˮ ˣˤ˩ ˢ˦˧˷ ,ˣˮ˸˥ˬ˷˪

 ˫˧˞˶ˣ˵Hole Punching ˢ ˶˧˷˩ˬ˟ "˶ˣ˥" ˶ˣ˴˧˪ ,ˣ˰ˬ˷ˬ˩ ˣ˦ˣ˷˲ ,ˢˡ˰ˣˮ ˞˧ˢˣ-NAT  ˸ˣ˪˧˟˥ ˢˮ˪˩ˣ˸ ˣ˩˶ˡ

˶˷˞ '˟ ˟˷˥ˬ˪ˣ ˸˧ˬ˧ˮ˲ ˸˷˶˟ ˞˴ˬˮ ˶˷˞ '˞ ˟˷˥ˬˬ ˶ˣ˟˰˪ ˰ˡ˧ˬˢ .˸˶˥˞ ˸˧ˬ˧ˮ˲ ˸˷˶˟ ˞ˣˢ ˫ˠ ˞˴ˬˮ 

 ˭˲ˣ˞˟ ˵˶ ˢˮˣ˰ ˞˧ˢ ˭˩˪ˣ) ˡˣ˟˰˸ ˞˪ ˢ˦˧˷ˢ ˢ˟ ˭ˬˤ˪ ˸ˣ˞ˬˠˣˡ ˞˧˟ˮˣ ,˸ˡ˟ˣ˰ ˢ˦˧˷ˢ ˨˧˞ ˶˧˟˯ˮ ˸˰˩

 ˶ˣ˟˧˥ ˷ˬˬˮ ˭˩ˬ ˶˥˞˪ˣ .(ˣˮ˧˸ˣ˷˧˶ˡ ˪˰ ˧˵˪˥P2P  ˣˤˢ ˢ˦˧˷ˢ ˸˶ˤ˰˟ ˣˮˬ˴˰˟J 

ˬˤ˟ ,˧ˮ˲˪ ˢ˶ˣ˵ ˢˬ ,˨˧˪ˢ˸ˢ ˪˩ ˸˞ ˡˣ˞ˬ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˷˧˥ˬˬ ˶˷˞ ˶ˣ˧˞ ˭˪ˢ˪ ˧ˮ˞ .˨˧˪ˢ˸ˢ ˧˶˥˞ˣ ˭

 ˸ˣ˦˷˲ˢ ˫˷˪ ,˸˞ˤ ˪˩˟ ˨˞ ,˸ˡ˟ˣ˰ ˢ˦˧˷ˢ ˡ˴˧˩ ˭˧˟ˢ˪ ˥˧˪˴˧ ˶ˣ˧˞ˢ ˸˞ ˵ˬˣ˰˪ ˭˧˟ˢ˪ ˢ˯ˮ˧˷ ˧ˬ˷ ˥ˣ˦˟

.˵ˬˣ˰˪ ˫˸ˣ˞ ˶˧˟˯˞ˣ ˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˫˧˟˪˷ˢ ˪˰ ˶ˣ˟˰˞ 

 

 ˢ˞˶ˮ ˭ˣ˷˞˶ ˦˟ˬ˟ ˶˷˞ ,˸˧ˬ˧ˮ˲ˢ ˸˷˶˪ ˧ˮˣ˴˧˥ ˸˶˷ ˫ˠ ˣ˩ˣ˸˟ ˪˪ˣ˩ ˶ˣ˧˞ˢ ,˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˧˲˩

ˣˢ ˣ˪˧˞˩ ˸˶˷˩ ˷ˬ˷ˬ ˞TURN  ˡˣˬ˰)п ˫˧˟˷˥ˬˢ ˧ˮ˷˪ ˶ˤˣ˰ ˵˶ ˸˶˷ˢ ,˶˟ˡˢ ˢˤ ˭˧˞ ˨˞ (?˫˧˶˩ˣˤ ,

ˢ ˧˶˧˷˩ˬ˟ "˶ˣ˥" ˶ˣ˴˧˪-NAT .˧ˮ˷ˢ ˪˷ ˡ˥˞ˢ 
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 ˪ˣ˵ˣ˦ˣ˶˲˪ ˶ˣ˥ ˸˶˧˴˧ ˭˧˟ ˪ˡ˟ˢ ˷˧ ,˭˧˧˴˪ ˟ˣ˷˥˷ ˱˯ˣˮ ˶˟ˡUDP  ˭˧˟˪TCP ˨˶ˣ˞˪ ˢˬˣˡ ˧ˡ ˶˞˷ˮ ˨˧˪ˢ˸ˢ ,

˪˰ ˶˟ˡ˞ ˣˤ ˢˬˠˣˡ˟ ,ˢˮˣ˷ ˦˰ˬ ˷ˣˬ˧ˬˢ ˨˞ ˨˶ˡˢ ˪˩  ˪ˣ˵ˣ˦ˣ˶˲ˢUDP  ˭˧˟ ˟˶ ˧ˮˣ˷ ˭˧˞˷ ˟˪ ˣˬ˧˷ ˨˞

.˫˧˧ˮ˷ˢ 

˭ˣ˷˞˶ˢ ˟˪˷˟  ˫˧˟˷˥ˬˢ ˧ˮ˷Client A x-Client B 

˪ˣ˵ˣ˦ˣ˶˲ˢ ˧˟ˠ ˪˰ ˰ˡ˧ˬ ˸˪˧˟˥ ˫˧˥˪ˣ˷ UDP  ˭˩ˣ˸)

 ˢˬˣ˷˶ ˫˧˶˴ˣ˧ ˨˩˟ˣ (˧˦ˮˣˣ˪˶ ˣˮ˧˞ ˰ˡ˧ˬˢ ˸˪˧˟˥

ˢ ˸˪˟˦˟ ˢ˷ˡ˥-NTT ˢ ˧˶˧˷˩ˬ ˪˷-NAT .˫ˢ˪˷ 

 ˫˧˟˷˥ˬˢ ˫˰ ˶˷˵˸˪ ˪˩ˣ˧ ˸˶˷ˢ ,˸˰˩ ˪˰ ˫˧˧ˬ˧ˮ˲ˢ

˪ ˰ˡ˧ˬ ˸˪˧˟˥ ˸˥˧˪˷ ˧ˡ˧-eAddr:ePort  ˶˧˷˩ˬ ˪˷

-sNAT  .˧ˬ˧ˮ˲ˢ ˟˷˥ˬˢ ˪˷ 

˪ ˰ˡ˧ˬ ˸˪˧˟˥ ˥˪˷˧ ˶˷˞ ˶˥˞ ˟˷˥ˬ˷ ˭˧˧˴˪ ˷˧-

eAddr:ePort ˢ ˧˶˧˷˩ˬˬ ˡ˥˞ ˪˷-NAT  ˧˲˩ ˧˶˷˲˞ ˞˪ ˢˤ ˶˟ˡ ˭˩˷ ˧ˬ˧ˮ˲ˢ ˟˷˥ˬˢ ˫˰ ˶˷˵˸˪ ˪˩ˣ˧ ˞˪

.˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˮ˧˧˴˷ 

˧ˮ˷ˢ ˟˪˷˟˟ˣ˸˩ˢ ˸˞ ˢ˪ˣˡ ˸˶˷ˢ , ˸eAddr:ePort ˢ ˧˶˧˷˩ˬ ˧ˡ˧ ˪˰ ˢ˥˪˷ˮ˷ ˧˲˩ ˰ˡ˧ˬˢ ˸˪˧˟˥ˬ-

NATˢ ˶˧˷˩ˬ˪ ˣˤ ˸˟ˣ˸˩ ˸˞ ˥˪ˣ˷ˣ ,-NAT  ˫˧˟˷˥ˬˢ ˧ˮ˷ ,ˣ˧˷˩˰˷ ˨˩ .˶˥˞ˢClient A x-Client B  ˫˧˰ˡˣ˧

˟ ˢˬ˷˶ˮ˷ ˧˲˩ ˸˧ˮˣ˴˧˥ˢ ˸˟ˣ˸˩ˢ ˸˞-NTT ˢ ˶˧˷˩ˬ ˪˷-NAT .˶˥˞ˢ 

ˢ ˨˧˪ˢ˸ ˪˧˥˸ˬ ˭˞˩-Hole Punching˫˧˧ˬ˧ˮ˲ˢ ˫˧˟˷˥ˬˢ ˧ˮ˷ , ˸˟ˣ˸˩˪ ˰ˡ˧ˬ ˸ˣ˪˧˟˥ ˥ˣ˪˷˪ ˫˧˪˧˥˸ˬ ,

ˢ ˧˶˧˷˩ˬ˟ "˶ˣ˥" ˶ˣ˴˧˪ ˢ˶˦ˬ˟ ˸˞ˤˣ ˣ˪˟˧˵ ˫ˢ˷ ˸˧ˮˣ˴˧˥ˢ-NAT ˶ˣ˴˧˪ˣ ˶˧˷˧ ˶ˣ˟˧˥  ˢ˟ˢ !˫˧˟˷˥ˬˢ ˭˧˟

:˷˥˶˸ˬ ˶˟ˡˢ ˡ˴˧˩ ˢ˞˶ˮ 

 ,˭ˣ˷˞˶ˢ ˟˷˥ˬˢClient A ˪˟˧˵˷ ˸˧ˮˣ˴˧˥ˢ ˸˟ˣ˸˩˪ ˰ˡ˧ˬ ˸˪˧˟˥ ˥˪ˣ˷ ,˸˧ˬ˧ˮ˲ˢ ˸˟ˣ˸˩ˢ ˢ˸ˣ˞ˬ  ˢˮˬˬ

 .˸˶˷ˢ ˫˰ ˶˟ˡ˪ ˪˧˥˸ˢ˟ ˢ˷ˡ˥ ˢˬˣ˷˶ ˢ˶˴ˣˮ ,˨˩ ˧ˡ˧ ˪˰-NTT ˢ ˶˧˷˩ˬ ˪˷-NAT  ˪˷Client A  ˢ˶ˣ˴˟

:ˢ˞˟ˢ 

 

˟˪ ˣˬ˧˷  ,˧ˮˣ˴˧˥ˢ ˦˶ˣ˲ˢ ˶˲˯ˬ˷ePort  ˡˣ˞ˬ ˟ˣ˷˥ ˞ˣˢ ˢˤ ˶˟ˡ ,˸˶˷ˢ ˫˰ ˢ˧ˢ˷ ˧˲˩ ˢˢˤ ˶˞˷ˮ

 ˨˶ˡ ˧ˬ˧ˮ˲ˢ ˟˷˥ˬˢ ˫˰ ˫˧˶˷˵˸ˬ ˫˧˴˧˥ˢ ˫˧˰˧˟˴ˬ ˭ˢ˧˪˰ ˸ˣ˟ˣ˸˩ˢ ˧ˮ˷ .ˣˤ ˸ˣ˟˧˷˥˟ ˰ˠ˧ˮ ˨˷ˬˢ˟ˣ

ˢ ˸˟ˣ˸˩ˢ ˢ˸ˣ˞ ˸˧ˮˣ˴˧˥eAddr = 155.99.25.11, ePort  =снллл . 
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˟ ˢ˷ˡ˥ˢ ˢ˶ˣ˷ˢ ˸ˣ˶˴ˣˣ˧ˢ ˸ˣ˶ˬ˪-NTT ˢ ˶˧˷˩ˬ˟-NAT  ˪˷Client A ˰ˡ˧ˬˢ ˸˪˧˟˥ ˪˷ ˢ˸˰ˠˢ ˸˰˟ ,

ˢ ˶˧˷˩ˬ˪-NAT  ˪˷Client Bˢ ˶˧˷˩ˬ˟ˣ ˶˥˞ˬ ˦ˬ˷˧˸ ˢ˪˧˟˥ˢ ,-NAT  ˪˷Client B  ˢˬˣ˷˶ ˸ˬ˧˧˵ ˞˪

ˢ ˶˧˷˩ˬ ˪˷ ˸˧ˮˣ˴˧˥ˢ ˸˟ˣ˸˩˪ ˢ˷˶ˬ ˶˷˞-NAT ˷ ˪Client A  ˧ˬ˧ˮ˲ˢ ˟˷˥ˬ˪ ˰˧ˠˢ˪- Client B. 

 ˪˷ ˣ˶ˣ˸ ˰˧ˠˢ ˸˰˩Client B ˷ ˨˧˪ˢ˸ˢ ˣ˸ˣ˞ ˸˞ ˶ˣ˟˰˪-Client A  ˢ˷ˡ˥ ˢˬˣ˷˶ ˥˸˲˧˸ ˨˩˟ ,˶˟˰

ˢ ˶˧˷˩ˬ˟-NAT  ˪˷Client B ˢ ˶˧˷˩ˬˬ ˸ˣ˰˧ˠˬ ˶˷˞ ˰ˡ˧ˬˢ ˸ˣ˪˧˟˥˪ ˢ˷˶ˬ ˶˷˞-NAT  ˪˷Client A 

 ˪˷ ˟˷˥ˬ˪ ˶ˣ˟˰˪Client Bˣ˪˧˟˥ ˶˲˯ˬ ˶˥˞˪ ,˨˩˟ˣ . ˶˴ˣˮ ,˰ˡ˧ˬ ˸˶˧˷˧ ˶ˣ˟˧˥ !˫˧˟˷˥ˬˢ ˭˧˟ 

 ˧˷˧˪˷ˢ ˟˪˷˟ ˣ˶˴˧ ˫˧˟˷˥ˬˢ ˧ˮ˷ ,˭ˣ˶˥˞ˢˣ˶˧˷˧ ˶ˣ˟˧˥  ˧ˮ˷ˢ ˫˰ ˡ˥˞ ˶˟ˡ˪ ˫˧˪ˣ˩˧ ˫ˢˣ ˫ˢˮ˧˟

 ˸ˣ˶˸ˣ˧ˬ ˸ˣ˰˶˲ˢ ˞˪˪ ˸ˣ˧˷˲ˣ˥˟J  ˸ˣ˪˧˟˥ ˣ˩˶ˡ ˣ˶˧˟˰˧ ˞˪ ˫˧˟˷˥ˬˢ ˫˞ ˶ˬˠ˧˧ ˢˤ ˶ˣ˟˧˥˷ ˭˧˧˴˪ ˟ˣ˷˥

ˢ ˶˧˷˩ˬˣ ˶˥˞ˬ ,˧˟˵˰ ˭˲ˣ˞˟ ˰ˡ˧ˬ-NAT ˢ ˧ˮ˷˷ ˥˧ˮ˧ ˢˬˣ˷˶ˢ ˸˞ ˵ˣ˥ˬ˧ ˨˩˟ˣ ˶˟ˡ˪ ˣˬ˧˧˯ ˫˧˟˷˥ˬ

 ˸ˣ˪˧˟˥ ˣ˩˶ˡ ˥ˣ˪˷˪ˣ ˨˧˷ˬˢ˪ ˟ˣ˷˥ ˶ˣ˟˧˥ˢ ˸ˬ˵ˢ ˶˥˞˪ ˭˩˪ˣ ,˧ˮ˷ˢ ˫˰ ˡ˥˞ ˶˟ˡ˪ ˫ˢ˪ ˸˶˷˲˞ˬˢ

ˢ ˨˧˪ˢ˸ ˫˧˧˸˯ˢ ˸˞ˤ˟ˣ .˫˷ˣˮˣ ˧˥ ˶ˣ˟˧˥ˢ ˸˞ ˶˧˞˷ˢ˪ ˸ˮˬ ˪˰ ˰ˡ˧ˬ-NAT J 

 

˶ˣ˟˧˥ ˧˸ˬ P2P  ˡˣ˟˰˧ ˞˪- Symmetric NATΚ 

˦˶ˣ˲ˢ ˶˲˯ˬ ,˪˧˰˪ ˣˮ˧˧˴˷ ˧˲˩  ,˧ˮˣ˴˧˥ˢePort  ˢ˸ˣ˞ˬ ˭˶ˣ˵ˬ ˶˷˞ ˢ˪˟˦˟ ˸ˣˡˣˬ˰ˢ ˧˸˷˟ ˢˢˤ ˶˞˷ˮ

 ˸˧ˬ˧ˮ˲ˢ ˸˟ˣ˸˩ˢiAddr:iPort ,ˢˮ˸˷ˬ ˢ˧ˢ ˭˩˞ ˧ˮˣ˴˧˥ˢ ˦˶ˣ˲ˢ ˶˲˯ˬˣ ˢ˥ˮˢ˟ .˶˧˷˧ˢ ˶ˣ˟˧˥ˢ  ˧ˮ˷ ˭˧˟

 ,˸ˣˡˣˬ˰ˢ ˧ˮ˷˟ ˢˢˤ ˧ˮˣ˴˧˥ˢ ˦˶ˣ˲ˢ ˶˲˯ˬ˷ ˫˧˟˷ˣ˥ ˫ˢ˧ˮ˷ ˫˧˟˷˥ˬˢˣ ˶˥˞ˬ ˶˴ˣˮ ˢ˧ˢ ˞˪ ˫˧˟˷˥ˬˢ

 ˫ˢ˪ ˶ˬ˞ ˸˶˷ˢ˷ ˧˲˩˪˷˟˧ˮ˷ˢ ˟. 

ˢ ˠˣ˯˪-NAT  ˫˧˞˶ˣ˵ ˢ˷ˡ˥ ˢ˥˧˷ ˪˩˟ ˧ˮˣ˴˧˥ˢ ˦˶ˣ˲ˢ ˶˲˯ˬ ˸˞ ˢˮ˷ˬ ˶˷˞Symmetric NAT  ˞ˣˢˣ

 ˸ˣ˸˷˶ ˷ˣˬ˧ˬ˟ ˸˧˶˵˧˰ˢ ˢ˧˰˟ˢ ˸˞ ˢˣˣˢˬP2P  ˸ˣˮˣ˶˸˲ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˭˧˧ˡ˰ ˫ˮˬ˞ .˫ˣ˧˩ ˸ˣ˧˴˵˧˪˲˞˟

ˢ˧ˢ˸ ˡ˧ˬ˸ ˞˪) ˸˧ˮ˟˸ ˸˞˧˴ˬ ˧ˡ˧ ˪˰ ˷ˡ˥ˢ ˧ˮˣ˴˧˥ˢ ˦˶ˣ˲ˢ ˶˲˯ˬ ˷ˣ˥˧ˮ ˣˬ˩ ˢ˧˰˟˪ ˫˧˧˵˪˥  ˨˞ ,(˸˧ˮ˟˸

 ˠˣ˯˪ ˧˰ˬ˷ˬ ˡ˥ ˭ˣ˶˸˲ ˭˧˞ ˭˧˧ˡ˰NAT .ˢˤ 

ˢ ˪˷ ˢ˧˴ˤ˧˦˶ˡˮ˦˯ ˶˯ˣ˥ ˪˷˟-NATˢ ˨˧˪ˢ˸˪ ˫˧˷ˣˬ˧ˬ ˪˷ ˦˰ˣˬ ˞˪ ˶˲˯ˬ ˫˧ˬ˧˧˵ ,-NAT ˫ˢˬ ˡ˥˞ ˪˩ ,

:˸ˣ˞ˬˠˣˡ ˶˲˯ˬ ˭˪ˢ˪ ,˶˥˞ˢˬ ˸˴˵ˬ˟ ˢˮˣ˷ 

1. Endpoint Independent / Dependent (Symmetric NAT) Mapping 

2. Address / Port Restricted NAT 

3. Port Preservation 

4. Hairpin 

 ˫˪ˣ˩ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˪˰ˣ ˷ˣˬ˧ˬ˪ ˷ˣˬ˧ˬ ˭˧˟ ˫˧ˮˣ˷ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˶˷˞ ˫˧˶˟ˡ˪ ˸ˣ˞ˬˠˣˡˢˬ ˵˪˥ ˵˶ ˣ˪˞

˟ ˞ˣ˶˵˪ ˣ˪˩ˣ˸-4787 RFC ˶˧˷˩ˬ˷ ˸ˣ˷˧˶ˡˢ ˪˩ ˪˰ ˵ˬˣ˰˪ ˶˧˟˯ˬ ˢˤ ˨ˬ˯ˬ ,NAT ˪˰ ˫˧˧˵˪ ˨˧˶˴  ˸ˮˬ

 ˸ˣ˧˴˵˧˪˲˞˟ ˨ˣˬ˸˪ ˪˩ˣ˧˷P2P .˶˸ˣ˧˟ ˸˧˟˦˧ˬˢ ˢ˶ˣ˴˟ 

https://tools.ietf.org/html/rfc4787
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˶ˣ˟˧˥ ˷ˣˬ˧ˬ P2P 

 ˶ˣ˟˧˥˪ ˢˬ˶ˠ ˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ˨˧˞ ˣˮ˟ˢ˷ ˶˥˞˪ ,ˣ˧˷˩˰ ˤ˞P2P  ˶˸ˣ˧ ˸˴˵ ˸ˣ˧ˢ˪ ˨ˣ˲ˢ˪

 ˷ˬ˸˷ˢ˪ ˭ˬˤˢ ˰˧ˠˢ ,˫ˣ˧˩ ˫ˠ ˶˧˷˧ ˭˲ˣ˞˟ ˫˧˟˷˥ˬ ˧ˮ˷ ˶˟˥˪ ˸˞ˤ ˪˩˟ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˟ˢ˷ ˧˶˥˞ˣ ,˨˟ˣ˯ˬ

ˣˮˡˬ˪˷ ˢˬ ˪˩˟  ˶ˣ˟˧˥ ˶ˣ˴˧˪ˣ ˢ˩ ˡ˰P2P .˫˧˟˷˥ˬ ˧ˮ˷ ˭˧˟ 

:˫˧˟ˣ˷˥ ˫˧˶˟ˡ ˧ˮ˷ ˨˶˦˴ˮ ˣˮ˞ ˭˩ ˧ˮ˲˪ 

1.  ˸˟ˣ˸˩ ˪˰˟ ˧ˮˣ˴˧˥ ˸˶˷IP ˸˧˪˟ˣ˪ˠ 

2. ˡˣ˵ˢ ˸˵˧ˡ˟˟ ˫˩˪ ˶ˣˤ˰˪ ˣ˪˩ˣ˧˷ ˢ˶˟˥ ˣ˞ ˶˟˥ 

 ˞˪ ,˧ˮˣ˴˧˥ ˸˶˷ ˞˪˪ ,ˡˣ˟˰˧ ˶ˣ˟˧˥ˢ˷ ˸ˮˬ ˪˰ ˫˧˴ˣ˥ˮ ˫ˢ ˭ˣ˷˞˶ˢ ˶˵˧˰˟ˣ ,ˢ˪˰ˬ˪ ˧˸ˮ˧˧˴˷ ˫˧˶˟ˡˢ ˧ˮ˷

ˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮˢ ˸˵˧-Hole Punching ˸˷˶˪ ˶˟ˣ˥ˬˢ ˟˷˥ˬ ˫ˢ˪ ˷˧ ˶˷˞ ˢ˶˟˥ ˣ˞ ˶˟˥ ˞˪˪ˣ ,

 ˸˵˧ˡ˟˪ ˳ˣ˥ˮ ˞ˣˢ ˸ˡ˶˲ˮ ˸˷˶˟ ˟˷˥ˬ ˭˩˞˷ ˸ˣ˶ˬ˪ .ˡˣ˵ˢ ˸˞ ˵ˣˡ˟˪ ˪˩ˣˮ ˞˪ ,˧ˣˮ˲ ˭ˬˤ ˸˴˵ˣ ˸˶˥˞

 ˢ˥ˮˢ˟ ˸˞ˤˣ ,˸˷˶ˢ ˢ˸ˣ˞ˬ ˟˷˥ˬˢ ˣ˸ˣ˞ ˫˰ ˢ˵˧ˡ˟ˢ ˸˞ ˰˴˟˪ ˸ˣ˶˷˲˞ ˢˮ˷˧ ,˶˧˷˧ˢ ˶ˣ˟˧˥ˢ

ˢ ˶˧˷˩ˬ˷-NAT ˢˬ˟ ˨ˬˣ˸ ˫˩˪˷  ˞˶˵ˮ˷Hairpin ˫˷˟ ˢ˪˧˟˥ ˧ˡ˧ ˪˰ ˵ˣˡ˟˪ ˭˸˧ˮ ˢˤ ˶˟ˡ ,stun-client 

 ˢ˧˪˰ ˶˷˞˞.˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˶˧˟˯ 

 ˧˪˷ ˪˧˧ˬ˪ ˡˣ˵ˢ ˸˞ ˣ˥˪˷ !˭˧ˣ˴ˬ ,˫˸˥˪˴ˢˣ ˢˡ˧ˬ˟ ,ˡ˟˪ ˡˣ˵ˢ ˸˞ ˟ˣ˸˩˪ˣ ˸ˣ˯ˮ˪ ˭˩˸˞ˣ ˫˩˸˞ ˡˡˣ˰ˬ ˧ˮ˞

˫˩˪ ˷˧˷ ˫˧ˮˣˣˠˬˢˣ ˫˧ˮˣ˷ˢ ˫˧˷ˣˬ˧ˬˢ ˸˞ ˸ˣ˞˶˪ ˥ˬ˷˞ ˧ˮ˞ ,˶ˬ˞ˬˢ ˱ˣ˯˟ ˰˧˲ˣˬ ˶˷˞  ˰˧˴ˢ˪J  ˫˞ˣ

 .˪˧˥˸ˢ˪ ˫˩˪ ˶ˣˤ˰˸ ˶˷˞ ˡˣ˵ˢ ˸˧˧ˮ˟˪ ˸˧ˮ˟˸ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˱˶˴˞ ,˫˧˷˵˸ˬ ˨˞ ˫˧˴ˣ˶ ˫˸˞ ˸˞ˤ ˪˩˟

.ˡ˥˧˟ ˶˟˥˸ˬ ˣˮˡˬ˪˷ ˢˬ ˪˩ ˡ˴˧˩ ˢ˞˶ˮ ˡ˥˧˟ˣ ˟˪˷ ˶˥˞ ˟˪˷ ˡˣ˵ˢ ˸˧˧ˮ˟ ˪˰ ˶ˣ˟˰˞ ,˨˩ ˣ˞ ˨˩ 

ˢ ˶ˬˣ˪˩) ˶˟˥˸ˢ˪ ˢ˴ˣ˶˷ ˟˷˥ˬˢ ˪˰ ˡˣ˟˰˧ ˡ˥˞ˢ ,ˡˣ˵ ˧˲ˡ ˧ˮ˷ ˟ˣ˸˩ˮ ˣˮ˞-peerˮ˷ˢˣ ( ˪˰ ˡˣ˟˰˧ ˧

ˢ ˭˧˟ ˨ˣˣ˸˪ ˢ˶˦ˬ˟ ˧ˮˣ˴˧˥ˢ ˸˶˷ˢ-peers.˸˧ˬ˰ˢ ˡˣ˵ ˸˟˧˸˩˟ ˪˧˥˸ˮ ˣˮ˞ . 
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) ˸˧ˬ˰ˢ ˡˣ˵peer( 

 ˫˩˯ˬ ˶˷˞ ˡˣ˵ˢ ˠ˴ˣˬ ˭˪ˢ˪ .˶˴˵ ˢ˧ˢ˧ ˢˤ ˵˪˥ ˭˩˪ˣ ˧˸˧˧˰˟ˢ ˵˪˥ˢ ˣˮ˧˞ ˡˣ˵ˢ ˸˟˧˸˩ ,˸ˬ˞ˢ ˭˰ˬ˪ ˤ˞

˨˧˪ˢ˸ˢ ˸˞: 

 

 ˢ˶ˣ˷˟пр  ˫˧˶˴ˣ˧ ˣˮ˞UDP socket  ˭˩ˬ ˶˥˞˪ˣ ˢ˶ˣ˷˟пт ˶˷ˣ˵ ˣˮ˞ ˦˶ˣ˲ˢ ˶˲˯ˬ˪ ˣ˸ˣ˞ ˫˧прсту ˶˲˯ˬ ,

 ˣˮ˶˷˵ ˣ˧˪˞ ˦˶ˣ˲ˢ ˶˲˯ˬ˪ ˸ˡ˰ˣ˧ˬ ˶˷˞ˣ ˣˮ˪˷ ˟˷˥ˬ˪ ˰˧ˠ˸ ˶˷˞ ˰ˡ˧ˬ ˸˪˧˟˥ ˪˩ ˸˰˩ ,˭˧˦ˣ˪˥˪ ˧˸ˣ˶˧˶˷

ˢ ˸˞-socket.ˣˮ˧˩˶ˡ ˶ˣ˟˰˸ , 

 ˢ˶ˣ˷˟рл ˢ ˸˪˟˦˟ ˢ˷ˡ˥ ˢˬˣ˷˶ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ ˸˶˷˪ ˢˮˣ˷˞˶ ˢ˰ˡˣˢ ˫˧˥˪ˣ˷ ˣˮ˞-NTT  ˱˸˷˪ ˧ˡ˩˟ˣ

˞ ,ˣˮ˪˷ ˸˟ˣ˸˩˟ ˸˶˷ˢ ˸˞ ˢ˰ˡˣˢˢ ˭˩ˣ˸ .ˣˮˮ˧˟ ˨ˣˣ˸˪ ˢˮˣˣ˩˟ ˶˥˞ ˸˧ˬ˰˪ ˥ˣ˪˷˪ ˪˩ˣ˧ ˞ˣˢ ,˭˩ˬ ˶˥˞˪ ˶˷

.ˣˮ˪˷ ˸˟ˣ˸˩˟ ˸˶˷ˢ ˸˞ ˱˸˷˪ ˵˶ ˢˡ˰ˣˮ ˰ˡ˧ˬˢ ˸˪˧˟˥ˣ ˶˥˞ˬ ˪˪˩ ˢˮ˷ˬ ˣˮ˧˞ 

 ˢ˶ˣ˷˟ро  ˡ˧ˬˣ ,˶˟˥˸ˢ˪ ˢ˴˶ˮ ˣˮ˞ ˣ˧˪˞ ˸˧ˬ˰ˢ ˸˟ˣ˸˩ ˸˞ ˪˧˩˧ ˶˷˞ ,˸˶˷ˢˬ ˰ˡ˧ˬ ˸˪˟˵˪ ˫˧˩˥ˬ ˣˮ˞

 ˭˩ˬ ˶˥˞˪ ˢ˶ˣ˷˟рп ˢ ˸˞ ˢ˪ˡˮ ˣˮ˞ ˸˶ˣ˴˟ ˣˮ˧˪˞ ˰˧ˠˬ ˶˷˞ ˰ˡ˧ˬbytes ˪ ˣ˸ˣ˞ ˨ˣ˲ˢˮˣ-tuple  ˢ˶ˣ˴˟

:ˢ˞˟ˢ 

(ñ185.60.170.123ò, 8080) ˢˬˠˣˡ˪ <- (IP, PORT) 

 ˸˪˧˟˥ ˪˩ ˸˶ˬˣ˞ ˢˬˣ ,˟˪˷ ˢˤ˧˞˟ˣ ˣˮ˧˪˞ ˸˶˷ˢ ˥˪˷˧ ˢˬ ˣˬ˩ ˸ˣˬ˩˯ˣˬˢ ˸˞ˣ ˸˶˷ˢ ˡˣ˵ ˸˞˷ ˭˧˧˴˪ ˷˧

˭˦˵ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˠˣ˯ ˢ˷˰ˬ˪ ˫˧˶˴ˣ˧ˣ ,ˣˮˬ˴˰˟ ˫˧˰˟ˣ˵ ˣˮ˞ ˰ˡ˧ˬ ˨˩ ˸˶˷ˢ ˡˣ˵ ˸˞ ˧˸˧ˮ˟ ,˭˩ ˣˬ˩ .

 ˢˤ ˶˟ˡ ˸˞˷ ˭˟ˣˬ˩ ,ˢ˶˧˥˟ ˞˪˪ˣ ˧˪ˬˣˡˮ˶ ˭˲ˣ˞˟ ˸˞ˤ ˫˧˷ˣ˰ ,˧ˮ˷ˢ ˪˞ ˡ˥˞ ˫˧˶˟˥˸ˬ ˶˷˞ ˫˧˸˧ˬ˰ˢ˷

.˫˩ˮˣ˴˶˩ ˸ˣˮ˷˪ ˣ˪˩ˣ˸ 

 ˢ˶ˣ˷рт : ˡˣ˰ ˣˮ˪ "˨ˡ˷˧" ˸˶˷ˢ˷ ˣˮˮˣ˴˶˟ ˭˧˞ˣ ,˸˶˷ˢˬ ˫˧˩˧˶˴ ˣˮ˧˧ˢ˷ ˰ˡ˧ˬˢ ˸˞ ˣˮ˪˟˧˵˷ ˶˥˞˪ ˸˰˩

ˬ ˣˮˬ˴˰ ˸˞ ˶˧˯ˮ ˣˮ˞ ,˫˧˸˧ˬ˰" ˢ˰ˡˣˢˢ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˢ˟ ˵˧ˤ˥ˬ ˸˶˷ˢ˷ ˫˧˸˧ˬ˰ˢ ˸ˬ˧˷˶CLOSE "

.ˢˬ˧˷˶ˢˬ ˸˧ˬ˰ˢ ˸˞ ˫˧˶˧˯ˬˣ ˸˞ˤ ˫˧˦˪ˣ˵ ˣˮ˞ ˡ˴˧˩ ˢ˞˶ˮ ,˸˶˷ˢ ˡˣ˵ ˸˞ ˢˮ˟ˮ ˶˷˞˩ ,ˣ˧˪˞ 
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 ˢ˶ˣ˷˟сл ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪˰ ˣˮ˧˪˞ ˣ˥˪˷ˮ ˣ˧˦˶˲ ˶˷˞ ˸˧ˬ˰ˢ ˪˞ ˫˧˶˟˥˸ˬ ˣˮ˞ connect_to_peer  ˸˰˩

ˡ˴˧˩ ˢ˞˶ˮˣ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˠ˧˴ˮ ˸ˡ˟ˣ˰ ˞˧ˢ: 

 

 ˸ˣ˶ˣ˷˟нт - нф  ˫˧˪˧˥˸ˬ ˫˴˰˟ ˣˮ˞thread  ˸˞ˤˣ ,ˣˮ˪˷ ˸˧ˬ˰˪ ˰ˡ˧ˬ ˸˪˧˟˥ ˢ˧˧ˮ˷ ˪˩˟ ˥˪˷˧ ˶˷˞ ˷ˡ˥

ˢ ˶˧˷˩ˬ˟ "˶ˣ˥ ˳ˣ˶˲˪" ˸ˮˬ ˪˰-NAT  ˡˣ˰ ˪˩ ,ˢˮ˷ˬ ˣˮ˧˞ ˢ˪˧˟˥ˢ ˭˩ˣ˸ !˶˧˷˧ ˭˲ˣ˞˟ ˣ˧˪˞ ˶˟˥˸ˢ˪ˣ ˣ˪˷

 ˫˷˟ ˶˦ˬ˶˲ ˧˸˲˯ˣˢ˷ ˟˪ ˣˬ˧˷ ,ˣˮ˪˷ ˸˞ ˣˮ˧˷˰ ˣˮ˞ ˢˡ˰˧˪ ˢ˰˧ˠˬ ˞˧ˢstop_event  ˞ˣˢ ˣˡ˧˵˲˸ ˶˷˞

˸ˣˡˡˣ˟ ˸ˣ˧ˮ˷ ˨ˣ˸˟ ˸ˣ˶˵˪ ˶ˣˬ˞ ˶˷˞ ˶˟ˡ ,˥˪˴ ˨˧˪ˢ˸ˢˣ ˢˡ˧ˬ˟ ˰ˡ˧ˬˢ ˸ˣ˪˧˟˥ ˸˥˧˪˷ ˸˞ ˵˧˯˲ˢ˪: 

 

 ˸ˣ˶ˣ˷˟он - оо ˢ ˶˧˷˩ˬ˟ "˶ˣ˥ ˸˴˶ˣ˲" ˶˷˞ ˰ˡ˧ˬˢ ˸˪˧˟˥ ˸˞ ˪˟˵˪ ˫˧˩˥ˬ ˫˴˰˟ ˣˮ˞-NAT  ˰ˠ˶˟ˣ

 ˸˪˧˟˥ ˥˪˷ˮ ˣˮ˞ ,˭˸ˣ˞ ˣˮ˪˟˧˵˷Acknowledgement ˰ ˣˮ˪˷ ˸˧ˬ˰˪ ˶ˣ˥ ˳˶˲ˮ ˣ˪˴˞ ˫ˠ˷ ˞ˡˣˣ˪ ˸ˮˬ ˪

ˢ ˶˧˷˩ˬ˟-NAT . 

 "˶ˣ˥ ˸ˣ˴˶ˣ˲" ˶˷˞ ˰ˡ˧ˬˢ ˸ˣ˪˧˟˥ ˸˥˧˪˷ ˸˞ ˫˧˵˧˯˲ˬ ˣˮ˞ ˫ˣ˧˯˪ ˢ˶ˣ˷˟ос ˢ ˨˧˪ˢ˸ ˫˧˧˸˯ˢ ˸˞ˤ˟ˣ-

Hole Punching. 

ˢ ˫˰ ˡ˥˧˟ ˣˮ˪˷ ˸˧ˬ˰ˢ ˸˟ˣ˸˩ ˸˞-socket ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯˟ ˶˧ˤ˥ˮ ˣˮ˞ ˸˶ˣ˷˵˸ˢ ˢ˰˴˟˸ˢ ˣˮˬˬ 

get_peer  ˪˩ˣˮ ˣˮ˞ ˭˩ˬ ˶˥˞˪ˣ˟ ˷ˬ˸˷ˢ˪-socket  ˸ˣ˶˧˷˧˟ˣ ˸ˣ˧˷˲ˣ˥˟ ˸˧ˬ˰ˢ ˫˰ ˶˷˵˸˪ ˸ˮˬ ˪˰ ˣˮ˪˷

J ˢ ˶˧˷˩ˬ ˫˧ˣ˯ˬ ˭ˬˤ ˶ˣ˟˰˩ ,˸˧ˬ˰ˢ ˶˟˰ ˪˞ ˰ˡ˧ˬ ˸˪˧˟˥ ˫ˣ˷ ˶ˣ˟˰˸ ˞˪ˣ ˢˡ˧ˬ˟ ,˟˪ ˣˬ˧˷-NAT  ˢ˞˶˧

 ˸˞ ˶˧˞˷ˢ˪ ˸ˮˬ ˪˰ ˸˧ˬ˰˪ ˰ˡ˧ˬ ˸˪˧˟˥ ˸ˣ˧ˮ˷ ˢˬ˩ ˪˩ ˥ˣ˪˷˪ ˟ˣ˷˥ ˭˩˪ˣ ,ˣˮˬˬ ˥˩˷˧ˣ ˥˧ˮˤ˩ ˶ˣ˟˧˥˟

ˮ˶˰˴˪ .˟˧˴˧ ˶ˣ˟˧˥ˢˢ ˶˧˷˩ˬ ˭ˬˤ ˢˬ˩ ˶˥˞˪ ˷˞˶ˬ ˸ˣˤ˥˪ ˭˸˧ˮ ˞˪ ˣ-NAT  ˶˯ˣ˥ ˪˷˟ ˥˧ˮˤ˩ ˶ˣ˟˧˥˟ ˢ˞ˣ˶

.˟˧˴˧ ˶ˣ˟˧˥ˢ ˸˞ ˶˧˞˷˸ ˶˷˞ ˰ˡ˧ˬ ˸˪˧˟˥ ˸ˣ˧ˮ˷ ˢˬ˩ ˪˩ ˥˪˷ˮ ˭˩˪ˣ ˢ˧˴ˤ˧˦˶ˡˮ˦˯ˢ 
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˸˶˷ˢ ˡˣ˵ 

 ˸˶˷ˢ ˡˣ˵˦˰ˬ  ˪˩ˢ ˢ˧˶ˣ˞˧˸ˢ ˸˞ ˫˧ˮ˧˟ˬ˷ ˰ˠ˶˟ ,˧ˡˬ ˨˟ˣ˯ˬ ˞˪ ˞ˣˢ ˫ˠ ˨˞ ˸˧ˬ˰ˢ ˡˣ˵ˬ ˨ˣ˶˞ ˶˸ˣ˧

 ˶ˡ˸˯ˬJ ˭˪ˢ˪ ˸˶˷ˢ ˡˣ˵ ˪˷ ˢˮ˟ˬˢ: 

 

 ˸˥˞ ˶ˤ˰ ˸˧˴˵ˮˣ˲ ˦˰ˬ˪ ˢ˶ˣ˷˟ор  ˞ˣˢ ,˫˧ˣ˯ˬ ˸˧ˬ˰ˬ ˰ˡ˧ˬ ˸˪˧˟˥ ˪˟˵ˬ ˸˶˷ˢ˷˩ ,˭˟ˣˬ ˧ˡ ˡˣ˵ˢ

ˢ ˸ˬ˧˷˶˪ ˣ˸ˣ˞ ˱˧˯ˣˬ-PEERS  ˢ˶ˡˠˣˢ ˶˷˞ ˢ˶ˣ˷˟мп ˢ˪˧˩ˬ ˶˷˞ ˰ˡ˧ˬ ˸˪˧˟˥ ˪˟˵ˬ ˸˶˷ˢ ˶˷˞˩ ,

" ˭˩ˣ˸ˢ ˸˞CLOSE˪ ˭˸˧ˮ˷ ˧˲˩) ˶˷˞˩ˣ .ˢˬ˧˷˶ˢˬ ˢˤˢ ˸˧ˬ˰ˢ ˸˞ ˶˧˯˧ ˸˶˷ˢ " ˢ˦ˬ˪ ˶ˣ˧˞˟ ˸ˣ˞˶

 ˢ˶ˣ˷˟тлˢ ˸ˬ˧˷˶˟ ˡ˥˞ ˸˧ˬ˰ˬ ˶˸ˣ˧ ˷˧ (-PEERS ˢ˧˴˵ˮˣ˲˪ ˞˶˵˧ ˸˶˷ˢ ,initiate_connection  ˪˰

ˣˮˡˬ˪ ˶˷˞ ˭˲ˣ˞˟ ,˫˧˟˷˥ˬˢ ˧ˮ˷ ˭˧˟ ˨ˣˣ˸˪ ˸ˮˬ: 
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 .˫˧ˮ˧˧ˮ˰ˢ ˪˩ ˸˞ ˸˪ˢˮˬ ˶˷˞ ˸˧˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˸ˠ˴ˣˬ ˪˧˰˪ ˸ˣ˶ˣ˷˟рф ,сл  ˫˧˶˴ˣ˧ ˣˮ˞UDP socket 

˲˯ˬ ˧˟ˠ ˪˰ ˫˧ˮ˧ˤ˞ˬˣ ,ˣˮ˪˷ ˢ˶˵ˬ˟ ,˧˸ˣ˶˧˶˷ ˦˶ˣ˲ ˶рстуф. 

 ,˭˩ˬ ˶˥˞˪ ˢ˶ˣ˷˟со  ˫˧˟˪˷ˢ ˫˧˰˴˟˸ˬ ,˸˥˞ ˫˧˪˟˵ˬ ˣˮ˞ ˶˷˞˩ˣ ,˰ˡ˧ˬ ˸ˣ˪˧˟˥ ˸˪˟˵˪ ˫˧ˮ˧ˤ˞ˬ ˣˮ˞

 .˫˧˞˟ˢ ˢ˶ˣ˷˟ср  ˢ˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˣˮ˞ ˭˩ ˫˞ˣ ,˸˶˷ˢˬ ˵˸ˮ˸ˢ˪ ˢ˴ˣ˶ ˫˧ˣ˯ˬ ˥ˣ˵˪ ˫˞ ˫˧˵ˡˣ˟ ˣˮ˞

remove_peer ˢ ˸ˬ˧˷˶ˬ ˸˧ˬ˰ˢ ˸˞ ˶˧˯˸ ˶˷˞-PEERS˞ . ˫˞ ˵ˣˡ˟ˮ ˣˮ˞ ,˵˸ˮ˸ˢ˪ ˢ˯ˮˬ ˞˪ ˸˧ˬ˰ˢ ˫

ˢ ˸ˬ˧˷˶˟ ˫˧˧˵ ˣˮ˧˞ ˸˧ˬ˰ˢ-PEERS  ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˢˬ˧˷˶˪ ˣ˸ˣ˞ ˱˧˯ˣˮ ,˨˩ ˫˞ˣadd_peer. 

 ˱ˣ˯˟˪ ˸ˣ˶ˣ˷˟тл ,тм ˢ ˸ˬ˧˷˶˟ ˡ˥˞ ˸˧ˬ˰ˬ ˶˸ˣ˧ ˫˧˧˵ ˫˞ ˵ˣˡ˟ˮ ˣˮ˞-PEERS  ˫ˢˮ˧˟ ˶˟˥˪ ˢ˯ˮˮ ˣˮ˞

 ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪˰initiate_connectionˤˢ ˨˧˪ˢ˸ˢ ˪˩ . ˸˴˧˶ ˸˞ ˵˧˯˲ˮ ˣˮ˞ ˶˷˞ ˡ˰ ˣˬ˴˰ ˪˰ ˶ˣˤ˥˧ ˢ

.˸˶˷˟ ˡˣ˵ˢ 

ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˢ˶˴˵˟ ˟˧˥˶˞ ˸˰˩initiate_connection   ˡˣ˵˟ ˢ˟ˣ˷˥ˢˣ ˸˧˶˵˧˰ˢ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ ˭˩˷

˸˶˷ˢ: 

 

 ,ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˸ˣ˶ˣ˷˟му ,мф  ˪˰ ˫˧˸˧ˬ˰ˢ ˸ˬ˧˷˶ˬ ˧˪ˬˣˡˮ˶ ˸˧ˬ˰ ˫˧˪ˣ˷ ˣˮ˞

ˬ˰ˢ ˭˧˟˪ ˣˮ˧˟ ˶˟˥˪ ˸ˮˬ .˪ˡˠ ˢˬ˧˷˶˟ ˫˧˸˧ˬ˰ˢ ˶˲˯ˬ ˣ˪˪ˠ˟ ˶˷˞ˣ ˰ˡ˧ˬ ˸˪˧˟˥ ˥˪˷ ˶˷˞ ,˧˥˩ˣˮˢ ˸˧

 ˸˞ ,˦˵˧˪˲ˮˣ˵ ˶ˣ˴˧ ˶˷˞ ˶˟ˡ ,˧˥˩ˣˮˢ ˸˧ˬ˰ˢ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ˶˥˟˧ ˶˷˞ ˧˪ˬˣˡˮ˶ˢ ˸˧ˬ˰ˢ˷ ˶ˣ˩ˤ˪ ˟ˣ˷˥)

(˶˟˯ˢˢ ˸˞ ˦˷˲˪ ˸ˮˬ ˪˰ ˢ˲ ˧˸ˠ˴ˢ ˞˪ ˣˤ ˢ˧˰˟˪ ˭ˣ˶˸˲ˢ 

 ,˭˩ˬ ˶˥˞˪ ˸ˣ˶ˣ˷˟нп ,нт ˧˦˶˲ˢ ˸˞ ˸˧ˬ˰ ˪˩˪ ˫˧˥˪ˣ˷ ˣˮ˞ ˫˧˩ˣˣ˸ˬ ˣˮ˞ ˨˩˟ˣ ,˶˥˞ˢ ˸˧ˬ˰ˢ ˪˰ ˫

.ˣˮˡˬ˪˷ ˧˲˩ ˵ˣ˧ˡ˟ ,˫ˢˮ˧˟ 

 ˶ˣ˟˧˥ ˷ˣˬ˧ˬ ˪˷ ˢ˶˵ˬ˟ ,ˢˤ ˣˢˤˣP2P ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸ˮ˟ˢ ,˧˸˰ˡ˪ ˞˪˞ ,˧˸˧˧˰˟ˢ ˵˪˥ˢ ˞˪ ˞ˣˢ ˡˣ˵ˢ ,

ˢ ˧˶˧˷˩ˬ ˪˷-NAT .˫˸˧˧ˮ˟ ˧ˡ˩˪ ˫˧˶˟ˡˢ ˸ˣ˪ˠ˪ˠ˸ˢ ˨˶ˡˣ 
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ˢ ˠˣ˯ ˣˢˬ ˸˰ˡ˪ ˭˸˧ˮ ˨˧˞-NAT ˧˪ ˷˧˷? 

 ,ˣˮˡˬ˪˷ ˧˲˩Symmetric NAT  ˶ˣ˟˧˥ ˷ˣˬ˧ˬ˟ ˧ˮ˧˴˶ ˪ˣ˷˩ˬ ˸ˣˣˢ˪ ˪ˣ˩˧P2P ˸˞ ˫˧˯ˮˬ ˣˮ˞˷ ˧ˮ˲˪ ,˭˩˪ˣ .

ˢ ˠˣ˯ ˣˢˬ ˸˰ˡ˪ ˣˮ˪ ˟ˣ˷˥ ,ˣˮ˪˷ ˡˣ˵ˢ-NAT  ˞˪ ˞ˣˢ˷ ˞ˡˣˣ˪ ˶˵˧˰˟ˣ ,ˣˮ˪˷Symmetric NAT. 

ˢ ˧˶˧˷˩ˬ ˶˷˞˩-NAT ˢ ˶˧˷˩ˬ ˢ˟ ˭˲ˣ˞˟ ˸˰˧ˡ˧˟ ˨˶ˣ˴ ˢ˧ˢ ˫˧ˬ˰˲˪ ,˫˪ˣ˰˪ ˯ˮ˩˧ˢ˪ ˣ˪˥ˢ-NAT  ˨˪˷

˶˴˧ ,ˣˮ˶˰˴˪ ,ˠˢˮ˸ˬ ˭ˣ˶˸˲˟ ˨˶ˣ˴ ˢ˧ˢ ˭˩˪ˣ ˢˤˢ ˰ˡ˧ˬˢ ˸˞ ˫˧˶˧˷˩ˬˢ ˫˰ ˣ˪˪˩ ˞˪ ˣ˪˪ˢ ˫˧˶˧˷˩ˬˢ ˧ˮ

 ˫˧˞˶ˣ˵ ˢˤˢ ˭ˣ˶˸˲˪ .˶˥˞ ˸˶˷STUN ˢ ˶˧˷˩ˬ ˨˧˞ ˵ˣ˧ˡ˟ ˨˪ ˶ˬˣ˞ ˶˷˞ ˸˶˷ ˢ˷˰ˬ˪ ˞ˣˢˣ-NAT 

 ˧˸˶˷ ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˪˰ ˢ˲ ˟˧˥˶˞ ˞˪ .ˠˢˮ˸ˬSTUN  ˫˩ˮ˧˟˷ ˫˧ˮ˶˵˯ˢ ˫˧˞˶ˣ˵ˢ ˸˞ ˡˡˣ˰ˬ ˧ˮ˞ ˨˞

˟ ˫ˢ˧˪˰ ˡˣˬ˪˪ˢ˧ˡ˲˧˵˧ˣ  ˣˬ˩ ˫˧˶˥˞ ˸ˣ˶ˣ˵ˬ˟ ˣ˞5389 RFC. 

 ˸˶˷˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰STUN˟ ,-Linux ˫˷˟ ˢ˪˧˟˥ ˡ˧˶ˣˮ stun-client :ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˶ˣ˷ ˧ˡ˧ ˪˰ 

sudo  apt  install  stun - clie nt  

:˞˟ˢ ˭˲ˣ˞˟ ˢ˪˧˟˥˟ ˷ˬ˸˷ˮ ˭˩ˬ ˶˥˞˪ˣ 

stun  <name_of_stun_server > 

 ˧˸˶˷ ˶˲˯ˬ ˫˧˶ˤˣ˲ˬ ˫˪ˣ˰ˢ ˧˟˥˶˟STUN  ˷ˣ˲˧˥ ˧ˡ˧ ˪˰ ,˸ˣˮˣ˷ ˸ˣ˶˟˥ ˧ˮ˧ˬ ˪˩ ˪˷stun server list 

:˞ˬˠˣˡ˪ ,˪˧˰˪ ˢˡˣ˵˲ˢ ˸˶ˣ˷ ˸ˣ˰˴ˬ˞˟ ˣ˟ ˷ˬ˸˷ˢ˪ˣ ˫ˢˬ ˡ˥˞ ˸ˣ˪˵˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˪ˠˣˠ˟ 

stun  stun.voipbuster.com  

˞˪ ˢˬ ˨˞ ,˦˰ˬ ˸ˣ˪˟˪˟ˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˪˰ ˢ˪˞ ˸ˣ˞˴ˣ˸ ,ˢ˵˧ˡ˟ˢ ˸ˣ˞˴ˣ˸ ˣ˰˧˲ˣ˧ ˨˯ˬˢ ˪˰ ˸ˣ˧ˮ˷ ˶˲˯ˬ ˶˥

 ˨˪ ˷˧ ˫˞ˢ ˭˧˟ˢ˪ ˞ˣˢ ˸ˬ˞˟ ˟ˣ˷˥˷Symmetric NAT :˧ˣ˦˧˟ˢ ˧ˡ˧ ˪˰ ˣˮ˸˞˴ˣ˸˟ ˠ˴ˣ˧ˬ ˢˤ ˶˟ˡ .˞˪ ˣ˞ 

Dependent Mapping 

˩˪ ˶ˬˣ˪ ˧˪ ˶˴ ,˭˩˷ ˣ˪˞˪ ˨˞ ,˨˯ˬˢ ˪˰ ˰˧˲ˣ˧ ˞˪ ˢˤˢ ˧ˣ˦˧˟ˢ ˣˮ˟ˣ˶˪ ˫˩˪ ˷˧ ˪˟˞ ,˫Symmetric NAT L 

 ˸˞ ˞ˣ˶˵˪ ˫ˣ˥˟ ˫˧ˮˬˤˣˬ ˫˸˞ ,˫˧˶˟ˡˢ ˶˞˷ ˫˧˶ˬˣ˞ ˢˬ ˵ˣ˧ˡ˟ ˭˧˟ˢ˪ ˫˧˴ˣ˶˷ ˫˩ˮ˧˟ˬ ˣ˪˞˪4787 RFC. 

˟˷˥ˬˢ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˣˮ˶˴˧˷ ˶˧˷˧ˢ ˶ˣ˟˧˥ˢ ˡˣ˵ ˸˞ ˵ˣˡ˟˪ ˭˸˧ˮ ,˫ˡˣ˵ ˧˸ˮ˧˧˴˷ ˧˲˩ ,˭˩ ˣˬ˩  ˢ˸ˣ˞ˬ

ˢ ˶˧˷˩ˬˣ ˢ˥ˮˢ˟ ˸˞ˤˣ ,˸˷˶ˢ-NAT ˟ ˨ˬˣ˸ ˫˩˪˷-Hairpin ˸˶ˣ˷ ˸˴˶ˢ ˧ˡ˧ ˪˰ ˵ˣˡ˟˪ ˭˸˧ˮ ˢˤ ˶˟ˡ .

 ˫˧˪˧ˬˢ ˸˞ ˢ˪˧˩ˬ ˢ˞˴ˣ˸ˢ ˫˞ ,˪˧˰˪ ˣˮ˴˶ˢ˷ ˢˡˣ˵˲ˢwill hairpin ˢ ˶˧˷˩ˬ ˤ˞-NAT  ˪ˠˣ˯ˬ ˫˩˪˷

 ˰˴˟˪hairpin˟ ˟ˣ˸˩ ˢˤ ˠ˷ˣˬ ˪˰ ˫ˠ .-4787 RFC. 

 

 

 

 

https://en.wikipedia.org/wiki/STUN
https://tools.ietf.org/html/rfc5389
https://tools.ietf.org/html/rfc4787
https://tools.ietf.org/html/rfc4787
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˫ˣ˩˧˯ 

 ˨˶ˣ˴ˢ ˸ˮ˟ˢ˟ ˣˮ˪˥˸ˢ ˶ˬ˞ˬˢ ˸˞˶˧˷˧ ˶ˣ˟˧˥˟  ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˪˰ ˦˰ˬ ˣˮˡˬ˪ ˭˩ˬ ˶˥˞˪ ,˫˧˟˷˥ˬ ˭˧˟

 ˫ˣ˧˩ ˦ˮ˶˦ˮ˧˞ˢ ˪˷- ˢ ˪ˡˣˬ-Client-Server  ˶ˣ˟˧˥ ˰ˣˡˬ ˭˧˟ˢ˪ ˣˮ˧˯˧ˮ ˭˩ˬ ˶˥˞˪ ˡ˧ˬˣP2P  ˨˩ ˪˩ ˣˮ˧˞

˧˞ˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ˪˰ ˦˰ˬ ˣˮˡˬ˪ ˨˶ˡ˟ .˫ˣ˧˩ ˦ˣ˷˲ˢ ˧˶˧˷˩ˬ ˥ˣ˸˧˲˪ ˢˬ˶ˠ ˞˧ˢ ˨˧˞ˣ ˦ˮ˶˦ˮ-NAT .

 ˫˧˶˧˷˩ˬ˪ ˫˧˷ˣˬ˧ˬ ˪˷ ˫˧ˮˣ˷ˣ ˫˧˟˶ ˫˧ˠˣ˯ ˫ˮ˷˧˷ ˢ˟˧˯ˢ ˪˰ ˫ˠˣ ˫˧ˡ˟ˣ˰ ˣ˪˪ˢ ˫˧˶˧˷˩ˬˢ ˡ˴˧˩ ˣˮˡˬ˪

 ˭˲ˣ˞˟ ˶˟˥˸ˢ˪ ˫˧˴ˣ˶ ˶˷˞ ˫˧˟˷˥ˬ˪ ˣ˪˞ˢ ˫˧˶˧˷˩ˬˢ ˫˧˟˧˴ˬ ˶˷˞ ˢ˧˰˟ˢ ˪˰ ˣˮˡˬ˪ ˭˩ˬ ˶˥˞˪ .ˣ˪˞ˢ

˸˲ˢ ˪˰ ˣˮˡˬ˪ ˭˩ˬ ˶˥˞˪ˣ ,˧ˮ˷ˢ ˪˞ ˡ˥˞ ˶˧˷˧ ˫˧˞˶ˣ˵ ˣ˪˷ ˭ˣ˶- Hole Punching ˡˣ˵ ˷ˣˬ˧ˬ˟ ˣˮˬ˧˧˯ .

 ˨˧˞ ˭˧˟ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˞˶ˢˣ ˶˧˷˧ ˭˲ˣ˞˟ ˫˧˟˷˥ˬ ˧ˮ˷ ˶˟˥ˬˣ ˣˮˡˬ˪˷ ˸ˣˮˣ˶˵˰ˢ ˪˩˟ ˷ˬ˸˷ˬ ˶˷˞

ˢ ˶˧˷˩ˬ ˠˢˮ˸ˬ-NAT .ˣ˧˸˥˸ˬ ˪˰ˣ˲ ˣˮ˪˷ ˟˷˥ˬˢ ˶˷˞ 

˸ˮˢˮ  ˵˥˷ˬ ˧˸˶˴˧ ˣ˪˧˲˞ˣ ˨˶ˡˢ ˪˰ ˫˧˶˟ˡ ˭ˣˬˢ ˧˸ˡˬ˪ ,˶ˬ˞ˬˢ ˸˞ ˟ˣ˸˩˪ ˡˣ˞ˬMultiplayer  ˫˰ ˡ˥˧˟

 ˫˷˟ ˶˟˥'˳˧˟ˣˮˤ˥ ˧˷ ˡ˥˧˟ ˣˮ˶˴˧˷ ˡˣ˵˟ ˷ˬ˸˷ˬ ˶˷˞: 

 

 ˫˧˶˟ˡ ˫˸ˡˬ˪˷ ˢˣˣ˵ˬ ˧ˮ˞ ,˧˪˷ ˶˴˵ ˨˩ ˪˩ ˞˪ˢ ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˫˩ˮˬˤˬ ˫˸˷ˡ˵ˢ˷ ˢ˟˶ ˢˡˣ˸

 ˸ˣ˶˷˵˸ˢ ˫˪ˣ˰˟ ˭˧˧ˮ˰˸ˢ˪ ˫˩˪ ˧˸ˬ˶ˠ˷ˣ ˫˧˷ˡ˥ ˦˰ˬ ˶˸ˣ˧J 

˟ ˰˧˲ˣˬ ˣˮ˟˸˩˷ ˞˪ˬˢ ˡˣ˵ˢ-git :˞˟ˢ ˶ˣ˷˧˵˟ 

https://github.com/SnipSkill/peer-2-peer 

˶˟˥ˬˢ ˪˰ 

 ˰ˡ˧ˬˢ ˸˥˦˟˞ ˫ˣ˥˸ ˸˞ ˟ˢˣ˞ ˡˣ˞ˬ ˧ˮ˞ˣ ˫˧˪˷ˣ˶˧ ˡ˧˪ ˟ˣ˷˧ ,ˢ˯ˡˢ ˶ˣ˴˟ ˶ˠ ˧ˮ˞ ,˫˧ˮˠˣ˟ ˭ˡ ˧˪ ˫˧˞˶ˣ˵

 ˸˟ˣ˸˩˟ ˶ˬ˞ˬ˪ ˰ˠˣˮ˟ ˭˩˪ˣ ˫˩˪ ˷˧˷ ˢ˪˞˷ ˪˩ ˪˰ ˸ˣˮ˰˪ ˡˣ˞ˬ ˥ˬ˷˞ ˧ˮ˞ ,˸˶ˣ˷˵˸ˢˣ˪˧˧ˬˢ :

com.gmail@danbu9 

https://github.com/SnipSkill/peer-2-peer
mailto:danbu9@gmail.com
mailto:danbu9@gmail.com
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˸˲˯ˣˮ ˢ˞˧˶˵˪ ˫˧˶ˣ˷˧˵ˣ ˸ˣ˶ˣ˵ˬ 

¶  ˨˧˞Napster :ˡ˟ˣ˰ 

https://computer.howstuffworks.com/napster2.htm 

¶ P2P ˟-DigitalWhisper 

https://www.digitalwhisper.co.il/files/Zines/0x57/DW87-3-P2PBotnets.pdf 

https://www.digitalwhisper.co.il/files/Zines/0x57/DW87-3-P2PBotnets.pdf 

¶ P2P  ˸˞ˬBryan Ford: 

https://bford.info/pub/net/p2pnatκ 

¶  ˪˷ ˢ˧˶ˣ˦˯˧ˢNAT: 

https://www.ietfjournal.org/a-retrospective-view-of-natκ 

¶ ˶ˣ˦˯˧ˢ:˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢ˧ 

https://www.livescience.com/20727-internet-history.html 

¶ RFC-:˫˧˦ˮˣˣ˪˶ ˫˧ 

https://tools.ietf.org/html/rfc1287 

https://tools.ietf.org/html/rfc1335 

¶  ˡˣ˵P2P: 

https://github.com/SnipSkill/peer-2-peer 

 

  

https://computer.howstuffworks.com/napster2.htm
https://www.digitalwhisper.co.il/files/Zines/0x57/DW87-3-P2PBotnets.pdf
https://www.digitalwhisper.co.il/files/Zines/0x57/DW87-3-P2PBotnets.pdf
https://bford.info/pub/net/p2pnat/
https://www.ietfjournal.org/a-retrospective-view-of-nat/
https://www.livescience.com/20727-internet-history.html
https://tools.ietf.org/html/rfc1287
https://tools.ietf.org/html/rfc1335
https://github.com/SnipSkill/peer-2-peer
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˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 

 ˸˞ˬDvd848 ,YaakovCohen88 

 

˩ ˸˶˟˥ ˪˷ ˯ˣ˧ˠ ˭˧˧˲ˬ˵ˬ ˵˪˥Matrix ˥˸˲ˮ ,CTF  :˫˧ˮˣ˷ ˫˧ˬˣ˥˸ˬ ˫˧˶ˠ˸˞ ˢ˰˟˷ ˫˰Web ,Pwn ,

Crypto, Reversing x-Forensics.˫˧˶ˠ˸˞˪ ˣˮ˪˷ ˭ˣ˶˸˲ˢ ˸˞ ˠ˧˴ˮ ˢˤ ˶ˬ˞ˬ˟ .  ˪˥ˢ ˫˧˥ˣ˸˲ ˣ˧ˢ ˫˧˶ˠ˸˞ˢ

 ˶˞ˣ˶˟˲ ˷ˡˣ˥ˬнлнл .˫˧˷ˡˣ˥ ˶˲˯ˬ ˨˷ˬ˪ˣ 

 

 ˶ˠ˸˞#1 :Behind Blue Eyes )нл (˸ˣˡˣ˵ˮ 

 

ˣ˶˸˲:˭ 

:ˢ˪ˣ˥˩ ˭˧˰ ˭ˤ˩˶ˬ˟˷ (ˢ˶ˣ˞˩˪) ˸ˣˢˤ ˸ˣˮˣˬ˸ ˶˯˧˶˸ ˣ˲˶ˣ˴ ˶ˠ˸˞˪ .˫ˣˬ˧˥ ˶ˠ˸˞ ˣˢˤ 

 

 ˧˸˷ ˭˧˟ ˸ˣˣ˷ˢ˪ ˸˥˞ ˨˶ˡ .˪˩ˢ ˸ˣ˶ˬ˪ ˣˢ˷˪˩ ˪ˡ˟ˢ ˫ˢ˧ˮ˧˟ ˷˧ ˢ˞˶ˮ˩˷ ˭ˬ˧˯ ˫˧˵˸ˣ˰ ˶˯˧˶˸ ˣˮ˪˟˧˵ ˫˞

 ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˸ˣˮˣˬ˸Beyond Compare - ˫˧˦ˬ˶ˣ˲ ˭ˣˣˠˬ˟ ˸˩ˬˣ˸˷ ˫˧˴˟˵ ˭˧˟ ˢ˞ˣˣ˷ˢ˪ ˢˮ˩ˣ˸ 



 
 

˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  тн 
 

 .(˪˵˷ ˪˩ ˢˣˣ˷ ˞˧ˢ ˪˟˞ ˸˧ˬˮ˧˥ ˞˪ ˢˮ˩ˣ˸ˢ) ˢ˞˴ˣ˸ˢ ˸˞ ˪˟˵ˮˣ ˫˧ˮˣ˷˞˶ˢ ˫˧˴˟˵ˢ ˧ˮ˷ ˭˧˟ ˢˣˣ˷ˮ

:ˢ˞˟ˢ 

 

 ˢ˞˶ˬ ˭ˣ˸˥˸ˢ ˵˪˥ˢ .˫˧ˣˣ˷ˬ ˣˮ˥ˮ˞ ˭ˢ˧ˮ˧˟ ˸ˣ˧˶ˣ˵ˬˢ ˸ˣˮˣˬ˸ˢ ˧˸˷ ˸˞ ˢ˞˶ˬ ˨˯ˬˢ ˪˷ ˭ˣ˧˪˰ˢ ˵˪˥ˢ

˯ ˸ˣ˰˴ˬ˞˟ ˷ˡˠˣˬ ˢ˧ˢ ˞ˣˢ ,ˢˬ˴˰ ˢˮˣˬ˸˟ ˪ˡ˟ˢ ˢ˧ˢ ˫˞ .˸ˣˮˣˬ˸ˢ ˧˸˷ ˪˷ ˡˣ˥˧˞ˢ ˸˞ ˧ˮˣ˰˟˴ ˭ˣˬ˧

 ˪˷ ˢ˷ˠˡˢ ˸˪˪ˣ˩ ˞˪ˣ ˭˧˦ˣ˪˥˪ ˢ˶ˣ˲˞ ˢˮˣ˸˥˸ˢ ˢˮˣˬ˸ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˫˪ˣ˞ .ˢˮˣ˸˥˸ˢ ˢˮˣˬ˸˟

˸˧ˮˬ˧ˢ ˢˮ˧˲˟ ˪ˡ˟ˢ ˸ˣ˞˶˪ ˭˸˧ˮ ?ˢˮˣ˷ ˭˩ ˢˬ .ˣˢ˷˪˩ ˪ˡ˟ˢ-ˢˮˣ˧˪˰ :˨˯ˬˢ ˪˷ 

 

ˢ ˸˞ ˶˞˸ˬ ˢˤ ˵˪˥-metadata ˢˮˣˬ˸ˢ ˪˷ -  ˱˯ˣˮ˟ ˢˮˣˬ˸ˢ ˳˟ˣ˵˟ ˶ˣˬ˷˪ ˭˸˧ˮ˷ ˸˲˯ˣˮ ˫˧ˮˣ˸ˮ ˸˟˩˷

 ˫˪˧˴ ˧ˬˣ ,˨˧˶˞˸ ˢˤ˧˞˟ ,ˢˬ˪ˣ˴ ˢˮˣˬ˸ˢ ˭˩˧ˢ ˶ˣˬ˷˪ ˭˸˧ˮ ˨˩ ,˪˷ˬ˪ .ˢˬ˴˰ ˢˮˣˬ˸ˢ ˪˷ ˧˪˞ˣˤ˧ˣˢ ˠˣ˴˧˧˪

ˢˬ ˳˪ˣ˥˷ ˰ˡ˧ˬ ˸ˣ˰˴ˬ˞˟ ˫˧˷˵ˣ˟ˬ ˣ˶˸˧˞ ˵ˣ˥ˢ ˸ˣ˧ˣ˷˶ ˫ˢ˟ ˫˧˶˵ˬ ˶˲˯ˬ ˣˬ˯˶˲˸ˢ ˶˟˰˟ .ˢ˸ˣ˞-

metadata ˪˰ ˣˬ˯˶ˣ˲˷ ˸ˣˮˣˬ˸ ˪˷ .˫ˬ˴˰ ˫˧˷˵ˣ˟ˬˢ ˧ˡ˧ 

ˢ ˢˡ˷˟ ˪ˡ˟ˢ ˫˧˞ˣ˶ ˣˮ˞ ˭˞˩-Make  ˸ˣ˞ˢ ˸˞ ˢ˪˧˩ˬ ˢˮˣ˷˞˶ˢ ˢˮˣˬ˸ˢ :˸ˣˮˣˬ˸ˢ ˪˷F ˢ˧˧ˮ˷ˢ ˡˣ˰˟ ,

 ˸ˣ˞ˢ ˸˞ ˢ˪˧˩ˬL . 

˞˦ˬ˟ ˸ˣ˲˴˪ ˢ˥ˣˮ ˨˶ˡ- ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˣˢ˷˪˩ ˢˮˣˬ˸ ˪˷ ˰ˡ˧ˬexiftool: 

 

 ˢˡ˷˟ ˪ˡ˟ˢˢ ˸˞ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˭˞˩ ˫ˠMake ˢˡ˷ ˸˞ ˡ˥˞ˮˣ ˞˶˵ˮ ˸˰˩ .Make  ˸ˣˮˣˬ˸ˢ ˪˩ ˪˷

:ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ 

 

 :˪ˠˡˢFLAG_THE_WHO. 

https://he.wikipedia.org/wiki/Exif
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 ˶ˠ˸˞#2 :Message From The Dolphins )тл (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˭ˣ˧˩˶˞ ˳˟ˣ˵ ˱˶ˣ˴ ˶ˠ˸˞˪  42.gz:ˣ˸ˣ˞ ˯ˣ˶˲˪ ˢ˯ˮˮ 

 

 ˸ˮ˩ˣ˸7Zip ˫˰ ˶ˡ˸˯ˢ˪ ˢ˥˧˪˴ˬ ˞˪ ,˪˰ˣ˲˟ ˷ˣˬ˧˷˟ ˞˴ˬˮ˷ ˳ˣˣ˧˩ ˦ˬ˶ˣ˲ ˪˩˟ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˸˩ˬˣ˸˷ ,

.˳˟ˣ˵ˢ  ˭˵˸˪ˣ ˢ˧˰˟ˢ ˸˞ ˥˸ˮ˪ ˸ˣ˯ˮ˪ ˭˧˲ˣ˪˥˪ ˣ˞ ,˷˞˧˧˸ˢ˪ ˢ˟˧˯ ˣˤ ˫˞ˢ .˧ˢ˷˪˩ ˢ˧˰˟ ˣ˟ ˷˧˷ ˢ˞˶ˮ

:ˢ˧˰˟ˢˬ ˫˪˰˸ˢ˪ ˢ˥˧˪˴ˬ˷ ˸˶˥˞ ˢˮ˩ˣ˸ ˞˴ˬˮ ˦ˣ˷˲ ,˞˪ ˷ˬˬ ?ˢ˸ˣ˞ 

 

?ˣˮ˪˟˧˵ ˢˬ 

 

.ˢˮˣˬ˸ ˳˟ˣ˵ ˣˮ˪˟˧˵ 
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:˪˟˵ˮˣ ˢˮˣˬ˸ˢ ˸˞ ˥˸˲ˮ 

 

 

˟ ˢ˴˴ˢ ˫˰˲ˢ ˫ˠ-metadata :ˤˬ˶ ˣˮ˪ ˵˧ˮ˰˸ ˢˮˣˬ˸ˢ ˪˷ 

 

 ˣˬ˧˷˪ ˟˪-User Comment -  ˨˶˰ˢ ˸˞ ˪˧˩ˬ ˞ˣˢάSteganographyέ  ˸˶˸˯ˢ ˪˷ ˸ˣˮˬ˞ˢ ˣ˸ˣ˰ˬ˷ˬ˷

 ˦˧˟ˢ ˪˷ ˨˶˰ˢ ˧ˣˮ˧˷ ˸ˣ˰˴ˬ˞˟ ˣˡˣˡ˧˵ ˧ˡ˧ ˪˰ ˦˯˵˦ ˸˶˸˯ˢ ,˪˷ˬ˪ .˫˧ˬ˧ˬ˸ ˫˧˴˟˵˟ ˫˧˧ˣˬ˯ ˫˧˶˯ˬ

 ˞˶˵ˮ˷ ˢˬ) ˪˯˵˧˲ ˪˩ ˪˷ ˭ˣ˸˥˸ˢLSB encoding.( 

 ˸ˮ˩ˣ˸˟ ˷ˬ˸˷ˮzsteg  ˧˯ˣ˲ˡ ˸˷˲˥ˬ˷steganography ˲ˮ:˪ˠˡˢ ˸˞ ˳˪˥˪ ˸ˮˬ ˪˰ ˫˧˴ˣ 
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 ˶ˠ˸˞#3 :Gotta catch em all )ул (˸ˣˡˣ˵ˮ 

 

:˱˶ˣ˴ˬˢ ˶ˣ˷˧˵˪ ˯ˮ˩ˮ 

 

 ˫˧˲ˡˢ ˡˣ˰˟ ,˧˦˦˯ ˭˩ˣ˸ ˫˧˪˧˩ˬ "˸ˣˮˣˬ˸"ˣ "˸ˣˡˣ˞" ˫˧˲ˡˢ .˫˧ˮˣˬ˧˵ˣ˲˪ ˷ˡ˵ˣˬˢ ˦ˣ˷˲ ˶˸˞˟ ˶˟ˣˡˬ

.˫˧˯˲˦ ˫˧˪˧˩ˬ ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˢ˟˶ˢ ˫˧˞˶ˮ "˶˷˵ ˣ˶˴"ˣ "ˢ˯˧ˮ˩" 

˧ˮ˩ˢ ˱ˡ:ˢ˯ 

 

:˶˷˵ˢ ˸˶˧˴˧ ˱ˡ 
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) ˢˠ˧˶˥ ˫˧˪˟˵ˬ ,˫˧˯˲˦ˢ ˡ˥˞˟ ˧ˡˬ ˨ˣ˶˞ ˦˪˵ ˫˧˥˪ˣ˷ ˫˞˷ ˶˟˸˯ˬException:( 

 

:ˢ˯˧ˮ˩ˢ ˯˲ˣ˦ ˪˷ ˷ˣˬ˧ˬˢˬ ˵˪˥ ˢ˲˧˪ˡˬ ˢˠ˧˶˥ˢ 

 

:˫˧˶˟ˡ ˶˲˯ˬ ˢˤˢ ˡˣ˵ˢ ˰˦˵ˬ ˫˧ˡˬˣ˪ ˣˮ˥ˮ˞ 

¶  ˞ˣˢ ˞ˬ˯˧˯ ˣ˞ ˷ˬ˸˷ˬ ˫˷ ˪˷ ˧˪ˬ˧˯˵ˬˢ ˨˶ˣ˞ˢнл ˫˧ˣˣ˸ 

¶ ˯ˢˣ ˷ˬ˸˷ˬˢ ˸ˣˬ˷ ˪˷ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˦˯˵˦ ˳˟ˣ˵˟ ˪ˢˣˮˬ ˸ˣ˞ˬ˯˧ 

o  ˞ˣˢ ˸˧˟ˢ ˸˧˧˵˧˸˟ ˦˯˵˦ˢ ˳˟ˣ˵ ˪˷ ˧˯˥˧ˢ ˟˧˸ˮˢprivate/accounts.txt 

o ˫˧˧˸ˡˣ˵ˮ ˧ˡ˧ ˪˰ ˡ˶˲ˣˬˣ ˸ˡ˶˲ˮ ˢ˶ˣ˷˟ ˶ˬ˷ˮ ˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˪˷ ˠˣˤ ˪˩ 

:˱˯ˣˮ ˡˣ˵ ˰˦˵ ˪˷ ˢ˲˪ˡˢ ˪˟˵ˮ ,˶˷˵ˢ ˸˶˧˴˧ ˯˲ˣ˦˟ ˢ˪ˣ˰˲ˢ ˪˰ ˶ˣˤ˥ˮ ˫˞ 
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 ˸˞ ˥˵ˣ˪ ˯˲ˣ˦ˢ˷ ˣˮ˪ ˢ˪ˠˬ ˢˤ ˡˣ˵ ˰˦˵) ˷ˬ˸˷ˬˢˬ ˢ˰˧ˠˢ˷ ˸˶˸ˣ˩ˢtitle ˫˷˟ ˦˯˵˦ ˳˟ˣ˵ ˸˶˴˧˧ˬˣ (

 ˸˧˧˵˧˸ ˸˥˸ ˢˤmessages.˷ˬ˸˷ˬˢˬ ˰˧ˠˢ˷ ˯˲ˣ˦ˢ ˭˩ˣ˸ ˶ˬ˷ˮ ˳˟ˣ˵ˢ ˨ˣ˸˪ . 

 ˫˧ˣˣ˸ ˪˧˩ˢ˪ ˧ˣ˷˰ ˞ˣˢ ˭˩˪ˣ ,˫˧˧˵ˣ˥ ˫˧ˣˣ˸ ˵˶ ˪˧˩ˬ ˸˶˸ˣ˩ˢ ˢˡ˷˷ ˞ˡˣˣˬ ˞˪ ˡˣ˵ˢ˷ ˞˧ˢ ˢ˲ ˢ˷˪ˣ˥ˢ

ˣ˩ ˯˧ˮ˩ˢ˪ ˪˩ˣˮ ,˶ˬˣ˪˩ .˟˧˸ˮ ˸˶˧˴˧˟ ˸ˣ˰ˬ˷ˬ ˫ˢ˪ ˷˧˷ ˳˟ˣ˵ˢ ˸˞ ˯ˣ˶ˡ˪ ˣˮ˪ ˶˷˲˞˸˷ ˸˶˸

accounts.txt :˫ˡˣ˵ ˣˮ˧˞˶˷ 

 

:˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˯ˣ˶ˡ˧ ˡˣ˵ˢ˷ ˨˩˪ ˫ˣ˶ˠ˸ ˣˤˢ ˸˶˸ˣ˩ˢ 

(/-% ˩ ƥÍÅÓÓÁÇÅÓƳƚƚƳÐÒÉÖÁÔÅƳÁÃÃÏÕÎÔÓƚÔØÔƦ 

:˪ˠˡˢ ˸˞ ˪˟˵˪ˣ ˣˮ˯˶ˡ˷ ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˫˰ ˶˟˥˸ˢ˪ ˪˩ˣˮ ˸˰˩ 
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 ˶ˠ˸˞#4 :Fly Me To The Moon )ур (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˶˩ˣˬ ˞˪ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˫˧˪˟˵ˬ ˣˮ˞ 

 

 ˸ˣˤˣ˶˥ˬ ˪˧˩ˬ ˳˟ˣ˵ˢˬ ˵˪˥base64 .ˣˢ˷˪˩ ˭ˣˣ˧˩ ˢ˪˰ˬ ˞˪ ˸ˣˤˣ˶˥ˬˢ ˪˷ ˸˧ˬˠˡˬ ˢ˵˧ˡ˟ ˨˞ 

˟ ˫˧ˮˣ˷ ˢ˶ˣ˷ ˸ˠˣ˴˸ ˧˩˶ˣ˞ ˫˧˯ˮˬ ˫˞-Hex Editor  ˸˧ˮ˟˸ˢ) ˢ˰ˣ˟˵ ˸˧˞˶ˮ˷ ˸˧ˮ˟˸˪ ˱ˣ˯˟˪ ˫˧˰˧ˠˬ

 ˪˷ ˢ˶ˣ˷ ˨˶ˣ˞ ˶ˣ˟˰ ˸˪˟˵˸ˬсу :(˫˧ˣˣ˸ 
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 ˫˧ˣˣ˸ˢ)нр-по .(˸ˣ˥ˣˮˢ ˫˷˪ ˣ˩˸˥ˮ :˨˩ ˢ˞˶ˮ ˭˩ˣ˸ˢ ˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧ ˸ˮ˧˥˟ˬ 

 

?˫˴˰˟ ˢ˲ ˣˮ˪ ˷˧ ˢˬ ˤ˞ 

¶  :˫˯˵ ˶˲˯ˬ ˫˰ ˢ˪˧˥˸ˬ ˢˬˣ˷˶ ˪˩˷ ˢ˞˶ˮ0x12131415 

¶ ˫˧˸˟ ˢ˰˟˶˞ ˨˶ˣ˞˟ ˳˶ ˯˵ˡˮ˧˞ ˰˧ˠˬ ˭˩ˬ ˶˥˞˪ 

¶  ˢˢˣ˟ˠ ˸ˣˮˣ˷ ˫˰ ˫˧˸˟ ˢ˰˟˶˞ ˫˧˰˧ˠˬ ˭˩ˬ ˶˥˞˪-  ˪˷ ˠˣ˯ ˧˪ˣ˞checksum? 

¶ ˞ ˸˧˟ ˡˣ˰ ,˭˩ˬ ˶˥˞˪ ˨˶˰ˢ ˸˞ ˪˧˩ˬ ˪˪˩ ˨˶ˡ˟˷ ˡ˥л 

¶  ˸ˤˣ˶˥ˬ ˪˧˩ˬ˷ ˫˧ˮˣ˸ˮ ˢˡ˷ ,˱ˣ˯˟˪base64 (ˢ˞˶ˮ˩) 

˟ ˢˮ˟ˬ ˶ˣ˸˟ ˸˞ˤ ˠ˴˧˧˪ ˢ˴˶ˮ ˫˞-C:˪˟˵ˮ , 

typedef  struct  

{  

   uint32_t  magic;     //  Equal  to  0x12131415  

   uint32_t  id;        //  Running  index  

   uint32_t  checksum;  //  Maybe a checksum  of  an unknown  format  

   uint8_t   bool_val;  //  Unknown 

   uint8_t   msg[ 37];   //  Message  

}  my_struct;  

˪ ˢˣˣ˷ ˞ˣˢ ˣ˟˷ ˸˥˞ ˢˬˣ˷˶ ˵˶ˣ ˨˞ ˷˧˷ ˢ˪ˠˬ ˡˡˣ˟ˢ ˸˧˟ˢ ˪˷ ˨˶˰˟ ˶˸ˣ˧ ˵ˡ˵ˣˡˬ ˭ˣ˧˰-м: 

 

ˢ ˸ˤˣ˶˥ˬ ˸˞ ˥˵ˮ ˫˞-base64 :˪ˠˡˢ ˸˞ ˪˟˵ˮ ,ˢ˸ˣ˞ ˫ˠ˶˸ˮˣ ˸˲˶ˣ˴ˬˢ 
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 ˶ˠ˸˞#5 :Somewhat SecureBoot )мрл (˸ˣˡˣ˵ˮ 

 

:˱˶ˣ˴ˬˢ ˸˶˷˪ ˶˟˥˸ˮ 

 

 ˸˞ ˭ˣ˰˦˪ ˭ˣ˧˯˧ˮ ˢˤ ˢ˲ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˢˬBoot Loader 3ˢ˷ ˞˧ˢ ˢ˧˰˟ˢ .-hash  ˨˶˰ ˶ˣ˸˟ ˟˷ˣ˥ˬ ˣ˪˷

 ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˨˶˰ˢ .ˢ˲ˣ˴ˬˢˬ ˢˮˣ˷aaaéaaa ˢ ,˭˩˪ .˶˥˞ ˨˶˰ ˪˟˵˸ˬ ˪˰ˣ˲˟ ˪˟˞-shell  ˞˪ ˣˮ˷˵˧˟˷

.˥˸˲ˮ 

˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˭˰˦ˮ ˸ˣ˰˴ˬ˞˟ ˣˮ˪˟˧˵˷ ˢGhidra ˢ ˪˷ ˦˪˲ˢ ˸˞ ˵ˣˡ˟ˮˣ-Decompiler ˸ˣ˞˶˪ ˭˸˧ˮ ,˫˷ .

 ˸˧˧˴˵ˮˣ˲ ˨ˣ˸˟ ˷ˬˣˬˬ ˭˩ˣ˸ˢ ˟ˣ˶˷main. 
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:˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˶˲˯ˬ ˫˧˶ˡˠˣˬ ,ˢ˪˧˥˸ 

  char  bootloader3_str  [ 21];  

  char  user_input  [ 32];  

  char  expected_hash  [ 65];  

 ˢˮ˸˷ˬˢ ,˭˩ˬ ˶˥˞˪expected_hash  ˫˰ ˪˥˸ˣ˞ˬaaaƛaaa: 

  expected_hash._0_8_  = 0x6161616161616161 ;  

  expected_hash._8_8_  = 0x6161616161616161 ;  

  expected_hash._16_8_  = 0x6161616161616161 ;  

  expected_hash._24_8_  = 0x6161616161616161 ;  

  expected_hash._32_8_  = 0x6161616161616161 ;  

  expected_ha sh._40_8_  = 0x6161616161616161 ;  

  expected_hash._48_8_  = 0x6161616161616161 ;  

  expected_hash._56_8_  = 0x6161616161616161 ;  

  expected_hash[ 64]  = ' \ 0' ;  

:˷ˬ˸˷ˬˢˬ ˦˪˵ ˸˷˵˟ˬ ˢˮ˩ˣ˸ˢ ,˸ˣ˯˲ˡˢ ˶˲˯ˬ ˶˥˞˪ 

  puts( "Please  enter  the  desired  shell  to  execute  upon  startup  (press  \ 'a \ '  for  

/bin/sh) \ n" );  

  fflush(stdout);  

  __isoc99_scanf( "%s" ,user_input);  

  iVar2  = strcmp(user_input, "a" );  

  if  (iVar2  == 0)  {  

    user_input._0_8_  = 29400045130965551 ;  

  }  

 ˢˮ˸˷ˬ ˨ˣ˸˪ ˦˪˵ ˸˞˶ˣ˵ ˢˮ˩ˣ˸ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮuser_input  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟scanf ˭˸˧ˮ ,˭˩ ˣˬ˩ .

˷ ˶ˬˣ˞˷ ˢˬ ,˦˪˵ˢ ˯ˮ˩ˣ˧ ˣ˧˪˞˷ ˢˮ˸˷ˬˢ ˨˶ˣ˞ ˸ˣˡˣ˞ ˤˬ˶ ˫ˣ˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˟ ˭˧˞˷ ˸ˣ˞˶˪-scanf 

 ˣ˸˟ ˪˵˸˧˸ ˞˧ˢ ˶˷˞˩ ˵˶ ˷ˬ˸˷ˬˢˬ ˦˪˵ ˞ˣ˶˵˪ ˵˧˯˲˸whitespace ˢ˞˧˶˵˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,˶ˬˣ˪˩ .

 ˰˴˟˪ ˸ˮˬ ˪˰ ˣˤbuffer overflow .˶˥˞ ˢˮ˸˷ˬ ˯ˣ˶ˡ˪ˣ 

ˣ˞˷ ˢˮ˸˷ˬˢ ,ˣˮ˪ˤˬ˪ ˞ˣˢ ˯ˣ˶ˡ˪ ˭˸˧ˮ ˣ˸expected_hash ˢ˵˧ˡ˟ˢ ˪˰ ˰˧˲˷ˢ˪ ˪˩ˣˮ˷ ˶ˬˣ˞˷ ˢˬ ,

:˨˩ ˶˥˞ ˢ˰˧ˠˬ˷ 

ppcVar3  = read_firmaware(bootloader3_str);  

  printf( "Attempting  to  load  the  bootloader  %s with  hash  %s\ n" ,*ppcVar3,ppcVar3[

1]);  

  fflush(stdout);  

  iVar2  = strcmp(ppcVar3[ 1],ex pected_hash);  

  if  (iVar2  == 0)  {  

    puts( "Bootloader  integrity  verified  successfully." );  

    fflush(stdout);  

    load(ppcVar3);  

  }  

  else  {  

    printf( "Bootloader  integrity  compromised...  Expected  receiving  hash:  %s\ nExi

ting... \ n" ,expected_hash);  

    ff lush(stdout);  

    destroy_bootloader(ppcVar3);  

  }  

  



 
 

˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  ун 
 

ˢ ˣˢˬ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞-hash ˢ ˪˷ ˪˰ˣ˲˟-bootloaderˢ ˸˞ ˯ˣ˶ˡ˪ ˸ˮˬ ˪˰ ˢˤ ˨˶˰˟ ˷ˬ˸˷ˮ .-

expected_hash ˢ˞ˣˣ˷ˢˢ ˸˞ ˶ˣ˟˰˪ ˪˩ˣˮˣ: 
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 ˶ˠ˸˞#6 :CamelCase )мтр (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˦˯˵˦ ˧˴˟˵ ˶˲˯ˬ ˫˰ ˭ˣ˧˩˶˞ ˳˟ˣ˵ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ 

 

 ˳˟ˣ˵ˢdetails.txt :˞˟ˢ ˭˩ˣ˸ˢ ˸˞ ˪˧˩ˬ 

 

˷ˬ ˡ˥˞ ˪˩:˞ˬˠˣˡ˪ ,˫˧˶˲˯ˬ ˡˬ˴ ˪˧˩ˬ ˫˧˴˟˵ˢ ˶˞ 

 

˟ ˶˟ˣˡˬ˷ ˨˩ ˪˰ ˫˧˰˧˟˴ˬ ,˶ˠ˸˞ˢ ˫˷ ˫˰ ˡ˥˧ ,ˣ˪˞ˢ ˫˧ˮˣ˸ˮˢ˪˞ ˭˲ˣ˴-˪˞ˬˠ: 

   ύElGamal encryption ό      πмфуп   

 π    Φ     Σπ     Σ

     π Φ       Φ 

 

https://en.wikipedia.org/wiki/ElGamal_encryption
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ˣˡˬ˷ ˢ˞˶ˮ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .˸˧˲ˣ˯ ˸˧˪˵˧˴ ˢ˶ˣ˟˥ ˪˰ˬ ˸˰˴˟˸ˬ ˣˤ ˢˮ˲˴ˢ ˸˦˧˷ ˸˧˪˲˩ˢ ˢ˶ˣ˟˥˟ ˶˟ᴚᶻ 

 ˣ˪ˣˡˣˬ ˫˧˧˟ˣ˧˥ˢ ˫˧ˬ˪˷ˢ ˪˷ή ˶˷˞˩ ,ή  ˶˲˯ˬ ˣˮ˧ˢ˥ˣ˦˟ ˧ˮˣ˷˞˶˪˷ ˫˧˧˵˸ˬ ˶ˬˣ˪˩ ,- ή ρ  ˣˮ˷˧

.˪ˣˡˠ ˡ˥˞ ˧ˮˣ˷˞˶ ˫˶ˣˠ ˸ˣ˥˲˪ 

 ˞˶˵ˮ˷ ˶˲˯ˬ ˢˮ˷˧ ˣˤ˩ ˢ˶ˣ˟˥ ˪˩˪˶˴ˣ˧ ˟ ˭ˬˣ˯ˬˣ- Ὣ ˪˩ ˶˴˧˧˪ ˭˸˧ˮ ˣ˸ˣ˰˴ˬ˞˟˷ ˶˲˯ˬ ˞ˣˢ ˢˤˢ ˶˲˯ˬˢ .

:ˢ˶ˣ˟˥˟ ˶˲˯ˬ 

ᴚᶻ ὫȟὫȟὫȟȣȟὫ  

 ˸˞ ˥˵˧ˮ ˫˞ ,˪˷ˬ˪ᴚᶻ˷ ˢ˪ˠˮ ,-н :ˣˤ ˢ˶ˣ˟˥ ˪˷ ˶˴ˣ˧ˢ ˶ˣ˸˟ ˷ˬ˷ˬ 

 

 ˧˞˶˵˞ ˶˲˯ˬ ˫˧˶˥ˣ˟ ,˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˶˴˧˧˪ ˧ˡ˩ ,˸˰˩ὼ  ˣ˪ˣˡˣˬ)ή:ˢ˧˧˷˧˪˷ˢ ˸˞ ˫˧ˬ˯˶˲ˬˣ ( 

ήȟὫȟὬ  Ὣ  

 ,ˣˮ˪˟˧˵˷ ˦˯˵˦ˢ ˳˟ˣ˵˟Ὣ  ˞˶˵ˮgenerator x- Ὤ  ˞˶˵ˮpublic key. 

 ˶˲˯ˬˢ ˸˞ὼ  .˧˦˶˲ˢ ˥˸˲ˬˢ ˶ˣ˸˟ ˡˣ˯˟ ˫˧˶ˬˣ˷ 

 ˣˢˬ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˸ˣ˶ˬ˪Ὣ  ˣˢˬˣὫ ˸˞˧˴ˬ ,ὼ  ˸˟˷˥ˮ ˣˬ˴˰ˢ˷˵. 

 ˢ˰ˡˣˢ ˭˧˲˴ˢ˪ ˸ˮˬ ˪˰ά ˧˞˶˵˞ ˶˲˯ˬ ˫˧˪˧˶ˠˬ ,Ὧ  ˣ˪ˣˡˣˬ)ή˧ˬ˯˶˲ˬˣ (:˸˞ ˫ 

ὧ Ὣȟὧ άϽὬ  

 ˨ˣ˸ˬ ˫˧˪˧˟˵ˬ ˫˧˴˟˵ ˠˣˤ ˪˩˷ ˣˮ˪ ˭ˣ˸ˮ ,ˣˮ˪˷ ˢ˧˰˟˟enc1 x-enc2 ˢ ˣ˸ˣ˞ ˸˞ ˣˮ˧˲˴ˢ- ά ˶˲˯ˬˢ ˶˷˞˩ ,

:˶ˣ˸˟ ˠˣ˴˧˧˪ ˭˸˧ˮ ˠˣˤ ˪˩ ,˶ˬˣ˪˩ .˭ˣ˷˞˶ˢ ˧˞˶˵˞ˢ ˶˲˯ˬˢ ˪˷ ˧˶˞ˮ˧˪ ˶˴ˣ˸ ˞ˣˢ ˧ˮ˷ˢ ˧˞˶˵˞ˢ 

ὧ Ὣȟὧ άϽὬ ȟὧ Ὣ ȟὧ άϽὬ  

 ˣˬ˴˰ ˧˞˶˵˞ˢ ˶˲˯ˬˢὯ ˟ ˢ˰ˡˣˢ ˪˩ ˶ˣ˟˰ ˷ˡ˥ˬ ˪˶ˠˣˬ-enc1 ˫˧˶˲˯ˬˢ ˨˞ ,ὥ x- ὦ ˶ˤˠˮ ˫ˢˬ˷

 ˪˷ ˧˞˶˵˞ˢ ˶˲˯ˬˢenc2 .˸ˣ˰ˡˣˢˢ ˪˩ ˨˶ˣ˞˪ ˫˧˰ˣ˟˵ ˫˧˶˞˷ˮ 

.ˢˮ˲˴ˢˢ ˸˞ ˥˴˲˪ ˣˮ˧˪˰ ,ˣ˪˞ ˸ˣ˥ˮˢ ˭˸ˮˢ˟ 

˸˶ˤˠˮ˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ ,˟ˣ˷˧˥ˢ ˨˪ˢˬ˟ ˬˢˬ˶˲ ˪˷ ˭˦˵ˢ ˦˲˷ˬˢ  ˧ˮˣ˷˞˶ ˶˲˯ˬ ˪˩˪ ˣ˧˲˪ὴ  ˶˲˯ˬ ˪˩˪ˣ

 ˫˪˷ὥ ˷ ˫˧˧˵˸ˬ- ὥ ḳρ άέὨ ὴ. 

 ˣˮ˪ ˭ˣ˸ˮή  ˣˮ˧ˢ˷) ˸˞ ˟˷˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˭˩˪ ,(˧ˮˣ˷˞˶ή ρ ˸˞ .ή ρ  .˫˧˵˪˥ˬ˪ ˵˶˲˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

˷ ˣˮ˞˴ˬ˷ ˥˧ˮˮ- Ὠ  ˪˷ ˣˢ˷˪˩ ˵˪˥ˬ ˞ˣˢ ˣˢ˷˪˩ή ρ. 

˟ ˭ˮˣ˟˸ˮ ˸˰˩-Ὣ ˸˞ .Ὧ ˶ˣ˸˟ ˞˦˟˪ ˶˷˲˞ ,˶˥˞ ˫˪˷ ˶˲˯ˬ ˪˩ ˣˬ˩ ,Ὧ Ὠ ẗὸ ὶ  ˶˷˞˩ ˸˞ˤˣ ,

 ˫˧˧˵˸ˬὶɴ πȣὨ ρ:˭˩˪ . 

Ὣ Ὣ  

 ˸˵ˤ˥˟ ˶˲˯ˬˢ ˸˞ ˢ˪˰ˮ  ˧˩ ˫˪˷ ˶˲˯ˬ ˞ˣˢ˷)Ὠ  ˪˷ ˵˪˥ˬ ˞ˣˢή ρ.( 

Ὣ Ὣ Ὣ ẗ Ὣ
ẗ    

Ὣ
ẗ   

ẗὫ

Ὣ
ẗ   

ẗὫ Ὣ ẗὫ ρ άέὨ ή ẗὫ Ὣ

Ὣ άέὨ ή 

https://en.wikipedia.org/wiki/Discrete_logarithm
https://he.wikipedia.org/wiki/%D7%94%D7%9E%D7%A9%D7%A4%D7%98_%D7%94%D7%A7%D7%98%D7%9F_%D7%A9%D7%9C_%D7%A4%D7%A8%D7%9E%D7%94
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 ˫ˢ ˫˧˟ˣ˷˧˥ˢ ˪˩˷ ˭˟ˣˬ˩άέὨ ή ˡ˟˪ˬ ˣˤˢ ˢ˞ˣˣ˷ˬ˟ ˫˧ˮ˸˷ˬˢ ˪˩ ˣˮ˪ ˫˧˰ˣˡ˧˷ ˭ˣˣ˧˩ˬ ,˸˰˩ .ὶ ˣ ,-

 ὶ˞˴ˬˮ ˣˬ˴˰ ) ˰ˣˡ˧ ˫ˣ˥˸˟ὶɴ πȣὨ ρ ˪˩ ˟˧˴ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,(ὶ  ˸ˣ˞˴ˣ˸ˢ ˪˩ ˸˞ ˟˷˥˪ˣ ˧˶˷˲˞

 ˪˷ ˸ˣ˧˶˷˲˞ˢὫ ˸˞ ˫ˠ ˟˷˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˧ˮ˷ ˡ˴ˬˣ .Ὣ  ˫˴˰˟ ˞ˣˢ˷ὧ. 

 ˪˰ ˣˢ˷ˬ ˵˧˯ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˭˞˩ˬὯ: 

Then Χ If Χ  

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ π 

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ ρ 

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ ς 

Χ Χ 

╬
▲

▀ ▌
▲

▀ ▀  
Ὧ άέὨ Ὠ Ὠ ρ 

 

 ˪˷ ˸˧˶˞˷ˢ ˢˬ ˰ˡˮ ˨˩ˣ ,˫˧˧˵˸˸ ˣ˪˪ˢ ˸ˣ˞ˣˣ˷ˬˢˬ ˸˥˞ ˵˶Ὧ ˟ ˢ˵ˣ˪˥ˬ- Ὠ)Ὧ άέὨ Ὠ.( 

 ˪˰ ˢˬˣˡ ˢˮ˵˯ˬ ˵˧˯ˢ˪ ˧ˡ˩ ˫ˠ ˪˧˰˲ˢ˪ ˶˷˲˞ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˸˞ὥὯ ὦ . 

 ˪˰ ˫˧˶˟ˡ ˵˧˯ˢ˪ ˫ˠ ˪˩ˣˮ ,ˣ˪˞˩ ˸ˣˮ˵˯ˬ ˵˧˲˯ˬ ˭˸ˮˢ˟ὥ x- ὦ.˫ˬ˴˰ 

˲˟ .ˢ˷˟˧ˢ ˢ˵˧˦ˬ˸ˬˢ ˭˞˩ ˡ˰ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ,˪˰ˣˢ˰ˣˡ˧ ˢ˲˵˸ˢ  ˪˷ ˢ˵ˤ˥˟ ˦˧˟ ˧ˣ˪˧ˠ ˪˷Ὣ  ˸ˣ˰˴ˬ˞˟

 .ˣˬ˴˰ ˶˴ˣ˧ˢ ˪˷ ˨˶˰˟ ˞˪ˣ ˰ˣ˟˧˶˟ ˶˴ˣ˧ˢ ˪˷ ˨˶˰˟ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ,ˢ˸˰ ˢˤ ˣˮ˧˷˰˷ ˣˤ˪ ˢˬˣˡ ˢˤ˧˪ˮ˞ 

 ˶˧ˡˠˮ ˫˞ ,˶ˬˣ˪˩ɜ Ὣ ˣˮ˧ˢ ˶ˠ˸˞˟ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ˶˲˯ˬˢ ˪˰ˣ˲˟ ,ὧ ɜ Ὣ Ὣ  ˞˪ˣ

ὧ Ὣ ˸˞ ˟˷˥ˮ ˣˮ˥ˮ˞ ˭˩˪ ,ɜ  ˸˞ ˞˪ˣὫ  ˷ ˭ˣˣ˧˩ˬ)- ɜ  Ὣ  Ὣ

Ὣ( 

˸ˮ:˫˸ˣ˞ ˞˶˵˧˷ ˶˴˵ ˪ˣˡˣˬ ˢ˪˧˥˸ ˷ˬˬˮ ,˪˧ˠ˶˸ˢ ˪˷ ˦˪˵ˢ ˧˴˟˵ ˸˞ ˸ˣ˥ˣˮ˟ ˞ˣ˶˵˪ ˧ˡ˩ .˞ˬˠˣˡ ˫˰ ˪˧˥ 

import  os,  glob  

from  pathlib  import  Path  

from  collections  import  namedtuple  

 

ElGamalPair  = namedtuple( 'ElGamalPair' ,  [ 'c1' ,  'c2' ])  

 

def  read_data(base_path:  str)  - > dic t:  

    res  = {}  

     

    with  open(os.path.join(base_path,  "details.txt" ))  as  f:  

        res[ "q" ]  = int(f.readline().split( ":" )[ 1])  

        res[ "g" ]  = int(f.readline().split( ":" )[ 1])  

        res[ "h" ]  = int(f.readline().split( ":" )[ 1])  

 

    for  enc  in  [ "enc1 " ,  "enc2" ]:  

        res[enc]  = {}  

        for  infile  in  glob.glob(os.path.join(base_path,  enc,  '*.txt' )):  

            with  open(infile)  as  f:  

                line  = f.readline().strip( " \ n()" )  

                res[enc][int(Path(infile).stem)]  = ElGamalPair._ make([int(s)  for

 s in  line.split( ",  " )])  

    return  res  

.˭ˣ˪˧ˬ˩ ˪˧ˠ˶˸ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˪˟˵˪ ˣˮ˪ ˶˷˲˞ˬ ˢˤˢ ˪ˣˡˣˬˢ 

https://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=2577&context=etd
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 ˸˞ή  ˸˞ ˟˷˥ˮ ,˭ˣ˸ˮ˩ ˣˮ˪˟˧˵ή ρ: 

 

 ˸ˣ˰˴ˬ˞˟ ,˪˷ˬ˪) ˢˤˢ ˶˲˯ˬˢ ˪˷ ˫˧˵˪˥ˬˢ ˸˞ ˷˲˥ˮ ˸˰˩ˢˤˢ ˶˸˞ˢ:˞˧ˢ ˢ˞˴ˣ˸ˢ .( 

2, 2, 2, 3, 3, 5, 8357651, <a very large numberΧҔ 

˥ˣ˩ ˧˪ˣ˵˧˷ˬ ˫˧ˮ˦˵ˢ ˫˧˵˪˥ˬ˟ ˡ˵ˬ˸ˮ-˟ ˷ˬ˸˷ˮ ,ˣˮ˪˷ ˞ˬˠˣˡ˟ .˧˟ˣ˷˧˥-о. 

:˸˞ ˟˷˥˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞ ,˶ˣ˩ˤ˩ 

Then Χ If Χ  

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ π 

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ ρ 

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ ς 

 

:ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˢ˷˰ˮ 

def  get_mod(params:  dict,  c1:  int,  num:  int)  - > int:  

    assert (params[ "q - 1" ]  % num == 0)  

    t  = pow(c 1,  params[ "q - 1" ]  //  num,  params[ "q" ])   

    for  i  in  range(num):  

        if  t  == pow(params[ "g" ],  (params[ "q - 1" ]  //  (num *  2))  *  i,  params[ "q" ]):  

            return  i  

    raise  RuntimeError( f "Can't  find  result  for  {num} " )  

 

ˮ˸˧ˮ˷ ˢ˧˧ˮ˷ˢ ˢ˰ˡˣˢˢ ˪˰ ˞ˬˠˣˡ˪ ˳˧˶ˮ:ˣˮ˪ ˢ 

 

 ˶˲˯ˬ ˢ˰ˡˣˢ ˶ˣ˟˰˷ ˣˮ˪˟˧˵н:˫˧˧˵˸ˬ , 

Ὧ άέὨ σ ρ 

:˫ˠˣ 

ὥὯ ὦ άέὨ σ ς 

https://www.alpertron.com.ar/ECM.HTM
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:˫˧ˮˣ˸ˮ ˡˣ˰ ˪˟˵˪ˣ ,˫˧˵˪˥ˬ ˪˷ ˟ˣ˪˧˷ ˪˩ ˶ˣ˟˰ ˶˟ˡ ˣ˸ˣ˞ ˸ˣ˷˰˪ ˨˧˷ˬˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ 

 

 ˣˮ˥ˮ˞˷ ˶˲˯ˬˢ ˞ˣˢ ˭ˢ˪˷ ˫ˣ˩˯ˢ ,˯˲˞ˬ ˸ˣˮˣ˷ ˸ˣ˧˶˞˷ˢ ˶˷˞˩ :˸ˮ˧˧ˮ˰ˬ ˢ˰˲ˣ˸˪ ˟˪ ˣˬ˧˷ ˣ˧˷˩˰

 .˫˧˵ˡˣ˟ ˫ˢˬ ˷˥ˮ˪ ˶˷˲˞ ˢ˲ˬ ˶˟˩ .˸ˣˬ˧ˠˡˢ ˪˩˟ ˸˶ˤˣ˥ ˣˤˢ ˢ˞˴ˣ˸ˢὥ x-ὦ ˡˣ˰ ˨˧˷ˬˮ ˣˮ˥ˮ˞ ˪˟˞ ,

 ˨ˣ˸˪ ˪˩ˢ ˱ˣ˥ˡˮˣ ˡ˰˴z3 .˱˧˩ˢ ˪˧˟˷˟ 

:˦˲˧˶˵˯ˢ ˢˮˢ 

import  data_reader  

import  functools,  operator,  argparse,  sys,  random  

from  itertools  import  chain,  combinations  

 

def  powerset(it erable):  

    "powerset([1,2,3])  -- > ()  (1,)  (2,)  (3,)  (1,2)  (1,3)  (2,3)  (1,2,3)"  

    s = list(iterable)  

    return  chain.from_iterable(combinations(s,  r)  for  r  in  range( 1,  len(s)+ 1))  

 

def  get_mod(params:  dict,  c1:  int,  num:  int)  - > int:  

    assert (params[ " q- 1" ]  % num == 0)  

    t  = pow(c1,  params[ "q - 1" ]  //  num,  params[ "q" ])   

    for  i  in  range(num):  

        if  t  == pow(params[ "g" ],  (params[ "q - 1" ]  //  (num *  2))  *  i,  params[ "q" ]):  

            return  i  
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    raise  RuntimeError( f "Can't  find  result  for  {num} " )  

 

def  find_small_factors(n):  

    small_factors  = []  

    t  = n 

    for  i  in  range( 2,  10):  

        while  (t  % i  == 0):  

            small_factors.append(i)  

            t  = t  //  i  

    return  small_factors  

 

def  analyze(params:  dict,  solve_ctx:  dict):  

    verbose  = True  

    if  solve_ctx  is  not  None:  

        try :  

            import  z3  

        except :  

            raise  RuntimeError( "Error:  Z3 module  needed" )  

        verbose  = solve_ctx.get( "verbose" ,  False )  

     

 

    params[ "q - 1" ]  = params[ "q" ]  -  1 

    small_factors  = f ind_small_factors(params[ "q - 1" ])  

    if  verbose:  print( f "Small  factors:  {small_factors} \ n" )  

 

    assert (len(params[ "enc1" ])  == len(params[ "enc2" ]))  

     

    samples  = list(range(len(params[ "enc1" ])))  

    if  solve_ctx  is  not  None:  

        solver  = z3.Solver ()  

        a = z3.Int( 'a' )  

        b = z3.Int( 'b' )  

        samples  = random.sample(samples,  k=solve_ctx.get( "num_samples" ,  3))  

        k = {i:  z3.Int( 'k{}' .format(i))  for  i  in  samples}  

         

    for  i  in  samples:  

        if  solve_ctx  is  not  None:  

            solver.add(k[i]  >= 0)  

            solver.add(k[i]  < params[ "q" ])  

        for  combination  in  set(powerset(small_factors)):  

            factor  = functools.reduce(operator.mul,  combination)  

            try :  

                m = get_mod(params,  params[ "en c1" ][i].c1,  factor)  

                if  verbose:  print  ( f "    k[ {i} ]       % {factor} \ t == {m} " )  

                if  solve_ctx  is  not  None:  solver.add(k[i]  % factor  == m) 

 

                m = get_mod(params,  params[ "enc2" ][i].c1,  factor)  

                if  verb ose:  print  ( f "(a*k[ {i} ]  + b)  % {factor} \ t == {m} \ n" )  

                if  solve_ctx  is  not  None:  solver.add((a  *  k[i]  + b)  % factor  == 

m) 

            except  RuntimeError:  

                pass  

 

    if  solve_ctx  is  not  None:  

        print( f "Trying  to  solve  with  {len(samples)}  samples  {samples} :  " ,  end  = 

'' ,  flush  = True )  

        if  solver.check()  == z3.sat:  

            m = solver.model()  

            #print(m)  

            print( "a  = {},  b = {}" .format(m[a],  m[b]))  

        else :  

            print( "Can't  find  solut ion" )  

 

if  __name__ == "__main__" :  

    parser  = argparse.ArgumentParser()  
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    parser.add_argument( ' - s' ,  ' --

solve' ,  action= 'store' ,  type=int,  default= 0,  metavar=( 'NUM_SAMPLES'),  help= 'Try  

to  solve  constraints  using  up to  <NUM_SAMPLES> samples' )  

    parser.ad d_argument( ' --

path' ,  default= "Camel" ,  type=str,  help= 'Path  to  data  folder' )  

    args  = parser.parse_args()  

 

    try :  

        params  = data_reader.read_data(args.path)  

        if  args.solve:  

            solve_ctx  = { "num_samples" :  args.solve}  

        else :  

            solve_ctx  = None 

        analyze(params,  solve_ctx)  

    except  RuntimeError  as  e:  

        print  (str(e))  

        sys.exit( 1)  

 

 ˧˲˩ ˸ˣ˰ˡˣˢˢ ˪˩ ˶ˣ˟˰ ˸ˣ˧˶˞˷ˢ ˸˞ ˯˧˲ˡ˸ ˫˧˶˦ˬ˶˲ ˞˪˪ ˢ˴˶ˢ .˫˧ˮ˲ˣ˞ ˧ˮ˷˟ ˳˧˶ˢ˪ ˭˸˧ˮ ˦˲˧˶˵˯ˢ ˸˞

˸˞ ˳˧˶ˮ ˫˞ ,˫˪ˣ˞ .˫ˡˣ˵ ˣˮ˧˞˶˷  ˸˞ ˶ˣ˸˲˪ ˢ˯ˮ˧ ˞ˣˢ ,˸ˣˬ˧ˠˡ ˶˲˯ˬ ˪˷ ˶˦ˬ˶˲ ˫˰ ˦˲˧˶˵˯ˢ

 ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˞˶˵˞ ˸ˣˬ˧ˠˡ ˪˷ ˢˤ ˶˲˯ˬ ˶ˣ˟˰ ˢ˞ˣˣ˷ˬˢz3  ˧˪ˣ˵˧˷ˬ ˸ˣˬ˧ˠˡˢ ˶˲˯ˬ ˸˞ ˫˧˪˧˟ˠˬ ˣˮ˥ˮ˞)

.(˟ˣ˷˧˥ ˥ˣ˩ 

 

 ˫˰ ˸ˣ˴˶ˢ ˶˲˯ˬ ˢ˲ ˫˧˞ˣ˶ ˣˮ˥ˮ˞о  ˸ˣˬ˧ˠˡ-  .˶˧˟˯ ˭ˬˤ˟ ˭ˣ˶˸˲ ˶˷˲˞ˬ˷ ˶˸ˣ˧˟ ˢˣ˟ˠˢ ˸ˣˬ˧ˠˡˢ ˶˲˯ˬ 

˪ ˭˸˧ˮ˷ ˧˲˩ ˸ˣ˞˶-  :˞˧ˢ ˢ˞˴ˣ˸ˢ ˫˧˶˵ˬ ˡˣ˞ˬ ˢ˟˶ˢ˟ὥ ρȟὦ π ˢ˰˲ˣ˸ˢ ˫˰ ˶ˡ˸˯ˬ ˫ˠ ˢˤ .

 ˸˧˪˵˧˴ ˢ˶ˣ˟˥˪ ˣˮ˶˟˰ ˢ˷˰ˬ˪) ˫˧˵ˡˣ˟ ˣˮ˞ ˣ˸ˣ˞˷ ˶˲˯ˬ˪ ˢˣˣ˷ ˸ˣ˧˶˞˷ˢ ˫ˣ˩˯ ˢ˟˷ ,˫ˡˣ˵ ˣˮ˧˞˶˷

 ˢ˟ ˷˧˷ ˢ˷ˡ˥Ὠ  ˨ˣ˸ˬ ˫˧˶˟˧˞ᴚᶻ,  ˨ˣ˸ˬ ˸˶ˬ˷ˮ ˭˧˧ˡ˰ ˣ˪ˣˡˣˬˢ ˸ˮˣ˩˸ ,˸˧˪˵˧˴ ˢ˶ˣ˟˥ ˧ˢˣˤ˷ ˭ˣˣ˧˩ˬˣ

˟˧˞ :ˢ˶ˣ˟˥ˢ ˧˶Ὧ άέὨ Ὠựựự Ὧ άέὨ Ὠ  Ὠ Ὧ.( 

 

 ˶ˣ˟˰ ˫˧˟ˣ˦ ˫˧ˡˬ˰ˣˬ ˣˮ˞˴ˬ˷˩ ,˸˰˩ὥ x- ὦ.ˢˮ˲˴ˢˢ ˸˞ ˥˴˲˪ ˢ˯ˮˮ , 

:˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ 

ὧ άϽὬ άέὨ ή 

ὧ άϽὬ  άϽὬ  άέὨ ή 
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:˪˟˵ˮˣ ˧ˮ˷˟ ˡ˥˞ ˫˸ˣ˞ ˪˧˲˩ˮ 

ὧẗ ὧ άϽὬ ẗάϽὬ άẗάẗὬẗ Ὤ  ά ẗὬ ά ẗ Ὤ ά  άέὨ ή 

˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˣˮ˪˟˧˵˷ ˸ˣ˞˴ˣ˸ˢ ˧˲˪ ˭˩˞ˣ ˪ˠˡˢˬ ˡ˟˪˟ ˡ˥˞ ˣ˸ ˢ˪˧˩ˬ ˢ˰ˡˣˢ ˪˩˷ ˣˮ˷˥˧ˮ-ά  ˪ˣˡˠ ˞˪

-ˬή  ˸˞ ˪˟˵˪ˣ ˷˶ˣ˷ ˞˧˴ˣˢ˪ ˵˧˲˯ˬ ˭˩˪ˣά. 

˞ˤ ˢ˷ˣ˰ ˞˟ˢ ˦˲˧˶˵˯ˢ:˸ 

import  data_reader  

import  math  

 

if  __name__ == "__main__" :  

    params  = data_reader.read_data( "Camel" )  

    res  = ""  

 

    assert (len(params[ "enc1" ])  == len(params[ "enc2" ]))  

 

    for  i  in  range(len(params[ "enc1" ])):  

        m = math.isqrt(params[ "enc1" ][i ].c2  *  params[ "enc2" ][i].c2  % params[ "q" ]

)  

        res  += chr(m)  

 

    print(res)  

:ˢ˞˴ˣ˸ˢ 
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 ˶ˠ˸˞#7 :Save Israel )нлл (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˱˶ˣ˴ˬˢ ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˮ 

 

 ˞ˣˢ ˡ˧˥˧ˢ ˦˪˲ˢ80eaf9c?ˣ˸ˣ˰ˬ˷ˬ ˢˬ ˨˞ .˧˪ˬ˧˯ˡ˞˯˵ˢ ˠˣ˴˧˧˟ ˶˲˯ˬ ˣˬ˩ ˢ˞˶ˮ ˢˤ . 

˯˧ˡ˟ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ˫˞ ˞ˣˢ ˳˟ˣ˵ˢ ,˱˯ˣˮ˟ .ˢ˞˧˶˵˪ ˡˣ˞ˬ ˢ˷˵ ˞ˣˢ˷ ˢ˪ˠˮ ,˶˪˟ˬ˯˞stripped ˶ˬˣ˪˩ ,

 ,ˢˡˣ˵˲ ˧˶˥˞ ˢˡˣ˵˲ ˶ˣ˟˰˪ˣ ˶ˠ˞˟˧ˡ ˫˰ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˶˷˲˞ .ˠˣ˟˧ˡ˪ ˰˧˧˯ˬ˷ ˰ˡ˧ˬ ˣˮˬˬ ˶˯ˣˢ˷ ˢˤ˩

 ˢ˯ˮˮ ,˸˞ˤ ˫ˣ˵ˬ˟ .ˢ˷˵ ˸ˣ˥˲ ˞˪ ˢˤ ˪˟˞ ˢˮ˩ˣ˸ˢ˷ ˸ˣˡˣ˵˲ˢ ˪˷ (˸˧˯˥˧) ˧˪˧˰ ˦˟ˬˬ ˫ˣ˩˧˯ ˪˟˵˪

.ˢ˴˧˶ˬ 

 ˸ˣ˰˴ˬ˞˟ ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˮ ,ˢ˪˧˥˸strace - ˢ ˸˞ ˦˶˲ˬ˷ ˶ˤ˰ ˧˪˩-system calls  ˸˷ˬ˸˷ˬ ˢˮ˩ˣ˸ˢ˷

:ˢ˴˧˶ ˭ˬˤ˟ ˫ˢ˟ 

 

https://en.wikipedia.org/wiki/Stripped_binary
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˪ ˸˞˶ˣ˵ ˢˮ˩ˣ˸ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞-mmap ˪x-mprotect  ˣ˞ˣ˟ .ˣˮ˪˷ ˧˶ˣ˸˯ˬˢ ˨˶˰ˢ ˸˞ ˪˧˩ˬ˷ ˥ˣˣ˦ ˪˰

 ˫˷ ˫˧˷˪ ˢ˯ˮˮbreakpoint: 

 

.ˣˤ ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤ˪ ˸˷ˠ˪ ˭˸˧ˮ ˞˪ ,ˡ˟ˣ˰ ˞˪ ˢˤ 

 ˸ˣ˰˴ˬ˞˟ ˳˧˶ˮ ,˨˩ ˫˷˪ .ˢ˷ˣ˰ ˢˮ˩ˣ˸ˢ ˢˬ ˶˸ˣ˧ ˟ˣ˦ ˠ˷ˣˬ ˪˟˵˪ ˸ˣ˯ˮ˪ ˨˧˷ˬˮgdb :˞˟ˢ ˦˲˧˶˵˯ˢ ˸˞ 

set style enabled off  

set pagination off  

set logging on 

set disassembly - flavor intel  

set disassemble - next - line  on 

starti  

define nstep  

set $limit = $arg0  

while ($limit -- )  

 ni  

 end  

end  

nstep 40000  

 ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲ ˶˧ˡˠˬ ˢˤˢ ˦˲˧˶˵˯ˢ ,˪ˣˡˠ˟nstep  ˢˡˣ˵˲ˢ ˸˞ ˸˰˴˟ˬ ˶˷˞ni ˶ˬˣ˪˩)next 

instructionˢ ˸˞ ˢ˯˧˲ˡˬˣ ,˫˧ˬ˰˲ ˪˷ ˶ˡˠˣˬ ˶˲˯ˬ (-instruction  ˣˤ ˢ˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞ .˳˟ˣ˵˪

 ˳˧˶ˢ˪ ˢ˷˵˟˟плΣллл .˸ˣˡˣ˵˲ 

 

 ˳˟ˣ˵˟ ˸ˣ˞˶˪ ˪˩ˣˮ ˢ˞˴ˣ˸ˢ ˸˞gdb.txt˩ ˪˰˟ ˪˟˵˸ˬˢ ˳˟ˣ˵ˢ .-,000сл :˪˧˥˸ˬ ˞ˣˢ ˨˩ .˸ˣ˶ˣ˷ 
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:˫˧˧˸˯ˬ ˞ˣˢ ˨˩ˣ 

 

 ˟˥˶ˬ˟ ˢ˴˧˶ˬ ˢ˪˧˥˸ˬ ˢˮ˩ˣ˸ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞0x00CXXXXX  ˟˥˶ˬ˟ ˢ˴˧˶˟ ˸ˬ˧˧˸˯ˬˣ0x08XXXXXX .

˧ˬˤ ˸ˣ˧ˢ˪ ˸˩˲ˣˢ ˸˧˶ˣ˸˯ˬˢ ˸˟ˣ˸˩ˢ ˧˪ˣ˞ ˨˩ ˫˞˪ ˢ˞˧˶˵ˢ ˫˰ ˶ˡ˸˯ˬ ˢˤ ?˶˸ˣ˧ ˶˥ˣ˞ˬ ˵˶ ˢˮ-mmap 

:ˣˮ˪˷ ˠˣ˪ˢ ˨ˣ˸˟ ˸˧˶ˣ˸˯ˬˢ ˸˟ˣ˸˩ˢ ˸˞ ˷˲˥ˮ .˫ˡˣ˵ ˣˮ˧˞˶˷ 

 

 ˫˧˷˪ ˢ˯ˮˮ ˤ˞ ˵˶ˣ ,˸˴˵ ˳ˣ˶˪ ˢˮ˩ˣ˸˪ ˭˸˧ˮ ˧˪ˣ˞ .˪ˤˬ ˭˧˞breakpoint? 

 

 ˫˰ ˢ˴˧˶ ˨˧˞ ?ˢˬ ,˰ˠ˶ !˪ˠˡˢ ˸˞ ˣˮ˪˟˧˵ˣ !ˡ˟˰ ˢˤbreakpoint ?˪ˠˡˢ ˸˞ ˣˮ˪ ˢ˯˧˲ˡˢ ˫ˣ˞˸˲ 

ˮ˰˪ ˧ˡ˩ ,ˣ˧˷˩˰ ˡ˰ ˣˮ˧˞˶˷ ˢˬˬ .˶˪˟ˬ˯˞˯˧ˡ ˫˰ ˢˮ˩ˣ˸ˢ ˸˞ ˸˞ˤ ˪˩˟ ˥˸ˮ˪ ˢ˯ˮˮ ,˸˞ˤˢ ˢ˪˞˷ˢ ˪˰ ˸ˣ

 ˡˣ˞ˬ ˶˧˩ˤˬ˷ ˭˲ˣ˞˟ ˸ˠˢˮ˸ˬ ˢˮ˩ˣ˸ˢpacker -  ˞˧ˢ ˶˷˞˩ ,˸˲˯ˣˮ ˢˮ˩ˣ˸ ˢ˩ˣ˸˟ ˢ˶˧˸˯ˬ˷ ˢˮ˩ˣ˸

 ˭ˬˤ˟ ˢ˸ˣ˞ ˢ˴˧˶ˬˣ ˸˯˶ˣ˲ ˞ˣˢ ˶˪˟ˬ˯˞˯˧ˡ˟ ˢˮ˩ˣ˸ˢ ˸˞ ˫˧˥˸ˣ˲˷˩ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˡˣ˵ˢ ,˶ˬˣ˪˩ .ˢ˴˧˶

 ,˸˧ˮˣ˴˧˥ˢ ˢˮ˩ˣ˸ˢ ˸ˮ˧˧ˮ˰ˬ ˞˪ ˣˮ˸ˣ˞ .˧˶˞ˮ˧˟˟ ˫˷ ˧˞ ˸˶˸˸˯ˬ˷ ˸˶˥˞ ˢˮ˩ˣ˸ ˳˧˶ˢ˪ˣ ˯ˣ˶˲˪ ˡ˰ˣˮ˷ ˡˣ˵

.˶˵˧˰ˢ ˞˧ˢ˷ ˸˧ˬ˧ˮ˲ˢ ˢˮ˩ˣ˸ˢ ˪˞ ˰˧ˠˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˭˩˪ 

  

https://en.wikipedia.org/wiki/Executable_compression


 
 

˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  фп 
 

 ˫ˮ˷˧packer- ˞ˣˢ ˫ˢ˟˷ ˫˯˶ˣ˲ˬˢ ˨˞ ˫˧˟˶ ˫˧UPX , ˸ˣ˰˴ˬ˞˟ ˢˮ˩ˣ˸ˢ ˸˞ ˯ˣ˶˲˪ ˢ˯ˮˮ ˫ˡˣ˵ ˭˩˪UPX: 

 

˧˪˩˟ ˷ˬ˸˷ˢ˪ ˢ˯ˮˮ ,˨˩ ˫˞ .ˡ˟˰ ˞˪ ˢˤ-ˢ ˸˞ ˸ˣˢˤ˪ ˶ˣˬ˞˷ ˶ˤ˰-packer  ˞ˣˢ ˫˞ ,˷ˣˬ˧˷ ˢ˷˰ˮ ˣ˟˷

:˶˩ˣˬ 

 

 ,˭˧˧ˮ˰ˬEasy it Detect ˟ ˶˟ˣˡˬ ˭˩˷ ˱˵ˣ˸˟ ˭˰ˣ˦ ˞˵ˣˣˡ-UPX?˵ˡˣ˴ ˧ˬ ˤ˞ . 

˵˥ˬ˪ ˫ˣ˶ˠ˪ ˡˣ˞ˬ ˪˵˷ ˢ˪˧ˠ ˶˴˵ ˶-UPX  ˶˲˯ˬ ˢˤ ˨˧˶˴˷ ˢˬ ˪˩ ,˶˴˧ ˣˬ˴˰ ˞ˣˢ˷ ˳˟ˣ˵ ˸˯˧˶˲˟ ˪˷˩ˢ˪

.˧ˬ˧ˮ˲ˢ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˣˮˬˬ ˳˪˥˪ ˶˷˲˞ ˢ˧ˢ˧ ˞˪ ˨˞ ,ˢ˶ˣ˷˩ ˳ˣ˶˧ ˣˬ˴˰ ˳˟ˣ˵ˢ .˧˶˞ˮ˧˟˟ ˫˧˪˵ ˫˧˧ˣˮ˧˷ 

 ?ˣˤ ˢ˧˰˟ ˪˰ ˶˟ˠ˸ˢ˪ ˶˷˲˞ ˨˧˞UPX ˡˣ˵ ˧˪˩ ˞ˣˢ-ˣˢ˪ ,ˣ˪˷ ˡˣ˵ˢ ˸˞ ˡ˧˶ˣˢ˪ ˶˷˲˞ .˥ˣ˸˲ ˸ˣ˯˲ˡˢ ˱˧˯

 ˪˟˵ˮ ,˸˞ˤ ˢ˷˰ˮ ˫˞ .ˣˮ˪˷ ˧˶˞ˮ˧˟˟ ˣ˪ ˰˧˶˲ˬ ˵ˣ˧ˡ˟ ˢˬ ˭˧˟ˢ˪ˣ ,˭ˣ˪˷˧˩ ˫˰ ˞˴ˣ˧ ˞ˣˢ ˣ˟˷ ˫ˣ˵ˬ ˪˩˟

:˫˧˞˟ˢ ˸ˣˬˣ˵ˬˢ ˸˞ ˸ˣˮ˷˪ ˨˧˶˴ ˢ˧ˢ˷ 

 

 

:˳˪˥˪ ˢ˯ˮˮ 

 

 ˫˰ ˣ˸ˣ˞ ˥ˣ˸˲˪ ˭˸˧ˮ ˸˰˩ !ˢ˥˪˴ˢ˟ ˳˪ˣ˥ ˳˟ˣ˵ˢGhidra . 

:˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˞˧ˢ ˣˮ˪˷ ˸˧˶ˣ˸˯ˬˢ ˸˟ˣ˸˩ˢ˷ ˶˟˸˯ˬ ˸˰˩ 

 

  

http://ntinfo.biz/index.html
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:˪˟˵ˮˣ ˢ˪˷ ˷ˣˬ˧˷ˢ ˧˶˥˞ ˟ˣ˵˰ˮ 

 

˪ ˢˣˣ˷ ˞ˣˢ ˫˞ ˸˵ˡˣ˟ ˭˩ˬ ˶˥˞˪ ˡ˧ˬˣ ,ˢˮ˸˷ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˯˧˲ˡˬ ˢˮ˩ˣ˸ˢ ,˶ˬˣ˪˩-л ˭ˣˣ˧˩ˬ .

 ˸˟˴ˢ˷breakpoint ˪ ˣ˪˷ ˭ˣ˶˩˧ˤˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˸˧ˮˬˤ ˢˮ˷ˬ ˧ˢ˷˪˩ ˸˟ˣ˸˩˟-0xCC ˣˮ˟˴ˢ ˶˷˞˩ ˵˶ ,

breakpoint !ˢ˶˸˲ˮ ˢˬˣ˪˰˸ˢ .ˢ˯˲ˡˢˢ ˸˞ ˣˮ˧˞˶ 

  

https://en.wikipedia.org/wiki/INT_(x86_instruction)
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˫ˣ˩˧˯ 

-sCTF  ˟ˣ˶ ,ˢ˪ˣ˰ ˧˷ˣ˵ ˸ˬ˶˟ ˢˮ˟ˮ ˞ˣˢ˷ ˱˞ ˪˰ .˫˧ˮˣˣˠˬ ˫˧ˬˣ˥˸ ˶˲˯ˬˬ ˫˧˶ˠ˸˞ ˢ˰˟˷ ˪˪˩ ˢˤˢ

˪ ˯˥˧˟ ˸ˣ˪˵ ˸˧˯˥˧ ˸ˣ˟˷˥ˮ ˣˤˢ ˫˧˶ˠ˸˞ˢ ˸˶ˡ˯˟ ˸ˣ˪˞˷ˢ-CTF-˫˧˶˥˞ ˫˧. 

˟ ˧˶˵˧˰ˢ ˧˷ˣ˵ˢ-CTF ˢ ˸˪˞˷˟ ˢ˧ˢ-Crypto˷ ,˞˪ ˸˧˦ˬ˸ˬ ˢˤ˧˪ˮ˞ ˢ˩˧˶˴ˢ- ˦ˣ˦˧˷ˬ .˸˧˪˞˧ˣˣ˧˶˦

ˢ ˸ˣ˴ˣ˟˵˟-CTF  ˞ˣˢˣ ,ˢˮˣˣ˩ˢ ˣ˞ ˤˬ˶ ˣ˟ ˣ˷˲˧˥ ˫˧˷ˬ˸˷ˬˢ ˟ˣ˶˷ ˶ˠ˸˞ˢ ˣˢˤ˷ ˢ˧ˢ ˢ˞˶ˮ ,˸ˣ˧ˡˣ˰˧˧ˢ

 ˣˮ˞˴ˬ ˞˪ ,ˣˮ˧˷˰˷ ˷ˣ˲˧˥ˢˬ .ˣ˪ˣ˩ ˭ˣ˶˸˲ˢ ˸˟˧˸˩˪ ˧˶˵˧˰ˢ ˶ˠ˧˶˦ˢ ˸˞ ˢˣˣ˧ˢ ˫˴˰˟writeup  ˸ˣˡˣ˞ ˶˥˞

˯˟ ˢ˰ˡˣˢ ˪˷ ˸˶ˤˣ˥ ˢˮ˲˴ˢ ˱ˣ˵˸˪ ˨˶ˡˢ ˸ˬ˩ElGamal ˟ ˷ˣˬ˧˷ ˨ˣ˸-LCG  ˢˮ˸˷ˬˢ ˸˶˧˥˟ ˶ˣ˟˰

 ˶˷˞˩ ˧˞˶˵˞ˢὥ x- ὦ .˫˧˰ˣˡ˧ ˞˪ 

 

ˢ ˸ˮ˩ˢ ˪˰ ˫˧ˮˠ˶˞ˬ˪ ˢ˟˶ ˢˡˣ˸-CTF  ˸˞ ˶˷˲˧˞˷ ˢˬ ,˶˸ˣ˧˟ ˢ˩ˣ˶˞ ˢ˲ˣ˵˸ ˨˷ˬ˪ ˥ˣ˸˲ ˣ˸˶˞˷ˢ ˪˰ˣ

ˣ˴˟ ˣ˧˪˰ ˢˡˣ˟˰ˢ.ˢˤ ˭ˣ˶˸˲ ˸ˮ˩ˢ ˸˞ˣ ˢ˥ˣˮ ˢ˶ 

 

˪ ˫ˠ ˢˡˣ˸- zVaz ˪ˣ-DHG ˢ ˭ˣ˶˸˲ ˨˪ˢˬ˟ ˫˸ˬˣ˶˸ ˪˰-CTF. 

 
  

https://en.wikipedia.org/wiki/Linear_congruential_generator
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Shortcut Hotkey Exploitation 

˸˞ˬ ˭ˬ˴˪ˣ ˣˡ˧˰ 

 

ˢˬˡ˵ˢ 

 ˢˤ ˶ˬ˞ˬ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˸ˣ˧˦ˮ˦˯˧˯˶˲ ˸˵˧ˮ˩˦ ˠ˧˴˞Windows ˧˶ˣ˴˧˵ ˭ˣˮˠˮˬ ˪˰ ˸˯˯ˣ˟ˬˢ- ˨˶ˡˢ

˞˧ˢ ˡ˴˧˩ ˢ˞˶˞ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷  ˸ˡ˟ˣ˰ ˶ˬ˞ˬˢ ˱ˣ˯˟ ,˭˩ ˣˬ˩ .˷ˣˬ˧ˬ ˧ˡ˧˪ ˢ˸ˣ˞ ˞˧˟ˢ˪ ˭˸˧ˮ ˡ˴˧˩ˣ

 ˸ˣ˷˵ˢ˪ ˧ˡ˩ ˢ˦˧˷ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˡ˴˧˩ˣ ˶˵ˣ˥ ˶ˣ˸˟ ˢ˦˧˷ˢ ˸˞ ˸ˣˢˤ˪ ˭˸˧ˮ ˡ˴˧˩ ˧˪˷ ˭ˣ˶˸˲ˢ ˭˸ˮ˧˧

.˱˵ˣ˸ ˶ˣ˸˟ ˶˵ˣ˥ˢ ˧˧˥ ˪˰ ˶˸ˣ˧ 

 ˞ˣˢ ˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˢˬˠˡˢˢ ˢ˸˷˰ˮ ˣ˧˪˰˷ ˟˷˥ˬˢWindows 10 version 2004.  ,˶ˬ˞ˬˢ ˨˶ˣ˴˪

ˡˮ :˫˧˞˟ˢ ˫˧˞˷ˣˮˢ ˪˷ ˢ˶˩ˢ ˸˷˶ 

¶ Python 

¶ Wininternals 

¶ ˬ ˫˧˪˩-Sysinternals 

 

 

˶˵˥ˬˢ 

 ˧˴˟˵˟ ˣ˪ˠ˸ˢ˷ ˸ˣ˷˪ˣ˥ ˪˰ ˫˧˶ˬ˞ˬ ˧˸˞˶˵˷ ˢˤˬ ˪˧˥˸ˢ ˪˩ˢShortcut  ˫˧˶˟ˡ ˭˸˧˞ ˸ˣ˷˰˪ ˭˸˧ˮ˷

 ˫˧ˮˣ˷π  ˞˷ˣˮ˟ ˵˧ˬ˰ˢ˪ ˧˪ ˣˬ˶ˠˣ ˧˸ˣ˞ ˣˮ˶˵˯ ˣ˪ˠ˸ˢ˷ ˸ˣ˷˪ˣ˥ˢ .ˢˬˣˡ˩ˣ ˸˶ˣ˷˵˸ ,ˡˣ˵ ˸˴˶ˢ ˢˤ ˫˞ ˭˧˟

ˡˣˬ˪˪ˣ  ˳˟ˣ˵ ˣˢˬ ˪˰ ˶˸ˣ˧Shortcut  ˭ˢˬˣˣ˧˸ˣˮˣ˩˸. 

 ˳˟ˣ˵Shortcut ˢ˶ˡˠˢˢ ˧˲˪ ύfileinfo.comΥό 

ñA LNK file is a Shortcut or "link" used by Windows as a reference to an original file, folderϦ 

 ˧˷˲ˣ˥ ˫ˣˠ˶˸˟π  ˳˟ˣ˵Shortcut ˸˰˟ :˶ˬˣ˪˩ ,ˢ˧˧˵˧˸ / ˳˟ˣ˵ ˶ˣ˟˰ "˰˧˟˴ˬ"˩ ˷ˬ˷ˬ ˞ˣˢ  ˸˞ ˳˧˶ˮ ˣ˸˴˶ˢ

.˰˧˟˴ˬ ˞ˣˢ ˣ˧˪˞˷ ˳˟ˣ˵ˢ 
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 ˳˟ˣ˵ ˧˸˶˴˧ ,ˡˣˬ˧˪ˢ ˨˶ˣ˴˪Shortcut ˪ ˰˧˟˴ˬ˷-CMD: 

 

:˳˟ˣ˵˪ ˸ˣˮˣ˸ˮ˷ ˸ˣˮˣ˩˸ˢ ˪˰ ˪˩˸˯ˮ 

¶  ˳˟ˣ˵ˢ ˫˷π ˢ ˳˟ˣ˵ ˫˷-Shortcut. 

¶ Target π .˰˧˟˴ˬ ˞ˣˢ ˣ˧˪˞ ˢ˧˧˵˧˸ / ˳˟ˣ˵ˢ 

¶ Run π .ˢ˪˧ˠ˶ / ˸ˮ˦˵ˣˬ / ˸˪ˡˠˣˬ ˢˠˣ˴˸ :˳ˣ˶˧ ˳˟ˣ˵ˢ ˡ˴˧˩ 

¶ Comment π .˳˟ˣ˵ˢ ˶ˣ˞˧˸ 

¶ Shortcut key π ˢ ˫˸˴˧˥˪ ˸˰˟˷ ˢˮˣ˸ˮ ˫˧˷˵ˬ ˸˶ˡ˯-Shortcut .˳ˣ˶˧ 

 ˞˧ˢ ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ˷ ˢˮˣ˩˸ˢ ˪˟˞ ˸ˣˮˣ˩˸ ˡˣ˰ ˭ˮ˷˧ˣ ˸ˣˮˣ˩˸ˢ ˸˞ ˨ˣ˶˰˪ ˭˸˧ˮ˷ ˭˟ˣˬ˩Shortcut key  ˭ˣˣ˧˩

˶˧ˡˠˢ˪ ˫˧˯ˮˬ ˶˷˞˩ ˨˞ ,ˣˮ˪˷ ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶˧ ˞ˣˢ ˫˧ˣ˯ˬ ˷˵ˬ ˪˰ ˳˥˪˧ ˷ˬ˸˷ˬ˷ ˫˰˲ ˪˩˷Shortcut 

key ˪-Shortcut ˫˧ˣˣ˸ˢ ˣ˲˯ˣˣ˸˧ ˭˸˧ˮ˷ ˣ˸ ˪˩ ˶ˣ˟˰ :ˢ˞˟ˢ ˢ˧˰˟˟ ˫˧˪˵˸ˮ ,Ctrl + Alt ˫˧˧ˣ˩˧˯ˢ .

 ˫˧ˣˣ˸ˢ ˪˰ ˳˥˪˧ ˷ˬ˸˷ˬ˷Ctrl + Alt + <Letter> .˪˧˰˧ ˞˪ ˢˤ ˭˩˪ˣ ˯˲˞˪ ˸˲˞ˣ˷ ˞˧ˢ 
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˩ ˡˡˣ˟ ˣ˸˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˢ˧ˢ˧˷ ˨˩ ˣˤˢ ˢ˥ˣ˷ˬˢ ˸˞ ˱ˣ˵˰˪ ˨˧˞ ˢ˞˶˞ ˶ˬ˞ˬ˟-hotkey  ˫ˣ˵ˬ˟+ 

<Letter> Ctrl + Alt: 

 

 ˳˟ˣ˵˪ ˞ˬˠˣˡ]Shortcut  ˫˰Shortcut key[ 

 ˪ˣˡˣˬ˟ ˷ˬ˸˷ˮ ,ˢ˦˧˷ˢ ˷ˣˬ˧ˬ ˨˶ˣ˴˪winshell2  ˣˮ˪ ˵˲˯ˬ˷Wrapper ˢ ˪ˣˬ ˸ˣ˵˷ˬˬ˸ˢ ˶ˣ˟˰ ˥ˣˮ-

Windows Shell. 

:ˣˬ˴˰ ˪ˣˡˣˬˢ ˪˰ ˸˴˵ ) ˪ˣˡˣˬˢwinshell ˪˷ ˸˶ˤˠˮ ˞ˣˢ (pywin32  ˪˷ ˪ˣˡˣˬ)Python  ˶˷˲˞ˬ˷

 ˢ"ˬ ˪ˣˬ ˸ˣ˵˷ˬˬ˸ˢWindows:˭ˢ˟ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˢˬ˩ ˭˸ˣˮˣ ( 

¶  ˸ˣˡ˥ˣ˧ˬ ˸ˣ˧˵˧˸˪ ˢ˷˧ˠπ Desktop ,Startup ,AppData ,StartMenu .ˡˣ˰ˣ 

¶  ˫˧˴˟˵ ˪˰ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟π .ˢ˵˸˰ˢˣ ˫˷ ˧ˣˮ˧˷ ,ˢ˶˟˰ˢ ,ˢ˵˧˥ˬ 

¶  ˸˪˟˵metadata .˳˟ˣ˵ ˪˰ 

¶  ˢ˲˷˞ˢ ˥˲π .ˢ˲˷˞ˢ ˥˲˟ ˫˧˴˟˵ ˪˰ ˰ˡ˧ˬ ˸˪˟˵ ,˫˧˴˟˵ ˶ˣˤ˥˷ 

¶ Shortcuts π  ˧˴˟˵ ˸˶˧˴˧Shortcut. 
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 ˧˴˟˵ ˸˶˧˴˧ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˶˵˧˰˟ ˷ˬ˸˷ˮ ,˷ˣˬ˧ˬˢ ˨˶ˣ˴˪Shortcut ˨˶˦˴ˮ˷ ˸ˣˮˣ˩˸ˢ ,˪˧˰˪ ˶ˣˬ˞˩ .

:˭ˢ ˢ˷˪ˣ˥ˢ ˸˞ ˷ˬˬ˪ ˪˧˟˷˟ 

¶  ˸˶˧˴˧ ˸˰˟instance˪ ˫ˣ˵˧ˬˢ ˸˞ ˸˸˪ ˨˶˦˴ˮ ,-Shortcut. 

¶ Path π .˳˧˶ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞ ˳˟ˣ˵ˢ ˫ˣ˵˧ˬ 

¶ Description - s-Comment ˢ ˪˰ ˶˴˵ ˶˟˯ˢ)-Shortcut.( 

¶ Hotkey π Shortcut keyˢ ˨˶˰ ,-ASCII ) ˸ˣ˧˸ˣ˞ ˶ˣ˟˰ ˧˩ ˟˪ ˫˧˷˪ ˷˧ .˸ˡ˪˵ˬ˟ ˣ˸ˢ ˪˷Z-A ˸˸˪ ˷˧ (

ˢ ˨˶˰ ˸˞-ASCII ˟ ˸ˣ˞ˢ ˪˷-capital letter. 

# Imports  

from  os . path import  join  

import  winshell  

 

#Constants  

HOTKEY = 90 

 

def  main ():  

    # Creating the Shortcut o n my desktop.  

    Shortcut = winshell . Shortcut ( join ( winshell . desktop (),  "poc.lnk" ))  

     

    # Setting my target path.  

    Shortcut . path = r"C: \ Windows \ System32 \ cmd.exe"  

     

    # Adding description.  

    Shortcut . hotkey = HOTKEY 

     

    # Creating the Sh ortcut.  

    Shortcut . write ()  

     

if  __name__ == "__main__" :  

    main ()  
] ˶˴ˣ˧˷ ˦ˣ˷˲ ˡˣ˵˪ ˢˬˠˣˡShortcut3[

 

def  press_letter (letter):  

    # Saving the previous clipboard value.  

    prev_clipboard = clipboard.paste()  

    clipboard.copy(letter)  

 

    # Pressing  Ctrl + V.  

    control = keyboard.Controller()  

    control.press(keyboard.Key.ctrl)  

    control.press( "v" )  

    control.release( "v" )  

    control.release(keyboard.Key.ctrl)  

     

    # The print block is there because else python would run first  

    # the row  below and not the ctrl + v as we want.  

    print ""  

     

    # Restoring clipboard state.  

    clipboard.copy(prev_clipboard)  

 ˢˬˠˣˡ]ˡˣ˵˪ ˢˬˡˬ˷ ˢ˴˧˥˪ ˪˰ ˷˵ˬˢ
6
[ 
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ˢ˞˴ˣ˸˪ ˞ˬˠˣˡ 

 

 ˪˷ ˫ˣ˵˧ˬ ,˫˧˶˦ˬ˶˲ ˭ˣˠ˩ ˸ˣ˲˯ˣˮ ˸ˣˮˣ˩˸ ˸˸˪ ˪˩ˣˮ˷ ˭˟ˣˬ˩icon  ˡˣ˰ˣπ ˧ˣ˴˷ ˸ˣˮˣ˩˸ˢ ˪˟˞ ˪˧˰˪ ˣˮ

 ˧˸˴˶ˢ .ˢ˦˧˷ˢ ˷ˣˬ˧ˬ ˶ˣ˟˰ ˸ˣ˵˧˲˯ˬautoruns ˢ ˫˞ˢ ˸ˣ˞˶˪ ˪˧˟˷˟- Shortcut ˞˪ ˞ˣˢ ˨˞ ˢˢˣˤˬ

.ˢˢˣˤ 

 

 ˶ˣ˟˰ ˧˸˶˦˪˧˲]poc ˢ ˳˟ˣ˵ ˪˷ ˫˷ˢ)-Shortcut[( 
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 ˪˷ ˢ˴˶ˢˬ ˸ˣ˞˴ˣ˸ˢ ˣ˪˞ˣ ˳˶˩ ˯˲˸ˮ˷ ˳˟ˣ˵ˢ ˫˷ ˣˢˬ ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˬ ˧ˮ˞ ˫˞ ˵ˣˡ˟˪ ˧˸˧˴˶procexp x-

procmon: 

 

 ˪˷ ˢ˴˶ˢ]procmon π ˢ ˳˟ˣ˵ ˪˷ ˟˧˸ˮ / ˫˷ ˭˧˧ˣ˴ˬ ˞˪ ˭˞˩ ˫ˠ-Shortcut[ 

˟ ˰˧˲ˣˬ ˳˟ˣ˵ˢ ˫˞ˢ ˸ˣ˞˶˪ ˧˸˧˯˧ˮ ,˭˩ ˣˬ˩-Prefetchπ˟ˣ ˫˧-Registry: 

 

 ˪˷ ˢ˵˧ˡ˟]prefetchπ[˫˧ 

 ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩π ˢ ˳˟ˣ˵- Shortcut  ˸ˣ˰˴ˬ˞˟ ˟˪˷ ˫ˣ˷˟ ˢˢˣˤˬ ˞˪autorun ,procexp ,procmon  ˞˪ˣ

˟ ˞˴ˬˮ-registry ˵˧˸˟ ˣ˞ˢ ˸˧˧-Prefetchπ ˳˟ˣ˵ ,ˢ˪˥˸ˢ˟ ˭˧ˣ˴˷ ˣˬ˩˷ ˪˪ˠ˟ ˢ˶ˣ˵ ˢˤ ˶˟ˡ .˫˧Shortcut 

 ˫ˠˣ ˦ˣ˷˲ˢ ˷ˬ˸˷ˬˢ ˫ˠ˷ ˧˪˟ ˫˧˶˟ˡ ˳˧˶ˢ˪ ˪˩ˣˮ ˣˮ˥ˮ˞˷ ,˸˶ˬˣ˞ ˸˞ˤ .ˢ˴˶ˢ ˳˟ˣ˵˪ ˰˧˟˴ˬ ˵˶ ˞ˣˢ

 ˸ˣ˞˶˪ ˣ˪˩ˣ˧ ˢˡˬ˰ˢ ˪˷ ˢ˶˧˵˥ ˸˰˟ ˶˵ˣ˥π .˭˩ ˧ˮ˲˪ ˢ˦˧˷ˢ ˸˞ ˣ˶˧˩˧ ˫ˢ ˭˩ ˫˞ ˞˪˞ 
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˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ 

˸ˡ˟ˣ˰ ˢ˦˧˷ˢ ?˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶ˣ˵ ˢˬ ˪˟˞ ,˸ˣ˶ˡˢˮ ˸ˣ˞˴ˣ˸ ˸˵˲˯ˬˣ ˭˧ˣ˴ˬ  ˪˰ ˧˸˪˩˸˯ˢ ,˨˩ ˫˷˪

 ˪ˣˡˣˬˢwinshell  ˨˶˰ˢ ˶ˡˠˣˬ ˣ˟ ˫ˣ˵ˬˢ ˸˞ ˧˸˷˲˧˥ˣhotkey π  ˫˶ˣˠ˷ ˨˶˰ˢ ˪˰ ˢ˷˵ˢ˟˷ ˨˩˪

˳˶ˣ˧ ˳˟ˣ˵ˢ ˸ˡ˪˵ˬˢ: 

 

 ˨˶˰ˢ ˪˷ ˢ˶ˡˠˢ]óhotkeyô[ 

ˢ ˧ˢˬˣ ˣ˟ ˷ˣˬ˧˷ˢ ˰˴˟˸ˬ ˢ˲˧˞ ˧˸˵ˡ˟ ˨˶˰ˢ ˣˢˬ ˧˸˧˞˶˷ ˶˥˞˪ˢ ˧˴˟˵ ˸˞ ˸˶˴ˣ˧˷ ˢ˧˴˵ˮˣ˲-

Shortcut: 

 

 ˫˧˶˴ˣ˧ ˶˷˞˩ ˳˶˷ ˡˣ˵ˢ ˪˷ ˧˵˪˥ ˫ˣ˪˴˸]Shortcutώ 

 ˞˧ˢ ˸˞˶˵ˮˢ ˢ˧˴˵ˮˣ˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩CoCreateInstance4  ˪ˣˡˣˬˢˬpythoncom .Pythoncom  ˢˤ

 ˸˞˶˵ˮˢ ˢ˪˧˟˥ˢ ˨ˣ˸ˬ ˡ˥˞ ˪ˣˡˣˬpywin32  ˪ˣˬ ˵˷ˬˬ˸ˢ˪ ˣˡ˧˵˲˸˷ (˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˢ˶˩ˤˣˢ)

ˣ˧˴˵ˮˣ˲ ˸API. 

 ˢ˧˴˵ˮˣ˲ˢCoCreateInstance ˟ ˟˸˩ˮ˷ ˣˬ˩)-MSDN.˫˧ˣ˯ˬ ˠˣ˯˪ ˣ˪˷ ˨ˣ˧˷ˣ ˳˟ˣ˵ ˪˷ ˢ˶˧˴˧ ˪˰ ˸˧˞˶˥˞ ( 

?ˢˮˣˣ˩ˢ ˢˬ˪  ˠˣ˯ˬ ˳˟ˣ˵˩ ˣˮˣˬ˧˯ˣ ˳˟ˣ˵ ˪˷ ˪ˣ˥˸˞ ˪˰ ˸˧˞˶˥˞ ˢ˧˴˵ˮˣ˲ˢ ,ˣˮ˪˷ ˢ˶˵ˬ˟Shortcut. 

 ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˢˬˠˣˡCoCreateIntsance  ˶ˣ˴˧˪ ˪˧˟˷˟Shortcut: 

CoCreateIns tance(& , , ,  CLSID_ShellLink NULL CLSCTX_INPROC_SERVER

& , &pShellLink) ; IID_IShellLink

¶ CLSID_ShellLink -  ˸˞ ˠ˴˧˧ˬ˷ ˶ˡˠˣˬ ˨˶˰πsCLSID  ˪˩ ˶ˣ˟˰ ˡ˥ˣ˧ˬ ˢˢˤˬ)COM Object.( 

¶ CLSCTX_INPROC_SERVER -  ˳ˣ˶˧ ˳˧˶ˮ˷ ˡˣ˵ˢ ˧˩ ˭˧˧˴ˬ˷ ˨˶˰π˟context  ˪˷πsprocess .˧˥˩ˣˮˢ 

¶ IID_IShellLink -  ˠ˴˧˧ˬ˷ ˶ˡˠˣˬ ˨˶˰Interface ˢ ˶ˣ˟˰-ShellLink. 

¶ pShellLink - ˪ ˰˧˟˴ˬ-Shortcut .˶˴ˣˮ˷ 
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˷ˣˬ˧˷˫˧˧˶˷˲˞ ˫˧ 

¶ ˢ ˸˞ ˸˸˪ ,˶ˬ˞ˬ˟ ˫ˠˡˣˢ˷ ˣˬ˩ ,˶˷˲˞-Target .˪˧ˠ˶ ˢ˴˶ˢ ˳˟ˣ˵˩ ˳˟ˣ˵ˢ ˪˷ 

¶  ˸˸˪ ˫ˠ ˭˸˧ˮ˷ ˭˟ˣˬ˩DLL  ˫˰ ˣ˸ˣ˞ ˳˧˶ˢ˪ˣrundll32. 

¶ ˞ ˸˥˵˪ˣ ˶˸ˣ˧ ˫˧ˬ˩˥ˣ˸ˬ ˸ˣ˧ˢ˪ ˫˧˴ˣ˶ ˫˞˟ ˢˡˣ˵˲ ˸ˣ˷˰˪ ˶˷˲˞ ˢˬ˧ˡ˵ ˡ˥˞ ˡ˰˴ ˢ˦˧˷ˢ ˸-

PowerShell ˢ ˢ˸ˣ˞˷-Shortcut  ˸ˣˡˣ˵˲ ˸˸˪ ˭˟ˣˬ˩ ˫ˠ ˶˷˲˞ .ˣ˧˪˞ ˢ˞˧˶˵ ˰˴˟˸˸˷ ˫˰˲ ˪˩ ˳˧˶˧

-˟WMI ,CMD. 

 

ˢ˦˧˷ˢ ˪˷ ˸ˣ˷˪ˣ˥ˣ ˸ˣ˪ˣ˩˧ ˭ˡˬˣ˞ 

¶ ˸ˣ˞˷˶ˢ π  ˫ˠ ˷ˬ˷˪ ˢ˪ˣ˩˧ ˢ˦˧˷ˢ ˭˩˪ˣ ˷ˬ˸˷ˬˢ ˸˥˸ ˢ˴˶ ˢˮ˩ˣ˸ˢ ,˪˧ˠ˶ ˷ˬ˸˷ˬ ˪˷ ˸ˣ˞˷˶ˢ

-˩Privilege Escalation. 

¶ ˷˰˶ π  ˞˪ ˸ˣ˞ˬˠˣˡˢ ˭ˬ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˪˪˩˟ ˸˷˰ˣ˶ ˞˪ ˢ˦˧˷ˢprocmon  ˞˪ˣprocexp  ˣˢ˧ˤ

ˢ ˳˟ˣ˵ ˞ˣˢ ˢ˴˶ˢˢ ˶ˣ˵ˬ˷Shortcut. 

¶ ˸˪˰ˣ˸ π  ˢ˵ˤ˥ ˸ˣˡ˧˶˷ˣ ˣ˸˰˧ˡ˧ ˧˪˟ ˷ˬ˸˷ˬˢ ˧"˰ ˡˣ˵ ˸˴˶ˢ ˸ˮ˸ˣˮˣ ˢ˟˶ ˸˪˰ˣ˸ ˢ˞˧˟ˬ ˢ˦˧˷ˢ

.ˢ˸ˣ˞ ˸ˣ˪ˠ˪ ˡˣ˞ˬ ˢ˷˵˷ ˡˣ˞ˬ 

¶ ˢ˷˪ˣ˥ π  ˡ˧˥˧ˢ ˶˟ˡˢ ˭˩˪ˣ ˷˵ˣ˟ˬˢ ˣ˸ˢ ˟˸˩ˮ ˞˪ ˷˵ˬˢ ˪˰ ˢ˴˧˥˪ ˸˰˟˷ ˞ˣˢ ˟˪ ˫˧˷˪ ˷˧˷

.ˡˣ˷˥˧ ˞˪ ˷ˬ˸˷ˬˢ˷ ˧ˡ˩˟ ˣ˸ˢ ˸˞ ˟ˣ˸˩˪ ˧˞ˬ˴˰ ˭˲ˣ˞˟ ˢ˩˧˶˴ ˣˤˢ ˢ˦˧˷˟ ˸˷ˬ˸˷ˬ˷ ˢˮ˩ˣ˸ˢ 

 

 ˭ˣ˶˸˲ˢ 

 ˭˧˞˷ ˪˪ˠ˟ .ˢ˟ ˣ˷ˬ˸˷˧ ˡ˧˸˰˟ ˫˧˲˵ˣ˸˷ ˶˧˟˯ ˡˣ˞ˬ ˪˟˞ ˸˶˩ˣˬ ˞˪ ˢ˦˧˷ˢ ,˶ˬ˞ˬˢ ˫˯˶ˣ˲˷ ˧˸ˬ˪ ˭ˣ˩ˮ

ˢ ˸˞ ˪˦˟˪ ˸ˣ˶˷˲˞-"feature ˭˧˩ˢ˪ ˫ˠ ˧˪ˣ˞ˣ ˢ˦˧˷ˢ ˸˞ ˶ˣ˩ˤ˪ ˢ˰ˣˠˮ ˢˡˬ˰˪ ˢ˰ˠˢ ˸˰˟˷ ˳˧˪ˬˬ ˧ˮ˞ ,"

˵˶ˣ˯р  ˧˴˟˵ ˧˟˧˦˵˞ ˭˲ˣ˞˟ ˷˲˥ˬ˷Shortcut  ˧˪˰˟hotkey. 
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 ˫ˣ˩˧˯ 

 ˢˡˬ˰ˢ ˪˰ ˸ˣˤ˧˥˞ ˸˶˧˴˧˪ ˸ˣ˟˶ ˫ˣ˶˸˪ ˢ˪ˣ˩˧ˣ ˸˶˩ˣˬ ˞˪ ˞˧ˢ˷ ˢ˦˧˷ˢ ˸˞ ˱˧˴ˢ˪ ˶ˬ˞ˬ˟ ˟ˣ˷˥ ˧˪ ˢ˧ˢ

 ˞˟ ˞ˣˢ ˶˷˞˩ ˶˵ˣ˥ˢ ˪˷ ˫˧˧˥ˢ ˸˞ ˸ˣ˷˵ˢ˪ˣ ˢ˟˶ˢ ˸ˮ˸ˣˮ ˞˧ˢ˷ ˸˞ˤˢ ˢ˦˧˷˟ ˟ˢˣ˞ ˧ˮ˞˷ ˢˬ .ˢˡˬ˰˪

 .ˢ"ˬ ˪˷ ˢ˵ˣˬ˰ ˢˮ˟ˢ ˣ˞ ˸ˣˡ˥ˣ˧ˬ ˸ˣ˞˷˶ˢ ˧˪˟ˬ ˶ˡˢˮ ˯ˣ˯˧˟ˣ ˸ˣ˧ˣ˶˷˲˞ 

 ˫˞ ˰ˡˣ˧ ˞˪ ˧ˮ˞Microsoft ˢ ˸˞ ˣˮ˷˧-"feature"  ˣˢˬˣ ˡˡˣ˟ ˷˵ˬ ˵˶ ˸˸˪ ˶˷˲˞ ˢ˧ˢ˧ ˞˪˷ ˨˩ ˢˤˢ

˷ ˰ˠ˶ˢˬ ˪˥ˢ˷ ˵˲˯ ˭˧˞˷ ˰ˡˣ˧ ˧ˮ˞ ,ˢ˦˧˷˪ ˭˸ˮ˧˧˷ ˧˸ˮˠˢˢ ˭ˣ˶˸˲ˢ ˫ˣ˯˶˲ˢ ˸˞ ˪˟˵˸ ˸˞ˤˢ ˢ˦˧˷ˢ

.˵˥˷ˬˢ ˸˞ ˢˮ˷˸ ˞˧ˢ ˢ˪ ˰˧ˠˬ˷ 

 

  ˢ˧˲˶ˠˣ˧˪˟˧˟ 

м :ˢˮˣ˷˞˶˪ ˢˮ˧ˣ˴ ˢ˦˧˷ˢ˷ ˠˣ˪˟˪ ˶ˣ˷˧˵ 

http://www.hexacorn.com/blog/2015/03/13/beyond-good-ol-run-key-part-29/ 

н  ˱ˡ˪ ˶ˣ˷˧˵pip  ˪ˣˡˣˬˢ ˪˷winshell: 

https://pypi.org/project/winshell/ 

о ˢ ˱ˡ˪ ˶ˣ˷˧˵-Github ˪ ˧˪˷-POC :ˢ˦˧˷˪ 

https://github.com/Idov31/hotkey_exploitation/blob/master/poc.py 

п  ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˶˟˯ˢ˪ ˶ˣ˷˧˵CoCreateInstance: 

https://docs.microsoft.com/en-us/windows/win32/api/combaseapi/nf-combaseapi-

cocreateinstance 

р ˢ ˱ˡ˪ ˶ˣ˷˧˵-Github ˢ ˫˰ ˧˪˷-scanner :ˢ˦˧˷ˢ ˸˞ ˞ˣ˴ˬ˪ ˡ˰ˣˮ˷ 

https://github.com/Idov31/hotkey_exploitation/blob/master/scanner.py 

 

 6 ˢ ˱ˡ˪ ˶ˣ˷˧˵-Github :˫˧˧ˣ˯ˬ ˷˵ˬ ˪˰ ˢ˴˧˥˪ ˢˬˡˬ˷ ˡˣ˵˪ ˧˪˷ 

https://github.com/Idov31/hotkey_exploitation/blob/master/listener.py 

  

http://www.hexacorn.com/blog/2015/03/13/beyond-good-ol-run-key-part-29/
https://pypi.org/project/winshell/
https://github.com/Idov31/hotkey_exploitation/blob/master/poc.py
https://docs.microsoft.com/en-us/windows/win32/api/combaseapi/nf-combaseapi-cocreateinstance
https://docs.microsoft.com/en-us/windows/win32/api/combaseapi/nf-combaseapi-cocreateinstance
https://github.com/Idov31/hotkey_exploitation/blob/master/scanner.py
https://github.com/Idov31/hotkey_exploitation/blob/master/listener.py
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Windows Notify Routine Internals 

) ˳˩ ˶ˬˣ˰ ˸˞ˬm4gnum( 

 

ˢˬˡ˵ˢ 

 ˸ˣ˶˧˴˧ ,˫˧ˡ˶˸ ˸ˣ˶˧˴˧ ˣˬ˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧˲˧˴˲˯ ˸ˣ˪ˣ˰˲ ˶˥˞ ˟ˣ˵˰˪ ˫˧˩˧˶˴ ˫˧˟˶ ˫˧˶˟˧˧˶ˡ

 ˪˷ ˢˮ˧˰˦ ,˫˧˩˧˪ˢ˸DLL-˟ ˷ˣˬ˧˷ ,˫˧˶˟˧˧˶ˡˣ ˫˧-registry  ˪˷ ˶˸ˣ˧ ˸ˣˬˡ˵ˣˬ ˸ˣ˞˯˶ˠ˟˷ ˡˣ˰˟ .'ˣ˩ˣ

Windows  ˸˶ˤ˰˟ ˸ˣ˪˵˟ ˷ˬˣˬˬ ˢ˧ˢ ˢˤˢ ˟˵˰ˬˢSSDT Hooking ˷ ˤ˞ˬ ,˸ˣˬˣˡ ˸ˣ˵˧ˮ˩˦ ˣ˞-

Patchguard  ˧ˬ˷˶ ˵˷ˬˬ ˵˲˯˪ ˣ˦˧˪˥ˢ ˦˲ˣ˯ˣ˶˵˧˧ˬ˟ ˭˩˪ˣ ,˭˧˦ˣ˪˥˪ ˣ˵˥ˬˮ ˢ˪˞ˢ ˸ˣ˦˧˷ˢ ˢˮˣˬ˸˪ ˯ˮ˩ˮ

 ˢˤˢ ˭ˣˮˠ˯˟ ˸ˣ˪ˣ˰˲ ˶˥˞ ˟˵˰ˬ˪- Callbacks x-Notify Routines:˸ˣ˞˟ˢ ˸ˣ˧ˠˣ˯˟ ˵ˣ˯˰˞ ˢˤ ˶ˬ˞ˬ˟ . 

¶  ˫ˢˬNotify Routines / Callbacks? 

¶  ˡ˴˧˩EDR-ˣ ˫˧-AV-?ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˪˷ ˧ˣˢ˧ˤ˪ ˫ˢ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫˧ 

¶  ˡ˴˧˩Notify Routines ?˫˷ ˢ˶ˣ˵ ˸ˬ˞˟ ˢˬ ?˫˧ˡ˟ˣ˰ 

¶ ˟ ˫˧˷ˣˬ˧˷ ˭˧˟ ˭˶˩ˮ˯ˬ ˪ˮ˶˵ˢ ˡ˴˧˩-Notify Routines˟ ˷ˣˬ˧˷ ˷˧ ˫˞ˢ?-Locks ?˪˪˩˟ 

¶ ˢ ˪˩ ˪˰ ˢ˧˴˶ˬˣˮ˞ ˰˴˟˪ ˭˸˧ˮ ˡ˴˧˩-Notify Routines ?˸˩˶˰ˬ˟ 

¶  ˰˴˟˪ ˭˸˧ˮ ˡ˴˧˩Hooking  ˪˰Notify Routines ? 

 

 ˞˴ˣ˧ ˧ˮ˞ .ˢˤ ˶ˬ˞ˬ˪ ˢ˰ˠˢ˟ ˧˪˷ ˸ˣ˥ˮˢˢ ˸˞ ˭˧˧˴˞ ˧ˮ˞ ˨˞ ,ˢˤ ˶ˬ˞ˬ˟ ˢˮ˰˞ ˣ˪˪ˢ ˸ˣ˪˞˷ˢ ˪˩ ˪˰

 ˸˞ ˶˧˩ˬ ˰˴ˣˬˬˢ ˞˶ˣ˵ˢ˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬWindows  ,(ˡˣˬ˶ˤˣ˧ ˪˷ˣ ˫˧˦˲˯ˮˣ˵ ˪˷ ˢ˶˩ˢ) ˸˧˯˧˯˟ ˢˬ˶˟

˟ ˞˧˵˟-C  ˧˪˟ˬ˯˞ˣx86˟ ˦˰ˬˣ ,-C++  ˫ˣ˷ ˸ˣ˷˰˪ ˡˬˣ˰ ˞˪ ˧ˮ˞)C++ Magic˩ ˣˬ˩ .( ˢ˧ˢ˧˷ ˟˷ˣ˥ ˧ˮ˞ ,˭

 ˧ˣ˷˰˷ ˶˟ˡ ˪˩ ˶˧˟˯ˢ˪ ˪ˡ˸˷˞˷ ˸ˣ˶ˬ˪) ˫˧˶˟˧˧˶ˡ ˥ˣ˸˧˲˟ ˫˧ˣ˯ˬ ˰˵˶ ˫˰ ˶ˬ˞ˬˢ ˸˞ ˭˧˟ˢ˪ ˪˵ ˶˸ˣ˧

 ˶ˬ˞ˬˢ ˪˰ ˳˧˪ˬˬ ,(˶ˣ˶˟ ˞˪ ˸ˣ˧ˢ˪ˢˤˢ. 

  

https://www.codeproject.com/Articles/9504/Driver-Development-Part-1-Introduction-to-Drivers
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 ˫ˢˬNotify  Routines / Callbacks? 

 ˪˷ ˫˧˧˦˧˶˵ ˫˧˰ˣ˶˧˞ ˶˥˞ ˟˵˰ˬ˪ ˫˧˶˟˧˧˶ˡ ˶ˣ˟˰ ˧ˬ˷˶ ˵˷ˬˬ ˵˲˯ˬ ˪ˮ˶˵ˢ ,˭˩˪ ˫ˡˣ˵ ˧˸ˮ˧˧˴˷ ˧˲˩

 ˪˷ ˵˷ˬˬˢ ˞ˣˢ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬNotify Routines / Callbacks ˫˧˥ˮˣˬ˟ ˢˤ ˶ˬ˞ˬ˟ ˷ˬ˸˷˞ .Notify 

Routines x-Callbacks .˫˧˲ˡ˶ˮ ˫˧ˠ˷ˣˬ ˶ˣ˸˟ ˭˧ˠˣ˶˧˯˪ 

 ˭ˣˣˠˬ:˭ˣˠ˩ ,ˢˤ˩˷ ˵˷ˬˬ ˫˧˵˲˯ˬ ˪ˮ˶˵ˢ ˪˷ ˫˧˟˧˩˶ 

¶  ˫˧ˡ˶˸ˢˣ ˫˧˩˧˪ˢ˸ˢ ˪ˢˮˬ-  ˵˲˯ˬNotify Routines  ,˫˧ˡ˶˸ ˸˶˧˴˧ ,˫˧˩˧˪ˢ˸ ˸˶˧˴˧ ˪˷ ˫˧˰ˣ˶˧˞ ˪˰

 ˸ˮ˧˰˦ˣImages ˟ ˷ˣˬ˧˷˟-PsSetCreateProcessNotifyRoutine, PsSetCreateThreadNotifyRoutine 

-xPsSetLoadImageNotifyRoutine. 

¶ ˧˲ˮˣ˵ˢ ˪ˢˮˬ ˢ˧˴˶ˣˠ-  ˵˲˯ˬCallbacks ˟ ˫˧˰ˣ˶˧˞ ˪˰-Registry ˟ ˷ˣˬ˧˷˟-CmRegisterCallback. 

¶  ˫˧˦˵˧˧˟ˣ˞ˢ ˪ˢˮˬ-  ˵˲˯ˬCallbacks  ˪ˣ˲˩˷ˣ ˸˶˧˴˧ ˧˰ˣ˶˧˞ ˪˰Handles ˟ ˷ˣˬ˧˷˟-

ObRegisterCallbacks. 

¶ ... 

˟ ˵ˬ˰˸˞ ˢˤˢ ˶ˬ˞ˬ˟-Callbacks ˣ˶ˬ˪) ˶˸ˣ˧˟ ˫˧˴ˣ˲ˮˢ ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧ˡ˶˸ˢˣ ˫˧˩˧˪ˢ˸ˢ ˪ˢˮˬ ˪˷ ˸

ˢ ˶˞˷˪ ˡˣ˞ˬ ˫˧ˬˣˡ ˫ˢ ˸˧ˮˣ˧˰˶ ˨˞ ,(˸ˣ˥˲ ˞˪ ˫˧˧˷ˣˬ˧˷ ˶˞˷ˢ ˫ˠ˷-Callbacks  ˸ˣˮ˵˯ˬˢ ˭˩˪ˣ ,˪ˮ˶˵˟

ˢ ˧ˠˣ˯ ˶˞˷ ˪˰ ˫ˠ ˸˶˥˞ ˣ˞ ˣˤ˩ ˢ˶ˣ˴˟ ˸ˣˬ˷ˣ˧ˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˶ˬ˞ˬˢˬ-Callbacks. 

Callbacks ˨˧˪ˢ˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˪˷ 

 ˸˶ˡˠˢ˪ ˵˷ˬˬˢCallback- ˞ˣˢ ˨˧˪ˢ˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˪˷ ˫˧PsSetCreateProcessNotifyRoutine  ˭˩ˣ)

 ˸ˣ˞˯˶ˠEx x-Ex2 ˪ ˰ˡ˧ˬ ˶˸ˣ˧ ˦˰ˬ ˸ˣ˵˲˯ˬ˷-Callback  .(˶˸ˣ˧ ˫˧˧˲˧˴˲˯ ˫˧˰ˣ˶˧˞ ˸˶ˡˠˢ ˸ˣ˶˷˲˞ˬˣ

:˞˧ˢ ˣ˪˷ ˢˬ˧˸˥ˢ 

NTSTATUS PsSetCreateProcessNotifyRoutine (  

  PCREATE_PROCESS_NOTIFY_ROUTINE NotifyRoutine ,  

  BOOLEAN                        R emove 

);  

 ˦ˮˬˣˠ˶˞˟NotifyRoutine ˢ ˪˷ ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˶˟˰ˣˬ-Callback  ˠˣ˯ˬ)PCREATE_PROCESS_ 

NOTIFY_ROUTINE ˦ˮˬˣˠ˶˞˟ˣ ,(Remove ˢ ˸˞ ˵ˣ˥ˬ˪ ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˫˞ˢ ˭˧ˣ˴ˬ-Callback  .ˣ˸ˣ˞ ˶ˣ˴˧˪ ˣ˞

 ˪˷ ˢ˶ˡˠˢˢPCREATE_PROCESS_NOTIFY_ROUTINE :ˣˤ˩ ˞˧ˢ 

PCREATE_PROCESS_NOTIFY_ROUTINE PcreateProcessNotifyRoutine ;  

 

void  PcreateProcessNotifyRoutine (  

  HANDLE ParentId ,  

  HANDLE ProcessId ,  

  BOOLEAN Create  

)  

{...}  
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 ˦ˮˬˣˠ˶˞˟ParentId ˢ ˶˟˰ˣˬ-pid  ˦ˮˬˣˠ˶˞˟ ,˷ˡ˥ˢ ˨˧˪ˢ˸ˢ ˸˞ ˶˴˧˷ ˨˧˪ˢ˸ˢ ˪˷ProcessId  ˶˟˰ˣˬ

-spid  ˦ˮˬˣˠ˶˞˟ˣ ,˷ˡ˥ˢ ˨˧˪ˢ˸ˢ ˪˷Create  ˫ˣ˧˯ ˪˷ ˣ˞ ˨˧˪ˢ˸ ˸˶˧˴˧ ˪˷ ˰ˣ˶˧˞˟ ˶˟ˣˡˬ ˫˞ˢ ˭˧ˣ˴ˬ

.˨˧˪ˢ˸ 

Callbacks ˡ˶˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˪˷ 

 ˸˶ˡˠˢ˪ ˵˷ˬˬˢNotify Routines  ˞ˣˢ ˡ˶˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˪˷PsSetCreateThreadNotifyRoutine  ˭˩ˣ)

 ˸˯˶ˠEx :˞˧ˢ ˣ˪˷ ˢˬ˧˸˥ˢ .(˶˸ˣ˧ ˫˧˧˲˧˴˲˯ ˫˧˰ˣ˶˧˞ ˶˧ˡˠˢ˪ ˸˶˷˲˞ˬ˷ 

NTSTATUS PsSetCr eateThreadNotifyRoutine (  

  PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine  

);  

-˟NotifyRoutine ˢ ˸˧˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˶˟˰ˣˬ-Callback ˠˣ˯ˬ ,PCREATE_THREAD_NOTIFY_ROUTINE ,

:˨˩ ˶ˡˠˣˬ˷ 

PCREATE_THREAD_NOTIFY_ROUTINE PcreateThreadNotifyRoutine ;  

 

void  PcreateThreadNotifyRo utine (  

  HANDLE ProcessId ,  

  HANDLE ThreadId ,  

  BOOLEAN Create  

)  

{...}  

 ˦ˮˬˣˠ˶˞˟ProcessId ˢ ˶˟˰ˣˬ-pid  ˦ˮˬˣˠ˶˞˟ ,ˡ˶˸ˢ ˶˴ˣˮ ˣ˩ˣ˸˟˷ ˨˧˪ˢ˸ˢ ˪˷ThreadId ˢ ˶˟˰ˣˬ-tid 

 ˦ˮˬˣˠ˶˞ˢˣ ,ˢ˸˰ ˶˴ˣˮ˷ ˡ˶˸ˢ ˪˷Create .ˡ˶˸ ˫ˣ˧˯ ˣ˞ ˸˶˧˴˧ ˪˷ ˰ˣ˶˧˞ ˣˢˤ ˫˞ˢ ˡ˧˰ˬ 

 ˪˷ ˢ˵˧˥ˬ˪ ˵˷ˬˬˢNotify Routines :˞ˣˢ ˡ˶˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˪˷ 

PsRemoveCreateThreadNotifyRoutine: 

NTSTATUS PsRemoveCreateThreadNotifyRoutine (  

  PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine  

);  

-˟NotifyRoutine ˢ ˸˧˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˫˸˯ˢ ˭ˬ ˶˟˰ˣˬ-Callback .˭˩˪ ˫ˡˣ˵ ˢ˶ˡˠˣˢ˷ 

 

Callbacks ˰˦ ˪˷ ˸ˮ˧Image 

 ˸˶ˡˠˢ˪ ˵˷ˬˬˢNotify Routines  ˸ˮ˧˰˦ ˪˷Image  ˞ˣˢPsSetLoadImageNotifyRoutine  ˸˯˶ˠˣ)Ex 

 ˪ˠˡˢ ˸˞ ˶˧˟˰ˢ˪ ˸˶˷˲˞ˬ˷PS_IMAGE_NOTIFY_CONFLICTING_ARCHITECTURE  ˪˟˵˪ ˨˩ˣ

 ˪˷ ˢˮ˧˰˦ ˪˰ ˫ˠ ˸ˣ˧˴˵˧˲˧˦ˣˮImages  ˣˤ .(ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸˧˟˧˦˧˧ˮˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢˬ ˞˪˷

ˬ˧˸˥ˢ ˪˷ ˢPsSetLoadImageNotifyRoutine: 

NTSTATUS PsSetLoadImageNotifyRoutine (  

  PLOAD_IMAGE_NOTIFY_ROUTINE NotifyRoutine  

);  
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 ˦ˮˬˣˠ˶˞˟NotifyRoutine  ˸˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˶˟˰ˣˬCallback ˠˣ˯ˬ ,ROUTINE_NOTIFY_IMAGE_PLOAD: 

PLOAD_IMAGE_NOTIFY_ROUTINE PloadImageNotifyRoutine ;  

 

void  PloadImageNotifyRoutine (  

  PUNICODE_STRING FullImageName ,  

  HANDLE ProcessId ,  

  PIMAGE_INFO ImageInfo  

)  

{...}  

 ˦ˮˬˣˠ˶˞˟FullImageName ˢ ˫˷ ˶˟˰ˣˬ-image ˟ ,ˢˮ˰˦ˮ˷-ProcessId  ˣ˧˪˞˷ ˨˧˪ˢ˸ˢ ˫˷ ˶˟˰ˣˬ

ˢ ˢˮ˰˦ˮ-Image˟ˣ ,-ImageInfo  ˠˣ˯ˬ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˶˟˰ˣˬIMAGE_INFOˢ ˪˰ ˟˥˶ˮ ˰ˡ˧ˬ ˪˧˩ˬˢ ,-

Image :ˢˮ˰˦ˮ˷ 

typedef struct  _IMAGE_INFO {  

  union {  

    ULONG Properties ;  

    struct  {  

      ULONG ImageAddressingMode :  8;  

      ULONG SystemModeImage :  1;  

      ULONG ImageMappedToAllPids :  1;  

      ULONG ExtendedInfoPresent :  1;  

      ULONG MachineTypeMismatch :  1;  

      ULONG ImageSignatureLevel :  4;  

      ULONG ImageSignatureType :  3;  

      ULONG ImagePartialMap :  1;  

      ULONG Reserved :  12;  

    };  

  };  

  PVOID  ImageBase ;  

  ULONG  ImageSelector ;  

  SIZE_T ImageSize ;  

  ULONG  ImageSectionNumber ;  

}  IMAGE_INFO,  * PIMAGE_INFO;  

 ˡ˴˧˩˟ ˸˰˩ ˵ˣ˯˰ˮ ,˵˲ˣ˯ˬ˷ ˵˷ˬˬˢ ˸˞ ˢ˶˴˵˟ ˣˮ˶˵˯˷ ˶˥˞˪EDR-ˣ ˫˧-AV- ˣ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫˧

.ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˪˷ ˧ˣˢ˧ˤ˪ 

 

 ˡ˴˧˩EDR-˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫˧-Callbacks ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˪˷ ˧ˣˢ˧ˤ˪? 

ˢ ,˭˩˟ˣ-Callbacks ˪ ˫˧˶˷˲˞ˬ-EDR-˧ ˡ˴˧˩ ˭˧˟ˢ˪ ˨˧˶˴ ˨˞ ,˸˩˶˰ˬˢ ˪˷ ˸ˣ˪˧˰˲ˢ ˪˰ ˟˶ ˰ˡ˧ˬ ˪˟˵˪ ˫

ˢ ,˭˩ ˣˬ˩ .˸ˣˮ˵˯ˬ ˣˮˬˬ ˵˧˯ˢ˪ ˫˧˪ˣ˩˧ ˫ˢ-Callbacks ˪ ˫˧˶˷˲˞ˬ-EDR- ˫˧˶˟ˡ ˭ˣˣˠˬ ˸ˣ˷˰˪ ˫˧

.˧˸ˮ˧˧˴˷ ˫˧˶˟ˡ˪ ˸ˣ˞ˬˠˣˡ ˧˸˷ ˸˰˩ ˶ˣ˵˯˞ .˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˪˰ ˶˸ˣ˧ ˡˣˬ˴ ˟˵˰ˬ ˫˧˶˷˲˞ˬ˷ 
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 ˸˶˧˴˧ ˧ˣˢ˧ˤRemote Thread 

˭ˣ˧˰˶ˢ  ˪˷Process Injection  ˶ˣ˶˟ ˧ˡ-  ˫˧˶˥˞ ˫˧˩˧˪ˢ˸ ˨ˣ˸˟ ˡˣ˵ ˳˧˶ˢ˪ ˡˣ˞ˬ ˸ˣ˟ˢˣ˞ ˸ˣ˟˶ ˸ˣ˵ˤˣˮ

 ˸˧˯˥˧ ˞˧ˢ˷ ˢ˶ˣ˴˟ ˧ˮˣˡˤ ˸ˣ˧ˢ˪ ˧ˣ˷˰˷ ˡˣ˵ ˳˧˶ˢ˪ ˨˶ˡ˩Stealthy ˸˥˞ .˭ˢ˪˷ ˧ˣˢ˧ˤ ˰ˣˮˬ˪ ˨˶ˡ˩ˣ ,

ˣˡˣ˞˯˲) ˨˩ ˸˧˞˶ˮ ˸˞ˤ ˸ˣ˷˰˪ ˶˸ˣ˧˟ ˸ˣ˧˯˧˯˟ˢˣ ˸ˣ˧˯˞˪˵ˢ ˸ˣ˦˧˷ˢ-:(ˡˣ˵ 

HANDLE process_han dle = OpenProcess ( PROCESS_ALL_ACCESS,  ...);  

 

LPVOID remote_shellcode = VirtualAllocEx ( process_handle ,  ...,  

sizeof ( shellcode ),  ...,  PAGE_EXECUTE_READWRITE);  

 

WriteProcessMemory ( process_handle ,  remote_shellcode ,  shellcode ,  ...);  

 

HANDLE thread_handle = Creat eRemoteThread ( process_handle ,  ...,  

( LPTHREAD_START_ROUTINE)  remote_shellcode ,  ...);  

 

WaitForSingleObject ( thread_handle ,  INFINITE );  

 

VirtualFreeEx ( process_handle ,  remote_shellcode ,  ...);  

 ˫˧˥˸ˣ˲ ˣˮ˞ ,ˣˤ ˢ˦˧˷˟ ,˪˰ˣ˲˟Handle  ˵˧˶ˤˢ˪ ˢ˴˶ˮ ˣ˧˪˞ ˨˧˪ˢ˸˪Shellcode , ˭ˣ˶˩ˤ ˫˧˴˵˪˞ˬ

Executable ˢ ˪ˡˣˠ˟-Shellcodeˢ ˸˞ ˫˧˟˸ˣ˩ ,-Shellcode  ˳˧˶˧˷ ˨˧˪ˢ˸˟ ˡ˶˸ ˫˧˶˴ˣ˧ ˭˩ˬ ˶˥˞˪ˣ ,ˣ˧˪˞

ˢ ˸˞-Shellcode ˸˞ ˶˧ˤ˥ˮˣ ,˳ˣ˶˪ ˫˧˧˯˧ ˡ˶˸ˢ˷ ˡ˰ ˭˧˸ˬˮ ,ˢ˵˶ˤˢˢ ˧ˮ˲˪ ˟˴ˬ˪ ˟˴ˬˢ ˸˞ ˶˧ˤ˥ˢ˪ ˧ˡ˩ .

.ˣˮ˧˴˵ˢ˷ ˭ˣ˶˩ˤˢ ˪˩ 

˸ˣ˦˧˷ˢ ˶˞˷ ˪˷ ˣˬ˩) ˣˤ ˢ˦˧˷ ˪˷ ˞˪ˬˢ ˷ˣˬ˧ˬˢ (˶ˬ˞ˬ˟  ˞˴ˬˮ˭˞˩ ˫˰ ˢˤ ˷ˣˬ˧ˬ ˸˞ ˵ˣˡ˟ˮ .

Shellcode  ˳˧˲˵ˬ˷calc  ˨ˣ˸˪ ˵˧˶ˤˢ˪ ˢ˯ˮˮˣnotepad: 

 

https://github.com/omerk2511/NotifyRoutinesResearch/tree/master/RemoteThreadShellcodeInjection
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 ˢˮˣ˩ˬ ˣˮ˶˴˧˷ ˡ˶˸ˢRemote Thread˳ˣ˶˪ ˡ˰ˣ˧ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ ,  ˭ˣˣˠˬ˟ .˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˞˪ ˞ˣˢ˷ ˨˧˪ˢ˸˟

˪ ˢ˞˧˶˵ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˵˶ˤˢ ˸ˣ˦˧˷-CreateRemoteThread ˡˣ˞ˬ ˢ˵ˤ˥ ˢ˧˴˵˧ˡˮ˧˞ ˟ˣ˶˪ ˞˧ˢ ˣˤ˩ ˢ˞˧˶˵ˣ ,

 ˸˶ˤ˰˟ ˸˞ˤ ˢ˷ˣ˰˷ ˶˟˧˧˶ˡ ˟ˣ˸˩ˮ .ˣˤˢ ˢ˞˧˶˵ˢ ˸˞ ˸ˣˢˤ˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˣˮ˧˪˰ ˭˩˪ ,˸˧ˮˣˡˤ ˸ˣˠˢˮ˸ˢ˪

Routines Notify˶˲ˬ ˪˧ˠ˶˸ ˢˤ˷ ˸˰˩ ˭˧˧˴˞ . ˵у  ˭˧ˣ˴ˬˢ ˶˲˯˟Programming Kernel Windows  ˪˷

˟ˣ ˫˧˶˟˧˧˶ˡ ˥ˣ˸˧˲˟ ˫˧ˮ˧˧ˮ˰˸ˬ ˫˸˞ ˫˞ ˣ˸ˣ˞ ˞ˣ˶˵˪ ˡˣ˞ˬ ˳˧˪ˬˬ ˧ˮ˞ˣ ,'˳˧˟ˣ˲˧˯ˣ˧ ˪˟˞˲-Windows 

Internals. 

 ˪˷ ˢ˶˧˴˧ ˸ˣˢˤ˪ ˪˩ˣˮ ˡ˴˧˩ ,ˣˬ˴˰ ˪˧ˠ˶˸˪ ˢ˶ˤ˥˟ˣRemote Threads ˷˞˶˪ ˧˪ ˢ˪ˣ˰˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ ?

˟ ˷ˣˬ˧˷ ˢˤ ˧˪˪˩ ˭˲ˣ˞˟ ˫˧ˡ˶˸ ˪˷ ˢ˶˧˴˧ ˪˰ ˟˵˰ˬ ˪˰ ˫˧˶˟ˡˬ˷˩-Create Thread Notify Routines .

˪ ˢ˞˧˶˵˟ ˫˧˪˟˵ˬ ˣˮ˞ ˢˬ ˪˰ ˟ˣ˷ ˶ˣˤ˥ˮ ˣ˞ˣ˟-Callback :ˣˮˬ˷˶˷ 

PCREATE_THREAD_NOTIFY_ROUTINE PcreateThreadNotifyRoutine ;  

 

void  PcreateTh readNotifyRoutine (  

  HANDLE ProcessId ,  

  HANDLE ThreadId ,  

  BOOLEAN Create  

)  

{...}  

ˢ ˪˰ ˰ˡ˧ˬ ˵˶ˣ ˨˞ ˫˧˪˟˵ˬ ˣˮ˞ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-pid ˢ ˪˰ˣ ,ˡ˶˸ˢ ˶˴ˣˮ ˣ˟˷ ˨˧˪ˢ˸ˢ ˪˷-tid  ˪˷

 ˸ˣˣ˷ˢ˪ ˪˩ˣˮ ˨˩ ˭˩˷ ,ˡ˶˸ˢ ˸˞ ˶˴˧˷ ˨˧˪ˢ˸ˢ ˧ˬ ˭˧˟ˢ˪ ˪˩ˣˮ ˡ˴˧˩ ˞˧ˢ ˭˞˩ˬ ˢ˪ˣ˰˷ ˢ˪˞˷ˢ .ˡ˶˸ˢ ˭˧˟

-spid ˟ ˣˮ˪˟˧˵˷-callback ˢ ˭˧˟˪-pid ˟ ˶˟ˣˡˬ ˫˞ˢ ˸ˣ˪ˠ˪ˣ ,˶˴˧˷-remote thread ˪˧˥˸ˬ ˧ˮ˞ ,˭˩˪ .

 ˡˣ˞ˬ ˶ˢˬ ˰˧ˠˬˣ ,˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ ˡ˴˧˩ ˦˰ˬ ˶ˣ˵˥˪ ˡˣˬ˰˪MSDN  ˪˷

ROUTINE_NOTIFY_THREAD_PCREATE:ˢ˞˟ˢ ˢ˶˰ˢˢ ˸ˮ˧ˣ˴ˬ ˣ˟ , 

When a thread is created, the thread-notify routine runs in the context of the thread that created 

the new thread. When a thread is deleted, the thread-notify routine runs in the context of this 

thread when the thread exits. 

˪ ˢ˞˧˶˵ ˰˴˟˪ ˦ˣ˷˲ ˪˩ˣˮ ,ˡ˶˸ˢ ˸˞ ˶˴˧˷ ˨˧˪ˢ˸ˢ ˧ˬ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰˷ ˭˧˟ˢ˪ ˭˸˧ˮ ,˭˞˩ˬ- 

PsGetCurrentProcessId ˢ ˸˞ ˪˟˵˪ˣ-pid  ˭ˬˤ˟ ˣ˪˷ ˦˯˵˦ˮˣ˵˟ ˫˧˞˴ˬˮ ˣˮ˞˷ ˫ˣ˷ˬ ,˶˴ˣ˧ˢ ˨˧˪ˢ˸ˢ ˪˷

ˢ ˸˴˶ˢ-callback. 

ˢˤ˪ ˪˩ˣˮ ˡ˴˧˩ ˣˮ˟ˢ ˢ˩ ˡ˰ ˤ˞ ˪˷ ˢ˶˧˴˧ ˸ˣRemote Threads ˸˥˞ ˢ˧˰˟ ˣˮ˪ ˷˧ ˨˞ ,-  .˫˧˷ˡ˥ ˫˧˩˧˪ˢ˸

˟ ˶˴ˣˮ ˷ˡ˥ ˨˧˪ˢ˸˷˩-Windows ˢ˶ˣ˞˩˪ ˞ˣˢˣ ,˧˷˞˶ˢ ˡ˶˸ˢ ˫ˠ ˶˴ˣˮ ,Remote Thread ˫ˣ˷ˬ ,

 ˪˪ˠ˟ ?ˣˤ ˢ˧˰˟ ˫˰ ˡˡˣˬ˸ˢ˪ ˪˩ˣˮ ˡ˴˧˩ .˷ˡ˥ˢ ˨˧˪ˢ˸ˢ ˸˞ ˶˴ˣ˧˷ ˨˧˪ˢ˸ˢ ˞ˣˢ ˣ˸ˣ˞ ˶˴ˣ˧˷ ˨˧˪ˢ˸ˢ˷

˟ ˷ˣˬ˧˷˟˷-PsSetCreateProcessNotifyRoutineEx  ˥˧ˮˢ˪ ˪ˣ˩˧ ˧ˮ˞ ,˨˧˪ˢ˸ˢ ˸˶˧˴˧ ˸˞ ˰ˣˮˬ˪ ˢ˧˴˲ˣ˞ ˷˧

 ˨˧˪ˢ˸ ˪˷ ˢ˶˵ˬ˟ ˡ˶˸ ˸˶˧˴˧ ˪˰ ˸ˣ˧˴˵˧˲˧˦ˣˮ ˧ˮ˲˪ ˸ˣ˞˶˵ˮ ˨˧˪ˢ˸ ˸˶˧˴˧ ˪˰ ˸ˣ˧˴˵˧˲˧˦ˣˮ˷ ˟˶ ˭ˣ˥˦˟˟

 ˸˶ˤ˰˟ ˫˧˷ˡ˥ˢ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˪˰ ˰ˡ˧ˬ ˶ˣˬ˷˞ ˢ˟˷ ˢˮ˦˵ ˢˬ˧˷˶˟ ˷ˬ˸˷ˢ˪ ˪˩ˣ˞ ˨˩ˣ ,˷ˡ˥Create 

Process Notify Routine˟ˣ ,-callback  ˦˧˪˥˞ˣ ,˭˷˧ ˣ˞ ˷ˡ˥ ˢˤˢ ˨˧˪ˢ˸ˢ ˫˞ˢ ˵ˣˡ˟˞ ˡ˶˸ ˸˶˧˴˧ ˪˷

 ˸˶˧˴˧ ˭˩˞ ˣˤ˷ ˣ˞ ˷ˡ˥ ˨˧˪ˢ˸˟ ˧˷˞˶ ˡ˶˸ ˸˶˧˴˧ ˫˸˯ ˧ˢˣˤ ˫˞ˢ ˫˞˸ˢ˟remote thread. 

https://leanpub.com/windowskernelprogramming
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nc-ntddk-pcreate_thread_notify_routine
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nc-ntddk-pcreate_thread_notify_routine
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ˢ ˧ˣˢ˧ˤ ˸˦˧˷ ˸˞ ˫˩˯ˮ-Remote Threads :˸˰˩ ˣˮ˧˧˲˞˷ 

1.  ˫ˣ˷˶ˮNotify Routines .ˡ˶˸ ˸˶˧˴˧ ˪˷ˣ ˨˧˪ˢ˸ ˸˶˧˴˧ ˪˷ 

2. ˧ ˸˰˟ˢ ˸˞ ˯˧ˮ˩ˮ ,˨˧˪ˢ˸ ˸˶˧˴-pid .˫˧˷ˡ˥ ˫˧˩˧˪ˢ˸ ˪˷ ˢˬ˧˷˶˪ ˶˴ˣˮ˷ ˨˧˪ˢ˸ˢ ˪˷ 

3.  ˶˴ˣˮ ˣ˟˷ ˨˧˪ˢ˸ˢ ˫˞ˣ ,ˡ˶˸ˢ ˶˴ˣˮ ˣ˟˷ ˨˧˪ˢ˸ˢ ˣˮ˧˞ ˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˫˞ˢ ˵ˣˡ˟ˮ ,ˡ˶˸ ˸˶˧˴˧ ˸˰˟

˟ ˶˟ˣˡˬ˷ ˵˧˯ˮ ,˫˧˧˟ˣ˧˥ ˣ˪˪ˢ ˫˧˞ˮ˸ˢ ˪˩ ˫˞ .˷ˡ˥ ˨˧˪ˢ˸ ˣˮ˧˞ ˡ˶˸ˢ-Remote Thread .ˣ˧˪˰ ˥ˣˣˡˮˣ 

˷ ˞˪ˬˢ ˷ˣˬ˧ˬˢ ˞˴ˬˮ ˣˤ ˢ˦˧˷ ˪˭˞˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˭ˢ˷ ,˷ˣˬ˧ˬ˟ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˸˰˩ ˶ˣ˵˯ˮ ˨˞ ,

ˢ ˪˷-callbacks :ˡ˶˸ ˸˶˧˴˧ ˪˰ˣ ˨˧˪ˢ˸ ˸˶˧˴˧ ˪˰ 

void  notify_routines :: creat e_process ( HANDLE,  HANDLE process_id ,  BOOLEAN 

create )  

{  

    if  ( create )  {  

        g_new_processes_cache - >add_process ( HandleToULong ( process_id ));  

    }  

}  

 ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶ .˫˧˷ˡ˥ˢ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶˪ ˶˴ˣˮ˷ ˨˧˪ˢ˸ˢ ˸˞ ˫˧˲˧˯ˣˬ ˩"ˢ˯˟ ˣˮ˥ˮ˞ ˣˤˢ ˢ˧˴˵ˮˣ˲˟

˦˵˧˧˟ˣ˞ˢ) ˫˧˷ˡ˥ˢ g_new_process_cache ˠˣ˯ˬ ˦˵˧˧˟ˣ˞ ˞˧ˢ (NewProcessCache ˪˧˩ˬ˷ ,

LIST_ENTRY x-FAST_MUTEX ˸ˮˬ ˪˰ ˣˤ ˢˬ˧˷˶˟ ˷ˬ˸˷ˮ ˭˩ˬ ˶˥˞˪ .ˢˬ˧˷˶ˢ ˸˪ˢˣˮˬ ˫˸˶ˤ˰˟˷ ,

 ˸˶˧˴˧˟ ˣ˞ ˷ˡ˥ ˨˧˪ˢ˸˟ ˶˟ˣˡˬ ˫˞ ˵ˣˡ˟˪remote thread :˸˧˸˧ˬ˞ 

 

˸ˢ ˨ˣ˸ˬ ˞˪ ˶˴ˣˮ˷ ˡ˶˸˟ ˶˟ˣˡˬ ˫˞ˢ ˫˧˵ˡˣ˟ ˣˮ˞ ˣˤ ˢ˧˴˵ˮˣ˲˟ ˨˧˪ˢ˸˟ ˶˟ˣˡˬ ˫˞ ,˨˧˧˷ ˞ˣˢ ˣ˧˪˞ ˨˧˪ˢ

 ˣˮ˧˞ ˡ˶˸ˢ ˸˞ ˶˴˧˷ ˨˧˪ˢ˸ˢ ˫˞ˣ ,˷ˡ˥ ˣˮ˧˞˷п ˣˡˣ˞˯˲)-pid  ˪˩ ˫˞ˣ ,(ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˠ˴˧˧ˬˢ

 ˸ˣ˶˧˴˧ ˪˰ ˫˧˥ˣˣ˧ˡˢ ˸ˬ˧˷˶˪ ˢˤˢ ˥ˣˣ˧ˡˢ ˸˞ ˱˧˯ˣˬ ˞ˣˢ ,˫˧˧˟ˣ˧˥ ˣ˪˪ˢ ˫˧˞ˮ˸ˢremote threads .

ˢˬ˧˷˶˪ ˭˧˦ˣ˪˥˪ ˦˰ˬ˩ ˢˢˤ ˢ˶ˣ˴˟ ˸˷ˬˣˬˬ ˣˤˢ ˢˬ˧˷˶ˢ  ˢˡ˧ˬ˟ .(˫˧˷ˡ˥ˢ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶) ˢ˧˧ˮ˷ˢ

 ˸ˣ˶˧˴˧ ˸ˣˢˤ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ,˫˧˷ˡ˥ˢ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶ˬ ˣ˸ˣ˞ ˵˥ˬˮ ,˷ˡ˥ ˨˧˪ˢ˸ ˭˩˞ ˨˧˪ˢ˸ˢˣ

remote threads .˨˷ˬˢ˟ ˣ˟ 

https://github.com/omerk2511/NotifyRoutinesResearch/tree/master/RemoteThreadDetectorDriver
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ˢ ˸˶ˤ˰˟ ˸˞ˤ ˢ˷˰ˮˣ ,ˡ˟ˣ˰ ˢˤˢ ˶˟˧˧˶ˡˢ ˫˞ˢ ˸˰˩ ˵ˣˡ˟ˮ-POC ˢ ˸˞ ˳˧˶ˮˣ ˶˟˧˧˶ˡˢ ˸˞ ˭˰˦ˮ .˫ˡˣ˵ˢ-

POC :ˡˣ˵ˢ ˸˵˶ˤˢ ˪˷ 

 

 ˸˶˧˴˧ ˫˧ˢˤˬ ˣˮ˥ˮ˞ !˫ˣ˟remote thread˷ ˥˧ˮˢ˪ ˡˣ˞ˬ ˶˧˟˯˷ ˵˪˥ ˢˤ˷ ˭˧˟ˢ˪ ˭˸˧ˮ .ˢ˟ˣ˦ ˢ˪˥˸ˢ .-

EDR- ˳ˬ˞ˬ˟ ˡˣ˞ˬ ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˪˷ ˧ˣˢ˧ˤ ˶˷˲˞ˬ ˞ˣˢ ˭˩˷ ,˫ˢ˪˷ ˶˴ˣˬˢ ˨ˣ˸˟ ˫˧˰˧ˬ˦ˬ ˫˧˟˶ ˫˧

.˸˧˯˥˧ ˧˪ˬ˧ˮ˧ˬ 
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˫˧˷ˡ˥ ˫˧˩˧˪ˢ˸˟ ˢ˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˠˮ˧˵ˣˢ 

 ˟ˣ˶˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˢˮˠˢ ˧˶˴ˣˬ ˸ˣˢˤ˪ ˫˧˪ˠˣ˯ˬ ˸ˣ˧ˢ˪ ˧ˡ˩ ,˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ ˪˷ ˸ˣ˪˧˰˲ˢ ˪˩ ˶˥˞ ˟ˣ˵˰˪

˷ ˡˣ˰˟ .˭ˢ˪ ˟˧ˠˢ˪ˣ ˸ˣˡˣ˷˥ ˸ˣ˧ˣˠˢˮ˸ˢ ˸ˬ˞ ˭ˬˤ˟-Notify Routines  ˡˣ˞ˬ ˭ˢ ,˨˩˪ ˸ˮ˧ˣ˴ˬ ˢ˧˴˲ˣ˞ ˭ˢ

 ˢˬˠˣˡ˪ ˸ˣˢˤ˪ ˢ˴˶ˮˣ ˢ˶˵ˬ˟ ˭˩˪ ,˫˧˰ˣ˶˧˞ ˪˷ ˫˧ˣ˯ˬ ˦˯ ˪˰ ˵˶ ˸ˣ˧˴˵˧˲˧˦ˣˮ ˪˟˵˪ ˸ˣ˶˷˲˞ˬˣ ˸ˣ˪˟ˠˣˬ

APC Injection .˭˸˶ˤ˰˟ ˸˞ˤ ˸ˣ˷˰˪ ˪˩ˣˮ ˞˪ , 

˟ ˷ˬ˸˷ˢ˪ ˞˧ˢ ˸˶˥˞ ˢ˧˴˲ˣ˞-ETW (Event Tracing for Windows) ˪˰ ˸ˣ˞˶˸ˢ ˪˟˵˪ ˶˷˲˞ˬ˷ ˶'˴˧˲ ,

 ˸ˬ˞˟ ˞˪ ˞ˣˢ˷ ˞ˣˢ ˣ˪˷ ˧˶˵˧˰ˢ ˭ˣ˶˯˥ˢ ˨˞ ,˸˩˶˰ˬ˟ ˫˧˰ˣ˶˧˞ ˭ˣˬˢreal-time- ˭˩˪ˣ ,˧EDR- ˫˧˪ˣ˩˧ ˞˪ ˫˧

˸ˬ˞ ˭ˬˤ˟ ˸ˣˡˣ˷˥ ˸ˣ˧ˣˠˢˮ˸ˢ ˰ˣˮˬ˪ ˧ˡ˩ ˣ˟ ˷ˬ˸˷ˢ˪ ˪˩ ˪˷ ˠˮ˧˵ˣˢ ˞˧ˢ ˢˤ ˵˪˥˟ ˨˪ˮ ˢ˧˪˰˷ ˢ˧˴˲ˣ˞ˢ .

˟ ˷ˬ˸˷ˮ ˢ˟ ,˫˧˷ˡ˥ ˫˧˩˧˪ˢ˸˟ ˢ˧˶˲˯ˢ ˸ˣ˧˴˵ˮˣ˲-notify routines  ˸˶˧˴˧ ˪˰ ˸ˣ˞˶˸ˢ ˪˟˵˪ ˧ˡ˩

(˟ˣ˶˵˟ ˨˩ ˪˰ ˶˟ˡˮ ,˫˧˷ˡ˥ ˫˧ˡ˶˸ ˸˶˧˴˧ ˪˰ˣ) ˫˧˷ˡ˥ ˫˧˩˧˪ˢ˸  ˧ˮ˲˪ ˳ˣ˶˧˷ ˡˣ˵ ˫ˢ˪ ˵˧˶ˤˢ˪ ˸ˮˬ ˪˰

˸ˣ˧˴˵ˮˣ˲ ˪˩˪ ˵ˣˢ ˢ˷˰˧ˣ ˧˷˞˶ˢ ˡ˶˸ˢ ˸˴˧˶  ,˸ˬ˞ ˭ˬˤ˟ ˭ˢ˪ ˟˧ˠˢ˪ˣ ˸ˣ˞˶˸ˢ ˪˟˵˪ ˪˩ˣˮ ,˨˩ .ˢ˧˶˲˯ˢ

 .ˣ˟ ˳ˣ˲˥ˮ˷ ˰ˣ˶˧˞ ˪˩ ˪˰ 

 ˨ˣ˸ˬ ˢ˸ˣ˞ ˱ˣ˵˰˪ ˸ˣ˦˧˷ ˶˲˯ˬ ˷˧˷ˣ ,˭˧˦ˣ˪˥˪ ˸˧ˡˣˬ˶ˤˣ˧ ˞˧ˢ˷ ˞˧ˢ ˣˤ ˢ˦˧˷ ˪˷ ˧˶˵˧˰ˢ ˭ˣ˶˯˥ˢ

 ˟ˣ˶˪ ˭˩˪ ,ˣˬ˴˰ ˨˧˪ˢ˸ˢEDR- ˫˰ ˟ˣ˪˧˷˟ ,ˣˤ ˢ˦˧˷˟ ˣ˷ˬ˸˷˧ ˫˧ETW x-Notify Routines ˢˬ˩ ˪˟˵˪ ˧ˡ˩ ,

˸ˣ˧˷.˶˷˲˞˷ ˢˬ ˪˩˪ ˟˧ˠˢ˪ ˫˧˪ˠˣ˯ˬ ˸ˣ˧ˢ˪ˣ ˰ˡ˧ˬ ˶ 

 ˡ˶˸ˢ˷ ˧ˮ˲˪ ˢ˧˶˲˯ˢ ˸ˣ˧˴˵ˮˣ˲ ˪˩ ˪˰ ˵ˣˢ ˢ˷˰˧˷ ,˶˴ˣˮ˷ ˨˧˪ˢ˸ ˪˩˪ ˡˣ˵ ˵˧˶ˤˢ˪ ˞˧ˢ ˸˧ˮ˩˸ˢ ,˟ˣ˷ ˤ˞

 ˸˞ ˶ˣ˸˲˪ ˨˶˦˴ˮ ,˶˟ˡ ˪˷ ˣ˲ˣ˯˟ .˫˧˵˪˥˪ ˣˤˢ ˢ˪˞˷ˢ ˸˞ ˵˶˲ˮ ˣ˞ˣ˟ ?˸˞ˤ ˢ˷˰ˮ ˡ˴˧˩ .˳ˣ˶˧ ˧˷˞˶ˢ

:˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ ˸ˣ˞˟ˢ ˸ˣ˪˞˷ˢ ˰˟˶˞ 

1. ˩?˶˴ˣˮ˷ ˨˧˪ˢ˸ ˪˩ ˪˰ ˢ˞˶˸ˢ ˪˟˵˪ ˪˩ˣˮ ˡ˴˧ 

2. ?˪ˮ˶˵ˢˬ ˨˧˪ˢ˸ ˨ˣ˸˪ ˡˣ˵ ˟ˣ˸˩˪ ˪˩ˣˮ ˡ˴˧˩ 

3. ?˳ˣ˶˧ ˧˷˞˶ˢ ˡ˶˸ˢ˷ ˧ˮ˲˪ ˪ˮ˶˵ˢˬ ˵˶ˤˣˢ˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˪˩ˣˮ ˡ˴˧˩ 

4. ?˨˧˪ˢ˸˟ ˢ˧˶˲˯ˢ ˸ˣ˧˴˵ˮˣ˲ ˪˩˪ ˵ˣˢ ˸ˣ˷˰˪ ˪˩ˣˮ ˡ˴˧˩ 

 ˸ˣ˪˵˟ ˸ˣˮ˰˪ ˫˧˪ˠˣ˯ˬ ˫˸˞ ˢˮˣ˷˞˶ˢ ˢ˪˞˷ˢ ˪˰-  ˶ˣ˴˧˪ ˨˶˦˴ˮ ˩"ˢ˯˟Create Process Notify Routine 

.ˢˤˢ ˶˷˵ˢ˟ ˢˮ˧˲ ˶ˣˠ˯ˮˣ 

 ˸˧ˡ˧˧ˬˢ ˢ˟ˣ˷˸ˢ ,ˡˣˬ˶ˤˣ˧˟ ˣˮ˧˧ˢ ˫˞ .˦˪˥ˢ˟ ˸˧˶˷˲˞ ˨˞ ,˶˸ˣ˧ ˦˰ˬ ˸˟˩˶ˣˬ ˞˧ˢ ˢ˧˧ˮ˷ˢ ˢ˪˞˷ˢ

˟ ˷ˬ˸˷ˢ˪ ˢ˸˧˧ˢ-VirtualAllocEx ˟x-WriteProcessMemory ˸ˮˠˢ ˫˰ ˭ˣ˶˩ˤˢ ˸˞ ˳˵˪˞ˮ ˶˷˞˩ ,

PAGE_EXECUTE_READWRITEˡˣ˷˥ ˫˸˯ˢ ˭ˬ ˣˤ ˢˮˠˢ . ˫˰ ˭ˣ˶˩ˤˢ ˸˞ ˳˵˪˞˪ ˱˧ˡ˰ˮ ˭˩˪ ,ˡˣ˞ˬ ˢ

PAGE_EXECUTE_READ ˸ˣ˷˰˪ ,VirtualProtect  ˸ˮˠˢ˪ ˶˧˟˰ˢ˪ˣPAGE_READWRITE ˭ˣ˶˩ˤˢ ˸˞ ˟ˣ˸˩˪ ,

 .˸˧˶ˣ˵ˬˢ ˢˮˠˢ˪ ˶˧ˤ˥ˢ˪ ˭˩ˬ ˶˥˞˪ˣ 

 ˸ˣ˧˴˵ˮˣ˲ ˷ˣ˪˷ ˸ˣ˲˦ˣ˰˷ ˸ˣ˧˴˵ˮˣ˲ ˭ˢ ˢ˪˞ˢ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˸˥˞ ˪˩ ,˪˰ˣ˲˟ ?˪ˮ˶˵ˢ ˭ˬ ˸˞ˤ ˢ˷˰ˮ ˡ˴˧˩

native ˵ˮˣ˲) :(˸˩˶˰ˬ ˸ˣ˞˧˶˵ ˸ˣ˲˦ˣ˰˷ ˸ˣ˧˴NtAllocateVirtualMemory ,NtWriteVirtualMemory ,

NtProtectVirtualMemory ˣˮ˧˧ˢ˷ ˢ˶ˣ˴ ˢ˸ˣ˞˟ ˪ˮ˶˵ˢˬ ˸ˣ˶˧˷˧ ˢ˪˞ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,˭˩˪ .
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 ˸ˣ˞˧˶˵˟ ˷ˬ˸˷ˢ˪ ˱˧ˡ˰ˮ .˨˧˪ˢ˸ˢ ˨ˣ˸˪ ˡˣ˵ˢ ˸˞ ˟ˣ˸˩˪ ˨˩ˣ ,ˡˣˬ˶ˤˣ˧ˬ ˫˧˷ˬ˸˷ˬZw  ˞˪ˣ ˪ˮ˶˵˟

 ˸ˣ˞˧˶˵˟Nt  ˪˷ ˪˧ˠ˶ˢ ˟˧˸ˮˢ ˨˶ˡ ˶ˣ˟˰˸ ˢ˞˧˶˵ˢ˷ ˧ˡ˩syscall ˟ ˸˪˲˦ˬˢ ˢ˧˴˵ˮˣ˲˪ ˸ˣ˶˧˷˧ ˰˧ˠ˸ ˞˪ˣ-

syscall ˪˷ ˶˷˵ˢ˟ ˵˶ ˢ˞˧˶˵ ˪˷ ˢˤˢ ˠˣ˯ˢ ˸˞ ˢ˷˰ˮ ,˸˞ˤ ˫˰ .ZwAllocateVirtualMemory ˢ˟˧˯ˢ .

 ,(ˣ˪ˠ˸ ˢ˞˟ˢ ˢ˪˞˷˟ ?˨˧˞) ˨˧˪ˢ˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢˬ ˳ˣ˶ˮ ,ˢ˵˶ˤˢˢ ˸˞ ˰˴˟ˮ˷˩˷ ˞˧ˢ ˨˩˪ ˢˮˣ˷˞˶ˢ

 ˭˩˪ˣZwWriteVirtualMemory  .˭ˣ˶˩ˤ˪ ˸ˣ˶˧˷˧ ˫ˣ˷˶˪ ˣˤˢ ˢˡˣ˵ˮ˟ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ ˧˦ˮˣˣ˪˶ ˞˪ 

 ˢ˧˴˵ˮˣ˲ˢ˷ ˞˧ˢ ˢ˧˧ˮ˷ˢ ˢ˟˧˯ˢZwProtectVirtualMemory  ˞˧ˢexported ˬ ˪˥ˢ ˵˶-Windows 8.1 ,

 ˪ˮ˶˵˟ ˱ˣ˵˰˪ ˸˧˯˞˪˵ˢ ˨˶ˡˢ .˶˸ˣ˧ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ ˶ˣ˟˰ ˫ˠ ˸˧ˡ˧˪˞ˣ˷ ˨˶ˡ ˞ˣ˴ˬ˪ ˱˧ˡ˰ˮ ˭˩˪ˣ

protection  ˪˷memory ˟ ˷ˬ˸˷ˢ˪ ˞˧ˢ-MDL  ˫˰ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˱˯ˣˮ ˧ˣ˲˧ˬ ˶ˣ˴˧˪ˣprotection  ˪˷

PAGE_READWRITE ˪˰ ˸˲˯ˣˮ ˢ˞˧˶˵˪ .˶˥˟ˮ ˣˤ ˨˶ˡ˟ˣ ,MDLs ˟-Windows  ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ˭˞˩ . 

 ˨˧˪ˢ˸ˢ ˨ˣ˸˟ ˳ˣ˶˧ ˡˣ˵ˢ˷ ˨˩˪ ˫ˣ˶ˠ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˵˶ ˞˪ .˶˸ˣ˧˟ ˸˟˩˶ˣˬˢ ˞˧ˢ ˸˧˷˧˪˷ˢ ˢ˪˞˷ˢ

 ˸˶ˤ˰˟ ˞˧ˢ ˸˞ˤ ˢ˷˰ˮ˷ ˨˶ˡˢ .˧˷˞˶ˢ ˡ˶˸ˢ ˧ˮ˲˪ ˳ˣ˶˧ ˞ˣˢ˷ ˞ˡˣˣ˪ ˫˧˟˧˧˥ ˣˮ˥ˮ˞ ,˭ˣ˸ˮˢAPCs ˶'˴˧˲ ,

 ˪˷Windows  .˫˧ˣ˯ˬ ˡ˶'˸ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸˟ ˡˣ˵ ˪˷ ˸˧ˮˣ˶˩ˮ˧˯˞ ˢ˴˶ˢ ˶˷˲˞ˬ˷ 

 ,˭ˣ˶˵˰˟APCs ˟ ˞ˣˢ ˡ˶'˸ˢ˷˩ ˵˶ˣ ˨˞ ˫˧˴˶ (˫˧˪˧ˠ˶) ˫˧˧ˡˣˬ˶ˤˣ˧-Alertable State˪ ˢ˞˧˶˵ ˸˰˟ ˣ˞ ,-

NtTestAlertˢ ˪˩ ˸˞ ˸˰˴˟ˬ˷ ˢ˧˴˵ˮˣ˲ ˧ˢˣˤ˷ ,-APCs  ˧˶˥˞ ˡ˥˞ ,ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵˷ ˧˲˧˴˲˯ˢ ˡ˶˸ˢ ˪˷

 ˢ˧˴˵ˮˣ˲ˢ˷ ˢˤ ˟˧ˮˠˬ˷ ˢˬ .˧ˮ˷ˢLdrpInitialize ˢ ˞˧ˢ˷-entry point ˵ ,˧ˡˣˬ˶ˤˣ˧ ˡ˶'˸ ˪˩ ˪˷ ˸˞˶ˣ

 ˢ˧˴˵ˮˣ˲˪NtTestAlert ˢ ˶˷˞˩ ˳ˣ˶˧ ˡ˶˸ˢ˷ ˸ˮˬ ˪˰)-APC Queue  ˸ˣ˷˰˪ ˦ˣ˷˲ ˪˩ˣˮ˷ ˨˩ ,(˶˟˩ ˧˵ˮ

queue ˪-APC  .˸˧˸˧ˬ˞ˢ ˸˧ˮ˩˸ˢ ˧ˮ˲˪ ˳ˣ˶˧ ˞ˣˢ ˨˩ˣ ,ˡ˶˸ˢ ˸˴˧˶ ˸˪˧˥˸ ˧ˮ˲˪ ˣˮ˵˶ˤˢ˷ ˡˣ˵ˢ ˸˞ ˳˧˶˧˷ 

ˢ ˸˞ ˞˴ˬˮ-tid  ˧ˡ˧ ˪˰ ˧˷˞˶ˢ ˡ˶˸ˢ ˪˷create thread notify routineˢ ˵ˣˡ˟˸˷ , ˣˮ˧ˢ ˨˧˪ˢ˸ˢ ˫˞

 ˨˧˪ˢ˸) ˡˣ˵ ˣ˧˪˞ ˵˧˶ˤˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞˷ ˷ˡ˥ ˨˧˪ˢ˸сп  ˞˪ ˞ˣˢ˷ ˦˧˟protected ˸˞ ˵˧˶ˤ˸ ,˭˩ ˫˞ˣ ,(

 ˢ˷˰˸ˣ ˡˣ˵ˢqueue ˪-APC ˨ˣ˸ˬ˷ ˞˧ˢ ˭˞˩ˬ ˢ˪ˣ˰˷ ˢ˧˰˟ .ˣ˸ˣ˞ ˳˧˶˧˷ ˡˣˬ˶ˤˣ˧˟create thread notify 

routine  ˣˢ˷ˤ˧˞˟ ˸˰˴˟˸ˬ ˢ˴˧˶ˢ˷ ˫ˣ˷ˬ ,˫˧˪˟ˠˣˬ ˡˣ˞ˬ ˣˮ˥ˮ˞region  ,˸ˣ˪˟ˠˣˬ ˣ˟ ˸ˣ˪ˣ˰˲ˢˬ ˵˪˥˷

 ˣˬ˩ZwAllocateVirtualMemoryˢˬ ˸ˣ˶˧˷˧ ˡˣ˵ˢ ˸˞ ˵˧˶ˤˢ˪ ˪˩ˣˮ ˞˪˷ ˨˩ ,-notify routine ˸ˮˬ ˪˰ .

 ˢ˷˰ˮ ˣˤˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪queue ˪-Kernel APC  ˢ˷˰˧ ˣ˲ˣ˯˟ˣ ˢ˵˶ˤˢˢ ˡˣ˵ ˸˞ ˳˧˶˧˷queue ˪-APC 

˪ .ˣ˧˪˞ ˵˧˶ˤˮ˷ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢˬ ˸ˣ˶˧˷˧ ,˧ˡˣˬ˶ˤˣ˧ ˧˟ˠ˪ ˸˲˯ˣˮ ˢ˟˥˶ˢAPC  ˸˶ˡ˯ ˪˰ ˡˣ˞ˬ ˳˧˪ˬˬ

˟ ˸˵˯ˣ˰˷ ˧˶ˬˡ ˧˶ˣ˞ ˪˷ ˸ˮ˧ˣ˴ˬˢ ˫˧˶ˬ˞ˬˢ-internals  ˪˷APCs ˟-Windows ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ .˭˞˩. 

 ,˭˩˟ˣ ?˨˧˪ˢ˸˟ ˢ˧˶˲˯ˢ ˸ˣ˧˴˵ˮˣ˲ ˪˩˪ ˵ˣˢ ˢ˷˰ˮ ˡ˴˧˩ ,ˢˮˣ˶˥˞ˢ ˢ˪˞˷˪ ˣ˧˷˩˰ˣ ˨ˣ˸˟ ˡˣ˵ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞

 ˫˧˷˪ ˪˩ˣˮ ˭˩˪ ,˨˧˪ˢ˸ˢinline hooks  ,ˢ˶˴˵˟ .ˡˣ˞ˬ ˢ˦ˣ˷˲ ˢ˶ˣ˴˟ ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ˷ ˢ˧˴˵ˮˣ˲ ˪˩˟inline 

hooks  ˸ˣˮ˧˪ˣ˲ˬ˶˦ ˪˰ ˫˧˯˯˟˸ˬ˷ ˫˧˵ˣˢ ˢ˷˰ˬ˪ ˫ˢ-  ˸˞˶ˣˢjmp  ˸˞ ˶˧˟˰˸˷ ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟

ˢ ˸˞ ˫˧˷ˮ ,˸ˣ˥ˣˮ ˧ˬ˰˦ˬ .ˣˮ˧˪˞ ˢ˴˶ˢˢ-hooks  ˨ˣ˸ˬdll ˪ ˭˰˦ˮ˷ˢ ˸˶ˤ˰˟ ˨˧˪ˢ˸-Shellcode  ˵˶ˤˣˬ˷

.˪ˮ˶˵ˢˬ 

ˢ ˸˞ ˶˞˸ˬ ˞˟ˢ ˫˧˷˶˸ˢ-flow :˸˧˪˪˩ ˢ˶ˣ˴˟ ˶˟˧˧˶ˡˢ ˪˷ 

https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/using-mdls
https://repnz.github.io/posts/apc/user-apc/
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ˢ ˶˞˷ ˣˬ˩ .ˢˤˢ ˱˧˩ˢ ˪˩ ˸˞ ˷ˬˬ˪ ˪˧˥˸ˮ ˣ˞ˣ˟ ˪˟˞ ,˸ˣ˧ˮ˩˸ ˢ˟˶ˢ ˣˮ˪ ˷˧ .˟˧ˮˠˬ ,˟ˣ˦-PoC- ,˶˵˥ˬ˟ ˫˧

ˢ ˫ˠ-PoC  ˞˴ˬˮ ˢˤˢ˭˞˩ˢ ˫˰ ˪˧˥˸˞ˣ ,ˣ˟ ˫˧˧˶˵˧˰ˢ ˫˧˵˪˥ˢ ˪˰ ˶ˣ˟˰˞ ˸˰˩ ˨˞ ,-create process 

notify routine : 

 

˟ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-create process notify routine  ˨˧˪ˢ˸ ˞ˣˢ ˶˴ˣˮ˷ ˷ˡ˥ˢ ˨˧˪ˢ˸ˢ ˫˞ˢ ˵ˣˡ˟ˮсп 

 ˣˮ˧˞˷ ˦˧˟protected ˭˩ ˫˞ˣ ,- ˮ˩ˮ.˫ˢ˧˪˞ ˵˧˶ˤˮ˷ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶˪ ˣ˸ˣ˞ ˯˧ 

  

https://github.com/omerk2511/NotifyRoutinesResearch/tree/master/LibraryHookingDriver
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ˢ ˸˞ ˸˰˩ ˶ˣ˵˯ˮ-create thread notify routine: 

void  notify_routines :: create_thread ( HANDLE process_id ,  HANDLE thread_id ,  

BOOLEAN create )  

{  

    if  ( create && 

        g_new_processes_list -

>is_newly_created ( HandleToULong ( process_id )))  {  

        g_new_processes_list - >remove_process ( HandleToULong ( process_id ));  

 

        PETHREAD thread ;  

        :: PsLookupThreadByThreadId ( thread_id ,  &thread );  

 

        PKAPC apc = new ( NonPagedPool ,  config :: kDriverTag )  KAPC;  

 

        if  (! apc )  {  

            ...  

        }  

 

        :: KeInitializeApc (  

            apc ,  

            thread ,  

            OriginalApcEnvironment ,  

            &apc_routines :: kernel_free_kapc ,  

            &apc_routines :: rundown_free_kapc ,  

            &apc_routines :: normal_inj ect_code ,  

            KernelMode ,  

            nullptr  

        );  

 

        if  (:: ExAcquireRundownProtection (& g_rundown_protection ))  {  

            auto inserted = :: KeInsertQueueApc (  

                apc ,  

                ...  

            );  

 

            if  (! i nserted )  {  

                ...  

            }  

        }  

    }  

}  

-screate thread notify routine  ,˸˧˷˞˶ .˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˸˴˵ ˫˧˶˟ˡ ˢ˷˰ˮ ˢ˟ˣ ,˶˸ˣ˧ ˸˧˟˧˯ˬ ˦˰ˬ

 ˭˩ ˫˞ˣ ,(˧˷˞˶ˢ ˡ˶˸ˢ ˸ˣ˞ˡˣˣ˟) ˫˧˷ˡ˥ˢ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶ ˨ˣ˸ˬ ˨˧˪ˢ˸˟ ˡ˶˸ ˞ˣˢ ˡ˶˸ˢ ˫˞ˢ ˵ˣˡ˟ˮ

ˢˬ˧˷˶ˢˬ ˣ˸ˣ˞ ˞˧˴ˣˮ ˣ˟ ˢ˷˰ˮ ˭˩ˬ ˶˥˞˪ˣ ,queue ˪-APC  ˭˸˧ˮ .ˢˬ˴˰ ˡˣ˵ˢ ˸˵˶ˤˢ˟ ˪˲˦˧˷ ˧˪ˮ˶˵

ˢ ˧ˮ˲˪˷ ˸ˣ˞˶˪-queue  ˢ˷˰ˮ ,ˣˬ˴˰acquire ˪-rundown protection  ˪˷ ˠˣ˯)lock  ˢ˷˧ˠ ˶˷˲˞ˬ˷

 ˧ˡ˧ ˪˰ ˵˥ˬ˧ˢ˪ ˧ˣ˷˰˷ ˦˵˧˧˟ˣ˞˪ ˢ˥ˣ˦˟ref counting .(˶ˬ˞ˬ˟ ˞˟ˢ ˵˪˥˟ ˣ˧˟ˠ˪ ˟˧˥˶ˮ , 

 ˢ˷˰ˮ ˶˷˞˩˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢunload  ˷˧ ˫ˢ˟ ˫˧˶˵ˬ ˶˴ˣˣ˧ˢ˪ ˫˧˧ˣ˷˰ ,˶˟˧˧˶ˡ˪Kernel APCs  ˞˪ ˡˣ˰˷

˟ ˶ˬˠ˧˧ ˢˤˣ ,ˣ˪˲ˣ˦-BSoD ˣˢ˷ˤ˧˞ ˪ˢˮ˪ ˠ˞ˡˮ ,˭˩˪ .(˸ˣ˷˪ˣ˥ ˧˶˵ˣ˥ ˫˸˞ ˫˞ ˞˪˞) ˱˧˩ ˞˪ .count ˪-APCs 

 ˢ˷˰ˮ˷ ˫˰˲ ˪˩˷ ˨˩ ,ˣ˪˲ˣ˦ ˞˪ ˭˧˧ˡ˰˷queue ˪-APC  ˣ˸ˣ˞ ˭˧˦˵ˮ ˪˲ˣ˦˧ ˞ˣˢ˷˩ˣ ,ˡ˥˞˟ ˣ˸ˣ˞ ˪˧ˡˠˮ ˧˪ˮ˶˵

.ˡ˥˞˟  
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˟ ˷ˬ˸˷ˢ˪ ˫ˣ˵ˬ˟-count ˟x-interlocked operations˟ ˷ˬ˸˷ˢ˪ ˫˧˰ˣ˴˧˟ ˸ˮ˧˥˟ˬ ˱˧ˡ˰ ,-rundown 

protectionˢ ˸˧˴˵ˮˣ˲˟ .˶˟ˡ ˣ˸ˣ˞ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˢ˷ˣ˰˷ ,-unload  ˭˧˸ˬ˸˷ ˢ˞˧˶˵ ˯˧ˮ˩ˮ ˶˟˧˧˶ˡˢ ˪˷

ˢ ˪˩˷-Kernel APCs ˢ˷ ˨˩ ,˶ˣˤ˥˸ ˤ˞ ˵˶ˣ ˣˬ˧˧˸˯˧-unload ˞ ˵˶ ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˰˴˟˸˧ ˣˬ˴˰ ˫˪ˣ˩˷ ˧˶˥

:˨˩ ˸˧˞˶ˮ ˢ˞˧˶˵ˢ .ˣˬ˧˧˸˯˧ 

:: ExWaitForRundownProtectionRelease (& g_rundown_protection );  

 ˣ˪˷ ˦˯˵˦ˮˣ˵˟ ˡˣ˵ ˳˧˶ˢ˪ˣ ˷ˡ˥ ˨˧˪ˢ˸ ˪˩ ˪˰ ˸ˣ˧˴˵˧˲˧˦ˣˮ ˪˟˵˪ ˥˧˪˴ˬ ˶˟˧˧˶ˡˢ ˣ˧˷˩˰ ˤ˞ .ˢ˪ˣ˰ˬ

ˢ ˪˷ ˷ˣˬ˧ˬˢ ˪˰ ˪˩˸˯ˮ ˸˰˩ˣ ,ˢ˥ˣ˦˟ ˢ˶ˣ˴˟-Kernel APC: 

void  apc_routines :: nor mal_inject_code ( PVOID,  PVOID,  PVOID)  

{  

    void *  address {  };  

    size_t shellcode_size = sizeof ( injected_shellcode );  

 

    auto status = :: ZwAllocateVirtualMemory (  

        NtCurrentProcess (),  

        &address ,  

        0,  

        &shellcode_size ,  

        MEM_RESERVE |  MEM_COMMIT,  

        PAGE_EXECUTE_READ 

    );  

 

    if  (! NT_SUCCESS( status ))  {  

        ...  

    }  

 

    auto mdl = :: IoAllocateMdl (  

        address ,  

        sizeof ( injected_shellcode ),  

        false ,  

        false ,  

        nullptr  

    );  

 

    if  (! mdl )  {  

        ...  

    }  

 

    :: MmProbeAndLockPages (  

        mdl ,  

        KernelMode ,  

        IoReadAccess  

    );  

 

    auto mapped_address = :: MmMapLockedPagesSpecifyCache (  

        mdl ,  

        KernelMode ,  

        MmNonCached,  

        nullptr ,  

        false ,  

        NormalPagePriority  

    );  

 

    if  (! mapped_address )  {  

        ...  
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    }  

 

    status = :: MmProtectMdlSystemAddress (  

        mdl ,  

        PAGE_READWRITE 

    );  

 

    if  (! NT_SUCCESS( status ))  {  

        ...  

    }  

 

    :: memcpy_s( mapped_address ,  sizeof ( injected_shellcode ),  

injected_shellcode ,  sizeof ( injected_shellcode ));  

 

    :: MmUnmapLockedPages( mapped_address ,  mdl );  

    :: MmUnlockPages ( mdl );  

    :: IoFreeMdl ( mdl );  

 

    PKAPC apc = new ( NonPagedPool ,  config :: kDriverTag )  KAPC;  

 

    if  (! apc )  {  

        .. .  

    }  

 

    :: KeInitializeApc (  

        apc ,  

        :: KeGetCurrentThread (),  

        OriginalApcEnvironment ,  

        &apc_routines :: kernel_free_kapc ,  

        &apc_routines :: rundown_free_kapc ,  

        reinterpret_cast <PKNORMAL_ROUTINE>( address ),  

        UserMode ,  

        nullptr  

    );  

 

    auto inserted = :: KeInsertQueueApc (  

        apc ,  

        nullptr ,  

        nullptr ,  

        0 

    );  

 

    if  (! inserted )  {  

        ...  

    }  

 

    KdPrint (( "[+] Injected code and queued an APC successfully 

(pid=%d). \ n" ,  :: PsGetCurrentProcessId ()));  

 

    :: ExReleaseRundownProtection (& g_rundown_protection );  

}  

ˢ ˶ˣ˟˰ ˭ˣ˶˩ˤ ˫˧˴˵ˬ ˣˮ˥ˮ˞ ˣˤ ˢ˧˴˵ˮˣ˲˟ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Shellcode ˸˶ˤ˰˟ ˣ˸ˣ˞ ˫˧˲ˬˬ ,MDL  ˫˰

 ˪˷ ˢˮˠˢPAGE_READWRITEˢ ˸˞ ˣ˧˪˞ ˫˧˟˸ˣ˩ ,-Shellcode ˫˧˷ˣ˰ ,queue ˪-User APC  ˳˧˶˧˷ ,ˣ˸ˣ˞

 ˫˧˷ˣ˰ˣrelease ˪-rundown protection  ˣ˪ ˣˮ˧˷˰˷acquire ˢ ˧ˮ˲˪-queue ˢ ˪˷-APC  .˧˪ˮ˶˵ˢ 
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ˢ ˣ˸˧˞ˣ ,˳ˣ˶˪ ˡ˶˸ˢ ˪˷ ˣ˶ˣ˸ ˰˧ˠˢˣ ,˭˩ˣˬ ˪˩ˢ ,ˣˤˢ ˢˡˣ˵ˮ˟-Shellcode: 

; the main function  

_main :  

    mov rax ,  rsp  

    and  rsp ,  0xffffffffffffff00  

    add  rsp ,  8 

    push  rax  

 

    call  get_rip  

 

get_rip :  

    pop  r15  

 

    mov rcx ,  0x6ddb9555  ; djb2("KERNEL32.DLL")  

    call  get_module_base  

    mov r12 ,  rax  

 

    cmp rax ,  0 

    je  end  

 

    mov rcx ,  0x5fbff0fb  ; djb2("LoadLibraryA")  

    mov rdx ,  r12  

    call  resolve_import  

 

    cmp rax ,  0 

    je  end  

 

    sub  rsp ,  16 

 

    lea  rcx ,  [ r15 +dll_path - get_rip ]  

    call  rax            ; LoadLibraryA("c: \ \ hooking.dll")  

 

    add  rsp ,  16 

 

    jmp  end  

˟ ˶˟ˣˡˬ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Shellcode  ˢ˴˧˶ ˭ˬˤ˟ ˷˲˥ˬ˷ ˧˯˧˯˟ ˡˣ˞ˬmodules  ˧ˡ˧ ˪˰ ˸ˣ˧˴˵ˮˣ˲ˣ

˯˶˲ˢ ˪˷ ˶ˣ-PEB ˢ ˪˷ ˭˩ˬ ˶˥˞˪ˣ-export table ˢ ˪˷-DLL ˪ ˢ˞˧˶˵ ˢ˷ˣ˰ ˞ˣˢ .˷ˬ˸˷ˬ ˞ˣˢ ˣ˟-

LoadLibraryA ˢ ˫˷ ˫˰-DLL ˢ ˸˧˴˵ˮˣ˲ ˣˤˢ ˢˡˣ˵ˮ˟ˣ ,˭˰˦˧ ˣ˸ˣ˞-DllMain  ˵˧ˬ˰ˢ˪ ˢ˴ˣ˶˷ ˧ˬ .˳ˣ˶˸

 ˥ˣ˸˧˲ ˞˷ˣˮ˟Shellcode-˟ ˫˧-Windows  ˭˧ˣ˴ˬˢ ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˭ˬˤˣˬˢˤˢ ˸˧˴˵ˮˣ˲ ˪˰ ˸˰˩ ˪˩˸˯ˮ .

-sDllMain  :ˣˬ˴˰ ˠˮ˧˵ˣˢˢ ˰˴˟˸ˬ ˢ˟˷ 

BOOL APIENTRY DllMain ( HMODULE hModule,  

    DWORD  ul_reason_for_call ,  

    LPVOID lpReserved  

)  

{  

    switch  ( ul_reason_for_call )  

    {  

    case  DLL_PROCESS_ATTACH:  

    {  

        try {  

            void *  original_function = :: GetProcAddress (  

                :: GetModuleHandleA ( "ntdll" ),  

                "NtCreateThreadEx"  

            );  

https://www.digitalwhisper.co.il/files/Zines/0x52/DW82-1-WinShellcoding.pdf
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            g_inline_hook = new InlineHook ( origin al_function ,  

NtCreateThreadExHook );  

        }  catch (...)  {  

            return  false ;  

        }  

        break ;  

    }  

    ...  

    }  

    ...  

}  

 ˸˶˴ˣ˧ ˢ˧˴˵ˮˣ˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩inline hook  ˢ˧˴˵ˮˣ˲˪NtCreateThreadEx ˸˧˴˵ˮˣ˲ ˪˰ ˪˩˸˯ˮ ˫˞ˣ ,

ˬ ˩"ˢ˯˟ ˞˧ˢ˷ ˢ˞˶ˮ ,˵ˣˢˢ ˢˠ˧˴message box :˸˧˶ˣ˵ˬˢ ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˡ˧ˬˣ ˡˣˬ˥ 

NTSTATUS 

NTAPI 

NtCreateThreadExHook (  

    ...  

)  

{  

    MessageBoxA ( nullptr ,  "NtCreateThreadEx has been called." ,  "Hi!" ,  0);  

 

    NTSTATUS result = reinterpret_cast <NtCreateThreadExPtr >(  

        g_inline_hook - >get_duplicate_function ())(  

            ...  

            );  

 

    return  result ;  

}  

 ˢˤˢ ˱˧˩ˢ ˪˩ ˧˶˥˞ˣ-  ˶ˣ˴˧ˮˣ ˶˟˧˧˶ˡˢ ˸˞ ˭˰˦ˮ ˣ˞ˣ˟ ˤ˞ !ˣˬˡ˪ ˭ˬˤ ˰˧ˠˢinstance  ˪˷notepad.exe: 

 



 
 

Windows Notify Routine Internals 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  мнн 
 

 ˣˮ˪˟˧˵ ,˟˧ˮˠˬpopup  ˳˥˪ˮ˷ ˶˥˞˪ˣOK :˪˧ˠ˶˩ ˳ˣ˶˸ ˸˧ˮ˩˸ˢ 

 
 ˪˟˵ˬ ˧ˮ˞ ˫˰˲ ˧ˡˬ ,˭˩ ˣˬ˩popups  ˭˧˟ˢ˪ ˭˸˧ˮ ˭˩˪ ,˫˧ˡ˶˸ ˫˧˶˴ˣ˧ ˫ˢ ˶˷˞˩ ˫˧˶˥˞ ˫˧˩˧˪ˢ˸ˬ ˫˧˲˯ˣˮ

 ˧˪˪˩ ˭˲ˣ˞˟ ˣˮ˟ˢ ,˨˩ ˫˞ .˶˴ˣˮ˷ ˨˧˪ˢ˸ ˪˩˪ ˡˣ˵ ˵˧˶ˤˢ˪ ˫˧˥˧˪˴ˬ ˣˮ˥ˮ˞ˣ ,˟˦˧ˢ ˡ˟ˣ˰ ˷ˬˣˬ˷ ˶˟˧˧˶ˡˢ˷

 ˡ˴˧˩EDR- ˪˷ ˶'˴˧˲˟ ˫˧˷ˬ˸˷ˬ ˫˧Notify Routines ˟-Windows  ˸ˣˡˣ˷˥ ˸ˣ˧ˣˠˢˮ˸ˢ ˸ˣˢˤ˪ ˸ˮˬ ˪˰

 ˢ˦˧˪˷ ˪˟˵˪ˣ ˡ˴˧˩ ˭˧˟ˢ˪ ˸˧˷˞˶ ˢ˴˶ˮ ,ˣˢ˷ˬ ˱ˣ˵˰˪ ˧ˡ˩˟ .ˢˤ ˸˞ ˱ˣ˵˰˪ ˢ˯ˮˮ ˸˰˩ˣ ,˸˩˶˰ˬ˟ ˢ˵ˣˬ˰

.ˢ˸˰ ˢˤˢ ˭ˣˮˠˮˬˢ ˸˞ ˯˶˟˶ˮˣ ˶ˣ˵˥ˮ ˨˩ ˫˷˪ˣ ,˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˢ˶ˣ˴˟ ˡ˟ˣ˰ ˞ˣˢ 
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 ˪˷ ˠˮ˧˯˶˟˶Notify Routines 

˪˷ ˢ˵˧ˬ˰ˬ ˢˮ˟ˢ˪ ˰˧ˠˢ˪ ˸ˮˬ ˪˰ ˶˟ˣˡˬˢ ˭ˣˮˠˮˬˢ ˸˞ ˶ˣ˵˥ˮ ˸˰˩ ,˸ˬˡˣ˵ˢ ˢ˵˯˲˟ ˧˸ˮ˧˧˴˷ ˧˲˩ ˣ

 ˭ˣˣ˧˩ˬ .˶ˬ˞ˬˢ ˪˷ ˫ˡˣ˵ˢ ˵˪˥˟ ˣˮ˟˸˩˷ ˢ˪˞ ˣˬ˩ ,ˣ˟ ˫˧˷ˬ˸˷ˬ˷ ˫˧˶˟˧˧˶ˡ ˱ˣ˵˰˪ ˥˧˪˴ˢ˪ ˣˮ˪ ˰˧˧˯˸˷

 ˰˴˟ˮ ,˶˵˥ˮˢ ˭ˣˮˠˮˬˢ ˧˟ˠ˪ ˶˸ˣ˧˟ ˵˧ˬ˰ˬˢ ˰ˡ˧ˢ ˸˞ ˭˸ˣˮ ˞ˣˢ˷ ˷˧ˠ˶ˬˣ ˧˦˦˯ ˥ˣ˸˧ˮ ˡˣ˞ˬ ˨˧˶˰ˬ ˧ˮ˞˷

 ˸˶ˤ˰˟ ˶˵˥ˬˢ ˸˞IDA Pro ˭˩ˬ ˶˥˞˪ ˧˸˞ˡ˧ˣ ˢ˲ ˶˵˥ˮ˷ ˢˬ ˪˩ ˸˞ ˧˩ ˶˧ˢ˟˞ ,˸˞ˤ ˫˰ . ˪ˣˬWinDbg .

˟ ˡ˵ˬ˸˧ ˶˵˥ˬˢ˷ ˸˰˩ ˭˧˧˴˞-Create Thread Notify Routines  ˣ˧ˢ ˭ˢ ˣˮ˥˸˧˲˷ ˫˧˶˟˧˧˶ˡˢ ˧ˮ˷˟˷ ˭ˣˣ˧˩ˬ

ˢ ˪˩ ˨˞ ,˧˶˵˧˰ˢ ˰ˣˮˬˢ-callbacks ˢ ˪˷-process and thread manager  ˟ˣ˶ ˭˩˪ˣ ˧ˮ˷˪ ˡ˥˞ ˡˣ˞ˬ ˫˧ˬˣˡ

ˢ ˪˩ ˧˟ˠ˪ ˸ˣ˲˵˸ ˣ˧ˢ˧ ˢˤˢ ˶˵˥ˬˢˬ ˸ˣˮ˵˯ˬˢ-callbacks .ˣ˪˪ˢ 

˪˰  ,ˢˤˢ ˠˣ˯ˢˬ ˭ˣˮˠˮˬ ˫˧˶˵ˣ˥ ˣˮ˥ˮ˞ ˶˷˞˩ ˫˧˷ˣ˰ ˢˬ ˪˟˞ ,˧ˢ˷˪˩ ˢˡˣ˵ˮˬ ˪˧˥˸ˢ˪ ˷˧ ˶ˣ˵˥˪ ˸ˮˬ

 ˪˷ ˞˴ˣˬˢ ˸ˡˣ˵ˮ ˸˞ ˶ˣ˥˟˪ ˨˶˦˴ˮ ˢˤ ˪˧˟˷˟ ?ˣ˪˷ ˧ˬ˧ˮ˲ˢ ˷ˣˬ˧ˬˢ ˧˟ˠ˪ ˰ˡ˧ˬ ˱˞ ˣˮ˪ ˭˧˞ ˶˷˞˩

 ˸˪˩˷ˣˬ ˢ˶ˣ˴˟ ˣˮ˪˷ ˶˵˥ˬˢ-  .ˢ˧˟ˠ˪ ˠ˷ˣˬ ˣˮ˪ ˷˧ ˭˟ˣˬ˩˷ˣ ,ˣˬ˴˰ ˭ˣˮˠˮˬ˪ ˡˣ˞ˬ ˣˮ˸ˣ˞ ˟˶˵˸˷ ˣˤ˩

 ˭ˣˮˠˮˬˢ ˫˰ ˵˷ˬˬ˸ˢ˪ ˣˮ˪ ˸ˣ˶˷˲˞ˬ˷ ˸ˣ˧˶˵˧˰ ˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˫˧˶˧˩ˬ ˣˮ˞ ,ˢˤˢ ˢ˶˵ˬ˟- 

PsSetCreateThreadNotifyRoutine x-PsRemoveCreateThreadNotifyRoutine ˢˮˣ˷˞˶ˢ ˸˧˷˧˞ ˧˪ .

 ˢ˪˪˞˧ .˸ˣ˧ˮ˶˷˟ ˶˸ˣ˧ ˩"˶ˡ˟ ˭ˢ ˪ˣ˥˸˞ ˸ˣ˧˴˵ˮˣ˲˷ ˭ˣˣ˧˩ˬ ,˶˸ˣ˧ ˸˴˶ˣ˵- .˪˧˥˸ˮ ˣ˞ˣ˟ ˤ˞ 

 ˸˶˧˴˧Notify Routine 

 ˸˞ ˥˸ˣ˲ ˧ˮ˞ ,˭˩˟ˣIDA Pro  ˪˷ ˵˸˰ˢ ˫˧ˮ˲˟˪ ˵˶ˣˤˣntoskrnl.exe  ˸˞ ˭˰ˣ˦ ,˧˪˷ ˟˷˥ˬˢ ˪˰˷

 ˞˴ˣˬˢ ˸ˡˣ˵ˮ ˸˞ ˷˲˥ˬˣ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˫˧˪ˣ˟ˬ˧˯ˢ-  ˢ˧˴˵ˮˣ˲ˢPsSetCreateThreadNotifyRoutine: 

 

˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-disassembly ˢ˷˰ˬ˪ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ ,wrapper  ˢ˧˴˵ˮˣ˲˪

PspSetCreateThreadNotifyRoutine ˸˞ ˸˯˲˞ˬ ˞˧ˢ ˢ˞˧˶˵ˢ ˧ˮ˲˪˷ ˟˪ ˫˧˷˪ ˷˧ .edx  ˦ˮˬˣˠ˶˞ˢ)

 ˸˧˧˴ˮ˟ˮˣ˵ ˧˲˪ ˸ˣ˞˧˶˵˟ ˧ˮ˷ˢfastcall  ˪˷ ˪ˮ˶˵˟ ˸˪˟ˣ˵ˬˢWindows ˸ˬˣ˰˪˷ ˵˧˯ˢ˪ ˭˸˧ˮ˷ ˨˩ ,(
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PsSetCreateThreadNotifyRoutine ˢ ˸˟ˣ˸˩) ˡ˥˞ ˦ˮˬˣˠ˶˞ ˸˪˟˵ˬ˷-notify routine ,(

PspSetCreateThreadNotifyRoutine  ˭ˣ˷˞˶˪ ˢˢˤ ˫ˢ˟ ˭ˣ˷˞˶ˢ ˶˷˞˩ ,˫˧˦ˮˬˣˠ˶˞ ˧ˮ˷ ˸˪˟˵ˬ

 ˫˧˰ˡˣ˧ ˞˪ ˰ˠ˶˩ ˣˮ˥ˮ˞˷ ˡ˥˞ ˞ˣˢ ˧ˮ˷ˢˣ ,(ˢ˞˧˶˵ˢ ˧ˮ˲˪ ˣ˪˷ ˧ˣˮ˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˞˪) ˸˲˦ˣ˰ˢ ˢ˧˴˵ˮˣ˲˟

 ˪˰ ˸˰˩ ˪˩˸˯ˮ .˨˷ˬˢ˟ ˢ˪ˠˮ ˨˞ ,ˣ˸ˣ˰ˬ˷ˬ ˧ˢˬPspSetCreateThreadNotifyRoutine ˞˧ˢ˷ ˪˪ˠ˟ˣ ,

ˠ ˶˸ˣ˧ ˦˰ˬ ˢ˧˴˵ˮˣ˲:˫˧˵˪˥˟ ˢ˸ˣ˞ ˶ˣ˵˥ˮ ,ˢ˪ˣˡ 

 

˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭ˣ˷˞˶ˢ ˵˪˥˟-ExAllocateCallBack ˨˶˰ˢ ˫˞ˢ ˸˵ˡˣ˟ ˭˩ˬ ˶˥˞˪ˣ ,

 ˞ˣˢ ˶ˤ˥ˣˢ˷л  ˦˵˧˧˟ˣ˞ ˸˴˵˪˞ˬ ˢ˞˶ˮˢ ˪˩˩ ˞˧ˢ˷ ˭˧˟ˢ˪ ˭˸˧ˮ ˢ˧˴˵ˮˣ˲ˢ ˫˷ˬ .˞˪ ˣ˞callback  ˞˪ ˞ˣˢ˷

 ˠˣ˯˪ ˧˲˧˴˲˯callback ˷ˬ ˞˪ ˢ˧˴˵ˮˣ˲ˢ˷ ˭ˣˣ˧˩ˬˣ ,˫˧ˣ˯ˬ ˶˷˲˞ ,ˢ˞˧˶˵ˢ ˧ˮ˲˪ ˫˧˦ˮˬˣˠ˶˞ˢˬ ˡ˥˞ ˱˞ ˢˮ

˪˷ ˵˧˯ˢ˪-ExAllocateCallBack  ˪˰ ˸˰˩ ˪˩˸˯ˮ .˸˧˥˩ˣˮˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˪˞˪ ˫˧ˢˤ ˫˧˦ˮˬˣˠ˶˞

ExAllocateCallBack ˢ ˦˵˧˧˟ˣ˞ ˡ˴˧˩ ˵ˣ˧ˡ˟ ˭˧˟ˢ˪ ˧ˡ˩-callback :˸˩˶˰ˬ˟ ˠ˴ˣ˧ˬ 
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ˢ ˪˰ ˸ˣ˪˩˸˯ˢˬ-disassembly˪˞ˬ ˸˧˷˞˶ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ , ˪ˡˣˠ˟ ˦˵˧˧˟ˣ˞ˢ ˶ˣ˟˰ ˭ˣ˶˩ˤ ˸˴˵нп 

ˢˬ ˫˧˸˟-non paged pool.˞˪ ˣ˞ ˥˪˴ ˳ˣ˵˪˞ˢ ˫˞ˢ ˸˵ˡˣ˟ ˭˩ˬ ˶˥˞˪ˣ , 

 ˦˯˲ˣ˞˟ .˦˵˧˧˟ˣ˞ˢ ˪˷ ˫˧˩˶˰ˢ ˸˞ ˸˪˥˸˞ˬ ˢ˧˴˵ˮˣ˲ˢ ,˥˪˴ ˳ˣ˵˪˞ˢˣ ˢˡ˧ˬ˟у  ˸˞ ˢˬ˷ ˞˧ˢrsi ,

ˢ ˸˟ˣ˸˩ ˸˞ ˪˧˩ˬ˷-notify routine ˦˯˲ˣ˞˟ˣ ,мс  ˸˞ ˢˬ˷ ˞˧ˢrdi ˦ˮˬˣˠ˶˞ˢ ˸˞ ˪˧˩ˬ˷ , ˞˪ ˰ˠ˶˩˷

 ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˞˧ˢ ,˭˩ˬ ˶˥˞˪ .ˣˮ˪ ˰ˣˡ˧ExInitializeRundownProtection  ˸˟ˣ˸˩ˢ ˸˞ ˢ˪ ˢ˶˧˟˰ˬˣ

 ˦˯˲ˣ˞˟ ˦˵˧˧˟ˣ˞ˢ ˪˷л ˦˵˧˧˟ˣ˞ ˸˪˥˸˞ˬ ˢ˧˴˵ˮˣ˲ˢ .rundown protection  ˭ˣ˶˩ˤ˟ ˣ˸ˣ˞ ˢˬ˷ˣ

.ˣ˧˪˞ ˢ˰˧˟˴ˬ ˸˶˟˰ˣˬ˷ ˸˟ˣ˸˩ˢ˷ 

 ,ˣˮ˧˞˶ ˶˟˩˷ ˧˲˩Rundown Protection  ˞ˣˢlock ˧ˬ˪ ˡ˰ˣ˧ˬ˷ ˡ˥ˣ-use-case  ˢ˥ˣ˦˟ ˢ˷˧ˠ ˪˷

 ˸ˣ˷˰˪ ˶˷˲˞ˬ ˞ˣˢ ,˭ˣ˶˵˰˟ .˵˥ˬ˧ˢ˪ ˫˧˧ˣ˷˰˷ ˫˧˦˵˧˧˟ˣ˞˪acquire  ˣˢ˷ˤ˧˞ ˶ˬˣ˷ˣ ˫˧ˮˣ˷ ˸ˣˬˣ˵ˬ ˭ˣˣˠˬˬ

ref countˢ˷ ˡ˰ ˸ˣ˩˥˪ ˶˷˲˞ ˢ˧ˢ˧ ,˵˥ˬ˧ˢ˪ ˨˧˶˴ ˢ˧ˢ˧ ˦˵˧˧˟ˣ˞ˢ˷˩˷ ˨˩ ,-count  ˢ˧ˢ˧л  ˦˵˧˧˟ˣ˞ˢˣ

ˣ˧˦ˮˣˣ˪˶˷ ˸ˣ˧˴˵ˮˣ˲ˢ .˷ˣˬ˧˷˟ ˢ˧ˢ˧ ˞˪ ˶˟˩˪ ˸-lock  ˭ˢ ˢˤˢ ˠˣ˯ˢˬExInitializeRundownProtection 

 ,˭˟ˣˬ˩ExAcquireRundownProtection x-ExReleaseRundownProtection ˠ˴˧˧ˬ˷ ˠˣ˯ˢ ˭ˣ˶˵˰˟ .

rundown protections  ˞ˣˢEX_RUNDOWN_REF ˪ˡˣˠ˟ ,у  ˷ˬ˸˷ˬ ˪ˮ˶˵ˢ ˡ˴˧˩ ˢ˞˶ˮ ˨˷ˬˢ˟ .˫˧˸˟

ˢ ˪˷ ˶˷˵ˢ˟ ˣ˟-callback objects. 

˥ˢ ˶˥˞˪ ˢ˧˴˵ˮˣ˲ˢ ,˪"ˮˢ ˵˪ExAllocateCallBack ˢ ˦˵˧˧˟ˣ˞ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˶˧ˡˠˬ-callback  ˨ˣ˸˟

ˢ ˦˵˧˧˟ˣ˞ ˡ˴˧˩ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞ ˸˰˩ .˞˶ˣ˵˪ ˸˶ˤˣ˥ˣ ,ˢ˶ˤ˥ˢ ˨˶˰-callback  ˭˩˪ˣ ,˪˥˸ˣ˞ˬˣ ˭ˣ˶˩ˤ˟ ˠ˴ˣ˧ˬ

 ˢ˧˴˵ˮˣ˲˪ ˶ˣˤ˥ˮPspSetCreateThreadNotifyRoutine ˞ˢ ˢ˟ ˢˡˣ˵ˮˢˬ ˢ˩˧˷ˬˬ ˞˧ˢ ˡ˴˧˩ ˢ˞˶ˮˣ ˦˵˧˧˟ˣ

:˪˥˸ˣ˞ˬ 

 

 ˢ˶ˤ˥ˢ ˨˶˰) ˥˪˴ ˞˪ ˦˵˧˧˟ˣ˞ˢ ˪ˣ˥˸˞ ˫˞л˪ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢ ,(-loc_1408130BE: 

 

 ˸ˣ˧ˢ˪ ˢ˶ˤ˥ˢˢ ˨˶˰ ˸˞ ˢ˶˧ˡˠˬ ˢˤ ˢ˶˵ˬ˟ ˢ˧˴˵ˮˣ˲ˢSTATUS_INSUFFICIENT_RESOURCES˪ ˸˴˲ˣ˵ˣ ,-

loc_1407534C6˪ ˸˶ˤˣ˥ ˞˧ˢ ˣˮˬˬ ,-caller.  
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˵˪˥˪ ˰˧ˠ˸ ˢ˧˴˵ˮˣ˲ˢ ,˥˪˴ ˭˩˞ ˪ˣ˥˸˞ˢ ˫˞ :˶˸ˣ˧ ˭˧˧ˮ˰ˬˢ 

 

 ˸˞ ˸˯˲˞ˬ ˸˧˷˞˶ ˢ˧˴˵ˮˣ˲ˢ ,ˢˤˢ ˵˪˥˟ebx˩ ˡ˵˲˸˧ ˢ˞˶ˮˢ ˪˩˩˷ ,-counter  ˧˲˩ ˢ˞˪ˣ˪˟ ˣˢ˷˪˩

˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷-loc_1407534D6˪ ˸ˮ˰ˣ˦ ˞˧ˢ ,˭˩ˬ ˶˥˞˪ .-rcx  ˪˷ ˸˟ˣ˸˩ˢ ˸˞

PspCreateThreadNotifyRoutine ˸˞ ˶ˬˣ˷˷ ˧˯˧˯˟ ˨˶˰ˬ˟ ˶˟ˣˡˬ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ .˭˧˧ˮ˰ˬ ˢˤˢ ˪˟ˣ˪ˠˢ . ˪˩

-screate thread notify routines˟ ˢˬ˷ ˢ˧˴˵ˮˣ˲ˢ ,˸˟ˣ˸˩ˢ ˸˪˟˵ ˶˥˞˪ .ˢ˞˶ˮ ˣ˞ˣ˟ ?-r8d  ˨˶˰ˢ ˸˞

л ˸˞ ˸˟ˣ˸˩˪ ˢ˲˧˯ˣˬˣ ,rbx * 8ˢ ˸˞ ˢ˪˧˲˩ˬ ˶ˬˣ˪˩ ,-counter ˟ ˢ˞˪ˣ˪˟-у  .˸˟ˣ˸˩˪ ˣ˸ˣ˞ ˢ˲˧˯ˣˬˣу 

 ˸ˣ˩˶˰ˬ˟ ˰˧˟˴ˬˢ ˪ˡˣˠ ˢˤ ˫˧˸˟сп ˶˟ˣˡˬ ˧˪ˣ˞˷ ˢ˥ˮˢˢ ˸˞ ˡˣ˞ˬ ˵ˤ˥ˬ ˢˤ ˭˩˪ˣ ,˦˧˟  ˪˷ ˨˶˰ˬ˟

˪ ˫˧˰˧˟˴ˬ-callback objects  ˫˧ˠ˴˧˧ˬ˷create thread notify routines˟ ˢˬ˷ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ ˧˶˥˞ .-rdx 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞-callback object˪ ˸˞˶ˣ˵ˣ ,-ExCompareExchangeCallBack ˢ˧˴˵ˮˣ˲ˢ .

ExCompareExchangeCallBack  ˦ˮˬˣˠ˶˞˟ ˶˦ˮ˧ˣ˲ˢ˷ ˨˶˰ˢ ˫˞ˢ ˸˵ˡˣ˟м ˣ˷ ˣ˧˪˞ ˰˧˟˴ˬ ˪˷ ˨˶˰˪ ˢˣ

 ˦ˮˬˣˠ˶˞о ˦ˮˬˣˠ˶˞˟ ˨˶˰ˢ ˫˰ ˣ˸ˣ˞ ˢ˲˧˪˥ˬ ,˭˩ ˫˞ˣ ,н ˞ˣˢ ˢ˶ˤ˥ˢˢ ˨˶˰ .м  ˭˩˞ ˢ˲˪˥ˢˢ ˫˞

ˣ ,ˢ˰˴˟˸ˢ-л ˟ ˨˶ˣ˴ ˫ˣ˷ ˭˧˞ ˭˩˪ˣ ,˧ˬˣ˦˞ ˭˲ˣ˞˟ ˸˰˴˟˸ˬ ˢ˞ˣˣ˷ˢˢˣ ˢ˲˪˥ˢˢ ˸˪ˣ˰˲˷ ˭˧˧˴˪ ˷˧ .˞˪ ˫˞-

locks :ˣˤ˩ ˞˧ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ .(˸˧˲˧˴˲˯ ˣˤˢ ˢ˪ˣ˰˲˟) 

ExCompareExchangeCa llBack (& PspCreateThreadNotifyRoutine [ counter ],  

callback_object ,  0);  

˪ ˪˥˸ˣ˞ˬ ˣˮ˧˞˷ ˶˟˧˞ ˞˴ˣˬ ˞ˣˢ˷ ˡ˰ (˨˶˰ˬˢ) ˢˬ˧˷˶ˢ ˪˰ ˳˶ ˪ˮ˶˵ˢ˷ ˭˧˟ˢ˪ ˭˸˧ˮ ,˭˩˪-notify routine 

˪ ˰˧˟˴ˬˢ ˸˞ ˯˧ˮ˩ˬˣ ,˧ˢ˷˪˩-callback object  ˸˷˶ˣˡ ˣˤˢ ˢ˪ˣ˰˲ˢ ˫ˮˬ˞ .ˢˤ˩ ˡ˥˞ ˞˴ˣˬ ˞ˣˢ ˶˷˞˩

ˢ ˪˰ ˢ˴˧˶˟ ˷ˣˬ˧˷ ˫ˣ˷ ˭˧˞˷ ˞ˣˢ ˪˟˵˸ˬ˷ ˭ˣ˶˸˧ˢ ˨˞ ,ˢ˯ˮ˩ˢ ˪˩˟ ˢˬ˧˷˶-locks  ˧ˡ .ˢˬ˧˷˶ˢˬ ˵˪˥˩

neat ˡ˰ ˞˧ˢ ˢ˴˧˶ˢ˷ ˟˪ ˫˧˷ˮ .сп ˪ˡˣˠ˟ ˨˶˰ˬˢ ,˶ˬˣ˪˩ ,сп  ˪˷ ˸˧˪ˬ˧˯˵ˬˢ ˸ˣˬ˩ˢ ˣˤˣ ,˫˧˰˧˟˴ˬ
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notify routines  ˫˞ .˸˞ˤ ˢ˞˶ˮ ˨˷ˬˢ˟ ,˞˪ˬ˸˸ ˞˪ ˢˬ˧˷˶ˢ ˫˧˶˵ˬˢ ˟ˣ˶˟˷ ˥˧ˮˢ˪ ˶˧˟˯ .˸˩˶˰ˬ˟

˞ ˢˬ˧˷˶ˢˢˣ ˢ˞˪ˬ ˭˩-counter  ˨˶˰˪ ˰˧ˠˬсп˪ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢ ,-branch :˞˟ˢ 

 

 ˢ ˦˵˧˧˟ˣ˞ ˪˷ ˭ˣ˶˩ˤˢ ˸˞ ˢ˶˧ˤ˥ˬ ˪˩ˢ ˨˯˟ ˢ˧˴˵ˮˣ˲ˢ ,˭˞˩-callback  ˢ˰˧ˠˬ ˭˩ˬ ˶˥˞˪ˣ ,ˢ˴˵ˣˢ˷

 ˸˞ ˢ˶ˤ˥ˢˢ ˨˶˰˟ ˫˷˷ '˳ˮ˞˶˟˪STATUS_INSUFFICIENT_RESOURCES. 

ˢ ˦˵˧˧˟ˣ˞ ˸˞ ˯˧ˮ˩ˢ˪ ˥˧˪˴ˢ ˪ˮ˶˵ˢˣ ˭˸ˮ˧ˢ˟ ˢ˶ˣ˵ ˢˬ-callback :ˢ˞˶ˮ ˣ˞ˣ˟ ?ˢˬ˧˷˶˪ ˷ˡ˥ˢ 

 

 ˫˧˶˵ˬ ˧ˮ˷˪ ˢ˟ˣˠ˸ˢ ˸˞ ˸˵˪˥ˬ ˢ˧˴˵ˮˣ˲ˢ-  ˦˧˟ ˶˷˞˩л ˟ ˵ˣ˪ˡ-sil ˞˪ˢ ˦ˮˬˣˠ˶˞ˢ ˪˷ ˭ˣ˸˥˸ˢ ˵˪˥ˢ ,

 ˪˷ ˠˣ˯ ˠ˴˧˧˪ ˧ˣ˷˰ ˢˤˢ ˦ˮˬˣˠ˶˞ˢ˷ ˨˩˪ ˢ˵ˤ˥ ˢˤ˧ˬ˶ ˣˤ ,˧ˮ˧˰˟ .˵ˣ˪ˡ ˞˪ ˞ˣˢ ˶˷˞˩ˣ ,˰ˣˡ˧create thread 

notify routine ˨˞ ,˨˩˪ ˶ˣˤ˥ˮ ˨˷ˬˢ˟ ..ˣˤˢ ˸˧˲˧˴˲˯ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˤ˩˶˸ˮ ˰ˠ˶˩ 

 ˦˧˟ ˶˷˞˩л ˟ ˢ˪˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢ ,˧ˣ˟˩-м  ˸˞ ˸˧ˬˣ˦˞ ˢ˶ˣ˴˟PspCreateThreadNotifyRoutineCount ,

 ˪˧˩ˬ ˸ˣ˞ˡˣˣ˟ ˦˰ˬ˩˷ ˪ˣ˟˪ˠcount ˢ ˪˷-create thread notify routines  ,˭˩ˬ ˶˥˞˪ .˸˩˶˰ˬ˟ ˫˧ˬˣ˷˶ˢ

 ˸˞ ˸˞˶ˣ˵ ˞˧ˢPspNotifyEnableMask ˢ˞˶ˮˢ ˪˩˩ ˞ˣˢ˷ ˵˧˯ˢ˪ ˶˷˲˞ ˫˷ˢ ˧˲˪ .˭˧˧ˮ˰ˬ ˪˟ˣ˪ˠ ˡˣ˰ ,
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 ˣˢ˷ˤ˧˞ ˪˧˩ˬmask ˢ ˧ˠˣ˯ ˸˞ ˠ˴˧˧ˬ˷ ˣˢ˷˪˩-notify routines ˷-enabled  ˵ˣˡ˟ˮ ˡˣ˞ˬ ˟ˣ˶˵˟ .˸˩˶˰ˬ˟

 ˦˧˟ ˫˞ .ˣˤ ˢˮ˰˦ ˸˞ ˞ˡˣˣˮˣо  ˢ˧˴˵ˮˣ˲ˢ ,˸˶˥˞ .˸˧ˬˣ˦˞ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˢ˵˧˪ˡˬ ˢ˧˴˵ˮˣ˲ˢ ,ˣ˟ ˵ˣ˪ˡ ˣˮ˧˞

 ˶˧˟˯ .˸˶ˤˣ˥ ˦˧˟˷ ˥˧ˮˢ˪о ˟-mask  ˫˞ˢ ˠ˴˧˧ˬcreate thread notify routines  ˫ˢenabled  ,˸˩˶˰ˬ˟

 ˣ˪ ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˭˩˪ˣenable  ˶˴ˣˮ ˶˷˞˩notify routine .ˢˤˢ ˠˣ˯ˢˬ ˷ˡ˥ 

 ˦˧˟ ˶˷˞˩ ,˸˞ˤ ˸ˬˣ˰˪л ˟)-sil ˸˞ ˸˧ˬˣ˦˞ ˢ˶ˣ˴˟ ˢ˪˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢ ,˵ˣ˪ˡ (˰ˣˡ˧ ˞˪ˢ ˦ˮˬˣˠ˶˞ˢ ,

PspCreateThreadNotifyRoutineNonSystemsCountˢ ˸ˣˬ˩ ˸˞ ˫˷ˢ ˧˲ ˪˰ ˠ˴˧˧ˬ ˢˤˢ ˪˟ˣ˪ˠˢ .-notify 

routines  ˠˣ˯ˬ ,˫˧ˬˣ˷˶ˢnon systems ˣˢˬ ˭˧˟ˮ˷ ˰ˠ˶˟ ˶˟˥˸˧ ˪˩ˢ .ˢ˞˶ˮ ˟ˣ˶˵˟ ?˶ˬˣ˞ ˢˤ ˢˬ .

 ˶˥˞˪ .˪˩ˢ ˧ˮ˲˪ ˨˧˶˴˷ ˣˬ˩ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˦˰ˬ ˢ˥ˡˮ ˢˤ ˸˞ ˪˟˞ ,˰ˣˡ˧ ˞˪ˢ ˶˦ˬ˶˲ˢ

˫˞ ˸˵ˡˣ˟ ˞˧ˢ ,˭˩ˬ  ˦˧˟п ˟-mask  ,˨˩ ˫˞ .˸˧ˬˣ˦˞ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˢ˵˧˪ˡˬ ˞˧ˢ ,˟˴ˬˢ ˢˤ ˫˞ˣ ,˵ˣ˪ˡ ˣˮ˧˞

 ˫˧˦˧˟˷ ˵˧˯ˢ˪ ˭˸˧ˮо-п ˟-mask  ˫˞ˢ ˫˧ˠ˴˧˧ˬcreate thread notify routines  ˫ˢenabled  ,˸˩˶˰ˬ˟

 ˦˧˟ ˶˷˞˩о  ˦˧˟ˣ ,˫˧˪˧ˠ˶ˢ ˸˞ ˠ˴˧˧ˬп ˢ ˸˞ ˠ˴˧˧ˬ-non systems. 

˶˰ ˸˞ ˢ˶˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ˬ ˶˥˞˪˪ ˢ˶ˤ˥ˢˢ ˨-л )STATUS_SUCCESS:˸˶ˤˣ˥ˣ ,( 

 

 ˸˶˧˴˧ ˧˟ˠ˪ ˸ˣ˞˟ˢ ˸ˣˡ˟ˣ˰ˢ ˪˩ ˸˞ ˣˮ˧˪˧ˠ ,ˢ˩ ˡ˰Notify Routine: 

¶  ˫˧˧˵callback object ˢ ˧ˠˣ˯ ˪˩˪ ˧˶ˮˠ-callbacks ˣ˩ˣ˸˟ ˪˧˩ˬ˷ ,rundown protectionˢ ˸˟ˣ˸˩ ˸˞ ,-

notify routine˟ ˷ˣˬ˧˷˪ ˡ˰ˣ˧ˬ˷ ˨˶˰ ˸ˣ˧ˢ˪ ˧ˣ˷˰˷) ˰ˣˡ˧ ˞˪ ˨˶˰ˣ ,-notify routine  ,˧˲˧˴˲˯ˢ

.(ˠˣ˯ˢ ˸˞ ˠ˴˧˧ˬ˷ ˢ˞˶ˮ ˢˤˢ ˢ˶˵ˬ˟ˣ 

¶ ˢ ˸ˬ˧˷˶-create thread notify routines  ˪ˡˣˠ˟ ˨˶˰ˬ ˞˧ˢсп˪ ˫˧˰˧˟˴ˬˬ ˟˩˶ˣˬˢ ,-callback 

objects˟ ˪˟ˣ˪ˠ˩ ˶ˣˬ˷ ˨˶˰ˬˢ .-ntoskrnl  ˫˷˟PspCreateThreadNotifyRoutine ˸˯ˮ˩ˢ .notify 

routines ˪˪ ˸˰˴˟˸ˬ ˢˬ˧˷˶˪ ˫˧˷ˡ˥ ˞locks  ˪˷ ˢ˦˧˷ ˧ˡ˧ ˪˰ ,˪˪˩˟compare & exchange .

 ˫˧ˬ˷˶ˮ ˶˷˞˩ ˞˪ˬ˸ˢ˪ ˢ˧ˣ˷˰ ˢˬ˧˷˶ˢсп notify routines. 
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¶  ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˢ˞˶ˮˢ ˪˩˩ ˫˧ˬ˧˧˵create thread notify routines - ˣ ˫˧˪˧ˠ˶-non systems ˞˪ ˰ˠ˶˩ .

.ˡˣ˞ˬ ˟ˣ˶˵˟ ˸˞ˤ ˭˥˟ˮ ˨˞ ,ˠˣ˯ ˪˩ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˣˮ˪ ˢ˶ˣ˶˟ 

¶ ˪˷ ˠˣ˯ ˪˩˪ create thread notify routines ˷˧ ,count ˢ ˸ˣˬ˩ ˸˞ ˠ˴˧˧ˬˢ ˣˢ˷˪˩-notify routines 

 ˨ˣ˸˟ ˪˟ˣ˪ˠ˩ ˶ˣˬ˷ˣ ,˫˧ˬˣ˷˶ˢntoskrnl - PspCreateThreadNotifyRoutineCount x-

PspCreateThreadNotifyRoutineNonSystemsCount. 

¶ ˟ ˪˟ˣ˪ˠ ˫˧˧˵-ntoskrnl  ˫˷˟PspNotifyEnableMaskˢ˞˶ˮˢ ˪˩˩˷ ,  ˢˤ˧˞ ˧˟ˠ˪ ˰ˡ˧ˬ ˪˧˩ˬnotify 

routines  ˫ˢenabled  ˫˧˦˧˟ .˞˪ ˢˤ˧˞ˣо x-п  ˫˞ˢ ˫˧ˠ˴˧˧ˬcreate thread notify routines  ˫ˢ

enabled ˶˷˞˩ ,о ˣ ,˪˧ˠ˶ˢ ˠˣ˯ˢˬ ˢ˪˞˩ ˠ˴˧˧ˬ-п  ˠˣ˯ˬ ˢ˪˞˩ ˠ˴˧˧ˬnon systems. 

:ˢ˩ ˡ˰ ˣˮ˞ˡ˧ˣ ˞˪˷ ˸ˣˮ˰˦ ˢˬ˩ ˞ˡˣˣ˪ ˣˮ˧˪˰ ,˸˰˩ 

¶  ?˰ˣˡ˧ ˞˪ˢ ˦ˮˬˣˠ˶˞ˢ ˣˢˬ ˪˷ ˠˣ˯ ˭˩˞ ˣˢˤ ˫˞ˢcreate thread notify routine ?ˣˮ˪ ˢˬˡˮ˷ ˧˲˩ 

¶ ˢ ˫˞ˢ-PspNotifyEnableMask  ˢˤ˧˞ ˶˧ˡˠˬ ˸ˬ˞˟notify routines  ˫ˢenabled ?˞˪ ˢˤ˧˞ˣ 

ˢ ˪˩ ˸˞ ˞˴ˬˮ ,˨˩ ˫˷˪ .ˢˮˣ˷˞˶ˢ ˢˮ˰˦ˢ ˞ˣˡ˧ˣ ˫˰ ˪˧˥˸ˮ-xrefs  ˢ˧˴˵ˮˣ˲˪

PspSetCreateThreadNotifyRoutine˞˴ˬˮ ˣˢ˷˧˸ˬ˷ ˨˩ ,  ,˸ˬ˞˟ ˰ˣˡ˧ ˞˪ˢ ˶˦ˬ˶˲˟ ˸˷ˬ˸ˬ˷ ˢ˧˴˵ˮˣ˲

ˢ ˸ˬ˧˷˶ ˧ˢˣˤ .ˣ˸ˣ˞ ˸˯˲˞ˬ ˫˸˯ ˞˪ˣ-xrefs: 

 

˪ (˸˲˦ˣ˰ ˧˪ˣ˞ˣ) ˸˞˶ˣ˵˷ ˢ˧˧ˮ˷ˢ ˢ˧˴˵ˮˣ˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-PspSetCreateThreadNotifyRoutine  ˞˧ˢ

PsSetCreateThreadNotifyRoutineEx ˭˧˟ˮˣ ˢ˪˷ ˢˬ˧˸˥ˢ ˪˰ ˪˩˸˯ˮ ,ˣ˸ˣ˞ ˶ˣ˵˥˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪ . ˢˬ

:˸˪˟˵ˬ ˞˧ˢ˷ ˫˧˦ˮˬˣˠ˶˞ˢ 

NTSTATUS PsSetCreateThreadNotifyRoutineEx (  

  PSCREATETHREADNOTIFYTYPE NotifyType ,  

  PVOID                    NotifyInformation  

);  

NotifyType ˢ ˠˣ˯ ˸˞ ˠ˴˧˧ˬ-notify routineˣ ,-NotifyInformation ˢ ˸˟ˣ˸˩ ˸˞ ˪˧˩ˬ-notify routine .

ˣ˯ ˫ˢˬˢ ˧ˠ-notify routine ˷-NotifyType ˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ ?˪˟˵˪ ˪ˣ˩˧-enum: 

typedef enum _PSCREATETHREADNOTIFYTYPE {  

  PsCreateThreadNotifyNonSystem ,  

  PsCreateThreadNotifySubsystems  

}  PSCREATETHREADNOTIFYTYPE;  
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 ˪˷ ˸ˣ˰ˬ˷ˬˢPsCreateThreadNotifyNonSystem ˢ˷ ˞˧ˢ-notify routine ˢ ˪˷ ˦˯˵˦ˮˣ˵˟ ˞˪ ˳˶-non 

system thread  ˸ˬˣ˰˪ ,˶˴ˣˮ˷ ˷ˡ˥ˢcreate thread notify routine ˢ ˸˞ ˳˧˶ˬ˷-callback  .˶˴ˣ˧ˢ ˡ˶˸˟

 ˪˷ ˸ˣ˰ˬ˷ˬˢPsCreateThreadNotifySubsystems ˢ˷ ˞˧ˢ-callback  ˶ˣ˟˰˟ ˞˶˵˧˧threads  ˪˩ˬ

subsystem  ˣˬ˩ ,˸˩˶˰ˬ˟wsl. 

ˣ˩˧˯ ˷˧˷ ˢ˞˶ˮ ,˨˩ ˫˞ ˪˷ ˢ˶˵ˬ˟ ,ˠˣ˯ ˭˩˞ ˞ˣˢ ˰ˣˡ˧ ˞˪ˢ ˦ˮˬˣˠ˶˞ˢ˷ ˟ˣ˦ ˧create thread notify 

routine ˪˩ ˪˷ ˷ˣˬ˧˷˪ ˡ˰ˣ˧ˬ˷ ˧˲˶ˣˬ˧˪ˣ˲ ˨˶˰ ˢ˞˶ˮ˩ ˞ˣˢ ˢˤˢ ˦ˮˬˣˠ˶˞ˢ˷ ˶ˣ˩ˤ˪ ˷˧ .notify routine 

ˢ ˪˷ ˧˶ˮˠˢ ˦˵˧˧˟ˣ˞ˢ ˨ˣ˸˟-callback.˸˰˩ ˣˮ˧˞˶˷ ˠˣ˯ˢ ˣˬ˩ ,ˢ˶ˣ˟˰ ˟ˣ˷˥ ˰ˡ˧ˬ ˶ˣˬ˷˪ ˧ˡ˩ , 

 ˢˬ ˵ˣˡ˟ˮ ˣ˞ˣ˟PsSetCreateThreadNotifyRoutineEx  ˸˞ ˫˞ˣ˸ ˢˤ ˫˞ˢˣ ,ˣ˪˷ ˫˧˦ˮˬˣˠ˶˞ˢ ˫˰ ˢ˷ˣ˰

:ˣˮ˪˷ ˸ˣ˶˰˷ˢˢ 

 

 ˞ˣˢ ˠˣ˯ˢ ˫˞ˢ ˸˵ˡˣ˟ ˢ˧˴˵ˮˣ˲ˢ ,˸˧˷˞˶л ˞ˣˢ ˫˞ˢ ,˞˪ ˫˞ˣ ,м ˞ˣˢˣ ˢˡ˧ˬ˟ .л˟ ˢˬ˷ ˞˧ˢ ,-ebx  ˸˞

 ˨˶˰ˢм ˞ˣˢˣ ˢˡ˧ˬ˟ˣ ,м˟ ˢˬ˷ ˞˧ˢ ,-ebx  ˨˶˰ˢ ˸˞н˷ ˫˧˧ˬ˧ˮ˲ˢ ˫˧˩˶˰ˢ ˢ˪˞ ˢ˞˶ˮˢ ˪˩˩ . ˞˧ˢ
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˪ ˡˣˠ˧ˮ˟ ,ˠˣ˯ˢ ˠˣ˴˧˧˪ ˫ˢ˟ ˸˷ˬ˸˷ˬ-л x-м ˟˷-enum ˞˪ ˞ˣˢ ˫˞ .л  ˞˪ˣм˪ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢ ,-branch 

:˞˟ˢ 

 

 ˶ˣ˸˟ ˢ˶ˤ˥ˢˢ ˨˶˰ ˸˞ ˢ˶˧ˡˠˬ ˪˩ˢ ˨˯˟ ˞˧ˢ ,˭˩˟ˣSTATUS_INVALID_PARAMETER  ˶ˣˤ˥ˮ .˸˶ˤˣ˥ˣ

 ˸˶ˡˠˢ ˧˶˥˞˷ ˸ˣ˞˶˪ ˭˸˧ˮ .˫ˡˣ˵ˢ ˧˪˟ˬ˯˞˯˧ˡ˪ebx ˞˶ˣ˵ ˞˧ˢ ,˧ˬ˧ˮ˲ˢ ˠˣ˯ˢ ˨˶˰˪ ˢ˧˴˵ˮˣ˲˪ ˸

MmVerifyCallbackFunctionCheckFlags ˦ˮˬˣˠ˶˞ ˶ˣ˸˟ ˢ˪ ˢ˶˧˟˰ˬˣ ,м ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞-notify 

routine ˦ˮˬˣˠ˶˞ ˶ˣ˸˟ˣ ,н  ˨˶˰ˢ ˸˞лx20ˢ ˪˰ ˢ˧˴ˡ˧˪˞ˣ ˧ˢ˷ˣˤ˧˞ ˢ˷ˣ˰ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˞˶ˮ˩ .-notify 

routine ˣ˞ ˢ˧ˣ˞˶ ˢ˶ˣ˴˟ ˭˰˦ˮ˷ ˶˟˧˧˶ˡ ˨ˣ˸˟ ˸˞˴ˬˮ ˞˧ˢ˷ ˞ˡˣˣ˪ ˧ˡ˩ ˧˪ˣ˞ , ˢ˧˴˵ˮˣ˲ˢ ˫˞ .˭ˣˮˠ˯˟ ˣˢ˷ˬ

˪ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢ ,ˢ˥˪˴ˢ ˧˞ ˪˷ ˯ˣ˦˦˯ ˢ˶˧ˤ˥ˬ-branch :˞˟ˢ 

 

 ˯ˣ˦˦˯ˢ ˸ˣ˧ˢ˪ ˢ˶ˤ˥ˢˢ ˨˶˰ ˸˞ ˢ˶˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˞˩STATUS_ACCESS_DENIED ,

˟ .˸˶ˤˣ˥ ˫˷ˬˣ-MSDN  ˢ˧˴˵ˮˣ˲˪ ˡˣ˰˧˸ˢ ˪˰ ˪˩˸˯ˮ ˫˞ ˪˟˞ ,ˢˤˢ ˢ˶ˤ˥ˢˢ ˨˶˰˪ ˡˣ˰˧˸ ˭˧˞

PsSetCreateProcessNotifyRoutineEx :˪"ˮˢ ˢ˶ˤ˥ˢˢ ˨˶˰˪ ˞˟ˢ ˡˣ˰˧˸ˢ ˸˞ ˢ˞˶ˮ ,(ˢ˪ ˢˬˣˡ ˡˣ˞ˬ˷) 

The image that contains the callback routine pointer did not have 

IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY set in its image headerΦ 

 ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶ˮˢ ˪˩˩ ˤ˞ ,ˢ˟˟˯MmVerifyCallbackFunctionCheckFlags  ˫˞ˢ ˸˞ˡˣˣˬflag  ˣˢ˷˪˩

˟ ˵ˣ˪ˡ-PE ˢ ˣ˩ˣ˸˟˷ ˶˟˧˧˶ˡˢ ˪˷-notify routine ˠ˞˪˲ˢ ,ˢˤˢ ˢ˶˵ˬ˟ˣ ,лx20  ˸˞ ˠ˴˧˧ˬ

IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY ˶˧ˡˠˢ˪ ˷˧ ,ˣˤˢ ˢ˧˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰˷ ˨˩ ,

 ˸˞ ˶˵ˮ˧˪˟/ INTEGRITYCHECK˟ ˪"ˮˢ ˪ˠˡˢ ˸˞ ˵˧˪ˡ˧ ˞ˣˢ˷ ˨˩ ,-PE. 

˪ ˰˧ˠ˸ ˢ˧˴˵ˮˣ˲ˢ ,ˣ˥˧˪˴ˢ ˸ˣ˵˧ˡ˟ˢ ˪˩ ˫˞-branch ˢ ˞ˣˢ˷ ,˞˟ˢ-branch :˭˧˧ˮ˰ˬˢ 
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 ˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-PspSetCreateThreadNotifyRoutine  ˶˷˞˩ ,˭˩˪ ˫ˡˣ˵ ˣˮ˶˵˥˷

ˢ ˸˟ˣ˸˩ ˸˞ ˢ˶˧˟˰ˬ ˞˧ˢ ˭ˣ˷˞˶ˢ ˦ˮˬˣˠ˶˞˟-notify routine ˠˣ˯ˢ ˸˞ ˢ˶˧˟˰ˬ ˧ˮ˷ˢ ˦ˮˬˣˠ˶˞˟ˣ ,

ˣˬ˷˷ ˧ˬ˧ˮ˲ˢ˟ ˶-ebxˢ ˪˷ ˠˣ˯ˢ ˸˞ ˠ˴˧˧ˬ ˧ˮ˷ˢ ˦ˮˬˣˠ˶˞ˢ˷ ˢˮ˰˦ˢ ˸˞ ˸ˬ˞˪ ˣˮ˥˪˴ˢ ˤ˞ .-create 

thread notify routine ˦˧˟ ˫˞˷ ˨˩ ,л  ˦˧˟ ˫˞ˣ ,˶˴ˣ˧ˢ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵˟ ˳ˣ˶˧ˣ ˪˧ˠ˶ ˞ˣˢ ˣ˟ ˧ˣ˟˩л 

 ˟˷˥ˮ ˞ˣˢ ˣ˟ ˵ˣ˪ˡnon system create thread notify routine˴ˣˮ˷ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵˟ ˳ˣ˶˧ ˞ˣˢˣ , .˶

 ˦˧˟о ˟-PspNotifyEnableMask  ˦˧˟ˣ ,˭ˣ˷˞˶ˢ ˠˣ˯ˢ ˸˞ ˢ˞˶ˮˢ ˪˩˩ ˠ˴˧˧ˬп  ˫˞ ,˭˩ ˣˬ˩ .˧ˮ˷ˢ ˠˣ˯ˢ ˸˞

 ˦˧˟м  ˠ˴˧˧ˬ ˞ˣˢ ,˧ˮ˷ˢ ˦ˮˬˣˠ˶˞˟ ˵ˣ˪ˡnotify routine  ˪˩ˬ ˡ˶˸ ˫ˣ˧˯ˣ ˸˶˧˴˧ ˶ˣ˟˰˟ ˞˶˵˧˸˷

subsystem. 

 ˞ˡˣˣ˪ ˣˮ˧˪˰˷ ˢ˧˧ˮ˷ˢ ˢˮ˰˦˪ ˣˮ˰ˠˢ ˸˰˩- ˢ ˫˞ˢ-PspNotifyEnableMask ˞˟ ˢˤ˧˞ ˶˧ˡˠˬ ˸ˬnotify 

routines  ˫ˢenabled  ˞˟ˢ ˵˪˥˪ ˶ˣ˟˰ˮ ˨˩ ˫˷˪ ?˞˪ ˢˤ˧˞ˣ- ˟ ˷ˣˬ˧˷-notify routines . 

 

˟ ˷ˣˬ˧˷-Notify Routines 

˟ ˸ˣ˷ˬ˸˷ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰-notify routines  ˶ˣ˟˰ˮ ,ˢ˷˰ˮ ˷ˣˬ˧˷ˢ ˡ˴˧˩ ˭˧˟ˢ˪ ˧ˡ˩

ˢ ˪˩ ˪˰-xrefs ˪-PspCreateThreadNotifyRoutine ˢ ˸ˬ˧˷˶)-create thread notify routines:( 

 

 ˸ˣ˷ˣ˰ ˸ˣ˞˟ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩˷ ˸ˣ˞˶˪ ˭˸˧ˮxref :ˢˬ˧˷˶˪ 

¶ PspCallThreadNotifyRoutines -  ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ˷ ˵˧˯ˢ˪ ˭˸˧ˮ ˫˷ˢ ˧˲˪ ,˸ˮ˧˧ˮ˰ˬ ˢ˧˴˵ˮˣ˲ ˸˧˞˶ˮ ˣˤ

ˢ ˪˩˪ ˸˞˶ˣ˵˷-create thread notify routines .˫˧˧˸˯ˬ ˣ˞ ˶˴ˣˮ ˡ˶˸ ˶˷˞˩ 

¶ PspEnumerateCallback -  ˪˷ ˸˧˶ˮˠ ˢ˧˴˵ˮˣ˲ ˢ˞˶ˮ˩ ˣˤ ˫ˠ ˫˷ˢ ˧˲˪ .˸ˮ˧˧ˮ˰ˬ ˢ˧˴˵ˮˣ˲ ˫ˠ ˸˧˞˶ˮ ˣˤ

 ˪˷ ˢˬ˧˷˶ ˪˰ ˢ˧˴˶ˬˣˮ˞callbacks ˢ ˪˷-process & thread manager. 

¶ PspSetCreateThreadNotifyRoutine -  ˢ˯˧ˮ˩ˬ˷ ˫ˡˣ˵ ˣˮ˶˵˥˷ ˢ˧˴˵ˮˣ˲ˢcreate thread notify 

routine .ˢˬ˧˷˶˪ ˢ˷ˡ˥ 

¶ PsRemoveCreateThreadNotifyRoutine -  ˢ˞˧˴ˣˬ˷ ˢ˧˴˵ˮˣ˲ˢnotify routine ˢ ˸ˬ˧˷˶ˬ-create 

thread notify routines.˞˟ˢ ˵˪˥˟ ˢ˸ˣ˞ ˶ˣ˵˥ˮ , 



 
 

Windows Notify Routine Internals 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  моо 
 

¶ PspInitPhase0 - ˢ ˪˷ ˸˧ˮˣ˷˞˶ˢ ˪ˣ˥˸˞ˢ ˸˧˴˵ˮˣ˲-process & thread manager ˪˩ ˸˞ ˸˪˥˸˞ˬ .

ˢ ˸˞ ˸˶˴ˣ˧ˣ ˫˧˧˯˧˯˟ˢ ˫˧ˮ˟ˬˢ-system process s.ˢˬ˧˷˶ˢ ˸˞ ˸˪˥˸˞ˬ ˢ˞˶ˮˢ ˪˩˩ .˧ˮˣ˷˞˶ 

 ˢˬ ˸ˣ˞˶˪˟ ˪˧˥˸ˮ ,ˢˬ˧˷˶ˢ ˫˰ ˶˸ˣ˧ ˸ˣ˧ˮ˧˴˶ˢ ˸ˣ˧ˣ˵˯˰˸ˢ˟ ˵˯˰˸ˮ˷ ˧ˮ˲˪PspInitPhase0 :ˢ˸˧˞ ˢ˷ˣ˰ 

 

˪ ˸˞˶ˣ˵ ˞˧ˢ ˫˰˲ ˪˩˟˷˩ ,ˢˬ˧˷˶ˢ ˪˩ ˪˰ ˢˬ˪˷ ˢ˞˪ˣ˪ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-

RtlRunOnceInitialize˶˧˟˰ˬ ˞˧ˢ ˣ˸ˣ˞ ˦ˮˬˣˠ˶˞ˢ ˶˷˞˩ ,) ˢrcx ˶ˣˬ˞˷ ˢˬ˧˷˶˟ ˶˟˧˞ ˪˷ ˸˟ˣ˸˩ˢ ˞ˣˢ (

˪ ˰˧˟˴ˬ ˪˧˩ˢ˪-callback object ˢ˧˴˵ˮˣ˲ˢ ˣˤ .RtlRunOnceInitialize: 

 

˟˷ ˨˩ ,˸˶˟˰ˣˬ˷ ˸˟ˣ˸˩˟ ˨˶˰ˢ ˸˞ ˸˯˲˞ˬ ˩"ˢ˯˟ ˢ˧˴˵ˮˣ˲ˢ .˶ˣ˶˟ ˧ˡ ˢˤ ˤ˞ ,˟ˣ˦-PspInitPhase0  ˷˧

ˢ ˸ˬ˧˷˶ ˣ˟ ˟˪˷-create thread notify routines ˪ ˢ˪ˣ˩ ˸˪˥˸ˣ˞ˬ-л. 

 ,˶˸ˣ˧ ˸ˮ˧˧ˮ˰ˬ ˢ˧˴˵ˮˣ˲ ˪˰ ˪˩˸˯ˢ˪ ˸˰˩ ˶ˣ˟˰ˮPspCallThreadNotifyRoutines ,˭˩˪ ˫ˡˣ˵ ˧˸ˮ˧˧˴˷ ˧˲˩ .

ˢ ˪˩˪ ˢ˞˧˶˵ ˞˧ˢ ˸˰˴˟ˬ ˞˧ˢ˷ ˢ˪ˣ˰˲ˢ˷ ˥˧ˮˢ˪ ˶˧˟˯ ,ˢˬ˷ ˧˲˪-create thread notify routines  ˶˷˞˩

 ˭ˣˬˢ ˢ˪˧˩ˬ ˞˧ˢˣ ˸˟˩˶ˣˬ ˶˸ˣ˧ ˦˰ˬ ˣˤ ˢ˧˴˵ˮˣ˲˷ ˭ˣˣ˧˩ˬ .ˡ˶˸ ˫˧˧˸˯ˬ ˣ˞ ˶˴ˣˮbranches ˧˸˦˪˥ˢ ,

 ˢˬ ˸˞ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˸ˠ˴˧˧ˬ˷ ,ˢ˪ ˧˸˟˸˩˷ ˢ˧˴˪˧˲ˬˣ˵˧ˡˢ ˸˞ ˠ˧˴˞ ,ˢ˪˷ ˧˪˟ˬ˯˞˯˧ˡ ˠ˧˴ˢ˪ ˫ˣ˵ˬ˟˷

 .ˢ˷ˣ˰ ˞˧ˢ˷ 
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ˢ ˪˩ ˪˰ ˸ˣ˪˩˸˯ˢ ˨ˣ˸ˬ˷ ˭˩ ˧ˮ˲˪ ˭˧˧˴˞-xrefs :ˢ˪ ˸ˣ˞˶ˣ˵ ˸ˣ˞˟ˢ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˧˪˞ 

 

 .˭ˬ˴˰ ˸˞ ˸ˣ˶˧˟˯ˬ ˧ˡ ˸ˣ˞˧˶˵ˢPspInitializeThunkContext ˢ ˸˞ ˸˪˥˸˞ˬ˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ-state  ˪˷

˪ ˢ˞˧˶˵ ˸˰˴˟ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˥˧ˮˢ˪ ˶˧˟˯˷ ˨˩ ,˫˧˧˵ ˶˟˩ ˡ˶˸ˢ˷˩ ˢ˴˶ˣ ˷ˡ˥ ˡ˶˸-

PspCallThreadNotifyRoutines  ˢ˧˪˰ ˷˧˷ˣ ,˷ˡ˥ ˡ˶˸˟ ˶˟ˣˡˬ˷ ˢˡ˟ˣ˰ˢ ˸˞ ˫˧ˠ˴˧˧ˬ˷ ˫˧˦ˮˬˣˠ˶˞ ˫˰

ˢ ˪˩˪ ˞ˣ˶˵˪-create thread notify routines  ˠˣ˯ˬnon system ) ˦˧˟л  ˰ˣˡ˧ ˞˪ˢ ˨˶˰˟-  ˞˶˵ˮ ˢ˸˰ˬ˷

ˢ ˣ˪-context - .(˵ˣ˪ˡ 

PspInsertThread  ˭˩˪ ,(˭˟ˣˬ˩ ˶˴ˣ˧ˢ ˡ˶˸ˢ ˨ˣ˸ˬ) ˫˧ˡ˶˸ ˸˶˧˴˧˟ ˶˸ˣ˧˟ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˸˥˞ ˞˧ˢ

˪ ˞˶˵˸ ˣˤ ˢ˧˴˵ˮˣ˲˷ ˵˧˯ˢ˪ ˭˸˧ˮ-PspCallThreadNotifyRoutines  ,˷ˡ˥ ˡ˶˸ ˫˧ˠ˴˧˧ˬ˷ ˫˧˦ˮˬˣˠ˶˞ ˫˰

ˢ ˪˩˪ ˞ˣ˶˵˪ ˢ˧˪˰˷ˣ-create thread notify routines  ˦˧˟) ˫˧˪˧ˠ˶ˢл ˟-context  ˷˧ ,˱ˣ˯˟˪ .(˧ˣ˟˩ ˭ˢ˪˷

 ˨ˣ˸ˬ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵PspExitThread ˵˧˯ˢ˪ ˶˷˲˞ ˭˩˪ ,ˡ˶˸ ˫ˣ˧˯ ˸˰˟ ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ˷ ,

˪ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟˸ ˣˤ ˢ˧˴˵ˮˣ˲˷-PspCallThreadNotifyRoutines  ˢˡ˟ˣ˰ˢ ˸˞ ˠ˴˧˧ˬˢ ˦ˮˬˣˠ˶˞ ˫˰

ˣ˯˟ ˶˟ˣˡˬ˷:ˢ˞˧˶˵ ˪˩˟ ˫˧˶˟˰ˣˬˢ ˫˧˦ˮˬˣˠ˶˞ˢ ˪˰ ˪˩˸˯ˮ .ˡ˶˸ ˫ 

¶  ˨ˣ˸ˬPspInitializeThunkContext:ˣˤ˩ ˞˧ˢ ˢ˞˧˶˵ˢ , 

PspCallThreadNotifyRoutines ( thread ,  1,  1)  

¶  ˨ˣ˸ˬPspInsertThread:ˣˤ˩ ˞˧ˢ ˢ˞˧˶˵ˢ , 

PspCallThreadNotifyRoutines ( thread ,  1,  0)  

¶  ˨ˣ˸ˬPspExitThread:ˣˤ˩ ˞˧ˢ ˢ˞˧˶˵ˢ , 

PspCallThreadNotifyRoutines ( thread ,  0,  0)  

 ˦ˮˬˣˠ˶˞˷ ˭˧˟ˢ˪ ˶˷˲˞ ,˸ˣ˞˧˶˵ˢ ˧˲˪м ˢ ˦˵˧˧˟ˣ˞ ˸˞ ˪˧˩ˬ-ETHREAD  ˦ˮˬˣˠ˶˞ ,˧˦ˮˣˣ˪˶ˢн  ˫˞ˢ ˠ˴˧˧ˬ

) ˫ˣ˧˯˟ ˣ˞ ˡ˶˸ ˪˷ ˢ˶˧˴˧˟ ˶˟ˣˡˬTRUE  ˦ˮˬˣˠ˶˞ˣ ,(ˢ˶˧˴˧ ˠ˴˧˧ˬо  ˨ˣ˸ˬ ˸˰˴˟˸ˬ ˢ˞˧˶˵ˢ ˫˞ˢ ˠ˴˧˧ˬ

-scontext .ˡ˶˸ˢ ˪˷ 
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ˢˤ ˸˞ ˣˮ˟ˢ˷ ˧˶˥˞ ˫˧˪ˡ˟ˢ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷ ˟˪ ˣˬ˧˷) ˢ˧˴˵ˮˣ˲˪ ˧˸˶˴˧˷ ˢ˧˴˪˧˲ˬˣ˵˧ˡˢ ˪˰ ˪˩˸˯ˮ ,

:(ˢˢˤ ˧ˡ ˪ˣˡˠ˟ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˨˞ ,˸˧˶ˣ˵ˬˢ ˢ˧˴˵ˮˣ˲ˢˬ ˫˧ˬ˧ˣ˯ˬ 

 



 
 

Windows Notify Routine Internals 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  мос 
 

 ˫˧˟˴ˬ ˧ˮ˷˪ ˸˵˪˥˸ˬ ˞˧ˢ ,˸˧˷˞˶ .ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˢˬ ˸˰˩ ˭˧˟ˮ ˣ˞ˣ˟ ˤ˞ ,ˡˣ˵ ˢ˟˶ˢ ˢ˲ ˷˧-  ˶˷˞˩

create  ˶˷˞˩ˣ ,(ˡ˶˸ ˸˶˧˴˧) ˵ˣ˪ˡcreate  ˢ˞˧˶˵ˢ ˫˞ˢ ˸˵ˡˣ˟ ˞˧ˢ ,ˡ˶˸ ˶˴ˣˮ ˶˷˞˩ .(ˡ˶˸ ˫ˣ˧˯) ˧ˣ˟˩

) ˡ˶˸ˢ ˨ˣ˸ˬ ˢ˰˴˟˸ˢ ˢ˧˪˞in_thread_context  ˶˴ˣ˧ˢ ˡ˶˸ˢ ˨ˣ˸ˬ ˢ˰˴˟˸ˢ ˞ˬ˷ ˣ˞ ,(˵ˣ˪ˡ

)in_thread_context  ˨ˣ˸˟ ˧˦ˮˣˣ˪˶ˢ ˦˧˟ˢ˷ ˸˵ˡˣ˟ ˪˧˟˵ˬ˟ ˞˧ˢ ,ˢˤˢ ˪ˠˡˢ ˸˞ ˸˵ˡˣ˟ ˞˧ˢ ˶˷˞˩ .(˧ˣ˟˩

PspNotifyEnableMask  ˦˧˟) ˵ˣ˪ˡо ˟˰ ˦˧˟ˣ ,ˡ˶˸ˢ ˶˴ˣ˧ ˪˷ ˦˯˵˦ˮˣ˵ˢˬ ˢ˴˶ˢ ˶ˣп  ˢ˴˶ˢ ˶ˣ˟˰

 .(ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢˬ 

˟ ˧˦ˮˣˣ˪˶ˢ ˦˧˟ˢ ˫˞-PspNotifyEnableMask  ˸˞˶ˣ˵ ˞˧ˢ ˣ˟ ˵˪˥˪ ˢ˰˧ˠˬ ˢ˧˴˵ˮˣ˲ˢ ,˶ˡ˯˟ ˪˩ˢˣ ˵ˣ˪ˡ

ˢ ˪˩˪-notify routines  ˢ˴˶ ˢ˧˴˵ˮˣ˲ˢ ,ˢˤˢ ˵˪˥˟ .˭˧˧ˮ˰ˬˢ ˵˪˥˪ ˣˮ˰ˠˢ ˣ˧˷˩˰ .˟˴ˬ˪ ˸ˣ˧˦ˮˣˣ˪˶ˢ

 ˢ˞˪ˣ˪˟сп ˢ ˪˷ ˢˬ˧˷˶ˢ ˪˩ ˪˰ ,˫˧ˬ˰˲-create thread notify routines ,ˢ˞˪ˣ˪ˢ ˪˷ ˢ˧˴˶˦˧˞ ˪˩˟ .

:˫˧˞˟ˢ ˫˧˟˪˷ˢ ˸˞ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢ 

1. ˪ ˢ˞˧˶˵-ExReferenceCallBackBlock  ˸ˬ˧˷˶ ˨ˣ˸˟ ˰˧˟˴ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˫˰

PspCreateThreadNotifyRoutine ,˭˧˵˸ ˰˧˟˴ˬ ˟˷ˣ˧ ˸˶˟˰ˣˬˢ ˸˟ˣ˸˩˟ ˫˞ˢ ˸˵ˡˣ˟ ˢ˧˴˵ˮˣ˲ˢ . ˫˞ˣ

 ˢ˷ˣ˰ ,˭˩acquire ˪-rundown protectionˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˶˧ˤ˥ˬˣ ,-callback object  ˰˧˟˴ˬˢ˷

.ˣ˧˪˞ ˰˧˟˴ˬ 

2. ˢ ˠˣ˯ ˪˷ ˢ˵˧ˡ˟-callback object ˢ ˪˷)-context ˪ ˢ˞˧˶˵ˣ ,(ˣ˩ˣ˸˟-notify routine  ˢ˵˧ˡ˟ˢ ˫˞

˟˸ˬ˷ ˢ˵˧ˡ˟ˢ ,ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸ˬ ˢ˞˧˶˵ ˪˷ ˢ˶˵ˬ˟ .ˢˮ˧˵˸ ˢ˶ˣ˴˟ ˢ˶˟˰ ˫˞ˢ ˞˧ˢ ˸˰˴

 ˦˧˟л  ˸˰˴˟˸ˬ˷ ˢ˵˧ˡ˟ˢ ,˶˴ˣ˧ˢ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸ˬ ˢ˞˧˶˵ ˪˷ ˢ˶˵ˬ˟ .˵ˣ˪ˡ ˦˯˵˦ˮˣ˵˟

 ˦˧˟ ˫˞ˢ ˞˧ˢл  ˣˮ˧˞ ˢˤ ˫˞ˢˣ ,˧ˣ˟˩ ˦˯˵˦ˮˣ˵˟pico thread  ˨ˣ˸˟˷ ˡ˶˸)pico process ˨˧˪ˢ˸ ,

˪ ˨˧ˣ˷ˬ˷ ˧˪ˬ˧ˮ˧ˬ-subsystem ˢ ˣˮ˧˞˷-windows subsystem ˣˬ˩ ,wsl ˦˧˟˷ ˣ˞ (м ˵˦ˮˣ˵˟ ˵ˣ˪ˡ ˦˯

 ˸˞ ˠ˴˧˧ˬ˷ ˦˧˟ˢ)PsCreateThreadNotifySubsystems ,˪ ˶˷˲˞ˬˣ-routine notify  ˸ˣ˧˴˵˧˲˧˦ˣˮ ˪˟˵˪

 ˸˶˧˴˧ ˪˰ ˫ˠpico threads .( 
 

 ˣˢˤ˷ ˢ˶˵ˬ˪ ˢ˵˧ˡ˟ ˭˧˞ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸ˬ ˢ˞˧˶˵˟˷ ˢ˟˧˯ˢpico thread ˞˧ˢ ,

 ˢ˧˴˵ˮˣ˲ˢ˷PspInitializeThunkContext  ˞˪˞ ,˫˶ˣ˟˰ ˸˞˶˵ˮ ˞˪ˢ ˪˷ ˫˧˧˦˶ˡˮ˦˯ ˫˧ˡ˶˸ ˶ˣ˟˰ ˵˶-

windows subsystem. 

3. ˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ,ˢˮ˧˵˸ ˢ˸˧˧ˢ ˸ˬˡˣ˵ˢ ˢ˵˧ˡ˟ˢ ˫˞-notify routine ˪ ˸˶˷ˣ˵ˬ˷-callback 

object  ˫˧˦ˮˣˣ˪˶ˢ ˫˧˦ˮˬˣˠ˶˞ˢ ˪˩ ˫˰- s-pidˢ ,-tidˢˣ ,-create. 

4. ˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ,˪˩ˢ ˧˶˥˞-ExDereferenceCallBackBlock ˸˰˴˟ˬ˷ ,release ˪-rundown 

protection ˢ ˫˰ ˶˷ˣ˵ˬˢ-callback object. 

 ˫˧˦˧˟ˬ ˡ˥˞ ˫˞ˢ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ ,ˡ˶˸ ˫ˣ˧˯ ˶ˣ˟˰ ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˶˵ˬ˟о x-п  ,˭˩ ˫˞ˣ ,˵ˣ˪ˡ

 ˪˩ ˪˰ ˸˰˴˟˸ˬ˷ ˢ˵˧ˡ˟ˢ ˶˷˞˩ ,˫ˡˣ˵ ˢˮ˧ˣ˴˷ ˣˤ˪ ˡˣ˞ˬ ˢˬˣˡ ˢ˞˪ˣ˪ ˸˰˴˟˸ˬcontext  ˦˧˟ ˫˞ˢ ˞˧ˢм 

 ˣˮ˧˞ ˡ˶˸ˢ˷ ˣ˞ ,˵ˣ˪ˡ ˣ˟pico thread. 

 ˪˰ ˸ˣ˪˩˸˯ˢ ˨ˣ˸ˬ˷ ˭˧˧˴˞ ,˭˩ ˣˬ˩ExReferenceCallBackBlock x-ExDereferenceCallBackBlock ˧˸ˬ˷ ,

ˢ˷ ˟˪-nibble ˪ ˰˧˟˴ˬ˟ ˧ˮˬ˧ˢ-callback object  ˸ˬ˧˷˶ ˨ˣ˸ˬ)PspCreateThreadNotifyRoutine ˠ˴˧˧ˬ (
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 ˣˢ˷ˤ˧˞count ˟ ˫ˠ ˭˩˪ˣ ,ˢ˧˴ˤ˧ˮˣ˶˩ˮ˧˯˟ ˣ˟ ˷ˣˬ˧˷ ˷˧˷-ExDereferenceCallBackBlock  ˢ˧˴˵ˮˣ˲ˢ

˪ ˰˧˟˴ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˶˧˟˰ˬ-callback object  ˫˪˰˸ˮ ˣˮ˪˷ ˫˧˷ˣˬ˧ˬ˟ ,˸˞ˤ ˫˰ .ˢˬ˧˷˶ˢ ˨ˣ˸ˬ

ˬ ˭˧˦ˣ˪˥˪-nibble ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˧˯˧˯˟ ˷ˣˬ˧˷ ˫˰ ˫ˠ ˢˮ˧˵˸ ˶˞˷˧˸ ˢ˧˴ˤ˧ˮˣ˶˩ˮ˧˯ˢ˷ ˭ˣˣ˧˩ˬ ,ˢˤ-rundown 

protection . 

ˢ ˪˩˪ ˢ˞˧˶˵ˢ ˸˰˴˟˸ˬ ˡ˴˧˩ ˣˮ˟ˢ ˸˰˩ ˤ˞-create thread notify routines ˸ˣ˰ˬ˷ˬ ˸˞ ˣˮ˞ˡ˧ˣ ,

˟ ˦˯˵˦ˮˣ˵ˢ-callback object  ˪˷create thread notify routine ˫˧˦˧˟ ˸ˣ˰ˬ˷ˬ ˸˞ˣ ,о x-п ˟-

PspNotifyEnableMaskˢ ˸ˬ˧˷˶ ˫˰ ˸˵˯˰˸ˬ˷ ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲˪ ˣ˧˷˩˰ ˶ˣ˟˰ˮ ˭˩˪ˣ ,-create thread 

notify routines -  ˢ˧˴˵ˮˣ˲ˢPspEnumerateCallback,  ˢ˧˴˪˧˲ˬˣ˵˧ˡˢ ˪˰ ˪˩˸˯ˮ ,ˢ˪˷ ˢ˶˵ˬ˟ ˫ˠ˷

:˧˸˟˸˩˷ 

typedef enum _PSP_NOTIFY_ROUTINE_TYPE {  

    CREATE_THREAD_NOTIFY_ROUTINE,  

    CREATE_PROCESS_NOTIFY_ROUTINE,  

    LOAD_IMAGE_NOTIFY_ROUTINE 

}  PSP_NOTIFY_ROUTINE_TYPE;  

 

BOOL PspEnumerateCallback ( PSP_NOTIFY_ROUTINE_TYPE type ,  unsigned int *  

index ,  PSP_CALLBACK_OBJECT**  ptr_callback_address )  

{  

    PSP_CALLBACK_OBJECT (* notify_routine_list )[ 64];  

 

    switch  ( type )  {  

    case  CREATE_THREAD_NOTIFY_ROUTINE:  

        notify_routine_list = &PspCreateThreadNotifyRoutine ;  

        break ;  

     

    case  CREATE_PROCESS_NOTIFY_ROUTINE:  

        notify_routine_list = &PspCreateProcessNotifyRoutine ;  

        break ;  

 

    case  LOAD_IMAGE_NOTIFY_ROUTINE:  

        notify_routine_list = &PspLoadImageNotifyRoutine ;  

        break ;  

    }  

 

    i f  (* index < 64)  {  

        * ptr_callback_address = &notify_routine_list [* index ++];  

        return  TRUE;  

    }  

 

    return  FALSE;  

}  

 ˫˧˦ˮˬˣˠ˶˞ ˢ˷ˣ˪˷ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-  ˠˣ˯notify routine  ˢ˧˴˶ˬˣˮ˞ ˣ˧˪˰ ˸ˣ˷˰˪

ˢ ˧ˠˣ˯ ˪˩˟ ˸˪˲˦ˬ ˢ˧˴˵ˮˣ˲ˢ)-notify routines ˢ ˪˷-process & thread manager ˯˵ˡˮ˧˞˪ ˰˧˟˴ˬ ,(

 ˣ˟ ˷ˣˬ˧˷ˢ ˶˥˞˪ ˡ˥˞˟ ˣ˸ˣ˞ ˪˧ˡˠˢ˪ ˧ˡ˩ ˣ˟ ˸˷ˬ˸˷ˬ ˞˧ˢ)-  ˰˧˟˴ˬˣ ,(˸˧˯˞˪˵ ˢ˧˴˶ˬˣˮ˞ ˸˧˧˴˵ˮˣ˲

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ˷ ˢˬ˧˷˶˟ ˶˟˧˞ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵˧˷ ˢˮ˸˷ˬ˪-callback. 
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 ˸˞ ˢ˶˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢnotify_routine_list ˶ˢ ˸ˣ˧ˢ˪ ˞˧ˢ ,˭˩ˬ ˶˥˞˪ .˶˟˰ˣˢ˷ ˠˣ˯˪ ˢˬ˧˞˸ˬˢ ˢˬ˧˷

ˬ ˭˦˵ ˯˵ˡˮ˧˞ˢ ˫˞ˢ ˸˵ˡˣ˟-сп ˨ˣ˸˟ ˨˶˰ˢ ˸˞ ˶˧ˡˠ˸ ˞˧ˢ ,˭˩ ˫˞ .ptr_callback_address  ˸ˣ˧ˢ˪

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ˷ ˢˬ˧˷˶˟ ˶˟˧˞ˢ ˪˷ ˸˟ˣ˸˩ˢ-callback˟ ˯˵ˡˮ˧˞ˢ ˸˞ ˢ˪˧ˡˠˬ ,-м ˢ˶˧ˤ˥ˬˣ ,

TRUE ˢ˶˧ˤ˥ˬˣ ˫ˣ˪˩ ˢ˷ˣ˰ ˞˪ ˞˧ˢ ,˸˶˥˞ .FALSE . 

ˢ ˪˩ ˪˰ ˢ˧˴˶ˬˣˮ˞ ˪˷ ˢ˧˴˞ˣ˦˧˯ ˪˩˪ ˸˧˷ˣˬ˧˷ ˡˣ˞ˬ ˞˧ˢ ˨˞ ,ˣˮ˧˞˶˷ ˧˲˩ ˢ˦ˣ˷˲ ˡˣ˞ˬ ˡˣ˞ˬ ˢ˧˴˵ˮˣ˲

 ˸ˬ˧˷˶callbacks  ˪˷ ˶˵˥ˬˢ ˨ˣ˸ˬ ˫˧˵˧˯ˬ ˣˮ˞˷ ˸ˣˮ˵˯ˬˢ˷ ˭˧˟ˢ˪ ˪˵ ˢ˸˶ˤ˰˟ ˣ˪˧˲˞ˣ)create thread 

notify routines  ˪˷ ˫˧˶˥˞ˢ ˫˧ˠˣ˯ˢ ˪˰ ˫ˠ ˭˟ˣ˶˟ ˸ˣ˲˵˸notify routines ˢ ˪˷-process & thread 

manager ˧ˡ˧ ˪˰ ˢ˟ ˷ˬ˸˷ˬ ˧ˬ ˵ˣˡ˟ˮ ˣ˞ˣ˟ .(xref :˦ˣ˷˲ 

 

 ˟ ˢ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢˬ˷ ˞˧ˢ ˶˷˞˩ ˣˤˢ ˢ˧˴˵ˮˣ˲˟ ˸˷ˬ˸˷ˬ ˸˥˞ ˢ˧˴˵ˮˣ˲ ˵˶˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˤ˞ ,˧˵ˣ˞-

rax:˸ˣ˧˪˪˩˟ ˢ˟ ˢ˶ˣ˵ ˢˬ ˪˩˸˯ˮ ˣ˞ˣ˟ .ˣ˪˧˲˞ ˪ˣ˟ˬ˧˯ ˭˧˞ ˣˤˢ ˢ˧˴˵ˮˣ˲˪ˣ , 

 

 ˪ˣˡˠ ˞˶ˣˮ ˢˮ˟ˬ ˢ˶˧ˡˠˬ ˞˧ˢ˷ ˢ˞˶ˮ ,ˡˬ˥ˮ .˭˧˧ˮ˰ˬ ˣˢ˷ˬ ˣˬ˩ ˥˧˶ˬ ˢˤ ˧˪ .˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˟ˣ˸˩ ˞˪ˬ ˫˰

 ˪˷ ˫˧ˬ˧˧˶˲ ˢ˰˟˷ ˪˰ ˸˰˶˸˷ˬ˷ ˢ˧˴˵ˮˣ˲ ˢ˞˶ˮˣ ,ˢ˪˷ ˪˪ˣ˩ˢ ˱˶ˠˢ ˪˰ ˪˩˸˯ˮIDA ˧ˬ˪ .˨ˣˬˮ ˧˩ˢ ˫ˣˤ˟ ,

ˢ ˫˰ ˸ˣ˶˩˧ˢ ˷˧˷-Windows  ˩"˶ˡ˟ ˣˤ˩ ˢ˶ˣ˴˟ ˸ˣ˪ˣˡˠ ˸ˣ˧ˢ˪ ˸ˣ˦ˣˮ˷ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˰ˡˣ˧ ˧˪ˣ˞ ,˪ˮ˶˵

˪ ˸ˣ˶ˣ˷˵-patchguard . 
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˟ˮ ˸˞ ˢ˞˶ˮ ,˸˲˯ˣˮˢ ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˧ˬ ˵ˣˡ˟ˮ ˶˷˞˩ˣ ,˪ˣ˟ˬ˧˯ ˞˪˪ ˢ˧˴˵ˮˣ˲ ˡˣ˰ ˢ˞˶ˮˣ ˢ˪ ˞˶ˣ˵ ˧ˬ ˵ˣˡ

ˢ ˸ˬ˧˷˶-xrefs :ˢ˞˟ˢ 

 

 ˞˧ˢ ˣˤˢ ˢ˧˴˵ˮˣ˲˟ ˸˷ˬ˸˷ˬ˷ ˡˣ˞ˬ ˸˧˸ˣ˰ˬ˷ˬ ˢ˧˴˵ˮˣ˲ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩KiFilterFiberContext ,

 ˸˞ ˸˪˥˸˞ˬ˷ ˢ˧˴˵ˮˣ˲ˢpatchguard ˢ ˫˷˟ ˢˮ˟ˬ ˭ˣ˩ˮ ˶˸ˣ˧ ˣ˞)-patchguard context ˭˧˟ ˪˧˩ˬ˷ ,

˷ ˸ˣ˧˴˵ˮˣ˲ ˞˪ˬ ˪˷ ˢˬ˧˷˶ ˶˞˷ˢ-pg  ˪˷ ˧ˡ˧˥˧ˢ ˷ˬ˸˷ˬˢ˷ ˭˧˟ˢ˪ ˭˸˧ˮ ,˨˩ ˫˞ .(˭ˢ˟ ˷ˬ˸˷ˬ

PspEnumerateCallback  ˞ˣˢpatchguard . 

 ˸˩˧˸˥ ˢˤ ˫˷ ˢ˶ˣ˵ ˢˬ ˭˧˟ˢ˪ ˪˧˥˸ˢ˪rabbit hole ˪˷ ˱˵˰ˬ ˞˪ ˞ˣˢ ˶˵˥ˬˢ ˪˷ ˯ˣ˵ˣ˲ˢ˷ ˭ˣˣ˧˩ˬˣ ,

patchguard˟ˣˤ˰˪ ˧˸˦˪˥ˢ , ˟ ˵˶ˣ ˨˞ ˡ˵ˬ˸ˢ˪ˣ ˡ˴˟ ˢˤ ˸˞-notify routines ˶˵˥ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ˨˞ ,

 ˭˧˧ˮ˰ˬ ˨˷ˬˢJ 

ˢ ˸ˬ˧˷˶ ˫˰ ˸˵˯˰˸ˬ˷ ˢˡ˧˥˧ˢ ˢ˧˴˵ˮˣ˲ˢ ,ˢ˶˵ˬ ˪˩˟-create thread notify routines  ˣˮ˪ ˞˴˧ ˞˪˷

 ˞˧ˢ ˢ˩ ˡ˰ ˶ˣ˵˥˪PsRemoveCreateThreadNotifyRoutine˸˸˪ ˣˮ˸ˣ˞ ˢ˶˧˟˰ˬ ˞˧ˢˣ ,- ˭ˣ˶˥˞ˢ ˵˶˲

˵˪˥˟  ˠˮ˧˯˶˟˶ˢ-  ˸˵˧˥ˬNotify Routines. 
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 ˸˵˧˥ˬNotify Routine 

˟ ˡˣ˰˧˸ˢ ˧˲ ˪˰-MSDN ˸˵˧˥ˬ ˪˰ ˸˧˞˶˥˞˷ ˢ˧˴˵ˮˣ˲ˢ ,create thread notify routine  ˞˧ˢ

PsRemoveCreateThreadNotifyRoutine ˵ˣ˪ˡˡ ˪˰ ˶˟ˡˮ ˱˞ˣ ,˸ˡ˟ˣ˰ ˞˧ˢ ˡ˴˧˩ ˭˧˟ˮˣ ˸˰˩ ˢ˸ˣ˞ ˶ˣ˵˥ˮ .

˧˸˥ ˣˤ ,˸˧˷˞˶ .ˢ˟ ˧˪˞˧˴ˮ˦ˣ˲:ˢ˸ˬ 

NTSTATUS PsRemoveCreateThreadNotifyRoutine (  

  PCREATE_THREAD_NOTIFY_ROUTINE NotifyRoutine  

);  

ˢ ˸˟ˣ˸˩ ˸˞ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-notify routine  ˢ˰˴˟˸ˢ ˢ˵˧˥ˬˢ ˫˞ .ˢ˸ˣ˞ ˸˵˥ˣˬˣ

 ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢ ,ˢ˥˪˴ˢ˟STATUS_SUCESSˢ ˫˞ˣ ,-notify routine ˢ˞˴ˬˮ ˞˪ ˢ˵˲ˣ˯˷ ˢ˧˴˵ˮˣ˲ˢ ,

 ˢ˶˧ˤ˥ˬSTATUS_PROCEDURE_NOT_FOUND. 

  :ˢ˪˷ ˧˪˟ˬ˯˞˯˧ˡˢ ˪˰ ˪˩˸˯ˮ ,˸ˡ˵˲˸ˬ ˞˧ˢ ˨˧˞ ˸ˣ˧˪˪˩˟ ˣˮ˟ˢ˷˩ ˣ˧˷˩˰ 

 

 ˢ˷ˣ˰ ˭˩ˬ ˶˥˞˪ ˡ˧ˬˣ ,˫˧˶˦˯˧ˠ˶ ˶˲˯ˬ ˸˶ˬˣ˷ ˞˧ˢ ,ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟disable ˢ ˪˩˪-Normal Kernel 

APCs˪ ˸˯ˮ˩ˮ ,˶ˬˣ˪˩ ,-critical region˞˧ˢ˷ ˢ˟˧˯ˢ ,˧˸˰ˡ˪ .  ˸ˬ˧˷˶ ˪˰ ˢ˴˧˶ˢ˷ ˡ˰˷ ˞˧ˢ ˢˤ ˸˞ ˢ˷ˣ˰

-screate thread notify routines  ˢ˧ˢ˧ ˡ˶˸ˢ˷ ˶ˣ˯˞ ,˫˧˧˸˯˸ ˞˪suspended  ˭ˣ˶˵˰˟)suspension  ˪˷

 ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˡ˶˸normal kernel APC.( 
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 ˢ˧ˢ˧ ˡ˶˸ˢ ˫˞suspended ˣ˟ ˟˴ˬ ˸ˣ˶˵˪ ˧ˣ˷˰ ,rundown protection  ˪˷callback object  ˞ˣˢ

acquiredˢ ˸˞ ˵ˣ˥ˬ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˞˪ ˭˩˪ˣ ,-callback object ˪ ˡ˰-resume  ˪ˣ˪˰˷ ˶˟ˡ ,ˡ˶˸ˢ ˪˷

 ˪ˮ˶˵˟ ˷˧ .˸˩˶˰ˬˢ ˧˰ˣ˴˧˟ ˪˰ ˢ˰˶˪ ˰˧˲˷ˢ˪locks  ˫ˢ˷implicitly ˪ ˫˧˯ˮ˩ˮ-critical region  ˣˬ˩fast 

mutexes ˨˞ ,rundown protection  ˢˤ ˸˞ ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˭˩˪ˣ ˢˤ˩ ˣˮ˧˞explicitly. 

 ˶ˣ˵˯ˮ:ˢ˧˴˵ˮˣ˲ˢ ˨˷ˬˢ ˸˞ ˸˰˩ 

 

 ˶˦˯˧ˠ˶ .˸ˣ˞˶˪ ˣˮ˪ ˞˴˧ ˶˟˩˷ ˣ˪˞˪ ˢˬˣˡ ˢ˞˪ˣ˪ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˤ ˵˪˥˟edi  ˶ˣ˸˟ ˡ˵˲˸ˬ

-scounter ˪ ˯˵ˡˮ˧˞ ˶ˣ˸˟ ˣ˟ ˷ˣˬ˧˷ ˷˧ ˭˩ˬ ˶˥˞˪ˣ ,˫ˡˣ˵ˢ ˵˪˥ˢ ˱ˣ˯˟ ˯˲ˣ˞ˬˣ ˢ˞˪ˣ˪ˢ ˪˷-

PspCreateThreadNotifyRoutine˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ .-ExReferenceCallBackBlock  ,˟ˣˢ˞ˢˣ ˶˩ˣˬˢ
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 ˢ˯˲˸ ˞˧ˢ ˫˞ˢ ˸˵ˡˣ˟callback ˢ ˫˞ˢ ˸˵ˡˣ˟ ,˭˩ ˫˞ˣ ,˭˧˵˸-notify routine  ˢ˶˟˰ˣˢ˷ ˣˤ˪ ˢˢˤ ˣ˟˷

ˢ ˫˞ .ˢ˧˴˵ˮˣ˲˪-notify routine ˪ ˸˞˶ˣ˵ ˞˧ˢ ,ˢˢˤ ˢˮ˧˞-ExDereferenceCallBackBlock  ˸˞ ˸ˬˡ˵ˬˣ

 ˡ˰) ˢ˞˪ˣ˪˟ ˯˵ˡˮ˧˞ˢсп ˢ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪ .(˭˟ˣˬ˩-notify routine  ˰˧˟˴ˬˢ ˸˞ ˸˯˲˞ˬ ˞˧ˢ ,ˢˢˤ ˭˩˞

-˪callback object  ˨ˣ˸˟PspCreateThreadNotifyRoutine ˪ ˢ˞˧˶˵ ˧ˡ˧ ˪˰ ˢ˥ˣ˦˟ ˢ˶ˣ˴˟-

ExCompareExchangeCallBack˪ ˸˴˲ˣ˵ ˭˩ˬ ˶˥˞˪ˣ ,-branch :˞˟ˢ 

 

˟ ˢˮ˧˦˵ˬ ˸˧˷˞˶ ˞˧ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢˤ ˵˪˥˟-м )r15d  ˨˶˰ˢ ˸˞ ˪˧˩ˬ-мˢ ˪˷ ˸ˣˬ˩ˢ ˸˞ (-notify 

routines ˟ ˭˧ˣ˴ˬ˷ ˠˣ˯˪ ˸ˣˬ˞ˣ˸ˢ-callback object  ˫˰ ˢ˲˧ ˡˣ˞ˬ ˵˥˷ˬ ˭˞˩ ˷˧ .˸˧ˬˣ˦˞ ˢ˶ˣ˴˟

conditional moves  ˞˪˪ ˶˷˲˞ˬ˷branching  ˢˤ˧˞ˬ ˦˧˪˥ˢ˪count  ˨˶˰ˢ ˸˞ ˶˧˯˥ˢ˪м ,˭˩ ˧˶˥˞ .

˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ-ExDereferenceCallBackBlockˢˬ ˸˞˴ˣ˧ ,-critical region ˢ˞˧˶˵ ˧ˡ˧ ˪˰ ˪-

KeLeaveCrticialRegionThread  ˢ˞˧˶˵ ˣˤ ˫ˡˣ˵ ˣˮ˧˞˶˷ ˢˬ˷ ˡ˧˰ˬ˷ ˢˬ)inline-˪ ˸˧- 

KeEnterCriticalRegion .( 

˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ˬ ˶˥˞˪ ˡ˧ˬ-ExWaitForRundownProtectionReleaseˢ ˪˩˷ ˢˮ˧˸ˬˬ˷ ,-

acquires ˢ ˪˷-rundown protection  ˣ˧ˢ˧released˞ ˵ˣ˥ˬ˪ ˸˶˷˲˞ˬ ˭˩ˬ ˶˥˞˪ˣ ,ˢ ˸-callback object 

 ˭˞˩ ˷˧ ,˭˩ ˣˬ˩ .˷ˣˬ˧˷˟ ˞˪ ˶˟˩ ˞ˣˢ˷ ˢ˰˧ˡ˧˟ ,ˢ˥˦˟˟deadlock  ˡˣ˞ˬ ˭˧˧ˮ˰ˬ-  ˫˧˶˩ˣˤ ˫˸˞˷ ˧˲˩

˪ ˢ˞˧˶˵ˢ ˧ˮ˲˪ ,˫ˡˣ˵ˬ-notify routine  ˨ˣ˸ˬPspCallThreadNotifyRoutines ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ,acquire 

-˪rundown protection  ˭˞˩ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˢˬ ˪˧˟˷˟ ˵ˣ˧ˡ˟- ˷˪ ˢ˵˧˥ˬ ˰˴˟˸˸ ˞˪-notify routine 

ˢ ˨ˣ˸ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˫˞ ,˸˞ˤ ˫˰ .˷ˣˬ˧˷˟ ˶˟˩˷-notify routine  ˶˴ˣˣ˧ ,ˣˬ˴˰deadlock  ˭ˣˣ˧˩ˬ

˪ ˢ˞˧˶˵ˢ˷-ExWaitForRundownProtectionRelease ˢ˷ ˭ˣˣ˧˩ˬ ˶ˣˤ˥˸ ˞˪ ˫˪ˣ˰˪-rundown protection 

ˢ˷ ˡ˰ ˶˶˥˸˷˧ ˞˪-notify routine ˟ .˶ˣˤ˥˸ ˢˬ˴˰˟ ˭˧ˣ˴ˬ ˢˤ ˪˪ˠ˟ ˵ˣ˧ˡ-MSDN  ˢˤ ˸˞ ˸ˣ˷˰˪ ˞˪J 
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ˢ˷ ˧˶˥˞ ,ˢ˶˵ˬ ˪˩˟-rundown protection  ˞ˣˢreleased ˦˵˧˧˟ˣ˞ˢ ˪˷ ˭ˣ˶˩ˤˢ ˸˞ ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢ ,

-xFinita la Commedia ˸˞ ˸˯˲˞ˬ ˭˩ˬ ˶˥˞˪ ˢ˧˴˵ˮˣ˲ˢ .eax ˪ ˢ˶ˤ˥ˢˢ ˨˶˰ ˸˞ ˢ˶˧ˡˠˬ ˨˩˟ˣ-

STATUS_SUCCESSˬ ˞˪ ˢ˧˴˵ˮˣ˲ˢ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪ .ˢ ˸˞ ˸˞˴ˣ-notify routine  ˯˵ˡˮ˧˞˪ ˢ˰˧ˠˬˣсп 

˪ ˢ˰˧ˠˬ ˞˧ˢ ,(˶˟˩ ˢˬ˧˷˶˪ ˳ˣ˥ˬ˷)-branch :˞˟ˢ 

 

 ˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˤ˞-branch ˢˬ ˸˞˴ˣ˧ ˞˧ˢ ˢˤˢ-critical region  ˸ˣ˧ˢ˪ ˢ˶ˤ˥ˢˢ ˨˶˰ ˸˞ ˢ˶˧ˡˠˬˣ

STATUS_PROCEDURE_NOT_FOUNDˢ ˧ˮ˷ .-branches ˷ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˫ˣ˧˯ˢ ˵˪˥˪ ˫˧˪˧˟ˣˬ ˣ˪˪ˢ ˣ˟

 ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢrestore .˸˶ˤˣ˥ˣ ˫˧˶˦˯˧ˠ˶˪ 

 

˸ˣ˧˲ˣ˯ ˸ˣˮ˵˯ˬ 

 ˪˷ ˸˩˶˰ˬˢ ˪˩ ˸˞ ˣˮ˶˵˥˷ ˶˥˞˪create thread notify routines ˸ˣˮ˵˯ˬˢ ˪˩ ˸˞ ˫˩˯˪ ˭ˬˤˢ ˰˧ˠˢ ,

:˱˵˰ˬˢ ˟˪˷˟ ˭˩ˬ ˶˥˞˪ ˫˷˧˧ˮ ˭˸ˣ˞˷ ,ˠˮ˧˯˶˟˶ˢ ˟˪˷ˬ 

¶  ˠˣ˯ ˪˩˪ ˧˶ˮˠ ˦˵˧˧˟ˣ˞ ˫˧˧˵callback  ˢˮˣ˩ˬˢcallback objectˣ˞ˢ . ˪ˡˣˠ˟ ˦˵˧˧˟нп ˬ ˟˩˶ˣˬˣ ,˫˧˸˟-

EX_RUNDOWN_REF˟ ˸˪˲˦ˬˢ ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬˬ ,-callbackˬˣ ,-context  ˪ˡˣˠ˟у  ˫˧˸˟

ˢ ˠˣ˯˟ ˢ˧ˣ˪˸ ˣ˪˷ ˸ˣ˰ˬ˷ˬˢ˷-notify routine. 

¶  ˪˷ ˠˣ˯ ˪˩notify routine  ˪ˡˣˠ˟ ˨˶˰ˬ˟ ˸˩˶˰ˬˢ ˧ˡ˧ ˪˰ ˶ˬ˷ˮсп ˪ ˫˧˰˧˟˴ˬˬ ˟˩˶ˣˬˢ-callback 

objectsˬ˧˞˸ˬˢ ˫˧˩˶˰ˬˢ . ˠˣ˯ ˪˩˪ ˫˧notify routine  ˫ˢPspCreateThreadNotifyRoutine ,

PspCreateProcessNotifyRoutineˣ ,-PspLoadImageNotifyRoutine ˣ˪˪ˢ ˫˧˩˶˰ˬˢ˷ ˟˪ ˫˧˷˪ ˷˧ .

.˧˶ˬˠ˪ ˞˪ˬ˸ˢ˪ ˫˧˧ˣ˷˰ 

¶  ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˫˧ˬ˧˧˵create thread notify routines - ˣ ˫˧˪˧ˠ˶-non-systemˢ ,˫˧˪˧ˠ˶˟ .-notify 

routine ˟˷ ˡˣ˰˟ ,˶˴ˣ˧ˢ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸ˬ ˞˶˵˧˸-non-systemˢ ,-notify routine  ˞˶˵˧˸

ˢ ˠˣ˯ .˷ˡ˥ˢ ˡ˶˸ˢ ˪˷ ˦˯˵˦ˮˣ˵ˢ ˨ˣ˸ˬ-notify routine ˟ ˪ˠˡ ˶ˣ˸˟ ˶ˣˬ˷-context ˢ ˪˷-

callback object˟ ˱˯ˣˮ ˪ˠˡ ˫˧˧˵ ,˭˩ ˣˬ˩ .-context  ˪˷notify routine ˢ ˫˞ˢ ˶˞˸ˬˢ-notify 

routine ˬ ˫˧ˡ˶˸ ˫ˣ˧˯ˣ ˸˶˧˴˧˟ ˫ˠ ˪˲˦˪ ˭˧˧ˮˣ˰ˬ-subsystems ˢ ˫ˮ˧˞˷-windows subsystem ˣˬ˩ ,

wsl˪ ˸ˣ˞˧˶˵ ˸˶ˤ˰˟ ˰˴˟˸ˬ ˫˧ˠˣ˯ˢ ˪˷ ˷ˣˬ˧ˬˢ .-PspCallThreadNotifyRoutines  ˫˧˶˦ˬ˶˲ ˫˰

 .ˣˬ˴˰ ˡ˶˸ˢˣ ,˫ˣ˧˯ ˣ˞ ˡ˶˸ ˸˶˧˴˧˟ ˶˟ˣˡˬ ˫˞ˢ ,˦˯˵˦ˮˣ˵ˢ ˸˞ ˫˧ˬ˞ˣ˸ˢ 
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¶  ˪˷ ˠˣ˯ ˪˩˪notify routine˧˵ ,ˢ ˸ˣˬ˩ ˸˞ ˪˧˩ˬˢ ˪˟ˣ˪ˠ ˫˧-notify routines  ˶ˣ˟˰˟ .ˢˤˢ ˠˣ˯ˢˬ

 ˪˷ ˫˧ˮˣ˷ˢ ˫˧ˠˣ˯ˢcreate thread notify routinesˢ ,-count- ˫ˢ ˫˧

PspCreateThreadNotifyRoutineCount x-PspCreateThreadNotifyRoutineNonSystemCount. 

¶  ˫˷˟ ˪˟ˣ˪ˠ ˫˧˧˵PspNotifyEnableMask  ˢˤ˧˞ ˶˞˸ˬˢnotify routines  ˫ˢenabled  ˦˧˟ .˞˪ ˢˤ˧˞ˣ

о ˢ ˸˞ ˠ˴˧˧ˬ-create thread notify routines  ˦˧˟ˣ ,˫˧˪˧ˠ˶ˢп  ˠˣ˯ˬ ˢ˪˞ ˸˞non-system ˸˰˟ .

˪ ˢ˞˧˶˵ˢ-PspCallThreadNotifyRoutines ,˵ˣ˪ˡ ˢ˧˴˞ˣ˦˧˯˪ ˧˦ˮˣˣ˪˶ˢ ˦˧˟ˢ ˫˞ˢ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ ,

ˢ ,˭˩ ˫˞ˣ-notify routines .˸ˣ˞˶˵ˮ ˸ˣˬ˧˞˸ˬˢ 

¶ ˤ˧ˮˣ˶˩ˮ˧˯ˢ ˪˷ ˢ˧˴create thread notify routines  ˸ˣ˸˧ˤ˥ ˧˸˷˟ ˸ˡ˵ˬ˸ˬ- ˢ ˨˶˰ˬ˟-notify 

routinesˢ ˧˦˵˧˧˟ˣ˞˟ˣ ,-callback  ˞ˣˢ ˨˶˰ˬˢ .˫ˬ˴˰lock-free ˟ ˷ˣˬ˧˷ ˪˰ ˯˯˟˸ˬ ˞ˣˢˣ ,˭˧˦ˣ˪˥˪-

interlocked compare and exchange  ,˸˞ˤ ˸ˬˣ˰˪ .˸˧ˬˣ˦˞ ˢ˶ˣ˴˟ ˣ˟ ˫˧ˮˣ˸ˮ ˸ˣˮ˷˪ ˸ˮˬ ˪˰

ˢ ˪˷ ˦˵˧˧˟ˣ˞ˢ-callback  ˷˶ˣˡ ˣˬ˴˰lock ˪˷ ˢ˵˧˥ˬ ˸ˣ˷˰˪ ˧˶˷˲˞ ˢ˧ˢ˧˷ ˸ˮˬ ˪˰ ,notify routine 

ˢ .˷ˣˬ˧˷˟ ˢˮˮ˧˞ ˞˧ˢ ˶˷˞˩ ˵˶-lock ˢ ˦˵˧˧˟ˣ˞˪ ˶˥˟ˮ˷-callback  ˞ˣˢrundown protection. 
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 ˫˰ ˫˧˵˥˷ˬNotify Routines 

 ˪˷ ˭ˣˮˠˮˬˢ ˡ˴˧˩ ˫˧ˮ˧˟ˬ ˶˟˩ ˣˮ˥ˮ˞˷˩ ,˸˰˩notify routines ˶˴˷ ˣˬ˩ ˡ˟ˣ˰ ˸˞ ˸ˣ˷˰˪ ˭ˬˤˢ ˰˧ˠˢ ,˨˧

 ˱˧˩ ˸ˬ˞˟˷ ˢˬ-  ˱ˣ˵˰˪EDR-ˢ ˧ˮ˷ ˸˞ ˱ˣ˵˰˪ ˥˧˪˴ˮ ,˶ˬ˞ˬ˟ ˢˤˢ ˵˪˥ˢ ˱ˣ˯˟ .˫˧-PoC- ˣˮ˥˸˧˲˷ ˫˧

 ˭ˣ˷˞˶ˢ ˟˪˷ˢ ˫˰ ˪˧˥˸ˮ .˭ˣ˷˞˶ˢ ˵˪˥˟-  ˪˰ ˢ˧˴˶ˬˣˮ˞notify routines . 

˫˧˶'˴˧˲ ˫˰ ˵˥˷ˬ ˢˤ ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ˢˤ ˵˪˥˟ .ˡ˥˞ ˣˢ˷ˬ ˶˧ˢ˴ˢ˪ ˢ˴ˣ˶ ˧ˮ˞ ,˪˩ˢ ˧ˮ˲˪  ˪˷

Windows  ˭˧˦ˣ˪˥˪ ˫ˢ˷undocumented ˫˰ ˵˥˷ˬ˟ ˭ˣ˷˞˶ˢ ˟˪˷ˢ˷ ˸˶ˬˣ˞ ˢ˥˧ˡ˟ˢ ˫ˮˬ˞ .

undocumented features  ˢ˷ˣ˰ ˧ˮ˞ ˤ˞ .˱˧˩ ˢˤ ˫˧ˬ˰˲˪ˣ ,˫˧˟˧˧˥ ˫˧ˬ˰˲˪ ˪˟˞ ,ˢˤ ˸˞ ˸ˣ˷˰˪ ˞˪ ˞ˣˢ

 ˪˰ ˫ˣ˪˥˪ ˫˩˪ ˫ˣ˶ˠ˸ ˞˪˷ ˶˷˲˞ˢ ˪˩˩ ˢ˟˧˴˧ˣ ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˢˤ ˪˩ ˸˞ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ ˟˦˧ˬˢ ˸˞ ˭˞˩

BSoD- ˸ˣ˧ˢ˪ ˫˧˧ˣ˷˰ ˭˧˧ˡ˰˷ ˟˪ ˣˬ˧˷ ˨˞ ,˫˧race conditions  ˧˞ˡ˩ ˭˩˪ˣ ,˫ˢ˧˪˞ ˧˸ˬ˷ ˞˪˷ ˢ˴˵ ˧˟˴ˬ ˣ˞

 ˢˤ ˸˞ ˣ˥˵˸˷with a grain of salt ˪˧˥˸ˮ ˣ˞ˣ˟ ,ˢ˶˵ˬ ˪˩˟ .J 

 

 ˪˰ ˢ˧˴˶ˬˣˮ˞Notify Routines 

ˢ ˫˰ ˵˥˷˪ ˪˧˥˸ˢ˪ ˪˪˩˟ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˧ˮ˲˪ ,˭˩˟ˣ-notify routines ˧˵ˣˢ ˫ˢ˪ ˸ˣ˷˰˪ˣ ˭˧˟ˢ˪ ˣˮ˧˪˰ ,ˠˮ

 ˸˞ ˞ˣ˴ˬ˪ ˞˧ˢ ˢ˶˦ˬˢ .˫ˢ˧˪˰ ˳ˣ˶˪ˣ ˭ˣ˶˩ˤ˟ ˫˸ˣ˞ ˞ˣ˴ˬ˪ ˡ˴˧˩PspCreateThreadNotifyRoutine  ˢ˶ˣ˴˟

 ˧˪˷ ˢ˲˧˞˷ˢ ˪˟˞ ,˸˞ˤ ˸ˣ˷˰˪ ˫˧˩˶ˡ ˶˲˯ˬ ˭ˮ˷˧ .ˣˮ˪ ˞˟˷ ˢˬ ˸ˬ˞˟ ˸ˣ˷˰˪ ˪˩ˣˮ ˶˟˩ ˫˷ˬˣ ,ˢ˥ˣ˦˟

˴ˬ˪ ˞˧ˢ ˸ˣ˪˟ˣ˵ˬˢ ˫˧˩˶ˡˢ ˸˥˞ .˶˸ˣ˧˟ ˢ˥ˣ˦˟ˢ ˨˶ˡˢ ˸˞ ˞ˣ˴ˬ˪ ˡ˧ˬ˸ ˞˧ˢ ˸˞ ˢ˴˧˶ ˭ˬˤ˟ ˞ˣ

PspSetCreateThreadNotifyRoutine  ˪˰ ˢ˴˧˶ ˧ˡ˧ ˪˰PsSetCreateThreadNotifyRoutine  ˢ˰ˠˢˢ ˡ˰

 ˨ˣ˸˟ ˭˩ˬ ˶˥˞˪ˣ ,ˢ˞˧˶˵˪PspSetCreateThreadNotifyRoutine˪˷ ˷ˣ˲˧˥ ,lea rcx, 

PspCreateThreadNotifyRoutine ˸ˡ˟ˣ˰ ˫ˮˬ˞ ˣˤˢ ˨˶ˡˢ ,˧˧ˮ˧˰˟ .˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˞˧ˢ ˨˞ ,

 ˷˲˥˪ ˧˸˦˪˥ˢ .ˢ˟˧˴˧ ˞˪ ˡˣ˞ˬ ˢ˧ˢ˸ˣ ˫˧ˮˣ˷ ˫˧ˡ˪˧˟ ˭˧˟ ˶˟˷˧˸˷ ˥˧ˮˢ˪ ˶˧˟˯ˣ ˢ˥ˣ˦˟ ˞˪ ˭˧˦ˣ˪˥˪

.˶˷˲˞ˢ ˪˩˩ ˢ˥ˣ˦˟ˣ ˢ˟˧˴˧ ˶˸ˣ˧ ˢ˶ˣ˴˟ ˡˣ˟˰˸˷ ˢ˟˧˦ˮ˶˦˪˞ ˰˧˴ˢ˪ˣ ˸˶˥˞ ˨˶ˡ ˧ˬ˴˰˟ 

 ˪ˡˣˠ˟ ˨˶˰ˬ ˞˧ˢ˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ,˪˩ ˫ˡˣ˵ ?ˣˤˢ ˢˬ˧˷˶ˢ ˪˰ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˢˬ ˤ˞ ,˟ˣ˦сп ˟˷ˣ˧ˢ , ˶ˣ˸˟

˟ ˪˟ˣ˪ˠ-ntoskrnl˪ ˣˮ˪˷ ˫˧˷ˣ˲˧˥ˢ ˸˞ ˫˴ˬ˴˪ ˪˩ˣˮ ,˨˩ ˫˞ .-data section  ˪˷ntoskrnl ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ .

ˢ ˸˞-data section˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,- AuxKlibQueryModuleInformationˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩˟-base 

address  ˪˷ntoskrnl˪ ˰˧ˠˮ˷ ˡ˰ ˣ˸ˣ˞ ˶˯˶˲ˮ ˭˩ˬ ˶˥˞˪ˣ ,-data section ˟ˡ ,ˣ˪˷ ˪˷˟ ˧˶˷˲˞˷ ˶

˷ ˢˡ˟ˣ˰ˢ-ntoskrnl  ˞ˣˢPE  ˫˰ ,˭˧˦ˣ˪˥˪ ˧˦˶ˡˮ˦˯section headers ˢ ˨ˣ˸˟ .˫˧˪˧ˠ˶-data section ˷˧ ,

 ˸˞ ˞ˣ˴ˬ˪ ˫˧˩˶ˡ ˶˲˯ˬPspCreateThreadNotifyRoutine ˪˟˞ ,˰ˣ˟˵ ˦˯˲ˣ˞˟ ˷ˬ˸˷ˢ˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ .

 ˡˣ˞ˬ˪ ˨˶ˡˢ ˸˞ ˨˲ˣˢ ˢˤbuild dependant ˞˩ ˫˧˩˶ˡ ,˧˸ˮ˧˧˴ ˶˟˩˷ ˧˲˩ˣ ˢ˧˴˲ˣ˞ˢ .˸ˣ˧˪˞ˡ˧˞ ˞˪ ˢ˪

 ˶ˣ˴˧˪ ˢˤ ˰˧˴ˬ ˧ˮ˞˷ ˢˬ .˸ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˞˧ˢ ˢ˧˧ˮ˷ˢnotify routine  ˸ˣ˷˰˪ ˭˩ˬ ˶˥˞˪ˣ ,˷ˡ˥

dereference ˟ ˸˧ˡ˧˪˞ˣ ˸˟ˣ˸˩ ˪˩˪-data section  ˦˯˲ˣ˞˟ ˫˞ˢ ˵ˣˡ˟˪ˣу ˟ ˦˯˲ˣ˞ˢ)-callback object 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˪˷-notify routine˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ˢ˰˧˲ˣˬ˷ ˸˟ˣ˸˩ˢ (ˢ ˪-notify routine  .ˣˮ˶ˡˠˢ˷ 
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˪ ˣˮ˰ˠˢ˷ ˭˧˟ˢ˪ ˸ˣ˪˵˟ ˪˩ˣˮ ,˭˩ ˫˞-PspCreateThreadNotifyRoutine ˫ˮˬ˞ .ˢ˟˧˴˧ ˧ˡ ˣˤˢ ˢ˧˴˲ˣ˞ˢ .

ˢ ˸˧˦˶ˣ˞˸-struct ˟ ˶˟ˣˡˬ˷˩ ˨˞ ,˫˧ˡ˪˧˟ ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˧ˣ˷˰-struct  ˨˶ˣ˴ ˫ˣ˷ ˣ˟ ˭˧˞˷ˣ ˧˦˵˲ˬˣ˵ ˢˤ˩

-˟alignment˧ˣ˩˧˯ˢ ˟ˣ˶ˣ ,ˢ˩ˣˬˮ ˸˧˯˥˧ ˸ˣ˶˧˟˯ˢ ,.ˢˤˢ ˠˣ˯ˢˬ ˢ˧˰˟ ˢ˧ˢ˸ ˞˪˷ ˫˧ 

 ˣˤˢ ˢ˰˴ˢ˟ ˸˧˵ˮ˰ ˢ˧˰˟ ˷˧ ,˸˞ˤ ˫˰-  ˢ˧˴ˡ˧˪˞ˣ ˤ˞ ?˪ˮ˶˵˟ ˸ˣ˟ˣ˸˩˪ ˢ˧˴ˡ˧˪˞ˣ ˪ˤ˞ˤ˰˪ ˫˧˷ˣ˰ ˨˧˞

ˬ ˪ˮ˶˵˟ ˸ˣ˟ˣ˸˩˪-non-paged pool ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ,ˢ˧˰˟ ˞˪ ˢˤ-MmIsAddressValid  .˱˧˩˟

˧˷ˬ˸˷ˬ ˦ˣ˷˲ ,ˢ˧˰˟ ˞˪ ˫ˠ ˢˤ ˪ˮ˶˵ˢˬ ˸ˣ˧ˡˣˬ˶ˤˣ˧ ˸ˣ˟ˣ˸˩˪ ˢ˧˴ˡ˧˪˞ˣ˟ ˫-SEH  ˢ˧˰˟ˢ .ˢˮ˧˲ ˫˧˶ˠˣ˯ˣ

ˢˬ ˸ˣ˧˪ˮ˶˵ ˸ˣ˟ˣ˸˩˟ ˶˟ˣˡˬ˷˩ ˢ˲˴-paged poolˢ˷ ˢ˪˞ ˵ˣ˧ˡ˟ ,-callback objects  .˭ˢ˟ ˫˧˷ˬ˸˷ˬ

) ˧˶ˬˡ ˧˶ˣ˞˪ ˢˮˣ˲ ˧ˮ˞ ,˫ˣ˸˯ ˧ˣ˟ˬ ˸˷ˣ˥˸ ˪˷ ˫˪˷ ˫ˣ˧ ˧˶˥˞repnz ˞ˣˢˣ ,ˣˤˢ ˢ˪˞˷ˢ ˸˞ ˣ˸ˣ˞ ˪˞ˣ˷ ,(

 ˪˰ ˶ˣ˟˰˪ ˧˪ ˰˧˴ˬ ˢ˟ˣˠ˸˟ ˧˟ˠ˪ ˣ˪˷ ˶ˬ˞ˬˢDPC . 

˟ ˞˟ˢ ˦˯ˣ˲ˢ ˸˞ ˞˴ˬ ˞ˣˢ ˨˞ ,ˢ˧˰˟ ˢ˸ˣ˞˟ ˶˟˰˟ ˪˵˸ˮ ˞ˣˢ ˫ˠ˷ ˢ˪ˠˬ ˧ˮ˞ ˡˣ˞ˬ ˶ˢˬ-unknown 

cheats - "Way Safe A In Address Kernel Unknown Read" ˸ˣˮ˧˧ˮ˰ˬ ˫˧˩˶ˡ ˶˲˯ˬ ˠ˧˴ˬ ˞˟ˢ ˦˯ˣ˲ˢ .

 ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˞˧ˢ ˭ˢˬ ˸˥˞˷˩ ,ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˪ˮ˶˵˟ ˸ˣ˰ˣˡ˧ ˞˪ ˸ˣ˟ˣ˸˩ˬ ˰ˡ˧ˬ ˞ˣ˶˵˪

MmCopyMemory ˬ ˪ˮ˶˵˪ ˢ˯ˮ˩ˮ˷-Windows 8.1 . 

˵˪ ˸˶˷˲˞ˬ ˢ˧˴˵ˮˣ˲ˢ ˫ˣ˷ ˞˪˪ ,˭˧˦ˣ˪˥˪ ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˢ˰ˣˡ˧ ˢˮ˧˞˷ ˸˧˪ˮ˶˵ ˸˟ˣ˸˩ˬ ˞ˣ˶BSoD  ˶˷˞˩

:ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˸˥ ˣˤ .ˢˮ˧˵˸ ˢˮ˧˞ ˸˟ˣ˸˩ˢ 

NTSTATUS MmCopyMemory(  

  PVOID           TargetAddress ,  

  MM_COPY_ADDRESS SourceAddress,  

  SIZE_T          NumberOfBytes ,  

  ULONG           Flags ,  

  PSIZE_T         NumberOfBytesTransferred  

);  

 ˪˷ ˸˟ˣ˸˩ˣ ,˫˧˪ˠˡ ,ˢ˵˸˰ˢ ˪ˡˣˠ ,ˡ˰˧ˣ ˶ˣ˵ˬ ˸˟ˣ˸˩ ˭˧˧˴˪ ˸˶˷˲˞ˬ ˞˧ˢ .ˡˣ˞ˬ ˢ˦ˣ˷˲ ˩"ˢ˯˟ ˢ˧˴˵ˮˣ˲ˢ

 ˠˣ˯ˬ ˢˮ˸˷ˬSIZE_T  ˫˞ˢ ˭˧˧˴ˬ˷ ˯ˣ˦˦˯ ˢ˶˧ˤ˥ˬ ˞˧ˢ ,˭˩ ˣˬ˩ .ˢ˶˟˰ˣˢ˷ ˫˧˸˟ˢ ˪˷ ˸ˣˬ˩ˢ ˸˞ ˪˟˵˧˷

 ˢ˥˪˴ˢ˟ ˢ˰˴˟˸ˢ ˢ˵˸˰ˢˢ- ˟˰ ˭˧ˣ˴ˬ ˢˤˣ˟ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧˪ˠˡˢ ˢ˪˞ .ˣˮ˶ˣ-Flags: 

 

˟ ˷ˬ˸˷ˮ ˭˩˪ˣ ˸˧˪˞ˣ˦˶˧ˣ ˞˧ˢ ˸˟ˣ˸˩ˢ ˣˮ˪˷ ˢ˶˵ˬ˟-MM_COPY_MEMORY_VIRTUAL ˸˰ˡ˪ ˟ˣ˦ ˪˟˞ ,

 .˸ˣ˧ˤ˧˲ ˶ˣ˵ˬ ˸ˣ˟ˣ˸˩˟ ˫ˠ ˸˩ˬˣ˸ ˢ˧˴˵ˮˣ˲ˢ˷ ˫˧˧ˡ˧˸˰ ˫˧˶˵˥ˬˣ ˫˧˦˵˧ˣ˶˲ ˶ˣ˟˰ 

ˢ ˧˟ˠ˪ ˸˥˞ ˢ˟ˣ˷˥ ˢ˶˰ˢ-Target Address :ˢ˞˟ˢ ˢ˶˰ˢˢ ˞˧ˢ 

ϦA pointer to a caller-supplied buffer. This buffer must be in nonpageable memory." 

https://repnz.github.io/posts/practical-reverse-engineering/dumping-dpc-queues/
https://www.unknowncheats.me/forum/anti-cheat-bypass/314342-read-unknown-kernel-address-safe.html







































































