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Behind Blue Eyes
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Mot everything meets the eye

J, BehindBlueE...
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exiftool 8. jpeg

exiftool 1.]jpeg

}; do exiftool $i.jpe
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Challenge

Message From The
Dolphins
70

The Zip got crumbled and the massage got scrambled.

Capture the flag to get the message from the Dolphins.

Flag Submit

X DX . 42.97: 10 xS 17 X x .

Elapsed time: 00:00:00 Total size: 1161 K
Remaining time: 00:00:00 Speed: 75 MB/s
Files: 1 Processed: 1161 K
Compression ratio: 11 Compressed size: 0
Errors: 2

Testing

message_from_dalphins

1

Headers Eror
Uncorfimed start of anchive
Wamings:
There are some data afterthe end of the payload data
Waming
Can not open the file as [gzip] archive
The file iz open as [zip] archive
2 Data emor : message_from_dalphing

ed with 42

# mv

x

° <

7Zip 21X xox o]

A B B
s n J X
1~ S

X XX
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Challenge

Gotta catch em all
80

Ash was too busy catching pokemons that he forgot his credentials.

https://fashmatd.herokuapp.com/

MNOTICE (This is NOT a clue): if you think that the challenge needs a reset - just go to -

https:/fashmatd.herokuapp.com/reset

Please reset only if you think that’s what holding you back, otherwise it will ruin the game for

other players

ALSQ - Please don't use brute force or a scan of any kind, it will not get you closet to the solution

Flag

Submit

This is My site! I hope you will enjoy it.

About Me Pictures Contact Me Login

username

[Submit

Leave a message and I will try to help you :)

Body

Submit
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Exception

Exception: Given username/password is too big

File "/usr/local/lib/python2.7 /dist-packages/flask/app.py", line 71836, in __call__

return self.wsgi_app(environ, start_response)

File "/usr/local/lib/python2.7 /dist-packages/flask/app.py”, line 7820, inwsgi_app

response = self.make_response(self.handle_exception(e))

File "/usr/local/lib/python2.7 /dist-packages/flask/app.py”

ne 7403, in handle_exception

reraise(exc_type, exc_value, tb)

File "/usr/local/lib/python2.7 /dist-packages/flask /app.py", line 1817, inwsgi_app
response = self.full_dispatch_request()

File "/usr/local/lib/ python2.7 /dist-packages/flask/app.py", line 7477, in full_dispatch_reguest
rv = self.handle_user_exception{e)
File "/usr/local/lib/ python2.7 /dist-packages/flask/app.py", line 1381, in handle_user_exception

reraise{exc_type, exc_value, tb)

File "/usr/local/li

/python2.7 /dist-packages/flask/ .py", line 7475, in full_dispatch_request

rv = self.dispatch_request()

File "/usr/local /lib/ python2.7 /dist-packages/flask/app.py”, line 7461, in dispatch_request
return self.view_functions[rule.endpoint](**req.view_args)

File "/app/app.py", line 47, in login_attempt

raise Exception{"Given username/password is too big")

Exception: Given username/password is too big

X 1

File "/app/app.py”, line 47, in login_attempt

@app.route(’ /login’, methods=["POST"])

def login_attempt():
username = request.form['username’]
password = request.form[ password’]
if len(username) > 2@ or len{password) > 28:

raise Exception("Given username/password is too big")

with open(HOME + ‘privatefaccounts.txt’) as f:

accounts_data = f.readlines()

accounts = {account.split(': ")[@]: account.split(': ")[1] for account in accounts_data}
if username in accounts and accounts[username] == password:
#5uccess
T 1 . x| ”
> v v

~
1 « 1 xx (X L s x " X
privateaccountstxt « x s 1 4 Xs T 444X
140 x 7 i1 4 L I, X X A ”
: x " I x o 1 « L s L s
File "/app/app.py”, line 25, in post_message
body = str({request.form[ body’])
title = title.translate(Mone, ":*?"<>|")
if len(title) == 8:
title = "default title"”
if len(request.form[ 'title']) » 38:
raise Exception("Given title is too big")
with open(HOME + 'messages/{}.txt'.format(title), "a+") as f:

f.write(body)

return render_template('message sent.html')
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Leave a message and I will try to help you :)
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x lyxpFlyMe ToTheMoon #4 .~ Y

Challenge

Fly Me To The Moon

85

Our Satellite managed to pick up some data from outer space

{Aliens? wink wink). We have tried to make some sense of it for

along time, Maybe you can? It's a new year after all...

Flag Submit

= x

~ ] X

Offsec(h) OO0 01 02 03 04 05 06 07 05 02 Q4 OB OC OD QE OF
QoQoQoog LOVE
Qo0Qooo1o T2 Tl 45 4D 4B 77 2B €5 57 67 6B 42 45 54 Tl &7 rgEMEw+eWgkBETgg
QoQooo20 TR 42 46 30 58 75 49 88 T4 53 4B 56 46 53 6D T3 zBFOXuIhtSEVESms
QoQoo0o30 41 54 73 55 6F 51 &C 4n 383 37 49 55 gE S5A 53 3% ATsUoQLlJETIYnZISS
Q0000040 oA 4A €4 31 15 14 13 12 01 OO0 00 00 22 50 E4 4C jJdl........ "PnL
QQo00050 00 47 46 5A T9 £4 39 6% 62 35 54 57 79 T2 gD 48 (GFIZydShbSIWyrmH
QD0000E0 €5 6% 2F €D 4C 53 47 74 56 34 €2 Té 6C 54 6D 73 ei/mlL3GtV4bvliZIms
QQo00oT0 54 57 B 6F 61 4% €9 39 TA 34 68 T4 4R 58 63 4C TWkoaIliSz4htJXcL
Q0000080 79 42 43 T8 6F €6 T3 2B 15 14 13 12 02 00 00 00 yBCxofs+........
Q0000090 44 BE 79 53 00 2F 71 56 31 TA 6F TA 52 4C 70 6B DMysS./gVlzozRLpk
QO0000RAD 58 58 4E 61 76 44 T4 44 €6 4D 2F 55 2F 50 TA 3% XXWavDtDfM/U/Pz%
QO0Q000B0O 6B 51 48 3B Te 39 64 82 €B 39 48 34 32 2B 62 31 EQHEvSdbESH4Z24k1
QoOQoooC0o 53 53 75 4R 39 57 67 66 77 52 65 41 15 14 13 12 S5uJ9%WgfwRed. ...
Q0OQO0DO 03 00 00 00 De 4B F1 24 00 57 55 €A 31 78 €6 4C ...."HpS.WUjlxfL
QO0000ED 31 48 42 75 4F 65 32 4F 6% 61 72 45 ©1 4E 4E 4F 1HBuCe20iarEaNHO
QDOQO0OFD 2B 43 €2 48 66 €5 54 2ZF 59 34 €D 39 4F €1 75 6F +ChHfeT/Y4mS0auo
Q0000100 &5 4D €7 64 55 51 41 gE TO 4B &7 T9 52 6C 63 S5A eMgdUQAnpEgyRlcZ
Q00000110 15 14 13 12 04 00 00 00 01 BA BB 47 00 39 6A 79 ......... =.G.9y

xs ol Txx AL sy~ ‘bhaseed .~ ¥ s .0
prx sy s ox X 1~ » "HexEditdr® * & d " X X | % X p 4 ;¥ X

(rdyx: s.x ] .,X
Cffsec(h) 00 01 02 03 04 05 0 07 08 0% OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 1% 1A 1B 1C 1D 1lE 1F 20 21 22 23 24
Q0000000 15 14 13 12 00 00 00 00 2B C8 E7 17 00 €E 79 €B 72 71 45 4D 4B 77 2B €5 57 €7 €B 42 45 54 T1 &7 Th 42 46 30 58
Q0000044 15 14 13 12 01 00 00 00 22 50 E4 4C 00 47 46 5A 7% 64 35 68 62 35 SA 57 7% 72 6D 48 65 €9 ZF 6D 4C 53 47 74 56
Q0000088 15 14 13 12 02 00 00 00 44 BE 78 53 00 2ZF 71 56 31 7A 6F TR 52 4C 70 €B 5B 5B 4E €1 76 44 74 44 &€ 4D ZF 55 2ZF
Q00000CC 15 14 13 12 03 00 00 00 DE 4B F1 24 00 57 55 €A 31 78 €6 4C 31 48 42 75 4F €5 32 4F €% €1 T2 45 €1 4E 4E 4F 2B
Q0000110 15 14 13 12 04 00 00 00 01 BA B3 47 00 3% 6B 79 5% 76 5A 77 €4 77 42 34 43 46 73 46 41 35 76 48 33 31 43 79 &5
Q0000154 15 14 13 12 05 00 00 00 73 E4 A8 OC 00 32 6C 7& 30 2F 2F 32 37 &4 39 77 55 6B 70 SA 76 T7& T9 44 30 38 47 4F 78
Q0000198 15 14 13 12 06 00 00 00 AR D1 18 45 00 36 33 TA 6C 76 64 6A 47 5% 72 €D 4B 47 57 71 70 42 43 63 30 48 71 51 50
Q000001DC 15 14 13 12 07 00 00 00 01 80 AF 48 00 €1 32 45 61 36 47 €7 38 4D &C 4D 52 73 47 37 30 59 72 51 37 5R 47 44 38
Q0000220 15 14 13 12 08 00 00 00 95 01 48 5% 00 74 4B 75 71 64 6C €2 79 4E 2F 46 34 56 42 €F 66 50 41 30 72 75 70 71 54
Q00000264 15 14 13 12 0S5 00 00 00 33 1C E8 3F 00 68 67 79 73 64 58 51 46 74 33 €F &% 45 4D 34 46 4C 4B 33 72 32 72 74 4E
Q000002RE 15 14 13 12 OA 00 Q0 00 E3 AT 1F 0% 00 39 eC 50 49 58 4D 59 36 79 €2 €E 72 4D 38 52 31 €& 43 32 €D €6 50 &3 53
Q0C0002EC 15 14 13 12 0B 00 00 00 23 D2 13 07 00 6F 41 34 4E 71 77 79 70 €D 42 €B 2F 48 2B 52 78 52 48 41 2F 36 38 2F 43
Q0000330 15 14 13 12 OC 00 00 00 DF 2ZF 23 01 00 4F 4D 4B 53 50 74 6R 73 35 66 46 73 53 48 4A 53 €1 €D 48 43 51 55 38 4D
Q0000374 15 14 13 12 OD 00 00 00 BO E1 FF 36 00 2F 41 50 6C 50 45 2F 77 79 4C 74 39 €D 39 56 71 4C &C 45 4C 78 33 73 42
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my_struct;

’?|_‘A>< s x "o 1

0x12131415 : + , ~ » . . ¢, S A19_. s _x

Pl s X e X X S T B I

2checksum ¢ _ Y ¥ s S Xxyo DX " x {1 Xqs X,

ni. s T« 11 TR Y B R B B

A ~

Y « A
magic;
id;
checksum;
bool_val;
msg[ 37];
LY
_L;FII_\I_I:E .
LYy | s - LX< , Sbage64s + ¥ & % 2 % e x 1 .08
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Challenge

Somewhat SecureBoot
150

can use SHA256 or something”

important.

nc challenges.ctfd.io 30071

Flag

My boss told me to implement a chain of trust mechanism for a remote server
boot process. He said: "There are 3 bootloaders - BL1, BL2, BL3. make sure that
no one will be able to compromise our images. use a strong integrity solution, You

So that's exactly what | did. The funny thing is - BL3 was already compromised, |
have no idea what BL3 is suppose to do. But | do know that it's something

BTW, | don't think my boss knows much about integrity (don't tell him | said it).

Submit

Calling n

the bootlo

bootl ~ to open up a s

ute upon s

)N

the boot

promis

.o * hashs*x 1 ~ 1x» . BvotlLoader3 -~ ~x 1. T~ x4 47 s¢
L X shels4 >, " 1L .~ 1+« 1. aaaada X 18 X, %X X4, s
-] . . ”
X v . 1 Decompilers r L _ . 1L s Ghidra ~x I X "wxx x| X4 s,
.main 147 Ix o
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bootloader3_str [ 21];
user_input [ 32];
expected_hash [ 65];

‘aadhaaa + . L éxpectedhash s "+ s

0x6161616161616161 ;

0x6161616161616161 ;
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161

0

expected_hash. 0 8
expected_hash._8 8
expected_hash. 16 8
expected_hash. 24 8
expected_hash._32_8
expected_hash._40_8
expected_hash. 48 8
expected_hash. 56 8
expected _hash[ 64] =

b L L L (I T

puts( "Please enter the desired shell to execute upon startup (press \'a\'
/bin/sh)  \'n");
fflush(stdout);
__isoc99_scanf(  "%s" ,user_input);
iVar2 = strcmp(user_input, "a");
(iVar2 == 0) {
user_input. 0 8 = 29400045130965551 ;

17 sganfls 4x._«I” x. suserimpuyt.s ~ > 1 x 1 1L«
scanf, ~ _ X+« s LS " IxA{ xXA{p.~ _ s s
sv 4.« 7 swhiteSpace X 1 X . px i BT v ds . 1 .
~ 1~ s 7 o puffergverflov L x. *
swA4bxs 4 _ s expectégthdsh X sx . x .94, 71 {7

ppcvVar3 = read_firmaware(bootloader3_str);
printf(  "Attempting to load the bootlo ader %s with hash %s n" *ppcVar3,ppcVar3[
)}
fflush(stdout);
iVar2 = strcmp(ppcVar3[ 1],expected_hash);

(iVvar2 == 0) {

puts( "Bootloader integrity verified successfully."

fflush(stdout);
load(ppcVar3);

{

printf(  "Bootloader integrity compromised... Expected receiving hash: %s nExi

\ n" ,expected_hash);
fflush(stdout);
destroy_bootloader(ppcVar3);
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(1 x ImTCamelCase#s -~ ¥ @ «

Challenge

toretrieve the flag.

Flag

CamelCase
175

Alice attempted to send Bob her encrypted flag over an insecure network
channel. Unfortunately, Bob hadn't received her message correctly. She tried to
encrypt the same flag and send it to Bob again. Carelessly enough, she reused her
random bits for the second encryption, naively assuming her simple and efficient
linear function of the original randomness generated truly random bits (with the
form f(x)=ax+b). An eavesdropper has captured the two ciphers, and it is up to you

Submit

s T ] x détailstxt X ¥ k s

°

EdGamal encryptian

>

(0} T
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https://en.wikipedia.org/wiki/ElGamal_encryption

Technologic

o :‘|L>Js S,,Xx]x "XXIV,., S . ” ,X"L~ s Vx '|>X
(T < BRI S I BN U U PR T E SRR S P U I S N B MR N B B R
Lo x by [ -|"x~\ v
| ~ ~ 411 L I xeA‘:Q{<><jvx Xo 4% "):s st.‘i ,s”stx_CJ
S XX'lX

5) for i in range(5)]))

.publickey - ~ '@‘generator « ~"Q 7 x " L X 4 « 1
11, s 1., s X X I X e o,

S “«s X T % «+ IQ x 5Q x s

vt txg oxmy

T T TR 0 3 RN (% N ¢ S S S NE S EDN A N T
® O a0

., LS s wx]iixae xeheRXencd 4 x 0  r A0 A X b e Yy X © ]
XXy X o 4 T Ty x C e X T X s

® Qb aJQhd Q K adQ
L SY T QORCES + 4., efck 4 .s 1 xS Ll . x x L] e L v L
X I X s s L loenc2 1 p 44X pds 7
s">‘ss — ‘|‘>L X "] L , XL
oo AP v s . vl XA ss oYX 0 T x T ] T X X

WO kpaéeg@ - 1L

S Y T - EF N AR S B R E R R O

A P L. XSl Qb xR x5 T4l
SR TN 1 T P T R x.

Iy m8Q por A

T o N o P S T T

Q 0
n pt L@ 1 I X8 —., L~ 0% ) _s . s L
Q — Q — 9 ' m'— — wq '/ iq
Q' 0 Q £°Q paeq tQ Q

Matrix Defense CTR20201 ~» ¥ - -
www.DigitalWhisper.co.il

20201 |, x ¥120- ~ x 4 [ ¥


https://en.wikipedia.org/wiki/Discrete_logarithm
https://he.wikipedia.org/wiki/%D7%94%D7%9E%D7%A9%D7%A4%D7%98_%D7%94%D7%A7%D7%98%D7%9F_%D7%A9%D7%9C_%D7%A4%D7%A8%D7%9E%D7%94

e B x £5 8. XX X oord T esER Fosx hd Xk A4 T x X

~ v ~

Xooox s L] e 0l U Td XS BN ESQ P) X T X4 e x TR oo T

N NN X R XS Y * 1 FdoL XQI R R O I L LI
QL. oxs « 1, st Fdoox 1A
If X ThenX
™MEQ@ T 1L w I S
_ r
Ge@ p 1L e I e
r
WE@ ¢ 1L o I B
ar
X X
WMED Q p 1L W l‘T'
ar
L ET@Q s < RO 1.« _s s [ 1] x Cr 4 X L
GQO ¢, s_xt s o A s AT vy L q
FLoXO L. kA ] s v Y Ll x T X ]
X lQ e X s LS 1X s AR Hxy k¥ sy 7 L LLLX X s X g
X X qs 1. % <X X X { L, XL, 0xq{s . %
« QX 3 Q Q x 7 qs A T T I T« N D N L e R
3T QT QT - TXOTl )y aTix i X 17 dTM e Tl
(Q
L. 1o ws
0s, glob
pathlib Path
collections namedtuple
ElGamalPair = namedtuple( ‘ElGamalPair’ , ['el , 'e2' ]
read_data(base_path: str) -> dict:
res = {}
open(os.path.join(base_path, "details.txt"
res[ "g" ] = int(f.readline().split( [ 1))
res[ "g" ] int(f.readline ()-split( St 1)
res[ "h" ] int(f.readline().split( [ 1))
enc ["encl" , "enc2" ]:
res[enc] = {
infile glob.glob(os.path.join(base_path, enc, ‘*.txt' )):
open(infile) :
line = f.readline().strip( “\'n()" )
res[enc][int(Path(infile).stem)] = ElGamalPair._make([int(s)
line.split( M
res
Txoed L1y . . s L. +d-1_ - s Cox L X~
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https://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=2577&context=etd

« 1 s s§ %5 uixE o ,Loo_L) s ¢ s oo, LS Lo F
2,2,2,3,3,5,835765]1 <averylargenumberX b
OX s T xSl oy oo 4 A e W s r 4w
. LX P10 exs x| 9]
If X ThenX
™ME@ T IL 4w ‘u
r
WEQ@ p 1L ‘w
r
WE@ ¢ I w =
r

def get_mod(params: dict,
assert (params[ "q-1"]
t = pow(cl, params[ “q
for i in range(num):
if t
return i

raise  RuntimeError(

== pow(params|[ "g" ],

f"Can't

s { "

cl: int, num: int) -> int:

% num == 0)
-1 N

num, params[ "g" ])

(params[ "q-1"] /[ (num * 2)) *

fin d result for {num}")

params, params[“encl™][1]

d(params,

~w v N

params[ “q" ]):
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https://www.alpertron.com.ar/ECM.HTM

import  data_reader
import  functools, operator, argparse, sys, random

from

def

itertools import  chain, combinations

powerset(iterable):

"powerset([1,2,3]) ->0 @) ) @B) @®2 @13 (23 (123"

s = list(iterable)

return  chain.from_iterable(combinations(s, r) for r in range( 1, len(s)+ 1))

get_mod(params: dict, cl: int, num: int) -> int
assert (params[ "g-1"] % num == 0)
t = pow(cl, params[ "q-1"] // num, params[ "q" ])
for i in range(num):
if t == pow(params[ "g" ], (params[ "q-1"] // (num * 2)) * i, params[ "g" ]):
return i

S I U ¢ S J U R Lo T N AR SR B
Sdls zZ84xix L ]s
i i .«

Matrix Defense CTR0201 ~» ¥ - - .
www.DigitalWhisper.co.il

M T 20201 _ x ¥120- © x 4 L ¥

L

]

X

”
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raise  RuntimeError( f"Can't find result

find_small_factors(n):

small_factors =l

t =n

for i in range( 2, 10):

while (t %i ==

small_factors.append(i)
t =t /[ i

return  small_factors

analyze(params: dict, solve_ctx: dict):
verbose = True
if solve ctx is not None:
try :
import 23
except :
raise  RuntimeError(  "Error: Z3 module needed" )
verbose = solve_ctx.get( "verbose" , False )

params[ "q-1"] params[ "g" ] - 1
small_factors find_small_factors(params][ "g-1"]
if verbose: print( f"Small factors: {small_factors} \n")

assert (len(params[ ‘"encl" ]) == len(params[ "enc2 "]))

samples = list(range(len(params| "encl" 1))
if solve_ctx is not None:
solver = z3.Solver()
a = z3.Int( 'a' )
b = 2z3Int( 'b" )
samples = random.sample(samples, k=solve_ctx.get( "num_samples" ,
k = {i: z3.Int( 'k{}' .format(i)) for i in samples}

i in samples:
if solve ctx is not None:
solver.add(K[i] >= 0)
solver.add(k(i] < params[ "q" ])
for combination in set(powerset(small_factors)):
factor = functools.reduce(operator.mul, combination)
try :
m = get_mod(params, params[ "encl" ][i].c1, factor)
if verbose: print (f" K[ {i} 1 % {factor} \t== {m}")
if  solve_ctx is not None: solver.add(k]i] % factor == m)

m = get_mod(params, params[ "enc2" ][i].c1, factor)
if verbose: print (f"(@*k[ {i} ] + b) % {factor} \t== {m}\n")
if solve_ctx is not None: solver.add((a * K[l + b) % factor

except  RuntimeError:
pass

if solve ctx is not None:
print( f"Trying to solve with {len(samples)} samples {samples}
, flush = True)
if  solver.check() == z3.sat:
m = solver.model()

printf( "a = {}, b = {}" .format(m[a], m[b]))
else :
print( "Can't find solution" )

if __name__ == "_main_"
parser = argparse.ArgumentParser()
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parser.add_argument( ‘-5,
solve' , action= 'store' , type=int, default=" 0, metavar=( 'NUM_SAMPLES), help= Try
to solve constraints using up to <NUM_SAMPLESsamples' )

parser.add_argument( ' --
path' , default=" "Camel" , type=str, help= 'Path to data folder' )

args = parser.parse_args()

params = data_reader.read_data(args.path)
args.solve:
solve_ctx = {"num_samples" : args.solve}

solve_ctx =
analyze(params, solve_ctx)
RuntimeError e:
print  (str(e))
sys.exit( 1)

to solve with

-SDIUE with
.SDIUE with
solve with
solve with
.SDlUE with
.5nlue with

r to solve with
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data_reader
math

__name__ == "_main__"
params = data_reader.read_data( "Camel" )
res = "™

(len(params[  "encl" ]) == len(params[ "enc2" ]))

i range(len(params]| "encl" ])):
m = math.isgrt(params[ ~ “encl" ]{il.c2  * params[ "enc2" ]lil.c2 % params[ "g" ]

res += chr(m)

print(res)

# python3.8

FLAG__ CRYPTANALY
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Challenge

Save Israel
200

According to an intel we received, Iran managed to assemble nuclear warheads
onto an intercontinental ballistic missiles while evading all of the west intelligence
agencies. Israeli intelligence agents succeeded to put their hands on a file from the
PC of none other than Iran's supreme leader, Ali Khamenei. They suspect that the
code required to neutralize the nuclear warheads is in this file but they failed
retrieving the code from the file. Therefore, they ask for your help. The fate of the
state of Israel rests on your shoulders. Good luck to all of us.

& printflag

Flag Submit

# file printfla
1

printf table, Intel

,,vgtﬂgmed".xs X X . S , x "% s v 4. et I X < s - . X

o

X X X
, s hox o) 1. 1+ s box o . X L X ¥ o {1 P . X « S
s 7] X s x Ix o s Lo ( 1, 11) 111, 1% . Xl A
s . 4.
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https://en.wikipedia.org/wiki/Stripped_binary

