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 ˸˶˟˥ ˪˷ ˯ˣ˧ˠ ˭˧˧˲ˬ˵ˬ ˵˪˥˩Matrix ˥˸˲ˮ ,CTF  :˫˧ˮˣ˷ ˫˧ˬˣ˥˸ˬ ˫˧˶ˠ˸˞ ˢ˰˟˷ ˫˰Web ,Pwn ,

Crypto, Reversing x-Forensics.˫˧˶ˠ˸˞˪ ˣˮ˪˷ ˭ˣ˶˸˲ˢ ˸˞ ˠ˧˴ˮ ˢˤ ˶ˬ˞ˬ˟ .  ˪˥ˢ ˫˧˥ˣ˸˲ ˣ˧ˢ ˫˧˶ˠ˸˞ˢ

 ˶˞ˣ˶˟˲ ˷ˡˣ˥ˬнлнл .˫˧˷ˡˣ˥ ˶˲˯ˬ ˨˷ˬ˪ˣ 

 

 ˶ˠ˸˞#1 :Behind Blue Eyes )нл (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:ˢ˪ˣ˥˩ ˭˧˰ ˭ˤ˩˶ˬ˟˷ (ˢ˶ˣ˞˩˪) ˸ˣˢˤ ˸ˣˮˣˬ˸ ˶˯˧˶˸ ˣ˲˶ˣ˴ ˶ˠ˸˞˪ .˫ˣˬ˧˥ ˶ˠ˸˞ ˣˢˤ 
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 ˧˸˷ ˭˧˟ ˸ˣˣ˷ˢ˪ ˸˥˞ ˨˶ˡ .˪˩ˢ ˸ˣ˶ˬ˪ ˣˢ˷˪˩ ˪ˡ˟ˢ ˫ˢ˧ˮ˧˟ ˷˧ ˢ˞˶ˮ˩˷ ˭ˬ˧˯ ˫˧˵˸ˣ˰ ˶˯˧˶˸ ˣˮ˪˟˧˵ ˫˞

 ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˸ˣˮˣˬ˸Beyond Compare -  ˫˧˦ˬ˶ˣ˲ ˭ˣˣˠˬ˟ ˸˩ˬˣ˸˷ ˫˧˴˟˵ ˭˧˟ ˢ˞ˣˣ˷ˢ˪ ˢˮ˩ˣ˸

 .(˪˵˷ ˪˩ ˢˣˣ˷ ˞˧ˢ ˪˟˞ ˸˧ˬˮ˧˥ ˞˪ ˢˮ˩ˣ˸ˢ)˸˞ ˪˟˵ˮˣ ˫˧ˮˣ˷˞˶ˢ ˫˧˴˟˵ˢ ˧ˮ˷ ˭˧˟ ˢˣˣ˷ˮ  ˢ˞˴ˣ˸ˢ

:ˢ˞˟ˢ 

 

 ˢ˞˶ˬ ˭ˣ˸˥˸ˢ ˵˪˥ˢ .˫˧ˣˣ˷ˬ ˣˮ˥ˮ˞ ˭ˢ˧ˮ˧˟ ˸ˣ˧˶ˣ˵ˬˢ ˸ˣˮˣˬ˸ˢ ˧˸˷ ˸˞ ˢ˞˶ˬ ˨˯ˬˢ ˪˷ ˭ˣ˧˪˰ˢ ˵˪˥ˢ

 ˧ˮˣ˰˟˴ ˭ˣˬ˧˯ ˸ˣ˰˴ˬ˞˟ ˷ˡˠˣˬ ˢ˧ˢ ˞ˣˢ ,ˢˬ˴˰ ˢˮˣˬ˸˟ ˪ˡ˟ˢ ˢ˧ˢ ˫˞ .˸ˣˮˣˬ˸ˢ ˧˸˷ ˪˷ ˡˣ˥˧˞ˢ ˸˞

˭˧˦ˣ˪˥˪ ˢ˶ˣ˲˞ ˢˮˣ˸˥˸ˢ ˢˮˣˬ˸ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˫˪ˣ˞ .ˢˮˣ˸˥˸ˢ ˢˮˣˬ˸˟  ˪˷ ˢ˷ˠˡˢ ˸˪˪ˣ˩ ˞˪ˣ

˸˧ˮˬ˧ˢ ˢˮ˧˲˟ ˪ˡ˟ˢ ˸ˣ˞˶˪ ˭˸˧ˮ ?ˢˮˣ˷ ˭˩ ˢˬ .ˣˢ˷˪˩ ˪ˡ˟ˢ-ˢˮˣ˧˪˰ :˨˯ˬˢ ˪˷ 

 

ˢ ˸˞ ˶˞˸ˬ ˢˤ ˵˪˥-metadata  ˢˮˣˬ˸ˢ ˪˷-  ˱˯ˣˮ˟ ˢˮˣˬ˸ˢ ˳˟ˣ˵˟ ˶ˣˬ˷˪ ˭˸˧ˮ˷ ˸˲˯ˣˮ ˫˧ˮˣ˸ˮ ˸˟˩˷

˰ ˢˮˣˬ˸ˢ ˪˷ ˧˪˞ˣˤ˧ˣˢ ˠˣ˴˧˧˪ ˫˪˧˴ ˧ˬˣ ,˨˧˶˞˸ ˢˤ˧˞˟ ,ˢˬ˪ˣ˴ ˢˮˣˬ˸ˢ ˭˩˧ˢ ˶ˣˬ˷˪ ˭˸˧ˮ ˨˩ ,˪˷ˬ˪ .ˢˬ˴

ˢˬ ˳˪ˣ˥˷ ˰ˡ˧ˬ ˸ˣ˰˴ˬ˞˟ ˫˧˷˵ˣ˟ˬ ˣ˶˸˧˞ ˵ˣ˥ˢ ˸ˣ˧ˣ˷˶ ˫ˢ˟ ˫˧˶˵ˬ ˶˲˯ˬ ˣˬ˯˶˲˸ˢ ˶˟˰˟ .ˢ˸ˣ˞-

metadata .˫ˬ˴˰ ˫˧˷˵ˣ˟ˬˢ ˧ˡ˧ ˪˰ ˣˬ˯˶ˣ˲˷ ˸ˣˮˣˬ˸ ˪˷ 

ˢ ˢˡ˷˟ ˪ˡ˟ˢ ˫˧˞ˣ˶ ˣˮ˞ ˭˞˩-Make ˬ ˢˮˣ˷˞˶ˢ ˢˮˣˬ˸ˢ :˸ˣˮˣˬ˸ˢ ˪˷ ˸ˣ˞ˢ ˸˞ ˢ˪˧˩F ˢ˧˧ˮ˷ˢ ˡˣ˰˟ ,

 ˸ˣ˞ˢ ˸˞ ˢ˪˧˩ˬL . 

˞˦ˬ˟ ˸ˣ˲˴˪ ˢ˥ˣˮ ˨˶ˡ- ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ˣˢ˷˪˩ ˢˮˣˬ˸ ˪˷ ˰ˡ˧ˬexiftool: 

 

 ˢˡ˷˟ ˪ˡ˟ˢˢ ˸˞ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˭˞˩ ˫ˠMake ˢˡ˷ ˸˞ ˡ˥˞ˮˣ ˞˶˵ˮ ˸˰˩ .Make  ˸ˣˮˣˬ˸ˢ ˪˩ ˪˷

:ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ 

 

 :˪ˠˡˢFLAG_THE_WHO. 

https://he.wikipedia.org/wiki/Exif
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 ˶ˠ˸˞#2 :Message From The Dolphins )тл (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˭ˣ˧˩˶˞ ˳˟ˣ˵ ˱˶ˣ˴ ˶ˠ˸˞˪  42.gz:ˣ˸ˣ˞ ˯ˣ˶˲˪ ˢ˯ˮˮ 

 

 ˸ˮ˩ˣ˸7Zip ˫˰ ˶ˡ˸˯ˢ˪ ˢ˥˧˪˴ˬ ˞˪ ,˪˰ˣ˲˟ ˷ˣˬ˧˷˟ ˞˴ˬˮ˷ ˳ˣˣ˧˩ ˦ˬ˶ˣ˲ ˪˩˟ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˸˩ˬˣ˸˷ ,

 ˢ˧˰˟ˢ ˸˞ ˥˸ˮ˪ ˸ˣ˯ˮ˪ ˭˧˲ˣ˪˥˪ ˣ˞ ,˷˞˧˧˸ˢ˪ ˢ˟˧˯ ˣˤ ˫˞ˢ .˧ˢ˷˪˩ ˢ˧˰˟ ˣ˟ ˷˧˷ ˢ˞˶ˮ .˳˟ˣ˵ˢ ˭˵˸˪ˣ

:ˢ˧˰˟ˢˬ ˫˪˰˸ˢ˪ ˢ˥˧˪˴ˬ˷ ˸˶˥˞ ˢˮ˩ˣ˸ ˞˴ˬˮ ˦ˣ˷˲ ,˞˪ ˷ˬˬ ?ˢ˸ˣ˞ 

 

?ˣˮ˪˟˧˵ ˢˬ 

 

.ˢˮˣˬ˸ ˳˟ˣ˵ ˣˮ˪˟˧˵ 
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:˪˟˵ˮˣ ˢˮˣˬ˸ˢ ˸˞ ˥˸˲ˮ 

 

 

˟ ˢ˴˴ˢ ˫˰˲ˢ ˫ˠ-metadata :ˤˬ˶ ˣˮ˪ ˵˧ˮ˰˸ ˢˮˣˬ˸ˢ ˪˷ 

 

˪ ˟˪ ˣˬ˧˷-User Comment -  ˨˶˰ˢ ˸˞ ˪˧˩ˬ ˞ˣˢάSteganographyέ  ˸˶˸˯ˢ ˪˷ ˸ˣˮˬ˞ˢ ˣ˸ˣ˰ˬ˷ˬ˷

 ˦˧˟ˢ ˪˷ ˨˶˰ˢ ˧ˣˮ˧˷ ˸ˣ˰˴ˬ˞˟ ˣˡˣˡ˧˵ ˧ˡ˧ ˪˰ ˦˯˵˦ ˸˶˸˯ˢ ,˪˷ˬ˪ .˫˧ˬ˧ˬ˸ ˫˧˴˟˵˟ ˫˧˧ˣˬ˯ ˫˧˶˯ˬ

 ˞˶˵ˮ˷ ˢˬ) ˪˯˵˧˲ ˪˩ ˪˷ ˭ˣ˸˥˸ˢLSB encoding.( 

 ˸ˮ˩ˣ˸˟ ˷ˬ˸˷ˮzsteg  ˧˯ˣ˲ˡ ˸˷˲˥ˬ˷steganography :˪ˠˡˢ ˸˞ ˳˪˥˪ ˸ˮˬ ˪˰ ˫˧˴ˣ˲ˮ 
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 ˶ˠ˸˞#3 :Gotta catch em all )ул (˸ˣˡˣ˵ˮ 

 

:˱˶ˣ˴ˬˢ ˶ˣ˷˧˵˪ ˯ˮ˩ˮ 

 

 ˫˧˲ˡˢ ˡˣ˰˟ ,˧˦˦˯ ˭˩ˣ˸ ˫˧˪˧˩ˬ "˸ˣˮˣˬ˸"ˣ "˸ˣˡˣ˞" ˫˧˲ˡˢ .˫˧ˮˣˬ˧˵ˣ˲˪ ˷ˡ˵ˣˬˢ ˦ˣ˷˲ ˶˸˞˟ ˶˟ˣˡˬ

.˫˧˯˲˦ ˫˧˪˧˩ˬ ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˢ˟˶ˢ ˫˧˞˶ˮ "˶˷˵ ˣ˶˴"ˣ "ˢ˯˧ˮ˩" 

:ˢ˯˧ˮ˩ˢ ˱ˡ 

 

:˶˷˵ˢ ˸˶˧˴˧ ˱ˡ 
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˧ˡˬ ˨ˣ˶˞ ˦˪˵ ˫˧˥˪ˣ˷ ˫˞˷ ˶˟˸˯ˬ ) ˢˠ˧˶˥ ˫˧˪˟˵ˬ ,˫˧˯˲˦ˢ ˡ˥˞˟Exception:( 

 

:ˢ˯˧ˮ˩ˢ ˯˲ˣ˦ ˪˷ ˷ˣˬ˧ˬˢˬ ˵˪˥ ˢ˲˧˪ˡˬ ˢˠ˧˶˥ˢ 

 

:˫˧˶˟ˡ ˶˲˯ˬ ˢˤˢ ˡˣ˵ˢ ˰˦˵ˬ ˫˧ˡˬˣ˪ ˣˮ˥ˮ˞ 

¶  ˞ˣˢ ˞ˬ˯˧˯ ˣ˞ ˷ˬ˸˷ˬ ˫˷ ˪˷ ˧˪ˬ˧˯˵ˬˢ ˨˶ˣ˞ˢнл ˫˧ˣˣ˸ 

¶ ˦˯˵˦ ˳˟ˣ˵˟ ˪ˢˣˮˬ ˸ˣ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˸ˣˬ˷ ˪˷ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ 

o  ˞ˣˢ ˸˧˟ˢ ˸˧˧˵˧˸˟ ˦˯˵˦ˢ ˳˟ˣ˵ ˪˷ ˧˯˥˧ˢ ˟˧˸ˮˢprivate/accounts.txt 

o ˫˧˧˸ˡˣ˵ˮ ˧ˡ˧ ˪˰ ˡ˶˲ˣˬˣ ˸ˡ˶˲ˮ ˢ˶ˣ˷˟ ˶ˬ˷ˮ ˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˪˷ ˠˣˤ ˪˩ 

:˱˯ˣˮ ˡˣ˵ ˰˦˵ ˪˷ ˢ˲˪ˡˢ ˪˟˵ˮ ,˶˷˵ˢ ˸˶˧˴˧ ˯˲ˣ˦˟ ˢ˪ˣ˰˲ˢ ˪˰ ˶ˣˤ˥ˮ ˫˞ 
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) ˷ˬ˸˷ˬˢˬ ˢ˰˧ˠˢ˷ ˸˶˸ˣ˩ˢ ˸˞ ˥˵ˣ˪ ˯˲ˣ˦ˢ˷ ˣˮ˪ ˢ˪ˠˬ ˢˤ ˡˣ˵ ˰˦˵title ˫˷˟ ˦˯˵˦ ˳˟ˣ˵ ˸˶˴˧˧ˬˣ (

 ˸˧˧˵˧˸ ˸˥˸ ˢˤmessages.˷ˬ˸˷ˬˢˬ ˰˧ˠˢ˷ ˯˲ˣ˦ˢ ˭˩ˣ˸ ˶ˬ˷ˮ ˳˟ˣ˵ˢ ˨ˣ˸˪ . 

 ˫˧ˣˣ˸ ˪˧˩ˢ˪ ˧ˣ˷˰ ˞ˣˢ ˭˩˪ˣ ,˫˧˧˵ˣ˥ ˫˧ˣˣ˸ ˵˶ ˪˧˩ˬ ˸˶˸ˣ˩ˢ ˢˡ˷˷ ˞ˡˣˣˬ ˞˪ ˡˣ˵ˢ˷ ˞˧ˢ ˢ˲ ˢ˷˪ˣ˥ˢ

 ˸˞ ˯ˣ˶ˡ˪ ˣˮ˪ ˶˷˲˞˸˷ ˸˶˸ˣ˩ ˯˧ˮ˩ˢ˪ ˪˩ˣˮ ,˶ˬˣ˪˩ .˟˧˸ˮ ˸˶˧˴˧˟ ˸ˣ˰ˬ˷ˬ ˫ˢ˪ ˷˧˷ ˳˟ˣ˵ˢ

accounts.txt :˫ˡˣ˵ ˣˮ˧˞˶˷ 

 

:˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˯ˣ˶ˡ˧ ˡˣ˵ˢ˷ ˨˩˪ ˫ˣ˶ˠ˸ ˣˤˢ ˸˶˸ˣ˩ˢ 

(/-% ˩ ƥÍÅÓÓÁÇÅÓƳƚƚƳÐÒÉÖÁÔÅƳÁÃÃÏÕÎÔÓƚÔØÔƦ 

:˪ˠˡˢ ˸˞ ˪˟˵˪ˣ ˣˮ˯˶ˡ˷ ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˫˰ ˶˟˥˸ˢ˪ ˪˩ˣˮ ˸˰˩ 
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 ˶ˠ˸˞#4 :Fly Me To The Moon )ур (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

 ˳˟ˣ˵ ˫˧˪˟˵ˬ ˣˮ˞:˶˩ˣˬ ˞˪ ˧˶˞ˮ˧˟ 

 

 ˸ˣˤˣ˶˥ˬ ˪˧˩ˬ ˳˟ˣ˵ˢˬ ˵˪˥base64 .ˣˢ˷˪˩ ˭ˣˣ˧˩ ˢ˪˰ˬ ˞˪ ˸ˣˤˣ˶˥ˬˢ ˪˷ ˸˧ˬˠˡˬ ˢ˵˧ˡ˟ ˨˞ 

˟ ˫˧ˮˣ˷ ˢ˶ˣ˷ ˸ˠˣ˴˸ ˧˩˶ˣ˞ ˫˧˯ˮˬ ˫˞-Hex Editor  ˸˧ˮ˟˸ˢ) ˢ˰ˣ˟˵ ˸˧˞˶ˮ˷ ˸˧ˮ˟˸˪ ˱ˣ˯˟˪ ˫˧˰˧ˠˬ

 ˪˷ ˢ˶ˣ˷ ˨˶ˣ˞ ˶ˣ˟˰ ˸˪˟˵˸ˬсу :(˫˧ˣˣ˸ 
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 ˫˧ˣˣ˸ˢ)нр-по .(˸ˣ˥ˣˮˢ ˫˷˪ ˣ˩˸˥ˮ :˨˩ ˢ˞˶ˮ ˭˩ˣ˸ˢ ˧˪˞ˣ˦˯˵˦ ˠˣ˴˧˧ ˸ˮ˧˥˟ˬ 

 

?˫˴˰˟ ˢ˲ ˣˮ˪ ˷˧ ˢˬ ˤ˞ 

¶  :˫˯˵ ˶˲˯ˬ ˫˰ ˢ˪˧˥˸ˬ ˢˬˣ˷˶ ˪˩˷ ˢ˞˶ˮ0x12131415 

¶ ˫˧˸˟ ˢ˰˟˶˞ ˨˶ˣ˞˟ ˳˶ ˯˵ˡˮ˧˞ ˰˧ˠˬ ˭˩ˬ ˶˥˞˪ 

¶  ˢˢˣ˟ˠ ˸ˣˮˣ˷ ˫˰ ˫˧˸˟ ˢ˰˟˶˞ ˫˧˰˧ˠˬ ˭˩ˬ ˶˥˞˪-  ˪˷ ˠˣ˯ ˧˪ˣ˞checksum? 

¶  ˨˶˰ˢ ˸˞ ˪˧˩ˬ ˪˪˩ ˨˶ˡ˟˷ ˡ˥˞ ˸˧˟ ˡˣ˰ ,˭˩ˬ ˶˥˞˪л 

¶  ˸ˤˣ˶˥ˬ ˪˧˩ˬ˷ ˫˧ˮˣ˸ˮ ˢˡ˷ ,˱ˣ˯˟˪base64 (ˢ˞˶ˮ˩) 

˟ ˢˮ˟ˬ ˶ˣ˸˟ ˸˞ˤ ˠ˴˧˧˪ ˢ˴˶ˮ ˫˞-C:˪˟˵ˮ , 

typedef  struct  

{  

   uint32_t  magic;     //  Equal  to  0x12131415  

   uint32_t  id;        //  Running  index  

   uint32_t  checksum;  //  Maybe a checksum  of  an unknown  format  

   uint8_t   bool_val;  //  Unknown 

   uint8_t   msg[ 37];   //  Message  

}  my_struct;  

˪ ˢˣˣ˷ ˞ˣˢ ˣ˟˷ ˸˥˞ ˢˬˣ˷˶ ˵˶ˣ ˨˞ ˷˧˷ ˢ˪ˠˬ ˡˡˣ˟ˢ ˸˧˟ˢ ˪˷ ˨˶˰˟ ˶˸ˣ˧ ˵ˡ˵ˣˡˬ ˭ˣ˧˰-м: 

 

ˢ ˸ˤˣ˶˥ˬ ˸˞ ˥˵ˮ ˫˞-base64 :˪ˠˡˢ ˸˞ ˪˟˵ˮ ,ˢ˸ˣ˞ ˫ˠ˶˸ˮˣ ˸˲˶ˣ˴ˬˢ 
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 ˶ˠ˸˞#5 :Somewhat SecureBoot )мрл (˸ˣˡˣ˵ˮ 

 

:˱˶ˣ˴ˬˢ ˸˶˷˪ ˶˟˥˸ˮ 

 

 ˸˞ ˭ˣ˰˦˪ ˭ˣ˧˯˧ˮ ˢˤ ˢ˲ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˢˬBoot Loader 3ˢ˷ ˞˧ˢ ˢ˧˰˟ˢ .-hash  ˨˶˰ ˶ˣ˸˟ ˟˷ˣ˥ˬ ˣ˪˷

 ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˨˶˰ˢ .ˢ˲ˣ˴ˬˢˬ ˢˮˣ˷aaaéaaa ˢ ,˭˩˪ .˶˥˞ ˨˶˰ ˪˟˵˸ˬ ˪˰ˣ˲˟ ˪˟˞-shell  ˞˪ ˣˮ˷˵˧˟˷

.˥˸˲ˮ 

 ˸ˣ˰˴ˬ˞˟ ˣˮ˪˟˧˵˷ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˭˰˦ˮGhidra ˢ ˪˷ ˦˪˲ˢ ˸˞ ˵ˣˡ˟ˮˣ-Decompiler ˸ˣ˞˶˪ ˭˸˧ˮ ,˫˷ .

 ˸˧˧˴˵ˮˣ˲ ˨ˣ˸˟ ˷ˬˣˬˬ ˭˩ˣ˸ˢ ˟ˣ˶˷main. 
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:˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˶˲˯ˬ ˫˧˶ˡˠˣˬ ,ˢ˪˧˥˸ 

  char  bootloader3_str  [ 21];  

  char  user_input  [ 32];  

  char  expected_hash  [ 65];  

 ˢˮ˸˷ˬˢ ,˭˩ˬ ˶˥˞˪expected_hash  ˫˰ ˪˥˸ˣ˞ˬaaaƛaaa: 

  expected_hash._0_8_  = 0x6161616161616161 ;  

  expected_hash._8_8_  = 0x6161616161616161 ;  

  expected_hash._16_8_  = 0x6161616161616161 ;  

  expected_hash._24_8_  = 0x6161616161616161 ;  

  expected_hash._32_8_  = 0x6161616161616161 ;  

  expected_hash._40_8_  = 0x6161616161616161 ;  

  expected_hash._48_8_  = 0x6161616161616161 ;  

  expected_hash._56_8_  = 0x6161616161616161 ;  

  expected_hash[ 64]  = ' \ 0' ;  

 ˢˮ˩ˣ˸ˢ ,˸ˣ˯˲ˡˢ ˶˲˯ˬ ˶˥˞˪:˷ˬ˸˷ˬˢˬ ˦˪˵ ˸˷˵˟ˬ 

  puts( "Please  enter  the  desired  shell  to  execute  upon  startup  (press  \ 'a \ '  for  

/bin/sh) \ n" );  

  fflush(stdout);  

  __isoc99_scanf( "%s" ,user_input);  

  iVar2  = strcmp(user_input, "a" );  

  if  (iVar2  == 0)  {  

    user_input._0_8_  = 29400045130965551 ;  

  }  

 ˢˮ˸˷ˬ ˨ˣ˸˪ ˦˪˵ ˸˞˶ˣ˵ ˢˮ˩ˣ˸ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮuser_input  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟scanf ˭˸˧ˮ ,˭˩ ˣˬ˩ .

˷ ˶ˬˣ˞˷ ˢˬ ,˦˪˵ˢ ˯ˮ˩ˣ˧ ˣ˧˪˞˷ ˢˮ˸˷ˬˢ ˨˶ˣ˞ ˸ˣˡˣ˞ ˤˬ˶ ˫ˣ˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˟ ˭˧˞˷ ˸ˣ˞˶˪-scanf 

 ˣ˸˟ ˪˵˸˧˸ ˞˧ˢ ˶˷˞˩ ˵˶ ˷ˬ˸˷ˬˢˬ ˦˪˵ ˞ˣ˶˵˪ ˵˧˯˲˸whitespace.  ˢ˞˧˶˵˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,˶ˬˣ˪˩

 ˰˴˟˪ ˸ˮˬ ˪˰ ˣˤbuffer overflow .˶˥˞ ˢˮ˸˷ˬ ˯ˣ˶ˡ˪ˣ 

 ˞ˣˢ ˯ˣ˶ˡ˪ ˭˸˧ˮ ˣ˸ˣ˞˷ ˢˮ˸˷ˬˢ ,ˣˮ˪ˤˬ˪expected_hash ˢ˵˧ˡ˟ˢ ˪˰ ˰˧˲˷ˢ˪ ˪˩ˣˮ˷ ˶ˬˣ˞˷ ˢˬ ,

:˨˩ ˶˥˞ ˢ˰˧ˠˬ˷ 

ppcVar3  = read_firmaware(bootloader3_str);  

  printf( "Attempting  to  load  the  bootlo ader  %s with  hash  %s\ n" ,*ppcVar3,ppcVar3[

1]);  

  fflush(stdout);  

  iVar2  = strcmp(ppcVar3[ 1],expected_hash);  

  if  (iVar2  == 0)  {  

    puts( "Bootloader  integrity  verified  successfully." );  

    fflush(stdout);  

    load(ppcVar3);  

  }  

  else  {  

    printf( "Bootloader  integrity  compromised...  Expected  receiving  hash:  %s\ nExi

ting... \ n" ,expected_hash);  

    fflush(stdout);  

    destroy_bootloader(ppcVar3);  

  }  
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ˢ ˣˢˬ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞-hash ˢ ˪˷ ˪˰ˣ˲˟-bootloaderˢ ˸˞ ˯ˣ˶ˡ˪ ˸ˮˬ ˪˰ ˢˤ ˨˶˰˟ ˷ˬ˸˷ˮ .-

expected_hash ˢ˞ˣˣ˷ˢˢ ˸˞ ˶ˣ˟˰˪ ˪˩ˣˮˣ: 

 

  



 
 

˧˶ˠ˸˞ ˸˶ˡ˯ Matrix Defense CTF - 2020 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ120, ˦˯ˣˠˣ˞ 2020  мо 
 

 ˶ˠ˸˞#6 :CamelCase )мтр (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˦˯˵˦ ˧˴˟˵ ˶˲˯ˬ ˫˰ ˭ˣ˧˩˶˞ ˳˟ˣ˵ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ 

 

 ˳˟ˣ˵ˢdetails.txt :˞˟ˢ ˭˩ˣ˸ˢ ˸˞ ˪˧˩ˬ 

 

:˞ˬˠˣˡ˪ ,˫˧˶˲˯ˬ ˡˬ˴ ˪˧˩ˬ ˫˧˴˟˵ˢ ˶˞˷ˬ ˡ˥˞ ˪˩ 

 

˟ ˶˟ˣˡˬ˷ ˨˩ ˪˰ ˫˧˰˧˟˴ˬ ,˶ˠ˸˞ˢ ˫˷ ˫˰ ˡ˥˧ ,ˣ˪˞ˢ ˫˧ˮˣ˸ˮˢ˪˞ ˭˲ˣ˴-˪˞ˬˠ: 

   ύElGamal encryption ό      πмфуп   

 π    Φ     Σπ     Σ

     π Φ       Φ 

 

https://en.wikipedia.org/wiki/ElGamal_encryption
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 ˸˧˪˲˩ˢ ˢ˶ˣ˟˥˟ ˶˟ˣˡˬ˷ ˢ˞˶ˮ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .˸˧˲ˣ˯ ˸˧˪˵˧˴ ˢ˶ˣ˟˥ ˪˰ˬ ˸˰˴˟˸ˬ ˣˤ ˢˮ˲˴ˢ ˸˦˧˷ᴚᶻ 

 ˣ˪ˣˡˣˬ ˫˧˧˟ˣ˧˥ˢ ˫˧ˬ˪˷ˢ ˪˷ή ˶˷˞˩ ,ή  ˶˲˯ˬ ˣˮ˧ˢ˥ˣ˦˟ ˧ˮˣ˷˞˶˪˷ ˫˧˧˵˸ˬ ˶ˬˣ˪˩ ,- ή ρ  ˣˮ˷˧

.˪ˣˡˠ ˡ˥˞ ˧ˮˣ˷˞˶ ˫˶ˣˠ ˸ˣ˥˲˪ 

 ˞˶˵ˮ˷ ˶˲˯ˬ ˢˮ˷˧ ˣˤ˩ ˢ˶ˣ˟˥ ˪˩˪˶˴ˣ˧ ˟ ˭ˬˣ˯ˬˣ- Ὣ ˪˩ ˶˴˧˧˪ ˭˸˧ˮ ˣ˸ˣ˰˴ˬ˞˟˷ ˶˲˯ˬ ˞ˣˢ ˢˤˢ ˶˲˯ˬˢ .

:ˢ˶ˣ˟˥˟ ˶˲˯ˬ 

ᴚᶻ ὫȟὫȟὫȟȣȟὫ  

 ˸˞ ˥˵˧ˮ ˫˞ ,˪˷ˬ˪ᴚᶻ˷ ˢ˪ˠˮ ,-н  ˪˷ ˶˴ˣ˧ˢ ˶ˣ˸˟ ˷ˬ˷ˬ:ˣˤ ˢ˶ˣ˟˥ 

 

 ˧˞˶˵˞ ˶˲˯ˬ ˫˧˶˥ˣ˟ ,˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˶˴˧˧˪ ˧ˡ˩ ,˸˰˩ὼ  ˣ˪ˣˡˣˬ)ή:ˢ˧˧˷˧˪˷ˢ ˸˞ ˫˧ˬ˯˶˲ˬˣ ( 

ήȟὫȟὬ  Ὣ  

 ,ˣˮ˪˟˧˵˷ ˦˯˵˦ˢ ˳˟ˣ˵˟Ὣ  ˞˶˵ˮgenerator x- Ὤ  ˞˶˵ˮpublic key. 

 ˶˲˯ˬˢ ˸˞ὼ  .˧˦˶˲ˢ ˥˸˲ˬˢ ˶ˣ˸˟ ˡˣ˯˟ ˫˧˶ˬˣ˷ 

 ˣˢˬ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˸ˣ˶ˬ˪Ὣ  ˣˢˬˣὫ ˸˞˧˴ˬ ,ὼ  ˸˟˷˥ˮ ˣˬ˴˰ˢ˷˵. 

 ˢ˰ˡˣˢ ˭˧˲˴ˢ˪ ˸ˮˬ ˪˰ά ˧˞˶˵˞ ˶˲˯ˬ ˫˧˪˧˶ˠˬ ,Ὧ  ˣ˪ˣˡˣˬ)ή:˸˞ ˫˧ˬ˯˶˲ˬˣ ( 

ὧ Ὣȟὧ άϽὬ  

 ˨ˣ˸ˬ ˫˧˪˧˟˵ˬ ˫˧˴˟˵ ˠˣˤ ˪˩˷ ˣˮ˪ ˭ˣ˸ˮ ,ˣˮ˪˷ ˢ˧˰˟˟enc1 x-enc2  ˸˞ ˣˮ˧˲˴ˢˢ ˣ˸ˣ˞- ά ˶˲˯ˬˢ ˶˷˞˩ ,

:˶ˣ˸˟ ˠˣ˴˧˧˪ ˭˸˧ˮ ˠˣˤ ˪˩ ,˶ˬˣ˪˩ .˭ˣ˷˞˶ˢ ˧˞˶˵˞ˢ ˶˲˯ˬˢ ˪˷ ˧˶˞ˮ˧˪ ˶˴ˣ˸ ˞ˣˢ ˧ˮ˷ˢ ˧˞˶˵˞ˢ 

ὧ Ὣȟὧ άϽὬ ȟὧ Ὣ ȟὧ άϽὬ  

 ˣˬ˴˰ ˧˞˶˵˞ˢ ˶˲˯ˬˢὯ ˟ ˢ˰ˡˣˢ ˪˩ ˶ˣ˟˰ ˷ˡ˥ˬ ˪˶ˠˣˬ-enc1 ˫˧˶˲˯ˬˢ ˨˞ ,ὥ x- ὦ ˶ˤˠˮ ˫ˢˬ˷

˵˞ˢ ˶˲˯ˬˢ ˪˷ ˧˞˶enc2 .˸ˣ˰ˡˣˢˢ ˪˩ ˨˶ˣ˞˪ ˫˧˰ˣ˟˵ ˫˧˶˞˷ˮ 

.ˢˮ˲˴ˢˢ ˸˞ ˥˴˲˪ ˣˮ˧˪˰ ,ˣ˪˞ ˸ˣ˥ˮˢ ˭˸ˮˢ˟ 

ˬ ˸˶ˤˠˮ˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ ,˟ˣ˷˧˥ˢ ˨˪ˢˬ˟ˢˬ˶˲ ˪˷ ˭˦˵ˢ ˦˲˷ˬˢ  ˧ˮˣ˷˞˶ ˶˲˯ˬ ˪˩˪ ˣ˧˲˪ὴ  ˶˲˯ˬ ˪˩˪ˣ

 ˫˪˷ὥ ˷ ˫˧˧˵˸ˬ- ὥ ḳρ άέὨ ὴ. 

 ˣˮ˪ ˭ˣ˸ˮή  ˸˞ ˟˷˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˭˩˪ ,(˧ˮˣ˷˞˶ ˣˮ˧ˢ˷)ή ρ ˸˞ .ή ρ  .˫˧˵˪˥ˬ˪ ˵˶˲˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

˷ ˣˮ˞˴ˬ˷ ˥˧ˮˮ- Ὠ  ˪˷ ˣˢ˷˪˩ ˵˪˥ˬ ˞ˣˢ ˣˢ˷˪˩ή ρ. 

˟ ˭ˮˣ˟˸ˮ ˸˰˩-Ὣ˸˞ . Ὧ ˶ˣ˸˟ ˞˦˟˪ ˶˷˲˞ ,˶˥˞ ˫˪˷ ˶˲˯ˬ ˪˩ ˣˬ˩ ,Ὧ Ὠ ẗὸ ὶ  ˶˷˞˩ ˸˞ˤˣ ,

 ˫˧˧˵˸ˬὶɴ πȣὨ ρ:˭˩˪ . 

Ὣ Ὣ  

 ˸˵ˤ˥˟ ˶˲˯ˬˢ ˸˞ ˢ˪˰ˮ  ˧˩ ˫˪˷ ˶˲˯ˬ ˞ˣˢ˷)Ὠ  ˪˷ ˵˪˥ˬ ˞ˣˢή ρ.( 

Ὣ Ὣ Ὣ ẗ Ὣ
ẗ    

Ὣ
ẗ   

ẗὫ

Ὣ
ẗ   

ẗὫ Ὣ ẗὫ ρ άέὨ ή ẗὫ Ὣ

Ὣ άέὨ ή 

https://en.wikipedia.org/wiki/Discrete_logarithm
https://he.wikipedia.org/wiki/%D7%94%D7%9E%D7%A9%D7%A4%D7%98_%D7%94%D7%A7%D7%98%D7%9F_%D7%A9%D7%9C_%D7%A4%D7%A8%D7%9E%D7%94
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 ˫ˢ ˫˧˟ˣ˷˧˥ˢ ˪˩˷ ˭˟ˣˬ˩άέὨ ή ˡ˟˪ˬ ˣˤˢ ˢ˞ˣˣ˷ˬ˟ ˫˧ˮ˸˷ˬˢ ˪˩ ˣˮ˪ ˫˧˰ˣˡ˧˷ ˭ˣˣ˧˩ˬ ,˸˰˩ .ὶ ˣ ,-

 ὶ) ˰ˣˡ˧ ˫ˣ˥˸˟ ˞˴ˬˮ ˣˬ˴˰ὶɴ πȣὨ ρˮ˞ ,( ˪˩ ˟˧˴ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ὶ  ˸ˣ˞˴ˣ˸ˢ ˪˩ ˸˞ ˟˷˥˪ˣ ˧˶˷˲˞

 ˪˷ ˸ˣ˧˶˷˲˞ˢὫ ˸˞ ˫ˠ ˟˷˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˧ˮ˷ ˡ˴ˬˣ .Ὣ  ˫˴˰˟ ˞ˣˢ˷ὧ. 

 ˪˰ ˣˢ˷ˬ ˵˧˯ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˭˞˩ˬὯ: 

Then Χ If Χ  

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ π 

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ ρ 

╬
▲

▀ ▌
▲

▀  
Ὧ άέὨ Ὠ ς 

Χ Χ 

╬
▲

▀ ▌
▲

▀ ▀  
Ὧ άέὨ Ὠ Ὠ ρ 

 

 ˪˷ ˸˧˶˞˷ˢ ˢˬ ˰ˡˮ ˨˩ˣ ,˫˧˧˵˸˸ ˣ˪˪ˢ ˸ˣ˞ˣˣ˷ˬˢˬ ˸˥˞ ˵˶Ὧ ˟ ˢ˵ˣ˪˥ˬ- Ὠ)Ὧ άέὨ Ὠ.( 

 ˪˰ ˢˬˣˡ ˢˮ˵˯ˬ ˵˧˯ˢ˪ ˧ˡ˩ ˫ˠ ˪˧˰˲ˢ˪ ˶˷˲˞ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˸˞ὥὯ ὦ . 

 ˪˰ ˫˧˶˟ˡ ˵˧˯ˢ˪ ˫ˠ ˪˩ˣˮ ,ˣ˪˞˩ ˸ˣˮ˵˯ˬ ˵˧˲˯ˬ ˭˸ˮˢ˟ὥ x- ὦ.˫ˬ˴˰ 

 ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ,˪˰ˣ˲˟ .ˢ˷˟˧ˢ ˢ˵˧˦ˬ˸ˬˢ ˭˞˩ ˡ˰ˢ˰ˣˡ˧ ˢ˲˵˸ˢ  ˪˷ ˢ˵ˤ˥˟ ˦˧˟ ˧ˣ˪˧ˠ ˪˷Ὣ  ˸ˣ˰˴ˬ˞˟

 .ˣˬ˴˰ ˶˴ˣ˧ˢ ˪˷ ˨˶˰˟ ˞˪ˣ ˰ˣ˟˧˶˟ ˶˴ˣ˧ˢ ˪˷ ˨˶˰˟ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ,ˢ˸˰ ˢˤ ˣˮ˧˷˰˷ ˣˤ˪ ˢˬˣˡ ˢˤ˧˪ˮ˞ 

 ˶˧ˡˠˮ ˫˞ ,˶ˬˣ˪˩ɜ Ὣ ˣˮ˧ˢ ˶ˠ˸˞˟ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ˶˲˯ˬˢ ˪˰ˣ˲˟ ,ὧ ɜ Ὣ Ὣ  ˞˪ˣ

ὧ Ὣ ˸˞ ˟˷˥ˮ ˣˮ˥ˮ˞ ˭˩˪ ,ɜ  ˸˞ ˞˪ˣὫ  ˷ ˭ˣˣ˧˩ˬ)- ɜ  Ὣ  Ὣ

Ὣ( 

:˫˸ˣ˞ ˞˶˵˧˷ ˶˴˵ ˪ˣˡˣˬ ˢ˪˧˥˸ ˷ˬˬˮ ,˪˧ˠ˶˸ˢ ˪˷ ˦˪˵ˢ ˧˴˟˵ ˸˞ ˸ˣ˥ˣˮ˟ ˞ˣ˶˵˪ ˧ˡ˩ .˞ˬˠˣˡ ˫˰ ˪˧˥˸ˮ 

import  os,  glob  

from  pathlib  import  Path  

from  collections  import  namedtuple  

 

ElGamalPair  = namedtuple( 'ElGamalPair' ,  [ 'c1' ,  'c2' ])  

 

def  read_data(base_path:  str)  - > dict:  

    res  = {}  

     

    with  open(os.path.join(base_path,  "details.txt" ))  as  f:  

        res[ "q" ]  = int(f.readline().split( ":" )[ 1])  

        res[ "g" ]  = int(f.readline ().split( ":" )[ 1])  

        res[ "h" ]  = int(f.readline().split( ":" )[ 1])  

 

    for  enc  in  [ "enc1" ,  "enc2" ]:  

        res[enc]  = {}  

        for  infile  in  glob.glob(os.path.join(base_path,  enc,  '*.txt' )):  

            with  open(infile)  as  f:  

                line  = f.readline().strip( " \ n()" )  

                res[enc][int(Path(infile).stem)]  = ElGamalPair._make([int(s)  for

 s in  line.split( ",  " )])  

    return  res  

.˭ˣ˪˧ˬ˩ ˪˧ˠ˶˸ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˪˟˵˪ ˣˮ˪ ˶˷˲˞ˬ ˢˤˢ ˪ˣˡˣˬˢ 

https://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=2577&context=etd
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 ˸˞ή  ˸˞ ˟˷˥ˮ ,˭ˣ˸ˮ˩ ˣˮ˪˟˧˵ή ρ: 

 

 ˸ˣ˰˴ˬ˞˟ ,˪˷ˬ˪) ˢˤˢ ˶˲˯ˬˢ ˪˷ ˫˧˵˪˥ˬˢ ˸˞ ˷˲˥ˮ ˸˰˩ˢˤˢ ˶˸˞ˢ:˞˧ˢ ˢ˞˴ˣ˸ˢ .( 

2, 2, 2, 3, 3, 5, 8357651, <a very large numberΧҔ 

˥ˣ˩ ˧˪ˣ˵˧˷ˬ ˫˧ˮ˦˵ˢ ˫˧˵˪˥ˬ˟ ˡ˵ˬ˸ˮ-˟ ˷ˬ˸˷ˮ ,ˣˮ˪˷ ˞ˬˠˣˡ˟ .˧˟ˣ˷˧˥-о. 

 ˣˮ˥ˮ˞ ,˶ˣ˩ˤ˩:˸˞ ˟˷˥˪ ˫˧˩˪ˣˢ 

Then Χ If Χ  

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ π 

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ ρ 

╬
▲

▀

▲

▀  
Ὧ άέὨ Ὠ ς 

 

:ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˢ˷˰ˮ 

def  get_mod(params:  dict,  c1:  int,  num:  int)  - > int:  

    assert (params[ "q - 1" ]  % num == 0)  

    t  = pow(c1,  params[ "q - 1" ]  //  num,  params[ "q" ])   

    for  i  in  range(num):  

        if  t  == pow(params[ "g" ],  (params[ "q - 1" ]  //  (num *  2))  *  i,  params[ "q" ]):  

            return  i  

    raise  RuntimeError( f "Can't  fin d result  for  {num} " )  

 

:ˣˮ˪ ˢˮ˸˧ˮ˷ ˢ˧˧ˮ˷ˢ ˢ˰ˡˣˢˢ ˪˰ ˞ˬˠˣˡ˪ ˳˧˶ˮ 

 

 ˶˲˯ˬ ˢ˰ˡˣˢ ˶ˣ˟˰˷ ˣˮ˪˟˧˵н:˫˧˧˵˸ˬ , 

Ὧ άέὨ σ ρ 

:˫ˠˣ 

ὥὯ ὦ άέὨ σ ς 

https://www.alpertron.com.ar/ECM.HTM
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:˫˧ˮˣ˸ˮ ˡˣ˰ ˪˟˵˪ˣ ,˫˧˵˪˥ˬ ˪˷ ˟ˣ˪˧˷ ˪˩ ˶ˣ˟˰ ˶˟ˡ ˣ˸ˣ˞ ˸ˣ˷˰˪ ˨˧˷ˬˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ 

 

 ˣˮ˥ˮ˞˷ ˶˲˯ˬˢ ˞ˣˢ ˭ˢ˪˷ ˫ˣ˩˯ˢ ,˯˲˞ˬ ˸ˣˮˣ˷ ˸ˣ˧˶˞˷ˢ ˶˷˞˩ :˸ˮ˧˧ˮ˰ˬ ˢ˰˲ˣ˸˪ ˟˪ ˣˬ˧˷ ˣ˧˷˩˰

 ˫ˢˬ ˷˥ˮ˪ ˶˷˲˞ ˢ˲ˬ ˶˟˩ .˸ˣˬ˧ˠˡˢ ˪˩˟ ˸˶ˤˣ˥ ˣˤˢ ˢ˞˴ˣ˸ˢ .˫˧˵ˡˣ˟ὥ x-ὦ ˡˣ˰ ˨˧˷ˬˮ ˣˮ˥ˮ˞ ˪˟˞ ,

 ˨ˣ˸˪ ˪˩ˢ ˱ˣ˥ˡˮˣ ˡ˰˴z3 .˱˧˩ˢ ˪˧˟˷˟ 

:˦˲˧˶˵˯ˢ ˢˮˢ 

import  data_reader  

import  functools,  operator,  argparse,  sys,  random  

from  itertools  import  chain,  combinations  

 

def  powerset(iterable):  

    "powerset([1,2,3])  -- > ()  (1,)  (2,)  (3,)  (1,2)  (1,3)  (2,3)  (1,2,3)"  

    s = list(iterable)  

    return  chain.from_iterable(combinations(s,  r)  for  r  in  range( 1,  len(s)+ 1))  

 

def  get_mod(params:  dict,  c1:  int,  num:  int)  - > int:  

    assert (params[ "q - 1" ]  % num == 0)  

    t  = pow(c1,  params[ "q - 1" ]  //  num,  params[ "q" ])   

    for  i  in  range(num):  

        if  t  == pow(params[ "g" ],  (params[ "q - 1" ]  //  (num *  2))  *  i,  params[ "q" ]):  

            return  i  
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    raise  RuntimeError( f "Can't  find  result  for  {num} " )  

 

def  find_small_factors(n):  

    small_factors  = []  

    t  = n 

    for  i  in  range( 2,  10):  

        while  (t  % i  == 0):  

            small_factors.append(i)  

            t  = t  //  i  

    return  small_factors  

 

def  analyze(params:  dict,  solve_ctx:  dict):  

    verbose  = True  

    if  solve_ctx  is  not  None:  

        try :  

            import  z3  

        except :  

            raise  RuntimeError( "Error:  Z3 module  needed" )  

        verbose  = solve_ctx.get( "verbose" ,  False )  

     

 

    params[ "q - 1" ]  = params[ "q" ]  -  1 

    small_factors  = find_small_factors(params[ "q - 1" ])  

    if  verbose:  print( f "Small  factors:  {small_factors} \ n" )  

 

    assert (len(params[ "enc1" ])  == len(params[ "enc2 " ]))  

     

    samples  = list(range(len(params[ "enc1" ])))  

    if  solve_ctx  is  not  None:  

        solver  = z3.Solver()  

        a = z3.Int( 'a' )  

        b = z3.Int( 'b' )  

        samples  = random.sample(samples,  k=solve_ctx.get( "num_samples" ,  3))  

        k = {i:  z3.Int( 'k{}' .format(i))  for  i  in  samples}  

         

    for  i  in  samples:  

        if  solve_ctx  is  not  None:  

            solver.add(k[i]  >= 0)  

            solver.add(k[i]  < params[ "q" ])  

        for  combination  in  set(powerset(small_factors)):  

            factor  = functools.reduce(operator.mul,  combination)  

            try :  

                m = get_mod(params,  params[ "enc1" ][i].c1,  factor)  

                if  verbose:  print  ( f "    k[ {i} ]       % {factor} \ t == {m} " )  

                if  solve_ctx  is  not  None:  solver.add(k[i]  % factor  == m) 

 

                m = get_mod(params,  params[ "enc2" ][i].c1,  factor)  

                if  verbose:  print  ( f "(a*k[ {i} ]  + b)  % {factor} \ t == {m} \ n" )  

                if  solve_ctx  is  not  None:  solver.add((a  *  k[i]  + b)  % factor  == 

m) 

            except  RuntimeError:  

                pass  

 

    if  solve_ctx  is  not  None:  

        print( f "Trying  to  solve  with  {len(samples)}  samples  {samples} :  " ,  end  = 

'' ,  flush  = True )  

        if  solver.check()  == z3.sat:  

            m = solver.model()  

            #print(m)  

            print( "a  = {},  b = {}" .format(m[a],  m[b]))  

        else :  

            print( "Can't  find  solution" )  

 

if  __name__ == "__main__" :  

    parser  = argparse.ArgumentParser()  
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    parser.add_argument( ' - s' ,  ' --

solve' ,  action= 'store' ,  type=int,  default= 0,  metavar=( 'NUM_SAMPLES'),  help= 'Try  

to  solve  constraints  using  up to  <NUM_SAMPLES> samples' )  

    parser.add_argument( ' --

path' ,  default= "Camel" ,  type=str,  help= 'Path  to  data  folder' )  

    args  = parser.parse_args()  

 

    try :  

        params  = data_reader.read_data(args.path)  

        if  args.solve:  

            solve_ctx  = { "num_samples" :  args.solve}  

        else :  

            solve_ctx  = None 

        analyze(params,  solve_ctx)  

    except  RuntimeError  as  e:  

        print  (str(e))  

        sys.exit( 1)  

 

 ˧˲˩ ˸ˣ˰ˡˣˢˢ ˪˩ ˶ˣ˟˰ ˸ˣ˧˶˞˷ˢ ˸˞ ˯˧˲ˡ˸ ˫˧˶˦ˬ˶˲ ˞˪˪ ˢ˴˶ˢ .˫˧ˮ˲ˣ˞ ˧ˮ˷˟ ˳˧˶ˢ˪ ˭˸˧ˮ ˦˲˧˶˵˯ˢ ˸˞

 ˸˞ ˶ˣ˸˲˪ ˢ˯ˮ˧ ˞ˣˢ ,˸ˣˬ˧ˠˡ ˶˲˯ˬ ˪˷ ˶˦ˬ˶˲ ˫˰ ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ ˫˞ ,˫˪ˣ˞ .˫ˡˣ˵ ˣˮ˧˞˶˷

ˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˞˶˵˞ ˸ˣˬ˧ˠˡ ˪˷ ˢˤ ˶˲˯ˬ ˶ˣ˟˰ ˢ˞ˣˣ˷ˬz3  ˧˪ˣ˵˧˷ˬ ˸ˣˬ˧ˠˡˢ ˶˲˯ˬ ˸˞ ˫˧˪˧˟ˠˬ ˣˮ˥ˮ˞)

.(˟ˣ˷˧˥ ˥ˣ˩ 

 

 ˫˰ ˸ˣ˴˶ˢ ˶˲˯ˬ ˢ˲ ˫˧˞ˣ˶ ˣˮ˥ˮ˞о  ˸ˣˬ˧ˠˡ-  .˶˧˟˯ ˭ˬˤ˟ ˭ˣ˶˸˲ ˶˷˲˞ˬ˷ ˶˸ˣ˧˟ ˢˣ˟ˠˢ ˸ˣˬ˧ˠˡˢ ˶˲˯ˬ 

 ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-  :˞˧ˢ ˢ˞˴ˣ˸ˢ ˫˧˶˵ˬ ˡˣ˞ˬ ˢ˟˶ˢ˟ὥ ρȟὦ π ˢ˰˲ˣ˸ˢ ˫˰ ˶ˡ˸˯ˬ ˫ˠ ˢˤ .

 ˸˧˪˵˧˴ ˢ˶ˣ˟˥˪ ˣˮ˶˟˰ ˢ˷˰ˬ˪) ˫˧˵ˡˣ˟ ˣˮ˞ ˣ˸ˣ˞˷ ˶˲˯ˬ˪ ˢˣˣ˷ ˸ˣ˧˶˞˷ˢ ˫ˣ˩˯ ˢ˟˷ ,˫ˡˣ˵ ˣˮ˧˞˶˷

 ˢ˟ ˷˧˷ ˢ˷ˡ˥Ὠ  ˨ˣ˸ˬ ˫˧˶˟˧˞ᴚᶻ,  ˨ˣ˸ˬ ˸˶ˬ˷ˮ ˭˧˧ˡ˰ ˣ˪ˣˡˣˬˢ ˸ˮˣ˩˸ ,˸˧˪˵˧˴ ˢ˶ˣ˟˥ ˧ˢˣˤ˷ ˭ˣˣ˧˩ˬˣ

 :ˢ˶ˣ˟˥ˢ ˧˶˟˧˞Ὧ άέὨ Ὠựựự Ὧ άέὨ Ὠ  Ὠ Ὧ.( 

 

 ˶ˣ˟˰ ˫˧˟ˣ˦ ˫˧ˡˬ˰ˣˬ ˣˮ˞˴ˬ˷˩ ,˸˰˩ὥ x- ὦ.ˢˮ˲˴ˢˢ ˸˞ ˥˴˲˪ ˢ˯ˮˮ , 

:˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ 

ὧ άϽὬ άέὨ ή 

ὧ άϽὬ  άϽὬ  άέὨ ή 
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:˪˟˵ˮˣ ˧ˮ˷˟ ˡ˥˞ ˫˸ˣ˞ ˪˧˲˩ˮ 

ὧẗ ὧ άϽὬ ẗάϽὬ άẗάẗὬẗ Ὤ  ά ẗὬ ά ẗ Ὤ ά  άέὨ ή 

˪˩˷ ˣˮ˷˥˧ˮ ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˣˮ˪˟˧˵˷ ˸ˣ˞˴ˣ˸ˢ ˧˲˪ ˭˩˞ˣ ˪ˠˡˢˬ ˡ˟˪˟ ˡ˥˞ ˣ˸ ˢ˪˧˩ˬ ˢ˰ˡˣˢ-ά  ˪ˣˡˠ ˞˪

-ˬή  ˸˞ ˪˟˵˪ˣ ˷˶ˣ˷ ˞˧˴ˣˢ˪ ˵˧˲˯ˬ ˭˩˪ˣά. 

:˸˞ˤ ˢ˷ˣ˰ ˞˟ˢ ˦˲˧˶˵˯ˢ 

import  data_reader  

import  math  

 

if  __name__ == "__main__" :  

    params  = data_reader.read_data( "Camel" )  

    res  = ""  

 

    assert (len(params[ "enc1" ])  == len(params[ "enc2" ]))  

 

    for  i  in  range(len(params[ "enc1" ])):  

        m = math.isqrt(params[ "enc1" ][i].c2  *  params[ "enc2" ][i].c2  % params[ "q" ]

)  

        res  += chr(m)  

 

    print(res)  

:ˢ˞˴ˣ˸ˢ 
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 ˶ˠ˸˞#7 :Save Israel )нлл (˸ˣˡˣ˵ˮ 

 

:˭ˣ˶˸˲ 

:˱˶ˣ˴ˬˢ ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˮ 

 

 ˞ˣˢ ˡ˧˥˧ˢ ˦˪˲ˢ80eaf9c?ˣ˸ˣ˰ˬ˷ˬ ˢˬ ˨˞ .˧˪ˬ˧˯ˡ˞˯˵ˢ ˠˣ˴˧˧˟ ˶˲˯ˬ ˣˬ˩ ˢ˞˶ˮ ˢˤ . 

 ˞ˣˢ ˳˟ˣ˵ˢ ,˱˯ˣˮ˟ .ˢ˞˧˶˵˪ ˡˣ˞ˬ ˢ˷˵ ˞ˣˢ˷ ˢ˪ˠˮ ,˶˪˟ˬ˯˞˯˧ˡ˟ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ˫˞stripped ˶ˬˣ˪˩ ,

 ,ˢˡˣ˵˲ ˧˶˥˞ ˢˡˣ˵˲ ˶ˣ˟˰˪ˣ ˶ˠ˞˟˧ˡ ˫˰ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˶˷˲˞ .ˠˣ˟˧ˡ˪ ˰˧˧˯ˬ˷ ˰ˡ˧ˬ ˣˮˬˬ ˶˯ˣˢ˷ ˢˤ˩

 ˢˮ˩ˣ˸ˢ˷ ˸ˣˡˣ˵˲ˢ ˪˷ (˸˧˯˥˧) ˧˪˧˰ ˦˟ˬˬ ˫ˣ˩˧˯ ˪˟˵˪ ˢ˯ˮˮ ,˸˞ˤ ˫ˣ˵ˬ˟ .ˢ˷˵ ˸ˣ˥˲ ˞˪ ˢˤ ˪˟˞

.ˢ˴˧˶ˬ 

 ˸ˣ˰˴ˬ˞˟ ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˮ ,ˢ˪˧˥˸strace - ˢ ˸˞ ˦˶˲ˬ˷ ˶ˤ˰ ˧˪˩-system calls  ˸˷ˬ˸˷ˬ ˢˮ˩ˣ˸ˢ˷

:ˢ˴˧˶ ˭ˬˤ˟ ˫ˢ˟ 

 

https://en.wikipedia.org/wiki/Stripped_binary

