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MIXR? DAIT T IRW 1'70Nn ,TCP '2% UDP 711097 21N Nyt 12 7120 w7 21wnY 9o 1T
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0TI Client B-I Client A D'awnnn W ,1I'WdYW D .ANKN NAT-D 1'wON7 IT N2IND DR N71wl,NAT

ANKRN NAT-n Y'won 7w NTT-2 nnwNaw ') NIIX'NN NAIMDN DX

naMd7 yTn Ni7an Ni7w? 0''nnn 01950 0avnnn v Hole Punching-n 7"7nn 7'nnn XD
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get peer():
peer socket = socket.socket(socket.AF INET, socket.SOCK DGRAM)

peer socket.bind(("©.0.0.0", 45678))
peer socket.sendto("Cc cting To ¢ .encode(), (SERVER IP, SERVER PORT))

remote peer tuple, server address = peer socket.recvfrom(1024)
remote peer tuple = eval(remote peer tuple.decode())

peer socket.sendto("CLOSE".encode(), (SERVER IP, SERVER PORT))

connect to peer(peer socket, remote peer tuple)

print("Initiated Connection to peer at " + str(remote peer tuple))
return remote peer tuple, peer socket

190n ,45678 VDN 1D0NY7 INIK DYIPZ IR 47 MW DN K71 UDP socket oMyt nx 45 nivwa
MY I'78 V9N 1D0NT7 NTYIM TWKRI N7W AWNNYT YAN WK VTN N7an 75 nyd ,|'uI7n? '"ninv

.11'27T 112yYn ,socket-n NX

QN7 121 NTT-N 17202 AWTN DNIYY XY NN 7Y DYWL MIWRY TN 0'N7IW X 50 Miwa
NYTINN 2N 1122 1INY7 NN INXK N'NY7 NI7YT 2218 XIN,DN INKYT QUK L,117W NAIMD2 NYN DX

.17 N2IM> MWD DX QNYWY 71 ATV YT'RN N7'ANEINKND 770 mwn 'R

Tl ,N2NNNY DX AR 'R DMYN NAIMD DX 7' AWK ,MMynn yTn N7aph 0'onn X 53 niva

NIX2 tuple-7 IMIX 19011 bytes MI¥2 17X Yan YUK YyTNN DX 07T IR 54 "iwa pn XY
NN2N

(“185.60.170.123”, 8080) nnarT? <- (IP, PORT)

N7'2N 722 NNIX NNl Q%Y ATRAL IR NIYN N7Y' NN INd NINd0IMN DRI NNYN TI7 NIRY ['¥7 ¢!

70 MYN T DX MDA LD 10D |07 71I710N9 7w 210 Nwyn? 0NN LAYV DALY DX VTN

NT 12T NXY 2N ,N'N2A K771 'MITN 91X DINT D'YIY W 78 TNR DNANNN WX D'N'NynY

.D22IXD NNYY 170N

TIYV 17 "JTYM MUY MIXIA 'REL,NIYAN DDNIY DYDY VTN DR N72PY INKR7 D) (57 v
"CLOSE" nyTInn NNY7w T 2V N1 2'Thn NMYNY D'N'MyN NN'Yan 1Mxy DX 1'01 1IX ,0'N'ny

AN'YANN N'Myn DX D'onl NRT D'ULII|7 1IN TX'D NXRNY ,NYN TIj? X N12] TWUKD IR
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YD connect_to_peer N'Xj21190 *T' 7V 11'7X IN7W1 1'019 TWNR N'MYN 78 DANNN IR 60 NIv2

NTAY XN TXD AR ITA NXP2I9N DR A'X)
connect to peer(peer socket, remote peer tuple)
hole punched = threading.Event()

punch_hole_thread = threading.Thread(target=punch_hole, args=(peer_socket, remote_peer_tuple, hole_punched))
punch_hole_thread.start()

message, addr = peer socket.recvfrom(1024)
peer_socket.sendto( .encode(), remote_peer_tuple)

hole punched.set|()

NNTI,N7¢ NmMy7 yTn N'7'an v 751 N ©wR wTn thread D'7'nnn oxyva X 29 - 27 nNiva
TIV 7D ,NWn 1'R N7aND PIN N 91k 1198 1aNNNYI 17w NAT-0 'wona "Min yneh?" nan 2y
NIN IT'?ON MWK stop_event DY 10NTD 'MO0INY 17 IN'Y ,N7W DX 'WUY IR DTV nyan X0

NITTIA NIMY N2 DNPY? JIMX AWK 12T ,N7X 1'70Nn1 DTN TN DI7'an DN DX 2'090Y

punch hole(peer socket, remote peer tuple, stop event):
while stop event.wait(1):
peer socket.sendto("Punch Hole".encode(), remote peer tuple)

time.sleep(1)

yanal NAT-n 2'wona "in n¥Io" AwX yT'nn N7\an nx 7277 0nnn oxya X 33 - 32 nniva
21N Y191 17¥X DAY XTH7 NIn 7y 17w nmyY? Acknowledgement N7'an 9wl 1IX ,NIX N72'pY

.NAT-n 'wdna

-N )'7NN DY'NON NRTAI 36 NIYA "IN NIXId" AWWXR YT NI'an NNy DX 0''05n 1IX DI'0Y

.Hole Punching

N'YZ19N 910 1'TNY X NMIYPNN NY¥aNN NN socket-n DY TN N%7¢ N'myn NAIND NX
NN'Y2I NI'YDINA N'AYN DY YWPN7 NI 7V 17w socket-2 wnnwin'? 7211 11X pn TNXY71 get_peer
NN NAT-N 2'won 01on AT 1Iayd ,NMyn 12y 78 yTn N'7'an DY 1ayn X721 0N 27 my ©
NIN V'RWUN7 Nan 2y nmy? vy NN DY and 7D NIvh 2N pY1,nn NdYT NI Inna
701N 7w2 N1 112N RN NAT-N 1'WON AT NNd INKRY WURIN NITNY? [N X7 111Yx7 .2% 1nnn

2NN DR V'RYN YR VTN N7'aN DMy and 75 Nl |3'7I N'XT'0NTILVOoN
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nawva Ty

720 ANIN'MN DX DAY YA, TN JIon X7 NI D2 AX Ny T YNXR N vyn nwa T

MWD TIR 7w nann 707 © 1Thon

socket
threading thread

time
random

IP =

PORT =

PEERS = [
initiate connection(peer address, server socket):
1s new peer(peer address):
add_peer(peer address):|

remove peer(peer address):

main():

NID ,D'I0N N'yn YT NN 72 DN LA T TIpn 35 MIwa NNR TV DY oynY
N7'ON YUK YT N72N 72 MY WRD L14 niwa TN WX PEERS-N Nn'wn? INIK §'oIn
NLNY7 TI'R2 NIXTYT NIY 'DD) TWUKRDI .AN'YINN DTN N'yn DX 70 nwn "CLOSE" pimn nx
7y initiate_connection n'¥j7197 X17' Nwn ,PEERS-N Nn'wna TNXR N'yn Nk W' (70 niwa

11T WK |9IX2 ,D'AYNNN Y |2 1II]’1'7 nm

main() :
server socket = socket.socket(socket.AF INET, socket.SOCK DGRAM)
server socket.bind(('0.0.0.0', 56789))

while ( NE
(peer_message, peer address) = server socket.recvfrom(1024)

if 'CLOSE' peer message.decode():
remove peer(peer address)

elif is new peer(peer address):
add peer(peer address)

if (len(PEERS) > 1):
initiate connection(peer address, server socket)

server_socket.close()
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UDP socket omxI' 1IX 60 ,59 NNIWA .01"YN 70 IR N7NIN WX N'WRIN DN190 Naxm 7'y

.56789 ,n7vw NN L,'NINMY VIO 190N 'aa 2V DTNl

D7WUN D'YXANN ,NNKR D'7270 X QWKL L,VUTNA NI7'AN N7277 DTN DR 63 NNIw2 DN NKY?
N'YZ197 D'ROIR 1R D DX ,NMYNN PNINNT7 NXN DYoN NIR? DX D'PTIA X 65 NIw2a .0'NAN
DX [?1T21 X ,7NINNYT7 NoIN X7 N'yn OX .PEERS-N Nn'wn N'Myn NX 1'ON WX remove_peer

add_peer. N'¥j22190 NNTVA NN'WAY ININ 9'011 7 DXI PEERS-N Nn'wna 07 1I'K N'RYN

DN2'2 12NY N0 AN PEERS-N NN'wna TAK NMyn NI' 07 DN 21721 X 71,70 nniva 91017
N¥M NN 7'091 DX YWKX TV XY 2V TN ATA *720Nn 7D Linitiate_connection n'yj7aion T Gy

vl TN

TIPA NAWNNL DMWY D'YPI90 X' PY initiate_connection N'¥?1190 7V NNX{PA A'NIX NWD

nwn

initiate connection(peer address, server socket):

random peer dict = random.choice(PEERS)
random peer conn tuple = (random peer dict[
random_peer dict[

server socket.sendto(str(random peer conn tuple).encode(), peer address)

server socket.sendto(str(peer address).encode(), random peer conn tuple)

+ str(random peer conn tuple) + "\n")

2V D'MMyn NN MmN Ny 0'7Iv R 19,18 nNiwAa L0190 N7'NNA NIRYY NIY 19D
T2 Nn'wNa D'Nyn 1901 17721 YUK VTN N7'AN N7Y WK LN NMvn 2% 122 1an7 nin
IX ,0P"7921 NIX' AWK J2T L,'N2IN N'yN NI 2179 N2 YUK 70man N'ynw 1T? awn)

(h20nn NX VYWB7 NN 7V DO 'MAXN K7 1T N'YA7 INN9N

DDINN X 221 ,INRN DMV 72V D090 DX Ny 727 0'N7IY xR 27 ,24 nNiw2a PN NKY

.1T7v 9D ¢I'7Ta ,0n"

N71Y90N |9IX NIAN ,'MYT? XIX ,M"AN 2700 X7 XN Tign ,P2P 1A' winm 79 npna N7 INTI

.DN'"1 127 0NATH NI7A7ann 0T NAT-n 'won 7w
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777 w'w NAT-D 210 Inn NYTY? N1 'R

TIN D'0IN XY 197,171 .P2P N1a'n wim'na 'y 71wdn NN 710' Symmetric NAT 17w '9)

.Symmetric NAT X7 XInw XTH7 2j7'val 07w NAT-0 210 1nn NYT? 17 21wn ,10% TIgn

77w NAT-D 'wdn N2 [9INQ NY'T2A IX A 0Mys7 ,071v7 010107 17nn NAT-n "'won WUNd
[MN92 IX D' P71 NTH YTNN DX 0N'WONN 0y 177 X7 17970 D'wdnn 1y ,1Nyx7 ,aninn
NAT-D 2'wOn 'R 7I'T2 17 IR AWK DY nwyn? Rl STUN My 0'RIP AT [INN97 .NX
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